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December 6, 2023

AR

« Workspace Environment Management lRES A1 £LIEREAER, BIEUTEE. RBEMTAREIH
L, BATEESHEESHXBEA Workspace Environment Management BR324,

« Citrix Cloud Japan 12 7 Workspace Environment Management fgs3, X2—#5 Citrix
Cloud RE BN E, BHEAZFALE Citrix BEENEZAREFERZRS. EXFEZEE, ESH
Citrix Cloud Japan.

« H% Workspace Environment Management RS & #iBEE. REBMTHINER, HER FAK
BB,

ik
Workspace Environment Management RS ERSAERXREENREXHEERA, AUTHERURAERE
BotERE. SEB RN ARERFmLATE:

« Citrix DaaS (LL#i#FA Citrix Virtual Apps and Desktops A&%3) #0 Citrix Virtual Apps and Desktops
« Azure EHEE

Ee—MEEL. Y ENBAFTEEERASE, AN T EBHRNCRE, ULIRENRFPAER.,
BE:

Z1FA Workspace Environment Management RS EE Azure ks, #7E Citrix Optimization
Packs

LU T2 Workspace Environment Management RS M= = :
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Resource Logon Profile Security Usage
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Easy setup and configuration

« APIXER

- BEVAREF. TEN. WEERNR. SINESSE
- TEDE

- ARERERE

- KEESAMD TR BEFTH

- FERAFFIEFREREHIEE RAM. CPU /O
- REERNAEFFIENERE

- EREMAFARIER TR ES#HE

- RSN AREFMNEE

« APREXHER
- A/ Citrix Profile Management B&iEMiE = EEAFEEX G
o ERMBEMK

- ERERIETHFUERE, UGS RE
- ARPERE, ERENASERMEXNEE

« ZTiIRENEE

- SHBRT ZAHikRA<EHY Workspace Environment Management FRERIAZ IS BES
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Workspace Environment Management (WEM) fR$ZEE U TAREM:

- -

Ay
Citrix manages WEM e N
service and database in . \
. . = /
Citrix Cloud -cTTTd Azure SQL \
e i database |
" 000 —— !
' Infrastructure !
I
| \2’ DI services K
]
v Management console A A A /!
\ " " g s
., (‘Manage") _/"Citrix Cloud
.
Configures WEM PN il
using web console .-~ Aahhh e B 1T " -
7 Communication Authentication
L - over HTTPS over Cloud Connectors )
O . Resource location
Customer or partner Citrix Cloud
manages on-premises Connector
resource locations '
* v
i VDI
L4 .
Local Local Active
caching caching Directory
Physical endpoints Server/Desktop VMs
with agent installed with agent installed

LT A#EE%E Citrix Cloud &, #H Citrix fERRSHI—EB 23

« Infrastructure Services, Infrastructure Services REHEZ A FRERF L, EIEEMEHALG (SQL
Server #l Active Directory) Siindft (BEEHIGMNAKE) AP, HITHRE Citrix Cloud LIRERE%

BB iR HEARSS .

o BEEHE. BOUERBEEHE (ITFRSH “EF” &ML &g Web XN RERENAF IR, 882
EHIEaREERET Citrix Cloud 89 Citrix Virtual Apps AR5 28 L. ARSS 2812 — Citrix Workspace [z F

2R, BF HTMLS EERERizh a8,

+ Azure SQL #iEE.Workspace Environment Management iR 51§ B4 E B34 A Microsoft

Azure SQL #IBERS H. LA Citrix B,

BR/EEHES IR RUEREMEELTAM:

« f£¥ Workspace Environment Management fR$5{321%#% 5] Workspace Environment Management
AR miRsS, FRMTEEEEREahRENLE, FMEREHMEIER Citrix Cloud Messaging

=

1TEE:
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Service @it HTTPS i#17, ERIUTEEINIARIE (VDA) L HERIE, XRTUBEESENZRIFFE, &
Ea] A7EHEE Windows KRig T & FEEARIE,
FrERIBERERAMETR, NMAREMEZEZETNRE IS EFERRNLE

P =

ZRERFR AN SHFEARIZ R IIRE,

+ Microsoft Active Directory Server. Workspace Environment Management iz 53 & 215 0 & 89
Active Directory 7 geig B#X AT AR . EitigMARS A Citrix Cloud #7iRARS 5 Active Directory
BTIRE,

+ Cloud Connector, Citrix Cloud Connector FZ A F X RMUBFHIITEMNS Citrix Cloud &5, EERE
ANSNERUBENEL—BIHTEN %% Citrix Cloud Connector, BIHREBFEMTTAY, BEEHNENE
RAIEFREZ Cloud Connector, HEIMENEEMRRUBEVEAHE Cloud Connector, RS
oM. MNR— Cloud Connector TEEBTERNEARAIA, Hfth Cloud Connector AT 4 FER.

AT
EigE Workspace Environment Management £, #8RERIE,

BREAE, BBRTENRE,

HTIEThEE

May 28, 2024

Citrix KB 1R2® Workspace Environment Management (WEM) RS ZF P IREFINEEM = REH GIRTH).
HRARETELMNNE, RLEEBRIEREN. ZRSMANERALEMNEA LT —K,

NEME, WERSERN. ERSPENAD Citrix Afhs, AEESNATEF IR, UDMERAEIEH IR M
EA B FHARS mREH KA EMIRIER At

—ARRI, EFREEFEA USRI~ mERZA], SERNERIFRE,

BX WEM IRSESMRMRS TAESENRS R BRNER, BHE5H RS55 815, BRMRSPUE LML
MR, BFER RSEITRL EHR.
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20245 A
ET Windows E#4HSMBMESALL 2R

o W7, EF Windows BHRIMIMESMEBATERINIES (RIERES) 52K H Windows B4
BEMBIZMR, MASBFWHE, IitkBFHIRE Windows SHHRITHEXIIMNIES, XEESEHTE
HEERIERINES. BXESER, BERNIESET.

o FRENRIEAIERRZA: 2404.1.0.1

WEM RIEEAIEE

o 5INT WEM RIEBMEAIERN, LUREERNAIEDNGE, AINRARKNBERNKDN, MEREETIEM
®HERS. WEM EERANAFIFRERIRE, SENENNERENERRAY, FIMRIE. BUBEMITE
Bo ENHPELEATEIEEREARTIEE, fli0, e, NREIEFERALIEE, WHAZBEREEmAL,
LETHREIE I EBE WEM 1R\ T —MBERMN S E. B LUERXMIBE S EZRNAE WEM E4ThEE, WEM
BITRIEET AW XLERBNAIBHAITIOE, MNMEBEREERIEENFMERS AR, WE, BT
EEABEEA TERELBHE TR ETAKRETRE, EF LB TRME XEMIEMRSH Cloud
Connector WA EER, BREXBRIAHFARSKIE. EXELELR, BERARENE, BEEAINE
R Windows B R 2.

o FREMNRIEAIERRZA: 2404.1.0.1

Profile Management
XHREERKE: KHEAFERENMVE, BEAMXERNEEZEEMIHUE, S MHNEERIEHRS R
BREEERXHREEBE [,

ENEBEREXHRETR, BHEZEESE, %3 “REXH” > “Profile Management 88" > “XHXEE
|7, RERNAVE. EXFMES, 1§85 Citrix Profile Management i€ 5,

(2]

W

s TRAFREREAE, FHMIERRHET WEM BRERRS URMUT Windows E4HEL#10Z CVAD 2iER
shEM4 AD THENREMNAFERIERM, [WEM-35792]

o BENAERRE 32 ik, RIBASZ 32 (INAER, WERIAERT, Windows 2010 #&£%4 VDI 2%
% system32 EEME syswowb4, HEi2s|¥xidipmxs (FlsnOptionalFeatures.exe)
B, HAENZX M. BRRAEERITARIRANBREFIEEE. [WEM-35650]
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20243 A
1858 T ECE SR B &N IR

WEM RHtECEENBIER. T, BHEMHREERE, I/TBERIANNEXHZE, IS MEEEFHESE
25 NEMX M. IIEREL TRELEE, LHENTFAEMERNINR, AXESER, FEREEEMED.

BEX Windows 11 1) “Ffig” REHEF

s ATEZHAPRFSE, EMEATLRE WEM #£¢E JSON XA E Windows 11 8 “FFi8” HPiRE, 7
WEM Tool Hub #ERERTF Windows 11 93 TR “Fia” RPERER, EUMERILUERERME “FE”
XER “BE” SBOMNNABER, HRIEFZERINEE. BEX®RRE, £ JSON XHRERINFHE JSON 3F
0, SFRIEEHIEHSKRIEAILE Web I26aHh, AXEZEMER, BHSHEEX Windows 118y “FF

5" RBHE.

o FTRARIEAIERZA: 2403.1.0.1

BREFEEIZTIA

WEM Tool Hub #5INT KT, FIEBELIRAFFE. APF#ERATEME Citrix AP REXHHRRNEE,
I TREBIEXHHEAREENERARIREELINRREEIRERFAFME. 2 TABKTREIEHRLDT
iR, BULEREHATEN (ET%IR) HEMHTEN LEIZBFEHE. EXEZFMER, BSHAFFi#EL
BTR,

e

+ £ WEM Web #1158 L 8IZREFIHTEIN. MKW AF DSN HEEIEEE, [WEM-32997]
o EEFAE WEM BiEESSBEIRFRAPREFEATNR. [WEM-34849]

+ BNf& Profile Management F2E1EH, Profile Management ETIRRT It ATEES ERAS. Y WEM K12
EAK UpmConfigCheck. psl MZATAEMEAIEITH, MAEBIMLRE, thiaFAsFmEET Profile
Management 2203 LTSR #yit&#l. [WEM-34822, CVADHELP-24723]

202452 H
SECE (FREHR)
LEINEEARFERF N AR AHE— A EEED . DERIKIFFUEN, MAREARIEIEN, IWE, EAILL

EHRIRIE, EEDEEN, eI, RFEMNMERDRAE, ENDEBMETZ XN D EFAESRBERMNIELS .
BXEZRAES, BBROEE,
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Web =& s TR EILERTNEE

WE, EaLL@E Workspace Environment Management SEi&HT. Fif4iit T REE X EERES:

o T REEAFIEAKEA Profile Management,

« $I%: FF Profile Management &R E R,

o B4 HE Profile Management & FRIRTE.

o FE: B2 Profile Management A ES RS,

+ R#F: ldentities Profile Management & FIE&EETRE.

MR TREZIEE, E2H “4itE2” F “Profile Management ziTiR” 5IR9H#R,

#2387 Windows ZERH S FThEE

o Ltig3RINEE N AP ECE U Citrix Profile Management {218 7 Ei¥ NSRS . TITESIN T HARBES
KFEN, BET HDXEEFIER. BXEZHMER, FSE Windows B9,

s FIRMNREAIERD: 2401.1.0.1

WEM TR ETR

WE, EAILTFF WEM 37 TEFREE WEM AHEPREHEITHRERR. L TRAILE WEM B EMZMARSS
#LEIETT, DRNATEMERE (FiE) MERMER. TRNER, REFREFIMBNTEN L ERIUFRERHE
AHRFESXHORINEEMNE, EhaIlBsEE—LEER#E. AXELZFARELR, BFEH WEM STRANE

A

>=<o

BE

\

o Y WEM {327 Windows Server 2022 Liz{78, ENETHEH#ENREERRE AT A IRTEIE T,
[WEM-28773]

2024 1A

B EERR M

/R Web 2518, EIETLURINBF #3EREE M (DSN) HiGEDRARF . BEXEZIFMER, B2AF DSN,

in)

ImHA

£ Web =46, SREDURNGOMSHEESRARF. EXBESEMER, BESAH L,
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INI >2 %

£ Web =45, EIERTLUR INI XHEEHREDRABF. BXBSZHEMER, 1B INI Xt

RERFESHEIER

IIERTHRE R IF BB X 24 /NTRNBHNESHHENLER, MAESE, BUEEESMERAENESRKE.
BRI UEERIAESHWALRIERRERS., MFHEIRENMES, BaLEEN “RE” BEHRARXERS, §X
Eﬁﬁémfm =¥) 1@%@'&@0

18537 BT IR S BRI TMESR A INEE

HEESRINBE AT B ERERLEF BT AN SRS NMERBEMNRMSNME, MNMARSERRMT —MRE
B75%, EEEBEAMMLRS.

Profile Management

Workspace Environment Management B2 #F 2311 Z #iFfE M Profile Management kzds, Web &
H &P IERH LT IR,

s APEEEERZE. EERS AP FEEDRNNARFEERSE EHEE:

- BEIRF. ik Profile Management & &R BN,
- iAiAlEEE, ik Profile Management i&#RipiRl 4 sERENE IS,

ZINREE “BEEXH” > “Profile Management 88" > “SHKIgE” > “SHAAEW DS EEETD
R, BX¥MER, BB Citrix Profile Management i£ &,

o SEXDMARNHEK (MB) X HTEE IR, IEEEMEBEXHBRPHIFES BRI HFRIRNKRN,
BRIAK N 256 MB.

ZIheeE iR E X4 > Profile Management i E > XHEEHIEER > BEAXGHEE HUER BN ES EEE
RETRME. BXFAEE, iB5R Citrix Profile Management & &,

« ERMREEXHARTURN, FHEAF. EETRFERPEEEXHASTAIAREERFEHEAF.

ZIhaeE “BEEXH” > “Profile Management i2E” > “MEXHER > ‘BRRBEXHERER FHsH
RREETRME. BXI¥AESR, B5H Citrix Profile Management 15,

o REAFMALIFREEXHA R, EEMLE AD HAFMEAREREXHARN Read & Execute MR,
AINBERT, RAEEEXHRBHFMEES ENREEXFEEE.

ZIhaeE “BEXH” > “Profile Management &8~ > “GEXHRLER TS MEEE TRMH. BXFA
&8, 581 Citrix Profile Management i& &,

o FREMRIEAIERRZA: 2311.1.0.1
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(2

o FRAREBNARINERSH X32 & ENALKY. [WEM-32783]

o LHAMAD NRSFEANRIERZEN, DERANENITENL GPO fIgEakK. [WEM-32315, CVADHELP-
23868]

20234 11A7

BB R

Xt B e CERALRINRE#HTT T LA T 1858
o EEILAIMEFRE SMB HEGEF#HUEEEFEMFENREEFE, AAREETHAERETENLHEDAR.
o W7E, ELIEENBRAZHERE WEM E—APNE—XBomEESTHRE R BEVHEL AR,

o WE, EAUELFE WEM Bap AR EEPIEERETHBNNRERMM IP. EXEZFAES, 15
SHRNBRFERM,.

o FREMRIEAIERRZ: 2310.1.0.1

¥R T RFERREITHEERIR

o ILTHEELZIT ISR, AR 64 IR(ERAF “NEERARE heENRAEIRENRFIM 4 GB &2 32 GB. It
IESRINAEAIIRIE S P R AR AR SCFRE R it E R R E M.

s FIRMREAERZ: 2310.1.0.1

Windows &R 91k

I TRKREERBRBIEAERBXREERKBUENRS. SHERRSBEIH—D DL, EEEBIRFIBEN
BRI, AXELIFMER, SR Windows EF51.

NAREFREAERS

« EERNETUEIEAS M REENNARFZLATREREE Web EHI &P AEFZ L BEHIRIX
HERERS. EERPUESMRENFASESPRFRETEAT. AXEZFAER, F5H “RE T
‘NABFE2EE MudlEEnhee TR,

o FREMRIEAIERRZA: 2310.1.0.1
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TEIbhR AR & IAE R ()

20234108
ERFERI

A8 Web =518, EIEATLUESTMRIVAMARTDEIRE, NTATFEERFPFESLIE. RESMREMERE
ZIHAEE SRR, REEFMNAF AL, i, EMETUEEMRIMANIFEHRNSEZEMRT, §XiF
MEE, FBRE MR,

SRR BRI

ARBIRESIANTRITFNSHIAD, B CSV (BX1k) 1 IJSON (BH1L), XLEETUILE TIREPT BEER TR
. BXFAER, FERSHRES

7£ Web =51 &5 Profile Management & Zi# 1742
LEINEEAVFEEHEIE Profile Management IREME. = MAEBENE (BFXMH. ETARMNARERFHRIEH)

MM SRS, TEBETITFMAMENAARE. RNEENTERREAIEEANERN, BXFHEE,
B2 Profile M anagement & &,

MM ERE R AEER

EInEE AT BT REN BIEF R MREECHIRNAREFNTIR, ERILERA "B TrIRERM. RHEMRER
HRNARER. BXIFAES, B HIRLERER.

%1% Web =41 & BRSO XE (FTA) 188

HIHEEA W EIERAE. B FTAFEESBARAF . BEGXALUER WEM Tool Hub St 28 XBXBIF T
B, BMIRETE Web 1ZHIEHPEE FTAFMEMESR. BXIFAEER, BB SCHFEEXE,

RN AIEIRE

o RIEBREPRNTIHIRE “ATREFAKFNEERER. BAR, AERERAEZFRIEERNER, MRS
MEREMSEM, HARTABARER, EhaTLiEfHi WEM A%, BXBLFMER, 75H (IR E,

s FIRMREAIERZ: 2309.2.0.1
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Web =& PiE TR EIR STHEERVILR
ItThEERRE T @d WEM BZE Profile Management AR &L, HERHREBETRRGES RUE LAVFEHE#N

Profile Management i B8, I LIELERPEEEIR/ZE, HBNIRERE Web =514 89 Profile Management
EENETREET. ARG, SULUREIHTETRNEREEISE. BXFAEE, B2 RS

WEM Tool Hub 8957AR 4

WEM Tool Hub ByfhR A E#L: 2309.2.0. 1, IthRAGIEEEELE. 37 AAD/NDJ MRI%EZF BT FMZHELL
KNEREE. BXEAER, FSE WEM Tool Hub,

BE

o HEPRNARFRESHIIXHER, KxxHRFH ASCI HFiE, AEBRBEHREHNXHESN WEM B, A
BEFRHERX, [WEM-31180]

o HENEHBEE, WEM REBARERRRLHIE “BRISE” > “NHHE" FEEERN SMB #£=, [WEM-30209]
20239 H
7£ Citrix Optimizer 373+ Windows 11 #1 Windows Server 2022

« Ffi17E Citrix Optimizer Figi0 T3+ Windows 11 gz 21H2 (AEBkRZs 2009) #1 Windows Server 2022
21H2 (WEBARZs 2009) M, TFE, EATLUER WEM ARE3d Windows 11 2009 #1 Windows Server
2022 2009 it ENHITEFRIRNWARF MR K. Lo, RMEMTHREREER, URBEHIMIL Citrix
Optimizer 5| ABYEK,

B xR Citrix Optimizer W8, E5 Citrix Optimizer,

s FREMRIEAERMZA: 2309.1.0.1

FEHE D IRHBIIER

WE, HMEBSNMKFHNRAFHSEREFIM 10 255 25, BXEMER, 1F8H EHLES

R AR RN A FIREBIIER

nE, HMERNLRARNBEFNERBERARNAEFNREIM 10 1252 20, BXEFAER, BEHANL i
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/wem-tool-hub.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/system-optimization/citrix-optimizer.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets.html#back-up-a-configuration-set
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/monitoring/insights.html
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AMERFE (K

fEF Web 12418, GIMER LUSEMRIVRINA TS EIIZIE, MAATFEERFFEFRLIR. RERPPREMRE,
ZINEEEFEIER, FHRMEFHIAFAR, i, EMETUAREMRINFEH B SRS NIRRT, BHXF
MER, BESH AR,

AAD/NDJ 31%i%E#ZB T A

o BRT HATSZFI AD AP /AMMNZRITENZ IS, EMEEATLIE AAD AP /A NDJ i+ BN 5 BN PR
AR, BAE, Web iz#]& EiRfitT AAD/NDJ s3RiEFE TR, A LIIEH PRI REUEHIGEHMEE
MW ERERF, EXEMER, ESRE AAD AR /A NDJ &S B A2 AR N,

s FIRMREAIERZ: 2309.1.0.1

Web = & RIS R 1E

BRI LUER Web EFI A SIZNEEXHRFRIEHBEDELRAR. BXFREER, BEE XHASIRE,

B4 Profile Management 18 &

L InEE AW EE A P RFIEE Profile Management 188, LUE#ITEE XFIEHIES, RIS EN
Profile Management i€ EMAEIMNABFHABFA, RIEFEEHEEXHER. EXFAEE, BEERAHEFE
Profile Management i& &,

X#F BT REREHITIRE

« EERANAEALEIEASMREEENRLATWEREE Web EHI& FHMIRIEA B EHREER YIRS
ERAUESMRENFAEEPRFRETERS, AXFARES, BEA B RiFgE fx Z2HE
ENEEp

o FREMRIEAIERRZA: 2309.1.0.1

Profile Management

+ Workspace Environment Management B 7£ 3z 1% 2308 Z FiFfiE % #¥89 Profile Management ki Zs,
Web = G EIRELITINEE

- NEEXHERERE VHD B3y &. IREA, NAREXHARNFARIAER 90% i, ST R’
10GB, =KX&BEN 80 GB, RIEFE, ERUERUTETAZICANEY BIRE: By RitLEH
1& (%). Bshy Eig= (GB). Hahi B+ (GB).
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#registry-entries
https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/wem-tool-hub.html#assigning-app-access-rules-to-aad-usersgroups-and-ndj-machines
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#file-system-operations
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#user-level-profile-management-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#user-level-profile-management-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/advanced-settings#monitoring-preferences
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ZINEETE ‘BB > “Profile Management 88" > “MEXHRR FHESMEEETRM. §
XF4=R, EBIA Citrix Profile Management & &,

- VHD BRIMIABE, 1EEES VHD BRRINEFHERE (UL GB AR,

ZIEETE “BEXH” > “Profile Management i8¢ E” > “S&iLE” PMEMEBEETRE. X%
MES, &SR Citrix Profile Management i& &,

- BANEEXHRSFNREHENR. MREAH, WEEXHRBZRXAF—RIFRE,

ZINEETE ‘BB > “Profile Management i E” > “SRILE” dHS MIEE TRME. BXE
MES, iE2iA Citrix Profile Management i& &,

- /2% OneDrive FE3AYIR SiAHEIMR, WNRBA, OneDrive BE—RREE#IT—RiAIA,

ZINRETE “BEEXH” > “Profile Management i E” > “SRILE” PSS MIEE TRME. BX¥
MEE, &SR Citrix Profile Management i& &,

- B UWP L EiEF8. MREM, UWP (8A Windows &) NARFERAF 8. EL,
RAEUMFRETENARERR UWP NBERF.

ZIRETE “BEXH” > “Profile Management i8¢ E” > “BS&iSE” PSS MEBEETIRE. X%
MES, &SR Citrix Profile Management i& &,

o FREMNRIEAIERZA: 2307.1.0.1

REESKRE

HAESTERSINTIENEEESIRE, ZEWA 5| SEHNMEESIRENEPRHEFENRHEESRS. X
FAER, BEH CEESREET,

WEM Tool Hub #9#rARZs

WEM Tool Hub B9#fiRASIIE#H: 2309.1.0. 1, IthRAEELAEEE. Xt AAD/NDJ JRiEF2EZ MR
NEREE. BXEMER, EHSH WEM Tool Hub,

(2]

« BPfE Profile Management B2EIE#, BZE Profile Management BfTIRRTIE I fE R RS IR, HINIARR
MEERZ WEM K2R UpmConfigCheck. psl MAT A& MMAIETT. tiREASEMBAT Profile
Management B BEXHREFRREPES %SystemRoot% Mit&EH. [WEM-29519]

o W7E, SARIFMKREIGERN, WEM RIEB<RIFH SMB &%, MARES XA, BE 15 28RIFH—X.
[WEM-29142, CVADHELP-21957]
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#profile-container
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#advanced-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#advanced-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#advanced-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management#advanced-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/scripted-tasks.html#configure-task-settings-option
https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/wem-tool-hub.html
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2023 £ 7H
RBP4 Profile Management i & (F%HR)

o WINBEAFEER P RFEE Profile Management &8, MEHITEENXIERIEH, FERALLIIETIESE
89 Profile Management IRBEN AN ABFSAF A, RIBFEEHREXHER. EXFMES, BHS
EAF4 Profile Management i& &,

o ESALINEE, ERIE TR, BHA LANTINRINGERLR, AEEAAF% Profile Management i¢ &,
BB TR IEE

1#52R WEM RIESEHER

A WEM RESEHATHITTIER, STERSKEHFRES. BREEE:

« ENEHES: HMEHTL2ENZGES, LE2E TRREER,.
o E—WEHID: SNMEHATIEHE—NFREN ID, XFEMA]LUERAMIEERIRAETE S

BEXFAEER, BEARESEES,

Microsoft Edge %1285+ WEM Transformer

+ WEM Transformer B7EZ #5 &k A<H Microsoft Edge s

o FTREMRIEAIEMZA: 2307.1.0.1

JSON &5

o IE, EEILUHRI JSON WRHADEENTREIZESEER JSON X, ERLLIIE, TR MEKIRERAE
A% JSON EBEXHMNARERF (570 Microsoft Teams) . ItLIHEEIRTE Web ZHI& AT H. BXEHAES,
BB Fo

o FREMNRIEAIERRZA: 2306.1.0.1
RN AR A2 A LA RE 5 18]
o WCTHREA ISR AR 2RI E) WEM Tool Hub LU@HUEIAIEl, ARINBIE AEFHMAEH D ALKE, H

572 Profile Management IMEHRIIRIT EAE, XENAEFRWRE, EaAI—RRMAMIRS N AE
Fo BXFMMER, ESRRINAMLN AR LUERESR
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#user-level-profile-management-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/home.html#preview-features
https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/agent-event-logs.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#network-drives
https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/wem-tool-hub.html#add-local-applications-for-quick-access
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WEM Tool Hub ##iR7s

WEM Tool Hub #9fthR I EHE : 2307.1.0. 1, ZiRASESAEEEIEIREE, BXFMER, 585 WEM
Tool Hub,

(]

\

- MREEEBEAXZ (30 10,000) EF&RiRE GPO, MEHAME P EETRERKLK, [WEM-28447]

202356 A

158 T CPU IE{E{RIP

o IARASINT CPU IB{ERIFINAERVIZIRTINAE, EERTLUHITERARNITH]. HRINEEEEUTEN:

- HMVEAEMEEERAR T CPU RIEFRIPED, EFEE,

- BEX CPU BERIPH, EIMERTUERIFRMERE CPU ERARE.

- MMETUREMEX T2 CPU AZHNRHIIMERL, AWFERESD CPU RZIENSEFRIZE CPU &A
EPRE,

BXIFAGER, BZR CPU IBER.
s FIRMREAIERZ: 2306.1.0.1

FRTE

o £ Web iz861&, EIERTUBIFEE SRR SENIRE, PDiRE, XERRTSR/TAFFREREIZR
RE. ZINREEREIERE, FIRUEFNAF AR, AXEAREE, BFEH fREE,
o FRENRIEAIERRZA: 2306.1.0.1

XA RIRIR BRI ES ShESZHF

WAE, TR AR IREBPRADISME, LIERATEFRNFREH#HITERBN EHNRIBEE, BOFohikEH
BHRIEER, AXFAER, FSR AEBLENDS SR,

HRBRISERIRLS

LERRASINT R FRRE RIR S ThEE, (EBILLINEE, EHAAUES 4 /\HEHF—RNEGHIRETEEIRLAFNE
TURERNLER, ZIRSBEERERT. DENAR. ERNMESRURAEREREER. T AFEREMIRT, B
BRIFFARKIRENIRER, BEREMAIZINE, BrRRERKKENERESE. AXFAES, BER “REMNa
A Bk,
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/wem-tool-hub.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/wem-tool-hub.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/system-optimization.html#cpu-spike-protection
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#environment-variables
https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/dynamic-tokens.html#dynamic-token-support-for-group-policy-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/monitoring/reports.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/advanced-settings.html#monitoring-preferences
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/advanced-settings.html#monitoring-preferences
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JSON RSB (FREIHR)

o I7E, ERLGAI JSON R HADEENIREIZEHIER JSON X, ERLLINEE, SRR MEKIRENRE
A% JSON BEBEXHMN AR (5170 Microsoft Teams) . tLIHEERTE Web 1ZHI& AT M. BXEFHAES,
BESIIE(Fo

o ESAILINEE, BREIER, RhHA LANTKNINEER, AREA JSON XWRDE. HSH FEI6E,

» FrRHREAERE: 2306.1.0.1

2023 F5 A4
Profile Management &} HIEIRE

o W7E, EEUEHMIMREER Profile Management €&, BXi¥4=R, BEBR &HME, LI, WER
RERFIGEINRE, TICERBMIERFBERMENPIRE, EEILUREIZE Profile Management, &
KIFAER, FER RERE,

o FREMRIEAIERRZA: 2304.2.0.1
MLRIRTHER

o £ Web 128G, SR UMK IEENSERINA A DECAIRE, DiRE, XEMEKWRHEREAFNSREL
fEM. ZINEEERIIER, AIREBHFNAF KR, BXFAES, BBRE(F

s FIRMREAIERE: 2304.2.0.1
EINIRTHES

o £ Web izH|G, SRR UG EINIRENER AN A D ECVIR(E, DiclE, XEEMREEIEAFNREL
fEM. ZIEEERIIER, AIREBFNAF KR, BEXFARES, BSRIEF

o FTRARIEAIERZA: 2304.2.0.1
Web =6 @I BRRHEANBRIGE

BRISBEIRE Web iz6la, JESMEEETH “BRIEE” FiHE. RINEMARTIRE, RHEIFNAFE
¥, AXIFAES, BEH sRRE,

RELAEIATE

Wiz, ERIUBUTREZ —RBEARAETE, UMESRER Web T4 ERBEFR:
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#network-drives
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/home.html#preview-features
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets.html#back-up-and-restore
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#quick-setup
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#network-drives
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#virtual-drives
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/advanced-settings.html
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o RE

o IRE

s AP%tit

o ERBERLE

o LICTLAE

« BEEXHERENE

MRKIGELBTE, WRAHERER, IRERARGE, EoLUEE 8 HiEH & AN SME RN B ELR (I I ) R
RRIFIRE.

WEM Tool Hub ##riR7s

kA8 WEM Tool Hub I E# 4 : 2304.2.0.1, ZhRAEIEEAEEBMEIRES, BXEHAER, 58H WEM
Tool Hub,

BE

« BIfE Profile Management BeE1E#, EZE Profile Management iE3THRRTHE ATAE 2R E8IR. HELLLARE
WERERZ WEM REEERN UpmConfigCheck. psl MATARMAET. WABARKEMIBE—NRES
B9t &N, [WEM-27498]

2023 F4 A
[z AR i el )

o W7E, ERILUER Web ZHIG R MAMNUSITRIA A G, XERFEMRETME AR —MERENA
B R BHNRIZHIAE A 3P+ B L RBER N BEFRIARNR - RS ENAEFMEXBR AR L. LIHEER
B B2FMREER, fli, ER%IE, ERUBFRNEIIRZAERNITEN, BiHEMIIRRE
NAREFER, NTRDRGHE, EXFAER, FSHE NAEFHRE.

o FREMRINAIERRZA: 2304.1.0.1

FTENH]

o £ Web iz841&, EIMERIURMESRLHAFIITEN, DEE, XEHTENAIERFPNRE EER, 23
REEREIER, AIRREBIFNAF KR, BXFAES, B2REF

s FIRMNREAIERZD: 2304.1.0.1
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/reference/wem-tool-hub.html
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WEM Tool Hub (FiisihR)

WEM Tool Hub BERHIUTRAIA:

o FTENHBNTF. ERTEMITENRRSSERREUTENNFIR, LUEERLUGEN RN EEREH & FEyn D ECR(F.

o ATFRARERFHIEEHEIBIMNERLRS. ERTREZMNSEHBANXHE. XHRAEMEREFDEBIHERR,
L@ Citrix Profile Management skSEhE, —EaEL A B ()2 2 A FUNSRIZ I A P 33 1T BAL L R
N ABREFRIAENR - @5 ENAEFNEXAR A Lo

BXEMES, ESH WEM Tool Hub,

Profile Management

+ Workspace Environment Management £z #F 2303 Z 5iFiE 15 Profile Management ki, LU
TInAEMETE IBhRIEHI & Web =4I & HERRI Ao

- BRAESEMEMNAEENEINEES, MREA, WRBESIERNERMAEENS S0 5EEEX 4
Mk, BALKETM “BRAEmEEIMR ENE, REERIERME R EEN T KBS
R,

* 7£ Web #zH &, ZIeEE “BBEXMH” > “Profile Management 88" > “BEXIgE” i
MEBE TR, AXEMES, B2 Citrix Profile Management 1& &,

* EIBARIEHI G S, ZIEEAERIAAIE X1+ > Citrix Profile Management i& & > = Citrix
Profile Management & B+ R, BXFMES, B2 Citrix Profile Management 1% &,

- BRNAREFEILEE. MREA, Profile Management R IBEREMNMNIEFIAAXIE (Fla0
X XHRFEMR) BIHERR,
* 7£ Web =6lath, zheeEERE X > Profile Management i§ & > WAREFHIEFITHNE
MEEE TRE. BXF4AELR, B2 Citrix Profile Management £ &,
* FEIBRRIEHI A, ZINAERIE R EE X4 > Citrix Profile Management i& & > N AERFiH
Rk ER, BXFAES, ESH Citrix Profile Management & &,

- B VHD B&EE%. IRBA, HREFRLERM, VHD BERERFEHEINBESE, EnEEa
URFEEXHAR. OneDrive RBMIRHE R BB HENEFETIE.

* 7£ Web 5H &, ZI0eEE “BBEXH” > “Profile Management 88" > “BEXHRER" &
WENMELBEE TRM. BXFMAES, ESH Citrix Profile Management 1% &,

* EIRRIESIET, ZIEETERKEMEE X4 > Citrix Profile Management i& & > BREX (4 A
BGEDFER, BXFMER, B2 Citrix Profile Management &5,

- RETATE R VHD #BEES. $ETHRH L VHD #EEHENER VHD iR E5ErIE
REE, MREAT “BA VHD HEES", BEAX=1RIKAEIIN VHD EHIREMITN.

* 1£ Web i25l&s, ZInaeEREXH > Profile Management i£ & > B4I8EFHNE N RESE
TR, BXE¥MES, E2iA Citrix Profile Management 15,
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https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#basic-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/policies-and-profiles/citrix-upm-settings.html#main-citrix-profile-management-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#app-access-control
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/policies-and-profiles/citrix-upm-settings.html#app-access-control
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/citrix-profile-management.html#profile-container
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Workspace Environment Management g5

* (EIHRRIEHIES, IR ERESAEZE S 4 > Citrix Profile Management i& & > S4&igEH
F£/A. Bx¥AES, 152 Citrix Profile Management & &,

s FIRMREAIERZD: 2304.1.0.1

20232 H
Nz

« £ Web i=#l&, BRERTUFRMESRARFPNNARERF, DG, XENARFBERE. “FiR” Fesk
ESEERIZERES N, BARRTENEE. ZIEERFEILRE, AIRHEFNAFA AL, BXFAESR,
BB Fo

o FREMNRIEAIERRZA: 2302.1.0.1

WEM Tool Hub (Fii‘ihR)

T E% WEM Tool Hub Ii7Er#t WEM BB R ER. EEiE—RVISERLEEREBEFRENTE, ETH, BEE
Citrix Cloud > WEM fR$5 > SLBiEF. AXEMER, 121 WEM Tool Hub,

ESMNERESS AN T MR E

7£ Web =4 & P ERINIESE, SUMENMEZERENEMNQMEMNIES, THAE HEHE” > “BRIEE"
HITHAXKLE. FRMNRER:

o BRI LIBIMNERES
o ERTERAIIRIMNBIESS

ItEsRINEEE R T A X MAHARARELEINIESHIFAEE. EXINMESHNESER, BSHEE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/policies-and-profiles/citrix-upm-settings.html#advanced-settings
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#applications
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External Tasks &1 Settings
-
Lets you create external tasks to assign to your users, External tasks work at a user session level and can be scripts or_apmir;awmﬁ 51-”9 that the target
-
agent machines have the necessary programs to run them. Learn more — -—
— =

Q, sea .
' Settings X
+ Create {

O N te

@ For the agent to process actions, verify that the following settings are enabled: X

+ Launch agent on logon (for processing actions on logon)
« Launch agent on reconnection (for processing actions on reconnection)
+ Enable desktop compatibility mode

You can find these settings in Legacy Console > Advanced Settings > Configuration > Main
Configuration > Agent Service Actions.

Processing
(7) Process external tasks on logon and refresh

() Process external tasks on reconnection

™
Ry

« MREEA Studio % Citrix Cloud Connector # Workspace Environment Management E2 &
Cloud Connector, MZHEBETEFLTHIBIT. [WEM-25697]

o EIRRRIERIGH, YEBEE RE FIAREHITHEN, TERZREAHF. [WEM-25978, WEMHELP-274]

o EIRMRIEHIAH, ER ENRSENEKIKILEN, EREETESER Web TR atI@NERZR, &%
1BR1F AW ARI A, [WEM-26240]

o WPRIRATHRERTRETL A IRTHAIE T, HELLLIRENEERA T Citrix WEM BREEZMIER B, AR E
2, BIET8)E DWORD ;:t&E HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet
\Control\Norskale\Agent Host HEEIREN 1 KETIEBEXRMERE, [WEM-26420,
WEMHELP-284]

2023 1A
Xt B e UIERA R AV IE5R
o BEUEARINEETEE Web 265, AIESMEEETH “BRRE” > “HNIEBIRE” P, ZINEERE

IR B A AREH IR MM BT THAENBEHARIS, EMEE UREMIZEFIX XA T ENIE
BIFAHENNAREALR. BXFARER, BFEN sH8E,

o FTEMR(LAIERRZA: 2301.1.0.1
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HEEARMNENRIEHE S RNRESE

o TE, BRI REPERRIMANZERAIRILESE AN, XLEMMNIE 7 LENARIEHEZIBMCES. Lt
BRI T AR RES WEM EEREE, BXEFEMER, 1550 BERNK.

o FTREAR(EAIERMZ: 2301.1.0.1

XFR GPO SECR AR B

« £ Web i=#l&, BIMEALUE GPO HEAER R, XEMEFEN Active Directory £#B1F 5 WEM
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BXIFAGER, BER BEFENS.

o NECET. AWERMBRMA (B, WEARSERBENLZEMN, BEXFMES, BSHDE,

Overview Manage v Utilities Documentation
E Q Goto... Preview features
e =] .
o2 Overview
Agents View agent stafistics VDA health status (last 7 days) Total checked: 0
B
D Total agents Recently connected @ Normal A Unusual

4 )3 =0 Jo

4 Quick access

Optimize resource utilization 2 Gain insights
Reduce user logon times and make applications more responsive -llﬂu- Gain insights into profile container and application behavior.
Go to system optimization Go to insights
Optimize profile management I:h Configure scripted tasks
F% Provide a unified experience across all user desktops EZ  custamize scripted tasks to suit your unique environment management needs

s feature is not yet available in the web console. Use the legacy console instead

Go to scripted tasks,

Assign group policies @ Enforce enterprise security
g Assign Group Policy Objects to different Active Directory groups, just like you assign other Protect desktops by applying additional AppLocker rules.
actions This festure is not yet available in the web console. Use the legacy console instead
This featurs is not yst available in the weh console. Use the legacy console instesd
Gk Highlights
CPU management Learn more

Minimize the impact of resource-intensive applications and improve performance for your users. You can manage processes that are
overtaxing the CPU.

Scripted tasks Learn more

Add scripted tasks that you custemize to suit your unigque environment management needs. You can then automate those tasks with
Workspace Environment Management by configuring them in the applicable configuration set

Privilege elevation Learn more

Elevate the privileges of non-administrative users to an administrator level necessary for some executables. The users can then start
those executables as if they are members of the administrators group.

ot yet available in the web ©

y console

External tasks Learn more

Control when to run external tasks based on certain triggers. There are two types of triggers: user session and user process. User
session triggers include session activities such as logon, disconnect, and lock. User process triggers control whether external tasks run
when specified processes start or end,

This feature is not yet available in the web console. Use the lepacy console instead

»

XFBEITEBRS LG

MREH WEM RS ELFIRELRIKIFEHR, EMAETUBITHEFTRILFXE, MEFKR Citrix BRAXH. &
% Citrix Cloud, %% Workspace Environment Management > St 12, %% FiaTH, ITBRMTHGE,
TR —&iEH, REZAEFTEMANEAEWEEM. BB EIELOERRYaIXIE LA B REEE.
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LK% Azure AD BRI

WEM BR$SIMTEZ #5405 Azure Active Directory (AD) BF 4, & Citrix Cloud kP %422 Azure AD /3,
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ARG, APAILUERBECH Azure AD E18E = Citrix Cloud. BXi¥4iz 2, BB Azure Active Directory &
%! Citrix Cloud,

(2]

o EEERIEHE > RIEMEEXH > Microsoft USV 18 E > XHkEEMREN £ L, FAEAEEHR AppData
(275) FfpRA B E M FIeY, WEM RIEBE AN AU TIRE:
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RS E. BALUAATARBITRANXHCIZATIR, MAIUARMAILAF BITRANXHEIZMALTIR,
BXFAGER, BER BHIE

s FTENRMEAEMZA: 2109.2.0.1
¥ Citrix DaaS BRI EE
mrE, @ayLlfER Citrix DaaS (WUai#rA Citrix Virtual Apps and Desktops iR$3) H=EEESEREEB R

EE WEM BB, X, EHaLUEEHE WEM lRSET Citrix DaaS SERMAAHEF TR, BIESFERNENER
B8, EALREANAFRERERN Workspace A3, BXiFMER, ESRLEITENERMERTENE R,

Citrix Cloud Japan 2121t Workspace Environment Management

Citrix Cloud Japan M B2 # Workspace Environment Management f§s3, X2—7#5 Citrix Cloud lRHE
BRuMzm. BRFEF A UE Citrix BENERAREFRERZRS. %kRSFE Citrix Cloud Connector fZs
6.29.0.58841 iESRAE, AXFMES, F2F Citrix Cloud Japan,

% Windows 11

ZERERRMEAERZ 2109.2.0.1,

(2

« WEM KERIEEREEAEBNEFERE, AN, S ENAEFEHETESIEMNE 3 GB. [WEM-14682.
WEMHELP-133]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/security.html#self-elevation
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/machine-catalogs-create.html#workspace-environment-management-optional
https://docs.citrix.com/zh-cn/citrix-daas/install-configure/machine-catalogs-manage.html#manage-configuration-set-for-a-catalog
https://docs.citrix.com/en-us/citrix-cloud-japan

Workspace Environment Management g5

202159 A

BRI RN RIE A N B T Fi#iE

o Ligl, AMNPER “NATFHE REN, FRMNNATIRITXHBHIRE Fi#iE. RN ERMH
T =ANMIINED, fEEREIS EARAMtITHIXS FHIZ N AR o

- {ERTFE—XHRPEIETHRITH
- [RERTEERMATRITXH
- RERTFE—AHENATHITIH

BXIFAGER, BEREE .
o FREMNRIEAIERRZA: 2109.2.0.1

%1 Windows Server 2022

BERHERRMEAERZ 2109.2.0.1,

BE

\

o H&EMA WEM PowerShell SDK RS HHE N WEM RBBER, FTEEFELLE, fINNAREFRS
(AppLocker) #iml, [WEM-12811. CVADHELP-18383]

o BRPRIBAMATF 32 (Il HAITXHE, BJUTEIETT 64 i Windows 12{E RGBT B LR IhiR A AT TS M
HAR, B2, BICREBERHITAMNPERE T NARFH#HZIRE, HF#EH BB FNR, [WEM-13592]

o HEfEA WEM BELETAEFEEIESEN, ENRTERNERE. Windows ZR2IFRIERFITENS
HILtiaE, [WEM-14812]

o MEIMRTBEZERENT (/), WEM BEEBEIMRI, HIMIETANEREE WEM $Ei2tig ERIT
WA ESE. [WEM-15561, WEMHELP-146]

202148 A
BREFIKmREEREISLA

WEM RS AIELKCEERER. &7, EREETEEMMBILA, thih, HNMETRHEET I AREIBEISEG,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 42


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/security.html#privilege-elevation

Workspace Environment Management g5

2021 7H
BXARERAREN
LEhRAEHFHT “SSRRERF" EI-~ LR HEA B FE @RI AT, ERILURER S EWE KB AHK WEM BRS58Y

Bl MAERRASFFIE, TEARRKEIFX WEM RRSARRBEH, EILURE RS ILEITBHMEE MR AR Workspace
Environment Management RS RIEAT B,

(2

\

o TEIERIBRRASH Microsoft Windows & R4 L, BMERFMIKESEBIEMEM, WEM RBUREES
HAEREIRE N\ Windows E4BEH. [WEM-12603. CVADHELP-17381]

o B “RUEREENNEFEERBER ThieExes, WEM REEHR FH#EIR5 A Windows B4HEE. HIMEE
EEETEN, REBEFUIESKEHIRE AN Windows E#HE, [WEM-12934]

o MNRFEA [ADAttribute:objectSid] shx<hRER objectsid B, M WEM RIBRTEIRE
R AD JRBE M. [WEM-13746]

o MREAEEBEHAREREER, WEM RIBETEETE. S THER. [WEM-14408]

202146 A

R RIS EILED

o WRRASSINT IR ATHREN S HILEL, SRR A ERBIRIRA RSN SIEESRLENATHITXE, MM
R T BERANITEIN. SHALFALENRE, BE—PT BINE, AJUERENRAN. BXEFAEE, 7F
SRR

o FTEMRIEAIERRZ: 2106.2.0.1

Windows R85 XA PRIRF 2%

o MULhRZAFFE, ERILUESRIEARATF .msi M .msp Windows RERRFEX . FERIZINEE, TLUGIESE
B RAFHPRRAZIELE Windows RERFXHMENEERES, Elt, XEAPATUGMIIREERA
BB — BT EX . BXIFAER, BEREIIE.

s FIRMREAERA: 2105.1.0.1
Profile Management

+ Workspace Environment Management M2 #5%I 2106 B9FiGhR4<H Profile Management, &2z
Hla > HERFAECE X > Citrix 2 Profile Management i & A RE D EX:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 43


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/security.html#privilege-elevation
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/security.html#privilege-elevation

Workspace Environment Management g5

- EWAPEE. AT, RTY “REAPEMERE ETHEENRIEZIN, ERUESRERNIER
AP EFHEERZIZ N 2. ERSIZTHENEROAAFEXHNXMARX, BEREHEE. BA
ZRIA] LUEINERSE 1/O, HEJREECEHATE, HIhAE LA R R BN A SRR R,

- MEXHFFE G MRXERFERENTET. BAIZETE, Profile Management #E &4k
EEEET VHDX HEMEE . Eitk, Profile Management & RERRIMINE AR, HIETH
HERESE, MNMERTHFFENAMEE X4 2 BEH X HEx,

- APEMER. —MRERE, AFEEHERREPEENZETR1F Profile Management 11
FiFAF. B Profile Management iR HFIAF, EREAZILE. B Profile Management
BEINLEIER, EBR%ILE. Eit, Profile Management FEREEN AP EMZBARAFIHNA
P,

BXFMER, ESA Citrix Profile Management 1% &,

o FTRAR(EAIERZA: 2106.2.0.1

o MREIRIETHIESR NAF DEHTEN, HFEDEREHEFRM, WEM Agent SRITENN D ECLARIZAF. B2, B
ENBRAREMERME, RBNRERF TRERNISITENSERLHF. [WEM-11680. CVADHELP-16818]

+ R Windows PowerShell AR ITREEIEE RN NAFEREEN LRITEEHA, WEM BT EZRIT
Profile Management B{TIRRINE, NREKIKILEHN “AFRMMATTREEME" K “AFFREHA",
WEM =T LUA4T Profile Management iz TiiRieE, BRF#HIRESS A Windows E#HE. [WEM-11917]

s HEEIRFABBEIELBPIAFAN, BGEEEEEFHSPRERENRER, 2R FENAER.
[WEM-12757, CVADHELP-17406]

« WEM {3 % % VUEMRSAV.exe (Workspace Environment Management £5RI2FEE) , %2A
BEATAFPEEEERAMIIEXNW WEMEE, B2, AXAREFN “RIFBRE” #H+LE, BRLTEED
5EBIEHEPREN “CREFMEREFLIE ETXKMNIEE, [WEM-12847]

202155 H
KR #2EE A IMNMES BAL R 23

o ICARAEIFEXSIMBESSTIRERVIEIRINAE, ILINREIRTE A IEHR M T I YIS TR IZ B BB TIMNERESS |

- EHERDIINETT. EHEREHERHNETIETINES.
- HRRERIEIET. EHIREEIEEHIEE R BITINGES,
ERXAEMED, ERILEXIMNBES, UENEREHEETNAREER, HEHEERIBEXLERR.

S5ERIEHFVIBINESELL, ERAHARFNINIESHRLEBTUERBEERFATER. BXFAEE,
BB JMEMES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/policies-and-profiles/citrix-upm-settings.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/actions/external-tasks.html

Workspace Environment Management g5

o FREMRINAIERRZA: 2104.1.0.1

WIERREEHTITHIATIE R

o IARASSINT IRIZRREITITHITIRERVIEIR, FHRSRBAMREMZEL. BRMEEEUTER:

- AppinfoViewer TEEEH, GFEUTHEMNED: BRAHEEREWEE 1 ZAHREBRREDE,
EERERREWEFIERIZEFR, YNERERSaRETEN LNITEKRERZINE. SXERZ
TEEANERZYEN, BEEEMRDITEN.

- EREERT, SoNEARSNSAEEENBRHNETEN. BEMIESENTHFAER.

o FREMNRIEAIERRZA: 2105.1.0.1

BE
o MRDEXHRSIRFIREAREEMZIRE, WZrEHEBPFRINXAFSEXFRATRESHMIFR, HILLLR
AHEERZE WEM RIZRE 7 B (EELAI#THDE. [WEM-11924, CVADHELP-16916]

. EEARE > BE > TREATE DSAEATLEN CMD B, 511> SRIRE > SASRIRSAT-ETLE
4B TR Y A B N A S RS E, [WEM-12226]

202154 A
HIE R R

o WARASINT RIBRREITIZHITNEE. ZINEAVFEITFIR T A LIBS R H#ZB MR LEF#HIZ, FJLLEITENR
#HE, ARNEFHIEEEAFTIRIBLETIRREENRN. AG, ERALURESTBFAESMNARAD RN,
AT AR T

- BiZ. RIBFTRITXHERZIEANRAEFAIHRIT .
- K&, RIELAHEEENAZAN,.
- 6%, BN AFEENERNAIHRITX .

BXFAGER, BBRAMER RS,

o FREMRIEAIERRZA: 2103.2.0.1

BEHNAHNAEFZ2AN

tEhRAREREFIE > Re > NAEFREETN AT R MREBEENEH. XERERNHEHERBNALEN
BEFZ2M,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/security.html#considerations
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/security.html#process-hierarchy-control

Workspace Environment Management g5

o NREBE WAMN, BEFBES. EFIETE, PRAENANFEESZAERMN. HITZNEMRFILT
RENATERIETEN.
o MREBFAVNSHMEMNEH, BEFESH. KEARN, ERGEHMNIGESZ AR,

BEXFAER, BEANAREFZ 2%,

(2]

o WEBVAERFN, WEM RIBrRIEESTME, RATERILEE], [WEM-11435. CVADHELP-16706]

o BEHEMAEAGRHNNBREFSIEN, ERESBEIMEERD, FNEREEEHSITMHITIEEZSEIE, WEM K
12005 NESE2H It RE, [WEM-11693]

2021 £3 A
M CVAD frs# &3 Citrix Cloud iE#23

LRASIANT &R “M CVAD RS54 3 Citrix Cloud Connector” B9EERRIEE, MR K AHNRIEERE Cloud
Connector, EERZIGEEHIRERSE MHEx Citrix Virtual Apps and Desktops (CVAD) BRSEHEF LI =iEiE
BEE. AE, RESAHEZEIMENA Cloud Connector H&8Hl. BXFMAER, BFSR SE 2: GEAF (7
%) o

%1% Windows 10 2009 &1k

FAFMT 3¢ Citrix Optimizer 25| A Windows 10 2009 (11759 20H2) #EiREIZI%, ST AR WEM
AR5% Windows 10 2009 it EMPITEFERN RS M. thib, RITEHTRENEER, URBEHIRT Citrix
Optimizer B3| \MEXK, BxEA Citrix Optimizer ®fEE, &2 Citrix Optimizer,

EMER

ek WEM EIRizHl 8 N ERERARENINE, ZEEMf T HEER WEM IRSFAENES. RERE LR
WEAFHAECE WEM &, EEMITH R FANNE, BREEEFISELANRENT] CHEEKPEA). GXFHAE
2, &5 Workspace Environment Management BRE Al

Profile Management

Workspace Environment Management fRES 7Sz 155 2103 WP G hR4s#Y Profile Management, 14k, 1X
TIMETIE I E IR G > HMEE < > Citrix Profile Management 18 & FEigfi:

« NEEXHARBATHE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 46


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/security.html#application-security
https://docs.citrix.com/zh-cn/workspace-environment-management/service/get-started/install-and-configure.html#step-2-configure-group-policies-optional
https://docs.citrix.com/zh-cn/workspace-environment-management/service/get-started/install-and-configure.html#step-2-configure-group-policies-optional
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/system-optimization/citrix-optimizer.html
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management.html#get-started-with-your-wem-service
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management.html#get-started-with-your-wem-service
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- EEEXHAFRERTF IR,
- MRER, ST EMEEXHRFNEREXXHFSRNEER,

s NEEXHARBAZZIERSINE

- £ “BRIKE” Wk LA,
- BikaihRast 5 FSLogix BB HARRBAZRIEETS, LHERST Citrix Profile Management &2
EXHARNZRERET R

» A% SR Profile Streaming

- T “RXAFPREXH EE LR,
- WRBA, WRAEEFNXGFNASIRE 4R,

BXFAER, E2H Citrix Profile Management & &,

BE
¢« ATHEAFTICBREHNBRILEIER, WEM Agent AT RE = 3F & 57 530 375 (] L E AR AR IT, M T &2 M 4 BEo
[WEM-11217]

o BRREADRLZ TN APIARAR, IRSEMNBRIARARIUESE, WoERIRET AR TR, FIW,
TRRIEEDELR N AFA: HAMAB, MRMA A REUESECIRIFA, WZIRFARBME B MAZEHA
HFEUESEL. [WEM-11459, WEMHELP-75]

. BBFETE (BF>HETE) i, 2AFEA SSplit(string, [splitter],index)$ &&<
FERTRER KM, BRI ER RS SR ZRFZITER B, [WEM-11915]

2021 1H
Microsoft Sync Framework 2.1 5F

Microsoft Sync Framework 2.1 F 2021 £ 1 B 12 BEAR4E S AL RRE. WEM BEEMHIBR T BT ZERHN
BEFIRS, MEERHIMRESIEL Dotim.Sync, —MFRERSIER, WEXIHEEETEM?

o MNRIEMER WEM RIBhR7E 1911 AESHRE, WILERAFEREHRITEF.
o MRFEARTF 1911 89 WEM REBRRZ, BFAEALE 1911

WEM 25 Citrix Virtual Apps and Desktops =R {4+ 5/

WEM 325 Citrix Virtual Apps and Desktops ™=@ 45ERK, AFEEREREMIZGHE (VDA) BHaiE WEM 1
B, Xmh&ERL k7 Citrix Virtual Apps and Desktops 2012 =@ GERESRAT, BXFAEE, BFRRE
VDA,
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SEETIRRRARBRISEHED

o MIEhRZAFE, ERILUBE EATRERNEDEHT LT, EARBKERERMH. MikddaF—FANM
N %M. REBPRFREETHEMNPRFE &4, WEMAgent 7 2N A D EEVARKIZE, BN,
FESRBIITIRIERRE, AESRIXERE, AXEARER, FEH L TXARRKILE,

o FREMRIEAIERRZ: 2101.1.0.1

I REF
o IARASSINT R5IRERFA ThAE. IZINREAR TG IFEIE R AP BN RIEA B R LT RITX R R IV E R R Ko
Ith, XLEARETUGMINRERRANRR —FBMXLETRIT .
BINREEEEEB A EN AT AL E T AN RIE . LUTFMNSEE AT/
- BiR. RIBFTRITXHFREIEANIRAEFAIHRIT .

- K&, RIELAHEEENAZAN,.
- 6%, BN AFEENERNAHRITX .

ERILURIE IR R AR R B EMMNITAA R, EEAIUEENN ST ENETERERERESERNE.
ERILRES TR HENBARADRRN. BXEAEER, BEREINE.

» FREMNRIEAIERZ: 2010.2.0.1

o RINIRATHRETIREL AILEE T1F. A Thkassy WEM RESE M tkARE: 2010.2.0.1, 2011.1.0.1 #
2101.1.0.1, EMtEBAEMEREZB TR Citrix WEM REEZRIERE S, BETEMRLLR, HEEHE
* WEM 12, RESWH WEM 12, AEEHBHREEN. [WEM-11918]

« 4 WEM REEEREENTEARZFLERN, Windows Alii2ER “REARRIE HEE, RTAREH
FPHRIBABES TERES . HREFXSIANTBERERSBHN, HEHBtE®E, [WEM-10257,
CVADHELP-15968]

o ERNAEFREINEN, EHREMNFMAVNE NI ERINEDERTIF, ERERFIBRAZIAEE
ZFBEEFNC. FEEETICETRT—ERTHNENRLZBFIAFAH. RAEERANECNAPIARAS
RESECAIM, [WEM-10047]

FHARR ARSI AE

BXPHRATRHIE NS, 15SHMIEHLIER.
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A

May 18, 2021

AN ERMT Workspace Environment Management (WEM) AR ThEERVIRATIEA], XEIHEEEEZR S EX,
LUEIERetE Rk 2R ER,  Citrix S MEMEF A E BB AN R IR UK EINREIR Y E, EEERATEPTES
B, AEEAKEEESNFTRNSEIINEE.

BEXFaEaRRXBNESER, F5H maitanBlHRRE X&,

FRAMMER

TRETTEFASMERE WEM BRS5ThaE.
EFANTEARSILEMER, Citrix $EZRnXETE, BR7EERORAFIEERR,
£ WEM BRS3, MIBREIIE RRMIFRA BR324

o= EHRHARE G &i%

SEFET Microsoft @  September 2020 January 2021 MRERH WEM KRR
HER 2.1 WIHREBEEFERD BF 1911, ERAEER
BRS3. F&EI 1911 HEShRA.
E=RmHA

August 11,2020
Workspace Environment Management RIAE G & 1RIBIA T SAYHE X B Z B ITIF I E =1

Workspace Environment Management 58=753&41

[=Z31E)

May 28,2024
. BPEAMNEARELEEN UPM STRIRENESHE LR REAIMHRERE, [WEM-36422]

BX5FRHhRZAE WEM BRSEXHIBRIRE, ESH Bk e 2R,
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R HARR A B B ANiE) R

May 28, 2024

Workspace Environment Management 755 2403.1.0.1
o EOR CFE RERBEARHABUARFETED “FFR” XEn, RESRNE TR FENRHRBE

B, MAZERENRIZPIE, RFXE Windows Server 2022/2019 53, mALEIE Windows
Server 2016 #, [WEM-32923, CVADHELP-24045]

Workspace Environment Management &5 2401.1.0.1
o EER TR REREARHBUARFEED “FFR” XER, REARNE TR SRR GRBE

FR, MARIEIEEMEEFEIE, tial@{XE Windows Server 2022/2019 I, mALHHE Windows
Server 2016 #, [WEM-32923, CVADHELP-24045]

Workspace Environment Management (% 2311.1.0.1

TEIthR AR & IE R R,

Workspace Environment Management k%5 2310.1.0.1

fEbhR AR & IE R R,

Workspace Environment Management 355 2309.2.0.1

TEIhR AR & I AEfATR)

Workspace Environment Management 355 2309.1.0.1
o Hit “Citrix Workspace (StoreFront) ZiR” #AMNAER, F0 SaaS MABRRFE, L EEREITE
M _EEs. [WEM-26968]

« 4 WEM 2272 Windows Server 2022 Liz{7h, &R A FRHEHZNNTFERREFI T AR MERIET.
[WEM-28773]
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Workspace Environment Management fz$ 2307.1.0.1
« ¥& “Citrix Workspace (StoreFront) ZiR” REWHAER, §I90 SaaS AR, AIRELEEREIE
M _EBsh. [WEM-26968]

« 4 WEM 27 Windows Server 2022 biz{7hY, &RAFREHZHNNTZERRSE R8T AR MERIET.
[WEM-28773]

o 5 WEM RIBEZREHHBETACRERIGERN, TIAIENARHAN SMB ## (B SMB #=18E/RE), EX
MIERT, EURERFTREERIF, & 15 %REH—R, [WEM-29142]

Workspace Environment Management 355 2306.1.0.1
o Hit “Citrix Workspace (StoreFront) ZFiR” #AMNAER, FI0 SaaS MWABRRFE, FTRELEEREITE
M EBzh. [WEM-26968]

o EOTREAE DI T EIRIEEMEHIE Windows S#4-HES:
HostDirectoryServicesController.IsCurrentDomainReachable():
Checking domain status timed out. 84 WEM T xR EFHE T I H AN, HRE
Windows 4 HEHRE N iR. WEM R ERIEN T E#ITHRE, iR @AEm WEM KB I8
[WEM-27435, CVADHELP-22396]

s MREBEEEAS (130 10,000 ) EFRIRE GPO, NEiAmERBEATERKK. [WEM-28447]

« & WEM f£¥272 Windows Server 2022 Lizf78Y, @A FRHEHENNEFERREI T T ERMBET.
[WEM-28773]

Workspace Environment Management k53 2304.2.0.1

o i “Citrix Workspace (StoreFront) #iF” £RMMNEER, i3 SaaS MBIERF, ARETHAEREITE
WMEREs. [WEM-26968]

Workspace Environment Management k%5 2304.1.0.1

o Hi “Citrix Workspace (StoreFront) #iF” £RMWAER, i3 SaaS MBIERF, ARETHAEREITE
MRz, [WEM-26968]

Workspace Environment Management &5 2302.1.0.1

o Hit “Citrix Workspace (StoreFront) #iF” £RMWAER, i3 SaaS MBIERF, ARETHEEREITE
M Bz, [WEM-26968]
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Workspace Environment Management f$5 2301.1.0.1

o EIRRRIERIGH, HERE KT JIREHITHFN, BIERZMHAREF. [WEM-25978, WEMHELP-274]

s ZIRRRIZEHIEH, EAENRSENERKIGEN, “§NRE RETTH. BMEREETEAER Web =4
AtIEMERRR, BRI, [WEM-26240]

Workspace Environment Management 355 2211.1.0.1

o EFRNEXTIETH, RELEERIEESRRE > XHELZPREN SMB H=, ItiREFZMmAEThEE.
[WEM-25318]

Workspace Environment Management 355 2210.2.0.1

o MREMZANENRDPMEIRE, NWRIBR5SHFFEEXHETERR,

- EIRRERIED, BREREFIEBAEIENR.
- 72 Web Z#laH, ERNERETEEREBRILE > XMHHZH, [WEM-23466]

o 7 Mozilla Firefox ;%528 |, WEMIZESS Cloud Health Check xHMEBRTE XHIAES EFH, [WEM-
24166]

o HRBUTHNEMAN, NAREFREMNRFRY:

- XRRMELREBFIIMNIN,
- NHRREEE RULE” 3 BT, [WEM-24327, CVADHELP-21205]

Workspace Environment Management fz$ 2210.1.0.1

o MREMZENENPMERE, WBESAFFEEXNERERR.

- EIRRERIEH, BEERENEBAEIIEN.
- 7£ Web iz#lah, ZRENERTEETEBRILE > XHH=F, [WEM-23466]

+ 72 Mozilla Firefox sxl¥s88 , WEMZ{ESS Cloud Health Check BaHMEBE XMAES EA, [WEM-
24166]

Workspace Environment Management fz$5 2208.1.0.1

o 72 Web =#lAH, YEEARLR “LRER £ G0 > “€18 > ‘BRI hALERN, ks
FIREE AT TR, MRKRIEELERBHE, WEHIMILRH, BRGEZREEBRERNIEELRBA .
[WEM-23705]
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Workspace Environment Management fz$ 2207.2.0.1

TEIbhR AR & IAE R ()

Workspace Environment Management (&% 2207.1.0.1

TEIbhR AR R IE R R,

Workspace Environment Management &5 2206.2.0.1

cEWeb EHE&H, SHFMAIEE AT LB T MR ETBES KK REG_QWORD
REG_QWORD_LITTLE_ENDIAN, A+ # & {EKXF 9007199254740991 =HE AR+ 5
#HEEARF LFFFFFFFFFFFFF BRI, (FA—MEERTSZE, EAIBRERIS,

MERFEE Web 55 & RIEEB L RFNAMELRIGIMRIZEE, C2BFIUTHIREE: EEIRATH. &
LUERIZES. [WEM-22217]

Workspace Environment Management 355 2205.1.0.1

o H&EH VUEMRSAV.exe EEEX B RFAN YR BAFPNANRIENERYN, ENANRERTF
AR ETREIRMIZERE =~ BERNMEEHL (Groupl #1 Group 2) HERLAZARF, #E
Groupl @& Applicationl, EMAMNREETFHBAEETR Applicationl k8 Group2,
BifE Group2 Aa& Applicationl 7rftt. (BRINERT, VUEMRSAV.exe il FRIEREHHKH:
%ProgramFiles%\Citrix\Workspace Environment Management Agent\VUEMRSAV.exe.. ) [WEM-
20002]

Workspace Environment Management &3 2204.2.0.1

o H&EMH VUEMRSAV.exe EEEX B RFAN YA NANRIENERYN, ENANRERTF
HHETEIRNRERE. = EBEAmNMEEL (Groupl M Group 2) KA ZAF, #8
Groupl @& Applicationl, ERAMNREETRBAEET Applicationl k8 Group2,
BifE Group2 AE& Applicationl 7rftt. (BRINERT, VUEMRSAV.exe i FRIEREHHH:
%ProgramFiles%\Citrix\Workspace Environment Management Agent\VUEMRSAV.exe.. ) [WEM-
20002]

o LM Microsoft AppLocker #=HIa SH 89 AppLocker #NENEI WEM FhEs, MEFELEENMNTES
Ao [WEM-20436]

o ERIARERS > 2E > BROSH, SRR EZEEREATRAANERIEF. SAPRTIRFIREALAS
FERIMTRRAA RS, SHIMERIE, =fFl: TRELAN GroupA, GroupB EHRR, UserA{iiF GroupB
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o MNRBIRIESURIFADEL GroupA, NEEERARERSEER User A EmmEIE, [WEM-20842,
WEMHELP-225]

Workspace Environment Management &% 2204.1.0.1
o LM Microsoft AppLocker =414 SH 89 AppLocker N FNEI WEM FEs, 4% ERNMNTES
Ao [WEM-20436]

o ZABRRAIMIRIEAS, BMEAFNIRELERE, WEM KEBHATEERBF LU THEIRE A Windows E14
BE: System.ArgumentException: Cannot delete a subkey tree because
the subkey does not exist, [WEM-20441]

Workspace Environment Management k%5 2203.2.0.1

s SREEREAMNERT HEEESTREEAK, [WEM-18602]

Workspace Environment Management k55 2201.2.0.1
« 7£ Windows 10 1 Windows 11 it&#l £, KLGE (GIINEEREHEPRENIFRIRE) ATREREER.
[WEM-14193]

s SRBEREAMVNERT EMERESETREAY. [WEM-18602]

Workspace Environment Management (&% 2201.1.0.1

+ 7£ Windows 10 1 Windows 11 it&#l £, ELERE BliNEEREHSFRENIFRIRE) ATREFEER.
[WEM-14193]

Workspace Environment Management fz$ 2110.2.0.1

+ 7£ Windows 10 1 Windows 11 it&#l £, ELERE BINEEREHSFRENIFRIRE) ATREFEER.
[WEM-14193]

o EEEEH S > RENEEX > Microsoft USV iR E > Xtk EEMEET £, RNERAEER AppData
(3255%) MMips At EE e, WEM KRBT AN B TIRE:

EEMEKRA

EEMTH

EEmERE

EEmEER [WEM-15016. CVADHELP-18196]
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o ALE 2103 HESKRAE, BMERAFANRRLEEEIEMTE, WEM BRI ERE N HBHEIRE A
Windows E#HEH, [WEM-15466. CVADHELP-18352]

Workspace Environment Management (&% 2110.1.0.1

+ 7£ Windows 10 1 Windows 11 it&#l £, ELERE (BlNEEREHSPRENIFRIRE) ATREFEER.
[WEM-14193]

+ Windows E#7EIBEN L% % KB5005033 5, SECAITENNRTEES T, HIMIRBMHNERRER E#HE
1k Windows $TENE & A BIZF RSB TIRE. RS ERFHREHRS. [WEM-15028]

o 483 Windows Server 2022 /5, WEM Infrastructure Service alRET &M, #RRF EEEHTEEM
BMARSE HIS HEE FiEiER WEM 3B, [WEM-15353]

o AE 2103 HESRASE, BIEAFANKRLIABITMENE, WEM REUAESRAESHBEHEIRTA
Windows E#BE+, [WEM-15466. CVADHELP-18352]

o BE NA REFIRIGEN, EEEFISRRSEIIMNEL, HILEEANRER, “HRIRE” > “AHXR” >
GREEER B B REANT. WREZER BT REN EBR ® EF7, WEREREHRSARE
hR7s 2109 &, ZIRERTNZE.) BADE. FBR “#” 8REYS=, [WEM-16351, WEMHELP-159]

Workspace Environment Management &5 2109.2.0.1
« 7£ Windows 10 1 Windows 11 it&#l £, LGB (GIINEEREH S PRENIFRIRE) ATREREER.
[WEM-14193]

+ Windows EH7EREBEN E%% KB5005033 /5, HEAITEMUSTEERE T, HIMLRMAEREREHE
1k Windows $TENE & A BI2F RSB mRE. RS ERFoIRERS. [WEM-15028]

o A4&% Windows Server 2022 /5, WEM Infrastructure Service RI8ET AN, R =B EMTEEM
WHEARS FHISHERE HiEREE WEM $3EE, [WEM-15353]

o BE NA REFIRIRENR, EEREFISRRIEIMNEL, HILEEANRER, “HRIRE" > “HHAXS” >
GREEE B B REAT. WREZHR BT REN ER ® EF7, WEHEREREARE
hR7s 2109 &, ZIRERTNZT.) BADE. FEBR “#” 8BS, [WEM-16351, WEMHELP-159]

Workspace Environment Management k55 2107.2.0.1

o BRPRIBARATF 32 (I HAITXHE, B1LUTEIETT 64 (i Windows 12{ER GBI B L ThiR A AT IT S M
BIAUR, B2, BILRBEATHITANPERE T NARFH#HIZIRE, HF#EH BB FNR, [WEM-13592]

« £ Windows 10 it8#l L, EEEEEHaPRENFENELEHEMGETETEZEE . [WEM-14193]
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Workspace Environment Management fz$ 2107.1.0.1
« MREA [ADAttribute:objectSid] shE<HIRER objectsid B, W WEM RIBRTEIRE
Rz AD 3WRBE M. [WEM-13746]

 7£ Windows 10 i+&#l Lk, EHESEEH &PRENIMENRELHMISERRETEAES T, [WEM-14193]

Workspace Environment Management 755 2106.2.0.1

« 7£ Windows 10 i+8#l £, BEEERITHEPREBENIMENRELEHMISBERETAES TIF. [WEM-14193]

Workspace Environment Management 355 2105.1.0.1

 MREWERHERABFHEITEIN, HEHEBERiESRME, WEM Agent 2RITENHN S B4 % B Fo
B, IELYNIERBEMERY, RBNSEAFP TRERNBITEONIELHEF. [WEM-11680.
CVADHELP-16818]

s HEBEIRFABBRFIELBPIAFAN, IEEEEEFEPRERENRR, ZRFNAER
[WEM-12757. CVADHELP-17406]

 7£ Windows 10 i+&#l b, EHESEEHEPRENIMENRELHMISERARETEAES T, [WEM-14193]

Workspace Environment Management 755 2104.1.0.1

s MREWEFHEB[ABFDEITENN, HESEHEMESRMAF, WEM Agent 2RFITENHN S E L% B Fo
B, MELYNIERBEMERY, RBNSEAFP TRERNBITEONSELBF. [WEM-11680.
CVADHELP-16818]

o MRDEXHRFIREIREHEEEIMZIRE, WZAIEHZ AP RIXAEX RIS EMIR. HITLLE
ArFEERZ WEM RIBNE 7 B R La#TI 2. [WEM-11924, CVADHELP-16916]

. EEESE > IS > TREATE LSRRG EN CMD i, 44> SRRE > SAS RS ET-E4E
Tk B R M R B NPT B B R EEERE, [WEM-12226]

« 7£ Windows 10 i+8#l £, GEEERITH S PREENIFMENRELEHMIGERRETAES TIF, [WEM-14193]

Workspace Environment Management 355 2103.2.0.1

s BEHHHAERBHINAREFRIEN, EEBEIMEERR, fINERREEHZIFMAEREIE. WEM K
12 2005 REShRAS HILLRM, [WEM-11693]

« £ Windows 10 it&#l L, EEEEEHAPRENIMENELEHMIEE T EEE T, [WEM-14193]
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Workspace Environment Management f&$5 2101.2.0.1

o ATHEAERNERINEN, WEM RIEBEIRESMEIFPRLEIMRT, Mmemitae, [WEM-11217]

o BRRFADRLZ TN APIARAR, IRSEMNBRIABRARIUESE, WoERIRETARTHI TR, FIW,
TRRIEADELR N AFA: HAMAB, MRMA A REUESECIRIFEA, WZIRFABME B MAZEHA
HFEUESEL. [WEM-11459, WEMHELP-75]

 7£ Windows 10 it&#l b, EHESEEHSPRENIFEMNELHMISBAIRETAER T, [WEM-14193]

Workspace Environment Management fz$5 2101.1.0.1

o ERANAEFREINEN, EHREMANFMAVNE NI ERINED RS, ERERFIBRAZIAEE
FEEEINS, FEERTICEANT—EXRTRANENRLZAFAHAFE, REERNEENAFSARAET
BESECHIN, [WEM-10047]

o WRURATNEEAREE A EE TF. U TARAH WEM RES It E: 2010.2.0.1, 2011.1.0.1
2101.1.0.1, HMtRENREZATF A Citrix WEM REEEMIEBEL I, BB RILR, 1EHEE
* WEM 312, R&E&HH WEM (18, AREHRHREEN. [WEM-11918]

« 7£ Windows 10 i+&# £, GEEERITHEPREENIMENELEHMIGERIRETAES TIF, [WEM-14193]

Workspace Environment Management f&$5 2011.1.0.1

o ERANAEFREINEN, EHREMVSFRMAVNE NSRRI NEDRTIF, ERERFIBFAZNES)
ZBEFEITC. FEEETICETFA—ERTANENESZBFRHAFE. REERERARERHEETRNA
P AFAF ZHEMUKNAFHAFH, [WEM-10047]

o FIRURA IR RETAE R TR LUTARASH WEM RIZS MR : 2010.2.0.1 71 2011.1.0.1, St
EENREZATF A Citrix WEM R4S Z0IEBESH, ET@EARILRZ, FHEEX WEM K12, R&E&
) WEM 312, REEMmBEsREEN. [WEM-11918]

« £ Windows 10 it8#l L, EEEEEHaPRENFENELEEMGETET A EE . [WEM-14193]

Workspace Environment Management fz%5 2010.2.0.1

o ¥ WEM REFALEIRA 1912 f5, Citrix WEM Agent Host Service FATEE T AERBT 2G, MNRE A
TIERER, EAUERILUTESE Citrix WEM Agent Host Service Debug.log <& x I :

- BAEIERFEFNZIEIEERS 25
- IARLHIZHHIZRFIZEAE [WEM-9432, CVADHELP-15147]

o ¥ WEM 7432 2005 fr7/5, Citrix WEM Agent Host Service Tgts 5/AE CPU #FiREM 10% &
30%, MmEmAR#ER, [WEM-9902, WEMHELP-47]
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o ERANAEFREINEN, EREMNSFMAVNE NI ERINEDERTIF, ERERFRABFRAZIAEE
FEEEIND, FEEETICEANFT—EXRTANENRLZAFSAFE, REEEERAEEEREETRHNA
P AFPAFBRARRMUKAF AP H, [WEM-10047]

s EMEMRXHGSANEOPERFIMEXHEE, NRZESCRUEEN, ARRER, WEEENFEETRERR,
[WEM-10103]

o RBURFIhEERTBETIAEE T1F. WEM I8k 2010.2.0.1 HELLLAIE, HELtEBRERRATF A Citrix
WEM REGE2EEBE T, BLBMARILEE, FHHEX WEM (12, REKHHWEM K18, ARENR
BEnEEN, [WEM-11918]

« £ Windows 10 it8#l L, EEEEEHaPRENFENELEHEMIGETETZEE I [WEM-14193]

Workspace Environment Management (& 2010.1.0.1

« ¥ WEM REFALKEIRA 1912 5, Citrix WEM Agent Host Service FATEE T AERBIT 2G, NRE A
TiERER, EAUERILTESE Citrix WEM Agent Host Service Debug.log <& x I :

- BRERERFBRMEIBIEERS BT
- MR HIZRIHIZIRBILEIZ [WEM-9432, CVADHELP-15147]

o ¥ WEM REF4Z 2005 fr7A/5, Citrix WEM Agent Host Service FgEa SR & CPU %FiRM 10% =
30%, MmgmAFER, [WEM-9902. WEMHELP-47]

o ERANAEFREINEN, EHREMNSFMAVNE NI ERINEDERTIF, ERERFIBFRAZIAEE
FEEEIND, FEEETICEANFT—EXRTANENRLZAFHAFE, REEEERAEEEREETRHNA
P APAF BARRMUKAF AP H, [WEM-10047]

« 7£ Windows 10 i+&# £, GEEERITHEPREENIMENELEHMIGERIRETAESE TIF, [WEM-14193]

Workspace Environment Management 755 2009.1.0.1

o 3 WEM REFALKZIRA 1912 /5, Citrix WEM Agent Host Service fIR7EEfE I sEiBid 2G, MREA
TERER, SaUUERILUTES%E Citrix WEM Agent Host Service Debug.log x5 Z x HI:

- BHRELRERFERMBEIEERS BT
- IALHIZHEIZRGIZEAE [WEM-9432, CVADHELP-15147]

o ¥ WEM 7432 2005 fr7/5, Citrix WEM Agent Host Service Tgts 5/ E CPU #FiRM 10% &
30%, MmEmAF &R, [WEM-9902, WEMHELP-47]

« WEM BEEZFI LT EEREE T REELAEFNNERENARFNIEE RN ER. [WEM-
10007. CVADHELP-15695]
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o EIFRBAMRIRF, BIEREHSHTHNERAIRLTEAENEIN LER, HIILRHNREZEMRE R
REZEFEXHARISBEFRTRE, BRGER, BRLJERBRREEN EOEE, RARFRIFET,
UEEEFSEMIRIERSREY .

BNNREMEREAAREEFNHAME, NRAEBEFUTIFFAME, BERHEMREZERITUTS

=z

1. {=1k Citrix WEM Agent Host Service,
2. M BRX e 4 32 2 3 #5 #E E X 5 LocalAgentCache.db #1 LocalAgentDatabase.db. [WEM-
10082]

o UFETHIFMEEHRF. B2, EEEFaFATERNEEE ],

- MNEREERPREREENRDEUARMZREREFRFISENLRDE ERBMNEEXF > FIRIRE
> Windows ZREELEM £ L) [WEM-10172. WEMHELP-52]

« 7£ Windows 10 &M L, EHEBEEEFATEENIFRENELEHEMIERETEZEE T, [WEM-14193]

Workspace Environment Management (%5 2008.1.0.1

 7£ Windows 10 it+&#l b, EESEEHEPRENIFENELHMISBAIRETAER T, [WEM-14193]

Workspace Environment Management (5 2007.2.0.1

o REAMTEHMNN, RAASIRTEEREANEONLHELEDNF LIRHANE, BEREFXKE. B2, B
FEHEELAHEET R LRHTERE, BERBNEETHRE, [WEM-9498]

+ 7£ Windows 10 i+ 8# L, EHESEEH S PRENIFENELHMISEAIETAES T [WEM-14193]
Workspace Environment Management 355 2007.1.0.1

o BARBIRESA WEM /5, BMEZEH—EREREFANEER, hagstIlUTHER:

- CEENEN EEA#TTEREMXNENR. BF “BE URRIFEEREHEHHNEL
[WEM-9234]

« £ Windows 10 it8#l L, EEEEEH aPRENFEMELHEMGETTET A EE . [WEM-14193]

Workspace Environment Management (&5 2006.2.0.1

+ £ Windows 10 it&#l L, EEEEEHAPREMNIMENELHMIEE T EEE T [WEM-14193]
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Workspace Environment Management (&5 2006.1.0.1

« 7£ Windows 10 i+8E#l £, BEEERITH S PREENIMENRELEHMIGERETAES TIF, [WEM-14193]

Workspace Environment Management 355 2005.1.0.1

o ERMER (W) BT, ERATRATORIAMNERT, WEM RErIEE2EMESH. [WEM-8119]
« 7£ Windows 10 i+8#l £, BEEERITHEPREENIMENELEHMIGBERRETAES TIF, [WEM-14193]

Workspace Environment Management 355 2004.1.0.1
o 2RHMEFE Ul PHERONAREFERTIRBHNAEFTERKK. £/ StoreFront URL BIZMRN AZRF
RES NS BT RE, [WEM-7578. CVADHELP-14171]

o REEEEFEES Citrix Cloud 89 WEM BRSEF, HEEE HTTPS RIBUE X RIE SRS EEH S XA,
SHBLR, [WEM-7579. CVADHELP-14168]

« £ Windows 10 it&#l L, EEEEEHaPRENIMENELEEMIGETETEEE T, [WEM-14193]

Workspace Environment Management &3 2002.1.0.1
o EREXNLE, 2RUNAREFREARBHERFNNARFAIESKLK. E/A StoreFront URL eI/
AiEFRESNSHItkRE, [WEM-7348. CVADHELP-14061]

+ £ Windows 10 it&#l L, EEEEEHAPREMNIMENELHMIEE T EEE T [WEM-14193]

Workspace Environment Management f&$ 2001.1.0.1

« WEM BRzERizHI&H “Active Directory 3457 %I £ EHIHMARIEEN B A B EH RIS IHE
MBIFNESR. BE HEN JIRPERITENFEM, LM HEN FIRPFHRERAEN, AEE
RAMITEN. [WEM-1549]

o MREEIREEFIMRONELAAIAFRE, WEARKRIAEFAZEN. BR, MREEESECEN), W
EMNSEN. PEEEUTUEZ —SIEEMRTEY, SHILRR:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies

[WEM-5253]

+ Workspace RIERIFFEIEER BR KIVEA BETR. HEFAFBTEMARE, HEFRFERNRETERE
BT SRR, SEItEE, [WEM-6582]

+ £ Windows 10 it&#l L, EEEEEHAPREMNIMENELHMGE T EEE T [WEM-14193]
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Workspace Environment Management fz$ 1911.1.0.1

+ WEM R EBEHI a1 “Active Directory 332" &+ EHIHMRIBENZFA S BEH AR ITE
MBZFFNER. BE “WEN JIRPERTENNHENR, BTN STEN JIRFPFDRERTEN, AEH
AT EN. [WEM-1549]

o MREEIRFEFIMETDELBRIARE, WEARKRTAEFZEN. BR, MREERSECH]), W
EMNEEH. PEEEUTUEZ —SIZEMRIE, SHIIER:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

« 7£ Windows 10 i+8#l £, BEEERITHEPREENIFMENRELEHMIGBERETAES TIF, [WEM-14193]

Workspace Environment Management 355 1910.1.0.1

« WEM BRzE2izH&H “Active Directory 3487 %I £ EHHMARIEEN B A S B EH AR IS IHE
MBIFNESR. BE HEN JRPERITENBFRR, LM HEN JIRPFHRERAEN, AEE
RAMITEN. [WEM-1549]

s TEBHENERNERRNAD BEHNERHEFTT—FE, FREASAUEBER K EAEME Active
Directory (AD) 34%, 47FEZ OU (5140 4,000) B, SEIIRZ, [WEM-5169]

o MREEIRFEFIMRINELBAIAFRE, WEARKRTAEFAZEN. BR, MREEESECH]), W
EMNSEN. PEEEUTUEZ —SIEEMRITEY, SHILLRE:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

o BEEHIA > BRIZE > BB > NIBRT -~ LMRAMEE LB EREFEN FJ TR, [WEM-6118]

 7£ Windows 10 it&#l Lk, EHESEEH EPRENIMEMNRELHMISERARETEAER T, [WEM-14193]

Workspace Environment Management 755 1908.2.0.1

« WEM BRzERIzHI &R “Active Directory 34%” Ik EHIHMAREENZ A2 BREH AR MBI ITE
MBIFNESR. B HEN JIRPERITENBHFEN, LM HEN JIRPFHRERTEN, AEE
RAMITEN. [WEM-1549]

o At WEM $iEE TS 2 WEM BRS/E, BMETBN LRET &R, thoiEHzx WEM RSAE, X
ROEN, EARIEEHRRE WEM lRSRE, SNREBEEFELES WEM RSHUBERS, [WEM-2396]
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o EEMRERF (NZ) RXT, MREATIHEFEEER, WEM Al B e EEMEERNH,.
[WEM-3133]

s EEBIHBENEANELTRENAD WENLARHBEET—HE, TREASAKREERKEEAGEME Active
Directory (AD) 34%&, H7FEZ OU (5140 4,000) B, £HEIIRZ, [WEM-5169]

o MREEIRFEFIMETNDELBRIARE, WERKRTAEFZEN. B2, MREERSECEH], W
EMNSER. PREBEUTUEZ —CZVEMRIEY, SHILLR:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

 7£ Windows 10 it+8#l Lk, EHESEEH EPRENIMEMNRELHMISERRETEAER T, [WEM-14193]

Workspace Environment Management 355 1908.1.0.1

« WEM BRzERIzHI&H “Active Directory 3487 Ik EHIHMARIEENZ A2 BRI EH AR MITITE
MBIFNESR. B HEN JIRPERITENHFEN, LM HEN FIRPFIRERHEN, AEE
RAMITEN. [WEM-1549]

« EEEIEH A1 Active Directory WA £ £, ERARMNKMCEZFMERIRMITR, —RIEERMN—
MR, EUTXA, RBREHITH ERTENHA” WHFEURMNS— R, (FHARAH Workspace
Environment Management A¥FRIRFMFM S MNHR, MERERXANIEE,) [WEM-1620]

o Fasih WEM BiEETSE WEM BRSS/E, BMEHBEN ERETRFRE, BOREHRTE WEM RESHE, X
BHEN, EARIEEHRE WEM iRSRE, SNREBEEFETES WEM RSHIEBERS, [WEM-2396]

o EERIERF (M%) BT, IREATIHEEREER, WEM Al T2 EERAREEMEE RNHE,.
[WEM-3133]

« HFEFRTENEAELRNAD BRMWLAHEET—FE, FREEASHUEFTERKEABEME Active
Directory (AD) 34%, 47FEZ OU (5140 4,000) B, £HEIILRZ, [WEM-5169]

o MREEIRFEFIMETDELBRIARE, WEARKRTAEFZEN. B2, MREERSECH]), W
EMNSER. PREBEUTUEZ —CEZAVEMRIEY, SHILLRR:

- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Policies
- %ComputerName%\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
[WEM-5253]

« 7£ Windows 10 i+8#l £, BEEERITH S PREBENIMENELEHMISBERRETAES TIF, [WEM-14193]
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Workspace Environment Management fz$ 1907.2.0.1

+ WEM R EBEHI a1 “Active Directory 332" &+ EHIHMRIBENZFA S BEH AR ITE
MBZFFNER. BE “WEN JIRPERTENNHENR, BTN STEN JIRFPFDRERTEN, AEH
AT EN. [WEM-1549]

« EEEEH &M Active Directory XRIET+ £, ERARMNKMQEZVIERMAFMITR, —RIEERMN—
MR, BURXF, REEHRTF ERHBENHA” HEEUFMB—PWR, (FHARZE9 Workspace
Environment Management A¥FHRFMIHRMZ MR, MEFERXFANIEE.) [WEM-1620]

o A WEM $iEZE T2 WEM BRS/E, BMEHBN LRET &Mk, boiEHRZE WEM RSAE, X
BOEN, ERRIEEHRE WEM RSRE, SNRBEEFLES WEM RSHUBERS . [WEM-2396]

o EERIERF (M%) 8T, IRBATIHRERSEER, WEM Al T2 EERAREEMEERNE,
[WEM-3133]

+ £ Windows 10 it&#l L, EEEEEHAPRENIMENELHMIEE T EEE T [WEM-14193]

Workspace Environment Management &% 1907.1.0.1

+ Windows Server 2012 R2 %= ##) Adobe Reader M5 {5l=pa 1L Workspace Environment Manage-
ment SEft PDF #2233 A2 XEXR PDF XX ff. A SRITF PDF BH#E =325+ PDF #i%88 R A
#2F. [WEM-33]

« WEM RS EREFIAH “Active Directory 3&” EM& EFIHMRIBENZ AR BEH URBIITE
MBIFHNESR. BE HEN JERPERTENBHFEN, LM HEN JIRPFIRERTEN, AEE
RAMITEN. [WEM-1549]

o EEEEH A8 Active Directory 2T £ £, FRAFINNKIMOEZFHERMFNTR, —RIEEFIN—
MR, BUFXHA, ARBREFITHF EFTENHA” WHEEUFMNB— IR, (FtirAH Workspace
Environment Management £iFHRAIFMNZ MR, MEEERXATIEFE.) [WEM-1620]

o At WEM $iEETSE WEM BRS/E, BMETBEN LRET&RA, thoiEHTx WEM RSAE, X
BOEN, EARIEEHRE WEM IRSRE, SNRBEEFETES WEM RSHIEBERYS, [WEM-2396]

o EEHRERF (NZ) RXT, MRERATIHFEEER, WEM Al B e AR EEMEERNH,.
[WEM-3133]

« £ Windows 10 it8#l Lk, EEEEEHaPRENMENELHEMIGETTET A EE . [WEM-14193]

Workspace Environment Management 353 1906

+ Windows Server 2012 R2 £ % %#) Adobe Reader 89525l pa L Workspace Environment Manage-
ment 5H1th PDF #3233 & A2 F1EXEXH PDF XX, AP & R$TF PDF Y& = 32%155F PDF #3528 5 A
#F. [WEM-33]
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« WEM RREERIEFIAH “Active Directory 3&” EM& LFIHMRIBENZ R BhEHURBITITE
MBMEIEL. BE “HEN FIRPBRITENAFEN, BHMN HEH FIRPFPERTEN, RAEE
RAMITEN. [WEM-1549]

« EEEEH A1 Active Directory XHRET+ £, SRR KRMREZVIERMAFMITR, —RIEERIN—
PR, BUAXHA, REEFHITH ERTENHE" HEREUFMNS — PR (d#hrasH Workspace
Environment Management 2iFFRAIFMSZ IR, MEFSRXANTIEFE.) [WEM-1620]

o At WEM $iEE T2 WEM BRS/E, BMEHBN LLRET &R, tbonEHRZE WEM BRSAE, X
RYEN, EARIFEEHRZE WEM RSKE, SURBEEFELES WEM RS#IEERS, [WEM-2396]

- EEGRERF (NZ) RXT, NREATIHFREEER, WEM Al A e AR EEMEER M.
[WEM-3133]

+ £ Windows 10 it8#l L, EEEEEHaPRENIMENELEHEMIGETETEZEE T, [WEM-14193]

Workspace Environment Management fzs3 1904

« Windows Server 2012 R2 £%%#) Adobe Reader 89525l Pa 1t Workspace Environment Manage-
ment 5H1th PDF i735283 2 B2 F 1 XBXH PDF XXft. AP &R$TF PDF BY#E = 38%515%1F PDF #3588 5 A
#F. [WEM-33]

« WEM BRzERIzHI&H “Active Directory 3487 Ik EHIHMAREENE A2 BRI EH AR MITITE
MBIFNESR. BE “HEN JIRPERITENBFEN, LM HEN JIRPFIREREN, AEE
RAMITEN. [WEM-1549]

« EEEIEH A1 Active Directory WA £ £, ERARMMKMCEZFMERIAMITR, —RIEERMN—
MR, EUTXEA, RBREHITH ERTENHA” HFEURMS— PR, (FHARAH Workspace
Environment Management A¥FRIRFMFMSMNHR, MERERXANIEE,) [WEM-1620]

o Bttt WEM BiEETSE WEM BRSS/E, BMEHBEN LRETRFRE, BOREHRZE WEM RSAE, X
BHEN, EARIESEHRE WEM iRSRE, SNREBEEFETES WEM RSHIEBERS, [WEM-2396]

o ERIERF (M%) BT, IREATIHEREER, WEM Al T AT EE AR EEMEE RNE,
[WEM-3133]

 7£ Windows 10 it&#l b, EESEEHEPRENIFEMNFELHMISEAIRETAER T, [WEM-14193]

Workspace Environment Management fz$5 1812.1.0.1

+ Windows Server 2012 R2 k%##J Adobe Reader #y5:5ls:fA1E Workspace Environment Manage-
ment 5H1th PDF i#1%38 R A2 FEXEXH PDF XX, AP &R$TF PDF Y& =3851%1F PDF #1228 5 A
#F. [WEM-33]
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« WEM RREERIEFIAH “Active Directory 3&” EM& LFIHMRIBENZ R BhEHURBITITE
MBMEIEL. BE “HEN FIRPBRITENAFEN, BHMN HEH FIRPFPERTEN, RAEE
RAMITEN. [WEM-1549]

. EERITHIAH Active Directory WA+ £, ERARININKILEZMERFMAMNR, —RIBERM—
MER. BMTKRF, REEMITH EFHTENRA" HEELRMBE — MR, (HikikaH Workspace
Environment Management RiFARRFIFRMNZ IR, MERESRXANIEE.) [WEM-1620]

o A WEM $iEZETEE WEM BRS/E, BMEHBN LRET &Mk, boiERZE WEM RSAE, X
BOEN, ERRIEEHRE WEM RSRE, SNREBEEFLES WEM RSHUBERS . [WEM-2396]

o EEGRERF (NZ) RXT, NREATIHEFREEER, WEM Al B4 e B EEMEERTH,.
[WEM-3133]

o HIGE EIITHIG > B > AP E% > 8RR RN LR EVAMESRIRFIRER, JRTEEERS.
R, TRREIT ERBIEFA > &F > LAERF > NARFYIR ®Em+, [WEM-3254]

« 12 Windows 10 hiz4s 1809 #1 Windows Server 2019 £, Workspace Environment Management &
AR ARFEEIESE. (WEM-3257]

« WEM AR EIRHIRAE, MREDAEARENFEHRE, WARERNEXTEEAERIF. BTRTR
O REAMEFXHFREEEN, FHIRLER, BREEEMFANRBRMEEZXY, ARENRD
WEM Agent Host Service (Norskale Agent Host Service), [WEM-3281]

c TEBITHAN ‘R BUFL, NREEAXHRELZG AT EBER.exe sdll I BEHXHEIE
AppLocker LI, MZFMUFEIER, HILLRARRERZ WEM $#iRitit Bz X 4 &5, [WEM-3580]

o EEEERIAN ‘e EMFL, MREARHBERGAXHEIE AppLocker MM, MHZMMFEMER, H
Mt EERREER WEM RIEMMERT X 45, [WEM-3582]

s MREEERH S LREFMOU, WEM JRFARFHABMUEORETERMAST. S (HFTHRE
) 85821 0UN, Mk, BRA%E: AREFEREEUE, ABZRESIHMOU, [WEM-3818,
UCOHELP-1211]

s NARFRLINAEEFEAIERIE Windows 21ERSZR Windows fRS38 EREER. ER WEM TBEEIER
BESHRPBHNAREFRIRRS, WabBitEE, [WEM-3957, LD1185]

 7£ Windows 10 it&#l b, EHESEEHSFRENIFENELHMISBAIRETAER T, [WEM-14193]

Workspace Environment Management 755 1812.0.0.1

+ Windows Server 2012 R2 % ##) Adobe Reader M5 {l=pa L Workspace Environment Manage-
ment 5H 11 PDF i#i%88 N 2R 1EXEXR PDF X f. AP &XRITH PDF #5855 PDF (412285 A
#F. [WEM-33]

« WEM BRzERIzHI&H “Active Directory 3487 EI -k EHIHMAREENE A2 BRI EH AR MITITE
MBIFHNESR. B HEN JIRPERITENHFRN, LM HEN JIRPFIRERTEN, AEE
RAMITEN. [WEM-1549]
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o EEEEH &M Active Directory XIRET+ £, ERAFMINKRMQEZVIERMAFMITR, —RIEERIMN—
MR, BARXEF, REEHRITF ERHENHA” HEEUFMB—PWR, (EHARZE9 Workspace
Environment Management A¥FHRFIRMZ MR, MEFERXFNIEE.) [WEM-1620]

o At WEM $iEE T2 WEM BRS/E, BMEHBN LRET &R, tboiEHRZE WEM lRSAE, X
RHEN, EARIEENRZE WEM RSAE, SURBEEFELES WEM RS#IEERS, [WEM-2396]

o EERRERF (M%) 8T, IRBATIHRESEER, WEM Al T2 EERAREEMEERNE,
[WEM-3133]

o HGE EEIEHIG > B > BRE% > RERE RN LEEVAMESIRIFIRENR, JRTEAERRS.
MR, TRRET EREFRE > &> NARF > NAREFTIR EHF, [WEM-3254]

+ 7£ Windows 10 fz#x 1809 #1 Windows Server 2019 t, Workspace Environment Management %
ERNAREFEERESE, [WEM-3257]

« WEM AREISMRAERE, RENAEARENZHRE, NAEBEERIRX TEEEEIF. BFRHR
RN AEAMEFXHREEEN, FHRLEB, BRAEZMRANREBAMEFY, RAEENRD
WEM Agent Host Service (Norskale Agent Host Service), [WEM-3281]

s FEERHAN ‘R BUFL NMREEAXHEREZMGATEE Nexe RAllFEREHNXHEIE
AppLocker 1, MIZMFEMER, HIILFENRERRZ WEM iRt Bz 4rm A MR8, [WEM-3580]

o EEBIERIAN “RE” ‘ML, MREAXHESGAXMHEIE AppLocker M, MHZMUAEIER, H
Mt EERREE R WEM RIER AT 45, [WEM-3582]

« MBE “DEBABMNBHBET FOPEERFTH # ERZMEEHBNIEHERER, Wi FREIR
T3 BSTEI ALK, ZFLUHILIRE, SEN WEM Y5 RZER 47 KRR EEIE S,
[WEM-3752, LD1014]

¥ WEM T3 WEM IRSHSIAFTEERKK, K7t WEM #uEREER VUEMTasksHistory &RP89% B
BERFEFTN, Matilltn&E, BRAEE, Mttt WEM SiREFRRXLESRE, AREHRTEIE,
[WEM-3817, UCOHELP-1567]

s MREEEEFSLEREFRMOU, WEM I F2FHARRUEOFERERARNS. M (HEIHRE
) B8&%1 0UHN, SHRtEH, BRA%E: FRFEREIUHE, ABZREEHHMOU, [WEM-3818,
UCOHELP-1211]

s ARFERLIEEEAIERIE Windows ERFR Windows fRSS 28 EREIER, ER WEM Fii1EIER
BESERREAEFRRRS, WabiitEE, [WEM-3957,LD1185]

« 7£ Windows 10 i+8#l £, BEEBRITH S PREBENIFENELEHMISBERRETAES TIF. [WEM-14193]

Workspace Environment Management fz55 1811

Workspace Environment Management lRE & T ia&:
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+ Windows Server 2012 R2 +%=##) Adobe Reader M5 {5l=pa 1L Workspace Environment Manage-
ment S5Hfth PDF #2338 A2 XEXR PDF XX, FFSRITF PDF RH#E =525+ PDF i#i%28 R A
#F. [WEM-33]

« MREERA Internet Explorer 11 (IE11) 5% Microsoft Edge $T# Workspace Environment Manage-
ment RS EEIEFIE, FHITH “FERARTR” &8 (F12), YEERXHA “ARARTHR” T8, SEIEH
BRRELANLRYT, MRREXMER, BERHFIKNREOQUEHERLSEREH S, [WEM-1377]

« WEM BRzE12izH6H “Active Directory 3457 &£ EHHMARIEBEN B RS B EH AR MBI IHE
MBIFNENR. B HEHN JRPERITENHRR, LM HEN JIRPFHRERAEN, AEE
REMITEN. [WEM-1549]

« EEEEH A1 Active Directory XRET+ £, ERAFMNKRMREZVIERMAFMITR, —RIEERIMN—
MR, BATREF, REEHRTF ERHENHA” HEEUFMB— IR, (EHARAH9 Workspace
Environment Management A¥FRRFIHRMNZ MR, MEFERXFNIEE,) [WEM-1620]

o At WEM $iEZE TS 2 WEM BRS/E, BMEHBN LRET &M, thyiEH%TE WEM RSAE, X
RUEN, EAMRIESEHRE WEM IRSRE, SNRBEEFTLES WEM RSHUBERYS, [WEM-2396]

« 2t M Workspace Environment Management fRSS “&12” &M KiAAEEITHISRK. RS EZRIF
FEEO, REEiR. [WEM-2401]

« 247 Windows 7 fR$ & 1. Windows 2008 R2 # T & 1 3 Windows Server 2008 ¥ T 2 Li&4T
UpmConfigCheck ik, EEEXLARIERS LBEITHIZA, EHBAFahERE Windows Management
Framework 3.0, #1&%E% % Windows Management Framework 3.0 /&, UpmConfigCheck %%
EETE, EE#HEs WEM Agent Host Service (Norskale Agent Host Service), [WEM-2717]

+ £ Windows 10 it&#l L, EEEEEHAPREMNIMENELHMISE T EEE T [WEM-14193]

Workspace Environment Management k53 1807

Workspace Environment Management lRE 84 LT ia:

« £ Windows AR5388 2012 R2 L, &%= % T Adobe Acrobat i#i528, ©=BA1E Workspace Environment
Management & PDF XX+ 5 Et PDF #1282 F1EKEX. FAFSR$TF PDF BI#i =38k PDF i
EBNAEF, [WEM-33]

o £ “RE” @EHFLE, Bk I DLL RN EmE, £t WEM BiEZEFRISSFREN[, “DLL AN &£&
EDIRERNIT IR E AT, [WEM-425]

« WR7%E Windows IRESBIRIFRAHENLBAT 21M2EXRE, WARERAFRNNAREFREMNEER
NREERAFPBHHU. F130, NRMUSEL userl AR user2, N user2 HRET, ZHNE M A
AppLocker #uhipR, Fitk, FEEXT userl sBFIHITIZMN, [WEM-1070]

« MREERA Internet Explorer 11 (IE11) 5% Microsoft Edge 17 Workspace Environment Manage-
ment RS EEIEFIE, FHITH “FERARITHR” &8 (F12), YEERXHA “ARARTH” TS, SEEH
ABRRELANLRYT, MRREXMER, BERFIKNREOQUEHERLSEREH S, [WEM-1377]
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« WEM RREERIEFIAH “Active Directory 3&” EM& LFIHMRIBENZ R BhEHURBITITE
MBMEIEL. BE “HEN FIRPBRITENAFEN, BHMN HEH FIRPFPERTEN, RAEE
RAMITEN. [WEM-1549]

+ Workspace Environment Management (WEM) #9P 826 B A2 50 1 &% Active Directory R RE
WEM REMES. B2, WEM IREAZHFER Active Directory ReBIEANRERSS. AMEMIGHIRSIE
I EEMEE OU BIEHIEREE. B2, WEM BRSFXHEE OU, i, fRig WEM 32 AGENT1 BF
OU2, i OU2 BF OU1 (OU1>0OU2>AGENT1), Z#hEhti&EARSS# AGENT1 iRBI% OUL #1 OU2 MR
5, 8 WEM B3 RiR%0 AGENTL 3 OU2 g 5. [WEM-1619]

o EEIIEHS Active Directory WKIET R, FRARINER M 0EZFR ERMFMYR—RIEHRM—
SR, BUAXE, REEHMITH “ERITENIAE” WWEFEURMNS IR, (k4K Workspace
Environment Management AFRIRFIAM SR, MERSRXANEE,) [WEM-1620]

+ £ Windows 10 it&#l L, EEEEEHAPRENIMENELHMEE T EEE T [WEM-14193]

April 10,2024

M FRG

Citrix Cloud Connector. 7£%# Workspace Environment Management BRERIEZ 1, HRESMERN
BRUBELD—AITEN LREIAN, E51 Cloud Connector

.NET Framework 4.7.1 SiEShk4s, LAHFF Workspace Environment Management lREREZHEN.
NREALE, ERETRELTEHREBHEE,

ERIBE CH+, LB IFTF Workspace Environment Management IREREZHEN. NRHMARE, NaE
RIBREEHAIE B EhZREE Microsoft Visual C++2015-2019 Redistributable,

Microsoft Edge WebView2 Runtime hiizs 98 S{ES kA, LA H3FF Workspace Environment Manage-
ment RSRBRHEN, MRHALE, EEETABERERNENRE.,

« 3F 2209 RESRAFZIAN
o MHRZS 2203 734, Microsoft Edge WebView2 Runtime ZERZFSREBREREF—REITE,
o BTHFHRE Microsoft Edge WebView2 Runtime, &&%71%F Internet iia R,

Microsoft Active Directory, Workspace Environment Management BREZEE3¢ Active Directory A% i
EVINIR 7 RE R BB RIS BHIXA AP
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Citrix DaaS (LL#1#7:A Citrix Virtual Apps and Desktops BRs3) = Citrix Virtual Apps and Desktops.
SEAASZIFRAR Citrix Virtual Apps 5t Citrix Virtual Desktops.

i&EATF Windows #J Citrix Workspace . EE#&ZIEM Workspace Environment Management fR$3E
BirHlaBZm Citrix StoreFront ABERR, HAEREEN LLEEATF Windows # Citrix Workspace
I FARERF. ZRFLUThRAS:

« Citrix Receiver for Windows hiz4s: 4.4 LTSR CU5. 4.7. 4.9. 4.9 LTSR CU1 #14.10
« JEATF Windows 89 Citrix Workspace W27 1808 RES A

NFEATHRREFMNZHITEN, EBRT Windows B Citrix Workspace NBREF S NESBESERNERLT
RE, HREBHEBINRIE. BXBZER, B2 Citrix Workspace B iR,

BRIERGILRZ N
AR

Workspace Environment Management REXE HAEE X RHVRERARE LZH1F, EOREENER
ERFHIEH UMY B

RIB, UTRIERGZH Workspace Environment Management {I2:

o Windows 11, 32 {i#0 64 {iI
« Windows 10 hg7 1607 &EShk4s, 32 il 64 (ks
« Windows Server 2022 Standard Edition #1 Datacenter Edition
« Windows Server 2019 Standard Edition #1 Datacenter Edition*
« Windows Server 2016 Standard Edition #1 Datacenter Edition*
Y SRR ER R R IRIEF TN,
AE:
BB T Microsoft WIS AT HZEIFE (DFSS) 8y, Z22iFRERS L5178 Workspace Environment
Management BRSHIETEEEEIT. BXIAER DFSS R, E&1M CTX127135,

BEH RS

RIE: Fi9 RAM jE#5 10 MB, BEHRIEZINERME 20 MB UfRZE, 40 MB MeBRiEZTE (RE&EHEHR 100
MB).

BERRRG M

2 WEM [RSHEBETT, oMK ASNRERSSEEAAFHIGER, AXEAER, FEH ERMNEEE
Ko
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M S, WEM ARSZIZER Cloud Connector 5 WEM ARERIB#HITERE, Hitt, BHREEMAIEIEE, U
R WEM IRERBIROEEEH. BXxFMAEE, BER FHEE,

ARSS ke

Netlogon, 2RSS (“Citrix WEM Agent Host Service”) BERMEIMEZRIKFXRTIERSD, URERRERSE
BRZAFETRES.

PrmEHER

Workspace Environment Management RS RIBREEE U T ERIN M43

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (7£ 64 iR %)
« C:\Program Files\Citrix\Workspace Environment Management Agent (£ 32 (iR ER4% L)

#7 Workspace Environment Management (A28 E A “Citrix” REXHRZAIFRINITHE, WRITERIT
LEIRAE, MABMIRIA B RHBR LA T # 12

« AgentCacheUtility.exe

+ AgentGroupPolicyUtility.exe

+ AppinfoViewer.exe

« Agent Log Parser.exe

« AppsMgmtUtil.exe

« Citrix Wem.Agent.EnrollmentUtility.exe
« Citrix.Wem.Agent.Service.exe

« Citrix.Wem.Agent.LogonService.exe
+ PrnsMgmtUtil.exe

« VUEMAppCmd.exe

+ VUEMAppCmdDbg.exe

« VUEMAppHide.exe

+ VUEMCmdAgent.exe

« VUEMMaintMsg.exe

« VUEMRSAV.exe

« VUEMUIAgent.exe

PR %!

October 11, 2022
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Workspace Environment Management (WEM) RS & R AME RV EBEBMI&it. EIRSEE, WEM IRSS MiEaT
ImAHMERE G ZBEEER, FREBERTPHNIUEDNSE XA T R,

EIHE WEM BRSEVAUER AT RIEET, FE R TRE, AXPRERTED WEM BRSSSLFIBIRRE,

{EFAPRH!
TR T ERRS,
&R PR
HAEATSEIBEE 5
g1 Citrix ZEESHNRRAFE 10,000 MRELEBEF (WlgsHsg: 4 4~ vCPU. 8 GB RAM
#0180 GB #yA] BRkER = (a])
WEM RIEiEE 100000
5E:

NBEERSETRYE, RINBENEESNERUBE MEAR N =EESE, WEM RIEBATEREZSR M fE.
RME Citrix ZEEZEBFAMVERT WEM RS, BEEPEHM=EER. EXx=EESNEER, 51 Citrix
Cloud Connector,

AT IR E

November 10, 2022

MR BT ALK Workspace Environment Management (WEM) BRE S EhERAH, ESH Workspace
Environment Management iR,

NREM A WEM BRE#H1TER, BEAIEEIZ.
SNfAIE AR A3

ZiRE WEM 2E, Bl THSENES. =RHUTERS MESHIFEE SR,

FHAERBZ AT, BREBMNIE, XNESMRRER, AOEHEZIEMWERANES KR,
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MRS

&2 Citrix Tech Zone XX %, UHEBZEIBN. EXAGMLSE, #7THEEIEEM,

o BT WEM M ERAANHIERNENT LM, BSHEAET: Workspace Environment Manage-
ment.

s ETRIEETEMRSHEBMBZEEEM, E8HSE5249: Workspace Environment Management,

o ETHEWEM ERAZFENRE. ZR0NEM RAM FHXE, #H5REAFZE: Workspace Environment
Management, EZAUBEWETIN,

AR
7R Citrix #kF 7815 WEM BRSSIARR. NIIFBRIOT:

1. 5F Citrix kP FERiE WEM BRS X AR,
2. itit5 Citrix ERER,
3. 52 Citrix Cloud TP HHIIEE,

EiEff Citrix tkP HEBRIFEIXA, BESER Citrix HERRBE R, HERTHEIRIERS, &R https://onboarding.c
loud.com,

ERE, £ WEM REH#MES, BHEBRIFRA. XEAERHN “SWREIBER, AR, EEKREI—8BFapE,
AR

TEEFAAEE, BRUEET—SREFSIANER. RE Citrix HEHZIEHN WEM BRRSERA R, BE
I BER NN AEFMKENITEN, URNBEFMAF. Er] KX —ERETIEE R AT RS HELM
¥ AmE, a0 Active Directory.

HREERBMIRETT A

WEM EENE &I BN LT RE WEM i, WEM RIEEEE WEM RS HEFIHITEEEERER S PEEN
KB, ARENEZA, FREESEHBBEFTRNLES .

BMRES AR LUSRIEERE WEM fRSS:

« Cloud Connector, MREMIHENEIMNG, BEFEBILLAE. WAEEREREZRUBHESMIBETE
bgedE—A Citrix Cloud Connector,

- ATEUETAY, BINBNEES N ERUBELZER Cloud Connector,

- HRUBEAEMEMEARS (M Active Directory M=E#es) UKRAAFRXMHNAREFSENIT
Bilo
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HBEEFEAEM Cloud Connector 22,

B X% Cloud Connector BIFRSH :

CIlIX

o RN, NREAE Citrix DaaS BEHR BLKRMNAHIHTEN , BEALSZE. HEERETETRAEN
R BRECE,

o M. ERBBETUEAREREZESZNERT I WEM 12 . WAZEEREELZEMIENEREF “BIic
8", FEERTYENMKAEENN.

UTRMT 5T, AEBEREEAMFSGE

+ JEATH Citrix DaasS EEMITEN., FRASEMZHHRIE (VDA) RN A %R IEEZE Citrix Cloud-&
& Cloud Connector siRIMAER A%,

o EATFA% Citrix DaaS M EN. #A Cloud Connector s5EM 5%,
TEARE

WEM EENE ST EN Ly ARE WEM R, 555 251,

ERERERE

TR LIRIGE WEM BENESE, Boh WEM BBizHlE, ER MG A

o |BhRIZHIG

+ Web iz#l&
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HIEERIEEMIBRRIZHI ST E) Web 1265, Web EHIAMMEAEEILERIZH AR, HIREESZIE, EEE
%7 Web izl &R BITHEE, ESIAMIEIIEE,

BLZER

o B0 WEM FRSSSLBIRIBRS]

« REST API

REAE

May 28, 2024

X E KB Workspace Environment Management (WEM) {32, ZAXMERKBHNETRELERASHHL
B, TRETSREFEXNEMEE,

vl

WEM EEME&ItEN LBHALTE WEM RI2, WEM RIEEES WEM RS HEHHITEEERITH S REEN
"B, Fra@EE#tEdEA Citrix Cloud Messaging Service i&id HTTPS #17. Fra{IBREpERA#ETE, HWIRE
RALE EIE R ITET EA TRl USSR E R B & B,

WEM 2 EEEMNEE T B RN I B

o SIFEMANFIITEN, BFREREENSEEN=EZSEE TR — Active Directory i, Lt5h, EHREFESD
BRAEFHRIEENEBEERIMN.

o TERMAERITEN EREAEI RS MAERITENIREEMN. B, FHRBEMEER, HEBRNT
BHREZFIERIEDR. BXEAER, BEH EERMNLEIITEN.

B=MAEALUIGRIEEEE WEM BRSS:

« Cloud Connector
o RN
o EAR

BXXEFENESER, BEH BEEERNTEST %o

RERE
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} =r

AR

TMNEBEH S RE NN BEFRESRE Citrix Workspace hEHHETR, EHREREHTEN LRETE
BT Windows # Citrix Workspace NBEF. BX¥HAER, BESREAER,

ERLUTIRFZE WEM R,

$E 1. THMNRIE

M WEM fR % LRERFIET £ T3 WEM K122 & & (Citrix-Workspace-Environment-Management-Agent-
Setup.zip ), ARESAREBENLRE—HEIZ.

HIE 2: BEAKRE (A%)
BE.

NREEZERARMANRZZCEM S %, BRI TR,

HE, ERILEFEEARI. WEM Agent RF SR EMNARIEARBERERAFIN T KRB NECE R,

1. B WEM REERHEMAEHERBXHREH G WEM 5izH23,

2. #&i.admx X,

a) ¥E RIPASEE > ADMX X%,

b) EHIXEE N (Citrix Workspace Environment Management Agent Host Configuration.admxx
#n CitrixBase.admx) o

c) #3 <C:\Windows>\PolicyDefinitions x#k, SAGHIEXHE,

3. #&mn.adml x4,

a) #%E IBA%RE > ADMX > en-US X3k,

b) EfIXE N (Citrix Workspace Environment Management Agent Host Configuration.adml
# CitrixBase.adml),

c) #%=2| <C:\Windows>\PolicyDefinitions\en-US X%, ARG,

4, EAEKREERERTOD, %3 HEVES > K8 > EEER > Citrix 444 > Workspace Environment
Management > RIEEXHEE, AGEREUTIEE:
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~ [ ] Policies
_| Software Settings
| Windows Settings
w || Administrative Templates: Policy definitions (ADMX f
~ [ Citrix Components
w || Workspace Environment Management
| Agent Host Configuration
| Control Panel
| Network
~ Printers
| Server
| Start Menu and Taskbar
~| System
= Windows Components
2 All Settings
| Preferences
~ &, User Configuration
| Policies
| Preferences

<

]

9 setting(s)

=f Group Policy Management Editor m} ¥
File Action View Help
e @ 2B T
L5 WEM config * Agent Host Configuration
v & Computer Configuration . L. .
Select an item to view its description,  Setting State

Discover Citrix Cloud Connectors fram CVAD service
Infrastructure server

Agent service port

Cached data synchrenization port

Citrix Cloud Connectors

Custom settings for basic deployment

Override Agent Deployment Type

Agent proxy configuration

YUEMAppCmd extra sync delay

Mot canfigured
Mot cenfigured
Mot configured
Mot cenfigured
Mot configured
Mot configured
Mot cenfigured
Mot configured
Mot cenfigured

\Extended /(Standard/

EXMEBNBEXIRE, BTFHENEEXAERE, AXEFNENTANEBRENESER, FEAEER

FEENE,

§..

E‘ Custom settings for basic deployment

Mext Setting

At least Microsoft Windows XP

(O Net Configured Comment:
(®) Enabled
() Disabled
Supported on:
Options:

Help:

Customized settings:

{ -
"enableCpuSpikeProtection™ true,
"enableCpuAutoProtection”: true,

"eanl leanel imitSamnleTimeOfSnikePratect ¥

< >

fou can customize agent settings used for basic deployment. For
more information about available agent settings for basic
deployment, please refer to support document.

0K Cancel

BEAENELE, Bx WEM REHBXRE, EIUEERERRS. FHUNBHELIE.

RIEBARERE. WEM IR EBMZEREREREE Citrix Cloud 89 WEM iR, RIESRSZENEEEUTE
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By

o BHiHERMRE EHE WEM ARSS
o EREEEFES WEM RESFUBERISAS
o WERABRENRETAEEESN WEM 28

RE, BLLAEARE HTTPS RIEBUEXKESRSBENAN. Alt, #WNE RBERBLEE K8, ABRKRUT
BRBARIBRS S http://<FQDN or IP address>:<port number>, wfl: http://
10.108.125.51:8080,

AR

WEM RS A SHFER S HIIERRIEARS 5.

RERSHO. WEM IREFFE, FRIFRE “KREE".
FENHERD KO, WEM BREFAFE. ®IFERE “KREE”,

Citrix Cloud Connector, Z/LftE— Citrix Cloud Connector, KIEEXHMHASEER Cloud Connector
HEHAITFRE— AD i3,

i&@id CVAD BR534 I Citrix Cloud Connector, fNIR&E kK IEEE Cloud Connector, N AFEEFHIKIER
EME% Citrix DaaS (U#G#F Citrix Virtual Apps and Desktops iRs3) E#BEF 4 M Cloud Connector E5,
ARErIEEEREMNA Cloud Connector HE .

AR

o higEEAT7E Citrix DaaS #ZE%iz1T WEM Wiz,
o NMRENRBLEMREERE T iEERsEAT Citrix Cloud Connector FIRIEE, NtFEIRIEEIERE
EM,

BEifigiefRs588. WEM IRSFAFE, RIFKS “KEE”.

VUEMAppCmd FSMIRIS ER. EERIENAEF A3 (VUEMAppCmd.exe) fEBHE X &R Z Bl S
B (UM ABA), XARRELTRUVENRELE, BIXAEN 100 F 200, ERAEH 0.

S 3 RERE
BE:
24R.NET Framework sJIERIBRE B HohRE, BRINBNEELERBZHFHREE, TN, BFEE
BRIt EN A e RIE%RR, HEURFERKIEABETEM.

RIETHPIRE T EFImRERRE Citrix Workspace Environment Management Agent., &R LUEEURE A

RERE, LOUFEASGSITRERE, RNBERT, KBEREIUTXHEZ—, BEERATENRIERS (0S):

+ C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (7 64 iR ZH)
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« C:\Program Files\ Citrix\Workspace Environment Management Agent (£ 32 (& ER )
BUREARTERE, BRRUTSE:
1. #EitE#1 3517 Citrix Workspace Environment Management Agent.exe,
2. & “BRBWARFNEZMG", ARRE%RR,

3. £ MW mEL, 8F “F-F7%

W EATREREEME A BRER. SAERHERAEEEREREN, SREXMER.

4. £ “BEXHR nELE, 8E “F-F7%

o BNMERT, BRXHRFRSEDETRIAGRER,. MREFARREIS—IXHEX, BREE
MBI R, RERET—P.
o MRERE WEM R, NEFRXARFEFEMETNEREX KRR,

5. 7 “BPEXRE TEL, EZFREMAMNMERE, ARRE “T—¥. AXMERT, HERE cRSHE.

6. A LLUAEREARIERE, YERFERRBLEN, AESEFAERIEMERRSNELTABRIAMEL

®E,

"M Citrix Workspace Environment Management Agent Setup = X

Deployment Type
Select the applicable type of deployment.

() Cloud Service Deployment

Agent will connect to the Citrix Cloud service.

() On-premises Deployment

Agent will connect to your on-premises infrastructure service.

© Basic Deployment

Agent will apply basic settings without connecting to the infrastructure service.

Back [ Next | Cancel

7. ECiRSEBRE L, EENEEZDW Citrix Cloud E#8, RAERE T—F,

o BRSECE, MRHILATER, HkFIED:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 78



Workspace Environment Management g5

- BELERARKEE TIRE,
- REHBENRRMNKEITEN. BSHE EEARMNEEITE
- BHREEFREEESNERTERAE BF5R0 A

o B2E Citrix Cloud &8s, BERALLUESE DRI EZEZ2EM FQDN 5 IP it 5 R KA B R IRATERE
1 Citrix Cloud #E#£28,

AR

g

- ®# NS N Citrix Cloud Connector B FQDN s IP it 4k,
mEAES (,) 2B FQDN = IP #b 4it.

- #EEEET % Cloud Connector WIERT, WEM LIS MFIRFFEHIEZE— M EBRIN S
EESR., IR EERRENEEIRE kS,

19 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration

N
Spedfy the infrastructure service to which the agent connects.

) Skip Configuration
Select this option if you want to configure the setting using Group Policy.

@ Configure the Infrastructure Service
Type the FQDM ar IP address of the infrastructure service:

10.158.216,14

Agent service port (default 8288): 2286

Cached data synchronization port (default 3288): (3288

8. £ “BLIKE” TiEL, MABERESRLE, RERE “T—F
s EREFENUE (Fi%), ATHEEABEFNERMUE. 2E K USMIEANXHERX, &, ErILUE
EMRMITIIRIE, i, &SI Citrix WEM Agent Host Service, SABEEI T EMRIT
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
&#R: AgentCacheAlternateLocation

#A: REG_SZ
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#:

H}

TINERT, ZENT. BRIAXHFFA: <WEM agent installation folder path>\
Local Databases Set. MBEXE, FEEEHMNHRER, BEEEHRER, BEHB Citrix
WEM Agent Host Service, I1REHEN, XHXPEETIUTXH: LocalAgentCache.db
LocalAgentDatabase.db.

JNCN S

AMRFEFLSSBRTENDR, TRFEEMTERERR. Citrix TERIEERTARFIESREH
FESEHMBRMEEBF UR, EREMRRESTEEN, ETHRETMERZE, BSBHTT
&

« VUEMAppCmd FSMEISIER (F13k). AFEIEERBRAREF B2 (VUEMAppCmd.exe) £ 4%
NRFBHZBIFRFZKE, XARRELTROENNETLF. FIAEN O,

=

AR

FEINIED R EFFRNNELARA T HEFTENELL,

ﬁ Citrix Workspace Envirenment Management Agent Setup — x

Advanced Settings

Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedify an alternative location for agent cache:

| Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value specifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

9. £ “AERE TEL, BEF “®E’
10. BF “wEm” BHRERS.

HE, WAILUEARLITIER WEM RIEBRSERRE, EERITIHURIE, BEAUTHT:
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« Citrix Workspace Environment Management Agent.exe /quiet Cloud=1

o JWF7E WEM BRSEPEHIZTHNRE, B8N Cloud=1, stFEAM WEM BEHIZTHRIE, BHA
Cloud=0,

o EAIBERETE ASXHURARIERE R, RIANERT, ERTESEPEENFRERENBENHSRE
£%TEMP% Hol#ER, EaUER /log log. txt ¢ AHERENBEXHEEREME.

TR UERSPITETRIEEBEX S, XHEAJUEREIETEEXAEMARIRE. BXFAER, BEAN
o

ZEE, REERNUTIRSIETT: Citrix WEM Agent Host Service # Citrix WEM Agent User Logon Service, 1%,
B{EAMKF LocalSystem 51T, FZIFERUKF . KERSFE “URHRALKSHER" IR,

TR 4. EFRITENUTERRE
ENF AR

1. ERETHRENITEN L, ITHRANESIEIR,
2. BF “EFMIEE"
3. i#%# Citrix Workspace Environment Management Agent, SAG7EREHBEHENH,

MRERE VDA R REBEAMMA M RE, B5FEA VDA RERFREN WEM REEF (MSI) BH R,
WEM 2#£#2F citrix_wem_agent_core.msifuF<VDA installer path>\x64\Virtual
Desktop Components f, EE#FHEHN VDA MIMAHLENKE, BRRUTSE:

1. EXf*d, Af®EE citrix_wem_agent_core.ms,
2. SRR,

=3

=W
E#HAIEBE, AILUER VDA REREFR WEM RERZF#H1TRE, 8 Citrix Virtual Apps and Desktops 2209

2, WEM KERBEAMINAHEETE VDA R, BifTRE, MM Citrix Virtual Apps and Desktops
i 1SO EMREFRLERERF, BXFAER, BERRER LA,

T—FHEM

MREBHIME A WEM HiERE TSR WEM RS H, 55T 2E =

EEEFGRER WEM RS, #AEHEEREH aHRIEFETETERERE. AR MK aTA:

o |BRRIZHIG

« Web iz#l&
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BOEEBIREMIBRRIZHI G EHE Web =65, Web iEHIANMERELLEFITFIAR, HEHESINE, BEEE
%7 Web izl &R BITHEE, ESIAMIEIIEE,

FoRFAMEN

ZHR WEM REEBE I, HERUTRRFAGMEN:

BEEMN

WIER T HEUTER:
« Windows iR$s RS HEHRS EEEREREYBEIE.

+ WEM ¥2AR55 Citrix WEM Agent Host Service 71 Citrix WEM User Logon Service ft& /1 E5hpY
BEIEE.

« REZFRAREEEIHANMUE, FRIFHANEFUETERESSBEENEERD A, SSHMBEHIERE
A, MEREREE,

i
ERBATHNEGH TR RIEIHE:
o B0, BENERERFBEEAFEHEE Citrix WEM Agent Host Service, &=L E# A5 Citrix
WEM Agent Host Service 2 2£89i21EmJsE = 1E Netlogon RS IIE, MTISRE N AR HMER,
o REFEREFRMARBE Ul E5 CMD #XR1E, JN, FLIhaEalseT &S T,

REBTAH

+ Citrix WEM Agent Host Service 7£Az53E5h/E BshEFNEEL AREEEER Cloud Connector i& &,

« 0% Agent Host Service &R & RHAERE5h, Citrix WEM Agent User Logon Service i&B5h/E5h
Citrix WEM Agent Host Service, It{TARIMHFERLERFEE,

« Citrix WEM Agent Host Service 7255083 B3t U T AR EX #1710 ZE: LocalAgentCache
.db#l LocalAgentDatabase.db, MNRBEEEMNH EAMEIEE 4R BEMME, WEBE
ARREEES

+ Citrix WEM Agent Host Service EzhEt, E2BEHIRIEREAMEFR LIRS EEH. NRSREEFEE
ERNMCENEFRSNEERNERER, WSIRFSRER. HN, RGBRAREBEEFERFERN 30
Db, WMBREITE 60 DERKREHERE, N=7E Citrix WEM Agent Host Service BaiEI RS £

o EREISEFR, WEM REBRERZFRE Windows RS R4S HBMARS BLE N BB,
+ WEM REEAETERE, WEM RIBRERF2BER Netlogon fRS.
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RIBEFLRAEFIED

Citrix WEM Agent Host Service 2 Bx MBS BRIFFEEFERS . NERBIULNRFIEEHRASEENERTA
FERANEEFLARER.

FERGLITERBREXHKHIEIT AgentCacheUtility.exe . AIHITHESZ U THLTEEC

« —help: BRAWTNSHKTIR,

+ —RefreshCache &% -r: MAEEWERRIFH,

+ —RefreshSettings @& -S: RIFHAEENIESE,

+ —Reinitializem# -1I: 5 -RefreshCache #&m—ieEme, EMMNHBKRESERE.

BXMAERGLTHFAER, FSRUTRA:
o RIFREENIKE:
- AgentCacheUtility.exe -RefreshSettings
« FNRIFAEENIREMNEEF:
- AgentCacheUtility.exe -RefreshSettings -RefreshCache
o EMRIAERER:

- AgentCacheUtility.exe -RefreshCache -Reinitialize

A

REAIRITXHER BEX S, WA,

RIBRE
BX WEM RERE, SR TENRS,.

+ AgentLocation, ATFIEERELEMNE, IBEAMHNIXHFRKIER,

« CloudConnectorList, EFigE&E Citrix Cloud Connector 8 FQDN &% IP #titit, HEHEIES (,) D
FQDN g§ IP #hit,

« VUEMAppCmdDelay, 7 &isE BN A2 Ex128 (VUEMAppCmd.exe) #£ Citrix Virtual Apps and
Desktops £mMARBMZAIZRFMEE, BIMER 0 (FW). AFINELSEREBBANELREATH
ETENEY

+ AgentCachelocation, ATFIEEABEFENERNE, NREE, AEXNMEFENHEFREEEEME, M
FREREBREXHRH,

EERUTEI
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o MBBEIMSITEEIRE, I WEM KB EREFRERKRENIEE,
o MMRIGERBIGSITRE, HEAGFELNRENZE, WLEEFKERZAKRENLE.
<t

o MRIKEBRBIGLITERE, HEARBRNRLENRE, NWEREEFFERRIAMRE,

RAEIRE

BXERBINXBNRAFRE, FEHTX

+ GpNetworkStartTimeoutPolicyValue, A &EEEERESEHAIERN GpNetworkStartTimeout-
PolicyValue SEMRINAIME (R AENM) . HBHISTERRISIEE RITHRBS IREAE SRS ] A B A1
BfiEl, SHEZTEERN 1 (B/IVE) 600 (RAME) BE@MER, RIMERT, WER 120,

+ SyncForegroundPolicy. AFEEREREREEE SyncForegroundPolicy Fi&RME, LHRESIZEHR
EARERERTRL, rJEZHE: 0, 1. MRKIGEZERKERER 0, W Citrix WEM Agent User
Logon Service RRIERER, HEGANIERAFAKKIGE, NRBZEKEN 1, Citrix WEM Agent User
Logon Service BiERE R, BEEAFARIBEENNEREAL, RAMBERT, ZEEREIEPFREELL,

BE:
MREEEBIPARIRIGE, N Windows es$17EIEIER (Windows HBIREIEER) AIRe a7t M IBFrE S

BRiIgEZAIBE, Eit, RERBETRFISTEAFE—RBERNEN. MREFETHFERERITLERR
BERBIRE, BREREN L

« WaitForNetwork, #iF@EiE TR IEHAIER WaitForNetwork S3RTINE (UF &M, S
BIEERIEETNEFNE TR LM T BETE, 835iE= 0 (&/IVE) 2 300 (RKXE) SERERNBIETREL.
FINERT, &R 30,

W EFE =M RTEREE HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlog
TeIEN, XEFRFRATHERAFKEEER 2RI EMEMARS 23t GPO, £ Active Directory 3%
EHERSHMERERENMEIFED, XOURKSHENERREE ZA SR ERE, Citrix BiLEE
GpNetworkStartTimeoutPolicyValue ;3MEBHEIRERNZE D 30 4, MUEE~ERM,

+ ServicesPipeTimeout, #iF&EEE ServicesPipeTimeout SEMERMAIE, IMEMEBERESIZHE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control TaIEM, EAFRSEHEIER
#E WEM RIBRRSHRES 250, WAMRDURINER. ERFTUMIEAERSENBRENE ZRIEE, M
IEREBRK, SRR AME, UEWREM. NRKEE, NFEHABRKIAE 60000 (60 #),

AR
MRKRFEAHITERE LRIZE, N WEM RIEBREEFERESIEFASBIEXLLELE,
5l

TR LERU TS THRIEEIRE:!
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« "Citrix Workspace Environment Management Agent.exe'<key=value>

g0
o IEERELEMERM Citrix Cloud Connector

- "Citrix Workspace Environment Management Agent.exe"/quiet
AgentlLocation="L:\WEM Agent'"Cloud=1 CloudConnectorlList=ccl.qa
.local,cc2.qga.local

o ¥ “APRERMEFEE" REHN 60

- "Citrix Workspace Environment Management Agent.exe'"WaitForNetwork
=60

EAAE

November 10, 2022

i
EEUEAREE Citrix Cloud &8 M1E R TiEM Workspace Environment Management (WEM) {32, EH
1TIIREZ AT, BEERU TR

o EMEEERFIMANEETEN, HERFRMNHBITEN, EMNERTYENAFIAL VM,

+ ¥¢F Citrix DaaS #£E# VM, EITENERS VDA BRI EFREEREES Citrix Cloud, Bli&id Cloud
Connector SRINANERS %, ESF FEERMTIEET %,

o EHERFA VM EFEM, BRITUTERE:

- TERIEMG A, BESIEERIMTREREE FITETNGES. BXMER Sysprep BHEEHWINGESR, &
27 Microsoft =@x#4: https://docs.microsoft.com/en-us/windows-hardware/manufac
ture/desktop/sysprep--generalize--a-windows-installation?view=windows-11,

WINAEE R G REMNIE %R “BIEE”, #EFERER “M CVAD £ Citrix Cloud Connector” RS &
98

AMAIE
ERILAREREWNEEM WEM 32, BmFA5E:

o BEBIERE. XTE Web 265, BIUBBERFS5EMTRE,
o EARERSHEE APl REFFPIHHTIN. XAFEEH G, BFATERFS5EMRE,
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B RBIERE

BinEReMERAAIRE, BE WEM PEMAFRE.
B BIEEMHEIN TIERBIN TR
1. 72 B2 > Web 1ZHl&6 > 3 > BiEH, B BIBIEIM, ARERIMRER.
2. FREHEN L, EAEMIAEREIMER.
a) UEBEERFHITHH LRI,
b) BEBTUTFHS. (Kenrollment key> &igHLFRHZEH,)

o Citrix.Wem.Agent.EnrollmentUtility.exe configenrollmentkey
-k <enrollment key>

e

« ;M I A Citrix.Wem.Agent.EnrollmentUtility.exe I BLE X FEhH2l, %
ELER, FSH EMIE,

o BERIMEGEH, AIUEEMG ERENE, ARG, B LUEREMEGIERNERR, HAFIRITE
Mo Xt¥, BMEFHAEMMELEIMER,

3. 12 12> Web 2518 > 5EM > B, BRAREIMEIE.

RPRERIERE, TUERRIFEEMAIRE. F5H ERRIFTEMAIE

BREIME, ERTARERS, HERE EE > Web =455 > 34 > BiEMAER, EOLUSHEHRNIIFRNEE
&, UEHITIHEHNER, B3R EEE MR

fEARIERE M LIE
HE:

AMRIERTE SERERNR,

ERRRP, B2WEITEERFEpEt:
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citrix

Enroll your device into the Workspace Environment Management service

Hella,

To do that, open your desktop Start menu and select Citrix » WEM Enrollment Registration Utility.

Then, enroll with the following invitation code:

For guidance on how to use the utility, see Enroll the agent with an invitation code.

Best regards,

Workspace Environment Management Service Team

[E 2022 Citrix 3ystems, Inc. All rights reserved. Privacy and terms

Your administrator is inviting you to enroll your device into the Workspace Environment Management service.

You can use the code to enroll up to 5 devices. The code expires after Friday, 17 June 2022 08:53:53 AM {UTC).

ERBIBDEMERNIRE, WA

1. {THSE “FR” ¥, AEEE Citrix > WEM STAEEMEARER.

e

MRZEARFE AR XBEHRFTH BEIWEM REBREXH KX, AEHH Cit-

rix.Wem.Agent.Enrollment.RegUtility.exe.

2. TEEMEMSEREERD, RIDIMERNRSETRERE, AERHIMARIE
AR

MFEMBRRS IR RE, FHRRACHEER,

3. FEAMREEDOS, MUBEE (MBIEREFEGRESR]), ARREFEIM.

MRAEREMR, EREBIUTHER: KEEMIER. BRI UBEXALREEEMIMEARER, HPETUT

BER:
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L & | )
Eefore you can enroll this agent, the status of the enroliment key must be [:'lstale.-da
Ervoliment key status: Installed
Ervoliment status: Enrolled
Customer ID:
Service address:
Enroliment date: Saburday, May 7, 2022

AR

ERFAEEHME APl 2B R#TIMATEIMZRANS S, NREEAIMINKAEFLEERFE
ELHH APl Z2F P EEMBOARETEN LFCERES, WEARZRARSFRETARTE, TMRSFRE
~ABEM.

ERFIZR L APl REFF iR

EZEAMAERTEN, BRTUTSE:

1. &3 Citrix Cloud #3RERIZE <hEeL APl R2F i, AT Citrix APl RS#TEHRIE. BXMAER
APl 22EFIRFIFIEETHMESR, &2 Citrix Cloud API AT,

2. BRIRETHENITEN.
3. fTABLRTIE .
o EEATCEHMEMNE, BRAUTHS:

- Citrix.Wem.Agent.EnrollmentUtility.exe enroll --customer "
customerid"--bearer "bearertoken"--url "api.wem.cloud.com"

e

FRATEECHN, I8, 8T XKENELR URLEZRH N, BXESZER, BSH &4 URL
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MEKIEE, MEREEXE (api.wem.cloud.com) # URL,

o E£H APl R2E P ImEMRIE, BRAUTHS!

- Citrix.Wem.Agent.EnrollmentUtility.exe enroll --customer "
customerid"--clientid "clientid"--clientsecret "clientsecret
"-—authurl "api-us.cloud.com"--url "api.wem.cloud.com"

- EHAZR2EFPHEB, BEEEAE®D URL,

- £—1 URL 25HKIE URL, EESITXIZHMER—WN, BEXEZEE, 557 FBER
Citrix Cloud API, fN&®kisE, NEMAEEXE (api-us.cloud.com) # URL,

- 51N URL 2E4& URL, EXFEIMXEHER—N, EXBZER, 1580H &4 URL, 1
BkisE, NEAEERXE (api.wem.cloud.com) 89 URL,

HE, TPR3H, €2 JSON BRANEEXH, ARERUTHSEREXAE:

« Citrix.Wem.Agent.EnrollmentUtility.exe enroll --config "configfilepath

AR

BINNEWETIMEMREEX Y, AARXHEEHEES.

BB RN T:
m:

EATERCERREEF K, TBENNFRES.,

"CustomerId": The Citrix Cloud customer ID,
"ClientId": The secure client ID of the Citrix Cloud API client,

"ClientSecret": The secure client secret of the Citrix Cloud API
client,

"AuthUrl": The base URL of the Citrix Cloud API used to get the
bearer
token,

"BearerToken": The Citrix Cloud bearer token,

"BaseUr1l": The base URL of the WEM RESTful APIs
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<!--NeedCopy-->

T

B8 Administrator: CMD - O X

nrollmentUtility.exe status

ollmentUtility.exe enroll --config C:\wem\conf.json

EIEEEMAIAIE

AMAER, EREEEHSESERFMENEESRUHITHRER

o £ Web £#l&5%, #3 BRWER, AERKAEBTENRNIEESEF. ESN HEWR.

« EIEMRIEHIES, %3 A ctive Directory 4% > iHE #l, AERREBIHBENFMIEESE, ESH Active
Directory 34%,

o BXRMAMNFERITENNER, BB SERINMNLITEN,

AR

o AINEEMBKRMNENIHENGE, RBRELER RiAbs BBl Unbound Agent BE2E5% (IR
BEA) #1TEM. FMAER, BRI ENRINEIEMEEES,

RIACIEMIECIHR

RIERZEMEI WEM f5, BISERFEIRIRSER. HE BTN

o BIARKE 90 REEH, EAEHE, RIEXIUEESD WEM RS A ERIRER, RINERT, AESEEIHE
14 X BahEE LA IRE R,
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o THNZASRE 180 Ko TEMHAE 180 RARMER. 2E, BIARKEMER.
o MREPRMF, ERRBANRIBRLEBERE WEM RS, BRAEMNEMERF.

AR

B ENFI e S EARS BAMAIRAT

"/

0

ARLES, B, SRETBENMASEFEN, JREAESNHER. EX

MIERT, SAIULAEERRNAERINEES WEM IRSS, MUERER LUCIRER,

AMIR

RIEFM I A Citrix.Wem.Agent.EnrollmentUtility.exe i F WEM RIEBREXFXH, RINBERT, REBER

REUTRIAXXHERF,

« C:\Program Files (x86)\Citrix\Workspace Environment Management

Agent (f£ 64 figE&R% L)

« C:\Program Files\Citrix\Workspace Environment Management Agent (£

32 {IRtERS L)

fEREM TR SITIER

EITRERLT®ED:

2 PR

status ETRRETENNHENERRT.

AR £/ Citrix Workspace Environment Management

configenrollmentkey
help

version

ARSS EMAIEIT B,
B EME R,

ETEXREGRTHNESER.

ETTRMREES.

pan, BERAEEMRE, BRAUTHS:

o Citrix.Wem.Agent.EnrollmentUtility.exe status

ZITARMU TR

WA

M JSON HBRBEE X HiRENECE,
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-C.-customer
-b. —bearer
—clientid
-clientsecret

—authurl

-u, —url

-f, —force
-k. -key
-f.-file

-s. —status
-help

—version

I
ZIT AR LLREILTRES:

3

100
1000
1001

2000
2001

WA

Citrix Cloud &F ID,
Citrix Cloud R~i2&<H#,

Citrix Cloud APl PR igrZ2Z iR 1D,
Citrix Cloud APl EFiEHR 2B FIREH,

FAFREARIEE <M Citrix Cloud AP B9&4s URL,

BIAME: api-us.cloud.com,
WEM RESTful API g9&74 URL, BAiAE:
api.wem.cloud.com,

AMAETEN, TIEESFNEMRSINE. FRIAME: Ko

REEMER,
M FRIZECERE RH IR EIEME Ao
BTOEMEARN YRR

87 cmdlet #5885,

ETRTEMRAEES.
WA

REHIR

TREEEL

RTE
RIEENBRSS RLE

JAFRIZE AP| B EE
ROENRE
BEFEREA

KRIEBAETM. TAMRIEN, PRIFEET —force ik

o, BBk ZIRE
RREEMER

BREEMEA
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RE3 WA

BCERIEAYEAR
EICEIMAE, BEHEAENEARERERERR, HERAUTHS:
« citrix_wem_agent_bundle.exe /uninstall Disenroll=1

ARG, RKRFRU T MR

+ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\WEM\Agent\EnrollmentData

iEATF Azure EPAEEH Citrix Optimization Pack

October 26,2023

M

iEATF Azure M= mEA Citrix Optimization Pack 2 —1##9 Citrix /=&, ATFMHK Azure BINEE TERH,
B#i, ©81E Workspace Environment Management fiR$3, X2—MR24%. Ay BNEAPTEEERASE,
aIfEf IT BEEAMAREE, UESNKRENHFER,

&8 Citrix Optimization Pack, f&a]LifER Workspace Environment Management fRSEREIE. KAFMFF
AN Azure PR EIFIR, AART UK TS

o BOHERMEMEFNERIERE
o RIEFFHHE

o AIEMREITA

« EREHARRR

BXHEMNENEE, ESH Workspace Environment Management fREHNEEET,

BE:

« EEA Workspace Environment Management RS B2 Azure =M, %M E Citrix Opti-
mization Pack,

o ASFEEXRY (BIEASEEINEME 2IR) HIESET Workspace Environment Management iRS.
IRAESEIRIE, SNAEESWERAT Citrix Optimization Pack, BxFEMATF Citrix Optimization
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Pack Workspace Environment Management ThEE SRR, ESRTEATF Azure EIARET)

ab
BEo

WEFMN

o HENMMAFBMNESIERHE Azure Active Directory 13RS

« Citrix Cloud Connector Ef0N\iE

&% Citrix Optimization Pack WREAERMER, EERE 2HERK,

PR

Citrix Optimization Pack £ AR5 /NEFIA RV BBEMILIT. EARS 28, Citrix Optimization Pack ¥ aii%R
MERAHZBRERER, HIREERPNOSEDSYT B4R,

1% Citrix Optimization Pack BWX/NAIET Y B1EBY, EE & [RHl, XERMERREA Citrix Optimization
Pack SRR,

ESEINE

ERLTIRFEIRE Citrix Optimization Pack #&,
R

BEXHE Azure BINEEM D F B, 1521 https://docs.microsoft.com/en-au/azure/virtual-
desktop/overview E# Microsoft x4,

TR BR

7 Citrix &~ #Eri& A Citrix Optimization Pack, #niTiEiEAF Azure @il mE#Y Citrix Optimization
PackmFmd, BXBFRIENER, BE I,

TR 2. RERRUEHRERERS

HRAIBOSEMZEMARSSS (6130 Active Directory #0 Citrix Cloud Connector), EXE %8, #E5i# Cloud
Connector Ai%.
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TR 3. REMEERE

Citrix Optimization Pack BEH & Azure IR E L& X F =% Workspace Environment Management
KRB, XEHENSHTNSEEBEN=EZSRE THERR Active Directory 183k Azure Active Directory I5iRS3 1. s
REBIANT 8D HRAUERAITEN.

BEXRERENER, B5H =i

RIBLEHFTRFHFZN

EHRAEEFERLE, BEE SAFHNENPIFERER.

EZER
Citrix Tech Zone XX ERMHINE S G TFREILBIR. EXARAMISER, HENEERETIEETN,

« E T Citrix Optimization Pack Nk B &GN HILBBENR LM, BHSREAE N Workspace
Environment Management,

« ETH& Citrix Optimization Pack A REMIINEFEEI, BLRSEHRRLEN: Workspace Environ-
ment Management.

« Z7 f# Citrix Optimization Pack 1l £ (b Z R A A . BFREF{EHM RAM EA X, BFSREERFR:
Workspace Environment Management, fEiZ{iIEWE M.

ITEERT Azure EI=mEAY Citrix Optimization Pack

April 10, 2024

vl

fRATLAE@T Citrix 3¢ Azure HiHITIRIER T Azure i@ Citrix Optimization Pack,

B RRAN I A AR

TRILLEEE UEA BRIEEAMRRITHERER. MBS, SR UERRRATERSS T,
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i@ig Citrix T
fRar L@ Citrix Cloud =% Citrix &R, Citrix SEKEITHEIEATF Azure EIASER Citrix Optimization
Pack,
&g Citrix Cloud:
o B Citrix Cloud H#9#5RaIRER Citrix Cloud tk A4 1D,

o (A LERIEE AT Azure EIAEEM Citrix Optimization Pack iXBhiR. £ “Workspace Environment
Management” BRSNS, BE “BiFHA". HARATAN, EBKEI—HEBFHHE,

Eid Azure NEEEITH

{RETLAUEIE Azure M AREITIERTF Azure E3L£mEA Citrix Optimization Pack = &:

Bid Azure M ABEEITTHHER

TEEZM Citrix Cloud #kFEI4ELR 1D,

nRE#E Citrix Cloud kP, BREIELALR ID, i5EF Citrix Cloud EHIEME LA, &, TEEECIRKF
WRE BT R F R

nRE&H Citrix Cloud tkF , 353 77 Citrix Cloud FRaviES #1781,

& Azure N AEETTMEREE

ERBL TS EEE Azure i TWER T Azure Ei= @M Citrix Optimization Pack.

A Azure KR EIBERE Azure AEE,

ERHASMAIBZITHWINERT Azure =@ Citrix Optimization Pack 7= &.

PRI BPIREY,

7 One more thing (53— M) JHEH, HERENGEE, BRARRERE, RAREFEE,
EEGREHEX~M. 1T ENFMERERNEENAT R, £&NEE, #F—E8 WREEIEETAH),
REEE BB + 1T,

6. FEEAENRE:

ok W

o T RRIEERERITR

o FRA: EEHEEFRE,

o B WAITFITRRIRM, LUEREEMRIRA,

o “BE” BoREKSHRETAMETRIBNE. EEROTRIHR, HEFELTR. ERFEERNIR,
AEEEE IR,

7. 7 YRIE +ITIT EmR Lk
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« EERAGEHERENHITEN.
« BEEMITHER, ARERE 117,

8. 7£ Subscription in progress (iTiE#179#) & L, i%#F Configure account now ((ZENEZEH), (40
RIEHWER, BEHE—R) L) REHE Citrix BUEmnmE,
9. ERETIE L:

o EABEREEER Citrix Cloud, RINEREEMER “ARID” F.
« BB BABFY. M|TRMBMEDLNA 25,) IHERREITHE.
s ARFRNFN, AREFHETER,

Bt Azure M AEBIETTWGE

FECARSSEY, Citrix SAEREBFHH, REFRBEE—LHNE. MREEFE_RZANNERKIBFEME, BRKRE
Citrix BeAZ s, IKE Citrix RIXBVRFHPHEY, BIRIFIAERZRS,

BHE:

B707E Azure FIFRARS iR MIFRIZZFRIGECHERIITH,

ETRMAA

T85EE, #SEHRITANTEESEPNESRT R,

REHATF Azure EINEEBITHEE

June 16, 2022

T2 Workspace Environment Management fRSIRMEEFEAFEATF Azure s mEA Citrix Optimiza-
tion Pack 891h8E,

« T1# Citrix DaaS # Citrix Cloud Connector
LteIEE(UER T Citrix DaaS (LUEi#RA Citrix Virtual Apps and Desktops ARS3) .
o TSR

LT &4ER T Citrix DaaS # Citrix Virtual Apps and Desktops. Ef1FERTIERT Azure EIAEE
9 Citrix Optimization Pack,

- Citrix Virtual Apps & #RITED
- Citrix Virtual Apps hrz<ITER
- Citrix Virtual Apps X33 & #rITE
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- Citrix Bl EH & FRTE

- Citrix EEHAREA 2RI

- &% Citrix Virtual Apps & #rILE

- &% Citrix Virtual Apps hRZsItfEg

- &% Citrix Virtual Apps X313 % #RILE
- Citrix BAREHE A LE

- Citrix B\ E4E&#FRLLA

o BIERMNEHAITEMN
ItbThRE{ 2 4% Citrix DaaS.
o HIZRRITH
ItkThae Rz #Fi@id Citrix DaaS #0 Citrix Virtual Apps and Desktops % BN BIERF.
o BiiERE
o VDA BETIRRIEE

Itk3haeiE AT Citrix DaaS #0 Citrix Virtual Apps and Desktops. B#i, ©1X#E Web & &5,

FH4R

May 28, 2024
==
M WEM {32 2211.1.0.1 748, RIBREBEN THREHIE. LR LETREERRZ R 50%. &
SAEIEThEE, RINNBIEBEREALES 2211.1.0.1 KFESHRE, XEERATUMDZHE,

Citrix 4EiPEBEHRIFFE Workspace Environment Management (WEM) ARZ4AH, 8 WEM AREZCIRERSN

EEI LU WEM RS HIEARBIBEA, MASEREMMBER, WFREHRARMAR,

BINBERT, HHhRZAey WEM RS RIEA TR, SWEIEFHAEN. MREFFLELUSHEILZEBFERE, &8

LUEZRBCHEITIE. Ak, 5% E WEM fR$ SREER EM£, REHEE BXHRERAREN 2908 BUETTIA,
BE.

« A4 WEM RSHEZA, BHELERAFER XFMATHBEREALIIEF A UERARE B LA
o HNNBEWERREARIRFTRE, UER LUERSHIITIEE

FHRAHE

1. MWEM B35 S2A R/~ T E&#TH WEM RRSRIEREF .
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2. R LENLESMRR, T86BmtENLBEHRN WEM fRSHRIE,

B AR

=3

AR

WNRER BehRIEARBEERAEARIBERNIFFAHEN, WEHBENEFRBHEHERAR.

(BT B B ARIBFH RIS R HE WEM RIBRIE BT, ZIAEERI T RS TRIBNE, MABT ok hEs
B, HINEEEIRMT FH& WEM (REBRYRSEM :

o B LEERE WEM BAL B i H R ECE S TR RIEH BB B,
o HE, ERILUERATRR FahARAE,

BXEZER, BEBHIE WEM RIEARES,

REFARAE

ERILUIRIBREMIEH AARRE, 27 IBRIzH &7 Web i£HI6P9R A, BEFERZINGE, BRITUTERE:

o EIRARERGS, RIEE>FPE, AREGEMIE, ARERBREARIISEHTRE. BXFHESR, B
SHEIE

« 72 Web iz#lard, BIGHN > EE>FFH, S HS I BRI, BHES, AEEEEREARISN
W7, BXFMER, FSHED

E15

September 11, 2023

HE:

o MREITERIMENAM WEM $UEETHE WEM RS, EHACEHARNMRANIHIA,

o AFERIBTRRTATIE, S MFARNET Framework, MIREERKZ WEM 1909 EFAR
&, BESTZIANITENLARSNET Framework 4.7.1 kESARZS,

o HMNBWEELRE T BMEMRSIITEN LT IS TR, XEMATHAREMESMIRSS 7] UEZE WEM
HiERE, FEBTEMEMRSITENRELERNAN

BNMAERET—INIAEE, BTRIEMNEH Workspace Environment Management (WEM) $kiBET#%E
WEM lRE+, ZTEGBEERES WEM #iEEREH SQL XHMES, UKRE SQL X4 EHE WEM RS
Azure ¥IEEME R E, AXNBINAISERARBIEE TS, EFERTERIEZE, BEEENFT, UEMERL
%o
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£iE%% WEM BuEREZ f0, RIEEUTLR:

o IHMINTERG, 5551 WEM RS HIBREXBRFIEHIBEIE AKX,

o ABEMERE WEM BRSfE, #aed s WEM #uiERE.

o EFEEREREZE, Citrix BIVE&H4H WEM $uBE,

o EFETEREEZE, Citrix BEEEURBEALF AT LACE SIBELR XEMET LU WEM $UBENKX
N, MMIRGBEEFTRB KR, BREEEAIFIFAES, BSR REEMEIIRS

o MRMEZIRNE WEM RS FAE&ERELER WEM #5382, Citrix Cloud BFRREA LANBMXIEFEERUT
EiIREE: “Workspace Environment Management $igET# LK, EH Workspace Environment
Management $iEFETHARS EEH R, BEHEBR.” KEXMIERN, BRERIALR WEM RRSEE
% SQL X%, Citrix Cloud AP RENEG LABBHRS AR,

ZITABXEFMWEM 4.7 REERA#HTES. EMRIRAES, 5% WEM 4. X ARSI WEM 4.7 HESHRZE, A
EREBIEEEBE WEM BRSS. BXARIFAER, BESR ARHZ.

Al

EFEEH Citrix Cloud tkP, BEXFMER, E28H +42 Citrix Cloud 1k,

TS AR
SE1. THIBIA

M WEM BRS StRBf2R EW £ T T A (WEM-migration-tool.zip). ¥ zip X fREZI—MERERI X HKH,
AR

Citrix BiVEERE T BMEMRSHNITEN LETER TR, XM HRERREMESNRS 7 LUEES WEM %5
B, FRETEMEMRSIITENESREAN,

SR 2. BUIEELIESHE SQL X

iB1T zip X EE 89 Citrix WEM 117 Tool.exe ,
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B8] patabase Migration Wizard X

Database Server and Credentials

Server and instance name

Use integrated connection (Windows credentials)
Login

Password

Source

Database name

Target
Browse
Settings
Export logs Export statistics
|
Cancel
ERASFEMANUTHIE:

ARS3 B8 FISLBI R MR, FEELHRERER SQL Server SLHIEyt, MASTTERRILA BN T XMEREIRS B THRE.

EAEMERE (Windows £1E). MREPULEIT, NAF BIREIHAS EREETHSHH Windows tkF s
2| SQL Server, AEREMBEZM WEM BuBERNSH SQL X, MR Windows k&8 B BRIMIR, EEMR
BEBBARN Windows #3517 Citrix WEM Migration Tool.exe , st &R ILETH A EIZHEAS BRBIUR
B9 SQL .

BIEERTR, BTBREBIERERNRM,

Bif. BT REEE4M WEM SiEFERER SQL XHFMFIEXAX, A “NK” RHESMBIERT SQL XHHIX
F*o
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SHET. EREERHAT. BEEa% WEM RIEFMENENR. MREA, ESHIHREEXHREEAE. AT
IMREZRE, F(VENERERRLES,

SHATHSE. EHESSHAENBAARIHER. IREH, ESHNMEEXHREERITES. RAERT, It
EFRTFREARS. ATMRIZRE, HZNERERSRBILED,

AR

REAXHE, WEM BUBEXH2BmERE A “EHEIEE name_upload.7z”,

BE ‘GH BoEESHIE, AT BE BE “HEEIBES .
ESHEEd, BET “WEEIBRE d0.
SHEERERE, BF ‘T XAEOHELE “BUBETERS .
AR
o RIBEUREMNA), SHIREFTRFE/LDHELSHEE/ AT E,
o IRE HEESHIRPXAT “HWEEIBRE §0, WsREE “HEEIERS, B S iZds
FERARS, RAHEESEIREEAHE, Ex2FLLSHIRE, FRE “BUE .

NBEESHIREHEMER, BREEE Citrix WEM MigrationTool.exe #9:F# T A es#y Citrix WEM i
BT RERXBEEXH,

$I12 3. % SQL X %% WEM RSB EIEES
BHE:

EfEsERZ B, E%iF Workspace Environment Management [RE5E. &N, &8 SQL XIS
FZIh Ef%,

1. 7£ WEM B35 SERfER &+ £, 8& EH LA EHEE.
2. £ “EH SQL X" TihBd " X", AREREEHB SQL Xff.
3. B WE Fia LHFRE WEM RS SRR EH+.

z[E WEM BRSS SERER EIi+/E, #EESRETRE L& T, WHEME LHR#ITMENR. I £ SQL
XtiE, TEIEREHER.

AR

BRZh EfE SQL XtHfa, EunFsr 10 DH/E74 sEBRR L.

TBfE

JUNBYE, BB —KBHES, SMNETBNER. &F Citrix Cloud AR REA LAMEN, TBRTHRE,
£ B IR ERITUTI R, UEBMNAH WEM BiERETZ IR,
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TR 1. FEgpoiEmsEz WEM fRSizHa 5

1. £ B > [HRizHad, BRMREENERS L,

Qverview Manage v Utilities Documentation

& Action Groups Get d with your Work Envir g service
designed tolet you

[ croupPolcy Settings Gelver the best possible norksgace experience 1o users.
i1 Appications

. Verify that the agent is configured properly.
(5 Printers == Mﬁmu the WEM service.
o 2. nstal
S Network Drives xmwmmmmmhm
e Virtual Drives.
] Regstry Entries . Add the agent host to a configuration set.

1. In ths consoke, select or areate @ configuraton set to which you want to add the agent host.
(8] Emronment variables 2. Navigate to Active Directory Objects > Users and then cick Add to add a user or User group.
@ s memmvm>mwmmmmummmmm¢mm
B Config this console as needed.
ure settings in as
] External Tasks . for better ravigate to System figure settings such as CPU and
% o nfinre e grofles, navte o
& Fla Syatam Oparations B i et ixl < ik ot e o bttt 1 s e St
P ueer o - ~To create actions, navigate to Actions. Actons include managing oroup pokcy eattings, applcatione, printers, natwork drives, and mare. Lise Assignments to make Actions avaiable to Lcars or Lser
roups.

2. & CCitrix Workspace El#F.

Qverview Manage v Utilities Documentation

3. BHARSEMRAIRFEMIED,
4. B FHELMT 5 WEM BRSENER
5. RUFTHEERE O EREZE WEM IRSHEE Mt WEM BiEE TR,

PR 2. PREIRSAREERER

ERNRIETHIRIEEM AT IR S RIBER, BXRERNNGESR, FSR REZEN.
BE:

R INEEE Workspace Environment Management 1909 KBSk A tigitt. TRk, EEH
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RIBZMNZ 8], CMEHLERFEIFEALE 1909 HESRZS.

HE, BALMERSH “SRER" &R THAE, ARFHERRERE,

B (IBhizHE)

May 28,2024

BEEEITE S

1. EF3ER Citrix Cloud 1k,
2. 7£ Workspace Environment Management (WEM) iR, #d I,
3. TE R, BE EERS SpE EE ETF,

EEE

fEm “E1F" ®Em-~EkEE WEM RE,

o BHEAETHERPHNIEUEREFED.
o BEHEFEDUIEEREEOXESENHNAS,
« RIEFEENERE. BEXARANKRENES, B2 BR7EHA (BREFE)

FHAER LR WEM ARSS

1. BIFRERREEHEE.

a) MWEM BR$H “SSBiER” Sl TFEHAE,
b) EREREMEIREREHEE Citrix Cloud Connector,
C) EFREIREINUTERETE,

2. BREZNAMEIEESEF.

a) EltiEHaS, EERUBEEAHDINAEINNEES,
b) £fn2l Active Directory 3% > B, REBEFMLUFMAFRSAF A,
c) &#3l Active Directory 34% > HEH, ABEEFHM OU SHHRMTRAFTMAKEEN.

3. REEFEEIEHEFEEIRE,

o ERUAPFRLURIGEFNMLRE, FSME RANK HECE CPU MREEEUK Citrix AHHaEFg
=1
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.« EfERPREXY, ESMIERMNEEXH, SABEE Profile Management RHEI&E,

« BEEHBPED, BN HEENBREFREMMNREAFIRE,

o EOIRRME, BSME RME. RFOEEERANRKLE. LARFE. TV, WERHEE, FRIET
ERREHAFRSAPEER.

SANEFIRE
AR

MREESIERES, WEENSIMREESNEFRE.

TRILUE Citrix #EFRIRBESNEES, ARREFZRABNUACI). #FRERE WEM REaRMH. ETHIZR
8, i&rifE Citrix Cloud > WEM fR% > AT A,

I & = | Default Recornmended Settings
Home Share View
&« v 1~[ N Workspace-Environment-Management-Agent-2211.1 » Coenfiguration Templates » Default Recommended Settings l v O
~
-~ Name Date modified Type Size
7 Quick access -
_ | VUEMAgentSettings 11/16/2022 3:05 PM XML File KB
@ OneDrive - Citrix | VUEMSystemMonitoringSettings ; 23:05PM XML File 5KB
I3 Thic PC 1 VUEMSystemUtilitiesSettings 11/16/2022 3:05 PM XML File 8 KB
[ Desktop
|if| Documents
‘ Downloads v
3 iterns

ESANBENRE, FEBIEFIQMERTHN TR, EFIRZE, BEBRINNEFRE LT WEM, 555 L4
X,
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Cih’l)'( Workspace Environment Management

Overview

Configuration Set, My config set

Manage v Utilities Documentation

Create

Quick Start
[ Refresh

Action Groups

[T Group policy settings
2 Appications
Lg‘. Printers

Network Drives

wga Virtual Drives

& Regstry Entries

%l Environment Variables
© L_| Actions

| Filters

Get started with your Workspace Environment Management service

‘Workspace Environment Management is a ightweght user environment management solution designed to let you
deliver the best possible workspace experience to users.

1 Verify that the agent is configured properly.
1. Download the agent from the Downloads tab of the WEM service.
2. Install the agent and configure Citrix Cloud Connectors during agent installation.
3. Restart the agent host fo complete the instalation.

3) Add the agent host to a configuration set.

- L. In this console, select or oeate a configuration set to which you want to add the agent host.
2. Navigate to Actve Directory Objects > Users and then dick Add to add a user or user group
3. Navigate to Active Directory Objects > Machines and then dick Add OU or Add Object to add the agent host.

| Assignments

] system Optimization

| Policies and Profiles

§) Configure settings in this console as needed.

[ - To optimize user environments for better performance, navigate to System Optimization and configure settings such as CPU and memory management, and Citrix
1 optmizer.
-To configure user profies, navigate to Pocies and Profiles and configure Profie Management and ather setfings
| - To control user activities, navigate to Security and configure settings such as appication security and privilege elevation,
1 - To areate actions, navigate to Actions. Actions indude managing group policy settings, apolications, printers, network drives, and more. Use Assignments to make actions
| available o users or user groups.

L Security

i s

| Active Directory Objects

__| Transformer Settings

L| Advanced Settings

| Administration

.| Monitoring

=

. EEECE
2. £ EEE
£ EIR:

FERE L

&T, 2F “©BF, KLNEERERERAS

MEMAND” TEL, ®F 8B, REREE “T—F7%
gE8” EL, 8&F “FT—F

, EEMBREIREN DefaultUploadFolder,
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Source

B Restore Wirard

Restore from folder

DefautUploadFalder -

&& | ||f Fnd '|

(E—

StoreFront Settings [F] System Monitoring Settings

o Previous 4 Mew j-Cancel g

5 7 B Tk, &R ‘RAMKKRE". ‘NEEERE M “RAENRE", ARRE “T—%7

AR

R=MEMAVESA Citrix HEFENFABIRE, Hli, “RARKRE” EHATERERNAFNIRE

NATEES. BEAigEaE CPU BERP. Baifilk CPU IEEMERE CPU ik,
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B3 Restore Wizard

Source
Restore from folder

DefautUploadFolder -
Setting Type Selection

Select setting types to restore

W System Optrmization Se tings

| Agent Configuration Settings

¥] 5ystem Moritoring Setings

Actions

| Previous | Mext Cancel

6. T “CRIRENE” TUEL, BF “FTRIRE FBESN.
7. BE B WINESE.
8. BETT.

MRTHENIZEN, WEM REBEZFEEUTIRE:

o FEPIERA > VUEMEnvironmentalSettings., FRALXGSANFIEIEE, A, BFEE RS E, F5
LURJLS:

- EREL, EFFRIRE.,
- IR E#ERF > VUEMApplications, ERLXHSANTHINAREF. Ak, BESE ERSE, FRUT/LA:
- £ “ERELRNAR TEL, &F 8F, ARRE “T-F7
- ERNEL, EENARER.
- £ “BEEE NEL, ERESAIEE
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Bl Restore Wizard

Achans Selecton
Enter texttocearch.. - [ nd
Namge Type
([coaier — apan |
] Notepad Applicatian
Norskale Applicatan
I Select All I Deselect All .| [F] Update Existing Action
Actions
e Previous { EX
=

- £ TREZELET WELE, BF TREFE FREN

August 24, 2022

X B TS

ftE%E, M— Workspace Environment Management (WEM) i (BREE) HREIS—MNbS,
B, T SRR EE B0,

B, TETNREXAYIE R IR A BRAIIE R B R,

W, MIUERRAE O ERAIE R iR,

RS, RiERE ‘BEAT R ‘BEA’. BAE, WEM RIEBRTHEZDES,

wiE. YT “RBEEESL B0, HhEmS “CIERES" §0% M.

kR, MBRZMG, EFREMER “BRINMESR", EA WEM KHMERIET, B, ERIUNE#ITESRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 109



Workspace Environment Management g5

Rl#fr. RIFTILERTIR. MARNEREH QIR RE, ZYIRA=BERIF

&H. I EH MS, BUYMESNESMHEIERES WEM S84 818N, ETUEHRE. 88, R2I8EM
Active Directory (AD) 3%,

o #B1F. SIEERN WEM 127F, SMHERRERSIH BRI XML X,
o RE. BIMEEN WEMIRE, SMERMNKERHSHNERH XML X,

¢ RERE, B “Le " EUFEHNREIRE. SMEREBMNEERNRIRH XML XHSH. ERIUEHRSE
BEXEKHNLUTHE:

- AppLocker Mg E
- NREAIEE
- HREBRREMEENIGE

o AD 3R, & WEM EIEMAF. itEHl. AMAR R, &) ASAITFEIEEESHR AD WKREE, AD X
SLAEMFLE:

- AR, 81TBFRMBFR4A
- it8¥. BEEHEN. HENAM OU

AR
BRI N EREIRGR, EREEERESMBIENMAE, SHEIZEEENREE Citrix Cloud HEIEIA
XHFEA,

o BBES. &NEERNWEMBEES, SWEENEESREFNRMN XML XHSH, BREEDSFECES.
BRI & D SREE XKL TIHE

181F

AppLockers

DEc (S1REMRIEAEX)
- TiEeR

IR ESISE

- AR

%8 (WEM&E)

BREEMRUATRS:

- SiHBEHAEXE AD W& (BaitBEH. HEHIEHM OU)
- HNEEE (FHERIERIRES)
- EEESTEMNE

TR 17 BR mSFURERILEI&EME WEM IRSECEMAE. BT, MTRYIRPEFERANENEIF. ©EF
@& &7 Citrix Cloud X3k, EERI MEDXHEFIZE,
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- MREE T, WERERMNPHFAEAN, MAsH kLR FPrRARMBR A,

o AD 3R, BEMH AD XNEERFNMB R, BT FE AT, EUNESAW AD [R#THEEIET. E
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&) Create |

& Edt

k—d—.‘q -
Eo— -

| 3 Action Groups e nli

(71 Applicatians

[ Disconnect

Start Menu View

g Printers

S Network Drives
tag# Virtual Drives
&) Registry Entries

& Environment Variables

ri;.jaelinns

|| Filters

[ Assignments

L System Optimization

|| Policies and Frofiles

L security

| Active Directory Objects

|| Transformer Settings
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BhRERE, BERRBARBYRED,

##. GPO FIFRHPERH GPO &,

WA, ATIEEEX GPO WHMES, %EEERE GPO FI&RH,
AMRIEE, BT GPO B&8EmERIEE.

R A .
= .

HIRMRIE. NINANERE T EMRNIRE RIS ETERPIFEREN.

o e RVFIEAIEMRSL
o YiH, AVFIEREEMRDL
o MIER. AVFERIFREMRDL

BARIEMRRD, BREAME F. UTRERA:

o % AFEIEEEMRIEIEEINF.

1#1F. BTEEEMRIBIZIELE,

REE. ATFEERRIULEE,

MFRE. AIFERRERRDEE,

BIEEH, AWFERBNFRENASEIERA,
MFRZER. AVFEREREMRITBIR,
BIFRFAEE. AVFERFREMRIFHFREE,

« IREH, H#FFE: HKEY_LOCAL_MACHINE # HKEY_CURRENT_USER.

« FHRIR, RERTMMNEIMRMANTERR, flw, 0R HKEY_LOCAL_MACHINE\Software)\
Microsoft\Windows 2 MRMHTERKZ, N Software\Microsoft\Windows F
&R

o B AFENEMREEERT. TEFREETHHE A — M EESIMERE.

Mame Type Data
REG &2 (value not set)

o XB, RTFEHERERIELE,

- REG_SZ, ItEBBATHRRALARXAEENREFTT S,
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- REG_EXPAND_SZ, [tXRZ2— Al BHHIEFH R, HHEEUARFARNEERMNTE, fim,
SHFLUTE, FRE “%SystemRoot%” iR IER SR KA LPRALE B ik,
- REG_BINARY. Efalfizziey Zi#HIEkiE,
- REG_DWORD, 32 fi#{¥F, WREEBEERFHRE, Fl, 0" RRERA, “1” RRERMH,.
- REG_DWORD_LITTLE_ENDIAN, /hi#t&=tey 32 U=+,
- REG_QWORD., — 64 {iify# =,
- REG_QWORD_LITTLE_ENDIAN. /N#igzUHY 64 %=,
- REG_MULTI_SZ, ItXBRAFRRAEEFRASMENENSFRNE, EMEKEBATFHIR.
o BB, AFERANSEMREWNNOHIE. WFARNHEXRE, ZAEEEURRNERNBATRRNEEE.
BRI RE R E— LB B, BFIBUT/LR:
¢ 5HKEY_LOCAL_MACHINE *ftREE 2 TxBHEXIGTE Citrix WEM Agent Host Service Bz
1ETER SQL & BRIFTER BB A,
« 5HKEY_CURRENT_USER FMREE R TTRENERTRAFP ERITERK.

ETXARKIRE

TRILER LSRN EDE#HIT LT, MMEARBKIREE RN, MERBE—FAVNS MG NHAFPKR
EETIREMNARIFE R4, WEM Agent 72N A2 ERARIRIRE, TN, 7ERHERITIMIESRN, REXB
TXLERE,

FEARKSBEERHNENTIERRZNT:

1. EERBITHATR, SME LR > ‘KU HEXEMG. EBR &M
BE:
BXAAMERHNTEYIR, B8R Mitske. ARKEEFEAPTITENLE, FLEMEREFNE
BFRFIEE, NREXEERGRATFIHENILE, WEM Agent BRBEHERGHEAITENILE,
BEXREATIHENLENMEFHNTEINR, E2F NEATIHENIRENMIESR M,

2. SME KR > NN FENIHESIMN, EALUSESE 1 BEXNREEBEZAN T, BB A0,

3. SME BE> ARIKGE, ARKBEAKKILE,

4. SME BIBIZHIA > S > RIFHE, RETRIUATRE:
a) WHEAHSRISENAF AR H.
b) #EENERERF, AEREEAASX (>) UDEENT.

C) £ “HFE % BOR, EREESE 2 PEXNHN, REE & “BE . KEN TR BEBE
‘BofkE” B

d) ZESRERT, EBEBNMER BA—IEBRUIEER LK. NMEBK, RERHES. HELK
BEIRERERENE, URREITEREPREEBKRISEL,
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TEFHTERTIHENRE

iipritr = i BERATFITENIRE

ClientName [tEz2 5

Z i |P #hhtIeEd 5

FEMREITE WMREL HKCU FLELEEMFRE, N FMRET BELTH
ERNRNATIHENIRE, WAREER.

BFEXR/#XILE 5

HPF UlESTES

iy

P SBC HiRzEE

I

Active Directory E&{ZILER

I

Active Directory EMILER

I

ClientName RE2

I

BEZER P itttz

iy

TEMRELE

lig

TR P EK /X AR

iy

SBEARF Ul EEE

iz

iz

3%%& Active Directory BRfZITER
%% Active Directory B1$ AR

iz

E iRt OS ILEg ES
TEF IR F R R ILAD ES
Active Directory 4AITLEZ £

%% Active Directory £HITHED

I

BRBHHRZIT

I

NRER

May 28, 2024

1IN AR RIES TR B
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e

o A LUER Citrix DaaS WRERBEEERmAENAEFILE, ARFFMER VUEMAppCmd.exe
A AT B8R, VUEMAppCmd.exe AT #f# Workspace Environment Management {I27E
Citrix DaaS (A #1#r A Citrix Virtual Apps and Desktops As3)#0 Citrix Virtual Apps and Desktops
AL ARER B2 IERIMRAIE, BXFAER, E5R CATRLEEEARREBNAEFILE,

o TR LIERSLERY B Workspace Environment Management ##1E, FHEINEEFEE K,

NMREFIE

ETRMENARFRRNTIR, EALUER “BH% %87 D MiEdlx.
AN B BEF I —RITIERZMNT:

1. %3 EBHIe > 12(F > NAERF > LAREFIIR &I+, BE Rl &, aREETAKE, AFELT
MERBHRER RN R ERIENAERF.

a) EEMET L, BAFRER, AGRESEEFNARFEE,
b) ESEIAI £ £, ANARFRIEGHRESTERELE,
C) £ “BRIEE” MUtL, ANAEFEBEESRI.
d) #& “HE KRESIGHRY “FERAER B0
2. %3 “EEEHE” > “E57 > BIENET ET.
a) MEBRHESENARZFNAFSAF A,
b) EERNBERF, REEEAAFX (>) #HITHE.
C) ENEMEBEOR, HFRER True, AERTHRTE. UAEFEN TR GRBE ‘BHR &5,

d) ZESEEED, ANAEFREUT RS MET: IBRKAE. IBRERR. eI “Fr” XH. B
EEMESE. BER “Fie” ReEMBmE.

ZOEARERE—LENEAREN, AARRTEESRIRE > & > RSETUET+ L SQL RERIFERIEERN
B, MRFE, BRITUTIE, EHEIAEN.

1. %3 “EEEHE” > “BEF > “RE > ‘Gt &mk, ARBRE RIEF

2. ARBEHNRE, AREL T XREFERRIHTEXKAE,

WA ETE

B, NARFRELSINETREN, ERENBEFTIRP,
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W, AWEEERXNAREFIHEMER.
MRREFEE, RERITHANNARERFEE, RIBEREE, BRRAEIEMTRE.

« ERENVARERF. BTRIZ—MRESN, LITAREEAF BN LNNAERF. ORERILEDR, NERER
TESTRL LA TR 1E

- IEER. BABFPITEN EXARNTERRZEANBEFOITEXAR, £ 51T FRPBATER
7, FERBEmIET,
- B, NRFTE, BANAEFNBEHER.

o XXX, BTEIERESRNNRESR, YAFRERESRERN, ATUERPTENLITFBFXXER
XX, MBEFIED, WEIRRIETTH TR

- BfF. BANBEBXHHXHTITERR,

AR

ERAKRIMNEMAIEN, MNBEEIREMERHE, I WEM a9 SR N AIEFR B n R IER,
 URL. AFERMEBZERFDN URL, MREFIIED, NERRETTM U TIRE:

- #EAX URL, BANARZERH URL,

« StoreFront &5, AIFEARMET StoreFront NARENRARERF. MREFIED, NSRTETRUT

BIE:
- MA®BE URL, BAESEMNRESRBEIHZERR StoreFront RZAREER URL,
- FERE, AMEMNPEARBIINZIR (FTM StoreFront AREIERS). B R SIS HEFER,
e

ZET StoreFront ABIERMNARER, ERIREENEE, F—XR2ENNEENARERRN,
BER—IMWEE, IHEFEFRTERNBTEREEAT Windows 89 Citrix Workspace R B1ERF
BER, 2/E, BHIEEEREN, HhER7TE WEM E8isH & 184 _Eiz178 Citrix Workspace
[ 2R Windows 1R E & AREFHITIR.

“FHR” KEBEM. AWETE iR RENAMEERNARFRESANUE. RNERT, &7 EFPEIEMN
RiEAN. BEARBEAXCGBBENMHE, BRITUTIE:

1. Bk FIRE LUTHT aREREERE §0.

2. FizEOR, AREL EF, ARMNETXRERES R, BETR “CIBFHFBREXMHR" EH.

3. FZEOR, EEXMHREM, AREE “HBE .

4. B EE BY “FRXBREER §H.
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GEIT ETFR
B . RIFEANBERRNERT. 24 EFEER BAG LHNERXHNTERE, MIIRPERRRER, ARS
& mE. BXFAER, FEH 2EEER. BiRUFFSERRFHEEEEED.
o REDPREIT. EFNRPNETSBHEET.
ER5l. FEIFBETR,
MRAREFRS. EHREERNAEFRESN. BAE, BGEENRSAF, REBHLASLAEE,
o #PIRN. BAG, RELERFETEAREFRESR. RESXEGREE —NEENES, ZRrRESRFTTH.

MRAFREERESR, BRER—FHER, BNMINBEFTIA, FRLEDR, ErUEHEREELHBNA
EFLTHIPRSHE R, MEFRAIMIPRXENBEZFRES

ETREM. ERAFAHERERERESNNZR,

PR, ATERAPEERTRINARFNARE, ARXOKXNE, FHRIUTHEIARN (Blm): Ctrl + ALt +
So

BRIFRE, MR ZFRE M ARE BRI,

‘BRIRET B

EBRBEmBEREE. EFIETE, WRAFAEEHHMRLAIEFRER, WREIERIFNBERCIEZNBER
REF o

SEREIEME. ATFEERAFRELIEENAREFRESHIUE. BEURENEL,

Windows #x, Z#IARFREAFITEN ENS/IVE. ZBEREAMEOFITH,

FEZBBRSTET. MAFPTENIRRNARERS (BBRSFHE) FRENAERF. SERETE Ul B TET
B, ARABEdAREGESEPOAEERKITAAERSR, MREFIED, $M BN BEFREN EENA
EFIHEERIRRENA 27,

e
BRENAREFRRESR ETUTHRIEREh 2T A LUE AR NN AREFRIE, ZEMa M EBEHE > 58K
2 > Ul I NMER > Ul RIBETUET £33k 1T. BXFEAER, 521 Ul REBME.

ERP W FRIRIRIES . TR W KX RPN BIEFRES .
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TR KEME

£ Fi” RBEHETRNAEFRES XRRUEHTE,

RIHr. RN FAEFIR.

B, fIA—1TAS, ATFEERERNBEFRESBHENMIE,
RiB. TANRAEFREES.

MRR. MIRRERE FIN A2 7 RS T E IR

N2 B EhEs

Izt e A=y SV
.

B ERER e DL BFRNFERRRER. £R%IA,

e

BINEWERLT AR Citrix BN BRER X,

IEINREEB TS

o DEEHNBEF A UERMEE,
o ARAUE—MIERNEAMINFRERAER.

BREUE—MIBEREFE S B

o APREIIRRIGIEEERINBERIMIL, /A Profile Management, aJLGEH KR PE,

BHRAFRIUEERBEPERITANBEF B2 T A (AppLlauncherUtil.exe), ZT AN FREREX
f & th: %ProgramFiles%\Citrix\Workspace Environment Management Agent)\
AppLauncherUtil.exe, IAZIAR, AFEEIUTHE, RMTHEAMINNERER:

& App Launcher - a x

All apps Favorites Management tools  Browser bookmarks

regedit

« FRENARERF. ETFAENENNAERF. FIRIHIFEN: &, AFMER.

o WX, BRAReABRNNRERF.

- TR, ERUTRAIA:
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- Taskmgr. ITHESEES,
- VUEMUIAgent. =50 WEM Ul iE,

o FERPE, ETRETNEHEBEPNONLGE, BIRERE, AR ETRETANGEF LR BEFERE, BE
BTSN 28 0 4H, ILIHAEIN Sz Google Chrome # Microsoft Edge. AITRRIHIFER: Rif. A FEHEF.
o BESEN. B—MEHED, RATFAFEHESIE
BERAETEN LEESENEARERF. MIRRETEN EARRESENNARER, WETRZEARER, BEEE
i,
B Application Launcher — a x

All apps  Faverites  Management tools  Browser bookmarks

Search Sort: Most recent ¥
w oy oy
¢ 6 Q J)
Chrome adge Edge notepad
The following applications are assigned to you but not installed on this machine.

Motepad++

BXRIEERLLIRERTA, BESEAR DRV ARFESE—MIE,

PR EAR

ERFE, BRERUATIE:

1. BREIFATRETE WEM IRS8Y B &5+ ERRE E,
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Qverview Manage v Utilities

Documentation

@4 Configuraton Set| test b % Backp
@ Create ¥ Restore | Quick Start
& Edt Ly Retreshl{ ) ot
I 5 | &l
3 Action Groups Get started with your Workspace Environment Management service
= Workepace Environment Management is a lghtweight user environment management solution desgned tolet you
Ul iy deliver the best possible workspace experience to user:
I Apphcations
1 Verify that the agent is configured properly.
&8 Printers 1. Download the agent from the Downioads tab of the WEM service.
2. Install the agent and configure Citrix Cloud Connectors during agent nstallation.
S Network Drives 3. Restart the agent host to complete the mstallation.
% Virtual Drives
) Registry Entries B) Add the agent host to a configuration set.
e 1. In this console, select or create a configuration set to which you want to add the a vethns(
& Envronment Variables Z. Navigaie to ACkve Directory Objects  Users and then dick Add o add a ueer or user
@ rors 3. Navigate to Active Directory Objects > Machines and then dick Add OU or Add Object r.ondd the agent host.

[ miFies
) |§) Configure settings in this console as needed
F] External Tasks

@ Fie System Operations ~To configure user profies, navigate to Foloes and Profiies and configure Profile Management and other setngs.
e pe -To control user actvities, navigate to Security and configure setiings such as application security ar

5P User oSN - o

|- | Actions |

~To optimize user emvironments for better performance, navigate to System Optimization and configure settings such as CPU and memory management, and Citrix optimizer.

“To.reate actes, navigate to Actions. Actions indlude managing group policy settings, applcations, printers, net heork rives, arc more. Use Ans ignments to make actions avaiable to users or user

2. B Citrix Workspace ElfF.
3. gF FHEREDEERMERH £ F) Citrix Cloud X#%,

==
AR

BENARBERXHHUGEER. HABXHIHRER, HiTgS

XA MEIR, BXXFIHRREINESER, BSR LHXMH.

4. 7T EEEHG > B > NAREF > NBEFTIR BT, 8E M.
5. £ “MENAER" EO4, BRI EINER &, ARRE & FET

BFRZX . MBEBE, BRF

6. FEMERBT HOR, BALLENEMXGNTEXHRERE, MNTHRIIRPERERE, REEE M
Ho BAXExgEN C:\DefaultUploadFolder\. HTIRUTRABATEHOXHRR: C:\

DefaultUploadFolder\iconname, f:

o C:\DefaultUploadFolder\iconname.ico
« C:\DefaultUploadFolder\iconname.exe

7. 7E “‘EfnEERS Z09, EFEANEN, ARRE WE .

ERTEREEERmRENAEFIRE

Workspace Environment Management (WEM) A& RRETEFHTE, MEMEBEINRZ, VUEMAppCMD
T A (VUEMAppCmd.exe) Al i WEM REBHE B EA NN BREF 2 TR ELE, EMATRER
Bk %ProgramFiles%\Citrix\Workspace Environment Management Agent\

VUEMAppCmd . exe,
AR

T 64 (IR(ERSE, BRA %¥ProgramFiles (x86)%.
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ERIEATEREEEAERENAREFLE, AEHFMER VUEMAppCmd.exe MRIHAITXHEEEZE, AL, &
FTERATHE:

1. FEAREFTRL, ERVAER, REREEDNEY, ARKIUERH,.

Application Settings

Identification Location
Delivery Enter the location information below.
Path to the executable file:
I Location
C:\Windows\system32\win32calc.exe
Groups Browse the applications on the local machine, or enter the path manually.
Limit Visibility Command-line argument (optional):

Example: https://www Example.com
File Type Association
Working directory:

Zone
Example: \\'myapps\

G G Gom)

2. 1 “BHTXHERT FED, BAWEE VUEMAppCmd . exe.

o BALTRAE:%ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd.exe,

3. ERRITBUFRIPBAEBHNLAREFIIRR,

« BAE®BT VUEMAppCmd.exe Baif ARFHERR. IRBEGETE, BREKNARER
e SITEEEWEISH,

o 0, RigEEEE VUEMAppCmd.exe =5 iexplore.exe, &Er] LU BN L T < R ITILR
E: "%ProgramFiles%\Internet Explorer\iexplore.exe',

FTENL

January 24,2022
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IR B3 TENAL A BRET
m:

SR LUMER IS ShERY B Workspace Environment Management &, EEINEEERK,

MLRFTENH TR

BAEW— D WIEHEWERRNIIR, EoUER “E1%° R\ D MHiZiTENNgx.
AR
o WEM R LI AT IFERAIAEX LRSS N MEFTENIRS 28 SAFTEM.

« Windows Update R it 8 =% KB5005033 /7, 7 EMITENNISTAEE T, HILLA M
FRRERZEMAL Windows TENE AL B2 RSN BER. RS ERFIRRS.

ARINFTENHL

1. 72 MEHTEMNTIR &+ £, B& F HEREETAXE, ARELETXREREE Rl
2. 71 “HEMSITEN EOF, BAFREES, ARRE WE

FEANIE M

Bifo FTENHLERTEFTENN T RP B ERE Mo

W, WFRNBTERS/QEAST, HATEEEREXRRNEMER.

BIRER1R. $TENHTE R IR RRATRIRR 2o

FTENNURTS. IHMTENNZ B RAERER. BARE, BESELAF, AEBEEARSNEH#TAE,
SMNERIEIE. AVFIENBARE R B FTENL BV E 4R

BREE, HRARIERIF S NAEF B EHEEITEI.

IRFRE, WMRIFRE T ARENIRE. WTERKEMETENNX M, 5 BIRREIEN XML ITENHFIRS R4
WEE (FSE XMLITEINTIREE) . RIERIFE, TR XML XX, LUEFTENHARINZHEIEAT I,

MR IR Th2E

January 24,2022

M IREhES YRR ST
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e

SO LUERBIASSRERY B Workspace Environment Management ##F, EINEEEEA,

MR EHER TR

MEMEIRENBERNTIR, ErIUER Find RIBXAFRBZEME 1D fMigdiR.

AR IR EhER

1. A ETXERE R an <o
2. 7 MEMEWEDE WNFEETRRRANFREE, ARR T

FERAIE M

B, REhER B RTEMKIERNRTIRPNBTEM,

W, WFBNETERS/QEMST, HATCEEEXRRNEMES.

BiRERR. TAATERETEIMSIREERRT,

MR IEENIRTS, RN ER R BEAERER. £ARE, BMENELER, REBEUFIWEH#TAE,
SMERTIE. AVFERRR AT ERDIMA LR R E R,

EREMBERES. HRAERFIES AR BEMCIZMKIKEER.

RENEREDER,

IRERR, WRILFRBM AKEBRE FIANRENRG LRGSR,

REIXIX B 25

January 11,2024

TR INIRThESAUBR ST, FEIMIRENESE Windows EIMIRENEsE; MS-DOS RE R, BATE M4 IRZMEIZIIRED
A=
e

SO LUEREIA SRR B Workspace Environment Management 1, EINEEEEA,
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REPAIREHERT 2R

ETIAEEMRHENTIR, ERIUER “B REMK D fikyIR.
AN D EEEMEENE TIERZNT:

1. %3 EIRTHIE > 20F > PR > EINREERTIR S+, BE M. 5E, ARBEEEAKE, AEE
ETERSEHEE AN, LR ER MR ENIREE &0

a) B ETMELE, BAFBER, AEEREETRENIRNRIEE NN,
b) EMEREESFHREFEEMNIEEEED,

2. ®E “EEIERIR” > “ES7 > “BAENER EWF.

a) MEBMHDEEEMIRNBHAF AP H,

b) EZREMIRENE, AEREEGEX (>) #HTHE.

C) ENFLIEBMNBHBSEHEOR, HFRENE, RERHES, ARREHE. IREFT—IITHR
ohER BRI BARINENER, BERES (%) FRMARKENTE.) BINEHBEM TR BRBE
‘Bok” B

ZOEARERE—LENEA LN, AARRTEESRIRE > & > RSETUET+ £ SQL RERIFEREERN
B, MRFE, BRITUTIE, EHEIAEN.

1. %3 “EEEHE” > “BEF > “RE > Gt &mk, ARBEE RIEF
2. ARBEHNRE, ARELTXREFERRH KA,

FEANIE M

B &R B, RENEE BRTEEMIKENRTIRPIETRE M.
WA, AWFEIEER XEMBHBNEMES. EENETREREHLEZERSH.
BIRERR. BNEPIEEHERTE A A IFIR PRI R,

AR
ERRMANERAERN, MR BRRE ENEHLE, WEM FJETEIETT.

EMIREEIRT. TIRENRMRERATEERM. BAE, BEEskLAR, AEBEFASAEE,
REANTREDER. AFEEEEESRERENT RS,

GEIU EBF BRERE, HARLRREM AKENERE
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ERRIN

June 16, 2022
ERIEMRIAICIE,
B

A LUER RS SERY B Workspace Environment Management &, EEINEEEEK,

AMRETIR

WEEMERIMAIGIR, ERIUER Find RIBXAFRBREMS D HiEdIxR.

AR RN

1. B ETFXERE 7R 6<%
2. 7 fEEMRE WHEEETRPRNFAES, ARR THE

FEANIE M

B EMRIHNEREN, BREEMRITIRF,
WA, IWFERNBRTEMRA/AZASH, HATEEESXRRNAMES.
AMRERS, THEMRTNERAERER. £ARE, BMENELAF, RBERSWHEHITAE,

EfRERR. BEEPLIETMRIEMRME. Workspace Environment Management R 858 i M
R, AETEEERERMN% i+84/Name%)\ HKEY_CURRENT_USER —X 2 Bzh5emi.

BirE M. EMRETIMERDERHIZFR (150, NontSecurity).
EAREE, BoIEMEMRTAZEE,
BB, EMRMEIZGHE (FI70, 0= C:\Program Files)

BIT—R. BIMERT, SXRAERIFBS, Workspace Environment Management i< ol#EMRI, Ehitts
EHER] 5 Workspace Environment Management (X8I 2— MR (FEFE—RRIFE) , MARESRRIFES
BE—R, XETLUMNRABRIFZRE, LHEYEOAFHE T TS EMR,

BRIFEE, AR ZRE M ARE BRI,
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SNEMRRX S

TR LR AR X R IILGH#IT B, HEINREHE LAT RS

o ENFHKEY_CURRENT _USER FRUEMKRIE, EREMRTIIIEE, EReEE HKEY _CURRENT _USER
ToEEMRILE.

« EXXEF REG_BINARY #1 REG_MULTI_SZ AR FMKRE.

R X LIRS, BHAVERWEMER ARKIRE PHSNEMRXEETR EIMEXHFANE WEM, BXFAESR, 1§
25 MEMERXHSNARKIRE,

BEINEMERXM, BRITUTERE:
1. A “L&E” EREBESAREMRERXH. ZXHFERE Citrix Cloud BIERIASU &,
2. %3 |BhREEH G > BIE > E MR
3. ERER R, BE SNEMRXHE.

4. & WERERXAHSN BOF, MIIRPERFAFEGEMRMG. EHAIUFRBAXAGR, RAREE B
HE e,

5. BHPEFRAMERERT. FERTRE, BERERRIRETIR.
6. ERESANIMKRIKE, ARRT “SNEET UBHSATIE
7. BEWELRH,

FERAMIE M

AMERXER. SHME reg XHHREE A EEMER. reg XHEEESAE WEM 89EMRIZE, reg X
BAETFROIFRRER, RFRNEAESANEIRRIZE,

Hif. 3 reg X, ARETEXAEERNEMRIRETIR.

AMRETIR. FIHESAN reg XHEEMMEIMRE,

BRSANITE. MREA, NKIANERTERAMSANEMRRI

ESANTBERZMEIR. MREPIED, WEEILBSSANFREEMERTZMR (B0, “XRXP” 3 “1457)
BB IR — M RIR. XAFMA AE MRS AR TR M R

pE=

~

It

SEESNEBRRBMEVERERT. MR .reg XHEEZ MEGHEBIMEVEMERR WEMRETIRFFR
), FEREP—IIHITEN. IRESANEMAE, BESZEN

~
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FELE

November 28, 2022
EHIIFIR SRR,
B

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEK,

HRTEIIR

NBEFETENFIR, ERILUEA Find RIBXAFRBREMR ID HEHIR,

AR E

1. B ETFXERE 7R 65
2. £ HBEWREE WHEEET FPRNFAES, ARR hHE

FEANIE M

B2, BENBTR, MEEEFREETIRPHE I,

W, WFRNBTERS/QEAST, HAWEEEEXRRNEMESR.

HFREERS, VR REERRREREM. BAG, BESRLEEF, AEEFIWH#ITRE,
LTERM, HIRLEENINERT.

TEE, FREEE,

1RIERE, MR FRE M AREBIRIF,

RITIRE-

i

January 24,2022

mOAThEEAFE Fim COM  LPT inOBRET, ERaTI6ERA Citrix Studio SkEg/E A COM O LPT it O/ B 5hi&E
¥, BXEMER, BEN EOEERERRIZE,

NREARAIBEF ez HIE N IR OARBRES, EidEE Citrix Studio HEAEFIm COM IsAZEBEHE ik LPT i
AFEMHRE. BRIAMERT, ik COMimAEEMM LPT mOEEM.
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e

SO LUEREIASSHERY B Workspace Environment Management 24,

mAyIE

WEWOMNTIR. EEIUER B %BRE ID fMEdR.

AR O

1. METSCERERIER .
2. £ im0 SHEEETR ERANFAER, AR E W

FERAIE M

B ImHEREROFIRFHNERER.
e, (RETERAE/IBASH, HAWETEERXZRNEMES,

BOM. REORBRAERER. BAR, BMESELAF, ABUASNEH#TAE,

ImHRM. IwOEITIEER TR,

wmOBR. BiRHO.

R ETR RIEEEL, AR ERAITRRIEREL
fign, ERLRINTAREERHIRE:

o IHOFR: HEFE “COM3.”
mOBE4MR: WA \\Client\COM3:

fEHINREE R Ko
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E New Port

[ General ]

Display

Mame:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Paort name:

‘COM3: M

Port target:

| \\Client\COM3: |

Actions

Ini X%

February 27,2024
L ini SUEHRIEMRIRE, ATEEK .ini X,
R’

&0 LUE A shAS LR B Workspace Environment Management 121, EEIIEEFERA,

Ini XHHRIETIR

ERIEE ini SXHENTIR, EILUER Find RIBXAF R RIZREMY D fikslx,
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AO0.ini SR

1. A ETXERE R <.
2. £ “HE Ini XHHRE WEFERTRPRNEAEE, ARRE “WE

FERMIZ M

B .ini XHRENRTEM, ERTE | i X EFIRF.

W, WFBNETERS/QEAST, HATEEEEXRRNEMESR.

Jini SXHEIERE. Rini XHRIERBRAERER. BAE, ESRABF, RBUFRESNE#TLE,
BIfEER. BE.Ini XHHMUE, ZXHBERFRFRPRBTN#HTES.

AR

ERRMANERNAEN, MREFREENELE, WEM FIEXEIETT.

BARE80. EEUIRIEEX.Ini XHHHANERS. MREEE T — M REFENED, WSEIZZED.
BIMERTR. EEERNBIERNRM.
BirthE. EEEES.

BIT—R. BIABERT, 8RARIERIFET, Workspace Environment Management #&#17.ini SXFigME, &
Lt %EMERT 5 Workspace Environment Management (GiT—R12(E, MARESRRIFEIHITIZIZN . LR
AIINRAERFERE, CHEREESHAFR DT TS .ini XHEIFY,

BRIFRE, MR ZFRE M ARE BRI,

ShERESS

January 11, 2024

EHIINMIESBIIT,. ISBEESEEEITHANNARER, REREBEIVIAGETHANNBEFNENIZER. & B
&E3E: vbs 1 .cmd i,

ERINEBESTIEE, EaILUEEMMEITINGES. XETLILEEEMMEIERF IR,
e

A LUER RS SERY B Workspace Environment Management &, EEINEEEEK,

SMNERESS IR

MEIMBESHTIR, EIUFER T RIFEETIR,
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ANININEBIESS

1. A ETXERE R <.
2. 7 MERIMMESS EEETRRRNFAEE, ARR HHE

FERMIE M

B, ATHEEISESHETER, RBRMEREINIESTIERF,
WA, ATFHEEAXRINPESHAMES,
BiE. BTEEINMESHRR. RREFERFAIMEREITHENR. FHRF:

o EEIMEENRESAEEN .
« REFNEEETESIENIEZER.

Fit. BTHEERMHBHAHSH. EAUBAFNH, FHRESBRERLETHNANVABREFNSH. BXER B
&7 M S8 FRERE, BESRE SMEMES T,

AR

ERRMANERAERN, MRE “BE” & S PEARNSEHEE, WEM RIGETZEIETT.

SNEBES RS, IERISMNBMESRRAERER. £ARE, MERESHRLAF, AEBEEFASQRERS
BITERE. MREPLLED, NESKERLET, MAzERFET.

BIT—Re WMRERULIEI, TICEEMAIET £ LEZFE T MEDR, BFAERERTENRS, WEM R ZRIE1T
—RES. ERINEFULED,

HITIRF. AWERES MESHEITINF. SEEAFRARTZMSHERG-EESTERMES A EMNIETT
B, WERMKBEER. RIABERT, ZER 0, BESTRITINFEN O (B) BWES, AREBITEN 1 WES, ARE
1T1ER 2 91ESS, i3,

FRHESTH. BTEERESFHESTHNEE, RINMERT, FE8I ER 30,
1RIFREL, MRIMNBES R ARERERE,
BRIEMRAE. WHREAFERUTEEEENINIESHMMA S

o RlET. EHABARFHRERNESZITINIES. BABRT, BT EFRTS,.

o EMERE, EHRAAEMERIETRENTENNESEITIMNIES. AERT, BT FERRS. MR
WEM REREEYE Windows i&& £, NIERFRIEMA,

« BR. EHRAERNETETINMES. RINERT, S TR,

o AW, EHRAPIHENERIETINIES. BRIE Citrix APBERRSETET, TUERFEER, BRAER
T, RiERZED,
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o BIFFIERR, 1EHISAF S EESTTREN T B ERNEDEITINMES. RINERT, RiEPZiE,

o BiE. EHHAPNEEEETAENTENNESBITINIES. FAERT, REFIZEDT.

o BUHBIE, £65AA@EESTAENTEINESETINIMES. RINERT, RiEPZiET,
e, BIEMMBPIETRT, FE R TRE]:

o XEHRTAEMETF Windows E, ERLEIFFEHR, XERIMAEETERTATIE, Fla0, 7 Windows 10
gt Windows 11 #=iE VDA LEfTHREH, MFERAMAEER, Bk, BEAYNEET. (EXMER
T, BENKIHRMER “BiE. )

o HTRNERXLEETATF Ul K32, 8RN RE:

- ZEx CMD REFERXLERTE, RESESAREMNEHNERFPIFRREE, LEEINIES
BIEEETT.
- EHEAESAES, CMD REAIEELEUREAR I

RFR#EZMML R, INRRATFEREA#HZEENIMNIESHMA R, EALLTHEE, BRLIENXIMNMES, UENEX
EHIRETRARHER, HEHRRERINEEXERR, SERICIHEOEINIESBLL, ERHEEFENINIES
BYfh % 23 ] LAE RS I E IR A P 1R,

o EEALTIREZA, BRIERGHEUTRREMS:

- WEM RIZR7E Ul B T RhFlIETT.

- EENHESERBFER—AFRIEPIBET.

- BEfEENIMPMESRERITRS, BSL4E SR IRE > BE > “SREWN EH+LikE ‘B
BEIRIH o

o EHERINETT. EHEEEHZERMNETIETIINMES
o HIEERITIZIT, IEHIREEIEEHEEREBITINGES,

HPEHEER

BRZMEEE, WEM Agent SERFEEHENAIE—E N Citrix WEM Agent Logoff.logWBE
X, BEXHMTRFNREXHRXERS, WEM KBS XA EENSRIBEREANEEX . %E2r%EE)
1 B AAIHEBR S SMNERAESS AR K AYIE) R,

SMNERESS

SHFHIZA (FIg0, PowerShell #ZR)
o MRNHEBRRMAZIFTEETK:

- £ ‘B FERHP, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl

.0\powershell.exe,
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- EBRFHED, BAUTAHE: C:\<folder path>\<script name>.psl,

SE, BUENEEE “BE FRPRNMAEN BEF, fl: C:\<folder path>\<script
name>.psl. IRFE, £ B FBRP, HESHK. B, WAXHRZTEREREMIZFITH, B
FRFHRPEENX LXK, BRXXAREXENER, 558 XHxik

o MRXHRBRHMELRMEETE:

- £ ‘B FEH, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
- EBEFHEF, BAUTARSE: —-file C:\<folder path>\<script name>.psl.

TR AER (170 iexplore.exe):

o £ ‘B FEH, BAUTRA: C:\Program Files\"Internet Explorer"\iexplore
. exe,
o £ B FEH, BABITAMMIEY URL: https://docs.citrix.com/,

X4 R SRME

January 11,2024

EHR SR EHI R A IR,
R
SO LUEREIA SRR B Workspace Environment Management 12, EINEEEEA,

X RGHRIETI &R

WE R IIRIENTIR, ERILUER Find RIBXAFRBZREMR ID HEdIR.

AN RFEHR I

1. B ETFXERE 7R 6<%
2. £ “HEXHRGRFE WEEETFPRNFAES, ARRET HBE

FEANIE M

Bif. XHEXMHRZFNETEM, BRETIRF.
W, AWEREERXAZRNEMES. LFRNEREIHEIBERASFETR.
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XHRFIRIERS. EHRERERERAXGASIEE. B2RAE, BMENESLAEF, RBUASHHITLHE,
TR, EHIRREX B S K AIER R,
BirEgiR. EHIEX A XX BIFER.

AR

ERARMAEBRRIER, MRE R BEHEFRIEPEAMELE, WEM AJETEET

MREFE, WEBEBT. EHXHHXHRIEFRESEREMUERERNIMEXMH TR, NRBRFILEDR, FE
BMUIBEEFEAEBBERB MBI HH X, WASERIZEMAIS o

BIT—R. BIMERT, SXRAERIFBY, Workspace Environment Management T RFIRME. EHF
LtEETA 1L Workspace Environment Management {(GE17—RI&(E, MARESRRIFEIEITIRIE. XA IR
RERIFERE, THRYENAFR DR T FSXXHRGIRIEN,

BRUERE, BRI HRIRER T AKEMRME: &5, BbR. B, EHBH FSHEE BF EENSEE,
BEERAFET Windows SeCreateSymbolicLinkPrivilege MRUAFEIERNSERE,

WITIRF. WERENBITING, ILFEERERTHEMREETIT. BRBTHITINFER O (T) B9iE, AREBITER
1 8981, AIEEITEN 2 BURIF, RILSEH

FAF DSN

January 24,2022
EHIAF DSN s8I,
R
SO LUERBIASSHERY B Workspace Environment Management ##E, EINEEEEA,

FAF DSN 5%

WMARF DSN M5k, ErILER Find RIBXAFRRZREMRE 1D fHEdxR.

RN~ DSN

1. A ETXERE R a<.
2. 7 “WAF DSN” HEEE-RHRNFAEE, ARRE WE,
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FEMIE M

B, AP DSNHMER&M, BREAF DSN F&RH,

W, WFBNETERS/QZMST, HATEEEE XD RNEMES.

FAF DSN KT, tIEAEERAMAF DSN. #AE, BMENELRR, REBEEFRWE#TAE,
DSN &#F, AP DSN BThae& R,

B)#l. DSN Ikzpi2Re. B, R3x#F SQL ARS8 DSN,

ARS8 2R, FAF DSN i&E#ZIM SQL ARSSBAVE R,

Database Name (¥iEZE&#R). AF DSN EEZH SQL $URREME R,

ERARERBHITER. AVFEIEER TEERIRS 3/ HUEENEE.

BIT—R. BIAERT, SXRERIFES, Workspace Environment Management #8&6IEMAF DSN, AELAE
alf§ Workspace Environment Management X8I —%xEF DSN, MARESRRIFEIE—R, Xa] Ui
RERIFIIE, THELENARDETFZ DSN BY,

1RIFRE, MR ERE M ARKEBIR(F,

S KEX

October 26,2023
BE:

BEENXHLEXKSBHMARINKEK. B2, HEITFERNXHN, “CHREMEITFIXMH?” GO
HARIM, RREER—INBEFRITAZXMS. SEHREXAEN. MRFTEEREIXRMNED, BFHITU
TiRfE: FARREERHBA AR "CRENNARER B KK (rENEE > BEE&IR > Windows
P > XHFEREER) -

EHTE R P IR R X A B KB,
R
EEI LUERBIASRERY B Workspace Environment Management 1, EINEEEEA,

XFRERTI®R

MEXMHRENTIR, EILUER ‘B BB D MHiEsx.
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AN REX

1. A ETXERE R <.
2. 7 MEXHXREK NEELT-FFRRNFAEE, ARR HHE

Bife XHREKHIETREIR, 53XMXREVITRFERIVER,
W, WFERINERTEMRA/ABASH, HATEEESXRRNAMES.
XHRBERS, XA XKEERERER. BAGE, EDRLEFR, AEBEFIWHHAITRE,

X BB, BTIXAREXEKNYT B, MRMINRPEFEXAHY RS, ProglD ZEIGHER (MREZITER
EHRIERIT BN EFEZXHRE), SHEAUEERAY BR, B2, WFRKESHEXEK, ONEERNY BiEF. X
HARER, BFEH MR,

ProgID., 5MAERF (COM) XBEMBIZIMIAMT. HEMIIRPERHGT BEHN, EKBMER. EHaIUEE
B ProglD, BEXUBREMNAREFH ProgID, EAILUEER OLE/COM 3R EE (oleview.exe), HEIR
#/Ole 1.0 &P &EHF, Bx ProglD MEZER, ESH FEMATT (ProglD).

1B1F. ARVFEERIRIERE: T, RIBITEN,

BN AERF. ATRES X4 BE2—RERNTHRIT . BATTRITHHNTEREZ, §ii0, F UltrakEdit 2
#4R4888: C:\Program Files\IDM Computer Solutions\UltraEdit\uedit64.exe

. BTIEEBRSAIHITX A REXARIERE, flin:

o MFITFFRURIE, BHRN %17 o
o XAFFTEMELE, BRN /p"%1",

RBRRINESF. HRETRXEIRENEXMHT BRBAIAME.
BE, MEXHXKESEBREEYT BRHNEMNE XK,

BIT—R. BRINERT, SXRRERIFE, Workspace Environment Management (WEM) #BR 8IS XE%, i
BUE A QB — AR, MARES AR EIEX4XE, XA LUMRAKIERIFESE, LERYEAAF
TS KERRY,

IRERRL, HRILFRB M AKEBIR(E,

f5lsn, A (txt) XERIFEHRERER, UERFERFMERRF (ks iexplore.exe) BEITHXAH,
BRI T,

1. 7 BEEHIE > 8B0F > XX > XFREKFIR ETR £, 8 Rl
2. 7 HEXHXEK g0, BAER, RARRE “WE .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 151


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/actions/file-associations.html#browser-association
https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/actions/file-associations.html#programmatic-identifier-progid

Workspace Environment Management g5

EX New File Association

| General l

Display
Mame:
|Fi|E association example |
Description:

File Assocdation State

| Enabled -

File Assodation Settings

File extension: ProgId:

it - |:| | txtfile |

Action:

|Dpen - |

Target application:

|C:‘|,Prngram Files (x36)\Internet Explc:rer‘-.ie| || Browse. .. ||
Command:
%1 |
Set as Default Action; [F] overwrite [F] Run Once
Actions
|I oK I| || Cancel

o XHXBRT. EEERBA.
XU R, BAXM BR. HEIRAIF, gt
o 1BfF BEE HTH,

Files (x86)\Internet Explorer xx#seh#) iexplore.exe,
o @ BN “% 1 HHEANGISE% 1 HERR,
o EE GBABRIMRE

3. ®E “EEEHIE” > “E5T > “BIFNE EWR.
4. MEENEDERFNBF AR H,

B RER. B Fn USMIERANTRITXH ((exe XH), FILRAIF, FEFGTF C:\Program
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5. ¥E “EmEiTHIE” > “B1E > "R > ‘gut” &mik, AERE RIE.
6. ARBEGHNRE, ARELTXCRERERRH TIEXAE,
7. BRABTRENHEN (BRFR) MEIESIRRNXHREXKEEE K.

EIRAIF, MBENERALBFRERT B 8.t B, WiZXE4E B Internet Explorer B$T5,

H
BT AR REX

WEM ZHA LT RS8R 0132 KEX

Google Chrome
+ Firefox
» Opera

[

Internet Explorer (IE)

Microsoft Edge

Microsoft Edge Chromium
BUERN T BEKEXAY, IFIBAEUT /LA

o EXHTREFEP, A httpg https,
 1£ ProgID FEH, RIFEHEFBALUTRE (KDKNE):

- ChromeHTML, &RTF Google Chrome

- firefox, EMTF Firefox

- OperaStable, ERBTF Opera

- IE, i&RT Internet Explorer (IE)

- edge, i&MTF Microsoft Edge

- edge & MSEdgeHTM, &HRATF Microsoft Edge Chromium

« ZHfR Google Chrome RIK B REXREBIERIETT, BFUIEREEN LA KBS STHEREARE, TN
BUEERSNERTENHAERZENEE. XBRLEN, BANRNEREHAR FEER) RE
9, ProglD ¥% ChromeHTML . <X> ifidf ChromeHTML, “X” RRHETHFNLEE—IRIRA
(GUID), fi#n JLKDKPPE7UYB4JTWJIS73YQWTD4,

« Microsoft Edge #93% %5 88 X B (UE B FH E A # Windows 10 RERGH B AR E. RIAW
Microsoft Edge 526, INRFHKBARTIEIMARA, NRENXBKAREN. BASE: ESRMIRH
3 E CTX269675,
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EFHRRAT (ProgID)

EABREESUTFE: 121 BMNERERFM <. RERMIERDN ProgID, ERAILUSFEET, ESH TH
B IR 2R ProglID 5k

 Acrobat Reader DC: AcroExch.Document.DC

+ Operai#ligs: OperaStable

+ Google Chrome i#l%i2s: ChromeHTML

« Internet Explorer: htmlfile

« 5FiR: textfile

o BFEA: txtfile

+ Microsoft Word 2016: Word.Document.12

+ Microsoft PowerPoint 2016: PowerPoint.Show.12
+ Microsoft Excel 2016: Excel.Sheet.12

» Microsoft Visio 2016: Visio.Drawing.15

« Microsoft Publisher 2016: Publisher.Document.16

B2, IREIMUATER, WLTUEEFE (BfF. BMNARERFM <) :

o ERBERMIEREY ProgliD,
« BIRRARER (B0 UltraEdit XA4m58283) ERESEFISEEMERFEMRESH ProglD.

EZER

ik

BXUNPEEXHEBXENTA, ESR ICEXHFEEXE,

January 24, 2022

iR EE AV EREEAAER (DERRE) MUAMRLE. ERIBEDEABR ZAIREMNMZMF,

AR

MBS N RAEM. &R LUERMNRE X AR LA,
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b WIEIES

MEMUETIR. ERILUGER “B” %A D iRI\EXAF AT HTHiET IR

ANDN TR RN

1. fEAETXERS R &<,

2. 7E FrEmEA MBI NIFAES.

3. RETUMNAEENFHEN “IB” JIRBoHE “BEE” k.
4. BEHHAE.

FEANIE M

B MU ERERNFIRAHERER,
e, IWFERINERTEMRA/QBASH, HATEEESXMUNEMES.
TEMNRS, THEMNEERERER. RAR, AEEDREE, REBEEARSERLAMNBIERF,

A&, XEZALURMEIMUMTHESR 4. T8, DateTime iR ARLERMENXA: YYYY/MM/DD HH:
mm

SNMERIUASS (;) 2R, EEEUUAEFRSR. ER—BEEER N ZEMEEN, ZABNaESEeENF
i, f5I#0: 1969/12/3109:00-1969 /12/31 17:00

BEENFMG. XEZERMEFUPRIFEMT,
AR

XEZM4Z AND 5G], AR OREA. FMSMRAFTECIIEEME, FrERBEANEL.

&M

FHRIENMAS, AITFERENEENEER TRARIESAF.

TmER IR

EIBERMHRGIR, ERIUER Find RIBXAFRSZEME D fHikdIx.

AR

1. B ETFXERE 7R 65
2. £ MEMAERM NEEEMFHRNFAEE, AGE HRE
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FERAMENS

B, FHMNETEM, BTREFGTIRMNMANCIE/REESH,
W, WFBNBTERS/QEAST, HATEEEEXFHNEMESR.
TEERARS. RFEREEALREM. B2AE, ERFTSUIEMNE/RERSH,
TEESRMRE, BEANMERGRENEE, BAMERY. T2 FA "HWERIE {FENANBRELHHEL,
BE, XERHNMKGIREIRE. BB HiEskit
AR
o BN IP RS, EAETLEE R HINETEE,
cMRBETE NXARTEEERILR FARFTSFH () 2WIPEELR B
192.168.10.1-192.168.10.5) . FASSFH (;) PR N EE X MuL, Fiw, 192.168.10.1-

192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 2 iEEH .1-.5 f .8-.10 LIKXMA
itk 17 B RIE,

vl

November 28, 2022
R
ERRIENEAAR ZH, BREBAENINFHITUTSE:
« EBERF, E27 Active Directory IR B F.
o EXEMH, BBE WA,

o EXCLIEAN, ESH JiES.
o BEERIF, BEAEX,

R ENAF R A, XA UERAFRERMAEN—E5,

1BR1EDEC

BF

XEREERENAFRMANTIR (35S Active Directory WKRHH FF ). WERFRHAELARIERE, FH B
W &R 1D kR
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=

AR

wER7E Windows 7 SP1 5 Windows BRs328 2008 R2 SP1 (SR HAkRZAs) %% T WEM BIBisHIE,
16T AS AT

o A32 DLL M0, sEFtikmfE, KBS LFEREEFH DLL N9 HE2EHN L8 AppLocker DLL #21,
[EGEE R ENAEFREMAN B, HEBA AT A.

BE:
WIREERA DLL M, MHAAFRE AN BERFERNEN DLL IZEE “21F MNERRY DLL #N,
/J\l[,\:

INREMER DLL AN, AP rIRERIBEIMAERE, HILLRMMRER AppLocker 7E /1R FAIRFIETT
ZEeEN AREFMENE DLL,

« “BE M A REAWEREARBNALENABEFREMN,

- BE. ATEEZNEAN, EFIEDRE, DRGNS ES Z B, HMNBWESIL
BRANATFRERIETEN.

- & ATERANSAEAMNEH, REAHRE, ERABHNANKGEESZ LR, MRESH
HEREEMNHITIRE, BEABERN, ANMIREHERERATE, GHRARKRREBE

MNES

MNET AppLocker MINIE S, ENEARBRMISTETEASHMNER, FI0 (12), BHEARMAIEHNFIRFIER
UTEEZz—:

o FAITAN. B 5MARFEXEN.exe fl.com i BERIXX RN,

« Windows #0ll, B&ZHI1FF imitEMRS®E EXHRENZERFEXHER (msi. .msp. .mst) 891
,

o BIAMN, BEUTERXHHMAN: psl. .bat. .cmd. wvbs. .js

o ITEMN, B&ITENEERF (BFFNER Windows M) KM, ETaNNBEFT, NEEFSFMER
BEXHHZERRR, B, — MM LUERIENARER. WEM XZETaM AR A AERD,

o DLL AW, @& FEIHXAHAN: dll .ocx.
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BMNTIRMEEHESE, MNESIRITEDR B FEE AppLocker ERIBEN LagBIHiTIZESPARERNB S o

FILAE A LU A H{E :
XA (BRIN) . MUEIEBHIRERN “XF”, REKREENFERA.

o SIEMNFGHIREN “BEMT , XEKREEITEREINLATEDRES.

Hit. QIBMNHRHIGER “Fit”, XEREENUTLATIEERENREEN L. SAFETER AppLocker

MBI FARFER, RFZNARFIEIT, FEEXZNARFNERRME AppLocker E4BEH,

£\ AppLocker #11

&8 LU M AppLocker § H B9 # NI § A\ 2 Workspace Environment Management &, § A8 Windows
AppLocker & BRFMNE “L2” EM-EPNEMRERNF, TRTHNEBIZFRSHNE = BhlibRHTI7ER

EXHEIEF,
1. #EThREX A, 2& S\ AppLocker #,
2. MEEIM AppLocker EHEBE AppLocker #1MEI XML 324,

3. BESN

XN RINEI N AR T2 MNTIRF,

ANANALIY

1. EOERERANES R H1, ERMERITRAN, HFEE FTHRITRN" &6,

2. & AN,
3. £ ‘B #od, BAUTHARES:
o B, MUEMNFIRFETRHETREM,
o BB, BXERNEMER Ak,
4. ERBEDF, EE—ED
o BiZo ZMN SRR ILAC,
o RfE. ZMNSEENLHELE,
o IB%F. ZAN LA ERIRS F A,

5. FE R B, &EF i L. EREHRAITERR N AREFIET.

6. ERHMNDRLEBFAIABAA, 15 ‘PR B8Y%, EREnHSEEANNAFZHE, “ENE” FIERE

NEAFSHARN “LE” B
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R
o EETLUEREER Windows SERMEIRRHITES MER, HER ‘2" FERFFET.
o« BFRIEE WEM BR5IERA,
o AT ATE IR E 53 BRI,
7. BET—%.
8. IRIBEERAINIZEE, IEEMNITERAIEM:
o B2, BABENAMNBSHEXHFNRKRZ, WEM KIBRIEATHITXE KRS0 R B F eI Tt

o K&, HEUTFR: XHE. maiBM. XHRN XERE. EFEFERAFRET, EURNE
5 (*)o WEM RIBARIERFAEEESRAMN. MRNA, AP AUSTHREERLHEESNRIRIT .

o W, BEHEFMLURIMER, 7 “FMAE" EOP, BAXGZHNAHEE, BT UER AppinfoViewer
TREMEERNX A HRPEZRFE. WEM RN KA FEENERTHITX 4. Eit, BF
AILUET 518X BRI AT HRITX Mo

9. Ea-:l—F_&o
10. AMERBOERFISN (FI1E), 7T RGN, EEFRERE, AERE Fl. IRFE, EAJLURESMIER

=)
11. BEEREAN, BREH “SIE
KRN 2 Eicta B A

FEFIRFPEFE-NHS I, AERRETELERETXREDN HiE, EHRESRTD, EROSERESEMANNAR
MARPHENTT, AR THE. EERUER ‘2 KEREE ERE, MG ABUESECPTERN.

AR MREFRSMNHAHRT “RE", NXERNBEARND BB AT EEFENFAERFAMABR A, RaiE
W, MAENHNSESEXENNZ BETEH,

AANER AR

B35 FIMBIARN,. —28 AppLocker ZRIAMME AR EIF RS,

ZRAEALIY

FEFIRFPEFE-NHS AN, ARRETELERETEREDRY FiE, R EREES, AITFERARERATAIHE
EIRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 183



Workspace Environment Management g5

ARBRAL Y

FEHNRPERE—NHZS DN, AGRETREZR ETCEREDH HiER,

BEHNAEFZ2IN

TR ED HEEESTHFMENAEFZ2AN. RMNEBFHAED XML X, ERUER “ER” FHNERE
EAEES,
EIhREX S, BE &1, ARER RERE.

mENBEFTEHN

R LM “Workspace Environment Management” &f5&<$eIE2H XML XHHImENBREFREMN, EFRL
ERAEN PR LN BN SFIRESEFHIMN, IRFKFH “Re” EHRE, SKVFEATENZAEFR
MM, TG EshiER, FHERSIHEEPTIL, GRS HENEE,

EEFEIEF, EELERREEERMNSRERE SAREETNAFRNARE, RESEHNEFR/AFEETHRIRE
K/EHERPHN, ENDEASRI). FAFRLRERNMVBSINE, BRIFRIERS. MEE, EINREREIEE
HIE, ERIKGESHA CSV B,

1. EYREXH, BE ‘TR UBRHERAS.

2. % “REBRE, ABRRE T—F R

3. £ “MXHRIZR" F, JBBESEHENHER,

4. %3 AppLocker MG E, RERET—%,

5. BINREEMEMNHE:
s B MEMNHBEERHEA LA EERNERBF AR,
o o MEMMNHBERG RS,

6. BFIRER, ERE TRIKE

XEREATERBEHEIINBRRIRHIINER S,
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BRREEE, ILETATFIR#EORBNERREREN. REMA, N “WERZH” 7 VEARS” EH+L
NAEAIREHFEX.

AR

RERBERFRERIETH, ENAEY, BEAEEBERIEDET, BER SRiRE > 8 > KB &
-REA BERE B (EER P/ ENEE/ EEBR), ARR RBEE 8EH Ul BRIKERNAT XL
Iﬁo

HIZERR S

XEGE AR EH#ZTIAR S 8,

BRHERES, IEMEAHEREE, BIERAETHITXHEM (Fli cmd.exe) FN#HE,
HIRFAEIER . MHZR R BPHIRAERERIKR,

HIFRIEERA. RITFEMERERRBPHIREERF A,

HIZAR S

XEQEATFERREHRZIIANA RS, #ERREMNHEARBEHEHF.
BREHEARS, LETEAREASS, BIFERETHITXHEM (FIf cmd.exe) HN#EE,

=

AR

MRER, BAHEARREIEMNEIEARY N\BRENHIETINER R,

HRFAEIE R, MHEARBPHIRAERERIKS (ITRILUSTTRRE#EE) .
HIRMEENH, RATEMNHEEREPHIRIERARA (ENTLUBITREHRE).

WPRIEF
AE:

tkIhEERERTF Citrix Virtual Apps.

WINRIZFAIEE, T LURIFERGAFINREANRETHITXHMENEERRF. b, AR UGMITE
EERANMN R —FBHXLERTRITX .
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I REF

£ RE” Pk NOREAT ERE, BRI ED:

o RENRIEIZE. TRIREERRNIIRA I, EFIETE, TRIHAGMENREAIRE, N REEA &
* ERE MR X T Ao

o FENAT Windows IRSBIZERS, BHIRTIENRIEFAIEZENATF Windows Server 12{E& 4, IR
WERRIEIR, MSELA B A BFNE Windows Server it &# EREIER. RINEFIIET,

« 53%/H1T RunAsinvoker, =4I 2&53%I7E /1 Windows P FiZfTFIAE T HITX . MBEFLIET, N
FRRTAFAUEERRBMHEITAIRITX

R -RE 2 TEERENMMNMNTESIR, 2E aTHTHN 5t Windows ZERZFFN LIS NFIR T 7 E R
WA, EAJLUER “Bi Kmikdk. ‘BN 7/ERE0ENAF A ANSEEIFICET.

SFEFRIRN

R LAEFA AR R AN SRES B APRIRF : AIHAITAMA Windows REERFEFN,

o ATHITAIN, BIESNARER XK BRJ.exe fl.com ¥ RRARISCHRIAN,

« Windows ZEREZFMN. GE5NAREXBKNRERFXH with.msi Ml.msp BEZ BN, RN
Windows Z&ER2FHNEY, HEEUTER:

- SRURAUER T msiexec.exe, HRATIHE .ms1 # . msp Windows RERFXMHNIA
9 msiexec.exe.

- RIg—MHESIEEN Windows RERFHNCE, HRQHZSEENATHRITHANTE, FRIFERERN
AHATHINREAT “ZATFFHE 8B, SNHETERGRANNIR,

BE BRI F “‘Windows RERFMN EIKE, “RIF BRI TUTRMBEERIRIE:
o i, AVFIEHREILERTHRITMN,
o BibR. AVFEMIFRILEBRTHRITIIM,

o ANAM, ARIFEAIATHRITAN,

ANANALIY
1. SE AIARTHN st Windows RERFEHMN, RGeS RMMN, g 2R FmAN &§0.
2. 7 ‘BT EBOH, BAUTARS:

o B BAMNUNETREM, ZBVRFERERNTI RSP,
o BiH. BABXIMUHEMES
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3. £ “KE” od, EFE—ED,

o BT ZMN SRR ILAC,
o kK&, ZMNSEENLHELE,
o IB%. ZAN LA ERIRS F A,

4. MRFE, £ “BE " HHH, BEUTHES:

o MATFHIE, MRERIED, WRHMANNATFAHRTXGBERE FiE#iE. EEREAMEENRE
Ft, BT ED:

- ERTFE—XHRPETRIT M. SNFREF, NN A FHEE—X R ATHRIT

- [RERTEERMFTRITXM. WFEF, NUEHNNATFEERNATHIT .

- REATE—AHENTRITX M. MRk, WKEANMAFHEHERLHEERHTHRITXH
g BERERTFEA Windows F& (UWP) A2,

AR
00 Windows REFMMES, BINERT, “NATFFHE BREL TRARS, EXTENEHITR
3=

o FFUARYIE], AIFEIEENRIBEFIAN AMNAEE, EIgIA HH:MM, RaEFERBREX,

o ZAREYE, AWEREEREELENAMNAEE, BEEIN HH:MM, KEEREIFIE, RERBN
Rz, B iE)ET R X,

o AIIEH. ATFERIIRURARFIANSEESHLENATHRIT . RSB ELRERE. BREEEN
SHEMTIR. AXWNAEALINENTA, BERRAERASHMETHNAIRITIX . IRLFRATHNE
BT, NAREBSREANABTEXATHRITX, TEXEXHREERASHET.

s BRENFRAN. AFEEHREERENRINH—TT BIFE,
5. £ ‘Ot 9%, EREQESEMUNBFRZAFH, IREZINSELAFRERAPHARA, Eif B2,
e

o ERILUERBER Windows &R EIRRIHTTZ MER,
« APAPAEXFERE “E1F" > “BF” &HF EERBTIRF,
o BWRILUERHEE (ERIEMNZE) 72ERN,

6. %E—F_ﬁo
7. BITUTE— R RIBEEL—TIPEZEHNANEE, FSERITARRE.
B5E:

WEM R&EiR M T —1 &% AppinfoViewer WT R, AFMITHITXHPRBUATEEURESEE:
RmE. BENWRE. BXFAGEE, FEARNARITXHERHNIA,
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o BiF. BABNAMMNNOXHXHRNERZ, WEM RERETHITXHREEINNEF
AT Mo

o kK&, HEUTFR: XHE. FaiM XHRM XERE. ERERERNT

BBz, BrIURANE

S (*)o WEM RIEBIRIBAHEESNAMN, MRHA, AP ALETEZHERAHE S RNTRITX S
o W7, BERMLURINES. £ “FMEE” G005, BAXGRIBREE, EaLER AppinfoViewer
TEMEENHHHRPOIRERE. WEM KBS B TFEENERTTHIT S, FHit, AP
AILUE1T S E X A EEIR AT AT

8. B 2 REMNHEBRHED,

HEBITITR AT

IXHHNAIASY, BAERAEERREESIHERNSSFTIR. VAXRETARERHSHR,

AL RURA RN SEE S B LREN AT RIT 4. ZEBBFELERE, EEFAH

ERIGEAARIERT T X HREREMMNE AT RIS (5130 cmd.exe), BRABBIFURANATF test.bat, &

A LUERHER RE IR SR HRENEE,
Image File
Windows Command Processor

Version:

Path:

Microsoft Corporation
6.2.14393.0

Build Time: Sat Jul 16 10:23:21 2016

C:\Windows\System32iomd . exe Explore

Command line:

C:\Windows\system32iomd. exe fc ™C:\test.bat™ ™

Current directory:

C:

£ AMBH FRP, JLUBAUTAR:

o /c ""C:\test.bat""

RETE “BE FRPRAUTRE!

« C:\Windows\System32\cmd.exe

EXMIERAT, XF test.bat, JeeBIEEAF BRUREADIEERALRH .

BRNDELAR AEVRPER—AHS AN, AGRE BF BOFH RiE. £ “REAN" §0OF, EZFEH
HOERMNNBRSARA, AR & “BE
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MERARN  FEFIRPER—DHZ DN, AFRE RIF 89P0 kR

BEOFREADAN S UEDHAIEEEROFRENREAMN, FAEMNEBSH NSNS XML X, ErILUER
R FANEREEREES.

BRMED, BEAVMERPRMN &0 RS AXERENOSHNEAEE, BSHAMEX,

REFHURFIN  ERTLUMEE Workspace Environment Management &{43ES S HA XML 45X EARBER

RAMAN, FRIBEAEOPOXLEANERLFEESEFHMAN, THRERF L™ > WRIEA SR, &

K MEMERI TR R AN, TRBIMNKE BopBFFH I EERT UASHBRER. EXERERASNFARGEE,
%lmljjﬁb o

BREA

BiEEREA, BEIUARLERF BohiRANE, MEFESRIREMRIINATRITIXG. XEAFRREGREHZXXME,
REEL TS PEFEUERERNRIE!T, BNERMEMERAXGRHITERREM. 265, SHE—NMER, BEXt
MR HIEANERRE. WEM TERMRBIERE, RANREGREISIBEFUEERZ, NRBEEM, WSHAREH,
HEREEANREINETX S,

ZIREREE R U R EHIEZERIES BB RNAAS R, ERILLARFRF BITRANNHIZAFTIR, BATlA
ZMEIEAF BITIR AN A1 LLEFIR,

BIRFERATFUTERANXXME: .exe. .msi. .bat. .cmd. .psl# .vbs,

AR
ZINBERT, RENAEFATEITELENHS, #li0, cmd.exe BFizf7.cmd X, powershell.exe BFiz
17.psl X, EXLFRT, BIEBEEIATH.
E ‘el > ‘BREA M, BERUTED:
- BREREA. RHERTRRABIRAIEE, EEZEme L

- EEFmEBAIEARREAIRE,

- & BITRA EH-~_ ERYE LR A,

- YAPERPEXH, FETREFN U EEANRE 177 EWA A, Alt, BREUARREE
BITIRAETF LIEEHNR AR IER BRE

o NR. AFEAARFAR BITRANXXALIZAFTIR, SHABRMAIEAFBITRANXHCIZMALTIR,

- RF. AAFARBITRANXXHEIZAFTIR.
- B4, NEMHIEAP BITRANXAEIZBELETR.

o IERTLIATLAT 8 1E:
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- Wi, BTREBIEFMN .
- MkR. ARIFEMERINE R
- e AVFERIMFM. ERILREREZ. EENAHERRERFIEEIRFM .

¢ RE, AVERERENEFRNABREASANEMIZE,

- MATFFHE. MREP, BERAFGNATXHBMEREF#HE,

- FHiARtEl, AWEIEEREF AN A BREAFAEEE, AHEEA HH:MM, BEEFEREN X,

- ZREtE, AWEREEREELENABRTRAFEE, BEEA HH:MM, MEERER, TiE
IR BN AX LR, MEETERNX,

o D, ATERBEREAZRGIERLERNAFRHARE, ERFHOREFFERFPNBAYA, BREekik
BB AN. EEBMR ME ABHENEERFANBAREANERLT, SE2BEREFEER.

B IHRRUR A&

WEM 285 5 RIBAEXIVEITER . BXFAER, BEAEZAF E.

HIZE RIS
MR REMEHDEEHERFARP BT I UMRFEEHIRELEFH#IE, TJLUBEENXR#HE, RAENEFHIZE
EARFFIRFPEIEFIRRCIEFN, EFERIZIhEZFI, BEEENIHS,

AR

o WInEeUERA T Citrix B ARER,.

BTN T ERE, BHieEU TS
o —PMEHENZ—FMNNNR, NRAB—HEEXZ NN, NREBEFHRITEERS MK,
o BWENXMMUR BT RIERFBREWN, ENBTZERXEMNENE. TIeHMNARLLINE, EAFR
BWIEHMUEBA LT ERTEFHZM, F, BEXT U THEEMN:
- MW 1: Word I&3%iT# CMD,
- M 2: iBEAFLITH CMD,

ERXFAEMN, TIEMUBIMRALRNE, HEHEIE5TITF Word AEM Word ITHIZEARMIBE AT
FF CMD,

HINRERI T RLER FHENRX FRXRATEEER. EEARPUMURFXRR, BFER “HEXZFEES TAN#
FEIHINEE, AXHENRIMIFAMER, BB https://docs.microsoft.com/en-us/sysinternals/downloads/

procmons
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ABGEERBERR, RIMNBENECEREREEERTHFMER VUEMAppCmd.exe #9781 17 X 4 B 12,
VUEMAppCmd.exe ffiR WEM RIEBEEBAHHNNAREFSMZAERAEEE, BTRIUATSE:

1. ENREFTRL, EENEER, BHBFEETRNEYE, ARKRIMERE,

Application Settings

Identification Location
Delivery Enter the location information below.
Path to the executable file:
I Location
C:\Windows'\system32\win32calc.exe

Groups Browse the applications on the local machine, or enter the path manually.

Limit Visibility Command-line argument (optional):
Example: https://www.Example.com

File Type Association

Working directory:

Zone
Example: \\myapps

G G Gom)

2. BARLAFRERS LAY REFNREZ,

o EAHITXHNBREFTET, BAUTAZR: <%ProgramFiles%>\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe.

3. BABRITSRLUEEEITANNABER.

« £ Command-Line £ F& T, BAE#&T VUEMAppCmd.exe BN BEFHNTERZ. 1
RREOAT, EREREZAEFNGSITEEENSISTH,.

o g0, RigEM8E S VUEMAppCmd.exe E5f iexplore.exe, &R LUEIT BN TS HMITIIRIE:
%ProgramFiles(x86)%\"Internet Explorer'\iexplore.exe,

ARED

BEZINERIEER, CREESARETEN LER AppInfoViewer TET#EE B8, SXERAZIARH
HEM IR, BREEMBHITEN. BRZYESE, HEIEUTEESEI
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o ARKEBNRIER, BAEMBNRIEITEN.
AR

SNRM 2103.2.0.1 5 2104.1.0.1** FRAFARSHEHIRAE, WFAEEBREFHBIRT.

s BEREALRNERERTRERE 2105.1.0.1 XESRE. EFERAEMNNREAKINE, BELER
AppinfoViewer T B2 F#i2EREMIEHITHEE

« SNRM 2103.2.0.1 5% 2104.1.0.1** i Ft4k, MA7EBLEARTREERBHREITEN.

ERIFHERRENIEFIERTERR, BITARETEN LM IMRFES, IREEUTIMERR, NWEAZI
fe:
« 321 OS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D1lls\WEM
Hook

o 64 IRFRS

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CtxHook\AppInit_D1lls\WEM
Hook
- HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\CtxHook\AppInit_Dlls
\WEM Hook
HE:

7EC{HERY 2103.2.0.1 71 2104.1.0.1 R £, FJRERBmhEAHERREMIEHITNE, BRIDHERREMITH]
eERRERA, BRITARETEN L EMRFmES. MRBA T2, WATEARKENHNEEFHE
HmEMAETEN.

WEFN

BEMALLINEE, BWERBRUTRRE M.

o Citrix BN BEFIE,
o RIBIEFIE®E Windows 10 5% Windows Server tizfT,
o« EMMALHEMTER, REBEVEEFHZ.

BIERIRITH

£ Re PR RERRENEG B, BERUTER:

o BRARERXEWES, EHESRERARERRENEHIEE, EhIbEn/E, “RERREMER EH+EN
HMEME e A, HEHFRENZE X6k 7 Citrix BN ARRFEZEPER LI,
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o NMETXHEEHREITHAAR, THREREZMRE Windows HREE ETXREFHNITHAARED. BA
&, REETFERETIEE. FALATN, ZEmaR, BRAUUERERMRE. RIERREWIZHITIE
FEATFEY YTHAN SRR #i2. RITBNEBAREUGIENARFELS SN BEFRRE
MEXNRFIRS Bz,
“RIEBRRENES]” ERFEERERENMNNTRTIR, ERILIER B RmiEyIR. EHE JIETEDE
BV P A P AN SRR BT,

“RIF” BB BRLATRME:

o R, AV,
o MBR. AVFEMIBRAN,
o AN SIFEARIA

I

1. SMERERREEER], ARSE MR R AN &0,

=}

2. £ “BR" BoH, BAUTARR:

o B BAMNBNEREM. ZBFRKERERNTI RSP,
o BiBH. BABXMUBEMES,

3. £ “HKE” Pod, EE—ED,

o BT ZMN SRR ILAC,
o k&, ZMNSEENLHELE,
o IB%. ZANILERFERIRS F A,

N

. RN EoH, ERUTERZ—!

o BFHEIZRMEPALETIR, MREFUED, WARFEENERANFHZEENMNEHEHEZEEXMELE
FIRo FRIEFIRNRILEIEENHIZETT, HtHEAILUBTT,

o FFHBARMBIAFIIR, MBEFUET, ERIUFENEHZEERNEERBFHIZE XTI
®o AWIIRIAIFEIEEZITHRE, BIEHEMHAIRET.

=

=

—PHENZ—FMUWNAR, MRAR—HEEXS TN, MHZMTRIRFEFIHRITX LA,

5. EMEREDF, REMNBMRER. BEMKRN, BEEEUTEDR: MEARRET EERERMVEILEIRF,
MEBEXR, RS, BABY. NREFEAR, WRLRRSHMNIE,

6. 7 “PE HoP, ERERESEMVNABAIARE. MIREBFANDELFRERFNBRA, B ek,
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} =

=W

o ERILMEREER Windows EF R TZMER,
- APSAFPAXTER "B > ‘AR &k EERFIRP,
o EELUERHE (EeIBMNZE) 2EMN,

7. BET—%,
8. HITUTE—IREREEGHIENMN, RIBEHE L—TIERNMNEE, ESERITARIEE,
BE:
WEM RER#ET —1% 5 AppinfoViewer T E, BFMEAHITXHTRREUTEEURESER:
EhE. BENME, EXFAEER, HSRRRAIRIXXHEENTIA,
o R, BABRRKHENBMNNXGRXEFENER. WEM REBRIBTHITXEGRZBERNEBFA
HITXtE. BIFABRINEELRFEDXEANES () KR TRELER, RS SHEIEETT,

o K&, IHEUTFR: %HE. m@mBM. XHRN XHFRE, EFEFEAFTRES, EURNE
S (*)o WEM REBIRIBRFEEERMNUNATREE, MRNA, AFRAUETHREERLAHEEEN
AT Mo

o W, BEHEFMUFIMAR, £ “FMAE" GO, BAXHZNEEE, & UER AppinfoViewer
TREMEENXHEXHRPEIRIEFE. WEM KEREANN B FEENERTHITXH. Eit, AR
A LUETT SR EXHERB AT Mo
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MAE BE NA MIIEEEERENATENRE,

SheRdi
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© 1999-2024 Cloud Software Group, Inc. All rights reserved. 207



Workspace Environment Management g5

XAREE B, BT ERMBEXAREELUEN BEXE R,

Ul KRR, AFEEREATM Ul RIBHTARNHEENTREEN. FIi, EERNARERF WEEM EIRFTENN 33
EE, AR RERENEHEE,
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WENHEERF. ERIRGET R ENBFRRERIUER M EURAFARHTZENR SR EFABER. BAWILHE
%, APALUEd xRS R,

BENEHERF. EHRSEREREPETR X ENUKAFRREHIZEINILEFA. BAWIGEE, BAA
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ERRRREENEEXHRXIEENSZ R FEttit, KREFE— N IF. RENETFEHGER iR,

BEX T, REA, WAFEEEREHR TRATRIEFRFEFIEF IR EERIR,
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2. BE WK, WRBELHOXA, EFEXMS, RARRE T ERHEREE EHEOXXH RS

3. AXMHEE— B,

4. BE “LEH FEEH

+# JSON x4,
E#HXIVINF 5 MB B3,

EEaMEDR

TR BHRFEREEENED. ZYESHEHEBERIBNINEXHZH, 18T REEFHERS 25 MEHXMH. &
TEEMUTSEESBXNIE:

o SIEN (BAtEN. HEHAM OU) BXHNERTR
o HNEIE (FotBUENIRS)
o TIZEE
o EECESTIEMHINE
REEBMED, BRITUTIER:
1. 2F “EEBDED. KEIBET “EEBmEH RS
2. HEIEADENHEES.
3. NZEEEEFUT=ERZ—,

o RECE. IFREH, WEM F=BEm1&ED,
« 8H, MR%EH, WEM BEXRHITED,
« @, MREkH, WEM BESIMEHR—RITED.

4. MRFTE, WHEMEEEEESE2M 3,
5 BE “RE REENFRERS.
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BENEESE
BRI
BT MKFFEIEOHRERSA 25 . MREXZRG, BMEFAEED, ARER.

BRAINRFEEENENEIER, AERKZENBTER. ErAUEHUTSEEEMBEXHNME:

o 1BE

- NAREFREMN. RREAM#IZR RS
DEC (SREMIREHEX)

o Tk

A ES I E

s AR

+ WEM &&

BREEHUTSEEREXNTE:

o SitEN (BaitEN. HENEM OU) HEXMERWER
o HMEE (FtBdENIRS)
o TIEEE

o ERESEFIMHRE
BEEMERES, BRITUTSE:
1. B8F “&H7. BHEIM &% B
2. EEEEEES,
3. NIIRPEEREEHNEESE,
4. REHEE—TEF.
5. WE, EEF FNEARFIRMITEN LR EHREE M,
AR

BB RERN R BRHOBIATHAE.
6. BiE ‘&% FEED.
%17 Profile Management 12E

HERR

HIPEE MK FoHEDHERSTAN 25 1 MREXZIRE, BEREFREED, ARE.

B&1% Profile Management i& &, EHITUTHE:
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1. B8& ‘&%), BHEIM &% B

2. EEEEES,

3. M\ "BEHNAT FIRPIEE QB 7,

4. #%#% Profile Management i% &,

5. AEHIEE—TEF.

6. JE, KT SHBEREFIEITEN LU EHREERY,
AR

BEORRFRN EEBEARA T HUE,

7. BE “BH FEED

E(E

May 28, 2024

o EWEILIERMS SR B WEM #21F, FEEMEK,

o ZM WEM Tool Hub S %M #IERENEE] Web £ &, BHEN KR R TFEFIHIE =6 XF
Microsoft Edge, ES4BRA “Wh=iR” > “BIMGIR” > “HinMitE B E S 55 MR A A E
& I,

Workspace Environment Management (WEM) i@3 AE1RES TEANBRERBU IEREE AR, EAILUE
BREFERETEAFPER. WEM EAEIRMET Hikss, FEENIEBEL.

RIS E
BE.

+ Workspace Environment Management (WEM) B &5 R 10485 HKEY _LOCAL_MACHINE
1 HKEY_CURRENT_USER 5+ &AL & B o < BrHI A RIS B,

o] LLEE WEM 288 GPO, mA 25 Active Directory EB RERARKERRH AXREBARTRIER
(GPO),

EFBRZE, BERNRSNAERIGE, ARG, BAILUBEIU GPO WEXKILE S RATHNAF RFBXLELE, &
AILUBTIEE B A S 1 GPO WEMSREES N GPO M5 E.

B R%INHEERT
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o ALRREERIZE,

« WEM RIER] LU ELA BRIRIS B

ticd
o &

ST AL EHRIRICE.

o EMEARBISERDERLAFRHAFAE, WEM RBEARAS M EXEIGE,
AR

EfF WEM I2RE0S R IBAI N FAAASRIRIGE, FWIEREEBEH LB Citrix WEM User Logon Service,
BETEMRSE

EAETRBEREFMERIRIEREE Windows BIRE.

EECEE TV R(F > AKRKIRE > BT MR P, EURITUTERE

REFEIMRNARIKIGES N WEM,
QUE_/l\ GPOo

Rl GPO %llz&k,
448 GPO,

EIE GPO K5 EC.
wfE— GPO,

ﬂﬂIJ Bﬁ_/l\ GPOo

4

A .
= .
FIRMIRIE.

AINFIRERE T EMRIRE RS E IS BT R IFEREN.
SANAHRKIZE

ZRILMEE GPO &N RS HBVEMRHER zip XHFFHIAN GPO,
MWEMRXHESNIRER, FLBER Windows jHREESESHIEMRERRA GPO U#HITEBMHIE, 7
YRz A, EERUTEI

M zip XHSNIRERN, ZXHIUEE— M EMERRXHE,

B reg XHFEFHIRN—1 GPO, ERILKEMHIEH GPO flA—AREMKRIKE,

BMEREN GPO MAMERIBEAELL.reg XHEMNBRMREMM . T WR.reg XHHRMA testl.
reg, NiEHN GPO M&EMA testl,

HIEMN GPO MiER A=,

HINREIFIIR S reg XM E X BOEM RIAE XK AIMIERIR(E. B XEA.reg XHEMIBREMRIAENIE
subkeys-and-values-by-using-a-reg-file-9c7f37cf-a5e9-elcd-c4fa-2a26218ala23,

£, #E&Ahttps://support.microsoft.com/en-us/topic/how-to-add-modify-or-delete-registry-
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ESNARKIKE, BREAUTIE:
1. EgfFi=rh, BE SN
2. EEXMRE,

« GPO &MX{F. SIREM GPO EMXMHFANRE, BERIET. EXMAEHERKRENES, 1§
25 ENARIILE,

« ESEREMRN MG, IMREMER Windows EMRFEERSHIVIMRXGEPSNIEE, BiSFITiE
T,

3. B VKT LUSMEER zip X4,
AR

TR EHANARET 10 MB B9t

4. ERERESRAHERBTHINAE GPO,
5 BFE “|AN FBRSAIE

SAEERE, SAN GPO BERE £FEME FET+ L.

BIE—1 GPO EfIE GPO, BRMUTHE:

1. 7ERfEiEh, 8F “6lE GPO”,
2. 18%E GPO Hy& R,
3. (Fi%) EEHEMERUEBEIR GPO,

4. BE PRI LRILEMRIRE. UTNREAA:
o 1#1F. BTHEEIMERTBRFEREL,

REE. ATFEEMRITUSEE.

BFRE. AIFERPREMRIEE,

BIETR. AWERRENFERENASEIEERHR,
MFFE R, AVFEMEREMRI FBIH,
BERFAEE. AWFERFREMERI THFEE,

» REH, L#FME: HKEY_LOCAL_MACHINE # HKEY_CURRENT_USER.

o FHRRZ, RERTMNEMRMNTERRIR, F, WE HKEY_LOCAL_MACHINE\Software\
Microsoft\Windows FMERMMERRZ, W Software\Microsoft\Windows 2
FEERZ
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o B AFEMEMRERERT. TEPREERNIE FA—TBARIMRE,

Mame Type Diaka
REG_SZ {wvalue not set)

o KB, RFENERESIERE,

- REG_SZ, W EMTRFARIRIAENIFETT R,

- REG_EXPAND_SZ. it¥HE— o RKIETHSE, EhaanmRFARNSSRnTE,
B, SHFUTE, THS “%SystemRooto%” BHIBIERI RS KA SR B,

- REG_BINARY, {Effzt0 =555z,

- REG_DWORD, 32 {i#¥. IXRESATHRME. fli, ‘0 RRORME, ‘1" "RFCAM.

- REG_DWORD_LITTLE_ENDIAN, /J\#isstey 32 3.

- REG_QWORD, —* 64 {ifg% =,

- REG_QWORD_LITTLE_ENDIAN, /N8 64 (155,

- REG_MULTI_SZ., It*REHTFRFEAFIRASMENENSTHE, SIEEBRSTHSH

fRo

o BiE. AFERNSEMRETNNKE. N TFAENKELE, ETEFEUTRNEIBRATREILK
o

5. EhfE, BETM.

‘w18 GPO E4iE GPO, BRMUTHE:
1. %8 GPO, RAEBERFEFN “RiE,
2. REAMEAR
3. RIBREHITUUTRIE:
o BE RN LURIEMRIBIE,
o ER—DNEMRREE, AEWEH#ITRE.
o MIBREMEKIZIE, AEREBFR.
o ATHEEBERRIEIE. E, EFIMRIRE, BERRER, AEREENIIFRRUE,
4. TRE, BETM.
AR

MRER GPO NELAF, NNWE#HITREFZIMXLERF,

EIE GPO MIDEL  ERILUE GPO KECAFRM AD H, AeJUBERAFPMITEN. NREXHENETAH, WitE
MEFIKERER. RIFAFABTA, WAPLIIRERER.
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R
BETENREEILRER, BEFHBsH Citrix WEM Agent Host Service, BERFRSIFNEEEIER, A
FRICEHEARENE R,

ZEE GPO WS, BRMUTHE:

1. i%&# GPO, ABRREHRIEEFN “BENE.
2. ERFRER GPO SicAM S EEEN R (BF. 425 0U),
AR
AITENSE GPO B, EHARITENAT OU X2 2EH,
o BRI ELR, BEE “PINFER . BXEFEMAEE, B8R HAINHEE T
3. FRmESFSEBENX, RAEASIEMEE GPO BMER.
R
BRANMGESRNER, BEE ket ARKKESFERAPIITENIRE, FEHESHERTRF
KE, WREXEERHNATIHEVIRE, WESEIREZA], WEM RESTEIFETH ISR BT XL Z
B BXFERATITENKENZHNZEYIR, 155H FERAFITENIKEN S,
4, BEESNHM ENERSENR, ASREBEEERITUTIRE:

o EFRE, ATEERDRNEE.,
o KMEERE, AFEMEMEMEESHNEE.,
s BIEENATREBR. AFERDENEENETFE BT,

5. wHfE, BE “RE

7=fE GPO E=[E GPO, BRMUTHE:
1. %% GPO, ARRTRMFEEDH R’
2. RERVANER,
3. BFER GPO =ERINEEE,
4. 8 “wE URmhREIE.

Bk GPO  ZMiER GPO, BRFHEEF, AFRTRIFEEDRH “BFR",
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} =r

AR

MRER GPO NELHAF, NRHRESFMXLERF,

ETERIIRE

fERLLIETR - A A RIS EIEEIRECE Windows HIIRE., EaIUEHENAMBFLIIESE GPO,
FECEETHUR(F > ARKIRE > BTEIRD, ERILBRITUTIRE:

« fEARIREIE GPO,
o EERER,

o FANER.

* RIF GPO 3%k,

* #tE GPO,

- B2 GPO K57 L.

« E—" GPO,

« MiBE—" GPO,

ERRIREIE GPO EERARIREIE GPO, BRMUTIE:

1. EigfFi=rh, BE “¢/& GPO”,
2. FEXEEH:

« $5% GPO K&,

- (FT3%) EEAMERUIBERS GPO.
3. & HENEED, REBUATHENGES EeBRIEN).
4. EFAPRED, REEUATFAROESE CGECARERIPAHEN.
5. 7 B, BEOMUNER,
6. TAE, SEFA

EHENEENAFEED, ERENHE#TERENRE, SUUEHAENNRNESRERER, E7IRMESR, K
BRIZFBINFHE, ErLIERARRNRE,

BEERE, FABARKRE. —MREUTRESIAUERENTE, RIEFMENRARE, ZREFATURERE.
MNE (XAEHEFIERBN) . EE FIRFES

BXIRBEMESR, BEM Microsoft T# GPO &% %,
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BEER EEERR, BRRUTIER:

1. TEgfFi=rh, BEHEEER.
2. FEERRESH:

o ER HENEE UWEEENA T HENNKE (TEEERITEN.
o &R APEE NEEEVATAPNERR (TERARERIMEITEN).

1. EpfE, BEH5EM.

EHENEENAFEED, ERENHE#TERENRE, SUUEHAENIRNESRERER, EHIRMESR, K
BRIZFBINFHE, ErLIERAHRRNRE,

BEERE, FABARKRE. —MREUTRESIMIAUEENTE, RIEFMENRARE, ZREFATURERE.
ME (XAEHEFIERBN) . EE. FIRFES

BXIgEMNER, 3EM Microsoft T# GPO &£%,
SRR
BE:

& ADMX 2SN\ WEM FBERIRET, BHMR zip XHHHFE.adml XHERERNES.

&R LU ADMX XS N WEM LUR1RIER. #AKE, ERILUERXLRRIE GPO, ESNER, BN THE:
1. 7ERMFIET, BEEERIR,
2. TEERRESH, BEHESN.
3. REGE ADMX XHH zip X, RAEAEMNRZXHEESMEEREEERTZEAM:
o FERAN. BUESEN
o BLIRIRASAHREED .

- BENAER, BEURSENFENEERNXKIRE, ERRIREZNIE GPO AR&M. B2, X
TeiEXLE GPO B, XEXENIRERER.

4. BEFBRSANUBHFANIE,
5. TR, BEFTEAMEREEEEERES,
6. TEUHAERERE B TR LIRH,

BEXNMAEESANNERXANES, BEH Xit. EBEERT(N, BFEEUT/LR:

o MER GPO EEBRIRMA M HEIRIRPIZIFRIKENIRE, ERARIRCEZNIE GPO AZFMm, B, HER
HXE GPO B, XEXENREREX.
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i GPO  E4HIE GPO, BREMUTHE:

1. %% GPO, ARRTRFEEDRHN “RiE".
2. TEKERYP, FEIRNER,

3. EHBNEER, REITEVRE,

4. E BFPEER, RERAFERR.

5. EHER, EREMBEIENR.

6. TWfE, BE “REF

=

AR

MRER GPO NELAF, NWEHITREFZIMXLER,,

EE GPO MDA ERLIBEERRIRGIEN GPO WA, MEEERETEMRN GPO —#. BEXFAEE, &
&7 12 GPO M5 .

=& GPO Ex[E GPO, BXMUTHE:

1. %% GPO, ARRTRMFEEDH “wE,

2. RERRE GPO mEAETEMERN GPO X2E TR GPO,
AR
YREAETEMRE, GPO BHRRNEMKE, HETE BT IM REVETF L. ERILEE MR
589 GPO fA—AEMERIRE.,

3. {RAER MM,
4. BEFER GPO =EIIMNEESE.
5. B “mE UBmhREEERE,

ik GPO  EMER GPO, BRFHEER, AFRTRIFIEHH “BFR",

AR

MRER GPO NELHAF, NHRESFMMXLERF,

NRER

IRV ERNED L AFRNNABER. DiiE, XEVAEFRERE. ‘R RERESE LRARES
X, BEFERFENRE,
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e

e  AE Citrix DaaS WA B BIBITHI & REL AR ILE, ABHMNiER VUEMAppCmd.exe 9RTH
IX 4%, VUEMAppCmd.exe #if® Workspace Environment Management X327z Citrix DaaS #
Citrix Virtual Apps and Desktops & HIN FFEFF B ah 2 RISERTIRIE L IR, BXRIFMMER, BB R
EEREBEEEAmRENAREFEE,

TR LRIT A TR (E:

o ARINARER.

o RIFTZ AIEFTIR.

- RENAREFUEEEEN,
- BEENAREFHDE,

. RENBRERF.

o BIERZ AR,

o UNHRE TR KEMNE.
 FEEAREOAMENRER.

MM D ENBEFN—RIERIZNT:

1. 7£ Web i=Hlarh, HIMXNEES, SMIRE> NARFARRERNNARR. BSRRNNARER,.
2. ERERMONBER, ARERFEPRET “EEOEK . BEREENAEFNDER.

PEEE—LIYEA LN, BEARBATEESSEESTH SQL EERIFIERIEENE, BEDEIIANER, BRI
THE:

1. %% Web =514 > 510 > 12 > RE > 5itE R, AEEERRE,
2. ERMEEREREE 27, AREE ‘RE” > “RIFTKEEINIZE.
BE:

o BEEAEMERE, BRIIEEERATUTIRE:

- ERNBEmAE (ATFREERNERE)
- EfEENBEMRE (ATAEEMEEIAIZE)
- BRAXRERBRER

o BEILIE “IBRREERIR” > “BRIRE > BE” > “FEE" > “‘HNERSIBE hHRIXERE,
NI BERF

BERMNBRER, BERAUTHE:

1. % "NRERF B, BE RNNARERF.
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2. FEAEENEL, BEUTRE:

o B FEEBMUBBEIRRINABERF.
o BB, BEAXNAREFNEMEE.
o RE. BRREANARFIREETEPRN. T4EPEXT, NARFFATR. ENRESXERE

E—1NEENS, RREFTA.
o MAREFERE, BEREATITANNABEFRE, RIBEHNER, BRRESEFRAE.

- BERENARER. SIBBRTITAREERA BN LNNAEFHNRES . MREFIEDR, W
RNETERM A TR IE:
* NAREFERR. BARBEAPHEN LNNAREFNTERR.
* TEXHE, BABFTEN RN AR TBREIFANBREFNIEXHRX. ENAERF
BREFRPRATBRER, LFBREERET.
* B, MRFE, BANAEFNEHEHK.

o XHFHEXHR. AFELIRRESR, AP SERESNERN, ZRESXAERAFHEN LITHE
IR, SIRIEFILIEIN, NSRTETRILTRIE:

- BiR. BABIRHIMRIITRERIZ,
« URL, AWERIMMAERF URL, MRERIED, WERTIETTH TR
- MAEF URL, BANAREFH URL.

« Citrix Workspace %, #iFEM Citrix Workspace IR AIERF. MMRERIET, NSRRE
FERR LA TR 1E:

- MA®EE URL, BAESEMNNAREFREANSHMIVERE StoreFront 3¢ Workspace M E®
IER URL,
AE:
BT EERETEN _EITH SaaS MEEFS, Citrix Workspace (StoreFront) &5 BIp9%
LERy TR

- &R, /A WEM Tool Hub > i RiEFEIF R B45 Workspace &if., SH&ERESHETH
TR ZRE SR EMMRIR, BE STHNAREFEF 7T WEM Tool Hub (IRBZ#).
ZT# WEM Tool Hub, i&#i{E Citrix Cloud > WEM BB > SLHiEF. BXE4MER, ESH
WEM Tool Hub,

3. fpaminimE L, BEEMTIRE:
o ‘NRERT Biff. B BT LUEREMERS AT ET.

- BEAMIMENR, EREE.ico XHSAEM WEM Tool Hub > 17 F 12 = B 5 & &l 09 B 15 2
WEM Z#F5R7F %35 100 MEFR. BXEFMES, E5E WEM Tool Hub,
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FRAFPRELRERGIE, AP RELEENAEFRESANERMIE, EUREANSE. NRB
&, REANKE FRERBMEIIEEMLE.,

ETREB. EERESANZN. KMBIMERFFEHR,

“FHIR” RS, BE B, 7 R REEMEEEALIZNAREFRES. RIAERT, &
£ EFPEIRMBRES R, £ TR RBEEREOP, ERILBITUTERE:

- ARELSAERBEX X,
- EENAREFREARNE TR REXHXRPHIE,
- ERBEEXXHE,

Note:

To delete custom folders, go to Start menu view in Applications. See Switch to the

Start menu view.

BOXE, EENAEFEERAFTENLNSIME (BMEEIESE). 8 (FRRENE) EB&K
£ (2F0E) EO0RTH.

A, EBRERE, BRERAANTFRHARTHEHAR, RERUTERWANAS (Fim) . Ctrl+Alt+S
BREHME. MREA, NERERFIEMERCIBRRES WREBHEMER) .
AREXRSPREEBNAEF. EIMEATENRRNAEREFIEERETEERENBERF.
TR “WHER" XHERPZRES . EERSBEAFH WK XfrkhelEiBREFRES .

4. ERE, B Tl REHEL.

RIBNFER

RRENAER, BRRUTIER:

1. EAEFTR, EENAERF. IRFE, EARREREREINAER.

2. BERFEPEN “RE

3. £ “BAXMER" M & NEL, RIEFEH#HTEN.

4. mRE, Bl “RE

EENAREFNSE

REEVAREFNIE, BRRUATIER:

1. EENARER, ARERF=PEREENE.

2. ERERNAREFHERANSERR (AFRHH.
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o ERNFHEM, BEE RMEET . AXFAER, BER FIIDEET.
- BEEBRLIEEERRAM MRS ULEREZNBEFRES:

SIEKEREAR
AINE “FFIR” SR
EEE “FR” XKE
AINEIRIERZTh

A% Windows Eap
EEIMESE=

1. ERATIESEEIERRK.
o BXFMBEROES, BB Bk,

2. HfE, BETM.

RfENBERF

P =

DERASW T E,

ERENBRER, BERAUTHE:

1. ERNAER, ARTERFEPEER “RE,
2. RERVANER,

3. ERERNAEFREEINEES,

4. 8 “RE HUEhREIE.

pllEIVaEE e

ERBEBIER, BIEEZNBER, AREREEDIEERR.
AR

MREAEFENRLERF, WHRZNAREFEImXERF,

PIRE| “FiR” SRR

RUMRE “FHR” RBEME, BRE FiR KENE. 2REETRESTNAREFE TR REXHRPHIE, ATH
TTLAUTRE:

o BIRBEXXHR,
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o BAREFBEHEIPIEIXARX,
¢ ERBBEEXXHRX,
o MIBRBEXXMHR, BEREEX R, Z3XHRABRNAERHERRER.

EEAREBNMLENBER

JISEN

o EERMRIFET LB BEF
o ENERRAENBER
BUHD ECR M ERIFR A2
SRHINEN RIER

o SRHIMIRN BIZFRITIEER

StoreFront:

o MNRFZE, 70 StoreFront URL HNEHR, 0 “Citrix Workspace #iR” KB BEFN, TEIit
URL, BE&HRINRBRERF.

INERIESS
e

SNEMESTER P RIERF LiE1T. BEWENAFIEBITES, BeUBMAKES.

EInEERIFECIRE D RS B BVNIMESS . SNBESTERF ERF L1ETT, JUBHAHTARERF. HBRETRE
HENABSITENMENER. ERMAEE: vbs 1 .amd M7,

CE SR ARIETINIES, B, B EEAR I,
T BT T AR

- CURSMEBES.

» BIBTSNEBESTIR.

» RIESNEDES.

. ERINESNDE

o SERESMERIESS,
o MIERIMNERIESS,

'

TRILMER “RE” FIRBAXREEAHRZRINES. BERBES, BAREEED 1 MRS,
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BIZIMNBIESS

EEIRMES, BRAUTIE:

1. £ “HNERESS” 1, B “GIRIMBES
2. £ “EF” EmkL, BEUTRE.
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- EfMERNBEHRE (ATAEERMEEIAIRE)
- BRAXRERBRER

o BEILIE “IBRREERIR” > “BRIRE” > ‘KE” > ‘FEE > “RERSERE PHREIXLERE,

BARKIRE

BEMARIILE, REEITHIE LM U TSR

1. FTAARIRERITRIS,
2. T ARKRERE BO%, ARETBEENH GPO, ABERE &%,
3. AEMARBNREOD, EEERESHNMLE. 3E, ETUAEHRERR,
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4. BEEBEHUBHENR, ARBELEHE.
. SIEIENXHR, AEBHESRER zip X,

=

AR

WEM ZHSANEBE 1 GPO &1 XHFRM zip X

fF WEM GPO & FSLogix AL & 14+ 528

BRNAEAARKERREIREE Windows I8B8IRE, &2 £H WEM GPO BEE FSLogix FLE St & 8.

N BEFBhes

MAEF MR LB EREN N REBANMENARERF. £AZIR, BRAUUE—MIERHAE DL
Ao

'

BBWEE L TAER Citrix BRI BERF L.

tEInRE BB LU TS :

o HECHIR FRFER Al LU IR S Bho
o APRIAE—MIEBsha At 1N BN RER.
o APTIREARE B RINBEHMIL, A Profile Management, ATLUEHHIEEHE,

CHRAPFAUEERERERITANAEF B3I A (AppLauncherUtil.exe) ZTAMFREBREX
& 3 th: %ProgramFiles%\Citrix\Workspace Environment Management Agent)\
AppLauncherUtil.exe, IFZIAR, AFEEIUTHE, RMTHEAMININNERER:

& App Launcher - o x

Allapps Favorites Managementtools Browser bookmarks

Search Sort: Most recent ¥

| © L

edge regedit

« FRENAERF. BETFBENENNAER. FIRIHIFEN: &, AFMER.
o WK, BTRE AR AERF.
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- B TR, ERUTRINIA:

- Taskmgr, ITHESEES,
- VUEMUIAgent. =50 WEM Ul RiE,

o MEBPE, BREFENRS|PEDHMLL, BIREHE, BAFRTLUREITFNESEH AR BiaNL, $B%
BTG 238 0 4H. IEIHAEINSZHF Google Chrome # Microsoft Edge. AITRRIHIFER: Rifl. A FHEF.

o BEESER. B—MERER, AFAFEERE

o

BRAETEN LEEDENNAEF. IRAEBETENLRRESENNARER, WRERZNBER, BLER

5 Application Launcher

All apps  Favorites  Management tools  Browser bookmarks

w w7
Chrome edge Edge
The following applications are assigned to you but not installed on this machine.

Motepad++

Sort: Most recent ¥

J)

notepad

BRUAERLLINEERNTRA, BEEAE DN AEFESE—MIE,

SMNERIESS TP

SHFHEIA (F1g0, PowerShell #iZ) :

o MRXHRBEMEELZTHFE ST

- £ ‘B FERHP, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl

.0\powershell.exe,
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- EBRFHED, BAUTAHE: C:\<folder path>\<script name>.psl,

s, EHAINERE “BRE FRABANMAGN BR. fim: C:\<folder path>\<script
name>.psl. IRFE, £ B FBRP, HESK. B, WEAXHRETEREREMIZFITH, A
FHERFRFIRPREENXHFRE X, BXXARBEXENER, BHEH XX,

o MRXHRBRERHMELMEETE:

- £ ‘B FEBHP, BAUTAZR: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
- EBRFED, BEAUTAHE: -file C:\<folder path>\<script name>.psl,

TR BER (170 iexplore.exe):

o £ B FEH, BAUTRA: C:\Program Files\"Internet Explorer"\iexplore
. eXe,
o £ “BE TS, BAEITHMMIEM URL: https://docs.citrix.com/,

X RGIRIE

BEHPE AR HE R Z AP FES.
e

BRI LUMER IS ShERY B Workspace Environment Management &, EEINEEEEK,

X RSRIFTIR

WE X HRXHFIRIENTIR, ERILUER Find RIBXAFRBREME ID HEHIR.

AN REIRIE

1. A ETXERE 7 a<o
2. I MEXHRFRENEFEETRPHNFAES, RAEREHE.

FEMEMG B, XHHXHRIRENETREN, BRETIRF.

W, AWFEIEERXAZRNEMES. LFRNEREIHEIBRASFETR.

X RGRERTS. EHRBREREAXGRAGRNF. BAG, BMESRLAF, AEBEFASNEHH#ITHIE,
RERR. EHBFES S RBIEE R,

BiRERE. ERIFTRX X R BEREE.
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MRFE, WEEBT. EHXHHXHRIEFRSEREMUETERNIMEXMH TR, NMRBRFILEDR, FE
BMIBEEFEEBBERBME I MHRX, WASERIZEMEIS o

BIT—R. BIMERT, SXRAERIFBY, Workspace Environment Management #iSiz{TXXFRFAERIE. ER
eI AL Workspace Environment Management {UE1T—RI&1E, MARESRRIFNIGITIRIE, XA LUNR
RERIFZRE, THRYENAFR DR T FSXXERGIRIEN,

IRIFRE, MR XHSXHRIRERM AKBRIRIE: B8 MR, Boh. ERS 3 FSHEE BF. ZCRMSHE
%, BEEmAFET Windows SeCreateSymbolicLinkPrivilege SRUAFEIERS 5%,

WITIRF. WERENBITING, LFEERERTHEMIRFEETT. BRETHITINFER 0 (B) i, AREITERN
1 89181E, AREBITEM 2 BV, KRILSEH,

L LESIP St
BE.

TE B REXE (FTA) SBMTABIAXE, B2, HEITHESANNMHER, “@% BT 4?”
BAORTBEMALI, BREEE—NEARERITHZXX 4. BEHEXAED. NRFTEERAEIEMUNED,
ERITUUTIRIE: ITHAARKAERHER AET "EXEMNARER B K GrEVES > EEBRER >
Windows 4Aff > XHFHRREER),

EHRIBPFES FTA 898,
em:

1A UERsHAS SRR B Workspace Environment Management i21F, EEINEEERK,

LEINEEAVFENR FTA FRIDA B S ECRYIR(F.
ERILAITIA TR IE:

o 700 FTA
* U FTA
o 44 FTA
o BRI
« 52k FTA
o MIER FTA

7~ FTA

1. ERRERS FIXE 88
2. 7 “AINXHEEXRE” SHEERRANFAER.
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1BRIFREL, MR FRE M AREBIR(F,

Bife XHREKHETREBIR, 5XXM4XREVITRFERIVER,

W, WFBNETERS/QIEMST, HATTEEEXTRNEMES.

XHRBERS, XU XEKEEREREM. BAG, BMESRLEEF, AEEFAIWH#ITRE,

XH BE. ATUXHRBEXENT BE. NRMIIRFIREXGT ER, ProglD FEREEMER (MRETER
EHISMITEN EFEZXARDE), GHAUEERAT BR. B2, WTFHNREXEK, BWAEERAT EBiEF. BX
ﬁémfm =$) 1ﬁ%|§.| PR N

ProgID. SRfMiER (COM) £EtAIBIZIRIRMT. MEMFIRTEE AT BEHN, HESEES., CHaLEE
@\ ProgiD, EANEBREMNMAREN ProgiD, HEalEER OLE/COM MREES (oleview.exe), HEWR
%/Ole 1.0 MRHBE, 5 ProglD WESEE, E5H Hi2imn% (ProgiD)s

1215, ARVTEERFRIERE: TH. RIEZITH,

BN AR, ATIEES X4 BE2—REANTHRIT . BATTRITXHMZERRZ, §ii0, XF Ultrakdit 2
A4miE28: C:\Program Files\IDM Computer Solutions\UltraEdit\uedit64.exe

Y. BTIEEBRSAIHITXAREXARIERE, flin:

o MWFITFFRURIE, BHRN %17 o
o SPFFTEMELE, BRN /p"%1",

RERNRINESE. IRESRXEIREN XY BRBBIME,
B, VM XHXKESERIEEY BRNEMIEA XK.

BIT—R. RINERT, SXRNAERIFAT, Workspace Environment Management (WEM) #6330 KBk,
BIAIAT BB —R XX RE, MARESRRIFET IR AR, XA UNRAERFLRE, LERYEAAFSE
T & XK,

e

TR A MR BKREXB)F SRR EN 1AM RS 8 PRI D EC R (.

BXIFAER, BERNA,

YRAESMF B KEX

RREXFLRXE, BRBU TSR
1 7F “XHREXE fh, EEAFENXEK. NRFE, EARREREREIFIFIX LXK,
2. BERFEPRN “RE
3. RIEFEHATEN.
4. ERfE, BE “RE
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B

BEEXRBXBNIE, BRAUTIE:
1. EEXHREXEK, ARERFEPER “EBOE
2. ERERAHSEXKNSEBES (BRMA).
o ERFHEL, BRE RMFET . BXFAEER, FEHE FIDEET.
o ERTESEBIEBRKL. NBELE, AT BEIMKEREXEKIMNTR.
¢ BHESHEXRBEN=TEBSUEREE.,
o A LUEE RS D EKXEKEAERETUS S HINEEN B TS BT,

SeFES B REX

BrEXFRRXE, BRBU TSR
1 EEXHREXEK, ARERFEPERE “RE”,
2. RERMANER,
3. ERBERXHREXKREINEES,
4. g2F “wE UBmREIE.

RRIBRSC 28 B K Bx

EMIPFSCAFRBIXE, BRHER, ARERFEZPESE BE

FEE IR IR IR S S BY KB

AbIB IR ;

o BRMFIFTI IR 2R KEX
o EFTEIZAAIE FTA

o SREIRE FTA BYEIEEE

« BUBSECRY NS mEMIFR FTA

JSON x4

L IHEE A& IN JSON MR HIGEH B LA IR s &k JSON X, ERLLThAE, EalLUE MEISBENREIES
JSON EREX MM EERF (i Microsoft Teams),

1A ABAT A T 24!
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o #I—1 JSON X%,

* Rl JSON 3% 7%,
474 JSON &K,

« B2 JSON HRAI5EL.

o ZE— JSON XK,

o MiBE—1 JSON X%,

o ITHIRTRE JSON MR,

MM E JSON MR —RR TIFRIZMN FPAR:

1. £ Web f=#larh, HIEXMEES, SN “BE > “JSONWR”, AEEH “HiNJIJSON LR, FS
i 70 JSON 3%,
2. EFEARME JSON R, ARERFERREE “EENE . F5H B JSON WRHSE.

BNEHFE LB REEN. BEUEEX, FSRED LA £,

0 JSON 3F%

2730 JSON WL, BFRMUTHER:
1. £ JSON R, BE FH0 JSON KR, AEEFFLE,
2. BEUTIRE:

o B HEE—NRMIUAFEEEIRS JSON 35K,

o BEA (FIE). HEEHX JSON WERMEMES

- BALEF. BANER JSON XK. BAG, BMERHIRLEAFPHITEN, ABBFINEH#TRE,

o XHBENAS. EEERENRENDN JSON XHNREZR. HENRABRS BRXHFRNRERETEH.
ETHRABZOFEHD, BHZ1H JSON REGH R,

MEEFEFHEABRRINAS, H8E “EEERER". FERBIREREAFEERERER JSON BE,
BFERBISENRRER. B, &IEEMNERT Microsoft Teams.

generate-with-template

MRXHEREFE, WOIBEXH, XR—MRIEREET, FIRERNKIZTMEATE, f50, 7 Microsoft
Teamsifi=, “desktop-config.json” XHEEE Microsoft Teams EXRBEHEA F1E.
&NRIEXMY. EFE, REBESEHREGRXENENREFEIE—(E, &HRETRAZHNER, &
%R “-“WEMCopy”,
s

- ARRE, ERFRERIAERFETLIEERE,

- HENRLE, FiItENBHHAERFE SQL &L B MIRIRE,
o BT R, WMREHR, WEM BUEIT—RIZIEME

3. /A, B T REHBL.
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JSON REEH A UTRANREE T MEEERETSBIR JSON XHFFHNIAEREGH.
B FRRRERA:

{
"value": "valuel",
"array": ["testl", "test2"],
"object": {
"keyl": "valuel", "key2": '"value2" }
}

<!--NeedCopy-->
BERNE T
{

"value": "value2",
"array": ["test2", "test3"],
"object": {
"keyl": "changed", "key3": "value3", "key4": "value4" }

)

}

"new": 1

<!--NeedCopy-->

BHERTG:

{
"value": "value2",
"array": ["testl", "test2", "test3"],
"object": {

"keyl": "changed", "key2": "value2", "key3": "value3", "key4":
n }

)
"new": 1

}

<!--NeedCopy-->

) Windows 11 89 “Ff48” Xe#HFHM JSON 3R

Zm\ Windows 11 89 “FF48” F2HmEAM JSON WK, BEFRMUATHE,
1. BERMIF JSON YK,

2. 1% Windows 11 1y “FFi4” HHBEE,

"value4
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3. BEERNLZFIN JSON s+&RTTE A,
4, % Done (58A%).

BEXEZER, BESREEX Windows 11 8 “FF18” S8HER.

418 JSON R

24548 JSON WR, BRMUTIER:

£ JSON x35eh, %8 JSON MR, MRFE, EALREREZHK JSON WK,
BERFEPH “RE

RIEFEHITENR,

TRE, B8E “REFE

> wn e

EIE JSON xRy EL

2EHE JSON WRHNDE, BRMUATIE:

1. % JSON W8, ARERFLERER “EESE
2. #EERER JSON NRPERNDEER (AFPFMA).

o ERNFHEL, BRE RMFET . BXEFAEER, TSR FIIDEET.
- BEEBRLIEEERANTIES. BXANMERNES, BSE ik,

3. THfE, BETEM.

/& JSON IR

=3

AR

o DEFEETE,

25 JSON WE, BRMUTIER:

%1% JSON MR, ARTEIRIFEFTEERE “E
IREBR MRANER

ERER JSON R IR ES,

BF “wmfE” LBmhREIRE,

> wnh e

fipR JSON 33

EMF% JSON MR, FFHEEP, ARERFEFIER “BER.
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} =r

AR

o JIRER JSON WRDELAF, WIFEBRSRMXLERF,

INI x4

i Lini XXEHRIEORIE, ATFEEN .ini X,

Ini XHHR1EHIR

EHIEA ini SXHHRENTIR, ETLUER Find ARIBXXAFFRIZEI 1D fHiEdIR,

A0 IND SCHFRE

1. ERETXERE 7R 6<%
2. 7F 700 INI SXMHEE” METRNFAREE, ARRE “WE .

FEMEE B, XHRENETER, ERTE Ini XHEEFIRF,
W, BFBNBTERS/QEAST, HAWEEEEXRRNEMESR.
ini XHRIERES. DIRIni XHRIERBRAEREMH. BAE, ESREARF, RBUFRaSNE#ITLE,
BIfEER. BE.INi XHHMUE, ZXHBERFRRIRPET#HTES.
AR
SERRIMANZRER, NRBTBRERNERLZ, WEM FJaEELEIETT.
BARER0. FEREUIRIEEX.ini XAHHNERS . MREIEE T — M REFENED, WSBIBZED.

BiMERTR. EEERNBIERRM.
BirthE. EEEES.

BIT—R. BIAERT, XRRERIFET, Workspace Environment Management #Ba1T.ini XIHFEME, &S
tbEiEAER 5 Workspace Environment Management {RHUiT—RgE, MARESARIFEHRITZIRIE. LHRE

EIINRAERIFEE, LHEELMAF DT IF5.ini X2,

BRIFRE, R FRE M ARE BRI,

4REE INI SXHHRME BRIB/E, BRAUTIR:

1. BEBFEEDH “RE
2. RIEFEHTEN.
3. A, BE RE
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BEFL BEEESKR, BRRUTIERE:

R INI XX, ARTERIFI=FIEER “BEDE .
EEERI INI XD LD EBT (BFRFMAE).
ERTIERFDEIBR K.

AEBERERE INI XHERR TR,

TRE, 8E “RE

ok wn =

[ INI XXHiRF EniE, BERUTIE:

B INI X, RARTERIEETIER “RE
IREBR MRANSEA

ERFERENRES.

BF “wmfE” LEmhREIRE.

> wnh e

MER IND St ZMIBR INI XXM, BB EET, ARTERFERERE “BER,

o)

i |

RV O MRSTARIN AR S ECRRE, IHOTHAERFE A ik COM MO, EWal LA Citrix Studio HKEREFA
COM w8y B Ehi&ER,

R EERA R OAAEF oIz 8N IR OMBRET, 1EiSE7E Citrix Studio FEAZE IR COM ImOEE MK, BRIE
AT, 2k COM BOEEM,

U MEZIES

MEROMNTIR. ERIUER ‘B %B7RE ID kR,

AR O

1. MIREESRERERE “FIlmARES"
2. 7 “ARIIROREGY” INEEET R LRNFAES, ARBRE WE

FERMEMG B KORTEROVIRFHNERETR.

W, NBTERE/CZBMSH, HATEEEEXARNEMES.

BOM. TRIEORBRAERER. BARE, BMESELAF, ABBRSNEH#TAE,
IHARM. IRORITHAER T,

mH B BifmH.
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R ETR RIEREL, AR ERAITRIRIEREL
flin, ERILURIN T ANEEERIRE:

o WHORFR: %EE “COM3.”
« mAB4R: BA \\Client\COM3:

RIBIROIARGY ERIBIWROMRG, BREMUTIE:

1. BEHBFEERE “RE
2. RIEFEHTENR.
3. THfE, BE “‘RE

BEEFL EEESKR, BRRUTIER:

EEROAREY, ARERFEREREESE,
ERER RO S ELNSEES (BFRRH),
ERSIESER N EER L.

AT BIRREFmE O RS ER.
TRE, BE “RE

ok wpn =

RFERORE ER[E, BRAUTSE:

TR, ARTERIFEPIERRE,
YRR MANHER,
ERFERENKRES.

BF “wmfE” LUEmhREIRE.

W

MFRIRCBREY  EMIFRIEOBRSY, BFHER, ARTEIRIFEFIEERFR.

FF DSN

1=HE AP DSN B,

FF DSN 7%

mMARF DSN #5&, EaILER Find RIBXAFRFRZREMRE 1D fEdxR.
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AR DSN

1. fERAETXERS R &<,
2. 7£ “AMAF DSN” HEEET-RHRNIFAER, ARRE “HBE .

FERMIEM

B, AP DSNHMER&M, BREAF DSN Fi&RH,

W, WFBNETERS/QEAST, HATEEEEXRRNEMESR.

FBF DSN K%, iREREREAAF DSN. 2AGE, BMEDRLBF, AEBEEFIWHEHH#ITRE,
HIEREMR. FF DSN B9ThRER o

El#l. DSN WXzpigfr. Bal, R SQL ARS328 DSNo

AR5 88 R, AP DSN E#EIR SQL ARSS2RAIRMRo

HIEERR. AP DSN EEEZIN SQL BUEERRTR.

BIT—R. BIABERT, SXRAERIFE, Workspace Environment Management #<tIZB~ DSN, A3ELtHiE
AlfE Workspace Environment Management X 8iE—x AP DSN, MAREESRRIFESIE—R, XA ik
REBRIFHIE, LHEIENAFPHE 7% DSN B,

IRFRERL, HRIEFRB M AKEBIR(E,

‘wEFF DSN  ZE4EiE/f8ckFAF DSN, BT U TS E:

1. BEHBFEERE “RE
2. RIEFEHTENR.
3. A, BE “RE

EIEAF DSNH0E. ZEIERAF DSN MBS, Bem U TSR

EEAF DSN, ZAGRHERFERER “EESE .
EERERHEHSEAR DSN WoEBF (AR, 45 0U).
ERTIEBR/HEIBIR L.

AT BMREFMERF DSN B9 %K.

FTRE, BE “RE

ok w b=

wfEAF DSN ZEm[ERAF DSN, BERMMTSRE:

1. E&ZAP DSN, ARTEIRIEEREE “wE™,
2. fRAER MR,
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3. ERFERENEES,
4. BF “mE UEmREIE.

MFRA~ DSN  ZMiFRAF DSN, B HEES, ARERFEPEE “BER

e

April 10, 2024
RN AR EN AR E. XFRTUBRAPERMAE—E5,

DEBR

B “pfiBir ALGMBRME (Bir), WEAMMSEIREMNZSHN, EFZ—PBIirRERE S
FE:
¥ SID #%# N iR 2 A pEE E—LEhT(a), WNREMAEREILN, 5i@iIEE Cloud Connector BiETTIR
JKIIE Cloud Connector 2B IEEIiT T, MRBIFNAEE, BER Citrix HAR%ZH,

BRIAEBR:

s FiBA. BEFERAF (BEERBFMINTE) NREH, MRAERHRIERFITH,

- BER, ASEERAFMAMGNRNES. VIIRTERFRASE, ZANE—HAREERKF. HiITBEHMA
e, MEBESRARKAMIERRAR, HRSH|MNEEHIZEN, EIVEBRRARKRMIERERASR,

SRR AR EE

o ik AFEIHETIR.

o AIDEBETR. AWERMET.
RIF. B BERYIR.

« 5. ATEERNEBTNIFAGES.

o iH. ATHRIEEIT. EAILUENHEGA. MARMBARS. BEMKREH, BFERUTER: REARRET
EHERRFNAEINF. NEEXR, KA. BABY. NREFEAR, REAERRSHBERE S LK.

s B, ATEEASERXNR (B,
kR, AFERIRER. AR FBBFEREBT.
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e

BEER RE” FIREIRAX, AILIREE AR BT,

) IbaliGI=E

BARMAE, BRITUTHE:

1. & “QEBEH TEL, 8F “SMIEBRTF .
2. EERS MR,
3. EEFEERMBEATFRTERE,
4. EFEIREE,
R
3¢ F Active Directory #1 Azure Active Directory, EaI B FTERSENIBAFRRREH, T
Active Directory, ERILURRAL MU, FHIDE, REER AHIRIGE HELALR R
5. EEREFR, WAERNNETHER, WAZTE, R ERILED,
AR
ERURER 50 MER, NELE, BEANIER,
6. BEMSEMRLURMEFR. ERMHNEREER—MRENSERICET.)
"R
MRERNREEMBNREBNER, BURIE M S5 RE U,
7. 5ERfE, BE R BRINMBGHERERS.
BB

EEEBMNOE, BRITUTTE:

1.

2.

3.

4,

£ “PEBMN THEL, EFEBEIR. RFE, ERRREREREIBEMT.
TEIRMEIEh, %1 “EENE. BRI “EBNR §0.
RIEFREEESTURIFII D EC.

B “BEEN URIHEESRTHEHIT T Bl
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B CPU ZMERMRH. Rtk CPU IBERIPEHZRG AT EN LIEEHREMEEAER, £ 13 X ISEERREA
— MR, Hh X EAZHEH. IRBANBYAT X, WEAERT WEM SR REHIZHNRAHERRSE Xo

« CPU #ZOMERIRS. fEEMA CPU IBERIFIHEZRTIIZELESRHE, XTF VM, ERNBERH#ZR
HAEMN P RZIENERNE, MAEREYIEESFPRZEAESRHE,

BRZR CPU fiitk. BRGE, RESE kiR CPU IBERIFHNHZN CPU AR, REME CPU BERIFH
HIZEBHEDEH CPU MARSZFHETITAERNHE, BEE, WEM REALUTRSE#ERIT CPU fik:

+ Taskmgr

o RATHEE
. R4

» Svchost

« LSASS

« Wininit

« services

o CSISS

+ audiodg

+ MsMpEng
+ NisSrv

e MSCOrsvw
« vmwareresolutionset

BREEI0 k. BRE, KBRS AE CPU EERIFAHIZRMHE /O AR, REME CPU IRERF
HOHIRTE B BHBY R S Fe |/O MRAALZ MR F1T /9 EHRY#HIZ,

HpR#i2, BIMERT, WEM CPU BBLHRFERE WK Citrix #1 Windows #ZORS#E, BR, ErRIUER
LRI M HERRFZR A R0 3 MRS A2, DUBBIRPIITXHEFR (5190 notepad.exe) #1T CPU IEERIF, BEER
T, RS EEERARRTESN

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 281



Workspace Environment Management g5

e

o BEIEHFSHBERIEFEERE 1/0, ERILUSHBZHZNFHS 1/0 MEKEKERR, BSRAI/0E
#,

o Htightg CPU IBERIFHERRT 32 CPU AR, WEM SRFEE#HIZR CPU ALNBRIER—
FELS, TEHESHNEARFNRSEEH, WEM RIERSEHHIZNGLHIZREIZLZ,

B b 24k & CPU kR, EEAFREHF#HZME CPU (LEARI#HZ,

CPU IEERIFET ERBENFEGIHNT CPU IBERF:

- BaiBilk CPU BB, EAILETLRIEE RS CPU EAX (EFR1 CPU REZ) B2 90% Bi#fE CPU
fEAE (TR CPURER) B2 80% Bt T CPU IEERIF.
+ BEX CPU BRI, AWEBAEX CPU BERIFHIRE,

- CPU EAMRE, EF#HEEFHSIATIN CPU EREXTHEA sEft A CPU IBERIF. ILRFIERSS
LHFREZELAESR LRER/HMN, HARZEIMEMBERN. BRESD CPU AREERKIEANSE,
BEA “RERNTEN CPU AZARE" &,

o TRFEEHMAEREUE, BTN IEREE (F1W 37.5%), AILREITE/ \WZTE EERA= U ERZREE,

o REBEWFEN CPU RZMRE, RIFERESED CPU RiZigE CPU EAXREIERNSE, ZERU
AKTF 100%, f140200% 8% 250%. Rfl: HizEIREN 200% B, KEMMERRINHESZ CPUR
ZHHTE, TRFEEHMAEREE,
==

« BB “BEX CPU BERIP” &, HixT£RB CPU FEHMRHISAEF £ CPU )iziy CPU ERMRHIET,
iR CPU IBERIP, MEREENE,

FAL CPU IBERIPEIHE, A LUAITLUTRE:

o MRKEF B CPU MIZERRE %M. KBS RXLEHZERN CPU 5%,
o MRERT “BA CPU RZERRK" &5 REREEXEHZN CPU AR, HRENRFIETEN LS
EHEBIFIELER,

o EHE CPU IBERIPMASEEN, A—#ENSPEFASRME CPU EAXESE. MREELMHXTFAS
BEIERSE, MASfRE CPU IBERIF, i, NFABZSTMHARIENZRIE VDA, MEZ chrome.exe
#i2, EitHE CPU AR, 2R er CPU EAXRMENM,

CPU IEERIFPHIRAFRSE  REFRHEIRE EREINIT CPU BERIFZAT, #E40BE CPU A REIRIE EK
Eo
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CPU IBERIPHINARPERETIE  =RMIATE, FREHIE CPU MARMNBIEKE, FINEZE, AR REIEILL
Tz—:

NRAKTE CPU MREREIRPIEEHEM LR, HEARERE “BREE CPU A" &EH, WARKIALS (Bi@).
EERS, WMRE CPU MARERPISE T HIZMAR, WELEEERT “BRAEHE CPU " &I,
RN, BURTIRENITH. WRKE CPU LALMIUFIEEHEM TSR, HFEERT “BREE CPU 1
" &Em, NWEHMXMER. #i2ft% CPU BERFEME, H CPU REARMEIK.

Hitizm  BA CPU RO ERRS. EALLETRAA CPU IBERFIHZRGEI NI EN LIS EREMNZELE
8o

CPU 1524k

BRE, AFEFihgE#ERN CPU k%K.

MRHERTFHR, XEREREN. ENATFERKEEHEN CPU RALE, UERS CPU A IRRATERHIZ
FREMIEREMT. HHFBEERSN, RARRRNHERELTIARSNEMIREZ ERHERS. Bk, EIFX
AIREHAER CPU HEEMILE KRR ER,

BEIREHZMARAHEROFAELERILT “BRMER . LENKMFR “Ha” LEARIERES (BXIER
ZETFEH . HHBEN BTSN #HEN, LIERNERRIEEIIN CPU REAREENZEHE, #1289 CPU 5k
g, NEATRLIESEIERMES,

AR

MREFEHRE LIREREM CPU MERES, WL CPUEER—ESRL. AIRREEHEHMHEE (BERS
CPU f£5£4%) s CPU EREBE L.

BRIRAE, BRE PIRE. BEUTER, ARBEE “REH#HIE":

o HIERR, RETEINHETHRITIXEHERM, F0, 33F Windows ZFEEES (explorer.exe), EH#EN
“explorer”,

o Priority (fi5%c4R). #HIZHFIELIEN “BE” AR, #HENMLLAES, MIEBRFENREHRESZ, K =
A7 “RFEEKE. “E&. “BFEE". ‘& f “Li JifiE,

'
EEIMIEENHIE CPU AR SERBRIGNSEH EMBohEEN £,

ZMERHE, BREHHEZUNEES, AEEERR.
BIRIEHE, BROHEZTUNERS, ARERREE.
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CPU iaxtt

BAE, AFEEX—MHEERSOA BEAER . A, EESE VDA LEHNRESHE M RpIRENE
SBIPIBESS

BRIAIE, BEE TR, SHEUTES, AESE REHE

o HIZEM, HEAHRITXHEFR (F90 notepad.exe).
° *H*‘I‘io Eﬁ)\_ﬁ\Egﬁo

ZMERHE, BREHEZSUNEES, AEEERR.
BRI, BFROHEZSUNEKS, AEEERE.

CPU EE

BARE, ATEHELEHEERBIEERS LR CPU 43288/, CPU IRHIRIR L #iZERAEE CPU A RREHRIIEE
Bttt 2 WEMAEIFEER CPU B23tEEY, WEM “FRHI” (31 “R&”) %2, XA LB #Z SAAE CPU,

AR
« CPUBER—MEHAZE, iTELRER. AT ARMFRISHIUEIEN CPU EAXRIE, &iFFER CPU
IEERIP, RAXEHZDEERS CPU &R CPU xEttE, CPU RBEIRIFEA T IEFIBEERRE
EAERBBERTFERERFMARMHIZMERZ CPU R,
o ENEMHENA—EB SN CPU R BEEHHEENRA—HIZEERENE DG, %EZF R Agent
FENILE UEBEREK.

TEENEEBDENATFRSBHEMAEDN CPUNSIHER, MAREESNTAREMAZ, (Ha1ER, M CPU
£810% %4 CPU 89 10%, MAZ—MZOH 10%),
BARIRE, BRE PIRE. EEUTER, ARG “REHE":

o HIZEW, HEATHRITXHEIR (I3 notepad.exe).
* aﬁtto gﬁ)\_ﬁ\Egﬁ o

o 3 WEM EE#i2H, ESRHIZERME WEM ER BB AMNEMRTIRP, ELUEdEERIAERIEIE
HIZREWEE,
o BEALLEIEEIEEMBRHEIA CPUEMKZAZBEEE R 7 EREIE CPU BERSES L.
ZMERHE, BREHEZUNERS, AEEERR.
BRI, BROHESUNERS, AREERE.
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RNFEE

XEGE RIFEET WEM M BRRFAERER.

MREAXEIRE, WEM Bt E# B EERANAEEUR#EFRENR/AEFE, MASKEREL. WEM BER
AR AFELSZ, YHEZNTHKRSH, WEM SR#IZEERNZRAERRIITE XS F, FRUERUERSER,
BE, NARFERMEESERTATRRS.

LNAREFMESEMERN, ENRMERKKSTIET, ErUREFEXSIERETINIRG.

B, WEM T AR ERESIEREERNMENAERF. MIRESMAFRRERFESNHE, WBRNFRERE
ARATHEMER. hiThEIXFR—aRkSS LNESHAARENBREE.,

MU= HHENRFERER

BRE, BHERERBARBTSHRSHHEERSRAE, BIENFBETRAL,

TRXRERE, AFEREEEERANTANNEKE, ZREHREFIBTERSRAT. EXREEIRN, WEM 28
HIZEANAFEURHEFMENR ) \REFE, MAIKEREM. BINMER 120 5%

THRRSRE. AFEEE CPU ERXRMNBEDL, BT ZE0, #EFEAATH. FIAMEN 1%, FITRIE-LR
BEREKRT 5% &N, EEFERANHEZEANRSKIZIANEZNEN, MMSBERFRERK.

REIRLI. RITEIEERERSY, BFZHE, WEM IR BRFHNAEERE.
MARTFERRARHRREIHE, RVFEEHEHRERNEERMLZIN IBEHEZR, FIM notepad.exe,

WEM AU T RAHIZNNAIEFREFERBR:

« rdpshell
« wfshell
« rdpclip
« wmiprvse
« dllhost
+ audiodg
« msdtc

e MSCOrsvw
« spoolsv
+ SMSS

« winlogon
» svchost
« taskmgr
« System Idle Process
« System

« LSASS
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e wininit

+ msiexec

« services

e CSIss

« MSMpEng

e NisSrv

« Memory Compression

1 EH IR AR {E A PRI

BRE, AFEEdiRE#ERLERENAT LREREEEZENAEFERE,

H .
=

I

BAREARFINATREHIZAERISERINGM, BERARMNEEERS.

BARIRE, BRE PIRE. EEUTER, AREE ®REHIE.

o BEEM. MABRIMMBHEMNEFR (F150 notepad.exe),
o RTFERE BMARFERRS,
o PREHIREL, MFIRAEZRRFIEI

- EESRE. AFEIHEENHZENASREL hikENSREDELIEEHIENNTFE. WRVA, W
RIBFTAAFRFINFEARS, Eit, FE#IEERENANEFIEIBIIEENRE,

- SRS, AFEIHEENHZEN AFHSREL iRBRAREDELIEEHENNTFR. IRVA, W
REHIEHEBIEENAFE, TRIBREFESZ D, A, EEHIEHENAEFRREIEEENHE
EBRo

ZMERHEE, BREHHEZSUNERS, AEEERR.

BIRIEHE, BROHEZTUNERS, ARERRE.

1/0 &
XIS B RV FELHIZN /O R, UWESTHEMMLE 1/0 FRNHER2SBIEEMRI, flim, EaILE
F3 1/0 EIRIQ B RRHIHE T FHEN AR,

BRI EHZMAR NS EROFFELERIULT “BRMER  LENKMR “Hal” REARAIERES (BXIER
SEFEH) . BE, Windows EMARBRRAILAZ Z ATt F IR LR BRBRILIZRI T IRIAR,
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#1210 kR

BRE, AWERAFEREN /0 Rk, UESFHENNE |/0 HRHNHEFRESBEIEERIT,

BARIRE, BRE PIRE. EEUTER, AEEE ®REFEHIE

o HIEET. MARTT BRNEEARTXERM. M, 33F Windows EREIES (explorer.exe), &
A “explorer”,

o 1/O 5%k, MNHZPFIELIEN “BAR” kR, #Hi20 1/0 RAREE, HEERE /0 HasyRE-NR,
P N = NN 5 RN N A 577 =8

R

TIE A BERHZ |/O MARBERBKREIFIEEH B #HE TREH B EK.

ZMERHE, FREHEZSUNEES, AEEERR.

BRI, BROHEESUNERS, AREERE.

IR E T

XEGEAWEL AR SRERIEN HDX &, XEMSLAFRETREELNXANNR, BE, SEFIRTE
VDA ERE&#EsEE SiEEHEM R

AR

BRiEE RN Citrix Virtual Apps #1 RDS %,

BRE, BAlEESETHFMERAFERREIHE. APEIIENEHE, MEIHESERERERNIT.
BHRSES, BRITUTIE:

1. ORIERR HIRRIERELE M AR, AT IFHI “FINEHERNA" mSFo

2. EERSHRE,

3. EEERMBVAFREN.

4. ERFRED, BABERNNEAENRT. (BRFARDKNE,)

5. BEINSERURINE,

6. eMfE, BE “REFE UAMAHEBH “RAFNIHER @S
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Citrix Optimizer

XS E AR A P IFELGRAEEIFMESE, Citrix Optimizer =1THPIFEMRERTHE, ABNAETRRARK
N,

fErr LR M S AP IFIR:

o ERARBRIRRNITI. AL, EEEFERTRIERFIER,
o XE, FAMBNRERLLEZECHEEXER, ARRKERAFME Workspace Environment Manage-
ment (WEM) 1,

BIRENA] B XHIRIR, AR TE—TA!

o ERIkL Citrix Optimizer IREIERMWEIIINEE, 7E https://support.citrix.com/article/CTX224676
ET#IRzH Citrix Optimizer, #ERITEIEINEERFEMER KB E XIER EEHE WEM,

o EREEMN (RET WEM REBHITEN) £, M3 <C:\Program Files (x86)>\Citrix\
Workspace Environment Management Agent\Citrix Optimizer\Templates
XHEFR, EERIMER G, AERKESHTASENXXHRP, BEXERXGURMENEEER, REKE
EXRR E#E WEM,

BRE, BUREUTIRE:
BRAIEBT. WREFLET, WEM 8BET XML, WRKEE “SEIEZIT, W WEMBTRIOTF:
o $B—RE WEM R IRIRES, WEM SizfTHEREMRK. BRIETEEX ZER#HITER, [N WEM (UE1T—RI7%
. EREIEREAMBEIRE A TFIRIFRA U B AR AR,
o SREXUERES, WEM BT —RMHK K.
EAINEE XA :
1. & HINEEXER,
2. 7 FMBEXER MSH, THRUTSE:
a) WF WIREM, L& K, REEFERMIER,
b) MF “ERMRERE", MIIRTEFRENBRIRN—I RS MEERS,
R

A LURING IR EEEERERR Windows 10 ERF. B BANIRAES KR MNXLRE
R, BSVANS () FIRRIERS, Fla, 2001;2004,

C) RIEREEEERENA,
d) BHR%.
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BE:
Citrix Optimizer AL HFSHBEENIER, HIMBEEXERE, F8EEXEIRHNAHE 2,

TRILER “RE” FIPRTIRRHERBMNERRS ZEIHRER. MRER, NWABRKERLERR, F8 WEM R
BITSRIRKEKEI AL

EffpsiElR, IEBEFREABIRNEIES, AEEERRR. I8 BEEHRRERER.
BREBIENR, HEFERERNEIES, ABEEEE.
EEERRNIFAFES, BERERAERNEIES, AEEEMR.

AR

SHFIERFAM VDI 1R, WEM EREERNITH—EHENERED, NIFRNABEEXRERKEER, 3WF Citrix
Optimizer, WEM SR EH Bzt EHREBEEITHRA.

HEhAZREEANER, NREFHEEEAMMRR, BEAETE WEM A8 MRMERAIXERTENER, W0
REFABEEXERENERER, BRWNESHRIFIETIR, BEXIERERU T AMRMER:

-prefix_<os version>_<os build>

-prefix_Server_<os version>_<os build>

xt Citrix Optimizer iR BN BERFE—LE A LR, RARRTEZERRIEFRSNSRILE > iLE > RSETHE
i+ £ SQL K ERIFERETHE ERIE,

EFEMRIENEY, BEEMILM > S8 > TRiE, HEIRE, ARMESREHEFLE Citrix Optimizer,
e

MENATRET AL BNAE R BRITENEEERIFREINILE, AEEIEELE Citrix Optimizer,

ZRIE

BEXLERE, EOURCEEMAEEIIENSIERERAITEN, UREEFRNEEIEER,

ZRERFRGHBENM -8 BENETEI21E, MERARXNNAEFNRE, RFERNIERFEDRS,
HWAREFHLEET. HAERNZIETESSBER—a B LETHNEERKEMNAREFFAFNER, @idX
EiRE, EUUMKERMAERSENSIFRERARHTEN, URESEIFNERSIEER,

BRE, BRUEFEMAEEIIENSIERERATEN. RNERT, SRERULTERRS. WihEeEd RE
B FFERIIET LU R RMRAEEERZENAF A, 2EFRFAEE—DHE, WEM REZRESS
EXBHHIZSE AEFS CPU R 1/0 k%, RE, KEBSNRIERLUHENAFERREMMRS. MRAFEH
ERIIRE, WEM FikE R RHMERRE,
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HERRA

EMSERUPHREESR, FRITUTIR:
1. %&8F HIBREERVAE, ARRE RINE, I FHI FINEHERNA" RS
2. ERSHRE,
3. ERERINBVAFRTERE,
4. ERFRED, BABERNNAENET. BAEANER, BEFRHIANE,)
5. BEMSERURINE,
6. TWfE, BE “REFE UAMAHEBRH “RAFNEHER @S

HERRHIZ

EMNERERUPHRGTERE, BRE PNRE", JNRIBRMERIRE, AREE “RERE
EMrRHE, BFRITHEZANEERS, AREERR.

®i
RREHE, BROHESUNERS, AREERE.

Citrix Profile Management & &

May 28, 2024

AR

HERTE R TR ERDSH Profile Management, Bxi¥4H5E, &2 Profile Management,

Workspace Environment Management (WEM) 3% #§ 3 &i kR 24~ Z & B9 Bt B hk &< #9 Citrix Profile Manage-
ment,

Ersl & (BREE > iRE X4 > Profile Management i& &), AT LIEZ & L Fikik4sHy Citrix Profile Management
HFrBIRE,

BT 5H WEM E2 & Citrix Profile Management 1h&g5h, & a] A7 VDA L/ Active Directory GPO. Citrix
Studio HB&EL.ini XXM, HATRINEREERERIA Z,

Profile Management £ &

BRE, SOURENNAILE, BALETUSERFFRFIRES Profile Management XAV EM R, %%
5 WEM BB EERH aPE &R Profile Management i EHERRIE. MNREZA, WARKIGEM Profile
Management i& & EE IR,
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BINER T, AZ# Profile Management i€ BIEITENEIIEIER, EAILUSAELE Profile Management i&
B, FHERFEEEER, XHERTUNRERFREFESMAREHELR, BH2HMF %K Profile Management

®E,
FRAILREFEEFRMERMELEXHEERRE. SMETEXRKNKESERER, HRENREBHRIEE.

o BF XM, XFETXHNBRARENRE,
o BETAR. XFHETESNERARNKE,
o MAERIRER. SNAREFILRIERIEXNIZE,

HEEMNEZ RGN, EENTEERRENEERERTN—80, UEBEER.

BHYRIEE Profile Management, EAIUMEMRHIMEIRE, tha]UMERFIA,

MEBHIRE

2T 8% Profile Management ¢ Br&#. B LHEE Profile Management & EM&, 35517 &5 Profile

Management i&&.

MIIRAFIEFE— &R BE TN UEHREHREFEH TR, SHTNEMERNIRE (NRE) KRB,
AR

« EiE Profile Management i& &, EEAILUER &HFER k.
o MEBFIXR Profile Management i ERrY, HWIEXRSEFRMN SMB EEhaRE,

MIBEIRFFIE
HE:

NREBEAE TEE Profile Management, i&i21E, FRERSESFMENEILE,

RIEBCAZHNGIESN, BRTRENEFRFE:

o BF XM, BREEXHAERINEEZRAFPFERIEIAMITEY, HEEHERETS,
« ETAR. BFEEXHEFHEEREXHFSET. XEFRTEERNMM, EEENIE.

EHITHWAFIEILE Profile Management, iHiERE—MER.
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RRE5IRSE

LEInGEAFEER P RFEE FL Profile Management i88, WUE#HITEENXMEREH. FERALINEERIFEERN
Profile Management i BN AR N ABFSAFAE, RIEREEEHEE XA,

BRM A AT UERF&3EE Profile Management 1&&:

« &/ Workspace Environment Management Web %48
+ A Profile Management 121£H R P R RIZILE

Web #HI8RIET — T THAKFHNETRARENARE, BTEE Profile Management AR RIZE.
ZfFA Web #HIAEBERFKIEE, BRAUTSE.

+ 1£ Profile Management ¢ EW@E L, SHAFPRIEERE,
o TAPKIGETEL, BrRILAITUTIRE:

- AINERE,.
- REANREIRF,
- ERMIEZER: RREEE” M “RAP[EEE .

RINECE

BRMEE, BRAUTIE,

1. AENEESR.

2. AMERALEEN N ABFRRABFH,
AR

#% Active Directory (AD) #1 Azure Active Directory (AAD),

3. AMENATXERFNRE.

P =

« ARRESRNXETRAFPARBLE,
o ERILURIEREHFEIMIFLE,

BRAMEER, THSHIERE> ARKIKE > Hittdh, 2EEENAFRRIREEN, 4= GPO &E (BR “4
FiEIRE” FH “AE GPO” &M,
AARERITIREF

=iEFFIARY, Profile Management AP RBERETFRHFAKRE, BAFPARBRETIHENLE, MNTBHEEN
FAMBPLERIRIRE,
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TR LB SER U TS BRI EALNEXMER (BAFPBETZ M, BIREREAR) BRI,
1. & “BRARKINF" %5,
2. BE TR LRI,
3. RIMLFTRBERFHTIA,

} =

=

YAPBTZMEEMEEARNARN, JIRPETRREMNAMR .

4. mffE, BE “RE BH,.

REBSAF[AEE

ERIUEFRMIEZ B, UEERAF/ASRED LXNAPLILE.

XHREEM

REMNEUR X HRNBEEEOZFUE. SMMNESREADIXAHRNAFPEEERXEREE R,
MNEFEaE:

o EEMAN. EEEEERNEMXARURBENEEBDRIEL (BIMNMELIE).
o DS EERMAEDEEERMNBAF,

ENEEEFMANE, BHRITUTIR:

1. ®ZIBrEESER Profile Management & E5HE.
2. BHEERIE AN GRETE R,

3. EHRMXGREERIEL, RHEFMANE,

4. THIM RMMNUE" TTEL, REBUTSBRTRIGE:

a) £ “EEEMN WEL, EREEERNXHE, BEEERBR, AERE “T—F
b) £ “HMgE” m@mL, AMUEEEUTRE, RERE “T—F7
o BERTAMEESZAFREERBEFBZHNR. FANERT, FEREXHAEES EIhEXLE

Y
N [

o BER%userdomain®% FETEEN UNC BREFHN—I5,
o ETHMABERIGEMUENR TR BFHARTMERIES. BEZMHUNENABFR— AR
B, R RERIAIMISE IR,
C) £ “AF%” MEL, ERERESESEAMNNAFI. A% OU, RAEREE “T—5", BRIAAGE “Fr
BA” M “BER”. BEFRMA, BRT FMHER
d) BAZMNUENEREEMHAETEIRE, EHTREE, BELNEEFEEHENNTE,
e) % Done (5EF).
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} =r

AR

8a1, REBFAYAERMART BB MNELE,

BERRE

I AEAIRBE T IAER Profile Management, EAgEGFEDAENA. HIRWA, BPERESE

/= A Profile Management., =#I2 & ERE B LB A Profile Management fR$3. MRZ M, Profile
Management BRZEREIER.

T RER B2 Profile Management, UEFABLIEEHEINRIENIZE, BB, BRITUTERE:
1. &k “2H Profile Management” Si%iE, S#FE 2 EshE Aok F R B ENE K.

=W

BENRE—ENEAREEN, ERRATEERKLET D SQL IZERIFERIEENE, BEENRIAE
%, BRIFREINIRE, RAEEBFREMEXNEN Profile Management i8E, ESHEE,

2. BR&EMGE, 2/ Profile Management % &,

BEDAENAE, RFEIEE Profile Management LM EBMpLELE, RALBISERAR Profile Management i€ &,
MRE=, WAEFREH,

REHRMA, AFEIREMLELAM Profile Management A#bR,
WEBAMEERNER. MREA, PHBERRAFREWMA Profile Management HWIFBEERREF R,

WERAFFENERRZR. BTEERFFENEE, B Citrix BREEXHNPOUIE, BAEITH UNC BESEF
FERNBER. THRE:

« \\<IP address or FQDN>\<user store directory>\\%USERNAME%.%
USERDOMAIN%\ !CTX_OSNAME! !CTX_OSBITNESS!

AR EHE. BTFEEREAFRE (IMKREXMET M) OIXAHRNERE. BANEZAIEANARFERZ.
Rk 518 B A P iE R Rk —E €A,

BREHEIEMEE. REA, EEXHREAPIEHETEAFEFME, UMLESIEERSR.
- BREHEEEMER. MREA, EIMRIBEAF-IEFHESEAAFME, UBLEBIEESR.

« BRAREMEMEFEZNENETE, NREA, WRBAERIEWSE T ERNN A SR SEE MMt
K, BRIETN “BRAXmEEEMER E0E, REEIERESTFEER A 2B 5 EMRIL

ERBENEEX . MREA, EEXMRBERMERFUHRERNER.
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REXMHEE

REREXHARLE., EXHBREFMENS LN VHDX i, EERREERHTIHEBERD B,

BREEXHAR, ATFERNEGEEEEXHRSTHXHR, ERENAFREEXHMNEREXHRET, &
BARMES (*). MRBHA, Profile Management £3&7IHAISI 4 FKERTRITFIETEMLE WAL E X, MITME
FREXGREAREFIAMBEX S, BEEV— M EAETEREXHFETHEPRIXER,

 NEEXHASERASMET. NREA, STHIHMEEXHFFENREEXHFTSNEHET, IHENERE
RBEETBFEEXHBRNEEEXHERT.

 ERPEREXHARFTREN, FHAF. ATEEETRFAERAEREXH RSB ANEERFEHA
F. BRILETZEAF BT —FBAER, HERFRRE “BE” BREIH.

BRXHEHRI, MREM, Profile Management ¥ MEEB BB PHIBRTILMXX MR, IBEEL—MEMER
BEXHARPHRIIX X,

BRXHHR, MREA, Profile Management MEEEX BRI HBRTIHNIX M, BVRE—NEMEEX
AR HPRRI S,

BRAXHEEOET, NRBMIGED, HHRRXHEE, Profile Management £i&%IH 8IS 4 KRB 1EACE U1
AP IHIRPBIHRBIZHIROIX RN FXAR, XERE ELTF RS B A R HBRIUEIRLE &
B. EEEL N BEEEREXHRBEFHIXERL,

BRAXH#EE, MREA, Profile Management S7EHIRE R RETEFIHMNXHREEREXHTRR, 17
RPWX MBS EHFRIX LR, XREREELTRUETS BAXHRHRIUERLE SR, EVEE—TE
BEEREX AT .

e

AN S KB, FIUERBER. BXFAES, B3N BEEFXF.

ANEEXHASEAE. HRTNESARE, EUSRsItERMNEN. HERMBEREHN, FRNBIRITHIREN
B, zE, BEETIELIEERMNTIE. RERIERHTE. THHERERBT,

5, SR UEREEXHRRAS. HRINESTNSENE, Ak, FREEFRREM.

NEEXHEREA VHD Bahf B, NREA, NWHEEXHERINFBEREE 90% B, EXEY & 10GB, &
ABEN 80GB, RIEENFEE, ERILUERAUTETURRRANEYT RiRE:

o B KAEEE (%), ATFTIEEREXHAEMR BT BRNEFESENFAEE I,
- BERIEE (GB), AFEEEMABMT BNREEXHAREMT BNEHEEE (UL GB R,
« By EIRE (GB). AFEIEEMAE B BNEEXHBRI LB BENRAEFHEEE (M GB R,

REBAFMALLARREXGSE. AFEEERLE AD SAFMANEEXHREEFRINARITNR. RINERLT,
RAEREXHARNFMEESRIHREEXH RS,
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BN

5% Profile Management e 4bI2 M P BCE X1
AENRRRAMEFNREX S, MREA, WEEAFTHENRRRAMEFNELE X

o REMREFREXHRINGER, AFEEEEENMREFNEEXHFZANER (U ANEM), XFNE:
0—600,

ERARNEREX4HNTRE. NREM, WEMN Windows BBEXHFIFEERTHEE Profile Management, 5EA
FHEEATHETSHNHEFRREXHEE, KUEE:

o AHECEX A HECE XM
o Zith

NER
* IR

BB NENAREX S, IREA, WaBmIBNENAEFEREXS. SAFREREAPEMEPRERFEER
X#8s, Profile Management & 7E#,

BRAMEER PRAE, BE WEM a2 Profile Management 5 Windows BRE X hREIER. 1EEER
PEfERE D Windows B ECE X Citrix AP EE X 4R ERITHVRE:

o ERAMEEXH
o MFRASECE X+
. ERRFMEEXS

EREREE XS, AFERMNEREEXHRE. MREM, “Profile Management” R EMIERERE S o
EA RN T AR E MG E:

« RIREEEXHBSEHMEEX . MIREA, BIREEXHBESIMEEN .
o BiREEEXHBRERLEXS. NREA, BREEXHREBEREHEEX .
o EREIREEXHERFEERE Citrix 2RIREX . MREAH, EREEXHEBES A EMERE X,

BRIE

2%l Profile Management a4 &S,

7 Microsoft Outlook PR BERIEERERS 8. WREH, Wa5HAFREXH—EEHIETHAFH Microsoft
Outlook Bt 4332 (*.ost) #1 Microsoft IEREIERE, XekE T EHH Outlook FIERE FERFAIRIAF 4

¥,

+ Outlook EHEZRSIMIEE—SHMNTR. NRBALER, Profile Management & BEhREFIERRS | HUE
ENRE— N BMTFREIANED. HIRIFE, Profile Management & 3lizal4s. Hit, HERESI
IREIIRE, BRBREFERRSITEE,
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s BRAHASIESE, BHASITHIZMEAN Outlook EER, NMRBA, NEMNHELSTEFEARINM
Outlook OST x4,

- AT Outlook OST X #) VHDX HBMR A E. AFEIEERTEFM Outlook OST X ##y
VHDX BEZH R A E, MRKIEE, NWREEEAM VHDX B KEZM% Outlook OST Xt (B 1MHiA
— ). MRBMTEZRIE, WH Outlook OST X EHEAMBFAREN 4P, ZHFNME: 1
—10,

/5 F OneDrive 2%, IR B M, Profile Management ¥k E % VHDX B2 £, MMSBAA—EER
OneDrive X3k, HBREEROVIERE, TEHEF .

BA UWP M R2F8H. REA, UNP GEA Windows &) MARFEEAF—&28k. Fit, AREUMTR
ERIREIHIRERE UWP NABERF.

BRNBEFEXXHHER. AFERANEXXHNREZ. MREA, NWNEFEXXGHEENIRE, 5E Citrix
BN AR RUEX X HRENX SR, BXEREXXAFRER, F5H 0IRE L.

VHD F2#H2AEE (GB) AT ETIEES N VHD BRHNIAEHEDTE (LGB ),

BEX VHDX XHRFERZ. R ITERRERMPBEREFME VHDX X, BIAMBERT, VHDX XHEHEERFFiE
o A VHDX XHRIRaIE: BEXMHER. Outlook ERRSIEHMMEXHXEER. MREH, FTRKIEH
VHDX XS B B R FRAREX AR H,

NEBEXHARBREAZRIEOE., MREBA, Profile Management $EZXiEHRHRE FSLogix BLE XA
Citrix Profile Management REX# &2, MRE—AFEREANHENLEHZIRIE, WEKESENRIEFRAHR
WHESAHREFI AP NEEX R SHED,

B VHD #E2E%, NREH, SHERLRMN, VHD MEBERFIENEES. RTEETURTFRENX
A28, OneDrive ABRMREX KRB REENEFMHETIEL

RIBENERMATARR, ERILEAUTETEEEIA VHD E4E&EMTH:

« REME VHD MEEHENFTATELR, RAFEREEMA VHD BEEENFTATELR, AP EHEETA
TR BIIEEER, B RHEESR.
A AZEEILE = (Y a1 VHD X A/N—FrESR/ VHD XA/ *) + Sl VHD XA/
*fEA MSFT_Partition %M GetSupportedSize 77&M Microsoft Windows #ERZH XS,

o REftR VHD BEEEREHRE. AFEIEEMAE VHD MEEREMNAFP EHRE.
HBEREELCRREHREBATIEEEN, RERMAWEESS,

o ¥ VHD HE2EHEZREERBE, RFERERDY VHD MR ESERAXHEH B,

B VHD B E4%E, B5ER Windows BN defrag TEBGNX VHD BEXXH#HITHAER, AR5
HITESE. VHD HERA BB A BIrNERER, MSEERTUTERAER.

BAMNEEXHARVESIHRNR, NREA, BEXHESR—RFEEH#HIT—RIA.
B OneDrive 23R 55T R, MBEA, OneDrive F&— X R gE#T—XiFE,
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RENAMEXEIMNER R BEE WEM ABEEXARBEX 4RI, ZFrIE: 0—-100,

EHIAREE. MRBA, KT “RERFFMERE SEIHEENEES, Profile Management 278 R HIIEA
FHEEEFZZSIBRE. BERSAPEEERIEREERPIXENXER, BEAXHEE, BRZERHLUIENAS
I/O, FHETREEKIFHBYIEL,

BIANERT, Y682 N BEPEHEAAN, Profile Management 2R ARMEE XFHIBNEME. MRS MEME
BBERMEEXH, Profile Management 2R RFEENFiE, FHRAFEHEERAFEDR, ERETUSH
Profile Management sRi&iZiA a4 B R AERITF (o

BRETERENAPEMEHANE. NREZMA, Profile Management 2EN IR, BRI AR EHE. Bit, BFHEFE
L AT MEESERPEE. MREA, Profile Management i@ S48 E > XFHEE > SMB £=h4H
XRSEENEERRAAIFRNBAER. (WEBR, Profile Management EigiatERFEENIEE SMB £%,)
BARLIEER, AR EEETEFIAF TROARINXHREE (M, Azure Xf) . FERALLETE, EHE5E
TEI:

o BERMAERFEZEN SMB £%, #5HE SRIgE > XHHLE>SMB #=,

o B NHEZ FAEXRSERN SMB =R ERELL. Profile Management iIRIBREHIRIEER
SMB /\¥o

BE.

BRI E BRI WEM RIBZ 80321 FE B P EFiEER,
o PINHEEER, FESUTFR:

- RESH/HAZE, WABERSSHHZM UNC BF.

- AP&, EX¥ domain\username A&,
- Eig, WABTIHERSSEHZMNEHE,

- BRER, FHRERnEEREEDE.

FREmEE. MREA, WRARSEE.

ERRANAFARKERARSLE, NREBA, Profile Management @A P& — N EMERE, Windows £
ZEXRBE T AAFERNLERR (ALRESLEER), NRIMREREE, WEARLSER. BREIZETN
RAPSRERNEBEALRHILEEN, ZHEN, MRAPRITUTERE, WTERTBNARSEN:

SEHHRT AR Internet cookie i, MIRER, IR cookie E7EEEHET IR,
WMRBIEA, EHFEAF. NREA, AFPBHEE, MASEHRIRmA IR E] IR EL B ST

o ERIRERIHEN.
« BERIBA T AENBRINEFHNEE X FERNE -8B,

W

MO Citrix EF &R EIT R, MRBA, Profile Management ¥EREF&ISEITR (CEIP) @I REER S
HME BMERBERIESRERRS Citrix =RMREMMEE. BX CEIP Wi¥gER, EBRAXT Citrix EFFKHNE
it (CEIP),
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X RS

EEEE X FRIPLE XM X G MED PR, MEXHMIXHIEERT IR EE, URAOARS el

EEZNERHRIEE, IREAH, WEEBFEMETNEE XHES RIS EE X &30S A~ &R Profile
Management FrITEVRIE. (SR, MERINTRA “BESHBRHSXEHXXERK) . Ea]EFIRPERNTITH
z—:

o ERPHBREIXETGE (BN, HAPERM, Profile Management S3& X e HEBRAI S S SC M A
FHEED BIA AL E X o

+ Ignore excluded files or folders (ZBEHIBRIISFXEX), AFERET, Profile Management 272
BE A P 7 TR HEBR A S SR

+ Delete excluded files or folders (MiFRHEBRAIXHRCHFF), BAAERME, Profile Management &
FRIBR AR P 77 B R HERR A SR 3143

BRRIA R H R, RIERD RBNRINXARTIR. WMREMA, HIIRPEERNX ARG MED PHER.

BRXMARARFT. NREA, JIHNXHREFESTERFANEREXHP. KIREATEHREERARAFTENK
EREIREX AR, ZYIRATET T BIAR Windows 7 HBRIR, H BRI LUEARRIAR Windows XP HEFRIIFIE
7o

BRAXAHIRTL. WMREA, JIHNXHERASESEAPNEEXHHR. BIIRE, EIURREERATTEN
RERIERFEX M, ZYIRMSTIET T BN Windows 7 HBRIR, H BRI LUEARRIAR Windows XP HEFRIIFIE
7o

BEXHXEE, MREA, EHRMIXHFEHaHIEL ZIBFEE,
BREXH#EE. IREA, ERNNXHEwasRS AP EE,
e

AN fE3RRY, RILMERBECRT. AXIFAER, FEMH BECAT .

BRAXMARXERE. WNREBA, ERMBX4RBEEHEREIIBAEME, MMBEREETHPEERORESXF
XM FXEREEMRATEER. BAXHRRGLERENFAES, BEAUTAR.

IEXHEF K. BINERT, Profile Management RTERFFMMAKEE XM 2 BEFINBNES XK, HE
AIHRRIXLE R TEEY, AMERERETARNBASREFEN], KMINRT XHRFERHEE, Profile
Management ZTEEREEIERENHE, HEIHBEBESS, MMEFERFFENAMEEXHFZEIEHIX
R, REXHRFNXHEREZEIETHNBEFHEERFAFHEPIXMG, MABEENRERIENR. WRSHREX
R pAthR AL, AR EEREFEMIMNIARFXHR, NWEIETHEMA R FEPRERX LRI T
XK,

o BEGPRINXEE, ZINERT, Profile Management &R EEMAHEE X H ZEEFNENES
XK, ESNHRZEEMERTFXHNXHR, BHR—MXH5IATHMX S, ERILURERERNES,

BRAXHLRE, MREA, WESRAXGEERIAFRFEX, MNMEFBELTMERD XL H,
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} =r

AR

RLWBREFRAARTFHAXMIRRL, HIENETEE X AR X HMIEEIEI RN BEF1TAE EERN.
AN S ST, o URMFHERMEN], HERMEREN, BFRABRTRDRNER, 25, BHiE(T
WAFLISIIEERNMNINE . REERMBEMNINE, THEE RGBS,
o, SR UEEHRIMESMNSBEUNE. Alt, BREEEBBRREM,

XA EE BRI

EEEGSEHEFMEPLIHITES BIERFREIX .

FRANARREXGP R UFEERNX 4. BXEXHSHAAFEXOAHGEFHEEROMUE, TUERESE, M
MTAEFE=E,

ERAILIEE R ST ERP FHENIRS S LR EEMERING. ERENTRPREEXHHNRRIEEXHS.

BRAXGESHIEER. NREBMA, Profile Management 2BMEREZEM. RE, CEIEENXXHGEDEHEE
HEHFEFR, MAREREHAFPEETNS AP REE XS, XERILSERXHES, N AR EENRAE,
MITIPERARIZ B Ao

'

AN AR, AJUFERBER. EXFAEE, B8R BREfFZHF.
AINE S TR, SRR ERMEN]. HEFME, BALUESHIRITHORHNERR. 2E, BEHEBT
WIELISIEBEARINNIE . REERMERNTE, TR RIEHBhT,

RIANBERT, NUEEXHRERTHXHEART 256 MB BF, Profile Management A &3$iX et iTEE $IEMIER.
WEKE, EALESHEANREKX (MB) HESHIRMIBR AR EE AMEREG ML RELR ).

BRXHHRIN, MREA, Profile Management BMEZZEPHRIEEN G REERA "BAXHESEHK
MR EWE, EMA IR, EMEE—MEMEZEERHIRIIX

MAFBEEXH

187 Profile Management AR 257 A P BCE X o
5/ Profile Streaming, MNR2MA, NARLEIESD FHEMAILE,

o X% EA Profile Streaming, MIRER, MMXESAXGEREAEEX4E, NTLTEEERINER
FRBE X3, XA AT 5 S 4a%a B SO By B ial,

YRR, MRBA, MRKAERFREEXRN (WU MB RE) HERNX M, XZHFHE: 0—-20,000.

LA EEFRSHERSEH, AFLEKIEFHXHIEEEN, AFEIEE YA FEREUERSN, BRXHEMR
HEXEEOAFFEIRE. ZHE: 1-30.
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KRERAAFPREXHH, AFERIERREEXSNHEFH,

SEHRIXHR, WREM, Profile Management R&RAERILTIRFPHXHFR, HEERAFPERNRIAE
PB4 3% MR P Z (i 1R B B A3t it B Al

ARt EX = A Profile Streaming, MREA, NWRBEIERFREBXIFHHXHR, FBEXLEXHEITT 4
B, XAIRFREHARIEER TRERENERER, FEXIFAFERA Profile Streaming FIHREEE X
HH—Ht. CIRRNEEEHRSIEPERNEEXAHNXMAR, RINMERT, LEISTFRARKS. ExRHAE, Hig
B AIFAE SR SRR EIE 2 At EC B X 1,

AESRE

f2& Profile Management BEIE R
BRBEEIER. BRAEEZEA “Profile Management” 2B EIZR.

FRATHEEESER. ATEERSHEEESERE (HEMLE), 8!

3

& =
o I

¢m OfF

7

o XHRLHE

o XHRGHERE

o SEARERIRE

o THERRCIMRER

« Active Directory ##fE
o BRAEHENIRIEE
s BR

o JEEH

« MELAEPER

Y

BB RASEXHNRAKDN. AYFERN Profile Management BEXHIEEAFNRAKD. NRBAEXHFBHEAK
N, MEMREESD (bak), BASXHEERERN.bak, HEIBR—MINASX . ZiEF8E: 1-100,

KREASXHNRERE. AITFEEESEBEEXHIIE,

AR

187 Profile Management 426 & s HEBRIPLE S A R T,

NTUSER.DAT &1%. f1REMA, “Profile Management” ¥4k NTUSER.DAT XM RE—XREMEE &%, 1
R Profile Management #2MERF, ERERARE—NEMRIFNENEIZRIMEEE XK.

BARRIAEMRATRR, 2 HKCU BE& R RED FIAFREXHREMRIMMBIATIR, IREBA, YIRPIEE
BUEMRIEEEM Profile Management FRE <35I HERR.
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BRAMERER, MREH, ERMIEMRIZEIEM Profile Management B2 &4 HRagHIHERR.
BREMREET. REH, EHRMIEHRIEERRFIEEE Profile Management B2&214H,

[z FRRE i el
AN BEERIR A XM XAERFEMREFDENSRRR, — P HEEAFIRNAMRNRES B A EN LR
RN ARERFBIGRENR - RS ENAEFXIAEXAR R Lo

BISEREESBA=1T (ANFR. HENHLR) NAFPNIEPRENAEZERF (Appl. App2. App3
App4).

« ABEANEBRSIINAP A 8RR Appl.

o RBEHEIINAFZEEER App2.

o REMAIBIINAFZEERIE App3.

o FrE P &R LLIAIR App4.
ELME, ELXER—MERIBEMN, ZEGEENAES Appl. App2. App3 1 App4. R, AL
MTARIGERN AR

o 73 Appl SUEMM, NS Appl REXBIXIR AN SHEMALEIIAEF,
« 73 App2 SIEMN, NS App2 BRI RIUKRKE ADZRMALBIINAF
« 73 App3 SIEMN, FINS App3 BRI RURKEADZRMBERIINAF.

BTG A LSRN BIEFAN

« 2F GUINTIA - WEM TEAH > MARERFIHIETHIRIHIN & pligs
« PowerShell T& - § Profile Management &6 —2i2#

BEMELAEFMN, B Web =& rhEAR AR AT,

BRNARERSRES. MEBA, Profile Management FMERBEZFMN, FRMAMAY, EATLUNSRGER
WEM T A > [ ARFIHEEGHNERSERR.rule X4, Al UMBIMEIREMEEE. FMAMNGE, BF B
B B8, REREMAN, EEMNE, FTUERSDENRGSIERE Z BTz,

BRI

AN S SRy, AILAEREERR. XMHRPEBEREIIANA, MXAXIMPHERFTUNRR, EJLUERR
% (|) BB T LRI R, XERERTSNATFHF R,

il

« AppData\*.tmp Hbsxxtr*E AppData REFXMEFFT BE N.tmp BIFrE X,
« AppData\x.tmp| HgseFse AppData Sif BEHR.tmp BIFE X,
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« Downloads\*\a.txt #ktE Downloads XHRMEMEEFXEFXFHN a. txt, FidE: XHEX
BMPREE R AR YIN Ao
« Downloads\ * #ks Down'loads X#EMFrEEEZEF R,

A LESIRE

September 9, 2022

St “BIAELESS” TTERBRFRE MR ES. WAKESEREERNET. EXE, EUEERNSakES
BRNEALES. BREMALES, B HALES,

EEMALES

1. ERAAAESRENE L, REMEKES, EREKRS, AREREE,

2. ZEEMAMES @SR, BREUTRE, ARRT RF.
—ARRI
- BRALES. EREEA (B) EREA (B) HakEENES. NRER, REFFAERS,
o BIEXR, EREEEGITESZARIEES, SHAESHERTRFENRE, HI#HITERRIE.

o 58N, ERETHNESKEEN (USHARM). BRAER, ES5RREHRSR, ZFNE: 1-60, &
MNRNAESRERBN. &, ESTUERSFRHETRS, MMELEEMESET.

o TR, ERETEOERMERFES RN, ERHERE, LESNTREHESRTHRAERERTRIET.
PERRIRIERREY, EE R TR

- NRBEFEEFE[THAESHFRN, WREBESTESZATERESNSRIXERS. BXF
ERTHALESHFAHNTRIIR, BER TEATIHEIIRENF .

£ AR 23
o RBEMESHAER. TTHRITUTERE:
- EEBRE5ESXKEKMNMARER. BUEGE, XEMRBBERAFRFRFBHNES,.
- ERRENETNATIESHRA S,
- IR R, BB oliZih KR,
=W

RRENERAL R, FHEE kS,
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£ BHH:

o BFEREBREHNKES. EREESRBBERLAWETS. BAR, ATFEESTHRRNEASHEEEMNE
WESFRE. XFMOFLR, EUEFRERREABNEL MR UESHTAR. UTSHEEE

B
- B, wf: 123,
- FFE, =~F: hello world,
- #/R{E, Ture 5 False,
- Ff. =ffl: c
- i, Ture 5§ False,
- W il 1.023,
- BEpfOBtE, = YYYY-MM-DD HH:mm:ss,
- XHBR. BABEE®RS System.I0.Filelnfo EMNKR, ZIFFBETE, BREFEEEUT
FH ok 2 < >,
AR
- BRZALUEE 20 NS,
- name FEREAEM, B “switch” ERIPSEERIN
- PowerShell Z#FZHBHEN, ERBHSHREH, BHRERZIMEE—N-BEESME SR
XHOFK. 7fHl: PowerShell WU THHEFER: —t. -tifM-title, EXMERT, &
REBRBNSHINEHUEESHMSHX D FE,
£ e

o X, EREEEREESHEANG. MFREF, NENMMESERNRSPEEREXHERST. AL, &
EHRERAFAFERIEEE XA EE RS P H X R

o HHRHET, EEEEERE EREHXHFRTMIZH aRHPHNELERT,.

- RUHETXREF, EEERERERHETHXRET, EAUBASIXET, BESHR. RAXEF
&, #% E nter §24¢45:, MNRIEE, SXPFRENKREABTHEERNREN BHXGRE 7 =6 8%
H BoPREER.

- RUEBERENFRERLER, MABREREERHNABTHENRER, ENRAXALHHFE.NET EMF
R EBEZE, %845 PCRE #8. BXE%EE, 5588 Microsoft x#4: https://docs.microsoft
.com/en-us/dotnet/standard/base-types/regular-expression-language-quick-reference,

* EMFRER. WAERERHERABHENRERN,
* BEEANE, ERAREBUNE KNG TR,
* EASTRE, ERREEASTNE, Hi A S RRSTHFANEE, MASBMILAEN
FrRLERE
* QERGEE, ERERRFRGEE, BRNEREIEENREXERNPERESREXH, &
it (?<name> subexpress1 on) EZEABGRABRXSRAMEES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 304


https://docs.microsoft.com/en-us/dotnet/standard/base-types/regular-expression-language-quick-reference
https://docs.microsoft.com/en-us/dotnet/standard/base-types/regular-expression-language-quick-reference

Workspace Environment Management g5

* FALTXEARESHITY. EEEFN L TXARESERMETFHLEZMZENITH. X
F9fE: 1-10.

* RERSFESENRARLE, FHRERSTESEMRERAS, E2XEE5ENFREXLE
MRE. BRLEDADEERHE Citrix Cloud WEIEE. BRAKENE, TiLEBENXRIAZT
4, “REETRXEF NEHIZETEANRT.
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" Agent Agent Agent —

file server

X THEMNFENRBITENFR, tiETEEE Citrix Cloud #17. THERG, ABSBXH LHIIXHHE,
HEMAEER, B, UWENTHEREIXHHZHT, MARET Citrix Cloud #17,

REXAHHER, SFETHXHR, RESREARIIXHEXHRAZLEETA, NRATA, WEIXHHLZH#HITT
o MRARTH, REFEREST Citrix Cloud #THETH, REETHNXH EHIIXEHLE,
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o SIEMNAEERZENTLIE/ SR,
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SMB EE& !
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EESE
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Agent > configuration set | Last connectig
Profile > Reset Profile Management settings
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Run Profile Management health check

Process Citrix Optimizer View Profile Management health check report

Run scripted task Reset Microsoft USV settings

Reset actions bt T, U,
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Task history

Below are administrative tasks initiated in the last 24 hours. Expand each task to view details.

(> Refresh  (X) Dismissall

Refresh cache

Jan 19, 2024, 3:32:57 PM - 15 pending

Run scripted task  View reports

Jan 19, 2024, 2:47:36 PM - 3 complete, 1 failed, 2 pending

Retrieve statistics from agent

Jan 19, 2024, 1:24:56 PM - 1complete, 1 failed

Run Profile Management health check View reports

Jan 19, 2024, 11:15:08 AM - 1complete

Wake
Jan 19,2024, 10:28:31 AM - 8 complete

Run scripted task

Jan 19, 2024, 9:36:22 AM - 3 failed
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TRRIREIEISE, B% Profile Management BfTIRRIRENEZER, BEER k.

« EE Microsoft USV ig B, BIMIMRELFHEMXBKMNEEIRE. WE Microsoft USV #BRNAFEMN
K, BRHEE Microsoft USV 18 E. ErIREFE R T Rl A BEMELLENE R A,
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BGHARIEAY M

A A—RECHEM S MR, BUHEMAESEEEMRI, HIFEM WEM ik,
ZECHEER, BRITUTIER:

1. 72 3/ > EEmMAAED, EERERRE,

2. 7EIRMFEER, %8R BUREM.

REXEHKNAR
AME, RIMAERIRERBHSRBAR XK, BIRAFR SRMNEITENMBEXEK, WEM AILERRERINR
RENABTZAF.
EERREHKRE, BRITUTTE:
1. 723 > BEmMAES, EEENRE,
2. TEIRMFED, EREEXEAF. LEETR REXBAR 0%,
3. ERSHRER,
4. EERERMBAF B,
5. IEEFERAER, MAERMINAFHEM,
6. SEMfE, BEHEFRF.
ERPREXREKAR, FRITUTIR:
1. 72 M > BEEMHAESR, EERERRE,
2. TEIRMFEER, EREEXEAF. LEETR REXBKAR 0%,
3. EERMFRREXA .

BIRTHMRE
MREAMPIREERATFIEENKRS 270 X, WEEMRKEE. E¥FEH WEM E12, REFEEIAEN, 728
TR AR,

B1E

October 18, 2022

AWERARZXEMEIE. SHRIBFEHES— N BIFRMTHEMPIRNT B,
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VA
&0 AR SEHLRE SN/ Workspace Environment Management (WEM) K32, B/ 4!

o BEBIERE. XTFE Web 265, SJUBBERF25EMITRE,
o FATIEESHEL APl REBFPIHHIT M. XAEFE Web 12518, BRERAFPS5EMRE. EXESE
B, BEBIR ERTIEE T APl 2B P imi# T M.
BT EE MM TIERIZN TR
1. 7z B2 > Web =45 > i > BigP, BAE BIBEIM, RERE £ UERFRESR.
2. EREBHEN L, FREMIAREIMES.
a) UEBRFHITHH LRI,
b) ETUT®S, (Kenrollment key> Bt lLFRAIEE,)

o Citrix.Wem.Agent.EnrollmentUtility.exe configenrollmentkey
-k <enrollment key>

e

M T A Citrix.Wem.Agent.EnrollmentUtility.exe A E RIBRE K FHHE, BEXEZ
{L:l S 1337(’3”3] /Iﬂﬂ'I,\o

3. 1 B2 > Web 618 > I > BiEH, SIEBIERMAR RS TAEIE.
4. REFERTUTIER:
o MREFBET WEM X EMEGE, HRRIE, ARRITUTEIRE:
- BIEREAHEREZIBEHETEM.
- SENAPHAERIEE. AR, ENAPERIINEHEREIENRHIT M.

o IRERET WEM &xEMEIE, NWEFERNH—PHITEH. APWIBERFHEE, TUERRE
EEMEAE,

BXNACERRBGEMAENES, BSREREED M

BEEEIME, EREARERS, HETE M > S3MRER, ETLBERMEIFAEFENEESES, UERTHEHN
BB, AXEZER, FEH EEDEMIAE,

BTRIERE

ERIR ST AETZBENEM.
BRE, EaLEREMERARERIE. BAE, TEERAZEIMAE
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AMEIR
AT EEREMZR. A, FAREBEREXHTHDRHUNEMTA Citrix.Wem.Agent.EnrollmentUtility.exe
ERELRERR, MRLETH, MBERTAERBEHITEMN,
ERMZARE 180 RKEEH. £MEHALE, ErIUBITIUTRIE:
o Sl BERAEFFIZ MR,
o TH. THRESTHN.xt XH
o BE. ENERTH.
BE:

ENERERSENELSFERRY NFREIMPIRIE, BHERTELEBEZANRETERNER.

NFRIE
FIHFRERIR, G LRITUL T RLE:
o SIEEIE
o BIERF
o RIFTZIR
o ERBIFNIFE
o EMRIZEIE
o MIEREIE

o BRI HIRYEIR

ellfE S0

fEa OB £ BB R eI BB, ZABRSRIEM 5 ik, HE 48 /N\iHEEHL,
ERZAE, ERLRIEEERITUTIRME:

- BEERRE. FEREHERADEHTIM.

s SENRAPH£ZEARE, AR, BHNAFPERIINEHERRDIMAE,

BE:

WEM =iRiES MU EZS BB XEXAVESRD, HId0, E&EITEM. EMITEURER T aiRE. Hlt, il
BWEAESZ AR HAZERNE.
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BOEBIE, BRITUTIR:
1. TERfRi=rh, & SIEEIE. WIREET SIREIE M.
2. EFRERRED,
3. EMAEE, EREHRZIZER,

BIEAR

BRINmAR REEBIE. SHBEHRES —MBIBENMNTREMAAENT R,
BIEAFE, BEEUTER:

o BRZAILIEIE 100 LA A,

o BAs AP EIBRIENE. ZABREXFNIM 5 8i18kE, HE 48 /\HEIH.

o GEMT BBFERCFHINERY A P T IR AU EIRIE RS, TR E M B FER AR, , SR UEREMT
ESMIHERIEE,

o AMAERE ISUERERIR. EME, RIMANENREREHSZEAR XK,
BBIEAR, BRITUTIE:
1. EREER, & BERF. KERKET BERF AT
2. EESHREE.
3. ERBRRMAFRNE, RIEFEERE AP M 224,
4. EEEFED, WABRBIENAFRBEEANETT.
AR

BRURER 50 MER. NBELE, FRANER,

5. MIIRFEEFFRFNAEAHAFE, EENAFNARPASERERERT,
6. THE, REBIEURXEE,

R PR UREI LA T #A B F R
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citrix

Enroll your device into the Workspace Environment Management service

Hella,
Your administrator is inviting you to enroll your device into the Workspace Environment Management service.
To do that, open your desktop Start menu and select Citrix » WEM Enrollment Registration Utility.

Then, enroll with the following invitation code:

You can use the code to enroll up to 5 devices. The code expires after Friday, 17 June 2022 08:53:53 AM {UTC).

For guidance on how to use the utility, see Enroll the agent with an invitation code.

Best regards,

Workspace Environment Management Service Team

[E 2022 Citrix 3ystems, Inc. All rights reserved. Privacy and terms

MREEERIMIAEEAPRELRE T EMENR, WEFREH—DHRE. ENAFPFEEARIFHETREM.

EEBIBENIFE
ETEEMBIENEAGES, BARZRE, AREREEPEZFEERAGEE, KNBEETEERAEEEN, HP
ERUTER:

o BIFH

o BIBHEIERYE

« JHAEHA

o Wit A—EIRE] T BB B T HR4

o WHARNETRER

o Ut AR9EE FHBH AL

o FRERES

EJREROE:

- BiEiX, RTBIFEFEMFEMRINAIXLRF .
- K RRZRIRKEBIFEFHRFRK,
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- RBFE. RTBIEHEFERFHRIEEX,

B RERIE

BEMARENEIE, HEFZ8E, ARERFEPERENLEE TR,
IR E R SRR RIS T HARY i8],

S e
ZMEREIS, FEFRZEBIR, ARERFEEREE BER. S U—RBFRZ &R,

BFRBIEaERELAFR NS BAHEENRIBNAY. Hit, XERFPEEERZAEEMARE

AR HARYRIE

ZMERPAETHAREE, RTERFEPEFBERIREE, (NIAFEIHEEN, F2ERERIHRIFRE.

BIRRMNIF B,

August 24, 2022

ZEI LUER Workspace Environment Management (WEM) #£Citrix DaaS Standard for Azure (IAEI#FRAE

BT Azure i Citrix Virtual Apps and Desktops Standard) #BEREEFRIMAEAITEN.
FEFALLThEE, ERTLUSHREEAIRE S ECARMNEAITEN, MEIIREMNHB BN,
FAEERARMNEH I BN — R TIERIZN FFIR:

1. 7 Azure /1, #E&—1ES Citrix VDA 1 WEM RIBHIEBR %5,

2. MAzure SAZRELUATEREIRE. BXEFEAER, HEH Tb,
BERTR

o EfEALLThEE, %A WEM IRk 2103.2.0.1 X E=hiidse M WEM RRSHY “SSAER"

=T & WEM 38,
o EfEAILIIEE, SIMERENENER “PBWIEE",
o WRIEIRIT, BTFIEMRGREMN EETHRETEEZE WEM BRSS.

3. 7£ Citrix DaaS Standard for Azure &, SIERIMAENE R, BXEFAEE, H5H EER.
4, EIRRRIEHIGH, BFRIMNZEHIHENFNE WEM EEEEH,

bvin
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a) #3 BBEHE > Active Directory 3% > IHEH &+, BE RMNREZBNE TE X, ABEE
ARIARINER B

b) & “FMAMNZHITEN FOFR, EREFMIEEEPHN—ARNZ ARMNENITEN, ZFIRN
ERERAMIEEREESENRINNEBT B,

C) BEE AN LURMNEE R EMNFRE FMAMNZHTEN B

5. &, WIEXEHBHNESER WEM IRSSEM. Mk, BESME EBEH G > BE > TP K > St E0-F,
NERIBIHEN, AEE “REER” EOhHINEMES.

BERER
RIMANFEHRIEITEN =B 5iM WEM RS EMIFRIMBIZABESES.

RRIMNEB I ENRINE WEM RS /5, ErIMGENFIAERN T EN—FAXETBENSRRIBMIRE. B2, &
RINEEITEN LD ECRIEFIRER, ERAEEA Everyon e DECED

EEEARRENE

May 28, 2024

A LUER Workspace Environment Management (WEM) REEE R ERIE, LLINAERSE WEM 2£7T
—FMRELNSF, EULUFERXMIESEZRMFA WEM EXRIHEE, MEEHERE. BEENEHAEERA
o

EEEASHENERE

Y WEM L FEAEREN, RERUEERAERTATERARS. XEREFHENE XHNARBEFEXHP,

« VDA i+8E# 8 CPU ISERIFSBITH, WIGERETS CPU BENMES, USRAREMRLITHEF &
Lidiof=Al K

- CPU IBfERIF
- Bk CPU IgE
- BR%ERE CPU ik

« BEXEFRHENENRE, AXFAES, BERLELARR, BXEXNTBIREN TR
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B i SE

enableCpuSpikePrdkgEtion BEA CPU I&(&
fRIF

enableCpuAutoPretr(Eion Bzt CPU
31|

cpuUsageLimitOf$sikeProtection CPU =R R
(%)

enablePerCoreCplatydageLimit  &EHEWFEA
CPU m#zHIpRHI

perCoreCpuUsaggtitmitOfSpikeProfsdtios 1~ CPU
Wiz CPU 1
FAPRH (%)
cpuUsagelLimitSa#ifileTimeOfSpika@¥etegiidin
(%)
idlePriorityTimeCGSpikeProtectiona Mk fchtia]
)
enableLimitCpuCtiratiage B CPU Wiz
fEFPRE
cpuCoreLimitOfSgi#eProtection CPU HixfERFR
Gl
enablelntelligent&@pf@ptimization 2 AEEE CPU
itk
enablelntelligentio@ximization ERAEEE1/O
%

excludeProcessedhrsCpuSpikePrgtaeRidftrt
CPU igERIrZ
4h

processesExcludeaRreaiepuSpikeREd&Rion

disableProcessPripfitEinheritance B L Fisig 4k
CPU L7tk
parentProcesses FaBiss#kaP riority et fance

enableMemoryWerkifigSetOptimizitiicas R ZH
NEERER

BIAE

true

true

70.0

false

80.0

30

180

false

true

false

false

true

idleSampleTimeG&¥emoryWorkingSasRitineEzation30

(9%h)

BNl AR

true CPU IBfEfRIFIK
=1

true

70.0

false

80.0

30

180

false

true

false

false
[devenvy,
msbuild]

false

[deveny,
msbuild]

true RERLIKE

30
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B KA ®E

idleStateLimitOfM&thoryWorkingSet@pkRszation
(%)
enableMemoryOptimEationThrestigkti it

memoryOptimiza#nThreshold XEZAIARTE
INF (MB) Bt

Tt

BIAE

1

true

200

excludeProcesseghrsfBMemoryWokkigsetptimizdtse

FERMALZI

processesExclud g Rrea¥iemoryWighigiagBetOptimization

enableFastLogofffa/R{& B R RR

enableMultiSessigiRftimization ERAZIEMRK

excludeProcesseghrnfBMultiSessiod@tiEizatBdn
RIERZIH
processesExclud @ Rrea¥iival [tiSessign®@Eimization

agentServiceDeb#giMé@deEnabled ERRERSAE
ERCE:

BRERNKS
i
useAlternativeLoeaiR@portLocatiofE AERAMER
EAMRERS
RERMAIER
HHNERUE

enableLogonDuratigrfnalysis

alternativeLocalREgestLocation

localReportMaxDants REBAHAIER
EHHRARE
EREAHA

BiREHRAK

=

=

localReportMaxFilesPerEvent

true
true

false

—
[—

false

true

false

/
%

PROGRAMDATA

%\ Citrix\
WEM\ Loca'l
Agent
Reports

7

30

BNl

1

true

200

false

[deveny,
msbuild]
true

true

false

[deveny,
msbuild]

false

true
false
D:\WEM
Local

Agent
Reports

30

REEHIRE
ZRiEML

BRIRE >
RE > RERS
il

BEREKD
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B KR SE BRIAE il FE
savelLogonDuratigivRfialysisToLocai & REpEAE]  true true

DRESFER

AR S
saveUpmHealthGiériEoLocal 3 UPMiE{TIR  true true

RRERESEF

HAMRIPIRE
saveProfileContaifiériBsightsToLodgiR B =%  true true

REERERTFN
A IRIR B

F=3

AR

MRBEXREREEXTN, WEM REBERERIRINRE,

TRILEE JSON BN FHRRAEXEAPEAENIRE. .

{
"enableCpuSpikeProtection": true,
"enableCpuAutoProtection": true,
"enableIntelligentCpuOptimization":
}

<!--NeedCopy-->
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L
E‘ Custom settings for basic deployment e Next Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported on: [ At least Microsoft Windows XP
Cptions: Help:
Customized settings: You can customize agent set_tings used for b_asic deployment. For
more information about available agent settings for basic
{ ~ deployment, please refer to support document.
"enableCpuSpikeProtection”: true,
"enableCpuAutoProtection”: true,
“ranl leanel imitSamnleTimeOfSnilkeDrntart ¥
£ >
OK Cancel

PR AEEERERE

BUREELE, BERUTHEZ—
o MAAREARBREAEIRE S —MEERE, EXFAEER, FSRALEHRK,
o £ WEM BTN ETRIRE S —MEERE,

fEF WEM E RIF5:0418]Zh8E

5 WEM B RIFLMNBIINRERISFANT
+ WEM RESHERFHENEHETEERIAET BN BehERRS.

o EWEILMER WEM TEROEERIBEMRIRS.

LR

June 16, 2022
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=z .
AR

ASOERTEA IBRREEH] & B L2

A LUEA L HIEES AR ARSI L#EE Workspace Environment Management =416, WEM RS B LR

T ERSREBRREMT EHET,
IR EBERITU T RN RPIEEER:

o FRAXRREESE WEM EXES WEM IRS. XLEgEGE:

- R2gE
- AD W&
- BCE&

BXEMER, BEBHAEX,
. A T ASHARER (GPO) M zip £HEHE WEM RS, BXFMER, BESRAEX,
o SNEMRXMH. EXEMER, BB MR,
o ARAREFRIEEXER. BXEFEAER, BSANERER,.
18 EH M SRR Citrix Cloud pIERIAX 3% (DefaultUploadFolder) &,
ELEXH, BRRUTSE:

1. £ BE > BiREFIAT, BRIMESENESRE L, AKESE Citrix Workspace [z RZFEfT.

Qverview Manage v Utilities Documentation

@ Configuration Set| test | @ Delete .= Backup
g Creat= ~ % Restors | Quick Start
& et O Refiesh || ), vigrate
k 5l | 5l
@ Action Groups Get started with your Workspace Environment Management service

Workspace Environment Management is a lightweight user environment management solution designed to let you

1 Group Polcy Seio deliver the best possible workepace experience to users.

i Appications
1 Verify that the agent is configured properly.
59 Printers 1. Download the agent from the Downloads tab of the WEM service.
. 2. Install the agent and configure Citrix Cloud Connectors during agent nstallation.
32 Network Drives 3. Restart the agent host to complete the installation.
1% Virtual Drives
@) Regstry Entries Z) Add the agent host to a configuration set.

%] Environment Variables 1. In this consale, select or create a configuration set to which you want to add the agent hast.
(%] Envi r 2. Navigate to Active Directory Objects > Users and then dick Add to add a user or user group.
@ rors 3. Navigate to Active Directory Objects > Machines and then dlick Add OU or Add Object to add the agent host.

[ ni Fies

3 Configure settings in this console as needed.
~To optimize user environments for better performance, navigate to System Optimization and configure settings such as CPU and memory management, and Citrix optimizer.
- To configure user profies, nawigate to Polides and Profiles and configure Profile Management and other settings.
~To control user activities, navigate to Security and configure settings such as application security and priviege elevation.

TE) External Tasks
() File System Operations

| i user oSN | o

el Actions |

~To reate actions, navigate to Actions. Actions indude managing oroup policy settings, appications, printers, network drives, and more. Use Assignments to make actions avaiable to users or user

2. g bR B EEE Citrix Cloud FEZIAXHER,
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Qverview Manage v Utilities Documentation

fERILLINRE ERSCIFRT, IBICELLTIRS]:

o X HIRE, WINRESTI—REHS I BIABERT, EXH BMKARSEME 10 ~XHF. L&
BIS MR ST RIS MIBREY 5 AR IR,

o XHEXRNRE, FIABRT, EBREEELFEXIVNF 5 MBBXH

o XHRFIER. BRINERT, IhEes 30 2Hig LR HRL F Azure Fiko

WMRBEHRINE, BEFR Citrix BARZH,.

HEZHEALEEE LHOXERNHERE SRR AN, JRSRKIXEXGHRATR, F—REREH G
AIRES IR, PIRERI/REA:

o XEXHERM Azure FEFTH, BEN TRIIEEBEH SR ERE—LIVE 7 8E5Tm. RUBEBEHEG,
EBit.
o TEREXHINEIRERME. MREABNAFE, BBHR Citrix BRARZH,

REST API

April 12, 2021
&/ Workspace Environment Management (WEM) A&%3 REST API, &aTLITE WEM ZpEH B ERE R,
APl RESAEREER WEM BIRTH S BN ARARS.
Bal, ZHELUT API510:
« I+EH AD 3% APl BFE WEM BEHEERITENEL AD SHRE—H AP,
« Uhs3 APL: FBF7E WEM ZPEHERAECEER—H AP,
o R4 APL: —4H API, BF7E WEM SEHEEMM K Windows &EMZR (Bl CPU. m7EH 1/0).
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« AP AD Y& APl BF7E WEM HEHEZAF K AD WRAT—H AP,

WEM BR$E APl m17£ E#% 3 https://developer.cloud.com/citrixworkspace/workspace-environment-
management/docs/overview, ©EBEEE APl RS HIER R URERXLE APl EBMRCERAENMREA
Bo

Bk AiEFRGE—MIE

February 10,2023

ENEER, CRERERIRARFNERARFESE— B, UERESEOE. i, TR
EREEIFOFMBELORNE, MAERREMSE— LTSS, AEHEHEME.

Workspace Environment Management (WEM) {28 T — N AREFBISRIA, AFRPE—MIBERBIIDER
MM BER, HERNKNE WRENE) BEFEITAERNBENMY, EXZITANESER, BEH LAEFED
23,
FERZIANENITERENT:

1. fEREBER, BIBEEHARNAREFNRABmAFPAF A,

2. ARERINEHENUERZTARRBRER.

WEFM

EERZIAZA, BCEUT/LR:

o BMERAETEN LEFESRNNAEYF. RAERETEN LEFENNAREFF2ERENAREFBESREAF,

o LtIHEENZ#F Google Chrome # Microsoft Edge. BN BEINAEERE T, BHRRAEHEN LE
£ Google Chrome =% Microsoft Edge,

2y
BIRALUEA WEM M—E8RIRI0IETT. AT REREAFPEE, HITRWERTUTIERE:

o ¥ZTEER Citrix B\ BERF A%, 7E Citrix Workspace FREEAGHNNBIEFN, ZI A E R
BN ENNARER, FEAFEBAEHITAERMBITMLL, NRUEMSNER, JHEPIHERR
1M,

« ¥ TAS5 Citrix Profile Management £/, NAERF B FHFEHBRNNBRZFRCARE R,
5 Profile Management BEE&fEMEY, TIEAFERIMEITTEN, PRSI K HEEE LU,
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NENAEF (UEERSH)

UTEBRYRFES s . BENENBER, BREBEXEFHN—RIESHITEE.
FEUTRAIR, BT UTEARR:

+ Chrome

+ Edge

o IBEE ++

o BEE

@ Citrix Workspace Environment Management - B8 X
Home About
£ connect Q Configuration Set | AppLauncher v| e Delete ? Backup
a Create ? Restore || Quick Start
[=L Disconnect & £dt (5 Refresh || o Migrate

gty

- Action Assignment

f} - . t I Users
Name Description Priority State
[ mveryone G ot ol e, evensoymons | 00|
Assignments
[ Actions | '| ||- Find \| || Clear ||
[ Filters Available: Assigned:
= Action Groups |~ Group Policy Settings ~
I Q i i 1 | Group Policy Settings & =R

e ’ B+l Actions £+ Applications
| Syslem Oplirnizalion |y Applications , Chrome
e L Printers < (@ Edge
[ rolicies and Profiles £ Drives (# Notepad++
— . | Registry Entries (@ notepad
L Security .| Environment variables - PriNters
—= - ' . | Ports | Drives
|| Active Directory Objects .2 Ini Flles | Registry Critries
—= .| External Tasks | Enviranment Varizbles
| Transformer Settings .| Folders and Files | Ports
- |~ User DSN --|__ Ini Files
[ Advanced Settings -] " File Associations -] " External Tasks

- -| _ Folders and Files
| Administration -+~ User DSN

| File Assodations "

[} Monitoring
¥ Connected to : localhost € Current access level : Global Full Access .}

ERRIARMNAREF (LAFRSH)

BRERARETENG, JUBHNBREFBHBRTIR, ARRITUTIRE:
s TADENNBER
o WiEIEIN A
- BHEETR
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o AR ERINBRERIM LG
o AHYFIRE
BEXESZER, BEMA NAREFEDZE.
UTERRXY ‘MNAREFEmE —XH#TRE. FEREXERN—IESN TERERAT,

BARAUERITAERNBENMIL, XNREPEINRMH T —MER. BEEENSARITAE RN BERMLE,

i fpplication Launcher — O *

All apps  Favorites  Management tools  Browser bookmarks

Search O Sort: Most recent w Al -

t_' Microsoft — Cloud, Computers, Apps & Gaming

G Google

ERMBE, AR ERNBREFBMBITASRNGEE, HRmM, AERAERMBE. HN7T HEH Web ik
EEERE NI BER,

EMFFRIERBE, ARRETHRIUATIE:

1. TS SR SR T E AR I BREBIMILE LT X S 280
2. RIBEFEMRHIEL B,

EAEUNRE, APARGTE LANERSER, ARER FiH.
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5 ppplication Launcher — O x

All apps  Favorites  Management tools  Browser bookmarks

Search Q4 Sort: Most recgnt,  >'9"n out

Q Microsoft — Cloud, Computers, Apps & Gaming

@ Google

S5XAEORR, FHABRNAEFSIEL R,

ERMAMES DT ERIFEATE]

February 10,2023

BRRKNERNBSFEAFNIFENEASBRENABFA KL, FAEER, EURFERSERIEIIFARR, U
WESBEREEIOHE, UERBHERBIANEET.

ELILER, EAUERMZA Analyze_Logon_Duration.psl, E2— PowerShell iiid, BF&Eif
S5ERIBEXNE T ETESHNEGET. ZHAEEUTRSNESMA:

o ENEREAFREI—RERNERTENEHAT.
« ERETTERIENFAETEINFME, EETUENEENMNNRETHEEREE,
ERLULERE— M RBERM T — N BRI Z BIREEEER,

BEEESEM, E8ifE https://www.controlup.com/script-library-posts/analyze-logon-duration/,

Workspace Environment Management (WEM) R &R M T MK ESINEE, B BMETHZAS. ERAEEMHHM
REE— A KES. —RIEREBWUTAT:
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HEEEXAA
AN A RS
FREMAES
BEEESHITRE

> wnd e

HEFEXEA

EE—NEEUTHMHZAR zip X4

Desktop » scriptTest » Scripts » analyze_logon_duration » analyze logon_duration
Marme Date modifed Ve ot Iy
& Analyze_Logon_Duration-0531.ps1

& Run_Analyze_Logon_Duration.ps1

+ Analyze_Logon_Duration-0531.psl. & LM https://www.controlup.com/script-
library-posts/analyze-logon-duration/ sr3RERILLEIZS,

« Run_Analyze_Logon_Duration.psl. WM ARBENDOS, HEBEXSHEBHA M AN
Analyze_Logon_Duration-0531.psl, EAURBEREBE XIS,

EIbRBIF, A& Run_Analyze_Logon_Duration.psl 880 TARSA:

} =

AR
UTABRMESE, WIE “DomainUser” BEEIEMAEN. TN, HAE T EETMERIET.
$SessionID = (Get-Process -PID $pid).SessionID
$DomainUser =(Get-WMIObject -ClassName Win32_ComputerSystem).Username
& ((Split-Path $MyInvocation.InvocationName) + "\Analyze_Logon_Duration

-0531.psl1l") -DomainUser $DomainUser -SessionID $SessionID
<!--NeedCopy-->

AN ALIESS

UMM R B A A ES FriERrh7E. BRI ERIFENENES, FRREXEPNENESHITIRE,
HERUTFAES,

7£ Web =618 > FIAESH, RINTFARRIES:
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Add scripted task

Task name

Analyze_Logon_Duration

Description

aescnpuor
Tags

e type
ZIp A

Upload file Entry point @

analyze_logon_duration.. Browse analyze_logon_duration/Run_Analyze_L... A

Grant permissions Q

Full access A

Working folder @

Example: C:\Program Files\Tasks

<

o WFXHEE, &EZ ZIP,

o NEE zip XHF#HTEE, SAEEHA Run_ Analyze_Logon_Duration.psli@BEANOHE,

+ Grant permissions (EFR) EMEELM—BIINR LR, UPALRERZEEMANKE, TUX
EWHEARESHRREMM, Analyze_Logon_Duration ES&FL LRI RIETT.

BRI AES

U T BRWEE A ESPRIEREM I, A E Analyze_Logon_Duration £55, BRBZXEFH—ARE
SHTERE, HERUTIFEES.

1. BREXWERESE, SME MEAESLE, ABEEMPEE Analyze_Logon_Duration £55, W TFFR:

« WEM AFEERTESZARERTRIEER, HMAESEIRTTRIHRMNIRE, SIHITEREIL,
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A LURIFE AR ERIF, MNTHRREM. MiEfESEriRER L.

Configure scripted task X

Analyze_Logon_Duration

General Enable this task?
@ Yes No
Triggers
Verify signature?
Parameters
Output © Signature verification is mandatory when the scripted task is granted full access.
Filter @
Always True v
Task timeout

Set a timeout value @

5 Min N

©

2. EMEED, NMESKEEMES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 362



Workspace Environment Management g5

Configure scripted task

Analyze_Logon_Duration

General ; ) ) I .

Configure triggers for this task. To edit existing triggers, go to Triggers.
Triggers No triggers selected

Q Searcl 31 Create new trigger

Parameters

Show only triggers that apply to this task
Output

D Machine shutdown
Machine shuts down

0 Machine startup
Machine starts up

6

o ERMRASBERIAETES. BRESTHENBHEET. fl, EaUeIE—" € L3k

HESHETT, ARBEMARSESHEXEK,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

363



Workspace Environment Management g5

Create trigger

Name

triggerForLogonDuration

Description (optional)

This trigger is created for logon duration

Enable this trigger?

@ Yes No

Trigger type

‘ Scheduled v

Date and time

| 1i/9r2022 B 12:00

Repeat

®
=
o

Yas

Summary

At 12:00 on 11/9/2022 (agent local time)
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Analyze_Logon_Duration

General

Triggers

Parameters

Output

Configure scripted task

Configure triggers for this task. To edit existing triggers, go to Triggers

Selected: 1
Q Search
Show only triggers that apply to this task

0 Machine shutdown
Machine shuts down

0 Machine startup
Machine starts up

i+] Create new trigger

triggerForLogonDuration
At 12:00 on 11/9/2022 (agent local time]

<

3. ABHH, EREERBUTRALES. FLRfIR, GRS R,

4. FRit®, ROTAREERE:
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Configure scripted task

Analyze_Logon_Duration

General Output files @

Parameters
e This task does not generate output files.

Output
Output highlights
C] Highlight keywords 9

Keyward

Highlight regular expression matches o

Regular expression
({7<Key=[a-zA-Z]+\s+)+(?<value=\d+\d+)\s)

|gnore case

Use multiline matching @

Capture only named groups 0

Number of lines to include as context clues @

0
Include only regular expression matches in reports 0

Advanced options

Collect output even if runtime errors occur 0

[ &=

ESHETE, ERLEINEREREEER. AXFAER, BEMA RS, BIRFIF, ETUERIUTRS:
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Regular expression matches

Matches based on the following regular expression and settings:
((P<Key>[a-2A-Z]#\s+) #(?<valuer\d+. \d+)\s)

Ignore case: Enabled | Use multiline matching: Enabled | Capture only named groups: Enabled

Total match count: 6

> Censole output: Line 8 Windows Windows Logon Time 0.0
> Console output: Line 8 Windows User Profile 4.5

> Console output: Line 10 Shell AppX File Associations 3.4
> Console output: Line 11 Load Packages 42.8

> Console output: Line 12 Shell ActiveSetup 10.7

> Censole output: Line 13 Windows Duration 575

TR ARESFIES N EEXRE, ARBESH. EXFHRENER, BEH SHiRE. RESHHOME,
ERIABITH—S B2,

LT 27E Power Bl AL LESEBEIEN T, SRR T ARERIIKAIBA,

70 @ Load Packages
@ shell ActiveSetup
60 @ 5hell AppX File Associations
5030 @Citrix WEM Policies
o @ Wwindows GP Scripts
@ windows Group Policy
40
@ windows User Profile
0 @ Windows Windows Logon Time
23.00
20
1
o 5.50
. —
WEMVADA WEMVAD3 WEMVAD2 WEMVAD1

AssociatedAgent Load Packages Shell ActiveSetup Shell AppX File Associations Citrix WEM Policies  Windows GP Scripts  Windows Group Policy Windows User Profile  Windows Windows Logen Time
-

WEMVAD4 42,80 10.70 3.40 0.00 280 2.20 4.50 0.00
WEMVAD3 2350 13.60 220 0.10 530 200 3.60 0.00
WEMVAD2 13.70 420 0.00 0.00 160 130 220 0.00
WEMVAD1 2.70 0.00 0.00 0.00 230 0.40 0.10 0.00
B .
R

EFMEMKLE Workspace Environment Management (REMNZ R Z—. ZIMEERTURTENERIE,
MMAKRLVEREE, EERE BERMNIL.
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EAMAES B A Windows Ei#

February 10,2023

EREER, BRARFEERIFSILE, SlUREFETFARENEF, AEFRRNRLEF5 Windows IRIERFIRZS,
MBS EH X LR E UM IEETE RO R RER— I EBMES . EXIMIBR, ERIURITUTEE:

o WESEHMBXMES.
o STRERE BHITILIR, LURERLBMEILE,
o BTSN EHE—RATEXIEE,
Workspace Environment Management (WEM) J iR T A ESIhEE, BIEHIHEENABHNES,

MEEBOMBEER THAES. —RIERZN TR

1. EEWRTEEHCE— XX

N

ANINF N REAAESS

w

. BEERMHIAES

4. BEEAESPITREG

HEER D EIEHIE—

1. EE— e BEREZA,

$List = Get-Content \hyenvwemserver\share\hotfix.list

$Applied = Get-HotFix | Select-Object -ExpandProperty HotFixID
SExitCode = 0

$List | ForEach-Object {

if(-not ($Applied.Contains($\_)))
{

Write-Host $\_
SExitCode =1
}

Exit $SExitCode
<!--NeedCopy—-->

2. EEHZ—NNAEMBEA,

Param(
[string]SconsoleOutputPath
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)
$List = Get-Content $consoleOutputPath
$List | ForEach-Object {

Write-host "Installing hotfix: $\_"
Get-WindowsUpdate -Install -KBArticleID $\_
}

<!--NeedCopy-->
3. BIEEAEMRFIRNNG,
AR

Bk sc s E WEM RIBRILUARIMME, fld0, £E=EKE$: \\hyenvwenserver\share\
hotfix.list,

E hotfix.list - Notepad
File Edit Format View Help

KB5187621
KB5854129
KB2894856
KB2919355
KB2919442
KB2938066
KB2938772
KB2949621
KB2954879
KB2967917
KB2977765

KB2978041
¥RIG7R174

AR AAESS

UMM BB A A ES PRiERE A 7T, BRI MIAKES, BEREXETHN—RIES, EEUTAT,
7= Web =618 > HIAESH, FMEMHELES.

ODF &k

FCE M M ESS

UTERRNEEM AU ESPEREN . BEREXMMMALES, BERBEXEFHN—RIERE, TEUTFEH

o
=5,

1. REBXNEES, SMEMANESRE, ARKE “VAEHN £5.
EARGIR, ESHEGEENT:
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a) EERRUBARES.
b) BUESEHRIEEITES ZRIBRIEE R,
C) TERRREE, RINTAIREIZE “Tug” AhkEs,

Create trigger

Name

Daily trigger

Description (optional)

Enable this trigger?
@ Yes No

Trigger type

Scheduled

Date and time

8/3/2022 =5 12:00
Repeat
@ Yes No
Every 1 Day 4
Summary
Every day at 12:00 : g 8/3/2022 (age e

2. FHEENEEED, KBE “BUEN E5.
EATAIR, ESHEKEENT:
a) BEERERUBAZES.
b) BUHSERIEIEITES ZRIKIEE R,

C) £ f&REP, RNTAHREE “BEXHAESLER MAE,
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Create trigger

Name

Daily result trigger

Description (optional)

Enter description

Enable this trigger?

@ Yes No
Trigger type

Custom scripted task result v
Trigger criteria

Specify custom scripted tasks and define the criteria that the tasks must meet to activate this trigger.

Exit code v % 1
AND | Console ouput v ta v KB

AND | Task v s W Monitor patch list v

+ Add criterion

Task data
B Passdata as parameters to tasks associated with this trigger

Select data to pass to associated tasks, and specify the parameters in those tasks to receive the data. @

Task name (string) Parameter name:  LastTaskName Z @

Exit code (integer) Parameter name:  LastExitCode Z @

I B Console output (string} Parameter name:  consaleOutputPath 2 @

File output (string) Parameter name:  FileOutputFileName Z @
Summary

(Exit code is 1) AND (Console ouput contains "KB")

BEESHITRE

ESHINETE, BAUBIERREKREELER. BXFARGE, BFEMH RS, FRFIR, ERIUERILTRE:

RERE:

RE “WAEH ESHIFAER:
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Agent scripted task result b

Aug 3, 2022, 9:21:02 AM

Details  Raw data

Scripted task "Monitor patch list™ ran on agent "HYENVAGENT" successfully.
Report contents that match the keywords you configured are highlighted.

Console output (@ Copy

KB5167621
KB5854129

RE “BUEH ESHIFAER:

Agent scripted task result b ¢

Details  Raw data

Scripted task "Apply patch” ran on agent "HYENVAGENT" successfully.
Report contents that match the keywords you configured are highlighted

Console output

1= WEM API #1 Windows PowerShell B5& QB

October 11, 2022

£ Workspace Environment Management (WEM) B2 5, SUESEECHEMNHESE, UHIEIEEEREX.
B, EAEFESRE 12 /)\NRE—KREH, REELMBIBEEEMXMF. FH WEM 2 API 1 Windows
PowerShell, &a]ASLBXEHFo

— AR TAERIZA TR

83F Citrix Cloud APl &P i
2. ‘RE—" PowerShell BizAsk&MH TN EE
3. BEITRES LUEITHIZ

wEEMN

ez, EREREMERSH Citrix Z4 1D fEXH APl 26 URL,
&R Citrix Cloud, SMzIFMHRZIFIHREE > APl i5iE), AGHKEER Citrix ZF D,
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© Identity and Access Management

Authentication  Administrators  APlAccess  Domains  Recovery

CEMHVIA  Product Registrations

Secure Clients are used to interact with Citrix Cloud APIs. Learn more about the APIs.

To use a secure client in a silent Cloud Connector install or to access Citrix Cloud APhe customer ID parameter.

Named. D Created By Creation Date Last Used Date Actions
= ec91339f-8103-4d... = 4:43:51 PM Jun 24, 2022 2:38:20 PM Sep 23,2022 juf
144e86d4-dblc-4a... 12:11:23 PM Nov 12, 2021 1:58:57 PM Sep 23, 2022 juf
. 51a6eb56-63b4-42... ra— 4:57:14 PM Sep 22,2022 4:58:18 PM Sep 22, 2022 juf

API £7x URL, 83 Citrix 9%iE APl £2x URL 1 WEM AP| E7x URL, 5&EEZERE Citrix Cloud XigEx,
EXIFHREEFER Citrix Cloud BBER, EHAUEKFIREREBENXE,

< Account Settings

Company account Company account
My Profile

Citrix Cloud Customer Name Organization ID
Orders z

Region

Citrix Cloud United States

Logo

Add your company logo. Supported formats are jpeg, jpg, or png and will be constrained to a max height of 120px or width of 350px

I

Drop the logo file or browse from a folder

T LbEd EE T REHRE AP 274 URL,

HIRX 15 Citrix Z3&3IE APl Z4x URL WEM API &7 URL

%£E (US) api-us.cloud.com api.wem.cloud.com
FNEXEE (EU) api-eu.cloud.com eu-api.wem.cloud.com
TWAmEEB (AP-S) api-ap-s.cloud.com aps-api.wem.cloud.com

B (JP) api.citrixcloud.jp jp-api.wem.citrixcloud.jp

BXAPI EX URLHWESEEE, 51 Citrix Cloud API N80 WEM API ik,
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BiE Citrix Cloud API i

SMEISHRAFMILEER > APl 5. BRAENLZ2ETFHENEM, B2E “QWRBEAR , AEBR2EFRE DT

PInZRREFES ",

@ ID and Secret have been created successfully

Download the ID and secret to store in a safe place. You cannot access the
secret after you exit this modal.

v el o CoD)
SRS ————— o)

HE— PowerShell B4k S EMEEE

ERLLT PowerShell ilEH¥ESEHRN Invoke-WEMConfigSetBackupAPI.psl,

NEE,

SE R AT K

# replace the variables before running the script

$CitrixCustomerId = 'your-citrix-customer-id'
$CitrixAuthAPIBaseURL = 'api-us.cloud.com'
$CitrixWEMAPIBaseURL = 'api.wem.cloud.com'
$ClientId = 'your-api-client-id'
$ClientSecret = 'your-api-client-secret'

O oo ~Nou b~ wWwhN R

if you want to back up all configuration sets
10 SFolderToSaveBackup = 'C:\ProgramData'

12 # get bearer token

13

14 $ErrorActionPreference = 'Stop'
15

16 $SURL = "https://s${

17 CitrixAuthAPIBaseURL }

18  /Jcctrustoauth2/${

19 CitrixCustomerId }

20  /tokens/clients"

21 $Body = "grant_type=client_credentials&client_id=${
22 ClientId }

23  &client_secret=${

24 ClientSecret }

$ConfigSetsToBackUp = @('Default Site', 'MyConfigSet') # leave it empty
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$Response = Invoke-RestMethod -Method 'Post' -Uri SURL -Body $Body -
ContentType 'application/x-www-form-urlencoded’

$BearerToken = S$Response.access_token

if ([string]::IsNullOrEmpty($SBearerToken))
{

throw 'Cannot retrieve bearer token.'

Write-Host "Retrieved bearer token successfully."
# back up WEM configuration sets

if (-not (Test-Path -Path $FolderToSaveBackup -PathType 'Container'))
{

throw 'The folder to save backup not exists.'

SHeaders = @{

'Citrix-CustomerId' = $CitrixCustomerId
"Accept' = 'application/json'
'"Authorization' = "CWSAUTH bearer=s${

BearerToken }
n

}

if (SConfigSetsToBackUp.Count -eq 0 -or $ConfigSetsToBackUp -eq S$null)
{

SURL = "https://${
CitrixWEMAPIBaseURL }
/services/wem/sites"
$Response = Invoke-RestMethod -Method 'Get' -Uri SURL -Headers
$Headers
$ConfigSetsToBackUp = $Response.items
$S_.name }

% {

$ConfigSetsToBackUp | ForEach-Object {

Write-Host "Backing up configuration set ""$\_"""
$URL = "https://${
CitrixWEMAPIBaseURL }
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/services/wem/sites/%24export?name=$\_"
Write-Host "GET SURL"
$Response = Invoke-RestMethod -Method 'Get' -Uri SURL -Headers
$Headers
$Timestamp = Get-Date -Format "yyyyMMddHHmmss"
$Response | ConvertTo-Json -Depth 10 | Out-File (Join-Path
$FolderToSaveBackup "${

_}

=51
Timestamp }
.json")

}

<!--NeedCopy-->

BXFEESHENESER, B2 Citrix Cloud API N,
BXER WEM API EMEEBENEZER, BBRSH WEM BEZEE AP,
AR

SMIEESHE—/ NG, RERREIEA Citrix Cloud S35 API 1 WEM API, BEEFRHEESH,
HESMRFERELDTF—MNREERER.

& RIES LUBTTHIZA

ER LA Citrix Cloud B9t &N E, M Windows B9 “FFi8” FEgEBEmTask SchedulersM Windows &
SIERFBEh taskschd.msc,

Ea L RIE—1NE A WEM scheduled task By,

ExXtrxd, alE—1EA launch Invoke-WEMConfigSetBackupAPI.psl MES. HM—HH
fhkad g 12/NEE—R, HE1X", HFME#ZE Invoke-WEMConfigSetBackupAPI.psl1®
HIR1F,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 376


https://developer.cloud.com/citrix-cloud/citrix-cloud-api-overview/docs/get-started-with-citrix-cloud-apis
https://developer.cloud.com/citrixworkspace/workspace-environment-management/apis/Site/Site_Export

Workspace Environment Management g5

@TaskS:heduler
File  Action  Wiew Help

&= 5@
@Task Scheduler (Local)

[larse, Status  Triggers MextRun Time LastRun Time Last Run Result  Author  Created
w3 Task Scheduler Library =
v [ Microsoft (D Run Invoke-WEMConfigSetBackupAPlps1 Ready At21.. Of24/2022 2. 11/30A1999 ... The task has... WM. 9723/2022 21801 PM
-
] OneCore
[ VisualStudia

= Windows

| WEM scheduled tasks

General Thggers Actions  Conditions Settings  History (disabled)

When ywou create a task, you must specify the action that will occurwhen your task starts, To change these actions, open the task property pages using the Properties

Action Details
Starta program Cilnvoke -WEMConfigSetBackupaPlps1 ]

ECE N fFRE XEX

August 24, 2022

FEBXHREXEK (FTA) BER—HASNE, (FAEER, ERUERAMARENX—BT. B2, M Windows 8
FESINT BT FTARIEMIGHE, XESF FTAREMANEERERNEE,

& o] LUER Workspace Environment Management (WEM) A4S ERP AP ABENX FTA, fl0, &AL
URL 22! (HTTP #1 HTTPS) Fxx#2£& (*.htm # *.html) 5 Google Chrome 25. #xEX, FEMAZRINRH
23

EEELRREEUATIE:

1. 122 FTA175h

2. B FTA RN L BirEFPRARA
WEFM

FHaZEl, EHITUTIRME:
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o« HERAEITENRET Google Chrome,
+ 3REY Google Chrome &9 ProgID,

A 52889 ProglD @ ChromeHTML, BEXHERENAEFH ProglD, &#A OLE/COM WREELS
(oleview.exe), #AIETE Object Class/Ole 1.0 Objects &EHE. B* ProglD WEZER, B2 Hi2iR
AT (ProglD)s.

el FTA175h

1. ®BBiIEH G > BRIRE > K& > TEE, ARBAHENMXE.

@ Citrix Workspace Environment Management
Home
I
= Configure license server || @ GetHelp | Options |z About
« Ty I o |Le S 3 Iy
Advancad Setiin [ Main Configuration 1 Cleanup Actions | Agent Options | Advanced Options | Reconnection Actions W 4
| 'ﬂ Configuration Agent Actions
| p# Ut agente = | [F] Process Applications [] Process Ports
= gent Personalization
[ Process Printers [7] Process Ini Files Operations
[7] Process Network Drives [] Process External Tasks
[7] Process Virtual Drives [7] Process File System Operations
[] Process Registry Values [] Process User DSKs
[[] Actions
= [7] Process Environment Variables Process File Assodations
L
— Filters Agent Service Actions
|_] Assignments [¥] Launch Agent on Logon

i:i System Optimization [] Launch Agent on Reconnect

_— [] Launch Agent for Adr

|| Policies and Profiles e

e Agent Type

|88 Security |UI .

[Z] Active Directory Objects [7] Enable (virtual) Desktop Compatibility

L‘ Transformer Settings [] Execute Only CMD Agent in Published Applications
| Advanced Settings 1
[} Administration Actions

[ Monitaring

2. %3 |BhREEHIG > B1F > SXHEXEK > XHXETIR, RAESEE Hil
3. EMEXHXEEOR, BAUTERS, ARBREHE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 378


https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/actions/file-associations.html#programmatic-identifier-progid
https://docs.citrix.com/zh-cn/workspace-environment-management/current-release/user-interface-description/actions/file-associations.html#programmatic-identifier-progid

Workspace Environment Management g5

[ General l

Display
Mame:
| test-Chrome |
Description:

File Association State

| Enabled -

File Association Settings

File extension: Progld:

http - |;| | ChromeHTML |

Action:

Target application:

| | || Browse. .. ||
Comrmand:
| |
Set as Default Action [#] Owverwrite [F] Run Once
Actions
|I Ok || || Cancel
AR

fELRGIH, R4ET ERR ProglD ChromeHTML , FitXFESUT=AFE: &F. BIzNARER
M. B8, MREXEZNELZENNAEFREMY ProglD, XEFELZENNARFAEREIEZERRIM
ProgID, MRS X=1FK. BXFAER, FSH XHFXE,.

¥ FTA 2{F BCLh BITEH A

1. %3 BARIZHIE > 5 > RFHE, AEREERHSKRFNBFRAR4E,
2. %3 |BhREEHG > BE > PG > FiHER, ARRE Rl
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3. ARBEHNE, ARELTXREFERRH KA,

BX WEM 1 FTAECERFAER, 1FSH XKk

/8 WEM GPO Fi2 & FSLogix fi & X423

August 24, 2022

8 Workspace Environment Management (WEM), EaLIECE FSLogix BB XHFARIRE, MEEERIE
15128, FEEER ((admx) £ WEM 5, @RI UGE S /EiRiEh2s EABHEE WEM PEESRER. RS, KRR
FRLAFRRMI DB R, AT RIKEHRIEE, SEs] UERTIE XS IREF L BR K,

£/ WEM GPO E2E& FSLogix I BMEM TIERIZM TFIR:

1. ¥5 FSLogix HBxMEEER (.admx) L1E2 WEM,
2. flE—" GPO REE FSLogix, A7 GPO REAENIIEE.

3. ¥ GPO S EcLaPREN D ECE o
WEFM
FraazEl, ERITUTRE:

o ERETEN ERE FSLogix.

. i, ¥ “fslogix.admx” 1 “fslogix.adml” x# (f£ FSLogix =& B HFAIA) WP —1 zip X#
fslogix.zip.

SN zip XtF

WEM L2 EFERME T RN GPO, EX FSLogix 8IZE TR GPO, ERINTAN EE zip Xft:

1. BH A%RKRE,
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Group Policy Settings

Lets yeu import and add Group Policy settings so that you can assign them to your users in the form of Group Policy Objects (GPOs). Yeu can manage the assignments for each GPO here, that is, specify the
targets you want to assign it to.

Registry-based  Template-based

‘ Q_ search

+ Create GPO Manage template (v Refresh

You do not have any GPOs.

2. 7 BETRIR TR L, BE EEER. HIPEER EEBRIR 0%,

Manage template X

To add custom templates, select Import. To manage imported template files, 5o to Files.

B Import

Computer configuration ~ 2522 settings {5 Treeview 8= Listview

~ B3 Machine
> B Backup
> BB Control Panel (Contains settings to allow configuration of Control Panel, including the items that it does or does _.)
> BB Network (Allows configuration of components of the operating system used by a client computer to connect toa_ )
> B Printers (Manages network printer configuration and publishing options.)
> [ Start Menu and Taskbar (Contains settings that allow you to add, remove. or disable items from the Start menu. taskbar. and )

> B9 system (Allows confi f various system settings)

> [ Windows Components (Cantains settings for operating system components.)

3. R zip X, ARBHEFESN
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Import

Template file

fslogix.zip Browse

If the file contains a template with the same name as an existing template
Do not import
Skip the template and import the rest

(@ Overwrite the existing template

However, when you edit those GPOs, associated settings are lost.

Start import

A Overwriting might change associated settings originating from existing templates. Existing GPOs created with the templates are not affected.

BIZM4miE GPO

WNFEFERE GPO, ERIUREITENEMAFPRKIRE. FTA+, EXEFEERFALKIRE,.

) S

FERUA TS BE:

1. £ BEFER Em+ L, 2 012 GPO, LEER FAEREIE GPO MS.
2. ZEAXERS, HEMAEER,
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Create GPO with template X

@ Basic information Name

FSLogix Profile Container Settings

@ Computer configuration

Description (optional)
@ User configuration
Enter description

@

3. £ HENEESR, ®IIHHE H > FSLogix > REXH AR > ARMNBRGE, ABEEUTHMEE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 383



Workspace Environment Management g5

Create GPO with template X
0 Basic information Policies under Computer configuration are applied to machines, regardless of who logs on to them.
Select a setting to configure it.
@ Computer configuration 2688 settings. 0 enabled. 0 disabled £ Trecview | 8= List view
) ~ [0 Machine
@ User configuration
> B9 Backup
> B Citrix Components (The group policies in this folder can be used to manage your Citrix S
@ Summary ) : ) . . . .
2> B Control Panel (Contains settings to allow cenfiguration of Contrel Panel, including the ite
~ [0 FSLogix

> B2 Cloud Cache
> [0 Office 365 Containers
“ [0 Profile Containers
> B Advanced
> P9 Cloud Cache
»> B3 Container and Directory Naming
-I:I' Delete local profile when FSLogix Profile should apply
ﬁ Dynamic VHD(X) allocation

ﬁ Profile type
'm' Set Outlook cached mode on successful container attach
£} Sizein MBs

ﬂ' Store search database in profile container

£} VHD location

ﬂ* Active directory computer group processing

@

- BBR. EFIRE, BRTKENERR, ARBETIRENERR.
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Configure setting X

I;I Machine\FSLogix\Profile Containers
Enabled

Controls whether or not the Profiles feature is active

Show more

Status

Not configured

@ Enabled
Disabled

Comment (optional)

Enter comment

Options

Enabled

«

« VHD (i &E, #FIRE, RURSRENECEA, AREAN VHD HIRRE,
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Configure setting

I;I Machine'\FSLogix'\Profile Containers
VHD location

Specifies the network location where the VHDIX) files are stored. For example, \\servername\share\containers

Status
Mot configured
@ Enabled
Disabled
Comment (optional)

Enter comment

Options

VHD location

| \\TestProfileShare\profileg

« O

Show more

4. TRED, RIITSHRTHMEETIRE, ARRETH.
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Create GPO with template X

o Basic information Name
FSLogix Profile Container Settings

o Computer configuration

o User configuration

Description

] Computer configuration (2 enabled, 0 disabled)

G) Summary Machine\FSLogix\Profile Containers
~ Enabled @ Enabled
Comment (optional) -
Enabled true
~ VHD location @ Enabled

Comment (optional) -
VHD location ‘\TestProfileShare\profiles

>

5 E GPO

8l GPO [5, AILREDELHAFENIEBT. BRI GPO HE4ARER AD 4, MENEEMIRE—1F, A7
UESZAFMNITEN. MEAXTENETH, WHENEKFIIREREN. MRYFTAFABTA, WAFRRIIRERE
o

FltRfIR, GPO ¥oEks “FREAN" A, HNARIAE “BLn True” TiEs.
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Manage assignments X
Everyone

Group Policy settings () Select GPOs to assis
for each GPO. The

N to this target. Use filters to contextualize the assignment. If necessary, set the priority
r the value, the higher the priority. GPOs with higher priority are processed later.

Select Group Policy settings v ‘

FSLogix Profile Container Settings V4 l

Group Policy settings assigned to this target (1) <

& ¢

\~ FSLogix Profile Container Settings

Fiter | Always True v Priority | 100 5@

#8 GPO 5, ®HEIBMFRETENUEIARBEER.

EFRMIZAESMINRESSECE MSIX AN

May 28, 2024

&Bh Workspace Environment Management (WEM), f&a]Lii& & MSIX i FHKim, LUETE Citrix DaaS (LAl
#5749 Citrix Virtual Apps and Desktops Bgs3) . Citrix Virtual Apps and Desktops ¥ 15 LUK 438 T fEuk EfE M.
THAFRELENET MSIX AN AEFER, ErILER Profile Management ;& MSIX [z ANk
o

RELREEUATHE:
o BIEMAES

o BIESMERESS
+ BZE Profile Management

wEFMN

FEFRZAE, EREERITUTERE:

« 3§ MSIX R ABHINE2E (VHDX xxff) 7 Citrix DaaS & Citrix Virtual Apps and Desktops BJ LUiAiAIAY
XHHER, BEEEE MSIX AR VHDX X, E6A MSIXTETA f MSIXMGR A,

o EEAT MSIX AN PowerShell filds, XEMACRET Bah. XiF. BRFEHE MSIX RAKMEZEH
TR TN REME: &7 BUEEF. EMAEHE.
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BIEMIAES

ERMAESRILIMINEE, FlNEH. 7. BEMHNHE MSIX NBAERF. EEUEIHENBHNMXAREERTEE
BEHXHf A 2389 A (ESS ThRE KNI THERI BT RE SR

UMM BB NHIAMES ECE B el X Hl ik & 2548 EY#h 7Eo

EORMAMES, BERRXERN—RIES, ETERTET MSIX A7 RAFHEER.

7£ Web =612 H Web =65 > HIZAESH, FMUTRIES:

o —IuEH MSIXVHD X, EitBHREzEERE MSIX ZAREFanNES.
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Add scripted task

Task name

mount and stage

Description

Enter description

Tags

Select or enter tags separated by commas

File type

‘ PowerShell v ‘
Upload file

‘ mount_stage.ps] Browse ‘

Grant permissions @

‘ Full access v ‘

Working folder @

Example: C:\Program Files\Tasks\

Does this task generate output files?
Yes @® No

OQOutput path

>
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BXFAER, BERANEASES,

o EITENE B RE SIS A 23,

Configure scripted task

mount and stage
General

Triggers

Configure triggers for this task. To edit existing triggers, go to Trigg
Selected: Machine startup
Q Ses i#1 Create new trigger
Show only triggers that apply to this task

O Machine shutdown
Machine shuts down

Machine startup
:

Machine starts up

BXFAER, BESRARRDMXAMASESHZAESHEXE,

o —ITEItEHXEERERFE MSIXVHD X#. BUHER MSIX ARERFENES.
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Add scripted task

Task name

destage and unmount

Description

Enter description

Tags

Select or enter tags separated by commas

File type

‘ PowerShell A4 ‘
Upload file

‘ destage_unmount.psl Browse ‘

Grant permissions @

‘ Full access A4 ‘

Working folder @

Example: C:\Program Files\Tasks\

Does this task generate output files?
Yes @ No

Output path
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BXFAER, BERANEASES,

o EIENXAREERELEAES A 2R,

Configure scripted task

destage and unmoun

General T
Configure triggers for this task. To edit existing triggers, go to Triggers.
Triggers Selected: Machine shutdown
Q Searct i1 Create new trigger
Parameters
Show only triggers that apply to this task
Output

Machine shutdown

BXEMER, BERREHMXF M A LSS HAESHE R,

BIRIMNBIESS

fERSMNERESSKSEINThAE, BIAEMANET MSIX ZABRERF.
UTE B R IMBES PRHERE R T,

REIRINGRMESS, IFBREEXEFHN—RIES, IRRHET MSIX ZARMZRENFRES.

FEIBRRIZHIGR B > “SMNBES” F, FMUTRMES:
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o RZLAPERE, ERERETEM MSIX NAEFIES.

Create external task

«

Mame

Register MSIX

Description (optional)

Enable this task?
® Yes No

Task details

@ For guidance and examples, see the product documentation.

Path

C:iWindows\System32\WindowsPowerShell\wl.0\powers

Arguments

-Executionpolicy Bypass-File "C: \reg

Task settings

O Run hidden
Run once
Execution order @

o ~

O wait for task to complete

s ERALAPIHENMKERIEFEE MSIX ZBREFIES.
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Create external task

@ Task
@ Triggers

«@

Name

Deregister MSIX

Description (optional)

Enter a description for your task

Enable this task?
@ Yes No

Task details

© For guidance and examples, see the product documentation.

Path

CAWindows\System32\WindowsPowerShell\v1.0\powers

Arguments

-Executionpolicy Bypass -File "C:\ \de1

Task settings
O Run hidden
Run once

Execution order @
0

v

O wait for task to complete

ZE, BEXEMESHELENERBE MSIX ZAMMNBERAF. BXOEIMMESHNES, BEH Hi. AR, &
KETEN EZ1TH WEM RIBRzITXEESS, KM MSIX ZBEF A UERERIERH.
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Manage assignments X
Group Palicy settings Select external tasks o assign to this target. Use filters to contextualize the assignment
pplic A
Printe
iy e
External tasks assigned to this target (2) oA
al driv
v Register MSIX e W
Flog Filter | Always True W
Envwironment variables Assigred thicugh. Direct assignment

v Deregistor MSIX e @
Fila system operations Filter Always True Ay

through Direct assignment

fdE Profile Management

MSIX R RiEF IR EREIAFRIEFNAFPREEXHT, ERIFFARETRE MSIX KARFHIEHEREZIE
iR, AILUER Profile Management, B xifaERE &2 Profile Management BB X8 HENEER,
#&&i7 Citrix Profile Management i &,

fcE Profile Management zTikRKE

October 18, 2022

Workspace Environment Management (WEM) & 4% Citrix Profile Management @ E £ Bt & L
177 RtERE.

TRIBER R, BMEREXHERIERET, BTRRREHRRE Web 264 > E > B2 > TP PIREESRK
Bo ZREXRTHIEFAE “Profile Management” & B#MIGENHEFILE. AP ARATRESER,

EfRRILRER, BERUTAEZ—!
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o FHAEXEEETH “MEXH > “iE Profile Management i8E” FHigE,
« EBBEE “Profile Management” BfFRRKMEIRETREMNIZETE,

BEFMN

FEFRZAE, BHER:

+ Profile Management EXEHBEEREITEN LB,
. AREHENBEEN.
« WEM REEhRZ/9 2205.1.0.1 HEShRZ

## Profile Management ;=170

£ Web imhlars, &3 ‘i > “BF” > “BPW, RE1RE “Profile Management E1THR” Fl. BHXIETT
WANEZER, BSH B

EEEREMNFAGITRROERS, HEFZRE, RABKRNER B > BEEXH > EF Profile Management
BEITRRIEERS,

+++ More ™ Export

1 Agent > Agent version Recently connected Profile Management health
etile > Reset Profile Management settings (] A
Power management > Run Profile Management health check —~

(] @
Process Citrix Optimizer View Profile Management health check report
o @

Run scripted task Reset Microsoft USV settings

Reset actions

ZIREEEEUNREMNEE RN WFENAHA, BFRIEXEEETH BEEXH > i2E Profile Management
RE, ARHEMMENLE, BRI, BFET BRISE > BITERN, AREERSPERAZNSETEE,
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Profile Management health check P
Aug 7, 2022, 2:55:47 PM

Details Raw data

Results

o To change your Profile Management settings, go to Profile Management Settings.
To customize which aspects to cover in a report, go to Advanced Settings = Monitoring
Preferences.

Warnings (6)

A Profile Management Basic Settings > Enable active write back: the effective setting "Disabled”

does not match the preferred setting "Enabled"”.

We recommend that you enable this setting to prevent loss of profile changes in the event of

power outages.

A Profile Management Advanced Settings > Process Internet cookie files on logoff: the effective

setting "Disabled"” does not match the preferred setting "Enabled".

We recommend that you enable this setting to prevent cookie bloat.

MRRZPEMAA, BITRAREFIREIRFIRES, R Profile Management & F REIFIRES.

AR

MREALEEE, WHREBRXEEE THEEXH > Profile Management igE+i#i71¢8, TN, Profile
Management B AEEE1T.
HEXBEIRGFRENLETE

EEEXBTNINERSTERSMRETE, BRIBXEEETH BRIRE > WTEE.
RINERT, FREREHEEEN. BXFAER, FE5H afikE,.
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Monitoring Preferences

Optimization and usage insights

ets you gain insights into application behavicr. The following option controls whether to enable the agent to collect and upload data for insight

O Enable data collection and upload for optimization and usage insights @

Profile container insights

ts you gain insights inta profile containers for Profile Management and FSLogix. The fallowing option controls whether to scan large files on profile
ontainers

O Enable large file scanning @

Profile Management health check

Checks your Profile Management configuration and provides a report. Health checks run every 24 hours or on demand. The following options control whic
aspects to cover in the

> Basic settings (5 items)

> Profile handling (4 items)

> Advanced settings (4 items

> @ Filesystem (4 items)

> @ Streamed user profiles (3 items)
> @ Log settings (2items

> Registry (2 items)

> Miscellaneous (11items

#1517 Profile Management iz E

B FEEREHEN BT Profile Management iZ3fTHRIEE, BRITUTHE:

1. £ Web £Hlas, BE K> EE>EFPH, SRAE, AB%ER B% > BEEXH > E17 Profile
Management iz TR E,

s+ More [I] Export

Agent b | Agent version | Recentlyc
Profile > Reset Profile Management settings
Power management >

Run Profile Management health check

Process Citrix Optimizer View Profile Management health check report

Run scripted task Reset Microsoft USV settings

Reset actions

Delete recorc

2. FHIANESH, EREEENETRANERERENRESTEE, ARSRE BT

+ =

AR

EHELAPIHNER SR MEERNETTRARERS.
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>
>
pe
?

Run Profile Management health check

Select which aspects to cover in the health check report.

Basic settings (5 items)

Profile handling (4 items)
Advanced settings (4 items)
Log settings (2 items)

Registry (2items)

File system (4 items)

Streamed user profiles (3 items)

Miscellaneous (11items)

«

fdE SMB £ =L/ Profile Management £/

February 10,2023

YERER Citrix Profile Management EBAFEEXHEENEER, EEERXHHEZIEENAP .

AR BB EERE SR EROA N EEE (5130 Azure X)) . A Workspace Environment
Management (WEM) Ei1 2I72f&ZER SMB EiZa] USRI — B 5. XA LE Profile Management iR A

F#Ff#,

RELRREEUATHE:

+ FigE SMB #=

+ BZE Profile Management
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WE SR

FHaZEl, BHITATERIE:

o FEE WEM BRI LUR R HE,

fcE SMB #£=

UTEEEX SMB =gz, FEBENERN—MRIES, HEBUTIFEES.

1. 7£ Web f=#larh, HIMEXEEETH BRILE > XHHE, AEHRNEESH SMB #=,

Add SMB share

Enter an SME share and credentials of an administrator with permission to access that share.

SMB share @

\ShareFolder

User name

administrator

Password

2. FERIEFE Profile Management RS ERH SMB H£=,
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File Shares

+ Add SMB share

Select SMB shares for the following features to use. @

Agent upgrade None v

Scripted tasks None v

Select SMB shares for relevant services to use. @

1selected ~ ]

[} \ShareFolder

SMB shares

Lets you add S which Workspace Environment Management can connect. You can then configure shares for desired features so that those features can use the shares as needed. Using SMB shares reduces
traffic on netw ces the time to download files to agent machines. Learn more

SMB share User name

W "\ShareFolder administrator V2R

f2E Profile Management

UTE84 57 Citrix Profile Management i€ EhiiEr, BEEZXEFN—RIES, HFIRUTEHAES.

1. £ Web 2Hl&%, HIEXEEETHWEE X > F2E Profile Management i &, ASEA Profile M

anagement ig&.

2. %3 “B&igE”, BA “Profile Management”, AFi&E R EEERR,

|Profile Management Settings

Q Search

Basic settings

Get started with Profile Management by applying basic settings. Basic settings include proc groups, excluded groups. user store. and more.

@ Enable Profile Management

Set processed groups

Set excluded groups

Process logons of local administrators

@ Set path to user store

Path to user store @

¢ "\ShareFolder\%USERNAME%.% USERDON

Migrate user store

Enable active write back

Enable offline profile support

Lets you configure settings for Citrix Profile Management. When enabled, you can configure and apply your settings. Enabling this option creates Profile Management related registries in the user environment.

3. BRI RBXHER, BRREXHRRE, AEFMES ().
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=W

FMES (%) TSN AFREXHBNEEXHE R, XHEFTURRERE NTFS R,

Profile container
A4

Configure profile container settings. Profile containers are VHDX disks stored on the network and attached during logon and detached during logoff

8 Enable profile container @
[C) Enable local caching for profile container @

Profile container content @ View hierarchy

|

+ Addfolder + Bulkadd

(C) Enable folder exclusiens

("] Enable file exclusions

[ Enable folder inclusions

() Enable file inclusions

4. %3 SRIE HEAY AR FENETEEIHRNR.

| B Enable credential-based access to user store |
To select SMB shares for this feature, go to Advanced Settings > File Shares > SMB shares and select SMB shares for relevant services to use.

The following SMB shares are available for use.
SMB share User name

Y "\ShareFolder ‘administrator

BXFAER, BSHAEAXNERFHENETEENA.

AR AESEE BRI X AR & 28

February 10,2023
EREER, ERRRETRERASABIIHIXARNPITRAARES, FINELENFEES

Workspace Environment Management (WEM) AR+ BB MR A 4SS, S0 LUEX A% 335 4
ESHEXRE, YRERFBHHXAN, ESSWBRITIT.

KIZBERHEMTIERIZNT:
1. FIEAES
2. BBl AR 25 S IR S5 M8 KB
3. BEEMASHITRE
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wERMN

TRz, BHER:

o BARTENMIREEHEXREA, R~fFl: WF Windows 10 i+8#4l, ¥E “EHEKR" > “FEEsEiRme” >
“BEIRETT > ‘RAIRE", ARER “ARRER ET. ZETNF RN,

3B System Settings — a x

€« v @ » Control Panel » All Control Panel ltems » Power Options »  Systern Settings v O Search Control Panel 0
Eile Edit Miew Tools

Define power buttons and turn on password protection

Choose the power settings that you want for your computer. The changes you make to the settings on this
page apply to all of your power plans.

Power and sleep buttons and lid settings

j On battery . Pluggedin
@ When | press the power button: | Sleep ~ Sleep ~
@ When | press the sleep button: Sleep ~ Sleep ~
% When | close the lid: Sleep ~ | Do nothing v

Shutdown settings
[ Turn on fast startup (recommended)
This helps start your PC faster after shutdown. Restart isn't affected. Learn More

Sleep
Show in Power menu,

[ Hibernate
Show in Power menu.

Lock
Show in account picture menu,

Save changes Cancel

o WAESERAFIERES, EBREAEBRTEN L.

=i

HNNBWEERAFEIEREZEMAES

AR AAESS
UTE R B IES REvEmATH . BEREXEFHN—RKIES, HEEUTHFAER.
LR BRI T PN IESS |

o £%5 1: startupscript -85 TR,
o £55 2: shutdownscript -8ExNNBEITHMZ,

e
ER BRI HESH—, XEEIFERIN—MESENE,

1. 7£ Web #=#I& > FIAKES T, BRRWOTARNRD startupscript £5:
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Add scripted task

Task name

startupscript

Description

startup script description

Tags

Select or enter tags separated by commas

File type
‘ PowerShell N ‘
Upload file

startupscript.psl Browse

Grant permissions 9

‘ Full access AV ‘

Working folder @

Example: C:\Program Files\Tasks\

Does this task generate output files?
[ Yes @ Mo

Qutput path
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FELLR IR

o T XEKE, 1Ei%iE PowerShell,
o J5E| PowerShell x#i# 17 E1%,
o XWF BFNER”, T TR

2. EEX¥® 1% shutdownscript £,

R Rah X & 25 5 M A ESSAEREX

UTEEBBYHALES R EPIEENHT. BRBEZXEFTN—RIES, FEEUTEHAER.
RIBXOEES, SN WAESRE, ARRNTAREEXAMES:

o TERAEH, A startupscript ESEFHENRBE, A shutdownscript ESERHEN XA,

Configure scripted task
startuptask

General Configure triggers for this task. To edit existing triggers, go to Trigsers.

Triggers Selected: 2 {31 Create new trigger
Parameters Q Search

Outout [O) Show only triggers that apply to this task

Machine shuts down

Machine shutdown ‘

/]

Machine startup
/]

Machine starts up

ST ERIIAER, R 50 > B > A8, AREEE RFREINLE,

BEEESRITIRS

AESHMETE, BAUBIEEREREETER. EXEAER, BEH kS, ERTFIHR, ERIUERIUTHEMR
%:- _4\}%3:*[7}1, %_/Pﬁﬁa:)%ibo

Reports
Provides
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£/ WEM &1 DaasS FiECRIAR M ANEBY T B

January 17,2023

A LUER Workspace Environment Management (WEM) sk&#1E Citrix DaaS H & &HIEIIMNITEN.
EXWMBER, BHRITUTERE:

1. %% DaaS > 12 > ZREE > BN ER, HIEEHA WEM EENER.
2. EEBR, ARERFEPEREERES,
3. ERERERAEINEES.

4. FWEM th, BB ERESERRENATITEN.

BEFRM

EHEZE, BFRIIEEREUATBERMS:
« WEM XI2hir4 2103.2.0.1 S{ESARAS.

o REMERT “BMIEE" INE, BERTERE

EEARNEES

EEEERNEES, BRITUTRE:
1. &%= Citrix Cloud,
2. EMEIFEMIRS > DaasS > B2 > EEE > itEVBE R,

3. ERBER, ARERFEPEREERES. HIHSHI “EERESE” Th.
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Manage ~ Monitor

Create Machine Catalog

{} Quick Deplay

Yong-VDA-NDJ_NEW

Details  Template Properties

+ Add Machines

Machines  Tags

T Delete Machine Catalog

Workspace Environment Management

Lets you bind a catalog to a Workspace

Environment Management configuration

> Update Machines ¢ Manage Configuration Set

set or switch to a different configuration

Q search set for the catalog.
View all Machine Catalog + | Machine Type
%S Machine Catalogs
SN Single-session 05 3
& e B M Allocation User data:- Provisioning met
elivery Groups
> [3 Machine Catalogs Single-session 03 (Virtual) 2
Allocation Type: Random User data: Discard Provisioning met
B3 Aoplications =
. Single-session 0S (Virtual) 1
Folicies Allocation Type: Random User data: Discard Provisioning met
Single-session 0S (Virtual) 3
[ Lossing Allocation Type: Random User data: Discard Provisioning met
Multi-session OS {Virtual) 2
Ry Administrators Allocation Type: Random User data: Discard Provisioning met
o Multi-session OS (Virtual) 1
= Hostng Allocation Handom User data: Discard Provisioning met
R Multi-session OS {Virtual) 2
torefront Allocation Type: Random User data: Discard Provisioning met
X (Virtual) 1
B3 top Packazes Multi-session 0S
& o s Allocation Ty Random User data: Discard Provisicning met
@ Zones Multi-session 0S (Virtual) 4
Allocatior Random User data: Discard Provisioning met
B Settings Single-session 0S (Virtual) 2
Allocation User data: Discard Provisioning met
C‘é Backup + Restore  Preview

@ You have not yet bound this catalog to a

Troubleshoot

set. Todo that, click Manage Configuration Set

4. EEERERRBEINEESE,

== ,
TR

N

MRFMERESEHAREENEES WEM BAREEXNIRE, Nl “BEFRENATRES" &
T, FTBNEEEREB T RERNSEN AR ESIET,

5. ®EmfE, BE “RE UREESHERHTIA.

Manage Configuration Set

Bind this catalog to aWorkspace Environment WEM)

setis a logical container used to organize a set of WEM configurations. Binding a catalog toa
configuration set lets you use WEM to deliver the best possible workspace experience to your users.
Bind catalog to WEM

Select a configuration set to which you want to bind this catalog:

test_site

© The

modify those settings, uss the WEM console.

relating to the WEM.To

Basic settings.

We offer a quick way to get started with WEM. Use the following option to apply basic settings to the
configuration set To view the basic settings, click here . To modify them, use the WEM console.

@ Apply basic settings to configuration set

<

9

ERIERPEIBPIEREE, HERZEAFIHRET THERFTH Workspace Environment Management i
B+, ZEMFET 7 BRPEFNEESE.
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Create Machine Catalog —|— Add Machines @ Delete Machine Catalog +_» Update Machines d’ Manage Configuration Set vss More
@ View all Machine Catalog | Machine Type
. Single-session 0S5
Machine catalog folders Allocation Type: Permanent User data:-
> [3 Machine Catalogs Single-session 05 (Virtual)
Allocation Type: Random User data: Discard
Single-session OS (Virtual)
Allecation Iype: Random User data: Discard
Single-session OS (Virtual)
Allecation Ty User data: Discard
E Multi-session 05 (Virtual)
Allocation Type: Handom User data: Discard
. Multi-session 05 (Virtual)
Allocation Type: Random User data: Discard
. » Multi-session OS (Virtual)
Allocation Type: Random User data: Discard
Multi-session 05 (Virtual)
Allocation Type: Random User data: Discard
VDA-NDJ_NEW Multi-session 0S (Virtual)
Allocation Type: Random User data: Discard
] Single-session 05 (Virtual)
User data: Discard
Yong-VDA-NDJ_NEW
Details Template Properties Machines Tags Workspace Environment Management Troubleshoot
Configuration Set
MName: test_site
BXEZER, B2 DaaS MW EEE RES,
S N
RIg BN ATRIMNERITE
ERBEIREZH, BAILSEE WEM fEFEXESR:
. 72 DaaS &, 3SR > FHEIE (Web),
o HERXWERH, WERMNZNHEN UKL ENSESNEESE.,
Manage ~  Monitor Downloads|
Q) Home
Directory Objects Advanced settings
23 Configuration sets Lets you add machines, groups, Organizational Units (OUs), and more, that you want Workspace Environment Management to manage. @
D TR Q search ¥ Fiter @
Monitoring > + Addobject (> Refresh
B scriptea Tasks O | Name | Type | Description | Configuration set | Distinguished name. | state
[ Fies (] “VDA-NDJ_NEW Machine catalog test_site
g Emotiment > « <@

o > REF, EFIFHITEN.
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Q Home
£8] Confieuration Sets

& Directory Objects

Agents

Lets you view agent information and perform administrative tasks such as refreshing the cache, resetting settings, and retrieving agent information.

Statistics  Registrations
Monitoring v
Agent count (all configuration sets): 80 Configuration set “test_site”  Agentcount:2 Last24hours:2 Last30 days:2
Administration ~
Q Search ¥ Fiter @
User Statistics
Agents (D Columnstodisplay (™ Refresh T Clearexpiredrecords (") Export
Insights > O | Device name | Device model | IPaddress | Lastconfigurationset | Last connection... | Synchronization... | Agent version | Recently connected | Profile Manage...
Reports [m] VDA-NDJ4 HVM domU 10.63.32.37 test_site Dec8,2022, 414:22 o 221101 (] o
E% Scripted Tasks o VDA-NDJ3 HVM domU 106332224 test_site Dec 8, 2022, 414:56. [ 2211101 [ o
[ Fites
G Enrliment >
« <Hl> »
« EEREEY, REETLES,
Manage v Monitor Downloads
1@ Home
Configuration Sets
E8 Configuraton Sets Lets you man " A is a logical container used to organize a st of Workspace Environment Management configurations.

&, Dirctory Obiects
Moritoring

B scrited Tasks
[ Fies

Cg Enroliment

Q testsie

test_site

o Add configuration set

o ERGMAT, RIEFERABNMNAIRE.

FlRGIR, BRAT—ERE. XERERAMEERN,

77E DaaS iR 7 BEXNREN AR E SR,

test_site v
Actions
Assignments
Triggers

System Optimization
I CPUManagement
Memory Management
1/0 Management
Fast Logoff
Citrix Optimizer

Multi-session Optimization

Profiles
Scripted Task Settings

Advanced Settings

CPU Management ¢

> Lets you optimize CPU usage.

CPU spike protection

e CPU priority of processes

i of time if they exceed th

sth

Automatically prevent CPU spikes @

Customize CPU spike protection

CPU usage limit (%): Sample time limit (sec): Idle priority time (sec):

(O Enable CPU core usage limit
CPU core usage limit:

Enable intelligent CPU optimization
O Enable intelligent I/0 optimization
O Exclude processes

Process name

[ Prevent child processes from inheriting CPU priority

Process name

Add to favorites Edit configury

AlE, ERBIREREEFSEN AT RIMANERITEN. G0, EaTLOE RSN AT

o 1E IRME7 > “HRBRIGE” h, EF GPO, £F “BEES’, REEE FEA
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Manage v Monitor Downloads

Manage assignments X

test

Select assignment targets (users and groups) to assign this item to. Use filters to contextualize the assignment.

\/ | {3 Addnew target

Administrators (built-in) ~ v
: + ¢ X
v Everyone -w
Fiter | Always True v | priority | 50 —|§
[ - J& €

ERIEIERMANER I EYRIERBREREEN. NMRFE, CHEIUSEHMIREF. ERRENATRIMNERET
B, BSEEFRE A

BEER

o BIBRIMNHHIBR

.- BEARMEEE
ERRERREWEFIRP Citrix Workspace &

August 24, 2022

7£ Citrix Workspace #figeh, HLnw B2 afE T A RTHAEE), XiERTRESHERL2RK, LHEEBHINAE
38 AR Windows TE ({5140 CMD #1 PowerShell) B9ER T

EREER, EaFEIEAF RN REBIAIFHINAERF. Workspace Environment Management (WEM)
NERMET TR REIEHITHEE, ZIhEEBEN TR L REBF B F##iE.

EEILUEHIRE R LAFE Citrix Workspace R ME R IZBEIRL Fi#t 2, EEFEMLERIMAEET BRI
REFETHEAT, WHaEIFEER.

AL CMD Jffl, fEBh#IRRREHIES), SR LB EIEBIE LR AR ARFEE CMD, BiLk7E Citrix IR
REFREFET CMD ZEMN®KE, ERZMENERTIERZENT:

1. 77 WEM R3Z LB A2 R REMIE T

2. 7£ WEM x5 & RECE #IZ R R LTI HIFLNY
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Bl

W EER WEM TR VUEMAppCmd k%R A2, ZTAA#HR WEM RIBTERHBHIRAEF B Z A5

AL IR HIZ RIREEAITEIFL N,

FRCEREERAEBENAREFLE, AEHRMNER VUEMAppCmd.exe WRTHITX R, BXEMER, 5

SRNARER.

Application Settings

Identification
Delivery
Location
Groups

Limit Visibility

File Type Association

DD

Location

Enter the location information below.

Enter path of the local application on the end users operating system:
% ProgramFiles?\Citrix\Workspace Environment Management Agent\WVUEMAppCmd.axe

Browse the applications on the local machine, or enter the path manually.

Command-line argument (optional):
Example: https:/fwww.Example.com
Working directory:

% ProgramFiles(x86)%\Citrix\Workspace Environment Management Azent

=@
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£ WEM R L B RA#ZRREITH

BERZNEE, BERAREITEN LY AppInfoViewer TR, ZTAMUTREBREXHXS, ERAXNZERAZIEES,
FEEMBHITEN.

@ Application Info Viewer

[ e

Enable Process Disable Process
Hierarchy Control || Hierarchy Control

al | N

Browse
Aplication

s

File Path: |<Applcation Fie Path>] |

File Hash: | <Application Hash Value in Hex > |

Publisher
Pubisher: | <Application Publisher>

Product Name: | <Product Name >

File Name: .'&:ﬁm'ﬂﬁﬁm Binary Name:»

FieVersion: | <Application Version>

£ WEM =1l & FECEH#IZ R R H RN

FRigfr8fELE CMD BIIEEAREH. ELIEREZRRETITHIFN, BTRMUATHE:

1. BRI RIEHE > 22 > #ERREWIEH], AREEEBHERREWIES,
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Citrix Workspace Environment Management

@ Configuration Set| Default Site
| @ Create
@ Edit

e

B tomnect

3% Disconnect

b " Al Rules
m DLl Rues (0 -
V] Enable qu 7] Hide Open With from Context Menu @)

B Process Management

84 Priviege Elevation

- Assi...  Mode hame Condition Prionity | Child Processes
-
)
-

| 8 Process tierarchy Conrol

L Actions

[ Filters

(L Assignments

[ System Optimization
ﬁ Polices and Frofiles

[ piSsecursy —
[L] Active Directory Objects

[l Transformer Settings

[} Advanced Settings

[i0 Administration Actions
Edit Delets Add Rule

[} Monitoring

, e —
€ Current access level : Global Full Access ¢

LRI, EFeIR— I RNRAEL CMD @didEAEch. SRR (BE. KHEM
M%) Z—REERXHEMFHE, EHET, ERENAMMNNAR, XXERENESER, F5H
AR R IREEHIE S,
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_[ General |
Desplay

Name:

Motepad block amd

Description:

O Add Child Processes to Block List (7) Add Child Processes to Allow List
Priority

Assignments

o Select A1

Name

E Everyone

2 BULTIN'Administrators

Dezcription

A group that indudes all users, even anonymous users and guests. Members...

A built-in group. After the initial installation of the operating system, the onl...

OUS re ' Cancel d
3. BiEEABRBEAR#E, ARREHT—F,
AR
RIBEES R 2 EFENANRE, AR RERBAMAHE.
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 415



Workspace Environment Management g5

BH Add Rule

| General |

Select the path to the file or folder to which you want to apply the rule. If you select a folder path, the rule applies to all files and
subfolders in that folder.

Path:

SWINDIR %o\notepad.exe

) < Previous

Mext >

Browse Folders. ..

Cancel

4. RIBFEEMMNPRMS N FHE, AREE 0E

ES Add Rule

| General |
To add a child process, select a rule type and then didk Add.

Add a chid process
Path - Add... |

Child process kst:

Child Process Type
> | SWINDIR % \System32'cmd. exe

) < Previous

Create

Cancel
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XHERRTER T MM eIE, I LE CMD £ Citrix Workspace IREHIE T IEE A B 5.

ERMZAESARR VDA M IES shiR -

February 10,2023

ERBER, EAREEETINAMIEFSEMRTHE (VDA) 8RR, X AR A B S E AP 2R M Al
T2 B fRR R

Workspace Environment Management (WEM) 1217 WEMZAESS, BN Cloud Health Check, AFEEITHR
TR VDA BT ERZES, Eaikd VDA FMNsiZEshin@m e geR R, SRETESH, BeE
BFHARETRREEIRS. RIBIZIRS, SR LB AR P,

REESHEMRTEREZNTR:
1. gUEFiRid A28,
2. BigREE5 ‘TIETIRRKNE ES5EXK.
3. EERENERS.

ellFEaliNy b 2

UMM R eI A% 25 RAvEmAT* 78 BARMERASE, BEREXEFHN—MRIEST, TRUTHEAES.
RIBXOEES, SMEMER, ARROTARCIRMES:
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Create trigger

Name

DailyRunTrigger

Description (optional)

Enter description
Enable this trigger?
@) Yes Mo
Trigger type
Scheduled N

Date and time

1/4/2023 = 02:00

Repeat

@) Yes Mo

Every 1 ] Day s

Summary

Every day at 02:00 starting 1/4/2023 (agent local time)

TEURGId:

Bk smE A DailyRunTrigger,

TR SRR, HEEMIR.

X F B EAFATE], FESEENE 2023 F£4 A 4 B 02:00 1517,

« XF BE7, BESEBENERET.
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R R 35 BTN EESHEXE

MR RN EMA IS FHIEENIE, ZEE Cloud Health Check 25, BRBiZNXERN—RIESHIT
1B1E, HERUTHARER

HIMEXWERES, SMIPACESRE, ARRINTAREE Cloud Health Check £53:

Configure scripted task
Cloud Health Check

General Configure triggers for this task. To edit existing triggers, go to Triggers,
Triggers Selected: DailyRunTrigger

Q Search {'}E Create new trigger
Output

m Show only triggers that apply to this task

DailyRunTrigger
Every day at 02:00 starting 1/5/2023 (agent local time)

D Machine shutdown
Machine shuts down

D Machine startup
Machine starts up

FELRGIG, ERERMAS DailyRunTrigger ¥H5 Cloud Health Check E5518%Ex,

BREITRRINERS

Cloud Health Check S EMERNEET. TAE, ERAILUESHREREREFETIRANELR. BXFAREE,
EEH RS
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Cloud health check
Jan 3, 2023, 7:33:11 PM

Details Raw data

Machine name
testAgentBl.yong.com

Machine type
VDA

Issues
12 passed, 2 errors, 0 skipped
Issue
@ VDA software installation missing or corrupted
@ VDA domain membership verification failed
@ VDA communication ports are not available
@ cCitrix Desktop Service displays invalid status
@ Invalid Windows Firewall configuration
@ VDA cannot communicate with Delivery Controllers
@ System clocks on the VDA and Delivery controller are not synchronized
@ VDA is not registered with the Site
@ Forts used for VDA session launch are unavailable
@ Session launch services display invalid status
@ Incorrect Windows firewall configuration for Session Launch services
@ Remote Desktop Server Client Access License is in Grace Period
@ Remote Desktop Server Client Access License is invalid
Microsoft Windaws Remote Deskiop Server (RDS) Client Access Licensa (CAL) is invalid, This could be due to a connection issue ta the Microsoft

U . the Micresoft Li . or the VDA has vet to be configured with an RDS License Server. This VDA cannat host sessions
until this issue is addressed

Close

£ Web #=H8 > 07 > #hRd, EE LR VDA BT, B¥AEE VDA BTN, BHITUTRE:
« BRERTHERUEREX VDA & T EERSHRE,
o B ‘BE” TR “BF HUEEEX VDA RTFRERSHRE.

VDA health status (last 7 days) Taotal checked: 82

@ MNormal A Unusual

) 79 J 3

View View

BX VDA e FRERSHIRS EFELAMNAANEERN. ErT BRI AR R,

RESIToRROEES

WEM it 7 —MigBERER B LSTESHNGE. Alt, BRITUTIE:

1. %3 50 > EE > A, EFEAE, ARERE B% > BTHEES.
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+++ More m Export

Agent ) |
Profile )
Power management )

Process Citrix Optimizer

Run scripted task

Reset actions

2. EHONAESH, %% Cloud Health Check fEAES, RAERET “B1T

Run scripted task

General Task

Qutput Cloud Health Check

Verify signature?

VENITY The SIgnature Detore running the task

Task timeout
[ setatimeout value (]

running, preventing other tasks from running.

@

o Signature verification is mandatory when the scripted task is granted full access.

o We recommend setting a timeout value for the task. Otherwise, the task might be left
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3. ESxME, BALBIHERSKEEFSTRAILESR. BXFAER, BERE K5

5 Windows E¢H1F 9t & 2851100 VDA S3:Af )RR

February 10,2023

fEREERR, 0B VDA HRITE, TaEBEESRIED VDA LUET Citrix Health Assistant 34 VDA 31
TR

f&Bf) Workspace Environment Management (WEM), &a] AfERA Windows E#41E 7ol & 28542 VDA S+ A
B, A, EELEMEARSHANES “Cloud Health Check” #XEBt, ABMEAZEISURERENERER, &
&, EEIUERESREERMRREE, XELRBEREM VDA TMAE, HEESAR RN AR HRRX

SHZBERNEMTIERZOT:
1. 3REXS VDA EAiaRasExH Windows E#HE.
2. ¢l Windows Sk 28 LN VDA A AR,
3. ¥ Windows Efit k285 Cloud Health Check £5#8x8x.

4. BEAESHITRS.

5B Windows E4HE

BEEWEHFKTIMN VDA £ Windows EHAE. ZEENTHE VDA KIMWERRME T LR,
T2 Windows S BEH S5 KEAE VDA HERBIRAEIES.

Event 1017, Citrix Desktop Service x

General Details

The Citrix Desktop Service failed to register with any delivery controller,
The service will retry registering with controllers in approximately 16 seconds.

Please ensure that at least one delivery controller is available for Virtual Desktop Agents to register with, Refer to Citrix Knowledge Base article CTX117248 for further information.

Log Name: Application

Source: Citrix Desktop Service Logged: 8/1/2022 5:15:23 PM

Event ID: 1017 Task Category: Mone

Level: Warning Keywords: Classic

User. N/A Computer: W2ZK195T-0N4F76l. TaoRoot] local
OpCode:

More Information:  Event Log Online Help
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i Windows H4fih % 28

UTE BRI CIE AL 22 PAvIEREAIA 7. BRI Windows Btk es, BRBRNERN—RIESHITRIE, HE

BEUTHAER

o BIBEXNERES, SN kR, AENE—NEANMESE UnregisteredEventLogTrigger,

Create trigger

Name

UnregisteredEventLogTrigger
Description (optional)

Enter description

Enable this trigger?
@ Yes ) No

Trigger type

‘ Windows event v |

Trigger criteria

Define the criteria that Windows events must meet to activate this trigger.

‘ Event type (V3 | v | Warning i3 | + W
anD | EventiD vl v | o + W
AND ‘ Message W | | Contains N | The Citrix Desktop Service failed tc + E[

-+ Add criterion

Interval (min) @
G

Summary

(Event type is Warning } AND (Event ID is 1017 ) AND {Message contains "The Citrix Desktop Service failed to register with any delivery controller™)

« (>

X

LRI, ROTAREERE:
- WF MAEKE", ¥%E “Windows =47,
- XF AR FRMA:

x BERE: BE
* E4ID: 1017

* ;§8: The Citrix Desktop Service failed to register with any

Delivery Controller
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3% Windows Stk 285 Cloud Health Check £5318xEx

MR RN EMA IS FHIEENIE, ZEE Cloud Health Check 25, BRBiZNXERN—RIESHIT
1B1E, HERUTHARER

o HRIMEXWERES, SNE MAKESIRE, ARBEE Cloud Health Check £5,

Configure scripted task pd
Cloud Health Check
General ) - ) . ) L
Configure triggers for this task. To edit existing triggers. go to Triggers.
Triggers Selected: 1 [¥] Create new trigger
Output Q Search

Show only triggers that apply to this task

UnregisteredEventLogTrigger
{Event type is Warning) AND (Event ID is 1017) AND (Message contains "The Citrix Desktop Service fai...

4 ™\
m (et )
\ /

LRGSR, RINTHREERE:

- EfERSD, #FE UnregisteredEventlLogTrigger itk 38 HS Cloud Health Check
ESHEXE,
BEEESHITIRS

% VDA R FRAMKSE, WEM RESEMAERNA Windows B4 HE. Cloud Health Check &£ BmET.
TRAILBSEEREKREELER. BXFAGER, BEHE RS AR, ERIUERILTRE:
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Cloud health check
Aug 29,2022, 9.00.50 PM

Details ~ Raw data

Machine name
W2K18ST-ON4F 761 TaoRoot1 local

Machine type

@ VDA software installation status
r # softare instliation on the fllowin;
machine(s) is not functioning correctly: This issus can occur if the
re was not inctalled wrrncuy or doss nat suppart the current 0%
‘version on the machine. * " The VDA

registry existe.

& VDA domain membership verification Ta resolve this issue, see [CTX227387]
it X22738

This issiee can occur if: > The VDA did not joan the domain correctly.
DNS name raslution might not be warking * The damsin controller
can't be reached * There is no trust relationship betwee:
ne Goman controle.- A reStar i requira fof he VDA cue to Winiows
Updste <br=The VDA must bejoned ,un[nssiuﬂymtheﬁumsmsc the

= Site If the: ite,
ooy sccsss the vnllla(mnsand Geskiop that ihe VDA hosts
Ve verified:™ -[Failed] omain end Role has been
‘set.**Cannot contact the domin controller . Check DNS and network
**[Passed]"* The Local DNS neme has been set.

L3 VDA communication ports availability

Tris portie
another
lpph:azlnr\ e VDA camt egite wih the e I e happsr, users
might not
L3 cnnx Deskiop Servic status
run registerad

it 3 Sarica parTissiont mlght not b sat cosfectly.
This fssue can occur i the ssrvics i not started or the system Event Log
has traces iF the Cit

prasent or running, the VDA cant registar with the Sits, praventing
wsers from ccessing their applications and desktops.

& Windows Firewall configuration
Port BlockPorts blocked by Frawall The following Windows Firswall
- the VDA:* onTcP
part, TCP.

L3 VDA communication status with Delivery Controllers
s}

\hESHe

T ers. “ The VDA or
Deljvry Contrall 52 DNS sattings * Active
el
Delivery Controller Pt s one ARG et reamtve
correctly. * Delivery Cantroller host names in the ListOfDDCs and the

‘Windows Hosts file are incarrect or misspelled. * The Delivery

RIEZIRE, ERILAER D FNARIR ).

REZMHEE

September 11, 2023
Z'SK*ZEE{#\:T WEM E#Eu&ﬁ*ﬁf"ﬂ?ﬂﬂﬁ%# ID E’JE%EU?—%O

WEM EcE 5%

L)) L5 HE

1001 =8 RIERIHERACESE: B
configuration set
name (ID:
configuration set ID)
Ao

1002 RMEREAEESEEMAIE

IS
o
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S5EMEMARSSH WEM RIEERER

=4 1D 2R3 HE

2001 =8 EEEEEMENARSS: it
service address

2002 HiR EhtisE MRS ik TR

2003 HiR ToiEEREE| WEM RS

2020 =5 EfEi%EEE| WEM BRS3: #btt:
service address

2021 =8 F1EH WEM &2 & Cloud
Connector:

Cloud Connector list
2022 [55) M Citrix DaaS #£&3 Cloud
Connector:

Cloud Connector list
2023 HiR Ts&ikiRIFRE Cloud Connector

2024 =8 Cloud Connector i=17: Cloud
Connector address

2025 B2E F3%iA18 Cloud Connector:
Cloud Connector
address

2026 iR Ti%@:e Cloud Connector %E#E|
WEM fR

RIBEERIFTEH

E=H1ID &5 HE

3001 R FERSRBREIRERE

3002 HiR RERBILERFRY, BHEMLLT
8&: exception code

3003 (5] RIBREIRECRIIRIF

BRREEH
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=% 1D

4001
4002
4003
4004
4005
4006

HENRESEMF

=%ID

5001
5002

5003

5004

5005
5006

AR RIEES

E41D

5501

5502

5503

&5

ng o omg omg g g
oF OF DF OF Of

%
of

5!

i
2

i
i

aiF
5]

X
of

i
iy

I
Of

el

HE

TENRAP ThATIR
TN RAR BRIRSH
THENRIZAFP RIS
FTHENRAPPERFE OU
TERAHIT ENAT IR
TR RA#IT RN OU FIE

HE

Bahit BN A RERAY IR

MTFRBROERM, EERIIHE
Db P IS

B T ENERIE: RS AARE
RELE
TERFRITBENAERNAS OU, 4
RERAMEE AL
BUZhR A i+ B 4B SRR

TERN R ENA SR, KKH GPO
FILK: GPO list

HE

EERBE user name WEAFHESE
BRAYALIE

AT RHRHEFHMBGIXTRF
BRAYRLIE

Bl B SRBRANIE : RS R SRRRIG
BoE
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=%1D &3 HE

5504 8 HFRIKFIBRSTAIK,, AHAP
user identity name B
iR SEREY S0

5505 = TENERAFFENAS OU, A%
PR IEE L& IE

5506 =8 R THELFA P 4B SR

5507 i FTERN AP AR, KKK GPO

Flk: GPO list

ZEFERTEH

=% 1D Gl HE

6001 (5] BoBE#REEERD

6002 (5] BoiREREEERD

6003 i) WMEARE A, REBEEEFRSEIT

6004 i) ERIREEEFRY . SRFKEL
3

6005 i) B RIBEFRY . BMEMRS
HoUETERL

6006 Bz REZERTEK, HIRIMEIR

6007 =8 REBEEFRD IhTTH

REH

CPU itk

ESNEH ID K 7003 E 7008 ZEIHHEE, ERMUTEMER.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
##R: EnableExtraLoggingForOptimization

28 REG_DWORD

g: 1
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JINCy

AMRFEFLARSSBTEND, FREEEMTRRERS, Citrix BERIEIFEEIMERFEREHTIESH
HIAIERRES IS AR, EREMRRIESRTEIENIG, EREIMRZA, BSLHITED,

L)) L5

HE

7001 =8

7002 f

i
i

7003 15

o
it

7004

I
of

7005 =

ik
i

7006

g
of

EEARAP user name BIER#
2 process name
(ID:process ID)#1%atk CPU
EERF, NS HRZBTY
CPU fERZEZ

percentage value, B&%
CPU fER%EX

percentage value,
EEAAP user name tlIER#
f2 process name
(ID:process ID)#1%atk CPU
I ERIF, RMEIRFSY CPU ER%E
percentage value, MU&&
MEINE N HZH T CPU ERZE
BEM percentage value,
BEEF user name RIER#HE
process name (ID:
process ID)MMRERERA
priority value,
TEERF user name QIER#
2 process name (ID:
process ID)MRERESRN
priority value, $#igfH:
error code,

BEmRINAERF user name glE
B#E process name (ID:
process ID)#%Ex
(affinity value),
TEAAP user name BIER#
12 process name (ID:
process ID)FR&ExEL
(affinity value),
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EHID &5 HE
7007 =8 B EF user name BIEMHE

process name (ID:
process ID)# /O fikBEXR
Apriority value,

7008 s TEBAP user name BIER#
2 process name (ID:
process ID)#I/O iEREXR
Apriority value,

RERK

=#41D &3 HE

8001 B2 EEAAP user name tIEH#
2 process name (ID:
process ID) #IfAkREML L,

8002 BER AP user name QIERHIZ
process name (ID:
process ID)MREMRLEI.

8003 =5 TEAABP user name BIEH#
2 process name (ID:
process ID)fk{kRTE,

CMD #0 Ul &30 Fa9EE

January 24,2022
Workspace Environment Management #2817 CMD #&z0#1 Ul &= FiE1T.

RAERENEERMIETH, FJLUEHZE CMD RRERE Ul X TRHAE, Hit, EHER EBizHe > 5Rig
BE>E > TRERTF ENRELRIRE, BXFAER, BEHA sHLE,

MRKFBABEERENETERNEMET, WE (BEERIIKRLAF) JUERETEN LU CMD RX5 Ul X511
B, Alt, FEMBNEREXHRHAFRUTE.exe X!

+ VUEMCmdAgent.exe, A&7 CMD B FiziTRIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 430


https://docs.citrix.com/zh-cn/workspace-environment-management/service/using-environment-management/advanced-settings.html#main-configuration

Workspace Environment Management g5

+ VUEMUIAgent.exe, #1F&EE Ul X TiE1THIE,

CMD &= Ul &R Z X 51

F CMD &=, FEEUTEEEM:
o ERIEIETH, CMD B#XZETHLRETN. CMD BXERIEENRH,
o BEEY, CMD RUA R DEREN A TAE, XIRMEEERRIREHE. TV, XAEFS.
« Bal, CMD EXFIHEMa 1T
WF UILER, iEFRUTEESRL
o BREFBENETH, UIRASETRERHRER.
o Ul RUVR] AR LA

- RO ARERF. ATFEESRAENNABERF,.

- BRER. ATFEITARSHRTIR, LENER BA “EEEHE” > “SRHRE” > “BRREAED

M > “EEEED ENFEN ‘BRESHER . AXESZER, FER BHEET,
- EBRF. BTHA “EBRFE ITRAUEEEERRTEENERE.

WEREREA “AFAFAEEERERHG” > “BRRE” > “UIAEMEL” > “Ul REBETT &5+ LEE

?5%{"50 ﬁ*ﬁémfm Sy 15%33_' Ul T‘Eiiﬁl)ﬁ\o

- BENARRF. BT “EENARER TEREENARER

WEREREA “RIFAFREEEREHG” > “BRRE" > “UIAEMEL” > “Ul REBETT %5+ LEE

r—ﬁﬁ*ir_o ﬁ*ﬁémfm 5%} -lﬁgl;ﬂ Ul 'f‘tiﬂﬁlﬁ

- BT, BFIH “EEITEN” TEUBERIATEINHEETENE S,

WEMERBR “AIFAFAEEREFR” > “SRgE” > “UIREMENR > “Ul RIZED %

*TEH*[LO ﬁ;é-ﬁéém'fm Sy 1@%'% Ul 'f‘tiiﬁilﬁ

- R, R, BRAFERNIRENATAE, XLREEIEMKRER. T, KARRS.

- B, AFEITH— MG, B MG FRE”.

D~ LEE

HEIMFET ERTH G > SRIRE > Ul TR HMEW > BB ETUET -~ L5 ERBEHEIR(F. BXESE

B, 1BEH #E6ET,

- XF. EREXAERENER.
- B, AIFEXHARE,
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EEEREUKREENBEFMITEYN, TUEEERUTIE (EREBREXHRGTR), miEE Ul BXTER
1RI2:

+ ResetActionsUtil.exe, BFITAEERIELA,

« AppsMgmtUtil.exe. AFITH “BENAERF" T,

+ PrnsMgmtUtil.exe, BT “BIBTENN" TH,
CMD #&=f1 Ul X Z B EEXF):

« CMD REZEMRISE, AFIEH. B WEM RERS (Citrix WEM REENARS = Citrix WEM B %
RIRS3) RENERENER (BN, ERHENEE) Bz CMD K32, mEXKE, EERATUFHEA CMD
I,

o Ul REB44EE1T, Citrix WEM RBEENRS BobsiFLAR RERE, Ul RIBAREZAFIRMHEBRSED,
BNENEERFTEFHRR Ul 3,

=3

AR

FeeERIERFEEHETT CMD 32 Ul 32,

IR iR FTIRE

April 12,2021
FERER, ERIBITCTRIFIRE:
o RIER. RAGSITEREREXHXHRIETT AgentCacheUtility.exe , fign:
- AgentCacheUtility.exe -RefreshCache
o BIERREENIRE, EAGSITERBREXHKFIETT AgentCacheUltility.exe , f5I4n:
- AgentCacheUtility.exe -RefreshSettings

o BT ITERAIE, HARELATF Ul EEY, SMBINERSR, RAREE .

EZRRS BB EL INRERZIIRSS B Lk
RIFERE RIFFEFSEREAMEFSEME  TERFARERHER,
HERS R
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RIFAREENIRE

R TR AR

EZRMIRS BB EL

WRE BT “BMEEANERET
W, WAIRR N AMRIEAMETF
MAREMEMIRSZNRIRE, £
XMERT, BERNET, AEE
RIFTIRE. SIRKRE A “BIEELE
EREE &5, WAEKEZAME
SRS FRRIRE,

MRBAT AMEEEANEREFNE
REEFINERELEED, MAEE
R MHEAEF A S EMEEH
RSBORVIRE, EXMIERT, 1B

NRERIIDARS B

RIENAEMRIEFRMEFRIORN

®E,

MRBAT BABRIURIED, WA
ER¥NAEMBEEEFTIRERN
BFR 2 EEF. MRKREABEAK
MR T, WAREREER.

FTRIFTEE, AEBRIMRE. MR
REA BMEELEREE M A
FFINERPOEAIR" T, WAIER
2 E MBI AR S P RRVIR B

ERHIEEE

June 16, 2022

IXNABT S Workspace Environment Management (WEM) BREHEXMNEFF IR, SRRETEXKE. EiEM
REFrH RE P EIBENER.

L7
WEM RS ERE X REEM Profile Management K, 7 Citrix DaaS (U&i#rA Citrix Virtual Apps and

Desktops Ags3) #0 Citrix Virtual Apps and Desktops S3BiR IR AT aEREREAE. KBS R AEFEIR Y&,
XB—NRMY. FRBEDEFHBRS R,

HiR(IE

UTHIRRRSEMTEE (XE) REE (FEE) M Microsoft Azure =¥ EH, BABURAT WEM BRS3 Ul URL.

s WFEEAETRENIHZAIEA WEM RRSHAER, HEFEEUEMTER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 433



Workspace Environment Management g5

. WFERMART EU MSHIEMA WEM REMAL, HEHiETELERAR, AAATERRMERES
i\ Citrix Cloud BYii280 £ R,

- MRAMXZERE, NEFEUEUTIRE,
- MRAMXFZE EU, WHEFEUEUTEE,

RS

WEM BRSS % R =ML RIN T P R
o MWEM E2izH &8 WEM R HARSINERNBE
o EERENXH WEM RRSAERIRFN SRR

« WEM IRSRIBREN S RELRAFEBXBS T EE

IR0
BEX M. ErLRERER WEM Ei2izHle (B2 E0+) 565 WEM IRSXENBEIRE, BthaUEAsER
HE&EIhEE, “Citrix WEM #iEZEEELARFEIRAE.log” BEXMHIT WEM EiiEHRSZREB R,

WEM B3 RIZIRIEFIRER, EIRBENFIARENRBEBREHFEERR Azure #iEES, HERgEET WEM
BiEhEe (“EE EmR) #1ThR.

i

REABFEDNGRIHERS. £ WEM BEizfle ("B &UF) hEMBFRERIHEEBBREFEHFEERR
Azure BuERER, FHERAET WEM EIRITH & #1TAE,
HIERE

5 WEM RRSBHEXNE P HIERERE N RSHEI NIRRT RARE. REBERREEABIENS:
o FAERT, BEXHERE 90X, AEMER. FIFEBEXEIRAREXLERSEX .
« WEM RS RIZRFA R KRB R,

o BNERT, XTFRELBFEDNGITHERE 30 X, ABHER. FZRHEEEXHBRAREXLESITES.

BAEHIERMER

July 31,2020

T EHIE R/ \2F7E Windows H2E R

e
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INEFRTR
BRI
EETH
BB
EYNRFIEE
BitLocker Ixzhasinz
BREE
EiREIER

B AAFN Y]
BiAER
Device Manager
IREFNFTENN,
B

ZZyNVI Il
KELS
XHHEIRR
XA FIFET
FE
HKEEH
25|35
AR5
Internet &1
iSCS| 5mh28
iSNS RZ528
ey
BE
UBIRE

BT

MPIOConfiguration

MSBER R
Microsoft.ActionCenter
Microsoft.AdministrativeTools
Microsoft.AutoPlay
Microsoft.BiometricDevices
Microsoft.BitLockerDriveEncryption
Microsoft.ColorManagement
Microsoft.CredentialManager
Microsoft.DateAndTime
Microsoft.DefaultPrograms
Microsoft.DeviceManager
Microsoft.DevicesAndPrinters
Microsoft.Display
Microsoft.EaseOfAccessCenter
Microsoft.ParentalControls
Microsoft.FileHistory
Microsoft.FolderOptions
Microsoft.Fonts
Microsoft.HomeGroup
Microsoft.IndexingOptions
Microsoft.Infrared
Microsoft.InternetOptions
Microsoft.iSCSlInitiator
Microsoft.iSNSServer
Microsoft.Keyboard
Microsoft.Language
Microsoft.LocationSettings
Microsoft.Mouse

Microsoft.MPIOConfiguration
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MLRFNHZ 0
B XI5 El R
Efb

MEL
RBIEA A AR A2
IR
sl 2

/3

HhIB I

RemoteApp s EmiEi

fFhiE=sia)

Sync Center

R4

TIREBAIRE
ESENSM
HEHBR
TSApplnstall
FFtKF

KaBdF4% Windows
Windows Defender
Windows Bk
Windows #ahidy
Windows To Go
Windows Update
TEX R

Microsoft.NetworkAndSharingCenter
Microsoft.NotificationArealcons
Microsoft.PenAndTouch
Microsoft.Personalization
Microsoft.PhoneAndModem
Microsoft.PowerOptions
Microsoft.ProgramsAndFeatures
Microsoft.Recovery

Microsoft.RegionAndLanguage

Microsoft.RemoteAppAndDesktopConnections

Microsoft.Sound
Microsoft.SpeechRecognition
Microsoft.StorageSpaces
Microsoft.SyncCenter
Microsoft.System
Microsoft.TabletPCSettings
Microsoft.Taskbar
Microsoft.Troubleshooting
Microsoft.TSApplnstall
Microsoft.UserAccounts
Microsoft.WindowsAnytimeUpgrade
Microsoft.WindowsDefender
Microsoft.WindowsFirewall
Microsoft.MobilityCenter
Microsoft.PortableWorkspaceCreator
Microsoft.WindowsUpdate
Microsoft.WorkFolders

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

436



Workspace Environment Management g5

July 4,2023
&8 LAE T Workspace Environment Management i fEhERzhAS < RIS B THIIIEE,
AIUEU T FRPERDS SR
o ARKIKE
B RE7 BN WY BN &
RIRERBERIGEE, BXAIEE) REG_SZ: #iE

BRERENMSEE, BXERIREN REG_EXPAND_SZ: iz
RRERBERISEE, HEEIREN REG_MULTIL: #4E

P =W

ARBISEEMMEE: HENRENAAIRE. WTIHENIRE, FSHFRENSTH. X ARKIRE, 17
SRS,

XA SRBRIG BB ThE I

£ AAERILE PERANSTHAUERENFRFRHTEREN ERIREE, ROFoREHEURKEL,
HARBISERMPEE:

o HENIRE, XEREBNEATIHEN, TEEERITEN.
« APIRE. XERBENERTAR, TRMIERIIMWEITEN.

ARBIGENFIANS L. TBENIRERZFUTIRE,
o HEIRE

##FullUserNamet#
##Userlnitials##
##ClientNamet##
##ClientIPAddressti#
##UserLDAPPath##
##ClientRemoteOS##

« ADAttribute

- [ADAttribute:attrName]
- [UserParentOU: 1]

« HKCU TFrYEME
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. NARERF

ERRENAEFFANBEREE: 5217, TFERMSH
ERAXMH[XHRIEANARZFELE: BiF

£/ URL fEANAEFEE: RiES T URL

EfR

o FTEDHL

- BfREE

o MLRIRTHER

- BAFBREMETRRM

o EMIIRENZE

- BfRE

o EME

- BfRE. BB RE

AR

BMEFBRAXFTRTEY B, MREEMIMREE, I NSTEETEATIME.

o IRTE

- TEE

- mEAB+R
o Ini >t
- BirERR. BIrES. BiMERMABIRE

AR

BirEf0. BEMESMABEMEFZRASHFRERY R, NREERAFREE, I ERITHEITRE,

o SNERAESS

- BENSH

o XU RGHRF

- REREMERRRE
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o RERIERMG

- Tfl: % Active Directory BMICEERZMHHEE: kK Active Directory BHMITERLER

i

*

BXMERMHFROTEIR, BERMERFNFNTIR.

FRTERIR(F

B, BREEMAPIRIEFRRRMSIRERBNARERF. Workspace Environment Management ({32#%

F TR BRI

(£

#Left(string,length)#
#Right(string,length)#

#Truncate(string,length)#

&Trim(string)&

&RemoveSpaces(string)&

&Expand(string)&

SSplit(string,[splitter],index)$

#Mid(string,startindex)#

IMid(string,startindex,length)!

WA

REIZEMEERENF .
REIAMIEERENF .

MRFHROKENTFHEFFREEK
B, MREIENFRIH, NRFHIH
RKERFEEKE, WiROAENE
EHENF.
BIFR=FFF R PAERISTRMERET
%o

BIFR=F AT EBEIFRE =R

MRFHFREE % FENIFIRE

g, N BzEE,

RIEA (] EENFDSBRBFHRIFD
BFFE, HREIRS|FFAH.
MFRFRPIIEERSIFE, HiR[O
HEBPMEFo
MFRFERPIEERSIFE, Hik[E
HEEHENF.

ISubstring(string,startindex,length\ =55 hEIEERS I FF A, FHiRME

#Mod(string,length)#

HEEHENF.
BT BRRUKEFREIRS. FF
BRGNS,

Tl

#lLeft(abcdef,2)#:&E ab

#Right(abcdef,2) #i&[E
ef

#Truncate(abcdef,3)# iR
[E abc

&Trim( a b c )&;E[MH
abc

&RemoveSpaces( a b c
) &i&[E] abc

&Expand (%userprofile
%\destop) &;&[g
C:\Users\Jill\desktop
$Split(abc-def-hij
,[-1,2)$EE hij

#Mid (abcdef,2) # &
cdef
IMid(abcdef,1,2) ! igME
bc

ISubstring(abcdef
,1,2) ! iBE be

#Mod (7,3) #3EE 1
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} =r

AR

« FHRBREHLZIHSIREM Active Directory B #. Fl: #Left ([ADAttribute
:NAME] ,2)#, Heh, YA NZMEM Administrator k@ Ad, $Split(##
ClientIPAddress##,[\.],2)$:&E 157,

« IMid(string,startindex,length)! # !Substring(string,startindex,
length) ! RIERERRERIT.

BEMSE—MENIEE, T ZRATRIE Workspace Environment Management B, LUF/RfI3EE T a0 65
MR

BEN.ini X4, ST LTE .ini XX R ER Y%UserName%, 74/ Workspace Environment Management
WIBZXGHBARELBER. B2, ¥k Workspace Environment Management £ .ini 2855 \HEEME
F: EAReREMNFELE N %UserName%, SESH EBHNE,

ATRERENE, #UserNametit# (EARFHREETE, HILER %UserName% EA —MEAIUIFESEAE, R
i ##UserName## S\ EBHE,

BXRG, BERTR:

&3 LA 5l

##UserName## REN BIFEEE Jill
“Oousername%”

##UserProfile## BREY BNIFREE C:\Users\Jill
“Yuserprofile%”

##FullUserNamet# iR[E] Active Directory rAF#£2  Jill Chou
&

##Userlnitials## iR[E] Active Directory mevEF®&  JC
EEaSEE

##UserAppData## IR BRI L FRERZ - C:\Users\Jill\AppData\Roaming
RoamingAppData

##UserPersonal## IR [EFFRI MBI L PRER TR - C:\Users\Jill\Documents
Documents

##UserDocumentsi# IR B4R X A SEFRER1F - C:\Users\Jill\Documents
Documents

##UserDesktop## IR [BIFFRR S Y SEPRER 1F - C:\Users\Jill\Desktop
Desktop

##UserFavorites## IR [E4FFR S R SEPRES S - C:\Users\Jill\Favorites
Favorites
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&=

##UserTemplatest##

##UserStartMenu##

##UserStartMenuPrograms##

##UserLocalAppData##

##UserMusictt#

##tUserPictures##

##UserVideos##

##UserDownloads##

##UserLinks##

##UserContacts##
##UserSearchest#

#H#commonprograms##

##ComputerNamet#
##ClientName##
##ClientIPAddress##
##IpAddressi#
##ADSite##

##DefaultRegValue##
##UserLDAPPath##

##VUEMAgentFolder##

##RDSSession|D##

iR

IR B4R X A SEFRERF -
Templates

IR B R  f FBYSEFRERTZ -
StartMenu

IR B4R X KAV SEFRER1F -
Programs

IR EI4F7R X A SEFRERF -
LocalAppData

IR [ERFRR S Y SEPRES 1E - Music
IR B4R A SEFRERF -
Pictures

R BRI K SEFRER R - Videos
IR B4R A SEFRERF -
Downloads

R [ERFRH FHSEPRER R - Links
IR B4R A SEFRERF -
Contacts

IR B4R X A SEFRERF -
SavedSearches

IR B AR R B SEFRERIZ -
CommonPrograms

IRET BB R R

R [EE P i BRI R
REF P imitEAeY P ik
REITENEY P ik

RETEMNFER Active Directory
b

iR [E] 251 A P B ME— R DR R

REARIE 3k

REZERERIE ID

BNl

C:\Users\Jill\AppData\Roaming\Microsoft\W

C:\Users\Jill\AppData\Roaming\Microsoft\W
Menu
C:\Users\Jill\AppData\Roaming\Microsoft\W
Menu\Programs
C:\Users\Jill\AppData\Local

C:\Users\Jill\Music
C:\Users\Jill\Pictures

C:\Users\Jill\Videos
C:\Users\Jill\Downloads

C:\Users\Jill\Links
C:\Users\Jill\Contacts

C:\Users\Jill\Searches

C:\ProgramData\Microsoft\Windows\Start
Menu\Programs
WIN1OEN-LR3B66L

W2K16ST-51528JP
10.150.153.138
10.150.153.213
NKG

BEIRE string.Empty

CN=Jill Chou,0U=User Ac-
counts,OU=APAC,DC=citrite,DC=net
C:\Program Files
(x86)\Citrix\Workspace
Environment Management

Agent

2
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R tEA il
##RDSSessionNamett# BEZEERERIERF RDP-Tcp#72
##ClientRemoteOS## REATFEEIESMSENITENSY  Windows
B1ERR
##ClientOSInfos## BREITENINRERGER Windows 10 Enterprise 64 {ii

Hash-tag ##UserScreenCaptureCommenti# iR F = RIFELS. ATSAUBEEE S&LE > UIR
BEME > BE R TR FEHERIRY, MREEERSASRRHEALAEFTNEESETS, IzaBFRE
T—ERTE. ZTCEAEXFE FHAFERITERER B FHHERPHNE,

Active Directory Eit

Z{#H Active Directory B, WEM =35 [ADAttribute:attrName] &% 48x 8 Active Directory B4,
[ADAttribute:attrName] 21F{@ Active Directory BHEMEEIRIZ. B—MAXHMESS, ATREREEBEMN
&,

dTFAFELEN (OU) &1, WEM 3§ [UserParentOU:level] {& & it 548 %89 Active Directory OU & #F.
Active Directory %422 Active Directory A2 H P &% (LDAP), [UserParentOU:level] @ HeHr—
%

Blan, RIREERNBFFEN OU WEMSKEIRENZS, ] LUERMEIRESREFNAE S [UserParentOU:level]
%Eﬂ:u\ﬁﬁfrﬁﬁ):'ﬂﬁ OUo ﬁﬁ**ﬁ/iij\ﬁFﬁﬁblu\VHE

o EIEEMLIREHISIREPER [UserParentOU:level] sh&<hE. B0, EaIERUTEREZ: \\Server)
Share\ [UserParentOU:0]\.

¢« HEBE—1NRB AN OUMKIET 2, AFIFHMEIRE N [UserParentOU:0], G, A LUSIRENSMET A
\\Server\Share\\%0U%\.

} =

AR

o FILUREF 0”7 BMANS5EET OU SRR EXS RZAYELF
o EEILIBZEMMEIREZER, EERITIRE, BHERERES OU 15 ARSI IEM,

BB LUERA Active Directory BIM#1TTHI%, 7 BIE > Hikds > &4 > MERHGIIR EWM£ L, 25 FNGE, o
LUTH “B@EmAEHE” B0, & “MRMERM 80O, EaILIERS Active Directory B4 KR LU T IUF1fi%
FHER

« Active Directory B4 ITE
« Active Directory ¢AITER

« Active Directory B2 ITEZ
« Active Directory uhsIICE2
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34F Active Directory BM LA, &REA [ADAttribute:attrName].
REMSSHEA AT Active Directory 4AILER, FARNZEHEEATREARRZMD.
33F Active Directory B8fZILEZ, 2% LDAP BEMmhESSHEE ##UserLDAPPathi#i#,
3tF Active Directory ih IR, =hES<ThER ##ADSite###,

BXRH, BERTR:

=R BiEA Bl

[ADAttribute:attrName] REISAFEERMYE [ADAttribute:name] igE
Administrator

[PrinterAttribute:printername|attrMaate e S TENH A E B [PrinterAttribute:printerl|name]
iR[E printerl

[UserParentOU: level] IREIHFIAFHR OU BisELR CN=3Ji1ll Chou,0OU=User

Accounts,OU=APAC,DC=
citrite,DC=net $#y
[UserParentOU: 17 &M@
APAC

PEili el
AEREMTR, WEM 2% [RegistryValue:<Registry path>] EERABEXEGEMRERE, Fl0, T
EEMUTE:

+ [RegistryValue:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host\AgentLocation]

XML x4

FER XML X, WEM 2% [GetXmlValue:<XML path>|<tag name>] E&ifH XML XHHRIH
EMRIEE. XML BEZEIURKMRRE, WA U@ ARZINIFREE, SIRIFREER% Eie. i, AJLIEEN
TE:

+ [GetXmlValue:C:\citrix\test.xml|summary]
+ [GetXmlValue:%xmlpath%]|summary]

INI >t

J 4 R.ini X, WEM £% [GetIniValue:<INI path>|<section name in the .1ini
file>|<key name in the .ini.file>] HighRE, IN| BRERAURLIRRE, LAUSBTNRK
RRIFET 2, KIRIFETEA% &2, fla, SJLUEEUTE:
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+ [GetIniValue:C:\citrix\test.ini|PLD_POOL_LIC_NODE_0_0|LicExpTime] =%
+ [GetlIniValue:%inipath%|PLD_POOL_LIC_NODE_0_O|LicExpTime]

EZER
WIER ARSI

TRIETREFHRE, HRERCEERISHE S,

WoRgs MiE UGS
THEN B FRTAS - =
ClientName Tfg - =
285 KLy UM T S z
EAEREILE 2 z
WMI Z 45 RITAD - z
XenApp & #RILED - =
XenApp Xig&FRITE - =
XenDesktop 1% FRILED - =
XenDesktop S & #RILED - z
Active Directory B4 It = =
BIRSHEET IR 3 =
TTEN B MRAILAD - =
7% ClientName [fg - =
TIRE T ST S =
FTAMRE LA 2 =
% WMI &4 RITE - =
XenApp & #FARLTE - =
XenApp Xig& FFAILE - =
XenDesktop & ¥R ILER - =
XenDesktop s2E4H & FARILAD - =
3%%& Active Directory B4 ITE = =
BEERETIRSD = z
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WRAER MiE ILEEZER
S {ELES I~ 3
TS EILE I~ =
X R A< ILED = =
BB hiR A ILED = =
R Lidl: A= - =
BMETIRSP = =3
BMATETIRF = =
XXX RIFE - =
XX RAFE - =
MBI EEMRE

August 11, 2020

AXNBE Workspace Environment Management AR VIR BIEXBX R EA R B,
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About

@ Current Site| Default Site

ﬁ Create

& Edit ? Import Actions & Import Settings

% Export Actions 4 Export Settings

ieedU=o Tl Desktop | Window:

| Environmental Setting Management

|r9 Environmental Settings
Q Microsoft USV Settings

[#] Process Environmental Settings Exclude Administrators

| User Interface: Start Menu
Hide Common Programs Hide Windows Update Force Logoff Button

gl Citrix UPM Settings

YMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn Off Notification Area Cleanup

Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List

Hide Find Hide Turn Off Computer

| User Interface: Appearance
| ﬁ Actions set Specific Theme File Set Background Color

I ﬁ Filters ! Yawindir YeYyesources\Themes\aero. theme | I Grzy

I Assignments 1 Set Spedfic Visual Style

I ﬁ System Optimization i %ewindir % \resources \Themes\Aero\aero. msstyles

rﬁ-ﬂhes and Profiles Set Wallpaper

I ﬁ Configured Users ! |

- [ Transformer Settings |

- [ Advanced Settings

- [ Administration

I Monitoring

¥ Connected to : LABB € Current access level @ Global Full Access i

2R HKCU\ %4\ #%k\ Windows\ HaikRas\ 588\ HRE
13
ERFR NoCommonGroups

=B DWORD
ERAE 1

ZRE 0

IEFERNE REBFRBRS

M TR REHRRE BT

RE=H HKCU\ %5\ 5\ Windows\ HaThR7A\ HErg\ BRE
e
[EEZE NoRun
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M FHR” REHRRR BT

(EESid] DWORD

BEAE 1

ZRE 0

ETERNE RIBERNRS

feEEETAa

RE=H HKCU\ %\ #x\ Windows\ HaThRA\ FREE 238\
=k

(=R Start_AdminToolsRoot

[EESid] DWORD

BEAE 0

2RE 1

EERE RIBBAANRS

[SE=EE)

RE=H HKCU\ %\ #5x\ Windows\ HaThRA\ H88\ ZRE
i

=B i NoSMHelp

B DWORD

BEAE 1

2RE 0

EERNE RIBBAANRS

PREEK

RE=R HKCU\ %\ #3x\ Windows\ HaThRA\ H88\ ZFRE
i

BRFR NoFind

B DWORD

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 447



Workspace Environment Management g5

PREER

BEAE 1

ZHE 0

ErER R RIBBAANRS

FREEOEN

RE=H HKCU\ %\ #x\ Windows\ HAThRA\ H&\ ZRE
i

=B i NoWindowsUpdate

B DWORD

BEAE 1

2RE 0

IErEREE RIBBAANRS

BIEESE

RE=H HKCU\ %4\ #x\ Windows\ HaThRA\ H8&\ BFRE
IH23

ERFR LockTaskbar

B DWORD

BERAE 1

2RE 0

IE7EREE ERNHRS

PR RS AT s

REZH HKCU\ %45\ 3\ Windows\ HaThRA\ H88\ BFEE
IB3s

[EE=E HideClock

B DWORD

Sy =)L 1
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PR R ST

2RE 0

IErERbEE RIBBAANRS

FRRHE & FFTENN

RE=H HKCU\ #x¢\ %0\ Windows\ Haihias\ BREIES\
=24

(=R Start_ShowPrinters

B DWORD

BEBBE 0

2RE 1

IE7ERbEE RIBBAANRS

PRk AT BN

RE=H HKCU\ ¢\ %\ Windows\ Ziaihias\ 58\ FRE
=

EE= NoClose

EES] DWORD

BEEBE 1

2RE 0

IE7EREE RIBAANRS

SRHE IR

REA HKCU\ #x\ %\ Windows\ Zaihias\ S8\ ZRE
bt

BRI ForceStartMenuLogoff

EES DWORD

BEEAE 1

2RE 0
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SREESHR

IEfERbIE REBIAARS

KB X ETE

REHA HKCU\ %4\ #5k\ Windows\ HaikRas\ 588\ HRE
b

E&FR NoAutoTrayNotify

(EE%is) DWORD

ERAE 1

BHE 0

IEfERbE B REHARS

KMME RS

REA HKCU\ x4\ #%k\ Windows\ HaikRas\ 58\ HRE
2%

ERTR Bhexe

(EEiS DWORD

ERAE 0

BRE 1

IEfERbIE B REHMRS

BRREERFTIR

RER HKCU\ %4\ #k\ Windows\ HaikRas\ 58\ HRE
i

ERFR ClearRecentProgForNewUserInStartMenu

=Bt DWORD

ERAE 1

BHE 0

IEfERbIE B REBRS
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BESTE T

REZH HKCU\ #x45\ 588\ #54k\ Windows\ ML
[EEZE ThemeFile

[EESid] REG_SZ

[S3=):EL THI B hIgE R

ZRE BEREE

EERE B RETHIARS

BRELSOE

REA HKCU\ =HEiR\ it

ERR BE&

B REG_SZ

BEAE fEgeE (RGB)

2RE BEREFEE, 5E 00 (MRLAEENE)
ErER R RIBBAANRS

BRERENMEER

REZEA HKCU\ e\ 588\ #3k\ Windows\ ML
B&FR SetVisualStyle

B REG_SZ

BERAE = A hIEE R

2RE BEREE

IErEREE BERERS

KB

REZH HKCU\ %45\ #x\ Windows\ HaThRZA\ H88\ &%
ERFR BEA
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B

(EEiS REG_SZ

ERAE IR AhiEENRE

BHE BEREFE

IR B RIAARS

RE=A HKCU\ %44\ #3x\ Windows\ Zaihias\ 5L\ R4
EEZEu WallpaperStyle

ERE REG_SZ

ERAE BURFHVE

2RE BEREE

EfERME B REHIARS

REA HKCU\ 244\ 73R\ Windows\ Zaikias\ 5L\ R4
=B i TileWallpaper

EEiS REG_SZ

ERAE BURFHUE

BHE BEREFE

EfERb B RIHIARSS
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@ Current Site| Default Site

ﬁ Create
&) Edit

|.-9 Environmental Settings

e | @ Delete

ﬁj Microsoft USV Settings
gl Citrix UPM Settings

YMware Persona Settings

- [ Actions

" ﬁ Filters

I ﬁ Assignments

- [ System Optimization

rﬁ-m-.caes.and e

I ﬁ Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I ﬁ Monitoring

¥ Connected to : LABBROD1

Reﬁesh ? Import Actions & Import Settings

Control Panel | Known Falders Managem: SBC [ HVD Tuning

| User Interface: Desktop

Hide My Computer Tcon Disable System Properties Hide Metwork Tcon

Hide Recyde Bin Icon Disable Recyde Bin Properties Hide Network Connections
Hide My Documents Icon Disable My Documents Properties Disable Task Manager

Go to Desktop instead of Start

| User Interface: Edge Ui

Disable Switcher

Disable Charms Hint

€@ current access level : Global Full Access .

R e P A AT

IEFERNE

HKCU\ 44\ 3\ Windows\ HaihRas\ 5B\ n 4z

{20D04FE0-3AEA-1069-A2D8-08002B30309D}

DWORD

1

0
ERITHIARSS

PR e s E AR

HKCU\ 2\ #x\ Windows\ M #ihRas\ 5588\ n #s

{645FF040-5081-101B-9F08-00AA002F954E}

DWORD
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SEAE LS

BRAE 1

ZRE 0

IETERNE ERITHIARSS

PR TR EAR

REA HKCU\ #x#\ #3k\ Windows\ ZaihRas\ SRS\ n #2
BRI {450D8FBA-AD25-11D0-98A8-0800361B1103}
[EESES DWORD

BERE 1

BRE 0

IETERNE ERIFHIARSS

RIREMAR “Fia”

REA HKCU\ #f4\ #4k\ Windows\ HaikRas\ FREEE\
BailE

=B i OpenAtLogon

=B 5t DWORD

EEAE 0

ZHAE 1

IETEALEE BREMRS

HREAKREMN

REREA HKCU\ 5\ %\ Windows\ Ziaihias\ 8\ FRE
b

BERFF NoPropertiesMyComputer

=Bt DWORD

EEMRE 1
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BRRASREN

BRHE 0

IEfERbIE RIEVERHARSS

B REsEN

RE=A HKCU\ 244\ 53R\ Windows\ Haihias\ 5kEg\ ZIRE
3R

BB NoPropertiesRecycleBin

(EESig DWORD

EERE 1

2HE 0

IEfERbIE RIEEAEHARSS

BRI EREM

RE=5A HKCU\ 244\ #3x\ Windows\ Haihias\ 588\ ZIRE
i

E&FR NoPropertiesMyDocuments

(EEis DWORD

ERMRE 1

2RE 0

IEfERbIE REBIBABRS

PRI B EIR

REP HKCU\ %4\ #3k\ Windows\ HaikRas\ SBE\ n 42

E&FR {FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}

(EE%id DWORD

ERMAE 1

ZRE 0
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PR 4R B AT

IErEREE ERNBRS

PR L EE

RE=H HKCU\ %\ #x\ Windows\ HaThRA\ H88\ BRE
fi=

EE= NoNetworkConnections

B DWORD

BERAE 1

2RE 0

IErEREE RIBAANRS

PRESEES

REA HKCU\ %5\ #x\ Windows\ HaThRZA\ S8R\ &4

BRI DisableTaskMgr

(EESit] DWORD

[SY=):EL 1

2RE 0

IE7ERE REBFBHNRS

B RS

REA HKCU\ ##\ #3x\ Windows\ Haikias\ Siiestuig\
EdgeUl

(2R DisableTLcorner

B DWORD

BERAE 1

2RE 0

IErERbEE ERNHRS
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BRBARER

REA HKCU\ ##\ 3\ Windows\ HaikRas\ Sii2stibig\
EdgeUl
EE=E DisableCharmsHint

[EESiS DWORD
BERE 1

RRE 0

IETERRIE ERIHIARSS

About

@ Current Site| Default Site '| & Delete

e Create

gl Disconnect @. Edit Refresh ! Import Actions i Import Settings

B Connect 4 ExportActions 7 Export Settings

Start Menu | Desktop (WUIGGLITASY M Control Panel | Known Folders Management | SEC [HVD Tuning

| User Interface: Explorer

|.-9 Erironmental Settings

ﬁj Microsoft USV Settings

Prevent Access to registry editing tools Remove Network Context Menu Items Disable Explorer Context Menu
gl Citrix UPM Settings Disable Silent Regedit Hide Libraries in Explorer Disable Taskbar Context Menu
VMware Persona Settings Prevent Access to the command prompt Hide Metwork Icon in Explorer

Disable Cmd Scripts Hide Programs Control Panel

Remove Context Menu Manage Item Disable Windows Security

| Drives Restrictions

Hide Spedfied Drives from Explorer Restrict Specified Drives from Explorer

—— e Add g
- [ Actions

-ﬁFiﬂem | Remove | Remove

I ﬁ Assignments

- [ System Optimization

rﬁ—hhes and Profiles

! Configured Users

- [ Transformer Settings

I ﬁ Advanced Settings

- [ Administration

I ﬁ Monitoring

W Connected to : LABBROO1

PRI EARRIE TR

RE=A HKCU\ #xff\ #5k\ Windows\ HaikRas\ B8\ R4t
H&FR DisableRegistryTools
=Bt DWORD

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 457



Workspace Environment Management g5

FHIEFIEEMREE T A

BEBBE ZEBIIMRmES? 2: 1

ZHEE 0

ErER R RIEBEBRS

PEIEA IS SRR AT

R HKCU\ ##F\ 58\ R4t

EE= DisableCMD

B DWORD

BEEBE BEEE Cmd f#IA&? 2: 1

ZHE 0

IEfEREE REBFBANRS

fER_E TSR A BRI

R HKCU\ #x\ %\ Windows\ HaThias\ SR\ ZEE
bt

BB NoManageMyComputerVerb

e DWORD

BEEAE 1

ZHE 0

IE7ER R REFBENRS

TRIBRMILE £ TSI

REZHA HKCU\ #x\ %\ Windows\ Ziaihias\ FK\ FRE
IB3s

ERFR NoNetworkConnections

(EESat] DWORD

BEERE 1
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HBRIALE TSR IR

ZRE 0

ErERE RIBRABNRS

R E IR PIaREE

R HKCU\ £\ #4%k\ Windows\ ZiaihRas\ 5888\ n #g2
ERTR {031E4825-7B94-4dc3-B131-E946B44C8DD5}
EHE DWORD

EERE 1

2RE 0

EERE B RERS

FaE R R E IR EAR

RE=H HKCU\ %\ )\ Windows\ HaTARAS\ 5588\ n #&zs
BEEHR {F0O2C1A0D-BE21-4350-88B0-7367FC96EF3C}
EHE DWORD

=y =)L 1

ZRE 0

EERE B RENRS

FRE =S R

REH HKCU\ %\ ##3x\ Windows\ HaThRZA\ H88\ 2%
ERHR NoProgramsCPL

EHE DWORD

=y =)L 1

2RE 0

EERE RIBRABNRS
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#=/E Windows &2

RERP HKCU\ %\ #zx\ Windows)\ Haihkas\ 588\ FRE
122

ERFR NoNtSecurity

(EE%is DWORD

ERRE 1

BRE 0

IEfERbE RIBIHARIRS

ERAREESS ETERE

REHA HKCU\ %4\ #i#x\ Windows\ Haihas\ 588\ HRE
1Bas

BB NoViewContextMenu

EEid DWORD

BRAE 1

ZRAE 0

IETERbIE RIEBRABNRS

BERESE LTSS

REH HKCU\ 4\ #i#x\ Windows)\ Haihas\ 588\ HRE
333

=B i NoTrayContextMenu

=B 5t DWORD

BERAE 1

BRHE 0

AR RIBIAANRS
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MFRE RS PRIRIEE IR RN

R

BRI
BExE
BRRAE
ZRE
IETERbEE

MFERE IR PRFIHE E R KT 2R

RE5A

BRI
EESE
BERMAE
2RE
IEFEAME

HKCU\ %8\ #x\ Windows)\ Haihras\ 588\ HRE

S
NoDrives

DWORD
EEURTFEENREDES
= (ERIZmMIER)
ERIIARS

HKCU\ %4\ #i#x\ Windows\ Haihas\ 588\ HRE

e
NoViewOnDrive

DWORD
EEURTFEENREDES
= (ERIZHMIER)
EREBIIRS
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About

@ Current Site| Default Site

ﬁ Create

& Edit ? Import Actions & Import Settings

% Export Actions 4 Export Settings

Start Menu Windo ¢8| Control Panel

@ Evionmentaisettngs | | User Interface: Control Panel

Q Microsoft USV Settings

Hide Control Panel

gl Citrix UPM Settings Show anly specified Control Panel Applets Hide specified Control Panel Applets

Mware Persona Settings Display h Add

- Remove jo-Remove

- [ Actions
" ﬁ Filters

I Assignments

- [ System Optimization

rﬁmraes.and e

- [ | Configured Users |

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I Monitoring

¥ Connected to : LABBROD1 € Current access level @ Global Full Access i

PR E R

RER HKCU\ #44\ #3k\ Windows\ HaihRs\ KBS\ ZRE

1meg
BRI NoControlPanel
EE DWORD
BEEAE 1
ZRE 0
IEFERNE REBFRBRS

R ETEEREHER NERF

RERA HKCU\ %4\ ##x\ Windows)\ HaihRas\ 588\ HRE
1333
BB RestrictCpl
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R ETEEBEHER MERF

EESE DWORD

ERAE 1

BHE 0

EfERbEE HRIBIAARIARSS

HFETRVFHNER

RERA HKCU\ 244\ #3x%\ Windows\ Haihias\ 588\ ZIRE
1288\ BRI CPL

BB MERRS| (M 1 FaHBhEE)

EEd REG_SZ

BRAE AppletName

ZRE =/Emits

EfERME RIEEAARS

Fefs E R H EiR 2R

REP HKCU\ %4\ #3k\ Windows\ HaikRas\ 588\ HRE
1228

EE2E DisallowCpl

(EE%is DWORD

BEEAE 1

2RE 0

IETEAME RIZEAEBARSS

TSN R NER

RERA HKCU\ %4\ #%x\ Windows)\ HaihRas\ 588\ HRE
B2\ RAVFER

BRI INMEFZERS| (M 1 FFaHBERNEE)

=B REG_SZ
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NFENRAFRNMERF

BRAE

AppletName
=/EMipR
RIEEBIARSS

@ Current Sit=| Default Site

ﬁ Create

|r9 Environmental Settings

Reﬁes;h ? Impart Actions i Impart Settings

StartMenu | Desktop | Windows Explorer | Control Panel [EESsGIniEsEEA SERERE Ml SEC [ HVD Tuning

| Known Folders Restrictions

—

m Microsoft USV Settings
1 citrix UPM Settings

YMware Persona Settings

Digable Spedified Known Folders

| Add l

) Remove

- [| Actions

I ﬁ Filters

- [ Assignments

- [ System Optimization

rﬁmmand Profiles

I ﬁ Configured Users

- [ Transformer Settings

I Advanced Settings

- [ Administration

! Monitoring

¥ Connected to : LABBROO1

€ Current access level : Global Full Access .

BREENBEMXX

IETERbE

HKCU\ %4\ 5688\ R\ Windows\ ZiREE 28
DisableKnownFolders

DWORD

EEURTFIEENIRENES

= (BEROZEMER)

B RERS
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NFEMEANXARX

ANE

REZH

BERTR
B
ERAE
ZAE
EfERIE

HKCU\ %4\ 588\ 30\ Windows\ ZREESs\ 2H

BRIAYS 3k
EREANXHFRAM

REG_SZ
EEBNXHFRAM
=/E Mtk
BEREBRS

@ Current Site| Default Site

e Create

|r9 Environmental Settings —ﬂ|
Q Microsoft USV Settings

i citrix UPM Settings

YMware Persona Settings

Start Menu

Reﬁesh ? Import Actions i Import Settings

Control Panel | Known Folders Management ([Ezlofis ol yviTyts)

| User Environment: Advanced Tuning

[ Actions

I ﬁ Filters

i ﬁ Assignments

- [ System Optimization

rﬁ-mrie_-.nnd Profiles

- [ Configured Users |

! Transformer Settings |

- [ Advanced Settings

- [] Administration

Disable Drag Full Windows
Disable Cursor Blink:
Enable AutoEndTasks

WaitToKillApp Timeout
20000

Set Cursor Blink Rate

Set Menu Show Delay
10
Set Interactive Delay

a

Disable Smoothscroll

Disable MinAnimate

i ﬁ Monitoring

¥ Connected to : LABBROD1

€@ current access level : Global Full Access .

ERiEmBEIED

REA HKCU\ 1=#IEiR\ =
BRI DragFullWindows
EEs REG_SZ
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SHEMEEIENEO

BEBBE 0

ZHEE 1

ErER R BEREHRS

2 FATINIGE

R HKCU\ #=HImiR\ Sm
EE= DisableCursorBlink
B DWORD

BEEBE 1

ZHE 0

IEfEREE EREAIRS

B A AutoEndTasks

RFZA HKCU\ =4IE1R\ SE
[EE=E AutoEndTasks
B DWORD

BEEAE 1

ZHE 0

E7ERE EREMRS

WaitToKillApp #&at

RER

HKCU\ 1=#IEiR\ =
WaitToKillAppTimeout
DWORD

BiREE

20000 (1)v#0)
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WaitToKillApp et

IEfERbIE BEREHMRS
REATANRER

RERA HKCU\ #=#ImEiR\ =
BRI CursorBlinkRate
=Bt DWORD

EEmRE BEREE

BHE 500 ()\#%)

IEfERbIE EREHIARS
REXRBRRIER

REP HKCU\ 1=#ImEiR\ =
E=FR MenuShowDelay
(EE%is DWORD

ERMRE BEEE

BRE 400 ()\#5)

IEfERbE ERITHIARS
REBRERER

RERP HKCU\ =4Ik \ =&
BB InteractiveDelay
=Bt DWORD

BERRE BEREE

BRE = /EMibR

IE7ERbE B REHRS
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#/ME SmoothScroll

R HKCU\ 1=#ImEiR\ =
BRI SmoothScroll
(EE3is DWORD

ERRE 0

2RE 1

IE7ERbE EREBIBRS

/A MinAnimate

REA HKCU\ 1=#IEiR\ =E
BRI MinAnimate

(EEiS DWORD

ERAE 0

BHE 1

IE7ERNE BREBRS
et

September 11,2023

Workspace Environment Management @E U T4, EaUERAXERGRENERAF S RRRINER.
BXREEERFSREAXLERGNELSER, FSMATIES,

ERLTIRER AR, FERUA TR
s MRAEREERIENSIIERIFRA L

- ‘BRE REEEIREINNEF RS,
- BN M FPmTE 2EAEEN.

o MRABREAMELETR L, WRGINFES “FRE BERHETER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 468


https://docs.citrix.com/zh-cn/workspace-environment-management/2003/user-interface-description/filters.html

Workspace Environment Management g5

FIRAR

FHR(ERE
FHRLE R KA
FHRIE

iz

FIRIR
FHR(ERE
FHRLE R

FUARIE &

FIERAR
FHA(EARE
FHR(EAE

FUHRIE

FHRM
FHR(ERE
FHRLE R KA
FUHRIE A

B2 true

TiEF
TiEF
TiEF
Hi

HENZIRTE

TiE

[l e

FRB

B—Z#Mit: Computername Multiple tests (OR):
Computernamel;Computername2 Wildcard (1
EATFZ) : ComputerName*

MR LFTENZHS MR ETE, M&E true, FUA
false,

ClientName tE2

&R

FrFH,

BAZFFMR: Clientname Multiple tests (OR):
Clientnamel;Clientname2 Wildcard (t2:EBEF%
) : ClientName*

MBELHFEFFHBFSWAELTE, WRE true, {NA
false,

IP itk UTLAZ

&R

IP sudk,

BALZIRMIR: IpAddress Multiple tests (OR):
IpAddressl;lpAddress2 Wildcard (HBERFZ1) :

IpAddress* Range (also works with multiples):
IpAddressl-IpAddress2
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KB IP sttt ITAZ

iR[E] MR LFIITEMN IP it 5N ELEE, WA true, TN
7 false,

SHEWR ZF % IP HisitITED

FREAEEE TER

FRERLE R AR IP ik,

FRERE BAZFFMR: ClientlpAddress Multiple tests (OR):
ClientlpAddress1;ClientlpAddress2 Wildcard (2
iEATZ) : ClientlpAddress* Range (also works
with multiples): IpAddress1-IpAddress2

iR[E] MNRYFIEF i P k5N ELE, MWRE true, &
> false,

£HEWF Active Directory 5= ITER

FREAERE TER

FRERLE R AR ENiXH Active Directory s BB R,

FRERIE JESHE RiL R E T,

iR[E] MNRIEE RS Haiih A 0Li2, MRE true, TNA
false,

SHEWR i

FREAEREE TER

FREAZE RATY 28N (Fian: 28—),

FRERIE A B2kt DayOfWeek Multiple tests (OR):
DayOfWeekl; DayOfWeek2

R[E MRSKEMAELTE, WA true, FMA false.
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FHRIT IR T = 0TED

FRHA(EREY FRB, MATEHRF.

TRHALE R KR FRB. MXTEMTHAE,

TRHAIEA B2 value Not null test: ?

IR[E] MBEFAFRETERMELE, NEE true, FNH false,

R M RELE

FRR(EREY FHBE. EMNXREMRENTEREZMEM. =~Fl: *
&I HKCU\Software\Citrix\TestValueName

FRERLE R AR FRB, MIXHSEMRIAFHEAE,

FRERE A B2 value Not null test: ?

IR[E] MRFMEREFEBELTE, NiRE true, BNA false,

R WMI &4t RITEE

FRHA(EREY &R

TRHALE R KR FRE,

FEREE BRI WMl i, EXFAER, EBHA
https://docs.microsoft.com/en-
us/windows/win32/wmisdk/querying-with-wql,

IR[E] MBEEHHINALERA true, FNH false,

R R EXRTE

FRHER(EREY TiEH

FRHRLE R LR FRE,

EREE wNER ISO ESEM.

IR[E WMRAF ISO BESEMEIgEMELE, NiRE true, &

My false,
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E LA AP AmEmESILE

FRHEA{EEEY TiER

FRHpLE R 2R FHE, BINFERISOEBEBSEM. =HEE

FRHERE A AN FER ISOESEM, FOEE

R[] WRAF UIISO B AIr5EEELE, M true, &
7 false,

ESLEA AP SBC #RAA

FRHp{EREY TiEH

TR R AR MFURAFERR,

FEAIE A REH

R3] MBEAF ETX (BAGNSEHNEBIER) S5i%EEEL
f2, WA true; ZNK false,

LA BIERFTARLR

FRHA{EEY TiEH

FRHpLE R LAY M Dropbox #i#%,

FRHRE A TiEH

R3] MBHENTEERE (xX64 5 x86) SiEEEILA, M
true, BNJ false,

ESEA EERS

FRHA{ESREY TiEH

TR R AR M Dropbox sk,

FRHRIE A TiEH

iR[E] MBERRS EXMBEY) SiEEELE, A true,

¥ false,
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KB Citrix Provisioning B{&IE

FRHA(EREY TER

TRHALE RATY M Dropbox #ri%#%,

TEREE REH

R[] IR L Citrix Provisioning MER 53EE &L,
WA true, BNA false,

4R ZPi% 0S

FRHER(EREY TER

FRHRLE R M Dropbox mrif#%,

FRHRIE A TER

R[] MRYFEFPIHRERASEERELTE, MWiRE true, &
> false,

SRR Active Directory &2 ITE

TRHEAESEEY NER

FRHALE REY FHF&. MiXe9 Active Directory BRZEIZ .

FERIEE BAZMEL: ™i8ILEZ LDAP BRZ@ECRT ML
oU=USERS * 21%B8: /S9REE (;)

IR[E] MR EMFERERE, NG true, BN false,

SR FR Active Directory E T

TRHEAESEEY Fifs, Bl Active Directory BHHIRFR,

FRHALE R EY FfF s, BEMiXH Active Directory BT,

IRHERIE A BENR: EZMEEZE: BHS () 2REEMRIE
null:?

R[] MREUEERETA, NRE true, BFNA false,
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4R BIFHEETIRS
FRHEA{EEEY FRIR, TRMIIREERLARFERMN XML 7IRMY
SERYHRE,
TRHALE LR FIFR, EREVIRPERNZI/EEEE,
HAIEE FRTER
iR[E] MBIEIEETIRNZ M/ EN PR EENE, WA true;
7 false,
4RI REITENZFRTE
AERGTA iz1T ComputerName Match #:REIHER LR (40
25 false, MRE true, &R true, NR[E false), &
XEMER, BEBREM BB TR
FHRIT % ClientName LEg
HEEHTA BITEPIEIMLREFREERNER (WRAE, WK
[El true, 3ARA true, MiR[ER), BXFHMAEE, FS
%14 clientName TEZ,
SHRIR %% IP it rTEg
HEEHTAH 517 IP it CEEHREMERMNER (MRAR, NiRE
true, 3R A true, MRER) . BXFMAEER, BFBA
1% IP it ITEg,
MR BEZ P IP i TED
HEEHITA BITEF U P it LR HREIMARNER SRR, N

R[E true, MRA true, MWRER). BXFMES, B
SF M4 FR G IP ik Itz
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SR %A Active Directory i = ILEZ
HEEHITAH 1T Active Directory b UCERHIREIMER IR (40
BERR, MRE true, MHRH7 true, NR[E false), B
XFAER, EBEEMH Active Directory 5= LAz
ESLA TIET E0TE
HEERGTA BITMETENARHFREERNER GRAKR, WiRE
true, IR K true, MiRE false), BXFEMER, FS
FE M F IR T EITE
E LA TR ELE
HEEHTA BITIMRELEFROERNER WRAR, NiRE
true, tNE A true, MHRE false), HXFMER, B5S
R SEMREITE
ZHBFR T WMI EifERITE
HEERGITA BT WMI TERLREAHREIERNER WIRAR,
MiRE true, ARHK true, NEREHR). BXFMESR,
EBIAZE WMI &4 RITET,
ESLEp TRAFER/HXITE
HEEHTA BITAFERCREHREERNER (MRRR, WRE
true, tNEA true, NMRE false), HXFMESR, B5S
R AP ER[HIX LA
ESLp RERFRmES T
HEERGTA BITAFPRmMESLEMFREMERINER WRARKR, N

iR[E true, IMRK true, MiE[E false), BXFMEL,
EREEY AP Ul B,
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SRR %8 Active Directory &{Z T
AERGTA 1T Active Directory BERILEHIREIMER LR (W0
R, WRE true, IRH true, NRE false). &
XFAER, EBEEMH Active Directory B2 ITED
SHEWR %A Active Directory E £ ILE
HEEHTA BITENEMRFELRHREERNER (MNRAEKE, N
R[] true, ERH true, MR[E] false). BXFLER,
EBREMY EE SR
SHETF B EREFIRSP
AEFHITH BITEFFEMTIIRF, HREERMER WMRAR,
MRE true, WMRA true, MEE false), BHXFMIE
B, ESREMNt AaMSEETIRF.
SHEF EPiminig 0S Tig
FHAE LR TER
FRERLE R AR M Dropbox #ri%#%,
FREREE ER
R[] MRYBIEEF P IRRERASEEELE, NiRG
true, &M false,
SHEF B P ImE ISR E R A TED
AEFHITH TR TR RERALRFREHERNER RA
8, MRE true, fFRH true, MR[E false), HXiF
MES, FESREM B imEiE 0S LT
ST A AL
FHAE SR FRB. ERANETERMSIFCHEIAsERAR.
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E LA EIAS{EITED

FRHpLE R AR FRR, MRRAHTHAE,

THRIEE B4R value Not null test: ?

iR[G] MBEEDSRADNERERELTE, WA true; FNA
false,

ESLp TEhASELE

HEEHTH BITHSELREHREERNER WIRAR, NiRE
true, R K true, MiR[E false), HXFEMER, FS
&4 shASEITELD

FHRIR BIREFEIRS

FRHA{ESREY TiEH

TR R AR M Dropbox s,

FRHRE A TiEH

iR[E] MR YR REFIRSLEEEE, WA true, FNA
false,

LA TE P IRIRER ST

HEEHTH BITEPIRRERAAKLEFREHERNER ORAR,
MiRE true, NERK true, NR[E false), BXFAE
B, B2R%% TFiE 0S L

SRR Active Directory 4AITED

FRHA{EREY TiEH

FRHpLE R AR FRFR.

FRHERE A BAZIMIR: 28 NetBIOS &5 (15\ AR) Z M
(OR): A& 1;4A%K 2

iR[E] MREFEMBAFASNEELRE, W true; TN

false,
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SR %8 Active Directory 4AILAZ

AERGTA izfT Active Directory AR iREIERMER (JIR
AR, NHERE true, WMEA true, MERE false), BHx
HHMER, 1521A% 4 Active Directory 4HITE,

FKHRFR X {4hig s AR

FREAERE FRB. BMLHHTEREME .
Tfl: C:\Test\TestFile.dll

FRERLE R YEY FRB M BITRER AR A B,

FRERIE A g2 Mix: value Not null test: ?

iR[E] MEEMREFERELTE, NRE true, TN false,

SRR B X AR A ITED

AERGTA BITXMHFRRALRAHREERNER (WRAR, WERE
true, gNFRH true, NLRME false), BEXFMES, EHS
%55 14 Sk s ITAE

KRR MEERIRE

FREAERE TER

FRERLE R AR M Dropbox sk,

FRERIE A TER

iR[H] MR YFIMEERRS S IEEELTE, MWRE true, TN
7 false,

5E:

AEERERBRBRRMFEAMERMALEZA, BIEELUTEI NREATHNRRRERTHNNARER, BHE

‘L R FRPBANARERH

KENELHE.

BEM. MRELATHNRREEATHNRE, B7E LEE RFERPEAN
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FKHBM ERMHNERANR

FREAERE REA

FRHAZE RATY FrEB. ERBRRNETR (Citrix Virtual Apps/Citrix
Virtual Desktops/RDS).

FRERE & B—ZIRN: BERGENEREMS ML (OR):
Namel; Name2 @ECFAMiL: &5 "

iR[E] MRYFIEGHNZRZMSMRELE, WA true; TN
7 false,

KHBM BIREFIRP

FREAERE FRIEB, TEEMFIREERTAREFERN XML RS
TREXHER.

FRHALE RKEY FRIEB, BEFIRPERNE BTG,

FRHRIE % FRIER

iR[E] MNRIEEFIR TR IR/ EXPEERFFTE, NG
true, &M false,

SKHEM BIRARIETIRF

AEFZRHITH BITEMATIRP, REMERNER GIRIR, WK
| true, WMRA true, MWRER), BXFMER , FS
SR IRIES R,

FHRM XA [ R AFE

FREAEE FEA

FRHALE R KT FREB,

FRERE & EMHNOXERFRE HHXMHR) HWTEEREZ.

iR[E] MREENXHRFFBFET, WRE true, BMH

false,
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ESEE=L SR RFE

AEFHTA BITX /X HREFEHREMRIVER MRAR, MWK
[ true, #FR7A true, WRE false). HXFMES,
BEBAF XX HREFE

FRTR DateTime [ITfD

FHHR(ELE FEFA

FHRLE RAKEY DateTime fEAFRF R, MidH B HA/BTIEL,

FRERE & Single Date: 06/01/2016 Date Range:
06/01/2016-08/01/2016 Multiple entries:
entryl;entry2 Ranges and single dates can be
mixed

iR[E] INRMITHER/ B SEEIEERB LA, WA true, &
7 false,

SRR %% DateTime ILfZ

ETHEELEHREERNER GNRRE, WRE
true, WRA true, MRER), BEXEZEE, BEEHA
%4 DateTime [TFZ,

Bl

AEFHITH

ffitsS Citrix DaaS #0 Citrix Virtual Apps and Desktops 8<% 4

WEM 5L TFRES M, LUETE Citrix DaaS (W gT#FA Citrix Virtual Apps and Desktops BRs3) # Citrix Virtual

Apps and Desktops HEHRFER, XEXHEBTAREYTIZIFNRAE, ERRKATCESEN, BEEUTIERS
Im:

o ERILABAREIEERES, M, BAT7.30. 7.30.087.30.0.0, MIRFE, WrAIUERES
(*) fERBERT. B, 7.30%, ESEREIIHZINFR.

+ IBEMKRAZE Delivery Controller B¥h4<S, mA= Virtual Delivery Agent MhRAS, EEBRES, &
ERENFR LT B5hi%iR NAERERF (AutoSelect.exe X)), AR T BohikR, REHEE FHARER EM
®o FERhRAE FEERAIUE WEM IEEMNRES,
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FIRAR

FHR(ERE
FHRLE R KA
FUHRIE

iz

FIRIR

FHR(ERE
FHRLE R
FUARIE

pdEl

R

FHR(EAE
FHALE R R
FHRIE A

ix[a]

FHRM
FHR(ERE
FHRLE R KA
FUHRIE X

pdEl

FIRIR

FAR(ERE
FHRLE R

Citrix Virtual Apps hrZ<ItEz

TiEH

FRB, Citrix Virtual Apps kixzs. =fjl: 7.30
TiEH

INRIRASEEELE, M7 true; TR false,

Citrix Virtual Apps 172 #RILE

&R

F7. Citrix Virtual Apps &%, =ff: 7.
&R

NREMSEEELE, WiRE true, TNH false.

Citrix Virtual Apps X% #RILED

TiEH
FRFE, Citrix Virtual Apps K&, =l Xigd,
&

MBRIRSEEELE, NRE true, BN false,

Citrix Virtual Desktops 17 & ¥RITED

TERA
F&, Citrix Virtual Desktops &k, =fl: .
TER

MBLZMEEEMEICE, NiRE true, FNA false,

Citrix Virtual Desktops =EAHZFRILE

TER
FHTH. Citrix Virtual Desktops = mEmATH: £H,
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FHRM

FUARIE A

pdEl

FIFRIR

R

AEFMHITA

FIFRIR

e

EFHTH

FHRM

St

EFHTH

FIRIR

Bl

AEFRHTA

Citrix Virtual Desktops =48 #RILED

&R

MBZMEEEMEICE, NiRE true, FNA false,

%% Citrix Virtual Apps fRZ<ITE?

iz17 Citrix Virtual Apps RRasILEDH iR [O]48 & B945
(WRBE, NWERE true, IARA true, NHER[G false).
XML, BBHEE Citrix Virtual Apps fRr7sIT
fido

%% Citrix Virtual Apps 72 #RILE

izf7 Citrix Virtual Apps %% #RILERFHR E14E & FI4E
(INRAM/, NERE true, WERA true, NiME false),
BXFMER, BBHEE Citrix Virtual Apps 178 F5
UTEg,

%% Citrix Virtual Apps X% #RILED

iz17 Citrix Virtual Apps Xigi& FRICEH IR O & HI4E
£ (WERM, NWiRE true, WMEHK true, NE[E
false). AX¥4MM=R, E2REMH Citrix Virtual
Apps Xi%& FRILAD,

%% Citrix Virtual Desktops 17 & #RILES

izT Citrix Virtual Desktops 18 #RILER H iR [E48 & #Y
#£82 (RAEB, MWRE true, IARA true, NIRE]
false). HXFMEE, ESHFKMH Citrix Virtual
Desktops 173 FRILED,
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SR 8% Citrix Virtual Desktops =E4H & #iILEZ
AEFRGTRH izT Citrix Virtual Desktops S2E4A & #RILEZFH IR [EI4E

REVLER (NRFE, WERE true, WERA true, MiR[E]
false). BX¥4M=R, ES R Citrix Virtual
Desktops imE4H & FRILELD,

August 11, 2020

Workspace Environment Management S#EBE@ MR ARER, ZEAEFUTHREREARF:

WEM Agent Log Parser == £
N
. [ Home
¥ % ] Broker Name: M/A (1) 2708

— o Broker Port: MfA Log Filtering  Applications, Printers, M... ¥ A 60

Load Log Refresh )
Fila Logs Version: 4.4.0.0 o 0
[} ] [} ] ]
Enter text to search... - [ Find l l Clear ]
Timesta... Ewent... Method Name Ewvent Details

'fi:' 06:00:17 Ewent BrokerServiceConfigurationHelper , DoCfgRepo... Registry Configuration Report ; &
(i} 06:00:17 Ewvent BrokerserviceHelper, CheckSqlConnection(]) Server Connection Test - QK E
(i} 06:00:17 Event BrokerServiceHelper, CheckSqlConnection(]) Database Connection Test -» QK
(i) 08:00:17 Ewent BrokerServiceHelper. CheckSqlConnection(]) Database Chedk -= OK
(i) 08:00:17 Ewent BrokerServiceHelper. CheckSqlConnection(]) Server Connection Test - QK
(i) 08:00:17 Ewent BrokerServiceHelper. CheckSqlConnection(]) Database Connection Test - QK
(i) 06:00:17 Ewent BrokerServiceHelper. CheckSqlConnection(]) Database Chedk -= 0K
(i) 0&:00:1% Ewvent BrokerLocalCacheSync. InternalRun() Start Time: 7/31/2017 5:00:18 AM
(i) 06:00:32 Event LicensingMonitor. UpdatelicenseServerConnec. ..  License server connection successful [10. 108.6.29: 27000]
(i) 06:00:33 Event MainBrokerWinSve. InitService() Initialization Completed.
(i) 06:00:33 Event AnalyticMonitor, InternalRun() Analytics scheduled execution completed successfully
(i} 06:00:36 Ewent MainBrokerWinsvc, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
':i:' 06:00:58 Ewvent MainBrokerWinsve, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ..,
':i:' 06:00:58 Ewvent AdminBrokerService, Validate AdminAccess() Administrator connection allowed : DCT 1\david

L 06:00:58 Warning  AdminBrokerService, GetVuemSitesList() Retrieving Sites List...

i 06:00:;58 Warning AdminBrokerService,GetVuemConfigurationSe,.. Retrieving Configuration Settings List...

L 06:00:58 Warning  AdminBrokerService,GetVuemaAgentConfigurat.,. Retrieving Agent Configuration Settings List. ..

I 06:00:58 ‘Warning AdminBrokerService.GetVuemEnvironmentalSe... Retrieving Environmental Settings List. .. -
Username: M/A

WEM 12 B 5228 AV EITF I Workspace Environment Management RIBBEXH, FEHEHAEIERMG
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i, MRITSREETEMN. EENRENSH (UTHEREKNEGELMA). EXEEEXAEXHS (CERERINEMLEE

ARSHBIFMIHOURRIBRAFAAR) BIFHAES.

wmAER

August 11,2020

Workspace Environment Management RS ER T,

b Bir Eid] wOa
Rz WEM BRsS HTTPS 443
[qe:] Cloud Connector TCP 8080
Cloud Connector  XIEE#H TCP 49752

FAER

REREERIEIEZE
Citrix Cloud ##9
WEM BRS3R9IR .
iR ART A FHiLE
BXMIERE,

A IEEEE
Cloud Connector
= o P v T
Fuk LAN (B
W) &, BidimO
BB E
Windows i@ =&t
(WCF) SHBER2R
o

“RERHO”, FBCK
B Cloud
Connector 9§54
BIRIRE N LRI nR
. HaRBA AIERED
BHR5iF Cloud
Connector
WEM RS HRIEZ (8]
HERERS. Bk
ArE SEEEE R
Z2FRIF,
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WEM TR ETR

April 10,2024

WEM ZTRERETIAES—MNRIMNTE, AFHEE WEM AHARES, FHEBNEINZIFAR WEM SBEHMEEIR
B, Citrix.WEM.Health.Check.Tool 5 WEM KI2f1 WEM iSRS —k LR, GZERMSIER
WRARERohtt TR, BUERTELUHTHIERR, BERARERER, ARERFELEERERS.

ESn

FEEUTRES:

« WEM 251 WEM ERiZRMIRSB[BORLE, EHE/M. RIPEE, KERAEMIMANZEE,

o MNEEMLERMAETTLUZ AD IINEB AR KEY,

o ERIUS A WEM RI2H WEM Eati 2218k 285 A bl R s iE & =

o BARFERRNN, TEEEEEFSHEETHARE, AENANEXBRLFITARS.

o EfFEERIZENTE WEM 323 WEM ErtiZeipRS e LA, EaUNRIERBs Citrix WEM agent
Host Service# VUEMUIAgent.exe® Citrix WEM Infrastructure Service,

« MRASATERRATHRBEFAERERFEEEXEXD, G, EUREREEAMITEN EARG
o

AR5

210E WEM REENEE, BRE “FHNE” Bill. U TMTEARRANERETRINERS,

» Windows By ASEECE
o EERE

. BEMUE

« BRIRSIEZNE

} =r

AR
s MERREBEFEUTKAME, FHRIEKAZFUEVESSEEBENEEZR TN, I ZHMEEEEER
=. MHeEnaE,

o BATENEREERENEIRE B RIRS B,

WEM RIEFELUTRS 7 BERTIET. BRRS EESTHRBESTRSHBMERIRENBE,.

o RAEMHBERRS
« Citrix WEM Agent Host Service
« Citrix WEM User Logon Service
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WEM Tool Hub

May 28, 2024

WEM Tool Hub 2—4T &, &R Workspace Environment Management (WEM) EESNEE XK, B
T#, &%= Citrix Cloud > WEM R > SSHi2R,

izfT WEM Tool Hub M4 & &4 T:

« .NET Framework 4.7.1 S{E SRk 2
+ Microsoft Edge WebView2 Runtime hiiZs 98 & #hR4s
o AHIETR AR

5, BUTIAAA:

. NBEFBF

o XHFREREXBIF

o FTENHBNF

o ATRARERFAIEEH BN £ e

AR
« WEM Tool Hub R R ERELHIE, BETERE, HIEEEER. HERBENSIERX, BSHRES
MT1E,
o E¥EM WEM Tool Hub E%IfkiE+EN53] Web =6l ad, BFHREN SR ALAFHESES, =6 WF

Microsoft Edge, ES4BRA “Wh=miR” > “BIMGIR” > “AinMitE B E S 55 MR A A E
5" ELL,

IVAEEEIEAUES

AT RANEERER QRN AR EERNERRA Citrix Workspace HRESERERES.

Workspace &R
AR
It TREERETEN _ERE Citrix Workspace M AEF.

¥ “Citrix Workspace &R LEMNAREFEHNE Web 5588, EBIEEE R, EFINERER, BRRUTS
B

1. AR AREE URL 5% Workspace URL,

2. B8F WEAR UNSENHAR AEKENTIHER
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3. NIIRFEFEBITNAEFHERNRER.

£ Web f=hlad, @dgdE “MERRER" MLEERNER. BREFILAER.

Etr

£ Web =HIEP AN AREFIEBERN, TLRNFER. EREEMRNEE, BRBRUTIE:

1. g8F W NRFEZERNX S, AEMEXERHER, SFRHHNXHXE: exe. .dLL .1ico.
2. ERERHERIER SRR

£ Web f=HlaH, @IgdE “MISEREIE MILEESNEREUR. BSRERILAER.

Windows R 9 #h

EBELERLTEESEERNKIRE, FRIERNKAMANREHRRIIETR. EEe]LUSIThaE/ TEE/ME WEM K
Brh, HEESREILESITERIFEE,

ERZRERENRE, BEITEN LEEAEX Windows SEAEHNASRE,

o i Windows ER531f > REURS LA RIREEHIRE RS
o BEMTHFIRPER—METREFNESEE, ARRE “RERE" . RINEENREL 24 /)Y,
o MBRAEARTF FRUERNTEAER.

TRIFATILE TFRBER. FRIFRET.

AR BAdeiRER (Ul) Fitn R FER
mER £ Windows &%z Citrix &R
BITE B AYATE],
HDX &%
B{HI8IE STREEFMWIEFR  Windows S4%iE 58 Windows
&R BB E], Hello. Windows

Hello 2 —I&EMiR
PB4 IIETNEE, A
WIS EREIRHIEN
BRBM,
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BT Hetrtk (UI)

Citrix RSOP 5erk Citrix RSOP
(SREEHILEREE) FRTE
ZEAYBY A,
MHERAFANEE
X g BEFFE S RIES

&,

MR EEXH

FHEIT

VDA S13583E

FSLogixLoadProfile

(hn# FSLogix 2 &
XA ERFATELRHIET
1)

FAER

Mg [SERN B RERE,

R ENS

Active Directory

288 RIFHIMLEIE

8. ERILUERZT

A (%191 [Dc-
diag](https://learn.microsoft.com/en-
us/previous-
versions/windows/it-
pro/windows-
server-2008-R2-

and-
2008/cc731968(v=ws.10))
BITIRE,
BRWMNBRENE

B, AP EMEBN
BWAFRERNIERS
SHE M RIERIER
BAFEK,

KEHRTERER
RHERZE, MR
THBERERET, €
FIRES RIS FEAREYE
Fidig, HRERL
BREBHAIATE,
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BT

LR RIRALIE

EaceiniE (UI)

AIPARIRIREFRE
E GOl

FHEIT

RFRREXH (N
Windows P EE
X MIREFRTEERRY
B IED) o

SMB EF i (HiZf2
EEANK SMB &
FimFRTEERBYRTIED) o
CitrixProfileMgmt

GroupPolicy
GroupPoli-
cyScript (Async)
GroupPolicyCse
(Async) GroupPol-
icyScript

f#/H ProcMon T
B, EQMERES,
BEAPERBEIGE
F ProcMon TE#
KA P ERE X
X 1/0,

Citrix Profile
Management. i
RIEERMIZ Citrix
Profile
Management, M|
ALUEEERETE
SBRRRTZRMIL
BFnE, el
RAEEX M RIE
FXHIRRRF R
($t3 B A T IR 4
KRG HRK) K
RUBERRE. BX
BEEMER, FS
iR,

2/ GPO £17%, B
fTgpedit.msc
HIRERE “HHEH
fEE” > “BEEIR
> ‘R > “HR
B&”. AfE, 2R
GPO &7,

FAER

Windows Bo&E 14
iR (BoE AN
XX HEFREBE)
GBS S-S #iE (BC
BXHARN X/
HFEHE) . 7110
REIXHFIR (KD
ANF 50MB). i
10 MAREUS T
& (KINFNF
100MB)

Profile
Management i&1T
KRICERS
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BT

Pre-shell
(Userlnit)

EREAIE

EaceiniE (UI)

userinit.exe
Bz
explorer.exe
9B,

TITERMAPITEE
BBl

FHEIT

WmiFilter Logon-
ScheduledTask
(Async)
SingleLogon-
ScheduledTask
FolderRedirec-
tion

CitrixWemTotal
CitrixWemCheck-
ingHostServiceS-
tatus
CitrixWemRead-
Configuration
CitrixWemStar-
tupScriptedTask

CitrixWemCache
(Sync) Cit-
rixWemJsonFile
CitrixWemMa-
chineGroupPolicy
CitrixWemUser-
GroupPolicy
HRIEITR

UserLogonScript

AL GPO K E,
RV [EBT R ERRY
GPO #2, A%
RERFHITREN,
EEAIUAFE LIRS
L GPO 2ARHIH.
B FEIRT R IR AY
GPO #ErTUNIR
LASRBR A IRIRE,
&8 Citrix WEM
S IBAERR, F
B Citrix WEM &%
A IRLA SRR AT LITE AR
PEFZRIMIBAS
BEFH N 1R4A SRR WM IE
EE. BXELEM

58, BBk

MUERNE R,
&Ry LUs i R
ZEr SRV Z
BIAR/NRIILE R
%,

FAER

PAREWRTIK
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BT Hetrtk (UI) Fiatn

AR EIE T,
AREERTAI AT
BRERME, 5%
KA, Ei1E
STEEELERE
Bk,

&/ Citrix WEM
IMEBIESS. BERRSMED
EZRET R,
EAILIEER TSR
ESTER U R EHE
BTRYBT S, PRAIESRF
BHEB B FINRAEF
BREE, BETHE
FINBESHNES (S
B, B5RF RN,

FAER
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BT

shell Bzf

EaceiniE (UI)

=17 shell BEbFATE
GO

FHEIT

ActiveSetup
FSLogixShellStart
(hn# FSLogix 2 &
XHBREIET
shell FriEzza9eY
&) o

72N

BHBhER, &0
UZ AR B E
MEMNER, BT
Winl11/Winl10/Win
Server 2022 %
HBmiER, BT
UTHE, &
Windows + | i
FRITH %8, A
Ei%E “RER”
> “Bap”. XHRGh
HRIE| 18 BEhITHY
FrBE R ARFRIERF.
MNEB B4k
MR R AR : %

HHER

allusersprofile

%\Microsoft\
Windows\
Start Menu\
Programs\
StartUp. MAF
B 4R iERAR
HENER:
%userprofile
%\AppData\
Roaming\
Microsoft\
Windows\
Start Menu\
Programs\
Startup,.
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BT

EaceiniE (UI)

FHEIT

ShellStart (0%
Windows FFECE
X EiE1T shell Fr
EERETE) o
AppxAssociations

AppxLoadPackage
(B REFEINEAY
AppX #4a)
SingleAppxLoad-
Package

72N FAER

BRREEE, RE
BEhINEE RIFERIIT
BRI E R
Bah. B
Windows 10 5
FRERE, EHRIT
UTHE: £ “Bir
MEFRITH “ThiE
R, REEE “BIR
BRI, TEMIAZ A%
F IR ThEE,
M4 Z5TA] A 9IRS
RPEDR “FREIRE
B’ SikiE,

7% Windows 19

SMRFNMERE, fEETLL
7% Windows B94h
NFLI 14 B8 LA NS B B
HERISE. BHRIT
LbiRfE, ERRREE
‘A", AEiE
7 BY, B2F ‘B
RAKILE”, ARE
& “MRE” TR 8
B . EaLE
XEiFE Windows
RIS RF] 14 BB

3% WEM BERi548va1Th6e/ TREMRE WEM RIEBHAHSITERIFENE, BRMUTESE:

o MREITEHIET WEM TREAOUEEE RIFEME,

o BRIREHEN. WEM RIS HERISEIEH B ERRS,

o R WEM TRHPOUEERHKRS.

[}

BURNBERSENERBENEIRSFAREE. BEHSRE, BITNEREHEIER.
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X REXEXBYF

ERLTRRMEE FTAFRNGES, BEMINEREH &R D EIRIE

WE XHRBXRPF SREHE WEM Tool Hub iy “XHREXEXBNF TlE. ZRIUBESERIU TS ERE
EEE FTA.

o BAXMHT REE, AILMBESNFKRLE X A RRETR#HITIER,

o RERANT BEFEETAEBEXEN ProgID, LUK ProglID £iiftRkHhEEHEHEXMIEE.
o B WK FIHFIEEEMEAL ProglD BN AiER.

EEESZXENNBERF.

o WAILUER “BEX" BIERKIT “TH7. “RiE M 4TE” 875

o EELLES RS BN RIERERIEER FTA 3%,

BXEZFAER, SR XIHEE X,

FTENHBAF

fER L T B MFTENRRSS BRIRBUTENNFIR, LUEERILUS ENARIN N EIRITH & P e S ECiR .

MRBITENARSS B ARMFTENNES, FEITEMES S A RERIMNEN]. ZREUTEMNGER, BRI TS E:

1. WAITENRSS B39 2 R0

2. HERTERBEREERIITENRSSS.

3. BE B BEITEMTIR.

4. MIIRPEEFE—SHS SITEMNHEFHTEINE R,

£ Web f=HlaH, &I R ERMHTEINE SRMLEEHIES. ESEMITENIRS 2 RIFTEN

R AR i Rl B RN A2 Rl 23

ERALTARMMNRERBA YA XHRMEIMREMENIHRNR XLHMNED Citrix Profile
Management 3ksEht. —MRAEIARGIZ N AANREFIA P X EH L RERNNBRFRIAEINR - 25 ENBE
FXSEXAR AR L,

1A ABAT AT 24!

« SIRNAEFAIN

o NXHESANZBEFN
o RN RRIEESE

o YREEN AATEFE AN

o MIERE ARIZF RN

ZEIRNAREFMN, BMUATIRE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 494


https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#file-type-associations
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/configuration-sets/actions.html#add-printers-from-a-print-server

Workspace Environment Management g5

1. EgfFi=rhiadE “eIEMN”,
2. 77 BfR AL, BEEUTRE:

o MAREFMURR, HEERMRAEBEIRBIFN,
¢ BRI R, FMBITNR. B RAURSZREBHINAEFEXNXSE. XEXMERE. 86 3
W UEELITEN L RENNARERF URS BN ARERF XKBEBNRBTIR,

=W

- HAHEE, Z2IETREITEAFTRNXHEXRNBR. BREFHBRE;
M TFTE4%: "No path found™ . fl 1, YN EEF N LT EX

TRXUTFTHBFAFIEBEXHEXHE RPN, izt iHE#E, £X
MBERT, BAKRIREXHRX, RAEFiE ANE K.

-

- BEEREL Citrix #1 Windows RRSFRIKFIIE RINEERE. BN, XLRSAIREREIEE
Bia1T. AXXLERFENTEIR, HEH FAFRINRER.

3. EHE EL, FMEBEAESEMNNAR. HEN (ARREM) M#EHE. HXMFIRIAAD BFEHEUKR
NDJ it BHWESER, HSE AAD/NDJ 3 5ikzes,

BN S BEAFELRP. HENNHERS, SAPEEXITENLEITHERN, BRWRAL,

o WIRKIBESED, NLLHNFFIALL2E BTN R,

NEHA=E: AR HENM#E, “OR” ZERATERPHmMBZE, “AND” ZER AT
28l

ERMNESEE NN Azure Active Directory B9+ E#H _EiEfTiZT AN, T EARMAAMITE.

A LURIt 23812, MANBIRITRORIHIEST (BfF.exe I'ER).

4. EAfE, BEHETM.
ENMNE KRR, BTEMRATIR:

1. EFRFRRROMAN, EE “2” LUEEFIEIN.
2. EIRMFEERBRE “ERRIEIE" . ARNPMENN ARG IR,
3. T ERREHIE B0, BREKERFIXGUMBERE, HERREBHIESH TR,

=

AR
o £ WEM BEEH & hRMMNSEEEG BERE Profile Management 58 “NRREFEARIEH”

BHMERARIAEIE, BAEUATEEBIEERZEIN,
o BRBHIEREIIXHE, AIUMXEFRRERN, ELIULEN, BERIREEFRHN SN

4. TG, BHTEM.
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RAVFARIMERRE

S$FHLE Citrix #1 Windows FRSFIKHAIINE , ERERMATERERERER,
Profile Management 8%

+ HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\UserProfileManager
+ HKLM:\SOFTWARE\Policies\Citrix\UserProfileManager

o HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\UserProfileManager

o HKLM:\SOFTWARE\Citrix\UserProfileManager

5 WEM #8Xe0EM*E:

« HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Norskale

« HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\WEM

o HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale
o« HKLM:\SOFTWARE\Policies\Norskale

« HKLM:\SOFTWARE\Citrix\WEM

« HKLM:\SYSTEM\CurrentControlSet\Control\Norskale

Virtual Delivery Agent (VDA) 8.

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent

HKLM: \SOFTWARE\Citrix\VirtualDesktopAgent
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
Uninstall\Citrix Virtual Desktop Agent
HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Citrix
Virtual Desktop Agent

5 Windows #B*#55EM%:

« HKCU:

« HKEY_CURRENT_USER
« HKU:

« HKEY_USERS

5 Windows #0 Citrix BRSEZ#Hxmx 4%

c:\windows\system32

\Citrix\User Profile Manager\

\Citrix\Workspace Environment Management Agent\
\Citrix\XenDesktopVdaSetup\
\\%windir\\%\system32

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 496



Workspace Environment Management g5

= AAD FiF [4H#01 NDJ i+ 845 BL R FA T2 3 1 ALY

2@ AAD AR SA LR NDJ it B2 BN BER RN, BT TSR,

1. M Web =81&6F &3 AAD/NDJ 3 &i%iRSs, #%3EIE > Web 154514,
2. EREEEE > a2 > BEEXH > Profile Management i& & > M RAEFAREH,
3. %7 “BREAERIFEEE Si5E, AFRE MM,

4. £ “HIN” TIE, #E AAD/NDJ s 5RiEFR[LIRINFAER AAD B NDJ it8iHl. BXESFRER, &
SN BRFIHRE.

5. ERARIOTENEE.

6. Fiff WEM Tool Hub > R Ai2FiAiaizhfN £ ries, EEPEIREAEZEFMI.
7. ¥%E ‘OB WE, AEKMLHE.

8. BE “Em CIZNARERIBRIEHIFIN,

9. ERINARERFIREHIFIN,

10. #ifE Web =514 > BC &% > Profile Management 12 E > WBEFHEES], ABEESKIERNGRIERE,

HENX Windows 11 8y “F8” HBEH

FERILLT AN Windows 11 i2E “FFR” FH#&m/E, H4ER JSON RRAMEE, ErUEEERH SIS HIEE iR
o

EHREX Windows 11 89 “FFHR” HEHAF, BRHMUTEE,

1. 7 WEM Tool Hub & Windows 11 ) “Ff#8” STpiREeE, wFERRME “Fig” R8N “BE” 5
DHNBER, FAREFTEHIITR.

2. BE “UMEE HERIER.

3. 7£ Web iz#I&a, BEHFMIH JSON WK, AEi%EE Windows 111 “Ffis” FERE. BREMWLIIR
0 JSON &RuE, ARBEEHTM.

4. £ “EENE EPEFRFMENSEEN, ARRE “RE, NAFSE JSON XHEE.

NN BERF

EFH WEM Tool Hub RN AR, BERMU TSR,

1. £ Windows 111 “Ff#8” RBRBENEPEE “FMNBERE.

2. M TRINNARRERT TTEAEFREAME TS RENFENARER, ARRE R
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3.

4.

BRILRIBEZER “BIERRB" 880 THESIN AIERFRE N AEFBINF.
BE “AREE’, £HEER, BE “EF7. EHEEN, MEGRRNATF “FR” XH.

BREFERIZIR

FRILTEEYITEN. BTZIARE i+ EN L@ Citrix Profile Management SR Ef&. EaTLUE
EXHRERHALZAFEFEENEN. AP EEEN, SREAFPEHBRENHEFRS, AFEEEE Profile
Management igEFFERE,

LAY AP

BELFITEN LSRAREME, BRAUTSE.

1.

TH—

EEBRENBFEHEUBNXAERER. ZXHREEHSEENARMARE,
R “EIEHEMET % “EANEXHR (MRZXHKRELEFT.

(A]i%) FEEXHHZNRF. RINMERT, ERZXERNEMRIEALZEM,
MREFERGHE, HEF “FIEHENR R “GSLEAEMETEHNAEZT .
BE NN ERERILAPEFENAFANE, BTN AD SRS REFE A A A,
MM EERER P AW RKE,

E4H] AD 88 “WABEFNNREN FRPFMNREZ, AREE “WBE .
BE “QIRAPEHE

aitEN LIZRPEME

BES—AITBENLIZAREE, BRBEUTIE,

1.

BEITENEMHARNTIEEITEN A4 EE RARRIEAF BERE, BEETITENLER PowerShell
iR,

EEBRENBAFRUENXHRERR, ZXHXREEHSEENAAMARE,
PR “EIEHBME ® “ERREXHR (MREZXGRELEFD).

(i) EEXHHENRT. RIAERT, EARXHERNZITEALZRT.
MREFERBHE, BEFR “FLEHENR N “FLEAZIETIEHNERT .
BE NN EFRERILAREFENAFE, SRBFTAAN AD SR8 REFE A A A,

. MEEENERERF AN RER,
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8. TEAM AD ERSEN “WABEENNREN FROPFMNREZR, ARESE HWE
9. BE “CIZRMPEME

Eix
MEXRERSD P HIA T EIRE o

« AP EEAIER

« APBRTE

o XHHREZEFE

o ETEEANEERM

MRERBNFIRESSTIHNEREERE, NIUENEARBEEHERFAEE, TEANERER FEETEHN
HAER.

BERSZ—TBFREE, BRE CEBSE Y. LETREEEMIRGNE, MERAIEERAEER,

AR INZAS N FAA2 B LU IRIE T (5]
It ThEE A I R AR FRF2 B 7R N %) WEM Tool Hub LUERRIGIR, RINBIE B2 BN EH D ASUBH—E 5,
LIEFEERA Profile Management IFFERTIR T BN, HUBSWFRSE,
ERMNARER, E8E WEM Tool Hub A EAMMS, RESMEIZNBRERF. ErIU—RANS N ARERF.
AR AATER7E WEM Tool Hub ERAESR, &R LR HERIURR BN AR,

FE

EBRRERNNNNARER, B8 ERBET.

XML fTEDHFIRECE

January 11,2024
Workspace Environment Management &iEi@id XML $TENHFIR X HECE A F $TENHAYTNAE,

B XML fTEDHFIRX S, EEREH QR TEIVIRE , 8 “BRIFRE” ETURERN “RAIREMRSTTEIN
X%

} =

AR

N AFERE Windows EEHIFTEIN,
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XML fTENHF R 45H

XML Xt LL UTF-8 4b3, HEBUTER XML £15:

<?xml version="1.0" encoding="UTF-8"7?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance">
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

BIEFHMXECOREE R U T RENNRET!

SerializableKeyValuePair<string, List<VUEMUserAssignedPrinter>>>

BMREHGEFRT!

<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<VValue>
<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>

<!--NeedCopy-->
AR
BRERETERERNSRIFRIERF LM

o BRH BHEEEIREINNE RS,
« BN FRHZE FEREEN.

FMEERUAESHENF IR ITENBIRLE, % ** <Key> irE B SHEXE, <Value>** {FicB&5HELA
EE R P IRIITENVIICEZ R VUEMUserAssignedPrinter 5t£#951%,

<?xml version="1.0" encoding="utf-8"?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
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<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

3 =

AR

AR WEM A2 LA3GR) XML $TEN#NZIZRSCHE, XML FTENHSI R izt At B L ER KR
R

VUEMUserAssignedPrinter i5i2i&%

HIER T B <VUEMUserAssignedPrinter> fRic i E X S A B EAIFTENN :

**<|dPrinter>, XE2EEETENNA “Workspace Environment Management” {TEI#1 ID, S &1TEIHH
MEBFRREN ID, FE: ** £ Workspace Environment Management =58 EERN XML ITEINFIR” 2
HWEEBEECH ID MITENNURME, ZREXTARETF XML FIRP2MBEEITEING 1D,

“*<|dSite>, @&#H% Workspace Environment Management i g9k 1D, Zibm S ASTAHSM D T
iGN

**<State>, EEITEMBIRES, HAP 1 AFEDRS, 0 2 FEARS.

“*<ActionType>, HHIELR O,

**<UseExtCredentials>, %7415 0. BRiIFZFHERRERN Windows &1,

**<isDefault>, fRH7 1, MHZFTENHERIA Windows TEIHl. f0RHK 0, NFSBEHEHAEENBIAE.
**<|dFilterRule>, #iaL&LA 1,

**<Revisionld>, #MIALA 1o MBH—FERTITEMNEYE, WHZEEMN 1 LUBMAEENHBREHRLIZITED
MR 1E,

**<Name>, X2 Workspace Environment Management {I2 : #lFrRAAIFTENH BN, LLFER ** Reg &

**<Description>, X& Workspace Environment Management {2 EMFrREABITEINIER, LtLFEEATLIA
=,

**<DisplayName>, XR2KEMH, BRBE,

**<TargetPath>, ILEREZRITENNA UNC B&42,
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“*<ExtLogin>, SEEEMTEEN Windows FIEIEAK Windows KPR HER, [BRIFE%RE, KitFRE

o

=0
**<ExtPassword>, B&¥5E BT EEMN Windows EiEERM Windows ik ML, [BRiASXE, BitF

BBz

<Reserved01>, XBEFRKIZE. T2 UEFAARHREE,

&gt;&lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&1lt;/Value&gt;&Llt;/VUEMActionAdvancedOption
<!--NeedCopy-->

BHERAETENNKRNEREE, RF[EFIHMENE LRRE, FE= 0 EEHRN 1L,

it

FTENHIXS R 151

T RFIER P ITEY DEVICEL L5/ & Esh+TENAL:

« UNC %1% \\server.example.net\HP LaserJet 2200 Series 7149 HP LaserJet 2200 Series (ZiiA
FTENMN)
o f£8E C5531i 7! $TENH7E UNC 8842 **\\ server.example.net\ {£4E C5531i &%l **

CREZEFPEHITEN DEVICE2 LS — N ESHTENN:
« UNC %1% \\server.example.net\HP LaserJet 2200 Series fy HP LaserJet 2200 Series

<?xml version="1.0" encoding="utf-8"7?>
<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>
<ExtlLogin />
<ExtPassword />
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<Reserveddl>&lt;?xml version="1.0" encoding="utf-8"
2&gt;&Llt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Lt;Value&gt;0&1lt
3 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</

Reserved0l>
</VUEMUserAssignedPrinter>
</Value>
<Value>

<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>Canon C553117 Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\Canon C55311i Series
</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserved01>&lt;?xml version="1.0" encoding="utf-8"
2&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt; &Lt ;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1lt
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<Key>DEVICE2</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
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<IdFilterRule>1</IdFilterRule>

<RevisionId>1</RevisionId>

<Name>HP LaserJet 2200 Series</Name>

<Description />

<DisplayName />

<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>

<ExtlLogin />

<ExtPassword />

<Reserved0l>&Llt;?xml version="1.0" encoding="utf-8"
?2&gt;&1lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt; &Lt ;Name&gt;
SelfHealingEnabled&lt; /Name&gt;&lt;Value&gt;0&1lt
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
3 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved01>

</VUEMUserAssignedPrinter>
</Value></

SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter

>

</

ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter

>
<!--NeedCopy-->
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