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Workspace Environment Management 2109

January 24,2022

Workspace Environment Management RS X REEME B XHEERK A A Citrix Virtual Apps and
Desktops S ERMRATRERENMEE. KREERMNARFMNE, XE—NMRE. FEERDEFHBRS
N

HHETnEE

January 24, 2022

2109 PRIFTIEIEE

Workspace Environment Management 2109 8 T#IhaE. BXRBEENES, BSREEENEM,

% Windows 11

PRIES B, TNARAHZHE Windows 10 2ERFR Citrix Ak, WEERMZAMELZHF Windows 11, BX
HAESR, H58 Windows 11 4%,

% #51£ FIPS %= Fiz1T Workspace Environment Management

WE, EaILTE FIPS ;5 mhiE1T Workspace Environment Management (WEM), B3x WEM & 5 FIPS #8x#9
EEUNASMRIEIZSEIMNES, 1555 FIPS ¥

S =L

January 24,2022

5 Workspace Environment Management 2106 #8tt, Workspace Environment Management 2109 8%
UTEBENRER:

o MREREMEFZNBADEITENN, HEDEBERERMS, WEM Agent FTEMN D ER L ZAF. BE,
EEDRAHRMIESRYE, RBNREAR TRBERNBITENSELEF. [WEM-11680]
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« 3R Windows PowerShell A THRIEIREN NAWEREEN LRTESHAE, WEM B ERT
Profile Management ETIRRINE, NREKEILEN “AFRMMATTREEEMEA" R “RFFRAEHA",
WEM 7] U447 Profile Management E TR E, BF#EIRiEE SN Windows E#HE. [WEM-11917]

o TEIEXIBRRASH Microsoft Windows & R4 L, BMERFMIRESEBIEMRM, WEM RBUREESR
HEEiR5 A\ Windows E4BEH. [WEM-12603]

c HEBIRFARREIELSBFAIBRAR, IETEREHaRBERENER, ZRENAEN.
[WEM-12757]

« WEM {38 % % VUEMRSAV.exe (Workspace Environment Management ££R2{EEE) , %A
BEFEATAFEEEERNMITEXHN WEM iEE. B2, EXAERFN “NIEBRE” Ru+L, BRTEER
S5EBEHETREN “CREFMEEELE" ETXEKHNIEE, [WEM-12847]

o MREEFREZEN MAZ dbo) EARIMERN, =it WEM #HEEM 2003 StE R hAFEKE 2009 5 E
BhRAFAIBER KK [WEM-13319]

« WNREEA [adAttribute: objectSid] EiZ<h#RIZEX objectsid B, M WEM RIBRFEIREVAER AD ¥R
KEM. [WEM-13746]

o 2% Windows Server 2022 FEBAMAFKHHLRLER (BEFIRRERFEAMERGER) B, B2
RIILEREE Ry bR/ D Windows Server 2022, [WEM-14036]

« SWEM REBTREMESKHEFF (FW, ERIT. MSHNES) 890U sy, RERgLZAEES M.
Eit, RBLESTEEE T4 & > B8 > TP > 34 Em+k . [WEM-14316]

o MRFEAEEEHAREREER, WEM BT EETE. B THER, [WEM-14408]

B[]

January 24,2022

« 7£ Windows 10 it&#l £, RLEgE (NEESEEH S PRENIFEILE) FTREREEM. [WEM-14193]

o Bl WA REFRIREN, EREGISRRITIINEDR, HILRENRRER, “HRIRE” > “FHEXS >
GREEAT B B REAT. MMREZEE B REN ER H ER7, WEREEREHSARE
hR7s 2109 /&, ZIRBRTAT.) BANE. FEF “#” #BE=, [WEM-14408]

o HEfEA WEM BELETAEFEEIESEN, ENATREERNERE, Windows ZR2IFRIERFATENS
HHtia#, [WEM-14812]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5



Workspace Environment Management 2109

B=HEA

March 31, 2022
Workspace Environment Management B9 4 5 iR 2< AT 8 SIERIE LU T S RE X R RIS B =53R4

Workspace Environment Management 5 =73&40

A

January 24,2022

AXHFHAE EERZRINBAEEZRS BANFAM Workspace Environment Management Thag, WUEERER
KBl 3R, Citrix FiailE A ERERMRIBUBERBLNE, AEAERSERERATLELL, HEF
BEREIEFTE EX FANINRESIINER.

BXFREaARHNESER, B3R mmEmEiES

FRAMMER

THRERT CEAIMERAF ST Workspace Environment Management (WEM) Thike

EFEANTE RSB, Citrix fELbARA PSS RN E , BFERRN YRIRATIGEERMIR, TEES () K1
MEETF— Citrix Virtual Apps and Desktops KBRS R4S (LTSR) hiAs2 aig i (BIFEET—MRE).

£ “Workspace Environment Management” &, ik BWIEBAWEER, BEAREEXE

| TNE | EfRROARAS | MIBRARES | &% |

| —I | | |

| xFEERLHO GERT Workspace Environment Management 1909 &E£hk4<; B Workspace Envi-
ronment Management 1912 X E S RARHEFHIER S HOER) o | 2012 | **2103** | #EF 1912 HE
=hr489 Workspace Environment Management, ;£&: WR6EMH Workspace Environment Management
2103 HESHRA, ESHIE Workspace Environment Management RI2F4 3 1912 KESHRA, |

| Z#% VMware Persona i&&. | 1906 | **1909™* |

| T TRIERAT G LA WEM ER£EHARS . Windows BRS338 2008 R2 SP1 #1 Windows ARS338 2012, | 4.7
| **1808** |

| EUTRIERG TS X WEM BiBisH&: Windows Vista SP2 32 {ii#1 64 .. Windows 7 SP1 32 {ii# 64
fii. Windows 8.x 32 {ir# 64 fii. Windows Server 2008 SP2. Windows Server 2008 R2 SP1 #1 Windows
Server 2012, |4.7|**1808** |

| EUTRIERAFE L5 WEM £E: Windows Vista SP2 32 {ii# 64 fi, W& Windows Server 2008 SP2,
| 4.7|**1808** |
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| In-place upgrade from WEM 3.0, 3.1, 3.5, 3.5.1 to WEM 4.x.* | 4.5 | Upgrade to WEM 3.5.2, then upgrade
to WEM 4.x. |

| Support for all WEM components on Windows XP SP3 32-bit and 64-bit. | 4.5 | 4.5 | Use a supported
OS platform. |

| Support for WEM agent on the following OS platforms: Windows XP SP3 32-bit and 64-bit, Windows
Server 2003 32-bit and 64-bit, Windows Server 2003 R2 32-bit and 64-bit | 4.5 | 4.5 | Use a supported
OS platform. |

| Support for assigning and binding existing (pre-version 4.3) agents to sites via GPO. | 4.3 | | Upgrade
agents to Workspace Environment Management 4.3 or later. |

| Support for WEM administration console on the following OS platforms: Windows XP SP3 32-bit and
64-bit, Windows Server 2003 32-bit and 64-bit, Windows Server 2003 R2 32-bit and 64-bit | 4.2 | 4.5 |
Use a supported OS platform. |

| Support for WEM administration console on the following OS platforms: Windows Vista SP1 32-bit
and 64-bit, Windows Server 2008, Windows Server 2008 R2 | 4.2 | 4.5

| Support for all WEM components on Microsoft .NET Framework 4.0, 4.5.0,0r 4.5.1. | 4.2|4.5| Upgrade
to Microsoft .NET Framework 4.5.2. |

PSEDNIELE]

March 31, 2022

IEEN BT NAREMEE Workspace Environment Management (WEM)., ST 94 REMA B 5HEAU
RN RIET R

B

WEM B—THAFIFMEEEBAS R, SHEILENAFRMUREN Workspace 538, X2—NMERE. FRERRE
VAR T 5o

WEFM

ERRFRRE WEM 280, BRIEEREREFIERAER. BXEARER, BEARAZNR,

LRMEE

Citrix BiNERERNRAN WEM, 3E WEM 8EREMEBE=MoOEN . BEERS. EEREHaMAE, X
TEEFANTA T NARENEE X AN
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o BRNEEIIARSS
o BIRTHIS

o RE

o RNEEEHIEE E R FEmBERAL,
o EMERET Delivery Controller HIARSS 88 L REEMEITARS

TR 1. REEMEBWRS

1. M Citrix Virtual Apps and Desktops SRR SHKARA M FHDE https://www.citrix.com/downloa
ds/citrix-virtual-apps-and-desktops/ FTH&#H WEM 2125, 1§ zip S04 BRESI— MBS 45X

s
Home Share View ~ @
2 W . - =~ .
y Cut . MNew item ~ Open Select all
== o X =1 W3 L He
— B3] Copy path F - —;:ansy access T r% Edit 55 Select none
Copy Paste _ Move Co Delete Rename New Properties
B [2] Paste shortcut to - mpuy - folder p' EE Invert selection
Clipboard Crganize New Cpen Select
@ - 4 | .« Workspace-Environment-Management » Workspace-Environment-Management v & | | Search Workspace-Environme... 2
S
¢ Favorites Name Date modified Type Size
B Desktop . Agent Group Policies 12/13/2018 &:52 PM  File folder
i Downloads . Configuration Templates 12/13/2018 &35 PM  File folder
5] Recent places Citrix Workspace Environment Management Agent Setup.exe 9/26/2018 1:57 PM  Application 71,357 KB
1 Norskale Infrastructt B Citrix Workspace Environment Management Console Setup.exe 9/26/2018 1:56 PM  Application 66,610 KB
Citrix Werkspace Environment Management Infrastructure Services Setup.exe  9/26/2012 1:55 PM Application 55,992 KB
1M This PC
ej Metwork

5 items . =l

2. EEMZE MRS £in 1T Citrix Workspace Environment Management Infrastructure Ser-
vices.exe,

3. BERE,
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Citrix Workspace Envirenment Management Infrastructure Services - InstallShield Wizard

following items to be installed on your computer. Click Install to begin installing these

= Citrix Waorkspace Environment Management Infrastructure Services requires the
=
requirements.

Status  Reguirement

Pending Microsoft SQL CE 3.5 5P2 (x86)
Pending Microsoft SQL CE 3.5 5P2 (x64)
Pending SyncFx 2.1 Synchronization (x64)
Pending SyncFx 2.1 ProviderServices (x64)
Pending SyncFx 2.1 DatabaseProviders (x64)

Install Cancel

4, %EE—F_io

ﬁ Citrix Workspace Envirenment Management Infrastructure Services - InstallShield .. =

Welcome to the InstallShield Wizard for Citrix
PSR RN R SRS Workspace Environment Management
Infrastructure Services

The InstallShield(R) Wizard will allow you to modify, repair, or
remove Citrix Workspace Environment Management
Infrastructure Services. To continue, dick Mext.

5. &F “BIRZIFEAMNPHERR", AERE “T—F7

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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License Agreement

Please read the following license agreement carefully,

CITEIX LICENSE AGREEMENT

This is alegal agreement (" AGEEEMENT") between the end-user customer {"vou'), =
the providing Citrix enfity (the applicable providing entity is hereinafter referred to as
"CITRIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") an
maintenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at https.www citrir combuy licensing ‘citrix-providing-entities html= BY
DNSTALLING AND/OR USING THE PRODUCT, YOU ARE AGREEING TO BE BEOUN,
EY THE TEEMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS (
THIS AGREEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing

contained in any purchase order or any other document submitted by vou shall in any
rarr mndifir ae add fa tha farsme and cneditioenc caeafainad wn thic AGREERAENT

(_) I do not accept the terme in the license agreement

InstallShield

Please enter your information.

User Mame:

Installshield

7. #ERFE T, AREE T—%.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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Setup Type
Choose the setup type that best suits your needs,

-

Flease select a setup type.

® Complete
All program features wil be installed. (Requires the most disk
space. )

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

Installshield

8. £ “HEBEREREF IHL, BF “RE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Installshield

9. BF R, ARKRITRE 2

RINBERT, & BaiEEEEL AR £, ZLAEFEEMER. UM Citrix>Workspace
Environment Management > WEM #EEEE L ARFNFEREBIZLARER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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ﬁ Citrix Workspace Environment Management Infrastructure Services - InstallShield ... X

InstaliShield Wizard Completed

‘Workspace Envirpniment Management

The InstallShizld Wizard has successfully installed Citrix
Workspacs Environment Management Infrastructure Services.,
Click Finish to exit the wizard,

[7] Start the Database Management Utlity.

[ show the Windows Installer lag

cifrix

SR 2. ¢Z WEM #iErE

1. FHRIEEEESREFP, BE IBMEE AENECIE WEM 8uEE, iR ETSIEESIZRS.

=

=W

INRE 7 SQL Server fEH Windows SAIIE, EEAEERAEERNRIARIR Tz THURRE IS A
2o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Database Management Utility

Database Management

o .

pgrade

Create

Database Database

citnx | Workspace
Environment Management

s

2. B

=
=1

\EJ:’ Ea-__l _F_ﬂ;o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

Welcome

Welcome to the database creation wizard.

This wizard will guide you through the reguired steps to create the Citrix
Workspace Environment Management database

Click Mext to continue

Actions

I Mext || || Cancel

3. E “BEEGER" EL, BAMEER, ARRE “T—F7%

PE =
o WFRSESIMLFIBIR, BNTENBT. TEBREFHZR IP ik,
o WFNHREZR, BAKIEESIERIEENHYIRRIR. BHRFREMN BRI ZERER.

15

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EH patabase Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

4. £ “BIEERSHBEE UL, BARRER, ARRE T3

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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B Database Creation Wizard

Database Server Credentizls

[#] Use integrated conneciion (Windows aredentials)
Login

Passwaord

Actions

poPrevious o i Next Cancel

5. EVUEM EERTF, 8F &

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

VUEM Administrators

Initial administrator group

Database Security

[F] U=e Windows authentication for infrastruciure service database connection

Infrastructure service acoount

[[] set vuemliser SQL user acoount password

Password

Actions

- Previous =ut Cancel

6. £ “EFA" HOF, BANEERFSRAEEENRNAAYA, BE "NERWN, AREET “HBE

Select Group -

Select this object type:

|Gmup | | Obiect Types... |
From this location:

|iack Jocal | [ tocaions.. |

Enter the object name to select [zamoles):

7. 7 HIBERSM T, &8 R Windows SHWIE#TEM SRS SIBEEE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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FE
o WRENEFRITEMEM RS BUREEEFE A Windows 54 13F, AR %FEIEE vuemUser
SQL ARk =R, MEANERTER SQL APk,
« ZFEABACZH vuemUser SQL tkF 285 (g0, wNREH SQL RERFEEFEZXMNER), BIEFR
& vuemUser SQL B A1k,

BN Database Creation Wizard

WUEM Administrators

Initial administrator group

Database Security

[¥] Use Windows authentication for infrastructure service database connection;

Infrastructure service account

| | e Select o

[7] set vuemUser SQL user account passwaord

Password

Actions

. Previous Mext p Cancel -

8. £ “EEAR” BOH, BAEMIMIRSKFNRR, B “NERN, ARRE “WE .

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Workspace Environment Management 2109

Select User -

Select this object type:
|User | | Chject Types. .. |

From this location:
|iack.lncal || Locations. . |

Enter the object name to select (2xamples):

| Check Mames

9. %E—F_ﬁo

EH Database Creation Wizard

WUEM Administrators

Initial administrator group

| || Select 1

Database Security

[#] Use Windows authentication for infrastructure service database connection

Infrastructure service account

| N

[F] et vuemlUser SQL user account password

Password

Actions

. Previous || || Mext || || Cancel

10. £ “HIEEESRE TEL, B4 IRBERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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EX Database Creation Wizard

Database Informations Summary

Server and instance name: |

Database name: |

Data file: |

Log file: |

Initial administrators growp: |

Infrastructure service seourity: |

Infrastructure service account: |

Database connection: |

SOL user custom password: |

Actions

11. BEHEHE,

0 Database oeated successiully!

oK

12, £ "WEEGEERE" Tk, 8& "%l

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Data file: [ e e w v - -

Database comnection: [ - — |

| Create Database |

e T I ST

13. X WEM #iEEFEEELAER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Database Management Utility

Database Management

= | =

Create Upgrade
Database Database

cifrx | Workspace
Environment Management

14, FRENABREFNEER, B 2.

+ =

P =

MREHIEEFEEIRRREER, FEEEMEMRSTEXHRPIVEEXH “Citrix WEM #uiEE

EIELAIERF Debug Log.log” UTHREZER,

TR 3. RRERMERS

1. MFFsasEeashiTH WEM Eft&Ei9iRSERE L RERF.
2. 71 BIEEIRE ETR L, BAFREHES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Configuration Management

Load Configuration || Save Configuration
MNety

Database Settings e tw Advanc thngs intenance | Licensing

Database server and instance:
I
Database failover server and instance:

Database name:

3. £ “BRIEE” %Ik, %wiF “BH Windows kAR, AEEE KIS,
AR
RIBEES T 2 g2 WEM $URERE PR AYER , % B2 A Windows ik~ #5457 185 VuemUser
SQL APtk 23,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

[~ Enable debug mode
[7] Use cache even if online

Infrastructure service SQL state monitor delay (sec):
|30 |

Infrastructure service SQL connection tmeout (sec):
|30 |

Configure analytics:
{5 Help improve Workspace Environment Manapement using Google Analytics.
") Do not help improve Workspace Environment Management using Google Analytics.

4. BARBFR, BE “WESWN, ARRE “HBE

Enter the object name to select (2Emples):
|

5. BAEMEIRSS K B,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 25
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Advanced Settings

Database Maintenance

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account password:

Set vuemlser SQL user account password
Password:

Infrastructure service cache refresh delay (min):
15 |

Use cache even if online

Infrastructure service SQL state monitor delay (sec):

E |

Infrastructure service SQL connection timeout (sec):

130 |

Configure analytics:
) Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

2 BAENRR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26
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N\ el By ol Database Maintenance | Licensing

[#] Enable Windows account impersonation

Infrastructure service account:

Infrastructure service account passwaord:

Set vuemUser SQL user account password
Password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):

15 | |30

Eaf Infrastructure service SQL connection timeout (sec):

Use cache even if online |30

Configure analytics:
() Help improve Workspace Environment Management using Google Analytics.

) Do not help improve Workspace Environment Management using Google Analytics.

7. 1 ALHAWR L, F 2RFNIERSSRES, BAFTIEHER, RAEET RELRSE.
AR

o XtF Citrix WrlEARS B ETR, BAWENERSSFBNITEN BN, TLREXZH IP #tuik,

o x3F Citrix ¥ eJERRSS 2830, BRIAIKOK 27000,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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WEM Infrastructure Service Configuration

Configuration Management

B

Load Configuration || Save Configuration

|
s iu)

Database Settings W Advanced Setings | Datsbase Mantenance (el

[#] Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000

9 Broker Service will be restarted to apply settings, Do you want to proceed?

e Ys o p M

9. X WEM EiiZRt0RSEE SERRER.

TR 4. REEETHG

1. i&{7 Citrix Workspace Environment Management Console.exe,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

28



Workspace Environment Management 2109

L= Workspace-Environment-Management I;Ii-

Home Share View ~ 9

— Cut ﬂ\ =1 l_, [ New item = |_\j) 4 Open BH setect an

W] Copy path

—r_ansy access = # Edit Select none
CoRYRR Fsts 3] Paste shortcut Delvete fEnan: fgfd":, Propverties & Invert selection
Clipboard Organize New Open Select
i(-) - 1 | . <« Workspace-Environment-Management » Workspace-Environment-Management v O | | Search Workspace-Environme... @
-
‘- Favorites Name Date modified Type Size
B Desktop . Agent Group Pelicies File folder
& Downloads . Configuration Templates File folder
=] Recent places Citrix Werkspace Environment Management Agent Setup.exe Application
. Morskale Infrastructt B9 Citrix Workspace Envirenment Management Console Setup,exe Application
B Citrix Workspace Environment Management Infrastructure Services Setup.exe Application
18 This PC
G‘j MNetwork
Sitems

2. EYT\@B-IE_I:J %EE —F_ﬁo

ﬁ Citrix Workspace Emvironment Management Console - InstallShield Wizard »

Welcome to the InstallShield Wizard for Citrix
S L) Workspace Environment Management Console

The Instalshisld(R) Wizard will install Citrix Workspace
Emvironment Management Console on your computer, To
continue, cick Next,

WARNING: This program is protected by copyright law and
mternational reaties.

cifrix

N T

3. EWAINIE L, &R “HEFANFNER, REEE “T-F7

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 29
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Please read the following license agreement carefully. n

CITRIX LICENSE AGREEMENT -~

This is a legal agreement (" AGREEMENT™) between the end-user customer ("you'), ED
the providing Citnix entity (the applicable providing enftity is hereinafter referred to as
"CITEIX"). Your location of recetpt of the Citnx product (heremnafter "FRODUCT™) an
maintenance (hereinafter "MAINTENANCE") determines the providing entity as
identified at <hftps: www.citrix com hcensng/citn iding-entities himl> BY
INSTALLING ANDVOR USING THE FRODUCT. YOU ARE AGREEING TO BE BOUN

BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS ¢
THIS AGREEMENT. DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing,
contaned in any purchase order or any other document submitted by you shallin any -
At madifis ne add to tha taeme and canditinas cantsinad in thic AGREEVENT
(®) I accept the terms in the license agreement

() I do not accept the terms in the licence agreement

Installshield

4. 71 “BPER” WAL, BAPMRER, ARBEE “T—%7

Please enter your information.

User Name:

InstallShield

5. % “REXE WEL, #F “wl, AREG TP
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Setup Type
Choose the setup type that best suits your needs.

Please select 3 setup type.

(® Complete

ﬁ All program features will be installed. [Requires the most disk
space.)

() Custom

Choose which program features you want installed and where they

Installshield

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installzton.

If you want to review or change any of your installation settings, dick Badk. Clidc Cancel to
exit the wizard.

InstallShield

7. BEEMEREHAS,.
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ﬁ Citrix Workspace Emvironment Management Console - InstallShield Wizard
InstaliShield Wizard Completed

‘workspace Envirpniment Management

The InstalShisld Wizard has successfully installed Citrix
Workspace Environment Management Console, Clids Finish to
exit the wizard.

[ show the Windows Installer lag

Cifrix

SR5. RERESE

1. M “FFR” BEPITH WEM BIEiEHle, AREE “EE
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32



Workspace Environment Management 2109

Citrix Workspace Environment Management

Welcome!

Workspace Environment Management is a lightweight user environment
management solution designed to let you deliver the best possible workspace

experience to users.

{) Disconnected

2. £ “HEEMERRSSER B0P, RERER, ARBEE EE

AR
o XWFEEMIRS 2B, BN WEM BERiEMIRSSBEVTENIRR. T2REHZ I IP ik,

o WFEERHRO, BiAmOR 8284,

Bl New Infrastructure Server Connectior

Infrastructure Server Information
Infrastructure server name

Administration Port

8264

Actions

3. EE TUAEMRHIIEEX |k, B 82 tlREES.
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Citrix Workspace Environment Management

About

| 51 e Configuration set| Default Site e & Delete ? Backup |
|@, Create | E’ Restore
= = =
[ Disconnect & it 3 Refresh (| L0 Migrate
: i i)
E Action Groups
[ [ Group Policy Settings
[E Applications
” Welcome!
(5@ Printers
S Network Drives Workspace Environment Management is a lightweight user environment
- management selution designed to let you deliver the best possible workspace
experience to users.
| Actions 1
[ Filters

—I_'| Assignments

[Z| System Optimization

|:| Folicies and Profiles

|;| Security

[L} Active Directory Objects

[T ] Transformer Settings

(L Advanced Settings

[} Administration

[} Monitoring

€ Current access level : Global

4. & "QREER” SO0, BARESNITNGE, ARREE “HWE .

E Create Configuration Set

[ General l

Display

Marne

Description

State

Actions

I oK || || Cancel ||

5. AVEEXE ‘WEE" T, EENEIZNEES.
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Citrix Workspace Environment Management

About

e Configuration set| Default Site | @ e | ? Backup
a Create Default Site % Restore

(£ t
= Disconnect - 2 | My config set I Refresh
= &) Edit

=« Migrate
i

| —

E Action Groups

Ta

[ f Group Policy Settings

[ Applications
Welcome!

Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
experience to users.

Eﬁ. Printers
f;t Metwork Drives

| Actions 1

S
I

i

Filters

. ]

Assignments

System Optimization

BB

Policies and Profiles

i

L

Security

Active Directory Objects

B

Transformer Settings

I B

Advanced Settings

!

o

Administration

__| Manitoring

B

€ Current access level : Global Full Access |2

6. EREXEY EMT, BE ER. WIFETRERRAS.
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Citrix Workspace Environment Management

About
[ |
Tt " e Configuration set| My config set v‘ e Delete ‘? Badkup
pu a Create I ‘E’ Restore |
L= Disconnect @ Edit Refresh || 7 Migrate

Ta

E Action Groups

[ f Group Policy Settings

I Applications
: Welcome!
g Printers
S5 Network Drives Workspace Environment Management is a lightweight user environment
- management solution designed to let you deliver the best possible workspace
= experience to users.
| Actions 1
P
.| Filters
[[] Assignments
[} System Optimization

__| Policies and Profiles

[} security

| Active Directory Objects

_ Transformer Settings

| Advanced Settings

_| Administration

[} Monitoring

€ Current access level : Global Full Access

7. TERERRNRABNE L, %% iRE, ARSE TP
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B Restore Wizard

Select what to restore

i) Sequrity setiings

Actions

Mext | Cancel

8. EEEi&%ﬁE.‘:, EEE _F_ﬂ;o
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ES Restore Wizard

Restore settings

Welcome to the Setfings Restore wizard.

This wizard will guide you through the required steps to restore Citrine Workspace
Environment Management Setiings

Please didk on next to continue

Actions

Mext | - Cancel

9. # “F" mmEL, BF “WK
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B Restore Wizard

Source

Restore from folder

Setting Type Selection

Select setting types to restore

Actions

Browse

10. £ “NEXHE” BOP, JRE “BINEFIRE” X% (B Workspace Environment Management 12

), RERE “HBE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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I J. Agent Group Policies
4 | Configuration Templates
. Default Recommended Settings
J. Environment Lockdown Sample
J. Sample Applications
b s Windows
I &2 CD Drive (D)
b 5 Libraries
I €l Network
- B8 Control Panel

| Make New Folder |

11, ERNEL, &F “REnRE’. “RELEERE” N “AAKMNRE", ARRE “T—%7%
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EH Restore Wizard

Source

Restore from folder

[#] System Optimization Setiings Ciirix Profile Management Settings

Settings 7| Agent Configuration Settings
are Persona Settings ¥ System Monitoring Settings:

Actions

|C:‘|, \Workspace-Environment-Management-y Browse
Setting Type Selection
Select setting types to restore

- Previous Mext | b Cancel

12, #RERELETANERIRET, B4 ERILE.
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EH Restore Wizard

Restore settings processing

Restore settings

Actions

13. B8&EE.

Confirm Restore Operation

l-: All settings in the current configuration set will be replaced. Are you sure you want to proceed?

| Yes i No 1

14, BETH.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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B Restore Wizard

Restore settings processing
Processing System Optimizaton Setiings...

Processing Agent Configuration Settings...
Processing System Monitoring Setiings...

Restore Finished

Restore settings

Actions

SR 6. FINERBRR (FIiE)

FE, EALLEREEEARRE. WEM Agent R+ iREM A EA R SEERAN T KB ENE BRI,
1. ¥ WEM L a2 ENARIRASER AL E4IFEM WEM gk,
2. #m.admx >tk

a) HEEIRIPASER > ADMX X%,
b) EHIXEE N (Citrix Workspace Environment Management Agent Host Configuration.admxx

#0 CitrixBase.admx) .
c) #3 <C:\Windows>\PolicyDefinitions x#3k, AL,

3. #hn.adml Xt

a) %3 EAHEEE > ADMX > en-US X3,
b) E%IXE N (Citrix Workspace Environment Management Agent Host Configuration.adml

# CitrixBase.adml) .
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c) #%=3| <C:\Windows>\PolicyDefinitions\en-US X%, SARHIEX .

4. EAARIEEHIERTOP, B3 TENEE > K8 > HIRER > Citrix 441 > Workspace Environment

Management > {IEEXHEE, AREWE EMEHRSSS.

[

File Action

View Help

5 nE = HE T

Group Policy Management Editor

[= [=

4

(=] WEM config
4 il Computer Configuration
4 || Policies
I [ Software Settings
I [ Windows Settings
a4 | Administrative Templates: Policy definitions (AL

| Citrix Components

a ¢, User Configuration

I: [ Profile Management
a4 | Waorkspace Environment Management
_| Agent Host Configuration
I || Control Panel
I Network
| Printers
| Server
_| Start Menu and Taskbar
I [2] System
_| System Center - Operaticns Manager
I [ Windows Components
_ All Settings
I+ || Preferences

I [ Policies

I [ | Preferences
< [T >
7 setting(s)

~ Agent Host Configuration

Select an item to view its description,

Setting
|iz| Infrastructure server
Agent service port

Cache synchronization port
ached data synchronization port

itrix Cloud Connectors

gent proxy configuration
12| VUEMAppCmd extra sync delay

State
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure
Mot configure

Not configurec

\ Extended A Standard

5. FEMZEMRSH/EOP, &iF ERR, AREET MEAREEAMIEMARSEITEN P ik,
A A H#RE,

RiEsdE N
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E Infrastructure server

O Not Configured ~ Comment:

Previous Setting | | MNext Setting

(®) Enakled

() Disabled

Supperted cn:

Opticns:

Help:

Infrastructure server:

Type the name or IP address of the computer on which the

infrastructure services are installed. The agent connects to this
computer.

K H Cancel H Apply |

6. HBIREEN, FTHHGLT, RERA gpupdate /force,
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EX CMD - O >

oft Windows [ I
15 Microsoft ¢

completed successfully.

ed successfully. The following errors were

s could not determine if the use
Ensure the user domain name m
resides in the same fo the co

TEBT. 2ERE
HE:

FETTEMEEIRSS 238 E =& WEM R3E,

1. #EitE#1_£351T Citrix Workspace Environment Management Agent.exe,
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L= Workspace-Environment-Management == -
Home Share View ~ @
= Cut ;3'( &=h E]New item * 1 4 Open BH select an
) N =0 - | ol b
=4[] Copy path s . —,j Easy access = 1 Edit Select none
Paste Move Copy Delete Rename New Properties o
2] Paste shortcut 1 - folder - oo Invert selection
Select
:(-:l * 1| | « Workspace-Environment-Management » Workspace-Environment-Management W O| | Search Workspace-Environme... @
-
- Favorites Name Date modified Type Size
W
B Desktop . Agent Group Pelicies File folder
& Downloads . Configuration Templates File folder
=] Recent places Citrix Werkspace Environment Management Agent Setup.exe Application 71,557 KB
) Morskale Infrastructt B9 Citrix Workspace Environment Management Console Setup.exe Application 66,610 KB
B Citrix Workspace Environment Management Infrastructure Services Setup.exe Application 55,992 KB
18 This PC
?j MNetwork
5items =]
s “xi ==, +h ” o =t ==t
2. % “BRABWAZRHRNEG", ARRE “RE"
ﬁ-.'.'-..:'_'-_'?:i:" onment Mianagement Agent »etup — }(:
|
|
CITRIX LICENSE AGEREEMENT A

This is a legal agreement (" AGEEEMENT") between the end-user customer ("you'"). .
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITEIX"). Your location of receipt of the Citrix product (hereinafter "PRODUCT") ar
maititenance (hereinafter "WAINTENANCE") determines the providing entity as
identified at <https-/www citriz.combuvlicensing ‘citriv-providing-entities html> BY
INSTALLING AND/OE. USING THE PRODUCT, YOU ARE AGEEEING TO BE BOUN
BY THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGEREE TO THE TERMS
THIS AGEEEMENT, DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing
contained in any purchase order or any other document submitted by vou shall in an
way modify or add to the terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

L

A Fndllserlicenses The soffware in a software PREODTICT and the software
Version 1906.0.0.1 []1 agree to the license terms and conditions
anstall Cloze
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3. E?xi@ﬁﬁi, Ea-__l _F_ﬁo

ﬁ Citrie Workspace Emaronment Management Agent Setup - 4

e BER L B RS Welcome to the Citrix Workspace
Environment Management Agent Setup
Wizard

The Setup Wizard will install Gitrix Workspace Environment
Management Agent on your computer, Cick Next to continue
or Cancel to exit the Setup Wizard.

Cifrix

4. ZEMXHXTIE L, BEH T,

ﬂ Citrix Workspace Envirenment Management Agent Setup — >
Destination Folder
Click Mext to install to the default folder or dick Change to choose another. a

Install Citrix Workspace Environment Management Agent to:

C:\Program Files (x86)\Citrix\Workspace Environment Management Agent),

Change...

5. EMBEXRENE L, EFEAWHERE, RAREE T—F, AXMBERT, HEF FHEZE,.
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ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Deployment Type
Select the applicable type of deployment., n

() Cloud Service Deployment
Agent will connect to the Citrix Cloud service.

(®) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. EEMIEMRSEERRT L, %1F EERMIWIRS, BAEMZEMARSE FQDN = IP #iit, ARS8 TH T—%,
PR~

WNFRERS RO, FRINROR 8286, MFEENIIERD KO, BMikixAA 8288, AXIFAER, &
25 wOER.
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Spedfy the infrastructure service to which the agent connects.

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration .l, :

| Back ” Mext | | Cancel
7. EE&gER@ L, BE T—F,
ﬁ Citrix Workspace Environment Management Agent Setup — x
Advanced Settings \
Configure advanced settings for the agent. a

Alternative Cache Location (Optional)

Spedfy an alternative location for agent cache:

| Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in miliseconds: |0

The input value spedifies how long the agent application launcher (VUEMAppCmd. exe)
waits before published resources are started.

8. £ “AERE IEL, BEF “®E’
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9. B " BHEREMS.

SR 8. BAERNIEEIBNRES

1. MFFtaseech, 17 WEM BiBisHl4, 23 Active Directory 3%, SAFE &AM,

€ Current access level : Global Full Access :

Select this object type:
|Usemu'ﬁn.m
From this location:
=

Enter the object names to select (E@mples):
|
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3. BE BN,

= omnect eCmﬁg.rabonset|Mymnﬁgset " | & Delet= ? |

|

Create

l@ Edit O REﬁ'ESh‘ ¥ Restore
- i " Iy

Active Directory Objects [ Machines |

| . e =

84 Users Machines
48 Meces T T T
= Advanced
Name Distinguished Name Description Priority State
.} Actions
L Alters

| Assignments

[__| System Optimization

[ Policies and Profiles

£ Security

| Active Directory Objects 1

| Transformer Settings

| Advanced Settings

[ Administration Actions

T | Reffesh | | AddOU | Add Chiect |
L Monitoring

¥ Connected to : jack-broker € Current access level : Global Full Access :

4. & 9 B &WFL, B ARMOUT B FIINR” BEEENITENAIZIELZEEST.

January 17,2023

MR

.NET Framework 4.7.1 {ES R4, ILL4AHFTF Workspace Environment Management ({24 ER., W0
REARE, EREREREREENRE, B2, BENEERERBZAFHREMLTRE . TN, BREE
MR EN A RS RIERE, HEERERKEIEZBETH,

Microsoft SQL Server 2012 s{E k4. Workspace Environment Management E£&3¢ SQL Server szl
89 sysadmin i5 R A BEBIR HEURE, HREXWNIIRERGIR/TIHRINRA fEfEMIZELH. EHIRERERESP,
Workspace Environment Management 2812 SQL BR%&, AEBHEERFBRFAHRNIIBTRER,. B BT
F P XS8R ERIE/ B iHIRR, SQL Server RHIBFEARX D ANEHIAE, B, HIEEIBIAREKK.
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} =r

AR

EARNERT, BITENERARSE sysadmin RSB AEHAFHKS,

Microsoft Active Directory, Workspace Environment Management &3¢ Active Directory #17 B4
IBAXPR 7 BEISEC B RIS B IR

=
« WEM 2B ERAZIFINBEME X5, ZBREFE Active Directory SRl EEEM D, HK,

TRTEREMXRELE, FIIMEEXR.
o WEM W AZHEHRMZ BN RRFMEEXRRo

Citrix ¥ 7I3EAR 528 11.14, Workspace Environment Management &2 Citrix ¥ a3k, Citrix ¥ aiEfE Citrix

VFAEARSS 38 b 1T E MR iR,

Citrix Virtual Apps and Desktops. ItthZ<# Workspace Environment Management &2 Citrix Virtual
Apps =k Citrix Virtual Desktops FIEIS 2158k 2o

iEAT Windows & Citrix Workspace [zf, EiZEZEM Workspace Environment Management &1z
#HIaE &M Citrix StoreFront NABERR, HIEEREH S ITENMNKEEN EREEMATF Windows B Citrix
Workspace AR, ZHFUThRA:

« EEEEFAENL:

- &RAT Windows 1 Citrix Receiver kigas: 4.9 LTSR. 4.10. 4.10.1, 4.11%14.12
- ERAT Windows # Citrix Workspace M B#2F 1808 RE Sk

o ERI\BENL:

- Citrix Receiver for Windows hg#s: 4.4 LTSR CU5. 4.7. 4.9, 4.9 L TSRCU1 #14.10
- EAT Windows 9 Citrix Workspace R F#2F 1808 RE Sk

HFBATHIREFMZHITEN, ERT Windows B Citrix Workspace MBREFHSNESAESERNERLT
RE, HREBANEBRMNRIE. BXEZEL, 520 Citrix Workspace [ EF 14,

BRIERGRIIRAZ N
AR

Workspace Environment Management I8 XA REESIEH ZIFNIRIER S A L2215, EAlAeR
EMRERGHIER A EYT B,

EZE1aARSS

SRR RS
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Windows Server 2022 Standard Edition #1 Datacenter Edition
Windows Server 2019 Standard Edition #1 Datacenter Edition
Windows Server 2016 Standard Edition #1 Datacenter Edition
Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

AR

SR AERERIER S ARG B (BhtEMARSS28) £ia1T Workspace Environment Management
BEiZEMIRS . BEAREMEHRSBIVIRIERS, BATETHRERAZNEMITEN EREEMENWIRSS, 6
AR EREIRS K EF IR EZEMESNMRSS R, AR “IB” BEMERIRSSEAERE,

EEEH A

SFFBIRIER S

R

Windows 11, 32 {ii#0 64 fiI

Windows 10 kixZs 1607 K E#fhkas, 32 irf 64 fi

Windows Server 2022 Standard Edition #1 Datacenter Edition
Windows Server 2019 Standard Edition #1 Datacenter Edition
Windows Server 2016 Standard Edition #1 Datacenter Edition
Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

SFSHRIER S

Windows 11, 32 {i#0 64 i

Windows 10 ks 1607 &&=k, 32 i1 64 (kR4

Windows 8.1 Professional #1 Enterprise Edition, 32 i 64 fi

Windows 7 SP1 Professional. Enterprise #1 Ultimate Edition, 32 {iifl 64 {ii
Windows Server 2022 Standard Edition #1 Datacenter Edition*

Windows Server 2019 Standard Edition #1 Datacenter Edition*

Windows Server 2016 Standard Edition #1 Datacenter Edition*

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition*
Windows Server 2012 Standard Edition #1 Datacenter Edition*

Windows Server 2008 R2 SP1 Standard. Enterprise #1 DataCenter Edition*

¥ ZRERFRATRIIFRIRIEFIEE.

£ WEM 4.4 &1, 35 Windows XP,
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} =r

AR

BT Microsoft WEhAAFHZIFE (DFSS) B, Z2iERFRE S Eiz1TH Citrix Workspace Environment
Management Agent A EBiE1T. BXMAEA DFSS MER, ESi# CTX127135,

SQL Server AlwaysOn

Workspace Environment Management X5 &4TARTAMAE EXMER) , UELHETF Microsoft SQL
Server W¥UBER T AM. Citrix EZEM Microsoft SQL Server 2017 3 1tki#47 7 Mz,

“GHEITH ARAMAAFBIEETE XA E SQL Server BBE ok Ik 4 & £ PR B Eh# fTIELIIR, MMHRER
Workspace Environment Management #4342, “taL A FrIA4A” ThREER SQL Server LI E7E
Windows ARE Stz #58%E (WSFC) k. BXi¥AER, ESH https://docs.microsoft.com/en-us/sql
/database-engine/availability-groups/windows/always-on-availability-groups-sql-server?view=sql-
server-verl5,

2% Workspace Environment Management (WEM) 5 “S4&4TH” STAMA—EMFA:
1. 77 WEM $uEESELARER, AGeIE WEM $3iEE,

o ERFIEEFIEE vuemUser SQL Btk ZBIEEMH AN vuemUser SQL BRI BIZE, 1§ 4UE
EEARINEIT] A EEET, SRR,
o £ “IRS|/AMLFIEI B, BAZE SQL Server H&FF,

=

AR

WEM #uEERZ7EE SQL AR5 88 L eIEm.

2. ®Ex SQL frs328, AREHELE WEM HiERE.

o ETEREUERE FINZIRTAMA > SR HIEETE LikE WEM $iEE, ¥ NRANES TSR 1 FelEs
O<%). Ak, FHRVREE B FIPBEN=EXE, BABE, ARRE R
o NBIEEEMER T2 MEE,

3. 7£SQL Server £, ¥ WEM #iEERMZIRIAMAE, AREER AEA MRS,
4. %32 WEM EREEAARSIHTEN, AEITH WEM EEaIRSEE SSRER.

o BIEERSSBREA BRI BIEARRIZF IR,
o BiERFHIERIERS BMKEST
o HBIEER. BANKIEERNRT,

EdE S St

BEiEmARSs: 4 1~ vCPU. 8 GB A%, 80 GB AT ETE. AXEMEMRSHIMENAINERE, FSHEZE
BRI A/ ERE I,
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EEEHA . RIENZLIESE, BF 2 GB RAM, 40 MB W] B#i =8 (%%HAE) 100 MB),

RIE: T19 RAM JE#H 10 MB, EREMBIEIRME 20 MB UfR% 2. 40 MB MrJAE=E (REHE)H 100
MB).

¥#EEE: Workspace Environment Management #uEEZ /A 75 MB #ya] & =8l

ARSS ke

Netlogon, X¥2fRs5 (“Norskale RIBEHARS”) #WAME “MEBRKHMXR" JIRHP, UHRRERSERE
17, ARTEHITER.

Brm s HER

BUAERT, Workspace Environment Management ({IEFIERLEEMARSS REEFIL T SX .
. fRE

- C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (£ 64 {iIi&{E&
%)
- C:\Program Files\ Citrix\Workspace Environment Management Agent (7 32 fuigfER %)

o BREMRS

- C:\Program Files (x86)\Norskale\Norskale Infrastructure Services

RIS “Citrix” REXHEXMEMEWRSHED “Norskale” REXMHRZRRIAREH. MRE*
HATUCIRME, MBBMIRIA R HBR L T #12:

FEREMEMRSKEAR

+ Norskale Broker Service.exe
+ Norskale Broker Service Configuration Utility.exe
+ Norskale Database Management Utility.exe

EREZEERH

« Citrix.Wem.Agent.Service.exe

« Citrix.Wem.Agent.LogonService.exe
« VUEMUIAgent.exe

« Agent Log Parser.exe

+ AgentCacheUtility.exe
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+ AppsMgmtUtil.exe

« PrnsMgmtUtil.exe

« VUEMAppCmd.exe

+ VUEMAppCmdDbg.exe
« VUEMAppHide.exe

+ VUEMCmdAgent.exe

« VUEMMaintMsg.exe

« VUEMRSAV.exe

LERMNEE

January 24,2022
R MERE U THG:

o EMEEMARSS
- EEIEHIE

o

BHhEARSS

August 24,2022

A—% Windows £At22#AR55: Norskale Infrastructure Service (NT SERVICE\Norskale Infrastructure
Service), ©E&H Workspace Environment Management (WEM) Emi&HEARS. A : LocalSystem SETF
EITEMSMIRS WEMEMIRS S BB R AP ANEERP K.

LREAEHARS
BERET

o To3x7ElE Controller F &t HutEMIARSS ., Kerberos B33 ERFE S I MRS EXMIE R TLT
&,
o BEMIELRET Delivery Controller FIARS 28 L REEMETIRS.

fEREWE A

o BINERT, EitigiiRSSMHMUERT WEM ERIEANERZ 25, F@Ed HTTPS BHEIIAIAXE
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Google Analytics fR%528. Analytics WERTE Citrix BRFABEE,

s EREFAREMEWRSE, RNBEATSBRSENRSE, ZRFRE, 157 WEM ERtZR19RSE
BYWHEE SRIRE I, %% FEEER Google Analytics t4i# Workspace Environment
Management %107,

DRERMPEWRS, BEEMIEWARS 2 £i51T Citrix Workspace Environment Management Infra-
structure Services.exe, BIAERT, “TErk” RBEEMRE PowerShell SDK 1k, AR “BEX" i&
BIETURME L SDK 2%, REBEFRRENHT, BRINERT, EMEMRSSLEIIUTXMHEH: C:\Program
Files (x86)\Norskale\Norskale Infrastructure Services, ZAfER T, PowerShell SDK R 2| LI T X {5
#: C:\Program Files (x86)\Norskale\Norskale Infrastructure Services\SDK. & SDK xx#4, &£ Citrix
Developer x#4,

ERILERAUTEHAEEXTE:

AgentPort: EMEMRSLTEEZEFIEITHA, ZMATELMITARAE RO, UHERAENZSREFR WAL,
AgentPort A EREZEIT AR, im0 8286, ERBERIROEETEZNE.

AgentSyncPort: EZERERSRERFEIT— A, ZEARERMITABAE RO, UBRAENSRERS
WAL, AgentSyncPort S#ArEREEITHRIR. FIAKO R 8285, EHEIAMFOEEIEZHIE,

AdminPort: EMZRHRSZRERFTTMA, ZMATERMITHRAERD, UHBRAEMSRERWAEL
AdminPort S8 AFEEE BT MR, FRIAKOR 8284, FABEMIKOEMBAIEZHIE,

XERESHIELER:

"path:\\to\\Citrix Workspace Environment Management Infrastructure
Services Setup.exe'"/v"argumentl=\\"valuel\\"argument2=\\"value2\\""

B USRS ERAREM MRS, BENT:
« \setup.exe /s /v* “/qn CLOUD=0""

- setup.exe, ILTAREEFNNHEIERE,
- /s, RREBIEL,

- [V, BBHIEEL msiexec,

- /qn. REAERESRAREREMAF RH.

- CLOUD=0, &RRAtEE,

« fgn:

- .\Citrix Workspace Environment Management Infrastructure Services.exe /s /v* “/gn
CLOUD=0*”

BUZARSS EIARTR
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BERETR

o FEANRBER—MRBRIRANE L MRS EAZFR (SPN). IFIFHHIFTEEREMIRS A ERER
BIARSS MK P IETT.

« £/ AHTEN, YAERERARS K &R REMECEBMEMIRSS BIFTE =0l

o S3FHEMA AD B9 SQL =6, Windows /IR —MEFENSHBIRIESE. 55— METUESUH SQL ik
Fo

ZEBEFTRE, NEMEMRSIE SPN, £ WEM th, Kerberos 3312, EmiZeiRsA0i% Controller Zia#y
EREMBEHTEMRIE. Kerberos BHIIEER SPN EARS LA SRS & Rk X, HAEEMERRS T
Bl Rk~ F7E SPN MK Z BB X R, Flt, B5F4& Kerberos S4IRIEER, EFERESEIFERN
<% WEM SPN EEE RS EHSEX AD MR HExEX:

o MRAEA Windows SAIIESK ARTFHE, EERAUTHL:
- setspn -C -S Norskale/BrokerService [*hostname*]
Hrh [*hostname*] R ERtiZEMIARSS BRI B .
o« NREA Windows SHIIEHAHTE (FE Windows S43IE), EERAUTHS:
- setspn -U -S Norskale/BrokerService [*accountname*]

Hrh [*accountname*] 2B F Windows S{3IIERIARSS i Ay 2 #F.

o WNRFEA gMSA RS, BFERUTHS:
- setspn -C -S Norskale/BrokerService [*gMSA*]$
Hep [*gMSA*] 2 gMSA kP EIE .

SPN R KR/NE,

HRERSK,

TR U WEM SR E RS W (GMSA) RS R, £ gMSA SR AR, FTIUAFE gMSA AR
BRSS, BPEER Windows &8, *(EL, B8 https://docs.microsoft.com/en-us/windows-
server/security/group-managed-service-accounts/group-managed-service-accounts-overview,
gMSA BERRSZIEAR, Windows BIERFGFERKF M, MARKMEERREREE, MREWEENRT Z
KPR, WEHEERAEMENRSREN Windows ikFEIEE, R WEM 5 gMSA RS R, BT
UTHE:

1. EEERSE, QB gMSA, BX8IE gMSAMEZER, B8 https://docs.microsoft.com/en-
us/windows-server/security/group-managed-service-accounts/getting-started-with-group-
managed-service-accounts,
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2. % Citrix WEM SPN 3EEZKF. BX WEM SPN HWER, E5R eIZRS EHE M,

3. E2& SQL Server & LUEMHKF 8EDS 17 17 $8E 2E.

a) EX SQL Server £, &M% ‘2" > “BRE', ARPEE BER, ABLEE WERE
b) #ER - EEOH, REEE,
C) £ “BEAFRE” FOP, RNTAHREBLE, AR BT “HE BHZEQD

. SEREE, (UEERSKE.
. (B, #E RERSKS.
. WREBH. BALGIESE 1 cholRBIIKS &R
d) ERFBEREL, HEERA gMSA BEIERE, AE%E db-owner (ENSIERER B ERRAR.
e) 1E WS MAL, WIEETHIFT BF f B ER.
f) BEREREESR - FREO.

4. FEREHRMBYARS A B Norskale EatigMiERSS

a) EEMZEWARSES L, T Windows iR E1R3s, A& T Norskale Infrastructure Service, A&
b) & “BF” WAL, %% “Lik,”, BF WE, RAGREBSE INE=NFLBPMREEILE,

C) B HE BH Norskale EitiRHEIRESEM B0,

d) 7 Windows FR$3&1E8s, E3/EE Norskale BEMIZEHARS.

Ao fh &
e
£/ Citrix ADC s# 1T E T XERM THEXNMEEE Citrix ADC I&& Uk E WEM EBix4)65 WEM 4
BRENERHITAHFEEMAES.

EFERNETEHRSEE WEM, BHITUTIRE:
1. 7 WEM EhtigE+aARSS 81 Windows B4Rk P LUEES WEM $UEREE,

2. ¢ WEM #iERERY, %15 Windows S50 FEMEWARS SUREERE I, AREEEMEMRS
P EM. BXIFMER, ESIAAIE Workspace Environment Management &R

3. BENEMENRSEENER Windows SHIRIEMAR SQL SHIIEERES SQL $iERE: “EBA
Windows &) TR RS NIRS P EHE. BXEMEE, B2 RBEEMEBRS.

4. ¥ WEM Eh£EmARSSEY SPN EEE AR EMEMIRSIKFA 2. BXFHRER, F5H 0IZRS T EAT.
BERER

E50E WEM 1R 251, WERERRSIKFAEZITENKS. 8E WEM iR/, EFRETROE, i,
NREBEFEAITENIKF EXHENERATHESE, WAFTERTENKAMAZRSKF.
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5. BIE—EIN IP ik (VIP), zthibREEMEE VIP BEMN BEMEMRSS[NHE, YREEED VIP &,
VIP &SRB Bhtig iR S BT F= 1.

6. RENEINEE GPO By, HFEMEMIRSF[REBEIREN VIP, MAREMENEREERS [, B
KIFAER, BB LENEERE

7. EEZHSMEMEMRS ZBNERTESERAN. (FRERENEMESNRS ZENRIETFAL.) ]
BNEEEES N EEEH S ERTBRARSRSE, MAZER VIP,

62 Workspace Environment Management g%
e

EERI LAEA WEM PowerShell #1147 % TAGERIZHIERE, HX SDK X1, 15507 Citrix Developer
X1o

AR

o MRMEIEFR SQL Server A Windows H143301E, EEAERAEERANRIITIR TIETHRIEE IR
SKRER.
o Citrix B3 WEM $uBEM £ (mdf 3xf) BEEHREINA/NA 50 MB,

£ WEM HiEEEELARER SIRMER. IBFEREMEMRSKEIETRE, ARIEL.

1. MBHIEEEELAREFEEKITH, BEMFFHETZEHIERE Citrix > Workspace Environment Manage-
ment > WEM $UEEEIELAER,
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WEM Database Management Utility

Database Management

=

Upgrade
Database

Create
Database

U]

LT

cifrx | Workspace
Environment Management

2. B oIENIERE, ARRE T
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B Database Creation Wizard

Database Information

Server and instance name

Database name

Data file

Log file

Actions

o Previous g

3. BAUTHIEEER, RAEEE T—F:

o REBMLFIBZT. FIHEEHIEER SQL Server fyithit, it B RS MEMEMRSB[ENNT
2R, BARSBMNLGZMERTENZF. TLREFB K IP thik, FRELFIHUIETER
serveraddress,port\instancename., MRXIETIHO, MWEAREIA SQL HAS (1433),

o BUREERM. EeIEH SQL BUBEMET,

AR

BUREBMPRAYERETR () MRS (/) SHHEFR.
o BuEC: SQL Server £ .mdf X IBERKRRR,

o AN SQL Server L \df XEHAIBRERR

AR

HEEFEEEXBREFLEEW SQL Server REVHIEM BEXHRIAINMIE, FRIAMERINA MS SQL
Server MEIARE, BEHRXBNFERANERERN MS SQL Server %, [NEIEEIEIEZRK
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Ko

EX Database Creation Wizard

Database Server Credentials
| Use integrated connection (Windows credentials)
Lagin
Password
Actions
Previous o |L Next

4. REASURTRMIEENSIEERSHERE, ARRE T, XEEERT FEMSIRSEREIERE

EEEFMIEENERANEE. ENfAaREHE.

RINERT, EE “ERKMER B, EATRSEREEITHS M Windows tKFZEREE) SQL HeIE
iR, MR Windows i Fi&H B BIAIRREIZEIERE, NElUERERBBARA Windows ikFiE

THIEEEEXAER, MALUARILETHRMHESR BBANREY SQL 1A
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EH Database Creation Wizard

YUEM Administrakors

Initial administrator group

| DGXGR\Domain Admins | [ select

Database Security

| Use wWindows authentication For infrastructure service database connection

Infrastructure service account

| Sek wuemllser S0L user account password

Password

Actions

Previous | | ek | | Cancel

5. WA VUEM EEGMHEER2RAES, ARRE T—F. ERBMEER, EMENRSFEREEIL

RENEEERIIBUEE, ENFEESIEET.

c VIREERA, WAFABHAREANERZHAN T2k EER. REEEN Workspace
Environment Management B RMAFR A AT ERABEEH S, BEBRMNARE, BNEELE

BiTEAEEITH S,

o £/ Windows B IO EEREMEMRSIIEE BRILER (BHAE) B, KEEFEEMENRS
A vuemUser SQL AP PIERERZiET, vuemUser SQL Btk 2i@id RETIZ0IEMN, XE

£ SQL LHIBAREEEAZ HIIIE.

HERIGETS, $UEEREEMEMRSER Windows kP EEIIE, EXMERT, &i%EFEHN Windows
PRI RER SQL £6l, RAIER, EREERSATERIUEENERM Windows ik RIZ1TERMSE

MRRSS.

+ i%E vuemUser SQL PP, BUANERT, vuemUser SQL kP ER 8 NERMNZFHELIE, &
BEAXNEFE. HFMIrARS, NREBHMABCSH vuemUser SQL ik 23 (a0, @R SQL &

RREEEERNENG), BEFIED,
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BERETR

« MRE7E SQL Server AlwaysOn =T+ E8E Workspace Environment Management #&
1BE, MXHFgE vuemUser SQL A M kA 253,
o IRTELAMGERRD, HIBEE BEEMEHNRS N EEENZERE,

6. THEEERP, TEMERE, ARTHRENEE SIBBUERE.
7. HRGBNEHIEECIZEMINTHE, BF “T R BHBES.

MREREEFBIEZRLLERIR, BREEMEMRSREARPHAEXH “Citrix WEM Database
Management Utility Debug Log.log”,

B & B s AR SS
e

&2 8] LUfE A Workspace Environment Management PowerShell SDK iR3REEE EMLE RS, B
SDK x#4, &£ Citrix Developer x4,

EEITEMEMRS 281, “IER WEM EitEaRSEESXRIEFNE#ITRE, MIbArmR,

1. MFFtAZFE %R Citrix > Workspace Environment Management > WEM &t &R SEE 2 A1E
o

2. 1E BIRFEIRE EIRHR, WANTEEER:
s BIEERSB/MEF, T E Workspace Environment Management #EE# SQL Server 5¢

Bl ., R AR BNEMEMRSBEANARFEALES. BRENLFMIIETE R
“serveraddress,port\instancename”, MEFRIEEHRD, MEAEIA SQLHAS (1433).

o BIERFHIERERS BMKRMRERBIEERSE, REIMEEHRELBZ RS 3L,

o BIRER . SQL SLfl_EM Workspace Environment Management $4EERIE #Ro
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WEM Infrastructure Service Configuration

Configuration Management

= |

Save Configuration

L

Load Configuration

[} ]

Database Settings Advanced Settings
| | Network Seffings | Advanced Seffings | Datbase Maintenance | Licensing |

Database server and instance:
Database failover server and instance:

Database name:

3. 7 ‘MHRE” ET+F, BABMEMRSERNRO:

- BERO, EIRTH a6 iR IEET AR S,

RIERSS . ERIRIRENER i QR R B ARSS

ZERPIRO. RERSEALIRODFEEFSEMEMRSRY .

o WEM 4530, [MaikEm, |
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WEM Infrastructure Service Configuration

Load Configuration

Configuration Management

bl (&

Save Configuration

] Iy

Databaze settings Wi cdcae B Advanced Settings Wm

i

Administration port:
3284

Agent service port:

8286

WEM monitoring port:
8287

Cached data synchronization port:
8288

4. & "BHRKE” ETFP, RARNNBHRIFIRE,

5 Windows P15, BHAERT, ETRER, EMENRSERRSERSNINIDEETIIE
B (ERESURELIEEIZDAIEM SQL tkA vuemUser ) EZDEIBE, MREHREEFLIEIZDE
#7 Windows EREMRS K, , MATUERIERHISEHERN Windows tkF, WBIEEEREIE
HEREMRS . EEENKP KRS EMEMRS S FNAHERER,

R E vuemUser SQL AR KL, AFEEBEMERMEMIRSELSUIRELIZERE N vuemUser SQL
RAPEENBENERE, REEHEELIEIZTIRMT B SHNEBNA B LT,

EZMIRS EFRIFTEREMEMIRS R AEF ZAIREE (UDHANRM). MREMEMIRSTE
HE#ZE SQL, MEREF.

EIRHEARS SQL RS KA SBIERS M EEMIRS =418 SQL Server ZEaetia) (LR8I

Eitighiefkss SQL EREEB, FRIEZHHAEMEIRZA, BMENRSERAS SQL RS EFEIER
B RER9RdE) (AR BRI o

BREARN. MREA, WEMEHRSHIKENFHAREIEREN,
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o BMERELAWAIUERET. MREA, BMEMRSKHBEMNEEFHIRILRIZE,

« BAMRERAR, AWEEERNARBHBIRTERE FUAERTRN 200) WERTREMEEE FEit, K
B E RS QR AR AR S Fr R RIRY 8 B A,

- TR4ENR/NHE, EELEBREFTECENIHFLENR/NHE. FIEARENHKEREN
30-3000, RIFSEENEFEHRAHEE. RAELT, TEERENS/HENRN 200,

- B¥1/0 AENE/\HE, IEEABURIEFEZCIRNES |/0 KBNS/ \HE. BEY I/0 &1EW
HEIGE 7 30-3000, RIBEEZNEREHHERE. RIAERT, BF /0 &i20s/\#ER 200,

BERR
SRS EIRTH S B SILBT T 5 A HARSS AUERERY, HEINERRRIB A,

=

AR
EEAMERCFEPSENESELEMERNURTRIEEAENENHENEEZZHER. §
*FMELE, BEBiHAhttps://docs.microsoft.com/en-us/dotnet/api/system.threading.thr
eadpool.setminthreads?view=netframework-4.8f1https://support.microsoft.com/en-
sg/help/2538826/wcf-service-may-scale-up-slowly-under-load.,

+ {#f Google Analytics #Z8i4# Workspace Environment Management, #18i%E %R,
ERZMIRSIEE R 9 &%El Google Analytics BR$ 38,

« FE{#/H Google Analytics ## Workspace Environment Management, {013:%E ik,
M EMZEMRSE T 2@ Google Analytics BREB[BEZIXER Do
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WEM Infrastructure Service Configuration

Configuration Management

Li I (E

Load Configuration || Save Configuration

I Ty

| Network Setings [EVSESERIRY Database Mantenance | icensig |

Enable Windows account impersonation

Infrastructure service account: Infrastructure service account password:

| | |I Browse I| |............

Set vuemUser SQL user account password:

Infrastructure service cache refresh delay (min): Infrastructure service SQL state monitor delay (sec):
|15 | [30 |
Enable debug mode Infrastructure service SQL connection timeout (sec):
[7] Use cache even if online | 30 |

[F] Enable performance tuning

Configure analytics:

&) Help improve Workspace Environment Management using Google Analytics.

™) Do not help improve Waorkspace Environment Management using Google Analytics.

5. AR “BUBELEF” EHRREEBURELF,

s BRATNNEEESR, IRBARE, NaEHMSEEPRIRBSITER.

o FIHREH. BERFANRERIHEERNRENE. BIAMEN 365 Ko

o RENERBH. BERSKMLLITEEBHRENE. FIAMEN 90 Ko

o REEMIREH. BEEREEPRZARIMATHNEKE. HAMEN 1 X
o BUITHYIEL BAEHITEIE R 4R (ERYRTEl, RAINEDY 02:00,

R

FRRESRE, RNBNEBRIRSIEELEL, DUBNEERNHEM&EERE. NRED WEM B
ETHZNEMEEERS, BRXA—NEMEIEIRS BRIZRS.
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WEM Infrastructure Service Configuration

Configuration Management

i

Save Configuration

)

Load Configuration

] ]

“Database Settings | Network Settings | Advanced Settings (RNt el Licensing |

| Enable scheduled database maintenance

6. ERILUAERER T A -RERMSMRSEEIEETE Citrix FANEARS 238, MRKERE, WHEERZRAE
RIEFEFIFE Workspace Environment Management 0B, SAESEEHI SR X T &M+
s Citrix WaDEARS 283 E1R. EXHEMIERT, Citrix FaiEARS 35 SEEMERIBEFNR—IE,

o 2RFANIRSSEES. BALWETEEA Workspace Environment Management FrfERR Citrix
YAIEARSS 2B, EIELAEANESIiEE S Workspace Environment Management #i3gE+
BEENEM Citrix FAHERS B ES.
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WEM Infrastructure Service Configuration

Configuration Management
Load Configuration || Save Configuration

) i

Network Settings | Advanced Settings W[ Licensing ]

Global license server override

Citrix License Server name:

Citrix License Server port:

| 27000 |

EEREHEERMENRSE, 2 REFLE UMRFXERE, ARRUEMENRSEESLBERF.

BEERS

March 31, 2022

INREMNERITH S ¥87E Citrix StoreFront AR EHR K HHZIRER Workspace Environment Manage-

ment PN ARFREAR DR, ERETEREHATENMNACEEN LLETERT Windows B Citrix
Workspace AR, BEXFHER, ESHARAER,
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EEE R IR EHia1T Citrix Workspace Environment Management Console.exe.
EEILERAUTSHAEEXTE:

AgentPort: BEETHQREREFTIT—MZE, ERMITABAERD, UBRAEMSREFKMEL. KSHRIF
TEEFTAB NG, MRKIEE, NWEARIARD 8286, ERMEREMBEMIIKH,

AdminPort: EIRizH|ARERFITIT—MEARITF ISR OMEZA, URRAEMETERKMEL. LKA
WIEECEITAM MNRO. MRKIEE, NWEAERIAROD 8284, ERNWEREMEMHIE.

XERESHBNIE RN TR

"path:\\to\\Citrix Workspace Environment Management Console.exe "/v"
argument=\\"value\\""

BRI LA SRR AR EERES 8, EENT:

« \setup.exe /s /v* “/qn CLOUD=0""

setup.exe. iIHTARERFNXGBERE,
/s. RREREIE,

/ V. BB ELS msiexec,

/qn. RAERELEPFREREABF R,
CLOUD=0. RRA#hEp=E,

« fFl40:
- .\Citrix Workspace Environment Management Console.exe /s /v* “/qn CLOUD=0"
IR E IR AR S 28k 1

EFF A, % Citrix > Workspace Environment Management > WEM B4 8, RINERT, &
BIEH & UM FFE RS B 5o

EIREX S, BEERLUTH “HERMEMRSHREE 0.

ER Mew Infrastruchire Server Connecton

Infrastructure Server Information

Infraskructure server name

Adriniskration Pork

a4

Actions

Conneck
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RAUTERERE EiZ:

BEhrtZe RS 83278 Workspace Environment Management ErtZEARSBNE . CONTLRBIEBANS
XM EEBIEE SRR H 1T,

ERRO, EIREH o EETEMIBEMRS RO,

BERERIMEIEEN, RBRIUTHES, BAMKREERFERITAIEN Citrix FFelIERS 2.

License server configuration required

l A valid license server with appropriate licenses needs to be configured before you can start using Citrix Weorskpace Environment Management

fERFAIEARSS S Ec B Xk IEE

EERTANERSBREERIERE, FEBBEHSRRFRE XT, ARLE BEWAHERSE, ARMA Citrix
VrANEARSS 28 Citrix 77 EIIEARSS B3t A ST IR IRMNRY S XM BRI S IF R AT

Licerse server information
Citriz License Server name
Cikrix License Server pork

27000

Arctions

SANRENNRE

Workspace Environment Management 3% XML 32f4, &0 UERX L 4L E Workspace Environment
Management #iE=E, LUEFFEENEENANEEKIE, XML 2 Workspace Environment Management &
KREFEHNXMGR “REER PRt

BESNRENNREXM, BEENERRPEEER:

Citrix Workspace Environment Management == i
{ 3 ‘ |
e | Home About
¥ Configuration set| Default Site
g onfiguration set | Default Si M % Bachup
@8 Create
‘= Disconnect @ et [F Refresh | ¥ Restore
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£ RRRASH, &R IRE, ARRT TP,

B®| Restore Wizard x

Select what to restore

() Actions

'.: | Security settings

£ RFERASYH, ERESRENTREXHHXMHR REER", AEREEMEIRELRE,

June 6, 2023

LEMEERE

3 =

AR

o TEEEMLENIRSSE %% Workspace Environment Management (WEM) HI&,

o BENER—EHEN LRE WEM R BEEEE &,

o NRITHBITEBTH &I 7E Citrix StoreFront A EEF A HHZRIER WEM R8I BiEFHREES
XHTHER, BHEESERSISMAEEN ERETERT Windows B Citrix Workspace M2,
BXHAER, BERARAER,

SR EEARK (Fik)

&, EULERERANBARKERRIRNNABREARE, WEM 2ERGE 82 IRIR, RIRXH72H.admx X
HRREFESN.adml X, BABZIEEEIEHIR LA EAREK,
ERMRETNEERE, BRRUATSE:

1. % WEM REERMIRBARE R EFIZIE WEM 1EHI23.

2. #&hn.admx X,

a) #3 RIEBAKEE > ADMX XXf43%,
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b) SN (Citrix Workspace Environment Management Agent Host Configuration.admxx
#n CitrixBase.admx) .

c) #%32| <C:\Windows>\Po'licyDefinitions sk, FAEKMESIE,
3. #Ffn.adml .

a) ®3 KIEAHKE > ADMX > en-US %k,

b) E%Ix#E N (Citrix Workspace Environment Management Agent Host Configuration.adml
#0 CitrixBase.adml),

c) #%=2| <C:\Windows>\PolicyDefinitions\en-US X%, SARHIEX .

fER ARBRERRIEE CERB UTIRER GPO:

=] Group Policy Management Editor = = -
File Action View Help
e nE = HE T
L& WEM config - | Agent Host Configuration
4 A Computer Configuration i o o .
4 ™ Policies Select an item to view its description. Setting State
— . \iz| Infrastructure server Mot configurec
I- | Software Settings X
b [ Windows Settings || Agent service po.rt . Mot conf!gurec
4 [ | Administrative Templates: Policy definitions (AL | Cache synchronization port Mot configuret
4 [ Citrix Components \iz| Cached data synchrenization port Mot configurec
b ] Profile Management |iz] Citrix Cloud Connectors Mot configure:
4[] Workspace Environment Management | Agent proxy configuration Mot configurec
*| Agent Host Configuration i=| VUEMAppCmd extra sync delay Mot configurec
b | Control Panel
b Network
"l Printers
| Server
~| Start Menu and Taskbar
B | System
_| Systern Center - Operations Manager
p | Windows Components
2 All Settings
p [ Preferences
4 % User Configuration
- || Policies
b [ Preferences
< m kd
< 1] >||" Bxtended A Standard /
7 setting(s)

BEihZEMiRSS 85, WEM BhhEMARSSBRaTt, BAREEMEMIRSS BT ENBIR M IP siit,
RERS RO, AEERFIEMEWIRSHENRO. NERSKEOGNS EERMMEMIRSECE RN NRERS KOE
BNImOER. WMRKIEE, WiwHAKIAA 8286,

ZEMHIERL RO, (EATF Workspace Environment Management 1912 RE&hr4s; ik Workspace
Environment Management 1909 & ERMAN EFATIHO,) RIBEEFED IEEEIEMEMRS LUSEKE
ZESEMEMRSEEATNIRO, FENIERS KON NSEEMENRSEERBANEFHERS KO (WEM
EMZMIRSEE > MLILE) EEEMNROMR. wORiAA 8288, T CachedDataSyncPort éi%17%
o &, Wkl WEM RN SR EPERGSITETIEE RO, FI90:

« citrix_wem_agent_bundle.exe /quiet CachedDataSyncPort=9000

Citrix Cloud Connector, FEBET WEM fyasitihiz, RIFRE KEE.
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RIEBRIELE, NEAT WEM B9AihRA, REPRZE RECE

VUEMAppCmd FiSMIRSFER, (R Citrix Virtual Apps and Desktops £&HE R 1, RIENBRER
BEh3 (VUEMAppCmd.exe) E#En9Btial (UZMHEM) ., XAHFRELTRLAENREIE BINKER 100 3
200, ZRINMEH O,

FIR 2 REMNIE
BE.

BFA.NET Framework sIERIBR LB BEIRE, BRMNBNEELRERBZHFHRTEE, N, ZFE
SMBMITENA ESASRIERE, HEIEFERKIIEAETM.

&0 LUIE A P AR HiE1T Citrix Workspace Environment Management {18, St LUERERMSITRE
RIEB, BAERT, REBEKREIUTX R Z—, EFIURTEIRERS:

« C:\Program Files (x86)\Citrix\Workspace Environment Management Agent (£ 64 {iigfERZH)
+ C:\Program Files\ Citrix\Workspace Environment Management Agent (1 32 fUigfER %)

BUREARTERE, BRRUTSE:
1. &N E5B1T Citrix Workspace Environment Management Agent.exe,
2. &R “RABRFIEINEN, ARRE “RE
3. ERMRAE L, B %,

=

Wl NEATRERE LB BER. YAFRRHEEAHEEERAREN, IAEIIER,

4. ZEMXHXIE L, BEH T,

o FNMERT, BRXHARFRSAMARMRINGRER. MREFAEREINZ—IXHE, BEEE
ARMENEX MR, RERET—D.
o MRESRE WEM K12, NEFXHRFEGEhERIRE REX 4 REBRIET.

5. EMBXRENE L, EREANBBELE, AREE T—F. EXMERT, HEF FHEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 77



Workspace Environment Management 2109

ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Deployment Type L
Select the applicable type of deployment., a

() Cloud Service Deployment

Agent will connect to the Citrix Cloud service.

(®) On-premises Deployment

Agent will connect to your on-premises infrastructure service.

6. EEMEARSEERE L, EEABRERNEMSNRS, ARRE T—F.

o BdicE. MREELEAARKEETIRE, HEFIET,

o BEEERMEMRS. AIFEETRAEMESIRSSE FQDN X IP s RECE BREEEHIARSS.
« RERSHRO. BINERT, %EHN 8286,

o BENHERS RO, BRINERLT, %EH 8288,
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12 Citrix Workspace Environment Management Agent Set... M

Infrastructure Service Configuration -
Spedfy the infrastructure service to which the agent connects. a

) Skip Configuration
Select this option if you want to configure the setting using Group Palicy.

! Configure the Infrastructure Service
Type the FQDM or IP address of the infrastructure service:

|1|:|. 153.216.14

Agent service port (default 82588): 2286

Cached data synchronization port (default 3288): (3288

7. £ “BR/E TTELE, INEBERESRSE, RERE “T—F
- FEREFENUE (%), BFEEABEFNERMUE, 2E K USMAERANXHER, &, ERILGE
MR AITURE, Ak, BHELE Citrix WEM RIBENIRS, ABEHRUTERERT,
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent Host
&#R: AgentCacheAlternateLocation
%A REG_SZ
f&:

H}

BINERT, ZEAT. BIAXHEXA: <WEM agent installation folder path>\
Local Databases Set. MBEXKE, BIEEHMXHXER. BEEEREN, BEHNBH
Citrix WEM RIEENRS, NREBREN, XMHEPEETUTXMH: LocalAgentCache.db
LocalAgentDatabase.db.

NGy

AMRFEFLLSBTERNE, JRFEEMRERERR, Citrix TERIEEIMRFIERER
FESHHMMEREEBF LR, EREMRFESTEENG, THREIMRZE, BSHHT
&

« VUEMAppCmd VMBS IER (F13k). AFEIEERBRAREF B (VUEMAppCmd.exe) E4%
NEBFRBZAIF/Z K6, REIERFHRE LT OENRELF. BRINMERN 0.
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=W

NEFINIEL IR EFFENELARA T HEFTEHEL,

ﬁ Citrix Workspace Envirenment Management Agent Setup — >
Advanced Settings
Configure advanced settings for the agent. n

Alternative Cache Location (Optional)

Specfy an alternative location for agent cache:

I Browse

VUEMAppCmd Extra Sync Delay (Optional)

Extra sync delay interval in milliseconds: ID

The input value specdifies how long the agent application launcher (WVUEMAppCmd. exe)
waits before published resources are started.

8. T “HERE NEL, 8F “T¥’
9. BE “El BHZEMS.
HE, EhalblikE WEM RIENEIRTE, SERITILRE, BEAUTH LT
« "Citrix Workspace Environment Management Agent.exe"/quiet Cloud=0
R’

o SHFEZRM WEM SERIETHRE, BN Cloud=0, WF&E WEM IRESHBEHITHRIE, BHEA
Cloud=1,

o BAIRERETEASXHLUIRARIBRERNR, RIAMERT, CRREIBPELENMERENAEXHR
E%TEMP% HolEr, EaUER /log log. txt ¢ AERENBEXHFIEEREME.

BRI UERBLITETRIEEEEX S K, XHEATUERESETEEXAEMARIRE. BXESZER, BEAN
o

=&fE, REBEA Citrix WEM Agent Host Service (LLaT#775 Norskale Agent Host Service) #1 Citrix WEM 1
BRPERRSIET. REIEAWKE LocalSystem i&17. HETRIFERUKS . ZRSFEU FMAZNSHER
PRo
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TR 3. EMBEIITENUTERRE
FoRFAMEIN

2R WEM RIBEEE I, HEBUTRRFHMEIL:

W

WIEREHEUTEX:
« Windows BR$s REEHBHARS ECENERI BRI,
+ WEM R2ARSS Citrix WEM RIZE#HARS 0 Citrix WEM AR ERIRS BB NERIN BB,

« REZFRAREEEIHANMUE, FRIFHANEFUETESSREENEERD . SSHMBHIERE
A, 1EREREE,

F=3IY
BREATPRENHITRIIERERE:
o B, EMERE RSB AF iR Citrix WEM Agent EH MRS, #EiELEXEH S5 Citrix WEM
Agent THRS ZHMIRIERTRER(ZLE Netlogon IRSMIIE, MMSHEMNARRF LA,
o FEFRBERMARBD Ul #315 CMD #XRIE, BN, FLhRErTETELER T

REBEHITH

+ Citrix WEM Agent =HARSEARS BohfE BsEFHNEEIEAREEEEER Cloud Connector i&E.

o MRAREBINRSEEREZHEKRER, Citrix WEM RIBRFERRSIFETHEE Citrix WEM Agent
Host Service, ILiTAHRIHBRERLERFRE.

« Citrix WEM Agent Host Service 7255083 B3t U T AR EX 4171 ZE: LocalAgentCache
.db#l LocalAgentDatabase.db, MNRBEEEMNH EAMEIEE 4R BEMME, WEBR
AR S

+ Citrix WEM Agent Host Service ExiEY, EREMRIIREAMEFRIIRTOEN. NRSREFER
SBENMRENEERLSNEERANENRER, WRINRLSERER. §ld, RIEHRARBEERLERA 30
S, NRETE 60 DHAKREHERE, WA Citrix WEM Agent Host Service S/ EIES &7,

o ERELIEFR, WEM REBLEREZFSE Windows RS R4S HBMARS LB N BB,

« WEM RIEBFAETRE, WEM RIEBREREF<BREE Netlogon RS,
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RIBREFLRAEFIAD

Citrix WEM Agent Host Service = Bz Big BRIFMEERS . NEREULRFIEEHRASEEZNERTA
FRNEETFIRER.

FRESSITERBERE X H*HIETT AgentCacheUtility.exe . FIHITXHER U TH TR

« —help: BRATFNSHTIX.

+ —RefreshCache @& -r: MAEEHWERRIF

+ —RefreshSettings @i#& -S: RIFHREBENILE,

« —Reinitializes#% -1: 5 -RefreshCache #H—iERl, EHNHBLREER,

BEXMAERAGLTFAER, FSRUTRA:
o RIFREENIKE:
- AgentCacheUtility.exe -RefreshSettings
o FNRFAEENIRENREEF:
- AgentCacheUtility.exe -RefreshSettings -RefreshCache
o EFRAREEE:

- AgentCacheUtility.exe -RefreshCache -Reinitialize

U

REFAIRITXHEZEEXSH, W Agent REMARIRER D FTR,

RIBRE
WEM RIEiREEHE:

+ AgentLocation. AT EEREBRENME, EEEMHIXHRER,

+ AgentCachelocation, ATFIEERBEENERMNE, NREE, AENMEFENHEFREEEEMNE, M
FRENEREXHRH,

« AgentCacheSyncPort. AFiEERBEEFRL HZEZIEMEMRSHEHO, UEEKEBEFSEME
19ARS2EEL

+ AgentServicePort, ATiEEREEEIEMERSERNE,

 InfrastructureServer, FFiEEIETEMEMRSNEMEMIRSS23H9 FQDN g5 P tthit,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 82



Workspace Environment Management 2109

+ VUEMAppCmdDelay. £ &8 EREN Ai2F 25138 (VUEMAppCmd.exe) #£ Citrix Virtual Apps and
Desktops ZmMARBNZAIEEFNEE. BIAMER O (BF). ATIMIES EREFBANELARATH
ETEMNE,

FERUTEI
o MRBEBIEHLTERERE, WEM RIEREEFSERARENILE.,
o MRERBIHLITEEIRE, HEAFEANKENRE, WREEFHERLIEENIRE,

o MRERBEIHLITEEIRE, HAZHKARENRE, WREEFFERRINRE,

RYIRE

SREXNXENRARECE!

+ GpNetworkStartTimeoutPolicyValue, #iF&EEEERESZFOIEMN GpNetworkStartTimeout-
PolicyValue 5FMRIMME (UF AR, thBEIEEHRIES RN NRIE IR RS REMLE A AN EMN
BYiEl, SESZEEAN 1 (B/IVvE) 5600 (RAME) MEMAEHR. RIMERT, LWER 120,

+ SyncForegroundPolicy, #¥FEEREREREEE SyncForegroundPolicy MR E, LHERKIZER
TEARBMERTREY, AESHE: 0, 1o NRKIEEZERKELE R 0, W Citrix WEM RIEBAFERR
ZERREREBR, HEGEVERAFARKSE. NRFZEILKEN 1, Citrix WEM RIEBAFRERRSIEER
R, BIRAPARKISENLESER AL, BRAERT, ZEEREIEPFSEH,

BE:

INREEEMBARIKIEE, I Windows <1782 F (Windows HREIER) FlRERERIBFIER
BRiIREZAIBE, Eit, FEREVRASERAFERERNEN. MREFETHAFERERITIERR
BRIRE, BREREN L

+ WaitForNetwork, #FEEBEERESESTEMN WaitForNetwork ;ERTRE (WU HEM), 1S
BIEERE TV FFMET2VBLAT AN E, 25ES 0 (R/IVE) 2300 (RAE) STRAMEMEL,
HAERT, kB 30,

AEN=1TETHE WEM RER S E Windows ER2REHIZEE. FIBE=1TINRMNBIE
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon T & & &,
FHERARERFPIFEEE R 2o E SRS 33t GPO, 7£ Active Directory SiZi=HI2SARSS 23 RR E LR
IBMMERED, FJEaSRENERREZAINHMINCIERE, FKITEINERS GpNetworkStartTimeoutPoli-
cyValue sFM&RBIMEIRBERNELD 30 1, UEE~ERM,

« ServicesPipeTimeout, 7 iF{ZE & ServicesPipeTimeout I RTMWE, BHEBEREIESE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control ToIEM, EAFRSIEH SRS
#KE WEM RIBRRSHRE 250, WAMRIURINER. ERFLGIEAERSEMNBRUNE ZRIEE, M
IEREBRK, SRS AME, UM REM. NRKEE, WFEABRKIAE 60000 (60 #),
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=

=W

MNRERERGSTRE LRGE, W WEM REBREEFERENEFTBEXLERE,

5l

ERILERU T oL THRAEERE:!

« "Citrix Workspace Environment Management Agent.exe'<key=value>
f5I4n:

o %F WEM RIEBRFRBRRE AR

- "Citrix Workspace Environment Management Agent.exe'"/quiet
Cloud=0

« BAFRERMEFFHERERN 60 7

- "Citrix Workspace Environment Management Agent.exe'"WaitForNetwork
=60

EERIEAAEEZFD

January 24,2022

Workspace Environment Management (WEM) & A A& WV EEMmIEit, E7FE WEM B9A/NFIATY BB,
SEBEEIUREMRE. Active Directory i8E. BHAERNINIZE,

WEM mTi B BUAFRIEBNA A NS, ATANEMENRSSEES, WEM Il BNREBENREFAfES, Bildgn
RS 2GS ERAY (SQL Server #1 Active Directory) Saiizdifs (BBEFRIAMAE) FL,

RiIREITEAMESARSS BRI ENERUTRE:
« 44~ vCPU. 8 GB RAM # 80 GB MyrT Rt EZ =8,
TRILMERAU T AR ERNERFHNEMSIRS BHHE, ZAXRRIESELEZ XA EIESER:
o ERZRMARSSREE = (IE%E /1,000 ™) + (FAF#%X/3,000)
AR

o EfFEA NTLM SHERIENERT, 2006 RERMZAE Workspace Environment Management &%
HFE LA, A Kerberos B30I BT XL A,
+ 12 Workspace Environment Management 2006 &XE &k, K& NTLM 54303 Kerberos
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SHRIEZ BNMEEESR.

FHeRERE

December 8, 2022

i
1T LU Workspace Environment Management (WEM) S3EBAL2IEEIRAS, MR EIRBEMVITEN I
Ro LI BIRAFRMUHAR.

FZ#FM Workspace Environment Management 4.7 Z #ifki A% 1808 Sk EShAM st F%, BEMEFAIEHA
FRAFR, BRBEFLARIRE 4.7, AEARTBITHRE. BXFHAESR, BESATX:

FERE BH TR
4.6 RBERRZA 4.7 2
4.6 RBERRZA 1808 HEEAR A T (AREIBishRAZ iR EIRRZ
4.7)
4.7 1808 I EEh A =
AR

WEM £, EMiZRMARS M EIRIEH] & RINRA A FHE R

MR LT IRFEF4% Workspace Environment Management 4214 :

B ARSS

HiERE

B ERMRIIRS
EIRTH G

2

ok wph

TR 1. FAREMERERS

Z 74 Workspace Environment Management EmiZ RS, EEEMEMIRS S LiE1THH Workspace
Environment Management Efi&RSIRE. ARIES TR IRTLER,
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FHRBEMSEIIRS BVIRIERSA
EARREMENRSH[IVIRERS, BEAEFEANRERANS —ITEN L REEMEMIRS, FRERNEMZE
MRS IREFHERETE, ARG B BEMZRMRSS1EE,

AE:

F4%) Windows Server 2022 /5, WEM EREZRMBRS AIRETS AR, fRRTS R EM R EEMLERS HE
HEE AiEED WEM #iEE,

P2 AREIERE
BE:
HIEEARIERTE, ERHALRIREZH, BHREEBERNEIEEED,
=R

@& LUER Workspace Environment Management PowerShell SDK #&3R A4k #iERE. &% SDK i,
&2 Citrix Developer x4,

£/ WEM $iEESIELAERF EMUEE, HEMESNRS RELED, EaREEER Workspace Environment
Management EftzE RSS2 Lo

AR

NREIETE S SQL Server A Windows S, BEEABRAERERNRMARR T ETHIEEARLAE
o

1. EFaES, %% Citrix> Workspace Environment Management > WEM iR EEIE I AERF.
2. BEH AREIERE,
3. ERIEEARRSF, BAPMENES.
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EH patabase Upgrade Wizard

Database Information

Database Credentials

Actions

Server and instance name

Database name
| |

I | Infrastructure service uses Windows authentication

Infrastructure service account

V| Use integrated connection (Windows credentials)

Login
| |

Passward

e

ARSSBBMLGIE TR, FTEHURER SQL Server\Lfpttit, BXMTLRBMEMEIRS SEZRNNT
i,

BIEERR. BFRBIIBIEERNZ M.

Bz MRS EA Windows 183E, ZRAERT, RERIET, EXMIERT, EMEHRSER
vuemUser SQL AP K IEZEDEEEE, (vuemUser SQL Bk 2ERELEFOIEMN,) WBIER
EA SQL LFIBAT REEXF B KL,

ERIATS, BERZEMIRSEMER Windows ik IEETIHIERE, EXMIERT, &EER Windows
PSR RE R SQL £, MEIEN, FEMEHAATOIREIRRE IETREMEMARSHIMER Windows
Ao

EAEMEE. RIANERIET, ILERAFRSERETASHSHH Windows #kFiEEE SQL

Server HeIZHIERE, MR Windows tkF &8 B BRI R GIZHIERE, FRMEEEELAER
ER BB RHBIRE Windows HFIETT, SiEBMRIGED, AERANERRHBERRR SQL KA,

4. B AR FRBIEFEARIRE, REEARNITHRE, BHAS.
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MBHIBEFARIAE AL IR, E10ZE Workspace Environment Management EhtZeARSS LE X4 Ha] B
VUEM $iEEEE L AR BEX .

SR 3. ENRERMRERS

fER WEM &t ERSEE X AREFEMEERMENRS. B2 LEEMEWRS.

SR 4. FRETHG

FREERETH &S MNFE Workspace Environment Management & E&EEEHIEES, HEARBER

j=va)
EHo

EAREREH G, FETEEEHaREEFATRITXH. BN, RER5REIET2ER.

SIS ARKE
BHE:

o FRAIEZHE], BHEREKEAFER. XAUBWRAFRIIZALUEZITEN LIS,
« WEM EREERSHRANAEFFHAT WEM RIBRIARAS, Citrix BIERREARIIRTARA, UE
A] LAE AR T B9 ZhAE

BEARNE, BEEMHTEN LESTHIARERETRITX .

P&

January 24,2022

B BT

1. M “FFiE” Fadhik#R Citrix > Workspace Environment Management > WEM EIEixH14, BAE
AT, BEESEUTERRESE.

2. EEBIEHIATREX L, BE &%,

3. EMRERMEMRSSIEETOF, BAEMIBEMIRS SR, REEE E%.
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REENRE

EEBIEHIEH:

1. BEETHAFERPHRBETLUER ESNERFETEFERD.
2. BEFEHHTA MNAEREEOKEENIRS.
3. RIEFREEARE. AXIUERNRENFAES, B2HA A FESZ,

EEX

January 24,2022

“ER ETFR

“E U ETF AR TR

EiR, BERIRH o ERIEENEMIEMIRS . £ MEEMIRMIRSSIER WEEP, BE
o BRHZRIDARSS 23 A MEE R R B R AR 55 8598 Mo
o EERO. BERIIEMIEMRSNRO. FIAE 8284 EFLIEAT.

WiFFER. ETAEEEH A5 SMEMRMIRSNER. ¥, EERAUM—MZH &R ERARERS—
=R A EES M EMERS.

fiE%E, M— Workspace Environment Management (WEM) s (BREE) HREIS—Mbs.
o, 1TH QIRREEE §0. AFERESZ T WEM it (BBE%).

o B Mm (BBEE) B8, EANERTEYRKNEESETIRP,

o BiBH. Mim (BEER) HPARREMSRAEOHR,

o WERE, iR (REE) B “BR” B2 “BA’. £AN, WEM KRBT ZEESER (REL).
g, T “RIERES” B0, HPEE5 QIRREE" §OXMEED,
iR, MiPRILES (FABEK). EREEMIBR “BHAS", FA WEM A 8EERIET. B2, EoUHE#ITERS,
RlH. RIS (EE) 7R

AR

MARENEBEF GBI ST, JIRA=BEiRIHE.

& A &M AT, BYUTRENSHEINERES WEM SBEH81HEN. EaUEMIRE. 88, T288M
Active Directory (AD) 4%,
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o 1B1F. BIMEERN WEM 12, SMIEIRRIFERSH BRI XML XX,
¢ RE. HIMEEN WEMIgE, SMERSEET LN BMmE XML XX,
s RERE, B ‘L7 BT LNEIRE. SHEENMNEENRME XML XHSH.

« AD X¥%, &y WEM BERNARF. 8. BMNARB(L,. &) ASATFEREESEH AD WKREE, AD Xt
SKAEMMRE:

- BR. 8TBFMABFR4A
- it8¥. BEHEN. HEHAM OU

- iCES%, &NEEEN WEM iCES%, SMERNREEENFENSMI XML XHSH, BReESHHaRES.
BRI & D SREEXKIILITHE

121F

AppLockers

SDEC (SREFIRIEHEX)
- dises

- AR

%8 (WEMig8)

BREERUATHS:

- SiHBEHAEXE AD XK (BaitBEH. HENIEHM OU)
- BUEE (FitBdENRS)
- EEESTEMENE

TR 7 ER ASURER UM WEM RRSEERA. HIRTH, &Faa&084x (XMLXH) HER
X%,

¢ REKE, ME “%2” BHNFELETHNABEIRE, ENXAPRERERIAFERTFHNEIRE, TIRE%K
R “%2” SR, SNEEAEMNEZAREFRE2MM, XEMNFE MR, HERSEERTIH,
TR LAS HIZHEE,

F WANAEFREMUSE” WEED, EF B B UMETEFE TR ASNALENAEFR
SRS

- MRERE T, WERZAEANDEERESFE_FARMARE, NYEHNAPRAFETE
BEitmal AD i, EDEA M. EEFLENAUBEME, BRIEFRD RS, HAXLE
MNFFEREINEFEPFIL, ERTLUL CSV B R HZXIEEF,

- MRER T, WEREEHTROFMEIN, MARNESE=FAFMEF A,

« AD YR, KEMH AD WRERIMBU R, B ER AT, ERTUNESAN AD WRHAITHEAIZF, £
“UEEEXFEN AD WE” TTEL, JUIEEEREWLE AD WRUASEES (BiHR) HWEM WEMAD K.
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. iEBE, BEMHNRESEERREN WEM, —RREEMmE— MBS, WEM BEBEH S s FE—Lad (a1 g8
METFFENEEESE, ZEEEEMENEES, EMIERY ‘MEE” XEPEEE. MEREEN, IREE
HEEHERZMNEESE, WEM 288 HESRE N <configuration set name>_1,

AR

o BERERRIEE R M E LR REP.

« MEMKES B HBERIRE

o EIREY AD 35K AN BlE B MBS AD WK, AFBRTFERSELRASH AD SHRITEHEREF
T BEE,

o WREET BERN, WEMEIEFBZAMERFRENE AD WK,

T, 7I7 I8 ASLUSHAERITR (GPO) & zip &#iFE 3 WEM,
HE:
o T MSUTHE WEM 2i5R9i8E (GPO),
o RITBNEEFBIRIEZIEMIEIRE.
RITBRNERITUTEEREH GPO:

AR EIRIEH B,

£ ARERE §OF, AREEEEHNH GPO, A& &,

£ ‘B HARBNR” BOF, BEEREENHMLE. HE, EUAEHRERR,
BEEMHUBHER, ARREHE.

SMEEDXHE, REBEESRENR zip XF.

ok wpn =

AR

WEM ZZ#35:E% 8 & 21 GPO &HHRM zip X

RTh&® GPO f5, 8 % K GPO %2 WEM, £ “BISHxX#” mEkt, 8& WK, AERSMEEANX
o

o BE, GEARNEZNE WEM &8 (GPO),

o it ¥ GPO i ESSANE WEM 89 XML X, MNREBWESANIREHITRATH, HERIED, 3%
s, £ ER RSFFHFN XML X,

=

AR

TR A R XX 3k, (BFREfEE BRFHISXHRIRT.

KFEm+~

KT ETF GE RN
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EEEITFHERS 238, AVEETE Citrix WelERSS SAE, [NERITFI S RATEEREMKE. HE, ERILUE
FA B4R SECE SERRF R IF ANETRRIEERERE. EXMMERT, Citrix RS #E S EFHEE
BEEPHE—IE,

IRENEEBh. £ Web %3238 Q477 Citrix /= @XMk,

I, T EIRITH BRI XHENE, XERTUTE T EREH 8 Rt A<t 52 Fl,

- BHEERER. IREA, EEEHSBEEMNBMERE DRERNEREARSS.
« BRAFRER. BREEEHSNFARTIER. AEELFAR “‘Users” XHEXRMRBERPEIE.
o EHARK. AITFEXMERZH QR MPINIRHITIER,

« WS, AWEEEXERZH S ERBMEMRSHNRD. ikOMRSEMERMERSEEFEEN KO8
AL,

XTFo FIHHATRANERITRIQMIFR (FrRERE. EMMNITH) URERER.

EX(E

March 2, 2022

Workspace Environment Management i&id A &iRE S FERMIREREHU TEXREELRR, XERIEAIEE
B FERERF. ITEIN. MEIRhEE. IMEMESE. EraIERDEERERTEAF A, Workspace Environment
Management ;Z A EIRALS IR, LUEXES#H1T LT AIE,

o BRIFREEE:

- 121F4H

- (AFEBRIGE
- AER
- FTED#L

- WBIREN2E
- EIRThEE
- SEMRI
- METE
- w0

- Inixxtt

- SMNEBIESS
- XHRGIRIE
- FAF DSN
- XHXEK
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o 2RSSR

o DEC

1R1F4AH

July 8,2022

fER “RIFA" IhEE, BRIUEREX—HRE, ARE—TTRTRRFAPNFEEEXRENESAFRIAR4A,

ERLLINEE, BERBEEZRNSE “@F BRPEENSMEE. BAlt, SAUE—IMTBRRE S MR
e

SO LUERBIAS SR B Workspace Environment Management 1&1E, EEEMNZEKX,

1BREATIR
1R{F4A

ETIAREANTIR, €8 B BaM. EREMSRATIETR.

B1E
BE.

o BRFANBES ML (RAER. FTEMNAMKIRERE) PEFZIRME. f, RIEESE “NA
BRFHIR" EIMR ERINT RAER, BN “R(FA 71K SR EAVEEE FeERAIMEETE “LHAE
F" TRENEANAE F.

« MRANEDECHIRMFAE (RIFHTIR > 2> BECE) PRBRFEEED, NWRENENFSFIND AR
RAAR AR,

B F" BOERT AMHEERRIRE. ERILRITUTERE:

o Ail. ATCIZERENEL AR AR AFTERFRIR(FRIR(FH,
o iE. ATRIBIERFL.

o Efl. BTFMIEREASHIREAL,

o MIER. ATFMBRIEERELH,

BEIRIRIFA, BFRITUTI R,

1. 72 EEEHI e > 8F > 121F4A > BFAEYIR B+ L, BF H.
2. 71 “HERIBMFAT BO%, BAREKER, MNTHHIRPERERVED, AERE “HBE .
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RREIRIFA, BMIIRPERERNA, ARET RKiE.

EREREA, BERERENGA, ARRE EF. FIE, 2T SEFEcameERiE. REMRRIIET, FRE
5%k “-Copy”. fE&RILIEE “4RiE™ LAERER.

AR

FFEIRIEAR, FRIFBAT ATENEIEREREMNBEFT B, BNFERESWEMEINIKEEE KEKRER
£ (IRE). BERAIZAD, 1FHE SRILE > EE > ITH 818 E &+

SRR IEA, EMFIRPEFEANAE, REET Bk,
AE:

NRMBRHRIEC DECRIIRIEA, WA ESOER e N EZARFIER.

FERMIZ M

2, BIEANETER, RRMERTRIFATIRP,
WA, ATHEEAXIRFANAEMES,

BRIFANRTS. ERARSNZERRSZETIURFR, £AE, BEERBEANRLSBFAHAFA, RELAILRE
BRIFATE SRR,

=

BTFEREDEXRCREENTTIRE. A ‘T BREM. ERBMIFERI LT,

A, XEARERET LURINEE I B HVIRIEH P HIIR(E,

BEHENS LB EIRIERR TR, WEREMREH R I LI LIS EXBUE 2 B iZig(E.
AR

o MRFHRERMEIEDECL AP RVRIEA, WIRERBEMD L XLERF,
o MRMEDELE AP RREATMERRIE, MEBmMXERPEUE D ERIZIRF.

BEEE. XLEREREHRATCIEAREANEREE. EIUEBFREMREUREEN. BERUASMIERFEE
W, 10, NARFRESIE. FIATEN. KohiesSF,

baril
BE.

MRTE BRENE EIMFE “ENE ERPANESERREAPRRE I Bk, NEERETUE BN
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ENECIREENAR.

£ R1F7 > “RIFA” > “BFETIR" EUF EARFEE BEIRFE, ErURFESEENRENIEAEANAIH
BFA, Altk, BEE “E57 > “BRESE > “BEDE EDF. ERETFL, WERFANBFRANEE I A
ERPESERMRFAN “RFAE” Tin. EOURE “BFE HRZLNNSUEEEIZRIFE NEHE
AR EF KRR EDEHECEN . DECRFR, RASRTEERERTNZRIEHIT LT XL,
BXELIMAIENFRER, FEH E5.
DECIR(FAR, FEERUT/IMAZR:

o MRDECHRIFA, WEDEREPESHFERE

o — P HSMEFAREFRNRFATES, NTESNRMFEAH, DRXENARBEERZ M IENA,

o RIBBEAPIURIER, BERIESZ—MRFATHIRFESNRF. EXMBERT, ROENRFEES

Z AR ERAVIR(E, MMSBUEAERVREREBUEDE. HEtRERETE,

BNVSES

B, EERIRIEAINEERF N AER (iexplore.exe #l calc.exe) R AERLAF, BFRITUTSE,

1. %3 BIEEHIE > 1&1F > LARER > LAEFYIR ET+, ABKRNEARERF (iexplore.exe # calc.exe),

Citrix Workspace Environment Management

£ ot ) Configuration set| Default Ste | & osete
&) Create |

& Edt

k—d—.‘q -
Eo— -

| 3 Action Groups e nli

(71 Applicatians

[ Disconnect

Start Menu View

g Printers

S Network Drives
tag# Virtual Drives
&) Registry Entries

& Environment Variables

ri;.jaelinns

|| Filters

[ Assignments

L System Optimization

|| Policies and Frofiles

L security

| Active Directory Objects

|| Transformer Settings

[I) Advanced Settings

|| Administration

[ Monitoring

Name
n Internet Explorer
@ Calauator

Actions

State

@ Current access level : Global Full Access g
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2. R EEEH G > 1BF > BF4E > BEATIR EIR, AREE AN eIRIBFEL,

&9 Network Drives
e Virtual Drives
&) Registry Enies

ﬂ Environment Variables ~

At __1 = -
|imﬁ | = " |

i | e oo
- [} System Optimization | Avadable: Configured:
- [ Folicies and Profiles | s

- [ security
[ Active Directory Objects | | <
. [ Transformer Settings

| [L) Advanced Settings

[ Administration |

- [ Monitoring

© Current access level : Global Full Access _:

3. 7 “BEATIR" EW+LE, WEELIZMREAUE “TA” M k8 E8PETREIIR.
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& Printers
S Network Drives
W@ Virtual Drives

@) Registry Eniries

j Environment Variables

Action group 1

Avalable:

| Appications
. (@ Calculator
(4 Intemet Explorer
| Printers
=12 Drives
= =2 MNetwork
S Virtuad
-~ Registry Entries
~~|_ Environment Varisbles
L Ports
“o IniFiles
|7 External Tasks
----- | Folders and Fles

© Current access level : Global Full Access

4. £ ‘A1 7 EH, WESTUAEFFEEDE EEE Bk, ShIUBIERNAER, ARREMHE

SKRIT IR,
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[ Applications
g‘ Printers

S Network Drives
wg@ Virtual Drives
@) Registry Entries

8] Environment variables

| [ Monitoring

@
Ports.
[ IniFies (e T
] Extemal Tasks | Configuration
i e | J e pea | cex |
F ed:
a8 ) Avftl: Configur
[ retos >
[ hssignments =1L Drives
LS Nebwark
[ System Optimization 'I:':::L | <
1 Regstry Entries
| Policies and Profiles " Envirorment Varisbles L]
L Ports
! i Security | IniFiles
: i . External Tasks
- [L) Active Directory Objects 142 Folders and Fies @) Create Quick Launch
- UserDSN -4 Create Start Menu
| [ Transformer Settings L A= Fie Assodiations @ PnTo TaskBar
& PinTo Start Menu
- [ Advanced Settings | ) Auto Start
. Printers
[ Administration o
L Network v

@ Current access level : Gobal Ful Access _;

5 7 “BEEE &8H, A TUAREFEEET. TITAd, BREIKEMEREEIESE,
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5S¢ Network Drives
W Virtual Drives
@] Regstry Entries

&] Environment Variables

Actions |
@ Forts |
[ IniFies focor o] fooaid o fooEat o fpooser
) Extemal Tasks + ||| Configuration
| J e o | cer |
Avalable: Configured:
i Fiters ol =
- t} Bk | R ~
Assignments
| = Drives
|~ Network 4@ Create Quick Launch
[ System Optimization | 12 Vrual | < % Create Start Menu
- Registry Entries 4 PnToTaskBar
- [ Policies and Frofiles 1l | :-i2 environment variabies -4 PnTo Start Meru =
| Forts Pl -4 Auto Start
[ security | 1 IniFiles | E-@ Interet Explorer
— - = External Tasks % Create Deskiop
- [ Active Directory Objects 1 " Folders and Fies @) Create Quick Launch
| User DSN ) Create StartMenu
| [ Transformer Settings il | -L= Fie Assocations 1P To Taskear
& PnTo Start Meru
| [} Advanced Settings | 8 Autn Start
Printers
B Drives
2 Network -

@ Current access level : Global Ful Access ;

6. I EEEHE > 28 > BIEDE U+, AENGHEMANARUE ‘AT A M “BENE” BT ETRREL
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[# Modeling wizard

Priority

- [L Actions

- [ Filters

| —

- [L) System Optimization

- [ Policies and Frofiles

- [ security

- [ Active Directory Objects

| [ Transformer Settings

- [ Advanced Settings

- [ Administration

[ Monitoring

Assignments
| lred o | dear |
Avalable: Assigned:
= Action Groups | Action Groups
[#-{ Action group L | " =1 Actions
(-1 Actions 1 Applications
-1 Appications . Printers
-~|Z Printers | < 1.2 Drives
[#-|__ Drives - Regstry Enfriss
| Registry Entries L Environment Variables
<L Environment Variables - Ports
| Ports - IniFiles
12 Tni Files 1 External Tasks
L External Tasks 1 Folders and Fies
| Folders and Fies . User DSN
~-|_ User DSN - File Assodations
~~|_ Fie Assodations

© Current access level : Gobal Ful Access _;

7. 7 “FIR” B8, WEHIECIZRIFE (EAFIFAIREA D, REBHE B0k &8 BhrIllidEdik

FRFAE, ARBRRARSSRAITIEE.
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[# Modeling viizard

n anonymous users and

8. EHEmESREOS,

Assignments
\ P ) Dear
Aualable: Assigned:
ELZ Action Groups i {_ Action Groups
8 Actons ||| si e 2 | £ s
L Actions 1 Appications
,im | | Applcations L Printers
| Printers | < [+ Drives
M - [#-LZ Drives ~|_ Regstry Entries
I 1 L= Registry Entries | Envronment Variables
| Environment Varisbles | Ports
5 System Opsmizatio 1 | Ports . IniFiles
L IniFles | External Tasks
| [ Policies and Profiles | i8] Extarnal Tasks 12 Folders and Fies
2 Folders and Files iZ User DSN
0 security ! | User DSN 1 File Assacations
[} Active Directory Objects |

PRI True,

RIERHHRE,

© Current access level - Gobal Ful Acess _;
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9. ®3 “BEEEHE”

Citrix Workspace Environment Management -

']ﬁﬂﬂew

=l Refresh

¥ Bacup

¥ Restore

5 Action Assigrment il

[# Modeling viizard

| Actions
[ Filters
L Assignments - 1:
- [L) System Optimization ‘

[ Policies and Profiles

i securiy

[L] Active Directory Objects ‘
[ Transformer Settings 3

[L} Advanced Settings

|| Administration

[Z Monitoring

Name Description Priority State
w |Everyone A group that indudes :
Assignments
Selected Fiter
[aiways Troe "
Avalable:
[=-| Action Groups: - Jtion Groups
#-{_F Action grouy Actions Jrions
EHE M_iions b o | cocel 4 Appications
#1-L= Applcationg Printers
| Printers < e+ Drives
#-|.2 Drives ~|_ Regstry Entries
|2 Registry Entries -+| Erwironment Variables
+|_ Environment Variables {2 Ports
-~ Ports ~{ IniFiles
L= IniFles L External Tasks
= External Tasks L Folders and Files
| Folders and Files {2 User DSN
- User DSN | File Assodations
| Fie Assodations

€ Current access level - Global Ful Access.

> ‘B > ‘RIE” > ‘Gt @&k, ARRE R
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& Cornect iaw“m-qm“h ‘]ebeleve 4 Badup
& Create
EM“ mnlerron

Helialil Regstrabons

@ Advinsators Agents Summary
& Lisers Total Agents (Al Sites) Total Agents (Current Site) Total Agents Last 24Hours Total Agents Last Manth
24 Agents | L | [t | [t | [1 |
{8/ Logang
Agents History

Device Name Device Mode!
AG-AGENT-DEMO1 | HVM domU

[ Actions

ﬁﬂmers

[ Assignments
- [ System Optimization
[ Policies and Profiles

[ Security
[L] Active Directory Objects
[ Transformer Settings

[L] Advanced Settings

i Clear Expired Records
ﬁ Monitoring

10. ARBEHNE, ARELTXCREFERRH XA,

€ Current access level - Global Ful Access.

11, EETRENHEN (REEXH) £, BIFRERNRERSTEN.

FURBIR, XM INAREFERNDEAREEN, HRERESNRNEISEHEEEES =,

AR E

July 8, 2022
B8E:

WEM Bri sz &R mismES HKEY_LOCAL_MACHINE #1 HKEY_CURRENT_USER AMREEE T
KEXRVLASRIRIS B,

FELEIBERA S, &R EEISASRIRENE (GPP) %2 Workspace Environment Management (WEM) &, Hx
HAEER, 1585 WX i TBARSHNIRE, SMERTLUSAERIIEE (ETEMERMIGE) SAE WEM 1,

SARER, TRAEEDEW GPO Zil, ErILUAESE GPO XEKEIRERNZTME, ErRILKE GPO SEsnF
BRI &4E, MEDEEMEE—F. IREEER GPO nRLEE MNP, WREFRSEN. AFUEEAFRMHE
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o WRBXITENBTA, WitENEINZERER. NRYTAFETAH, WAFPEKIIREEER.
e

BETENBREILRER, 5E#H B Citrix WEM Agent Host Service, EfRFRFIMIZEIRIEX, B
PRI AR ERE Fo

ARG E
AR

EfE WEM {I2Ee05 EMIRARIKISE, BRIEREEHE EBAT Citrix WEM BFRERIRS.

BRAKKIZELE, THEERHA WEM MIBAKRKIGE, RIAERLT, AL FREARS. BRER:

o BREREAERRIGE,
« BMEARIIRECDECLAFAHAFA, WEM RSB EIRE,

HARBENRTER

ETIA GPO B3R, EAEHREAMEHHRTHER.

* RUF. R GPO %%,

o FN\o I SAAFRRIZE M%, ZRASATFEHARIRESN WEM,
o iE. AT4IBILA GPO,

o MER. MIPREERZRR GPO,

SNARKIKE

SNERIGE 271, BT Controller L& HAKRIKIZE:
1. fTFHARIREREH S,
2. T ARKRERE BO%, ARETEENH GPO, ABEE &%,
3. T ‘& MEARKNR” BOF, BEEREEMHUE. HE, BUUNEHREER,
4. BREHUBHER, RAEREHE.
5. SMBIEMXMHE, AEBEESEN zip Xt
AR

WEM EZ S NEBEZ1 GPO &> 43k zip Xt

BESFNARKIRE, BRAUTIE:
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1. 5 WEM RRSEBIEEM -~ ESPARy LR, & GPO 9 zip L% Citrix Cloud FEZIAXHF,
2. SMEIEEEHE > 2F > ARKKERDF, ERERARKRELE, ARRESALITASARS.

3. ARNASHNESNOXHGREL, BENRN, AEMIIRPERERIXMH. BHAIURAXHNRR, AR
BE B HEE.

« BEEZRISAN GPO, THIRTEZIE GPO,
4. B8 FRSN UBHSAIE,

5. ARG, BEiTH. AN GPO B 2R AHKIEE fIF L,

IRIBHERIRIRE

MIIRFRER D GPO LR FHIRENZHME, HiREFTERIERE.,

Bl GPO, EAREH GPO, ABEMNEEEE B4, REEHE, KEMOERE, SEMRRERM, H85
55 “Copy’. EEILUMER “GiE° REXBH.

BERER, BETHREARBYRED.

B GPO FIRFAERE GPO &#f.

WA, ATIEEEX GPO WHMES, %EBESRE GPO FI&RH,
AMERIEE, 27 GPO 8&80EMmRIEE.

I[N

51%:
HiRtRE. RNARNFE T EMRMNIRE RSB ETERFPIFERER.

o e AVFIEAIEMRRDL
o YREE. AIFERIEEMERDL
o MIER. AVFIERIEREMRDL

BRIEMRRD, BREHAM Fl. UTRERA:

o . AVFIEIEEEMRBEIEEIRT.

o #B1F. ATREEIMRIBIRIELEL,

REE. ATFEEMRITULEE.

BFRE. AIFERPREMRIEE,

BIERR. AWERRENFRENASEIEER,
W= ER. AVFEMEREM R T,
BFRFAEE. AFERREIMERI THFEE,

» RE%EH, H#FE: HKEY_LOCAL_MACHINE # HKEY_CURRENT_USER.
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« FRIR, REMTMMEIMRMANTERR, fl, WR HKEY_LOCAL_MACHINE\Software)\
Microsoft\Windows 2EMRMAMTERKZ, N Software\Microsoft\Windows F
B2

o B AFENEMREEERT. TEFREETHHEEA— M EESIMERE.

Mame Type Data
REG &2 (value not set)

o XE, AFEHEIEEHIERE,

- REG_SZ, IR 2T RTARTEABIIRET S

- REG_EXPAND_SZ, R S— T BMNMIETHS, HhaaNRRF ERNERRNTE, §ii,
WFUTE, THE “%Systemroot%” WHIBIERGR LM SEIF(I B,

- REG_BINARY., {E{afsate 541508,

- REG_DWORD, 32 {i#i¥. WAEBSATHRE. fltl, 0° RFCRA, 17 FROBEM.

- REG_DWORD_LITTLE_ENDIAN, /N#t&stay 32 i,

- REG_QWORD, — 64 fiIfg#F,

- REG_QWORD_LITTLE_ENDIAN, /J\#t8=89 64 (13,

- REG_MULTI_SZ, It#(B2—25HH, AFRFEAFIRAS MENE. S EEBAETHIR.

o HiE. AFERANSEMRENREBIE. WTFAENHELE, ERARFEUFRNEIBARRKRE.
EHEFIRE R E— B A BEE. RFIEUT/LR:

+ 5HKEY_LOCAL_MACHINE ;ftRF2E # o XA BREE Citrix WEM Agent Host Service Sxhs
1EER SQL & B RIFER BB 43,
+ 5 HKEY_CURRENT_USER FMREEE R TXBNERTERAFRBERNER

E XA RKIZE

A U AMESENEDE#HIT LT, MMEARISET RN, MERVE-FANMS &S, NIRFFER
EETIREMNARIFE &40, WEM Agent 72N A ERRARIIRE, BN, 7ERHFRITIHIESRN, RESB

IXLEIRE,
ARG ER SN EM TIERZNT:
1. EEEEHIEH, SME ML > B HEXEMN. E5R &4
BE.

BXRAUAMEFRGNTEIR, BEE HitkM. ARRISEQERAFMNITENRE, FEMEFHNE
BTREFPIRE. IREXLEmEFENATITENIRE, WEM Agent K2R ERGH I AT ENIZE,
BEXTERTIHENIRENMERGNTEIIR, B2 NERTIHBENIRENTRESRF.
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2. SnE “fEERT > N HEXTEESAN, ERILFESRE 1 PEXMEGEIEEZANT, ESHE A0,
3. SME B1E> ARKIRE, AREEARIRE,
4. SME BIEITHE > D > BFDE, ARSTHMUTRE:

a) MEBAHENELENBFA A A,

b) EERNEERF, REEEAEFX (>) UDEEN].

C) 7 “HECH %2 HOH, EBREESR 2 PEXHMAN, AELE £ “HBE . REN TR BEBEE
‘BRET B

d) ZESRERF, EBEBENMER. BA—IERUIEER LK. NMEBK, RERHES. KELK
BHIRERERELE, URREITEREPREERBRRIER,

TEFHFERTIHENRE

i 1528 4 #R ERTIHENIRE

ClientName Zfg ES

EPig Ptttz £

A RELAD MREL HKCU FRRBECE A MRE, N EMRET R

ERMRYAFIHENKE, WAREER,

F P EZRILE £

BRREES LA £

P SBC &iRE £

Active Directory B2 It £

Active Directory E M It S

7% ClientName T#g £

BREE PG P it ITED &

FTEMRELER &

FTRFER/ X TR £

BERRREES LA £

%A Active Directory B2 ITEZ

iy

3%%& Active Directory B4 ITEZ

iy

EPimnig OS LA

I

T P IR ERFILAD

I
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it == ERFITENISE
Active Directory 4AILEz £

%% Active Directory £HITHED £
BRHBHNERZM £

R

March 24,2023
EHIN AR RES A I,
B

o AT UE A Citrix Studio R AR FIZE, AREFMER VUEMAppCmd.exe i 7] # 17 X 4
12, VUEMAppCmd.exe #i{x 7 Citrix Virtual Apps and Desktops & 75 ¥ N F3 12 = /& &) Z B,
Workspace Environment Management REZIF RN L E, BXFEMEE, ES1E €M Citrix
Studio RiIENARRFILE.

o BEILUERS SR E Workspace Environment Management ##1E, #EEIhEEERA,

N REFTIR

NENBEFRRNTIR, ERILUER Find RIBXAFRBZAME ID HigilR.

ANINNBERF

1. fEAETXERS FM &<,

2. £ “HMENBRER WEFEEIRFRNFAEE, AR &8
FERMEMH

B0

o Bif. NAEFRESXNETREN, ERENBERTIRP,
o B, WFRNEREMRA/QBASH, HATEIEEEXRRNEMES.
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o MARFEE, RESABHNNAREFELE, AIUR BERENNARR. XMH/X#%. URL 5 StoreFront

il

RMABEZ—. UWTERHSEN, BEIURTIERE:
- W17, BPHITENEIRAREFTRITXHNRRGR. K ZEAVFERN S AR RIT M.
- IEBR. REAXTEER. UREHNRIARITXH, NEHES,
- 2%, NARFENEABIHSH.
- BfR. (XH/X#¥%) MARFITFNBERX S tRET,
- R#EAX URL. (URL) ERMMNAREFRESRH URL,
- MAEE URL, (StoreFront AEE) SR2BMRESBIZEIRN StoreFront ZABER URL.

- FEZJR, (StoreFront RZAE®IE) StoreFront MARE EENRESNBINER. NE READIFE
F SRR E R,

e

ZRIMET StoreFront NAAENNAER, EXIREEMHNER F—XBENEEENA
BEREN, BER—IEE, N EERRREBENBTERIERT Windows i Citrix
Workspace i BiEFHER. /&, BHENEEEREED, HRERTHE WEM S8iEH &8
+izf789 Citrix Workspace M A#EF A Windows 1R E &N BEFTIR.

FHARBEM, £ iR REDEFNAEFREASANLIZUE, RINERT, S7E EFFEIRMIIRES
o

EEER. AWENSEERXGHNENNAREFERET. ANERT, MREERNAREFTHRITXEN
EtR, &R LUERERENET. EiRUXAR N EFEESIERET.

- RIREDWERER. BEFEPNETRSBEET.

NAREFRS. EHRERRNAEFRESN. BAR, BEENESAR, REBLAZAEE,

PRI, BUER, RBERAILAPETVAREFRESRN. RESREMRESINEE—TESHE, UK
TZERARR, FERFRWE—FEES, BNMITNREHENAREFFIA, X%, EMaIUEDE
EEATNAEFLATHIPRSHNE R, MEFTERIMIRNAREFRESAER.

EREM. REAXEAPFRHETRIEMR,
R, ATFERAPEERTRINARFNAE, ARXOANE, HRUTHEXBN (B : Ctrl+Alt+S,

IRIERAL, MR FRB M ALEBIRE,

ERISE

BREMBEHREE. EFIED/E, MRAFEBRHIMIFNAEZFIRER, NREITERIFBEIERCIEN
BEFRES
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o BHERMIE. AFEEENAEFRESNERAFRSE LNHUE, BEUGRNEL

Windows #3, ZHILARFRERR LNRIMED. EBREOEREAKEOPITH,

« FEEEMRSPET. ARIFEREE Ul EXTEITH, MREBF T UERNIRSZER G BBIRS 7
EFRENARERF. XEEFHRBREELTGRE “RONARER BRFIRN “BENARER JiFH.

s ERAFPWERSEIZRES . ERABFWRRXRPEIZNBREFRESR

ERMET StoreFront NABENNBEFEZE, ELATIRMAERNER, WELEE WEM EEEHI&ITEN LN
Windows Citrix Workspace [z R12Fa] IR ZR B &£ N BI2FHN5 IR,

TR KEME

£ Fi” REHETRNAERRES AR RUEHLE,

RIFro RN AEFIR.

BE. fIA—1TAS, ATFEERERNBEFRESBHENME,
RiB. TN RAEFRERS.

MRR. MR FIN A2 IRES L E IR

=/ Citrix Studio FiENAREFILE

Workspace Environment Management (WEM) A& IRETEFHTE, MEAMEBEINRZ, VUEMAppCMD
T & (VUEMAppCmd.exe) aT#® WEM R E 5 Citrix Virtual Apps and Desktops B & GHIN BIEFEZ Bl
SERAL NS, BNTREBREXMHES: %ProgramFiles%\Citrix\Workspace Environment
Management Agent\VUEMAppCmd.exe,

==

T 64 (IR1ERS, EXNA %¥ProgramFiles (x86)%.
f&a] LUGER Citrix Studio 4RiBN RIEFIRE, AEFINER VUEMAppCmd.exe HRTHAITXHEER, Hitt, 1E5%
LTS

1. SM=E Citrix Studio ¥ “HARFIRE” > “i B WH.
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Studio Location

Enter the location information below.

Enter path of the local application on the end users operating system:
Identification |

| Lo

Delivery

Browse the applications on the lecal machine, or enter the path manually.
Commandne sgmentepions

Groups | Example: https./fwww.Example.com

Limit Visibility Working directory:

File Type Assaciation | Example: \\myapps\

2. BARZLAPIRERS AN BEFEER.

o BALTARR:%ProgramFiles%\Citrix\Workspace Environment Management
Agent\VUEMAppCmd. exe,

3. BABRITSRLUEEEITANNABER.

« BAE®T VUEMAppCmd.exe B AEFHTERREF, IRBEEETH, FRERKNARER
N LTEEENEISH,

o 0, RigEHEE T VUEMAppCmd.exe =5 iexplore.exe, EaILUEE BN TSR ITIT
fE: "%ProgramFiles%\Internet Explorer\iexplore.exe",

FTENH

July 8,2022

LRI BT ENALBYBREY

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 111



Workspace Environment Management 2109

e

ISR LUEREIASShEY B Workspace Environment Management &€, EEEMNEK,

PILEFTENH TR

BAM— ID WIATENRFENTIR. ERILUER "B RIEXATFFFHRIZAMRE D fHiEfTENHGIR. RILERLD
BEX LR SAMEITENIRSS 28 S NITEML,

ARINFTENH]

1. 72 MEITENNFIR EW+ £, BE Ml RERPETEAXE, ARELTXEREPER M,
2. 7 “HERMSTEW §0OF, BAREEE, ARRE “WE

FERAIE M

BiRo FTENHLZRTEFTENNFIRPH B REM,

W, WFBNETERS/QEMST, HATEEEEXRRNEMES.

BIRER{R. $TENHTE A IR ARTRYRR o

FTENHURTS. YIHHTENN R B RERER. BAR, AESELAF, AEBEARSNEH#TAE,
SMERITIE. AVFIEIR A ERER T ENN BV E X1

BREE. THRRIERIF RS NAF B EREZITEIN.

IRIFREL, MRILFRET AKEIRIF. WTEAIREMIHTENNX M, F5EBRREIEN XML FTENHFIR X HEY4E
MR (FSE XMLATENNFIREE) . RIBRIFET, TSI XML XX, LUEFTENYIARINZHREIEIATIH,

SFTENM

1. ERERH, BE SARBITENRS S,
2. £ MRISHTENIRS 22S NEEPRNFAESR, AERE HBE:

FERMIE M

FTENARSS 28R Mo EMATFNITENNIBVFTENARSS B3RV R 7o

ERASEAZKIE. RANERT, SNEAEERTH & YaEiTPERNSHH Windows kP BIEIR, EFIIEme 91T
ENAR S 2R IER S E A RIRY R,
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LTSI

July 8,2022
S AR IR ED SR A BT .

e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

MR EHER TR

WMEMLERENERHITIR, EAILUER Find RIBXAFRBZREMR ID HEHIR.

AR IR THER

1. B ETFXERE 7R 65
2. £ fEMEERES SHEEETRPRRANFAEE, ARE &

FEANIE M

Bif. WENEE B RTEMBEENRETIRPIZRTEM.
WA, WFERINBRTERA/ABASH, HATEEESXRRNAMES.
BiRR. AR REITEIMEIREERRR.

MRS, HRNBR IR R EAERER. RARE, BMENELAR, REBEUFINEH#TAE,

SMNEBIEIE. AVFIEMRAR R FEREEI ML R R B0 E Kl
EREMBEHKESE. HRAERFIES AR B EMEIZMKSIXEER.
REBRN TR,

IRERR, WRILTRBMN AKEBREE BINKENRG LRGSR,

REIXIX B 25

July 8,2022

EHIEIAIREN B AIBEY. EINIEEN2EE Windows E#IIRENEEE MS-DOS i&& AR, BT A (812 Gt 2 IR Th

/5o
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e

SO LUERBIAS S B Workspace Environment Management 1&1E, EEEMNZEKX,

REPAIREHERT 2R

ETIE EINIRRNERATIR. ERILIER ‘B #%&MK ID fHiEsx.
AN D ECEIMEENE I TERZNT:

1. %3 BIRTHIE > 0 > EPIERNE > EINIREERTIR &I+, B M. &, ARBEE=AKE, ARE
FREERIEE BTN, WEHEET MZEMIENSE E0

a) 7 BMETMFL, BAFBER, AEERERTRENIRNIEE HERNA.
b) REMEREESFHREFEEMNEEEET D,

2. ®E “EEIERIR” > “EST > “BAENER ETF.

a) WHEAH S EREIMNIREN2IH AP A H.

b) EEEMIRFNRE, REREEGE X (>) #HITHE.

C) ENRLIBBMEHBSEOP, EHHRENE, BERERHES, AGREHTE. EMURNBEMTHE
B EENEER.

ZOEARERE—LENEAREN, AABRRTEESRIRE > K& > RSETUET+ L SQL RERIFERIEERN
B, MNRFE, BRITUTSE, EHEIAEN,

1. ®%E3 “GBEHE” > ‘GBI > ‘KB > “Git” &k, AREE “REF .
2. AREGAE, ABRELTCREPEERH TIFRAE,

FEANIE M

B &R B, REhEs BRTEEMIEENRTIRPIETRE M,

WA, AVFEIEER XEMRHBNEMES. EENETREREHLEZRSH.

BIRERR. BNEPIKEHERTE A A IFIR P ARTRIER R,

REMIEENRTE. TIREMNENBREEAEERER. £AE, BfESkLAF, ABEFIREE,
REBNEREER. AFEEFESRERENTREES,

R EIR RIEEAL, MR FIRE M AKEBIR(E,
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ERRIN

July 8,2022
EEEMRITA A,
R

A LUER RS B Workspace Environment Management &€, EEEMNEK,

AMRETIR

WEEMERIMAIGIR, ERIUER Find RIBXAFRBREMS D HiEdIxR.

AR RN

1. B ETFXERE 7R 6<%
2. 7 fEEMRE WHEEETRPRNFAES, ARR THE

FEANIE M

B EMRIHNEREN, BREEMRITIRF,
WA, IWFERNBRTEMRA/AZASH, HATEEESXRRNAMES.
AMRERS, THEMRTNERAERER. £ARE, BMENELAF, RBERSWHEHITAE,

EfRERR. BEEPLIETMRIEMRME. Workspace Environment Management R 858 i M
R, AETEEERERMN% i+84/Name%)\ HKEY_CURRENT_USER —X 2 Bzh5emi.

BirEM. EMRFEETHEMERENRR (Bl NontSecurity).
BIRRE, FelZpEMmRmAIER,
Birfh{E. tIREIMRFENE 1 0 = C:\Program 324)

BIT—R. BIMERT, SXRAERIFBS, Workspace Environment Management s 6l# MR, Ehitts
EHER] 5 Workspace Environment Management (X 8I2— MR (FEFE—RRIFE) , MARESRRIFES
BE—R, XETLUMMRAERIFZRE, THEYEOAFHE T TS EMR,

BRIFEE, AR FRE M ARE BRI,
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SNEMRRX S

1. FEEES A, SME BE> EMRIL

2. AVREXH, BE SNEMRXM.

3. £ WEMRXASAN BOF, B % USMEERRERRI .

4. BHEARFEREERERXS. SERNTRE, BETEMRRIRETIR.
5. ERESANIMKRIRE, ARRE SNEE TLURHISAIE,

6. BE HE BE MEMRIHSN B

PRI

SERRSA G, SME .reg XFFHEE I EEMMT. reg XHEAAESNT WEM tGEMRE. reg Xt
RFUETF SO HTER, BARNTARSNERREE,

Rl 135 reg Xff, REEFEXHOENEHRGHIIR.

ERRESIR. SIHES AN reg XHQANFEERRE.
BESANTE, NRHM, VHAER FRRRSAGERER,

ESANTBERZMEIR. MREPLIET, WEEILBSSANFREEMRTBZM (B0, “XRXP” = “1457)
BB IR — M RIR. XAFME] UE RIS AR TR EM R

AR

ST ESANEGHERBMEEMRT, MREN reg XHEE2LMEEHERZMAGEMRIT UUERRETIR
FETR), BFERXERERH—TIHITEN. NRESANHMBARS, BEHKBEN

Irt

ol
Xt

January 24, 2022
EHIRR T ENEIE,
N

1A LU shaS <k ki B Workspace Environment Management #1F, EEIIEEFEREK,

FMREETIR

NEFETENFIR, ERIUER Find RIBXAFRBREMS ID HiEdIxR.
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RINFIRE S

1. A ETXERE R <.
2. 7 MEMRZE WNFELTFFRRNFAEE, ARR HHE

FERMIE M

Bif. TEMNBTEN, NMEEBEIMFTEFIRPAERIAE,
W, WFBNBTERS/QEMST, HATEEEEXRRNEMES.
TERS. NEHREERRRAEREA. BAG, AMESKLBFR, ABEEFIWHHAITRE,
LTERM, HIRLEEHINERT.
TEE, FREEE,
RIFRE, R FRE M AREBIR(F.
PATIR.

i

March 31,2022

imOINEEARFE Fim COM  LPT imOBRSsY. &ERTLIGEA Citrix Studio HBg/E A COM ix O LPT imO8 B5hiE
B, AXIFAES, BER KOEERARKILE,

R AThREF hEHIE MR O RBRET, 1§21z Citrix Studio FEAEF I COM mOEEMEE A if LPT i
AZERHE, BIAMERT, 21k COM ixOEFEEWM LPT isOEE M.

R
SO LUERBIASSHERY B Workspace Environment Management ##F, EINEEEEA,
wmOFIR

WEROMNTIR. ERIUER B %BRE ID kR,

AR O

1. METSCERERIER .
2. £ im0 SHEEETR ERANFAER, RAERE W
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FEMIE M

B ImHEREROFIRFHERER.

W, NETERE/CIBMSH, HATEEEEXTRNEMES.

BOM. iEOREAERER. BAR, BESELAF, ABUASNEH#TAE,
mHBM. IwOEITIEER TR,

mH BN BirmH.

R RTR RIFREL AR ERE M ARERR(F.
flan, ERLRIN T AREERHIRE:

o IHOFR: HEFE “COM3”
« wmAB4R: BWA \\Client\COM3:

E3 new Port

[ General ]

Display

MName:

| Port-example |

Description:

Port State

| Enabled -

Port Settings

Port name:

COM3: |

Port target:

| WiClient\com3: |

Actions
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Ini &

January 24,2022
L ini SUEHRIEMRIRE, AWFEEK .ini X,
R’

&R LUERA IS ShERY B Workspace Environment Management 12, FEINEEERA

Ini XHHRIETIR

WA ini XHRENTIR, EaUER Find RIBXEFRFRIRETR ID fMikdIR,

ARON.ini STHHRIE

1. EAETFXERE 7R 85
2. £ i Ini XHHRE SHEEETRHBANFAER, RER EHE

FEANIE M

B .ini XHHRENRREM, ERETE | i X FFIRF,

W, WFRNBTERS/QIZAST, HATEEEREXRRNEMESR.

ini XHRIERES. DIRInI XHRIERBAEZEEM. BAGE, ESREAF, RBUFSNE#ITLE,
BIRERE. XIEE T EAFPFRPETHHER.Ini XARIE,

BARER0. XIERE T HIRIEETXS.ini XAHHNERSY . MRIEET — M AEFENEE, WStIZE,
BIMER TR, XIFEEERNBIERNRZ T,

Birth{E. XEE T EES,

BIT—R. BIAERT, XRRERIFET, Workspace Environment Management #B&17.ini XHFiRME. Sk
LtEAEAE Workspace Environment Management {XAIT—/%igME, MARESRRIFETRITIZN . XMk T RIE
RS2, THEBMRERFS.ini XHRIED AR,

BRIFRE, MR ZRE M ARE BRI,
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SMERESS

July 8,2022

EHIFMNEMESBIRIT. IEBESEBEEITHANNERR, REREBIVEGEITHANNBEFNENIZR. E BRI
ZE13%: vbs 1 .cmd 7S,

ERINBESIIRE, EaILUEEMMEBITINGES, XETLULEEEMMMEERERFFE,
T

&0 LU shAS < hRY B Workspace Environment Management 1#1F, EEINEEFERK,

SMNERESSFIR

REIMNIMESHTIR, ERIUER Find IRIEXAFZHFRIZEMY 1D fHEdIxR,

ANININEBIESS

1. AT 7R 65
2. 7E FESMERESS SHEMEETRPMNFAGES, ARE THE

FERMIEM

B BTHEEIINPESHNETEN, ZRMBEREIMNIESTITRP,
WA, ATEEAXRINPESHAMES,
BiE. BTEEINMESHRR. RREERFIMEPEITHEN. FHE:

o EHEIMEENRESAEEN .
« REFNEBBTESIENER.

Fit. BTHEERMBHETSR. EAUBAFNHR, FHRESBERLABTHEIRNBREFNSHR. BXER B
& M S FRERE, BESE SMMES T,

SNERMES TS, EHSINFESERRERER. BAG, BERESSRLEF, ABEFIRIEES,
HAZ
o RlET. EHAARFHRERNESZITINIES. IABRT, EILTEFRS,.

o Bk, EHRPEMERIETAENTENREDETINIES. RINMERT, ERLTERRS. R
WEM REREEYE Windows i&& £, NIERFIEM,
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« BR. EHRAABERNETETINIMES. RINERT, S FEPRE.

o EH, EHAPFENEEETINIES. RIE Citrix BFERRSERET, SUHERFEER. RINER
T, RiERZED,

TITRRE. MREPLLED, NESKERRET, MAERFET.

BIT—Re WMRERILE, TILEELIEFEEBYPEREMNEDR, WELEFPREEENRE, WEM BREB17—
RIES. FIAERILED

MITIRF. AWERES MESHEBITINF. SEEaAFRSRT ZMSHEREP—EESTEAMES A ERNIETT
B, WETMSREM. BIAERT, ZER 0. BEBETRITINFER O (B) NES, ARETEN 1 WES, ARE
1TER 2 B91ESS, RIS

ERHESTH. BT EERESHESTHNNE, RINMERT, FH8 ER 30,

IRIERERL, HRIMBES B AERERE.

BPEHEER

BRZMEER, WEM Agent BEAPECEHEINBIZ—ME R Citrix WEM Agent Logoff.log®WAE
X, BEXHMTFEPNREXHRX GRS, WEM KBS XA TERBAEERETANEEX . ZES a8
T AHR 5 5B S 1R KAV 1)L,

SMNERESS

SHFRIZ (530, PowerShell i) :
o MRXHRBEMEEZTHFESTH:

- E ‘B FEBHP, BAUTARZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
- EBHFEF, BAUTASA: C:\<folder path>\<script name>.psl,

SiE, BHEANERE “BE FRPRNMAEN BEF, fl: C:\<folder path>\<script
name>.psl. IRFE, £ B FBRP, HESK. B, WEAXHRZTEREREMIZFITH, A
TFRFHRPEENX ALK, BRXAREXBENER, 558 XXk

o MRXHRBRERHMELMEETIE:

- £ ‘B FEBHP, BAUTAZA: C:\Windows\System32\WindowsPowerShell\vl
.0\powershell.exe,
- EBRFED, BEAUTAHE: -file C:\<folder path>\<script name>.psl,

TR AER (5170 iexplore.exe):
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o £ B FEH, BAUTRA: C:\Program Files\"Internet Explorer"\iexplore
. eXe,
o £ B FES, BABITFHNMIER URL: https://docs.citrix.com/,

X R G1RE

January 24,2022
RN XHEMXXHE R Z AP FEF.
e

SO LUEREIA SRR B Workspace Environment Management ##F, EINEEEEA,

X RGHRIET &R

B XX HFIRIERNTIR, ERILUER Find RIBXAFRBREMR ID HEHIR.

AN REIRIE

1. EAEFXERE 7R a5
2. 7 MEXHRFIRE WEEETRPBANFAES, ARE THE

FEANIE M

B XHAXHFRIZENETEM, BRETIRF.

W, AFEREEXBRNEMES. EFRNERFHEIZDSFET.

XU RFRIERT. HIRBAERREANXMGRSIRE. BARE, BMEDELAF, ABBFAESNE#TAE,
RERTR. EHBFES S RBVEE R,

BiREkE. ERIFTRX X R BEREE.

MREFE, WEBEBT. BHXHHXGRIEFRSESZEMUERERNIME AR, NRBEMFILEDR, FE
BB FERBHERAMEHEX X, NFSEFRIREMIIX.

BIT—R. BIMERT, SXRAERIFBS, Workspace Environment Management #iia{TXXF R AR, ER
tkikIme] ik Workspace Environment Management {Rizf7—/Ri21F, MARESRRIFIIZITIRIE. XA LUNIR
RERFIE, TEHRATNAFRDET IFSXERFIRIEN,
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RIERE, BRI GRGFIRERMTALKBMIZIE: Ehl. BibR. Boh. EHE X FSTHE BF. BOEFTSHE
#, BRELAFET Windows SeCreateSymbolicLinkPrivilege MR FEIERR SHEZ,

RITIRF. HERFRETING, iLRERERTHMRFIETT. BRETHRITIFER 0 (B) B9RE, AREBITERN
1 89181, AIREBITEN 2 BURE, MRILSEH,

FAF DSN

January 24,2022
=HIAF~ DSN B98I,
R

A LUER RS SERY B Workspace Environment Management &, EEINEEEEK,

FAF DSN 5%

WERAF DSN W5I%R. ErILUER Find IRIBXAFRBZREZIR D HEdiR.

~iNFF DSN

1. ERETXERE 7R 6<%
2. 7 “#iAF DSN” SHEEEHRHRANFAESE, AREE HBE.

FEANIE M

##. FAF DSN 2R, ER7EMAF DSN FI&H,

W, WFRINBTERS/QEAST, HATEEEEXRRNEMESR.

FF DSN RS, tIERAERRZMAR DSN. £AfRE, BMERELAF, RBEFIYEHITAE,
DSN ##k, FF DSN BYThEEZ ¥,

G)#l. DSN IXzhigrr. Bal, K3 SQL ARs328 DSN.

ARs328 2R, AP DSN iE#ZIRY SQL ARSS2BBIR R,

Database Name (¥EE&#). FAF DSN E&EZIH SQL HIEEN &,

ERAFESEHITER. AWFETIEERTEEIRS R/ MEENEE.
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BIT—R. BIAERT, SXRERIFES, Workspace Environment Management #8&6IEMAF DSN, AiEILAE
alf§ Workspace Environment Management X8I —%xFEF DSN, MARESRRIFEIE—R, Xa] Uik
RERFIIE, THELYENARDETFZ DSN B,

1RIERE, MR FRE M AREBIR(F,

S KEX

March 31, 2022
BE:

BEENXHLEXRKSBHRARINKEK, B2, SEITFERNXHN, “CHREMEITFIXH?” EOREE
MARM, RREER—INBEFRITAZXMS. SEHREXAEN. MRFTEEREIXRMNED, BFHITHU
TigfE: FARREERHEA AR "CREFNARER B KK (rENEE > BE2E&IR > Windows
HF > XHRFEEER) o

EHITE B P IR B R ) R SO 2 BY KB
e

IEE] LUERBIASRERY B Workspace Environment Management ##E, EEINEEEEA,

XFREXFI®R

MEXMHRENTIR, ERILUER ‘B BB D MHiEsx.

AN REX

1. A ETXERE R <.
2. 7 MEXAXREK NEELT-RFRRNFAEE, ARR HHE

Bife XHREKHIETEI, S5XXMXREVITRFERIVER,
W, WFBNETERS/QEAST, HATEEEEXRRNEMES.
XHRBERS, XA XKEERERER. BAG, MEDRLEFR, AEBEFIWHH#ITLRE,

X BB, BTIXAREXEKNYT B, MRMINRPEEXAHY RS, ProglD ZEIGHMIER (MNREBITEE
EHIeRIT BN EFEZXHRE), SHEAUEERAY BR, B2, WFKESEXEK, SNEERNY RiEF. X
FARER, BEF MR,
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proGid, 5MARERF (COM) XEXMRIZITIAR. LEMFIRPEZFEHT BEN, WEKBHERT. SHAIUERE
B ProglD, EXMBREMNAIEFH ProglD, EATLIER OLE/COM 4% EE2 (oleview.exe), HEIR
#%/Ole 1.0 WRHEEF, HX ProglD WESER, ESH HiziniRfr (ProglD).

1821F. ARVFEEFRIERE: TH. RIBSITE,

BirR AR, ATRESKXHT BE—REANATRITX 4. BARTRITXHRNTEREZ, fii, 33+ UltraEdit X
#454888: C:\Program Files\IDM Computer Solutions\UltraEdit\uedit64.exe

Y. BTEEERSATHITXAREXRRIERE, flin:

o SHFIFIRIE, BRA ‘%1 .
o SIFITEDNRME, BERA /p %1,

RERNRINESE. IRESRXEIRENZXAT BRBAIME,
B, VXA XKESERIEEY BRHNEMINEAE XK.

BIT—R. BRINERT, SXRARERIFE, Workspace Environment Management (WEM) #B& IR XEk, %
FIEM AT QIR — R X XEBE, MARESARIFE IR HXE, XA LUINMRAERFERE, CERLAENBFRDE
TS X RBRET,

BRUERE, BRNZREMALBMIRGE,
Blan, BRSCE (Ixt) SXERMFBEREXE, WERPERFMEREF (kiR iexplore.exe) BEITH XA,
BREBEUTSE,

1. 72 BIREHIE > B1F > XHXH > XHXERYIR EME L, 2 Fl.

2. £ “HIEXHXE BEOP, BANER, REREE HBE .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 125


https://docs.citrix.com/zh-cn/workspace-environment-management/2109/user-interface-description/actions/file-associations.html#programmatic-identifier-progid

Workspace Environment Management 2109

EX New File Association

| General l

Display
Mame:
|Fi|E association example |
Description:

File Assocdation State

| Enabled -

File Assodation Settings

File extension: ProgId:

it - |:| | txtfile |

Action:

|Dpen - |

Target application:

|C:‘|,Prngram Files (x36)\Internet Explc:rer‘-.ie| || Browse. .. ||
Command:
%1 |
Set as Default Action; [F] overwrite [F] Run Once
Actions
|I oK I| || Cancel

o XHXBRT. EEERBA.
XU R, BAXM BR. HEIRAIF, gt
o 1BfF BEE HTH,

Files (x86)\Internet Explorer xx#seh#) iexplore.exe,
o @ BN “% 1 HHEANGISE% 1 HERR,
R RBRBINRE

3. ®E “EEEHIE” > “E5T > “BIFNE EWR.
4. MEENEDERFNBF AR H,

B RER. B Fn USMIERANTRITXH ((exe XH), FILRAIF, FEFGTF C:\Program
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5. ®E “EERIR” > “EE > " > "wi” &U*, ARRE R

6. ARPEHNIE, ABRELTXREFERRIT XA,

7. BRABTRENHEN (BRFR) MEIESIRRNXHREXKEEE K.

EIRAIF, MBENERALBFRERT B 8.t B, WiZXE4E B Internet Explorer B$T5,

H

RUBEE SIS

WEM 3z85 9 LA TRl S 2 82 KB -

Google Chrome

Firefox

Opera

Internet Explorer (IE)

Microsoft Edge

Microsoft Edge Chromium

BN YRR KIS, FSEUT/LA:

s EXHTREFEHR, BAhttpa https.
 1£ ProgID FEH, RIFEHEFBALUTRE (KDKNE):

ChromeHTML, EMF Google Chrome

firefox, ERTF Firefox

OperaStable, &BTF Opera

IE, i&@T Internet Explorer (IE)

edge, ERAT Microsoft Edge

edge &t MSEdgeHTM, EAF Microsoft Edge Chromium

MR (ProgID)

BABFEESUTFR: 1&F. BITNARERFM <. RERMHERDN ProgID, ErmrILUBFRES. &

BRI IR AR ProglD 7!

Acrobat Reader DC: AcroExch.Document.DC
Opera x%igg: OperaStable

Google Chrome #i2§: ChromeHTML

Internet Explorer: htmlfile

EFiR: textfile

ZHTE
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o iBEA: txtfile

+ Microsoft Word 2016: Word.Document.12

+ Microsoft PowerPoint 2016: PowerPoint.Show.12
 Microsoft Excel 2016: Excel.Sheet.12

+ Microsoft Visio 2016: Visio.Drawing.15

« Microsoft Publisher 2016: Publisher.Document.16

B2, MRBIMUATER, WEIEEFER (BE. BIMLBREFM 5<):

o {RRBERRMEIERERY ProglD.
- BAFRAERF (a0 UltraEdit X7A4Rigss) EREIEBARSIEIMRFEME S8 ProglD.

January 24,2022

TitRR B E AV SERFEAAER (DRRE) MUAMRLS. ERIBEDERLBR ZAREMNMFF,

AR

MBS RAEM. &R LUERMNERE X AR RHREDECL B

RN 5%

MEMVETIR, ERILUER "B RA/M ID RI\EXAF AT HimiET xR

AN TR RN

1. A ETXERE M <.

2. 7E frETHEA MHEERENIFAES.

3. REFUMNPEENFEN ‘B JIREHE “BREE” k.
4. BEHHAE.
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FEMIE M

B MM REMNFIFRFHERER,
W, WFEBNETERS/QIZMST, HAFEEESXMUNEMES.
THEMNRTS, THRANZERERER. BAR, AEENEIEE, REBEUASEALNIERE,

ATAEK M. XERALURMEIMUBTHES 4. =, DateTime iTEBABLERMENXA: YYYY/MM/DD HH:
mm

ZMERUASDS ;) PR, TETUAEFRIR. SER—BREEFRRXZENEEN, ZABSAESEZEEN
i, 5I30: 1969/12/3109:00-1969/12/31 17:00

BERENFM. XEEESRMEMN PR,

ot

E

XELEMFZ AND 54, MAZ OREA. FMSIMFEFECN2MiR, FeRkhiER AR,

&M

FHBRNENMASE, ATFEEREAEEPNEERTRERDESLERAF

i eI

EIBEEMHNTIR, ERIUER Find RIBXAFRBZEME D HigdIx.

AR

1. B ETFXERE 7RI 65
2. £ MEMAERMG NEEEMFHRNFAEE, AGE HRE

FEANIE M

B, RENEREN, BRERGFIRMMUE R/ REmSH,
WA, IWFERINBRTENRA/SIZASH, HATEEESXFHNAMES.

>

FHRT. RHERREATRER. BAE, ERTSHIEMNIE/ RERSH,

=

ks
TR AL, BEANHERELTNKE, BEAMERE. T8 G0 BENE FEORINIGARLRE.

KB, XEZHWIMHFHNEERE. BB HEx Mt
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AR
BN P HuhtAs, &R LUFETE B it slSE R

MBEETEE WHATATEEERINLR TRAEVNELEZFT () RDEBIPERRRE (3w
192.168.10.1-192.168.10.5) . AN SFH ;) HYMS N EE R 4L, W, 192.168.10.1-
192.168.10.5;192.168.10.8-192.168.10;192.168.10.17 £ & iE B E .1-.5 7 .8-.10 LI% ™ At
17 AR,

Pl

November 28, 2022
R
ERREDELRF 2R, FRBATEMINFHITUTSE:

« BEBERF, 217 Active Directory St B P,
o EXHEM, EBH %Mo

o EXGLIEHM, ESHE Mo

o BRI, BELLNE,

ERDECAEIREENAF AT A, XERUBIRARERMAEN—BE577.

1RIEDE
AR

XEEEREMNAFPMANTIER (3581 Active Directory SIRFM HF ). WA RALUEZHERSE, FA &
H” B D WHixsR,

e

EE&A Active Directory mHIFRFERF S EIZIE, BEER “FAEAN” BRINARSEIRIE. DL ‘TN

RINANBREFR2ETERMAFPNRERERSHARIREET R L, i, 725§ actionl HEL “FRIEAN
BIAESE, ERIRERAI action]l KRETREARMIRIEIAT £ L,
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P2l

RFERIREDILIEENRFSE, £ B BB 1D kxR,
A, BRAHESERS AP AR,
WEFE MR B EETRIEH IS E NEUE D EC IR (F. DECIRIFN, RAASRTEEREXNEHEIT LTI,

BN, ERenichIttBrSAniEE. ErUBAS MRMEUREE] (NARFRESNMUE. RINTEN. K
MBSH)o

m AP [ iR E
1. £ BF 5I&RH, WERFRE, XFER DS 71K
2. £ “BIR” SR, EE—MEE, RERERAG () 2.
3. 1F HECIHERR SHEES, EEFE— ik AN, RERE BE.
4. 72 EHE FIRP, ERILUER BA M 2A ETFRERFASENITA.
AR
B “EEFFIARE ETEER, BWRR R XEXHRPEFEINARFRESX. MRTHE, BRN
BF “CIRFFARE” ET,

BN, RIREDE—MEELUBNEER, £ “ENER JIRD, MABATRET “BaEs" &5, HFHIREN
‘B, IRER ‘BR” EUBRAEDE, 8E4A (VDA EMNAMIZER) BEAFEHELATHNRERIEN B
B (REMHETRE, FticEEBRIEE).

BERF

RFERAS XETATERFPHNEMREE (FRERTA.

FERMIE M

IRFREEAR. ERENAF K B
ERBYIRIE. D ECLE B SR P R BERYIR(F.
RBP4, BRFIEIA.
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E SN

January 24,2022

Workspace Environment Management 24 BIEUTAR:

« CPU E12

s NFEE

« 1/0 &2

o REEH

« Citrix Optimizer
XEGESTERMAEIN LNRRERER, eS8 THRERNARTATEMNARER, XEMaTLBIER—
RSB LXFESAPRRESHFAEE,

ERRZGMURERETHENN, FERTMEAFRRIE, EREMKEUARARON, XBHKE, S#HETHARP
AMZERfAE CPU BERIPH, XABF ABRZES. HHBF B BaiRE—#26, #EAKTANREAF BN
IERBHIZARA 2R RE

CPU &32

April 26,2023

WIS E, Erfil CPU FRXK,

CPU EiEigE

HER UBFRERZOET, HEFTURERESARTEZM CPU, 72 Workspace Environment Management
(WEM) &, CPU BIRIZE AW EIREIRMHIZAILUERN CPU B8, CPU IBERIPAZH T REL2E CPU FERX
figit. ©EERLEREIE%Z CPU EREMHIZN B AR,

BA CPU IBERIFE, MRERAIHEERE, WEM SE—ERBIAB MR EHENMLSLR. AT, SEHMNARE
Y, ERNMARSTRIEMITRNHE, HERGBUSEIRFIZIT.

CPU I ERIFTHRERERE “REE” FHOES M HE, “NMRHARNTIHHBIIEERFNENEEERRG, NH
MR ILEFEE. EIEENREZE, #1289 CPU AR EEEIELHNNE ZdiEeE “RE". 5 CPU [RH|
AR, NFFRTHLAELE,

ERENMHBNEL P LFBIEEZR, Ttk CPU BERIP, @5, BELS CPU BMBRIEERE, RIE

EVFE-MHELFBHEE, SWAEME CPU IBERP. B2, H#HEXMft% CPU BERIFE, HEA B
FA%REE CPU iy EIneY, F—#i2R9sisEfl (CPU) &1k,
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BYREHEMEL CPU BERPHN, ZEHHIEREAENIMEIERES. REDIIEREMNAFIMASRES. X
BEWRERF 1 (BE#EN CPU MUTSFMAR 2 E—#ERNTTA.

g0, R Internet Explorer HiEFE 50% —60% 89 CPU, NATLUEER CPU IEEFRIF(E T BRLE AN VDA MHAE
B iexplore.exe 525, (b2 F, CPU BERERTFFE#Z.)

HNNBWEZ AR TR, URERZmEREIF— VDA HEMA R NIMREN&REE.

CPU IEEfRIF

} =r

AR

o UTFREFRH “CPU AX" BEFYENSENNPR “BEAER". CPU NS IMNAZEEMANIEE
21228, 5 Windows —#. flal, BEE—1 61 CPU YR BENBIARNER 12 MNEELERSE (B4
BRARKREZOEN—®) . —88%F 81 CPU (81 CPU & 12 1MA%R) BYIENE 96 MiZiEAE
25, EEEM 4 7% CPU MEIMWIAER 8 MEiEAESE,

o XEFEATEM. fid, RigEE—88%F 8 1 CPU M4+ EN, 81 CPU AF 12 Mzl (96
PNIBELESR) , /O SRIERIERS VDA S SNEMNERER 4 % CPU (8 MBEAE
#8) . ERHARAL VM £ CPU IBERIFRI#E, EEAE—FHZ0, 15K CPU RO ERRGIRERN 4
(EPMNIZELERN—F), MAT 48 WEENZELERN—F),

B CPU BERIF, MNRHZET—RIEINEIEEN CPU EAXESL ERFIRFNEFERPIEE), WE—K
R ERFRR#AERY CPU ek (E=RM AR EIFRPIEE) .

« Baifilk CPU I8, EAIEIA BapfER CPU AT ER#HERN CPU AR, hERSRIEZIELIEEE
(CPU mtz) pv#iEBmitEMA CPU BERIPOEE. flM, RIRE 4 Mad. BALETE, MRS CPU
fERFRET 23%, WLHAE CPU FHIR 15% U Er#iER CPU AR =B R, B, 7£ 8 THRZENER
T, RE CPU EAXRET 11%, WEMER 8% CPU HiRAI#ER CPU LthaBaIfER.

« BEX CPU EERIF, AWEAEX CPU IBERIFNIRE,

- CPU AR, EREELHILIAEIR CPU SRR DA sEftA CPU IBERIF. LLRFIERSSS
PHFIEZENESETHELREN, HEARERMHIEREN. THE CPU IBERIPHMASRN, R—#iE
NS PEFIFRSHRINE CPU AXBED L, WRHELFIKEAZAZILERS, WASHA CPU IBER
o U0, 7EARSSEE VDA £, EZMHEARIER, RIRFEIFS iexplore.exe L. SNEHIE—REY
EIRIEELH 35% B9 CPU £, ALk, Ritsd, iexplore.exe e RERN CPU FRAX, BR,
BRIFER CPU EAMRHIRE N 35% SHETF 35%, BMNF =M% CPU IEERF.

- PRERFEEE, HIZEMRMEE CPU iRz aiaEd CPU ERRHIBIREHKE.,

- TRMREEE. FEEHE CPU MARNMEIKE. FNEZE, RAERREZILTZ—:

* NIRRT CPU Uik~ LI E#HEM AR BEREZFEAEE CPU LIED, MWEIAKF (IE

#)o
* YIR7E CPU i f EIEE T #IEM T &, WIEENRF, TERETEFET BRAEE CPU L
1t EBL,
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* BURTFHIERIT AR, INRKE CPU LRI ISR #HIZMESR, FEEET BRE
A CPU fifk 32101, MESHIXMER, #i2ia CPU BERPEIME, H CPU RARMBIK,

ER CPU ZOMERRS, Ktk CPU IBERIFEHIZRFINITEN LIEEMERZELIESE. £ 1 2 X FSEEREAN
— MR, Hdh X BAZHEH. IRBANBYAT X, WEAERT WEM SR REHIZEHNRAHERRS7 Xo

« FRHI CPU #ZOEAE, faEMA CPU BERIFHNHERRTHNZEBMESRLE, XTF VM, ERANERHEZ
REEMN P RIZIELERSE, MARREYIEESPRZELESRHE,

BREEE CPU fifk. BAE, AESERNKML CPU BERIFI#IEZEN CPU 5thk. REMA CPU IBERIFH
HIZTEBHE DA CPU MARSZHETFITAERNHE, EEE, WEM RERLUT RS ERIT CPU fiifk:

+ Taskmgr

s RATNHE
+ Svchost

« LSASS

« Wininit

. services

* CSISss

+ audiodg

« MsMpEng
+ NisSrv

* MSCOrsvw
« vmwareresolutionset

BREEI0 k. BRE, RERZRERAME CPU EERIFPAHIZNMHE /O AR, REME CPU IRERF
HHIZTE R EBYIR D ECHY |/O MR ZF MR F1T R IERAHE,

HFREER#IZ, BIMERT, WEM CPU EESHIRFIERE LAY Citrix #1 Windows & ORS#2, B, &H]
LAfEFR ST MHEBR DI ZR A R0 X MRS AR, LUEIRFIIMATSCERAR (f5U40 notepad.exe) #1T CPU IBERIF. &
BERT, PRSHERRHREIN

o ERILHRSABERFPERERR /0, EOTLURHFESHEHS I/0 RAERLERR, E5RI/0E
1,

o ZHiERA CPU BERIPHIFE T #iE CPU AR, WEM &XER#1ER CPU MAANHSIER—

&L, HEHHEEP, 7 Norskale KBRS AREFMRSAER, T “EEVBEHIZHIZR
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CPU {54k

MRERRSFRR, XEREREN. SNAFERAEEEEZN CPU LAREH, UERS CPU LIEEMER#HZ
FREMIEREMRM. HHIEFEERSH, RARRENHERELTIARESNEMHREZ ERHERS. Bk, EIIFX
ATREEFES CPU SHR B REID E.

BRI EOHBMARAHERIFAELERLT “BRMER . LENKMER “Ha” LERITEES (BXIER
ZETFEH) . H—aitBNLBITS M #HEN, AEBRRENFRIER CPU RAREINEENZEHRE, #i2 CPU
michktdm, DL ENMERNEMES,

AR

NREFEHRE LIREREM CPU MELES, WL CPUEER—ERREL. ARG HEHMHEE (BERS
CPU £5£4%) hesim CPU ERERES L.

BR#HEMSTR. MREFIED, NaJUFngE#IER CPU AR,

RN

1. g RN H1T FIM#HE CPU AR SHEEFRNERES.
2. BEHWAEXRFANEE,
3. B WA UEAIRE. SELGSEN#HE CPU MARKERREEENLE H EMBMHEER X,

HIZE. SBET RBENHEBTRITXMHEM. Flm, F Windows HREIRE (explorer.exe), ERA
“explorer”,

CPU L5k thke HIBPFBLIEN “BE" LEf. #ENMARES, LERSRBHOMEIMRESZ. K “E
B”. B “BFER". “ERT. RTEERT M R g

IRAEHIE

R, ARBEHRE.

il e

WERRHE, AREBERFR.

CPU X%

BR#EEXE. BARE, ATEEX—T#HEERZ O “SEAER . fli, ErILUSTE VDA LEmIEEER
B EBIRRE A E X BRI,
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CPU EE

CPU FR&IRIFG L2 AEE CPU AARRENIEEE DL, Y WEM XZIfsER CPU B EERY, WEM “IRE” (¢
“RET) ZitiE, XEFRLBALE#HE SAAE CPU,

AR

« CPUBER—MENTE, HELRES. AT ANMRSEHIERERN CPU £RAXRR, &iFfER CPU
IEERIP, R RXLEHZDAFRS CPU R5EEKFM CPU XxBxtt, CPU REIRIFEN T EFIALERRE
EBAERBBENFEREBRFRARIEEZMERE CPU [RE,

o ENENEENA CPU A BENN—EB D EHEEAR—HIZEEFRNBE DG, HEE R
FMIRE” UEEREX

A

TRENEEBDENATFRSSBFEMEN CPU KNSR, MARHEENEMBEMAL, (EEHR, Mm% CPU
+8910% 2% CPU 8 10%, MAZ— Mzl 10%).

BREHEEE. BRAHEEE,

. WEHITXERFR (B30 notepad.exe) FHINFHIZ,
kR, MEEFIRPIBIRRE BRAVHIE,

R, RENATHIERNNE,

o 35 WEM EE#i2H, ESBHZERME WEM ZRHFIHRARNEMRTIRP, BB EEIAERIEIE
HIZREWEE,

o BEALLEIEEIEEMBRHEIA CPUEMKZTASBEEER 7 EREIE CPU BERSES L.

RNFEE

June 16, 2022
LGB # i 1EEE Workspace Environment Management (WEM) {71k 5z RIEFF RTERIER.

MREAXLEIRE, WEM it E# B EERANRNEFEEUH#IEFRENR/ ) REFE, MASEEREE. WEM BER
MAREL S, SGHELTFZHRSE, WEM SFHENSRAERREINEX SR, HAESEEHNEHEE. BF,
N AREFERIMEEES =R TR Z RS,

SNAEFMNESERER, ENROERERESTET, ERAUREFSEALCHETININT.

WEM LEMEss R T AR ERESEREERANMENAERF. MRESTHAFASERESNHE, WK
BRFIATHM#E, XBIERN—8RS[ LXFESHAFRIEMAREE,

BRIEEMK. BHETEENEBDRLTRERSHNAEFRRZRAE, BRENFBLATERNRS.
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THRRERE (D). ERFBRSRAEFEZA, NAEFLILTFERRENIE, EXERNER, WEM SitE:i#
EEANANFEUNEERFNR)NREFEE, MASKEREL. FIAMEN 120 2.

THRRSIRE (Bt . #HEWAATHRN CPU EAXE DL, FINMERN 1%, RITFRINERST 5% KE: SN
[EEERRHRERIESWIRINNTHN, MMSBERAERER.

HIRMEEMHIZ, ATFERBMMRFEERTHRRHE (5190, notepad.exe),

WEM AU T RA#HZNNAEFREFEERBER:

« rdpshell
« wfshell
o rdpclip
s Wwmiprvse
« dllhost
» audiodg
« msdtc

+ MSCOrsvw
» spoolsv
* SMSS

« winlogon
+ svchost
» taskmgr
« System Idle Process
« System

« LSASS

e wininit
» msiexec
« services
+ CSIss

+ MsMpEng
* NisSrv

« Memory Compression

1/0 &8

July 8,2022

XIS B RV IFERIZN |/O (R, UWERSHEMMLE 1/0 AR HERRISMERERIT, flim, EaLE
A3 1/0 EIRIQ B RRHHE T FHEN N AER.
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o “BE M B REAWERERBNALENBEFREMN,

- B, ATEEBEZMENN, EFIEDE, ERAENMNEEZZ RN, FHITENECRK I
RANATERIETEN.

- &H. ATERANSMEMNEH, REHRE, BRGENMVEEZZAREHMN, NRESH
HEFREAMNHRITIRE, FEABERN, ANMNREHERTE, SHRARKREIBE

eSS

MNETF AppLocker #INE S, S MEARIMERETESHMMNER, HIa0 (12), BEESKIREENRNFIRIFIER
UT&EEZ—:

o ATHATHLN. B&5RARFXER.exe fl.com ¥ B&RSHIHN,

« Windows #0ll, EIEZHITERF iniHEVMARS B ERENHFNRERFEXHER (msic .msp. .mst) #
Ao

o BIAMN, BEUTERXHHMAN: psl. .bat. .cmd. vbs. .js

o AN, 88TENARF (WHRER Windows NA) N, ETENNBREFS, NBREFEPHFR
BEXHHEERNIRR. Bit, —ME s 2R AEF. Workspace Environment Management
RZFHT BN BREFINRHBERN,

o DLL AW, MW, Hh@HUFEREs: dll .ocx.

BRMNTIREEADESE, MNRFIRITIED D] A TFEH AppLocker ERIBEMN LigsIiTIZESPARERMN S .
FILAGE AR A AL SR 6 {E -

XA (BRIN) . MUERHIGER “XIF”, REKREENFSRA.
o SUEMNHBHIREN “BEMT , XEKREEITEREIN LA TEDRES,

Hite SIEMMNHIRER “HR, XEFRECIMITRFIEEDRSHREIN L, BAFETER AppLocker #1
MR AR, AFZNARFET, HEEXZNAREFINESRINE AppLocker EH4HER,

£\ AppLocker #10

&7 LUK M AppLocker 2 H 89 #1 Ml § N Bl Workspace Environment Management #, § A\ # Windows
AppLocker igEEHRME ‘22" EMEPHNTAMEAN D, ERATHNNBEFLTESMNES B ibsHTIER
EIHEES,

1. EEEX A, BE S\ AppLlocker #inl,
2. MEIM AppLocker BB E AppLocker #MIE XML XX,
3. BEHEEAN
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XEMNIF AN BEF RN FITRF,

ANANALIY

1.
2.

3.

10.

11.

FEID=FEEMMNES R HliN, ERMAIHRITRN, HEF FTHRITAN" £5,
A AN,

£ BT BOH, BAUTHARESR:

o B MUAEMNFIFRFERIETREM.
o HiBH. AXFERNVEMER (7).

£ RET BT, BE— MR

o BiZ. ZMNILE HFRRERXFRER,
o K&, ZMNS5EERNLHE L,
o G, AN ILECHSERIMG FH A,

£ IR 8o, BEHIEMNE AF B2 L NBEFIET.

BRI EAAFPIARE, BESEEED, EREREMNSELHNAFEE, B FIEREE
BRZHAN “OE” Bir.
e

o EEILUERBEN Windows IBEFEIRRIITES NERE, RERA “2%” REEMBEIT
« AP®ABATF “Workspace Environment Management R~ F&H,
o (BRI AT QRIS 53 BCFR I,

. BET—D,

. ARIEEEERANAEE, EEMNLARIFME:

o &2 IEEELECRIMINIBYSCHFERIZ B RBRIT, EIRCMRET, ZMMNKE LA ZS (R AERA T ERY
FREX o

o BfiE. IBEXEWNBEXH, ABMERM Publisher Info iBiA%EE ARSI,

o 6%, HBE—MXf. ZMNSXHRGFH AL,

BETF—%,
ANEFENEMEBISS (AIE). EARMBISN, EFGISNEE, RRBEE F. (ERJLUREFE Hi8 M Bk

BI5ho)
BEREFAN, BRE SR
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KMy EcLa AR
FEFIRFPEFE-ANHS AN, AREIREEHETXREFEE FiE, ARERT, ERESESEMVNBFA
F4EmTT, ARBEE “WE . EERLUER “2" RKERAEIE ERE, MFE ABCEDECFmERN,

AR MREFRSMINHRST “RE", WXLERNBEAAN D EEABENATEERNMERPMARE, 24
BN, HAENANSESEXENNZEHTEH.

ARIIERARR N

&3 FMBAMM, —4 AppLocker BEAMIMIEFRNEIFIZE R,

ZRAEALIY

FEFIRFPEFE-NHS AN, ARETR=HETXREREE HiE. MEIHINEER, AFERRERTRMER
BIRE,

FRBRAL Y

FEFIRFPEE—IHZ N, ARETEERH ETFXEREREE RIER.

BENNAREFTEAN

TR ED SEEETHPMENAEF T2, ANEBFHAEN XML X, ERUER “ER” FHNERE
EARES,
EIhREX S, BE &1, ARER ReRE.

mENAREFTEAN

ZAETLUM “Workspace Environment Management” &3 <8128 XML X mENAREFLT SN, FES
AN HHXLEMNERLFEEERTHAN, IRDERF “Re” RMRN, SWNFEATHNNAEFR
MM, TG EshiER, FERSIHEERTIL, GRS HEEE,

EEFEEEF, EELERREERMNSRERE SaREETNAFNAFE, RESHNEFR/AFEETHRIRE
K/EDHERPN, ERSEAS SR, EARLENANTSME, BRERDERS, MERE, ENBEREEE
L, ERILFGESHA CSV 8

1 EYEEXS, Bf TR UBHERES.
2. %% “ReRE”, ARBELE “T—F" B
3. MXHRER" &, FEEEE &M,
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4. %3 AppLocker MR E, RERHT—F.

5. WIS EMEMMNIE:

B MEMNHBHEEHR DS HakEETHERAFMAFR A,
Bo MEMNHBEREBNRDEC.

6. EFERER, BRE “CRIRE .

BEREEE, XRIMHEASR/REERTEN. MREA, WAREE “QMERER” M “WMEASE” EHEL
B EIRE.

AR

NERIERBEAFWRIEFISTH, WETAER. Alt, BER £iE RBLER BoE &M (EER/7E
EINEE/NTEER) RENREAF/2ELEER, AERBAELE RERN “UI", BRIREHRNATXLR
i,

WEBELE

XEGE AR EHRZTIAR S 8,

BEHERES, XREAHERES, SUIERERTRITXHEMR (Flf cmd.exe) RRM#HE,
HIRFAEIE R, MHZR S BP R ERERIK,,

HIFREERAE. AITFEMHERR BhHIRSERF A,

HIZER R

XEGEATFEBREREIIANAR R, #ERIEMHAEARBEEEHFE.

BREHEARSE, XEEAHEDZE, BXAEAETRITXHEM (FlI0 cmd.exe) RAM#ERE, T8 WREH,
ER#EER® ExBMEFAEEREPNFEERETINRZ R,

HRRASER R, MHEARBRHRAERSEK, (IEBEBITFRE#E).
HMEERH, AFENHERRBRAREERFA (ENEBETHRAEHE).
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Active Directory s#%

March 2, 2022

FRAXERE I MIEEEHE Workspace Environment Management (WEM) EEB8AF. HE.
filo

} =r

AR

BRF. &N A OU FHmEl WEM, UERERUNEHITERE,

AR

WERPMANTIR. ERIUER Find RIBXAFREZREMRE ID HiEdIxR.

AR

1. METSCERERER .
2. 7£ Windows iR AR IBEFMANAFRRABR, AEPdE “HWE

Bk, BFEARNZM,
WA, RTERETEMEFEFER. AIFERRERXAPRANEMER,

ZHFNLALR

MEMER. BTFREFRAMAFIKE ZEBRER. RERRE T EHEHNRENLEIRF. BA—MBHEUEE
ek, MEMA, RESMBES. WRETHR (W, ERYGEGHEERNBFBEFOFRMEZIREDERN), RLIARR

BRSPS SR
BE:

DECARBISER, BELLEENRERTEER. BENHIREMNSTS, BEAERTHE > Di. AXIFH

B8, B3 L TXHARKIRE,

MERS. ATEERERRERERAAFRHAE. NRER, WEEANESECIRIF.

AMZ AR

1. METFCREHRERE F .
2. AXHERFNSIBANARN, ARSOREN], AEBEHE,
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HE

ERMEZaEs (EEE) WitENSIR, RERLTIENITENE “Workspace Environment Management”
B, YXLEHEN ENREBEREREHRSSEIME, ERRENREREEMBENSITENEXMNIEE, EaIUE
A Find RIBXXAFRBIZAFME D fHiEsIx.

e

ZHOEXEHEN NIRRT EEWEMBIEMENRSEE, 1520 § BERDPrINIE,

BB ENERNI SaRESE

1. A “FINE” ETFXHPHLHIRE,
2. 7 EERTEANSA" WHEED, ERHBENSGTENA, ARRE “BE

RALBAPRITENRMEEESE

1. A 7 OV L F>RBEa <LK,
2. 7F “BRBAC WMEED, EFEARBA, AEEE WE

HwEITEN. ITEVIAR OU FHER

1. EFRPEE—TTIE,.

2. £ “RIE LTRSS TTIRH.

3. £ “REWME” WiEER, UTEEFAEEE (FRR®), AREE “HBE
B Y HEH. itEMAE OU &#F,

AR *. FHEHENSITENANT 2L (DN). MR FEH OU ABHEENEH, NILFEAFEXSE
o

W, BXITEN. iHEHARK OU BHEMER.
KB, RERIRE (GHEN. AsiBRB)

MERS. HEN. HENASK OU (BAXER) RS, WREA, WitEN. HEHASK OU BEENHDECHE
Fo

B MRLxR. XAFEEREANMBAKS ZEEERTR. MARRET EHENRENLEIRY. NE®BX, L
LRiEE. BB, MREFTHAR (BN, ERSAGHEERDEZFTHTEMEIRDEN), LEFIRSNHAIBA
KPR AR SR

* M Active Directory IREH RiLIFME R
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Advanced

RTFHEE Active Directory T HHIEIR,

Active Directory %801, Active Directory £ ZBRBIERITHIATEIEL (BF), ZRIAMEN 1000 =R, FKATEIN
EREL 500 EFAVERE, LUBSREERTMZAIEN,

HEFIRE

July 8,2022

RN A G B RIRIEFINEE, HIREFAFREERN Web I AiEF BohediEE, XEBHEEAREEAT
RRENTERKERE. ERKREFRKIM Windows PC BEAERATEAERN ‘W= EXHNEEAEEE i,

B
BHRE

X BIEHHRIZ F RSN R RIRE,

BRERER. MRBA, EEILESNAEENSEHEANTRN. EM=EXT, REBEEVERA Web S5
BEFEmE, BTERFEERIEEENTERERH. APKRKSE, RATAFRSAERE, MREAILE
5, MAZLE “BM” 3 “B%" TETFHREKRE.

Web 7@ URL, It URL A{EAF EIAKEA Web #iif, X2 Citrix Virtual Apps = Citrix Virtual Desktops %
1FEmIAIE URL.

BHEMITH, MEREMA, N Workspace Environment Management {EMZ=E %8 B E XATEIZ1EE.

BREEORR. MNEEA, Workspace Environment Management REM=RUEOERXB5h. AR MEBIERE
H Windows ¥#1E2Z 5

RIFETIER. MREBA, WAKTHEFEFEIIEFREFERNIES.

ETSRE. REA, “BEL". “RBE” M “E0” Web SARMABERE ‘M= HOHR. “E0 KA KXE
FEEXH Web RE URL.

BRI, MREA, NEHKERER Ul FERI .
2R 12 /083, RBA, WET 12088 (EF/TF). RIAMERT, FRiEFmA 24 /)\a3ade,

BRNAEFER. MREAE, WSET— 1 EIR, HHEE%E Workspace Environment Management 43 Echy
R MARERF.
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BofBNAEFER. MREA, NAEFEREAEANBMEREEC,.

BESIERD, AITEEER Ctri+Alt+U RIEERT A TR AP IFENEE, XA T ATEERNZFAENAR
R TR HERR T A 2 IR,

RIRE

BRIERYIFR. MREA, ¥ URL FIRAMEINEFRE.

TARIKRE

BRIAYIR. MREA, RIAVERFNEINZFHEH,

Advanced
#HIZE RN
XESE A Workspace Environment Management RIEER=E RN FRA#IZEEE, MASRME Web R

Hlo

BRHZE5HE. WRBA, W Workspace Environment Management {I2E T # 2B 8RR, EHIZBE
#1EX T, Workspace Environment Management RIS mEHIEGSITHISEMNMHIE, MRLKIL, HIBEER
B3l

I L1T. AWEHWANREHEZNHLIT (B, BFEE RDP &R mstsc.exe BBiZ),.

RESE, AWEN LEFIHNSITIREEASH (FIM, £ mstsc.exe WERT, REEREINITENA IP i
i) o

& VMware View NRE—MEFP R, MNREAR, iR VMware fSESERNEERRELER E—1NBAN
BFR&.

BH VMware View &, tNREA, MAFHIZEEI2EE VMware View &= T ISHIEHE P iHEN BT BN
BREFIEE, HEREENNAEFIEEXANET SIFERIET,

BAE RDS 2. MIREMA, NAF#HEERSRTE Microsoft T2 REARSS (RDS) WA FHMEM A+ EM LIET
NN ARFHRE, HEMEXFARNET RIEERED,

BA Citrix B3, MRBEA, WAFHESHBRENE Citrix B TETERFIHEN LS ARFSEm,
EFA N AR F R EXHANIEIT RIELRIED,
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BEMEELE

EEXNBRER. WRBA, NEFINTEOUS BaREFRIEZEN LK Internet Explorer (IE) AT RIS
BRTIET. BRAMERT, X2REIMEEOE IE7 RERXTET.

AHEREER. NREA, WSSAFBEMIHENEN, #xBtREEEMIERITHE,

BIERIASEIR, MREA, WRILEDERMAEIR,

&5 SSL i, MNRBA, NWrELrE SSL &E,

£ Citrix £iFHRENT. MRBA, WERFEZEIE Citrix 2iEBFRRE Citrix Workspace Environment
Management Agent M=,

WRBTEERRE, NREA, WELKETNSFEEXSE XK, FREAREILISRNSEERSE,
IREESI=MA IR, MREA, WREAFPNESIEIAGERSE, BN, AFRNARBANERH.
BiE Alt-Tab, MREMA, NZBL alt Tab &<, PELERF KARIERIE,

BE ZIF. IREBA, F—1 RE BAFNNENT, RIFRFRBENSHEEEEES

#ixE Citrix Desktop Viewer., (1REA, NWaKEEEERBIRIPERR. XERTREERT Windows =&
iy Citrix Workspace M AREFR & EMNPE, XHEMATUEF S AN BZFEMR. X2HEU TR &N,
LEIETA B3

« ERIREINAAFREERABILS.
o BREMILEET~ LG REIREET,
« ERABEREHMNBRIEERTF EEABHEREIET,

REETRE. OREA, WisEEEr Uldh 28" TH ‘BT
fREREIRE, MREA, BERRER Uy “RE” TRE 2.
B EAMRE. WREA, ¥ BiF REEfkfizEr Ul F8 988" T
REEERE. IREA, BERRERF Ulhy “RE” ThRE Z&.

REEFIFEES. REBA, BEREER Ul FRINSEN TRE TRHFEES. XM FRHFAEEHR, EAILL
BIRESHFER.

BR#ES. WREA, NRERAR Web ¥es#Es

pefl Windows ki, W1REA, ¥ Windows hiizs leiifE gt Ul PRI S EIE T,

fREETUR. SREM, NisREEHRER Ul 282hp “E50 Eif.

FRRFTENMNIRE. MREBA, BERKRER Ul BOREPEEITEMNE. AP IEEEIIER Ul REEITEL.
MEshiEikes. MREM, WS Citrix Workspace AREFHERFEME, ARBITAMSRAED,
DAY, MREA, WEEET Ctri+Alt+U @gitkiEs g,

FREUERIED, WMREA, FREERER Ul PXyER T X H
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FRBEMBIET. MREA, NWRERRER Ul PXHABERTE “E #BE07.
PR AIED, WRBA, NWEREERER Ul RXHBER TR,

BRREIES. %2R Ul SZHSMES. £ SHERSD, IRBAT AWRESIE FEW, WAFAUNEIRER
UlEFRES. ERAIETZE], ERERIEEMEES.

BROIENBRILE

BREHEREN. MREH, APEEmMmEIABERIISEIFE, 563 Windows BRRER,

A Web P EHRIEN, MREA, WERDAFRKESIEN, “EMIRE” HIEERN Web silsEH.
EERET. AFEIEENEEAFRERESENNEIETHIMERITINRF.

EiEEREIXA. MREA, RIEREXAEEENAMIEIEITIR,

RERXH, MREA, AEREEENNEKERNETEN (TAFAN) FEEBXHARETHFER,

FENTRBRS. THRREFERRAF, AEEFNERBRTS, HEBEEERENAARAHER. WRE
B, NABRFRITIHAE,

BRRE

November 28, 2022

XL 19 E B IR IR RV 5 TUAIRT 8]

[T

XEETE B A NRETR.

FEE

RIPIRIE, XERBHENERTANIET “BF EDRPERER 2(F . XERBESATERMRIN - BohSFoRIHN
(APHEERMR).

WEBNBERF. EFIIEDE, AEFLENBEREF.

SAIBATENM. R IR, RIBRIBFTENVUIRIE,

RIEREW DR ERIETE, RIERLENEIREDERIRIE
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RIEEIMIRENRR, NSRRI, B IREIIREHERIE(E. BIMIRENERE Windows EiMIREN2ET MS-DOS &
BRI, BEMXAREZRGNEIRENES,)

RIBEMRE, MRERUIED, AERRFLIREMRITUZ(F.

MEMRTE, ERIIED/E, AEFLERREERF.

RO, EFIETE, NEFLEREROERE.

SI2 Ini SUEFIRME, EAPIGETES, IR ini XHHEF.

RIRINEBIESS, EIRULIETS, AIEFIEBINBESERNF.

IR RGURIF. ERIETE, RIEERAENRFHRIFRIF
SAIRSMFREX, ERILETS, RIEFMEX 4 XEIRF,

LIEAF DSN, #EFItiETf, REFLERR DSN ##F.

REMRSR(F. XERBITHIRERS TR LBITAAR.
EREBEHNE, EHRERSEERNET.

EMERNBEHRIE, EH AR ENERIETAERNTTENRRERSET.
HNEEABHNE, EHREESEAFREEANIET.

REBEE, EHAFESRERENEErAFRRE (Ul) E2&S1TRTR (CMD),

BA (B fEREME. BRAESETAENKERS, LRENTFRAETAFERIZENBHELFEN. MR
TrEYERE® VDl KEEEAR, EEFIED,

EERBHNNARREPXHNT CMD {18, IREA, ABEELRANAERFU CMD EXE5, mAEE Ul EXXT
B, CMD RRETRS <R, MARRERHER.

TEIRIRME

&+ E B REEIE s RN IREF 2R REA RS RBREMINE (MEIRNEEMITEIN) . MRERE
EDEARBFPEAFA, BrERX TR ITFIRES XM B NI, ErLUESESED > RIEDET > 1&1EDED
HEIMENE D EER DR EIREFETRRATIIEI . “Workspace Environment Management” 1RiEHFE RIS
RS ERIX LRI :

1. B R L BRa9Em
2. 7 “BHE ERPASENIERE K ERNED

B, RIREETE ‘BN ERTAESENEAREFEAT “CIRZKH &M, FEAVAREFRESXEERHEL
B2, BMEERE REET+ LEATHRRERES LD, YRERF, ZRESNERE L.

BrpitERRES o AIRTERIFRESMIBRPMEL BB REES o
B MFRMKRIREER. MREA, RIESTERFERIERETE MBI,
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BENBRIBRIIEITENN. SIREM, RESIERIFIMFRFTEMLEITEIN.
REEEEIRBITENN. WMREA, NREEFASMEREEIZFTEIN.
REFEITEN. MRBA, WAEEFAMIBRILTIRPBERITEIN.

AIRET

XEETEHAERIRE.,

BRAERSER. BARERSXMH .

AEXMH, BEXHUE, BIAERT, XEERAFNEEXHRER.

RN, XFERARENFAREIER.

BRBEIRN. MREAR, WREBEELAEREMENRSHARORIIAEER L,

BBt AT LA . MREBA, RIEBAMEZFPRIMERENZE (ERERSABEERER).

EREFNREFELERE, MREA, REREIMAREFRHET (MARMEMENIRS) LRBXIRERLIEZ
Bo XHFMAT LUNBRIR(ER M IERE, BINER T, ETATEARS. WMREMSIILUFITN, BRALED,

BE.

« REAHEFSEMEMRSEHRRT, i, WHRERENEAFTE-LENEAEER, BERTERN
‘REBEFRFER" %I ( “SRgE” > “RE” > “RSET %M +L) EENE,

o BRMIER, BREERRNE, BERERINER, BESME “EF > “EFK > “GiHERE" &0+,
ARPHEANRE, ARELTXREFERE RIFEE

RIFFIFIRIRE, MREBA, WRESIEARERFIRABFAFRIRENRF. BXFRRENER, F5H FRLE,

RIFRASAILE, MREA, ABEEFREAERFAAE Windows £45&E8 (170, Windows RIREEBFMITHIE
) BIRUHTo

FEIRBE BRI, WREA, WABLEEFIFRIREBHREAA LN LA Windows BRI,

RIFr=E. MREAZED, RIEREAERFMASERENRH. AXKEKENES, B2 £H.
RIFTSMR. MRBA, REEFSERERFAAL Windows - SEERBIRIHT,

BLITHNRE, NREA, REERSLEITEN, MARSHFEMBENLIETER,
STMERIFLE, NRER, REERLSAEMELIRLNZE, MRS FEMBRENLETR.

eI REE, MREA, AEBTEERERAEBERAFFE. Bk, exBFUTHE:
o AP REITEN.

- BR FERF &mFLEN “RESZIGTEN &, KEFZMERECIZEFTENN.
- B BERE ENFEN “RBRETON G, REFIBERTIRPEEBEFETEIM.
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o BT EREIREhEEHIRLLIREHEE ASMIRR B B IR ThER
s FABIFRARE. FIRXE. RESEIMFIRE- £ T SCRBERER .
o FIEESIEM “FiR” RBEEEERER,

ieRmE ULEE, IREA, REREERERPEFERIERH, B4KE, ESMBRUTHE:

« FABFRRRE. FIRXE. RESSIMF IR £ T SCRBERER .
o FAEESIEM ‘iR RBEEEERER,

KENBEFFE. IREA, AETSERESR, RIEFCHIALAEFFETHRAERINTEN L.
BRANBEFZEE, IREA, WRLNEATRAZE (AXAEBIZENNERTH, FERAFRELE),

BRBEAFEER. MRBEA, KEEEBFRE Active Directory HMAF A, FE: XR—MIEEENNERE,
QEEBENT R,

Broker Service {88y, ErfE, EIBREZRE, KBLEZEZINEMEMRSHIRIBECHNET. RikER
15000 =

BRIRSE, Agent Host it BH LB RIRSHBHE, ZERERERAECHNARAXKAER. RINERN
15000 =#,

MEZFEN, BTMERER (MEREHBRATIE LS/ XHRER) NENE, FitEZE, REBIANREE
KW BAAEXR 500 =70,

RESAHTE, RETTUEANRALER. BAER 0 RESYIERITHNEERE), 1 ARERE, 2 WIS,
UL, BE, WEFFEENR.

BRBH. MRBAZED, WH5EMENRSERZAIMEN, RESEREINLETEIHES, Citrix 2
WEABRERERENNEZEZ LRALET, BN, EERSEBHATRIZEHMELE (KEEN) L.

EERIEIR

SEEIHITRIERF. IRBATXERE, REFVFEARFXERE, BERSITEMEREEMILL,
ERADECHIZE. RBATXERE, NAEEHRKE T RRBIFEIBIERAE R ERRE.

BEiRI#. WREA, REXNRKERIF. FRINERT, RFEERN 30 5.

EIMEREIRE

EINEENARIERIE, XEIGEITH Agent Host EEFEEE AP IR R EIRIE,

SR

B IE . MRBAXERT, NEFIREENES KRR ERLERES,
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AR 53T

X BEENEENRS.

REBEFRIFER, tigEEH Citrix WEM BENRSSEFRFMEEFNNE. Rffa®EFS WEM IRSHKIEE
REED. BINMEHN 30 D,

SQL I ERIFIER, ItLi&EREH Citrix WEM RIBENRSSFRIFE SQL EIZRENRE, BINMER 15 5§
RIEBFUMNSEhEER, Ithi&EEH Citrix WEM Agent ENARSERF B ohAEE N BT RIT AT El,
e

EFREREFNEAERSETNERT, AUEERENAEF B2 (VUEMAppCmd.exe) E#5RIBTIE,
VUEMAppCmd.exe aI#RARIEENERBED Citrix Virtual Apps and Desktops B A% HIN BIERF 2 5/
IR IR, BIEEERME, BEREE VueemAppCMD FMNEIFIERIZE , ZIgEREREENEEHKIEF
M. BXFAER, ESRRENEE WEM RIE,

BRFERER. XEEREEIIRFMEREINNEABEIER.

Y ieduinit i0Z. RIMERT, ERHRBENTHRITXHZAT, Citrix WEM REENRSEEHF ieduinit BT,
IR ERFAEENIRS TFR ieduinit,

REBHHRTL MRBA, WASARBTFEERFPENEAAF B Citrix WEM {2,

EHeIRE

RIEIRENER. AN ECIRENSRIRES, ARINEILLYIRPEVERIX TR EFTENG MIREDES S EEFHEER.
AFENEIETEEFERRNBEN. WRBH, HEPERNESREFMLAIEE M EER.

StoreFront

fERLLIER-E AT LUK StoreFront RZ A IERINE Workspace Environment Management 1, /5, ErRILUSM
I B > MARRT > “UARFIIR ETR, WRNXLNAEEPRIANEARER. XERLUIEEXREHIR
REFEANBEFRESXSRALZHET R, BXFRER, BSRLARER. ERREF (W) &XT, HE
StoreFront EAEFRERETENARFED R L, HX StoreFront ZAEERIFMAESR, BSiH StoreFront
X1,

AN B E

1. B&HARM,
. TE AINERE NEEFRNFAEER, ARRE BE. FEBREEENEEEDR.
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N FAEE URL, E4/A Workspace Environment Management iR &R AEER URL, URL 451U
http[s]://hostname[:port] K& i5E, H hostname B ABENZLREERZ, MRMYMBAROFRATA,
NixORA TS NABEEENRKO.

BHE:

o EfERMRARE URL BRI MIMNBMKZEREAIR, HERFUTERBERSZE (40 Citrix ADC) M/EHE.
o WINRERER TR ZEREIIIERN StoreFront,

WA, HIREERYAIIEX A,

RIBNABE EVIRPEFHE, ARRE RIE UENHEE URL ik,

MpsEeE  EVIRPER—EE, AERE B RUMEBESEFREREAEE.

MAEN B NA MIZEEEERENATENRIE,

IR

IEETR _E A ET AR FE M St IR IR BIAR S LI,
BE:

RIEZNEREER TR HITRSIRNURENFINECE £ FRINE,
PIREIRSHE, NREA, KEEMAMABIRIRSAE, ARG, EUEEREERTM Citrix Cloud &

25, HERERMANAMIBEISEE WEM ARSE, IINEEIFEER.

e g==N
= .

IR

REERERAMEZSEE WEM BRSSE, ABALET, gshiEd WEM B8R e #1784,

B2 E Citrix Cloud &8, @iz i\ Cloud Connector 8 FQDN 5% IP #thsik3#E2 & Citrix Cloud Connector,
B A0 —xEI— Cloud Connector, AHBRERSATAM, Citrix BNEES M ERMNEEDLRER/ Cloud
Connector, Eitt, BEEZE/DEEH Citrix Cloud EiZes,
Bkt Citrix Cloud Connector itE, IR EFRARIKEE Citrix Cloud Connector, &EER I,

BHE:

RIBZMNIRE TR E—LENEA AN, BERBRTERE “SRhigE” > “iE” > “RSE &+~ LEE
89 SQL IRERIFER 25,

MASARIBHR RS RIEE, REAIRETAERES WEM BRSS, HEETREFERIR, Ailt, &R AgentConfigu-
rationUtility.exe #5<47; #l%0:
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« <WEM agent 1dinstallation folder path>AgentConfigurationUtility.
exe switch -o --server <server name> --agentport <port number> --
syncport <port number>

« <WEM agent installation folder path>AgentConfigurationUtility.exe

switch -0 --server <server name>

+« <WEM agent 1dinstallation folder path>AgentConfigurationUtility.exe

switch --usegpo -o

ARREAENMEY

XEEFAFEE Ul BT MEURERINL, XEETHE Ul REBERFAFRRNETRS .
G-

XEETGER T Ul R THIRE, Ef1FERT CMD #EX TFaIHIE,

PR R EAEER

XEREATFEAEXSERE (U UIRRT) ERFRFEFIINL

BEXEREGRERR. NREEE, WERERDHEARMNERBEXBHREE, mA=E Citrix Workspace
Environment Management #it5. B MEFPIFESISRE, FHITEEFER 400" 200 px .bmp X4,

EEMBRERE, BT EMBENEELENBENXE R
XAAREH R, AT ERMEXAENEELIENBENXE R

Ul RER R AWTEEZFEZERTM Ul REBITHRHEENTREEINL. F10, EEBNARER IHEEM ERFTEN 33
EE, FR IREFSENRIEH.

FRBAENR. WNREA, WEMBSHRHRAENEREHES, REFSEREERRIFITE.
AEATHNAEFFRECEINREA, EXHHNAEFBEAETRIEET.
FEABHNAEFFRELENR. MREA, NREETHAENERFNAEFNRERDRER.

REEESAREXANE. REA, WREEERZERHAE, Eit, WFIFEES, REREPH “BE" EIORF

RFAFEEITEN. REA, Wik ERAF A UERRERSPHNERITEYIED, AP RS E ST
EIRFTENHIHEIE AR E RN TENAAME G TEN E LT, FIANER T, ZEmeFEARE.

ARVFAFEENAER. MREA, Niks LNAA R UERREREFHNEEZENBEFEDN. B AR HIZERLL
17 EENAERF SHEEHEEUTED. RAMERT, ZETLTERRS.
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KH. BNAREFREANANEIKEH

o FRHIRT KB, £ FHRT REXHRPENAREFRES N
o REBD. FNAEFMIZIREFH TR,
£S5t (P). EESEFIENARFRESR.

s FHEXE (P). BNAEFEER “FH" RE.

=W

TAERLL S ERIFRE B BREEEL T OB ER,
TRE B LT IE Windows XP #1 Windows Vista F ],

BIEEEGRXANE, NREA, EERFLERERIE,

BRNARESN. MREA, NEFREERERENETRNNAEFET. BRI UMNENNBRERFRRITITN
BEF. FIAMERT, ZETATERARS.

PREERMRR. NRBALLED, HEEREHEIERITHARHAEN, LRIASERFFMREPEREN.
AVFAFREERF. RHREEERERETETEERFAT. MABERT, ZERLTREARS. €1 “EEBRFE
®IW, YRIAAAMEEREEFEREENRF. AFRER “EEBRFE /B, BER “BEERE MWEE. EXEE
F, BRALRAIEHEEENRST. ARAILUERERNRE, ARBEE BB, XHMIBRENAVRIFRXEM
RI,

=3

AR

o RIEBXBPBKFUTHMNMED: R M XFo RIIMETSIAM A WEM IRig BRI B, Fit, 7
BT S PERENSERINEN, “XF"7 ETRITHA—IHEE, BErEXEEERNAENRE

B &k

XL 0% _E B A A LUE R BYBR S5 & Thak.

EENIHEIRF, BEHARTRLNARRERIUGRA “FE” ERNULAFR RHRENNSZEFTAER. BAMIGHE
¥, APALiE RS RE.

BENHERF, BHRSEREREPETR X ENUKBFRREHZENNILEF4. BARWIGEE, BAA
B IZ R ) S IFERER.

BRREREHR. RHREAEREREHRET “HiK” &0, ARAUERETITARSHRIR. ZTRRMHUTE

I

o B, BEVAFHIRREIRNESEE,
. RF. REFREE,
¢ REGAHAR. BRBEERELZIHAR.
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BRRZEEXET, THIREERBHRIARETRELIAREDN, NREA, BRAUERAETLGEEE
EERRFEEEN S X REEEENISHEFER it KIREFTE—NIF. BENEFHAETF IR,

BEX T, WREA, WAFEEEREHR TRATRIEZFRFEHIEFERM EERR,

BFIHER. BTEERSHRTERTRAEXFFEFHHHNBFIERATER. LFERAENT,

AR

BRAEBFHERIRPERANRETEIIR, FEH ST,
SELBEFIGEIRPES ##UserScreenCaptureComment## hash-tag B, B 7 EEEFRANTIL,

&/ SMTP RIXFEFHERF. MNREBM, WEMR SMTP MARZ MAPI R1X3ZHBFHb .

Wik SMTP, MK EERANR SMTP 8B URIFE(RE ER.

HE

EiEEREIXA. MREA, NAFRESMXAREEENEETHEN. HEETFERNEX,

RENXF. REA, WATKREETENEEENNEKERNREEARES (TAFBA) EEHXAEEESITH
HEH.

g

July 8,2022
‘B BROSUTRE:

« BEER. AFEENX Workspace Environment Management €125 (BFRZA), HEFMILETEEE
GIE=RTE = 30

BF. BFEERFRSKItER.

. R, ATEERERIHMERHRTEERES, NRHMEE. EEREN LERIHERS.

BEIER. BTEE “Workspace Environment Management” i EEER), S UERBERITUT
121F:

- EREEEERFIZERAAFEITHERR.
- hEEREEMRIREE,
- RETBUERD.
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BERA

A0

R AYFEE N Workspace Environment Management 25 (BFRZ4A), FEFMITELEEER AN
18] B B S RIRUR

REMEERTIE

ETHEHNBRENNEEEERERYIR (Z2ifE. Rk RRK WEBERR, BSRTENFAERS) . ErILUER
Find HRIEXAF R SR B ID k7R,

RINEER

1. fEAETXERS M a6,
2. EEFERARANEEPRNFAES, ARRE BE.

B, EYRIEERENAF AR,
W, BXAFPHANEMER,

2REER, RERIETPIEEEENAF/ERLFEER, BRUMEEAENAFMAREREER. £REEAN
RRNATFAEER (REE), mmEERRES M LR EHR,

PR, XAVFEIEENFIERF /HNUATIFRARNNZ— F8: BERREETEMIIBIOLRNIRE.,

TLipe ERRAURLENEEER (BEE) NS MHE. REAERLWHANRNEEEER 7 8RR m/mp
Workspace Environment Management B 2RE2R/EZLIHANRENL AR REER 7 ST EEETF,

Qi BRI UEFENMTRE, ERETEZEREMRE, RELRTEHINRN /R REERTEEIEEE
I+

KER RAEERERAUT RS MURE:

ENfECIEE A UG EIERNE,

IRFEESTLUEIE. EENNECIRIE. SN FRIEMPFEE,

e EIR R AT LA QIR ERRAMMN, DIRBEEB T A RETMFRD BN AR RF L IEE RN,
NEEER A LG RO ECL B H4E,

REEAREFEERYUEEARTAREFRE (CPU. RAM MI#ZEIE),

RESFECE XA EER T EE RN E X IR E,

REMNAFEER IUERENAFRTIRGRM. RENNGRAF3E. ERERF EERTEREIMNFREEDE
1REBIR PR,

Rz FEE AU EERIREFIRE
BRREEERAUEESRARE (BRNEMBRERNE. BERFES).
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ReBEERAILISR L 2R R R EE

RE. WREENEENEFA/ARERERER. 2AG, BP/MT 2% MK Workspace Environment
Management €325, HETaEEAERIEH S,

KB, WFERARE, ERMMELERARERZE,
MRBRT2REER, WRERUTEMSF:
LR EM. BT IERMEMRS EERINEIEENFE Workspace Environment Management it (BEE&).

BEA, ERIETEIAIEER Workspace Environment Management i (B2B%) BRLLEER. ZHE,
AR/ BFRBAAZIESNEER, R ESEZER,

AR, MIEZFERMEMRS S Workspace Environment Management ths (BRB5) ERFHERF /A
AU PRLR Ao

BR

kB TEXER Workspace Environment Management BEM#iHE R,

SFItER

TR REREEY B ER R SIEFEN AP R E,

BAFEE, Ernerndnts (RES) MFAEks (EES) ®RYE Workspace Environment Management i8]
IEMAR 28, TETEE 24 /N5 LB BB T,

BRRAEER. XEETRE5LmER (BEE) XEKNFERFANERES, S8 LRERNE. DRERNITENS
MR 2IERERE (Ul 3 CMD) kR4S, ErTLMER Find IRIBXAF R REZR 1D fHHEFIR.

R

kR E R E % Workspace Environment Management ZEHHRENSLITHES.

SFItER

T2~ Workspace Environment Management #i&E 12 ®# Workspace Environment Management
RIEBHNEE,
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REFHE, ETHYsEEENMFFERESERY T Workspace Environment Management #FaliEMR IR 5K,
ERIRE TR E 24 /N LB B MR RES,

REFHLIER. ETEACESIMOAERENERER, SELOERNE. ERERNIRERMUARAEMRZ,
TRILMER “&R” BB D fMikyIR.

EESRETFR, UTERRRLRAEEES Workspace Environment Management #3BERP IR,
o Y (EEFICER) . R LRRASMT), BPERERSHERITHE,
o KAl (BISENF) . RRBPIEFTHTT. AP HEHRFE, RERPERRIRGHEEREH S,
o K (XEHR) . "R LEXRESKW.

£ “Profile Management ETRRKR” FIF, EAIUEEHESH Profile Management BT,

Profile Management EITH AR SEENREEN LHITEDRERE, URERTUREAXEERERE
B, EalEEXLERENER, URESMEIN LNEEXHRHNFERA (%systemroot%\temp)\
UpmConfigCheckOutput.xml), ttipaEEXREER WEM RIEBENRS BohHSRITRERE, BFHH
TRERE, FESEEFAPABRETEENRE, REELTREFTEERF Profile Management B2 &0
L, BRRSOERRE MRS, BEEERMRS, BRE BiF. Profile Management Z TR FIFRHE
IR T B % Profile Management BiEiTIRRM—RIER:

« R{F (E%MREEMR) . &&= Profile Management KR BiF.

o BE (ZATRBRNSER). 541 Profile Management BRIBARE, RILIGB AT RE MM ESER Profile
Management WA F #FL, XMHRER—EERERITIRNE,

iR (X B#R). &k Profile Management BE2BEREH, T3 Profile Management A E 8517,
o RAIA (ASEHR). KEFFAKBA Profile Management BT,
MRRSEERRENER, SHERCNIEBIINEA, BEKR Citrix FARLZH.

ERIEEETR, UTERKRRBEREREERARESIHES LEE Workspace Environment Management
HiEE, RBEATFEIRS. TAVIFRRTAELFHRIVRKES,.

o B (EETCE)

AERRTHARIER. BT M Workspace Environment Management #igEHRIBIHANIER. MRAFH EXER
BYElET 24 /By, MUAERZA9IZ TR .

RIFTARIE RTINS, BB S EMERNRS 8B B4 1ARSS 23812 Workspace Environment Management
R IR ENARIR,

1. BEHERFUERAET IR,
2. FETFXGRER, @EF RIFMIERAE,
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E TR AREIR

RIFER. MAREAMESE (WEM BEESUIEENRIEREIAX) BIRIH. REFSERERMEEFSEMENRSE
Zo

RIFREENIRE. NARERSIZEE, XELECESRIZE. MHIRE. HIREFKEMEMIERF 2ENIEE.
R TAEXAKIE, SR OERIVRENAT WEM {12, X2 EaIEMZIRTIEE. TEIV. NAEFRE,
HE:

« RIF Workspace Agent :zI{GEA TE Ul R TEMBHNAE (FRHRLAF BohRERMAS
&), 1 CMD #EXTF, ZEMNERTFHIE,
o HIEFAEIREH TR, FEIRE (FlE0, FRIREMARIKILE) NERSHHERNA,

EHGIHER. RO IR LERIRRERMIRS.

EE Profile Management 1% &, BRIMREFEHEMXHKNEEILE, R Profile Management & &K
BTENRIE, B8EEE Profile Management 1RE. ERIEEFESE S R A aEFILEME NATA,

AR
NEE WEM EEiEH SEEEEE Profile Management 1R E/5, X ERM AT, 15219 CTX219086
BURBR IR TS o
EE Microsoft USV ig &, ABRIMREGHEMXBFNREEILE. MRMK USVISERNATFIRHAE, FaE
Z=E Microsoft UvigE, AR%EE R

% Profile Management R2Ei0%E, SRBENRNITRSELE, MUHER Profile Management 2&#177
ESA=1

il

HIBRIER. BRAMBIBEPRRAEIZR, MRERNLTFEDRS, WIGETEETARKE,
BERMF. AFKBTEMRERAITTEN LHNFRE SIREEXIERRTCREE D RN E R,
4hIE Citrix Optimizer, Ei&ENATRIE, LUESS Citrix Optimizer i@ BRI E R ENE K,

P

TR REIEESIERA Workspace Environment Management RIBAIEAIRTS.
BE:

REBLIRE—MERESEEM,
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RETUTER:
HENRMT, ETRENITENNZM.
K. REEN EAREFEMRT, HERMUTRBET, RHEEXEMHITERMEIFAEE

REBFAHBEINEMER. BMENRSBLERINEAENERER (BES), ARRERABEIEALR (BE
%)

REHBER—NER. BHEHRSBEEMZERNAERELVENSITEIEXINRE (BEE).
RIEHBEDZ bR, BMEHRSBTEABTLERENSES (BEER), AAREBEHETZ bR (BEK).

RAEMEIR WE

« #%i8 Active Directory BxgEt GHEW. iHEWNAF OU ZEINXER)

« #4748 Workspace Environment Management B4 (FEBIRRHIAM Active Directory W& E8535) ,
UETENIBED— 1 ibm (BEE).

HITXEENE, ERARMEMRSSFRIMAE,

BAEIER

=i

%I+ B R34 EiEESH “Workspace Environment Management” & BFIHBVFIE EMTIR. BINERT,
IL\L?*%%& e} Eéu%ﬁb,ﬁu%‘ﬁalh\hio

WIEET, XEEFAFERER (BEE) MBEETEES.

\‘.I'II:EI Eluo 'V.I'Hj)-'_ﬁ_&i XLS *giﬁo

R BT, RIFBEE.

AREE. BREEEENAS. XTERH. BHRASIEMBSHRN—1FEY, ERETMILERE. HiEHY
BERTERTeNNEER,

RIE

LEE 5 4 T % Workspace Environment Management (RIEFRIVFAIEE R, 8 & RIFZa, ZEEER
BUHIATE,
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WIRED, XEETAFERER (BEE) MNEMEETEES.
SHAE, FHER XLS B,
RIFFEE. RI#BES.

AREE. BFFIEEEENAS. XTEHH. BRASIEMBSTHRN—1FEN, BERETMILRMF. HiEHNY
ERT2RTEBREER,

L)

January 24,2022

XENEESFANAFRERNITENGISKRE. ETUUSMHER SH GRS,

(S1=F i
BHERKRSG. ERILESNAERFNESEERMNERHE, BRIUNERE LR, UWRSFAIE, B8 MeE
EETBRNEREREE,

SHEMRS, EEILESNAERENSHBHINERHE, BRURERENER, URSFAIE, B8 MeE
GRERE =Rl

BFRiE%

EREBRE. MIRSETEENRASRNEZAERES. ERAUNGEERNENEFIUEEFANE.
BoiESERE, REETEENBRRASRNBEEBDES, EUUNEERNETLINUBEFANE,

RERE, EREERSNIHARERAERIILERREHHNE AT, ETUNEEMRERBEUEEFAN
B
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BARMig&EiRS

BRiRE. KREAFEEEEERBRAETBAFRNERES. ERUNEEMERURFFANE.
RERS. KREATEEEEENBBRAEMEENEHES . ERIUNEEMERURFFANE.

LR AFEITRIR SR TR, X LUISERE BrEiE M ERe4E (UFRLMN), KFXHEMEEFER
HE,

CMD 71 Ul R0 FRIAEE

January 24,2022
Workspace Environment Management #2817 CMD #&z0#1 Ul &= FiE1T.

BRERENEERNEITN, TLUEHZEE CMD RXiEZ Ul EXNTRIRIE, Alt, #ER BEEfE > a4
E>EE > IRERT R ENREXBGE, AXFAER, BESH 5REE,

MRABREBREANETERNENET, WE (BEGEKLAF) JUEREBEITEN LU CMD #&#xX3% Ul EXEn1
B, Altt, ESEMNEIREBREXHFRHIFIRLUTHE.exe XH&:

+ VUEMCmdAgent.exe, #¥F&E CMD EX{ FisfTHE,
+ VUEMUIAgent.exe, #1F&E Ul EXTFiEiTHE,

CMD == Ul EXZ B X 5!

F CMD &=, FEEUTEEEM:
o ERIE@IETH, CMD B#XEETHLRTN. CMD BXERIEERH,
o Ry, CMD RXFAF DR ERATFRE, XERFEERKERNR. TV, NAEFF.
« Bal, CMD BEXFXIHEMES 1T

W F UIER, iEERUTERSEL

o BREBENETH, UIRA2ETRERHRER.
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o Ul RUR] LAR M LA ED
- RONAERF. ATEEDRAENNBERF.

- BRER. ATEITARSHRIA. LERER 5A “EETHE” > “BRRE > “ARRERLED
MW > “EEaREm EN LN ‘BRRFRHR . BXESER, EBH HEAET,

- EERF. BT “EERFE ITRAUEEEERRTEENERF.

IBAMERBA “RAFAFREERENE” > “BRgE” > ‘Ul REMEK” > “Ul RIBED” Em+EtEE
1#1F. BXFAER, F5HE Ul AIEETL

- BEENARER. BT “EENARERF ITAXEENARER.

IAMERBA “RITAFREEREHE” > “BRgE” > “UIREMEWL” > “UIIBEm” %l EEE
NAERF. BXFEMES, BHEM Ul REE,

- BT, AFITA “ERTEN” THRUBERIATENFHE T ENEEDL,

IAMERBA “RAITAFRETEREHR” > “BRgE” > “UIREMEWL” > “UI IBEm” %+ EEE
fTENNL. BXRFAER, FSH Ul AIERETL

- R, RIEAIE, BRAFERRENATAE, XEREEEMKZIREE. T, NAEFS.
- #BI, AFEITHA—IMLG, @B ZM e LS RER,

IEBIFREEREH G > SRLE > Ul EFREMEK > B G ETUAT -~ LIS E B EERIE, EXEZE
:%\, -lﬁ%wﬂ %gﬁj_]éﬁl)ﬁ\o

- XF. EFBERAERENER.
- B, AFEXARE,

EEEREUNEIENBEFMITEN, TUEEFEAUTIE ERBREXHXFTH), MEHE Ul EXTEA
RIE:

+ ResetActionsUtil.exe, BFTHAEERETIR,
« AppsMgmtUtil.exe, BTHTH “EBNARERF" I

+ PrnsMgmtUtil.exe, BFTH “BETENH" T A,
CMD #&=#0 Ul X ZiEmEEX S

« CMD RIEENAIRE, AREY. AL WEM BEEENERENER (fli0, ERHEERE) Bz CMD
R, WMELE, EERTUFHIRA CMD 3,

o Ul REB45551T. WEM RIEEENARSBaisiFE Ul {3, Ul RIEBNRLAFRMEBIRSED. HITZINE
ERAEFRE Ul R,
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AR

AL LIFRREIHET CMD RIBA Ul K1,

BRI ERER

January 24,2022

WU EHIE R/ 2 1E Windows HRE L

INERF BT
1BRUEHR O
BETAH

BRI
EYNRFIEE
BitLocker Ixzhag e
B ERE
EiEEEE
SEERIENIE]
RiINER
Device Manager
ST
BR

Z2VNGICIE I
RERS
XHHEIRR
S SEIR
FiE
REA

E~E]bian

BB E R
Microsoft.ActionCenter
microsoft. EIER/EETA
Microsoft.AutoPlay

Microsoft.BiometricDevices

Microsoft.BitLockerDriveEncryption

Microsoft.ColorManagement
Microsoft.CredentialManager
Microsoft.DateAndTime
Microsoft.DefaultPrograms
Microsoft.DeviceManager
Microsoft.DevicesAndPrinters
Microsoft.Display
Microsoft.EaseOfAccessCenter
Microsoft.ParentalControls
Microsoft.FileHistory
Microsoft.FolderOptions
Microsoft.Fonts
Microsoft.HomeGroup

Microsoft.IndexingOptions

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

177



Workspace Environment Management 2109

AR 557

Internet 31
iSCSI =Zah88
iSNS Rz 28

B

=

UBIRE

BAn
MPIOConfiguration
RILZFNHZ 0
WA I ER
iz E R ki
MEWIRE
RIEFN AR R 2R
BRI
EFFTIEE

e

X 15

RemoteApp and Desktop %

Bt
ot

il

iavill

il

FhiE=sia)
il

XS
TIREBMIRE
ESERSM
HEHRR
TSApplnstall
AP KA

Microsoft.Infrared
Microsoft.InternetOptions
Microsoft.iSCSlInitiator
Microsoft.iSNSServer
Microsoft.Keyboard
Microsoft.Language
Microsoft.LocationSettings
Microsoft.Mouse
Microsoft.MPIOConfiguration
Microsoft.NetworkAndSharingCenter
Microsoft.NotificationArealcons
Microsoft.PenAndTouch
Microsoft.Personalization
Microsoft.PhoneAndModem
Microsoft.PowerOptions
Microsoft.ProgramsAndFeatures
Microsoft.Recovery
Microsoft.RegionAndLanguage
Microsoft.RemoteAppAndDesktopConnections
Microsoft.Sound
Microsoft.SpeechRecognition
Microsoft.StorageSpaces
Microsoft.SyncCenter
Microsoft.System
Microsoft.TabletPCSettings
Microsoft.Taskbar
Microsoft.Troubleshooting
Microsoft.TSApplinstall

Microsoft.UserAccounts
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Windows Anytime #4& Microsoft.WindowsAnytimeUpgrade
Windows Defender Microsoft.WindowsDefender
Windows Bk Microsoft.WindowsFirewall

Windows #zshe Microsoft.MobilityCenter

Windows To Go Microsoft.PortableWorkspaceCreator
Windows Update Microsoft.WindowsUpdate

TEX R Microsoft.WorkFolders

L

February 27,2023
R LA Workspace Environment Management i {E-REREIESSRERIRE ENTHITHEE,
AU T FRAPEAMSSHE:

- MARERF

ERARENAEFFANBEREE: 5217, TFERMSH
EAXMH[XHRIEANARRFERE: BiF

£/ URL fEARAREFEE: #RiES URL

EfR

FTENH)

- BfRRE

MRIREN2S

- BAFREMETREM

REIAIRBHER

- BfRERE

o SRR

- BAARE. BB RE
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= .
=W

BiMEFRAZIHMREEY R, IREEAFREE, el EZTATIE.

o HFIRTE

- TEE

]

L |

- wWABMR

o Ini x4t
- BfRERER. BARERSD. BFERIRIBERE

+ = .

AR
Birgho. BMERFNEMEFTERASZHNRETEY B, NREFERIFETE, ST AT

o SMNERESS
- BENSH
o XHRFURIE
- FRREMEMRRE

o RESSIREMN
- Tfl: % Active Directory BMICEERKMHHEEL: MidH Active Directory EBHMITERLER

AR

BXMERMHFROTEIR, BERMERFHFETIR.

FITRIRME
B, BEEEMAPIREFTRTERMGIIRcNE BN AREF. Workspace Environment Management {324
ZLTFITRRE:
&= EA Tl
#Left(string,length)# R[EAEMEE B EBFFTo #lLeft(abcdef,2)#:&E ab
#Right(string,length)# REEMNEEHENFT. #Right(abcdef,2) #i&[E
ef
180
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&=

#Truncate(string,length)#

&Trim(string)&

&RemoveSpaces(string)&

&Expand(string)&

SSplit(string,[splitter],index)$

#Mid(string,startindex)#

IMid(string,startindex,length)!

AR

MRFAFBNKENTFHEFTEEK
E, WiREENFFIH, WRFFIH
HRKERTFEERKE, WREAENE
EHENFT,

BIFFF RN STRNEES
%o

HIFR= 7T RBPTE =18,

MRFFRREE U% FEMIFIRE
2, WRzEE,

RIEA (] EENFDSEBRBFHRIFD
BFFE, HREIRS|FFAH.

MFFBRREIEERSIFIA, FH&E
HEHPMEF.
MFREPIVEERS A, HiR[E

EEBENF.

ISubstring(string,startindex,lengthd FRr B PIVIEE RS I 718, FHiR[E

#Mod(string,length)#

AR

FEEMENF.
RFHFRBRUKEHREIRE. FF
B RE B IR B,

Tl

#Truncate(abcdef,3)#iR
| abc

&Trim( a b c )&;E[E
abc

&RemoveSpaces( a b ¢
)&iR[E abc

&Expand (%userprofile
%\destop) &;E&[g]
C:\Users\Jill\desktop
$Split(abc-def-hij

’ [_] ,2)$i§|§| h-ij

#Mid (abcdef,2) # &
cdef
IMid(abcdef,1,2) ! ig[@
bc

!Substring(abcdef
,1,2) ! &E bc

#Mod (7,3) #:8E 1

o FIFRIBEHLZEH SHREM Active Directory BMmI 45, i0: #Left ([ADAttribute
:NAME],2)#, Heh, YA HNEMEM Administrator i&[E Ad, $Split(##
ClientIPAddress##,[\.],2)$:&E 157,

« IMid(string,startindex,length)! # !Substring(string,startindex,
length) ! RERERRERIT.

BETEZ—MEARTIEE, I ZHETAIE Workspace Environment Management B, LU TFRfI3%EA T N1a{EmR

MERIRE

BEN.ini X4, ST LTE .ini XX R Y%UserName%, A/ Workspace Environment Management
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WIBZXHEHEARLER. B2, ¥l Workspace Environment Management #£ .ini 55 \NHEEME
Z: BElReFEMNFTE LS N %UserName%, HESYT EBHE,

ATIREREY, ##UserName## (EAREREEE, RILER %UserName% £ —MERIUIFEEAE, &

j= ##UserName## 5\ BHE,

BXTH, BERTR:

&=

##tUserName##

##UserProfile##

##FullUserName##

##UserlInitials##

##UserAppData##

##UserPersonal##

##UserDocuments##

##UserDesktop##

##UserFavorites#

##UserTemplatest##

##UserStartMenu##

##UserStartMenuPrograms##

##UserLocalAppData##

##UserMusic##
##UserPictures##

##UserVideos##

iR

BREY BRFRET S
“Yousername%”

BREY BRI ET S
“Y%userprofile%”

iR[E] Active Directory FREFHE
k=

iR[@ Active Directory FIEF &
BFEHEE

IR B4R A SEFRERF -
RoamingAppData

IR B R S  FBYSEFRERTZ -
Documents

IR B4R X R A SEFRER1F -
Documents

IR B4R X KA SEFRER1F -
Desktop

IR B4R A SEFRERF -
Favorites

IR B4R A SEFRERF -
Templates

IR B R FBISEFRERIZ -
StartMenu

IR B AR T B SERERIZ -
Programs

IR B4R X KA SEFRER1F -
LocalAppData

IR BRI L FRERE - Music

IR[EI4FRR S F Y SEPRER 1R -
Pictures
IR B4 5E S I SEFRER 1R - Videos

5

Jill

C:\Users\Jill

Jill Chou

JC

C:\Users\Jill\AppData\Roaming

C:\Users\Jill\Documents

C:\Users\Jill\Documents

C:\Users\Jill\Desktop

C:\Users\Jill\Favorites
C:\Users\Jill\AppData\Roaming\Microsoft\W

C:\Users\Jill\AppData\Roaming\Microsoft\W
Menu
C:\Users\Jill\AppData\Roaming\Microsoft\W
Menu\Programs
C:\Users\Jill\AppData\Local

C:\Users\Jill\Music
C:\Users\Jill\Pictures

C:\Users\Jill\Videos
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I
##UserDownloads##

##UserLinks##

##UserContacts##

##UserSearchest##

#H#commonprograms##

##ComputerNamet##
##ClientName##
##ClientIPAddress##
##IpAddressi#
##ADSite##

iR

IR B4R X A SEFRERF -
Downloads

R BRI SEFRERR - Links
IR EI4FRR X A SEFRERF -
Contacts

IR B4R X A SEFRERF -
SavedSearches

IR B R R B SERERIZ -
CommonPrograms

IRET BB R R

R [EE P i BRI R
REF P imitEAY P ik
REITENEY P ik

RETEMFER Active Directory
uhe

Tl

C:\Users\Jill\Downloads

C:\Users\Jill\Links
C:\Users\Jill\Contacts

C:\Users\Jill\Searches

C:\ProgramData\Microsoft\Windows\Start

Menu\Programs
WIN10EN-LR3B66L

W2K16ST-51528JP
10.150.153.138
10.150.153.213
NKG

##DefaultRegValue## - S2RME string.Empty

##UserLDAPPath## IR[E] 51 P I ME—B] 538 R CN=Jill Chou,0OU=User Ac-

counts,OU=APAC,DC=citrite,DC=net

##VUEMAgentFolder## IREARIE HFK C:\Program Files
(x86)\Citrix\Workspace
Environment Management
Agent

##RDSSession|D## EREREEEmRIE ID 2

##RDSSessionNamet# BEZEEERIERF RDP-Tcp#72

##ClientRemoteOS## REIAFEEIENE@OITENN  Windows

1BERS

##ClientOSInfos## REHENIRERRAES Windows 10 Enterprise 64 {ii

Hash-tag ##UserScreenCaptureCommenti# iR F = RINFEL S, ATSAIUBEEE SKILE > UIK
BEMEN > BE 8 EI FTHBFEHERRF, MREEERSASRRHEALAEFTNEERETS, IznBFE
T—MAERTFR. ZTREaEFBFHlG P ERITERETE B FH M RRFRIE,
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Active Directory Et

Z§ A Active Directory B4, WEM =% [ADAttribute:attrName] E&if A18%H Active Directory B4,
[ADAttribute:attrName] 2/Ef Active Directory BRI EhEITIEZ. B—MEXMNHEDS, BTREEEEEN
=N

sFAPALEN (OU) &1, WEM 3 [UserParentOU:level] {& & it 548 %89 Active Directory OU & #F.
Active Directory B&122 Active Directory 9522 B P 8812 (LDAP), [UserParentOU:level] 2H$H—1NF
%,

i, RIFEERNAFERN OU BB, B LUEEAMEIREHEERFE Rz [UserParentOU:level]
KNSR OU. BMH7S AR LRI

o BEREMSRENEEREPER [UserParentOU:level] chas<hE. fian, EaILMERTEREZ: \\Server\
Share\[UserParentOU:0]\.

¢« RE—1MR AN OUMKIRET 2, AFIEHMEIZE N [UserParentOU:0], ARG, E7LUSIRENS S A
\\Server\Share\\%0U%\.

AR

o AILUBEE 07 BMANSEETE OU SR RIRRAEX R AYE T,
o BWEILIKZEMMBIBER, EERITIRGE, BHEREEERS OU 1B ARSI 4 KEHM,

TR LAGE A Active Directory BIE#1THE, 7 EIE > ke > K > MEFMATIR ET~LE, 8& FE, &
LFTH “WEmEss” 80, £ “TEMERM §0F, BLIEZDS Active Directory B XEXHI LT E0f L

ECES

« Active Directory B4 ITE
« Active Directory ¢AITER

« Active Directory B2 ITEZ
« Active Directory uhsIICE2

34F Active Directory BM LA, &MREA [ADAttribute:attrName].
RESSSHERI AT Active Directory 4AILEE, FARNZEHEBEBTREARRZ MR,
34F Active Directory B8fZITEE, 5c% LDAP BREMEhESIER ##UserLDAPPath##,
3tF Active Directory ih IR, mhaS<hER ##ADSite###,

BXTH, BERTR:
&= iR 5l

[ADAttribute:attrName] REBFAFBEER 4 [ADAttribute:name] &M@
Administrator
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Ez WiRA NGl

[PrinterAttribute:printername|attrMa@tefe S TEN A E B 1 [PrinterAttribute:printerl|name]
iR[E] printerl

[UserParentOU: level] REIHFIAFPHR OU s ER CN=J4i1l Chou,0U=User

Accounts,0OU=APAC,DC=
citrite,DC=net #$#y
[UserParentOU:1] i&ME
APAC

PEdili el
AEREMER, WEM 2% [RegistryValue:<Registry path>] EHRABXGEMERE, Fl0, T
EEUTE:

+ [RegistryValue:HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host\AgentLocation]

XML x4

FER XML X, WEM &% [GetXmlValue:<XML path>|<tag name>] &R XML X Hr4S
EMRIEE. XML BEZEIUREKMRRE, MA@ AREINIFREE, SIRIFRTER% Eie. i, ALEEN
TE:

+ [GetXmlValue:C:\citrix\test.xml|summary] 5
+ [GetXmlValue:%xmlpath%]|summary]

INI >t

F 4 R.ini X, WEM £% [GetIniValue:<INI path>|<section name in the .1ini
file>|<key name in the .ini.file>] HignRE, INBRIRAURLIRRE, LAUSBTHEK
RRIFETE, KIRIFETEA% &2, fli, SJLUEEUTE:

+ [GetIniValue:C:\citrix\test.ini|PLD_POOL_LIC_NODE_0_0|LicExpTime] =%
+ [GetlIniValue:%inipath%|PLD_POOL_LIC_NODE_0_O|LicExpTime]
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B2

ong

B

BRI

TRIETHREFREERE, HSERLREER TS S,

WoRa MiE UGS
TTEN BT - =
ClientName Zfg - =
285 K Lg UM T S =
FERRERELE z =
WMI Z 45 RILAD - =
XenApp & #RILED - =
XenApp Xig& FRICED - =
XenDesktop 174 #RILED - =
XenDesktop s & FRICAD - =
Active Directory 14T = z
BRI EEY IR P~ =
HHENZFRAILAD - =
7% ClientName Tfg - =
T T ST S =
FTAMRE LA = =
% WMI Zi45 RITE - =
XenApp & MARILED - =
XenApp Xigi& #F A LA - =
XenDesktop & A ILEE =
XenDesktop sS&E4H & #AILED - =
%% Active Directory B ITES = z
BMMFERET RS z Z
ESELED 2 z
TS ELE z =
X4 hRASILED % =
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WRAER MiE UGEEES

REX R ILES = 3
BRBHHRZT - I~
BMIET RS = I~
BMAETIRS = =
/X RIFTE - I~
[ RFTFE - I~

MRIREEMRE

March 31,2022

AXNET 5 Workspace Environment Management Fgvifig g B8 X BV M RE,

About

@ Current Site| Default Site

ﬁ Create

% Export Actions 4 Export Settings

? Import Actions & Import Settings

Start Menu Wi ore ol anageme / HVD Tuning

| Environmental Setting Management

|r9 Environmental Settings
Q Microsoft USV Settings

[¥] Process Environmental Settings Exclude Administrators

| User Interface: Start Menu
Hide Common Programs Hide Windows Update Force Logoff Button

gl Citrix UPM Settings

YMware Persona Settings
Remove Run from Start Menu Lock Taskbar Turn OFf Notification Area Cleanup

Hide Administrative Tools Hide System Clock Turn Off Personalized Menus
Hide Help Hide Devices and Printers Clear Recent Programs List

Hide Find Hide Turn Off Computer

| User Interface: Appearance
[ Actions Set Spedfic Theme File Set Background Color

I ﬁ Filters ! Yawindir YeYyesources\Themes\aero. theme | I Grzy

I Assignments 1 Set Spedfic Visual Style

I ﬁ System Optimization i %ewindir %\resources\Themes\Aero\aero. msstyles

rﬁ-ﬂhes and Profiles Set Wallpaper

I ﬁ Configured Users ! |

- [ Transformer Settings |

- [} Advanced Settings

- [ Administration

I Monitoring

¥ Connected to : LABBROD1 € Current access level : Global Full Access i
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PR g

RE=A HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB NoCommonGroups

(EE3is DWORD

EEANE 1

2RE 0

IEfERbE RIZEAEBIARSS

MFHIEREBRRIFRIETT

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EE=E NoRun

[EESis] DWORD

ERBNE 1

2HE 0

IETERE RIEBBABNRS

feEEETA

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
BERFF Start_AdminToolsRoot

EESit] DWORD

BERRANE 0

THE 1

IETERbE RIEBRBNRS

[SE=gi]

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E&FR NoSMHelp
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PR 5 RN

(EESit] DWORD
BEERANE 1

2HE 0

EfERbIE RIEBBHBNRS
femE

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB TR NoFind
EEis] DWORD
BERRANE 1

2HEE 0

EfERb IR REBARNRS

pefl Windows Bt

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF NoWindowsUpdate

(EEis DWORD

ERANE 1

2RE 0

EfERbE REFRBRS

BEFESHE

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB LockTaskbar

EEd DWORD

ERANE 1
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PEESE

2HE 0

EfERb IR EREMIRS

PR 2R SiRd £h

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
[EEZE HideClock

EEid] DWORD

BERRANE 1

2HE 0

EfERb IR RIEBBABNRS

FERI& S AITENN

REZEA HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
BRFR Start_ShowPrinters

R DWORD

BERRANE 0

2HEE 1

EfERb IR RIEBBARNRS

(St Sz =1}

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EE=E NoClose

EESid] DWORD

BERRANE 1

2HEE 0

EfERb IR REBBABNRS
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SRHIE IR

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BEEF ForceStartMenuLogoff

EEgi] DWORD

BERBNE 1

BHRE 0

IETERbE RIEBEARNRS

KHABMX I EE

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
=B i NoAutoTrayNotify

EEFit] DWORD

ERBNE 1

2HE 0

IETERE ERENIRS

KA S

REREA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BERFF BEENE

EE-Fit] DWORD

ERANE 0

THE 1

IETERbE BEREWIRS

BERRIANERTIR

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E&FR ClearRecentProgForNewUserInStartMenu
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BERRIEERTIR

EEFit] DWORD

BEEENE 1

2HE 0

IETERE EREMIRS

WERE XM

REEA HKCU\Software\Policies\Microsoft\Windows\Personalization
[EEZE ThemeFile

EEis] REG_SZ

BEEENE =H & RIEE R

T HE BEREE

IETERbE BERINBRS

KEESME

REA HKCU\Control Panel\Colors

BERFF B8

EESid] REG_SZ

EEENE EEErEE (RGB)

THE BEREE, NREmEENE, WA 000
IETERbE RIEBABNRS

WEREMEER

REA HKCU\Software\Policies\Microsoft\Windows\Personalization
EE2E SetVisualStyle

EEit] REG_SZ

EEENE =HI B PRIEE R
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BREREATER

BHE BEREFE

EfERbE BREBRS

BB

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
HERR EE4T

(EESis REG_SZ

EEANE IR ahiEENRRE

R Em(E BEREFE

EfERbE B REHIIRS

RESA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB WallpaperStyle

(EE3iS REG_SZ

ERANE BURFHIE

BHE BEREFE

EfERb R B RIHIARS

&R HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB TileWallpaper

(EEig REG_SZ

ERANE BURFHVE

HRE BEREE

EfERM T REFAIBRS
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@ Current Site| Default Site

ﬁ Create
&) Edit

|.-9 Environmental Settings

ﬁj Microsoft USV Settings
gl Citrix UPM Settings

YMware Persona Settings

- [ Actions

" ﬁ Filters

I ﬁ Assignments

- [ System Optimization

rﬁ-m-.caes.and e

I ﬁ Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I ﬁ Monitoring

¥ Connected to : LABBROD1

Start Menu |50l Windo

| User Interface: Desktop

Hide My Computer Tcon
Hide Recyde Bin Icon
Hide My Documents Icon

Go to Desktop instead of Start

Disable System Properties Hide Metwork Tcon
Dizable Recyde Bin Properties Hide Network Connections

Disable My Documents Properties Disable Task Manager

| User Interface: Edge Ui

Disable Switcher

Disable Charms Hint

€@ current access level : Global Full Access .

FeiE F B FR R E bR

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EESE {20D04FE0-3AEA-1069-A2D8-08002B30309D}

EEgit] DWORD

BERBNE 1

2HRE 0

ETER R EREMIRS

[ Wit s EEL A

KRR HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EEE {645FF040-5081-101B-9F08-00AA002F954E}

EEFit] DWORD
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Rk o] Wi s AT

BERRANE 1

2HE 0

EfERb IR ERNRS

FEF B B S IR

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
[EEZE {450D8FBA-AD25-11D0-98A8-0800361B1103}
(et DWORD

BERRANE 1

2HE 0

EfERb IR ERMIRS

RIREMAR “Fia”

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer'
E&FR OpenAtLogon

(EEig DWORD

EEANE 0

BRE 1

IEfER0E B REFAIBRS

BRRSEN

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ER=FR NoPropertiesMyComputer

(EE%is DWORD

BEEANE 1

BRE 0
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ZHEAZEM

EfERb IR RIEBBARNRS

P REURILE %

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERR NoPropertiesRecycleBin

R DWORD

BEERRNE 1

2HEE 0

EfERb IR RIEBBARNRS

B “ReXE B

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E=FR NoPropertiesMyDocuments

(EE%is DWORD

ERANE 1

BRE 0

IEfERbE RIZFAEEARSS

PR RILE AR

RE=H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB {FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}

(EE3is DWORD

EEANE 1

2RE 0

IEfERbE ERNNRS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 196



Workspace Environment Management 2109

PR LS IEE

RE=A HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoNetworkConnections

(EESat] DWORD

BEEANE 1

ZRE 0

IEfERb IR RIBRAANRS

PRESEES

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI DisableTaskMgr

[EESis] DWORD

BEEENE 1

2HE 0

EfERb IR KRIEBERNRS

B RReS

REZEA HKCU\Software\Microsoft\Windows\CurrentVersion\Immersi\
BERR DisableTLcorner

B DWORD

BEERANE 1

2HEE 0

EfERbIE BERERS

2R IRT

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Immersi\
EEZE DisableCharmsHint
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BRBARER

ExE
EEANE

DWORD

1

0
ERETRIARSS

About

@ Current Site| Default Site

ﬁ Create
@) Edit

|r9 Environmental Settings
Q Microsoft USV Settings

gl Citrix UPM Settings

YMware Persona Settings

- [L| Actions

i ﬁ Filters 1

! Assignments |

- [ System Optimization |

rﬁ-ﬁﬂmanﬂ Profilas =y

I ﬁ Configured Users |

- [ Transformer Settings |

I Advanced Settings

- [ Administration

! Monitoring

@ Connected to : LABBROO1

iR = T = | Windows Explorer

Contral Panel

Known Folders Management

SBC [ HVD Tuning

| User Interface: Explorer

Prevent Access to registry editing tools
Digable Silent Regedit

Prevent Access to the command prompt
Disable Cmd Scripts

Remove Context Menu Manage Item

Remove Network Context Menu Items
Hide Libraries in Explorer

Hide Network Icon in Explorer

Hide Programs Control Panel

Disable Windows Security

Digable Explorer Context Menu

Disable Taskbar Context Menu

| Drives Restrictions

Hide Specified Drives from Explorer

Add

- Remove

Restrict Specified Drives from Explorer

| Add l

)= Remove

€ Current acce:

el : Global Full Access ™ :

FRLEAR A RRIE TR

REA
BERTR
ExE
ERANE

IETERNE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

DisableRegistryTools
DWORD
BREIIMREER?2: 1
0

RIEBERRS

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

198



Workspace Environment Management 2109

FRLEIS R EMRBE TR

PR LE IR S LR R

REH HKCU\Software\Policies\System
BB DisableCMD

EE-Fit] DWORD

ERANE 2EEM Cmd fiZA? 2: 1

THE 0

IETERbE RIEBRABNRS

RS b S s TR I

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
E&FR NoManageMyComputerVerb
EEgit] DWORD

ERRANE 1

ZHE 0

IETERbE RIEBERNRS
FRIBRRALE £ XS ERIN

REA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EEZE NoNetworkConnections

(EEid) DWORD

ERBNE 1

BRE 0

ETERE RIEBRBNRS
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feE R REES I E

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI {031E4825-7B94-4dc3-B131-E946B44C8DD5}

EEgi] DWORD

BERBNE 1

BHRE 0

IEfERb IR B RETHIRS

R BE 2R P R 4R El i

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
EE=E {FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}

[EESis] DWORD

ERBNE 1

2HE 0

IETERE ERENIRS

feEZ TR EiR

REREA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERHR NoProgramsCPL

EESit] DWORD

BERRANE 1

THE 0

IETERbE RIEBRBNRS

=M Windows &2

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
NoNtSecurity
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#/E Windows &£

ExE DWORD
EEANE 1

ZRE 0

IETERNE RIZFREBIARSS

BRNESE LT

REEA HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
ERHR NoViewContextMenu

BEXR DWORD

ERANE 1

BRE 0

IEfERbIE REBIAARS

BRESE LTS

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BB NoTrayContextMenu

=Bt DWORD

ERANE 1

2RE 0

IEfERbIE REBIBABRS

MEREESEPRREIEEN

REH HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoDrives

(EE%is DWORD

ERANE EEURTFIRERIREHEES
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MERERSEFIRRIEER

IE7ERNE

=E (RRIFRE)
ERETHIARSS

MK 23 IRBIFSE R THER

BEEANE
RRE
IETERRIE

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

NoViewOnDrive

DWORD

ERURTEENKEEES
=E (RRIFRE)
EREFHIARSS

@ Current Site| Default Site

ﬁ Create
@ Edit

|r9 Erironmental Settings

Q Microsoft USV Settings

—

1 citrix UPM Settings

WMware Persona Settings

- [ Actions

I ﬁ Filters

i ﬁ Assignments

| System Optimization |

rﬁmﬁesand Profiles

! Configured Users |

- [ Transformer Settings

I ﬁ Advanced Settings

- [ Administration

i ﬁ Monitoring

¥ Connected to : LABBROO1

Start Menu

Windows Explarer

Control Pangl

4 ExportActions 7 Export Settings

! Import Actions i Import Settings

Knaown Folders Management

SBC [ HVD Tuning

| User Interface: Control Panel

Hide Control Panel

Show only specified Control Panel Applets

Display

I Add

- Remove

Hide specified Control Panel Applets

| Add l

)= Remove

€ Current acce:

evel & Global Full Access ™ .:
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PREIIEHIER

RER HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
BRI NoControlPanel

(EE3is DWORD

ERANE 1

ZRE 0

IEFERME REFRBRS

R EREERIEHIERVERF

REZ5H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

=B i RestrictCpl

(EEiS DWORD

ERANE 1

BHE 0

EfERbE HRIBIEARARSS

NFENRIFBINER

RE=H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
RestrictCpl

BB MERRS] (M 1FE, Bhi#ig)

EEd REG_SZ

BEEANE AppletName

HRE null/EiEx

IEfERME RIEEAARS

Fefds E R EH EiR 2R

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\

DisallowCpl
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Fefs E R H EiRMERF

EESE DWORD

ERANE 1

BHE 0

EfERbEE RIEBARRS

TN FRAVHINER

RE=H HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
DisallowCpl

BB MERRS] (M 1FE, Bhi#ig)

=B REG_SZ

ERRANE AppletName

2RE null/EmiER

EfERME I AARS
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@ Current Site| Default Site

e | @ Delete

ﬁ Create
&) Edit

|.-9 Environmental Settings

ﬁj Microsoft USV Settings

gl Citrix UPM Settings

YMware Persona Settings

- [ Actions

" ﬁ Filters

I ﬁ Assignments

- [ System Optimization

rﬁ-m-.caes.and e

I ﬁ Configured Users

- [ Transformer Settings

- [ Advanced Settings

- [ Administration

I ﬁ Monitoring

¥ Connected to : LABBROD1

Reﬁesh ? Import Actions & Import Settings

SBC [ HVD Tuning

| Known Folders Restrictions

Disable Specified Known Folders

Remove

€@ current access level : Global Full Access .

B HiIEERN B K

REH HKCU\Software\Policies\Microsoft\Windows\Explorer

EESE DisableKnownFolders

(EESat] DWORD

BERBNE EEURTEE RG2S S

2HE =E (RFRE)

ETER R EREMIRS

S FENRE AN K

REEA HKCU\Software\Policies\Microsoft\Windows\Explorer\
DisableKnownFolders

BERFF BRI HEET

EEis) REG_SZ
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NFEMEANXARX

BEEANE BRI AN

ZRE null/Emikk
IETERbIE ERITHIARSS

About

@ Current Sit=| Default Site

@4 Create

Start Menu | Desktop | Windows Explorer | Control Panel | Known Folders Management (Wz=lofsiioR vy}

| User Environment: Advanced Tuning

|,.9, Environmental Settings -—-||
m Microsoft USV Settings

Disable Drag Full Windows Disable SmoothScrol

gl Citrix UPM Settings Disable Cursor Blink Disable MinAnimate

WMware Persona Settings Enable AutoEndTasks
WaitToKillApp Timeout
20000

Set Cursor Blink Rate

Set Menu Show Delay
- [| Actions

I ﬁ Filters

- [ Assignments

10

Set Interactive Delay

0

- [ System Optimization
Profiles ——ﬂ

- (| Configured Users |

- [ Transformer Settings

I Advanced Settings

- [ Administration

! Monitoring

¥ Connected to : LABBROO1 € Current access level : Global Full Access .:

2REshEAEO

REREA HKCU\Control Panel\Desktop
ERFR DragFullWindows

EEFit] REG_SZ

BEEANE 0

ZRE 1
IETERNE ERITHIARSS
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BRNARIALR

RER HKCU\Control Panel\Desktop
BRI DisableCursorBlink

(EE3is DWORD

ERANE 1

ZRE 0

IEFERME BREBRS

&R AutoEndTasks

REZ5H HKCU\Control Panel\Desktop
BRI AutoEndTasks

(EEiS DWORD

ERANE 1

BHE 0

EfERbE B RERS

WaitToKillApp it

REZEA HKCU\Control Panel\Desktop
B&FR WaitToKillAppTimeout

EESit] DWORD

BERRANE BEENE

2RE 20000 (+3#Hl)

IETERbE EREMIRS

REARRNRIRER

REH HKCU\Control Panel\Desktop
BB CursorBlinkRate
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REARRIFIRER

(EESit] DWORD

BEERANE BEENE

2HE 500 (i)

EfERbIE EREIRS

KEXREERER

REEA HKCU\Control Panel\Desktop
=B i MenuShowDelay

EEis] DWORD

BERRANE BEENE

2HEE 400 (H3#l)

EfERb IR EREMIRS

REREIER

REA HKCU\Control Panel\Desktop
ERFR InteractiveDelay

BR DWORD

BEERRNE BEENE

2HEE null/E ez

EfERb IR EREMIRS

#/M\ SmoothScroll

REA
ER
EEE
ERANE

HKCU\Control Panel\Desktop
SmoothScroll

DWORD

0
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#/ME SmoothScroll

HRE
IETERNE

=M MinAnimate

REA
=E=E i
[EESiS
BEEANE
RRE
IETERNE

5
off

prin S L

January 24, 2022

Workspace Environment Management &3E LT %

Mo AXREEEEHERERXERMNESER, FERTIES.

ERLUTIRER MR, EERUA TSR

s MRAELEERIENSIIERIFRA L

- ‘BRE REEEIREINNEF LS.
- UEN M “BRmTE SRR

1
ERETHIARSS

HKCU\Control Panel\Desktop
MinAnimate

DWORD

0

1

BRITIARS

M, ERIUERAXERGREERERRF SRERRNE

o MRABLEEMERFEDR L, WRGRFPESE “BFE BREETER,

FHRM
FHR(ERE
FHRLE R
FHRIE
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FKHBM YRR RE

iR[E] =1y

FHRM TTEN B FRITAS

FREAEREE TER

FHHALE RKEY FREB,

FRERIE A B—Z#FMit: Computername Multiple tests (OR):
Computernamel;Computername2 Wildcard (2
EATFZ) : ComputerName*

iR[E] MRLFITENZHE MR ELE, NRE true, [NA
false,

FHEM ClientName Tfg

FREAERE &R

FREAERE FR&Ro

TRHAIEA BALZHMIR: Clientname Multiple tests (OR):
Clientnamel;Clientname2 Wildcard (tt@BF%
) : ClientName*

R[] MRYFEFFIHZHSMAELE, MRE true, [NH
false,

FHBM IP 3t UCER

FREAERE TER

FRHRLE R AR IP sk,

FRERE & BAZHMR: IpAddress Multiple tests (OR):
IpAddressl;lpAddress2 Wildcard (t2EBF%1) :
IpAddress* Range (also works with multiples):
IpAddressl-IpAddress2

R[] MR IR IP it 5NN ELES, WA true, F[N

7 false.
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FIRAR

FHR(ERE
FHRLE R KA
FHRIE

FIRAR

FAR(ERE
FHRLE R KA
FUHRIE X

pdEl

FHRM

FHR(EAE

FHRLE R KA

FUHRIE

pdEl

FIFRIR

FHR(ERE
FHRLE R
FUARIE A

R[]

i |P it rtAg

TiEF
IP #sit,

BAZHMR: ClientlpAddress Multiple tests (OR):
ClientlpAddress1;ClientlpAddress2 Wildcard (1
iEATZM) : ClientlpAddress* Range (also works
with multiples): IpAddress1-IpAddress2
MRYEFIE P [P ik 5N ERE, M&RE true, &
M7 false,

Active Directory i = I

TEH
ZitHY Active Directory i sR R & #Ro
SEENE RuE SR E .

MRIEEI S5 Yaruh R 0LE, NiRE true, FNH
false,

il
TiEF
2HL (FIn: 28—).

B2k DayOfWeek Multiple tests (OR):
DayOfWeek1; DayOfWeek2
MRSKEMAELTE, WA true, FNH false.

R BITED

FR R, MRTEMBFR,
FR R, MIXTEMTHIE,
g#Zis: value Not null test: ?

MREFEMET S BERAE, WiRE true, FNA false,
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SRR SR ETE

FRHERESEEY FriR, ENXEMRENTERENET. =~ *
& HKCU\Software\Citrix\TestValueName

FRERLE RATY FRIH, MiaERRIAFEAE,

FRERIE A B2 Mik: value Not null test: ?

RG] MEEMREFEEELTE, NERE true, A false,

KRR WMI &4t R ITE

FREREEEY NER

FRHALE BT FrIE,

FRERIE A B WMI T, BXFMES, B5H
https://docs.microsoft.com/en-
us/windows/win32/wmisdk/querying-with-wql,

iR[D] MRETWINBLER A true, BFNA false,

R BFERCTE

FRERE Y NER

FRfpLE BT FrIE,

FRERE A ANER 1SO BB Mo

iR[E] MRAF I1SO BEER/MSEEELE, MiRE true, &
> false,

KRR BFREEs LR

FRHERESEEY NER

FRHALE BT Fiig, WNFR SO BSEF. THlEE

RHERIE A ANER ISO BERM. THLEE

IRME] MEAF UIISO BERMFSIEEELE, WA true, &

M7 false,
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E LA AP SBC &RAH

FRHEA{EEEY TiER

FRHpLE R 2R MFIRAER,

FRHERE A TiER

iR[E] MEAFETX (BEXGNEEBNABRER) SikEET
f2, WA true; ZNK false,

ESLEA BERETELR

FRHp{EREY TiEH

FRHALE AT M Dropbox #rif#%,

B REH

R3] MBHENTEEE (x64 5 x86) SEEEILE, NH
true, &NA false,

ESLEA BEERS

FRHA{EEY TiEH

FRHRLE R AR M Dropbox #rif#%,

FRHRE A TiEH

b= MBEFRS EENHAEN) S5EEERE, MK true,
BA false,

4B Citrix Virtual Apps hxZ<ITEZ

FRHA{ESREY TiEH

FREAZE RATY FHF&, Citrix Virtual Apps Rz, =fl: 6.5

FRHRE A TiEH

iR[E] MRARASEEELE, WA true; FNH false,
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FHRM
FHR(ERE

FHRLE R KA

FUHRIE

iR[a]

FIRIR
FAR(ERE

FHRLE R

FUHRIE X

pdEl

FIRIR

FHR(ERE

FHRLE R

FUARIE A

pdEl

FIFRIR

FREAERE
FHRLE R
FHRIE A

ix[a]

Citrix Virtual Apps 17 ¥RICER

TiEF

FREB, Citrix Virtual Apps 2% (REhRZs 6.5) .
il .
TEF

INREMSEEELE, MiRE true, TR false,

Citrix Virtual Apps iz & FRITED

B

F&, Citrix Virtual Apps XIZ&# (REhRkZs 6.5),
™l Kig
FER

MBEZMEEEMEICE, NiRE true, FNA false,

Citrix Virtual Desktops 1% #RITHEZ

TEF

FfF&, Citrix Virtual Desktops & ¥k (REhRZs 5).
il 3.

RiEH

MBLISEEMELE, NiRE true, BN false,

Citrix Virtual Desktops =&AL FRILE

TiERA

F# P, Citrix Virtual Desktops BEEATG: Ao
&

INRBMSIEEELE, WiRE true, TR false,
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KB Citrix Provisioning B{&IE

FRHA(EREY TER

TRHALE RATY M Dropbox #ri%#%,

TEREE REH

R[] IR L Citrix Provisioning MER 53EE &L,
WA true, BNA false,

4R ZPi% 0S

FRHER(EREY TER

FRHRLE R M Dropbox mrif#%,

FRHRIE A TER

R[] MRYFEFPIHRERASEERELTE, MWiRE true, &
> false,

SRR Active Directory &2 ITE

TRHEAESEEY NER

FRHALE REY FHF&. MiXe9 Active Directory BRZEIZ .

FERIEE BAZMEL: ™i8ILEZ LDAP BRZ@ECRT ML
oU=USERS * 21%B8: /S9REE (;)

IR[E] MR EMFERERE, NG true, BN false,

SR FR Active Directory E T

TRHEAESEEY Fifs, Bl Active Directory BHHIRFR,

FRHALE R EY FfF s, BEMiXH Active Directory BT,

IRHERIE A BENR: EZMEEZE: BHS () 2REEMRIE
null:?

R[] MREUEERETA, NRE true, BFNA false,
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4R BIFHEETIRS
FRHEA{EEEY FRIR, TRMIIREERLARFERMN XML 7IRMY
SERYHRE,
TRHALE LR FIFR, EREVIRPERNZI/EEEE,
HAIEE FRTER
iR[E] MBEIEETIRNZM/EXNDRENE, WiRE true, &
7 false,
4RI REITENZFRTE
AERGTA iz1T ComputerName Match #:REIHER LR (40
25 false, MRE true, &R true, NR[E false), &
XEMER, BEBREM BB TR
FHRIT % ClientName LEg
HEEHTA BITEPIEIMLREFREERNER (WRAE, WK
[El true, 3ARA true, MiR[ER), BXFHMAEE, FS
%14 clientName TEZ,
SHRIR %% IP it rTEg
HEEHTAH 517 IP it CEEHREMERMNER (MRAR, NiRE
true, 3R A true, MRER) . BXFMAEER, BFBA
1% IP it ITEg,
MR BEZ P IP i TED
HEEHITA BITEF U P it LR HREIMARNER SRR, N

R[E true, MRA true, MWRER). BXFMES, B
SF M4 FR G IP ik Itz
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SR %A Active Directory i = ILEZ
HEEHITAH 1T Active Directory b UCERHIREIMER IR (40
BERR, MRE true, MHRH7 true, NR[E false), B
XFAER, EBEEMH Active Directory 5= LAz
ESLA TIET E0TE
HEERGTA BITMETENARHFREERNER GRAKR, WiRE
true, IR K true, MiRE false), BXFEMER, FS
FE M F IR T EITE
E LA TR ELE
HEEHTA BITIMRELEFROERNER WRAR, NiRE
true, tNE A true, MHRE false), HXFMER, B5S
R SEMREITE
ZHBFR T WMI EifERITE
HEERGITA BT WMI TERLREAHREIERNER WIRAR,
MiRE true, ARHK true, NEREHR). BXFMESR,
EBIAZE WMI &4 RITET,
ESLEp TRAFER/HXITE
HEEHTA BITAFERCREHREERNER (MRRR, WRE
true, tNEA true, NMRE false), HXFMESR, B5S
R AP ER[HIX LA
ESLp RERFRmES T
HEERGTA BITAFPRmMESLEMFREMERINER WRARKR, N

iR[E true, IMRK true, MiE[E false), BXFMEL,
EREEY AP Ul B,
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FHRM

fAE?

e

TR

FIFRAR

fAmE

a
[N

178

FRIR

MEFHTA

R

AEFMHITA

FRIR

AEFHTA

%48 Citrix Virtual Apps hixZ<ILEz

ia17 Citrix Virtual Apps R4S ILEEHIR [OF8 & HI4E
(ANERAE, NWRE true, IRA true, NRE false).
BXFER, BBAEM Citrix Virtual Apps fRr7sIT
Bico

%A Citrix Virtual Apps 17 & FRITE

iz17 Citrix Virtual Apps & #RILEHREHER LR
(NRAE, NWRE true, IRA true, NRE false).
BEXFER, BBAEH Citrix Virtual Apps 73 #7
Ugise

%A Citrix Virtual Apps Xi5i& #RILE

izT Citrix Virtual Apps X3 & #rILECH R B8 & A4S
2 (WRAMW, NERE true, JNRA true, NR[E
false). HXFM=R, ESHEEKMH Citrix Virtual
Apps X33 & FRICAD,

%% Citrix Virtual Desktops 17 #rITED

izf7 Citrix Virtual Desktops %8 #RILERFHR E14E & B9
£2 (INRAMR, MWRE true, IARA true, NRE
false). AX¥4MM=R, E2R%EMH Citrix Virtual
Desktops 17 & #RITHED,

%% Citrix Virtual Desktops S & Z FRITED

izT Citrix Virtual Desktops S2HE4A & LA H IR [EI4E
REVER (MNRFER, MRE true, RA true, MiRE
false). HXFMEE, ESHFKMH Citrix Virtual
Desktops imE4H & FRILELD,
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SRR %8 Active Directory &{Z T
AERGTA 1T Active Directory BERILEHIREIMER LR (W0
R, WRE true, IRH true, NRE false). &
XFAER, EBEEMH Active Directory B2 ITED
SHEWR %A Active Directory E £ ILE
HEEHTA BITENEMRFELRHREERNER (MNRAEKE, N
R[] true, ERH true, MR[E] false). BXFLER,
EBREMY EE SR
SHETF B EREFIRSP
AEFHITH BITEFFEMTIIRF, HREERMER WMRAR,
MRE true, WMRA true, MEE false), BHXFMIE
B, ESREMNt AaMSEETIRF.
SHEF EPiminig 0S Tig
FHAE LR TER
FRERLE R AR M Dropbox #ri%#%,
FREREE ER
R[] MRYBIEEF P IRRERASEEELE, NiRG
true, &M false,
SHEF B P ImE ISR E R A TED
AEFHITH TR TR RERALRFREHERNER RA
8, MRE true, fFRH true, MR[E false), HXiF
MES, FESREM B imEiE 0S LT
ST A AL
FHAE SR FRB. ERANETERMSIFCHEIAsERAR.
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E LA EIAS{EITED

FRHpLE R AR FRR, MRRAHTHAE,

THRIEE B4R value Not null test: ?

iR[G] MBEEDSRADNERERELTE, WA true; FNA
false,

ESLp TEhASELE

HEEHTH BITHSELREHREERNER WIRAR, NiRE
true, R K true, MiR[E false), HXFEMER, FS
&4 shASEITELD

FHRIR TESRVRES

FRHA{ESREY TiEH

TR R AR M Dropbox s,

FRHRE A TiEH

iR[E] MB YT ERRSLEEEE, WH true, FNH
false,

LA TE P IRIRER ST

HEEHTH BITEPIRRERAAKLEFREHERNER ORAR,
MiRE true, NERK true, NR[E false), BXFAE
B, B2R%% TFiE 0S L

SRR Active Directory 4AITED

FRHA{EREY TiEH

FRHpLE R AR FRFR.

FRHERE A BAZIMIR: 28 NetBIOS &5 (15\ AR) Z M
(OR): A& 1;4A%K 2

iR[E] MREFEMBAFASNEELRE, W true; TN

false,
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SR %8 Active Directory 4AILAZ

AERGTA izfT Active Directory AR iREIERMER (JIR
AR, NHERE true, WMEA true, MERE false), BHx
HHMER, 1521A% 4 Active Directory 4HITE,

FKHRFR X {4hig s AR

FREAERE FRB. BMLHHTEREME .
Tfl: C:\Test\TestFile.dll

FRERLE R YEY FRB M BITRER AR A B,

FRERIE A g2 Mix: value Not null test: ?

iR[E] MEEMREFERELTE, NRE true, TN false,

SRR B X AR A ITED

AERGTA BITXMHFRRALRAHREERNER (WRAR, WERE
true, gNFRH true, NLRME false), BEXFMES, EHS
%55 14 Sk s ITAE

KRR MEERIRE

FREAERE TER

FRERLE R AR M Dropbox sk,

FRERIE A TER

iR[H] MR YFIMEERRS S IEEELTE, MWRE true, TN
7 false,

5E:

AEERERBRBRRMFEAMERMALEZA, BIEELUTEI NREATHNRRRERTHNNARER, BHE

‘L R FRPBANARERH

KENELHE.

BEM. MRELATHNRREEATHNRE, B7E LEE RFERPEAN
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FKHBM ERMHNERANR

FREAERE REA

FRHAZE RATY FrEB. ERBRRNETR (Citrix Virtual Apps/Citrix
Virtual Desktops/RDS).

FRERE & B—ZIRN: BERGENEREMS ML (OR):
Namel; Name2 @ECFAMiL: &5 "

iR[E] MRYFIEGHNZRZMSMRELE, WA true; TN
7 false,

KHBM BIREFIRP

FREAERE FRIEB, TEEMFIREERTAREFERN XML RS
TREXHER.

FRHALE RKEY FRIEB, BEFIRPERNE BTG,

FRHRIE % FRIER

iR[E] MNRIEEFIR TR IR/ EXPEERFFTE, NG
true, &M false,

SKHEM BIRARIETIRF

AEFZRHITH BITEMATIRP, REMERNER GIRIR, WK
| true, WMRA true, MWRER), BXFMER , FS
SR IRIES R,

FHRM XA [ R AFE

FREAEE FEA

FRHALE R KT FREB,

FRERE & EMHNOXERFRE HHXMHR) HWTEEREZ.

iR[E] MREENXHRFFBFET, WRE true, BMH

false,
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FIRAR [ RAFE
AEFHTA BTN/ XEREFEHEEERNER NRAR, Wik

[E true, 8K true, NLR[E false), EXFMER,
BBIRAE B XX R EE

FRTR DateTime [ITfD

FAAESEE FEFA

FHALE R DateTime {EAF /i, MiXH A HA/ESIE,
FRERE & Single Date: 06/01/2016 Date Range:

06/01/2016-08/01/2016 Multiple entries:
entryl;entry2 Ranges and single dates can be

mixed

R[] MEHITAE/HESEAEELXERE, WH true, &
¥ false,

4RI %4 DateTime LEZ

HEEHTA ETHEELEHREERNER GNRRE, WRE
true, WRA true, MRER), BEXEZEE, BEEHA
%4 DateTime [TFZ,

FIPS %

March 31, 2022

&R LUFE FIPS 315 7ia1T Workspace Environment Management (WEM), WEM s FECE S FIPS #8%:

o BEEHG > B > ITENYRRFTENNLR YR
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'-:j Mew Metwork Printer

Display

Marme:

Description:

Target Path

Printer State

|Enabled -

External Credentials |

Connect using specific credentials

User name:

Password:

o EEEHE > 8 > MARBIPHIMEIRE R EHE:
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Ed Mew Metwork

J General

Display

Marme:

Description:

Target Path

Metwork Drive State

|Enabled -

External Credentials

Connect using spedific credentials

User name:

Password:

[}
Gl
il

)

m

[

Actions

o ERITHIE > 1215 > A~ DSN 59~ DSN FiE:
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Ed Mew Use

ﬁj Options l

Settings

[7] Connect using specific credentials

User name:

Password:

[¥] Run Once

Action Type

| Create / Edit User DSN -

Actions

I QK || || Cancel

o BIEIEHIG > SRIRE > Ul TR HMEK > BB & SMTP &E:

[7] Use SMTP Credentials

| | [ | | Testsume

o 1 EEEH A > RIREIRE > B > BAIREPEUEDIRE:

Change Unlock Password

Unlock Password: | [ Display Password

Confirm Unlock Password: | | Apply Password -|
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o EEITHIG > BRBIRE > 5% > ERIENBRREEFNENERZE:

Autologon Options

| Enable Autologon Mode

User Name: | | Password:

Domain/PC: | |

£ FIPS IR +iE1T WEM BY, HFRUTEESI
o MRLUTHERM WEM 2003 SHEFRARFIERSHE, WEEFXERBERE WEM Iz,

- BEXLRERIRE (TENN. MLz, AP DSN) Mig(EH
- RE (RERERENRIRBLE)
- kBE%E

FHRETEI

NREE FIPS R Fiz1T WEM, EEAER WEM BitEMiRSMERER S 2B U T EESEm:

o MRERIFERIETT WEM 2006 HE ShivAs, WATLAFEFERE 2109, AETHE FIPS R ARG %o
o MREHIFFPIEIT WEM 2003 HER hitAs, MpBSEARE 2109, AETIRE FIPS 22,

RENER

7 FIPS #159ia1T WEM R32, iSHMFRIZAENREZE 2006 FRESIRA.

=/ Citrix ADC #17 a2 T

January 24,2022

A e S 1E5ERERE Workspace Environment Management (WEM) ARs32840, HhBAFRE AR H FEER
BERNEIRZ T EMENRS S, AURETEXMNM@EE Citrix ADC I&ELFTRE WEM EBiEHI&M WEM £
BENERB TR TENIEEES.

R LAEA Citrix ADC fiibfixte WEM 0
- BEmO BUAER T 8284)

« RERSHO FRIAMERT, 8286)
o EENHIERZ KO RBRIAMERT, 8288)

RIGEERERZECSFWDEMENRSSS (BMEWRSSS 1 MEMEMRSSS 2) 9 WEM RES8(4E. RITUTS
%
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1. &R Citrix ADC &2 GUI, RAREE BRE,

2. SMEIREERE > HHTE > RS > FM, ARBEHRMTIIEMIEERSEE 1o EE LR INEMIERS
22,

3. &% REEE" > "MHTE > RSAE", ARRT BN H EEEF SRS EIRRS A,

. Tﬁl\iﬁ‘io ii?é TCPo
o FIFHEB, HF RS

4. ERHTERSARE L, 8& TRSERR.

5. EOERSAMGIE L, & BEFRSHR, REAGEX, AREFEMIEMIRSES 1. WERMZEMIRSSEE 2
EEPE3E S5,

« Port (im0). fln, AEBITHSEA 8284,
6. ZRPRE 3 2| 5 ARERSNEFRD RS IERSA,

« Port (ix0). WFRIERSHO, BRN 8286, WFEFMEUERF RO, ERN 8288,
7. SME REERE > AHTE > EMIRSEE, RREE & NN EEES QRS RINEMARS 5.

o i ¥EF TCP,

o IP bR, %R IP sthik,

o 1Pk, BNEIA P, BXFMER, B2 BCE Citrix ADC 88 |P ik,
« Port (ix0). fIm, AEEEHFISEAN 8284,

8. B TAHTHEMIRSFIRSZANE,
9. EIRSEMETE L, BEREFIK, EFENNRSH, AREE HE.
10. BRI E 7 3 9 QIR RIERS Ik O MEFLIER S s OB EPARS 2.

« Port (ix0). MFRIERSIHEO, ERN 8286, WFEEFNIHIERLSHO, FHRA 8288,

March 31, 2022

Workspace Environment Management & — 1 BE@MBNARR, ZNARFUTREREBRYP:
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't ) WEM Agent Log Parser el e x
ll'\.a i Home
e % | Broker Name: N/A (1) 2708
e e Broker Port: MfA Log Filtering | Applications, Printers, M... * /b, 60
Load Log Refresh )
File Logs Version: 4.4.0.0 o v}
[} [ [} ] [
Enter text to search... - [ Find l l Clear ]
Timesta... Ewent... Method Name Ewent Details
I@l 06:00:17 Ewent BrokerServiceConfigurationHelper . DoCfgRepo... Registry Configuration Report : &
(i} 06:00:17 Ewent BrokerServiceHelper . ChedkSglConnection() Server Connection Test - 0K E
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Connection Test -= 0K
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Database Chedk -= OK
':i:' 06:00:17 Ewvent BrokerServiceHelper . CheckSglConnection() Server Connection Test -= 0K
(i} 06:00:17 Ewvent BrokerServiceHelper, ChedkSqlConnection(]) Database Connection Test -= QK
(i} 06:00:17 Event BrokerServiceHelper, CheckSqlConnection(]) Database Chedk -= QK
(i) 06:00:19 Ewvent BrokerLocalCacheSync. InternalRun() Start Time: 7/31/2017 6:00: 18 AM
(i) 06:00:32 Ewent LicensingManitor. UpdatelicenseServerConnec...  License server connection successful [10. 108.6. 29:27000]
(i) 06:00:33 Ewent MainBrokerWinSve, InitService ) Initialization Completed.
(i) 06:00:33 Ewent AnalyticManitor . InternalRun() Analytics scheduled execution completed successfully
(i) 06:00:36 Ewvent MainBrokerWinsve, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
(i) 06:00:58 Ewvent MainBrokerWinsvec, <StartAdminBroker =b__3...  Connection in progress -> Client DAVID version 4.4.0.0 ...
(i) 06:00:58 Ewvent AdminBrokerService, Validate AdminAccess() Administrator connection allowed : DCT 1\david
I 06:00:58 Warning AdminBrokerService.GetVuemsitesList() Retrieving Sites List...
I 06:00:58 Warning AdminBrokerService.GetVuemConfigurationSe... Retrieving Configuration Settings List. ..
i 06:00:;58 Warning AdminBrokerService,GetVuemAgentConfigurat... Retrieving Agent Configuration Settings List. ..
L 06:00:58 ‘Warning AdminBrokerService,GetVuemEnvironmentalSe, ., Retrieving Environmental Settings List. .. -
Username: M/A

WEM Agent BE/238 AFEITHEM Workspace Environment Management RIBRE X, EEBIEEREM
ik, MR RET B EESNREENER (UFHERMNELA), EXEEEXAEXHNIFAES (EERE
FE R B B A2 M AR S5 B9 B AR A O U RIBRRAFI A A &) o

ROES

January 24,2022

Workspace Environment Management R TiE0,
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P

B MRS

EEEH A

HIE

REEEFRTIE

BEheE MRS

BEihZEMRSS

Bi5

RIBEMN

BEihE MRS

BEihE MRS

BEhhE RS

Citrix ¥elIEARSS 28

Citrix ¥rIIEARSS 28

TCP

TCP

TCP

TCP

TCP

%O

49752

8284

8286

8288

27000

7279

FAER

“RERHO", FUCK
BEMEMARSS RS
THREEN LY
IriH o
“BlERO", BEF
HIEEED AL
ARSSHYIH O,
“RERSHO” X
RS B EMAR
SSERAVIR .
“EIFHVEER L iR
0%, ERF
Workspace
Environment
Management
1912 KESRE;
i Workspace
Environment
Management
1909 REFRAH
BERPmO. KB
EiFETHIZEED
BN MARSS LUER
BEFSEMEMAR
SEEAP R,
“Citrix #eIIERS
#/im0”, Citrix ¥
AIEARSS 2R IETE (00
RO, RS
RS EERIZiImO
USR],

Citrix FaiEARSS 2%
R A Citrix A
(FiFER) BTFIIE
WENERIH .
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P Bt5 5] %0 HAER
YsiEiRSS HEEHARS TCP 8287 “WEM %07
USAMBRSS SE PRV ELEY
£E18RSS 28 LROUR
0.
EEHSEXMF

January 24,2022

EAI LU EMEE S Workspace Environment Management (WEM) 48X BE. @A LUERBEBTHRRIH,
FEEER Citrix BAZIF I REHNRHEES, EIUKESUTHEXNES

« WEM 12
o WEM E#tig ks
« WEM EEizHla

« WEM %R

S5REEXNAE

TS S WEM RIZRXBBAE, BRI LERE WEM BT EN EIRENREEE:
« WEM 2EE

- Citrix WEM Agent Init.log, #aBERFEE CMD 5t Ul EXTHIRAER R, BEREER
SR OIEN, MRREBREFLT LS, BEFLMASEXGHUTREREAEE. BIRETA Fish.
BABRT, LESXEHERAHEEX KX (Youserprofile%) F oI,

- Citrix WEM Agent.log. ATF#@# CMD =t Ul @X FTREMNRENERE. BEIH T RERENR
B, MRKBERRMEDELALRAF, BEELAEXHUTHBBRFAES. HRETRH HI5. RS
AT, LESEXHERPNEESXHE (Yuserprofile) helE, BEXRBINGE, B3 EBEHA
> SRIEE > EE > NEBEm, AERE BARERTIER 88, ETEESFAGE, 1FE KA
ED R ERA EIRER. 5E, BULEIREU T EMRICEEABAEIER:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host

Z#: AgentDebugModelocalOverride
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38 DWORD
&: 0
BEREN 1 UBABEEXH, BEREN 0 BERAH, BEEREN, BEMREL Citrix WEM {Ex
RS, BIANERT, BAASRER.
N

AMRFEFLLSBTENE, JFEEMRERERR, Citrix TERIEEIMRFEIERER
FESHHMMEREEBEFURR, EREMRFESTEENIG, THREIMRZE, BSBHTT
o

- Citrix WEM Agent Host Service Debug.log. st Citrix WEM 32 =M ARSS i3] - 1T H P&
HRMEE. BABAT, ASXHATF ¥PROGRAMFILES (X86)%\Citrix\Workspace
Environment Management Agentd, EBAHEEFIER, BSHH BEITHE > BRkigE
> B > RSETUAT R LAEXEE BA BiER. 3E, EUEIREU T EMRIREAAEIE
x:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Norskale\Agent
Host

&#R: AgentServiceDebugModelocalOverride
% DWORD
&: 0

BEREN 1 UEAEEXH, BERENORBHER, BEEEXREN, FEHR Citrix WEM KB
MBRS. FIAERT, £EAAEIER.

NGy

AMRFEFLLSBTERNE, JRFEEMRERERR, Citrix TERIERIMRFIERER
FYSFEHIMBRAEEBIF U R, EREMRRIESTEIENG, EREIMRZAT, BSBHT
&

N WIndOWS g{#alu\o L?})\ WIndOWS ;#FEIL.\E,:HEI 1o ?_ $1¢§§%§ > r_m*Ir_*DHE%EIL.\ > WEM 1‘EEEHE
73 @*ngﬁgal&\o

+ Windows i&fzE&% (WCF) Rz, HTBI5 WEM M WEM EREZHARSS 2 BMESEX M RE
ﬁHE’JE/p\o g)ﬁﬁﬁ E/L.\lail’ M\f)ﬁ)ﬁﬁﬁ WCF EEEITO ﬁ;&ﬁﬂt:l %) -lﬁ%wﬂ WlndOWS 151+EEH5EE&TIEio

S5EMZEMRSEXNAE

TR S WEM EREZEARSAEXMBE. SR UERE WEM 2RS0T BN SN BT EE:
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+ Windows E#HE. EA Windows E4AEMER. AEHEER > NARFMRSAS > Norskale
Broker Service &P EERL,

« Citrix WEM Infrastructure Service Debug.log. 5 i /&3¢ Citrix WEM B8 AR 55 (Norskale
Broker Service.exe) RIE#THERRNAE. ZABERT, LLAEXHMT %PROGRAMFILES (X86)
%\ Norskale\Norskale Infrastructure Servicest, EEAILAEXME, BREUT
SBEARRER:

1. M “FFER” ST WEM ERSEHRSEE L RRER.

2. E BRIKE EWF L, EF BAEERER.

3. RE REEE, AERE B BIRSUNAER.

4. *iH WEM Infrastructure Service Configuration Utility Z0,

« WCF R, YB35 WEM BEitligiEiRSEXEENENEERNES. EEAEEILR, ¥EHA WCF
Biz. BxiFAEE, i528% Windows @B{EEMRIRIER.

S5EEEHaEXNAE

T AES WEM EIRIFH QXN ASE. BRUAEREEERFanitEN EWENREaE:

L4 CItrIX WEM CO“SOle Trace Iogo Jﬂa:ﬁgl;& WEM AEE*I%JEIIEU ﬁE’JE/LAo E\*i}\'l\i;ﬂ,—F, JJ:I:;E/L‘\Y#FT}EHF
BB B (Youserprofile%) htlE, EESAAEIER, BREUTSEEAEIER:

. MR ST WEM BIBIEEE, ARREEE.
EREEMENRSSHEREOP, RERER, ARRHERK,
£ X T~ L, BEEm, ARERE BRIEHEKRN.

BE NA UNBEN.

> e

« WCF RiR, ZHf&id%5 WEM ERizHaf WEM #iEEZ BEEE XA, XEATFEEER. ER
SIER, wFBH WCF RiR, BXFAES, EH2H Windows BEEMRIRER.

5 WEM #iEEHEXNBEE

faa &S WEM $3iEFEMRXNBE. £H WEM $iEEEESAEFIBIARKEREN, KeIZRE. EFUT
BEXHTHFAES:

« Citrix WEM Database Management Utility Debug Log.log. #iF&3t WEM $%3E e @ 17 i s
HMBEE, ZNBERT, LEEXHREEN, T C:\Program Files (x86)\Norskale\
Norskale Infrastructure ServicesH,

Windows #EE£5RiT

fRAIUEE Windows @fEE &% (WCF) RERUZBIRAR T i) :
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« RESEMIIGRS ZERERE
« 5 WEM EhihighiRS X081

« 5 WEM EEEH aEXNERE

HIFF AR S BRI IRSS Z B EE (SRR

R WEM REBT%:5 WEM BRiZRHMARSEMRERE, WA UEE VUEMUIAgent.exe BRSSHI WCF IRER, 1H1RERIUL
THERRH WCF RER:

1. BR% WEM REi+E.
2. ARBEHESEPIREER, AEEE BEH XHARE,

3. & %PROGRAMFILES (X86)%\Citrix\Workspace Environment Management
Agent B3 El Vuemuiagent.exe.config <, RABRBIBZXHHNEHREIZ

4 EREAXASFRAPTAXH, RAEBEUTHBAEE AT <configuration> f </
configSections> fRig ZEMIZE S H,

5. REXH

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\vuemUIAgent-Traces.
svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy-->

6. FEREITEMN L, 72 C ke (C:\Trace) LEIE—1N 87 “Trace” WIRN R, MRXHKBEEFTE, BT
p N

7. ENrEIMEE, AELER VUEMUIAgent.exe 312,
8. &F C:\Trace®&A vuemUIAgent-Traces.svclog WBEEXH.

f&xa Ll EE Citrix. Wem.Agent.Service.exe BREH WCF BRER, IBIRBLUT S B#ITIRIE:

1. E]3 WEM KB EN.

2. ARBTHAESEDNREER, AEERE BH XHARE,
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3. 3 Citrix WEM Agent Host Service,

4. % 3 %PROGRAMFILES(X86)%\Citrix\Workspace Environment Management
Agent &8 Citrix.wem.agent.service.exe.config X, SREBIBRZHFHNEREIZ,

5. BREAREFIRPITAXE, RAEEUTHEFEANIIXHES, M </configSections> iz EHED
T8,

6. REXM

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\NorskaleAgentHostService
-Traces.svclog" />
</listeners>
</source>
</sources>
</system.diagnostics>
<!--NeedCopy-->

7. EREBIEMN L, 72 CIRzhes (C:\Trace) LEIE—1NEA “Trace” WRN R, MRXHKBEFTE, BEBiTIL
pZ 8

8. m#p& A Citrix WEM RIZEHARSHY Windows BRSS, AREMBZIMIR-,

9. 5 C:\Trace m&H NorskaleAgentHostService-Traces.svclog WEEXH.

HE S5 WEM Infrastructure Service 18X80&EE

MEEBES WEM Infrastructure Service 18xp9&ER@, AJUEE Norskale Broker Service 89 WCF BRER{E
Bo BERBRUTSEEA WCF RER:

1. ER3N%L%E WEM Infrastructure Service B+ &,

2. #5% Norskale Infrastructure Service,

3. £ %PROGRAMFILES(X86)%\Norskale\Norskale Infrastructure Services &
#3I Norskale Broker Service.exe.config 3xff, SRAEBIBIZFHIER RIS,

4. TRRBAFSFIRPITAXS, RAEEUTHBIEBANTIXHHR, M <configuration> #RigZEHNE=1T
FHiko

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
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switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTracelListener"
initializeData= "c:\trace\
NorskaleInfrastructureBrokerService-Traces.

svclog" />
</listeners>
</source>
</sources>

</system.diagnostics>
<!--NeedCopy-->

5. ®REXM

6. £ WEM B8RS ITEH L, 1 C IEEhEs (C:\Trace) LolE—1 % “Trace” RIRX MR, MBXHRXE
=F1E, BTt S,

7. Bzh Norskale Infrastructure Service, AGEMEBE KR,

8. &#F C:\Trace &Kk NorskaleInfrastructureBrokerService-Traces.svclog
BIBEEX o

xf WEM E3RiTHI 55 WEM UEZEZ BRNEE# 1 T ERR

MRBS5 WEM ZBIBEH &M WEM BiIEEZ BN EEHEXMEE, 7 LLEE Norskale Administration
Console.exe 5389 WCF IRER, ERBLUTHSERA WCF BRix:

1. B3 WEM EEizHIaitE .
2. XA WEM BEi=HI&,

3. 7£ %PROGRAMFILES (X86)%\Norskale\Norskale Administration Console ik
Z Norskale &1zl &.exe.config X, REBIBRZXEIENEIE,

4. ERBAFIEFIRPITANG, AEEUTHERMEIXHEHR, M <configuration> tRi2ENE=1TH

72
Ho

<system.diagnostics>
<sources>
<source name="System.ServiceModel"
switchValue="Information, ActivityTracing"
propagateActivity="true">
<listeners>
<add name="tracelListener"
type="System.Diagnostics.XmlWriterTraceListener"
initializeData= "c:\trace\WEMConsole-Traces.svclog
n />
</listeners>
</source>
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</sources>
</system.diagnostics>
<!--NeedCopy-->

5. REXH

6. EEBITHIAITEN L, 72 CEah (C:\Trace) LelE—1ER “Trace” MIRXHK, MEXHRERFE, &
b Suglip:

7. 77 WEM EEizhle, AREMEZRIEE,

8. B C:\Trace & A WEMConsole-Traces.svclog MABEXH-

WEM Integrity Condition List Manager

March 31, 2022

WEM TEMFHIIREERRZ—NRANIR, AJHEBELE XML X4 #THE. ZTAS U TmERGEE—E
fER: |MAETIRD. BMAETIRD. SFHEEIIERF. BMBEREIIRF. BXEEEE PEAXERMG
MEZER, FSRTIER.

A BWMEEER WEM Integrity Condition List Manager 8132 XML X #1T6%E, Fl, RIGEEESER
WEM MR HFIREERS SMETIRPESERRMIERIE
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w Filter Condition

[ General l

Display

Mame:

Description:

Filter Condition State

| Enabled - |

Filter Condition Type

Always True - |
: File/Folder exists .
Settings IP Address Match
Tested || Name is in List o

Marme is notin List

Mame or Value is in List

Mame or Value is not in List

Matching Metwork Connection State w

True |

Actions

1. #T7 WEM Integrity Condition List Manager.
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Load XML || Sawve XML
File File

2. GREETEXYE, ABELTXCERERIEE HFl.
3. & “BW FERFPEN BFF.
AR

BNIETT WEM EERNITENBETR (REEN).
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4. BE “REXML X", NEEFRFHOXMHE, ARRE “FE

v G| | Search Desktop

1 |- Desktop »

Organize ~  Mew folder

57 Favorites
B Desktop
j, Downloads
5l Recent places

h jack

| Libraries
|0 Morskale Infrastruct.

18 This PC

f! Metwork

File name: test‘ll

Save as type: | XML Export Files (*xml)

(4 Hide Folders

240
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Workspace Environment Management 2109

5. fTFHRED XML XX, BIEERENESREEERRKRT.

File Edit Format Wiew Help

k?xml version="1.8"2>
<Objects>
<0Object>
<MName>jack-agent</Name>
<Value»>BB1</Nalue>
</Object>»

</0Objects>

6. BREN XML XHEHEREEN LB AR,
AR

NRK XML X REFEEEEH QBN L, HIeRREFR.

7. ¥%E EEEHS > IHiEEE > K > WERGTIR ETF, AFRE R,

- : |
Refresh || ¥ Restore

Enter text to search... - m
D e S
)

= Always True Filter Condition

Filter Condition List

| [} System Optimization

- [} Policies and Profiles

I i Security

| [} Active Directory Objects

3 Transformer Settings

Ir ﬁ Advanced Settings

Ir a Administration

[prefesh | [ Add | [ Edt o | peer |

¥ Connected to : jack-broker € Current access level : Global Full Access

- [} Monitoring
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8. BAER, ARBEH HE

B3 New Fitter Condition

[ General l
Display
Marme:
| Testjack |
Description:

Filter Condition State

|Enabled - |

Filter Condition Type

|Name is in List

Settings
XML List File

4

| C:\WUserstjack\Desktopitest 1, xmi

Tested Value

| F#ComputerMame # #|

Actions

Ok || || Cancel

o TRIESFMFRE, EEFE FMETIRF.

XML 7)#&2ff: C:\Users\<userl>\Desktop\testl.xml ({RIBEM LAISCHFbAL)
MR E. BASERE WEM REMLZGFIREESRN ‘B ZROBANBZIRERHAHES
M, TELRGIFR, ERANTETRENTEN (KEEN) &7, FEit, RETNERMNSSHE “H4

#ComputerName ##.,” BXERANSTHENESZER, BEH ST,

9. 3| EEIEHE > LIEEE > AN > THEMUFIR &+, AFRE R,
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&) Create
gﬁ Disconnect ﬁEd’lt

| Rules

fﬁ Conditions

True Filter Rule

r ﬁ Assignments

- [ System Optimization

" ﬁ Palicies and Profiles

[ security
| [ Active Directory Objects

r ﬁ Transformer Settings

r ﬁ Advanced Settings

- [ Administration

@i Monitoring [refish of | oadd of fpomit o | Dok |

W Connected to : jack-broker ® Current access level : Global Full Access

10. £ “&F" FERPBNHIER BT
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Ed new Fiter Rule

I General ]

Display

MName:

Description:

Filter Rule State

|Enabled -

Filter Conditions

Available: Configured:
Always True =
Test-jack
<
>
[ <<
Actions

|| (0] 4 || || Cancel 1

11. BEENFHEN TR E8BoE BEE” 88, ARRE HWE
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EJ new Fiter Rule

I General l

Display

Mame:

|Test—jau:k |

Description:

Filter Rule State

|Enab|ed -

Filter Conditions

Available: Configured:
F<1
>>1
<<

Actions

|| OK || || Cancel 1

12, ®2| EBIEHIE > BF > NARER > NAREFTIR &5+, AEMMINBER.
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Application List

Applications.

€8 Printers Enter text to search... - m

“# Network Drives

= | eme besdbten | s@e |

tee Virtual Drives & | IE browser

@ Registry Entries

Lﬂ Environment Variables

% Ports

() Filters
| i Assignments

| ] System Optimization

| [} Folicies and Profiles

I Security
| Active Directory Objects

Ir i Transformer Settings

I Advanced Settings

- [} Administration

88 Monitoring foRefresh of i Add | | Eat | | Deer

¥ Connected to : jack-broker @ Current access level : Global Full Access :

13. #%E “EEEHR” > “E57 > “BESET &+
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B Modeling Wizard

2 1acKYack

JleFnd e

Assigned:

- [} System Optimization

- [ Policies and Profiles

[ Security

" Active Directory Objects

- [} Transformer Settings

" ﬁ Advanced Settings

[ Administration

- [} Monitoring

' Connected to : jack-broker @ Current access level : Global Full Ac

14, WHFIRHNAFRHAFE EXTAR, EERAEEN).
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Citrix Workspace Environment Management

B Connect &) configuration ‘"‘Et‘ et '| @2 Delete || & Backup
Q Create
E. Disconnect @ Edit Refresh ? Restore

=

Users

7 Action Assignment
B Modeling Wizard

Name

Ei Everyone

Description

A group that indudes all users, even anonymous..

PREEE I B O

Prinrity State

[L] System Optimization

[ Policies and Frofiles

| Security

|__ Environment Variables
| Active Directory Objects L Ports

| IniFiles
@ Transformer Settings & External Tasks

|__ Folders and Files
|__ User DSM
|__ File Associations

| Advanced Settings

| Administration

Assignments
| Actions
| -l Find | | clear
IQ filiess Available: Assigned:
| Assignments B-iE Wlmnons 7 Applications
r 1 P fj r % I - Printers

: -|_ Drives

i Network
| Wirtual

< Registry Entries
|__ Environment Variables
| Ports

-|__ IniFiles

< External Tasks
<[ Folders and Files
| User DSN

& File Associations

[L] Monitoring

Current access level

+ Global Full Access;

15. BRARFN B A BRBEHE ‘BN T
Assign Filter

Selected Filter

|§.|5.Jways True

Actions

16. #EEdigss, ARBEH HWE

Assign Filter

Selected Filter

Always True

Always True

Testjack

Actions
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17. BRNRNNBEFHNER (EXfd, B8 IZRE M EERESE).

8, Create

S Ty o 2 ,ﬁ.wmﬂ. My config set - e Delete _s_w

Action Assignment

Refresh || % Restore

Users

B Modeling Wizard

MName

Description Priarity

A group that indudes all users, even anonymous. .. 100

| [L| System Optimization

| [} Policies and Profiles

[} Security

| [} Active Directory Objects

| [} Transformer Settings

| ] Advanced Settings

[} Administration

5 Monitering

¥ Connected to : jack-broker

Assignments
| ] ey
labl Assigned:
| Applications | [=-|__ Applications ~
| Printers || 4 | =g IE browser [
[=~|__ Drives ——
- Network T -
we  Virtual || < |
| Registry Entries
| Environment Variables _
|~ Ports i =
- IniFiles L Auto Start
| External Tasks |_ Printers
|__ Folders and Files [=-|__ Drives
| _ User DSN - Network
--|__ File Associations - 2 Virtual
~+|__ Registry Entries [
| Environment Yariables
| Parts
| IniFiles w

@ Current access level

18. #%E “EEEEHIR” > “EE” > RET > @t &k, ARBRE RE.

: Global Full Access

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

249



Workspace Environment Management 2109

Administration

a Administrators

& Users Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
24 agenss , [t | E

@ Logging

Enter text to search... - m
. Last Known... | Last Connection Synchronization ...
=] et |12/20/2018 6:04 .. w | .11

I ﬁ Assignments

. ] system Optimization

- [ Folicies and Profiles

" Security

- [} Active Directory Objects

r Transformer Settings

h €lear Expired Records

¥ Connected to : jack-broker @ Currentac vel & Global Full Acce:

19. AEEHNE, AREL TXREFERBIFTEXRE,
AR

EFEXLEIGELY, BEAUEREITRERNITEN, RAERE Citrix WEM (32,
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Citrix Workspace Environment Management I;Ii-

Home

@4 Configuration set| My config set - & Delete % Backup

a

o
@ Create _
I+= Disconnect & it [ Refresh || & Restore

| 5| ) | )

pamnisraion M Reosato |

Agents Summary

L?J Administrators

&. Lsers Total Agents (all Sites) Total Agents (Current Site) Total Agents Last 24 Hours Total Agents Last Month
Eg Agents 1 i d L
(i) Logging

Agents History

- Find Clear
Device Mame Device Model IF Address Last Known... | Last Connection Synchronization ... | Agent Version
. {8 | JACK-AGENT [HvM dom 10.150,139.101  |Myconhgset | pbopnigena Ll o lias0.11
L] Actions Refresh Cache...
) Eilters Refresh Agent Host Settings...
Refresh Workspace Agent(s)...
=2 Assignments Upload Statistics...

| System Optimization Reset Citrix Upm Settings...
Reset Vmware Persona Settings..

|| Policies and Profiles Reset Microsoft Usv Settings...
[} Security Delete Record...

| Active Directory Objects
| Transformer Settings
| Advanced Settings

|| Administration

Refresh
| Monitoring

@ Connected to : jack-broker

20. BIBITAENTEN (KEXH) URIIRENFERSERIME.

730PM
= OB 1mg

FtRGIR, NAREFERNSEIREITEN. cRERE LEN, HEEEESE L,
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XML $TENH 5 RECE

April 6,2022
Workspace Environment Management &#&&d XML $TENHFIR 4B E A F $TENHLAYTHAE.

B2 XML TENFIRX G, EERER QPO ITEIVIRIE, ¥ “RIFERE" EUREN “EMIRERGHTEIN
X

AR

NEHAZEEE Windows ERAIFTENN.

XML $TENHFI R 454

XML Xt LA UTF-8 4b3, HEBUUTEZE XML £i5:

<?xml version="1.0" encoding="UTF-8"7?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema—-instance">
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

BNEPIRMXEIREH AU T RN RER:

SerializableKeyValuePair<string, List<VUEMUserAssignedPrinter>>>

BMeEHGEHERT:

<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>

<!--NeedCopy-->

EMESRUNEHENT A BHITEN BT, % ** <Key> iIFE B EHEXEM. <Value>** iHEBE 5D EA
EEE P IRAFTENYICEZ A VUEMUserAssignedPrinter 31 & 89%%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 252


https://docs.citrix.com/zh-cn/workspace-environment-management/2109/user-interface-description/actions/printers.html

Workspace Environment Management 2109

<?xml version="1.0" encoding="utf-8"7?>

<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1</Key>
<Value>
<VUEMUserAssignedPrinter>

</VUEMUserAssignedPrinter>
</Value>
</SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

<!--NeedCopy-->

VUEMUserAssignedPrinter i5i2i&%

HIER T B <VUEMUserAssignedPrinter> 1R E X S A B EAIFTENN :

**<|dPrinter>, XE2EEETENNA “Workspace Environment Management” {TEI# ID, &&1TEIHH
MEBFRREN ID, FE: ** £ Workspace Environment Management =58 EEHN XML ITEINFIR” 2
WEABEBECH ID BITEINURE, ZIRMESTARETF XML FIRPEBEEFTENNH 1D,

“*<|dSite>, @&#H% Workspace Environment Management i mf9ik 1D, Zibm S ASTAHSM D T
iGN

**<State>, IBEITEMNBGRES, HAP 1 AFEDRS, 0 A FEARS.

“*<ActionType>, HHIELR O,

**<UseExtCredentials>, %7415 0, BrRiFZFHERRERN Windows &1,

**<isDefault>, IR} 1, WITENHZIAIAK Windows ITEMH. RHK 0, NARKEHEE HTIAE.
**<|dFilterRule>, #iaL&A 1,

**<Revisionld>, &AL RA 1, NREEERTITENNBE, EFILEEMN 1 LOBMARIEENHRREIIZITENN
121Fo

**<Name>, X2 Workspace Environment Management {2 #lFrRAAIFTENH B, LEFER ** Ree &

=

**<Description>, X& Workspace Environment Management {2 EMFrREEBITEINIER, LtFEEATLLA
=,
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**<DisplayName>, XRFKEAH, MIZEZ=.
**<TargetPath>, XR1EMITENHA UNC B&iZ,

**<ExtLogin>, B&iEEATFEEN Windows EiEEEA Windows kP EIE R, [HaiFxit. BIFHRES,
1.

“*<ExtPassword>, B&EEAFiEEHN Windows FEHEERN Windows kP EYEE, [HaR%i. BILFR

2z, 1.
<Reserved01>, XBESHKIEGE, FE UEAARHZE,

&gt;&Lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;SelfHealingEnabled&lt;/
Name&gt;&lt;Value&gt;0&lt;/Value&gt;&Llt;/VUEMActionAdvancedOption
<!--NeedCopy-->

BREATEITENNRNBREE, RFEFFHEM LARNE, KE= 0EEHRN L.

FTENHIS R

T REIEREFmsitEYN DEVICEL L5 ER & ST ENL:

« UNC %12 \\server.example.net\HP LaserJet 2200 Series 19 HP LaserJet 2200 Series (ZkiA
FTENMN)
o {£8E C5531i &% $TEDHE UNC B2 **\\ server.example.net\ {£8t C5531i &% **

EREEFIREITEN DEVICE2 E9E— N EEhFTENN:
« UNC %1% \\server.example.net\HP LaserJet 2200 Series £y HP LaserJet 2200 Series

<?xml version="1.0" encoding="utf-8"7?>
<
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:
xsd="http://www.w3.0rg/2001/XMLSchema">
<SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter>
<Key>DEVICE1l</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>1</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
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<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>

<ExtlLogin />

<ExtPassword />

<Reserved01>&lt;?xml version="1.0" encoding="utf-8"
?2&gt;&Lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt; &Lt ;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1t
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
3 /ArrayOfVUEMActionAdvancedOption&gt;</

Reserved01>
</VUEMUserAssignedPrinter>
</Value>
<Value>

<VUEMUserAssignedPrinter>
<IdPrinter>2</IdPrinter>
<IdSite>1</IdSite>
<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>Canon C55311i Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\Canon C55311i Series
</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserveddl1>&lt;?xml version="1.0" encoding="utf-8"
2&gt;&Llt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt;VUEMActionAdvancedOption&gt;&lt;Name&gt;
SelfHealingEnabled&lt;/Name&gt;&Llt;Value&gt;0&1lt
;/Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved0l>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>

SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<Key>DEVICE2</Key>
<Value>
<VUEMUserAssignedPrinter>
<IdPrinter>1</IdPrinter>
<IdSite>1</IdSite>
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<State>1</State>
<ActionType>0</ActionType>
<UseExtCredentials>0</UseExtCredentials>
<isDefault>0</isDefault>
<IdFilterRule>1</IdFilterRule>
<RevisionId>1</RevisionId>
<Name>HP LaserJet 2200 Series</Name>
<Description />
<DisplayName />
<TargetPath>\server.example.net\HP LaserJet 2200
Series</TargetPath>
<ExtlLogin />
<ExtPassword />
<Reserveddl>&1lt;?xml version="1.0" encoding="utf-8"
2&gt;&lt;ArrayOfVUEMActionAdvancedOption xmlns:
xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"&gt
;&Lt; VUEMActionAdvancedOption&gt ; &1t ;Name&gt;
SelfHealingEnabled&lt; /Name&gt;&lt;Value&gt;0&1t
5 /Value&gt;&lt; /VUEMActionAdvancedOption&gt;&lt
5 /ArrayOfVUEMActionAdvancedOption&gt;</
Reserved0l>
</VUEMUserAssignedPrinter>
</Value></
SerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
</
ArrayOfSerializableKeyValuePairOfStringlListOfVUEMUserAssignedPrinter
>
<!--NeedCopy-->

JACER

June 16, 2022

X8 & Workspace Environment Management (WEM) x4 #0324 sh (s B ARIBFNE Yo

[1] 1 PRA AR

[2] 1%BR Citrix Cloud ARESHARR

EEANERO. “EEKO" MNEZBARIE,

EEEHA, EEIEMENRSHNED, SUEREEETSCIBNORRR. EEERK. BNARE.

#£ Citrix Cloud #, Workspace Environment Management lREERizHISEEEET Citrix 89 Citrix B
FREFRSSE L. ERILIERBEEEHSEA Web JIRBMIRSH “EI2” EmM-kHEE WEM 2%,

EEHO [1], BRI QEEFIEMBERSHEO, ZBORIAKN 8284, MEF AdminPort <1785,
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¥, T1E Workspace Environment Management fU2HmMAMAER: REBRSTISIENIE, XEAHRER
RIEEN L,

REENTRITXM. “SERE” BIBAARIE.
RIEEN. “REEH BIBERE,
RIBENARS. “RERS" HIARE,
REAREHO, “RERSKO” BIERS,
REZERTZ K. “FEFERPIEO" B9IEARE,
REEN. KEARENITEN.

REBENEE GPO, HEIEITR (GPO) BEERFERIEL E1RHE ADM 5 ADMX X, BIRFFXLEHS A Active
Directory, AERKIRENAEISIERAR LM,

REwmO [1], REIH EEKCRBEREWRSHESHMITRD. M, BTFRfNRENERER SR, HOKIA
&5 49752,

RIEARS, 1EFRIZFAGIREEE VDA St Windows & LIRS . ERREHIRTEFEREERHSREN

®E,

RERSHO (1], ABEEIEMEWRSSRIHEO. ZHORIAS 8286, METF AgentPort s $1T78%,
RERPARERO. “FEFRPIHO" B9IEARE,

Broker, “HAZEMARS” HIBEBEAIE,

Broker kP, “BRiZEMARSKF” BIIARE,

Broker fR5528, “BRiZEMARSS S BIARIE,

Broker fRSHKF . “ERHLEMBRSHKF” HIBARIE,

ZERSHO (1], RBEERS IEEEINEMENRS UERBEESEMEHNRSBEAS KD, ZiEORIAR
8285, H3IRF AgentSyncPort %1785,

Citrix ¥FrNIERRSS 28R 0 (1], Citrix FANEARS W IEFEMIFAIIRO, ASEMLEMIRS ERET XK O URIEFT, i
ARKIAES 27000,

Citrix Cloud Connector [2], #FERMUERMITENS Citrix Cloud BIEMNEY, ERESIMERUENED
—BitEN (ZEES) L.

foEs. —4A Workspace Environment Management B2&i&E.
ERAE, “BMEmRSSE" BIAARE
BiBE. 8% “Workspace Environment Management” BZ&i&EHEIEE,

£ Workspace Environment Management gyzsttihR <R, #iEER7E SQL Server LI e1EH, 7£ Citrix
Cloud £, Workspace Environment Management iR$3i& B7257E Microsoft Azure SQL #iBEERRSS +.
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BIBERS 8/, [1]. #IEECIERASATZEEE SQL L1813 Workspace Environment Management #k
BRI,

DSN, ¥iE/RE&Z#R (DSN) BEHURER. BR. BBERDZF. AP ID. BEBRMNEMES. —BRSERIEEL
2 DSN, meJATEAERFFER DSN NEIEEIRRES.

HitEmARSs (1], £ T Workspace Environment Management Bt ARS A&
HEMEMRSH[/EEIRO, “BERBO" NEZEANE,

EMZRHARSS . BMZRMRSHE LRENRS, eR&MERAS (SQL Server, Active Directory) SaiiRdAH (B
BiEHa. KEIN) FP. LRSUEMKRTA “Broker”, *

7z Citrix Cloud L, EhtEmpRssHEEE Citrix Cloud £, H& Citrix 81, ©1E&MEHAH (Azure SQL #
EERS. EEEHe) Samdet (RE. Active Directory) R,

EEARS R [1]. BMLEARS ARERFIRIEENKS . BIAERT, KA 2 VuemUser SQL kP, B7
HIREEQIEERE], ERILLUERIEE M Windows EIRHEAGE MRS .

BEiZmiRS RSS2, “BRIEERS R NIERE,
BEiEMmARSS . BRiZRMARS R I EREFRMIIIIRSS 83 LIRSS,

f£ Citrix Cloud £, ERigEmARSIEETE Citrix Cloud L, #H Citrix B2, BITEEMEIRAHS (Azure SQL #
EERS. BERGIS) Saimds (RE. Active Directory) EF.

MBEERA (1], EHRIEFUELEFERNEAH, REZANK RN EEES & FHFE Workspace
Environment Management it R A B2 IHANIR, BINERT, AR —BEBLILAIRRRAIIE,

SERER [1]. A SAT Windows kP fiARZ SQL kP ¥R E SR S EES SQL i,

M= LEHA Web I ARFEHEN—MERX, TRAFEERIEMNARFRIERRL. XAFEER
RRFFREHER SN BEFHRH.

BHAERO, “WEM EiZR0O” MIAARIE,

BEEABFHEIE [1]. 7 SQL Server &, —fEER Windows S4383EF SQL Server S{H38IER S I0IEE
Ro XEEMMEMIRSIEZI SR ENZRIANS,

WRNHEARS 2R im 0. “Citrix W rIERRS 28O MIAARE,
MEIRRNER. /FEM. ARSS28EL NAS 18& ERVYIRE#ISE.
BRAUE [2]. BEMITHERURSMBERZFNUE BINMAHRZHIE L. DHESEIERL) .

MR RS [2]. RHRMRS2—T BN LB, EXMERP, E=ZARUFRENAREFHED Internet A%
FREXENBEF,

BHENRSEO. RELAFPAIUEREFERETE Workspace Environment Management HECBRITEE (FISNEIAR. R
INTEDN) MORE. MEORSEREE Ul BXTRME, ©

ARSSEAZ T (SPN), BRSSSLFIRME—IRIRTT, Kerberos BHI0IERER SPN #ARSS L6115 ARSS B Rk F HE KBk,
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ERE. NAPIERENAEFRESINRE, AEE “UIRR” M 1T BATET. UIERRHT—
MRS ERIGRMBBIARS RE, RELBFATUMPERFELINEE (BINER. BIAFTEIN) .

R, ‘MBS HIAARE.

SQL AFikF [1], ERESEFEIEMNEFIA “vuemUser” B SQL AFIKF, XZEALSMARS AREZTIHIE
JE2:DE/NIN

#ii2F. Workspace Environment Management RIE7ESZIR kiosk R T #1TEZMINAE,

EIRENES, £/ s ubst <5 defineDosDevice keI 2 Windows E#IEENEE (t2#5 5 MS-DOS i8& &
R o EINIRTHESE 253t 34 BR 1R BR 5T BIIRBHRS B2 1T o

EEHA IP 3hhik (VIP), SERR¥EmED (Iw0) RIIRZAY P ik,
VUEM. EMBFIRRER, XB—MESAR Norskale RiE, HIEF~RAVFELMTS,

VuemUser [1].7 “Workspace Environment Management” #3BE oI 2 #A a1 8l H SQL 1k . 5X 2 Workspace
Environment Management Eat4EH9AR S B T I SRR ZRIAK A,

WEM Broker, “EiZERs” HEEARE,

WEM 53350 [1], SRS (EARVERZR AR S 83 EAYHIRIH O, IHORIAN 8287, (MKSEHE.)
WEM Ul BB HITX M. “SIERE BIARE.

&34 Windows . HARE L Windows 1k B 545178,

Windows AppLocker. —I1 Windows IhiE, AMFERIESHFRIME—IRIRHEE WL B - 240 AT LUBTA L RS E
N RiERF. MREMER AppLocker, M LUBIEAVFSRIELRN 2R EITHIRN,

Windows 51{43iE, 7£ SQL Server #1, —#ZHAMNSHRIERR, EXMEXT, HEH Windows AR KFAH
HEKFZEEERE SQL Server, SQL Server 53— S G IRIERA R REEAS I,

Windows &£, “Windows B45IE” BIIEARIE,

Workspace Environment Management (WEM) Ag53 [2]. Citrix Cloud AR5, ¥ WEM EIBAM1EN SaaS

RS,
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