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o BHIE
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May 30, 2024

AkfHH: 2023F£ 11 816 H

iZATF HTML5 & Citrix Workspace [ BiZF

tthRAEE EATF HTMLS & Citrix Workspace M A2 2310,

2203 LTSR CU4 Ri0E# 4 (CU4) E#7 1 FEBEMIRE

« ¥ StoreFront #4 FIhRk4s 2203 LTSR CU4 B, RiXBEHR RN ARFHETEERKRK, [CVADHELP-
24175]
o IEEMRTBMAGFN—INZ2RE. BXFAESR, 1551 CTX583759, [CVADHELP-23724]
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StoreFront 2203 LTSR CU4 &8& CU3 B EMFrEEBEURUTHIEE:

s UAFPMNMIFNBEE A X AN Workspace AR FI, HNARFIESER HTMLS maIEER
Workspace M Ai#EFB5H. [CVADHELP-22435]

o IHEEEIETEEHIRERPHNMNEF. [CVADHELP-23088]

o YEERAMIESHEERIEN, Citrix Workspace NAREFAF REARRKETEANBSHRESHES. B
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<Desktop name> TxBEsh=EmE
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Workspace MBREFA2EISEAN, MARETEIEIEE, [CVADHELP-23140]

« StoreFront RS 25 LI BIZFHEE AT RER B BRIt kK. [CVADHELP-23196]

« E$#%3) StoreFront MAEER, EMAT Mac 9 Citrix Workspace R BEFEM “HER” R hIREES AT &E
254, [CVADHELP-23217]

« 2RAKMHATEER S Citrix Subscriptions Store fR$ £ StoreFront [RS8/ L EIMBRHHABREEHE.
[CVADHELP-23326]

2FEFH 3 (CU3)
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iZATF HTML5 & Citrix Workspace [ BiZF

AR a1 E & T HTMLS 89 Citrix Workspace N2 2304,

BEERRHR

StoreFront 2203 LTSR CU3 €& CU2 B EMFrERBE URUTHIES:

« [CVADHELP-15544] % Citrix Gateway fRiRz A &M IE HDX B&H3EIRE 5 & 14 30EA HDX &A=k
PRSI IEETAT, StoreFront MMC 154l & FTRESEIMEH,

« [CVADHELP-19879] tRBATRETREABRBNUERRERARGH, BHNARFIASESEIEH=
i, MIFEMERINERE.

+ [CVADHELP-21886] e 2IEHEEMATENNIR B R XL, BEITANSIER IR SSMMITENNIRE X,

+ [CVADHELP-22114] S BB M —& StoreFront RS H[EEIS—ERSERH, FBEAESEILU
THIRHER!

AR EL AN REEIRE BT,

SFEH 2 (CU2)
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iEAF HTML5 & Citrix Workspace B2

IRz B 3EER T HTMLS 89 Citrix Workspace M2 2211,

HEERY RIZEF (RATREIR)

Citrix Workspace 3528 BEZF I ATM Web ERIm#TEEF P HRNANSIES. BRINERT, tIbgesF
ZHRE. EERTLUE StoreFront fRS28 EEALLT PowerShell filas /= A itk IhaE

*Add-STFFeatureState -Name "Citrix.StoreFront.EnableBrowserExtension "
-IsEnabled $True’

BXESZRAER, BERETNNSET BEFNEFIHLNFZIER,

BEERRHR

StoreFront 2203 LTSR CU2 &% CU1 B EMREEREURUTHIESE:
o [CVADHELP-18949] SAML &IiERERT CA RS ESMA ML,
« [CVADHELP-21048] 74 StoreFront fR328/5, EREEEMN FeatureState (&,
FE

iEE nIE e A E] StoreFront ARSS 28 IR AR ZASFI F+2R kiR s

[CVADHELP-20769) MBIt i€ EE, B UFEREINEEMN HTMLS LA WNRME D RS, TEHE
StoreFront fRE2s Ei#TEHMALE.

« [CVADHELP-20780] £ Citrix StoreFront iz & &2k Citrix Gateway ¥ 4{E 28, ATRES BB N =S
# clusternodes 77 silentauthenticationurls =%l StoreFront AR5 28 L4 Roaming\web.config
S,

[CVADHELP-21037] MR HAkR 4 F 4k StoreFront /5, i%E &2 Receiver for Web it 5 > 28 Z Citrix
Receiver/Workspace B2 > B A T3 HDX 5/% > Receiver/Workspace W Bi2FHRATAES
BRINEE R Citrix Web 55,
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April 17, 2024
%% HE: 20224883
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StoreFront (#¥&hRZS)
[lidoE =k TRE s E
Citrix "REEARIRS EEEER

iEAF HTML5 89 Citrix Workspace B2

ItthRABIEER T HTMLS 89 Citrix Workspace R AB#ER 2205,

BEERRHR

StoreFront 2203 LTSR CU1 B8 & L F1EE :

« &7 Citrix Workspace K BEF EBohN AREFREEE, MREHABEEENET, G IP tikd g,

Ne e 2R THEIRES:
BT HIEIRAE 3500, EHNZIERFRINEH, BEENEERKR, RAEXZBRNESER.
[CVADHELP-19435]

o LESRET —FEENZRES, RINRAFEZFFHRIZSESET ‘BERE %, WUgEsEL
StoreFront P ixie NI E _EAY R LETHEE, [CVADHELP-19714]

+ ¥ StoreFront #4&3Ikras 2203 /5, Citrix AR T124128 (ADC) ZIRMA P SHW0IES N A2 FRE
BRER KM, £ StoreFront A% Z#i, WR7E ADC sifi2E 7= £ XML 728 Delivery Controller L2/
TLS1.0, M&HMtRE, [CVADHELP-19774]

FTIEThEE

February 22,2024

2203 LTSR RrYFTIEIhEE

StoreFront 2203 Fr&1E L FHIE IhREFIL R INAE

TLS 1.0 /1 TLS 1.1 Mz HFEL&1E

BashR4s#2, StoreFront 7£ Citrix Virtual Apps and Desktops (LL#i#i% XenApp #1 XenDesktop) #1 Citrix
Receiver 5 Workspace Hub Zial "B 3z#% TLS 1.0 #1 TLS 1.1 #hi%

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9


https://docs.citrix.com/zh-cn/storefront/2203-ltsr/whats-new/2203-ltsr-initial-release.html
https://docs.citrix.com/en-us/storefront/2203-ltsr/known-issues.html
https://support.citrix.com/article/CTX111618
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-html5/about.html#2205

StoreFront 2203

ERATF HTMLS5 # Citrix Workspace R FEiEF

Itk AEIEERF HTMLS #9 Citrix Workspace R ABTERF 2202,

BEERIRHR

BiRZ 1912 LTSR CU4 &2, AFRABEE:
+ [CVADHELP-16834] =i/ Citrix StoreFront fRss APl BaiAF SiER, ZBARBMIERNSEHATEE
IEffio

« [CVADHELP-17295] = &BiE#Z 2l StoreFront &9 Citrix Workspace R ATZFS, SAML BHIIEa s
eSS

+ [CVADHELP-17385] tti&& 2 StoreFront M—Iui%s81H4E, 4% Citrix DaaS SFE I A EHEF IR,
ItEIE R INAE A VF A P E AR SS R A F = TR TUBY MR 1% #2288 79 Delivery Controller 7 n%) StoreFront
BB BRI RRo

o [CVADHELP-17671] StoreFront #—% URL MZEWF TR HEIE—PEMILERMIE (Cross Site Re-
quest Forgery, CSRF) ©h%, AIetELREENNBHLIBRPRPEILE (FINRIERS:S) WES
s XL,

MAEBER, FTUERBUT URLEKRS CSRF ¢i#AZ%,

Add-STFFeatureState -Name "Citrix.DeliveryServices.WebUI.CsrfValidation
.IgnoreOnSpecificRequests'"-IsEnabled $True

AR
MRINEEF X AT, MHBFAIEFREETF WebAPI 9B ENIZEHRM URL Ffips CSRF <k,
o [CVADHELP-18083] sn:RfEmE “&8E Citrix Receiver/Workspace MBERE" #EHi%EE “Receiver/Work-

space WAEFHGR” 15 Citrix Web 5=, Citrix Receiver/Workspace B BEF M AR ML= TH,
Fit, &#HH Google Chrome Y233 EHTFME L TH.

+ [CVADHELP-18221] itk P & RE—F Fim LY Citrix Workspace [ FRiEFEY, K%L AEFAMNER
RER B AR EMIR B2, B0, MRAFE Citrix Workspace R Af2F L8 EMAERF A WENR, A
12 B AlResR5h. Ibsh, MAER A NFAEEEE TR ARER B HiER.

» [LCM-9536] Citrix Receiver for Web ihmhRH EREETE2RBEEA “4RiE Receiver for Web 55"
IHEER B E XINUETEHPIEEN “HZEE” #, Bk, REBTHETRETAEE,

February 22,2024
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AXFHAE ETERFIBMEEEZHAANTFES. Citrix =HAThEE, LB MEHIEL R, Citrix FiEm
ERERBEANRGURERRHENE, EESRAPAETEIEEN, AEFRBES N FANSERIEE. X
FRESEBRZIFNFMAER, B35 Product Lifecycle Support Policy (FSESmEBRZIFER) —X. BXxK
HARRSS AR A (LTSR) BRESAZEMELE, EBiAhttps://support.citrix.com/article/CTX205549,

FRAMMBIER

TRERTEFAIMBRNFES. Citrix =RMIEE. HEARTHARRTRILRANEE, EXANIE RS
BRo Citrix SASFFXLET R, HIIMRRT XEBBBMRANLE,

mA ERERETER B AR IBR ik

SHFEMRSEREER 2203 2203 -

(SSPR)

X #57£ Citrix Virtual 3.14 2203 3&¥% Citrix Receiver #4

Apps and Desktops (1L ZISZ#5 TLS 1.2 &9 Citrix

A XenApp Workspace M2

XenDesktop) 5 Citrix

Workspace [ZF#2F 28]

R TLS1.0MTLS 1.1

il

7£ Windows Server 2203 2203 ERZRNRERFRERE

2012 R2 t%& StoreFront,

StoreFront

T 4.7.2 258 2203 2203 F4Z.NET Framework

Microsoft .NET 4.7.2 AEBHRAE. (IR

Framework ks, HARRENET
Framework 4.7.2, =%
BFEEHRE.)

iR T U TESEAAELSER 1903 1903 —

=&k Delivery

Controller 3&m:

VDI-in-a-Box #l

XenMobile (9.0 HE1R

hRZS) o

Internet Explorer 9 # 1903 1903 —

10

7£ Windows Server 1903 1903 ERZRNRERARLE
2012 k=% StoreFront StoreFront,
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mE

SHFAP IR R EIE SR
THRmE

Citrix 288% (“G&S
A7 AP RmE

7£ Windows Server
2012 #1 Windows
Server 2008 R2 %
StoreFront (8%
Service Pack).

Citrix Online
Integration (Goto 7=&)
=334

StoreFront 2.0, 2.1.
2.5# 2.5.2 FMERMFAE
£ 32 {i (x86) HEMN L&
% StoreFront,

BXEAT HTML5 89 Citrix Workspace AEEFHNFANGES, BHSHFHRE,

2203 FEYE i)
May 30, 2024
SR

ERTEMRAEFFA

1811

3.12

3.12LTSR

3.11

3.9

3.8

EFERRAFHIBR

1912

1903

3.15

3.12

1818

3.13

&k

¥ Desktop Lock BF%
NI Yo
ERFAFRRE

ERZFBORERGPRE
Ao

MER—MhRAFHERE]
3.12, AERARIIEMIRE
TER TR X64 1R S
PR,

IRFHEEEEREMNRAYIRP, SNANAR 2203 kAR BNER BRI 4 L7FETF CU Bifd,

StoreFront 2203 CU4 12408

o ¥ StoreFront #4&ZEIRk7x 2203 LTSR CU4 B, EiXB oA RN AIEFRE iRk,

=

=

ZinETE 2203 LTSR CU4 &1 1 &S,

[CVADHELP-24175]

s HERKFRNAFSAER2ETHERK, [CVADHELP-24499]
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StoreFront 2203 CU3 2 4Nia)&

FREH 3 g EHRNEMNRH,

StoreFront 2203 CU2 thpyE 50|85k

FREH 2 P ERNENR.

StoreFront 2203 CU1 G192 4Nja)fx

FREH 1 PigEHNEMRE,

StoreFront 2203 92 AR

« % TelemetryService.exe X 8iE “Framework.xml” B, StoreFront RERJRERBIENIELRK. RS
AR =1k Citrix Telemetry Service HEER%, [LCM-12147]

+ 3 StoreFront #4&Zhk4s 2203 f5, Citrix RZAEFER(TEHI28 (ADC) ZRMAF S HIRIERN FARRFRE
ATRER KM, 7E StoreFront A&z &1, MR ADC REE T %2 XML &M Delivery Controller L2
A TLS1.0, NsHIMItRM, BXFMERS, BB https://support.citrix.com/article/CTX457757,
[CVADHELP-19774], Itia@EsE 2203 LTSR CU1 kAR EIEE,

Tk, RE. FHERMEE

September 29, 2023

x5 HAES

#1%1 StoreFront ZpE StoreFront EBE S R BYA IR

FA P i 1B)3EI0 F P B] LA e A8 Y R P 75 e B9 75 UM IR

RRER HREA&ERE StoreFront IR EE M

%%t StoreFront 7E#ARSS 28 L %3 StoreFront

£/ HTTPS &4 StoreFront 9% & A HTTPS m&EZE iy StoreFront #yifia)
&1 StoreFront SpENZ 2 fiE StoreFront LSRR £

eI E FoB— M E L ARIEAET StoreFront AR5 28
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£ FAER

IIAINE RS 254H BB — &% StoreFront BRE[BLUMAI B VARS 2840,

4% StoreFront ARz T8 IBRRAE StoreFront ARS8

CEIP 25miRY Citrix ZP A3 E1+% (CEIP)

Citrix Analytics BRs3 ¥ StoreFront B2& 4@ Citrix Analytics Service %%
iR

EZ; StoreFront MIERIARSS 23 fBR StoreFront

BIRSBVBEE N RINEE BBRFrE StoreFronti&E, LUEREBIHBITENLE,

%l StoreFront 2=

May 30, 2024

StoreFront 5 Citrix Virtual Apps and Desktops S3E+E&ERK, AAFRMEE—WEBIARR, LUARELEML
REF.

TEETRT—1MHER StoreFront FE,

CVAD
CVAD
g Citrix Load 2
Femote user Gateway elatees StoreFrant

DaaS

|

-_—

Local user

Active Directory forest
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Active Directory

StoreFront £/ Active Directory TP #TEHIIE. ZHARRSMNIEMIFMAER, WUKTE StoreFront AR
S22 BIEIL iR,

HITPEARSIBIHBE, ATLTERIMNIZAARS 25 £ % StoreFront, BRLEIHEEERAIA; TN, StoreFront ARSS 284
MNEFRBEC AR Active Directory 5%, SERRESHAFPKFEHEREEXENEF, RECERATRES
RIIEZIR4 Citrix Virtual Apps and Desktops ik 58359086, EFREIFRE StoreFront ARSS B4 FR—1
g,

StoreFront AR5 834H

StoreFront AfATEE MRS 28 LECE, WEILAEREN® A StoreFront IRSB[FAMZ RS [/AE. RSF[ATBRME
TEIMABE, MERRHETESHNIAY, StoreFront AIHFEEAF R ARFITHANE B 5 SMIFAE S EEER
SRAPHMERSSE L, HEXLRSHBAZEEH, XEFEEINR StoreFront RS[BRATAEERTH, AFA
Mk E R R RMARS SIARIENAEE, R, HNKERNRS SR ENEEMNITRMEERSSREEIIRSHANE
MEH. ITHBIBERERSSEEMHNNER, B2, NERSBEFHNBEEITANS, EXIEBEEER. W0
RHIMBEARIE, SEBRIRSS, JUEFRRSSS LR StoreFront, AEKERNEIMERSR[/AD, MRS
BEMARRSS 2548 8¢ B RhBC B H A F BN FAREFITIR.

Citrix B — MRS BAPRZEE/NERSH/. MRRSV[BIAREG, RS HRENFHEL T TIMNRSBHTFL, H
=Rk S i

XY ARSS BRAFRIARSS 83 Z BRI HERGER/NTF 40 =270 (BRBITI) sv)hF 3 =8 (BAITH) B, 7A3#F StoreFront
ARSSERAERE, BRERT, RSB[BEAPHFAERSBEBLAUTFRE—UE EEHO. TAK), BIRSB[ARTUER—
KBRS MIE, siREATRIRSEZENERREXEERE M. THSEERKIEARAMKIRSIER O ZE
MEAXMARSSRE, HEE, KRENEREREERFMS. Citrix FTREEZMIBFARERERE, BE
AIREERTE Ak,

AE T

xtF StoreFront fRSSBATNZ QRS R, CNELEIMNPHBTE, BEARERNEEMNSNE—RENARTE
28, a0 Citrix ADC, & Citrix ADC AaEFER¥4E R, BESIRHEH T,

BFixiginiag Citrix Gateway

MREITRIZ R M AR SMEBIA IR StoreFront, NIEE/RA Citrix Gateway AiZiZ AP RBLLERE, AT
Ak mLE s ERERE Citrix Gateway FHE BB A& ¥ Citrix Gateway 52 BMAZBMLE #H T DR, BHE Citrix
Gateway gefiginialE & StoreFront AR$32369 Active Directory ##,
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https://docs.citrix.com/zh-cn/citrix-adc/current-release/getting-started-with-citrix-adc/load-balancing/configure-load-balancing.html
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ERRSHENHTER

EAR Citrix BER, EAIELSEZSMNEURR O EZRE StoreFront A NetScaler, FHE2BRES B TFHS
(GSLB), ERILUEEEEMN2/E URL, GSLB £3i% URL EFAZIEF— P RIEBHHMMERIEE URL, BEBERT,
GSLB £1REAHTEEE (FNEREE (RTT) SiEaSRAE) EREESTNRX,

a0, &EFIRER 3 MXIFMEMX:
emeagateway.example.com- EMHmM=
usgateway.example.com- EZEM*x
apacgateway.example.com- KM%
5 GSLB —i2

gs'lb.example.com

Remote Access using the GSLB domain name or a location specific URL for each Gateway

N

Use location specific URL

gslb.example.com

Use GSLB URL »
—————————Use location specific URL

External Client

GSLB Layer

Use location specific URL

APAC data center

StoreFront Gateway Objects
==] o
NetScaler Gateway ~ us - APAC Controller
- ==l -
&

/

APACGateway.example.com
APAC

APAC StoreFront
APAC Controller

2 E GSLB 2 a1, AEEEIREMLRS SFIEP URSTHELAWMMAMIT DNS f#if. EEED Citrix Gateway #
StoreFront P& ERMER URL B4 AEZETFENRSSIEET,

StoreFront ‘R EEMAFERSHAZBRPEENNENF]; Hk, EERFTLUFESA StoreFront fRSEZS[ARE
NEMEENAXHITERE, IHELTICAFERIIMMRSEEAE, MEERE B,

StoreFront ATLATEARSZ 234B 2 Bl E AR ITIR] (WEik) , BEENTIHES,
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https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-manage-stores/subscription-synchronization.html
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P58

BEIE A F151R7ED,

FA P i 1R) 8151

May 30, 2024
BRaLUEE =MARRE#AE1AE StoreFront &S,

o A4 Citrix Workspace A2 - BE % B4R Citrix Workspace A2 FHI A A A Li@id Citrix
Workspace [z AP RmEifinl StoreFront MAREIE, Xi¥a UIRERENEFARMREANIIEE

« EMATF HTMLS 19 Citrix Workspace 2 - FER KA Web 32889 A F o] LU I ¥ 2 M A& 5B
Web uhsa3kifia) StoreFront ARG, BINERT, AREBEEAEEHRAMAH Citrix Workspace R 2
F7aeinin B ENREMNARE, MARER. B2, ZalEERCH Web ihs, HRAFEERE Citrix
Workspace [z 2R BN al@d v S 28 A n R,

« XenApp Services URL - BT EFHRINE S Citrix B imrIE P o] LUE R R A EER XenApp Services
URL sRipiEN &S, IEMMARER, EIRINEA XenApp Services URL,

At 2ER Citrix Workspace W AER

Mast sy Citrix Workspace [ 25 iA 1R M A B S IREREA P AR, FXaAFUXFHAR RN ARER
Citrix Workspace M EEFMZS, BESRZAEK o

Citrix Workspace R A2 ERAR MM URL fEREIRR, BEERBAXLESIRR, Citrix Workspace 2/
BFAIURERFR EEEEEIAMIABNE, ARHRNSERINAREFEN, NEEERBEEARMBRNRSS,
LUEBEIS R MIEEF (S RiRE4 Citrix Workspace MBER. XiFaILUS A Citrix Workspace B2 M
RERFPHAKSEFINAEFNFABEIERERIETR. BXEHAER, BEREEETR.

i Workspace [ BiEF RN AEE

REG, WAFERIREAF NS EMNBER NN EEENEZFMAEES Citrix Workspace AR #1TEE. o]
LU A T AR Z —RAFRMEFAENER, MTECAFPEETE.,
BE:
ZINERT, Citrix Workspace M Bi2FEEFEA HTTPS SEEN AR L, 1R StoreFront kEZ&E HTTPS,
BARATRITEHMEEESBRER HTTP E#E, Citrix 22BN A BEEE~IFIERERIER StoreFront AR

AP EER. XEAER, BSERT Windows 89 Citrix Workspace N BiEF XA HHIN AR IERE
S8,
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https://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/user-access-options.html
https://docs.citrix.com/zh-cn/citrix-workspace-app.html
https://docs.citrix.com/en-us/storefront/2203-ltsr/system-requirements.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/integrate-with-citrix-gateway-and-citrix-adc/configure-beacon.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#store-configuration-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#store-configuration-parameters
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FoficE R AL TE Citrix Workspace RZ AR AR ARE URL % Citrix Workspace A2 %S
HEMMNEBEE, BXFMER, 21 Citrix Workspace MAEFE X1,

e AR RHETEXY, HPEENABENFRAERER. TR Citrix Workspace ARG, B
FEILTH.cr XXtt, BriARABEREKF. RIABERLT, Web i aARRENTRXHERTHERELSR
M AREE, ERIES AP R EBE AR ARSI R Web th, HFMXLEESTRAEXF RE,
AT REESRFIBIES, EeJLUERA Citrix StoreFront BIRIZHI G RERBE— XS ML ABENEFFAEE
BUTECS o BRI AR XEX D RAGHENNAR. BXEAER, BERANAEFSHNARERRLRX .

BaiEmmigE URL  XFiE1T macOS WAF, & UEREMATF Mac i Citrix Workspace R A#EFi&E URL
EES IS SN A EEIFMEEE BN URL, %% Citrix Workspace MAEFRE, AP MEEHZ URL, LB
AN AEIEEEKF . EZIEPRMASBSNEAEE, HFERAISLHLHEFH URL

ETHEFEHENKA RN BIETEFEHRENKF RN, BREBHRENABBEENFRFAES, MIE Citrix
Workspace [ Af2FHiARc B2 M N B F R It BNRT, BXINAIRBIIIAERIEMAESR, BSRETETFH
FHEIK R & Eo

Global App Config Service

£/ Global App Config Service I Af&# StoreFront K AEEEE Citrix Workspace RRBERF. EEFR A
NABERERE,

iEAF HTML5 89 Citrix Workspace R BiEF

YERERZA LR Workspace AREFNERAR, AP AIUERERTF HTMLS 89 Workspace [ A2 Eid
Web R¥igsiAim BN AEE, HAFBHECHERE, BmAaIaEE,

1. BEBERMZEN Citrix Workspace AREFHRE, XTARER. XAARRETRERR, EAE
AILM BERRFRGEN. BXEZFAER, FSHESEE

2. FRENESEPR. XEAFATHRERREE ARG IHREE R,

BN E REREA#ZE Citrix Workspace R BREF A e TREB5h. EAILUSEBEE N NAKIENKREShEE
FRHEILAFMEIER, ESRIE Workspace MAEERF.

MREEREE T MRAH Receiver Ralf, NIfER Receiver for HTMLS, T A A ERTEX KR BPITANAE
J& Web k38, AP RILUERS EERESRATE Web RIKBHEEHERo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-manage-stores/export-files.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/email-account-discovery.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/email-account-discovery.html
https://docs.citrix.com/zh-cn/citrix-workspace/global-app-config-service/configure-gacs-storefront.html
https://docs.citrix.com/zh-cn/citrix-workspace/global-app-config-service/configure-gacs-storefront.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/manage-citrix-receiver-for-web-site/deploy-workspace-app.html
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B EPITARRNER

SHFRBHLHHAL, RABERTRLEESERT HTMLS 8 Citrix Workspace B2 i41d Citrix Virtual
Apps and Desktops M ER. BEAFERIERT HTMLS 8 Citrix Workspace N B2 asithifin) £ & 05 A
12r, BEER Citrix Virtual Apps and Desktops fR528 EiEA “ICA WebSockets #E#” %B&, Citrix Virtual
Apps and Desktops &R F HTMLS5 §9 Citrix Workspace R Bf2FERIHA 8008, MR AEFEMMLESILE
AYFBEILIEO. BXFMAER, 158 WebSockets HEZIEE,

ZzhiEsp Citrix Virtual Apps and Desktops &iE, i8ftE S ENBEFMEmEA VDA B9 TLS i, @it Citrix
Gateway BIIFSTIZEZEAILERERT HTMLS B Citrix Workspace MARREFENAR, MELERER VDA K
TLS &%,

BEBE

U A P BRI N B 283 TFF Citrix Workspace for HTML5 {BiEsith 289 Citrix Workspace [z R12FF B 505 A
BER, XA “BARBE". Web thrl LUEE ZMA R 5 At = 5 Workspace M AREF#HITERE LB R Ro

Citrix Workspace Launcher

YAPERRRRET SHFNIRIERFAN 5 23H StoreFront Web 4284, 5@AF HTML5 &9 Citrix Workspace
[z RERE =R AA Citrix Workspace Launcher, iR %=% T334 Citrix Workspace MBS, %A
EF =185 StoreFront, iEAF HTMLS &9 Citrix Workspace BREF i —=, SeBoiNBEFNSfER
Citrix Workspace Launcher,

ERLT 33T, MARE Web ihm=7E Windows. Mac # Linux #i8/ Citrix Workspace Launcher:

« Firefox 52 LE SR
« Chrome 42 FES R4
+ Safari 12 ==z

+ Edge 25 siEShRAs

Citrix Workspace Launcher EEF5I&1EhikA#) Citrix Receiver 3k Citrix Workspace K2R,

« Receiver for Windows 4.3 s{E & Ax4s
« Receiver for Mac 12.0 s{E = ks
« JEAT Linux B Workspace 2R 2003 siE SR

R Workspace N AREF BB AAIA, EAPAAFEITH, ©FNRRIZt=ER Citrix Workspace A
BF. APTTLLUERER, AR HERE, EXMERT, ERERIER.ica XHBAERF. AFHEERTL
2E 98 REHELEX Citrix Workspace AREFEIR,

NREELRRS[HFTHREEER S MO TEIRESH StoreFront AR55234H, Citrix Workspace Launcher
AIRER BB IR, AT BREIXMER, EUNRELRRSEAH TR, LEEHIAF Web IFEEF ikt
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/websockets-policy-settings.html
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MS 2R E S BAHANFFEIE— 1 StoreFront BRES 88417, iE518 CTX460312, ;& ZE Citrix Workspace
Web i B#2F.

i&@id Citrix Gateway #E# 2l Web 5584, Citrix Workspace Launcher B/ %89 HDX BB 3§ & B Citrix
Workspace [z BEFHIERRIER StoreFront RS2, MRIEMXPENNRBHIIE (MiE HDX B8d), Citrix
Workspace Launcher &Xxi%ia17. EEA HDX B8f, 3EZFE Citrix Workspace Web ¥ B#EF.

Citrix Workspace Web "8 (X AFMAR)

Citrix Workspace Web ¥ ERERFEA Web JI8E8Y B, aIERP QN % ER Citrix Workspace
N ABEF UKk BEINN BREFMEmaEl, 5 Citrix Workspace Launcher #8Ltt, SrILURHEEMHEAF K
1%, HE#%ET2RRSHRABTESRHIIE,

EEAETNRNSRY REFNZFIHIEN, BHRITUTRE:

« 7£ StoreFront fR$528 LB RAZIEE.

s EEPIHIGE LB KLET RBRERF.

« FBEEZATF Windows 9 Citrix Workspace AR 2303, EABTF Mac i Citrix Workspace R BiEF
2304 &M T Linux 89 Citrix Workspace A2 2302 S E Sk,

AR ERESZHNTAE LFRNAEE Web b =6, ERRBAAPRNZAZEN Workspace AR, EE
SiAEH Web i B2, MRKLM, NEiRER Citrix Workspace Launcher, B5Em Workspace M B2F#
WA RP AL EKFIRE, BEEX Citrix Workspace M AERF U EHEN Workspace MAERF.

RIABERT, LI FRARS, BIER AL StoreFront RS 28 £ A LT PowerShell Bz = A It Th
ge: Add-STFFeatureState —-Name "Citrix.StoreFront.EnableBrowserExtension
"-TsEnabled S$True,

Internet Explorer

FF &R Internet Explorer FiTH M AEE Web =8y, ESRTAFPREGEIEAT Internet Explorer
#y Citrix ICA EP iR MEHIMEANR Citrix Workspace AR, REZEHE, AT EERMZERN Citrix
Workspace [ZR#2F Bl Bi2FMKE,

ICA X T8

3R HTMLS ki Citrix Workspace B AREF LA E S EAE M AR MNEIZAH22ER Citrix Workspace N ABIEF,
NYAF R AEFRKREN, ERTE.Ica X, APAIUERZE#ZRER Citrix Workspace R AZFITHIE
6
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https://support.citrix.com/article/CTX460312/intermittent-session-launch-failure-with-activeactive-storefront-server-groups
https://docs.citrix.com/zh-cn/citrix-workspace-app/workspace-web-extensions.html
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HRBRERR

TRILAERL URL, FAXLE URL ATLAUA RGN AEEPRHENKSEMNLARER. BFXEEZERNTEETRBNE L
By Web damim, RIS ERFREFRZ R AREEENMERNSEERTINARBEN Web iR, MRAFEHAE
R, AIMEZMRER, ZUABE Web iiRaBmRmHR. BXERZRREHRMEAES, FSE Web 153
REEF o

N AEFRESRN, BFHRNABEPLIESHERSNEMNAEF. RESXLTEZXKSEGHERZTHNS D
MAREFES. B, IREEIVASERESISEAFTHENIKENS LG, WARERRASDILAIELIE—
MRESR. REDARER S ITSRTRANBERF.

EQIBRNAREFRESR, BuUUERERETRERESNHNAL Web ih=89 URL skEE StoreFront, AP &®
Web = FRIN BREFIRES AT, StoreFront 23 EH AR URL 51RK1EEZ Web s, UHBFREREER
& Web 555,

BEXAFRE

Citrix StoreFront 2t 7T —MAFEEXHFA REIING. TieR@iZ Citrix Workspace R BiZFiE 2@ Web
R BFRI RS, XEWEA. BRIUBEXFRE. BEBHEAR, Uk JavaScript X, ERILUFINBE XK
BERANBRERR, HFAMESE., EXEHARER, BESRETE XML,

XenApp Services URL

BEXLEAEMIBAR Citrix EF A A B LUEE A& F kA BN AE SR XenApp Services URL Rifial Rz B EIE,
el B AMBE NS 2 Ei& &7 Citrix Desktop Lock ¥ZE A PC i@t XenApp Services URL fialrz A
A&, EALETXH, BIMNERTEEEMAES StoreFront ARZ2589 Microsoft Active Directory #espgg—4
1%,

StoreFront z#FM Citrix Workspace R F3f2% 2! XenApp Services URL BB R EH @S %31, Citrix Ready
afeffEr=&EM Citrix Fast Connect API k&b A~ i@id Citrix Receiver for Windows siEAF Windows 89
Citrix Workspace M BEFZE R LR XenApp Services URL &N AREERNEE. BAAERRBRN KA IF
WIEeHE, BENariEiERERl Citrix Virtual Apps and Desktops IR SEMN BEF. BXFMAER, BSAR
#HEER T Windows # Citrix Workspace 44,

SIEHN BEER, BEINBANABER XenApp Services URL, RAEER XenApp Services URL #9188
73 http[s]://serveraddress/Citrix/storename/PNAgent/config.xml, E serveraddress # StoreFront &5
EMRSBHMHETHIFENTLETEES, storename AEIENBAREERAEIEENET. XERT AV REEFER
PNAgent Y89 Citrix Workspace M BiEFiE#EE| StoreFront, BxATATFi@id XenApp Services URL ifia] Rz
BBENERE, BESRAFEEER,
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https://docs.citrix.com/zh-cn/storefront/2203-ltsr/manage-citrix-receiver-for-web-site/website-shortcuts
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/manage-citrix-receiver-for-web-site/website-shortcuts
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/manage-citrix-receiver-for-web-site/customize-appearance.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows.html
https://docs.citrix.com/en-us/storefront/2203-ltsr/system-requirements.html#user-device-requirements
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BEEIEEM

XenApp Services URL AF X #5T£ 742 Citrix Workspace NABEFHNAF, ERTEESEHIASENE L.
REBEER XenApp Services URL AR PR MR AR ERIAIRIET, 5% EUTRE],

o THEMERNAEIERY XenApp Services URL,

« TEEBIRIBECE X config.xml Rf&2k XenApp Services URL i&&.

« XenApp Services URL 2 EXGMNRIE. HEB. SiEFFNRIENFERASERNEBESHRIE. RINER
ToERAERBMRIE. REEASE XenApp Services URL BeB—#FHIIES %, MBS THEBEREE
fEA—" URL, MRFEBAS I EHRIESZE, WHAASHEBIIEA EIRRIENNEEE, S RAE
[E#BEE— XenApp Services URL., A5, AP SIUEEESHBMIIES AR NN ARE. BXiF4H
B8, BBRET XML HWEMHRIL,

« BIAERT, %3 XenApp Services URL BRATEXizHIThEE, FHETEEEERERATIERITHITNEE,

s APMBENEBIERESE StoreFront SH10IERS, BEETANABERUSEMZAREFH Citrix
Virtual Apps and Desktops AR53 2388 B 2= 5128,

May 30, 2024

E&E StoreFront Z a1, BEEHRMEL StoreFront 28&,

StoreFront [REZRER
L4es

Citrix BRI, aTLEIHEUTF A LRE StoreFront:

« Windows Server 2022 Datacenter Edition #1 Standard Edition
« Windows Server 2019 Datacenter Edition #1 Standard Edition
« Windows Server 2016 Datacenter Edition #1 Standard Edition

} =

AR

StoreFront & Windows S&E{#5, FLtTxZEE Windows Server Core &,

BRZ23AHMERE StoreFront IREB[HNERBRMIRIERFIRE. BSMXIFILE.
AL i%7EiE1T StoreFront RS B3 EFARIRIER Gk, Citrix BiVEEFRREMNIRIER SR % StoreFront,

WHSEtE Web BRSS38 EBBLUT Windows Ihae, 7 aE%R % StoreFront, XEEAHEHH Windows ZEFZGAL
FTEARS, FItFRIEBRHEZEXLAYE, SUNEBRITEMIREME
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https://docs.citrix.com/en-us/storefront/2203-ltsr/configure-authentication-and-delegation/xml-authentication.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/plan.html#storefront-server-groups
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« NET-Framework-45-Features
- NET-Framework-45-Core
« PowerShellRoot

- PowerShell

MREZER.NET Framework fRAETF 4.7.2, ZEEFSBERE.NET Framework 4.7.2, F1E, XERER
# NET-Framework-45-Core Windows IThag,

R StoreFront LEZFRMEIER D LU TEM Windows Thae, MEBEhREXLETEE:
« Web-Server

- Web-WebServer
* Web-Common-Http

- Web-Default-Doc

- Web-Http-Errors

- Web-Static-Content

- Web-Http-Redirect
Web-Health

- Web-Http-Logging
Web-Security

- Web-Filtering

- Web-Basic-Auth

- Web-Windows-Auth
Web-App-Dev

- Web-Net-Ext45

- Web-Applnit

- Web-Asp-Net45

- Web-ISAPI-Ext

- Web-ISAPI-Filter
Web-Mgmt-Tools

- Web-Mgmt-Console

*

*

*

*

* Web-Scripting-Tools
« NET-Framework-45-Features

- NET-Framework-45-ASPNET
- NET-WCF-Services45
* NET-WCF-TCP-PortSharing45

%% StoreFront Z#f, AILUE IS Web iR EHABR RIRENE, IS F StoreFront MBI ERZ1EARS 2BA
BYFRAE AR S 88 L4 TR
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B

StoreFront RSB eSHIHEBUATERK:
o QhIEEE: T/ 2 A CPU, iYW 4 NEI CPU
« RAM: SMuAF 4 GB, sMNENRIHEZR 700 1,

o TEfi&:

- StoreFront &7 250 MB.

- S NEBIE 30 MB, BESIMRAREE— Web i,

- WFESNESETWEFNEARE, & 1000 MYEs 5 MB, Bt 8 MB,

- IRIBEMEREBBMZENER IS BEXMH, BEEAEXEE IS BEHEFEN Microsoft 324,

- BB EFK StoreFront 2BTAE. BIAERT, StoreFront A8 RSHRE 1 GBWAE.
StoreFront BB EE NS NN ABIERME 1 MERRSM 3 MRS (EAEERS. SHEIERSH
Receiver for Web BR%3). &£ Storefront #iEHER,

S

StoreFront R U TR O#ITRE, BHEREHHAEREMMSEILE RIFHRPXERH.

o« BRIHAFIER TCP %0 80 #1443 @i HTTP # HTTPS #&{5i&#%%! StoreFront,

« TCP %0 808 ATFARS234AMAI StoreFront R 28 2 ElAViE S,

o MFRERMBRROFRENIERZEN TCP im0 R FRS 284 StoreFront fRSS588 2 EIMVIE(S, R4 StoreFront
B, $EE Windows BHAIERIN, LLsiFihial StoreFront BIHITX . B2, BTFIROZMNSER, S
TR ERRILE R E B A S H IR & A= PE LR EE AR S By TCP ImORRE.,

« BRARE, TCPixO 8008 MiEMATF HTMLS 9 Citrix Workspace W B2t E 5 2 #F# Citrix Workspace
M AREFIRAER, IHERNEMERAt AR RS nERESENNREFNRS SHITRE.

StoreFront 354l IPv6 MR Y%L IPv4/IPv6 mihiriE,

Active Directory

¥ % StoreFront NEEEBERLZE T StoreFront 89 Windows BRES 2300 Active Directory 33,

MREERNMNIEHRS 2 ERET StoreFront, UTIHEERARRH:

o ARSS2R4A

o Wik

s REXAPZBMEBUMISHBIIES X, ATUEEX StoreFront A, WAILUEEMXMN A, %MEEE
StoreFront LU& &4 301EZ& k4 Delivery Controller,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24


https://learn.microsoft.com/zh-cn/iis/manage/provisioning-and-managing-iis/managing-iis-log-file-storage
https://docs.citrix.com/en-us/storefront/2402-ltsr/troubleshoot

StoreFront 2203

£/ Microsoft SQL Server 7Zf&1TiR kR

AILUERME R Microsoft SQL Server =i#iTiR4E, StoreFront Z#sditbThaefERA S Citrix Virtual Apps and
Desktops 34 #iBEMEAAIMER Microsoft SQL Server hitZs, £ Citrix Virtual Apps and Desktops R4 E R,
BBREERE,

BEhRIEMER

Citrix B, #ES5LLTF Citrix &= mhkds—EFER AR H3T StoreFront B9,

Citrix Virtual Apps and Desktops

StoreFront z#F LA Fhi4s#y Citrix Virtual Apps and Desktops:

« Citrix Virtual Apps and Desktops 7 2203 LTSR
o Citrix Virtual Apps and Desktops 72112

« Citrix Virtual Apps and Desktops 7 2109

« Citrix Virtual Apps and Desktops 7 2106

« Citrix Virtual Apps and Desktops 7 2103

« Citrix Virtual Apps and Desktops 72012

« Citrix Virtual Apps and Desktops 7 1912 LTSR
« XenApp #1 XenDesktop 7.15 LTSR

BXRIEKHAIRS (LTSR) B ERRAUREE L REEHIEREE, BSRAIRT LS,

Citrix Gateway

ARMEFR AP ER U TARAE Citrix Gateway iAial StoreFront,

« Citrix Gateway 14.1 (8 2203 LTSR CU4 EEF1a324F)
« Citrix Gateway 13.1
« Citrix Gateway 13.0
« Citrix Gateway 12.1

ATLUEER ICA RE. Citrix Gateway & EZEFim VPN (cVPN) i@&id Citrix Gateway Biri%#.

BRIgEER

StoreFront it T EMIEMEAF A TR BN REMNEZABEF. Citrix AP A LUEE At =58 Citrix
Workspace M B2 AR ARERE, WalEEXEEPERERATF HTMLS 89 Citrix Workspace R B#ER,
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https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-manage-stores/store-subscription-data-in-sql-server.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/system-requirements.html#databases
https://support.citrix.com/article/CTX200356
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I ZEEH Citrix Workspace B2

o] LL6E A Citrix Workspace R A2 F 3 5 52 2 5 B9 Fr B hR A& 53 A 36 M 45 3% 3 A0 Citrix Gateway 3R 375 i)
StoreFront R A& E. A% Citrix Workspace M AEFESARBA, E81 https://www.citrix.com/suppo
rt/product-lifecycle/workspace-app.html,

Web 3 55835hiEMF HTMLS & Citrix Workspace [ fR#25

AILUERIERT HTML5 B9 Citrix Workspace M2 Eid Web 352880 E N AR iE. MAEFFSE A LGS
iA=L Citrix Workspace LfAiERF (A “B&R5H") Boh, el Web 528 E5h, 1RiE Web ih=
&, RLAFPAUEXHEMBRINAEZIET%,

B LU T R B8 23 A SR ki s

£ Windows #:
+ Microsoft Edge
+ Google Chrome

+ Mozilla Firefox
+ Internet Explorer 11 - 8 CU2 2, LHigBEREERTINNAREIE, FERATEERIER,

£ Mac t:

« Safari
+ Google Chrome
« Mozilla Firefox

£ Linux E:

+ Google Chrome
+ Mozilla Firefox

BXREAERT HTML5 1 Citrix Workspace R 2@ Web JIHE IR RNERNELES, ESHER
F HTML5 89 Citrix Workspace W 2R3,

BgRigE

&4 Citrix P i) LUfER XenApp Services URL iiiRILhAEIR /DAY StoreFront RZFE &, XenApp Services URL
79332 Citrix Receiver 3.4 Enterprise MiRIAMNE F G2 1 WEERERERENIBARE R, XERF R ERHEE
PNAgent 37 19i%HE,
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https://www.citrix.com/support/product-lifecycle/workspace-app.html
https://www.citrix.com/support/product-lifecycle/workspace-app.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-html5/system-requirements
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-html5/system-requirements
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BEEREK
fERHAEEEEEM Citrix Workspace F BiER

Citrix #34 5 =EEHEERFIRE (CAC). EFITEMBARMITHAMNASZHBIIE (NIST PIV) £RFLE USB B5E£<
FRRRAMHET TR, ATLUERRE USB B A /S aERIZNI&E (CCID) #I5EHHERE Zentraler Kreditausschuss
(ZKA) 326 “1 2" RaeRiReRmEminRes, ZKA ‘1% #is rREERPBEERENERED, %
FHMERNEERIRFES, 81F 2% k8 (BEHA PIN NER). HERNEFSRETSEENTAIRR
(TPM) ‘S A RIS EE,

34 F Windows i&%, EEEEMZIFET Microsoft N Ait+EH/E#sEE (Microsoft Personal Computer/Smart
Card, PC/SC) #RAEME. B FMEERRFRMNZRERFALIFABWEI Windows BHFIAE, LEAREER,

BXx5 Citrix RANZEEMPEHMNIEAES, B2 Citrix Virtual Apps and Desktops x4 HI%E sE UK
http://www.citrix.com/ready.

Citrix Analytics RS EK

ATLA3d Citrix StoreFront #17E2E, LA Citrix Workspace BRI # kB A2 Citrix Analytics ARSS. Citrix
Analytics [RSHRNBREIFMEE, UTHRZIFLINEE

« AILUEE Web 55281510895 AR IE.
o AILIMERT Windows 9 Citrix Workspace M2 1903 S E ShRAIARMIN BEE,
« MERTF Linux 89 Citrix Workspace A2 1901 kB mARAN AR BIR A REE.

%3t StoreFront

April 17,2024

LRMECEZ A

BLEMEE StoreFront, BERINFETHRUTSE:

1. BRERHRER,

2. SNREBER StoreFront E@AF 3T Citrix Virtual Apps and Desktops &R, i&Hifx StoreFront fR$538
EMANESHERBA KA R Microsoft Active Directory ie 5 B ik iz BITF E S E X R 89,

BERER:

o WTFRARSSHEAE, FTUERMABRIRS S L% % StoreFront,
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o StoreFront ATAZREEHITHISS -

3. (Fi) WMREAEZRSES StoreFront &, 57 StoreFront fRE/ZE — 1 HFEIFE,

E46A Citrix ADC #1TTRHFE, MEX—MEPARSS1EN StoreFront BRSBHIRIE, HXREIAE Citrix
ADC SSM G BFEHNFMER, BSIEA Citrix ADC #1771 2T,

. BRI AEMNE MWL IS E A TFM B RERERFIMNR R TCP %0 80 8¢ 443 (WNREM). LtbIh, HRAER

MR ERIBA AR E IR & AR LB E R E AR 2 ECrY TCP w0,

¥ StoreFront BY, EEE— Windows BAAEEMN, AiFEEMEIEIFRZ RO RRETIERS TCP k0OiA
ia] StoreFront AJITXX . IthimORFERS 234EMNE StoreFront fREZ B[ B SLILEE.

%%t StoreFront

BB

ABRLE StoreFront 2R EIRESHIMAEIRMBIER RGN, BESLXAMENARER, HEREEZBN
RGPz TEAEMES SR,

1.

2.

MNTHIE FTRRERER,
ERAEAHERERINRIIKF E R StoreFront fRS58:

WRER Windows 2016, i5%%.NET Framework 4.7.2 SiEEk4. 7= Windows Server 2019 X &=
H&th:) ﬁ%—lﬁ WIndOWS Ijjﬁb’ E‘kl}\rﬁlﬂ—FﬂL:_FFm'{klu\o

2 CitrixStoreFront-x64.exe, ARUEERFMHIEITIHXH,
FIRFESFAMNY, ARREET—P,
NMREROEXEMAME, HREET—%.

. EEMIFREEETE L, WEMTINGZELETM StoreFront A, ARRHERE,

RETMGE, BHTM.
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—

StoreFront

Successfully installed StoreFront

StoreFront has been successfully installed.

& Internet Infarmation Services (IIS) installed successfully.
& StoreFront installed successfully.

& Citrix StoreFront 2203.0.0.29 installed successfully.

Mote: StoreFront must be configured before it can be used. The administration console will
start automatically after you click Finish,

9. StoreFront ATEEREREHENUTRRE, BHRILNEHBD.

10. J3 HTTPS B2 & Microsoft Internet Information Services (IIS). BXF B, BHHFAER HTTPS RiF
StoreFront %42,

MEnSRTEORE StoreFront

1. FREEERMERANRAKF S S StoreFront RS 25,
2. %% StoreFront zwi, BES%HE StoreFront ZEMER, BXFMEE, BERTEMEE 28

3. FREHMRENRH THREE, %3 CitrixStoreFront-x64.exe, RAFFZXHEHIRIIRS 28 LH—IEEt
A=vS

4. WAHLRFEOD, SHEQEREHXIETHFRALTHL.

CitrixStoreFront-x64.exe [-silent] [-INSTALLDIR
installationlocation] [-WINDOWS_CLIENT filelocation\filename.
exe] [-MAC_CLIENT filelocation\filename.dmg]

<!--NeedCopy-->
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£/ -silent 2 AI LR R K% StoreFront RE K&, BINERT, StoreFront £ 7 C:\Program
Files\Citrix\Receiver StoreFront ¥, {82, ATLUfEFA -INSTALLDIR S#kisE EfthRENMNE, Hbinstal-
lationlocation 73 StoreFront WREBE R, MEITHIERSBIENRS VAN —I05, NIXLERRSS 28 EHY
StoreFront REMEF IS Web ihRigE. #IEREMILSR ID AH—o

BINERT, HAFE Windows 3 macOS EfER Web RIS T AN ARER, MREMARE Citrix
Workspace W REEF, ZHSETAA M Citrix Web i S THH R E KR YUMNER T HF A8 Citrix
Workspace RAERF. EaILUMERLLITH, UERF M StoreFront BRE528 T3 Citrix Workspace A2
TEXMH, BREMER, BEALEXSRNAFRNERS R

MREENUEE, BT -WINDOWS_CLIENT #1 -MAC_CLIENT &%, LU Citrix Receiver for
Windows Z:&BF Windows # Citrix Workspace Rz f#2R MUk Citrix Receiver for Mac &3E&HF Mac
B9 Citrix Workspace M BZ2FREXH23IE FIZI StoreFront SEFRIELUME, 18 filelocation &igh
BAESHNREXHNER, #¥ filename B AREHNER, EATF Windows # Citrix Workspace
Bz FF2F A Citrix Receiver for Mac siE BT Mac & Citrix Workspace MARRFREX 48 E1E Citrix
Virtual Apps and Desktops RE A B+,

RERE

BEXASXHNESFARESR, BEERTEAT,

fid& StoreFront

SERRERE, Citrix StoreFront EIBiEHI & B BB T, IR UM “FFI8” 8 FTF StoreFront, Citrix StoreFront
BIEFH S ERBN, STREFEEDL

= Citrix StoreFront = |
File Action View Help
@ =
B Citrix Sto Actions
Citrix StoreFront =
View 3
|G Refresh
Welcome to StoreFront B e

Select an option below to create a new stare or extend your existing deployment

Create a new deployment
Set up & deployment to deliver celf-service applications, data, and desktops ta your users.

Join existing server group
Add a server to an existing load-balanced group.
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o QIEERE, 1EH# StoreFront BEFEREFE —SIRFSR[. RIRS[IBEEH TG StoreFront /B4 F=E3E,
BB % —A StoreFront BRE25/E, ATLBER MAFRMELZRSSE, LIREHENSE.

o MAIMBERSEAH, BEMIRSSRHMEIIEA StoreFront ZfEh, EFIER AT REIR S StoreFront ZEK
BE, ZIRES[/BEFELININBAT TR, BERMRSS, FEHRASEDHNNERSES.

W1E, APALLEERass Citrix Workspace N BREFIBIAENN AEE. H8REF1EE.

Citrix ZF A58 E L

September 29, 2023

MEMEE5 Citrix PR ET (CEIP) B, &4iam Citrix RXER4HEUENERIE RE R LURS Citrix =%
HEBREMMEEE,

ZHANERT, & StoreFront Y2 BahEEM CEIP, KAEEZRE StoreFront EXEE— R EHEIE, aTUEFE
MRGEPERUMRINGE, WRERE StoreFront ZRIEHCEMRIGE, WEERZE, WREAHSE StoreFront
ZHEBUEMRIGE, WEERZE.

R .
E=K

AMRFEFALHRSHTENG, AREFEENTERRERR, Citrix TERIEEEMRFESEA T LS
IEYEIRRE SIS URRR, EREMRFIESRTEIENG, EREIMRZE, BSLHITED,

B O TBIRREMRIRE GRAMER D!

Location: HKLM:\Software\Citrix\Telemetry\CEIP
Name: Enabled

Type: REG_DWORD

Value: 0 = disabled, 1 = enabled
<!--NeedCopy-->

ZNERT, Enabled BMEEMERFLTRERS. YEFRIFRIEEN, BEBLEHTNEE
£ PowerShell B, X cmdlet 27 CEIP fhis:

New-ItemProperty -Path HKLM:\SOFTWARE\Citrix\Telemetry\CEIP -Name
Enabled -PropertyType DWORD -Value 0

AR

AMRECEEHE—ARSELFABAGNERAITRIBNERBEREENELEH, FlN, IREEH
StoreFront #1 Delivery Controller R E— &8RS L, HAEERIMRIGEEZFEY CEIP , MiEE
IR R R A EX R 1
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M StoreFront WgErY CEIP #iE
TREHTKENERZREENEETRE, HIETRESEM

R

StoreFront R4~

P IS 14K

AR5 BRLAPRUARSS 2R 1T EK

S AEER Delivery Controller i+4%

BR HTTPS

Citrix Receiver for Web # HTML5 i& &

7 Citrix Receiver/Workspace R BEZFERANIEX
=l

FIR RIS IR FRInA2 i 17)

BEShE

Citrix Analytics i3

April 17, 2024

-‘LD

ARIHEREFRFAER.

iEA

e REM StoreFront lrEBFERTER, Flw0, “3.8.0.0”
FRRERE RN S EHE IS,
FTIREB[ADHARS S ERITERES

B RAIHEE RSN ABEEA Delivery
Controller HEMEIETIR,

IETFRENBEBSA HTTPS M=E/E (“True” =
“False”).

FRBFIER, IBTE Receiver for Web 589
HTML5 Receiver i&& (“Always”. “Fallback” =
“Off"),

mREYIR, ERETAE Receiver for Web ih/5
B “TEXES” (“True” 5 “False”).

FREBVIXR, BTRESTHABEPINEINNABERA T
#2imm” (“ENABLED” = “DISABLED”),

RSP EFEEN Citrix Gateway HEHIITEES,

WMRERZ Monitor £, #BRBEZM StoreFront 8, MR LIEEE StoreFront, UERHIELEE Monitor Ky
Citrix Analytics BR55. B2&Ja, Citrix Workspace [ZFRi2FH Web %283 B P B4 &% Citrix Analytics i#
TR, Citrix Analytics B&EXEF. NBRERF. ke, MENSIENE2IER, Uem 7T RBF TN, B Citrix
Analytics X#4iFElEE X ILINEENE R, BRI StoreFront A Virtual Apps and Desktops 43,

BEEIITH, BHRITUTRE:

o M Citrix Analytics THEE X
+ £/ PowerShell % Citrix Analytics #38S A\ZIZ#h StoreFront ZFEH,

fZ& StoreFront /&, & Citrix Analytics ARS53ERBY, Citrix Workspace BZF2FAILLM StoreFront B E%
EEIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 32


https://docs.citrix.com/zh-cn/citrix-analytics/getting-started/virtual-apps-desktops-data-source.html#onboard-virtual-apps-and-desktops-sites-using-storefront

StoreFront 2203

BEERR:
EAA(EIINAEIE B T/EHER Monitor BRS%, &8 StoreFront ZPE M AAEISE:TiH 0 443 B R LA T ihht:

« https://*.cloud.com
« https://*.citrixdata.com

M Citrix Analytics THEE X4
BERER:

IR ETEESHRERNEEX . THEREXHRE, BNSHRIIMINEFARZRXX 4. BEE, |
BRI S, MRBBES—SHEN LEHRNAEE, sTUM Citrix Analytics RS EBIEFIAEH THZ
Xfto

1. FREEERAKAERE Monitor (https://citrix.cloud.com/).
2. #EFE— Monitor &F,

3. BEEERITH Citrix Analytics RS EBIEHIS.

Analytics

security, performance and usage insights

How to Buy | Learn more
Ik Launch Demo

4. 7z Citrix Analytics (RS BEIEHIG T, EFILE > HiBR.
5. £ “Virtual Apps and Desktops” £/, %% (R) BEIER, ARiERERE StoreFront HE,
6. 7£ “&E#& StoreFront 8" A L, EE THX MU TE StoreFrontConfigurationFile.json X,

THIEEX %

"customerId": "<yourcloudcustomer>",

"enablementService": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/<yourcloudcustomer>/XenDesktop/<
deviceid>/dsconfigdata",
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"cwsServiceKey": "PFJTPn - - .. T4=",

"enablementServiceStatus": " https://api.analytics.cloud.com /casvc/<
yourcloudcustomer>/ctxana/vl/cas/storefront/config",

"instanceId": "d98f21d0-56e0-11e9-ba52-5136d90862fe",

"name": "CASSingleTenant"

}

<!--NeedCopy-->

Hep
customerld 2%477 Monitor EFrIHE— ID,
cwsServiceKey 21T 451 Monitor ik HME—3E,

instancelD 24 # ID, BT M Citrix Workspace 5 B #25 &% 3 Citrix Analytics MIER#ITEZ (H
RELL) . WREW Monitor JEfft %4 StoreFront RSB/ HARS[E, WETMRSB[XRS[EDBEETE—N
instancelD,

¥ Citrix Analytics #ES A3 StoreFront JpE+

1. ¥ StoreFrontConfigurationFile.json XS #I%)4s# StoreFront AR558% (3§ StoreFront fRES2RAHH—
MRSEE) EHAENXHR, UTHHBREZXHREFERHE,

2. 77 PowerShell ISE #FHi&Z U EIE R H 191517,
3. BT T®HS:

Import-STFCasConfiguration -Path "$Env:UserProfile\Desktop)\
StoreFrontConfigurationFile.json"

Get-STFCasConfiguration

<!--NeedCopy-->

4. EEHRESANSIENERIA, H7E PowerShell =4 &/ Bz iR,

CustomerId E
EnablementService : https://
CwsServiceKey =

EnablementServiceStatus : https://
Instanceld =
Mame : CASSingleTenant

AR

Z %17 Windows Server 2012 R2 E#yz#h StoreFront RS 23 AT sEF E Fah R C++ BT RHAY,
MEENA LUEMEI CAS, iR 7E R % Citrix Virtual Apps and Desktops #iia] 24 T StoreFront, Nl
FRERTHSE, EHR CVAD Metainstaller B& % C++ BT A M. MRMNERARRTLE C+H 1T
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CitrixStoreFront-x64.exe Metainstaller 37T StoreFront, MESA CAS EiBX /G, ERIBETEEM
Z) Monitor,

¥ Citrix Analytics #iE(5#52) StoreFront fRs32348

SNIRExT StoreFront ARSIBW/AMITXERIE, WHTESNE Citrix Analytics #iEEERIRSBANFAER R, £
B4 StoreFront [REHRHBERFFEERTLS R,

BICTEWIE, WERAUTIEZ—:

+ {£/ StoreFront EEEHIA,
+ £/ PowerShell cmdlet Publish-STFServerGroupConfiguration,

¥# StoreFront ARs22848 ID

EREENBERSTEREME Citrix Analytics BRss, "ILIEER PowerShell sRAIMEFER ServerGrouplD.

1. ERIVER StoreFront RSB 23T ARS 2]_/AHHI—5 StoreFront AR 23

2. #17F PowerShell ISE &R U BB R FHIET,

$WebConfigPath = "C:\Program Files\Citrix\Receiver StoreFront\
Framework\FrameworkData\Framework.xml"

$XMLObject = (Get-Content $WebConfigPath) -as [Xml]

$XMLObject.framework.properties.property

<!--NeedCopy—-->

flen, XEear<SERIN FRREY L

name value

ClusterId 8b8ff5c8-44ba-46e4-87f0-2df8cff31432
HostBaseUrl https://storefront.example.com/
SelectedIISWebSiteId 1
AdminConsoleOperationMode Full

<!--NeedCopy-->

{Z1EM StoreFront i@ Citrix Analytics ‘&ixX%iE

1. #77 PowerShell ISE Hi&Z U EE R H{3151T.
2. BT T@&%:
Remove-STFCasConfiguration

Get-STFCasConfiguration
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R LA S A Citrix Analytics URE#WMINMHER, Get-STFCasConfiguration ¥FRiREIEAIAR,

3. INRET StoreFront RSB EJARITXEARIE, TBEBFTIMAVE R MARSS S3EMVFRE AL B B S NB Citrix
Analytics #iiE. ERSH[ADH—MRSB L, BITUTHS:

Publish-STFServerGroupConfiguration

4, EREAEMRSHAERR L, TITUTHSURIASRIIMAEPIFERRS 28 MIER Citrix Analytics B2 :
Get-STFCasConfiguration

5. EREERKPERE Monitor (https://citrix.cloud.com/)

6. %EE—1 Monitor &,

7. BHEEEITH Citrix Analytics RS EBIEFIA.

8. 7£ Citrix Analytics RS ERizHIaH, HEFILE > BER,

9. 7£ Virtual App and Desktops £+, i%#% StoreFront SBEit#:

Virtual Apps and Desktops

1site | 2 users | 1 StoreFront deployment

10. @I5IBEENED URL #1 ServerGrouplD Sk EEMIpRE StoreFront FHE,
11. 7 (M) 3, %EFEM Analytics Hfiis StoreFront S8E,

StoreFront deployments
StoreFront deployment

The StoreFront deployment is successfully configured and connected. @

STOREFRONT DEPLOYMENT
https://sf1 bvt local/ 3db073f2-211f-479¢c-99d3-ef185cadf4be Success Jun @ 2019 12:06 PM

Page 1 of 1 5rows ™

AR

MEEMBRS23imMIEM Citrix Analytics FlipsEZE, StoreFront #E LK BIGHFEE Citrix Analytics #,
BR=M StoreFront W E kB, NRIM Citrix Analytics Hffip#EZE, M StoreFront HELXBRET
RN AREFAERNERFN (TE IS EBNTE 24 /NTENTER) o
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¥ StoreFront F2 &~ 1EH Web RIEE & Monitor 3#:+#1% Citrix Analytics

R StoreFront i F Web REEEEAIEN Web BRES 28 L, FARE Citrix Analytics %K., 1R StoreFront &
EREH Citrix BEHER HTTP K12, 45%E 3 Internet #9 StoreFront 24 JUEE Web 12125, ABAEEER
x = Citrix Analytics, StoreFront RFeBmEREERERFNREBEILE, FEHITTINIGERIERNARD
5@ Web RIBAIXHIERE, TTLUERAMNBRERE web.config X RMIEFSIHKAEE <system.net> R
BAE, &% StoreFront fRE8s ISR THEEIELIXE Citrix Analytics BENR AR ERITILZE

5% 1. 183 PowerShell h— 1M HE T NABERENABENELE (%)

iz17 PowerShell ffias Config-StoreProxy.psl sA—1MR 2N AR S BeAfTLGEE, FHEhENE® XML X
fiE <system.net>, ZMA&TENAEE web.config XHEHELMAFANSEE, NTAFESETERAKE
B9 web.config 2.

AR

ZRBITHIARIRERSEHARI <system. net> XML WL EIFR, BTN AEIENZRE <system.net>

W—1 B, FMES N EIASELLNAREREREER I,

1. #77F PowerShell ISE #3&R UEE R H{11151T.

2. % $Stores = @("Store","Store2") RENEIEEREMEAE Web RIBECE NN BEIE,

3. BEEUTE—I:

o |Psoht, ¢
« Web 1{¥£#y FQDN

4, =TT PowerShell:

$Stores = @("Store","Store2")

$ProxyIP = "10.0.0.1"

$ProxyFQDN = "proxyserver.example.com"
$ProxyPort 8888

# Set this for every Store using Stores array
function Set-StoreProxyServer() # Tested with both IP and FQDN

{

[CmdletBinding()]
param([Parameter (Mandatory=$true,ParameterSetName="ProxyIP")][
Parameter (Mandatory=$true,ParameterSetName="ProxyFQDN") ][
array]S$Stores,
[Parameter (Mandatory=Strue,ParameterSetName="ProxyIP")][
string] $ProxyIP,
[Parameter (Mandatory=S$true,ParameterSetName="ProxyFQDN")][
string]$ProxyFQDN,
[Parameter (Mandatory=Strue,ParameterSetName="ProxyIP")][
Parameter (Mandatory=Strue,ParameterSetName="ProxyFQDN'")
J[int]SProxyPort)
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15
16
17
18
19

20
21
22
23
24
25

26

27
28
29
30
31

32

33
34
35
36
37

38
BY
40
41
42
43

44
45
46
47
48

49
50
51

52
53
54
55

foreach($Store in $Stores)

{

Write-Host "Backing up the Store web.config file for store
$Store before making changes..." -ForegroundColor "
Yellow"
Write-Host " 'n"

if (! (Test-Path "$env:UserProfile\desktop$Store"))
{

Write-Host "Creating $env:UserProfile\desktop$Store)\
directory for backup..." -ForegroundColor "Yellow"

New-Item -Path "$env:UserProfile\desktop$Store" -
ItemType "Directory" | Out-Null

Write-Host " 'n"

Write-Host "Copying c:\inetpub\wwwroot\Citrix$Store\web.
config to $env:UserProfile\desktop$Store..." -
ForegroundColor "Yellow"

Copy-Item -Path "c:\inetpub\wwwroot\Citrix$Store\web.
config" -Destination "$env:UserProfile\desktop$Store" -
Force | Out-Null

if(Test-Path "Senv:UserProfile\desktop$Store\web.config'")

{
Write-Host "$env:UserProfile\desktop$Store\web.config
file backed up" -ForegroundColor "Green"
}
else
{
Write-Host "$env:UserProfile\desktop$Store\web.config
file NOT found!" -ForegroundColor "Red"
}

Write-Host " 'n"

Write-Host "Setting the proxy server to $ProxyAddress for
Store $Store..." -ForegroundColor "Yellow"
Write-Host " 'n"

$StoreConfigPath = "c:\inetpub\wwwroot\Citrix$Store\web.
config"
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

if([string]::IsNullOrEmpty ($ProxyFQDN))
{
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$ProxyServer = ("HTTP://SProxyIP"+":"+$SProxyPort)

else

$ProxyServer = ("HTTP://S$SProxyFQDN"+":"+$ProxyPort)

$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]

# Create 3 elements
$SystemNet = $XMLObject.CreateNode("element","system.net",
nmn
)
$DefaultProxy = $XMLObject.CreateNode("element","
defaultProxy","™")
$Proxy = $XMLObject.CreateNode("element","proxy","")
$Proxy.SetAttribute("proxyaddress","$ProxyServer'")
$Proxy.SetAttribute("bypassonlocal","true")

# Move back up the XML tree appending new child items in
reverse order

$DefaultProxy.AppendChild($Proxy)

$SystemNet.AppendChild($DefaultProxy)

$XMLObject.configuration.AppendChild($SystemNet)

# Save the modified XML document to disk
$XMLObject.Save($StoreConfigPath)

Write-Host "Getting the proxy configuration for c:\inetpub
\wwwroot\Citrix$Store..." -ForegroundColor "Yellow"
$XMLObject = (Get-Content $StoreConfigPath) -as [Xml]
$ConfiguredProxyServer = $XMLObject.configuration.'system.
net'.defaultProxy.proxy.proxyaddress | Out-Null
Write-Host ("Configured proxy server for Store S$Store"+":
"+ $ConfiguredProxyServer) -ForegroundColor "Green"
Write-Host " 'n"

}

Write-Host "Restarting IIS..." -ForegroundColor "Yellow"
ITISReset /RESTART

Set-StoreProxyServer -Stores $Stores -ProxyFQDN $ProxyFQDN -
ProxyPort S$ProxyPort

# OR

Set-StoreProxyServer -Stores $Stores -ProxyIP $ProxyIP -ProxyPort
$ProxyPort

<!--NeedCopy-->
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5. #& C:\inetpub\wwwroot\Citrix< Store>\web.config M#E 2 & B & 7 web.config Xk B#I# <
system.net> &5,

</dependentAssembly>
</assemblyBinding>
</runtime>
<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>
</system.net>
</configuration>
<!--NeedCopy-->

6. BRI Citrix Analytics #iES A2 StoreFront ZEHFHARS N Citrix Analytics #iE.

Ak 2: ENAEE web.config Xt FahiAm <system.net> 245

#7%g StoreFront BRS5 28 EIE A TR EuEAXE Citrix Analytics M&E R A BERITIRIE.

1. M ARER web.config X, FBEEFIZ C:\inetpub\wwwroot\Citrix< Store>\web.config Z 5
BEMAIE,

2. f£/A FQDN s QA SR IP Mg O4A S @S IEIREBKUUT XML,
a0, wnRER FQDN MixO4S, BFERAUT <system.net> x&:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://proxyserver.example.com:8888"
bypassonlocal="true" />
</defaultProxy>
</system.net>
<!--NeedCopy-->

g0, wNRER IP MixOHS, BERUT <system.net> x&:

<system.net>
<defaultProxy>
<proxy proxyaddress="HTTP://10.0.0.1:8888" bypassonlocal="true
n />
</defaultProxy>
</system.net>
<!--NeedCopy-->

3. ERAEE web.config XHHFRRE, EANEHM <system.net> xT&K, MTFFR:

<runtime>
<gcServer enabled="true" />
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
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<dependentAssembly>
<assemblyIdentity name="System.Web.MVC" publicKeyToken="31
BF3856AD364E35" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="
5.0.0.0" />
</dependentAssembly>
<dependentAssembly>
<assemblyIdentity name="Newtonsoft.Json" publicKeyToken="30
ad4fe6b2a6aeed" culture="neutral" />
<bindingRedirect oldVersion="0.0.0.0-9.0.0.0" newVersion="
9.0.0.0" />
</dependentAssembly>
</assemblyBinding>
</runtime>

Insert the <system.net> element here

</configuration>
<!--NeedCopy-->

4. &8 Citrix Analytics #3ES N\Z StoreFront ZEFFHRS A Citrix Analytics #3E.

£/ HTTPS {®iF StoreFront 1% &

April 17, 2024

Citrix 37U ER HTTPS ¥R StoreFront SEFIEEZEIMNEERS, XETUKBRERFIFES StoreFront
ZIERIENZBIEMEIER I NS, ki, @M HTTP EiETRaS&MEE (FlinfiaAKRE) NKE, £H

RIBENEE, AP aLOBE WXt 8 TEasiha StoreFront, &R ATEM XS 3T &8s L451F HTTPS &%
B2, EXMERT, Citrix MRBIERER HTTPS (RIFMX5 StoreFront Z BIMEZER 2,

MR EHH HTTPS ELE StoreFront, MR RUTES:
4\ StoreFront using HTTP not HTTPS,

& “IRSEMA HTTP miE HTTPS”)

SIRIEH
- BEHIRATIAIE StoreFront 89 FQDN fERERE&AER (SAN) &47E DNS B+, MREFERNZRH
Firas, NERSEEMRSS2EE FQDN MiaiF#Ei2s FQDN
« EA%E=7 CA (It Verisign) sARBIEIR CAIHEHH#TER,.
o UPFXHEHXSHIER (BERHA).
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A HTTPS ECE IS

27t StoreFront fR$3288 LA HTTPS E2& Microsoft Internet Information Services (11S), BT TiglE:
1. #T7F Internet Information Services (11S) EEgstEiR
2. EAMBNAARES, EFRSE,
3. EEMEED, WERSBIIES

¥ Internet Information Services (IIS) Manager - ] x
& €5 storefront-en-1 b T RESR A 2 S
File View Help
' @ storefront-eu-1H '
= 1 storefront-eu-1 Home
€ - [ & i! Manage Server
-5 Start Page - 2 Restart
! Filter: + W Go - \zjShow All | Group by: A - (28] o=
€ storefront-eu-1 (XAEAAD\jon G - = i Aren P Start
ASP.NET -
=2 4 | '[?
2 < ¢ 9 « & B
NET NET MET Eror NET NETTrust  Application  Connection MachineKey  Pages and ites
Authorizat.. Compilstion  Pages  Globalization  Levels Settings Strings Centrols ST
2 @_‘ e
o &5 = @ Help
Providers  Session State SMTP E-mail
Iis -
Pl Bt =
2 o & R & ¢ §
Authentic..  Default  ErorPages  Handler HTTP HTTP ISAPland  ISAPIFilters  Logging
Decument Mappings  Redirect  Respon..  CGIRestri..
B - R = o )
JE = e = Ll &y
MIME Fypes  Modules  Output  Request Server Warker
Caching  Filtering || Certificates | Processes
Management ~
E
Configurat..  Feature Shared
Editer  Delegation Cenfigurat..
e 5| [E]Features View |i72 Content View
Ready

&

4. £ ‘RSB[MEFR FREP, EIUSNNEIERRECZIIER.

¥ Interet Information Services (IIS) Manager

- a X
RN e, ocronten1 -

& @
Eile View Help
Connections
- @ Server Certificates
Q-2 8, J
I g_ﬂi‘:‘“‘;agf — Use this feature to request and manage certificates that the Web server can use with websites configured for SSL. Create Certificate Request...
v EaioE v Complete Certificate Request..
L2} Application Pools Filter: » 0 Go - GyShow All | Group by: No Grouping - —
& Sites Create Domain Certificate...
Name Issued To Issued By Expiration Date Certificate H —_
= A : Create Self-Signed Certificate...
TenantEncryptionCert DC=Windows Azure CRP Cert... DC=Windows Azure CRP Cert...  6/15/2024 8:51:31 .. ] bt S lhon S S
DigiCert TLS RSA SHA256 202...  10/13/2023 11:39:5...
< b4
Ready

h-E
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5. EEMBMAMES, EFERRIN Web ths (SHAERH Web 3453)
6. 7T “RfF B, BEHRE--

¥ Internet Information Services (IS) Manager - ] x
i =
‘& @ » storefront-eu-1 » Sites » Default Web Site » Wt @ -

File Miew Help
Connections
Q- id |2 |8

------ 5 Start Page

‘ Actions
@ Default Web Site Home Bt

Edit Permissions...

i 95 storefrant-eu-1 Filter: + % Go - gShowAll | Groupby: Area - B~
3 Application Pools ASP.NET N
v [8] Sites - 4 F 7258 . L3
=N & = 4 \ = =
@ Default Web Site 2 N~ 0 0= o gﬁ La_a =
NET MNET  METEmer  MET  METProfile .METRoles METTust .MNETUsers Application
Authorizat.. Compilastion  Pages  Globalization Levels Settings

‘;" gq:? Ej_HE? :-'Je,\ & @ Man’aq; Website — A

Connection Machine Key Pagesand  Providers Session State SMTP E-mail & Restart

Strings Controls 3
s a || W Stor
™ - = 2 Browse Website
n P g Epad =
i}?_) & <F_1 L) = jj“ Browse *:80 (http)
Authentic..  Default  EmorPages  Handler HTTP HTIP  ISAPIFiters  Logging  MIME Types e e
Decument Mappings  Redirect  Respon.. e
Configure
i 3 =
é:bH e = % Limits...
Modules Output Request  SSL Settings HSTS...
Caching  Filtering ® Hap
Management ~
Configurat...
Editor
e 5| [E]Features View |i72 Content View
Ready LB

7. EHEEOP, BEHAM--
8. EXBTHFIRF, % https
9. 72 Windows Server 2022 siEmhiiA, REZMAIAR TLS URAMRAMET 1.2 8 TLS,

7E3IA/ Windows Server krzsd, aILUER Windows SEMRIGEZAIARM TLS k4, %08 Windows
Server X4,

10. EFRZESANIER. R#E
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Add Site Binding 7 b4
Type: IP address: Port:

hitps v| [Al Unassigned v]faz ]

Host name:

] Require Server Mame Indication

[ ] Disable HTTR/2
[] Disable OCSP Stapling

55L certificate:

WA R et e || Select.. View...

QK Cancel

11. ZMBR HTTP I5EMRER, &iEE “HTTP”, ARBEMRER.

Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
https 443 *
? Edit...
Remove
Browse

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44



StoreFront 2203

¥ StoreFront fEs325& 74~ URL M HTTP &8 HTTPS

NRERELREMAEE SSLIEBHIER TREMEE Citrix StoreFront, StoreFront 3R HTTP #1T&1=.
NREEREMEE SSLIEH, EHERUTEERMAR StoreFront REMRS A HTTPS #E#.

1. £ Citrix StoreFront EizHlas, EAMERTIEEFERSZAH.

2. £ “BF BT, EEEESE URL,

3. EFEA URL S https:, REREEHE.

Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: ht‘tps:,f,f'myst-::urefrontlf

HSTS

BMfEEERSBIREAT HTTPS, APHNEFIHRELEZRIKE, Fli, RiEAKREETUERY StoreFront Ak
S AERPEIERE HTTP EEEIMRRSER. AR, MIAILURSMRER, fIMNBFER. BRAGREMER
FAPRNSET =A@ HTTP ihia) RfWeb BR5588. ERILUBE HTTP M™igfEianz et (HSTS) REWX—=,

BRHSTS &, RE#=rm Web Y38 TRR M@ HTTPS | Web iR & HiER, MRAFPEIRXER HTTP A3
URL, ¥ BattREER HTTPS, XERIURRR£EENE P IRIEIEURIE IS F#H1TARS [BIHKIE, Web
W 51 B E FE AL B VAT B B A AR L IR IE

7£ Windows Server 2019 RE=hia L :

#TFF Internet Information Services (1IS) &i223

EEBIA Web i (SHERZEY Web 3557) .

EEMENRIEERD, BE HSTS -

HEBA, BARKEZE, §13031536000 (RA—F), A543% Redirect HTTP to HTTPS (& HTTP
EEMF HTTPS).

5. RHE

HwnN
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Edit Website HSTS ? *

Enable
Max-Age:
[ IncludeSubDomains
[ Preload

Redirect Http to Https

AR

BR HSTS £&mE—ig+FaFrE Web i, Fl0, sARAILGEE https://www.company.com/Citrix/S
toreWeb 57 Web w42, M HSTS SR AR https://www.company.com TBIFrE Web 5, Xa]
BHARE,

%4 StoreFront EN L2

May 30, 2024
ANEENBEZHENESE StoreFront FHAIREE X MAAL LN AERNS.

BAARF S5 StoreFront Za/H0&E S

Citrix BN fER HTTPS kIBRBFMIEES StoreFront Za@EE LS. XHEAIUBRIEZFIKS StoreFront 2
B & ZNZREMEMEEEZIT N, b, @M HTTP EEESTIZSMKEG (FlanHhiEAKRT) WER, LHE
EMDE Wi-Fi REERLLNUERIEEN, NREEEEN IISEE, StoreFront BEH HTTP #iTi&EE,

RIBEWECE, PP LUBT WX 7 F %2851 StoreFront, e ATERXE fi 3 F#i8s E4&1E HTTPS &
B2, EXMERT, Citrix MARNERER HTTPS (RIFMXHH HF#885 StoreFront ZEMNEREZ £,

BEIFHAHTTPS. 28 HTTP #EH HSTS, &8 &R HTTPS #1F StoreFront %4,

StoreFront 5 Citrix Virtual Apps and Desktops iR532s 2 ia89&E

Citrix ZiYfER HTTPS thi¥3kRir StoreFront 5&#9 Citrix Virtual Apps and Desktops Delivery Controller
ZBNEIBERR S, ESRE Controller %% TLS fR5523iEH. StoreFront R #§1E StoreFront 5 Delivery
Controller ZiafEM TLS 1.0 3¢ TLS 1.1 ¥, =&, &AL IPSec B2 8 Windows R{R1P AR 5 28 2 818938

=
BSo

BJLABCE Delivery Controller #1 StoreFront LR R B A5 StoreFront AR5528 74 45 Delivery Controller i&
=, BBRAEERETH,
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StoreFront 5 Cloud Connector 89i&({S

Citrix BilfER HTTPS thiY3kRiP StoreFront 5/ Cloud Connector Z [ElfEkiEE R £, ES1E How to
Enable SSL on Cloud Connectors to Secure XML Traffic (#na#E Cloud Connector E/EA SSL LU XML
TEMNZS). StoreFront R3zi#%7E StoreFront 5 Cloud Connector Zialf#/A TLS 1.0 2% TLS 1.1 thi¥, =t#&,
EEILUER IPSec BE2E Windows RIFIFERS 28 2 BIMVIETS.

A2 18]

Citrix FEIEEM StoreFront IREBEIZREL Internet, Citrix BiERA Citrix Gateway Fizi2 AR ES
R IERN I R PR

Microsoft Internet Information Services (I1S) 321t

AILECERERR IS BELER StoreFront, HER, XFEHINISEE,

X RS

A LU RIERIGIERRE A IFERNIXET BRIIRURZIERFIHNXGT BEHIR. ESHE IS i,
StoreFront EEUTXHY B&:

. . (BVER)
« .appcache
o .aspx

. “cr’

* .CSS

. .dtd

* .png

o .htm

o .html

. ica

. .ico

* .jpg

. .js

* .png

. .Svg

o txt

o .xml
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MR AR BERE Web BT Citrix Workspace R BRI THI AR, StoreFront FERFERUT XXM E
&

« .dmg
. .exe

MREATIERT HTML5 8 Citrix Workspace M HER, StoreFront RERFERUTXHT BE:

» .eot

o ttf

« .woff
« .wasm

BhiF
A LUERIER AR E A RN ENAFIR AR R I ERKRTIHMEhE, ESE 1S 3,

« GET
« POST
« HEAD

URL #893F ASCII =755

INRIEHREL RS A FA Web b= 2 #RER ASCH 5, StoreFront URL &R &2& ASCIl F55. ERILUERE
KiEIERZLIEAIE ASCH F/. 18517 1S 31,

MIME =%

B LAMIER S AT XX B A X R AR 1ER S shell MIME 2£8Y:

. .exe
« .dll
« .com
« .bat
« .csh

BB IS 31,

fipx X-Powered-By 153k

BIAERT, IS @EFHmMER ASP.NET 89 X-Powered-By xRk RIREHEEMER ASP.NET, ATLUR IS BE2E
AMERIATSR, FEE 1S B E ARk,
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Bk 1S hrZkiwaY Server txsk

BIAERT, IS@EIHRM Server fRskFIRE IS ixzse BTLUR IS EEEIMIERItARSR, EEI 11S 15K THE .

% StoreFront Web i S E 8D X

&AL StoreFront Web WS EESRAXHERRN S X L. £ IS &, 7£8)# StoreFront ZBE 2 5], EHHE
NS X EBEhERIA Web b 5 505 Al 22 A Ih AL s
1S ThEe

Bk StoreFront REFMMERRY IS IEETIR, BSHAAEZR. AILMFREM IS ThEk.

R& StoreFront REZER ISAPI 2888, {Bix3h8ERE ASP.NET FrisEny, BLTEENR.

AbIEAZ R

StoreFront FEE LT BERMST, o] LURIBRE MM IR FIET,

« ExtensionlessUrlHandler-Integrated-4.0
+ PageHandlerFactory-Integrated-4.0
« StaticFile

BE 1S A2 F 01,

ISAPI 23528

StoreFront AFHEZEM ISAPI 3528, FILUMIBRFRE ISAPIZIEEs. B2 |IS ISAPI JiEa85014,

NET #4220
BOAMERT, lISERS23E “.NET #1AN” ®EHR “RFFBAF". BIAMERT, StoreFront MK Web thns
HAILECE,

R ETEARSS IR AIMIBRSLES NET #SAGAM, NHES StoreFront fE/ARY Web k= E89HIN, R “FREAFR”
AN S VFRLI H M BRAE AT EL B KRN

A

TERN

EALUSABERE, B IS i
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N RiERFH

StoreFront EeIZ LA TR BiERA:

« Citrix it & API

« Citrix Delivery Services B33
« Citrix Delivery Services &R

« #0 Citrix Receiver for Web

BMERESN IS NBREFERNNBRERFEHE N HIRR, NREERAZ MR, WEEES M NEREENERR
JREI N FRFE R o

£ “Recycling settings” (EliI&E) T, EALUEBN AREF O NBRMEMRNERS,. #HER, 4 “Citrix
Receiver for Web” MAREFMEIKE, ExSHiEE Web IR BERHNAFEEHE, BEBIANEEREX 02:00
B IARAPRE MR FbT, NREERERMEIMIRE, NATRERSBAFE—RPIEMETEIHEH,

HREE

o BEMER NS BHEIEIRE, StoreFront EIESHIMIFHFEREHMFHIIEIRERE StoreFront =i B
o

+ 33F SSL Settings (SSLi&&E) THI StoreFront AR5328, i577i%#F Client certificates: Require (FF
IET: &%), StoreFront ZEEEERFIIZER StoreFront i mAY1E L TIE,

+ StoreFront B E cookie RIAMKIFBRSMEMINGE, EFELBRYP, 7 Session State (RFRE) B
Cookie Settings (cookiei&®) T, Mode (=) %/i&EH Use Cookies (M cookie),.

+ StoreFront Zk¥% .NET Trust Level (.NET f5E45!) i&&5H Full Trust (ZF25E). BE7R.NET 5F
RHIEBERERMEME,

ARS3

StoreFront LI LLT Windows BRS:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService)

« Citrix Peer Resolution (NT SERVICE\Citrix Peer Resolution Service)

« Citrix Credential Wallet (NT SERVICE\CitrixCredentialWallet)

« Citrix Subscriptions Store (NT SERVICE\CitrixSubscriptionsStore)

« Citrix Default Domain Services (NT SERVICE\CitrixDefaultDomainService)

Xk ER Network Service BR, B/MEXRLESE,

MR E A XenApp 6.5 E2E T StoreFront Kerberos 43R &k, IhigfEiX 26l Citrix StoreFront Protocol
Transition Service (NT SERVICE\CitrixStoreFrontProtocolTransition), AR £ NT AUTHORITY\
SYSTEM i&f7. E/NEXRUEE,
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RPIRSDES

¥ “APNROE” NRGAEERAEMEREZ R StoreFront BRI, 512!

+ Microsoft IIS ¥ StoreFront ZEM—ZEH BA. Microsoft IIS mRELR IIS_IUSRS 127 & RN RIE
ARV B R UAKANR B ST EEIME P ik, XEEEM Microsoft IS RE17H, BEREERXEER PR,
E505% Microsoft X T AR S,

+ %% StoreFront BY, EXBIRNARFM, IS 2AEEFHFR Log on as a service ({EARSER).
Adjust memory quotas for a process (Hi#HiZAENEEF) . Generate security audits (/%
28H1#%) LUK Replace a process level token (E#i24<h),

o BORNENEE, EERIUMAEERRXHEHERHINR,

o BEERSB/IMNRSSA, BEERAXNEE Restore files and directories (FEXHFHMBER). Access
this computer from the network (MM4iAinlLtitEH) LUX% Manage auditing and security log
(BEHEZNZLAE) HRR,

s BitAPFERAFPENEESMIKIE (BEIEIMX) BR, RIEEER StoreFront E2E i@ Delivery
Controller ®iFZH, [NMITXIAE “AFRHMER" HR,

EXAZ—MEEaMTIR, JEFEERMAFHRRR.

REHARR SN

ECE StoreFront ARS3284ARY, UTRSBIAMEEERTLA:

« Citrix Configuration Replication (NT SERVICE\CitrixConfigurationReplication)
« Citrix Cluster Join (NT SERVICE\CitrixClusterService), WIRSRIEATHIRS S AR, FHENEMA
IREIIERIETT,

StoreFront EEXLAM RSN BEIERIETIT, UERITUUTIRE:

o IR, BH. SAMBBRERUKRIEIHERAIHFRNE

o FEEAE N Windows &

o HINFMEEBIEFEEE (GAC) F1 Microsoft NET Framework 255
o A4 **Program Files\Citrix\**<StorefrontLocation>

o 0. EEANMIBR IS R AR IATIRA IS Web R A#2RF

o AP0, 1ECRANMIPRAS TR LB FIBA ASEFR N

o AONAIMIBR Windows BRS5 AR PowerShell &2t

« 33 Microsoft Windows Communication Framework (WCF) i

7£ StoreFront BYEHH, HIRIEFIRNBEER, BAFZITEN.

StoreFront REXRR BB T AL LA :
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« CitrixClusterMembers

« CitrixCWServiceReadUsers

« CitrixCWServiceWriteUsers

+ CitrixDelegatedAuthenticatorUsers

« CitrixDelegatedDirectoryClaimFactoryUsers
« CitrixPNRSReplicators

« CitrixPNRSUsers

« CitrixStoreFrontAdministrators

« CitrixSubscriptionServerUsers

o CitrixSubscriptionsStoreServiceUsers
« CitrixSubscriptionsSyncUsers

StoreFront fAR#IPXERLAMB R T, XELeERTF StoreFront AERRYIFEITH], FIiERFXHFIXH 3k
% Windows &R, B71EEOXEAR R &1

NTLM

StoreFront fE NTLM 7EAR S 24P AVAR S B 2 1T H S0, MNREZHET NTLM, StoreFront B E7ERS
23480 Hy StoreFront BRSZ 28 2 EEIH HUE,

AILUS RS 2RERE e NTLMv2 #H4E4: NTLMv1, i&&i8 Microsoft x4,
StoreFront A RYiEH
IREZESEFH

7£ StoreFront 1, REBIEFATFIHENFIRMEBER LM (TLS) FlakeM,. MEREEB ICAXHESR,
StoreFront ;A LUERIERIT ICA XHHITHFER,

BEXFAER, BBFRALMAFS StoreFront ZEIMERE UK lca XHZ S,
SHERIEH

SR RIERSHNASESREEFERIERETSHERE, StoreFront SRR S M RIERSHEABENER— B
TRMIER, R StoreFront £ BEXRIEFAFEMEMAR.

Citrix ZIRSIES

StoreFront EEEX Windows iEH774# (Citrix 32 {3ARS5) H7EE T £ MEH. Citrix Configuration Replication
Service. Citrix Credential Wallet AR 5 #0 Citrix Subscriptions Store iR £ #3 & X &iE B, BEHRHNED
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StoreFront [REBHEE XL PMEIL, XLERSFEH TLS #iT7RLEE, HFEAXEIETPEARAIE TLS RE:S
P, XEFFEEEIE StoreFront ARSI %3 StoreFront BYEIZEM, F/1&2tt Windows IEBEEIR

5
o

RIBERIES

StoreFront 7£ <InstallDirectory>\Scripts THIX 4 Jh7zfE T %1 PowerShell Bz (.ps1). 2kiA StoreFront
REREAXLEMA, XLEMAFLT REERTHREISHNRES B, XEHMABER, RiF StoreFront
PowerShell #7588, FATZIVER AllSigned 588, (RFISEIEASZ S, BAXKMEIEHRIT PowerShell fis.)
StoreFront F&E 2k PowerShell H117588,

B4 StoreFront R&e#& “SEANKRHE" FEPHABEZIES, B2, Windows AR BETE LA RIS
BRIEB. BIARLETIETINIT PowerShell AR S HITILEI, (AREFAFESITIED, IEBFRAFME R
SEMIER" FfiEH, H B StoreFront PowerShell BIZARBRNIT,) BABRERIEBRNE “REENRFEE FiE
HfE, Windows AEIREHZEIIH, FILIETEM StoreFront 5EM “SEENARHE” FEPRIFRILGES.

ZAIEM TLS

Citrix Bi&7E Windows Server F2AB TLS 1.0 7 1.1 LUHITE A igfRS 2@ S, o] LUBT AFER S E Windows
EMRIRERNITILIRCE, EZ1E Microsoft st

StoreFront £ 495

MREES StoreFront #8REA Web i (2 MiwO19ERE) SEBEMA Web REER, NXL Web MABREFESE
ENEARE XA RES BT HEE StoreFront BN Z M. NMERBEFEEFTARENRZ2RE, Citrix BiE
X8R Web 15 E#8E StoreFront,

ICA XXHHER

StoreFront 124t 7 E MRS 28 LHUIETEIERRY ICA XH#HITHFE RS, LUESRILINAER Citrix Workspace
N B2 RRABEBIIIEX R E KRB REERFRIR, FJLUER StoreFront iS58 LIETRRFRAPIIBNEMRIGH
8% (845 SHA-1 1 SHA-256) 37 ICA XF#1TER. AXEAER, BEHAER ICAXHEZ.

R E e

BILLAR¥FEEA Active Directory iiE#EEE Web %28 B RAVFA PR X LT AN B A 2 ERE. B2, Xa%
HRNZ2RERBLBLEAIHRERZIHIIERSHENNBEENAR. NRFARNLREGHF EBEX
ThEERBANMARER, BHERF T EMEWMEINRLRERNAEE. SIRSHIIERSEH, MAEREZMELE
BFRERECHNEE, BMERIEERETML. BXFAER, BSHAITRAF EXEE,.
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BEXIRE

AEERR 2N, BN AMRSBMBABTIHAEFRREEHNBEENRE, BRASTHEEFZIMPEIZBENX
B Web thi BEX MK, NRHA HTTPS E#HAE T StoreFront, EHRIEM B E X WA S HIAHIFRE %

ER HTTPS,

L EIR

iBid Web J5588E BN ABEE Web 15589, StoreFront £iREIUTE5R SRR, XLEAREST Web 1452331

R,

e i L

content-security- frame-ancestors 'none
policy '

X-Content-Type- nosniff

Options

X-Frame-Options deny

X-XSS-Protection 1; mode=block

cookie

iR

XAEA] LA L E ik s
StoreFront Web 528 NZIHESS
, Nk EiERE.
StoreFront A MBI A,

F e 7% 158 A B kX Lo A A4 =AY
content-security-policy.
StoreFront Web i (R ETEER
RENANS, TERAFPBANNER
A, AT LB,
XA LGB S MIME 8RS,

XA ARG L E ik s
StoreFront Web 4R R NEIHEZR
, MNMMBRBTZHFRE. EBK
content-security-
policyZl
frame-ancestors 'none
" FH, B—LEREHE
content-security-
po'licy MEIER 2SR LUIERR
RN B2 FARERE XSS (BBubiZs)
&

StoreFront A% cookie, Web itz ER#ERARN—LE cookie SNTFxR:
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cookie WiER

ASP.NET_SessionId REAFNRIE, 8EFHHRIERS. BiIgE
HttpOnly,

CtxsAuthId ATHIERIEEERSE, StoreFront *REEAFES
fERLL cookie #ITH MR, EEIEE HttpOnly,

CsrfToken BT i@ EiRE Cookie-to-header £HEER (&R

IEEiER, BRSSETE cookie FIRE S, B IHEM
cookie FIZENSHE, HiGZLHMESHETHFRBIG
LHERBPIIIRLAF, Ik cookie AIERIEE HEttpOn'ly,
LUE JavaScript &P IHEEBIREN,

CtxsDeviceld RBgE, BIgEB HttpOnly.

StoreFront i & T ¥ % Hth cookie SRERERA P IRES, Hoh—L cookie FE M JavaScript B, HItFKIEE
HttpOnly, XL cookie FMEE5 FHMITHEMIZEEEXNIAEE,

HihZeER

AR

IHE BT RE=RERNERN, BARSITE.
HTFSEERR, BALTsEFREST StoreFront iiTRZ A, ERREEEMB T HERERSRBKRETPHELL
o

MRLEAMWIZFH StoreFront ZEFEMX, HELAMAIEEZEMXEX, MIES StoreFront EFEFX, T2
BREEETFEXOXLERI (B, TLSER). Alt, ReFEREPHIRRNRATESSEIRER,

ETBFARFRIIK P &I

February 22, 2024

BB E T B FHBHHIIK A RIL, WUEE—RTEIZE R4 Citrix Workspace R 2789 F &l LUET i\ B8 FHB
I EEKF , MAFTENRNARE URL

EAREEEIIEH, Citrix Workspace ARFRIRTAF BB FERA s A®EE URL, INRAFBNEFH
itutit, Citrix Workspace ARRFSES MIBZIRB FHHIHLUMTE StoreFront lRS538. AfE, EXFILME
AIRBIN A E AR P MR TER,

Citrix £/ Global App Config Service REZE B FHb & M. EFRBRAR, EAILUER DNS SVRiZRH
DNS 5% 5REC & B8 FHp 4RI,
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Global App Config Service

Z1FA Glboal App Cofig Service FRBRBFHMF A, EBRLEETHF AL,

DNS SVR iZRi2R

£ Global App Config Service WERAR, EaILUEA DNS SVR IZZKEE Citrix Workspace R AR A
R TR E M StoreFront fRS3 28,

TEEB9RE FERAF1EY DNS ARS8 £, FIMRBLUTREMER SRV IZR:

B &

BRSS _citrixreceiver

Proto TCP

Bir Citrix Gateway &% (BAFREBZIFAMMITIZERF)

5 StoreFront fR%588 (B FNRFAMAR) WRELR
% (FQDN) fiimO, XA
servername.domain:port.

MR EMIRIFEFE EIERERFIMEE DNS fRSS28, RILURIER DNS AR5 28 LA F187%E StoreFront ARZ52% FQDN
B SRV B R U KR4 EBARSS 38 E A T 5 Citrix Gateway FQDN (WHMIE R, EILEE, AT ASMAFRE
StoreFront i#4HMs 8, TEiEA P &iEUR Citrix Gateway EZER.

DNS discoverReceiver iZ £

EREMAZENERAR, S EBFHRHE LAl StoreFront BRs328%9 DNS 51& discoverReceiver,
B0, SNREMEBEFHRIEN example. com, MAIE—1&H discoverReceiver.example.comfy
DNS 518, REfEEIEP AR SRV IES, N Citrix Workspace W B2F¥12%E &7 discoverReceiver 93t
B, LUA%I StoreFront fRS32%.

WMREFEALENE, B5HEE discoverReceiver fEAERAEEBARIE AT StoreFront iR 289 HTTPS
B,

ellFE S

December 5, 2023
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1. R Citrix StoreFront Bz &7 %% StoreFront ER$TH, i&E Windows “FFa” BRES “NARER"
REH, #3HEE Citrix StoreFront #l4,

2. 1£ Citrix StoreFront BEBizHIENEREKR D, BT OIETNE,
3. MREZMIIS thms, BM NS s THFIRPIEFREFRNIE S,

4, MBEFERAE StoreFront RS 28, BFHAIRS2E URL EZA URL, IREEEAHTEHBEEEES D
StoreFront ik 28, BRMAREH TS URL fEAEZA URL,

INRHERIEBE AR THIFE, BRNRSEE URL, B URERHEEENEZE URL,
5 BET—¥, ARKRREELABEPNHBRELNE - ABEE,
6. THFBEESRE, RECIRUSIEBENNAEE,
7. StoreFront B nHGIENNABENEER, 2.

1= PowerShell SDK ¢z =E

ZfEf PowerShell SDK &1288%, &M cmdlet Add-STFDeployment,

% Internet Information Services (11S) Web 4=

StoreFront AFEESD Windows IRSZ2BMFRE IS Web it B ERARMNEAEE, UWESIMNABELHES
TRNENZIEPLE.

ZHEZ Web ih=, B8 Microsoft 11S 3244,

TR EREEEH A eIEZ 1 StoreFront #; & J1fEH PowerShell SDK, i, BaIEE IS Web ihm#pE,
— " BTERER, — ATXRHE, BEAUTHS:
Add-STFDeployment -SiteID 1 -HostBaseURL "https://apps.example.com"

Add-STFDeployment -SiteID 2 -HostBaseURL "https://desktops.example.com"
<!--NeedCopy-->

BAZAN S, StoreFront BZRERITHIG, HATX A StoreFront IiE R uh SiER, HEA StoreFront
SDK ER&ihs, HES M HSHEE SitelD,

INILE AR 55 284

April 17,2024

EERNEIENRS S ERE StoreFront Z &, 15HfR:
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o MEREBAMBRS SR EASTSATEMRSSBENIRFERGRE, HAKEKREHER. FXBHEESME

ERGEhRASA X% B HY StoreFront fR53284H,
o R StoreFront EFAAIMARS 2R L IS AR Rt S AP E RS 258 E],

AR

BRRSESFAANNEY, ES1 StoreFront RS58548,

INREBAMNA StoreFront BRSZ2FLIATE FARSS 24, HEERMER, NEHEBERFINEERHTRRSHFEZ

g1, B0 StoreFront IRSBEB AL BIART. BSRRRSEZEE L FINEE

BERTR

mARSSERAPARINFARSS 230, AINBY StoreFront ARSIk A RIENFHARSS 88 LA EIESZANM R, XERS
FEEERNBEAEINARSBEHSHRAD, NREERAREY LA ERZRARMIMFAS, HEL

RIERHI T RS 28 LA EERARINGRE, StoreFront I EMARS 2848,

1. 2 Citrix StoreFront EBiz4| &7 %% StoreFront BER¥TF, i5E Windows “FF#8” BRES “NARER"

BED, #FFE T Citrix StoreFront #lb,

2. 7£ Citrix StoreFront EBITHIGMERERT, BEMANDNEIRSS4E,

3. &F3| StoreFront B EEMAARS 2R, AFITFF Citrix StoreFront EE#EHIE, EEFISMNAENER
ik} “IREBA” TR, ABRE “BE ERTEERNRSES. L TERIERKE,

4. ROEFHARSS S, AREMNRSSEINEERNRS SETIEEMA RS F[HNBM. WAMZIRSIFIRIB

RIS, AEBEEMAN.

MANAZE, HRSBOREFENERUSMERSBOEELL, FRSBOFAESRHERIRSH[AEN

BIFR B HAthAR 5288 .

Join Server Group

horizing server: | 2012R2-A

orization code:

EEEZRSB/HE, FRNEA—ERSBUABERRSB[BANEE. HR Citrix StoreFront BEIRIFHI G REHE

==

Te authorize this server, first connect to a server in the group and choose "Add
Server”. Enter the provided autharization information here.

Cancel

Add Server

o "2012R2-B" added to Server Group

Details

Servers
2012R2-B

Status

Completed

PREMEMARS S BT, BIFNEREPMIBEMERERERIAPOEMARS S, MR

o

AN
E o

PERNEE R —
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A% StoreFront

February 22,2024

AERFFREBERN StoreFront B2E, HEFRIFHEF NWEETF LR b2 T, HZ StoreFront =ilpk StoreFront
KBRS . whm. Wi (FEIRIIARSEs L) MURKEXMALE.

SEFFHRBER

B UM LTI B A KR StoreFront 2203 &#ihk CU:

ZM3

A

I[R4

«+ StoreFront 2203 LTSR (#1¥&hRAsk{E1a CU)
« StoreFront 1912 LTSR ({F{a CU)
o StoreFront 3.12 LTSR CU9

.12 CU9 Z HiMhRZAS 1T H 4R, @5 FH4REI StoreFront 3.12 CU9,

H .
=1

M 1912 ZHIBRRAFREY, SBPHFIE REIREIE S BohiibR. EABRAZR, Citrix BIIFRBERMNA
ey ABIER Citrix Workspace M AB#EF Desktop Lock.

H

StoreFront A #FEEFAT™RIRAN LIRS R[/IE, Fib, BFABERNIHRNRZ A, HARKIRSRASD
BIER B AR SS B3 AR EIMERIAIAR S,

StoreFront A2 EFRARSHBRERAN SRS H[IBE, AL, EMRSB[ATPNFAERS SIZMHALTF
fHEH Windows BRS 221ER G,

LIRS [EBEFZREN AL, BAIRIREFRRS 2R,

£ StoreFront ARIEITZHI, ESRIT—LEARFINE, NMREMARFCERY, AREREE, HERE
HMERY, &K StoreFront RERFAL, BEKERRAG, EFEITHR.

R StoreFront AREG KK, NIMAE StoreFront ZERGEAEKRENKELE, 1§ StoreFront REEFFEE|
REIRES, ARREIMEITHR. Bi§ StoreFront ;R EITHEERTS, BERIUT A%

- FEREALKEIEIEN VM 1REE,
- EAFALEISHR StoreFront i E (2R SHASE A StoreFront il &,
- T3 StoreFront FHk a1 T PEHERR AR AV BIFE HEBR IR I

f£ Citrix Virtual Apps and Desktops metainstaller th& % 89Efa] StoreFront FH4k LK EBEEIHEED
RS, HhEEEmEXKERSOEE,
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ERWF TR

AR ZE, FNVRBVNERITUTIE, UBLEALRKRY:

o ARETFINI S KL,

o MIANERZIHMEmALEL R StoreFront RAE#THR. BXFHMER, BSHE CTX200356,
o BWIFEIMZ R StoreFront ARAH R EI H HTAR A

+ M Citrix Web it % StoreFront 242,

FHR G StoreFront fRs323

B OIE VM REBE DRSS,

SHIAE StoreFront iR &, MR—MRSB[/EATELERSHE, WREMN—BRSHHSHRS[ARLE, W0
REAENZEEEMEEN, RSB[ETHNAERSSFZFERFERNEERZ. FALED, B URMREE
MRS ERE, XEEHNAANRATUEREREE, HiE, BREFLENERIIETS MNP SEHIIMRZE
EIHARS 28 Lo

MEE3F C:\inetpub\wwwroot\Citrix\<StoreName>\App_Data #tyxx (0, de-
fault.ica #1 usernamepassword.tfrm) #{T7E%, BEASTLBABERDXLEX . ARG, EAURER
EATURE #THIE .

4. EET MR H TS P MERAR S 28 3 AR th s TUBR L ISR L B P B AL iE I

5. ENRBERS S

6. HMIREEETETHWNAER, B81F StoreFront EBizH&. <17 PowerShell Windows & E@MHE
ETEEBIE StoreFront XM RIERF, XA BEMRTEFRERE, LEEFTILIAIRIFTE StoreFront XX
MRLERFLEF T, WETEBERXEH, FEARSEKY, MNMSBHMIFRIAE StoreFront &2
=

. BRIEEE StoreFront XM B RPEEITHEM Windows RIREER IR T /o

B RFAMRSNERER,

. BITFrEARZH StoreFront MR,

1.
2.

w

© o

F4% StoreFront 532840

F+4k StoreFront IREZBES RFEAEFP—PMRSBMATRIFEMRS 2. BRNRSBFRES5ZARINEE,
MIIBALEE IO N B ETRIARSS B340, MM EEB NE RIAMRES, REEE LEH%RE StoreFront, A eESHEHRA
FraEmiRSesAE, HEBRFEBEMIIR StoreFront fR$S28. FLIFEL ALK StoreFront RSB 234HARIARSS 25

1 RGP ENEEA L =T = StoreFront k352348

XBR TR EVEAEA LB =58RS A, B C AR StoreFront ARSS 234,

1. EBIRAAHTE URL RERAFRXNIRSSRAEIAIR. XFMHELLERFAEARIEPERTIEE,
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. EARSEE A NAPBIFRRSS 28 B # Co

ARs328 B 0 C MAEMARSSBAE “ANiL”

ERIBAREE StoreFront BRES288FHYIRAFARARSS 28 Ao

HafRARSS 28 A ERIhA R,

EiR%528 B C Lk, ENE LI StoreFront hRAsHR4E#hR 48y StoreFront,

AR5 28 B C IMAALREHIARS 2 A, UBIBARGHIRSSEA, ILARSSRAHR—MAEEHIRSS (A) FFK
MrRERNRSEE (BFAC) A

IAIVE BRS5 254312 = B ahiS A IR B BUEFIT R SR R 2IFRIARSS 28 B 71 C 41,
KEMBRSHBRESERET.

BB AR ETE URL REBBANALEHRSSZANIE,

2 IR RILEIPENHRE AR =T < StoreFront fz53234

XA T EIERIEVHREARBR =8RSS AL B # C 4AAkRY StoreFront ARS58540,

FHRARSS BRAZ B

1.

£/ Export-STFConfigurationS i+ StoreFront id &, LW&MNEHEN, RARSB[BEIZIZNTEEMER
BT B8, X=MRECEHIE.

&/ Export-STFStoreSubscriptions MRS 28 A WS HITRNE. KEHI2HEN, FARSSIEZTRE
WHEEMEEHITH 8, XSMBRITIRME. BSREENAREENIT RN

BB RS2 C M BT PR REA A P SHZARS 2R IARINR, XA LARA LA P EA RS IR IEEE
fR58s Co BT mARS s A fl B RiXiER,

FERARS2E A MEFRIBRERS 28 Co

fRS328 A F1 B @REHiR N A P IRV RINPR, ARSS2E C IERMIRSS|[ARMuM, HEEEEENE K

N
o

5. £/ Clear-STFDeployment &1 k5588 C EE RN H BIARTS.
6. £/ Import-STFConfiguration £\ StoreFront B2 E (LEISHA) ZURSEE C . RS CHERER

10.

5|RSH[AMRANEE, UWERBELEEEUTE, RE-aRSEFTELELIENRIANT BISHEERERIMA
ZAAMERE MRS S,

. IERREALRSE S StoreFront BRSZ2B[BHBISEAARMRS 2 Co RSS2 C MTAESIARSH[AERNEE, HA

K EIFHRAEY StoreFront,

SNITHEE (UeSEN) 2RSS CH, TEHEBREERSE. RE—ARSH[FEITALIBNEIZA
BER HRIBRIINNZ A R EME MRS 28,

FAMRSE BEEHRITLRE 3. 4. 5MT7 (BNEERTLE6). TiLHRE, RBERSR A NAFREHNZER
BIIAIEA R, Fitb, BRI ITIERRIERITILS R, e StoreFront RS 2848 LR B 1Z 2 & 1EHY.
ERAMANINE RS SBA TR S2E B IMARIARS S C . XY FThRAH StoreFront (ARS28 A) 1Efitg
MRS REE, H7oH StoreFront hrzs (ARS8 B A1 C) HIRMEIMINT mARSS 234,
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11. ¥BRs52% B A C ARMEIAHTEIRS T, UEHEBMIRSS A EE.

12, KBRS 28 A N B &R ilieR, UERAR ERIHARIRSEE B C,

13. EARSBAZERTIES. 4 S5HT7 BVEERITIE 6). RS[AFARIZIETH. RS[/A. B
C ABRARIANEREEMITIHHRE,

AR

ARS8 A BRME—FRIIAIRRIARSS SRATRVAEE I i2, ITHRIRERER (PR 9). XA SHIRSH/ATHR
[EEABHIREITRKERERZA, FEEMAHIITIEREREER.

EXAIWIREFERM, EATHSENTRAERMBHRFRRFBLFALN. B, 7RSS AMREY
TREHMANFARNEE, ARFEERTARR BATKAIEEREL/LFITHIER, BXeIfERARSEN
StoreFront £~ M A EHISAHBIER,

IMRFARKY

1. 77 C:\Windows\Temp\StoreFront /1, T & CitrixMsi*.log, HIEREMFREEIR.

Thumbs.db i5RIS%E: B C\inetpub\wwwroot\citrix S{EFBRHH thumbs.db X1+ S5 M., MRk
EIRyEA thumbs.db X4,

FEREEDTERBIE EXHiARRERE: RRRE/&D (MEAR), XREEHENRSSS, FFHELE
{a StoreFront fR.

TEBERSRE: FRRE/&H GIRATAH), RERENET Framework 4.5 WEM4z (MIEEFIHEE
XH)o

2. MR CitrixMsi*.log FEEREHIR, BRERSBNEHETER > XNVRSEEEEEE LRREHRIZTHEE
BIERIEEIR, IREBIER MG TIZIE,

3. MREHEERTRERERIR, BRE C:\Program Files\Citrix\Receiver StoreFront\logs F R EEFEE
B ERBEHIBEESNEAER. REBEMNVEGH TR,

BEXASXHNESZFAES, BEERTEAS.

RRSBEENH BRIARE

April 17, 2024

FERLEBERT, FER StoreFront REEENHMBRERS, HI0, 725 StoreFront RS B[BEMFIMEIARSS BA

Z/l, XBBHEN.

AIURITFNH BN ENRERE, EXERN, HETRSSREMAATMINE#, HKk, EaUE1T
Clear-STFDeployment PowerShell cmdlet, LU StoreFront BRESBEE R HI FRINRES.
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1. #fR StoreFront EEizHIEEXH.
2. #77F PowerShell ISE #:&RUEB R F BT,
3. 1&& PowerShell 8&Z:
$Senv:PSModulePath = [Environment]::GetEnvironmentVariable("

PSModulePath', '"Machine')
<!--NeedCopy-->

4, 2 Citrix StoreFront &k,

Import-Module citrix.storefront -verbose
<!--NeedCopy-->

5. §NERE, 1T Clear-STFDeployment &34 LU StoreFront fRSESEBEERZRINLE:

Clear-STFDeployment -Confirm $False
<!--NeedCopy-->

6. anLAIhTER/E, $T7F StoreFront BIRIEHI G HIAFTAIRERHEEE, CIZMZHMNAIE RS SFAH R
AT,

“ Citrix Storefront -3

File Action View Help
Actions
Citrix StoreFront =
4

«=|[@ B[E
Wiew

&4 Citrix StoreFran

|6l Refresh

Welcome to StoreFront Help

Select an option below to create a new store or extend your existing deployment

Create a new deployment
Set up a deployment to deliver self-service applications, data, and desktops to your users.

Join existing server group
Add 2 server to an existing load-balanced group.

En# StoreFront

February 22,2024

PRF=ERAESh, EE StoreFront Kb FHIIEARSS . KRS, Citrix Receiver for Web i3, XenApp Services
URL DR XEXMVECE, Ltboh, ERMRESRFRNEBRERITRSIENITANAEERS. TRRSEBHEHR, B
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PRBRERRFITANEAEERLLEER. B2, EZRES[PBED, XEHIERFREEEPNEMIRSE L, HH
StoreFront B, MRS 2R StoreFront ZEEFERMME, F40, .NET Framework ThaEF] Web AR
=2 (I1S) AERS.

FRARGRMEERNENMKS B R StoreFront AR5523,

IR StoreFront BEITHI SR FHARS, BERHEXH.

*xHAMEAAEE@Eid EH PowerShell SDK &I2 StoreFront 89 PowerShell £3&.

FIAFRESR, REE (BRER), AREIINAER.

ERFAIEEE O, %% Citrix StoreFront, ZERHEE, LUMBRIRS2[HHIFTE StoreFront 4t
1£E0% Citrix StoreFront 3iFiEF, BHR, HETME, RHEHE,

A N

FEhififs StoreFront

% StoreFront 5, AMREE#MR StoreFront, FHRITUUTIRE:

filp: Web fRS23fM G,

fhiBRsc#E32 C:\Program Files\Citrix\Receiver StoreFront,

fiip® C:\Program Files\Citrix\StoreFront Install FHFFEFER.
|

1.
2.
3.
4. BRI C:\Inetpub,

EMIERT LLEF %% StoreFront,

RERE

BXHEXHNEZFAER, BEAZEAS.

CE SN E K

February 22,2024

EANERSMEHRPNERE, BRERATEOER.

Method (5%) eI

A B B 5IE Ao A P o] LU MR 75 %@ Citrix Workspace A
EFE % StoreFront,

BReREMIIE REBREREMNIL,.

R &MZE S5 AYFAFERE Active Directory BR BMZE#HTE

HIIE, HECE T ECRESFZ S H B H@E R AYET,
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Method (3%) FAER

EA=REE= Ay LAl A3 Windows i&&ERE Windows EiE#ITHEAE
o

SAML B%5835EF A SAML 38 B IEELLL E = B IR IMIER.

BEBHRIIRSERE % StoreFront LB A 5B E B RIEIRSERUFERS
E% VDA

Ao E B9 I0E

April 17,2024

BEGMRIESE

NFEMUAEE, SR —MESMHEMIIETE, XL ER TR Citrix Workspace ZBRE2FE RN A
SRS Ao

1. 7£ Citrix StoreFront EEEFIAMANEERPERNABSETR, AREREFERTREEEIHRIES %,
2. EEENAFBANILRTG .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 65


https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-authentication-and-delegation/domain-pass-through.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-authentication-and-delegation/saml.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-authentication-and-delegation/fas.html

StoreFront 2203

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i ]
| Method Settings

r name and password m
I:I SAML Authentication -
[v* Domain pass-through

Can be enabled [/ disabled separately on Receiver for Web sites
[] Smart card

Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[+# Pass-through from Citrix Gateway
Installlng ar?u:l umns.talllng f:he auth[antlcatl-::ur? metheds and the .
authentication service settings are included in the advanced options.

o |

wHARZNEESEENUSAER Active Directory AR ZBHMZBEEMIITE. BXFAEE, BRREFR
EEF DT,

% SAML SMIIESEEMLZ RS SAML SMHREEFINER. EX¥FAESR, 52 SAML S3H%IE,
EHRIHEEMUERMEFIEEEE Active Directory 5EiR. BX¥AER, BEREEESHRIL,
EREERUBAEERENINIE. BXFAEER, FSHEEREH NI

% HTTP Basic LS/ HTTP Basic £330, B m StoreFront BR52369 1I1S Web RSS2 1751
i,

##E M Citrix Gateway EiELUEFM Citrix Gateway BB &350, SIRAF@ESEA T FHRKIER Citrix
Gateway ##%| StoreFront, ERALLAD, BXEMESR, HSFEM Citrix Gateway Hi&,

BB AR R R S I0IE 5 E L 2 BHET Web %5881 M A R AR SR RIES %, BE0EE Web %
BERMERNEMRIES X, BERS NI %

&= PowerShell SDK BB S {4H3IES £

ZfEf PowerShell SDK BB SAIIE, EHRITUUTRIE:

1. JAR Get-STFAuthenticationService LR BEESNEHE RN EHEIERSHEE L YRS,

2. EEMRIIRE L, ERARE2AFMENERRIEDIN. EFXBRYAMNNIER, 55T Get-
STFAuthenticationServiceProtocol, EE B Hh i, BT HF E B A M X 5 & 8 Enable-
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STFAuthenticationServiceProtocol, EER B i, BT H EZ B M th I 5 & M Disable-
STFAuthenticationServiceProtocol,

3. EELERANSNIIENN. BXFAEE, BESASMHINEEX XM,

\ngﬁ\q_ﬂﬁﬂﬁ 12%

ALUBEHIT “‘HESHBIERSIRE” ESEEERXZSNEIERSHNAEEE, MMRIMEXLENAREIEZE#HT
BRER.

1. 7£ Citrix StoreFront EEEFIAMANERPERNABET R, RAEEERERTEE— M NASEE, T
FERY, REEESHIIESZ%.

2. ERATHERED, ERAZSHIIERSIRE.

3. BEEARESMNIIIRSEIEE, FMIABERF MHEREFEFE—NAEE.

AR

HESHEIERSSTRSNRIERS ZBATEFENEES. ZITNARELENSHIIERSKANEZSHR
WERRSS, HEEMEEEE SR ERALZE S MRS BIFTE N AR SRR,

BHRERE ML

April 17,2024

RPERRNAREENEFEREERM PIN #1TH%110IE, 24 StoreFront BY, BEERESMIIERUAE R FTATERA
K. aILlA@EE Citrix Workspace RZA#2R. Web % 28#1 XenApp Services URL E#E 2N AREIEMAF B H
BRI HRIL,

ERBEFENIIAEIAFRNERIE, FREERESAANREMENNZ 2, MREELNEERZET
IEBHERRAEMESHNINES M IIEFRIF. TAARBHEHIRP, BAFEEFR. ERAEEFRMPIN, ARAILL
HEMM—R I &GP EREM N BEF.

Al LU BERSRE StoreFront SYAPBISAIIE, LA Citrix Virtual Apps and Desktops 12 {EH = &1L A
EF. &% StoreFront ®WEEEEAFEAILIARE Endpoint Management {RIEMN BIEF. B2, AP SAENH
TEHWIEA EEAREREE P HIER S % RIER Endpoint Management Web M BER.

EERABEESMRIE, KREEE StoreFront BR552389 Microsoft Active Directory 35 StoreFront ARS328
HASEENAEEXANEPRERFNKS. RN AEENSMEE,

3 StoreFront FAERERSHRIENRENATAFIEE. RENEFIHEURIEERTEMANE, EELTXH, B
MAERTIEEEMAE S StoreFront AR50 Active Directory Mpy—ig,

7 Citrix FMRECE S se R XA T A Citrix BERECEABE LR FRENERF. XUNTRERTHMM
RS TR HEYE REFo
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BEFRM

o HIR7EITRIERE StoreFront ARS32889 Microsoft Active Directory i58i#& 5 StoreFront RSB EEEE
WEEEXRIIFENEEEFRE AP,

o MREINEABEFERFMNRIE, BHERENZTERIRRRLE, REGLBNRE URFEH PIN B175%
BE AR X FRIRIE o

o EREAP SENNAEFFHET Virtual Delivery Agent BIE M SAIEN £ REM N EAIE 8EE a4,
BXEEEEES Citrix Virtual Desktops £&ERFMAER, BSRAEE T,

o EREREREE T EHNLHAEMEN, HiLE3T Active Directory B IEECE 7 M BT AOIERH BT LI
AT P IEBRIE,

fit& StoreFront

o YR HTTPS BF StoreFront B FiI&& 2 EMNERE, UWBHBEEREMNRIE. BESRAFEH HTTPS R
StoreFront %42,

 Z7ri@id Citrix Workspace M Bi2F SN ASENBRAEERFMIIE, BESHIIES £ PIEHECH
AR REFo

o BRNBERT, WNABERATERSHRIEESAZEABENAE Web iimBAEERIHIIE, &ATIU
£ Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web 55 & {353
&) EWR ERRE Web iR it S AR EAE R SHRIE.

o MREFEREETHERURARBNZBEMIIE, RARVSIETRAFEREEFRM PIN BETER, BF
8RR B AIE R Bl LUEEER X S 91T,

6 Delivery Controller 2 3151 StoreFront

EASRERSMINIER, StoreFront TAUARAFBERE, ELFEER Citrix Virtual Apps and Desktops #1375
HIE, Hik, &K% Delivery Controller B2 & 7153k 8 StoreFront 89iEK, & Citrix Virtual Apps
and Desktops & BEEMMREME.

i#@id Citrix Gateway #1TiZiZiA1a)

stFimigisiE, EaITE Citrix Gateway EBAEREFR, ARERAERSHIIEEAT StoreFront WEES AL,
ﬁ*%%ﬁﬂtﬂ S} ]ﬁ%[ﬁ“ﬂ*aﬁio

ABRAPERISHERARNERENAREEDIRS S DIRTIFIMIERET, BUEREZIMNXHETREERTE
(SSL) &HHRAEFHEHRIE. BEXFHAER, BERARESERSHRIL. BIERERERIHRIEN Citrix
Gateway i7ia) StoreFront B, @I ULEIIRS SBEEREMRIRE, UEERTANAEERESENNAEFN
BE, EXFAER, FSRNNABERESE HDX B,
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BREREI VDA

FRILUE S B RAP NS R EIERE AR VDA MR SFR. ATLUED Web Hi552830EAF Windows B Citrix
Workspace AR IHRINARE, BRELAEERTF Windows # Citrix Workspace N BEFEHITH. 1EH M
RERSG LE BTN RRIFRFRE, BREEES VDA Ny EHRAE TR,

1. BEARELZEERT Windows B Citrix Workspace R EES2 S B RAGHBHEB N RITERER, BSHE
EiHBSRRIE.

2. ERANARIESRITFNABER default.ica xfF. BEEFEZIA ica

3. BERAEE Citrix Gateway ipRN AEENBAF SRS EEIEE@ENEE, 51 [Application] B9 R0
TigE,
DisableCtrlAltDel=0ff

R EEATFINAEENRERF. ENKSENNAREFENEREEEMERER-THTEESHEIE, N
BN BRSNS AR SIRNNARE, AR, AR ERRSHES DI AR NN BEE.

4. Ehi@ Citrix Gateway AR AREIENAF BRASE-REEERINEE, B7E [Application] o HAHRMLT

®E,
UselLocalUserAndPassword=0n

REEATINAEENFRERF. EANSBREREESHEIE, MEXEMARERA AAREKEMN
NABRERF, BANSHRFRRIRNNEREE. ARG, BAPERISHES MG AR NN AREE.

fEF FAS 25 REI VDA

HE, EFERAMREN Citrix Workspace M AREFERERIEATF HTMLS 19 Citrix Workspace M FEFE, &
AR ECE SRS EEE N R B RE VDA,

BEEIEFEM

FERERERHITHAP SMIIELIAIE StoreFront BYS#EMIERE U T ERFEE,

o BEAEINERAMLS (VPN) BEHTEEESHIIE, AP XARE Citrix Gateway {E¢F&E:d Web TIm#
TER, #ERTENTENESBERSEEEN PIN #7284 RIE. /A Citrix Gateway &4 E T HiB S I0IIE
ifia] StoreFront MERAFEEERAF.

o AILER—AARELEAZSIMERFNZSMERE, B8, IRBATEIEERFERSHIIE, NAFRXR
WREL R RERTAREFIRIEN— SRR

s ENAREFPEREEFRN (B, #TRFEIIMEN), BRAIESEIIIMIERBANEERIEA PIN
BURT. EIEASNMERRHTRSLAEXIMER. BREIRE (FIi, BEEAARKEERN PIN £EFHE
FHigE) WESEHIXMER. YEEFEmNRRED, ENETENGERN, BRURSEE “BUE . W
RERTAFBA PIN, MWaKgERiEmA PIN,
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o MRAFEAMANTIHMIGEHBRES Citrix Gateway AR AFEEHERTF Windows 1 Citrix Workspace
M ABREFBFP BB T Citrix Virtual Apps and Desktops RS R#ITERES ML, HgBEIENAEIN
ARENFRERF.,. EXSENNAEFENERSEENERSERETEBSMRIE, WATASHEHIE
IEA AR RN AREE, ARG, ARSIERDSHESMRIER AR AN A/E.

o MRAFEAMANTFHRIE&EH @i Citrix Gateway AR BEEERNEATF Windows # Citrix Workspace
MAREFAFPBA T Citrix Virtual Apps and Desktops #ASER#ITEES ML, HgBEIENAEIN
AEENFERF. BEARLHAFEABEESMHRIE, EEREMAFERISEBNEAER, BTASAHARRP
RPN AEE. AE, BAPERDNSESHRIES AR NN AREE.

o HEEAEA XenApp Services URL BRE—MBHIIES:, MESTNAREEREFER—" URL, WIRERT
BEERFMIIELS, BEFESAREMEENZHRIE, NWATASHSNIIES ACZRSMNNARE, &
M ABESMAF— XenApp Services URL, S, BAFEREISES MU AT R A REE,

« % StoreFront B, Microsoft Internet Information Services (IIS) FHZRIABCEXER StoreFront &
HIIEARSHYIER B IIE URL B9 HTTPS &R HE P IRIEH, X FEMMEM StoreFront URL, [IS FE
RIBHEFRIIR, EBEEBIIEEEAFAESERHIREN, TJLUEREREER S M. RIEHEMA
Windows SESIREME, AFRHAUBKREEE, MATEERHTEMNEIE.

MRIERER IS BEERERFE StoreFront URL 9 HTTPS IEZRER P IHIES, NHTIEHHIIERSH
MAEEREER—RSSR L. BAEAXNAENAREHERNEFIFIER, AL IS hSEERN, iR
AP ETii@Eid Citrix Gateway #1Ti&E#E, WX ZEREERN NI, WMRMIEE EBIRTHEEE, APPSR
BIER.

= REE=gy vl
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ARAEMANTEN Windows i+ EH#ITEHRIE, XEAFNER2ATEMBEEERE Citrix Workspace [
FAEFH. EATF Windows B9 Citrix Workspace R FA#2F LUK Windows EBILUT Web 355 8888 2 151 ThAE :

« Internet Explorer
+ Microsoft Edge

+ Google Chrome
+ Mozilla Firefox

StoreFront it &

BHiEAT Windows 89 Citrix Workspace MREFBRIEERE, BES ML AP kR E R,
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BRINBRT, ANABERREEESHRITESH I ZNAEENFIE Web th=75&AF HTMLS5 # Citrix
Workspace N B2FEREEBSHRIE, &7 UE Manage Receiver for Web Sites Authentication methods
(&2 Receiver for Web ik SHIRIESE) I+ EARE Web s ZRHEBSHIIE,

% Delivery Controller f2E »{5F StoreFront

FEREBESHINIER, StoreFront EAUARAFKERR, EitFEER Citrix Virtual Apps and Desktops #1175
BRI, Eik, &7 Delivery Controller B28 A{5ER B StoreFront #iEXK, &5 Citrix Virtual Apps
and Desktops R&FREMMREME,

BaERE VDA

WRERTERREAEFAGNERT Windows 8 Citrix Workspace M iEF T aEE S & RE VDA, #2
A E B EE S k. MREMERT HTMLS 89 Citrix Workspace MABRERF, NS JUSEHEE N EZIERT
Windows B9 Citrix Workspace MERZFDHER, mIBEZIIN 5,

iEAT Windows 19 Citrix Workspace [V Bi2FERE

EEMIEATF Windows 19 Citrix Workspace Z A2 BRI BB LR 2B RN AEEN VDA, E5REHT
Windows B9 Citrix Workspace Rz 2R X1,

ERATF HTMLS 1 Citrix Workspace B2 E

ERIREZEEHAF N Web M EREEUAFHTIHEES NI, aTUERRERET Web NERERIINEE
[, BBEEEREI VDA, BRY4MEEAT Windows B9 Citrix Workspace MABRFHITHER, miEE Web 3%
BRITHER.

Internet Explorer. Edge #1 Chrome k%% Web %258 Windows Internet Explorer KigiER & R E
EEEARRER, RABRT, B4 Intranet KIS BH. BRENESARMNE Intranet X33, 15
TR 24E:

17 “=HIEmR”

I “Internet i&m”
BIRLETE,

R Intranet

B,

BESR.

FHINIER StoreFront Web 555,

N ok~ DN

AILAE AR B X IR E,
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FireFox &S mMERiGE LUSE StoreFront Web 55 URI #1782 S& R,

I

.
= .
BRMRIERRREFRSSETERNS. BITRBREN,

EEFEREEBHITEMIRIENITEN LT Firefox.
Epiti=s, A about:config,

gF “laccepttherisk!” (FiEZXEK!,

EIEFEF, #A negotiate,

WE network.negotiate-auth.delegation-uris.
MANER R Windows 1% (fis0 mydomain.com) #9&#,
BE “HE

W& network.negotiate-auth.trusted-uris.

BAEml Windows 1 (1% mydomain.com) 89&#F.
BE HBE

. XHAFHEHBD Firefox.

W e N~ WD+

—
= o

£ FAS 2 & RE VDA

HE, EFERAMREN Citrix Workspace M ARZFERERIEATF HTMLS # Citrix Workspace M FEZFE, &
RIS S S IEARSEERE AT RE VDA,

M Citrix Gateway Ei&
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FFmE Citrix Gateway %t S /5, BIEEHRBSHNNABENEHER. EEREREXNNABEENZESN,
Citrix Gateway BES M IIEAZRINER TR TFERRS. AFRALUEER Citrix Workspace R R#2Rrsk Web 3l
Y25t Citrix Gateway E#ZFINAEIE. BX3T Citrix Gateway B & StoreFront BWif4i(EE, BESRRE
Citrix Gateway,

StoreFront Z#ERAHITLLT Citrix Gateway B4 HIES & #THIE,

« i FAPERE Active Directory AR BMZEBE R,

« RSA R EAREBTHEME (HRLTRER) WBITEER Citrix Gateway, BHRZERLEEEEA PIN 53,
MREEATNBEERLCEBHITEESHRIE, BRETILEANTANZERRETIMMINE RN S HIIE,
g0 A # Microsoft Active Directory 15 &4

. Btk AP EREERER

+ RSA + 15 &R Citrix Gateway WAF S BRI EENZ 2 EBITHE,
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WNRE7E Citrix Gateway L2ATSHRIEHEZATRERER, WAEREE, HEEKIEEHEMSHIEIESZE
Z_o

WNREHM Citrix Workspace M BIEFHEN BEEHNZZAFERE T A Citrix Gateway HITHSRESHIE, M
W7 Citrix Gateway ERIER NS HIIEER, 3§ RADIUS (ERESMEIISNBFRS) BEANTESHIILS
7%, % LDAP (BEBFRHEMN) BENHYEE. BERRIMERNERBEEXGHEREESHEIESE, U
f&4% LDAP ZiE{%:25 StoreFront, % Citrix Gateway &&HNEI StoreFront BERY, 1EF “BEREE 8BH
“GHReSH, BXFMER, E8Ehttp://support.citrix.com/article/CTX125364

ZRAEE Citrix Gateway 3t StoreFront #1THZIHSHIIE, EESMIAR Citrix Gateway LDAP S35
B&R3E “SSO Name Attribute” (SSO &#REM) i&E A userPrincipalName, AIUERE A7 Citrix Gateway
ZRNEPIRE—NE, UEREEMEAIIER LDAP 588, 1ER15m StoreFront BiEIEELE Citrix Gateway &i%
REXM4EN, FEEEERERE, SUAEESNMNAZEREEEXR. BERAERKAFRENREEHREXAEE,
BUEMATTAT UM B R 2 StoreFront,

7£ Citrix Gateway HEZ B R T, ErILUER SmartAccess H1R1E Citrix Gateway &I HBERIZHI B - 3¢
Citrix Virtual Apps and Desktops ZiREIAIE.

ERMXEE

7183 Workspace N ARRFEEN AN ABE AR ZAMNXEBSHRIE, BESHRIES A8 OPERIVH
kM Citrix Gateway Ei&,

BINERT, AEAEERA Citrix Gateway B & 10IEE 2 A%NABERNFRE Web b= /=M Citrix Gateway

BEBSHRIE. ERINESHIRIESEETF EARE Web thm 2B 2EB S H10IE.
RERIEAFE

MR Citrix Gateway E2&E 1ER LDAP S2303E, NA]LAREIST4FEIRBYIAR]

1. £ “BESHRIESZE BOFP, EM Citrix Gateway Hi&E > &8 FhIREHIEREE S,

2. ERNRAGEE, ARRHANBARTEENZN. EREFAEEKFNAFEBERPIEEALS MRS
NN AEE. EEEE, BE WUER JIRPEREVNFE, ARREREE. BREERMIPAFKS
RN ABERE, BEFRPERZEH B ERFR.

BHEERINAARRERBFPBARENAIRANREN. IRFEAFRREAFAIBRABANRRE, 158
NetBIOS &MARMEIFIRP, MRERABAZRAFA TERZTEINBARZE, BET2RENRRFINEZ!
x, MRFLZAFRRRRIEAFRSBAXERBAF TEITEBNEE, WaAEE NetBIOS &R
M LMREER FMEITIRFB,

3. MREBEZNEIEE, EMRINIFTIRFIEZFRF ERERAEZRRH,
4. MREBFEZFRTUELFIHEESE, HEP “EERNERETEHTIR SFEE,
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Configure Trusted Dormains

Allow users to log on from: =) Any domain

' Trusted domains only

][ Edit. | [ Remove |

Default domain: | example - ]

+| Show domains list in logon page

o R

BERBRIIRIRSA Citrix Gateway

BIABER T, StoreFront &I MMXUEINAF ZMZE, NREH Citrix Gateway BRB HEREEESEERE
BHWIEAE, WHAEE StoreFront, EERKIEERE, HIEKHT Gateway BWHMHIIE, EXMERT, BiY
EEEEMXIAEIE URL, X#¥ StoreFront Fia] LIIRIER BMXEIERK, HSRERE Citrix Gateway.

1. EEBRHMRIEAXEOFR, EM Citrix Gateway HiE > & B THHEF, EREEZ RS HRIL,

2. IEELBERBIEERA Citrix Gateway.

Configure Delegated Authentication

Specify whether StoreFront fully delegates credential validation to Citrix Gateway. This setting is
applied when users log on with smart cards.

Fully delegate credential validation to Citrix Gateway

o |
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PowerShell SDK

ERNAEIERE NER PowerShell SDK ¥ & KIFEIRAM %, BB cmdlet STFCitrixAGBasicOp-
tions ¥ CredentialValidationMode & & 1 Auto., E ¥ StoreFront it & B W IEE1E, B E
CredentialValidationMode i&&5 Password,

RIF P EE R E T AR

nREM Citrix Gateway E2BREMA LDAP (AR ZMERD) SA1IE, WEILE NetScaler REBAAFEERINE
B BBV

1. & NetScaler & Web 55

2. EMESRE L, BESHRIE > E5iR.
3. BEEMERIERSS.

4. THMIEET, FRAIFERESE,

AWFRAFREEREERE
fEAM Citrix Gateway HiEfY, Citrix Gateway BB HBIIE, ERILE StoreFront BEBE A AR ER
FREERFE, IhEEEET N5 (MiEdithiEr Workspace WBiER) 18 StoreFront R AR ER AT A,

#AIA StoreFront ECE RIS LA ELAHER, BMERBESHTML,. MRREBBILLINGE, FHRRRS B[BAAEERN
REEAVFAP EEEN. MRAFPAILUARERLS HIIERSHEMNNEERE, WAFRRENEERR SRR
ZEPRERAXLEAF., MRFALNLRRKGHF BB ELREREBARMREER, BHERBFATEMELH
ERIMERIF IR I R AR T o

1. EEESMHIIEAZEEOS, 7£M Citrix Gateway Hi&E > 8B THIH ST, HREERRIIER

2. ERTRAENRERS, BEFEAITRF ENTEEIRE,

Manage Password Options

Specify whether users are allowed to change their password, When using Receiver for Web,
users must log on again after changing their password.

Allow users to change passwords

f
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} =r

AR

MEERRECEER AFAFENENE, XtUETMAR2NEESHIENERZGEN FAIRE,

PowerShell SDK

Z{F A PowerShell SDK X E & miEM, A cmdlet Set-STFExplicitCommonOptions,

% Delivery Controller i & }151E StoreFront

LRXEE N#H1T LDAP BHRIEE, ExEEIEZEE StoreFront, s FHEMBHBKIESE, StoreFront L&A
&R, RFEsERE Citrix Virtual Apps and Desktops #1784 WIE, Eitk, &E%54% Delivery Controller B2 &
A{EERE StoreFront 9iEXR, #E5i7 Citrix Virtual Apps and Desktops @£ EEMAMRENE.

ERRXE B MRS ERERE VDA

HWXEEN#HTT LDAP SHIRIEN, ERREEEEES StoreFront, MUERTMURESRER VDA, SHTFHMBHIIES
7%, StoreFront TRILEIEE, ARKIANERTERERATR, ERIMERKS S HNIIESRHERER,

SAML S1759iE
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SAML (ZR2£FEEIFICIES) RINRMS NI RERNARITE, A8 SAML, ek StoreFront BRERIEA
FPEERIIMEDIRERERHITEH I,
=1
%% StoreFront BEE R ##1T SAML B4 IIELUHTAERA R, EBi#iTMEBIAIE, 5% Citrix Gateway BE i
17 SAML B9383E, $AG% StoreFront B2& Ri#1TMXEE S ) I0IIE,

StoreFront ZERE SAML 2.0t S HiRERER (IdP), fi0:

o £/ SAML 4% (MdE WS-Federation 48%) A9 Microsoft AD BX& B IIERS. BXF4ER, EBR
AD FS Z3&# AD FS 1#21E,

+ Citrix Gateway (B&X» IdP),

+ Microsoft Entra ID. BX¥4MsR, E2H CTX237490,

SAML i EaeEaAR UPN M saml: Subject Bl
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./username-password.md
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/Set-STFExplicitCommonOptions.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/best-practices.html#xml-trust
https://docs.netscaler.com/en-us/citrix-gateway/current-release/authentication-authorization/configure-saml
https://docs.netscaler.com/en-us/citrix-gateway/current-release/authentication-authorization/configure-saml
https://learn.microsoft.com/en-gb/windows-server/identity/ad-fs/ad-fs-deployment
https://learn.microsoft.com/en-gb/windows-server/identity/ad-fs/ad-fs-operations
https://support.citrix.com/article/CTX237490/implementing-storefront-saml-with-azure-ad-in-citrix-cloud

StoreFront 2203

E7ri@d Workspace M AEFEERN AN ABERANEA SAML 41, BESHWIES Z8OH%ERE SAML
BHRIE. BIMERT, ARNABEERR SAML SHBIFERAZNAEENFE Web ih/EMA SAML SH%8IE. 7]
WTE S HI0IE F%M+ ERYSE Web shs i B2 E SAML,

StoreFront SAML i% 5

EiE SAML, BHSMHRHEFATERTEUTIHSR:

21K ID 89 URLX 2N BB EN B I0IE RS MR R, @E R https://[storefront host]/Citrix/[StoreName]Auth
ERRERERSH URL,EE A https://[storefront host]/Citrix/[StoreName]Auth/SamlForms/AssertionConsume
TCHURARSS 3@ E N https://[storefront host]/Citrix/[StoreName]Auth/SamIForms/ServiceProvider/Metadata

.

ks, TE—NMRES, @FER https://[storefront host]/Citrix/[StoreName]Auth/Saml|Test
AILAEA LT PowerShell fiizs% s 55 17 B 7 i BV 3% o

# Change this value for your Store
SstoreVirtualPath = "/Citrix/Store"

Sauth = Get-STFAuthenticationService -Store (Get-STFStoreService -
VirtualPath $storeVirtualPath)

$spId = $auth.AuthenticationSettings["samlForms"].SamlSettings.
ServiceProvider.Uri.AbsoluteUri

$acs = New-Object System.Uri $auth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/AssertionConsumerService")

$md = New-Object System.Uri S$Sauth.Routing.HostbaseUrl, ($auth.
VirtualPath + "/SamlForms/ServiceProvider/Metadata")

$samlTest = New-Object System.Uri $auth.Routing.HostbaseUrl, (S$Sauth.
VirtualPath + "/SamlTest")

Write-Host "SAML Service Provider information:

Entity ID: $spId

Assertion Consumer Service: $acs

Metadata: S$md

Test Page: $samlTest

<!--NeedCopy-->

L fanbany 11

SAML Service Provider +information:

Entity ID: https://storefront.example.com/Citrix/StoreAuth

Assertion Consumer Service: https://storefront.example.com/Citrix/
StoreAuth/SamlForms/AssertionConsumerService

Metadata: https://storefront.example.com/Citrix/StoreAuth/SamlForms/
ServiceProvider/Metadata

Test Page: https://storefront.example.com/Citrix/StoreAuth/SamlTest

<!--NeedCopy-->
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fERTTHIRRETITECE

AT EKEE, ERUESHREEFSIRSRER TEEGIF ) StoreFront) ZERBTHIE FRRF. iEH. KR
FHEMEE) .

NREN S HIREERFZFHTEIES N, WaILUGEER StoreFront SRR =, & XAFuEE HTTPS Hi1T.

BEARESMREREFHNTHIBERE StoreFront, & A Update-STFSamlldPFromMetadata cmdlet, #I

.

Get-Module "Citrix.StoreFrontx" -ListAvailable | Import-Module

# Remember to change this with the virtual path of your Store.
$StoreVirtualPath = "/Citrix/Store"

Sstore = Get-STFStoreService -VirtualPath $StoreVirtualPath
Sauth = Get-STFAuthenticationService -StoreService $store

# To read the metadata directly from the Identity Provider, use the
following:

# Note again this is only allowed for https endpoints

Update-STFSamlIdPFromMetadata -AuthenticationService $auth -Url https:
//example.com/FederationMetadata/2007-06/FederationMetadata.xml

# If the metadata has already been download, use the following:

# Note: Ensure that the file 1is encoded as UTF-8

Update-STFSamlIdPFromMetadata -AuthenticationService $Sauth -FilePath "C
:\Users\exampleusername\Downloads\FederationMetadata.xml"

<!--NeedCopy-->

EESHiRMIER

1. && SAML SHIEIETHRINRE THITIR, ARSESHRHER.
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StoreFront 2203

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. (i )
| Method | Settings
¥/ User name and password
4 SAML Authentication
[ | Domain pass-through Identity Provider
Can be enabled / disabled separately on Receiver ey e
[] Smartcard
Can be enabled / disabled separately on Receiver for Web sites
[] HTTP Basic
[v/ Pass-through from Citrix Gateway
Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o I
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Identity Provider

Identity Provider

StoreFront uses this information to configure the trust to the Identity Provider.

SAML Binding @ | Post Z

Address o

Signing Certificates

Subject Name Thumbprint

o [

2. EERRHREEML SAML 457,

3. WASMREEFMIL,

4. NATY SAML SRE#HITERRIER.
5. BREREFEN.

EERSRME

1. & SAML SHIIETHRE TR, ARRERSREME,.
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Service Provider

Service Provider

The Identity Provider requires this information to configure the trust for this Service Provider.

Export Signing Certificate: @ | ' Browse...

Export Encryption Certificate: @ Browse...

Service Provider Identifier: @ https://storefrontlb.xaeaad.com/Citrix/StoreAuth

| Cancel

2. (i) EEATHREASORMEFIEEHTERNSHERIEHR,.
3. (AI%) EFEATRERIINSHREERRIXE BN S HMNEZIES,
4. RSRERHUBMANEMCIER T NABEN S DIIERS.

5 RMEREEN.

PowerShell SDK

1 PowerShell SDK:

« ESASZIEH, BAA cmdlet Import-STFSamlSigningCertificate,

o« EBRAMEES, EAA cmdlet Import-STFSamlEncryptionCertificate,

Mzt
i SAML &£/, BT TH#RME:

1. %= SAML Wiktim, 3551 StoreFront SAML s,
2. XEREEERISHREEF. BAEHERE.
3. ERBREEMEERS AR SENIATIE.,

% Delivery Controller fZE »{5F StoreFront

£/ SAML 5318, StoreFront EAUAE AP #9EE, FitFEm Citrix Virtual Apps and Desktops i#47
SH8IE. A, Ex750% Delivery Controller BE2& AEER A StoreFront M9iER, #&&1@ Citrix Virtual Apps
and Desktops & BEMARIEME.
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StoreFront 2203

RS I MIIERSERERE VDA

£/ SAML S1330iERS, StoreFront TfGARAANERE, ERFKABERATRRERE VDA HEERAT A, ErRILIE
RS MRS RERERER.

AR RN 51 551E

April 17,2024

Bt AP RNELSMIIE, APaTUEMAE Active Directory &1,

citrix | StoreFront

domain\user or user@domain.com

Z7ril@id Workspace AR EZN AN ASERANZAAF SNZBSHRIE, BESHIIESFE 0Pkl
BUH DR P 2 ME.

BRINBERT, AABERAAFRENERSHNRIEERAZNABENE Web bR ERRAF 2R S 51,
AILLFE Manage Receiver for Web Sites Authentication methods (&2 Receiver for Web Ui {3 WiES %)
Wk LR ARE Web it 9B P 2MER S5 1.

ECERIEAAE

BT LUK R A R RS A R IR B2 e A SR B E Pl S B R IEE REVA .
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StoreFront 2203

1. 72 Citrix StoreFront EEEH ENANERFIER “WABE Tx, AGTERERPEFELNSHRIE
FiE. E BF BT, BREESHIIESX.

2. TAPRMNEN > REVIRD, ERREAEH.

3. EFXRAGEE, RAERHRMBATERNEN. TZEPEAKFNAREBERMEERLS HIIERS
M AEE. BEMES, BE UEE FIRPERENNEE, ARRERE. BRUERXMIPORRIKS
RN B, BETIRPERIZEH R EMNR.

THEESENAAFREAFBANZERBIRBIEN. MRFEAFPEREARIRABAZE, B8
NetBIOS ZMAFIMEITIRP, MREBRAAKRBAF EHRZMENRARRE, BET2RENIZFMET]
xH, MRFEAFRAERREAF ZRAXERERAF TEIMBVANEE, WLARERR NetBIOS Z75
T2 MRERER AINEITIRFB,

4. MREEZNAIEE, BMBRIARTIRFIERE P ERIEOAERBE,
5. MIRBAZFRNELFIHAIEE, HEP “EERNEPETEHIIR EFE,

Configure Trusted Dormains

Allow users to log on from: Any domain

&) Trusted domains only

| [ Edit... ] [ Bemove ]

Default domain: | example b ]

% Show domains list in logon page

SRV BN

AUAFAFRERENE SR, B URAFEEEIHNARERERE. XRTEATURRABFEFTETET
HmAEE R ERENNAERF.

UT &R iRR M EREIIhEE:
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3R StoreFront L5 %R StoreFront £/5
Citrix Workspace i 2  FH, BHFRIMEHRESHI A, AREUESBESEHZ
52 = RARBHAFP BRI RIERED
Windows z
Mac =
Android
i0S
Linux =
Web = = =

BRINECE RIS LE Citrix Workspace R F#2F#1 Web %282 - Bk B S M3, BMERIBET AR, MRRE
BRILtIhEE, BHERIRSSPITERNRIERITRAF BTN, NRAF A LIARERLLS MRS BN AREIE,
WFAFRERAEZRRERBNREIESERAXEAF, NRFARNRLREEHF BIHELThEERE AN
B, IEMRA R A MBS SNER G IR AT R I

MREARTFAFMNENECHNERS, ZHARKIHNEAREERNREE—FES. NERT, BARAHE
FIRORY B ERERAERZ A Windows SRERIREIRE, &, EHLUEEBESCBHELE.
1. ZEESHEIEAZEOR, MBAABNEE > RETUXREHR, EEEERGEDR
2. BERTRFENRE, BEPRITHF BTN ERIE,
AR
NRIEF IR, WARBITEHXFAE, WABHTEEIRMEAERRSEMNAEFNEFRAES
o

w

. ERZAYAF Only when they expire ((RIEFEIHAR) BXZE, X241FAF At any time (F#ET)
B,

4. EREEERFAENIIZARERR,
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Manage Authentication Methods - Store

Select thg Manage Password Options (i )

M Hings

s [+ Allow users to cha nge passwords: } = .

Wl S . Only when they expire e

0O b \: At any time (only available when using Receiver for Web)

B Remind users before their passwords expire:

L] S Do not remind
C . : -

= ® Use reminder settings from Active Directory group policy

[] H

Use customized reminder setting

<
=
ki

Remind users |10 = |+ | | Days * | before expiry

Installi

authent .
o

dl

ced ™

e
StoreFront 3z Active Directory FB94R{L 2R 5RES,
&E2:

Hafr StoreFront RSB LA ERBMMBTEREEMMBEAFANREX . IRERFPNRIBEEEGILE,
StoreFront 27ERRS & LA ZAF QIE— NI EX . StoreFront 7SS SEEHIERH#ITBIE, 7 HEE
PR PRV,

AE 3

WNREFERY B AR EAEREEINE, XEAaFMM Citrix Gateway BB S B I0IEH EIEZBIAN FAYILE,

FHEEIIIE

BEERT, StoreFront B#5 Active Directory #1Ti& s USIEERE,

#N& StoreFront 5 Citrix Virtual Apps and Desktops i1 F AR, HEFXAIEE Active Directory 54E, T
AL StoreFront EZ& 9 fE A Citrix Virtual Apps and Desktops Delivery Controller skI&IFR A R BB E
1=

1. FEESMHEIEAZEEOR, NAFRRMES > 88 MRS EEFRE RS,
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Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, 0

Method Settings |

User name and password m
[] SAML Authentication o B g

[+ Domain pass-through
Can be enabled [ disabled separately on Receiver for Web sites

[] Smartcard

Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[v¥ Pass-through from Citrix Gateway
Installlng ar_u:l unlns..talllng _the authiantlcatlcur?n methods and the _
authentication service settings are included in the advanced options.

o I

2. 1z Validation Password Via (3if %5575 ) 5%+, %% Delivery Controllers (Delivery Controller),
RE%E & Configure (G2E),
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onfigure Password Validation

Use this setting to select how passwords are validated.

© Once configured, this setting applies to all password-based authentication methods: User
name and password, pass-through from Citrix Gateway and HTTP Basic. You do not need
to configure this setting again for these other authentication methods.

Validate Passwords Via | Delivery Controllers «

This method delegates end user authentication to Delivery Controllers,
Click "Configure™ and select one or more Delivery Controllers to
validate user credentials.

Configure Delivery Controllers

Delegate end user authentication to Delivery Controllers in Citrix Virtual A
Add one or more Delivery Controllers for validating user credentials.

3. #% B Configure Delivery Controllers (f2 & Delivery Controller) R&® L8 BERMN— Nk 24
Delivery Controller BFRIEAF &R, AG8E OK (HE).
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Edit Delivery Controller

Display name: IC\MD
Type: &) Citrix Virtual Apps and Decktops
XenApp 6.5

Servers deliverycontroller.xample.com —

(load balanced):

1

Add... Edit... l Remove |

o' Servers are load balanced

Transport type: HTTPS -

Port: j443 |

&5 Active Directory

1. EEESHRIEAZENEL, MAFRZNER > 8BYIRPEFREZEIIE,
2. 7£ Validation Password Via (38iEZEA) THisEd, %% Active Directory, AE%EE OK (HE).

BRERE VDA

HAFBRahEIRE, StoreFront EAAFRERIINAEERERANEERRERE VDA,

HEXBERRR

EREREETERERN, ZEREEMT C:\inetpub\wwwroot\Citrix\[ R AE®E&#]Auth\App_Data\Templates\Userna
A B ENZRE.

R AN

HEAERIVABEN, RAERT, ERWNEEPFREREATENS. JUETXE FER ARSEHIHNE
EXGHE:
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[y

. EAXARIERITASHEIERSH UsernamePassword.tfrm e
2. EXXHEFERUTT.

@x @Heading("ExplicitAuth:AuthenticateHeadingText") *@
<!--NeedCopy-->

3. BIRREISMNERETS @* REMRE *@, IUHEaNERRS.
@Heading("ExplicitAuth:AuthenticateHeadingText")

<!--NeedCopy—-->

Citrix Workspace A#EFAFPAEERER LS HIIERSHNNABEN, BEIRIANTEAXE BER,
HE X AR At AR,

4, BEMITENA, BFEAXIRERITTFATEMRIEIRSH ExplicitFormsCommon.xx.resx X, &3
@EEMTF C:\inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\resources\ B+,

5. HEHXHFRERUT TR, HiE <value> TRERFHIXA, USRI TEHIRIGER L& 17 30EAR S5 H R F i 15 B
EERWEERFIN XA,
<data name="AuthenticateHeadingText" xml:space="preserve'">
<va'lue>My Company Name</value>

</data>
<!--NeedCopy-->

ENGEREMRERENAFRFERBERYEESRB XA, B HREE XM KB X4 Explic-
tAuth.languagecode.resx, Hr languagecode HXiFigBEIRIRF,

FE1EE AT Windows £ Citrix Workspace N BIEFEEFREMAFZ

BUAERT, EMAF Windows 89 Citrix Workspace i Ai2FRERA A ER StoreFront R AREIEZEEZRE. A
FhLEERATF Windows 89 Citrix Workspace M RiEFEFRAF N, Sl LUREBSHRIERS 4.

1. FRANXARIERITHH inetpub\wwwroot\Citrix\[Store name]Auth\App_Data\Templates\UsernamePassword
2. FELXHHRER T,

@SaveCredential(id: @GetTextValue("saveCredentialsId"), labelKey:
"ExplicitFormsCommon:SaveCredentialsLabel", initiallyChecked:
ControlValue("SaveCredentials"))

<!--NeedCopy-->

3. BUWTFR, FREIED.

<!-- @SaveCredential(id: @GetTextValue('"saveCredentialsId"),
labelKey: "ExplicitFormsCommon:SaveCredentialsLabel",
initiallyChecked: ControlValue("SaveCredentials")) -->
<!--NeedCopy-->
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BFR&RERERIS MRS BN AR S ER G I NEEZ.

FINERT, AT Windows &9 Citrix Workspace i AEFSBE#BER ERBANAR R, BZIHERA
FEFE, RETRRESEZBNERNS, EBRMELEERT Windows B9 Citrix Workspace W AEF
EEEENBAFE.

@i Citrix Gateway #17iZiZiA1a)

AILUERE Citrix Gateway, UWERFEARIBAFR IMZBERMX, XLEZEIFEELH StoreFront LIBR BN A
5. E¥ Citrix Gateway BLE 7i#1T LDAP B B EBE KL, 55 NetScaler 3214 - LDAP 5H5iE, &
fic & StoreFront, #E&FEM Citrix Gateway Hif,

BKEESHMHIERSEE

April 17,2024

fEMAEI SAML Z £ B HIIEA AR, MRAFAREREE Citrix Workspace ZARFHRAZE, WBIABRT
TERRBER VDA, EXLEERT, ERIUEREKESHIRIERS (FAS) @i iERHHIIES VDA RERSFR,

3% FAS 5 StoreFront B2 &M, 4R PowerShell SDK it & StoreFront.igfEMA Set-STFClaimsFactoryNames
BEAIM&E N FASClaimsFactory, R Set-STFStoreLaunchOptions ¥ VDA ERIUEERIRHIERF
%&8* FASLogonDataProvider,

BN, EANABERA FAS, BHRITUTERE:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStorelLaunchOptions -StoreService $store -VdalLogonDataProvider "
FASLogonDataProvider"

<!--NeedCopy-->

EHNAREEZA FAS, BHRITUTRE:

Sstore = Get-STFStoreService -VirtualPath [VirtualPath]

Sauth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService $store -VdalLogonDataProvider ""

<!--NeedCopy-->

BAEN EIAREEM [VirtualPath], fitn /Citrix/Store,
BECE FAS RS B[IIRUKEMIKE, SIERAARRK,. BXESZEMER, BHSF FAS X,
N Y AR E R IN BB S RE R T B M IIER A ER FAS,
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EeE M E IR RS

February 22,2024

7£ Citrix StoreFront /1, AJLIBIEFEEA T Citrix Virtual Apps and Desktops BN AEF S m L EE—
BEHNARE, NMERFEBERE. BEFRXLER R,

5 EE S

BRI IS AILRIERERRE 2 M M AmEE,

fo& R IS BN AEERE

AP Rz FA S I HIBR R R B RS,

FRF S W A ETREE 4 EREENAREERFAERNXY, HhaENA
BIEEERFFE Citrix Gateway SBEFMEIT =

mAR QSRR AEIS =R P Citrix Workspace R AiEFEREAERAETH
FHpEauik P £ s, FQDN B2 1A AA 2N ABEE
LURINEI E kA o

FRE Kerberos &k fd& StoreFront 2&fEMA Kerberos ik Delivery
Controller #{T & {33,

BB N ARERENER TR A IE SR AR N SRR 2R

E1E@id Citrix Gateway 331 B [ERZIZAIE] RN ABMEEZENAFEE&EE Citrix Gateway ¥Rz
HEEAIE,

IEHREYIE (CRL) 1E ¥ StoreFront BRE HERB A MIERB#HTIR (CRL)
12 CVAD Delivery Controller FR{ERHI TLS JEHH

A StoreFront ABERENHLZAMAITHALUET B StoreFront BB EEENRERARITREIET

i fiflo

B R HNFAEERRAREARERE.

BB A RS RIT IR R TE. A SHTERITHRNUE (WHEH).

M4 StoreFront YABERENHZ2ARITHSET  BRINYASERENEZLBITRHSRERE,
il

53 Microsoft SQL Server 75U S 532 fEMSMER SQL Server BUREFMEITH (WREIFR) HUiE,

Citrix Virtual Apps and Desktops E2& B mERENARBIE Web i S ERATH
Citrix Virtual Apps and Desktops i&&

ERNAEELE REESRNABEIRE.

== HDX B& e FCE B P KGR B P LE 2R
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https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-manage-stores/advanced-store-settings.html
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% EE S

2Rk icaigE ®@d4% HDX i B2 default.ica REEXLEIGE

ICA &5 fEE ica XHER

Windows {RiEA = e EEAT Windows 89 Citrix Workspace M ABEF
MAREENTRENEAREFCE TR XENRE
REEFH o

BN AEE

April 17,2024

AILRERERERKENNAERE; FW, AIUARERFARNASE, IEF—ARERRAN—H,
BERR

EZRSBHEF, F—REA—ERSBVBUERRSB/ANERE, Hfx Citrix StoreFront EIizHI 8 KT
BEPREMEMARS S LIE1T. TlE, 17
B EC BT BT ERIARSS 834, UEEMHEPREMARSS .

BORVARE, FEREHRESRSSR (ATRUFEEINASERENER) BNERS. ARG, EE@T Citrix
Gateway Xz B E#HITIEZHR (FIiE) o

1. ERRFERT, BhoIENARE.
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StoreFront 2203

Create Store

StoreFront Getting Started
StereFront stores provide your users with access to their Windows desktops and applications,
mobile applications, external software-as-a-service (SaaS) applications, and internal web
Getting Started applications through a single portal from all their devices,
Store Name
Delivery Centrollers g e E‘-Erf _UE-_ _______ @ i
Remote Access ; et :
. Citrix H
Authentication Methods 1 Receiver .
.
XenApp Services URL L H
Receiver for Web Site '
w0 LR (@]
Stoie Browser E End User
' '
] 1
: []
¥ 1
' [
- (s AR @ mnt
PNAgent
Next | Cancel |

## Next (F—%)
2. ENAEESMET£L, HEUTRHE:

o WANREERR

s MREFREATHFERIREFNIIEHRNABERE, FOERXATFRESHIIERNAEF G AE
[Eo QIRRESMIIENNAEEN, BHWIERENTZBRNEARTR, £MA “2F S8PrRS
B[ENRBEMNELES URL, (XZHE—AJBENED, EARSHFAEERMNEBIRSBPARAIA.)
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Create Store

StoreFront

Getting Started

Store Mame

Delivery Centrollers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Store name and access

Enter a name that helps users identify the store, The stere name appears in Citrix Receiver/
Workspace app as part of the user's account.

@ Store name and access type cannot be changed, once the store is created,

Store Name: | Store2

i:! Allow anly unauthenticated (anonymaous) users to access this store
Unauthenticated users can access the store without presenting credentials.

Receiver for Web Site Settings

[ | Set this Receiver for Web site as [IS default
When this is checked, the Receiver for Web site created with the store will be set as the
default 115 website. This setting will overnide any previous defaults configured for the [1S

sites.

## Next (F—%)

3. 7z Delivery Controller it~ b, AENEIUKEMNNAEFERIZRR. SXESHMAER, BESHEE

R R fE PR A ER
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StoreFront 2203

Create Store

StoreFront

+ Getting Started

¥ Store Name
Delivery Controllers
Remaote Access
Authentication Methods
XenApp Services URL

Summary

Delivery Controllers

Specify the Citrix Virtual Apps and Desktops delivery controllers or XenApp servers for this store,

Citrix recommends grouping

delivery controllers based on deployments.

Name

Servers

Type
Citrix Virtual Apps and Desktops cvadl.example.com

Controller

Add.. || Edit.

| [ Remove

BET—%,

Gateway BRI AR ERIZEIZ ARl

4. ERBAEET £ £, ERREEBEE Citrix Gateway RHBNABE, BXBELEMES, ESHED Citrix
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StoreFront 2203

Create Store

StoreFront

+ Getting Started

¥ Store Name

+ Delivery Controllers
Remote Access
Authentication Methods
XenApp Services URL

Summary

Remote Access

Enabling remate access will allow users outside the firewall to access resources securely, You need
to add a Citrix Gateway once remote access is enabled.

Enable Remote Access
Select the permitted level of access to internal resources

#) Allow users to access only resources delivered through StoreFront (No VPN tunnel) @

) Allow users to access all resources on the internal network (Full VEN tunnel) @

Users may require the Citrix Gateway plug-in to establish a full VPN tunnel

Citrix Gateway appliances: & Gateway [}

Default appliance: [ - ]

5. AEMWIESRET+ L, EERAFARANABEELIESHNGE, ARRET—P.

BEXARASHRIESENESFMESR, BEHALESHRIERS,.

AUSHEMYAEERZSHIIIRE, MIFALNEEERREESHEIES R Ak, BOEERHESH
WIERRSS, AEEFRNENAEE.
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StoreFront 2203

Create Store

StoreFront Configure Authentication Methods
Select the methods which users will use to authenticate and access resources, [ ]
+ Getting Started | Method
4 User name and password &
+ Store Name h G : 2 2
SAML Authentication
i trol —
+ Delivery Controllers | Hliemcin gt
+ Remote Access Can be enabled / disabled separately on Receiver for Web sites
Authentication Methods Smart card ; : ;
Can be enabled / disabled separately on Receiver for Web sites
XenApp Services URL [ HTTP Basic
Summary T f

|| Use a shared Authentication Service

Using a shared authentication service for stores enables single sign on between them. Users do not
have to logon when they are switching between stores,

Select the store with which this store will share an authentication service, The dialog will be
refreshed and the methods will be updated based on the selected store.

Store name: 5

## Next (F—%)

6. 7£ XenApp Services URL &I+ £, MREHHEE PNAgent 19IBi&&, &%+ /2 XenApp Services
URL, SNEEBCHAE,
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Create Store

Configure XenApp Services URL

StoreFront

URL for users who use PNAgent to access applications and desktops.

[_] Enable XenApp Services URL

+ Authentication Methods
XenApp Services URL
Summary
fr e — |
? Back | | Cancel i
BHIE

7. QIETABEN, BE5TH.

BRI AREEN, BEReR— M Web WS AV AFFIEZMABE. @RS Web ih850% bl Hit
Web 35,
ECENAEE

April 17,2024

BN ABEE, FRITUTERE:

7z Citrix StoreFront BIEZHIAMANERPEFENABET R, ARERFERNEERENABERE.
BEAPIT SRR URE R TR B UE R,

%3l Kerberos ZEW+, BBENAEEREER Kerberos Zik® Delivery Controller #7845,
RESE HDX BEED -+, RIENAEFNSENUERERTEHNARFMIRENMX,

BRI AENABELTR+E, BEE Workspace AREFEAFHA FQDN s FHb 4t R B MAF A SN
BEE,

ok e
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StoreFront 2203

Configure Store Settings - Store

Optimal HDX Routing

_ Disable User Subscriptions (Mandatory Store)

StoreFront Manage User Subscriptions
®) Enable User Subscriptions (Self Service Store)
When you enable user subscriptions, the Self-Service store is then in effect. Users must
ser subscriphions subscribe to applications before they can use them. Any previcusly specified subscriptions are
Kerberos Delegation still available.

Advertise Store When you disable user subscriptions, the Mandatory store is then in effect. All applications
. published to users are available on the Home screen without users subscribing to them. User
Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

A BRI FE S f

April 17,2024

EMFRR RS, BRITUTERIE:
1. 7£ Citrix StoreFront EEZH S AMERPEENABET R
2. TEiRfrEEP, RENRRAREE
3. EWIAEOH, BER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

99



StoreFront 2203

Rermowve Store

A Are you sure you want to remove the store "Store"?

Any associated Receiver for Web sites will be deleted along with
this store,

i Yes | | Mo |

1 |
T

LIEMIBRE FARIERY, FREXEH Web th it igirR,

FRAP SN AR ETRE X

February 22,2024

B R B SN ABEEEFAE RN, ERaEANABERENAE Citrix Gateway ZBEFEIFR. FX
e RSP, UERFEBNANBBENIEMAEEBEEE Citrix Workspace B AR, BAPEEE Web
W28 M AR SR, AL T E Citrix Workspace Rz 2B 5o

BRI

EEMBSBHER, BFREA—BRSB[BUEMIRSB[BAMNEE, HfR Citrix StoreFront EIRITHI & R
BEPEAEMRS SR LETT. THE, F
B EC BT B EERIARSS 834H, UEEHHSPIEMARS R,

1. EEMEa ST NARENFAGEENMEXMt, BE “BF BRTREESHSNABEMEXY, AREE
EESELXX RN ABEE,
2. BHESUHERT RR.cr BREXARERIMEFNEELE.,

mAF ASMERRNBEE

April 17, 2024

R UIER P Citrix Workspace M RREFEE AERE T BFUMEFRNHA 2P FQDN BhERETHRRAF 2
RAEELRNEEKP S, BOAERT, SIBNAREE, ZEABERETRH—MNEDR, ARAMELRD THE RN
FAER StoreFront SEERIGEANMNE Citrix Receiver A, RENABEH AN ABEIREAT AL, e
P& Citrix Workspace ZB2FFohERE (EAIKE URL RFAEXH) MABIEMERIFMES.
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StoreFront 2203

BERER

EZREBBESD, BH—RVEA—ERSB[UFRIRSH[ANERE, #R Citrix StoreFront EBITHI A RTE

BEPRNEMEMARS S LIE1T. TlE, 15
BWEREMMMNEERRIRSSEAE, UWEEMIEPNEMRS .

1. 7£ Citrix StoreFront EEzH GNANERPERNABET R, AEEREFERTREEEVABERE >

NENABEE,
2. AABNABEREL, ERAENAREEKRRENAEEE.

Configure Store Settings - Store

StoreFront Advertise Store

@ Advertise Store

When this option is selected, the store will be presented as an option for users to add when they

il sl configure Citrix Receiver/Workspace app through email-based account discovery.

Kerberos Delegation
Optimal HDX Routing -~ Hide Store
When this option is selected, the store will not be presented to users to add to their accounts
when they configure Citrix Receiver/Workspace app through email-based account discovery.
Hiding a store does not make it inaccessible; instead users must configure Citrix Receiver/
Advanced Settings Workspace app with connection details for the store, either manually, using a setup URL, or with

a provisioning file,

“[ Cancel ] [ Apply

Kerberos ik

April 17,2024
AR

Kerberos RE5 XenApp 6.5 &E RhrA—tE .

B#%3&d Citrix Gateway AR EBERE e~ FHIRIERY, StoreFront EERFMNEE, AT EERAFN
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StoreFront 2203

=32@ Delivery Controller #1T&950E, £/ XenApp 6.5 RERRAR, EaLUSH Kerberos ik, A

StoreFront #&#XA A Delivery Controller #17513301E. XFEEE Active Directory HEEEZEK,

1. EEBE—NERE, ARE “BF sRPRERENARELE.
2. %1% Kerberos &Rk -+,
3. ERZ R A Kerberos kit 22 A Kerberos EJk.

4. BN RASHEREFPIMBIEIENR.

Configure Store Settings - Store

StoreFront Configure Kerberos Delegation
@ Enable Kerberos Delegation

Kerberos Delegation will be used to authenticate to delivery controllers. The controllers must be

L configured in Active Directory to support delegated authentication.

Kerberos Delegation

Disable Kerb Delegati
Optimal HDX Routing Disable Kerberos Delegation

StoreFront will not support Kerberos Delegation to authenticate to delivery controllers.
Advertise Store

Advanced Settings

ﬁ[ Cancel ] [ Apply

PowerShell SDK

EAE Kerberos £k, iBERAHSE -KerberosDelegation B cmdlet Set-STFStoreService

BRI N ABERENER

April 17,2024
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StoreFront 2203

EAEHE Delivery Controller REAI 7M. &2tAMiEk Citrix Virtual Apps and Desktops. Citrix Desktops
as a Service 0 Citrix Secure Private Access {2 ERIRIX,

BEERFR

1. 7 Citrix StoreFront BIFHI &S, EEMEETITZENBEET Ro
2. EERERPRE—NASEE
3. ERFEERD, BHEHE Delivery Controller,

1 PowerShell SDK =& & RR

£ PowerShell SDK ea, {E/A Get-STFStoreFarm &SI E B B RREEENEER,

AINEIRR
7 Citrix Virtual Apps and Desktops #IN&ER

1. 7#£%32 Delivery Controller &, LR,
2. WANTEBEIRZENETE M.
3. #%E$ES#AK Citrix Virtual Apps and Desktops.

4, ERSBT, BHHm, AEHA Delivery Controller 92 %5, 3381 Delivery Controller E£ It 1218,
Citrix BiEE VAR S IRS 8B AT A H FHsSRERE,

5. Citrix 2R EFRZB[ELMAHHTELET, XaSH StoreFront EERB NI MFIRPREHIEFIRS 2,
MTm7EFRE Delivery Controller siiZike 2 B0 & fidl. MRAERIED, BRSBIIRGRINTRIAFAS
WIERBTIR, EXMERT, £BBHHREETIRPIE—ERNR Delivery Controller stiE#28 £, 90
RiZBRSBEAN, 2MERKERTIRPIE - DIRSS[HIT, KILEHE,

6. 7£ Transport type (Fiikal) FIFRM, %% StoreFront BF SRS B[ HITIBEMIEZERE,

o EEEARMBZBNERELEEIE, F%EE HTTP, MREFMET, NKAETRHRZEAE, MUREP
StoreFront 5ARSS 22 EEENZ 2,

o EET TLS BEEAREIE, EER HTTPS (%), f1R 7 Citrix Virtual Apps and Desktops fR$328
WEIRIEET, EH1RIE Citrix XML Service iI8E A5 Microsoft Internet Information Services (I1S)
HEHBEO, HiE IISEERZIF HTTPS,

=

=

NRIEEER HTTPS R{RiF StoreFront S5RZBF|ZEINEERE, BERRERSFIIRPIEENRITS
XERSB[OVER LR —H (BEXNE).
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StoreFront 2203

Add Delivery Controller

Display name: CVAD
Type: ®) Citrix Virtual Apps and Desktops
) XenApp 6.5
Servers cvadl.example.com —

fosd balnce) -

[+ Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

o R

1. $5% StoreFront &R BFAAMNIKEO, RN 80 AT HTTP %, #0443 BAFEIL HTTPS i#
#, FEEEMEOMMEZ Citrix XML Service RN,

7 Citrix Desktops as a Service FiIN&ERE

1. %12 Delivery Controller &4, HEHRM.
2. WANATEHERRENERE M.
3. #EES#AR Citrix Virtual Apps and Desktops.

4, EIRSEBT, BHFM, ABHA Cloud Connector 9B, NEARSH/HIEZBEE IR, Citrix
BUEELDERMEZRBULRAR. IREEZSMERMUE, Citrix BINERMAERBRUESH Cloud
Connector HEABERETRAICE, XERUBEREEIEAE, StoreFront AJUERAMENEFEEY
I E Rz VDA,
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StoreFront 2203

5. IREERE S MIBMERERS, Citrix BiVEE StoreFront IREZSBMIERRRAIEERKNE RTINS, H
AR S RE LM AT TEIETR, BT EESRNGESREET DaaS Delivery Controller, HitERAGHEHTE
BT AR,

6. 7£ Transport type (fZHZH) FxRt, %% StoreFront AT 5RESFTIBSHNERESE,
o EEEKRMBIEIZERZRE, HER HTTP, MREFRIER, WHABTRHZE2HE, URP

StoreFront 5 Cloud Connector ZialiEENLZ £,
o EEI T HTTPS SR IXEIR, Bk HTTPS, 1R R IED, N4 7% Cloud Connector

BB AR HTTPS,
AR
WMREFER HTTPS K{R3P StoreFront 5ERE B2 ENEEZERS, HRFRERSHFIIRPIEENRZITS
XEEARSZ AR LB — (BFEANE),

7. $8% StoreFront E#ZARSSSEFAAMNIKO,. BINKO 80 AFEL HTTP &, KO 443 BFEIL HTTPS &
o

Add Delivery Controller

Display name: Daas
Type: ®) Citrix Virtual Apps and Desktops
) Xenfpp 6.5
Servers connectorl.example.com E

R CT Il L B o nector?.example.com -

| Add. || Edit. || Remove

D Servers are load balanced

Transport type: HTTPS -

Port: 443

Advanced Settings
Configure delivery controller communication timecuts and other

advanced settings using the 'Settings’ dialog.

"o [T
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77 XenApp 6.5 FINEFRR

BRI E B EIRG R 2R B 7R,

#%&#% Citrix Secure Private Access {F2£E!,

A Citrix Secure Private Access RS 82 275,

7= Transport type (fZ#£%) 5K, %R StoreFront AF SRS I HITBESHEZRE,

W

s ZBIERMEBNEZLEHIB, H%EE HTTP, WREFMIET, MHKABTLHLEAE, MURIP
StoreFront 5ARS R Z EEENR L,

- BEEIFARLERETE (SSL) SittmBERe M (TLS) MRe HTTP EiEkixikiE, H%E HTTPS,

« EEES Citrix Virtual Apps ARS8 281 SSL Relay MR £ERAX IR, URITENZMBEIERN
IEINZE, 151%F SSL Relay, AN SSL shdkinCl

5. 87 StoreFront EiEARSRATAMIRO, BIAWO 80 AFEIL HTTP ¢ SSL ApékiEsz, w0 443 AFET
HTTPS &%,

Add Delivery Controller

Display name: Henlpp
Type: _) Citrix Virtual Apps and Desktops
& XenApp 6.5
Servers xenl.example.com —

Ry -

[+ Servers are load balanced

Transport type: HTTPS - 550 Relay port:  |443

Port: 443

Advanced Settings

Configure delivery controller communication timecuts and other

advanced settings using the 'Settings' dialog.

o I
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1 PowerShell SDK I &R

ERINERR, BEA®< Add-STFStoreFarm

« ¥¢F Citrix Virtual Apps and Desktops sk Citrix £EEIARSS, &% FarmType i8&7% XenDesktop.
« XF XenApp 6.5, & FarmType i&&H XenApp.

BRFERIR

&2 Delivery Controller R+, &EFE— P ERFEH P EHM.

1= PowerShell SDK &35 RE

E{FH PowerShell 82GETRIR, EFEA®<S Set-STFStoreFarm

pR R

£ %12 Delivery Controller B2, EE—NEREH B H MR,

13 PowerShell SDK fif&&IER

E{FH PowerShell BikgETRE, EEA®< Remove-STFStoreFarm

BRSSPI TN

ATRBELERRRHERSEFFI AL, StoreFront 2G4 TEME RS 28, KT E RS8R0,
StoreFront ¥ 2BRZARS 2R, FEAERIBERR, EHUTSHAEEDT TR E):

o FTALMBISMIFLEREEEE MEE Delivery Controller BIFRE RS 23884 Bkid BT, StoreFront AkRAE
BRI H5 4 BT B R AR AE ROFFERET IE] (LA $h A 8ED) . BRIAER 0 225

o BOIFEEBTIEIIEE StoreFront it 5 8 MRS 2B SR MG BT ZARSS 28A9BTIE] (A $hREAD) . ERIABKIE
FrEEEYE) )9 60 728,

BE “PRAERMBGIRRFSREE" IENEREIM

RERAKIFRE LM BT 1354 Bl E o] LURE4SE Delivery Controller Rl AF4£REM, BXtUR=ENER
m, BRIEESRILE BTt ARSS 23 o] B E A P TEie Eis4Ed B R el ALtk Delivery Controller #M&ER. AMNABE
f2&EiF % Delivery Controller BY, 5% [EERE ANFA LM BIS AUF4ET EIE, LEHEX FIFLESXHE Delivery
Controller,
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StoreFront 2203

RBRNNFERKBIS T EERIESZ Delivery Controller FrigEMZRNAT AN, B2, MENNAEE
F2E 7% Delivery Controller, #EHFP—LERAIH, BFHENTTESIEMN, RENHIRZ URATFILSXER
Delivery Controller By, BJLUREBERIAE 0 53 8F,

7z Citrix StoreFront BIBIFHIEH, EEMEEPEENABEET ~o
EERBRPEE— N AREE.

IR EERD, BHEE Delivery Controller,

#E— Controller, #E4RiE, AEELHRIE Delivery Controller RE EHigE,
T ‘BRgE” T, RERE.

£ “BESHKLE" IHEEH:

ok~ w N

a) EFTAERMBSBIFEETEITHR, BEHEEZTIFHAA Delivery Controller HFf 7 AR 55 28 MRz 2k K /5 46
Delivery Controller AR E] (U EH B
b) 7EBGIFEEESENTH, BEHEZFIHENE QRS SBMIKMEEEM AR E (U8 REM).

¥ A P RS EIERIR

KINBERT, HRENASENRRSEINZNARERENFIERREFMEHMNAERRNES. EATEA
PIRMARZER, ARSI AREESRS MR StoreFront 2328, =&, EaILUEERFP K Microsoft Active
Directory Ak 5 B 1R S E B ERIFIANPR. X, I LLUEE BN AEEN R ARE R,

B, AILKFERFNABRRRLCEE—NMBES, M UsS" SBINMSNBEEFLEES— M EER, EXH
EET, IRARAE ‘ME" APANME, BAZBFREBRNABEMERIBINABER. ™M “M3” BRAN
B S RIS B B AR EIRANM 55 M AR,

HE, ATUABRAFR-MRESHMWHERRARNNE, EEAEREER. hEEERANEMS. XATAS
XBEABF (WEEFE) REBEFNGE. FrERFREERIINABSENSIEIERNKSENNARER, B “81F
BFARNRRBILAEREIBERAFBERENZER.

HERENERR, Ithoh, ERIREH, s Citrix Virtual Apps and Desktops Studio ER& iz P4

=

ENRERPARERENRIRR, BHRITUTRE:

1. #&1 Delivery Controller RE+, TRFPMHANZUHRREEET, BFHAE. FEEARETHIRES
FIRIRET L3I BT A,

X ARERF RGNS IERRERR.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

ﬁ Aggregate resources No aggregation

Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources,

o

2. B Map users to controllers (EAFE1El Controller) . XEITH IR M REUSIEENE—

TREY, THEEIGREBRIRE SIS,

Create User Mapping
StoreFront e Groups
Specify the user groups that will have access to the controllers.
User Groups (=) Everyone
Controllers ) Specific User Groups

d.~ e

=
i
T

3. EEFBA, HEBERBERFE, RERMI—IHZ M,
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Create User Mapping
StoreFront CRED et
Specify the user groups that will have access to the controllers,
User Groups & Everyone
Controllers ®) Specific User Groups

XAEAADNDesktopOnly Users

Add..¥ || View || Remove

4, BHET—F, XEHEZ#HN Controller E1+,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups
When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the contrallers chosen at random in order to balance the load.

Controller | Aggregated | Type

5. B&HFHM, ARBHRIN—1 5% Controller,
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Create User Mapping

StoreFront Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users, The
resources from the controllers that are aggregated will be deduplicated.

+ User Groups

When an aggregated resource is available from multiple contrellers, StoreFront launches the

Controllers resource from one of the controllers chosen at random in order to balance the load.
Controller | Aggregated | Type
CVAD site A No Citrix Virtual Apps and Desktops

6. BEEIE,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

&) Map users to controllers ]

User Groups , Controllers e
DesktopOnly Users CVAD site A -

[ add. |[ Edit. ][ Remove ]

.ﬁ Aggregate resources No aggregation
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At
least one user mapping must be defined before aggregating resources.

7. BERN--RIERECIZEZ IR,

13 PowerShell SDK &8P iR5T2)E R

aJLUER PowerShell SDK & B A Mg EIER IR

1. ¥FEMRRER, BHE— EquivalentFarmset, FiE RRFE L AEHEN—5, SUMERAFEBTLE
FERAXLEERR, FARTU TSN New-STFEquivalentFarmset:

+ Name - EquivalentFarmSet fyH—Z#x
« PrimaryFarms - REXFR (%) BB,

2. WFRERNRBENTEEENEHAR, BEXEHEFP 554 EquivalentFarmSet Z gl gmst, Ea
£ UserFarmMapping, 1EER® U TEHH Add-STFUserFarmMapping:

+ StoreService - E¥ UserFarmMapping FRNEIHIN BEERS.

« Name - MUSTRYME—Z #R,

+ GroupMembers - @&EABEN—IBINAFARNZHHM SID WRER, EMXBETFTER; SIDE
X, BRMABRAF, BERERPIE—EE&EM Everyone M@ Everyone M%EB.

« EquivalentFarmSet - EL—FH8IEH EquivalentFarmSet,

BRTRRENERR (7)) BEEREEL— UserFarmMapping f, SNMESEIREFERE T A7 RZE R
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ZIRERE

BINBERT, StoreFront aEMBENNAEEREESEMNNBEFNIE, HEMEXLERRMAITRAZR,
BkE, RS IMHBREERER, FARFPKEFISMNRBRHNE— 1 ER, Bt XLEFRNBTFERN, X

AERILAFREERER, RESTAN S REER, AU IHEREm®LNAEFM Citrix Virtual Apps and
Desktops & #1THH, UENAFREHEENER. SENBBERLER, BEREBLIAESARSH LAFHER
BB EABEHITR A

EBRZUAREE, NRENKERNAEFEARENARBERENZ Citrix Virtual Apps and Desktops 2i&
RIERY, StoreFront W ZFRMNAIBERFIHITRS, HRAFRER— 1 EF. AFRBHERSHEREN, StoreFront &
RiERS SR AY. AFEEEARENRIEURTEEPIEENHTIRFRBERES AP NERESG,

N F AR IEREIMRSES, StoreFront RohSBMXERSBESIHHENAAIA, TEMRILEREZH, AR
WE R H MRS BPRZRES, MREHFRAIRS B, StoreFront 2R XERNERIERZGHMZEIR. W
RAPESE—THREBERFZRNHEFRFEDZE, HARESZEFRS, N StoreFront ERZEE. B
STMAPNSEREREIRDNMER USSR B Hth S ms N AEFrvetE), MEERESBER M miTA Ik,

KETAAMNINERFRIERG, StoreFront HEREREPIEERHTINF KiE R 2EERINEE. MRIA
FRETZINEREE, NWILUEESAPERIE—NIBEE, SENERIRPNEMNRNE, FRFERESE
— N RERE R ISR AREMRD S AP S ERNSERE, MYEZBF I UERE I BRZEREIMDH A
Fo

AT E =B Citrix Virtual Apps and Desktops ZRMIEEREHF, WEX BRI EREEN BIZFFR
EENEIRHE, §, XERTRAFEIEEAFRAERI T IARMRERESREAEFMIEHNEE, maEMmE
FEREMEE, Mk, FEFAE KEYWORDS : Primary MiiNZI &SRB EN SEeN BIEFHNIRENKE,
#3 KEYWORDS : Secondary KimnEI HEE R AN ZRIRBENARE. TICELREPEENHEIRNF I, &
BRAGEME AP EZEIRHIEDRNNE, EESEFATRAN, AP EREEIRURHBBZRRNEES,

1. 7% &% Delivery Controller RE, £AFMSNBIEEREEET, BFRE, REEEETRIHES
ZRIREY I A A o
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user's membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.
No aggregation

& Aggregate resources
Use this opticnal setting to help de-duplicate overlapping resources across multiple controllers. At

least one user mapping must be defined before aggregating resources,

o

2. BERAER. XRETRAERFRRR.

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Aggregated
MNone
Mot Aggregated
[ | CvADsite A  Citrix Virtual Apps and Desktops

[] CVADSiteB Citrix Virtual Apps and Desktops

[ Aggregate ] [ Do not aggregjats]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated
|:| Controllers publish identical resources

|Z| Load balance resources across controllers

o T
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3. ERABHEERERNERR, AEEERG,

Aggregate Resources

StoreFront allows you to aggregate the resources from multiple deployments. Select the controllers that
need to be aggregated.

Controller Type
Agéregated .
CVAD Site B Citrix Virtual Apps and Desktops
CVAD site A Citrix Virtual Apps and Desktops
Mot Aggregated
MNone
Agqgregate [_Do not aggregate_]

Aggregated Controller Settings
These settings apply to all controllers marked as Aggregated

[ Controllers publish identical resources

|#*| Load balance resources across controllers

OK Cancel

4, RIEEERIFES Controller & &%

« Controller £#EREMIEE - EHAS, StoreFront Fz{URERSATNEH— Controller B35
B tNERFKEF, StoreFront EKMEHEBAEHMFERE Controller FRER (UBRARAFMAIRRENT
BE), ERIETEBERESRERIESERE, BRMNFENET, MRIECHRIAFERERTNERTIR
ZEHEE,

« 7 Controller Za343& EH 1T 8 T4 - ih8d, &R A Controller Z B9 0 A BE. SNRFKE
i, BIEHEBEIERFBRSHEERERIEENE— Controller, MBBohEWY, NEKFEEBEGE
4 Controller,

5. BEHMEREIRERFMANSESRERE, NEEIEREE R,
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers Mo mappings
Use this setting to provide access to deployments based on user's membership of Active Directory
groups.

& Pgoregate resources o

Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating resources,

o

. BETEHERE, RIAMBEAT, SEBFPHIALRXEER, RS ARMNEFBRSY, #BE Map users to
controllers (EAFBETEI Controller), XB4TFAIE B METRE,

Create User Mapping
StoreFront e eanup
Specify the user groups that will have access to the controllers,
User Groups ® Everyone
Controllers ) Specific User Groups

L EEFBEA, HEERBERFA, ARAN—IHZSME, fid, ErgFEEE—MEREEUEFHAR
S

. ANBENHERR. BRIMIFIERENERE, FIEREENERFHREEN “REE”, EEAILIBEIER
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Ay
2R IRe

9. MREKRADETE Controller ZE FHIRHTRHTH, NWEJLIEEF StoreFront RSB EIFHIRBIARE.

Create User Mapping

StoreFront

¥ User Groups

Controllers

Assign Controllers to the User Groups

During enumeration, StoreFront contacts the controllers and displays resources to the users. The
resources from the controllers that are aggregated will be deduplicated.

When an aggregated resource is available from multiple contrellers, StoreFront launches the
resaurce from the controller at the top of the list, in fail over order. The order of the list can be
changed using the buttons provided.

Controller | Aggregated | Type -
CVAD Site A Citrix Virtual Apps and Desktops E
CVAD Site B Yes Citrix Virtual Apps and Desktops

Add. Remove
Back - Create . Cancel
-

10. ZEZREIZIEERFRNMSIERES.
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Configure User Mapping and Multi-site Aggregation

Configure user mapping and performance optimization for large scale StoreFront installations that have multiple controllers.
Use this feature to de-duplicate overlapping resources across multiple controllers and also provide access to particular
controllers based on user’s membership in Active Directory groups.

@ Map users to controllers

Use this setting to provide access to deployments based on user's membership of Active Directory groups.
User Groups . Controllers

(]
a
CVAD Site A, CVAD Site B o
| Add. || Edit. || Remove
.ﬁ Aggregate resources (]
Use this optional setting to help de-duplicate overlapping resources across multiple controllers. At least one
user mapping must be defined before aggregating rescurces.
o
11. RIEFERMEZMRE, BSUFES N ERRRGE—TAFE, SWERABLEERAXLERR.
12. BHHAE.

=/ PowerShell SDK i#{T=4&EE

B LUER StoreFront EBIEHI AR EFZE RN Z M RS AR
StoreFront, ©iRMHT THIEIMNITHAE:

1%

AT LfEA PowerShell SDK REE
. BEBARSIEEZ I HEL,

- BEEEFRIENAT—ARE, XRBERTASHRER.

- NFEEETAE/IAFELFFRNBENNABE, SMRAFTEIRESEEE.

g
of

« ERAREGHBREEXANELETNT. EEEF AT THRGMBENARNERERFEE MK ERBTIR.
£/ PowerShell, EEILUABEZAR, ENEBRNARTE, AIUERRNAZ BHITHIEES,

£/ PowerShell EEBESAZhmitlfE, FiifEAERIES A EEIXLERDT,

1. REZEAPIREH, ERAGAT, AEHERERENNLAREFRSN— I Elf. BTREEHABFE— S
M. EEEITRIaH, BR

REBIE— I REH, B PowerShell, BaIUEX ZIMREH,
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2. XFEIREH, BUE—IHZ EquivalentFarmset, FIHEBREMERER (£ SDK #fA7) . 0
RERGEATNFARRENRATFANAF, WHMASHRF EIE S EquivalentFarmSet, B
HEZMHERAM AggregationGroupName, E8IE EquivalentFarmSet, EARAT U TS New-
STFEquivalentFarmset:

+ Name - EquivalentFarmset #Im—2Z 5,

+ AggregationGroupName - Z%EFBNESHNET,

LoadBalanceMode - LoadBalanced g Failover,

« PrimaryFarms - EHFEREMF. IR LoadBalanceMode # Failover, BESHEER
HIRFES M5, MRREHEEZ EquivalentFarmSet, NETEERMNERRENERER, St
IR 57E UserFarmMapping FEXH IndexNumber 184 &.

BackupFarms - & B XA ANBER TERNGYIR. WIHEEFA. MK ZHR2 KM
IndexNumber &1 E 1 EquivalentFarmSet.

3. WFFAETREANSIERE, BHEAFEE AggregationGroupName BfE R T el Equivalent-
Farmset, FiE X R REBUNEIHEN—I2. BFRAAHUTSEHM New-STFEquivalentFarmset:

« Name - EquivalentFarmSet gyM—Z#5
« PrimaryFarms - EER&EHNER.

2 UserFarmMapping, BEEA®UTSHM Add-STFUserFarmMapping:

« StoreService-E¥#% UserFarmMapping FiINEIFIN AREIERS

« Name - BRETRIME—Z FRo

+ GroupMembers - @& EANMEN—IBIHAFARZAM SID WiFER, FMXBTFETR; SIDE
X, BRNFABERARP, BERHERPLIE—EEEM Everyone #{& Everyone M% B,

« EquivalentFarmSet - ELt—$alER EquivalentFarmSet,

« IndexNumber - §BZERRENIHEIRF. XI&E T ERABNZRRBHZERIELIRE,

EiE@ED Citrix Gateway XI5 R EYZIZ AR

April 17,2024

AILUEE AT RIS E” TS AMAAMEEENAFRE®EY Citrix Gateway MM ABENAE,. TEITFR
2 B PIIERIN AREEMN BEE Citrix Gateway #TIZiE A A,

BHERR

EZRSBHEFR, F—REA—ERSB[BUEKRRSB[ANERE, HfR Citrix StoreFront EIRizHI AK7E
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BEFHEMEMARS S LIE1T. TlE, 15
BWEREMMMMNEERERIRSSEAE, UWEEMIEPNEMIRS .

1. 7£ Citrix StoreFront EEFHRIANANERPERE “UABE TR, ARTERERPEE—TNABRE.
T BRI aT, REiETENRIRE,

Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a MetScaler Gateway appliance.

[+# Enable Remote Access

Select the permitted level of access to internal resources

®) Allow users to access only rescurces delivered through StoreFront (Mo VPN tunnel) i )

Allow users to access all resources on the internal network (Full VPN tunnel)

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliance: [ ProductionGateway ~ ]

"o IR

2. 7 “REXZIFFIKE” SFER, BEMNLXARNKREENAF S URNMAESES Citrix Gateway iiFRZ
FAEE,

s ERNABERENNAHMENINARRATR, BSLFEFBRATERR. XF, RAEREMENZE
A P 7 BESS 15 IR KL A s

« ERAIZiZN, HEFERTE,

- EFEBELZNAEERMNRRETED Citrix Gateway i, &i%FE X VPN &EiE, AP EH
ICAProxy st E& F i VPN (cVPN) &2 Citrix Gateway, FFEEA Citrix Gateway ¥k
B 5eER VPN,

- EERLLEEFRE (SSL) EMERAMLE (VPN) @8 R151% M AR i s U Rk AEB ML h a9 Eith %R,
1R VPN EiE, AP EEFHA Citrix Gateway #4012 VPN @i,

FVF ST R A R S S ATIZAZ AR AT, E BB AM Citrix Gateway B &3 10IEA %, AR Citrix
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Gateway WiE& /5, BIRITEIAIRIE RN ABEER BEIER.

3. MRBREAIEEIAAE, EM Citrix Gateway & &7 RPIEFRB A ESHIF RN BEENIEE, KoiNIZN
HEEMEMNAREEENFENEREERETIRF, UHER, MREAFIRPFNELSTE, BREF
m, ARERERM Citrix Gateway RSB #HITIR(F.

4. NRBEREFIRPERZSNZEBAETZSMEEHRITIAN, BHEERTM Citrix Workspace [ BEFiHRIZ
N A E I ERINIG S

5 BEMERFEEHXH “EEZRIHR MHEHE,

Citrix Workspace [ B2 FER S 2 E AP RIEZIAME TR ABNGE, AGEFHENNIERGE. BXE
RERRIFRES, BBRREET .

ZIAERT, StoreFront EREM%, BF BT ZMXEZEIINABERBHER, B StoreFront il EAERER
MX A ERMXEHNER, ESRRE HDX BH,

IERRA#HYIZ (CRL) 10E

April 17, 2024

vl

1T LU StoreFront BB AEA B A HHIEHERHETIR (CRL) #2% CVAD Delivery Controller FrfER# TLS SEFH
FPIRTS. WMREHIMUTER, EreEERHIERIHRNER:

o ANTLIAERER
+ CA%ZH

s MEXREEN

o IERERIA

AR

R H & /A StoreFront 5 Citrix Virtual Apps and Desktops Delivery Controller Z g @ HTTPS #E #
Bf, ZEBMA X, 5 Delivery Controller 8 HTTP EEFAFEIEH, Fibitb RN BB EH -
CertRevocationPolicy i& &R te/EM.

StoreFront x#5#RM CRL % = (CDP) iEH
I EM AR EAEP B HEFIE (CRL) #1T
IEBFRERE, StoreFront (XZ#F5wEe CRL: RZ#FEE CLR,
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CRL 7%= (CDP) T B

StoreFront R&x#2 Citrix Virtual Apps and Desktops Delivery Controller #EBER#HIEH (HFFISEER
%%89 CRL H%IH) &R, ERNMEIEEE®H B, StoreFront %7tz fER7E COPIEB BHENXHM URL 2
—3fipiRE &8 CRL,

IZ..:i—_Z:* oot\Certificates (Local Comp
& File Action View Favorits Window Help
e nFE 2| XER HE

I Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Te..
v &l C_E"P‘f'“m ‘(L““‘ Computer) 217 .com -DCO1-CA 29/04/2021 Server Authenticati..  wildcard, .com Web Server
v E“g”:f - T XenDesktopSSL. .com -DCOI-CA 18/06/2021 Server Authenticati.. ddcrevoked. .com Web Server Ex...
ertificates

- 2;1XenDesktopSSL. . -DCOI-CA 18/06/2020 Client Authenticati... <N Comput
1 Trusted Root Certification Authorities gl XenDesktop com 5/06/. ent Authenticati..  <Hone> omputer
| Enterprise Trust
0 Intermediate Certification Authorities & Certificate X
= Trusted Publishers
7 Untrusted Certificates General Detslls  Certification Path
1 Third-Party Root Certification Authorities
| Trusted People Show: | <All> &
< Client Authentication lssuers
| Preview Build Roots Field Value "
| Remote Desktop [ii] Enhanced Key Usage Server Authentication (1.3.6....
| Certificate Enrellment Requests EIKEY Usage Digital Signature, Key Encipher...
| Smart Card Trusted Roots [5i] Appiication Palicies [4pplication Cerificate Poli...

Trusted Devices Sub]EEt Key Identifier cfe2751352010b 11 7422

Web Hosting (5] subject Alternative Name Other Name:Principal Name=X...,
= Windows Live ID Token lssuer @Auﬁ'\nriw Key Identifier KeylD=6e 12 43 2861b562 ...
- [53|cRL Distribution Points [1]CRL Distribution Point: Distr...

Je] fusthrwity Tnformation Arrees (1181 tharity Infn Acress: A hd
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=\\dc01\CRLDist\  -DCO1-CA.cl
URL=http:ffarl. jardist) -DCO1-CA.crl
Edit Properties... Copy to File...

CRL & 7hiE)f&

21§ StoreFront 7£ Delivery Controller EEREMHQNE BEHAIES, 154852 CA 9 CRL X #hiElfR. 418 CLR 2
ARy BREFNEN, MRBESAAEMSHNEIE CLR £FiEfRE,

Revoked Certificates Properties ? X
CRL Publishing Parameters  \iew CRLs

A Cefificate Revocation List (CRL) describes cetfficates that clients should
consider invalid.

CRL publication interval: IEI Hours .
Next update: 27/06/2019 16:28

[] Publish Defta CRLs
Publication interval: 1 Days

MNext update:
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%Fif CRL &7

Windows REREBLEEHE P IREAMER CRL, EAMERFRN CRL I#iZH1, R THEHM CRL,

StoreFront JHEHE B 451X (CRL) AYiFIRIE

IFH B HENERURAT StoreFront BERaEISIA] CRL, EFHEE StoreFront d{aEX & Web IR 2854 % CRL MUiE
Bk (CA), LUK StoreFront snfaizuk CRL B3,

Delivery Controller bf9REid I CAMERIES BEMAEHE CAFIES, StoreFront EBEMAEER B CA
ME4HE CRL, ERIMEALNMAZMLHiFEXLE CAF CRL, BExEER I CA L% CDP I EREFHNEER,
E&#E Microsoft X, AJREEEEHHMA Delivery Controller EMFFEIES, XEFHE CAEBENES

CDP I BiEF Z ATl EEFTE.

StoreFront # Citrix Virtual Apps and Desktops fR$5 8@ % M F &A1 Internet BRI E AWM+, 1EXHH
BT, ZEREA CA

Delivery Controller L#95M28/Att CAFARIES  StoreFront AR538#0 Citrix Virtual Apps and Desktops
Delivery Controller af LUfER A CA & HIE+H. StoreFront #71sEBER CDP ¥ BiEF 5 A URL &2
Internet BER 2 FH CA B9 Web fR$28. MMRERHLHIEPRGE, StoreFront T3AfEH CDP URL F&#; CRL BlZ, T
StoreFront F&3£#17 CRL 0%,

M HREIRE

&/ Citrix StoreFront PowerShell cmdlet Get-STFStoreFarmConfiguration 71 Set-STFStoreFarmConfiguration
AN ABIEIREILE B HEKR, 21T Get-Help Set-STFStoreFarmConfiguration -detailed & E = Power-

Shell #Ef1E & -CertRevocationPolicy MBI R, HxiXL StoreFront PowerShell cmdlet B34 815

B, 1587 Citrix StoreFront SDK PowerShell #1k,

-CertRevocationPolicy & A LUEE LU TE:

®E iR

NoCheck StoreFront ~&7£ Delivery Controller L& IEHH
MRS, StoreFront M ERERFIEHHN
Delivery Controller FEZER. LtABRIAILE.,
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®E

WA

MustCheck XERLLM%ET, StoreFront =it @SBERE

Delivery Controller LAY CDP B3| B
URL 3®3XEX CRL. %1% CRL RAIA5K Delivery
Controller LIEEFERIERER B, StoreFront
Fi&M Delivery Controller H117#%2¢F, % URL A
MIEAME Web RSS2 (IRIEBZEAM), WATLIE
B2 Internet Web iS22 (NRIEHHEAA CAM
£)o

FullCheck StoreFront ¥ 2Bk & Delivery Controller iE$H#9

CDP # B %1 URL, 0% StoreFront FoiE MiXLE
URL 3XEX CRL g8l7, MIEMsAmirkE Delivery
Controller prIZR, 1R StoreFront aiTh3AEX CRL,
# B Delivery Controller BOiEBEW B, N
StoreFront F&#ZEZ R, % URL AILUIERIAEE Web
ARSS2E (MRIEBRLZEN), LEJIEMAHA Internet
Web fR$588 (WNRIEFBHAR CAMK).

NoNetworkAccess I EIEARMSE N EF StoreFront fRs328 E# Citrix

Delivery Services JEH7zf#+H CRL, StoreFront &
2K ARE CDP ¥ BHhisEM &M URL, MR
StoreFront F;A3REX CRL ByZEIZS, MEMHARILFK
% Delivery Controller %R, 1R StoreFront A
Ih M Citrix Delivery Services IEB7FiEHFKE CRL &9
ZiElZ, A Delivery Controller BEREHBH,
M StoreFront A& HE R,

MIEBRENEREFE

BRANAEEREIESREKRE, EERUEERFDIEITITH PowerShell ISE, AFE17ELT PowerShell
cmdlet, MNREEZMNAEE, BEXFAENAREESIETE, -CertRevocationPolicy 2N AREIERFINIEE,

A8
=z

ERER

mi#y $StoreVirtualPath igERIR AREEERERIFRE Delivery Controller,

$SiteID = 1

$StoreVirtualPath = "/Citrix/Store"

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath

$StoreVirtualPath

Set-STFStoreFarmConfiguration -StoreService $StoreObject -
CertRevocationPolicy "MustCheck"

<!--NeedCopy-->

BEERNAZIRE, REFYRIN
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-CertRevocationPolicy B2&, EEITATH<:
(Get-STFStoreFarmConfiguration -StoreService $StoreObject).

CertRevocationPolicy
<!--NeedCopy-->

1£ StoreFront fR= 23 EFERA 4SS N CRL
FTHREARME NG CRL, 1B Citrix ARG,
E7:

o TITREEARLWEE (AR k%1 StoreFront RS284) HHITEEMER,
o 57EE Active Directory 33 3 CDP ¥ BEZ2FM AR CRL #Ltt, S XREIEPEES StoreFront
RS 88 EFahE#T CRL ER.

3R -CertRevocationPolicy I8E5 “NoNetworkAccess”, FEEEMEE CRL &3t 9 %4 FrHE StoreFront
ARss2%, MIe] LAERZA R EMEERER CRL,

ERZEMEAR CLR
1. ¥ CRL £%3) StoreFront [REZBMETE, IR StoreFront IRSBEFE MRS B/AM—L5, BHEEEFD
ZAFMFRE StoreFront R85,

2. 17 MMC BB® 7, ABEERE > R/ EERE T > IE$H > itEHH~ > Citrix Delivery Services
IEBTEE,

3. GRPHIHEZEABEES > SN\, RAENEE.CRL XHHIEZEZRRE XM > T > BAEMNIEBEHBA TS
z1% > Citrix Delivery Services 7,
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ﬁ File Action View Favorites Window Help
= 2@ 0/c=| Hm

i Consolel - [Console Root\Certificates (Local Computer)\Citrix Delivery Services\Certificate Revocation List]

| Console Root Issued By
v _';}' Certificates (Local Computer) E
v __| Personal
 Certificate Revocation List
[ Certificates
w || Trusted Root Certification Authorities
| Certificates
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
~| Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Citrix Delivery Services
_ Certificate Revocation List
| Certificates
| Local NonKemovable Certificates
| Remote Desktop
| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices
| Web Hosting
| Windows Live ID Token lssuer

-~

Effective Date

-DCO1-CA, com 04/07/2019

i@d PowerShell 58541735 CRL 7% Citrix Delivery Services iE 75+

1. &%%) StoreFront 3% .CRL X4+ E %12 X710
BFBKHE.

2. 77 PowerShell ISE #FHi&F U EIE R H 191517,

3. BT TS

Next Update
04/07/2019

certutil -addstore "Citrix Delivery Services" "$env:UserProfile\

Desktop\Example-DCO1-CA.crl"

R, WREILITAR:

Citrix Delivery Services

CRL "CN=Example-DCO1-CA, DC=example, DC=com" added to store.

CertUtil: -addstore command completed successfully.

TR U ERILSSERARAE, BEAR CRL Bain &5
EBERRIFRE StoreFront AR 88,
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£/ Delivery Controller i#17 XML 53383

1&EI LUECE StoreFront IUZEK Citrix Virtual Apps and Desktops Delivery Controller 34/ # 175 19183F, 0
& Delivery Controller LHIEREH B, AARBTLEERE StoreFront, X#MITHREFEN, RAIME Citrix
Virtual Apps and Desktops Delivery Controller (1533 Active Directory FF#{TE#HI0IE) LRIEREHRRB
4, Active Directory AR N i%F#8 %5 StoreFront,

Z1% Delivery Controller 3t B #1751 I8E

1. BB E—BRNEPRELEREEFERMR, AFEEEIERRH.
2. ®EBETF XML Service WEMHIIFPRFIRRNSTE, & Delivery Controller BEEBERER HTTPS.

MIEBRFELEEE XML S5 I8IERS

NYEESEDER XML SHIIERN, 7EEBRITXESE,
AR

StoreFront Sz m#h A K M A i 15 PRS2 S I IEAR S IR R, ENAERENABES SMRIERSZ
EFHIT W —RE, EXMERLT, SOINFRENAEERESBNSHRIERSHITIHE D RIS E,

BESURILERFERNRENSNABENS MRS FAARARNE. &, NRFIENARENSHR
IFECE#MERE, NS ABEELEENHZR— S HIIERS.

B8RS PowerShell cmdlet i&8 &85 Set-STFStoreFarmConfiguration E5Mm<, RILFEEFEREMBM
R PowerShell 5%, ERAZATHEDRNBRMERIERRHEBEIELE,

1. 377 PowerShell ISE #i%&#Z UEE R H13151T0

$SiteID = 1

S$StoreVirtualPath = "/Citrix/Store"
SAuthVirtualPath = "/Citrix/StoreAuth"
<!--NeedCopy-->

2. ERERT XML BEHEIEMNNBEERS. FHRIERSM Delivery Controller, MRBE AN BABEEE
Delivery Controller.

$StoreObject = Get-STFStoreService -Siteld $SiteID -VirtualPath
$StoreVirtualPath

$FarmObject = Get-STFStoreFarm -StoreService $StoreObject -
FarmName "CVAD"

$AuthObject = Get-STFAuthenticationService -SiteID $SiteID -
VirtualPath S$AuthVirtualPath

<!--NeedCopy-->
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3. BEEERSMHRIERSH CertRevocationPolicy
Bt
$AuthObject.FarmsConfiguration.CertRevocationPolicy = "FullCheck"
$AuthObject.Save()
Enable-STFXmlServiceAuthentication -AuthenticationService

$AuthObject -Farm $FarmObject
<!--NeedCopy—-->

4. WIAMERERIES S HIEINERTIR.

$AuthObject = Get-STFAuthenticationService -SiteID 1 -VirtualPath

$AuthVirtualPath
$AuthObject.FarmsConfiguration.CertRevocationPolicy
<!--NeedCopy-->

A Windows E4EERHIR

BF CRL #2&R, StoreFront ARsZ28 EAY Windows EHEE BRI SIREHIR.

BITHENEESR, BRITUTERE:

o 7£ StoreFront fRE2{_ L, ENEBE1T.
o N\ eventvwr, 7AfF#k Enter #,
o ENRAEFMIRSS, &K Citrix Delivery Services Eff,

TOIEIR: FEHTEERE B HEIEHEER Delivery Controller

An SSL connection could not be established: An error occurred during
SSL crytography: Access 1is denied.

This message was reported from the Citrix XML Service at address https:
//deliverycontrollerTLS.domain.com/scripts/wpnbr.dll.

The specified Citrix XML Service could not be contacted and has been
temporarily removed from the 1list of active services.
<!--NeedCopy-->

THIEIR: WRAFE XML S5EIEAKNMEEES, MM Receiver for Web iz

An unexpected response was received during the authentication process.

Citrix.DeliveryServicesClients.Authentication.Exceptions.

ExplicitAuthenticationFailure,
Citrix.DeliveryServicesClients.Authentication, Version=3.20.0.0,
Culture=neutral, PublicKeyToken=null
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General Authentication Failure
ExplicitResult.State: 5

AuthenticationControllerRequestUrl:
https://storefront.example.com/Citrix/StoreWeb/ExplicitAuth/
LoginAttempt

ActionType: LoginAttempt

at

Citrix.Web.AuthControllers.Controllers.ExplicitAuthController.
GetExplicitAuthResult(ActionType

type, Dictionary 2 postParams)

<!--NeedCopy-->

Km1~ StoreFront N AEEEEANHZEARITIHEIEETME

February 22,2024

StoreFront £#&id 2 2728 & StoreFront fRS5 28 LA % & Windows #IE7FfE, UHIFHITREE. &
StoreFront fRSSBRAFET, BERIZ[IELIFHN ABEEFERNITRSIENEIZE, LEEEEDIHMRS SR
PENMAENAPIT. RINMERT, StoreFront AT ABEMLIZ— M IEEFM. S MTHABIEF#IIRLT
S HEMN B EHITER.

FEFNEANREILEN, SERBEFERAM N RANNEBIELRLE StoreFront, —MATF&id Citrix Gateway 7E5h
WipEER, S—MIAFESE L LAN ERSHRER. SREREZAEE web.config X, BIRDE “/h38”
“RE NABEEEARZEARITRSEEE,

SRR A E REN R ITRBEENRIAMER T, ARSITRRE—REMRR. AR MELREREFIMNES
EE—ZRE, BRANABSEENIREARITRSIRER SN ELEHAER, §7H_HENITRAREEE, BA&
VITRFMZRNERANZE M 2 “WE” MABSEREXEE,

« SN RABEEEE— web.config X, ZXHMTF C:\inetpub\wwwroot\citrix<storename> 1,
o S NAENE web.config BB AT B &GRS HE F i o

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_<StoreName>"authenticationMode="windows"transferMode="
Streamed">

B ABERTRASEUT AT UE:

C:\Windows\ServiceProfiles\NetworkService\AppData\Roaming\Citrix\
SubscriptionsStore\1l__Citrix_<StoreName>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 130



StoreFront 2203

EEMIARELEITRARERE, IAFF—TEAREERS —NARENITHARSHER. WNRERS[ANE,
FRE RS BERABERNEE X AEEXNNEMEZENHEZ HIEFERNER A,

=

SN AEE EEER Citrix Virtual Apps and Desktops iE#l2s4 e LER; SN, AIRESHIAmNR A
S ENZRRITRASE ST —HMIE R, XREFMPNMAEETFR— StoreFront ARSI ARS /A E LB, 7
SEREREH =,

StoreFront iTi# B EiR =

1. 7£81 StoreFront pE L, EAICEAITHIMNINARE web.config x#F#H1€% clientEndpoint, fiin:

<subscriptionsStoreClient enabled="true'">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_External" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy-->

2. BORIMBNAREER RS RSN AR ERR R

<subscriptionsStoreClient enabled="true">

<clientEndpoint uri="net.pipe://localhost/Citrix/Subscriptions/1
__Citrix_Internal" authenticationMode="windows" transferMode="
Streamed">

<clientCertificate thumbprint="0" />

</clientEndpoint>

</subscriptionsStoreClient>

<!--NeedCopy-->

3. WNRAFEM StoreFront ARS 284, BEFITET =K web.config XHFFRHIFTE B ERERIFA H AT =,

AN AEEREIRENHZRER N BB E TS EFE,

BN RSB URELk

May 30, 2024
FLER PowerShell cmdlet B3R ARBERNITIENE (WKEX),
AR

£/ StoreFront &1E#x4I &8, PowerShell FT&1E StoreFront, &R XM /5%, (£ PowerShell
B4 StoreFront BE2E 2 #ii, B1AKR¥%H StoreFront EEizElE, Citrix RBRINEEHITERZHEHIAT]
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IR, LUEREBEREIFT— MRS,

BRI IR

EHREPNES M ABEBET - EIT RSB X RMNBIEEFE,

1. 7£ StoreFront BRs388 E1=1k Citrix Subscriptions Store BR%5., % Citrix Subscriptions Store IR IE
1T, NITTAMBRE (R A S SR IT IR E0RE.

2. # % StoreFront R £ 88 EWiT R M A & & X # %: C:\Windows\ServiceProfiles
\NetworkService\AppData\Roaming\Citrix\SubscriptionsStore\1l
__Citrix_<StoreName>

3. MBRTRINABEE XGRS, BRMBR LSS,

4. 1£ StoreFront fR558s L= #/E5h Citrix Subscriptions Store RS,

7z StoreFront 3.5 {EZ kA, FALUEALLT PowerShell BizsERRN AEERNITEHIE, UEEELERERS
LA B AR IR R E 18 5 B 1232171t PowerShell 31, It PowerShell RE AL S F a7 LR S BARRMLE
==

Citrix Subscriptions Store RS M MIEFERS 28 LisiT, A HEMRINETT cmdlet,

function Remove-SubscriptionData

{
[CmdletBinding()]
[Parameter (Mandatory=$False)][String]$Store = "Store"
$SubsService = "Citrix Subscriptions Store"
# Path to Subscription Data in StoreFront version 2.6 or later

$SubsPath = "C:\Windows\ServiceProfiles\NetworkService\AppData\
Roaming\Citrix\SubscriptionsStore\1l__Citrix_$Storex"

Stop-Service -displayname $SubsService
Remove-Item $SubsPath -Force -Verbose
Start-Service -displayname S$SubsService

Get-Service -displayname $SubsService

Remove-SubscriptionData -Store "YourStore"
<!--NeedCopy-->
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SHITHEE

AIEAR LT PowerShell cmdlet SREVHIR R 2 B9 txt AR MM B EIT SRR E D,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Export-STFStoreSubscriptions -StoreService $StoreObject -FilePath '"$env
:USERPROFILE\Desktop\Subscriptions.txt"

NMREEESRSREE, AJLUE StoreFront BRSBAHRNNEERS S _Eiz1TIt PowerShell cmdlet, AR55284A
MEARSHRBIEIFS EXNFREF[ERNITRAIIENRT E4. WREANESEE StoreFront fRE28 2188937
HEL R, EMNEPHFERSHBDPSHEEAFHITHRUEERER.

RIRIT IR E3E
{8 Restore-STFStoreSubscriptions Al & &ML G TR EkIE, BT LU A 2 il Export-STFStoreSubscriptions
BIEABIRTT 2 BRAY. Xt A& IE R B A S IS Y 1T R 3R,

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Restore-STFStoreSubscriptions -StoreService $StoreObject -FilePath "
$env:USERPROFILE\Desktop\Subscriptions.txt"

<!--NeedCopy-->

A% Restore-STFStoreSubscriptions Fi¥4E 8, #&Si# https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/2203/Restore-STFStoreSubscriptions/

®EEA StoreFront fR5523 EHEUR

EBRSB/IES, FEEXF Subscriptions Store RS, UAREETRITRSIEZ BIERIE TR,

&R StoreFront ARs3284H RRIEUE

ERTHBIEEREIRSSE, FERITUTERF.
B&=5 StoreFront IR EBEMTFIIRS BAE,

o StoreFrontA
» StoreFrontB
o StoreFrontC

1. ER=aRSEPHNERRSBHNAFITHEIE,
2. {Z1EARS5 %8 StoreFrontB #1 C i Subscriptions Store BR$5. LtigEIGEIEARSS231E StoreFrontA B
HAIE) R IX ST i
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3. 75E2AR%523 StoreFrontB #1 C FREYITIA$IE, XATLA LEERAITRERHI A —HER.

4. {&F3 Restore-STFStoreSubscriptions cmdlet £/ StoreFrontA LR, REE=LE Subscriptions
Store g%, thRFEEBIE StoreFrontA ERITHEIE (XLHIBERRREHRNES) .

5. EFBEhARSS %8 StoreFrontB #1 StoreFrontC L& Subscriptions Store fR$3. XLEARS B ZEAT UM
StoreFrontA #EIREIERVEIA,

6. EHEMERSBZELERY. FAENNEEUAT StoreFrontA EEENIERHE. NEFAERSSBHMUTE
HREEEF, AFBERRERE, B igMEENITRR D R B RKNE,

7. M StoreFrontB #1 C HSHEBUMRIAEIL B, HEEENABIEITRITHRES.

SNITHEIE

MRENARERREITANE, 5F8 Import-STFStoreSubscriptions. It cmdlet i 2 FEIFITREIEM—1
MABEEFRIAS— M ABE, REFTREIES N\EIFAH StoreFront fRSS 28

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"

Import-STFStoreSubscriptions -StoreService $StoreObject -FilePath "Senv
:USERPROFILE\Desktop\Subscriptions.txt"

<!--NeedCopy-->

A% Import-STFStoreSubscriptions 89i# 4= 2, &£ https://developer-docs.citrix.com/en-us/store
front-powershell-sdk/2203/Import-STFStoreSubscriptions/

TTHRBIEXHFAER

TTRABEXHAXEXHS, 8MAPITREESSE—1T. STHAURKRTOROERS:

<user-identifier> <resource-id> <subscription-id> <subscription-
status> <property-name> <property-value> <property-name> <property
-value>

Hrh:

« <user-identifier>- %% MWRAFPNFRFS ARHRFEAFH Windows Z24RiRRF.

« <resource-id> - %%, FRRFAITRAEBRNFRFET.

« <subscription-id> - %, BW—IRKRITRNFRFG. IWERER (RESUBXHPBREE—NME).

« <subscription-status> - #i%, ITHRANKES: EITHRIEERCEITI,

« <property-name> f <property-value> - mi&, ENHZXNBHBM/EXNNFEI. EIIRRS
StoreFront &Fim (@& A Citrix Workspace R AER) WITHEXBENEN. B2 MEHBEUBTFER
KM/ ERRTEYE (W, “--MyProp AMyProp B ---” ®rEBEEA. BHEX MyProp).
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ANl

S-0-0-00-0000000000-0000000000-0000000000-0000  XenApp.Excel  21EC2020-3AEA-4069-A2DD-
08002B30309D Subscribed dazzle:position 1

StoreFront fRE 23545 _EITIREIRRI KR/

IBREK A\ (MB)
0 6.02
1000 7.02
10000 40.00
100000 219.00
200000 358.00
500000 784.00
800000 1213.02
1000000 1597.15
1300000 1919.15
1500000 2205.15
2000000 2915.15
SANFH.xt 4K/

ERE K\ (MB)
0 0.00
1000 0.13
10000 1.30
100000 12.80
200000 25.60
500000 64.10
800000 102.00
1000000 128.00
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ERE A (MB)
1300000 166.00
1500000 192.00
1700000 218.00
2000000 256.00
N ARSI EEs

ATLUER Microsoft Windows tEEMSINESTTERES (T84 > &1T > perfmon) £ (flil) RSE2S EAITHIEREEK
g StoreFront iRE[AZ BIRIT VIZR =,

&£/ PowerShell Z&1TiRit4k28

Get-Counter -Counter "\Citrix Subscription Store(l__citrix_store)\
Subscription Entries Count (including unpurged deleted records)"

Get-Counter -Counter "\Citrix Subscription Store Synchronization)\
Subscriptions Store Synchronizing"

Get-Counter -Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Synchronized"

Get-Counter —-Counter "\Citrix Subscription Store Synchronization\Number
Subscriptions Transferred"
<!--NeedCopy-->

£ Microsoft SQL Server Zi&iTiREkE

April 17,2024
AR

AXHEEBRE MS SQL Server 1 T-SQL ZHMEAFNIR, ERIRNEBANIEZH, BERAMARAEMEE. &
BMEE SQL Server,
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&
ESENT 2 Windows A LU fERMEB AR ESMEIEESIZ, RIAMERT, FiBEIRZEH StoreFront XHIFEARE
ESENT $kiEREE, MBERNABEERENER SQL EIZEFME, BT LUEESR Microsoft SQL Server 5241,

¥ StoreFront y)# 26 SQL M3k ESENT MEEMHBE T-SQL EEQATEERE. EREMERITHEIZR. IR
M SQL, NMERENTHEBERITANELISH, BERMEHRSANEN ESENT iTHEEEE,

BEREMEITFEEEM ESENT T3 Microsoft SQL Server, EEi§ M StoreFront SHAFE ESENT iRt
73 SQL EF A UEHES N, NFEEEMAMITALENTBE, FFERTRSE, WIEERSEIZFHIT—
o BXNAT AILAERRZS 3.5 ZEMFTE StoreFront xS ERAMSZEHNEE, HPSIANTAXH5|IHM -STF
PowerShell SDK.

AR
BT MLghlr, ZEZEl StoreFront BF7EMEITIREIER SQL Server £k, A5 StoreFront ETL
EER, PR SSRAPAINERNRMK,; EMES SQL Server BiEZZ B, BRITERN. BikssiEEUE

MZE R, 1EFRETHRIEML AR LI B B R R. FRERRIIT RS A ESENT BY Citrix Subscription Store BRSS
FLERSBYIT RAEE

m:

£ KEYWORDS:Auto 3 KEYWORDS:Mandatory Be BRI ZERERM ESENT 3t SQL B 8917 R A EFE,
RPREXEREN, MREP— I XBFESETAFNFRS, WsBEEIEH SQL ITIHIER.

ESENT #1 SQL Server 9%

ESENT SQL

BINGE, FRERNEAEERNFIfFEA StoreFront £/ T-SQL AR IR FRENES T EENHIE

“FFFEERA”, MITHEEE, RFRBRRERESTEFRNIER AFETHE
BWNHETESNAER. Delivery Controller (A
FHIER. AFEIERNAEMRERFAR/ALNA
FRRKRENEFE, AFEIERNAEEN
Delivery Controller 51/, FliNHERANRIIERR
A TECH A9 Delivery Controller B4,

ERITHERSREGTITERERRSSBEZEERESES 5 StoreFront 5%, EILFEHE StoreFront ALK ZAl

BEINESR, BEBRRETTHRED BITIREIE, EAEIBRERIMM SQL Server LR
B, iTRE&EMIRIITF StoreFront, Hf#EA SQL &5
AN H

FEBITREEN, SQLIEXTE, MBITHESIRBKEARE HRSSHREANPMERAXZNITRUENE a4, ALt

EFEH, ESENT AJiEBR R HNER, AR 25 88 2 B L IR EUREZE = Sk $R R F Ia RE A AT RE M 3R/
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ESENT #1 SQL Server Byt

ESENT

REBBHNGEREN. FHRMEEITRME EXES
HBY.IXt XA PRITITIRF. EMSHEAERSANED
THRABIERE. FIREREERERMBREAE STt
IER, ERAFEXREAS, HETREZHHE.
HITEARS BRAFAIE A StoreFront BRS5 88 L4
ESENT #iEEMRIZA. ERIVBIERT, WHIERFERTRE
SRS HRANHFRRSF[AZERERD .

SQL

SEEAH SQL T HIRM BRI, AR EWE
SQL #FaE, X1 StoreFront SEM 2BE RS
R# Citrix Virtual Apps and Desktops i ZEL i
A5 StoreFront #=, LIRS,

RS RAEZ RSFITRAMIBE —MEENIEES. ©
BE21 SQL LA MR OZENESER, X&H
EH|]i MS SQL £ kA1,

FEM ESENT #THIEER LI A SQL KIFHIE
o HIBNFERIT R
AIRERERNIMY Windows ARZ5 288015 AIIIE,

=32 StoreFront WEIMNE .

BEHR
AR

MRELIFAFITH, £ StoreFront HEEBENES N AREEEE ESENT $3BES Microsoft SQL #iEE,
FHEITIREIERN 55 21E StoreFront R EERFIEER.

Citrix BiVFrE N AR S SR EE I B R — Microsoft SQL Server 2 £, LBRERE M4 H 455/ LB 512/
&l

EPMNABEERUHEZR—MIERE, siiRRENMEENEAERNERF R, MRXLENAHEERREN
Delivery Controller i&x R, HEHIRENZEABENRARTEHME MTIEIZ R ABEE,

ERAEZ I ABIERNEA StoreFront BBEH, A LRILUSAMHEIRFEAEZESER. AIUE— " NAEELE
AR ESENT, BE— M NAEEEENER SQL. MTFEESHHEMUKEERIRIER, BNFEXF M.

BOf#AETETFE SQL
Server FIFEITIREUE:

7% 1. £/ ESENT g% StoreFront [RZ B RS |A RN RINBERT, B 2.0 LUORBIFRE
StoreFront [RZA#RfEAFE ESENT BiEEERS SF[AEM R Z BIEFEMERIT AR RSB[BANS N RERLEIT
FHIEENAEREE, ZRIASRS[ANMEEMRRAY, KARAFERITEMEMTREIAEE. ARER
FARZHER, XEERRAELEEN Delivery Controller 2#F, RERFEXWNHITRBIBRITMENERES,
BIanmIERERIBAF T,
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BER2: REH StoreFront fR55 25/ < Microsoft SQL Server s25]  StoreFront R A &3 SQL
Server £, HEMNMAMUTR—RSE L. AR EMATEEMNE— StoreFront 3E, FLEHER, FFATEE
FEMEEM Delivery Controller &, REZFENEITRSBEBRITIMENSETS, FIOMRIERIBRFITE,
EBFREESATAY StoreFront #2, Citrix FEINIIRSBAFRILL AR, ARECSELE Microsoft SQL $kiEE
LHIRARSSSREM R LIEMBE—HER. ARTERFAEEIUEE,

BHE3: BEERNSTAMR StoreFront fR3234E ML A Microsoft SQL Server 3215 (#%)  Fig StoreFront
BR$3 2840 pf REIERIE— N E M Microsoft SQL Server 525§ SQL #fEtisisE, WAREREAAT DI ERE
BURREY, EIEEEER, Citrix BIERFBIAEEK Delivery Controller R &E BN HITHEBIBRITMEN EET
%, Gl EMIBAAITRAFERS TR,

StoreFront Server Group

SAL Server
OR
SOL HA Cluster

Citrix ADC Load Balancer SQL Server

SQLInstance

StorefrontSQL3

BFR4: SIRSBATHENRIEPF LTS StoreFront R334 —NE A Microsoft SQL Server 52
i

AR

XE—TERiEE, RAELALEATESEFNZRFERN SQL Server B35, FEREMINHBEESEHRY
BRI St bR (R,

X55X 3R, E¥ET BIFRNZEHIBEPOREFEESL D StoreFront RS \/AMIER. Citrix BT LUKE
FEHEEFRARHIEROFNAERSS[AZEIRSITRRE, HEFLPHENIRSEEZEETBSHEZ A Microsoft
SQL Server 52ff), USRI, REEEBHIEEE. LLARFEAEHMIMG Microsoft SQL Server BELBE R ERLEM,
BRI T Microsoft SQL HAREHNITHEIERE SQL £5.
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UK StoreFront Server Group US StoreFront Server Group

UK 5QL Server
OR
UK SQL HA Cluster

US SQL Server
OR
US SQL HA Cluster

B =

UK Citrix ADC SQL Server US Citrix ADC SQL Server
Load Balancer StorefrontSQL2  UKSQJInstance Load Balancer StorefrontSQL5S  USSQlfinstance

e \q

~

= |

°
oy
StorefrontSQL3 StorefrontSQLE
aL
Publisher Distributor Subscriber

Publication
L _3
Publication
Database

- Distribution
L 4 1 Agent

Logr

-

i

Subscription
Database

—

i

Information

Distribution
Database

ATM https://github.com/citrix/sample-scripts/tree/master/storefront T FHIdREBBHE:

BRI

« Set-STFDatabase.psl - A& NWAEEILRE MS SQL EiEF/H, 7£ StoreFront fR$Z88 LiE17,

« Add-LocalAppPoolAccounts.psl - 5 asith StoreFront fRSS 2389 BIZF 133 SQL HURERIZEMNE
NIGEIBR, 7E SQL Server LiEf7H%E 2,

+ Add-RemoteSFAccounts.psl - #FREZaAPHIFTE StoreFront fRE528%¢ SQL #UBERIRENM B NiH
AR, 7£ SQL Server EiBf7A%E 3.

+ Create-StoreSubscriptionsDB-2016.sql - £l SQL #XiEEMZE24, £ SQL Server Lis{T,

HIREFEARAN S NS

« Transform-SubscriptionDataForStore.ps1 - 3§ ESENT hfH B iTiRAKIES HH %R SQL &iFH
BHRUBEEN

+ Create-ImportSubscriptionDataSP.sql - tIE— 1 7=i#id 123 F A\ Transform-SubscriptionDataForStore.ps1

HipEiE. /A Create-StoreSubscriptionsDB-2016.sql eI #iBZEL S, 7 SQL Server £iEfTit
Hﬂ]zt_;ﬁo
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72 SQL Server LfE2E StoreFront fRSE523p9aAsiti 2 24
FHE 2: RiEHE StoreFront fzS23#17<3 Microsoft SQL Server 3:f]

7 Microsoft SQL Server EgIE—1%& 7 <SQLServer>\StoreFrontServers Mathiz A, HH
IIS APPPOOL\DefaultAppPool #1 IIS APPPOOL\Citrix Receiver for Web FHimEiM
P LA i At 22 Sy StoreFront SREXAIE A SQL. bR S4BT IR AMEEITRIEEREN.SQL M35 A,
E it 35 # R4 2 FRITED,

AT T4 Add-LocalAppPoolAccounts.psl REEBNE,

#1517 Add-LocalAppPoolAccounts.psl Rl s 2 &1 & % StoreFront, ZHIABURFZEHK IIS APPPOOL\
Citrix Receiver for Web @#l IS FMRES, ZKFEREHEE StoreFront Z#iRERE, I1S
APPPOOL\DefaultAppPool 2i@id%i IIS Web RSB A EENEIEN,

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool Virtual Accounts"

# Check whether the Local Group Exists
if ([ADSI]::Exists("WinNT://Senv:ComputerName/$SLocalGroupName'"))

{
Write-Host "$LocalGroupName already exists!" -ForegroundColor "
Yellow"
}
else
{

Write-Host "Creating $LocalGroupName local security group" -
ForegroundColor "Yellow"

# Create Local User Group

$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"

$LocalGroup = S$Computer.Create("group",$LocalGroupName)

$LocalGroup.setinfo()

$LocalGroup.description = $Description

$Localgroup.SetInfo()

Write-Host "$LocalGroupName local security group created" -
ForegroundColor "Green"

}

$Group = [ADSI]"WinNT://$Senv:ComputerName/$LocalGroupName,group"

# Add IIS APPPOOL\DefaultAppPool

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\DefaultAppPool")

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])
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SDefaultSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$DefaultSID"
$Group.Add(SAccount.Path)

# Add IIS APPPOOL\Citrix Receiver for Web

$objAccount = New-Object System.Security.Principal.NTAccount("IIS
APPPOOL\Citrix Receiver for Web")

$StrSID = SobjAccount.Translate([System.Security.Principal.
SecurityIdentifier])

SWebRSID = $StrSID.Value

SAccount = [ADSI]"WinNT://$WebRSID"
$Group.Add($Account.Path)

Write-Host "AppPools added to $LocalGroupName local group" -
ForegroundColor "Green"
<!--NeedCopy-->

/A SQL Server EBEEEREAM SQL LIPS AmBEE, StoreFront 5 SQL Server Z BIRH#IZEEEE
& EE,
ﬁ 5ql Server Configuration Manager

File Action View Help

&= 2|Hd:= H

ﬁ SQL Server Configuration Manager (Local) Protocol Name Status
& SQL Server Services
4 sQL Server Network Configuration (32bit)
v 9 SQL Native Client 11.0 Configuration (32bit)
=L Client Protocols
& Aliases
v i SQL Server Network Configuration
&= Protocols for STOREFRONTCAM2
v 9 S0L Mative Client 11.0 Configuration
2L Client Protocols
5} Aliases

Shared Memo Enabled

W Named Pipes Enabled

WIRIEHECE Windows B ASERIN LA 6 R4S E I O sl EhA IR O 237 SQL Server &, 5505 Microsoft scid,
T RN SRR R ITICR (R,

e

MR ERER A SQL I, ERE localhost FEZEFFRABEAMN <hostname> BE M NIEHA
IPv4 #tisit, Windows AJge=2id &M IPv6 ik IPv4, #H localhost #9 DNS f#th el e =ik [E]:: 1 iR
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8 StoreFront # SQL Server 89 IPv4 ik, AIREREEENIRS 2Z LTS IPv6 ML A BERRR LR

=]
o

5% 3: StoreFront fRs32348M1% A Microsoft SQL Server 52

7Z Microsoft SQL Server t#lE—1M& R <SQLServer>\StoreFrontServers Mzt £, HHM
StoreFront IRSBAEMNFER R, kL LATSE Create-StoreSubscriptionsDB-2016.sql fiiz<F3| /A, %
A 7E SQL Aol TR EIB RS,

& Computer Management

File Action View Help

o 2@ XE= B

A Computer Management (Local) Name Description
v [t system Tooks éE—Access Control Assistance Operators Members of this group can remot...
.EF:Z:‘S\?::::H % Administrators Administrators have complete an...
Shared Folders & Backup Operators Backup Operators can override se... StoreFrontServers Properties ? x
« @ Local Users and Groups %szflule Service DCOM Access Members of this group are allowe...
- | Users & Cryptographic Operators Members are authorized to perfor... General
= Groups & Distributed COM Users Members are allowed to launch, a...
(%) Performance % Event Log Readers Members of this group can read e... % StoreFront Servers
M Device Manager &Guests Guests have the same access as m... b
v %5 Storage ik Hyper-V Administrators Members of this group have com... -
W Windows Server Backup &5 I5_lUSRS Built-in group used by Internet Inf... Descrption gm?’:ms‘g;ﬁg:‘zse"a Machine Accounts or
= Disk Management Ek Network Configuration Operators Members in this group can have s...
f-; Services and Applications *—Per’crmance Log Users Members of this group may sche... Members:
%P:rfcrmnnceMomtarUsers Members of this group can acces... \StoreFront SQL1
&% Power Users Power Users are included for back... \StoreFront SQL2
.% Print Operators Members can administer printers ...
% RDS Endpoint Servers Servers in this group run virtual m...
&E—RDS Management Servers Servers in this group can perform ...
8 RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante...
% Remote Management Users Members of this group can acces...
% Replicator Supports file replication in a dom...
% Storage Replica Administrators Members of this group have com... Changes to a user's group membership
*—System Managed Accounts Group Members of this group are mana... Add... Remove are not effective until the next time the
&% Users Users are prevented from making ... userlogs on
S SO Seree2003S0L BrowserUserSSHAREDSQL ~ Members in the group have the re... .
I Contains SloraFrint Sirver Machi... Caneel o i

15FrE StoreFront ARSZ B4R ENIKF HMNE <SQLServer>\StoreFrontServers A, #ME SQL
Server fEH Windows 84 %3E, MREHPFIHE StoreFront BRSS 231 E MK 7 BEIRERAIS N\ SQL HE9iT
FiER. Bz Add-RemoteSFAccounts.psl AT PowerShell R oI AE2H, HRAERMAmD
#79 StoreFrontSQL1 #1 StoreFrontSQL2 9 StoreFront AR5 23

function Add-RemoteSTFMachineAccounts

{

[CmdletBinding()]
param([Parameter (Mandatory=$True)] [string]s$Domain,
[Parameter (Mandatory=$True)] [array]$StoreFrontServers)

# Create Local Group for StoreFront servers on DB Server

$LocalGroupName = "StoreFrontServers"

$Description = "Contains StoreFront Server Machine Accounts or
StoreFront AppPool virtual accounts"

# Check whether the Local Security Group already exists
if ([ADSI]::Exists("WinNT://Senv:ComputerName/$LocalGroupName'"))

{
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Write-Host "SLocalGroupName already exists!" -ForegroundColor "
Yellow"

else

Write-Host "Creating $SLocalGroupName local group" -ForegroundColor
"Yellow"

# Create Local Security Group
$Computer = [ADSI]"WinNT://$env:ComputerName,Computer"
$LocalGroup = $Computer.Create("group",$LocalGroupName)
$LocalGroup.setinfo()
$LocalGroup.description = $Description
$Localgroup.SetInfo()

Write-Host "SLocalGroupName local group created" -ForegroundColor "
Green"

}

Write-Host "Adding $StoreFrontServers to $LocalGroupName local group" -
ForegroundColor "Yellow"

foreach (SStoreFrontServer in $StoreFrontServers)

{

$Group = [ADSI]"WinNT://Senv:ComputerName/SLocalGroupName,group"
$Computer = [ADSI]"WinNT://$Domain/$StoreFrontServers$"
$Group.Add(SComputer.Path)

}

Write-Host "$StoreFrontServers added to $LocalGroupName" -
ForegroundColor "Green"

}

Add-RemoteSTFMachineAccounts -Domain "example'" -StoreFrontServers @("
StoreFrontSQL1","StoreFrontSQL2")
<!--NeedCopy-->

7£ Microsoft SQL Server #h &N AEEEE T HEIBELRN

1889 Microsoft SQL Server Eg|E—1Nes &L, it StoreFront /A, 5.SQL MIATHNKRRIGENS SQL ik
AN REMBERHBUREX N EMA BB, R4 Create-StoreSubscriptionsDB-2016.sql £/ SQL
Server 2016 Enterprise,

B HBEERIEE, AGEEREKRIEZE, 8 SQL Server Management Studio (SSMS) 8% #iEE.
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Object Explorer * 1 X
Connect~ ¥ ¥ YO &
= @ STOREFRONT I2ASTOREFRONT 2 (SOL Server 13.0.1601.5 - \administrator)

E Databazes

System Databases
Database Snapshots

B New Database

[* =

Select a page )
Scri Hel
% Gonent IT Script ~ @ Help
J Options
J Filegroups Database name: “
Owner: | <default>
Database files:
Ii Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth / Maxsize F
:1 ROWS.. PRIMARY {8 | By 64 MB, Unlimited 7]
s L i
& _log LOG Not Applicable 8 By 64 MB, Unlimited | Q
=2
#
[
[
&2
Connection
Server:
STOREFRONTCAM24STOREFR(
Connection:
PTD \administrator

ﬁ View connection properies

Ready £ >
Add Remove

Cancel

BANBIEER USRI AREE, SUEFEMER, FIi STFSubscriptions.

EIETHIAZ AT, 4T StoreFront BBEHRHEMNARE, HEISURGIIZAFRRI5] B LA R StoreFront #1 SQL
BE. fln, ok

o NIZOIEMNENMIEESSR, UWES USE [STFSubscriptions] 8 StoreFront sRE9EfE R #RAEIT
Fio

o BEdRE. mdf 71.1df XHMEERIEE R BIEENFELE,

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
STFSubscriptions.mdf

C:\Program Files\Microsoft SQL Server\MSSQL13.SQL2016\MSSQL\DATA\
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STFSubscriptions.ldf
o ERIAEHIEERS SQL Server ZFRAISIA:

CREATE LOGIN [SQL2016\StoreFrontServers] FROM WINDOWS;

ALTER LOGIN [SQL2016\StoreFrontServers]

BITHIZA, RIMECEZRMGE, BOIE=18EER: SchemaDetails. ITIRAFBF.
= Databases
System Databases
Database Snapshots
=
£ Database Diagrams
= Tables
System Tables
FileTables
External Tables
BE dbo.SchemaDetails
7 B dbo.Subscription
= FEH dbo.User

|+l

= B [

+

TENSIEETRERRETRT Create-StoreSubscriptionsDB-2016.sql Bz 82803 T 5B Ze M :
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SchemaDetails
major_version

minor_version
details

User Subscription

7 id D——=ca ¢ id
username subscription_ref

resource_id

user_id
status
metadata

secure_metadata

781 StoreFront L AEIEEZE SQL Server & ZFRFH

=

e

f7fE7E ESENT $UBE PR ERRIBITIRSIER W HEREMBR. NREREM Microsoft SQL Server i&
[REER ESENT, A AMIBREFMEERF TS H R EMIROERRIGHIE ESENT FRAR%EE SQL BT
FAEENENEREMITE, HERFARERIIXLEHIITRIER. FBERIBITHERNEFE.

ERAEE LEREA ESENT iTi  #77F PowerShell ISE #i%#2 LUBIE R 41517,

M -UseLocalStorage =R EE U T AEEFR/SA ESENT ITRNNBEE:

$SiteID = 1
$StoreVirtualPath = "/Citrix/Storel"

# Sets SQL DB Connection String
$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath
$StoreVirtualPath

# Removes the SQL DB Connection string and reverts back to using ESENT
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Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
UselLocalStorage

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

<!--NeedCopy-->

FE2 374

77 PowerShell ISE Hi%ZUEE & 5 HIE1To

BEENMER $StoreVirtualPath & B EEF R RN ABE

$SiteID = 1

SVirtualPath= "/Citrix/Storel"
SDBName = '"Storel"

$SDBServer = "SQL2016Ent"
SDBLocalServer = "localhost"
$SQLInstance = "StoreFrontInstance"

# For a remote database 1instance

$ConnectionString = "Server=$DBServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

<!--NeedCopy-->

# For a locally installed database 1instance
$ConnectionString = "$DBLocalServer$SQLInstance;Database=$DBName;
Trusted_Connection=True;"

# Sets SQL DB Connection String

$StoreObject = Get-STFStoreService -SiteID $SiteID -VirtualPath "/
Citrix/Store"

Set-STFStoreSubscriptionsDatabase -StoreService $StoreObject -
ConnectionString $ConnectionString

Get-STFStoreSubscriptionsDatabase -StoreService $StoreObject

<!--NeedCopy-->

MRERBEFNES N ARELPEENER SQLERFHH, BWHEERTIHIRE,

BIMBEHIEM ESENT i 2] Microsoft SQL Server

2RIUA ESENT #iEE# 2 SQL, FEHIT RIS HIERRIRE, RETHEMARREYDERITI——REERFE
902R StoreFront #1 SQL SLfFRERF I REEIER, WAAEMITIHSEUERIERIE SQL fEHMEIR. BE,
s ESENT TR G SQL 18X, ARERIUEEHLITHNZER,
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Tl E—EAFEEA SQL T

= R

HHEL

LLLLL

i usemane

# 12 1 &/ Transform-SubscriptionDataForStore.psl fZ<i% ESENT #:iB3% ity SQL A iFHIME I LUEHE
BSAN EBERIBMOiti ESENT $#4E/ StoreFront fRs88,

ARSS BRAMERIRRENER, AiREXLRN R DEERRENITHIZR.
77 PowerShell ISE #i%&$Z LUBE R FHIE1T.
BITH <StoreName>. txt X#M ESENT $#iEES L E Yai A A SEMEZ Transform-SubscriptionDataForStore.psl,

PowerShell i3 EBRYEMTIRTIREFAR IR, UBEBIARHBEITHEIRIER TR, XeERERKNEA
BEARIE,

MIZARSERE, BREMNHIEEEANIISRAFPMNEE LN <StoreName>SQL . txt, ZMATCATH—AFIER
I EMBIERIITIHS

WNETHE SQL Server WEMNABEEEERITIIE,

S8 2 £/ T-SQL FiEd 12t 8 SQL SNERENEHE S TMTNARENSRELR—RSA— I NAEEE,

BESE 1 helEs <StoreName>SQL . txt XM StoreFront REZ 2 =EE %2 Microsoft SQL Server
£ C:\, FBHESE N SubscriptionsSQL.txt,

Create-ImportSubscriptionDataSP.sql MiZsig el —4 T-SQL FEZ 2 UM ES NITHEIRE, 248 RiRE
M—RAPHNESEE, WEBEMN SQL BUBEMRMSEHHIFRD NERNR.

7E31T Create-ImportSubscriptionDataSP.sql Z#i, EEegR USE [STFSubscriptions] MEREEH
TR ETFEME T 2BV

fH SQL Server Management Studio #T7F Create-ImportSubscriptionDataSP.sql X, HEHBPHRITHE,
LteB A ImportSubscriptionDataSP 1z &3 iR INEIE 2 sl eI BN EUREF,

RINBIEREMSIEE, SQLEHAPRKRERUTEE, H¥ ImportSubscriptionDataSP =it 12 R N EI$k B E
Hr:

Commands completed successfully.
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= Databases
System Databases
Database Snapshots
W STFSubscriptions
Database Diagrams
= Tahbles
System Tables
FileTables
External Tables
B dbo.SchemaDetails
FR dbo.Subscription

52

= &

B &=

+

= BB dbo.User
&= Views
[+ External Resources

Synonyms
= Programmability
= Stored Procedures
£3] System Stored Procedures

® E dbo usplmportSubscriptionData

ARPHEHEIBURITZERE, AEEFERITEEIEAHREAE,

S5QLQuery19.5ql - S...administrator (39))" & > EENTRT N RS R Create-lmportSubsc...adrr
1 USE [STFSubscriptions]
2 GO
ER
4 - DECLARE @return_value int
5 | EXEC @return_value = [dbo].[uspImportSubscriptionData]
6 SELECT 'Return Value' = @return_value
7
g8 GO
133% -~
B Results g Messages
Retum Value
1

BfE O REFMEHIEHLERIEAN. SAENEFNEAFHSIZRE SQL £H &, FHIBERIETE, B
Transform SubscriptionDataForStore.psl {2##HITHIERN B HBME—AFA 5 TEAE D SQL ZigHER#HT
b, RS ER LA,

REFIREAITRSHES SQL REH S HEILES

SELECT COUNT(*) AS TotalSubscriptions
FROM [Subscription]
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<!--NeedCopy-->

HMAPE—BAHES SQL RENAFARPIICREAETE

SELECT COUNT(*) AS TotalUsers
FROM [User]
<!--NeedCopy-->

INREERAA R R 100 ME—FAFF 1000 FEITHIER, SQL MERINEREETEENME T,

T % StoreFront I EMERF B EEBEEHITHKE, AR ITHREUEITREZRE, ¥ SQL hEHMNE
ITHIER. E21E SQL HelEHARMITIHIER.

FB 3 WERANEIEETT T-SQL i
AR

Ffii8 Delivery Controller Z##EX S A/NE, FHAMMS StoreFront FERMNANE MBI,

-— Get all SQL subscription records
Use [STFSubscriptions]

SELECT * FROM [Subscription]

SELECT * FROM [User]
<!--NeedCopy-->

-— Get all subscription records for a particular user SID

Use [STFSubscriptions]

SELECT * FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX=
XXXX'

-— Get total number of Subscription records for a particular user SID

Use [STFSubscriptions]

SELECT COUNT(Subscription.id)

FROM [Subscription]

INNER JOIN [User]

ON [Subscription].[user_id] = [User].[1id]

WHERE [User].[username] = 'S-1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

<!--NeedCopy-->

-— Get all subscription records for a particular delivery controller
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

SELECT * FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'
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10

11 -- Get all subscription records for a particular application
12 Use [STFSubscriptions]

13 SELECT * FROM [Subscription]

14 WHERE [resource_id] = ' DeliveryController.Application’

15 <!--NeedCopy-->

£/ T-SQL EmaEk BRI EITIIER
eRAERA:

FrERGI SQL EfFANREONERRNLTLHEBRITEAIE, RERERRMNTAIMSBERITIHEENER
ERSEBINEDR, Citrix @R 5=, REUT T-SQL EGENBEAERNTHRE R EHRNERE, ERXERITH
MFRIBSEVIERZ AT, &0 SQL BIEET2&ENRIFIEITHANE. RENTLENEDAIEISBEHIEZERN
Bif, EXNEFBIEERITEBSH T-SQL UPDATE 8¢ DELETE B2 AT, BXEPAEIEEITE St A = iR
FeRYAE P B3R R TR BI AT BTl

AR

Ffiig Delivery Controller ZFf#X HA/NE, HAMMS StoreFront FERIIANE MZFTTE T,

-- Update the delivery controller used in all subscriptions.

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
NewDeliveryController.")

WHERE [resource_id] LIKE 'OldDeliveryController.%'

<!--NeedCopy-->

A WN R

o U

-- After enabling multi-site aggregation, update the resource_-id

Use [STFSubscriptions]

UPDATE [Subscription]

SET [resource_id] = REPLACE(resource_id,'OldDeliveryController."',"
DefaultAggregationGroup.')

WHERE [resource_id] LIKE 'OldDeliveryController.%'

<!--NeedCopy-->

A WN R

o U

-- Delete all subscription records for a particular Delivery Controller
Use [STFSubscriptions]

DELETE FROM [Subscription]

WHERE [resource_id] LIKE 'DeliveryController.%'
<!--NeedCopy-->

a b W N =

-- OR for aggregated resources use the name of the aggregation group
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE 'DefaultAggregationGroup.%'

<!--NeedCopy-->

o U~ WN B
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-— Delete all subscription records for a particular application
Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] LIKE '%.Application'

<!--NeedCopy-->

-— Delete all subscription records for an application published via a
specific delivery controller

Use [STFSubscriptions]

DELETE FROM [Subscription]

FROM [Subscription]

WHERE [resource_id] = 'DeliveryController.Application'

<!--NeedCopy-->

-— Delete all subscription records for a particular user SID

-— relies on cascade to delete records from [Subscription]

Use [STFSubscriptions]

DELETE FROM [User]

WHERE [User].[username] = 'S—=1-5-21-XXXXXXXXXX=XXXXXXXXXX=XXXXXXXXXX~
XXXX'

<!--NeedCopy-->

-- Delete ALL subscription data from a particular database and reset
the primary key clustered index to start numbering from 0.

-— USE WITH EXTREME CARE AND NOT ON LIVE PRODUCTION DATABASES.

-- Can be useful whilst debugging data import issues to start with a
clean database.

Use [STFSubscriptions]

DELETE FROM [Subscription]

DBCC CHECKIDENT ([Subscription], RESEED, ©)
DELETE FROM [User]

DBCC CHECKIDENT ([User], RESEED, 0)
<!--NeedCopy-->

B REE R UEx

April 17, 2024
R BRI REEEUTERZ—:

o RIFAFEMBRKER (BBRSNARERE). ARTNUBI RGN AEFEE ENESREENBER. B
FRINBRETEESICERREN BEF. WRHNBRERFEREEIUET+ L.
o ZRWER GREINENARE). AP FREWREEBUERERNAERF. F2RETUERR,

ERITARSRFRN AEEITHSE. ENMERYNARENITEARAAAE NRERNESHIERX,
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1. 72 Citrix StoreFront EEEH SNANERPERNAEET R, AREERERPER—TNAEE. 7§
FERD, RERENABERE

2. BERAF TR LK A ST P USRI AR

3. EEERAFITE (BBRSARE) S BIRRE.

4, BEEZRAFITR (GRHIENEBEE) U BRE R,

Configure Store Settings - Store

StoreFront Manage User Subscriptions

#) Enable User Subscriptions (Self Service Store)

When you enable user subscriptions, the Self-Service store is then in effect. Users must
P subscribe to applications before they can use them. Any previously specified subscriptions are
Kerberos Delegation still available.

Optimal HDX Routing Disable User Subscriptions (Mandatory Store)
Advertise Store When you disable user subscnptions, the Mandatery store is then in effect. All applications
published to users are available on the Home screen without users subscribing to them. User

Advanced Settings subscriptions are not deleted and can be recovered if you re-enable the feature.

2]E, EEILUER PowerShell cmdlet Get-STFStoreService AN AREERBRFITIE, Fl40:
$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/citrix/<
yourstore>"
Set-STFStoreService -StoreService $StoreObject -LockedDown S$True -

Confirm:SFalse
<!--NeedCopy-->

Citrix Virtual Apps and Desktops 25

April 17, 2024

i@t Citrix Virtual Apps and Desktops 5k Citrix Desktops as a Service XM BIEF, 15E EB#ER L TIER
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KRR A B SN AEENRNENAEFNNGE, BEXXMNBAEFNEFAES, BERNARER.

s ENRREFEN (EEAR) REHD, MAEHEENABE Web 55t 2 RENBZF B

o ERANXBFFED, AANSTEALAREFFAEENTAEE Web ihm £ 2REIRAURERXET.

WEIRR AR EIR eI A BN R P BRI StoreFront Web 55 EHIN FZR.

o ENAEFERIFES, REFEHALI. EXFIEMPEE \ USIEXHLEREM, Fia0, Ea]LiRESE
BN ARFH#ITAA, HaUAREBLAANSHAFACIFICIRXHE, ENABIE Web thaiIN AERF
EIRA, XKINMEERENFIRUAREMER RN AERER,

AILLEEEFRE KEYWORDS : [keywordname] MiNEINAEFIRE, ANAREFIEEDRNIXET. 21
XBEFZEIREEATSKRHITOMNR; 5I1a0 KEYWORDS:Accounts Featured, AILUEE AR ERXREF:

o TSR BIER - BBRE RN AEEEE),
o ISR ARERFAE,
o BEXRFRARHE N

KBF R ol

Bt BRBERERFAME “E0 EHF, SWEXRR, AF
FTEM “ET R ERMERS RN AER, MNRARK
FASIERRA T W, T

Bzh HAFPERUAEIEN, ZNAREFSBmEHRINE
H “FW &WEAR. AR TUBUEKELLL N AERF,
MR AN ABERRA T WEFE, WEK.

TreatAsApp I R mLseH StoreFront EEM AN BERF. £H|
ERENAERATFL, MESREREANFL, 1t
5, HAPERINARE Web thatt, SEASELEN
BEh, AL Desktop Viewer #17iA18), BMES Y
Hith R Ak sHT T IR E,

prefer=" application “ Hrh application tRRASHRENN FHIEF. (UERAT
Windows &9 Citrix Workspace R B2, XIEEY
AN RN AR AN S RN ERSEGIER A AR, &
RAFERTIE. AXEFEAREE, BESRMLE AN ARER
AR g

Primary #1 Secondary FERZIRREH, 18T XRF primary WREIEHA
KMETFEAXEF secondary RS,
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SRNABERE

April 17, 2024

AR ‘REVASERE PH ‘BARE NHRESSKANNABERE, FLLIQEREEEH PowerShell i
e,

BE.

EZRSBWBER, B UEA—ERS[/BUFT KRS S[AENEE, H1R Citrix StoreFront EIBiTH| & R 1EZR
EREMEMRS S LET. TlE, BENEEMMNEREEIIRS (A, UFEERBEPWEMRS S,

1. 7£ Citrix StoreFront BEEEFIAMANERPEE “WABE TR, EFEERTEE—IMNASE, ARG
£ B ERTER EENABERE.

2. ZEEENABERENE L, ERSRREHHITIRAENENL.

Configure Store Settings - Store

StoreFront Advanced Settings

Configure advanced settings with caution,

it Address resclution type DnsPort =
Kerberos Delegation Allow font smoothing 4
Optimal HDX Routing Allow session reconnect igl
Allow special folder redirection (]
Advertise Store Background health-check pelling period 00:01:00
Communication timecut duration 30
Connection timeout 6
Enable enhanced enumeration !?'
Enable sacket pooling l
Filter resources by excluded keywords

Filter resources by included keywords
Filter resources by type
Maximum cancurrent enumerations 0

Minimum farms for concurrent enumeration 3 -

3. BEWEMUREEN.

s ARAT A

AILUEEEMARS 2RERAIESEA, FIAMET 7 DnsPort,
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ERLKETOR, MMUHERTEE THdRPER—ME

e Dns
« DnsPort
« |PV4

» IPV4Port
* =R
 DotPort

o+ Uri

+ NoChange

RN RAFEFE

ALUEERTEN HDX 2IERAFAHTEE. RIAERFH.

ERRREEOR, EREATNAFERETEEDR, AGREHE.

RIFEFERRIE

AILIEE RS EENEE HDX 21&. BUAERF.

ARLREBOR, ERAFEMERSIEE,

RIFRHX R EE M

BB THHRXEREEEE, BPATLUERS 3 Windows 5 4 ST B A BB X, HHXTEE
fetnlE Windows 3% (30 \Documents #1 \Desktop) , LR ARERS, ENTBLUERARET.

ERFREEOF, ERHBUEERATTRAXEREERENUEBXERARAXMREER, AGRREHRE,

BREITIRRNE

StoreFront 338 Citrix Virtual Apps and Desktops Delivery Controller #1 Cloud Connector i=17 € #HizfT
WHECE, URREEERSETAMNEMm. FRABRKEITIRERZE, StoreFront SRMITERANNE, EHAEE
e MEME R 7R,

@2 Cloud Connector i&#% Citrix KEBEIRS N, BREBITRAREERE—NMFL, BIETUKRERSHL VDA 5
Cloud Connector i FR—IBBXMEZES. WE Cloud Connector T34 #% Citrix £mBPIERSS, Cloud
Connector {EREZAM ENEEFRMREMTR—MER VDA HIEEERE, StoreFront ERERETRIKEL
RAMEMESKRRSENBKYEES SN AEFN R,
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AT HRPERENZRATAN, MEFESIRRE (BRUE) hRHAR, HSHYEME StoreFront fRSS28 L
BRRREE N EERERRUESHNFE Cloud Connector HBABRETINAREINEE,

BRBETIRAEERIAGNTZRRS. Citrix BiEEETE StoreFront SEFBASRETRARE., EBAEHRE
TR, E6RE PowerShell &% Set-STFStoreFarmConfiguration, f130:
SstoreService = Get-STFStoreService - VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -AdvancedHealthCheck $true
<!--NeedCopy-->

EaeBETRRERIHHR

StoreFront 33& Citrix Virtual Apps and Desktops Delivery Controller #1 Cloud Connector =17 EHi=1T
WRRZE, LUERESIERSS[ATAMNEM. BRiARESH (00:01:00), EELEEEAF, AEEETRIRER
WREAREENE, ARREREZFETRRRERNNE, BRATRASTRRGER, FEMERIAFAIMSENRE
HE, EAXAIRERRMmMERE,

RSB HARR

BIAERT, StoreFront mivi A ERMRIRIVARS BT A HRERIFRETE 30 WEEHN, EEE=HAK 1R
&, RSB[BEMANFETH. ERKKEETOHR, EXFIANE, ARREHEERNXLEIRE,

EEZERY

AILEES Delivery Controller Bz #iaiEE SEFMFER. BUAEN 6,

ERLREEOR, EERUMRERNSE/ONEY, ARREHE

5 FRIEaEMEE

tbEmES] StoreFront %4 Citrix Virtual Apps and Desktops b s At 2 B2 FF = E A 2R 2IRIRF
#if Delivery Controller. BN ihmREHRRE, FHAKETUETIMNAFER, ERLWETN FRINEE),
StoreFront «FBYMFATE Delivery Controller X H#EER, HELMMNNREME, AR LR LR
FHEZMEMIHEE T RETRAZE LT A,

ABRKEROR, &EF (HEUHERE) BRERNEED, AGREHHRE,

ERERTMH

RINERT, ERFHEIVABEFLATERRS. BREEFTHGE, StoreFront ZRE—EEFH, MARES
REENCB—ERT, AEEEXANEHEOERERR. BREERFHAIEREE, LHENTREEETE
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(SSL) &%, BERAEETH, BRENABSEEEXH. TRARBETOFR, ERERAEEFMOAN, ARREHRTE
UERERF M,

XA HEBIKEX

AIANERT, XA RBEXKENABERLTERARS, Xt¥, SRAPTAENEENAM AN, RASRATLTEERE
BRI APITRANNRER. ERAZAXMHEEXE, 5#EA PowerShell &% Set-STFStoreFarmConfigurations.
f5I4n:

SstoreService = Get-STFStoreService - VirtualPath '/Citrix/Store'

Set-STFStoreFarmConfiguration $storeService -EnableFileTypeAssociation
$false
<!--NeedCopy-->

WIRER (FRHPRIXET)
A LURHR I X BB RRNE R, BEHMXBFRBRUARENMEEEXETF. BANEBR “TiIiE (R
EREFLR)",

ERRGEEOH, BHELEER (REMIXRET), RELETNEN, TRAXRFEFANUD SHROXEF
SR, AERSEHEE.
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StoreFront Advanced Settings

Configure advanced settings with caution.

User Subscriptions

Communication timeout duration 30 T
Kerberos Delegation Connection timeout b
Optimal HDX Routing Enable enhanced enumeration i

Enable socket pooling

onertse Store Filter resources by excluded keywords

Advanced Settings Filter resources by included keywords

Filter resourc

Filter Resources By Excluded Keywords
Maximum co
Minirmum far
Override ICA Enter a semicolon-separated list of keywords for matching

resources to exclude from resource enumeration. If no keywerds
are specified, no exclusion filtering is applied. =

Reguire toke

Server comm|

FiII.J-er res;urcei Keywords: || |

Keywords for m rds
removes any pr pes

ﬁ Cancel | Apph

Z 5 i PowerShell EXig B, BE BT 5 ¥, -FilterByKeywordsExclude B cmdlet Set-
STFStoreEnumerationOptions,

UTXBFETREXRT, TRRATIIE:

« B
o SR

WIEARR (REENXRET)

AUREEXBFLIELRNER. EELEXBFEMRUMBEENFEHMRXRET. BNRER T (RHRE
ARRLR)”,

. ERLISBEEOHR, RETERR (REFENXEF) 7.
. BEANEITAERER (REENXREF) 50,

. ERAXBFEPBAUS S HRIXBFTIR

. BEHHE,

A W N =

Z F B PowerShell Ek & B, BER T 5 #H —-FilterByKeywordsInclude # cmdlet Set-
STFStoreEnumerationOptions.
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UTXBEFETREXRET, TEATIIE:

« B
o 3R]

TERE (Ra)

ERETRRNEPEESNRREE, RWARER TR (EMERRER)",
EBRRLEEOP, ERTERR (FREE), BHIRTNEN, RREEEREPOENTRELE, RARPHHE,

Z#H/H PowerShell BXi& &, BERHSE —FilterByTypesInclude B cmdlet Set-STFStoreEnumerationOptions
BEXRLE (NARF. SESXE) BIFES,

HAEMER LR

EER1XEI£EB Delivery Controller B9 & BRI LR, ILERERAT BREEKRESERNEM. BIAEEA “0
(TEPRA)” o

ERREEEOR, ERHAKER LR, A —IETF, AEREHE,

HAEMENZHE TR

EEMA H LM EPRFHR Delivery Controller Mg/ (&, ILETERA T /B AERMESAT £, BIAMER 3.

ERRREROFR, ERALKENTHETR, AT, ARREHE.

EBE ICAZF RSB

£ Web 3528 £k — ID BE.ica BEIXHHHNEFHEIFEE. WREA, Citrix Workspace RZABREF#1E
EEFIHET. BIAMERX,

EEREBEEOFR, EEEE ICABFHRAMEDR, RAEREHE.

BRI

WMRBALS, StoreFront s2FIAFHMIIENMXS AT HRNABENMXRE—H. MREF—X, AFPYMR
BIHITRMIEIIE. BANERENNERLEDR. NMRAFPBIEAT SHIIENMXARNE/EE, N RFERIL)
. FIAMENFT.

ARRREEOFR, ERERSE—HBEDR, AFREHE,
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AR EREE =R

EEZIRS Delivery Controller #TEEHRE, BIIREE, SREFZHFTR. RIAMES L

ERLgEEOY R, AERS[AEESHARE, BWA—IHF, ARREHRE,

3f|HARE P i% 2~ Desktop Viewer

BEAF MBREFPImARESENEE 27 Citrix Desktop Viewer ®OMI A, BIAMEAR.

AEERGEBTOS, EEWIEREFi%E T Desktop Viewer &1, SAEBHHE,

REERANBER

EEEHRNAREN, RERRAETE NARR fES, miF “fm° HEHR. FRIAMEAX.

ABRKEREOR, ERFKERNNBERFER, ARBHHE.

AN AEERERE HDX BH

April 17,2024

it & & £ Citrix Gateway 8 (H, UM HDX Engine B # 2 4 A StoreFront ¢ Citrix Virtual Apps and
Desktops ZfRMMNARFER ICAEELE, EEEAT, MRNREMXHBEERRNIENLE,

QR AAF AR StoreFront FRANREFRERENXIBEE X &E Citrix Gateway €&, MRBHRLELLIER
HIERMMXEEESR, StoreFront &B8zhAITILERIE.

BILUE RIS E)REERY Delivery Controller siXi3, Xigi2—4H Delivery Controller, @&#ARREMEMIEN
iEL. FIFEFHREE Citrix Virtual Apps and Desktops $EXH, & StoreFront BhiE X R MF RSB AS
# Citrix Virtual Apps and Desktops FEXHZRIRZ LT, ALK —MREMXMFRZ I, BB
BHNEA—ITXE, —MRIEEEAREMBUEN—MUEF O, TS IXEEDE—&IE Citrix Gateway,
BF5ZKEHRFEIREIL HDX &,

BXXERFAER, FSREKE,

ERGIRAITR

1 x UK M=% ->1 x UK StoreFront

o REXMNEBREFNRE
o (NATFREREEBNUTEENNBEFNKHE
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1xUS M ->1 x US StoreFront

o XEAMBNAREFNSE
o (NATEESEERENUTRENNBEFMNEHE

U FRENMXERMTEER StoreFront RUNERERENRR BINMNAEFMKRE) BIZEHE,

I FEEH StoreFront 7£H Delivery Controller FIRF R E X T FREMUFEEM Citrix Gateway UK
I FEREMEEMH Controller. UK AP @I HMIBMBERBHNMX. StoreFront MiFikaiziE&R. MEHE UKHE
BEAEH, ERIRERMIEEBEMAAE, i1 EED US HR.

ERBARENXBENERT, FE ICA B IZBahERNAUTRENMXLE, MAEERRFIENM
BXig, RINMERT, IZBMERE, IEZBERMNMXAE StoreFront #1&IRG. REMNXBHASESIISE, HR=
fhEE SRR AEFMKRER US e B R rMXET US Ei,

AR

- F&4 StoreFront AEE, REERNSMERRF—MRER X,

ERKENRAIZSR

1 x CAMZone -> 2 x UK StoreFront

o KEQIH: EAEFNRE
 XERBHEATRE. NAEFMNRE
o ENEMMPTR: NAEFMRE

1 x FTLZone -> 2 x US StoreFront

 XERBHEATRE. YARFNRE
o KESIN: NAREFNEE
o ENEMMPE R HAEFNKE

1 xBGLZone -> 2 x IN StoreFront

o ENEVMPTR: NAEFMNRE
o KEQIH: EAREFNRE
 XERBFEARE. NARFIRE

1. FFREMXEREH
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2. REEMXERH
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% Delivery Controller &2 Xigi+

EERBIIXIEFHE Delivery Controller LigEXIZE %,

1. 7£ Citrix StoreFront EREHENENEESTERNABET S, RAEEREEED2EEE Delivery

Controller,

2. #EE—1 Controller, #&4RiE, AERE4IE Delivery Controller RE EH9IgE,

3. AR, BEET

4. 7z Delivery Controller XiF&#RRE L2 EHM, REHRN—IMXIHEM,

Edit Delivery Controller

Display name: HenDesktopCAM-A

A HenDesktop (7.0 or higher)
HenApp (7.5 or higher)

Type:

HXenApp (6.5 or lower)
HenMabile (9.0 or lower)
VDl-in-a-Box

Servers
(load balanced):

xendesktopa.  .com

Add...

¥| Servers are load balanced

Transport type: [wrTe - | &
| P |
Port: &0

Advanced Settings
Configure delivery controller communication timeouts and other
advanced settings using the 'Settings’ dialog.

=]

Cancel

Configure Advanced Settings

Configure advanced settings with caution.

All failed bypass duration

Bypass duration

Maximum failed servers per request
Ticket time to live

Zones

Zones

through which a user can access the store.

0
60
0
100

CAMZone

The list of Zone names associated with the Delivery Controller. The names
should match those defined by any Zone enabled Netscaler Gateway

Cancel

le controllers,

Clear

OK | cancel |

fcE&zfE HDX BB H

1. 72 Citrix StoreFront EEEH SNANERFPERNABEET R, ARELERERPER—TNAEE. &

FERSD, RERENABERE.
2. EFE&E HDX BEET+,
3. EEMX,

a) EfEipinHEE Delivery Controller PR RBMERAMX, 15555 Delivery Controller, AF4
#E— &1 Delivery Controller
b) BEinEXEHA—4A Delivery Controller hpIFRRMERMRX, FREEERKFHBA—IHZIK

1o

c) BIAMERT, #&m Delivery Controller iXigd/g, XPRIMNIBLAFAERD, XEKE StoreFront 1
ERMX BT XEZEl StoreFront WEF Ean StoreFront, MREFEFLEFERAM XN EZERZS
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StoreFront MEFEIMXEZNAB A BIFEIR, BTEUEIEFXRIMNG,

4. MREHELEHRENEANXMBEREEIELERR, AERBEMXzZNE StoreFront WA, Higi%EF
Direct HDX iZiEi%E—1k Delivery Controller X,

Configure Store Settings - Store’

StoreFront Optimal HDX Routing
HDX connections can be routed through gateways based on delivery controllers or XenApp/
XenDesktop zones. Typically resources should be mapped to the gateway that resides in the same
User Subscriptions geographical location or datacentre.

Kerberos Delegation
= Optimal Gateway External only @ Delivery Controllers ~ Zones @)

Optimal HDX Routing

Direct HDX connection i

Citrix Online Integration CAMGateway v CAMZone
FTLGateway v FTLZone
Advertise Store —
BGLGateway v BGLZone

Advanced Settings

Add Gateway l [ Manage Delivery Controllers l [ Manage Zones

&/ PowerShell HBEERERE Citrix Gateway 2

s ERNABIEREREMXIER, EEA Register-STFStoreOptimalLaunchGateways
o EIBRN ARENREMRXIH, EMEA Unregister-STFStoreOptimalLaunchGateways
s BEEENARENSRERE, EER Get-STFStoreRegisteredOptimalLaunchGateways,

TiERE

April 17,2024

StoreFront 2B&)7E StoreFront BRSBAEFHRS[ZZ BEIEF 1T, MREESMRSHE BEUTRERHIZ
fE), NaUEERBARRE StoreFront BEFHNARENAFPITRNERAEEY ., XHFER PowerShell 3k
FERko

AR

StoreFront #1 PowerShell =% & R EERPYIT . FH PowerShell =514 &2 StoreFront BEBE 2 51, B4

2% StoreFront E1Bi5H|&, B#E, FT7F StoreFront zHl& 250, EXF PowerShell B9FrE 5241,

BIITHERS R, I, ¥AEERFNASE (BFANE) ZiEEAERNEMeZEER Delivery Controller,
Delivery Controller 2k T2 EE TR SHAFREERFNEABSEFEFFRNITHE, MRMNBEZRRD
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T, AN ABEERNRESANZMBUMITE, Delivery Controller EMABEABZMXHANE; Fi,
CVAD_US 5 Cvad_Us @,

1. FRAEBRMEREANRNKF E5) Windows PowerShell ISE,

2. BEEERY, A Publish-STFServerGroupConfiguration <, AILIEEFFARIEFMES S EIER, 1
AILEER ESIR, Fld, E7E 08:00 FiaEE, AEEMR 30 2¢ES—Kk:
Add-STFSubscriptionSynchronizationSchedule -RecurringStartTime

08:00:00 —-RecurringInterval 30
<!--NeedCopy-->

BATENEETREGTR, WERHE MRS H[AS AR M AREGTRER. 60, 5F 60 2HME MRS
SARINEUER I RSIRIN TR #HITACE, PRS5884H 172 01:00. 02:00 #0 03:00 FMARSS 284 2 iR ENEK
18, MU, ARS5234H 2 7£ 01:30. 02:30. 03:30 HFMARSS2S4A 1 FREEIE,

3. BT EaERPINABENIZE StoreFront ZE, BRAUTH$. 498 StoreFront IRS234AFRER
TR OERELGE, WEES UMEMTEEEDORBITIRLE, E2R U T EEMEEEIERCRE):

o TEXEHIEFC StoreFront ARSS28 LiE1T, UMEEHIEF MRS SR RIVETE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "UKloadbalancedStoreFront.example.
com"

<!--NeedCopy-->

o EHEEHIEHL StoreFront fRE 2 L1217, UMEELIED LIRS SSREEIE:

$StoreObject = Get-STFStoreService -SiteID 1 -VirtualPath "/
Citrix/Store"

Add-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUSStore" -StoreService $StoreObject -
RemoteStoreFrontAddress "USloadbalancedStoreFront.example.
com"

<!--NeedCopy—-->

Hh FriendlyName 73—~ B A FIRBIE 2 I E M E R, RemoteStoreFrontAddress 73z 2 & & 89
StoreFront RS 28k A FEMARS 284 FQDN, BEER MRS M ABEZRELNARFITR, EREY
HFERE N AR EEESE BH StoreFront SEF X RAFERE .

4, Bmi2EERHE1 StoreFront BRs32889 Microsoft Active Directory i3t EHltk P N2 L ARS8 8
Zs#th Windows B4R CitrixSubscriptionSyncUsers /1,

XAFYEIRSSERERS HRIEM CitrixSubscriptionSyncUsers #15HARIZARSS 28 hiREUT IS E
HEITINIE. BXERatBPANEAREE, F2F https://docs.microsoft.com/en-us/previous-
versions/windows/it-pro/windows-server-2008-R2-and-2008/cc772524(v=ws.11),
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| &8 lusrmgr - [Local Users and Groups (Lecal)\Groups] — O x
: File Action View Help
o | 2@ XEH

&- Local Users and Groups (Lecal) || pame Description * || Actions
| Users

= % Event Log Readers Members of this group can read event... Groups re .
|"| Groups %_ it
%-: Hyper-V |
IS IUSRY  General CitriSubs...
“-_kaEt""c"k More .. P
% Perform @,‘l Citrix SubscriptionsSynclUsers
égf Perform L
EE-: Power U
%-: Print Op Diescription: Memberships of the group denctes pemissions to
%_j RDS End synchronize subscriptions between remote StoreFront
S8RDS Mar]
22 RDS Ren]
ék-: Remote
EE-: Remote
ék Replicat
%-: Storage
é.k-: System N
%—: Users
& CitrinClu
B CitrieCW]
e Citrincw - :
Changes to a user's group membership

% i Add... Remove are not effective until the next time the |
ékf CitrixDel user logs an. !
B CitrieP N
& Citrixsto S Foply Help

.%—: CitrixSubscriptionServerUsers Members of this group can can access..,

CitrixSubscriptionsSyncUsers Properties ? * Mare .. }

Members:

%—: CitrixSubscriptionsStoreServiceUs...  Users authorized to access the Citrix 5.
Iﬁ CitrixSubscriptionsSynclsers I Memberships of the group denotes pe...

|
W !

5. BWMHARCE TS, B Citrix StoreFront BI2#zHI &5 LT PowerShell EiTiERE S i1 FRE B2 A
hEFRE Mt ARSE 85,

Publish-STFServerGroupConfiguration
<!--NeedCopy-->

BX1EZRSEE StoreFront BEREREERIIFAER, FSHRECERSH4H,
6. ZMRIMAITHARLS IR, FETUTHS, ARBEEELNEEIMEPHEM StoreFront ARS523.

Clear-STFSubscriptionSynchronizationSchedule
Publish-STFServerGroupConfiguration
<!--NeedCopy—-->

7. ERFRFEITABL IR, EETUTHS, ARBEEENEERMEPHEM StoreFront fRS523.

Remove-STFSubscriptionSynchronizationSource -FriendlyName "
SyncFromUKStore"

Publish-STFServerGroupConfiguration

<!--NeedCopy-->

8. EMFFIBEIIARITRRSIR, BETUTH<L, ARRKEEEREREEIEERHIEM StoreFront k3585,
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Clear-STFSubscriptionSynchronizationSource
Publish-STFServerGroupConfiguration
<!--NeedCopy-->

9. EFIHZFIANER StoreFront BBFEEITRBD T, FEITU T,

Get-STFSubscriptionSynchronizationSchedule
<!--NeedCopy—-->

10. ZFHZHFIAER StoreFront BBERERITHRD R, HIzTUATHSL,

Get-STFSubscriptionSynchronizationSource
<!--NeedCopy-->

RERIERE

April 17,2024

YA BN AIEREY, StoreFront 2&Em—1 Xt (#FA ica X)), HEE Citrix Workspace N BEF Bh#l
REZSIEFRENAEILE,

EARZHIERT, BIER Citrix Virtual Apps and Desktops 5885 Citrix DaaS HEEMSITILE. B2, EF
LERT, BERENABENXEREFEER. IRNABERSTRESMURNRR, FEEFEERMNIE
ENVAIZNABENRERR, XogiFEER.

BEEXNABENSIERE, BRITUTE#RE:

+ £/ Global App Config Service, X2 Citrix Cloud EF—TRSE. BEXFHAELE, ESAER Global
App Configuration Service & Citrix Workspace B2
+ 7£ StoreFront BRSa8 L, HRERMBINABER default.ica 2.

&7 LL7E StoreFront BR52389 \ inetpub\wwwroot\Citrix\[StoreName]\App_Data BR™H%
%l default.ica,

BXPRIRBENYIR, 551 ICAEESE, RERBLRNA. BEAILLESHMBIHSTE Studio PECERIR AR
FRITTE2LERNEDRANERFRENAREFND X,

T EEOWEXTRENEER

ERNAREFRENEEONKRA TR, 1B default.ica FRZNARFERN—MEEUTIEENIS !

o TWIMode -i8H “*” UERAEOKER,
o DesiredHRES - a3k FEHREE,
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o DesiredVRES - alitMEEHGE

f5I4n:

[Notepad]
TWIMode=0ff
DesiredHRES=1024
DesiredVRES=768
<!--NeedCopy-->

@ Motepad Cloud - Citrix Workspace

| Untitled - Notepad = O >
File Edit Format View Help

ICA XHEZ

April 17, 2024

StoreFront 2734 ICA X #ITHFERMIER, MEZIFILThEER Citrix Workspace Bz FRFERF IR ASBENEIGIE X
HREREFEFRR. 7E StoreFront FERAXHEBINEERE, RFKMHERRE StoreFront ARS8 NIEBFERYIE
PR BRI AEF R ICA XH#HITE R, AILUEA StoreFront RS 88 LinTHIRERA NI MABREE
AN ICA XH#HITER, T35 ICA XHEBRSENKREENZIFILINENEFIHERRHFEL, NREZLE
KM, EMH ICA XHFERTERFER, F£iEE Citrix Workspace R fR#2R, B Citrix Workspace MREFH
RERESTEIREZNXHE,

28T StoreFront HIEBAT ICA XHERRSS, ZHEBPLAEEMAELTAFHNERERN. NRIEFFESE
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WAZET R, Nty BRo AT RRRTRFER, NRESESY RNERRZT B, NWaIHEIZE NN
FR RS S DI,

S F ICA XHEZRS, Citrix BiUERMAHEBMENMHZARNLEIEBMRIMRSHRBDERL SSLE
RIEH. SMRTEMIEBMRIIREIGLEIES, NWaJLERIE SSLIEH (FIEIARSZSRIER) , HECIR—HHE
RIEBMANNEBHGED LB IRE.

BIAMERT, ICAXHEERSELABEPLTERARS. BBA ICAXHEEZRSIRE, BEERENABEILE
XHFHHIT Windows PowerShell #5%. BxEERT Windows # Citrix Workspace M AEFH/EA ICA XXfF
ERFEMER, BHSH ICA XHEE,

P =W

StoreFront #1 PowerShell =H| & REERBTFT . A PowerShell =414 &2 StoreFront EB&E 281, 1514
&% StoreFront BIBiTHIS ., ERE, T StoreFront i4I& 2 /i, iExiA PowerShell B9FrHE =21,

1. HBRERTF ICA XHFHITEZHSERE StoreFront BREE 28 8 Citrix TR ZBIEBEMERATR, MEHa]
BREERE#ERATR.
2. A Set-STFStoreService PowerShell cmdlet EAZH:
SstoreService = Get-STFStoreService
Set-STFStoreService $storeService -IcaFileSigning $true -

IcaFileSigningCertificateThumbprint [certificatethumbprint]
<!--NeedCopy-->

Hrh [certificatethumbprint] @3 MRA B EERMIERHIENHEE (FHEL).

MREBER SHA-L UM AR X, BEREBFERIM—NEE R sha256. sha384 g sha512 (95
IcaFileSigningHashAlgorithm,

Citrix Workspace W BiZFEE

February 22,2024

Global App Config Service

Global App Config Service @—TRTEE Citrix Workspace M REFREN RS, &/ Citrix Cloud tk/~
H, AIEBRGNARE URL HAS M ABEEXERE, BXELFMER, BESRNAYABELRELE,

AR EKAIRE

€7 Global App Config Service WERAR, EALLUEBTNAREEKFI1&EERE Citrix Workspace AR,
BFPEsit=RER Citrix Workspace M BREFH RN AREER, ©RiE StoreFront WM AREKFI&RE, XA
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REEIEECE M, HIINSEERTF Windows i Citrix Workspace AR R BN AN AEF AR BIRES
X, BXEMENFAES, 1558 Workspace RAEFXAE, BIENFEA StoreFront kP& E BE X AREFIRE
paW: A=V

ERIXLEILE, FRITUTRE:
1. 77 C: \inetpub\wwwroot\Citrix\Roaming ## web.config x4,

2. 't <Accounts> ZHow, KILEFBEXNRNABENTTE <account ... name="Store"...
>0

3. £ Account # 4% F, # % <annotatedServices>/<annotatedServiceRecord>/<

metadata>/<properties> &%,

4. '£<clear /> nt&ZE, ERBE <property name="[name]"value="[value]" /> &iHM
Bt fln:
<properties>
<clear/>
<property name="PutShortcutsOnDesktop" value="true"/>
<property name="DesktopDir" value="Citrix Applications"/>
</properties>
<!--NeedCopy-->
BE

EZRSBIER, B UEA—ERSB/RELRSS[AENEE, H1R Citrix StoreFront EI2iTH| & R 1ESR
EhEMEMRS S LIET. TG, BENEEMMNEREEIIRSH(AE, UFEERPEPWEMRS S,

Workspace iz Web i

BB AR EM Citrix Workspace FZREFFERMN Web i R2EE, iE88@EE Workspace N AREF Web 14
d

e

E1E Web 55

September 29, 2023

ERIUAS M NABERE— 21 Web ih=, AP RILUER Y285 Citrix Workspace [z FRTE i/ 18] X L i
&

™o

R StoreFront EEfEH| G AT LUATTUATESS:
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StoreFront 2203

7T HRER

Bl Web 4 82 Web s, SERFRERET Web SIE
Workspace [z R#2FF i85 A RIS,

fdE Web b &2 Web = HiEE,

fip: Web b2 fiips Citrix Receiver for Web ==,

Fo& Workspace M FA#2F Web = M Citrix Workspace M A#ZFREHEZEEERR Web
I

Bl Web 4=

April 17,2024

BN ARG, 2EhAHAE Web b=, ERIUAMENABERRINEM Web 55, XAFEHEAFRHEES
TEEENARR URL, B2, BT Citrix Workspace R BEFRE N N— N ARIEER—MFEN Web i,
bR EEEIT Web 342335121 Web bR, E2REE Workspace B 1EF Web 57,

BERR:

EZREB[BAEBFR, B—ANEHA—ERSBUBKRS /AN E, R Citrix StoreFront BIEIZHI& KT

HEPREAEMARS S LIETT. lE, B

BB BB R IBRIIRSSAE, UEFHIEPHEMIRSS.

1. EEEESAT, ERENHLE Web iSMNEEIE, ABE “BF TP EE5EIE Receiver for Web
U=,

2. BEAM, ARBET—F,
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Add Receiver for Web site

StoreFront Getting Started

Receiver for Web sites enable users to access stores through a webpage.

Getting Started This wizard takes you through the steps to add a Receiver for Web site, including the site URL and
Site URL authentication methods.

Authentication Methods

Summary

Store Browser End User

3. BNFIEN Web thoi8iE, MEREEREFAEAR URL MEIA Web b, REREHT—H,
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StoreFront 2203

Add Receiver for Web site

StoreFront RS
Allow users to connect to a store through a webpage.
+ Getting Started Base URL: https://storefrontlbeu.xacaad.com/
Site URL Web Site Path: | /Citrix/StoreWeb3

Authentication Methods

Summary || Set this Receiver for Web site as IIS default
When this is checked, the Receiver for Web site created with the store will be set as the default
lIS website. This setting will override any previous defaults configured for the [I5 sites.

4. DEHEUHERRRENS ML . BERERBEEENNABEEERA TR, ET—%,
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Add Receiver for Web site

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

+ Getting Started

i | Method
# Site URL | @ User name and password

Authentication Methods SAML Authentication

Summary | - el i
i ] Domain pass-through !
To provide good user experience, all Windows client devices need to be domain-
joined and have single sign-on enabled for Citrix Receiver/Workspace app.

Smart card

Pass-through from Citrix Gateway

(oo | I

5. I TILERY, SBER.
6. EFRHOIENIES, AEREREURIEZSEREEN Web b, BSREEE Web 55,
& PowerShell SDK 6/ Web it =

EE PowerShell SDK g Web 45z, i5EA Add-STFWebReceiverService cmdlet,

ficE Web it 5

April 17, 2024
EEE Web ih5, BEHRTUTERME:

1. EEMNEETPERNABET R, TRIFEEHLEERE Receiver for Web 55,
2. #EFE— Web ihSHREE
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance O Expanded

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.

Authentication Methods ® Collapsed

Website Shortcuts Only the immediate contents (sub-categories and apps) of the selected category or sub-
category are displayed.

Deploy Citrix Receiver/ _teg o Fron

Workspace app [ | Move uncategorized apps into an "Uncategorized” folder.

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

3. EAERIET R LBYIRE,

o KRIGE

o BEMIMNR

o SR AEFA

o BINIIESE

+ Web isirfEs =

» Z52 Citrix Receiver/Workspace N BEF
 RERE

o TEX#EH

s BRIHA@mLE

- BRIGE

4. TERIENENE, BEHE,
BERR

EZREBBES, BH—RVEA—ERSB[UFHIRSH[ANERE, #R Citrix StoreFront EEBITHI A RTE
ERERIME M EMRS S EBTT. TlE, B
B A BB LB RIRS R, WEEHMNEPEMIRS S,
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KHIgE

April 17, 2024

7£ Citrix Virtual Apps and Desktops /1, &8l L& AZF—XHPHRBES M AEF S EE—1 5. F/ \
e AEBRFIMSERERLEM, £ StoreFront &, BB I HRBERLEMINET AR

Application Settings %
IE11 Cloud

Identification Delivery

Delivery Specify how this application will be delivered to users.

Application icon:

Location l_\'
&
G @ Cooe )
roups Application category (optional):
Limit Visibility Browsers\Legacy

The Category in Citrix Workspace app where the application appears.
File Type Association

[} Add shortcut to user's desktop
Zone —

How do you want to control the use of this application?

(@ Allow unlimited use

EEMAFNLE, EEIIRIE Receiver for Web i, RBEEFEFNLEET+,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Category Settings

Use these settings to configure categories.

Category Settings Category view

Customize Appearance (O Expanded

Featured App Groups All sub-categories and apps under a selected top-level category display on one page.
Authentication Methods ® Collapsed

Website Shortcuts Only the immediate contents (sub-categones and apps) of the selected category or sub-

Deploy Citrix Receiver/ c_ategory are dopleyed

Workspace app || Move uncategorized apps into an "Uncategorized” folder.
Session Settings

Workspace Control

Client Interface Settings

Advanced Settings

‘3" E

ERFMES, StoreFront ERTNEHFIFIR. HAFARETNRESIEN, StoreFront BE—TTHE LERFAEF

KA PEIFRE BT

BN, MREE—NFEHN “Legacy” (HAR) BIXIEER, ERE—INELERFAENKES, 815 “BR" TrRE

25
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HOME
Apps
All (39) Favorites (2) Categories w  Collections w
X
= Browsers (3) DeepFolderStructure (1) Office 2016 (3) PowerShell (2) Uncategorized (30)
~
Browsers
i g
Chrome Cloud Firefox Cloud
L Legacy
o
)
L — 4

IE11 Cloud

EINENHESF, StoreFront RMERTAERIINGIR, UAIUERAERSLNNAER., YA BEEENEFI,
StoreFront (R ERFTIEEFIMEINRAE (F2£

FERAFMLAER). ARPATUEEENFEINUBRFRS,.

Apps

All(39) Favorites (2) Categories Collections w

["1 > Browsers

Legacy (1)
\? \?
¢ ()

Chrome Cloud Firefox Cloud
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RO KNIV AIERF

EFENMEYT, BUEETRERD LN AREFBHE “ROEK” XHERPIET, UENBIE S RAAEEEE5IH
NMARFMERE, XM TH5FERZAE StoreFront 240,

i -

HOME DESKTOPS

Apps

All (39) Favarites (2) Categories Collections w

Browsers (3} DeepFolderst..ure (1) Office 2016 (3) PowersShell (2)

Access 2016 On
Prem

Excel 2016 On Prem

Acrobat Reader DC
On Prem

@

FakeApp1-
WillNotLaunch

E

Ce

Calculator Cloud

Firefox On Prem

>
L
@ y

Ce

Calculator On Prem

Microsoft Teams On
Prem

>

L
@ y

A

Chrome On Prem

g

Notepad Cloud

A

Citrix HomePage
Content

N

Notepad On Prem

Command Prompt

S

Notepad++ Cloud

EIRENAED, EPRRDENNBREFBHE KX Xk, FREREXINNBEFMNSESESRH
RDEXHF,

i

HOME

All (39) Favorites (2) Categories Collections w

Browsers (3) DeepFolderst...ure (1) Office 2016 (3) PowerShell (2)

Uncategorized (30)
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1 PowerShell SDK Et & 318 &
ZE A PowerShell SDK BRI ZALFNME, HiEAHSH EnableAppsFolderView B cmdlet Set-
STFWebReceiverUserInterface,

Z /A PowerShell SDK B £ 5 E, FRA®H S CategoryViewCollapsed # cmdlet Set-
STFWebReceiverUserinterface,

BE XM

April 17, 2024

BRI MBI A IE Web 3k s2 5 A BV BIAR BT &,

IRAETRITAMIENE

BERENXING, BEEIRLE Receiver for Web i, REEREEXINIET £, EAUERUTRE:

+ Logon branding logo (ZR/INIARMIT) - ERRRLETHNHIT, @i Citrix Gateway BERRFRE
TIZER. K-, REEFERN.jpg. jpeg. .png. .png =.bmp B9, BIVEERA/NAD 350 %
% x 120 BEMER,

. WIS T, BRERTL ERNEIT, BN, AESEXER.jpg. jpeg. .png. .png H.bmp
B, BINEEEAN 340 BE x 80 GENER.

« HRE - THNESSMBINERE,
o XAFEREE - TEIRESAME 2 PRXAEMERE B
o EERHG - BTREETHNEET B NEE,
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Edit Receiver for Web site - /Citrix,/StoreWeb

Header branding (Post logon)
Authentication Methods

StoreFront Customize Receiver for Web Appearance
Use these settings to customize the Receiver for web pages.
Category Settings Logon branding
Loga: | Upload from local computer | Browse... l
(350 x 120 px) =
Featured App Groups ' P This logo appears on the Receiver logon page

| [ Browse...

Logo: | Upload from local computer
Website Shortcuts (340 x 80 px)
Deploy Citrix Receiver/ Preview (Post logon)
Workspace app Background color: —|Z|

cilriz | StoreFrant

Session Settings
Text and icon color: |Z|

Workspace Control Link color

Client Interface Settings Content branding (Post logon)

Advanced Settings hink colnn -|Z|

Text and icon color

Beset to default styles

B [ e | [ ooy

£/ PowerShell SDK 4IEHITHENE

/8 PowerShell SDK 8/ cmdlet Set-STFWebReceiverSiteStyle,

RINMEBENRINME

REENRMF DR B IRE N A o

1=/ PowerShell SDK 5N EE A EIAE

R PowerShell SDK i@ cmdlet Clear-STFWebReceiverSiteStyle,

£/ JavaScript 71 CSS BEX

AILUER StoreFront 2% Ul BEX APl #—S BENX Web 55,
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StoreFront 2203

KEEN FATE R4

April 17, 2024

BRI NRZ AP AIRESHERANHS ZEXN= RGN AR E. flm, ErIltlE— M MEERI IS ENAER
4, HAhaa%m ERNEARE. EaILIZE StoreFront BREHIAT, BIEANARESMRERE Studio
EHIEFE XX BTN AEFLERRE XIEEN AR,

BUERRIEN RIERFA

1. 72448 Receiver for Web it S RES, SEiE %N BIEFAHETF,

Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Manage Featured App Groups

Featured app groups are groups of applications that are related or fit in a specific category. These
app groups are available to the end users and display in Receiver/Workspace app.
Category Settings
Custamise A The priority order in the list below can be adjusted and the tiles will be displayed on the Receiver/
i s Workspace app in the same order as listed below. For the best end user experience, Citrix

Featured App Groups recommends that you create at least three featured app groups.

Authentication Methods

Name Definition Method Cantent .
Website Shortcuts =

Deploy Citrix Receiver/
Workspace app

Session Settings

Workspace Control

Client Interface Settings
Create...

Advanced Settings

[ Cancel ] [ Apply

2. BESIEIEXHBREIENBEFH.

3. EEMENAREFANBR. HA (k). SRNEENAREFANENS . ErLUERXRET. WAEFS
MR N FBEF K 5lo
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T

WA

Ho
*t
B
da

ISz AR
ISz Fa*

i
b}

=g

RIEXRFILRENEBER, Studio B ENBRERFMR
AR EEXRFHITENX, FI “Use to send and
receive emails KEYWORDS:collaboration” (BF%
XNz BB FaR 4 KEYWORDS:collaboration)

LER7E Studio Hri RS E R AR KR P IR B2

FRNRAEFEMEXFENAEFH, FIES “ClER
HENARERA WEERERENEFLENNARER
B RELEENAEFAT., StoreFront ¥
ENRREFAMPERBER. REFRRHIANE, BZ
KA2FA, Fla0, NRERA Excel, StoreFront &
AR #7 Microsoft Excel 2013 WE X G RBER,
BEREAN Exc FREEERE.

Mame:

Description:
(Optional)

Background style:

Create Featured App Group

Add applications to the featured app group

You can add applications to a featured app group using keywords, application names or application
category.

Definition method:

[Keyword = ] (i ]

Keywords should be defined in the application properties dialog of Studio
console or the XenApp Delivery Services Console, Use the same keyword
for each application to display in the same app group.

o .

4. 2 OK (%)
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il
BRI T mMEERN AIEFA:

« Collaboration (#fE) -@ZItER Studio #189 Collaboration (1hfE) 23N BIEFLIEM,
+ Engineering (I18) - B3 ANARFAGEHIEENARFBTNESLIEN,

@ Citrix Receiver x =+
< C G Search Google or type a URL (&)

itri oo
Citrix StoreFront oo
APPS

Collaboration Engineering

Apps to help you work with others Engineering tools

ERT RS

Favorites
i om
|
Calculator Outlook 2016

1=/ PowerShell SDK fll&5%R FAiZRFEA

ZEH PowerShell SDK #imThser BiEF4, B(ER cmdlet New-STFWebReceiverFeaturedAppGroup.

IRABARIEN FRTERFAA

f£4w48 Receiver for Web i REHR, EEEENBREFARINF, HEERENA, AEREHRE

£/ PowerShell SDK RiE+5iEMN FAEFA

ZfFA PowerShell SDK &2kIhaEr AIZF4A, 3B cmdlet Set-STFWebReceiverFeaturedAppGroup.
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StoreFront 2203

IBRAEIERN FIZRF 4

fE4iE Receiver for Web it REH, EEEENARFAERT R, EEBRIENA, REREHER--

=/ PowerShell SDK fips#&i%R FAERF4A

/R PowerShell SDK B, ERIBRINEEN BIEF4H, &R cmdlet Remove-STFWebReceiverFeaturedAppGroup,
ERIBRFIE SN BIEFA, 5EA cmdlet Clear-STFWebReceiverFeaturedAppGroups

B IRIET A

April 17,2024

ERBENAREAANSBRIESE, BSREESHRIE, EaUAREN Web b B EFR—LEGE, XLEER
1E3@iE Web 5342865 HTMLS AR Citrix Workspace [ Ri2FBNEM. aAs#iREEm Citrix Workspace R 2R
ERNABERNIZE, Ml Web i ERIRE,

= =N
= .

&
BUEERNARENSMRIEA AR, BBEZNARENRE Web thmfigE, EibWREHNBEAE

5

o

BERBHNRIEAE, EFEDYE Receiver for Web 45, REERSMHIIES EET,
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Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.
Category Settings

| Methad

Customize Appearance gj User name and password

Featured App Groups

Authentication Methods i [] Domain pass-through

i To provide good user experience, all Windows dlient devices need to be domain-
Website Shortarts i Joined and have single sign-on enabled for Citrix Receiver/Workspace app.
Deploy Citrix Receiver/ [| Smart card
Workspace app ]

Pass-through from Citrix Gateway

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

ERAFZENEEERERAERFHNRIE. BSRAFZMNEESHEIE. WEINEANASERAEZ
A,

%# SAML SHIIESEEE RS SAML S1HRERFIER. ESE SAML SH%IE, IETIREEELE AR
R FREER AR R A

BRI EEURAMBFIEEEIRE Active Directory &R, ESREERESHNIE, WEXECERNLA
BERREZ AT A

ERERERUBASERFNRIE, BESREEESHRIT.

%M Citrix Gateway HiELUE M Citrix Gateway BB &30, SNRAFESEB T FHRKIER Citrix
Gateway iE#%%| StoreFront, BEALLIET, ESREM Citrix Gateway Hii,

& PowerShell SDK #1{TEE

E{E/H PowerShell SDK ECE 8] BRI B HI8IE /5 5%, 35 A cmdlet Set-STFWebReceiverAuthenticationMethods,
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https://docs.citrix.com/zh-cn/storefront/2203-ltsr/configure-authentication-and-delegation/gateway-pass-through
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/sdk-overview
https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/2203/set-stfwebreceiverauthenticationmethods

StoreFront 2203

Web it RES

April 17, 2024

£/ Web ihiR#ES AT UM A F IR MRERE R E R B S Web i SR 18] R E AN A2 FRThRE. £k
i@id Citrix Receiver for Web i35 URL, SAEEXLEHEERNIERN Web timth, AR BEEN S
RaEEME Receiver for Web 1453, MRAFMEKER, AILUEZIESRER. Receiver for Web it S&BaIEDH
HiR. WFNARRE, NRARZAKRITHANARER, NHITITH.

EERBRREARZET, H%FER Citrix StoreFront BIRix4l &5 PowerShell %341 Web 5589 URL 03I
71 URL 51&AH,

BINERT, MRAFSRMRZEEN Web ik BahZRIRES L, StoreFront 2EEAF, BAFMATLILE
BEER, BFLERXLEESE, 5T UABE Bihe5EE Receiver for Web i > 2 ERE > SiFBHR
RE > BUHERR R RIES A RIEEETL

HFRLEREA, Internet Explorer AIERRTAFBIARTERBEIRESR BN ER. BETENEFE
Internet Explorer #% StoreFront BR552s FQDN ZRiNEI “ZH#h Intranet” &% “FAlfsih=” Xig, LUBSEHILLLER
SMP R

ERBETSARMEE Web it

1. 74548 Receiver for Web i REH, #%E Web ihm RS EH £,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Add Resource Shortcuts to Web pages

This will help you create shortcuts to published rescurces on your corporate websites. Your users
will be able to launch these resources from your corporate websites.

Category Settings

. Add the URLs for websites which will host rescurce shortcuts.

VS o https://portal.example.com

Customize Appearance

Featured App Groups
Authentication Methods

Website Shortcuts

Deploy Citrix Receiver/ Add... l [ Edit... l [ Bemave
Workspace app

i

Session Settings Get shortcuts from the Receiver for Web site and update your websites.
Workspace Control
Client Interface Settings

Advanced Settings

'O | cancel | | Apply

2. BHERINENTRIBTREREAH Web 3a589 URL, URL 471U http[s]://hostname[:port] FERIERE,
Hr hostname 2 Web b2 EMMELREEEZ, port EMNNEIAROAR T B ARS ENEEHE.
Web i = H4SETEMNBRE RS HER, B85 URL, E7E Web bS5 RDEFENNEE, AEEEHEHE.
S FARBHLEMARIEE Citrix Receiver for Web th s Frig i IRAVIRIES T Web B4R, AIEFIRPIERH
MMHEE, AFREMERUMIERZ Web #5589 URL,

3. #i Get shortcuts GRENREADR), AEEHIEHN Web i55FEH URL,
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i Citrix Receiver x &
& &) https:/y

My apps and desktops

H Calculator Cloud

Cloud Desktop

3 Excel 2016 Cloud
FakeDesktop1-WontLaunch
Win10Pooled Cloud 1

Win10Pooled OnPrem1

Others

a8 Access 2016 On Prem

1 PowerShell SDK 710l Web 5=

JCit.. 2 A

App Shortcuts

s/ Citrin/StoreWeb/#/launch/|

x/StoreWeb/#/launch/C

{Citrix/StoreWeb/2/launch/W

/Citrix/StoreWeb/2/launch/4

AILUfER Set-STFWebReceiverApplicationShortcuts PowerShell cmdlet #ina]{& URL.

Citrix Workspace N BiEF2E

April 17,2024

ZHAERT, YAFPEXRE Windows. macOS 5 Linux LA Web X% 2835 3 AR§ &R, StoreFront £8
BERHERTEEDSMRE Citrix Workspace R EER.

MR NFR T A3 ERE R Citrix Workspace AR, NRRTAFP THHAREZNARERF, BIATHMLER Citrix
Web =, BEATLTE StoreFront RSB EMMBIEER KRR, TiAEAHZE Citrix Workspace M2
FHBF AT LUEEE Web 3% 28ERIERTF HTMLS 89 Citrix Workspace R FB1ER.
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StoreFront

Category Settings
Customize Appearance
Featured App Groups

Authentication Methods

Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

Edit Receiver for Web site - /Citrix/’

StoreWeb

Deploy Citrix Receiver/Workspace app

For the best user experience, Receiver for Web sites detect Windows and Mac O3 X devices
and offer users the opportunity to download and install Citrix Receiver/Workspace app. If
users cannot install Citrix Receiver/Workspace app, enable Receiver for HTMLS.

Deployment option: ’Use Receiver for HTMLS if local Citrix Receiver/Warkspace app is u... ¥

[ Launch applications in the same tab as Receiver for Web

| Allow users to download HDX engine (plug in) @

Upgrade plug-in at logon @
Source for Receivers/Workspace app

Windows source: lCitrix webszite

| :
Mac source: llC|tr|x webszite

B [ cone | [ eny |

BENEREE, 1524 Receiver for Web 1653,

+o

EBE LI

* yu%lu\?ﬁt}aﬁﬁ)ﬁgﬂ—\

SAIEEIZEBE Citrix Receiver/Workspace [ FE12RF%EH

i3 Web %I 8528834 a1 25 IR0 A i@~ A P 1E At T 3+ = % Citrix Workspace AR,

EIERIRLER Receiver for HTMLS. iEZILETS, EAF HTMLS 89 Workspace R BEEEBIEH
SR S BRI R R

o MREFHLENARE Web iR mAPEAM THHRE Citrix Workspace M AER, BELERE Citrix

Workspace [z #2584 B3R LUEE 3 % 2381A 1M 2R, 15EF MR 41 Receiver RalA, NI Receiver
for HTML5. 53 Fsk%% Citrix Workspace AREFHMAF, SYHERURN, MIRTETHEHARE

Citrix Workspace K BiEF
o NRFLBILSIGLIEL AL ER Citrix Workspace RBREFIFRER, BEFAtRE, RAKIRTHAPT
HHARELESHT &M Citrix Workspace MR EF. AP L4 4HEE Web I SE28iARINAEE, E2YE
HERR, EaERREN Workspace MAEFEFITH.
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FER—MEBRP RN ABRER
HRITHESE T XS Receiver for HTMLS st 43t Receiver Ral/, NIfEF Receiver for HTMLS,

INERT, ENRSEFENNZRATH— MK SEET R, MREFBER—MEDRPITARER, BRERT
HTML5 B Workspace M2, E%EES Receiver for Web 18REIET £/ BN BIZF.

AYFAP THERT Windows 5% Mac 89 Citrix Workspace N Bi2F
MREEFR AR ER MR A Receiver RaTH, MM Receiver for HTML5 # S M T A% FAF T3 HDX

Engine (&), HEMATF HTML5 89 Workspace R Bi2RF ki A#t 2R Workspace R BI2FES, BAFALL
EETEHERT Windows 3 Mac 1 Citrix Workspace R AERF.

EZREFE Workspace R FEER
NREFRZREALRIES, FHATF HTMLS B9 Workspace B BREFHER P ERREA T ARAM=EMN Citrix

Workspace MBEFEFHIED, AP LOERBS S, BRIEERRENNES cookie, ENABRIBTHPF
%, ERAILINEE, EHIR StoreFront ARE325 E7FERT A Citrix Workspace M BIERF X 1.

THEIR
UBRAPBRETHIRAN, SRS HEEMRE Citrix Web S X2 HEEMRS R THX MG, TR LUERE
Citrix Web ==, StoreFront fRs38s FRZASH (4 elini2ARSS 88 LAOSC#F (@3 URL)

RERIFKE

April 17,2024

BERAIFSE, FEHEE Receiver for Web it SRR, EEAIFIFE R,
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Edit Receiver for Web site - /Citrix/StoreWeb

StoreFront Session Settings

Configure the settings to control the end user experience and specific timeout durations when the
inactive users are logged off.

Category Settings

Cmstemrine Agpest s Server Communication attempts: i )

Featured App Groups

Authentication Methods Communication timeout duration: @
Website Shortcuts [EIE] Minutes El — || Seconds
Deploy Citrix Receiver/ Session timeout: @

Workspace app -
T e @ JETR] e
B » .

Sign in timeout:
Workspace Control = o

5 Jels]
Client Interface Settings inutes

Advanced Settings

ﬁ Cancel App

ArsseBiE =R

£ Web RIS AEERS ZB=RBARRE, (IF StoreFront WEB, BELHEHULILE,

AETEENESE N )

AVFE Web RIZ5 M ARERS Z B #1THAMNMIE, {IF StoreFront A&k, BEHEREHRULIRE,

SIERIECHEERY
i&@id Web 315383418 StoreFront MAREER, E—REEITRENG, BRPSEEERTAES, BNKIEEE,
E U ERSIEEN LSS AP ERER. XA=#m Citrix Workspace R AERF.
;E, WALER PowerShell, 30, % Web ihsn “/Citrix/StoreWeb” BIEBRIETEIEE R 30 5%
Srfw = Get-STFWebReceiverService '/Citrix/StoreWeb'

Set-STFWebReceiverService $rfw -SessionStateTimeout 30
<!--NeedCopy-->
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MREERRTEEN UEH AT SHIIELEEFEIEE Maximum token lifetime (LhERKERFE), XERE
B MIELBEFREIN B &RKEFRE LUEEILE,

ESguEmNacg eI

FF&ZA L 2E1510) StoreFront ZAEER, BUIAERT, TiEBEREENER, BRHST/VNEREEH. XFaRMm
Citrix Workspace M B#2F. BEKILEBEIETE, HRITUTERE:

1. 7z StoreFront &, S#1% c:\inetpub\wwwroot\Citrix<StoreWeb>,

2. {IFXM web.confige

3. #FEFHEE: <authentication tokenLifeTime="08:00:00"method="Auto"/>
4. ¥ tokenLifeTime EXNAENE, BN 1 RAFEAMNE, EEAKKXd. him: s,

MRFIEEISBS AL INZ 20 /N L, ERBFRER S HIIERRSS R K L R E R El,

SHWIERS R K L ERE

B RIEARS M %@ Web 5285 Citrix Workspace AR FEZINBABENERN S, 3T Citrix
Workspace A2, XEW—REEMHNE REATETE, @B X5a841a StoreFront BY, IH#8E 5 H 8 —i
A, SANE#BRNEMSERR, XERTNARENME Web b5,

f£ 3 Citrix Gateway #ifE StoreFront Bt, Citrix Gateway & B F E1#E, # 3¢ StoreFront #47 SSO., #E
StoreFront £k#ZIHA, StoreFront ¥ %t CitrixAG Basic Fifl, Citrix Gateway 2 E F StoreFront FrER
&R, Eit, MREXFERA Citrix Gateway, TEEBAE H M IEBITATEl,

1. WF L7 StoreFront AR 28 E#Y Citrix Workspace RAREF, ESMEINABEEN S B IIERS HERER
c:\inetpub\wwwroot\Citrix\<Store>Auth (XTHEEEHEHRIFRE>—, BEFEURT
TIRERNNABERE) .

2. 7t web.config X, # 2l Authentication Token Producer f;53, ZAEEHSHKE id 5
Authentication Token Producer 9 id ILf2H add wR. EUTFRGIFR, BHEEHE 1d="7cacl85
-57c1-4629-a33c-88a89dd4295d"encipherId="2948f7ad-735e-4e03-8e01
-8d4f5d3ca75b" dfEM add w&k:

<service id="f7cacl85-57c1-4629-a33c-88a89dd4295d" displayName="
Authentication Token Producer'">
<relyingParties signingId="2948f7ad-735e-4e03-8e01-8
d4f5d3ca75b" defaultLifetime="01:00:00" maxLifetime="
01:00:00">
<clear />
<add id="f7cacl85-57c1-4629-a33c-88a89dd4295d" encipherId="
2948f7ad-735e-4e03-8e01-8d4f5d3ca75b" defaultLifetime="
01:00:00" maxLifetime="20:00:00" />
<!--NeedCopy-->
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3. ¥ maxLifetime EXAFMENE, BRikEH 20:00:00, BN 1 RREANE, HEAER dd.hh
imm:ss,

4. 17 iisreset S LUNAMMBMNER. E1Tlbam<SEM Citrix StoreFront Web SEs5BF, BREEME
LaEIR ICA &iF,

TR

May 30, 2024

YAFERSEBEE, TEKESIRTHRERMIITERNNBREFEBMEMNI1SEE, ARIUBSMEE—EERR—X
BiERF, MAGEBRERIMMSENENBIEMENAERF. fli, XAULERNEEES D TIFLZEBET
18] B & IR A RS El,

LAFERN, SEEMERIMINEESTHNARER. N, RRAFERIENNAREHR T —LNHEE
F. MNRZAFEEEAERNIFRAEZEES LS LERIFA—NARE, NEEETHNARFSEEmE
igE. HAFAMEMTENABEEIHEN, ZBFAEZNABEREHNMENBEFRE B ER, BFaX
Hl. INFRET Web ¥ 28ipRRAEE, WARERERNINKNSEER. BaNARRFNEH.

EiEAT HTMLS 9 Workspace N AEEFHE & T 1EXIEH]

StoreFront EEiT4I A iy TEXITEE B NIEET Web M8 88iA 18 A EERER, X2 U TERMRSNS
E

« HEMAF HTML 8 Workspace AEFERERKEXNAREFTIETHN, TEXIESIRTAH,

o 3 FM Windows & &4 Web i S AP, RYUTERTAERBIEREHIThEE: B A LU A
FRIEE ERBBEREERT Windows 89 Citrix Workspace R BiERF, s&ERIEATF HTMLS & Citrix
Workspace [ AiZFiAIEERo

o EENERICHANNEARR, &Y Internet Explorer ifia) Web 3 =B B P B FUE %5 S RINE “Zith
Intranet” 3 “FAlfEibm" XiF,

s MBRE—NKEAHREBEATEAFAERENEHEH—NEEHN Web it FMAFER, ZAPNNBREFE
REMEE, MALLITEREHEEENAIZE.,

s APNENAREFIFNERNNEEM NS RV BHNFERANNKEER. EATF HTMLS & Citrix
Workspace N R2FT:A M < A A AR SN 2 B e E R, th T b A s <A Citrix Workspace
R FAEFMNRES “Fia” RERHMBEHER,

o BHRER—DMHREEM-RPITHN, TIEXEHITHRERATA, Extitbi#TieE, E5 Citrix Workspace
[ FAEREE,

Z7riEd Web %1885 10 R A B ERMEB TIEXIZH)IRE, 1574778 Receiver for Web b S RE EEE TEXE
o
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StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Logoff
Featured App Groups og9
Logoff acticn | Disconnect - ] L ]
Authentication Methods
Website Shortcuts Workspace Control
Deploy Citrix Receiver/ +| Enable workspace control

Workspace a
P PP Automatic reconnection when users log on

Session Settil - .
ession Setlings #| Automatically reconnect to the sessions when users log on
Workspace Control Reconnect and Disconnect Button

Client Interface Settings Show reconnect button

Advanced Settings Show disconnect button

BRI TRRERE KRR E
o FEEEHIRME. SEHRFWT:

- PR HEMLROEEN, VARFNKERIER 855 E A IRREMFERR.
- &b ENEREEN, NAEFNKERIERERSS EAEAL,
- . HEMNERUEHEN, YARFNKERIERREEBT.

StoreFront Workspace Control

Configure default settings for workspace control. Workspace control allows users to manage their
client sessions,

Customize Appearance

Featured App Groups Logoff

Authentication Methods rogoff action [Discnnnect - J o
Website Shortcuts Workspace Control Terminate !!

Deploy Citrix Receiver/ +| Enable \.'.'GI'Lr\rJ o

ALl

o B A TEXKIERIEEE,

+ 3% Automatic reconnections when users logon (BFRERNEMEMERE) THRAFPERNEHE
mEERIRIE,
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& PowerShell SDK A& T {EX 15|

A LUER PowerShell cmdlet Set-STFWebReceiverUserlnterface B8 TEX 54,

1iEATF Windows 19 Workspace N Bi2FPEE T EX T

EEEATF Windows 89 Workspace FELE TEXEH, B8RS E TIEXEHIEMEE,

TEEMAT Mac 19 Workspace A2 B E TFX T4

EEIEAT Mac B Workspace #ERE T (EX Iz, BSREE TEXEHIZE,

EFMENRREFRPERTEXIES
£ StoreFront 2 Workspace M ARRFZRASIEEINEE, NECXENBEFNMAERSE, HiEHISRIEBIE
M-EHEUHIER AT RIEEINEE,

ERRFEIRE

May 30, 2024

EMYaE Receiver for Web it S REPEREFFIHZOKRE, BEREFIHEDIERTF,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 198


https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/2203/set-stfwebreceiveruserinterface
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#manage-workspace-control-reconnect
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-mac/configure.html#to-configure-workspace-control-settings
./configure-receiver-for-web-sites.html

StoreFront 2203

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Client Interface Settings

Configure these settings to control the end user experience and how they view the applications and
desktops on the Receiver for Web.

Category Settings

; Web sessions
Customize Appearance

¥ Auto launch desktop @
Featured App Groups

| Show desktop viewer
Authentication Methods Tk

| Enable Receiver/Workspace app configuration @
Website Shortcuts

Multi-click duration: @ 3 = |+ | zeconds
Deploy Citrix Receiver/

Workspace app

Session Settings Applications and Desktops view on Receiver for Web

Wi icd Contial Select View: [Show Both wviews W ]

o e e i Default view: [ﬁutc o l'ﬂ

Advanced Settings

[ Cancel ] [ Apply

Epl=pE

MRBATHREHBBFRRE—1RH, ZEEEEAFERNE.

ZEH PowerShell SDK BEXEoBsi R EIEE, HIAA® S AutoLaunchDesktop # cmdlet Set-
STFWebReceiverUserinterface.

1% BIRTEEIAIR Citrix Receiver for Web ih=EHER, HiEi@idasithziEn Citrix Workspace A2 AIRIN A
SR, tHIEERER,

£ Desktop Viewer

Desktop Viewer 8—4TA#2, m[iLEENIAE HDX BEW, FERLEEEREEET.

s s=diNIE]

5 LA P B B BT RIN 2 R B RIR— M AEF. XXM ATF HTMLS AR Citrix Workspace K2R, REZMA
Fas# Citrix Workspace R A#ERF.
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StoreFront 2203

E {5 A PowerShell SDK Ext Z &35 4atia, BAAFTEH MultiClickTimeout B cmdlet Set-
STFWebReceiverUserInterface,

g BNHERTF HTMLS 89 Citrix Workspace R Ri2FER. EREATAMERERN Citrix Workspace R A2
o

2R Receiver/Workspace N BiEFEE

NERiET, HTMLS AR Citrix Workspace M REF SRSB4, FRFEEB A AXBKNNBEERS ST
Citrix Workspace M ATEF. XEMEXHESRENSEAFENNARENEEAERE, EhaiEanASERE
#IFrE Citrix Gateway ZBEMEIRRAVIFAE Bo

E{F A PowerShell SDK Bt %M, EAA®S% ReceiverConfigurationEnabled & cmdlet
Set-STFWebReceiverUserinterface,

NAEFMNEERE

NRENREREMNARRE, Citrix Workspace MAREFERINER THS I ERKEAEMNBEFNE, Wik
REREETNER, ARERZERG, BELEEIENE,

MEEFEME THSIRF, EFEETNAEFERREH, XERNETHE,

MECAMBE THIFIRF, EFEARERNETRHNE,

I WA

Bzh ERETIE

iR ETRNAREFRE

KMH ETREERE

Z fF A PowerShell SDK % 24X L% I, &8 A # £ # ShowAppsView. ShowDesktopsView #

DefaultView# cmdlet Set—STFWebRecelverUserInterfaceo

fipx Web it =

September 29, 2023

1. £ Citrix StoreFront EBizHI AW AN BRPERNABET &, ERERNEHEE Citrix Receiver for Web
RN AEE, AREREERTHEGLEIE Receiver for Web 45,

2. EFE-AUER, ARREHER. MRBRER, BRRELTEBERZ Web ITEIHRNABEE.
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ficZ Workspace [ 2% Web ifi=

September 29, 2023

i/ StoreFront QBN AREIEN, SBEmMAIE— Web isSHBESNABIEXE, NAREEZ ™ Web 45
B, EERAPER Citrix Workspace Rz 125181 B AR & & B 2 Web 355,

1. 7 Citrix StoreFront EIEHI &AM EE PIERE N HRE T o

2. HTROLERPERE—INAEE, AEEREFESPEFREL KK, MRERLIE Citrix Receiver for
Web Web 4, MIEET—%HEE, HPEEEA R0 Receiver for Web 155" @S5,

3. EREHFE Citrix Workspace M BEFEF iH{E A AR LR AR ER ERi Web b,

4. BEHE.

FeERRSS 2540

April 17, 2024

ETHRIT TENESRERZ MRS StoreFront SZNIKE. BEEESRSZ[HE, —RBEA—GIRSHEEN
RS EBRAEMECE. IR Citrix StoreFront BIRIZH & REBBRHEAEMARS B LiB1T. LIEIEEFRMIER
BREREREIATREMIRS S, UHRRENBEANEERFT

WA E B ETE StoreFront REAUEM IS Web i BAE (FlanIRuEFMAS ID) #4EMEHY StoreFront AR
S5 asLARIARSS 25,

AR S5 8540 AR INAR S5 23

AILUBEHIT “HRINARSER” ESREURAULES, LUERESIEIH=ER StoreFront IRE[BIMAZIIMEBES, BXE
RS2 AIMEIIE StoreFront BEGIIFMEER, BERAMANIERS 254, BEEREMEL StoreFront SZERATY
BIEER, HEEMNATFIENRSISSHE,

MBRSS s H P RIFRARSS 25

AILGES ATIIBRARSS 831255 M Z BRS528 StoreFront BRERRIFRARSS 8. FRT IEEETITESHIARS B2, ATLURIBR
HRPNEAEMIRS 2. MZIRSF[HEPRIRRS B 2A1, M EMABTEIFFEPRIER

EEFAMEMFREY StoreFront fRSS88 21, BIGHEBENH RINRE, BESRFRSBEENH FARE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 201


http://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/join-existing-server-group.html
https://docs.citrix.com/en-us/storefront/2203-ltsr/plan.html
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/reset-server-to-factory-defaults.html

StoreFront 2203

Rt E LB EIRSS 254

ERERESTTRTENZRSS S StoreFront BEFFEHMRSBNEE, FESUARSB|NEERE—H F
MBMREEENERE, UEREREHIEPHNRSFMANUREEEAREBHTEMN. BITHESH, EEHMT
HABPTERS B2, BRERITH T BN,

BRI

EERIREPEFTAPHNEMARS S P ERER. MRERENMRSBNEE, BRAAMIEEED
HARRHEMARSS S, UWBREZEMBERNS —MIRSFERERN, XETFHZER.

EAPHIRS S EEENEREEUTRE:!

« Fig web.config X##INE, HHPEE StoreFront B2E.

+ C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients WAZA,
Bl C:\Program Files\Citrix\Receiver StoreFront\Receiver Clients
\Windows\CitrixWorkspaceAppWeb.exe 0 C:\Program Files\Citrix\
Receiver StoreFront\Receiver Clients\MAC\CitrixWorkspaceAppWeb.
dmg,

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\contrib HR%&.

o C:\inetpub\wwwroot\Citrix\StoreWeb\Custom\custom folder WHRZA, HlMNE
HIBYEBF customisation.js XX,

« Citrix Delivery Services IEBEHEHNAZS, BEAFHENNIEEBHETIE (CRL) kb, (Bx5 %7 CRL
WFAMER, BESRIEBAHIE (CRL) 0,

AR

ITHRSIES HtRSSBRY, SEREMNGEITX. EcEmAE, MABMEEENRES,

EraEEREZA URL

£7x URL BEEEF BN AREMEM StoreFront ARSSHI URL MIRB R, XNTFERSB[HUE, BeENHTE
URL,

EENER URL, BHITUTRIE:

1. 7 Citrix StoreFront BEFHIAMNEMNEIEFR, EEFRSH/AT .
2. HIRERET, BEERESR URL -

3. BA#H URL

4. 1RHE,
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Change Base URL

Maodify the base URL for services hosted on this deployment. For multiple server
deployments, specify the load-balanced URL for the server group.

Base URL: https:.-";"mystorefn:rnﬂ/

o |

5 Citrix Gateway 71 Citrix ADC £5%

May 30, 2024
¥ Citrix Gateway 5 StoreFront Z&& AR AR MEINBH AP RER2HRZiAR, HFIA Citrix ADC 12
o BT,

5 HAER

£ Citrix Gateway M Citrix Gateway RS HEBEHIFES AT

&2 Citrix Gateway
iR Citrix ADC #1722 F

73 Citrix ADC #0 StoreFront BRBZE kKR E S HIIE
(DFA)

fERTRAE T HHIIE

FREEIRA

BIZAEMIMNBERRED FQDN

StoreFront &
. MipRFN4EE Citrix Gateway EFiGE

7£ StoreFront BRS284A 2 518 Citrix ECEB S Hi T8

A& StoreFront #1 Citrix Gateway, UWERFE LT
— MY L EAMXHITEMRIE, ARES—MI LR
StoreFront #1T &3,

fg& Citrix Workspace Bz B2 o] LU SRR E S 1T
URL REATIMEAIEZIMNE.

BB TELMREMNESE (FQDN), ZFZ A UEEMR
BIMERIAIRIRARE, WaLi@d Citrix Gateway ix
[l VA L=
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£ A\ Citrix Gateway

April 17, 2024

Citrix Gateway EEEHI & PRENZRIFNIEEMS NS StoreFront FELENIZIZH AL BEHER, AXNBNAS
A Citrix Gateway E#ARSBHIFMES, LUFEERESE Citrix Gateway 1 StoreFront fEHAEBE SR,

2K

o BERZIMMRENIRSEZSHN ZIP X, FE NetScaler 11.1.51.21 EShrds,
AE:

Citrix ADC & &R 8ES A Citrix Virtual Apps and Desktops RS8R % E MRS 28,

« DNS %aEnsfRHT B StoreFront % FiaENSEX % Citrix ADC IREEMM ZIP X#+p GatewayConfig.json
X#hBIFRE STA (Secure Ticket Authority) AR5338 URL,

« Citrix ADC g &4E MK ZIP XX iy GatewayConfig.json X4 B & StoreFront fRES 88 LW A
Citrix Receiver for Web #5589 URL, Citrix ADC 11.1 RESMASTEERESHMN ZIP x> ai@id it
% StoreFront RS BHMEFRBEIE N AL Citrix Receiver for Web #4580 BB EFiX— 5,

« StoreFront %ZuaEH% DNS sra9[aliE URL Rt AMIX VPN EiMBRS5 28 P sthik, LUEGERSAMXHITH
BHEIERETSRIIo

fEAMERE URL MisQASBESMX URL MimOEE54#E, 22 StoreFront af LRI URL,
=®

MREEEIIRERERRRENIMBMAS DNS saZ%siE, EVE URL MimOE&mTEES Mm% URL MisOHE
TR, NREHMENT DMZ 3R <example.com> URL, i StoreFront I F&Ef Ik & ML H
H#fEMA <example. local> URL, MERILUER <examp le. Llocal> [El{# URL 8 DMZ WX
PRS2,

M Citrix Gateway SHftE

1. &= Citrix ADC,

2. ®E “RRE” EmE

3. £ “5Citrix =@R&ER” T, #i “XenApp #l XenDesktop”
4. T6 LA, BE “TEXH,
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Cifrix_ ADC VPX AZURE BYOL (100000) !ﬂﬁ&tf}mmd :::Ltl-‘on v e
Dashboard Configuration Reporting Documentation Downloads {}
Search Ment ¥, Download file
Favorites e
Universal Licenses. HDX Sessions. ]
AZURE >
System 5 2 y STA 4 Up, 0 Down
Storefront Up
AppExpert > 1 Ak
Traffic Management > \
dckoindrdciniolobdoiiobodvioloiobd. -1
15 Jul 13 Jul
Optimization >
Security P Current Universal Licenses Current HDX Sessions
Citrix Gateway >
o CPU Usage Memory Usage
Authentication >
Integrate with Citrix Products o 10
é Unified Gateway 75 75
32 XenMobile
In XenApp and XenDesktopI 25 25
[ Y
3 el dedoivdcdobdobsbobcbdoldbah. 0
Show Unlicensed Features 13 Jul 13 Jul @
Requesting Citrix Gateway Virtual Server... aa-

1. EERETHRENXNEE, TRE THREMXHNEE.,

FEREHE S A Citrix Gateway
AIUERAERNSAXESAN— 1T Z 4 Citrix Gateway EIMRSHREE. NREHXRBEARR Citrix ADC i&ENZ
MWK EIMARSEE, MBTAERSNFAXE

BERR:

Citrix 7z FapéRiEM Citrix Gateway SH WA E X,

1. 7£ Citrix StoreFront BEEHI & NANEEFERNABE, AEEREESHEEEE Citrix Gateway.

2. 7z “B Citrix Gateway” REH, BEMXHHRSNELE
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Manage Citrix Gateways
Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Mame Role Used by Sto... | URL

Close

3. %% Citrix Gateway E#RS 2R E X o

4. BETFME ZIP XEREIMXEMIRSZSRTIR. BEREESANMXENENRSBARESN. IREES

AEDEDRSEE, W SN BEBETA B, WREEEH, GURRLIEREEMXCIEZHMM X,

5. EEMENXNERER, MRFE, FHHEE—EHE URL, BREBZE Citrix Gateway 1&#& £ Citrix
Workspace 2R RAFEENSHRIESF, FLEERLREFZEDRE URL (BRRK).

o BEBIFCER URL E5EMEZRE M StoreFront fRS3281518,
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t Citrx Gateway Configuration

StareFront Select Logon Type

((((((
EHIEFNERER JSON 2417 LogonType FZ[OE URL
15 1 )
B =2 DomainAndRSA S
RehE RSA 2
Bhek - FER Bhek =
BeeR -1 SmartCardDomain =
Bhek - R SmartCardDomainAndRSA =
Bhek-Reh SmartCardRSA z
EBEEF - SMS BHIIE SmartCardSMS z
SMS S{3383E SMS z

NRFZEEIF URL, StoreFront IFETFE ZIP X+H#EIBIMX URL BaptEzR “EliF URL". AILUGILEXR
AISEIEHE Citrix Gateway VIP B9ERIBERH URL, 33F GSLB WX, EEANETWMXBEZEH—HDE
78 URL.

EERERIHNNEREIMNIE, FEEE URL
6. BHT—%,

7. StoreFront £/ DNS Bx& ZIP x5 A9FRE STA (Secure Ticket Authority) BRs38s URL, HISEE
NREREERTH STA ZRICERSR, WR—IHEZD STAURL BH, SAETSU4EL,
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Import Citrx Gateway Configuration

StoreFront

8. EH:T—F_ﬂ;o

9. EESANFAER. MREFEABHEREMX URLMEAHE (WX URL: iw0) BIMX, EEER THAERE
FE—TRXBHEES, Se/B—NHHX,

Import Citrx Gateway Configuration

StoreFront

StoreFront £/ “Mx URL: ix0" AERMELEZHASANNXEELEEAIEREERNMEM K, R
EIMXEERREN “Wx URL: O” 4E, StoreFront &REMAFHMR, LMXIGERER T A LAEH

WL E,
MXIGE Bl LA
Mm% URL: izO4H & =
GSLB URL =
NetScaler fSEIEBMIEX =
=38 URL Z
Receiver for Web iz URL Z
M3k /VIP =
STAURL #1 STAID =
FREEREE 2
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10. B2EHS N R StoreFront [REF[|ETFE MRS HRAE, WSEFR—FER, REEKSANNXIGEERBRIA
FRHEAARSS 280

11. BEHEM,
EEANS—IEMRSSHERE, BEE LENSE,
AE:

Rz A EREIAM X 2 Citrix Workspace AR RIRET HEZRNMX, BRIEEEREENERRRNMNX,
MREEANLABEEEMX, WM ZIP XHESANHE—IRXERA Citrix Workspace fERHERIARNX, S
NEEMXAZEAENNABEEIRERRIAN X,

/A PowerShell £\ £ Citrix Gateway
Read-STFNetScalerConfiguration

o 5 ZIP X+ EHIZIZF1E RAY StoreFront EESHIKHE.
« ¥ Citrix Gateway E#ARSBEEXH ZIP XHHABTIENATEF, HEA=IRNXNRSIEEEZEFHREHN
XEER Ko

$ImportedGateways = Read-STFNetScalerConfiguration -path "S$Senv:
USERPROFILE\desktop\GatewayConfig.zip"
<!--NeedCopy-->

/3 Read-STFNetScalerConfiguration cmdlet Z&R7E+ M NetScaler ZIP @ ANBIFEAN=IMREIT R,

$ImportedGateways.Document.Gateways[0]
$ImportedGateways.Document.Gateways[1]
$ImportedGateways.Document.Gateways[2]

GatewayMode : CVPN

Callbackurl 5

GslbAddressUrii : https://gslb.example.com/
AddressUri ¢ https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:443
GslbAddress : https://gslb.example.com:443
VipAddress : 10.0.0.1

Stas H

STA298854503, STA909374257 }

StalLoadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : Domain
GatewayEdition : Enterprise
ReceiverForWebSites R

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }
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GatewayMode : CVPN

Callbackurl -

GslbAddressuUri : https://gslb.example.com/
AddressUrii : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:444
GslbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas R

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType : DomainAndRSA
GatewayEdition : Enterprise
ReceiverForWebSites : {

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

GatewayMode : CVPN

Callbackurl ¢ https://emeagateway.example.com:445
Gs'lbAddressUri : https://gslb.example.com/
AddressUri : https://emeagateway.example.com/
Address ¢ https://emeagateway.example.com:445
GslbAddress ¢ https://gslb.example.com:443
VipAddress : 10.0.0.2

Stas R

STA298854503, STA909374257 }

StaloadBalance : True
CertificateThumbprints : {
F549AFAA29EBF61E8709F2316B3981AD503AF387 }

GatewayAuthType :SmartCard
GatewayEdition : Enterprise
ReceiverForWebSites : {

Citrix.StoreFront.Model.Roaming.NetScalerConfiguration.
ReceiverForWebSite }

<!--NeedCopy-->

*#g%E CallbackURL #J Import-STFNetScalerConfiguration

% ZIP XX EHIFI L5 RN StoreFront EXEAMEE. & Citrix Gateway B2E ZIP SANBHABIENAE, HE
B=1MXNERSEEEZEPHESHXERNX,
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$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:
USERPROFILE\desktop\GatewayConfig.zip"
<!--NeedCopy-->

&/ Import-STFNetScalerConfiguration cmdlet HiEEFRBEMNMX R E =M XS A StoreFront, fi#
B -Confirm:$False 2 Al Powershell GUI R RIEAFSANE X, NREBEEM—REN—ITFX,
TEMIBRIEE I,

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -Confirm:$False

<!--NeedCopy-->

EEEBACH CallbackURL & Import-STFNetScalerConfiguration

£/ Import-STFNetScalerConfiguration cmdlet i =1#M%xS A StoreFront, HE/H -callbackURL &
s PATAIENRE URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path "Senv:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0 -CallbackUrl "https://emeagatewaycb.example.com:443 -
Confirm:$False

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -CallbackUrl "https://emeagatewaycb.example.com:444 -
Confirm:SFalse

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -CallbackUrl "https://emeagatewaycb.example.com:445 -
Confirm:$False

<!--NeedCopy-->

Import-STFNetScalerConfiguration Z= S\ XHPEZENSHIIESZ, HIEEEB2H CallbackURL

& Import-STFNetScalerConfiguration cmdlet =1 #MxS A\ StoreFront, HE /A -callbackURL &
HAEEFMETAIEIE URL,

$ImportedGateways = Read-STFNetScalerConfiguration -path "$env:
USERPROFILE\desktop\GatewayConfig.zip"

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 0@ -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:443" -Confirm:S$False
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Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 1 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:444" -Confirm:SFalse

Import-STFNetScalerConfiguration -Configuration $ImportedGateways -
GatewayIndex 2 -LogonType "SmartCard" -CallbackUrl "https://
emeagatewaycb.example.com:445" -Confirm:S$False

<!--NeedCopy-->

fcE Citrix Gateway

April 17,2024

5/ Citrix Gateway =133 StoreFront Biz#2i4ia), Citrix Gateway fERE# 5 # 4 Citrix ADC 5§ Citrix Gateway
%% HinfT,
BXEBENMXIIEAEE, 587% NetScaler Gateway 5 StoreFront &5k

WITE StoreFront RECE IR, StoreFront 7 A iFi@id iz < # 17518,

BEEMX

BB ETE StoreFront REEERM X, i57E Citrix StoreFront BBiz#|ANANERDEE “NABE B2, RS
g HEHE Citrix Gateway, X2 ~EHE Citrix Gateway &[0,
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Manage Citrix Gateways

Add, edit or remove the Citrix Gateway appliances through which remote access is provided. Remote
access through a Citrix Gateway cannot be applied to unauthenticated stores.

Alternatively, Citrix Gateway appliances can be imported from file.

Citrix Gateways:

Display Name | Role | Used by Sta... | URL

Authenticati... Yes https://gateway.example.com/

|| Remove

PowerShell

EREMX R EEEMNTIR, EEMA Get-STFRoamingGateway.

70 Citrix Gateway
BERET:

EZREBBES, BH—RVEA—ERSB[UFLIRSH[ANERE, #R Citrix StoreFront EBITHI G RTE
EREPIMEMEMRS S BT, TRE, 1B
BB E R ERIRSESSE, UWEEHMNETWEMIRS S5,

1. /£%3E Citrix Gateway HO, #HFHM,
2. £ “BMILE” EmEL, MANLE, RERT—%,
« 73 Citrix Gateway HBEIEEETFAFIRBINERE T,

P& Citrix Workspace AREFHEIEIEENE RS, Alt, BEZSMPEIEXER, U
HEEIAFREREHEMRZIEB. FIm, sILUE Citrix Gateway HENEREMPEESHIBAUERES, U
EAFEBRNIRRRETHAREUEERNEE,
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o BAMXH URL,

StoreFront SPEHN T LRE ML Z (FQDN) M —, FBFRRTF Citrix Gateway B RS EH
FQDN, FRxz#E3¢ StoreFront # Citrix Gateway E#\IRSS 23FE BRI FQDN. MX¥ URL ANzl
X=Citrix-ViaHTTP #xks, StoreFront {#HIthinsk R E EEERHIMRK,

/A GUI Reg@me X URL, MR — 1WA LUEE % URL 3508, MBRT%Z URL 25, &5
EFERERNEERORNE—TMX, EEPEE, EaIURERTIARIMXNHEE URL, LhiEmTE
£/ GUI B ARATA, FEtHFER PowerShell #1728, MEE{TEM PowerShell s< 2 &i% i
EEIZH S, i, MREELERSENHTEHBEEEL MK, WEEFREZHM GSLB URL #17]
BFragMIEXEMEMXE URL KIFEER, FIMATFNLsHEHR. IZNXE, ERILUER
Set-STFRoamingGateway #mEfM URL, A -GSLBur L S¥FHmMiHE) URL, REZSHK
AT GSLBurl, BEIRAFEFERME_" URL B9E[IER. Fla:
Set-STFRoamingGateway —-Name "Europe Gateway'" -GSLBurl "

eugateway.example.com" -GatewayUrl "gslb.example.com"
<!--NeedCopy-->

=

AR

#Eamfld, GSLBurl 2#84XiE URL, M GatewayUrl 2884 GSLB URL, X5&8
REEMmM. EAZHERT, URL W EAER, MRIREEEE Web X% 28iAE 0 ArREE, U
AIURAEA—MA NI E#TESE, B2, @i Citrix Workspace N B2 i4ia StoreFront
B, ©=M StoreFront FigEY GatewayUrl, AERKERBTTIZHNE, RIFFEEENARE
#%%l GSLB URL,

MREFEFHNULR URL, WEERHEENRMHIMX,

o EERASIER:

REEER WiRA

B I8IER HDX BB fERM XIS StoreFront BRZIHIEA R AR VDA
BB IR PR

PR B HIEIE MRM XX B TFZEYE StoreFront, &EEFLED,

PR HDX B8 NSRRI XA TFIRMXT VDA 89 HDX iARIARR, 510, 7

%48 StoreFront ILFIVIL = £, 1EEFIIEI,
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Add Citrix Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through Citrix Gateway for users connecting
from public networks. Remote access through a Citrix Gateway cannot be applied to

. unauthenticated stores.
General Settings

Secure Ticket Authority : T
Display name: Europe gateway
Authentication Settings k § -

Summary Citrix Gateway URL: | https://eugateway.example.com

Usage or role: @ Authentication and HDX routing >

3. ##E Secure Ticketing Authority £ _EAIGE,

Secure Ticketing Authority RIEBZEZERELARIEER, XERIFZEE|MM T X418 Citrix Virtual Apps
and Desktops ZR#H1TH AR AIE At

« ERWANELD— Secure Ticket Authority AR%5 28 URL. W1REEAKZ Citrix Virtual Apps and
Desktops, METLLE Delivery Controller B STA. MIREEAE Citrix REEIARSS, WATLEEAN
Cloud Connector, #£#=m Citrix Cloud Ticketing Authority I2HiER, LFIRFHZEBASTE
Citrix Gateway FE BT RFTEL L,

o BEFHZD STA RSB[BHAHHLUE STA RS BZE D KER. MRKRDE, StoreFront FiARSS 23
FItH VIR iR A AR S 280

 YNR StoreFront Fi%7717) STA fRS388, ERTE—RIIEINERERZRSEE. RINERT, ItiEn 1
B, (BRI LABE X {E.

« SNRE R Citrix Virtual Apps and Desktops 7£ Citrix Workspace M B2F 21t B shEH EZ R
RMAEENSIELTIARS, BiEd “BRARIEURY S%E. MREET S STA, HEFEH
RRFARMABLAA, FEPMED STA (NRATH) BREESIEE,

R M STA (MIRATA) IEREIRE” E%ER, StoreFront M NFRER STA FESIEEE, X
¥, BIE— STA ERIELEFTEBARATH, BRRIFEASHN, MRETEARELE S5/ STA
#1Ti8(5, StoreFront BEIREIEASE4 STA,
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Add Citrix Gateway Appliance

StoreFront

¥ General Settings
Secure Ticket Authority
Authentication Settings

Summary

Secure Ticket Authority (STA)

STA is hosted on Citrix Virtual Apps and Desktops servers and issues session tickets in response to
connection requests. These session tickets form the basis of authentication and authorization for
access to Citrix Virtual Apps and Desktops resources.

Secure Ticket Authority URLs: @

Ladd. ][ edir. ][ Bemove ]

httpe://ddcl.example.com/scripts/chstadll

|
|
https://ddc? example.com/scripts/chta.dll ! --

- Load balance multiple STA servers
Bypass failed S5TA for: i 1 I hours !0 J;minutes l 0 I seconds
| Enable session reliability @

. Reguest tickets from two STAs, where available (i ]

Back |m | Cancel |

BERRER, BTF—%

4. EEMHEIBREETF HATIRE,

« %3#% NetScaler fias,

« MRBEZIMXAEEHEREN URL CBEREREA2BRS[BANTERN), FEEMATERE URL, N
HIRNIZFI X VIP, XA StoreFront fEAEIE URL #EIEREEW MK, MTHE SR
BRS388. BN, EAILUGHES,

o MEFAEBTRPEREIRE EA Citrix Workspace N AERF P BREMN S HIGIES .

ERrRAtAAE X Citrix Gateway & & EE S SRR INEIR A SR TRECS 4. XfE Citrix Workspace [z
FATEFF RENSTE BURBX RIQ & BT R IXAR N AU E IR

o MRZSKERAFBAE Microsoft Active Directory 151, &EFHE.,

MRAGERAFPRAMRECHERBOLEAE, BERR2LMH,
MRZABZRAF EARBAREENMR 2 THRGHLENRED, HEFENT2LM.
MRAFREXRAFABNBIRELREN MRS, HERE SMS SHIEIE,
MRZAERAFREEEFHBA PIN, HEFEEER

MRNERFHNRIERLE THES ORI E (HAPERFHINEEN AT UEREZSE) , EAEEERD
IRFIFRFEFREN R D IIIE T Ko
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o (AIi%) 7£ “ElE URL” ERRAMXHAZASE URL, X5 StoreFront B4 Citrix Gateway &
HIRIERRSS, WIRIEM Citrix Gateway EIMERZERB1ZiEE. XN TFEEEHRNLTED S KIS
2 (BInSEeeksk SAML), ERMEN, TUERLEEES, MREEZ Citrix Gateway BEHHEF
#9 URL, Mtk URL S FHRERIMXARS 28,

Add Citrix Gateway Appliance

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

 General Settings Version: [m-.o {Build 69.4) or later - ]

+ Secure Ticket Autharity

WServer |F address:

. 101018 |
Authentication Settings (optional)
Summary Logon type: @ [Domain . |
Callback URL: @ | https:f/callback.example.com | SCitrixAuthService/AuthService.asmx

(optional)

Back | | Cancel |

EHERRER, BT—F

5. BEOIBUNBESE,
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Add Citrix Gateway Appliance

StoreFront

v General Setlings
« General 5 s

« Secure Ticke

Summary

arity

+ Authentication Settings

o Gateway "Europe gateway" added successfully

Add beacen points

Beacons are required to determine user network availability. Manage beacons

Enable remote access to stores through this appliance

In the Stores node, select a store and click Enable Remote Access.

|

6. LATHER, BEHETM.

7. EERFRE®ET Gateway IHRENNAREE, BEETERFIHRNR,

PowerShell SDK

Z1FF PowerShell SDK #mm>%, &M cmdlet New-STFRoamingGateways

‘w18 Citrix Gateway

1. £&3E Citrix Gateway HO9H, BHEBEHHINX, ABRRE.

BXEHMGEAR, E5RFM Citrix Gateway

2. BRTFURFEREN,

PowerShell SDK

Z1FF PowerShell SDK &2¢mx%EE, &AM cmdlet Set-STFRoamingGateways
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StoreFront 2203

fiips Citrix Gateway

1. £&HE Citrix Gateway §OF, BHEEBRHIMX, RASZEMIR,
2. EHRIAEAOF, &2

PowerShell SDK

ZfEMA PowerShell SDK B %, 1EIEA Remove-STFRoamingGateway.

£/ Citrix ADC #17 A 2 T

April 17,2024

AXRHELBERMNOHTEHEEFBECESH IR ESL A StoreFront AR5528H9 StoreFront AR5 2RAM 551
S, ARMEHE XA Citrix ADC IREEE N1EARS 2RA M StoreFront ARS a3z iaxi 3k B Citrix Workspace
[z FRF2FEH Web S5 88HE NIEREITH B FHIEHAES.

AR TEHENRSFIERER

MBI BRE A SRS SR B EBMANMEMAIER Z 8, EE R TED,

o I 1: 7£ Citrix ADC & & th H TR IMAR 5588 A1 StoreFront AR5 284A T = E39ER “.example.com i&Fg
FHER, XEAIUELERE, BREFZIRIEFENEILURINEM StoreFront fRS5 2%,

o EI 2: 7E Citrix ADC & & A H FH EINARE 28 0 StoreFront [REB[AT R LIFEREEEREER MR
(SAN) B9IEB, JEBHEETEFE StoreFront RS2 2REHZ (FQDN) ByE M SAN A%, BIEIY
KA, ERAXERUE StoreFront BEFREEAHNRIEME,

77 StoreFront fRZ234H 1 HF#23¢17E DNS icR

HFrEAHEE FQDN €I DNS A#1 PTRiZR. BMELERME P imERILL FQDN AialfER Citrix ADC & & 8 F
2289 StoreFront ARS3 2848,

Tffl: storefront.example.com @i TFEEIMRSESIEMN IP (VIP),
fE StoreFront AR5 23

EHRBEHZBHITAHTEIATE StoreFront IRSZ 838 ACE 7 StoreFront fRSB AN —E5, ZAERSEIZ
BREPERE, UHREREEEER, BXxBRSB[BATHFNRSSIHNEZIFMEE, BSRMANIE RS54,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 219


https://developer-docs.citrix.com/en-us/storefront-powershell-sdk/current-release/remove-stfroaminggateway
https://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/join-existing-server-group.html

StoreFront 2203

M EaRSBEENER HTTPS, LUEX T8 5 StoreFront RS B[BZENBEHITNE, EHSHEER
HTTPS {R#F StoreFront Y% 2, EBHBABEAHTFEHH FQDN fER RS (CN) B FREREEHA AN
(SAN),

KRS BAEA URL IRE N H HTH2EH URL, 2E8e8E 4 URL, 57E Citrix StoreFront EEEH a0 AEME K
EREERSHRA, AEREEER URL, WAGHTEREMRSEM URL,

(AT3%) ¥% Citrix Service Monitor E2& 1 {ER HTTPS

StoreFront &% &11% Citrix Service Monitor Windows R$3., WARSEZ S EH MRS KM, B LS X
StoreFront IRSBHYEITIR . X5 Citrix ADC F1EME=HNBIEFMSM StoreFront IRSZ B BERIBITIEITIR
o

ZHAERT, Monitor 7250 8000 LA HTTP, alLUAREEEX AR 443 LER HTTPS,

1. #T7F % StoreFront ARz 88 £ PowerShell &£HIZIFIE (ISE), SAFIEITUTHSLUSERIA Monitor Bt
7 HTTPS 443:
$ServiceUrl = "https://localhost:443/StorefrontMonitor"
Set-STFServiceMonitor -ServiceUrl $ServiceUrl

Get-STFServiceMonitor
<!--NeedCopy-->

2. ZRE, BEXEEE StoreFront AR ESATRMIFTA HithARSS 25,
3. &7 Monitor EHRITIREMIR, 57 StoreFront AR5 283 RI LUEE ®I4&410] StoreFront ARSE 2SRV E A
HENLE, FLT URL RS2SR, X ESEREE1 StoreFront lRZFIRESH XML fHE,

https://<loadbalancingFQDN>/StoreFrontMonitor/GetSFServicesStatus

F2E Citrix ADC ta #7338
7£ Citrix ADC LEEERSRIEH

1. ER= Citrix ADC i&&EE GUI,

2. %% Traffic Management (GREEIE) > SSL > Certificates (GIE+) > Server Certificates (AR5523
JEH)

3. BERE,

4, EREMRSB[IEBNE L, BMNEB-BENEM, PIHEEXXHE, RAENKIERXH. NRIEBXEFREEFH
H, NIMETEREEFERXHE,
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< Install Certificate®

Certificate-Key Pair Name*

wildcard.example.com @)

Certificate and Key files are stored in the folder /nsconfig/ssl/ on appliance.

Certificate File Name*

Choose File v wildcard.example.com.cer Add @

Key File Name

Choose File ¥  wildcard.example.com.key Add @)

Certificate Format

@ PEM DER

Password

®

(] Certificate Bundle
Notify When Expires

Notification Period

30

" Y

B &4 StoreFront fRER =703 Citrix ADC 8 & 3 F#ise

1. M=l Traffic Management (iE2%1) >Load Balancing (fi#iF#) > Servers (fR52). BEHR
m, AmMEHTHETERSE StoreFront ARS8,

=5 =2 1827 StoreFront-eu-1 #1 StoreFront-eu-2 #9 StoreFront fR5588
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2. FRET IP NIRSSEE, HimAE StoreFront T RAARSS 23 P #idik,

Traffic Management > Load Balancing > Servers

"~
Servers @ =~ &
Add Select Action ~
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
StoreFront-su-1 @®ENABLED 172.16.0.101 0
StoreFront-eu-2 ®ENABLED 172.16.0102 0
Total 2 25PerPage | Page 1 | of1

EX— StoreFront “1i2F, ATKERSEFAFFIE StoreFront T SRS

1. &F3 Citrix ADC &3 GUI,

2. % Traffic Management GRE%IE) > Load Balancing (f1#;F#%) > Monitors (M411i2%) > Add
(#m), #Rhn&7A StoreFront WFEERF, HIESZAERINLE,

3. M Type (£ZY) Thixtsgd, i%# StoreFront,

4, NREEIE StoreFront MMIEFEE RER HTTPS, E5449%3% Secure (%) &, BN, HRFILER
FREFRIEFRE, ARFRMARKO 8000,

5. #%4% Check Backend Services (I0ZEFIRARSS) ®EW, LIS StoreFront BRS28 HiE1THIRRSS #
1TI540, @R StoreFront AR%328 Hiz1T789 Windows BRSZ M54 StoreFront BRSS, %ig{ELiREIL TR

SRS

« W3SVC (IIS)

« WAS (Windows #Z#ERS)
« CitrixCredentialWallet

« CitrixDefaultDomainService

BB SFrE StoreFront fR5525M9ARSSA

1. £#1% Traffic Management (i2&1E) > Load Balancing (f1#F#) > Service Groups (fR$34R).

(=1
~F
BA. E@id HTTPS #E#%%| StoreFront fRS328, 1E%EHE SSL thille BHMIREREANMINRE, KHAE.

2. EEMBRSAS, 7£ Service Group Members (BRS4ARR) T, & No Service Group Member (£
ARES4ERE ) o
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a) i Service Based (EFRE).
b) EREZHIE X HIFE RS 8.
C) BEAHTHES StoreFront RSS2z iEEMA SSL, IEMAIRO 443, TN, EHAEED 80,

Create Service Group Member

|P Based .@. Server Based

Select Server*

Storefront-eu-1, Storefront-eu-2 2 ‘ Add ‘ ‘ Edit ‘ @

Mote: The port number is mandatory only for DNS servers of query type A (domain name of the [P address)
Port

443 0]
Weight

1

Server Id
Hash Id

State

3. 740 Monitors (MiiER) ZHHHEFREZRIEIERM StoreFront MR,

Monitors X
Add Binding
0 MONITOR NAME WEIGHT STATE
O StoreFront 1 v

4, 7 Certificates GIE+) 4.

a) HPERFIHIEo
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b) HEAFHEZFSNNIRS SEHHTEZM CAIESR, UNFTEERT PKI SEREMEEEM CA,

ServiceGroup Client Certificates Binding p

Add Binding

CERTIFICATE

5. #hn Settings & &) 2643, 3%#% Insert Client IP Header (GEAE P i IP #7:3%) 4\ X-Forwarded-For
BITRLB IR XAYEE Citrix Virtual Apps and Desktops SEBEsRERZE A% IP ithit,

IEZRTRPRENAH TEEMIRSS

1. &% Citrix ADC & & &1 GUI,

2. % Traffic Management GiiE%IE) > Load Balancing (f1#F#%) > Virtual Servers (EiMRS
28) >Add (7)), eIE— M MEDRS 2.

3. WARM, &F SSLihFHmAGL. BE “BE™ SIZEMRSR.
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. Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port, and a protocol
type. If an application is accessible from the Internet, the virtual server IP (VIF)
address is a public IP address. If the application is accessible only from the local
area network (LAN) or wide area network (WAN), the VIP is usually a private
(ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby
increasing the availability of resources to process client requests.

MName*

StoreFrontLB (D

Protocol*

S5L e (D

IP Address Type®
IP Address v (D

IP Address®
(T A | S @D

Port*

443

b Maore

«

4. BEZAEIRMARSSEYE R BT EEMARS 25,
5. BEEZAHE RS AE—ARSS 28 CA IEH,

6. 7N Method (555%) ZpHikFnEHFEH%, StoreFront fAFTFEHE BIEDTAN round robin (3¢if)
5 least connection (&%),
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Method x

Method is a load balancing algorithm that the Citrix ADC uses to select a service to which to direct the client
reqguest. In addition to selecting a method, you can specify a delay in accepting requests on a new service.

Load Balancing Method*

LEASTCONNECTION v (D

Mew Service Startup Request Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Request unit®

PER_SECOND v

Increment Interval

7. 70 Persistance (iFAl4) %49,

a) BIFAMEAAILESN COOKIEINSERT,

b) #¥iBeIEE NS StoreFront RMKIEEEAER, FRIAER TR 20 H%h,

¢) 7% Cookie #5488, #5401, NSC_SFPersistence, X# e LUEE TR ZIZF S TR0,
d) BEHHALIEEHR NONE ().

AR

MRAAFEFIHTEE HTTP cookie, MIFE4IERFT2E&E HTTP cookie, FERER“Persistence”(3F
AM) o
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Persistence b 4

Configure persistence to route all connections from the same user to the same service, such as an application
that includes a shopping cart or that handles banking transactions. With some persistence types. you can
configure backup persistence, which takes effect if the primary persistence type fails.

Select Persistence Type*

() SOURCEIP {@ COOKIEINSERT OTHERS O

Time-out {mins)*
2
Cookie Name
NSC_SFPersistence
Backup Persistence
Backup Persistence”
NONE e
Backup Time-out {mins)
2

[Pvd4 Netmask
255 . 255

M
(&3]
(4]

2565

IPvE Mask Length
128

EdE StoreFront %[0l

HEAMU A TR, T StoreFront RS ZEMNAEERE, ERRSSEAERAZAHTESE, HET
RESBAES—akSH. XIFBREREERFENTINTN. BEA StoreFront IRE B BIRELEEREZXMIE
Mo RIAMBRT, WIRERAF, XBWECIRRSMUB TN EHR ARG IP ik 127.0.0.1, RBREZRY
(HTTP = HTTPS) FZ, IWEERTFRIRSF[MBEUREFIE SSL K ILAH FEHBRNEZ,

MR A ET#88£8 1k SSL 7@ HTTP 5 StoreFront i&E (R#E%E) , WA StoreFront IFELESERE N
OnUsingHttp, XEkE StoreFront T ig2eMM HTTPS B3tk HTTP,

1. §T#F Citrix StoreFront,
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2. WFENMNAEE, E%DEE Receiver for Web 55, - F&4 Web b=, E#IERE.
3. REBRIRE
4. BEAVEEEEEEXN OnUsingHttp.

Edit Receiver for Web site - /Citrix,/StoreWeb

StoreFront Advanced Settings

Configure advanced settings with caution.

Category Settings Enable Fiddler tracing

Customize Appearance Enable folder view
Featured App Groups Enable loopback communication an -
Enable protocol handler b

Authentication Method Enable strict transport security

Website Shortcuts ICA file cache expiry ag

lcon resolution |128 5

Deploy Citrix Receiver/
Workspace app Loopback port when using HTTP 80

Session Settings Prampt for untrusted shortcuts v

Prompt to install Citrix Receiver/Workspace app after logon

Wikopse Ounl Protocol handler skip double-hop check

Client Interface Settings Resource details Default )

L Ad ed Setti - Strict transport security policy duration 90.00:00:00

Enable loopback communication
Enables communication with StoreFront services using the loopback adaptor. Disable this when
using Fiddler debugging. Default: On

0K I Cancel I

WR B TE88&1E SSL #Fi@i HTTP 5 StoreFront i&1E (R#E%E) , WEEN StoreFront IFEHEEEE N
OnUsingHttp, XEkE StoreFront T2 MM HTTPS B3tk HTTP,

F2E Citrix ADC a3 F#733 LISEHIAR S5 38 4A 2 IE AT iRIE 5

MREH 2k S BRI L StoreFront RS 2FEAMR, A LUIRES TR ERRIGRBEXERSR[/AEZEE
HIITIA%kIE,. StoreFront iTHEHIMER TCP %O 808, HAltk, FEAMABRAE HTTP 50 80 3¢ HTTPS 443 A%
FRIEIMARS BRI R M. BEAIRSIRESAI AN, BEBERNE Citrix ADC i&& LIBE —MEMIRS S, UE
781 StoreFront ARS5284A /& F % TCP %O 808,

EERTITHRS RARSS A

1. ERE Citrix ADC i&& &2 GUI,
2. %% Traffic Management GRE%IE) > Load Balancing (f1#F#) > Service Groups (fR$34H) >
Add (7).
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3. WARSARM, FMEXRN TCP, ARRLHEHTTRE.

4. ERSERREOH, FNEZFE RS\ WOPEXBFE StoreFront RSBBF =, HRFHOEEN
808,

5. AMNEMRBERD

a) B#HER No Service Group to Monitor Binding (ErTaM4ERIIRSAH) BINIE,
b) gEHHRM. WAKMEFZIRFHFEREILGER TCP, REHAIE,
C) BREHE,

Monitors X
Add Binding
MONITOR NAME WEIGHT STATE
StoreFront-SubSync 1 W

FNRIVTHARD Q2 0 H T E RS 23

1. &R3 Citrix ADC i&& & GUI,

2. 4% Traffic Management (i2%12) > Load Balancing (f:1#F %) > Virtual Servers (EiMiRS
28) >Add (Fm), HM—P ARS8,

3. AR
4. BhivERH TCP,
5. #A IP sbtk,

6. HAiEO 808,
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Load Balancing Virtual Server

Basic Settings

MName*
StorefrontSubSynclb :}

Protocol®

TCP v (1)

IP Address Type*

808

©

» More

«

7. BEHE.

8. #i No Load Balancing Virtual Server ServiceGroup Binding (5 3 & IR S SRRSAHE),
EREZRISIENERSA, REEE Bind (41E).

9. #fn Method (753%) #4714 Load Balancing Method (fa#F#75%) i&E% ROUNDROBIN

10. BEHEFTEHUTHRENR.

ficE StoreFront LUE:d 1 i P 2HREGT IR EE

BERAEEITHARD .

EREEFIIE, FEESITHARD EPAIRSS SR EM A HT %2R |P it ILECRIARSS 23LA bt
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7 Citrix ADC 70 StoreFront it EZ k%% 5,303 (DFA)

February 22,2024

AT BN SMIE AT BET Citrix ADC i&&HREMETF StoreFront WRENBHBWIFRHETENMNEEN R E
R BHNSHKIE SDK RBH MR RS R, HMIE Citrix ADC &5 StoreFront Z BBt BZIRFEH D
IE (DFA). ZREXBESHEIEMYAFERMVEBRRA S —AHNSHRIIRSE, BIEZEWIE. fig, Citrix
Gateway BEH S KR RIEERE StoreFront, StoreFront B5% =481 RIERSS[HARS HITRE,

7z Citrix Gateway FEEEZIRZPSHIIETE CTX200383 H#HITNE.

TEREWN

« 2#{R Citrix ADC 8% 5 StoreFront ZE)HBER EIRIF, 1B HTTPS A& HTTP thiX,

o XTFHENE, FHARTHRTEESRZA, FMETRHEE IISHTTPS SR EMEEMRRIRSSHFIEHR.

o T{R7E StoreFront FECE HTTPS /&, Citrix ADC i&&% StoreFront IR 2IERH KR ITH ERRIEIEHM
A,

StoreFront Bf &R T EFIM

s BE=ZAENUIHEHREEMETRL, AEBREKSE—E,
s B MNRLEERBEZRRESNEIEAXIRE, ARKEREREIEMTR. BEH “BRZRRESHR
I

BRZIRTRRSHIIE

&9 StoreFront 38 BERTFIEE Citrix LA ZEFAIGEN GUI, FruliEEA PowerShell BHa2EZRRESH

I93E.

1. REZRRBFHEIE. RANERTEHRTE, BFEER PowerShell £/ a#1T%E,

PS C:\Users\administrator.PTD.000> cd 'C:\Program Files\Citrix\
Receiver StoreFront\Scripts'

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> & .\
ImportModules.psl

Adding snapins

Importing modules

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'

Loading 'C:\Program Files\Citrix\Receiver StoreFront\Admin\Citrix.
DeliveryServices.ConfigurationProvider.dll'
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PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Install-

DSDFAServer

Id : bfe94fbc-ae®a-4d56-8749-
c945559e897a

ClassType : eleb3668-9clc-4ad8-bbae-
c08b2682clbc

FrameworkController : Citrix.DeliveryServices.Framework
.FileBased.FrameworkController

ParentInstance : 8dd182c7-f970-466c-ad4c-27
a5980f716c

RootInstance : 5d0cdc75-1dee-4df7-8069-7375
d79634b3

TenantId : 860e9401-39c8-4f2¢c-928d-34251102
b840

Data ]

}
ReadOnlyData {

[Name, DelegatedFormsServer], [Cmdlet, Add-DSWebFeature], [Snapin
, Citrix.DeliverySer
vices.Web.Commands], [Tenant, 860
€9401-39¢c8-412c-928d-34251102
b840] 1}

ParameterData R
[FeatureClassId, eleb3668-9clc-4ad8-bbae-c08b2682clbc], [
ParentInstanceId, 8dd182c7-f
970-466c-ad4c-27a5980f716¢c], [
TenantId, 860e9401-39c8-4f2c
-928d-34251102b840] }

AdditionalInstanceDependencies : {
ble48ef0-b9e5-4697-af9b-0910062aa2a3 }

IsDeployed : True

FeatureClass : Citrix.DeliveryServices.Framework
.Feature.FeatureClass

<!--NeedCopy—-->

2. #hn Citrix AIs & Fif. BB StoreFront 5 Citrix ADC B ZBINEZMEZE (F), BHNEBNEF iR
ID #5557 Citrix ADC i&&HEEIHER,
PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Add-
DSCitrixPSKTrustedClient -clientId netscaler.fqdn.com -

passphrase secret
<!--NeedCopy-->

B.REBEERREGMNRIEMIEI, UBEMERERHIBEXRE, ERIWIEI, BE
C:\inetpub\wwwroot\Citrix\Authentication\web.config & # # ConversationFactory, L T

LA ERIBRA

<example connectorURL="http://Example.connector.url:8080/adapters-
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sf-aaconnector-webapp'">
<routeTable order="1000">
<routes>
<route name="StartExampleAuthentication" url="Example-
Bridge-Forms/Start">
<defaults>

<add param="controller" value="
ExplicitFormsAuthentication" />

<add param="action" value="AuthenticateStart" />

<add param="postbackAction" value="Authenticate" />

<add param="cancelAction" value="CancelAuthenticate"
/>

<add param="conversationFactory" value="
ExampleBridgeAuthentication" />

<add param="changePasswordAction" value="
StartChangePassword" />

<add param="changePasswordController" value="
ChangePassword" />

<add param="protocol" value="CustomForms" />

</defaults>
</route>
<!--NeedCopy—-->

4. 72 PowerShell &, §BZRKREZFHIIEXNEL . FELRFIF, i&EBHR ExampleBridgeAuthentication,

PS C:\Program Files\Citrix\Receiver StoreFront\Scripts> Set-
DSDFAProperty -ConversationFactory ExampleBridgeAuthentication
<!--NeedCopy-->

PowerShell W8#F X9 A/NE: -ConversationFactory 5 -conversationfactory 8.

N%; StoreFront

EN#; StoreFront Zai, ERHBAMEE=ASMRKIEHEY, ERAERFm StoreFront BIThEE,

ERARREETT S IIE

April 17, 2024

HUROFiE T — g, XERRAAFXEANEDE=AFAARTERALREETEFHBEDHNE LG RRNIHR
BR, AXNBIFEE—MEREE Citrix Gateway #H1TH B IIERIZEITMIXIFIE RN E L R RIHRINPR, &
K& J= AT LUE A R E A3t StoreFront #1 Receiver for Web i si# 1T 5 19583E, 3T @32 Receiver for Web =
BRAP, AXHPNER B Citrix Gateway #ITHM I FAZXHF. WFAHNKEHHE Citrix Receiver
g Citrix Workspace AR, LEHRIERAERE R,
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REMHIFR

It RBERR A production.com B4 ~1f1% 5 development.com B9 s,

production.comi

RBIFE production. com BB AU FFAR:

« Citrix Gateway B2&7T production.com LDAP S{33IE5ERE,
o EIWEITHEMIGEEA production\testuserl KA FIZRBH#1T,

development.comi

tRBIFE development .. com EENgEA RN TFR:

« StoreFront. Citrix Virtual App and Desktops #1 VDA 31 F development. com iz,
« 3¢ Citrix Receiver for Web i # 1789 5 9 58E# A development\testuserl A FIZZID# 1T,
o XA MAZBARFEEEERR.

AN BEERE Citrix Gateway

ERNNARIEEE Citrix Gateway, ERITUTIRE:

1. 7 Citrix StoreFront BEZHIAMANBEPERNAGEE, AGERETEPREERE Citrix Gateway,
2. 71 “&12 Citrix Gateway” RE®, BEHH.

3. 5ER “E#gE”. “Secure Ticket Authority” M “BHRIE T8,
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Add MetScaler Gateway Appliance

StoreFront General Settings

Complete these settings to configure access to stores through MetScaler Gateway for users
connecting from public networks. Remote access through a NetScaler Gateway cannot be applied

General Settings to unauthenticated stores,

Secure Ticket Authority . -
Display name: | PreductionGateway |

Authentication Settings

MNetScaler Gateway URL: | https://gateway.production.com |

Summary
Usage or role: @ [Authentication and HDX routing - ]
Add MetScaler Gateway Appliance
StoreFront Secure Ticket Authority (STA)

STA is hosted on XenDesktop, XenApp, and VDI-in-a-Box servers and issues session tickets in
response to connection requests. These session tickets form the basis of authentication and
V General Settings autharization for access to XenDesktop, XenApp, and VDI-in-a-Box resources.

Secure Ticket Authori
ity Secure Ticket Authority URLs: @

Authentication Settings

https://stal.development.com/scripts/ctxstadll =

5
e https://sta2.development.com/scripts/chesta.dll -

Add.. || Edit. || Remove |

[ | Load balance multiple STA servers

Bypass failed STA for: E hours E minutes E seconds

[+ Enable session reliability @

] Request tickets from two STAs, where available €
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Edit MetScaler Gateway appliance - ProductionGateway

StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

General Settings Version: (100 (Build 69.4) or Iater -]

Secure Ticket Authority VServer P addracs: | |
Authentication Settings (optional)
Logon type: @ [Domain - ]
Smart card fallback None hd

Callback URL: @

(optional) | https://callback. production.com | JCitrixAuthService/AuthService.asmx
optiona

o IS T

AR

BJRERERN DNS &R 2R, UEXHMAPEZEAD DNS RS20 LU 5 — 1 BRSS 28 89 FQDN,
Citrix ADC g & AEEBERE production. com DNS fRE2##i development .. com gy STA
fR5528 FQDN, StoreFront it e EAE development . com DNS fR$2:f#if production. com
1A9EE URL, tboh, EaLifER development. com FQDN, Ztiit#fi#sr s Citrix Gateway Ei)
ARSS 3REIEEIA IP (VIP)o

ERBM Citrix Gateway Hi#

1. 7£ Citrix StoreFront BIEEH GMWEMNEETERNEEE, AREREEETEEEEINIIES .
2. £ “BESMHRIEAEX RED, %EM Citrix Gateway Hi&.
3. BEHTE.
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Manage Authentication Methods - STORE

Select the methods which users will use to authenticate and access resources. i ]
Method Settings |
User name and password m
[[] SAML Authentication -
[ Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
[] HTTPBasic
[+# Pass-through from Citrix Gateway
Installlng ar_u:l unlns.talllng _the auth[antlcatlcur? metheds and the _
authentication service settings are included in the advanced options.

o |

FCE N AR IS LB A M X TIZIZ 18]

1. 7£ Citrix StoreFront BEEHI N ANERPERNABET R, AREEREETERE— M NASE, T8
FERD, RHEEETEHNRE,

2. EFBRIZEEH.

3. FHREEEECHEABESEM Citrix Gateway, NRKEAM Citrix Gateway, STA RIEEREIEA.
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Configure Remote Access Settings - Store

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance.

[#*| Enable Remote Access
Select the permitted level of access to internal rescurces

® Allow users to access only resources delivered through StoreFront (No VPN tunnel) 0

) Allow users to access all resources on the internal network (Full VPN tunnel) Iﬂ

Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

MetScaler Gateway appliances: ProductionGateway [ ]

Default appliamce: [ ProductionGateway ~ ]

o |

R

BRAHE—

1. 7£ Citrix StoreFront EEEHIQMANERPERNABET R, AREERERPER— M NAEE, T
FEES, BHiCENARERE,

2. I ‘RENABERE” NEL, ERERRE,

3. BUHERERSHE—HERE, BEXFAES, BEAERUABELRE,
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Configure Store Settings - STORE

StoreFront Advanced Settings

Configure advanced settings with caution,

User Subscriptions LONNEeCHon umeout o .
. Enable enhanced enumeration [+
Kerberos Delegation Enable socket pooling O
Optimal HDX Routing Filter resources by excluded keywords
Advertise Store Filter rescurces by included keywords
Filter resources by type
Maximum concurrent enumerations 0
Minimum farms for concurrent enumeration 3
Override ICA client name O
Require token consistency O
Server communication attempts 1
Show Desktop Viewer for legacy clients O
[

Treat desktops as apps

Require token consistency

When enabled, StoreFrent enforces consistency between the gateway used to authenticate and
the gateway used to access the store. When the values are inconsistent, users must
reauthenticate, Must be enabled for Smart Access. Default: On

ﬁ[ Cancel ] [ Apply

4, BEHEHE,
AR

ERLE—E RBRIANGTEFRS. MBRZAIIEE, BT Citrix ADC =54 (EPA) 89 SmartAccess
INEEB{ZIEIETT. B SmartAccess BiF4HEES, 1H21F CTX138110,

3¢ Receiver for Web w472 A M Citrix Gateway &HiE
BERR:
M Citrix Gateway HiERPE L Receiver for Web ZidfEMA production. com AR EMBIEREM
Citrix ADC 1&&i@id, ZFM Citrix Gateway HiE=S3 Receiver for Web {2 RAFPHAER. XEEIES
i Citrix Gateway ERMEIEARR.
1. 7 Citrix StoreFront EIR#=H &AM E & FIEZERAEET <o
2. ERBRERMIN RS,
3. TEREERSP, PHEE Receiver for Web 455,
4. 11 “EEBMHWIESE P, BUHEEM Citrix Gateway Hi&
5. BEHE,
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Edit Receiver for Web site - /Citri/STOREWeb

StoreFront Authentication Methods

Select the authentication methods which users will use to authenticate and access resources.
The authentication methods will be specific to the website.

Customize Appearance
| Method

Featured App Groups [#  User name and password

Authentication Methods

Website Shortcuts

Domain pass-through
To provide good user experience, all Windows client devices need to be domain-

ey (itric Beoehrer! joined and have single sign-on enabled for Citrix Receiver/Workspace app.

Workspace app —

| | Smart card

Session Settings =
9 L) -through from Citrix Gateway

Workspace Control
Client Interface Settings

Advanced Settings

ﬁ[ Cancel ] [ Apply

/A production.com BFRMEREERM*

ETiig, BER production. com BRMEREERMX,

Please log on

User name devuserl

Unified ¢ _

Unified Gateway Password

ERE, RABIRTAPEAN development. com &,

development\devuser1

CiTRIX

StoreFront
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7£ StoreFront FFiRINEIEE T HIFIR (RIE)

B AENEIRE, BB LA BIMANEIRBIFLOES Citrix Gateway #H1TEHIIE,

MRARBEXFNMINAFRER, BABIRENTEEEAR. AR BT Citrix Gateway BRI, EJgERE
B AFIREE, RFARRAPER Receiver for Web th =8, XLEAFRBERIERTIERNE Z MIE\BF
Bo

1. 7£ Citrix StoreFront EEizHI AN AENBEEPEELAREIE, RAEERIEFERTEEEEINRIES .
2. EERAPENBEENMN TRk,

3. BFEAHME development. com FMARIEE, AREPEERAEPETRTIRSIEE,

4. BEHE.

Configure Trusted Dormains

Allow users to log on from: Any domain

®) Trusted domains only

| Add. || Edit. || Remove

Default domain: [develupment.co-m * ]

Show domains list in logon page

o e

devuser1

CiTRIX

StO re F ro nt development.com

=

FEWNELENIIETRPERNKRSEENER, NRAAAFNTENEKFIRET ARNEN, BHREFS
SBAFERE,
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Citrix Gateway T£Z iz VPN (CVPN) &iE 2 (F5RER

o MREEM Citrix Gateway KIEREFEAT ‘BB RE Web AR, Citrix ADC i&#&® Receiver
for Web kMR ERIEREHZE, ENEERE Receiver for Web 55 EZFAM Citrix Gateway BHi@
BHIIEAE. TICIETRIEE N, Receiver for Web iR RiaNER.

« 7£ Citrix ADC i&%& 8 “Client Experience” (FPiw{&I) A “Published App” (BEX#HHINBIZRF) iE
TEHIE R R B RFERRRE A CHNBIITA.
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Unchecked Override Global check box indicates that the value is inherited from
Global NetScaler Gateway Parameters.

Network Configuration = Client Experience  Security =~ Published Applications

Accounting Policy

Override Global
[##| Display Home Page

Home Page

|https:ﬁsf.development.com;‘Citrifo'| 4]

URL for Web-Based Email
| | O

Split Tunnel®

| OFF v

Session Time-out (mins)
|60 | 4]

Client Idle Time-out (mins)

| | O
Clientless Access™®

| on v |
Clientless Access URL Encading™

| Clear v |
Clientless Access Persistent Cookie™

‘ ALLOW T ™
Plug-in Type*

| Windows/MAC OS X v | O
Windows Plugin Upgrade

| Always v O
Linux Plugin Upgrade

| Always | O
MAC Plugin Upgrade

| Always v | O

AlwaysON Profile Name

Credential Index®

| PRIMARY v ¥

KCD Account

| : 0e
single Sign-on with Windows*

‘ OFF | O

Client Cleanup Prompt*
on 1] O

[[]  Advanced Settings
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Unchecked Override Global check box indicates that the value is inherited from
Global MetScaler Gateway Parameters.

Metwork Configuration  Client Experience  Security  Published App

Override Global

[CA Proxy™
OFF v &

Web Interface Address

https://sf.development.com/Citrix/5 | ¥

Web Interface Address Type®
P4 r

Web Interface Portal Mode®
NORMAL |

single sign-on Domain

Citrix Receiver Home Page

Account Services Address

FEEIRR

May 30, 2024
BE:
http://ping.citrix.com ¥giRaA, RLENMIEEERBEIT.

BNRETRENE=7 Web iR REIMBER. B AERRALITHE Web 353,

£ “EEEN BED, BEENSNEREMIMNTBIEERRN URL, AtiZim Citrix Workspace RAREF =1
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BRAETRHIRIBME RBE AP S ERIAMMETE ABME. ARIFAISEINARERFN, UEEEEERBAIR
HERNIRS S, LUBRES SR AEREIFAE BiREIL Citrix Workspace MBERF. X URERERFISIRSEE
FNARFNASKBEFRZERIET. iEAT HTMLS5 & Citrix Workspace [z BE2FERER ST

Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addresses that can be resclved from the Internet are
required.

Internal beacon: () Use the service URL

Specify beacon address:

External beacons: | [adatifalliTs Ralagb¥alslyil

https:f/mygateway.example.com

Add.. || Edit. || Remove |

ﬁ Cancel

g0, WREHRABIERR, XRTAFBEEIAME, B2, WR Citrix Workspace RAREFTEKRAE
Einm, FEWEREMNMMNMEIARNER, XERAFRSE Internet E1, BAITFRUMKING, Fib, BFRHBHR
#id Citrix Gateway EEZIKEMNBRERF. AR FRNKESNARFN, REFRORS[IGKEEN, BNHRE
HATEBEITERE#HITIRER Citrix Gateway RENFMAES. XERERFEHNSAXNARFHITREER
12353

ZINERT, StoreFrontig&:

« EEEIENEL URL IREREHT.
« A http://ping.citrix.comMNMEMRMERMEYE— Citrix Gateway #ZE#) URL,

BEEETRR, BHRITUTRE:

1. 72 Citrix StoreFront EEEHSNANERPEZENABET R, AETE “BF ERH2EERER.
2. FEEERFASERRE URL

« E£/A StoreFront BE/ARSS 23 URL & F% URL, i5iEiFEAMRS URL,
« EEAEA URL, SEFEEGRIL, HRARSBMEFH— 1 &A% URL
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3. BERNBMNIIMNRERRE URL, BIEMERR, HER “IMNBER FIRFE URL, ARRLHRE. E7I&RTP
#EE— URL, ARREMFRUEIERZ it BIEERR.

BREVEERBNTMNRAMEBATNS T AIIBERR. =45 URL AR LBRENESE (http://
example.com), MIEESH K NetBIOS & (http://example). LUE Citrix Workspace RF
BFEBREAFPEEMT Internet HERIEZE, FIMETEERIMBR, FLHRERT, AP ETREE
BEER—ME, ERERRALKEHIN URL, mIFE=7 Web 55,

MREER T EAEIRR, BRERAFPFESENERESERE Citrix Workspace A#2F+. AFRAILUMERF
HTML5 &9 Citrix Workspace R B2 HIREREFH /G Citrix Workspace R BEF B . BN, AR AR
[ESHIEC 4, FRI R MAERF,

PowerShell SDK

BRIV FIASIR, EEMA Get-STFRoamingBeacon,
BARIMELR, 3EER Set-STFRoamingBeacon,

R EMEBENERINME, A Clear-STFRoamingBeacon,

BIZAEMINBEAET FQDN

February 22,2024

EE LIRS TLRENHZ (FQDN), ZHB AT UEENATNERIFIREARRE, BaLiEd Citrix Gateway
AR RN A I o

LR, EUBIFRGIA60:

« https://storefront.example.comERBFiARE StoreFront BSERARIE— URL, fEMLBHER
B, ERERITE StoreFront iR 2k BT Higs. TEMEINEY, EBTEIMX,

o https://storefrontcb.example.comfEREE URL, XERSBFEIME, IEEZEEHTH
TEBSHRIEEE,

Ars5es4EE 74 URL

&4 URL B8 — URL, BB EEHENER URL,

Citrix Workspace [ FHi25# StoreFront {45

A% Citrix Workspace AR RN RS R HARIEIL SRR E A P RIE R S MEIE R A AW,
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BIABERT, StoreFront EARSSRAEELE URL ERRERESR URL, HEILLECES, #8FE/ URL EAEMINBYE
M, ELARBERIFET. Eit, BIFGABEFKEN—NMERNEBEREERIBHITIHR URL,

BERALEET.

5Mi8 DNS

+ storefront.example.com &t Citrix Gateway FEIMARSS 2 ERIMBHY IP,

A& DNS

« storefront.example.com 2474 StoreFront s & P38 & 4 StoreFront IRES28 IP,
« storefrontch.example.com fEHfr AR X EMARSS2S VIP, W8 DMZ S vAtME Z 72 ER ASE, N
VX B

SHINEN StoreFront B2&

April 17,2024

} =r

AR

DEES N5 B17% StoreFront £Ex£4BREIA StoreFront kxZ<py StoreFront B2&E., H3JILLRE], S PMEFRE
FEBH A AR BB mRhR Ao

LIS H StoreFront SENTREE. XEERNRSEHEMNRSB[ARE, NRINEBBELEFETIARSS
£, SEECERRIER, ARERANENELETESHNEE. NMRETRS[ELMHL FNRE, BEAFEES
RRNSNRECIZHEE, MRKNE, SHNRESMERARD zip FHENEXEE, NRECIEMNEENEE
DX, SEHNEESMHEL. ctxzip WEXEE.

ALUERRESHNS NS R

o NEMATIIEREMZEEREH StoreFront #E. WEREMBNEAENHEECEFHEMRERAE
9. EBIAERIMEED, FH backup.zip XHHIXXHEZE A IEEK.

+ Ft4& StoreFront ZE#IT& G LUHITRIEME

o FEEIAHNI StoreFront & UG NEF

o BB A FEEREIINRIFRROIZ R P ESINR,

o ERIERGTHBHAIEBED StoreFront, FIMKIEEIRERSAM Window Server 2019 # 4 %] Windows
2022, FLFFRUBIERFAFA R,

o EHHIBEE (BIg1, EEZMUBHOMABEI) PHZEIIMIRSIE,
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SHAME N StoreFront EL &R AEEEIN

o HEIRERAT AR Citrix ERHBEHWIE SDK T6, FINIBAFERIRIEHE=FSFHNRIEBEX? WRE,
WAAESNESTINDIIES ZNEEZH], EFAESARSHELZEXER, NMREESNRSHELRR
EFFREHNSMHINIE SDK &, EESNREREK. MREREESNZRSSIAD, BEHNMERR LLE

BHEIEE,

o JUINZRMERESD. SHAMSN PowerShell cmdlet ZiFxmamA Ml

o TILELGMRBRAIMENES (.ctxzip), B2 StoreFront TXEFHMEBMBENEM XM (.zip). WREE
FRZIMENED, BEERESFMEZEIBMN PowerShell EIERREFHHITSH.

o IS HFTERE StoreFront 9 Web ik (S HiARZ528) B9 SitelD #4705 |IS hEZEFE A E&EH StoreFront

ECBMET Web i (SARSE) 1 SitelD AT,

PowerShell cmdlet

Export-STFConfiguration

-TargetFolder (¥ &)

-Credential (PSCredential 3%&)

-NoEncryption (FF%)

-ZipFileName (&%)

-Force (fr/Rf&)

BRI

HiEA

BHEFENSHERR, =F7
Senv:userprofile\desktop\”

S HEHEE FIEXNR USRI, ctxzip &1H7F1.
PowerShell £IEM RN EE A FMEMNFEENESD, &
/nEed A -Credential 71 -NoEncryption %%, &
f5l: $CredObject

IBE M EREREARMERN.zip . BIRNER
-NoEncryption #1 -Credential 2%,

StoreFront EBEE&MNFENEN. BENHRMXGT EE,
fls0.zip .ctxzip. RHARIESLEREIEENE
-Credential 2472 -NoEncryption S#RHhF
M BB, wfl:” backup”

LS HBENEESEESHUBREFENREEMN MG
[B& &R,

StoreFront 3.5 dfy SitelD B 7Ehk4s 3.6 FEFA. EHRITEANN, FBEEIEE SitelD, FNBREEE
B&EhEHTasn SitelD, EHR SitelD 5EESNRS B LM IS hEEERIIE StoreFront Web 155548

g, AZ#F SitelD 1 = SitelD 2 WEEES A\,
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Import-STFConfiguration

-ConfigurationZip (% 5)

-Credential (PSCredential %)

-HostBaseURL (#5&)

Unprotect-STFConfigurationBackup

-TargetFolder (% 5)
-Credential (PSCredential 3#%&)

-EncryptedConfigurationZip (¥ )

-OutputFolder (7 =)
-Force (#r’/R{&)

FESHMSNTA

3% StoreFront cmdlet S A2 %4A189 PowerShell £iF

WA

ESANNEGEFENTERRF. EETNZEAXH4T R
Fo RINBHNEMFEER.zIp, MEBEMEHFEE
F.ctxzip, Tffl: Senv:iuserprofile)\
desktop\backup.ctxzip
EEESARBRELIMENEHRERANIENR, T
fl: $CredObject

MREEHSEH, WEERTEENENELR URL, mF
FERASHRSEPHENELR URL, =6l https://
<importingserver>.example.com

iR

BREFENSHERER. T4l
Senv:userprofile\desktop
FERLSHEIRME SR FENARNEZRER, EEES
fRZ =R PowerShell EiExd&. Tfl:
$CredObject

ERTNMEERFENTEREIE, SIEEXHT B
&.ctxzip, Tfl: Senv:iuserprofile\\
desktop\\backup.ctxzip
BIBRMBEMER (.ctxzip) WBGHMZEIZA (.zip) B9
7. RUNMBEMNEINERE, UWEESFEH, E7E
EECHIMZBRIANHIX 4 EMXHET BE. Tl
Senv:userprofile\desktop

BB ENEESEESHUBETEFENNEENXME
B & M&EHFES.

£ StoreFront AR5328 L#TFF PowerShell £HIZAIF1E (ISE) HiETUTa<:
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$Senv:PSModulePath = [Environment]::GetEnvironmentVariable('PSModulePath
', "Machine')

$SDKModules = 'C:\Program Files\Citrix\Receiver StoreFront)\
PowerShellSDK\Modules\Citrix.StoreFront'

Import-Module "$SDKModules\Citrix.StoreFront.psdl" -verbose

Import-Module "$SDKModules.Authentication\Citrix.StoreFront.
Authentication.psdl" -verbose

Import-Module "$SDKModules.Roaming\Citrix.StoreFront.Roaming.psdl" -
verbose

Import-Module "$SDKModules.Stores\Citrix.StoreFront.Stores.psdl" -
verbose

Import-Module "$SDKModules.WebReceiver\Citrix.StoreFront.WebReceiver.
psdl" -verbose

<!--NeedCopy-->

BiRSHEIR

BUE2ARS2E A LIMBERENRNTBENHRETRIERNSE SHEEMONRSHNEE.

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption
<!--NeedCopy-->

¥ backup.zip XHEHFRLMMUE. FAIUEALENHITRENE, BRSB[BERIUAFHRES,

Import-STFConfiguration -configurationZip "Senv:userprofile\desktop\
backup.zip" -HostBaseURL "https://storefront.example.com"
<!--NeedCopy-->

EHRS R A LNNEREHSHZERTIRS S B UEBMARSHNRE SHESHNRSSHENEE,

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -NoEncryption
<!--NeedCopy-->

¥ backup.zip X EHZIBRSS 2 B HWKME,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.zip" -HostBaseURL "https://serverB.example.com"
<!--NeedCopy-->

StoreFront EZHEZ IS FVEEX Web ihm b, BREFFRIS—1MEEX Web itmZE L RSB|BARE
HEFEHENX Web 5B E# StoreFront, R IS AMEAZIA Web 5=, 7£ 1IS REIEMNSE = Web i
=B 1S SitelD %3 2, StoreFront Web ihm 9B A T UM TS —NMERFA RS E (Bla0 d:\) RBAW ¢\ &
%iaRzhgs £, BREAAT 18 1IS SitelD.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 250



StoreFront 2203

27 IS FEE & A StoreFront 893 Web 5=, %= EF SitelD =2, StoreFront BEZFEAE I TIRENES
d:\inetpub\wwwrooot LH¥IEKRZEEZ IS hIBEENX Web 55 1,

Add Website | X Browse For Folder -

Site name: Select a directory for the application.

|Storefror1t | |Storefror1t | Select...

Content Directory

| Documents ~

Physical path: 4. Downloads

3
I

| | EI I W Music
I

Pass-through authentication =| Pictures

I B Videos

I a2 Local Disk (C:)

4y New Volume (Dr)

Binding 4 Inetpub

Type: IP address: Port: | wwwroot

[nttps v [Ail Unassigned v|[43 | b 3 CD Drive (E)

Host name: he
| | Make Mew Folder | | OK || Cancel

[] Require Server Name Indication

S5L certificate:
| Mot selected v | Select...

Start Website immediately

'::l Application Pools Mame D Status Binding Path

all6] Sites € Default Web Site 1 Started (http) *80 (http) FeSystemDrivea\inetpub\wwwroot
|‘> @ Default Web Site @ Storefront Started (http) *443 (https) Dihnetpubwwwroot
@ Storefront

1. SHRSEE A EBERERIZ,
2. 17iRE%8 B £, 7 IS HEEE—1 &5 StoreFront 1957 Web 4=, Zuh=fERA SitelD 2,

3. B¥iRs%E ABEESAERSES B, EAEMNHTESHNLR ID, B ID RS EEEHFFA StoreFront
FeERIB4r Web 3248 ITAS,

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://serverB.example.
com"

<!--NeedCopy-->

RS 884817 =

H® 1. EHNERSHARE, ARRKETRIERMNRSHAREF ZRSB[AEREBIH StoreFront BRS2:A5A
(2012R2-A #12012R2-B) B, EEHMITREE &M ITEMH, SHEHAR—FNEETWmMNRBRSSS 2012R2-A
#12012R2-B & CitrixClusterMembership i2 . HITMIREHNGE, BT LSEE, StoreFront RS B[ERER
FAEIEI, ARSERAPUEMT F— MR 2012R2-C. B HHFREMARS A EM StoreFront EBEZR A E T K,
BMES AT NEEHMIERSSBET RNIBED, BHLRgr="TRS8HH CitrixClusterMembership, 7
SNEEF, BRBUFNEERRXER, RAEERERNSNIERSE LZENTER, NRERTIRENRZE,
MRS 2REMIRRSB[/AET R, SAESEEZLFIM CitrixClusterMembership,

1. M2012R2-A hFHifRSZ2R4E 1 LB, ZRZFHEATEERR MRS HFAEANTIRS S
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ﬁ'_;' CitrixClusterMembers

General

CitrixClusterMembers Properties _

% CitreClusterMembers

citri Cluster

Description: Memberships of the group denotes membership of the

Members:

i \2012R2-B

‘ I \2012R2-A

2. AERS—E8IRSES 2012R2-C A MAII B RS SAT,
:Fl'_g CitrixClusterMembers

General

CitrixClusterMembers Properties _

% CitreClusterMembers

citrbc Cluster

Description: Memberships of the group denotes membership of the

Members:

I 2012R2-A
e \2012R2-B
e 2mZR2LC

3. BTBRSBANEELRIIZAHNENEMTIFRT. StoreFront EFANIEFRHEN =GRS F|HIZA

CitrixClusterMembership, HESNENGEHITIER,

4. BRSRA 1 EEEHSAE 2012R2-A Fim ko

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroupl.

example.com"
<!--NeedCopy-->

5. BMSANEEGREIBIMRSSHE, MMEMERSSESNGEE—BHEE,

= 2. &NRSHA 1NWNARE, FRALENES— M ARIALRE LOIEZMIRSSA. AR, ATLUSEMITR
SWAMBRNEFERSE IEZEAWIOMRSEE (2012R2-C# 2012R2-D) MIARSSERA 2, RS[A 2 B E
RETIEHE BIARSEHRA D HEE, RSH[A 1 hE8EM MRS 2012R2-AF 2012R2-B, ¢IEHARSS 28406
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FMERAEMEFEEPEEM CitrixClusterMembership. 18 &% S8 CitrixClusterMembership HES KN
E#TIER, FRSANEEIEHHERN, CitrixClusterMembership Z2ERBNEEENRSR, BEEREZR
SRWIMNFA. RSB[AE 2 BHBE, HHS5RSHA 1 @RERE. 15E -HostBaseURL 248, RS334 2 BERH
BIH BAIA StoreFront LTI,

1. M2012R2-A hFHiARSZAE 1 LB, ZRS[EATEERE MRS HFAENTIRS S
2. BRBF[A LEESAITR 2012R2-C £, HRBEAEEMREIEMNRSEEA 2 ERSE.

Import-STFConfiguration -configurationZip "$env:userprofile\
desktop\backup.ctxzip" -HostBaseURL "https://servergroup2.
example.com"

<!--NeedCopy-->

3. MARERAHIRS A 2 BE - MOEMEMIRSS. MRSS[AE 1 TS NOEELERIRSS A 2 FrEH
RSB IER BEIRY, ZSIER TARINFETARSS 83 B B IE B N ARIZRI—E0 57

753 EMRSH[EAANNEESE, FREEMNEZNERSNABMWEE RSH[AE 1NRSH[E 2 EEE
EFAEDRIMOEBIEF LR, R StoreFront BEBFRERSW/A 1 LT, BRZEXLEEHNATS— MK
BHROARIRSERAE 2 . BRI LUEERMIRSHRAE 1 SHIIRSEA 2, B7NERSHA 2 LHNENEREPER
CitrixClusterMembership. SA\fiEiEE -HostBaseURL £%%, ENARS4H 2 EHEAR URL FRZEHRA
5hks234H 1 SaiprfERR FQDN HBE. ARS8 2 AMEIE.

1. M2012R2-A G HARSERAE 1 BLE, ZRS[/EATEEE MRS HBAHANERSE.
2. ¥BR5EEA 1 BEESATT R 2012R2-C EMH BUAREH, R ASENFRSS34E 2 NERSSR.
Import-STFConfiguration -configurationZip "S$Senv:userprofile\
desktop\backup.zip" -NoEncryption -HostBaseURL "https://

servergroup2.example.com"
<!--NeedCopy-->

BIZARSR[ECERNMEERD

PowerShell £#Exi% B Windows kP B R &FERHEMR. PowerShell RIENKAIHEZBERNFPLTFRERK
&

CYo

=

EMBLEENFN, ARECATBRRITINENRE., THRECAZENRAEFEENEF 8. 4972 PowerShell
ZEALIREEREEBHNEENR (ARATFRHMSNRSS). TRENRA, AIUEERMAR.

PowerShell EREGHEQIBHERENKHEERF. AABEER, RAREISFIRYAEREM Windows BF.
ESHRSE 2 EM PowerShell £iE#1612 PowerShell EiEX %,
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SUser = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,SPassword)

<!--NeedCopy-->

BERESH 2 backup.ctxzip, XE—NMNEH zip X

Export-STFConfiguration -targetFolder "$env:userprofile\desktop" -
zipFileName "backup" -Credential $CredObject
<!--NeedCopy-->

ESNRS 2 LM PowerShell i 6I2EER PowerShell BN K,

Import-STFConfiguration -configurationZip "$env:userprofile\desktop)\
backup.ctxzip" -Credential $CredObject -HostBaseURL "https://
storefront.example.com"

<!--NeedCopy-->

BUHRIPILE I &) 771

$User = [System.Security.Principal.WindowsIdentity]::GetCurrent().Name

$Password = "Pa55wOrd"

$Password = $Password | ConvertTo-SecureString -asPlainText -Force

$CredObject = New-Object System.Management.Automation.PSCredential(
$User,$Password)

Unprotect-STFConfigurationExport -encryptedConfigurationzZip "S$env:
userprofile\desktop\backup.ctxzip" -credential $CredObject -
outputFolder "c:\StoreFrontBackups" -Force

<!--NeedCopy-->

RARFiEmE

April 17,2024

FEHABNBET Web 3i%2sti@id Citrix Workspace M Bi2FEEE N AREIEHIIEERM M.

R

CTRBEER, AHIATSHRIESEUREERAT #AER.
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citnx | StoreFront

Citrix Workspace B2
AR

P BRIEET Web %28 AR N ABERNIER, mEdAtReEn Citrix Workspace R A2 iH1RI R A&
[ERTER, P BRAIGEERRZANZERE, AFIATESE.,

BB Web 318588110157 A B fE By 3k & B4R cookie &, ERIAEsBRIMIDMERA Citrix Workspace M AEF R
B, BFEURTFERE, RITUT®REZ—:

o MREHBESMZER Citrix Workspace R BEFTREEER, E8H1N Citrix Workspace [ fig
Fo ATHRERERR, BIERLAZ,
o BERERAESRA WIRTA) HIERENRSEFBohE R,
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Welcome to Citrix Workspace app

For the best experience, use the full set of features bundled with Citrix
Workspace app for Windows. Click Detect Citrix Workspace app to get
started.

citnix | Wo
Detect Citrix Workspace app

If you do not want to detect/install Citrix Workspace app you can use the light
version, with fewer features, in your browser.

Lz E N Citrix Workspace N AEFE, ©aZik0MNat=ER Citrix Workspace 2R, B, BEE
BEMA Citrix Workspace Web ¥ B, IRFLEFER N AR =20 Citrix Workspace BER, ©EFEIE
FTF1ER Citrix Workspace R 2 F 4B 489 Citrix Workspace Launcher, @R % %7 Citrix Workspace [z
BiER, BHRBauE—1MEO, ERiz{T Citrix Workspace Launcher, #3477 Citrix Workspace 2
MRS (BURTRNEER) . BiIVERNARIRA A IFIRERKHNN BREF PITFILEREE, BRERBHMER
BHEREELLEE O,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 256


https://docs.citrix.com/zh-cn/storefront/2203-ltsr/install-standard/user-access-options

StoreFront 2203

Open Citrix Workspace Launcher?

wants to open this application.

Always allow to open links of this type in the associated app

Open Citrix Workspace Launcher

Please choose Launch Application.
If app is not detected, no window appears. Then click Download.

Note: Clicking Already installed allows you to bypass running the client

cifnx | Wo : detection. However, you lose features like domain pass-through
authentication, which reguires the native Workspace app detection to
complete successfully.

M | agree with the

MR AR Z R Citrix Workspace AR, IHWHERSSEERTT—TRE. SEHEBRHERN, ©
¥ Citrix Workspace Web # &g Citrix Workspace Launcher GRINEINRBME) EA#RER Citrix
Workspace M RiEFHITHER,

R KR Citrix Workspace MR, HEEBGHET Launcher, MAJLLGERLTED, BABRATEE:

+ T - M Citrix Web 525 StoreFront fRs38s T #; Citrix Workspace WA ERF. & Citrix Workspace
FRERE, BEEREN,

o BN - 2IXEFHRNAMERER Citrix Workspace B BERF.

o FEARSRE - B Workspace REBIZFHMN, 184K Web HH 38T HER,

o« BRE - NRRET AXHF Citrix Workspace Launcher =t Citrix Workspace Web ¥ E#IB AR Citrix
Receiver, EfAILEDT, MREFED, WEBSHEMNBAEFHKEN, SHONKNESTHEXXH
launch.ica, aTLUfERA Citrix Receiver ITFZX . AN SHIAERL, FLREINER,

“EDT R

=

~

FILET R B RFAEREN BEFAUREARBNSGENNBEFIRSE. NIAVABEERTRRXHEAZE
R TLEBT o
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Welcome Joe Bloggs!

Browsers Office 2016

xH NJ wE

W
¢

Calculator Cloud Excel 2016 Cloud Chrome Cloud
Office 201 Browsars

‘NABRER EIHF

N RBREFEN-FE TS FIE:

.

28 - B TRFENARER.

Wik - BRI R N B E T

£5l - BRERNMXLERFIFHINABEF. KHINERARIURTF L E,
BEREENBEFH,
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1)
HOME
Apps
All (39) Favorites (3} Categories Collections w
g g g
Access 2016 On Acrobat Reader Acrobat Reader DC
Prem Cloud On Prem
N
¢ it it
Chrome Cloud Chrome On Prem Citrix HomePage
r r Content
irg g irg

“RE R

SEETNFERNFRE:

o 28 - B TRFAKHE.
o WEK - BREWREYR E.

[z FRTE M1 SR A

BEEAN BRI BN BREF R,

L2

BENEREFAIWERENTE:!

Calculator Cloud

Command Prompt

Calculator On Prem

Excel 2016 Cloud
e 201
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Calculator Command Prompt

BEEFAEENIRIE

BRI LIRS ENR T 77 B ER R RN AE B9 BN (Fo

Citrix StoreFront [

DESKTOPS

Welcome
Favorites

—
L8l

Calculator

Calculator Other

Actions: Description:
[4 o©pen

* Remove from favorites

FIRER LU TRERT A

o 117 - BRI REMERIINAREFNEE,
o ARMNEMEK - IRZMB AR WES, FRLFH, HEBNNARERBWEZ, WiFNABERFNSERND

2PN L E A
o MURIEFRIER - IR ZTEBWET, FRLFN, HEENNBHERBYERX, WKZNEEFIEEM
kR PR
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o BB - T AUEMBHNENERE, ETIEEREHRE,

RS

BERARREMAI ETERE. BRFIAENARERF. SEMZER:

RAEEE Web R 28RN ABERN, RBFRETAH.

ale]

Joe Bloggs

Account Settings

About

Log off

RERBHLTES:

o KPIRE - FTRETHE.
¢« XTF - EFEXNARFHNER.
o AN - 7E8H Web i,
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tKAIRE

)

HOME

Settings

AcCcount

About

Log off

Advanced

Activate Citrix Workspace app

Downloads a file that adds this workspace to your local Citrix Workspace app.

Change Citrix Workspace app

Opens a page that checks for a local Citrix Workspace app.

Current status: We can't detect a local Citrix Workspace app. Select Download to download and install Citrix Workspace app.

LU Al sERT A -

EE, MELMBHAEENRE.

WrFFERE, WTFF L ATFRE SIERERHEH.

#:E Citrix Workspace M A1EF. THATEILNAREERMEIZH Citrix Workspace M FHEFHIS .

Bk Citrix Workspace N A2F, AR TREARMZER Citrix Workspace N AEFME. LREE LT
FIEER A% ER Citrix Workspace A2 BahZRSE Web K28 BohE R ZETR,

A

B, FITARERSEHETEH. XBERENVARE. MREERINETARR, RELE, ©F:

. %u:ﬁ‘;}?\o
o MIFSRIRANER
o REFRBRLTERERT.
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StoreFront SDK

April 17, 2024

Citrix StoreFront 22 F % Microsoft Windows PowerShell 2.0 #&# SDK, &t SDK, aILHITEES®E
iZ StoreFront MMC Z5I &8 5EREIES, el UITREINEEEH & TETRHNES.

AR

PowerShell SDK 5 PowerShell 6 SiE S irARFE S,

BX SDK &%, 8|7 StoreFront SDK,

£ SDK

SDK B1%1 PowerShell 2% tAm, EREMEESM StoreFront B4R, RERAS

TTo

Hp
Jiily
gll
it
b
o
I
g
i
1

IEHiIET cmdlet:
1. UEBERESHER PowerShell #<17# 775k Windows PowerShell ISE.
WIFE StoreFront BRS3 28 EEA SN At E IR RAIETT shell A7,
2. BERIANEER SDK cmdlet, [z7E PowerShell g BHiTHRER,
B % PowerShell UITHRBEIVIFLESR, S Microsoft sxi%,

3. 7£ Windows PowerShell #=41& 4 Add -Module s i8 EEmERHFINE] PowerShell 3754, 4l
wm, #EN:

Import-Module Citrix.StoreFront
EZNFTE cmdlet, ERA:

Get-Module -ListAvailable | Where-Object { $_.Name.StartsWith("
Citrix.StoreFront")} | Import-Module

SNGE, EILAE cmdlet R E XEBEEERh,

SDK A\[]

ZEIRMA, BRITUTTE:

1. LIFRMAY StoreFront 222 %ProgramFiles%)\Citrix\Receiver StoreFront\PowerShellSDK\Examples
X FhpgEFH—4 SDK Al
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2. NEBEEEXBENHE, BEETAMAUTBESNHONIER. BXFEES, B2RARGBMN, HdiF
RRRRE T RSP TROIR (.
3. BGHEUROIA, BHETHEERNEE, Alt, &F

£/ PowerShell ISE i2¢{H T A4RiEHMIZS,

FRTENEEES FRANEHNE,

BB EARZEENT S,

AR, FTLUEIEEI% STF #7318 StoreFront cmdlet,

£/ Get-Help cmdlet aT#2ft cmdlet &#, A -Full SEEIREVUFER SHAMEXIFME R,

Al
AR

BIRRIZARY, AMRMIBLRIBRMIERINEEMEE, Citrix BINERBATBMAFTRNS B#HITRIE, MAEE
HIRENER G ZR,

5l iBA

BIEEREE fias: tIE®E StoreFront Controller HBEEE T —
& XenDesktop BRES23ME R IE,

BIBIEAZIH RSB fihzs: TELARTROBIZSELAY EADRE, LURINXYERBRVIZIZ TS
i,

BIRABREBIMXMITIE AR EE il TELARTAIBI 4B EAR, DURINEERIERTIN

X, MMSEILE NS A AP AL,

Tl B REE

THIETT WAECIEEE T — XenDesktop #4138 ME B E,

EFFEZET, BEERE SDK NIHIERNSEIRE, ATUERENENAENILRA#ITEEN, LERER BT
StoreFront & AIRIZS,

AR

HNBRBLRGRINANLRINERNBERR, Citrix BiVERBAXEPARAEEZH#ITIRE, MAZESRIREL
IR,

THERRIZA  AERDRB AR StoreFront £RHIHIARIZEIHER. XFEBTEBEX A S,

o FIRBHIRVEBERHSNFIEN StoreFront 1R, ERHH PowerShell lidd, REES A
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Param(

[Parameter (Mandatory=$true)]

[Uri]$HostbaseUrl,

[long]$Siteld = 1,

[ValidateSet ("XenDesktop",'"XenApp","AppController","VDIinaBox
Il)]

[string]SFarmtype = "XenDesktop",

[Parameter (Mandatory=$true)]

[string[]]$FarmServers,

[string]$StoreVirtualPath = "/Citrix/Store",

[bool]$LoadbalanceServers = $false,

[int]$Port = 80,

[int]$SSLRelayPort = 443,

[ValidateSet ("HTTP","HTTPS","SSL")]

[string]$TransportType = "HTTP"

)

# Import StoreFront modules. Required for versions of
PowerShell earlier than 3.0 that do not support
autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Authentication

Import-Module Citrix.StoreFront.WebReceiver

<!--NeedCopy-->

o 1RIERRMAH $StoreVirtualPath 851812 54585 Citrix Receiver for Web [REHIEINKZ. $Store-
VirtualPath 5 $StorellSpath &3, FNEMKRRAKE IS FrEEER, Eit, 7 Powershell f1, &f]
BE—ME, i “/Citrix/Store”. “/Citrix/StoreWeb” = “/Citrix/StoreAuth”,

# Determine the Authentication and Receiver virtual path to use
based of the Store

SauthenticationVirtualPath = "$($StoreIISPath.TrimEnd('/"))Auth"

SreceiverVirtualPath = "$($StoreVirtualPath.TrimEnd('/"))Web"

<!--NeedCopy-->

o ERVIBMIE QIREAREFE) LURIMFTER StoreFront Service, -Confirm:$false RERHIAZET
DARERIHIT,
# Determine if the deployment already exists

$existingDeployment = Get-STFDeployment
if(-not $existingDeployment)

{
# Install the required StoreFront components
Add-STFDeployment -HostBaseUrl $HostbaseUrl -Siteld $Siteld -
Confirm:s$false
}

elseif($existingDeployment.HostbaseUrl -eq $HostbaseUrl)
{

# The deployment exists but it is configured to the desired
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hostbase url
Write-Output "A deployment has already been created with the
specified hostbase url on this server and will be used."

+
else
{
Write-Error "A deployment has already been created on this
server with a different host base url."
+

<!--NeedCopy-->

o EHEENENBETRRSHEIERS MRFEFT). MABMHHIESZE (B, ARRNENE) EER.

# Determine if the authentication service at the specified
virtual path exists

$authentication = Get-STFAuthenticationService -VirtualPath
SauthenticationVirtualPath

if(-not Sauthentication)

{
# Add an Authentication service using the IIS path of the
Store appended with Auth
Sauthentication = Add-STFAuthenticationService
$authenticationVirtualPath
+
else
{
Write-Output "An Authentication service already exists at the
specified virtual path and will be used."
+

<!--NeedCopy-->

o EIETENEINERZR TIREE 7T—1 XenDesktop #5428 H7E[%4%5) $XenDesktopServers fE X 7 AR5 52
MM ABRERS WRMAEE.

# Determine if the store service at the specified virtual path
exists

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

if(-not S$store)

{

# Add a Store that uses the new Authentication service configured
to publish resources from the supplied servers
Sstore = Add-STFStoreService -VirtualPath $StoreVirtualPath -
AuthenticationService Sauthentication -FarmName $Farmtype -
FarmType $Farmtype -Servers $FarmServers -LoadBalance
$LoadbalanceServers °
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-Port S$Port -SSLRelayPort $SSLRelayPort -TransportType

$TransportType
b
else
{
Write-Output "A Store service already exists at the specified
virtual path and will be used. Farm and servers will be
appended to this store."
# Get the number of farms configured in the store
$farmCount = (Get-STFStoreFarmConfiguration $store).Farms.
Count
# Append the farm to the store with a unique name
Add-STFStoreFarm -StoreService S$store —FarmName "Controllers$(
$farmCount + 1)" -FarmType S$SFarmtype -Servers $FarmServers
-LoadBalance $lLoadbalanceServers -Port $Port °
-SSLRelayPort $SSLRelayPort -TransportType $TransportType
b

<!--NeedCopy—-->

o TEIEER 1S B’ TN Citrix Receiver for Web ARZS LUAIRIYE L EAIERAI N A RS & R A R R FAE R

# Determine if the receiver service at the specified virtual path
exists

Sreceiver = Get-STFWebReceiverService -VirtualPath
SreceiverVirtualPath

if(-not Sreceiver)

{
# Add a Receiver for Web site so users can access the
applications and desktops in the published in the Store
Sreceiver = Add-STFWebReceiverService -VirtualPath
SreceiverVirtualPath -StoreService $store
}
else
{
Write-Output "A Web Receiver service already exists at the
specified virtual path and will be used."
}

<!--NeedCopy-->

« JAMNAEERER XenApp Services, BUERIEM Citrix Receiver 3 Citrix Workspace [ BiEF 2 P inbe
ERFERBHNARER.

# Determine if PNA is configured for the Store service
$storePnaSettings = Get-STFStorePna -StoreService S$store
if(-not $storePnaSettings.PnaEnabled)

{
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# Enable XenApp services on the store and make it the default for
this server

Enable-STFStorePna -StoreService $store -AllowUserPasswordChange
-DefaultPnaService

}

<!--NeedCopy-->

Al IEEAR R AR E

THITELARIBOR AR LA, LURINBESSITiZhRavEE,.

EFEZET, BEERIRE SDK NI ]HIFRNTS BIRE, afUERNBNAETIIRAEITEENX, UEREB BT
StoreFront P& AIRIZS,

AR

NBRBLRGRINANLRINENBERR, Citrix BiUERBAXE PRI ZH#ITIRE, MAZESIRE
IR,

THRRIA  AERDARE AR StoreFront £RHIHIAHIEEIHER. XFEBTEBEX A S,

o FIRBHIRVEBERHSNFAEN StoreFront 1R, 7ERHH PowerShell lidd, REES A

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUr1,
[Parameter (Mandatory=S$true)]
[long]$Siteld = 1,
[string]SFarmtype = "XenDesktop",
[Parameter (Mandatory=Strue)]
[string[]]$FarmServers,
[string]$StoreVirtualPath
[bool]SLoadbalanceServers
[int]S$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]S$TransportType = "HTTP",
[Parameter (Mandatory=S$true)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=$true)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
[string[]]$GatewaySTAUrls,
[string]S$GatewaySubnetIP,
[Parameter (Mandatory=$true)]
[string]$GatewayName

"/Citrix/Store",
$false,

)
Set-StrictMode -Version 2.0
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# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = Strue

$ReportErrorShowInnerException = S$true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

<!--NeedCopy-->

o B UE TR IE— 1 WERAIE StoreFront 818, EAIERT BAZRFTEAM,

# Create a simple deployment by 1invoking the SimpleDeployment
example

$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent

$scriptPath = Join-Path S$scriptDirectory "SimpleDeployment.psl"

& $scriptPath -HostbaseUrl $HostbaseUrl -SiteId $Siteld -
FarmServers SFarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype $Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -

SSLRelayPort $SSLRelayPort -TransportType $TransportType
<!--NeedCopy—-->

o REREENRFEERRNZETEZIRS USIFTEN TR,

# Determine the Authentication and Receiver sites based on the
Store

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

Sauthentication = Get-STFAuthenticationService -StoreService
$store

SreceiverForWeb = Get-STFWebReceiverService -StoreService S$Sstore

<!--NeedCopy-->

« 3¢ Citrix Receiver for Web R334 Citrix Gateway izf2 i nIAtFrE a9 CitrixAGBasico. M3ziFayth
iXeh3REX Citrix Receiver for Web CitrixAGBasic # ExplicitForms B33 5%,

# Get the Citrix Receiver for Web CitrixAGBasic and ExplicitForms
authentication method from the supported protocols
# Included for demonstration purposes as the protocol name can be
used directly if known
$receiverMethods = Get-
STFWebReceiverAuthenticationMethodsAvailable | Where-Object {
$_ -match "Explicit" -or $_ -match "CitrixAG" 1}

# Enable CitrixAGBasic 1in Receiver for Web (required for remote
access)

Set-STFWebReceiverService SreceiverForWeb -AuthenticationMethods
$SreceiverMethods

<!--NeedCopy-->
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o WEHBIIERRSEA CitrixAGBasic, #TImIZHANEEE B,

# Get the CitrixAGBasic authentication method from the protocols
installed.
# Included for demonstration purposes as the protocol name can be
used directly if known
$citrixAGBasic = Get-STFAuthenticationProtocolsAvailable | Where-
Object {
$_ -match "CitrixAGBasic" }

# Enable CitrixAGBasic in the Authentication service (required
for remote access)

Enable-STFAuthenticationServiceProtocol -AuthenticationService
$authentication —-Name $citrixAGBasic

<!--NeedCopy-->

o PINZEFZIARIMK, RERINETETFM IP thitaviR(E, HEZRZ IR A EEPEZM X,

# Add a new Gateway used to access the new store remotely

Add-STFRoamingGateway -Name "NetScalerlOx" -LogonType Domain -
Version Versionl®_0_69_4 -GatewayUrl $GatewayUrl '

-CallbackUrl $GatewayCallbackUrl -SecureTicketAuthorityUrls
$GatewaySTAUr1ls

# Get the new Gateway from the configuration (Add-
STFRoamingGateway will return the new Gateway if -PassThru is
supplied as a parameter)

$gateway = Get-STFRoamingGateway -Name $GatewayName

# If the gateway subnet was provided then set it on the gateway
object

if($GatewaySubnetIP)

{

Set-STFRoamingGateway -Gateway S$gateway -SubnetIPAddress
$GatewaySubnetIP
}

# Register the Gateway with the new Store

Register-STFStoreGateway -Gateway $gateway -StoreService $store -
DefaultGateway

<!--NeedCopy-->

A SIZAEAERERMXENRIZAEE

THITELARIBORI AR LA, LURIBEBIZIEh RN RE RERIIMXHIHE,

EFEZ T, BEEIRE SDK NI ]HIFRNTS BIRE, afUMERNBNAETIIREITEENX, UEREB BT
StoreFront ZBEAIRIZS,

AR

NBRBLRGRINANLRINENEERR, Citrix BiUEREBAXE PRI EH#ITIRE, MAEESIKE
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GRS,

THMZA  AEBORABNER StoreFront £RRMANZEDHER. XRFETEEEX B S,

o FRBRHIRVBERHSNFAEN StoreFront 1R, £R#H PowerShell lxad, REES A

Param(
[Parameter (Mandatory=Strue)]
[Uri]$HostbaseUrl,
[long]$Siteld = 1,
[string]$Farmtype = "XenDesktop",
[Parameter (Mandatory=Strue)]
[string[]]$FarmServers,
[string]$StoreVirtualPath = "/Citrix/Store",
[bool]$SLoadbalanceServers $false,
[int]$Port = 80,
[int]$SSLRelayPort = 443,
[ValidateSet("HTTP","HTTPS","SSL")]
[string]S$TransportType = "HTTP",
[Parameter (Mandatory=$true)]
[Uri]$GatewayUrl,
[Parameter (Mandatory=Strue)]
[Uri]$GatewayCallbackUrl,
[Parameter (Mandatory=Strue)]
[string[]]$GatewaySTAUrls,
[string]$GatewaySubnetIP,
[Parameter (Mandatory=Strue)]
[string]$GatewayName,
[Parameter (Mandatory=Strue)]
[Uri]$OptimalGatewayUrl,
[Parameter (Mandatory=$true)]
[string[]]$0OptimalGatewaySTAUrls,
[Parameter (Mandatory=Strue)]
[string]s$OptimalGatewayName

)
Set-StrictMode -Version 2.0

# Any failure is a terminating failure.

$ErrorActionPreference = 'Stop'

$ReportErrorShowStackTrace = S$true

$ReportErrorShowInnerException = S$true

# Import StoreFront modules. Required for versions of PowerShell
earlier than 3.0 that do not support autoloading

Import-Module Citrix.StoreFront

Import-Module Citrix.StoreFront.Stores

Import-Module Citrix.StoreFront.Roaming

<!--NeedCopy-->

o AREITIZ IR ER B U B A AR EHRINTIZ R,

# Create a remote access deployment
$scriptDirectory = Split-Path -Path $MyInvocation.MyCommand.
Definition -Parent
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$scriptPath = Join-Path S$scriptDirectory "RemoteAccessDeployment.
pSl"

& S$scriptPath -HostbaseUrl $HostbaseUrl -SiteIld $Siteld -
FarmServers $FarmServers -StoreVirtualPath $StoreVirtualPath -
Farmtype S$Farmtype °
-LoadbalanceServers $LoadbalanceServers -Port $Port -

SSLRelayPort S$SSLRelayPort -TransportType S$TransportType °
-GatewayUrl $GatewayUrl -GatewayCallbackUrl
$GatewayCallbackUrl -GatewaySTAUrls $GatewaySTAUrls -
GatewayName S$GatewayName
<!--NeedCopy-->

o PINEERERTIMXH MFECERIMXTIRFIRINZM X

# Add a new Gateway used for remote HDX access to desktops and
apps

$gateway = Add-STFRoamingGateway -Name $OptimalGatewayName -
LogonType UsedForHDXOnly -GatewayUrl $OptimalGatewayUrl -
SecureTicketAuthorityUrls $OptimalGatewaySTAUrls -PassThru

<!--NeedCopy-->

o RENNAREERS UERREMX, FAZMXHRESEL M2 7#THE R,

# Get the Store configured by SimpleDeployment.psl

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

# Register the Gateway with the new Store for launch against all
of the farms (currently just one)

$farmNames = @(Sstore.FarmsConfiguration.Farms | foreach {

$_.FarmName }

)

Register-STFStoreOptimalLaunchGateway -Gateway S$gateway -
StoreService $store -FarmName $farmNames

<!--NeedCopy-->

StoreFront &fEHR

April 17,2024

t

L&A

v

LEEEIZ StoreFront BF, StoreFront REREFIEE C:\Windows\Temp\StoreFront BRH 8T BEX
XGEMPEENEE, HiERMREIBXLEXHINAN.

« Citrix-DeliveryServicesRoleManager-*.log —X B %% StoreFront B BIE,
« Citrix-DeliveryServicesSetupConsole-*.log —x#2/R%&$ StoreFront &##; StoreFront (RERZHE
") eI,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 272



StoreFront 2203

+ CitrixMsi-CitrixStoreFront-x64-*.log — &£ MENE StoreFront (XREXHFEIRT) B,

EMEE

StoreFront 233 S IEIEARSS . WARER Receiver for Web #bs3#1T Windows £ AEIER. EHMFAES
#8365 N5 StoreFront R AR EEF, AILUEIR ARFMRSAE > Citrix 2 (4RE 3 Windows BE > [
BEFTHNEHEERETEXLEH N, ALUBIHRESMNRIERS. MAREM Receiver for Web i MIELE S 14,
EHEIMEHNESHEZEN.

HEMRS!

1. FERAXARESITAEMKIIRS. NA®EESR Receiver for Web 589 web.config X, BEIERT, i
X2 BIF C:\inetpub\wwwroot\Citrix\Authentication. C:\inetpub\wwwroot\Citrix\storename
# C:\inetpub\wwwroot\Citrix\storenameWeb\ B, H# storename HolENABEERNAEIEE
BI&#Fo

2. EHXHHPERUA T TR,
<logger duplicateInterval="00:01:00"duplicateLimit="10">
£ StoreFront WECEH, EEHTHRBEHEIARGAEI 10 Fo

3. & duplicatelnterval B4 #E, AR, S#HMPARMEENNESAETRENNEE €A
duplicateLimit BH# B X A/EIEENEERAIZRMES R B, WEMEKBHERE,

AASREE, BiER—FESHE, BHRRLETESMERANASHRE, REINRERERMEEFMBTIER,
ERERIER—FESMHER, BHRBTBRELETEENATRE,

Powershell f1EBiIzHI&AE

@it PowerShell i EEIEH AFRMMEBEESRIERE C: \Program Files\Citrix\Receiver
StoreFront\Admin\logs fig4., HEXH BT EEHIIRENETAURTA T X S 6 < IR F AT E

PHREER

RIMERT, ZHESRERMNERER. BERARKASER, BEAREFMERRNRIKS, B Windows
PowerShell HERHBUTESHM Set-STFDiagnostics &<

o -All, TR EHATE EHIFARS MRS,
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+ -TraceLevel, EiMBEFMERHRG, iF -TraceLevel R TE: Off. Error. Warning. Info 5
Verbose, BIFATREERAZNEIE, FILRERATAES B EF M StoreFront BIEAE, PRIEFITHRIEHEPRBTBA
BE, B, FEER Info 3¢ Verbose 431,

AR

+ -FileSizeKb, REESCHHIANLL KB Fa8 (i,
« -FileCount, £ Hh—KLEFIIREESCE 5
« -confirm:$False, %134 Windows 2R 53 StoreFront cmdlet &R &R8EIE1T.

BRI AEZE c: \Program Files\Citrix\Receiver StoreFront\admin\trace

1~ ¥ | trace
“ Home Share View
&« v » ThisPC » Local Disk (C:) » ProgramFiles » Citrix » Receiver StoreFront » Admin » trace
I Desktop * A Name Date modified Type Size
¥ Downloads * | AGServices000.svclog 15/10/201815:37  SVCLOG File K8
5] Documents of | ConfigurationReplication000.sveclog 16/10/2018 0&:32 SVCLOG File 0 KB
| Pictures g |_| CredentialWallet000.svclog 16/1 SVCLOG File 0 KB
StoreWeb || DomainServices000.svclog 16/1 SVCLOG File ) KB
| PeerNameResolutionServiceD00.svclog mn SVCLOG File KB
& This PC | ReadMe 12/10/2018 Text Document 1KB
I Desktop | Roaming000.svclog 15/10/2018 SVCLOG File 295 KB
|=| Documents |_| ServiceMonitor000.svclog 16/10/2018 SVCLOG File D KB
< Downloads "] Store000.svclog n JCLOG File ) KB
D Music | Store2Auth000.svclog 16/10/2018 08:32 SVCLOG File D KB
. | Store2Web000.svclog 17/10/2018 00:02 SVCLOG File 0 KB
= Pictures
) | Store2000.svclog 17/10/2018 8 SVCLOG File D KB
B Videos s o R, .
|| StoreAuth000.svclog 6/10/2018 08:39 SVCLOG File 0 KB
% Local Disk (C) _ StoreWeb000.svclog il SVCLOG File '9 KB
inetpub _| SubscriptionStore000.svclog 16/10/2018 08:3 SVCLOG File 0 KB
Logs
PerfLogs

Program Files

Nl

ZHFERBNAFRERSEA Verbose LBIMRER, EHITUTIRME:

Set-STFDiagnostics -All -TracelLevel "Verbose" -confirm:$False
<!--NeedCopy-->

Z2H Verbose £AHRERHIFIRIRAI IS BEIFMEIRSHBINE, BRITUTERIE:

Set-STFDiagnostics -All -TracelLevel "Error" -confirm:$False
<!--NeedCopy-->

B XIRE Set-STFDiagnostics cmdlet BI¥4AER, 1E517 StoreFront PowerShell SDK 3244,
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Launch.ica Xt#4BEi2H

LYEFPEMEAEFEE@EE, StoreFront & /—%& 4 launch.ica 89321, Workspace B2 F=i%E %
XHEUBENAEZINAEFNEE,. RIBEENTR, WXGAESEEERNES, AT EEZFN. EE
launch.ica AR 2B IR EEIEEE Ao

EFA launch.ica XHEWEERR, BERUTSE:
1. FERFMREIESRSMEIL T MR

32 fi % #%: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\
Configuration\Advanced\Modules\Logging

64 iiF%: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\
Engine\Configuration\Advanced\Modules\Logging

2. RETERNTFHHEEAE:

+ LogFile=" BEX#HIERE"
+ LoglICAFile=true

g0 :
LogFile=C:\ica\ica. log
LogICAFile=true
<!--NeedCopy-->
AR

CTX200126 F#E—F#ER T 4IEIFEERVIF R R CA X R FRREEHIR AR Z SN ERE B /Y,

E=7ER

February 22,2024

StoreFront ARt B ERFEUTRFIFAIEANE=ZAREANSE, KINRBERILZTIHZ BERAE=AREER.
IEFIRFTRESHET MBS ERAMENL, HEAJRERRTE, IRE “RF =B, TERZEEAWKSEER, CITRIX
EMN BN F U F R E RN, NEERRD LTI REMNERRFARRE, BFAMBERBRR. BR. &
EHEMAZANER. EAINRLIIRERTERE, EEABERT, CITRIXFRERHD RILFIFRERBERFH
B, BEN. EENEERENRESIEMEMIRERFEEAERERE.

Castle Windsor 3.3.0

krA%FrE 2004-2013 Castle Project - http://www.castleproject.org/
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1R#E Apache License kg7 2.0 FK15i4Fa]

Microsoft Unity Application Block (Unity) 2.1

HRAXFERE © 2011 Microsoft Corporation.

#R4E Microsoft Public License (MS-PL) #8189 https://msdn.microsoft.com/en-us/library/hh237493.
aspx

Microsoft Patterns and Practices: Prism 2.2

KRAXFRrE © 2010 Microsoft Corporation,

R4 Microsoft Public License (MS-PL) $£18iF# http://compositewpf.codeplex.com/releases/view/46
046

Microsoft Patterns and Practices: Common Service Locator 1.0
HRAXFRE © Microsoft Corporation,

#R#E Microsoft Public License (MS-PL) $£18¥F ]

Microsoft .Net &£ ¥j&

hRAXFRE © Microsoft Corporation, RiE MIT #FRIIEIRE A,

ManagedEsent kx4~ 1.9.4

HRAXFRE © Microsoft Corporation,

#R#E Microsoft Public License (MS-PL) ##5i¥a] http://managedesent.codeplex.com/license
jQuery Ul -v1.10.4 - 2014-03-12

http://jqueryui.com/

BRALFR 2014 jQuery Foundation REEE; MIT ¥a]
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jQuery JavaScript Library v1.12.4

http://jquery.com/

B¥E Sizzle.js

http://sizzlejs.com/

HRAXFRE jQuery Foundation REfthixatE
RIE MIT HFELER R
http://jquery.org/license

HHA: 2016-05-20T17:17Z

jQuery jScrollPane v2.0.0betall

jScrollPane - v2.0.0betall - 2011-07-04 http://jscrollpane.kelvinluck.com/

WRAFRE (c) 2010 Kelvin Luck

1R42 MIT 71 GPL el ESKSME .

jquery.contextmenu.js

BFLET>EEH jQuery
http://www.JavascriptToolbox.com/lib/contextmenu
HRAXFRE (c) 2008 Matt Kruse (javascripttoolbox.com)

RHE MIT #1 GPL ¥ elIESR G XE T Al o

iEAT Hammer.JS 19 jQuery & - v1.0.0 - 2014-01-02

http://eightmedia.github.com/hammer.js
HRAFRA (c) 2014 Jorik Tangelder j.tangelder@gmail.com;

1RIE MIT ¥FBERRIG R A]

jQuery MouseWheel

WeAXFR%E (c) 2011 Brandon Aaron (http://brandonaaron.net)

1R3E MIT ¥ a0E (LICENSE.txt) 3R183F 7,
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WPF Toolkit 3.5

WPF Toolkit (http://wpf.codeplex.com/) kAXFi# (c) 2006-2014 Microsoft
MS-PL #aI3E http://wpf.codeplex.com/license

i E# WPF Toolkit 3.0

WA FRE (C) 2007-2013 Xceed Software Inc.

*IEFERIE http://wpftoolkit.codeplex.com/license k%% # Microsoft Public License (Ms-PL) 9%
RIBLHEN,

MEEZIhEE. BEMRBENE ISR, BEd http://xceed.com/wpf_toolkit 3L Plus Edition
RERY T fRIER: 7E Twitter Ex* @datagrid & =% http://facebook.com/datagrids

WiX Toolset

WA¥FRE (c) Outercurve Foundation, Common Public License kg 1.0,

CLRZ2%

HRAXFRE (c) Microsoft Corporation., Microsoft Limited Permissive License (MS-LPL)

Stack Exchange Redis 1.1

StackExchange.Redis.StrongName 1.1 https://stackexchange.github.io/StackExchange.Redis hri%FR
% (c) 2014 Stack Exchange

1R4E MIT el
Newtonsoft JSON 9.0

HRAXFRE (c) 2007 James Newton-King

REE MIT ¥FRNERSIF A,
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jQuery JavaScript Library v3.7.1

https://jquery.com/

WrAXFRAE OpenJS Foundation REthZTatE
RIE MIT FRLER
https://jquery.org/license

HHA: 2023-08-28T13:37Z

jQuery Ul -v1.13.2 - 2022-07-14
http://jqueryui.com
FRAXFRE jQuery Foundation REthSEENE; MIT ¥a

Hammer.JS -v2.0.4 - 2014-09-28
Hammer.JS - v2.0.8 - 2016-04-23
http://hammerjs.github.io/

HRAXFRA (c) 2016 Jorik Tangelder;

1RIE MIT FrIHERS A

VelocityJS.org (1.5.0)

velocity-animate (C) 2014-2017 Julian Shapiro,
RIE MIT FaHEBREFA. BXEFAEE, F2AMBERE R LICENSE X%,
slick.js - 1.8.0

MIT $F=I5E (MIT)

KRAERA (c) 2013-2016

jQuery Ul Touch Punch 0.2.3

he#XFRE 2011—2014, Dave Furfero

R4 MIT 5 GPL % 2 KR e ESRSME ol
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MiR: 5IABYIFENE
MIT FeNE

Permission is hereby granted, free of charge, to any person obtaining a
copy

of this software and associated documentation files (the "Software'),
to deal

in the Software without restriction, including without limitation the
rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell

copies of the Software, and to permit persons to whom the Software is

furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be qincluded
in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY

b

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL
THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS
IN

THE SOFTWARE.

<!--NeedCopy-->

Apache ¥, Rz 2.0

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.
"License" shall mean the terms and conditions for use, reproduction,

and distribution as defined by Sections 1 through 9 of this document

"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
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"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an 1individual or Legal Entity
exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications
)

including but not limited to software source code, documentation

source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, 1including but
not limited to compiled object code, generated documentation,
and conversions to other media types.

"Work" shall mean the work of authorship, whether 1in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object

form, that is based on (or derived from) the Work and for which the

editorial revisions, annotations, elaborations, or other
modifications

represent, as a whole, an original work of authorship. For the

purposes

of this License, Derivative Works shall not include works that
remain

separable from, or merely link (or bind by name) to the interfaces
of,

the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally

submitted to Licensor for 1inclusion in the Work by the copyright
owner

or by an dindividual or Legal Entity authorized to submit on behalf
of

the copyright owner. For the purposes of this definition, "submitted
n

means any form of electronic, verbal, or written communication sent

to the Licensor or its representatives, including but not limited to

communication on electronic mailing lists, source code control
systems,

and issue tracking systems that are managed by, or on behalf of, the
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Licensor for the purpose of discussing and improving the Work, but
excluding communication that 1is conspicuously marked or otherwise

designated in writing by the copyright owner as "Not a Contribution.
n

"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently 1incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derdivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made

)
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derdivative Works; and

(d) If the Work includes a "NOTICE" text file as part of -its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
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within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, 1if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed

as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing

the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this

License.

8. Limitation of Liability. In no event and under no legal theory,
whether 1in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to 1in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
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Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derdivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
<!--NeedCopy-->

Microsoft Public License (MS-PL)

This license governs use of the accompanying software. If you use the
software, you accept this license. If you do not accept the license,
do not use the software.

1. Definitions

The terms “reproduce,” “reproduction,” “derivative works,” and “
distribution” have the

same meaning here as under U.S. copyright law.

A  “contribution” s the original software, or any additions or
changes to the software.

A “contributor” 1is any person that distributes its contribution under
this license.

“Licensed patents” are a contributor’ s patent claims that read
directly on 1its contribution.

2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including
the 1license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free
copyright license to reproduce its contribution, prepare derivative
works of dits contribution, and distribute its contribution or any
derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the
license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free license under
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its licensed patents to make, have made, use, sell, offer for sale,
import, and/or otherwise dispose of its contribution in the software
or derivative works of the contribution in the software.

3. Conditions and Limitations

(A) No Trademark License- This license does not grant you rights to use
any contributors’ name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents
that you claim are 1infringed by the software, your patent license
from such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all

copyright, patent, trademark, and attribution notices that are
present in the software.

(D) If you distribute any portion of the software in source code form,
you may do so only under this license by including a complete copy
of this license with your distribution. If you distribute any
portion of the software in compiled or object code form, you may
only do so under a license that complies with this license.

(E) The software 1is licensed “as-is.” You bear the risk of using it.
The contributors give no express warranties, guarantees or
conditions. You may have additional consumer rights under your Tlocal

laws which this license cannot change. To the extent permitted
under your local laws, the contributors exclude the implied

warranties of merchantability, fitness for a particular purpose and
non-infringement.
<!--NeedCopy-->
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