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https://docs.citrix.com/zh-cn/session-recording/service/customer-data-management.html
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https://docs.citrix.com/zh-cn/session-recording/service/get-started/plan-your-deployment#ports
https://www.youtube.com/watch?v=Z_P4ljd_a5U
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https://docs.citrix.com/zh-cn/session-recording/current-release/install-upgrade-uninstall.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/deploy-session-recording-resources-to-a-cloud-subscription#create-and-deploy-a-site-through-an-arm-template
https://docs.citrix.com/zh-cn/session-recording/service/get-started/deploy-session-recording-resources-to-a-cloud-subscription
https://docs.citrix.com/zh-cn/session-recording/service/get-started/deploy-session-recording-resources-to-a-cloud-subscription

Session Recording fz$3

} =r

AR

EIRZIERZHT, ESH End User Agreement (RZLRBF MY .

BXFAER, BESHACIEBENE MR,
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https://www.cloud.com/content/dam/cloud/documents/legal/end-user-agreement.pdf
https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/event-response-policies#create-a-custom-event-response-policy
https://docs.citrix.com/zh-cn/session-recording/service/management-dashboard
https://docs.citrix.com/zh-cn/session-recording/service/activity-feed
https://docs.citrix.com/zh-cn/session-recording/service/notifications
https://docs.citrix.com/zh-cn/session-recording/service/management-dashboard
https://docs.citrix.com/zh-cn/session-recording/service/get-started/install-session-recording-servers-from-within-the-cloud
https://docs.citrix.com/zh-cn/session-recording/current-release/install-upgrade-uninstall
https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/session-recording-policies
https://docs.citrix.com/zh-cn/session-recording/service/configure/playback-permissions.html
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https://docs.citrix.com/zh-cn/session-recording/service/management-dashboard
https://docs.citrix.com/zh-cn/session-recording/service/configure/playback-permissions#playback-permissions-for-session-recording-read-only-administrators
https://docs.citrix.com/zh-cn/session-recording/service/notifications
https://docs.citrix.com/zh-cn/session-recording/service/activity-feed
https://docs.citrix.com/zh-cn/session-recording/service/view-recordings/share-recordings-as-links
https://docs.citrix.com/zh-cn/session-recording/service/configure/administrator-permissions#types-of-session-recording-administrators
https://docs.citrix.com/zh-cn/session-recording/service/get-started/deploy-session-recording-resources-to-a-cloud-subscription.html
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https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/event-response-policies
https://docs.citrix.com/zh-cn/session-recording/service/configure/administrator-permissions#add-administrators-from-azure-ad
https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/session-recording-policies
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(BRBHREERHE).
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https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/session-recording-policies
https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/event-response-policies
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/enable-or-disable-lossy-screen-recording.html
https://docs.citrix.com/zh-cn/session-recording/service/configure/preferences
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/enable-fast-seeking.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/deploy-session-recording-resources-to-a-cloud-subscription.html
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BXFAER, BFERRSHEER.
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BEXEMER, BERAMNEIRT RS SEHITHIERR.

Fh IR E TR SR

WE, EALUEEDIRENES. AHERSNAERBRIERBIREI . RINERT, SiniEResflauiEmasag
FiEPRTS
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BXEMER, BB IEERERE,
(21

o SWFERAIBIRIER S Session Recording Server, ZiXEEMERENSIES IS B L% 3 Session
Recording BIEIEHIR S EKM, [SRT-10219]
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LEARASSINT —NFIPIERE, BT 1#1F Session Recording =& P IHINIETHERETREN B E#TIEE, %
FIFEFEREFHRZE 7.38.10030.16 RESHRATHE A,

JETHIR

£ Session Recording BEi=HIiRA* 78, Session Recording BRSESINT ESNER, WUREHUET NEMEIER
Mo

SENRATIRBE XTI ERENEHNESHES,
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https://docs.citrix.com/zh-cn/session-recording/service/configure/site-and-server-settings.html#server-removals
https://docs.citrix.com/zh-cn/session-recording/service/troubleshooting/server-troubleshooting-from-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/view-recordings/specify-players-for-a-site.html
https://docs.citrix.com/zh-cn/session-recording/service/management-dashboard.html
https://docs.citrix.com/zh-cn/session-recording/service/activity-feed.html
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BB BB fHERN

REIEFHFRESEXNESHNESEN, EIFER LT B FER @R,
TR LT LIRS E XA TR B @A
o RREARER. BIRREARRNER

o IRSBIRETE: Session Recording Server BRE & £ T WA
o TRHELEIPAR . FHEMNRREIX GBS ESHEREE

BXFAER, BESRBEFEHE,

(2]

o MREHFRFEMATEDRS, WEETRBRREIXHHBEHESELLE, [SRT-9832]

* WREIE Session Recording FRSHREE—NREEM S NN, WEHRIERTRASER, HAZHK Web
WEITH AP NI RBIRINAR IR, [SRT-9754]

s RAREAGRBAEMMKEAMNALK, [SRT-9675]

2023F2 A
SRFRHRE P RAR

LR, SRAMIARAES, Session Recording =& F il BahFt k. BAMRAE, EaIUIZBEIFEK Session
Recording Z& %, tAIMLHBESAR. BXFAGEE, BERATHEE P HH%.

SEFIRERIEE

B 1ERRZS 7.37.9010.3 thih38 T Session Recording =& P IRHIINEE, LLARAM =R i EZELE REST APl iE
RAXE R ARIXIER, XHERT ATHFLMEN:

« BIFT, AT fE Session Recording Server E=HIEEIETT, EHMEHE EREE SSLIEBHE IS PHRMIES
HE. mEP I 7.37.9010.3 RESk AR &KHF Session Recording Server EByAMIEH, AL
CUSTOMDOMAIN &#1,

EXHAER, BESRBEIER Session Recording Server EZ I =HM = R E Session Recording
Server,

o MNREREFEAENE, =BFIHN 7.37.9010.3 RESRATLEE IS PEE Web FAR#IERS.

o HATBEM **/WebSocketServer*™* iz T Web BERE X1 (**Web.config*™), iR MERIGE LR
IR EMA/NET UTE **"HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SessionRecording\CloudClientService\BIc
KEZEMRT, BXEAER, BSR EIEEEIEaN AN (/zh-cn/session-recording/service/get-
started/plan-your-deployment.html#increase-the-transport-packet-size),
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https://docs.citrix.com/zh-cn/session-recording/service/notifications.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/schedule-cloud-client-upgrades
https://docs.citrix.com/zh-cn/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/install-session-recording-servers-from-within-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/install-session-recording-servers-from-within-the-cloud.html
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¢ ZEFIRIEERINEERR T RBREH IS T BRI MIAL,

20224121
MEImRERSS 25

WaT, REeRMABER Session Recording Server ##%| Session Recording iR, BEXFMEE, BESRAFUE
#9 Session Recording Server %2 =

BARAES, Ea LU EATENERES Session Recording iR%3, AEM=HEH ER % Session Recording
Server . RERIITRE, HENIEHFEEE Session Recording BR55#9 Session Recording Server, &
MATLLT#R1E:

1. A& —&IHENHEE LR Session Recording Z&E i,
HHENE B5hiEER Session Recording iRSS, EREARSSEENE L8 Unallocated servers (k58
BIBRSS2R) FIRA,

2. WIETENEREATREAEUERS, AEREREER. BETRERS.

3. RBESEITEN X% Session Recording Server 4%,

XML INEE, EABEF T Citrix Virtual Apps and Desktops R##2F 3 SessionRecordingAdminis-
trationx64.msi 3Xff. EXRSHITIMAIIERLERE, MUBLEHIMEIsES S Session Recording Server 1%
BRI EETHIER,

BXEAER, BESHEMEHRE Session Recording Server,

BUH T ARSBNIIALE
B Session Recording Server &2 =, HAEH EREZEF K. UET, EXRAFoh@ANS ST EERITIZE
Eo

AHrAS|INT Generate command (£m&%) AT, EALEITEEGREXEEERERG S, ZASERM
SR, (IINEPHE. EFTHAAS, BFRTRSFEREHENE LN Generate command (KR &%), HES
i Session Recording FRESINTNE W4 EECE, RE%ET Generate command (£ia<).

BEXFAMER, BB AER Session Recording Server iE#E5I =M M = =% Session Recording Server,
BHEREEAE

KARASINT HEEEHATER, HOETHERASERNEWLEMERERAS. BRBERASIERGE, 8 XA
FREBRE 4, MIEM—TEE, ERBAAANEREH, BXFAER, BERENETIER.
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https://docs.citrix.com/zh-cn/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/install-session-recording-servers-from-within-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/get-started/install-session-recording-servers-from-within-the-cloud.html
https://docs.citrix.com/en-us/session-recording/service/administrator-logging.html#playback-logging
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202211 A
Session Recording EEizHIR

Session Recording lRS5INT K& MBEIEHIR, AIRBIERNT BAES. EHRAFEEMNAFHNES I AE, &
1

o BRSBTS

o FEHERE

¢ RESRITER
« BFIRREER

BXRFHMES, B2 Session Recording &5 1R,

MBI ERIRES

Citrix MZR4E7E 43 Session Recording Server EHM B FImINERIRE R, HEMXLERERE SHITHRIEHRR.

2022%F9 A
PR EHA B sh A MIBRR B XX 4

BT FhEEABERREIXX S, EUMERAIULRHERRES, WEHBIFEMBIBRREI . BEXIFAER, 1§
SHBEEREIX M

FREI AR

H7E, EEILE Session Recording ARSS FRIRHXTIETE REIXHAYIAIRAIR, BT HEHARESL, HLInREEiRIEEEA
B9

BT AT EmIAERPRAY Citrix Cloud B2 R AT RIS E IRl PRI

o TR

+ Cloud Administrator, All &

+ Session Recording-FullAdmin, All &

+ Session Recording-PrivilegedPlayerAdmin, All &
+ Session Recording-ReadOnlyAdmin, All & &

Session Recording RIZEE R T % 15IR1ZRREI M, B, 127 Citrix Cloud EX2RHE 7 Session Recording-
ReadOnlyAdmin, All a2, Session Recording RiILEE R LA 0152 IR E MRS RE A RSl B X%
MER, BEBELENW RIS RIRS,
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https://docs.citrix.com/en-us/session-recording/service/session-recording-management-dashboard.html
https://docs.citrix.com/zh-cn/session-recording/service/manage-recordings.html
https://docs.citrix.com/en-us/session-recording/service/configure/configure-playback-permissions.html
https://docs.citrix.com/zh-cn/session-recording/service/view-recordings/place-access-restrictions-on-recordings.html
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2022 7H
*# 1912 LTSR

LAET, 1/ Session Recording BREFEE Session Recording 2203 SiEShRAREE, B4, ATLUE 1912
LTSR &8 # Session Recording Server #%#%| Session Recording AR,

S EARIERR B 4

M7E, ERILUER Session Recording IRSFAAFMIBSREIX . FRARBIXMHE, AIUERRREINEBHISR
VEFEXEXHRENMUE, BERREIEE, BJLOEFERNHFRREXAHMSEEILER.

BXFEMBIMRERNER, BBREERHIX .
2022 %6 A
Session Recording fzs37£ Citrix Cloud 89T xR5Ep (APS) Xigiz (it

PREEFMREXIESS, Session Recording BRSIMEZERI A TF7E Citrix Cloud ML AKRIER (APS) Xigi#1Tik,

ka3t Session Recording Server #1Tf T

W7E, EALLEEEZ M ihmsd Session Recording Server # {76 8 FERTEFTEER, BAIU—R S
P Session Recording Server SIRZsEIERER, BXFMER, BEBIAFIER Session Recording Server i
#EI=. BCE Session Recording Server MEZ& Session Recording H#&,

HTTPS 1ERMBE I & ZHF
BT 2RIARY FQDN 24k, Session Recording Server BTEE R LAEMH SSLIERHEMBEXFHZ KL HTTPS i

Ro BXIFMMER, BFBIKIMABR Session Recording Server &3 =,

M IR E E thE IR R (F

WE, ERAILUMBIREETERE, MmN RENZIEFIERNESF:

s BIERIE
o EHERIE
o WP SIEER

tbThEERTAF Session Recording 2206 REmMRA. BXIFMER, ESREIE S0,
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https://docs.citrix.com/zh-cn/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html
https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/event-response-policies.html
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2022 F 4 H
Session Recording fz557E Citrix Cloud RIEREAX gz 1

PREEXIESM, Session Recording BREIMAEWATATFE Citrix Cloud MEREAXIF#H1TEE,

EIE 5 HEICRIUEE Session Recording fRSZ iz

Session Recording BR%54 Session Recording Server 2204 RESRARMEER BEIDRNE. ZHEESE
BRENEEURMEARFINERERNES. AXFAER, BFERAEREERBTIZFHE.

SIFECEREARIR

BIAERT, FiER%E Session Recording fa&# Citrix Cloud BIERMENIBRFIE RIS, TE, EELR
HIFEMAPR, LUE Session Recording RiFEE R RaETE BT Session Recording Server EREHASEMIRHIS M
BXFAER, BESRECERRAR,

B=FHEHA

April 24,2022
Session Recording ARS5 EJBE BHERYE LU SCAY R E XK RRIFRINE =750

Session Recording BR&S 5 =450

=G

May 22, 2024

+ Session Recording Server AJRERRIFHIF IR, HEE Session Recording Server E&#H# Session
Recording Z&EFinAERAMRAEHMN UMD, BARSER, TRUTSE:

1. M Session Recording Server Fffif=ZFiniHE (SRCloudClientService.msi),

2. BIFMNTEP RS THE Session Recording Server, ETHMM4E, HSMEIEE > RSB[EE
> RS8R EEm, ARBRETH.
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Al

(> v

Downloads

Server connection guide X

‘The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service. Before you start, ensure that you have a Session Recording server installed in your on-
premises or cloud deployment.

Step 1: Download the Session Recording cloud client to the target server

Coomiend )

Step 2: Install the Session Recording cloud client on the target server

Launch the cloud client msi file and provide your Citrix Cloud credentials.
Installation Guide

Step 3: Refresh

After the Session Recording cloud client completes installation. the target server is connected to the Session Recording
service. Click Refresh to update the list of connected servers. It might take a few minutes for your servers to be
detected.

I ®

3. EREMTFUTHENGSRE Session Recording =& i

1 msiexec /i SRCloudClientService.msi CUSTOMERID="<Citrix Cloud
customer ID>" CLIENTID="<secure client ID>" CLIENTSECRET='"<
secure client secret>" CUSTOMDOMAIN="<a custom domain name
of the Session Recording server>" PROXYMODE="<set the value

to 1 or 2>" PROXYSERVER="<http://proxy.example.com:
proxy_port_number>" PROXYSCRIPT="<script address>"
PROXYBYPASS="<entries separated by semicolons (;)>" /1lxv "<
log path>" /qgn+

2 <!--NeedCopy-->

AR

EEPIER 7.37.9010.3 XEERAFR KT Session Recording Server ERIZAMIES, HR
% CUSTOMDOMAIN &1,

BExmdTENER, BESRIIEIMAER Session Recording Server &3 =,

July 24,2023

FEBIATRMERUATASHINRA:

o HKIEE

- EEREX
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- BINERENAN
- 7£ IS R
- #2] Web Streaming Service kg7 2.0

» J&IAER Session Recording Server &EZEI=
+ Mz=AZE Session Recording Server
+ ZHIREFIHRAR

MXIERE

May 22,2024

ERER
Session Recording =% /i

Session Recording =& Fim R Eif1a LA T ithit:

+ https://*.citrixworkspacesapi.net (R38R EMAY Citrix Cloud API B934 [RIAER)

« https://*.cloud.com @234 Citrix Cloud &R R EAIARIRER)

« https://*.blob.core.windows.net ({2t3+ Azure Blob = &85 RINE, ZEMEE T7E4% Session
Recording =& ikaIEH)

O

£ 7.40.13020.11 REERAENTEFHEP, BRFEITA— w0 (TCP kO 443) BIRI#ITE(E:

iR Bix KE w0 BHHER

& Session Citrix Cloud #1 TCP (HTTPS. 443 5 Citrix Cloud #0
Recording Server  Microsoft Azure Websocket) Microsoft Azure i&@
L8 Session =D

Recording =&F

iT)

Urtg

hR7s 7.40.13020.11 Z AN E A HEREITHES KO
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https://docs.citrix.com/zh-cn/session-recording/service/get-started/connect-existing-session-recording-servers-to-the-cloud.html
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https://*.citrixworkspacesapi.net
https://*.cloud.com
https://*.blob.core.windows.net
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P Bx St} i 1m| HHER

& Session Citrix Cloud #n TCP (HTTPS) 80. 443 5 Citrix Cloud #1
Recording Server  Microsoft Azure Microsoft Azure i@
L#9 Session So

Recording =&F

i

& Session Session TCP (Websocket) 8088. 9090-9094 Session

Recording Server  Recording ik Recording =&F

# Session im0 Session

Recording z&F Recording fR$5 2

e ia#s WebSocket i#
®

Rz

FILAfERE Session Recording & FIRATISERIE, BXIFMER, BSRIFGIE Session Recording Server

EEET

EINE R ELAIA)

1. ERET=ZEPF R Session Recording Server L% % HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SessionR
2. ‘w8 BlockSizeMultiple &,

ZIMER 4 (16 KB)o BEANBIERZEIRER 8 (32 KB),
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i, Regittry Finder - Administrater - [Leal Regittry] - o
File Edt 'Werw Foeorter Window Help

[ HEEY_LGCAL_ MACHINESOFTWARE: Cisri Session®ecordng’, CloudCbent Servioe
Ha Local Reghtry 2 | _
Eeys % | Marme ' Ty Dats
w o | Cikrm ~ | Defsult) REG_SZ s naot st
- Aushebee Cloud 3 Bilor el pee REG_IADED CCEO0000M 4
Clouck Sankarvicy = SenienRecerdingULiD REGST TSI o diE I R Pl I TI6a 0
Catrrx Dl Dlroiry Cior
Irgalliigerd
hhetalnstsl

denTook
XemTookinstaller
HenTochMetSetings

Clazees

Clurits

bt

Googh

Iritsl

Meoropoht

Monily

OO6C

Faring

Peliciad

Crasbys b

€ ¥ €

HEEY_LOCAL MACHIMNE SOF TWARE L itva Settmanifet sithng CloudC henlSenade Egyi: 0 Walues: 2 Selected |

E NS PREEH

AR

MREFEANRSEFIRMN 7.37.9010.3 kESRZS, HEREERTEKSS, W UBSItPE,
7£ |IS Jhifin SSL 4878, LAE:

+ Session Recording Server a M iE#ZE#E Citrix Cloud,
o AILUER HTTPS ifiaEikes.

BXREMER, BEA HTTPSEEENSE Lo

#:%) Web Streaming Service hixzs 2.0
AR

MREEANREEF KN 7.37.9010.3 ESMRA, HERBEATERS, NWaUBLILPE,

IHia B 2Ry, Session Recording 2103 RESRAN LM R ERIZER Web 55 28:E1#3 IS PHRER Web
Streaming Service, IS & Web Streaming Service BIRR4 7 2.0, %0 HKEY_LOCAL_MACHINE\

SOFTWARE\Citrix\SmartAuditor\Server F®WebSocketServerVersion Fimo.
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B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server

v SOFTWARE
7-Zip
Business Objects
v Citrix
Citrix Desktop Delivery Controller
InstallAgent
Metalnstall
v SmartAuditor
Server

XenDesktop
XenTools
XenToolsInstaller
XenToolsNetSettings

Classes

Clients

DefaultUserEnvironment

dotnet

GitForWindows

Google

Intel

JavaSoft

JreMetrics

Microsoft

MorzillaPlugins

ODBC

OpenSSH

Partner

Policies

Python

Qualys

RegisteredApplications

Setup

< >

A || Name
b DatabaseFailoverPartner
b DatabaseName

| DeferredHashCalcFileSizeThreshold

$5|DormantTimelnHours

#|EnableAnalytics
# EnableAzureSQLService

#4|EnableRecordingActionLogging

nableSRStoragelogging
#8)EnableWebBasedSrPlayer
a8)LinkEmail

aB)LinkExpire

a5)LinkHost

aB)Linksalt
#)LoggingBlockState
ab)LoggingDatabasefailoverPartner
ab)LoggingDatabaseName
#)LoggingloggingState
axOpenfiles
axRolloverFileSizeInMB

laybackProtection
) PlayerUserRBACEnabledKey

ab) PolicyFilePath

#%| PolicyFileRefreshPeriodInSeconds
oleBasedSecurityEnabled
olloverFileSizelnMB

olloverTimelnHours

# SkipReceiverVersionCheck
25)SmAudDatabaselnstance

febPlayerDisableAllRecording

ML WebSocketServerVersion

Type
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_SZ
REG_DWORD
REG_SZ

Data

CitrixSessionRecording2
0x00200000 (2097152)
0x00000030 (48)
0x00000001 (1)
0x00000000 (0)
0x00000001 (1)
0x00000001 (1)
0x00000001 (1)

1728000000000

kk20d974
0x00000000 (0)

CitrixSessionRecordingLogging
0x00000001 (1)

0x00002710 (10000)
0x0000012c (300)

0x00000001 (1)

0x00000000 (0)

C:\Program Files\Citrix\SessionRecording\Server\A...
0x0000012c (300)

0x00000001 (1)

0x00000032 (50)

0x0000000c (12)

0x00000001 (1)

10.108.92.40

0x00000000 (0)

20

M B HA R 45 7 & B Session Recording 2103 R ES R AN A RRES BTN Web N BB EHEINET
Python B Web Streaming Service (&7 1.0) . EZE#E 5 IIS R E M Web Streaming Service, iz
17 <Session Recording Server ‘installation path>\Bin\SsRecUtils.exe -

enablestreamingservice &%,

%M B Session Recording Server iEE3 =

May 22,2024

ALK 1912 LTSR. 2203 ESHRAHIZBEFH Session Recording Server %#%| Session Recording ARS3.

EEEENSARS R EBREHITUTSEZ A, BEWEEXEHE Session Recording Server B34 :
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CIlIIX

} =

=W

B 2023 &£ 7 B2, Microsoft B% Azure Active Directory (Azure AD) Ed&n& 1 Microsoft Entra ID, 7
A3, fERR Azure Active Directory. Azure AD 3 AAD FRZE B3935 Microsoft Entra ID,

R

ERIAER Session Recording Server i&#%| Session Recording RS, EHERS B/ LETRUATSE:
1. AWREEHNEEFIRRA R Hikim o

o MREFEANZE 7.40.13020.11 HESRANTEF iR, WRAIFEAHILRA 443,
o MNREFERMZIRA 7.40.13020.11 ZAINEE i, ERIFFERHIAKO 80, 443, 8088 1 9090—
9094,

2. THFHRE Session Recording =& i, Session Recording =& P inelRER, BIFIRSSFIGERE
Session Recording AR,
AR
BT R P HNETRENTIFEFERT 7.38.10030.16 RESRANEE iR, Y=FFHESE
TTH, SFIFREFRRENEHRITEE.
a) &= Citrix Cloud,
b) A LAMREH, EERMIRS > DaaS.

c) &I, %#E Session Recording,
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d) 7£ Session Recording fRSSMEMSMIZPEREE > RSB[/EE,
e) HERRSSERIERENEm LR T TH,

Downloads

Server connection guide X

The following step: h
Recording service.

Recording sarver to th Session

Step 1: Download the Session Recording cloud client to the target server

Step 2:Install the Session Recording cloud client on the target server

mand and then use the command toinstall For

Step 3: Refresh

fter the Session Recerding cloud client complates installation. the targst server is connected 1o the Session Recording
carvice. Click Refrash to update thelist of connected servers. It might take a few minutes for your
detected

 &@F Azure AD BRI EE R T AEABTREST P IRIVER S LK.

o EAE L@ Session Recording ARES¥@BiE L Continue configuration (44
f2&E) skinial Download (T#) #1 Generate command (£mid<) #%2H:

Manage v Monitor
Configure Session Recording X

Connect to Session Recording servers
Server connection

“The following step

(=)

Step 2 Install the Session Recording cloud client on the target

2

©
®
@ Recordng ot 10920 &
®
®

Step 3: Refresh

Imigh take afew

Connected servers

o st

> Unaliocated servers

> 20190R1
3 onvaes

(-1 ®

f) 7£ Session Recording Server EREZZFF IR, Alt, FEUBERSHNEZH THNZE P H.msi
X4FRENGIEIZI TR S,

AIUFMAGS, LS B HRSISEEISENE LM Generate command (<) F&E

DR
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Downloads

Server connection guide X

‘The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.

Step 1: Download the Session Recording cloud client t the target server

Step 2: Install the Session Recording cloud client on the target server
Generate a command and then use the command to install the cloud client. For more information. see the Installation

Guide

Step 3: Refresh

‘After the Session Recording cloud client completes installation, the target server is connected to the Session Recording
sarvice. Click Rofresh to update the list of connected servers. It might take a few minutes for your servers tobe
detected.

7£ Generate command (£ <) A ELEZFRNAHEHNENBHES, 25, #i Generate
command (£m&<) &l

Downloads

Generate command

To generate a command, answer the following.

Has certificate binding been added?

@Yes ONo

What does the ceriificate specify?
O Local FQON @ Custom domain

Custom domain name

(m

@ Tohave your properly. edit before
installing For
here

Are you using a procy setup?

O Yos

B Enatls verbose ossing

Logpath

| caprogram Fites\Gitrix\SessionRecording\

() ®
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Generate command

m the location of the.msi fils.

@ ke

®

MREEE T Generate command (£im<) RHMEEBHNERFIREHMER, ERNGS2BD
N FEH, THEHEHER Citrix Cloud /5, Generate command (£r#<) BB XRAETA,

EELEMUTUTRE:

Hrp:

msiexec /i SRCloudClientService.msi CUSTOMERID="<Citrix Cloud

customer ID>" CLIENTID="<secure client ID>" CLIENTSECRET="<
secure client secret>" CUSTOMDOMAIN="<a custom domain name
of the Session Recording server>" PROXYMODE="<set the value
to 1 or 2>" PROXYSERVER="<http://proxy.example.com:
proxy_port_number>" PROXYSCRIPT="<script address>"
PROXYBYPASS="<entries separated by semicolons (;)>" /1lxv "<
log path>" /qgn+

<!--NeedCopy-->

+ SRCloudClientService.msi % % Session Recording =& F i, ZE PS5 Citrix

Cloud W% B, #.msi X#THAEHFIEEZNSE Session Recording Server

PE =W
21k Session Recording Server EM =& FimARSS (CitrixSsRecCloudClientService)

&, ZiRSBIVKRSAIRER BRI, BXFMEE, ESIAEE Session Recording
Server,

Citrix MR #E £ Session Recording Server EMmE A mIEREEER, HERXLE
IRERME B ITHEHR,

+ CUSTOMERID 24 ES#. &aILUE Citrix Cloud =4l &#9%A LA EF Citrix Cloud ZF 1D,

AT LUTE Secure Clients (Z2& %) %W+ [Identity and Access Management (514
IRBIFAIAFIRIEIE) > APl Access (APIifin)) >Secure Clients (Z&&F )] £HEl. BXR
B, HEBERUTREHE:
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= cilrix e v
« ldentity and Access Management
Authentication ~ Administrators APl Access  Domains  Recovery
ProductFeisions
Secure Clients are used to interact with Citrix Cloud APIs. Learn more about the APIs
Touse a secure client in a silent Cloud Connector install or to access Citrix Cloud APIs, use zok9h8n3pizo as the customer ID parameter.
Name ¥ D Created By Creation Date Last Used Date Actions

4:20:13 PM Mar 2, 2022 o
2:02:39 PM Mar 7, 2022 5:10:29 PM Mar 7, 2022 o
4:22:24 PM Feb 8, 2022 1:35:13 PM Mar 30, 2022 o

o CLIENTID 2#E2#, £2F P ID 2ABLZ 2T KN AsiERNEBM—IRIAF (UUID).
ZeEPmATFS Citrix Cloud API #1732 B,

« CLIENTSECRET B4 F2H. R2FFHEBEANEIZFARIENET—X. SIBR2EFik/E, &
TTHEH¥R2EF R ID MR2FFHRERREET—IXMEF.

Product Registrations

Secure Clienls are used to interact with Citrix Cloud APls. Leam mare about the APs.

X Dparameter

asecu
Named: D @ Last Used Date

6:57:19 PM J]an 5, 2022
ID and Secret have been created successfully s

It 210:22PM lan 19, 2022

Steret seresrrserersserserenes ® [ |

+ CUSTOMDOMAIN #miES88, ©fER Session Recording Server BF HTTPS i&K# SSL
IEBHEIREBEX B, WRKIEE, WAIAER FQDN,

=W

REPIR 7.37.9010.3 REEREARKHTF Session Recording Server Lz #iES,
Az F CUSTOMDOMAIN £%1,

s EFEEMABIERIET, TR Session Recording ZEFIHZRIERAMUTAEZ—:
(%) 7% 1.

i. E%%ET Session Recording Server Bt &EH £, T EMREEDS.
i, HE ARG
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
\MSV1_0
iii. AfEEE MSV1_0 HEIE— ) ZFHFHE,
iv. BEZRIEE R BackConnectionHostNames, SEHIEGE NESENEENXIEHE,
FE
BERMMTHRENENBEEXERZ,
1% BackConnectionHostNames 5t X &{F) REG_DWORD Z£#i757E, 5%
HbsHEHR LIRS FRHRE,

V. BHEMRGES.
vi. BEHBITEN.

FE2:

==
AR

I ERRRR 2N, AACREATSHRIEFENE,

i. L% T Session Recording Server B+ &E# £, T EMREES.
i, BRI
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
iii. G%%E Lsa HeIE— DWORD f&,
iv. B{ERILE N DisableLoopbackCheck, HEEHIBIZEN 1o
v. RUEFMREERS.
vi. BEFBITEN.

« PROXYMODE Z2ri5#, ¥ZEIREN 13 2 /1555 Session Recording BRSEAFahH
BaREBIRE. WMRFEESH, WERKIAMEN 0, REFEARE,

« PROXYSERVER 2r]i£&%, B2, X3S PROXYMODE iEEhH 1, MBS HANESEH
CEEREBRSS{/ANRA IP it UIRKRBIKEOS, Fl, http://proxy.example.com:
proxy_port_number,

+ PROXYSCRIPT 2ri£5 %, BIsENREM AL, $130 https://node-cluster143516-
swg.ibosscloud.com/95rc2MBacUpwBGIl/v2/proxy.pac. SIRFIEESE, KESHR
BEX.

+ PROXYBYPASS 2i£2#, FERANREUSS (;) HIRAIRSSE, BLUETESR BT LMMuERIN,

o ['v BEESH. BIEEFEHAAEER.

o [qn+ RAFESH. EEELRTRE, REHERFRT.

Session Recording Z&F AR TG, BIRARS#/FEEET Session Recording BRS5. 7EARSS 28
EEDUE LR ERIEIAEREERNRSRYIR, FJRERE/LFETE 7 sete il 2 ERIARSS 28,
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lemium s e cein: v
~ Monitor Downloads
Server Management @

Manage your Session Recording servers by load-bal
To add Sessicn Recording servers, follow the Server

~+ createsite (¥ Refresh

> W2K16ST-DKV2QD5 (Empty) 0 server, 0 available 14
v |site-1
Site.1 description 1 server, 1 available V4
SERVER Server version Cloud client version
test server 22.6.0.0 7.35.25251.5683 O Gzt @
> testdescrintoin (Empty) 0 server, 0 available <z
> Site-4 3 servers, 0 available V4
> Fat1912 1 server, 1 available V4
N W2K16ST-UKISDOE (Empty) 0 server. 0 available Vs
> WEEKLYSERVER2 1 server, 0 available Vi

> site-2 1 server, 1 available 14 @

TESTSERVERY

Irs5EREE

AILUEIE SN Rz 83T Session Recording Server #{TH H FEREMITER, —MNESTTUEEEEIR
—~ Session Recording #uiEERI 21~ Session Recording Server o

¥ Session Recording Server i%# % Session Recording lR$5 /5, RS |/ BN A EIEZESIR— Session
Recording #UBEM AR, MREBIKMERATA, RSBASHRAUER, HRBFRSRNET.

AT RS B BT A THRIE:

o M BE XA ARI MBS,

o BFSLUAIRIEFR Session Recording Server o

+ ¥ Session Recording Server #EREI R RIAIIE . AT OB 8 i AR 53 28 AV 1% B Bl AT SR BB B AR 53 23 AV 3 £
B EERMXE XA RS 2R 2T

FRBIRSRIGE. BXIFMER, BBREE Session Recording Server,

Mz=H%% Session Recording Server

May 22, 2024
BILUEIIER Session Recording Server 1% %5 =, Al IEEM=HRE Session Recording Server,

AL, ERBEHTH Citrix Virtual Apps and Desktops &2 F 3 SessionRecordingAdministra-
tionx64.msi Xf, EXSRELIMNUFLEEHIMFT8ES FH Session Recording Server & E T EIETHIE

o
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Session Recording fz$3

3K SESERM = RE Session Recording Server fidiE, HAREGHIRIERERES.

AR

B 2023 &£ 7 B2, Microsoft B% Azure Active Directory (Azure AD) & & Microsoft Entra ID, 7
A3, fEiRR Azure Active Directory. Azure AD 3¢ AAD FIRZARILEIY$E Microsoft Entra ID.

RESRE

EM=HRE Session Recording Server, 1Bt E#%E#%% Session Recording Bk, REMEHEHE LR
Session Recording Server, iEHITIUATIZIE:

1. EE—aE,
2. RFRIEEN TR P inhR A /A it o
o MREFEANZ 7.40.13020.11 AESRAEN=ZFiH, WNAIFERBERD 443,

o MNRIEERBZIRE 7.40.13020.11 ZHIN=ZF %, BAFERAHMGKED 80, 443, 8088 #1 9090—
9094,

3. EIHHEN LT HHRE Session Recording =& Fif.
AR
BT 4iraE P BHETRSHTIPIEFERT 7.38.10030.16 RESRANEZE K. YoEFHESE
TR, SFIFEFSBMTEHBITES,
a) &= Citrix Cloud,
b) fEA EAMREH, EERMRS > Daas.
c) 7£&IEH, %$F Session Recording,

d) 7£ Session Recording FRSSMEMSMIZPEREE > RESBVEE,

e) TERSH/IERIERNA BT TH,
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lemium M e
Downloads
Server connection guide X
The following steps gh Recording sarver to the Session

Recording service.

Step 1: Download the Session Recording cloud client to the target server

Step 2:Install the Session Recording cloud client on the target server
Generate  command and then use the command to install For

Guide

Step 3: Refresh

‘Adter the Session Recording cloud client completes installation. the target server is connected to the Session Recording
service. Click Refresh to update the list of connected servers. It might take a few miniutes for your servers to be
detectsd,

o @8 Azure AD AR EER T EERARTRES TP R EMS T,

o XA LB i Session Recording AR M@ T1E LA Continue configuration (44:
fe&) skifial Download (T#) #1 Generate command (£pd<) #&H:

Manage v Monitor Downloads

Configure Session Recording X

Connect to Session Recording servers
© senercomecion

L T—
@ senersenngs heSesson Recarcng snvce

@ Recording polic tep 1: D¢ 8¢

Step 2: Install the Session Recording cloud client on the target server

For more information, sea the

® s —m’-“ﬂ““—@“‘

Step 3: Refresh
Afer the Session

Iemigh take a few
minutes for your servers to be detected.

Connected servers
> Unallocated servers 10 Servaes.
> 20100m1 1 Servers. 0 Available

S onraes

o ®

f) BHENLZERZZPE, Alt, BUBERENMNEZEI THENEE K. Msi XEFRENMNEIEITHS.
AIUFBAGS, LIS B HRSISEEISENE LM Generate command (<) F&E

BER o
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Downloads

Server connection guide X

‘The following steps walk you through the procedure of connecting a Session Recording server to the Session
Recording service.

Step 1: Download the Session Recording cloud client t the target server

Step 2: Install the Session Recording cloud client on the target server
Generate a command and then use the command to install the cloud client. For more information. see the Installation

Guide

Step 3: Refresh

‘After the Session Recording cloud client completes installation, the target server is connected to the Session Recording
sarvice. Click Rofresh to update the list of connected servers. It might take a few minutes for your servers tobe
detected.

7£ Generate command (£ <) A ELEZFRNAHEHNENBHES, 25, #i Generate
command (£m&<) &l

Downloads

Generate command

To generate a command, answer the following.

Has certificate binding been added?

@Yes ONo

What does the ceriificate specify?
O Local FQON @ Custom domain

Custom domain name

(m

@ Tohave your properly. edit before
installing For
here

Are you using a procy setup?

O Yos

B Enatls verbose ossing

Logpath

| caprogram Fites\Gitrix\SessionRecording\

() ®
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|||||

Generate command

®

MREELE T Generate command (£&<) RIEEERERFIREEMES, ERNGSSEM
HENEH, THEHEHRESR Citrix Cloud /5, Generate command (&%) RHABXE A,

=W

ZEPRE 7.37.9010.3 RESMATKHTF Session Recording Server ERIZAMIES, HR
% CUSTOMDOMAIN 2%,

BFEEEXIHRERIET, BERE Session Recording =X inZ RiERU T AEZ—!
(%) HE L
i. EUENL, THEMREESR.

i, BT AR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\
MSV1_0

iii. A%E MSV1_0 HOIB—1NSZ2/FHE,
iv. BERMRIEE N BackConnectionHostNames, SEHIEGE MO SENBEENIEZ,
AR

BERMAITHBANENEEXIHE,
& BackConnectionHostNames 53t X&) REG_DWORD 22727, EGE M
HEMOEZFHRE,

v. BHEMREIES
vi. IBEHRBIHEN.
FiE2:
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AR
WHERRT Z2EE, RATCZAT SMRIEFERE,

i. EIHEN L, THEMREERS.

i, BT AR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa

iii. ARET Lsa #8/E— DWORD &,

iv. ¥ERTFLEN DisableLoopbackCheck, FHIEEKIEZERN 1,

v. RHCEMRRIES.

vi. EEMBEITEN.

4. W BYBRERENREEENE, ARREREET.

emium ‘. L ceip: ™

r Downloads

Server Management @

Manage your Session Recording servers by load-balancing sites and configuring server settings.
Toadd Session Recording servers, follow the Server connection guide.

+ Createsite (¥ Refresh

v Unallocated servers
Servers that

do not belong to any load-balancing site. 1server

Cloud client version
AUTOSERVERL Server version 7. 37.8000.2 O Ready toinstall

@

5. RBESEITEN X% Session Recording Server 4%,
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»
®
<

CcCID: |
Downloads

Install Session Recording X
sr-p2uyo2e-0

0 Overview Prerequisites

@ Server in avalid domain

@ Databases and logging Load-balancing site
@ Create a new site [ srtest ]
@ Summar Add to a non-empty site
Components to install Version:| 2308 v ‘

Session Recording server

Session Recording broker and storage management

Session Recording administrator logging
Administrator logging captures Session Recording server configuration changes and recording
activities to the session recording database

Session Recording database

Session Recording database

Installation location
Specify the location for the installation

‘ C:\Program Files\Citrix ‘ Check path

@ Path valid

©

a) EATIE L, TRUTSE:

i. BITHREURIETENE S TERAEF,
MEZHREZATHIEHM T8RS Session Recording Server fEiEEE L AEI TR,
il. R EN e S RE R BRI MBI =,
i, ERERENRS SBhRA.
iv. EEREREHBMIIZBEEREEN.
v. BET—SHNEIEEDE,

b) EHIEENE L, AEESTEATHERE, HNMESFE, RERENXEREUNILS Session
Recording #UBEMEE R AEHURENERE.
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CNENG5REQMKF8PX
o Overview

@ Databases and logging

@ Summary

= CCID:

Install Session Recording

Databases

Downloads

X

We will create 2 SQL databases for recording and logging data, respectively. Specify the

instance name and customize the database names as needed.

() Use cloud database

Instance name

| |

Session Recording database name

| |

Administrator logging database name

| |

Test connection

Administrator logging options

Enable administrator logging
Enable or disable the administrator logging service.

Enable mandatory blocking

Lets you allow or block changes to policies and server properties if logging fails.

®

o MREZFBHBENDELAMENIFTHR, BEENE ENFERREEIER.

o AILTELT = SQL B ERRSS L 35E Session Recording #RE:

AWS RDS

Azure SQL #iEE
Azure SQL &£

Azure E#A#HL (VM) E£AY SQL Server

Google Cloud SQL Server
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Install Session Recording X
serverl
@ overview Databases
. We will create 2 SQL databases for recording and logging data, respectively. Specify the
@ Databases and logging instance name and customize the database names as needed.

@ Summary Use cloud database

Database service type

[ Azure SQL Managed Instance A4 ]

Instance name

{ Enter instance name }

User name

Enter user name }

Password

{ Enter password ]

Session Recording database name

[ Enter database name ]

Administrator logging database name

Enter database name ]

Administrator logging options

Enable administrator logging

Enable or disable the administrator logging service.

o LHIEM: MRBIBELGIFEHZLH, WREEFERA SQL Server MitBHE#M, MREEER
BRI ERREIANILL L FISHE, BER computer-name\instance-name 1EREIBESLFIRZ . B
EEANIRS2B(LGIZFR, ETE SQL Server £izfT select @@servername. REE 7 HEH
HIEIBEESL I B R, IR SQL Server EEBAMMBEXIHO (MIEFRIAKA 1433), HEIH
ZEBIZFFHIN—MHESRIGEBEXMITEEH. HIg, EEHIBFXAEREN DXSBC-SRD
1,2433, EHES/EEM 2433 RTREEXMIF28H .

+ Session Recording ¥#iBEZR: BABEXIIRESZM. TENMUMAEHIEEN sysadmin
BENR, BN, FERMIBEEEER SRR, fENEHEENLS SQL Server LFIr0ZERE UK
HURE B R .

c EERATIIRIBESN. EERATICRBBERRYUMS Session Recording #iBERZ A
B. RANEERATICRBIEEZNE, BHNNERNASEERBSIERBIEEFENER,

- BREEATIER: RMNERT, EREERSIERE. FJLUEIBUEEFENSERERR %I,
o BRSEGIMELE: BIAMERTBAERGELE, MRETIERKRK, WaJsEEIEEETRE. TLUEEE
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HIERAEN 2R R AR HIFE L.

C) EWENEL, RIFENIEE, ARPERE,

sr-p2uyo2e-0
G Overview

0 Databases and logging

@ Summary

@

Install Session Recording

Summary

Component
Session Recording server
Session Recording administrator logging

Session Recording database

Version
2308

Installation location
C:\Program Files\Citrix

Databases

Instance name
tepisessionrecording-p2uyo2eunvalo.database. windows.net, 1433
Session Recording database name

sessionrecording

Administrator logging database name

sessionrecordinglogging

CcCID:

Downloads

X

d) #it Installation in progress (E#ERE) ZHNEN, REREHE,
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Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

+ Createsite (O Refresh

v Unallocated servers

Servers that do not belang to any load-balancing site. 1 server

Cloud client version

AUTOSERVER1 Server version 297.26476.47456 B Installation in progress.

Downloads

@

BN, REEHAE D,
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Install Session Recording X
AUTOSERVER1
Step 1 of 4: D i i dingAdministrati 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under

Site srtest on the Server Management page.

®

RERNTRE, TEVIERAEEED Session Recording BR55#9 Session Recording Server, &1L

EESIZSIE RIS R THEIRS 3. RINRS R EERNEUEEERNFERS .
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Downloads
Server Management @]
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide
=+ Createsite (™ Refresh
Unallocated servers (Empty)
> Servers that do not belong to any load-balancing site. 0 server
v srtast 1 server, 1 available
Server version Cloud elient version ;
AUTOSERVERL e YoTe I e D @ Available @

®

INRLEKN, FRERERMEDHERHBITIOMUBERTENEE. EEnE (WRE), EMEH
HEN, AREHRBHRE

ES I
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Install Session Recording pd
TESTBEL

€ Installation failed

Run diagnostics to identify possible issues. Restart the installation wizard when you are ready to retry.

Run diagnostics

S

A

Restart installation wizard %

LR IGIRIF
M=% Session Recording Server /&, T T#1E:

« BIREM Session Recording Server E# %I B 4% Session Recording Agent. #%I84% VDA g VDI it
BHFHITH Session Recording Agent Eit., BARET Session Recording Server B9+ EHAITE
B, $BANIEEEI Session Recording Server BythiY AR O1E S

o IRIBEMBEREEERSHGE,. BERMBEBAR,
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s BERIEURIERIERTIEERS,
- EEEERATIIREE.
+ ¥ ZE Session Recording BIEEHIR, RN T BENTE, MTLMRE, BHIR LT A EMRHEIE,

¥% Session Recording Z#RHED=ITIA

May 22, 2024
ARMAE XN Session Recording &RIEE Azure ITiHMNE B

ZATLLM Session Recording ARSI LT Session Recording ZIREFE S Azure ITIRH:

+ Session Recording Server
o BiERE

o FfE

o ETEE

¥ Session Recording #ZREEEI Azure ITRI T E B M-

o ERERE Azure iTHNENER. IRZENERFTELRMTAEGEE. BXFAEERE, BEREXEENE
HENEZEIBRMEZ IR

o MREFERMTRAEE, EtIE—1 Azure Resource Manager =1k (ARM £1R), HESEHES AL
REHENZR. EXFAEE, FBRAXEENET ARM iR SIZMEBBIL S,
B EVEZ BBt =

KD ABTK S| FETRET ENEZ LI RMEZ L RBIE, UK AT UTE XS NERE AL = E AT LA R (E:

o MEREE Azure LRI AL S FIRINER
o« FMAFATIFNAEFESN IP it
o BEFHA Azure ISEFRRLES

KEDABTIER S| REFTRARMNENERNIIE,

B AR B LS

1. £ Session Recording FREHIAMIS A= FiERAE > IRSREE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41


https://docs.citrix.com/zh-cn/session-recording/service/administrator-logging.html

Session Recording fz$3

Femium

B Monitor

Server Management

Manage your Session servers by load-bal sites and iguring server settings.
To add Session Recording servers, follow the server connection guide.

+ Createsite (¥ Refresh

No data available.

2. ERSH[EENE L, PHEBIS, IR E RSB IERTIH,
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Create site ¢

Site information
@ What would you like to do?

iR Create an empty site
L Create a site and add servers later.

(\\ Create and deploy a site through a host connection
@ Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

[_:\ Create and deploy a site through an ARM template
-0
o

Site name

Description (optional)

- 1D ®

3. EFEI ENEZCRMNBBUR. ENSHA=FFIETEESE,
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Create site X

Site inf ti
@ tte intormation What would you like to do?

@ About your deployment
Optional ==

e Create an empty site
L) Create a site and add servers later

@ Network

Virtual machines . .
@ rtual machin C\\ Create and deploy a site through a host connection

@ Deploy Session Recording resources using a host connection that connects to
@ Domain and certificate your specific cloud subscription. Learn more
@ Storage
— Create and deploy a site through an ARM template

. -DDD Create an Azure Resource Manager template (ARM template) to deploy Session
@ Databases Recording resources in Azure. Learn more
Load balancer

Tags !

@ Optional Site name

Secure client [ ]
@ Summary Description (optional)

Host Connection

[ APIAutoTestTurnkey v ]

Add connection

®

4. WARBANGER, EFEEDEM Azure ITRNENERE, AREEXSE.

o MREEEENERE, BESETAXEEMRMENEERFN—DENEE,
o A% Azure BUFX IR,

5 ERERERRE, BET—FUHE,

6. (FIit) ERMEX VM MEFEFEEENEN, BFRESEHREBREXNER.

FLiEdeE I mgood, skip this step (HRiF, RTHIR) REEREEEATABTNERTRET—
TREI LT B
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Create site hd

Site information
Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.
About your deployment ® 8

Optional I'm good. skip this step.

Virtual machines The following information helps determine the recommended number of Session
Recording servers.

Domain and certificate

How many cencurrent sessions do you have at most?

Storage 4,000-6,000 v

Recommended number of servers: 3 ") reset

ONONONONONONONON -

t]}:ié\val

The following information helps determine the recommended storage capacity.
Secure client
How much visual movement do your sessions typically have?

® ®

‘ Some, the display changes but not drastically % ‘

How many sessions do you need to record per day?

‘ 5.000-10,000 v ‘

For how long do you need to retain each recording file?
‘ 15-30 days v ‘

Recommended storage capacity: 30TiB "] reset

C- Y ®

HENTHFIRFIEFEDE, RASREBEEHERETEN. BYNELE-— I TANEERHE. SEERLE
FRIZER S FEDEF AR BN,

7. A& Session Recording fRSS 2815 E EMANKEIMMEN FW, MREH VDA 5 Session Recording
Server i FREMEIMMEH, SEMFARMES, BEILEZUHAR Session Recording Server g5
&89 VDA &fz.
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(GNGNONONONONONONON I J

Create site

Site information

About your deplayment
Optional

Network

Virtual machines
Domain and certificate
Database:

Load balancer

ags
Optional
Secure client

Specify the virtual network and subnet for your Session Recording servers to join.

Virtual network

Select a virtual network that your VDAs can connect to.

Subnet

Select a subnet that your VDAs can connect to.

X

8. BIEEMH (VM) fER1ERY Session Recording Server,
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Create site

o Site information

o About your deployment

Optional

@ nework

(@) virtual machines
@ Domain and certificate
(@ Databases

Load balancer

® oo

@0 secureclient

@ summary

Create virtual machines as your Session Recording servers.

Session Recording server version toinstall: | 2311 v |

Image

‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘

Size

‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘

Number of VMs

‘ 3 BC o Recommended for you: 3

Estimated cost (per month)
$812.16

Create an administrator account for the virtual machines.

Administrator account username

Password

\ ° |

Confirm password

©

o MRE VM BEFE, NEMAETEZNNHRT, BREFTEEIZHMF.
o EENRARTIREEN, AEEFIN. ErIUEAELFRR AT T,

9. ¥ Session Recording Server 5

=

Ay

#9 VDA N AEIRE—M=EAF, #7 Session Recording Server $g&iE+,.

+ MR VDA &R Active Directory i, i&i%& Join servers to an Active Directory domain
(8BRS 28M0NEI Active Directory 1) EEEHBNEXREE,

o WNREH VDA #E %3 Azure Active Directory (Azure AD) 8, iEEXE % Join servers to an
Active Directory domain (i§BR$338I0 A2 Active Directory 1) Ei%iE, SelYATiGRMEIES,
ES R F RN Session Recording Server IMAZIE— Azure AD 5, #&FE, 4 Azure AD ZpEX
ERATF Session Recording 2402 &E Sk,
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Create site

o Site information

About your deplayment
Optional

Network
Virtual machines

Domain and certificate

Load bala

Opw;nat

cure client

Summary

SSEONONONONON BN < 3N <]

® Join servers to an Active Directory domain

@ This should be the domain where your VDA reside.

Domain hame

| |
Domain controller IP address

| |

Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ° |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Databases

Load balancer

Tags

Optional

Secure client

® 6 @O0

Summary

() Join servers to an Active Directory domain

0 Supported only on Session Recording server version 2402 or later. Please select a
compatible version in the previous step. Go back

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®

©

B 2023 £ 7 B2, Microsoft 2% Azure Active Directory (Azure AD) E8:% 5 Microsoft Entra
ID, fEA 4, {E@MiEM/ Azure Active Directory. Azure AD 3§ AAD BIRA I E93E5 Microsoft

Entra ID,

10. BCE Azure KA MXAHZUFHEEHNREIX 4. BEXENEE, ESH Azure XHEM,
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®©® 0000000

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Da

Load balancer

Tag
Optional

Secure client

«

X

Configure a storage account and file shares to store your recording files. For pricing
information, see Azure File Pricing,

@ A separate storage account will be created for your archived recordings, which does
not generate any cost if not used
Storage account

Performance

(®) Standard: Recommended for most scenarios (general-purpose v2 account).

() Premium: Recommended for scenarios that requires low latency.

Redundancy

Locally-redundant storage (LRS) v

File shares

Tier

Transaction optimized

Maximum capacity
5TiB

Number of file shares
L v

v o Recommended for you: 6

Estimated cost (per month)
$1843.2 (max.)

$0.06 per used GiB. actual cost depends on your usage.

®

11. £ Azure FRIEM SQL #EE. — 1 AE Session Recording #iE% (&% sessionrecording), 5—
MREEERBTICRIEE (&5 sessionrecordinglogging).

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

50



Session Recording fz$3

Create site X

Create 2 SQL databases for recording and logging data, respectively.
Site information
Compute + storage
About your deployment
Optional -
Service tier
Network General Purpose

Compute tier
Virtual machines P

Provisioned

Domain and certificate Hardware configuration

Standard-series (Gen5)

Q000000

Storage Up to 128 vCores, up to 625 GiB memory
Databases vCores
A
o 2 B
Load balancer
N Data max size (GiB)
®@ Fia 0 |32 |2
@ Secure client Estimated cost (per month)
$441.3

@ Summary

Database administrator

Username

‘ dbadmin1 ‘
Password

‘ ................ ® ‘
Confirm password

[ o |

@ ®

12. BIER A & T 128 LUIE Session Recording Server a9 % TEf1 &, 7 Restrict access of the load
balancer to only the following addresses (i1 & F #2869 PRIREI PR T kL) FERRIMAN
VDA 9 IP it SSEEHBEMES (,) 9R. BXENER, BESRMHTEEN,
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

©@ 0000000

©]

ags
Optional

Secure client

® ®

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

Azure load balancer

SKU
Standard

Type
Public

Tier
Regional

Estimated cost (per month)
$189.6

Access

Restrict access of the load balancer to only the following addresses @

13. (%) WEEIEM Azure ZIRE RIS,
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Create site X

o Site Information You can apply tags to the Azure resources that will be created.

If no tags are needed, simply click Next to continue.
o About your deployment
Optional

o Network Name Value
+ Add
o Virtual machines

o Domain and certificate

o Storage
o Databases

o Load balancer

Tags

®\
@ surmer

- 1= ®

14. BIBREEFIE, LU Session Recording Server #A\Zl Session Recording AR$3.

PHYUBEF G, ik Citrix RREVBLRLEFF K. 3, ELUEE Citrix Cloud ###I4# Identity and
Access Management (S{3iR3IF1i5RIEE) > APl Access (APl ifRIMIR) EMKOIELRLEFin, A
BEEUTER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 53



Session Recording fz$3

®©®0000000000

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Databases

Load balancer

Tags
Optional

Secure client

m Cancel

Create a secure client to onboard the Session Recording servers to the Session
Recording service.

Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP Access tab of
the Citrix Cloud console and then fill in the information below.

Create client

D
| 6b63afdi-d048-49e1-b27d-781bffead7a2 ‘

©

15. EEAXBCRNERNEE, MRFTE, BRLHNEEMURERE, NERTRAFIRHE.
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

Secure client

© 0000000000

Summary

Start deployment

X

Here is a summary of the resources we will create for you using your subseriptions.

Export to ISON

Region  US East V4

Resource group

[ Virtual machine e

Image  Windows Server 2022 Datacenter: Azure Edition-x64 Gen2

Size Standard_D4s_v3-4vcpus, 16 GiB memory

O Storage account
Performance  Standard

Redundancy  LRS

File shares @

Maximum capacity 5TiB

B Databases e
Service tier General Purpose
vCores 2

Datamax size 32 GiB

Estimated cost (per month)

Virtual machines $812.16
Storage $1843.20

4

2

(3 Storage account (for archive)
Performance ~ Standard

Redundancy LRS

File Share

Maximum capacity 5TiB

o& Load balancer Vz

SKU  Standard
Type Regional

Tier

$3286.26

Databases $441.30
Azure load balancer  $189.60

TEEMBEIENRE:

EREIEEHTH:
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remium

e

Monitor

Server Management

Manage your Session servers by load-bal sites and
To add Session Recording servers, follow the server connection guide.

+ Createsite (¥ Refresh

My test site (Some description for my test site.

A 7 site deployment i progress

ing server settings.

View status

TR EIRER, BAUREEERSUEEHE,

BERM:
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remium Q @ ~
e Monitor
Server Management @

Manage your Session servers by load-bal sites and ing server settings.
To add Session Recording servers, follow the server connection guide.

—+ Createsite (¥ Refresh

My test site (Some description for my test site.
A @ Site deployment failed

View status

NREBIEHPHINEIR, BREEERSUETEHERIFAER. BXBIRFAEENTAE:
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Create site X

0 Error

Go back to adjust your input as needed and then try again. When you retry, we will delete the resources that have been

created and start afresh.

Don’t want to create this site anymore? You can cancel the deployment and we will delete any resources already created.

N/

\

Back to configuration

AT & Back to configuration (GR[EZIACE) =t cancel the deployment (BGEZE), R &% Back
to configuration (R[OZIFEE), NM=iEEZ Create Site (8IEEILR) ME, EAUEETERREEHE
o MRBHEBEUHEE, BREBASHIRZIES UK AZIESEIEE Azure iR, FI30:
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Cancel deployment

O Deleting site and resources...

You can now close this dialog. The site will be removed once the resources are deleted.

EBE ALY

R EERRE, BT BUMSUREENEBEETERNER, View status (BEBRE) BRHAEXH

Settings (&%), Azure BIfRA] FISRKRTE Azure EEFEMIE S,
BXUERIRENER, BERLRNRSEEE,
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D
@

remium

e Monitor

Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

~+ Createsite (> Refresh

My test site (Some description for my test site.)

M 2servers, 2 available 2 storage locations Cost (current month):

Settings

MEEE Azure ERIB LR FRINZER

@S ENERETE Azure EEENIBUR, AIUBMERHFIEERSSMNEETIANER. Ak, BRRUTS

B
1. £ Session Recording RREHIAMIS M= FiEREE > IRSEEE,
2. EIRS[/EER@E L, RIHBRFBEFMS. Azure BEIFRe] ARFRE Azure EEBEMINE =,

3. BEAMNHER.
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"emium

3 Monitor

Server Management

+ Createsite (¥ Refresh

My test site (Some description for my test

A 2servers, 2 available

2 storage locations

£ servers

stserverl
Server description goes here

stserver2
Server description goes here

[ storagelocations  Storage maintenance
\test file.core.windows.netirecordings1

\itest file.care.windows.net\recordings2

& Databases

st-recording

sr-logging

o& Load balancer

sr-load-balancer

Site1 (Thisis

cription for Site 1.)

3 servers, 1 available

Site 2 (This Is the

ription for Site 2.)

1server, 1 available

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

Cost fcurrent month): $746.47

Server version Cloud client version
23.05.01 7.39.16000.1

Server version Cloud client version
23.05.01 7.39.16000.1

Maximum capacity
5TiB

Maximum capacity
5TiB

Pricing tier
General Purpose: Serverle

en5, 1 vCore

Pricing tier
General Purpose: Serverless, Gen5, 1 vCore

Settings

& Available

& Available

&

Settings

Settings

4. EARMBRNEL, RIEFEZEFMARS B[NRINEFE.
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Add resources
My test site

-+ Add server

-+ Add storage

o ERMMRSEE, BRERMRSESE, ARTHRUATIE:
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Add resources
My test site

Server  Estimated cost (per month): $83.51

Image
Windows Server 2019 Datacenter -x64 Gen2

Domain
test.net (10.10.10.10)  Edit credentials

Session Recording server version to install
23.05.0.1 @

Size

Standard_D4as_v4-4vcpus, 16 GiB memory

Secure client ®

Create client

-+ Add storage

a) HEEEFMHIMRSEHME.

C) BEHAIBEEF RSN Session Recording fR$3.

d) gEFIREE,

)

b) #EREERIGH RS VI SHAE RS BAARNILF,
)
)

o ERMEEZEILFERSIM, BRERNEFE, ARHEMMTHIUATIE:

a) MREMILRBERAITEGEIKF EN, RARKRTEIEEERNNXGHZRE, Flm:
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Add resources X

My test site

-+ Add server

File shares  Estimated cost (per month): $307.20 (max.) @ O 16
Tier Maximum capacity
Transaction optimized 5TiB

Start deployment

b) MREMIL SRR ERBREFMEKF RN, WEILIEEERMINXHHZHE, HAIUBEEXEMX
HHENTE, fln:
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Add resources
My test site

-+ Add server

File shares  Estimated cost (per month): $819.20 @ O 1

Provisioned capacity (GiB)

5120

Start deployment

C) BEFFILSE,
AR
- HEBUTE—&HER, FRIERMaA:

» BEEETES—ARSEHEETHNRLE K,
S 2

- BEAFIED, ARTHRMNEERDGREA.

- ERERMPIFBRAIEESKM, Session Recording ARSS BIBETE & MIERYIT I il Bik Lo 2%
o EXMERT, BRERMUFUTABTHIRTHERETE:
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Resource deployment <
My test site

0 Deployment failed. Resolve the issue and try again.

Some resources have been created and we were unable to clean them up. Check in your Azure portal to make sure that the

following resources have been deleted to avoid unnecessary costs.
In resource group: citrix-session-recording-dov3h6mvvzxn5

[ Virtual machines (2)
srserver3

srserver4

! File shares (1) In storage account: srstoragern2olxc980bfr

recordings3

.. 1=

BRAFA T AR AT ESN IP ik

N FEI ENERETT Azure EEIERNIIAILR, ATUERAFILE AT IP ik, ik, BB TIRE:
1. £ Session Recording AR HIAMIS A= LR E > RS I EE,
2. ERSHREENE L, KIHBABETLS. Azure ERFEIARKRRE Azure LERERIIE R,
3. BEGHTHBHIPNIREIRE,
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remium

e Monitor

Server Management

~+ Createsite (O Refresh

My test site (Some description for my test site.)

A 2servers, 2 available 2 storage locations

& servers

srserverl
Server description goes hers

srserver2
Server description goes hers

[ Storage locations  Storage maintenance
\itest file.core.windows.netirecordings

\test file.core.windows.net\racordings2

& Databases

sr-recording

sr-logging

o Load balancer

si-load-balancer

Site1 (This is the description for Site 1.)

3 servers, 1 available

Site 2 (This is the description for Site 2.)

1server, | available

Cost (current menth): $746.47

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the server connection guide.

Add resources

Server version
23.05.0.1 7.39.16000.1

Server version
23.05.0.1 7.39.16000.1

Maximum capacity
5TiE

Maximum capacity
5TiB

Pricing tier
General Purpose: Serverless, GenS, 1 vCore

Pricing tier
General Purpose: Serverless, GenS, 1 vCore

Cloud client version

Cloud client version

Settings

@& Available

@ Available

Settings

Settings

4, EHEFEBIGETE L, BAE
to only the following addresses (i& 61 & F#&2389iA RPRIRFINXR LA Tibi) FERPMIES (,) 95Ro

89 VDA 8937 |P sthtit5iSEEl, H7E Restrict access of the load balancer
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Load balancer settings

Access

Restrict access of the load balancer to only the following addresses @

192.168.99.0/24, 192.168.103.0/24

5. BERT
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EBEEA Azure BIEFRRZA

W FEIENERTE Azure EREBNNBUE R, BEREESTAIETERFFAEE. .

Monitor
Server Management @
Manage your Session servers by load-bal sites and ing server settings.

To add Session Recording servers, follow the server connection guide.

—+ Createsite (¥ Refresh

My test site (Some description for my test site
v Settings
A 2servers,2available | 2storagelocations | Cost fcurrent month): $746.47
S Servers
sr-server-01 Server version Cloud client version
Availabl
Server description goes here. 221200 736.25412.54733 () e
sreserver-02 Server version Cloud client version
Availabl
Server description goes here. 221200 735.25358.46145 () e

[ Storage locations  Storage maintenance

Maximum capacity

\\test file.core.windows.net\sharel
5TiB

Maxi ity
\test file.core.windows.net\share2 mumcapacy
5TiB
& Databases

Pricing tier

sr-recardin
o General Purpose: Serverless, Gens, 1 vCore

Pricing tier

sr-logginy
Being General Purpose: Serverless, Gens, 1 vCore

of Load balancer

sr-load-balancer
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Cost analysis X

My test site

March 2023

Accumulated cost Forecast

$746.47 $809.12

$900 I Virtual machines
$263.64
$600 | B SQL database
$203.15
Mar 14
$300 Accumulated cost  $510.06 @ Storage
Increment $29.75 $152.81

B Load balancer

S0
Mar 1 Mar 10 Mar 20 Mar 31 $126.87
History
$1.2K
$800
h Sep 2022
$400 . @ Total $629.90
@ Virtual machines $172.99 /
B SQL database $182.14 _
S0 - @ Storage $175.80 -
Mar Apr May Jun Jul Aug Sep @ Load balancer $98.97 Jan Feb

2022 2022 2022 2022 2022 2022 2022 zuze zueze zuee 2023 2023

@ Total @ Virtual machines B SQL database B Storage B Load balancer

Month Virtual machines SQL database Storage Load balancer Total

Feb 2023 $349.16 $361.66 $311.85 $61.90 $1,084.57

Jan 2023 $243.51 $251.47 $248.40 $116.35 $859.73

Dec 2022 $170.11 $137.90 $253.64 $119.56 $681.21
EELMEARNER:

o HERBEAMREEIANKEE LN, BAMNIXBIENSEZLFUEMA I,
¢ FERFNHERFBITEERT. YBEEDHNANKIEN, FAIUERTAE. YERRF2FEAE LM,
BZANSELNMARATTAENE, ENEERERRNITAE, BREGSEEZERL.
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AINENE

ERMENER, BAUTHE:

1. EOBIERTUE EREAINER, FEFBESINNERIENTZLR. NE, AEVERNE LRHHRINER,

EifRIQIZIERE, BEM Session Recording FRSHAMSHIZPEFRE > RSB[EE, ARPEHEIRIL

=

™o
Ffemium

E Monitor

Server Management

Manage your Session servers by load-bal sites and ing server settings.
To add Session Recording servers, follow the server connection guide,

+ Createsite (¥ Refresh

‘s
=D
/[\

No data available.

a}

®

BRI ENEZTTE, EM Session Recording RS HAM S PIEREE > FVIERE:
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DaaS Premium

Overview Manage Monitor

Dashboard

Host Connection ®@
@ Recordings Connect to your Microsoft Azure subscription to deploy Session Recording resources with it. Learn more
= comments + Add connection (> Refresh

Policies
[Ed  Activity Feed 7

N7
[ Notifications y —
~
Fg Admin Logging >
133 Configuration v

Server Management
Host Connection
Playback Permissions

Preferences
You have not added any connections.

«

2. FEARINEZENEL, AMENEREERMMGRE (F1E). MANER Azure iTiF ID LURE XN AERFEMEILL
TRHEER:

« AERF (FFW) ID

RS EFHIR ID (SMARERFKEKEIARSS EEXRE ID)
B (#F) ID

. BFIREH

o MEIHIRMA
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Add connection

Name

[ Name this connection

Description (optional)

Enter description

Subscription ID

[ Enter subscription ID ]

Use the subscription with which your VDAs are deployed.

Application (client) ID

[ Enter application ID ]

Service principal object ID @

[ Enter service principal object ID ]

Directory (tenant) ID

[ Enter directory ID ]

Client secret

[ Enter client secret value ]

Secret expiration date

[ Select or enter date )

Complete the following fields to add a connection. You can obtain the information from your Azure portal.

EEHER Azure iTiF ID, BHITUUTIRIE:
a) BF Azure]F,
b) 7£ Azure [RSEHT, EFITiH,
C) EFIRPHIVEMITH, REEHEZHFERN T ID,
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ERNEXNAEFIMOFAEER, FHRITUTEE:

a) MREEELIMTBIZF, BT SE.) @ Azure AD FF MU BIRF. UIEANRZRFEZ 88
RS iRRIMIBFREEIREZE kS Azure AD,

SRR AR R o
b
i. S Citrix 12U THAHEHH3E 7 AppRegistration.psl:

<#

.SYNOPSIS
Copyright (c) Citrix Systems, Inc. ALl Rights

Reserved.
.DESCRIPTION
Create Azure app registrations and give proper

permissions for Citrix Session Recording service
deployment

.Parameter azureTenantID

.Parameter azureSubscriptionID

.Parameter appName

.Parameter customRole

#>
[CmdletBinding()]
Param(
[Parameter (Position = 0, Mandatory = S$true)] [String]
StenantId,
[Parameter (Mandatory = $true)] [String] $subscriptionId
b
[Parameter (Mandatory = $true)] [String] S$appName,
[Parameter (Mandatory = $false)] [Switch] S$customRole
)
# Import the Azure module
try {
Get-InstalledModule -Name "Az.Accounts" -ErrorAction
Stop
}
catch {
Install-Module -Name "Az.Accounts" -Scope CurrentUser -
Repository PSGallery -SkipPublisherCheck -Force
}
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try {

Get-InstalledModule -Name "Az.Resources" -ErrorAction
Stop

catch {

Install-Module -Name "Az.Resources'" -Scope CurrentUser
-Repository PSGallery -SkipPublisherCheck -Force

# Prompt the user to sign in with their credential
Connect-AzAccount -TenantId $tenantId

try

{

# Create a new app registration with a display name

Write-Host "Create a new app registration for Citrix
Session Recording service" —-ForegroundColor Green

SazureAdApplication = New-AzADApplication -DisplayName
$AppName -AvailableToOtherTenants $false

# Create a service principal for the app registration

SazureAdApplicationServicePrincipal = New-
AzADServicePrincipal -AppId $azureAdApplication.
AppId

$azureAdApplicationServicePrincipal = Get-
AzADServicePrincipal -DisplayName $appName

#Attempt to give role assignment
if($ScustomRole)
{

SrootPath = Get-Location

SroleDef = Get-AzRoleDefinition -Name "Citrix
Session Recording service"

if($roleDef -eq $null)

{

ScustomRolePath = $(Join-Path -Path $rootPath -
ChildPath "sessionrecording.json") | Resolve
-Path

$customRoledson = Get-Content $customRolePath |

ConvertFrom-Json
$customRoleJson.AssignableScopes[0] = "/

subscriptions/" + S$subscriptionId
$customRoledson | ConvertTo-Json -depth 32 |

Set-Content S$customRolePath -Verbose

# Create custom role

try

{
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New-AzRoleDefinition -InputFile
$customRolePath.Path

}
catch
{
Write-Host "Failed to create custom roles
$_" -ForegroundColor Red
}

# Assign this custom role to newly created
application

Write-Host "Try to assign session recording service

custom roles to the above app" -ForegroundColor

Green

New-AzRoleAssignment -RoleDefinitionName "Citrix
Session Recording service" -ApplicationId
$azureAdApplication.AppId

}
else
{
Write-Host "Try to assign builtin contributor roles
to above app" -ForegroundColor Green
New-AzRoleAssignment -RoleDefinitionName "
Contributor'" -ApplicationId $azureAdApplication.
AppId
}

Write-Host "Tenant ID: $tenantId" -ForegroundColor
Green

Write-Host "Subscription ID: $subscriptionId" -
ForegroundColor Green

Write-Host "Application ID $($azureAdApplication.AppId)
" -ForegroundColor Green

Write-Host "Service principal object ID $(
$azureAdApplicationServicePrincipal.id)" -
ForegroundColor Green

}

catch

{

Write-Host "Failed to assign role assignment to this
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107 Write-Host "Ple
has permissi

108 }

109

110 <!--NeedCopy-—->

app $_" -ForegroundColor Red

ase make sure the current azure admin
on to assign roles" -ForegroundColor Red

i. EFIUTEEXABXHHEEDS
MBI AR 2 B IR,

71 sessionrecording.json, LtEEXBEXHEEHTHE

1 {
2
3 "Name": "Citri
4 "Description":
service",
5 "AssignableScop
6 ll/
7 1,
8 "Actions": [
9 "Microsoft.
10 "Microsoft.
11 "Microsoft.
12 "Microsoft.
13 "Microsoft.
14 "Microsoft.
b
15 "Microsoft.
n
)
16 "Microsoft.
17 "Microsoft.
n
18 "Microsoft.
write",
19 "Microsoft.
20 "Microsoft.
21 "Microsoft.
22 "Microsoft.
action",
23 "Microsoft.
24 "Microsoft.
25 "Microsoft.
26 "Microsoft.
read",
27 "Microsoft.
write'",
28 "Microsoft.
29 "Microsoft
30 "Microsoft.
31 "Microsoft.
32 "Microsoft.
33 "Microsoft.

X Session Recording service",
"Custom role for session recording

es": [
subscriptions/*"

Authorization/roleAssignments/write",
Authorization/roleDefinitions/delete",
Authorization/roleDefinitions/write",
Compute/availabilitySets/write",
Compute/virtualMachines/delete",
Compute/virtualMachines/extensions/read"

Compute/virtualMachines/extensions/write

Compute/virtualMachines/read",
Compute/virtualMachines/runCommands/read

Compute/virtualMachines/runCommands/

Compute/virtualMachines/write",
CostManagement/forecast/read",
CostManagement/query/read",
KeyVault/locations/deletedVaults/purge/

KeyVault/vaults/read",
KeyVault/vaults/write",
ManagedIdentity/userAssignedIdentities/

assign/action",

ManagedIdentity/userAssignedIdentities/
ManagedIdentity/userAssignedIdentities/

Network/loadBalancers/

backendAddressPools/join/action",
.Network/loadBalancers/write",

Network/networkInterfaces/join/action",
Network/networkInterfaces/read",
Network/networkInterfaces/write",
Network/networkSecurityGroups/delete",
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34

35
36

37

38
39
40
41
42
43

44
45

46
47
48

49

50

51
52
53
54
55
56

57

58

59
60
61
62
63
64
65
66
67
68
69
70
71
72
73

"Microsoft.Network/networkSecurityGroups/join/
action",
"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/
securityRules/read",
"Microsoft.Network/networkSecurityGroups/
securityRules/write",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/publicIPAddresses/read",
"Microsoft.Network/publicIPAddresses/write",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/join/
action",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Resources/deployments/operationstatuses/
read",
"Microsoft.Resources/deployments/read",
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/subscriptions/resourceGroups/
delete",
"Microsoft.Resources/subscriptions/resourceGroups/
read",
"Microsoft.Resources/subscriptions/resourceGroups/
write",
"Microsoft.Sql/servers/auditingSettings/write",
"Microsoft.Sql/servers/databases/write",
"Microsoft.Sql/servers/firewallRules/write",
"Microsoft.Sql/servers/read",
"Microsoft.Sql/servers/write",
"Microsoft.Storage/storageAccounts/fileServices/
shares/delete",
"Microsoft.Storage/storageAccounts/fileServices/
shares/write",
"Microsoft.Storage/storageAccounts/listkeys/action"

)
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/write"

1,

"NotActions": [

1,

"DataActions": [

15

"NotDataActions": [

74 <l--NeedCopy-->
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iii. ¥ AppRegistration.psl 71 sessionrecording.json & F—M XS,

iv. RIBREGEITUTE—H%,
R ENAREFHERZHNBEEXABXH (sessionrecording.json) hE D ERIENE, &
B17:

.\AppRegistration.psl —-tenantId <tenant ID> -subscriptionId
<subscription ID> -appName <application name> -
customRole
<!--NeedCopy-->

ZRENARFRHAESE Azure RERBAERE, BT

.\AppRegistration.psl —-tenantId <tenant ID>-subscriptionId
<subscription ID>-appName <application name>
<!--NeedCopy-->

5k 2:
#E Azure PR BITIMNEBRER. ANBREFETEYNNR. BXFIENRENE, E8HA%E 1S

9 sessionrecording.json xft,

b) MM ARFNETEN.

App registrations 2 %

c) EERTIE L, KENBIEF (FFH) IDMER (#F) 1D, #i Managed application in local
directory (thBERHPWREBENARER) ZANEE, TREZNAREFXBENRS EAHTERN 1D, 2
HRP SRS, EREFPIRER ID REEIHAE,
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[ T

= Citrix Provisioning Service # *
P search ] peete © endpoints B Preview features.
B Ovenview =
~ Essentials
& quicksart
i Oisplay name. Citrmprovisioning Senice [ ate x|
Integration ssstant
Manage v a0 22-aas4-a215-3 T
B2 brocing & properties Deectony fenant 15 [ e ]
TP RERETTEERORTENGS | AL Mirosof account usts
D utbentiction RO TR ¢ Al
Cortficates & secrets @ Siorting June 30th i amy new festures 10 Az ibrary zure AD Graph. We will continue: 0
1t Tokan configraton e upgracs 0 icrosh Aushantcaton oy (MSAL i roseh Gragh Lag e
P Cp—
A Suaring November St 2020 usrs wll s longe bt abe 1o gran omsent anant apps ith A4 NP Dty ubiner :
@ expose an aP1 o e ¥ e
Aop roles GetStarted  Documentation
& Owners
& Roles and acminisrators . . . . . .
- Build your application with the Microsoft identity platform
Manest
) The Micosoft dentity latformis < tocls. authentication soutons
Support + Troubleshooting ‘aecess and protect ABis, 2nd 384 sign-in for your users 2nd custemers. Learn marer

& Toubleshooting

2 Newsupport request e & F o«
L é
e, ® :
call APis Sign in users in 5 minutes Configure for your organization
i mare poweril apps withrich e and Use cur SDKS 10 sign i usrsand call APf i e Assignusesand 10ups, appy conditonl aecss
DutiessCots o MCToSoR erves Indyour v S16pE. LR the QCkians o sar 3weD 3pp. mabde  plce. conigure ingle sgn-cn and more
company  data surces e Enerprisespplications

B, SRARREXKIRS EAENRMN ID:

Home > Citix Provis

Citrix Provisioning Service | Overview x

Enterprise Appiication

ning Service >

B Overview Properties
I Cepioyment Plan Name ©

ey
X Diagnose and saive problems itix Provisioning Sevice

~Application 1D
Manage i

1 Properties
I pree Object ID
& Owners

&, Roles and administrators

Getting Started
& Users and groups

D singe signeon

@ Proviiening &, 1-Assion users and groups (2 2. Provision User Accounts © 3.Seffservice

£ Applcation proxy Provide specic usors and groups 30cs You'l need o crate user accounts in Enatle users o requestacess 0 the
o the soplcations the sppication sppliation using their Azure
€ self-service <redentials.

Security

What's New
S Permissions

Sign in charts have moved!

@ Token encryption
The new Insights view shows sign ninfo along with other useful applicaton data. View insights

Activity Delete Application has moved to Propertics
D Signintoas You can now delete your appliation from the Propertes page. View
i Usage &insights Getting started has moved to Overview
The Getting Sarted page hasbeen replced by the seps above
& Auditlogs

30, FAHES 1D RETHEM:
e e

Home > Citrx Provisioning Service
Citrix Provisioning Service | Certificates & secrets = %

£ Search AP Got feedback?

B Ovenven

& Cuichstant plction to s to the authentcation tokens at 2 web adressatie location (sing an HTTPS

apy .
scheme). For a higher level of assurance, we recommend using a certificate (instead of a lient secret) as a credential

o integration assistant

Manage x
[ e secrets an Hound in the tabs below:

= srancing & propertes

D Authentication .
3 Centificates (0)  Client secrets (1) Federated credentials (0)
Certcates & secrets —
Asecret string tht the applicsion uses o prove s identity when fequesting 3 token. 50 can b refared to ¢ applcation paseuerd
11! Token configuration
+ AP parmissions + New client sacret

@ Exposean Pl Description Expires Value © SecretID

2pp roles o description 313 sz
& owners

2 Roles and acmiistsors
 aniest

Suppart  Troubleshaoting
2 Touteshooting

& Newsupport request

3. BEREFUNREHEENENEERS A,
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MREEENENERTA, WESRKEROBENERZNE, HiRREMNANENER,

Session Recording fRE £ BIERA#HIRME SRR R P inZ A D AMENG S 8, ErTlp HENRME
MIEE, AREEEFAEENE BT Change secret (FXFEHH), UEHMEF HEHAMESEHA,

emium e v
v Downloads

Host Connection Connection details X

Connect to your Microsoft Azure subscription to deploy Session Recording resources with it. Learn more

~+ Addconnection (¥ Refresh Name

BDTestTurnKey V4

Name Description Secret expiration date

AJTEST test 8/30/2023 Description

APIAutoTestTurnkey APIAutoTestTurnkeyDescription 8/25/2023 testing0628 V4

APIAutoTe: nkey APIAutoTestTurnkeyDescription 8/30/2023

BDTestTumkey testing0628 712212024 A

Curry B 28/2023| @ Subscription ID
€h089a2e-5200-4492-9e24-7bI579cff L4

Hui ss 7112023 €

Huiru-TEST Huiru test )

o e s2s202y & Application (client) ID

UlAutoTest202306261702 8/25/202 79a82451-c762-4734-832c-48e594a5ce0e

UlutoTest202306261721 UlhutaTestDescription 8/25/2023

UlAutoTest202306261733 UlAutdTestDescription 8/25/2023 Service principal object ID

da94dBas-55¢8-409d-9213-68d90ef63c33

Directory (tenant) ID
032acdh3-8322-4854-6219-300052626428

Secret expiration date

7/22/2023

A These

i#@d ARM RiRIZMERZ UL =

R LLRIE Azure Resource Manager 1t (ARM k) , LA7E Azure HEBE Session Recording #iF, TERZ
SEH BN ESE:

1. 7£ Session Recording fR$S+ 6l ARM iR, ARM #Eik2—1 JavaScript W& &% (JSON) X, H
hEEEEHERRNANUAREBENH R,

2. TEHHMEESS ARM 18R, EREEIRIRERPIZITEHER LR, FRBERRPIEENRREZEL Azure,

3. £ Azure R EREHRE, HBERMKE, 1&E Session Recording LUEH B &IHiE1T. BigE Session
Recording, 1ZEZE{5%E Session Recording Server fiRZs3k =& _E# resourcelnfo.json {4,

BASEMT:

1. £ Session Recording RREHIAMIS M= LR E > RS LSBT,
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Femium

B Monitor

Server Management

Manage your Session servers by load-bal sites and iguring server settings.
To add Session Recording servers, follow the server connection guide.

+ Createsite (¥ Refresh

No data available.

2. ERSH[EENE L, PHEBIS, IR E RSB IERTIH,
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Create site

@ Site information

m Cancel

What would you like to do?

i +‘| Create an empty site
L Create a site and add servers later.

Deploy Session Recording resources using a host connection that connects to
your specific cloud subscription. Learn more

(\_\ Create and deploy a site through a host connection
®

— Create and deploy a site through an ARM template
_un Create an Azure Resource Manager template (ARM template) to deploy Session
Recording resources in Azure. Learn more

Site name

Description (optional)

©

3. i#%#* Create and deploy a site through an ARM template (i&iZ ARM #EiRAIEMBEN =), £MS

Ft=rhPIHT TESE,
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Downloads
Create site X
Site information -
@ What would you like to do?
@ About your deployment
Optio -
Optional "+"| Create an empty site
@ Net \ =2  Createasite and add servers later.
@ Virtual e (\‘ Create and deploy a site through a host connection
@ Deploy Session Recording resources using a host connection that connects to
@ Domain and certificate your specific cloud subscription. Learn more
@ . — Create and deploy a site through an ARM template
El}n Create an Azure Resource Manager template (ARM template) to deploy Session
@ Databases Recording resources in Azure. Learn more
Load balancer
@ O;i:icnal Site name
@ Secure client ‘ ‘
@ Summa Description (optional)

Region

| v

All your resources will be created in this region.

@ ®

4. WALRBMARR, AREET—F,

5. (k) BREABX VM MEREEENZN, BRHESENREFTREXNESR.

LGB ESH I mgood, skip this step (HRiF, BLItPB) REEREFRTARTNERTREZT—
pZ 32 SNl
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ONONONONONONONOC)

® ®

Create site

Site information

About your deployment
Optional

Domain and certificate

Load balancer

t]}:;{éwval

Secure client

C- Y

Tell us about your recording needs, so we can provide some recommendations for your

VM and storage configurations.

The following information helps determine the recommended number of Session

Recording servers.

How many cencurrent sessions do you have at most?

X

4,000-6,000

v

Recommended number of servers: 3

The following information helps determine the recommended storage capacity.

How much visual movement do your sessions typically have?

<) reset

‘ Some, the display changes but not drastically

How many sessions do you need to record per day?

‘ 5.000-10,000

For how long do you need to retain each recording file?

‘ 15-30 days

Recommended storage capacity: 30TiB

“) reset

®

HENTHFIRFIEFEDE, RASREBEEHERETEN. BYNELE-— I TANEERHE. SEERLE
FRIZER S FEDEF AR BN,

6. ®E Azure NP HEFMERKIS P SIZIBVEMMLS, HEMEMNNESER VDA EZZNEMMKZ BIRE

EINENEEE. AfE, THEMMEFRNFM. £ TFEHZEFHBNFM ID.
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Create site

o Site information

o About your deplayment

Optional

@ Network

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to. Then, add a subnet in the new virtual network

and enter the subnet ID below. This will be the subnet for your Session Recording
resources to connect to

How to find the subnet ID?

Subnet ID

[ Create private endpoints for storage and databases

0 Use this option if you need to keep the connections between resources within the
private network.

®

ERFBELAMEANARRZEMNER, 75%D Create private endpoints for storage and databases
(hEFEMFIEEFEEETARR) SifiE.

i/ Create private endpoints for storage and databases (AEMIMKIEFLREAiFS) EiEE
&, EERUTERUWAERTRMAZ—1FW ID:

« MREARITER Session Recording Server A% Active Directory i5#, MAREFW, Hlt, &

BFW ID FE&
o WERFFM ID
1o

v
EH T o

FEREE, WRTEER Session Recording Server fiAZE Azure Active Directory
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Create site

Site information

About your deplayment
Optional

Network

Virtual machines

Domain and cert

Load bala

Tags
Optional

ure client

Summary

(GNGNONONONONONONON I J

X

Before you continue, head over to Azure and create a new virtual network in the region
you selected and set up virtual network peering between the new virtual network and
the one that your VDAs are connected to. Then, add a subnet in the new virtual network
and enter the subnet ID below. This will be the subnet for your Session Recording
resources to connect to

How to find the subnet ID?

Subnet ID

Create private endpoints for storage and databases

Using private endpoints requires a DNS private resolver, which needs a dedicated
subnet. In the same virtual network you created, add another subnet and enter its ID
below.

Note: If you do not plan to jein your Session Recording servers to an Active Directory
domain, the subnet is not needed.

Subnet ID

Estimated cost (per month)
$182.5

7. REERHED Session Recording Server 18 €A E.
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Create site X

° Site information
Create virtual machines as your Session Recording servers.

o (/ibt_)ui ?/oul deployment Image
Uptional
‘ Windows Server 2022 Datacenter: Azure Edition-x64 Gen2 v ‘
° Network
Size
Virtual machines
@ ‘ Standard_D4s_v3-4vcpus, 16 GiB memory v ‘
@ Domain and certificate
Number of VMs
@ Storage ‘ 3 BC @ Recommended for you: 3
@ Databases Estimated cost (per month)
$812.16
Load balancer
@ t‘ﬁ:;c‘,ral
e Create an administrator account for the virtual machines.
Secure client
@ Administrator account username
@ sum
You will be prompted to set the password for this administrator when you run
the template

C- e ®

o IRE VM BEFER, NEFSETENNET, BIREFEESNZHT.
o EENRARTIREEN, AEEFN. ErILUHAECERR AT T,

8. ¥ Session Recording Server 5f&# VDA IAEIE—Mg#, H#7 Session Recording Server 8EiEH.

o SNREH VDA iEi%3 Active Directory i3, i&iE7 Join servers to an Active Directory domain
(¥5ARS323INNE Active Directory 15) EEEHBAERER.

o R EH VDA & %3 Azure Active Directory (Azure AD) 38, iEEXE % Join servers to an
Active Directory domain (i§BR53300 N2 Active Directory 1) Ei%iE, SeRYATIGRMEIES,
ES W FhiG Session Recording Server IAZIFE— Azure AD i3, 3&EE, 4 Azure AD ZBEX
iEATF Session Recording 2402 KE Sk,
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Create site

o Site information

About your deplayment
Optional

Network
Virtual machines

Domain and certificate

Load bala

Opw;nat

cure client

Summary

SSEONONONONON BN < 3N <]

® Join servers to an Active Directory domain

@ This should be the domain where your VDA reside.

Domain hame

| |
Domain controller IP address

| |

Username

Specify a domain user with sufficient rights to join machines to the domain.

Password

| ° |

Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

| ®
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Create site ¢

Site information ;
() Join servers to an Active Directory domain

AbPut your deployment o Supported only on Session Recording server version 2402 or later. Please select a
Optional compatible version in the previous step. Go back

Network

Virtual machines Specify a certificate for the virtual machines to use. Only .pfx files are supported.

Certificate

Certificate password

Database: | @

Domain and certificate

Load balancer

ags
Optional

Secure client

® 6 @O0

®

9. ECE Azure FEIKFAMXHHZUFRENREIMG. BXENES, BB Azure SXHEN,
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®©® 0000000

Create site

Site information

About your deployment
Optional

Network

Virtual machines

Domain and certificate

Storage

Da

Load balancer

Tag
Optional

Secure client

«

X

Configure a storage account and file shares to store your recording files. For pricing
information, see Azure File Pricing,

@ A separate storage account will be created for your archived recordings, which does
not generate any cost if not used
Storage account

Performance

(®) Standard: Recommended for most scenarios (general-purpose v2 account).

() Premium: Recommended for scenarios that requires low latency.

Redundancy

Locally-redundant storage (LRS) v

File shares

Tier

Transaction optimized

Maximum capacity
5TiB

Number of file shares
L v

v o Recommended for you: 6

Estimated cost (per month)
$1843.2 (max.)

$0.06 per used GiB. actual cost depends on your usage.

®

10. £ Azure FRIEM SQL #iEE. —1AE Session Recording #iE% (&% sessionrecording), 5—
MREEERBTICRIEE (&5 sessionrecordinglogging).
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Create site

Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate

Storage

Databases

Load balancer
@ ;;‘t%\.cnal
@ Secure client
@ Summa

Q000000

C- e

Create 2 SQL databases for recording and logging data,

Compute + storage

Service tier
General Purpose

Compute tier
Provisioned

Hardware configuration
Standard-series (Gen5)
Up to 128 vCores, up to 625 GiB memory

vCores
N
o lz ¥

Data max size (GiB)
A

o =B
Estimated cost (per month)

$441.3

Database administrator

Username

respectively.

dbadminl

pted to set the password for this administrato

when you run

©

11. tIE A FH& I LUIE Session Recording Server z &% % TEfa#i. £ Restrict access of the load
balancer to only the following addresses (&6 & F# 285 RIRHEI R T HbhE) FERREA

VDA # IP st SEEH I ERES (,) 2R, BXENEE, BEBRAETEEN,
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Create site

0 Site information

About your deployment
Optional

Network

Virtual machines
Domain and certificate
Storage

Databases

Load balancer

Tags
Optional

re client

OO0

Summary

Create a load balancer to distribute workload among the servers. For pricing
information, see Load Balancer Pricing.

Azure load balancer

SKU
Standard

Type
O Public
@ Internal
You need to assign an IP address to the internal load balancer. Enter an

unoccupied IP address in the subnet that you created for your Session
Recording resources in the Network step

Tier
Regional

Estimated cost (per month)
$189.6

Access

Restrict access of the load balancer to only the following addresses @

192.168.99.0/24 |

12, (F1i%) WELIER Azure ZIRE RIS,
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Create site X

o Site Information You can apply tags to the Azure resources that will be created.

If no tags are needed, simply click Next to continue.
o About your deployment
Optional

o Network Name Value
+ Add
o Virtual machines

o Domain and certificate

o Storage
o Databases

o Load balancer

Tags

®\
@ surmer

- 1= ®

13. SIEREE P, LU Session Recording Server # A\ Zl Session Recording AR$3.

PHYUBEF G, ik Citrix RREVBLRLEFF K. 3, ELUEE Citrix Cloud ###I4# Identity and
Access Management (S{3iR3IF1i5RIEE) > APl Access (APl ifRIMIR) EMKOIELRLEFin, A
BEEUTER.
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Create site X

Site information Create a secure client to onboard the Session Recording servers to the Session

Recording service.
About your deployment e

Optional Click Create client and we will create a secure client on your behalf. Alternatively, you
can create a secure client through the Identity and Access Management > AP Access tab of
the Citrix Cloud console and then fill in the information below.

Virtual machines Create client

Domain and certificate

Network

D
| 6b63afdf-d048-49e1-b27d-781bffead7a2 ‘

Storage

Databases Secret

Load balancer

Tags
Optional

Secure client

®©®0000000000

« o ®

14, EERXBUBNARIRE, AERENELGREERRLUEELNRE. 2E, BREE THRR S58E7
AN EEZENZEIRE AEM RIRFEER THEEHHEN LN THXHX, EEAIUERSSBEENE LTS
MeERIE =,
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Create site X

o Site information Here is a summary of the resources that will be created when you run the template in

your Azure portal. Download the template and follow the instructions in the product
° About your deployment .
Optional documentation to deploy your resources

Network Region USEast

Virtual machines
Resource group

Domain and certificate

[ virtual machine € vz
° Storage Image Windows Server 2022 Datacenter: Azure Edition-x64 Gen2
Size Standard_D4s_v3-4vcpus, 16 GiB memory
o Databases
° Load balancer [ storage account V74 [D Storage account (for archive)
Performance  Standard Performance ~ Standard
Tags
o D;;—%;ml Redundancy LRS Redundancy LRS
° Secure client File shares @ File Share
Maximum capacity 5 TiB Maximum capacity 5 TiB
@ Summary
& Databases e V74 o& Load balancer vz
Service tier General Purpose SKU  Standard
vCores 2 Type Regional
Datamaxsize 32GiB Tier
Estimated cost (per month) $3468.76
Virtual machines $812.16 Databases $441.30
Storage $1843.20 Azure load balancer $189.60

DNS private resolver  $182.50

®

15. BB THXGFHFEES ARM #iR, FTHRERIER, Eiti2d@ N PowerShell, #A/51% Enter %,
£ 37X R SHITH PowerShell &0,

16. 51787 DeploySessionRecording.ps1 #9 JavaScript 34& & 5% (JSON), NIRTHSEIRME. LT
BHEEELEBERNIEENIEBEMR. Fl0:

PS D:\Downloads\Edge Downloads\47laBec3-f680-Ud33-a655-047480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1
Supply values for the following parameters:
TenantId: |

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 96



Session Recording fz$3

PS D:\Downloads\Edge Downloads\U71la@ec3-f680-U4d33-a655-047480922194> .\DeploySessionRecording.psl

cmdlet DeploySessionRecording.psl at command pipeline position 1

Supply values for the following parameters:

TenantId: ©3eacdb3-8322-U4854-8219-30b0526a6U428

AzureClientId: 59e6dfu8-2aeb-487b-95b8-b95c6Ub8c8IT

Azureclientsecret TORAARAAKAAKRAAAAAAAAA AR R AR AR AR AR kkhkk

SubscriptionId: eb®89a2e-52b0-Uu92-9e2U-Tbf579cff1uUf

ResourceGroupName: a-xinzhang-rg-1

DomainPassword: **xkkkkkkkkkkk

VmAdminPassword: #skikdkskkskkkkskk

SqlAdminPassword: #kkkkkkkkkkkkk

WARNING: The provided service principal secret will be included in the 'AzureRmContext.json' file found in the user
profile ( C:\Users\xinzh\.Azure ). Please ensure that this directory has appropriate protections

SubscriptionName TenantId

59e6dfU8-2aeb-487b-95b8-b95c64b8c897 cvad-se

ResourceGroupName
Location
ProvisioningState

: a-xinzhang-rg-1
: eastus
: Succeeded

Tags : {admin}
TagsTable
Name Value

in xinzh

Resourceld
ManagedBy

/subscriptions/eb089a2e-52b0-Ud92-9e2U-Tbf579cFf1Uf/resourceGroups/a—xinzhang-rg-1

17. ¥= Azure I'JF, KEIBESENHENZRA, AERENBHE. FINBNMBEE A

®s o0 r
-sr-rg | Depl ts| »
l%asrrg\ eployments| #*

Resource groups

Name.

Deployment name Status Last modified

Sett

000000

Monitoring

9 insig

18. i&[E] Session Recording lRSMIARS R EEME, HIFAIEMNILS, EFEIILBRATH, RHRBELE
& Session Recording M EHB&HIET.
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mium -] SRTDEV
Downloads
Server Management ®
Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.
—+ Createsite (¥ Refresh
Unallocated servers (Servers that do not belong to any load-balancing site.) (Empty)
> 0 server
v [0] Session Recording Si Settings
2 servers, 0 available
Servers
Server version Cloud client version
sr-ehlsdbh-0 N 7.42.26125.388 O Ready toinstall
Server version Cloud client version
sr-ehlsdbh-1 N 7.42.26125.388 O Ready toinstall
N [1] Session Recording Site (Public access) Settings
2 servers, 2 available
bmium a 0 SRTDEV i v
Downloads
Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

O Checking prerequisites...

B & Session Recording, EEE5E Session Recording Server Kk 7 sk 22 3 71 £ #i resource-
Info.json x4,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 98



Session Recording fz$3

»
()

SRTDEV

Downloads

Set up Session Recording X

Install the Session Recording server and complete necessary configuration tasks to get Session Recording up and running.

Server version

Select the version of Session Recording server to install.

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the administrator credentials for your databases.

Upload file

CifrIX | Daas Premium SRTDEV

Manage “  Monitor

Downloads
Set up Session Recording X
€ Open X
& 5 v A4 T TisPC > Data(D) > Downloads > Edge Downloads > 61515241-127d-4072-ba1a-ee6221669060 > v G ScacheiSIsAI2IGA0L. P
lete necessary configuration tasks to get Session Recording up and running.
F———— -aoe
Rrcues  + Name Date modified Type Size
Ttoinstall,
© Music » T parameter 4/10/2024 218 PM File folder
v
& videos » 3 template 4/10/2024 215 PM File folder
T 9e21d1c8-5664- ] resourcelnfojson 4/10/2024 231 PM JSON Source File 4KB
5 captura deployed resources, we need some information about them. Upload the
S ARM template and enter the administrator credentiels for your databases.

2 rebase-merge

@ OneDrive - Citrix
> mmisec
> WNetwork

B tinux

Fiepome:esourliojon <] sonie cjson S

reT— cmea

MNEHEIEERN TR,
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CifriX = Daas Premium

L] SRTDEV | (.o v

Manage ' Monitor Downloads

Set up Session Recording X

Install the Session Recording server and complete necessar tasks to get Session Recording up and running.

Server version

Select the version of Session Recording server to install

2311 v

Resource info

In order to set up Session Recording with your deployed resources, we need some information about them. Upload the
resourcelnfo.json outputted after running the ARM template and enter the administrator credentials for your databases.

Upload file resourcelnfo.json @

Instance name
database.windows.net

Session Recording database name
sessionrecording

Administrator logging database name
sessionrecordinglogging

username.

XenAdmin

Password

Start setup

BEFRRD. AR, EUUERSHREERE LOEREHE,

SRTDEV

r Downloads

Server Management @

Manage your Session Recording servers by load-balancing sites and configuring server settings.
To add Session Recording servers, follow the Server connection guide.

+ Createsite (¥ Refresh

Unallocated servers (Servers that do not belong to any load-balancing site.)([Empty)

> 0 server
o [0] Session Recording Site Settings
2 servers, 0 available | ) Setup in progress
Servers
Server version Cloud cient version
sr-ehls4bh-0 N Yot e o5 B Installation in progress @
Server version Cloud client version
sr-ehls4bh-1 N S YoYoe T2 555 O Ready toinstall
N [1] Session Recording Site (Public access) Settings

2 servers, 2 available
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2 0 SRTDEV co v

Downloads

Set up Session Recording X

Step 1 of 2: Install the specified version of Session Recording server on the VMs

You can view the installation progress of individual servers in the server list.

©

A LERRS BRI EER MRS BOREHE,

2 0 SRTDEV | oo v
Downloads
Install Session Recording X
sr-ehls4bh-0
Step 1 of 3: D i i ing. ini i 4.msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under
Site [0] Session Recording Site on the Server Management page.

©

LFRAE Session Recording Server R REFIRPAI AN, ENESIBERMR, BENRRIFHES
Azure,
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2 0 SRTDEV pree v

Downloads

Install Session Recording X
sr-ehls4bh-0

Step 1 of 3: D i i ing ini i .msi

Installation in progress. You can close this dialog and check back later. After the installation completes, you can find the server under

Site [0] Session Recording Site on the Server Management page.

RHLE P iR

May 22, 2024

EEEZD =S A Session Recording Server L% Session Recording =& i, Citrix Bt Z Session
Recording ZEF IR K. AIIZBIFAREEF i, HWAILIEEBHFAREEF iHHETE,

IR Bsh AR R i

EVRRBEARSEF R, EERUTE-TGE:

3% 1. BE B4 Session Recording Server {THHEE A kiR

1. £ Session Recording RRZHIAMIS A= FiEFALE > IRS2EE, LEIB 4T Session Recording Server,
2. HafF Session Recording Server & F AT AR
3. #i Session Recording Server {THINEE P ik,

MRS VAL TAIRRE, ZFEFBREEARATRESL,
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Downloads

v SR1912 1server, 1 available Settings.

L s G © roise ®
v SR2203 Lserver, 0 available Settings
> g:}f;;escvlnﬁon Jjusto eget magna fermentum iaculis. 1zerver, 1 avalable Settings
v STANDALONE2209 1 server, L available Settings

STANDALONE2209 262'_";_’;”1'5“’“ I #g";’; ;" "';_’;;’;62 @ Auilable I &
> W2K16ST-SRGXDEV 1 server, L available Settings
> W2K19ST-74G7GI6 1 server, 1 available Settings
> W2K19ST-DRVI12 1 server, 0 available Settings
> W2K19ST-GAI7VLG 1 server, L available Settings
> W2K19ST-VMODNLK 1 server, 0 available Settings
> WEEKLYSERVER2 4 servers, 1 avalable Settings

4. BEHVEALNEEBEIA R

Cloud client version

Current version  7.37.25459.8745
Latest version 7.37.25542.42517

° Upgrade available.

Upgrade now ( Configure automatic upgrade )

o BEIRAE,

MRENTEPIRRAELRRMRE, ARG ATH. BHIUMARSE, RAFSRTERHIAAR.
o BHEREBMAR.

BHREEAALE, ERENSEFIHARIE, AIMEEREEBHARETF KA E,
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emium

STANDALONE2209

General
Recordings
Playback
Logsing
Cloud DB
Upgrade

CEI

Server settings

e

Downloads

X

Cloud client upgrades

We check for pgrades for your Session Recording cloud client automatically. You can specify a time to upgrade
? utomaticall take effect the next day. You can also upgrade
nowif a new version s available.

Latest version
7.37.25542.42517

© usersce suitabe

Enable automatic upgrade

)

\;I': =
IR=

e

IRE=

FINERT, BRARLTEARS, 88X
HELUR AV FEIFA LR

2:00 &

o

S

MREFERABENAREEE, WAILEEES]
Recording Server LayBtia],

mium

Server settings
STANDALONE2209

General
Recordings
Playback
Logsing
Cloud DB
Upgrade

CEIP

3:00

BT, AJLAEX

HiERERBMAREE

FROEEXE, I ERAYESEIZ Session

Downloads

X

Cloud client upgrades

atime to upgrade

We check for upgrades for your Session
tomaticall take effect the next day. You can also upgrade

now if a new version s available,
Latest version
7.37.25542.42517

© Upsrade available Upgrade now

® Enable automatic upgrade
Upgrade time (UTC-05:00)

[ 4:00 AM-5:00AM g,
1 400 AM - 500aM

)

12:00 AM-1:00AM
1:00 AM-2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM-5:00AM
5:00 AM-6:00AM
6:00 AM-7:00AM
7:00 AM-8:00AM

BHBMARREREE -KEXN.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

104



Session Recording fz$3

7% 2: BE BT Session Recording Server 1T EEIT
1. 7£ Session Recording RS M AM S A= FEZREE > RSBVBEE, HIEHBR Session Recording
Server,
2. Haf Session Recording Server &F AT AR

3. & Session Recording Server THHIEBER. LEERRRSH/CERD.

Downloads
v SR1912 1 server, L available Settings
Server version Cloud client version :
S92 19.12.6000.24093 7.37.25542.42517 O icua &
v SR2203 1 server, 0 available Settings
Serverversion Cloud client version
SR2203 22.3.2000.36 7.37.25542.42517 G
> SRs-7 1 server, 1 available Settings

Site description justo eget magna fermentum iaculis.

v STANDALONE2209 1 server. 1 available m

STANDALONE2209 g;’_";_’ﬁ’“"“ 5";"7"_2?;';";_';;’;62 @ Auilable @@
> 'W2K16ST-SRGXDEV 1 server, 1 available Settings
> W2K19ST-74G7GI6 1 server, 1 available Settings
> W2K19ST-DRVSI12 1 server, 0 available Settings
> W2K19ST-GA37VLG 1 server, L available Settings
> 'W2K19ST-VMODNLK 1 server, 0 available Settings
> WEEKLYSERVER2 4 servers. 1 available Settings

4. BHRANSHZREFAR.

50
&~ o ceip 7
Downloads
Server settings X
STANDALONE2209
General
Cloud client upgrades
Recordings We check for upgrades for your Session Recording cloud client automatically. You can specify a time to upgrade
Automatic take effect the next day. You can also upgrade
now if a new version is available.
Playback Latest version
7.37.25542.42517
Logsing
ipgrade available pgrade now
@ Upgrade availabl Upgrad:
Cloud DB
Enable automatic upgrade
Upgrade
CEIP

o ®

5. BEHEVEALTIRERBBMAL.
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o BEHIAAL,

MRENTEFPIHRAIBERRIRE, LBALERAR. BRIUNARGE, RASRTERIAFR.

s REBABMAL.

AR

Server settings

STANDALONE2209

Downloads

X

Cloud client upgrades

atime to upgrade
take effect the next day. You can also upgrade

7.37.25542.42517

© Upsrade available Upgrade now

@ Enable automatic upgrade
Upgrade time (UTC-05:00)
[(#00 am-500am V]

Jn
400 A - 500aM

12:00 AM-1:00AM
1:00 AM-2:00AM
2:00 AM-3:00AM
3:00 AM-4:00AM
4:00 AM-5:00AM
5:00 AM-6:00AM
6:00 AM-7:00AM

7:00 AM-8:00AM

BHRENEEF iEB A RIKENNER TN BEEMRBRREIS R ERE, TN, B

ERERIE R S

ficE&

February 20,2024
IEDABRMBEXUTABHIREA:

« BZE Session Recording Server
o BECERBY

- EEEIERHIRE
- ECESFRNRES
- EREEMFIMN R

o ECERBHANIR
» BEEXAER
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bR MRS ERIRE

July 24,2023

HRIRE

1. £ Session Recording RREHIAMIS M= FIEREE > IRSEEE,

2. BEBEMRERNIRE,

lemium

v

0server, 0 available

EUSERVER2
1 server, 1 available

SERVER 2305
1 server, 0 available

SERVER 2305-2
1server, 0 available

SERVER-L
1 server, 0 available

SERVER-2212
0server. 0 available

SERVER-2305
1 server, 0 available

SERVER-3
1 server. 0 available

SERVER22-SIN
1 server, 1 available

SERVER2206A
1 server, 1 available

SR2303
1 server, 1 available

SR2305
1 server, 0 available

SR2308LB
2servers, 0 available:

SRN1912
1 server, 0 available

cein:

Downloads

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

Settings

sann@

Azure BEFRe] FHERRTE Azure EEERUL S,
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‘emium v
v Downloads
Server Management @
Manage your Session Recording servers by load-balancing sites and configuring server settings.
Toadd Session Recording servers, follow the Ser uide.
—+ Createsite (™ Refresh
> Unallocated servers (Servers that do not belong to any load-balancing site.)
3servers
0server, 0 available Settings
0 server, 0 available Settings
0server, 0 available Settings
2308SRN
> 1server, 1 available Settings
ATEST
> 2 servers, 0 available Settings
> AutoTestApiSite202306301601 Settngs
2 servers, 0 available
AutoTestSite202307031440
> Settings
2 servers, 0 available
B1F4A64E37B7
> 100 servers, 0 available Settings
stTurnKeyMul ( Do Not Delste)
Setti
> @seruers OQavailable | 1 storage location | Cost current month): $36.74 ettings.
bettyesg st @
0server, 0 available Settings

3. EMRZMR, HREFENEREMHER,

Downloads
Site settings X
Genorsl Sitename
SERVER22-SIN

Storage maintenance

Playback Description

®

4. RHERRES, UEBHEFENBIRREI M. BXEFEAER, BEREITIEERESX F.
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Session Recording fz$3

Site settings X

5. IBERHIEMEE. FNHBRBAMERBREROREIME. BRINERT, SinERSEMAERaEeFiEsh
K& AIBHKESEIE Session Recording Player (Windows) #1 Session Recording Web %28, &x

BHER, BERNREE RS,

Site settings X

eeeeeee Player selection

v
[N}
i)

IR E

1. £ Session Recording RS HIAMIS Iz AR E > IRSEEE,

2. BAEA ST B 4% Session Recording Server, A EHENMNIEEEIT, REERXE LT

BREHARS 2 ETo
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v Downloads

Server Management @

Manage your Session Recording servers by load-balancing sites and configuring server settings.

To add Session Recording servers, follow the Server connection guide.

+ Createsite > Refresh

N Unallocated servers (Servers that do not belong to any load-balancing site.)
3 servers

[Xin Zhang] 0707 (test)

Settings

0 server, 0 available *

[Xin Zhang] 0707 (test) Settings

0 server, 0 available

[Xin Zhang] 0707 (test) Settings

0 server, 0 available

2308SRN .
v Settings

1server, 1 available

) e

Server version Cloud client version ;

23085RN 22.3.3000.4 7.39.25758.25384 O Qeftis Q @
> ATEST Settings

2 servers, 0 available Saved to this PC
N AutoTestApiSite202306301601 Setings

2 servers, 0 available

AutoTestSite202307031440 .
> Settin
2 servers, 0 available

=

=W

{21k Session Recording Server LM =& Fi%ARS (CitrixSsRecCloudClientService) &, ZRSE
BHREST R BRI

3. EEMTE L, A Session Recording Server (iR, RAERKIZIRS BB EH MR, HETLUE Session
Recording Server #EREIE fthik =,

Downloads
Server settings X
General

Description

Recordings

site
Cloud OB
Upgrade

2308SRN v
cEP

®

4. ERFBIFMEMIIE L, BETRPIIHMRSFIRE:

ARs3ERIRE WA

XHFEE FEERBINZIEXHHNFEUE, ATLIEES MIEUE
e B TR A ARE S

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110



Session Recording fz$3

IRS3ERIRE

I

X RN E R

A

FEXAERUE

SRR SIEREK
FREI M

Citrix Workspace N BiEFhrasiazs

P Web g3 ER EHWAR

EERAEER

SREHFELE

Cloud SQL %%
SEPIHAR

CEIP

AR5 215 0%

Session Recording RS =— 1M =¥ &, BRET—

2L

WA

AVFEERA TR ERHITE NI ENIER. MR
RIS, MR HTTP fERBEY. EXMHERT,
EHF: (1) 7£51 Session Recording Server E#y
Microsoft Internet Information Services (11S) #zx
A%2EEFE (SSL). (2) 7 Session Recording
Agent L% HTTP fEREENN. BXEFMER, 155
" % HTTP BIE&EEmY
AFERRNEIIEEMNEE: XHRNFIR B
i,

HEXKRAREZBAPIES, WEBMAPEERFIES
o

B —MIE RIGNFEEEENIE RIS HEE R
B

REBR T AR EREERFINEITPNRIE,

REE THIERR 2R EXNREXE#HITINEG, N2
AR LEXX R &M T HX A A USMNIB R EFMNES.
& BUEATF Session Recording Player,
RBREAFAFBE Session Recording Player #
MR EI 2z 7017 Citrix Workspace [z A2 HR4s
wE, IREMNEATF Session Recording Player,
BEREMHELE Web BHRBENEREARNT. RHIHER
geiEid H URL #17iA10). ILIRBVEA T4 Web 3%
2o

BERTRAEEAAEIERRS.
REEEERATICRAME S LT HEIEMARS 38]1%
BE#HITEN.

AFERAZEA Cloud SQL.
AWEIEE BRAR TP IRIEE, BriFRERRBE
BREM. WRBMIRATAR, EHAILULZAFHITHE.
WEBREMA Citrix ZF & EITRI (CEIP),

F—HINOSREEMMBENMALRD Session Recording

Server, AILMEHERATFEN. BREMRELVRENIRS S, UWENXERFEN Session Recording

Server,
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AR

#%PB% Session Recording Server A= EMIR, REBEMTRAFREFRE.

W2K19ST-VMODNLK .
v Settings
2 servers, L available
8 Servers
Server version Cloud client version
W2K195T-52N3DM7 R T @ Available Q @
Server version Cloud client version
W2K19ST-VMODNLK oo e e © Offline
W2K22STTBB1E13 .
v Settings
1 server, 0 available
& Servers
Server version Cloud client version
W2K22ST-TBB1E13 23500 7.39.25726.60926 © Offline i0j
WEEKLYSERVER2 .
v Settings
4 servers, 1 available
& Servers
Server version Cloud client version
SR-Server 22.31000.5 7.36.25431.20278 (0 =] L2
SR-Sarver2 Server version Cloud client version © Uorad
1213 22.3.1000.5 7.36.25410.34348 perading
Server version Cloud client version
W2K19ST-GBVQ3PL 251008 B S, @ Offline
Server version Cloud client version
WEEKLYSERVER2 22.12.0.844 7.36.7020.11 @ Available Q &

o B ATFUEIRZSH Session Recording Server 5 Session Recording BRSS B iEE,

o BEE: RTFLREH Session Recording Server R1I8RET R IRAGHE T 1%&F P IHNIRS 2%

o RELMW: RTFUCRSH Session Recording Server Bi8EKREMNCHRENRS . EXEMER, ES
i#MZ=H%EE Session Recording Server,

Fo & ERBK

November 23,2022

Session Recording RS A FEEEMRBRFEMSNRIERF. SHQUMB4MERE, QIRIBENE K
#E R ARk R BYFRE Session Recording Server,

BXFAGER, BEH:

o BEERIERFIRE
o EEEFMFONIREE
o BECEFMFIRNSREE

BXRECE RN
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https://docs.citrix.com/zh-cn/session-recording/service/configure/policies/session-recording-policies.html
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Session Recording fz$3

CIlIIX

B R1E R IR

May 22, 2024

AILUSCE RS E X BIRBIREE, el IEIRHBUEEHNEEXRFIRE, RAEXNREEREE I MVNABEEN =
iHo. BREXRHIRIBIEERFIPLRIE,

EMREIRBEHEERFINRIE. SXREE I REIRBLFEKRE.
pE=
BIBRACERGIRESS, ZIRBEE R AEIFmEL R BIFrE Session Recording Server, B ARRIMLE =012
TS R IR RHI R,

RYE X HIR SRR

Session Recording IR T RHE X R HISRES

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 113
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'emium

N

v

Policies | Awsrs 3 ®

Recording policy Event detection policy Event response policy

Addpolicy JENIeY

= g v

CCID:

Downloads

Do not record
System-defined
This policy means no sessions will be recorded.

Record entire sessions excluding audio (for everyone, with notification)
This policy records entire sessions (screens and events), excluding audio. Users receive recording notifications in System-defined
advance

Record entire sessions excluding audio (for everyone, without notification)
This policy records entire sessions excluding audio (screens and events). Users do not receive recording System-defined

notifications.

Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with

notification) System-defined

This policy records entire sessions (screens and events) and using lossy screen recording mode to encode
screens. Users receive recording notifications in advance.

=

AR

Session Recording hivzs 2308 REmhr ARt T BIRERERFITNEEMAKM LR HDX S5AH SR HITHAEE,

FRE. BIARE, MRKIEEHMRKREE, NAIREIRE

REBAIRE, FTRESM (AEFMEA, HEEH), ILRBRIHBEIRE (BEFRNSEM, BFEEFM.
AR =RAREIR @,

RHEBIRE, FEESM (@RFREA, HETERN). EEERSIEBIRE (BEFSNEY, EF8ES
5o ARARWEIRHER.

REBIMRE, FEESMARRAERERERE (ARMEA, HEBM), IRERRFEIE (BEREMN
=, EREESN. BERABEHRESRFILIBNREXHKRN. BRSRAKEIREE.

FHEBEAIRE, FOESMEEAEREESS (BRFREA, HETEMN). LRESIFIBIRE (BEFR
MEH, BFREESN. BEREREERELIUR/NREISXHENADN. BRFARKEIREE.

FHBEAIRE, OFFN (EEMEA, HEBEMN). IRERFEEIE (BERR. BHNEM. BPRR
AR EIREER. ERILIARMAE HDX SSEAEMRG. RMHKBY HDX SHZIE7E VDA LEBRIH X
3/fexB %% T Citrix Workspace R AEREFHNEFHENE M. SRMMH HDX SRR ELBAXI LR 21K
8y HDX F51, FEMNLBIFEEBIEF M, W “XNESRAREER (BCR)” # “@MA Microsoft Teams
B HRPAIT.

FHBEAIRE, 0FFN (AEMEA, HETEM). ILRESIEEIRIE (BERE. BHNEM. AFRFR
SR EIRFER

NREEH (FNFAEA, HEAHBEN). LERNIEIEHRNERIEENE G, EFRHFERNTM. AR
RAEIRHEBH,

NREIEG (AN, REHEHN), ILRERFGIEHONRBEENEH. ERRGRERZM. PR
S EIRFLER
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TREME LA MIFRR A TE X BIRHIHRBE,

B B E X RH RS
EEBM

AIURFRERAFPRANSIE. BEXAGHNNBEFRER. AR VDA HHEN LUK Citrix Workspace R BEEFHE
Fig P thiiit, BIRENE LA ARERFIEENTIRUARRZTHS VDA HENNTIR, EXNAEEERLDEERFR
WENIEEPR, Eit= i Delivery Controller EEZE &R 5N R,

R B LIS E S 88 MRS, MBIEEMNABEEXFHIRISHER, thInke?E Session Recording 2402 &REShrA
AT, EAFEIRIEAF AR L TR AR, 91F:

s APWIE
o P #uhbSERE
o YA

o IREHRE

- BERENNAER

MNTFERHNESFMAN, EEHEREERTUREURANERE. RERFEERTETANEENZIE,

NFEHEMN, EEF—FIREIRE:

Manage - Monitor Downloads
Add rule
Name anc d description
Rule nam
Description (optional)
Scop
O Users and user groups
O Published applications and desktops
O Delivery groups and VDA machines
O 1P addresses and IP address ranges
O Filter

)

« BARERFIFE. IETHRHBIE (BENEN) . BRIRIREIREEN. EalH—T%EER
BERRHNBRERRE,

« BASERFIMAEN, LETRREBIE (RENES) . ARTFIWEIRGEN. SIS —P%EER
EIMRBIHERFEER B

o BRABHENHNNEHERS. NRENESHEDTREREFHEZE, EMERDIEPREIE NSRS
HENEMN. EARFIFER. AP IRAKREIRFLER,
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¢ BRATHBNNXEHFRIERS. XREBFESHAEBTREEMETZE, LETEENIERNREIFHCNER
BIEENEMN. EFARGBIFR. ARFARKEIRFIEN,
o BADIERF, HEMEREFRFERTRIE,

NFSHEMN, FEVERUTHEZ—RIZEMNTER, MUEME, FEMA AND 1 OR ZEEEMRITERARR
F. —fRR, “OR” BEMEMNIMASER, “AND” SEAELMAMUBIZEER, WNRERH true, Session
Recording SREES | ERMITANMIRIE, B[, BERET—FANHEE LI,

« BERHGNNARFMNKE. IRENAMNRENER BN ARFNKETIR. BRINMER T2iEE Citrix Daas
(LLaT#R 79 Citrix Virtual Apps and Desktops RS3) #hm. A3z#F Citrix Virtual Apps and Desktops i
&=

WO

o X{I4HF VDA it B, SIRENAMNBRERNZGHT VDA itENTIR,

o IP HuUER] IP HOUESERE, CIEREN FBNIAYRIER IP LA IP HuSEETIR, HAMRTIR IP #hht 245 Citrix
Workspace [z RT2FH IP #otik,

o iR IRBNAMNARIERNEREIAIRRICTIR. BIUREMA Citrix NetScaler L9 &EIA )5BS Citrix i&
ERERSMETHAOMEIENBERIHFREE ETFXiAE (BEisE).

Select tags X

. 1= ®

Session Recording 2402 &EShAARME ET30AE (FHEiARE),

s AFMARFHE, SIRENAMNNIRENBPMARAYIR, R Z3F Azure Active Directory (Azure AD)
#0 Active Directory tRiR288, BXAFAHRIRA, BSRERAFPEMEHEFRIINBEE,
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Session Recording fz$3

=  CilrX ' paasPremium a® 0 cci: —

Manage v Monitor v Downloads

Add users and groups

Identity Type

Azure Active Directory v

, Active D
Azure Active Directory
Bd X

BD X
BD1011

=

Azure AD 52— kIhEE. BIi&ATF Session Recording hivzs 2402 MBS AR

TS hRINBERT BER T2 Atk BINIEIREFIRERER, Citrix AR R ET TR LAY 5] R
fefts<Fr,

Z52E /A Azure AD 1RR3 s, UEMBIRECESMRBIELNR, BRMUATIE, AREFHZSE VDA:

- fE /A Citrix Virtual Apps and Desktops R#=#2FEMAN T Azure AD it E#] £ =% Session
Recording Agent. 7E&=#HiE%#% Enable Azure AD support (E/A Azure AD 3#¥),

ST B E M AR LR Session Recording Agent, &7 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Smar
TIREUTEMKREUSA Azure AD £

* 3 CommunicationProtocalToggle i¢E5 1 (0 £R.net iZi2atiE, 1 & T Websocket),
* & AuthType i&E# 1 (0 X Active Directory, 1 % Citrix Cloud &%),
* 3% SmAudidpEnabled i¢E41 1 (0 R "EZH. 1 ®R~EEH)

- WATLIER MSI B7EIAT Azure AD #9i+8#] R4 Session Recording Server, 7 MSI| R#HAial
1£#% Enable Azure AD support (E/ Azure AD #%),

- J¥% Citrix Cloud i##£%I Azure AD,

- ®3 ‘SERBE” REMET, B Preview features (FiShRINAE) %4 TH SessionRecord-
ingSupportAAD 71 Send User Identity Info In Prepare Session (TEE&&iEFHLZRFSH
BFR) Fx. Eifn “REEE” RENEDR, BERUTSE:

1. &% Citrix Cloud,
2. EELANFED, ZEERMRS >DaasS. RIAMERT, BET “REEE” REMNER.

E—IRHBREPERESFANE, REIFTRABESFAVNFRMG. EXEERT, AERSMNERNANENA

AR,
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MBI REWRIEREHMILR:

« BERARERMIRENANAEERSMNER.

« BAEATRANIERFIRERNANAE RS MER.
« BAERATHRNNSIERGIRENMNREREML LR,
o BREHENNNEGSIERBHRERIMEIR TR,
o BRATNHBEMNEFZIERFURENRN MR LR RR.

REFET AR ERFRIEFOERIMU. NFXLERIE, U ARBLERANBIRE. ERANBRFRLEER
RERM ELEERMFREIEMN,

p

1. &% Citrix Cloud.
2. FELANKER, EEHIRS > Daas.
3. &, #%#F Session Recording,
4. 7£ Session Recording ARS3 U@ A A I SATA= I3 SRR
5. ERBEMMS. RAMERT2ETRRHRIBER .
6. % Add policy (FINEERg),
7. WMNWRERIVBIRANGEE, RBBIHHRMAN,
8. WAMMEIB MG, IEERFIRIEHEDER TEHEP—NIE LM N R,
TSR, BHEERGURIE:
. BRASIERSIFHEMN
s BASIERFIERE
s BRATBEHNNXEERIERS

o BRANEHRIERHERBN
o BEIERS

NFEERMN, BFEDERUTHEZ—RAIZRNEE,

« EXBHNNAEFMNKE
« AFRMABF4A

o X{348#1 VDA it EH

o IP thutFN 1P bR

o I

9. CIEHTERERfS, TERMGIRISIEI~ EIREIZEREE, ARFTHF XIS R,
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fERAFA

Session Recording A E7ERI R SRERESEA AP H. FERAFARE 2 AP AEARNRENIENEE, F)
M, WRATMSERIFHNEFEEER A Finance 89 Active Directory 4Aeh, ERILUESTE
M B Si%E Finance AR A1 R B EIFFE AR 5 A9FIMI,

BRPIABRE

A LLBIEE Session Recording K88, HMRERRREIARPELERAFHRIE, XMERTAEXLERP
MABEZE, MABBENAFTVERMEXEENAFESER, ERAKTHFERHELLFNETHNRIERBIE
BB,

fBlan, MMBFATRNRERIEEHET 2N Executive B9 Active Directory AWM R, S0 LLEIEAMN K EZH
Executive ANKIERTFI, MMTARXLERAFNRIEFLERIWRH. SELEMNARIRLTFEDREN, F2FH
“Executive” AmRMNRIE, ALRAEMERNSIERIE SRR EAMMNHTRE,

TRRTITA

AR ZE, ZARNEMRENAEN, EERFNFEERJAZERFINXGRRDEN. XHLERAKNNER
£Roh. BRRFIGHNEAXHRNEFAER, BSRIEERBIFBIXHER D

TRIFMGEA T ERBDIEH R ERNEMAIIEF N AR S HRER

R FIBIR B KBRS . H BB RBIRIE N RNEHE, RERBEEER:

R A E R FER. REBFAEREFIENHN
EREEA £ o

FRENEF @A R FRHFLE,

FRENEFEA RHIF @A REFBREHAITHETR—FBEIHES,

FEIHEE R FREFLE,

FREIHEE RENEFEA REPRFEH#T, TRARBEREAR
ETEAHES.
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KT ECE RIGHIIIN

CIlTIX

=S oalll S

May 22, 2024
FJLLiEE Session Recording BRBECEEHIONERD, UEERFINKIEPERENES. TRVRBRFE NS
RN, RINMERT, ERTFIEEDRS. HEATENRSH, FREREFMEM
=
EHNIEEEER T eI R A Session Recording Server, A LA ARAIIE S A MBCE B MPEHR
Il

emium e e CCID: M
~  Monitor Downloads
Policies | site1 v | ®
Recording policy ~ Event detection policy ~ Event response policy
Add policy ‘ Q

Do not detect
System-defined

This policy will disable logging of all events
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CIDoRlENESES

Session Recording & BATE A4 HITIZ REIGRHX LSRG, UEUGERNER, ERUMKERFIHHIERR
HEBHES, HERUTEEREEREXEES,

RAREXNEHS

Session Recording A LU MFIIZ R REIMRIELRIE &K EHRFTE XU T HH:
« #N\ USB KRB EBFMHIE
s NAEFBEIHER
s MARFKE
o MAREFTEMEH
o DEANXHGESSZ. Q. BEFMBENRIE
o XHERIFEEN (VDA) 5FFHEE (BEMSNEFIRRMNBNETHNEMABTEFMEILE) ZEEH
« Web XI%5Ezh
- REENEOSEH
o BIMGHRIERD
+ Windows &gk
« AFKPER
» RDP %%
o MREHIE (SREINSTERXHEIER)
o BHBOSEMG

IR BEXEMONHRIRE, AJLURIMANLOERE SIMKBIRE Y.
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emium

Add event detection policy

Name
l

Description {optional)

Rules

No rules configured,

=+ Add rule

D

Downloads

X

Manage v Monitor v

|Add rule

Name and description

Rule name

Description (optional)

Scope
O Users and user groups
O Published applications and desktops
O Delivery groups and VDA machines

O IPaddresses and IP address ranges

S

Events to log
O App start events

App monitoring list:

Downloads

O Clipboard operation
O sensitive file events

File monitoring list.

O User account modification
O Registry modification

Registry monitoring list:

O Top-most window activities
O CDM mapped USB events

O Generic redirected USB events
(O Web browsing activities

O Appinstalls and uninstalls

O App failures

O Performance data

O ROP connections

O Popup window

®

S51ZBEXREEKEMN, BRAIEFE-—IHZSMANES. BXFAER, BFSHCEBE X FEHIHEERD FEYR

BHo
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KT ECE RIGHIIIN

CIlIIX

Fo & 1M iy SR B

May 22, 2024
EHINRERE A ERB SRR, ST

o KN RIEFIEEHITRIXEFEHEER,
o ERFINSFEPENIIEGFIHITRE UATRENERAS) !

- RIEBFEMHER

- UBABRERS (FUBANTEREREERT)
- BERE

- AHERIE

- BRAIEERE

W—IRGE XNWEHBRREATMN, ATLUREFEZCEEEXEHMNRE, —RRE— M EHmRRELT
EERTS. RINMERT, REESDNEHMNRE,

P =W
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SIS EE AR SRS S, RSN A RIFr L mAIFRE Session Recording Server, AILIAARRHIuL R
BIRANCE SR IRAY B AT SREE,

E_b Citrix Session Recording Policy Console

File Action View Help
9 2@ G B
[Ep Session Recording Policy Console Policy Name Description
¥ EJ] &ecording Policies E Do not respond This policy will disable all alert notifications.
@Naw event response policy

E Do not record
E:a Record event only for everyone with notification [=£ New event response policy(2)
[E Record event only for everyone without notification
[= Record everyone with notification
@ Record everyone without notification
v E Event Detection Policies
E Do not detect
[&% New event detection policy
v [ Event Response Policies
[= ponot respond
[ New event response policy
@ New event response policy(2)
[% Recording Viewing Policies

E BN LA S
Session Recording R T —MNRFTE X B AR SRES
o RUARZ, BRIAERT, FEWREIXERICRIOEFRIVEMRE,

Bl B E X IR SR

1. #& Add policy (FRingEeg),
2. TERINEAERREETIE L, BNFREERE FRA5EER,

124
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Add event response policy

Name

Description (optional)

Rules

No rules configured.

~+ Add rule

3. BEAMAN,
4. NN MRAN R,

Add rule
Name an, d description Events and responses

‘ Event triggers
Description (optional)

Configure

Scope

O Users and user groups

O Published applications and desktops
O Delivery groups and VDA machines
(O 1P addresses and IP address ranges

O Filter

5. EEMHMASREIT, RHEREURESHRLIRE, XEFEMAILL:

o NBISIEFREHHREBFHEER,
o ERFINFEPLNBIEGHITRE UATRENERESR)
- REBFHRMHER
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- YBIFRREERS (AUBARFTERAEREFERE)
- HMERIE

- AHERE

- BRAIEER

BEMIEHMESRUMLFIRCIZSMLR, HE, BENREROEFMNENE ARSI RIRAEEER
FEHEX.

Configure event triggers and responses ¢

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when
the event s detected.

-+ Addeventtrigger 2= Browse templates

No event triggers configured.

©

BRBLAMEFMAS, BETENERFEIR— NS MLSE. HAUEEERRIANEFHNENE
fHih & 280
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Configure event triggers and responses ¢

For each event trigger, select a session event, configure addtional conditions as needed, and specify the action to take when
the event is detected.

-+ Addeventtrigger 2= Browsetemplates [} Saveastemplate

Ifeventtype\s| v ‘ O w
Then Send email alert  and ‘ None v
Description:

O w

If event type is |

Then () Sendemail alert  and Start screen recording v

I |

Description: None
Start screen recording
Log off session
Disconnect session

Lock session

@ L)

FERED—PEHMEABNEIRE, BEFFENERBENEHRABZSZFARNR. AR, ERIUEEFRLR
RIR UE RV F BB LR R _EHREIFIRR,

BEipin B SBIRIRTE, BRI RERSEE £ E Session Recording ARE NEAM S MBS RHERE,
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Event trigger templates

My organization Community

Q

Theme ~  Eventcategory v  Created by ~

TemplateAutomateTest20240418134 1Edit1 @]

Security Productivity Application

Created by L W

AutoTestCustoniTrigger20240418134 1Edit D
Application

Created by L W o

mul template @]

Security Productivity Sensitive file Web browsing

X

Submission history

AutoTestCustomTrigger1202404181341Edit D

Security Productivity Application

Created by V2R ]

o

bdtest0418 (]

Productivity  Application

Created by L W

[

bdtest0418 O

Troubleshooting Performance Sensitive file

Created by L W o Created by L W 3

ajjtest @] bdtest0418 0O
Application Session start Security Productivity use

Created by L W g Created by L W 3

®

EHRABRRONECESRERARMEMHXAR (81 Cloud Software Group #c5) KFIBEMHRA S
&RiRo

AEHMASRRNENRNVALET L, ERLUSERAHREMEX, HEMETRRETRR.
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Publish template X

Publishing your template allows other Session Recording administrators to view and
use itin their configuration.

Template summary

Summarize the event triggers in this template to help others find it easily.

Publish as
®

(O Anonymous

@ We will review the template after you submit. Make sure the template does not
include any sensitive information.

By submitting this template, you acknowledge and agree that this template is considered
"Feedback” in accordance with the End User Agreement, with all rights and obligations
associated therewith.

@D

AR

ERRIERZHT, E5% End User Agreement (LR MY,

EEHMASBRIRTENRARATHLOET R L, SUZXRT. T, FHEFNRMERRTETE4M
RBER, WA ERHEBRMERAINBEH R .

BRI —RERS P EHRARER. CERNRRETEFMIEHMASRTEL, ATUREFTEHITAEEX

BHEREFREFLCNIRE, CHEOEEHMNMERE, ER7HTEEENSHRLSR. RHREH—PRARE
BEMHARA SR, RENEAEFRASERLXBFHEERIFERERGIRME, 5K GUI ECE R Fap
REMREEDL,
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Events and responses

Event triggers (6)

Gonfigure event triggers to trigger actions when certain events are detected

Event type Email alert Action

Client drive mapping @ vYes Lock session

File deletion @ ves Start screen recording
App start @ No None

Append @ Ves Start screen recording
App start @ No Start screen recording
Client drive mapping @ No Start screen recording

@ For your event triggers to work as expected, ensure that the relevant event types are logged by your active event detection policy.

Email settings

Applicable if you enabled send email alert in your event triggers.
To configure the email sender and content,go to site settings in Configuration > Server Management

Recipients

Recording options
Applicable to the start screen recording action.
Screen recording time span after an event is detected (min) @
0 AN
v
Screen recording time span before an event is detected (sec) @

0 N
v

[ Enable lossy screen recording

Session operation options

Applicable to the log off session, disconnect session, and lock session actions.

Delay before session operations begin (sec) @

AN
o |5

©

IR E R R RIS RV 2L EL,

AILITERBRTTREX B EM AR, BALUGZITES. MREERT LB FHAHIER T IZEENESF, N
SEERBFEHEPRECEXNEFMLSRNER, MREEZETHERERT, FRRBANEENRAIRE
BXEH. 2E, SENREHPRFPMELAERLEENHN, ISEERZBEE.

BXTRHNEHRENTRIIR, BER TR
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EER

N REFRLh

R FRRERF4ER

&0
=
N

Web 3%

XfeE

X Edn

X5

XAHER

CDM USB

@A USB

HE

A = i

N RBIERF B R

Windows #xgt
URL
B EARRR

23 MR

Bz
R/ (MB)

RERTE
BRI
XA/ (MB)

Bz
SttA/N (MB)

IREhERETT

RER

T

IZ=N
ka:\

T

@

EFF.
EF.

EF.

EFF.
%3:\

%a:\
%a:\
%a:\

FT.
T .

EF.
EF.

EFF.

EFTF.

}/I\a:\

%a:\
ﬁa:\

FF.

U
LEg

ILEg

ILES
ILEg

g
g
g

IEg
INF

LEg
LEg

ILEg

ILEg

INF

LAS
INF

LEg
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EER HE
=i

SR LERTIE] (/)\BY)

et

MR

XA/ (MB)

&
AR

TERRIA R
TERRZRMIER

ARG R
EMRIGEE

ARG R

Value name ({E&#r)
MRS E

EMRIE IR

Value name ({E&7#F)
AMRERS

AR FR
PP

BFP&
RARFREIMREH

R FAT2 A R
Sz A2 R SR ML

R FAtE &R
BRENNARER

R FAtE R &R
BHHN AR

[ 2R &R
RDP Zi%

T

RF

Z%F (“host” & “client”)

XF
@a%\ %?\

Ba. FT.
Ba. FF.

Ba. FT .
2= N

a8a. FF .

@a%\ %?\

Ba. FT.

Ba. FT .

Ba. FT.

ILEg

ILEg

g

g
U

LEg
U

LEg

ILEg

ILEg

g

ILAD

g
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EfieS i Pz
IP sttt a8, 5F. 0E
B
HARET 1. IR
BORE a%. F. L&
HEBEIE
CPU fEF (%) XF
PRI (%) XF
%28 (MB) AF
iUt (MB) XF
RTT (=0) XF
BRI
HiREEY 5F (ak. Xt {1E)
HIRET 8%, F. 0E
ot a%. F. 0E

6. (AI%) EENERASTERLEEFIHAHERRE, BEFHHERENH. AXTHEFHEER, BEATE
NEEEE:
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Citrix Session Recaordin

File Message Help 7 Tell me what you want to do

]E[ Delete |~ [=] Archive E]’-I Move ~ 6_) Reply <é_) Reply Al —> Forward D‘L—ITodo = ('E Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlook.com=

This email comes from Citrix Session Recording to notify vou that 3 Tophost was detected:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Uger Mame adrministrator

Domain Mame KEHTE

Start Time 114852020 3:15:08 B

Delivery Group Fdz Desk topAnd SopGroup

Application i Desk top,

DA Machine

Plavback LIRL httpe:/ webplayver /#/Dlaver £
Event Text Topfpp: regedit

Event Time 11492020 21751 B

Youcan find the session recording video and more information here.

This is an automated emarl from Citrix Session Recording. Do not reply:

R
PEHBER URL A7 Web BB PITA RSN SIENBROTA, S2EIARIERM Web #EREEHT
FFRE REETIE.
BRFEFHAEIRUMEANEES, BERMUATIRE:
a) EBHAMTEARA ARSI, FNBRUR AR FHR L,
b) fEiIRERE FHRAIREEIIE L, EE BT L HANAS,
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Site settings ¢
SRN2203

SMTP server
General [ bd

Storage maintenance
s Port

I Email alerts Enable SSL
Display name

E l

Email address

[ i@citrix.com ]
Password
]
Email subject Email body
User name () User name
Domain name Domain name
(O start Time Start Time
(O Delivery group () Delivery group
[ Application [ Application
(O VDA machine (O VDA machine

(O Recording URL

v ®

C) ‘mIEBATIAEZAH Web Bika3a0Em=R.

EFEREFHMPRRER URL $2FHA T, &S EEMRT (18X HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server), AERITUTIEEE:

+ % LinkHost fEHIRISE N A Finim 4t Web Eikass9igiiy URL, fign, B https://
example.com/webplayer/#/player/ kifiazit Web 1%1%8%, &% LinkHost &9
E#IEIEEHN https: //example. coms

« HM—%Z% EmailThreshold #91&, HEHBEHIEREN 1 5 100 TEANKF. ERBERE
BFHHREKFPE—HRNRENRAEREFHAH. IRETHTRIBEREREEFEREFR
HE, MMFE CPU EA%R, MRREEEXEIFHRENBLETENST, WESIESORE
25,

=

AR

o EREBFERFARSS 2R AT RES R B FHR M A EIK P ALK BB EZ A, MR LEHE & X 7 1B
o EAVFIKF RIXBFHIHZHT, BFEEZFLE (30 Outlook) FIRERIEREIGIEZMK
REHALBFER,

o TELATERBIRALEBFEFERE. fldl, HiXEESH LR, BEIE - XN RAXE
Ffr EXMERT, FRRRGEIHERIZROZIER,
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7. (i) BEEMREHNREEEAEREEHNIUEFRRERS, BERFIEMIBIPAIERERFNLZE L
TEI

+ Screen recording time span after an event is detected (min) (‘& NIEHEHNRERFIR

EBE (9%)) : ATURBELNIEHEERFRRNIHE. NRKIETEH, FREIHGH4LHT, BT
RENSIELER,

Screen recording time span before an event is detected (sec) (iCNZIEHNFERE R
EEE (7)) : AIMEEERENEEHINRBRETE. ZERTEER 15 120, FzELEN 1
2 10 Py EA— NP2 MEE 10 £ MRKIBEZE, ZWERREM. Session Recording fREH
FERHINIRKETELENEE K —R.

Enable lossy screen recording (EAAHRRERS) . EALUEEERINISEZEHNEETEAE
BRER. BRREREAFEIARESEERN, LUBNREIXERAN, FHEBEBHERIE MR EREI
RAEIRE, IhINEETE Session Recording 2308 REERAS T A, BXEAREE, BEBRABEANE
RERRERE,

8. (AJik) WESFRFFWRALER (1), WREREUTEARERBERFINIFEPIERNES, NWaJLUHR
A 1A Al P B A R 0

s BIERIE

AHEE

o BIAFSIEER

flgn:

4- [ Y
Downloads
Event type Email alert Action
App end @ No Start screen recording
App not responding @ No Log off session

@ For your event triggers to work as expected. ensure that the relevant event types are logged by your active event detection policy.

Recording options
Applicable to the start screen recording action
Screen recording time span after an event is detected (min) @

o A
2

Screen recording time span before an event is detected (sec) @

A
0 v

[ Enable lossy screen recording

Session operation options
Applicable to the log off session, disconnect session, and lock session actions.

Delay before session operations begin (sec) @

0 ~
%2
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AR

MRBZEREN 0, WEKELEBE. THIMARAFR SHENKIENEEN, F2BMAR. EiH
BF, HREENE,

BXGIEN, BEERUTREEE:

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system

"ClipboardOperation.PNG" from C:\Test to C:\Program Files\Citrix
\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

9. EFHRBEMNEE,
5012 EEXREIREEEM, EEDTLUERTHE 2 —REIBEMANEE:

o APFAPAE, SIZERNAMNMmNE R ANTIR, FBYZHF Azure Active Directory (Azure AD)
Active Directory #RiR%8, HXIFMER, BSROIEEE X FEHIEEEIE2 FHIIHE,

- BRATHNBAREFMEE. SIERAMNEENELHNAEZFNRENTIR,

o XATELEF] VDA i+E . BIEERFARNNmGE 93 F28750 VDA i+EHMNTIR,

o IP 3HEFD IP 3thESERE, BIEER AN A P #ikf0 [P #ibEE MR, A REIMN IP thit2E
Citrix Workspace R RBi2FF#Y IP ik,

o iR, CIRENAMNIBIEEEAIRRETIR. AR Citrix NetScaler Er9EgeTA RS Citrix i&
ERERSMETFAF WS ER EER 5 REE TR (BRERR) .

Select tags X

eeeeeeeeeeeeeee
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Session Recording 2402 KBSk R E TR (FREHIR) . EAFEIRIEAF A8 L TR
FAREE, BFE:

- APNE

- |P i SERE

- Y4

- RERE

- BERENNABER

P =

HREHFHEHE BN FHMMN RPN S MM, RFMUIEER.

10. BARERSTHEE,.
11. BUEMBEAIaR SRS,

KT ECE RIRAIALST

CIlTIX

FEARER

May 22, 2024
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Session Recording 1% 5 & EE AN R

Session Recording &1 & 235# 2 B2 T 3517 Session Recording AR 53 B9 BRHY Citrix Cloud BB H. A%
Session Recording B2 R R EERARNELR, HSNTR:

Session Recording B2 RAIEHE!

BT 5e2iAABRRY Citrix Cloud
BIERA

4 7 Cloud Administrator, All
fal Citrix Cloud EE2&R

ST Session
Recording-FullAdmin, All &
#9 Citrix Cloud B2 &

& 7 Session Recording-
PrivilegedPlayerAdmin, All £
&8 Citrix Cloud BE&A

X5 BT Session
Recording-ReadOnlyAdmin,
Al At Citrix Cloud &

BN PR

B LUBTREFR A RHIS M4

B LURIRFRA RHIS M

B LUBTREFR A RHIS M

B LUBTREFRA RHIS

BIAER T B LURR PR PR R SIS
LASNAIFRE RIS, 308 RBERER
REAFMA. EXBHNABEFRH
KEUMEHEERZZT4HM VDA B
RHI o

o BXRRRFIXHNER, BSRILENRESAE9HRIRS,

&

7£ Session Recording RS HHEK
MIRTIE L 2T RTENREER
7£ Session Recording AR5 I K
NRTIE L2 TATENREER
7£ Session Recording BR$S B
PRTIE L 2T ATENREER

7£ Session Recording BR$SHHE K
PRTIE £ 2R RERE

BIAERT, 7£ Session
Recording AR5 H93B AN PR BT E £
URSNREBERHMET, HER
IEREERIFEIE Session
Recording ARS3#93E AN PR BT E £

— i
BTRARBFEESR,

s EAEX/EE, X5 E T Session Recording-ReadOnlyAdmin, All & &8 Citrix Cloud BB G A
Session Recording RIREER R, HXIFM=R, 1HSiH Session Recording BEREBIEEL, B UPRKIHERK
PR, LAfE Session Recording RiRE R 5 RAHERER B BARiL S HRERHI X o

R Session Recording R i E 1R 5 FIIB AN R

ZER%I Session Recording Rt EERRERINE, BEMUATSE:

1. M Session Recording ARSSBIAMIS A= FIERELE > FBHAR,
AR
o @2 Azure AD AR MMEE R E A2 Session Recording BRESHIAM S Ant= 89 Playback
Permissions (FEMAPR) F&, Session Recording RiFEERAMERIIZIE,

« FiiFg Session Recording &2 R#REEB AN R R E L5 o
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Session Recording fz$3

femium

Vv Monitor

Playback Permissions SERVER

View, grant, and edit permissions to play recorded sessions.

C Refresh

Name

To manage authorized users, go to Identity and Access Management

Type

User

User

User

User

User

User

User

User

User

User

Role

Read-only Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Full Admin

Playback Permission

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

CCID:

Downloads

®

Sp2)

2. EEBRIER.

3. ERMARIE LEE—NMEERENBER. EFEERILN Session Recording RiEER,

2.

BREAUTS

a) #3| Citrix Cloud #4151 Identity and Access Management (5iR531F0351a&1E) > Admin-
istrators (BEH) &M+,

b) HIEFEER, RELURSKRE, AEEE Edit (RE) KRR,

= citnx

« |dentity and Access Management

Authentication  Administrators APl Access  Domains

Select an identity provider

Add administrators from.. v | G Refresh

Typed Display Name

(]
O
O
(]
er
]
(]
O

Recovery

c) % Custom access (BENIHRNRER) -

Email

Status

Active

Active

Active

Active

Active

Active

Active

Active

Access

Custom

Full

Full

Full

Full

Full

Full

Full

Identity Provider

Citrix Cloud

Citrix Cloud

Citrix Cloud

Citrix Cloud

Citrix Cloud

Citrix Cloud

Citrix Cloud

Citrix Cloud

Copy Email Address
Delete Administrator

Ed DAccess
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=  citnx ¥ o v

« Edit access for @citrix.com

. e

(O Fullaccess

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

@ Custom access

Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.
® Switching to custom access will remove management access to certain services.

Deselect All

General | Allroles selected

xaxd-xaccpiNew | Al roles selected

cei:

d) BHRESLUBRAFREAGE,

e) B 8 & & Cloud Administrator, All. Session Recording-FullAdmin, All #1 Session
Recording-PrivilegedPlayerAdmin,All = i1 # £ % 1. % #F Session Recording-

ReadOnlyAdmin, All =889 5 %4712,

O Fullaccess

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators

@ Custom access
Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.
© Switching to custom access will remove management access to certain services.

Selectall | Deselect All

General | Al roles selected

@ xaxd-xaccpiNew | ©of i roles selected

[J Cloud Administrator, All

Delivery Group Administrator, All

Full Monitor Administrator, All -Access to'Monitor' tab only
Help Desk Administrator, All-Access to "Monitor' tab only
Host Administrator, All

Machine Catalog Administrator, All

Probe Agent Administrator, All

Read Only Administrator, All

Session Administrator, All - Access to ‘Monitor' tab only

[ sessionRecording-FullAdmin, All

@ SessionRecording-ReadOnlyAdmin, All

f) BHRT.

g) REIFRIF Session Recording ARSHEMANRTIE. E44E19 Citrix Cloud &2
Recording RiEE R,

=
Al

L

B/ Session
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'emium
v Monitor

Playback Permissions SERVER v

View, grant, and edit permissions to play recorded sessions.
To manage authorized users, go to Identity and Access Management

O Refresh

Name Type

User

User

User

User

User

User

User

Role

Read-only Admin

Full Admin

Full Admin

Read-only Admin

Full Admin

Full Admin

Full Admin

< ceip:

Downloads

@

Playback Permission
Full V4
Full
Full
Full 6
Full
Full

Full

4. B Session Recording RiEEERITHHISIEET.

e

Session Recording RIZEIE R ] UAEEMATE REIXHHNTEAR, BRIFE REIXHHIE R
PR, HERBEBREFIEHHNIR. BFIESHERE, BN Session Recording RREE RFMHEN

FRERHIXHFRTE2NR,

5. Z[RH Session Recording [iRERR ] LUERHIRFIXMH, BEREBEFERNRNE LEEFEZR, TEHSE

TR PRDIE Lo

Edit Playback Permission

Playback Permission
O Full
@ Limited

O None

Scope

Playback is allowed if a recording meets any of the following criteria
Users and groups

and

Delivery groups and VDA machines

@

Downloads

X

Configure
Configure

Configure

®
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6. BEAEUIEE Session Recording RIZEIE R A BRI REIXHTE. MRIREINXHHEUATEDRME,
Y 7B

« APMAFA, #E Session Recording R EE R RESEHSERAPMAFRATANRIE, RN
#5 Azure Active Directory (Azure AD) #1 Active Directory fRiR2EE,

= CHTI)I( Daa$S Premium 2% @ cei: - ¥

Manage “ Monitor v Downloads

Add users and groups

Identity Type

Azure Active Directory ~ ]

. Active Directory
Azure Active Directory
Bd X

BD X
801011 X

- Session Recording Server 2402 REsSs M AXHF A TEE
BHMNMREB Azure AD 7R, X2 — WM M W R Ih BB, % IR
METERT2EAM U, BENETEEFHEFEHREB. Citrix
RAXBEAXNETREDRPDRAN BN AR # X F

- Y mEEE Citrix Cloud 9 B SR 5 M s A & 8B (IAM)
% % % AD = Azure AD &Y, = B R MM MRGR KB,
A #E Citrix Cloud B IAM ® =*x*Authenticationxx (5
MB®IE) EM £ EHITEEF

« BAGHNBEFNSHE. RE Session Recording RigEIER REBERSEHNN BIEFNSARIE,
o Z{$4AF0 VDA i+ EHl. i&E Session Recording RiEEER RAEEHBHIE X T4 VDA Bs2iE,

TG BT SERERBNRRE L. 4 ZE Session Recording 2204 =% Session Recording 2203
LTSR MI#N kR A fa = L R &, fRR755%: 7E SQL Server Management Studio (SSMS) Fizf75
Session Recording $¥EEEST R 89 LA T A :

ALTER procedure [dbo].[EnumPlayerUserDeliveryGroupPoliciesOnCloud]
as

begin

set nocount on

select 3 as RoleType,

a.ID as RoleAccountID,
h.principleName as PrincipleName,
a.IsEnabled as IsEnabled,
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e.name as PolicyType,
d.DeliveryGroupID as AccountMemberAccountID,
g.Name as AccountMemberName

from PlayerUserCloudAccountRoleConfigure a,
PlayerUserPolicyConfigSetMember b,
PlayerUserPolicyDeliveryGroupSetMember d,
PlayerUserPolicyType e,

DeliveryGroup g,

PlayerUserCloudAccount h

where e.id=5

and b.PlayerUserPolicyTypeID = e.ID

and a.PlayerUserPolicyConfigSetID = b.PlayerUserPolicyConfigSetID
and b.PolicySetID = d.PlayerUserPolicyDeliveryGroupSetID

and g.ID=d.DeliveryGroupID

and h.ID=a.CloudAccountID

end

<!--NeedCopy-->

[SRT-8028]

EEGNR

April 3,2024

S ECEIENR

EHRNEERDENR, 53 E Citrix Cloud 89 Identity and Access Management (S{3iR3IFIFREE) TE
L85 Administrators (BER) %0+,

BEXAEER D NIRRT
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CIlIIX

Session Recording =EER AL

34F Session Recording fRs5, EifFME, E=MEENEEER, XRBEIAESEAENAGRIIN:

Session Recording =&I2RAAIZEE!

TENREER

FIEREEER

WA

EBHEHE T m2ihER. Cloud Administrator,
All &g Session Recording-FullAdmin, All &
&8 Citrix Cloud &5,

BRI ET Session
Recording-PrivilegedPlayerAdmin, All &&=&
4SBT Session
Recording-PrivilegedPlayerAdmin, All
Session Recording-ReadOnlyAdmin, All &Ry
Citrix Cloud &5,

X5 E T Session Recording-ReadOnlyAdmin,
Al & Citrix Cloud BB R,

g Azure AD BARNMMNEERRSVREEANE. EAMIISERENR, BEESARTNEELAG—XNE

TE X R Ro
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Add an administrator or group x
° Administrator Set access for ADSyncPasswordSet.
details
@) setaccess @ Azure Active Directory groups are not permitted to have
full access.
@ Review and
confirm

Swite sstom access will remove management aceess to
certain services.

Selectall

P >

0 o >
[0 SecurePrivate Access] | Norolesselected | >

[J xaxd-xacepl | Noroles selected >

M Azure AD FINEER

3t Session Recording AR HIEERIAAMNPRERE N Azure Active Directory (AD) P F14EEAH,
ERLIREN EM TR T
1. #&m Citrix Cloud #kF XEXBIZH Azure AD, BXE#AER, E2H Citrix Cloud %% Azure AD,
2. M Azure AD & Citrix Cloud #iRMEE R,

Citrix Cloud Z#HFZENRINBEERHE L Azure AD ARFE RN RINEE R,

o« EMAzure AD FIMBEANEIER, BERAFNFEER, YIEHMERRN, Citrix 2mMi1kE—%
BT, BEANMTEZBIE, AETEER.

« Em@ Citrix Cloud #0 Azure AD BI85 4H, ESiFM Citrix Cloud FMEEFELA, &i@id Azure AD
HRMNERERTUWERE, HBEEEHRMMI1EENaER Citrix Cloud,

3. NERMBERREENR.

34F Session Recording, EAMEE=MAENEER, XZBINENPEFANAERIIN, HXiF
MES., 1ESiH Session Recording BIERMEEL,

PE =

« @ Azure AD BRI EE R RSB EANR. EAMIIDENR, BEESHRATHNEERERA
B—HHBEEXHERR,
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Session Recording g3

Add an administrator or group X
Q

detail
@ setaccess
@ fetews nd

confi

[ xaxdxaccpl | Noroles selected >

< -

o @i Azure AD AFIMINEERE T3 Session Recording BRS B A M F A= 89 Playback
Permissions (FEMINR) &,
B Azure AD BRI EERTEERAR T ES TP B ERS SEH,

Session Recording &2 5 HIIX R

A% Session Recording BIEGMIR, BN TE:

ELREER BIVEREEER  IAREES
SHie IR A E BB B2 E2A
RERSSIEE BB B2 E2A
ARE 0K BB B2 B2
GEXIREINHNS  BRE BB BB
BliET

B REI RS BRA R B
BliEET

FohEMTBRRE  SRm EEA Bz
X

BEEATIRRE R B2 B2
X

REBHIUR B B2 B2

BxH Session Recording RiFERRARENRNES, ESREEBHANR.
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[y==pval]

September 25, 2023

EFZE Session Recording &, EMAMSAZFRIERRE > SRAEFILE.

. Downloads

Utility Settings ©

Set your preferences for Session Recording.

Player cache

Set the cache size you want the player to use for playback

Seek options

@ Enable fast seek
Select this check box to improve the seek performance during playback

AR Session Recording BL& A FEiER:

o BRBET. HEMNBRISELHEERMSEATRRNETAD).

o REFE, BRILUBTEE |-Frame MERSIEFRBMAE ICA RERAINHFIREIE, WIhAeBENETHE

W EAER, FEE Session Recording 2308 REEhrAH ] Fo

BEERH

July 6,2022

MRRHISIENBA T LNEKRTIEE, WAIUEFEEHITHSIE (F 1-2 HIER),

SRS EREKHEXGRNEKR. BHEFNSIERETRESPIRIEXHFP,
AR

BT ARIBRERHR VDA 2I1ERINR,

RRRHIF

September 21, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

148



Session Recording fz$3

BRRHIXH

ERHFHNSNFREL, ERLBREE U THREIERRFIX M.

o —MIENIER, RMEESR. XTXR. ZX30KX. &£ 90 XK. FEREINBEEX.

o —PHBZ PR,

o EBREFEINR. BERHBF. BRE. NARER. TFFIP ik, S4XAR. SERBEMFEREE,
o BRERFMN

mium PLEY v
Downloads
v 2206 v Q @
day
% Hostname AR username pr
Recording Site User Host d
) Client name
)22 10:49 AM 2206 administrator AAGENTFORSTG d
)22 10:01 AM 2206 admini AAGENTFORSTG A
10 W2 Event type ® puration
April 13,2022 9:47 AM 2206 AAGENTFORSTG
Q Advanced search
April 13,2022 9:33 AM 2206 AAGENTFORSTG A
April 12,2022 711 PM 2206 administrator AAGENTFORSTG AGENTFORPRO 0
April 12, 2022 6:56 PM 2206 administrator AAGENTFORSTG AGENTFORPRO 0
March 23. 2022 11:27 AM 2206 administrator AGENT CNENGKFZNAXM4XD 28
March 23,2022 1118 AM 2206 administrator AGENT CNENGKFZNAXM4XD 5
March 23,2022 11:15 AM 2206 administrator AGENT CNENGKFZNAXM4XD 2
March 23, 2022 11:20 AM 2206 administrator AGENT CNENGKFZNAXM4XD 4
1-10 of 19 items n 2 > [ 10/page
X R LUEE B BREY7
N
o LIEEBRETHG,
mium e A
Downloads
All time 2206 - Q ®
] ‘.-I\\\I‘:\r'vﬂ splay
Start Time. Recording Sit User Host Client S
e Columis fo display
April 13,2022 10:49 AM 2206 administrator AAGENTFORSTG ONENGAUK1YUMWOD
@ Recording Site
Aptil 13. 2022 10.01 AM 2206 administrator AAGENTFORSTG AGENTFORPRO
® User
Host
Aprl 13,2022 9:47 AM 2206 administrator AAGENTFORSTG e
® Client
nil 13, 2022 9:33 AM 2206 administrator AAGENTFORSTG AGENTFORPR @ Events

Events Only

12,2022 711PM 2208 administrator AAGENTFORSTG

Recording server

Apnil 12,2022 6:56 PM 2206 sdministiator AAGENTFORSTG AGENTFORPRO

Mareh 23, 2022 11:27 AM 2206 administrator AGENT CNENGKFZNAXMAXD 28
Mareh 23, 2022 1118 AM 2208 ‘administrator AGENT CNENGKFZNAXM&XD

March 23, 2022 11:15 AM 2206 administrator AGEN CNENGKFZNAXMAXD 2
March 23, 2022 11-10 AM 2206 administrator AGENT CNENGKF ZNAXMAXD 4

BTRIERIFE REIX M

FILUERE— I REIXH, RE%T Follow up (Ri#) RHUETRENKIFNEREIXH.
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Downloads

Recordings of the selected session X
This session starts from April 13, 2022 10:49 AM and including 1 recordings

Start Time User Host Client Events. Duration Action

YUMWOD 0 00:09:54. (‘)

™ April 13, 2022
10:49 AM

IRE XS R R 9] PR

February 20, 2024

5%

BJLA7E Session Recording BRSS HPREIRTIEE REISXHHIARIIR, BRTHEMARSS, HIHAERIRMHEREMAYIAIEIE
o

SET U TFEARRE Citrix Cloud B 5 a] LIS REIS AL B ihial R :

s ST2NUR

+ Cloud Administrator, All &

» Session Recording-FullAdmin, All A&

« Session Recording-PrivilegedPlayerAdmin, All &&
+ Session Recording-ReadOnlyAdmin, All &2

Session Recording RIREBRA T EH IR ZRRH XM, B2, A7 Citrix Cloud EXE RS E T Session
Recording-ReadOnlyAdmin, All &2, Session Recording Ri%EE 5 AR 17) 52 R 51 E s M B3 BT E A9 3A1R]
PR,

AR

o ItkINEEEEE Session Recording Server 2209 s E S k4.
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o RZFRSERRBIXHIRE ARSI

IREMBIFFIS BARRHI X BRI R

1. 7£ Session Recording BREMEMS A= EZREIH > Fra Rt

2. 3%4#% Session Recording Server 2209 S EShRASA R AT R

Alltime

Start Time

February 22
10:16 AM

February 21.
8:26 PM

February 20
5:01PM

February 20
4:55PM

February 20
4:38 PM
February 20
418PM

February 20
4:00 PM

February 20
3:31PM

February 18
10:37 AM

February 17
2:33PM

3. AFFEREIHITE L, EE—IHZSPERREIX .

FATEIN

2209(TESTSER... |

[ columns to displa

2(

SERVER-C1 (d

SERVER-3

SERVER-2

SERVER-1

Jser

dministrator

2¢ PA 2209(TESTSERVERS)
2209(TESTSERVER3) b TesTSE

2(

2(

2022

2022

2022

2022

2022

2022

1912(EUSERVER1 TESTSE

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

IR—7

TB—REFHIREISERED 40 1 BN, HRREIRTESK

4. BHIRETIPIRE,

jdministrator

\dministrator

administrator

administrator

administrator

administrator

administrator

administrator

Host

Client

Events

Events Only

False

False

False

False

False

False

False

False

False

False

Downloads

@

Recording server

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

1-10 of 22items

Duration

00:14:11

00:03:03

00:10:39

00:02:54

00:15:46

00:17:09

00:14:36

00:26:03

00:16:14

00:12:50

Bz > [ 10/pae v

0 selected

Action

All time v

Start Time

February 22,
10:16 AM

February 21,

February 20
5:01PM

February 20
4:55PM

February 20
4:38PM

February 20
418PM

February 20
4:00PM

February 20
February 18
10:37 AM

February 17
2:33PM

2209(TESTSER

D Cotumns to display

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

@ Place access restrictions

Recording Site

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

2209(TESTSERVER3)

User

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

administrator

B Archive

Host

Client

Events

Events Only

False

False

False

False

False

False

False

False

False

False

Downloads

®

Recording server

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

TESTSERVER3

Duration

00:14:11

00:03:03

00:10:39

00:02:54

00:15:46

00:17:09

00:14:36

00:26:03

00:16:14

00:12:50

1100f22items < [ 2 3 >

10/page v

2 selected

Action
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5. FEERER, RARBEEHIA

Downloads

A Place access restrictions

Are you sure you want to restrict access to the selected recordings?

; icted r are ible only to players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply to all
other recordings of the same session.

@

6. HIAEXHEIRE T 5 RREIBNERE REIHEMFMERHIGIES ERRITHE.
7. ERRIUAE L, RIEFEMERGRRSE. BERLRIREE, RESERFZERE RS DIH.

8
mium -~ e v
Downloads
Altime 2209(TESTSER v [ Q ] ®
(D Columnstodisplay  [B) Followup 9 Remove access restrictions i Delete 1 selected
Start Time Recording Site User Host Client Events Events Only Recording server Duration Restricted by Action
March 22, 2022 2209(TESTSERVER3 m @
- :
[ s | administrator EEE— 24 False TESTSERVER3 00:38:32 e
?alrgr:’:‘a_ 2022 fZOQ'TESTSERVERs administrator = ] 19 False TESTSERVER3 12:03:55 - @
;‘ir;::‘a' 2022 fZOQ'TESTSERVERs administrator = 6 False TESTSERVER3 00:02:39 ] - @
u
;e:é“;a 222022 2209(TESTSERVERS 1 icyrator [ B BN - ! False TESTSERVERS 00:06:31 @
) u
;e;’;“;a Ll fZOQ'TESTSERVERs administrator u 51 False TESTSERVERS 00:09:20 L] @
1-50f Sitems 10/page v

FIFF AR R I M

February 20,2024

FTFF AR R G XX

AILUB R SER R XA M ESTREIRFIX . EFMARBIGNEERE L, SMREIXERNENESNERELEE
—MEBIR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 152



Session Recording fz$3

e

fEMECE T GPU Bt B ARG B iF BIREIA T,

BEEBIEH. ERERERNE. AFEFEFIRER.

FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Host name:

Client name:

Sort by All Categories v

00:00:59 App Start:5692:
powershell: 8352: "C:\Win...

. Please wait for the Citrix Profile
" “Management

00:01:00 App Start:8416:

conhost: 5692: \72\C:\Win..

00:01:36 Session Pauseisik;;

00:02:27 Session Resumeil;;

00:03:02 Session Pause:/help;;

» @ 00:00:04/00:07:32 E) Comments (7 Share Current Playback X1 FULL SCREEN 00:03:19 Session Resume:hj;:

o BERESTEHERE A LIRERFISIERILE XS B BRI E,
o WFNEHRE, £ EANERENTTM.

BResEr

BXBMB AR, B2 TR

BREsE
B B
BT /AUHR SR

HEFR

REIXHERVHFIUE

E

g

H=

40

ETAIHER

WA

REHOEERIRFI Mo
REERBHAB RS BIRE M.
AT e #E . BBIREFREINZIERN

TR IR E R

BTG XERRO S BN S RIS, BEg
XA HH:MM:SS,

AV EREHE TAEXETRREOIREXFRITIE,

AWFEUR R AZ R R A HZREI M.
ETHEE5RFNIERXNVEELBIEN,
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eSSt

feEaitHER

FRIURE

S

“Exit full screen” GRH&eR) &

WA

FRESIESES M,

ETREARERRE, REEMAIEERE X0.5. X1, X2 #
X4 B9k (B,
2RETRER.

£ Web TEAEREK.

ERRENAENERD, RHEGTICTIEE. REBFEUAR—ERHHIE:

=  CilrX | DaaSPremium

Overview Manage v  Monitor

Oms.
0Kbps
0Kbps
0%

s | Entire data

0/0 MB (0%)

tal is checked in the Policy Console.

> 00:00:00/00:03:04 & Commen ts

v
ceip

Downloads

JUN 13,2022
19:06:05-00:03:04 - 18 Events

00:02:12 File Delete:11424;
C:\Users\administ

N istrator.
X1 Hide stats 5 FULL SCREEN @

o BEREBITEN LREAMEE, FRGIH, 251% JUN 13,2022 71 19:11:02,

o BRAREIXAFBIRSERETE, ELREIF, 7 00:03:04,

o REIXHPNEFHE, FIRGIR, F 18 1MEMH
o REEZTENAFBZT.

« HERHNRIEN VDA IENR.

¢ BITRIENEFIRRENET.

o ATFWEREFRATHFIED. EF28. SHITRLOHERERH#THR.

o EfFEIESS. AILUERZ MTIRSEIERYFIREI A PHEN.

BREGRIRAEHNETRR. fl0:

00:01:00 App Start:8416:
conhost: 5692:\?NC:A\Win...

->

00:01:00 App Start:8416:

conhost: 5692:177
\CAWindows\system32\conhost.ex
elxd
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o EHTIR. BEVIRPIENSEHFRIRFXAPREHNMUE,
o RERRIE. BREFREBLRES BT HRES S FIREIEFRNERFTIR.

ENEIR L Z REIX M

February 20,2024

BhR

AL RBIXAHEARRMAZREIERMBRERE, EttAP T UERXEERERNRHZNREING, X
HREFEFSIEIXAPETER IRFARRERAZEIRFIXN, WREEEREEMNRNAR 7 8EER
ZIERERRRIX M. MRFAFZREIERZZREIXMG, &89 AD SR ERARALUERZERERIZRS
Xfto

WNFAZREOREXHHE, EEATLL:

o BETERFZRFIFIRFIXFEEZNEEERER G ALEBFHEEN. BXERER, BSEH,
o WEMFENEFETNF EEESARRFINRFIXELZAEXNES

AT ETEERZIREIMGERE, Session Recording ARSS R IFE:

o A MEHERER .

o (FIfE) FEAERGEREMANIER.

o RETBMERFI XA EFNFRRE N EHEHRSE,
o BERERFIXAOFIERZ RGO,

o THRMPLER AR T AR IREIBIHERE

o BUHFERIHARA ZIRE B,

« BIRECHIERBRT A EE,

ELEETAHAZREIXGHEBERZIREINGEE, BHIUHEX Session Recording BRSHIFEL AR, XEbk
&z Citrix Cloud BER, WO T U TEENR:

o TR
« Cloud Administrator, All &
+ Session Recording-FullAdmin, All &&

=

AR

o EERFAZRENEESEREIXMG, BRYIEAER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 155


https://docs.citrix.com/zh-cn/session-recording/service/configure/playback-permissions#playback-permissions-for-session-recording-read-only-administrators
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Session Recording fz$3

FRNZIREEHEHZRBIXMHF

BEFNZRERHLZEREIXMG, BERAUTSE:

1. EREBRETR, THHBRERZHREIM;.

2. ERFIXAOBBOIE LREHE, AR HIAE SRR,

Generate recording link

General access

3. MEME T RPEFEZR,
4. BEHEEHIHEE,
BEEREER, BERUTEHEE, D3RR ERIITKN:
o HERHEIHH URL BEHIZIEIMER
o HERHM URL XK
5. SELRERBIRHN AR HXZEMEY URL %,

B RIZ PRI Rt A= T, SR LABKE RIS H R B,

ERARZIRBIBEHEHL ZRHIX M

EFNTZRANEHERZRFIXM, BRBEUA TSR
1. AT, TAHBRERAZHREIXG.

2. ERFIXAOBHOIE LREHE, AR HIAE MR HEEIEE,
3. NEHIAR FRFIRFERE RS,
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Generate recording link

4. (%) MAHZEREIXAE9ERH,
5. NEENNERRER N,
6. BEERIHE,
BEEHEHER, BETUTETHER, 23T RIERIIESEK:
o HEREIHH URL BEEFIFIEIMER
o HEFRHIH URL KK
7. 51889 AD R EMARZERB URL 5z,
IRz ANE ) it A= AT DABKE ZIE Hi% URL sEEpiE.

= .
AR

EFEAFRRAINEREERFIM, ARGIMNER,

EMAZIRG B EHEAR M FIC R E R EHET+ Lo

NFARRERBIXEHRE, ERILISEEENFZREIBIREI G RN E T RS EW S A KE
BFEMEER. BXFMER, BB,

EEAZIREIBIHERE

BEEMLERF XA EFNFZRE N EHELE

BEAKTHEMERFIXAGEFAFZRENEERE, BEERME R NE LR, MRRE TR, B8E
ERTHY, RREFER,
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Start Time User Hoest Client Events Events Only Recording Server Duration Action
April 6, 2023 10.38AM 0 False 00:00:27 )
April 6, 2023 10:28AM ] False 00:09:41 \.”
April 6, 2023 10:17AM 0 False 00:11:45 \’.
March 15,2023 431PM 0 False 00:0213 O
March 15, 2023 407PM 0 False 00:03:28 »)
February 28, 2023 4:47PM 8 False 00:02:01 q P_'
February 28, 2023 9:59AM 0 False 00:04:50 >
February 28, 2023 9:32AM 0 False 00:02:33 >
February 28, 2023 9:31AM 0 False 00:00:53 P:
February 28, 2023 9:19AM 0 False 00:40:20 L >
February 28, 2023 6:33AM 0 False 02:46:00 (»
February 13, 2023 2:22PM 0 False 00:04:26 >
February 13, 2023 2.11PM ] True 00:10:52 q ’/

BREREIXANNAEERERG, BETEXNERREIXEERNAZ R BOERZIIFAES, Fl:

Downloads
Manage unrestricted links X
View and manage unrestricted links generated for this recording. Expand each row to view details.
¥ Refresh T Clearinvalid links
Generated at (UTC+08:00) Generated by Justification Status

Jan 24,2024 5:39:31 PM @citrix.com test Expired

Jan 25,2024 2:45:45PM L - @citrix.com a Revoked

Jan 24,2024 5:30:54 PM ‘@citrix.com Expired
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EEMERRERH XA Z RFIF5ERR

1. FTAEEARRRGIF R TUE,

7% L EFEREIGTIE L, BERERSIXEZNHEERTFEIEEELT.

April 6.2023 10:38AM inlin_s_MacBook_Pro 0
April 6.2023 1017 AM intin_s_MacBook_Pro [
February 28,2023 9:32AM QHPLAY 0
November 30, 2022 3:01PM APACPMD2221 1
September 21, 2022 11:37 AM NKGWYUCHUNJO1 0

Start Time User Host Client Events.

Recording Server

00:00:27

00:11:45

00:02:33

00:32:15

00:14:59

5% 2 FEERMREIHEEIHEED R 5 B,

Generate recording link

2. TEEARRFINEEIE L, BAS—TUEEEXNHERFIXHERNFZRFIFIERZIIFAEE.
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Manage unrestricted links

C> Refresh W Clearinvalid links
Generated at (UTG+08:00)
Apr 10,2023 4:18:42 PM
Apr 10,2023 4:10:22 PM

URL

Apri1l, 2023 3:30:45PM

Apr 10,2023 5:46:11 PM

Generated by

WASKL\Administrator

WASKL\Administrator

Viewed by Time
WA9KL\user® Apr 10, 2023 5:45:37 PM
WASKL\Administrator Apr 10, 2023 5:45:18 PM
WASKL\Administrator0 Apr 10, 2023 4:53:13 PM

WASKL\Administrator

WASKL\Administrator

View and manage unrestricted links generated for this recording. Expand each row to view details.

Justification

http://10.108 4 136/WebPlayer/#/player?key=al17c89a63c3f4976b12559e2bd884ee7

Status

Expired

Expired

Playback justification

userQ's view

administrator view

administrator0's view

Test

Expires in 3h37m

Revoked

3. (FIf) ERUEEHE, BEFizE, ARREHIREE.

Manage unrestricted links

Cv Refresh W Clearinvalid links @
Generated at (UTC+08:00)
Apr10.2023 4:18:42 PM
Apr10,2023 4:10:22 PM
Apr11,2023 3:30:45PM

URL

Apr10,2023 5:46:11PM

Revoke

Generated by

WA9KL\Administrator

WA9KL\Administrater

WASKL\Administrator

WA9KL\Administrater

View and manage unrestricted links generated for this recording. Expand each row to view details.

lustification

hitp//10.108.4.136/WebPlayer/#/player?key=438a6a5b4 28748b590chcc0ff8d8 2de (B

Test

Status

Expired

Expired

Expires in 3h37m

Revoked

BEHERE, RAASRTERIMNZIZF.
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A Revoke link

If you revoke this link, people can no longer access the recording with it.
This will not affect anyone who already had the page open.
Are you sure you want to continue?

.. J&=D

4. (k) EMRFEIHAEREREE, FREERTHRERE.

NuhRIEE RN EE

July 24,2023

7
W, EAILIEERIRRRES. SHERSERRERBRIEROIREI M. RRNERT, cinlRasSMAatEgazan
FiEFRTS

AR

LEINEE(UE AT Session Recording Server 2308 K&E S ks,

IsihiE s E4E Session Recording Player (Windows) #1 Session Recording Web #&7%33,

=

BISE TR T RRE SRR RERESE, B TSR
1. 7£ Session Recording BRSNS A= PR E > RSB/EE,

2. BEBRMRRIRE, KRERIERIZETIH.
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emium = g v

cein:

v Downloads

0server, 0 available

EUSERVER2
4 1server. Lavailable Settings

SERVER 2305
> 1server. 0 available Settings

SERVER 2305-2

> 1server. Davsilable Settings
SERVER-1

> 1server, 0 available Settings
SERVER-2212 st

0server, 0 available

SERVER-2305
> 1server, 0 available Settings

N SERVER-3 st

1server, 0 available
SERVER22-SIN

Set
> 1server, 1 available et rgs

SERVER2206A
> 1server, 1available Settings

SR2303
> 1server. Lavailable Settings

SR2305
> 1server. 0 available Settings

SR2308LB
2servers, 0 available

SRN1812
> 1 server, 0 available sam@

3. AMRIRENE L, EFERES, WERKETERSERENE. ANERT, XM MERERLFERRE.

= g v

con:

Settings

Downloads
Site settings x

Ganerst Player selection

Storage maintenance

o
Playback

(o) ®

4. REFBERED—NER, AERRENAER. FIa0, (OERAMERES:
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ceip:
Downloads
Site settings X

SERVER22-SIN

General Player selection

uhich player is available to play the recordings of this site.
Storage maintenance

The cloud player

Playback @ The on-premises players

Applychanges  JECECI)

) ®

MRBEHRBLTFREARSE RHugd) Eah

o MRZAT oIREMEE, TEBRENERBNREXMG, REZMROREXAEBIZERTIR, SERS

ERTERERT.

lemium

All time. v SERVER22-SIN v
(D Columns to display
Start Time Recording Site User Host

July 14,2023 11:24 AM SERVER22-SIN administrator WIN1OEN-4PVEICQ

July 14,2023 11:14 AM SERVER22-SIN administrator WIN1OEN-4PVEICQ

July 14,2023 11:00 AM SERVER22-SIN administrator WINLOEN-4PVEICQ

July 14,2023 11:03 AM SERVER22-SIN administrator WINLOEN-4PVEICQ

luly 14,2023 10:48 AM SERVER22-SIN administrator WINLOEN-4PVEICQ
luly 14,2023 10:40 AM SERVER22-SIN administrator WIN1OEN-4PVEICQ
luly 14,2023 10:30 AM SERVER22-SIN administrator WIN1OEN-4PVEICQ
July 14,2023 10:06 AM SERVER22-SIN administrator WIN1OEN-4PVEICQ
luly 14,2023 945 AM SERVER22-SIN administrator WIN1OEN-4PVEICQ
July 14,2023 922 AM SERVER22-SIN administrator AWTSVDA-0001

Client

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

NKGWYUCHUNJO1

Events

0

0

0

cein:

Downloads

[a | ®

0 selected
Duration Action

00:00:59
played from the cloud I3
00:04:45
00:00:41
00:01:04
00:02:20
00:05:44
00:23:54
00:11:08

00:16:28

[-100f58iems < [E§2 3 4 5 6 > [ 10/page v

®

o MRBAT AMIBHRR, TEBRENURBRFXGE, WEEERFZESNSRERE. RIEEETA
“Recording playback has been disabled for this server in the current player” (HaigkasHETiLL

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

163



Session Recording fz$3

RS BZARFIHIER) . TEEZH Session Recording Web B2 ivie Rl SRl

cilrix | Session Recording

[®] Recordings N
@ Recording playback has been disabled for this server in the current player.
All Recordings
Manage links
Restricted
Comments v Start Time User Host Client Events Events Only Audio Recording Recording Server Duration
Administrator Logging v 1ul10.202311:07:18 AM administrator SR2308VDA APACENGVSUIATHS 0 False Enabled NewTest 00:03:27
. Jul10.2023 10:47:11 AM administrator SR2308VDA APACENGVSUIATHS 0 False Enabled NewTest 00:03:23
Configuration v
Jul 10,2023 10:45:15 AM administrator SR2308VDA APACENGVSUIATHS 0 False Enabled NewTest 00:01:37
Jul10.2023 10:32:41 AM administrator SR2308VDA APACENGVSUIATHE 0 False Enabled NewTest 00:07:59
Jul 10,2023 10:23:15 AM administrator SR2308VDA APACENGVSUIATHS 0 False Enabled NewTest 00:01:18
Jul10.2023 10:13:52 AM administrator SR2308VDA APACENGVSUIATHS 0 False Enabled NewTest 00:02:59
1ul7,2023 6:31:45PM administrator SR2308VDA APACENGVSUIATHE 0 False Disabled NewTest 00:09:27
Jul7.2023 6:17:55PM administrator SR2308VDA APACENGVSUIATHS 0 False Disabled NewTest 00:09:38
Jul7.2023 4:26:46 PM administrator SR2308VDA APACENGVSUIATHS 0 True Disabled NewTest 00:02:10
Jul7.2023 4:01:46 PM administrator SR2308VDA APACENGVSUIATHS 0 True Disabled NewTest 00:03:10
Jul 6.2023 8:14:34 PM administrator SR2308VDA APACENGVSUIATHE 0 True Disabled NewTest 00:04:00
Jul 6.2023 8:12:04PM administrator SR2308VDA APACENGVSUIATHE 8 True Disabled NeTest 00:01:54
Jul 6.2023 80900 PM administrator AP, JIATHE 31 True Disabled MNewTest 0002:32

EEY, MRZAKFIERERAREIAENEERSE, WEREETFREHELORRRE 4, SHIERR

AAHEE.

R R T [E

July 6,2022

Session Recording A UTEEMEE F REI =N B4 HRE B RT NI

ERAEXTENEHINAE, EE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)
SessionEvents BT EMRIA,

AR

DisableldleEvent

IdleEventThrottle

NN

30 *Il\

BiEA

BREATNEMHIRE, BRZERE
A1, ERATHNEHIRE, B
EIZERN 0,

INRGHE BT ARG BRI 5]
EMNRFED (BIEEREcNE

B/BAFAN), WEREIZREMF,
7£ Session Recording Web &1k
28 LIEMRENRIEN, =R

) —
REETo
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M RIN ZNE 588
IdleEventActiveThrottle 2% EIEENERA, REEEHEN

ER B A e MNP A #AIA
BRT, 2RARELE=THIEEH
LA F &S]
IdleEventActivePktNumThrottle 3 M%iE&E EIEENNERA, IBEEHEN
ER B A e MNP ES. #IA
BRT, 2BREDE=THIEER

LUER R F &R,
IdleEventActivePktSizeThrottle 300 =% INFEAMRIENERHIEEIERZ

B, MERFFLRATEIAL = o

EREFMNMC

July 6,2022
EERRENANERS, BHEMTGSERTR. TUEAEAITIORENEE Web EREBHIERHRE,

=  CilrX | DaasPremium = cci. v

Overview  Manage “~ Monitor Downloads

oms.

0 Kbps
oKt JUN 13, 2022

0% 19:06:05 - 00:03:04 - 18 Events
0/0 MB (0%)

data

ed in the Policy Console.

Q Au v

€11
c nistrator
» 00:00:00/00:03:04 & Commen ts X1 Hide stats 52 FULLSCREEN @

e REIH

BHRFEFINSIEN, TTUET Comments (3Fi8) BRBEGUETEICHEBETICTEM, ™EME1E Normal
(—f%). Medium ($%) # Severe (™=), “™&E” M “d” WiLHF BRI BMNEBECRSIET. ESIEEKEAE, 7]
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UEBEAXFREIGNMEITE. ERMEETHITE, BRI Web i@, BFITE, ARRERR.

CifTIX | DaaS Premium - ccip: v

Overview Manage v~ Monitor Downloads
€ Player
> JUN 13,2022
19:15:32-00:03:04 - 18 Events

R User name: administratol
@ Host name
2 Host name

2 Client name

w: All

00:02:12 Top-most

window:notepad, New Text v

Documen

00:02:13 File Create:11424:
" CaUsers\administrator.

00:02:15 Top-most o

* window:WfShell, ICA
Seamless Hos.

00:02:15 Top-most
window:explorer, , 11424

o 00:02:21 Top-most
® i Shell, ICA

| 3 00:00:00/00:03:04 = Comments X1 &) Show stats 5 FULL SCREEN Ses Hos. @

BETCAIUBEZIE FITeHUE, FUERITe A EEEENAEITE,

CilrIX | Session Recording Q

Recordings

Comments (a

| ) commens .

My Comments
p— Q Q Q

Configuration v

Please take alook shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete
*k -=r
AR

BEIICINAEIRTREAIRTT, 1E7ER Session Recording Server ERRE B EERBMNARMNACNINGERSHH
WebDAV % #5 5 3%HE,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

BEERTEEGHRITER

November 14, 2022
EMBIEEMCERTEIREIX M. ERHEFANSZHITES, UESREERRHGPBNNE.
ETFRLEMHAIER, BRRUTSR:

1. FTFFMERREI,

2. EREBOIENE LS, RESIHERER.
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Session Recording

Your activity with the desktop or programis) you recently started is being recorded. If
you object to this condition, close the desktop or program(s).

C=T]

< Hor

AUG 20, 2021

3. IREHE. XMHER. SLHEFERRZETRUMATRNAEEESRITER.

o FEAE

RENEENRAFETHRYAEFEALTERFR (EENQ) HRRE,

€ Player
D Screen time File transfers Commands Events
XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSIss 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mmc 00:00:35
iexplore 00:00:35
Taskmgr 00:00:16
JonasAgentSystray 00:00:15
sessionmsg 00:00:14
setup_wm 00:00:12
WiShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

MUARFZHBE—NKENEF, REZETUSFEESRAUAREFRAERMNLFERREH

(=3
BEIEY AN ALRTIEl, AT LUBIE HE RE FRERIAR 2 ERE T MO FF AT ESE B SR 4a/ MEZER, 519!
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€ Player

Screen time

powershell

File transters

XenDesktopVdaSetup
explorer

chrome

firefox

c5rss

ConfigurationWizard

cmd

mme
iexplore
Taskmgr
JonasAgentSystray
SESSIONMSE
setup_wm
WiShell
wmplayer
CitrixFiles
OpenWith
mspaint

msedgewebview?2

Commands Events

00:20:52
00:19:14
00:16:52
00:11:55
00:10:30
00:07:46
00:03:00
00:02:58
00:00:35
00:00:35
00:00:16
00:00:15
00:00:14
00:00:12
00:00:11
00:00:10
00:00:07
00:00:06
00:00:05
00:00:05

powershell

as the top-most window

e S 7
() (= 20 minutes

) utes ) ((5-2 nutes

Start time Duration

00:20:50  00:00:04
002825 00:00:04
00:26:02 000015
00:30:04  00:00:03
00:30:20 00:00:02
00:30:38  00:00:01
003041 000002
00:30:43  0000:07
00:31:05 00:00-04
00:31:49 000001
00:3338 000008
00:33:53 00:00:00
00:36:38  00:00.08
00:37:07 000003
00:37:20 000011
003742 0000:02
004238 00:00:21
011331 000117

o XFHRH

XA EEET R RESEERFNSIEN VDA 5iT21ENEF
SFHER. AUERUTIREBEXEMEHR:

- HEKE: 815 810 2%, S/
- XHEREMRUE: FEER. MENEIZFFHOEE. NEFIREENEE
- RENXENSREI A/ (FHE MB)

X R 24 /B H R G RRI LR BY 8

ESITRY, %

Uifn 12

BZ BN EX HEaE XHER
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“—
>

Player

Screen time

Per 1 minute

File transfers Commands Events

v

File size (Bytes)

File size (MB)

All transfers A

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30

OHHEFNRWWREREONODD NN

TR T T N T T T T T S SO SO N |

. Transfer from host to client . Transfer from client to host

WL £ B RERHINRIEHAEIZITH CMD 1 PowerShell <, TIUBEEBEXERTRANEE
MR, HEMNFENERTERREFNER, REEXHEET. OR ZEZETATIHERLRF.

“
>

Player
Screen time File transfers Commands Events
Custom search
Saved search [ I
VR
15/15 Commands IPv4 Address
el E-mail Address
i powershell: power
00:01:14 cmd CDFTraceTask.ps: compmemt
. taskmgr
00:01:23 powershell logman: "C:\Windc
mme
00:28:16 cmd mspaint: mspaint  yyimver
) control
00:28:38 cmd control: "C:\Winda
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System3 2\control.exe""C:\Windows\system3 2\sysdm.cpl”,
00:30:37 cmd mme: "C\Windows\system32\mmc.exe” "C\Windows\system32\lusrmgr.msc”

. EBff

EMETFETRRENEFHIFRE S RENHTNEE,
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€ Player

Screen time File transfers Commands Events

End
25(7%)

App Start
25(7%)

Clipboard Operation |
36(10%)

Top-most window

— 203(57%)
Web brows
51(14%)

M Top-most window
M Web browsing
P Clipboard Operation
App Start
App End
File transfer

EEMEMER

May 22, 2024
RO, EEaMEE Show stats (2FR4IHER) BHESNELEESRENRIERXNLTIIES:
. fHREE

R (&%)
RO (3EUR)
CPU A%
. REERR
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=  CilrIX | DaasPremium - e v

Overview  Manage “~ Monitor Downloads

Round trip time Oms
Network (send) 0Kbps
Network (receive) 0Kbps JUN13, 2022
CPU usage 0% 19:06:05 - 00:03:04 - 18 Events

Memory usage 0/0 MB (0%)

2 User name: administrator
Lest30mins  Lest10mins  (ERGredatE o
5 Host name:
Nodata. Please make sure 'Log performance datal is checked in the Policy Console.
3 Client name
Q Au v

Events

Comments

" window:explorer, , 11424 e

00:02:05 File Create:11424
C:\Users\administrator h

00:02:06 Top-most
window:WfShell, ICA
Seamless Hos.

00:02:07 Top-most

® window:explorer, , 11424 e

00:02:12 File Delete:11424:
C:\Users\administrator

> 00:00:00/00:03:04 & Comments X1 Hide stats 52 FULL SCREEN @

« Session Recording & 15 #UE—RFiRESE, SFIKE—RERKIES.
« Bt ks, Session Recording &R #RIFI— R EIRIYEEIE. B2, BTWEARNERR, EiRE
EERIESRPR £ 15 FRIF—R,
« Session Recording & 5 ##RIF—AERIIER, HESMELERETYE.
EMERHEA, G EHITERE MR,

« EEMEMENER, BREGEFEE/\TRLE, ARHITHER.
 ERBENE, BEEREBSITES.

AT AR BB 10N S5 AED 15 3% Log performance data (iZRMAESKIE) REBEMN. BXEAEE, BS
R B E AT SRS,

EERHIXM

November 25, 2022
FESARREEXRUTRERIHEA:
o BIERETHIREIX MG

- FRFEREIG
- FaFRRFISG

o RITRIBERFIH
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https://docs.citrix.com/zh-cn/session-recording/service/manage-recordings/manage-selected-recordings.html
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Session Recording fz$3

- BT EEABIBR RIS

B ERIREI XM

November 23, 2022

AT LOER R F A RIERE BARREI Mo

FEITFERBIAF

EFNFHEREIXYE, BRITUTERE:
1. £ Session Recording BREHIAMIS A= FIEFER G4 > Fi Rl
2. EFE—NHEDBERREIM,
3. BEFH.

. ]
bmium gl o v
Downloads
Alltime SERVER-3 v ‘ ‘ Q ®
(@ Columns to display @ Place access restrictions & Archive i Delete 2 selected
Start Time Recording Site User Hos Client Events Events Only Recording server Duration Action
September 7. 2022 n )
o SERVER-3 administrator 10 False Server-3 00:03:08 )
SIDLSGEEE  grovng administrator ) False Server-3 00:00:32 )
9:25 AM (Y
gez";e:'h;’e’ 6.2022 SERVER-3 administrator mm m 0 False Server-3 00:01:41 )
g:"f:‘h;’e’ 6.2022 SERVER-3 administrator 0 False Server-3 00:02:06 )
September 5, 2022 SERVER-3 administrator n 0 False Server-3 00:02:16 )
3:40PM N
September 5. 2022 SERVER-3 administrator am ® o False Server-3 00:02:02 )
3:38PM =/
September 5, 2022 )
Py SERVER-3 administrator 10 False Server-3 1.00:42:44 )
September 5, 2022 (»)
iy SERVER-3 administrator 0 False Server-3 00:02:17 )
September 5, 2022 )
Py SERVER-3 administrator 10 False Server-3 00:02:19 )
September 5, 2022 )
Py SERVER-3 administrator 0 False Server-3 00:02:19 )

1100t 26items < [ 2 3 > 10/page v

F*'+'
ot

DEAEFUTAEH Citrix Cloud BIRRA AR REISCH:

o TR

+ Cloud Administrator, All &

+ Session Recording-FullAdmin, All &&

+ Session Recording-PrivilegedPlayerAdmin, All A&

REFERFIMRAINTT, NWERITERREENE— 24 NSRTEBBEMIPRR B o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 173


https://docs.citrix.com/zh-cn/session-recording/service/manage-recordings/manage-recordings-on-schedule.html#archive-and-delete-recordings-on-schedule

Session Recording fz$3

— M RIEAIUFES I REIXM. REFETERFINZIERIREIM.
MREEF T RN IENERRFIXG, FA—EHFEEMREIS A BERE”.

—RAILUAFE— RSP BEFHOREI M, FREREIXEN, ATLOEERERE RGBS ST EXLEXERER
&,

o MRFREIH#ZNEIFE— Session Recording Server EHEMAIE, EHRTF R4 M “MERS"
BREM S N TFEBIRFI S BINR,
o MRBRHIXAHHE UNC B, ERF IR PRFTE T ENKF RS NFRERI RIS AR,

FrpMIFRRHIS

EFoIMIFRRFIX M, BHRITAUTHRE:

1. £ Session Recording RS B9 MIS A= ikE R &4
2. EFBERGIM. EFEIERIEFRER IS PERREIX M.
3. gEMER.

© rec —_—
Alltime SERVER-3 v\ Q \ ®
All Recordings
o % Re  Delete
"""""" s Recording Site u b Client Events Events On Recording ser
Restricted | e 0o24s0PM| SERVERS smierer oo EmmmE o o e
& comments >
September 6,2022 340PM  SERVER-3 0 Server-3
P policies
; Setenbers 2022 1044 M SERVER'3 o Soners
fg A se
@ o
September1,2022327PM  SERVER3  administrator 4 False Server-3
1] 0/pag )

IFAEFUTAEH Citrix Cloud BER A BMIBRREHISCH:

o TR

« Cloud Administrator, All &&

+ Session Recording-FullAdmin, All &

+ Session Recording-PrivilegedPlayerAdmin, All & &

—MREAUFES IR RERFRTEBRBIBNZIERIRBI M.
MREER T ENENEEREINMG, B—IERFE MR EIS ISR MRER.
—RALUERE—NHZ N EMPREIREIS M. BFRREISHES, ATLOGEERRBIFRR SIS HSIEREIZR.
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IR EE R M4

May 9, 2023
A ARHEE R R ESS, LUEE B shFEFIMIBRREIX Mo
AR
RBEUTAEH Citrix Cloud BEBRAF ELRHHES:

o TR
« Cloud Administrator, All &&
+ Session Recording-FullAdmin, All &&

it XA RERR HI X 4+

1. £ Session Recording fRZHIAMIS iz iR E > RS REE,

2. BPEHBERERENNEIES ()

Server Management

Manage your Session Recording servers by load-balancing sites and configuring server settings.

To add Session Recording servers, follow the Server connection guide

+ Createsite (¥ Refresh

> 1912(EUSERVER1 TESTSERVER1)

> 2209(EUSERVER?2 TESTSERVER4 CloudDB)
> 2209(TESTSERVERS)

> AutomateTestSiteEdit (Empty)

AutomateTestSiteDescriptionEdit

> SERVER-1

> SERVER-2

> SERVER-3

> SERVER-C1
dfsdfsadfhythtyhthytry

> SERVER-C2

2 servers. 2 available

2 servers. 2 available

1 server. 1 available

0 server. 0 available

1 server, 1 available

1 server, 1 available

1 server, 1 available

1 server, 1 available

1 server, 1 available

L

Downloads

®

Site settings

3. FMRIRENE L, EREFELER,
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- v

Downloads

Site settings X
SERVER22-SIN

nnnnnnnn

p— @
(Comen)

4. RIBRELHES, ARRENAEN.

AR

TrhEDEFENRREENN RN FASEFHERARISENNE, TN, BFEEMIRNRTES
ESE

Ig
HH
A0
mM
ch
&
X

May 9, 2023
&/ Session Recording Server 2204 S{EShkas, EAILIEE Session Recording lREEWEE R AETIDRE
1o

EI=

MR SQL Server 5 Session Recording Server RE#ER—&ItEN L, EERBATICREIBALERT

B, #AESBREoRAEES, MHRETUEEEERATIEFIE, 1515 NT AUTHORITY\SYSTEM B
FEIEIER Session Recording #iEEH, HAESE db_owner 16R,
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Session Recording fz$3

mium + 0 cco ke
Downloads
Configuration Logging | scrverazos - ®
Log of admi tivit
All time ~  Category « Action « Action takenby s
© Name Logging time Category Action Action taken by Authorized
109 SERVER2209 12612022 229:00 PM Policy change Ssve poliy document SRCloudUser/curry bigcitrx.com Teue
408 SERVER2209 12/6/2022 2:29:00 PM Trw
407 SERVER2209 1267202222800 PM Tou
406 SERVER2209 12612022 227:00 PM Tow
05 SERVER2209 121672022 227:00 PM i
408 SERVER2209 121672022 226:00 PM Tou
408 SERVER2209 120672022 o Tow
02 SERVER2209 121612022 226:00 P v
401 SeRvER2209 12672022 226:00 PM Tou
400 SERVER2209 12/2/20225:41:00 PM Trve
1200180 n 2 =1« 1[s1el[7][e]]>
®

BERLHNRNEERATUEEEERATICR. ERTRLIHANE, 52 Citrix Cloud ##) Identity and
Access Management (Z3iR5F15RIEIE),

MBEERNIE R B EARA 2204 2 #if9 Session Recording Server, NsERUTH#IE, HESEHNEEE

femium e (-] v

= CCID:
~  Monitor Downloads
Configuration Logsing ®
Log of administrator activities.

6 To use the administrator logging feature through the Session Recording service, upgrade the selected Session Recording servers to version 2204 or later.

\?/

- -

% No data available.

AEIEREIERR

EERATICRYEEE:

« EERASIER
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« XHREBTIER
« BMBASIER

AILUEEZ A Session Recording Server i mUEE RS,

CilrIX | DaaS Premium

Manage ~ Monitor Downloads
B oashboa . . .
= Configuration Logzing ®
® recons: > Logof administrator activities UPDATEL
a Commes & SERVER2209

- Alltime | Gategory v Acth

8 test LU o REMERTS

8 AUTONSTALLZ

P e
S amintossing
d Re Logging JPDATEZ
406 SERVER2209 12/6/2022 2:27:00 PM SRCloudUser Truve
& o
403 SERVER2209 12/6/2022 2:26:00 PM Trve

1200180 n(;.:qT,,>

« %

BE=I R (HBS) UEESITATNEAEER.

EEEHTIER

KEDABICR T ERRER:
+ HBEERX - F Session Recording HEgiEHIA Dk Citrix Director LAYSEERFRMAISELL
+ IREBECE T - Session Recording Server BHEHRIEH
o BEEE - REENEHXIHREER BTICRIE

AL BEICRATEL K3, BRFERERITEDRSERE MEFER, MO IiESZEEA “AND” BEFRITE
BREF
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Configuration Logging

Alltime

o SERVER2209
5 SERVER2209

SERvER2209
o1 SERVER2209
%0 SERVER2209

SeRvER2209
2 SERVER2209

SERVER2209

UPDATE L SERV.

10/8/2022 2:41-00 PM

10/8/2022 2:41:00 PM

10/8/2022 2:41-00 PM

10/8/2022 2:41:00 PM

9/28/2022 3:27:00 PM

9/28/2022 2:41:00 PM

newso < 123 s+ s o 7 @

BILREEREL, BRMUTSBUE Session Recording Server FEAEBERBEIZR.
1. £ Session Recording RS HIAMIS Iz LR E > iRSEEE,
2. EHIER Session Recording Server,
3. BE5E4 Session Recording Server 3358955 BT,
4. ERSHIENE L, MENSMEPEEASIER, AEEEERAEEAAEER.

NREEFEAREIELE, NEBATIEREAMEPREEELEUTER. LSIERAEEEMS ID 6001 WRAEH:

+ 1£ Session Recording szl &k Citrix Director #rst R SRBEFR KA B L
+ Session Recording Server BMHHETE
SEHIFE IR B R IMEIENIRE,
R

&7 LUEE Session Recording BRS3#0 Session Recording Server B ERAEERABEIER. BX8
Session Recording Server B4 EABESHTICENER, BEAZANEHEERBAEER.

R LI EEE S B EIERRSIKF LIERZ 2,

REREBEIER

ERD ABICRIPLRBEAR L T R,
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Session Recording fz$3

CilrIX | Session Recording Q v hiAPRQah

Recordings v ® Logging Time Task Category Component Affected Task Details Task Excuted By Authorized

~ Applications = GDDC/Desktop #£Desktop.

Record Reason Logging

Configuration v

=GDDC

GDDC/Desktop/##£Desktop.

292021 121 AM Record Reasor Session Recording Agent ~ Applications = GDDC/Desktop/#£Desktop.

~ Applications = GDDC/Desktop #£Desktop.

EBEALLTHRE, IETE Session Recording Server LRINEABERAECRMNRERRAEER. NRKEERA
F:EEJ\E/LJ\]‘E%, m”Fﬁﬁi%‘Jr.Eu‘LEiZ{%EWD

ﬁ%?ﬁﬁ%ﬁﬁ“ﬁ.ﬁuﬂiﬂ'ﬂ%%, ﬂq_ZF')Eﬁi%J}_.E/ulaio

ERASIER

FHDIERERBAEXNERE. BE=1= (BKS) UEES M ESHIFAES.

CilTIX | Session Recording C i XF4BS\Administrator
Recordings v [} Logging Time File ID Action Action Excuted By Authorized Jetion
Comments v

256 1/4/2022 2:42PM 7ec9705b-2202-47e4-b8dc-ed4 3823506b0 Enter playback justification XF4B5/Administrator True
R AdminstrstorLogsing
255 11/4/2022 226 PM 4502244b-badc-417e- Enter playback justification XF4B5/Administrator True

Configuration Logging

11/4/2022 2:24 PM fication XF4BS5/A

Record Reason Logging

253 11/4/2022 2:23PM

Playback Logging

Configurstion . 252 1/4/2022 2:23PM 4502244b-badc- XF4BS/Administra
261 11/4/2022 2:23 PM 4502244b-badc-417e-9a73-c920551621bb Session file download XF485/Administrato
11/412022 2:22 PM 8715bd68-1e78-4fed-89e6-1¢50b7d535c9 Enter playback justification

8715bd68-1e78-4fed-89¢6-1c Enter pl t '
248 11/4/2022 213 PM 8715bd68-1e78-4fed-89¢6-1c50b7 !
247 11/4/2022 2:13PM 8715bd68-1e78-4fed-89e s: file d 4 XF4B +

1100f183 2 3 4 s 19 >

EIRBRIEH, BEEH Session Recording Server LtRANEATEGASIEZNBRNEHRHBSICR. NRE
T'—E:EEJ\E/p\laiy FFE%EHEEE E/p\lailz:%ﬂi')&o

=,
AR

EIERBEERMUERT Session Recording Server 2212 REE A, MREEENEAEEET 2212
hrz<f9 Session Recording Server, Ziks B ERRS SSETAERBHIER B EIERBBER.
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BIREHIR

May 27,2024

pu

Session Recording BIEZHIRAIEBI RN T BEN RS, EOLILBSNASNS N AT, B1F:

o IRSBBBRS

o RHIBINER

o FEERE

s SERITER
 BFIRRERER

BXTAESR, EELUTRESEE:
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Downloads
DASHBOARD101202 -~ @
Servers O Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPU usage Memory usage Network (receive) Network (send) Number of live sessions
-
DASHBOARD191201 3% b ) 501 Kbps — 24Kbps 0
~
DASHBOARD191202 10% ) 48% 48 Kbps 25Kops 1
7-
Storage Oct 27-Nov 2, 2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 ce 12868% 107.33 e M2771% 15.33 @ 21.47
Total size of all recordings (GB: Al locations Size of generated recordings (GB)
150 48
100 32
50 16 I
o o | I I
Oct27  Oct28  Oct29  0ct30  Oct31  Novl Novz Oct27  Oct28  0ct29  0ct30  Oct31L  Novl  Nov
Fri Sat Sun on Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu
Storage locations Total size Storage locations 7-day avg. Weekday avg.
Socatoe LELrEy B \idashboard1912011191 Zsharedirecord... 11.2 GE 156GE
\\dashboard1912011191 2shared\recordingst 81.8GB B \dochboard 1912021191 2recordingssha. 4.2 GB ssen
\\dashboard19 12021191 2recordingssharedirecordings: 29.2GE
Sessions Oct 27-Nov 2, 2022
Total number of sessions Average session duration Longest session Average file size by session Largest file size by session
23 00:36:14 29:06:21 0.22487 s 32.69959 s
Number of Sessions Sortby: Duration Number of VDAS
30 30
20 20
10 10
o - | - o | | - - -
Oct27  Oct28  Oct29  0ct30  Oct3L  Nevl  HNow2 Oct27  Oct28  0ct29  0ct30  Oct3L  Novl  Nov2
Fri Sat n Man Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu
Duration Number of Sessions %
<ih 6 26%
B L4n 1 a5
8 csn 6 26%
8 -sh 10 43%
Clients Oct 27-Nov 2, 2022
Device Workspace app version
Sessions
[ e 3 86% B 2208 18 78%
L ” %
CNENG4UHLYUMWOD * e ® 220 3 Lo
B 2207 2 9%
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AR

MRBELUTFMG, REIMIhERNASHF U R RERSHFILIZA:

« BERANERE R ikhkA 7.42.15010.4 SiESARES,

. {ROI

AN

Daa$S Premium

—MAETARSSENER, HEEEERERNEFIRIRERE LT T8 X

Overview
Dashboard
® roconsves
= commens
£
Q
B
&

Manage

Policies

Activity Feed
Notifications

Admin Logging >

Configuration >

EREHIRAER

Monitor

Site 1 v

Servers

Server name CPU usage

O
J 56%

~ 20%

serverl

server3

serverd

server2 (Offling)

C Refresh
Memory usage | Network {send)
J 65% = 680kbps
N 26s — 321kbps
e = 825kbps

ast refreshed: Sep 8, 2023, 11:45:53 AM

Network... Number of liv...
= 980 kbps 1B
— 749 kbps 15
= 1142 kbps 10

Recording success rate
C Refresh

Latest: Sep 8, 2023, 4:00 PM

@ 100.00%

Sessions recorded: 5/5
Last 12 hours
. o .
* o
L)
10:00 AM

4:00 AM 4:00 PM

 ZHIRE Session Recording lREEHIGNF ETT, BNERTLE T U TE@ABERN Citrix Cloud BE&A:

- TR

- Cloud Administrator, All & &
- Session Recording-FullAdmin, All A&

o EHIRETSEME £ AR THISR R R ERAIE A8 XAV EIE.

DASHBOARD191202

Servers

Server name

DASHBOARD191201

DASHBOARD191202

Storage

Storage locations

2

Total size of all recordings

110.98 ez "2868%

Memory usage

) 40%
) 48%

7-day total

107.33 e 12771%

Network (receive)

o 501 KbDS

28 KbDS

7-day average

15.33 e

C Refresh  La
Network (send)

— 24 KbpS

- 25KbPS

Downloads

ENGe

1/4/2022, 2:52:31 PM

Number of live sessions

o

I

Oct 27-Nov 2, 2022

Weekday average

21.47 e

« BRS3BEHE 120 7 BRIRIFT—REE.

EREREER,

YETAENRIIE. SRR RE R B, SIERIHSE.
T—REIERFER E—RRBIFTTHRES TG, Eit, NREELIERIFTHER IR, WEHM— 1 EHEND,
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2 mium

DASHBOARD191202

Servers

Server name

DASHBOARD191201

DASHBOARD191202

Storage

Storage locations

2

CPU usage
39
~
10%

Total size of all recordings

110.98 as 12868%

Memory usage

) 40%
) 48%

7-day total

107.33 e 12771%

Network (receive)

501 Kbps

— 4BKEPS

7-day average

15.33 e

C* Refresh

Network (send)

a

° ceip. M

Downloads

ENG]

1/4/2022, 2:52:31 PM

Number of Live sessions.

o 24Kbps

25 Kbps,

Weekday average

21.47

0

Oct 27-Nov 2, 2022

o FE. ZENEFP WO ESROISER B B aIRIFTHE SRR AREEENRNE LR EREY, BUE

1L BIRIHT

o NTHIFIRFEZE—NER, AEEHEZENRUERHEERFIRIZE,

2mium

DASHBOARD191202

Servers

Server name

DASHBOARD191201

DASHBOARD191202

Storage

Storage locations

2

CPU usage
™
-~

10%

Total size of all recordings

110.98 e M2868%

Memory usage

) 40%
) 48%

7-day total

107.33 s 12771%

Network (receive)

501 Kbps

— 4B KBS

7-day average

15.33

Network (send)

24 Kbps

25 Kbps

P

¥ Refresh  La

Number of live sessions

Weekday average

21.47 e

° ceip. M

Downloads

L

1/4/2022, 2:52:31 PM

9

1

Oct 27-Nov 2, 2022
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Dashboard settings X
Servers
CPUusage Mamary usage
‘Warning threshold (%)  Critical threshold (%) ‘Warning threshold (%)  Critical threshold (%)
65 =~ 0 = 75 =~ 50 -
Network {send) Matwork (receive)
Warning threshold (kbpsl  Critical threshold (kbps) ‘Warning threshold (kbps]l  Critical threshold (kbps)
10000 = SO000 10000 sl 50000

o o e et

Recording success rale

Collect and show recording success rate

Storage

Storage location Wisrning threshold
Naervernameisharenameidireciony

Visarvernamaisharenamadirecioryl

Nsersarnameisharenameidireciony2 Mol f i

Visdrvainamaiaharenama dirsclorn3 Mot

B RS

Visarvernamssharonamatdirectonyd

] Enabie sterage consumption forecast

EHIRIRERIFE:

- BAUTHRIREESMNTEHE:

* CPU fE@Ex
* RNTEERAX
* LR (Ri%)
* LR (3UK)
- BAZMEEURENESRRHEIMIER,

- ERFIXAEENUENRETE, AATEERARKEEEHE, YXAESHTEHNEN, ZXEEE
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VA A AN ESE

Storage

Storage location Warning threshold

\\sacwpbwpvacsrO1\sessionrecordings\recordings\ ( 99 }7{% nf{ 13999 }%{GB v )(

(D Enable storage consumption forecast

- BREHEEETN. BIFEMEEFETUNIIE, SR UFUNERER B RHIRARITA . BR%INEE
&, FIURIERS—TANTEREEFEEIEERARR 7 REOFEEFETN. A LEFMESE D BIFE R
HFHEXRNEREEEFM.

RKREREFERETN, WAABRFIGNEXNERNETRIE 7 RESEFREFEE. F90:

Storage Jan17-23, 2024
Storage locations Total size of al recordings 7-day total 7-day average Weekday average
1 13970.77 e M1% 31395.81 s 121% 4485.12 e 4078.43 e
Total size of all 1 Size of generated recordings (GB)
14,200 5,544
14,050 3.696
13,900 1,848 I I
13750 o
Jan19 Jan 20 Jan 21 Jan 22 Jan 23 Jan17  Jan18  Jan19  Jan20  Jan2l  Jan22  Jan23
i Sat sun Mon Tue wed Thu Fii sat Sun Mon Tue
Storage locations Total size Storage locations 7-day avg. Weekday ave.
All locations 13970.8 GB B \\sacwpbwpvacsr01\sessionrecordingsirecor... 4485.1GB 4285.9 GB
A 1 13970.8 GB

BREMEEETNE, FIERFIGFNESRXNERFNETIE 7 ROKFFERESEE, TETRE 7 REEEM
me fgn:

Storage Jan 17-23,2024
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
1 13970.77 & 1% 31395.81 e M21% 4485.12 s 4078.43 s
Total size of all & 1 Size of generated recordings (GB)
14,200 5,544
14,050 3,696
13,900 1,848 I I
13,750 Jan17 " Jan18 Jan19  Jan20 Jan21 Jan23" Jan24" Jan25 Jan26  Jan27 Jan28  Jan29  Jan 30 °
Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan17 Jan18 Jan19 Jan 20 Jan21 Jan 22 Jan 23
R L T e e TR e me e e ]‘— b 01 ni 2 02 =2 n 2
Storage locations Total size Storage locations 7-day avg. Weekday avg.
Alllocations 13670.8G8 B \isacwpbwpvacsr01\sessionrecordings\recor... 4485.1GB 4285.968
A 1 13970.8 GB
=c.
==

HETINEEAN—MANTEREEE. fld, BFSEAU TR
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Storage Jan17-23,2024

Storage locations Total size of all recordings 7-day total 7-day average Weekday average

1 0.02 e 1100% 0 e 10% 0 0as

Total size of all recordings (GB): cAsessionrecordings\ Size of generated recordings (GB)
100 24
16
You do not have sufficient historical
50 data to generate a forecast.
8
° i Be10 Bn20 ke2i kn22 23 n2s  an25  hn2e kn27 ln2e Mn29 30 0
17 lni6 10 20 m21 he22 Ln23 kn2é 25 n26 27 n28 Ln20 lan Jan17  Jan18  Jan19  Jn20  Jan21  ln22 23
= i = S e A M e S S Wod T i S s S T
Storage locations Total size Storage locations 7-day ave. Weekday ave.
Alllocations 0068 B casessionrecordings\ 0.06G8 0068
cisessionrecordings\ 0,068

o ERRSSREOHR, ERILUEE BN IENRERITANBRER RIE, Fli0:

Downloads
DASHBOARD191202 ~ @ @
Servers C¥Refresh  Last refreshed: 11/4/2022, 2:52:31 PM
Server name CPUusage Memory usage Network (receive) Network (send) Number of live sessions
-
DASHBOARD191201 3% " 40% 501 Kbps o 24Kbps o
DASHBOARD191202 ® 10% ) 48% — 4B KbpS 25 KbpS .
Storage Oct27-Nov 2,2022
Storage locations Total size of all recordings 7-day total 7-day average Weekday average
2 110.98 s 2868% 107.33 6 12771% 15.33 21.47
i
e ccip. 4
Downloads
Live sessions X
DASHBOARD191201
Start Time User Host Client Events Events Only
November 4,2022 3:13PM administrator AGENTOL HTML-2672-7522 1 false P"

+ 7£ Recording success rate (RFEIMINE) HHH, EAIUEI—PERYFESIERIEN/ AR, F
FIRTHEAITE S EWNT .

FRHIRRINE = BT REINIE LR/ LA L AT ERh REIREEH RIE B
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=W

MRFBELUTFME, REIRIHERNAHR U R RERSSFEDZ10:

- BERANERE ik 7.42.15010.4 AERRES,
BRE-MAETARS S8R, HEEETZEREHRISE N E LFTH T IhEEF X

Cilrix | Dpaas Premium
Overview Manage Monitor
Dashboard
Site1 v
() Recordings
=] comments Servers
Policies Servername * | CPUusage Memory usage
- serverl o 80% ’ 65%
[ Activity Foed
serverd ) 56% N 26
[\ Notifications
serverd ™ 0% ™ s%
B2 Admin Logging >

serverz (Offline)

€33 Configuration >

s EFFEREIGNAKX)N (GB) HHH, EEIUEFMEAEZETHRUEERXEIE,

UEERE BHFIERFIFIEKR.

C* Refresh

Network (send)

= 680kbps

— 321kbps

= 825kbps

Total size of all recordings (GB): All locations

150
100
Oct 28,2022
50 "
Total size 81.819G8
0
Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 Nov 1 Nov 2
Fri Sat Sun Mon Tue Wed Thu

Storage locations Total size
All locations 111.0G8
\dashboard19120111912shared\recordings\ 518GE
\dashboard 1912021191 2recordingsshared\recordings 29.26GB

Last refreshed: Sep 8, 2023, 11:45:53 AM

Network... Number of liv...
= 980 kbps 13
o 749 kbps 15
= 1142 kbps 10

Recording success rate
C* Refresh

Latest: Sep 8, 2023, 4:00 PM

© 100.00%

Sessions recorded: 5/5

Last 12 hours

LIS . Y
o ®

.

10:00 AM

4:00 AM 4:00 PM

WA LG RAAEEERL

« 7£ Size of generated recordings (GB) ((ERMIREILERIA/ (GB)) o, AUBRIFREESER

NMHFFEE L, UEEYRMERIREIFBIRN.

Size of generated recordings (GB)

8
32
oct 28 2022
N 4663668
16 B \\dashboard1. ings| 46.63668
o |

Oct27  Oct28  Oct29  Oct30  Oct31l  Novl Nov 2
Fri Sat Sun Mon Tue Wed Thu
Storage locations 7-day ave. Weekday avg
B ‘\dashboard19120111912shared\record... 11.2 GB 156GE
B \\dashboard 1912021191 2recordingssha... 4.2 GB 5.8GE

o ERIEBHP, AT Longest session (REKHR1E) #1 Largest file size by session (Z=iE#75
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NERAXMHERN) UBBRIEFHAES.

Sessions Oct 27-Nov 2, 2022
23 00:36:14 29:06:21 0.22487 e 32.69959
Number of Sessions Sortby: Duration v Number of VDA
30 30
20 20
10 10
0 - = ol M =m m m
Oct27  Octz8  Oct29  0ct30  Oct3l  Nowl  Novz Oct27  Oct28  Oct29  Oct30  Oct31  Novl  Nev2
Fri Sat Sun Mon Tue Wed Thu Fri sat Sun Mon Tue Wed Thu
Duration Number of Sessions %
@ <in 3 26%
B 1-4h 1 4%
8 48h 6 26%
8 -an 10 43%

Downloads

Session details X
The session starts from Tue Nov 01 2022 10:41:55 GMT+0800 (China Standard Time) and includes 30 recordings
Session duration
29:06:26
File size
14.78606 GB
Recordings
Start Time User Client ©  Host Events - vente Duration

Only
Movember 1, 2022 1041 pq g N\administrator AGENTO1 CNENGAUH1YUMWOD 11 false 010007 @
MNovember 1. 20221142 po 36N administrator AGENTO1 CNENG4UHIYUMWOD O fale 01:00:00 @
November 1. 202212:42  po 56 Nadministrator AGENTO1 GNENG4UHIYUMWOD 0 false 01:00:01 @
Movember 1, 20221:42  poagN\administrator AGENTO1 CNENGAUHIYUMWOD 1 false 01:00:00 @
g&‘/emb"' 12022242 poggNiadministrator AGENTO1 CNENG4UHIYUMWOD O fale 01:00:00 @
November 1. 2022342 po 56 administrator AGENTO1 CNENG4UHIYUMWOD O false 01:00:04 @
Movember 1, 20224:42  po3gN\administrator AGENTO1 CNENG4UHIYUMWOD 0 false 01:00:20 @
g&‘/emw 12022542 poggNiadministrator AGENTO1 CNENG4UHIYUMWOD O fale 01:00:00 @
Movember 1, 2022642 po3gNiadministiator AGENTO1 CNENG4UHIYUMWOD O false 01:00:00 @

D BHOB

BFHE S 2 TEEAREITENEMAISRNE P HIEE 2 LU RER R AR Citrix Workspace [ZA#2
F LETHRIEN AR S,

Clients Oct 27-Nov 2,2022

Device Workspace app version

B HTML- 6 86% | 2208 18 78%
bt .
CNENG4UH1YUMWOD * L4% | 2210 3 13%

| 2207 z 9%
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ETIR

May 22, 2024

B

£} Session Recording BiE#=HIiRAY* 78, Session Recording BRESINT AR, UREHIET NEMEIER
Mo

ERAEREEXIERENEHNESHNES.

FEER AT AR RS

« CPU £RXBIEE

s REEREBTEE

« W% (k&) EREBIHEE
o W% (2% EREBIHE
o REIRHRER

- FiEfEREBIEHE

o REB[BRTEE

o FARRHBEREELE

AR

REIRIHEZIRMNFEMF X FIETD Session Recording BRIzHIiR#1TRE, EXFMER, BFSRAGERHE
HIIRBIFRIGER 3 P BYIEHIR I B o

TEEIRA AR REVESS

. BhiFty
o BB
o FEIEH
o Fopibr
s GHHER

AR
o FJLUEBREFohFEAMBRI BIRREIN . oIS RES, WEBMNEEMBGRIREXE. 8%

FAER, FEAEEEENREIARIT R EEREX .
s SIHHIERERARBMNARBEFEER. ENTPRIERENEEES. X=MLENBEERE
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Session Recording BIR#EHIRHIAERZ 53 Ho

BEHENR

1. &= Citrix Cloud.

2. EALAMSEED, EIFEHMRS > Daas,

3. E&Eh, % Session Recording,

4. 7£ Session Recording FRSMIEMSMAIZH, EFENR,

5. EEHNESAMFZETR, EEEXIERENZHNESHES.
ERDIR - BHETR

Downloads
Activity Feed Event Details X
Events  Tasks ey ® Dismise
Last7days v  Event v  Site v  Server v Severity v Time (UTC+08:00)
N January 30, 2024 6:33 PM
O Refresh (9 Export ~ ® Dismissaall
Event
Time (UTC+08:00) Event Site. Server Severity Server status change
January 30, 2024 6:33 PM Server status change @ info site
January 30, 2024 6:33 PM Server status change @ o SR2405
January 30,2024 6:33 PM Server status change @ nfo Server
January 30, 2024 6:33 PM Server status change @ Info SR2405
January 30, 2024 6:33 PM Server status change @ Info Severity
January 30, 2024 6:33 PM Server status change @ o O nfo
January 30, 2024 6:33 PM Server status change @ nfo
+ January 30, 2024 6:33 PM Server status change @ info 1
Server status
January 30,2024 6:33 PM Server status change @ nfo @ Available
January 30, 2024 6:33 PM Server status change @ nfo Version
January 30, 2024 6:24 PM Unrestricted playback link sharing @ info 7.42.14010.7
January 30, 2024 3:34 PM Memory usage exceeds threshold A Warning
January 30, 2024 3:33 PM Memory usage exceeds threshold A Warning
January 30, 2024 3:03 PM Memory usage exceeds threshold A Warning
January 30, 2024 3:03 PM Memory usage exceeds threshold A Warning
B:::5 55 > [ 15/page v |

JEENIR - (ES5ETR
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Events Tasks

Activity Feed

Last7days v Task v Initiatedby v Site v Server v Status v

O Refresh (3 Export @ Dismissall
Task Initiated by site
Manual archive Bcitrix.com
Manual archive scitrix.com
Statistics System

Statistics System

Statistics system

Statistics System

Manual delete @citrix.com
Manual delete i@citrix.com
Manual archive i@citrix.com
Manual delete i@citrix.com
Statistics System

Staistics system

Statistics System

Statistics System

Statistics system

Server

Start Time (UTC#+08:00) +
January 30,2024 2:11 PM

January 30, 2024 1:53 PM

January 30, 2024 12:10 PM
January 30,2024 12:10 PM
January 30, 2024 12:10 PM
January 30,2024 12:10 PM
January 30, 2024 10:30 AM
January 30,2024 10:22 AM
January 30,2024 10:16 AM
January 30, 2024 10:14 AM
January 29,2024 12:10 PM
January 29, 2024 12:10 PM
January 29,2024 12:10 PM
January 28, 2024 12:10 PM

January 28, 2024 12:10 PM

End time (UTC+08:00)
January 30, 2024 2:11 PM
January 30, 2024 1:53 PM
January 30, 2024 12:12 PM
January 30, 2024 12:12 PM
January 30, 2024 12:13 PM
January 30, 2024 12:13 PM
January 30, 2024 10:30 AM
January 30, 2024 10:22 AM
January 30, 2024 10:16 AM
January 30, 2024 10:15 AM
January 29, 2024 12:12 PM
January 29, 2024 12:12 PM
January 29, 2024 12:12 PM
January 28, 2024 12:12 PM

January 28, 2024 12:12 PM

status
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Completed
@ Failed

@ Completed
@ Completed
© Completed
@ Completed

@ Completed

B > 15/pese v

Task Details

(@Copy @ Dismiss
Task
Manual archive

Initiated by
@citrix.com

site
SERVER

Server
SERVER

Start Time (UTC+08:00)
January 30, 2024 2:11 PM

End time (UTC+08:00)
January 30, 2024 2:11 PM

Status
@ Completed

January 30, 2024 2:11 PM
Archiving 1 recordings (1.71 MB).

January 30, 2024 2:11 PM

Successfully archived 1 recordings (1.71 M8).

Downloads

X

®

BEEENRN, HEERUTRT:

£33

HEMEEREEHHES

VEVEHRESHESTIE
EREXBENEAGRESHEFAER
HRBANEHHES

EESIMEHHESHFRER

SRR EHHESHEARER
HERBENEHHES

May 22, 2024

121F

EEMRESET R LSBT

JiEas. BN,

a0l

E T RXEFHLUNERIE 7T RAKRENEHHES
BERHRESET R LBIRIH.

BERHRESETF LS H,
EEMRESERF LR ELEER. RELEER,
RERRTEWINZRE.

BERIIRPOEGTES. BREE. Ml RSHEM™

EMNEHESHA—FIER, EAUBRAURTHRESE M.
AEHFAGEERESHAERNE LR HEH,

AEHFAEENESFAERNH LR HXH. BEHE

BREY, RARRIETR

TMEHEITIIA
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FEF R AL

ER

ZEIEFHAREGEXNESHNESEN, BITREFEE.

ERILIT LIRS E XA T AA @A

o RREARER: BIRREARHNER

RIRERBERZRRE:

CPU fEAX
REERE
Mg (RiX) £RE
Mg (1ZIR) ERE
FEERE

REEAEHE @Y Session Recording BIREHIRETAEE. GXFHMES, BEBRAEREHIRIRITEH
DHREEIRIEE.

+ IREWIRETE: Session Recording Server BURAE & £ L WA

BRSSERHVRS A AE N

i

2RI

A

(=5l
BEEH

FHR
LREEENE
EERE

+ Recording success rate alerts (RHIRINFER): URFIMIHFMET 100% B, 7T HEETUUEIGX
REIRRINE R FHIER, BEENIERIESIRIEENE ERAIZYEE. BXEAEE, BSREEER.

o FEMHPER . FEMBRREIXENEMUESHNERRE

BXRRAEFEEIPESHER, BEREITIEERSS
o AERIREIPBREERR . HERZREIAEREEER

BEXEAER, BEAFNEELZREIX

1T 8 FHR AR AN

1. &%= Citrix Cloud,
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2. FELANEER, EEHIRS > Daas.

3. EE®EH, % Session Recording,

4. 7£ Session Recording lRSMAEMIS M=, EZi@EH,
R

Ay

Recording lRS&EIERIX B FHEHER, BEH—MBNE—X (UTC),

5. REFWLUNBERTREBFRE E5IB9RAM Ao

EENERAWEIRE Session Recording AR 500 e FHiF @M. SMANBHATRE, Session

Notifications

Email

Quota usage
You're entitled to 500 email notifications from the Session Recording service per month. View your email quota usage below.

Subscription
Send email notifications based on your subscriptions below.

Default recipients (0)

Subscribe to

(O Resource usage alerts

Send a notification when resource usage exceeds the threshold

O Server status chanses

Send anotification when the status of a server changes

(O Recording success rate alerts

Send a notification when recording success rate is below 100%

O storage maintenance results

Send a summary of the results of automated tasks for archiving and deleting recordings.

O Unrestricted playback link sharing

Send a notification when an unrestricted playback link is shared.

B Resource usage alerts
B Server status changes
B Storage maintenance results
B Recording success rate alerts

W Unrestricted playback link sharing

426/500

22
388
10
3

3
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Manage default recipients X
Emails are sent to the default recipients if no recipient is specified for a subscribed category.
Recipients (0)
+ Add

e |
Y

REEITRRIEERAA, W FEb R IXARIANBF Ao
EMTHBEIEERAA, BECHERERRAREASIEE, AREEEERE AR Ao

Manage default recipients X
Specify email recipients for recording success rate alerts.

Recipients (1)

jiajia.ai@citrix.com Vano)

+ Add

[~ J&=D ®

6. LU TEAERZ N EEAERD AT X L35 -

HREARER
RSHBNREEE
RHIRIDRER
TIPSR

T RIRFIAVBRHEEHE

B’

o HEERFARERRERN, BEEEREENTEL. ATRLENERERR, YEBIEHH 50%
&, REREFESRE, HFAK.
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Notifications

Quota usage March 2023

You're entitled to 500 emai notifications from the Session Recording service per monith. View your email quota usage below

338/s500

o
68% B Resourceusage srts 108
used W Serverstatus changes 136
W Storage maintenanca results 14

8 Resource usage alerts

Send a netification when resource usage exceads the threshold.

Alert type
All selected

: 8 CPUusage

[ O

| @ Notwork (send) usage

{8 Notwork (rocaive) usage ing alerts are withheld after you exceed 50% of your quota until the end of the month. X

| 8 Storage usage

@ Use defauitrecipients

8 Server status changes

Send a notification when the status of aserver changes.

Send email when a server's status changes to
All selected

Recipients

) Uso defauit recipionts
8 Storage maintenance results
Send a summary of the results of sutomsted tasks for archiving and deleting recordings.

Recipients

8 Use default recipients

Notifications

Email
Duuscipuun
‘Send email notifications based on your subscriptions below

[t rciients (7

Subscribe to
8 Resourceusage alerts
Sand a notification when resource usaga exceeds the threchold

Alerttype
[ Al selected

Severity
® Critical
8 waming

© Tooptimize your quota usage. v t arewithheld after you excesd 50% of your quota uniilthe end of the month.

Use default recipients
Manage recipients (1)

8 Server status changes

Send a notification when the status of a server changes

©

« BEXTANRSHRS, BEAUTREE
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Notifications @

Email

Quota usage March 2023

Youlre entitled to 50D email notifications from the Session Recording senvice per month. View your email quots usage below

338/s500

W Resource usage alerts 188
B Server status changes 136

W Storagemaintenance results 14

Subscription
Send email notifications based on your subscriptions below.

Default recipients (6)
Subscribe to
8 Resource usage alerts
‘Send a notification when resource usage exceeds the threshold.
Alert type
All selected ~
Severity
| @ offline
| @ Discoversd
@ Avilable ring alerts are withheld after you exceed 50% of your quota until the end of the month.
| © Delsted
| @ Uninstalled
8 Upgrading
& Ready toinstall

server changes

Installation in progress
.8 i 1anges to

Allselected ~

Recipients

8 Usedetaui recipients

8 storage maintenance results

‘Send a summary of the results of automated tasks for archiving and deleting recordings.

Recipients

8 Usedefault recipients

o SIHTHENS N EFID L XBFEG. FlMN, BEXRREAENEFEHEERNS U TRABEM:

Session Recording resource usage alert (& D inbox o= I ]
loud.com s00AM (howrsage)  fr €

cifrix.
Session Recording - Memory usage alert (Critical)

Customer name
Crganization 1D |

Memory usage has exceeded Critical threshold,
Site:
Critical threshold: 75%

Time (UTC-05:00): 2023-03-28T19:41:61.514996.

Server
IMemory usage: 76%

To change your email notification settings, go to Configuration > Notification Settings in the Session

Recording service.

This is an automated email from

on Recording service. Do not reply

EPIEERE

April 24,2022
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RS

Session Recording AR =R ME P #iE k&S Citrix Cloud:

+ M Session Recording RS #5516 Session Recording Erti#E MRS WER B E
« BEEREXH Session Recording IRSEECEM L
+ 5 Session Recording Server XBEHZIHER

BIEE SR

BEXH. FiEEEXHEHLET Splunk,

Session Recording fRSER B KRS, TERBMNFIERENRBEGREHEFHEERMIEN SQL Server $iRE

#,

5 Session Recording Server xBxf4iitHE 8. 5 Session Recording Server XEtRIFFEHiHE BEMREHE

fETEfSs Azure BiEEF, BFRTEABRIXLEER,

HIERE

5 Session Recording FRSXBHIZF P #IER Citrix f8, TRAXEMNBIBNRBZARS TER:

o BIAMBERT, BEXHERE 90X, AR, FZHEIBEXRERAFREXLEREX .
« BAMERT, 5 Session Recording Server XBAMZIHEERFE 90 X, AGHIR.

R HRR

April 3,2024
SRR E BB RTEERM Session Recording ARSI TIaER HI MY A BMARR S 2, fitn:

o MBI TARS 2 EPEHEER
o EnPEFREIRSES

MBImEITARSS 28 R HE R

July 24,2023

9N Session Recording Server =it 2R Al BEMIHFRTAEIET, WEI UM BIHHRIT LB EHRIZE:
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1. 7£ Session Recording BREHMEMSH=HEREE > RESFEE,

2. BRAEANMAIELTIEHR Session Recording Server, RAESEEZANBIEHRER. LEHE 2 RiEHE

PRDIE

R

HPEHPRENMX X F A PR SHIAR S 2 B o

2308SRN
1 server, 1 available

S Servers

2308SRN

ATEST
2 servers, 0 available

B Servers
79880BF6B891
AUTOSERVER3

AutoTestApiSite202306301601
2 servers, 0 available

2 Senvers

AUTOSERVERL

AUTOSERVER2

Server version
22.3.3000.4

Server version
22.6.0.760

Server version
23.3.017

Server version
22.10.08

Server version
100

Cloud client version
7.39.25758.25384

Cloud client version
7.39.25732.44993

Cloud client version
7.39.25754.46001

Cloud client version
7.39.25758.25384

Cloud client version
925758 25384

@ Available

@ Offline

@ Uninstalled

@ Offline

@ Uninstalled

Settings

Troubleshooting
@

Settings

Settings

3. RIEFEEBMIRS S LHRITUTHRIEHERRIE:

a) ERSUMEOT, WEHEHBEE Session Recording Server EiETHILTARS:

. ”S\

« Citrix Session Recording Analytics Service (CitrixSsRecAnalyticsService).

« Citrix Session Recording Storage Manager Service (CitrixSsRecStorageManager) L&

« Citrix Session Recording Cloud Client Monitor Service (CitrixSsRecCloudClientMoni-

torService),

f5lgn:

Troubleshooting

Service monitoring

Serviea name.

Registries

Log uploading

Downloads

®

MRNEFBERS, WRNKETEENBHRE, AREREMBRE.

MRZAEBMBHRSKY, NWRVNZETKVRS, AREREHRBEH,
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MTHIFIRAPEE—EMRDL

Check registry

Specity a registry value to check or update its data.

Registry key
SOFTYARE Citrot | SmartAuditor Server

Value name

®

MNEIMREUEEREHFT. NMREBMNFEMREREE, WILUREFERRRAHITOE,

cel

Check registry

Specify a registry value te check or update its data

Registry key

SOFTWARE\Citrix\| SmartAuditor\Server

Value name

[[instatiation

Check value

| The specified valus does not exist. You can create it by specifying its typs and dsta |

Registrykey ~ SOFTWARE\Citrix\SmartAuditor\Server

Value name installation

Type
® string
O Mutti-string
O DWord

O awerd

Data

b) FEAMKRISF, PERETIMRUEE. BHAMEIBEXHERERE,

®

MREMAEIMRERETE, WIUEEHEEHREFTSEEREERE.
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Check registry

Value name

installiocation

(Checkvalue )

Registrykey ~ SOFTWAREGitrix\SmartAuditor\Server

Valuename  installiocation
Type String
Data C:\Program Files\Citrix\SessionRecording

You can change the value data in the following field and then click Save to apply.

®

7= Log uploading (BE LH) o, ERE

ERERSS, FE5HEHAXHE

B #EB Citrix AERGIE, MEEEE, BE “REFE

Trouhleshooting

2308SRN

Service name CPU usage Memory usage Action

s 0% 173.9M8 Restart

Storage manager 0.0% 30.9MB Restart

Analytics service 0.0% 46.6 NE Restart

Cloud client 18,74 98.5MB Restart
0.0% 188 MB Restart

Cloud client manitor

Registries

Check registry

N

Downloads

X

EoPEAEIRS S

April 3,2024

==
ICA

EHEI R, XEH

==
ICA
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1&3%E#%M Session Recording Server AIBER R ERESH,

AREMERER: RIBEREFIHIARZ, Session Recording Server @it 443 ¢l 80. 443. 8088 #1 9090—
9094 2ix Session Recording RS HIH i 2L,

LRI 7.40.13020.11 XESHRAEH, ERREFTA— 1RO (TCP w0 443) BIRI#ITES, A 7.40.13020.11
ZANEZERHBEREITAESZHO. BXEMRER, BHSEHEL,

NREEAZE 7.40.13020.11 HESHRANTEF G, BT TS B LRRIL )

1. 1E&I7E Session Recording Server LiEfT A TR E RO 443 RBEEITFH:

# R P AE (c) Citrix Systems, Inc. R Z R & K F,

<#

.SYNOPSIS

kM ARBFHERO 443 B & B T Fo

TR FERETZERHEOITEN LR ITUH B K
#>

$SR_CLOUD_DOMAIN = "srs.apps.cloud.com"
function Check-PortStatus {

$ctResult = tnc $SR_CLOUD_DOMAIN -port 443
if($SctResult.TcpTestSucceeded -ne $True) {

Write-Host "Error : SSR_CLOUD_DOMAIN : $_ 1is unreachable"
—-ForegroundColor Red

}
else {
Write-Host "$SR_CLOUD_DOMAIN : 443 +is open" -
ForegroundColor Green
}

Check-PortStatus
<!--NeedCopy-->

The output of the port checking script can be srs.apps.cloud.com <port number> is unreach-
able or srs.apps.cloud.com <port number> is open.

2. fiFEERA 443 HfEmHERE, LUE Session Recording Server 2lix Session Recording AR,

3. 1£ Session Recording Server EEHREREFif.

Session Recording =& Fimsehli R /G, BniRS281EHES) Session Recording fRSS. ERSH/EER
E LR EHERIFUEHEERENIRSRIIR. FTRERE/L5) HeT a7 st N E EaARSS 380
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NREERBRMZA 7.40.13020.11 ZHIHZZ AR, BT T I RUBRRLL R

1. E@iEd7E Session Recording Server LiE{TIAFRIZAtZE RO 8088, 443, 9090, 9091. 9092, 9093 #0
9094 EREFTH:

# Copyright (c) Citrix Systems, Inc. All rights reserved.

<#
.SYNOPSIS
This script is used to check whether or not ports
8088,443,9090,9091,9092,9093,and 9094 are open.
Note: Execute this script from the machine where you installed
the cloud client.
#>

$SR_CLOUD_DOMAIN = "sessionrecording.apps.cloud.com"
function Check-PortStatus {

(8088,443,9090,9091,9092,9093,9094) | ForEach-Object {

$ctResult = tnc $SR_CLOUD_DOMAIN -port $_
if(SctResult.TcpTestSucceeded -ne S$True) {

Write-Host "Error : S$SSR_CLOUD_DOMAIN : $_ 1is
unreachable" -ForegroundColor Red

}

else {

Write-Host "$SR_CLOUD_DOMAIN : $_ is open" -
ForegroundColor Green

}

Check-PortStatus
<!--NeedCopy-->

mORERARE Y TR sessionrecording.apps.cloud.com <port number> is unreachable =
sessionrecording.apps.cloud.com <port number> is open,

2. s¥FfEiRO 80. 443, 8088 f19090-9094 L&HathiitineE, LUE Session Recording Server %5z Session
Recording AR$3.

3. 7£ Session Recording Server FEMRRETEFif.
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