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BE:

AREREANAT HaihR4s (CR) AKEAARSHRAS (LTSR) B9/ G4 dn ) HA SRR

Session Recording WiE#HITIZR. HERIEN, UEHITORMBER.

Session Recording 27 RIENKRIER B AN AIEFNSERIENREl, Session Recording XL i =
ER#l, Session Recording A IT ARKMACERFIER, MMZIFASHEHRIIEIEMENR2EM. F
¥, Session Recording @i iR ARSI K Al AR RES B TE R AR S A EF UEE R,

s

B EEIERMEMNIGEL LM, Session Recording AFARRH L BHRE BN ARRFNRERFER, UE
WA EENSEFNSRRERNE. EETRENESRMFEETL, HEHREEEELEEE,

ThEESRABYED M. Session Recording MRRREH, HXNXLEEIHTEY (BERITENURAINNRER
1), MMERFERR. NMAEF MRS EEDD.

Session Recording HIEAERIFIAWEIERMIZITH. B, ARBILUE Session Recording 5H i R—i2 6
FASRIGERIENR, BHIANERISARE], ERERMUNF HERMM eDiscovery T,

BHMRR DT, APEARAZFARBENNEREUSUNREN, tIERAFPRIERH. NRERHMZA
7, Session Recording £RMIZFEIRMNEBEMICR, ZICR BT EMREBHITHRIERTR,

HTIEThEE

August 13,2024

2407 RYFTIEIIEE

tEhR A BFE LA T HIEThEE, HEMRT JL R LACHE R P AL

#Z Thinwire RERHIHEIRER TN AREFNREREXE

W, RERENAEFNERREXSERATERFERS. NEHZ AR, ZEATUERS Thinwire FRNAIER
RHNRESENBREFHNRERKSE.
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R
Thinwire 2 Citrix HDX i R89—&84, =2 Citrix Virtual Apps and Desktops # R # Citrix BHA BRIz
BEREER, EREELEFAAF—EITEN LERNER AR (BEENLG) IS5 —aitEN LETETR.

BXFAER, BEBHEBEXFEHIRE,

HBRREIIFERAFTENERD (FSEhR)

BINNERFHENRCEY BEBMRGNSIERE L ENITENES, FHFITENEMTC AR XEFNES, UHHE
[ RFMER.

EFEAILINEE, EHRR:
« BEREHHITRATIETERFINKIENZIEREIRIE, BXFMAER, BRRIEESEREIHRE,

o EEANBEMRNERANEERT Log printing activities GERITENER) %M. BEXFAREE, ES
I I B T X B NIERER,

=

AR

X2 HRINEE. ©EMT Session Recording hiias 2407 MBSk A, FEARINEERIAERT A ML, B
WEREFHFERER, Citrix BRAZIF A EN R INEEP LR H 15,

@ Session Recording Server R&&1 VDA LHH S FIEEBHIE R

E TR BEAIER T, B4R VDA L Microsoft SHEBATI (MSMQ) BRMRAKX/, MTISHEIREER
B ARIE,

« £ VDA%, JHEMFIEEMNENERBE FHER,
+ VDA 5 Session Recording Server Z EIMIM4EERE, FItHEF£1E VDA iHRIBATIH,
+ Session Recording Server inHIBAFIECEE AT, HER7E VDA iHaIBAFIH,

AT EFICUTASFEHRR, Session Recording ML AT LAFEIR BB H 8 HE R B &R &4 Session Recording
Server, LUETE Windows EHEBFRHET. RINERTRALLINEE. IUERBMR VDA LR T EMRERAM
E#EA%EE

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent\DiagnosticLoggingEnabled
BEE. 1=-BBAH, 0=B24

HA] LR B XL HE R LUTE Session Recording #iBEFRERIBTIE, ALk, 1E#F Session Recording Server
B EEEFREm £, SAGEE Retention period for diagnostic logs (2 AEMREZERIR) . BHAER 30
Ro

BXFAER, FERIZETEEIER.
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i@ Citrix PowerShell SDK #{TahFR RGN BEIIREHHIRE

FLUETT Citrix SDK $26t#) PowerShell &8¢, UEEIEHERNFARERER, MUa, LIHETERTREFRIE
EHRERETENRIE, BARMRAE, ELEIT PowerShell B REHHNREIDISHIRARERE], XIER
TBEREMHI, ERLUERER.

BEXFMER, BEARESIERHISREEFE Citrix SDK #rfER PowerShell 3¢ ohaSFiAsELERH,

FHBRZA BTG INAE

BX7E 1912 LTSR % 2402 LTSR Z iR A IThR P E S HURIEINEE, ESHIEIhEEH LiE R,

BEEERIRE

August 13, 2024
tbig3d&R: Session Recording 2402 LTSR

Session Recording 2407 N T L FES:

o ERERBREE RN, ERESEE —FETRHIRRRDBIENEIRES, 78 Session Recording
Server EHEHHEE (B4 ID: 2005) RREMBUBRRE S, [SRT-12682] [SRT-12707]

o Lf&1E Session Recording HRBRizHI & L2 AEMHMEREEMNE, 5IZMNXEKHNFRIEERETESH
PR, [SRT-12037]

« Yf&fER Microsoft Edge iAin Web 3453 http://<SR Server>/WebPlayer/#/logging/config B¥,
WEBREIRMITHT 3 NERENQ. [SRT-12274]

« Web EREsaIsER 215K C:\SessionRecordingsRestored F 7z RHISC . [SRT-12599]

Y Web #m28#9 URL 22 “cloud” —iFB, Web ML EEMREI M. [SRT-12045]

B[]

August 13, 2024

FEAhRAPHE T AT

« SRR Citrix Web App Firewall (WAF) signatures to mitigate in part the CVE-2021-44228 vul-
nerability (AT &89 %% CVE-2021-44228 iRAR Citrix Web App Firewall (WAF) £&) , Session
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Recording Tl 8 T A R M HAIE 1T, BRI, B EHY Session Recording Server £ [P #iik K
NetScaler i##9 mitigate_cve_2021_44228 5a&h kR, [CVADHELP-24365]

« ZidfR7F Session Recording HRERIGBRAIAER KN, Al LUER CDFControl SR THIRHES:

This operation is blocked. Session Recording Administrator
Logging failed. The formatter threw an exception while trying
to deserialize the message: There was an error while trying to

deserialize parameter http://tempuri.org/:operation. The
InnerException message was 'There was an error deserializing
the object of type SmAudLoggingInterface.LogOperation. The
maximum string content length quota (8192) has been exceeded
while reading XML data. This quota may be 1increased by
changing the MaxStringContentLength property on the
XmlDictionaryReaderQuotas object used when creating the XML
reader. Line 186, position 62.'. Please see InnerException for
more details.

ERRRIERIE, EHRITUTRIEZ—:

- 12 IS i HTTPS #5438 L5 Session Recording Server i&fs. fi40:

Site Bindings ? x
Type Host Name Port IP Address Binding Informa... Add...
https 443 *
Edit...
http 80 *
Remuove
Browse
Close

- ERLUTFTAME C:\Program Files\Citrix\SessionRecording\Logging #12&# Web.config 5z
fre:
<readerQuotas maxDepth="32" maxStringContentLength="5242880"

maxArraylLength="16384" maxBytesPerRead="4096"
maxNameTableCharCount="16384" />

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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| "Web.config - Notepad - O X
9 P

File Edit Format View Help
<?xml version="1.0" encoding="utf-8"2> "
<configuration>
<system.serviceModel>
<protocolMapping>
<add scheme="http" binding="wsHttpBinding" bindingConfiguration="MessageSecurity” />
<add scheme="https" binding="wsHttpBinding" bindingConfiguration="TransportSecurity” />
</protocolMapping>
<bindings>
<wsHttpBinding:»
<binding name="TransportSecurity”»
<security mode="Transport”:»
<message clientCredentialType="Windows" />
securit
kreaderQuotas maxDepth="32" maxStringContentlength="5242880" maxArraylength="16384" maxBytesPerRead="40896" |
maxMameTableCharCount="16384" />
</binding>
<binding name="MessageSecurity”>
<security mode="Message">
<message clientCredentialType="Windows" establishSecurityContext="false" />
securit
<readerQuotas maxDepth="32" maxStringContentlength="5242888" maxArraylength="16384" maxBytesPerRead="4896" |
axMameTableCharCount="16384" />
</binding>
</wsHttpBinding>
</bindings>
<behaviors>
<serviceBehaviors>
<behavior>
<serviceDebug includeExceptionDetailInFaults="False" />
<servicefuthorization principalPermissionMode="UseAspletRoles” roleProviderName="AuthorizationStoreRoleProvider”

/>
</behavior:
</serviceBehaviors>»
</behaviors>»
<serviceHostingEnvironment multipleSiteBindingsEnabled="True" />
</system.serviceModel>
<system.web>
<compilation debug="False" /> v

Ln 14, Col 4 100%  Windows (CRLF) UTF-8 with BOM

[SRT-11791]

- i BrhZEA ICLDB DORMANT &3¢ FahXF B s EREM S REITTRER KK, ZHEH Session
Recording E#% 2308 MARHITEM L LN, MR, BRALIIEM, 57 Session Recording
Server it&# L8 PowerShell FizfT LU FHIZ, HHFRERT Session Recording #iEEA B SR

Add-Type -AssemblyName System.data

$registryKey = [Microsoft.Win32.Registry]::LocalMachine.
OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")

$dbName = S$registryKey.GetValue("DatabaseName")

$dbInstance = $registryKey.GetValue("SmAudDatabaseInstance")

write-host "Connecting to $dbInstance$SdbName"

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=SdbInstance;persist
security info=True;initial catalog=$dbName"

$conn.Open()
$Scmd = Sconn.CreateCommand()
$cmd.CommandText = "use [$dbName];if not exists(select * from [

dbo].[EndReason] where ID=5) begin insert [dbo].[EndReason]
values (5, 'Dormant') end"
$cmd. ExecuteNonQuery ()

[SRT-11119]

+ Session Recording AR AERIEEN (VDA) ERAHEELER S ME F ik bET B IE MR 2 [BIH SHFE 5.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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[SRT-10514]

+ ¥ Session Recording A&EISHMIRAE, EifFERFINEGIURERILERELR, HEBERRIAE
1.0, [SRT-10130]

« 7£ Session Recording $RERIZHI & L BB AMEIE RANRAVIE A F B LRI SRBE AR M2 EFTIE AR B9 At AR P D
HAF. B2, AEREERNRNAAF RERRMAMAR, ReeRmEAr. [SRT-5769]

o WRM 2009 HERhRAFHL Web BHeE, WEIRELEER TF. ERRILEM, BEERINKNBES.
[SRT-5624]

+ ¥% Session Recording M XenApp #1 XenDesktop 7.6 LTSR 8 &R AEHEIRTRERS, BE XS
FN A e Rk, fRAE: BHREEH A XenApp #1 XenDesktop 7.15 LTSR #9&# CU h @ &MIARES,
REBEHEHMIRMARA, [SRT-4546]

+ % Machine Creation Services (MCS) ¢ Citrix Provisioning (PVS) &l & %% T Microsoft ;& 8 A7
(MSMQ) #9%4 VDA BY, Xt VDA Al IEFHERM QMId, XMMERATESSHEFhaA, Fli:

- BMERER T REIMIN, BAIETERHRE,
- Session Recording Server Al EIRIETHIES, Fit, RIFATREBLLFEDRS.

BRBRBENER, BEESTE. AL, [#528678]

E=HE

August 13,2024
Session Recording kg4s 2407 (PDF &)

AhRAH) Session Recording FIAE B & RIBA XIS E XM KFIFRIEAMNE =5 4o

August 13, 2024

Session Recording & 1% Session Recording Administration 8. Session Recording Agent #1 Session
Recording Player. @TLU Session Recording Administration A4 (Session Recording #iE%E. Session
Recording Server. Session Recording $kEgizHI &) REELERSBATENRS R L, UTHIEANBT
&1 Session Recording A#FHIEK.

BXEKPRSRE (LTSR) IR EAL L ATARAS (CR) UREAE R AEENER, BERFIARLE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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Session Recording #iEE

SRR RS

« Windows Server 2025
« Windows Server 2022
« Windows Server 2019

X #%89 Microsoft SQL Server hgs:

« Microsoft SQL Server 2022 Enterprise. Express #1 Standard iz

« Microsoft SQL Server 2019 Enterprise. Express #1 Standard Edition
«+ Microsoft SQL Server 2017 Enterprise. Express # Standard ki<

+ Microsoft SQL Server 2016 SP2 Enterprise. Express #1 Standard ks

ZH Azure SQL $ERERRSS |

» Azure SQL &L

« Azure E#1 (VM) £#9 SQL Server
(EREYIHZ 2K Microsoft SQL Server hiizs.)

o Azure SQL #uiREE

X189 AWS RDS #iEERS
« SQL Server

Zk: .NET Framework 4.7.2

Session Recording Server

SRR RS

« Windows Server 2025
« Windows Server 2022
« Windows Server 2019

HhEK:

« Internet Information Services (IIS) 10. 8.5, 8.08 7.5

« .NET Framework 4.7.2 k&

+ 91R Session Recording Server £/ HTTPS fEAEBEMIN, BFMEBER. RIAERT, Session
Recording &£/ HTTPS (Citrix #7%).

+ Microsoft ;H2BA%I (MSMQ), Active Directory £/ FZARE, MSMQ HTTP AT ERARS.

o HWNEERBEIZR: Chrome. Firefox 5 Internet Explorer 11 fRFhRr4s

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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Session Recording HE&IEHI &

SRR IER S

R

Windows Server 2025
Windows Server 2022
Windows Server 2019

.NET Framework 4.7.2

Session Recording Agent

EERHIIENSE D Windows Virtual Delivery Agent (VDA) %% Session Recording Agent,

SFFBUIRIER S

ZK:

Windows Server 2025

Windows Server 2022

Windows Server 2019

Windows 11

Windows 10, &{fhi4s 1607
ERTFEMEE Windows 10 flkhR

8% Premium ¥ aME8 Citrix Virtual Apps and Desktops 7 2203

8 Platinum #F7]3EAY Citrix Virtual Apps and Desktops 7 1912 LTSR CU4 i E Sk

A% Platinum #aLER XenApp #1 XenDesktop 7.15 LTSR CUS8

.NET Framework 4.7.2

Microsoft ;& S2BA5I (MSMQ), Active Directory ERATERRE, MSMQ HTTP i TFRARS

AR

Session Recording %aisz#¥ Citrix DaaS (LLgi#FA Citrix Virtual Apps and Desktops Bg%3) Advanced.
Advanced Plus. Premium #1 Premium Plus Edition,

Session Recording Player

SRR RS

Windows Server 2025
Windows Server 2022
Windows Server 2019
Windows 11

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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e 64 i Windows 10, S{Ehkas 1607
=3k .NET Framework 4.7.2
AE:

£ 32 it Windows 10 £, R#ef#ER SessionRecordingPlayer.msi X%k, a7 Citrix Virtual
Apps and Desktops ISO £ \x86\Session Recording T2 msi XffF.

ERBRELR, BEEBUTIREMNIFiL ERE Session Recording Player:

« BEOYIEN 1024 X768
 BBREELDR 32U
+ &2 GBRAM; ¥£% RAM #1 CPU/GPU ZREIiRSERER ZEERFIGIHME, FHIRAREIGHEKX

EnpEry

12 IR B E BUR TR B A/ NN+ BB AR

NI

July 5,2024

Session Recording &3& 5 MA%:

Session Recording A

Session Recording AT JLEBS4AR :
+ Session Recording Administration 4A14:

- Session Recording 5EBsizHI &, AFEERE (FIINEEEERWLRFNRIERFIER) HIZEHIA,
BEXEAER, BSHRR.

- Session Recording Server, BT EEUTRAIIRS

* Broker, IS 6.0+ & Web AR, BEEUTHIE:
- REEsRkE Session Recording Player #1 Web a3 iR E WM T HIER.
- Jh¥EsRE Session Recording SHEEIEHI & MR ERIAR,
- #EEA Citrix Virtual Apps and Desktops =k Citrix DaaS (LLgi#r4 Citrix Virtual Apps
and Desktops fRS5) SiERIRHISER,
* Storage Manager. BEMEMNBMA T Session Recording #9 VDA #Z I EI B R S1E X HHY
Windows g%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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* BEERBEICR. K Session Recording Server —2REMNRLEFAYE, BT IEREERE.
BINBERT, FiE BEIERBIBEREEESR N CitrixSessionRecordinglogging #9233k SQL
Server #iEEF, ErILEEXBIBESZT.

- Session Recording #iE%E, EIE SQL Server #iRERAL, BAREEFIHFHINSITHIE, REIAH
B, BRAKBIE—E K CitrixSessionRecording B935iEE, S0 LB E X EKIEER .

+ Session Recording Agent, REMEENMERATEZRTRFRARLERITIRIERFAN VDA LAY, BTRE
ARG, fHEREIERIE.

» Session Recording Player/Web ##ikgs, —fHBARE, BTN IEE#TIARUERRHHSIES .

ERE Session Recording AAAMAERLE, BRI LELERE Session Recording AHHE&ITEMN,
#AJGia17 Citrix Virtual Apps and Desktops ISO,

e

#%| Citrix Virtual Apps and Desktops T#imim, TFH#ERAR4H) Citrix Virtual Apps and Desktops.

BxR% Session Recording Wi 2, BEBRTE. ARMEE, BXRMARERIZBEMAEE Citrix Session
Recording #0 Citrix Session Recording RS89 8, #EATLISH Citrix Tech Zone 32 & POC #57: Citrix
Session Recording,

THIERE

TEFRA—NRGIERE:
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L]

Session Recording . .
Policy Console Session Recording
Flayer

Session - /

Recording Agent

Desktop
0S VDA ﬁ
& machine
L —r— or - Session

User device Server Recording
0S VDA ﬁ SEIVEr
machine
|
| \
' i
- — =

. Database

G Session Recording AH&MI F L&A AIEEE.

Session Recording Agent RETLER T ZRITRIERAAR R RTTRIER A VDA L.

$E_BMR5S}[ILE Session Recording KEgizHIG, F=EARS A Session Recording Server, %M
BRSBITERIERE,

Session Recording Player 2% TFik £, =% Session Recording Server & Bxh& % Session
Recording Web #&#k23.

ML FBAAIEIMBNE RIS S5RET Session Recording Agent (9 VDA #1Ti@(=E,

TERAIENER, Session Recording Agent. HBSITHIA. BRI MEIBELLS Session Recording Server

SR

X ERE

August 13, 2024
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RHEIFEREIM

Session Recording A& FREASEEM (DCR) BRER, BIAERT, Session Recording REERHINKIE
A DCR, &ATLi7E Session Recording Agent B HE BTN,

L&7E Internet Explorer RISSHEN L 28N A EE M HREEFEEERN URL BY, FEFRHIERER.

Session Recording & 3% #f Framehawk 2 "iEH. FREEERREIMBE K Framehawk EREXNRIE &
Framehawk E &R TREIWKIEFTRER B ERIENERD.

£/ HDX RealTime Optimization Pack Bf, Session Recording TRl Lync MR EHM.
AILUBE R ER A 23T Session Recording A #17EE, EEBURTEMIFIE,

Session Recording S ERR T E M is, & Session Recording Agent 4, EfthFrgE 397 FARS 83055,
i, EEILEREZ M ikREAE Session Recording Server,

g1 Session Recording Server AlRERBEIEMERERE R, FlM, EAIREE—TMESTFSZHENARLER, HiTHIR

FIrZS BRI 2R EERNAERF (B30 AutoCAD) ., AT EMMEERIR, ATULRESZ ) Session Recording
Server FHE2E f1 H T,

M|

iR BiR et %0 FAHER

Virtual Delivery Session TCP 80. 443 =¥ Virtual
Agent Recording Server Delivery Agent £

B9 Session
Recording Agent
5 Session
Recording Server
Z BB, BIAR
R HTTPS/SSL
RBRBERS. W
SRREE SSL, A
B HTTP,
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s Bix -t %O HRER

Virtual Delivery Session TCP 1801 BINERT,

Agent Recording Server Session
Recording £/
TCP fERBENIN,
Rtk MSMQ R

A 1801 &2 TCP
RIXER. HE,
MSMQ AT LAfER %
A 80 =t 443 @i
HTTP s HTTPS %
KHES, BEERT
&£ Session
Recording Agent
BEREEAT R L
MBS E.,
Session Session TCP 80. 443 LT Session
Recording &g Recording Server Recording HB&E
Ha HlEmRSRS
Session
Recording Server

A |- SN
Session Session TCP 80. 443 LT Session
Recording Player  Recording Server Recording Player
B I{Fi45 Session
Recording Server
A |- SRR
Session Microsoft SQL TCP 1433 %E1ZE Session
Recording Server  Server Recording #ugkE.

BiINBIARSS BRI EPE

LEEBERATRE— I RS MEEANETE, FIESTNE VDA &3 Session Recording Agent, ZibsfiT%
SR AEEEREIEFRLH, Session Recording Administration AfF R H ARS8 L, Session Recording
Player R/ TIFit L, FIEXLEAHEHREENAIEEH,
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> ~
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EERNEBATEN

+ AfE Session Recording AAHAERB EIRES, BRXLARREER—MIFR, HBEBHEEREIXEN
FRTEEP,. FERRAFLEEIFAT, BRERRETABINMEEXRZRNTEEF.

o ZEIBHARIRGIGNERLLRESE, HEREERXS, RINBNEFRER Session Recording Player
ERERGNAREFHITRE,

+ 73 Session Recording R#AcE TLS/HTTPS i&f5. £ Session Recording Server L &#iiE+H, HRIRIE
BAF&HHM (CA) 7 Session Recording A EZEE,

« X FizfT SQL Server #9137 iR 5528 £ 89 Session Recording Server, i&& R TCP/IP thiX #3817 SQL
Server Browser fR5. BHUAERT, ZAXLGE, BHUMEAENAEERE Session Recording Server 5
WIEEHITIEG, BXFAEE, 1587 Microsoft x&E7 SQL Server 2/ TCP/IP M4£&1#1i#1 SQL Server
Browser fg%5,

 #%l Session Recording SiEEY, EEERIELZNNR. ERXGNARFNSIERLZAESSERTN AR
FF#9 Session Recording SBg#INIAE M. Session Recording ¥ EshHkg 5B ITHMNE—NE AR
BFELE, ARIAE—TARERFZE, BEER—SIEFITANEENAEFHREEENE— A
EFEMIER, Fi, MRENEKIEHRESH Microsoft Outlook, MIREIEERFFTF Outlook FHFF
$B. R TE Outlook EfTRIFTHE LM Microsoft Word, ths3d Word #47R%l, Bk, MEFE
B2 EEERH Word, FEREFERE Outlook Z#1EE) Word, MIFRA3T Outlook #1T7RHl.

« REALUTE Delivery Controller £%&% Session Recording Server, BEHIIFEIEXEM, EAXST
K ReR R,

+ AILU7E Delivery Controller %% Session Recording SkE&IzHI&,

« ALTER—RFHERRE Session Recording Server #l Session Recording SREgIEHI &,
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« JEHa{R Session Recording Server (9 NetBIOS Z#iRi8id 15 M FRBIREl, Microsoft st ENZKEIL
BT 15 MFRRIRE.

s BEXEMHAETIEREE PowerShell 5.1 iEE A, MREERET PowerShell 4.0 #5 Windows
Server 2012 R2 £%&# 7T Session Recording Agent, &4k PowerShell, R &8ESSEH AP EA%
Mo

« BEXEHEMAE Citrix Session Recording #0 Citrix Session Recording [RE R 93458, B RXE
Citrix Tech Zone xx&: POC #gf: Citrix Session Recording,

Z2HEN

August 13, 2024
Session Recording BBEE— 1M REWEF, FHHEERMITIAR, Eit, Session Recording IEERS, ENFFEIA
BEEEZH, BAFUERNRENRFERNMEEL I8,

Session Recording A+ al#viE{si@id Internet Information Services (11S) L& Microsoft ;52 BA%I (MSMQ)
H, IIS 7£ Session Recording Az jEliR it Web fRS5@EHE. MSMQ R T ATSEREIREHMNE, LSRG
YRIEHIBRM Session Recording Agent %£i%%| Session Recording Server,

I

g==4
= .

AMRFEFAHSSBERND, ATRFEEMTERERG, Citrix TERIEFETIMRFEREAFISHY
IMBYRREES IS LARRR, (EREMRRIESRT BIENL, EREIMRZAT, BSBHITED.

MIEEE, BEERMTREMEI
« BZE& Microsoft Internet Information Services (11S).

BUEREEEZR IS BE2ER Session Recording., 7£&1 Session Recording Server £, 7 IIS B288
HABN IS MARERFBIRE L T EIUBRE:

- Virtual Memory Limit (E#R7ERE]) : BFLEIRERN 4294967295,

- Private Memory Limit (ZERERS) : i&FLLEIRE R Session Recording Server H#1ERNTE,
BN, MRVIERER 4GB, ERILEIRE R 4194304,

- Request Limit G&ERRRH]) : BITENERIBELIGE, HEETLUSLEIZE S 4000000000,

R
ZipR ERIGE, BREETSINAREF, 7 Actions (121F) F#&+ixiE Advanced Settings

(BgE), SAEmTR&E Advanced Settings (F4i88) sHEETH Recycling (E14R) 2453

» MREMRBREEIMLE,. Session Recording RAMESHEN LHNAESER AR, SN, TiER5IARS
BiAD, HMOIRERMARRERSBEARR,. RIENERAANEERABLEATRNARTKS. TR
T—MR2IEAF A VDA RAMNEIERNR,
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- BEMABRENNBAEFEEENTABFET VDA XMEER AR, MRNTIRFTAMEERAE, 18
/A Windows ##Isk 8 = A ZRIP Session Recording Agent 4214+

- BIRSED Session Recording #uiEEEE R Session Recording SREEEE R,

- B0 VDA BERNRDEA—RAIERAF, 1551 2EH Remote PC Access BY,

- KF=IRRIP Session Recording Server Mz IR A RS,

- EHI3TRET Session Recording Player B9+ EHKIAIERIR, MRKAEMBARTERERSR, &
MEZAFEFEAERETENNANERR AR, ZREZAN,

- ROTENERYIETENIER Session Recording Bz (#RR S5 28,

o TICHIEBURMEMME, Session Recording WARKISIEEAER), HRLEBRT, TEESTINORET B
IR (BREFRTHEFERE. RMEEMNEZSRE). BRI TRELE R

- BRIEH TR EREHRER, TUWIERRE VDA MZIOLRFEEIIRE,
ERAZOATFRE, BHRITUTRE:
1. ARBERMNEBERK, AEEERE.
2. BESKALR, ARREEHMNRETHIRE,
3. EEANFREETER ().
EZ7 Microsoft 3x&, MikA https://support.microsoft.com/en-us/kb/307973,
- REMEERSSERBNEREKEARIEN T RERRHELIWNITZ DB R,
- BRERZFEIRTLEEFSHME LRI L ARERBNFAE AT Web ZAEFEH, TN, Session
Recording 2F&IE1,
- ERELRIE ICA 21281, XA DREEBEHRESNEARER.
- BITEBNNAFERESEMNRIESE BINeERER. iR HREAHHNKERRHEIRS (Saas)
R R,

+ Session Recording EERLEMHMBEHERMEN BIMEIMEIEE. BERR) THREESTHERRS
B3R, TEEREMRFI RIS L BREMEIMESKMA, HRIE Session Recording ThaER 2. A%

- IERfRIPZHF Session Recording MIMIEEALLEMIH R ZERLE 1AL AT A,
- BMNBENERE=ZAR MRS REH Windows Hl 4§k Session Recording A . Session
Recording A E1§E:

* 7f Session Recording Server t

- #78: SsRecStoragemanager.exe #1 SsRecAnalyticsService.exe

- fR%5: CitrixSsRecStorageManager # CitrixSsRecAnalyticsService

- FREXHFIAIT Session Recording Server REX {3

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server ;&R E
* 1f Session Recording Agent £

- ##2: SsRecAgent.exe

- BR%: CitrixSmAudAgent

- FREXHI4ITF Session Recording Agent REEx 3
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- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent F
BEMRE

« £ Session Recording Server k738 2 BA% (MSMQ) i& B i a5 #15%& (ACL) LAFR #I 5] @ Session
Recording Server ki MSMQ ¥ VDA ¢ VDI i+ 541, HB5LEKREREITENA Session Recording
Server Rix¥iE,

1. EEAT Session Recording 898 Session Recording Server L% VDA g% VDI i+ 8 #1 - <%0k

SRMEEERMSEN. AREHBIEEUTIIRS.

2. ME1 Session Recording Server £#9 Windows FiaRBITHERET A > itEH &,
3. fIARSHNABER > HEMT > ZAMT,

4, BHEMAMNY citrixsmauddata LUTHEMRE, REEERESMIET R,
&

Computer Management =] X
File Action View Help
e 2= XE = HE
&' Computer Management (Local) | | Actions
g citrixsmauddata i ?
b §l System Tools Properties — -
L
P 5 Storage
= General | Securty .
4 [y Services and Applications More Actions L3
b \°,'l Intermet Information Sendices (1I5) Manager _G'FMJ oF LSeT Names
b ) Routing snd Remote Access A - |
Services 8, 5YSTEM
& WM Control 5L, NETWORK SERVICE =
» [ SOL Server Configurstion Manager & saus
4 I Message Queuing 58, Administrators (SGL'Administratons)
b Qutgoing Queues B ANONYMOUS LOGON |
[ Public Queues Add Remave
4 1 Prvabe Cueves
b & ctrmmauddata Pamissions for Everyone Alerai Derry
b 2 Systemn Queues Full Contrel | |
Delete ] |
Receive Message ] [l
Paek Massage O O
Receive Joumal Message O O
For specid pemmissions or advanced sattings, dick
Advanced. Advanced
oK Cancel |

5. AmEtbARSEE R E MSMQ #iERHENEL VDA 248, HRERTREHEBNR.
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& Computer Management =|0]| =
File Action View Help
e »mm X 3 B
& Computer Management (Local) T T I_- Axctions
b 7l System Tools citrixsmauddata Properties ?
b 69 Stors e | citrixsmauddata -
o Securit
4 gy Services and Apphications P ' Mare Actions »
b W) Intermet Information Services (I5) Manager Group or user names
b [# Routing and Remote Access i, NETWORK SERVICE
Services R sols
& WM Contral ﬂ Admiristrators. (SEL\Administrators)
b I8 SOL Server Configuration Manager B, ANOMYMOUS LOGON L]
2 Message Queuing L WINTVDA [CITROGAWINTVDASH
3 Qutgoing Cueues
b Public Queues Add. ——
Private Queues
& citricsmauddata Pea’_'m%;ei:::a?r ';‘-.IIN?J‘J-"\ Al Deny
I System Queues Get Pemmissions r
Set Permissions
Take Ownanship _
Serd Message R =
Special parmasions
For special permasiona or advanced setbngs, chick Advanced |
Advarced
0K Cancel | | Apoy

+ IEHafRiP Session Record Server 1 Session Recording Agent M4 HE. BiXER Windows E=
HIEEATERBROZRFIFEHASE, AEREHATEERIIZERS S,

« HfRiE1T Session Recording AHHRSSREME LR R LM, MBEFRE, BHXEHENSTE—TRENE
BR, RERWNAGEBEREA.

o [REERIMFMEIE 51T Session Recording AAfFHIARS 25

« 7£ Session Recording Server 5HAARSS 38 Z 8RR AT, BALLIAREAARSS BAVA P AR REIM ST
o

« R4 Microsoft IRHMRIHIRLEH, RIF Session Recording Administration fR5528%0 SQL HuBE R
RS,

o REFFEERERIEEITEN.
o PARPREHRINA R BARFIRBREERFINRIE,
o REHFIEH, F/A Session Recording XHEZThEE, HE IS HigE TLS &=

« ¥ MSMQ &BRER HTTPS £l 757%2% Session Recording Agent EMA%IHA MSMQ il
REN HTTPS, BXFAESR, BHSH MSMQ #EH %,

+ 1£ Session Recording Server #1 Session Recording #tiEE LfEMH TLS 1.1 3¢ TLS 1.2 (#%) HEH
SSLv2, SSLv3. TLS 1.0,

+ 1£ Session Recording Server # Session Recording ##E#ZE F 2 TLS #9 RC4 ZEEM:
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1. M Microsoft A%BE4RIESS, SMENTENERE > BIPER > WE > SSL RBIRE.
2. % SSL ZREHINFRBIRENERA. RIAMBERT, KEKREAKRLE.,
3. MEREMR RC4A BIEM-

o EREBIRIPINEE. BRRIPE— Session Recording ThaE, fEXH T# 2 Session Recording Player
B SAHTING. BUNERT, EMLATFEARS, BT Session Recording Server B,

o REBMEZRRKEMMEZEZLDN NSIT 5S#1T7RM%E,

« 73 Session Recording & TLS 1.2 &t#¥.
HAOTRINER TLS 1.2 tERBE MY, LUHAMR Session Recording ARl R £ M,
EACE Session Recording /9 TLS 1.2 &5, 1EHTUTIRIE:

1. BERF#EE Session Recording Server Byit&Hl, RESIER SQL Server B inA G FIENIERF,
#HA NET Framework (hi7ds 4 XESMAS) &ERNE,

a) J9 SQL Server &% Microsoft ODBC IEz12F 11 (HESIRA) .

b) A .NET Framework MEHEHERCE,

c) RIBEM.NET Framework ixA&x%% ADO.NET - SqlClient. BX¥4MEE, BEERA
https://support.microsoft.com/en-us/kb/3135244,

d) ¥ DWORD {& SchUseStrongCrypto =1 #i1%I HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFra
F1HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
7,

e) EEHBENITEMN.

2. BREFE Session Recording HkBgEH &8It EN. KA.NET Framework M&#EHMEFLE,
#7.NET Framework (ki 4 siEmMRA) RERNZ. BT EERMENSE5FSE 1-4M1-5
HHE. MREEEES Session Recording Server #8RAMITEH L =% Session Recording &g
Hla, a2 ES R,

9 SQL Server 2016 ZHiBIRASECE TLS 1.2 %45, 3BS85 https://support.microsoft.com/en-us/kb/31
35244, EER TLS 1.2, 3K HTTPS BZ&X Session Recording ARSI

B BMEEE

August 13, 2024

Session Recording R— 1M Ef BN RS, aIBEHTAREE N 5iE. BRiETT Citrix Virtual Apps and
Desktops =% Citrix DaaS (L{#i#rA Citrix Virtual Apps and Desktops BR3) FrEREIRSIM, REMIETT Session
Recording \EFAREEIIINE R, B, MREHVIREIFSRIE, BRINNARNEZERASKNMRE, &, KR
FINSFRIRESERARIEXH (BN, BFEERENERER).

AXNBT Session Recording WSS AT BY, UREMFAIUSRBIMRATESF AEHRERSE.
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Session Recording H{+4BEBRIFHIT B

5%%m~=R8t, Session Recording I BERIFER N EERRA:
o XHERNRN

A Session Recording REIMWSEXHIFE R R, ELLARBERERS REENEMIARHIE MG S,
E5R/FRERENSIEEFIENMETE. BETEMEE IOPS BEEDHEFMWA ML 10 15,

FHHIEXHERNRD, XEREMMMAEREEER. ERG. REGCELE RN, HEE

EAZHEZEMMEAPERNNGR L. RGP NFAEERIBFZ TR, BRERERR
RiFH, AT RIFRAINWXHE KR, Session Recording &= R KX i, Session Record-
ing AIERFESITUMNRIERER H264 G, NTR/NREIXMHKRDN. BEFEALINEE, BT Ses-
sion Recording Agent £3& HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Agent\DropH264Enabledi&Bh 1, AEBERIIARAEDISHTESRNEIZE NI EDTHH

X1,
[ g Create Policy
bvs »
Edit Setting
Policy0 Use video codec for compression
{Overvi:w|5eﬂingswmimn‘lh| -
= Value: | For actively changing regions ¥
} Use video codec for
User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)
¥ Applies to the following VDA versions -

Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server 08, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop 0S, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session 0S, 1912 Multi-session 0S, 1912 Single-session OS

w Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred’ is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select "For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

“ Cancel

o ERXHPRREGEERE

FHEMNREXHEEUEFTSKEDBMRINSIERN ICA hilEiE. ZXXHiEmRA TS Citrix Workspace
R FREF#ITBIER ICA hiEIER. THITITH SRRV A A BN LR B iEs . RMEEXY
F VDA WA BRMEBREE, EHWEREME— VDA REIXREZEMRITRELABF 4R,

gk, (RFHIREISFEREY ICA BHUEE, MM#—F M. HlI, FEREPTEIVIMZF iRIKchERETEE, X
BB R U ARIIE, MASXSUEREEmFLt.
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FfL R A BN IRE R

Session Recording Server ERHIMNKIEXHNFRRES R, TITHBAT Session Recording HWEZRIFRIERS
VDA HE &It BN E 2 REINSIEEHIBL%3 Session Recording Server, Session Recording AL EBAE
iR, HETUBRRBREAMKE, B, NTFEA—ERSHRTUMIBNEIESEFIE YIRS,

EZERAS Session Recording Server &% 7 Z /L3R, RS 23 UM EMEBEIBNEE. R LUEE
FNFIRRSRE SR TFHIBRNIRE,

BIEHERNER, BFRITUTIHE:

1. BREPIFHERUAFHIZIEKR )
2. BrE@RUREIIERETEL

B0, £ 8 /NBIIERS, EAHERFIT 5,000 4 Microsoft Outlook &i%, EMSIEHIANN 20 MB, EXFMIER
T, BUBMNIERELN 28 Mbps (5000 M=iEFIL 20 MB, BRLL 8 /MBS, BRLAE/)BY 3600 7, #ifA Mbps BY5k
I 8), EHEE 100 Mbps Bz B A A & 5 M A =8 R1F iE i RAVEIERIE R Session Recording Server &%
UKL 5.0 Mbps HEE L BEIE, tREZETFHBMME IOPS MMMYIERFIRIEERE, FIRGld, REE
% (5.0 Mbps) EFHANZEE (28 Mbps), FEttRH 5000 4 Outlook &IFZET1TH.

BIMRENMIEEEREKR, BARATARFNNR. BFEONE. BeRENEREXSHEMRRL S~ ERM.
5P 1E Outlook & EFIEIR B FHBHHIRIEMELL, 51T CAD MRIEERNREIGTTREEAB S, Fit, REEE
#EM CAD RIFTRERFERMARE, HEREFMAES Session Recording Server,

RAEMEE
FENTHRESENS—FLERESR, ERXERBRAFNAMEEHERSHERER FTARR). HSFERFTE

B IRA—NEEREN, tJREKEHNRELAEN, HH 9 Smlg. BIRE7E Outlook W UK EIAEEIH B FHR4BY,
R EXFER. Session Recording Server (9 5.0 Mbps SRR IER R E LRI X IR TR,

1 VDA L£i&1TH Session Recording Agent f /@ Microsoft ;& 2 A% (MSMQ) ¥ RHI M HIB LK E T hR
Session Recording Server EizfT# Storage Manager. #UBLE#MEAARNARE, SHEAMTFA. BEHRSSEM
BEWA ZEfREBEFHARNSREM. R Session Recording Server FME L ZBIBR AN RELRIE, NG
BTFEREIEIE. MRMEFE, HIEHEFTRERIRFMEE VDA LREHNMYIR, S—MHiERR SRS EENEE
i, 1B Storage Manager [EICFABHMES, EXMERT, HIEHEFMEE Session Recording Server 9%
WA,

MSMQ Fa[fER BN F, N8 Session Recording Server I fEk sErg i, RFINWEBIBRKRZES D VDA
BIEHBATIR, £ IFHFERT, S—iERIXFrEHIBARERE. MSMQ XA YGRS BT LUEITAR SR, MASH
W iE R IR R LR,

MSMQ HIEERHZA T IR FESIEE S NHETEEA R, LIRHIRETREA. MEHEIFEHEMEREEX
ZHARFERRE A, BORFRUERESREHSET, BEXIMERT, BEIRBIGHNBIEREER. EXRTHIE
BISCAHIZART LURIR, (B RBERREIMIERERNMIE, EEEUTRA:
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- AEARSER (F502 Session Recording Server ) HRINEZHETIE, FIEERMEL MSMQ ATLUEMNRTZR
EBPENERE,

+ & Session Recording Agent By ““HE£1FEIE" KB B NS HMELS (FE “Session Recording
Agent B MIEEETEL) EEEE, RIMEN 7200 F (F/)hE), XERESZXFRHNEIEEREM )
BYRYETE]EIiX Storage Manager, Storage Manager Z G4 SRBEEFHRIRRHING. AIBAHETEHZ
(RERHNIFELD) B, sTLOEEIEMItE, &AEHN 365X,

MSMQ M5 — 1N R&IE, BEUBFRER, PAFIFRBEIIMIELE IOPS SRIZEAME NI E S, EERBER T, Storage
Manager E#MMERHIHLIENIE, MASBHIEEEENEE, FHEUBSRNHEERIT RS NERME, LUBM
REINIEXM, HURTRER, HE IOPS EIZM=1&: SXHEEHVATNEE. NEEPRBUREAX S, BF
Storage Manager AEHR AR IOPS BRI, Eitt Session Recording Server A IBREL T, HEHERES
BiERR. ERERLLERIN IOPS MR, ERMLUTEIN:

« EHR MSMQ EFiEE BHNMES REIXAEFHEXHRRE, RE IOPS SL4REEMT =, EXMFABEEREK
BT ADM RO ™ &

o NEIEBIERELITRIEN. RIBMERS], BHRBAINNAEMES ARS8, XEA EEIEERRERES
& (Uninterruptible Power Supply, UPS). M. TR AR AERAFEM#EE,

BERBERIT

RENIFLUBNEIBRRR KRS —, AIRER RERKNKIE, H B IOPS FBEMRESRENNAEER, HF
XAMRRA, LIS Session Recording Server AR EN&RARE. NEEANETR, FNEZRSHIK
HMERS BIARBERINERETINNERE, —BHIERENZURKIZTEN Session Recording Server B
BREM 50%, ERTEMNTEIT, NRARSISEEMBLE 5.0 Mbps, EERFKEMAREL 2.5 Mbps KIEEIETT.

FEFN AR

ENBERREERENL T EDREN, HEETFRIEREGLUAITER. TENBEREAE, 513K Session
Recording Agent @ AZRIETHREIREAEIRIRN, REIBIESIEILIXE Storage Manager, MEZEREBE .
BT REISCHRETER, BRESA USSR SIEFNRREE. B2, MRIELIXE| Storage Manager B9%#E
BiEg MSMQ #1789, EIENARIETARNHARN, EXMER TS EIRE, 5 MSMQ fRER, "JFHF LA
BRI RABIES A EMEBIEE S —FHI. HRENATUERXYE, EEESMNERREBESER, MR
SERHERT B E R B —INER TR, EHRABRIKATREREN. JUEEHEERRItERREMNAHEE.

RgAy Bt

Session Recording KIZFRMBEESIEMRE, HARELESIEUMEREINEIERE. #iFRLAPARNSRSS
B4 BT Session Recording RAMIGIHTHEXEE, NRREIRATEFAUEENIH, NEEFRHNRIER
&2, FHI ICA 2iEXS VDA BIMEREM AT RMERMIMEV N RMHNANEURTFE. JRAFUNAREIBNZIENER
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MR, BEUTEE, S USRS SEFT BERME 1% 3 5% Zial, #aiEii, MRRS\/AIUIEE 100 MR
Z4 Session Recording WAF, MREFTLUIEE 95—99 MHF:

o 64 (iR, % 8 GB RAM, EBITEAIEIRIERS VDA

+ FriafT Office £~ N ARFHIIRIE, Fl Outlook #1 Excel
o MR BVER SIRIRAIRERN

« FIERIEIYHE Session Recording SRERFHMMELE HITIEH

FHEPRERL, RESTHEFEURERAFTEE, /. I BENEREEAUZERT, S RSHBHA
PEEFRFAE, Waifmk, EmhnmRERSSE VDA i Session Recording AHHIMEERRE S, REIFEUR
M ICA £iE# R PiREY, AEREFET MSMQ %i%%) Session Recording Server, &5 S RIVEIEHRE.

ENEFERRHIRIENIER T, A Session Recording L&A R/NHF#H. MNRERITEREIRBRERS BT
A%, WAITEZRS S EZ2BRH. Mk Session Recording —#73%, BIMRNKIAEREUHEF Session
Recording Agent Et:+ Session Recording £ FE AL VDA it BHEARIERFISIEE. NMBFEREE
REIRIE, FENEPULEEE,

NEFLTE

SR LUNIE M %32 VDA EliEUk Session Recording Server IRHIKEHIENETE, —MESEMERNS LR
FHIXHFHANUK Session Recording Server EER S EIAHIEER, SAEENEERTRMIEEERN
ML mENEE. Windows HaEMTES TR (perfmon.exe) EEETUIMEREIA. B Session Recording $21£HI
R R 2 MR ERSIT . HHSTRTNEEHE, URIRAMAFMAKRND, TRERT —LRERNYE
BEITERES,

MEREXTR THERER R R WA

Citrix Session Recording Agent  Active Recording LHTEERE VDA L REINSIER.
Count

Citrix Session Recording Agent  Bytes read from the MA TR IEEIRRI R A HIEEY
Session Recording NFTE. BTFHRESRED VDA HiZAR
Driver S8 ERFINFERIEEMBRES.

Citrix Session Recording Active Recording 5 Citrix Session Recording

Storage Manager Count Agent i+#28£04, {8 Session

Recording Server Bgsh, #8mZail
AFBERSBRENRIES .
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MREXT R

Citrix Session Recording
Storage Manager

PEL =LA

MSMQ BA%!

MSMQ BA%!

RS

S

Session Recording Server &fF

A LSS (7 43%$F Session Recording Server B4 RIEMEMNBENT R, &

THERER R

Message bytes/sec

Disk Write Bytes/sec

Bytes in Queue

Message 1in Queue

Bytes Total/sec

% Processor Time

iR

FRrERFINSIENELE. TATH
7 Storage Manager IEfEMN2EE
BYREE, SR MSMQRETHEE,
Storage Manager £ ®i51T. Lk
&7 B F 157~ Storage Manager 9
RALIBRE,
ARFHEWEES HE, XXWFE
I Session Recording Server £
SR BRMIEEEE, Al LINERE
BOIREhERAIIERE,

AIATFH#E CitrixSmAudData B &
MFIRRENEIEE. WRILERS
BYEIRHERSTOIE AN, T MRILSEEIREY
REIEIERERRRE AT Storage
Manager A LIMEEIRAVIRE, It
THAEE I MR IR IB R A R RIS
FEEH-

KT PATIPRFTER" HEkEs,
BNEHBAEHE,
ATATEERANHTNE, UNR
REISIERERREIES, T
Session Recording Server LillZ
BY, MRS ETIRWE NBUERYE
x, SATNELEMIERER
Citrix Session Recording
Storage Manager

Message bytes/secit#ss
FZRSSLE. SNRMLEERE R FIL(E,
HEREHEB TP,
EfF#HTEM, BIfE CPU FXRTEE
BEARRERTR A0

ERMIER: dEY R (BIEmnes

PMRSBNADE) AT B (BIRMELRSEHR) . EREEA—MERN, ENEFHEURKHNRERSAIT R

Mo
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NE=

K& 4 Session Recording Server BY, EZEUTREME, URRTBMENREMLE. RAKBT IOPS,
IOPS AJ LM R MME B AN REFIBAERBNELE, AL, WELMMEMERBHHITRAZIFEETEN, X
F=14%8E Session Recording Server, EERAN CPU Xz CPU, BEMNEAESHMSHRENEL, BiNE
F3 64 {UAbI2ER5eHE, BHIEAER x86 RIRLRXAY, ZiUMERA 4 GB RAM, BIEMEZRNERE Az,

EAREE

BIERARET BHE, ERHKREKIER, 84 Session Recording Server 7] LUK EIM RER AT I~ R 14 89 PR Hlo
AIRERERMEAIMIRS B RAEARNER. TUERENITEN EREE% Session Recording Server, LU
Session Recording Server {ERf BT & IEIT. EUILEEEF, Session Recording Server B =/=(E IR
. BRAME, &% Session Recording Agent i5Ah R TEAHE D A TH28,

el

LR

100 Mbps BIMLE Ei%1E & 1% Session Recording Server, Gb MAMEZAfEiEmiae, BRSBMERSE
100 Mbps %689 10 {5, SSfrt, FHEMEHEE/N—L,

Haf® Session Recording R5RIRER ST ANEHRNE=FNARFHENEREN. BRERT, MEZHR
E AT Session Recording Server, MNRMEMBEWIELEMA, WMEHLER—FHENEENRESRART BHEN
F o

FhE

NHEMFEEFNRARRS BT BRENE—SREENAR, HESANHMENEREHR, BERSHNTELS, &
BREMERRAS RN, FES XTS5 NIEEMIFRENIEEE.

EER7EMEE RAID ¢ SAN L+,
AE:

ETEFXHRMIN (5190 SMB #1 NFS) 7£ NAS LSRRI eI REMR M~ £/, BERRMRA
BB R R ERE, FHHRITIENL A RIERBIERE.

NFAMEENFRE, TBHNEEREZREFAFIHEITFISR. EFEAFEFRISELSHEERERI L. ERAR
BB RS, HBRENRIETH, MEFTSFHYEBREIRETR. EIUMSNETINREEZREE AL
fE. BR, EESTHNBFRNEGESIBBIEEXRRE. NHREENXGRANTEYE, BERNEFHEETER
& B B,

BEEEEAAERN RAID FMEBRER. B1FS RAID L5108, EEBATHREMTRER, TREE TS RAID
LA R B MTEST Session Recording HIEREE,
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RAID 25!

RAID 0

RAID 1

RAID 3

RAID 5

RAID 10

sm AR TR
EEBRINEHE 2
EABRIONBERE 2

wEATBRENETE 3

HAHLFERENFHE 3

REEMFTE 4

AR

RHESHRELTR. &KX
AR RRIFFET,
RAID 0 2 —FH R AR
BE, BFFERHNRIE
X, HPHiEERRIRN
B BERIMESHMRER
Al Rt RE.
—MEERB LR,
LR A — A BB 5RAY
BRER. NEFESTTR
RIS BEGE B LLARIR TS

o

REEBFEMT RAIDS B
TRFENEE A\
RAID 3 7= AT Msasile
MEBNARERF. BT
Session Recording BF
XM AER, Eit, 583
Bi#ER RAID 3, B
FERo
BERREHESIREEEE,
BUFEES NEREA .
RAID 5 B2—eREFRE
W, BHTENMRER
18, FAFENIS
Session Recording £/
RAID 5, RAID 3 mTLAAZE
IR AFHITEE, BEEAN
HeEsiRS.

21 RAID 0 BYMERESRFE,
8% RAID 1 TR
gt Session
Recording £/ 55 HAR
R B0

RAID 0 #1 RAID 3 2R##EERM RAID 45, RAID 1 #1 RAID 5 2 7inE, BREINIT Session Recording &
Fo RAID 10 #seiefit 7 —LeHREMES, BN FHIMEERIH KR 5o
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RTEHBIREBFAL BN ML, IDE/ATA IRzh2sfMshaR USB B AEIREN B RIS A TE Session Recording H{EF,
FEMEIFETE SATA M SCSI Zjal, 5 SCSI IRzhgstEtt, SATA IRzh23LAERRIE MB iR T B MERIER,
B2, SCS|EmhasiztBirattae, HAERSBBEPER N, RSS2 RAID RS R EZHF SCSI Ropgs, BX
L SATA RAID P milfEtBr] o TEMHMEHRIXEhER mBIIAERY, 155 SRR Ies R E A H A 1 AE4F k.

BTESRFRFHTIRETRL SAAERETE, A, EH4NTELBESMEZEHTIRE. TaENREIF, £8
NI EERRE 5000 4 Outlook £iEALE#E 100 GB B9z 8, E77f% 10 RMRHARZA (BN 50000 M &
FIMRIEXH) , EFE 1000 GB (1 TB), @S FE1EF 4 MIBRIRR 54 2 BIAVREHARR, AT LAERET RS EMNE ST,
W 1 TB A= E A, WEtXNEREHRESEN, HREATEMERE[RIFE 700 GB £4, Fk 300 GB f£A
KITHEMNE HX, 7 Session Recording &, ICLDB SLAREFZIFXHHNEFEMBIIR. ENREREHIRR, &
AIURHEEESEENESIRREIEXRIZIT—R, BX% ICLDB sSMEMIFMMER, BRREEHEEICR.

fEAAMIRNSERFIEH BNER S EREABETREHBIFIRN SAN FHERAS R, ¥3TF Session Recording
Server, WARMY|RTRAZMIERNEE, SAN REMAES, EHTHEMRTIRHERN, SAN HLAGRLNEFER
%, SAN BEFMEERE, BIL@ERM iSCSl, iISCSI &4 LR SCSlover TCP/IP, B5IN GB LIAMELEK, 7
FeATiEE _ F R I,

HIEEAY R

&i%£%| Session Recording #IREMIIEER ), EARMEBENREFHESRENRFGXNTHE. REINSIEELS
MRS NBIRRHERD, BEERT, 8TMRENRIERELY 1 KB HuBETIE), BRIEFERA Session Recording
E4 AP BEEREMHBENTIRIER,

Microsoft SQL Server 2019.Microsoft SQL Server2017.Microsoft SQL Server 2016.Microsoft SQL Server
2014, Microsoft SQL Server 2012 #1 Microsoft SQL Server 2008 R2 &9 Express Edition frzi§kiEEA/\E
%19 10 GB, MEMRFIKIEANA 1 KB HE, ZEBIBEARFZAL 400 5 M=iE. Microsoft SQL Server HyHE
hRAS S B HEREAR/ RS, NI AHETERE. $BEPRIEREFTINES, BIHIBENMEREUSIEREENEE
TR A BEER 1T,

WMEEA@T Session Recording = API #TEENX, S1MRHNSIEEEROMUEESS: REBShINERM

N BPERIEERFINSIENER—. SHLERNER—. NRER Session Recording E AP| St xiEi#
ATEEX, RFINSITAHRASHBRER 155, ATHEERRERNIBERESET - HAB M ERER
5, FBEE LR BHBEATEIEEE, ZEMIEEM|, UET Session Recording i EER] LU S H it #iRE
(&4Z Citrix Virtual Apps and Desktops #iE7zfi&#kiERE) /R SQL Server LiE1T,

#NR Session Recording SEFEEHIBETRZHE L NRFINKIE, 1ERE Microsoft 33 SQL Server A &
MRS IR NB TR,

TR ARNEE

August 19, 2024
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AR

ZEdnHTHEERSBSIAMN, 15

USSR Rk

FHEIME BEPEE A H FEFE Azure HEE Session Recording

B T FRINAEREIREMEZE Citrix Session Recording # Citrix Session Recording iR, &1 Citrix
Tech Zone xx& POC #gm@: Citrix Session Recording.

A ATEINT Azure AD B9itE# £ %% Session Recording Server #1 Session Recording Agent, 7
HEH Azure AD 3285, ffE, HENRIHECE SMRIETIBBANRE, ATLHSEMIIAT Azure AD B9t ENE
21ER Azure AD BRI, A Citrix Virtual Apps and Desktops R#F2F %%t Session Recording
Server if, GUI 7421t Enable Azure AD support (E/A Azure AD %33%) &R,

ANEEUATERN:

LREZITR

1A Citrix fZ%% Windows A& MIhEEH%E TN

/A Citrix Virtual Apps and Desktops Z#EEF R Session Recording

BERE

£ SQL #URERRSS ER2E Session Recording #i&EE

F+4& Session Recording
EN% Session Recording

5 Citrix Analytics for Security s£5%

BEZIER

FHAREZ A, BRBUTIRPISE:

TR

HERBERES Session Recording AAFEiTEN.
FRESHENHHARECH L RENAGNBENREE
Ko

fEREM Citrix sk ZE38IA1E Citrix Virtual Apps and
Desktops T#UmEH F &~ ISO X, fRELEZ SO
Xz R4 DVD,

R TLS #hi%7E Session Recording A2 iali#{Ti@
5, BEENIFRPLRERIES,

73 Session Recording A REE(E A RIEBIMER,
BILAM Citrix 25 TE FEBHMER.
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= B

B2 & Citrix Director LIS H#E Session
Recording %%, HXFMEE, ESHECE Director
LUf#ER Session Recording Server,

o BITEERIBRHIREEIEE L BINAREFELS IR R GEF. NREELZBINAREFATHERNR
T, MXENAEFNRSIERZAIERSEMRIERE AR, Session RecordlngJIﬁ;EEJJ%H%'—EmFl
TANE— N ELGRARFELE, M 7.18 FRA&HFE, AILUERISKIEREIThEEERIEHEAEMERT B 5
FIFLEEERHIN=IE, LR UFEBR L 5 Eh RS 2 £ hRMIA, BXFMAER, BRRIERIE
il

« NREIFIER Machine Creation Services (MCS) =% Provisioning Services, i&#&—ME—H
QMId, REEETRSHREIBUBRER,

o SQL Server % TCP/IP. iz17 SQL Server Browser fz553H#H 2 A Windows S8,

o BEAHTTPS, &2 TLS/HTTPS BLB RS 2HEH.

o HRAHAFAFA > A > BPTFHAR C: \windows\Temp X#HEEEE AR,

(IX7E msi EENFEE) £/ Citrix FA%% Windows A&MINRENEN

ZfF Session Recording [E¥i517, &7
%% Session Recording Z#ifER LT Citrix HARENER Windows AEMINEESNERMH:

« InstallPrereqgsforSessionRecordingAdministration.psl

<#
.Synopsis
Installs Prereqs for Session Recording Administration
.Description
Supports Windows Server 2025, Windows Server 2022, Windows
Server 2019.
Install below windows feature on this machine:
-Application Development
-Security - Windows Authentication
-Management Tools - IIS 6 Management Compatibility
ITIS 6 Metabase Compatibility
ITS 6 WMI Compatibility
IIS 6 Scripting Tools
IIS 6 Management Console
-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.
#>
function AddFeatures(Sfeaturename)

{
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try

$feature=Get-WindowsFeature | ? {
$_.DisplayName -eq Sfeaturename -or $_.Name -eq $featurename }

Add-WindowsFeature $feature

}
catch
{
Write-Host "Addition of Windows feature $featurename
failed"
Exit 1
}

Write-Host "Addition of Windows feature $featurename
succeeded"

$system= gwmi win32_operatingSystem | select name

if (-not (($system -Like 'xMicrosoft Windows Server 2025%') -or (
$system -Like '*Microsoft Windows Server 2022x') -or (S$system
-Like 'xMicrosoft Windows Server 2019x')))

{
Write-Host("This is not a supported server platform.
Installation aborted.")
Exit
}

# Start to 1install Windows feature
Import-Module ServerManager

AddFeatures('Web-Asp-Net45') #ASP.NET 4.5
AddFeatures('Web-Mgmt-Console') #IIS Management Console
AddFeatures('Web-Windows-Auth') # Windows Authentication
AddFeatures('Web-Metabase') #IIS 6 Metabase Compatibility
AddFeatures('Web-WMI') #IIS 6 WMI Compatibility
AddFeatures('Web-Lgcy-Scripting')#IIS 6 Scripting Tools
if (($system -Like '*Microsoft Windows Server 2022x') -or (
$system -Like 'xMicrosoft Windows Server 2019x%'))

{

AddFeatures('Web-Lgcy-Mgmt-Console') #IIS 6 Management
Console
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AddFeatures ('MSMQ-HTTP-Support') #MSMQ HTTP Support
AddFeatures('web-websockets') #IIS Web Sockets
AddFeatures('NET-WCF-HTTP-Activation45') #http activate

+ InstallPrereqsforSessionRecordingAgent.psl

<#
.Synopsis
Installs Prereqgs for Session Recording Agent
.Description
Supports Windows Server 2025, Windows Server 2022, Windows
Server 2019, windows 11, and Windows 10.
Install below windows feature on this machine:
-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.

#>
function AddFeatures($featurename)
{

try

{

$feature=Get-WindowsFeature | ? {
$_.DisplayName -eq Sfeaturename -or $_.Name -eq $featurename }

Add-WindowsFeature $feature

}
catch
{
Write-Host "Addition of Windows feature $featurename
failed"
Exit 1
}

Write-Host "Addition of Windows feature $featurename
succeeded"

# Start to install Windows feature
$system= gwmi win32_operatingSystem | select name

if (-not (($system -Like 'xMicrosoft Windows Server 2025x') -or (
$system -Like '*Microsoft Windows Server 2022x') -or (S$system
-Like 'xMicrosoft Windows Server 2019%') -or ($system -Like 'x

Microsoft Windows 11*') -or ($system -Like 'xMicrosoft Windows
10%')))

Write-Host("This 1is not a supported platform. Installation
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aborted.")
Exit

if ($system -Like 'xMicrosoft Windows Serverx')

{
Import-Module ServerManager
AddFeatures('MSMQ') #Message Queuing
AddFeatures ('MSMQ-HTTP-Support')#MSMQ HTTP Support
+
else
{
try
{
dism /online /enable-feature /featurename:MSMQ-HTTP /all
}
catch
{
Write-Host "Addition of Windows feature MSMQ HTTP Support
failed"
Exit 1
}
write-Host "Addition of Windows feature MSMQ HTTP Support
succeeded"
+

Ex# Windows ABMINEEXNEIN, ERMUTIE:
1. 7Eit%IR% Session Recording Administration A#EYiTEM L :
a) HafR1E PowerShell &, ¥#175E&I&E % RemoteSigned SRR,

Set-ExecutionPolicy RemoteSigned

b) UEBRBMEIMSIETA, RGBT powershell.exe -file InstallPrereqsforSessionRe

.psl&%,
LR B R ERIANINRITNEE, AEREL.
C) MIAIETTE, BSUIRBRATMBERIFRITRIZSE N IERNE.
2. 1EitRI%%E Session Recording Agent (A9 EMN L :

a) HR7E PowerShell d1, ¥#1T5KIZE S RemoteSigned AR,
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Set-ExecutionPolicy RemoteSigned
b) UEBBREMNEGSRTN,AGEE!Tpowershell.exe —-file InstallPrereqsforSessionRe
.psl@&<,
AR 2 RE RN, REREL,
C) MAETE, BESXRBARBEBHITRISEE NIERIE,

&/ Citrix Virtual Apps and Desktops Ziti2F %% Session Recording
AR

ARSI 2 MRS 28 LR % Session Recording Administration. Session Recording Agent #l
Session Recording Player 4,

Session Recording Administration A 3% Session Recording #kigF. Session Recording Server
1 Session Recording HEgizH &, T—ARSH/ LREMBEXEAGEATHRIRIE. B2, RINBNEE
BIRAARSS 28 £ R4 Session Recording HEgiEHI &, HES— & HMAIRS 2R LR % Session Recording
Server, B G HEM Session Recording HuBEA M-

]

%4 Session Recording Server A BEIRE Session Recording Web #7k23,

# % Session Recording Administration 4A{F
Z % Session Recording Agent

%%t Session Recording Player

%% Session Recording Administration 4
AR

EZA7T TLS 1.0 B.NET Framework fR&2F 4.6 # Windows Server %% Session Recording &2
A2ZE, BRBRUATSER:

1. LEFMATF SQL Server B9 Microsoft OLE DB Driver,
=

2. & HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4
.0.30319 FM KM T, H SchUseStrongCrypto DWORD (32 i) {& # % & ¥ &
REN L

3. &HE5h Windows Server,

BXIFMEER, B2 Transport Layer Security (TLS) best practices with the NET Framework (.NET
Framework iyfEiaRE L 2% (TLS) RAEMUE)
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Session Recording Administration 48 4 & 1% Session Recording #{iE . Session Recording Server #
Session Recording SRE&IZHI &, AILUEREIEARS 28 R EMA M,

TR 1. THERRGHBHRS

1. EREH Citrix tkP &A1 Citrix Virtual Apps and Desktops THEmmEH FH~m ISO X, fRESRZ
ISO -z zIRiZXXH# DVD,

2. FRASHEERK,, ERBEAHEFBRE Session Recording Administration HA#RIITEN. EIREhESPIE
A DVD £ ISO X, MNRLZEERFFRBNEE, BEWE AutoSelect [ AIZF L MRS,
PR B RER S

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DESktOpS Deliver applications and desktops

Cancel

cifrix

TR 2EFBERENS R

B SEEHM AL %% Citrix Virtual Apps ¢ Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windows Sing|

Install this agent to deliver applications and d
single-session OS virtual machines or physica

Extend Deployment

Citrix Studio i Session Recording

$ 1% 3:1%4% Session Recording

%% Session Recording £ 8.
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Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

TR 4 FEFHHER Y
ERHEFAITYTE L, FERFHRRFANN, RARREET 5,

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the end-user customer (
the providing Citrix entity (the applicable providing entity is hereinafter ref
"CITRIX"). This AGREEMENT includes the Data Processing Agreement,
Services Security Exhibit and any other documents incorporated herein by refe
location of receipt of the Citrix product (hereinafter "PRODUCT") and n
(hereinafter "MAINTENANCE") determines the providing entity as identifie
www.eitrix.com/buy/licensing/citrix-providing-entities.html. BY INSTALLIN(
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGE
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in ar
order or any other document submitted by you shall in any way modify or
terms and conditions contained in this AGREEMENT. This AGREEMENT doe
to third party products sold by Citrix, which shall be subject to the terms of the
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive
I have heard, understand, and accept the terms of the license agreement. This o
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back
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Citrix Virtual Desktops 7 Core Components

v Licensing Agreement

Core Components Location: C:\Program Fils
Eeatues Component (Select all)
Database and Server

Session Recording Administration

Administrater Logging

v
Summary
Install
Einish Ee;sion Recording Agent _ . .
his compenent cannot be installed on this machine,
Session Recording Player
e Install the Session Recording Player on the Session Recording &

workstations in the domain for users who view session record

Back
SRS ERETENAGRETEME
EROASTIE L

o (IE: BABERT, ArRERE C:\Program Files\Citrix . ZZAIBERATAZHIBE, EALIEEATE
XREME,

o A BIMERT, IURENARZHNAEERETKEFH, RREFNRERERIFRERAL
KRIERIERFA LETT. ERAIF Session Recording Administration A#REEZXIFRERSK L. EA
¥ Session Recording Agent (R&L#£EERET VDA BWiHEN L, MRELEIRARE VDA HiHEN LR
Session Recording Agent, Session Recording Agent :ETUEFR A A,

1%&#% Session Recording Administration F&&HT—%,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features
¥ Licensing Agreement Feature (Select all)
v Core Components . . .
. Session Recording Policy Console
Features Citrix Session Recording Policy Console
Database and Server
= = , Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Management.
Summary
Session Recording Administrator Logging
Install L Administrator ng captures Session Recording Server configuration chang
Finish recording activities to the Session Recording Database
. Session Recording Database
Citrix Session Recording Database

Back I Next l
PR 6 EFRELENINEE

EThEERmE L

o BIAMBERT, FILREMNIIAESANAE SREREER, T—ARSHE L LEMEXLERSFERTHSIIE.
SHFAREFINE, BERMAVARS 28 ER4E Session Recording JKESiEHIG, TR —SRMAARSSE LRE
Session Recording Server. &5 HEIZRMEIERE,

+ Session Recording 5 AEIZRE Session Recording Server BIRIEFINEE, #ik#R Session Record-
ing Server, ARG &E%F Session Recording B R HEIZR. Session Recording $iiEFE=E Session
Recording Server f@4 & FIhkE. %3 Session Recording Server #1720, W= EEIERE Session
Recording ¥R, TREBUHIEZ,
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Citrix Virtual Apps and Desktops 7

Features

Feature (Select all)

ompa

Session Recording Policy Console
Features Citrix Session Reco g P Console
Summary
Install Session Recording Server
Citrix Session Recording Broker and Storage Management
Finish

Back Cancel
Citrix Virtual Apps and Desktops 7
Features
icen
Feature (Select all)
Features
Database ang Server
Summarny v Session Recording Server
’ Citrix Session Recording Broker and Storage Management

Install
Finish Session

ing Administrator L

uration changes and
recording

& Session Recording Database

Citrix Session Recording Database

e =
Back Next Cancel

 WRMEEEF Session Recording Server, Ea%&# Session Recording Web ks,
o ERHREDRERE, BEER—RSHBLAMINE, REEER msi NG, TEBRETERERER.
+ Session Recording Server

Session Recording Server 2 & U THRMARS2S:

- Broker, IS 6.0+ {£&# Web MAEEF, EEUTHE:
* SbIEskE Session Recording Player #1 Web 1B 23 a0iE RE WM T HIER,
* SbIERE Session Recording SREEITHI & BUSREREIEIER,

* FEEA Citrix Virtual Apps and Desktops = Citrix DaaS (L{gi#r Citrix Virtual Apps
and Desktops fRS) RIEHIFHIHES,
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- Storage Manager. EEME NS T Session Recording i VDA #ZUIEIF R HIRIEHH Windows
RS0

- BEERAABEICR. B Session Recording Server —@RENLEFAY, ATICREEE. RIAER
T, FiE BEIEREBUREEMER R CitrixSessionRecordinglLogging #y&3h SQL Server £iEE
B, AT LLE TE X EIEE B R

+ Session Recording #iEZE

- Session Recording #iBERZ LIRHEIBE, ERARETERIEAEMEE Microsoft SQL Server
LHIFFREHIREMA M, Session Recording Z#EF Microsoft SQL Server ¥ =##uiRE= a1 A
MRRRFR. BXFAER, FSANEES AL,

- ERIUTEL T = SQL $uERERRSS L &4 Session Recording $¥iERE:

*

Azure SQL #iERE

Azure SQL £& 3

Azure E##1 (VM) B9 SQL Server
AWS RDS

Google Cloud SQL Server

*

*

*

*

Session Recording #k#EZF1 Microsoft SQL Server (WEEEE G U T =fhA:

- ZE 1: ER—&ITEN _ERE Session Recording Server #1 Session Recording #ERE, fEinigit
BH_E %% Microsoft SQL Server, (%)
- EE 2: ER—AITEMN &% Session Recording Server. Session Recording #k#E2Z# Microsoft
SQL Server, (F#E#E)

» Session Recording EE2RAETICH

BITEWNE R —#E %% Session Recording B 5 HEIZRH Session Recording Server, MRER#E
ZERAEEARSIERYE, JUEEEMNTE AR, B, NREEFRINEFRLELIIE, BF
BLUGHRIM, REEER SessionRecordingAdministrationx64.msi FapARNLEINEE,

» Session Recording FB&i=HIA

A LUER Session Recording SR IEHI & BLE 55ES,

$ 1% 6.1: R Session Recording Server. #IEEMEEREHEICR WMaiFTR, Session Recording $¥iEE=
Session Recording Server B & FIhaE, BATRIERRE Session Recording B &R BEIZ R Session
Recording Server, Fit, &HBHABTFESEER—EITEN LREX=T4AM

1. EIRETNE L, %% Session Recording Server 71 Session Recording 25 HEIDR. %% Session
Recording Server /5, th=Eznhi%#E Session Recording #iEE. B T—%,
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Session Recording 2407

Citrix Virtual Apps and Desktops 7

Features

Feature (Select all)

Session Recordin
Features = . o

Citrix Session Re
Database ang Server
"l - Session Recording Server
Summary v ¢ .

K Citrix Session Recording Broker and Storage Management

Install
Finish Session Recording Administrator Logging

Admir r Logging captures Session Rec. ver configuration changes and

to the Session Recording Daf
7 Session Recording Database

Citrix Session Recording Database

Back Next Cancel |

2. EHIEENRSSEENEL, 5% Session Recording #iEERISIHIZMAEIEEZ, RIEZESA SQL
Server %{ﬁgﬁiﬁ) %E%EE—F_ﬁo

Citrix Virtual Apps and Desktops 7
Database and Server Configuration

Specify the instance name and database name of the Session Recording Database.

Configuration
Features

Database and Server Enable SQL Server authentication

Administrator Logging Instance name:

Summary o
Install
Finish Database name:

CitrixSessionRecording | )

Back Cancel

SRR S SRECE DI £

« Enable SQL Server authentication (=8 SQL Server B4I83iF) : X &R SQL Server
BHIEERE Session Recording #iEREE,
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Citrix Virtual Apps and Desktops 7
Database and Server Configuration

Specify the instance name and database name of the Session Recording Database.,

Configuration

Database and Server Enable SQL Server authentication
Administrator Logging Instance name
ST [ Example: \SQLEXPRESS computer-name)\SQLEXPRESS, computer-name |@
Install
Finish Database name:
‘CIt!VXSESS\OnReCDdeg ‘ o

SQL user name:

I 1 e

SQL password: Show password

K

73;}( ] i Cancel |

o LHIBFR: MREIBELFIRZanREMF, MWREEMER SQL Server WitBEH B, MREESETHISE
RIS pleE, EER computer-name\instance-name fEASIBESLFIRZ . BHEFEHRNR
SRIFRIR, 1EE SQL Server £iz17 select @@servername, ;& [E1E A EHREIEESSHIZ T,
R SQL Server EEAMIFEEX KA (MIEBIAKO 1433), HELAIZEFIZFRMM—MESE
RBEEXMITERECO. M, EXRFIZFXAEEFRN DXSBC-SRD 1,2433, HFES/FEM 2433
RN EE X EEH .

o BUBER: THIBERMXAETRANEEXIIBERR, HEEAXSEFEGNRINEUBEST.
SHEMNEZEMAS SQL Server SLHIRNEZE UM EIRESZ VG W,

=,
AR

Session Recording Server BN L EE A HTTPS/TLS KRB E L 2. MR TE Session
Recording Server B2k Internet Information Services (11S) ik EEE TLS, N1ERA
HTTP, Altk, 1E7E IS BIBIEH & i@id 1T LA TRIEBUHERE SSL: $A1%) Session Recording
Broker ufis=, #TFF SSLi&E, HEUHEFEX SSL Si%iE,

BE:

BEXBIBEZMBANEE A-Z, a-z. 0-9 FMTRI%, HEFEEET 123 N F/.

A" SQL Server 52189 securityadmin 1 dbcreator [RSEZ 233 A EMNIR, NRIGHXLENR,
f&ar L

- ERBIEEEERANSELTENR. RETHRE, MFABEE securityadmin 71 dbcreator &5
BABKIRT, AIUR2MER.

- &, EE A Citrix Virtual Apps and Desktops I1ISO L/ \x64\Session Recording T#y
SessionRecordingAdministrationx64.msi B4, 7 msi R&EHE, KER—PIIEE, &
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TR AR securityadmin 71 dbcreator RSB A GNRNKIEESIERNER, BBNER
HER, AEREHEUSSERE,

R #5611 Session Recording ##EE, # 7N Session Recording Server 893+ B #l ik
db_owner.,

3. ZEEASREREENEL, EEEEASERENEE.,

Citrix Virtual Desktops 7 Administrator Logging Configuration

Specify Session Recording logging configuration

Configuration

The Administrator Logging database is installed on the SQL Server instance:
Database and Server

v
Administrator Logging
Summary Administrator Logging database name:
Install CitrixSessionRecordinglogging v
Finish

Test connection...

v  Ensble Administrator Logging
This option enables the Session Recording Administrator Logging service,

v Enable mandatory blocking
This option blocks policy and server property changes if logging fails.

Back | [RELCSR [ Concel

TEEHTICREENE L

- EEATIERBIEERET SQL Server 2| b: kX AERATHKE, EEHSIEREIEER SQL
Server S5 Z#RE B oh MIETEEHE A BR 53 23 EC & DUE L 5 N\ BYSE IR AR P 4TERAY,

s EEGHSIERHIBEERF: ERE Session Recording EERHEICRINEE, BHELXAIE

TRANEERASERBEENBEEXHEERN, XEFEAXKEFETNRIAKIEERT
CitrixSessionRecordingLogging.

=

=

EEFASIERIIEESMUASE E—TIIEENRS BERE LNEIEE ST AERIREN
Session Recording #iEEZMHAE.

« BAEERASERBIEEFERTE, fENEHERNLSEERBTICREEENERE,
- BREEATIER: MAMERT, BREEETIERYEE. FJLUEBIBUEETENEIRERR %I,

o BRGREIFELE: BUABER T BAEGELE. MRATIERKM, NeJsESEIEIERINEE, AT LUETEUHE
HhAE R S EAE SR FR SR IR LE

BET—PRERE,
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4. BRUETHAINLE,

Citrix Virtual Apps and Desktops 7

Summary
M cenaualiiqreEment Review the prerequisites and confirm the components you want to install.
v Core Components

Installation directory
+ Features

Wt . C:\Program Files\Citrix
Database and Serve

SR 4 Prerequisites
+ Administrator Logging

Microsoft Message Queuing

Summary
Core Components
Install
Session Recording Administration
Finish

Features

Session Recording Server
Session Recording Administrator Logging
Session Recording Database

RENE LR EREMHMERELE, ATUEHEREROEZFNREASREHSHITEN, HRHEREUFIERR,

5. "H%RE,

Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

¥ Core Companents
Core Components
+" Features

v Session Recording Administration Installed
«" Database and Server Post Install
 Summary v Compaonent Initialization Initialized
«" Install
Finish

i

d

SERL KA TUH L B R R BEEITICHFTA ERII R BN G UL ETAA N,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 49



Session Recording 2407

B EH5ERSEM Session Recording Server. #iEFEMEERERHEIRNRE,

S 6.2: =i Session Recording HBEiEHIE ER# Session Recording EITHIE, BRAUTHE:

1. EIhEETTE L, %% Session Recording i iEHI A HBET—%,

Citrix Virtual Apps and Desktops 7
Features
Feature (Select all)
omponents

Session Recording Policy Console

Features ¢ Caccinn Rec o Policy Co
trix Session Recording P
Summary
Install Session Recording Server
o Citrix Session Recording Broker and Storage Management
Finish
Back. Cancel

2. BEELETHRIARE,
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Citrix Virtual Desktops 7

# licensing Agreement
+ Core Components
+" Features

Summary

Install

Finish

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory

C\Program Files\Citrix
Core Components

Session Recording Administration
Features

Session Recording Policy Console

) I (G ]

RENE LR EREMMEREEE, FTUREHREREZZFNRASIEHHITEN, HRHEREUFIERR,

3. ERRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Success

¥ Core Components
Core Components

+ Features + Session Recording Administration Installed

Y oummany Post Install

" Install + Component Initialization Initialized
Finish

—

FERRETTE L B RHHEERIMCHNFE ER R EMAA KRN S ETAL,
B EH5SERLSER Session Recording SRBgITHI & IR,

$18 7. %% Broker_PowerShellSnapin_x64.msi
5E:

Z{FF Session Recording HB&iEH| & , 15 F 5% % Broker PowerShell €& 7t (Broker_PowerShellSnapIn_x6
.msi), i& 7 Citrix Virtual Apps and Desktops ISO (\x64\Citrix Desktop Delivery
Controller) zIZEESE T, AERBRPHTRE, BN, SSHHMEIR.

%% Session Recording Agent

Session Recording Agent RREEEATLRIERIFRATRERFRIERANS N VDA LHAH, BFEARS.
ARREISIELIE,

FR1 THEFRREHBHAS FAFSHEERRKF, BREEHPRE Session Recording Agent Bt Eilo
TEIREhER BN DVD 333 ISO X, MRBREFARBRL, ENE AutoSelect [ B2FIRH IR,

PR BRI RER S,
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Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TE2EEBRENTR
B BB TFA %3 Citrix Virtual Apps = Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Bxtend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunty bulletins, and troubleshooting guides.

# 1% 3:3%4% Session Recording

%&$% Session Recording &8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Finish

TR 4 FEFHHERF DY

ERHEFAIYTE £, FERFHRREANN, RARRET—F

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This iz a legal agreement ("AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/QE. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software insi
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

| Back | (
== | L
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Citrix Virtual Desktops 7 Core Components

+ Licensing Agreement

Core Components

Agent O

Summary
Install

Finish

TS ERERENAURREME
%% Session Recording Agent F&2+TF—%,

Location: C:\Program Fils
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
The Session Recording Agent must be installed on the VDA or'
you want to record sessions.

Session Recording Player
Install the Session Recording Player on the Session Recording 5
workstations in the domain for users whe view session recordir
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Citrix Virtual Desktops 7 Agent Configuration
¥ Licensing Agreement Configuration

S =
ore Components . i
Lol Session Recording Server name:

Agent T 1
Surmmary
Install MNote: Enter information for connecting to the Session Recording Server. You can medify
such information later in the Session Recording Agent Properties,
Finish
Protocal:
| HTTPS ~
Port
-1
443

Back | | Canc
SR 6 IEERERE
ERERENE L, TRUTIRE:
+ K% T Session Recording Server Bit EH B+ BB, LUK A FEHEE Session Recording

Server BHYAIIROEB. MREKRZE Session Recording, LUSTILLTE Session Recording Agent
BEPERULEES,

o WMMREBMEMANT Azure AD #9i+EH1 %% Session Recording Agent, %1% Enable Azure AD support
(BF Azure AD %45). ET2B M Azure AD #RiR% 1, UMEM ZIRFLE E AR Session Recording
5, BERMUTSR, ARENHBD VDA:

AR

Azure AD ZIFR—INTR M ARINEE. ©IEAT Session Recording s 2402 RE &R,

T ARINBERTBER ST AL, BIFEIREFIMEPER, Citrix RAZIFRI T INEEH & I Y[R E
RIS,

- WA LUfER MSI 72T Azure AD #9381 £ R4 Session Recording Server, 1£ MS| Z#HAiE
1%4% Enable Azure AD support (FEF Azure AD i3),

- ¥ Citrix Cloud i##£3) Azure AD,

- B3 ‘SEBEE REMNIH, BEHE Preview features (FiishRINAE) 264 THY SessionRecord-
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ingSupportAAD 71 Send User Identity Info In Prepare Session (EE&&iEH&ZAF %
=8) Fx, Bipln “RERE” REMEDR, BRMUTIER:

1. &= Citrix Cloud,
2. TELANFSEG, EEREFHMNRS > DaasS, RIMERT, BET “RERE” REMNET.

=

=
LZREFNNEZDREFERS, EAZF “HTTPSFZE TLS 1.2” MNIER, MREEXMWER TERALERE
P, MHEESIRW, BERMURRAY, FREE T —IRERE, XAFZMEBNINEIET.

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

v Core Components . .
Installation directory

+ Agent . .
C:\Program Files\Citrix
Summary
Core Components
Install . -
L5 Session Recording Agent
Finish

[ e )

SRT . EELETHRIARE
WENH BB REARERE, aTURERERERZAIMNASHEHHITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Succes:

v Core Components
Core Components

¥ Agent + Session Recording Agent Installed

v Summary Post Install

¢ Install v Component Initialization Initialized
Fimish

T8 ERRE
FERRENE £ B RHREERITICHFNE EMNREME L ETMA LT,
B FESERIUSER Session Recording Agent B9%R4E,

AR

318 Machine Creation Services (MCS) g Citrix Provisioning { /8 & B 23 Microsoft JEEBA
5] (MSMQ) 81T %4 VDA, XLt VDA EG+ERN QMId, BRI QMId FIEES S MR, flan:

o BPEER T REWNN, WEIRTERBRIE
« Session Recording Server Al R EIRIETHES, Eit, RIEFTAIRLLTFEDRS.
fRR7E . 8 VDA gIE— 1 E—p9 QMId, HEREBE S EM.

MRLET Session Recording Agent MR RIFIRIER Y VDA REMSKEEX TERA PVS 7.7 AESARA
UK MCS 7.9 AERSRRACIER, NEFHITEMEIMIMRNE; B, EIEERE, VDA BRI A BRI A
g aE EHIFRE EEE A AR,

SFFiEid MCS o PVS QIEEMNZ 2iER1ER S VDA UIKBENERF T HNREFREENNERIFIRERA
VDA, i&fER GenRandomQMID.psl iz ZAEEITER QMId, FENBEREIERR, UWHRERFE
RERZAEEETEBH VDA,
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Z{FH GenRandomQMID.ps1 fiizx, iEHITIUATiRMkE:

1.

#afR1€ PowerShell /7, $H175BEI&E S RemoteSigned = <R,

Set-ExecutionPolicy RemoteSigned

2. SIE—UURAESHERRBHINRE—ME&REE, AR PVS 3 MCS EMEITEM L&@:d SYSTEM #k

3.

FiE1T,
Bz LRI BMES.

powershell .exe -file C:\\GenRandomQMID.psl

GenRandomQMID.ps1 flAryEEI T :

1. AGERRE-RMIR LA060 QMId.
2. % SysPrep = 1 i 1% HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\

Parameters,

. =IEMEXIARE, B83F CitrixSmAudAgent i1 MSMQ,

4. BEMKEN QMId, BERHZATEFLEMRS.

75 GENRANDOMQMID.PS1:

1

# MEM RSP MBIE QUId # & MSMQ 2 E SysPrep # &

Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters)
MachineCache -Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -
Name "SysPrep" -Type DWord -Value 1

6

7TO# REEXRS

8

9 $depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

10

11 # & # B sh MSMQ L 3% BX # QMId

12

13 Restart-Service -force MSMQ

14

15 # B xRS

16

17 4if ($depServices -ne Snull) {

18

19

20 foreach (S$depService in $depServices) {

21

22

23 $startMode = Get-WmiObject win32_service -filter "NAME = 'S
($depService.Name)'" | Select -Property StartMode

24
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if (SstartMode.StartMode -eq "Auto") {

Start-Service S$depService.Name

%% Session Recording Player

Session Recording Player @ — 1A F R &, &AM ITEESR)ZA@UERRENORIEXH. 7£ Session
Recording Server siigiFriy TFik %4 Session Recording Player.

e

« R4 Session Recording Server A& BzIZR%E Session Recording Web #7128,

« 7£%R4% Session Recording Player Z&igiz /g, ®#% 7 VC_redist.x86.exe 1 Microsoft Visual
C++ AIBRITH R, &rILLE Citrix Virtual Apps and Desktops ISO # \Support\VcRedist T

Bz,

]

$EL THEGRREHRDRS ERAMEERKF, BREMEHPRE Session Recording Player Af#yit
Bl EIREhRHIEAN DVD 5 1ISO XX, MRLREEFARERD, FWE AutoSelect N ATEFEHAIIKED
2o

PR B ERER S,
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Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TE2EEBRENTR
B BB TFA %3 Citrix Virtual Apps = Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunity bulletins, and troubleshooting guides.

$ 1% 3:1%4% Session Recording

%% Session Recording %8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

Software License Agreement

Prin

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This iz a legal agreement ("AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/QE. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software insi
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

| Back | F
FRB 4 FREFEZ IR Y
ERGFI AL, RS, RARRET—D.
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Summary
Install

Finish

SRS EFERENAGRREME
%% Session Recording Player H®+TF—%,

Core Components

Location: C:\Program Fil
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
This component cannot be installed on this machine.

Session Recording Player
Install the Session Recording Player on the Session Recording ¢
workstations in the domain for users who view session recordir
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Citrix Virtual Desktops 7

# Licensing Agreement
¥ Core Components
Summary
Install

Finish

PR 6. BERELETHMINGE

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory
CAProgram Files\Citrix
Core Components

Session Recording Player

o)

WENH LS EREARERE, aTURERERERZFIMNASHEHH#ITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation
# licensing Agreement The installation completed successfully. v Success
¥ Core Components
Core Components
N HIHIEHEY: + Session Recording Player Installed
ol Post Install
Finish Component Initialization Initialized

e~

PET TRRE
FTEMREIH L B RHFEERTCHAE BRI REM IR RIS ETMA M.
B H5Em LU5ER Session Recording Player &,

BohRE

Session Recording MM IR AL .

Session Recording Administration A8 BchZRE

ERPEMHSRE—A5EA Session Recording Administration A% i1, UTE—HLARE—HTEN
Session Recording Administration 44, HEIBR—HEXH, BFHRAREES.

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="C1itrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /lxvx "yourinstallationlog"
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msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" SERVICEKEYAUTHENABLE="1" /q /1
*vx "c:\WithLogging.log"

P =W

a] L 7 Citrix Virtual Apps and Desktops ISO E # \x64\Session Recording T # %l
SessionRecordingAdministrationx64.msi X,

Hrh:

« ADDLOCAL 1Rt EIEFMTIAE, EAILUEE S ML, SsRecServer 3 Session Recording Server,
PolicyConsole 3 Session Recording &B&izHI&. SsRecLogging HEE R BEIDRIEE, StorageData-
base # Session Recording #k#EE. Session Recording EE & HEIZRE Session Recording Server
HIENEFINAE, ti%#R Session Recording Server, SR &Ei%#F Session Recording B2 R HEIEZR.

« DATABASEINSTANCE 3 Session Recording #EZER LI &R, F0, MREFEHHZ Azure SQL #
&Efl, WA . \SQLEXPRESS,computer—-name\SQLEXPRESS,computer-name & tcp:
srt-sql-support.public.ca7b16b60789.database.windows.net,3342,

+ DATABASENAME 7y Session Recording #iEREHEIEES 7o

+ LOGGINGDATABASENAME » &G BFICREIBENET,

« AZURESQLSERVICESUPPORT fE RS2 a SQL. EfEA= SQL, BHHIREN 1.

+ DATABASEUSER 7 Session Recording Server Bit&#HikF,

+ AZUREUSERNAME 2= SQL B R &,

« AZUREPASSWORD 3= SQL EERZ,

+ SERVICEKEYAUTHENABLE 7£ Session Recording Agent 5 Session Recording Server 2 a2 B iR
SERFHWIE, NHEBERA Azure AD XERAFEISE, HEKFTGHIRERN 1. BN, B725MIL
=¥,

o |q EEERTER.

o [PviEEEAENATIZR.

« yourinstallationlog %% HE XA B,

B2 T 5E Session Recording Server & EasEBEMIBHBEHRLLET Session Recording #iiE
EMEEREEREEE, NFLHEER, EUWETUEER SessionRecordingAdministrationx64.msi &
Session Recording Administration A#BMFMITIIBEIRZE, AIUEIREME, UEEFSHMITEN LER
#8%& Session Recording Server, fEfEMERIEBIRITEN EEE Session Recording Server i&, ES&ITEN
EET— e UERTIIA Session Recording #iEEMEE A TIZREUEE. LWEMEZIFHETHE, RAR
EMELD T ARFEIRNBERM,. SRERT2M%TE, SEUTHER:

1. EESSRFETENTUTAINHS:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 68



Session Recording 2407

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="sqglnotexists" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

It
#

=

SRR Session Recording Administration 44, MEFEEMNIRS Session Recording ¥iERE
B AEICREUBEREE,

3

% IGNOREDBCHECK £#1i8 &% True, 3% DATABASEINSTANCE. DATABASENAME #1 LOGGING-
DATABASENAME &R REHLE.

2. ERITIRERNITEN LR T,
3. BEmEIEDE Mt EILUEE Session Recording Server,
4. EEAUENL, BITEMTFUTHLNGHS:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce

ATE \Citrix\SessionRecording\Server\bin\ &% SsRecUtils.exe X}, 1§
EEEIGE DATABASEINSTANCE. DATABASENAME 71 LOGGINGDATABASENAME &%,

E0%; Session Recording Administration AEHEZEIEE 1R KEEPDB & &% True, MTEEZ Session
Recording Administration A8, WU TFa<$IERE Session Recording $#iBEMEE AL ICREUEE:

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"

Session Recording Player 71 Web E# 2B mRE

B, UTH$951%%E Session Recording Player #1 Web k28,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
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AR

& 7] L 1£ Citrix Virtual Apps and Desktops ISO £ # \x86\Session Recording T # %I
SessionRecordingPlayer.msi,

al L 72 Citrix Virtual Apps and Desktops ISO E # \x64\Session Recording T # %l
SessionRecordingWebPlayer.ms1,

Hrh:

s [qEEELRTER,
o [VIEEFAERATIER.
« yourinstallationlog A& EREXHHIIE,

Session Recording Agent Ezh&R%E I, LI Fa&< %% Session Recording Agent H#8IE— BB,
BTRREEER
msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername
SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

SESSIONRECORDINGAUTHENTICATION="Citrix Cloud" SESSIONRECORDINGRPC="
Websocket" SESSIONRECORDINGIDP="IDP"

AR

7] L £ Citrix Virtual Apps and Desktops ISO E # \x64\Session Recording T # %
SessionRecordingAgentx64.ms1,

Hrh:

+ yourservername 215 NetBIOS Z#5it% Session Recording Server #9itE 14 FQDN, #KIEE,
M tk{ERX A% localhost,

« yourbrokerprotocol 5 Session Recording Agent 5 Session Recording Broker #173&{583 £ 8
HTTP 8t HTTPS, fNRKIEE, MUILEERINA HTTPS,

« yourbrokerport 7 Session Recording Agent B F5 Session Recording Broker @fsMis05. %k
8%, MIEBIAAT, MimiER Session Recording Agent FERFEMIXMIZRINERAS: FF HTTP fEH
80, X¥F HTTPS {EH 443,

+ SESSIONRECORDINGAUTHENTICATION 2 Session Recording Agent 5 Session Recording
Server ZEMFHIIELRE, REEMESA Azure AD ZIFRATELSH, ESA Azure AD 3%, 1R
BB HIEE R Citrix Cloud.

+ SESSIONRECORDINGRPC 2 Session Recording Agent 5 Session Recording Server 2 @@= 75
Eo REBEMBA Azure AD X FNAFTERSH. ERH Azure AD X8, BARMLSHHBHIRER
Websocket.
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+ SESSIONRECORDINGIDP #5EtRIRER, (XHERZA Azure AD R4 REISH. EREH Azure AD
X5, BERNMLESHHIEHIZE N IDP,

. |qiEETRTIER,

o [PviEEEAENAEIZR.

+ yourinstallationlog HZEHEXHHMIE,

Ft4% Session Recording

BO LB EEREARINEShA, METELIGEMITEV RS, ATUM XenApp #1 XenDesktop 7.6 LTSR #9
&# CU & & [ Session Recording MR LU KA E A FHKE Session Recording &#hR4s,

=

AR

¥ Session Recording Administration M 7.6 74 %I 7.13 X E Sk 4B, AR 7E Session Recording
Administration FRERERNFMERRBFRIERIRS, SQL Server LHIZHERETEEERATIERE
BNE L, 2HET—PNBERUTEIRER: SBEEENHRK, BHANEBNEIRELRGIRIR. BRAZE:
% localhost AP RSEERAR ARINEILLT SmartAuditor BRSS 887 Rx 3. HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server,

T HEMBARTR S hi#t 1T F Ko

B3R, EEMRE!

« JEERET Session Recording A#RIITEN LA Session Recording REREFHNEFR Rmsim<1TiEO
RARIX LA

o ERITEMARESIZ AT, EED SQL Server 324I5hE A CitrixSessionRecording BiERE, X, R
EIZEIREARZ R DEMAE, BILUHITER,

- BRREEGHAFPNEH, TXRREFK Session Recording AR EN _EMAHEBEER,

+ N8 Session Recording Server #1 Session Recording HiEERREER—BIRSS( L, BXREEHK
Session Recording #iBEREIBEAGIKIR. TN, &AL

- ERWIEEEERSEAT SN securityadmin 1 dbcreator RSB A GNE, ARTHE, T
BEE securityadmin 71 dbcreator [RESBAGNIET, ATUREMER.

- =& #R SessionRecordingAdministrationx64.msi ZE &%, £ msi F&HRE, SEF—M%
EIE, IRTIRMHAS securityadmin f dbcreator fRS3 23 A EARMSIEEEIERMNER, BBAE
REEIR, RAEREHREUSEAR.

o ERILUEER R EIINFHRFRE Session Recording Agent, Session Recording Agent 7.6.0 (RE=EHRZAE) 5
% Session Recording Server &# (Zifl) MRARE. B8R, FLEMLTHEEMNREESATRETREER,

+ 7£ Session Recording Server A3 2 BRI EASIEBR B R 5o

o WITEHRRESALRRE, RINERTEA Session Recording Agent BB ERET, MSEEASE
ERENRIFRDS. JUERITEM TR AREF oA IET,
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o MILINEER A AR R HARR A 4R Session Recording 2[5, FRREBEARTICHNEE. ERMILLINEE, &
TR BB RE,

o MRALIERFIBNFERNREIRIE, EBTHARFINATEELEIER ).

o BEEBUTHEIRE, LUEZBESHIE R H 85 7] 85 H IR AR ET,

FHRIRF

EARUMERE, B IRET Session Recording A M S & it 8, ABE1T Citrix Virtual Apps and
Desktops I1SO.

#%%| Citrix Virtual Apps and Desktops T#imim, TFH#ERAR4H) Citrix Virtual Apps and Desktops.

FHRIA R E SR LTI
1. F+4& Session Recording Server 44,

INREZ Session Recording Server, ERFARLET Session Recording BiBEAGNRS R, 2/,
EFHRE R Session Recording Server,

Ak, EFERHATSE:

a) f£ Session Recording Server L FzhfZLE Session Recording Storage Manager iz53.
b) i&@it Internet Information Services (IIS) Manager #sff Session Recording Broker [EfFi&1T,
c) ia17 Citrix Virtual Apps and Desktops ISO #i£EFEF4E# Session Recording %8,

2. Session Recording Server #45epkfE, Session Recording RS & BapIRE B
3. (TEEM& L) F4& Session Recording Agent.

4. FBIF4R Session Recording ZEE&iEHI &7 Session Recording Server, & %4k Session Recording
Server, B4k Session Recording HEE&IEHI &,

5. ## Session Recording Player.

£= SQL #iEERS LR % Session Recording #iiEE

FEBRANBNBIMAEAELU T SQL #EERRSS L R4 Session Recording iR :

« Azure SQL #kiEEE

« Azure SQL &L

o Azure VM 5189 SQL Server
« AWS RDS

+ Google Cloud SQL Server
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£ Azure SQL #&EE L 2% Session Recording #iEE

1. 8l Azure SQL #i&EE,

a) fEREM Azure P ESR Azure T,

b) &EIIFHEF, %% Create a resource (RIEZER),

c) EIIFEERIED, A SQL database (SQL #iEE).

d) MiEZRLERYRD%E SQL databases (SQL #uiEE) .

e) i Create (8IE) i Azure SQL #iERE.

f) 7£ Create SQL Database (82 SQL #iER%) #HoHd, RHUTER:

« Subscription (iTi): EREZEER Azure iTifE,
+ Resource Group (Z/R4H): % Create new (3r@) sEERE— T MEZRFH,
- Database Name (BUEEZM): FE—TH—HEM,
« Server (fRs328): &8 “Create new” (Hii), SARFERALUTEIES New Server (FifRs523)
RE:
- Server name (fRBE[EF) . WA—THE—HEM. Azure PHIFIEIRS B[RS B2 TW
meFME—,
- Location ({ii&): MTHFIRFER—MIE,
- Authentication method (B#%)I8FA35%): % “Use SQL authentication” (£ SQL
BRI o
- Server admin login ((REREERERERE): AT SQL EERAZM.
- Password (Z): MAFAERNE SQL EBRZE, SAEE Confirm password ()
INEE) FERRBEREMNZZE,
- R,

R EREEE, 2EKRT + R, $E Create (BIE) 1ZH5EA Azure SQL $HEREE,
2. EEPR 1, ER—ARSSE LIETRE Azure SQL #iERE,
3. IREXEUERY Azure SQL BIEZERIBRSS SR IEEF 1T R,

a) £ Azure IJPrh, EERHBFELIENE— Azure SQL 2KiEE,

b) BHAEMESAZFH Connection strings (EEFH7H),

C) 1R Server FTHMIZR, TEME Session Recording #3EZE# Session Recording BEIEREK
HEEERY LA FRo

4. BITE5UTHLEMNGS, EEZAIIEMN Azure SQL $iEE_ER3 Session Recording #3EE.

£ Azure SQL #iEE L, REEETIEITS U TRMPIEH S RkREE Session Recording #iEE:
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msiexec /i '"SessionRecordingAdministrationx64.msi"ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"DATABASEINSTANCE
="DatabaseConnectionString "DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"AZURESQLSERVICESUPPORT
="1"CLOUDDBSUPPORT="1"AZUREUSERNAME="CloudSQLAdminName"AZUREPASSWORD
="CloudSQLAdminPassword"/q /lxvx "c:\WithLogging.log"

Hrh:

« ADDLOCAL #Z L ¥ BT Bk, R LUEE 2 LT, SsRecServer J3 Session Recording
Server, PolicyConsole 3 Session Recording H#gizHl&. SsRecLogging A &R HEICRINEE.
StorageDatabase /3 Session Recording i, Session Recording 2R AEIZRE Session
Recording Server M a] i F I &8, 7tik#F Session Recording Server, #AJ57 BEi%#F Session
Recording G HEIER

« DATABASEINSTANCE 2 Session Recording ¥uBEEISLFIZ R, M Azure SQL BIBEEZRF RS
&R

+ DATABASENAME 7y Session Recording #kiE B ZER #Ro

+ LOGGINGDATABASENAME #EE 5 BEICREIBENRT.

+ AZURESQLSERVICESUPPORT #ERE%#F = SQL. EFEAL SQL, ERHIREN L,

« DATABASEUSER 3 Session Recording Server Bi+&HIIKF.

+ AZUREUSERNAME 2= SQL &R AT,

+ AZUREPASSWORD /3= SQL BRI,

. |q iEEXR TR,

o [PviEEEEAENATIZR.

« yourinstallationlog %% HE XA B,

7£ Azure SQL £ E LMzl AWS RDS 3%t Session Recording #kiE
B
7£ Azure SQL $EE LFIF1 AWS RDS £, mILUEI AT AR LEE Session Recording #iERE:

« XiEEFHiETT SessionRecordingAdministrationx64.msi {4,
o BIETEMFUTRABHGS:

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="
CitrixSessionRecording" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging" AZURESQLSERVICESUPPORT="1"
AZUREUSERNAME="CloudSQLAdminName" AZUREPASSWORD="
CloudSQLAdminPassword" /q /l*xvx "c:\WithLogging.log"

1. 8% Azure SQL #£E L FI=kiEid Amazon RDS #zHI &6l SQL Server i,
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2. (IXPR Azure SQL) ERHIMEE IR Server TR H, XLEFFFHRRIE Session Recording #IEE T
BIRH. BXTE, BEHTENEREEE,

ADO.NET  JDBC ODBC  PHP

ADO.NET (SQL authentication) - private endpoint

Server=tcpisr-sqglinstance.3141e49e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

ADO.NET (SQL authentication) - public endpoint

Server=tcpisr-sglinstance.public.3141e49e4d94.database.windows.net, 3342, Persist Security Info=False;User ID={your_username}Password=
{your_password:Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

3. (LEATF AWS RDS) 2% Endpoint (i) f Port (%0) 8. RITEEBENIBENLGIEM, X
A<=, WE >,
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aws

Services ¥

Amazon RDS

Dashboard
Databases

Query Editor
Performance Insights
Snapshots
Automated backups

Reserved instances

Connectivity & security Monitoring Logs & events

Connectivity & security

Endpoint & port

Endpoint

database-2.ccjifaroogglyg.us-east-2.rds.amazonaws.com

Configu

Proxies
Port

1433

Subnet groups

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731hb)

db2sg (sg-00fbd0fee602a731h)

4. i&fT SessionRecordingAdministrationx64.msi L{% % Session Recording #iEFE.

% Enable cloud SQL (A= SQL) & EHIES = SQL BIERABHMEN, #HITHMSENEE.
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ﬁ Citrix Session Recording Administration Setup — >

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. database windows.net, 3342

[+] Enable cloud SGL

Database name I

[ ] Use default database name

Cloud SQL admin I
name

Cloud SQL admin |
password

Session Recording
Server computer
account Example: Jocalhost, domain\computer-name

<Back [ MNet> | = Cancel

PE =

MREXRE SQL BEERT, NXJirE Session Recording Server Bt E#HHFERE, 17 Session
Recording Server E48, HERHEIFHE, BE OK (E) M4t4, %1% Cloud DB (mHUEE) %
£, REBANFNE SQL BERAEB. ZHEE Citrix Session Recording Analytics Bgs5. Citrix
Session Recording Storage Manager AR5#0 11S BRSS.

F=Z# Azure AD S35,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Session Recording 2407

& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin
name :

sitsgsladmin

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

R iEET%E = SQL HEE LG

1. 1R#E https://docs.microsoft.com/en-us/data-migration/ s https://docs.aws.amazon.com/pr
escriptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.html F#& At iR E,

2. EfF Session Recording 1E ¥ /E1IEEIETT, 1B7E Session Recording Server LizfT SsRecUtils.exe,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. 1£ Session Recording Server k, &E#/Ezh Citrix Session Recording Analytics fgs5. Citrix Session
Recording Storage Manager BRs5#0 IIS BRS.

BEFEUREM Azure SQL 1 E LT R Attt iz

1. #R#% https://docs.microsoft.com/en-us/data-migration/ st #kiEE,
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2. Eff Session Recording 1E 3B /EIEEIETT, 1B7E Session Recording Server tizfT SsRecUtils.exe,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } iisreset /noforce

3. 7£ Session Recording Server t, &E#iEzh Citrix Session Recording Analytics Ags5. Citrix Session
Recording Storage Manager AgS#0 IIS ARSS.

7£ Azure VM 59 SQL Server %% Session Recording #iEE

£ Azure VM =iy SQL Server £, &a]LUBSMEHHIETT SessionRecordingAdministrationx64.msi 3483k
&/ Citrix Virtual Apps and Desktops R#EF2FFR =% Session Recording #iEE,

1. &H Azure SQL VM,
2. BB VM HEEFMEILET Session Recording AAHyEH,
3. 7R Session Recording #3BEHAE, A VM 89 FQDN ER 32413 #Fo
FE: WMREMER SessionRecordingAdministrationx64.msi #1724, EEHEDERAT SQL EifiE,
4. EBRERFRE5T Session Recording #iREN R,

7£ Google Cloud SQL Server %% Session Recording #%iEE

R’

£ Google Cloud SQL Server £, aILU@IEIEZIT S5 A T o < L MB & £ & W & Hi5 17 Session-

RecordingAdministrationx64.msi x4 &3 5Em Session Recording $#iBEMRLE, BXmSEHAINEA,

BEN EXHRNBERREED.

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="

SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"

AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.
'Logll

AERIEMNA T EA SessionRecordingAdministrationx64.msi B354, ATLE Citrix Virtual Apps and
Desktops ISO ##y \x64\Session Recording T2z 6,

1. 72 Google Cloud #¢l—1 SQL Server %,

a) ¥Z Google Cloud #&=#HI&HTF SQL LAITTHE,
b) & CREATE INSTANCE (BUESZfl). Ig0:
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O sunced @ 4

0O @ sessionrecording

= Google Cloud H - sarch (/) for resources
g sqL Instances [E3 CREATE INSTANCE T MIGRATE DATA
= Filter

Q_ Search

@ : P

[E) HELP ASSISTANT

SHOW INFO PANEL

c) i&#% SQL Server {EREHNEIBES|Z,

Google Cloud B v

g saQL & Create aninstance

Choose your database engine

Versions: 8.0,5.7,5.6

Choose MySQL

Want more context on the Cloud SQL database engines? Learn more

Search

£ MysaL £ PostgreSQL

Versions: 14,13,12,11,10,9.6

Choose PostgreSQL

) for resources, docs, products, and more Q Search
£ SqQL Server

Versions: 2019, 2017

@ : i

[E) HELP ASSISTANT

Choose SQL Server

d) 5 Instance ID (6 ID) FEH AP HNED,

BITHMEE, F90:

BT EE.

NEHEFEZE— SQL Server iy

7, RIEFR

= Google Cloud El

& Create a SQL Server instance

Instance info

Instance ID *
testinstance

Password *
casesssesnses &  GENERATE

Database version *
SQL Server 2019 Standard g

Choose a configuration to start with

These suggested configurations will pre-filthis form as @ starting point for creating an
instance. You can customize as needed later.

©  Youvemade changes that override the selected configuration RESET

@ Production

ptimized for the m cal workloads. Highly available, performant, and durable.

O Developmen

Pes but not highly available, while re y provisic es
v CONFIGURATION DETAILS

Choose region and zonal availability

For better performance, keep your data close to the services that need it. Region is
permanent, while zone can be changed any time.

Region

us-central (lowa) -

Zonal availability
@® single zone
ase of outage, no failc Not nded for productior
QO Muittiple zones (Highly available)
Auts tic fi 1o anot 2 it nded fo
duct tances. Incr

Primary zone

Any -

A HIDE ZONES

for resources, docs, products

and more

Summary
Region centrall
DB Version SQL Serv

VCPUs

Memory 26 GB
Storage 10
Network throughput
(MBJs) @

Disk throughput (MB/s)

10Ps @

Connections Pub P
Backup
Availability Single zone

Point-in-time recovery  Disabled

Q_ Search

@0 I

[EJ HELP ASSISTANT

e) AEB[INE— M IPHIFHIGE I LUEERIZEFIREEME. 72 Network (W) FE&H, BN
4T Session Recording Server B9+ EM A IP ik, 5120:
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Google Cloud > -
< Create a SQL Server instance

Customize your instance
You can also customize instance configurations later

Machine type

Machine has 4 vCPUs and 26 GB of memory.

Storage

Storage

Storage size is 100 GB, and will automatically scale as nee:

Google-managed key enabled (most common)

Connections

Choose how you want your source to connect to this instance, then define which
networks are authorized to connect. Leam more

You can use the Cloud SQL Proxy for extra security with either option. Learn more

Instance IP assignment

[ Private 1P
an intemal, Goo

Assigns

quires additional A

pe s. Cantbe more
Public IP
Assigns an external, inte Requires using an auth
or the Cloud SQL Proxy nce. Learn more

Authorized networks

instance. Learn more

New network

YYou can specify CIDR ranges to allow IP addresses in those ranges to access your

Search (/) for resources, docs, products, and more Q search

Summary

Region
v DB Version

vCPUs

Memory

Storage

Network throughput

(M8/s) @

Disk throughput (MB/s)

(]

ors @

Connections

Backup

Availability
Point-in-time recovery

Name
[ test

Use CIDR notation 2

ADD A NETWORK

Authentication

No Active Directory domain selected

Data Protection
Auta tic

Instance deletion prote

ckups enabled. Point-in-time recovery

tion enabled

ia transaction logs) disabled

CANCEL DONE

v

us-central1 (lo

ver 2019 dard

ite: 3,000 of 15,

Public IP

Automated
Single zone

Disabled

Qo : P

{5) HELP ASSISTANT

f) s2& CREATE INSTANCE (BIZLHI), FE/19%.
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g) TEMCIBMEAIMIEL, HREQH IPHAHEEHIER TR,

h)

Customize your instance

Vou can alse customize instance configurations later

Machine type
Machine has 4 vCPUs and 26 GB of memary.

Storage
Storage type is SSD. Storage size is
Google-managed key enabled (most

Connections
Public IP enabled

Authentication
No Active Directory domain selected

Data Protection

Automatic backups enabled. Point-in-ime recovery (via transaction logs) disabled.

Instance deletion protection enabled

Maintenance

pdates may occur any day of the week. Maintenance timing set to Later

Flags and parameters

Add any database flags or parameters you'd like to apply to this instance. Default ™
collation is SQL_Latin1_General_CP1_CI_AS. Timezone is UTC.

Labels

Nolabels set

A HIDE CONFIGURATION OPTIONS

CREATE INSTANCE [IIVNY=2TH

00 68, and will automatically scale as needed. V'
ommon).

= Google Cloud

g sa

PRIMARY INSTANCE
B Ovenview

9 Connections

it Users
[l  Databases
)  Backups

i=  Operations

v ‘ Search (/) for resources, docs, products, and more Q_ search
Overview /7 EDIT & IMPORT & EXPORT ) RESTART W STOP W DELETE B CLONE
Allin es ) testinstance
@ testinstance
SQL Server 2019 Standard
Thour 6hours  1day 7 days
Chart
CPU utilization vy @
urces WohPM  Mays  200AM  400m A4 800AM  1000AM  1200PM
<) Connect to this instance A configuration
Public IP address
m VCPUs Memory
4 26 GB
Connection name
1]

Need help connecting?

Review the documentation to learn about the many ways to connect
to your instance. Learn more

31 Suggested actions

- Create abackup

~> Enable high availability

e 1 O

[E) HELP ASSISTANT

30days Custom w

aQ

IR

SSD storage
100GB

@ Database version is SQL Server 2019 Standard CU19

«» Auto storage increase is enabled

@

Automated backups are enabled

Point-in-time recovery is disabled

Instance deletion protection is enabled

Located in us-central1-b

Not highly available (zonal)

| > & @

Database flags and parameters

=
£

=

i&1T SessionRecordingAdministrationx64.msi i % Session Recording $UEEE.

« 3t Enable cloud SQL (= Cloud SQL) &i%E,

TEIRER, FTF-REH#HTUTEREER:
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« 7£ Instance name (IR FEH, BAEZFIIER SQL Server LA P #iik,
« {5 Cloud SQL &2 RZHFZ,

ﬁ Citrix Session Recording Administration Setup — >

Database and Server Configuration

cifrix

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recarding Server.

Instance name |

Example: \SQLEXPRESS, compuier-name\SQLEXPRESS, compuier-name
topo oo dafabase. windows.nef, 3342

Enable cloud SGL

Database name |

[ ] Use default database name

Cloud SAL admin |
name

Cloud SAL admin |
password

Session Recording
Server computer
aEEnIJth E'{ETU."'E'.' JOCANGSL S':""IE“"“-:‘QT&L'TE‘"—“ETE

< Back Mext = Cancel

En#; Session Recording

E MRS R T Es kR Session Recording A1, R Windows “IEHIEIR” PIREREHIMBIBRIZF%E
M., EMikk Session Recording #iBE, EHMAES5RENFHN securityadmin 1 dbcreator SQL Server
AENR,

HFZ2RA, EHHAGZEFEMREERR BT EREEE.
5 Citrix Analytics for Security %5}

ALK Session Recording Server B2& 73 B PS4 %% % Citrix Analytics for Security, F&ESLEXLERP
EHLURMB XA R T AR AT AR,

wEEMN

FHaiR(EZ A, BSCHRITUTERE:
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+ Session Recording Server A ZBEISEEEI LTk :
- https://*.cloud.com

- https://*.citrixdata.com

- https://api.analytics.cloud.com

« Session Recording & # A AL Internet EEITH RO 443, ML ENERARIEBRS BHLMRITFS
Citrix Analytics for Security #1TIti@ =,

o JNREEAR R Citrix Virtual Apps and Desktops 7 1912 LTSR, 3 ##9 Session Recording fRZ< 5
2103 S ERARE,

¥ Session Recording Server %3 Citrix Analytics for Security

1. &%= Citrix Cloud,

N

. #3 Citrix Analytics for Security, #A5#& Manage (&%),

w

. EIERi2, B Settings (3%83) > Data Sources (#iER).

N

. 7z Virtual Apps and Desktops - Session Recording ifi==+ 5 L, # Connect Session Recording
server (i%#% Session Recording Server),

Session Recording G

5. 7£ Connect Session Recording Server (i%# Session Recording Server) TTE L, &EZITESE, R
BEEEFRELTHENER, NRAEFNTHENER, NaZA Download File (TFHH) %I,
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Connect Session Recording Senver b

Configure and connect your Session Recarding senver 1o Citrix Analytics

Prefequisites

6. MBEHMLHENRIEIRSES, B Session Recording Server # SsRecStorageManager.exe.config st
R NI AL,

AIMEMTUERIEEXH: <Session Recording server installation path>\
bin\SsRecStorageManager.exe.config

fFign:C: \Program Files\Citrix\SessionRecording\Server\Bin\SsRecStorageManage!
.exe.config

[=4 SsRec StorageManager exe config £ | E@

<?xml version="

1.0" encoding="

i(::nf;qura: n>
] <startup useLegacyV2Runt
<supportedRuntime
<supportedRuntime version="v2.0.50727"/>
</starctup>
<appSettings>
} </appSettings>
I
I

<system.net>
<mailSettings>
<smtp from="yourEmailfaddress.com">
<network host="your.smtp.server" port="587" userName="yourEmail@address.com" password="yourpassword"
enableSsl="true"/>
r </smtp>
</mailSettings>
<defaultProxy
<proxy uses
</defaultProxy>
</system.net>
15 B <runtime>
<generatePublisherEvidence enabled="false"/3|
o </runtime>
“</configuration>

"true">
fault="False" proxyaddress=" bypassonlocal="True"/>

7. &+ Download File (T#x¢f¥) LUT# SessionRecordingConfigurationFile.json {4,
P~

EXHEESHRES. BHRXHREERENUE,

8. EEZXHERIZEIZEEZR Citrix Analytics for Security # Session Recording Server.

9. MREMIE+RE L Session Recording Server, MHMEEEZENERRSB[BHESZXHE, RERE
SREBEEARSR.

10. 7£ Session Recording Server £, BT THLUSNIEE:
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<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>

f5lgn:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Import_SRCasConfigurations C:\Users\administrator\Downloads\
SessionRecordingConfigurationFile.json

11. EFREIATRS:

« Citrix Session Recording Analytics Service

« Citrix Session Recording Storage Manager

12. BEMINE, #%% Citrix Analytics for Security Z&#E#m Session Recording Server, # Turn On
Data Processing (1TA#uE&tE) LIsiF Citrix Analytics for Security &%,

=

AR

MREERBIRZ Session Recording Server kr7s 2103 3§ 2104, MAELEsh Virtual Apps and
Desktops sxi&, 7 #E7E Citrix Analytics for Security L& Fi%E#R Session Recording Server, &
M, #E#R Session Recording Server B£8R, IWERFEAT Session Recording Server ki
75 2106 ME=EARES.

EEEEENEE
RUB BRI, RSZB[HEF 2ERTE Session Recording ifm£H £, MismiEHFERES Citrix Analytics for
Security BirEZHNERBE RS SBNHE,

NRAERERINEMETRE Session Recording Server, iBS8REEER Session Recording Server &+
B R HERRER S

Session Recording G
1

HibEEA L, BEHEHELUEA Citrix Analytics for Security ZE B EEMNARS A, Fi0, #F 1 Session
Recording Deployment (1 Session Recording #E) A &EFEZEN— TSRS B[/H. & Session
Recording Server #il—1&7 URL f1—4 ServerGroupID &,
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“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

EEKREINEH

SRR ETEER Session Recording SFE LR id E—/8Y (FRINBTIEIESRE) MXLEIREIFUAIEM, T a] LUKE
1 AHEEHIE, BN EGRENEEMERIELLTEE .

BRHENIEE, tERA A ET No data received GRIKEIHIR) RS, HIULRSERMHRE:

1. NRERERITHEIELE, BHIESE—aYEA 8E21i% Citrix Analytics RRIE L. Y Citrix Analytics
WEIEHE, KA EN R Data processing on (BIEREEER) . NRRESE—BNEENRLETK,
ERIFR “Data Sources” (#iEiR) T,

2. Citrix Analytics 7553 E—/\BS IR UL Rk B IR R E RIS o

7N Session Recording Server

70 Session Recording Server, EHRITUTERIEZ—:

+ 12 Connected Session Recording Deployments (2i%#%#) Session Recording #€) W@ L, #&
Connect to Session recording server (%% Session Recording Server),
“ Connected Session Recording Deployments

n Recording deployment 3 ‘

« 7£ Virtual Apps and Desktops - Session Recording it =+ H £, BFEEEKS (H), AFER
Connect Session Recording server (% Session Recording Server ).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 87



Session Recording 2407

Session Record Turn off data processing
0 S

Connect Session Recording server

Received Events: 0 H W

No data to display

RBSBETHREXMHHEE Session Recording Server,

fiip% Session Recording Server
ik Session Recording Server, EHRITITERME:

1. 7 Citrix Analytics for Security £, %% Connected Session Recording Deployments (i
Session Recording #8E) TiE, AEEEREMRIRSB[IHE.

2. BHEEFHEKS (K), FA51EE Remove Session Recording server from Analytics (M Analytics
##ZMIBR Session Recording Server ).

“ Connected Session Recording Deployments

Session recording servers

3. EBM Citrix Analytics #ffiB&#9 Session Recording Server L, BT T&H%

<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations
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flgn:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Remove_SRCasConfigurations

A KRR LR

AT LARERY (2 L X4 E $43BR (Director #1 Workspace MAER) HUBLIE, RS KA L, BEEEE
5 (M), #/5i%#% Turn off data processing (xif#uiELE) . Citrix Analytics &E LA EZEIRRNEIR. &
ERIBLM “Virtual Apps and Desktops” bR {EIEEIRAER, HHETUE AT EIER Director 1 Workspace [
R,

EFXERAMIELE, 58T Turn On Data Processing (FTFEKEAIE),

Bt E /Y Session Recording Server T35

FREfS, &M Session Recording Server Fi£i%# %! Citrix Analytics, EFiit, 7£ Session Recording i+ H
LERFECEENRS .

SRR, BRITUATIRIE:
1. 7£E2EM Session Recording Server Lk, i&f7L T PowerShell &< LiteER A i+ EHIARR (CMID):

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid

2. R CMID =, EEEENRERRINATEMRMG

ERFRATR AR AR &

AuditorUniqueID Computer)\ FRE BWAZ® UUID,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\

EnableCASUseAudi toCompubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE /
Citrix/
SmartAuditor/
Server/
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3. ENBRATRS:

« Citrix Session Recording Analytics Service

« Citrix Session Recording Storage Manager

S RIERS

August 13, 2024
LR, SIERGIEHINERE RFIRBNIEFBIB—LFFEHT, HERNEXEELERB—LFLLE,

B 7.18 hit2, Citrix SINT B RIERFITNEE. BIULTHEE, BRIUERIFHEMNARRELREIENMIERF R
BH— I REMEERE.

=

AR

BRI IHAERTNEAIEST, 154§ Session Recording. VDA #1 Delivery Controller #4kZIkzs 7.18 S ES
R0

BRSERAERIERS

£ Session Recording Agent B, HIMT —NEMKREATFRAXEAZINE, RABRT, ZEMRERERN 1,
XERERIAR %88,

EERANEALLINEE, BRBMUA TSR

1. Session Recording RE5xME, UBERREMNERIIRET Session Recording Agent i+ & .
2. ITHEMREERS.
3. M HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor,
4. ¥% DynamicControlAllowed EigE ) 0, SEAEIAE 1,
1. ERERE
0: 2RSSR
5. E#iEsh Session Recording Agent LUEIRE 43,
NRER MCS = PVS #7308, BB REMEG LRI EH NI TER LUEFTRANE SR E K.

AMRFEFHLSHTERD, ATRFEEMTERERG, Citrix TERIEFEIMRFEREHAFLISHY
HRVR RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA, BSBHTED.
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7z Citrix SDK F{&8 PowerShell s <A EmEE L R

B ATE A # IR 5 Citrix Cloud FIEFERADSRIEREINEE. BEEAMIFIEPERIZINEE, EEMA Citrix
Virtual Apps and Desktops PowerShell SDK, Z7£ Citrix Cloud & ERZhEE, i&fERA Citrix Daas iz
PowerShell SDK (L(gi#EA Citrix Virtual Apps and Desktops iz#2 PowerShell SDK).

BEHELEMERE SDK, EHFEEELERFIHEIRITIEER Delivery Controller, 1% i%# Citrix Cloud
Controller Ei%iELU7E Citrix Cloud FEHRRFISIE, MHAAIE Citrix Cloud &8,

@ Delivery Group or Machine Mame Cueries ey

[El Create Query et
Site Addrezs: Citrix Cloud Controller
Entfer 3 sfe addess
(@ Delivery Groups () Machines
| Enter 5 Delvery Growp name
Create Cancel

Close

=z

AR

i&4m7E Citrix Cloud Connector i+ &# %% Citrix DaaS iz#2 PowerShell SDK, sl AER—& R E+
BRI T 18T B4 _E %% Remote PowerShell SDK, Fi{i1&EiEFRE7 Cloud Connector LiEfTitt
SDK 89 cmdlet, SDK #9i#2{ER;# % Cloud Connector,

TRFETHF Citrix SDK RIS RIER SR EAI= PowerShell 65,
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wme WA
Start-BrokerSessionRecording ATFEFHIERFIFERENRIE. SERIENTIRIFE

AFRBRINEE. MRRERREESVBFIERIFTRE
MREHBIRE], WERT BIREMHI, ERLGSER
FEFaHRRR. BX¥#MER, 15E1T Get-Help
Start-BrokerSessionRecording U&EE

B LB A B,

Stop-BrokerSessionRecording AFEEIERFISEREIRIE. EHRIBENFIRIEE
AR BHNRE. EXEAESR, 55T Get-Help
Stop-BrokerSessionRecording UEE®
SEANEE B,

Get-BrokerSessionRecordingStatus BTFRIMSEEHRNENREIRS. BXFHER, 1B
7 Get-Help Get-
BrokerSessionRecordingStatus U&EEdm
SEANLEE B

BN, WMRABAIRE T REHBENIZR, ERIUERZMNEDSHEREBFAREDRIE, ALK RE] 4L
BEHTTIRSMIERIRR. ATHITIATRME:

1. (LEMT Citrix Virtual Apps and Desktops PowerShell SDK) M Citrix Studio #=#1& B35 PowerShell,

Actions.
08} il Stusio (VT_DE)
cammon; Powersnol View

—

2. A Get-BrokerSession &s<$HFBBFAF WA EHEIE.
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EN Select Administrator: C:\Windows\System32\WindowsPowerShellw1.0\Powershell exe

\Program Files\Citr Desktop
:\Program Files\Citrix\Desktop S

\Program Files\Citrix\Desktop Studio> $

Files\Citrix\Desktop Studio>

\Program Files\Citrix\Desktop Studio> $
ws 2016

PS C:\Program Files\Citrix\Desktop Studio>

.uid

1s.sessionstate

s.sessiontype

ns . 0Stype

et-brokersession WKAOE\testusert

3. A Get-BrokerSessionRecordingStatus ¢ HEUEERIENFRFINRS.

C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus

sionNotRecorded

C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus

sionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio> _

-Session B — Xk REEEZ—1=1E UID,

4. f£H Start-BrokerSessionRecording m<{EmMRERH. RINERT, ¥& FBHER, M

B @ERRHER.

TRERTHRH Start-BrokerSessionRecording &$MERAR.

A A
GRS

Start-BrokerSessionRecording
User DomainA \ UserA

Start-BrokerSessionRecording -
User DomainA \ UserA -NotifyUser
$false

Start-BrokerSessionRecording -
Sessions $SessionObject

Start-BrokerSessionRecording -
Sessions uidl,uid2,--,uidn

iR

FiaRH12 7R DomainA BiEH AR UserA MEFE&iE,
Fi@sn UserA,

Fea414& 7 DomainA B9igib B~ UserA EFE£IE,
{BFREH UserA,

FHARFIZ R SSessionObject B3R HHIFIE 2IF,
HEHMAF. BRETR $SessionObject, 1BIETT
$SessionObject=Get-BrokerSession -
username UserA, WREMEEETHS S 514
BXEMER, BERSE 2 MapTBALER,
FaRHI=1EUIDL, UID2, M1 UIDN, FBHMAF,

5. £/ Get-BrokerSessionRecordingStatus @< HMENTBIRRFBNREIRSES. REZ A

SessionBeingRecorded.

6. BNCIITRIIRFIN, BEHITEERIHREHR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 93



Session Recording 2407

AR
EmiEid Stop-BrokerSessionRecording si<4ERNTTER GBI, B3 HES LHTE
HHRE—HIFIERIETARE, ME, REINSIENRE—BILTTRRES. REWIJIETEER
FHERNY, WERAFPAR.
7. YIRENRMBE SR, FH Stop-BrokerSessionRecording s EIERH,
TRETTHEGLHERERAR:

PN
GIE

<

iEA

Stop-BrokerSessionRecording -User  f2IER#I&7 DomainA BiEiH AR UserA BFRIERiE.
DomainA\ UserA

Stop-BrokerSessionRecording - 2L R SSessionObject HHIFIERIE,
Sessions $SessionObject

Stop-BrokerSessionRecording - FIERH=iE UID1, UID2, --F1UIDnN,
Sessions uidl,uid2,--,uidn

£ Citrix Studio HEERREH, AIMEF LMK Start-BrokerSessionRecording # Stop-
BrokerSessionRecording &s$HBES.

& Citrix Studio - X
File Action View Help
| z|@|
[ Console Root @ Actions
v B GitixStucio (400C2) PE—
Logging -
1D Search
Machine Catalogs || Administrator Main Task Start + | End Status & Preferences
8 Delivery Groups * Today [E] Create Cust...
B Applications APRQA\Gh Stop Recording of Session ‘SDAES3E5-E14E...  8/20/2020 : 3:56:13...  8/20/2020: 3:56:13..  Successful $¢ Delete Logs
% f""",e‘ APRQgh Stop Recording of Session "ADDS7787-DDE...  8/20/2020: 3:56:00...  8/20/2020: 3:56:09...  Successful View .
oggin
g C g? 2 . APRQO\gh Start Recording of Session 'SDAE93ES-E14E..  8/20/2020: 3:56:05...  8/20/2020: 3:56:05...  Successful
~ Iz4 Configuration |G Refresh
£ Administrators || APRQ\qh Start Recording of Session '4DD67787-DDE...  8/20/2020:3:56:02...  8/20/2020: 3:56:02...  Successful
Controllers APRQhgh Stop Recording of Session "4DD677B7-DDE...  8/20/2020: 3:55:13...  §/20/2020:3:55:13..  Successful @ Hep
Hosting APRQ\gh Stop Recording of Session "SDAE93ES-E14E..  8/20/2020: 3:55:09...  8/20/2020: 3:55:10...  Successful
#z. Licensing APRQ\gh Create Machine 'Styx_VDA1_1"in Delivery G...  8/20/2020: 1:22:535...  8/20/2020: 1:22:35...  Successful
g ;t"'i':":}l | APRQah Create Delivery Group 'Styx_VDAT' 8/20/2020 : 1:22:54...  8/20/2020: 1:22:55..  Successful
-V Publishir
0 ZE:ES APRQ\gh Create Machine Catalog "Styx_VDAT' 8/20/2020 : 1:22:24...  8/20/2020: 1:22:24...  Successful
5 B Citrix StoreFront APRQ\gh Create Machine Styx_VDA2_1"in Delivery G...  8/20/2020: 1:20:01...  8/20/2020: 1:20:02...  Successful
APRQYgh Create Delivery Group 'Styx_VDA2' 8/20/2020: 1:19:59...  8/20/2020: 1:20:02...  Successful
APRO\gh Create Machine Catalog "Styx_VDA2' 8/20/2020: 1:18:50...  8/20/2020: 1:18:51...  Successful
» ‘esterday

ficE&

August 13,2024

KEDABRM TREUTEERNGA:
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+ Session Recording Agent EHIRE

- BRIZARS
- Bg&5 Session Recording Server K%
- EEEBEHY

» Session Recording Server ERIi&E

- EAFEN

- BEXRHBEIHES

- EERGXHHFEUE

- BEERBISHHXXHERN

- BARERHFESR

- CEIP #1 Google Analytics

- EERERFIRE
- RRERFXHEERRE
- ECEFEMONREE
- ECEFEAFIR SRS

o SRAMMAETE

- & Session Recording Server (%1%
- RREREESTAY

£ Session Recording Agent -itEi%E

July 5,2024
B RIESETRAUTIZE:

s BRASZERARS
» BEES Session Recording Server HyiE#
» EEEBEDY

ERRZARG

July 5,2024
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https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/disable-enable-recording.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/connection.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/change-communication-protocol.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-server.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-server/grant-access-rights.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-server/customize-recording-notification-messages
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-server/storage.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-server/file-size-limit.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-server/digital-signing.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-server/ceip-and-ga
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/policies.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/policies/session-recording-policies.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/policies/recording-viewing-policies.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/policies/event-detection-policies.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/policies/event-detection-policies.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/high-availability-and-load-balancing.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/high-availability-and-load-balancing/load-balance-servers.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/high-availability-and-load-balancing/session-recording-database-high-availability.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/disable-enable-recording.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/connection.html
https://docs.citrix.com/zh-cn/session-recording/current-release/configure/settings-on-session-recording-agent/change-communication-protocol.html
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FIURINTE S RIFRIERAM B RITRERS VDA £RE Session Recording Agent, LUEREXL VDA EHRER
=if, ABESMMERMIEENRETIZRERN VDA BARY. BARSIZE, Session Recording £iF&EHR
HIEREE, MMAREERHINRIE,

HNEWEERREB VDA LREAZERS. EMEKB RGN, WIEENFmBIER .

7£ VDA LB ERARE

1. BRFIRET Session Recording Agent HIBRS 28,
2. MFFEaZE ki Session Recording Agent B4,
3. ERERET, EPFEVHRFEAL VDA IHENMSIERFIEIRE, WEEEERHIL VDA NAIE,
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L@b Session Recording Agent Properties

Recording Connections Lossy Video

Session recording

this machine.

Custom event recording

availlable during playback.

machine

Compressed recording

screens on this VDA machine

OK

Select this option to enable policy-based session recording on this VDA
machine. If this option 15 not selected, session recording i1s disabled on

Enable session recording for this YDA machine

Select this option to allow third party applications to inject custom data
into the recorded session while recording 15 in progress. This data is

] Allow third party applications to record custom data on this VDA

Select this option to enable compressed recording for parts of Thimwire-
transmitted session screens that are not H.264 compressed.

] Enable compressed recording for Thinwire-transmitted session

Cancel

4. RGIRTEY, EFEEN Session Recording Agent ARSE LUESZFRIE .

AR

# % Session Recording BY, SERNEREE A
ARG (EARSELBARBIZIE) . BEFARE, BEH
Session Recording SRBEIEHI & BUE H SRS,
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ERBEEXEMHRH

Session Recording AT EERE= AL ARFEEEXHIE HAEH) BAIERINIER, XESHERK
FHNRIEREI. EHRRTRINZEXHN—E7, TEERBSEZETEHITEN.

BN, ENEHARESUTXE “BRITAT MRS . ERFZEIED, SHAPITANKSEN, XERRE
ZRLENEERFIGF. SMEERBRFINIEN, WEETLETIE TR EREUMNITERR TG
HIR 2o

ERBEEXEHENTIRSSE LORGBIGF, BRITUTERE:

+ {£/ Session Recording Agent B EHEANBEXEANSERSBLERILE. PIEHASERSS
LR E R SPHEIRS 28,
o FRASMNMAEPHENSIERIEITNEMS AP ESNBIER, WEEHIRBANZIREIHH,

Session Recording REGIE— 1N B4 R4 COM AR (APl), AEREXENE=ZFANHEEFENIZ
HltrR, ATERUZMEIZIES (815 Visual Basic. C++ 3t C#) %S M APl, BXEMAERE, ESAAIR
i E CTX226844, Session Recording Event API .dll #5735 Session Recording R#EM— IR #HITR %,
AIE C:\rogram Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi
Ld 1T #3530,

BEAERS [ LEAEEXEMHRE, BRBUTIER:

EREILRET Session Recording Agent HIARS 25

MIFsaZE e hi%R Session Recording Agent E(%.

7z Session Recording Agent Efrh, BE&REETE,

TEEEXFHRET, EPRWE=FNARRRBEXEIERFZILARS 2R £ SIRE,

PS*’!\’!“

BREERS
BILLA Thinwire ZiaBIR#H1T H.264 EENB D RIEFERAERERE. HIHREEZ RN T REIERIARN.
AR
o BUAERT, IR FEARS.
+ VDA FREEf&IRAR 4/ 2303,
ERAEERY, BRRUTHER:
1. BRFIRET Session Recording Agent HIBRSE 28,
2. MFFtaZ &L Session Recording Agent 4,

3. £ Session Recording Agent Ettth, #&HFRHNERF.
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4. EEBRET, EFEL VDA i+EH LA Thinwire N RIERBEAEER TS EE.

LII!E'_; Session Recording Agent Properties — >

Recording Connections Lossy Video

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option 15 not selected, session recording i1s disabled on
this machine.

Enable session recording for this YDA machine

Custom event recording

Select this option to allow third party applications to inject custom data
into the recorded session while recording 15 in progress. This data is
availlable during playback.

Allow third party applications to record custom data on this VDA
L] machine

Compressed recording

Select this option to enable compressed recording for parts of Thimwire-
transmitted session screens that are not H.264 compressed.

] Enable compressed recording for Thinwire-transmitted session
screens on this VDA machine

0K Cancel

ERREREHREERS

August 13, 2024

BERRBRAAFERARESED, UBNREIXERAN, HERBREMRYERFNIENRE. BRERRE
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ERTFUTER:

o BOMERMUNRFEIXERNAKR, HE
o RESHFBBERENRE K RIB = HIER,

WE, EAULBIUTE-—ARAEREHRRERERG:

HAERAEXNABAERRERGIN— 1T 2ERFIRE,

s BIBHBE—PBEEXRIERFIELE, HAMREOEETE XK EE Enable lossy screen recording
(EREHREERHE.

EECE SN SRAEAY, 1%E4F Enable lossy screen recording (EREHREERE]) . ZEH0NEIZ S
EHE, SMEERRER.

BXFAER, BEERLERERG RN E S0 K.
MERENRIERFIHE ORISR B AERFERERE, WESETFA Ao

= Session Recording Agent Properties — >

Recording Connections Lossy Screen Player

Video fluency: Liow

Video image quality: Low

[-Frame interval:

Image resclution scaling: 10

Cursor refresh rate: Low

Cance

LEMNKIERFIRNEHME KSR T BRERERHE, Session Recording Agent Properties (Session
Recording Agent Eff) Y Lossy Screen (Bi#fiR%) EWF LEIREELSEED,
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E’: Session Recording Agent Properties — >

Recording Connections Lossy Screen  Player

Codec settings

Video fluency: Low e

Wideo image quality: Low w

[-Frame interval: '

Image resolution scaling: 10 -
Cursar

Cursor refresh rate: Low -

Cance

ERILRIEFERBESLET. FIFERGREENE, SURITBNERRRIME
BXREEETBNEE, BEITR:

FE481ET A BINE &
WA E (FPS) f&: 1; #: 5; &: 10 1K FEA
MIRE R B E f&: bitrate:140 ( 1% Session Recording f#/
kbps); #=: FHLLEE (ABR) #4TH
bitrate:280 ( SALLF R i, EEEELK
kbps); &: Hbi: BEFEELD, ERILUEITE
420 (kbps) HKEY_LOCAL_MACHINE\SOFTWARE
TRIEIMER, BEEXE
IRETE 40 kbps 2/ 80000
kbps Zid.
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E48%ET iR HiAE &
I-Frame BYaliglf® (F5) 60. 120. 300. 600. 600 I-Frame BYa]ElfR{E# K,
1200. 1800. 3600 EZEBITRSR S BRI F g =S 18]

it |-Frame BYjalial
FREE], FEFE (R
MRR) @t

BG40 PRI 1.0. 0.9. 0.8. 0.7. 1 AL REIN R R DR

0.6. 0.5. 0.4 BE—ENEIL, B,

0.9 &~ 90%., INRAHE
B OHER, BFERRIME
1.0, FERILUEEE
HKEY_LOCAL_MACHINE\SOFTWARE

TREEMERFKER GRS
YERAE
RiTRIFTER (BFX%%) | 3; #: 5, &: 10 1% FEA

July 5,2024
PR FE R IFEREBOI R IE N ICA BEREIXYE, ERENETHERITERE,

AR

PREFEXNERERFIREB T EALIEERENZEE.

BRREFE

ERAREIE, BRRUTHER:
1. #77F Session Recording Agent Properties (SiERHCEEM) &9 Player (s &M+,
2. i%#% Enable fast seeking (SHIEIE) HEE |-Frame BEMIAZE,

TR LU RAE XM |-Frame HEERSECEBEX |-Frame (&4, SEEZ 10 3 1,800 #), BRIA
BN T RERRAE XMW |-Frame B3 ja)jalfg Medium (), B 60 %,

BXAESREXH |I-Frame B aElEfRRYIRER, BSFHTXR:
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REEXH |-Frame BYja]ia]fR i)z
1% 300 #
2] 60 #b
= 30 #

[EEJ Session Recording Agent Properties
Recording Connections Lossy Screen Player

[] Enable fast seeking
Seek settings

(@ System-defined |-Frame interval:

(O Custom |-Frame interval:

OK

Cancel

3. (AIi%) SR EEE R Session Recording Web #Eas S BIREFE, HSME Web BasmmLm
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Configuration (E2Z) > Preferences (&3£1) H#ifRit+ Enable fast seeking (BRHREIE),

Cifrix | Session Recording

Preferences

Set your playback preferences.

Player cache

Set the eache size you want the player to use for playback

{8 Configuration ~ —————o—0 —o— —o— . 32 }e MB

Seek options

Enable fast seeking

Select this check box to improve the seek performance during playback

fdE 5 Session Recording Server fiE#

July 5,2024

ficE Session Recording Player Z| Session Recording Server 9%z

£ Session Recording Player AT LUE R KIEZ /i, BEXMEBTRE, FHEZIEFMEE R RIEM Session
Recording Server. S M EKEIYRIELE NAEE S % & Session Recording Server i&E#E, B—RRaEEZES—1
Session Recording Server, WNRFEMBECE NEEBSZ A Session Recording Server i&E##, FF A LAESUIEK
23% %51 Session Recording Server.

EREIRET Session Recording Player 89T fEuk,

JE&h Session Recording Player.

M Session Recording Player &&i=dh, fOREFETE > %M,

TEERATR, BERM.

EENRBFEH, BAFEE Session Recording Server Bt EMMZ IR IP ok, AEERMNL. FRIAER

T, Session Recording =EE AR HTTPS/SSL SBIEBER S, MRKAE SSL, iEiEE “HTTP,

6. Ef2E Session Recording Player, fEHE#EREZEETIZ 1 Session Recording Server, iEx&4 Session
Recording Server E25% 4 1 5.

7. ESHEPEEZTIN Session Recording Server WEI%EIE,

ok w b=

F2&E Session Recording Agent % Session Recording Server #i%i%

BEIERE Session Recording Agent RIEZ B &%, E7ER % Session Recording Agent FECE b, 15ER
Session Recording Agent Ef4.,
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1. ERERET Session Recording Agent #IARS 23,

2. MITHAZ &k Session Recording Agent E1%,

3. BEEEATFR,

4. 7z Session Recording Server FE/, $#A Session Recording Server # FQDN.
AR

BEMEE HTTPS BRI (BIAE R TER TCP), i&7E Session Recording Server FE;HE
A FQDNo &M, RiERHIFRK,

5. 1z Session Recording Storage Manager ;52 BA5# 53 #, %% Session Recording Storage Manager
BAFEENNNHELRINREOS WEFRE).

e =

2@ HTTP A0 HTTPS ERERERAY, 18%EFA IS #EFThEE,

6. WHEBAEFMFRF, ERIIAE 72007 (2/08), HERAN—HE, RREEEANEESFEBEMTIF
FREBNTY. BtHEZE, BHRZES, EXGARER, BEESERRRRFL,

7. 1£ Session Recording Broker &5, %% Session Recording Broker BT iEEH@EE N, HERE
WHOS NBFRE).

8. R#IRREY, EFE5H Session Recording Agent ARSS LUIESZFAIIVE X,

EURE Y

July 5,2024

HFREERA, Citrix BiARER HTTP B{E&EHhiN. Session Recording REAE ER HTTPS, EfER HTTP
KA HTTPS, S AEMZILE.

¥ HTTP BE&EEIN

1. BREFE Session Recording Server #yi+&E#, #7£ IIS 3t Session Recording Broker 2% £i%
%

2. 1ER#7T Session Recording Agent 98 &Rr5S28 L, & Session Recording Agent EHHHIHINILE
M “HTTPS” Eekl “HTTP”:

a) BRIRET Session Recording Agent HEAIRE 3.
b) MFFaZ & iR Session Recording Agent Ei%.
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c) 7£ Session Recording Agent 14 kiR E %R+,
d) 7£ Session Recording Broker Xigi#, MY TFHFIRPiERE HTTP, G2 EHE UIESZF RN
B, MRAFRRENBRS, BXER,

3. 7£ Session Recording Player i@ B+ iEMHGEEM “HTTPS” Eekr “HTTP”:

a) BREIRET Session Recording Player B&A Tk,

b) MFFtaZ &S, #%iF Session Recording Player,

c) M Session Recording Player Szi2mh, {RIGEZRT A > %I > Ei%, RAEERRS/HERER.
d) MY THIFIRF%ERE HTTP, RAEREHRERRLUEZFIHNER, FHiBEZIHEE,

4. 7£ Session Recording SEEIEHIAPRMBGEEM “HTTPS” Bk “HTTP”:

a) ERERET Session Recording HBgIEHI & HIARS 28,

b) MFFtaEEH, #%#F Session Recording HBgIEHI&.

C) MY THIFIRPEE HTTP, ARSEHE HITERE. MREEML, TREE) Session Recording
wITH AN ARRISELIRE,

mE 7% HTTPS AIE&EY

1. BREE Session Recording Server Byi+E#, #7£ IIS 3¢ Session Recording Broker B A% £i%
%

2. 1ER#7 Session Recording Agent 98 &Rr5S28 L, & Session Recording Agent EHHHIHINILE
M “HTTP” Bl “HTTPS”:

) BRIZRET Session Recording Agent BiE A IRE S,

b) MIFaZ iR Session Recording Agent Ei%.

c) 7z Session Recording Agent B4 HiEREHETM £,

d) 7£ Session Recording Broker XiZ#, MIMYTHIFIRHEE HTTPS, SR EHEIESZ AR
B, MRAFZRTENRRS, BEER,

[Y)

3. 1Z Session Recording Player ig B HiGEEM “HTTP” EekR “HTTPS”:

a)
b)
<)
d)

B RERET Session Recording Player f9&E4 I {Eik,

MFFsaZ &S, %% Session Recording Player,

A Session Recording Player &z, {RERTH > %W > &%, RAEERRSB/IHERER.
I T RAEE HTTPS, AEREHERRIERFMERS, FHRHIZMIEE,

= =

4. 7z Session Recording HB&IzHI B P IMGEEM “HTTP” B3l “HTTPS”:

a) BRIIRET Session Recording HEIEHI A HIARS 25.

b) MFFaEEH , #%iF Session Recording FB&iEH &

C) MIMYThIZIRHEE HTTPS, A58 ST LU TEE. MREEMRD, TREB5H Session Recording
KBS AN RASICELILE,
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£ Session Recording Server LEREIRE

August 13, 2024

R DR IESETEM U TIRE:

m A PR
BEXRHEEIHEE
EERGIXHNEFHELE
HETE RHI XA BIX AR
ERSERNFER

CEIP #1 Google Analytics

[a) B R4

July 5,2024

EmAFETFIR, 1EEER Session Recording Server £ Session Recording Authorization =%l &% HEF 2
AR, BEMAEBANL:

BE.

HFR2ER, BREFTHARTHEDRE GINEFERNRIE) FIFEINR.

PolicyAdministrator, E5&E. tIE. Hi8. WERURERRH SRR, BIAMERT, F& Session
Recording Server Wit BH B RE FILAGBRIK R,

PolicyQuery. #¥#t% Session Recording Agent BIARSS 2315 R R HIKESTE. BINERT, K35MKH%
IEMAFETIABIKR,

LoggingWriter, S NEEGEHEICEEENNIR. RIMERT, SEERINERSHZ L AEHR
R BEXEIAM LoggingWriter BRXA2SHAEE ALK,

LoggingReader, #¥&EWEERHETICRETHNR. LABHEERIARRAZH.
PrivilegedPlayer. 1233 RH1041& B AMIBRS R BRI HIAFI LU R 7 A4 F M Bk T b ST B9AF o

Player, ¥ & & SH189 Citrix Virtual Apps and Desktops #1 Citrix DaaS (Wgi#r Citrix Virtual Apps
and Desktops fiRS3) mhsRMIIR, LABTEERIARRFH. K3 Session Recording BY, FiEAFERE
EERFRFNSIENR, NRAFEEBRRRFINSIEFAENNIR, NESRBRRENSIENSIKEITE
RES:
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Search Failed

A ! Search for recorded session files failed.

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security,

OK
ERARDEAEN ARG, BRITUTERE:
1. UBBRBHERIE Session Recording Server 893t &#,
2. Bzh Session Recording Authorization =% &,
3. ERENERLBFNAG.
4, fEREfEs, RREEE(E > Assign Windows Users and Groups (4 Windows BFH14H),
5. RMARMA,

Session Recording & ##1£ Active Directory #E X I AP 14,

TH QM ERERBEFELHRIT RNERBEIER. s, Bhkads 1906 &£, EELUERA Session
Recording SREEIZHI A RIZRBIG T BRI, BXFARER, BESARIHETERR,

CEIP #1 Google Analytics

July 5,2024

L5285 Citrix EP & EITY (CEIP) B, RARSNEEBRBMERRIEHLIXA Citrix, XLEBIEFHTIR
B mREMtEE, s, ERBURMNRIRFILULIEE Google Analytics LUIHITIRIE. BHHIH

CEIP &
BRINMBERT, BIERE Session Recording ¥ B85 CEIP, AYEERE Session Recording tXE$E—X
E#HBUR, EM CEIP BUHITI, BEHATLITRE:

1. ZRZFFEE Session Recording Server Byt &l

2. MFFtaZF &L Session Recording Server Ei.

3. 1£ Session Recording Server B, & CEIP &+,

4. BUHERSS5EF AEAETISEE,
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5. E¥Esh Citrix Session Recording Analytics Service LUfEIRE £,

i_lzﬂh Zession Recording Server Properties — >

Storage  Signing  FRollower Plavback Motiications CEIP Logging  RBAC

Thiz option allows wou to make the product better by joining the Custamer
Expenence Improvement Program. Leamn more

Participate in the Cuztomer Experience Improvement Program.

Cancel Aoy

Google Analytics i%&

ER Google Analytics /&, &R 5 /Tl —x Google Analytics 5 Session Recording Server Zal#iail
ES8IE. Web B ENAPTHEIBt & %ZXE Google Analytics, APTHEIEITH Web Bkes U NIERHH
BRI RRFGEERD.

BUANERT, Google Analytics &8 FRARS, BRREZFIIN, NRELLE Session Recording BYiEFHIB X
HHXBEFE, ERERAARBEF, HERMERTREMA Google Analytics.

BRZEEZR Google Analytics FEMFRISE:
fii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
#Z#: CeipHeartBeatDisable
& 1=%2/8, 0=BA
=/ Google Analytics, BRBRUTHE:

1. EREHE Session Recording Server Bit &
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2. T EMRRER.

3. #%H HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\.

4, HEISHFMEMKE CeipHeartBeatDisable,

5. ¥ CeipHeartBeatDisable H{EEURIEE N 1.

6. E#AzN Citrix Session Recording Analytics Service MUEIZE £

B2/ Google Analytics, BERRUTHE:

I EMRRER.

Lk wh e

ZREIFE Session Recording Server Bit&#.

M Session Recording Server W& iR

FE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\.
ks EM=(E CeipHeartBeatDisable i HEHIEIZE R 0.
S#Ez Citrix Session Recording Analytics Service LUEI& B4

TREHTBRENEREENRETM. SEPFESEMRAEEREFFAES.

=

&M GUID

1RIERGhRA

Session Recording Server k7

N BREFRHIHhE

REIHHE

EMRIE AR

machine_guid

0S_version

SRS_version

application-recording
-number

recording-number

BiEA

FRRMERREVEIERITEN. B
Google Analytics /7, TitREE
BT CEIP, ®ESHiEHaRIX
%) Google Analytics.
RTTENRERANXXEFFH,
BF Google Analytics /&, TitR2
BRAT CEIP, NES KRR
%3%% Google Analytics,
FRRRTEEM Session Recording
Server [RAEMNX AFRiE, B
Google Analytics /7, TitREE
7T CEIP, =SSR RIX
%) Google Analytics.

RN AR REIE XA ERE,
EIRERAT Google Analytics #l
CEIP B &R X1ZEUR,
RTNAREFHIRERGIGEXESE
M, FEERAT Google
Analytics #1 CEIP B2 % %% 338,
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HiER

HESREIHE

RERFNSIENARESRE

RELSIERNEHNREINZIEN
RIBHE

BEERNEMHIRFIGHNE

BREERBATIER

LERNEHYE

BEMERIRHEE

BRAHTE

BRREIHEERRE

ERRIE TR

dynamic-recording-
number

recorded-agent-number

event-logging-enabled
—agent-number

event-logging-
recording-number

admin-logging-status

collected-events-
number

customized-policies-

number

load-balancing-status

rbac-status

iR

RIS RE X HENEL, B
BERAT Google Analytics #1
CEIP BY&RIXZEIE,
RTIEERHMRIER VDA $E8
B2, FNBEAT Google
Analytics #1 CEIP BY& &%z E0R,
RTIHEBSERNEHNIRFINS
iEHY VDA B ENEH. RNEAT
Google Analytics # CEIP B¥= %
EIZEHE,
RTEERRNEHNRENXHDN
HENEHN, FNBEAT Google
Analytics #1 CEIP By & & %i% kR,
RTIBABERASIERIETF, 17
®NBEM. ‘07 RTEZH. R
BAT Google Analytics #1 CEIP
R &IEIZEE.
RTCRMEGHRENELY. RNE
AT Google Analytics #1 CEIP B
RRIEZEIE.
RTIBEXSERHHMNEGBERR
FERBRNVHRENEY, FNBAT
Google Analytics #1 CEIP By %
EZEE,
RTBRAHBTHENHRT, ‘17 R
BREMH. ‘0" RTERH. ANEA
T Google Analytics 1 CEIP By
RIFZEIE
RTBARFGEERKRNETF, 17
RREBMA. ‘07 RAEREA. N
BT Google Analytics #1 CEIP
B2 RIEIZEIE,
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BEXRHERER

July 5,2024
MSERNRERERE T 2EFHER, ARERAEEESWEIREE,

+ 7£ Session Recording Server B4HEMET £ FEAAFRLHAFELRHESIEN, RINBFHESM
TRR:

Session Recording

Your activity with the desktop or program(s) you recently started is being recorded. If

you accept, click "OK”, if you deny, click "Cancel” and the session will be disconnected.

AURLAPELRFIERIE, LINkEREIRLAFPERER Session Recording RFAEA, AETREdES
o MRRLBFAEREREN, EXEREEAT RERFINENRER TALHETT. IRSREXBFAELRETE
By, ERiEBLit,

s MRRBAATRLAPELRFIERE, NERABRIEE A EAERBIEEARIERNRERIZFHITHIE.
MREFRAERE, BXARREHIEF. BAAUREHERRZEOHSREHTHRIE,

FAINEFRHE 2 VDA LEVRERARNIES BR. AILMRIEFEBRAINE BAREAE B EXo

TR LA AFMERFEIRS SUBAE B EXFMAIER, rtaUEESCEBITEMERIEN. REEREMESE!
B—5FENHEE. BAEENETES SAFNEEAMIRENESER,. ESHERNENESRETIIABIIES,.

BEXREERHER

1. EREHE Session Recording Server it &
2. MFFHAZ & ik Session Recording Server Ei%.

3. £ Session Recording Server Elf /1, BE@MERE,
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[% Session Recording Server Properties

Default message

Title

Storage  Signing Rollover  Playback Motfications  CEIP

[] Allow end user to deny recording of their session

Matification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

Logging RE 1

Session Recording

Body

Your activity with the desktop or programis) you recently startted is being
recorded. i you ohject to this condition, close the desktop or programis).

Language specific messages

List of language-specific notification mes
empty. Only the default notification mess

be used.

T
Jcs 15

53
age will

Add...
Madify...

Remove

Cancel Apply

k

4, BRERBIEZAEAPRNAFRRE, BERATRLAFELRFIERIE,

%% Allow end user to deny recording of their session (R FRALBFIEARFIEHRIE) 5, ZRINH

BIEXZHEN#EETN:
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[% Session Recording Server Properties — -

Storage Signing Rollover Playback Motfications CEIP Logging RE Y Y

Matification can be sent to end users to inform them that their session is
being recorded. Customize content of the notification message below.

Allow end user to deny recording of their session

Default message
Title

Session Recording

Body

Your activity with the desktop or programis) you recently startted is being
recorded. K you accept, click "OK", if you deny, click "Cancel” and the
session will be disconnected.

Language specific messages

Add...
List of language-specific notification messages is
empty. Only the default notification message will Modfy...
be used.
Femove

Corcd | [ ool

5. MREFEARINEBIES, BREFEEXRIVERGENEREN, ARRERETHISE. MREFHIES
RHENBIES, BREFITUTIE,
6. 7£ Language specific messages (GE=HEMEE) HoHhEE Add (Fi).

7. ERHBRIES, ARRNESMETEREN, —MiEZREEIE—FKHES.
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Language-Specific Motification Messages

Select language:

Title

Motification message:

Cancel

ERHMER, ERRBETREESHENENESES,

BRNERKFE

July 5,2024
A[TERE T Session Recording Server #1 Session Recording Player (93t 84l ERIEIFH, XA LUBS R
WFEE R DAL Session Recording igsgBENZ £ M,

BRIMBRT, BFZTERTEARS. AEEETHTYRGHITEZMNIERE, Session Recording #F 3¢
Session Recording Storage Manger AR5 #93RERAR R,

BRH%FER

EFEFEE Session Recording Server #it &,

MFFaZ e hi%R Session Recording Server E1%,

£ Session Recording Server B, BHEZERMF,

FE R ERET Session Recording AHHITEN Z BB AR &BEEHIER.

> wn e

1. ZREFE Session Recording Server #yit&EHl.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 115



Session Recording 2407

2. MFFEaZE ik Session Recording Server Ei4.
3. 7£ Session Recording Server Blt+, BHEEZETF,
4. BEHEBUHER,

SHmNIRS

July 5,2024

ik

ERAISRNEANE —RET B FIHLXNEFINIRS. FHREREESFNBFEHFEXNREERMEN
MFEY csv X csv XFRE—XRH—ARME T EMEAIN IR HHTETIR,

e

*
WS TE B E X E AN R kR B @R EAE A, EMARTUKEIEXS M RREAEN, AL
EREMEMBMIRE. TABNRERE,

TEHRSAMSXEHMMREFESHTHIEERR:
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=35 (SFS

citrix cifrix.

Session Recording Event Response Report
Aug B, 2023

Stataticn on responses SNgEeed by your et reRponas By,

Session Recording Event Response Report
Aug 7-Aug 13, 2023

Satisticy 6n retponses trigpered by your event responss policy

Databuis fil sde name selalonisdsntding -t
Derlnksase iNSLARCE NAME SESSHareeding-Ob

il Al et b E—— |
Email alerts Web Browiing IE— 5 Emadl alorty ferton w'$ .
TR —
Fils deleton S 15
157 Berlomence data - 12 23 ““"";‘: 2- 2
Anher 3%
DA SEreEn recodings Appvint oa— Dynamic soreen recordings m.ﬁppﬂal ._‘. [
Sassion locked Appuet o Sesgion kacked Popup window T 4
App wlarg -
‘Web browing = 15
50 Popasp wendow - 11 ‘IQ Web Eroweirg & 1
nher 3 Othed T
Basshand dehoonnedied Fg frangler T Seisions discannected Fie transfer & |

25 1

Soniand logped off My — 22 Sessions bogped off
45 Parirmance data & §
@=L ou can find the full list of events and responses attached 1o this email il Youcan tind the fulllist of events and responses attached to this email

BXALEHE R EHMNIRSHIRG csv X, B2 TENFSEE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 117



Session Recording 2407

-~

& |2 EventResponses_9 21 2023.csv Open with v

A

User Trigger time Trigger description  Recording file Trigger type Trigger detail Event detail
XF4B5\Administrator 9/20/2023 3:21:50 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/20/2023 3:26:53 A perf C:\SessionRecordings\2023\09\19\i_fab04 and start screen recording when a is deteq
XF4B5\Administrator 9/18/2023 8:52:36 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 8:53:09 A perf C:\SessionRecordings\2023\09\18\i_3c71% and disconnect session when a isdetecte!
XF4B5\Administrator 9/16/2023 3:03:56 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 3:09:06 A C:\SessionRecording Session Start Email alert when a s Session Start
XF4B5\Administrator 9/18/2023 6:58:15 A web C:\SessionRecording WebBrowsing Email alert and lock WebBrowsing<SPLT
XF4B5\Administrator 9/20/2023 5:41:04 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a is deteq
XF4B5\Administrator 9/20/2023 5:50:37 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a is deteq
XF4B5\Administrator 9/20/2023 5:51:07 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:14:43 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:26:47 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:56:26 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:28:23 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:29:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:29:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:30:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:31:25 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:31:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:44:52 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:46:52 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:32:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:32:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 3:33:24 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:19:45 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i

XF4B5\Administrator 9/20/2023 6:20:15 A perf C:\Sesi0nRecor®ngs\2023\09\19\i798cd( and start screen recording when a i

XF4B5\Administrator 9/20/2023 6:26:17 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:27:18 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:27:47 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i
XF4B5\Administrator 9/20/2023 6:52:54 A perf C:\SessionRecordings\2023\09\19\i_98cdc and start screen recording when a i

XF4B5\Administrator 9/20/2023 5:41:33 A perf C:\SessionRecordinas\2023\09\19\i 98cdc and start screen recordina when a i

BEERARSABEKR— OB BT RN B4R, E@T Session Recording Server Bl = HiHR S, 1ES
WIE R FHMEIETR _ EACE M H B FEHIRE,

pE=

WMRER Session Recording Server RUAHTEHARELER, BEEP—ERSH[ LTHHRS. T, BE
&8 Session Recording Server 8+,
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| Session Recording Server Properties - X

Playback Notfications CEIP Loggng RBAC Emal Repott Cloud|*

Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

Send storage reports by email
O Daily

@ Weekly Thursday v

Email recipients: ||

Cancel Apply

Session Recording 7Zf&iRE

July 5,2024

1k

Session Recording FEiR S RIEE X RENR SN BT HH Session Recording Server WRBREIXHHNERE

SFitEE. CBTHEFHELZLE, HPFESEXUTUTRENFEERR:
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=) SERVER
Server time zone: (UTC-05:00) Eastern Time (US & Canada)

Total size of all recordings: 499.0 GB A 4% over previous week

.I 60 GB ¥ -14% 1234 A 170%

Slorage used Sessions recorded

Total size of all recordings (GB)

501 oy
454
407
360
Apr G Apr 7 Apr g Aprg Apr 10 Apr 11 Apri12
Wed Thu Fri Sal Sun Maon Tue

Storage usage per day (GB)

a
Lo FEPEEPEEEEEEEE  SEEEEREEEEEREEY BRI
| I I
0 I
Apr G Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr12
Wed Thu Fri Sat Sun Mon Tue
— J-day average @o====-- Weekday average

MNumber of sessions recorded per day

213
142
TI I I
0 |
Apr 6 Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr 12
Wed Thu Fri Sal Sun Man Tue
- J-dayaverage  ===-=- Weekday average
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&

BEXHEAERET B FHRH LIXR Session Recording 77k, @it Session Recording Server Bi%
HiRE. BSUEBFHERT R ERREFHBEFHEIRE,

AR

WNREH Session Recording Server BUAHTFEHARRBEN, BEEP—ARS[ LERHHRS. BN, B7E
& Session Recording Server L8l

|E session Recording Server Properties - X
Playback Notfications CEIP Loggng RBAC Emal Repot Cloud|<[*
Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

Send storage reports by email

O Daily
@ Vieekly Thursday v
Email recipients: [|

Cancel Aoty

FERE RHISAFBIS AR

July 5,2024

KGR NER, THREIXEMFHNREEK, TRIREPEREIBRATSMI X HNIANEERE, EEH
NXHHAN, BEAXHEERERS, REEAFIREZE, Session Recording SXAZXHHAIES — XM
S EHHITRE LR IEMDRED,

A LA—MREEER N EE:
o XKD REMENANN, HEIXHERFRAHITA XM BRINERT, SANEE 50 MB B AER
& ZHFEYE: 10-300,

o FREYiE, ARIFEEE, HEXERXAHTHA—IMXE. RAERT, SERHT 12 /WNHSREE
o XFHE: 1-24,

HELRM PO FHPHE-—NFRERZRBDER. F0, EIEEXNA 17 MB, EEFEEN 6 /i, HERIREIS
1E 3 /\BYRIAEI 17 MB BY, Session Recording XX HHITH— Mo
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FBRIERIEFZ/ X, Session Recording &EZE LV —/N\K 2 B #1TRE,
A/hiEsd 300 MB B LA FISME .

EE REIFRIRAS AR/

1. EFREHE Session Recording Server BIi+E#,
2. MFFaxEhi%ERR Session Recording Server &M%,

3. £ Session Recording Server B4/, BEREIHERE,

MAZEBAXARIMEENE X
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

regardless of the duration.
File size threshold (MB): 50
Recording duration threshold (hours): 12

OK || Cancel | Aoy

4. BA—NF 10 I 300 Z[EIAVEEE, LUHSEXHFRRAKRN (B MB REMD).
5. BA—IMNTF 13 24 ZiaBE, LUIEERHNEARFSE (BUNREMI),.
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EERBIHEFELE

August 19, 2024
BT LU R FEEDRIREEE. SAN £/ UNC MEREIEENUE. Ea] LU REIHFMETE Azure XHHEM
Amazon Simple Storage Service (Amazon S3) &,

=z

AR
o BEFEFHMMIY (540 SMB 1 NFS) £ NAS L1z 8iBrI e REM R 2=, BERE
FRRZASEITHN OB R R 2R 8, FHITHENNS LIS R IERR L.
o BEMEXHHEEMPRESH, E#ER ICLDB 6%,

5| FEFRBMUA TSR

+ 7£ Session Recording Server BIEHIgE REIHEMEIE
o BRHFTFHETE Azure XHFHZH

o BREEFMETE Amazon S3

o BREIXHFEENEHZHMKH

1z Session Recording Server EtthisERFIFEMHIIE

AERSABIRM T 7£ Session Recording Server B EEEM BN —TTE,

1. &REFE Session Recording Server #yit &,
2. MFFtaZE ki Session Recording Server Ei4.
3. £ Session Recording Server ElfH, BHEEFHIERFE,
4. FRAXHFHEERIREERFIGNEEX SR,
EENHRE, Session Recording SHMERSIZFIXLEX RN “FTLER" IR,

BIAMERT, RHEEEMEELE Session Recording Server 91+ E #1189 <drive>:SessionRecordings X
ke, AIERFEREIGRIX AR, RMFSMIXHRUBES M EZB#HITHETE, REFAEZ T,
FIRANS DI REBRREGEX SR ZEHTT AT, ARTEEI X RBEIRHT,
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|* |

Recorded session files are stored in the directonies specified. To store files
in Ia load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders 1s empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make

them available for playback.

Restore directory for archived files:

C:\SessionRecordingsRestored Browse
OK || Cancel |  Apply

5. EEFEXHNERERFRY, EERTERFEOREGHXER, EREEE—MXHRRERFEHORE
o
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BRINER T, FRAHN R TEHEE Session Recording Server 193+ #1418 <drive>:SessionRecordingsRestore
XERPHITME, AIAE X HF R,

RREIGFHETE Azure XHH=H

B Azure XFHZEREFERFIG, BRERUTIE:

1. EAzure "JF e, SIEEFMEKS, AFEIE Azure XIHHFHE,

BXBRENTER, BFSRAEA Azure A REMERE Azure XHFHS, TRENEEENEE.

Session Session
FREIHR XHHZECE Recording Recording
(MB//)\B¥) SEHE prabs et (TB) Server & Server X/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X£9 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£910 2500-4000 SSD Premium 10 2 Standard
D4as_v4

XHHERFMESRESK 8 /MY, A 23 M TEANSNREIXE—NANREERITERN.
2. ¥ Azure XHHEEIRFMEIRET Session Recording Server B1EH,
a) UBERFNEMHTRRN, AERKERNB/ENH <Session Recording Server 2 12\>\Bin
MK,

B A & R F, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server &,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> @<,

He,
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- <storageaccountname> 2 Azure FEHITZREMN B9 E TR,
« <filessharename> 2EH7Z Ik A SN HHZHNEM,
+ <accesskey> BRI AFIHRAIXHHENFHEKFZH,

BTG AR LEREVERFEIK R 2.

o AL B EXHHZTUE FENERERE R ER T 1T R RIS EFEIK P 2.

i docs (G+/)

sessionrecordings

SMB File share
[(Psearchicsn | «
& Overview
R Access Control (IAM)

Settings

il properties
Operations
4 snapshots
& Backup
Monitoring

fifl Metrics

T Upload + Add directory

Connect X

sessionrecordings

A\ 'Secure transfer required' is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption

[ search files by prefix

q . Click here to learn more.

Name

No files found.

Windows  Linux  macOS

To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
PowerShell terminal:

Drive letter

[z v

Authentication method
O Active Directory

@ Storage account key
@ Connecting to a share using the storage account key is only appropriate for admin access

Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Leam more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445

if (SconnectTestResult.TcpTestSucceeded) {

# Save the password so the drive will persist on reboot

[ KjTgGZUZtolh8A3PAOHBWOe +J9kuid6p7xX11egNMUOXKX? 1)

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S2S) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

o WEILUET B ETFAENK P DTE £ M S BT 1R AR IR BN ik - 22 5R,
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,

i. $T7F Session Recording Server Ef%,

i, BEFHEETR_ERR,

iii. £/ \\<storageaccountname>.file.core.windows.net\<filessharename>\<subfolder>

BB UNC B2,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHEFEERIHEERAIHE,
v. B Session Recording Server EE O A,
vi. EAZAREERERE,
vii. RFIRTEEFHEBDH Session Recording Storage Manager RS THE,

Session Recording Server Properties

The “Citrix Session Recording 5torage Manager” service needs
to be restarted for changes to come into effect,

Do you wish to restart the service now?

B RE1477687 Amazon S3
BN

1. 7£ t2.xlarge EMMIEEZH AWS EC2 5L %4 Session Recording Server,

2. BHETIMNTEAEMREIIEE RNZE D 4194304 KB (4 GB).
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File Action View Help
e @ EaRz P

2 Message Queuing Properties ? X
A Computer Management (Local pns
v [I} System Tools General Storage Server Security Security Queui -
(5 Task Scheduler e o
{2 Event Viewer : STANDALONE2208 More Actions >

) Shared Folders
& Local Users and Groups
@ Performance ID: {6EFD71E3-4A09-4397-8B45-FAD0B25FOCED}
& Device Manager

v &5 Storage
W Windows Server Backu

Computertype:  Independent client

= Disk Management Storage limits

v ij _S:rvi(es and Applications [ Limit message storage to (KB):
N Internet Information Sei
@ Routing and Remote Ac [+ Limit joumal storage to (KB):
L4 Services
& WMI Control

[ sQL Server Configuratic
& Message Queuing

< > Conced | | fonhy

3. 7£ Session Recording Agent B, ¥XFHEMNTINEENERERRIZE N 144007 (4 /)8,
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E@; Session Recording Agent Properties —

Recording Connections Lossy Screen  Player

Session Recording Server: W2K155T-Q5KIDYM bt local

Session Recording Storage Manager message gueue

Protocal : TCP s
HTTR/HTTPS port: Default
Port Mumber:

Message life specifies the penod during which data remains in the
MESSE0E qUELE.

Message life (seconds): 7200

Session Recording Broker

Protocol: HTTP e
HTTR/HTTPS port: Custom -
Port Number: 80

0K Cancel

Pt ol O

=

=W

EEMS4F AWS FEMXEREFR, REIXHRTEETAM Session Recording Server Rz 51X 4+

=, AR HIMEIEERE .

p

R REFMETE Amazon S3H, BEERUTSE:
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1.

2.

3.

8% Amazon S3 EfEif. BXEFMER, ESH Amazon 4 Creating a bucket (BIEE(ER).

st @

BIZHBE Amazon S3 XHFMX. XA LUSEIEE M EI 2 sIeI A Amazon S3 FiERSE MIZFER
iR,

BXHTUEA, BESHELT Amazon d4:

o BIEFHEE Amazon S3 XM
o FREVM XA EGERZ A

SEEEREH AR RES, SIBEXGHER, HEREZCIEN Amazon S3 XHMx, FHEXXHFHE
ZEEIEN Amazon S3 =FEiE. AXEAEER, B2 Amazon X# Create a file share (Bl

=),
. ®E|RET Session Recording Server fitBHM AR AT E:

a) BXHH£ZEEFME Session Recording Server, A, EUERRZ SR BEIHSRTE, RAE
BRI SER A **\Bin™™ Xk, RIAERT, Session Recording Server &#17E C:\Program
Files\Citrix\SessionRecording\Server &1, #2517 **SsRecUtils.exe -AddAwsS3 <Gatewayl-
PAddress\> <S3Path\> <GatewayID\> <Password\>** &<,

He,

+ <GatewaylPAddress> /&8 Amazon S3 XX{EM%H] P ik,
« <S3Path> 2189 Amazon S3 FiEEHNE M.

« <GatewaylID> 2 Amazon S3 X#MxH D,

+ <Password> 2EE IR HHZIEBEIREED,

PRRERBLSMNIPTEE S AR X HHZETE LR, MTFR. WTFRERE, G858 SF4HE
Fo

Example Commands

You can use the following example commands to connect to the file share.

On Microsoft Windows: net use [WindowsDriveletter]: \\ \citrixsessionrecording /user:sgw-56599C3F\smbguest

b) EREXHHZRBRNATFERREIGIMLE,
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i. $T7F Session Recording Server Eft,

ii. BEEEETE AR,
1l \<GatewaylPAddress><S3Path>\<subfolder> &\ UNC B2, EXHHE=TIEE

iii.
— P F X RUEFEERFIN MG, S8, Session Recording Server = B A EEIEF XK,

RREX A FEENSLZHXHRF
AR

o WFAHIRMMELZIHT, BIAERT, Session Recording Server i@id SMB ihialiZ 3 432,

o BETFEF MM (B0 SMB # NFS) 72 NAS EFfiEsiEr sEa iR ML, HFERR
FhRABIIN LI e 2 2f3E, HHITHUENIR LA R EHREIIERE,

p

ERRAIXHFEENEHZAM4 XS, BB TIE:

1. AHESIEMNNEHZNXHREIZ—AEIRIMNE AR, Ak, &R Windows GUI EIETT

EMFUTHER PowerShell #5%:

New-LocalUser -Name "YourUserName" -Password (ConvertTo-
SecureString -String "YourPassword" -AsPlainText -Force)

2. BIE—IMBHEZMXMHF, HHfF Session Recording Server 8EHiARIZEZHNXHR, Ak, EER

Windows GUI &7 T A TARZEM PowerShell &<:
New-SmbShare —-Name "YourShareName" -Path "YourSharePath" -
FullAccess "YourUserName"

Grant-SmbShareAccess -Name "YourShareName" -AccessRight Change -
AccountName "YourUserName"

3. ®EIRET Session Recording Server it BHHTER U T E:

a) BolEmtk S B EIEARME Session Recording Server, Altt, EUERR SN EHHIRTM, A

ERREHEEE R *1\Bin™* Xk, BRiIAERT, Session Recording Server &#1f C:\Program

Files\Citrix\SessionRecording\Server 1, # [5 iz 7 **SsRecUtils.exe -AddSharedFolder

<|PAddress\> <ShareName\> <Protocol\> <Username\> <Password\>** 5%,

Hrh,
+ <IPAddress> H =8I FERENIITENAY IP it
« <ShareName> 2HZ=& 75,

« <Protocol> E2f&E 5 SM
« <Username> BB ARENXHFRIGENHAF B,
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« <Password> 2EANHEMN RGBT,

g0, %058 \\10.100.100.100\myshare 2 EHMEZ M3, AT LLEITEMT SsRecUtils
-AddSharedFolder 10.100.100.100 myshare SMB myusername mypassword #&%,

b) ERHAEXHFIGE N TFERENREIXENIE,

i. $T7F Session Recording Server Et%,
ii. PEFEET-E ERHFM,
iii. L \<IPAddress><ShareName>\<subfolder> =N UNC B812, EHEXHLTIEE—
NEX R UFEENREISC . ARG, Session Recording Server s B AEIRF XX,

ERES

July 5,2024

A Session Recording SRERIzHI A IR RHIKEE. BHQNEIE. SHMMAREMNREIGEER, C2RIEN,
FILARIBY M Citrix Cloud #14siti3FiE 487 Delivery Controller,

BE.

WIRFsh %% Broker PowerShell &2 # 5t (Broker_PowerShellSnaplin_x64.msi) g% Citrix DaaS Re-
mote PowerShell SDK (CitrixPoshSdk.exe), 7 gEf#F Session Recording s#&izHIA, 7 Citrix Virtual
Apps and Desktops ISO (\x64\Citrix Desktop Delivery Controller) E#Zl Broker
PowerShell &%, 3%, M Citrix DaaS (Ugi#r7g Citrix Virtual Apps and Desktops iRE) THR
m ~#; Citrix DaaS Remote PowerShell SDK,

B
B LU 45 48 3k At 5| LA RS Lk 7E Session Recording Server Al BN H BB EMNBE R TRAIXHFE
%, UEEBRBMNERLET Session Recording Agent B9+t & #l, I FIMERBIER, REHE

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent F# il DWORD {&
DefaultRecordActionOnError =1,

AUE R

1. UBEREMNERELET Session Recording HBgIEH &8 EN.

2. Bzh Session Recording HBgIEHI &,

3. MNRHMEHEE Session Recording Server E[0, &R Session Recording Server &#r. XAl
EMTIR. BEHEHE,

4. 7£ Session Recording SEBgiEHIAH, B BIRRIERE,

5. EREHENERR,

6. M3EBE, EFHEREK,
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e RS

1. UBEREMERLET Session Recording H&IEH &89 EN.

2. Bzh Session Recording HB&IEHI &,

3. MREMEES Session Recording Server &0, EH#ifR Session Recording Server &#. #hiYAliH0
EWTIR. BEHTE.

4. 7z Session Recording HBgizHI &, BIFEIREIELE,

5. EREEHMRE, REMANFETELAMERF,

6. BRI, BeRSMERARN, ERITIA TR

o MEBI=rh, FEERMAAN, NRBWATFEDRS, REAFET—TREED, BREHINZIRE €
FBANR S eI,

o ERBEAHMN, BHEFGE, FEREM. EAMNRFEHN,

o EREMEREOMN, BHEEIFEE, FHEERERDN,

PR R A

==

AR
TERBR RAE X B RIS S A F s IRS IR

1. UBEERBMNEREET Session Recording HBgEH &1 EN.

2. [B5h Session Recording SEEEIEHI &,

3. MNRHMEHEE Session Recording Server E[0, iEHfR Session Recording Server &#r. #hiXFliEA
[EHTIR. BEHRE.

£ Session Recording KE&izHI& T, BHBEIRRRETR,

HEAMEES, TEERBRHER. NRZRELTFEDRS, HIBEHMEEE,

MR R, FEERIERERES,

R HIANZIRE,

N o o ok

B R IARHI RS

August 19, 2024

FILUBCE RS E X BIRBIREE, el LIEIRHBUE B CHBEXREIER. RAEXHNRHRBEE M ANNAER D
RiF. BEXREIRBEISE RFIPLRIE,

EHRFIRBAEERFINRIE. SRREE— T REEBL T EDRT.
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R TE X BRI R

Session Recording 1R RYTE X B R HI 58S :

[Ep Citrix Session Recording Policy Console
File Action View Help
e 2@ 6 Hm

| B Session Recording Policy Console
v

ed (for everyone, with notification)
ed (for everyone, without notification)

[ Event Detection Policies
[ Event Response Policies

Rule Name

45 System defined rule

Description

This rule will disable the recording of all sessions

Action
Do not record

o AFRMH BINREE, MRKIEEEMRE, WRAERHIZIE.

REENRE, FEESM (ARMEA, FEEM). LERERRHENRE (ERBENEMG, BFREESMN.
AP SRAREIR B,

RHEENRE, FEESM (@AEMEA, HETEHM), LRESIFEIRE (BERBNSHE, BFEES
)0 APRARWEIRHER.

REBIRE, FTEESMARRAERERER (ARMEA, HEBM), IRERSRFEIE (BEREMN
=, EREESN. BRABEHRRESRAILIBNREXHIARD. BFRSRAREIREE,

RHBEAIRE, FEESMEEAEREESE (ARFREA, HETEMN). EREASIEIBIRE (BEFR
MEH, BEFREESMN. KEAERREEREILURNREIXENA DN APRREREEH.

FHBEAIRE, QFFN (EEMEA, HEBEMN). IRBRFEEIRE (BERR. BHNEM. BRRR
FIE RENEM, M, EERILARMAHN HDX SMBAFMRE, 1F VDA LB HEXE/EEARET
Citrix Workspace M AEFHE F IR SR ARMAS HDX F4i. SKRMAH HDX SHHAE, R
HDX S B TFERBEIZFin, o “XHBANBEER (BCR)” # “EM Microsoft Teams Bk 7
RPFT

FHBAIRE, FFM (ARMEA, HETEM). LRESFEEIRE (BERE. BHNEM. AFRFR
SUREIRFLER

NREIEH (A, HEHIEMN). LRENIFEHRNEBIEENSEG. EFRHRFRERNEN. AR
REIEIREEBA,
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o (RRHEIEMH (FWFAEA, FREEH), LRBXREEHOVRBEENEE. ERRNFRELASTM. AFRR
SUREIRFLER

TREME AT MIFR R T E X BRI,

B2 B E X R KK
EEEM

AIURFINERAFFANSIE. BEAGNNAEFREE. AR VDA HHEHN UK Citrix Workspace L BEEFE
P IP #hiit, ERBNELAHNNAREFREENTIRUKRRZFHS VDA iTBEHNTIR, EXREESEAMREERF
RENIEENPR, Eiisf Delivery Controller EERE E1E 5N R,

R AT UEE S RETAIRIARIE, WAFENABEXREIRIEAEE, LINEERIAT Session Recording 2402 XE5
WRAs. EAFERIERF AR L TN AR, BF:

« APWIE

o P HutbSERE

o fI4H

o IRERE

- ERENNAER

Session Recording SEIZHEI QMM S BT HENECIZMN, N FIENERMN, EHMREIEERHIRIELURAN
Fi. REURFBNAZIRRANZAHIIRIE,

WNFEHFMAN, HEEF—FIREIRME:
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B Rules Wizard by

Step 1: Select a recording option to specify if and how a session i recorded.
.@ Erble sessen recardrg wik netficstion
[ Enabie audc mecording
(] Enable lossy screen recording
() Ensble session recording without notfication
Erabbs muchs recorting

(") Enable event anly session reconding with notfication
() Enable avert anky session reconding without notfication

Cance

« BASERFIFEN, IETRREIBISE (BENEN). BRSRIIKREIRGEN. SIS —5EEER
BRI N BIREFRRE,

- BASERFIMAEN, KETRRFBENE (BENES). BARTAIWREIRGER, Ea#H—T%EER
BRI B RERRE,

« BATBEMNNEHFRIER. XREWESHRETRREFEMETZEL, WETEEDSIEPNREIEAHN RS
EENEMN. EAREIRR. BASRIKREIRGIER.

o BRATHBNINEHFRIERS. NREBFESHAETREREMETE, ERERNIERNREIEHENER
BRIEENEMN. EARMIFR. BRAIWEIREIE,

o BADIERS, WEMEREFREIERTRIE,

o ERERGBERENENNARER. LIEATEERERGEERRESREIENNARER. BRES
NEABRAEEN, JUERE. REBRAR.

B0, ERUEBERGEBHREIRE AR T IRERES:
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Citrix | Session Recording

“ Session info View playlist

R User name

v

&

Recording 1/1

Nov 8, 2023 5:08:52 PM

00:03:12- 0 events

View: All

v
1] ¢ ——e D) 00:02:00/00:03:12 & Comments (4} Share X1 Show stats 57 FULL SCREEN
NFEEMAN, BEDEFEUTHE Z—REIZMN M
E“' Rules Wizard X

Step 2: Select the rule criteria.

[ Users or Groups

[[] Published Applications or Desktop
[ Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
|IP Address / IP Range: All IP Addresses

< Back Next > Cancel
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i

R4, BIRERNAMUIRIERNAF 451K, Session Recording A& EF Active Directory 4AF1%
RRIMABR &,

BEAHNEAREFRKE, IRENAMUNRENERGEARFRKETIR, EMURSH, FHEFES
XLy AR R Citrix Virtual Apps and Desktops 5% Citrix DaaS (LL#i#FFA Citrix Virtual Apps
and Desktops ARSS) s

AT EN. VEENAMVARIENRZMARITENTIR. ERNESH, BEERGATTENFIEN
A=v8

IP itutitsh IP SEE, GIEENAMNAYEIEN IP #itsk 1P tiiSEEsIR, 7E%4E IP kil IP SERRET, &
M AEBRSEARSIER P #tutsk P SEE. tREIH IP kR4 Citrix Workspace [z #2FH] P
ik,

SR, BIERENAMNAYRIENEREIARIRIESI&R. A1UTE Citrix NetScaler LfERSEELIAKEERE LT
XisiE (BReinia).
B Specify Tags X

Enter custom tags separated by commas:

0K Cancel

=

7

=

Session Recording SEEEIsHI A IFE—FMNFERE SN & M. MNEHN, BEM AND fl OR BESER

*

HERLERE —RMS, ORBEFEENFGARNMBZEER, AND BEFRES M FHZEER.

RLR A true, Session Recording HREZSIZRMITANBYIRIE, TN, BEETFT—FMUHEEZIE,

PREREEFLIRZSZAMNE, REIFFATRBESFANNFEMS. EXERAT, AARSNLARNANZNA

XS,

MBI REHRIERE HIMTLR:

« BERASERMIRENANAEERSMNTR.

BERAHENNSIEREIRENANER RSN KR
BARARNHENNRIERFRFRANBEEREMLLL.
BRAHEMNEGRIERVURERIMN R ER P,
BRAHBMXEGZIERFIRERRN AR TR,

REFETRTRERGRIEFAERMUF M. WFXERIE, FNARKELRMNBIIEE, ELRMNBIIRIERL
BRIERH, EFTAERSMFRER AN,

Ak
=R
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TR

E0RBEX R, BFRITUTIRE:

1. USRI EER B ERRET Session Recording ST HI A HIARS 5.

2. [B5h Session Recording SRBgIEHIA, AEERAMNERFPHIREIRIE, MSRERIEFRINTRE,

3. ARBIIERREHERAIMAN,
4, EANESF, EEREER, ARRET—D.

He Rules Wizard

Step 1: Select a recording option to specily if and how a session is recorded.

(%) Ensble session recording with notfication
[ Enable aude recondng

0] Enabis lassy soreen reconding
() Enable session recording without ot
Ermbla muche reconding
Enable losgy screen recoming

(") Enable event only session reconding wih notfication
() Enable avent only sesse recondng without notfcaton
() Dissbis sassian racoeding

HEEREAHFENNSERFNERATHFENNSERGE, ERH—PERERATMRVAEHRERRA,

5. EEMUEM - BRI LUEFE— PSS MM FHRM:

« AP%A

« EXHHNNAEFHKE
o AR

o IP 3tbitsy IP SEE

o TR
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6. RIEBMNZMG - EFITHE, BRET TUENE. XEEIRIBE L —PRIRENZGINE TR,
AR

MPEFREAFNYARFRRENET FRENE, WatabEn P tut, URL StitENEBT (R
Controller I FA#MER), MAERFEZHTIRETERER.

EEERAAHNNARFIRERRAASITENE, 757 Session Recording RIZHIAEEES ZiBEHN
Delivery Controller.

Session Recording %zl & =25 Citrix Cloud fz<iti3fizn) Delivery Controller i@ {sHi—i@is,

@? Rules Wizard

X
Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[ Delivery Groups or Machines

[ IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Fublished Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
|P Address | IP Range: All IP Addresses

< Back Next > Cancel

BN, EERMLAFITENEN, RHATENFEBETNENBEE, AERERNEEZRAME Controller
L
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C.

@' Create Cuery
Site Address:

Efer 5 sife aodess

Citrix Cloud Controller

it

i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

BXF=AA Citrix Cloud Delivery Controller BIAFIRIHEE, ESRNTR:

RBf!

Zsih Delivery Controller

Citrix Cloud Delivery Controller

Msh Delivery Controller 1#22| Citrix Cloud
Delivery Controller

M Citrix Cloud Delivery Controller i 2l zxth
Delivery Controller

I8 Citrix Cloud iR

BFEHITHIRF

a)

%k Broker_PowerShellSnapln_x64.msi, 2.
B Citrix Cloud Controller £i%i4E,

%3 Citrix DaaS iz#g PowerShell SDK, 2. &
iE Citrix Cloud #k P #E48, 3. 3% Citrix
Cloud Controller Ei%1E,

E#; Broker_PowerShellSnapin_x64.msi 3
EHEMITEN. 2. ®% Citrix DaaS izfg
PowerShell SDK, 3. &3 Citrix Cloud kP4
8. 4. % Citrix Cloud Controller £3%4E,

% Citrix DaaS izi2 PowerShell SDK H &5
Bohit&EN. 2. T
Broker_PowerShellSnapln_x64.msi, 3. EX
s Citrix Cloud Controller E3%1E,
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Z# 14 Citrix Cloud F#£E# Delivery Controller, 1E7E%R% T Session Recording SEE&IZHI & HYITE
EFzp5eiE Citrix Cloud &8, ARSHIETRESSHHIAEIR, Session Recording SRE&IZHI A ATRET A 1R
FRHEA T 1Fo

EHITFEIE, FERITUTRE:

a) EF Citrix Cloud =41 & Hi 2 H5IR3IFHREIE > APl 358, G2 APl iFlaReZFiE, LUFKEE
ki Citrix Cloud BH IR RN EHIGIIREXf. THENREEF IR, EnZ3FEEFREEREN
iIg, XHRIRIAN secureclient.csv,

=  Citrix Cloud

« |dentity and Access Management

Authentication ~ Administrators ~ APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

nnector install or to access any of our APIs, use the customer ID*  * *_as the customer parameter

secureclient

3:53:01 PM Dec 3, 2018 o}

b) #T7 PowerShell 2IEHIETUTH<SUE FELEAMPEFREN) SHRIEEBEXHEL.

asnp citrix.x*
Set-XDCredentials —-CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

RIBEEILE Customerld 71 SecureClientFile, EiA&<EAEA citrixdemo SIRRINSH
WIEECE S, UABES HaiflFra/E4: PowerShell iEH M S HIEHRT.
7. BEMSTRECE,
AR XTHBDNKARERRIERRE:
o MRENRERACRTARFEEN, EREELREMRMNIERITANNARER. B, AR
BEIMRIE.

« MRFBHRERETEINNARFHERATRENRD, WHAFREREAT Windows 89 Citrix

Workspace AR, BETRRHEEHM. FREFEE (F) KFUARUEEZRIEPRBENFRERA
EFo

AT E. RIEHRGIRE, FRIBNRNEPRABNAERF. F7RNAEFRMBERGIZRMG. LA ETHR
REBRHTRINEIE. B2, NETEN.

£/ Active Directory 4

Session Recording &R EEBEEIER Active Directory 4B, i/ Active Directory ARE B NBF AL
MUAN RSB, flM, MRATMSHIIPNEF B EER S Finance 89 Active Directory 489, f&AT1L
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BT
HN A S ik Finance 43R e AEIFTE HM RN,

BRFMABRRE

BJLLBYEE Session Recording 58, WREFSRFIARTELAFRNRIE, XMERTABXLRR
MABEE, MABRENARAERMEXEENAFAEEER, TREARKFFERFIRLELFINR THRIERHIE
BEHHM.

B, MBREATANMIFERIEEET RN Executive B9 Active Directory AR5, SR LSIEMNIKEZER
Executive AMN=IERE], MTIHARXLERAFHNIFTLRSWRE. SRUANHREL T EDREH, TR
“Executive” A RAMRIE, HLNEMMKRNSIERIEEENEREE PR E MMM ITRE

¥ Director B2 & M Session Recording Server

BJLAGEF Director i & 8RR HHUE RHI SR,

1. 3¥F HTTPS i##%, i57E Director IR 2B RIERIE R R REIEBLUSE Session Recording Server,

2. &% Director AR & 23 B2 & J 1 A Session Recording Server, i&izfT C:\inetpub\wwwroot)\
Director\tools\DirectorConfig.exe /configsessionrecording &<,

3. 1z Director BR5523 %\ Session Recording Server 89 |P #ihitaf FQDN LU Session Recording Agent
FTi&E#% Session Recording Broker i S iEZEZA (HTTP/HTTPS),

T RRERENITA

AR ZE, ZAREMRENAEN, BEERFNIBERJAIERFINXARRBDENR. AXFRFRAKNIF
HIRKEY, XHRRNEH. BXRMEMRAENFAEE, BSREERGISXIBISXHER D).

TRIFMGRA T ERFREH R ERHDEMBI RN AR RE S HIAIER:

R Z AR B RBE 79 . HEFTBIRGIEREE A RENEHE, REREFLEN:

TR A E AR FEN. REBFAEREFIENN
ERBEA £ o

REMERBEH RRHY FHFLE,

FRENEFEA RHIF @A BERFIFHET—FBIHER.

FEIHEE R FREFLE,

FEIHEE RHNEFEA HERF, TRXBRERNAERE
Tﬂiﬁlﬁ\o
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EERFIXHEERE

July 5,2024

Session Recording Z#HEF A EMIFIEES, ALIE Session Recording HBESIEHI AP OIER G EEERE, H
HMEMNRERMS NN, SEFAVEBAUENEEE—TBRPRAFRAEARFINGEEE, HRESFEATUED
ERIREI M,

IEBEX R ERRE

ELIEREIG T BRI ZA, BRI TFRERIZIEE:
1. ZREFEE Session Recording Server B3t &,
2. MFFtaZEE %R Session Recording Server Ei%.
3. 1£ Session Recording Server E$/, i RBAC ET+,

4. ERRFEERFIFEERBEIEE,

;E:] Session Recording Server Properties — X

Storage Signing PRollover Playback Metfications CEIP  Logging RBAC

Recording viewing policy

This option allows you to configure recording wiewing policies in the
Session Recording Policy Console.

Allow to configure recording viewing policies.

Cancel Apphy
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EOEEEXRAIMEEERR, BHITUTIRE:
AR SREEBMEAONRIERRE, REGEERE (BETEFRMBAERN) EeIZI IR FENRS.
BEFRBERE,

1. LUISRIVEREE SRR B ERRET Session Recording S HI A MRS 2.

2. [&5h Session Recording HBgiEkIA, RIMERT, REREGEEERRK,

% Session Recording Policy Consele || Palicy Name
w | = Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
| Recording Viewing Policies

AR BEERAGEEERTA, 55LE Session Recording Server BB BZINAE
3. EEMERPEERHIGEERR, MEREP, BERIFEREUIRREGEERRE,
4. (FI%) ARBHMEBHWEHESS,
5. AR B EHEMEHEFRMMD,
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@' Rules Wizard

Selected user or user group who can view recordings

Next >

Cancel

6. BEHAM,
7. IEEFERARANEER, EERAFRAPAFARTIGNES.

=W

BRABEEDE Player BBABEEERHNRIE. BXFMEL, BSEEAPEN.
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@ Rules Wizard

Selected user or user group who can view recordings

Selected users and user groups whose recordings can be viewed

< Back Mext =

Add...

Cancel

f

AR

¢

EEMANF, ReEE—TNAFEBAAFAREIGNES. MRk

BOERA REMH EREXSEH,

BRE%AR4A, NRAE&RE

BERSHNEEN, FRREFZNEERTAENEAG. NRAFEEBRIHNRIEFRRHIIR,
NESRBERRFINRIENRRE —FEIRER. AXEAER, BSRRAFER.

8. REHW/E, RABRREHT—F, LEEERATFIRENNKMHHIHEE,

9. EEHBENN KM LUIEEEZAIEENMEE R WHREI4:
« FPE4H
« ERGHNEAREFIKE
o RATHEBLITHE
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users

Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Mext = Cancel

PR =
“OR” ZEIEEMEEA IEMNZHFRMNINE Z8ER, Bl UERBBMNE 4 ZEER,
MRKRIEEMNEAE, ZatEENMEEFLETEENRGHMt.

10. FREMSTHEER,.
flgn:
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[ Rules Wizard x

Complete the rule setup.

Recording viewer:
(s \aciministrator

FAule crtera:

Users / Groups  Published Resources  Delivery Groups / Machines

MName Location
3 administrator SHNKG

<ok o

ECEE SRR

August 19, 2024

Session Recording Z#F&EPEBESRH10MHKEE, 7 LUTE Session Recording HRESIEHI & P EIERELIZREME
o

AL MBS

Session Recording 12l BiFE M HARE REIG RAX LSRG, UEUGHENER. ZRUMKERFIGHERR
HEBHES, HERUTEEREEREXEEN,
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RAREXNEHS

Session Recording AT G MANE RREINRIFHRIE R ENRATE XU TEH:
o #N\ USB KRB EFMHIE
o NAREFRENS
s MARFRE
o MARERFTEMEH
o DERMXHGEGEZ. R, BERMBENRE
o XHERIFEEN (VDA) 5FFHEE (BEMSNEFIRRHNBNETANEAABTEFMELE) ZEEH
» Web XI%5Ezh
- REENEOSEH
o BIMGHRERD
+ Windows &gk
« AFKPER
» RDP %%
o MEEHIE (SREINSTERXHEIER)
o BHBOSEMG
o ENRIETD
f5Ign:

« Web B IREHHIREIXHRIEH:
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€ session Recording | Player x 4+ v.oo= @B X
< C @ 10.108.77.51/WebPlayer/#/player QB K & i
€ Player

Screen time File transfers Commands Events MAR 7,2022

07:56:39-00:19:22

R, User name: administrator

@ Host name: |
) Client name:

View: All
N Q v
ST
S
SN \; 00:00:24 Top-most o
[ R window:sessionmsg, , 2548
ST
S
&S
N KPS
\ Fedn yx 00:00:49 Top-most
~ & ey window:explorer, , 5100 e
Topmostwindow (St
45(31%) S
SE e 00:01:05 Top-most
A& R v
SEe window:SearchUl, , 1796
FESEA 1
Sesda
Q{”{:@ : 00:01:15 Top-most
W  000L -
Clipboard Operation SN ¥ window:explorer, , 5100 v
6(7%) Ret]
S
Popup Window NG
B RS 1y 00:01:16 App Start:10072:
SIS regedit: 6296: "C:AWindo...
&L
SN
S
& 1y 00:01:32 Top-most
window:rezedit. Registry >
« Web #BREHHNREREIXHPES:
v = (m] X
€ Session Recording | Player X +
<« C @ 10.108.77.51/WebPlayer/#/player QLB w a i
€ Player
> MAR 7, 2022
= 08:01:47 - 00:01:00 - 22 Events
(oot
&, User name: administrator
prrr————— 25 Host name: I
© cient name: [N
. oo S iaci
4 - ; “ . View: All
P
# Explore CopSheleDaagDropHandis 1 e x
n ToDocme x Q v
& settings
. 00:00:12 Registry
W create:1380: 2
CiWindows\explorer..
& - e . 00:00:12 Registry set
R Jalue:1380; ~
C:\Windows\explo...
. 00:00:12 Registry
Teein Tend ¥ create:1904: C:\Program e
Fheliachulor & Files\Ci...
Tne Bacheloraiing on ABC . 00:00:12 Registry
¥ create:1904: C:\Program Ad
Files\Ci...
Don't miss what's happening BACSRR
Peopi on Tter re the st 10 . 00:00:12 Registry o
Rt ¥ Create:1904: CiProgram
Files\Ci...
. 00:00:12 Registry
¥ create:1904: CiProgram v
Files\Ci..
| 00:00:12 Registry o

create:1904: C:\Program
Files\Ci..

Show stats 54 FULL SCREEN

| 3 00:00:07/00:01:00 &) Comments (£} Share Current Playback X1

+ Session Recording Player FEyEE#4:
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£ Session Recording Player
Fle Edt View Pay Toos Hep

B | b O] @@ | » | Search ~ [Anytime <9 (4 | [ Advanced Search..

Workspace x
Now Playing x
© 11704 8M App Start 10072 regedit 6295 "C:AWindows\regedit eve” a

© 1:17:04AM Topmost window: explorer, , 5100

© 1:17:20 AM Topmost window: regedit, Registy Editor, 10072

@ 1:17:33AM Top-most window: regedt, , 10072

© 1:17:36 AM Topmost window: regedit, Registy Editor, 10072

© 1:17:36 AM Registiy Create: 10072 C:\Windows\regeditewe: HKEY_LOCAL_MACHINE\SOFTWARE Viegest\New Key #1

© 1:18:00AM Topmost window: regedt, , 10072

© 11802 AM Topmost window: regedit, Registry Editor, 10072

© 111806 AM Registy Rename: 10072: C:\Windows\regeditexe: HKEY_LOCAL_MACHINEASOFTWARE Yiegtest\New Key #11 name
@ 1:18:16AM Top-most window: regedt, , 10072

© 1:18:20 AM Topmost window: regedit, Registy Editor, 10072

@Q 1:18:20 AM Registry Set Value: 10072 C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \iegtestiname| New Value #1
© 1:18:36 AM Registiy Delete Value: 10072 C:\Windows\regeditese: HKEY_LOCAL_MACHINE\SOFTWARE Viegtestinamel New Value #1
© 11836 AM  Registiy Set Value: 10072 C:\Windows\egedi exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtestinamel version

© 1:18:47 AM Topmost window: regedt, , 10072

© 11850 AM Topmost window: regedit, Registry Editor, 10072

© 11850 AM. Popup Window: 10072, Fegisty Ecior, e you sure you wank o permanenty delets tis key and all of i Sibkeys?

© 1:1851 AM  Registy Delete: 10072: C:\Windows\regedit exe: HKEY_LOCAL_MACHINE\SOFTWARE\REGTEST\NAME

Q 1:119:14 AM Top-most window: WiShell, CtxDnDSourceProxy, 7260

© 1:19:14 AM App End: 10072 regedit

© 1:19:25AM Topmost window: explorer, . 5100

@ 111926 AM  Unexpected App Exit: 744: C:\Program Fil cati exe: CAWi RNELBASE.di
© 111927 AM  Unexpected App Exit: 5084; C:\Program Fil \ppication’ch CAWi y LBASE dl
© 1:1923 AM  Unexpected App Exit: 4860: C:\Program Fil \pplicationich CAWi LBASE dl
© 1:19:30 AM  Unexpected App Exit: 9864: C:\Program jcatiortch CAWi LBASE di
Q 1:13:30 AM Top-most window: chrome, Untitled - Eangl= Chrome, 744

© 1:1930 AM Unexpected App Exit: 6644; C:\Program F cati CAWi INELBASE.di

© 1:13:32 AM Top-most window: chiome. All in one Workspace Solution for Secure Access to Apps and Data - Ciix - Google Chrome, 744
O 1:1%:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chiome

Q 1:1340 AM  Top-most window: WiShel, CtxDnDSourceProxy, 7260

Q 1:19:53AM Top-most window: explorer, , 5100

O 1:20:33 AM File Create: 5100: C:\Windows\New Text Document (2)tst: 0 Bytes

@ 1:20:52 AM File Rename: 5100: C:\Windows\New Text Document (2).tst | document bt

@ 1:21:09 &AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document tst,

@ 1:21:11 AM File Move: 5100: C:\Windows\ék t | C:\Usershadmini p\d i 0 Bytes
© 1:21:11 AM Clipboard Operation: Text, el
£ 1:21:98 AM_Eila Dalata: E100: LY bk 01 Bk v

B Session Recording Player #HE 254, BHSRAGEMNEHER
AR

LEFEIRN Web J5EmM & EENE QS 4HIENRIRE, B PowerBuilder WM ARRFAIESEIMNE
o FeERLLiaE, &R PowerBuilder 2019 R3 SR EHIN AR,

AN USB ABEEFMHIRE Session Recording AT LM %% 7E A F Windows =(i& A F Mac B Citrix
Workspace M A#2FHE P it RS E P in ka2 (COM) SiEEmEER USB AR EF I & HIEN.
Session Recording #RiE R HI4 AR LR

) 1:2654 &AM Clipboard Operation: Text, cmd, , Administrator: Command Prompt )
(O 1:27:03 AM  File Transfer. 7260: Client:Applicationhang.exe: HostApplicationhang.exe: 7.5 KB

( 1:27.09 8M Top-most window: Applicationhang, Form1, 3996 I}

(O 1:27:21 8M Top-most window: WerFault, , 5956

) 1:27.58 AM Top-most window: explorer, , 5100

() 1:27:53 AM App Not Responding: 3996: C:\Usersh\administrator XF4B5\D esktop\dpplicationhang. exe

() 1:28:034M Top-most window: explorer, , 5100

O 1:28:03 AM Top most window: Taskmar, Task Manager, 6844

e mapping: D

AR

EFAEAN USB XA EFIREHQNIENEMH, 157 Citrix Studio ¥E ik USB R & EE MKEKIR
AR

Hai Reeteilll USB KB E7FfEigE (USB 35 08) BYEN.
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RFAEFBEIAIZEER  Session Recording STRsxd iz A2 BRI REHITION, MR AR ST RFRINEHEN,
FRR B2 R 2 F#H 2R EhIR A2 2 B M. E R LUEIRTE Session Recording iE17T Z BB EhHISGHIZH T

iz,

BUAER T, Session Recording ¥mz AR HMFIRPRMEHEZZH cmd . exe. powershell.exe M
wsl.exe, MRAFHFOVEKEFERUAEFBHNEMHNCRUARFEREN, WELERESFIREHRESR
FRAINZIR AR UMK, BERGSIRTHE. PowerShell LURiERTF Linux B Windows F&4t (WSL) R
BEFHNREHMNER, RIAHERTENAER SRR,

Itk5h, Session Recording EAIRRNE N AR BHEHRM T RENH ST,

Session Recording Player
Fle Edit View Flay Tools Help

| b O @“’3" A | Search: = Anytime - 5 Advanced Search...
Workspace »

=8 Workspace - administrator
| Search Results

(] Favorites
Now Playing X
User: administrator ~
Domain: LB

Applicabionc Desktop
Delivery Group: T5YDAZ
VYDAMachine: AWTSYDA-OO02

Site: BVT_DB
Status; Complete
Start 9414/2020 1:57 AM ¥
Events and Bookmarks x
) 1:58:36 AM App End: 8976 chrome -

¥ 1:58:36 &M &pp End: 9164 chrome
) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 AM &pp End: 9920: software_reporter_tool

) 1:58:36 &AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End; 10164: software_reporter_tool

) 1:58:36 &M &pp End: 8760 chrome

3 1:58:36 &M App End: 8680: chrome

) 1:58:37 &AM App Start 5080: conhost: 5416 YPA\CNwindowshaystem32hconhost. exe Oud

) 1:58:37 &M App Stark 8416 cmd: 8092; "C\windowshsystem32hemd exe’!

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

) 1:55:34 &M App Start: 7260 MessageQueuingT ool 9950: C:\Users\Administrator LKEwSA\D esktopiMessagelusuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AW App Start 9144: Concoledpplication?: 9980 C:\Consoledpplication0.exe

) 200:49 AM App End 9144: Consoled,

lication10
b baidu.com -

O 201 SDAM .-’-‘«pp End: 9544 PING
) 2:01:43 AWM App Start 9560 chrome: 9980; "'C:\Program Files (x86)4Googlet\Chrome'\dpplicationtchrome. exe"

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(3 2:01:44 AM  App Start 2644: chrome: 9560: "C:MProgram Files [#26)\Google\Chrome\Applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975..
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -tppe=utility --utility-sub-type=storage. mojom. ..
() 2:01:44 AM  App Stat 146: chrome: 9960: "C:\Program Files [x86)%G ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. mojom...
(2 2:01:44 AM  App Start: 10172 chrome: 9560; "C:\Program Files [#86)GooglesChromesapplicationchrome. exe” -type=apu-process -field-tial-handle=1540, .
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler '--uzer-data-dir=C:4 .
O 2:01:44 AM App Start 2960 CthI‘I‘IB S5E0; "I: \Program Flles [RSB]\Google\Chmme'\.&ppllcatmn\chmme ene’ --type=renderer ~figld-trial-handle=1540,5975... ,

End of file
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MAEFHE IREELEEGHONEREER Log app failures (ERMNAREF#HE), Session Recording %
KR AR A TMMN AN AIEF. Log app failures rule (GEREARFHIEMN) ERTAENBER.

) 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744

@ 1:13:30 AM Unexpected App Exit: 6644: C:\Program Files\Google\Chrome\Application\chrome.exe: C:\Windows\System324KERNELBASE dll
© 1:19.32 &M Top-most window: chrome, &ll in one Waorkspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744

O 1:19:32 AM Web browsing: citrix.com, Untited - Google Chrome, chrome

 1:19:40 &AM Top-most window: WfShell, CtsDnDSourceProsy, 7260

FREFREMES, Logapp installs and uninstalls (IZREAREMENE) MNERTHRENBIZRF.
@ 1:22.03 AM New App Installed: 7-Zip 19.00 (x64): Igor Pavloy: 19.00

O 12205 AM Top-most window: explorer, , 5100

QO 1:22:08 AM Top-most window: SearchUl, , 1796

( 1:22.08 &AM Top-most window: explorer, Downloads, 5100

@ 1:2210 AM Top-most window: ShellExperienceHost, Windows Shell Experience Host, 8392 %

 1:22155M Top-most window: explorer, , 5100

O 1:22:26 AM Top-most window: Uninst, 7-Zip 19.00 [x64) Uninstall, 6172

() 1:2228 AM App Uninstalled: 7-Zip 19.00 (x64): lgor Paviov: 19.00

FHFFEER  Session Recording alLUS UMK BRI, BA. 2. Mk, SMEXMEBREHRER.

LR s AL e ) FURME YWINJuYy, 11194, W3y © (LUl WISy alid QIVURS |[LUCAVWISTIS L, QUWIVITT QU 1w Quiinmiisusinyg e Cuniipuave s

() 1:23:08 AM  Popup Window: 11132, lusrmar - [Local Users and Groups (Local)\Users], Builtin account for administering the computer?

® 1:23:09 AM User Account Modification: testuser: & user account was disabled.

RDP ##  Session Recording RILUGMMIETE R HIMI=IER VDA Bah#Y RDP Ei,

e—— —_— e R . S — e

() 1:24:43 AM Popup Window: 2192, Remote Desktop Connection, The remote computer could not be authenticated du
€ 1:2519 AM  Top-most window: cmd, Administrator; Command Prompt, 10776

) 1:25:38 AM Top-most window: explorer, , 5100

2 1:2540 AM Clipboard Operation: File, explorer, C:\Users\administrator <XF4B5\Desktophconfidential. docx,

SEABHXGESZ. IR WRABHIRE, URSEEN (VDA) 5FFHIREZENXHEH  Session
Recording AT LUGMETEX 505 RPIEENEF X BRI HRAITHES R, IR, MBRFABENIRIE. Session
Recording BRI M KIEEN (VDA) 5FFIHEE (AEMGNEFIREDBNEEANEAADTEEMHLE) 2
BX R, TIREREEEXFEMTIR, ERICRBBXHEHETE =M A S HEmBENTEE.

) 1:20:33 &M File Create: 5100; C:\Windows\New Text Document [2).tst: O Bytes

O 1:20:52 M File Rename: 5100: C:\Windows\New Text Document (2).txt | document. tat

(3 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tat,

1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tst,

O 1:21:11 AM  File Move: 5100 C:\Windows\document.tst | C:\Users\administrator XF4B5\Desktop\document.tst: 0 Bytes
O 1:21:11 &M Clipboard Dperation: Text, explorer, |,

O 1:21:26 AM File Delete: 5100; C:\Windows\New Text Document.tst: 0 Bytes
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O T2ET8 AWM Top-most window. WiShell, TtsDnDSourceProsy, 7260

O 1:26119AM Top-most window: explorer, , 5100

‘O 1:26:21 AM  File Transfer: 7260: Client:confidential.docx: Host:confidential docx: 0 Bytes
() 1:26:54 &M Clipboard Operation: Text, cmd, , Administrator: Command Prompt

|O 1:27:03 AM  File Transfer: 7260: ClientApplicationhang.exe: Host.Applicationhang.exe: 7.5 KB
e = T S Tt = F

4 A= oAA AL e

3=

AR

B BAXHERFHHRIERSEMS, 157 Citrix Studio PRHEHRERIZEENERA.

Web 33¥%55ER)  Session Recording RIATEZHFHINI 28 EAOMAFIED), HAREREIXEPEMS. FiZRN%E
#&27. URL IEnE. BX76l, B2R TENREREE.

Events and Bookmarks

Ak wieb browsing: https v, google.com, Google - Google Chrome, chrome

BATEBEAEEERN Web TTEKN, EX &Il Web TENSIFEMAE RN BB F. LHETATFHIHAAE
Web TE EEZRHEGE, BX56, E2RTENREEE.
Events and Bookmarks

3 301:43 M web browsing: hitps: /v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
3 30200 &M ‘Web browsing: https:/ A facebook. com, Facebook - Log In or Sign Up - Google Chiome E

XFBRREERTIR:

+ Google Chrome
+ Microsoft Edge Chromium
+ Mozilla Firefox

AR

LtEINEEHRE Session Recording 1906 s E S ks,

REEANTOSEG YNBAEFNSOMTREEMEDN L&, Session Recording ATLUGNIE M, EiC RIS
B, AREAEERS,
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Events and Bookmarks b4

) 1:56:08 AM Top-most window: EXCEL, Book2, 2S00

() 1:56:22 4k Top-most window: explarer, CITRIXINSTALLATIONLOGS, 7212
% 1:56:36 AM Top-most window: Taskmgr, CdiSve.exe, 9276

3 1:56:39 AM  Top-most window: explorer, Application.evts, 7212

3 1:56:55 &M Top-most window: notepad++, . 4340

(r 1:56:59 &AM Top-most window: explorer, Deskiop, 7212

) 1:57:08 A Top-most window: WINWORD, Bisjisbb | docx, 8296

(2 1:5713AM Top-most window: notepad++, , 4940

(2 1:57:20 &AM Top-most window: Taskmar, CdiSve.exe, 9275

(3 1:57:34 &M  Top-most window: Taskmar, CiixAuthentication. VitualSmartzard. exe, 9276
(% 1:57:51 &M  Top-most window: regedit, FileOperationtonitorList, G584

3 1:58:04 AM Top-most window: notepad++, shi, 4940

3 1:55:25 &AM Top-most window: explorer, Task Switcher, 7212

(3 1:55:26 &AM Top-most window: EXCEL, Grid, G350

BIMERGERD  Session Recording ATLUERABIMGIRIGNIN A, BRSNS FliRE, HiERXFRIZSA#HIZE T
XHBRF. FIERXEBIFRHIEZ AR, FiEREGRIANHZZT.

AR O RABRTAEREHNNXEINANE, EBRXENEA, BRI Session Recording Agent 3 1§
HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\SmartAuditor\Agent\CaptureClipboardContent
BER 1 (BHAER 0),

Dumbon  Delvery Growp VDA Machine Sze
EBSDK-TSVDA-! 1579KE

User admiristiator

Applicatorr  Desktep

Delivery Grour DG_T5V04

VDA Machine  EBSDK-TSVDA

site: BVT_DB

Status: emplete.

Stait 114772020 427 4
11N772020 427 AW

© 43822 AM_Ciphs
Q 43350 AM Cipboar

Il & |« W

Windows 5Eit&Ek  BHhRZ 2109 #2, Session Recording AILERFHISIERENAIZRU T EMERER:
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RIS B E

AR RN ARG

ANINME AMFRISEE

BB EMRRM AMRERR

EoiE ARBREREMRIREE
BHINAEE AMFRISEE

TR AR R I EMRBIER

R ME EMERBIBRE

fpI4n:

Events and Bookmarks

O 10:30:55 PM  Registiy Set Value: 8452 C:\Windows\System32\csrss.ene © HKEY_LOCAL_MACHINE\SOFTWARE\Microsofttwindows\T ablet PCI IsT abletPC

O 10:30:55 PM  Registy Create: 8452 C:\Windows\System32\csrss.exe: HKEY_LOCAL_MACHINE\S OF TWARE \Microsoft\Windows\T ablet PC

O 10:30:55 PM  Registry Set Value: 8452 C:\Windows\System32\carss.ewe : HKEY_LOCAL_MACHINEASOFTWARE\WOWB432MNode\Microsoft\Windows\T ablet PCI IsT sbletPT

© 10:30:55 PM Registry Create: 8452 C:\Windows\System32\cstss.ene: HKEY_LOCAL_MACHINE\SOF TWARE \WOW6432Node\Microsoft\Windows\ T ablet PC

Q 1033 55 PM Registry Set Value: 8452 C\Wndows\ﬁysm&?\cslss exe HKEY LOCAL MACHINE\SIJFTWARE\Mmsdl\Wms\CumNetsmMuuﬁolmi LastOrientation

Registry Create: 8452 C\! 2
(@] 1&335 PM  Registry Set Value: 8452 rﬂms\tmuNusm\Add?nldm\NuPﬂesuvd LastutoRequest
O 103055 PM  Registiy Create: 8452 C\Windows\System32\csrss exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsolt\Windows\CurrentVersion\AutoR otation\MonPre ser ve
© 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe - HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\w/indows\CurentVersion\AutoFotation| LastOrientation
O 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\carss.exe: HKEY_LOCAL_MACHINENSOF TWARE \Microsoft\windows\CurrentVersion\AutoR otation
O 10:3055 PM  Registy Set Value: 9992 C:\Program Files\Citrs\HDX\bin\CtxG e exe - HKEY_LOCAL_MACHINE\SOF TWARE\Citiz\Graphics\3\LLiIndicator LLIndicator
O 10:3055 PM  Registry Delete Value: 9992 C:\Program Files\Citis\HDX\bin\CtGfi ewe : HKEY_LOCAL_MACHINE\SDFTWARE\Citis\Graphics\3| SessionHeight
O 10:30:55 PM  Registry Delete Value: 9992 C:\Program Files\Cibiix\HDX\bin\CtwGfx.exe : HKEY_LOCAL_MACHINENSOF TWARE\Citris\Graphics\3 Sessionwidth
O 10:30:55 PM  Registry Delete Value: 3992 C:\Program Files\CitrisAHDX\bin\ClxGix exe : HKEY_LOCAL_MACHINE\SOFTWARE\Citris\Graphics\3 NumMonitors
© 103055 PM  Registry Create: 9392 C:\Program Files\Citrix\HDX\bin\CtxGfx exe: HKE'Y_LOCAL_MACHINE\SOFTWARE\Citriv\Graphics\3

EEALEMRENIIEE, FAFHENEEEFIEEMRESET,

MEEHIE (SREMSIFAXNEIES) CIBEEHRNERN, 5%F Log performance data (GZRMAEHIR)
LUBRAKIEHIESININEE, INEESINT £ Web BB TBRAEHENREREEN,. ER—MEEHNENE, &9
LSt E#TEHREMANIRE. ENEEA5FRHINSIEEXNTEHRIBS:

o {ERAYE]
R (RiX)
M (H21)
CPU A%
. REERR
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NOV 18,2021

11:41:52- 00:13:33 - 32 Events
& User name:

R H
) Client name

303ms.
78 Kbps

- 35Kbps

32%

2989/4088 MB (73%)

T | Network(ecews) Ao d6Khos TEUU T R

00:00:55 App End:9632:
conhost

Loarn the st of a Fin
Advisor
fod ctormatono 00:00:55 App End:11232
§ powershell

00:00:55 App End:2748:
emd

> ¥7) 00:05:06/00:13:33 & Comments

Share Current Playback x1 Hide stats 50 FULL SCREEN

BHEOZEH HAPHARXANBEXHSIHEXERE, AESHR—TEHED, ERRTHERBAED,
Session Recording MER] UERBIS BN LR B HEOEMH, FREW Web 2R HED,

REPEHEFOSGHEN, SE#FEINNRTIRE.

@ 1:2348 AM_Popup Window: 2192, Remote Desklop Connection, Connecting to: | [BERRIERS) Initiating remote connection..
© 1:24:05 AM Popup Window: 2132, Remote Desktop Connection, Remote Desktop can' connect to the remote computer for ane of these reasons:\nini1) Remote access to the server is not enabledin2) The remote computer is tumed off\n3) The remote.

FTENERD (FAdEhR)  Session Recording Ml RHIMSIEHIEI R ERVITENEDD, FHIFITENERNITIZAREI
E=, UMBREENERL.

==,
AR

B RThEE. EIEA T Session Recording hiizs 2407 REBARAS. FKARIIAERIRER T2 A ML, 22
WEFEFIFERER, Citrix BRAZRRXETR AR R I P R #3245

BEXEMH

Session Recording Agent 24 IUserApi COM 0, =AM AREF A UER ZEORR NI RN BEFR
MBI, RIBEHEENX, Session Recording AILPHLEBURIE S, HERNMIZRRIFEENITMEEH.

WREEPEILE  Session Recording AFEHERHIRR BN FLRER, HESIEEMEREIE X LA RS E
B, BEAILIhEE, &FEM Session Recording 2012 RE SRS,
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{8 Session Recording Player - o x
Fle Edt View Flay Toos Help
&=, [ @[T |5 | Search: - Anytime - (4 [ |[E] Advanced Search
Workspace X || Search Results x
=) Wﬂf‘gslﬂaﬂhé ;d":“"istmf User Name Application Status Stat Tme: Durstion  Delivery Group VDA Machine Size ~
j F:j;m:s” . B administrator Desktop Complete  11/17/2020309AM  D0:00:46  TSClient AWTSVDAD00T 10,422 KB
B sdministrator Desktop Complets  11/17/2020 306 AM 000241 TSClient AWTSVDA-G0D1 10,428 KB
B scministrator Desktop Complets  11/17/2020 303 AM 000330 TSClent AWTSVDA-G0D1 6,064 KB
B scmiristrator Desktop Complets  11/16/2020 409 AM  D0-19:27  TSClient AWTSVDA-G0D1 11,940 KB
E scmiristrator Desktop Complets  11/16/2020221 AM  D006:35  TSClient AWTSVDA-00D1 40057 KB
El administrstor Desktop Complets __11/16/2020 217 AM__ 000242 T5Client AWTSVDA-00D1 4405 KB
Events and Bookmarks x

©) 30655 AWM Motepads+Sensitive content detecte.
) 30851 AM  Motepad++Sensitive content detecte

Content blocked
Sensitive content detected

10| |||

[> Size: 10.428 KB :06: +Sensitive content detected::

Playing

EfEALLINEE, BMUTIRE:

1. 7z Session Recording Agent B, EFAFE=ANAREFICRL VDA i8I LB E XEIBEIEIE,
AERTHNA.
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording
Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. ##FHEFIAA Session Recording & API B4R (IUserApi COM #0).

BhR4s 7.15 &2, Session Recording A4 API COM ZORIM T A REHITIEE. REFENBF A ERRESE
T EIRIE N REIXHHITHAR,

RINBERT, BAEAHEBERNRNEIAFREF IR EnEMAFEFIRER, E£EH Windows
DCOMEEETA:

a) 1£ Session Recording Agent L, iz1T comenfg.exe 177 Windows DCOM & T &,

< Run x

;7 Type the name of a program, folder, document, or
= Intemet reseurce, and Windows will open it for you.

Open
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# Component Services - [m] X
%. File Action View Window Help - &%
e | amXE 6 BE DX
[(] Console Root Activation Addte  AgentConf.. ahadmin AP Client  Application  Application Application.. AppReadin.. Actions
v Companent Services Manage.. Windows .. HxHelpPan... Activatio.. Frame Host Service e "
~ ] Computers
e | % &% &% & & & & & & ot >
| COM+ Applicatio| AppVClient appwiz.cpl Authentica.. Authentica.. Authentica.. Authentica.. AuthHost AvailableN.. AxlnstSv
| DCOM Cenfig Ul CredUl... UlCredUl.. UlCredUl.. UlTerminal...
=] Rum-m Processt
| ¥ % & & & & & & &
g Event Viewer (Lofal) Background Bitmap BrowserBr... CdfSve CFmifsEng... Citrix Agent  Citrix EUEM Citrix Citrix
% Services (Local) Intelligent... Image host COM Server ImeMsgFor.. LogenCs.
Citrix Session Citrix.Dme.... CitrixCseEn... CitrixSpeex... CitrixSpeex.. Cloud CloudExper... CloudExper... CloudStor...

1=y

Recording ..
CMLUAUTIL CMSTPLUA Color
Management
D D S
< Run x

Type the hame of a program, folder, document, or Internet
resource|and Windows will open it for you.

| —
Open: I‘ decomenfg.exel |

hd |

& This task will be created with administrative privileges.

Cancel Browse...

& &

COM+ Event ComEvents...
System
CheAudioC... CheVideoC...
DevicesFle... DfsShiEx.dll
EditicnUpg...  Elevated
System S...

Change W...

™

ComEvents...

®

ChvideoC...

@

DictationH...
Class

&

Elevated-U...
Explorer Fa...

Broker ApplD Create Syst..,

& &

Connected  COpenCo...
User Store
CustReg  DataExcha...
Class
Dockinterfa... DsmAdmi...
COM server

& &

EmailClient Enhanceds...

Class

&

CortanaExp...

&

DEFRAGSVC
service

&

DVCRender...

&

EntAppSvec

MREAFSHEERARFZNAFE TR, HE Session Recording Agent 7 Windows Server
2019 XE=ARAHE Windows 10 SEShA LiETT,

PR C

BHREHITIE b, TN, BEBIHE b B

EEMSHM=PEFEFI SR T R > AHIRS > B > REIEM,

AP HIRBVEBM,

AREEFRE.
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%. Component Services - [m} X
%. File Action View Window Help - 8 %
e nmE XE Q= n
(21 Console Root Name Actions
v i d i”"éi“r::;‘ :r:”ices 1 COM~ Applications i -

> 1 My Commmiwar I DCOM Corfig More Actions »
> @ Event Viewer ( Refresh all components b Coordina.

> 4 Services (Loca

View

New Window from Here
Export List...

Properties k

Help

Opens the properties dialog box for the current selection.

#%#E COM LMkl +, ARRLREMNMEUERAEENIRE D RIIRE AMECERRIA

My Computer Properties ? x
General Options Defalit Properties
Defau Protocols COM Security MSDTC

Access Pemmissions.

You may edit who is allowed default access to appiications. You may
also set limits on applications that detemine their own pemissicns.

Caution: Modifying access pemmissions can affect the ability
of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

‘You may edit whe is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their owin permissions.

Caution: Modifying launch and activation pemissions can
! affect the ability of applications to start, connect, function
and/or run securely.

Edit Limits... Edit Default...

Leam more about setting these properties

oK Cancel Apply
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Launch and Activation Permission

Default Secuiity

Group or user names:

88, SYSTEM
ini ©

SR INTERACTIVE

Pemissions for SYSTEM

Remove

Deny

Local Launch
Remote Launch
Local Activation
Remote Activation

DeOo|§

oooo

[ o | oma

C) FEEMSH=RERES SRS > AHERS > itEY > HAVEH > DCOM B2,

. Component Services
%. File Action View Window Help

e 2m XE G

(23 Console Root
v & Component Services
v [] Computers
v & My Computer
> [ COM+ Applications
> || DCOM Config
> ] Running Processes
> [ Distributed Transaction Coo
> {2] Event Viewer (Local)
> L Services (Local)

» ;

Application
Frame Host

®
®

Authenticati...

®
®
®
®
®

Battery
Notificati...

®
®
®
®
®
®
®
®

Ul CredUI O...

AdobeAcro...

Application..

Authenticat...
Ul Terminal...

BDEUILaun...

Class

acppagedll  AcroBroker

@
®
®
®
®

ahadmin

@
&
@
@
@

AP Client
HxHelpPan...

AppReadin.. AppSenvice..

m
s
5
&

AuthHost

BdeUISrv

®
®

AutoMdmN...

Bitmap
Image

® %
® ' ®
@
&

AcroDistX

AppActivati..

AppVClient

AvailableN..

Bluetooth
AVCTP Service

AcroPDF

AppCom

appwizcpl

Bluetooth
User Service

®
®

32-bit Preview Accessibilit..

Handler Surr...

Activatable...

Application
Activation..

Authenticati...
Ul CredUI O..

®
®

Background
Intelligent...

®

Bonjour

Activation

Application

¢
o
2
@

Authenticati...
Ul CredUl O...

BannerNotif..

¢
o
2
@

BrowserBro...

- a X
- & X
Actions
DCOM Config A
More Actions 4

A& & Citrix Session Recording Agent HiERE M
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— T s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authentication Level: | Default e

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

d) EFRLEM+F, ARPEHREUEBHNEENIRES RSB AMETENRNAF
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e
Launch and Activation Permission > CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >

Securty

GI’DIJP ar User names:

HR SYSTEM
a Administrator

A

Administrat LA

l guoxiangzh (UQYEB \guomdang

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]

Cancs

AR
DCOM EeEiBNEN. THEEFHBMIMIRS i EN.

3. @Eah Citrix B&iE,

4. B5h PowerShell #3% Y 310X 57 28 8 2t <Session Recording Agent & 2\>\Bin XL UEAN
SRUserEventHelperSnapin.dll ik,

5. i&17 Session—-Pause 1 Session-Resume cmdlet LIS E A Ffibk 8UR(E BFELIEMSE,

B8 pd ] WEFAE
-APP A Session-Pause W
Session-Resume cmdlet B
EF&M.
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=8 iR W AT
-Reason RNERMALENRE, MRKEELS Ak

W, WsERBIAEE, BHREE

FEIEMSRERFTEBHRMAL, W

RGBS, WEKEEBRES

AMEIPELEBYERBY, HETIEENERE,

kB FEERT Session-Pause

#1 Session-Resume cmdlet,
-AheadSeconds kB GERT Session-Pause A%

cmdlet, EAFEEBEERNEIHN

REBZHESSHNRERHIRETE

KE, RIMER 1#),

flgn, ATLUSITERMTF U TRER Session-Pause:

hell - O X

ct Administrator:

Bin> man Session-Pause

App] <string> [[-Reason] <string»] [<CommonParameters>]

Bin» Session-Pause NMotepad++ -F

RENBERESHRCEFIREIG

BROEHINCEHREIG  Session Recording Player A EHITHN B EHIFICEHNREIGHNERIER.

1. 7£ Session Recording Player f1, BHT A FWERIER, HERVEETR > 5RER.
2. ERRIETIHEEREXEREH,
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EEHETRF, JRBEHXARAEMLBIRMERRIIEFTNHITICES. TUAAEREME. BHA. BE/EEM
Hithid IS R AR SRR BRI R B,

Advanced Search %

Saved Searches... Save As... Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v

Citrix_ Evert Monitar AppEnd

Citrix. Evert Monitor. App Start

Citrix. Event Monitor CDMUSE Drive Attach
Citrix.Evert Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Evert Monitor. File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericUSBDrive Attach
Query Builder Citrix.Event Monitor. Top Most
Citrix. Event Monitor. WebBrowsing
Find the 200 most relevant refw g serfpi SessionPause
Citrix.Uzerfpi. SessionResume
Any Citrix-defined event

o BHRBFRZIFNHABEEHRE, ALUERBRRNEGRE, % Citrix EXNERAEHRTER
&% Citrix Session Recording i2 RHMEMER M EHHIFE REH.

o BHEXITEBZIFEHI LI, FXEBRR.

o BHNASTRBELCRRRXH KNG,

o WFEMHARE, HITREHFXARIERN, 8§ App Start. App End. Client drive
mapping #1 File Rename 7A&5Lfd, AL, HEEEHXAREFEN App Start. App
End. Client drive mappingsi File Renamely, BHAFEUEMLER,

AILUEREMHNRRFINSE, HEURERICT EHHR.

RPTE X EF NS

RAAEXHNEFRNREAFRN, RIANERT, SATIFEDRTS. SEQTFEDKRESH, FRIEREMEH
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|% Citrix Session Recording Policy Console
File Action View Help

== 75 o B

Ep Session Recording Policy Console

~ [ Recording Policies
‘% Do not record
& New policy
[#% Record event only for everyone with notification
[£ Record event only for everyone without notification
\% Record everyone with notification
E Record everyone without notification

v |} Event Detection Policies
\% Do not detect
[ New event detection policy

v |} Event Response Policies
\é Do not respond
[ New event response policy
\% New event response policy(2)

|=) Recording Viewing Policies

Rule Name

L System defined rule

Description

Action

Logs no events

BRAETHMPFRATE X NEHLNRE,

Bl B R X FE 0N SRS

AREm

BILEEBICRMEMH. Session Recording HKEgi=HI & A S AT BN ELIEMM, W FEIRNERAMN, T8

ERBIERNEFHEINFHRERREZMNENAEINSE,
1%

NFEEFAN, FED

BEUTIE Z— RN &4

« AP%A, SIZENAMVAIAEFRATIR,

« EXTHNAEFIRE. SIRENARANNELXTNAREFRNEET IR,
o YA ITEN. IZENAIMNERZAAESKITHENTR.

o IPitufitsy IP SEE. SIRERAMNE P ititsy IP #ibeEyIR, b REIM IP a4 Citrix Workspace

RZFA2RRY P ttbtik,

o DiEEE. CIRERMAMNAEREISIRMRIEYIR, AIUTE Citrix NetScaler EfEFRE 8E15IR SRBKACE £ T 0AIA

(ZREIAE) o
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B Specify Tags X

Enter custom tags separated by commas:

OK Cancel

EFxniE (BaEisiE) iEAT Session Recording 2402 &EE A, EAFERIERA AR L TXMNAE

B, |iE:

- APIE
- P sibSERE
- YA

- RERE

- ERENNAER

p

ZRIEBEN BN, EHITUTIRE:
1. UISRIVEREE SRR B ERRET Session Recording HEHEIEHI & MRS 2.

2. [35h Session Recording HEEEIEHI&,
BINERT, &EEHEHENEE,

3. FEMEBPEREFONERE, MFRED, ERRINMHRE AR EHNRE,
4. (i) ARBEGHHEHRNRBHNEESRS.
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EE Citrix Session Recording Policy Console
File Action View Help
o= 2F G BE

Eﬁ’ Session Recording Policy Console
v [&) Recording Policies
[ Do not record
& New policy
[ Record event only for everyone with notification
[E Record event only for everyone without notification
[= Record everyone with notification
|§ Record everyone without notification

<

=) Event Detection Policies
|§ Do not detect

(=] Recording Viewing Policie:

[#% New event detection prline

v [ Event Response Policies Add Rule
[= ponot d
? o netrespen ¥ Activate Policy
[ New event response p
|§ New event response p: Copy Policy

Delete Policy

View Policy

All Tasks >
View b4

Renal

Refresh

Help

Rule Name

[5 New rule
_g System defined rule

Description

Renames the current selection.

Action

Log CDM mapped USB evei

Logs no events

5. ARBITHOEFONREE, AREERRFIIM,

a) BIEPENBHREZUNERE, BE—ITHSIBEEANETENS. ATRDEOATEERETA

BIEHFEEL
File Action View Help

e 2E GlHE

3 Session Recording Policy Console || Ruie Name

~ [ Recording Policies
[ Do not record
[E Record everyone with notif|
[= Record everyone without n
v [ Event Logging Policies
[E Donot log
[E New event logging policy
(% Email Alert Policies

55 System defined nile

Description Action

Logs ne events

[Ep Rules Wizard

Step 1: Select one or more of the following options to specify whether to log the related events.

[ Log COM mapped USB events
[] Log generic redirected USB everts
[ Lo app start everts
Log app end everts
App monitoring list

[ Log sensive file events
File monitoring list
Tipe the absolute paths of target fiies. Separate the paths wih & semicolon ()
[ Log web browsing activties
[ Log topmost window activiies
Log clipboard activiies

Tipe the process names of target apps. Separate the names wih a semicolor ().

Next >

Cancel

« 3t CDM M54 H) USB EH 2R BE: ERELETIEA T Windows 3¢3& A F Mac #9 Citrix

Workspace i AEFHE FitH B P iniEa2ST (CDM) FRGTIA B EF IR EHIEN.

o REERUSBEEMH: iERRETIERAT Windows IERTF Mac # Citrix Workspace M A2
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FHEFHEFERAEERAABREFFEIREIEN,
« MY BEFEMNEHIEREE: BRBITNAERFNEM.
o« W AEFEREHFICREE: BREITNAERFINER,
AR

FRFIERNARFRHEHZA, ERUBEFEREHEEEFKE,

o NARFEMTIR: HEEENNAEFEHEFERATNNUAREFEREFCREEN, €4
NMARERFEAFIRTEEEBMNBTNAER, FERIEEMHRRERGP.

AR

- ERRNARFNBNER, BENBERFENTIRPRNEARERIHEZZR. F,
DHRTESEEZENER, BENAEFSEATRPRMEEZERZM mstsc.exe, @
[ B2 TR PR INAZE, FrRMAHERE F#IZIREhAY R A2 F 8 5 .
BINEIR T, Session Recording &R FAEF MMFIRFARIMHFEZZH cmd . exe.
powershell.exeflwsl.exe, MNRAEMHIONKEEZF ISR AIEF BB
BREARFERENH, WLICERSFoEHHAREMAMIILZAERFENIIR, BRIS
FonSIRTH. PowerShell UXERTF Linux B9 Windows F&%4: (WSL) M EREFHE
AR, BRINHIEZMMERARERF BEMFIRPRT Mo

- BSS () PRE#HEE.

- (NEISEHITEL, A IHBERT.

- FMEHEZFRX A KNG,

- ATERAEZHRFERGFR, BOBEARFHEZH (190 explorer.exe)
Web %528 RN E MR,

o ERXHRIE BRWXEENTIRFHEFXFNERE, FZR|IEIN (VDA) 5FFimEE (8
ERNIE PR RMBANEEAATEEFMIRE) ZENXHEE. TeEREREX M ENT
x®, ERIIETBMEARA X AHERIESIER.

- Web #MEEH 2RISR
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Sort by All Categories w

Cilters

-

00:04:04 File Create:32:
WClient\CS\Personality.ini: 33
Eytes

00:06:10 File transfer:6404-:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoao
k.sln:
Client:\ES\EndProcessMonitorHoo
k.sin: 1010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitorHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:Cr\Users\Administrator RMFEP
ADesktop\EndProcessMonitorHoao
k.sln:
Client:EndProcessMonitorHook. sln
21010 Bytes

- Session Recording Player 2 REIXHFEHF

| Events and Bookmarks

() 5:55:38 PM File Create: 32: WAClienthC$\Personality. ini: 33 Bytes
(3 55744 PM  File Transfer 6404: HostC:\Users\ddministiator FMFPAAD esktop\EndProcessMonitorH ook sin: Client:\E$5E ndProcessMonitorH ook sle 1010 Bytes
( 5:57:47 PM File Create: G404 \\ClisntE $\EndProcessMonitorH ook sl 1070 Eytes

() 55339 PM File Transfer 2836 HostC:\sers\Administrator, RMFP&AD esktop\EndProcessMonitorH ook sln. Client EndProcesstornitorHook sl 1010 Bytes

o XHHMFIR: EFIERXHZIER, BEAXHEMTIRIEEBZEMH BT, AILUEEX X

MIEHEPBIRFIAX . BIAERT, NMEEEAXH, ZERERIATBRERSF,

e =

- EWRNENIHRITHESSR. QIR MERSBIRIF, BEXGERTIRPRMILI
HHXHRNBEEFHE (MIFZXENRMBEXERXGRIREKR) . Fli0, BRI
C:\User\File#® sharing.ppt XHHRITHEDE. IR MRMBRNIEE,

BEXHENFRPRIEZEFRS C\User\File,

- ZEAMHERFITEEZEXHRERZ, G, E@HHEx \\remote.address\
Documents k4 RemoteDocument.txt XEHITHIRFIRIE, BEXHISM
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FIRPAMEREFSE \\remote.address\Documents,

- A9S(;)

SIREARIERR,

- ZFHEHILED, FSZFPmECTT.
- BREFHEFKD KNG,

PRI

TR X R MR M IREY S SR B AR 2 B AR S 3K
HESEMXH XA RZ MBI XA RBREOKEBD 260 MFAFH, FAMIRIIZ

B I TRIIRFo

BT Ko

FERBIEEAN. AEHBRAESEM, BEMEHIMF 4" &
R B AMAEIAEE M, BERERE, FRMIEENNESMEREME IS

« 12 Web JI5IER): EIFH0NNE LIERAFER, HERGFPIRCHEESM. URLMRE

FRko

Events and Bookmarks

W 54232 A

Web browsing: httpe:/ Aaww google. com, Google - Google Chrome, chrome

KRB TIR:

- Google Chrome

- Microsoft Edge Chromium

- Mozilla Firefox

s XERLEENEOEN: ERELANTOSEH, HERFGPIRCHEZRN. MEMNHERS,

Events and Bookmarks

x

(4 1:56:08 A
(4 1:56:22 AN
(2% 1:56:36 Ah
i 1:56:39 A
2 1:56:55 A
¥ 1:56:59 Ah
(24 1:57:08 A
(23 1:57:13 A
(24 1:57:20 A
(24 1:57:34 AM
(2} 1:57:51 AM
i 1:58:04 A
iy 1:58:25 A
2y 1:58:26 A

o IEREINERIERD:

Top-mozt window: EXCEL, Book2, 5330
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-most window: Tagkmgr, CdfSve.exe, 9276
Top-mozt window: explorer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mozt window: WIkNWORD, Bjzjizbb | docx, 3896
Top-mozt window: notepad++, . 4340
Top-mazt window: Taskmar, CdfSvo.exe, 9276
Top-most window: Tazkmar, CitneAuthentication VirtualSmartcard.exe, 9276
Top-most window: regedit, FileOperationkonitorList, 5584
Top-most window: notepad++, zhi, 4340
Top-mozt window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

ERBFMERIERIA. BEERMXAHESRIRME. FERHBIARHER M

B2 BERXARIAAIHERTAITE, FiCREGRIFHER T,
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BRAMRE: BRUT Windows SEMRERNR: FINEMRARE. B EMRMAE. EX
A E UM R MR E,

Registry monitoring list Gt R &M %IK) : %£F Log registry modifications (ic
FAMRER BN, BABEANIMRNETRE, RAEASS () PRXLEREZE &
ERRE R FF L B HKEY_USERS. HKEY_LOCAL_MACHINE 3¢ HKEY_CLASSES_ROOT,
Blan, e N HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows;
HKEY_CLASSES_ROOT\GuestStateVDev, MIRAIEELTIR, WARHFEMTM
RIEK,

Log app failures GERNAREFHIE): iICREINIBIEFREMEMEMNBEF. WRNE
RATFmEREER.

Log user account modifications (GZRAFKAER) : BRUTAFHFER: P BIE.
BA. 2. Btk BIE. BMERMEBREHRER,

Log RDP connections (iZ® RDP %#%): iERMREERHINKIEN VDA Bahi RDP %,

Log app installs and uninstalls GZRNAREFREMNE) : ERERHNXIERIENE BE
FREMBE. ERNERTFRENARER,.

Log performance data (GZRMEEHIE) . BRAKIEHIEEMNEE, EHLSRETEES R
RIEBXIEIR S,

EREHEND: BRABFITASKANE XA SR KRR I HE Do

Log printing activities (GZRITENERD) : BRERFINSIEHRIE R ENITENER, LINAEET
MR, ©IiEAT Session Recording hivds 2407 &EEhR S,

b) EEHIEMNU KA.

S5EIZBEXREIREEM, EILLER—IHZ NN EFEAEF:

RFsA
BERBHNAREFREE
AR

IP sthtsg IP SEE
RS

ERNEAGHNNAEFREEMNTIRULZ AR VDA T ENMBIGIER, EXRREEERNLAEERR
FEHIREPR, EiE=m Delivery Controller LERE &1 5 IEREIN AR,

BEXBEMER, BERACIEBEXZHEEE PR,

=

AR

REDEURATEEHONRERIERRN RS, NFXERE, BNALOIEAMNERE, BliE
KRR, EIEE LT MIBREER,
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C) BREBASTREE.

[E Rules Wizard X
Step 4: Complete the rule setup.
Specify a name for this rule:
i1 |
Provide a description for this rule:
| Spectic user nik fitet |
Enable this rule
Summary (click Back to edit):
Log &CDM mapped USE events
Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range
Name Location
& user JZUAISRS-1
< Back Next > [ Fmsh ]| cancel
S5EHRNIRBLRENRIERG, 21E 1D RESEHEMRERE Session Recording Agent R R, fildn:
I Regestry Eciar - o x
File Eda View Faertel Help
Computer HIEY_LOCAL MACHINE SOFTWARE C trin' SmartAudites SruionEonti ]
CteHeck & || Mame Tepe Dists
:"‘:‘:‘I & [Defaut) "G 5T feabae nit vet)
l: - i pphianiorist G MANT R Tyt the procer o of tanget sppr. Separste the raee with 2 semi.,
ipheit 2 Enableagplanchivents G EvORD 00000
el £ EnableC OMUSBOriveEvents #E6_DWORD (D000 1)
. — 52 Enabiel hproandbvents FEG_OWORD CuA000000 1)
tesCang To 5 ErabiFoleDpe oMo oty FEG_DWORD (000000 1)
oakims 5 EnabieGerentUSEDimebvtety FEG_DWORD 0000000 0
T B Enabiel e e FEG_IWORD 0000001 (1)
install E EnabieRegrite D VaznaseEent FEG_IWWORD: 0000001 (1)
atabigent % EnableSeiienbrenti FEG_IWORD: a0000001 (1)
Locaticn % EnableTephettEvents FEG_IWORD 0000000 ()
MachneldenttySonae. | B EnableWebBrowningietnatinn FEG_IWORD DaO000000 )
Hetatet gl + Faelpruborbiontar i FEG_MILT] 52 Typer the abrchute paths of target fes. Separste toe pathy with g temico_
PortiCa 22 ttteFumtactrorPishiom T hectise BEG_DWORD D000 ()
Prart 22 uttebumtactonPitbure Thaostie BEG_DWORD OO0 ()
SarvarFTA 2 dtebvntactiva Thiottle FEG_IRORD izeivued Cifiif]
L Smarthiafier 2% el vent Theceie B EWORDY DR £ )
Agant o RegrnGpetenMordar it B TSR WELGATEAUSIR RIGES TR WAL el SOF TR REGETI  MACHL.
v Seimeabvest - -
3
SakAgensnla
ko
Telernetry
Uiy pPrintirrepr
VeaLEIP
Werseng
Vinuallekepigent
WebhurnalloaedPen
T —— -
L ¥
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S5EMKREENGREM

R E o F+ & Session Recording B, BINE R T REARANEIEHRNER EXMHELT, 840
Session Recording Agent #8#%& = HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor

\SessionEvents FHIEMERE, MHERTRERIESEH. AXIMRENNRE, BESRATR:

EMERE AE
EnableSessionEvents 1. :BREREHKEN; 0. 252H

SN FOAMERE) .

EnableAccountChangeEvents 1. BRARAAKAEREN; 0: &
FRAPIKFEEEHN (BRINMEEL
#)o

EnableAppChangeEvents 1. BANAERZEMEZRAEN;
0: ZANAERFREFMEHAE
(RRINMEEUE) o

EnableAppFaultEvents 1: SANRAEFRIEREN; 0: £
AR FRAEREHENCN (FRIAMEER
o

EnableAppLaunchEvents 1. SRR ARRFBREN; 2:
BRARNBRERFBHMEREN; 0:
B RENARFBHMEREN (B
INMEEIE) o

AppMonitorList EEERMNBEITNAERF. B
AT, MEEERNAER, XEKk
ERNER T ASHREMZBRERF.

EnableCDMUSBDriveEvents 1: =/ CDM Br518y USB KB ETF
g EMEBAREN; 0: 28 CDM
BRETHY USB AR BEFEIREHEA
B (RAIAMEERDE) o

EnableClipboardEvents 1. SREMRERRCN; 0: 2
BINEARERNRAE T (BRINMEEIRE) o

EnableFileOperationMonitorEventd: BRENSIHIEIE; 0: ZRAKM
XHRE BRIAMERIE) .

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

179



Session Recording 2407

AMRE

FileOperationMonitorList

EnableGenericUSBDriveEvents

EnablePerfDataEvents

EnablePopupWindowEvents

EnableRDPConnectionEvents

iR

EEZBMNBERXAR. RIAER
T, MEEEAXHR, XERER
INIR RIS AR 1F,

1. ERBAEEMm USB XBEFME
REHHEANRIN; 0: RAEAERE
| USB KB EBEFHIRENFBANG
n ERAMERE -

1: BRAXIEMIEEMINEE; 0. £A
ZIEHIEEMIIEE (RUAMEEIE) .

1. ERBEEOSAHREN; 0: £
FEHEOSAN (RBRINMERK
#)o

1: 55 RDP &EZa9tQN; 0: 24
RDP Eza9teill (FRAELE) .

EnableRegistryOperationMonitorExentf Windows ;Et&ERE

RegistryOperationMonitorList

EnableWebBrowsingActivities

EnablePrintingEvents

TER—LHES

A

s 0: ZE Windows SEMREMR
R (BRIAESEE) o

EEEBRMANBTERR. RIAER
TRIEEEMER, XERERINER
TARSMREMRIES.

1: BRI Web X%Ezh; 0: 2
FM Web RIS5E5D (RRIAERUR) .

1. SARNETENERD; 0: 2R
FIENEDD (RRINMEEIE) .

« MR Session Recording @M LEMIM 1811 ZHIMNAZFHFEMHN (HEFIZR) MAMAFAEN, HE
&1 Session Recording Agent LM FMREIIABIAE. FARINER TEEENBHRNEDE, AL
FRIEREMEH

« WMREH Session Recording M 1811 ZRiMIFHMHON BEALZ TR A T ZIEMMRAFRN, NE
4> Session Recording Agent F iR M REFGREABIAME. FARINER T EEENE 4IRS,
ARSI RERES

« WMREH Session Recording M 1811 ZRiMRIFHMHON BEARZ AN T BB T 2R AT
&H9, NS Session Recording Agent ERIAEX FMREE KRB ABIAE. BTFRINER TG ENEH
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KMERES, FELEFRNTARERE.
* WNREH Session Recording @M 1811 ALK, WEHITHIARRENSZMHEN (BEIER) RIFHLE
M.

foeg= =N
= .

i

BUERAEX T B E XN EHNRIEERE RIS Session Recording Agent ERIHEXEMRIZE. W
R, BRTEBERIMRIGEHITEHON,

[Ry=E e UDVA- S

August 13, 2024
MESIEBEhEY, ELULREBFHEER, HYRFINSIEPICRIEGRELITRE:
o RIXEBFHBHEIR
o VA BRERS (TUBHRHFEREHRREERH)
- BIERIE
o FHRIE
o W =IEERE
AR
MRPE SIEIRERZTNEAIZTT, BT VDA LR T EMRI, HARE TASE IMREXEEHIREEN
0,

« HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
« HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

WE—HRAE XHE N RN RN, FTLREREZCIZBEXEHMMNRIE, —RREE—TF 4N REL T
BT,
BEXTHIRFHGER, FEATENRESE:
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Citrix Session Recordin

File Message Help @ Tell me what you want to do
]ﬂ[ Delete | ~  [=] Archive E\I?I Move ~ 6) Reply <é) Reply Al — Forward Elf'ITodn = EE Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlook.com=

Thizs email comes from Citrix Session Recording to notify vou that a Tophlost was detectad:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Lzer Marme administr ator

Daomain Mame KEHTE

Start Time 115872020 215:06 &M

Delivery Group Fde Desh top And SppGroup

Application R Desktop,

DA Machine

Flavback LIRL hittpis:, wehplaver S/ plaver £
Ewent Text Topfpp: regedit

Event Time 11872020 %1751 &M

You can find the session recording video and more information hers.

This is an automated email from Crtrix Session Recording. Do not reply:

R’R:

PHEM URL B17E Web ERSBPHITARFIMNKIENERCIE. SLHILFTE Web EMEPITHEREIGR
Ho

Session Recording L&) Session Recording Server M2 ERABS KX B FIH LR, ER, MREHN
Session Recording Server FIZ1ERFIBS A& Session Recording T TIBES Z2—, MEIANIE R T FHE
HEIRUTIELRIX:

S

il

o &
973

s

o FEYISFE
« BiE
o fEfEP

bl

.
N

H

BEEXBTAZEBFHMELRMIES, B3I <Session Recording server installation
path>\Bin\templates TH&A template.en.htm| WEFMEEIR, ARG ZIERPIARER
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MNIEHERIES. fla0:

<> template.enbtml X

OGN e

DOCTYPE html
html Llang="en" xmlns="http://www.w3.org/TR/REC-html48" xmlns:m="http:// .microsoft.com/office/2884/12/omml" xmlns:w="urn:schemas-microsoft-com:off
head
meta http-equiv="Content-Type" content="text/html; charset=utf-8"
head
body lang="EN-US" link="blue" vlink="purple"
div class="WordSectionl"

p
span style="color: M#883399"
SSINGLE_RECEIVERS
0:p></0:p
span
p
p>
span_style="color: M#803399"
S enail comes From CItrix

8| <strong>SALERT_REASONS</strong

€0 p>c/0:p>
span

p
table width="0" class="MsoNormalTable" style="width:12.0in;margin-left:33.75pt;background: Owhite;border-collapse:collapse" border="8" cellspac
thody
tr
td style="padding:@in 8in @in @in"
p

strong><span style='font-size:10.5pt;font-family:"Verdana",sans-serif;color: M#666699° fSession Detailsk/span strong

a href="$DISPLAY_LINKS" a

R TE X E N SRS

Session Recording 1217 —MNRYiTE XHIE 40 585 -

o RN, RRINERT, FRUWRHENAPIEROEFRIVEMIRIE,

B B E X E N SR

1. BRI EEREMNERLTET Session Recording iz H 8RS 25

2. /35h Session Recording HRBgiEHIA. RIMERT, KB ERHIE ML R,

File

@ Citrix Session Recording Policy Console

Action  View Help

e 2E G HE

v @ Event Detection Policies
v Event Response Policies

v Recording Viewing Policies

[Ep Session Recording Policy Console Policy Name Description
= . -
v Recording Policies [E Do not respond This policy will disable all alert notifications.

@ Do not record

[E Record event only for everyone with notification
[E Record event only for everyone without notification
@ Record everyone with notification

E Record everyone without notification

E Do not detect
@ Do not respond

[E New policy

3. EEMBERTIEFREMFMREE, MBI RIERRIIH R,
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4. (k) ARSEMNEGIMNERHNEESRS.
5. ARBTIEIE IR SRR HERRINAN,

6. RIFLENFREFINEEBEHINED B F I LXERMEAE AL BT IEELNEZIEE MBS I0RME

W o

% Rules Wizard

Step 1-1: Select one or more of the following options.

Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure event triggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.

Email recipients:
| Tivpe the emad addresses who wil receive aleds sccording fo s e, Separate the addresses with 3 semicolon () |
Screen recording time span after we detect an event:
| How many minufes do you wand us fo recond the soreen afer we defect an event? |
Screen recording time span before we detect an event (available only for vitual desktop sessions):
| How many seconds of the screen recording do you wank us fo keep before we defect an event? |
Time interval between a session operation notice and its execution (available for session lock, log off, and disconnection)

|Ho.wmar.lysecona‘sdowu want us fo Aold 3 session aperation after we issue the nofice 7 |

Mext =

Cancel

7. (FIiE) IREEFHEMFRA AT B FERE R AR,

a) EXMNESFRNERK S AR B TFHpA L
b) 7 Session Recording Server B4 HERE & H B FHHIRE.
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[y Session Recording Server Properties -

Rolover Playback Notfications CEIP  Loggng RBAC Email

SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL
[ Allow sending email notifications
OK Cancel

AR

X

oD

NREIE R FEHAATAI S FIEFETHNULED, WEET—NESWIEE, BHBFEREE
R RER K, EREATREEFHEBHHRENAR, Session Recording 1§ &% —f e FHbf
IIE SR B F RIS B, NREFNIKBERER (FIIHBiEORER), Session Recording
RBREI-FEHIRER, HPEamRFRER.
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Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

THEFEHHIRERNFTELD A EER. BEEENEFHFSETNENTEE B FEHHER
RIBIRE RIXRINR, EEHBE) Storage Manager (CitrixSsRecStorageManager)
ARSS. LESh, INRMARZS 2006 RERhMAARESFIRA, BEEMHBDH Storage Manager AR5,

) 4iEATIAR Web BikastEmR.

EFEEIREFHAETIER URL ST, EXREFMERTN ((1EH HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server), AEHITUTIRE:

+ ¥ LinkHost f{E KB B N A TiH1a Web #Bik23m9EA URL, a1, B https://
example.com/webplayer/#/player/ tifia Web #5328, 5% LinkHost 89{&E2K
BIgEN https://example.com,

« #if& EmailThreshold, HEHEEHIRISER 1 5 100 SERANHF. EHIEREEFHIHL
EKPE-—HARENRAERBFEHAEY. IREFBTRISEERIXMNEFERARHNE, MM
B CPU AR, MRKEEEHEIFHIRENBLTENNT, WEHKEFLERE 25,

AR
o BBV FHRHFARSE 25 0] AER NG B F R Xk P AL O B MR AN 28 A, MiTPELEEL &% B 1R

o EAIFIKF RZRFEEZE, BFEEEFE (FIf Outlook) FIEERIEREIGIEZMK
FREHAXBFER.

o ELATERBERALZBFEHEERE. fid0, HiX2ESHERE, BEIE XA ERLIXS
FEfF. EXMBERT, BHRRREEIHERIEROZIER,
8. (AJik) ECEEMHABINIAN,

EFIONEIZIEF IR A ANIRER, EEFHFMASMMNZERENTR, BEAEERBMRA TN
1RIFRVICRIEMH:

o REBFHMHER
o URIFIRRERS

s BIERIE
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o EERIE
o BIAFSIEER

Event Triggers - X

Dimension 1 Dimension 2 Sendemail  Start screen recording  Description
Eventtypeis  FileCreate - and Path ~ | Equals and Fiesze(MB) - Greaterth.. - then m] [m}
Oreventtypeis  Top Most ~ land App name Equals and | Window title ~ | Equals v then ] [m}
Oreventtypeis CDMUSB - |and Drive letter ~ | Equals and - ~ then =] [m]
» S Fie Rename  ~ EUEN Path ~ | Equals and U0 ~ | Equals
. Or event type is ~ |and v v and v v then [m} o
[oxtm |
==
=

MRAZFES AEIE. FERATE, BEHREITENKEORERETFHATF 1700 &F. &N, =
REXAERT, RAEEAHHRLZERFNIIFEZTEET.

WILELEEEN RN RENIE RAVE R, STARB B EHIA.

MTHIFIRFIEREMAHE, AEEIEREE AND ZEFASHRMEEREEMHAN, ATUASRIEMN
Mg ERSZ ENEFMRER. BAILTERAIFEXEMFMERIFRINET, MREFT RXBFEHEHIER
TEEENEMS, NSEERBFHEPREEEXOEHMEAROBR, NREFTHRRERS, WENRSE
HREHAERERLEEMN, ISEERTEE. AIUERAERESRFIHIRESDSHFERAIEEE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 187



Session Recording 2407

@' Rules Wizard X

Step 1-1: Select one or more of the following options.
Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure evert tiggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.

Email recipients:

| TNipe the emai addresses who will receive alerfs according fo this e, Separate the sddresses with 5 semicolon (7. |
Screen recording time span after we detect an event:

| How many minutes do you want us fo recond the screen affer we dafect an event? |

Screen recording time span before we detect an event (available only for vitual desktop sessions):
| How many seconds of the screen recording do you want us fo keep before we defect an event? |
Time interval between a session operation notice and its execution {available for session lock, log off, and disconnection)

|Hmvma1ysecona‘fsa"oyvu want us fo hold & session aperation after we issue the nofice 7 |

Mext = Cancel

« Screen recording time span after we detect an event (F{ 1 NEIEHEHNERZHNEE
E): JURERNIIEGHEERTREND M. NRKIEEE, FERFIBYEHT, HIRFINRIE
R,

+ Screen recording time span before we detect an event (F{1iNZEHZINERERHE
BEE): TUREERNIEHZASFERERFNME. IERNERATEMEENNBERFS
B, ZERSEEN 1 3 120, KizEIZEN 1 3 10 hrEA—MIFEE 10 £58. NRKIEEZE, Z
e R =%, Session Recording REMREBERFINLIr<EA AL EHE B K—,

o MRERREUTERRIERMERFINIEPIZRNES, WAILUETEERIEREEMNSHNITZEN
Bt &) E]BRSR B A X LA

- HERIE

- FHERIE

- WARIEERE
AR

RINBERT, ZFREN 0, XEKRELEUE. FHIFARAFRSEHENSENEEN, FBHM
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BF. ZB8NAF, HREENHNFRE,
BEXTOLEN, BEAUTRESE:

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system
administrator.

Reason:
You moved the file "ClipboardOperation.PNG" from C:\Test to C\Program Files\Citrix
\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

- BREHRREERY. BRRBRHFAVERRESED, LBNREISXARIA/N, FHERBUREINRRE

RENZENRE. BXFAES, FERHEAIEAEHFEZH.

BEXXFBNEHRENTEIR, FELTR.

EStESit) R I
R FAERF B Eh
[ FAfE R &R aa. &F. g
TEGTIT aa. &F. g
R REFER
R FAfe R &R a&. FF. TR
RI=
Az R EIE 2 a&. FF. TR
Windows #x& aa. FF. i
Web 38
URL 5. EF. T
BEI-RATRE aa. FF. g
pUbR R aa. FF. g
pataclfed
Bz aa. FF. g
SeER N (MB) RKF. NFNF
XHEHE
Bz aa. &F. g
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EER

X%

XHER

CDM USB

@A USB

=i

XfHeh

ARG

TERERMIPR

AMRIREE

ERMIERE

AR ES

HE
B
RERTE
BiREE

XA/ (MB)

iz 2
xR/ (MB)

IXEhERETT

RER

ZEIRFEATE (1) \BY)

XHRIR

R/ (MB)

&

TERFRINE 7R

ERRIE TR

ERIEZ AR
==

ERRIE AR
==

8a. FF. i

a8a8. FF. i

a8a&. FF. i

AF AT NF

as. FF. i
AF. AF T

T

Ba. FF. i

AF

Z%F (“host” & “client”)

XF

a8a8. FF. i

aa. FF. i

aa. FF. i

aa. FF. i
aa. FF. LE

Ba. FF. i
8a8. FF. i

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

190



Session Recording 2407

EER

RFiKFER

MREFEIMNREH

RIFII2RF SR

BREMNAERF

BHHNAERF

RDP ##

EHEO

B NMEIR IR IE

HE

MRS TR

BFR&

A = i

N RBIERF B R

N RBIEF B

IASZEESE = i

IP it

HIZR T
BORE

CPU £/ (%)
7FERE (%)
%% (MB)
%1 (MB)
RTT (%)

pEseE
HIZRR

NS

9. BET—HLUERHEEIMN S,

8a. FF. i

a8a8. FF. i

a8a8. FF. i

as. FF. i

as. FF. i

Ba. FF. LES

Ba. FF. i

B, L
a8a. FF. i

FF (XAE. X (1E)
aa. FF. LE
8a. FF. i
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@P Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

« AP%4A, SIZENAMNEIAFRATIR.
« EXTHNNAEFSKRE. SIZEVAMANNERTNBAEFHRET IR,
o YA ITEN. IZEN AV AAESKITENTIR.

o IP hatsk IPSEE, RIEEMAMUM IP ity IP i SoEYI &R, LRI IP ik 25 Citrix
Workspace [T IP #itik,

o SRR BIRENAMNIAE sEAIAIRIETIR. AIMTE Citrix NetScaler EERE aEIAIASREELE L FX
iR (BREIAIE) o
¥ Specify Tags X

Enter custom tags separated by commas

OK Cancel

ETFx5E (EgeinmE) ERT Session Recording 2402 KBSk, ©AFEIRIERA BRI LETX
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R, BE:

- BPIE

- P stbERE

- Y4

- RERE

- BERENNABERF

=W

LREREHRERNEHMNEBPHS MU, RFBIMNEER,

10. BFREMSTHEE,.
11. BUEHRBE RN SRS,

= el A T

July 5,2024
IEEB R S IESER L T E

» 1 Session Recording Server 6%
- BEEMEESA AL

1 Session Recording Server f9f %

July 5,2024

Session Recording &z ##% 4 Session Recording Server B & F#, 232U Citrix ADC IRl 24T fa#
THEB, BXFMAER, BRRENEHEPRE A TFHME Azure FE8E Session Recording MUK P E f
Ho
AILUTEFRE Session Recording Server Z @RS i FHEE.

AR

AT EIHAEEREMIRE 7.16 SiESARAH Session Recording Server #1 Session Recording Agent,

AT B0 EHFEYS Session Recording FrifiBv &

« g Session Recording Server £ — XX I REERFISH,
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* FiE Session Recording Server £=— Session Recording #i&EFE,
o (B 1BRRE—1 Session Recording SkB&izHI&, HEFH Session Recording Server &&= %

PN
Ho

ECE R T

EfEMLLINEE, IE7E Citrix ADC F1&# Session Recording A EHATIATHE:

BT (Citrix ADC Z4)

BN HTHIRSS §Z1 Session Recording Server #xinz Citrix ADC fr#y &R S 2.

BN HTERS

1. 7£&& Session Recording Server -, ASMFEMRIN G H FERS.
2. (i) EFEXMIEMNRRAES SRS B,

B AR TEEIARSS 23

1. RiEFFFE N EIZABHER Citrix ADC VIP it EIAIRSS 28, FHS B INARSS 8R40 E BIME X A L T #7AR S5

2. NEEEMRSHFEEFAML.

3. (38 #%#F LEASTBANDWITH =% LEASTPACKETS fER AR F# 575, MARIEZEERIAS A (LEASTCON-
NECTION),

4. BIE—MEBLUE HTTPS EARSS2RB 50,

EEEfMEHF% (Session Recording 54))

ER%E T Session Recording Server MEARSESB £, RITUTIERE
1. (BiY) i&1E Session Recording Server R#&3 12+ \#HEHY Session Recording ¥iBEZ#Fo

2. MREFE “EERATIER AL, BINBNERANSZESE Session Recording Server IR EE R
BEIEREBIEER T,

3. 5Fr & Session Recording Server it BH ik P HEZEXHEMXHEKNIR/SNR. 2/5, £ Session
Recording Server BB AFERAXHEEXGRIEARZNMGE, EXEMER, BSREERHIHH
REME,

4. @ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server F# Session
Recording Server ;MR FHRIN—ME,
fE&#5: EnableLB
fa##&: 1 (DWORD, ®REHR)
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5. ®& 7 Session Recording Storage Manager JE2BA5i%#E HTTP 5 HTTPS #i%, &7 Citrix ADC VIP
HABIE—£EMIER, HE C:\Windows\System32\msmg\Mapping\sample_map =##im
EEM. AfF, ENMBIHEBATIRS.

YN i

<redirections xmlns="msmg-queue-redirections.xml">
<redirection>
<from>http:

<to>http:
</redirection>
<redirection>

<from>https:

<to>https:

</redirection>
</redirections>

Hrh, <ADCHost> 261719 Citrix ADC VIP #iiikfy FQDN, <LocalFqdn> 27t E41# FQDN,

6. (i) BZE— Session Recording Server ;¥ ft&R/E, aILfEFA <Session Recording Server 2%
12\>\Scripts\SrServerConfigurationSync.psl iz MIL REZ S IM RIS HEE, FHIFZIMREAN
FIH1th Session Recording Server &R+, taILIER SrServerConfigurationSync.psl Rz 34
BBATIARINEE MRS,

a)

£ — 1 Session Recording Server - f2 & EnableLB it i xEf5, WEBR I M Bz — 1
% 12 7 & O # & 7 powershell.exe -file SrServerConfigurationSync.ps1 -Action
Export,AddRedirection ~ADCHost <ADCHost> &<, Hr <ADCHost> Jtl## Citrix ADC
VIP #k#y FQDN,

BITHAG, BER—1NSHIE R SrServerConfig.reg FEMER X415 sr_lb_map.xml x4
#inZE C:\Windows\System32\msmq\Mapping 72,

£5— Session Recording Server L, E5I5IEMNSBH4EME SrServerConfig.reg, LEER
B Emm$iRTEOHisiT powershell.exe -file SrServerConfigurationSync.ps1 -Action
Import,AddRedirection -ADCHost <ADCHost> #:<, Hr <ADCHost> Atz Citrix ADC
VIP #41ké5 FQDN,

iz{THIZ4 5, EnableLB & F%15— Session Recording Server ;¥ ft&R5+, sr_lb_map.xml
XE RNz C:\Windows\System32\msmq\Mapping &2,

ER% T Session Recording Agent (9itE#1 L, 7 Session Recording Agent B~ HiTLATIRME

« IR & A Session Recording Storage Manager & 8 BAFI%E#HE HTTP 3t HTTPS i, i&7E Session
Recording Server xxasiEHEA Citrix ADC VIP #41t#) FQDN,
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+ WNR&H Session Recording Storage Manager ;& S AFIEZZIAN TCP #hiY, i57E Session Recording
Server XXAiEH#EA Citrix ADC VIP ik,

£%% 7 Session Recording Player #9it&#1 £, HiTLATIRIE A0 Citrix ADC VIP #iiitsk 2 FQDN EhiE
%19 Session Recording Server,

ER# T Session Recording ¥uEER SQL Server £, HITUITFRIE $§FiE Session Recording Server it
B ARIEIEE Session Recording #iEEH N E S E db_owner %R,

FREHEES AN

August 13, 2024

R Session Recording $#EBEEF L HE L FHFERT, Session Recording B #ziAiE T, 1R Session
Recording B R HEICRMBEC ELHBRKE, BERATIZREERRATA, XM IETESA T 524 LAY
EERIENERARSRE . Ait, BIHHIEESNE AN (HA) #3X,

Session Recording iU TFET Microsoft SQL Server B93kiEES AT ARG R, TAEMNBEGSFEE SQL
Server HINMFEET, HIERERT LB KRS,

« AlwaysOn aJ B4R

AlwaysOn a] B ATHAE R IR HEEFEBR AN DI EAFRAZNSTRAMMAERERRAE. CRAREM
BT —ARAPHIEENTAN. BEXR SQL Server £ i E Windows Server kg5
(WSFC) ¥ia ko BX#MER, ESF AlwaysOn BJE4A: ST RN ERER RS R,

o SQL Server #&

Microsoft SQL B AR A F—AIRSSBENMNEES —ANERSBNWESHERS. B2, LRRAENIR
BIFEEZR, FEEMNREEBIEESLEMEESRE (B0 SQL Server BiBESEKR) Fig, EXFMER,
B2 AlwaysOn i fEsEis a2 (SQL Server),

« SQL Server #iEEE R

IR SR R A R TE S SR E R S 23 AR N E TR SRR T B hil iR i 8. S EMEFRASRAELL, It
RRAREMBR, RAREESMUBERS SR LRETEMNIR SQL Server FaliE, FRETERGINERER
SQL Server Express Edition, Bxi¥4iz 8, ESAIEES® (SQL Server),

BFREAEHIEE= AN Session Recording #1757

ERBEAEHIEE= AR Session Recording, EHITUTIRIEZ—:
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« %R Session Recording Server 4AfF, AEBAFREIENIIEELBLURES B4,
BITERSEIRER BN R EEE EEMEN SQL Server S E#91ER T =% Session Recording Adminis-
tration 8. RAEAFEIERNIIEFIEESIEES A Ak,

- 33F AlwaysOn a] BtELAMEEE, E8T HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server\SmAudDatabaseInstance ¥ SQL Server S24I&#EX AT
RMAFIIRESEE SQL Server MLERIEFR,

- WTFEEESR, 583 HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Server\DatabaseFailoverPartner #1 HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner FHin#
REHIEEE S 1R,

o RATHIEERBRUEES B, AEBRE Session Recording Administration A
B ATEFIEARY E SQL Server LI BIEFM NS HIBEIER Session Recording #UBEMEIE R B EIDRE
BEARESA AN, ABERE Session Recording Server 4A#E#N SQL Server SLHIZ#R:

- Z65A AlwaysOn RTAMARASE, FHNEAEARITERNET.
- BERMIEERERRSR, BRWAIE SQL Server (9%,
- BEANENBRAR, BRALZH SQL Server B &R,

EERH

August 13, 2024

/3 Session Recording Player = Session Recording Web B82S EEMERRFINKIE, HAXEXIFRMB

=

Ao

MRREISIERBA T ERERTEE, WaIMEEET#HITHRIE (B 1-2 WHER).
REFEHNERKHEXHERNNRA, BHRFINZIEZERES T RIEXH .

AR

BFREPIEERER VDA SIEIR,

Session Recording Player

July 5,2024

Session Recording Player 2—NAF A&, &AM TIEu IR %5 & B
REHNRIEX M. FBIABRMERUTRBHIGEE:
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« /350 Session Recording Player
s BANEAENSIERER

o BASZRAERKRF

o BRIHIXH

o FTFFFIBRBEREI M

o RERHIXMH

o RHEBRTMBYEER
ERFHNHE

[E5h Session Recording Player

August 13, 2024

[Bzh Session Recording Player
AR

. MBRENHEEBEIENAS, Session Recording kit izRE. B2, MNRSMIIPALLEETE, B
BETRERN—XHEE, BRZRNBEHMELE. EFERILINEE, 15FEM Session Recording 2012 &&=

7o

o INREER Session Recording Player 2009 & 8B R hRASSRIBR R HIS0H, MR R THIRE .
Web B EERZ M,
Error Playing File *

The recorded session file requires a newer version of the
Session Recording Player for playback.

o IRBATHEBGERASER, WERIERREIHE, BHR—IHEE, BEREWAERER, X
HAER, FERABENAESIER.

1. BRFRET Session Recording Player B9 T Eik,

2. MFFtaZxEs, %% Session Recording Player, 3§27 Session Recording Player.
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R

« EAREXERTHY, FAEBBELRBEIRT.

———— e -
mpir S - . .
| = -
H
g
2.
8=
i
H -
H
- " BE T -
= - ==
— - H
e
1 =
et - qui— -
- 8 -
— 2. = = s
= 5
[ —

« Audio Recording (F5aR%) JHETREINKIEFNSIEERAEIZS A Ao

« EventOnly JIRFSRBERHIHINE4HRE.

UTREHER T Session Recording Player BN EHRFINTA. FIEEHETE
EHMPEERSD, FAE Session Recording Player B FEZS B TRAE =

710
(59 Session Recording Player - o x
Fle Edt View Py Tools Help
= | b ] @[] | Search - Amtme -t [ Advanced Search
Workspace x |[ Search Results x
&8 Workspacs - administrator User Name Application Status Start Time Duration  Delivery Growp VDA Machine EventOnly @
@ Search Fesuls admiistrator Deskiop Complete  5/14/2021444AM  00:0033  DesklopVDA No
[2] Favorites
B adminstrator Deskiop Complete  5/13/20211058PM  00:0340  TSAgentd No
B administrator Desktop Complete  5/13/20211057PM  00:0106  TSAgert0 ves
Bl admnistatord  Deskiop Complete  5/9/2021 5:35 PM 042128 TSAgentd Yes
Bl admniststord  Deskiop Complete  5/9/2021 5:35 AM 120001 TSAgertd Yes
Desktop Complete  5/8/2021 5:30 PM 120501 TSAgentd Yes
Now Playing % || B administratord  Desicop Complete  5/8/2021 5:27 AM 120302 TsAgentd Yes
Ueor i . || B saniisrston Deskiop Complete  5/8/2021 5:23 AM 000254 TSAgentd No
D‘E' - a&g;'a or T administrator Desktop Complete  5/8/2021 5:18 AM 000444  TSAgertd No
A°":f"“;im —n T administrator Desktop Complete  5/8/2021 5:16 AM 000140  TSAgertd No
D":’, real o r; “'Dm B administrator Desktop Complete  5/8/2021 2:27 AM 00:02:20  TSAgertd
EALDUTREE IAET adminisirator 5/B/20212:17 AM

VDAMachine: W2K165T 7380616

Events and Bookmarks x

© 22056 AM  App Start: T0632: firetox: 2336 "CAP.. A
© 2:20:56 AM Topemost windowr. explorer, test, 2336

© 22058 AM App Start 4420 frsfax: 10632 "C:AP.
© 221:054M App End: 10832 firefox

© 22107 AM  Topmost window: firefox. 3 H] Firef.

© 22108 8M App End: 4420 firefox

© 221:09AM Top-most windowe explorer, . 2336 Event Only Recording
© 22115 AM App Start: 8404: firefow: 7928 "C:APL
© 22115 AM App Start: 7928 firefow: 2336 AP
© 22121 AM Topmost window: firefox, ] Firef.
Q 2:21:218M AppEnd: 7328 firsfox

© 2:21:26 80 Top-most windows explorer, | 2336

© 221:268M App End: 8404 firefox

O 22238 AM App Start: T0B00: firefox: 10484: "C:A
(© 22236 AM App Start: 10484: firetox: 2336 "C:4P.
© 22240 AM  Topmost window: firefox, H] Firef.

© 2:22404M App End: 10484: frefox NS “Dh0im s0n02m son0zm “0ndem srgsm ol
© 2:2245AM App End: 10600: refos o @ 0@ 0O 00 O0COCD ©@MO00 [esee)

© 222434M Topmast window: explorer, , 2336 v Desktop © 2:22:43 AM explorer, , 2336 5/8/20212:22:56 AM
End of ile

- ZETRHNRIENABERFIXG, BERBEETIRFHOREIE, AE%ERE Follow up (ERi#),
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Fle Edt View Play Tools Hep

2 | b O D[] [»] searcn ~ Anytime - 0% 7 Advanced Search
Workspace x ‘ Search Results
(&3 Workspace - administrator User Name Application Status Start Time Duration  Delivery Group VDA Machine Size

& Search Results

B administrator Desktop

(T Favorites B e
ad o Desicton

I admin| P Play
O admintl  Folowup

Now Playing x ‘

User: administrator Copy to Folder.

Domain:

Applicator  Desktop 7]  Propetties

Delivery Group: TSClient
VDAMachine: AWTSVDA-0001

Site: BVT_DB
Status: Complete
Start 12/13/2020 8:50 PM v

Events and Bookmarks

00:00:46
00:00:37
00:00:31
00:01:30

TSClient
TSClient
TSClient
TSClient

AWTSVDA-0001
AWTSVDA-0001
AV 0001

8.627 KB
12,029 KB
11,786 KB
10456 KB

Complete 12/13/2020 8:51 PM
Complete 12/13/2020 8:51 PM
Complete  12/13/2020 8:50 PM
Complete  12/13/2020 8:49 PM

AWTSVDA-0001

||

Desktop

End of file

BErREREREOTER

Session Recording Player @& TAMXAME O TR,

EREIRET Session Recording Player B9 T Fik,
MITsaZEesh, #%4%E Session Recording Player.
M Session Recording Player Z&fZhiEREE,

HwnN

EIZZIFER Session Recording Server

ERERTHTER, EERTRZRE, BRRIUANETR. EEMCERZTRATERRS.

ALK Session Recording Player i& & 7iE#EI% 4 Session Recording Server, AEEZFHEEETIH Session

ab
HEE

Recording Server, Session Recording Player —&

ERERET Session Recording Player 89T Euk,
MFFsaZgsh, 3%k Session Recording Player,

> wn e

R EEEMN Session Recording Server,

2 RS A SRS R IE TR IR

July 5,2024

E#El—1 Session Recording Server,

M Session Recording Player Sz#t2m, #EFT A > %1 > &%,
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MREBATHRMENERATRHRE, AUERNREZEHARFIEFEELRIE. EEEERFINIESESR
KBS RERIRIER M, B2, ¥IEM VDA FHEBYLA E1F7E 1-2 #IRVIER,

LEEELNERRIEN, FEDERTA:
o ERFITHZA, BREDEHFERHEFIER.
SERREIZEA EN ARBRRIF. IREATHRREF, WAMEEXHNERRE. B2, ARETMZEA =

KEME,
o SERREIZEABREFX Mo

AINERT, KNSIEERLTRARS.

ZREIFE Session Recording Server HIi+&E#H1.
MITaZE bR Session Recording Server E1%,

£ Session Recording Server B, BHEHOERF,
ERFEUEIER AT LN RIEERE IEE,

> wnh

5 PSR A R TUR I

July 5,2024

ATRLEN, Session Recording ¥ BHahMZE/EEMEEF FHLUEEBNRBIXG. MBXHLEEEMT R E
SHIER, W EZBEEMARSRIRER. MBEXHNT BEAR .icle., RMEXHHT BER . 1cl, XEXH
BFREEmES LM %localAppData%\Citrix\SessionRecording\Player\Cache Hbti& R
MERS, BEENARITHFAL,

BATBEEER HTTPS RGP EURE .
RINERT, BRFRIPLATEBRS.

L REEE Session Recording Server Bit&E .

MFFaZ e hi%R Session Recording Server E4,

7z Session Recording Server B, BHEHOET+,
EARSUERRINE T HEERNIER I G EIXE,

> w N

IRRRHIX M

July 5,2024

Session Recording Player A EHRITREE RN BRIER, URIEENAIMERERENRT. #RERETE
Session Recording Player B4R X,
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} =r

AR

B REIBE RIFETE Session Recording Player #1 Session Recording Server Z B2 17%#. 1RE
FIREERE, WREEERRITXHERHERERITIIZF.

ERTEATRANRGSE BRPIUETHERARIELR) , ERITERMEFIEEETIERSH.

HITREIER

1. BRERET Session Recording Player 9T fEuk,
2. MFFaErh, 3% Session Recording Player.
3. EXHERFRM:

o ERRFRPBAERES

o BEAMER B RNE LU R TERFRRSNESHTIR,

« BHRERFRANNEFKUERRIEHIT 64 RIERHIA.

o ERRRFERANNTHYIREFIEE 2IER G AI8Y8) R 4T,

4. BETHIRENNETRERURIER,

BITERER

BRERAERSEE 20 DEAEREEE 150000 ZMRENER. Citrix BIVEREREHIERFG GIMBET
EZAF) WD EREE,

1. EREIRET Session Recording Player BT Fif,

2. MFFpaZxEd, %% Session Recording Player,

3. 7z Session Recording Player §O07, $#HTAX FWERIER, HERNERTAE > SRIER,

4. ERRBENEENET-RREXIERFMH:

o BAAFERIEEKFMANG. iR, . BRTERIERIERSN VDA, NARFHXMA ID #1TH#ER.
- BHA/MEATFERRBE. 28— XPRETE,
o EHAFEERIBAIIRIERH Citrix EXHNEHNBEEXEH,
o At EERIIERN. FRGRBF. FREUIEURREIFERERITER. cEATEAIERIERE
BRERNEAETHEUNERFESEAF—XY.
FEERRFMHN, GEECRNEIEERENEERBHERR.

5. BERRUBHER.

ALUREFNNRSEEREN, EefEFNEEFRERENREFINNEL, ERREFTNEEFEEITH
JHRREBRENETH. EESHFATERERN .15 BIXH,
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RERRIEIN

Session Recording Player EZRETAFERGIERERPETHRASIERFIGH, URIEEERERTRTEE
FHESIEX .

1. EREIRET Session Recording Player BT Fif,

2. MFFtaZxEs, %% Session Recording Player,

3. M Session Recording Player g2, fREZFT A > %0 > €%,

4. TESTHRAZRHKEFTED, BAEETHERERKE, REAIER 500 £4R.
5. ERBERRPESLAFEMXY, BERIBREFBEFEXE.

IR E X REISHF R R PR

July 5,2024

BT BE R HEERRHITETAGKISRESZ, EERUX BRREIXHIEE IR, [BF®I Session
Recording Authorization &%l& 48 T PrivilegedPlayer & &8RP AP A7 BESIAZIRFINRHIX .

AR

ARFEXSERER IR E THIRIRE

fﬂ Session Recording Authorization Console

File  Action View Help
o= | 27 XE 6= HE

[0 Role Assignments MName Type Description
% LoggingWriter
% LoggingReader
% Player
% PolicyCQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

T80 1 5| S ETe Mt BARR BRI EMMIER 7 P RE S,
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1. ERERET Session Recording Player #9i+ &1,
2. MFFEaZEH, #%#F Session Recording Player.,
3. 7£ Workspace EiEHEFRERLER,

4. ERRERKEF, EF— I HZSEFREIXMG

5. REHEBIRARIEFIREHIFRE,

5 & T Player 5§ PrivilegedPlayer A& E P MEAA AT U REIXEIZEIHRRG, SRESEMERT
#fEc T PrivilegedPlayer A&MEAFAF A,

PrivilegedPlayer A &rI1E:

(¥ Session Recording Player o *
Fle Edt Vew Pay Tools Hebp
v 3 I <3 Search v Amtime -9 [7] Advanced Search
Workspace x || Search Results x
A Workspace - administrator Jser Name Apphcation Status Stat Time: Duration  Delvery Group VDA Machine Recording Ser Sze  Access restict
9 ::T:'jsuls f=1 admnistrato /302022 1202 AM  00:00:27 . - | AUTOINSTA.  244KB No |
Resticted O admmstrator b Play B/30/2022 1201 AM  00:00:35 AUTO_INSTA TI5KB No

Place access restrictions

Now Playing

Events and Bookmarks x

2fies

Player B &80E:

£94 Session Recording Player . :

Sex Amytime /] ] Advanced Search
x | Search Results x
sex Name Apcheation Sutus Start Time Duston _ Delvery Group VDA Machine Recomdng Ser Size
=] sdmnistrator o Hecks . 2302022 1201 AM 000035 | | AUTO_INSTA. . 775 KB
b Pay
Folew 1

HNow Playing

Events and Bookmarks
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=%

Fle Edt View Pay Toos Hebp
b 3 || 3 Search

Workspace

G Workspace - administrator
& Search Resuts
Favortes
Restricted

Now Playing

Events and Bookmarks

2fies

S r— - 9 [ Advanced Search
x | Search Results x
Jser Name Appication Status Delivery Group VDA Machine Recording Ser. Sze  Access restict
B administrator Desktop Complete AUTO_INSTA. 244KB Mo
B admnistrator Desktop Complete AUTO_INSTA TISKB Mo

Are you sure you want to restrict access to the selected
recordings? Restricted recordings are accessible only to
privileged players.

MNote: A single recorded session can produce more than ane
recording. If you select any recording of 3 session, the access
restrictions apply to all other recordings of the same session.

/J\
YAVY

A&

WNHIGE T H R RHIREE

REIXHEMERERK B ERRX I,

(3 Session Recording Player

Edt Tools

File

Help

Search.

- rkspace - administrator
& Search Resuts
Favortes

Now Playing

Events and Bookmarks

1fie

D x
v Anytime -1 [] Advanced Search
X | Restricted x
Jser Name Apphcation Status Stat Time: uration delvery Group VDA Machine Recording Ser Sze  Access restict
B administrator Desktop Complete  8/30/2022 12.02 AM AUTO_INSTA 244KB Yes
x
< >

AERRXE, RIER

FEMIFRIGRIRSG MFFARIREE, RESHHBLEIRERERK,

@ Session Recording Player

Fle Edt Vew Pay Tooks

@

Help
3 Search
‘Workspace
&5 Workspace - administrator
& Search Resuts

Favortes

Resticted

Now Playing

Events and Bookmarks

1file

= o x
Hya—— -9 [] Advanced Search.
% Restricted x
User Name Apphcation Status Start Time Durtion  Delivery Group VDA Machine Recording Ser Size
| -] administrator 8/30/2022 1202 AM__ 00-00:27 AUTO_INSTA. 244KB Yes

Follow up
Remove access restrictions

<

Copy to Folder.

Properties
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FIFF AR R S

August 13, 2024

FIFFRHIF

A L@ = A RITH Session Recording Player REIRIER Hif4

+ [ Session Recording Player fifTi8 R, HEEREZHNREINRIER B REZRERXFEF,
o BN EIRRHHZIRNRIFRRENSIEX .
o M IGEIR” XHFRIBIEREIBSIEM

LEITARFINRBURFEINNGN, SET—FESTES. CEEXHFNRRNTEEEFENIE. NREHE
BXHRNTEN, BEESEOPEERUITHEXH,

MRBATHEMERASIER, WERKBRRHIXER, BIHA—IHEE, ERERANBERIER. EXFAES,
BERENETIER,.

Session Recording Player E#E M R &M= 1E 2 aiteZ Citrix Workspace A2 FHIARAS. W RBEHMBE R L HF
Citrix Workspace i A#2FhR4s, NIRIREIHEIR, EHMRILEIR, 157 Session Recording Server E14i%EERk
12 Citrix Workspace R BEFRAHE,
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% Session Recording Server Properties —

Storage  Signing  Rollover §P|a‘.-'b-3ﬂl‘lE Motifications CEIF  Logging RE*

Live session playback

This option permits the playback of session recordings while recording is
still in progress.

Allow live session playback

Playback protection

This option encrypts session recording files before download to the
Session Player. This prevents session recordings from being copied and
viewed by users other than the user that oniginally downloaded the file.

Encrypt session recording files downloaded for playback

Citrix Workspace app version check

This option allows users to skip the Citrix \Workspace app version check
before the Session Recording Flayer plays back a recording.

Skip Citrix Workspace app version check before playback

Cancel Aoy

x

k

AR

f&Bh Session Recording WEE R HEIERINEE, ERILIER Session Recording Player FREIREIXHHIT

HiER. BXFAREE, FEREERASIER.

FFERERKIFHRIREIG

1. BRFIRET Session Recording Player #yit+&#l,

2. MFFtAZ &, i#%#F Session Recording Player.

3. ITIER,

4, MRBRERXFEARAIN, BE “THEX" EEPEFERER,
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5. ARRERXEH, ERERRNRIE.
6. HITUTERIRME:

s WERIE,
o PEBAAARAEEER.
« M Session Recording Player &2, #&iREK > &Ko

B R ST R

REIXHERBIFL 1 _FFk, RAERE—NFERFXHIDM .iclH .icle XHTBE. .IcCLIBERR
REGREABRRF. . icle FBERTREGNATERRIF. REINIEXHREET—TEEIENREIEHE
B R, g, 12014 4 12 B 22 BRHWREXH, REEXHRER 2014\12\22 T,

1. ERFRET Session Recording Player 89T Euk,
2. MFFEaZ &, #%#F Session Recording Player.,
3. ITUTERIRE:

+ 7£ Session Recording Player &=, {RIGEZRM > 17, FHHEHF,

« £/ Windows ZREIRRE, SMEXH, HIEXHHEDZIRBHEEOF,

o f£/A Windows ZREERE, SMEXHHNHIZX M.

o MREE “TEX" BRPOIET “WEK", HEFRERHN WEX XFEPTFEXE, A58
I MIERER X RIT A AR,

fER IR

Bl HR, SR IRIEIFREEEENREIG. XEWRE R AR5 BEFEET TFIGEMKEME LR
HINRIEXH, AILUEXEXHEANRSEBIEMT L, FEATLISHEAM Session Recording Player AR HZ5X
LXK,

AR

53¢ Session Recording Player E&1ARNRIVEF 7 B8 T8 5 R X FAB X BN RBINSIEX 4. 18
51&#9 Session Recording &2 G BX RIKENA RN R.

BRI F 3K

BREIRET Session Recording Player 89T fEuk,

MIFsaZesh, %4 Session Recording Player.

7z Session Recording Player G094, %% “TEX” BA&RHIUHRITE S,
MFEBRER, RGRFEXH > XK > X AR, WG TRER— MR,
BAXGFTE, ASHE Enter #, HERHERUELUEZ AN

ok w b=

ERAXH > XHERREFERNEMER MR EaR. Boh. . SAMSHGX,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 208



Session Recording 2407

BIRRGIF

7£ Session Recording Player F1TAREINRIEZ G, AIUERUTAENRREINIE:

o ERABRSBIEHTER. FLE. HEUNRRSHFERIEE.,
o EREFBRAFHAEER,

ERTLOES H ZHE NI IEH B E X F R BRIV RIE,

AR

o ERHRREINSIERE, FTESETEZTEAEH. NMRAFE Internet Explorer A%t B EH T —
MEG, MZEGNEREARNEESAK, BB Internet Explorer 4/)y, WEERFIGHHERE_D
Bt BAKERREINER—MES, BRRIREPIRERIERHED.

+ It Session Recording kiZA 3%z SpeedScreen Multimedia Acceleration #1 Flash F& R 5
RE. MRBAT AT, FREER—REHR.

s EABTHEFT 4096 x 4096 WAYERHZIEN, REGHATRSHIAR.

e

AT HBREBEO T ANERSEG, LA UM Session Recording Player 3% & 2 dhik iR 3B MR i X L i
o

T ThaE

13 AT
Il S SE

i

FILER. MRBHFLE, RARBEER, REPEEZX
XHEF L EHRE .

« RYUmBRERERY, REUREESERERENTESZ

b BB moRE R, &ZEEMEIEEBBRERN 32
f&o

fERIEFER

ERERSEEOTANEWBRARERFINZIFRNFRMUE, JLUFEIBRIEDEIRFIGFEEENR, AU
BERDFHERUE U HEIZMUE,

] LAE A LA T B PREE SR SRITHIIE B IR
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AR Lhae

Home 1EIBF%,
End EINERE,
AR RE mEES 5
TR mEES 5,
BRITRREA TR —& mFiES 15 #,
R EAmR | LR —8 mEES 15 %,
Ctrl + &k mFiES 30 #
Ctrl + A&k mEES 30 #,
Page Down mEHES 1 9%
Page Up mEES 1 9%
Ctrl + B REAFRE A TR —1& mFiES 90
Ctrl + B REAFRE | LR —1& mEES 90 #,
Ctrl + Page Down MEES 6 9%,
Ctrl+ Page Up mEES 6 D%

JAEEIE I /BIRAEE : M Session Recording Player Rii=zrh, REZFTH > %I > #EMEE, HERBRUY
mEE LI E], PAMAYERLER, PREAFNEZS. MRERERERRIE, EFIRTRAIRNFTHRNNITENR
.

BRI

ATLUZIE SR EMIE B RERERENIE S 2 —FIEEEREER 32 FRIGERBEE,

T REIRET Session Recording Player # T {Eik,
MFFsaZesh, % Session Recording Player,

M Session Recording Player Szei2e, EIFER > BHORE.,
EFE—NREIED,

> wnN e

BRESIENEE, BTRERRNNXAERREEON TESD SEE R TNER,

RHETRHENRIEN RS EIER

FENRIEN TN EIR R H P EERITEMRIENERS, Session Recording Player AIUERHIE 2HPREETRSR
HHNRIENTRESEIR, ETRIAAF. BXFAESR, BESRREE TR E R,
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BB IREN= A0

EREFEEENT, TURERSRIREANRIRFINSERRIERERENED. IREAHENERRE, BE,
EAPIESEE, FIINESBEIERIMETT. WIRRIXARR ERHE 2 HEEB9R ¢H,

1. EREIRET Session Recording Player BT Fif,

2. MFFHAZ&E, i%#F Session Recording Player.,
3. M Session Recording Player &2, fREFER > RREEEHER.

TR TSR H, BREFRZENN, ERSERKSEEOTERERAZE,

BRRERER

A LBAT A MR ER ERR AN B ERRSEEOPHNE RSN

o FREMERER.

« 2REREK

s ERMMEOPERERSEED

s ERFNFABESTACDE, UWEESEREEOETRX D TR,

eRETREREEN

EREIRET Session Recording Player 89T fEuk,

MIFsaZEeesh, %4k Session Recording Player.

M Session Recording Player 2#12m, KIEREE > LREK.
ZiREREAN, 1R Esc 5 F11,

> wnh e

ERRNEOFETERSEED

1. BREIRET Session Recording Player B9 T {Fi,

2. MFFEaZEh, %% Session Recording Player.,

3. M Session Recording Player &2, fRERES > BRBEEMEOR. BET—ESEHREE
MBHEO. ATLMEHE O URIBEEE KR,

4., ERBEHRBEORNITEOR, BRXEEEE > BRSEERIEEOF, 32 F10,

EREERE RSN B EEE N

1. BRFIRET Session Recording Player BT Ei,
2. MFFtaZEs, %% Session Recording Player.
3. M Session Recording Player Sz, {RIGEFER > FHMLEBR > BRLUENEO,

s ERUENEO (REZ2Y) TRERFRENANRE)NER, S5ER “SRE” SIAL, BRI
HREER, BEGNXETEH. MREER “SRE" RIABEIERERR, BERLED,
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s ERUENEO (BRE) TRUSRENEN G/ ER. ERILEMRIERSBEGRNATIRELER
“BREEI ETE.

FHEEG

1. BRFIRET Session Recording Player BT Eik,

2. MFFEaZEh, %% Session Recording Player.,

3. M Session Recording Player &=, fIGERER > FRMBK > Fi5. BHEAFF. BHREEQ
NELARERREN)NER.

4. o EG. NEREREERGRHLE.,

5. BELEFH, BREEP—ERIED,

£ Session Recording AE & R4 &iAE

1. BRFIRET Session Recording Player BT Eik,
2. MFFHAZ &, %% Session Recording Player.,
3. M Session Recording Player &2, REFTH > % > Eikas.
4. FEHERIERFIEE R RUESIEE,
MRKEPEDERFIDERTOESRE, ATUERHITERBEOPN, BdREHRERIIERENE
TELEINIE,
ETFREIXM
July 5,2024

BRITARHNSITEX 4R, Session Recording Player #iss MR MMM E FTHIZX . NMREEETHAER
B, NIETLUBT 7 TIRlE F B4R T A T HATERNE,. EFEIXHEMEETEL E IR k.

userprofile\**AppData\Local\Citrix\SessionRecording\Player\Cache**

ERILIEEATEENHETEE, REHEHIEENHETEZ/E, Session Recording aMikf&IH. ERXMER
DHREIF, MMAFMREIGERTE. PR E=REREREE T8,

BREE

BREIRET Session Recording Player 89T fEuk,

MIFsaZEeesh, %4k Session Recording Player.

M Session Recording Player 2812/, K/EFETH > %M > &7,

ERR TR A EFEAIT BN EIRE,

ERFATEFNHEETEE, HETHRHNSEANHMETEEERE, HEEERTEFN MB %,

P’PS*’!\’!“
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6. BEHE,

B|=%T Session Recording Player BT {Fif,
MFFaZ &S, %% Session Recording Player,
M Session Recording Player g2, REZETH > &0 > &7,
BRI T HNX G EFEAITT RN SEE,
£ Session Recording Player 1, #&EZET A > %M > &7,
BEBERET, ARREHEURIARE,

.C’.U":“.W!\’!—‘

R B R R EER

July 5,2024

FHNSIEN T WA EREHPEERTEMIZENSES, Session Recording Player AR HE BT REERT
FINRIER = IRBT B, RN F o

JEE: £ Session Recording Player ML RIERN T RRE B R = WY EIE,
R BTREPVSITFNZREEE, BEHRITUTERE:

BRERET Session Recording Player BT ik,
2. MFFtaZEs, %% Session Recording Player,
3. 1z Session Recording Player &i=th, #EEE > TR EIERFHEPREVHIEPEIEE,

EREFNBE

July 5,2024
AR BRI B R RE

REIRIEN, SASEPEAN Citrix EXHEH, SERAIUERSNH API IE=SNAEFENEEXEH. BMHEN
KB —E 9 THRE. TAER Session Recording Player kst 8k =4,

BERESIFER M E E A Session Recording Player IE AN RE M KXIFFMWIFIE. NG, B

—BHES5ZRFENSIEXE BIKEMNKR B2 BINFAFREASEXHN—BIHTRE
B, MEBMENEMHM .iclb X # 77 & /£ Session Recording Player E B EEE X H £ (Hl &
C:\Users\SpecificUser\AppData\Local\Citrix\SessionRecording\Player\Bookmarks) &, B X # &
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5 icl REXHEHXHEER, BEEMERSPERERBENREIG, 1B . 1clb XHEHTZEME L8
PBEREFEXMHRP, RINMERT, SMBEHFEXNER ‘B, ELEAUSEERNIREZEE 128 M FHNERMXE
#iE.

EERBEONTERSS, FHETHEEGRER, PEETHERAR, BRFEEHIIXERSAMAREATRRSHE
KRR AR, E A LATE Session Recording Player WEHMBEFIRFP EREBHMNBE, FELFIFRSD, SHNBH
FEENAIREREERHINSERERNRB—EET ENEIRFET) .

AILMERAEHMBEEMNERENRIE, BIRINEHHHE, AURERFINSEPEHRBEREAR.

BRVIRFHEAHMNPEE

EHNPEINRETHAEEERORFIEPBANEHABE. JURETENS REFEE, HAURNETR=
&

BREIRHET Session Recording Player BT ik,

MFFsaZ S, %% Session Recording Player,

BRI B EANBEIRKE, ARRTEAGRUETRESE,
EFERERENS. ABERPEHLEET.

> wnN e

BABE
1. ERFRET Session Recording Player BT fEuk,
2. MFFEaZ &, i#%#F Session Recording Player.,
3. FRBERETEHPRMBENRE2IE.
4., BEI BB ERBAPENUE,
5. BEARMEHBMIERBEOXSE, ARETRITARUETRERE,
6. FARINBEMERMBE, REIEAE:

o EEARIABERERNBE, BEFRRNBE,
o EEACIENERMEXXATERNBE, BEFFIHT. BABBEELARPENSGE (REZEE
128 1NF1F) . BEHHE,

AN E S F

IEBERE, TUmERMAENEREM T,

L REIRET Session Recording Player # T {Eik,
MFFsaZesh, %%k Session Recording Player,
FaBEREE BENREIIE,
BREGNBEINRETHE.

> wnN e
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5. ERFAMBPEIIRFNBE, ARELHRTARUETRE,
6. EFRREHE,
7. ARTHEOS, BAFHCE, ARREHE.

MERPE
1. BRFRET Session Recording Player BT Eik,
2. MFFtAZ &, i#%#F Session Recording Player.,
3. FEBEREEBENREIRIE,
4. HRBAMNBEIIRERTHE,
5. ERFHNBEIIRFINBE, ARRERFERUETRE,
6. EEFMIER,
BRI E4RPE

HIEHHBE2IH Session Recording Player #ZIRHEINSIFPEHRBIHHEN S

B REILET Session Recording Player 89T {Fik,
MITsaZEsh, #%4E Session Recording Player.
AR EE R4 BENRERGI.
RIFHRPE:

HwnN

s EERSEONTESRSF, BEERTEHABENE R ARUREEHHHE.,
o EEHFMBEIIRD, NHBRINEFHBEL. BERITIEGFHBL, BEMIIRPEREETES
P, PEEMERUETRS, AEEREIERE,

Session Recording Web %1428

July 5,2024

Web e AT EER Web JINBEEMNBHRRFINSIE, EH Web BE, SJUBITUTRME:

o ERTIESRERRFIMN.

o EEMRERAANERPIIHHIRCEHBLRN RN ETRBIRE .
- BEEEFEAET, UEEERNEFEREIG

o RHERTMEER,

« BTEXRAGTE, HFRESFITICHNTERE,
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o HERHIHH URL
« EESTRAGNELEGRIHES.
« BEESBIRENZIEEXEBIER.

518 Web #1428

July 5,2024

Web 3% 7% 28 Web 5 = 89 URL 8 http(s)://<FQDN of Session Recording server>/
WebPlayer . EMRER HTTPS, 5% SSLEEZRME IS 9 Web iE=HE# SsRecWebSocketServer
.configBEXH.

AR
TR Web #51%28 Web i 58y, AR ARERMANZE, MIEHHAP BAENEE.
o IRV EE28EHE Google Chrome. Microsoft Edge #0 Firefox.

o EfF Web BRRERETT, BESHE Firefox FERE WebGL,

EHHESERMRENER Web #0012 KREE HTTPS Mg,

% Web #Er2s
J5{RE Session Recording Server £&4 Web ##28, Wi SessionRecordingWebPlayer.msi #1285 PA5E
RREE, HX%E Session Recording B¥4AE 8, BEBARLE. FEMEIE,

Bhg4s 2103 &2, Session Recording % WebSocket iR5528:F#35) IS, =% Web #1228/, SessionRecord-
ingRestApiService. SessionRecordingWebStreaming L% WebPlayer W BiEFEERE IS .,
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95 Intemet Information Services (IIS) Manager - ] X
— — :
« ) » L2 @~
File Help
Connections g " Actions
Q.- [J -3 5 Manage Server
:{_i Start Page Filter: + % Go - G ShowAll | Groupby: Area B 7 b=
V& e o st e et o e nes P ey s >
22 Application Pools Pages Levels Settings Strings Controls ~ 8 s
v 8] Sites ral .
v @ Default Web Site ‘}35 g‘\/ @] e Appiica
il aspnet_client Providers  Session State SMTP E-mail s
9 MsmQ
P SessionRecordingBroker e
P SessionRecordingLogging s ~ © Get New Web Platform
P SessionRecordinglLoggingWebApplicat @ ~2 ﬂ 9 ) Y :
J SessionRecordingRestApiService o = 9 S04 X .
9 SessionRecordingWebStreaming ASP  Authentic..  CGI  Compression Default  Directory ErrorPages  Failed FastCGI
3 WebPlayer Document  Browsing Request Tra...  Settings
& © & 0 = M
Handler HTTP HTTP  ISAPland ISAPIFilters Logging MIMETypes Modules  Output
Mappings ~ Redirect  Respon..  CGl Restri... Caching
o .
= | La @y
Request Server Worker
Filtering | Certificates | Processes
Management “
Z O
= LY 4
Configurat..  Feature Shared Web
Editor  Delegation Configurat... Platfor..
v
Ready L]

ial Web #1528 Web B4, Session Recording 2103 REShAMEHLERIGER Web 5 25:EE3 1S
FLEM WebSocket AR5388, 1M F HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Server BEMRI TR EM K E WebSocketServerVersion Fiw, |IS FEER WebSocket BRS3 2389k 4
579 2.0,

B Registry Editor - X
File Edit View Favorites Help

Compute\HKEY_LOCAL_ MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data A
7-Zip ab) DatabaseFailoverPartner REG_SZ
Business Objects b DatabaseName REG_SZ CitrixSessionRecording2
v Citrix 8| DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller ) DormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent |EnableAnalytics REG_DWORD 0x00000001 (1)
Metalnstall nableAzureSQLService REG_DWORD 0x00000000 (0)
v I SmartAuditor | EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
Sewi't nableSRStoragelogging REG_DWORD 0x00000001 (1)
ie"?ei °p ) EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
en’ools ab) LinkEmail REG_SZ
XenToolsinstaller o
: 25)LinkExpire REG_SZ 1728000000000
XenToolsNetSettings o
ab)LinkHost REG_SZ
Classes
Cionts 25)LinkSalt REG_SZ kk20d974
DefaultUserEnvironment %4 LoggingBlockState REG_DWORD 0x00000000 (0)
dotnet 25)LoggingDatabaseFailoverPartner REG_SZ
GitForWindows 25)LoggingDatabaseName REG_SZ CitrixSessionRecordingLlogging
Google |LoggingLoggingState REG_DWORD 0x00000001 (1)
Intel |MaxOpenFiles REG_DWORD 0x00002710 (10000)
JavaSoft | MaxRolloverFileSizelnMB REG_DWORD 0x0000012¢ (300)
JreMetrics laybackProtection REG_DWORD 0x00000001 (1)
Microsoft ) PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MozillaPlugins 25)PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
ODBC 4| PolicyFileRefreshPeriodinSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH |RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner JRolloverfileSizelnMB REG_DWORD 0x00000032 (50)
Policies JRolloverTimelnHours REG_DWORD 0x0000000c (12)
Python #4)SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys 2b)SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications lebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup v lebSocketServerVersion REG_SZ 20
< > v

ME# MR A F &% Session Recording 2103 RE SR A AR L ERE M Web 3% 38 EZ T ETF Python 89
WebSocket k5528, EiE#E IS hiEER WebSocket AR5 38, 15517 <Session Recording Server i
#Z\>\Bin\SsRecUtils.exe -enablestreamingservice <, ZEERET Python 89 WebSocket fR$333, &
izfT <Session Recording Server &% %72\>\Bin\SsRecUtils.exe - disablestreamingservice &<, &
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F Python 1) WebSocket BR$528#9hR 479 1.0,

B Web #ik23

BUAERT, Web B FEARES.

« 2 Web #7428, BRE5) Windows 8¢ R RTHIET <Session Recording Server
installation path>\Bin\SsRecUtils.exe -disablewebplayer &%,

- ZF5H Web #& %28, BB Windows & <R " H#EFT <Session Recording Server
installation path>\Bin\SsRecUtils.exe —-enablewebplayer &%,

fcE HTTPS

Web 3% 7% 28 Web 35 & 89 URL 1 http(s)://<FQDN of Session Recording server>/
WebPlayer . BHfyRfER HTTPS, &% SSL 45 A= 1S thiy Web shmHE# SsRecWebSocketServer
.configBEBEXH.

AR

B3R Web #7438 Web th=By, SMAFFRERANZE, MIESAFSRENER,

B(EMA HTTPS i Web %1438 Web =, BERMUTEE:
1. £ IS &N SSL 457E,
a) MEMEIEBMmANH (CA) KB PEM #=A9 SSL iE+,
AR

Google Chrome # Firefox A ZHRITH N B RBEZFEBERIERK (CSR) FHAHE. X
LT B TE P S AFHEERIEBRREINTEREE B A (SAN), EiEd HTTPS /8 Web #%
MEs, IBENHRIT LA T RE:

. fEAE Session Recording Server Bf, &% Session Recording Server BiEBEH A
SAN i,
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© 3

Chrome Firefox

HTTPS HTTRS HTTPS
Il @

@ SAN Certificate
-n

VDA
HTTRS
SR Server
(=]

AIA.
© (3
Cheome Firefox
|:|
HTTPS HTTPS HTTPS HTTPS _@ e Cartficate
VDA — SR Server
= | et = et
Q% : {0
‘Q' < E {@ SR Server
VDA : irtual Server SAN Cernficate
b) £ 1IS £, AeE Web bR, ABEFRMPE, AT SRIESPEIIEE,
C) BEAELANRM. LSRR REEHEE,

d) MERTIRHEE https , AEi%E#E SSLIEH.
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Add Site Binding ? >
Type IP address: Port:
http e |AII Unassigned v| |3D
httE l
Exarnple: www.contoso.com or marketing.contoso.com
OK Cancel
Add Site Binding ?
Type: IP address: Port:
https ~ | |All Unassigned v| |443
Host name:
] Require Server Mame Indication
S50 certificate:
Mot selected Select. Jiew
OK Cancel

e) BEHME,

2. B# SsRecWebSocketServer.configBRBEXH.

a) HEIFHITH SsRecWebSocketServer.configREXH,

SsRecWebSocketServer.configBEXHEEMUFTXMHFE <Session Recording

Server installation path>\Bin\ &,

b) @244 TLSEnable=1 B TLS ##728% ServerPort. SSLCert 1 SSLKey F£4%,

C) RIFFIRAIERR.
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feRE T Web BT LRNE

July 5,2024

BRE, Web BHBERNAESREIETAS, EABRATIEETE Session Recording Server Properties
(Session Recording Server Bf) ARi%kiR 7 A TEL

@ Session Recording Server Properties — *

Notfications CEIP  Logging RBAC Email Cloud DB |

Hide content on the web player home page

This option prevents the web player home page from displaying any
O content. Recordings can be accessed only by way of their URLs.

Cancel oply

PFRZAmE, Web HEMBETURIRBEMEAR, RHFREEIHE URL #1TihE. R4 URL ERIXAE
EWH ARV FER - EIR PR, BXBFMAERNER, BERLES AN HR, 8] LUBI REIHFER
TE ENWHZ LFRBUEHHERSIG URL. BERAEXEEER,
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CifT1X | Session Recording n

AN

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recerding Player and the Session Recording web player, or your configuration such as the SSL certificate is not
correct. Contact your IT admin for help.

o MREVHEFZIAT, Web BRBFTRETEMUTUTRESRENAS, RHEMNSHPHPREREIERER
MONEHE TR WREFT) . MR Web TEMERZEENREIG, RNEERIIEREEXENE
RER, WTENREG, FENEYERREN, BRiZEERAZRE,

[®] Recordings ~ Start Time User Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator s 0 Live
Comments v February 23, 2021 3:05 PM administrator ] 00:08:14 )
=
obruary 23, 2021 2:55 PM q [ 0:03: (»)
Administrator Legging v February 23, 2021 2:55 P th I 000312 ()
February 23, 2021 2:50 PM gh o 00:01:54 »)
Configuration v e — Z
February 23, 2021 2:43 PM ah 0 Live

ERTRHENIFNFREREIXG, BETIRFEZE—DREG, AE2E Follow up (Ri#) Eif. NZHEETRE
8, Follow up (ERi#) ERA T,

CifrIX | Session Recording _ Recordings of the selected session

This session starts from February 9, 2021 5:22 PM and including 1 recordings

[®] Recordings ~

Start Time User Host Client Events Duration Action
All Recordings Start Time
February 24, 2021 9:57 AM = . = -~ C\
Comments . ebruary 9, 2021 5:22 PM gh 5 00:30:07 »)

February 24, 2021 9:56 AM
Administrator Logging ¥

ElFebmary 9,2021 5:22 PM
Configuration v

February 9, 2021 5:21 PM

February 9, 2021 5:20 PM

BXRFITE RN, BEERTHR.
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=] WA

FHIARTE] FREIFFIatEl, i EETRM TSR B IR 5 R
o

BF REIESIENAF. BE EFXMTERAFBIRGIHF
EhRFIRP, HERFEIRFRTIBR.

EH RERFINSIEN VDA NEN B, BE EEFLMTHEKLL
RFBIRFHS VDA EH&,.

eIl BITRIENEPRRENEM. BEHEFAMTERLIR
FRINFHTIEFPHENR.

= REFPRNEGHRE, BE RN THRUIRSEGSE
HFIFIRPEIRFI o

XEH RTRBERBHNEGRE. £ Web B2 PEREIN

EHRFGEESHRITEENHENERE, EEidiE
&, PENERSEREFHS.

Recording Server LEEM VDA KEHIRHI%HER Session Recording
Server,

FHEETE] REIGRIREKE, BEEFANTE AR EKER
FIFRAPRIREIE,

RRREIXH

July 5,2024

fERTIERIERRFIG

A LAER Web B PR IEERIERTHIN MG, FTATEREENE. ERHER. BRE. NARFE. BF K
IP sthaik, FEfFXA, EHFLBFESE,

00:30:07

~
Feb 00:29:26 )
Administrator Logging ¥ reb 00:30:43 )
- Febr 00:32:27 o)
Configuration — —
February 9, 2021 5:19 PM user2 12 00:32:39 (»)
February 8. 2021 5:18 PM use1 10 00:33:03 )
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flan, ERENRLIERGE, BETUTHEE BN EERFNSEN VDARY) NG, ARBERRUMEHR
MEREIREIE XA FH BT X RIS o

FILTER w Clear All
= T

AILUEE B HYANEENEN BB EMDIER, WATEEBETFT. BEENEE, FRETESIMIFTIH. R
EEEERHMTIEES.

FILTER m Clear All
= | + x

& Host name @

~ User name

User Host Client Events Duration Action

Hf Application
- P a I — 5 00:30:07 ®
- Client name
& Client P address a2 [ | S 14 00:20:26 »
% Event text
. P d s s 14 06:3043 O
= Comments
£ Event type Pl administrator _ _ 9 00:32:27 @
] Time

Lehriary U 2027 514 DN user2 _ _ 12 00:32:39 @

WAL T + 55 LRI EEs.

FILTER m Clear All
] | T

5i9n, AILGA AN ELE SRS, W T EBIRREFFIT.

FILTER Clear All

= | ¥ x
Start date End date
Start Time End time
Duration
At least v Seconds
Start Time User Host Client Events Duration Action
February 9, 2021 5:22 PM ah D 5 00:30:07 @

BYE AR EUERFBIX AT Ia B A, FFIARTBANIFLRES A,
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BRRIENFIE RHIX

AT L@ MR E7E Session Recording Web #E#sh ERSiEHFRE RFIH:

FiEL:

EE—IREIXH, AREE Follow up (Ri#) BB TRENSIENEREIXMH.
FiE 2:

ERREROREYG, ARREERNEL LANTEERYIR.

IRE XS RHI SRR PR

July 5,2024

BT IBE R EEREHITETAGKHIARIEHEIZI, EEA UM BARREIN S ELRRSl, RE&EE Session
Recording Authorization &#1& 4 & T PrivilegedPlayer & &8 R MA A G ZIREIBREIX .

AR

FRFEPTERRFIX IR ETHIRRE.

E Session Recording Authorization Console

File  Action View Help

e 7 XE = HE

(2 Role Assignments MName
% LoggingWriter
% LoggingReader
% Player
% PolicyCQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

Type Description

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

LT85 5| @Mt BARREIS R EMMIER 7 R RE BE 12,

1. 7ESZHFHON R BRATMALAZ AR N E ) Web 387428 Web 35289 URL,
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Session Recording 2407

URL #&=4A **http(s):///WebPlayer**,

R0 28 E4F Google Chrome. Microsoft Edge #1 Firefox.
2. 12 Web BREBTENAMNSMIETH, BARGIGRES,
3. EFRERFBIGNEL, EE—IHSPBERRFEIX M.
4. BERFIHTIRTNEBIZE 7 ) PRE BT,

5 & T Player 5§ PrivilegedPlayer A& E P MEAA AT U REIXEIZEIHRRG, SRESEMERT

#fEc T PrivilegedPlayer A&MEAFAF A,
PrivilegedPlayer A &rI1E:

<« cC 0 A ms = M/ WebPlayer/#/recordings/all 2 % * 0 a

[®] Recordings " 2 Followup  (3) Place access restrictions
All Recordings Start Time User Host Client Events Events Only Recording Server Duration Action
Restricted )
August 30, 2022 12:02 PM administrator 0 False AUTO_INSTALL 00:00:27 (>
Comments v )
August 30, 2022 12:01 PM administrator 0 False AUTO_INSTALL 00:00:35 (»)

Administrator Logging v

Configuration v

Player f&HE:
x

€ Session Recardings X+ v

(] Recordings ~ Start Time User Host Client Events Events Only Recording Server Duration

All Recordings
August 30, 2022 12:02 PM administrator = - 0 False AUTO_INSTALL 00:00:27

Comments v
August 30, 2022 12:01 PM administrator 0 False AUTO_INSTALL 00:00:35

Administrator Logging v

Configuration v

<« C 0o = . /WebPlayer/#/recordings/all 2 % Q2

Action
»)

®

5. BE#IA
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€ Session Recordings X+ v = a x

< C 0 = = Bem sm i/ WebPlayer/#/recordings/all L % &0 a2

A Place access restrictions

Are you sure you want to restrict access to the selected recordings?
Restricted recordings are accessible only to privileged players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply toall
other recordings of the same session.

.. 1@

6. HIAEXNHEIRE T HRMREBIERE REIX G EMFIERH G IES EZRITHE.
RUTHRRHEFIER T WEXREXHIRE T HRREBAF

€ session Recordings X o+ v - a X

<« C O m = Ealmam =i/ WebPlayer/#/recordings/restricted 2 % * O 2

[®] Recordings ~ Start Time User Host Client Events Events Only Recording Server Duration Restricted by Action
All Recordings IS
August 30,2022 12:02PM  administrator = == 0 False AUTO_INSTALL 00:00:27  XSEPW\Administrator ()
Restricted
August 30,2022 12:01 PM  administrator = =5, 0 False AUTO_INSTALL 00:00:35  X8EPW\Administrater @
Comments v N

Administrator Logging -

Configuration v

€ Session Recordings X+ v = a x

<« C 0 = = wlE B8 B/ WebPlayer/#/recordings/restricted 2 % » 0 &

[»] Recordings a [® Followup | @5 Remove access restrictions

All Recordings Start Time User Host Client Events Events Only Recording Server Duration Restricted by Action
Restricted ® |August 30,2022 12:02PM  administrator e s - 0 False AUTO_INSTALL 00:00:27  XBEPW\Administrator @
Comments v

August 30,2022 12:01PM  administrator s ym e " -0 False AUTO_INSTALL 00:00:35  XBEPW\Administrator @

Administrator Logging v

Configuration v
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FIFF AR R S

July 5,2024

BJLAE Web BREBEHEBEREN REGTESTROIREG. ERFGREL, SOREGNENRRFENEIIMEDEHE
— MBI,

[®] Recordings ~ Start Time User Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator S B 0 Live
-
Comments v February 23, 2021 3:05 PM administrator 0 00:08:14 (P/‘
Administrator Logging ¥ February 23, 2021 2:55 PM gh mm— 0 00:03:12 >
February 23, 2021 2:50 PM qh 0 00:01:54 o)
Configuration v k \2/
February 23, 2021 2:43 PM qh 0 Live
=2—.
?E/ .

WNFREREAR, ENSA=RHOIREIGFRBNETRIE REIHFRE,

s3F PrivilegedPlayer i, REIHFZERERFIEREIFMZRTIEE,

BERBIRH. ERERERNE. AFEFEFIRER.
BRRRREIXM:

FEB 23,2021

11:;10:58-00:07:32-11 Events

Host name:

Client name:

Sort by All Categories v
- Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win..

.+ Please wait for the Citrix Profile
= Mar‘lagement conhost: 5692 \?2\C:AWin.

00:01:00 App Start:8416:

00:01:36 Session Pause:sik;;

00:02:27 Session Resumerl;;

00:03:02 Session Pause:/help;;

» f7) 00:00:04/00:07:32 B Comments 7} Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehi

B RE MBI RBI M
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£ Web #ERBFBRNNEGREGEEEHRTEEHENESE, £RREES, HEMESEREHS, 200
MEMERPSREBESF.

Event Only Recording

MAY 8, 2021

02:20 - 47 Events

14:38:2

A

Client name;

Sort by All Categories v/

00:00:28
wind;

00:00:29
window:Bgi

00:00:31 Top-most
window:wfshell, ICA Seamless
os.

00:00:46 Top-most
window:explorer, , 10772

00:00;

50 Top-most
window:ShellExperienceHost,
Wind.

00:00:50 App Start:10160;
firefox: 10772: "C:\Prog.

00:00:52 App Start:860: firefox:
10160: "C:\Progra.

» D) 00:00:29/00:02:20 & Comments 2 Share Current Playback X1 FULL SCREEN

'
o BHSIEHERE A R RESIERLEST B AR E],
o WFNEHRE, £LANERENRATA.
BXRBMEBTHIIREE, BB TR

BT HiEA

> REBOEERIRFI Mo

HFER,

)
v BRGSO E R,
II @ 00:01:29/00:07:32

AT IR PR . BRI RN RIEN
SRR AR ET.

D BEED T,

Po0D0DI000z SR RSB LA B S RIS SEE, Ba
A HH:MM:SS,

& Comments AVFIEREHE T % EEEROT IS ERTL,

-

[~} Share Current Playback

AWFEREHFIREEH URL HIEESHIZIZI R,
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B ES WA

Show stats
ETEE5RINSIEEXNENESNEN,

Hide stats

R SIE IR SN,

. T M ETEREE, BEENREIESLE X0.5. X1. X2 1
X4 BT ELIR,

FULL SCREEN éﬁiﬁ'\%ﬁ&o

Exit full screen E Web D‘iﬁmﬁﬁﬂﬁﬁﬂlo

ERRENANERD, RUEGITICTIEESE. REBFEUR—LERHHE, Hln:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

230



Session Recording 2407

FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost: 5692: \22\C:\Win...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

« Web s it B LR B AR El, 7EILRfIH, BEAFEIES SR AUG 20, 2021 1 18:50:50,
o BERAREIXHFBIRSERETE, TELREIFEdiERN 01:37:00,

o REIXHFHNEMHERE, FLRGITH 359 MEH,

o RHEEZTENAFPBNZT.

o HERFINVZIER VDA EN R,

o BIRIENEFHRENZMT.

o ATHRRERSITHFED: EFE2E. EHTTICLHERERHATHIF.
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o EfEIESR. AILLUARES MBI U R LFTIRHINXEPINEH.
BFERUIBRASEHNET. Fu:
00:01:00 App Start:8416:

00:01:00 App Start:8416: conhost: 5692:177
conhost: 5692: \?ACAWin_.. * \CAWindows\system3 2\conhost.ex

e0x4

o EHFIR. BEVIRPIENSHBRIIRFIXHPEEHNMUE,
o REERIE, BREHARELFEFBFRESE N HTIRHEXAPNESFTIR,

[y=g=priAl

July 5,2024

EFE Web ERSBNEET, ESME Web ZHETTE LMEE > Bk,

CilrIX | Session Recording _—

Recordings v Preferences
Set your playback preferences.
Commen its v
Administrator Logging v Player cache
Set the cache size you want the player to use for playback.
{3} Configuration ~

—

Preferences

Rendering options

Enable the optimized

Clear this check box il ye

B L7 Web $EME3ECE LU &I

o BREBRET. HihBRUKECHEBREATREBRNEFA ).
o MUMERSIZ, HITBLNHTERSIZE, LIRS Web EHREEHIMEE. BIMERT, RANSIZLATREARK
o MREBSMARSIENFREMRESHEMPE, FTLEIEUHERZEREREER,

1290 Web =R EmEsiEE /N

July 5,2024
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1. #£<Session Recording installation path>/WebSocketServer F#zl Web itE
Xfho

2. 77 Web EEEX 1%,
3. ‘w48 BlockSizeMultiple &,

BIAMER 1 (4 KB). HATRINERKZEIRER 8 (32 KB),

W, Regintry Finder - Administrator - [Lecal Regitry] - o *

File Edt ‘Werw Foeorter Window Help

HEKEY_LOCAL_ MACHINE SOFTWARE Citr Session®ecordng’ Cloud bt Service -+
Ez Local Reghtry x| b
Erys X || Mo - Tyt Dlata 1

w Citri
i Auidbes Cloud
CloudChentSerande
Catvix Dshte Dilesry Cie
Ingalliigens
hhetainstal
w Sesponfecondng
CleudChentSerace
- Senartfuditer
Sorver
HenTook
XemToohinstaller
KenToohMaSettng
Clapues
Claerts
ket
Googlt
Iritad
Meoropodt
Moz
O0ec
Pasine
Pelicies
Crashis =
§ H € »

HEEY_LOCAL MACHINESOF TWARECitre Serianfecording CloudC hentSenace Egyi 0 Valuez 2 Selected: |

A

R ERT R EEL

July 5,2024
Session Recording aIL{7E Web B8P REITHEMHHRE B RE R,
R

ZRNEMH1E Session Recording Player AR I, EAZTNEHREFIE Session Recording #uigEHR, BF
REEEXREIXHE (icl X)) o

EREXNTENEHIEE, BT HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)
SessionEvents igB U T MR,
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AR

DisableldleEvent

IdleEventThrottle

IdleEventActiveThrottle

IdleEventActivePktNumThrottle

IdleEventActivePktSizeThrottle

EREMAMTE

July 5,2024

FINE

0

30 #

2

3N EE

300 =75

iR

DHETINEMHIIE, BRZERE
A1, BERATREMGIE, B’Z
EigEN 0,

INRE B BT MRIUE B RIS 8]
ENAFER (BEERERR
B2/BFEN), NaREZREMS,
£ Session Recording Web &%
2B MR RIEN, SNEREE
TEIRERR B, REREHREN
B E A BN AP &R BRIA
BRT, 2BRELE=IEE
UE R &,
TEIEER R BB, REREHEN
B E A BRI AP &R BRIA
BRT, 2BRELE=EIEE
LR B P& Tho
INFEMRTERNER SRS KRR
BE, MEXFFERETEAAT A R,

EERCTENANESES, BHMITCTERTH, TUERBHMITIEREHEE Web BREPBREINSIE,
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost; 5692: \22\C:AWin...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

TERHI

BRRGINRIEN, AUEE Comments (Tit) BREBZHUZTITCHIREITIE™EN. ™EMHEE Normal
(—f). Medium (%) f Severe (&), “™&" M “F” TR ALENEGRERIER. EIEEKEAE, 7
UEBEAXFEIHNMEITE. ERMEETHITE, BRI Web i@, BFITE, ARRERR.
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name
Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

(4 Share Current Playback X1 FULL SCREEN

» f7> 00:00:12/00:00:14

Recordings

Comments (a
| =) comments ~

My Comments

Conf ti v
onfiguration Please take a look Shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete

AR
BFEITIC AR TEAIETT, 175k Session Recording Server EHRS B EEBMNARMNACNINGERSHH
WebDAV %7 Ei%1E,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

R A NHEREIXX A

June 7, 2023

#k

AILMENERRAZEREIXM, WEHMAFPEBERIHRREIMG, MEFEFSREIXGPHITER, JUFARR
RN AR REINVEHERZREI M. MRFARREZHZERFIXE, WREELRAERBRAF A A%
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BEERREIM. NMRFAFRRREINVBREAZREIXHE, E89 AD SPHEAAZRAUERZEERERZRHIX
o

AT ETFEBERZREINGERE, Session Recording s iFfE:

o A MEHERER M.

o (AiE) 7EAEMGERITRIANIZ,

o AT HEMERFI XA EFNFRRHE B EHELE,
o EERERFIXAFERZ RGO,

o THEBBLER PR T AR IRGBIA .

o BUHFERIHARA ZIRE BV,

« BRESHIERBRNT A EE,

=

AE:
o BEATSRHEINEHERZEREIXEHEECZREINGEE, BWAANEHE PrivilegedPlayer A&,
o BFERAAZEHINEREEREING, BROXIHNEH,
TENZREEIELZ REIX Y

BEFNZRERAZEREIXMG, BERAUTSE:
1. 12 Web BB+, THHBERERZNREINME
2. ERFIXAOBHOIE LREHE, ARSI SR HEEEE,

Generate recording link

3. MEMiE T RPEFEZR,
4. BEERIREE,
BEEREER, BERUTEEE, D3ETRRERIITKN:
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o HEFHIHH URL EEFIFIEINLR
o HERHM URL XK

5 ERSBRFINAREHE,

EHFELEHE, 5188 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\

Server THUTFEMRE:
AMRE Ll ZINE
LinkExpire 489 URL gt ARt 1728000000000 (BAIAE

EEE, 10 MUARGI FF2X.)
B EIZIE A # 1T B

LinkSalt iz £ URL SHARdiElRy  Kk20d974
REHE

6. SELRERIIRNAREZE/MA URL k.
IR HEHERNE R b=, R DAk B S SR HHERN B

EARZIRHIM IR Z RHIH
AR

EEATZRENEHERZREIXG, BAAEHE PrivilegedPlayer A&,

EFNTZRANEHEHZRFIXM, BRBEUA TSR
1. 72 Web a5, HIAHERERZHNREINME,
2. ERHFIXHBROELREHE, AR HIERR G EHENEE,
3. MEAE ThFIR R IEERIRE,

&iE

REAEER A RIFUSF
HZREMNERFRS,
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Generate recording link

4. (A1) WMAHZERBIXAHIER,
5. AEERIEERERNH,
6. REHEEFITHE,
BHEFEER, BERUTEHEE, DERRERIITKN:
o HERHHH URL ESHIRIZI IR
o HERHMH URL KK
7. 58 AD a9 ERAHZEMB URL .
B IZ AR R A2, SR ABKEE B S HiZ URL $HEMIE,
AR

« EAAZREINVEZERRIXM, BFYIHNER,
o ERAMIIEAZ RGN ERIRMFICREEER ASIERIERETIEREKE T,

BIERZRHIN R

AR

BEEAZRENEHNE, BRAESE PrivilegedPlayer &,
EEMLERBIXHEMEARZIRGINEZEE

BARTHPLERFIXHEFNFAZRENEHERS, FREMERWGNEE LANEEEE,
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cording

Start Time User Hoest Client Events Events Only Recording Server Duration Action
April 6, 2023 10.38AM 0 False 00:00:27 )
April 6, 2023 10:28AM ] False 00:09:41 \.”
April 6, 2023 10:17AM 0 False 00:11:45 \’.
March 15,2023 431PM 0 False 00:0213 O
March 15, 2023 407PM 0 False 00:03:28 »)
February 28, 2023 4:47PM 8 False 00:02:01 q P_'
February 28, 2023 9:59AM 0 False 00:04:50 >
February 28, 2023 9:32AM 0 False 00:02:33 >
February 28, 2023 9:31AM 0 False 00:00:53 P:
February 28, 2023 9:19AM 0 False 00:40:20 L >
February 28, 2023 6:33AM 0 False 02:46:00 (»
February 13, 2023 2:22PM 0 False 00:04:26 >
February 13, 2023 2.11PM ] True 00:10:52 q ’/

BREEEER, (FIHEFATZRENEHEHZIRFIX M.

Start Time User Host Client Events Events Only Recording Server Duration Action

April 6. 2023 10:38AM linlin_s_MacBook_Pro ] False 00:00:27 &6
April 6, 2023 10:17AM linlin_s_MacBook_Pro ] False 00:11:45 GP 2
February 28, 2023 9:32AM QHPLAY o False 00:02:33 f1
November 30,2022 3:01PM APACPMD2221 1 False 00:32:15 fs
September 21, 2022 1137 AM NKGWYUCHUNJO1 0 False 00:14:59 @1

EEMNERRNE RFIX R IREIB0HERE

1. T EERRIRGIBOHERDUE,

ik 1. BEFTERGIUE L ARIES PRISEHEER

Start Time User Host Client Events Events Only Recording Server Duration Action

April 6.2023 10:38AM linlin_s_MacBook_Pro o False 00:00:27 &£6
April 6.2023 10:17AM inlin_s_MacBook_Pro 0 False 00:11:45 &2
February 28, 2023 9:32AM QHPLAY [ False 00:02:33 1
November 30, 2022 3:01PM APACPMD2221 1 False 00:32:15 5
September 21, 2022 11:37 AM NKGWYUCHUNJO1 o False 00:14:59 L1

75 2. EEMRBIHEHEIHEER R T EERIEHE
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Generate recording link

General access
unre

Justification

test2

Link valid for (hours)

2]

2. TEEAZRFINEREIE L, BAS—TUEEEXNHIERFIXHERNFZRFIFERZIIFAEE.

Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

C> Refresh W Clearinvalid links

Generated at (UTC+08:00) Generated by Justification Status
Apr 10,2023 4:18:42 PM WA9KL\Administrator Expired
Apr 10, 2023 4:10:22 PM WASKL\Administrator Expired
URL

http://10.108 4 136/WebPlayer/#/player?key=al17c89a63c3f4976b12559e2bd884ee7

Viewed by Time Playback justification
WA9KL\user® Apr 10, 2023 5:45:37 PM user0's view
WASKL\Administrator Apr 10, 2023 5:45:18 PM administrator view
WASKL\Administrator0 Apr 10, 2023 4:53:13 PM administrator0’s view

Apr 11,2023 3:30:45 PM WA9KL\Administrator Expires in 3h37m
Apr 10,2023 5:46:11 PM WASKL\Administrator Test Revoked

3. (FJik) ERURSER, BEFZEE, ARREHANECHE.
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

C¥ Refresh W Clearinvalidlinks (@ Revoke

Generated at (UTC+08:00) Generated by Justification Status
Apr 10, 2023 4:18:42 PM WAZKL\Administrator Expired

Apr 10,2023 4:10:22 PM WA9KL\Administrator Expired

Apr 11,2023 3:30:45 PM WASKL\Administrator Expires in 3h37m
URL

http://10.108.4.136/WebPlayer/#/player?key=438a6a5b428748hb590chcc0ff8d8f2de [

Apr10,2023 5:46:11 PM WASKL\Administrator Test Revoked

BFEHERE, RAASRTERIMNZIZF.

A Revoke link

If you revoke this link, people can no longer access the recording with it.
This will not affect anyone who already had the page open.
Are you sure you want to continue?

- J&=D

4. (F) EMFRESHINERCERHEE, FREBREMEE,

EES M RIXHNETLEHSIHER

July 5,2024

SHHIBEDMEIIEEES M REIGN Web PR, ERUBEANE4HAIHER, UEE
PN:SE S

BEEEEREHRITER, BRRUTHER:

1. $TABRREI
2. EREMOIENE LA, SE%IHEBER.

IR IR A R 1| 4 4
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P
AUG 20, 2021
Session Recording
Your activity with the desktop or programis) you recently started is being recorded. If
you object to this condition, close the desktop or program(s).
=]
Con
3. EEREME. XHEE. STNFHENRZEIRUNTENEEEERITES.
o FEATE
RENEENRAFETHRYAEFEALTERFR (EENQ) HRRE,
€ Player
D Screen time File transfers Commands Events
XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSIss 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mmc 00:00:35
iexplore 00:00:35
Taskmgr 00:00:16
JonasAgentSystray 00:00:15
sessionmsg 00:00:14
setup_wm 00:00:12
WiShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

SN ARFEBHE—NKTEREIR, BHEZEUSNEEERLARFRAE SN TFESPRE
BEIEY AN ALRTIEl, AT LUBIE HE RE FRERIAR 2 ERE T MO FF AT ESE B SR 4a/ MEZER, 519!
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€ Player

Screen time

powershell

File transters

XenDesktopVdaSetup
explorer

chrome

firefox

c5rss

ConfigurationWizard

cmd

mme
iexplore
Taskmgr
JonasAgentSystray
SESSIONMSE
setup_wm
WiShell
wmplayer
CitrixFiles
OpenWith
mspaint

msedgewebview?2

Commands Events

00:20:52
00:19:14
00:16:52
00:11:55
00:10:30
00:07:46
00:03:00
00:02:58
00:00:35
00:00:35
00:00:16
00:00:15
00:00:14
00:00:12
00:00:11
00:00:10
00:00:07
00:00:06
00:00:05
00:00:05

powershell

as the top-most window

e S 7
() (= 20 minutes

) utes ) ((5-2 nutes

Start time Duration

00:20:50  00:00:04
002825 00:00:04
00:26:02 000015
00:30:04  00:00:03
00:30:20 00:00:02
00:30:38  00:00:01
003041 000002
00:30:43  0000:07
00:31:05 00:00-04
00:31:49 000001
00:3338 000008
00:33:53 00:00:00
00:36:38  00:00.08
00:37:07 000003
00:37:20 000011
003742 0000:02
004238 00:00:21
011331 000117

o XFHRH

XA EEET R RESEERFNSIEN VDA 5iT21ENEF
SFHER. AUERUTIREBEXEMEHR:

- HEKE: 815 810 2%, S/
- XHEREMRUE: FEER. MENEIZFFHOEE. NEFIREENEE
- RENXENSREI A/ (FHE MB)

X R 24 /B H R G RRI LR BY 8

ESITRY, %

Uifn 12

BZ BN EX HEaE XHER

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

245



Session Recording 2407

“—
>

Player

Screen time

Per 1 minute

File transfers Commands Events

v

File size (Bytes)

File size (MB)

All transfers A

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30

OHHEFNRWWREREONODD NN

TR T T N T T T T T S SO SO N |

. Transfer from host to client . Transfer from client to host

WL £ B RERHINRIEHAEIZITH CMD 1 PowerShell <, TIUBEEBEXERTRANEE
MR, HEMNFENERTERREFNER, REEXHEET. OR ZEZETATIHERLRF.

“
>

Player
Screen time File transfers Commands Events
Custom search
Saved search [ I
VR
15/15 Commands IPv4 Address
el E-mail Address
i powershell: power
00:01:14 cmd CDFTraceTask.ps: compmemt
. taskmgr
00:01:23 powershell logman: "C:\Windc
mme
00:28:16 cmd mspaint: mspaint  yyimver
) control
00:28:38 cmd control: "C:\Winda
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System3 2\control.exe""C:\Windows\system3 2\sysdm.cpl”,
00:30:37 cmd mme: "C\Windows\system32\mmc.exe” "C\Windows\system32\lusrmgr.msc”

. EBff

EMETFETRRENEFHIFRE S RENHTNEE,
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€ Player

Screen time File transfers Commands Events

M Top-most window
M Web browsing
P Clipboard Operation
App Start
App End
File transfer

App Start
25(7%)

Clipboard Operation |
36(10%)

51 r_14\

Top-mest window
203(57%)

Web browsi

EESEBTRENIEEXBVERER

July 5,2024
ERREES, EaigdE Show stats (ER4IHER) BHEEME LEESREINKIFRXNUTHIES:

FiRAYE]
R (&%)
RO (3EUR)
CPU A%
. REERR
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v 7

NOV 18,2021

11:41:52- 00:13:33 - 32 Events

&

00:00:26 Top-most
window:ses

00:00:28 Top-most
dowexplorer. . 7508

00:00:48 App Start9632.
onhost: 2748: 122\CAWIN..

vvvvvv

ouuo 8 App Start11.232
rshelk 3745 powers

00,0055 App End-9632
conhost
Le -mm < Costofa in
Advisor .
Fiod ictormaiion o 00:00:55 App End-11232
powershell

00:00:55 App End:2748:
emd

> o ?) 00:05:06/00:13:33 @ Comments (75 ‘Share Current Playback X1 Hide stats 54 FULL SCREEN

« Session Recording & 15 #U&E—R iR E, SHIKE—RERHNEIES.

- B L=, Session Recording 8 HM#RIFHT— IR AR, B2, ATREABNERR, FiRH
E#IEEPR L& 15 FORIFET—R,

« Session Recording & 5 ##RIF—AERHIER, HESMELERHETE.

BMERFER, Er LI E#ITERE M.

 EENEMBNE, FREGEFEE/\1TRL, AEHITHER.
« ERBENE, BREEREBSRITES.

A R B E AR 10N S5 AT @D 15 % Log performance data (iZRMAESKIE) REBEEM. BXEAEE, BS
R B E AT SRS,

EEREHIX M

August 19, 2024

ICA BE#iERE (ICLDB) 2 BT &1 Session Recording HiIEFE IR RN BIEEMSITLAER. LLRAEFE
Session Recording &iEHAia] £ E Session Recording Server BIfRS23 £ <Session Recording
Server installation path>\Bin ¥k,

AR

MREMEH ICLDB EBEFMHE Azure XHHEHRMKIFERSIXH, EiE1T SsRecUtils.exe -
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MountAzureFiles &%, SsRecUtils.exe #1 ICLDB fiiFE—"Mx 43k,

RESE R

TRFIET ICLDB LR ANGSHIED, FRAUTEXBAGS:
ICLDB [VERSION | LOCATE | DORMANT | IMPORT | ARCHIVE | REMOVE |
REMOVEALL] command-options [/L] [/F] [/S] [/?]

AR

51t SRR XAV PR T B ¥ MIRE. EipaE, BEGSRAM TEA \Program Files\
Citrix\SessionRecording\Server\Bin x{¥k, AFHEN

icldb /7?7, EifiaFEm<lER, BRA

icldb <specific command> /7,
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=
<

ARCHIVE

WA

ERTIRENSIEREIN S, EaJLUER FILEID S5
EEFENBRSIEREI MG, el ER
RETENTION &%tL{ X FILTER ¢ RULES &#kisE BT
RIERBIXHF. EE_MERT, RETENTION S#2
B, EATELERTIEERTHRNSIERHIN M
BERRGHARE LA 2 Ko Ak, 1% RETENTION i&
BA2 HEARNE, LUAEREMNER, FILTER 1 RULES
BWEALEN, FILTER S#AFEMER * Ml ? BERTH
W12, RULES 808 = igi%g
/RULES:FIELD-In-["CONDITION","
CONDITION"] ;FIELD-NotIn-["
CONDITION","CONDITION"]; #BXAEZ Nt
RERIGERRTRR. AXFAEE, BESRALKREE
#9 ICLDB ARCHIVE #1 ICLDB REMOVE @ <#Y
RULES &%, FaEmEBIER RULES 2% FILTER £
o WRANT FILTER ¢ RULES &%k, MR ERAT
72 RETENTION #1 FILTER 3 RULES £H=iE=
B, PTG REIXHMNBHEFEERSIGF, XL
EM487E ArchivedEvent 3uEERD7F#Y, ICLDB
ARCHIVE 85 /Rfjl:

ICLDB ARCHIVE /RETENTION:<days>
[/LISTFILES] [/MOVETO:<dir>] [/
NOTE:<note>] [/FILTER:<file path
filter>] [/RULES:<advanced

filters>] [/L] [/F] [/S] [/?]
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=
<

DORMANT

IMPORT

LOCATE

WA

BTHBERRINNERRS TR AISER REIX . R
2 —RIsEREERAMRFIX S NERFHEE, W
HIRBY REIR A TR S, BARER. &R LR FILEID
SHPIEEENREREIXM, TR UICERE M IERE
HRIEREIEBHNKE, TRRBIEERK. /6%
S5 S EA BRI RIS HNIRER. X4 F BT RIS 4L
(DAYS. HOURS #1 MINUTES), —XkRgEiEE—12
o EATLLEE M CLOSEFILES S#ERF % AT
RS EARBRAI LB R, EHATUE Session
Recording Server Properties (Session
Recording Server Et) # Storage (7#fif) %W+ L
WENEEE, UWEEEIRENBXATMEEE R
IREKASRE, BXEMER, FSALXEENXHAT
MRz 2% E ARER B9 SR B Rl

BRIEREIMHS AN Session Recording #iERE. Lt
SHTFERRMIBERGINERMEE, i, LHSE
BTF&EHHERE MREERMEUEE, WAILSANEH
—MNIBEFRIXH) . 2303 heastE IMPORT &< H5]
A7 RELOCATE &%, MREFREMA RELOCATE &#,
IMPORT &< 2B MBITSIERHIXMG, XFEME,
NEREA RELOCATE &%, IMPORT es ¢ RFEHII=
ERGXHEIEFRCRH EEENEXFRKEZ. ICLDB
IMPORT & <mfi:

ICLDB IMPORT [/LISTFILES] [/
RECURSIVE] [/RELOCATE] [/L] [/F]
[/S] [/?] [<file>] [<directory>]
R2EREIXH ID BIERHERHARRRXHHITTER
2. ERRIERFIXHNFEUBENAIERLLH <, Lt
SR AT B E X RIS ER T N &
ICLDB LOCATE #&<7wfjl: ICLDB LOCATE /
FILEID:<id> [/L] [/F] [/S] [/?]
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=
<

REMOVE

REMOVEALL

VERSION
/L
/F
/S
/?

WA

MEARE IR RIEREIXHRIS I B, <SR TEE
WiEE (FANEIEE). W] LURBRREBHMIE 4, fF
A REMOVE <8¢, ERILUER FILEID 245 E 815
RIEREIH, WaTLER RETENTION S8 UK
FILTER 5% RULES S#isEBImiEREIN M. TEEZ
&R T, RETENTION #8224 FEN. EAFELER
FEERBIBMNIEREIX M. BRRBHREEDH 2
Ro Eitt, 5% RETENTION i&EH 2 SHEAME, LUH
BIEMER, FILTER #1 RULES 45 27%/, FILTER
SHATEMER ~ M 7 BRAMAXHERZ. RULES &
#omid ™8R /RULES : FIELD-In-["
CONDITION","CONDITION"];FIELD-
NotIn-["CONDITION","CONDITION"]; 4
RAEZMTERFILERRI R, FXFMES, B
ZiAItkRE®EH ICLDB ARCHIVE #1 ICLDB REMOVE
M RULES &% . TaERIFIERA RULES S0
FILTER &%%, sRZAM7T FILTER 3¢ RULES &#1, MY
L I2EES#HE RETENTION #0 FILTER 2% RULES &4
IIERHIX . ICLDB REMOVE s<$7Rfjl:
ICLDB REMOVE /RETENTION:<days> [/
LISTFILES] [/DELETEFILES] [/
FILTER:<file path filter>] [/
RULES:<advanced filters>] [/L] [/

F1 [/s] [/7]

M Session Recording #iEREE P MIBRIT S IERHIX R
FESIA, HEMIEERERERS. FBIbREmRE
X4, BIEFEA7E Session Recording Player Hig%&
XEXH, WaSHTEREEER (ERRFRER) . Rk
B ME G P IRE SR RIS Ao

2% Session Recording B EZR Mk A,
BERMEIRIERE Windows EHAE.
BHIBITIR M AR

T RThRAUE Bo

BRenLHIEEEN,
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ICLDB ARCHIVE #1 ICLDB REMOVE =</ RULES &%

RULES s#i@id ™ #&# 8 /RULES: FIELD-In-["CONDITION","CONDITION"];FIELD-NotIn
—["CONDITION","CONDITION"]; SRABSMTIEBRRIGESRIIERE, Hbp:

« FIELD i&BEHFERRT 88, FERTLUZ path. user. group. deliverygroup. application. server.
client, t3ETLI2% 7 dbo.ICLFile fEiEER FHEREMT,

o In RRBFEDHRIESHH—DLIEFM. REIXHAT BRI

¢ NotIn RR#AEHES PR EAD BRI RE XA ERAPRTEIRIEZ M

+ “CONDITION” igB—MNdiE%& M, Hha&&7m dbo.ICLFile WHURERPHIIER (17,

o I <domain>.<name> BXWNEFMABIER.

« ATLUERA Windows BER LR ZIER.

o BFANEIS ("") S CONDITION HEERR, HAES , 2R CONDITION 58,
+ F53F “CONDITION” mAS8E=M, “NEEA “CONDITION” IEiE/7RMTE,

« 1N1R “CONDITION” mEBE—1THZMES, FANX5IS5/E “CONDITION” I, FRHEXHNIS

[LRARIRINIR]
o

s JUESHASPERSMTIERSE. STTEBRMUDS () &R
« AND BEZEFRTFITES N EIER, TIEBRNHERERE, B RULES HEKEREET 2048 F15,

w5l

+ /RULES:group—-In-["BUILTIN.Guests"];

+ /RULES:path-In-["S:\SessionRecordings\2023*"] ;group-NotIn-["
Mydomain.Suspicious","Mydomain.Persistence"];

+ /RULES:deliverygroup-In-["RdsDesktopAndAppGroup"];user-In-["
Mydomain.AdminA","""Mydomain.Admin,, ,B"""];

+ /RULES:EndReasonID-In-["1","2"];

FHESIERBIXH

BEARTGERUERERENERUERE, FEREMIIERBIXM. FHEEREIARE=REMRFIX M
BHB A NTIR. RERFIXHRBIEL G T ARG BEBI MRS BE#1TEE. AR N T P EAEEH
TTHIRBER TR ENRF A,

AILIRARMAEZREFEZIEREIG. JLERFIXANBIEFCRENRN BFE RS, ENXHNERBERSIH
FEME, ERILAETLRLE Player RHIBIERER, 5—MA5EARRRENGNBIBFELEREN N BFY
RE, BEXHMRFIGERUEBES —MIBUEERIERN R, ABHRIERFHE, ICLDB EREFR
RENHBERENER, EIUBERBERE/B/BRRMRAX SR,
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Session Recording #IEEHMSIERHIERBEM N SFHEXNTFR . FHNENFLER, FHNERTRE
XA HrifFE AN E, FREREMANXATR, AUEEERERN. XM PMFRIERREIGEFENES
BiEl

7z Session Recording Player #1, FRMNSERFIGHMELET “BEFE REUREEBHANE, NREXBEHE
FRISIERGIE, WA LEERXLE . MREFEIRFBHDT ERFXG, WEEERZXHNSET “K
HEIXH $HiR. M, BTERSDIERFIXATERRRIE. BERSIFERFIXME, HREREIXEMH ID FF
BtiEl, 7E FEMERSIERGXHEDFANE T AEREF—EX .

ICLDB 2/A#2F# ARCHIVE &5 ¢ EEZ S8, MTFHAR:
+ [FILEID:<id> - A EIEEBRRIERFIMF. AILUTE Session Recording player (Windows) F&EERIE
REIHHY Do WA IERRFIXHRERXH 1D,

« /RETENTION:<days> - 2iZ R HIHHMRGHAR (X) . RGN EEIEERKMBREHF27E Session
Recording #UBEFHITIZN “BFE". REBHRUABATRET 2 RIVEH,

« [FILTER:<filter>: R EMER * A1 ? BEREFMEXHRE. FILTER SHATESH, MRFHMT FILTER
S8, MEFEHEELREE RETENTION 0 FILTER &489ARLEIERHIN Mo

« [RULES:<advanced filters>: @ L\ ™ #& & B /RULES:FIELD-In-["CONDITION","
CONDITION"];FIELD-NotIn—["CONDITION","CONDITION"] ; tgxXi@idE % NidiEss
FIGBEERILIER. FAERAER RULES 2440 FILTER 28, BX¥AEE, BB RAAXFEH ICLDB
ARCHIVE #1 ICLDB REMOVE < RULES &84

« [LISTFILES - | F R SIERGIX 4 XE X HTERENXHE. IWSHAMERE,

« [MOVETO:<directory> - L#ES XN BEFHENRIERFINGBENE R, IEENBRVAFT. BB AH
EIRE, MRKEEER, WXHNRETEFRIEGFHEUE,

 [NOTE:<note> - T #iEFEERHPAFHENE N EREIE RN XA IR, TRMASLMENEIS, ks
HhEERE,
o [L- BERMBRIERE Windows EHEE, HICREFHNSIEREIEH. BSHATERE,

« [F - 38%lizfT archive s AR TIRT. LWBHARERE,

£ Session Recording #iEZETEFARIERFIHH UIES R B RIER IS

1. UFHEBEEREMHERLET Session Recording Server fRS 25,
2. BapsRRTEH.
3. NYaTIT{EE R 3 Session Recording Server £ & Z# Bin B® (<Session Recording

server Installation Path>\Bin).

4.5 17 ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/MOVETO:<dir>]
[/NOTE:<note>] [/FILTER:<file path filter>] [/RULES:<advanced
filters>] [/L] [/F] [/S] [/?] &%, AIESHHBSHETESR. BTomSriEMBRARES.
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FEEFBYAEA RULES %A1 FILTER 2%, days BRiIERHINXHHNREBHR, directory 2HRENKIERE
XHBENER, note EEHRIEFCRTAEEFEISIERBIXAFIMEISATR WA Y LHIAES,

X1£ Session Recording HiEEHEFHSIERFIMG

1. UEMEBEBRSNHEREET Session Recording Server HRSS 2%
2. BEERRTEH.
3. MNYaITEE R4 3 Session Recording Server R Z# Bin B® (\Bin).

4, 817 ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/NOTE:<note>] [/
FILTER:<file path filter>] [/RULES:<advanced filters>] [/L] [/F]
[/S] [/?] &%, AIESHHNSREESHE, BITHSIERRAIES, TaERER RULES S5
FILTER %, days RxiERHIXHNFZEAR, note REEHIBERRT N EEEENEIRIERFINER
M AERE, WA Y UFIAFS,

EREERBIX M

EEFETE Session Recording BIBEHFEHMREIXHEFHEUBBLNREING, BREER, MREFEEHEER
MREEFEUEBEFERREIE, WHAIERBKETILRXERS

AILURARMEEREREBENRERFTX M. BAFNRERFIXGEFINEFEXHNERER. &, £H
ICLDB = BEZFRFENRIEREINMHSE Session Recording $iERE, HITBINRAE—MAEZEREFENRIE
REIX M. BEENXAEFNEEEXHNERERE, IRTBEE, AIRBEBR.

ESIEREIX N RIAEMEI B R EZ XA, Session Recording Broker #&ERIAMXHHNERBE R, Bk
BERERRNRIERFI S HIXME R, Session Recording Broker 4 EiAERIGERMUBEHRXIERS
X, MRERBREHOERKEIZMH, M Session Recording Broker &AM HHNERE R, MNRZX
HEXRFEERH, N Session Recording Broker ¥ H & X BB K23 LUR TR, SIRKILBZXH, N Session
Recording Broker $@#as kiE “KILBIXH" #HiRo

SANFHEHNREXGEAXETNRIERFEE (BIERFH#ER) REH Session Recording #iEE. SN
MSERFIXHF KA B ERFIERNREEFHELE,

AR SANRIERBINMHIE Session Recording ¥R E iy 4B B F R E R 2 W B, T—RiE1T ICLDB
ARCHIVE &%, SANRERFIXHAIRSEREN BFE

ICLDB IMPORT &< FEANAEFENREINGRER. EAILUEEHEH Session Recording #iBEHRREH
MKW IFRHEIR. BIERFIXEM—NEEMER IR Session Recording Server EW S —NMzfE(I B R
EHEHEH. AILER ICLDB IMPORT %< 7£i17 ICLDB REMOVEALL #< /57 Session Recording #iEE+HE
MERSIERGIF.

ICLDB 2277 IMPORT &: B /L NS MR AT ERFHEEIREIS M
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o [LISTFILES - 5IHS AR IEREIX G XEX HFHNTEBRENGE, WSHATERE,
+ /|RECURSIVE - 7ZfiE FERPHERIJIERGINMGE, WSHATEIRE,

+ [RELOCATE - 1 {5/ RELOCATE 5%, IMPORT #9425 BT RERSIX(F, XBEIE, MRLE
F RELOCATE £#, IMPORT #9REBHEIRIERHS I NHIER SR EEEH X B,

+ [L- BERMERZRE Windows FHAE, FERSANRERFIXHS, IEHNTERE.

+ [F - BHUET IMPORT 4TI R RTRT. WEKNAEILE.

R

ICLDB S2F#2RFY IMPORT sy 93E#24 7 — M2 % RELOCATE, BR/USASSSEREARMX . B

XFAES, BEARPNEREARERAAEDS,

ERFEXHER B RRERIERHI XM

1. UEMEBEBERSNHERETET Session Recording Server MRS 2%,
2. 7£ “Session Recording Player B1” &, #EEFEMSIERFIXHISIH ID M7EiLETEL

3. fEMA1E “Session Recording Player B14” HiEERINMH ID EHMHRIIIEREIX MG, SPRERGIGH
Xt&7 1 _<FileID>.icl, H, FilelD 22iERHIXHH ID,

4. BEMPNJNERFIXEEFDFEXENERE R, EREFEXHNERER, BEHRITUUTRE:
a) MFFIEREH, KIRERTA > FiB12R > Citrix > Session Recording Server Ei4%,

b) 7£ Session Recording Server EttH, EREMEET £, YAERERBETEFUXENERER
FEH,

&R ICLDB IMPORT & < EREIERFISH

1. UFHEBEEREMHERLET Session Recording Server fRS 25,
2. BEESRRED.

3. NYaTI{EE R 3 Session Recording Server & Z# Bin B® (<Session Recording
server qinstallation path>\Bin),

4. BITUTEREZ—!
+ &8f7 ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory> &%, &, di-
rectory E— 1" HEMATHROFABESERFIXGMNERNEM. WA Y LHHIATN.

o izfT ICLDB IMPORT /LISTFILES /L <file>®%, Hm, file 2—1HZIMEEKRIER
IRERFIXERRIT. ATLUERAERFRIEESERGIXM. A Y UBIAFN.
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EHEMRIERHIM

AR SERFIX B HEITRNEFEREUSN AR TEIEME N ABRXADATUER, CIFEMBREE
#72 Session Recording #iiE&. Ak, &R ICLDB IMPORT ©<, EIIRSNTFE, 51§ RELOCATE Skt
fn%] ICLDB IMPORT @<,

AR

RELOCATE &#rie 5, MMRAEA RELOCATE %1, ICLDB IMPORT #r <& TR MRITSIER MG,
XEEME, dNRFEA RELOCATE &%, ICLDB IMPORT s< RERISIERBIXGNBIBEIRRHABIEEN
HX AR,

LT Bi%BA T d{afER RELOCATE 24583 Session Recording B EMFH X &R,

1. BREFERERV XA B FRNEFHER T,
2. UAFHBEERR SN ERRET Session Recording Server HIARE 25,
3. BapsLRRED.

4. NEEIT1EE R¥ 3 Session Recording Server &1 Bin BR (<Session Recording
server installation path>\Bin),

5. ITUUT#REZ—!

+ &7 ICLDB IMPORT /LISTFILES /RECURSIVE /RELOCATE /L <directory
> &<, H, directory B— 1M MNAEKSREGSARIERFIXGNERNER. BNY UHIAS
No

+ 5897 ICLDB IMPORT /LISTFILES /RELOCATE /L <file> &%, Hd, file 2—1
HETATROMAIZERFIXEN R AIUERBEMFRIEERIERE 4. BN Y LA,

« RELOCATE &#1{Ri& Session Recording #iEEFELESIERFIXHIIER,

o DERFIXGEBZBILATER. TN, RELOCATE SHAFEMER,

o RIERBINHHFEMEERFRUMAIH Session Recording Server iR5l, &rILLTE Session Recording
Server BMAFHEDR L=,

KT E ARBRBISSBY R
RIMBERT, WRTE 24 /NIEE R RIS NERFEIE, WL REN AT REARR, Ea]LUE Session

Recording Server Properties (Session Recording Server E%) #9 Storage (7zf#) &£ LA & LLET/E]H
8, UEEBEIEERN B XML s ERBRAIER REl, ERILUSEMS/IMER 12 ()E),
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[E Session Recording Server Properties = %

Siorage  Signing  Rollover  Playback  Nofications CEIP  Logging Ril*

Reocrded sessi

e stored in the directories specified. To t e files
= load-balan: different
volumes.

anner, specify multiple directories across

ding file is cons dredd rmant if no new data is writien after the set
period of e has laps

Recarding file dormant time (hour) 24

o | [

f&xmILAEFS ICLDB DORMANT &< Fah5X i TRz st B (RBRRYSSBY R &, #ia0:

ICLDB DORMANT [/DAYS:<days> | /HOURS:<hours> | /MINUTES:<minutes> | /
FILEID:<id>] [/LISTFILES] [/CLOSEFILES] [/L] [/F] [/S] [/?]

FILEID &8 AT EiEEBFSIERFIX M4, CLOSEFILES ¥ A FEFohXAEIEEMN LTINS RIEN SRR
o
m:
AT LL7E Session Recording player (Windows) h&EERIERHISIHF D, HETLUERR BB EASXH
ID,

BMEHEERBERER

August 13, 2024

THEERBEIERIUE
ZK
+ 924 LoggingReader i1 Player AGMWEE R UETEEERAHEIER. ENAFRHERAE, BEEE

Session Recording #E#UzHI&.

- EERAXICRITAS Web BREEEM. 4ARE Web BHEFEETHERRAETICR. TN, FTRESHEN
404 (#AZITmE) H#HiRo

« Web #Emas3l k28BS B MM S L4 Session Recording Administration 484 B3i%#% 8918 = 48ICED,
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o a1 IS 701 Web 23+ 89 SessionRecordingloggingWebApplication iR BE#EEMN SSLIZE, &
W, HEFERFEEERETIEREIBENREE 403 #HiR.

@ Internet Information Services (1IS) Manager - X
~ = T
« 3 ‘) Sites » Default Web Site » » 57 @~

File View Help

e- » |8 ‘Q /SessionRecordingLoggingWebApplication Home
- [ k = '
65 Start P; = e
o Filter « ¥ Go ~ GyShowAll | Group by: Area - -
v &3\
(7 Application Pools ASP.NET ~ A 2 Bas
v (8] Sites -2, & = - ew Virtual Directorie
- =0 4 5 \
v ) Default Web Site B L& @ { > v b 2,. Ly ~
_ aspnet_client NET NET .NET Error NET NET Profile .NET Roles  .NET Trust .NET Users =
P MsMQ sthorizat... Ci Pages Levels 3 Browse Application
P SessionRecordingBroker - - = 2 Y @] Browse
9 SessionRecordingLogging ¥ ab) i ¥ ‘ & Y g‘\? | A
5 Application Connection MachineKey Pagesand  Providers Session State SMTP E-mail ~ F
9 SessionRecordingRestApiService Settings Strings Controls -
P SessionRecordingWebStreaming a
P WebPlayer 5 - ~ - ©
2 cor q ) ; i
. i) k2 o 2 ot s
ASP  Authentic..  CGI  Compression Default  Directory ErrorPages  Failed
Document  Browsing Request Tra...
Pl iR 0 o » =
& <) @ = #H » &
Handler HTTP HTTP logging MIMETypes Modules  Output  Request
Mappings ~ Redirect  Respon.. Caching Filtering
SSL Settings
Management ~
, v
[ Festores View 2 Content View
Ready L=l

p
AT MITE RS 2T B Ethit B ZH % Session Recording Server WEE R BEIDREIRE:
£t % BT Session Recording Server #yit&E#l £

1. MFFiasearhikik Session Recording 125 BEIER.

2. # X LoggingReader BF &R,

WA ETS Web Bes it ER R AEIER Web TH,

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized

Comments v 18 2/22/202110:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
[EX Administrator Logging A 17 2/22/202110:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query .. true

Record Reason Logging

15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

Configuration v
14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

1-100f18
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FEMITENE
1. 77 Web 5528 Hihn B2 R HEIE R Web T,

o 3tF HTTPS: https://servername/WebPlayer/#/logging/config#f https
://servername/WebPlayer/#/logging/record, & servername AEE Ses-
sion Recording Server HJi+ 8 &,

o X¥F HTTP: http://servername/WebPlayer/#/logging/configflhttp://
servername/WebPlayer/#/logging/record, Hf servername A& Session
Recording Server Byt EH &R,

2. %X LoggingReader BFHEIR,

HEIEREIERR

EERATICRBIEEE:

- EEREER
« XHRERBTIZR
« ERAEIER.

GIFTI | SessonRecrding —

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
| [ER, Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
1 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

1-100f18 2
REHTIER

KEDABICR T ERRER:
+ RBEEX - Xf Session Recording sE&iEHI Ak Citrix Director LAYSRERFRAIE L
+ PREBECETX - Session Recording Server BHHRIEN

o BERE - RERNEHXIBREER BEICREE
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ZIDREBEHER, JETE Session Recording Server tEAEERATICR. BXBEFHER, ES

}EJ\EI\_,\-LEEO gimgﬁkiﬁ: l|_.\

e

fERTLIE

i%‘]ﬁ. H n_.\lai

AERD ABICRIPLRBEARE T R,

CilrIX | Session Recording

Configuration Logging

Record Reason Logging

Configuration v

‘AU EEER ASIERRSK .

Task Cats

it Session Recording BR£5#0 Session Recording Server BB AEERBEIER.

ERNERE

hi APRQigh

cations = GDDC/Desktop #2Desktop.

BEEARHFRABEILR, 157 Session Recording Server LEINEAZEERABSIERNFZHERBEZR. IFR

MmT%IEJ\EIL,\lai) WUFFﬁiﬁﬁU}?.EulE%T%EXﬂo ﬁ*?%i%u%.alu\laiﬂlJT:uu‘, ]ﬁ

FIRAHTIER,

CilTIX | Session Recording

SHAZANEAR

hi XF4B5\Administra

EHEECR

Recordings v
Comments v
[ER Administrator Logging
Configuration Logging
Record Reason Logging
Playback Logging

Configuration v

Logging Time

2022 2:42PM

412022 2:26 PM

42022 224 PM

1/4/2022 2:23PM

11/4/2022 2:23PM

1/4/2022 223PM

412022 222 PM

412022 213 PM

412022 213 PM

412022 2:13PM

File ID

87150d68-1e78-4fed-89¢6-1c5007d53 509

4502244b-badc-417e-9a73-c920551621bb

8715bd68-1678-4fed-89e6-1c5067d535c9

8715bd68-1e78-4fed-89¢6-1c50b7d535c9

8715bd68.

Action

Act
Action Excuted By Authorized o

XF4BS/Administrator True
XF4BS/Administrator True
XF4BS/Administrator True +
XF4BS/Administrat u +
XF4BS/Admini

XF4BS/Ad: '
XF4BS/Ad: !
XF4B r +

12001183 2|[s][4]]s 19

AR ESBBAEXMIRIE. EXEXATERNFARER, BRERFEEAEEFPHMS (+).

BICRERIER,

JBTEEM Session Recording Server LR EAEEGHFTICRMNBHRIEHATER. OIRE
TFEQEEJ\EIL,\laiﬁ F’Fﬁ%jﬂfiﬁﬂ Elu_,\laiz_ 95565(0
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QSEssinn Recording Server Properties - *
Swrage Signing Rollover Plwyback Notfications CEIP  Logoing RE* | *

This opbion enables the Session Recording Administrator Logging Service.

[+] Enable Logging Service

This opbion Blocks policy and server properties changes if logging faals

[] Enable Mandatory Blocking

This opbon requines users 1o enter the reason when playing a recording

[] Enable Playback Justification Logging

T =T

BERTHEMEHASTICRN, SXERBEER, HEHM—PHEE, ERCWMNERIER, GXT6, 580
THREHE:

£ Web #7423 P PR R AvIRM
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Play recording

To continue, you are required to enter the justification for playing this
recording.

Enter

D

7£ Session Recording Player & MFr EHIIEH:

[ Session Recording Player
Fle Edt View Pay Toos Hep

& b O] @@ |» | Search: - Anytime - (9 (4 | [T Advanced Search...

Worspace XSehRests

L\*‘g‘;v:: - administrator User Name Application Status Start Time. Duration  Delivery Group VDA Machine Recording Ser. Sze FielD

£ Favortes onds B administrator Desktop Complete  11/4/2022213PM  00:0855  VDAZ2-SIN VDA22SIN Server22:SIN 1.067KB  4502244b-badc-417-3a73<92055621bb
] Restricted B administrator Desktop Complete  11/4/2022212PM 000048  VDA22SIN VDA22:SIN Server22SIN 10.329KB 8715bd68-1e78-4ed-896-1c5067d535¢9

I administrator Desktop Complete ~ 11/4/2022159PM 001311 VDA22SIN VDA22:SIN Server22SIN 10.812KB  c54d5dfb-530c-4517-9679-54bb¥c3a388
I administrator Desktop Complete  11/3/2022508PM  00:0025  VDA22-SIN VDA22SIN Server22:SIN 7.788KB  478ab02d-1527-473-5d05-8b0ee 1561cSa
I administrator Desktop Complete  11/3/2022506PM 000152  VDAZ2-SIN VDA22SIN Server22:SIN 10.690KB  b19c9989-4bfe-460e badl-aad3dbd2caa’s
I administrator Desktop Complete  11/2/20225:46PM  00:18:11  VDAZ2-SIN VDA22SIN Server22:SIN 1.951KB  bbc10349-ach6-4262-86ch-46bbb8c81633
B administrator Desktop Complete  10/31/2022322PM  00:0028  VDA22SIN VDA22:SIN Server22SIN 312KB  146b7392-17-4822-ada1-Tdedd53b0c62
1 administrator Desktop Complete ~ 7/4/2022 3:15 PM 00:0210  VDA22:SIN VDA22:SIN Server22SIN 544KB  SaTecdf-581f-428-89d-33b/b5%b 170
I administrator Desktop Complete ~ 7/4/20223:12PM 00:01:45  VDA22SIN VDA22SIN Server22:SIN 360KB  8180de80-465e-4034-a28d-a47 Ibdaace20
I administrator Desktop Comolete 7/4/2022 3:09 PM 00:01:15 VDA22SIN VDA22:SIN Server22:SIN 412KB  2de9746d-Sadfdeed-83X 48064652 1ffc
I administrator Desktop Ca Play recording X iIN 665KB  90722c57-4735-4446 blcc4e Tbae44ds5
I administrator Desktop Co N 281KB  321e%11-8634-41c24f5e <8483 14aack

Now Playing x || B administrator Desktop Co ) o o iN 581KB 5340fb29-1fad4d16-%97-0027a5211%
a administrator Desktop Co i ':;?:i:nue‘ you are required to enter the justification for playing this I 86KB d7925056-93a1-4fecbdc7-a7c75dG 4638
I administrator Desktop o & e N 125KB  dda7504-eddc-45%-9547-9579156b2a2
B administrator Desktop Co BN 139KB bB588c30-7%8-480a-b6b-764b4 cSe 141

Events and Bookmarks

WNR1E Session Recording Server FEAEMIERAEIER, BFREUTERBRIEHNRR:
« WMREEMZEREES Session Recording Server B2, WEEHAER, BMERHITHIA#ERFHMH
s illin
s AFXHRR, BNRIETUERSPREM . BRULERFINSIEN, BAANESDREIHHNER,

PHIEAEERBAETIER

REZE, &AL Session Recording Server B2 Am/EMA Session Recording B2 R AEIZ R4,

1. UEEBEREMNERIIRET Session Recording EI25 BEIZRMiITHES.
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2. MFFEaZE ik Session Recording Server Ei4.
3. %EEID\‘LE%]\EE-EO

X Session Recording BB RHEEIERGE, FAREREMAFMER, EAILLETETF Web 9 Ul ZiHMERH

==
ICAO

BRATRESIFELLRN, MRETIEREM, MELEUTERD. EEREEEMH ID 6001 NRKEH:

+ 1£ Session Recording skBgizhl &5k Citrix Director fhsd Rl SRBRFr A E 2L,
+ Session Recording Server BIEMEE

SEEIFELERER R MRIERI RS,

FCEEESR ARIERRS KA,
RIMERT, BERABTIERIEN Web HAEREFE Internet Information Services (1IS) FizfT, HSHHMLER
5, BRRET245, TR Web R ARFHIS 1 BRSPS EREIKA

1. UBEEREMNERIEE Session Recording Server Bit&E .

2. IS EERH, BHNAEFM,

3. ENAREFG, g% T SessionRecordingloggingAppPool, ASEEERIGE.,

4. RENEUEERNEFEERANFTEK,.

5. AAEF 3T Microsoft SQL Server 1% CitrixSessionRecordingLogging #iEZ# db_owner ¥
MRo

6. AMAEF HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T8y AR IAAY
JRENAY PR,

1[4

3= p
AMRFEFELSBERE, FRFTEEMTRRERS., Citrix BAREEEMRFIERCATH

SEHIMBRIREEBF MR, ERAEMRFIESRTEIENN, EREIMRZE, BSOHITED.

ZRANEARHREBRSIER

AINERT, EERATRERIERRBEATHENEIREIRE, LITHTERIERTZES. BEXUHERENRE
7E, BEIMRPEAZIMBEETIER.

1. UBBRSHERIE Session Recording Server 893t &#,
2. T EMRRIERR,

3. ¥ 3 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server.
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4. ¥ EnableRecordingActionLogging H{EIRE N :

0: ZARHFRERSIER
1. EARHRERBETIER

B fEMUE

July 5,2024

XFEE Session Recording MR BEHHFHENEE, TTUSRUTRELRRESMY:

o EMBEEBNEE A T
+ 7£ Azure 55 Session Recording Uk F&H

TN ESEFEENH TS

August 13, 2024

AILTEI B Session Recording SR Citrix ADC RIMNAHFE T =, FRAUTRSBIEATE, FaIUTE
Azure 55 Session Recording UKk F#H 1 #o

+ Session Recording

EjE RSSBAE IRERS IP stk

SRServerl Session Recording Windows Server 10.63.32.55
Server

LBDC bt Windows Server 10.63.32.82

TSVDA Session Recording Windows Server 10.63.32.215
Agent

SRSQL Session Recording ##8  Windows Server 10.63.32.91
PERNSC {4 BRSS 25

Fif Session Recording AA#AIEITHIBs HZ=—MA(FI90 Lb . com)HEEFEMF (5190 Ib\administrator)
AFRSH/ER.

o Citrix ADC
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ENE

RSB AE

12 |P #iuk (NSIP)

FM IP stk (SNIP)

Netscaler

Citrix ADC VPX 3=

10.63.32.40

10.63.32.109

BXEMER, EBIEE Citrix ADC VPX 54,

TR 1. EXHRSSE LEBAEZEXX MR

1. ERAEEERAK, (Fi Lb\administrator) BRXH4RS%%.

2. BIE—NRATEMEIRFIGNXEEHEHEXHK SessionRecording(fflan C: \SessionRecording
) o 5 Session Recording Server # = X # £ #9i% B/E N R, L SRServerl R #l, 8 A
LB\SRSERVER1S., #FMERAETHS So

il = | Windows (C:)
« < 4 % » ThisPC > Windows (C) »

3t Quick access
[ Desktop
4 Downloads
%) Documents
=] Pictures

[ This PC

¥ Metwork

L

Gitems  1item selected

~

MName

46c2a726daB69f96b3bBc 54582202
Perflogs
Program Files

Program Files (x86)

Date modified

SessionRecordin

Type

AM  File folder
AM  Filefolder
M File folder

M File folder

File folder
File folder
File folder

File folder

w| @ | Search Windows (C) p=l

SQUsever20Md PSR
Open in new window
Users
Windows Pin to Quick access
Elip Give access to

Include in library
Pin to Start

Restore previous versions

Remove access

2 Specific people...

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
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Wl M-
Home Share View 9
« v 4 Ea > ThisPC > Windows (C) v Search Windows (C:) P
Name Date modified Type Size
# Quick access
46c2a726daB60f96b3bBc5f458e202 10 File folder
[ Desktop
PerfLogs 10, File folder
‘ Dawnloads Program Files 1 File folder
= Documents Program Files (x86) 1 File folder
=] Pictures SessionRecording | 11 File folder
T imer SeccionRECO-imamDrrsmend 1 il £l - - 5
SQLServer20
& Network Users 3 Network access
Windows
Elip i
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
~ Add
Name Permission Level
2 Administrator Read/Write
S Administratars OQwner
[E":?."'La'i'sﬁ'séﬁ\fﬁms Read/Write v |
|
10items 1 item selected I'm having trouble charing E =

3. EXHFE SessionRecording FRIRFXHEHAGEFXHF share(flan C: \SessionRecording
\share),

Giﬂare Cancel

[4 [ = | SessionRecording - o X

Home Share View (7]

&« .o » ThisPC » Windows(C) > SessionRecording » v|@| | Search SessionRecording )
-
Name Date modified Type Size

# Quick access
[ Deskiop

3 Downloads
[ Documents

share 11/25/2020 5:24 AM  File folder

&= Pictures
& This PC

¥ Network

Yitem  State: 3R Shared |_| =

4. QIES—IXHXUMEBE-—NRHEGHGZXHK SessionRecordingsRestored (f#mC:\
SessionRecordingsRestored)., 5 Session Recording Server £Z XX #i5%EY/ 5 AR,
L SRServerl nfil, #A LB\SRSERVERLS, H#AEAETHS So

5. EX# % SessionRecordingsRestored FelEFXHKHFHHGEFXHE share (i C:\
SessionRecordingsRestored\share),
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S 2: BREWER Session Recording Server L7 7 H T

LS BNET WAREBEMER Session Recording Server UL FHHa#HTE. S8 7 #ANAET AEHNNEHREFR
IME % Session Recording Server #9id#2,

1. ERAEEERNHFER Session Recording Server,

2. }I7F Session Recording Server Eft,

Windows Server

Citrix

[ ]
Session Recording Administrator L... F- )_

e ) o Windows Windows
Session Recording Authorization C... Server Manager  PowerShell PowerShell ISE

Session Recording Policy Console

Session Recording Server Properties 1 g

Windows
Administrativ... Task Manager Contrel Panel

Firefox

3 B =

Google Chrome Event Viewer File BExplorer

Microsoft SOL Server 2019

Search
Server Manager

Settings

Windnwe Arreccnnac

A

3. FMESE 1 D BNERMBYE (UNC) RRUEFEMEMERRHIXH, EiRAFHR \\SRSQL
\SessionRecording\share # \\SRSQL\SessionRecordingRestored\share,
SRSQL AX 4RSS 2RI ENE,
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PE =
Session Recording Player T ER B S REBIBPTHETNS ($) WBRERTHXHEF. H—HFINSE
J61E 52370 Session Recording Server REER—&ITEN Lo

% Session Recording Server Properties — >

Storage  Signing Rollover Playback Motifications CEIP Logging RE* |}

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

sWaRS0LWSessionRecording ‘\share Add.

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
I YWSRSGL\SessionRecordingsRestored share I Browse...

Cancel Boply

4. @ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T# Session
Recording Server jEfft R AR IN—ME,

8. EnableLB
{E¥iE: 1 (D_WORD, ®XFEA)
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B Registry Editor
File Edit View Favorites Help

ComputetHKEY_LOCAL_MACHINE\SOFTWARE Citrix\ SmartAuditor\Server
Vl; Computer Mame Type Data
:EE:—E b‘iiﬁfﬁg 28] (Default) REG_SZ (value not sct]
L o E LOGAL MAGEINE 7| _Installed REG_DWORD 0x00000001 (1)
- BC_DDDDDD[;DD IﬁJAHowLiVeP\ayba(k REG_DWORD 000000001 (1)
HARDWARE _‘_‘_’JAzureSQLServiceAdminPasswo‘.. REG_SZ
SAM Q}_ﬂAzureSQLSeNi(eAdminUsema.‘. REG_SZ
SECURITY ab| DatabaseFailoverPartner REG_SZ
; SOFTWARE 3,"] DatabaseMame REG_SZ CitrixSessionRecerding
y Citrix o DeferredHashCalcFileSizeThres... REG_DWORD 000200000 (2097152)
Citrix Desktop Delivery Controller || %] DormantTimelnHours REG_DWORD 0xDD00O03D (43)
Citrix Session Recording Iﬁ]EnableAnaly‘t\(s REG_DWORD 0x00000001 (1)
InstallAgent I;'_EJ EnableAzureSOLService REG_DWORD 000000000 (0)
Metalnstall e EnableLB REG_DWORD x00000007 (1) |
SmartAuditor EQF]EnabIeRchrdmgActlunLclggmg REG_DWORD 0x00000007 (1)
Server I;'_é]EnahIeSRStnrageLngging REG_DWORD 000000001 (1)
XenTools 2| EnableWebBasedSrPlayer REG_DWORD (x00000001 (1)
HenToolsinstaller ab] FileStorageDirectaries REG_MULTI_SZ WWSRSOL\SessionRecording'share
KenToolsNetSettings ab] LinkEmail REG_SZ
Classes 5] LinkExpire REG_SZ 1728000000000
Clients ) ab] LinkHost REG_SZ
DefaultUserEnvirenment 3}_’] LinkSalt REG.SZ Kk2odaT4
‘i:zlgle %4 LoggingBlockState REG_DWORD (x00000001 (1)
Microsoft 3_‘_'] LeggingDatabaseFailoverPartner REG_SZ
Moszilla _‘_‘_’]LDggngatabaseName REG_SZ CitrixSessionRecerdinglogging
mozilla.org i’;'_é]LDggmgLoggingState REG_DWORD 0x00000001 (1)
ODBC 54| MaxOpenfFiles REG_DWORD 0xD00D2710 (10000)
OpensSH EE]NotifyMessageByCulture REG_MULTI_SZ
Partner 3_‘_'] MotifyMessageDefault REG_SZ Your activity with the desktop or programis) you r..
Policies f;'_uﬂplayba(kpmta(tinn REG_DWORD 000000001 (1)
Cualys Iﬁ] PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
RegisteredApplications 3_‘_'] PolicyFilePath REG_SZ ChProgram Files\Citrix\SessionRecording\Server\...
Setup J";'Aj] PolicyFileRefreshPeriodInSeco.. REG_DWORD 0x0000012¢ (300)
WOW6E432MNode i’;'_é]RoIeEasedSe(untyEnabled REG_DWORD 000000001 (1)
SYSTEM o) RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
HKEY_USERS %4 RolloverTimelnHours REG_DWORD 0x0000000¢ (12)
HKEY_CURRENT_CONFIG 34 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)

5. E#iEsh Citrix Session Recording Storage Manager iR,

$18 3: 7£ Citrix ADC HFE2E 7 2 T

BFM A ERLE Citrix ADC RECE A TH, B TCP E&M SSL &%,

g TCP ERACE T

UTRINET T MENET TCP BB E T,

o MNREERHVIEET Python 1 WebSocket AR$588 (A4 1.0) :
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i- MfQS? ADC Load Balancing H 5
= HTTPS TP ‘ 1301‘ 443 ‘ 80 ‘ ‘« rrrrrrrr >‘ 1301‘ 443 ‘ 80 ‘ ‘ H HTTPS 443
— 5 i ; : SAN Certificate

MSMQ 1801
HTTP
80 Session Recording Server

!
[l

!

[

] E
e SAN Cerificate

Session Recording Server

TTPS |HTTP
443 | 30

o O

Client

o MNREEANZ IS PFEER WebSocket R388 (hkZs 2.0) :

i— veo ADC Load Balancing 5
T ocket 80
- HTALES TCP ‘ 1801 ‘ 443 ‘ ‘ R A *‘ 1801 ‘ 443 ‘ ‘ HTTPS 443 SAN Certificate
MSMQ 1801
TP
80 Session Recording Server
=
. ]
L -
-
i SAN Certificate

Session Recording Server

HTTPS | HTTP/WebSocket
443 20

® 0

Client

ZEd TCP E@EkENHTE, BTMUTIR:
1. &F3 Citrix ADC VPX 326,

2. 213l Configuration (BZE) > System (%% > Settings (3&&) > Configure Basic Features (&
BEAIIEE)
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
I Configure Basic Features I
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration b
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. EFENHTE, ARBEHE,

Citrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

4. RN TFERSES.
SMEIREEE > AHTH > RS, ARBRHHRM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.
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Traffic Management / Load Balancing / Servers

Servers @ I
(Q Clck heretorsearchar you can enter ey - Vlue formt 5
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I % srv-1 @ENABLED 10633255 I 0

Total 1 25PerPage v Page 1 ofl

5. 3¢F WebSocket BRZ 288k 7 1.0, iEREA Session Recording Server #xiiixA 80, 1801, 22334 0
443 B H TEIRS. T WebSocket R 38hr4s 2.0, A& Session Recording Server F im0
80. 1801 #1443 Mt H TR

SMEREEE > AHTH > kS, ARRIHRM.

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services [/ Services
System > H
Services
AppExpert b
II Traffic Management v Services o Auto Detected Services 0 Internal Services &

I Load Balancing | e ‘ Statistics

Virtual Servers

- Click here to search or you can enter Key : Value format
Services Q Clickh you can ent !

Service Groups NAME SERVER STATE

| Mo action ~

Monitors No items
Metric Tables

Servers

Persistency Groups

Radius Nodes f

Priority Load Balancing [

N

Content Switching |

HIEFMNEDT AHTEHRSBANGI. EERUERSE, EF BT Session Recording Server &9 IP ik,
%% TCP 1ERRSH[IMY, AERANROS, BEHEHE,
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Cifrix ADC VPX (1000)

DEHLIE]L

Configuration

Reporting Documentation Downloads

® Load Balancing Service
Basic Settings

Service Mame*

srv-1-80

©)

New Server o) Existing Server
Server”®

srv-1(10.63.32.55) %
Protocol*

TCP 0]
Port*

80 @
» More

o [

¥ TCP thiX is BB E ZI B M A T HARSS .
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*
H tp >]| Add || Edit ‘@

 Binding Details

Weight
1

| State

ﬁ Clcse

BHA LANREFERUREEN.

Traffic Management / Load Balancing / Services / Services

Services Q

Services 4 Auto Detected Services '« 0 Internal Services « 6

[(oa | [eot | [ peete | [ statisies | | [ aawon - search v
a Name State IP Address/Domain Name Port. Protocol Max Clients Max Requests Cache Type Traffic Domain
[m] sv-1-1801 oUP 10633255 1801 TCP o 0 SERVER 0
[m] sn-1-22334 oUuP 10633255 22334 TP o 0 SERVER 0
[} srv-1-443 our 10633255 443 TCP 0 0 SERVER 0
M s-1-80 oUP 10633255 80 TCP o 0 SERVER 0
B_.

e

%5 WebSocket BR328hR4s 1.0 A7 FEiH O 22334 pfa B FERS.

6. AR TEEMRS 2.

stF WebSocket AR5 23hk 7 1.0, iE5EA U THBUARMEEO 80, 443, 1801 f 22334 M5 H T IR
%588, YF WebSocket ARs588hR7 2.0, E#mMimA 80. 443 M 1801 M BT & EMARS 2R, Fl:
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Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Edit Delete Statistics Action -
a Name State Effective State IP Address Port Protocol Method
] vsnu-80 oup oup 10633260 80 TP LEASTBANDWIDTH
a vsiv-1801 oUuP oUP 10633260 1801 TP LEASTBANDWIDTH
a vsnv-443 oup oup 10.633260 a43 P LEASTBANDWIDTH
[m] Vsv-22334 oup ouP 10.63.3260 22334 TP LEASTBANDWIDTH

SMEREEE > AHTEH > EPRSS, ARRIHRM.
Cifrix_ ADC VPX (1000)
Dashboard

Documentation Downloads

Configuration

Reporting

o ofd]

Search v
Persistence % Health Traffic Domain

SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP % 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0

Q) Search in Menu Traffic Management / Load Balancing / Virtual Servers
System .
Virtual Servers @
AppExpert
iTraHic Management | ~ | Add ‘

I Load Balancing I v

Virtual Servers

ou can enter Key : Value format

QII. ck here to search or

NAME STATE
Services
. No items
Service Groups
Monitors TiEl @
Metric Tables
Servers

Persistency Groups

Radius Nedes

Priority Load Balancing [

Voo

Content Switching

£/ Citrix ADC VIP #isitiR#E TCP iR inE & kAR S 28,

‘ Statistics ‘ | Select Action

EFFECTIVE STATE IP ADDRESS
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi

network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e
IP Address®

10 . 63 . 32 . 60 (@)

Port

80 (0]

RBE T EMRSEHEEE— KON AT TERS. Fla:

Citrix_ ADC VPX (1000)

DEE L LE] Configuration Reporting Documentation

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Exportasa Template

Basic Settings

Name vsrv-80
Protocol TCP

State ®DOWN

IP Address 10.63.32.60
Port 80

Traffic Domain 0

Services and Service Groups

A service is a logical representation of an application running on a server.

Downloads

Listen Priority

Listen Policy Expression
Redirection Mode

Range

IPset

RHI State

AppFlow Logging

Retain Connections on Cluster
TCP Probe Port

NONE
P
1

PASSIV
ENABLI
NO

A service group enables you to manage a group of services as though it were a single service. After creating a service group, you can bind it to a virtual server, and you can add services

Note: Bind at least one service or service group to the virtual server.

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need.

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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Service Binding / Service

Service @3

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4

ERATES %,
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo
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Persistence

Configure persistence to route all connections from the same use

persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)

Time-out {mins)*

2

IPv4 Metmask

255 . 265 . 26b . 2Bb

IPvE Mask Length
128

7. EiEiEHI88 L7 Citrix ADC VIP st eI2 ENIE R,

£, DNS Manager X
File  Action View Help
e z@ XEE Hm i
én D_NS Name Type Data Timestamp
e j Ll_SDC ﬂ_msdcs
w | Forward Lookup Zones j cites
> 2] _msdeslb.com jitc
> =l lb.com j‘ dp
» [] Reverse Lookup Zones — -udp
s 7 Trust Points jDomamDn;Zones
. = Conditional Forwarders || JForestDnsZones
Q(;ame as parent folder) Start of Authority (SOA) [47], Ibdc.Ib.com., hostma... static
Q(same as parent folder) MName Server (NS) Ibdc.lb.com. static
Q (same as parent folder) Host (A) 10.63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A) 10.63.32.82 static
Elteooc Host (A) 10.63.32.11 11/19/2020 11:00:00 PM
Host (A} 10.63.32.60
Host (A} 10.63.32.55 11/19/2020 2:00:00 AM
Elsrserver2 Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Q SRSQL Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
Eltsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM
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8. Ei@ HTTPS ifia) Web #&ik2s, i5H#ifR Citrix ADC #1451 Session Recording Server t#%5 SAN iEH,
SAN iE$82% Citrix ADC #1&4 Session Recording Server # FQDN,

n | Certificate >

General Cetals  Certification Path

Show: | <All= w
Field Value ™
@.ﬁ.uthnrity Key Identifier KeyID=693d13b5730dcb45ah. ..

CF‘.L Distribution Points [1]CRL Distribution Point: Distr. ..
.ﬁ.uthnrity Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WehbServer
Subject Alternative Mame

DMS Mame=netscaler.lb.com, ...

ceaatf2c434becie 388000904, .

E

mbprint

DMNS Mame=netscaler.|b.com
DMS Mame=10.63,32.60

IP Address=10.63.32.60

DMS Mame=localhost

DMS Mame=5R.Server 1.lb,com
DMS Mame=10.63,32.55

IF Address=10.53.32.55

DMS Mame=localhost

Edit Properties. .. Copy to File. ..

@ SSL EHECE T

LUFHRENET 7 30fai@d SSLENEAD & fa 2 o

o MREERHIEET Python 9 WebSocket AR$588 (A4 1.0) :

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 282



Session Recording 2407

& [F

SAN Certificate

ADC Load Balancing

5l

Certificate

HTTPS 443

== MSMQ
- 1801
VDA
l =T HTTPS|
443
VDA

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS
443

® 0

Client

o WMREFEAMIZ IS PHEER WebSocket BRS388 (s 2.0):

MSMQ
1801
VDA

HTTPS|
—

ADC Load Balancing

SAN Certificate

TCP | 443 ‘ 1801 } ------------ ’ 1301| 443 ‘

Session Recording Server

HTTPS/WebSocket(WSS) 443
Certificate

VDA

1. &F3 Citrix ADC VPX 326,

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS/WebSocket(WSS)
413

® 0

Client

Session Recording Server
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. $i1% Configuration (fi2&) > System (%%) > Settings (i%&) > Configure Basic Features (i
BEAINEE).

Cifrix ADC VPX (1000)

ET G LGE Configuration Reporting Documentation Downloads
Q Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration 5
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. #%$E SSL ENHM A T, ARBEHE.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

S5L Offloading HTTP Compression

.~ Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o [,

4. FIAEHTFERSES.

SMEIREEE > AHTH > RS, ARBHHRM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.
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Traffic Management / Load Balancing / Servers

Servers @
Q Click here to search or you can enter Key : Value format
NAME STATE IPADDRESS / DOMAIN
l v srv-1 @ENABLED 10633255

Total 1

TRAFFIC DOMAIN

25PerPage v Page 1 ofl

5. REHELE—FHHMPIE Session Recording Server il fa & F#ARS.

A4 Session Recording Server 0T A FEIARS

» (IXZfEMA WebSocket fRE28hR4s 1.0 BYAEE) 43E S TCP MesnimO 22334 19 SSL A& F#ifR

5

o HEE HTTPS 2889in 0 443 B9 SSL A 3T HiARSS
o 4PER| TCP f5M2sAviE 0 1801 A TCP fi & F#iARSS

flgn:

Traffic Management / Load Balancing / Services / Services

Services

Services 3 Auto Detected Services 0 temal Services | ¢

Configuration

State IP Address/Domain Name Port Protocol
LI 243 ssl

our

ou 2334 SSL

Reporting

Documentation

Sear

Max Clients Max Requests Cache Type

Downloads

Traffic Management / Load Balancing / Services / Services

System b .
Services
AppExpert b
ﬂ Traffic Management L Services i)  Auto Detected Services = 0 Internal Services 6
I Load Balancing | e Add ‘ Statistics | | No action ~
Virtual Servers
Q Click here to search or you can enter Key - Value format

Service Groups

Maonitors

Metric Tables

Servers

Persistency Groups

Radius Nodes
Prionty Load Balancing

Caontent Switching

NAME

No items

)]
@ >
@ >

SERVER STATE

e

Traffic Bomain
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(R4 15H WebSocket AR5 23hr4s 1.0 B9 A B E) K& Session Recording Server #ini1 22334
89 SSL i PR . BARHTERSWEMN, ERMEMRSE, %£3F Session Recording Server £ IP
ik, %E8F SSL EAMRSS#BIMY, BARKOS 22334, AGREHE,

BXR0, BERUTESEE,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-22334 @D

Mew Server o) Existing Server

Server®

srv-1(10.63.32.55) o

Protocol*

S5L e @

&

Port

22334 @

» More

o =

¥ TCP =38P ERINIARMBY SSL 2 T AR
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Binding Details

ad || Edt | ©

Weight
1 ®

| State

. |

#151 Session Recording Server 7z 443 #9 SSL A FHRS. BALHTERSNBN, EE
DIEARSS S, %% Session Recording Server #9 IP ik, %3 SSL {EARS SN, BAROS 443, A
BB EHEHE.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-443 @

Mew Server e Existing Server
Server*

srv-1(10.63.32.55) W
Protocol*

S5L e

&

Port

| 443 | @

» Maore

o [

¥ HTTPS M3 2INIARIMEY SSL 52 3 F&ARSS.
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

https E‘ Add it | @

Binding Details

Weight
1

 State

m Close

#E1 Session Recording Server #i0i% 0 1801 &) TCP R FHEiRS . BARH TERSWBIR, EE
HHEMRSs, %% Session Recording Server B9 |P #idik, %% TCP 1EARRS (MY, BAROS 1801, A
EREHE.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name®
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1 {10.63.32.55) S

Protocol®

TCP e {D

i

Port

1801 @

b More

o =

¥ TCP 2B SE NI TCP 73 F#ARSS.

Documentat
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

fcp > | | Add Edit |®

Binding Details

Weight
1

| State

- .

6. (IR4fEA WebSocket BR5588hR7 1.0 BIAEE) AifH 22334 195 SSL AEFHRSHFM HTTP REX
o

SMERSL > EEXH >HTTP EEXH, ARREHM.
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cCitrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Profiles / HTTP Profiles
System e '
I Profiles
Licenses
P TCP Profiles = 13 HTTP Profiles Database Profiles = 0 SSL Profil
Settings
Diagnostics Add
High Availability b
NTP Servers Q Click here to search or you can enter Key : Value format
Reports NAME DROP INVALID INVALIDATE HTTI
Profiles nshttp_default_profile » b'e
Partition Administration S nshttp_default_strict_validation v v
User Administration > nshttp_default_internal_apps v '
Authentication >
Total 3
Auditing >
SNMP b

%= WebSocket EEE S EH EZHMAINRE,
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HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams

100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20

HTTP/2 Maximum Header List Size
24576

HTTP/2 Maximum Ping Frames Per Minute
HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@

Alternative Service

Mark HTTP/0.9 requests as invalid

Mark RFC7230 Non-Compliant Transaction as Invalid

| Drop extra CRLF
Drop extra data from server

Adaptive Timeout

| Connection Multiplexing
Mark CONNECT Requests as Invalid
Mark HTTP Header with Extra White Space as Invalid

Enal:ﬂe WebSocket connections @ |

| HTTPWeblogging

FENHTTP EBEEXHMEF (a0 websocket_SSL),

Drop invalid HTTP requests
Mark TRACE Requests as Inve
Compression on PUSH packet
Enable RTSP Tunnel

Persistent ETag

REIFINRO 22334 B985 SSL AR THARS (FlW0 srv-1-22334), B +EEXM

cifrix ADC VPX (1000)

Dashboard Canfiguration Reporting

@ Load Balancing Service

Basic Settings

Service Name 2334
Server Name srv-1

IP Address 10.63.32.55
Server State ®DOWN
Protocol SSL

Port 22334
Comments

Monitoring Connection Close Bit NONE

Service Settings

Sure Connect
Surge Protection  OFF
Use Proxy Port YES

HA Status

Mot configured

Documentation Downloads

Traffic Domain 0
Number of Active Connections

Hash ID

Server ID None

Clear Text Port -
Cache Type SERVER

Cacheable NO
Health Monitoring YES
AppFlow Logging ENABLED

Use Source IP Address ~ NO
Client Keep-Alive NO
TCP Buffering NO

Partition ..
default

nsroot

o]

Help

Advanced Settings

+ Thresholds & Timeouts

+ Profiles

+ Policies

=+ SSL Profile

+ SS5L Policies

+ Certificate
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EEHTTP BEX#H (flsn websocket _SSL), RABEMKREPEHHENMSTH.

Profiles

Met Profile

v +
TCF Profile
v +
HTTF Profile
websocket SSL |l +
DM5 Profile Mame
W

Done

7. (IR4fEA WebSocket BRS588hR7 2.0 A RE) HiKO 443 py&1 SSL A TFHARS AN HTTP BEEX 4.
8. 7eigizHlgs £y Citrix ADC VIP i8I EHIE R

£, DNS Manager - O X

Eile  Action View Help

=2 | 7FXE=z HE § 88

én D_NS Name Type Data Timestamp
v & LBDC Tmedes
~ || Forward Lookup Zones j_SItES
2] _msdcslb.com j_t
|
= Ib.com j’ :
_udp

| Reverse Lookup Zones

i Trust Points jDDmainDnsZones

| Conditional Forwarders jFU’EStDmZU"ES
E(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma... static
E(same as parent folder) MName Server (MNS) Ibdc.lb.com. static
E(same as parent folder) Haost (A) 10,63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A} 10.63.32.82 static
Elieooc Host (A) 10.63.32.11 11/18/2020 11:00:00 PM
tscaler Host (A) 10.63.32.60
Elsrserven Host (A} 10.63.32.55 11/18/2020 2:00:00 AM
ElsRserver Host (A} 10.63.32.68 11/19/2020 11:00:00 PM
Elsrsat Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
QTS\IDA Host (A) 10.63.32.215 11/23/2020 2:00:00 AM
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9. AR TEEIIRS 3.
£/ Citrix ADC VIP #ifiE7RINA S $2 3 F & R Ik AR 55 28

o ([RLfEFA WebSocket fRS5 2807 1.0 YA HE) EF SSL #9iH0 22334 A BT EMARSS 28
o BF SSL 09RO 443 B BT RIE AR SS 25
o EF TCP 8vi%0 1801 Ayth HF B EIAIRSS 25

BXRG, BERUTESEE,

Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Delete Enable Disable Statistics Action -
a Name State Effective State IP Address Port Protacol Method Persistence % Health
[m] vsrv-1801 our our 10633260 1801 TCP LEASTBANDWIDTH SQURCEIP 00.00% 2 UP/0 DOWN
o vsrv-443 ouP oup 10633260 443 ssL EASTBANDWIDTH SOURCEIP 2UP/0 DOWN
[m] vsrv-22334 SUP our 10633260 22334 S5l LEASTBANDWIDTH SOURCEIP 100.00% 2 UP/0 DOWN

SMEREEE > AHTE > EPRSH, ARREHRM.

Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Virtual Servers
System > H
Virtual Servers @
AppExpert b
iTraHic Management | b | Add ‘ ‘ Statistics ‘ | Select Action

I Load Balancing I i - i
Q=, ck here to search or you can enter Key : Value format
NAME STATE EFFECTIVE STATE IP ADDRESS

Services
. No items
Service Groups

Monitors THEl @
Metric Tables
Servers

Persistency Groups

Radius Nodes (

Priority Load Balancing [

>
Content Switching [ b

£/ Citrix ADC VIP stk ineE & EiIMARSS 28, RS 2BBHR, 18 TCP 5 SSL, A0 EXFRERFMEX

wAS,.

E
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server
Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi
network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*
vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e

IP Address®
10 . 63 . 32 . 60 (@)

Port

80 (0]

» More

o [

RBE T EMRSEHEEE— KON AT TERS. Fla:
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e

Service Binding / Service

Service &

Edit

Q Click here to search or you can ente

NAME

srv-1-22334

] svi-443

srv-1-1801

Total 3

R4 ER WebSocket fRSS28has 1.0 BY, A FEEimO 22334 WA H FERS.

ERRHTE S
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo
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Persistence

Configure persistence to route all connections from the same use
persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)

Time-out {mins)*

2

IPv4 Metmask

265 . 25h

%)
£
o
]
(%]
o

IPvE Mask Length
128

(V45 WebSocket RS5880R4 1.0 A FE) Ak 22334 WHAHTEEIMNIRS RN HTTP BERE X 4

Profiles X

A profile is a collection of settings that can be applied to a NetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

‘ hd || + | | [websctket_SSL VI| + || /|
TCP Profile DB Profile

| |+l 9 P
LB Profile DNS Profile Name

|  E3(P2 ¥+l

10. 7£ Citrix ADC FR&es@ R E ] %Z R (SAN) iEH.

MBISIEBMAEMNE (CA) 3KEX PEM A8 0H SAN IEH, BISMEREEE > SSL > REB[IEPAS, 7
Citrix ADC Hr#REUH L EUE B,

BEXEAER, BB SSLIEH,
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4 Install Certificate

Certificate-Key Pair Name®

||bcarc|

Certificate File Name*

| Choose File v‘lhcard.cer |

Key File Name™

| Choose File -!r‘lhcarr:l.kegrr |

Password™

[# Motify When Expires

No SNMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Naotification Period

|3Cl

11. 55 SAN IEB4PEZIE SSL f1 i FEEIMARSS 2o

SMEREEIE > L HTE > BINBRSS R, 18T SSL AHTEHEDRSE, ARRERSS[IES.
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Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Mame vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Domain 0

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

MNo CA Certificate

AN ESR A SAN IEH, ARRTHE,

S 4: FEEWER Session Recording Agent L7 1% 61 3 P

1. ERAIREERNHF &SR Session Recording Agent.
2. T7 Session Recording Agent &,

3. WME@EE TCP /A Microsoft SEEBATI (MSMQ), ERMIMFE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 302



Session Recording 2407

7z Session Recording Server igh# A\ Citrix ADC VIP #tiik89 FQDN,

@) Session Recording Agent Properties —

Recording Connections

>

Session Recording Server: MNetScaler Ib.com

Session Recording Storage Manager message queue

Protocol: TCP L
HTTR/HTTFS port: Default
Fort Number:

Message life specifies the period during which data remains in the

message quels.

Meszage life (seconds):

Session Recording Broker
Protocaol: HTTFS e
HTTR/HTTPS part: Custom b

Carcs

Apply

25 Session Recording Server &, # HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\
MSMQ\Parameters F#&#inl IgnoreOSNameValidation DWORD EHEHIEEN 1., BXi¥4H

B8, BEREMRAFOXE CTX248554,

4. NRE@EI HTTP 5% HTTPS A MSMQ, BRIt B

(NRIEFBEETTR, EBGT) FEEiEsizg £ Citrix ADC VIP stk EAIER.
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2, DNS Manager

File  Action View Help

= D XE = Bm § 8
2 [ENS Name Type Data Timestamp
~ o LBDC T_msdcs
~ || Forward Lockup Zones j sites
-| _msdes.lb.com j_t(p
- | Ib.com -
| Reverse Lookup Zones j’Udp
Trust Points jDomamDnsZones
| Conditional Forwarders jFD'EStD”SZDHES
E—|(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma...  static
E—l(sameas parent folder) Mame Server (MN5) lbdc.lb.com. static
[—l (same as parent folder) Host (4) 10.63.32.62 11/19/2020 2:00:00 AM
i Host (A) 10.63.32.82 static
Host (A) 10.63.32.1 11/19/2020 11:00:00 PM
10.63.32.60
Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
Elrsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM

==

=81 Session Recording Server t,izfTpowershell.exe -file SrServerConfigurationSync
.psl -Action AddRedirection - ADCHost <ADCHost> &< L3 Citrix ADC NEE
BARMEI A EN. <ADCHost> J Citrix ADC VIP #th3itfy FQDN, 7£ C: \Windows\System32\

msmg\Mapping TEREEBEXMHE (0 sr_lb_map.xml).

EX Administrator: PowerShell

X infT PowerShell.exe Bdt#El SrServerConfigurationSync. psl FREMSIHRE,

ion. All r

7z Session Recording Server i+ A Citrix ADC VIP 33ty FQDN, f%0:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

304



Session Recording 2407

[ Session Recording Agent Properties — x

Recording Connections

Session Recording Server: NetScaler lb.com

Session Recording Storage Manager message queue

Protocaol: HTTP ~
HTTR/HTTPS port: Default ~
Port Number:

Message life specifies the peried during which data remains in the
Message queue.

Message life (seconds):

Session Recording Broker

Protocol: HTTPS v
HTTR/HTTPS port: Custom w
Port Mumber:

Conoe | [ opy

$B5: BEWER Session Recording Player L3z #5615 1

=% 7 Session Recording Player A#HE&ITHEN £, #& Citrix ADC VIP #tiiitsi H FQDN #RinA B &
Session Recording Server,

$E6: REAHTHETSATEREENME Session Recording Server

1. Bz Citrix B#=IE,
2. BERBAURFIRIE,
3. ## Web #E#33#0 Session Recording Player &) LB R HIS 4

S8 T: HINE% Session Recording Server

1. ER—FHFEE—AITEN, HEIHEN LN%E Session Recording Server #1 Session Recording B2
R BATIEREIR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 305



Session Recording 2407

Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement —
Feature (Select all)

v Core Components
— Session Recording Palicy Cansale
Features — - . B
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Administrator Loggin [+ e - ;
R Citrix Session Recording Broker and Storage Management
Summary
Install - Sess ilo n Recording .f.n.dmin istrator Log.gl'ng . . )
v Administrator Logging captures Session Recording Server configuration changes and
Finish

recording activities to the Session Recording Database.

— Session Recording Database
Citrix Session Recording Database

Back | Mext | Cancel |

2. fEA5MA Session Recording Server HHREIRER R, fl0:
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Citrix Virtual Apps and Desktops 7

Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
" Core C onents
e Configuration
+ Features
The Administrator Logging database is installed on the SQL Server instance:

+ Database and Server

SRSQL v

Administrator Logging

Summa
i Administrator Logging database name:
Install
|CitrixSessionReccrdingLogging v
Finish

Test connection...

W Enable Administrator Logging
_ This option enables the Session Recording Administrator Logging service,

] Enable mandatary blacking
_ This option blocks pelicy and server property changes if logging fails.

Back ﬁ Cancel

3. BRITEN LML XIS,

4. 1ER%#T Session Recording #iEER SQL Server £, $§Fr%& Session Recording Server i+ &k~ 5
IEIHEZH Session Recording #uigEF, REAEHSE db_owner PR, FIa0:
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Lt); Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
= | " - - o | a2 New Cuery P I o | - - | b | Generic Debugger -
gl v X @ Database User - LB\SRSERVER2S - o x
Connect~ ¥ *¥ (VIS P T sert = © Hob
= i@ SRSOL (SOL Server 14.0.900.75 - LB\ = »
=] Databases & Owned Schemas
Systern Databases & Membership User type:
Database Snapshots F Securables Windows user
= i@ CitrixSessionRecording # Edended Propet
Database Diagrams User name:
Tables LB\SRSERVER2S | |
Views Login name:
External Resources WVEHZ‘ ‘
Synonyms -
Programmability
Service Broker
Storage Default schema:
=] Security I |db° I
= Users
&3 dbo
&7 guest ‘Connechon
&2 INFORMATION_S Server:
ﬁ LBASRSERVER1S SRSAL
&3 LB\SRSERVER2S Connection:
&9 LB\SRSERVER3S LB'administrator
& oy ¥ View connection properties
Roles
Schemas
Asymmetric Keys
Certificates Progress
Symmetric Keys Ready
Always Encrypted Ke
Database Audit Speci
Security Policies
W CitrixSessionRecordingLoggi
Security - e
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W Database User - LB\SRSERVER2S — O x

Selecta page IT Script ~ @) Help
& General

& Owned Schemas
y 2 Database role membership:
& Securables Role Members

& BEdended Properties i db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner I
db_zecurtyadmin

O
O
O
O
O
[J
O

Connection

Server:
SRSGL

Connection:
LB administrator

ﬁ View connection properties

Progress
Ready

Cancel

5. {EM# Session Recording Server B9itBHlkF (g0 LB\SRServer2$) HZ=REIGEFMEMIREY/SA
BRHEESIHFE (130 SessionRecording #l SessionRecordingsRestored), #HfER
ETHE S

6. EE P 3 9% Session Recording Server iRiNAET#RS, AEHIENE EINIRS 2R UM A B TFERS
WINGE. THRAINESEIMARSS 2. 0.
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Cifrix. ADC VPX (1000)

DEELEL Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert
I Traffic Management W Select Action w
Load Balancing w

re to search or you can ent:

Virtual Servers

. NAME STATE IPADDRESS / DOMAIN
Services

srv-1 @®ENABLED 1063.3255
Service Groups @ @ ! -

. @ENABLED 10633274
Monitors

Metric Tables o=l
Servers

Persistency Groups

Radius Nodes (

cifrix ADbcvex (1

Dashboard Configuration Reporting Documentation Downloads

Q Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
ITmmc Management ~ Services )  Auto Detected Services 0 Internal Services | 6
Load Balancing o

Virtual Servers

Service Chaining

User

Services
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Menitors srv-1-80 eupP 10633255 80 TcP
Metric Tables srv-1-443 eurP 1063.3255 443 TCP
Servers srv-1-1801 eUuP 10633255 1801 TCP
Persistency Groups eup 10.63.32.65 22334 TCP
Radius Nedes @ euP 1063.32.74 443 TCP
Priority Load Balancing \I\ > oupP 1063.32.74 80 CcP
Content Switching \1\ > eouP 10633274 1801 CcP
Cache Redirection @ > srv-2-22334 ®UuP 10633274 22334 TCP
DNS > Total 8
GsLe @ >
ssL 3
Subscriber >
>
>
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q1 Search in Menu Traffic Management / Load Balancing / Virtual Servers

System

Virtual Servers

AppExpert >

<

ITraﬁicManagemenl | Add | | Edit | ‘ Delete | ‘ Disable | | Rename | ‘ Statistics | | Select Action ~

Load Balancing i

Q Click here to search or you can er

NAME STATE EFFECTIVE STATE IP ADDRESS

:Value format

Services

vsrv-80 L JUY euP 10.63.32.60
Service Groups

. vsrv-1801 eup eUP 10.63.3260
Monitors

vsrv-443 L JUS euP 10.63.3260
Metric Tables

Servers vsrv-22334 euP euP 10.63.32.60

Persistency Groups Total 4

Radius Nodes

Priority Load Balancing

Content Switching

Cache Redirection

DNS

GSLB

SSL
Subscriber

Service Chaining

=)
R N N VIV VR

User

Optimization >

Qarnritu ~
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Load Balancing Virtual Server Service Binding

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.32.55 22334 TCP
srv-2-22334 1063.3274 22334 TcP

7. % Session Recording #fUEHI A EXH SessionRecordingAzManStore. xml MEIEH Ses-
sion Recording Server E#ZI## Session Recording Server, Xl F <Session Recording
Server installation path>\App_Data T

8. ¥ MSMQ & HTTP 3¢ HTTPS BT ## Session Recording Server, ERMU TS BUSNYRIERE
i51TH Session Recording Server B9 RIEE,

EBAER Session Recording Server (5§l SRServerl) k, i&f7 powershell.exe -file

SrServerConfigurationSync.psl -Action Export - ADCHost <ADCHost >

&<, Ef <ADCHost> A Citrix ADC VIP # it 89 FQDN. LtES £ S H B EM R CH (40
SrServerConfig.reg).

¥ SrServerConfig. reg X#EEHIEIHFE Session Recording Server #izf7 powershell.exe
-file SrServerConfigurationSync.psl -Action Import,AddRedirection
- ADCHost <ADCHost> #%. EnableLB &i&#mM=I HKEY _LOCAL_MACHINE\SOFTWARE

\Citrix\SmartAuditor\Server T i # Session Recording Server Byt R &, H &

C:\Windows\System32\msmg\Mapping F&il sr_lb_map.xml xf.

9. BESZIRELURMSB—1 Session Recording Server,
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HEHER

+ %t Session Recording Server 5H CNAME i2R % ALIAS i2RBY, FRFREISiIE, BXFMM=L, BHSHM
IRAASZE CTX248554,

o REIXHTTLIEMEELRK, EREFEEEEASRATE (UNC) BEdh, BRI, 5% Citrix Session
Recording Storage Manager IREHIBEEXNEXI Automatic (Delayed Start) (B35 (ERBED)) .

£ Azure Z8E Session Recording LI FATE fa %

July 9, 2024

BEFRM

« IEBE Azure 23 Citrix Virtual Apps and Desktops g Citrix DaaS (LLgi#FJ Citrix Virtual Apps
and Desktops BRS).
o BB — Azure K,

418 1: 3% Citrix Virtual Apps and Desktops =212 L #2| Azure
==

ME RS Citrix ik A Z383518 Citrix Virtual Apps and Desktops T#EH G~ 1SO X & T # 2
Azure EY VM, EBGEHE 1o

1. 7 Azure ], BIE—NER v2 FiEtk P FESEAEsEE Standard.

Xt Azure FHERIFRA IR IREREE B #1To
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A\ Create storage account - Micros: X +

&« (&} & portal.azure.com/#create/Microsoft.StorageAccount

Microsoft Azure R Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

L L e G s s e AL s ¥ [ s e s i DU e D g S A L S e Sy Sy
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.

Learn more about Azure storage accounts '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
yaur resources.

Subscription * ‘ cse-dev-03-ca ~ |

Resource group * ‘ ~ |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * (1) ‘ |

Location * ‘ (US) East US v |
performance (D @ Standard O Premium

Account kind O ‘ StorageV2 (general purpose v2) v |
Replication ® { Read-access geo-redundant storage (RA-GRS) % I

< Previous Next : Networking >

https://portal azure.com/#

2. SMBIEEMEKS, SA/57E Blob service (Blob fRs3) 24 Hi%k#E Containers (F22) LIGIEAR,

&g ®s 2 0

Home >

= I | Containers

Storage account

[0 search (ctrl+/)
access keys

v O Refresh

Search containers by prefix (® ) Show deleted containers

Geo-replication

(]

CORS Name Last modified Public access level Lease state

Configuration You don't have any containers yet. Click "+ Container to get started.

Encryption

® o

Shared access signature

al

Networking
O security

8 static website
i
|

Properties
A Locks
Blob service

Containers

i ]

Custom domain
Data protection

Object replication

P % @

Azure CDN

5  Add Azure Search
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3. ¥ Citrix Virtual Apps and Desktops REEF LHIIAETF.
N < -orcn recources, envices, and doce G/

Home > yuchunjstg1 >

Upload blob X
[ yuchunblob/
Container Files ©
\p Search (Ctrl+/) « T Upload (& Change accesslevel () Refresh o \“Omx,VHmal,APps,and,Deskmps,-- E
3 Overview Authentication method: Access key (Switch to Azure AD User Account) [ overwite i fles already exist
Location: yuchunblob
£ Access Control (IAM)
| Vv Advanced
Search blobs by prefix (case-sensitive) J (
Settings
@ Shared access signature Name Modified Access tier Blob type Size
Upload
Access policy No results
1! Properties
O Metadata

$B 2. 7 Azure [JPHEIE SQL H£E LA

BXFAER, ESHCIE Azure SQL HE LA,

$1% 3. i Azure E#IH (VM)

St FE, 5%EE Windows Server 2019 Datacenter -Genl, XtF X/, i&1%1% Standard_D4as_v4 -4

vcpus, 16GiB memory (Standard_D4as_v4 -4 4 vcpu, 16 GB A7E). BxF4MER, EBHE Azure A
Fg)E Windows mE#liil.
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c

@ portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure

R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Your resources.

Subscription * ([ | cse-dev-03-ca v ‘
Resource group * @ | (New) Resource group N ‘

Create new

Instance details

Virtual machine name * (O | ‘

Region * @ | ws)eastus v |

Availability options () | No infrastructure redundancy required ~ ‘

Image * (@ l [ windows Server 2018 Datacenter - Gen' ~ ]
See all images

Azure Spot instance (O D

Size * (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) .
See all sizes

Administrator account

Username * (1) I

Review + create < Previous ‘ Next : Disks >
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S8 4 2R EH I Citrix Virtual Apps and Desktops 2125 7% Azure VM

8 ®o 0 o0

X
Search (Ctrl+/) « T Upload () Change accesslevel (O Refresh [i] Delete 2 Change tier & Acquire lease 7 View snapshots [ Create snapshot
I Overview D User Acco
A Access Control (IAM)
Q Show deleted blobs
Settings
@ Shared access signature Name Modified Access tier Blob type Size Lease state
I B & citrix vi i / : (
Access policy B [ ciuix Virtual_Apps_and_Desktops_7_2012iis0 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 4B 2 viewjedit
m
i1l Propert 4 Download
O Metadat, P
25 Properties
@ Genera te SAS
2 View previous versions

A View snapshots

£ Create snapshot

2 Change tier

& Acquire lease

[ii] Delete

$B 5. BTRERFLUE Azure VM £ Session Recording 4

BEXFMEE, BBA%E Session Recording Administration A

$E 6. BB Azure XHHZLUEMERFIG

BN Azure XEHZLUEMERGIE, BRUTSE:
1. £ Azure "] R, SIEEMEKF, AL Azure XHHE,
BXPHSENIIER, BEAEH Azure TP IBREE Azure XHHEZ, TRENGEENRE,

Session Session
FREIHR BRRFINZIE XHHZECH Recording Recording
(MB//)\ad) # X EHE (TB) Server #i2 Server A/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
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Session Session
REISTHEARND BRERHNRIE XHHEZRE Recording Recording
(MB//)\ee) k34 XFHE R (TB) Server & Server KX/
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X£9 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£9 10 2500-4000 SSD Premium 10 2 Standard
D4as_v4

XHEHERTERIESX 8 /. 8A 23 M IEANSIREXH—TANREBHRITEN.

2. 3% Azure XHEHEZEIRAFMNEILET Session Recording Server B9E#1,

a) UBEBREMBIHSRTR, ABBIEEIEEMN N <Session Recording Server 24 &12\>\Bin
X,

B I\ 1§ R T, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server i,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> f<,

He,

+ <storageaccountname> 2 Azure HEHEMHEIKF BT,
+ <filessharename> 2 EHF K FEEHNXHLZHN A,
« <accesskey> BB FiHIAXHHEZMZEMEHF 2.

BT AR LUREVERFEK R 28

o AL B EXHHZTEFANERERN B R EE T R P RIVERNF KA 2.
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1docs (G+/)
Connect X
i sesswnrecordmgs sessionrecordings
* SMB File share o
P Search (Ctrl+)) « T Upload -+ Adddirectory | 4\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
. Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found. —_—
m
Il properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& Backup [z v
Monitoring Authentication method

e QO Active Directory
fil Metrics
"I @ Storage account key

@ Connecting to 2 share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Lear more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
l C 1. i -

Juser:"Azure'
/pass:™DSjcn, ZWPxhckj TgGZ Ui 7 D

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

o
<
<

Learn how to circumvent the port 445 problem (VPN)

o AT LUEE B S FAENK P SUE A N S AR BV 18 2 SR SRR AN K - B $Ro
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,

i. $T7F Session Recording Server Ef%,

i, BEFHEETR_ERR,

iii. £/ \\<storageaccountname>.file.core.windows.net\<filessharename>\<subfolder>

BB UNC B2,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

volumes.

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different

File storage directories:

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHEFEERIHEERAIHE,

v. B Session Recording Server EE O A,

vi. ZRZEAREEREERE.

vii. RFIRTEEFHEBDH Session Recording Storage Manager RS THE,

Session Recording Server Properties

The “Citrix Session Recording 5torage Manager” service needs
to be restarted for changes to come into effect,

Do you wish to restart the service now?

SBT. NS

MNEREF %4 Session Recording Server, HiTENEEEERNAETESS. Azure RETHFEWREFERET

AHTERET, &EDABRES

UK N

=]
~Fr

1=

A

SEATE Azure HglE Citrix ADC. Azure faZ59%i28#0 Azure N ETEE M XY
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5% 1: 7£ Azure oI Citrix ADC VPX 524

1. £ Azure "]JPeR, SigZiESHEA Citrix ADC,

2. drixanc

Services Marketplace See all

Rece g Livearena Broadcast B citrix ADC

Namll Resources 8§ Citrix ADC 13.0 - Azure Stack

it Viewed

By Citrix ADC 121

= No results were found. 2w seconds ago
8§ Citrix ADC VPX FIPS

) yu 2w seconds ago
Documentation Seeall

=y minutes ago
Tutorial: Azure Active Directory single sign-on ...

@ =R . . minutes ago
Tutorial: Azure Active Directory integration with Citrix ...

& s Azure AD secure hybrid access | Microsoft Docs gy ago

<> SR Linux virtual desktops with Citrix - Azure Example ... ay ago

(%) sn Resource Groups ay ago

{} B No results were found. teeks ago

== 9 Didnt find what you were looking for? leeks ago

() st @) 11y searching in Activity Log | i

4> VN & Tiy searching in Azure Active Directory 10nth ago

(%) 1in Searching all subscriptions. Change fonth ago

Navigate

Subscriptions [ <] Resource groups All resources Dashboard

2. i#%#% Citrix ADC VPX Bring Your Own License (Citrix ADC VPX B#i¥83E) it%l, A58 T Create
(B1)o

O Search resources, services, and docs (G+/)

Home >

Citrix ADC =

Citrix

Citrix ADC < add 1o Favorites
CilrIX. % oo 0mings

Azure benefit eligible 7'

Select a plan | Citrix ADC VPX Bring Your Own License \/

Overview  Plans  Usage Information + Support  Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business' unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application delivery, a ¢ system, and or and automation for
applications across cloud or hybrid environments for greater agility. Citrix's all-in-one solution brings peint solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.
o Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.
Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

S

o Fmmtealiad Mt S i berheid oo Arelaimant ansine o manann swith & sinml mann thas meaidan sichiling and ~tnmarinn amenee Al fnrm fambare

3. EEROIEHIFA, ASTE Basics (BAE) BIFHIGEHMILE.

4. B VM K&,
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A Creste Citrix ADC - Microsoft Az X =+

« (&) 8 portal.azure.com/#create/citrix.netscalervpx-Tvm-3nicnetscalervpx-1vm-3nic-byol

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

L]
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * (O 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
05 disk type (D (“ Premium_LRS
i i (o)
Assign Public IP (Management) © (@) Yes
) ) i ) @
Assign Public IP (Client traffic) @ (®) Yes
Unique public IP domain name suffix * (O | d28e81a280 v
Azure Monitoring Metrics (0 O Enabled
(®) Disabled
Backend Autoscale (O O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings >

5. ENE, EREHERMEIRE, %iE ssh (22), http (80), https (443) (ssh (22). http (80). https
(443)) BFAHNERO,

EINMLIEE IR, MREBERE Session Recording 3%, Ma]LUEREEIMEINRS 33 FMIZE.,
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Microsoft Azure £ search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (O | (new) citrix-adc-vpx-virtual-network ~ ‘
Create new

Management Subnet * (O | (new) 01-management-subnet (10.1.25.0/24) ~ ‘

Cliert Subnet * () [ new) 11-client-subnet (10.1.29.0/24) v

Server Subnet * (@ | (new) 12-server-subnet {10.1.30.0/24) ~ ‘

Public IP (Management)

Management Public IP (NSIP) * (D) | (new) citrix-adc-vpx-nsip ~ ‘
Create new
Manzgement Domain Name (O | citrix-adc-vpx-nsip-23f12ee6b2 \/‘

.eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (&) | (new) citrix-adc-vpx-vip s ‘
Create new
Clientside Domain Name (& | citrix-adc-vpx-vip-23f12eesb2 \/‘

.eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP () O None

O ssh2)

(®) ssh (22), http (20), htps (443)

Review + create | < Previous | | Next : Review + create >
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= Microsoft Azure 2 Search resources, services, and docs |

Hoeme > Citrix ADC >

Create Citrix ADC

Basics VM Configurations MNetwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * (D (new) citrixadcvpred2b4be259 v

Create New

Network Settings

Configure virtual networks

Virtual network * (& | (new) citrix-adc-vpx-virtual-network ~ |
Create new

Management Subnet * @O | (new) 01-management-subnet (10.1.32.0/24) ~ |

Client Subnet * (@ | (new) 11-client-subnet (10.1.33.0/24) ~ |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) ~ |

Accelerated Networking

Accelerated Metworking (Management @ On
Interface) @ O off

Accelerated Metworking (Client Interface) @ on

© (O off

Accelerated Networking (Server @ on
Interface) @ O of

Public IP (Management)

Management Public IP (NSIP) * (@ | (new) citrix-adc-vpx-nsip ~

Crmmdo moa

Review + create | < Previous | | Next : Review + create > |

6. % Next: Review + create (T—#: & + ¢IE2) I Citrix ADC VPX SLAIHEZH BT Ko
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= Microsoft Azure £ Search resources, services, ai

Home > Citrix ADC >

Create Citrix ADC

G Walidation Passed

Basics VM Configurations Metwork and Additional Settings Review + create

PRODUCT DETAILS

Citrix ADC
by Citrix
Terms of use | Privacy policy

TERMS

By clicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (<} agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Micrasoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cze-dev-03-ca
Resource group srcmdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsraot

Password P

VM Canfinuratinns

MNext Download a template for automation

7. %FR IP (SNIP) #thi11t#0 Citrix ADC VIP #i3ib& B R FR—FM .,
SNIP sthitF0 VIP b L F R —F M. 7RG, Fi1& VIP thitigE 77E SNIP ikt 7P,
a) f=Lk citrix-adc-vpx E#iH.
b) F2k VIP tthatpF/,
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Microsoft Azure

citrix-adc-vpx-nic11

Home > srib )|

Network interface

|}7 Search (Ctrl+)) ‘ «

@ overview
=] Activity log
"R Access control (IAM)

L 4 Tags

Settings

B2 DNS servers

L Network security group
Hi Properties

B Locks

Automation

.f. Tasks (preview)

5 Export template

Support + troubleshooting
= Effective security rules
© Effective routes

R New support request

£ adc

citrix-adc-vpx-nic11 | IP configurations

+ add B X b O Refresh
IP forwarding settings

—
1P forwarding l Enabled )

Virtual network srazureautovnet

IP configurations

0 The associated virtual machine ‘citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.

‘ P search IP configurations

Name IP Version Type Private IP address Public IP address

vip IPvd Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)  ***

Home > srlb > citrix-adc-vpx-nic11

citrix-adc-vpx-nicl1 | IP configurations

Network interface

«
@ overview

@ Activity log

p}l Access control (IAM)
@ Tags

Settings

& IP configurations

B DNS servers

9 Network security group
il Properties

B Locks

Automation

2 Tasks (preview)

5 Export template
Support + troubleshooting
= Effective security rules

< Effective routes

8 New support request

+ Add X piscard (O Refresh

A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

IP forwarding settings

P —
IP forwarding |{ Disabled Enab\ed}

Virtual network srazureautovnet

IP configurations

Subnet * srazureautosubnet (192.168.1.0/24)

2 search IP configurations

Name IP Version Type Private IP address Public IP address

vip 1Pv4 Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)

c) B citrix-adc-vpx EMH

I 2: AIE Azure fiEitYhTes

Azure iR T TCP Bi@fRs3. TERT 7@ TCP E@# T hH T,
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sricpruled43

srtcprule80 SR-Server1
LoadBalancerFront... T = TN SRBackendPool :
= ) =
B ———————————— 1 v
o \ % SR-Server2

_ sricprule22334 -

N — /
\ - - V
\ — /

N, —_— /

, /

\“\grtcpru le SQ]’"

1. BIE Azure taZI9EES,

a) 1 Azure I'JP &AM Marketplace (i) +i%#* Load Balancers (fi#i 123,

= Microsoft Azure  [FellSCEREne T 0 & 7?2 © Yuchuanang@c|trlxg%r; '
. Services Seeall Marketplace Seeall
Azure servic
& Load balancers 3 KogSistem Azure Load Balancer Management
+ Load balancing - help me choose (Preview) £ Load Balancer / ADC -
Creati & Application gateways Y aiScaler Load Balancer & Site Acceleration N e services
resource  Front Doors £ Ishlangu Load Balancer ADC IS-5000 (5Gbps)
@ Web Application Firewall policies (WAF) Documentation Seeall
# CloudAMQP )
Recent resot Load Balancer | Microsoft Docs
# CloudMonix
What is Azure Load Balancer? - Azure Load Balancer
Name & Workload Insights

Azure Load Balancer concepts | Microsoft Docs

= CloudSimple Nodes
& srappevi | = P Quickstart: Create a public load balancer - Azure portal .
& CloudSimple Services

®) yuchunjiang Resource Groups
B Resources
&» SRLoadBalan No results were found
No results were found
4> SRVnet
() srtest Didn't find what you were looking for?

& LB-hubtest-T (B Try searching in Activity Log

— B Try searching in Azure Active Directo
= asfazuretests 9 Y

() srazureauto | Searching all subscriptions. Change

4> VNet-hubtest Virtual network amonth ago

7£ Create load balancer (fIZ2mZT#E28) TImAY Basics (B) &+ L, I TRPAEBIEE:

RE (=1

1Ti] R ERIITIEL

TR BN, EFEZ AIEIER sribtest,

B # X SRLoadBalance.

IR XI5 #%#% (US) East US ((:E) ZEH&I).
et #%#% Internal (W),

SKU i#£#% Standard (i74)

REPARIER BN, EFEZFIGIER srazureautovnet,
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®E

&

FM
IP sttty g
AR

Fan, ERZATRIER srazureautosubnet,

¢

5

£ Dynamic (513).

# Zone-redundant (XiERH).

e e e

Home >

Create load balancer

15 accessible via public IF addresses, or internal where it 1s only accessible from a virtual network, Azure load balancers also

support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn more.

Project details

Subscription *

L

Resource group *

Instance details

MName *
Region *
Type* ©

SKU* @

Configure virtual network.

Virtual network * (@

Subnet *

IP address assignment *

Availability zone * (@

Review + create

b) FMAHTFHRRR, QERRHL. STRRRNA A BTER,

o AN,

< Previous

| cse-dev-03-ca ™~ |
| sribtest ~ |
Craate new

| SRLoadBalance \/|
[ Ws) gastus v |

O e

o Standard Load Balancer is secure by default. This means Network Security

Groups (NSGs) are used to explicitly permit and whitelist allowed traffic. If you

do not have an NSG on a subnet or NIC of your virtual machine resource,

traffic is not allowed to reach this resource. Please configure an NSG to ensure

communication if needed. For outbound communication, an explicit
outbound rule is needed. Learn more about outbound connectivity G

| srazureautovnet e |
| srazureautosubnet (192.168.1.0/24) e |
Manage subnet configuration

O Static @ Dynamic

| Zone-redundant e

Next : Tags > Download a template for automation

MERFIRPEFEENANTER, ARRHEMNSHIZH Backend pools (Eimith). 2
& Add (FIN) ARG,
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2 BTN (]

Home 3| SRLoadBalance

SRLoadBalance | Backend pools

Load balancer

2 search (Ctrl+/) «

€ Overview

Activity log
N It
A Access control (IAM) o e
€ Tags

£ Diagnose and solve prablems
Settings

B2 Frontend IP configuration
' Health probes

7= Load balancing rules

B inbound NAT rules

il Properties

B Locks

Monitoring

E Alerts

fifi Metrics

? Insights

Automation

2 Tasks (preview)

5 Export template

WANERENEN, AEREAdD (RN,

Backend pool Virtual machine

Virtual machine status

Network interfact

Home > SRLoadBalance >

Add backend pool

SRLoadBalance
|
Name * | SRBackendPool I
1
virtual network (0 srazureautovnet (sribtest)
IP version @ IPvd

O 1evs

Virtual machines

‘You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no public IP configuration.

All IP configurations must be on the same virtual network.

Virtual machine 4 1P Configuration g, Availability set Ty,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network,

@ No virtual machine scale set is found in eastus that matches the above criteria

o AIETTRTE,

MERFRPEFECIEMNARTER, ARREEMNSHMIZFH Health probes (TR
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330



Session Recording 2407

W) o

e

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

2 Search (Ctrl+/) “« + add

4 Overview |P Search probes

Activity log Name Ty Protocol T Port
fa Access control (IAM) Mo results.

¢ Tags

42 Diagnose and solve problems
Settings
& Frontend IP configuration

& Backend pools

¥ Health probes

7= Load balancing rules

B inbound NAT rules
Il Properties

B Locks
Monitoring

K Alerts

4 Maetrics

@ Insights
Automation

iTa Tasks (preview)

5! Export template

Support + troubleshooting

BE Add (Fm) 7Ei%H 80, 22334, 1801 #1443 EAMMETTES BRI,

Home > SRLoadBalance

® SRLoadBalance | Health probes - X
Losd balancer
[0 search (curi+n | « 4 add O Refresh
Settings -
s (5 Fier by name.
B2 Frontend IP configuration Name protocol port Used By
® Backend s
ackend pooks SRealthProbe1801 T 1801 SRICPRule1801
¥ Health probes
(- SRHealthProbe22334 e 22334 SRTCPRule22334
%= Load balancing rul
0ad balancing rules SRHeakhProbeti3 Tcp 443 SRTCPRuled43
B inbound NAT rules
SRHealthProbesd Tcp 80 SRTCPRule80

1 properties

B Locks
Monitoring

@ Diagnostic settings
£ Logs

B Alerts

fl Metrics

9 Insights
Automation

i Tasks (preview)

[ Exort temolate

BN, EAUTIRERRD 80 LEIEEITRITERM.

®E &

B # N\ SRHealthProbe80,
Y % TCP,
wmA A 80,
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a1 =]
Interval (BYiEliaEIRR) 5
BITAEEEE FF VM @B T A EE Z a0 AR EHEI TR E R

EHESRMNRBBREL, BERE 20

SRS

Home > SRLoadBalance >

SRHealthProbe

SRLoadBalance

Save X Discard [i Delete

Mame *
[ sreeaitherobesd | B
S — |

Protocol ()

Interval * @
E |

seconds

Unhealthy threshold * &
2 |

consecutive failures
Used by @
Not used

o AINGEHTERN,

MERFIRPEFTIBRNAH TR, ARRELNSHMZHH Load balancing rules (f1#
FEMN) . 2E Add RN NS EHTERN,
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e e e

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules
Y™ Load balancer

|,D Search (Ctrl+/) | «

& Overview |P Search load balancing rules

Activity log Name 4 Load balancing rule
Ao Access control (1AM} No results.

€ Tags

pa Diagnose and solve problems

Settings

B Frontend IP configuration
B} Backend pools

T Health probes
Bl inbound NAT rules
Il Properties

E| Locks
Moenitoring

R plerts

fd Metrics

@ Insights
Automation

% Tasks (preview)

Export template

e

Support + troubleshooting

gE Add (i) FiH0 80, 22334, 1801 1 443 FINFETFEHN,

Home > SRLoadBalance

v= SRLoadBalance | Load balancing rules x

Load balancer

O search (Ctrl+)) « 4 add

Settings [ search load balancing rules

B Frontend IP configuration Name ™y Load balancing rule 4 Backend pool T4 Health probe N
® Backend pools SRTCPRule1801 SRTCPRule1801 (TCP/1801) SRBackendPool SRHealthProbe1801

T Health probes SRICPRule22334 SRTCPRule22334 (TCP/22334) SRBackendPool SRHealthProbe22334

= Load balancing rules SRTCPRule443 SRTCPRule443 (TCP/443) SRBackendPool SRHealthProbed43

B nbound NAT rules SRTCPRules0 SRTCPRule0 (TCP/80) SRBackendPool SRHealthProbes0

11l Properties

A Lodks

Monitoring

B Diagnostic settings
#® Logs

W plerts

fifl Metrics

@ Insights
Automation

i Tasks (preview)

1 Export template

flgn, ERAUTIRENKO 80 EIR S HFEHN.
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BAHR
IP Rl
A |P it

i

BTN

NEFAM

THRER (5%

TCPEE

b RR LR R (SNAT)

=1

g0, imAZ# SRTCPRule80,
%% IPv4,

%3 LoadBalancerFrontEnd.
#%#% TCP,

A 80,

A 80,

i#£3% SRBackendPool,

3% SRHealthProbe80,

%% Client IP (EFi% IP),
BRRMINEE,

EERERMH.

%1% (Recommended) Use outbound rules to
provide backend pool members access to the
internet ((#7%) (/BN G G- MH
Internet i/ AIAR)
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= Microsoft Azure

Home > SRLoadBalance >

Add load balancing rule

SRloadBalance

Name *

P Search resources, services, and docs (G+/)

| srrceruleso |

| —
IP Version *
® pva (O 1pve

Frontend IP address * (0

| 182.168.1.22 (LozdBalancerFrontEnd)

[ Harorts @

Protocol
(®1ce (uoe

Port *

30 |

Backend port * (D

|

Backend pool @

| SRBackendPool

Health probe @

| sRresithprobeso (e |
1

Session persistence (@

| cientie |
| IS |

Idle timeout (minutes) &

O

TCP reset

Floating IP @

z

S

« $®=ET Session Recording Server 89 Azure VM FRiNE G,
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335



Session Recording 2407

e e e

Home > SRLeoadBalance

~ Load balancer

2 Search (Ctrl+/) | “ + add () Refresh
& overview
B Backend pool Virtual machine Virtual machine status
Activity log
SRBackendPool
Ao Access control (IAM)

¢ Tags
&2 Diagnose and solve problems
Settings

E Frontend IP configuration

% Backend pools

T Health probes

= Load balancing rules
B inbound NAT rules
ill eroperties

2 Locks

Monitoring

BB Alerts

et

Home > SRLoadBalance > Add virtual machines to backend pool
SRBackendPool

SRLoadBalance

- @ You can only attach virtual machines that are in the same location and on the same virtual network as the loadbalancer.
O 1P Adaress Virtual machines must have a standard SKU public P or no pubii P
P Veren Locaon <= exstis Vil network <= SRVost Resoucagroup == sl Aaiaityset <= s
o
O ms 0 "N o i yset e Tags Notes
O sr-seren — ipcenfig? (107.15)
O srsenverz — ipconfig? (107.16)

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network

Virtual machine T4 1P Configuration 4 Avallability set T,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Load Balancer can be selected. Al of the IP configurations have to be in the same

@ o virtual machine scale setis found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ e —

Cancel

c) Mz Azure s FHTES,
MBLEGRSBAMBGE L, WaBERUTHEIRES NetworkinterfaceAndLoadBalancer-
ArelnDifferentAvailabilitySets, EUHRS23MEIZEON AR IP #iikxXEL,
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— Microsoft Azure

Home » srlbtest » SR-Serverl-ip » sr-server172 >

ipconfigl

sr-server1 T2

Public IP address settings
Public IP address

i/ - - - -\.
(_ Disassociate .I

Public IP address *

SR-Serverl-ip (20.62.236.36) A
Craate new

Private IF address settings

Virtual network/subnet
srazureautowvnet/srazureautosubnet

Assignment

@D o)

P address

3 450 4

%I 3: 872 Azure [ FAREFERIX
R
RARFEMX V2 R HadEAT NTLM fRIEEmERRiER,
1. 8UE Azure ZFRREFMX,
ERRNAEFMXNREE U TIEE,

« 7£ Basics (B#) #®IEL, 3§ Tier (%4) i&&5 Standard (15#),
« 7£ Frontends (#ii%) %Ik £, 3§ Frontend IP address type (fiif IP #ifik28Y) i&E 4 Private

(ER). MNABEFMXEREREAHETES,

2. ANEH.
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Home > SRAppGWV1 >

Edit backend pool

A backend pool is 2 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

AGbackendpoc

Add backend pool without targets
N - )

Backend targets

2 items
Target type Target
IP address or FQDM 192.168.1.12 [ ==~
| IP address or FODN 182.168.1.18 I i .
| IP address or FOQDN v | | |

Associated rule

SRHttpRules0
SRHttpRuled43

3. BIEHTTP RE,

Azure ZREFMXERSZH HTTP A HTTPS LUERIEREHEIEHRARSEE. FimEa 80, 443 #1 22334 ¢l
EHTTPIgE,

+ %0 80 LRI HTTP
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Home > SRApPGV1 Add HTTP setting ;
v= SRAppGV1 | HTTP settings

Application gateway
HTTP settings name

P Search (Ctrl+/) « + Add SRHttpSetti

A ACCESs COnuon Ay

© o [P search HTTP settings Sackend provoco!
P
Name Port @ urre O wrres
£ Diagnose and solve problems
I SRHttpSetting80 80 ] Backend port *

Settings

i SRHtpSetting443 443 80
= Configuration SRHttpSetting22334 22334

Additional settings
@ Web application firewall
Cookie-based affinity ©

! Backend pools O Enable (®) Disable
Y= HTTP settings

Connection draining O
B Frontend IP configurations O tnable (@ pisable

23 Listeners
Request time-out (seconds) * @

= Rules 20 |

T Health probes Override backend path ©

Properties |
B Locks
Host name
Monitoring By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
e unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
erts

extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

B Diagnostic settings

o %0443 EBHTTP

ENAREFMX V1 RAFERERRSBFESHRIBER. SHEILERE Base-64 4387 X.509
(.CER) XM EIHRIRSZIIERBMNH. BXWMAM TLS/SSLIEBHSHABMER, BBRSHEHN
IBES (EAF v1SKU) .

Home > SRAPPGV1 Add HTTP setting
SRAppGV1 | HTTP settings

Application gateway

HTTP settings name

O Search (Ctrl+/) « + Add HttpSettin

R A Conuon ) R

@ Tags 0 Search HTTP settings Backend protocol
Name Port QO urIP @ HTPS

2 Diagnose and solve problems
SRHttpSetting80 80 Backend port *

Setti

etings SRHtipSetting443 443 I 443

& Configuratior

= Configuration SRHttpSetting22334 22334

Backend authentication certificate
@ Web application firewall
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of

% Backend pools the backend servers to this HTTP setting
7= HTTP settings Use for App service
B Frontend IP configurations O ves
Listeners .
Certificate
Rules
srlb
¥ Health probes
- + Add certificate
1l Properties
8 Locks Additional settings
Cookie-based affinity ©
Monitoring P “
(® enavle O Dpisable
W Alerts

i Metrics

&l Diagnostic settings
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S wvem i g G

Home > SRAPPGV1 Add HTTP setting
v— SRAppGV1 | HTTP settings

™ Application gateway Connection draining ©

(O Enable (®) Disable

[0 search (cu+ « + Add
R ALLESS OO Ay N Request time-out (seconds) * ©
o [P search HTTP settings B ‘
ags
Name Port X
& Diagnose and solve problems Override backend path ©
SRHttpSetting80 80 ‘ ‘
Settings
SRHttpSetting443 443
= ig Host name
& Configuration SRHttpSetting22334 22334

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header

@ Web application firewall
unaltered to the backend. Multi-tenant services lie App service or API management rely on a specific host header or SNI

% Backend pools extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.
Y= HTTP settings Override with new host name
p o)
& Frontend IP configurations 2
33 Listeners Host name override

N (®) Pick host name from backend target
Rules
(O Override with specific domain name

1 Health probes

1! Properties
eg. contoso.com

B Locks
Use custom probe ©
. ®
Monitoring Yes (® No
N Alerts

fifl Metrics

e

B Diagnostic settings

* %M 22334 LR HTTP 5 HTTPS

9N WebSocket £/ HTTP, iEER5iwO 80 HREMIEE,
9N WebSocket 5/ HTTPS, iBfEAS5HNO 443 HHRINIRE,

4. NI |P ik,

Home > SRAppGV1

&5 SRAppGV1 | Frontend IP configurations - X

Application gateway

O Search (Ctrl+/) | « [P search frontend IP configurations
R ALcEss Conuor A .
Type Status Name 1P address Associated listeners
@ Tags
Public Not configured
& Diagnose and solve problems
Private Configured appGwPrivateFrontendip 107.06 SRListener80, 2 more

Settings
& Configuration
@ web application firewall
® Backend pools
= HTTP settings
B Frontend IP configurations
23 Listeners
Rules
' Health probes
11! properties
B Locks
Monitoring

AN Alerts

Metrics

B Diagnostic settings
5. AINIAES,

im0 80, 443 # 22334 LAsNfirRes, FI40:
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Home > SRAPpGV1

53 SRAppGV1 | Listeners - X

Application gateway

£ Search (Ctrl+/) « + Add listener () Refresh
2 ACtess Conon Ay
Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
@ Tags Application Gateway, it is automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules.
Learn more about listeners and WebSocket support.
[P Search listeners

£ Diagnose and solve problems

Settings Name Protocol Port Associated rule Host name
& Configuration SRListener80 HTTP 80 SRHttpRule80

@ Web application firewall SRListener443 HTTPS 443 SRHttpRule443

% Backend pools SRListener22334 HTTPS 22334 SRHttpRuIe22334

7= HTTP settings SSL Policy

& Frontend IP configurations The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.

Learn more about SSL policy.
Selected SSL Policy
L Rules Default (change)

25 Listeners

' Health probes Min protocol version

" TLSvi0
11! Properties

Cipher suites

B Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
W Alerts TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
- TLS ECDHE RSA WITH AES 128 CBC SHA

@l Metrics

& Diagnostic settings
« 30 80 ERIMIFER

p — ! SeNiCESI S —

Home » SRAppGV1 >

SRListener80

SRAppGWV1

name (@

SRListenerg0

Frontend IP* (i)

| Private A4 |
Port * (&)

[ 80 v|

1@

HTTP TTPS

Associated rule
SRHttpRuleg0

Error page url

O Yes @ No

o im0 443 ERYIIPRES

PIEBERIEBHECE HTTPS (PR AIIEB EHE Azure 1P, BXEMER, ESIH TLS £1b
SFIERMEZBERIES.
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Home > SRAppGV1 >

SRListener443

SRAPPGVT

Frontend IP* (@)

Private = |
Port * (&)
443 /|

Protocol @

Choose a certificate
O Create new @ Select existing

Certificate ®

| Ibde v

\:' Renew or edit selected certificate

Associated rule
SRHitpRule443

Additional settings

TISTEmeT Tfpe (0

@ Basi O Multi site

Error page url

O Yes @ Mo

o %0 22334 EAY0AEE

9N WebSocket /A HTTP, EERS5HEO 80 HHREMVIZE, 1R WebSocket £/ HTTPS, &fER
5340 443 HENIEE. UFREISTRTHO 22334 £ HTTPS (338 &,
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= Microsoft Azure ' Search resource

Home > SRAppGWV1 >

SRListener22334
SRAppGY1
Listener name (@

SRListener22334

Frontend IP* (i)

| Private s |
Port * (i)
| 22334 v|
Protocol @

HTTP HTTPS

Cheoose a certificate
O Create new @ Select existing

Certificate *
| Ibdc v

D Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

O Yes @ Mo

6. BUEIERERERMN,

HimE 80, 443 1 22334 gl Fla0:
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P Search rsoutces,sevioes and docs (G+1)

Home > SRARRGV1
53 SRAppGV1|Rules - X

Application gateway

[0 search (ctrt+n « =+ Request routing rule
A AGKESs CONUO! AN
[ 2 search rules

@ Tags
Name Type Listener
£ Diagnose and solve problems
SRHItpRuIe8O Basic SRListener80
Settings B
SRHttpRuledd3 Basic SRListenerd43
-
& Configuration SRHttpRule22334 Basic SRListener22334

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

1 Health probes
11} Properties
A Locks
Monitoring

B Alerts

fil Metrics

B Diagnostic settings

« 30 80 AYREEFLIY
SRHttpRule80

SRAppGWV1

Configure a routing rule to send traffic from a given frontend IP address to one or maore backend targets, A routing rule must
contain a listener and at least one backend target.

s ]
[ =}
m
o

me SRHttpRule80

" Listener | “Backend targets

A listener “listens” on a specified port and IP address for traffic that uses 2 specified protocol, If the listener criteria are met,
the application gateway will apply this routing rule.

. SRListenerso Y
Listener *

SRHttpRule80

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

=
&
o
&
3
o

SRHttpRulesD

“Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection

Backend target * (O | AGbackendpool ~ |

SRHttpSettingao N
HTTP settings * (0 | P el |
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o U500 443 BIERERFNI
SRHttpRule443

SRAppGY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRuled43

*Listener | * Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

| ~
Listener * SRListenerd43

SRHttpRule443

SRAppGW1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool (:) Redirection

Backend target * | AGbackendpool ~ |

. SRHttpSetting443 ~
HTTP settings * @ | P 9 |

o W0 22334 MERERALN
SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule22334

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule,

i %
Listener * SRListener22334
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SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type (®) Backend pool () Redirsction
- AGbackendpool Ny
Backend target* (@ | cxendpoo |
| SRHttpSetting22334 — |

HTTP settings * (D

7. $#%®=%7 Session Recording Server # Azure VM iR INEI Simith.

8. RI\AIRFLE CTX230015 E2E Session Recording Server,

R R

July 5,2024

RS BB & TER% Session Recording A 32L& 2 [FRI e BT —LLRMAER S Ko

i

o
= .

AMRFEFALRSHTENG, ARFEENTRRERR. Citrix TEHRIEEEMRFESEA T LS
MEYERREBIS URRR, EREMRFIESRTEIENG, EREIMRZE, BSLHITED,

ZETEEICR

August 13,2024

) Session Recording Server k&5 VDA Li9HE S AFIBEE H R

ETFXEBRERIER T, B a4EEE VDA L Microsoft JHERAFI (MSMQ) BRMRAKX/, MTISHEIEEER
BKIE,
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« £ VDA%, JHEMFIEEMNENERBE £ HER,
+ VDA 5 Session Recording Server Z EIMIM4EERE, FItHSF£1E VDA iHRIBATIH,
+ Session Recording Server infIBAFIECEE AT, HEF7E VDA iHaIBAFIH,

AT EBFiSEM SRR, Session Recording pILUEIRBIEHAFH N AEIRE 4 Session Recording Server,
UEE Windows EHEERFER. BINERTEALIIEE. TUFEAB VDA LR T EMREZRBMENESB
%INRE:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent\DiagnosticLoggingEnabled

BEHE: 1=-88/A, 0=-8%HA

AT LU B X L B E R LUE Session Recording #iEEH{REHIBTIE, ALk, 15 Session Recording Server
B EEEFziEm £, SAGEE Retention period for diagnostic logs (2 BEMREZERIR) . BHAER 30
Ko
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[}y Session Recording Server Properties

Admin logging

[] Enable Logging Service

Enable Mandatory Blocking

Enable Playback Justification Logging

Diagnostic logging

—_— X

Storage Signing Rollover Playback Notifications CEIP Logging RE «|» |

This option enables the Session Recording Administrator Logging Service.

This option blocks policy and server properties changes if logging fails.

This option requires users to enter the reason when playing a recording.

Retention period for diagnostic logs: 50

| day(s)

OK

Cancel | Apply
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LEIRSIFAM KM

July 5,2024

%4 Session Recording Server B#XK, #HE/REIRMES 2503 #2502,
fRARAR: EEXMHFE C\windows\Temp BipialzEHIZIR (ACL), WHMR “AutAFMA" WX HREEFS AN
fRo T, EFNFME AR,

RERAERNIH S BUEERERK I

July 5,2024

% % Session Recording #iE %5 Session Recording Server B, ifiEZE LM H & 75128 S Database
connection test failed, Please correct database instance name ($UREREEIENIRKN, EFIEEIRRESE
BIZHFR) , BNEEIERESLFIB R EMRtB 2L,

FERERT, BRERIAFAFEF A SQL Server HEMIR, AILIEEMRERHIKK,

RETAEZEIRS

July 5,2024

Session Recording Agent 7t 3% i 1% 2l Session Recording Server Bf, ¥ i2 & Exception caught while
sending poll messages to Session Recording Broker (& Session Recording Broker % %4 B 8%
BRIRE) EHEHBURBRENSR, EREENAREEEAMNERER. XLERETE:

o EMEEE X, Tiin SSLITLS 2@ ERUEEXR. LLRERT Session Recording Server {E/AH
R HE Session Recording Agent BBRSS BB RS ESEHE Session Recording Agent #IBRS5 28¢5 CA
IEBE CAEBIES. HE, IEPIRETHHERSH.

fRRZ: 1EHEE Session Recording Agent MIARSS 28 L REIEHK CA S, FERAZEEN CA,

o E2ARSERIREIFEIR: (403) ERLL, BREATREMN HTTP #TEENSHILARE HTTPS $#i%. %
Session Recording Server Bt BHIELERE, EAZRITENUESRLERE,

fRR7%: 5/ Session Recording Agent E1ti§ Session Recording Broker &2k HTTPS,

+ Session Recording Broker 7£i¥ &R FIHRKEBNREIARMEIR. HIRAE 5 GhagiEs), GXE4HE
B, 1&%i7 Session Recording Server L WE#4HE, BHKIEHIEREITREIRISTENS L E IR,
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SHEUEIRMEREA: M Session Recording Authorization #5I8HEEEBAEHRRT E@EiT S KK
IEMARAE (BRIARLER) .

RARAZR: BEBSEMHRIENAFRARNELAE, FIFEESD Session Recording Agent HE MRS 28
ANEREE ARG,

o EREEEXA. RESB/XAT RMRIFEIRSHIERE, LHEIRKT Session Recording Server EX A
TEEZIER, IS ATRERAFRANRSREENBR), HEE MRS B[BTREL FRAIRS,

R BIE Session Recording Server REEREFHIERTING, #1R IS E1ERS 2 LIETT,
o mIZPRSEREIFHIR: 401 CREFN) . HEREIUTAHREN:

- 1£/55h Session Recording Agent BRSZEY, #iR 401 fHiZMHIREWICRESHAEF.
- HEIEEIHE Session Recording Agent £,
- 7£ Session Recording Agent EX#EREIRIERFIH.

iR AR iR NT AUTHORITY\Authenticated Users A2 Session Recording Agent Lt B4R
BIR 5o

‘A~ Computer Managemen|
File Action View Help

e« 7B XE = HE

& Computer Management || Name Description
# 1li system Tools M Administrators Administrators have complete and unrestricted access to the computer...
» @ Task Scl_'leduler #Backup Operators Backup Operators can override security restrictions for the sole purpos..
: Q E:‘em:f\ﬁr & Cryptographic Operators Members are authorized to perform cryptographic operations.
> ared Folders S . s .
. ; Local Users and Gr 2 Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
1)
- #Event Log Readers Members of this group can read event logs from local machine
1 Users 9 group 9
- .
1 Groups & Guests Users Properties ——— S— @g by defaul..
» (%) Performance &S _IUSRS — E—
= Device Manager & Network Configuratiq | | General es to ma...
4 [ Storage # Performance Log Use ) € counter...
{=f Disk Management || & Performance Monito % Users locally a...
+ B4 Services and Applicat|| & Power Users ossess limi...
&% Remote Desktop Use - - ly
) Description: Users are prevented from making accidental or intentional
2 Replicator I system-wide changes and can run mestapplications

& Users E :l‘> bem_wid___
& HelpLibraryUpdaters Members:

2 Message Capture Usg| | | S CTRITE\Domain Users Microsoft ...

P s | NIE, YT AUTHORIT Authontoated Users (S-1-3-11) | |les to be as...
:E'SQLSENEQUUSMSSQ | ﬂg NT AUTHORITYAMINTERACTIVE (S-1-3-4) (les to be as..
2 SQLServer20055QLBr By svask ||es to be as...
BSQLServerDTSUser$N| \les to be as...
I sQLServerFDHostUsel) |les to be as...
HSQLServerMSASUsery) \[es to be as...
BISQLServerMSSQLSendl| \[es to be as...
SQLServerMSSQLUsel ||es to be as...
:E'SQLServerReportSe W ’ Add... ] [ Remove ] grla:gte:ﬁfc:vfi;;ﬁig:::i::n&zer s to be as...
B sQLServersQLAgentl)| logs on. les to be as..
B WinRMRemate WMIU| ligement p...

T

& vmware__
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AR5 88 T A R iR

July 5,2024

% Session Recording Server F%i%#%ZI Session Recording #iEER, ARt ETREMUATABTNEIREEZ

EHRR:

5 SQL Server EINEEI AL SMEHE XNREFRFENHEIR, LERHNENARFEFEATH, 1D 72047, 7
L7 Session Recording Server EMEHEERTHRIIEHEE,

Citrix Session Recording Storage Manager Description: Exception caught while establishing
database connection. (E7&: Citrix Session Recording Storage Manager #it: 3237 $iE EiE AT
REFH,) HIRRETRTE Session Recording Server WEH4EERTWNBAEFEHEET,

Unable to connect to the Session Recording server. Ensure that the Session Recording server is
running. (&;4i%#% Session Recording Server, i&#if® Session Recording Server [E7£i517.) A& Session
Recording SERIZHI A2 BRI EIRES.

RRSZ:

o WEIHI RS2 ERET Microsoft SQL Server, {Bk&EH Session Recording Bt & [E#IFIER S IR B.
ZIRS /LTS A TCP/IP 1hi¥, #1517 SQL Server Browser iR, BXxEAXLEIZENES, ESA
Microsoft x4,

+ Session Recording R#Hiial (“B1” #49) RETHIRMVIRS 8B/ HIEERSS, EEH Session Recording
WIEEHEMTE, MIRHERNER.

+ Session Recording #URERS /AT XARS. BERIEZRSBES L FEERS.

+ &% Session Recording Server Bit &3+t E Session Recording ¥iBERSS 2T BT AT A
B FQDN 3¢ NetBIOS &#F, i&fEMA ping i $WIEX L T2 T Al .

+ ¥0% Session Recording #IBESR M AISEE, UHEFERLYF SQL Server %, BEXFHER, BEBRA
https://docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-
allow-sql-server-access?redirectedfrom=MSDN&view=sql-server-verl5 L# Microsoft X=,

Logon failed foruser ‘NT_AUTHORITY\ANONYMOUS LOGON’.(F5~ “NT_AUTHORITY\ANONYMOUS
LOGON” ER%kM,) ERHER A, U \administrator B4 $#iRE R T RS,

BABR. BUSHAGAFRSHERRBRS, FEMB SQL RS,

BEERBIMINER

August 13, 2024
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AILEERBIKINE, THREDSRH T HEEDNRFRBHAERIE, REIMHERNTTESZNT:
RPN = IR EIRIE/ LEEDREIRENSIE DI

BEFMN

« ItEIIEEERE Session Recording Server &1fhzzs 2203,

CEFBRBARENSERIBEUHETRERITE, %0 %% Broker PowerShell & 12 & 5t (Bro-
ker_PowerShellSnapin_x64.msi), & L #£ Citrix Virtual Apps and Desktops ISO (\x64\Citrix
Desktop Delivery Controller) L#kFlizE2 8w, AGRBIRARITRE,

« ¥t F s Delivery Controller, &% &R Citrix Virtual Apps and Desktops PowerShell SDK, 3¢
F Citrix Cloud ##9 Delivery Controller, &%/ 4R Citrix DaaS iz42 PowerShell SDK, EffiE <%
MERAMA SDK, EEREERERHIKEEREER Delivery Controller.

R

EEFRNBERNIERINE, BRBUA TSR
1. FRAEEUSIRMIZAF KA ERERET Session Recording Server 89+ & .
2. Bnh PowerShell H3§ La1IRENB TR **\Bin™* XX 3%,
3. RIEHBXREEITHL:
 XF 74 Delivery Controller, FREBEESITUTE—HS:

- R Session Recording Server # FQDN 5435 %) Session Recording Server BIEHH#
FQDN #8[E, i&iafT **SsRecUtils.exe -CalcRecSuccessRate **,

- WREFEAIERHEIEETHEXER, Ei51T **SsRecUtils.exe -CalcRecSuccessRate -
SRBrokerURL < BEXEE >**, BEXEHE >

« %F Citrix Cloud ##4 Delivery Controller, &&RIEITUTEHS:
- Add-PSSnapin Citrix.Broker.Admin.V2

- **Set-XDCredentials -Customerld “<Citrix Cloud customer ID>" -SecureClientFile “<
T2EPIHEXHERZ >" -ProfileType CloudApi -StoreAs default™ e &FFIHEXHFERE >

- get-xdauthentication

- SsRecUtils.exe -CalcRecSuccessRate CloudDDC

4. BEERFIMIE, NRFHTHSUREDRFREHOFAERIE, WRHEBIIERAN 100%, BN, REFKIHEE
F 100%, RSGiRTERERHEIEFAESHXHRRMBIRE G Fa0:
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100% RHIRTHE

Bl Administrator: C:\Windows\system32\cmd.exe - a X

50% RHpLIhE

Bl Administrator: CAWindows\system3Z\cmd.exe - a X

RARHIZIE

August 13, 2024

MRKRRINRHINAEFRIE, E1E Session Recording Agent #1 Session Recording Server EfEHFEES
PR AEFEHAS, XEMATUIRHENENIZHES.
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MRARFBIZE, AJREMRERIBEL TRR:

o AEZEFER. SR Session Recording AHFEE Z @A #TEE, STERFITESKK,. ERERFHR
A, ERIERTERMEAG ERELENERERNITEN, URMBIIBREHNEREBERRE,

o RIMANEBItEN. Session Recording i&it ATEHIFIERIEIT, MRERTE Active Directory sk Azure
Active Directory IFB 51T, FIRERBEIRKIRA. HERFA Session Recording AAH#7E/E T Active
Directory 3=k Azure Active Directory 189 &89t B 51T,

o RFHZSEMEEHE, Session Recording B EIREESHAITANSE —NE LGN AEFELE. S
ER—EPIT AN AEFEFREEENE— NN AEFEROERRE, EMHESELZEEDREAR, 1§
FERRIZRIERIERS VDA LA PRI ARER.

o REARKL, BAMBERT, EZR1ERIERS VDA £R% Session Recording Agent RIS/ VDA IR %ITh
BB BEMRHIRIEEBERNARREZGE, A FIERE,

o SERRFIRBAALITRE. NIEIEHEEEDREREANE, F2REZE.

+ Session Recording fREXiz1T. WTFERHIMN=IE, Session Recording Agent BREHREZRIEIRIER
4 VDA L£is1T, #H Session Recording Storage Manager RS %4 57£3E & Session Recording Server
it EH LiETT,

o RECE MSMQ, MR K7EE1T Session Recording Agent BARSES 25 L LUKITE Session Recording Server
Bt EN L ERERE MSMQ, mTaEs IR biaE,

T EEELRNRIERER

July 5,2024
WNRTERER Session Recording Player ZERHIHENBRIRME, AR ERUTHIZES:

THRHNZIEXHRK. FARFEFZIERR. RSBEENFRIFILINE. EIRRARSHBEENFRIFICR
=

fRAR752: 1% Session Recording Server B, #EFEHOAT £, RAEERAFLNRIERKREIEE,

REISCH B AR TTE

July 5,2024

o EERBPEERANIFTEN GG, EoI8EE=7E Session Recording Server FHMEMH4HREHEE

e g=)
= Ho

Z3kIR: Citrix Session Recording Storage Manager
AR REIXH <icl XHE\> S2hIEERX
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5 MCS = PVS 6l VDA BB 7 EMEHRE T Microsoft Message Queuing (MSMQ) FS s HEIL ]
., EXMIERT, VDA R MSMQ 89 QMId ¥48E.

fRRA%E: RSN VDA RIBKE— QMId, BXFMER, BSRKTE. FRMEHE,

EREBE—FRHIXHE, Session Recording Player RS IR & A EBIEIR, HiZETHE “The file be-
ing played has reported that an internal system error (error code: 9) occurred during its
original recording. The file can still be played up to the point that the recording error oc-
curred” (BHRAIXGHREERAREEIEZPFEHI T —IMARRLKEIR GERAE: 9), BzXHNERREL
HEREIFBIRIVLE)

FHEFBER SIER Session Recording Agent EME AR ANAR B SHH IR,

fi@ )Rk 7535 7£ Session Recording Agent Ei3§ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\SmAudBufferSizeMB BEXNESHELIE, AREHRBINITEN.

JUIELA iR

July 5,2024

R%: Session Recording #yid 2, AHFIRETEAEREHMA N, FIAAMEREES Session Recording Server
(Broker) i&f=. ZRIAMERT, Broker (—#h IS ) M IS BRINK Web MisiEHRBRRZ L, MREMAHTE
E#ZZE Session Recording Server, MEMAHESIREZNATEHSEK,

Session Recording Agent #1 Session Recording Server (Storage Manager #1 Broker) £ BEFEMH4HEE
FPIERIEEEIR, AL E Session Recording Server BitBHMEHEERHPEFHSE, Session Recording
HBITHIGH Session Recording Player 2 LA EZRERE L EREEHEIRES.

Coan

ok wpn =

Session Recording Agent 2% B i%#E

TREIRET Session Recording Agent MIARSS 25

MFFsaE e chi%R Session Recording Agent Ei4.

£ Session Recording Agent B, #EiEE,

10IETE Session Recording Server FE&hig\ T IE#H FQDN,

WIHEMERT ZRIERERFAN VDA 29 LUiARIER Session Recording Server M{ERHIVARS 25

BXFAER, BERAIETAEEEIRS .

AR

RENAEFEHESHETIER T HIRNES.
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153 Session Recording Server 2& Bz
JINC):

AMRFIERCATLALSHERE, ARREEMTRRERR, Citrix TERIEETMRFEREATY
SEHIMBEEAESS LURR, EREMREIEST BB,

B REFEE Session Recording Server 893t &H,

AR RS,

FeEE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

3%iF SmAudDatabaselnstance WERBIEMSIA T SQL Server £l L& %@ Session Recording ¥k
1’

:590!\’!—‘

BXFAER, BEBRARSETAEEEIHIERE,

I%iF Session Recording #iEER T EERE

1. £/ SQL BT A THEARER Session Recording #iE#ER SQL 561,

2. ¥T7F Session Recording #iBEN R £ MR,

3. i Session Recording it&#lik P R EENLEEIERE. FIi0, WREE Session Recording Server i
HEHIE MIS HF8E 5 SsRecSrv, NATUEHIREFRHNITENKAEES MIS\SsRecSrvs, ZESER
# Session Recording #iBERAIE#HTEL B,

M 1S

AILUEE A Web ix¥i28i4i1a Session Recording Broker Web BimEsRillid 5 Session Recording Server 1S if
REE. ©RUEEBEHE Session Recording A EIMEE AR EREHIREENIMYEE. IEBRAREE
Session Recording Broker B tHELAYIA]RR,

IiIF Session Recording Agent 19 IIS &E#:

1. BRERET Session Recording Agent HIARS 23,
2. $T7F Web 55238, FHHMNLUTFH4E:

« }YFHTTPS:https://servername/SessionRecordingBroker/RecordPolicy
.rem?wsdl, Hf servername 7 E Session Recording Server BitEH& .

o SXIFHTTP:http://servername/SessionRecordingBroker/RecordPolicy.
rem?wsdl, HEf servername A& Session Recording Server B9i+&E#&#Fo

3. MBRFIRREHIT NT LAN Manager (NTLM) B4I8E, EEREEERKA#HITE
I3IF Session Recording Player #9 11S i%E#%:

1. BRERET Session Recording Player 9T fEuk,
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2. $TFF Web %328, HBRANUTHL:

+ SYFHTTPS: https://servername/SessionRecordingBroker/Player.rem?
wsd'l, Hf servername A& Session Recording Server it EHE o

o 3t F HTTP: http://servername/SessionRecordingBroker/Player.rem?
wsdl, i servername ##EE Session Recording Server 89it B & #,

3. MBRLIRTEHIT NT LAN Manager (NTLM) S438E, EEREEERKAHITER.
I3F Session Recording SB&IEHIGHY 1S &z

1. BREIRET Session Recording HEIEHI A HIARS 2%
2. $T7F Web 55238, FHHMNLUITH4E:

o« SYFHTTPS:https://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, HEf servername A#EE Session Recording Server 893t &1 &,

o SXFHTTP:http://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Hf servername A& Session Recording Server B3+ E#HE .

3. MBRFKIRTEHIT NT LAN Manager (NTLM) S4I8E, EEREEERKAHITER.

MBEERN K BPEE XML X84, ©RKIE Session Recording KBS IEHI & BB EZ D EAE BN IMERZED
Session Recording Server,

SHEBE A TR E R

WMEREIE HTTPS (ERBEMIN, NAAERIRSSHEBITHEE Session Recording Server Bt EN#TERE. FiE
A5 Session Recording Server BEEIIHNAEGRIEBMANE (CA)e BN, Az EIMEZESIRIERM,

ATER 1S EiEBRIBERE@ig iA(a Session Recording Broker Web WERMIAIER. NREEBIHIRASZMAL
89 XML o1, NEEBECEIEMH.

TERIEBRASBERRMH—EE DG

o IEBTREEK. WRIETT Session Recording Agent MRS 25:88 B T EERSSIEPHIRIES, WEEE
MEME, Fi@id HTTPS i&E#3) Session Recording Server, NMISBUEZALN, BRIEFFEAFETEE
£ Session Recording Server EAIARSS23IEH.

o WER—H, MEHELAIEE Session Recording Server (WitENMARS ST BEER FQDN fIER, NiE
#%3l Session Recording Server BY, FrEEZRAMIHTERZ FQDN, MRFEHNZ NetBIOS &7,
7Ei@T Session Recording Server #9 NetBIOS & #ixt A #HITEE,

o THARER. MERSIPEPELH, NiEiE HTTPS 5 Session Recording Server HiEZESkM. ERIE
A E4ATEE Session Recording Server it BHMRSS[IEPREENERITH, NREAR—EBIRIE
FHHITHFESR, Session Recording Server WE#HEFREHEIZES, RIPIEPBIIH, HEIEHEE
AR HERIE R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 357



Session Recording 2407

ERRBNEEERRAI R

July 5,2024

WNRfEA Session Recording Player 8RR HI4ETERIEM%, NS RUTHIZER:

s BRRBINSEXH KM TEMBITIZIERSREM: servername, H servername Jy Session
Recording Player £iiZ1%3IMAR 528 & . Session Recording Player F3%ifial Session Recording
Server, BRMAETRERE: BT HIRMIRSB[/EM, HE DNS TIEMBAARSB/E R,

FRRAR: MBS, FGERTA > %M > &%, HIIE Session Recording Servers (Session
Recording Server) 5&RFAFIHMNRSH[IMTESEMR. NRIER, BEGSRREOTET ping&®<, U
EEREAIMRITZE M. Session Recording Server b FXARBNRKER, ERRFINSIEXHELK, HIR
HEB AT EIRIZIERSS 2o

o TEBERITIZARS 3. Session Recording Server & F X AR RHVRSE & & £ IR,
RS2 Wi Session Recording Server 25 Bi&E#.

o HIEIEL. MRAPRRFFHEN THRGNIEXHINR, FTREsREFRRIELTEIR,
fRoR7Z: /A Session Recording Authorization =HlaABF S EEEBRERE,

« DETEREACH, HRHIESL, ERET Session Recording Server B8R+ & H £ %% Session
Recording Player BY, ERERA UAC WERT, SEBER EREERREERAFPAREEABR
EREN, ZATNENEEERAFAETEBIETABHNINS,

FRRTZR:
- LBERHH1E1T Session Recording Player,
- ARERPMIERNMESRERERE,
- EERMMITENMIE Session Recording Server \Z#: Session Recording Player.

s BRREINIEXMHRY, BEZEXHA. TEH SSLITLS RLBERILEEXHR, Session Recording
Server FANEEFHKIGEREETRE CAIEFEN CA ELAEBRSHIMIEHEIR.

fRRAE: ELET Session Recording Player 9T {Eih E 23 FHsal{589 CA IEH,

o EIEARSEIREIHEIR: (403) BRI, ASIRKEA HTTP FERSMN) #TERNHIIRE HTTPS $#i.
ARS52R1ELEERE, FARAERT, BEEBENUERREERE,
fRRA%: M Session Recording Player 42, EFT A > %10 > %%, M Session Recordings
Server FIRAHIKIFERSEE, ARERTHER. BFHIXMA HTTP B9 HTTPS.
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MRERBAES, BIEETE Session Recording Player R {TIEREHRAEMEARFHIH, MFT MSMQ 77
. WIERATIR B EEREE Session Recording Server (Storage Manager). £/ Web 358X 2 BEEE
EHEIR (NREE HTTP 5 HTTPS BfE MSMQ &E 1150 o

WAy BB Bk
1. ZREHE Session Recording Agent MRS 23, REEEEHMT.
2. WIEEIHEE Session Recording Server BIitBHBIATI R T EE EEZERS.
+ MRLICRAH waiting to connect (F1FEE), MANFIPEHES, FEMA HTTP = HTTPS (5
Session Recording Agent BMHYEEET £ AT —30) , BRITTE 3.

o MRRSHEEZBNTIFEEHES, WIEE Session Recording Server (AR 2FAIBEZ/E R, &
B SR 3 HNTHS R 4.

3. MRFIREHEE, BT Web IS8 H BN LT 4L
o 3F HTTPS: https://servername/msmq/private$/CitrixSmAudData, Heh
servername AEE Session Recording Server (&N E .
o 3 F HTTP: http://servername/msmqg/private$/CitrixSmAudData, H &

servername A#t& Session Recording Server HitE#H &,

MBI TEIRE—MEIR, 5130 The server only accepts secure connections (fRS B NIETREE
%), 1545 Session Recordmg Agent EMHFIHA MSMQ hiXE A HTTPS, MRZzMNERE Web ik
RHRLIEBEFEED, NRE TLS Z2BENEEXRAEEHINAM, EXMERT, FEREERN CAIE
B, FEAAE CA

4. MBENFIFEEHE, BEEREEE Session Recording Server Bt &, HEBL AT, %EF citrixs-
mauddata. MEFIFEHEE CEEET), BRI Session Recording Storage Manager RERBER
B. WMRKBE, BEEHRRS.

5 Linux £1& (F¥hR)

July 5,2024

fEAM Linux VDA 2212 iRy — TSI 14Th6E, BRI LARFIFIEK Linux VDA ERENSIE. BXFRESR, 18
2 Linux VDA USRI ZIER S| (FIUEHR) o

=

=W

ERFR% Windows 2iEMIEBHFE REISRERT Linux SiERH,


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/session-recording.html
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