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EmEREREANAT Haikkas (CR) MKEAARSHRAS (LTSR) 897 M4 n B HASRBE

Session Recording WRIEHITIER. HRIGFN, UEHITRRMIBER.

Session Recording #2147 RIENKRIESK B AN AREFMKSERIENREl, Session Recording EZ#FohE =
ERHl, Session Recording #iF IT ARMMAMCERAFED, MMZFHFAIBEFREIVZMEMENL L ET.
B, Session Recording i@ N RIa ‘IR S Ke i) RAAR R BT B FE R AR 2 3575 B F LA EE Bllo

he
i B EICRASMEEREZ M, Session Recording A AL RH M ERREENNBEFNRERAES), UE
M LEENSIEPNRRESEE, EETRENSMEEETL, HLEREREELHEE,

ThRESRABYETD M. Session Recording HRRREEH, HXNXLEEIHTEY (BERITENURAINNRER
), MNMERKERR. NMAERF KRS SHEED.

Session Recording #3IEAFRIFIANSEIEREMILITH. B2, ALRLUE Session Recording 5 HAthi R—i (6
FASRIGERIESR, BIINERISARE], SEFRMUNFHEMBY eDiscovery TR,

BRI, AFPARAZIFARREN RS UENNREAET, MiTEBERAFERS. MEFXEIZR
7, Session Recording iR MHiZEIRNNEBENICSE, ZicHFA B TEMEDHITHRERR,

HTIEIhEE

January 10, 2024

2308 PRYFTIEIEE

LEhRABIELUTHIEThEE, HEMRT Z BT REBEIEEMZE I,

RLAE HDX SHBIEMRE] (FULEhR)

e, BUUERERIERFIREIARMMUN HDX THEAFMRE]. 2 VDA LABHNHERI[EXERET
Citrix Workspace ¥/ B2 M% P iHH SEM A KM HDX B5f. S5kMAH HDX FHARME, HH HDX
BSMNETEERBIIE i, W “WEBANBEER (BCR)” 1 “EMA Microsoft Teams ML HEFFIR,
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BEXBHEMRAIENER, BERLEZERHIHERK,

£ ICA RERHIXHPRiETE

WE, EALBIEE |-Frame WERSIERRBAE ICA BERHIXHFRETE, LINEEENET BRI ERR,
BEXFAEE, BEABERARETE,

BRSNRFRS R EEnR N EIRRERS

BERIMGRERNECEGZINERRBERH, HINRFXEM Session Recording Agent E14# = Session
Recording SRE&IEHI &,

WE, BREIUTTE—ARERERRERER:

o BERAE XA BABERRERREN—PRIERHISRE.,

¢ BIEHBGE—TEENKIERGIRE, HHRAELLEBE KK ER Enable lossy screen recording
(BRBHREERHE).

o MESEHMLEEN, EEREAERRESHLHITHSRERH. HRSHNREENELEHMATIS
RERLN, SREEREISEER,

EREHRRERHE, EaLi@id Session Recording Agent E1£# Lossy Screen (BHiRE) EM-SIEAEES
i

BXBEAER, BEAUTXE:

» BEEERIERFIRDE
o ECESEMIN5RES
- BRNEREHRREERS

S #51 Google Cloud SQL Server %3 Session Recording %Kiz

W7E, B LUBRIET— e I;IETT SessionRecordingAdministrationx64.msi B4 &£ Google Cloud SQL
Server %% Session Recording #uE ., &a LA7E Citrix Virtual Apps and Desktops ISO #1#y \x64\Session
Recording T#;%I SessionRecordingAdministrationx64.msi #i-&, HXxFMEL, BEBRAE= SQL HUEE
fRZ5 £ %%k Session Recording #iEE,

BEHS X A MR B B PRARAY SRS R

LART, SNRTE 48 /NGB RREIXEE NMEAHFHKIE, WL REIEAATIEREARIE, BETEX AT
AR, MIUILERZSES, ETLITE Session Recording Server Properties (Session Recording Server @)
iy Storage (1) A& LACE ILETEIRE, WEEEE LEER BRIX AT E ARIEKE R, ER0]LUE
F3 ICLDB DORMANT @< Fahx AL sk ERRIISEE R, BXFAER, BESREERHIMT.
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ICLDB ARCHIVE. ICLDB REMOVE #1 ICLDB DORMANT & ¢ B EZS#AH

M7z, = ICLDB ARCHIVE. ICLDB REMOVE #1 ICLDB DORMANT @5 BY, f&E] LR FILEID Sk
ERENIIERFI M. £ ICLDB DORMANT s<ht, EEATLAMII CLOSEFILES SR FahXALINEE
RERRYSERY REl, BXFMER, BSHEERFIX

FHAR S AR RYFTIE ThAE

BXTE 1912 LTSR 2 2305 CR Z ERMHRITHRPESHHMIEINEE, BSHMIEERLIZR.

BfEERIRE

January 10, 2024

LEhR AR T Z1NE B F R B REA R E 14 BV,

[SZ 15

April 3, 2024
EEMAERHE T U TFE:

« SNREEHR Citrix Web App Firewall (WAF) signatures to mitigate in part the CVE-2021-44228 vul-
nerability (AF 5 %E# CVE-2021-44228 iK:AH Citrix Web App Firewall (WAF) %) , Session
Recording FJ8E B R MEAIE 17, ERFARLLIA A, &K &K Session Recording Server i IP #th ik M
NetScaler i##9 mitigate_cve_2021_44228 5%, [CVADHELP-24365]

- X BrhzEA ICLDB DORMANT &< FahXF £ s BRI EI REITTRER KK, & Session
Recording E#% 2308 MR RHITLIMTEN, MabIUtRM, BEARLLEM, 57 Session Recording
Server it&# L8 PowerShell FizfT LU TFHIZ, HHFRERT Session Recording $iBEA B SR

Add-Type -AssemblyName System.data

$registryKey = [Microsoft.Win32.Registry]::LocalMachine.
OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")

$dbName = S$registryKey.GetValue("DatabaseName")

$dbInstance = SregistryKey.GetValue("SmAudDatabaseInstance'")

write—-host "Connecting to $dbInstance$dbName"

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=SdbInstance;persist
security info=True;initial catalog=$dbName"
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$conn.Open()

$cmd = Sconn.CreateCommand()

$cmd.CommandText = "use [$dbName];if not exists(select * from [
dbo] . [EndReason] where ID=5) begin insert [dbo].[EndReason]
values (5, 'Dormant') end"

$cmd. ExecuteNonQuery ()

<!--NeedCopy—-->

[SRT-11119]

+ Session Recording RaIHRERIEEN (VDA) LHAHEER S ME F iR BIRIEAVRELE 2 BB SO E 5,
[SRT-10514]

+ ¥ Session Recording AEEISHMARAR, EifFERFINEGIURERLERER, HEBERRIAE
1.0, [SRT-10130]

« 7£ Session Recording $RERIZHI & L B AMEIE AARAVIZ A F B LRI SRBE R M2 EFTIE AR B9t AR P D
HAF. B2, AEXEERNRNAAEF REERMAMAR, ReeRmEAR. [SRT-5769]

o WRM 2009 HERIRAFHL Web BHeE, WEIAELEER TF. ERRRILEM, BEERINKNBES.
[SRT-5624]

+ ¥% Session Recording M XenApp #1 XenDesktop 7.6 LTSR 8 &R AEHEIRTRERS, BE XS
BIMNATRE S Rk, RRAE: BHREEH N XenApp 1 XenDesktop 7.15 LTSR B9&# CU FESHIARE,
REBHEHMIRMARA, [SRT-4546]

+ % Machine Creation Services (MCS) 8 Citrix Provisioning (PVS) Il # %% T Microsoft ;& 8 A7
(MSMQ) #9% VDA BY, Xt VDA Al IEEHERM QMId, XFMERATESSHEFaA, Fli:

- BMERER T REIMN, BAIRTERHRIE,
- Session Recording Server Al EIRIETHIES, Fitt, RIFATREBLLFEDRS.

BRBRBENER, BEHESTE. AL, [#528678]

BE=HEHA

January 10, 2024
Session Recording fg4s 2308 (PDF F#)

7Sk Session Recording AlaE B S1RIBA SR E XM FIF A ERNE =AM

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8


https://docs.citrix.com/zh-cn/session-recording/2308/configure/settings-on-session-recording-agent/enable-or-disable-lossy-screen-recording
https://docs.citrix.com/zh-cn/session-recording/2308/install-upgrade-uninstall.html
https://docs.citrix.com/en-us/session-recording/2308/downloads/session-recording-third-party-notices.pdf

Session Recording 2308

January 10, 2024

Session Recording & 1% Session Recording Administration 8. Session Recording Agent #1 Session
Recording Player, aIL{¥ Session Recording Administration 4214 (Session Recording #4iEF. Session
Recording Server. Session Recording $RE§IZHIA) RETRARSVIFFANRSE L. UTHIHFANAT
&1 Session Recording AfFHIEK.

BXEKEPIRSRA (LTSR) IR ERL LIRS (CR) UREAE RnAEENER, BSRFIATRLE,

Session Recording #iEE

SFFBIRIER S

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

X489 Microsoft SQL Server hRzs:

«+ Microsoft SQL Server 2022 Enterprise. Express #l Standard ki<

« Microsoft SQL Server 2019 Enterprise. Express #1 Standard Edition
« Microsoft SQL Server 2017 Enterprise. Express #1 Standard fgzs

» Microsoft SQL Server 2016 SP2 Enterprise. Express #1 Standard hixzs

H Azure SQL $ERERRSS |

o Azure SQL &1

« Azure E## (VM) £89 SQL Server
(ERAMEYHAZ 338 Microsoft SQL Server hkzs.)

o Azure SQL #uERE

59 AWS RDS #UEERRSS
« SQL Server

Z=3R: .NET Framework 4.7.2

Session Recording Server

SRR IER S

« Windows Server 2022
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Windows Server 2019
Windows Server 2016

HthEK:

Internet Information Services (11S) 10. 8.5. 8.0 7.5
.NET Framework 4.7.2 h&

9N Session Recording Server f£fA HTTPS fEAEBEMY, EHRMEROER. BIAERT, Session

Recording £/ HTTPS (Citrix #%).
Microsoft ;& 285 (MSMQ), Active Directory M FERARSE, MSMQ HTTP ZHLATFTBARS.
fERERAEIBR: Chrome. Firefox 5 Internet Explorer 11 BUR#hRas

Session Recording HE&iIZHIA

SRR RS

B3R

Windows Server 2022
Windows Server 2019
Windows Server 2016

.NET Framework 4.7.2

Session Recording Agent

HEERFIKIENED Windows Virtual Delivery Agent (VDA) %% Session Recording Agent,

SFSHRIER S

=K

Windows Server 2022

Windows Server 2019

Windows Server 2016

Windows 11

Windows 10, S{fhkkzs 1607
ERTEMEER Windows 10 ikkR

8% Premium i#FaHiER Citrix Virtual Apps and Desktops 7 2203

M Platinum #FaI3EA Citrix Virtual Apps and Desktops 7 1912 LTSR CU4 s E=his

8% Platinum #3aTER XenApp #1 XenDesktop 7.15 LTSR CU8

.NET Framework 4.7.2

Microsoft ;& EBA%I (MSMQ), Active Directory EMATFEZRARSE, MSMQ HTTP s FRARS
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} =r

AR

Session Recording Haisz#¥ Citrix DaaS (LLwi#FA Citrix Virtual Apps and Desktops Bg%5) Advanced.
Advanced Plus. Premium #1 Premium Plus Edition,

Session Recording Player

SRR RS

« Windows Server 2022

« Windows Server 2019

« Windows Server 2016

« Windows 11

« 64 il Windows 10, S1{fhkas 1607

ZR: .NET Framework 4.7.2

=

AR

£ 32 fif Windows 10 £, R#E#ER SessionRecordingPlayer.msi X R&EEKEs, A UTE Citrix Virtual
Apps and Desktops ISO L£#J \x86\Session Recording T ZI msi 3.

ERERELR, BEABUTIREMNIFiL L% % Session Recording Player:

FEOYEN 1024 X 768

BEREENA 32

&1 2 GB RAM; &% RAM #1 CPU/GPU HRFIR BB MER ZEEREIGIAIEEE, IR YREIGPEX
== [T

12 M R B B BUR T R B A/ NI BB BB (R
AI’]

January 10, 2024

Session Recording &3& 5 MAfF:

Session Recording A

Session Recording AT TLER S 4R :

+ Session Recording Administration 4214 :
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- Session Recording %BgizH| &, BTEERE ((IIEEECRPLRIENSIERFIERE) HITHIA,
BEXEAER, BSHARR,

- Session Recording Server. BTFHEUTEIMMARSSS:

x Broker. IS 6.0+ {£&/ Web R B1EF, EEUTHE:
- RhEE3RE Session Recording Player #1 Web a3 iERE WM T HIER
- W IE3RE Session Recording HAgIEHI & M RIEEEER,
- J&E Citrix Virtual Apps and Desktops sk Citrix DaaS (IX#i#f A Citrix Virtual Apps
and Desktops fRS5) SiERIRHISER,
* Storage Manager, EEBMEMEAT Session Recording B VDA # I EI M R 2 IE XX HHY
Windows g%,
* BEEHHEIER. K Session Recording Server —f2 L&A FAMN, BTIEREEER.
TINERT, FiE BEICRBUB#HEMHESR N CitrixSessionRecordingLogging 9% 5k SQL
Server #iEER, ER]LLEE X EIEE SR,

- Session Recording #iE%E, EIE SQL Server $iRERAML, AREEFRFINSITHIE, REILAH
B, BRIAKSIER—1 2N CitrixSessionRecording BB, &0 LB E X EIBER o

+ Session Recording Agent, REEEMERATEZRIERFRARERITRIERSAN VDA LAY, BFR
ARG, fHRRHIERIE.

+ Session Recording Player/Web %523, —MAFRE, AP TN ITIEE#HITHRUERFEHNSIE T,

ER% Session Recording XA RMAELRLE, BERIEAIERENERE Session Recording AHE&IHEN,
#AfGia1T Citrix Virtual Apps and Desktops ISO,

#%%| Citrix Virtual Apps and Desktops T#imm, TF##ERARAH) Citrix Virtual Apps and Desktops.
B XR% Session Recording A5 2, BERALTE. ALAMEH, BXMAPRIEEMESE Citrix Session

Recording # Citrix Session Recording lR&589152 8, #EAILISH Citrix Tech Zone & POC #57: Citrix
Session Recording.

THIERE

TEFRRA—ITREIEE:
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L]

Session Recording . .
Policy Console Session Recording
Flayer

Session - /

Recording Agent

Desktop
0S VDA ﬁ
& machine
L —r— or - Session

User device Server Recording
0S VDA ﬁ SEIVEr
machine
|
| \
' i
- — =

. Database

G Session Recording AH&MI F L&A AIEEE.

Session Recording Agent RETLER T ZRITRIERAAR R RTTRIER A VDA L.

$E_BMR5S}[ILE Session Recording KEgizHIG, F=EARS A Session Recording Server, %M
BRSBITERIERE,

Session Recording Player 2% TFik £, =% Session Recording Server & Bxh& % Session
Recording Web #&#k23.

ML FBAAIEIMBNE RIS S5RET Session Recording Agent (9 VDA #1Ti@(=E,

TERAIENER, Session Recording Agent. HBSITHIA. BRI MEIBELLS Session Recording Server

SR

X ERE

January 10, 2024
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PREIFERFIN

Session Recording A& FREASEEM (DCR) BRER, BIAERT, Session Recording REERHINKIE
A DCR, &ATLi7E Session Recording Agent B HE BTN,

L&7E Internet Explorer RISSHEN L 28N A EE M HREEFEEERN URL BY, FEFRHIERER.

Session Recording & 3% #f Framehawk 2 "iEH. FREEERREIMBE K Framehawk EREXNRIE &
Framehawk E &R TREIWKIEFTRER B ERIENERD.

£/ HDX RealTime Optimization Pack Bf, Session Recording TRl Lync MR EHM.
AILUBE R ER A 23T Session Recording A #17EE, EEBURTEMIFIE,

Session Recording S ERR T E M is, & Session Recording Agent 4, EfthFrgE 397 FARS 83055,
i, EEILEREZ M ikREAE Session Recording Server,

g1 Session Recording Server AlRERBEIEMERERE R, FlM, EAIREE—TMESTFSZHENARLER, HiTHIR
Sl ZEFRFZEREERNBERF (5130 AutoCAD) » AT EMIMERERM, AIIUREZ 1 Session Recording
Server HEL & 1 3T #.

pE 815 KE ;| m| FRER

Virtual Delivery Session TCP 80. 443 Virtual Delivery

Agent Recording Server Agent (VDA) L%
B9 Session
Recording Agent
5 Session
Recording Server
ZBEIEBME. BINR
#fFEA HTTPS/SSL
RBRBERS. W
SRKREE SSL, AfE
A HTTP,

Session Session TCP 80. 443 LT Session

Recording %B&#%=  Recording Server Recording sRB&#z

Hla HEMRSES
Session
Recording Server
Z B985,
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R B85 i) wa HAEE
Session Session TCP 80. 443 =47 Session
Recording Player  Recording Server Recording Player

I {Eik5 Session
Recording Server

ZiEiEE,
Session Microsoft SQL TCP 1433 %E#£E2| Session
Recording Server  Server Recording #uiER.

BiNBIARSS SR = #PE

LEEBERATRA—NHEZ P ERNRTE EHRTHED VDA £RE Session Recording Agent, Ihmfii F&
S AEEEIEIES 0. Session Recording Administration A REFEH MRS 2 £, Session Recording
Player @&/ T Fit L, FIEXLAREREENAIEEH,

T m mm mm mm mm m mm m mm e m mm e m mm m mm e mm e

Session | e—————————= .
Recording Agent Session L ____

[
| Recording Agent |
i
1
1

|

] ]

1 1

1 1

. voa B |

I Machine [EX | VDA

\ "1 Machine

Session | e .
Session
Recording Agent

i VDA =
N 11 Machine &S

-
~
<
cL =
EN
m
o [

D=th

User devices

—— e mm mm o = -

-
~

1
1
1
Unsecured jemmmmm e . emmm—=-----~ .. |
\
Network | Wi, ! A ] |
e ! o IR ! I
’ | eeen ] I O : 1
~

= i [eeee ] I e E—— H ) _ |
| Session ! | Session Recording | Session Recording |
Database | Recording Server ! | Policy Console ' Player |
\ D —— , T — - I}

b ’
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~ s
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ERNEBITEN

+ 7fE Session Recording tAHEEB EAREE, BRHXLAHREER—MAF, REEBELGSEETXAN
FEEMEEF. FEBAAREETIFET, UREREEAFIMNIEEXRNTREH,

o ZEIBEHARIRGIGNERLLRESE, HEREERXS, RINBNEFRER Session Recording Player
EAE R ARFHITRE,
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A9 Session Recording A B TLS/HTTPS i&fs. 7£ Session Recording Server EREEH, HRIRIE

HMENH (CA) 7 Session Recording AAfF EZE1E,

« X FizfT SQL Server #1437 iR 588 £ #Y Session Recording Server, i&& R TCP/IP thiXF#3i&1T SQL
Server Browser fRS5. BHUAERT, ZAXLEE, BUMBEMAENAEERE Session Recording Server 5
HIREHITERS. BXFAEE, 155 Microsoft x&# SQL Server B TCP/IP M4 ihi# SQL Server
Browser fg%3,

 #%I Session Recording SiEEY, EEERIELZNNR. ERGNARFNSIERLZAESSERHGN AR
FF#9 Session Recording SBE#INIAE 2. Session Recording ¥ &shikg 5B ITHMNE—NE AN A
BFAELE, BRTAE—TNBREFZE, MEER—IEFHANEARBREFEH A BN E— A
BREEMHEE, fli, MREAEEEEEMNFES Microsoft Outlook, NIRHEERF T Outlook BYFF
$B. R TE Outlook EfTRHFTHE LM Microsoft Word, ths3d Word #47R%l, Bk, MEFE
B EEERH Word, #BAFERE Outlook Z#iEsN Word, MA=3F Outlook i#1TRHl.

« RERLUTE Delivery Controller %% Session Recording Server, BEIIFEIEXEM, EBAXKT
kM ReR R,

« AILU7E Delivery Controller £%% Session Recording SRE&EHI &,

« ALER—RFHERRE Session Recording Server #l Session Recording SRESIEHI &,

+ JEH{R Session Recording Server (9 NetBIOS Z#iRi8id 15 M FRBIREl, Microsoft st ENMBZKEIL
BT 15 MFRFRRE.

s BEXEMHAETIEREE PowerShell 5.1 iEB A, MREERET PowerShell 4.0 #9 Windows
Server 2012 R2 £%&# 7T Session Recording Agent, &4k PowerShell, RR&AESSEH AP EA%
Mo

« HxEEMEEF Citrix Session Recording # Citrix Session Recording lRE M9 H i, BEHXRE

Citrix Tech Zone xx&: POC #gf: Citrix Session Recording,

2RI

January 10, 2024

Session Recording SfEBE— ML EMEF, HHREERH#TIHA, Eit, Session Recording RS, BIFENA
HNEGRZH, BAFRAEREMEENRFEZNMESE LT L6,

Session Recording At~ ialpvi@{E @it Internet Information Services (I1S) L& Microsoft ;&S5 (MSMQ)
S, |IS 7£ Session Recording Az jEliR it Web fRS5@EHEE. MSMQ RHE T ATSERMIREENE, LUSRE
HIEEIEM Session Recording Agent &i%%| Session Recording Server,

R .
= .

Il

AMRFEFERSEERG, JRFEEMRERERA. Citrix TERIIEIMRFERECATLESEY
IMBYRREES IS AR, EREMTRMRIBSRT BIENIL, EREIMRZAT, BSBHTED,

MEIEPER, BE RO TREMEN:
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https://docs.microsoft.com/en-us/previous-versions/sql/sql-server-2012/hh231672(v=sql.110)
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« E2E& Microsoft Internet Information Services (l1S).

AILEERBZR IS BERER Session Recording, 7E& Session Recording Server L, 117 IIS B3
HAGAN IS MARFHIZE LT EURIRS):

- Virtual Memory Limit (E#\ARERS]) : EFLEIRE R 4294967295,

- Private Memory Limit (ZERERS) : &KL EIRER Session Recording Server H#1IERNE,
BN, MRYIEAREHR 4GB, ERILEIZE R 4194304,

- Request Limit G&ERRH]): RITENERIEELILE. REETLUFILEILE % 4000000000,

R

Zipn ERIEE, BEREETS M NAREF, 7 Actions (121F) F18+i%E Advanced Settings
(BHigE), REm TR Advanced Settings (F4i&8) 3HEEFH Recycling (El4R) 253

« MREMMEREEIMLE. Session Recording RAME S EN LNAEEER AR, SN, TiERIIEARS
BiRD, HMOIRERMAARERSBEARR, RINENERAANEERABLIARRNARTK . TR
F—RERAPAE VDA RN EERINR,

BNRABAGHNAEFRESENEARAFET VDA s#EER A, MRIIBRTEAMEERAE, &
£/ Windows H#Isk 8 =5 AR5 RFRIP Session Recording Agent 414

gih 5y B2 Session Recording $EEEIE 541 Session Recording SREREIE R,

EME VDA BERNRDEA—RAIEZAF, 53126 A Remote PC Access Y,

I IRIP Session Recording Server 9zt &Rk P IR 2,

&4 T Session Recording Player Bt BHIEIAENIR. MRKXAETHARTBRERE, &
NMEZAFREFEAEREHENNAHERR AR, ZARERIANE,

BATEINERYEITEMNIER Session Recording MTZi#ARS 2%

o TIEHUESRMEMA, Session Recording WaRHISIEEALE. ERLEBET, TESFNORET SR
HIE (BRFEFRTAARE. RALEENEZSRER). BERIBATHELERNR:

PRAFHFIFESRERRER, TUERA VDA MR LNFHRAENEE.
ERAZOATFEE, BHRITUTRE:

1. ARBERMNEBER, AEEER.

2. BERRRET+, AREERDMNME TRIRE,

3. EEANBREETERE ().

EZ17 Microsoft 3x&, MikA https://support.microsoft.com/en-us/kb/307973,
RIEMEEMSREBNEIRFIKERIEN FTRER REITEERWFITZ MBI R G
BRERFEIRLEEFSHME U AL AREANFE AT Web AEFH, &M, Session
Recording 2F#IE(1,

R E)iERE ICA RiEZ A, XHAFMERERBERRERNNARER.
BB ATERESFMRIESE BINeSER. B+ HREXHHNEERRFEIRS (Saas)
WAZZEEIE N
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+ Session Recording FEFLBHMBHEMLEN (FIMBLMKIEE. BIERR) FREBSITHERRS
ER, FEERLERIRIVGEHP L IZEMEERIRESRA, HRIE Session Recording ThaER £, A%,

- IEMafRIPZHE Session Recording MM BRI HRIEZE LI T Ao
- RMNBNERE=ZAREMAS REH Windows Hl# kR Session Recording 4B . Session
Recording A 4E:
* {f Session Recording Server £
- ##2: SsRecStoragemanager.exe #1 SsRecAnalyticsService.exe
- fgs3: CitrixSsRecStorageManager # CitrixSsRecAnalyticsService
- FREXHIAITF Session Recording Server Rt i3
- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server &R E
* 1f Session Recording Agent £
- Bt18: SsRecAgent.exe
- BRs5: CitrixSmAudAgent
- FREXMHIIMITF Session Recording Agent R 4%
- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent F
REMRE

« 1£ Session Recording Server £ig& &l B A% (MSMQ) B35 R = HIF R (ACL)o X #1422 BR I AT LL &
Session Recording Server %1% MSMQ #tE#9 VDA ¢ VDI it 81, HEHLEREFNHITENE Session
Recording Server Zix#iE,

1. B AT Session Recording & Session Recording Server L% VDA = VDI i+8#| £ 23R
SRVEERMSEM. AEEHBIHESATIRS,

2. M#E1 Session Recording Server £# Windows FAREITAEET A > itBHNEE,
3. TABRSHRABER > HET > T AT,
4. BHEAMY citrixsmauddata LUTHEMRE, AREERRLSMEET .
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Computer Management -8 %
File Action \View Help
e 2o XTaz @
& Computer Management (Local) Actions
P g Systern Taols
Storal 1
E B Suvicg; and Applications Ganeral | Securty More Actions b
v Wy Intemet Informaticn Services (II5) Manager Group or user names:
b 3] Routing and Remote Access -~
4 Services B, 5vSTEM
& WMI Control B, NETWORK SERVICE B
b ﬂ SO Server Configurstion Manager R saLs
4 1@ Message Queuing B2, Admiristrators (S0L\ Administratons)
) Outgeing Queues | B2 ANOWYMOUS LOGON v
b 3 Pl Comes ==
a4 1 Priwi eues
b &5 :;:lmm- Pemissions for Everyone Alowi Deny
b Systern Queues Full Contrel O o -
Tesie o oOf
Receve Message (| O
Pk Magsage O O
Receive Joumal Message O o .
:'m_mamm.m m
[ ] oy
5. AMmALbARS 2R AE MSMQ $UERIHENE VDA R24H, HREEFRIXHEENR.
E Computer Management =-|a| =

File Action \View Hq:
o nm XD a=| Bm

& Computer Management (Local)
b [} System Tools
b 3 storage
4 [y Services and Applications
b W) Internet Infarmation Services (15) Manager
b [# Routing end Remaote Access
o, Services
& WM Contral
& I8 SOL Server Configuration Manager
4 @ Message Queuing
p ] Outgoing Queues
b ] Public Queues
4 (7] Private Queues
p & citrissmauddata
p ] System Queues

For special permasions or advancesd seitings , click
Advanced.

[ ok [ cancat |[ sy |

Mare Actions »

« IEFafRIP Session Record Server #1 Session Recording Agent M4 HE. BiXEM Windows E=
HIEiEATIERBRAERFIPFEHES, AERFHETEERZIZIERSE.
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+ HfRi517 Session Recording A HERSREWIE LEREM, METEE, BFEXEHENITE—IRENE
R, REERNAGEEBEERA.

o [REERIMFMEIE 51T Session Recording AAfFHIARS 25

« 1£ Session Recording Server 5HEtfRZ5 88 2 B4R ASE, BrLbiAiREtARSS 2309 P AR REIFRIER
o

o R4 Microsoft IRtIRIHRLEH, RIF Session Recording Administration AR5528#0 SQL HuBERR
RS,

o REFEERBRIEETEN.
o PREREENARERRFIEBREERBINSE,
o REHFIEH, F/A Session Recording XHERThEE, HE IS HigE TLS &=

o ¥ MSMQ 2B RER HTTPS Fiathil. 7552i% Session Recording Agent B4 H%IH a9 MSMQ il
WEBA HTTPS, BXi¥4AER, BB MSMQ HKi&EH R,

+ 7£ Session Recording Server #1 Session Recording #t3&E /A TLS 1.1 5 TLS 1.2 (#%) HEH
SSLv2. SSLv3. TLS 1.0,

+ 1£ Session Recording Server #1 Session Recording ##E#E F 2 TLS #9 RC4 ZBEEM:

1. A Microsoft A%KBRYRIEE, SMAITENRE > BEER > W4 > SSL EBIRE,
2. 1% SSL ZREHINFRIBRENERA. FIABERT, KEKREARLE.,
3. MiBRMER RC4 ZHEEH

o ERBMRIPINEE. FERRIFE—IN Session Recording ThE, 7EX 4 T#F Session Recording Player
RIS SXHHITING. BUAERT, WERLFEARE, BT Session Recording Server B,

o BRMBERKEMMNEZEZT LN NSIT 5S# 1T,
+ 3 Session Recording f2& TLS 1.2 %#%,
HOTBIWER TLS 1.2 1ERBEMY, LR Session Recording A HIHEIIRR £ M4,

ZFIE Session Recording #9 TLS 1.2 i%, BEHITIUTIRAE:

1. ERE$EE Session Recording Server Hit &, REEEN SQL Server B inAHFIRENIZR,
#7 NET Framework (hg#s4 XEShRAS) €BRMNE,

a) 79 SQL Server &% Microsoft ODBC k&2 11 (HESHRZ) -
b) A .NET Framework BMSHEWMERETA,
c) RIEMEE.NET Framework kxzas% 3 ADO.NET - SqlClient, BXE¥MER, ESE
https://support.microsoft.com/en-us/kb/3135244,
d) ¥ DWORD {& SchUseStrongCrypto=1#i1ZI HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFra
F1HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
THo
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e) BEMBITEN.

2. BREFE Session Recording Heg=HI &Mt EN. MA.NET Framework MRHEWEFLCE,
#73.NET Framework (k7 4 siEEMRA) RERINT. BT RERMENSE5FFE 1-4M1-5
HHE, WMRE%EFEAES Session Recording Server #E/ITHEH &% Session Recording HBg#=
Ha, WaAIUZBKRXLESE,

3 SQL Server 2016 ZAIMUkRAECE TLS 1.2 3%, 5507 https://support.microsoft.com/en-us/kb/31
35244, EEME TLS 1.2, &% HTTPS B2& 5 Session Recording AXHE(S 1Y

Y RIEEEEW

January 10, 2024

Session Recording @— 1" & ERIT BWAS, aIBHRTFAIRBE =&, kRizfT Citrix Virtual Apps and
Desktops =k Citrix DaaS (L{#1#F# Citrix Virtual Apps and Desktops BR$3) FREEMERSN, LEFIETT Session
Recording N FEAREEIIINE R, B, MREHYREIFSRIE, BRINARNEZERASANMRE, &, KR
FIMSFRIRERERARRIEXH (BN, BFEBRENBRER).

AXNBT Session Recording WAISSIE AT BY, UREMFAIUSRBIMRATESF AEHRERSF.

Session Recording H{+4BEBRIFHIT B

5Z &R, Session Recording i BRFER N EERR:
o XHRNRIN

£/ Session Recording RHEINSIEXHIFE RE. CLARSERBRATZHENSRIARGIENMEZ,
Ei/FERENIEX G RNMEHR. BETEMER IOPS BEE DILEFMMIAX 4D 10 £F

FHERIEXHRNRD, XEFREMMAMAERREETR ERG. REGEEERN, HEEH
EARAZHEZEMMEXAPENNGRERL. REGPHINAEERIBFZTHE, BIERERR
KiEF, AT HERBRNWXMHE AR/, Session Recording A REIXHHHIXE i, Session Record-
ing AIERFETMMHRIERER H264 8, NTIRNREISXHEKR/D. EFEALLINEE, B Ses-
sion Recording Agent £ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Agent\DropH264Enabledi&&HN 1, AERKERMIRMBIDISETERENEIRERNHT ENT N
X%,
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g Create Policy
s »

Edit Setting
Policy0 Use video codec for compression
{Overvim|5eﬂings‘.hsig'u‘.lml -
= = Value: | For actively changing regions ¥

}» Use video codec for compression

User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server 03, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server 0S, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session OS, 1912 Multi-session 0S, 1912 Single-session 0S

¥ Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred' is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select "For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

“ Cancel

o ERXHPRIRHNLEERK

FREHMNASEXHEE UEATRESIRINSIEN ICA i, & X4EHRETF S Citrix Workspace
R B2 TIBIEM ICA iYEIER. THRISITRRMNERIERIRE A BT L B EuREN, RREE3T
F VDA WA BMHREE, EHETEME— VDA RHASIENMRIFRELAF &R,

tEsh, REIREESIEMEY ICA EHEE, MMH—S M. HId, FEREFTEMNMZ A IRIRERRENEE, X
BB A UEMAEIIE, MASIISRERT EEmFLt.

Tfh RN\ EMIERE

Session Recording Server R REIMSEXHMPRES R, BITBAT Session Recording MERIERIER S
VDA HE &It BHE 2 REINSIEHIB.%3 Session Recording Server, Session Recording AU AE
iR, HEUURBRRERMSE. B, WFEA—SRSH[ A LUENSIESHREFEYIRRE.

EEERAS Session Recording Server £ix 7 % /LR, RS20 UM EBEMNFHEIIENRE, R4 0 UEE
RNEURAR R QLR T HIRmNEE

BIEHERNER, BFHRITUTIHE:

1. BREPIFBERUAFHIZIEKR ]
2. B mERURH2IEREE,

B0, 7= 8 N ITERR, EEREREIT 5,000 N Microsoft Outlook £i%, SMNEIEMANA 20 MB, 1EXTHER
T, BIBMNERAAN 3.5 Mbps, (5000 MiERIL 20 MB BRLL 8 )\BF, BRRLS/\ET 3600 ), &E#ZZ 100
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Mbps FiEM. BH RN E=IERZHERHIEIERNEE Session Recording Server BEfig b2 A£) 5.0 Mbps
MEIE, LEREZETHARMMEE IOPS MEMMIEREIRAIERE, FLRAIF, BEEE (5.0 Mbps) EFiHANE
% (3.5 Mbps), EIttF4 5000 4 Outlook £1FZ2ATTTHY,

PMRENHIEEERRA, EARRTHARENER. RESHE. BERENBEERXSEHMERE LR,
5AFE Outlook ARFIZI B FHMFHI=IEELE, 517 CAD NKIBERNREIGRAIEEEXTE S, Eit, RHIER
#WEM CAD RIFTRERFERMARE, HEREFMAES Session Recording Server,

RAEMEE

FENRARESRENAE—SFLERER, BLERRAFUAVIDEDEREMENEE FRARK). YAEHAFE
FLE—MEERMN, TESHARELEMN, FH9I a2l HitiIRTE Outlook WHFE-RUIREIERIH B FHRHHET,
WREEXMIER. Session Recording Server # 5.0 Mbps 2 I2EZIEE R E LIRS XFHRANE R,

&1 VDA Lizf7H Session Recording Agent 1/ Microsoft ;& 8 A% (MSMQ) ¥ RHIMEKRIBL X F R
Session Recording Server Liz{Th Storage Manager, #iEMEMEMELZARNARE, SHEAMHFA. WBEHRSESM
BEWA ZEfEEBFBERNSREM. R Session Recording Server FME L EZBIBR AN RELHIE, NsiE
NEERHINEIE, NRMEIRE, BRI FMEE VDA EHEHTIR, 5—MERSEIBEBIMEE
#i, 18 Storage Manager [EICFREEMES, EXMERT, HIEHESEME7E Session Recording Server #9i%
HZRAF A,

MSMQ Fa[fERBE#ENF, AR Session Recording Server I E §Erg i, RFINWEBIERKRZEE VDA
BIE AT, LIEHEER, E—EAXFIEHIAREE, MSMQ E A FEFEIRS SV LURTHE 4R, MAS
Wi R HIAN E K EIR.

MSMQ HIEERFHZA T IR FESIEESNHETEEA R, LIRFIRETREA. MEHAEIFSHEHERAEX
ZHA RS REYIEl, BORJEUERERREHSET, EEXMERT, BEOREIGNBIEREER. EXRTHIE
BISCAHIPART LRI, (B RBERREIMIERERNME, EERUTRA:

« MEARSSE (51 Session Recording Server ) FINE LB ZIE, FHIFHRMHE MSMQ AILUEINRTZR
RNBENBEZBE,

+ & Session Recording Agent By ““HE4E1FEYE]" KB B NS HMELS (T “Session Recording
Agent B MIEEBETEL) EEEE, RIMEN 7200 F (F/hE), XEKRESZXFRHNEBIEEREMM)
BYRYBTIEIEIIX Storage Manager, Storage Manager ZeZA SBEEZFHTIF RGN, CREETERS
(HBRHFNSEGLD) B, SJLOEREMLE, &AEN 365 XK.

MSMQ BI5— M RFIR, HEIEFREL, PATIR BRI IR IOPS SRIEEFIS NEIRER. EEEIE R T, Storage
Manager E#MMEZWFALIBLEIE, MASBEIBEEEEANEE, FHEMESRWEERIT—RE N, LUEM
REINIEXM, FURTRER, & IOPS EIBM=1F: SXEESHVATNEE. NEEPRBUREAXHE, BF
Storage Manager E&ERAH IOPS R, Fitt Session Recording Server HMEBREL T, BEEERES
2iERR. ERELCESN IOPS B9520H, ERMLTEIN:
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* 1FHR MSMQ FHEE BRMEE S REIX A FEXHERAE. RE IOPS B4 REBEMT =, BXMFRAEER
TR MR O™ &,

o (FEEBIEBTEITRIEN. RIBMERE, FRBRAINNG EHES A AMRS S, XEHAEEFERREME
B (Uninterruptible Power Supply, UPS). XM+, TR IURAERAEZMER,

SAAREI

RENSIERIBNEIBREAR KA 8ES—, AIREREZERAMKIE, FEE IOPS FEMRERRENRAEER, HTF
XANRE, &S Session Recording Server AE R ENEARTE, MEEAMNETIR, RINEZRSEIHXK
HOERSH[IMBBRESATIRETINBE, —MHIERZNEURAIEITE Session Recording Server 1y
BREM 50%, EHEMRGIT, NRRSBEEBLIE 5.0 Mbps, IEBRATEM AN 2.5 Mbps BEEE T BEF
ERFIE— Session Recording Server E4 5% 3.5 Mbps # 5000 4> Outlook =&, MR EMRER AL 2.5
Mbps B9 3500 M=iE.

FAEAN SR BT RET

IHBEREREERENLA T ENRSH, FHRETARIERBELOATER. ELHEKREAE, 3R Session
Recording Agent 2 AZKIEVIREIRE A HIEER, REIBUBRILAIRIEET Storage Manager, MEXHENIBE .
AT REIHRER, BREEA USSR SIERNRNE, B2, MRIERIXE| Storage Manager B%#E
B MSMQ #1789, ELNARIETARIHARN, EXMER TS HIlR-E, 5 MSMQ LR, ATRFR
BRI REIBUBSFE EthEuEE B — A, HRABMARLUERX G, BEERMNINREBERTER, MR
LB R ERRE—MEEINRE, BHEBRENTRETLEE. JUEENHERRITERASEMNEEE.

Ry R

Session Recording KZARBERKIEMRE, AR FEULERIFUMEREINEIERE, #iFRLHPARRMPRSS
FI¥ BI147E Session Recording RAMIITHEXEE, NRFHAATERAIRENTH, WEEFIENRITH
&, R ICA 2iExS VDA BIMREM BT BMENEME/ N FWMNANERTFFEE. JRRAFURFAREINSIENER
MR, BT TEE, Sl UFHARARS 230 B2 07E 1% B 5% 28, maiEii, RRSS/AILIEE 100 MR
%% Session Recording WA, NMZREFATIEE 95—99 MHEF:

o 64 RS8R, % 8 GB RAM, EITZAIEIRIERS VDA

+ FrEETT Office £ NN ARRFENRIE, FIa0 Outlook A1 Excel
o [ FRFE R E R R R AR

« FiE=IEI9# Session Recording SRR AERE #H1TIE R

REINRERL, REKTHEDIFEUEREAEEE, W/ I BENEMEER UZERT, SN RSH[A
FEERETE, WMaiFhR, #mWREZE VDA £8 Session Recording AHHMEERBE £, RHIAEIE
M ICA =iFH%RPIREY, AGREFET MSMQ &i%3 Session Recording Server, &% R RHIEIERD,
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BMEERRHIRIENERT, A Session Recording L &P R/ NHIFH. MEERITERFIREBHERSSIMNE
i, WaElEiZRESS EZARE. BBk Session Recording 82— %, RAMBANBFZZEGEES Session
Recording Agent E1:+ Session Recording i LA VDA it BHEARIERFISEE. MBFERFE
REIRIE, BEEMEP LIS IEE,

NEEFHE

A LUMIE M & 3% VDA EliEUR Session Recording Server WRHIRIEHIBNELE, —MEREMERN S EARME
FREISHBIR/NUK Session Recording Server FRB R FREIIGEFERE, 5 ANMENIIEEZ Y] RMIEEERD
ML HRENIE, Windows tEEMMEZ T A (perfmon.exe) EEETTLINESIR. B Session Recording 12 1#y
R B 2 MR ERGITHER. RS TRTNEEHE, URIRMFMNALKRND, TRERT —LRERNYE
BEITHRER,

RN R THERER BT BiEA

Citrix Session Recording Agent  Active Recording HHIEERE VDA ERFIHSIEE.
Count

Citrix Session Recording Agent  Bytes read from the MIATTIRIN S TR EIE R A A% 4R 141 EX
Session Recording HNFTE. ATHRESRD VDA 1IZR
Driver S8 EREINAMERIFERNKIES,

Citrix Session Recording Active Recording 5 Citrix Session Recording

Storage Manager Count Agent it#5288£M4, {B Session

Recording Server B&oh, $5ma0
HFFERSB[BREVZIBLSH

Citrix Session Recording Message bytes/sec FIERFINSENELE, ATRATH

Storage Manager 7 Storage Manager IETE M 2EE
AR, 1R MSMQ RETHE,
Storage Manager £ %517, Lt
A B F#&7~ Storage Manager 9
BAIEEE,

BiEREE Disk Write Bytes/sec AT EHEWEES 48, XXITFE
I Session Recording Server i
SR RMIEEER, WA LUNEE
BAIREN2RAIMERE,
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MREXT R

MSMQ BA%!

MSMQ BA%!

L&

pSEEs

Session Recording Server &4

THERER R

Bytes in Queue

Message 1in Queue

Bytes Total/sec

% Processor Time

iR

AIATFHE CitrixSmAudData B2
PAFIRFRER SRS, SNRILEMRE
B lElAOERSTIG N, T MRS
REIFIENEEIG AT Storage
Manager =] LUMBHERAVRE, 1k
THLEE W MR IR IR R A R RIS
FEHEH-

KT PATIPRFTE” ks,
BNEHSHE,
ATRATFEERMMHITIE, U
REISIERNERREIES, T
Session Recording Server Lillg
B, it EREs e R E N BURRE
R, 5HTNEHELEERRN
Citrix Session Recording
Storage Manager

Message bytes/secit#s
RZRSSLE. SNRMILZERE R FUIL(E,
HEREHETIPE,
BES#HITEM, BE CPU RAXH8E
B iRERTR I

B LB (F4H3%£4F Session Recording Server A RIEMENBENDTE, BEHMEE: dETE (BIgmns
TRSBHNEE) FHEYTE (BIFMESZRSR) . EMEER—MERER, SNEFHRURENRARESTT R

o

ay R

@& Session Recording Server BY, BEZEIUTREME, URRITAMENREMERE. RAKBT IOPS,
IOPS A LAIR MMAZ ZIHEN REMIEASRENELE, AL, WEHNMBMEREHHITRARFEEEN. X
FE144E Session Recording Server, EilEAM CPU X% CPU, EBMEMESNMEFREBIRL, BINE
3 64 {u4b3RER%e4, BHIEAEER x86 RIBLEXAY, EiUMERA 4 GB RAM, BIEMEZHNEEE Az
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A

BIfERARET BHE, ERFIKREXER, 84 Session Recording Server 18] LUK M REFI AT I R 4 BY PR Hlo
FIRER B A MAIMIARS B R B R ARMER, FIUERERITEN LREES Session Recording Server, LUfE
Session Recording Server {E A B F#ETT, UL EHR, Session Recording Server EH=EZEMEIE
. BRAME, &% Session Recording Agent s R TIERAE 9 Z G E FHigs.

il

LS

100 Mbps BIMI%E #%1%1E &% Session Recording Server, Gb UAMZEZAfEsiRmsE, BRSBHEERSE
100 Mbps %/ 10 8, SEPRL, BHEMEEE—L,

#afR Session Recording R5 ARt R S F A AMBHRNE=FNARFEEMEREN. BEERT, MERHR
L AT Session Recording Server, MNRMEIMEWIELZMI, WMEALER—FENEENRSRATT EBIEN
Pak= WS

=&

WHEMFEEGNRARRS ST BENE —SREENRAE, BESA\HENREHR, BARSNEEES, &
EEERAL RN, BESXES NMEMIFREIELE,

BEUBEMTE RAID 3 SAN L.

3

AR

BETFETXXHERMHIY (190 SMB A NFS) 72 NAS LRI se X1t aefl R e M= £ R0, BERRMhRZ
BN OB R R ERRE, FHHITAURNIE R ERBIIEEE,

WNFAMIERIRE, TEHNRARNEEFAEFNHEITHE. EEATEFSREOSHEERBEN L, ERAR
BB ERLER, HHRENRIETH, MEFTFHYEBEIRFETR. SUURNFINREEZREE AL
B BR, EEELNBFELEGESIRBUEERRE. NHRVEENXARANTEN, BERNEFHEEH SR
H& A iR,

BEREAAEN RAID FHEBAS R, B1F% RAID £3IaTA, BEBURTHENTRER, TRIEET S RAID
HAN U RENIREST Session Recording HiERRE,
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RAID 25!

RAID 0

RAID 1

RAID 3

RAID 5

RAID 10

sm AR TR
EEBRINEHE 2
EABRIONBERE 2

wEATBRENETE 3

HAHLFERENFHE 3

REEMFTE 4

AR

RHESHRELTR. &KX
AR RRIFFET,
RAID 0 2 —FH R AR
BE, BFFERHNRIE
X, EXREXHPHIESR
KR IAN. BT ARINE
SHERMNEYT R,
—MEERB LR,
LR A — A BB 5RAY
BRER. NEFESTTR
RIS BEGE B LLARIR TS

o

REEBFEMT RAIDS B
TRFENEE A\
RAID 3 7= AT Msasile
MEBNARERF. BT
Session Recording BF
XM AER, Eit, 583
Bi#ER RAID 3, B
FERo
BERREHESIREEEE,
BUFEES NEREA .
RAID 5 B2—eREFRE
W, BHTENMRER
18, FAFENIS
Session Recording £/
RAID 5, RAID 3 mTLAAZE
IR AFHITEE, BEEAN
HeEsiRS.

21 RAID 0 BYMERESRFE,
8% RAID 1 TR
gt Session
Recording £/ 55 HAR
R B0

RAID 0 #1 RAID 3 2R##EERM RAID 45, RAID 1 #1 RAID 5 2 7inE, BREINIT Session Recording &
Fo RAID 10 #seiefit 7 —LeHREMES, BN FHIMEERIH KR 5o
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RTEHBIREBFAL BN ML, IDE/ATA IRzh2sfMshaR USB B AEIREN B RIS A TE Session Recording H{EF,
FEMEIFETE SATA M SCSI Zjal, 5 SCSI IRzhgstEtt, SATA IRzh23LAERRIE MB iR T B MERIER,
B2, SCS|EmhasiztBirattae, HAERSBBEPER N, RSS2 RAID RS R EZHF SCSI Ropgs, BX
L SATA RAID P milfEtBr] o TEMHMEHRIXEhER mBIIAERY, 155 SRR Ies R E A H A 1 AE4F k.

HTFEXRFBTIETERSSARERETE, FAlt, EXTESFESHREZEHITER. EREIRHIS, £8
NI TEEARE 5000 4 Outlook RIFALYHEFE 100 GB WzfiE=ial, EfzfiE 10 XIRHIRZA (B 50000 R
HIBRIEXH) , EHEE 1000 GB (1 TB), B REHFALRMBIBRIAR 2 SIMREER, o UERNHETENES.
R 1 TB#E=ETA, WtXNREHRESEN, BREZTEEMAERETE 700 GB £4, F& 300 GB fEx
BBV X, £ Session Recording /1, ICLDB StBRFXIFXHHNEEMMIER. ENSREREBARTK, &
AUZHEEESERNMESEREEXEIT—/R. BX ICLDB si<HIFHNEAER, BEREENEEFCR.

AN BNEFHRNERNSZ2EAETRAFINEEH AR SAN FiEERS R, 5 F Session
Recording Server, W5 RRAAHIRENE, SAN EBERAES, BHTFHEIMEFTIRAZMN, SAN BLEEE
HNEPBENE, SAN BREMEELR, B @B iSCSl, iSCSI #74 2 SCSlover TCP/IP, B3I GB !
RRILLSK, TEHTEE D REE IR,

PIEEAY R

&i%%) Session Recording #iEEMHIEERLD, FAZMBENXFESRHENSEGTXNTHE. RENSIEELS
MXHEENDIRMBBEET, BEERT, 8IRENSIERFL 1 KB #BETE, FRIFER Session Recording
E AP B REHEBATRIEP.

Microsoft SQL Server 2019.Microsoft SQL Server2017.Microsoft SQL Server 2016.Microsoft SQL Server
2014. Microsoft SQL Server 2012 #1 Microsoft SQL Server 2008 R2 & Express Edition frzi§ kB E A\
#1510 GB., UENMERHIKIEA/NA 1 KB itE, ZEIBEAHRR AL 400 FK1E, Microsoft SQL Server yE i
hRZAS & B HERER/ RS, NP AHETERY. FBEPHSIENEILS, BHIBENMTEURERRENREEL
T ARBERIT

MREHIET Session Recording EF API #TEEN, EMRENKIERERNNMUEESS: REIBEEERFE
N BPERIEAERFINIENER— RHELERIER—. NRMER Session Recording ZE API 3t &iEi#
TTEEX, RENENTEREHHER—1NES. ATIERRESHMEESEE AT ATLERE R
5, RUEIEE LML BAHARAAEEIEEE, ZFMIERM, UETF Session Recording $UERERT LS H A 3B E
(8#%& Citrix Virtual Apps and Desktops #iEEEEUEE) EHEREM SQL Server £iET,

#NR Session Recording HEZBEAMBETRRHE A TRFINWKIE, EEE Microsoft 3¢ SQL Server @I &
s S RENHITIRE.

TR FARNEE

January 11,2024
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AR

R A HTERERSBSIAY, ESRENENEFEE A H FEME Azure HEE Session Recording

USSR Rk

T T RRINA PRI EMEE Citrix Session Recording # Citrix Session Recording g3, &1 Citrix
Tech Zone xx& POC #gm@: Citrix Session Recording.

ANEEUATERN:
LR

g

i/ Citrix Virtual Apps and Desktops R#i2F %% Session Recording

BT

£ SQL #UEERSS =% Session Recording #i&E
F+4% Session Recording

EN# Session Recording

5 Citrix Analytics for Security &£

LEITR

FAREZ A, BEFRMUTIIRPOTE:

B

ERERES Session Recording AHITEN.
RESHENB AT ERENAGNBEHENRENER,
fEMEM Citrix kP &A1 Citrix Virtual Apps and
Desktops T#ITEH T &~ ISO X, fRELEZ SO
Xz R4 DVD,

BEMA TLS #%7E Session Recording 2 iali#{Ti@
15, BEENIFRPLEERIIES,

73 Session Recording A RE(ERIFFEIEIMER,
ATLUM Citrix Z35T1E FEEHER

EE Citrix Director LI HESE Session
Recording %88, BXFMES, ESHRECE Director
LR Session Recording Server,
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AR

o BNENERIBEREIHREIEELBHNNARFEISIIRIIMNRAAF. NRELBHNAREFATFERNZ
TR, MXENBEFNSIERZAERSERIEREHR, Session Recording I EzhERES S A
TANE—NERMNAEFELRE, M 7.18 kidsFia, aIERSRIEREITEEERIEHR BN B 5
FIFLEEERBINRIE, LIhRER UREBIR D 5 Eh RIS R £ R, BXFHAEE, BFSRATERIE
R,

« JNREIFIER Machine Creation Services (MCS) 5% Provisioning Services, i&#E&—ME—H
QMid. KREEEFRSHRHIEIEERK,

o SQL Server % TCP/IP. i&17 SQL Server Browser fz5H 28 Windows B34,

o EFERHTTPS, &4 TLS/HTTPS BB RS 2L

o HRAHAFAFA > A > BP AR C: \windows\Temp X#4ZEEE AR,

&/ Citrix Virtual Apps and Desktops %312 %% Session Recording
AR

BATEIWNEE B IR R AR 55 28 £ =% Session Recording Administration. Session Recording Agent #l
Session Recording Player 414,

Session Recording Administration 4 &3E Session Recording #t#&E. Session Recording Server
0 Session Recording Szl &, T—ARSH/LLREMBEXLEAHEATHRIRIE. B2, RITBINEE
IREARSS 28 LR % Session Recording KBgiEHl &, HES—&HMAIRS 2] LR % Session Recording
Server, EERHBEM Session Recording #IEELA A

R4 Session Recording Server A& BEIREE Session Recording Web #7k23,

%%t Session Recording Administration 424
&% Session Recording Agent

Z%E Session Recording Player

%% Session Recording Administration 4
AR
B 21102, EZMAT TLS 1.0 & Windows Server 2016 t Session Recording Administration A2
i, BRI THE:
1. REERTF SQL Server # Microsoft OLE DB Driver,

2. & HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4
.0.30319 FM &M T, FM SchUseStrongCrypto DWORD (32 fii) EH ¥ E#E
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®ERN 1.

3. EfEEN Windows Server 2016,

Session Recording Administration 48 £ 1% Session Recording #(i&E. Session Recording Server
Session Recording BRIz A, FILUSIREIERS 3 L RENA M,

TR 1. THERRGHBHRS

1. EREM Citrix kP &A1 Citrix Virtual Apps and Desktops THEmEH FH =M ISO X, fRESREZ
ISO X ZIRZXXH# DVD,

2. FRASHEERK,, ERBAEHEFBRE Session Recording Administration A#RIITEN. EIREhESDIE
A DVD £ ISO X, MNRLZERFFRBNEE, EWNE AutoSelect [ AIZF I MIIERNE.
LR BRI RER S,

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DESktOpS Deliver applications and desktops

Cancel

cifrix

TR 2EFEBRENT R

B SEEHM A LIZE Citrix Virtual Apps ¢ Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windows Sing|

Install this agent to deliver applications and d
single-session OS virtual machines or physica

Extend Deployment

Citrix Studio i Session Recording

$ 1% 3:1%4% Session Recording

%% Session Recording £ 8.
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Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

TR 4 FEFHHER Y
ERHEFAITYTE L, FERFHRRFANN, RARREET 5,

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the end-user customer (
the providing Citrix entity (the applicable providing entity is hereinafter ref
"CITRIX"). This AGREEMENT includes the Data Processing Agreement,
Services Security Exhibit and any other documents incorporated herein by refe
location of receipt of the Citrix product (hereinafter "PRODUCT") and n
(hereinafter "MAINTENANCE") determines the providing entity as identifie
www.eitrix.com/buy/licensing/citrix-providing-entities.html. BY INSTALLIN(
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGE
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in ar
order or any other document submitted by you shall in any way modify or
terms and conditions contained in this AGREEMENT. This AGREEMENT doe
to third party products sold by Citrix, which shall be subject to the terms of the
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive
I have heard, understand, and accept the terms of the license agreement. This o
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back
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Citrix Virtual Desktops 7 Core Components

v Licensing Agreement

Core Components Location: C:\Program Fils
Eeatues Component (Select all)
Database and Server

Session Recording Administration

Administrater Logging

v
Summary
Install
Einish Ee;sion Recording Agent _ . .
his compenent cannot be installed on this machine,
Session Recording Player
e Install the Session Recording Player on the Session Recording &

workstations in the domain for users who view session record

Back
SRS ERETENAGRETEME
EROASTIE L

o (IE: BABERT, ArRERE C:\Program Files\Citrix . ZZAIBERATAZHIBE, EALIEEATE
XREME,

o A BIMERT, IURENARZHNAEERETKEFH, RREFNRERERIFRERAL
KRIERIERFA LETT. ERAIF Session Recording Administration A#REEZXIFRERSK L. EA
¥ Session Recording Agent (R&L#£EERET VDA BWiHEN L, MRELEIRARE VDA HiHEN LR
Session Recording Agent, Session Recording Agent :ETUEFR A A,

1%&#% Session Recording Administration F&&HT—%,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features
¥ licensing Agreement Feature (Select all)
v Core Components . . i
7 Session Recording Policy Console
Features Citrix Session Recording Policy Console
Database and Server
= = 7 Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Management.
Summary
- Session Recording Administrator Logging
Install L Administrator Logging captures Session Recording Server configuration chan
Finish recording activities to the Session Recording Database.
7l Session Recording Database

Citrix Session Recording Database

B (

FIE 6 EREREMNINEE
EThEERmE L

o BIANBERT, TURENINEZSNNFEERERER. T—aRSB[BLLEMEXLERS[EA TSI,
HFABAEF=IRE, BERMAIARS S ERE Session Recording [KBgiEHl&, EF—ARMMNARSS LR
Session Recording Server. &5 HEIZRMEIERE,

+ Session Recording B2 & HEIZRE Session Recording Server a3 FIhak, 5tik#E Session Record-
ing Server, A5/ BEi%#E Session Recording BE R HEIER.

« WR1EER Session Recording Server, Fs%% Session Recording Web k23,

o ERHREDRERE, BEER—RSHBLERMINE, REEER msi N8, TEBRETERERER.

EREREN—DE S, ARRET—F,
S8 6.1: it Session Recording #iEE
AR

+ Session Recording #iBERRLMRHIEIERE. ©RAREREHECIEMEE Microsoft SQL Server
LHIPFRREIBENAE M, Session Recording Z#ETF Microsoft SQL Server By =%z a1 A
MRRRAR, BXREFEMES, BESRABEEST AL,
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o BEILIEL T = SQL #iERERRSS £ =4 Session Recording #4iEE

Azure SQL #iERE

Azure SQL &5/

Azure ESAL (VM) £ SQL Server
AWS RDS

Google Cloud SQL Server

Session Recording ##EZ Microsoft SQL Server B @EE U T =FpEE! !

o Z0E 1: fEE—&IHEN L% % Session Recording Server #1 Session Recording ¥tiEfRE, 1Eixizit&El
%3 Microsoft SQL Server, (%)

o ¥E 2: EE—AIHTEN _EZRE Session Recording Server., Session Recording ##EZ# Microsoft SQL
Server,

« 5E 3: fT—AITEMN ER% Session Recording Server, 5 —&1+EH L&4 Session Recording $uiE
EE#0 Microsoft SQL Server, (F#EfE)

1. EIMRETIE L, #E#%F Session Recording #hiEEHBET—5,

Citrix Virtual Desktops 7 Features

¢ Licensing Agreement Feature (Select all)
v Core Components . . .
Session Recording Policy Console
Features Citrix Session Recording Policy Console

Database and Server
Session Recording Server

Summary Citrix Session Recording Broker and Storage Management:

Install

i Session Recording Database

Finish C

Citrix Session Recording Database

|

2. EREENRSRBESENE L, 1EE Session Recording #44 = #9 52 5 & #R A1 B B B FR LUK Session
Recording Server Bit &P, #HET—F,
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Citrix Virtual Desktops 7 Database and Server Configuration
¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
b computer account of the Session Recording Server.
¥ Core Components
v Features Configuration
Database and Server Instance name
Summary Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database name:

CitrixSessionRecording

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back . | cancel

EHIEREAMARSS SRECEDIE £

o THIBFR: MBHIEBELFIARESHB LG, MIREEER SQL Server it BN & . MNREESERGIGE
HHiEIA SR pleE, EER computer-name\instance-name fEASIBELGIZ M. EHEERMNAR
SZHLHRTR, 1BTE SQL Server Liz1T select @@servername, & [E1{E A EHREGEESL G,
R SQL Server EEERMIREEXHA (MIERIARKO 1433), iEBETAIZEFIBIHMN—MNES
RBEEXMITEEEO. I, EXRFIBFXAEEFREN DXSBC-SRD 1,2433, HFES/FEM 2433
RN BEE X resimo

o BIRERT: EREERMXAEPRBANBEXBIEERZN, HEEAXSEFERHRIABRIEER M,
BEMLEZNINS SQL Server SLfpIERE LR EHERE R YA M.

BE:

HEXBIBEZMBANEE A-Z. a-z. 0-9 MTXI%k, HEFEEET 123 1M Fi/.

B FEIEERR securityadmin 1 dbcreator [RES B AGNIR, MNEEHEXENIE, EALL:

- ERBIEEEEANDELTENR. RETHRE, RFABEE securityadmin 71 dbcreator &5
BHENRT, TUZ2MER.

- =&, E#E A Citrix Virtual Apps and Desktops I1ISO £/ \x64\Session Recording T#y
SessionRecordingAdministrationx64.msi 48, 7£ msi R#EHE, KRET—PIIEE, #
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TR AR securityadmin 71 dbcreator RSB A GNRNKIEESIERNER, BBNER
HERE, AERERE USSR,

R #1611 Session Recording %38, ##N Session Recording Server #yit Bl F
db_owner.,

+ Session Recording Server i+ &k :

- ZZ 17 2: 7z Session Recording Server i+ &tk XAEHEN localhost,
- E3: FH GIHENZT BXBANFTEE Session Recording Server Kt B H & #Fo
Session Recording Server it&#lik Bl AT A1) Session Recording ¥UBEEMIAF 1K

AR

7z Session Recording Server i+ &K XAEFIZE T B, £iX% % Session Record-
ing Administration =K KH B REIRAE 1603, #7574 7 Session Recording
Server itEHK P XX AEFEAN localhost 5 NetBIOS 152 \itEH & 5. EIKEX NetBIOS i3

%, 15%:% Session Recording Server 37 PowerShell #iz17 $env:userdomain &
EHLIRTATIE!T echo %UserDomatin%,

3. EELETHRIARE,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.
v Core Components )
Installation directory
+ Features . .
CProgram Files\Citrix
+ Database and Server .
Prerequisites

S . . )
ey Microsoft Internet Information Services

Install
Core Components

binich Session Recording Administration

Features

Session Recording Database

At
=

RENE LB EREMERERE, ATUBEHREREEZANRSIEHHAITEN, HREREUFRETE.
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4. EHRE,

Citrix Virtual Desktops 7 Finish Installation
The installation completed successfully. v Success

Core Components
+ Session Recording Administration Installed

Post Install
+ Component Initialization Initialized

Finish

FERMREDIH L B RHEEERIMEHNAE ERNREMAA MRS ETRALT,
B FESERLISER Session Recording #iREMRE,

S 6.2: =i Session Recording Server Session Recording Server 21t & TR HIARSS:
« Broker, IS 6.0+ 1£&# Web NHREF, BEEUTHE:

- %R B Session Recording Player #1 Web B2 RE M4 T HIER,

- %k B Session Recording SBgIEHI &R EEIER.

- iFfE&E Citrix Virtual Apps and Desktops =% Citrix DaaS (LLwi#r Citrix Virtual Apps and
Desktops iRS3) =IEHIRHIFKES,

+ Storage Manager. BEEMETBAET Session Recording #9 VDA U EIM RHI=IE X8 Windows iR
o

« BIEGHEIDR. FE Session Recording Server —EREMERLEFAM, BTIEREEE, BIAERT, R
EBTICREUEEREFMEESR R CitrixSessionRecordinglLogging 193k SQL Server #iEEH, EAILLH
TE X EHRE R o

%4t Session Recording Server A ZBEIRE Session Recording Web #7428,
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ER# Session Recording Server, EERUTHE:

1. EIRETNE L, #%$F Session Recording Server 71 Session Recording E2GHEIIR. BFHTF—%.

Citrix Virtual Desktops 7 Features

+ Licensing Agreement O Feature (Select all)

¥ Core Companents . . .
— Session Recording Palicy Console
Features . o Citrix Session Recording Policy Console
Database and Server

Session Recording Server

= _ 7
Administrator Logging Cd Citrix Session Recording Broker and Storage Management.
Summary
N Session Recording Administrator Logging
Install [+ Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database,
O Session Recording Database
_ Citrix Session Recording Database
AR

+ Session Recording B &R HE 2R & Session Recording Server Al i%& F I Bk, LiEF
Session Recording Server, #AE7 #Ei%#F Session Recording B R BHEIZR-

o BRAITBINERB—ER4 Session Recording €5 HEIE R Session Recording Server, 1
REFFLEEAEERATICRYE, FIUEEEANNEEERARINEE. B2, MREEFREEE
RLELTHEE, BHEBUEHM, REEER SessionRecordingAdministrationx64.msi F&hi
IniEIhigs

2. EHIEEMRSBEENE L, EEKE.
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Citrix Virtual Desktops 7 Database and Server Configuration

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Configuration

Database and Server Instance name
Administrator Logging Example: \SQLEXPRESS,computer-name\SQLEXPRESS, computer-name
Summary

Install Database name:

Finish CitrixSessionRecording

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel |

TEHIEREAARSS SRECEDIE £

o EHIBH: ELHBMXEEFREAN SQL Server EH, MREFERAHE LG, HEAN computer-
name\instance-name; &M, EREERAN computer-name, 1R SQL Server BBEAIIFEE
XiEO (MIERRIARO 1433), HELEZEFIBIMTIN—MESRKIGEBEX WKL, i, 7E%
BB AIERTEN DXSBC-SRD 1,2433, ERESEEN 2433 RixBEXMITEEH .
HIEERTR. EREERMXAEPRANBEXBEERN, HEEAXFERSERNRIALIEER R
CitrixSessionRecording.

o KT EEREEE A securityadmin 71 dbcreator (RSB AGNIE, MNEZEXENRER, AL

- ERBIEEEEANDELTENR. RETHRE, HFABEE securityadmin 71 dbcreator &5
BAGBKIRT, AIUR2MER.

- = & f B SessionRecordingAdministrationx64.msi % # & & # Session Recording
Server, £ msi REHE, 2ET—MEE, BRIEHES securityadmin 71 dbcreator i
SHRACIIRNSIEEEERNEE. FRAERNEE, AEREREUASERE,

o BAEBHEGIEMAEIBESE, 2HMREZENRS Session Recording $iREERE,

+ #A Session Recording Server i+&#ikF, AERTFT—F,

3. ZEEASICREENE L, EEEEETICRYENRE,
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Citrix Virtual Desktops 7

¥ Licensing Agreement
+ Core Components

+ Features

+ Database and Server

Administrator Logging

Administrator Logging Configuration

Specify Session Recording logging configuration
Configuration
The Administrator Legging database is installed on the 3QL Server instance:

YVDFX-5RD-1 v

Summary Administrator Logging database name:
Install | CitrixSessionRecordinglogging v
Finish

Test connecticon...

7 Enable Administrator Logging
This option enables the Session Recording Administrater Logging service

Enable mandatory blocking

This option ::ulock policy and server property changes if logging fails.

%

Back L Cancel |

AEEATICREERE L:
- BEEATIERBEERET SQL Server | b: kX AERATHKE, EEHSIEREIEER SQL
Server S22 #R2 B B MIETE SR AR 53 28 FC B DU - 3 N BISE{5) 2 AR AR 4TER Y,

c EEGAASIERHIBEERF: BRE Session Recording EE R HEICRINEE, BHELXIEIE
FRANEESASERVIBENEEXNRIEBEZN, REGEAXEAEFEENRIAKIBE R
CitrixSessionRecordingLogging.

AR

EERHSIERBEERMUMSELE—
Session Recording #iBZER¥AR,

BIEEMRSSHEE LR BIEER M ERIRERN

s PABERATICRIEESTE, 2HMNEENNSEERBTICREUEENEE,
hd Fﬁﬁ EEEIu-lai EﬁlATﬁ/R—F; F}Eﬁ IEH lu\lailﬂﬁbo ij\iEﬁHyiﬁiiqj*EF_“ZEﬁ }Eﬁ'l;-ljjﬁbo

o BFREIFELE: BUAER T BAEGELE. MRAEIERKM, NEJsEREIEIERINEE, AT LUETEUHE
FRAE R e AE 2R FE SR PR LE o

BET—PHERE
4. BEEUETHHIAR R,
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Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components
Installation directory
¥ Features . .
C:A\Program Files\Citrix
« Database and Server
Caore Components

+ Administrator Loggin . . B
eI 00gng Session Recording Administration

Summary

Features
Install Session Recording Server
Finish Session Recording Administrator Logging

e ) I

RENHE B ERERREEE, TUEHROREEZFNASREH#ITEN, HETREUFREE,

5. ERRE,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Past Install
+ Administrator Logging v Companent Initialization Initialized
+ Summary
+ Install
Finish

e

FERRETTE L B RHHEERIMCHNFE ER R EMAA KRN S ETAL,

B EH5ERLISERL Session Recording Server BR#,
AR
: Session Recording Server BRIAREER HTTPS/TLS EHFERE L L. NRE Session Recording
Server B9ERIA Internet Information Services (IIS) WEH&EEE TLS, MER HTTP, ALk, &

£ 1IS BEEH & iBid T U T EREBUEER SSL: SMnEl Session Recording Broker s, 17F
SSLigE, HEUHEFENR SSL Ei%4E,

$% 6.3: R4 Session Recording 5SEgizHlE  AILUEERA Session Recording SRBSIEHI AL B 558,
EREE Session Recording HKESIEHIE, BRI TS E:

1. 7EI0RETIE L, ##% Session Recording HEgizHI G HBEET—5,
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Session Recording 2308

Citrix Virtual Desktops 7

¥ Licensing Agreement
+ Core Components
Features
Surnmary
Install

Finish

2. ERMETHBING R,

Features

Feature (Select all)

Session Recording Palicy Cansole
Citrix Session Recording Pelicy Console

Session Recording Server
Citrix Session Recording Broker and Storage Management.

Session Recording Database
Citrix Session Recording Database

(oo )N
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Citrix Virtual Desktops 7

# licensing Agreement
+ Core Components
+" Features

Summary

Install

Finish

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory

C\Program Files\Citrix
Core Components

Session Recording Administration
Features

Session Recording Policy Console

) I (G ]

RENE LR EREMMEREEE, FTUREHREREZZFNRASIEHHITEN, HRHEREUFIERR,

3. ERRE,
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Success

¥ Core Components
Core Components

+ Features + Session Recording Administration Installed

Y oummany Post Install

" Install + Component Initialization Initialized
Finish

—

FERRETTE L B RHHEERIMCHNFE ER R EMAA KRN S ETAL,
B EH5SERLSER Session Recording SRBgITHI & IR,

$18 7. %% Broker_PowerShellSnapin_x64.msi
5E:

Z{FF Session Recording HB&iEH| & , 15 F 5% % Broker PowerShell €& 7t (Broker_PowerShellSnapIn_x6
.msi), i& 7 Citrix Virtual Apps and Desktops ISO (\x64\Citrix Desktop Delivery
Controller) zIZEESE T, AERBRPHTRE, BN, SSHHMEIR.

%% Session Recording Agent

Session Recording Agent RREEEATLRIERIFRATRERFRIERANS N VDA LHAH, BFEARS.
ARREISIELIE,

FR1 THEFRREHBHAS FAFSHEERRKF, BREEHPRE Session Recording Agent Bt Eilo
TEIREhER BN DVD 333 ISO X, MRBREFARBRL, ENE AutoSelect [ B2FIRH IR,

PR BRI RER S,
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Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TE2EEBRENTR
B BB TFA %3 Citrix Virtual Apps = Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Bxtend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunty bulletins, and troubleshooting guides.

# 1% 3:3%4% Session Recording

%&$% Session Recording &8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Finish

TR 4 FEFHHERF DY

ERHEFAIYTE £, FERFHRREANN, RARRET—F

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This iz a legal agreement ("AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/QE. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software insi
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

| Back | (
== | L
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Citrix Virtual Desktops 7 Core Components

+ Licensing Agreement

Core Components

Agent O

Summary
Install

Finish

TS ERERENAURREME
%% Session Recording Agent F&2+TF—%,

Location: C:\Program Fils
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
The Session Recording Agent must be installed on the VDA or'
you want to record sessions.

Session Recording Player
Install the Session Recording Player on the Session Recording 5
workstations in the domain for users whe view session recordir
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Citrix Virtual Desktops 7 Agent Configuration

+ licensing Agreement Configuratien
+ Con onents . .
ot ompenent Session Recording Server name:

Agent
Surmmary
Install MNote: Enter information for connecting to the Session Recording Server. You can medify
such information later in the Session Recording Agent Properties,
Finish
Protocal:
|kTTRS -
Port
Test connectio

MNext Canc

SR 6 EERERE

EREBRERE L: BARET Session Recording Server HitEH &R, URATFZEEE Session Recording
Server BHXAIRAE S, MRERRE Session Recording, LUEALLTE Session Recording Agent 55
BUEXE R,

FE:

LERBFINLEZINEEERG. EALZEF “HTTPS ZE TLS 1.2” MiER. MNREEXFER FERRER

B, MiAEESKN, BEIUREANY, HRET—IRERE, XFLMERNINEEEST,
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Citrix Virtual Desktops 7 Summary

+ licensing Agreement Review the prerequisites and confirm the components you want to install.

o CAra fo.._ql-u-\n-n..
e LA T
Installation directory

C:\Program Files\Citrix
Core Components

Session Recording Agent

[ e )
SRT. EFVENHFRIARE

WENE LS EREARERE, aTURERERERZAMNESHEHH#HITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Succes:

v Core Components
Core Components

¥ Agent + Session Recording Agent Installed

v Summary Post Install

¢ Install v Component Initialization Initialized
Fimish

T8 ERRE
FERRENE £ B RHREERITICHFNE EMNREME L ETMA LT,
B FESERIUSER Session Recording Agent B9%R4E,

AR

318 Machine Creation Services (MCS) g Citrix Provisioning { /8 & B 23 Microsoft JEEBA
5] (MSMQ) 81T %4 VDA, XLt VDA EG+ERN QMId, BRI QMId FIEES S MR, flan:

o BPEER T REWNN, WEIRTERBRIE
« Session Recording Server Al R EIRIETHES, Eit, RIEFTAIRLLTFEDRS.
fRR7E . 8 VDA gIE— 1 E—p9 QMId, HEREBE S EM.

MRLET Session Recording Agent MR RIFIRIER Y VDA REMSKEEX TERA PVS 7.7 AESARA
UK MCS 7.9 AERSRRACIER, NEFHITEMEIMIMRNE; B, EIEERE, VDA BRI A BRI A
g aE EHIFRE EEE A AR,

SFFiEid MCS o PVS QIEEMNZ 2iER1ER S VDA UIKBENERF T HNREFREENNERIFIRERA
VDA, i&fER GenRandomQMID.psl iz ZAEEITER QMId, FENBEREIERR, UWHRERFE
RERZAEEETEBH VDA,
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Z{FH GenRandomQMID.ps1 fiizx, iEHITIUATiRMkE:

1. #yfR7E PowerShell &, 3EH1751KI&E N RemoteSigned s RRH.
Set-ExecutionPolicy RemoteSigned
2. QBT HESHERRBHNRE—MARR, ARBTE PVS 5 MCS XME&itEN Lil@id SYSTEM ik
FiBiTo
3. Bizs<LRMARIES.
powershell .exe -file C:\\GenRandomQMID.psl
GenRandomQMID.ps1 flAryEEI T :

1. WEMRFRIER 7R QMId,

2. % SysPrep = 1 /1 % HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\
Parameters,

3. fE4E%iAR], @3F CitrixSmAudAgent 1 MSMQ.

4. BLkEN QMId, BB ZEIBEELERNRS,

75 GENRANDOMQMID.PS1:

{13

MEMRBHIERIE QMId H5 MSMQ i&E SysPrep ir&

Remove-ltemproperty  -Path  HKLM:Software\Microsoft\MSMQ\Parameters\MachineCache
-Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -Name “SysPrep” -Type
DWord -Value 1

FREVAERARSS

SdepServices = Get-Service -name MSMQ Select -Property Name
-dependentservices
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S a MSMQ LUkEE QMId

Restart-Service -force MSMQ

BEhtExARSS

if (SdepServices -ne Snull) {

foreach (SdepService in SdepServices) {

$startMode = Get-WmiObject Select -Property StartMode
win32_service -filter “NAME =
‘S(SdepService.Name)’”

if (SstartMode.StartMode -eq “Auto” ) {

Start-Service SdepService.Name

%% Session Recording Player

=] .
eI .

S

%4 Session Recording Server A& Bah%%E Session Recording Web #2883, ABHABNBMAR
% Session Recording Player.

Session Recording Player @—1"AF RE, S8 UM TIELAEZREUBRREINSIEXH, 7 Session
Recording Server siisiFriy T ik %% Session Recording Player.

FRL THFEGREABHAS EASMEESRKS, BREEHEFP%RE Session Recording Player A%t
Bl. EIREhRHIEAN DVD 5 1ISO XX, MRLRERFRER, BWE AutoSelect R ATEF ML)
#o

PR BRI R ER S,
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Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TE2EEBRENTR
B BB TFA %3 Citrix Virtual Apps = Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunity bulletins, and troubleshooting guides.

$ 1% 3:1%4% Session Recording

%% Session Recording %8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

Software License Agreement

Prin

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This iz a legal agreement ("AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/QE. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software insi
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

| Back | F
FRB 4 FREFEZ IR Y
ERGFI AL, RS, RARRET—D.
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Summary
Install

Finish

SRS EFERENAGRREME
%% Session Recording Player H®+TF—%,

Core Components

Location: C:\Program Fil
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
This component cannot be installed on this machine.

Session Recording Player
Install the Session Recording Player on the Session Recording ¢
workstations in the domain for users who view session recordir
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Citrix Virtual Desktops 7

# Licensing Agreement
¥ Core Components
Summary
Install

Finish

PR 6. BERELETHMINGE

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory
CAProgram Files\Citrix
Core Components

Session Recording Player

o)

WENH LS EREARERE, aTURERERERZFIMNASHEHH#ITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation
# licensing Agreement The installation completed successfully. v Success
¥ Core Components
Core Components
N HIHIEHEY: + Session Recording Player Installed
ol Post Install
Finish Component Initialization Initialized

e~

PET TRRE
FTEMREIH L B RHFEERTCHAE BRI REM IR RIS ETMA M.
B H5Em LU5ER Session Recording Player &,

BohRE

Session Recording #FHEMM TR TR E. HE5EATRRNRENMAHEITHEXH L,

Session Recording Administration A8 BchZRE

ERPEMHSRE—A5EA Session Recording Administration A% i1, UTE—HLARE—HTEN
Session Recording Administration 44, HEIBR—HEXH, BFHRAREES.

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="C1itrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /lxvx "yourinstallationlog"
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msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /l*xvx "c:\WithLogging.log"

3=

AR

al L 7 Citrix Virtual Apps and Desktops ISO Et # \x64\Session Recording T # %l
SessionRecordingAdministrationx64.msi X,

L

\

+ ADDLOCAL R HEZEZFNINEE, BRI LUEE S N EM, SsRecServer 73 Session Recording Server,
PolicyConsole 73 Session Recording &#&izHl&. SsRecLogging AEER BEIZRINEE. StorageData-
base # Session Recording #i#EE. Session Recording EE & HEIZRE Session Recording Server
BIRIEFINEE, F0iE#E Session Recording Server, A7 8Ei%#F Session Recording B R HEFIZR.

+ DATABASEINSTANCE 3 Session Recording ¥R & #R. Fla0, INREEARZ Azure SQL #
EIf, MA . \SQLEXPRESS, computer-name\SQLEXPRESS,computer-name = tcp:
srt-sql-support.public.ca7b16b60789.database.windows.net,3342,

« DATABASENAME 73 Session Recording $iEFEMEIRER Mo

+ LOGGINGDATABASENAME 1 EE R BEICREUBENE T,

+ AZURESQLSERVICESUPPORT RS %= SQL. EFEA= SQL, ERHIEEN 1.

+ DATABASEUSER 73 Session Recording Server Bit &k,

« AZUREUSERNAME 2= SQL EIEER &R,

+ AZUREPASSWORD »= SQL &R %,

* |qiEETRTIRR,

o [PviEEEAENAEIZR.

+ yourinstallationlog AH&ZEHEXHNMIE,

B2 AT 35E Session Recording Server & ERTAEEMIMBEIBEHRLET Session Recording #iE
EMERHEIERBEBE, WTFHEER, EMEATLUEREA SessionRecordingAdministrationx64.msi &3
Session Recording Administration A#RHFHITHRIBERE, PIUSIREME, UETTFSEMITEN LER
#BE Session Recording Server, fEAEMEGEERTEN_LEE Session Recording Server f5, EEAITEAN
FET— @S LUEERIIMA Session Recording SiEEMEEHTIERMIBE. LEMESFRHAHETHE, AR
EHELD T ARFERNBERH, SERTLMTE, SEUTHR:

1. BRlsRETRHETEMTUTH LGS

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="sqglnotexists" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
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CitrixSessionRecordinglLogging2" DATABASEUSER="localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

IthEn I =EE Session Recording Administration 4%, MEXHREMNIXS Session Recording i
MEEHSIERBEEFENERE,

% IGNOREDBCHECK £#1i8 & True, 3% DATABASEINSTANCE. DATABASENAME #1 LOGGING-
DATABASENAME fERREHLE.

2. FERITIRIERIIT BN LRI MR,
3. BEMRIET H T EIUEE Session Recording Server,
4. ZEBEHENL, BITEMUTFUTHSHNHS!

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce

a7 \Citrix\SessionRecording\Server\bin\ &#3% SsRecUtils.exe Xff. 1§
EEEIGE DATABASEINSTANCE. DATABASENAME 71 LOGGINGDATABASENAME &%,

E0%; Session Recording Administration A#EHRZEIEE 1R KEEPDB & &% True, MTEEZ Session
Recording Administration A8y, LITFa<$RRE Session Recording #uEEMEE A EIZREUEE:

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"

Session Recording Player 1 Web BB o&E

B, UTa<5751%% Session Recording Player #1 Web #7428,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"

=z

AR

f& & Ll 7 Citrix Virtual Apps and Desktops I1ISO k£ # \x86\Session Recording T # =l
SessionRecordingPlayer.msi,
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al L 7 Citrix Virtual Apps and Desktops ISO E # \x64\Session Recording T # %l
SessionRecordingWebPlayer.ms1,

Hrh:

 [qEEELRTER,
o [PviEEHAENHEIEZR.
« yourinstallationlog A& EREXHHIIE,

Session Recording Agent Ezh&R%E  li, LU Fe< %% Session Recording Agent H8IE—BEX M,
BFRREERER.

T 64 (URL:

msiexec /i SessionRecordingAgentx64.msi /q /Llxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

4= .
a =W

f& 77 B 1E Citrix Virtual Apps and Desktops ISO £ B \x64\Session Recording T # %I
SessionRecordingAgentx64.ms1,

£ 32 (U RGEH:

msiexec /i SessionRecordingAgent.msi /q /l*vx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

AR

f& & Ll 7 Citrix Virtual Apps and Desktops I1ISO k£ # \x86\Session Recording T # =l
SessionRecordingAgent.msi,

Hrh:

+ yourservername 215 NetBIOS &#F3#t & Session Recording Server B9+ E## FQDN. dIKIEE,
M tk{ERXIA K localhost,

+ yourbrokerprotocol }5 Session Recording Agent 5 Session Recording Broker i#{Ti@{5E3 55 1Y
HTTP 8¢ HTTPS. #RK¥E%E, MIERINA HTTPS,

+ yourbrokerport 7 Session Recording Agent A F5 Session Recording Broker @fzMisO5. %k
18, MLEBIAAT, MimiER Session Recording Agent FERFrEXAIZRINRAS: 33F HTTP A
80, ¥+ F HTTPS A 443,

o |q EBEEERTER.
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o [PviEEEAENAEIZR.
« yourinstallationlog %% HE XA B,

Ft4% Session Recording

BO B R EREARINEShA, METELIEEMITET RS, ATUM XenApp #1 XenDesktop 7.6 LTSR #9
=# CU FE &K Session Recording hras UM E Sk AF & E Session Recording &#hRs.

pE=

¥ Session Recording Administration M 7.6 A4 %) 7.13 X E = R4S, 1R 7E Session Recording
Administration EFERLUFINERERBEICRRS, SQL Server LHIZMBEREREERRBEFICRE
BEE L. BET-PRBETUTHERES: SEEEEIRAK. BRNERBIEESEGIRT. BRTE:
% localhost BB FIRERAX PR ARANEI LT SmartAuditor BRES88 MR 4% : HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server,

TEEMBARTR S hi#t 1T Ko

2R, EEMRS!

« JBTERET Session Recording A#RIITENL LA Session Recording RERFHNERREmSH<SITiEO
RFALRIXLELA M

o ERITEMARESIZ AT, B SQL Server LfIFhE A CitrixSessionRecording BIEIERE, X#¥, MR
EZBEEARZ ERMEMPD, 7JLUHITER,

o BRRXEAEEAFNEH, EHAREFAE Session Recording AHHIHHEN EHZAMEIRR,

+ #N5 Session Recording Server #1 Session Recording #iEFERLEER—&GRS#/ L, BHAEEFEK
Session Recording ¥BERSIBE A ERR, T, EaTLL:

- BERWIBEEER S EAFAHLN securityadmin 71 dbcreator FRESBAENR. ARTHE, A
HEE securityadmin 71 dbcreator [REBAGNIET, TUREHER,

- JEFEA SessionRecordingAdministrationx64.msi XEEFH%K. £ msi AEHAE, c2R—I%
EIE, 1RniREAE securityadmin 1 dbcreator RSB A EGRNEIEESERNZIE. BBAE
HWAEE, AEREHEUSEAR.

o EELLUERA R AL Session Recording Agent, Session Recording Agent 7.6.0 (REREHRA) 5
% Session Recording Server &# (Lifl) ARD. B, FLEMEINEEMRMEEETEFEER.

« 7£ Session Recording Server A &3 2 BN EASIER RSB RE,

o MITEHRRESALE, RINERTEA Session Recording Agent BMHHEREAZEET, UMSEmASE
ERENRERD. JUERITEMTRSEAREFoHEBIEDT,

o MILTHEER AT AR R EARRASFH4R Session Recording 2 /5, AaREBIERASIIRINEE. BERMLLINEE, &
TR Z FEBRRE,

o MRARIEFIANFELRNREIRIE, EBTRRFINTEEIER ),
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o FERUTHRIRE, LUEERETSHIEMLIH 8 %A sEth IR iR,

FRIRF

EARARUMERE, BRIRET Session Recording A& &1+ &M, #AKE1T Citrix Virtual Apps and
Desktops ISO,

#%%) Citrix Virtual Apps and Desktops T#0iE, T##ERARAH) Citrix Virtual Apps and Desktops.

AR EREBEEEUATINF:
1. F+4& Session Recording Server 44,

INREZ Session Recording Server, EfFARLRET Session Recording #iEEAGMNRS R, Z2fE,
BEHRERM Session Recording Server,

Ak, EFTEMUTHE:

a) £ Session Recording Server EF&h{Z1E Session Recording Storage Manager iR$3.
b) i&i@d Internet Information Services (11S) Manager #{® Session Recording Broker IEE£iE1T,
c) ia17 Citrix Virtual Apps and Desktops ISO Hi&ZFEF4# Session Recording £ 8.

2. Session Recording Server #+4k5epkfS, Session Recording RS = BNRE B,
3. (TEEM& L) F4 Session Recording Agent,

4. FEIF4R Session Recording #BS#HI&#1 Session Recording Server, 3i&5F4k Session Recording
Server, B4 Session Recording HRESIEHI &,

5. #4& Session Recording Player,

£ SQL #iEERS L& % Session Recording #kiEE

A ABNBUAEUT = SQL #IEERRS LR % Session Recording $uiEEE:

« Azure SQL #xiER=E

» Azure SQL &L

o Azure VM gy SQL Server
« AWS RDS

Google Cloud SQL Server
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£ Azure SQL #&EE L 2% Session Recording #iEE

1. 8l Azure SQL #i&EE,

a) fEREM Azure P ESR Azure T,

b) &EIIFHEF, %% Create a resource (RIEZER),

c) EIIFEERIED, A SQL database (SQL #iEE).

d) MiEZRLERYRD%E SQL databases (SQL #uiEE) .

e) i Create (8IE) i Azure SQL #iERE.

f) 7£ Create SQL Database (82 SQL #iER%) #HoHd, RHUTER:

« Subscription (iTi): EREZEER Azure iTifE,
+ Resource Group (Z/R4H): % Create new (3r@) sEERE— T MEZRFH,
- Database Name (BUEEZM): FE—TH—HEM,
« Server (fRs328): &8 “Create new” (Hii), SARFERALUTEIES New Server (FifRs523)
RE:
- Server name (ARS2:EM) : MA—THE—HEM. Azure RMFTE RS 23HIARSS 83 B FFd4
meFME—,
- Location ({ii&): MTHFIRFER—MIE,
- Authentication method (B#%)I8FA35%): % “Use SQL authentication” (£ SQL
BRI o
- Server admin login ((REREERERERE): AT SQL EERAZM.
- Password (%73): MARSERNZT SQL BERAZE, AEE “Confirm password” (#
INEE) FERRBEREMNZZE,
- EEHRE,

R EREEE, 2EKRT + R, $E Create (BIE) 1ZH5EA Azure SQL $HEREE,
2. EEPR 1, ER—ARSSE LIETRE Azure SQL #iERE,
3. IREXEUERY Azure SQL BIEZERIBRSS SR IEEF 1T R,

a) £ Azure IJPrh, EERHBFELIENE— Azure SQL 2KiEE,

b) BHAEMESAZFH Connection strings (EEFH7H),

C) 1R Server FTHMIZR, TEME Session Recording #3EZE# Session Recording BEIEREK
HEEERY LA FRo

4. BITE5UTHLEMNGS, EEZAIIEMN Azure SQL $iEE_ER3 Session Recording #3EE.

£ Azure SQL #iEE L, REEETIEITS U TRMPIEH S RkREE Session Recording #iEE:
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msiexec /i '"SessionRecordingAdministrationx64.msi"ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"DATABASEINSTANCE
="DatabaseConnectionString "DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"AZURESQLSERVICESUPPORT
="1"CLOUDDBSUPPORT="1"AZUREUSERNAME="CloudSQLAdminName"AZUREPASSWORD
="CloudSQLAdminPassword"/q /lxvx "c:\WithLogging.log"

Hrp:

+ ADDLOCAL i@ % Z M TN AR, ERILLEE 2 &M, SsRecServer 73 Session Recording
Server, PolicyConsole 3 Session Recordlng HBRIEHI A, SsRecLogging AEIER AEIZRIEE.
StorageDatabase 7 Session Recording #iiE#. Session Recording B 5 HEIZRE Session
Recording Server B9 ] i 7 Ih Ak, %ti%#F Session Recording Server, fRfE7 #Eik#% Session
Recording B R RAEIER-

+ DATABASEINSTANCE 2 Session Recording #iBEMLAIEH, B Azure SQL HiBEZEEF TS
1EE,

+ DATABASENAME 73 Session Recording #3EEEHIEIBEES o

+ LOGGINGDATABASENAME »EE 5 BEICREUREN R

+ AZURESQLSERVICESUPPORT #E &%= SQL. EfFEA= SQL, BBHIEEN L.

+ DATABASEUSER 7 Session Recording Server it &k,

« AZUREUSERNAME 2= SQL EIEER &R,

+ AZUREPASSWORD 3= SQL BEER %,

. |q iEELRTER,

o [PviEEEAENAEIZR.

+ yourinstallationlog AH&REHEXHHIE,

7£ Azure SQL £z AWS RDS %% Session Recording #iE%E
R’

£ Azure SQL #EE 32411 AWS RDS £, AILUBEIEITS LT <RI d < o & X & FHis 1T Session-
RecordingAdministrationx64.msi ¥ 3k5epk Session Recording #iEERNRE,

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.
'Logll

1. 8 Azure SQL #£E L fI=kiEid Amazon RDS #zHI& 61 SQL Server L,

2. ({XPR Azure SQL) EREIMERMEIRFH Server FRis, XLEFRBERZ Session Recording #iEREIE
BIRFR. BXTA, FSH TENREEE,
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ADO.NET JDBC  ODBC  PHP

ADO.MET (SQL authentication) - private endpoint

Server=tcpisr-sglinstance.3141e4%e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username}Password=
{your_password}MultipleActiveResultSets=False;Encrypt=True; TrustServerCertificate=False;Connection Timeout=30;

ADO.MET (5L authentication) - public endpoint

Server=tcpisr-sqglinstance.public.3141e49e4d94.database.windows.net, 3342; Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

3. (WEATF AWS RDS) 2% Endpoint (i55) 1 Port (%0) 8. RITSEAEHIBENLGIEM, X

A <R, WHH >,

alVrS Services ¥ Q

Amazon RDS X
Connectivity & security Monitoring Logs & events Configu

Dashboard
Databases
Query Editor Connectivity & security
Performance Insights
Snapshots Endpoint & port
Automated backups Endpoint

Reserved instances database-2.ccjifaroogglyg.us-east-2.rds.amazonaws.com
Proxies Port

Subnet groups 1433

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731b)

db2sg (sg-00fbd0feee02a731h)

4. 117 SessionRecordingAdministrationx64.msi L %= Session Recording #EEE,
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i+ Enable cloud SQL (A= SQL) &#EHIEAS = SQL BERA BN, #HITHMLENEE.,

ﬁ Citrix Session Recording Administration Setup —

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recarding Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. daiabase windows.net, 3342

[+*] Enable cloud SQL

Database name I

[ ] Use default database name

Cloud SQL admin I
name

Cloud SAL admin |
password

Session Recording
Server computer
account Example; localhost, domainicompuier-name

<Back | Net> | | Cancel

AR

MREXRE SQL BEERT, NXJirE Session Recording Server Bt E#HFERE, 17 Session
Recording Server B8y, B RHEIREE. 2E OK (FE) L4, %% Cloud DB (ZHIEE) i%

£, REBANHNE SQL BERAEB. ZHEE Citrix Session Recording Analytics Ags5. Citrix

Session Recording Storage Manager RS0 11S BRS.

A% Azure AD BI85,
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& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin
name :

sitsgsladmin

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

R iEET%E = SQL HEE LG

1. 1R#E https://docs.microsoft.com/en-us/data-migration/ s https://docs.aws.amazon.com/pr
escriptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.html F#& At iR E,

2. EfF Session Recording 1E ¥ /E1IEEIETT, 1B7E Session Recording Server LizfT SsRecUtils.exe,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. 1£ Session Recording Server k, &E#/Ezh Citrix Session Recording Analytics fgs5. Citrix Session
Recording Storage Manager BRs5#0 IIS BRS.

BEFEUREM Azure SQL 1 E LT R Attt iz

1. #R#% https://docs.microsoft.com/en-us/data-migration/ st #kiEE,
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2. Eff Session Recording 1E 3B /EIEEIETT, 1B7E Session Recording Server tizfT SsRecUtils.exe,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } iisreset /noforce

3. 7£ Session Recording Server t, &E#iEzh Citrix Session Recording Analytics Ags5. Citrix Session
Recording Storage Manager AgS#0 IIS ARSS.

7£ Azure VM 59 SQL Server %% Session Recording #iEE

£ Azure VM =iy SQL Server £, &a]LUBSMEHHIETT SessionRecordingAdministrationx64.msi 3483k
&/ Citrix Virtual Apps and Desktops R#EF2FFR =% Session Recording #iEE,

1. &H Azure SQL VM,
2. BB VM HEEFMEILET Session Recording AAHyEH,
3. 7R Session Recording #3BEHAE, A VM 89 FQDN ER 32413 #Fo
FE: WMREMER SessionRecordingAdministrationx64.msi #1724, EEHEDERAT SQL EifiE,
4. EBRERFRE5T Session Recording #iREN R,

7£ Google Cloud SQL Server %% Session Recording #%iEE

R’

£ Google Cloud SQL Server £, aILU@IEIEZIT S5 A T o < L MB & £ & W & Hi5 17 Session-

RecordingAdministrationx64.msi x4 &3 5Em Session Recording $#iBEMRLE, BXmSEHAINEA,

BEN EXHRNBERREED.

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="

SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"

AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.
'Logll

AERIEMNA T EA SessionRecordingAdministrationx64.msi B354, ATLE Citrix Virtual Apps and
Desktops ISO ##y \x64\Session Recording T2z 6,

1. 72 Google Cloud #¢l—1 SQL Server %,

a) ¥Z Google Cloud #&=#HI&HTF SQL LAITTHE,
b) & CREATE INSTANCE (BUESZfl). Ig0:
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O sunced @ 4

0O @ sessionrecording

= Google Cloud H - sarch (/) for resources
g sqL Instances [E3 CREATE INSTANCE T MIGRATE DATA
= Filter

Q_ Search

@ : P

[E) HELP ASSISTANT

SHOW INFO PANEL

c) i&#% SQL Server {EREHNEIBES|Z,

Google Cloud B v

g saQL & Create aninstance

Choose your database engine

Versions: 8.0,5.7,5.6

Choose MySQL

Want more context on the Cloud SQL database engines? Learn more

Search

£ MysaL £ PostgreSQL

Versions: 14,13,12,11,10,9.6

Choose PostgreSQL

) for resources, docs, products, and more Q Search
£ SqQL Server

Versions: 2019, 2017

@ : i

[E) HELP ASSISTANT

Choose SQL Server

d) 5 Instance ID (6 ID) FEH AP HNED,

BITHMEE, F90:

BT EE.

NEHEFEZE— SQL Server iy

7, RIEFR

= Google Cloud El

& Create a SQL Server instance

Instance info

Instance ID *
testinstance

Password *
casesssesnses &  GENERATE

Database version *
SQL Server 2019 Standard g

Choose a configuration to start with

These suggested configurations will pre-filthis form as @ starting point for creating an
instance. You can customize as needed later.

©  Youvemade changes that override the selected configuration RESET

@ Production

ptimized for the m cal workloads. Highly available, performant, and durable.

O Developmen

Pes but not highly available, while re y provisic es
v CONFIGURATION DETAILS

Choose region and zonal availability

For better performance, keep your data close to the services that need it. Region is
permanent, while zone can be changed any time.

Region

us-central (lowa) -

Zonal availability
@® single zone
ase of outage, no failc Not nded for productior
QO Muittiple zones (Highly available)
Auts tic fi 1o anot 2 it nded fo
duct tances. Incr

Primary zone

Any -

A HIDE ZONES

for resources, docs, products

and more

Summary
Region centrall
DB Version SQL Serv

VCPUs

Memory 26 GB
Storage 10
Network throughput
(MBJs) @

Disk throughput (MB/s)

10Ps @

Connections Pub P
Backup
Availability Single zone

Point-in-time recovery  Disabled

Q_ Search

@0 I

[EJ HELP ASSISTANT

e) AEB[INE— M IPHIFHIGE I LUEERIZEFIREEME. 72 Network (W) FE&H, BN
4T Session Recording Server B9+ EM A IP ik, 5120:
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Google Cloud > -
< Create a SQL Server instance

Customize your instance
You can also customize instance configurations later

Machine type

Machine has 4 vCPUs and 26 GB of memory.

Storage

Storage

Storage size is 100 GB, and will automatically scale as nee:

Google-managed key enabled (most common)

Connections

Choose how you want your source to connect to this instance, then define which
networks are authorized to connect. Leam more

You can use the Cloud SQL Proxy for extra security with either option. Learn more

Instance IP assignment

[ Private 1P
an intemal, Goo

Assigns

quires additional A

pe s. Cantbe more
Public IP
Assigns an external, inte Requires using an auth
or the Cloud SQL Proxy nce. Learn more

Authorized networks

instance. Learn more

New network

YYou can specify CIDR ranges to allow IP addresses in those ranges to access your

Search (/) for resources, docs, products, and more Q search

Summary

Region
v DB Version

vCPUs

Memory

Storage

Network throughput

(M8/s) @

Disk throughput (MB/s)

(]

ors @

Connections

Backup

Availability
Point-in-time recovery

Name
[ test

Use CIDR notation 2

ADD A NETWORK

Authentication

No Active Directory domain selected

Data Protection
Auta tic

Instance deletion prote

ckups enabled. Point-in-time recovery

tion enabled

ia transaction logs) disabled

CANCEL DONE

v

us-central1 (lo

ver 2019 dard

ite: 3,000 of 15,

Public IP

Automated
Single zone

Disabled

Qo : P

{5) HELP ASSISTANT

f) s2& CREATE INSTANCE (BIZLHI), FE/19%.
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g) TEMCIBMEAIMIEL, HREQH IPHAHEEHIER TR,

h)

Customize your instance

Vou can alse customize instance configurations later

Machine type
Machine has 4 vCPUs and 26 GB of memary.

Storage
Storage type is SSD. Storage size is
Google-managed key enabled (most

Connections
Public IP enabled

Authentication
No Active Directory domain selected

Data Protection

Automatic backups enabled. Point-in-ime recovery (via transaction logs) disabled.

Instance deletion protection enabled

Maintenance

pdates may occur any day of the week. Maintenance timing set to Later

Flags and parameters

Add any database flags or parameters you'd like to apply to this instance. Default ™
collation is SQL_Latin1_General_CP1_CI_AS. Timezone is UTC.

Labels

Nolabels set

A HIDE CONFIGURATION OPTIONS

CREATE INSTANCE [IIVNY=2TH

00 68, and will automatically scale as needed. V'
ommon).

= Google Cloud

g sa

PRIMARY INSTANCE
B Ovenview

9 Connections

it Users
[l  Databases
)  Backups

i=  Operations

v ‘ Search (/) for resources, docs, products, and more Q_ search
Overview /7 EDIT & IMPORT & EXPORT ) RESTART W STOP W DELETE B CLONE
Allin es ) testinstance
@ testinstance
SQL Server 2019 Standard
Thour 6hours  1day 7 days
Chart
CPU utilization vy @
urces WohPM  Mays  200AM  400m A4 800AM  1000AM  1200PM
<) Connect to this instance A configuration
Public IP address
m VCPUs Memory
4 26 GB
Connection name
1]

Need help connecting?

Review the documentation to learn about the many ways to connect
to your instance. Learn more

31 Suggested actions

- Create abackup

~> Enable high availability

e 1 O

[E) HELP ASSISTANT

30days Custom w

aQ

IR

SSD storage
100GB

@ Database version is SQL Server 2019 Standard CU19

«» Auto storage increase is enabled

@

Automated backups are enabled

Point-in-time recovery is disabled

Instance deletion protection is enabled

Located in us-central1-b

Not highly available (zonal)

| > & @

Database flags and parameters

=
£

=

i&1T SessionRecordingAdministrationx64.msi i % Session Recording $UEEE.

« 3t Enable cloud SQL (= Cloud SQL) &i%E,

TEIRER, FTF-REH#HTUTEREER:
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« 7£ Instance name (IR FEH, BAEZFIIER SQL Server LA P #iik,
« {5 Cloud SQL &2 RZHFZ,

ﬁ Citrix Session Recording Administration Setup — >

Database and Server Configuration

cifrix

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recarding Server.

Instance name |

Example: \SQLEXPRESS, compuier-name\SQLEXPRESS, compuier-name
topo oo dafabase. windows.nef, 3342

Enable cloud SGL

Database name |

[ ] Use default database name

Cloud SAL admin |
name

Cloud SAL admin |
password

Session Recording
Server computer
aEEnIJth E'{ETU."'E'.' JOCANGSL S':""IE“"“-:‘QT&L'TE‘"—“ETE

< Back Mext = Cancel

En#; Session Recording

E MRS R T Es kR Session Recording A1, R Windows “IEHIEIR” PIREREHIMBIBRIZF%E
M., EMikk Session Recording #iBE, EHMAES5RENFHN securityadmin 1 dbcreator SQL Server
AENR,

HFZ2RA, EHHAGZEFEMREERR BT EREEE.
5 Citrix Analytics for Security %5}

ZAT LU Session Recording Server BR& Ak AP B4 & %3 Citrix Analytics for Security, E&ERLIEXLEH
FEH#LIREE XA 1T RIS 1T AR,

wEEMN

FHaiR(EZ A, BSCHRITUTERE:
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+ Session Recording Server A ZBEISEEEI LTk :
- https://*.cloud.com

- https://*.citrixdata.com

- https://api.analytics.cloud.com

« Session Recording & # A AL Internet EEITH RO 443, ML ENERARIEBRS BHLMRITFS
Citrix Analytics for Security #1TIti@ =,

o JNREEAR R Citrix Virtual Apps and Desktops 7 1912 LTSR, 3 ##9 Session Recording fRZ< 5
2103 S ERARE,

¥ Session Recording Server %3 Citrix Analytics for Security

1. &%= Citrix Cloud,

N

. #3 Citrix Analytics for Security, #A5#& Manage (&%),

w

. EIERi2, B Settings (3%83) > Data Sources (#iER).

N

. 7z Virtual Apps and Desktops - Session Recording ifi==+ 5 L, # Connect Session Recording
server (i%#% Session Recording Server),

Session Recording G

5. 7£ Connect Session Recording Server (i%# Session Recording Server) TTE L, &EZITESE, R
BEEEFRELTHENER, NRAEFNTHENER, NaZA Download File (TFHH) %I,
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Connect Session Recording Senver b

Configure and connect your Session Recarding senver 1o Citrix Analytics

Prefequisites

6. MBEHMLHENRIEIRSES, B Session Recording Server # SsRecStorageManager.exe.config st
R NI AL,

AIMEMTUERIEEXH: <Session Recording server installation path>\
bin\SsRecStorageManager.exe.config

fFign:C: \Program Files\Citrix\SessionRecording\Server\Bin\SsRecStorageManage!
.exe.config

[=4 SsRec StorageManager exe config £ | E@
<?xml version="1.0" encoding="utf-8"?2>
i(::nf;qura:xan>
] <startup useLegacyV2Ru tionPolicy="true">
<supportedR: v4.0.30319"/>
<supportedRuntime version v2.0.50727"/>
</starctup>
<appSettings>
</appSettings>
<system.net>
<mailSettings>

untime

<smtp from="yourEmailfaddress.com">
<network host="your.smtp.server" port="587" userName="yourEmail@address.com" password="yourpassword"
enableSsl="true"/>

r </smtp>

</mailSettings>

<defaultProxy enabled="true">

<proxy usesystemdefault="False" proxyaddress=" bypassonlocal="True"/>
</defaultProxy>

</system.net>

15 B <runtime>

<generatePublisherEvidence enabled="false"/3|

o </runtime>

“</configuration>

7. &+ Download File (T#x¢f¥) LUT# SessionRecordingConfigurationFile.json {4,
P~

EXHEESHRES. BEREFE—IREUENE,

8. EEZXHERIZEIZEEZR Citrix Analytics for Security # Session Recording Server.

9. MREMIE+RE L Session Recording Server, BEEEZENEARSBHESZXYE, RERBSE
ES ARG,

10. 7£ Session Recording Server £, BT THLUSNIEE:
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<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>

f5lgn:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Import_SRCasConfigurations C:\Users\administrator\Downloads\
SessionRecordingConfigurationFile.json

11. EFREIATRS:

« Citrix Session Recording Analytics Service

« Citrix Session Recording Storage Manager

12. BEMINE, #%% Citrix Analytics for Security Z&#E#m Session Recording Server, # Turn On
Data Processing (1TA#uE&tE) LIsiF Citrix Analytics for Security &%,

=

AR

MREERBIRZ Session Recording Server kr7s 2103 3§ 2104, MAELEsh Virtual Apps and
Desktops sxi&, 7 #E7E Citrix Analytics for Security L& Fi%E#R Session Recording Server, &
M, #E#R Session Recording Server B£8R, IWERFEAT Session Recording Server ki
75 2106 ME=EARES.

EEEEENEE
RUB BRI, RSZB[HEF 2ERTE Session Recording ifm£H £, MismiEHFERES Citrix Analytics for
Security BirEZHNERBE RS SBNHE,

NRAERERINEMETRE Session Recording Server, iBS8REEER Session Recording Server &+
B R HERRER S

Session Recording G
1

HibEEA L, BEHEHELUEA Citrix Analytics for Security ZE B EEMNARS A, Fi0, #F 1 Session
Recording Deployment (1 Session Recording #E) A &EFEZEN— TSRS B[/H. & Session
Recording Server #il—1&7 URL f1—4 ServerGroupID &,
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“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

EEKREINEH

SRR ETEER Session Recording SFE LR id E—/8Y (FRINBTIEIESRE) MXLEIREIFUAIEM, T a] LUKE
1 AHEEHIE, BN EGRENEEMERIELLTEE .

BRHENIEE, tERA A ET No data received GRIKEIHIR) RS, HIULRSERMHRE:

1. NRERERITHEIELE, BHIESE—aYEA 8E21i% Citrix Analytics RRIE L. Y Citrix Analytics
WEIEHE, KA EN R Data processing on (BIEREEER) . NRRESE—BNEENRLETK,
ERIFR “Data Sources” (#iEiR) T,

2. Citrix Analytics 7553 E—/\BS IR UL Rk B IR R E RIS o

7N Session Recording Server

70 Session Recording Server, EHRITUTERIEZ—:

+ 12 Connected Session Recording Deployments (2i%#%#) Session Recording #€) W@ L, #&
Connect to Session recording server (%% Session Recording Server),
“ Connected Session Recording Deployments

n Recording deployment 3 ‘

« 7£ Virtual Apps and Desktops - Session Recording it =+ H £, BFEEEKS (H), AFER
Connect Session Recording server (% Session Recording Server ).
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Session Record Turn off data processing
0 S

Connect Session Recording server

Received Events: 0 H W

No data to display

RBSBETHREXMHHEE Session Recording Server,

fiip% Session Recording Server
ik Session Recording Server, EHRITITERME:

1. 7 Citrix Analytics for Security £, %% Connected Session Recording Deployments (i
Session Recording #8E) TiE, AEEEREMRIRSB[IHE.

2. BHEEFHEKS (K), FA51EE Remove Session Recording server from Analytics (M Analytics
##ZMIBR Session Recording Server ).

“ Connected Session Recording Deployments

Session recording servers

3. EBM Citrix Analytics #ffiB&#9 Session Recording Server L, BT T&H%

<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations
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flgn:

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.exe
-Remove_SRCasConfigurations

A KRR LR

AT LARERY (2 L X4 E $43BR (Director #1 Workspace MAER) HUBLIE, RS KA L, BEEEE
5 (M), #/5i%#% Turn off data processing (xif#uiELE) . Citrix Analytics &E LA EZEIRRNEIR. &
ERIBLM “Virtual Apps and Desktops” bR {EIEEIRAER, HHETUE AT EIER Director 1 Workspace [
R,

EFXERAMIELE, 58T Turn On Data Processing (FTFEKEAIE),

Bt E /Y Session Recording Server T35

FREfS, &M Session Recording Server Fi£i%# %! Citrix Analytics, EFiit, 7£ Session Recording i+ H
LERFECEENRS .

SRR, BRITUATIRIE:
1. 7£E2EM Session Recording Server Lk, i&f7L T PowerShell &< LiteER A i+ EHIARR (CMID):

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid

2. R CMID =, EEEENRERRINATEMRMG

ERFRATR AR AR &

AuditorUniqueID Computer)\ FRE BWAZ® UUID,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\

EnableCASUseAudi toCompubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE /
Citrix/
SmartAuditor/
Server/
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3. ENBRATRS:

« Citrix Session Recording Analytics Service

« Citrix Session Recording Storage Manager

113

NS RIERS

January 10, 2024
LlAT, SIERTIEHRMEHERFIRBRNSFFRHR—ZFIHHTT, FEHRtEXEIEERIB—2IF L,

B 7.18 hiit2, Citrix SINT B RIERFITNEE. BIUThEE, BRIUERIFHEMNAARELREIENMIERFR
BH— I REMHERE.

AR

TR INEEIRTNAETT, 154 Session Recording. VDA # Delivery Controller #4kZIiz7 7.18 RE=
RS,

F}%jz**ﬁﬁﬁblu\ﬁlﬁiﬂ%u

£ Session Recording Agent /1, HFINT — M EMKRERTFEAXEAZEE. RWABRT, ZEMRELEN 1,
XEWREBRIARBIZER

BRANEALINEE, BRBEM TSR

1. Session Recording RE5=m/E, BREMERIIRET Session Recording Agent BIi+&E o
2. T EAMREER.
3. #EB HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor,
4. 3% DynamicControlAllowed &i&E5 0, HEARIAE 1,
1. SAMESRE
0: ZAMERE
5. EFiEsh Session Recording Agent LUFEIZE A,
INREEA MCS % PVS #7808, 1B EME LA EHRITEN UERTBAIERE.

AMRFEFRLHRSBERE, JRFEEMRERERA. Citrix TEHRIEEIMRFERCATLSEE
IMBYREAES IS LARRR, (EREMRRIESRT BIENL, EREIMRZAT, BSBHITED.
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7z Citrix SDK F{&8 PowerShell s <A EmEE L R

B ATE A # IR 5 Citrix Cloud FIEFERADSRIEREINEE. BEEAMIFIEPERIZINEE, EEMA Citrix
Virtual Apps and Desktops PowerShell SDK, Z7£ Citrix Cloud & ERZhEE, i&fERA Citrix Daas iz
PowerShell SDK (L(gi#EA Citrix Virtual Apps and Desktops iz#2 PowerShell SDK).

BEHELEMERE SDK, EHFEEELERFIHEIRITIEER Delivery Controller, 1% i%# Citrix Cloud
Controller Ei%iELU7E Citrix Cloud FEHRRFISIE, MHAAIE Citrix Cloud &8,

%:E ery Group or Machine Mame Cueries ey
[El Create Query et
Site Addrezs: Citrbx Cloud Controller
Entfer 3 sfe addess
(@ Delivery Groups () Machines
| Enter 5 Delvery Growp name
Create Cancel

Close

=z

AR

i&4m7E Citrix Cloud Connector i+ &# %% Citrix DaaS iz#2 PowerShell SDK, sl AER—& R E+
BRI T 18T B4 _E %% Remote PowerShell SDK, Fi{i1&EiEFRE7 Cloud Connector LiEfTitt
SDK 89 cmdlet, SDK #9i#2{ER;# % Cloud Connector,

TRFETHF Citrix SDK RIS RIER SR EAI= PowerShell 65,

W WA
Start-BrokerSessionRecording ATFEFHIERFISFERENRIE. SERIENTIRIFE

RBRBEHNEE. BXEAER, HET Get-Help
Start-BrokerSessionRecording U&&d
LEHEE B
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e WiRA

Stop-BrokerSessionRecording AT IERFIFERERIRIE. EMSIENTIRIEE
BFBEINRE. BXEAER, 15517 Get-Help
Stop-BrokerSessionRecording U&EEd
LERNEE B,

Get-BrokerSessionRecordingStatus ATFRIRBFEESDSIENRERS. BXREFERER, 1B

7 Get-Help Get-
BrokerSessionRecordingStatus UEEd®
LERNEE B,

BN, MRAFIRE T REHFTERNZR, ERIUERARMESHERBARIEDRIE, AT LERSEIREIHLL
BEHITIESMIERER. ATHITIATR(E:

1. (BEMT Citrix Virtual Apps and Desktops PowerShell SDK) M Citrix Studio #=#1& Ezh PowerShell,

ﬁ
)
2. {#A Get-BrokerSession s <K BITAFP NG ENEIE.

EN Select Administrator: C:\Windows\System32\WindowsP owerShell\w1.0\Powershell.exe - [m] x

\Program Files\Citrix\Desktop Studi t-brokersession WKAOE\testusert
\Program Files\Citrix\Desktop Studi d

:\Program Files\Citrix\Desktop Studio: s.sessionstate
Files\Citrix\Desktop Studi ions. sessiontype

\Program Files\Citrix\Desktop Studio: s.0Stype
andows 2016
Windows 2016
PS C:\Program Files\Citrix\Desktop Studio>

3. A Get-BrokerSessionRecordingStatus ¢ HFEUEERIENFRFIRS.

C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus
ssionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingstatus

SessionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 88



Session Recording 2308

=

AR
-Session 2 — Xk REEEZ — P =iE UID,
4. £/ Start-BrokerSessionRecording &< BEsR4l, BRAERT, BRET—FKEMES, @
P ERREER.

TRERTHERA Start-BrokerSessionRecording &<MERAR,.

e WEA

Start-BrokerSessionRecording - FiaR %128 DomainA gt A UserA BFFE=IE,
User DomainA \ UserA FidH UserA,
Start-BrokerSessionRecording - FaFRHEE R DomainA BiEih B~ UserA MFRESIE,
User DomainA \ UserA -NotifyUser BF&EH UserA.

$false

Start-BrokerSessionRecording - FAREIZ R $SessionObject KR FHIFAERIE,
Sessions $SessionObject HBHAF, BRETER $SessionObject, EiafT

$SessionObject=Get-BrokerSession -

username UserA, XREMHEETHS S 5%

BXEMER, BSASE 2 MR,
Start-BrokerSessionRecording - FiaRHI=IE UIDL, UID2, M UIDN, F@XMAF,
Sessions uidl,uid2,--,uidn

5. £/ Get-BrokerSessionRecordingStatus @< HMEMNEHRRIFNRERS. RENR
SessionBeingRecorded.

6. BHEBIHTENREIG, SEHITEEIBIEHR.
AR
i@t Stop-BrokerSessionRecording s $ERMTERFIMG, BRSEHES LHE
BHNRE—HITTEIKETARE, MH, RENIFNRE—BILTFEZRARE. RENIFEELLR
ERERN, WERRBERE,

7. HIREMRBE SRR, FH Stop-BrokerSessionRecording s<ELLERE,

TRETTa<HERERAN.
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A
Ap

<

WA

Stop-BrokerSessionRecording -User  {El-R&I&% DomainA g AR UserA MFiE R1E.
DomainA\ UserA

Stop-BrokerSessionRecording - {Z1ER%) $SessionObject hWIFFERIE,
Sessions $SessionObject

Stop-BrokerSessionRecording - FEIEREISIEUIDL, UID2, ---#1UIDN,
Sessions uidl,uid2,--,uidn

£ Citrix Studio BEERRET, AIUEFE MM Start-BrokerSessionRecording # Stop-
BrokerSessionRecording &¢8BS.

& Citrix Studio - X
File Action View Help

o= z@ HE

[ Console Root . Actions
Logging =
LD Search
Machine Catalogs || Adminisirator Main Task Start t | End Status ’ Preferences
£ Delivery Groups * Today [E] Create Cust...
@ Applications APRQ\gh Stop Recording of Session 'SDAE93ES-E14E..  8/20/2020: 3:56:13...  8/20/2020:3:56:13..  Successful 9 Delete Logs
f"""_e‘ APRQ\gh Stop Recording of Session "4DDS7787-DDE...  8/20/2020: 3:56:00...  8/20/2020: 3:56:09...  Successful View ,
g Lal n
v @ c:':?igaation APRQ\gh Start Recording of Session 'SDAE93ES-ET4E...  8/20/2020 : 3:56:05...  8/20/2020 : 3:56:05...  Successful Refresh
- £ Administrators || APRQ\gh Start Recording of Session '4DD67787-DDE...  8/20/2020 : 3:56:02...  8/20/2020: 3:56:02...  Successful (G Refres
Controllers APRQ\gh Stop Recording of Session "ADD67787-DDE..  8/20/2020: 3:55:13...  8/20/2020: 3:55:13...  Successful Help
Hosting APRQ\gh Stop Recording of Session "SDAE93ES-E14E..  8/20/2020: 3:55:09...  8/20/2020: 3:55:10...  Successful
¢ Licensing APRQ\gh Create Machine 'Styx VDA1_1" in Delivery G...  8/20/2020: 1:22:55...  8/20/2020: 1:22:55...  Successful
g ;“"E;';’"LI vil| APRQ\GD Create Delivery Group 'Styx VDAT' 8/20/2020 : 1:2254...  8/20/2020: 1:22:55...  Successful
o ublishir|
0 Zz:as APRQ\gh Create Machine Catalog "Styx_VDAT' 8/20/2020: 1:22:24...  8/20/2020: 1:22:24...  Successful
5 B Citrix StoreFront APRO\gh Create Machine ‘Styx_VDA2_1"in Delivery G...  8/20/2020: 1:20:01...  8/20/2020: 1:20:02...  Successful
APRQ\gh Create Delivery Group 'Styx_VDA2' 8/20/2020 : 1:19:59...  8/20/2020: 1:20:02...  Successful
APRQ\gh Create Machine Catalog 'Styx_VDA2' 8/20/2020 : 1:18:50...  8/20/2020: 1:1&:51...  Successful
b ‘esterday
February 20,2024

FEDABTRM TEREUATIRERINA:
+ Session Recording Agent LH9igE

- BRAREZRARS
- BES5 Session Recording Server &%
- ERE&EEDY

+ Session Recording Server ERIi&E

- EARPEN
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- BEXBNHER

- EERFIXGHEFELE

- FEEREIHRI AR

- BRSZEREFER

- CEIP #1 Google Analytics

- EERERFIERRE
- BEERFIXGEERE
- EEESMONRES
- ECEEAMR SRS

o SEAMMAETE

- Ff& Session Recording Server B9t %
- EEEMEESA AL

£ Session Recording Agent LEEIRE

January 10, 2024
A EESEEAUATIZE:

. BRARZAR
» FEES5 Session Recording Server fyiE#z
« BEEBENN

BREERRS

January 10, 2024

EERNHRFIRENZRIFIRIER S VDA R % Session Recording Agent, ml@d&MIBHRMNIEENRET %
RIEH VDA BRERH. BEREIZE, Session Recording iH&ERRHIHE, NTHEERFINSIE,

HNVEWEERRBIB VDA LRAZERS. BIELB R, WIEENZmBIER

7£ VDA L EAREARE

1. ERERET Session Recording Agent MRS 23,
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2. MFFEaZE ik Session Recording Agent Ef%.

3. ARERHT, ERRECHEFEAIL VDA T BEHHNSIERFISIEE, LUSERSRHI VDA &S,

% Session Recording Agent Properties — -

Recording Connections Lossy Video

Session recording
Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this YDA machine

Custom event recording
Select this option to allow third party applications to inject custom data

into the recorded session while recording is in progress. This data is
avallable during playback.

] Allow third party applications to record custom data on this VDA
machine

Compressed recording

Select this option to enable compressed recording for parts of Thimwire-
transmitted session screens that are not H.264 compressed.

Enable compressed recording for Thinwire-transmitted session
[ screens on this VDA machine

Ok Cancel

4. R4RREY, EFBEN Session Recording Agent BRSS LUESZFRME X,
AR

Z%E Session Recording BY, ERNZEEEH
FRE (RSB LBARFIRIE) . BFARS, HEA
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Session Recording SRE&IHI & BUEE MSRES,

ERBEEXEMHRD

Session Recording A EERE =AM ARFREEXIIE FTAEH) BATERFINSIER, XEEHEER
RENZENEI. FHETRENIIEHN—ED, TEERFZEZENEHATENR.

fan, ENEHAREEUTXE “BRITAT MRS, ERFIEIED, SHAFPTANRKSEN, XERETE
ZRLENBERFIGF. SMEERRRENIEN, WEETLETIE MRS EREUMITERAR TG
BIR 2o

ERBEEXEMHENTIRSSE LORGBIGF, BRITUTERE:

+ f£F Session Recording Agent EMEEBENBENEHNSERSH[LERILE. PIEASERSS.
e BBERLRFHNAFERSS.
o FRSMNAPHNEMSIEPETNES APl GENAER, UESHIEEADIRAIEH,

Session Recording ZE£ @ E— M EHRH COMNAERF (APl), AFERNEANE=ZFALBAEFIEANIZR
B, ATERUSMHEIZIES (815 Visual Basic, C++ 3 C#) H/EH APl, BXFMAiER, B2
L E CTX226844, Session Recording Event API .dll #£7 Session Recording R#EM— IR #HITR %,
AIE C:\rogram Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi
LAl #%5,

BERSB LEABEXEHRE], BRAUTIE:

ERERET Session Recording Agent HIARS 23,

MFFsaZ e hi%E Session Recording Agent E(4.

£ Session Recording Agent B, BEHEFRAER £,

TEEEXEHRET, BPRAWE=FNAREFRBEXHIERHFLARS 2 £ 8IRE,

> w N

B RESER

LA Thinwire FigREH1T H.264 EENH D SERERAERRS. WINREEERNT RHEIXHHIAN,

AR
o BUABERT, LLIhRERFEARES.
« VDA PREMISAEARZS A 2303,
ERAEERS, BEEAUTHE:
1. BRERET Session Recording Agent HIARS 23,
2. MFFaZ %R Session Recording Agent B4,
3. £ Session Recording Agent Ettth, #&HEFRHIERF.
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4. EEBRET, EFEL VDA i+EH LA Thinwire N RIERBEAEER TS EE.

LII!E'_; Session Recording Agent Properties — >

Recording Connections Lossy Video

Session recording

Select this option to enable policy-based session recording on this VDA

machine. If this option 15 not selected, session recording i1s disabled on
this machine.

Enable session recording for this YDA machine

Custom event recording

Select this option to allow third party applications to inject custom data
into the recorded session while recording 15 in progress. This data is
availlable during playback.

Allow third party applications to record custom data on this VDA
L] machine

Compressed recording

Select this option to enable compressed recording for parts of Thimwire-
transmitted session screens that are not H.264 compressed.

] Enable compressed recording for Thinwire-transmitted session
screens on this VDA machine

0K Cancel

ERXZERERRFEDEFRERS

January 10, 2024

BERRBRAAFERARESED, UBNREIXERAN, HERBREMRYERFNIENRE. BRERRE
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ERTFUTER:

o BOMERMUNRFEIXERNAKR, HE
o RESHFBBERENRE K RIB = HIER,

WE, EAULBIUTE-—ARAEREHRRERERG:

HAERAEXNABAERRERGIN— 1T 2ERFIRE,

s BIBHBE—PBEEXRIERFIELE, HAMREOEETE XK EE Enable lossy screen recording
(EREHREERHE.

EECE SN SRAEAY, 1%E4F Enable lossy screen recording (EREHREERE]) . ZEH0NEIZ S
EHE, SMEERRER.

BXFAER, BEERLERERG RN E S0 K.
MERENRIERFIHE ORISR B AERFERERE, WESETFA Ao

= Session Recording Agent Properties — >

Recording Connections Lossy Screen Player

Video fluency: Liow

Video image quality: Low

[-Frame interval:

Image resclution scaling: 10

Cursor refresh rate: Low

Cance

LEMNKIERFIRNEHME KSR T BRERERHE, Session Recording Agent Properties (Session
Recording Agent Eff) Y Lossy Screen (Bi#fiR%) EWF LEIREELSEED,
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E’: Session Recording Agent Properties — >

Recording Connections Lossy Screen  Player

Codec settings
Video fluency: Low e
Wideo image quality: Low w
[-Frame interval: '
Image resolution scaling: 10 -
Cursor
Cursor refresh rate: Low e

Cancel | [ 7581

ERILRIEFERBESLET. FIFERGREENE, SURITBNERRRIME
BXREEETBNEE, BEITR:

[E4855E 10 iRE ZAE &
MR E (FPS) ff: 1; #: 10; &: 20 1% RiEA
TISnE G RE f: minCrf:33 1% RiEH

maxCrf:45; h:

minCrf:25

maxCrf:37; &:

minCrf:18

maxCrf:30
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E48%ET iR HiAE &
I-Frame BYiE)E]FE () 60. 120. 300. 600. 600 I-Frame BYa)jElfRIEHAK,
1200. 1800. 3600 EZEBITRSR S BRI F g =S 18]

it |-Frame BYjalial
FREE], FEFE (R
MRR) @t

BG40 PRI 1.0. 0.9. 0.8. 0.7. 1 AL REIN R R DR

0.6. 0.5. 0.4 BE—ENEIL, B,

0.9 &~ 90%., INRAHE
B OYER, BERRIME
1.0,

RiTRIFTEE (BfR¥%)  fK: 3; #: 5, &: 10 % &R

WAILLESREIMERIRBEEGIWRER. A, FEMRUATIE:

A .
=.

IR

AMRFEFLHLSBERG, JREBEENRERERA. Citrix TERIEEIMRFEREHFLYSEE
HAVR RS IS LURR R, EREMRRIESTEENIL, EREIMERZA, BSBHITED.

1. #3555 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent\ SRGraphicsZoom-
Factor,

2. RE—NESEERNERE. BXAEE, FERLEX.

January 10, 2024

RiEFEAVFERBIZPINER L ICA RRREIX M, ERENETRRTEFR.

3 =

AR
RRFE NI ERERFRIER S BRI IEERENSIEE M.
BRREIE

EEARETE, BERUTIER:

1. #77F Session Recording Agent Properties (SiERHCEEM) & Player (FEKgs) &M+,
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2. %2 Enable fast seeking (EAIREIE) HEE |-Frame MAERIAZE,

TR LURERAE XM |-Frame BYjE BRI ECEBENX |I-Frame (WIFJ&M, SEEY 10 2/ 1,800 #), BRiA

R TRERZRAEND |-Frame Bta)jalfg Medium (£), B1 60 #b,

BXRAREXH |-Frame BHaEFERYSER, ESR TR

RHEEXH |-Frame Btja)ia]f iR
& 300 #
=) 60
= 30 #
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25 Session Recording Agent Properties = x
Recording Connections Lossy Screen Player

[] Enable fast seeking
Seek settings

(@) System-defined |-Frame interval:

(O Custom |-Frame interval:

0K Cancel

3. (Ai%) MREIEER Session Recording Web BB SR IRETE, HSME Web BHEmmE LN
Configuration (2&) > Preferences (&%) H#RiE+ Enable fast seeking (EAIREIE).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 99



Session Recording 2308

Cifrix | Session Recording

Preferences

Set your playback preferences.

Administrator Logging v Player cache

Set the cache size you want the player to use for playback.

{8 Configuration N S — A
R - e e B }7 B
Preferences m

Seek options

Enable fast seeking

Select this check box to improve the seek performance during playback

EtE S Session Recording Server {9z

January 10, 2024

FoE Session Recording Player Z| Session Recording Server fJEi%

£ Session Recording Player Bl LUBR =B 81, BN HEH#TEREE, FHEZIEHERHKIER Session
Recording Server. S EKEIYRIALE NAEE S % & Session Recording Server i&E#, B—R RaEE#ZES—1
Session Recording Server, W1R#BEMBIFCE HEER S % & Session Recording Server i%#%, FF A LUEKEKR
22751531/ Session Recording Server.

BREIRET Session Recording Player BT ik,

[B5h Session Recording Player,

M Session Recording Player &2, fRiEERT A > %W,

TEEEETIR, BER.

EENBFET, BAILE Session Recording Server (Wit EMMNBZ TR IP #itik, SAEEFRDIN. BIAER

T, Session Recording &Ffe&xEM HTTPS/SSL RRIE@BELR S, WRAKEE SSL, EEFE “HTTP”,

6. EFfgE Session Recording Player, FHE#EBZEESIZ 1 Session Recording Server, i&¥&4 Session
Recording Server E84 % 4 #1 5.

7. BESHEPEEEDIR Session Recording Server HISEE,

ok w e

F2&E Session Recording Agent % Session Recording Server fi%i%

BEIERE Session Recording Agent RIFE B #E#, EER % Session Recording Agent FECE b, 15(ER
Session Recording Agent Eft.,

1. ERERET Session Recording Agent MRS 23,
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2. MFFEaZE ik Session Recording Agent Ef%.

3. BEHEEATF,

4. 7z Session Recording Server FEH, #A Session Recording Server # FQDN.
AR

ZEMAEE HTTPS BB SRS (BHAER TR TCP), i57E Session Recording Server FE;rE
A FQDN, &M, SiERHEIFEK.

5. 7z Session Recording Storage Manager ;&S FA5IZ853 R, i%4F Session Recording Storage Manager
AFEENIYHERRAGOS WMERE).

P =

i@ HTTP # HTTPS fEREERAY, BREFE IS #FRIZHEE.

6. MEEEFMFRYD, ERAMET2007 2/08), HERA—E, REEBERKESFIESENTIH
REBNTY. BRHEZE, BHRZES, BEXHRER, EERERRAFL.

7. 1z Session Recording Broker &5, %% Session Recording Broker BFi&EH@EENN, FHEXRE
WEAS (MEFE).

8. R#IRREY, EFEGH Session Recording Agent fRS3 LUEZFHHE X,

BruafEmiN

January 10, 2024

HF=LFERA, Citrix BIAEE HTTP AIEREMIN. Session Recording R#&EE fEA HTTPS, ZEMA HTTP
FAE HTTPS, #AEMSTIRE.,

¥ HTTP B{E&EEHIX

1. &R EF$EE Session Recording Server B9itE#H, #H7E IS H3¢ Session Recording Broker 2R 2%
=8

2. ER# 7T Session Recording Agent iyE & MRS58 £, 1% Session Recording Agent B +HHIHIEE
M “HTTPS” E|eky “HTTP”:

a) BRIRET Session Recording Agent B8 ARS8
b) MFFaZ & hi%kk Session Recording Agent E(4.
c) 7= Session Recording Agent Bt iEiREEET =,
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d) 7£ Session Recording Broker Xig#, MM TFHIFIFRFERE HTTP, RE8EEHELUEZA
B, MRAFZRTENRRS, BEER,

3. 7£ Session Recording Player i€ BHigHiGgEM “HTTPS” Eekr “HTTP”:

a) BRIIRET Session Recording Player By&1 L {Eik,

b) MFFta &, #%#F Session Recording Player,

c) M Session Recording Player Szi2mh, {RIGEZRT AR > KM > Ei%, ARERRS/HERER.
d) MY THIZIRSERE HTTP, RAEREHEFRRLIEZFRENER, FHRHIZMIEE,

4. 7£ Session Recording SRESIEHIAFRMBGEBEM “HTTPS” B|ekRh “HTTP”:

a) BRIIRET Session Recording HEHEIEFHI A MRS 2

b) MFFtaEEH, #%#F Session Recording HBgIEHI&.

C) MY THIFIRPEE HTTP, AR R EHE HITERE. MREEMRL, TREE) Session Recording
wEITH AN RAARISELISE,

mE 7% HTTPS B{EREHY

1. ZREF$EE Session Recording Server B9itEH, #H7E IS 3¢ Session Recording Broker BAR £ %
B

2. ER# 7T Session Recording Agent i9E & MRS58 £, 1% Session Recording Agent B +HHIHIIEE
M “HTTP” B|Eg “HTTPS”:

) BRIZET Session Recording Agent B & IRE 8.
b) MFFaZ & hi%kE Session Recording Agent E(4%.

)

)

[sY)

c) 7£ Session Recording Agent B4 iEiRIEET £,
7z Session Recording Broker Xigi#1, MY THyI&R+i%E HTTPS, AG8 EHE LUESZA N
B, MIRAGZRTENRIRS, BEER,

d

3. 7£ Session Recording Player i@ B+l BM “HTTP” &k “HTTPS”:

) BRIZLET Session Recording Player & T ik,

b) MFFtaES, %% Session Recording Player,

c) M Session Recording Player ¥&ixm, ffmisiFT A > %W > 5, RAEERRSBIHERER.
d) MY ThIZIRF%ERE HTTPS, RS EHREMXIEZAMENER, HRHIZITHEE,

[Y)

4. 7z Session Recording SRESIEHI G R MIGEEM “HTTP” Bl “HTTPS”:

a) BRIIRET Session Recording HEIEHI A MRS S.

b) MFFiaseEd, %i¥ Session Recording HE&IEHI &

C) MM THIFIRHER HTTPS, SRS 8 HHE LU TIER. NREEMN, TRE5H Session Recording
EERITH AN ARSI ELIEE,
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£ Session Recording Server LEREIRE

February 20, 2024

R DR IESETEM U TIRE:

m A PR

BESGBRE R
EERGIXHNEFHELE
HETE RHI XA BIX AR
ERSERNFER

CEIP #1 Google Analytics

[a) B R4

January 10, 2024

EmAFETFIR, 1EEER Session Recording Server £ Session Recording Authorization =%l &% HEF 2
AR, BEMAEBANL:

BE.

HFR2ER, BREFTHARTHEDRE GINEFERNRIE) FIFEINR.

PolicyAdministrator, E5&E. tIE. Hi8. WERURERRH SRR, BIAMERT, F& Session
Recording Server Wit BH B RE FILAGBRIK R,

PolicyQuery. #¥#t% Session Recording Agent BIARSS 2315 R R HIKESTE. BINERT, K35MKH%
IEMAFETIABIKR,

LoggingWriter, S NEEGEHEICEEENNIR. RIMERT, SEERINERSHZ L AEHR
R BEXEIAM LoggingWriter BRXA2SHAEE ALK,

LoggingReader, #¥&EWEERHETICRETHNR. LABHEERIARRAZH.
PrivilegedPlayer. 1233 RH1041& B AMIBRS R BRI HIAFI LU R 7 A4 F M Bk T b ST B9AF o

Player, ¥ & & SH189 Citrix Virtual Apps and Desktops #1 Citrix DaaS (Wgi#r Citrix Virtual Apps
and Desktops fiRS3) mhsRMIIR, LABTEERIARRFH. K3 Session Recording BY, FiEAFERE
EERFRFNSIENR, NRAFEEBRRRFINSIEFAENNIR, NESRBRRENSIENSIKEITE
RES:
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Search Failed

A ! Search for recorded session files failed.

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security,

OK
ERARDEAEN ARG, BRITUTERE:
1. UBBRBHERIE Session Recording Server 893t &#,
2. Bzh Session Recording Authorization =% &,
3. ERENERLBFNAG.
4, fEREfEs, RREEE(E > Assign Windows Users and Groups (4 Windows BFH14H),
5. RMARMA,

Session Recording & ##1£ Active Directory #E X I AP 14,

TH QM ERERBEFELHRIT RNERBEIER. s, Bhkads 1906 &£, EELUERA Session
Recording SREEIZHI A RIZRBIG T BRI, BXFARER, BESARIHETERR,

CEIP #1 Google Analytics

April 3,2024

L5285 Citrix EP & EITY (CEIP) B, RARSNEERRBMERRIEH LIRS Citrix, XLEBIEFHTIR
B mREMtEE, s, ERBURMNRIRFILULIEZE Google Analytics LUHITIRIE. BHHIH

CEIP &
BRINMBERT, BIERE Session Recording ¥ B85 CEIP, AYEERE Session Recording tXE$E—X
E#HBUR, EM CEIP BUHITI, BEHATLITRE:

1. ZRZFFEE Session Recording Server Byt &l

2. MFFtaZF &L Session Recording Server Ei.

3. 1£ Session Recording Server B, & CEIP &+,

4. BUHERSS5EF AEAETISEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 104


https://docs.citrix.com/zh-cn/session-recording/2308/configure/policies/recording-viewing-policies.html

Session Recording 2308

5. E¥Esh Citrix Session Recording Analytics Service LUfEIRE £,

i_lzﬂ',h Zession Recording Server Properties — >

Storage  Signing  FRollower Plavback Motiications CEIP Logging  RBAC

Thiz option allows wou to make the product better by joining the Custamer
Expenence Improvement Program. Leamn more

Participate in the Cuztomer Experience Improvement Program.

Cancel Aoy

Google Analytics i%&

ER Google Analytics /&, &R 5 /Tl —x Google Analytics 5 Session Recording Server Zal#iail
ES8IE. Web B ENAPTHEIBt & %ZXE Google Analytics, APTHEIEITH Web Bkes U NIERHH
BRI RRFGEERD.

BUANERT, Google Analytics &8 FRARS, BRREZFIIN, NRELLE Session Recording BYiEFHIB X
HHXBEFE, ERERAARBEF, HERMERTREMA Google Analytics.

BTEAZZR Google Analytics FFMFRIE
{ii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
#Z#: CeipHeartBeatDisable
& 1=%2/8, 0=BA
=/ Google Analytics, BRBRUTHE:

1. EREHE Session Recording Server Bit &
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2. T EMRRER.

3. #%H HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\.

4, HEISHFMEMKE CeipHeartBeatDisable,

5. ¥ CeipHeartBeatDisable H{EEURIEE N 1.

6. E#AzN Citrix Session Recording Analytics Service MUEIZE £

B2/ Google Analytics, BERRUTHE:

I EMRRER.

Lk wh e

ZREIFE Session Recording Server Bit&#.

M Session Recording Server W& iR

FE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\.
ks EM=(E CeipHeartBeatDisable i HEHIEIZE R 0.
S#Ez Citrix Session Recording Analytics Service LUEI& B4

TREHTBRENEREENRETM. SEPFESEMRAEEREFFAES.

=

&M GUID

1RIERGhRA

Session Recording Server k7

N BREFRHIHhE

REIHHE

EMRIE AR

machine_guid

0S_version

SRS_version

application-recording
-number

recording-number

BiEA

FRRMERREVEIERITEN. B
Google Analytics /7, TitREE
BT CEIP, ®ESHiEHaRIX
%) Google Analytics.

XAEFRFEH, RNITENBIRIERS
BF Google Analytics /&, TitR2
BRAT CEIP, NES KRR
%3%% Google Analytics,
NAFRE, RTEER Session
Recording Server Khads. B
Google Analytics /7, TitREE
7T CEIP, =SSR RIX
%) Google Analytics.

RN AR REIE XA ERE,
EIRERAT Google Analytics #l
CEIP B &R X1ZEUR,
RTNAREFHIRERGIGEXESE
M, FEERAT Google
Analytics #1 CEIP B2 % %% 338,
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HiER

HESREIHE

RERFNSIENARESRE

RELSIERNEHNREINZIEN
RIBHE

BEERNEMHIRFIGHNE

BREERBATIER

LERNEHYE

BEMERIRHEE

BRAHTE

BRREIHEERRE

ERRIE TR

dynamic-recording-
number

recorded-agent-number

event-logging-enabled
—agent-number

event-logging-
recording-number

admin-logging-status

collected-events-
number

customized-policies-

number

load-balancing-status

rbac-status

iR

RIS RE X HENEL, B
BERAT Google Analytics #1
CEIP BY&RIXZEIE,
RTIEERHMRIER VDA $E8
B2, FNBEAT Google
Analytics #1 CEIP BY& &%z E0R,
RTIHEBSERNEHNIRFINS
iEHY VDA B ENEH. RNEAT
Google Analytics # CEIP B¥= %
EIZEHE,
RTEERRNEHNRENXHDN
HENEHN, FNBEAT Google
Analytics #1 CEIP By & & %i% kR,
RTIBABERASIERIETF, 17
®NBEM. ‘07 RTEZH. R
BAT Google Analytics #1 CEIP
R &IEIZEE.
RTCRMEGHRENELY. RNE
AT Google Analytics #1 CEIP B
RRIEZEIE.
RTIBEXSERHHMNEGBERR
FERBRNVHRENEY, FNBAT
Google Analytics #1 CEIP By %
EZEE,
RTBRAHBTHENHRT, ‘17 R
BREMH. ‘0" RTERH. ANEA
T Google Analytics 1 CEIP By
RIFZEIE
RTBARFGEERKRNETF, 17
RREBMA. ‘07 RAEREA. N
BT Google Analytics #1 CEIP
B2 RIEIZEIE,
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BEXBHHES

April 3,2024

MREDRFIRERF T HENNRIE, BRERASEESWEIRGER, FRINBREE A EERV G ERRIIBED
NREREFHTHER, NREFEAERE, BXAZRENEF. AFTUREEHRERRZEOHBRSHITHS
o

FINEFES S LU VDA ERRERAGNIEEER

AILEAFMEES 2B E BN, BR, RENSMESE—FENER. BREENETES SAPNE A
RERESER,

ellFESERSINCDSY

1. BREHE Session Recording Server B+ &EM,

2. MFFEaZE ki Session Recording Server Ei4.

3. 7£ Session Recording Server Bit+, BH@RIETF,

4. BEHEFHM.

5. WFHBERMNESHREANES. —MEEREIE—FHEE.

BRHAMER, MEERETE
BEERENEESER,

ERREREFE

January 10, 2024

AILUTEREET Session Recording Server #1 Session Recording Player 893t &#l_ EREIEH, XM LLBT &
WEEZ DAL Session Recording igsgBENZ £ M,

BIMBERT, BFZE2RTFEARS. AEERETHATURKGHITEZMNIERE, Session Recording #F 3¢
Session Recording Storage Manger g3 #935EXR R,

BR¥BFER

EREIFEE Session Recording Server Bit& .

MITaZE bR Session Recording Server E%,

7z Session Recording Server B, BHEZETF,

FEBIRERE T Session Recording AHHIITEN Z [ElEAR&BEMIES,

PS*’!\’!“
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RRBFER

ZREFEE Session Recording Server B9+ &M,
MITaZE bR Session Recording Server E%,

1z Session Recording Server B, BEHEREMF,
BEIVHIE,

W

Session Recording Zfi&ik s

January 10, 2024

B

Session Recording R SR IEE X BN K SN AHFHH Session Recording Server WRERHIXHHEE
KitEE. CBIBFHELXAE, HPEEEXNUTFUTRENHEERR:
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=) SERVER
Server time zone: (UTC-05:00) Eastern Time (US & Canada)

Total size of all recordings: 499.0 GB A 4% over previous week

.I 60 GB ¥ -14% 1234 A 170%

Slorage used Sessions recorded

Total size of all recordings (GB)

501 oy
454
407
360
Apr G Apr 7 Apr g Aprg Apr 10 Apr 11 Apri12
Wed Thu Fri Sal Sun Maon Tue

Storage usage per day (GB)

a
Lo FEPEEPEEEEEEEE  SEEEEREEEEEREEY BRI
| I I
0 I
Apr G Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr12
Wed Thu Fri Sat Sun Mon Tue
— J-day average @o====-- Weekday average

MNumber of sessions recorded per day

213
142
TI I I
0 |
Apr 6 Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr 12
Wed Thu Fri Sal Sun Man Tue
- J-dayaverage  ===-=- Weekday average
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&

BEXHEAERET B FHRH LIXR Session Recording 77k, @it Session Recording Server Bi%
HiRE. BESHUE “BFEAT R EEEEFHBFEEIRE,

AR

WNREH Session Recording Server BUAHTFEHARRBEN, BEEP—ARS[ LERHHRS. BN, B7E
& Session Recording Server L8l

|E session Recording Server Properties - X
Playback Notfications CEIP Loggng RBAC Emal Repot Cloud|<[*
Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

Send storage reports by email

O Daily
@ Vieekly Thursday v
Email recipients: [|

Cancel Aoty

FERE RHISAFBIS AR

January 10, 2024

KGR NER, THREIXEMFHNREEK, TRIREPEREIBRATSMI X HNIANEERE, EEH
NXHHAN, BEAXHEERERS, REEAFIREZE, Session Recording SXAZXHHAIES — XM
S EHHITRE LR IEMDRED,

A LA—MREEER N EE:
o XKD REMENANN, HEIXHERFRAHITA XM BRINERT, SANEE 50 MB B AER
& ZHFEYE: 10-300,

o FREYiE, ARIFEEE, HEXERXAHTHA—IMXE. RAERT, SERHT 12 /WNHSREE
o XFHE: 1-24,

HELRM PO FHPHE-—NFRERZRBDER. F0, EIEEXNA 17 MB, EEFEEN 6 /i, HERIREIS
1E 3 /\BYRIAEI 17 MB BY, Session Recording XX HHITH— Mo
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ABELERIRFZ /X, Session Recording REELD—/ W Z EA#ITRE, MAZRIEENXXHER N XHFAR/N
H:d 300 MB B AL FISMER.

EE REIFRIRAS AR/

1. EFREHE Session Recording Server BIi+E#,
2. MFFaxEhi%ERR Session Recording Server &M%,

3. £ Session Recording Server B4/, BEREIHERE,
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

regardless of the duration.
File size threshold (MB): 50
Recording duration threshold (hours): 12

OK || Cancel | Aoy

4. BA—NF 10 I 300 Z[EIAVEEE, LUHSEXHFRRAKRN (B MB REMD).
5. BA—IMNTF 13 24 ZiaBE, LUIEERHNEARFSE (BUNREMI),.
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EERBIXHREFMELE

January 11,2024
/3 Session Recording Server EMATIEE RHIHH AN B LU FAA R I AE R (LB LUE#HI TR

TR LG RE M EEEAMIRENEE. SAN £/ UNC MERIFEENUE. B 2103 &2, FJURREHFETE
Azure XHFHZER, BXFAER, FEREANEENELE Azure XHHZLIFERFIHFo

AR
o BEFEF MMM (510 SMB 1 NFS) 7£ NAS L FfEsiErT e X4 REM R 2= N, B ERE

AR OB R R 2RE, HHITHURNIL LR ERBIIEEE.
o BEEXESIEREMEREG, EER ICLDB &<,

BE— 1 RE AT EEIEIRIS RN AT REFEHIRG B %

1. &REHE Session Recording Server Hit+ &M,
2. MFFEaZE ki Session Recording Server Ei4.
3. £ Session Recording Server El$H, BEEFHIERFE,
4. FERAXHFEERREERBIGNEEX SR,
WEENHRE, Session Recording SMERSIZF XL RN “FTLER” IR,

TINERT, RFIEEMEEFEE Session Recording Server BitE 1 <drive>:SessionRecordings 32
frrh, AIAEXIFEREIGRXER, RMAIIIXERUEE SN EZE#ITHHTY, XEFAESTE,
FIRPHZ DI RRTREGEXMRZEH#TT HHTE, AHTFEEIXHRBEIRHT,

5. AFMXHNERBERFERYT, BARATERF-EORHGHIX R,

ZIANER T, FREMRFIESEREE Session Recording Server B9t &4 <drive>:SessionRecordingsRestore
XERPHITIME, BIAE R,
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[% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|* |

Recorded session files are stored in the directonies specified. To store files
ir\::,I a load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders is empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:\SessionRecordingsRestored Browse...

OK  Cancel Apply
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ECE Azure XHHHZELIFMERSIM

EEIR Azure X HZELIEFHERFIN, BMUATIE:

1. EAzure "JF e, GIEFMEIKS, AFEIE Azure XIHFHE,

BXBRENER, BFERAEA Azure A REMERE Azure XHFHS, TRENEEENEE.

Session Session
REIXGK X HZEE Recording Recording
(MB//)\ee) KIERE XEHZ R (TB) Server # &8 Server X/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X495 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£9 10 2500-4000 SSD Premium 10 2 Standard
D4as_v4

NHHZRMBIRIESRE 8 /8. 88 23 MNIERMENREIE— A NEREHARITEN,
2. ¥ Azure XHHZEIRARINEILET Session Recording Server B9E#,
a) UBEERSHRMHTRTH, RERIEHIBRENN <Session Recording Server 235 1%\>\Bin
MR,

B A & R T, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server &,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> <,

Hr,

+ <storageaccountname> 2 Azure HEHEMHEIKF BB T,
« <filessharename> 2 EM7Z K, FE M HLZHN A,
+ <accesskey> BAIBFibIAXHHEZMTFMEHF 2.
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BTG AR LIREVERFEK R 2.
o AL B E X HHZ UE HAEREREY R EE T R RIS FEIK P 2.

idocs (G+/)

Connect X

sessionrecordings

& sessionrecordings
SMB File share

2 search (Ctrl+)) «

T Upload -+ Add directory A\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
Click here to learn more.

& Overview ‘ P search files by prefix
82 Access Control (IAM) Name
Windows  Linux ~ macOS
Settings No files found. e
"
il Properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
4 snapshots Drive letter
& Backup | z ~
Monitoring Authentication method

O Active Directory

Al Metrics
(® storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Learn more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
cmd.exs /C “cmdkey /add:"sremdstg file core windows.net ™

/pass: Dsjcn/azw xhckjTgGZUZtolh8 J9kuidsp7xX11eq] kx7 [

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

o WAILLET B ETFAEK P TTE £ M SAFEY 7 1P B AR ENFfE K P &R,
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature

Networking

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

@ Security
:|' Properties

E| Locks

File service

& File shares

Monitoring
@ insights

BN alerts

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,
i. $T7F Session Recording Server Ef%,
il. PHFEET-R LA,

iii. £/ \\<storageaccountname>.file.core.windows.net\<filessharename>\<subfolder>
EEAN UNC BBiR,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHEFEERIHEERAIHRE,

v. #i Session Recording Server E#&E MM,

vi. MAZAREERERE,

i. RGIRTRIEEFHBE Session Recording Storage Manager lREHT 8 E R

\Y

Session Recording Server Properties

The “Citrix 5ession Recording 5torage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Yes Mo

R

April 3,2024

fEF Session Recording SRESIZHI & QI REIERE. BHQNKREE. SHMUREMREGEERE, 62K,
A UEBTM Citrix Cloud #14sitifiE185%E Delivery Controller,
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BEERR:

WM Fh L% Broker PowerShell &1 & 5t (Broker_PowerShellSnapln_x64.msi) 5§ Citrix DaaS Re-
mote PowerShell SDK (CitrixPoshSdk.exe), A &EfEM Session Recording SEB&#%HHI&, 7£ Citrix Virtual
Apps and Desktops ISO (\x64\Citrix Desktop Delivery Controller) E#Zl Broker
PowerShell &i2& 7T, 5%, M Citrix DaaS (LUgi#r# Citrix Virtual Apps and Desktops iR%3) TR
m& F# Citrix DaaS Remote PowerShell SDK,

e

o] LA 4% 38 3 At | LUBA Lk 7E Session Recording Server ATt B M B BN B R T R H X &
%, UEEBRBMHERLTET Session Recording Agent Bt B #l, ITHFEIMEREIES, REHE
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent T &1 DWORD {&
DefaultRecordActionOnError =1,

AR

1. UBEBERBMERRET Session Recording HBgEHI & &N

2. Bzh Session Recording HBgIEHI &,

3. MNRHMEET Session Recording Server [0, &R Session Recording Server &#r. XAl
TR, BEHHE,

4. £ Session Recording HE&EHIG S, BT BITHRIEAEEL,

5. EERERENHR,

6. MEi=m, EIFHCERE.,

(e

1. UEERBMNBEREET Session Recording HBgEH &1 EN.
2. 35 Session Recording HEE&IEHI &,
3. MNRHMEHEE Session Recording Server [, iEHR Session Recording Server &#r. Xt
[EHTIR. BEHRE.
4. £ Session Recording tRESIEHI G, B BMKISEEL,
5. REFEERAKE, BEANEEREAMNESF,
6. EARNN. BRI MBFIN, FHITUU TR
o MEBZH, EERMIAN, NRBEELFEDRS, RABET—MREED, BREFBINZIRIE £
FRFRI ) S8 ZE R,
o ERBERMAN, BRERIFAE, HEEREEM. ERAMNESESFEN,
o EEEMPRATAIN, BERAFEHE, HEERIPRIN,

I PR R B
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AE:
TERIBR R G E X B RES S T A TR TS R SR

1. UBEREMNEREET Session Recording HBgEH &M EN.

2. B5h Session Recording HEEEIEHI &,

3. MNRHMEHEE Session Recording Server E[0, iEHfR Session Recording Server &#r. #hiXFliEA
[EHTIR. BEHRE.

7£ Session Recording HBgizHla®, B BIRRIERE,

EEMEEP, EFERRAHER, MRZREOTEDRE, BIBTEMEE,

MR, EERIPRERER,

R R HIANZIRIE,

N o o ok

LB =1E RHIRES

January 11,2024

AILUMIE RAE XHIRHIRES, EIUEIRHMEE CHBEXRHEIER. RHEXHIRFIREGE NN BB
RiF. BEXREIRIEIEE RFIPLRIE,

EHRFIRBAEERFINRIE. SRREE - REEBL T EDIRT.

R TE X BRI B

Session Recording R LU T R4 E X IR HISEEE :

[Es Citrix Session Recording Policy Console - o X
File Action View Help
&= 2@ 6| HE

| B Session Recording Policy Console Rule Name Description Action
v [&) Recording Policies

e 45 System defined nule This rule wil disable the recording of al sessions. Do not record
[ cutom session recording policy

[ Do not record
= Record entire sessions excluding audio (for everyone, with notification)
[EX Record entire sessions excluding audio (for everyone, without notification)
[& Record entire sessions excluding audio with lossy screen recording enabled (for everyone, with notification)
[E Record entire sessions excluding audio with lossy screen recording enabled (for everyone, without notification)
(& Record entire sessions including audio (for everyone, with notification)
[E Record entire sessions including audio (for everyone, without netification)
[E Record only events (for everyone, with notification)
= Record only events (for everyone, without notification)
(% Event Detection Policies
[ Event Response Policies
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o AR BINREE, MRAKIEEHEMRE, WAERHIZIE.

o REBNRE, FEESM (ARFREA, HEBER). ILRBERFRFEIE (BERENSES, BEREESEN.
AR SRR EIR B,

o REBAIE, FEESM(ERFREA, HFETBERN). LEERSIFBIRE (BERSNEY, EFCES
)0 AR SUEIREER,

o REBARE, FTEESMEERERERER (BAFREA, HEBH). ILRERIHEIRIE (BEREMN
=, EREESN. BEAEHRESREILIBNREXHIKRN. BFRSRAKEREE.

o REBAIE, FEESMERAERRES (BRFREA, HETEMN). ERESIFIBIRE (BEFR
MEH, BEFREESN. BEREREESHLU/NRHEXENADN. ARRRKEIRSE,

o REBAIRE, QFSM (AEMEA, HEBH). IRBRFEEIE (BERR. SHNEM0. BRRR
FINE RENEM, T, EEILARMAH HDX SMBAFMRE, 1 VDA LB HEXE/EEARET
Citrix Workspace [ AFHE F ImH SRR AR MR HDX . S5k MAH HDX FHRRE, I
HDX S B TFERBEIZ A, 0 “XHBABEER (BCR)” # “EM Microsoft Teams Bk 7
RPFTo

o REBNRE, QESM (ERMREA, HETBH), LERERKRFBIRE (BERE. SHOSM. AFR
SUREIRFLER

o INREIEH (HXFAEA, HELEM), ERERFRFIEHOVRIEENES, EXRFRRAZM. AP
RAIREIREEBA,

o NREIEH (FAEA, FREEM). ERRRFEIBHOVRBIEENEGF, ERRFIFRATM. AFRFR
S EIREER

TREME AT MIFRRATE X BIRHIHEE,

B B E X R RS

AIURGHEEAFRANRIE. BEAANNARFIEE. XfF4Hzk VDA iHEHUK Citrix Workspace AEFE
P IP #itik, Session Recording SBSIEHI & R E S AIEEENERIEMN, BRIEX MM AREFISEIITIRU
RRZ{FAD VDA HENKFIER, EXAREEANMAEIERIAEIIRENIR, Eih=a) Delivery Controller Efg
EEERIRINUR,

SHFRIRNEEAN, TEHRERTERIRIEURMNE S, RERIEERAIHEEANFZHH=IE,

WNFEHFMAN, HEEF—FIREIRE:
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B Rules Wizard "

Step 1: Select a recording option to specify if and how a session i recorded.
(W) Ensble sassen recordng wih rotficatian

) Enabla aude recordng

] Enable lossy screen reconding

Enable lossy screen reconding

(") Enable event anly session reconding with notfication
() Enable avert anky session reconding without notfication

Cance

« BASERFIFEN, IETRREIBISE (BENEN). BRSRIIKREIRGEN. SIS —5EEER
BRI N BIREFRRE,

- BASERFIMAEN, KETRRFBENE (BENES). BARTAIWREIRGER, Ea#H—T%EER
BRI B RERRE,

« BATBEMNNEHFRIER. XREWESHRETRREFEMETZEL, WETEEDSIEPNREIEAHN RS
EENEMN. EAREIRR. BASRIKREIRGIER.

o BRATHBNINEHFRIERS. NREBFESHAETREREMETE, ERERNIERNREIEHENER
BRIEENEMN. EARMIFR. BRAIWEIREIE,

o BADIERS, WEMEREFREIERTRIE,

NFEEMAN, BEDERLUTHEZ — KBNS
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@’? Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
|IP Address / IP Range: All IP Addresses

< Back Next > Cancel

o APEAE, CIEENAMNEIRENRPRASIR. Session Recording A& Active Directory A3
BRI ABZE,

- BEAGHNARFISE. IBENAMNMRENELGNARFREEYIR. ERANRSH, BEEFEES
X AiEF s s mM Citrix Virtual Apps and Desktops = Citrix DaaS (LUgi#r7 Citrix Virtual Apps
and Desktops ARS) s,

o XA ITEN. CIRBNAMMRENRZAARITENTIR, FANESP, BEEIMAFITENAEN
g,

o IPihtitsg IP SERE, AZENBMNARIEN IP #hitsy P #hiSEEsIR, E%% IP #itfl IP SEERES, &
MEREERRZERARFINEK IP sy [P SEE, LTI IP #itt23E Citrix Workspace MR IP
ok,

AR

Session Recording SEEEIzHI A ZIFE—FKMNFEE SN & M. MNUEHN, BEMA AND fl OR BESER
KitBERERE, —MS, ORBEMEENTFHRBMIME ZEFER, AND ZERESNM&HZEER. 1
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REER A true, Session Recording SRESS | EHITHNAVIRIE, TN, BEET—FMUHESZIE,

FE— T REREPIRSFANN, REIFAUERBESFANNFES. EXERRT, AARSLARNANZNA

AR,
MBI REHRIERE BT

« BERASERMIRENANAEERSMNTR.

« BAEEATBRANRIERFIRENANARERSMAER.
« BERATHENNZIERBIRFRIMNER XEML R
BRAHENNEAGRIERBURERIRMN BN R P,
BRAHBMXEGZIERFIRERN AR TR,

HULERRER AR R RIE PR R M. WFXLERTE, B ARKERMNARIE. EIRMNAVRIFRLR
BRRIER, EREESMBIBRELRIN,
B0 B EXRHIEE, BFRITUTIRE:

1. BRI EER SN ERLTET Session Recording Sz H & HIARS 5.

2. B Session Recording HEgizhla, ABEFLMERPHIREIHEI, MRPEFIRZRINFERE,

3. ARPHHEREHEFERMM,

4. ERNRSH, EFEREEDR, ARREET—F,
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B Rules Wizard by

Step 1: Select a recording option to specify if and how a session i recorded.

(W) Ersble sassen rcordig wih nobficstion
[ Enable s recondng

[ Enable lossy screen recondng
() Enable session recording without notification
Erable mucha reconding
Enable bosgy screen neconding
() Enable event only sessian reconding with notfication
() Enable avert only session reconding without notfication
() Disable sassion reconding

Cancel

YEEFEEATENNIERTHEBIFENNRIERE, EA#—PEREAEMRGIHERRER.

5. EFRMNEM - T LOER— NS NN &4
BFRgd
BAHNNBEFREE
TR ITEMN
IP sthiitsg IP SEE
6. RWEMNEZY - BE#FHTHRE, BREH MIENE, XEESRIBE L —TPRENEEN ETRIL.
PE =
MBRBREATHNBAREFHEENT FIZKNE, WmatiutiEs IP i, URL SiitENEHR R
Controller U FAMLEF), WBAEFZRIIRERETEN.

EEERAGHNARFISERRAASRITENE, 157 Session Recording SREIZHIAEEES ZiBEHN
Delivery Controller,

Session Recording %zl A& =25 Citrix Cloud fZ<iti3fizr) Delivery Controller i@ {sHyi—i@iE,
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B Rules Wizard

Step 2: Select the rule criteria

[ Users or Groups

E= Publshed Applcations or Deskiop
[=] Dekvery Groups or Machines

[ IP Address or IP Range

Step 3: Edit the rule criteria.

Salecting & rule critenon above schivabes the opton bere. To edit, click the underlined valus,

Users | Groups: All Users
Published Resowces: Select Published Agolicalions or Deskiop .

Delivery Groups | Machines: Select Dedivery Groups of Machines
IP Address | IF Range: All IP Addresses

cBock | [ Nea> ] Cancel

flan, EFRAAFITENN, PEAENREEEPERBEE, ARRERNEERHRME Controller
s
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C.

@' Create Cuery
Site Address:

Efer 5 sife aodess

Citrix Cloud Controller

it

i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

BXF=AA Citrix Cloud Delivery Controller BIAFIRIHEE, ESRNTR:

RBf!

Zsih Delivery Controller

Citrix Cloud Delivery Controller

Msh Delivery Controller 1#22| Citrix Cloud
Delivery Controller

M Citrix Cloud Delivery Controller i 2l zxth
Delivery Controller

I8 Citrix Cloud iR

BFEHITHIRF

a)

%k Broker_PowerShellSnapln_x64.msi, 2.
B Citrix Cloud Controller £i%i4E,

%3 Citrix DaaS iz#g PowerShell SDK, 2. &
iE Citrix Cloud #k P #E48, 3. 3% Citrix
Cloud Controller Ei%1E,

E#; Broker_PowerShellSnapin_x64.msi 3
EHEMITEN. 2. ®% Citrix DaaS izfg
PowerShell SDK, 3. &3 Citrix Cloud kP4
8. 4. % Citrix Cloud Controller £3%4E,

% Citrix DaaS izi2 PowerShell SDK H &5
Bohit&EN. 2. T
Broker_PowerShellSnapln_x64.msi, 3. EX
s Citrix Cloud Controller E3%1E,
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Z#i4 Citrix Cloud ##£EH# Delivery Controller, i57E% %7 Session Recording HBgIEHI S HIITEMN
EFzp5eiE Citrix Cloud &8, ARSHIETRESSHHIAEIR, Session Recording SRE&IZHI A ATRET A 1R
FRHAT 15,

EHITFEIE, BFRITUATIRIE:

a) B Citrix Cloud #=4I&8 X2 S 4iR5IFA R EIE > APl 58], 812 APl fRR2E i, LUIKEE
Bt Citrix Cloud BHRIHE RN EHIGIIREXf. THENREEFIE, EnZ3FEEFREEREN
I8, XHRIRiAN secureclient.csv,

=  Citrix Cloud

< |dentity and Access Management

Authentication  Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.
To use this secure client in a silent connector install or to access any of our APIs, use the customer ID* *

Name your Secure Client Create Client

*_.as the customer parameter.

3:53:01 PM Dec 3, 2018 o)

b) #TF PowerShell £iFHZEITUATHLUME (ELENSEFRREN) SHRIERLEXHEN.

asnp citrix.*
Set-XDCredentials -CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

<!--NeedCopy-->

RIEEEIGE Customerld #1 SecureClientFile, biR&$EAER citrixdemo BIBREASH
ISFERE SO, LUBGT MaTRFrE S48 PowerShell £iFHM S IRIFET.

7. BRASTAEE.
AR XTHBHBINBRERFZIERIRE]:
o MRFEDREZHALENBEZEFBN, ERTELEEMRINIETITANNARERF. FEit, TEAREM
Bl =i,

c MRFHRERETENUARFHERATRENRD, WHAFRERIEAT Windows 9 Citrix

Workspace AR, EETREEH, BREFEH () SEUARUNGEZSIEPRBEHBIFAIBERA
2o

AT IRIEEREIRE, ERIBNRNERRBNAERF. F7RBNAEFRMBERBIFRG. LA ERTHR
BEBREITMRNSIE. B2, NHERBEN.
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£/ Active Directory 4

Session Recording s YF&TE 2 HRBEEIEA Active Directory 4, 1/ Active Directory AXE R NBAAIRE L
HMNFRBERI A EE, fin, WRATMSH;IIHHNAF A7 Finance 19 Active Directory A/, #&RILL
B

HN A S Hi%sE Finance 43R 6N A EIFTE HM RN,

REPIABRSE

BJLL8YZ Session Recording 5E8, WBIREFRERFIARARELAFNRIE, XMERTABXLRR
MABZE, MABREXNARLERMEXEENAFAFEEER, EREAAFRFERNELELNNR THRIERBIE
BEER.

fBlan, MBFHATRNERERIEEHET RN Executive #9 Active Directory AFRIM 5, Ea] LB K
Executive ANKIERT, NMAFEXLEAPNRIEFLIWRH. SSUMNUAEE LT ENREN, TR
“Executive” ARMIRIE, HLENEMERNSIERIE SNSRI HEMIINHIT RS,

¥ Director & £ Session Recording Server

BT LA Citrix Director 128 & 62 H 3SR KK,

1. XF HTTPS i&#%, 157E Director RS 2BHRIEIRIEHHREIEBUEE Session Recording Server,

2. &% Director fRZ 33 & B ~E A Session Recording Server, &7 C: \inetpub\wwwroot\
Director\tools\DirectorConfig.exe /configsessionrecording &<,

3. 7£ Director fR5528 L%\ Session Recording Server i P #iitsk FQDN LUK Session Recording Agent
BT %23 Session Recording Broker Byt S fiEiE28 (HTTP/HTTPS).

TRRTITA

HAERKZE, ZARESNRENAEN, EERFNFEERJAZERFIXGRRHDEN. AXFRFRAKNIFR
IR KEY, XHRRHEH. BXRDEMAENFAEE, BSIEERGISXIBISXHER .

TRIFMRA T ERFIEH L ERDEMEI RN A RIS H IR

R FIBIR B KBRS . H BRI RBIEREE N RNEHE, RERBEEER:

R fEfRTELfth BE B FER. REBFRERFIENH
ERBEA £ o

FRENEF @A R FREFLE,

FRENEF @A RHIFH @A BERFIFH BT —FBAHE.
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NP BRI F ERRH R B RENEH/E, REIEIIEER:

SEHBA RS RHIELE.

SEHBA RHETEA] BAFH. TRAPERNTERME
I8,

BB RFINXMHFERRE

January 10, 2024

Session Recording Z#HEF A EMNIFIEES, ALIE Session Recording HBESIEHI AP OIER A EEHREE, H
MENRERMS NN, SEAVEATUENEEE—TBRPRAFRAEARFINGESEE, HRESFEATUED
ERIREI M,

IEZBEXRFIHERRE

ELIEREIGTERIEZA, BRI TFRERIZIEE:
1. ZREFEE Session Recording Server B9+ &M,
2. MFFtaZEEhi%iF Session Recording Server Ei%.
3. 1£ Session Recording Server E$#, i RBAC ET+,

4. ERRFEERFIFEERBEIRIE,
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iﬁ] Session Recording Server Properties — )4

Storage  Signing Follover Flayback Notifications CEIP Logging REBAC

Recarding viewing policy

This option allows you to configure recording wiewing policies in the
Session Recording Policy Conscle.

Allow to configure recording viewing policies.

Cancel Apphy

EOEEEXRAIGEEER, BHRITUTIRE:
AR SREEBRMEAQNKRIERRE, REGEERE (BETEFRMBAERN) EeIZIN IR FENRS.
BEFHENE.

1. LSRRI SRR B ERRET Session Recording HEHEHI A HIRS 5.

2. B5h Session Recording HEEEITHI &, BINERT, RERHIFEE KL,
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

AR BEERFGEEERTA, 55%% Session Recording Server BB RBZIN4E
3. EEMERPEERHIGEEERR, MEREP, BERIMEEUIEREIGETERRE,
4. (FIk) ARBHMEBHWHEHESS,
5. AR P EHREHEFRMMD,
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@' Rules Wizard

Selected user or user group who can view recordings

Next >

Cancel

6. BEHAM,
7. IEEFERARANEER, EERAFRAPAFARTIGNES.

=W

BRABEEDE Player BBABEEERHNRIE. BXFMEL, BSEEAPEN.
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@ Rules Wizard

Selected user or user group who can view recordings

Selected users and user groups whose recordings can be viewed

< Back Mext =

Add...

Cancel

f

AR

¢

EEMANF, ReEE—TNAFEBAAFAREIGNES. MRk

BOERA REMH EREXSEH,

BRE%AR4A, NRAE&RE

BERSHNEEN, FRREFZNEERTAENEAG. NRAFEEBRIHNRIEFRRHIIR,
NESRBERRFINRIENRRE —FEIRER. AXEAER, BSRRAFER.

8. REHW/E, RABRREHT—F, LEEERATFIRENNKMHHIHEE,

9. EEHBENN KM LUIEEEZAIEENMEE R WHREI4:
« FPE4H
« ERGHNEAREFIKE
o RATHEBLITHE
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users

Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Mext = Cancel

PR =
“OR” ZEIEEMEEA IEMNZHFRMNINE Z8ER, Bl UERBBMNE 4 ZEER,
MRKRIEEMNEAE, ZatEENMEEFLETEENRGHMt.

10. FREMSTHEER,.
flgn:
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[ Rules Wizard x

Complete the rule setup.

Recording viewer:
(s \aciministrator

FAule crtera:

Users / Groups  Published Resources  Delivery Groups / Machines

MName Location
3 administrator SHNKG

<ok o

ECEE SRR

January 10, 2024

Session Recording Z#F&EHPEBESRH10MHKEE, 7 LUTE Session Recording HRESIEHI & P EIERELIZREME
o

AL MBS

Session Recording 12l BiFE M HARE REIG RAX LSRG, UEUGHENER. ZRUMKERFIGHERR
HEBHES, HERUTEEREEREXEEN,
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RAREXNEHS

Session Recording BT MFNE RRHIHKIEHRIE R EHNRFATE X HI U T EMH:

f5I4n:

A USB AR EEF#IRE

N FBAE R R hAILE

I P2 Fr R fE

[z A2 FF RN

ZEANXEERR. IR BBRFABEHRIE

XHERIEEN (VDA) 5FFIHEE (BEMSNEFIRRMNBNETHNEAABEFMEILE) ZiEEE,

Web 345 7E5h

& EEMNEOSM4

BB E SN

Windows At &iEEL

AP KP &5

RDP &#%

MaEEE (SREINIFRXHBER)
FHEOSMF

Web #7528 P RE MBI R B PRISE 4.

€ Session Recording | Player X 4+

&« c @& 10.108.77.51/WebPlayer/#/player

€ Player

> Screen time File transfers Comman: ds Events

‘Top-most window
46 (51%)

MAR 7,2022
07;55:39-00.19:22

R User name: administrator

@ Host name:
() Client name:

View: All
Q

\; 00:00:24 Top-most
window:sessionmsg, , 2548

00:00:49 Top-most

¥ windowsexplorer, , 5100

00:01:05 Top-most

§
% window:SearchUl, . 1796

y; 00:0L:15 Top-most
window:explorer, , 5100

5 00:01:16 App Start:10072.
regedit: 6296: "C:\Windo.

yg 00:01:32 Top-most
window:reedit. Registry.

v
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« Web BHBEHHEEREIXAHHEH:

v = X
€ Session Recording | Player X +
<« C @ 10.108.77.51/WebPlayer/#/player QLB w a i
€ Player
> MAR 7,2022
08:01:47 - 00:01:00 - 22 Events
2 User name: administrator
’:‘Q Host name:|
() Client name:
v e View: All
# Explore vt a @
& settings
« 00:00:12 Registry
¥ create:1380: e
CiWindows\explorer..
« 00:00:12 Registry set
R yalue:1380: ~
C:\Windows\explo...
. 00:00:12 Registry
heBachelor " create:1904: C:\Program v
reBacheler Files\Ci...
Th Bchlr g o . 00:00:12 Registry
¥ create:1904: C:\Program Ad
Files\Ci...
Don't miss what's happening  00:00:12 Registry
Foope cn Peiey e e S D S create:1904: C:Program A
Files\Ci...
. 00:00:12 Registry
" create:1904: C:\Program v
Files\Ci...
. 00:00:12 Registry
¥ create:1904: C:\Program v
» D) 00:00:07/00:01:00 & Comments (4} Share Current Playback X1 Show stats 52 FULL SCREEN ElesCE
+ Session Recording Player #9514
Easession Recording Player
Fle Edt View Pay Toos Hep
B | b O] @@ | » | Search ~ [Anytime <] 49 (1% | [T Advanced Search
‘Workspace x
Now Playing x
| Events and Bookmarks x
O 1:17:04 AM App Start: 10072: regedit: 6296: "C:\Windows\regedt exe" ~
Q 1:17:04 AM Top-most window: explorer, , 5100
Q 1:17:20 AM Top-most window: regedit, Registy Editor, 10072
@ 1:17:33AM Top-most window: regedt, , 10072
@ 1:17:35 AM Topmost window: reged, Registy Eitor, 10072
© 1:17:35 AM Registy Create: 10072: C:\Windows\regedit exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtest\New Key #1
Q 1:18:00AM Top-most window: regedit, , 10072
o 02 AM Top-most window: regedit, Registry Editor, 10072
Q 06 AM Registry Rename: 10072: C:\Windows\riegedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtest\New Key #1| name
Q 1:18:16AM Top-most window: regedit, , 10072
@ 1:18:20 AM Topmost window: regedit, Registy Editor, 10072
© 1:18:20 AM Reegisty Set Value: 10072 C:\Windows\iegediteve: HKEY_LOCAL_MACHINE\SOFTWARE \regtestinamel New Value #1
© 1:18:36 AM Registy Delete Value: 10072 C:\Windows\iegedit exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtestinamel New Value #1
@ 1:18:36 AM Registry Set Value: 10072 C:\Windows\regeditexe: HKEY_LOCAL_MACHINEASOFTWARE \iegtest\name] version
@ 1:18:47 AM Top-most window: regedit, , 10072
Q 1:1850 AM Topmost window: regedit, Registy Editor, 10072 .
© 1:1850 AM Popup Window: 10072, Registiy Editor, Are you sure you want to permanently delete this key and all of its sibkeys?
© 1:1851 AM Registiy Delete: 10072: C:\Windows\regedit eve: HKEY_LOCAL_MACHINE\SOFTWARE\REGTESTANAME
@ 1:19:14 AM Top-most window: WiShel, CtDnDSourceFroxy, 7260
© 1:13:14 AM App End: 10072 regedit
Q 1:19:25AM Top-most window: explorer, , 5100
@ 1:19:26 AM  Unexpected App Exit: 744: C:\Program F h i h exe: C:AWir ERNELBASE. dil
Q 1:19:27 AM  Unexpected App Exit: 5084: C:\Program Fil hi ppli [~ ERNELBASE.dIl
©1:1329 AM Unespected App Exit: 4860 C:\Program : ool CAWir iy ERNELBASE.di
@ 1:1930 AM Unexpected App Exit: 9864; C:\Program exe: ERNELBASE.dl
© 1:1930 AM Top-most window: chrome, Uniiled - Google Chrome, 744
@ 1:19:30 AM  Unexpected App Exit: 6644; C:\Program Fil hi exe: C:AWir ERNELBASE.dll
o 32 AM Top-most window: chiome, All in one Workspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744
Q 1:1332 AM Web browsing citrx.com, Untitied - Google Chiome, chiome
Q 1:19:40 AM Top-most window: WiShell, CtxDnDSourcePraxy, 7260
© 1:1353AM Topmost window: explorer, , 5100
@ 1:20:33 AM File Create: 5100: C:\Windows\New Text Document (2Lt 0 Bytes
© 1:2052 AM File Riename: 5100: C:\Windows\New Test Document (2Lt | document tt
@ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tt,
@ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.txt,
@ 1:221:11 AM File Move: 5100: C:\Windows\d tat | C:\Users\admi F4BS\Desktop\d: tt: 0 Bytes
Q 1:21:11 AM Clipboard Operation: Text, explorer,
{0\ 1:21.90 AM_Cila Dialatac E100: O34 finciset Mass Taut Do om0 Bms M

B Session Recording Player FE 2 H4, EHSRAAXGENEHHIR,
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AR
LEFEIRN Web 35 Em & EEME QS 4HIERELE, B PowerBuilder WM AREFAIEESEIMNE
o AR, EER PowerBuilder 2019 R3 SRHEZEHIN AIERF

A USB KA E7FEI&#%& Session Recording AT LIt M=% 73 A F Windows 5¢3& A F Mac # Citrix
Workspace M A2 FHE P it HBUST R P in iR sh 33T (CDM) SiEE AMiEA USB AR 2 IS EMIEN.
Session Recording iRz R &I HIIX L EH,

Events and Bookmarks X
() 1:2654 AM Clipboard Operation: Text, cmd, , Administrator: Command Prompt -~
(3 1:27:03 &AM File Transfer: 7260: Client:Applicationhang.exe: HostApplicationhang.exe: 7.5 KB [k

Q) 1:27.09 AM Top-most window: Applicationhang, Form1, 3996

© 1:27:21 AM Top-most window: WerFault, , 5956

(O 1:27:58 AM Top-most window: explorer, , 5100

() 1:27.59 &AM App Not Responding: 3996: C:\sers\administrator XF4B5\D esktop\dpplicationhang. exe
( 1:28.034M Top-most window: explarer, , 5100

() 1:28:03 AM Top-most window: Taskmar, Task Manager, 6844

@ 1:30:02AM Client drive mapping: D v

AE

EFAIEAN USB AR EFMEIREHIONIENE M, E7E Citrix Studio FiEZEF ik USB & EERHRKIKE
HFFo
HaiReeteilll USB KA 87Fi#irE (USB 35 08) B9EN.

R REhfI4%R  Session Recording z#3d R A2 BahSR#ITION, MR AR BNFIRPRINHEN,
FRARINA IR R H F R IR AN FRREF 2 RIS, AT LUEFATE Session Recording 1172 BB BhHI R HIZHF
PEi

BUAER T, Session Recording ¥ m AR HMFIRPHRM#EZZH cmd . exe. powershell.exe Ml
wsl.exe, MRABHONVREFICRUBEFBHEHNCRUARFEREN, WEILERSFEEMESR
MRARINEIN I MMTIR, MICRHERM. PowerShell URERBTF Linux 8 Windows F£&%: (WSL) KA
BFENEHMNER, RINHIERFERARERF ENTIRPFRAITRL,

1tk5k, Session Recording EAIZRNE NI BIZF BB HRET RENH 1T,
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Session Recording Player
Fle Edit View Flay Tools Help

| b O @“’3" A | Search: = Anytime - 5 Advanced Search...

Workspace »

=8 Workspace - administrator
| Search Results

(] Favorites
Now Playing X
User: administrator ~
Domain: LEEwA

Applicabionc Desktop
Delivery Group: T5YDAZ
VYDAMachine: AWTSYDA-OO02

Site: BYT_DB
Status; Complete
Start 9414/2020 1:57 AM ¥
Events and Bookmarks x
) 1:58:36 &M App End: 8976 chrome -

¥ 1:58:36 &M &pp End: 9164 chrome

) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 AM &pp End: 9920: software_reporter_tool

3 1:58:36 AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End; 10164: software_reporter_tool

¥ 1:58:36 &M &pp End: 8760 chrome

3 1:58:36 &M App End: 8680: chrome

) 1:58:37 &M App Start 5080: conhost: 8416 Y7P\CNwindowshaystem3Zhconhost. exe Oxd

) 1:58:37 &M App Start 8416 cmd: 8092; "C:AWindows \system32hemd. exe’

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

3 1:59.34 &M App Start 7260 MessageQueuingT ool 99800 C:\UsershAdministrator LKEWAAD eskiopsMessageQueuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AW App Start 9144: Consoledpplication?: 9980 C:\Consoledpplication0.exe

) 200:49 &AM App End: 9144 Consoletpplication]
L} AM App 4: PINI in
) 201:30 A App End: 9544 PING
) 2:01:43 AW App Start 9560 chrome: 9980; "'C:\Program Files (x86)4Googlet\Chrome\bpplicationtchrome. sxe"

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(3 2:01:44 AM  App Start 2644: chrome: 9560 "C:MProgram Files [#86)\Gooale\Chrome\Applicationschrome.exe” -twpe=renderer -figld-tial-handle=1540,5975...
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -tppe=utility --utility-sub-type=storage. mojom. ..
(3 2:01:44 AM  App Stat 1416: chrome: 9560: "T:\Program Files (#8685 ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. majom...
(2 2:01:44 AM  App Start: 10172 chrome: 9560; "C:\Program Files [#86)GooglesChromesapplicationchrome. exe” -type=apu-process -field-tial-handle=1540, .
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler --uzer-data-dir=C:4 .
(3 2:01:44 AM  App Start 8980 chrome: 9560: "C:MProgram Files [#26)\Google\Chrome\Applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975.. o

aidu. com -+

End of file

BIREFHIE IREELEEGQNEREER Log app failures ((CRMNAEF#HE), Session Recording %
& RAZ R R A BN B9 FRFEF. Log app failures rule (GERNEBREFHENN) ERTFHRENBER.

( 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744
@& 1:13:30 AM  Unexpected App Exit: 6644: C:\Program Files\Google\Chrome\&pplication\chrome.exe: C:\wWindows\System32\KERNELBASE .l

) 1:19:32 &AM Top-most window: chrome, &ll in one Workspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744
( 1:19:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chrome
© 1:19.40 &AM Top-most window: WfShell, CtsDnDSourceProsy, 7260

MABREFLEMENZ Log app installs and uninstalls GZRWAREMEE) MNERTFRENBIER.
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: AM New App Installed: 7-Zip 19. 64): |gor Pavioy: 19.00
O T:22Z058M Top-most window: explorer, , 5100
O 1:22.08 M Top-most window: SearchlJl, , 1736
( 1:22.08 &AM Top-most window: explorer, Downloads, 5100
( 1:2210 AM Top-most window: ShellExperienceHost, Windows Shell Experience Host, 8392 %
 1:22155M Top-most window: explorer, , 5100
O 1:22:26 AM Top-most window: Uninst, 7-Zip 19.00 [x64] Uninstall, 6172

O 1:22:28 AM App Uninstalled: 7-Zip 19.00 (x64): lgor Pavlov: 19.00

BPikFE  Session Recording AJLta ik E9RIE. BA. 2. Mibk. FMERABBEERE,

LR s AL e ) FURME YWINJuYy, 11194, W3y © (LUl UISTIs Qlid QIVURS |[LUCAIVWISTIS L, QUWIVITT QU 1w Quiinmisusinyg g Cuiniipuave s

() 1:23:08 AM  Popup Window: 11132, lusrmar - [Local Users and Groups (Local)sUsers], Builtin account for administering the computer?

® 1:23:09 AM User Account Modification: testuser: & user account was disabled.

RDP i## Session Recordmg AILUE M E R FIMN21ER VDA BRI RDP %,

e—— — s —— r v —— B T T

O 1: 24 49 AM Popup W’lndow 21 92, Flemote Desklop Connectlon The lemole computer could not be authenticated du

@ 1:2450AM RDP Connection: 2192 E[[Perkliees

€ 1:2519 AM  Top-most window: cmd, Administrator: Command Prompt, 10776

() 1:25:38 AM Top-most window: explorer, , 5100

2 1:2540 AM Clipboard Operation: File, explorer, C:\Users\administrator <XF4B5\Desktophconfidential. docx,

SEABHXGESE. IR WRABHIRE, UREEN (VDA) 5FFHIREZENXHER  Session
Recording AT UG METEX 15405 RPIEEN BB HRAITHER R, 2. MBRFBENIRIE. Session
Recording ErAI UM KIEEN (VDA) 5FFiHigE (BEMFNEFFEDBNEEANEAADTEEMLE) 2
BX R, TIREREREXHFEMTIR, EFRICRBBXHFEMHETE S MA S LB

) 1:20:33 &M File Create: 5100; C:\Windows\New Text Document (2).tt: O Bytes

() 1:20:52 M File Rename: 5100: C:\Windows\New Text Document (2).tst | document tt

) 1:21:09 &M Clipboard Dperation: File, explorer, C:\Windows'\document.tst,

3 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tst,

O 1:21:11 8M  File Move: 5100 C:\Windows\document.tst | C:\Users\administrator F4B5\Desktop\document.tst: 0 Bytes
O 1:21:11 &M Clipboard Operation: Text, explorer, |,

O 1:21:26 AM File Delete: 5100; C:\Windows\New Text Document.tst: 0 Bytes

@& 1:25:45 AM File Transfer. 7260: Host:C: \U“elc‘\admml“lralor /F4BS\Desktop‘-uonhdenllal docs: Cllent confidential. docx: 0 Bytes
O T2ET8 AWM Top-most window: WiShell, Ct=DnDSourceProxy, 7260

(O 1:26:194M Top-most window: explorer, , 5100

(O 1:26:21 &M File Transfer: 7260: Client confidential docx: Host confidential docx: 0 Bytes

() 1:26:54 &M Clipboard Operation: Text, cmd, , Administrator: Command Prompt

|O 1:27:03 AM  File Tlansfer 7250 Cllent Appllcahonhang exe: HostApplicationhang.exe: 7.5 KB

A4 A A ala T PREEVv

AR

B RAXHERFHBRERES, 57 Citrix Studio PIRHERHRIKIEENEBMA.

Web 3¥%55ER)  Session Recordlng FILATEST RN 88 LA AR, HITIEREIXHFFIIEN. FIERIK
282, URL MTEATE. BX7f, BEATENREEE,
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Events and Bookmarks

W R 4232 b

Web browsing: hittps: 44w

wiw.google.com, Google - Google Chrome, chrome

BB EAEEE SN Web Tmes, EX%itt Web MANSIFEMAE RN BB 7. WIHEETTRFEITBEAE
Web TTE _HEZMEdE, BXxT6, B2 TENEEEE.
Events and Bookmarks

2 2:07:43 Ak Web browsing: https:/ s facebook. com, Facebook - LogIn or Sign Up - Google Chrome, chrome
2 2:02:00 Ak Web browsing: hitps: / fwe facebook. com, Facebook - Log In or Sign Up - Google Chrome :

SRR ERTIR:

+ Google Chrome

+ Microsoft Edge Chromium

« Mozilla Firefox

AR

LtkThEEEE Session Recording 1906 E =R A,

RIEMNEOSEH HAUAEFMNEOCTRAEEMEOMN LEEY, Session Recording Al UG NEH, FiCRi#E
R AN ERS

Events and Bookmarks

) 1:56:08 AM
() 1:56:22 AM
i 1:56:36 AM
i 1:56:39 A
(2 1:56:55 &M
() 1:56:59 A
) 1:57:08 A
) 1:57:13 AM
2 1:57:20 AM
() 15734 AM
) 15751 &M
iy 1:58:04 AM
() 1:58:25 A
) 1:58:26 A

Top-mozt window: EXCEL, Book2, 5230
Top-most window: explorer, CITREXINSTALLATIONLOGS, 7212
Top-most window: Taskmar, CdfSve.ere, 9276
Top-most window: explarer, Application.evts:, 7212
Top-mogt window: notepad++, . 4340
Top-mogt window: explorer, Desktop, 7212
Top-mozt window: WINWORD, Bigjizbb . dock, 3396
Top-mast window: notepad++, . 4340
Top-mozt window: Taskmgr, CdfSve.ere, 9276
Top-mozt window: Tazkmar, CitisAuthentication VitualSmartcard. exe, 9276
Top-most window: regedit, FileQperationkd onitorlist, 5584
Top-most window: notepad++, shi, 4340
Top-mozgt window: explorer, Tazk Switcher, 7212
Top-mozgt window: EXCEL, Grid, 6230

BIMGIR;ERD  Session Recording AT LUERBIMARIG NS A, BRI XHREHIHRIE, iR X RIAa#HIZ A FRM
XHBRE. FIERXEBIFRHIEZ N, FiEREGRIANHZZT.

AR RBABATAECREFNNXANAR. BERRNENS, EH 3 Session Recording Agent # ¥
HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\SmartAuditor\Agent\CaptureClipboardContent
REN 1 BIMERN 0)o
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3 Session Recording Player [=
e Ede Mew Pay Tods beb
O3 \E“":ﬂ B | Seach ~ Amtine -t 1] Advanced Search.
Workspace x| Search Results x

&3 Workspoce - Adramistotos
& Search Resuts
Favortes

Siatus
Complete:

Start Tene:
/1772020427 AM

User Name
B administrator

Pepication
Desiiop

Duration
w2744

VDA Machine
EBSDK-TSVDA-!

Sae
1579 KB

Delvery Growp
DG_TSVDA

Now Playing x
User: admirestrator A
Domsin: EBSDK
Applioatio: Dedacp
Delivery Grour DG_TSVDA
VDA Machine:  FESDE-TSVDA-T
Site: BT_DE
Status: Complete.
Stait 11772020 427 AW
Logine 111772020 421 At
End: 1141742020 455 &M
on 2744

Duration
ion: ICACGPH0

Mame:  NGWLINLINKDT

Addiess 101571376

Events and Bookmarks x
© 43822 AM_Cipboad Opsrafiors File, explorer, T\ sershdmiistator
© 43250 AM Cipboard Operatior: Teit, notepad, . New Text Document...
© 44042 AM Cipboard Operation Tes, explore.

© 45213 AM Cipbosd Opsrafior: Fike, sxplorer, T sersbidmiiatiso
© 45225 AM Cliboard Operation Blma, explores

© 45334 AM Cliboard Operaion: Tet, motepad, . ads b - Notepad

Q 45353 AM Clipboard Operation: Bitmap, explorer, ,

O

[ Sz 1573KE © 43822 AM File, axplorer, Csers\Administrator EBSDKIDeskiop!

Windows ;ifit&i&k BEhr4 2109 2, Session Recording A LUERFHISIERQMAIERIU T EMERER:

RIS POVA:NEES

AR RN
ANINME

BB EMRM
EnRE

ARG

AMFRISEE

AMRERR
AMRBREREMRIREE
ENMEE AMFRIEE
AR+ AR 2RI

R ME

EMRBIER
EMRERBIBRE

a0

Events and Bookmarks

O 10:30:55 PM
© 10:30:55 PM

Registy Set Value: 8452 C:\Windows\System32\cerse exe : HKEY_LOCAL_MACHIMENSOFT'WARE\Microsoft\Wwindows\Tablet PC| 15T abletPC
Registry Create: 8452 C:\Windows\System32\csrss.exe:. HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\T ablet PC

O 10:30:55 PM
O 10:30:55 PM
O 10:30:55 PM

Registry Set Value: 8452 C:\Windows\System32\cerss. exe
Registry Create: 8452

HKEY_LOCAL_MACHINENSOFTWARENWOWE432N ode\Microsoft\Windows\T ablet PT] IsT abletPC
C:-\windows\Spstem32csiss. exe: HKEY _LOCAL_MACHIME\SOF TWARE \WDWE4 32N ode'\Microsoft\windows\ T ablet PC

Registry Set Value: 8452: C:\Windows\System32\carss. exe © HKEY_LOCAL_MACHINEASOF TWARE \Micrasoft\windows\Currentyersion\autoR otation] LastOrientation

O 10:30:55 PM
© 10:30:55 PM
O 10:30:55 PM
O 10:30:55 PM
O 10:30:55 PM
O 10:30:55 PM
O 10:30:55 PM
O 10:30:55 PM
O 103055 PM

Registry Create: 8452 C:\Windows\System32\carss.exe: HKEY_LOCAL_MACHINENSOFTWARE \Microsoft\Windows\CurentYersion\AuloR atation

Registry Set Value: 8452 C\Windows\System32\carss.exe @

HKEY_LOCAL_MACHINEASOF TWARE ‘\Microsoft\windows\CurrentersionvautoR otation\MonPreservel LastAutoRequest

Registry Create: 8452: C:\Windows\System32\cserss.ene: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\wWindows\CurrentVersion\AutoR otation\NonPre serve
Registry Set Value: 8452 C\Windows\Syster32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \Microsolt\w/indows\Currentersion\AutoR otation] LastOrientation
Registry Create: 8452 C\Windows\System32\corss.exe: HKEY_LOCAL_MACHINENSOFTWARE \Microsofttwindows\CurrentVersion\AutoR otation

Registry Set Value: 9392 C:\Program Files\Citrs\HD}\bin\CtxGh exe : HKEY_LOCAL_MACHINE\SOF TWARE\Citre\Graphics\3\LLIndicator] LLIndicator

Registry Delete Value:

Registry Delete Value:

Registry Delete Value
Registry Creste: 9392

9992: C:\Program Files\Citri\HDX\bin\CheGfx exe : HKEY_LOCAL_MACHINEASOFTWARE\Citrix\Graphics\3] SessionHeight
9392 C:\Program Files\Citris\HDX\bin\CtxGix exe : HKEY_LOCAL_MACHINENSOFTWARENCitri\Graphicsh3| Sessionwidth
9992 C:\Program Files\Citrix\HDX\bin\CtxGfx exe : HKEY_LOCAL_MACHINE\SOFTWARE \Citr\Graphics\3| NumMonitors

C:\Program Files\Citrot\HDM\bin\CtxGFx exe: HKEY_LOCAL_MACHINE\SOF TWARE\Citr\Graphics\3
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EEALEMRENIIEE, BAFHENEEEFIEREMFRIE LT,

HEEHUE (SREIMSIFEXNEIER)  CIEFMHONKIE, 151%#F Log performance data (iZRMaELIRE)
UBASIESIREMINEE, IHEESINT £ Web BB HERSEHRENFEEM. ER— M FEHNEME, &7
LY EGHTERE MR, SMEES5REINZIEEXNUATHRER:

. HERE
. W% (%32)
. W4 (1215)
. CPU =
. REERE

“ F
> NOV 18, 2021
= 11:41:52-00:13:33- 32 Events

u Firefox

303ms.
78 Kbps

~ 35Kbps
32%
2989/4088 MB (73%)

00:00:55 App End:9632:
conhost

00:00:55 App End:11232.
powershell

00:00:55 App End:2748:
emd

> D) 00:05:06/00:13:33 @ Comments (7} ‘Share Current Playback x1 Hide stats {0 FULL SCREEN

WHEOSMH UEFPITAIXANEXHSRIHRXERN, ARSEI— I EEED, ERRTRERBAED, -
Session Recording M7ER] U ERBIS B AL LB HEOEMH, FREN Web %28 HE D,

REEHEFOSGHEN, SE#EINNRTIRNE.

@ 1:23:48 AM Popup Window: 2192, Remote Desktop Connection, Connecting to: | PERlIga8) Initiating remote connection...
 1:24:05 AM Popup Window: 2192, Remote Desktop Connection, Remote Desktop can't connect to the remote computer for ane of these reasons:\nin1) Remate access to the server is not enabled\n2) The remote computer is tuimed off\n3) The remote.

BEXEMH

Session Recording Agent 121 IUserApi COM #£0, £=5 AR A UER ZEOnREINSIER I AEFS
EREHHIE. RIBSMHFBAEN, Session Recording JLIFALEBREE, HAEMMIERRIFEEMRIERESEM,
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WS 2P Session Recording AFEERHIFRENKISHLENEL, HESIEFEKERIEME XL EEASRE
B, BEAILIhEE, &FEM Session Recording 2012 RE SRS,

4 Session Recording Player - o x
Fle Edt \View Play Tools Help
[ O @[] | | Seach: - Anytime - 04 [ Advanced Search...
Workspace X || Search Results x
=] WD“;SWC: ;dmh‘"'stfalw User Name Application Status Start Time Durstion  Delivery Group VDA Machine Size ~
j N B administrator Desktop Complete  11/17/2020303AM 000046  T5Clent AWTSVDA00D1 10,422 KB
B adminisirator Desktop Complete  11/17/2020 306 AM 000241  TSClent AWTSVDA-0OD1 10428 KB
B adminisirator Desktop Complete  11/17/2020303AM 000330  TSClent AWTSVDA-G01 £.064 KB
B aeministrater Desktop Complete  11/16/2020 409 AM  0019:27  TSClent AWTSVDA-GO01 11,940 KB
Bl selministrater Desktop Complets  11/16/20202:21 AM 000635 TSClient AWTSVDA-GO01 40.057KB
B scministrator Desktop Complets _ 11/16/2020 217 AM___D002:42 __ TSClient AWTSVDA-G0D1 4409 KB v

Events and Bookmarks x

© 30655 AM  Matepacs+Senslive content detecte
© 30851 AW Natepads+Sensiive content detecte

Content blocked
Sensitive content detected

10| || 4 b

[> Size: 10428 KB (o] + Sensitive content detected:;

11/1712020 3.07:13 AM

Playing

BEMALLINEE, BRMUTIRE:

1. 7 Session Recording Agent B+, EFAFE=ANARZFIZRL VDA i+ B L1 BE X EIEEIEIE,
RiEEERA,
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording
Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. ##FHEFIAA Session Recording & API B4R (IUserApi COM #0).

BhR4s 7.15 &2, Session Recording A4 API COM ZORIM T A REHITIEE. REFENBF A ERRESE
T EIRIE N REIXHHITHAR,

RINBERT, BAEAHEBERNRNEIAFREF IR EnEMAFEFIRER, E£EH Windows
DCOMEEETA:

a) 1£ Session Recording Agent L, iz1T comenfg.exe 177 Windows DCOM & T &,

< Run x

;7 Type the name of a program, folder, document, or
= Intemet reseurce, and Windows will open it for you.

Open
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# Component Services - [m] X
%. File Action View Window Help - &%
e | amXE 6 BE DX
[(] Console Root Activation Addte  AgentConf.. ahadmin AP Client  Application  Application Application.. AppReadin.. Actions
v Companent Services Manage.. Windows .. HxHelpPan... Activatio.. Frame Host Service e "
~ ] Computers
e | % &% &% & & & & & & ot >
| COM+ Applicatio| AppVClient appwiz.cpl Authentica.. Authentica.. Authentica.. Authentica.. AuthHost AvailableN.. AxlnstSv
| DCOM Cenfig Ul CredUl... UlCredUl.. UlCredUl.. UlTerminal...
=] Rum-m Processt
| ¥ % & & & & & & &
g Event Viewer (Lofal) Background Bitmap BrowserBr... CdfSve CFmifsEng... Citrix Agent  Citrix EUEM Citrix Citrix
% Services (Local) Intelligent... Image host COM Server ImeMsgFor.. LogenCs.
Citrix Session Citrix.Dme.... CitrixCseEn... CitrixSpeex... CitrixSpeex.. Cloud CloudExper... CloudExper... CloudStor...

1=y

Recording ..
CMLUAUTIL CMSTPLUA Color
Management
D D S
< Run x

Type the hame of a program, folder, document, or Internet
resource|and Windows will open it for you.

| —
Open: I‘ decomenfg.exel |

hd |

& This task will be created with administrative privileges.

Cancel Browse...

& &

COM+ Event ComEvents...
System
CheAudioC... CheVideoC...
DevicesFle... DfsShiEx.dll
EditicnUpg...  Elevated
System S...

Change W...

™

ComEvents...

®

ChvideoC...

@

DictationH...
Class

&

Elevated-U...
Explorer Fa...

Broker ApplD Create Syst..,

& &

Connected  COpenCo...
User Store
CustReg  DataExcha...
Class
Dockinterfa... DsmAdmi...
COM server

& &

EmailClient Enhanceds...

Class

&

CortanaExp...

&

DEFRAGSVC
service

&

DVCRender...

&

EntAppSvec

MREAFSHEERARFZNAFE TR, HE Session Recording Agent 7 Windows Server
2019 XE=ARAHE Windows 10 SEShA LiETT,

PR C

BHREHITIE b, TN, BEBIHE b B

EEMSHM=PEFEFI SR T R > AHIRS > B > REIEM,

AP HIRBVEBM,

AREEFRE.
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%. Component Services - [m} X
%. File Action View Window Help - 8 %
e nmE XE Q= n
(21 Console Root Name Actions
v i d i”"éi“r::;‘ :r:”ices 1 COM~ Applications i -

> 1 My Commmiwar I DCOM Corfig More Actions »
> @ Event Viewer ( Refresh all components b Coordina.

> 4 Services (Loca

View

New Window from Here
Export List...

Properties k

Help

Opens the properties dialog box for the current selection.

#%#E COM LMkl +, ARRLREMNMEUERAEENIRE D RIIRE AMECERRIA

My Computer Properties ? x
General Options Defalit Properties
Defau Protocols COM Security MSDTC

Access Pemmissions.

You may edit who is allowed default access to appiications. You may
also set limits on applications that detemine their own pemissicns.

Caution: Modifying access pemmissions can affect the ability
of applications to start, connect, function and/or run securely.

Edit Limits... Edit Default...

Launch and Activation Permissions

‘You may edit whe is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their owin permissions.

Caution: Modifying launch and activation pemissions can
! affect the ability of applications to start, connect, function
and/or run securely.

Edit Limits... Edit Default...

Leam more about setting these properties

oK Cancel Apply
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Launch and Activation Permission

Default Secuiity

Group or user names:

88, SYSTEM
ini ©

SR INTERACTIVE

Pemissions for SYSTEM

Remove

Deny

Local Launch
Remote Launch
Local Activation
Remote Activation

DeOo|§

oooo

[ o | oma

C) FEEMSH=RERES SRS > AHERS > itEY > HAVEH > DCOM B2,

. Component Services
%. File Action View Window Help

e 2m XE G

(23 Console Root
v & Component Services
v [] Computers
v & My Computer
> [ COM+ Applications
> || DCOM Config
> ] Running Processes
> [ Distributed Transaction Coo
> {2] Event Viewer (Local)
> L Services (Local)

» ;

Application
Frame Host

®
®

Authenticati...

®
®
®
®
®

Battery
Notificati...

®
®
®
®
®
®
®
®

Ul CredUI O...

AdobeAcro...

Application..

Authenticat...
Ul Terminal...

BDEUILaun...

Class

acppagedll  AcroBroker

@
®
®
®
®

ahadmin

@
&
@
@
@

AP Client
HxHelpPan...

AppReadin.. AppSenvice..

m
s
5
&

AuthHost

BdeUISrv

®
®

AutoMdmN...

Bitmap
Image

® %
® ' ®
@
&

AcroDistX

AppActivati..

AppVClient

AvailableN..

Bluetooth
AVCTP Service

AcroPDF

AppCom

appwizcpl

Bluetooth
User Service

®
®

32-bit Preview Accessibilit..

Handler Surr...

Activatable...

Application
Activation..

Authenticati...
Ul CredUI O..

®
®

Background
Intelligent...

®

Bonjour

Activation

Application

¢
o
2
@

Authenticati...
Ul CredUl O...

BannerNotif..

¢
o
2
@

BrowserBro...

- a X
- & X
Actions
DCOM Config A
More Actions 4

A& & Citrix Session Recording Agent HiERE M
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— T s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authentication Level: | Default e

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

d) EFRLEM+F, ARPEHREUEBHNEENIRES RSB AMETENRNAF
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e
Launch and Activation Permission > CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >

Securty

GI’DIJP ar User names:

HR SYSTEM
a Administrator

A

Administrat LA

l guoxiangzh (UQYEB \guomdang

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]

Cancs

AR
DCOM EeEiBNEN. THEEFHBMIMIRS i EN.

3. @Eah Citrix B&iE,

4. B5h PowerShell #3% Y 310X 57 28 8 2t <Session Recording Agent & 2\>\Bin XL UEAN
SRUserEventHelperSnapin.dll ik,

5. i&17 Session—-Pause 1 Session-Resume cmdlet LIS E A Ffibk 8UR(E BFELIEMSE,

B8 pd ] WEFAE
-APP A Session-Pause W
Session-Resume cmdlet B
EF&M.
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Session Recording 2308

=8 iR W AT
-Reason RNERMALENRE, MRKEELS Ak

W, WsERBIAEE, BHREE

FEIEMSRERFTEBHRMAL, W

RGBS, WEKEEBRES

AMEIPELEBYERBY, HETIEENERE,

kB FEERT Session-Pause

#1 Session-Resume cmdlet,
-AheadSeconds kB GERT Session-Pause A%

cmdlet, EAFEEBEERNEIHN

REBZHESSHNRERHIRETE

KE, RIMER 1#),

flgn, ATLUSITERMTF U TRER Session-Pause:

hell - O X

ct Administrator:

Bin> man Session-Pause

App] <string> [[-Reason] <string»] [<CommonParameters>]

Bin» Session-Pause NMotepad++ -F

RENBERESHRCEFIREIG

BROEHINCEHREIG  Session Recording Player A EHITHN B EHIFICEHNREIGHNERIER.

1. 7£ Session Recording Player f1, BHT A FWERIER, HERVEETR > 5RER.
2. ERRIETIHEEREXEREH,
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EEHETRF, JRBEHXARAEMLBIRMERRIIEFTNHITICES. TUAAEREME. BHA. BE/EEM
Hithid IS R AR SRR BRI R B,

Advanced Search %

Saved Searches... Save As... Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v

Citrix_ Evert Monitar AppEnd

Citrix. Evert Monitor. App Start

Citrix. Event Monitor CDMUSE Drive Attach
Citrix.Evert Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Evert Monitor. File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericUSBDrive Attach
Query Builder Citrix.Event Monitor. Top Most
Citrix. Event Monitor. WebBrowsing
Find the 200 most relevant refw g serfpi SessionPause
Citrix.Uzerfpi. SessionResume
Any Citrix-defined event

o BHRBFRZIFNHABEEHRE, ALUERBRRNEGRE, % Citrix EXNERAEHRTER
&% Citrix Session Recording i2 RHMEMER M EHHIFE REH.

o BHEXITEBZIFEHI LI, FXEBRR.

o BHNASTRBELCRRRXH KNG,

o WFEMHARE, HITREHFXARIERN, 8§ App Start. App End. Client drive
mapping #1 File Rename 7A&5Lfd, AL, HEEEHXAREFEN App Start. App
End. Client drive mappingsi File Renamely, BHAFEUEMLER,

AILUEREMHNRRFINSE, HEURERICT EHHR.

RPTE X EF NS

RAAEXHNEFRNREAFRN, RIANERT, SATIFEDRTS. SEQTFEDKRESH, FRIEREMEH
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|% Citrix Session Recording Policy Console

File Action View Help

o= 55 60 BE

[ Do not record

& New policy
[#% Record event only for everyone with notification
[= Record event only for everyone without notification
[& Record everyone with notification
E Record everyone without notification
~ |} Event Detection Policies
\% Do not detect
[ New event detection policy
~ =) Event Response Policies
E Do not respond
[ New event response policy
\% New event response policy(2)
|=) Recording Viewing Policies

Ep Session Recording Policy Console Rule Name Description Action
~ [ Recording Policies 3 System defined rule

Logs no events

BRAETHMPFRATE X NEHLNRE,

Bl B R X FE 0N SRS

EEIRBEXEMONREE, BHRITUATRME:

1. LUISRIVEREE SRR B ERRET Session Recording S HI & MRS 2.
2. [B5h Session Recording HEE&IEHI&,
BINERT, REEHIE LR,
3. HEMERPEFEMHONVER, MSZREF, EEFRINIRE U C R E 40N,
4. (k) ARPEEMEGENRBHNESHE,.
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|% Citrix Session Recording Policy Console

File Action View Help

e H &=

[Ep session Recording Policy Console
v [ Recording Policies
lg Do not record
[E New policy
[ Record event only for everyone with notification
[E Record event only for everyone without notification
lg Record everyone with notification
[E Record everyone without notification
v E? Event Detection Policies
[g Do not detect
[#% New event detection prline
v [Z Event Response Policies
@ Do not respond
[ New event response p:

Add Rule
¥ Activate Policy

[ New event response p: Copy Policy

B Recording Viewing Policie: Delete Policy

View Policy

All Tasks >
View >

Renal

Refresh

Help

Rule Name

_-iiNew rule

_-i% System defined rule

Description

Renames the current selection.

Action

Log CDM mapped USB evei

Logs no events

5. ARBITHOEFONREE, AREERRFIIM,

a) BIEPENBHREZUNERE, BE—ITHSIBEEANETENS. ATRDEOATEERETA

RESEESItN

Bt ecord
File Action View Help
LG Al il

3 Session Recording Policy Cansole | [ Rue Hame
~ [ Recording Policies 5 System defined i
[ Do not record
[E Record everyone with notif|
Record everyone without n
v [ Event Logging Policies
[E Donot log
[E New event logging policy
(% Email Alert Policies

Description Action
Logs ne events

[Ep Rules Wizard

Step 1: Select one or more of the following options to specify whether to log the related events.

[ Log COM mapped USB events
[] Log generic redirected USB everts
[ Lo app start everts
Log app end everts

App monitoring list

Type the process names of target apps. Separate the names wih a semicolon (.
[ Log sensive file events

File monitoring list

Type the absoluts paths of target files. Separate the paths with 2 semicolon ()
[ Log web browsing activties
[ Log topmost window activiies
Log clipboard activiies

Cancel
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@‘3 Rules Wizard X

Step 1: Select one or more of the following options to specify whether to log the related events.

App monitoring list: "
Type the process names of target apps. Separate the names with a semicolon (;).

[ Log file operations

File monitoring list:
Type the absolute paths of target files. Separate the paths with a semicolon (;).

[ Log web browsing activities
[] Log topmost window events
[ Log clipboard activities
[] Log registry modffications
Registry monitoring list:
Type the absolute paths of target registries. Separate the paths with a semicolon (;).
[ Log app failures
[ Log user account modffications
[] Log RDP connections
[ Log app installs and uninstalls

[ Log perfformance data v

Next > Cancel

« 33 CDM B54 49 USB EH 2R A E: ERRETEAT Windows 31& A F Mac 8 Citrix
Workspace M AEFHE FitH B P iniEah28sT (CDM) FTRGT AT 2 IS EHIEN.

o REERUSBEEM: iERRETIERAT Windows IiERF Mac # Citrix Workspace M A2
FHEFGEPBAEEAADEFMHZENEAN.

o WNAREFBHEHICRAE: CREGNBEFNEBR.
o« WNARFEREHICRAE: CREGNBAEFRNER,
AR

EEFICRNAREFBRHEGZH, ERUAEFERFHAEXRERLTRERT.

o NAREFEMTIR. HEEENNAEFERHEHIEREATNNYAREFEREMFCREEN, €4
N AR AT RATEE B n MK BTN AR, F8RdEFHTFERBIFF.

PR =
- EWRNBAREFNEINER, BENBEFEMNTIRPFINNBEFNHEZEZR. F,

DHRTESEEZNER, BENAEFBEATRPRMEERZMM mstsc.exe, @
N AEFERTRPARMHAREN, FRARMBHEREFHZERDINBEFFR SR,
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BINER T, Session Recording ¥R AREF HEMHIRFARMHZEZH cmd . exe.
powershell.exe fMwsl.exe, MNRAEMHICNREGEFICRI AIZF BB
BREARFEREN, WEICERESFoEEHEZMAMIILAREFEITIR, BRIE
FIRTA. PowerShell LUEERTF Linux B Windows F£%4: (WSL) M BIEFHE

IR, FOAHIERMENBZF BATIRPAT .

- BA9S () HIEHEER.

- ZHAHEHILES, A FERT.

- AMBHEBMAXDKNE,

- ATBRAREFHRFRERFGF, BVEEIARAHERZN (HI50 explorer.exe)
Web 35588 AR 2 AR F,

o BRXHEE: ERIXHERTIRPHEFENIRE, HFZRSEEN (VDA) 5FFiHRE (8
ERNIE PR RMBANEEAATEBEFMIRE) ZENXHEE. TeREREX M ENT
=, ERIETBMEMRA X AHERIESIER.

- Web s 2R 4 EH

Sort by All Categories w

Cilters

-

00:04:04 File Create:32:
WCLient\CS\Personality.ini: 33
EBytes

00:06:10 File transfer:6404-
Host:Cr\Users\Administrator RMFEP
ADesktop\EndProcessMonitorHoao
k.sln:
Client\ES\EndProcessMaonitorHoo
k.sln: 1010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitorHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoao
k.sln:
Client:EndProcessMonitorHook. sln
21010 Bytes

- Session Recording Player -2 RIS E M
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Events and Bookmarks

(3 5E538 PM File Create: 32 \\Client\C$\Personaliy ini 33 Bytes

55744 PM File Transfer: 6404 Host:CvUserstAdministrator RMFPALD esktoptEndProcesstonitorH ook, sln: Client\E $4E ndProcesstMonitorH ook sle 1010 Bytes
() 55747 PM File Create: 5404; 3\Clisnt\E $5EndProcessMonitorH ook. sl 1010 Bytes

(2 55839 PM  File Transfer 2836 Host:C:\UsershAdministrator FbFP&AD esktop\EndProcesstonitorH ook sln: ClientE ndProcesstonitoHook sl 1010 Bptes

o XHFEAFIR: EFRIERXFREN, FEAXAENTIRIEEE MBI B . AILIEEXFX
UFEEPHRFIEX . BUABRT, FMEEEMAXMH, XEREMRATHBREMX S,

AR

- ERRNENIXHRITHEGR. IR, BIPRSBIRE, BEXGENTIRFPRIMZX
T HRMEEFHRE (MIERENBIRIZ XX HRIBERER) . Hla, ZHRHRXT
C:\User\File #fy sharing.ppt XHHITHESZ. QIE. MERMBIZME,
BEXMHHENFIRPHRMERFRFHES C: \User\File,

- ZEAMERFNTEAZXHERRZ, G0, ZHEx \\remote.address)\
Documents 3k RemoteDocument.txt SXEHITHIZFhIZIE, BEXHFLEM
FIRPAMEZFFSE \\remote.address\Documents,

- BRS (;) HIREMAEER,

- (NEIEEHITE, A EHBEAT.

- BEFREBRAXHKNE,

PRI

TR EX AR MZ BB AR EIRZ ENBIA K,
HEARNXATXRE MBS AR KEBST 260 MNFRE, FAHBRTEX
XX R HITRIIR (o

EAERRIEEN . AMEBRAESN, BEMEHHMF “FH Ko

RN B NREIAE S MY, RERERES, FRMEENNEHREEME— NS4RS
T Ko

« 2R Web 5755 E2FH0NYEE LIERAFER, HERSGPIRCHEEEM. URLRE

o

Events and Bookmarks

B 54232 AW Web browsing https:/ Awwe, google.com, Google - Google Chrome, chrome

PR R ERTI R

- Google Chrome
- Microsoft Edge Chromium
- Mozilla Firefox

« XERLENEOEN: ERELANTOENG, AERFGPIRCHEEIN. MEMNHEERS
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Events and Bookmarks

(4 1:56:08 A
(4 1:56:22 AN
(% 1:56:36 Ahd
i 1:56:39 A
2 1:56:55 A
¥ 1:56:59 Ah
(24 1:57:08 A
(23 1:57:13 A
(24 1:57:20 A
(24 1:57:34 AM
(2} 1:57:51 AM
i 1:58:04 A
iy 1:58:25 A
2y 1:58:26 A

BRI MIRERD:

Top-mozt window: EXCEL, Book2, 5330
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-most window: Taskmgr, CdfSve.exe, 9276
Top-mozt window: explorer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mozt window: WIkNWORD, Bjzjizbb | docx, 3896
Top-mozt window: notepad++, . 4340
Top-mazt window: Taskmar, CdfSvo.exe, 9276
Top-most window: Tazkmar, CitneAuthentication VirtualSmartcard.exe, 9276
Top-most window: regedit, FileOperationkonitorList, 5584
Top-most window: notepad++, zhi, 4340
Top-mozt window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

ERBMRIERA. BEERMXAHERIRE. FERHRIARHZR MM

BiZ. BIERXABIRMHIZZRIITE, KFieREGRBIRAIHERT,

o BREMEKBEE: BRUT Windows JEMRIEN: FINEMRNNE. EHGZEMRNRE. BN
B EURMER A RIS E,

+ Registry monitoring list CEat X EM5IK) : &#F Log registry modifications (i2
FAMRER BN, BABEANIMRNETRE, RAEASS () PRXLEREZE &
ERRE R FF L B HKEY_USERS. HKEY_LOCAL_MACHINE 3¢ HKEY_CLASSES_ROOT,
Blan, e N HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows;
HKEY_CLASSES_ROOT\GuestStateVDev, MIRAIEELTIR, WARHFEEMEM
RIBK,

+ Log app failures ((CRNARFHE): IBREINIRBREFREMEMN AN BZF, LHNE
BTFrERAER.

+ Log user account modifications GZREFIKFEDR) : BRUTAFKAER: HHAIE.
BA. 2A. Bk, SiE. BMEIAFBEHRE.

+ Log RDP connections (ic® RDP &) : ERMIEERFINSIEN VDA BE5hr RDP &

+ Log app installs and uninstalls (CRNARFREMIE) : BRERBINRIFHAEMNL HE
FREMEE. LANERATFRENARER.

+ Log performance data (iZRI4AEHIR) . BARIEHIESNINEE. ERUEIXEAEES R
SESELEES LS ¢

« EREHED: BRAPTARXANBEXHSH X AR ERHREHE,
b) EFRHIRIEMM K,

5B BEXRHRIEEM, EAILLEFE— TS MANES: APRA. EXTHEAREFHEE. X
HASH RN IP itsy IP SEE. BERMEAHHNINABREFHKENTIR AL THR VDA i+EH
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Iz, EXMEBERNERTIERFAENREMIR, Eibmpd Delivery Controller LB SR &%
ERAY PR

BXFAER, BESHCIEBE XN EHIZEEE D PRI,

==
AR

REEART TSSO R PR EMRNR S N FXERIE, BNAEERMANERE, BE
KRR, EFEECTTMIFRELR AN

C) BREBASTREE.

[EE Rules Wizard X

Step 4: Complete the rule setup.

Specify a name for this rule:
[ |

Provide a description for this rule:
| Spectic user nik fitet |

Enable this rule
Summary (click Back to edit):
Log &CDM mapped USE events
Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range

MName Location
& user JZUASRS-1

< Back Next Cancel

S5E4i0NRBLRENSIERME, iF 1D RESHEMRERFE Session Recording Agent # 2R, Fli:
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& Regatry Edear - o x
File Edt “iew Fvertes Help
Computer HIEY_LOCAL RMATHINE SOFTWARE Cirnd' SmartAudit o Seidionbenti’ 3

CheHeck & || Mame Type s
E:.:I::.rn o Tretwlt) EE emb ik pet)
Graghics : hpphioniborlist FLG AAATI ST Typet the prooers maema of target sppr. Separabe the raeres with  semi
GrovpPeicy : Ensbisippl snchlbeents FLG _CVORD e u e i)
T —— B Enabied DWAISBDTreEvents FEG_CRVORD D000 1T
ica ER EnabieC hphoardEvbats FEG_WWORD w0000 (1)
keaConkigTocl 55 Enabiefdelipes ptsnbdoma ok uenis BEG_DRNORD: D000 (T
oakims £ EnsbleGere USEDeE vents REG_DWORD: DHDO00000R) 0
T E5 EnsbleidieE enn FEG_IWORD 0000001 (1)
install [ EnsbieRegrtn Dpermantiznacdenms FEG_TWORD: 00000001 (1)
intaRigent T e—r— FEG_CWORD: TRDO000001 (1)
Loceton FR EnableTephlentEvent FEG_DWORD DaD0N0000 (1)
MachmeldontitySorvic: B2 EnableWekBrowiingActaition FEG_DWORD: DaD0N00000 (1)
Heialrgisll 2% FigDperationidonitor it FEG_RALILTI 52 Typs the abickas paths of target files. Separate the pathi with a temico_
PortiCa =2 dirburmbictroePistiom T hectise REG_CVORD % Cieniiifi]
Prarst % idinbventactrnPit i Thaostle BEG QR [hiieniiifliif]
SarverFTA =2 idleFuanbactron Throtti B _DORD a0 1)

* B Smartfuciier 2 idtebant Theosie B DWORD BRDO000000 1

mnm PE RegetryCipesationbionoilist G M T 52 ARG TR SR R G I WAL e SOFTWARE \REGS TR MACHL
i
SakAgensnla
Suchicas
Telernetry
UnespresPrintlimen
VelaCEIP
Versang
Vinuallekepigent
Webhurrndllraad e
NDASA et w!
] ¥
SEMREBENRE

¥ = % o F+ 4% Session Recording B, ZRIANBE R TERETHAMNEHEHRNER EXHEILT, 81
Session Recording Agent &%~ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\SessionEvents FHEMKRE, UWAERTIERIFES M. BXEMRENA, BESRETE:

AMERE 5 8A
EnableSessionEvents 1: 2FERE4KEN; 0: 252

EHEN (RRINMEEE) .

EnableAccountChangeEvents 1. ERARPKFEEIEN; 0: £
FRPKFESEEN (BHAESR
)

EnableAppChangeEvents 1. BRNAERREMEHAN;
0: ZAKAEREREMEEAIC
(BRINEEIE)

EnableAppFaultEvents 1. BEANAERFRIENEN; 0. B

RN AEFSIEAN (RRINMERK
o
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AMRE

EnableAppLaunchEvents

AppMonitorList

EnableCDMUSBDriveEvents

EnableClipboardEvents

iR

1. ERNRNABERFBEIEEN; 2:
RN BEF BRI, 0:
B RN AR BHMSRAEN (B
IMEEIE) o

EEBEANBTNARER. AiNE
AT, MEEERNBER, XEK
BRNER T ASWREMBERF.
1: 5/ CDM BRg¥89 USB KB EF
fEIREEGHENRIEN; 0: 22/ CDM
BRETEY USB AR EEFEIREHIEAN
B9t (RRIAEEIR) .

1. BAEMMRERIREN; 0: 2H
BIEIRETNRIR (ROAMERIE) o

EnableFileOperationMonitorEventd: BAEKRMISIHIRIE; 0: ZER

FileOperationMonitorList

EnableGenericUSBDriveEvents

EnablePerfDataEvents

EnablePopupWindowEvents

EnableRDPConnectionEvents

XHHEE (RRIMEEIE) .

EEEEANBERXER, BikER
T, MEEEAXHER, XERER
INRHIR AR,

1: BEREREER USB XBE7FE
REHFENBN; 0 RREAERE
[ USB KRB EFMHEIRENENNK

N FRHAMEEE .

1. ERIEMIEENINEE; 0. A
SIEHIEEMINEE FOAMELRIE) -
1. ERREEOSMHEN; 0: £
FAEHEOE4FEMEN (RUAMESK
).

1: 5/ RDP ZE#AQN; 0: 2/A
RDP izl FRIAEEIE) .

EnableRegistryOperationMonitorEtents Windows Eft&RIEEHIR

RegistryOperationMonitorList

M 0: 2 Windows SEMRIEX
B (BRIAEEE) o
IBEEBUNBENEMER. BIANER
TRIBEEMER, XEKERINER
TAREEREMERER.
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AMRE iR

EnableWebBrowsingActivities 1: SRR Web 3I%55Esh; 0: 2

I

R Web RIS55ESD (BRIMERUR) .

NRIEH Session Recording 2 LEMNHM 1811 ZRINAZIFEHRN (BEER) MRSHEN, HE
§ Session Recording Agent LM EMREI ABINE RARINER T RBEHEMHENEDE, FILL
FRIEREMEH

YNREH Session Recording BM 1811 Z AWM FHRMHN AEARZAIRA T ZINEMRAARN, NE
4 Session Recording Agent ERMEXEMRETFRBARINME. BARINER TREEHEHRNEDE,
FTUARSIEREREM

INRER Session Recording @M 1811 Z Rl IFEMHONBEARZ IO T LBB T XN AT
&H9, NS Session Recording Agent ERIAEX FMREEFRE ABIAE. BTFRINER TG ENEMH
MRS, FUEEFENTARERE,

INREH Session Recording @M 1811 F4&#Y, MITEHRIKITHSPEENEHEN (AEZR) RISFUHE
£/,

A .
= .

BUERATEX N B EXNEHNRIEERE RIS Session Recording Agent EMAEXRFMTRIZE. W
R, BRI EEERIMRIGEHITEEHERN,

[R=E S SlnVA

January 10, 2024

MBS

ME—8Y

ERME, ERIAEBFIEER, HWRENSIERICRIEFRINATIRE:

RIXFBFHHER

Y EEERE (AIURRAXFERERRRERS)
HESE

AHEE

B IEERE

AGEX BB AN REEARMN, FTLRIEZZCIZBEXEHMMNER, —RREF—NE IR T

AR
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BXTAIBFHAER, BFEATRANREEE,

Citrix Session Recordin

File Message Help @ Tell me what you want to do
[i] Delete ~ =] Archive [ Move~ | €3 Reply € Replyall —> Forward | P Todo v | &2 Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlock.com=

This email comes from Citrix Session Recording to notify vou that a Tophost was detectad:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Lzer Marme administr ator

Domain Mame HEATE

Start Time 115972020 215:06 &M

Delivery Group Fde Desh top And SppGroup

Application HEtDesktop,

WA Machine

Plavback LIRL hittpis: wehplaver /D laver £
Ewent Text Topfpp: regedit

Event Time 115872020 21751 &M

You can find the session recording video and more information hers.

This (s an automnated email from Crtrix Session Recording. Do not reply-

em:

BHFR URL 172 Web ERBEHITARFINSIENERCIE. B aIE Web ERSEFITHAMEREIGR
Ho

Session Recording M #&# Session Recording Server iR FRAIEE KX B FHIHER, B2, NREN
Session Recording Server FIZ1ERFIBS A2 Session Recording ZHFMILTIBES Z2—, MBIANIER T EBFHE
HERUTIELRIX:

IS

bl

o R
o &
o 5B
o AIESE
« BiE
o AR

i

EAEXATAEHFMAEERMIBES, EHE <Session Recording server installation
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path>\Bin\templates TH&A template.en.html WEFIHER, RS ZIERPILXRER
HNIEHEEIES. fla0:

> templateenhiml X

1 DOCTYPE html

2 html lang="en" xmlns="http://www.w3.org/TR/REC-html48" xmlns:m="http://schemas.microsoft.com/office/2004/12/omml" xmlns:w="urn:schemas-microsoft-com:off
3 head

4 meta http-equiv="Content-Type" content="text/html; charset=utf-8"

5 head

é body lang="EN-US" link="blue" vlink="purple"

7 div class="WordSectionl"

8 p

9 span style="color: M#803399"

10 SSINGLE_RECEIVERS

11 o:p: o:p

12 span

13 p

14 p

15 span style="color: M#803399"

16 his email comes from Citrix strong>SALERT_REASONS</strong
17 <0 p>c/0:p>

18 span

19 P

20 table width="8" class="MsoNormalTable" style="width:12.8in;margin-left:33.75pt;background: Owhite;border-collapse:collapse” border="8" cellspac
21 tbody:

22 tr:

23 td style="padding:8in 8in 8in Bin"

24 p

25 strong><span style='font-size:10.5pt;font-family:"Verdana",sans-serif;color: M#666699" span strong
26 P

27 td:

28 tr

29 _

30

31 tbody

32 table

33 P

34 span style="color: M#883399"

35 You can find the session recording video and more nation| -a .‘1!‘9,’"‘SDISPLAV_LINKS"E a

36 span

37 p

38 div

AU TE X E RN SRS

Session Recording 21T —MNRFE XM BRI SR8 :

o RN, BRINERT, FRRHEXARIZROOEFRIVEMIRIE,

B2 B E X E N SR

1. UISRIVERESEE R B ERRET Session Recording HEEIEHI A HIARS 5.
2. B Session Recording HB&izhl&. BRIMERT, &HIERIE MR S,

@ Citrix Session Recording Policy Console - O X
File Action View Help
o= n1m &

@ Session Recording Policy Console Policy Name Description
v [ Recording Policies [ Do ot respond This policy will disable all alert notifications.
@ Do not record
[& Record event only for everyone with notification
[E Record event only for everyone without notification
E Record everyone with notification
[E Record everyone without notification
v @ Event Detection Policies
E Do not detect
v Event Response Policies
[= Do not respond
v Recording Viewing Policies
[E New policy
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3. FAEMEBPEREAINERE, MBI AERERINFTREE,
4. (AI) ARSEMNEAIMNRBHYEEHRS.
5. ARBHIBIEAIRN RS H LR RN,

6. RIFENTREFICNEIE B cHINED B F I LEERMEAE AL E T IEERNEZIEFE IS I0RE

R, EERILIBRERERERE], BNREIXAARN, FHERBUIEZRINRY S REISIEORE,

%‘ Rules Wizard

Step 1-1: Select one or more of the fellowing options.

Email alert when a session start is detected.

Trigger response actions when a session event iz detected

I Conrfigure evert triggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.

Email recipients:
| Tipe the emai addresses who will receive alerfs according fo this e, Separate the addresses with & semicolon (7] |

Screen recording time span after we detect an event:

| How many minutes do you want us fo record the screen affer we defect an event? |

Screen recording time span before we detect an event (available only for vitual desktop sessions):

| How many seconds of the screen recording oo you wark us fo Keep before we defect an evert 7 |

Time interval between a session operation notice and its execution (available for session lock, log off, and disconnection)

|Hmvma’1ysecondsdowu want us fo hold 5 session aperation affer we Esue the nofice 7 |

MNext =

Cancel

7. (AJik) IREBFERAU A AR FER R AB M.

a) ERMNIESPRNEIRI A BB FHR¢ L,
b) 7£ Session Recording Server EMHEIE & H B FHHILE,
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[y Session Recording Server Properties - X
Rolover Playback Notficastions CEIP  Logoing RBAC Email L]
SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL

[ Allow sending email notifications

AR

NRFE B FERAAREAEE D PIER T WD LRNED, WHFER—NESENEE, E5HEFHAEH
IR, EEAWRIXBFHFBMHREMARE, Session Recording &R ix— e FHEHFLL
WIS FHISE, MREMIEEMAER (FIUBBIEORER), Session Recording

RiRE—&##FRES, HPEaHEREAREE.
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Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

THEFEHHIRERNFTELD A EER. BEEENEFHFSETNENTEE B FEHHER
RIBIRE RIXRINR, EEHBE) Storage Manager (CitrixSsRecStorageManager)
ARSS. LESh, INRMARZS 2006 RERhMAARESFIRA, BEEMHBDH Storage Manager AR5,

) 4iEATIAR Web BikastEmR.

EFEEIREFHAETIER URL ST, EXREFMERTN ((1EH HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server), AEHITUTIRE:

+ ¥ LinkHost f{E KB B N A TiH1a Web #Bik23m9EA URL, a1, B https://
example.com/webplayer/#/player/ tifia Web #5328, 5% LinkHost 89{&E2K
BIgEN https://example.com,

« #if& EmailThreshold, HEHEEHIRISER 1 5 100 SERANHF. EHIEREEFHIHL
EKPE-—HARENRAERBFEHAEY. IREFBTRISEERIXMNEFERARHNE, MM
B CPU AR, MRKEEEHEIFHIRENBLTENNT, WEHKEFLERE 25,

AR
o BBV FHRHFARSE 25 0] AER NG B F R Xk P AL O B MR AN 28 A, MiTPELEEL &% B 1R

o EAIFIKF RZRFEEZE, BFEEEFE (FIf Outlook) FIEERIEREIGIEZMK
FREHAXBFER.

o ELATERBERALZBFEHEERE. fid0, HiX2ESHERE, BEIE XA ERLIXS
FEfF. EXMBERT, BHRRREEIHERIEROZIER,
8. (AJik) ECEEMHABINIAN,

EFIONEIZIEF IR A ANIRER, EEFHFMASMMNZERENTR, BEAEERBMRA TN
1RIFRVICRIEMH:

o REBFHMHER
o URIFIRRERS

s BIERIE
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o EERIE
o BIAFSIEER

Event Triggers - X

Dimension 1 Dimension 2 Sendemail  Start screen recording  Description
Eventtypeis  FileCreate - and Path ~ | Equals and Fiesze(MB) - Greaterth.. - then m] [m}
Oreventtypeis  Top Most ~ land App name Equals and | Window title ~ | Equals v then ] [m}
Oreventtypeis CDMUSB - |and Drive letter ~ | Equals and - ~ then =] [m]
» S Fie Rename  ~ EUEN Path ~ | Equals and U0 ~ | Equals
. Or event type is ~ |and v v and v v then [m} o
[oxtm |
==
=

MRAZFES AEIE. FERATE, BEHREITENKEORERETFHATF 1700 &F. &N, =
REXAERT, RAEEAHHRLZERFNIIFEZTEET.

WILELEEEN RN RENIE RAVE R, STARB B EHIA.

MTHIFIRFIEREMAHE, AEEIEREE AND ZEFASHRMEEREEMHAN, ATUASRIEMN
Mg ERSZ ENEFMRER. BAILTERAIFEXEMFMERIFRINET, MREFT RXBFEHEHIER
TEEENEMS, NSEERBFHEPREEEXOEHMEAROBR, NREFTHRRERS, WENRSE
HREHAERERLEEMN, ISEERTEE. AIUERAERESRFIHIRESDSHFERAIEEE:
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@' Rules Wizard X

Step 1-1: Select one or more of the following options.
Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure evert tiggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.

Email recipients:

| TNipe the emai addresses who will receive alerfs according fo this e, Separate the sddresses with 5 semicolon (7. |
Screen recording time span after we detect an event:

| How many minutes do you want us fo recond the screen affer we dafect an event? |

Screen recording time span before we detect an event (available only for vitual desktop sessions):
| How many seconds of the screen recording do you want us fo keep before we defect an event? |
Time interval between a session operation notice and its execution {available for session lock, log off, and disconnection)

|Hmvma1ysecona‘fsa"oyvu want us fo hold & session aperation after we issue the nofice 7 |

Mext = Cancel

« Screen recording time span after we detect an event (F{ 1 NEIEHEHNERZHNEE
E): AIUREERNIEGHEERFIRBNO N, NRKIEEHE, RERHIGSEHT, BIIRFINRIE
R,

+ Screen recording time span before we detect an event (F{1iNZEHZINERERHE
EEE) . AIURETENEE4ZAEREFSRTNTEE. LIRNERTEMEERIE. ZENEE
712120, BZEREN 12 10 PRER—MBEEE 10 £ MRKIEEIZE, RIEFTSE.
Session Recording (REHNRERERHIMNLIRKE R §ELL MR E K — .

o MREHEEUTERRIERMYURFNSIFPIZRNES, WAUBTIESRIFREBRNSHRNITZE
Bt &) E]BRSR B A X LA

- HERIE

- EHERIE

- MIARIEEE
AR

RINBERT, ZFREN 0, XEKRELEUE. FHIFARAFRSEHENSENEEN, FBHM
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BF. ZB8NAF, HREENHNFRE,
BEXTOLEN, BEAUTRESE:

Session Recording

For security, your session will be disconnected in 30 seconds. Please contact your system

administrator.

Reason:

You moved the file "ClipboardOperation.PNG" from C:\Test to C\Program Files\Citrix

\SessionRecording\Agent\Bin\en on Thursday, January 12, 2023 at 1:39 AM.

- BREHRREERY. BRRBRHFAVERRESED, LBNREISXARIA/N, FHERBUREINRRE
RENZENRE. BXFAES, FERHEAIEAEHFEZH.

BEXXFBNEHRENTEIR, FELTR.

EStESitl R I
R A2 B Eh
R A2 R AR
TEHTT
R FRREFER
[ FAT2 R & R
RI=
[ FAT2 R & R
Windows @
Web 38
URL
I -RARRE
PR 22
pataelted
B’z
RN (MB)
NXHEE
Bz
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EEs g #m

&
XA

R

BT

St A/ (MB)
AR

BiE

SXtAs) (MB)
CDM USB

RN
B USB

REEH
=i

ZIRREEATE] (/\EY)

etz

XHFIR

RN (MB)

&
AR A

TERRIA TR
FERARERMIER

SRR TR
AMRIZEE

TERRRINE R

Value name ({E#&#rR)
SERRBIBRE

MR R

Value name ({E&R)
EMRED
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E LSl

FRFiKFER

MREFEIMNRE

R FBAE R SRR

BREMNAERF

BHHNAERF

RDP &

BHEDO

B MEIRIRIE

HE

9. BET—HLUERHEEIMN S,

e

AR AR

BF&

N FBEFBT

VAL E =

N RiEF R

N RiEFRIR

IP stk

HIZH
BORE

CPU {3 (%)
7 ERIE (%)
% %i%8 (MB)
%128 (MB)
RTT (Z#)

iR
HIZR

RE

S5EIZBEX BRI LM, EAILLER— RS MRS BPRA. EXTHNAREFRRE. Y4
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I BN UK IP #itsy IP SEE. BXFAER, BSHEIEBE N ZHEHEED FERA.

& Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Deskiop

Delivery Groups / Machines: All Delivery Groups and Machines
|P Address | IP Range: All IP Addresses

< Back Next > Cancel

AR
URIEREHHRBENBHMARETNZ NN, REHOFNEER.

10. FZRASTMREE.
11. BUEBE AR SRS,

= A B E T

January 10, 2024
IEER R SIS A TR E

+ 1 Session Recording Server g6 %
o BEESUEES A
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F 1 Session Recording Server %

January 10, 2024

Session Recording Z#§#% 4 Session Recording Server B 2, Zxsed Citrix ADC ARBIRE T A F
THRE, BXFAEE, BEBRETNEHEFERE M TENE Azure FE1E Session Recording LUK FEE th
#Ho
AILITEFRE Session Recording Server Z [alRS fa # FEEE.

pE =

AT EHNEEERERIRE 7.16 iESHRAH Session Recording Server # Session Recording Agent,

AT N EFEY Session Recording FrififIEK:

+ Fig Session Recording Server £E— M FRIZ(ERFIS o
« Fi& Session Recording Server #=— Session Recording &R,
o (BN ERERE— Session Recording %kEgizHl&, #FEFTE Session Recording Server &= izl

VAN
Ho

FCE BT

EFEALINEE, 1E7E Citrix ADC #1&F Session Recording A LHTU TS E:

FRBEHHTH (Citrix ADC 243)

BN HTERSSE $FZ1 Session Recording Server #in% Citrix ADC 61 3 F#iARSS 38,

BN HTERS

1. £ 4 Session Recording Server £, AENFREMMRMNGAEFERS.
2. (B EFRXMIEM R R ES SRS HileE.

B H T EPAIRSS 23

1. REFRFEDNEIZABMER Citrix ADC VIP st rEIIARSS 28, FFEINARSS B34 BIME X 2 H T HARSS

2. NEaEMRSHFEEFAML.

3. (i) #%#F LEASTBANDWITH =t LEASTPACKETS fER A F #7574, MARIERERIAS A (LEASTCON-
NECTION),

4. BIBE—MEBLUE HTTPS EARSS 2B 50,
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B M EHTE (Session Recording £543)

FER=
1.

2.

T Session Recording Server S &8IRS8BE, HITUTIRE
(Bi%) E1E Session Recording Server R#&53 12 A\#HERY Session Recording ¥iEER#Fo

MREE “BEERATIER Wi, RNBENERBANSRES Session Recording Server BERINEER
BEIEREIBEZ M.

5 Fi A Session Recording Server it Bk P HEXHEBEXHXNIE/SNBR. 25, 7 Session
Recording Server BMHEMAFEAXHEEXGREAREX MR, BEXFMAER, BBIEERFEN
HRAE,

M HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T# Session
Recording Server MR- FHRIN—ME,

fE&#5: EnableLB

E#4E: 1 (DWORD, ®rEH)

1R 7 Session Recording Storage Manager JEEBAFI%EE HTTP 3¢ HTTPS i, &4 Citrix ADC VIP
HHBIE—FENIER, H7E C: \Windows\System32\msmg\Mapping\sample_map &M
BER. AT, EMRIERTIRS.

EERWMTFR:

<redirections xmlns="msmg-queue-redirections.xml">
<redirection>
<from>http://<ADCHost>\*x/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>\*/msmq/private$/
CitrixSmAudData</from>
<to>https://<LocalFqdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
</redirections>
<!--NeedCopy—-->

Hr, <ADCHost> 2¢Iz# Citrix ADC VIP #i1it#y FQDN, <LocalFqdn> 2zt E41# FQDN,

(BiY) FRE— Session Recording Server AR5, =LA <Session Recording Server 235k
Z\>\Scripts\SrServerConfigurationSync.psl A& MIL RS S EMRFZHEE, HIFZIMEREAN
FJH A Session Recording Server jxft&k+, WATLIERA SrServerConfigurationSync.psl 434
BBRATIARIMEE MRS,

a) £ — 4 Session Recording Server Lt & EnableLB ;i fi &= /5, UEEREMH B —1
i % 8 7~ @ O 7 & 7 powershell.exe -file SrServerConfigurationSync.ps1 -Action
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Export,AddRedirection ~ADCHost <ADCHost> &<, Hr <ADCHost> Jtl## Citrix ADC
VIP k9 FQDN,

b) BETHAE, BER—SHENBEMEXY (SrServerConfig.reg) 3135 sr_lb_map.xml X475
izl C:\Windows\System32\msmq\Mapping &%,

c) f£5— Session Recording Server t, SHIaiEmL BH4mMH SrServerConfig.reg, LEER
B BEmm$iRTEOHisiT powershell.exe -file SrServerConfigurationSync.ps1 -Action
Import,AddRedirection -ADCHost <ADCHost> 1<, Hr <ADCHost> Atz Citrix ADC
VIP it FQDN,

d) =17#i4~/5, EnableLB &35 1NE1 5 —1 Session Recording Server ;&S sr_lb_map.xml
XE RNz C:\Windows\System32\msmq\Mapping &2,

£%% T Session Recording Agent (9i+E#1 L, 7 Session Recording Agent EI~HiTLATIRME

« IR & A Session Recording Storage Manager 8 8 BAFI%E#HE HTTP 3 HTTPS #iX, i&7E Session
Recording Server SZAEHEA Citrix ADC VIP #3it#y FQDN,

+ WREH Session Recording Storage Manager 58 2 AFIERBAIAR TCP i, 357 Session Recording
Server SXAEFRHEN Citrix ADC VIP ik,

£%% 7 Session Recording Player #9it&#1 £, HiTLATRIE A0 Citrix ADC VIP #hiitsk 2 FQDN EhiE
%19 Session Recording Server,

ER¥E T Session Recording #iEEN SQL Server L, HITLUT#RME JEFE Session Recording Server it
B RINEIRE Session Recording #iBEH N EH 5 E db_owner 3R,

FEHEES AL

January 10, 2024

Session Recording 5 TFET Microsoft SQL Server B93kiEES AT ARG R, TEMNBEGSFEE SQL
Server HINIMFEET, HIERERTLLB BKERETE,

« AlwaysOn aJF4%4

AlwaysOn a] B ATHEE R IR HEIEFEBREN D EAFRAZNSTRAMMRERERRAE. CRAREM
BTN —ARAFEHIEENTAY. ©EXR SQL Server LI E Windows Server iR Ei5 i
(WSFC) i to BXFAEE, 58 AlwaysOn AI M4 SAMNRERE RS,
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o SQL Server B

Microsoft SQL & EARAF—ERSBEDEZES — SR IERSB/NESMERR. B, RRHRMNIEG
BIFEEZR, HEEMEES IEESLEMEESR (1w SQL Server BiBERHK) Fig, AXFMESR,
EB AlwaysOn #5854 (SQL Server).

o SQL Server $iEEH®%

IR ER G BRI BB ERS SR HISER /LA S AT B s E RS, SEHMMMRRAS AL, 1Lt
BRAEEEMRR, BAFTEES N BIRERS S ELETEMNE SQL Server it REEEHREHIFREHFER
SQL Server Express Edition, BXi#4z 8, BESAHIEESE (SQL Server),

BT Session Recording FeE iR ES T] B A %

Z Session Recording FRB¥uiRER DT AY, BHRITUTIRIEZ—:

» JB5RE Session Recording Server 4%, RAEBAFEIENMIEERL S NIEES DA%,
AIUTES IR ER B AR ER B HEE MR SQL Server 3247l EM1E R T RE Session Recording Adminis-
tration B, REAFEIBRNIIBEEESURES - Ak,

- 3¢F AlwaysOn TRt eAMEESE L, 58 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server\SmAudDatabaseInstance ¥ SQL Server 3245 &#EX AT
AR mirresst SQL Server MLEHYZ R,

- WFHIREER, Ei@i HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Server\DatabaseFailoverPartner #1 HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner i
BN EES S,

o RATHIEERBESIEES IR, AEBRE Session Recording Administration A
AILUETAEARY E SQL Server LI EIER N EIBEEA Session Recording #iEEMER R BEITRE
BEARESAAM. ABERE Session Recording Server 4A#E N SQL Server SLHIZ#R:

- ZEA AlwaysOn RTAEMARAS R, EHNEAEARITENET.
- BERAMIEFERGRALR, BRALE SQL Server B985,
- EEANEMBRAR, BRALZH SQL Server WML &R,

EE R

January 10, 2024

£/ Session Recording Player 5% Session Recording Web BissEEMERRFINRIE, HAXLESIFRMNP

=

Mo
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MRRESIEN B AT SERERIhEE, WaUESETHTHRE (B 1-2 HWER),
SIEFENEREHE XHFRNRA. BHEFNSERERESMREXET,
AR

RTRPIGERGER VDA ZIERIIR,

Session Recording Player

January 10, 2024

Session Recording Player 2—MAFRE, &AM e IE1% R & UK
REIMREX M, FEBOANBRMEXUATHBIRA:

» /azh Session Recording Player
s BANEARNSIEER

o BRRERAERERF

o BRIHEIXMH

o FIFFFIERREI MG

o BERHIXMH

o RHBRZMBYIER

o ERAEMHNBE

E5h Session Recording Player

January 10, 2024

25 Session Recording Player
AR
o MRFFINXHFEEEIENRS, Session Recording BBidiZzNE. B2, MRSMEIFEIEATER, B

RETBRN—FHER, BTRZABEHKMELE, EFAILINEE, 15fERA Session Recording 2012 &EH
7o

« MNREFEH Session Recording Player 2009 & B R hr4s SRIB MR 51504, WK 2R T HEIZHE B
Web #EMEERZ Mo
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Errcr Playing File >

The recorded session file requires a newer version of the
Session Recording Player for playback,

1. BREIRET Session Recording Player BT Fik,

2. MFFtaZEs, %% Session Recording Player, &2 Session Recording Player,
R

« ZAEXERTHY, BERRHREITR.

0+

= e S

§ — -

- - = -

8= - — -

g - -— -

== - s e

5= - —

|- f— - - =

H — — -

8= - — —
[T =1
- Al = ~ —
a H - = -

g — —
L= B s = ers — | e
k= 8 - —
o Lk = = sun R ;
=
I~
= .
[ —

« Audio Recording (Z5IR%) FHERREINKIERHN ST BHREIZ S Ao
« EventOnly JIRFSRERHIHINE4HTH.

U TREHE R TE Session Recording Player MM BGHREINRA. FAEEGHERE
EHMPBEEmRD, FAE Session Recording Player B TFEEED B R AE =
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© 22056 4M App Start 10832 firefox: 2336 "CAP.. &
© 220:56 AM Top-most window: explorer, test, 2336
© 22058 AM App Start: 4420 frefax: 10632 "C:AP.
© 221.05AM App End: 10832 firefox

© 22107 AM Topmost window: fiefox, 2] Firef.
© Z21.08AM App End: 4420 firefox

© 221:09AM Topmast window: explorer, , 2336

© 22115 4M App Stark: 2404: fiefox: 7928 "CAPL
© 22115 AM App Start: 7328: fiefox: 2336 "C:APL
© 22121 &AM Topmost window: firefox, 2H] Firef.
© 221:21 AM App End: 7328: firefox

© 221:28AM Topmost vindow: explorer, , 2336

© 221:25AM App End: 8404 firefox

© 22236 AM App Stat 10B0D: fiefor: 10484: "C:\
© 22236 AM App Start: 10484 fiefoxc 2336 "CP.
© 22240 AM  Topmost window: fiefor, 22 H] Firef

+0no2m

Event Only Recording

+0no3m +0n04m

{39 Session Recording Player - o x
Fle Edt \Vew Play Tods Help
B b O @ E]d 3 | Serch - Anytime - 3 (5 Advanced Search
Workspace % |[ Search Results x
{1 Workspace - administrator User Name Application Status Start Time Duration  Delivery Group VDA Machine: EvertOnly 0
Search Resul
_]@ F:Va;‘es“” = B administrator Deskiop Complete  5/14/20214:44AM  00:0033  DeskiopVDA No
B adminstrator Deskiop Complete  5/13/20211058PM  00:0340  TSAgent0 No
B administrator Desktop Complete  5/13/20211057PM  00:0106  TSAgert0 Yes
Bl cdmnistatord  Deskiop Complte  5/9/2021 5:35 PM 042128 TSAgentd Yes
Bl admnistatord  Deskiop Complete  5/9/2021 5:35 AM 120001 TSAgentd Yes
B Deskiop Complete  5/8/2021 5:30 PM 120501 TAgent0 Yes
Now Playing % || B administratord  Deskiop Complete  5/8/2021 5:27 AM 120302 TSAgent0 Yes
Ueor P . || B saniisrstod Deskiop Complete  5/8/2021 5:23 AM 000254 TSAgentd No
D‘E' - ZQ”:;”E‘;'E or T administrator Desktop Complete  5/8/2021 5:18 AW 000444  TSAgertd No
A""""";im m T administrator Desktop Complete  5/8/2021 5:16 AM 000140  TSAgertd No
S CRAED T administrator Desktop Complete  5/8/2021 227 AM 00:0220  TSAgertd
Delivery Group: TSAgent =
VDAMachine: 21657738066 .
Events and Bookmarks X

+0n05m

© 22240 AM App End: 10484 firefox NEIEIE P |
© 22245 M £pp End: 10800: frefox o @ 0@ O 00 0CCoC® © WOooo cooo

© 2:22434M Topmast window: explorer, , 2336 v Deskiop © 2:22:49 AM explorer, , 2336 5/8/2021 2:22:56 AM
End of file

o EETRENSIENFRIBREIXG, BERREIIRFPNREG, AEEE Follow up (Ri#),

Fle Edt View Play Tools Hep
b C Search - Anytime (=] 1 Advanced Search
Workspace X || Search Results
£33 Workspace - administrator User Name Application Status  Start Time Duraion  Delivery Group VDA Machine
% Search Result
9 F;;‘e:s” = T administrator Desktop Complete 12/13/20208:51PM 00X TSClent AWTSVD,
T — Desicton Complete 12/13/2020 8:51PM_00: TSClient
O admini P Play Complete 12/13/20208:50PM  00:00:31  TSClent SV
o admw Complete 12/13/20208:49PM  00:01:30  TSClient AWTSVD,
Now Playing x
User: administiator ~ Copy to Folder.
Domain:
Applicaionr  Desktop Properties

Delivery Group: TSClient
VDAMachine: AWTSVDA-0001

Site: BVT_DB
Status: Complete
Start 12/13/2020 8:50 PM

End of file

Events and Bookmarks

Desktop

P ||

Session Recording Player @ & TAMXANE TR,

el N

BREIRET Session Recording Player M {Fik,
MITsaZEesh, %4k Session Recording Player.
M Session Recording Player & kR EE,
BEEERNTER, BEETRZE, RTRIUMNETR. SXFEERZTRATEPRS,
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EZEIFFEH Session Recording Server

ALK Session Recording Player i@ B RiE#EIZ 4 Session Recording Server, RAEEZFEHEEETIM Session
Recording Server, Session Recording Player —x R EZE#SI—1 Session Recording Server.

B REIR%ET Session Recording Player BT ik,

MITsaZE S, %% Session Recording Player,

M Session Recording Player Sz& 2, EET A > %0 > %,
EEREEZMN Session Recording Server,

H N

B RS A SR R IE RN

January 10, 2024

MREBATHRMENERATRHRIE, IUERNREZGHARFIEFEELRIE. EEEERFINIESESR
KBS RERIRIER M, B, HIEM VDA ZHEBYLR L1774 1-2 #IVIER,

LEEELRBERRIEN, REERTA:

o ERFITHZA, BEEDEHFERIEFIEH,.

o STRREIZEAENAERERP. IRBATHERREF, WILEELRERRE, B8, ARETHRZES S
KEME,

o STRREIZEABEEEX M

AINBERT, KHSIEERLTEARS.

EFEHE Session Recording Server #it &,
MFFaZE e hi%R Session Recording Server E1%,

£ Session Recording Server B, BHEBHOERF,
ERFEUEIER A F LN RIEERE IEE,

> wnh e

2R RARER R

January 10, 2024

ATRLEN, Session Recording ¥ BHahMZ/EE M F FHUEEBNRBIXMG. MBEXHLEEEMT L E
SHIER, W EZBEEMARSRIRER. MEXHNT BER .icle, RMEXHHT BER . 1cl, REXH
HEEEmE LM %localAppData%\Citrix\SessionRecording\Player\Cache &R :EF
MERE, BEENAPITFAL,.
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BATEBNEMER HTTPS RERIPEIRE R,
RINERT, BRFRIPLATEBRS.

EREILE Session Recording Server 893+ &
MITaZE e hi%kR Session Recording Server E%.

7z Session Recording Server B, BHEROETE,
EREERRINE T HEERNIER I EIRE,

W

RRRHIX M

January 10, 2024

Session Recording Player A ZHITRFEIERMNBRIER, URIEENAIMEEERENET, E#RERETE
Session Recording Player Bi8ZR4E R X1,

AR

B REEE AFETE Session Recording Player #1 Session Recording Server Z @&, MRT
EREERE, WaEEERMITXHERMERERITIIZE,

EETETANRHERIE BRPITUETHEARIER) , TRITERNBEFREREERMERSH

PATHRERIER

1. BRFRET Session Recording Player BT Eik,
2. MFFtAZ &, i%#F Session Recording Player.,
3. EXHRFMH:

o ERERFRPBANEREM

o BREFEHBHIERGE LU B TEREESNSHTIR

s BERRFRANNEXUERRIEHITH 64 RIERHIXA

o ERERFERANN THYIREFEE 21E R FI0YE 8 8 RS 4ad i,

4. BETHIIRENNETRERUEIER,

BITRRER

BRERAUERRSEE 20 DETREEE 150000 ZMRENER. Citrix BIVEREEHOERFT (GIMBHETE
BEsAEF) MR EREE,

1. BREIRET Session Recording Player B9 T {Fi,
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2. MFFtaZEs, %% Session Recording Player,
3. 1£ Session Recording Player 5O, #HT A FMNERIER, RERNERTIA > SREER,
4. EERIEFWNEENNENRREXIEREMH:

o BRAATERIEEIKFAMANE. IhR. B, ERTFSRIERERSLR VDA EARFIXH ID #1THE.
« BE/MEATFERERBE. 28— XPRETE,
o EHATEERBATIRIERN Citrix EXNEHNEENES
o HIAFRIRSIERM. FEFRGRBF. BPEUIEURREFENE#HITER, EEATEAERIEE
RBRERNBAETHEUNERPRESEAEFEXH.
EERRFHN, GERENTERERENEERBAIERERF,

5. BERRUBHER.

ALUREFNNRBLAREREN,. AefEFNEEFRLEREIREINNESN, ERREFTNEEFESITH
HRRBRENER. EESHEATRBER . 1sq BXH.

RERRIEIN

Session Recording Player B#RETAVFERFIBRERPETHEASIERHMHY, URIEERRERPESES
FHEEIEX M.

T REIRET Session Recording Player BT {Eik,

MITsaZEEsh, %4%F Session Recording Player,

M Session Recording Player g2, REZFTH > %0 > 2%,
EEETHRAGRUEFTRT, BABZETHRRERNE, KRETET 500 RER,
BRERRDPEDCLEFENG, BEEFSEREEF—XH.

ok wnh e

IR E X REISHFRY IR PR

January 10, 2024

PRTIEBEREIHEERRHITETABHNIFIAERZIN, SR BIRREIXHFIELRRE, [E@ED Session
Recording Authorization &%1& 48 T PrivilegedPlayer f &8RP A P A7 8IS IRFINRHIX .

=z

AR

FEEXSERER IR ETHIRIRE
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& Session Recording Authorization Console

File  Action View Help

e | @ XE L HE

[Z3 Role Assignments Mame
% LoggingWriter
% LoggingReader
% Player
% PolicyCQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

Type Description

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

AT BB 151 SE TR BARR S X AR EM MRS R R 89 12,
1. BRERET Session Recording Player #9i+& 1.
2. MFFEaZEt, #%#F Session Recording Player.,
3. 7£ Workspace SiEHERERLER,
4. FRRERXEH, EFE—IHSPBERRFIXM.
5. REHEBITARIIEFIREIHIFRE,

2T Player = PrivilegedPlayer f @&/ A M AT U REIX LB IH PR, SRERVERT
582 T PrivilegedPlayer AEMEAMAF A,

PrivilegedPlayer A &rE:

3 Session Recording Player (u] *®
Fle Edt Vew Pay Tools Hep
3 QI |ed » | Search v Antime (3 1] Advanced Search
Workspace % | Search Results x
€1 Workspace - admewstrator Jser Name Apphcation Status Stat Time: Duration  Delvery Group VDA Machine Recording Ser. Saze  Access restict
b Sowch Fonts aErTT——
fvener B admnistrator b Py B/30/20221201AM 000035 AUTO_INSTA TI5KB No
Folow up
Place access restrictions
Now Playing =< Copyto Folder ‘

Events and Bookmarks x

2files
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Player A&HIE:

£ Session Recording Player “ 8
Ede View Flay Tools Hebp
b @ ) Search v ryime -8 ) Advanced Search
Workspace % || Search Results x
2 Workspace - somnstrtord) ser Nome Stat Tune Debvery Groug DA Maching Rlecordng Ser 5

G Sei
Fav

HNow Playing

Events and Bookmarks

Fle Edt Vew Pay Tools Hep
b a [0+ = S r— -t [ Advanced Search

Workspace x || Search Results x

&5 Workspace - administrator

Jser Name Apphcation Status Delivery Group DA Machine Sze  Access restict
Search Resuts
= Favortes B administrator Desktop Complete 244KB Mo
Restricted B administrator Desitop Complete TISKB Mo
Now Playing %1l ¢ >

Are you sure you want to restrict access to the selected
recordings? Restricted recordings are accessible only to
privileged players.

Note: A single recorded session can produce more than one
recording. If you select any recording of a session, the access
restrictions apply to all other recordings of the same session.

Events and Bookmarks

2fies

7. WIAEXNHEIRE T HRREBNEE REIX G EMBRERK B ERRX I,

£94Session Recording Player : :

Fle FEdt \Vew Pay Tools Hep

Qg+ Search S — -9 L] Advanced Search
Workspace X  Restricted x
7 Workspace - administrator Iser Name Appication Start Time: Delivery Group VDA Machine Recording Ser Size  Access restrict
& Search Resuts irstor oo S ——— AUTO INSTA 244 Yi
Favortes B administrato Desktop 8/30/2022 12:02 A} UTO_INST; 244KB Yes
Now Playing %l ¢ >

Events and Bookmarks x

1fie

8. AXRMRKXEF, RIFEFEMEFARRE. WEFRHFREE, REIXERFBOERERKE,
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s, Recording Player o X
Fle Edt v Pay Toos Hebp
b a4 Search ) Advanced Search
Workspace X | Restricted x
&3 Workspace - administrator User Name Apphcation Status Start Time Duration Delivery Group VDA Machine Recording Ser Size  Access reskict
& Search Resks - r = Y AUTO_INSTA 244 KB Yes

Now Playing

Events and Bookmarks x

1file

FIFF BRI S

January 10, 2024

ARG

A L@ = A RITH Session Recording Player REIRIERHif4

+ {£/ Session Recording Player f1{Ti8%, HRERFHFHNRFINKIEEETREERERXIEH,
o BiEMAHIELRIRThER S HE IR T2 AR R BN SIE XX o
o M W G REINSIEN .

LEITARFNRBUFEINXNGN, SET—FESTHES. CEHUXHFNRRNTBEIEFEEIE. NREHE
BEXHNTEN, BFEESEOPEERLUITHEXH,

Session Recording Player #E MR FIM2iE Z a1 E Citrix Workspace M BEFRIRZS. MRBEHRBAZIF
Citrix Workspace R Ff2FhR4s, NIiREIHIR, BHMRLILTEIR, 757 Session Recording Server BMAikiEHk
it Citrix Workspace [ RiEFRARE,
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% Session Recording Server Properties —

Storage  Signing  Rollover §P|a‘.-'b-3ﬂl‘lE Motifications CEIF  Logging RE*

Live session playback

This option permits the playback of session recordings while recording is
still in progress.

Allow live session playback

Playback protection

This option encrypts session recording files before download to the
Session Player. This prevents session recordings from being copied and
viewed by users other than the user that oniginally downloaded the file.

Encrypt session recording files downloaded for playback

Citrix Workspace app version check

This option allows users to skip the Citrix \Workspace app version check
before the Session Recording Flayer plays back a recording.

Skip Citrix Workspace app version check before playback

Cancel Aoy

x

k

AR

f&Bh Session Recording WER R HEIERINGE, ERILUIER Session Recording Player FREIREIM T &S

T BXREFEMAER, BENEERBETIER.

FFERERKIFHRIREIG

1. BRFIRET Session Recording Player #yit+&#l,

2. MFFtAZ &, i#%#F Session Recording Player.

3. ITIER,

4, MRBRERXFEARAIN, BE “THEX" EEPEFERER,
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5. ARRERXEH, ERERRNRIE.
6. HITUTERIRME:

s WERIE,
o PEBAAARAEEER.
« M Session Recording Player &2, #&iREK > &Ko

B R ST R

REIXHERBIFL 1 _FFk, RAERE—NFERFXHIDM .iclH .icle XHTBE. .IcCLIBERR
REGREABRRF. . icle FBERTREGNATERRIF. REINIEXHREET—TEEIENREIEHE
B R, g, 12014 4 12 B 22 BRHWREXH, REEXHRER 2014\12\22 T,

1. ERFRET Session Recording Player 89T Euk,
2. MFFEaZ &, #%#F Session Recording Player.,
3. ITUTERIRE:

+ 7£ Session Recording Player &=, {RIGEZRM > 17, FHHEHF,

« £/ Windows ZREIRRE, SMEXH, HIEXHHEDZIRBHEEOF,

o f£/A Windows ZREERE, SMEXHHNHIZX M.

o MREE “TEX" BRPOIET “WEK", HEFRERHN WEX XFEPTFEXE, A58
I MIERER X RIT A AR,

fER IR

Bl HR, SR IRIEIFREEEENREIG. XEWRE R AR5 BEFEET TFIGEMKEME LR
HINRIEXH, AILUEXEXHEANRSEBIEMT L, FEATLISHEAM Session Recording Player AR HZ5X
LXK,

AR

53¢ Session Recording Player E&1ARNRIVEF 7 B8 T8 5 R X FAB X BN RBINSIEX 4. 18
51&#9 Session Recording &2 G BX RIKENA RN R.

BRI F 3K

BREIRET Session Recording Player 89T fEuk,

MIFsaZesh, %4 Session Recording Player.

7z Session Recording Player G094, %% “TEX” BA&RHIUHRITE S,
MFEBRER, RGRFEXH > XK > X AR, WG TRER— MR,
BAXGFTE, ASHE Enter #, HERHERUELUEZ AN

ok w b=

ERAXH > XHERREFERNEMER MR EaR. Boh. . SAMSHGX,
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BIRRGIF

7£ Session Recording Player F1TAREINRIEZ G, AIUERUTAENRREINIE:

o ERABRSBIEHTER. FLE. HEUNRRSHFERIEE.,
o EREFBRAFHAEER,

ERTLOES H ZHE NI IEH B E X F R BRIV RIE,

AR

o ERHRREINSIERE, FTESETEZTEAEH. NMRAFE Internet Explorer A%t B EH T —
MEG, MZEGNEREARNEESAK, BB Internet Explorer 4/)y, WEERFIGHHERE_D
Bt BAKERREINER—MES, BRRIREPIRERIERHED.

+ It Session Recording kiZA 3%z SpeedScreen Multimedia Acceleration #1 Flash F& R 5
RE. MRBAT AT, FREER—REHR.

s EABTHEFT 4096 x 4096 WAYERHZIEN, REGHATRSHIAR.

e

AT HBREBEO T ANERSEG, LA UM Session Recording Player 3% & 2 dhik iR 3B MR i X L i
o

T ThaE

13 AT
Il S SE

i

FILER. MRBHFLE, RARBEER, REPEEZX
XHEF L EHRE .

« RYUmBRERERY, REUREESERERENTESZ

b BB moRE R, &ZEEMEIEEBBRERN 32
f&o

fERIEFER

ERERSEEOTANEWBRARERFINZIFRNFRMUE, JLUFEIBRIEDEIRFIGFEEENR, AU
BERDFHERUE U HEIZMUE,

] LAE A LA T B PREE SR SRITHIIE B IR
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AR Lhae

E Al Ik
End EINERE,
EFSt: mEES 5
TR mEES 5,
BRITRREA TR —& mFiES 15 #,
R EAmR | LR —8 mEES 15,
Ctrl + &k mFiES 30 #
Ctrl + A&k mEES 30 #,
PgDn mEHES 1 9%
PgUp MEET 1 5.
Ctrl + B REAFRE A TR —1& mFiES 90
Ctrl + B REAFRE | LR —1& mEES 90 #,
Ctrl + Page Down MEES 6 9%,
Ctrl+ Page Up mEES 6 D%

JAEEIE I /BIRAEE : M Session Recording Player Rii=zrh, REZFTH > %I > #EMEE, HERBRUY
mEE LI E], PAMAYERLER, PREAFNEZS. MRERERERRIE, EFIRTRAIRNFTHRNNITENR
.

BRI

ATLUZIE SR EMIE B RERERENIE S 2 —FIEEEREER 32 FRIGERBEE,

T REIRET Session Recording Player # T {Eik,
MFFsaZesh, % Session Recording Player,

M Session Recording Player Szei2e, EIFER > BHORE.,
EFE—NREIED,

> wnN e

BRESIENEE, BTRERRNNXAERREEON TESD SEE R TNER,

RHETRHENRIEN RS EIER

FENRIEN TN EIR R H P EERITEMRIENERS, Session Recording Player AIUERHIE 2HPREETRSR
HHNRIENTRESEIR, ETRIAAF. BXFAESR, BESRREE TR E R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 193


https://docs.citrix.com/zh-cn/session-recording/2308/view-recordings/session-recording-player/highlight-idle-periods.html

Session Recording 2308

BB IREN= A0

EREFEEENT, TURERSRIREANRIRFINSERRIERERENED. IREAHENERRE, BE,

EAPIESEE, FIINESBEIERIMETT. WIRRIXARR ERHE 2 HEEB9R ¢H,

1. EREIRET Session Recording Player BT Fif,
2. MFFHAZ&E, i%#F Session Recording Player.,
3. M Session Recording Player &2, fREFER > RREEEHER.

TR TSR H, BREFRZENN, ERSERKSEEOTERERAZE,

BRRERER

A LBAT A MR ER ERR AN B ERRSEEOPHNE RSN

o FREMERER.

« 2REREK

s ERMMEOPERERSEED

s ERFNFABESTACDE, UWEESEREEOETRX D TR,

eRETREREEN

EREIRET Session Recording Player 89T fEuk,

MIFsaZEeesh, %4k Session Recording Player.

M Session Recording Player 2#12m, KIEREE > LREK.
ZiREREAN, 1R Esc 5 F11,

> wnh e

ERRNEOFETERSEED

1. BREIRET Session Recording Player B9 T {Fi,
2. MFrsaSEEH, %3 Session Recording Player.

3. M Session Recording Player &2, fRERES > BRBEEMEOR. BET—ESEHREE

MBHEO. ATLMEHE O URIBEEE KR,
4. ERBERSEORAIETEOS, BRXEREE > BRSERIREOF, 5 F10,

EREERE RSN B EEE N

1. BRFIRET Session Recording Player BT Ei,
2. MFFtaZEs, %% Session Recording Player.
3. M Session Recording Player Sz, {RIGEFER > FHMLEBR > BRLUENEO,

s ERUENEO (REZ2Y) TRERFRENANRE)NER, S5ER “SRE” SIAL, BRI

HREER, BEGNXETEH. MREER “SRE" RIABEIERERR, BERLED,
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s ERUENEO (BRE) TRUSRENEN G/ ER. ERILEMRIERSBEGRNATIRELER
“BREEI ETE.

FHEEG

1. BRFIRET Session Recording Player BT Eik,

2. MFFEaZEh, %% Session Recording Player.,

3. M Session Recording Player &=, fIGERER > FRMBK > Fi5. BHEAFF. BHREEQ
NELARERREN)NER.

4. o EG. NEREREERGRHLE.,

5. BELEFH, BREEP—ERIED,

£ Session Recording AE & R4 &iAE

1. BRFIRET Session Recording Player BT Eik,
2. MFFHAZ &, %% Session Recording Player.,
3. M Session Recording Player &2, REFTH > % > Eikas.
4. FEHERIERFIEE R RUESIEE,
MRKEPEDERFIDERTOESRE, ATUERHITERBEOPN, BdREHRERIIERENE
TELEINIE,
ETFREIXM

January 10, 2024

BRITARHNSITEX 4R, Session Recording Player #iss MR MMM E FTHIZX . NMREEETHAER
B, NIETLUBT 7 TIRlE F B4R T A T HATERNE,. EFEIXHEMEETEL E IR k.

userprofile\**AppData\Local\Citrix\SessionRecording\Player\Cache**

ERILIEEATEENHETEE, REHEHIEENHETEZ/E, Session Recording aMikf&IH. ERXMER
DHREIF, MMAFMREIGERTE. PR E=REREREE T8,

BREE

BREIRET Session Recording Player 89T fEuk,

MIFsaZEeesh, %4k Session Recording Player.

M Session Recording Player 2812/, K/EFETH > %M > &7,

ERR TR A EFEAIT BN EIRE,

ERFATEFNHEETEE, HETHRHNSEANHMETEEERE, HEEERTEFN MB %,

P’PS*’!\’!“

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 195



Session Recording 2308

6. BEHE,

B|=%T Session Recording Player BT {Fif,
MFFaZ &S, %% Session Recording Player,
M Session Recording Player g2, REZETH > &0 > &7,
BRI T HNX G EFEAITT RN SEE,
£ Session Recording Player 1, #&EZET A > %M > &7,
BEBERET, ARREHEURIARE,

.C’.U":“.W!\’!—‘

R B R R EER

January 10, 2024

FHNSIEN T WA EREHPEERTEMIZENSES, Session Recording Player AR HE BT REERT
FINRIER = IRBT B, RN F o

JEE: £ Session Recording Player ML RIERN T RRE B R = WY EIE,
R BTREPVSITFNZREEE, BEHRITUTERE:

BRERET Session Recording Player BT ik,
2. MFFtaZEs, %% Session Recording Player,
3. 1z Session Recording Player &i=th, #EEE > TR EIERFHEPREVHIEPEIEE,

EREFNBE

January 10, 2024
AILUEASEHMBEERIERENSIE,

REIRIEN, SASEPEAN Citrix EXHEH, SERAIUERSNH API IE=SNAEFENEEXEH. BMHEN
KB —E 9 THRE. TAER Session Recording Player kst 8k =4,

BERESIFER M E E A Session Recording Player IE AN RE M KXIFFMWIFIE. NG, B

—BHES5ZRFENSIEXE BIKEMNKR B2 BINFAFREASEXHN—BIHTRE
B, MEBMENEMHM .iclb X # 77 & /£ Session Recording Player E B EEE X H £ (Hl &
C:\Users\SpecificUser\AppData\Local\Citrix\SessionRecording\Player\Bookmarks) &, B X # &
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5 icl REXHEHXHEER, BEEMERSPERERBENREIG, 1B . 1clb XHEHTZEME L8
PBEREFEXMHRP, RINMERT, SMBEHFEXNER ‘B, ELEAUSEERNIREZEE 128 M FHNERMXE
#iE.

EERBEONTERSS, FHETHEEGRER, PEETHERAR, BRFEEHIIXERSAMAREATRRSHE
KRR AR, E A LATE Session Recording Player WEHMBEFIRFP EREBHMNBE, FELFIFRSD, SHNBH
FEENAIREREERHINSERERNRB—EET ENEIRFET) .

AILMERAEHMBEEMNERENRIE, BIRINEHHHE, AURERFINSEPEHRBEREAR.

BRVIRFHEAHMNPEE

EHNPEINRETHAEEERORFIEPBANEHABE. JURETENS REFEE, HAURNETR=
&

BREIRHET Session Recording Player BT ik,

MFFsaZ S, %% Session Recording Player,

BRI B EANBEIRKE, ARRTEAGRUETRESE,
EFERERENS. ABERPEHLEET.

> wnN e

BABE
1. ERFRET Session Recording Player BT fEuk,
2. MFFEaZ &, i#%#F Session Recording Player.,
3. FRBERETEHPRMBENRE2IE.
4., BEI BB ERBAPENUE,
5. BEARMEHBMIERBEOXSE, ARETRITARUETRERE,
6. FARINBEMERMBE, REIEAE:

o EEARIABERERNBE, BEFRRNBE,
o EEACIENERMEXXATERNBE, BEFFIHT. BABBEELARPENSGE (REZEE
128 1NF1F) . BEHHE,

AN E S F

IEBERE, TUmERMAENEREM T,

L REIRET Session Recording Player # T {Eik,
MFFsaZesh, %%k Session Recording Player,
FaBEREE BENREIIE,
BREGNBEINRETHE.

> wnN e
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5. ERFAMBPEIIRFNBE, ARELHRTARUETRE,
6. EFRREHE,
7. ARTHEOS, BAFHCE, ARREHE.

MERPE
1. BRFRET Session Recording Player BT Eik,
2. MFFtAZ &, i#%#F Session Recording Player.,
3. FEBEREEBENREIRIE,
4. HRBAMNBEIIRERTHE,
5. ERFHNBEIIRFINBE, ARRERFERUETRE,
6. EEFMIER,
BRI E4RPE

HIEHHBE2IH Session Recording Player #ZIRHEINSIFPEHRBIHHEN S

B REILET Session Recording Player 89T {Fik,
MITsaZEsh, #%4E Session Recording Player.
AR EE R4 BENRERGI.
RIFHRPE:

HwnN

s EERSEONTESRSF, BEERTEHABENE R ARUREEHHHE.,
o EEHFMBEIIRD, NHBRINEFHBEL. BERITIEGFHBL, BEMIIRPEREETES
P, PEEMERUETRS, AEEREIERE,

Session Recording Web %1428

January 10, 2024

Web e AT EER Web JINBEEMNBHRRFINSIE, EH Web BE, SJUBITUTRME:

o ERTIESRERRFIMN.

o EEMRERAANERPIIHHIRCEHBLRN RN ETRBIRE .
- BEEEFEAET, UEEERNEFEREIG

o RHERTMEER,

« BTEXRAGTE, HFRESFITICHNTERE,
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o HERHIHH URL
« EESTRAGNELEGRIHES.
« BEESBIRENZIEEXEBIER.

518 Web #1428

January 10, 2024

Web 3% 7% 28 Web 5 = 89 URL 8 http(s)://<FQDN of Session Recording server>/
WebPlayer . EMRER HTTPS, 5% SSLEEZRME IS 9 Web iE=HE# SsRecWebSocketServer
.configBEXH.

AR
TR Web #51%28 Web i 58y, AR ARERMANZE, MIEHHAP BAENEE.
o IRV EE28EHE Google Chrome. Microsoft Edge #0 Firefox.

o EfF Web BRRERETT, BESHE Firefox FERE WebGL,

EHHESERMRENER Web #0012 KREE HTTPS Mg,

% Web #Er2s
J5{RE Session Recording Server £&4 Web ##28, Wi SessionRecordingWebPlayer.msi #1285 PA5E
RREE, HX%E Session Recording B¥4AE 8, BEBARLE. FEMEIE,

Bhg4s 2103 &2, Session Recording % WebSocket iR5528:F#35) IS, =% Web #1228/, SessionRecord-
ingRestApiService. SessionRecordingWebStreaming L% WebPlayer W BiEFEERE IS .,
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95 Intemet Information Services (IIS) Manager - ] X
— — :
« ) » L2 @~
File Help
Connections g " Actions
Q.- [J -3 5 Manage Server
:{_i Start Page Filter: + % Go - G ShowAll | Groupby: Area B 7 b=
V& e o st e et o e nes P ey s >
22 Application Pools Pages Levels Settings Strings Controls ~ 8 s
v 8] Sites ral .
v @ Default Web Site ‘}35 g‘\/ @] e Appiica
il aspnet_client Providers  Session State SMTP E-mail s
9 MsmQ
P SessionRecordingBroker e
P SessionRecordingLogging s ~ © Get New Web Platform
P SessionRecordinglLoggingWebApplicat @ ~2 ﬂ 9 ) Y :
J SessionRecordingRestApiService o = 9 S04 X .
9 SessionRecordingWebStreaming ASP  Authentic..  CGI  Compression Default  Directory ErrorPages  Failed FastCGI
3 WebPlayer Document  Browsing Request Tra...  Settings
& © & 0 = M
Handler HTTP HTTP  ISAPland ISAPIFilters Logging MIMETypes Modules  Output
Mappings ~ Redirect  Respon..  CGl Restri... Caching
o .
= | La @y
Request Server Worker
Filtering | Certificates | Processes
Management “
Z O
= LY 4
Configurat..  Feature Shared Web
Editor  Delegation Configurat... Platfor..
v
Ready L]

ial Web #1528 Web B4, Session Recording 2103 REShAMEHLERIGER Web 5 25:EE3 1S
FLEM WebSocket AR5388, 1M F HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Server BEMRI TR EM K E WebSocketServerVersion Fiw, |IS FEER WebSocket BRS3 2389k 4
579 2.0,

B Registry Editor - X
File Edit View Favorites Help

Compute\HKEY_LOCAL_ MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data A
7-Zip ab) DatabaseFailoverPartner REG_SZ
Business Objects b DatabaseName REG_SZ CitrixSessionRecording2
v Citrix 8| DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller ) DormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent |EnableAnalytics REG_DWORD 0x00000001 (1)
Metalnstall nableAzureSQLService REG_DWORD 0x00000000 (0)
v I SmartAuditor | EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
Sewi't nableSRStoragelogging REG_DWORD 0x00000001 (1)
ie"?ei °p ) EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
en’ools ab) LinkEmail REG_SZ
XenToolsinstaller o
: 25)LinkExpire REG_SZ 1728000000000
XenToolsNetSettings o
ab)LinkHost REG_SZ
Classes
Cionts 25)LinkSalt REG_SZ kk20d974
DefaultUserEnvironment %4 LoggingBlockState REG_DWORD 0x00000000 (0)
dotnet 25)LoggingDatabaseFailoverPartner REG_SZ
GitForWindows 25)LoggingDatabaseName REG_SZ CitrixSessionRecordingLlogging
Google |LoggingLoggingState REG_DWORD 0x00000001 (1)
Intel |MaxOpenFiles REG_DWORD 0x00002710 (10000)
JavaSoft | MaxRolloverFileSizelnMB REG_DWORD 0x0000012¢ (300)
JreMetrics laybackProtection REG_DWORD 0x00000001 (1)
Microsoft ) PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MozillaPlugins 25)PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
ODBC 4| PolicyFileRefreshPeriodinSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH |RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner JRolloverfileSizelnMB REG_DWORD 0x00000032 (50)
Policies JRolloverTimelnHours REG_DWORD 0x0000000c (12)
Python #4)SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys 2b)SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications lebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup v lebSocketServerVersion REG_SZ 20
< > v

ME# MR A F &% Session Recording 2103 RE SR A AR L ERE M Web 3% 38 EZ T ETF Python 89
WebSocket k5528, EiE#E IS hiEER WebSocket AR5 38, 15517 <Session Recording Server i
#Z\>\Bin\SsRecUtils.exe -enablestreamingservice <, ZEERET Python 89 WebSocket fR$333, &
izfT <Session Recording Server &% %72\>\Bin\SsRecUtils.exe - disablestreamingservice &<, &
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F Python 1) WebSocket BR$528#9hR 479 1.0,

B Web #ik23

BUAERT, Web B FEARES.

« 2 Web #7428, BRE5) Windows 8¢ R RTHIET <Session Recording Server
installation path>\Bin\SsRecUtils.exe -disablewebplayer &%,

- ZF5H Web #& %28, BB Windows & <R " H#EFT <Session Recording Server
installation path>\Bin\SsRecUtils.exe —-enablewebplayer &%,

fcE HTTPS

Web 3% 7% 28 Web 35 & 89 URL 1 http(s)://<FQDN of Session Recording server>/
WebPlayer . BHfyRfER HTTPS, &% SSL 45 A= 1S thiy Web shmHE# SsRecWebSocketServer
.configBEBEXH.

AR

B3R Web #7438 Web th=By, SMAFFRERANZE, MIESAFSRENER,

B(EMA HTTPS i Web %1438 Web =, BERMUTEE:
1. £ IS &N SSL 457E,
a) MEMEIEBMmANH (CA) KB PEM #=A9 SSL iE+,
AR

Google Chrome # Firefox A ZHRITH N B RBEZFEBERIERK (CSR) FHAHE. X
LT B TE P S AFHEERIEBRREINTEREE B A (SAN), EiEd HTTPS /8 Web #%
MEs, IBENHRIT LA T RE:

. fEAE Session Recording Server Bf, &% Session Recording Server BiEBEH A
SAN i,
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© 3

Chrome Firefox

HTTPS HTTRS HTTPS

HITPS
SR Server
(=]

L1
VDA

VDA -% SAN Certificate

o FRMNETEHR, BHFE SAN JEFE Citrix ADC #144 Session Recording Server £33

Ao

© ©

Cheome Firefox
HTTPS HITPS HTTPS HTTPS ecertiion
E l
VDA SR Server
= | et Z e
g : £
L o E @ : SR Server
VDA | irtual Server SAN Cernficate :
! OnHTTPS
b) £ 1IS £, AeE Web bR, ABEFRMPE, AT SRIESPEIIEE,
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
hitt, 20 *
. Edit...
Remove
Browse
Close
C) BEA AR, LSRR HEIHEE,
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d) MERTIRAHEE https , AEi%E#EF SSLIEH.

Add Site Binding ? >
Type 1P address: Port:
http e |AII Unassigned v| |3D |

httE l

Exarmnple: www.contoso.com or marketing.contoso.com

QK Cancel
Add Site Binding ? *
Type: IP address: Port:
https | |All Unassigned v| |443 |
Host name:
] Require Server Mame Indication
55L certificate:
Mot selected Select e
QK Cancel

e) BEHHE.
2. B# SsRecWebSocketServer.configBRBEXH.

a) ¥HEFHITF SsRecWebSocketServer.configiEEXH.

SsRecWebSocketServer.config BBBEXHEEMNFTXMHX <Session Recording
Server installation path>\Bin\ &%,

b) (aI3%) 34F7 IS & WebSocket AR5 2389 Session Recording 2103 kE &4, &&Eid 458
TLSEnable=1 /A TLS, 7%k ServerPort. SSLCert 1 SSLKey F£&.
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c) (AN%) %4F Session Recording 2012 RERkR4S, 15&@:S44E TLSEnable=1 BA TLS, REHFE
5 SSLIEBMEZRRIEKRZR.

e =

X325 PEM #8089 SSL IEBFZ A
ServerPort FEIET Web ERBATRERFIXHENHEAS, EUTHREREF, ZFRIRE
FBRIAE (22334),

Mj SsRecWebSocketServer.exe.config - Motepad

File Edit Format WView Help

#l-enable TLS
#0-disable TLS
TL5Enable=8
#default-enable web socket serveron all ip address
#x.x. . x-only enable serveron the given ip address
Serverfddress=default

#default-enable web socket serwveron tcp port 22334
#[B-65535] -enable serveron the given tcp port
[ServerPort=default |

#cert file path and name, only config it when TLS5Enable=1
|SSLCert=C:\aSRS2.pem |

#key file path and name, only config it when TLSEnable=1
|SSLKey=C: \newaSRS2key . pem

ZiZE WebSocket fRSBECE FERMRMIEBAZANM, BRITUTIRIE:
i. WRTEES SSLIEHH Session Recording Server %% 7 OpenSSL,
ii. ¥ SSLIEBSHA.piXx Xf. .pfix XHEIEEHMFALR.
iii. TASGSRRAHEIEE . piX I HERE,
iv. M OpenSSL\bin sz Ezh OpenSSL,
V. BITUATE< LURBGES:
openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [

aSRS2.pem]
<!--NeedCopy-->

RNEESE.pfx XHEBIZINS NERS,
Vi. BITU TS LUIREAAA:
openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [

newaSRS2keyWithPassword.pem]
<!--NeedCopy-->
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MNEESE.pIX XHRENSNER, RTEA PEM ZiEiEiEN, BRERTRIPEHAXHR
=g,

vii. BT TS LURETALR:

openssl rsa -in [newaSRS2keyWithPassword.pem] -out [
newaSRS2key .pem]
<!--NeedCopy—-->

d) RIFFMBIER.

e) KMELEMBAMIEIZE, ¥ SsSRecWebSocketServer.exe {8 TCP O (BHANER T 22334), #
AR Web #7738 URL,.

f) 817 SsRecUtils -stopwebsocketserver &%,

PRl 27 Web e E01 LIRS

January 10, 2024

BRE, Web BHBERATESBRERETAS, EABRTIZEE Session Recording Server Properties
(Session Recording Server Bff) iR T LUITFIET,

I% Session Recording Server Properties - X

MNotffications CEIP

Hide content on the web player home page

This option prevents the web player home page from displaying any
O content. Recordings can be accessed only by way of their URLs.

Cancel foply
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o EEIZEDE, Web BHBETBREMENS. REGREEETH URL #iTiAR, RH4 URL fERIXAE
EWAF AR FEEERTRM. EXBFHMEERNER, FSHERESFNLHER, EA ST REIHER
n

E ERNHZ SEREREGHRZERGIG URL. 5SREXEEA#ER,

CilTIX | Session Recording 3

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recording Player and the Session Recording web player, or your cenfiguration such as the SSL certificate is not
correct. Contact your IT admin for help.

o MREUHEFIZIAD, Web BRBEITTRBETEXMUTFUTREEENNS, BELMNSHMFHFIEREIHZR
MOEHIS TR NREET) . MR Web TELIAERBEENREIG, RNEFERTIEREENENE
RER, WTERHRGG, HFENEYERRKN, BRRdERARE,

[®] Recordings ~ Start Time User Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator 0 Live
Comments v February 23, 2021 3:05 PM administrator ) 00:08:14 ‘:’P;:
Administrator Legging v et ah m— 0 000312 "\
February 23, 2021 2550 PM ah 0 0001:54 )

Configuration v \Z

February 23, 2021 2:43 PM ah o Live

ERTREINSIENFREREIM, BEFIRPEER—IREG, AE2E Follow up (BRi#) BEfR. (REIEERET R
84, Follow up (BRi#) BEFRA=TA,

CilrIX | Session Recording _ Recordings of the selected session

This session starts from February 9, 2021 5:22 PM and including 1 recordings

[®] Recordings =3 Fo‘gwup
Start Time User Host Client Events Duration Action

Start Time

All Recordings

IS 9 (e e, iz e/ AL2) February 9, 2021 5:22 PM ah 5 00:30:07 @

February 24, 2021 9:56 AM
Administrator Logging v

EFebruary 9,20215:22PM
Configuration v

February 9, 2021 5:21 PM

February 9, 2021 5:20 PM

BXRHEITE G, EERTH.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 206


https://docs.citrix.com/zh-cn/session-recording/2308/configure/policies/event-response-policies.html

Session Recording 2308

mE

FrIART ]

BF

EH

E A

=

ESL

Recording Server

FREEAY i)

IRRRHIX M

January 10, 2024

WA

FREIFFIatEl, i EETRM TSR B IR 5 R
o

REIESIENAF. BE EFXMTERAFBIRGIHF
EhRFIRP, HERFEIRFRTIBR.
RERFINSIEN VDA NEN B, BE EEFLMTHEKLL
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flan, ERENRLIERGE, BETUTHEE BN EERFNSEN VDARY) NG, ARBERRUMEHR
MEREIREIE XA FH BT X RIS o

FILTER w Clear All
= T

AILUEE B HYANEENEN BB EMDIER, WATEEBETFT. BEENEE, FRETESIMIFTIH. R
EEEERHMTIEES.

FILTER m Clear All
= | + x

& Host name @

~ User name

User Host Client Events Duration Action

Hf Application
- P a I — 5 00:30:07 ®
- Client name
& Client P address a2 [ | S 14 00:20:26 »
% Event text
. P d s s 14 06:3043 O
= Comments
£ Event type Pl administrator _ _ 9 00:32:27 @
] Time

Lehriary U 2027 514 DN user2 _ _ 12 00:32:39 @

WAL T + 55 LRI EEs.

FILTER m Clear All
] | T

5i9n, AILGA AN ELE SRS, W T EBIRREFFIT.

FILTER Clear All

= | ¥ x
Start date End date
Start Time End time
Duration
At least v Seconds
Start Time User Host Client Events Duration Action
February 9, 2021 5:22 PM ah D 5 00:30:07 @

BYE AR EUERFBIX AT Ia B A, FFIARTBANIFLRES A,
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IR B RS HEY 1R PR

January 10, 2024

BT BRI HEEREHITETAGKNIARIEHIZI, SR U BARREIXHIEE IR, 5@ Session
Recording Authorization %1848 T PrivilegedPlayer & &R MA A BESIAZREIBRHIX G,

} =

AR

RAFESERRFIAFIE T RIRS

fﬂ Session Recording Authorization Console

File  Action View Help
ez 2@ XE = HE

[0 Role Assignments MName Type Description
% LoggingWriter
% LoggingReader
% Player
% PolicyCQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

WU BRI 5| S BT BARREI SR B MIERA R RS B2,
1. 7ESTHFHOF T BRAV A= AR N E R Web 387528 Web 35289 URL,
URL #&=4A **http(s):///WebPlayer**,
R0 28 E4E Google Chrome. Microsoft Edge #1 Firefox.
2. 12 Web BRBENAEMNSMETR, BARBIGRE,
3. EFFRARBIGINEL, EE—IHZTBERREIMF,
4. BREREIHFIRTNERRIIL B 710 PR & EAT.

5 & T Player = PrivilegedPlayer A& EFPMEAFA AT U REIXEIREIHRRG, SRESEMERT
582 T PrivilegedPlayer A&MEAMAF A,

PrivilegedPlayer S &rIMME:
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Session Recording 2308

€ Session Recordings X+ v = a x
<« C 0 a = wm w0/ WebPlayer/#/recrdings/all L % &0 a
[*] Recordings A R Followup @ Place access restrictions
All Recordings Start Time User Host Client Events Events Only Recording Server Duration Action
Restricted
@ August 30,2022 12:02 PM administrator . 0 False AUTO_INSTALL 00:00:27
Comments v
August 30, 2022 12:01 PM administrator 0 False AUTO_INSTALL 00:00:35 @
Administrator Logging v
Configuration v
I
Player A &&8941
€ Session Recordings x  + v - 8 X
<« cC 0 = [ /WebPlayer/#/recordings/all 2 % % 0 2
[2] Recorcings Start Time User Host Client Events Events Only Recording Server Duration Action
AllRecordings
August 30, 2022 12:02 PM administrator SEE—— 0 False AUTO_INSTALL 00:00:27 >
Comments v
August 30, 2022 12:01 PM administrator i = 0 False AUTO_INSTALL 00:00:35 @
Administrator Logging v -
Configuration v
5. BEHEHIA
. Ao
C Session Recordings x  + v - a8 x
<« cC 0 = = Bem sm i/ WebPlayer/#/recordings/all 2 % * O 2

A place access restrictions

Are you sure you want to restrict access to the selected recordings?
Restricted recordings are accessible only to privileged players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply toall
other recordings of the same session.

- J&=D)

6. HIAEXHEIRE T HRREIBNERE REIXHEMFMERHIGIES ERRITE,
RLUTHRRHIETR 7 HEXRESHRE T HRRBHAEF.
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€ session Recordings x  + v - X
<« C 0 = Sl i/ WebPlayer/#/recordings/restricted 2 % N a
[¥] Recorcings ~ Start Time User Host Client Events ¢ EventsOnly & Recording Server Duration & Restrictedby Action
All Recordings -
August 30,2022 12:02 PM administrator L 0 False AUTO_INSTALL 00:00:27 X8EPW\Administrator \ »
Restricted
August 30,2022 12:01PM  administrato >0 False AUTO_INSTALL 000035  XBEPW\Administrator ()
Comments v N
Administrator Logging v
Configuration v
7= RIEFEMERIFIRE MERFIERGGE, REIXEEBEREREIG
7. ERERNEL, RIBFEMRIARIRSG. BMERHEREGE, RE SEEEN i ol L Al
€ session Recordings x + v - X
<« c o - =B B B/ WebPlayer/#/recordings/restricted e Y » O 2

[»] Recordings ~ < Follow up
All Recordings Start Time Host Client Events & FEventsOnly & RecordingServer + Duration & Restricted by Action
Restricted 0
estrictes August 30,2022 12:02PM  administrator 0 False AUTO_INSTALL 00:00:27  X8EPW\Administrator ()
Comments v .
August 30,2022 12:01PM  administrator - 0 False AUTO_INSTALL 00:00:35  XBEPW\Administrator ()

Administrator Logging v

Configuration v

FTFFAFB RS

February 20, 2024

BILA7E Web BREBEHBEHREN REGTETTROREG. EREGREL, SOREGNENRFENEIMENEHE

—MEBEH.

[®] Recordings ~ Start Time User Host Client Events Duration
Al Recordings February 23, 2021 3:17 PM administrator 0 Live
Comments “ February 23, 2021 3:05 PM administrator 0 00:08:14
Administrator Logging February 23, 2021 2:55 PM gh 0 00:03:12
Configuration . February 23, 2021 2:50 PM gh D e 0 00:01:54

February 23, 2021 2:43 PM gh 7 0 Live

Action
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e
SHFERERE, EMNSMETHNRHEGRBNERIERHIGTFREE,
33F PrivilegedPlayer a2, RGBS BTAEREIGNZIRFRE,

BERBIRH. ERERERNE. AFEFEFIRER.

BRFEREIXM:

FEB 23,2021

11:10:58-00:07:32- 11 Events

Host name:

Client name:

Sort by All Categories v
- Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win..

«. Please wait for the Citrix Profile )
by 00:01:00 App !?YTI:B«’&]G:
Management conhost: 5692: \?2\C:\Win.

00:01:36 Session Pause:sik;;
00:02:27 Session Resumeil;;

00:03:02 Session Pause:/help;;

» fv) 00:00:04/00:07:32 & Comments (7} Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehi

B PREFBIRBISM

£ Web #EREBRBHRHNNEGREGQESHAITEEHENESE, TRREESR, HEMESERESRS, 200
MENEEHSMENTES M.

Event Only Recording

MAY 8, 2021
14:38:27 - 00:02:20 - 47 Events
M Top-most window
App Start User name: administrator
poknd Host name:
Web browsing
Client name:

File Rename

Sort by All Categories v

00:00:29 Top-most
window:Bginfo, , 3196

00:
wind
Hos.

Top-most
wishell, ICA Seamless

00:00:46 Top-most
window:explorer, , 10772

00:00:50 Top-most
window:ShellExperienceHost.
Wind,

00:00:50 App Start:10160;
firefox: 10772: "C:\Prog.

00:00:52 App Start:860: firefox:
10160: "C:\Progra.

» f-) 00:00:29/00:02:20 & Comments (7 Share Current Playback X1 FULL SCREEN
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e

o BESIEHERE A LIREREISIERLEXS B ERFEE,

o WTFNEHRH, £ LANERERATA.
BXBMBZAENRER, B2 TR

B

>
|
<

—
| D

00:01:29/00:07:32

€7

-

00:00:00/00:02:17

(= Comments

[~} Share Current Playback

Show stats

Hide stats

X1

FULL SCREEN

Exit full screen

WA

RBHOEERIRFI Mo

A TERB RO R E &, BRI R REINSIEN
THRESREER.

mEES 7 #.

R RHIXERBRN S E A BN S REIFEE, BaEg
A HH:MM:SS,

AFERHHE TEXEERRREIX TS,

AVFEEREHFIRFIGR URL HEHEHFIEIMER,

ETHEESRENFIERXNEESBEN,
FRE=IERIEE M,

FEREAERERE, BEERAIEERE X0.5. X1, X2 7
X4 B9 2 B,
2R ETER.

£ Web TEAEREK.

ERRTTENAMNEES, RHBEAMITICTIESE. RELTEUR—LRELHIE:
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost: 5692: \22\C:\Win...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

« Web s it B LR B AR El, 7EILRfIH, BEAFEIES SR AUG 20, 2021 1 18:50:50,
o BERAREIXHFBIRSERETE, TELREIFEdiERN 01:37:00,

o REIXHFHNEMHERE, FLRGITH 359 MEH,

o RHEEZTENAFPBNZT.

o HERFINVZIER VDA EN R,

o BIRIENEFHRENZMT.

o ATHRRERSITHFED: EFE2E. EHTTICLHERERHATHIF.
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o EfEIESR. AILLUARES MBI U R LFTIRHINXEPINEH.
PEEMIBRASGNETRR. Fl0:
00:01:00 App Start:8416:

00:01:00 App Start:8416: conhost: 5692:177
conhost: 5692: \?ACAWin_.. * \CAWindows\system3 2\conhost.ex

e0x4

o EHFIR. BEVIRPIENSHBRIIRFIXHPEEHNMUE,
o REERIE, BREHARELFEFBFRESE N HTIRHEXAPNESFTIR,

[y=g=priAl

January 10, 2024

EFE Web ERSBNEET, ESME Web ZHETTE LMEE > Bk,

CilrIX | Session Recording _—

Recordings v Preferences
Set your playback preferences.
Commen its v
Administrator Logging v Player cache
Set the cache size you want the player to use for playback.
{3} Configuration ~

—

Preferences

Rendering options

Enable the optimized

Clear this check box il ye

B L7 Web $EME3ECE LU &I

o BREBRET. HihBRUKECHEBREATREBRNEFA ).
o MUMERSIZ, HITBLNHTERSIZE, LIRS Web EHREEHIMEE. BIMERT, RANSIZLATREARK
o MREBSMARSIENFREMRESHEMPE, FTLEIEUHERZEREREER,

1290 Web =R EmEsiEE /N

January 10, 2024
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1. #£<Session Recording installation path>/WebSocketServer F#zl Web itE
Xfho

2. 77 Web EEEX 1%,
3. ‘w48 BlockSizeMultiple &,

BIAMER 1 (4 KB). HATRINERKZEIRER 8 (32 KB),

W, Regintry Finder - Administrator - [Lecal Regitry] - o *

File Edt ‘Werw Foeorter Window Help

HEKEY_LOCAL_ MACHINE SOFTWARE Citr Session®ecordng’ Cloud bt Service -+
Ez Local Reghtry x| b
Erys X || Mo - Tyt Dlata 1

w Citri
i Auidbes Cloud
CloudChentSerande
Catvix Dshte Dilesry Cie
Ingalliigens
hhetainstal
w Sesponfecondng
CleudChentSerace
- Senartfuditer
Sorver
HenTook
XemToohinstaller
KenToohMaSettng
Clapues
Claerts
ket
Googlt
Iritad
Meoropodt
Moz
O0ec
Pasine
Pelicies
Crashis =
§ H € »

HEEY_LOCAL MACHINESOF TWARECitre Serianfecording CloudC hentSenace Egyi 0 Valuez 2 Selected: |

A

R ERT R EEL

January 10, 2024
Session Recording aIL{7E Web B8P REITHEMHHRE B RE R,
R

ZRNEMH1E Session Recording Player AR I, EAZTNEHREFIE Session Recording #uigEHR, BF
REEEXREIXHE (icl X)) o

EREXNTENEHIEE, BT HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)
SessionEvents igB U T MR,
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AR

DisableldleEvent

IdleEventThrottle

IdleEventActiveThrottle

IdleEventActivePktNumThrottle

IdleEventActivePktSizeThrottle

EREMAMTE

January 10, 2024

FINE

0

30 #

2

3N EE

300 =75

iR

DHETINEMHIIE, BRZERE
A1, BERATREMGIE, B’Z
EigEN 0,

INRE B BT MRIUE B RIS 8]
ENAFER (BEERERR
B2/BFEN), NaREZREMS,
£ Session Recording Web &%
2B MR RIEN, SNEREE
TEIRERR B, REREHREN
B E A BN AP &R BRIA
BRT, 2BRELE=IEE
UE R &,
TEIEER R BB, REREHEN
B E A BRI AP &R BRIA
BRT, 2BRELE=EIEE
LR B P& Tho
INFEMRTERNER SRS KRR
BE, MEXFFERETEAAT A R,

EERCTENANESES, BHMITCTERTH, TUERBHMITIEREHEE Web BREPBREINSIE,
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost; 5692: \22\C:AWin...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

TERHI

BRRGINRIEN, AUEE Comments (Tit) BREBZHUZTITCHIREITIE™EN. ™EMHEE Normal
(—f). Medium (%) f Severe (&), “™&" M “F” TR ALENEGRERIER. EIEEKEAE, 7
UEBEAXFEIHNMEITE. ERMEETHITE, BRI Web i@, BFITE, ARRERR.
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name
Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

(4 Share Current Playback X1 FULL SCREEN

» f7> 00:00:12/00:00:14

Recordings

Comments (a
| =) comments ~

My Comments

Conf ti v
onfiguration Please take a look Shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete

AR
BFEITIC AR TEAIETT, 175k Session Recording Server EHRS B EEBMNARMNACNINGERSHH
WebDAV %7 Ei%1E,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

TERERHE REIX

January 10, 2024

#k

AILMENERRAZEREIXM, WEHMAFPEBERIHRREIMG, MEFEFSREIXGPHITER, JUFARR
RN AR REINVEHERZREI M. MRFARREZHZERFIXE, WREELRAERBRAF A A%
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BEERREIM. NMRFAFRRREINVBREAZREIXHE, E89 AD SPHEAAZRAUERZEERERZRHIX
o

AT ETFEBERZREINGERE, Session Recording s iFfE:

o A MEHERER M.

o (AiE) 7EAEMGERITRIANIZ,

o AT HEMERFI XA EFNFRRHE B EHELE,
o EERERFIXAFERZ RGO,

o THEBBLER PR T AR IRGBIA .

o BUHFERIHARA ZIRE BV,

« BRESHIERBRNT A EE,

=

AE:
o BEATSRHEINEHERZEREIXEHEECZREINGEE, BWAANEHE PrivilegedPlayer A&,
o BFERAAZEHINEREEREING, BROXIHNEH,
TENZREEIELZ REIX Y

BEFNZRERAZEREIXMG, BERAUTSE:
1. 12 Web BB+, THHBERERZNREINME
2. ERFIXAOBHOIE LREHE, ARSI SR HEEEE,

Generate recording link

3. MEMiE T RPEFEZR,
4. BEERIREE,
BEEREER, BERUTEEE, D3ETRRERIITKN:
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o HEFHIHH URL EEFIFIEINLR
o HERHM URL XK

5 ERSBRFINAREHE,

EHFELEHE, 5188 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\

Server THUTFEMRE:
AMRE Ll ZINE
LinkExpire 489 URL gt ARt 1728000000000 (BAIAE

EEE, 10 MUARGI FF2X.)
B EIZIE A # 1T B

LinkSalt iz £ URL SHARdiElRy  Kk20d974
REHE

6. SELRERIIRNAREZE/MA URL k.
IR HEHERNE R b=, R DAk B S SR HHERN B

EARZIRHIM IR Z RHIH
AR

EEATZRENEHERZREIXG, BAAEHE PrivilegedPlayer A&,

EFNTZRANEHEHZRFIXM, BRBEUA TSR
1. 72 Web a5, HIAHERERZHNREINME,
2. ERHFIXHBROELREHE, AR HIERR G EHENEE,
3. MEAE ThFIR R IEERIRE,

&iE

REAEER A RIFUSF
HZREMNERFRS,
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Generate recording link

4. (A1) WMAHZERBIXAHIER,
5. AEERIEERERNH,
6. REHEEFITHE,
BHEFEER, BERUTEHEE, DERRERIITKN:
o HERHHH URL ESHIRIZI IR
o HERHMH URL KK
7. 58 AD a9 ERAHZEMB URL .
B IZ AR R A2, SR ABKEE B S HiZ URL $HEMIE,
AR

« EAAZREINVEZERRIXM, BFYIHNER,
o ERAMIIEAZ RGN ERIRMFICREEER ASIERIERETIEREKE T,

BIERZRHIN R

AR

BEEAZRENEHNE, BRAESE PrivilegedPlayer &,
EEMLERBIXHEMEARZIRGINEZEE

BARTHPLERFIXHEFNFAZRENEHERS, FREMERWGNEE LANEEEE,
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cording

Start Time User Hoest Client Events Events Only Recording Server Duration Action
April 6, 2023 10.38AM 0 False 00:00:27 )
April 6, 2023 10:28AM ] False 00:09:41 \.”
April 6, 2023 10:17AM 0 False 00:11:45 \’.
March 15,2023 431PM 0 False 00:0213 O
March 15, 2023 407PM 0 False 00:03:28 »)
February 28, 2023 4:47PM 8 False 00:02:01 q P_'
February 28, 2023 9:59AM 0 False 00:04:50 >
February 28, 2023 9:32AM 0 False 00:02:33 >
February 28, 2023 9:31AM 0 False 00:00:53 P:
February 28, 2023 9:19AM 0 False 00:40:20 L >
February 28, 2023 6:33AM 0 False 02:46:00 (»
February 13, 2023 2:22PM 0 False 00:04:26 >
February 13, 2023 2.11PM ] True 00:10:52 q ’/

BREEEER, (FIHEFATZRENEHEHZIRFIX M.

Start Time User Host Client Events Events Only Recording Server Duration Action

April 6. 2023 10:38AM linlin_s_MacBook_Pro ] False 00:00:27 &6
April 6, 2023 10:17AM linlin_s_MacBook_Pro ] False 00:11:45 GP 2
February 28, 2023 9:32AM QHPLAY o False 00:02:33 f1
November 30,2022 3:01PM APACPMD2221 1 False 00:32:15 fs
September 21, 2022 1137 AM NKGWYUCHUNJO1 0 False 00:14:59 @1

EEMNERRNE RFIX R IREIB0HERE

1. T EERRIRGIBOHERDUE,

ik 1. BEFTERGIUE L ARIES PRISEHEER

Start Time User Host Client Events Events Only Recording Server Duration Action

April 6.2023 10:38AM linlin_s_MacBook_Pro o False 00:00:27 &£6
April 6.2023 10:17AM inlin_s_MacBook_Pro 0 False 00:11:45 &2
February 28, 2023 9:32AM QHPLAY [ False 00:02:33 1
November 30, 2022 3:01PM APACPMD2221 1 False 00:32:15 5
September 21, 2022 11:37 AM NKGWYUCHUNJO1 o False 00:14:59 L1

75 2. EEMRBIHEHEIHEER R T EERIEHE
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Generate recording link

General access
unre

Justification

test2

Link valid for (hours)

2]

2. TEEAZRFINEREIE L, BAS—TUEEEXNHIERFIXHERNFZRFIFERZIIFAEE.

Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

C> Refresh W Clearinvalid links

Generated at (UTC+08:00) Generated by Justification Status
Apr 10,2023 4:18:42 PM WA9KL\Administrator Expired
Apr 10, 2023 4:10:22 PM WASKL\Administrator Expired
URL

http://10.108 4 136/WebPlayer/#/player?key=al17c89a63c3f4976b12559e2bd884ee7

Viewed by Time Playback justification
WA9KL\user® Apr 10, 2023 5:45:37 PM user0's view
WASKL\Administrator Apr 10, 2023 5:45:18 PM administrator view
WASKL\Administrator0 Apr 10, 2023 4:53:13 PM administrator0’s view

Apr 11,2023 3:30:45 PM WA9KL\Administrator Expires in 3h37m
Apr 10,2023 5:46:11 PM WASKL\Administrator Test Revoked

3. (FJik) ERURSER, BEFZEE, ARREHANECHE.
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Manage unrestricted links X

View and manage unrestricted links generated for this recording. Expand each row to view details.

C¥ Refresh W Clearinvalidlinks (@ Revoke

Generated at (UTC+08:00) Generated by Justification Status
Apr 10, 2023 4:18:42 PM WAZKL\Administrator Expired

Apr 10,2023 4:10:22 PM WA9KL\Administrator Expired

Apr 11,2023 3:30:45 PM WASKL\Administrator Expires in 3h37m
URL

http://10.108.4.136/WebPlayer/#/player?key=438a6a5b428748hb590chcc0ff8d8f2de [

Apr10,2023 5:46:11 PM WASKL\Administrator Test Revoked

BFEHERE, RAASRTERIMNZIZF.

A Revoke link

If you revoke this link, people can no longer access the recording with it.
This will not affect anyone who already had the page open.
Are you sure you want to continue?

- J&=D

4. (F) EMFRESHINERCERHEE, FREBREMEE,

EES M RIXHNETLEHSIHER

January 10, 2024

SHHIBEDMEIIEEES M REIGN Web PR, ERUBEANE4HAIHER, UEE
PN:SE S

BEEEEREHRITER, BRRUTHER:

1. $TABRREI
2. EREMOIENE LA, SE%IHEBER.

IR IR A R 1| 4 4

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

226



Session Recording 2308

P
AUG 20, 2021
Session Recording
Your activity with the desktop or programis) you recently started is being recorded. If
you object to this condition, close the desktop or program(s).
=]
Con
3. EEREME. XHEE. STNFHENRZEIRUNTENEEEERITES.
o FEATE
RENEENRAFETHRYAEFEALTERFR (EENQ) HRRE,
€ Player
D Screen time File transfers Commands Events
XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSIss 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mmc 00:00:35
iexplore 00:00:35
Taskmgr 00:00:16
JonasAgentSystray 00:00:15
sessionmsg 00:00:14
setup_wm 00:00:12
WiShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

SN ARFEBHE—NKTEREIR, BHEZEUSNEEERLARFRAE SN TFESPRE
BEIEY AN ALRTIEl, AT LUBIE HE RE FRERIAR 2 ERE T MO FF AT ESE B SR 4a/ MEZER, 519!
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€ Player

Screen time

powershell

File transters

XenDesktopVdaSetup
explorer

chrome

firefox

c5rss

ConfigurationWizard

cmd

mme
iexplore
Taskmgr
JonasAgentSystray
SESSIONMSE
setup_wm
WiShell
wmplayer
CitrixFiles
OpenWith
mspaint

msedgewebview?2

Commands Events

00:20:52
00:19:14
00:16:52
00:11:55
00:10:30
00:07:46
00:03:00
00:02:58
00:00:35
00:00:35
00:00:16
00:00:15
00:00:14
00:00:12
00:00:11
00:00:10
00:00:07
00:00:06
00:00:05
00:00:05

powershell

as the top-most window

e S 7
() (= 20 minutes

) utes ) ((5-2 nutes

Start time Duration

00:20:50  00:00:04
002825 00:00:04
00:26:02 000015
00:30:04  00:00:03
00:30:20 00:00:02
00:30:38  00:00:01
003041 000002
00:30:43  0000:07
00:31:05 00:00-04
00:31:49 000001
00:3338 000008
00:33:53 00:00:00
00:36:38  00:00.08
00:37:07 000003
00:37:20 000011
003742 0000:02
004238 00:00:21
011331 000117

o XFHRH

XA EEET R RESEERFNSIEN VDA 5iT21ENEF
SFHER. AUERUTIREBEXEMEHR:

- HEKE: 815 810 2%, S/
- XHEREMRUE: FEER. MENEIZFFHOEE. NEFIREENEE
- RENXENSREI A/ (FHE MB)

X R 24 /B H R G RRI LR BY 8

ESITRY, %

Uifn 12

BZ BN EX HEaE XHER
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“—
>

Player

Screen time

Per 1 minute

File transfers Commands Events

v

File size (Bytes)

File size (MB)

All transfers A

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30

OHHEFNRWWREREONODD NN

TR T T N T T T T T S SO SO N |

. Transfer from host to client . Transfer from client to host

WL £ B RERHINRIEHAEIZITH CMD 1 PowerShell <, TIUBEEBEXERTRANEE
MR, HEMNFENERTERREFNER, REEXHEET. OR ZEZETATIHERLRF.

“
>

Player
Screen time File transfers Commands Events
Custom search
Saved search [ I
VR
15/15 Commands IPv4 Address
el E-mail Address
i powershell: power
00:01:14 cmd CDFTraceTask.ps: compmemt
. taskmgr
00:01:23 powershell logman: "C:\Windc
mme
00:28:16 cmd mspaint: mspaint  yyimver
) control
00:28:38 cmd control: "C:\Winda
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System3 2\control.exe""C:\Windows\system3 2\sysdm.cpl”,
00:30:37 cmd mme: "C\Windows\system32\mmc.exe” "C\Windows\system32\lusrmgr.msc”

. EBff

EMETFETRRENEFHIFRE S RENHTNEE,
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€ Player

Screen time File transfers Commands Events

M Top-most window
M Web browsing
P Clipboard Operation
App Start
App End
File transfer

App Start
25(7%)

Clipboard Operation |
36(10%)

51 r_14\

Top-mest window
203(57%)

Web browsi

EESEBTRENIEEXBVERER

January 10, 2024
ERREES, EaigdE Show stats (ER4IHER) BHEEME LEESREINKIFRXNUTHIES:

FiRAYE]
R (&%)
RO (3EUR)
CPU A%
. REERR
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v 7

NOV 18,2021

11:41:52- 00:13:33 - 32 Events

&

R User

00:00:48 App Start11232
powershell: 2748: powers.

00:00:55 App End:9632:
conhost

What lies beneat
France's top seri .
o it 00:00:55 App End-11232
powershell

00:00:55 App End:2748:
emd

> o ?) 00:05:06/00:13:33 @ Comments (75 ‘Share Current Playback X1 Hide stats 54 FULL SCREEN

« Session Recording & 15 #&E—RFiRETE], SFRE—RERIEIBS,

« 0 LS, Session Recording &M #RIFH—XEIRETEHIE. B2, HTRERBNERER, iR
E#IEEPR L& 15 FORIFET—R,

+ Session Recording & 5 ##RIFH—REREKIER, HEEMNELEREFHE,

BMERFER, Er LI E#ITERE M.

 EENEMBNE, FREGEFEE/\1TRL, AEHITHER.
« ERBENE, BREEREBSRITES.

Al U BB A0 ISR BR BT E@1 1%64F Log performance data (iZRMAEHIE) REAEM. BXFHAEE, ES
A E S L ER R

EEREHIX M

January 11,2024

ICA BE#iEE (ICLDB) 2 F &2 Session Recording $iBEEICRMBIEEHSTIAER. LLAEFE
Session Recording iR £ E Session Recording Server BIfRS28 £ <Session Recording
Server installation path>\Bin ¥k,

3 =

AR

MREMEH ICLDB EBEFMHE Azure XHHEHRMKIFERSIXH, EiE1T SsRecUtils.exe -
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MountAzureFiles &%, SsRecUtils.exe #1 ICLDB fiiFE—"Mx 43k,

RESE R

TRFIET ICLDB LR ANGSHIED, FRAUTEXBAGS:
ICLDB [VERSION | LOCATE | DORMANT | IMPORT | ARCHIVE | REMOVE |
REMOVEALL] command-options [/L] [/F] [/S] [/?]

AR

51t SRR XAV PR T B ¥ MIRE. EipaE, BEGSRAM TEA \Program Files\
Citrix\SessionRecording\Server\Bin x{¥k, AFHEN

icldb /7?7, EifiaFEm<lER, BRA

icldb <specific command> /7,
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=
<

ARCHIVE

WA

ERTIRENSIEREIN S, EaJLUER FILEID S5
EEFENBRSIEREI MG, el ER
RETENTION &%tL{ X FILTER ¢ RULES &#kisE BT
RIERBIXHF. EE_MERT, RETENTION S#2
B, EATELERTIEERTHRNSIERHIN M
BERRGHARE LA 2 Ko Ak, 1% RETENTION i&
BA2 HEARNE, LUAEREMNER, FILTER 1 RULES
BWEALEN, FILTER S#AFEMER * Ml ? BERTH
W12, RULES 808 = igi%g
/RULES:FIELD-In-["CONDITION","
CONDITION"] ;FIELD-NotIn-["
CONDITION","CONDITION"]; #BXAEZ Nt
RERIGERRTRR. AXFAEE, BESRALKREE
#9 ICLDB ARCHIVE #1 ICLDB REMOVE @ <#Y
RULES &%, FaEmEBIER RULES 2% FILTER £
o WRANT FILTER ¢ RULES &%k, MR ERAT
72 RETENTION #1 FILTER 3 RULES £H=iE=
B, PTG REIXHMNBHEFEERSIGF, XL
EM487E ArchivedEvent 3uEERD7F#Y, ICLDB
ARCHIVE 85 /Rfjl:

ICLDB ARCHIVE /RETENTION:<days>
[/LISTFILES] [/MOVETO:<dir>] [/
NOTE:<note>] [/FILTER:<file path
filter>] [/RULES:<advanced

filters>] [/L] [/F] [/S] [/?]
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=
<

DORMANT

IMPORT

LOCATE

WA

EREEREINN B AR TN REY REI M, MR
ZPIEENEERBERREXHGE NEAHHRE, ZEH
KA A TR K BARER. ERILER FILEID &%
BEBMRIERFINMG. BEAUNERENMUEENS
EREXHEHENAKE, ERRIBIEERI. NEHHD
IR RIS NARIR, 3 FESESE (DAYS.
HOURS #1 MINUTES), —&xReEiEE— 15, ERILL
@i kiin CLOSEFILES S¥UCRFahXF T mE ) ERER
LB REl, EhATLIE Session Recording Server
Properties (Session Recording Server Et%) #
Storage (7zf#%) HEWE LGB EHE, UEEEBTEH
B BEIX AT ERERN SR REl, EXFAESR,
BB T X PRI XF TR S B RBRAI SEAT R,
BREFHIXMHS N Session Recording $iERE. Lt
SRTEEAMIBEERFINEREURE, It HdRE
BTF&aHHEE MREERMEURE, WRAILISANEF
—MUBEFRRIXH) . 2303 kiiA7E IMPORT &< /5|
AT RELOCATE &%, tRFfER RELOCATE &#,
IMPORT s ¢S BB RIE RGN, XFEE,
WNREEA RELOCATE 2%, IMPORT &< REHIIS
ERBXHNEIEFCRHEEENEXHRKEZ, ICLDB
IMPORT #p<7Rfi:

ICLDB IMPORT [/LISTFILES] [/
RECURSIVE] [/RELOCATE] [/L] [/F]
[/S] [/?] [<file>] [<directory>]
REERFIMH ID BERHERHETEZXHNTER
Ro ERRIERFINGNFEUENAIERLLHS S, I
SR TESRFEX M REIEIEER T N &H.
ICLDB LOCATE #5<fjl: ICLDB LOCATE /
FILEID:<id> [/L] [/F] [/S] [/?]
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=
<

REMOVE

REMOVEALL

VERSION
/L
/F
/S
/?

WA

MEARE IR RIEREIXHRIS I B, <SR TEE
WiEE (FANEIEE). W] LURBRREBHMIE 4, fF
A REMOVE <8¢, ERILUER FILEID 245 E 815
RIEREIH, WaTLER RETENTION S8 UK
FILTER 5% RULES S#isEBImiEREIN M. TEEZ
&R T, RETENTION #8224 FEN. EAFELER
FEERBIBMNIEREIX M. BRRBHREEDH 2
Ro Eitt, 5% RETENTION i&EH 2 SHEAME, LUH
BIEMER, FILTER #1 RULES 45 27%/, FILTER
SHATEMER ~ M 7 BRAMAXHERZ. RULES &
#omid ™8R /RULES : FIELD-In-["
CONDITION","CONDITION"];FIELD-
NotIn-["CONDITION","CONDITION"]; 4
RAEZMTERFILERRI R, FXFMES, B
ZiAItkRE®EH ICLDB ARCHIVE #1 ICLDB REMOVE
M RULES &% . TaERIFIERA RULES S0
FILTER &%%, sRZAM7T FILTER 3¢ RULES &#1, MY
L I2EES#HE RETENTION #0 FILTER 2% RULES &4
IIERHIX . ICLDB REMOVE s<$7Rfjl:
ICLDB REMOVE /RETENTION:<days> [/
LISTFILES] [/DELETEFILES] [/
FILTER:<file path filter>] [/
RULES:<advanced filters>] [/L] [/

F1 [/s] [/7]

M Session Recording #iEREE P MIBRIT S IERHIX R
FESIA, HEMIEERERERS. FBIbREmRE
X4, BIEFEA7E Session Recording Player Hig%&
XEXH, WaSHTEREEER (ERRFRER) . Rk
B ME G P IRE SR RIS Ao

2% Session Recording B EZR Mk A,
BERMEIRIERE Windows EHAE.
BHIBITIR M AR

T RThRAUE Bo

BRenLHIEEEN,
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ICLDB ARCHIVE #1 ICLDB REMOVE =</ RULES &%

RULES s#i@id ™ #&# 8 /RULES: FIELD-In-["CONDITION","CONDITION"];FIELD-NotIn
—["CONDITION","CONDITION"]; SRABSMTIEBRRIGESRIIERE, Hbp:

« FIELD i&BEHFERRT 88, FERTLUZ path. user. group. deliverygroup. application. server.
client, t3ETLI2% 7 dbo.ICLFile fEiEER FHEREMT,

o In RRBFEDHRIESHH—DLIEFM. REIXHAT BRI

¢ NotIn RR#AEHES PR EAD BRI RE XA ERAPRTEIRIEZ M

+ “CONDITION” igB—MNdiE%& M, Hha&&7m dbo.ICLFile WHURERPHIIER (17,

o I <domain>.<name> BXWNEFMABIER.

« ATLUERA Windows BER LR ZIER.

o BFANEIS ("") S CONDITION HEERR, HAES , 2R CONDITION 58,
+ F53F “CONDITION” mAS8E=M, “NEEA “CONDITION” IEiE/7RMTE,

« 1N1R “CONDITION” mEBE—1THZMES, FANX5IS5/E “CONDITION” I, FRHEXHNIS

[LRARIRINIR]
o

s JUESHASPERSMTIERSE. STTEBRMUDS () &R
« AND BEZEFRTFITES N EIER, TIEBRNHERERE, B RULES HEKEREET 2048 F15,

w5l

+ /RULES:group—-In-["BUILTIN.Guests"];

+ /RULES:path-In-["S:\SessionRecordings\2023*"] ;group-NotIn-["
Mydomain.Suspicious","Mydomain.Persistence"];

+ /RULES:deliverygroup-In-["RdsDesktopAndAppGroup"];user-In-["
Mydomain.AdminA","""Mydomain.Admin,, ,B"""];

+ /RULES:EndReasonID-In-["1","2"];

FHESIERBIXH

BEARTGERUERERENERUERE, FEREMIIERBIXM. FHEEREIARE=REMRFIX M
BHB A NTIR. RERFIXHRBIEL G T ARG BEBI MRS BE#1TEE. AR N T P EAEEH
TTHIRBER TR ENRF A,

AILIRARMAEZREFEZIEREIG. JLERFIXANBIEFCRENRN BFE RS, ENXHNERBERSIH
FEME, ERILAETLRLE Player RHIBIERER, 5—MA5EARRRENGNBIBFELEREN N BFY
RE, BEXHMRFIGERUEBES —MIBUEERIERN R, ABHRIERFHE, ICLDB EREFR
RENHBERENER, EIUBERBERE/B/BRRMRAX SR,
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Session Recording #IEEHMSIERHIERBEM N SFHEXNTFR . FHNENFLER, FHNERTRE
XA HrifFE AN E, FREREMANXATR, AUEEERERN. XM PMFRIERREIGEFENES
BiEl

7z Session Recording Player #1, FRMNSERFIGHMELET “BEFE REUREEBHANE, NREXBEHE
FRISIERGIE, WA LEERXLE . MREFEIRFBHDT ERFXG, WEEERZXHNSET “K
HEIXH $HiR. M, BTERSDIERFIXATERRRIE. BERSIFERFIXME, HREREIXEMH ID FF
BtiEl, 7E FEMERSIERGXHEDFANE T AEREF—EX .

ICLDB 2/A#2F# ARCHIVE &5 ¢ EEZ S8, MTFHAR:
+ [FILEID:<id> - A EIEEBRRIERFIMF. AILUTE Session Recording player (Windows) F&EERIE
REIHHY Do WA IERRFIXHRERXH 1D,

« /RETENTION:<days> - 2iZ R HIHHMRGHAR (X) . RGN EEIEERKMBREHF27E Session
Recording #UBEFHITIZN “BFE". REBHRUABATRET 2 RIVEH,

« [FILTER:<filter>: R EMER * A1 ? BEREFMEXHRE. FILTER SHATESH, MRFHMT FILTER
S8, MEFEHEELREE RETENTION 0 FILTER &489ARLEIERHIN Mo

« [RULES:<advanced filters>: @ L\ ™ #& & B /RULES:FIELD-In-["CONDITION","
CONDITION"];FIELD-NotIn—["CONDITION","CONDITION"] ; tgxXi@idE % NidiEss
FIGBEERILIER. FAERAER RULES 2440 FILTER 28, BX¥AEE, BB RAAXFEH ICLDB
ARCHIVE #1 ICLDB REMOVE < RULES &84

« [LISTFILES - | F R SIERGIX 4 XE X HTERENXHE. IWSHAMERE,

« [MOVETO:<directory> - L#ES XN BEFHENRIERFINGBENE R, IEENBRVAFT. BB AH
EIRE, MRKEEER, WXHNRETEFRIEGFHEUE,

 [NOTE:<note> - T #iEFEERHPAFHENE N EREIE RN XA IR, TRMASLMENEIS, ks
HhEERE,
o [L- BERMBRIERE Windows EHEE, HICREFHNSIEREIEH. BSHATERE,

« [F - 38%lizfT archive s AR TIRT. LWBHARERE,

£ Session Recording #iEZETEFARIERFIHH UIES R B RIER IS

1. UFHEBEEREMHERLET Session Recording Server fRS 25,
2. BapsRRTEH.
3. NYaTIT{EE R 3 Session Recording Server £ & Z# Bin B® (<Session Recording

server Installation Path>\Bin).

4.5 17 ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/MOVETO:<dir>]
[/NOTE:<note>] [/FILTER:<file path filter>] [/RULES:<advanced
filters>] [/L] [/F] [/S] [/?] &%, AIESHHBSHETESR. BTomSriEMBRARES.
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FEEFBYAEA RULES %A1 FILTER 2%, days BRiIERHINXHHNREBHR, directory 2HRENKIERE
XHBENER, note EEHRIEFCRTAEEFEISIERBIXAFIMEISATR WA Y LHIAES,

X1£ Session Recording HiEEHEFHSIERFIMG

1. UEMEBEBRSNHEREET Session Recording Server HRSS 2%
2. BEERRTEH.
3. MNYaITEE R4 3 Session Recording Server R Z# Bin B® (\Bin).

4, 817 ICLDB ARCHIVE /RETENTION:<days> [/LISTFILES] [/NOTE:<note>] [/
FILTER:<file path filter>] [/RULES:<advanced filters>] [/L] [/F]
[/S] [/?] &%, AIESHHNSREESHE, BITHSIERRAIES, TaERER RULES S5
FILTER %, days RxiERHIXHNFZEAR, note REEHIBERRT N EEEENEIRIERFINER
M AERE, WA Y UFIAFS,

EREERBIX M

EEFETE Session Recording BIBEHFEHMREIXHEFHEUBBLNREING, BREER, MREFEEHEER
MREEFEUEBEFERREIE, WHAIERBKETILRXERS

AILURARMEEREREBENRERFTX M. BAFNRERFIXGEFINEFEXHNERER. &, £H
ICLDB = BEZFRFENRIEREINMHSE Session Recording $iERE, HITBINRAE—MAEZEREFENRIE
REIX M. BEENXAEFNEEEXHNERERE, IRTBEE, AIRBEBR.

ESIEREIX N RIAEMEI B R EZ XA, Session Recording Broker #&ERIAMXHHNERBE R, Bk
BERERRNRIERFI S HIXME R, Session Recording Broker 4 EiAERIGERMUBEHRXIERS
X, MRERBREHOERKEIZMH, M Session Recording Broker &AM HHNERE R, MNRZX
HEXRFEERH, N Session Recording Broker ¥ H & X BB K23 LUR TR, SIRKILBZXH, N Session
Recording Broker $@#as kiE “KILBIXH" #HiRo

SANFHEHNREXGEAXETNRIERFEE (BIERFH#ER) REH Session Recording #iEE. SN
MSERFIXHF KA B ERFIERNREEFHELE,

AR SANRIERBINMHIE Session Recording ¥R E iy 4B B F R E R 2 W B, T—RiE1T ICLDB
ARCHIVE &%, SANRERFIXHAIRSEREN BFE

ICLDB IMPORT &< FEANAEFENREINGRER. EAILUEEHEH Session Recording #iBEHRREH
MKW IFRHEIR. BIERFIXEM—NEEMER IR Session Recording Server EW S —NMzfE(I B R
EHEHEH. AILER ICLDB IMPORT %< 7£i17 ICLDB REMOVEALL #< /57 Session Recording #iEE+HE
MERSIERGIF.

ICLDB 2277 IMPORT &: B /L NS MR AT ERFHEEIREIS M
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o [LISTFILES - 5IHS AR IEREIX G XEX HFHNTEBRENGE, WSHATERE,
+ /|RECURSIVE - 7ZfiE FERPHERIJIERGINMGE, WSHATEIRE,

+ [RELOCATE - 1 {5/ RELOCATE 5%, IMPORT #9425 BT RERSIX(F, XBEIE, MRLE
F RELOCATE £#, IMPORT #9REBHEIRIERHS I NHIER SR EEEH X B,

+ [L- BERMERZRE Windows FHAE, FERSANRERFIXHS, IEHNTERE.

+ [F - BHUET IMPORT 4TI R RTRT. WEKNAEILE.

R

ICLDB S2F#2RFY IMPORT sy 93E#24 7 — M2 % RELOCATE, BR/USASSSEREARMX . B

XFAES, BEARPNEREARERAAEDS,

ERFEXHER B RRERIERHI XM

1. UEMEBEBERSNHERETET Session Recording Server MRS 2%,
2. 7£ “Session Recording Player B1” &, #EEFEMSIERFIXHISIH ID M7EiLETEL

3. fEMA1E “Session Recording Player B14” HiEERINMH ID EHMHRIIIEREIX MG, SPRERGIGH
Xt&7 1 _<FileID>.icl, H, FilelD 22iERHIXHH ID,

4. BEMPNJNERFIXEEFDFEXENERE R, EREFEXHNERER, BEHRITUUTRE:
a) MFFIEREH, KIRERTA > FiB12R > Citrix > Session Recording Server Ei4%,

b) 7£ Session Recording Server EttH, BEHEFMEET £, YAERERBETEFRUXENERER
FEH,

&R ICLDB IMPORT & < EREIERFISH

1. UFHEBEEREMHERLET Session Recording Server fRS 25,
2. BEESRRED.

3. NYaTI{EE R 3 Session Recording Server & Z# Bin B® (<Session Recording
server qinstallation path>\Bin),

4. BITUTEREZ—!
+ &8f7 ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory> &%, &, di-
rectory E— 1" HEMATHROFABESERFIXGMNERNEM. WA Y LHHIATN.

o izfT ICLDB IMPORT /LISTFILES /L <file>®%, Hm, file 2—1HZIMEEKRIER
IRERFIXERRIT. ATLUERAERFRIEESERGIXM. A Y UBIAFN.
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EHEMRIERHIM

AR SERFIX B HEITRNEFEREUSN AR TEIEME N ABRXADATUER, CIFEMBREE
#72 Session Recording #iiE&. Ak, &R ICLDB IMPORT ©<, EIIRSNTFE, 51§ RELOCATE Skt
fn%] ICLDB IMPORT @<,

AR

RELOCATE &#rie 5, MMRAEA RELOCATE %1, ICLDB IMPORT #r <& TR MRITSIER MG,
XEEME, dNRFEA RELOCATE &%, ICLDB IMPORT s< RERISIERBIXGNBIBEIRRHABIEEN
HX AR,

LT Bi%BA T d{afER RELOCATE 24583 Session Recording B EMFH X &R,

1. BREFERERV XA B FRNEFHER T,
2. UAFHBEERR SN ERRET Session Recording Server HIARE 25,
3. BapsLRRED.

4. NEEIT1EE R¥ 3 Session Recording Server &1 Bin BR (<Session Recording
server installation path>\Bin),

5. ITUUT#REZ—!

+ &7 ICLDB IMPORT /LISTFILES /RECURSIVE /RELOCATE /L <directory
> &<, H, directory B— 1M MNAEKSREGSARIERFIXGNERNER. BNY UHIAS
No

+ 5897 ICLDB IMPORT /LISTFILES /RELOCATE /L <file> &%, Hd, file 2—1
HETATROMAIZERFIXEN R AIUERBEMFRIEERIERE 4. BN Y LA,

« RELOCATE &#1{Ri& Session Recording #iEEFELESIERFIXHIIER,

o DERFIXGEBZBILATER. TN, RELOCATE SHAFEMER,

o RIERBINHHFEMEERFRUMAIH Session Recording Server iR5l, &rILLTE Session Recording
Server BMAFHEDR L=,

KT E ARBRBISSBY R
RIMBERT, WRTE 24 /NIEE R RIS NERFEIE, WL REN AT REARR, Ea]LUE Session

Recording Server Properties (Session Recording Server E%) #9 Storage (7zf#) &£ LA & LLET/E]H
8, UEEBEIEERN B XML s ERBRAIER REl, ERILUSEMS/IMER 12 ()E),
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[E Session Recording Server Properties = %

Siorage  Signing  Rollover  Playback  Nofications CEIP  Logging Ril*

Reocrded sessi

e stored in the directories specified T t e files
= load-balan: ent
volumes.

anner, specify multiple directories across

ding file is cons dredd rmant if no new data is writien after the set
period of e has laps

Recarding file dormant time (hour) 24

o | [

f&xmILAEFS ICLDB DORMANT &< Fah5X i TRz st B (RBRRYSSBY R &, #ia0:

ICLDB DORMANT [/DAYS:<days> | /HOURS:<hours> | /MINUTES:<minutes> | /
FILEID:<id>] [/LISTFILES] [/CLOSEFILES] [/L] [/F1 [/S] [/?]
<!--NeedCopy-->

FILEID 28 AT EieE BT EREIXH, CLOSEFILES 28 AW EF X AEIEEMN T S E AR SEHN R
il
B
aJLL7E Session Recording player (Windows) h&EESIFERHIX4R 1D, WA LUERREIXERIEAXH
ID,

EENEHEERAETER

January 10, 2024

=N -ljgr_&:ig)\ E lu\lﬂi%&*&
ZK
« 9 fc4h LoggingReader 1 Player A M EERAIUEEEERATIER. BENBAFAORAR, BED

Session Recording izl &

* %IEJ’E'\ ulﬂiﬁiﬁ'ﬁ Web %m%ﬁ%ﬁio ﬂ?ﬁ&% Web %ﬁ&%%j Eglarb:}i)\ lp\laio I:I)r”J —_l- II:I:III
404 (FHRFEFTE) iR

« Web #Emas 28BS IR B MM S T2 Session Recording Administration 4B 463 i%#3 8918 = 48T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 241



Session Recording 2308

o a1 IS 701 Web 23+ 89 SessionRecordingloggingWebApplication iR BE#EEMN SSLIZE, &
W, HEFERFEEERETIEREIBENREE 403 #HiR.

@ Internet Information Services (1IS) Manager - X
~ = T
« 3 ‘) Sites » Default Web Site » » 57 @~

File View Help

e- » |8 ‘Q /SessionRecordingLoggingWebApplication Home
- [ k = '
65 Start P; = e
o Filter « ¥ Go ~ GyShowAll | Group by: Area - -
v &3\
(7 Application Pools ASP.NET ~ A 2 Bas
v (8] Sites -2, & = - ew Virtual Directorie
- =0 4 5 \
v ) Default Web Site B L& @ { > v b 2,. Ly ~
_ aspnet_client NET NET .NET Error NET NET Profile .NET Roles  .NET Trust .NET Users =
P MsMQ sthorizat... Ci Pages Levels 3 Browse Application
P SessionRecordingBroker - - = 2 Y @] Browse
9 SessionRecordingLogging ¥ ab) i ¥ ‘ & Y g‘\? | A
5 Application Connection MachineKey Pagesand  Providers Session State SMTP E-mail ~ F
9 SessionRecordingRestApiService Settings Strings Controls -
P SessionRecordingWebStreaming a
P WebPlayer 5 - ~ - ©
2 cor q ) ; i
. i) k2 o 2 ot s
ASP  Authentic..  CGI  Compression Default  Directory ErrorPages  Failed
Document  Browsing Request Tra...
Pl iR 0 o » =
& <) @ = #H » &
Handler HTTP HTTP logging MIMETypes Modules  Output  Request
Mappings ~ Redirect  Respon.. Caching Filtering
SSL Settings
Management ~
, v
[ Festores View 2 Content View
Ready L=l

p
AT MITE RS 2T B Ethit B ZH % Session Recording Server WEE R BEIDREIRE:
£t % BT Session Recording Server #yit&E#l £

1. MFFiasearhikik Session Recording 125 BEIER.

2. # X LoggingReader BF &R,

WA ETS Web Bes it ER R AEIER Web TH,

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized

Comments v 18 2/22/202110:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
[EX Administrator Logging A 17 2/22/202110:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query .. true

Record Reason Logging

15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

Configuration v
14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

1-100f18
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FEMITENE
1. 77 Web 5528 Hihn B2 R HEIE R Web T,

o 3tF HTTPS: https://servername/WebPlayer/#/logging/config#f https
://servername/WebPlayer/#/logging/record, & servername AEE Ses-
sion Recording Server HJi+ 8 &,

o X¥F HTTP: http://servername/WebPlayer/#/logging/configflhttp://
servername/WebPlayer/#/logging/record, Hf servername A& Session
Recording Server Byt EH &R,

2. %X LoggingReader BFHEIR,

HEIEREIERR

EERATICRBIEEE:

- EEREER
« XHRERBTIZR
« ERAEIER.

GIFTI | SessonRecrding —

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
| [ER, Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
1 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

1-100f18 2
REHTIER

KEDABICR T ERRER:
+ RBEEX - Xf Session Recording sE&iEHI Ak Citrix Director LAYSRERFRAIE L
+ PREBECETX - Session Recording Server BHHRIEN

o BERE - RERNEHXIBREER BEICREE
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ZIDREBEHER, JETE Session Recording Server tEAEERATICR. BXBEFHER, ES

}EJ\EI\_,\-LEEO gimgﬁkiﬁ: l|_.\

e

fERTLIE

i%‘]ﬁ. H n_.\lai

AERD ABICRIPLRBEARE T R,

CilrIX | Session Recording

Configuration Logging

Record Reason Logging

Configuration v

‘AU EEER ASIERRSK .

Task Cats

it Session Recording BR£5#0 Session Recording Server BB AEERBEIER.

ERNERE

hi APRQigh

cations = GDDC/Desktop #2Desktop.

BEEARHFRABEILR, 157 Session Recording Server LEINEAZEERABSIERNFZHERBEZR. IFR

MmT%IEJ\EIL,\lai) WUFFﬁiﬁﬁU}?.EulE%T%EXﬂo ﬁ*?%i%u%.alu\laiﬂlJT:uu‘, ]ﬁ

FIRAHTIER,

CilTIX | Session Recording

SHAZANEAR

hi XF4B5\Administra

EHEECR

Recordings v
Comments v
[ER Administrator Logging
Configuration Logging
Record Reason Logging
Playback Logging

Configuration v

Logging Time

2022 2:42PM

412022 2:26 PM

42022 224 PM

1/4/2022 2:23PM

11/4/2022 2:23PM

1/4/2022 223PM

412022 222 PM

412022 213 PM

412022 213 PM

412022 2:13PM

File ID

87150d68-1e78-4fed-89¢6-1c5007d53 509

4502244b-badc-417e-9a73-c920551621bb

8715bd68-1678-4fed-89e6-1c5067d535c9

8715bd68-1e78-4fed-89¢6-1c50b7d535c9

8715bd68.

Action

Act
Action Excuted By Authorized o

XF4BS/Administrator True
XF4BS/Administrator True
XF4BS/Administrator True +
XF4BS/Administrat u +
XF4BS/Admini

XF4BS/Ad: '
XF4BS/Ad: !
XF4B r +

12001183 2|[s][4]]s 19

AR ESBBAEXMIRIE. EXEXATERNFARER, BRERFEEAEEFPHMS (+).

BICRERIER,

JBTEEM Session Recording Server LR EAEEGHFTICRMNBHRIEHATER. OIRE
TFEQEEJ\EIL,\laiﬁ F’Fﬁ%jﬂfiﬁﬂ Elu_,\laiz_ 95565(0

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

244


https://docs.citrix.com/zh-cn/session-recording/2308/administrator-logging.html
https://docs.citrix.com/zh-cn/session-recording/2308/administrator-logging.html
https://docs.citrix.com/zh-cn/session-recording/2308/administrator-logging.html#configure-an-administrator-logging-service-account
https://docs.citrix.com/zh-cn/session-recording/2308/administrator-logging.html#disable-or-enable-the-recording-reason-logging
https://docs.citrix.com/zh-cn/session-recording/2308/administrator-logging.html#disable-or-enable-the-recording-reason-logging

Session Recording 2308

QSEssinn Recording Server Properties - *
Swrage Signing Rollover Plwyback Notfications CEIP  Logoing RE* | *

This opbion enables the Session Recording Administrator Logging Service.

[+] Enable Logging Service

This opbion Blocks policy and server properties changes if logging faals

[] Enable Mandatory Blocking

This opbon requines users 1o enter the reason when playing a recording

[] Enable Playback Justification Logging

T =T

ERBEREHESIERE, SXAFPERREIXAGN, BB —EE, ERBABAERIER. X6, 55
R R=EE:

£ Web #7423 P PR R AvIRM
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Play recording

To continue, you are required to enter the justification for playing this
recording.

Enter

D

7£ Session Recording Player & MFr EHIIEH:

[ Session Recording Player
Fle Edt View Pay Toos Hep

& b O] @@ |» | Search: - Anytime - (9 (4 | [T Advanced Search...

Worspace XSehRests

L\*‘g‘;v:: - administrator User Name Application Status Start Time. Duration  Delivery Group VDA Machine Recording Ser. Sze FielD

£ Favortes onds B administrator Desktop Complete  11/4/2022213PM  00:0855  VDAZ2-SIN VDA22SIN Server22:SIN 1.067KB  4502244b-badc-417-3a73<92055621bb
] Restricted B administrator Desktop Complete  11/4/2022212PM 000048  VDA22SIN VDA22:SIN Server22SIN 10.329KB 8715bd68-1e78-4ed-896-1c5067d535¢9

I administrator Desktop Complete ~ 11/4/2022159PM 001311 VDA22SIN VDA22:SIN Server22SIN 10.812KB  c54d5dfb-530c-4517-9679-54bb¥c3a388
I administrator Desktop Complete  11/3/2022508PM  00:0025  VDA22-SIN VDA22SIN Server22:SIN 7.788KB  478ab02d-1527-473-5d05-8b0ee 1561cSa
I administrator Desktop Complete  11/3/2022506PM 000152  VDAZ2-SIN VDA22SIN Server22:SIN 10.690KB  b19c9989-4bfe-460e badl-aad3dbd2caa’s
I administrator Desktop Complete  11/2/20225:46PM  00:18:11  VDAZ2-SIN VDA22SIN Server22:SIN 1.951KB  bbc10349-ach6-4262-86ch-46bbb8c81633
B administrator Desktop Complete  10/31/2022322PM  00:0028  VDA22SIN VDA22:SIN Server22SIN 312KB  146b7392-17-4822-ada1-Tdedd53b0c62
1 administrator Desktop Complete ~ 7/4/2022 3:15 PM 00:0210  VDA22:SIN VDA22:SIN Server22SIN 544KB  SaTecdf-581f-428-89d-33b/b5%b 170
I administrator Desktop Complete ~ 7/4/20223:12PM 00:01:45  VDA22SIN VDA22SIN Server22:SIN 360KB  8180de80-465e-4034-a28d-a47 Ibdaace20
I administrator Desktop Comolete 7/4/2022 3:09 PM 00:01:15 VDA22SIN VDA22:SIN Server22:SIN 412KB  2de9746d-Sadfdeed-83X 48064652 1ffc
I administrator Desktop Ca Play recording X iIN 665KB  90722c57-4735-4446 blcc4e Tbae44ds5
I administrator Desktop Co N 281KB  321e%11-8634-41c24f5e <8483 14aack

Now Playing x || B administrator Desktop Co ) o o iN 581KB 5340fb29-1fad4d16-%97-0027a5211%
a administrator Desktop Co i ':;?:i:nue‘ you are required to enter the justification for playing this I 86KB d7925056-93a1-4fecbdc7-a7c75dG 4638
I administrator Desktop o & e N 125KB  dda7504-eddc-45%-9547-9579156b2a2
B administrator Desktop Co BN 139KB bB588c30-7%8-480a-b6b-764b4 cSe 141

Events and Bookmarks

WNR1E Session Recording Server FEAEMIERAEIER, BFREUTERBRIEHNRR:
« WMREEMZEREES Session Recording Server B2, WEEHAER, BMERHITHIA#ERFHMH
s illin
s AFXHRR, BNRIETUERSPREM . BRULERFINSIEN, BAANESDREIHHNER,

PHIEAEERBAETIER

REZE, &AL Session Recording Server B2 Am/EMA Session Recording B2 R AEIZ R4,

1. UEEBEREMNERIIRET Session Recording EI25 BEIZRMiITHES.
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2. MFFEaZE ik Session Recording Server Ei4.
3. %EEID\‘LE%]\EE-EO

X Session Recording BB RHEEIERGE, FAREREMAFMER, EAILLETETF Web 9 Ul ZiHMERH

==
ICAO

BRATRESIFELLRN, MRETIEREM, MELEUTERD. EEREEEMH ID 6001 NRKEH:

+ 1£ Session Recording skBgizhl &5k Citrix Director fhsd Rl SRBRFr A E 2L,
+ Session Recording Server BIEMEE

SEEIFELERER R MRIERI RS,

FCEEESR ARIERRS KA,
RIMERT, BERABTIERIEN Web HAEREFE Internet Information Services (1IS) FizfT, HSHHMLER
5, BRRET245, TR Web R ARFHIS 1 BRSPS EREIKA

1. UBEEREMNERIEE Session Recording Server Bit&E .

2. IS EERH, BHNAEFM,

3. ENAREFG, g% T SessionRecordingloggingAppPool, ASEEERIGE.,

4. RENEUEERNEFEERANFTEK,.

5. AAEF 3T Microsoft SQL Server 1% CitrixSessionRecordingLogging #iEZ# db_owner ¥
MRo

6. AMAEF HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T8y AR IAAY
JRENAY PR,

1[4

3= p
AMRFEFELSBERE, FRFTEEMTRRERS., Citrix BAREEEMRFIERCATH

SEHIMBRIREEBF MR, ERAEMRFIESRTEIENN, EREIMRZE, BSOHITED.

ZRANEARHREBRSIER

AINERT, EERATRERIERRBEATHENEIREIRE, LITHTERIERTZES. BEXUHERENRE
7E, BEIMRPEAZIMBEETIER.

1. UBBRSHERIE Session Recording Server 893t &#,
2. T EMRRIERR,

3. ¥ 3 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server.
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4. ¥ EnableRecordingActionLogging H{EIRE N :

0: ZARHFRERSIER
1. EARHRERBETIER

B fEMUE

January 10, 2024

XFEE Session Recording MR BEHHFHENEE, TTUSRUTRELRRESMY:

o EMBEEBNEE A T
+ 7£ Azure 5 Session Recording WUk F#&H f1 5.

TN ESEFEENH TS

January 10, 2024

AILTEI B Session Recording SR Citrix ADC RIMNAHFE T =, FRAUTRSBIEATE, FaIUTE
Azure 55 Session Recording UKk F#H 1 #o

+ Session Recording

EjE RSSBAE IRERS IP stk

SRServerl Session Recording Windows Server 10.63.32.55
Server

LBDC bt Windows Server 10.63.32.82

TSVDA Session Recording Windows Server 10.63.32.215
Agent

SRSQL Session Recording ##8  Windows Server 10.63.32.91
PERNSC {4 BRSS 25

Fif Session Recording AA#AIEITHIBs HZ=—MA(FI90 Lb . com)HEEFEMF (5190 Ib\administrator)
AFRSH/ER.

o Citrix ADC
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ENE

RSB AE

12 |P #iuk (NSIP)

FM IP stk (SNIP)

Netscaler

Citrix ADC VPX 3=

10.63.32.40

10.63.32.109

BXEMER, EBIEE Citrix ADC VPX 54,

TR 1. EXHRSSE LEBAEZEXX MR

1. ERAEEERAK, (Fi Lb\administrator) BRXH4RS%%.

2. BIE—NRATEMEIRFIGNXEEHEHEXHK SessionRecording(fflan C: \SessionRecording
) o 5 Session Recording Server # = X # £ #9i% B/E N R, L SRServerl R #l, 8 A
LB\SRSERVER1S., #FMERAETHS So

il = | Windows (C:)
« < 4 % » ThisPC > Windows (C) »

3t Quick access
[ Desktop
4 Downloads
%) Documents
=] Pictures

[ This PC

¥ Metwork

L

Gitems  1item selected

~

MName

46c2a726daB69f96b3bBc 54582202
Perflogs
Program Files

Program Files (x86)

Date modified

SessionRecordin

Type

AM  File folder
AM  Filefolder
M File folder

M File folder

File folder
File folder
File folder

File folder

w| @ | Search Windows (C) p=l

SQUsever20Md PSR
Open in new window
Users
Windows Pin to Quick access
Elip Give access to

Include in library
Pin to Start

Restore previous versions

Remove access

2 Specific people...

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
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Wl M-
Home Share View 9
« v 4 Ea > ThisPC > Windows (C) v Search Windows (C:) P
Name Date modified Type Size
# Quick access
46c2a726daB60f96b3bBc5f458e202 10 File folder
[ Desktop
PerfLogs 10, File folder
‘ Dawnloads Program Files 1 File folder
= Documents Program Files (x86) 1 File folder
=] Pictures SessionRecording | 11 File folder
T imer SeccionRECO-imamDrrsmend 1 il £l - - 5
SQLServer20
& Network Users 3 Network access
Windows
Elip i
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
~ Add
Name Permission Level
2 Administrator Read/Write
S Administratars OQwner
[E":?."'La'i'sﬁ'séﬁ\fﬁms Read/Write v |
|
10items 1 item selected I'm having trouble charing E =

3. EXHFE SessionRecording FRIRFXHEHAGEFXHF share(flan C: \SessionRecording
\share),

Giﬂare Cancel

[4 [ = | SessionRecording - o X

Home Share View (7]

&« .o » ThisPC » Windows(C) > SessionRecording » v|@| | Search SessionRecording )
-
Name Date modified Type Size

# Quick access
[ Deskiop

3 Downloads
[ Documents

share 11/25/2020 5:24 AM  File folder

&= Pictures
& This PC

¥ Network

Yitem  State: 3R Shared |_| =

4. QIES—IXHXUMEBE-—NRHEGHGZXHK SessionRecordingsRestored (f#mC:\
SessionRecordingsRestored)., 5 Session Recording Server £Z XX #i5%EY/ 5 AR,
L SRServerl nfil, #A LB\SRSERVERLS, H#AEAETHS So

5. EX# % SessionRecordingsRestored FelEFXHKHFHHGEFXHE share (i C:\
SessionRecordingsRestored\share),
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S 2: BREWER Session Recording Server L7 7 H T

LS BNET WAREBEMER Session Recording Server UL FHHa#HTE. S8 7 #ANAET AEHNNEHREFR
IME % Session Recording Server #9id#2,

1. ERAEEERNHFER Session Recording Server,

2. }I7F Session Recording Server Eft,

Windows Server

Citrix

[ ]
Session Recording Administrator L... F- )_

e ) o Windows Windows
Session Recording Authorization C... Server Manager  PowerShell PowerShell ISE

Session Recording Policy Console

Session Recording Server Properties 1 g

Windows
Administrativ... Task Manager Contrel Panel

Firefox

3 B =

Google Chrome Event Viewer File BExplorer

Microsoft SOL Server 2019

Search
Server Manager

Settings

Windnwe Arreccnnac

A

3. FMESE 1 D BNERMBYE (UNC) RRUEFEMEMERRHIXH, EiRAFHR \\SRSQL
\SessionRecording\share # \\SRSQL\SessionRecordingRestored\share,
SRSQL AX 4RSS 2RI ENE,
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PE =
Session Recording Player T ER B S REBIBPTHETNS ($) WBRERTHXHEF. H—HFINSE
J61E 52370 Session Recording Server REER—&ITEN Lo

% Session Recording Server Properties — >

Storage  Signing Rollover Playback Motifications CEIP Logging RE* |}

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

sWaRS0LWSessionRecording ‘\share Add.

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
I YWSRSGL\SessionRecordingsRestored share I Browse...

Cancel Boply

4. @ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T# Session
Recording Server jEfft R AR IN—ME,

8. EnableLB
{E¥iE: 1 (D_WORD, ®XFEA)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 252



Session Recording 2308

B Registry Editor
File Edit View Favorites Help

ComputetHKEY_LOCAL_MACHINE\SOFTWARE Citrix\ SmartAuditor\Server
Vl; Computer Mame Type Data
:EE:—E b‘iiﬁfﬁg 28] (Default) REG_SZ (value not sct]
L o E LOGAL MAGEINE 7| _Installed REG_DWORD 0x00000001 (1)
- BC_DDDDDD[;DD IﬁJAHowLiVeP\ayba(k REG_DWORD 000000001 (1)
HARDWARE _‘_‘_’JAzureSQLServiceAdminPasswo‘.. REG_SZ
SAM Q}_ﬂAzureSQLSeNi(eAdminUsema.‘. REG_SZ
SECURITY ab| DatabaseFailoverPartner REG_SZ
; SOFTWARE 3,"] DatabaseMame REG_SZ CitrixSessionRecerding
y Citrix o DeferredHashCalcFileSizeThres... REG_DWORD 000200000 (2097152)
Citrix Desktop Delivery Controller || %] DormantTimelnHours REG_DWORD 0xDD00O03D (43)
Citrix Session Recording Iﬁ]EnableAnaly‘t\(s REG_DWORD 0x00000001 (1)
InstallAgent I;'_EJ EnableAzureSOLService REG_DWORD 000000000 (0)
Metalnstall e EnableLB REG_DWORD x00000007 (1) |
SmartAuditor EQF]EnabIeRchrdmgActlunLclggmg REG_DWORD 0x00000007 (1)
Server I;'_é]EnahIeSRStnrageLngging REG_DWORD 000000001 (1)
XenTools 2| EnableWebBasedSrPlayer REG_DWORD (x00000001 (1)
HenToolsinstaller ab] FileStorageDirectaries REG_MULTI_SZ WWSRSOL\SessionRecording'share
KenToolsNetSettings ab] LinkEmail REG_SZ
Classes 5] LinkExpire REG_SZ 1728000000000
Clients ) ab] LinkHost REG_SZ
DefaultUserEnvirenment 3}_’] LinkSalt REG.SZ Kk2odaT4
‘i:zlgle %4 LoggingBlockState REG_DWORD (x00000001 (1)
Microsoft 3_‘_'] LeggingDatabaseFailoverPartner REG_SZ
Moszilla _‘_‘_’]LDggngatabaseName REG_SZ CitrixSessionRecerdinglogging
mozilla.org i’;'_é]LDggmgLoggingState REG_DWORD 0x00000001 (1)
ODBC 54| MaxOpenfFiles REG_DWORD 0xD00D2710 (10000)
OpensSH EE]NotifyMessageByCulture REG_MULTI_SZ
Partner 3_‘_'] MotifyMessageDefault REG_SZ Your activity with the desktop or programis) you r..
Policies f;'_uﬂplayba(kpmta(tinn REG_DWORD 000000001 (1)
Cualys Iﬁ] PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
RegisteredApplications 3_‘_'] PolicyFilePath REG_SZ ChProgram Files\Citrix\SessionRecording\Server\...
Setup J";'Aj] PolicyFileRefreshPeriodInSeco.. REG_DWORD 0x0000012¢ (300)
WOW6E432MNode i’;'_é]RoIeEasedSe(untyEnabled REG_DWORD 000000001 (1)
SYSTEM o) RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
HKEY_USERS %4 RolloverTimelnHours REG_DWORD 0x0000000¢ (12)
HKEY_CURRENT_CONFIG 34 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)

5. E#iEsh Citrix Session Recording Storage Manager iR,

$18 3: 7£ Citrix ADC HFE2E 7 2 T

BFM A ERLE Citrix ADC RECE A TH, B TCP E&M SSL &%,

g TCP ERACE T

UTRINET T MENET TCP BB E T,

o MNREERHVIEET Python 1 WebSocket AR$588 (A4 1.0) :
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i- MfQS? ADC Load Balancing H 5
= HTTPS TP ‘ 1301‘ 443 ‘ 80 ‘ ‘« rrrrrrrr >‘ 1301‘ 443 ‘ 80 ‘ ‘ H HTTPS 443
— 5 i ; : SAN Certificate

MSMQ 1801
HTTP
80 Session Recording Server

!
[l

!

[

] E
e SAN Cerificate

Session Recording Server

TTPS |HTTP
443 | 30

o O

Client

o MNREEANZ IS PFEER WebSocket R388 (hkZs 2.0) :

i— veo ADC Load Balancing 5
T ocket 80
- HTALES TCP ‘ 1801 ‘ 443 ‘ ‘ R A *‘ 1801 ‘ 443 ‘ ‘ HTTPS 443 SAN Certificate
MSMQ 1801
TP
80 Session Recording Server
=
. ]
L -
-
i SAN Certificate

Session Recording Server

HTTPS | HTTP/WebSocket
443 20

® 0

Client

ZEd TCP E@EkENHTE, BTMUTIR:
1. &F3 Citrix ADC VPX 326,

2. 213l Configuration (BZE) > System (%% > Settings (3&&) > Configure Basic Features (&
BEAIIEE)
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
I Configure Basic Features I
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration b
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. EFENHTE, ARBEHE,

Citrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

4. RN TFERSES.
SMEIREEE > AHTEH > BMRSSE, AREEHM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.
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Traffic Management / Load Balancing / Servers

Servers @ I
(Q Clck heretorsearchar you can enter ey - Vlue formt 5
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I % srv-1 @ENABLED 10633255 I 0

Total 1 25PerPage v Page 1 ofl

5. 3¢F WebSocket BRZ 288k 7 1.0, iEREA Session Recording Server #xiiixA 80, 1801, 22334 0
443 B H TEIRS. T WebSocket R 38hr4s 2.0, A& Session Recording Server F im0
80. 1801 #1443 Mt H TR

SMEREEE > AHTH > kS, ARRIHRM.

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services [/ Services
System > H
Services
AppExpert b
II Traffic Management v Services o Auto Detected Services 0 Internal Services &

I Load Balancing | e ‘ Statistics

Virtual Servers

- Click here to search or you can enter Key : Value format
Services Q Clickh you can ent !

Service Groups NAME SERVER STATE

| Mo action ~

Monitors No items
Metric Tables

Servers

Persistency Groups

Radius Nodes f

Priority Load Balancing [

N

Content Switching |

HIEFMNEDT AHTEHRSBANGI. EERUERSE, EF BT Session Recording Server &9 IP ik,
%% TCP 1ERRSH[IMY, AERANROS, BEHEHE,
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Cifrix ADC VPX (1000)

DEHLIE]L

Configuration

Reporting Documentation Downloads

® Load Balancing Service
Basic Settings

Service Mame*

srv-1-80

©)

New Server o) Existing Server
Server”®

srv-1(10.63.32.55) %
Protocol*

TCP 0]
Port*

80 @
» More

o [

¥ TCP thiX is BB E ZI B M A T HARSS .
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*
H tp >]| Add || Edit ‘@

 Binding Details

Weight
1

| State

ﬁ Clcse

BHA LANREFERUREEN.

Traffic Management / Load Balancing / Services / Services

Services Q

Services 4 Auto Detected Services '« 0 Internal Services « 6

[(oa | [eot | [ peete | [ statisies | | [ aawon - search v
a Name State IP Address/Domain Name Port. Protocol Max Clients Max Requests Cache Type Traffic Domain
[m] sv-1-1801 oUP 10633255 1801 TCP o 0 SERVER 0
[m] sn-1-22334 oUuP 10633255 22334 TP o 0 SERVER 0
[} srv-1-443 our 10633255 443 TCP 0 0 SERVER 0
M s-1-80 oUP 10633255 80 TCP o 0 SERVER 0
B_.

e

%5 WebSocket BR328hR4s 1.0 A7 FEiH O 22334 pfa B FERS.

6. AR TEEMRS 2.

stF WebSocket AR5 23hk 7 1.0, iE5EA U THBUARMEEO 80, 443, 1801 f 22334 M5 H T IR
%588, YF WebSocket ARs588hR7 2.0, E#mMimA 80. 443 M 1801 M BT & EMARS 2R, Fl:
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Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Edit Delete Statistics Action -
a Name State Effective State IP Address Port Protocol Method
] vsnu-80 oup oup 10633260 80 TP LEASTBANDWIDTH
a vsiv-1801 oUuP oUP 10633260 1801 TP LEASTBANDWIDTH
a vsnv-443 oup oup 10.633260 a43 P LEASTBANDWIDTH
[m] Vsv-22334 oup ouP 10.63.3260 22334 TP LEASTBANDWIDTH

SMEREEE > AHTEH > EPRSS, ARRIHRM.
Cifrix_ ADC VPX (1000)
Dashboard

Documentation Downloads

Configuration

Reporting

o ofd]

Search v
Persistence % Health Traffic Domain

SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP % 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0

Q) Search in Menu Traffic Management / Load Balancing / Virtual Servers
System .
Virtual Servers @
AppExpert
iTraHic Management | ~ | Add ‘

I Load Balancing I v

Virtual Servers

ou can enter Key : Value format

QII. ck here to search or

NAME STATE
Services
. No items
Service Groups
Monitors TiEl @
Metric Tables
Servers

Persistency Groups

Radius Nedes

Priority Load Balancing [

Voo

Content Switching

£/ Citrix ADC VIP #isitiR#E TCP iR inE & kAR S 28,

‘ Statistics ‘ | Select Action

EFFECTIVE STATE IP ADDRESS
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi

network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e
IP Address®

10 . 63 . 32 . 60 (@)

Port

80 (0]

RBE T EMRSEHEEE— KON AT TERS. Fla:

Citrix_ ADC VPX (1000)

DEE L LE] Configuration Reporting Documentation

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Exportasa Template

Basic Settings

Name vsrv-80
Protocol TCP

State ®DOWN

IP Address 10.63.32.60
Port 80

Traffic Domain 0

Services and Service Groups

A service is a logical representation of an application running on a server.

Downloads

Listen Priority

Listen Policy Expression
Redirection Mode

Range

IPset

RHI State

AppFlow Logging

Retain Connections on Cluster
TCP Probe Port

NONE
P
1

PASSIV
ENABLI
NO

A service group enables you to manage a group of services as though it were a single service. After creating a service group, you can bind it to a virtual server, and you can add services

Note: Bind at least one service or service group to the virtual server.

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need.

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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Service Binding / Service

Service @3

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4

ERATES %,
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo
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Session Recording 2308

Persistence

Configure persistence to route all connections from the same use

persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)

Time-out {mins)*

2

IPv4 Metmask

255 . 265 . 26b . 2Bb

IPvE Mask Length
128

7. EiEiEHI88 L7 Citrix ADC VIP st eI2 ENIE R,

£, DNS Manager X
File  Action View Help
e z@ XEE Hm i
én D_NS Name Type Data Timestamp
e j Ll_SDC ﬂ_msdcs
w | Forward Lookup Zones j cites
> 2] _msdeslb.com jitc
> =l lb.com j‘ dp
» [] Reverse Lookup Zones — -udp
s 7 Trust Points jDomamDn;Zones
. = Conditional Forwarders || JForestDnsZones
Q(;ame as parent folder) Start of Authority (SOA) [47], Ibdc.Ib.com., hostma... static
Q(same as parent folder) MName Server (NS) Ibdc.lb.com. static
Q (same as parent folder) Host (A) 10.63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A) 10.63.32.82 static
Elteooc Host (A) 10.63.32.11 11/19/2020 11:00:00 PM
Host (A} 10.63.32.60
Host (A} 10.63.32.55 11/19/2020 2:00:00 AM
Elsrserver2 Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Q SRSQL Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
Eltsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 264
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8. Ei@ HTTPS ifia) Web #&ik2s, i5H#ifR Citrix ADC #1451 Session Recording Server t#%5 SAN iEH,
SAN iE$82% Citrix ADC #1&4 Session Recording Server # FQDN,

n | Certificate >

General Cetals  Certification Path

Show: | <All= w
Field Value ™
@.ﬁ.uthnrity Key Identifier KeyID=693d13b5730dcb45ah. ..

CF‘.L Distribution Points [1]CRL Distribution Point: Distr. ..
.ﬁ.uthnrity Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WehbServer
Subject Alternative Mame

DMS Mame=netscaler.lb.com, ...

ceaatf2c434becie 388000904, .

E

mbprint

DMNS Mame=netscaler.|b.com
DMS Mame=10.63,32.60

IP Address=10.63.32.60

DMS Mame=localhost

DMS Mame=5R.Server 1.lb,com
DMS Mame=10.63,32.55

IF Address=10.53.32.55

DMS Mame=localhost

Edit Properties. .. Copy to File. ..

@ SSL EHECE T

LUFHRENET 7 30fai@d SSLENEAD & fa 2 o

o MREERHIEET Python 9 WebSocket AR$588 (A4 1.0) :
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& [F

SAN Certificate

ADC Load Balancing

5l

Certificate

HTTPS 443

== MSMQ
- 1801
VDA
l =T HTTPS|
443
VDA

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS
443

® 0

Client

o WMREFEAMIZ IS PHEER WebSocket BRS388 (s 2.0):

MSMQ
1801
VDA

HTTPS|
—

ADC Load Balancing

SAN Certificate

TCP | 443 ‘ 1801 } ------------ ’ 1301| 443 ‘

Session Recording Server

HTTPS/WebSocket(WSS) 443
Certificate

VDA

1. &F3 Citrix ADC VPX 326,

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS/WebSocket(WSS)
413

® 0

Client

Session Recording Server
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. $i1% Configuration (fi2&) > System (%%) > Settings (i%&) > Configure Basic Features (i
BEAINEE).

Cifrix ADC VPX (1000)

ET G LGE Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration 5
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. #%$E SSL ENHM A T, ARBEHE.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

S5L Offloading HTTP Compression

.~ Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o [,

4. FIAEHTFERSES.

SMEIREEE > ARTH > BMRSSE, AREEHM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.
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Traffic Management / Load Balancing / Servers

Servers @
Q Click here to search or you can enter Key : Value format
NAME STATE IPADDRESS / DOMAIN
l v srv-1 @ENABLED 10633255

Total 1

TRAFFIC DOMAIN

25PerPage v Page 1 ofl

5. REHELE—FHHMPIE Session Recording Server il fa & F#ARS.

A4 Session Recording Server 0T A FEIARS

» (IXZfEMA WebSocket fRE28hR4s 1.0 BYAEE) 43E S TCP MesnimO 22334 19 SSL A& F#ifR

5

o HEE HTTPS 2889in 0 443 B9 SSL A 3T HiARSS
o 4PER| TCP f5M2sAviE 0 1801 A TCP fi & F#iARSS

flgn:

Traffic Management / Load Balancing / Services / Services

Services

Services 3 Auto Detected Services 0 temal Services | ¢

Configuration

State IP Address/Domain Name Port Protocol
LI 243 ssl

our

ou 2334 SSL

Reporting

Documentation

Sear

Max Clients Max Requests Cache Type

Downloads

Traffic Management / Load Balancing / Services / Services

System b .
Services
AppExpert b
ﬂ Traffic Management L Services i)  Auto Detected Services = 0 Internal Services 6
I Load Balancing | e Add ‘ Statistics | | No action ~
Virtual Servers
Q Click here to search or you can enter Key - Value format

Service Groups

Maonitors

Metric Tables

Servers

Persistency Groups

Radius Nodes
Prionty Load Balancing

Caontent Switching

NAME

No items

)]
@ >
@ >

SERVER STATE

e

Traffic Bomain
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(R4 15H WebSocket AR5 23hr4s 1.0 B9 A B E) K& Session Recording Server #ini1 22334
89 SSL i PR . BARHTERSWEMN, ERMEMRSE, %£3F Session Recording Server £ IP
ik, %E8F SSL EAMRSS#BIMY, BARKOS 22334, AGREHE,

BXR0, BERUTESEE,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-22334 @D

Mew Server o) Existing Server

Server®

srv-1(10.63.32.55) o

Protocol*

S5L e @

&

Port

22334 @

» More

o =

¥ TCP =38P ERINIARMBY SSL 2 T AR
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Binding Details

ad || Edt | ©

Weight
1 ®

| State

. |

#151 Session Recording Server 7z 443 #9 SSL A FHRS. BALHTERSNBN, EE
DIEARSS S, %% Session Recording Server #9 IP ik, %3 SSL {EARS SN, BAROS 443, A
BB EHEHE.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-443 @

Mew Server e Existing Server
Server*

srv-1(10.63.32.55) W
Protocol*

S5L e

&

Port

| 443 | @

» Maore

o [

¥ HTTPS M3 2INIARIMEY SSL 52 3 F&ARSS.
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

https E‘ Add it | @

Binding Details

Weight
1

 State

m Close

#E1 Session Recording Server #i0i% 0 1801 &) TCP R FHEiRS . BARH TERSWBIR, EE
HHEMRSs, %% Session Recording Server B9 |P #idik, %% TCP 1EARRS (MY, BAROS 1801, A
EREHE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 273
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name®
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1 {10.63.32.55) S

Protocol®

TCP e {D

i

Port

1801 @

b More

o =

¥ TCP 2B SE NI TCP 73 F#ARSS.

Documentat
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

fcp > | | Add Edit |®

Binding Details

Weight
1

| State

- .

6. (IR4fEA WebSocket BR5588hR7 1.0 BIAEE) AifH 22334 195 SSL AEFHRSHFM HTTP REX
o

SMERSL > EEXH >HTTP EEXH, ARREHM.
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cCitrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Profiles / HTTP Profiles
System e '
I Profiles
Licenses
P TCP Profiles = 13 HTTP Profiles Database Profiles = 0 SSL Profil
Settings
Diagnostics Add
High Availability b
NTP Servers Q Click here to search or you can enter Key : Value format
Reports NAME DROP INVALID INVALIDATE HTTI
Profiles nshttp_default_profile » b'e
Partition Administration S nshttp_default_strict_validation v v
User Administration > nshttp_default_internal_apps v '
Authentication >
Total 3
Auditing >
SNMP b

%= WebSocket EEE S EH EZHMAINRE,
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HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams

100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20

HTTP/2 Maximum Header List Size

24576
HTTP/2 Maximum Ping Frames Per Minute
HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@

Alternative Service

Mark HTTP/0.9 requests as invalid

Mark RFC7230 Non-Compliant Transaction as Invalid

| Drop extra CRLF
Drop extra data from server

Adaptive Timeout

| Connection Multiplexing
Mark CONNECT Requests as Invalid
Mark HTTP Header with Extra White Space as Invalid

Enal:ﬂe WebSocket connections @ |

| HTTPWeblogging

FENHTTP EBEEXHMEF (a0 websocket_SSL),

Drop invalid HTTP requests
Mark TRACE Requests as Inve
Compression on PUSH packet
Enable RTSP Tunnel

Persistent ETag

REIFINRO 22334 B985 SSL AR THARS (FlW0 srv-1-22334), B +EEXM

cifrix ADC VPX (1000)

Dashboard Canfiguration Reporting

@ Load Balancing Service

Basic Settings

Service Name 2334
Server Name srv-1

IP Address 10.63.32.55
Server State ®DOWN
Protocol SSL

Port 22334
Comments

Monitoring Connection Close Bit NONE

Service Settings

Sure Connect
Surge Protection  OFF
Use Proxy Port YES

HA Status

Mot configured

Documentation Downloads

Traffic Domain 0
Number of Active Connections

Hash ID

Server ID None

Clear Text Port -
Cache Type SERVER

Cacheable NO
Health Monitoring YES
AppFlow Logging ENABLED

Use Source IP Address ~ NO
Client Keep-Alive NO
TCP Buffering NO

Partition ..
default

nsroot

o]

Help

Advanced Settings

+ Thresholds & Timeouts

+ Profiles

+ Policies

=+ SSL Profile

+ SS5L Policies

+ Certificate
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EEHTTP BEX#H (flsn websocket _SSL), RABEMKREPEHHENMSTH.

Profiles

Met Profile

v +
TCF Profile
v +
HTTF Profile
websocket SSL |l +
DM5 Profile Mame
W

Done

7. (IR4fEA WebSocket BRS588hR7 2.0 A RE) HiKO 443 py&1 SSL A TFHARS AN HTTP BEEX 4.
8. 7eigizHlgs £y Citrix ADC VIP i8I EHIE R

£, DNS Manager - O X

Eile  Action View Help

=2 | 7FXE=z HE § 88

én D_NS Name Type Data Timestamp
v & LBDC Tmedes
~ || Forward Lookup Zones j_SItES
2] _msdcslb.com j_t
|
= Ib.com j’ :
_udp

| Reverse Lookup Zones

i Trust Points jDDmainDnsZones

| Conditional Forwarders jFU’EStDmZU"ES
E(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma... static
E(same as parent folder) MName Server (MNS) Ibdc.lb.com. static
E(same as parent folder) Haost (A) 10,63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A} 10.63.32.82 static
Elieooc Host (A) 10.63.32.11 11/18/2020 11:00:00 PM
tscaler Host (A) 10.63.32.60
Elsrserven Host (A} 10.63.32.55 11/18/2020 2:00:00 AM
ElsRserver Host (A} 10.63.32.68 11/19/2020 11:00:00 PM
Elsrsat Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
QTS\IDA Host (A) 10.63.32.215 11/23/2020 2:00:00 AM
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9. AR TEEIIRS 3.
£/ Citrix ADC VIP #ifiE7RINA S $2 3 F & R Ik AR 55 28

o ([RLfEFA WebSocket fRS5 2807 1.0 YA HE) EF SSL #9iH0 22334 A BT EMARSS 28
o BF SSL 09RO 443 B BT RIE AR SS 25
o EF TCP 8vi%0 1801 Ayth HF B EIAIRSS 25

BXRG, BERUTESEE,

Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Delete Enable Disable Statistics Action -
a Name State Effective State IP Address Port Protacol Method Persistence % Health
[m] vsrv-1801 our our 10633260 1801 TCP LEASTBANDWIDTH SQURCEIP 00.00% 2 UP/0 DOWN
o vsrv-443 ouP oup 10633260 443 ssL EASTBANDWIDTH SOURCEIP 2UP/0 DOWN
[m] vsrv-22334 SUP our 10633260 22334 S5l LEASTBANDWIDTH SOURCEIP 100.00% 2 UP/0 DOWN

SMEREEE > AHTE > EPRSH, ARREHRM.

Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Virtual Servers
System > H
Virtual Servers @
AppExpert b
iTraHic Management | b | Add ‘ ‘ Statistics ‘ | Select Action

I Load Balancing I i - i
Q=, ck here to search or you can enter Key : Value format
NAME STATE EFFECTIVE STATE IP ADDRESS

Services
. No items
Service Groups

Monitors THEl @
Metric Tables
Servers

Persistency Groups

Radius Nodes (

Priority Load Balancing [

>
Content Switching [ b

£/ Citrix ADC VIP stk ineE & EiIMARSS 28, RS 2BBHR, 18 TCP 5 SSL, A0 EXFRERFMEX

wAS,.

E
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server
Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi
network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*
vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e

IP Address®
10 . 63 . 32 . 60 (@)

Port

80 (0]

» More

o [

RBE T EMRSEHEEE— KON AT TERS. Fla:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 280



Session Recording 2308

e

Service Binding / Service

Service &

Edit

Q Click here to search or you can ente

NAME

srv-1-22334

] svi-443

srv-1-1801

Total 3

R4 ER WebSocket fRSS28has 1.0 BY, A FEEimO 22334 WA H FERS.

ERRHTE S
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo
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Persistence

Configure persistence to route all connections from the same use
persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)
Time-out (mins)*
2

IPv4 Metmask

265 . 25h

%)
£
o
]
(%]
o

IPvE Mask Length
128

(V45 WebSocket RS5880R4 1.0 A FE) Ak 22334 WHAHTEEIMNIRS RN HTTP BERE X 4

Profiles X

A profile is a collection of settings that can be applied to a NetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

‘ hd || + | | [websctket_SSL VI| + || /|
TCP Profile DB Profile

| |+l 9 P
LB Profile DNS Profile Name

| |+l |+l

10. 7£ Citrix ADC FR&es@ R E ] %Z R (SAN) iEH.

MBISIEBMAEMNE (CA) 3KEX PEM A8 0H SAN IEH, BISMEREEE > SSL > REB[IEPAS, 7
Citrix ADC Hr#REUH L EUE B,

BEXEAER, BB SSLIEH,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 283


https://docs.citrix.com/zh-cn/citrix-adc/current-release/ssl/ssl-certificates.html

Session Recording 2308

4 Install Certificate

Certificate-Key Pair Name®

||bcarc|

Certificate File Name*

| Choose File v‘lhcard.cer |

Key File Name™

| Choose File -!r‘lhcarr:l.kegrr |

Password™

[# Motify When Expires

No SNMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Naotification Period

|3Cl

11. 55 SAN IEB4PEZIE SSL f1 i FEEIMARSS 2o

SMEREEIE > L HTE > BINBRSS R, 18T SSL AHTEHEDRSE, ARRERSS[IES.
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Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Mame vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Domain 0

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

MNo CA Certificate

AN ESR A SAN IEH, ARRTHE,

S 4: FEEWER Session Recording Agent L7 1% 61 3 P

1. ERAIREERNHF &SR Session Recording Agent.
2. T7 Session Recording Agent &,

3. WME@EE TCP /A Microsoft SEEBATI (MSMQ), ERMIMFE,
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7z Session Recording Server igh# A\ Citrix ADC VIP #tiik89 FQDN,

@) Session Recording Agent Properties —

Recording Connections

>

Session Recording Server: MNetScaler Ib.com

Session Recording Storage Manager message queue

Protocol: TCP L
HTTR/HTTFS port: Default
Fort Number:

Message life specifies the period during which data remains in the

message quels.

Meszage life (seconds):

Session Recording Broker
Protocaol: HTTFS e
HTTR/HTTPS part: Custom b

Carcs

Apply

25 Session Recording Server &, # HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\
MSMQ\Parameters F#&#inl IgnoreOSNameValidation DWORD EHEHIEEN 1., BXi¥4H

B8, BEREMRAFOXE CTX248554,

4. NRE@EI HTTP 5% HTTPS A MSMQ, BRIt B

(NRIEFBEETTR, EBGT) FEEiEsizg £ Citrix ADC VIP stk EAIER.
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2, DNS Manager

File  Action View Help

= D XE = Bm § 8
2 [ENS Name Type Data Timestamp
~ o LBDC T_msdcs
~ || Forward Lockup Zones j sites
-| _msdes.lb.com j_t(p
- | Ib.com -
| Reverse Lookup Zones j’Udp
Trust Points jDomamDnsZones
| Conditional Forwarders jFD'EStD”SZDHES
E—|(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma...  static
E—l(sameas parent folder) Mame Server (MN5) lbdc.lb.com. static
[—l (same as parent folder) Host (4) 10.63.32.62 11/19/2020 2:00:00 AM
i Host (A) 10.63.32.82 static
Host (A) 10.63.32.1 11/19/2020 11:00:00 PM
10.63.32.60
Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
Elrsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM

==

=81 Session Recording Server t,izfTpowershell.exe -file SrServerConfigurationSync
.psl -Action AddRedirection - ADCHost <ADCHost> &< L3 Citrix ADC NEE
BARMEI A EN. <ADCHost> J Citrix ADC VIP #th3itfy FQDN, 7£ C: \Windows\System32\

msmg\Mapping TEREEBEXMHE (0 sr_lb_map.xml).

EX Administrator: PowerShell

X infT PowerShell.exe Bdt#El SrServerConfigurationSync. psl FREMSIHRE,

ion. All r

7z Session Recording Server i+ A Citrix ADC VIP 33ty FQDN, f%0:
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[ Session Recording Agent Properties — x

Recording Connections

Session Recording Server: NetScaler lb.com

Session Recording Storage Manager message queue

Protocaol: HTTP ~
HTTR/HTTPS port: Default ~
Port Number:

Message life specifies the peried during which data remains in the
Message queue.

Message life (seconds):

Session Recording Broker

Protocol: HTTPS v
HTTR/HTTPS port: Custom w
Port Mumber:

Conoe | [ opy

$B5: BEWER Session Recording Player L3z #5615 1

=% 7 Session Recording Player A#HE&ITHEN £, #& Citrix ADC VIP #tiiitsi H FQDN #RinA B &
Session Recording Server,

$E6: REAHTHETSATEREENME Session Recording Server

1. Bz Citrix B#=IE,
2. BERBAURFIRIE,
3. ## Web #E#33#0 Session Recording Player &) LB R HIS 4

S8 T: HINE% Session Recording Server

1. ER—FHFEE—AITEN, HEIHEN LN%E Session Recording Server #1 Session Recording B2
R BATIEREIR,
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement —
Feature (Select all)

v Core Components
— Session Recording Palicy Cansale
Features — - . B
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Administrator Loggin [+ e - ;
R Citrix Session Recording Broker and Storage Management
Summary
Install - Sess ilo n Recording .f.n.dmin istrator Log.gl'ng . . )
v Administrator Logging captures Session Recording Server configuration changes and
Finish

recording activities to the Session Recording Database.

— Session Recording Database
Citrix Session Recording Database

Back | Mext | Cancel |

2. fEA5MA Session Recording Server HHREIRER R, fl0:
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Citrix Virtual Apps and Desktops 7

Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
" Core C onents
e Configuration
+ Features
The Administrator Logging database is installed on the SQL Server instance:

+ Database and Server

SRSQL v

Administrator Logging

Summa
i Administrator Logging database name:
Install
|CitrixSessionReccrdingLogging v
Finish

Test connection...

W Enable Administrator Logging
_ This option enables the Session Recording Administrator Logging service,

] Enable mandatary blacking
_ This option blocks pelicy and server property changes if logging fails.

Back ﬁ Cancel

3. BRITEN LML XIS,

4. 1ER%#T Session Recording #iEER SQL Server £, $§Fr%& Session Recording Server i+ &k~ 5
IEIHEZH Session Recording #uigEF, REAEHSE db_owner PR, FIa0:
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Lt); Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
= | " - - o | a2 New Cuery P I o | - - | b | Generic Debugger -
gl v X @ Database User - LB\SRSERVER2S - o x
Connect~ ¥ *¥ (VIS P T sert = © Hob
= i@ SRSOL (SOL Server 14.0.900.75 - LB\ = »
=] Databases & Owned Schemas
Systern Databases & Membership User type:
Database Snapshots F Securables Windows user
= i@ CitrixSessionRecording # Edended Propet
Database Diagrams User name:
Tables LB\SRSERVER2S | |
Views Login name:
External Resources WVEHZ‘ ‘
Synonyms -
Programmability
Service Broker
Storage Default schema:
=] Security I |db° I
= Users
&3 dbo
&7 guest ‘Connechon
&2 INFORMATION_S Server:
ﬁ LBASRSERVER1S SRSAL
&3 LB\SRSERVER2S Connection:
&9 LB\SRSERVER3S LB'administrator
& oy ¥ View connection properties
Roles
Schemas
Asymmetric Keys
Certificates Progress
Symmetric Keys Ready
Always Encrypted Ke
Database Audit Speci
Security Policies
W CitrixSessionRecordingLoggi
Security - e
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W Database User - LB\SRSERVER2S — O x

Selecta page IT Script ~ @) Help
& General

& Owned Schemas
y 2 Database role membership:
& Securables Role Members

& BEdended Properties i db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner I
db_zecurtyadmin

O
O
O
O
O
[J
O

Connection

Server:
SRSGL

Connection:
LB administrator

ﬁ View connection properties

Progress
Ready

Cancel

5. {EM# Session Recording Server B9itBHlkF (g0 LB\SRServer2$) HZ=REIGEFMEMIREY/SA
BRHEESIHFE (130 SessionRecording #l SessionRecordingsRestored), #HfER
ETHE S

6. EE P 3 9% Session Recording Server iRiNAET#RS, AEHIENE EINIRS 2R UM A B TFERS
WINGE. THRAINESEIMARSS 2. 0.
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Cifrix. ADC VPX (1000)

DEELEL Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert
I Traffic Management W Select Action w
Load Balancing w

re to search or you can ent:

Virtual Servers

. NAME STATE IPADDRESS / DOMAIN
Services

srv-1 @®ENABLED 1063.3255
Service Groups @ @ ! -

. @ENABLED 10633274
Monitors

Metric Tables o=l
Servers

Persistency Groups

Radius Nodes (

cifrix ADbcvex (1

Dashboard Configuration Reporting Documentation Downloads

Q Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
ITmmc Management ~ Services )  Auto Detected Services 0 Internal Services | 6
Load Balancing o

Virtual Servers

Service Chaining

User

Services
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Menitors srv-1-80 eupP 10633255 80 TcP
Metric Tables srv-1-443 eurP 1063.3255 443 TCP
Servers srv-1-1801 eUuP 10633255 1801 TCP
Persistency Groups eup 10.63.32.65 22334 TCP
Radius Nedes @ euP 1063.32.74 443 TCP
Priority Load Balancing \I\ > oupP 1063.32.74 80 CcP
Content Switching \1\ > eouP 10633274 1801 CcP
Cache Redirection @ > srv-2-22334 ®UuP 10633274 22334 TCP
DNS > Total 8
GsLe @ >
ssL 3
Subscriber >
>
>
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q1 Search in Menu Traffic Management / Load Balancing / Virtual Servers

System

Virtual Servers

AppExpert >

<

ITraﬁicManagemenl | Add | | Edit | ‘ Delete | ‘ Disable | | Rename | ‘ Statistics | | Select Action ~

Load Balancing i

Q Click here to search or you can er

NAME STATE EFFECTIVE STATE IP ADDRESS

:Value format

Services

vsrv-80 L JUY euP 10.63.32.60
Service Groups

. vsrv-1801 eup eUP 10.63.3260
Monitors

vsrv-443 L JUS euP 10.63.3260
Metric Tables

Servers vsrv-22334 euP euP 10.63.32.60

Persistency Groups Total 4

Radius Nodes

Priority Load Balancing

Content Switching

Cache Redirection

DNS

GSLB

SSL
Subscriber

Service Chaining

=)
R N N VIV VR

User

Optimization >

Qarnritu ~
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Load Balancing Virtual Server Service Binding

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.32.55 22334 TCP
srv-2-22334 1063.3274 22334 TcP

7. % Session Recording #fUEHI A EXH SessionRecordingAzManStore. xml MEIEH Ses-
sion Recording Server E#ZI## Session Recording Server, Xl F <Session Recording
Server installation path>\App_Data T

8. ¥ MSMQ & HTTP 3¢ HTTPS BT ## Session Recording Server, ERMU TS BUSNYRIERE
i51TH Session Recording Server B9 RIEE,

EBAER Session Recording Server (5§l SRServerl) k, i&f7 powershell.exe -file

SrServerConfigurationSync.psl -Action Export - ADCHost <ADCHost >

&<, Ef <ADCHost> A Citrix ADC VIP # it 89 FQDN. LtES £ S H B EM R CH (40
SrServerConfig.reg).

¥ SrServerConfig. reg X#EEHIEIHFE Session Recording Server #izf7 powershell.exe
-file SrServerConfigurationSync.psl -Action Import,AddRedirection
- ADCHost <ADCHost> #%. EnableLB &i&#mM=I HKEY _LOCAL_MACHINE\SOFTWARE

\Citrix\SmartAuditor\Server T i # Session Recording Server Byt R &, H &

C:\Windows\System32\msmg\Mapping F&il sr_lb_map.xml xf.

9. BESZIRELURMSB—1 Session Recording Server,
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HEHER

+ %t Session Recording Server 5H CNAME i2R % ALIAS i2RBY, FRFREISiIE, BXFMM=L, BHSHM
IRAASZE CTX248554,

o REIXHTTLIEMEELRK, EREFEEEEASRATE (UNC) BEdh, BRI, 5% Citrix Session
Recording Storage Manager IREHIBEEXNEXI Automatic (Delayed Start) (B35 (ERBED)) .

£ Azure Z8E Session Recording LI FATE fa %

January 11,2024

BEFRM

« IEBE Azure 23 Citrix Virtual Apps and Desktops g Citrix DaaS (LLgi#FJ Citrix Virtual Apps
and Desktops BRS).
o BB — Azure K,

418 1: 3% Citrix Virtual Apps and Desktops =212 L #2| Azure
==

ME RS Citrix ik A Z383518 Citrix Virtual Apps and Desktops T#EH G~ 1SO X & T # 2
Azure EY VM, EBGEHE 1o

1. 7 Azure ], BIE—NER v2 FiEtk P FESEAEsEE Standard.

Xt Azure FHERIFRA IR IREREE B #1To
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A\ Create storage account - Micros: X +

&« (&} & portal.azure.com/#create/Microsoft.StorageAccount

Microsoft Azure R Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

L L e G s s e AL s ¥ [ s e s i DU e D g S A L S e Sy Sy
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.

Learn more about Azure storage accounts '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
yaur resources.

Subscription * ‘ cse-dev-03-ca ~ |

Resource group * ‘ ~ |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * (1) ‘ |

Location * ‘ (US) East US v |
performance (D @ Standard O Premium

Account kind O ‘ StorageV2 (general purpose v2) v |
Replication ® { Read-access geo-redundant storage (RA-GRS) % I

< Previous Next : Networking >

https://portal azure.com/#

2. SMBIEEMEKS, SA/57E Blob service (Blob fRs3) 24 Hi%k#E Containers (F22) LIGIEAR,

&g ®s 2 0

Home >

= I | Containers

Storage account

[0 search (ctrl+/)
access keys

v O Refresh

Search containers by prefix (® ) Show deleted containers

Geo-replication

(]

CORS Name Last modified Public access level Lease state

Configuration You don't have any containers yet. Click "+ Container to get started.

Encryption

® o

Shared access signature

al

Networking
O security

8 static website
i
|

Properties
A Locks
Blob service

Containers

i ]

Custom domain
Data protection

Object replication

P % @

Azure CDN

5  Add Azure Search
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3. ¥ Citrix Virtual Apps and Desktops REEF LHIIAETF.
N < -orcn recources, envices, and doce G/

Home > yuchunjstg1 >

Upload blob X
[ yuchunblob/
Container Files ©
\p Search (Ctrl+/) « T Upload (& Change accesslevel () Refresh o \“Omx,VHmal,APps,and,Deskmps,-- E
3 Overview Authentication method: Access key (Switch to Azure AD User Account) [ overwite i fles already exist
Location: yuchunblob
£ Access Control (IAM)
| Vv Advanced
Search blobs by prefix (case-sensitive) J (
Settings
@ Shared access signature Name Modified Access tier Blob type Size
Upload
Access policy No results
1! Properties
O Metadata

$B 2. 7 Azure [JPHEIE SQL H£E LA

BXFAER, ESHCIE Azure SQL HE LA,

$1% 3. i Azure E#IH (VM)

St FE, 5%EE Windows Server 2019 Datacenter -Genl, XtF X/, i&1%1% Standard_D4as_v4 -4

vcpus, 16GiB memory (Standard_D4as_v4 -4 4 vcpu, 16 GB A7E). BxF4MER, EBHE Azure A
Fg)E Windows mE#liil.
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c

@ portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure

R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Your resources.

Subscription * ([ | cse-dev-03-ca v ‘
Resource group * @ | (New) Resource group N ‘

Create new

Instance details

Virtual machine name * (O | ‘

Region * @ | ws)eastus v |

Availability options () | No infrastructure redundancy required ~ ‘

Image * (@ l [ windows Server 2018 Datacenter - Gen' ~ ]
See all images

Azure Spot instance (O D

Size * (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) .
See all sizes

Administrator account

Username * (1) I

Review + create < Previous ‘ Next : Disks >
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S8 4 2R EH I Citrix Virtual Apps and Desktops 2125 7% Azure VM

8 ®o 0 o0

X
Search (Ctrl+/) « T Upload () Change accesslevel (O Refresh [i] Delete 2 Change tier & Acquire lease 7 View snapshots [ Create snapshot
I Overview D User Acco
A Access Control (IAM)
Q Show deleted blobs
Settings
@ Shared access signature Name Modified Access tier Blob type Size Lease state
I B & citrix vi i / : (
Access policy B [ ciuix Virtual_Apps_and_Desktops_7_2012iis0 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 4B 2 viewjedit
m
i1l Propert 4 Download
O Metadat, P
25 Properties
@ Genera te SAS
2 View previous versions

A View snapshots

£ Create snapshot

2 Change tier

& Acquire lease

[ii] Delete

$B 5. BTRERFLUE Azure VM £ Session Recording 4

BEXFMEE, BBA%E Session Recording Administration A

$E 6. BB Azure XHHZLUEMERFIG

BN Azure XEHZLUEMERGIE, BRUTSE:
1. £ Azure "] R, SIEEMEKF, AL Azure XHHE,
BXPHSENIIER, BEAEH Azure TP IBREE Azure XHHEZ, TRENGEENRE,

Session Session
FREIHR BRRFINZIE XHHZECH Recording Recording
(MB//)\ad) # X EHE (TB) Server #i2 Server A/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
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Session Session
REISTHEARND BRERHNRIE XHHEZRE Recording Recording
(MB//)\ee) k34 XFHE R (TB) Server & Server KX/
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X£9 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£9 10 2500-4000 SSD Premium 10 2 Standard
D4as_v4

XHEHERTERIESX 8 /. 8A 23 M IEANSIREXH—TANREBHRITEN.

2. 3% Azure XHEHEZEIRAFMNEILET Session Recording Server B9E#1,

a) UBEBREMBIHSRTR, ABBIEEIEEMN N <Session Recording Server 24 &12\>\Bin
X,

B I\ 1§ R T, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server i,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> f<,

He,

+ <storageaccountname> 2 Azure HEHEMHEIKF BT,
+ <filessharename> 2 EHF K FEEHNXHLZHN A,
« <accesskey> BB FiHIAXHHEZMZEMEHF 2.

BT AR LUREVERFEK R 28

o AL B EXHHZTEFANERERN B R EE T R P RIVERNF KA 2.
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1docs (G+/)
Connect X
i sesswnrecordmgs sessionrecordings
* SMB File share o
P Search (Ctrl+)) « T Upload -+ Adddirectory | 4\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
. Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found. —_—
m
Il properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& Backup [z v
Monitoring Authentication method

e QO Active Directory
fil Metrics
"I @ Storage account key

@ Connecting to 2 share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Lear more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
l C 1. i -

Juser:"Azure'
/pass:™DSjcn, ZWPxhckj TgGZ Ui 7 D

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

o
<
<

Learn how to circumvent the port 445 problem (VPN)

o AT LUEE B S FAENK P SUE A N S AR BV 18 2 SR SRR AN K - B $Ro
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature

Networking

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

@ Security
:|' Properties

E| Locks

File service

& File shares

Monitoring
@ insights

BN alerts

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,
i. $T7F Session Recording Server Ef%,
il. PHFEET-R LA,

iii. £/ \\<storageaccountname>.file.core.windows.net\<filessharename>\<subfolder>
EEAN UNC BBiR,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHFIEERWIEETHHEE.
v. B Session Recording Server EE O A,
Vi. NATARGBEREEHE.

vii. RFIRTEEFHEBDH Session Recording Storage Manager RS THE,

Session Recording Server Properties

The “Citrix Session Recording 5torage Manager” service needs
to be restarted for changes to come into effect,

Do you wish to restart the service now?

SBT. NS

MNEREF %4 Session Recording Server, HiTENEEEERNAETESS. Azure RETHFEWREFERET
AHTEINET, ARIH ARSI SETRE Azure HIR Citrix ADC. Azure f #3928 Azure R BZFERIXHI

UK N
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5% 1: 7£ Azure oI Citrix ADC VPX 524

1. £ Azure "]JPeR, SigZiESHEA Citrix ADC,

2. drixanc

Services Marketplace See all

Rece g Livearena Broadcast B citrix ADC

Namll Resources 8§ Citrix ADC 13.0 - Azure Stack

it Viewed

By Citrix ADC 121

= No results were found. 2w seconds ago
8§ Citrix ADC VPX FIPS

) yu 2w seconds ago
Documentation Seeall

=y minutes ago
Tutorial: Azure Active Directory single sign-on ...

@ =R . . minutes ago
Tutorial: Azure Active Directory integration with Citrix ...

& s Azure AD secure hybrid access | Microsoft Docs gy ago

<> SR Linux virtual desktops with Citrix - Azure Example ... ay ago

(%) sn Resource Groups ay ago

{} B No results were found. teeks ago

== 9 Didnt find what you were looking for? leeks ago

() st @) 11y searching in Activity Log | i

4> VN & Tiy searching in Azure Active Directory 10nth ago

(%) 1in Searching all subscriptions. Change fonth ago

Navigate

Subscriptions [ <] Resource groups All resources Dashboard

2. i#%#% Citrix ADC VPX Bring Your Own License (Citrix ADC VPX B#i¥83E) it%l, A58 T Create
(B1)o

O Search resources, services, and docs (G+/)

Home >

Citrix ADC =

Citrix

Citrix ADC < add 1o Favorites
CilrIX. % oo 0mings

Azure benefit eligible 7'

Select a plan | Citrix ADC VPX Bring Your Own License \/

Overview  Plans  Usage Information + Support  Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business' unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application delivery, a ¢ system, and or and automation for
applications across cloud or hybrid environments for greater agility. Citrix's all-in-one solution brings peint solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.
o Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.
Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

S

o Fmmtealiad Mt S i berheid oo Arelaimant ansine o manann swith & sinml mann thas meaidan sichiling and ~tnmarinn amenee Al fnrm fambare

3. EEROIEHIFA, ASTE Basics (BAE) BIFHIGEHMILE.

4. B VM K&,
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A Creste Citrix ADC - Microsoft Az X =+

« (&) 8 portal.azure.com/#create/citrix.netscalervpx-Tvm-3nicnetscalervpx-1vm-3nic-byol

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

L]
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * (O 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
05 disk type (D (“ Premium_LRS
i i (o)
Assign Public IP (Management) © (@) Yes
) ) i ) @
Assign Public IP (Client traffic) @ (®) Yes
Unique public IP domain name suffix * (O | d28e81a280 v
Azure Monitoring Metrics (0 O Enabled
(®) Disabled
Backend Autoscale (O O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings >

5. ENE, EREHERMEIRE, %iE ssh (22), http (80), https (443) (ssh (22). http (80). https
(443)) BFAHNERO,

EINMLIEE IR, MREBERE Session Recording 3%, Ma]LUEREEIMEINRS 33 FMIZE.,
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Microsoft Azure £ search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (O | (new) citrix-adc-vpx-virtual-network ~ ‘
Create new

Management Subnet * (O | (new) 01-management-subnet (10.1.25.0/24) ~ ‘

Cliert Subnet * () [ new) 11-client-subnet (10.1.29.0/24) v

Server Subnet * (@ | (new) 12-server-subnet {10.1.30.0/24) ~ ‘

Public IP (Management)

Management Public IP (NSIP) * (D) | (new) citrix-adc-vpx-nsip ~ ‘
Create new
Manzgement Domain Name (O | citrix-adc-vpx-nsip-23f12ee6b2 \/‘

.eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (&) | (new) citrix-adc-vpx-vip s ‘
Create new
Clientside Domain Name (& | citrix-adc-vpx-vip-23f12eesb2 \/‘

.eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP () O None

O ssh2)

(®) ssh (22), http (20), htps (443)

Review + create | < Previous | | Next : Review + create >
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= Microsoft Azure 2 Search resources, services, and docs |

Hoeme > Citrix ADC >

Create Citrix ADC

Basics VM Configurations MNetwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * (D (new) citrixadcvpred2b4be259 v

Create New

Network Settings

Configure virtual networks

Virtual network * (& | (new) citrix-adc-vpx-virtual-network ~ |
Create new

Management Subnet * @O | (new) 01-management-subnet (10.1.32.0/24) ~ |

Client Subnet * (@ | (new) 11-client-subnet (10.1.33.0/24) ~ |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) ~ |

Accelerated Networking

Accelerated Metworking (Management @ On
Interface) @ O off

Accelerated Metworking (Client Interface) @ on

© (O off

Accelerated Networking (Server @ on
Interface) @ O of

Public IP (Management)

Management Public IP (NSIP) * (@ | (new) citrix-adc-vpx-nsip ~

Crmmdo moa

Review + create | < Previous | | Next : Review + create > |

6. % Next: Review + create (T—#: & + ¢IE2) I Citrix ADC VPX SLAIHEZH BT Ko
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= Microsoft Azure £ Search resources, services, ai

Home > Citrix ADC >

Create Citrix ADC

G Walidation Passed

Basics VM Configurations Metwork and Additional Settings Review + create

PRODUCT DETAILS

Citrix ADC
by Citrix
Terms of use | Privacy policy

TERMS

By clicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (<} agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Micrasoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cze-dev-03-ca
Resource group srcmdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsraot

Password P

VM Canfinuratinns

MNext Download a template for automation

7. %FR IP (SNIP) #thi11t#0 Citrix ADC VIP #i3ib& B R FR—FM .,
SNIP sthitF0 VIP b L F R —F M. 7RG, Fi1& VIP thitigE 77E SNIP ikt 7P,
a) f=Lk citrix-adc-vpx E#iH.
b) F2k VIP tthatpF/,
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Microsoft Azure

citrix-adc-vpx-nic11

Home > srib )|

Network interface

|}7 Search (Ctrl+)) ‘ «

@ overview
=] Activity log
"R Access control (IAM)

L 4 Tags

Settings

B2 DNS servers

L Network security group
Hi Properties

B Locks

Automation

.f. Tasks (preview)

5 Export template

Support + troubleshooting
= Effective security rules
© Effective routes

R New support request

£ adc

citrix-adc-vpx-nic11 | IP configurations

+ add B X b O Refresh
IP forwarding settings

—
1P forwarding l Enabled )

Virtual network srazureautovnet

IP configurations

0 The associated virtual machine ‘citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.

‘ P search IP configurations

Name IP Version Type Private IP address Public IP address

vip IPvd Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)  ***

Home > srlb > citrix-adc-vpx-nic11

citrix-adc-vpx-nicl1 | IP configurations

Network interface

«
@ overview

@ Activity log

p}l Access control (IAM)
@ Tags

Settings

& IP configurations

B DNS servers

9 Network security group
il Properties

B Locks

Automation

2 Tasks (preview)

5 Export template
Support + troubleshooting
= Effective security rules

< Effective routes

8 New support request

+ Add X piscard (O Refresh

A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

IP forwarding settings

P —
IP forwarding |{ Disabled Enab\ed}

Virtual network srazureautovnet

IP configurations

Subnet * srazureautosubnet (192.168.1.0/24)

2 search IP configurations

Name IP Version Type Private IP address Public IP address

vip 1Pv4 Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)

c) B citrix-adc-vpx EMH

I 2: AIE Azure fiEitYhTes

Azure iR T TCP Bi@fRs3. TERT 7@ TCP E@# T hH T,
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sricpruled43

srtcprule80 SR-Server1
LoadBalancerFront... T = TN SRBackendPool :
= ) =
B ———————————— 1 v
o \ % SR-Server2

_ sricprule22334 -

N — /
\ - - V
\ — /

N, —_— /

, /

\“\grtcpru le SQ]’"

1. BIE Azure taZI9EES,

a) 1 Azure I'JP &AM Marketplace (i) +i%#* Load Balancers (fi#i 123,

= Microsoft Azure  [FellSCEREne T 0 & 7?2 © Yuchuanang@c|trlxg%r; '
. Services Seeall Marketplace Seeall
Azure servic
& Load balancers 3 KogSistem Azure Load Balancer Management
+ Load balancing - help me choose (Preview) £ Load Balancer / ADC -
Creati & Application gateways Y aiScaler Load Balancer & Site Acceleration N e services
resource  Front Doors £ Ishlangu Load Balancer ADC IS-5000 (5Gbps)
@ Web Application Firewall policies (WAF) Documentation Seeall
# CloudAMQP )
Recent resot Load Balancer | Microsoft Docs
# CloudMonix
What is Azure Load Balancer? - Azure Load Balancer
Name & Workload Insights

Azure Load Balancer concepts | Microsoft Docs

= CloudSimple Nodes
& srappevi | = P Quickstart: Create a public load balancer - Azure portal .
& CloudSimple Services

®) yuchunjiang Resource Groups
B Resources
&» SRLoadBalan No results were found
No results were found
4> SRVnet
() srtest Didn't find what you were looking for?

& LB-hubtest-T (B Try searching in Activity Log

— B Try searching in Azure Active Directo
= asfazuretests 9 Y

() srazureauto | Searching all subscriptions. Change

4> VNet-hubtest Virtual network amonth ago

7£ Create load balancer (fIZ2mZT#E28) TImAY Basics (B) &+ L, I TRPAEBIEE:

RE (=1

1Ti] R ERIITIEL

TR BN, EFEZ AIEIER sribtest,

B # X SRLoadBalance.

IR XI5 #%#% (US) East US ((:E) ZEH&I).
et #%#% Internal (W),

SKU i#£#% Standard (i74)

REPARIER BN, EFEZFIGIER srazureautovnet,
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®E

&

FM
IP sttty g
AR

Fan, ERZATRIER srazureautosubnet,

¢

5

£ Dynamic (513).

# Zone-redundant (XiERH).

e e e

Home >

Create load balancer

15 accessible via public IF addresses, or internal where it 1s only accessible from a virtual network, Azure load balancers also

support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn more.

Project details

Subscription *

L

Resource group *

Instance details

MName *
Region *
Type* ©

SKU* @

Configure virtual network.

Virtual network * (@

Subnet *

IP address assignment *

Availability zone * (@

Review + create

b) FMAHTFHRRR, QERRHL. STRRRNA A BTER,

o AN,

< Previous

| cse-dev-03-ca ™~ |
| sribtest ~ |
Craate new

| SRLoadBalance \/|
[ Ws) gastus v |

O e

o Standard Load Balancer is secure by default. This means Network Security

Groups (NSGs) are used to explicitly permit and whitelist allowed traffic. If you

do not have an NSG on a subnet or NIC of your virtual machine resource,

traffic is not allowed to reach this resource. Please configure an NSG to ensure

communication if needed. For outbound communication, an explicit
outbound rule is needed. Learn more about outbound connectivity G

| srazureautovnet e |
| srazureautosubnet (192.168.1.0/24) e |
Manage subnet configuration

O Static @ Dynamic

| Zone-redundant e

Next : Tags > Download a template for automation

MERFIRPEFEENANTER, ARRHEMNSHIZH Backend pools (Eimith). 2
& Add (FIN) ARG,
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2 BTN (]

Home 3| SRLoadBalance

SRLoadBalance | Backend pools

Load balancer

2 search (Ctrl+/) «

€ Overview

Activity log
N It
A Access control (IAM) o e
€ Tags

£ Diagnose and solve prablems
Settings

B2 Frontend IP configuration
' Health probes

7= Load balancing rules

B inbound NAT rules

il Properties

B Locks

Monitoring

E Alerts

fifi Metrics

? Insights

Automation

2 Tasks (preview)

5 Export template

WANERENEN, AEREAdD (RN,

Backend pool Virtual machine

Virtual machine status

Network interfact

Home > SRLoadBalance >

Add backend pool

SRLoadBalance
|
Name * | SRBackendPool I
1
virtual network (0 srazureautovnet (sribtest)
IP version @ IPvd

O 1evs

Virtual machines

‘You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no public IP configuration.

All IP configurations must be on the same virtual network.

Virtual machine 4 1P Configuration g, Availability set Ty,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network,

@ No virtual machine scale set is found in eastus that matches the above criteria

o AIETTRTE,

MERFRPEFECIEMNARTER, ARREEMNSHMIZFH Health probes (TR
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W) o

e

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

2 Search (Ctrl+/) “« + add

4 Overview |P Search probes

Activity log Name Ty Protocol T Port
fa Access control (IAM) Mo results.

¢ Tags

42 Diagnose and solve problems
Settings
& Frontend IP configuration

& Backend pools

¥ Health probes

7= Load balancing rules

B inbound NAT rules
Il Properties

B Locks
Monitoring

K Alerts

4 Maetrics

@ Insights
Automation

iTa Tasks (preview)

5! Export template

Support + troubleshooting

BE Add (Fm) 7Ei%H 80, 22334, 1801 #1443 EAMMETTES BRI,

Home > SRLoadBalance

® SRLoadBalance | Health probes - X
Losd balancer
[0 search (curi+n | « 4 add O Refresh
Settings -
s (5 Fier by name.
B2 Frontend IP configuration Name protocol port Used By
® Backend s
ackend pooks SRealthProbe1801 T 1801 SRICPRule1801
¥ Health probes
(- SRHealthProbe22334 e 22334 SRTCPRule22334
%= Load balancing rul
0ad balancing rules SRHeakhProbeti3 Tcp 443 SRTCPRuled43
B inbound NAT rules
SRHealthProbesd Tcp 80 SRTCPRule80

1 properties

B Locks
Monitoring

@ Diagnostic settings
£ Logs

B Alerts

fl Metrics

9 Insights
Automation

i Tasks (preview)

[ Exort temolate

BN, EAUTIRERRD 80 LEIEEITRITERM.

®E &

B # N\ SRHealthProbe80,
Y % TCP,
wmA A 80,
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a1 =]
Interval (BYiEliaEIRR) 5
BITAEEEE FF VM @B T A EE Z a0 AR EHEI TR E R

EHESRMNRBBREL, BERE 20

SRS

Home > SRLoadBalance >

SRHealthProbe

SRLoadBalance

Save X Discard [i Delete

Mame *
[ sreeaitherobesd | B
S — |

Protocol ()

Interval * @
E |

seconds

Unhealthy threshold * &
2 |

consecutive failures
Used by @
Not used

o AINGEHTERN,

MERFIRPEFTIBRNAH TR, ARRELNSHMZHH Load balancing rules (f1#
FEMN) . 2E Add RN NS EHTERN,
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e e e

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules
Y™ Load balancer

|,D Search (Ctrl+/) | «

& Overview |P Search load balancing rules

Activity log Name 4 Load balancing rule
Ao Access control (1AM} No results.

€ Tags

pa Diagnose and solve problems

Settings

B Frontend IP configuration
B} Backend pools

T Health probes
Bl inbound NAT rules
Il Properties

E| Locks
Moenitoring

R plerts

fd Metrics

@ Insights
Automation

% Tasks (preview)

Export template

e

Support + troubleshooting

gE Add (i) FiH0 80, 22334, 1801 1 443 FINFETFEHN,

Home > SRLoadBalance

v= SRLoadBalance | Load balancing rules x

Load balancer

O search (Ctrl+)) « 4 add

Settings [ search load balancing rules

B Frontend IP configuration Name ™y Load balancing rule 4 Backend pool T4 Health probe N
® Backend pools SRTCPRule1801 SRTCPRule1801 (TCP/1801) SRBackendPool SRHealthProbe1801

T Health probes SRICPRule22334 SRTCPRule22334 (TCP/22334) SRBackendPool SRHealthProbe22334

= Load balancing rules SRTCPRule443 SRTCPRule443 (TCP/443) SRBackendPool SRHealthProbed43

B nbound NAT rules SRTCPRules0 SRTCPRule0 (TCP/80) SRBackendPool SRHealthProbes0

11l Properties

A Lodks

Monitoring

B Diagnostic settings
#® Logs

W plerts

fifl Metrics

@ Insights
Automation

i Tasks (preview)

1 Export template

flgn, ERAUTIRENKO 80 EIR S HFEHN.
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BAHR
IP Rl
Hiis | P ik

i

BTN

NEFAM

THRER (5%

TCPEE

b RR LR R (SNAT)

=1

g0, imAZ# SRTCPRule80,
%% IPv4,

%3 LoadBalancerFrontEnd.
#%#% TCP,

A 80,

A 80,

i#£3% SRBackendPool,

3% SRHealthProbe80,

%% Client IP (EFi% IP),
BRRMINEE,

EERERMH.

%1% (Recommended) Use outbound rules to
provide backend pool members access to the
internet ((#7%) (/BN G G- MH
Internet i/ AIAR)
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= Microsoft Azure

Home > SRLoadBalance >

Add load balancing rule

SRloadBalance

Name *

P Search resources, services, and docs (G+/)

| srrceruleso |

| —
IP Version *
® pva (O 1pve

Frontend IP address * (0

| 182.168.1.22 (LozdBalancerFrontEnd)

[ Harorts @

Protocol
(®1ce (uoe

Port *

30 |

Backend port * (D

|

Backend pool @

| SRBackendPool

Health probe @

| sRresithprobeso (e |
1

Session persistence (@

| cientie |
| IS |

Idle timeout (minutes) &

O

TCP reset

Floating IP @

z

S

« $®=ET Session Recording Server 89 Azure VM FRiNE G,
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e e e

Home > SRLeoadBalance

~ Load balancer

2 Search (Ctrl+/) | “ + add () Refresh
& overview
B Backend pool Virtual machine Virtual machine status
Activity log
SRBackendPool
Ao Access control (IAM)

¢ Tags
&2 Diagnose and solve problems
Settings

E Frontend IP configuration

% Backend pools

T Health probes

= Load balancing rules
B inbound NAT rules
ill eroperties

2 Locks

Monitoring

BB Alerts

et

Home > SRLoadBalance > Add virtual machines to backend pool
SRBackendPool

SRLoadBalance

- @ You can only attach virtual machines that are in the same location and on the same virtual network as the loadbalancer.
O 1P Adaress Virtual machines must have a standard SKU public P or no pubii P
P Veren Locaon <= exstis Vil network <= SRVost Resoucagroup == sl Aaiaityset <= s
o
O ms 0 "N o i yset e Tags Notes
O sr-seren — ipcenfig? (107.15)
O srsenverz — ipconfig? (107.16)

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network

Virtual machine T4 1P Configuration 4 Avallability set T,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Load Balancer can be selected. Al of the IP configurations have to be in the same

@ o virtual machine scale setis found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ e —

Cancel

c) Mz Azure s FHTES,
MBLEGRSBAMBGE L, WaBERUTHEIRES NetworkinterfaceAndLoadBalancer-
ArelnDifferentAvailabilitySets, EUHRS23MEIZEON AR IP #iikxXEL,
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— Microsoft Azure

Home » srlbtest » SR-Serverl-ip » sr-server172 >

ipconfigl

sr-server1 T2

Public IP address settings
Public IP address

i/ - - - -\.
(_ Disassociate .I

Public IP address *

SR-Serverl-ip (20.62.236.36) A
Craate new

Private IF address settings

Virtual network/subnet
srazureautowvnet/srazureautosubnet

Assignment

@D o)

P address

3 450 4

%I 3: 872 Azure [ FAREFERIX
R
RARFEMX V2 R HadEAT NTLM fRIEEmERRiER,
1. 8UE Azure ZFRREFMX,
ERRNAEFMXNREE U TIEE,

« 7£ Basics (B#) #®IEL, 3§ Tier (%4) i&&5 Standard (15#),
« 7£ Frontends (#ii%) %Ik £, 3§ Frontend IP address type (fiif IP #ifik28Y) i&E 4 Private

(ER). MNABEFMXEREREAHETES,

2. ANEH.
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Home > SRAppGWV1 >

Edit backend pool

A backend pool is 2 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

AGbackendpoc

Add backend pool without targets
N - )

Backend targets

2 items
Target type Target
IP address or FQDM 192.168.1.12 [ ==~
| IP address or FODN 182.168.1.18 I i .
| IP address or FOQDN v | | |

Associated rule

SRHttpRules0
SRHttpRuled43

3. BIEHTTP RE,

Azure ZREFMXERSZH HTTP A HTTPS LUERIEREHEIEHRARSEE. FimEa 80, 443 #1 22334 ¢l
EHTTPIgE,

+ %0 80 LRI HTTP
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Home > SRApPGV1 Add HTTP setting ;
v= SRAppGV1 | HTTP settings

Application gateway
HTTP settings name

P Search (Ctrl+/) « + Add SRHttpSetti

A ACCESs COnuon Ay

© o [P search HTTP settings Sackend provoco!
P
Name Port @ urre O wrres
£ Diagnose and solve problems
I SRHttpSetting80 80 ] Backend port *

Settings

i SRHtpSetting443 443 80
= Configuration SRHttpSetting22334 22334

Additional settings
@ Web application firewall
Cookie-based affinity ©

! Backend pools O Enable (®) Disable
Y= HTTP settings

Connection draining O
B Frontend IP configurations O tnable (@ pisable

23 Listeners
Request time-out (seconds) * @

= Rules 20 |

T Health probes Override backend path ©

Properties |
B Locks
Host name
Monitoring By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
e unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
erts

extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

B Diagnostic settings

o %0443 EBHTTP

ENAREFMX V1 RAFERERRSBFESHRIBER. SHEILERE Base-64 4387 X.509
(.CER) XM EIHRIRSZIIERBMNH. BXWMAM TLS/SSLIEBHSHABMER, BBRSHEHN
IBES (EAF v1SKU) .

Home > SRAPPGV1 Add HTTP setting
SRAppGV1 | HTTP settings

Application gateway

HTTP settings name

O Search (Ctrl+/) « + Add HttpSettin

R A Conuon ) R

@ Tags 0 Search HTTP settings Backend protocol
Name Port QO urIP @ HTPS

2 Diagnose and solve problems
SRHttpSetting80 80 Backend port *

Setti

etings SRHtipSetting443 443 I 443

& Configuratior

= Configuration SRHttpSetting22334 22334

Backend authentication certificate
@ Web application firewall
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of

% Backend pools the backend servers to this HTTP setting
7= HTTP settings Use for App service
B Frontend IP configurations O ves
Listeners .
Certificate
Rules
srlb
¥ Health probes
- + Add certificate
1l Properties
8 Locks Additional settings
Cookie-based affinity ©
Monitoring P “
(® enavle O Dpisable
W Alerts

i Metrics

&l Diagnostic settings
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S wvem i g G

Home > SRAPPGV1 Add HTTP setting
v— SRAppGV1 | HTTP settings

™ Application gateway Connection draining ©

(O Enable (®) Disable

[0 search (cu+ « + Add
R ALLESS OO Ay N Request time-out (seconds) * ©
o [P search HTTP settings B ‘
ags
Name Port X
& Diagnose and solve problems Override backend path ©
SRHttpSetting80 80 ‘ ‘
Settings
SRHttpSetting443 443
= ig Host name
& Configuration SRHttpSetting22334 22334

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header

@ Web application firewall
unaltered to the backend. Multi-tenant services lie App service or API management rely on a specific host header or SNI

% Backend pools extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.
Y= HTTP settings Override with new host name
p o)
& Frontend IP configurations 2
33 Listeners Host name override

N (®) Pick host name from backend target
Rules
(O Override with specific domain name

1 Health probes

1! Properties
eg. contoso.com

B Locks
Use custom probe ©
. ®
Monitoring Yes (® No
N Alerts

fifl Metrics

e

B Diagnostic settings

* %M 22334 LR HTTP 5 HTTPS

9N WebSocket £/ HTTP, iEER5iwO 80 HREMIEE,
9N WebSocket 5/ HTTPS, iBfEAS5HNO 443 HHRINIRE,

4. NI |P ik,

Home > SRAppGV1

&5 SRAppGV1 | Frontend IP configurations - X

Application gateway

O Search (Ctrl+/) | « [P search frontend IP configurations
R ALcEss Conuor A .
Type Status Name 1P address Associated listeners
@ Tags
Public Not configured
& Diagnose and solve problems
Private Configured appGwPrivateFrontendip 107.06 SRListener80, 2 more

Settings
& Configuration
@ web application firewall
® Backend pools
= HTTP settings
B Frontend IP configurations
23 Listeners
Rules
' Health probes
11! properties
B Locks
Monitoring

AN Alerts

Metrics

B Diagnostic settings
5. AINIAES,

im0 80, 443 # 22334 LAsNfirRes, FI40:
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Home > SRAPpGV1

53 SRAppGV1 | Listeners - X

Application gateway

£ Search (Ctrl+/) « + Add listener () Refresh
2 ACtess Conon Ay
Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
@ Tags Application Gateway, it is automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules.
Learn more about listeners and WebSocket support.
[P Search listeners

£ Diagnose and solve problems

Settings Name Protocol Port Associated rule Host name
& Configuration SRListener80 HTTP 80 SRHttpRule80

@ Web application firewall SRListener443 HTTPS 443 SRHttpRule443

% Backend pools SRListener22334 HTTPS 22334 SRHttpRuIe22334

7= HTTP settings SSL Policy

& Frontend IP configurations The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.

Learn more about SSL policy.
Selected SSL Policy
L Rules Default (change)

25 Listeners

' Health probes Min protocol version

" TLSvi0
11! Properties

Cipher suites

B Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
W Alerts TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
- TLS ECDHE RSA WITH AES 128 CBC SHA

@l Metrics

& Diagnostic settings
« 30 80 ERIMIFER

p — ! SeNiCESI S —

Home » SRAppGV1 >

SRListener80

SRAppGWV1

name (@

SRListenerg0

Frontend IP* (i)

| Private A4 |
Port * (&)

[ 80 v|

1@

HTTP TTPS

Associated rule
SRHttpRuleg0

Error page url

O Yes @ No

o im0 443 ERYIIPRES

PIEBERIEBHECE HTTPS (PR AIIEB EHE Azure 1P, BXEMER, ESIH TLS £1b
SFIERMEZBERIES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 324


https://portal.azure.com/
https://docs.microsoft.com/zh-cn/azure/application-gateway/ssl-overview#certificates-supported-for-tls-termination
https://docs.microsoft.com/zh-cn/azure/application-gateway/ssl-overview#certificates-supported-for-tls-termination
https://docs.microsoft.com/zh-cn/azure/application-gateway/create-ssl-portal#create-a-self-signed-certificate

Session Recording 2308

Home > SRAppGV1 >

SRListener443

SRAPPGVT

Frontend IP* (@)

Private = |
Port * (&)
443 /|

Protocol @

Choose a certificate
O Create new @ Select existing

Certificate ®

| Ibde v

\:' Renew or edit selected certificate

Associated rule
SRHitpRule443

Additional settings

TISTEmeT Tfpe (0

@ Basi O Multi site

Error page url

O Yes @ Mo

o %0 22334 EAY0AEE

9N WebSocket /A HTTP, EERS5HEO 80 HHREMVIZE, 1R WebSocket £/ HTTPS, &fER
5340 443 HENIEE. UFREISTRTHO 22334 £ HTTPS (338 &,
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= Microsoft Azure ' Search resource

Home > SRAppGWV1 >

SRListener22334
SRAppGY1
Listener name (@

SRListener22334

Frontend IP* (i)

| Private s |
Port * (i)
| 22334 v|
Protocol @

HTTP HTTPS

Cheoose a certificate
O Create new @ Select existing

Certificate *
| Ibdc v

D Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

O Yes @ Mo

6. BUEIERERERMN,

HimE 80, 443 1 22334 gl Fla0:
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P Search rsoutces,sevioes and docs (G+1)

Home > SRARRGV1
53 SRAppGV1|Rules - X

Application gateway

[0 search (ctrt+n « =+ Request routing rule
A AGKESs CONUO! AN
[ 2 search rules

@ Tags
Name Type Listener
£ Diagnose and solve problems
SRHItpRuIe8O Basic SRListener80
Settings B
SRHttpRuledd3 Basic SRListenerd43
-
& Configuration SRHttpRule22334 Basic SRListener22334

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

1 Health probes
11} Properties
A Locks
Monitoring

B Alerts

fil Metrics

B Diagnostic settings

« 30 80 AYREEFLIY
SRHttpRule80

SRAppGWV1

Configure a routing rule to send traffic from a given frontend IP address to one or maore backend targets, A routing rule must
contain a listener and at least one backend target.

s ]
[ =}
m
o

me SRHttpRule80

" Listener | “Backend targets

A listener “listens” on a specified port and IP address for traffic that uses 2 specified protocol, If the listener criteria are met,
the application gateway will apply this routing rule.

. SRListenerso Y
Listener *

SRHttpRule80

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

=
&
o
&
3
o

SRHttpRulesD

“Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection

Backend target * (O | AGbackendpool ~ |

SRHttpSettingao N
HTTP settings * (0 | P el |
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o U500 443 BIERERFNI
SRHttpRule443

SRAppGY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRuled43

*Listener | * Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

| ~
Listener * SRListenerd43

SRHttpRule443

SRAppGW1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool (:) Redirection

Backend target * | AGbackendpool ~ |

. SRHttpSetting443 ~
HTTP settings * @ | P 9 |

o W0 22334 MERERALN
SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule22334

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule,

i %
Listener * SRListener22334
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SRHttpRule22334

SRAPPGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend poal O Redirection

Backend target * (D) | AGbackendpool hd |

HITP settings * © | SRHitpSetting22334 v |

7. $#%®=%7 Session Recording Server # Azure VM iR INEI Simith.

8. RI\AIRFLE CTX230015 E2E Session Recording Server,

R R

January 10, 2024

RS BB & TER% Session Recording A 32L& 2 [FRI e BT —LLRMAER S Ko

i

o
= .

AMRFEFALRSHTENG, ARFEENTRRERR. Citrix TEHRIEEEMRFESEA T LS
MEYERREBIS URRR, EREMRFIESRTEIENG, EREIMRZE, BSLHITED,

LRSS ERA MR

January 10, 2024

%% Session Recording Server B#&K, #HE/REEIRMAES 2503 #1 2502,
fRRAER: EEXMHE C:\windows\Temp BiARIEFITIR (ACL), MR “AMAFMA" X HEEEE AN
PR &N, BFEhRINE AR,
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REGEFNE S BHRERERKW

January 10, 2024

% % Session Recording #4iE %3 Session Recording Server B, MifiEZELMH E 755128 S Database
connection test failed. Please correct database instance name (FUREEEENIREM, EHE EHIERES
BIRFR) , BNESIEESSHIBFREMRB L.,

HEWERT, ERELFIAFEE R SQL Server AR, AT LEIEMREREIKK,

RIBTLREEEBRSS 25

January 10, 2024

Session Recording Agent 7 %% #% Zl Session Recording Server B, 332 ® Exception caught while
sending poll messages to Session Recording Broker (@ Session Recording Broker % %% i34 2 8¢
BRIRE) EHEHBURREXNS, EEEXAREEZRLAMHNER. XLEREGHE:

o ERERBEXE, T SSLITLS Z2@ERMEEXFR. LLRERT Session Recording Server EREH
Rt Session Recording Agent HARS B R EEHEHE Session Recording Agent BIfRS5 28848 CA
IEBH CAEBIES, 3E, IEPIRETHH KD H.

RS TEHEE Session Recording Agent B9ARSS 28 R4 IEHRY CAE, HRAZEMEN CA

o EIZARSERIREIHIR: (403) ERLL, BAFEAFTREHN HTTP #TEENSEBIIARE HTTPS 1%, 118
Session Recording Server (it EHIELZERE, RAZITENUESRLEE,

fRR7ZR: £/ Session Recording Agent E 13§ Session Recording Broker &2k HTTPS,

+ Session Recording Broker 7Eif{& R IR ZMAIREIARMEIR, #HIRAE 5 (hEEELR), GXi¥HE
£, 557 Session Recording Server EWEHHE. BoIREHBERETREIEITENS L E LR,
SHULEIRMWERRN: M Session Recording Authorization =Hla MK HAEHRRTEES S HKR
IERAPAE (BHUARRR) o

RRFR: BEBIFMNRIENAPARNELAE, FFHEES Session Recording Agent S MRS 28
AINEREE A ER,

o HEiiEREXH, RSBXEAT AR REIREHERE. WWEHIRRT Session Recording Server BX#%
TEEZIER, IS AIREL FRINRSHEEN BT, HEE MRS B[BAIELFHRIKS.

fRARFZR: WIE Session Recording Server @& ERhHEETING, R IS EERS S LIET,
o mIZPRSZEREIFIR: 401 CREFRN) . KEFRBEIUTAHRENR:

- 7£/35h Session Recording Agent ARS3EY, #iR 401 #iRMEIRBWIZSRESHBE TR,
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- HRBEEMTE Session Recording Agent 5K,
- 1£ Session Recording Agent EXRBRIISERHIH

fR75ZE: #if® NT AUTHORITY\Authenticated Users 4822 Session Recording Agent tasithi A 4R
BYBE 5o

‘A Computer Managemen
File Action View Help

o= rEHXE= HE
& Computer Management | Name Description
i ministrators ministrators have complete and unrestricted access to the computer...
4 |ii system Tools Ead Ad h plete and d he comp
» O Task Scheduler & Backup Operators Backup Operators can override security restrictions for the sole purpos..
’ @ E\rflent;.’::ev:rjr & Cryptographic Operators Members are authorized to perform cryptographic operations.
’ : Loz;TUS:rs ::d Gr & Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
A 1)
= Users & Event Log Readers Members of this group can read event logs from local machine
= Groups & Guests 'Users Properties L — N — o w— - m‘ by defaul...
» (@ Performance JES_1USRS —
& Device Manager 2 Network Configuratiq | | General es to ma...
4 & Storage & performance Log Use ) e counter...
= Disk Management | & Performance Monito k‘l Users locally a...
> £ Services and Applicat| 3 power Users ossess limi...
# Remote Desktop Use o - - ly
. Description: Users are prevented from making accidental or intentional
& Replicator | N system-wide changes and can run mostapplications
& Users E_ | }s‘(em—wid...
& HelplibraryUpdaters M mempers:
& Message Capture Usd)| | | ¥ CITRITE\Domain Users Microsoft ...
B 5QLServer2005MssQ)| ; ks to be as..
NT AUTHORITYUNTERACTIVE (S-1-54
2 5QLSenver2005MsSQ) a 154 |les to be as...
A srvask
2 SQLServer20055QLBr ||es to be as...
HSQLServerDTSUsersNy ||es to be as...
&SQLServerFDHostUsell| \[es to be as...
HsQLServerMsASUsery) ||es to be as...
HSQLServerMSSQLSend ||es to be as...
JESQLServerMsSQLUsel) ||es to be as...
Changes o a user's group membership
.‘.E'SQLSErverReportSe W ’ Add ] [ Remove are noteffective until the nexttime the user s to be as...
@SQLSewerSQLAgem i logs on. \[es to be as...
B WinRMRemote WMIU|)| \higement p...
& _vmware_ [ oK ] ’ Cancel l Apply

AR5 e T RIERR B IEE

January 10, 2024

% Session Recording Server FTi%iE#=| Session Recording #iBER, R EREMUTARAEHN

FREHSZ

BHXRR:

==
ICA

5 SQL Server EiLEER A 5MEE XN LHRFENEIR, LERENENBREZFEHA
LU7E Session Recording Server EME4EERPHIEGEE.

, ID 732047, ]

Citrix Session Recording Storage Manager Description: Exception caught while establishing
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database connection. (Zi&: Citrix Session Recording Storage Manager #i&: 337 #iE EiE AT
FRIRE,) HEHIREERTE Session Recording Server WEHEEBRTNNAREFEFBEH,

Unable to connect to the Session Recording server. Ensure that the Session Recording server is
running. (£:£%#% Session Recording Server. i&#f® Session Recording Server [E1£i51T.) B5h Session
Recording sEgizHI A2 BRI EIRES.

R ZER:

o WEIRII RS2 ERE T Microsoft SQL Server, {Bk&EHA Session Recording Bt & EHIFIARS R IR B.
ZIRSBBABEA TCP/IP thil, ##iz1T SQL Server Browser f[R$E. BxBHAXELIZBNEER, ESHE
Microsoft x4,

+ Session Recording &R#8iial (“B1E” #49) RMETHIRMVIRS B/ HIEERSS, EE Session Recording
WIEEHEMTE, MIRHERNER.

+ Session Recording #URERS /AT XARS. BERIEZRSBES L TFEERS.

+ & Session Recording Server 8t &M=t E Session Recording #iBER S 23T BN T AT A
# FQDN = NetBIOS &#F. &R ping <X LA RES ol .

+ #2% Session Recording #IBESR M AIEEE, UHEFELYF SQL Server %, BEXFHER, EBHA
https://docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-
allow-sql-server-access?redirectedfrom=MSDN&view=sql-server-verl5 Lt# Microsoft X,

Logon failed foruser ‘NT_AUTHORITY\ANONYMOUS LOGON’.(F5~ “NT_AUTHORITY\ANONYMOUS
LOGON” ER%kM,) WEiRHER AL U \administrator B4 $#i21E R T RS,

BABR. BUSHAGAFR SHENRRBRS, FEMB SQL RS,

RARFIZIE

January 11,2024

MRKRRINRHIN BIEFRIE, E1E Session Recording Agent #1 Session Recording Server EWEHEE S
PR AREFEHAS. XEMETIRHENERIZEHER.

WRAKRFIZE, AJREMIRERIBEL TFR:
o AHEEFIER, MR Session Recording AHHEZETEHITIBIE, RIERFITREKN. BERRTHE
&, FRIEREERMEAG EREENERERNITEN, URRBIIBREHENAEBERRE,

+ 3F Active Directory i5i51%. Session Recording i&it#7E Microsoft Active Directory 3 f & #iz1T,
NRIERTE Active Directory FFIEHIETT, FIRERBRIRHIRI. HfRFIAE Session Recording AH-ERTEE
F Active Directory 18 R 9T B _EiB1T.
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s [EHZEFEDEBPR, Session Recording HEMNKRESAFITANE—NERHBRAEFHELE, WG
ER—RIEPIT AN AEF USSR E - N BEFARNRE, ERLERERZSEDRBEHR, &
RN ZRIFRIERS VDA LR PRI AR,

o REARHL. RINBERT, EZIFRERS VDA LR% Session Recording Agent AI/E A VDA BIRHITh
BB, REMRFIRWEBENARTREIZGE, FTHERE,

o JEIREIBBAARE. REEIEREEDREEBIANE, FIRHER1E.

+ Session Recording fR53Kiz17. W FERFIMSIE, Session Recording Agent [RESHUAIEZXIERIER
4 VDA Lizf7, #H Session Recording Storage Manager RS %1t & Session Recording Server
BB LiETT,

« KEZE MSMQ. IR K717 Session Recording Agent KRS 28 £ U KRIEE Session Recording Server
HitEN _EEFREE MSMQ, FTRERHIMREFIA,

+ Session Recording #IBEA M REMFA R, ARMEREN, BATEE/ARINTF. NRENHE
FE %A Session Recording Server, M#MAEFHKLET Session Recording $iBELA K Session
Recording Server, &, RERHIFEK. BFEIE Session Recording HUBFEA MR EMFRMIIRD, &
RATUU T E—121E:

- ¥ FIR%E T Session Recording #iEEA MY Session Recording Server, fA/E#EH LinfT Citrix
Virtual Apps and Desktops ISO = SessionRecordingAdministrationx64.msi 3R,

- £ 5 E P @ Session Recording Server EiE{T A TR A&, E1THIZAE, &R # Session-
RecordingAdministrationx64.msi 4G HEZFIERESE,

param(
[Parameter (Mandatory=Strue)]
[ValidateNotNullOrEmpty ()]
[string]$Installer

)
Add-Type —-AssemblyName System.Data

if (! (Test-Path "S$PSScriptRoot\bin\lessmsi.exe")) {

Write-Error "Download zip of binaries from https://github
.com/activescott/lessmsi/releases/download/v1.10.0/
lessmsi-v1.10.0.zip and extract to \bin in this folder

exit

# T 7 MSI #iE =
$msi = New-Object -ComObject WindowsInstaller.Installer
$msidb = $msi.OpenDatabase($Installer, 0)

# X HER
$query = "SELECT Version FROM File WHERE FileName = 'SMAUDD
~1.DLL\ |SsRecDatabase.dll1'"
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$view = $msidb.OpenView(Squery)
Sview.Execute()

# %% EL DLL HRr 7
Srecord = Sview.Fetch()

$version = S$record.GetType().InvokeMember ("StringData", "

GetProperty", $null, $record, 1)
$parts = $version.Split(".")
[int] $major = $parts[0]
[int] S$minor = $parts[1]
$majorMinor = $parts[0..1] -join "."
$versionCompare = $major * 100 + Sminor

# R BEEKXHMEB R

SregistryKey = [Microsoft.Win32.Registry]::LocalMachine.

OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")
$dbName = S$SregistryKey.GetValue("DatabaseName")

$dbInstance = SregistryKey.GetValue("SmAudDatabaseInstance'")

write-host "Upgrade db($dbInstance\$dbName) to version
$version"

$schemaVersionMap = @{

}

$schemaVersionMap["19.12"] = "1.2.3.0"
$schemaVersionMap['"22.3"] = "1.3.3.0"
$schemaVersionMap["22.6"] = "1.3.4.0"
$schemaVersionMap['"22.9"] = "1.3.4.0"
$schemaVersionMap["22.12"] = "1.3.5.0"
$schemaVersionMap["23.3"] = "1.3.6.0"
$schemaVersionMap["23.5"] = "1.3.7.0"
$schemaVersionMap["23.8"] = "1.3.8.0"

$DBSchemaUpdatePatchList = @(

"1.1.0.0",
"1.2.0.0",
"1.2.1.0",
"1.2.2.0",
"1.2.3.0",
"1.2.4.0",
"1.2.5.0",
"1.2.6.0",
"1.2.7.0",
"1.2.8.0",
"1.2.9.0",
"1.3.0.0",
"1.3.1.0",
"1.3.2.0",
"1.3.3.0",
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"1.3.4.0",
"1.3.5.0",
"1.3.6.0",
"1.3.7.0",
"1.3.8.0"

)

$currentSchemaVersion = $SschemaVersionMap[$majorMinor]

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=SdbInstance;persist
security info=True;initial catalog=$dbName"

# Open connection
$conn.Open()

# Get existing db schema version

$cmdGetSchema = $conn.CreateCommand ()

$cmdGetSchema.CommandType = [System.Data.CommandType]::
StoredProcedure

ScmdGetSchema.CommandText = "[GetSchemaVersion]"

$outl = $cmdGetSchema.Parameters.Add("@Major", [System.Data.
SqlDbType]::Int)

$outl.Direction = [System.Data.ParameterDirection]::Output

$out2 = $cmdGetSchema.Parameters.Add("@Minor", [System.Data.
SqlDbType]::Int)

$out2.Direction = [System.Data.ParameterDirection]::Output

$out3 = $cmdGetSchema.Parameters.Add("@Build", [System.Data.
SqlDbType]::Int)

$out3.Direction = [System.Data.ParameterDirection]::Output

$out4d = $cmdGetSchema.Parameters.Add("@Revision'", [System.
Data.SqlDbType]::Int)

$out4.Direction = [System.Data.ParameterDirection]::Output

$cmdGetSchema.ExecuteNonQuery ()

$existDbSchemaVersion = [string]::Format("{

0}

31}
", Soutl.Value, Sout2.Value, Sout3.Value, S$out4.Value)

write-host "Existing DB Schema Version: $existDbSchemaVersion
n

if ([string]::Compare($existDbSchemaVersion,
ScurrentSchemaVersion) -1t 0) {

Write-Output "Upgrade $existDbSchemaVersion to
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ScurrentSchemaVersion"

& S$PSScriptRoot\bin\lessmsi.exe x $Installer
$PSScriptRoot\ SsRecDatabase.dll

Stempdir = "$PSScriptRoot\SOURCEDIR\Program Files\Citrix\
SessionRecording\Database\Bin"

# Load assembly and get resource

Sasm = [Reflection.Assembly]::LoadFile("S$tempdir)
SsRecDatabase.d11l")

foreach ($patch in $DBSchemaUpdatePatchList) {

if ([string]::Compare(SexistDbSchemaVersion, S$patch)
-le 0 -and [string]::Compare($patch,
ScurrentSchemaVersion) -1t 0) {

write-host "Applying $patch"

# switch to db

S$SswitchCmd = Sconn.CreateCommand ()
SswitchCmd.CommandText = "use [$dbName]"
$switchCmd.ExecuteNonQuery ()

SresStream = $Sasm.GetManifestResourceStream("
SmAudDatabase.S$patch-MigrateDatabase.sql")

$bytes = New-Object byte[] $resStream.Length

$resStream.Read(Sbytes, 0, SresStream.lLength)

$script = [System.Text.Encoding]::UTF8.GetString(
$Shytes)

$statements = [regex]::Split(Sscript, "\s[gG][o0
1\s™)

foreach($statement in $statements) {
SupgradeCmd = S$conn.CreateCommand()

SupgradeCmd.CommandText = $statement
SupgradeCmd.ExecuteNonQuery ()

$existDbSchemaVersion = $patch
else {

write-host "Skip $patch"

3

# UpdateStaticData

$staticCmd = $conn.CreateCommand()

$staticCmd.CommandText = "use [$dbName];if not exists(
select * from [dbo].[StartReason] where ID=4) begin
insert [dbo].[StartReason] values(4, 'Event Triggered
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1 ) end"

$staticCmd.ExecuteNonQuery ()

if (SversionCompare -ge 2308) {

# upgrade record policy version
SstaticCmd = $Sconn.CreateCommand()
$staticCmd.CommandText = "update [dbo].[
PolicyDocument] set PolicyFileFormatMajorVersion =
1, PolicyFileFormatMinorVersion = 3 where
SystemDefined = 1"
$staticCmd.ExecuteNonQuery ()

# upgrade endreason
S$staticCmd = $conn.CreateCommand()

S$staticCmd.CommandText = "if not exists(select * from
[dbo].[EndReason] where ID=5) begin insert [dbo
].[EndReason] values(5 , 'Dormant') end"

$staticCmd.ExecuteNonQuery ()

if ($versionCompare -ge 2311) {

# upgrade endreason
SstaticCmd = $conn.CreateCommand()
S$SstaticCmd.CommandText = "if not exists(select * from
[dbo].[EndReason] where ID=6) begin insert [dbo
].[EndReason] values(6 , 'Deny') end"
$staticCmd.ExecuteNonQuery ()

write-host "Upgrade success!"

Write-Output "Current schema version don't need upgrade"

}
}
else {
}

$conn.Close()
<!--NeedCopy-->

TEEE R RIEREM

January 10, 2024
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WNRTEFEM Session Recording Player EERHIHENBIIRM, AIAERERUTHIRES:

THRENZIEXHRK. FARFERZIERR. RSB[BEENFRIFILINEE. LHEIRRARSH[EENFRITICRER
Fo

fR kAR 12 Session Recording Server B4, EREREN £, AEERAFLNSIEERKREEE,

REISHF BT

January 10, 2024

o EERBPEERTINIFZENRHIGE, ATAEERTE Session Recording Agent WEH4HBEHREIES,
=R Citrix Session Recording Storage Manager
WA RIS <icl XHFE\> FRPHIEERL

£/ MCS 5 PVS 8z VDA B2E 7 EMEHZE T Microsoft Message Queuing (MSMQ) Bt & EL LA
B, EX#IERT, VDA B MSMQ # QMId #&+8mE,

R EN VDA SIEM—m QMId, BXiFMER, BRERE. FAEMEE,

o ERBRE—FHIXMHE, Session Recording Player ATE iR &5 REFEIR, HiRTEE - “The file being
played has reported that an internal system error (error code: 9) occurred during its origi-
nalrecording. The file can still be played up to the point that the recording error occurred
“BROXHIRSERARFSEFHA T —TABRAEIR GEIRAE: 9). BiZXHNERRERERTIE
IRBILE) .

FHEFBER SIER Session Recording Agent EME AR ANARBESHHE IR,
fig R 7% 1£ Session Recording Agent £ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\SmAudBufferSizeMB EXNESHELRIE, AGREHRBIITEN.

JOIELR (%R

February 20, 2024

# 4 Session Recording B3 12, AHAIRET A EREHMAN, FRIEHMERES Session Recording Server
(Broker) i@fZ, ZRIAMERT, Broker (—Fh IS 4Af%) A IS ZRINEY Web IhUiEBRBRR L. MREMAGTE
E#ZE Session Recording Server, MEfMAHESIREZENATEEHSEK.

Session Recording Agent #1 Session Recording Server (Storage Manager #1 Broker) £ BEFEMH4HEE
I RIEEEIR, AL E Session Recording Server BitBHMEHEERHPEFHSE, Session Recording
HRBITHIGH Session Recording Player E LA EZRERE L EREEHEIRER.
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1% Session Recording Agent 25 E %%

REIZET Session Recording Agent HIARS 25
MITsaZE e hi%kE Session Recording Agent E (.
7z Session Recording Agent B4/, #&HiEE,
17 Session Recording Server FE; N\ T IEHIAI FQDN,
WIEEMER T ZRIERERSM VDA 2EAILUAREMESA Session Recording Server B9{ER MRS 28,

W > W E

BXEMER, BEBRNELLEEIRS S
AR

YENVAEFEHFASHRSIER THIRNES,

I%iF Session Recording Server EE B %
NGy

AMRFEREFFISSHEND, TRFEENTERERS, Citrix TAEREEEMRFERER Y
SHHIMRAEES UARR, EREMRRESRSBIEXR,

L REEE Session Recording Server BIit&E o

TR RER.

FEE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

33 SmAudDatabaselnstance f{ER G IEMSIFAT SQL Server 3£l L &=4# Session Recording #&
FEN

:'>.‘*’.N!—‘

BXFAER, BERRSHELAEEEIER,

I Session Recording #iEER R BIERE

1. /A SQL BT RITAESREM Session Recording #iEER SQL 3fl,

2. #T7F Session Recording $iEENZ £ MR,

3. I8 Session Recording i+E ik REBERUHIPEIERE. FIa0, WNRHEE Session Recording Server #y
HEHE MIS il &5 SsRecSrv, NATUSHIREFIITENKFEE N MIS\SsRecSrv$, ZERER
# Session Recording #UiBELAEIFTERE.

ik NS %%

AILUEE A Web ix¥i28i4i1a Session Recording Broker Web BimEsRilid 5 Session Recording Server 1S if
AREE. ©RUEEBEHE Session Recording A EIMEERAR B R EBHIREENIMYEE. IERRAREE
Session Recording Broker B tHELAY A RR,

IiIF Session Recording Agent 19 IIS ZE#:
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1. ERERET Session Recording Agent #IARS 23,
2. 1T7F Web I¥528, FHHNLUTHE4L:

o SXFHTTPS:https://servername/SessionRecordingBroker/RecordPolicy
.rem?wsdl, Hf servername 71 & Session Recording Server Bt B &,

o SIFHTTP:http://servername/SessionRecordingBroker/RecordPolicy.
rem?wsdl, HEf servername A#tE Session Recording Server B9i+&E#&#F.

3. MBRFIRTEHTT NT LAN Manager (NTLM) S4I8E, 1EEREEERAKAEHTER.
I3iF Session Recording Player #9 11S i%E#%:

1. ERFRET Session Recording Player 89T Euk,
2. 177 Web 18528, FHHNLUTHEAL:

o S¥FHTTPS: https://servername/SessionRecordingBroker/Player.rem?
wsdl, Hf servername A#t& Session Recording Server BitBEH& .

« 3t F HTTP: http://servername/SessionRecordingBroker/Player.rem?
wsdl, HEft servername J1tE Session Recording Server B9it B & #,

3. MRRSIRREHTT NT LAN Manager (NTLM) B4, EEREERRAKFHITE
I3 Session Recording SRESIEHIG R 1S FEi:

1. BERFRET Session Recording HESIEHI & HIARS 23,
2. 77 Web %3588, HEMALUTHAE:

o SXFHTTPS:https://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Eff servername A#EE Session Recording Server 89t B &R,

o SIFHTTP:http://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, B servername A& Session Recording Server B3t EHZ 5o

3. MBRFIRREHTT NT LAN Manager (NTLM) B4I8E, 1EEREEERKPEHTER.

MREERN KRR EE XML X8, ©RRIE Session Recording KBS Hl & BB EZ D E AR BN IMEEED
Session Recording Server.

XPIE PRl TH R HE bR
MR HTTPS 1ERBENN, NAAERRSIERIIFEE Session Recording Server Bt EH#HTERE. i
145 Session Recording Server KIS RAGIRIEBMAEN (CA)o TN, A EIEZEEREEK,

ATLATEIL 11S ZEZRIRIBEEEidiA1a Session Recording Broker Web WERMIXIER. NREEBIFRZMNAH
B XML BiE, NEEREEIEH.

TEHRIEBEASBERRMH—EERS:
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o IEPTHEESK. NRITIT Session Recording Agent MRS 238 B AT EERS S[IEPHIRIES, WEEE
MEME, Fi@id HTTPS i&E# 3 Session Recording Server, NMISBUEZAN, BRIEFEAEESTEE
£ Session Recording Server EAIARSS2IEH.

o WER—, MEHELAIEE Session Recording Server (WitENMARS ST BEER FODN fIER, NiE
##%3l Session Recording Server BY, FrEEZRAMIHTERZ FQDN, MRFERNZ NetBIOS &7,
7EiET Session Recording Server #9 NetBIOS & #ixt A #HITEE,

o THARER. MERSIEPELH, NiEE HTTPS 5 Session Recording Server HiEES kM. ERIE
A E4ATEE Session Recording Server it BHMRS S[IEPEREEYNERITH, NREAR—EBTRIE
REHITHFES, Session Recording Server WE4HERREEIRES, RFIEPEIH, HIEIERENE
EHARHRHERIE R,

ERRNEEERRAI R

January 10, 2024
WNRfEA Session Recording Player BZERHIHENERIEM%, VAt RUTHIZES:

s BRRBINSEXH KM TEBITZERSREM: servername, H servername Jy Session
Recording Player i1 1%3IM0AR 5528 & M. Session Recording Player F%ifial Session Recording
Server, BRMAETRERE: BT HIRMIRSB[/EM, HE DNS TIEMBARS BE R,

AR MEMEEREEP, FOERTA > %M > %%, HIIE Session Recording Servers (Session
Recording Server) FIRFFIHNRSH/EMBSEH. MREH, BESIRTIEOTET ping @<, KU
EE BT OMZETR. Session Recording Server fbF X FAHBHHNVRSH, ERRFINKIEXHFLM, B
HERATEIARITIERS 28,

o TEBERITIZARS 28, Session Recording Server & F XA RHVRSE & & £ IR,
@R % Wik Session Recording Server 2B Bi&EE,

o HIERIEL. MRAPRKFFHEN THRGNIEXHINR, FTREaREFRRIELTEIR,
fRA%R: £/ Session Recording Authorization =§l&mAF D ECERE RS,

« DETEREACH, HRHIESL, ERET Session Recording Server B8R+ & H £ %% Session
Recording Player BY, ERERA UAC WERT, SEBHER EFIEERREERAPAREERBR
ERGN, ZATNIFNEEERAFARTHEIETHBNRE,

FRRTZR.
- LB R H%iE1T Session Recording Player,
- ARERRMIERNMESRERERE,
- EBIMMITENIMIE Session Recording Server &%k Session Recording Player.
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o ERIFHENSIEXHEY. BMIEZEEXE, X550 SSL/TLS Z2BEREIEEXHR. Session Recording
Server FANREFHIEEREEREE CAIEHH CA BRIEBN R HILLEIR,
fRAZ: 1ERET Session Recording Player BT i ERETFHERAER CAIER,

o EIERRSEIROEIR: (403) B, WARAFER HTTP FEReMiY) #HTEZNHIMAIRE HTTPS $#i%.
ARSsEsiELER, AARIAMERT, BEHEENUERR2ERK,

g R7%: M Session Recording Player Sz&i=r, % TR > %I > %%, M Session Recordings
Server 7RAPEEFERSEE, ARREENR B HTTP 208 HTTPS,

MSMQ SFEHER

MRERBAEES, BIWEET Session Recording Player f T2 R EHRAEMTARHISH, MFRT MSMQ =&
B, WIERATIRE BiEHEEI Session Recording Server (Storage Manager). /8 Web %28 2BEEE
B (NREIE HTTP 5 HTTPS BfE MSMQ @11

WIEPAY B E Bk
1. ZREFEE Session Recording Agent HiRS 28, ARABEEEHMT,

2. WIEEIFEE Session Recording Server Bt BHIHIATI R T BB EEERS,

o MRIERESET waiting to connect (FF%EE), MAATITEHES, FEMYA HTTP K HTTPS (5
Session Recording Agent E 1 HEHET £ EFRENINY—), ERITHE 3.

o MERESETHEEZBEBTIFEEHES, MEE Session Recording Server BIARSE S3mIREZ /R,
BRSSP R 3 TSR 4,

3. MRAFIPEHEE, BETF Web RIEBFHENUT AL

« 54F HTTPS: https: , H
servername A& Session Recording Server B+ &M B,

« 3¢ F HTTP: http: , H
servername AEE Session Recording Server (&N E .

MBI TTERE—1MEIR, 5140 The server only accepts secure connections (RSB NIETREE
%), 154 Session Recording Agent Ei4 %489 MSMQ &kl HTTPS, MRZAEIRS Web 15
RHNZRIUEBREFER@, MNRER TLS ZLBENEEXRATELHIME@, EXMERT, BELEERN CAIE
B, FEAAE CA.

4, WMRFIFREHEE, BEERIFEE Session Recording Server B9it&#H, HFEELZ AT, % citrixs-

mauddata. MRTIFEHEE CEEET), ERIE Session Recording Storage Manager [REREER
oho SNREKBED, BEHBERS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 342



5 Linux £1& (FU%hR)

January 10, 2024

fEZM Linux VDA 2212 iRt —ISEieM4IhEe, BEILURHIFAERK Linux VDA ERENRIE, BXFAER, &
2 Linux VDA USRI ZIER S| (FI%EhR) o

AR

EHRE Windows 2iEMg BMFAE RIS ERT Linux SiERH,
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