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Session Recording 2209

April 27,2023
BE:

A RREANA T Hathkas (CR) MHIARSRA (LTSR) A= S 4 65 HA SR BS

Session Recording W&IEHITIER. HFRMER, UEHTRRMNBR.

Session Recording #2147 RIENKRIE B AN AREFMKSERIENREl, Session Recording EZ#FohE =
ERHl, Session Recording aiF IT ARMSMARERFER, MMZIFASEFRSIEEMENRLET, B
¥, Session Recording i@ iNiRiAEEAS K im AR RET B TE R A 235 E T LA A,

s

BE AFIERMENILRER 24, Session Recording AFALARHILEFREENLARFHNRERAFESD, UE
WM LEEMSEFHNRRESEE. EETRENENFEETL, PHLEHREERMBELHER,

ThREsRAHYERD M. Session Recording BRREEM, HXLEBMHITEY (EEBIREURTRHRER
1), MNMERBERR. MAEFRIRSREDD.

Session Recording #3IEAARIFIAKSEIERMILITH. B2, ALRTLUE Session Recording 5 E At R—i2
FARWSRIESR, BIAEARIMSARE], SRERMNIUXFHEMM eDiscovery TH,

BRI, AFPARAZIFARREN RS UENNREAES, MiTEBERAFERS. MEFXEIZ
7, Session Recording iR MHiZEIRNNEBENICSE, ZIicHFT B TEMEDHITHRERR,

HTIEINRE

October 21, 2022

2209 FHYFTIEINAE

tEhRAEFE LU T I8 ThAE, HERRT — M)l LS A 45

FREI A REEH]

WE, BT BRI EERRHTETABRNIHRIZESN, EET U BIRREIXHIREHRRRE, JBET Session
Recording Authorization =% &% T PrivilegedPlayer A&HNAF AP AAEFRZRENRHIX T, &
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KIFMER, BT Web BREsHILEX 5 RIIRHIFI7E Session Recording Player /g &R Hs 4
B3Rl PR o

BE2ERIRE

October 21, 2022
tbig3d&R . Session Recording 2207
Session Recording 2209 N7 U FES:

+ Session Recording Server EfE5hfE, RERRMH Azure XHXHIREFERHIXY, MIFTERIAN
Azure X%, [SRT-8226]
+ Session Recording AIRETARFI=iE. [SRT-8126]

B0 a5
April 3,2024
EAKRARH#E T W T IE:

« NRMEEEMA Citrix Web App Firewall (WAF) signatures to mitigate in part the CVE-2021-44228 vul-
nerability (AT &84 £/ CVE-2021-44228 iR Citrix Web App Firewall (WAF) %&) , Session
Recording mJ 8 T A R HAIE 1T, BRI, EREHY Session Recording Server £ [P #iik K
NetScaler i##0 mitigate_cve_2021_44228 &%, [CVADHELP-24365]

« 7 Session Recording HBgiEHI & £ BB AMER RANPRAVIE A F 7] LURIN RIS MR EFTIE AR At F P Al
HAF, B2, AE4AtERERNRNAAF REERMAAR, ReERMEAF, [SRT-5769]

« WRM 2009 HERIRAFHL Web BHeE, WEIAELEER TF. ERRILEM, BEERINKNEBES.
[SRT-5624]

+ ¥ Session Recording M XenApp #1 XenDesktop 7.6 LTSR B &R AEHEIRMRAS, BENKE
HMNETRERER, R ZE: BRHEEFH A XenApp #1 XenDesktop 7.15 LTSR #&# CU hESHIARES,
REBEEMIRMAMRA, [SRT-4546]

+ % Machine Creation Services (MCS) 5 Citrix Provisioning (PVS) Il # %% T Microsoft & 8 A%l
(MSMQ) 9%~ VDA BY, X%t VDA AIUEBHEEN QMId, XiMERAEELSHEMRE, Fl:

- BMEER T REIMIN, WEIRTERHRIE
- Session Recording Server AJREIRAREIRIETHIES, FEitt, RIEFTRERLLFEDRS.

BXRBRAENER, BBE%TE. AAMEHE, [#528678]
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B=HEA

February 20, 2024
Session Recording f4s 2209 (PDF &)

ZshirZH Session Recording AIaE B S1RIBA SR E XM FIF A ERNE =R

RGEK

February 28,2023

Session Recording & 1% Session Recording Administration 8. Session Recording Agent #1 Session
Recording Player, aIL{¥ Session Recording Administration 4214 (Session Recording #4iEF. Session
Recording Server . Session Recording $EB§izHI &) REETEARSBHAFFNIRS S Lo UTHBIEANAT
&1 Session Recording AHHIER,

BXEKPRSRE (LTSR) IR EAL LIRS (CR) UREAE RnAEEENER, BBRFIATRLE,

Session Recording #iEE

SRR IER S

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

F#89 Microsoft SQL Server hks:

« Microsoft SQL Server 2019 Enterprise. Express #1 Standard Edition

« Microsoft SQL Server 2017 Enterprise. Express #1 Standard fgz

+ Microsoft SQL Server 2016 SP2 Enterprise. Express #1 Standard ks

» Microsoft SQL Server 2016 SP1 Enterprise. Express #1 Standard ki~

« Microsoft SQL Server 2014 SP2 Enterprise. Express # Standard ki

» Microsoft SQL Server 2012 SP3 Enterprise Edition. Express Edition #1 Standard Edition
« Microsoft SQL Server 2008 R2 SP3 Enterprise. Express #1 Standard ks

FiEM) Azure SQL $URBERSS

» Azure SQL &L

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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« Azure E## (VM) £89 SQL Server
(EAAEYEMNZHEN Microsoft SQL Server xrZs,)

X #H) AWS RDS $#uBERSS
« SQL Server

=3k .NET Framework 4.7.2

Session Recording Server

SRR RS

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

HhEK:

« Internet Information Services (11S) 10. 8.5. 8.08 7.5

« .NET Framework 4.7.2 ik

+ 90R Session Recording Server £/ HTTPS fEAEBEMIN, BFMEBEER. RIAERT, Session
Recording £/ HTTPS (Citrix #%).

« Microsoft ;&EPrAFI (MSMQ), Active Directory £mATFEZARS, MSMQ HTTP #FAFEARS,

o HWERERBEICRE: Chrome. Firefox =k Internet Explorer 11 By& 3k

Session Recording HE&IEHI &

SRR RS

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

E=R: .NET Framework 4.7.2

Session Recording Agent

HEERFIKIENED Windows Virtual Delivery Agent (VDA) %% Session Recording Agent,

SRR RS

« Windows Server 2022
« Windows Server 2019

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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« Windows Server 2016

« Windows 11

+ Windows 10, &{fhkzs 1607

o EATEMEEN Windows 10 iikkk

=K

« B4 Premium ¥a3E# Citrix Virtual Apps and Desktops 7 2203

« {EA/ Platinum i¥aliE# Citrix Virtual Apps and Desktops 7 1912 LTSR CU4 siE =iz

« 8% Platinum ¥¥aMiEA XenApp #1 XenDesktop 7.15 LTSR CU8

o .NET Framework 4.7.2

« Microsoft ;4 2B %) (MSMQ), Active Directory &£ FEERS, MSMQ HTTP B TFERARS

AR

Session Recording Haisz#¥ Citrix DaaS (LLgi#FA Citrix Virtual Apps and Desktops Bg%5) Advanced.
Advanced Plus. Premium #1 Premium Plus Edition,

Session Recording Player

SFFBIRIER S

« Windows Server 2022

« Windows Server 2019

« Windows Server 2016

« Windows 11

« 64 {ii Windows 10, S{fhk7 1607

2Z3R: .NET Framework 4.7.2

=

AR

7£ 32 fif Windows 10 £, R#E#ER SessionRecordingPlayer.msi X &4 EKas, A UTE Citrix Virtual
Apps and Desktops ISO £#5 \layout\image-full\x86\Session Recording Tk Z msi 3¢,

ERBRELR, BEEBUTIREMNIFiL ER%E Session Recording Player:

. BESHEN 1024768
. BEREEELH 324

- %2 GBRAM; E% RAM 1 CPU/GPU R R BB m S A R I BT HOMEAE, BRIRURAIEREA
EhiEn

]

12 MR B B BUR T REIF B A/ NI BANBIEE (R
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NN

February 20, 2024

Session Recording 8% 5 MAf%:

+ Session Recording Agent, REMEENMERATEZRIERFRARERITIRIERSAN VDA LAY, BTR
AREl, AREREIIEHIE,
» Session Recording Server , BFHEUTRMMIRSSS:

- Broker. IIS 6.0+ {£&# Web A#ERF, BEHUTHRE:

* fhEEE Session Recording Player 1 Web EaspERE MM THIAER,

* QhEERE Session Recording SEEEIEHI & MRS EEIE R,

* JEEA Citrix Virtual Apps and Desktops 3¢ Citrix DaaS (LLgi#r Citrix Virtual Apps
and Desktops fR) SiEHIRHIHRES,

- Storage Manager. EEMENEAT Session Recording i VDA #ZUIEIF R HIRIEHH Windows
RS,

- BEERABEICR. B Session Recording Server —@RENLEFAY, ATICREEE. RIAER
T, FiE BEIERBUREEMER R CitrixSessionRecordinglLogging #y&3h SQL Server £iEE
B, AT LLE TE X EIEE B R

+ Session Recording Player, —#fmF R&E, AP A M TIEAH#ITIHEUBREHINRIE o

+ Session Recording #iEE, B2 SQL Server #IBEMAL, AREERFINRIFEHIB. REIMAG, B
INEBIE—1 &5 CitrixSessionRecording F#iERE. EaILIEE X EBIBRER M.

+ Session Recording FESizHI&, BT AIERBLUIEEERHNSIENEH &,

TEAXHRFIRMEERGIFR, FiE Session Recording A #1i F L £piAiE/EME. Session Recording Agent
REAEATZRERFRAAXRERITRERLN VDA £, E_ERSEATITE Session Recording HBRITHI
&, $=AMRSB/AE Session Recording Server , HMAMRSB{ATITE Session Recording $#EE. Session
Recording Player R4E7E Tt b, I FBAASEIMNIBINE Fimik& 5R%E T Session Recording Agent #9 VDA 3
1TiB1=. 7ERI BB, Session Recording Agent. SBBEITHIG . BB HIBEES Session Recording Server
Bf5.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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L]

Session Recording . .
Policy Console Session Recording
Flayer

Session - /

Recording Agent

Desktop
0S VDA ﬁ
& machine
% —pr— or > Session

User device Server Recording
05 VDA ﬁ SEVEr
machine

. Database

MXUERE

February 20, 2024

REIFEEEM

Session Recording A& #FREASETER (DCR) ERER. RINMERT, Session Recording SHEERHINSIE
A DCR, &ATLi7E Session Recording Agent BHE BTN,

Y&7E Internet Explorer R SBTEN R AR EEEHRIEPEEN URL B, FERFIERER.

Session Recording &3z #f Framehawk 2R, FEEEMRREIMFE K Framehawk ERERNRIE, &
Framehawk E &R TREIWKIETRER B ERIENERD.

M HDX RealTime Optimization Pack B¢, Session Recording Fi&FHI Lync MLSEERATSR.

AL R EIRI ST Session Recording A #1THE, EFEURTEMNIFE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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Session Recording BERRF &M, B Session Recording Agent 41, EfthFREHA MY FARS 251k
B, EEILFRE kR EA S Session Recording Server

g Session Recording Server FIEERBEIBERER K, FldN, ERIEE—TEEWSRENARMSR, HitR
HliFZEREFLERZERNARERF (G130 AutoCAD) » AT EEMRERIM, AIIAREZ 1 Session Recording
Server HECE f & T,

BiINRIARSS R 2R E

EBERATFRE—IHENMEEANRITF, EHSFHNE VDA £ZR% Session Recording Agent, Bi Sl F &R
Sl AEEEREIETR L. Session Recording Administration A REEHMARSES L, Session Recording
Player REHETIFiG L, FiEXEAGRRERERH MEEH,

o

. A
Session | e mm e .
. \
Session | smmmmmmm——m N

[
| Recording Agent | Session Voo
I I ’

[
. voa B | , : :
| Machine &N | ! Recording Agent Se‘ssmn
\ | Recording Agent
]
]

___________ VDA =
' .1 Machine 8 VDA [=
N 11 Machine &8

.
N
5 <
=
=l
(V]

ey

User devices

—— o m— m— = -

______________________

Unsecured

-
kS

1
1
1
’ ~ ’ ]
A \
Network f .y ! AT, | I
@b | cooo ol b I : |
— | [wnsn ] L [seee  a] 1 1
-

= - R - — _ Ix
X Session ! | Session Recording ! Session Recording |
Database ! Recording Server i | Policy Console ' Player |
\ D — ”, R ———— ” J

A ’

b s

~ ~
N e e e e e e e e e e Y Y Yttt - -
ERNEIEEM

A Session Recording AAHAETB EIRES, BRXLAGREER—MIFR, HBEEBBEEREIXEN
FRTEEP. FEBRAFRLEELFAT, BRERETRBINMEEXZNREEF,

o ZEIBUAERFIGNEFLLRES, HENEFEERES, KITRIVERER Session Recording Player
ERERGNAREFHITRE,

+ 3 Session Recording Z#AcE TLS/HTTPS i&fs. £ Session Recording Server L&#&iiEH, HIRIRIE
HANH (CA) 7 Session Recording 4AfF EZ 51T,

« 3 FiE1T SQL Server #9M 17 AR S5 28 £ Session Recording Server , #&/EHA TCP/IP X #isfT SQL
Server Browser fRS5. BUAERT, ZAXLEGE, BUMBAENAEERE Session Recording Server 5

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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IREHITERS. BXFAEE, 15 Microsoft x&# SQL Server B TCP/IP M4 Hhi#l SQL Server
Browser fg%3,

 #%I Session Recording SiEEY, EEERIELZNNR. ERGNARFNSIERLZAESSERHN AR
FF#9 Session Recording SBg#IMIAE M. Session Recording ¥ Eshikig 5B ITHMNE—NE AR A
EFAELE, BRTAE—TNBREFZE, MEER—IEFHANEARBREFE RSB E— A
BEEEMHERE, fli0, MREAEEEHMNFES Microsoft Outlook, NIRHEERF T Outlook BYFF
$B. R TE Outlook EfTRIFTHE LM Microsoft Word, ths3d Word #47R%l, Bk, MEEFE
B EEERH Word, #BAFERE Outlook Z#iEsl Word, A=t Outlook i#1TRHl.

« RERILUTE Delivery Controller E%%: Session Recording Server , BHITFRENEXEM, RAXKT
K ReR—,

« AILUTE Delivery Controller £%% Session Recording SRE&#EHI&,

« ALTER—RFHERRE Session Recording Server #l Session Recording SRE&IEHI &,

+ JEHa{R Session Recording Server (9 NetBIOS Z#iRi8id 15 M FRBIREl, Microsoft 3t ENMZKEIL
BT 15 MFRRIRE.

s BEXEMHAETIEREBEE PowerShell 5.1 iEB A, MREERET PowerShell 4.0 #5 Windows
Server 2012 R2 £%&# 7T Session Recording Agent, 3&#4 PowerShell, R &RESSEH AP EA%
Mo

MR

February 20,2024
Session Recording BBBE— ML EMESH, HABERWHITIAR, ELt, Session Recording IFELL. BIFEIA
BEGEESH, BAFTERMHEENRFEENMEZELLINEE,

Session Recording Az [ak9i&{=1@:d Internet Information Services (11S) L& Microsoft ;&8 FA%I (MSMQ)
S, IS 7F Session Recording At~ jaliRfit Web fRS5iBIE58%, MSMQ Rt T ATSEAvERERNE], LUSRE
HIEEIEM Session Recording Agent %i%%I Session Recording Server ,

RS

Kl_“clt
AMRBEFLRSHTENG, TJHEFEEMRERERSA. Citrix TARIEIEIMRAEEREBTYSHE
DR AEES S LURR. FREMRmIERTEENIG, ERETMRZE, BSLHITED,

MIEER, BERMTREMEI:
« EZE Microsoft Internet Information Services (lIS).

AILEEERA SR IS BERER Session Recording, & Session Recording Server t, 77 IIS &122§
HAGN IS RARERFBIRE LT EIUPRE]

- Virtual Memory Limit (E#MR7ERE]) : BFLEILRE RN 4294967295,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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- Private Memory Limit (ZHERERE) : iEKLLEIRE R Session Recording Server ¥R 1E,
BN, MRYEANER 4GB, ERILEIZER 4194304,
- Request Limit GERREH): HITENEREEIIEE, REETLKLLEIZE S 4000000000,

e

ZiFn ERIGE, BREETSIMNARERF, 7 Actions (I21F) F#&+ixiE Advanced Settings
(BHgE), REETRHE Advanced Settings (S4i&8E) sHEESH Recycling (E14R) 243

s BIREWRE R, Session Recording RAEMEAHEN LN FRERERAAG, TN, AEI5IARE
EuRh, HMARERMARNENSBEARS. KNEZVNEEFRANEERRABDRLETRNASEHKA. R
T—RIEAF A VDA REMEERIR.

- BENAERFHNARFISENEAAFET VDA FHERERAE, MRUITIEFTAMERERMAE, &
£ Windows ISt =5 #R SRR Session Recording Agent B4

- BMM5ES Session Recording #IBEEE M Session Recording SREREE R,

- 15705 VDA BB GENRD B —RS1ER P, 3l A Remote PC Access B,

- KT=IR{RIP Session Recording Server MZHI SR A R 2.

- EHIxRET Session Recording Player Byt BEHAIGEINIR, MRABENMBFAEFERERS, 1B
MEZAFEFAEAERE TENNAMEER AR, ZRERIAIR,

- BATENERYIEEITENIER Session Recording M7Fi#ARS 38,

o TICHIRBUREMM, Session Recording WARBISIEEAER). HRELEERT, FTREESTINORET B
IR (BREFRTREFERE. RLEEMNEZSRE). BRIEATREELE R :

- BRIFHTFREREHRER, TUIERMA VDA BZOREEEIEE,
BERAROATFERE, BRITUTRE:
1. ARBEERNER, AERERM.
2. BEBLRTR, REREBRHMHRE FHILE.
3. EENBEREETiERE ().
E&07 Microsoft X&, MitA https://support.microsoft.com/en-us/kb/307973,
- REFMEERSSEBNERTSASEN TS RHELSIWITZHEI R,
- BMRERFEARLEEFHU LRI LB REANFE RN Web ZAEF+, SN, Session
Recording 2F&IE1
- EIRERE ICA 2I1EZH1, XHAFERREREHREENEBRER.
- BATEUNAFERBEEMNHIESZ IR ERER. B HREAHHNEERNEFEIRS (Saas)
R 2R,

+ Session Recording EERLEHMBHERMEN BIMEIMEEE. BRERR) FTHREFSTHEERS
R, EEREIRSIREGENER ILERMEMERIREDNA, HFRIE Session Recording kg 2. A%,

- IEMfRIPZHF Session Recording MM BRI HRIEZE L 1IAE T Ao

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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- BMNBENERE=ZAR MRS EH Windows Hl# kR Session Recording 4B . Session
Recording A E1§E:

* 7f Session Recording Server t

- #8: SsRecStoragemanager.exe #1 SsRecAnalyticsService.exe

- fR%5: CitrixSsRecStorageManager # CitrixSsRecAnalyticsService

- FREXHIALT Session Recording Server REX#43H

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server ;=R E
* 1f Session Recording Agent £

- ##2: SsRecAgent.exe

- BR%: CitrixSmAudAgent

- FREXHI4ITF Session Recording Agent REEx 3

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent F

REMKRE

+ 7£ Session Recording Server £ 738 BB %] (MSMQ) 18 & if a5 # 51 & (ACL) LAFR %I =T & Session
Recording Server ki MSMQ ¥ VDA ¢ VDI i+5 41, HB5LEKREREITENA Session Recording
Server Rix¥iE,

1. EEAT Session Recording 898 Session Recording Server U VDA g% VDI i+ & #1 - 240k
SBRINEERMSER. ARENRDEBATIRS.

2. ME1 Session Recording Server 8 Windows FARSEITHEERET A > i+ BN EE,
3. IS AER > HERTI > ZANT,

4. BEHEE AT citrixsmauddata LUTH BN E, ARERRLSMETF,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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Computer Management -8 %
File Action \View Help
e 2o XTaz @
& Computer Management (Local) Actions
P g Systern Taols
Storal 1
E B Suvicg; and Applications Ganeral | Securty More Actions b
v Wy Intemet Informaticn Services (II5) Manager Group or user names:
b 3] Routing and Remote Access -~
4 Services B, 5vSTEM
& WMI Control B, NETWORK SERVICE B
b ﬂ SO Server Configurstion Manager R saLs
4 1@ Message Queuing B2, Admiristrators (S0L\ Administratons)
) Outgeing Queues | B2 ANOWYMOUS LOGON v
b 3 Pl Comes ==
a4 1 Priwi eues
b &5 :;:lmm- Pemissions for Everyone Alowi Deny
b Systern Queues Full Contrel O o -
Tesie o oOf
Receve Message (| O
Pk Magsage O O
Receive Joumal Message O o .
:'m_mamm.m m
[ ] oy
5. AMmALbARS 2R AE MSMQ $UERIHENE VDA R24H, HREEFRIXHEENR.
E Computer Management =-|a| =

File Action \View Hq:
o nm XD a=| Bm

& Computer Management (Local)
b [} System Tools
b 3 storage
4 [y Services and Applications
b W) Internet Infarmation Services (15) Manager
b [# Routing end Remaote Access
o, Services
& WM Contral
& I8 SOL Server Configuration Manager
4 @ Message Queuing
p ] Outgoing Queues
b ] Public Queues
4 (7] Private Queues
p & citrissmauddata
p ] System Queues

For special permasions or advancesd seitings , click
Advanced.

[ ok [ cancat |[ sy |

Mare Actions »

« IEFafRIP Session Record Server #1 Session Recording Agent M4 HE. BiXEM Windows E=
HIEiEATIERBRAERFIPFEHES, AERFHETEERZIZIERSE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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+ HfRi517 Session Recording A HERSREWIE LEREM, METEE, BFEXEHENITE—IRENE
R, REERNAGEEBEERA.

o [REERIMFMEIE 51T Session Recording AAfFHIARS 25

« 1£ Session Recording Server 5HEtfRZ5 88 2 B4R ASE, BrLbiAiREtARSS 2309 P AR REIFRIER
o

o R4 Microsoft IRtIRIHRLEH, RIF Session Recording Administration AR5528#0 SQL HuBERR
RS,

o REFEERBRIEETEN.
o PREREENARERRFIEBREERBINSE,
o REHFIEH, F/A Session Recording XHERThEE, HE IS HigE TLS &=

o ¥ MSMQ 2B RER HTTPS Fiathil. 7552i% Session Recording Agent B4 H%IH a9 MSMQ il
WEBA HTTPS, BXi¥4AER, BB MSMQ HKi&EH R,

+ 7£ Session Recording Server 1 Session Recording #3EE LB TLS 1.1 3 TLS 1.2 (#%E) HEZH
SSLv2. SSLv3. TLS 1.0,

+ 1£ Session Recording Server #1 Session Recording ##E#E F 2 TLS #9 RC4 ZBEEM:

1. A Microsoft A%KBRYRIEE, SMAITENRE > BEER > W4 > SSL EBIRE,
2. 1% SSL ZREHINFRIBRENERA. FIABERT, KEKREARLE.,
3. MiBRMER RC4 ZHEEH

o ERBMRIPINEE. FERRIFE—IN Session Recording ThE, 7EX 4 T#F Session Recording Player
RIS SXHHITING. BUAERT, WERLFEARE, BT Session Recording Server B,

o BRMBERKEMMNEZEZT LN NSIT 5S# 1T,
+ 3 Session Recording f2& TLS 1.2 %#%,
HOTBIWER TLS 1.2 1ERBEMY, LR Session Recording A HIHEIIRR £ M4,

ZFIE Session Recording #9 TLS 1.2 i%, BEHITIUTIRAE:

1. ERE$EE Session Recording Server Hit &, REEEN SQL Server B inAHFIRENIZR,
#7 NET Framework (hg#s4 XEShRAS) €BRMNE,

a) 79 SQL Server &% Microsoft ODBC k&2 11 (HESHRZ) -
b) A .NET Framework BMSHEWMERETA,
c) RIEMEE.NET Framework kxzas% 3 ADO.NET - SqlClient, BXE¥MER, ESE
https://support.microsoft.com/en-us/kb/3135244,
d) ¥ DWORD {& SchUseStrongCrypto=1#i1ZI HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFra
F1HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
THo
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e) BEMBITEN.

2. BREFE Session Recording HegiEHl ARt EN. KZA.NET Framework M&FEHMEFLS,
#79.NET Framework (h7s 4 siEBRA) REBINT. BFREBMBNSES5FIE 1-471-5
HHE, WMRE%EFEAES Session Recording Server #E/ITHEH &% Session Recording HBg#=
Ha, WaAIUZBKRXLESE,

3 SQL Server 2016 ZAIMUkRAECE TLS 1.2 3%, 5507 https://support.microsoft.com/en-us/kb/31
35244, EEME TLS 1.2, &% HTTPS B2& 5 Session Recording AXHE(S 1Y

Y RIEEEEW

February 20, 2024

Session Recording @— 1" & ERIT BWAS, aIBHRTFAIRBE =&, kRizfT Citrix Virtual Apps and
Desktops =k Citrix DaaS (L{#1#F# Citrix Virtual Apps and Desktops BR$3) FREEMERSN, LEFIETT Session
Recording N FEAREEIIINE R, B, MREHYREIFSRIE, BRINARNEZERASANMRE, &, KR
FIMSFRIRERERARRIEXH (BN, BFEBRENBRER).

AXNBT Session Recording WAISSIE AT BY, UREMFAIUSRBIMRATESF AEHRERSF.

Session Recording H{+4BEBRIFHIT B

5Z &R, Session Recording i BRFER N EERR:

o XHFRNB)

£/ Session Recording RHEINSIEXHIFE RE. CLARSERBRATZHENSRIARGIENMEZ,
Ei/FERENIEX G RNMEHR. BETEMER IOPS BEE DILEFMMIAX 4D 10 £F

FHERIEXHRNRD, XEFREMMAMAERREETR ERG. REGEEERN, HEEH
EARAZHEZEMMEXAPENNGRERL. REGPHINAEERIBFZTHE, BIERERR
KiEF, AT HERBRNWXMHE AR/, Session Recording A REIXHHHIXE i, Session Record-
ing AIERFETMMHRIERER H264 8, NTIRNREISXHEKR/D. EFEALLINEE, B Ses-
sion Recording Agent £ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Agent\DropH264Enabledi&&HN 1, AERKERMIRMBIDISETERENEIRERNHT ENT N
X%,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://support.microsoft.com/en-us/kb/3135244
https://support.microsoft.com/en-us/kb/3135244

Session Recording 2209

g Create Policy
s »

Edit Setting
Policy0 Use video codec for compression
{Overvim|5eﬂings‘.hsig'u‘.lml -
= = Value: | For actively changing regions ¥

}» Use video codec for compression

User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server
OS, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server
0S, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 0S, 7.15
Server 03, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,
7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server 0S, 1811
Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-
session OS, 1909 Single-session OS, 1912 Multi-session 0S, 1912 Single-session 0S

¥ Description
This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify ‘Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred' is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select "For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

“ Cancel

o ERXHPRIRHNLEERK

FREHMNASEXHEE UEATRESIRINSIEN ICA i, & X4EHRETF S Citrix Workspace
R B2 TIBIEM ICA iYEIER. THRISITRRMNERIERIRE A BT L B EuREN, RREE3T
F VDA WA BMHREE, EHETEME— VDA RHASIENMRIFRELAF &R,

tEsh, REIREESIEMEY ICA EHEE, MMH—S M. HId, FEREFTEMNMZ A IRIRERRENEE, X
BB A UEMAEIIE, MASIISRERT EEmFLt.

Tfh RN\ EMIERE

Session Recording Server R REIMSEXHMPRES R, BITBAT Session Recording MERIERIER S
VDA HE & ITBENESBESEREINSIEHRIELIEE Session Recording Server . Session Recording AT EEAE
iR, HEUURRBRRMHKE, B, WFEA—SRSH[ALUENSIESHREFEYIERE.

EEERAS Session Recording Server £ix 7 % /LR, RS20 U EBMNEFHEIIENRE, R4 0 UEME
RENEURAR R QLR T HIRmNEE

BIEHERNER, BFHRITUTIHE:

1. BREPIFBERUAFHIZIEKR ]
2. B mERURH2IEREE,

B0, 7= 8 N ITERR, EEREREIT 5,000 N Microsoft Outlook £i%, SMNEIEMANA 20 MB, 1EXTHER
T, BIBMNERAAN 3.5 Mbps, (5000 MiERIL 20 MB BRLL 8 )\BF, BRRLS/\ET 3600 ), &E#ZZ 100
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Mbps FiEM. BH RN E=IERZHERHIEIERNEE Session Recording Server BEfig b2 A£) 5.0 Mbps
MEIE, LEREZETHARMMEE IOPS MEMMIEREIRAIERE, FLRAIF, BEEE (5.0 Mbps) EFiHANE
% (3.5 Mbps), EIttF4 5000 4 Outlook £1FZ2ATTTHY,

PMRENHIEEERRA, EARRTHARENER. RESHE. BERENBEERXSEHMERE LR,
5AFE Outlook ARFIZI B FHMFHI=IEELE, 517 CAD NKIBERNREIGRAIEEEXTE S, Eit, RHIER
#WEH CAD RIETRERFEBRMNEER, HEREFEAES Session Recording Server .

RAEMEE

FENRARESRENAE—SFLERER, BLERRAFUAVIDEDEREMENEE FRARK). YAEHAFE
FLE—MEERMN, TESHARELEMN, FH9I a2l HitiIRTE Outlook WHFE-RUIREIERIH B FHRHHET,
WREEXMIER. Session Recording Server # 5.0 Mbps 2 I2EZIEE R E LIRS XFHRANE R,

&1 VDA Lizf7H Session Recording Agent 1/ Microsoft ;& 8 A% (MSMQ) ¥ RHIMEKRIBL X F R
Session Recording Server Liz{Th Storage Manager, #iEMEMEMELZARNARE, SHEAMHFA. WBEHRSESM
BEWA ZEfEEBFBERNSREM. R Session Recording Server FME L EZBIBR AN RELHIE, NsiE
NEERHINEIE, NRMEIRE, BRI FMEE VDA EHEHTIR, 5—MERSEIBEBIMEE
#i, 18 Storage Manager [EICFREEMES, EXMERT, HIEHESEME7E Session Recording Server #9i%
HZRAF A,

MSMQ Fa[fERBE#ENF, AR Session Recording Server I E §Erg i, RFINWEBIERKRZEE VDA
BIE AT, LIEHEER, E—EAXFIEHIAREE, MSMQ E A FEFEIRS SV LURTHE 4R, MAS
Wi R HIAN E K EIR.

MSMQ HIEERFHZA T IR FESIEESNHETEEA R, LIRFIRETREA. MEHAEIFSHEHERAEX
ZHA RS REYIEl, BORJEUERERREHSET, EEXMERT, BEOREIGNBIEREER. EXRTHIE
BISCAHIPART LRI, (B RBERREIMIERERNME, EERUTRA:

« MEARSSE (51 Session Recording Server ) FINE LB ZIE, FHIFHRMHE MSMQ AILUEINRTZR
RNBENBEZBE,

+ & Session Recording Agent By ““HE4E1FEYE]" KB B NS HMELS (T “Session Recording
Agent B MIEEBETEL) EEEE, RIMEN 7200 F (F/hE), XEKRESZXFRHNEBIEEREMM)
BYRYBTIEIEIIX Storage Manager, Storage Manager ZeZA SBEEZFHTIF RGN, CREETERS
(HBRHFNSEGLD) B, SJLOEREMLE, &AEN 365 XK.

MSMQ BI5— M RFIR, HEIEFREL, PATIR BRI IR IOPS SRIEEFIS NEIRER. EEEIE R T, Storage
Manager E#MMEZWFALIBLEIE, MASBEIBEEEEANEE, FHEMESRWEERIT—RE N, LUEM
REINIEXM, FURTRER, & IOPS EIBM=1F: SXEESHVATNEE. NEEPRBUREAXHE, BF
Storage Manager E&ERAH IOPS R, Fitt Session Recording Server HMEBREL T, BEEERES
2iERR. ERELCESN IOPS B9520H, ERMLTEIN:
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* 1FHR MSMQ FHEE BRMEE S REIX A FEXHERAE. RE IOPS B4 REBEMT =, BXMFRAEER
TR MR O™ &,

o (FEEBIEBTEITRIEN. RIBMERE, FRBRAINNG EHES A AMRS S, XEHAEEFERREME
B (Uninterruptible Power Supply, UPS). XM+, TR IURAERAEZMER,

SAAREI

RENSIERIBNEIBREAR KA 8ES—, AIREREZERAMKIE, FEE IOPS FEMRERRENRAEER, HTF
XANRE, &S Session Recording Server AE R ENEARTE, MEEAMNETIR, RINEZRSEIHXK
HOERSH[IMBBRESATIRETINBE, —MHIERZNEURAIEITE Session Recording Server 1y
BREM 50%, EHEMRGIT, NRRSBEEBLIE 5.0 Mbps, IEBRATEM AN 2.5 Mbps BEEE T BEF
ERFIE— Session Recording Server E4 5% 3.5 Mbps # 5000 4> Outlook =&, MR EMRER AL 2.5
Mbps B9 3500 M=iE.

FAEAN SR BT RET

IHBEREREERENLA T ENRSH, FHRETARIERBELOATER. ELHEKREAE, 3R Session
Recording Agent 2 AZKIEVIREIRE A HIEER, REIBUBRILAIRIEET Storage Manager, MEXHENIBE .
AT REIHRER, BREEA USSR SIERNRNE, B2, MRIERIXE| Storage Manager B%#E
B MSMQ #1789, ELNARIETARIHARN, EXMER TS HIlR-E, 5 MSMQ LR, ATRFR
BRI REIBUBSFE EthEuEE B — A, HRABMARLUERX G, BEERMNINREBERTER, MR
LB R ERRE—MEEINRE, BHEBRENTRETLEE. JUEENHERRITERASEMNEEE.

Ry R

Session Recording KZARBERKIEMRE, AR FEULERIFUMEREINEIERE, #iFRLHPARRMPRSS
FI¥ BI147E Session Recording RAMIITHEXEE, NRFHAATERAIRENTH, WEEFIENRITH
&, R ICA 2iExS VDA BIMREM BT BMENEME/ N FWMNANERTFFEE. JRRAFURFAREINSIENER
MR, BT TEE, Sl UFHARARS 230 B2 07E 1% B 5% 28, maiEii, RRSS/AILIEE 100 MR
%% Session Recording WA, NMZREFATIEE 95—99 MHEF:

o 64 RS8R, % 8 GB RAM, EITZAIEIRIERS VDA

+ FrEETT Office £ NN ARRFENRIE, FIa0 Outlook A1 Excel
o [ FRFE R E R R R AR

« FiE=IEI9# Session Recording SRR AERE #H1TIE R

REINRERL, REKTHEDIFEUEREAEEE, W/ I BENEMEER UZERT, SN RSH[A
FEERETE, WMaiFhR, #mWREZE VDA £8 Session Recording AHHMEERBE £, RHIAEIE
M ICA =iFH%RPIREY, AGREFET MSMQ %i%3 Session Recording Server , &5 R RHVEIERD,
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BMEERRHIRIENERT, A Session Recording L &P R/ NHIFH. MEERITERFIREBHERSSIMNE
i, WaElEiZRESS EZARE. BBk Session Recording 82— %, RAMBANBFZZEGEES Session
Recording Agent E1:+ Session Recording i LA VDA it BHEARIERFISEE. MBFERFE
REIRIE, BEEMEP LIS IEE,

NEEFHE

A LUMIE M & 3% VDA EliEUR Session Recording Server WRHIRIEHIBNELE, —MEREMERN S EARME
FREISHBIR/NUK Session Recording Server FRB R FREIIGEFERE, 5 ANMENIIEEZ Y] RMIEEERD
ML HRENIE, Windows tEEMMEZ T A (perfmon.exe) EEETTLINESIR. B Session Recording 12 1#y
R B 2 MR ERGITHER. RS TRTNEEHE, URIRMFMNALKRND, TRERT —LRERNYE
BEITHRER,

RN R THERER BT BiEA

Citrix Session Recording Agent  Active Recording HHIEERE VDA ERFIHSIEE.
Count

Citrix Session Recording Agent  Bytes read from the MIATTIRIN S TR EIE R A A% 4R 141 EX
Session Recording HNFTE. ATHRESRD VDA 1IZR
Driver S8 EREINAMERIFERNKIES,

Citrix Session Recording Active Recording 5 Citrix Session Recording

Storage Manager Count Agent it#5288£M4, {B Session

Recording Server B&oh, $5ma0
HFFERSB[BREVZIBLSH

Citrix Session Recording Message bytes/sec FIERFINSENELE, ATRATH

Storage Manager 7 Storage Manager IETE M 2EE
AR, 1R MSMQ RETHE,
Storage Manager £ %517, Lt
A B F#&7~ Storage Manager 9
BAIEEE,

BiEREE Disk Write Bytes/sec AT EHEWEES 48, XXITFE
I Session Recording Server i
SR RMIEEER, WA LUNEE
BAIREN2RAIMERE,
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MREXT R

MSMQ BA%!

MSMQ BA%!

L&

pSEEs

Session Recording Server &4

THERER R

Bytes in Queue

Message 1in Queue

Bytes Total/sec

% Processor Time

iR

AIATFHE CitrixSmAudData B2
PAFIRFRER SRS, SNRILEMRE
B lElAOERSTIG N, T MRS
REIFIENEEIG KT Storage
Manager =] LUMBHERAVRE, 1k
THLEE W MR IR IR R A R RIS
FEHEH-

KT PATIPRFTE” ks,
BNEHSHE,
ATRATFEERMMHITIE, U
REISIERNERREIES, T
Session Recording Server Lillg
B, it EREs e R E N BURRE
R, 5HTNEHELEERRN
Citrix Session Recording
Storage Manager

Message bytes/secit#s
RZRSSLE. SNRMILZERE R FUIL(E,
HEREHETIPE,
BES#HITEM, BE CPU RAXH8E
B iRERTR I

B LB (F4H3%£4F Session Recording Server A RIEMENBENDTE, BEHMEE: dETE (BIgmns
TRSBHNEE) FHEYTE (BIFMESZRSR) . EMEER—MERER, SNEFHRURENRARESTT R

o

ay R

@& Session Recording Server BY, BEZEIUTREME, URRITAMENREMERE. RAKBT IOPS,
IOPS A LAIR MMAZ ZIHEN REMIEASRENELE, AL, WEHNMBMEREHHITRARFEEEN. X
FS14tEE Session Recording Server , BIXERANX CPU 3z CPU, EBMEMEENMERIRGHRLD, BINE
3 64 {u4b3RER%e4, BHIEAEER x86 RIBLEXAY, EiUMERA 4 GB RAM, BIEMEZHNEEE Az
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A

BIfERARET BHE, ERFIKREXER, 84 Session Recording Server 18] LUK M REFI AT I R 4 BY PR Hlo
FIRER B RMBIMIBRS B RF R AHMNER, TUEFRENITEN EREES Session Recording Server , LUfE
Session Recording Server {E A B F#iETT, EULEEEHR, Session Recording Server EH=EFEMEIE
. BRAME, &% Session Recording Agent s R TIERAE 9 Z M E FHigs.

il

LS

100 Mbps HIM4EE1E1E &%E Session Recording Server . Gb UIAMEZERISESIRE 4L, BRASIEMHEERS
5/ 100 Mbps #5289 10 18, Ehrt, FHEIEHE/—L,

#afR Session Recording R 5alea £ F A BMEHRNE= AN AREFEZMEREN. BRBERT, ML
AT Session Recording Server . 1RMEIAERIISEMM, WNEARE—MHEIEENRSRARTT Bt
Ao

=&

WHEMFEEGNRARRS ST BENE —SREENRAE, BESA\HENREHR, BARSNEEES, &
EEERAL RN, BESXES NMEMIFREIELE,

BEUBEMTE RAID 3 SAN L.

3

AR

BETFETXXHERMHIY (190 SMB A NFS) 72 NAS LRI se X1t aefl R e M= £ R0, BERRMhRZ
BN OB R R ERRE, FHHITAURNIE R ERBIIEEE,

WNFAMIERIRE, TEHNRARNEEFAEFNHEITHE. EEATEFSREOSHEERBEN L, ERAR
BB ERLER, HHRENRIETH, MEFTFHYEBEIRFETR. SUURNFINREEZREE AL
B BR, EEELNBFELEGESIRBUEERRE. NHRVEENXARANTEN, BERNEFHEEH SR
H& A iR,

BEREAAEN RAID FHEBAS R, B1F% RAID £3IaTA, BEBURTHENTRER, TRIEET S RAID
HAN U RENIREST Session Recording HiERRE,
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RAID 25!

RAID 0

RAID 1

RAID 3

RAID 5

RAID 10

sm AR TR
EEBRINEHE 2
EABRIONBERE 2

wEATBRENETE 3

HAHLFERENFHE 3

REEMFTE 4

AR

RHESHRELTR. &KX
AR RRIFFET,
RAID 0 2 —FH R AR
BE, BFFERHNRIE
X, HPHiEERRIRN
B BERIMESHMRER
Al Rt RE.
—MEERB LR,
LR A — A BB 5RAY
BRER. NEFESTTR
RIS BEGE B LLARIR TS

o

REEBFEMT RAIDS B
TRFENEE A\
RAID 3 7= AT Msasile
MEBNARERF. BT
Session Recording BF
XM AER, Eit, 583
Bi#ER RAID 3, B
FERo
BERREHESIREEEE,
BUFEES NEREA .
RAID 5 B2—eREFRE
W, BHTENMRER
18, FAFENIS
Session Recording £/
RAID 5, RAID 3 mTLAAZE
IR AFHITEE, BEEAN
HeEsiRS.

21 RAID 0 BYMERESRFE,
8% RAID 1 TR
gt Session
Recording £/ 55 HAR
R B0

RAID 0 #1 RAID 3 2R##EERM RAID 45, RAID 1 #1 RAID 5 2 7inE, BREINIT Session Recording &
Fo RAID 10 #seiefit 7 —LeHREMES, BN FHIMEERIH KR 5o
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RTEHBIREBFAL BN ML, IDE/ATA IRzh2sfMshaR USB B AEIREN B RIS A TE Session Recording H{EF,
FEMEIFETE SATA M SCSI Zjal, 5 SCSI IRzhgstEtt, SATA IRzh23LAERRIE MB iR T B MERIER,
B2, SCS|EmhasiztBirattae, HAERSBBEPER N, RSS2 RAID RS R EZHF SCSI Ropgs, BX
L SATA RAID P milfEtBr] o TEMHMEHRIXEhER mBIIAERY, 155 SRR Ies R E A H A 1 AE4F k.

HTFEXRFBTIETERSSARERETE, FAlt, EXTESFESHREZEHITER. EREIRHIS, £8
NI TEEARE 5000 4 Outlook RIFALYHEFE 100 GB WzfiE=ial, EfzfiE 10 XIRHIRZA (B 50000 R
HIBRIEXH) , EHEE 1000 GB (1 TB), B REHFALRMBIBRIAR 2 SIMREER, o UERNHETENES.
R 1 TB#E=ETA, WtXNREHRESEN, BREZTEEMAERETE 700 GB £4, F& 300 GB fEx
BBV X, £ Session Recording /1, ICLDB StBRFXIFXHHNEEMMIER. ENSREREBARTK, &
AUZHEEESERNMESEREEXEIT—/R. BX ICLDB si<HIFHNEAER, BEREENEEFCR.

ERAMIIRNEMEHISNBER S EREAE T RREERIHAMN SAN FiEM RS R, 3F Session Recording
Server , HEMFIRRARMIRENE, SAN RENAES, BRTHEMRTIRHERN, SAN BELEFELNERER
. SAN BFFhEELE, BIKLFEERM iSCSl, iSCSI &4 L2 SCSI over TCP/IP, B5IN GB LIAMLK, 1E
A imiE LRI IR,

PIEEAY R

&i%%) Session Recording #iEEMHIEERLD, FAZMBENXFESRHENSEGTXNTHE. RENSIEELS
MXHEENDIRMBBEET, BEERT, 8IRENSIERFL 1 KB #BETE, FRIFER Session Recording
E AP B REHEBATRIEP.

Microsoft SQL Server 2019.Microsoft SQL Server2017.Microsoft SQL Server 2016.Microsoft SQL Server
2014. Microsoft SQL Server 2012 #1 Microsoft SQL Server 2008 R2 & Express Edition frzi§ kB E A\
#1510 GB., UENMERHIKIEA/NA 1 KB itE, ZEIBEAHRR AL 400 FK1E, Microsoft SQL Server yE i
hRZAS & B HERER/ RS, NP AHETERY. FBEPIEREFTINLL, BEHIBENMREUSIERRENMEE
JLERI U ZBE R T,

MREHIET Session Recording EF API #TEEN, EMRENKIERERNNMUEESS: REIBEEERFE
N BPERIEAERFINIENER— RHELERIER—. NRMER Session Recording ZE API 3t &iEi#
TTEEX, RENENTEREHHER—1NES. ATIERRESHMEESEE AT ATLERE R
5, RUEIEE LML BAHARAAEEIEEE, ZFMIERM, UETF Session Recording $UERERT LS H A 3B E
(8#%& Citrix Virtual Apps and Desktops #iEEEEUEE) EHEREM SQL Server £iET,

#NR Session Recording HEZBEAMBETRRHE A TRFINWKIE, EEE Microsoft 3¢ SQL Server @I &
s S RENHITIRE.

TR FARNEE

February 20, 2024
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==
DEI A H T EREERS S S A, E2RENEIEPEE H H T EME Azure FEE Session Recording
UK FEH 3,

AXEEUTET:

REZIIR

/3 Citrix Virtual Apps and Desktops &#i2F %% Session Recording

BERE

FH4& Session Recording

EN# Session Recording

5 Citrix Analytics for Security £

LEZITER

AILLER Citrix Virtual Apps and Desktops &#i2F %% Session Recording A1,
FHAREZ R, BERUTIIRPHNSE:

K TR

ERBRES Session Recording AAFHYITEN.
RESITENTATERENAGIIEERENER,
fERER Citrix #kF &850 Citrix Virtual Apps and
Desktops T IUmEmH F &~ ISO X, fRESEZ SO
Xz R4 DVD,

EfEMA TLS #%7E Session Recording (A2 ia)i#{Ti@
&, BEENIRRPREERIES,

79 Session Recording A REAE MR BIEIMER,
BILAM Citrix 255 TE FEBHMER.

fd& Director LUBIEHHGE Session Recording 5kE&,
BXFEE, B82S Director LI Session
Recording Server,

AR

o HMEWNERIERGRERELBHNAREFYDFIRINRZGEPR, MRELBHNAREFAFHEBRZE
A, MXLENARFHNRIERZEREEMNRIBREHRR, Session Recording #/EzhHREES A
TANSE— T ERGNAEFBLE. M 7.18 kAR, FJUERAISRIERGEIThEEESIEHEIKER B
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HFIEEERBINRIE. INRERT BRI SRR EPRIAE. BXFAER, BEHAERIE

Filo
« SNER it %IEA Machine Creation Services (MCS) 5 Provisioning Services, &#E&—1MNH—H
QMId, ETRSHRAEEERR,

o SQL Server 2% TCP/IP. i&17 SQL Server Browser fz55H2AH Windows B 581E,
o BEAHTTPS, &R TLS/HTTPS BE2B RS 2HIEF.
o HRAHAFFA > A > BP AR C: \windows\Temp X#4EEEE AR,

&/ Citrix Virtual Apps and Desktops Ziti2F %% Session Recording
BATEINEE R MRS 28 L R%E Session Recording Administration. Session Recording Agent #1 Session
Recording Player 4, LITER#MNA T AR AN
%%t Session Recording Administration A4
Z % Session Recording Agent
Z%E Session Recording Player

R

TR Web K28, 1EWE SessionRecordingWebPlayer.msi 7 # 8 35 BE # 1712 E. & {X1E Session
Recording Server E%=% Web #E33.

%% Session Recording Administration A%
=

H 21102, #ZMAT TLS 1.0 8% Windows Server 2016 t Session Recording Administration 42~
A, BTEMUATSE:

1. &EZFRTF SQL Server #9 Microsoft OLE DB Driver,

2. & HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NETFramework\v4
.0.30319 M EmM T, A SchUseStrongCrypto DWORD (32 fii) & #H ¥ & # &
KEA L

3. &5 Windows Server 2016,

Session Recording Administration 48 £ 1% Session Recording #i&E. Session Recording Server
Session Recording SE&IEHI &, AILLEREERS 28 EREMNA L,

SR 1. THERRAHBEDES

1. A& Citrix vk~ E3#BIF1E Citrix Virtual Apps and Desktops FTHREH TH~ &R 1SO XfF. BIEHEZ
ISO s zIRZX R DVD,
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2. FERAAHERAKS, EREEHEFBRE Session Recording Administration A8+ EN. 7EIREHS;HIE
N\ DVD 5% ISO X, MNREZEEFFRBNEE, EWNE AutoSelect [ AiEF L AR,
LR EmRERS

Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TR 2EFERENT R

B REHMTFA %S Citrix Virtual Apps = Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Virtual Delivery Agent for Windows Sing|

Install this agent to deliver applications and d
single-session OS virtual machines or physica

Extend Deployment

Citrix Studio i Session Recording

$ 1% 3:1%4% Session Recording

%% Session Recording £ 8.
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Citrix Virtual Apps and Desktops 7

Licensing Agreement
Core Components
Summary

Install

Finish

TR 4 FEFHHER Y
ERHEFAITYTE L, FERFHRRFANN, RARREET 5,

Software License Agreement

Last Revised: August 19, 2020
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the end-user customer (
the providing Citrix entity (the applicable providing entity is hereinafter ref
"CITRIX"). This AGREEMENT includes the Data Processing Agreement,
Services Security Exhibit and any other documents incorporated herein by refe
location of receipt of the Citrix product (hereinafter "PRODUCT") and n
(hereinafter "MAINTENANCE") determines the providing entity as identifie
www.eitrix.com/buy/licensing/citrix-providing-entities.html. BY INSTALLIN(
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGE
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in ar
order or any other document submitted by you shall in any way modify or
terms and conditions contained in this AGREEMENT. This AGREEMENT doe
to third party products sold by Citrix, which shall be subject to the terms of the
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive
I have heard, understand, and accept the terms of the license agreement. This o
checked to be able to continue installation.

@ | do not accept the terms of the license agreement

Back
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Citrix Virtual Desktops 7 Core Components

v Licensing Agreement

Core Components Location: C:\Program Fils
Eeatues Component (Select all)
Database and Server

Session Recording Administration

Administrater Logging

v
Summary
Install
Einish Ee;sion Recording Agent _ . .
his compenent cannot be installed on this machine,
Session Recording Player
e Install the Session Recording Player on the Session Recording &

workstations in the domain for users who view session record

Back
SRS ERETENAGRETEME
EROASTIE L

o (IE: BABERT, ArRERE C:\Program Files\Citrix . ZZAIBERATAZHIBE, EALIEEATE
XREME,

o A BIMERT, IURENARZHNAEERETKEFH, RREFNRERERIFRERAL
KRIERIERFA LETT. ERAIF Session Recording Administration A#REEZXIFRERSK L. EA
¥ Session Recording Agent (R&L#£EERET VDA BWiHEN L, MRELEIRARE VDA HiHEN LR
Session Recording Agent, Session Recording Agent :ETUEFR A A,

1%&#% Session Recording Administration F&&HT—%,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.
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Citrix Virtual Desktops 7 Features

¥ licensing Agreement Feature (Select all)
v Core Components . . i
Session Recording Policy Console

4
Features Citrix Session Recording Policy Console
Database and Server
= = ) Session Recording Server
Administrator Logging Citrix Session Recording Broker and Storage Management.
Summary
- Session Recording Administrator Logging
Install [l Administrator Logging captures Session Recording Server configuration chan
Finish recording activities to the Session Recording Database.
vl Session Recording Database

Citrix Session Recording Database

FIE 6 EREREMNINEE

EThEERmE L
o BINERT, AJRENIIEES NI S3EERWIET. T—ARSH/ LREREXLERSF/EM[THIRKIT,
SHFAREFIRE, BEESMIIRSES ERE Session Recording HRB&IEHIG, EF—ARMMNARSS LRE

Session Recording Server . 2R AEKIZRMEIERZE, Session Recording EERAEIERE Session

Recording Server BWEIEFINAE, #cik#E Session Recording Server , ZAfG7 BEik#R Session Recording
BEERATIER.

o ERHREDRERE, BEER—RSH RN, REEFER msi REE, BEBRETRERR.
EREREN—D MmN, ARRET—F,
1% 6.1: =it Session Recording #iE%E
AR
+ Session Recording #iBER R LIRIVEIERE, ©EARERERIEIEMEE Microsoft SQL Server

LHIRFREBIBERN A, Session Recording Z#F&TF Microsoft SQL Server B =#¥iBES 01 A
MRRAF R, BXREMER, BEREEES R A,

o FJLATE Azure SQL FE& £, Azure EE##1 (VM) £#9 SQL Server L% AWS RDS E&BE Session
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Recording ##ERE. £ Azure SQL & LFIF AWS RDS £, REefER SessionRecordingAdminis-
trationx64.msi B4 EEE Session Recording #iEE. BX¥MEE, HSRE Azure SQL HEXE
=k AWS RDS L2B& Session Recording #i&EE. £ Azure VM 8 SQL Server L, BILUER msi
a0 Citrix Virtual Apps and Desktops Z##25 3k Z8E Session Recording #iERE. BXi¥4H
58, 1B5A7E Azure VM 89 SQL Server EE5%E Session Recording #E .

Session Recording #k#&Z# Microsoft SQL Server (W EEEE U T =FhA:

o BE 1: EE—BITEMN LRE Session Recording Server 1 Session Recording #iE&E, EixfZit&EM
%% Microsoft SQL Server, (%)

o ZE2: ER—AITEN _ERE Session Recording Server . Session Recording ##EZ#1 Microsoft SQL
Server,

o E 3: H£—HIHEN _LRE Session Recording Server , 5 —& BN LR % Session Recording #&
B Microsoft SQL Server, (F#EFE)

1. EIMRETIE L, 1#E#%F Session Recording $#iEEHBET—5,

Citrix Virtual Desktops 7 Features

+ Licensing Agreement ] Feature (Select all)
v Core Components . . .
— Session Recording Palicy Consale
Features Citrix Session Recording Policy Console
Database and Server
— Session Recording Server
Summary Citrix Session Recording Broker and Storage Management.

Install
Session Recording Database
Citrix Session Recording Database

<

Finish

2. ERIEEMRSS[ESER@E L, 18E Session Recording #3&E FE 89 32l & #R A $X B EE & #7 LA Kz Session
Recording Server ByitEHlkF, 2ETFT—F,
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Citrix Virtual Desktops 7 Database and Server Configuration
¥ Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
b computer account of the Session Recording Server.
¥ Core Components
v Features Configuration
Database and Server Instance name
Summary Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finish Database name:

CitrixSessionRecording

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back . | cancel

EHIEREAMARSS SRECEDIE £

o THIBFR: MBHIEBELFIARESHB LG, MIREEER SQL Server it BN & . MNREESERGIGE
HHiEIA SR pleE, EER computer-name\instance-name fEASIBELGIZ M. EHEERMNAR
SZHLHRTR, 1BTE SQL Server Liz1T select @@servername, & [E1{E A EHREGEESL G,
R SQL Server EEERMIREEXHA (MIERIARKO 1433), iEBETAIZEFIBIHMN—MNES
RBEEXMITEEEO. I, EXRFIBFXAEEFREN DXSBC-SRD 1,2433, HFES/FEM 2433
RN BEE X resimo

o BIRERT: EREERMXAEPRBANBEXBIEERZN, HEEAXSEFERHRIABRIEER M,
BEMLEZNINS SQL Server SLfpIERE LR EHERE R YA M.

BE:

HEXBIBEZMBANEE A-Z. a-z. 0-9 MTXI%k, HEFEEET 123 1M Fi/.

B FEIEERR securityadmin 1 dbcreator [RES B AGNIR, MNEEHEXENIE, EALL:

- ERBIEEEEANDELTENR. RETHRE, RFABEE securityadmin 71 dbcreator &5
BHENRT, TUZ2MER.

- =%, A Citrix Virtual Apps and Desktops ISO &9 \layout\image-full\x64\Session
Recording T# SessionRecordingAdministrationx64.msi &, £ msi RiEHE, 22
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T—IHEE, RREMEASR securityadmin 71 dbcreator [RE B A EGRIRNEESERN
EiE. BRAERNEIE, ARREHEUBERE,

R #1611 Session Recording #¥t#EE, # AN Session Recording Server #yit Bl ik F
db_owner.,

+ Session Recording Server i+ &k :

- ZZ 17 2: 7z Session Recording Server i+ &tk XAEHEN localhost,
- E3: FH GIHENZT BXBANFTEE Session Recording Server Kt B H & #Fo
Session Recording Server it&#lik Bl AT A1) Session Recording ¥UBEEMIAF 1K

AR

7z Session Recording Server i+ &K XAEFIZE T B, £iX% % Session Record-
ing Administration =K KH B REIRAE 1603, #7574 7 Session Recording
Server itEHK P XX AEFEAN localhost 5 NetBIOS 152 \itEH & 5. EIKEX NetBIOS i3

%, 15%:% Session Recording Server 37 PowerShell #iz17 $env:userdomain &
EHLIRTATIE!T echo %UserDomatin%,

3. EELETHRIARE,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.
v Core Components )
Installation directory
+ Features . .
CProgram Files\Citrix
+ Database and Server .
Prerequisites

S . . )
ey Microsoft Internet Information Services

Install
Core Components

binich Session Recording Administration

Features

Session Recording Database

At
=

RENE LB EREMERERE, ATUBEHREREEZANRSIEHHAITEN, HREREUFRETE.
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4. EHRE,

Citrix Virtual Desktops 7 Finish Installation

v Licensing Agreement

v Core Components

v Features

v Database and Server
v' Summary

v |nstall

Finish

TR RNE LR

The installation completed successfully.

Core Components
+ Session Recording Administration

Post Install
+ Component Initialization

FEEFITMEHFE ERIIREMAE LR L&A

B ESERISER Session Recording #uBEMNR .

$18 6.2: LIt Session Re

cording Server

' Success

Installed

Initialized

e

1. 7£Ih8ETTE L, #%E#%¥ Session Recording Server 71 Session Recording E2HRAEIZR. BHFT—F,
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Citrix Virtual Desktops 7 Features

¥ Licensing Agreement O Feature (Select all)
+ Core Components . ] )
O Session Recording Palicy Cansole

Features Citrix Session Recording Policy Console

Database and Server ) .
] Session Recording Server

Administrator Legging Citrix Session Recording Broker and Storage Management.

Summary
Session Recording Administrator Logging
Install [+ Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.
O Session Recording Database
Citrix Session Recording Database
AR

+ Session Recording &2 5 HEiZ R & Session Recording Server B &l 3% FIh k. SLik#F
Session Recording Server , /57 #Ei%#F Session Recording B R HEIER.

o HABINEFER—E %% Session Recording B2 5 HE1ZRM Session Recording Server ,
MREAFLEEAEERATICRINGE, JUEEENRELERBZIE, B2, MREEHFIAE
BAREIINEE, BHEBLUGEHRM, REEMER SessionRecordingAdministrationx64.msi Fzh
AN INLETRES

2. EHIEEMRSSEENE L, EEKE,
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Citrix Virtual Desktops 7 Database and Server Configuration

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Configuration

Database and Server Instance name
Administrator Logging Example: \SQLEXPRESS,computer-name\SQLEXPRESS, computer-name
Summary

Install Database name:

Finish CitrixSessionRecording

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel |

TEHIEREAARSS SRECEDIE £

o EHIBH: ELHBMXEEFREAN SQL Server EH, MREFERAHE LG, HEAN computer-
name\instance-name; &M, EREERAN computer-name, 1R SQL Server BBEAIIFEE
XiEO (MIERRIARO 1433), HELEZEFIBIMTIN—MESRKIGEBEX WKL, i, 7E%
BB AIERTEN DXSBC-SRD 1,2433, ERESEEN 2433 RixBEXMITEEH .
HIEERTR. EREERMXAEPRANBEXBEERN, HEEAXFERSERNRIALIEER R
CitrixSessionRecording.

o KT EEREEE A securityadmin 71 dbcreator (RSB AGNIE, MNEZEXENRER, AL

- ERBIEEEEANDELTENR. RETHRE, HFABEE securityadmin 71 dbcreator &5
BAGBKIRT, AIUR2MER.
- =& SessionRecordingAdministrationx64.msi #f @ %% Session Recording Server
o TE msi REHE, KBT—IEE, ERIEEAE securityadmin 1 dbcreator 523/
BARNSIEEEERNEE. FRAERNEE, AEREREUASERE,
o BAEBHEGIEMAEIBESE, 2HMREZENRS Session Recording $iREERE,
+ #A Session Recording Server i+&#ikF, AERTFT—F,

3. ZEEASICREENE L, EEEEETICRYENRE,
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Citrix Virtual Desktops 7

¥ Licensing Agreement
+ Core Components

+ Features

+ Database and Server

Administrator Logging

Administrator Logging Configuration

Specify Session Recording logging configuration
Configuration
The Administrator Legging database is installed on the 3QL Server instance:

YVDFX-5RD-1 v

Summary Administrator Logging database name:
Install | CitrixSessionRecordinglogging v
Finish

Test connecticon...

7 Enable Administrator Logging
This option enables the Session Recording Administrater Logging service

Enable mandatory blocking

This option ::ulock policy and server property changes if logging fails.

%

Back L Cancel |

AEEATICREERE L:
- BEEATIERBEERET SQL Server | b: kX AERATHKE, EEHSIEREIEER SQL
Server S22 #R2 B B MIETE SR AR 53 28 FC B DU - 3 N BISE{5) 2 AR AR 4TER Y,

c EEGAASIERHIBEERF: BRE Session Recording EE R HEICRINEE, BHELXIEIE
FRANEESASERVIBENEEXNRIEBEZN, REGEAXEAEFEENRIAKIBE R
CitrixSessionRecordingLogging.

AR

EERHSIERBEERMUMSELE—
Session Recording #iBZER¥AR,

BIEEMRSSHEE LR BIEER M ERIRERN

s PABERATICRIEESTE, 2HMNEENNSEERBTICREUEENEE,
hd Fﬁﬁ EEEIu-lai EﬁlATﬁ/R—F; F}Eﬁ IEH lu\lailﬂﬁbo ij\iEﬁHyiﬁiiqj*EF_“ZEﬁ }Eﬁ'l;-ljjﬁbo

o BFREIFELE: BUAER T BAEGELE. MRAEIERKM, NEJsEREIEIERINEE, AT LUETEUHE
FRAE R e AE 2R FE SR PR LE o

BET—PHERE
4. BEEUETHHIAR R,
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Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components
Installation directory
¥ Features . .
C:A\Program Files\Citrix
« Database and Server
Caore Components

+ Administrator Loggin . . B
eI 00gng Session Recording Administration

Summary

Features
Install Session Recording Server
Finish Session Recording Administrator Logging

e ) I

RENHE B ERERREEE, TUEHROREEZFNASREH#ITEN, HETREUFREE,

5. ERRE,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Core Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Past Install
+ Administrator Logging v Companent Initialization Initialized
+ Summary
+ Install
Finish

e

FERRETTE L B RHHEERIMCHNFE ER R EMAA KRN S ETAL,

B EH5ERLISERL Session Recording Server BR#,
AR
: Session Recording Server BRIAREER HTTPS/TLS EHFERE L L. NRE Session Recording
Server B9ERIA Internet Information Services (IIS) WEH&EEE TLS, MER HTTP, ALk, &

£ 1IS BEEH & iBid T U T EREBUEER SSL: SMnEl Session Recording Broker s, 17F
SSLigE, HEUHEFENR SSL Ei%4E,

$1% 6.3: =i Session Recording Sz &

1. EI0RETIE L, 4% Session Recording HE&IsHI G H B ET—5,
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Citrix Virtual Desktops 7

¥ Licensing Agreement
+ Core Components
Features
Surnmary
Install

Finish

2. ERMETHBING R,

Features

Feature (Select all)

Session Recording Palicy Cansole
Citrix Session Recording Pelicy Console

Session Recording Server
Citrix Session Recording Broker and Storage Management.

Session Recording Database
Citrix Session Recording Database

(oo )N
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Citrix Virtual Desktops 7

# licensing Agreement
+ Core Components
+" Features

Summary

Install

Finish

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory

C\Program Files\Citrix
Core Components

Session Recording Administration
Features

Session Recording Policy Console

) I (G ]

RENE LR EREMMEREEE, FTUREHREREZZFNRASIEHHITEN, HRHEREUFIERR,

3. ERRE,
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Success

¥ Core Components
Core Components

+ Features + Session Recording Administration Installed

Y oummany Post Install

" Install + Component Initialization Initialized
Finish

—

FERRETTE L B RHHEERIMCHNFE ER R EMAA KRN S ETAL,
B EH5SERLSER Session Recording SRBgITHI & IR,

S8 7. =it Broker_PowerShellSnapin_x64.msi
5E:

Z{FF Session Recording HB&iEH| & , 15 F 5% % Broker PowerShell €& 7t (Broker_PowerShellSnapIn_x6
.ms1), &7 Citrix Virtual Apps and Desktops I1SO (\ layout\image-full\x64\Citrix
Desktop Delivery Controller) ##Fiz&E s 7w, AERRBHAHTLE, TN, 2SHEN

FHiRo

%% Session Recording Agent

HEERHI=IER VDA 5 VDI i+ 8E#] E&=4 Session Recording Agent.

$E 1 THERRGHBEDES FERAXMERRAKS, EREEHEPRE Session Recording Agent 893+ &,
7EIREhERRIEN DVD 3idE3 1SO xtff, MNRRERFREBMBH, ENE AutoSelect M AZF I EHAVIREHES.

PR BRI RER S,
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Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TE2EEBRENTR
B BB TFA %3 Citrix Virtual Apps = Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Bxtend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunty bulletins, and troubleshooting guides.

# 1% 3:3%4% Session Recording

%&$% Session Recording &8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Finish

TR 4 FEFHHERF DY

ERHEFAIYTE £, FERFHRREANN, RARRET—F

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This iz a legal agreement ("AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/QE. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software insi
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

| Back | (
== | L

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 49



Session Recording 2209

Citrix Virtual Desktops 7 Core Components

+ Licensing Agreement

Core Components

Agent O

Summary
Install

Finish

TS ERERENAURREME
%% Session Recording Agent F&2+TF—%,

Location: C:\Program Fils
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
The Session Recording Agent must be installed on the VDA or'
you want to record sessions.

Session Recording Player
Install the Session Recording Player on the Session Recording 5
workstations in the domain for users whe view session recordir
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Citrix Virtual Desktops 7 Agent Configuration

+ licensing Agreement Configuratien
+ Con onents . .
ot ompenent Session Recording Server name:

Agent
Surmmary
Install MNote: Enter information for connecting to the Session Recording Server. You can medify
such information later in the Session Recording Agent Properties,
Finish
Protocal:
|kTTRS -
Port
Test connectio

MNext Canc

SR 6 EERERE

EREBRERE L: BARET Session Recording Server HitEH &R, URATFZEEE Session Recording
Server BHXAIRAE S, MRERRE Session Recording, LUEALLTE Session Recording Agent 55
BUEXE R,

FE:

LERBFINLEZINEEERG. EALZEF “HTTPS ZE TLS 1.2” MiER. MNREEXFER FERRER

B, MiAEESKN, BEIUREANY, HRET—IRERE, XFLMERNINEEEST,
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Citrix Virtual Desktops 7 Summary

+ licensing Agreement Review the prerequisites and confirm the components you want to install.

o CAra fo.._ql-u-\n-n..
e LA T
Installation directory

C:\Program Files\Citrix
Core Components

Session Recording Agent

[ e )
SRT. EFVENHFRIARE

WENE LS EREARERE, aTURERERERZAMNESHEHH#HITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Succes:

v Core Components
Core Components

¥ Agent + Session Recording Agent Installed

v Summary Post Install

¢ Install v Component Initialization Initialized
Fimish

T8 ERRE
FERRENE £ B RHREERITICHFNE EMNREME L ETMA LT,
B FESERIUSER Session Recording Agent B9%R4E,
AR
#NE Machine Creation Services (MCS) 5§ Provisioning Services (PVS) 813895 VDA A5 B M

BHLZET Microsoft HERAFI (MSMQ), MEFRLERT, XL& VDA FJEAGHERN QMId, XHMERATAE
ZSHHIME MR, .

o BMEEEZT REIIN, BT ERBIRIE,
« Session Recording Server AR EISIEFHES, Fib, RIFATRERELTFEDKDS.
fRRAE: 8 VDA tlgr—r QMId, HERZESEMSR.

WMRLET Session Recording Agent MR RIFIRIER Y VDA REMSKEEX TER PVS 7.7 IEERAE
UK MCS 7.9 REShRACIEN, WEFHITE@MMIMNIRIE; B, EPEERE, VDA BRI NAEINEE S
Hups A _ERIFRE EEER A A,

gnRiE MCS 5 PVS 8IZHZ 2R FR R VDA B RIFRIFR R VDA ECENER A I HBFREEN,
755 GenRandomQMID.psl AR BRI EN QMId, BEENEREEKE, UWRRTAFPZHER
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ZHIETEIZTTRREBHY VDA,

Z{FA GenRandomQMID.psl iz, EHTU TR E:

1. #fR7E PowerShell &, &H175EI&E N RemoteSigned s RE .
Set-ExecutionPolicy RemoteSigned

2. BIB—TURIESHERRBANRE— MRS, ARTE PVS : MCS EM&ITE _Lidd SYSTEM ik
FiB1T,

3. Bz HMARSDES.

powershell .exe -file C:\GenRandomQMID.ps1

GenRandomQMID.ps1 HIZ<p9iEEIN T :

1. MEmRAMIPBRZ AT QMId,

2. % SysPrep = 1 # 0% HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\
Parameters,

3. {Ei4EXiARE, @ CitrixSmAudAgent #1 MSMQ.

4. BERKEN QMId, EEMZEIEELRNRS.
~fil GENRANDOMQMID.PS1:

[

# Remove old QMId from registry and set SysPrep flag for MSMQ

Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters)\
MachineCache -Name QMId -Force

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -Name "
SysPrep" -Type DWord -Value 1

# Get dependent services

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

# Restart MSMQ to get a new QMId
Restart-Service -force MSMQ
# Start dependent services

if ($depServices -ne $null) {

foreach ($depService 1in S$SdepServices) {

$startMode = Get-WmiObject win32_service -filter "NAME = 'S$(
$depService.Name)'" | Select -Property StartMode
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if ($startMode.StartMode -eq "Auto") {

Start-Service $depService.Name

}

<!--NeedCopy-->

%% Session Recording Player
R

B Web K28, EWE SessionRecordingWebPlayer.msi 3 #5835 BE 3# 1712 {E. 3B {X1E Session
Recording Server t&4 Web & 28.

7£ Session Recording Server siigis iy T £ =% Session Recording Player.

SEL THERRGHBHES EAXMBEERKS, BRBEEHEPLE Session Recording Player 4A#9it+
B, 7EIREHIPIEN DVD 305 SO X, MRRERFARBIER, EWE AutoSelect 72l IRED
2o

BB MRERSR.
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Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TE2EEBRENTR
B BB TFA %3 Citrix Virtual Apps = Citrix Virtual Desktops.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 56



Session Recording 2209

Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunity bulletins, and troubleshooting guides.

$ 1% 3:1%4% Session Recording

%% Session Recording %8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

Software License Agreement

Prin

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This iz a legal agreement ("AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/QE. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software insi
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

| Back | r
FRB 4 FREFEZ IR Y
ERFFR NI L, FEHERIEFIY, ARRET—5,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Summary
Install

Finish

SRS EFERENAGRREME
%% Session Recording Player H®+TF—%,

Core Components

Location: C:\Program Fil
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
This component cannot be installed on this machine.

Session Recording Player
Install the Session Recording Player on the Session Recording ¢
workstations in the domain for users who view session recordir
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Citrix Virtual Desktops 7

# Licensing Agreement
¥ Core Components
Summary
Install

Finish

PR 6. BERELETHMINGE

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory
CAProgram Files\Citrix
Core Components

Session Recording Player

o)

WENH LS EREARERE, aTURERERERZFIMNASHEHH#ITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation
# licensing Agreement The installation completed successfully. v Success
¥ Core Components
Core Components
N HIHIEHEY: + Session Recording Player Installed
ol Post Install
Finish Component Initialization Initialized

e~

PET TRRE
FTEMREIH L B RHFEERTCHAE BRI REM IR RIS ETMA M.
B H5Em LU5ER Session Recording Player &,

BohRE

Session Recording #FHEMM TR TR E. HE5EATRRNRENMAHEITHEXH L,

Session Recording Administration A8 BchZRE

ERPEMHSRE—A5EA Session Recording Administration A% i1, UTE—HLARE—HTEN
Session Recording Administration 44, HEIBR—HEXH, BFHRAREES.

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="C1itrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /lxvx "yourinstallationlog"
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 61



Session Recording 2209

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /1l*vx "c:\WithLogging.log"
<!--NeedCopy-->

=

AR

SessionRecordingAdministrationx64.msi < F Citrix Virtual Apps and Desktops
ISO £y \layout\image-full\x64\Session Recording F.

Hrh:

+ ADDLOCAL #REHEIEIZFMINGE, TR LUEEZ MNED, SsRecServer J Session Recording Server,
PolicyConsole 3 Session Recording ZE#gizHI&. SsRecLogging HEE R BEIDRIEE. StorageData-
base #y Session Recording #iE%. Session Recording B & HEIZRE Session Recording Server
HIRIEFINEE. #tik#R Session Recording Server , fAIG7 #E%#F Session Recording B2 &R HEIEZR.

+ DATABASEINSTANCE # Session Recording $UBEMSLGIZ#R. fla0, MREERARIZ Azure SQL
ELA, M . \SQLEXPRESS,computer-name\SQLEXPRESS,computer-name = tcp:
srt-sql-support.public.ca7bl6b60789.database.windows.net,3342,

+ DATABASENAME 7y Session Recording #kiE IR ZER #ro

+ LOGGINGDATABASENAME #EE 5 BEICREIBENRT.

+ AZURESQLSERVICESUPPORT #ERE %= SQL. EFEAL SQL, ERHIREN 1.

« DATABASEUSER 73 Session Recording Server Bi+&HIIKF.

« AZUREUSERNAME 2= SQL BE R &,

+ AZUREPASSWORD /3= SQL B RS,

. |qiEEXR TR,

o [PviEEEAENATIZR.

« yourinstallationlog %% HE XA B,

B2 T E Session Recording Server & EAIsEEMIMBHEHRLRLET Session Recording #iE
FEMEEAEIERIEE, FUUEER, SIMETUERFERA SessionRecordingAdministrationx64.msi &3
Session Recording Administration A#EBFRITHIBERE. AIUSIZEME, WEEFSHEMITEN BN
#BE Session Recording Server . fERAEMEIEBIRITEN LEFE Session Recording Server [, ES&ITEN
FET S LUEERIIMA Session Recording BiEEMEEHFIZRIIEE. LEMGEZHLETHE, KRAR
EHELD T ARFIRNBER W, ©RERT2M%TER, SEUTHER:

1. B LETRTHBTRMTUT RSN

msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 62



Session Recording 2209

DATABASEINSTANCE="sqglnotexists" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

<!--NeedCopy—-->

thEp SR =4E Session Recording Administration £, MEFRBEMNIXS Session Recording ¥ugE
MEE QS REIEFENERE,

¥ IGNOREDBCHECK £#1i& &/ True, 3 %f DATABASEINSTANCE. DATABASENAME 71 LOGGING-
DATABASENAME fEFREHLE.

2. FEBUTIRIERIIT BN LB TR,
3. BEmEIEDE Mt ENILUEE Session Recording Server ,
4. EEEUENL, BITEMTFUTHTHHRT:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce
<!--NeedCopy-->

XU $Ig 2 piREER Session Recording Server E#ZEIW AR Session Recording #UEEMEEREFIC
REIERE,

aE \Citrix\SessionRecording\Server\bin\ &#2%l SsRecUtils.exe Xff. &
EFEEIGE DATABASEINSTANCE. DATABASENAME 71 LOGGINGDATABASENAME £#%,

% Session Recording Administration A {REEIEE 1R KEEPDB & &5 True, MTEEIE Session
Recording Administration A8, WU TFa<$iERE Session Recording $#IBEMEE A EICREUEE:

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"
<!--NeedCopy-->

Session Recording Player 71 Web E# M BEmRE

B, UTa$951%% Session Recording Player #1 Web #7528,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->
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AR
a1 LLtE Citrix Virtual Apps and Desktops ISO £ \ layout\image-full\x86\Session

Recording T#Zl SessionRecordingPlayer.ms1,

a] L7 Citrix Virtual Apps and Desktops ISO £ \layout\image-full\x64\Session
Recording F#Z%l SessionRecordingWebPlayer.ms1,

Hrh:

+ |qiEETRTIRR,
o [PviEEEAENAEIZR.
+ yourinstallationlog HZEHEXHNMIE,

Session Recording Agent W Ezh&R%E  Ii], LU Fe< %% Session Recording Agent H#8IE—BEX M,
BATFRHRRERER.

T 64 (URL:

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSIONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

AR

f&ay LA tE Citrix Virtual Apps and Desktops ISO £#9 \ layout\image-full\x64\Session
Recording T#Zl SessionRecordingAgentx64.ms1,

£ 32 (U RS

msiexec /i SessionRecordingAgent.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

AR
& AT LLE Citrix Virtual Apps and Desktops I1ISO £ \ layout\image-full\x86\Session
Recording T#Zl SessionRecordingAgent.msi,

Hrp:

+ yourservername 2315 NetBIOS Z#Z 1% Session Recording Server 89itE 4 FQDN, WKIgE,
N tk{EBRIA R localhost,
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« yourbrokerprotocol 5 Session Recording Agent 5 Session Recording Broker #173&583 £ A 8
HTTP st HTTPS, fNRK¥EE, MUILEERRINA HTTPS,

« yourbrokerport 75 Session Recording Agent A F5 Session Recording Broker @fMix 5. %k
187, MIEBIAAT, MimiER Session Recording Agent FERFFEMIXMIZRINERAS: FF HTTP fEH
80, X3F HTTPS {EH 443,

. |q iEELRTER,

o [PviEEEAENAEIZR.

+ yourinstallationlog A& EHEXHHMIE,

Ft4% Session Recording

AR EREARINETSRE, MEREHLIGEHITENRMS. LM XenApp # XenDesktop 7.6 LTSR #9
&# CU &1 Session Recording Mras AR M E Sk AF L E Session Recording SRS,

AR

#& Session Recording Administration M 7.6 A4 %I 7.13 X E SR A, AR7E Session Recording
Administration iEFREHRLUFINEERBEICRKRS, SQL Server RHIZMBEREREEER BEIZRE
BUEL, BET—PHEERUTHRES: SUBEEZEMIRANK, BEMNERNEUBESSGIZM, RAE:
¥% localhost BB R ZINZILLT SmartAuditor RS 885EM=EX43%: HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server,

REEMBA TSR TF R

BR. EEMRH

+ JETEREE T Session Recording A#RIITEMN LM Session Recording RERFHER RES G < 1TED
RFARIXLELA 4,

o ERITEMAARESNZ A, EFED SQL Server LfIF& A CitrixSessionRecording BI¥IERE. X#F, R
EZEIEEARZ ERIERER, PTL#ITER.

s EANBAGEAPNEH, THAREFLE Session Recording AHFHYITH BN LA #EIR S,

+ N8 Session Recording Server #1 Session Recording HiEERRERER—BIRSS L, BHREEHAEK
Session Recording #iBEREIBERGIKIR. ZN, &AL

- ERFIEESERDEBTHEN securityadmin 71 dbcreator FRS 23 AEKIR, AETRE, T
BZEZ securityadmin 71 dbcreator (RSB AGNIET, TR MR,

- E&EA SessionRecordingAdministrationx64.msi R4 @FH %K, £ msi AE&HE, KER—M
EE, RTIREAS securityadmin 1 dbcreator fRS3 23 A EARMEIREEIE RN ER. EBAE
W, ARREHREUSSEFAR.

o A LUER TR FRFRE Session Recording Agent. Session Recording Agent 7.6.0 (REShA) 5
% Session Recording Server &5 (4#0) MARST. B, FLEMEUIIEEMNREEETETREER.
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+ 72 Session Recording Server A& F 12 EMNEAKIEH T SE R o

o WITEHRESALRE, RINERTEA Session Recording Agent BB EARET, MSSEARE
ERERRERS. AIUERITENEEFAREFoRA LA,

o MUILTHEER AT B R HARR A FH 4R Session Recording 2 /5, ARRETERRSICRMEE. ERMLLINEE, &
AR BERRE,

o MIRABIEFRNFERNREIRIE, RBTHRRFINFTREMEIER /),

o BEBUTHEIRF, LUEEEETSSIE M8 % o] 88 H IR R,

FHRIR

1. W8 Session Recording #x#EEH Session Recording Server ZiEEFRRMNARS 28 £, BT Session
Recording Server £ F&{£ 1k Session Recording Storage Manager BR$. /5 i %t 7+ 4 Session
Recording #iE .

2. i&i@id Internet Information Services (1IS) Manager #f# Session Recording Broker [E#i&1T. #4&
Session Recording Server . #5 Session Recording ##E#Z# Session Recording Server R#&ER—
ARZ8s L, M Session Recording #iEFEH SRR 4K,

3. Session Recording Server #+4k5epkfS, Session Recording RS = BNRE B,

4. (fEEXMR L) FH4& Session Recording Agent,

5. R Session Recording HBgiEH] &5 Session Recording Server , 8& &4k Session Recording
Server , B4 Session Recording SE&IEHI &,

6. F4& Session Recording Player 1 Web #&iK2s.

£= SQL #iEEMRS L %E Session Recording #iE/E

KEHHNE MBI Azure SQL & L5, Azure VM £ &I SQL Server L& AWS RDS L &= Session
Recording #iE R,

7£ Azure SQL £z AWS RDS EZBE Session Recording #iE%E
R’

EALUBSITEMTFUTHRSWENGS, MUE Azure SQL #£E L FIzk AWS RDS &% Session Recording
HiBE. BXEAER, BRRAXFIENBHRERS.

msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording
" LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /lxvx "c:\WithLogging.
'Logll

<!--NeedCopy-->
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1. Bl Azure SQL & SLfI=k@iE Amazon RDS i=#| &6 SQL Server 2,

2. (IXPR Azure SQL) iERHIMEE IR Server TR H, XEFFFRRIE Session Recording BT
BRI, XA, BEHTENREEE,

ADO.NET  JDBC ODBC  PHP

ADO.NET (SQL authentication) - private endpoint

Server=tcpisr-sglinstance.3141e49e4d94.database.windows.net, 1433;Persist Security Info=False;User |ID={your_username};Password=
{your_passwordhMultiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

ADOQ.NET (SQL authenticatien) - public endpoint

Server=tcpisr-sglinstance.public.3141e49e4d94.database.windows.net, 3342, Persist Security Info=False;User ID={your_username}Password=
{your_password:Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

3. (LEATF AWS RDS) 2% Endpoint (i) fl Port (%0) 8. RITEEBIENIBENLGIEM, X
A <R, WHwH >
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aws

Services ¥

Amazon RDS

Dashboard
Databases

Query Editor
Performance Insights
Snapshots
Automated backups

Reserved instances

Connectivity & security Monitoring Logs & events

Connectivity & security

Endpoint & port

Endpoint

database-2.ccjifaroogglyg.us-east-2.rds.amazonaws.com

Configu

Proxies
Port

1433

Subnet groups

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731hb)

db2sg (sg-00fbd0fee602a731h)

4. i&fT SessionRecordingAdministrationx64.msi L{% % Session Recording #iEFE.

% Enable cloud SQL (A= SQL) & EHIES = SQL BIERABHMEN, #HITHMSENEE.
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ﬁ Citrix Session Recording Administration Setup — >

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SGELEXPRESS, compuier-name,
top:xxxx. database windows.net, 3342

[+] Enable cloud SGL

Database name I

[ ] Use default database name

Cloud SQL admin I
name

Cloud SQL admin |
password

Session Recording
Server computer
account Example: Jocalhost, domain\computer-name

<Back [ MNet> | = Cancel

PE =

MREXRE SQL BEERT, NXJirE Session Recording Server Bt E#HHFERE, 17 Session
Recording Server E48, HERHEIFHE, BE OK (E) M4t4, %1% Cloud DB (mHUEE) %
£, REBANFNE SQL BERAEB. ZHEE Citrix Session Recording Analytics Bgs5. Citrix
Session Recording Storage Manager AR5#0 11S BRSS.

F=Z# Azure AD S35,
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& Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin
name :

sitsgsladmin

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

R iEET%E = SQL HEE LG

1. 1R#E https://docs.microsoft.com/en-us/data-migration/ s https://docs.aws.amazon.com/pr
escriptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.html F#& At iR E,

2. EfF Session Recording 1E ¥ /E1IEEIETT, 1B7E Session Recording Server LizfT SsRecUtils.exe,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. 1£ Session Recording Server k, &E#/Ezh Citrix Session Recording Analytics fgs5. Citrix Session
Recording Storage Manager BRs5#0 IIS BRS.

BEFEUREM Azure SQL 1 E LT R Attt iz

1. #R#% https://docs.microsoft.com/en-us/data-migration/ st #kiEE,
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2. Eff Session Recording 1E 3B /EIEEIETT, 1B7E Session Recording Server tizfT SsRecUtils.exe,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } iisreset /noforce

3. 7£ Session Recording Server £, EfiE5 Citrix Session Recording Analytics AR5, Citrix Session
Recording Storage Manager BR$3#0 IIS RS,

7£ Azure VM 59 SQL Server £33E Session Recording iz

£ Azure VM E£# SQL Server £, ®JLUER msi # & Citrix Virtual Apps and Desktops @125 REE
Session Recording #iE .

1. &H Azure SQL VM.
2. B8 VM HIGEARMIBILRET Session Recording A9,
3. %% Session Recording #iEEHAE, /A VM # FQDN ER LB R,
AR NREMER SessionRecordingAdministrationx64.msi #{TR%, BEGHETRE A= SQL Ei%iE,
4. REBRERPR@E5TH Session Recording #BiBEM R,

En# Session Recording

E MRS R T sk Session Recording A1+, 15EA Windows “IEHIEIR" iR ENEHH MR %
M, EMikk Session Recording #iBE, EH4MAESRENFHN securityadmin 1 dbcreator SQL Server
AENR,

HFR2ERER, FHHAGZEFEMREERERBSIERBIERE.

5 Citrix Analytics for Security %58

fEBI LU Session Recording Server BR& g AP E# k%% Citrix Analytics for Security, EERLIEXLR
FEHLRMEE XA ITRANTISERIITR LA,

WEFMN

FHARIEZ AT, BSHHITUTRE:
+ Session Recording Server A/BEMSEZE R LTk :
- https://*.cloud.com

- https://*.citrixdata.com
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- https://api.analytics.cloud.com

+ Session Recording Sf& &% A Hik Internet E#FFTH IR 443, ME EWERIAERSBABU AR TS
Citrix Analytics for Security #fTILti@ =,

o WNREMEAR R Citrix Virtual Apps and Desktops 7 1912 LTSR, 3 #f#9 Session Recording k<
2103 S ERARAS,

¥ Session Recording Server %3 Citrix Analytics for Security

1. &% Citrix Cloud,
2. #%3 Citrix Analytics for Security, #A/5## Manage (&),
3. EINEpsEA, i Settings (1&E) > Data Sources (3iER).

4, f£Virtual Apps and Desktops - Session Recording it ==+ L, & Connect Session Recording
server (i%#% Session Recording Server ),

Session Recording G

5. 1 Connect Session Recording Server (i%#% Session Recording Server) i@ £, ZTEZITESR, A
EERFELTARNER, NRKERXTHENER, NEZAH Download File (FHXH) %,
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Connect Session Recording Senver b

Configure and connect your Session Recarding senver 1o Citrix Analytics

Prefequisites

6. MBEHMLHENRIEIRSES, B Session Recording Server # SsRecStorageManager.exe.config st
R NI AL,

FEXHMT <Session Recording server 1installation path>\bin\SsRecStorageManag
.exe.config

fFign:C: \Program Files\Citrix\SessionRecording\Server\Bin\SsRecStorageManage!
.exe.config

[=4 SsRec StorageManager exe config £ | E@
<?xml version="1.0" encoding="utf-8"?2>
i(::nf;qura:xan>
<startup useLegacyV2Ru tionPolicy="true">
<supportedRuntime v4.0.30319"/>
<supportedRuntime version v2.0.50727"/>
</starctup>
<appSettings>
</appSettings>
<system.net>
<mailSettings>

<smtp from="yourEmailfaddress.com">
<network host="your.smtp.server" port="587" userName="yourEmail@address.com" password="yourpassword"
enableSsl="true"/>
r </smtp>
</mailSettings>
<defaultProxy enabled="true">
<proxy usesystemdefault="False" proxyaddress=" bypassonlocal="True"/>
</defaultProxy>
</system.net>
15 B <runtime>
<generatePublisherEvidence enabled="false"/3|
o </runtime>
“</configuration>

7. &+ Download File (T#x¢f¥) LUT# SessionRecordingConfigurationFile.json {4,
P~

EXHEESHRES. BHRXHREERENUE,

8. EEZXHERIZIZEERZZI Citrix Analytics for Security #9 Session Recording Server .

9. MREMIBEHRE % Session Recording Server , MAREEEZNE SRS B[/PERZXMY, ARKE
SREBEEARSH.

10. 7£ Session Recording Server £, BT THLUSNIEE:
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<Session Recording server installation path>\bin\SsRecUtils.exe -
Import_SRCasConfigurations <configuration file path>
<!--NeedCopy-->

f5l4n:

C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.
exe —Import_SRCasConfigurations C:\Users\administrator \
Downloads\SessionRecordingConfigurationFile.json

<!--NeedCopy-->

11. ENEHMUTRRS:
« Citrix Session Recording Analytics Service

« Citrix Session Recording Storage Manager
12. BEEmING, #3 Citrix Analytics for Security Z&E#M Session Recording Server . # Turn On
Data Processing (TA#uRtI®E) LIaiF Citrix Analytics for Security & 2%,
AR
WNRIEFERIIRZ Session Recording Server gz 2103 =% 2104, NwsEstEs Virtual Apps and
Desktops &i&, 7 #&7E Citrix Analytics for Security EZ&&E#E# Session Recording Server ,

&M, E#HER Session Recording Server B£8R, LERFEMTF Session Recording Server
hRZs 2106 K EFhRES,

EECDEENNE
RYFRBERINET, IRSEBWEA KB TRE Session Recording ihim+£H £, #him-ERAERES Citrix Analytics for
Security BinEEMNBERERS BIHE,

MREREMRINEIESRE Session Recording Server , ESREAIER Session Recording Server ik iEHEH
BOE R HERRER S o

Session Recording G
1

EiEER B, amEHRELUMEA Citrix Analytics for Security ZEBEEMNRS 234, Flg0, % 1 Session
Recording Deployment (1 Session Recording #E) A &EFEEN— TSRS 2[/H. & Session
Recording Server #ils—1&7 URL #1—4 ServerGroupID &R,
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“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

Site-2-v2103.smarttools.clm Success Sep 212021 11:26 AM

EEKREINEH

SRR ETEER Session Recording SFE LR id E—/8Y (FRINBTIEIESRE) MXLEIREIFUAIEM, T a] LUKE
1 AHEEHIE, BN EGRENEEMERIELLTEE .

BRHENIEE, tERA A ET No data received GRIKEIHIR) RS, HIULRSERMHRE:

1. NRERERITHEIELE, BHIESE—aYEA 8E21i% Citrix Analytics RRIE L. Y Citrix Analytics
WEIEHE, KA EN R Data processing on (BIEREEER) . NRRESE—BNEENRLETK,
ERIFR “Data Sources” (#iEiR) T,

2. Citrix Analytics 7553 E—/\BS IR UL Rk B IR R E RIS o

7N Session Recording Server

70 Session Recording Server , EHRITUTRIEZ—:

+ 12 Connected Session Recording Deployments (2i%#%#) Session Recording #€) W@ L, #&
Connect to Session recording server (%% Session Recording Server),
“ Connected Session Recording Deployments

n Recording deployment 3 ‘

« 7£ Virtual Apps and Desktops - Session Recording it =+ H £, BFEEEKS (H), AFER
Connect Session Recording server (% Session Recording Server ).
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Session Record Turn off data processing

0 S

Connect Session Recording server

Received Events: 0 H W

No data to display

RS BT HEEXMHHEE Session Recording Server,

fiip: Session Recording Server

ZMiFR Session Recording Server , JEHRITU TIRE:

1. 7£ Citrix Analytics for Security £, #%| Connected Session Recording Deployments (Ei&EizH
Session Recording #8E) TiE, AEEEEMRIRSB[IE.

2. BEREFHERKRS (K), AF%EE Remove Session Recording server from Analytics (M Analytics &1
% MIBk Session Recording Server ),

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

3. £EM Citrix Analytics F#flip## Session Recording Server L, iZfTIUFa<:

<Session Recording server installation path>\bin\SsRecUtils.exe -
Remove_SRCasConfigurations
<!--NeedCopy-->
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flgn:

C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.
exe —Remove_SRCasConfigurations
<!--NeedCopy-->

A K AR R LR I

1&E] LA FERHE LTS E#IEIR (Director #1 Workspace R AERF) MEIERE, EHIBRES A E, BEEELMRK
5 (M), #/5i%#% Turn off data processing (xiA#uiE ). Citrix Analytics #E LA EZEIRRNEIR. &
ERTBLM “Virtual Apps and Desktops” bR EIEEIRAER, LHETUE AT EIER Director 1 Workspace [
BiERF.

EFEXBRAMIELNE, 58T Turn On Data Processing (FTF#kiEAIE),

Bt EfY Session Recording Server T35

FREfS, &M Session Recording Server Fi£i%# %! Citrix Analytics, Fiit, 7£ Session Recording ti=+H
LEFEBEENRS S,

ERRRLCE, BRITUUTRIE:
1. EEZER Session Recording Server L, izf7LUF PowerShell &< LIt EZR A kit EHAITIR (CMID):

Get-WmiObject -class SoftwarelLicensingService | select
Clientmachineid
<!--NeedCopy-->

2. R CMID =, BEEENRERRINL T ERR:

ERERBAR AR AR (=1

AuditorUniqueID Computer\ FRB BWAZH UUID,
HKEY_LOCAL_MACHINE
\SOFTWARE\
Citrix\
SmartAuditor\
Server)\
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AR AR AR A &

EnableCASUseAudi toCompubedp REG_DWORD 1
HKEY_LOCAL_MACHINE
/SOFTWARE/
Citrix/
SmartAuditor/
Server/

3. ENEHUATRS:
« Citrix Session Recording Analytics Service

« Citrix Session Recording Storage Manager

S IERS

February 20, 2024
LR, SIEREEHMTHE RFIRBNSIEF R —LIF AT, FHERNEXESESRB—LIE L,
B 7.18 hiit2, Citrix SINT B RIERFITNEE. BIUThEE, BRIUERIFHEMENAARELREIENMIERF R
BH—PHZMHEERTE.
AR
BRI INEEIRTNAETT, 154§ Session Recording. VDA # Delivery Controller #4kZIiz7 7.18 RE=
RS0

BARERmSRIERS

7£ Session Recording Agent /1, FINT —MEIMREATFEANZAZINE. RANBERT, ZHERREREN 1,
XERERIARBZEE.

EEANEALLINEE, BRMU TSR

Session Recording R&ETRE, UBEBRENERIIRET Session Recording Agent BIit &,
TR RES.

HE2 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor,

3% DynamicControlAllowed Ei&E 5 0, FEAZIAE 1.

1. SAThERE

0: ZAMERE

> wn e
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5. EFEsh Session Recording Agent LUFEIZE A,
INREEA MCS ¢ PVS #7808, 1EENEME LA BEHRITEN BRI ERER.

i

cg==N
= .

AMRFEFLHESBERND, ATRFEEMTERERGR, Citrix TERIEFETMRFEREAFLSHY
BV AES IS LARRR, EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

7z Citrix SDK F{E8 PowerShell &5 <A B S E LR

B ATE A # IR E 0 Citrix Cloud FIEFERADSRIEREINEE. BEEAMIFIEPERIZINEE, EEMA Citrix
Virtual Apps and Desktops PowerShell SDK, Z£ Citrix Cloud #FiEsERZIhEE, i&fERA Citrix Daas itig
PowerShell SDK (L{gi#EA Citrix Virtual Apps and Desktops iz#2 PowerShell SDK).

BEHELEMERY SDK, EHFEEELERFIHEIRATIEER Delivery Controller, i3 i%# Citrix Cloud
Controller Ei%iELU7E Citrix Cloud FEHRRFISIE, MHAAIE Citrix Cloud &8,

% Delivery Group or Machine Mame Cueries ey

[El Create Query et
Site Addrezs: Citrix Cloud Controller
Entfer 3 sfe addess
(@ Delivery Groups () Machines
| Enter 5 Delvery Growp name
Create Cancel

Close

=z

AR

i&4m7£ Citrix Cloud Connector i+ &# %% Citrix DaaS iz2 PowerShell SDK, sl UER—& R E+
BERINN T 18T B _E 2% Remote PowerShell SDK, F{i1&iEFRE7 Cloud Connector iEfTitt
SDK 8y cmdlet, SDK #9i2{ER;# K Cloud Connector,

TRFETHF Citrix SDK RIS IERBIHRHEAI = PowerShell 6<%,
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e WiRA
Start-BrokerSessionRecording ARFEFERFFERERIRIE. EHSIENTIRIEE

BRBRHNRE. BXEAER, HET Get-Help
Start-BrokerSessionRecording U&EEd

LERNEE B,
Stop-BrokerSessionRecording AFIEIERFIGERERISIE. EMSIENTIRIEE

BRRHNEE. BXFAER, HET Get-Help
Stop-BrokerSessionRecording U&EEd

LERNEE B,
Get-BrokerSessionRecordingStatus ATFRIRBFEESDSIENRERS. BXEFERER, B

7 Get-Help Get-
BrokerSessionRecordingStatus UEE®
LERNEE B

BN, MRAFIRE T REHFTENNZR, ERIUERRESHEREARIEDRIE, A LERSEIREIHLL
BEHITIESMIERER. ATHITIATRIE:

1. (BERMT Citrix Virtual Apps and Desktops PowerShell SDK) M Citrix Studio #=#1& Ezh PowerShell,

Ao
v .DE) Citrex Studio (BVT_DB) -
+ || commonmets | actors. roworsnon view »
Lisensing Seevi W Reih
e H Hep
(=]
— 1 AR = IEFTHAS
2. f£M Get-BrokerSession <RI BARHEF WFIEENRIE,
E¥ Select Administrator. C:\Windows\System32\WindowsPowerShellw1.0\Powershell. exe - O X
PS \Program Files\Citrix\Desktop Studi ggtfbrokersesswcn WKAOE\testusert -

\Program Files\Citrix\Desktop S .uid
S C:\Program Files\Citrix\Desktop Studio> 1s.sessionstate
/e
rogram Files\Citrix\Desktop Studi 5. sessiontype

cation

pp

PS C:\Program Files\Citrix\Desktop Studio> s .0Stype
Windows 2016

Windows 2016

PS C:\Program Files\Citrix\Desktop Studio> _
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3. f£M Get-BrokerSessionRecordingStatus

PS C:\Program Files\Citrix\Desktop Studio>
SessionNotRecorded
PS C:\Program Files\Citrix\Desktop Studio>

SessionNotRecorded

an LREEE ZIEHIRFPRE

Get—BrokerSess1onRecord1ngStatus

Get-BrokersessionRecordingstatus

PS C:\Program Files\Citrix\Desktop Studio>

=

=W

-Session B — kR EEET—2iE UID,

4. /@ Start-BrokerSessionRecording &% EaIRH. RIAMERT, BETF—

P @R ER.

TRERTHERH Start-BrokerSessionRecording &

A A
GRS

Start-BrokerSessionRecording -
User DomainA \ UserA

Start-BrokerSessionRecording -
User DomainA \ UserA -NotifyUser
$false

Start-BrokerSessionRecording -
Sessions $SessionObject

FEHHR, ™

%E"Jﬁmﬁl o

5 B8R
FeaRHZ N DomainA tuig A~ UserA MFRESIE,
Fi@EH UserA,

Fias4l4 7 DomainA B9igib A~ UserA EFESiE,
{BFREH UserA,

FHARFIZ R SSessionObject BT R HHIFIE 2IF,
HBHAF, EHRBTER $SessionObject, &iafT

$SessionObject=Get-BrokerSession -

username UserA, MEEMEEETHS S §1%

BXIFAER, BSRPE 2 Map SENEER,
Start-BrokerSessionRecording - FaRHS1E UID1, UID2, ---# UIDN, F@EMAF.

Sessions uidl,uid2,--,uidn

5. fH Get-BrokerSessionRecordingStatus &4 HNENTEGFIIENRIIRES. REMH
SessionBeingRecorded.

6. FEMCIIETRBIIRAIN, BEHITEERHREHR.

AR

@it Stop-BrokerSessionRecording sS4 RMTERFIMGR, BRESHES LE
HNRE—HIARERIRETARE, ME, RENIENRE—BILFETRKRE. REWKIEGESELR
EREDR, ERTBEER,

7. YIRENRAME S LR, FH Stop-BrokerSessionRecording & EIERH
TRET T HaHLHNERERA .
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A
Ap

<

WA

Stop-BrokerSessionRecording -User  {El-R&I&% DomainA g AR UserA MFiE R1E.
DomainA\ UserA

Stop-BrokerSessionRecording - {Z1ER%) $SessionObject hWIFFERIE,
Sessions $SessionObject

Stop-BrokerSessionRecording - FEIEREISIEUIDL, UID2, ---#1UIDN,
Sessions uidl,uid2,--,uidn

£ Citrix Studio BEERRET, AIUEFE MM Start-BrokerSessionRecording # Stop-
BrokerSessionRecording &¢8BS.

& Citrix Studio - X
File Action View Help

o= z@ HE

[ Console Root . Actions
LD Search Legging =
Machine Catalogs || Adminisirator Main Task Start t | End Status ’ Preferences
£ Delivery Groups * Today [E] Create Cust...
@ Applications APRQ\gh Stop Recording of Session 'SDAE93ES-E14E..  8/20/2020: 3:56:13...  8/20/2020:3:56:13..  Successful 9 Delete Logs
fz;;';; APRQ\gh Stop Recording of Session "4DDETTET-DDE...  8/20/2020: 3:56:09...  8/20/2020: 3:56:09..  Successful View ,
+ @ Configuration APRQ\gh Start Recording of Session 'SDAE93ES-ET4E...  8/20/2020 : 3:56:05...  8/20/2020 : 3:56:05...  Successful @ Refresh
£ Administrators || APRQ\gh Start Recording of Session '4DD67787-DDE...  8/20/2020 : 3:56:02...  8/20/2020: 3:56:02...  Successful
Controllers APRQ\gh Stop Recording of Session "ADD67787-DDE..  8/20/2020: 3:55:13...  8/20/2020: 3:55:13...  Successful Help
Hosting APRQ\gh Stop Recording of Session "SDAE93ES-E14E..  8/20/2020: 3:55:09...  8/20/2020: 3:55:10...  Successful
¢ Licensing APRQ\gh Create Machine 'Styx VDA1_1" in Delivery G...  8/20/2020: 1:22:55...  8/20/2020: 1:22:55...  Successful
g f::;’;’:;‘;mr APRQ\gh Create Delivery Group 'Styx VDAT' 8/20/2020 : 1:2254...  8/20/2020: 1:22:55...  Successful
0 Zones APRQ\gh Create Machine Catalog "Styx_VDAT' 8/20/2020: 1:22:24...  8/20/2020: 1:22:24...  Successful
5 B Citrix StoreFront APRO\gh Create Machine ‘Styx_VDA2_1"in Delivery G...  8/20/2020: 1:20:01...  8/20/2020: 1:20:02...  Successful
APRC\gh Create Delivery Group 'Styx_VDA2' 8/20/2020 : 1:19:59...  8/20/2020: 1:20:02...  Successful
APRQ\gh Create Machine Catalog 'Styx_VDA2' 8/20/2020 : 1:18:50...  8/20/2020: 1:1&:51...  Successful
b ‘esterday
[ =1
November 23, 2022

FEDABTRM TEREUATIRERINA:
+ Session Recording Agent LH9igE

- BRAREZRARS
- BES5 Session Recording Server &%
- ERE&EEDY

+ Session Recording Server ERIi&E

- EARPEN
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- BEXBNHER

- EERFIXGHEFELE
- EBERBIXABIXHEARN
- BRSZEREFER

- BCE CEIP

- EERERFIERRE
- BEERFIXGEERE
- EEESMONRES
- ECEEAMR SRS

o SEAMMAETE

- Ff& Session Recording Server B9t %
- EEEMEESA AL

£ Session Recording Agent LEEIRE

October 21, 2022
RS EERUATIZE:

. BRARZAR
» FEES5 Session Recording Server fyiE#z
« BEEBENN

BREERRS

October 21,2022

EERNHRFIRENZRIFIRIER S VDA R % Session Recording Agent, ml@d&MIBHRMNIEENRET %
RIEH VDA BRERH. BEREIZE, Session Recording iH&ERRHIHE, NTHEERFINSIE,

HNVEWEERRBIB VDA LRAZERS. BIELB R, WIEENZmBIER

7£ VDA L EAREARE

1. ERERET Session Recording Agent MRS 23,
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2. MFFEaZE ik Session Recording Agent Ef%.
3. ERERET, EPFEVHRFFEAL VDA IHENMSERFIEIRE, IEEEERHIL VDA NAIE,
4. RGBT, EFBED Session Recording Agent fRSS LUEZFRIME X,

AR

%% Session Recording B, ERNZEEEA
FRE (EfFEIRS S LHBARBSIE) . BEFERS, 5ER
Session Recording SREEIZHI & BUEE SRES,

BRBEXEMHRE

Session Recording AW EERE=ANARFREEXIIE FTAEH) BATERFINSIER, XEEHEER
REMZENEI. FHETRENIIEHN—ED, TEERFZEZENEHRTENR.

e, ENEHARESUTXER “BRITAT MRS, ARFIZEIET, SBHAPTANKSRN, BT
ZROENBERFIGFR, SMEERRRENIEN, WEETLUETIE PR EREUNITERAFRFTHNE
BIREo

ERBEEXEHENTIIRS SR LORGIGEF, BRITUTERE:

+ {#F Session Recording Agent EXAEHEANBEXEHNESEREBLERARE. PIERSEARESR.
2R BB RPHE RS2,
o FERSMNPHNEMSIEDBEITNEMS APl RENAER, UWEEHIBEANDIRFIFS,

Session Recording KEBIE—NEHRH COM MARER (API), AFEEXEANE=ZANBEFEANIR
HltEeh, ATERUSZMHEIRIBS (81 Visual Basic, C++ 5 C#) HFEM APl EXE4AEE, ESEIR
X E CTX226844, Session Recording Event API .dIl #E5 Session Recording &3 py— &89 i TR %,
AIfE C:\rogram Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi
LAl %30,

BERSH LEABEXEMHER, BHRITUTRE:

ERERET Session Recording Agent #ARS 23,

MFFsaZ e hi%R Session Recording Agent E(4.

£ Session Recording Agent B, BEHEFRAER £,

TEEEXEHRET, BPRAFE=HNARRRBEXIIERH LIRS 2 £ 8IRE,

:'>S*’.N!—‘

ftE5S Session Recording Server (V&%

November 23,2022
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f2E Session Recording Player % Session Recording Server #i%%

£ Session Recording Player AT LB KIEZ /i, BEXMEBTRE, GFHEZIEFMHEE R RIEM Session
Recording Server. &M EKEIYRIELE NAENE S % & Session Recording Server iE#, B—RJaEEES—1
Session Recording Server . MNRBHBAE NEEBSZ G Session Recording Server &, FF 8] LUEBIER
237E1£35IM Session Recording Server .

ok wpn =

BERERET Session Recording Player 89T Euk,

B5h Session Recording Player,

M Session Recording Player &&i=d, fOREFET A > %,

EEBETRP, BEHRMN.

EENRBFEH, BAFEE Session Recording Server Byt EMMZ IR IP ok, AEERMY. FRIAER
T, Session Recording BB AR HTTPS/SSL RIFEEELRS, MNRKESE SSL, #FEE “HTTP”,
EFZE Session Recording Player, fEHAERZEEEI %1 Session Recording Server , i534&1 Session
Recording Server E24% 4 71 5.

BESEREEREEIN Session Recording Server & IEIE,

F2&E Session Recording Agent % Session Recording Server fi%i%

BEIERE Session Recording Agent RIFR B ##, E7ER % Session Recording Agent BECE b, 15ER
Session Recording Agent Ei.

1.

2.

T REIRET Session Recording Agent HIARSS 25

MFFsaZ e hi%E Session Recording Agent E(4%.

BEERATFR,

7z Session Recording Server FE, A Session Recording Server #9 FQDN,

=

ZEMAEE HTTPS BEET (BAER TR TCP), i57E Session Recording Server FE&HE
A FODN, &M, SIERHIERM,

£ Session Recording Storage Manager ;5 2BA5IZ853 4, i%#%¥ Session Recording Storage Manager
AFBEENNNHERRAREOS (MERE).

AR

2@ HTTP A HTTPS ERERY, 1B%EMA IS #EEFNThEE,

THREFRFRS, ERIAMET2007 (2/08), HERAN—IHE, RREEEANEEFEBENTIF
FREBNTY. BItHEZE, BHRZES, BEXHAER, EERERRRRFL.
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7. 1£ Session Recording Broker &5, %% Session Recording Broker BT EEHEE N, FHERE
NHEAS (WEEE).

8. R4RTH, EFiEsH Session Recording Agent RS LUEZFIEXo
EEE Y

October 21, 2022

HFLRLERA, Citrix BIUFEE HTTP AE@SMi Session Recording BB HEA HTTPS, EH HTTP
FAE HTTPS, MAENSIIRE.,

¥ HTTP BE&EEIN

1. BREFEE Session Recording Server #9it8E#l, H7E IIS F3f Session Recording Broker 2% £i%E
%

2. E%R% 7 Session Recording Agent ty5 &MR553 £, 1§ Session Recording Agent BN E
M “HTTPS” Eekm “HTTP”:

a) BRIRET Session Recording Agent HEAIRSE 3.

b) MFFiaZEFERR Session Recording Agent Ef%,

c) 7£ Session Recording Agent &4 FiEiREET +,

d) 7£ Session Recording Broker Xif#, MM TFHIFIRFERE HTTP, RE8EEHELUEZAN
B, MRAFRRENBRS, BEEER,

3. 7£ Session Recording Player i€ BHiEMGEEM “HTTPS” Eekr “HTTP”:

a) BRIIRET Session Recording Player Hy& T {Eik,

b) MFFaF &, %% Session Recording Player,

c) M Session Recording Player g2, RERTH > %M > 5%, REERRSEHERER.
d) MY THIFIRF%ERE HTTP, RAEREHRERRLUEZFIHNER, FHiBEZIHEE,

4. 7z Session Recording SB&IzHI S PFIMGEEM “HTTPS” Bl “HTTP”:

a) BERIRET Session Recording HBEIEHI & HIARS 28,

b) MFFtaZEH, #%#F Session Recording HBgIEHI&.

C) MY THIFIRF%ERE HTTP, RAEREHELUEITER. NREEMRIN, TRE5 Session Recording
RIS AN RAARICERISE.
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mE 7% HTTPS AIE&EY

1. BREEE Session Recording Server #yit8E#l, H7E IIS F3f Session Recording Broker BA %R 2%
o

2. 1ER#7T Session Recording Agent 98 &Rr5S28 L, & Session Recording Agent B HIHINILE
M “HTTP” E2l “HTTPS”:

a) BRIRET Session Recording Agent B ARS8,

b) MFFaZ & iR Session Recording Agent Ei4%.

c) 7z Session Recording Agent B4 FiEREET F,

d) 7= Session Recording Broker Xigis, MY THIFIZRDER HTTPS, ARS8 EHTE UIEZFReY
B, MRAFRTEMBERS, BEER

3. 1Z Session Recording Player ig B HiGEEM “HTTP” Ekk “HTTPS”:

a) BRIRET Session Recording Player By& L Eik,

b) MFFta &S, %% Session Recording Player,

c) M Session Recording Player Szgi2eh, {RIGEZRTE > %M > 5%, AEERRS/HERES.
d) MY THIZIRF%ERE HTTPS, RS EMREMXIEZAMMNER, HRHIZIHEE,

4. 7z Session Recording SB&IzHI SRR INMGEEM “HTTP” B3l “HTTPS”:

a) BERIRET Session Recording HEIEHI A HIARS 28,

b) MFFtaZ &, #%#F Session Recording SB&iEHI&.

C) MIMYThIZIRSDEE HTTPS, A58 ST LU TERE. MREEMRD, TREB5H Session Recording
IR AN RAARITELRILE.

£ Session Recording Server LEREIRE

October 21, 2022

IEER e SIESER A TR E

o MAFER

« BEMXEBRHER

o BERFIXANEFELE
o BERBIXABIXHERN
s BRRERBFESR

« E2E CEIP
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A B PR

February 20,2024

ERAFEFIR, EER Session Recording Server £/ Session Recording Authorization #2418 %HEF 2
flthfate. BEMAGAE:

BE.

HFZ2FERHA, BRETHAFRTHEDRE GINEERERNRIE) FFEINR.

PolicyAdministrator. E5&E. tIE. HiE. BERURERRHIRRHONIRE. BIAMERT, & Session
Recording Server Bit B EERE FILAGIRK R,

PolicyQuery, #iF#t% Session Recording Agent FIBRS 335 R RHIHEI L, ZHABRT, 2L 5H%
IEMAR BT AERE R,

LoggingWriter. #F¥EANEERATIZRAZTNNR, RIMERT, SERRNMERSASLAHENMR
R BXEIAN LoggingWriter BRXAE2SHAEE ALK,

LoggingReader, EF¥ETWEERATICRATHINIR. LABTEERIARRZH.
PrivilegedPlayer. %% 33 REIS041% B ANMIBR 17 13 BRI A9AF AR 3 A4 R0 R 2 61 ST 44 BOAR o

Player. ZF&ERHIR Citrix Virtual Apps and Desktops # Citrix Daa$ (LAgi#5H Citrix Virtual Apps
and Desktops iRS3) h=MINIR. LbAEFEERIAKRZ S, L Session Recording BY, FrE AP #5&
ERRRFINSIENR, MRAFEEBRRRAINSIEFRRNAIR, NESABRREINSIENSIKSILTE
RHES:

Search Failed

. b Search for recorded session files failed.

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security.

oK

ERARNEAE AR, BRITUTERE:

P’PS*’!\’!“

UBEREMNEFRILE Session Recording Server B9itE .

B5h Session Recording Authorization $&%14.

EERESRABFNAE,

EFREEH, RRERIZE > Assign Windows Users and Groups (%2 Windows BFF14).
AN FA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 88



Session Recording 2209

Session Recording %#31% Active Directory 5 X P14,

SHZFE AN ERAEXBETFEIHRTRANERRBEER. s, Bhikads 1906 &£, EHJLUER Session
Recording SEgITH SR RFIGETEHRR. BXEAEE, BFBHAZFGETERR,

BIE Citrix 2/ ki1l (CEIP)

April 3,2024

L5255 Citrix BP0 EITY (CEIP) BY, RARRNEERRBMERRIEH LIRS Citrix, XLEHIEHHTFIR
BrEmEEMELE. b, ERBMEIARKAIXE Google Analytics LUAITIRE. BRI,

®E
CEIP £ &
BUAERT, &R Session Recording N2 B&1%55 CEIP, AHEERE Session Recording tXE$E—R
LEEIE. EM CEIP BUHITHE, BHITIUTERE:
1. ZREFEE Session Recording Server B9+ &M,
2. MFTHAZ &% Session Recording Server Ei%.
3. 7z Session Recording Server B+, & CEIP &M+,
4. BUHEDRSS5E P ARNEITIIEEE,

5. E¥EH Citrix Session Recording Analytics Service LUEIRE £,
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i_Eh Session Recording Server Properties — >

Storage  Signing  Follover  Plapback  Motifications CEIP Logging  REBAC

Thiz option allows wou o make the product better by jaining the Custamer
Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Corcal | | osh

Google Analytics i &

BR Google Analytics /&, &R 5 /I\ETikE—k Google Analytics 5 Session Recording Server Zal#yiail
SSHIB. Web s ENAATHEIBESXEE Google Analytics, AFP1TREIETH Web Bk U REHEH
BRI RRFGFERD.

BRAZEEZR Google Analytics FEMRIZE (FRIME=0):
{i1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
&#: CeipHeartBeatDisable
&: 1=%/8, 0=BA
KRIETER, Google Analytics fdFERARS.
E2 A Google Analytics, BEHITIATIRME:
1. BREHE Session Recording Server it &,

2. I EMREER.
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3. M%) HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\,

4. FIM—EMREHIGEHE R CeipHeartBeatDisable,

5. ¥ CeipHeartBeatDisable fEHURIZE N 1.

6. ZFEsh Citrix Session Recording Analytics Service LUEI&E £,

M Session Recording Server W& %R

TREHTBRENEREENRETM. SEPFESEMREERETFANFARAES.

HIER

&N GUID

1RIERGhRA

Session Recording Server k7

MRREFREIGSE

REIHHE

HASREIFHE

RERFNSENRESRE

ERRIE AR

machine_guid

0S_version

SRS_version

application-recording
—-number

recording-number

dynamic-recording-

number

recorded-agent—-number

iR

R MEFRIREVEIERY T B . B
Google Analytics /7, £it2ERE
BT CEIP, ®ESHIRHaRIX
2| Google Analytics,
RTTBENRERFANXXEFHFH,
BF Google Analytics /g, TitR
BRAT CEIP, NS KiEHRS
%i%% Google Analytics,
FRRREEM Session Recording
Server iRAENXAEFFH, BA
Google Analytics f, TitRERE
BT CEIP, ®ESHiRHaRIX
%) Google Analytics.

RN AR R XA ERE,
EEAT Google Analytics #1
CEIP B &R XZEUR,

TN AREFNSERGIEXGFSRE
HEH, FENBEAT Google
Analytics #1 CEIP Bt &%z kB,
RIS RHN X HRENEY, [
BB T Google Analytics #
CEIP &R iXi1Z#iE,
RTAERHHRIEN VDA HEN
B, ABAT Google
Analytics #1 CEIP B & &%z 3R,
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HiER

RELLERNEHNREINZIEN
REHE

BEERNEHHRGIGHE

BREEGETIER

ERNEHHE

BEX R E

BRAHTE

BRREIHERRE

BEGERHEE

April 3,2024

MRERFIRERE T HBEMNRIE, BAER

ERRIE TR

event-logging-enabled
—agent-number

event-logging-
recording-number

admin-logging-status

collected-events-
number

customized-policies-

number

load-balancing-status

rbac-status

iR

R EGSIERNEHNRFINS
&R VDA B ENEY. RNBEAT
Google Analytics #1 CEIP B¥& %
EZEE.
RTEERRNEHHNRENXHH
HENEY, FNBEAT Google
Analytics #1 CEIP B¥ &% %1% kiR,
REEAEEAHTICRIHTF, 17
KRTABEBHR. ‘07 RTEEM. [T
BT Google Analytics #1 CEIP
2 RIEIZEIE.
RTIERNEHHENEBY. RNBE
BT Google Analytics #1 CEIP B¢
SRIEZEIE,
RTBEXSERHFHNE4HEERE
FEREMENEY, FNBAT
Google Analytics #1 CEIP B %
EIZEIE,
RTBALMHTENET. ‘17 R
BB, ‘0" RREXR. ENEA
T Google Analytics #1 CEIP B¢ &
RIXZEIE.
RTBARFGEERRNETF, 17
KRTEBA. ‘0” XRTEEA. AN
BT Google Analytics #1 CEIP
B & R IXZ IR,

REEZWIIRGBEN. RABFHEBNEERFEEARER

NREREFHTHER. NREFAERE, BXAZREHEF. AFIJUREEHERRZEOHBSHEITHS

o

FIANBAEE S VDA ERURIEREN

N i =
EBEEET
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AILMEAFMEES 2B E @B, BR, RENSMESE—FENER. EREENETES SAPNEEEH
RERESER,

ellFESTRIINCDSY

EREIFE Session Recording Server HIit+&E#1.
MIFaZE e hi%kR Session Recording Server E%,

£ Session Recording Server B, BHEMERF,
BEFMo

EEEEEERAMNEEHEANER. —MESREIE—FER.

ok wpn =

BRHAMER, MEERETE
BERENERESER,

ERRERLFER

October 21,2022

AIUTERET Session Recording Server #1 Session Recording Player 893t 841 EREEIEH, XA LUBS R
WFERZ DAL Session Recording RigsgHEN R M,

BRIMBRT, BFZTERTEARS. AEEETHTYREGHITEZMNIERE, Session Recording #2F 3¢
Session Recording Storage Manger BRE#5 A XFR.

BR%FER

1. EREHE Session Recording Server BIi+&E#H,

2. MFFaxEhi%ERR Session Recording Server B4,

3. 7£ Session Recording Server Elt+, BHEEZIETF,

4, JWEITERET Session Recording AfHHIitEN Z BB AR EBEHITEH,

B REFEE Session Recording Server B3t &,
MFFaahi%R Session Recording Server E4,

£ Session Recording Server B+, #EHEEZEMF,
BHEUHEF,

> wnN e
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Session Recording Zfi&ik s

February 20, 2024

pu

Session Recording iR S RIEE X RN R SN BT HH Session Recording Server WRBRHIXHHERE
FitEE. ERIBFHERXALAE, HPEEEXNUTUTRENHEERR:
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=) SERVER
Server time zone: (UTC-05:00) Eastern Time (US & Canada)

Total size of all recordings: 499.0 GB A 4% over previous week

.I 60 GB ¥ -14% 1234 A 170%

Slorage used Sessions recorded

Total size of all recordings (GB)

501 oy
454
407
360
Apr G Apr 7 Apr g Aprg Apr 10 Apr 11 Apri12
Wed Thu Fri Sal Sun Maon Tue

Storage usage per day (GB)

a
Lo FEPEEPEEEEEEEE  SEEEEREEEEEREEY BRI
| I I
0 I
Apr G Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr12
Wed Thu Fri Sat Sun Mon Tue
— J-day average @o====-- Weekday average

MNumber of sessions recorded per day

213
142
TI I I
0 |
Apr 6 Apr 7 Apr 8 Aprg Apr 10 Apr 11 Apr 12
Wed Thu Fri Sal Sun Man Tue
- J-dayaverage  ===-=- Weekday average
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&

BEXHEAERET B FHRH LIXR Session Recording 77k, @it Session Recording Server Bi%
HiRE. BESHUE “BFEAT R EEEEFHBFEEIRE,

AR

WNREH Session Recording Server BUAHTFEHARRBEN, BEEP—ARS[ LERHHRS. BN, B7E
& Session Recording Server L8l

|E session Recording Server Properties - X
Playback Notfications CEIP Loggng RBAC Emal Repot Cloud|<[*
Storage report

This option allows you to receive storage reports regularly. Make sure to
configure outgoing email settings on the Email tab too.

Send storage reports by email

O Daily
@ Vieekly Thursday v
Email recipients: [|

Cancel Aoty

FERE RHISAFBIS AR

February 20,2024

KGR NER, THREIXEMFHNREEK, TRIREPEREIBRATSMI X HNIANEERE, EEH
NXHHAN, BEAXHEERERS, REEAFIREZE, Session Recording SXAZXHHAIES — XM
S EHHITRE LR IEMDRED,

A LA—MREEER N EE:
o XKD REMENANN, HEIXHERFRAHITA XM BRINERT, SHANED 50 MB &R
o HeEyE: 10-300,
o FREYiE, ARIFEEE, HEXERXAHTHA—IMXE. RAERT, SERHT 12 /WNHSREE
o XFHE: 1-24,

HELRM PO FHPHE-—NFRERZRBDER. F0, EIEEXNA 17 MB, EEFEEN 6 /i, HERIREIS
1E 3 /\BYRIAEI 17 MB BY, Session Recording XX HHITH— Mo
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FFHIERIRBIFZ /X, Session Recording &EZE /L —/I\B 2 FA#1TRED,
XHFANEE 300 MB E LB FIIME .

EE REIFRIRAS AR/

1. EFREHE Session Recording Server BIi+E#,
2. MFFaxEhi%ERR Session Recording Server &M%,

3. £ Session Recording Server B4/, BEREIHERE,

MAE EAX R/ NMEERIEE B,
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97



Session Recording 2209

% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

regardless of the duration.
File size threshold (MB): 50
Recording duration threshold (hours): 12

OK || Cancel | Aoy

4. BA—NF 10 I 300 Z[EIAVEEE, LUHSEXHFRRAKRN (B MB REMD).
5. BA—IMNTF 13 24 ZiaBE, LUIEERHNEARFSE (BUNREMI),.
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EERBIXHREFMELE

February 20, 2024
/3 Session Recording Server EMATIEE RHIHH AN B LU FAA R I AE R (LB LUE#HI TR

TR LG RE M EEEAMIRENEE. SAN £/ UNC MERIFEENUE. B 2103 &2, FJURREHFETE
Azure XHFHZER, BXFAER, FEREANEENELE Azure XHHZLIFERFIHFo

AR
o BEFEF MMM (510 SMB 1 NFS) 7£ NAS L FfEsiErT e X4 REM R 2= N, B ERE

AR OB R R 2RE, HHITHURNIL LR ERBIIEEE.
o BEEXESIEREMEREG, EER ICLDB &<,

BE— 1 RE AT EEIEIRIS RN AT REFEHIRG B %

1. &REHE Session Recording Server Hit+ &M,
2. MFFEaZE ki Session Recording Server Ei4.
3. £ Session Recording Server El$H, BEEFHIERFE,
4. FERAXHFEERREERBIGNEEX SR,
WEENHRE, Session Recording SMERSIZF XL RN “FTLER” IR,

TINERT, RFIEEMEEFEE Session Recording Server BitE 1 <drive>:SessionRecordings 32
frrh, AIAEXIFEREIGRXER, RMAIIIXERUEE SN EZE#ITHHTY, XEFAESTE,
FIRPHZ DI RRTREGEXMRZEH#TT HHTE, AHTFEEIXHRBEIRHT,

5. AFMXHNERBERFERYT, BARATERF-EORHGHIX R,

ZIANER T, FREMRFIESEREE Session Recording Server B9t &4 <drive>:SessionRecordingsRestore
XERPHITIME, BIAE R,
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[% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|* |

Recorded session files are stored in the directonies specified. To store files
ir\::,I a load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders is empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:\SessionRecordingsRestored Browse...

OK  Cancel Apply
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ECE Azure XHHHZELIFMERSIM

EEIR Azure X HZELIEFHERFIN, BMUATIE:

1. EAzure "JF e, GIEFMEIKS, AFEIE Azure XIHFHE,

BXBRENER, BFERAEA Azure A REMERE Azure XHFHS, TRENEEENEE.

Session Session
REIXGK X HZEE Recording Recording
(MB//)\ee) KIERE XEHZ R (TB) Server # &8 Server X/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X495 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£9 10 2500-4000 SSD Premium 10 2 Standard
D4as_v4

XHHZEMERIBEX 8 /)i, 88 23 MNIEEBMEMNREIXEF—N A NREHHRITEN,
2. ¥ Azure XHHZEIRARINEILET Session Recording Server B9E#,
a) LEERSMNBHHLIRTH, REIEENBERN <Session Recording Server L#42 >\Bin
X%,

B A & R T, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server &,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> <,

Hr,

+ <storageaccountname> 2 Azure HEHEMHEIKF BB T,
« <filessharename> 2 EM7Z K, FE M HLZHN A,
+ <accesskey> BAIBFibIAXHHEZMTFMEHF 2.
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BTG AR LIREVERFEK R 2.
o AL B E X HHZ UE HAEREREY R EE T R RIS FEIK P 2.

idocs (G+/)

Connect X

sessionrecordings

& sessionrecordings
SMB File share

2 search (Ctrl+)) «

T Upload -+ Add directory A\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
Click here to learn more.

& Overview ‘ P search files by prefix
82 Access Control (IAM) Name
Windows  Linux ~ macOS
Settings No files found. e
"
il Properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
4 snapshots Drive letter
& Backup | z ~
Monitoring Authentication method

O Active Directory

Al Metrics
(® storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Learn more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
cmd.exs /C “cmdkey /add:"sremdstg file core windows.net ™

/pass: Dsjcn/azw xhckjTgGZUZtolh8 J9kuidsp7xX11eq] kx7 [

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

o WAILLET B ETFAEK P TTE £ M SAFEY 7 1P B AR ENFfE K P &R,
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature

Networking

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

@ Security
:|' Properties

E| Locks

File service

& File shares

Monitoring
@ insights

BN alerts

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,
i. $T7F Session Recording Server Ef%,
il. PHFEET-R LA,

iii. £/ \\<storageaccountname>.file.core.windows.net\\<filessharename>\<subfolder>
A UNC 8812,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHEFEERIHEERAIHRE,

v. #i Session Recording Server E#&E MM,

vi. MAZAREERERE,

i. RGIRTRIEEFHBE Session Recording Storage Manager lREHT 8 E R

\Y

Session Recording Server Properties

The “Citrix 5ession Recording 5torage Manager” service needs
to be restarted for changes to come into effect.

Do you wish to restart the service now?

Yes Mo

R

April 3,2024

fEF Session Recording SRESIZHI & QI REIERE. BHQNKREE. SHMUREMREGEERE, 62K,
A UEBTM Citrix Cloud #14sitifiE185%E Delivery Controller,
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BERETR

WM Fh L% Broker PowerShell &1 & 5t (Broker_PowerShellSnapln_x64.msi) 5§ Citrix DaaS Re-
mote PowerShell SDK (CitrixPoshSdk.exe), 7 #&f# R Session Recording &Bgiz#l&. £ Citrix Vir-
tual Apps and Desktops ISO (\ layout\image-full\x64\Citrix Desktop Delivery

Controller) E£#ZI Broker PowerShell €&, 5%, M Citrix DaaS (LLa1#rA Citrix Virtual
Apps and Desktops Bgs5) TF#m F# Citrix DaaS Remote PowerShell SDK.

e

o] LA 4% 38 3 At | LUBA Lk 7E Session Recording Server ATt B M B BN B R T R H X &
%, UEEBRBMHERLTET Session Recording Agent Bt B #l, ITHFEIMEREIES, REHE
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent T &1 DWORD {&
DefaultRecordActionOnError =1,

AR

1. UBEBERBMERRET Session Recording HBgEHI & &N

2. Bzh Session Recording HBgIEHI &,

3. MNRHMEET Session Recording Server [0, &R Session Recording Server &#r. XAl
TR, BEHHE,

4. £ Session Recording HE&EHIG S, BT BITHRIEAEEL,

5. EERERENHR,

6. MEi=m, EIFHCERE.,

(e

1. UEERBMNBEREET Session Recording HBgEH &1 EN.
2. 35 Session Recording HEE&IEHI &,
3. MNRHMEHEE Session Recording Server [, iEHR Session Recording Server &#r. Xt
[EHTIR. BEHRE.
4. £ Session Recording tRESIEHI G, B BMKISEEL,
5. EREEHIVERE, REMNEETEAMNERF,
6. EARNN. BRI MBFIN, FHITUU TR
o MEBZH, EERMIAN, NRBEELFEDRS, RABET—MREED, BREFBINZIRIE £
FRFRI ) S8 ZE R,
o ERBERMAN, BRERIFAE, HEEREEM. ERAMNESESFEN,
o EEEMPRATAIN, BERAFEHE, HEERIPRIN,

I PR R B
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AR
TERBR R AT X B RIS T E SRS R RS

1. UBEEREMNERELET Session Recording HgEH &1 EN.

2. B5h Session Recording HEEEIEHI&,

3. MNRHMEEE Session Recording Server E[, iEHfR Session Recording Server &#r. il
[EHTIR. BEHRE.

£ Session Recording JKESizHI&H, BHBEIRKEEETR,

HEAMEES, TEERBRRER. NRZRELTEDRS, SIBEH M,

MR, EERIPRERER,

EERHIANZIRIE,

N o o ok

Ao E = IA R BRI

February 20,2024

AILUMIE RAE XHIRHIRES, BRI USIRHMEE CHBEXRFIER. REEXHRFEIREGE NN R BN
=iE. BEXRFIREIEERFIPLSE,

EHRFIRBAEERFINRIE. SRREE— P REEBL T EDIRT.

R TE X BRI B

Session Recording 12U T RAE X IR HIHKEE:
o AR BINKEE, MRKIEEHMERE, WRAERHZIE,

o (RRHEIEH (FWAEA, HRLHEH), LRRXRESHRVRBEENES. ERRFR. AR RIRAR
B RFE.

o NREIEH (FXFAEA, RREEM), LRERREEHRVERIEENES. EXRRHFER. BRFaKE
RHLE.

o REBEAIRIE (HWFEA, HREEHN), IWRERHEIRIE (BRNSEM). AP RIRIKEIREE.
o REBEARIE (HWFAEA, FREBH), IWREREEIRIE (BENSEM). BPF2KEIREE.

TREME AT MIFRRATE X BIRHIHEE,

Bl B E X RHREE

AURFIEEAFHANRIE. EXBHNEARFRKIE. ZIHERK VDA itEHUK Citrix Workspace AREFE
Fif IP ik, Session Recording SRE&IZHIARHIES I B ECIZAN, BRINERHBHINAREFHKEHIFIR
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KR f4Ask VDA i+ EHITYIR, EHMEE1ERIE S EIERFREIRIMIR, 7Eik=# Delivery Controller L2
BEER IR,

NTFEREESHFMAN, EEHFRIEERTURIEURMANZMS. REREBNAZIHREMNFGHISE,
NFEHEMN, BEF—FIREIRE:

« BRARERFIFEM. LETRRFBEINRE (BFENEN) . AP IRAKREIRHEN,

« BASERFIMAEN. LETBERFBIE (BRNEF . BRASKEIREE,

s BATBEMNNEGFRIERS. IWERMERNMIEPNREFHLNRBIEENES. EARVER. AP3R
AR SR AE R

o BRATNHBEMOXEHFRIERF ETEBRTIEFNRRFIEHRNERBIEENESG. EARBFRS. BRF
SUEIREBER

o ZARERF HEMEREFRFIERZIE,

B‘? Rules Wizard X

Step 1: Select a recording option to specify if. and how, a session is recorded.

(O Enable session recording with notification

(C) Enable session recording without notffication

(O Enable event only session recording with notification
(O) Enable event only session recording without notification

(®) Disable session recording

NFEHFMN, BEMEFUTIE 2 —KeIZMMF M
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AFZA, SIEERNAMNARENRAFZATIER. Session Recording A¥FEEEA Active Directory 4Af0%&
BRIMABEE,

s BRAGHNNAREFISE. EZENAMUNRENERGRAREFIKETIR. EMURSH, BHXEFES
XLy AR R Citrix Virtual Apps and Desktops 5% Citrix DaaS (LL#i#FFA Citrix Virtual Apps
and Desktops ARSS) s

o RMAESITEN. SIRENAMRNRENRZAAETITENIIR FRANRSP, HEFXAAEHITENFREN
A=v8

o IP3intsy IPSERE. IZENAMNAMRIESN IP #tiatsy P sthitSeE5IR, £EF IP kil IP SERRES, &
M AEBRSEARSIER P #tutsk P SEE. tREIH IP kR4 Citrix Workspace [z #2FH] P
ik,

@? Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[[] Delivery Groups or Machines

[[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Deskiop

Delivery Groups / Machines: All Delivery Groups and Machines
|P Address | IP Range: All IP Addresses

< Back Next > Cancel

=
Session Recording SKEEIEHI & T HE—ZMNPEESNEME, MNEAERN, KR AND #1 OR BiEEER

FiTERAEE, —RMS, ORBEMFERNFHERMHOBE ZEER, AND BEFES M RAEZEER. W
REER A true, Session Recording HREES|EEHITRMMIRIE, TN, FEET—FANHEE IR,
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E— T RERBEPIZSFAVN, REIFTUERRESFANNFES. EXERRT, BARSMLERNANZNA
BRERTE,
MBI REHRIERE HIMTLR:

o ARFIRERAMNRITR RS

o RHFHERIREBIMNBIR IR HTESE (L,

o RHEERBRIRERMN B M IRATEELEE .

« BRATHENNNEAGIEREUHRFRIMMEIR AR IH,

« BAFHBEMNNEGIERBIRERAN MR TR RR.

REFETRTRERFRIEPOEFMUFZ M. WFRERE, FRARBERMNIENE, BIRMNBVIRIERE T
TR BREEAMIBRELEI,

ZEIRBTENRBIRE, FHITUATRE:
1. BRI EERSMNERLTET Session Recording sz H & HIARS 25,
2. /25N Session Recording HERIEHIG, AEEFAMERPHIREIRIE, MR REFRINFTHRE,
3. ARPEREERHEFERMMN,
4. FAMNESH, EFEREER, ARRET P,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 109



Session Recording 2209

@‘ Rules Wizard X

Step 1: Select a recording option to specify if. and how, a session is recorded.

(O Enable session recording with notification

(0) Enable session recording without notification

(O Enable event only session recording with notification
(O Enable event only session recording without notification

(®) Disable session recording

Next > Cancel

5. EFMMEFM - ATLLERE—INHS MM EFA
RFEA
BATHNNAREFNEE
RZATETITEN
IP sthsitsy IP SEE
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@' Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

6. IEMNFRM - B#HITHE, FREFTUENE XEESREL—PEFNZFGN LT,

AR

MREFREAFHNAEFREEMT FIENE, WbatubER IP ik, URL itENMBFE (I0R

Controller i FatMEF), NBREFZMIRETE R
EREAHRNNBAREFREERZFARITENE, &7 Session Recording EHiEH AIREES 2 BEN

Delivery Controller.

Session Recording %zl &2 5 Citrix Cloud fMz<it3fiE 89 Delivery Controller i@ {sHi—i@EiE,
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%’ Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: All Users
Published Resources: Select Published Applications or Desktop. .

Delivery Groups / Machines: Select Delivery Groups or Machines...
|P Address / IP Range: All IP Addresses

= G

B0, EFRRMAARITEVE, BEFFENREEETHNSE 3 b8 HEE, ARRGERINEZT RN
Controller &,
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C.

@' Create Cuery
Site Address:

Efer 5 sife aodess

Citrix Cloud Controller

it

i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

BXF=AA Citrix Cloud Delivery Controller BIAFIRIHEE, ESRNTR:

RBf!

Zsih Delivery Controller

Citrix Cloud Delivery Controller

Msh Delivery Controller 1#22| Citrix Cloud
Delivery Controller

M Citrix Cloud Delivery Controller i 2l zxth
Delivery Controller

I8 Citrix Cloud iR

BFEHITHIRF

a)

%k Broker_PowerShellSnapln_x64.msi, 2.
B Citrix Cloud Controller £i%i4E,

%3 Citrix DaaS iz#g PowerShell SDK, 2. &
iE Citrix Cloud #k P #E48, 3. 3% Citrix
Cloud Controller Ei%1E,

E#; Broker_PowerShellSnapin_x64.msi 3
EHEMITEN. 2. ®% Citrix DaaS izfg
PowerShell SDK, 3. &3 Citrix Cloud kP4
8. 4. % Citrix Cloud Controller £3%4E,

% Citrix DaaS izi2 PowerShell SDK H &5
Bohit&EN. 2. T
Broker_PowerShellSnapln_x64.msi, 3. EX
s Citrix Cloud Controller E3%1E,
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Z#i4 Citrix Cloud ##£EH# Delivery Controller, i57E% %7 Session Recording HBgIEHI S HIITEMN
EFzp5eiE Citrix Cloud &8, ARSHIETRESSHHIAEIR, Session Recording SRE&IZHI A ATRET A 1R
FRHAT 15,

EHITFEIE, BFRITUATIRIE:

a) B Citrix Cloud #=4I&8 X2 S 4iR5IFA R EIE > APl 58], 812 APl fRR2E i, LUIKEE
Bt Citrix Cloud BHRIHE RN EHIGIIREXf. THENREEFIE, EnZ3FEEFREEREN
I8, XHRIRiAN secureclient.csv,

=  Citrix Cloud

< |dentity and Access Management

Authentication  Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.
To use this secure client in a silent connector install or to access any of our APIs, use the customer ID* *

Name your Secure Client Create Client

*_.as the customer parameter.

3:53:01 PM Dec 3, 2018 o)

b) #TF PowerShell £iFHZEITUATHLUME (ELENSEFRREN) SHRIERLEXHEN.

asnp citrix.*
Set-XDCredentials -CustomerId “citrixdemo” -SecureClientFile

“c:\temp\secureclient.csv” -ProfileType CloudAPI -
StoreAs “default”

<!--NeedCopy-->

RIEEEIGE Customerld #1 SecureClientFile, biR&$EAER citrixdemo BIBREASH
ISFERE SO, LUBGT MaTRFrE S48 PowerShell £iFHM S IRIFET.

7. BRASTAEE.
AR XTHBHBINBRERFZIERIRE]:
o MRFEDREZHALENBEZEFBN, ERTELEEMRINIETITANNARERF. FEit, TEAREM
Bl =i,

c MRFHRERETENUARFHERATRENRD, WHAFRERIEAT Windows 9 Citrix

Workspace AR, EETREEH, BREFEH () SEUARUNGEZSIEPRBEHBIFAIBERA
2o

AT IRIEEREIRE, ERIBNRNERRBNAERF. F7RBNAEFRMBERBIFRG. LA ERTHR
BEBREITMRNSIE. B2, NHERBEN.
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£/ Active Directory 4

Session Recording s YF&TE 2 HRBEEIEA Active Directory 4, 1/ Active Directory AXE R NBAAIRE L
HMNFRBERI A EE, fin, WRATMSH;IIHHNAF A7 Finance 19 Active Directory A/, #&RILL
B

HN A S Hi%sE Finance 43R 6N A EIFTE HM RN,

REPIABRSE

BJLL8YZ Session Recording 5E8, WBIREFRERFIARARELAFNRIE, XMERTABXLRR
MABZE, MABREXNARLERMEXEENAFAFEEER, EREAAFRFERNELELNNR THRIERBIE
BEER.

a0, WMRATANFELKIELETZ 4 Executive B9 Active Directory BHpImi5, BBAEA LIBIEFNI k2
Executive AMKIERE, MMIHEXLEHAFANKIFTLRSWRE. SEUANHREL T ENREH, FFH
“Executive” AmRNRIE, ARAEMERNIERIB SNSRI EAMMNBHITRE,

¥ Director & £ Session Recording Server

BJLAfER Director & & 8 HBUE RH SRR,

1. xF HTTPS i&#%, 157E Director BRSBSBHFIEIRIERHREIEBIUEE Session Recording Server o

2. &% Director R 5 23 B & J 5 A Session Recording Server , i&izfT C:\inetpub\wwwroot\
Director\tools\DirectorConfig.exe /configsessionrecording &<,

3. 7£ Director fR5528 L%\ Session Recording Server i P #iitsk FQDN LUK Session Recording Agent
BT %23 Session Recording Broker Byt S fiEiE28 (HTTP/HTTPS).

TRRTITA

HAERKZE, ZARESNRBNAEN, EERFNFEERJAZERFIXGRRDEN. XHLFEAKNTER
ERDp. BRRBIGFNEAXHRNEFAER, BSRIEERBIFBIXHER D

TRIFMRA T ERFIEH L ERDEMEI RN A RIS H IR

R FIBIR B KBRS . H BRI RBIEREE N RNEHE, RERBEEER:

R fEfRTELfth BE B FER. REBFRERFIENH
ERBEA £ o

FRENEF @A R FLERH,

FRENEF @A RHIFH @A BERFIFH BT —FBAHE.
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NP BRI F ERRH R B RENEH/E, REIEIIEER:

SEHBA RS fEIEREL

SEHBA RHETEA] BAFH. TRAPERNTERME
I8,

BB RFINXMHFERRE

February 20, 2024

Session Recording Z#HEF A EMNIFIEES, ALIE Session Recording HBESIEHI AP OIER A EEHREE, H
MENRERMS NN, SEAVEATUENEEE—TBRPRAFRAEARFINGESEE, HRESFEATUED
ERIREI M,

IEZBEXRFIHERRE

ELIEREIGTERIEZA, BRI TFRERIZIEE:
1. ZREFEE Session Recording Server B9+ &M,
2. MFFtaZEEhi%iF Session Recording Server Ei%.
3. 1£ Session Recording Server E$#, i RBAC ET+,

4. ERRFEERFIFEERBEIRIE,
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iﬁ] Session Recording Server Properties — )4

Storage  Signing Follover Flayback Notifications CEIP Logging REBAC

Recarding viewing policy

This option allows you to configure recording wiewing policies in the
Session Recording Policy Conscle.

Allow to configure recording viewing policies.

Cancel Apphy

EOEEEXRAIGEEER, BHRITUTIRE:
AR SREEBRMEAQNKRIERRE, REGEERE (BETEFRMBAERN) EeIZIN IR FENRS.
BEFHENE.

1. LSRRI SRR B ERRET Session Recording HEHEHI A HIRS 5.

2. B5h Session Recording HEEEITHI &, BINERT, RERHIFEE KL,
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

AR BEERFGEEERTA, 55%% Session Recording Server BB RBZIN4E
3. EEMERPEERHIGEEERR, MEREP, BERIMEEUIEREIGETERRE,
4. (FIk) ARBHMEBHWHEHESS,
5. AR P EHREHEFRMMD,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 118



Session Recording 2209

@' Rules Wizard

Selected user or user group who can view recordings

Next >

Cancel

6. BEHAM,
7. IEEFERARANEER, EERAFRAPAFARTIGNES.

=W

BRABEEDE Player BBABEEERHNRIE. BXFMEL, BSEEAPEN.
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@ Rules Wizard

Selected user or user group who can view recordings

Selected users and user groups whose recordings can be viewed

< Back Mext =

Add...

Cancel

f

AR

¢

EEMANF, ReEE—TNAFEBAAFAREIGNES. MRk

BOERA REMH EREXSEH,

BRE%AR4A, NRAE&RE

BERSHNEEN, FRREFZNEERTAENEAG. NRAFEEBRIHNRIEFRRHIIR,
NESRBERRFINRIENRRE —FEIRER. AXEAER, BSRRAFER.

8. REHW/E, RABRREHT—F, LEEERATFIRENNKMHHIHEE,

9. EEHBENN KM LUIEEEZAIEENMEE R WHREI4:
« FPE4H
« ERGHNEAREFIKE
o RATHEBLITHE
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users

Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Mext = Cancel

PR =
“OR” ZEIEEMEEA IEMNZHFRMNINE Z8ER, Bl UERBBMNE 4 ZEER,
MRKRIEEMNEAE, ZatEENMEEFLETEENRGHMt.

10. FREMSTHEER,.
flgn:
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[ Rules Wizard x

Complete the rule setup.

Recording viewer:
(s \aciministrator

FAule crtera:

Users / Groups  Published Resources  Delivery Groups / Machines

MName Location
3 administrator SHNKG

<ok o

ECEE SRR

February 20, 2024

Session Recording Z#F&EHPEBESRH10MHKEE, 7 LUTE Session Recording HRESIEHI & P EIERELIZREME
o

AL MBS

Session Recording 12l BiFE M HARE REIG RAX LSRG, UEUGHENER. ZRUMKERFIGHERR
HEBHES, HERUTEEREEREXEEN,
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RAREXNEHS

Session Recording BT MFNE RRHIHKIEHRIE R EHNRFATE X HI U T EMH:

f5I4n:

A USB AR EEF#IRE

N FBAE R R hAILE

I P2 Fr R fE

[z A2 FF RN

ZEANXEERR. IR BBRFABEHRIE

XHERIEEN (VDA) 5FFIHEE (BEMSNEFIRRMNBNETHNEAABEFMEILE) ZiEEE,

Web 345 7E5h

& EEMNEOSM4

BB E SN

Windows At &iEEL

AP KP &5

RDP &#%

MaEEE (SREINIFRXHBER)
FHEOSMF

Web #7528 P RE MBI R B PRISE 4.

€ Session Recording | Player X 4+

&« c @& 10.108.77.51/WebPlayer/#/player

€ Player

> Screen time File transfers Comman: ds Events

‘Top-most window
46 (51%)

MAR 7,2022
07;55:39-00.19:22

R User name: administrator

@ Host name:
() Client name:

View: All
Q

\; 00:00:24 Top-most
window:sessionmsg, , 2548

00:00:49 Top-most

¥ windowsexplorer, , 5100

00:01:05 Top-most

§
% window:SearchUl, . 1796

y; 00:0L:15 Top-most
window:explorer, , 5100

5 00:01:16 App Start:10072.
regedit: 6296: "C:\Windo.

yg 00:01:32 Top-most
window:reedit. Registry.

v
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« Web BHBEHHEEREIXAHHEH:

€ Session Recording | Player X 4+ v — (m] X
< C @ 10.108.77.51/WebPlayer/#/player @ ©» % 2
€ Player

> MAR 7,2022

08:01:47 - 00:01:00 - 22 Events

R User name: administrator

oS {
% Host name;

(2 Client name:
v . e View: All
# Explore . ritiagtan a -
& settings
« 00:00:12 Registry
¥ create:1380: e
CiWindows\explorer..
« 00:00:12 Registry set
R yalue:1380: ~
C:\Windows\explo...
« 00:00:12 Registry
T = * create:1904: C:\Program e
#TheBachelor Jj Files\Ci...
am— 2  00:00:12 Registry
¥ create:1904: C:\Program Ad
Files\Ci...
Don’t miss what's happening . 00:00:12 Registry
Foope cn Peiey e e S D S create:1904: C:Program A
Files\Ci...
. 00:00:12 Registry
" create:1904: C:\Program v
Files\Ci...
. 00:00:12 Registry
¥ create:1904: C:\Program v
» D) 00:00:07/00:01:00 & Comments (4} Share Current Playback X1 Show stats 52 FULL SCREEN ElesCE
+ Session Recording Player FfyZE#4:
Emasession Recording Player
Fle Edt View Pay Toos Hep
B | b [ @@ | » | Search + [Arytime |9 4 | [ Advanced Search
‘Workspace x
Now Playing x
| Events and Bookmarks x
Q 1:17:04AM App Start: 10072 regedit: 6236: "C:\Windows\regedit exe"" ~
Q 1:17:04 AM  Top-most window: explorer, , 5100
@ 1:17:20 AM Top-most window: regedit, Registry Editor, 10072
@ 1:17:33AM Topmost window: regedit, , 10072
© 1:17:36 AM Topmost window: reged, Registy Eitor, 10072
@ 1:17:36 AM Registiy Create: 10072: C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \regtest\New Key #1
o 00AM Top-most window: regedit. . 10072
© 11802 AM Topmost window: regedit, Registy Editor, 10072
@ 1:18:06 AM Registry Rename: 10072: C:\Windows\regedit.exe: HKEY_LOCAL_MACHINE\SOFTWARE \iegtest\New Key #1] name
© 1:18:16AM Topmost window: regedit, , 10072
© 1:18:20 AM Topmost window: reged, Registy Eitor, 10072
© 1:1820 AM Registy Set Value: 10072 C:\Windows\iegeditexe: HKEY_LOCAL_MACHINE\SOFTWARE Vregtestinamel New Value #1
@ 1:18:36 AM Registiy Delete Value: 10072: C:\Windows\iegedit exe: HKEY_LOCAL_MACHINE\SOFTWARE vregtestinamel New Value #1
@ 1:18:36 AM Registry Set Value: 10072 C:\Windows\regedit.exe: HKEY_LOCAL_MACHINEASOF TWARE \iegtest\name] version
@ 1:18:47 AM Top-most window: regedit, , 10072
© 11850 AM Topmost window: regedit, Registy Editor, 10072 N
© 1:1850 AM Popup Window: 10072, Registiy Editor, Are you sure you want to permanently delete this key and all of its slibkeys?
© 1:1851 AM Registiy Delete: 10072: C:\Windows\regedit eve: HKEY_LOCAL_MACHINE\SOFTWARE\REGTESTANAME
@ 1:19:14 AM Top-most window: WiShel, CtxDnDSourceProsy, 7260
O 1:19:14 AM App End: 10072 regedit
Q 1:19:25AM Top-most window: explorer, , 5100
Q111926 AM  Unexpected App Exit: 744: C:\Progiam F 1 e e BT ERNELBASE.di
© 111927 AM  Unespected App Exit: 5084: C:\Program home\Appicationich CAWi ERNELBASE.di
© 1:1929 AM  Unexpected App Exit: 4860: C:\Program ppl exe: C: ERNELBASE.dl
© 1:1930 AM Unexpected App Exit: 9864; C:\Program exe: C ERNELBASE dl
@ 1:1330 AM Top-most window: chrome, Uniiled - Google Chrome, 744
(@] 30 AM  Unespected App Exit: 6644 C:\Program Fil hi exe: C: ERNELBASE.dll
(@] 32 AM Top-most window: chiome, All in one Workspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744
@ 1:19:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chrome
Q 1:119:40 AM Top-most window: WiShell, CtxDnDSourceProxy, 7260
© 1:1953AM Topmost window: exploter, , 5100
@ 1:20:33 AM File Create: 5100: C:\Windows\New Text Document (2Lt 0 Bytes
@ 1:20:52 AM File Rename: 5100: C:\Windows\New Text Document (2).tst | document bt
@ 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.txt,
@ 1:21:03 AM Clipboard Operation: File, explorer, C:\Windows\document.txt,
Q 1:21:11 AM File Move: 5100: C: d de tat | C:\Users\adminis F4B5\Desktop\de tat: 0 Bytes
@ 1:21:11 AM Clipboard Operation: Text, explarer, ,
{0\ 1:21:90 AM_Eila Dialatac K100 C-A1ufincse Mass Taut Drovinant ok 0 Butme v

B Session Recording Player MiNE £ E#, E2AREEMISHHER,
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AR
LEFEIRN Web 35 Em & EEME QS 4HIERELE, B PowerBuilder WM AREFAIEESEIMNE
o AR, EER PowerBuilder 2019 R3 SRHEZEHIN AIERF

A USB KA E7FEI&#%& Session Recording AT LIt M=% 73 A F Windows 5¢3& A F Mac # Citrix
Workspace M A2 FHE P it HBUST R P in iR sh 33T (CDM) SiEE AMiEA USB AR 2 IS EMIEN.
Session Recording iRz R &I HIIX L EH,

Events and Bookmarks X
() 1:2654 AM Clipboard Operation: Text, cmd, , Administrator: Command Prompt -~
(3 1:27:03 &AM File Transfer: 7260: Client:Applicationhang.exe: HostApplicationhang.exe: 7.5 KB [k

Q) 1:27.09 AM Top-most window: Applicationhang, Form1, 3996

© 1:27:21 AM Top-most window: WerFault, , 5956

(O 1:27:58 AM Top-most window: explorer, , 5100

() 1:27.59 &AM App Not Responding: 3996: C:\sers\administrator XF4B5\D esktop\dpplicationhang. exe
( 1:28.034M Top-most window: explarer, , 5100

() 1:28:03 AM Top-most window: Taskmar, Task Manager, 6844

@ 1:30:02AM Client drive mapping: D v

AE

EFAIEAN USB AR EFMEIREHIONIENE M, E7E Citrix Studio FiEZEF ik USB & EERHRKIKE
HFFo
HaiReeteilll USB KA 87Fi#irE (USB 35 08) B9EN.

R REhfI4%R  Session Recording z#3d R A2 BahSR#ITION, MR AR BNFIRPRINHEN,
FRARINA IR R H F R IR AN FRREF 2 RIS, AT LUEFATE Session Recording 1172 BB BhHI R HIZHF
PEi

BUAER T, Session Recording ¥ m AR HMFIRPHRM#EZZH cmd . exe. powershell.exe Ml
wsl.exe, MRABHONVREFICRUBEFBHEHNCRUARFEREN, WEILERSFEEMESR
MRARINEIN I MMTIR, MICRHERM. PowerShell URERBTF Linux 8 Windows F£&%: (WSL) KA
BFENEHMNER, RINHIERFERARERF ENTIRPFRAITRL,

1tk5k, Session Recording EAIZRNE NI BIZF BB HRET RENH 1T,
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Session Recording Player
Fle Edit View Flay Tools Help

| b O @“’3" A | Search: = Anytime - 5 Advanced Search...

Workspace »

=8 Workspace - administrator
| Search Results

(] Favorites
Now Playing X
User: administrator ~
Domain: LEEwA

Applicabionc Desktop
Delivery Group: T5YDAZ
VYDAMachine: AWTSYDA-OO02

Site: BYT_DB
Status; Complete
Start 9414/2020 1:57 AM ¥
Events and Bookmarks x
) 1:58:36 &M App End: 8976 chrome -

¥ 1:58:36 &M &pp End: 9164 chrome

) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 AM &pp End: 9920: software_reporter_tool

3 1:58:36 AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End; 10164: software_reporter_tool

¥ 1:58:36 &M &pp End: 8760 chrome

3 1:58:36 &M App End: 8680: chrome

) 1:58:37 &M App Start 5080: conhost: 8416 Y7P\CNwindowshaystem3Zhconhost. exe Oxd

) 1:58:37 &M App Start 8416 cmd: 8092; "C:AWindows \system32hemd. exe’

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

3 1:59.34 &M App Start 7260 MessageQueuingT ool 99800 C:\UsershAdministrator LKEWAAD eskiopsMessageQueuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AW App Start 9144: Consoledpplication?: 9980 C:\Consoledpplication0.exe

) 200:49 &AM App End: 9144 Consoletpplication]
L} AM App 4: PINI in
) 201:30 A App End: 9544 PING
) 2:01:43 AW App Start 9560 chrome: 9980; "'C:\Program Files (x86)4Googlet\Chrome\bpplicationtchrome. sxe"

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(3 2:01:44 AM  App Start 2644: chrome: 9560 "C:MProgram Files [#86)\Gooale\Chrome\Applicationschrome.exe” -twpe=renderer -figld-tial-handle=1540,5975...
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -tppe=utility --utility-sub-type=storage. mojom. ..
(3 2:01:44 AM  App Stat 1416: chrome: 9560: "T:\Program Files (#8685 ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. majom...
(2 2:01:44 AM  App Start: 10172 chrome: 9560; "C:\Program Files [#86)GooglesChromesapplicationchrome. exe” -type=apu-process -field-tial-handle=1540, .
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler --uzer-data-dir=C:4 .
(3 2:01:44 AM  App Start 8980 chrome: 9560: "C:MProgram Files [#26)\Google\Chrome\Applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975.. o

aidu. com -+

End of file

BIREFHIE IREELEEGQNEREER Log app failures ((CRMNAEF#HE), Session Recording %
& RAZ R R A BN B9 FRFEF. Log app failures rule (GERNEBREFHENN) ERTFHRENBER.

( 1:19:30 AM  Top-most window: chrome, Untitled - Google Chrome, 744
@& 1:13:30 AM  Unexpected App Exit: 6644: C:\Program Files\Google\Chrome\&pplication\chrome.exe: C:\wWindows\System32\KERNELBASE .l

) 1:19:32 &AM Top-most window: chrome, &ll in one Workspace Solution for Secure Access to Apps and Data - Citrix - Google Chrome, 744
( 1:19:32 AM Web browsing: citrix.com, Untitled - Google Chrome, chrome
© 1:19.40 &AM Top-most window: WfShell, CtsDnDSourceProsy, 7260

MABREFLEMENZ Log app installs and uninstalls GZRWAREMEE) MNERTFRENBIER.
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: AM New App Installed: 7-Zip 19. 64): |gor Pavioy: 19.00
O T:22Z058M Top-most window: explorer, , 5100
O 1:22.08 M Top-most window: SearchlJl, , 1736
( 1:22.08 &AM Top-most window: explorer, Downloads, 5100
( 1:2210 AM Top-most window: ShellExperienceHost, Windows Shell Experience Host, 8392 %
 1:22155M Top-most window: explorer, , 5100
O 1:22:26 AM Top-most window: Uninst, 7-Zip 19.00 [x64] Uninstall, 6172

O 1:22:28 AM App Uninstalled: 7-Zip 19.00 (x64): lgor Pavlov: 19.00

BPikFE  Session Recording AJLta ik E9RIE. BA. 2. Mibk. FMERABBEERE,

LR s AL e ) FURME YWINJuYy, 11194, W3y © (LUl UISTIs Qlid QIVURS |[LUCAIVWISTIS L, QUWIVITT QU 1w Quiinmisusinyg g Cuiniipuave s

() 1:23:08 AM  Popup Window: 11132, lusrmar - [Local Users and Groups (Local)sUsers], Builtin account for administering the computer?

® 1:23:09 AM User Account Modification: testuser: & user account was disabled.

RDP i## Session Recordmg AILUE M E R FIMN21ER VDA BRI RDP %,

e—— — s —— r v —— B T T

O 1: 24 49 AM Popup W’lndow 21 92, Flemote Desklop Connectlon The lemole computer could not be authenticated du

@ 1:2450AM RDP Connection: 2192 E[[Perkliees

€ 1:2519 AM  Top-most window: cmd, Administrator: Command Prompt, 10776

() 1:25:38 AM Top-most window: explorer, , 5100

2 1:2540 AM Clipboard Operation: File, explorer, C:\Users\administrator <XF4B5\Desktophconfidential. docx,

SEABHXGESE. IR WRABHIRE, UREEN (VDA) 5FFHIREZENXHER  Session
Recording AT UG METEX 15405 RPIEEN BB HRAITHER R, 2. MBRFBENIRIE. Session
Recording ErAI UM KIEEN (VDA) 5FFiHigE (BEMFNEFFEDBNEEANEAADTEEMLE) 2
BX R, TIREREREXHFEMTIR, EFRICRBBXHFEMHETE S MA S LB

) 1:20:33 &M File Create: 5100; C:\Windows\New Text Document (2).tt: O Bytes

() 1:20:52 M File Rename: 5100: C:\Windows\New Text Document (2).tst | document tt

) 1:21:09 &M Clipboard Dperation: File, explorer, C:\Windows'\document.tst,

3 1:21:09 AM Clipboard Operation: File, explorer, C:\Windows\document.tst,

O 1:21:11 8M  File Move: 5100 C:\Windows\document.tst | C:\Users\administrator F4B5\Desktop\document.tst: 0 Bytes
O 1:21:11 &M Clipboard Operation: Text, explorer, |,

O 1:21:26 AM File Delete: 5100; C:\Windows\New Text Document.tst: 0 Bytes

@& 1:25:45 AM File Transfer. 7260: Host:C: \U“elc‘\admml“lralor /F4BS\Desktop‘-uonhdenllal docs: Cllent confidential. docx: 0 Bytes
O T2ET8 AWM Top-most window: WiShell, Ct=DnDSourceProxy, 7260

(O 1:26:194M Top-most window: explorer, , 5100

(O 1:26:21 &M File Transfer: 7260: Client confidential docx: Host confidential docx: 0 Bytes

() 1:26:54 &M Clipboard Operation: Text, cmd, , Administrator: Command Prompt

|O 1:27:03 AM  File Tlansfer 7250 Cllent Appllcahonhang exe: HostApplicationhang.exe: 7.5 KB

A4 A A ala T PREEVv

AR

B RAXHERFHBRERES, 57 Citrix Studio PIRHERHRIKIEENEBMA.

Web 3¥%55ER)  Session Recordlng FILATEST RN 88 LA AR, HITIEREIXHFFIIEN. FIERIK
282, URL MTEATE. BX7f, BEATENREEE,
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Events and Bookmarks

W R 4232 b

Web browsing: hittps: 44w

wiw.google.com, Google - Google Chrome, chrome

BhRGEEAEREAN Web TTEE, @RSt Web TENSFIEMAE RN MERM, WINETBFETRAAE
Web TiE EEZMESE, BXx56, B2 TENEESEE.
Events and Bookmarks

3 301:43 AWM Web browsing: hitps: /v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
€ 30200 AM ‘Web browsing: https:/ A facebook. com, Facebook - Log In or Sign Up - Google Chiome :

SHFRYN SRR IR

pb higzs

Chrome 69 KE=hRA

Internet Explorer 11

Firefox 61 RE=ARA
FE:

Ltk INEEFE Session Recording 1906 Sk E =R,

REENEOSEH IUARFNEOMTAREEMEOMNLER, Session Recording ATLUGME M. B RiHiE
BIR. WAEMBHERS,

Events and Bookmarks

() 1:56:08 &M
b 1:56:22 A
) 1:56:36 A
2 1:56:39 AM
) 1:56:55 AM
(2} 1:56:59 AM
i 1:57:08 AM
iy 1:57:13 &M
() 1:57:20 AM
) 15734 Ak
) 1:57:51 A
2 1:58:04 AM
() 1:58:25 AM
() 1:58:26 AM

Top-mozt window: EXCEL, BookZ2, 6380
Top-mozt window:, explorer, CITREEINSTALLATIOMLOGS, 7212
Top-mogt window: Tagkmar, CdfSvo.exe, 3276
Top-mozt window: explarer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-most window: explorer, Desktop, 7212
Top-most window: WINWORD, Bjsjijsbb j.docx, 8396
Top-most window: notepad++, . 4340
Top-mogt window: Taskmar, CdfSvo.exe, 9276
Top-mozt window: Taskmar, Citrie Authentication.VitualSmartcard. exe, 9276
Top-mozt window: regedit, FileOperationbdonitorlist, 6534
Top-mogt window: notepad++, zhi, 4940
Top-most window: explorer, Task Switcher, 7212
Top-most window: EXCEL, Grd, B330

BINEMROERD - Session Recording RILUERABIMARIG NN A, ERMXHHNERIRIE, BIERXHBIRH#HESR TR
XHER. FERXAFBANHZEZMAITE. KiEREGRIABHIZRT.
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AR O RABRATAEREHNNXEANANE, EERXERNE, BRI Session Recording Agent 3 1§
HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\SmartAuditor\Agent\CaptureClipboardContent
KEA L1 (BRIAMER 0),

=Y
- Anpime =] 1] Advanced Search...
% || Search Results x
User Name fopication Saus St Tine Durtion  Debvery Grow VDA Machine Sae
B adminisiator eskion Comete  11/17/2020427AM 002744  DG_TSVDA EBSDK-TSVDA 1573K8

Applicatorr  Deskicp
Delivery Grour DG_TSVDA
VDA Machine  EBSDK-TSVDAT

site: BVT_DB
Status: Camplete
Stait 11/17/2020 427 A

11N772020 427 AW
1A772020 455 4M

ICALGPH20
= NRGWLINLINKDT

Windows 5Eit&Ek  BhRA 2109 #2, Session Recording AILERFISIERFEMAIZRU T EMRER:

SRS TR B EF

IR R

AINE EMRIGEE
EM&EMERR EERES

Em&E SEMRBBRMEMEMRIGEE
EXIEE EMRIGEE

MBS AR SEMRERMIBR

HiIER{E SEMRBIBRE

a0
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Events and Bookmarks

O 10:30:55 PM  Registry Set Value: 8452: C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\windows\Tablet PC| 15T abletPC

O 10:30:55 PM  Registry Create: 8452 C:\Windows\System32\csrss.exe: HKEY_LOCAL_MACHIME\SOFTWARE \Microsoft\Windows\T ablet PC

O 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOFTWAREYWOW6432Node\Microsoft\Windows\T ablet PC| IsTabletPC

O 103055 PM  Registry Create: 8452 C:\Windows\System32\cstss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \WOW6432N ode'\Microsoft\Windows\T ablet PC

O 10:3055 PM  Registry Set Valus: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE \SOF TWARE \Micrasoft\windows\CurrentVersion\AutoR otation| LastOrientation
® 10:30:55 PM  Registry Create: 8452 ndows\System32\csrss exe: HEEY_LOCAL_MACHINENSOFTWARE \Microsoft\Windows\CurrenfVersion\AutoR otation

O 103055 PM  Registry Set Value: 8452 C:\Windows\System32\carss.exe © HKEY_LOCAL MACHINE\SOF TWARE \Microsoft\windows\CunentVersion\AutoR otstion\NonPreserve| LastdutoRequest
© 10:3055 PM  Registry Create: 8452 C:\Windows\System32\carss.exe: HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\CurrentVersion\AutoR otation\NonPre serve

© 10:3055 PM  Registry Set Value: 8452 C:\Windows\System32\csrss.exe : HKEY_LOCAL_MACHINE\SOF TWARE \Microsoft\windows\CurentVersion\AutoR otation| LastOrientation
O 10:30:55 PM  Registy Create: 8452 C:A\Windows\System32\csrss.ene: HKEY_LOCAL_MACHINENSOFTWARE \Microsoft\windows\CurrentVersion\AutoR otation

O 10:30:55 PM  Registry Set Value: 9392 C:\Program Files\Citris\HDX\bir\CtxGix. exe : HKE'Y_LOCAL_MACHINE\SOF TWARE\Citre\Graphics\3\LLIndicator] LUIndicator

© 10:3055 PM Registy Delete Value: 3992 C:\Program Files\Citi\HDX\bin\CheGfw.exe : HKEY_LOCAL_MACHINE\SOFTWARE \Citrix\Graphics\3| SessionHeight

O 10:3055 PM  Registy Delete Value: 3332 C:\Program Files\Citrix\HDX\bin\CtxGfx exe : HKEY_LOCAL_MACHINEASOFTWARE\Citri\Graphics\3 Sessionwidth

© 103055 PM  Registiy Delete Value: 3992 C:\Program Files\Citis\HDX\bin\CtxGix exe - HKEY_LOCAL_MACHINE\SOFTWARE \Citris\Graphics\3 NumMonitors

O 103055 PM  Registry Create: 9992 C:\Program Files\Citrix\HDX\bin\CtxGfx exe: HKE'Y_LOCAL_MACHINE\SOF TWARE\Citrix\Graphics\3

ERAICEMREMINEE, FAEHFONRBEREREMRIEBET.

MREHIE (SRENITEXMEIESR)  IBRBMHONRERE, 151%#F Log performance data (iZR14HAELIE)
UBASIERIEENIIEL. tINEESINT £ Web ERBHERSIFRENRREEMN. ER—MHEPNEMNE, B
LY EGHTERE MR, SMEE25RFINSIFEEXNUATHRER:

fEERd i)
R4 (%)
R4 (HEU)
. CPU %
M7 EAE

- 8 x NOV 18, 2021

@ HewTab x|+
11:41:52 - 00:13:33 - 32 Events

R, User
B H
) Client name

% Firefox .

00:00:26 Top-most
window:sessionmsg, . 9072

) import b

(4]

00:00:2
a y e 3 v window
78 Kbps
Amazen 35 Kbps e Toiter 00:00:48 App Start9632:
conhost: 2748: \7ACAWin

CPUusage 32%
Memory usage 2989/4088 MB (73%)

S 00:00:48 App Start:2748:
Recommended by Pocket Lexm more 00:00:48

C:\Windows\sys.

00:00:48 App Start11232
powershell: 2748: pawers...

00:00:55 App End-9632:
smartasset.com conhost

Learn the Cost of a Financial

France's top serial killer expert Advisor
20 i to ate raditions Find information i helo you choose the

What lies beneath: the secrets of

00:00:55 App End:11232:

powershel

ry
- - 00:00:55 App End:2748:
» ¥7) 00:05.06/00:13:33 @& Comments {7} Share Current Playback x1 Hide stats 53 FULL SCREEN emd

BEEOSEH YRAPITARXANEBEXXERILRXXGX, JEaEi— 1 EHED, ERERIAERBAEZE, -
Session Recording MIERI ATERFIRIE IS XHHE O E M, EEE, FUEM Web JIEeRasEHE D,

FERHEOSHNENE, SE#EIFNRTHRAS,.
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@ 1:23:48 AM_Popup Window: 2192, Remote Desklop Connection, Connecting to: | [RRRIGRS) Initiating remote connection...
© 1:24:05 AM Popup Window: 2192, Remote Desktop Connection, Remote Desktop can' connect to the remote computer for one of these reasons:nin1) Remote access to the server is not enabledin2) The remote computer is tumed off\n3) The remote.

BEXEH

Session Recording Agent i1 IUserApi COM 0, =AM AR A UER ZEORREINRIERINN AR
ENEHEIE. RIBEHBEEN, Session Recording ATLFHILSRE R, HEMMIZRRIEHFENIEME EH.

WS 2B Session Recording AFEERTIRRENKISELNER, HESIEFEKERIEME XL ERANSRIE
B, EffAILInEE, EFER Session Recording 2012 RES R4S,

9 Session Recording Player - o x
Fle Edt View Play Toos Help
= [ @ [E] |5 | Search: -~ Amtime - 04 [ Advanced Search
Workspace X || Search Results x
& WW‘;SW: ;d":“"iﬁmw User Name Application Status Stat Tme Duration  Delivery Group VDA Machine Size ~
j F:j:;“:s” 2 B administrator Deskiop Complete  11/17/2020309AM  D0.00:46  TSClient AWTSVDA-0001 10,422 KB
B acministrater Desktop Complete  11/17/2020 206 AM 000241  TSClent AWTSVDA-GO01 10,428 KB
Bl selministrater Desktop Complets  11/17/2020 2:03AM 000330 TSClent AWTSVDA-G001 £.064 KB
B scministrator Desktop Complets ~ 11/16/2020 409 AM  D0-19:27  TSClient AWTSVDA-G001 11,940 KB
B scministrator Desktop Complets  11/16/2020221 AM  D006:35  TSClient AWTSVDA-G0D1 40057 KB
[ scniistrator Desktop Complets _11/16/2020 217 AM___ 000242 TSClient AWTSVDA-G0D1 4409 KB
Events and Bookmarks X

© 30655 AW Natepads+Sensiive content detecte
O 30851 AW Natepads+Sensiive content detecte

Content blocked
Sensitive content detected

10| ||

> Size: 10428 KB

© 3:06:55 AM hotepad++ Sensitive content detected:: 11/17/2020 3:07:13 AM

Playing

BfEMALLINEE, BRMUTSRE:

1. 7 Session Recording Agent B+, EFAFE=ANAREFIZRL VDA i8I LB E X EIBSIEIE,
RiEEERA,
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording
Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. ##FHEFIAA Session Recording & API B4R (IUserApi COM #0).

Session Recording 7 7.15 kk &4 APl COM ORI T i5aEHIThaE. RERNAF T REIARKESMH
TOEIRIEA RS X4 HIThRE.

RINBERT, SRR TR, BEREMAFEFIRER, EER Windows DCOMBETA:

a) @dizfT dcomenfg. exe T Session Recording Agent £#9 Windows DCOM BEE T &,
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Recording ..

F & & & &

CMLUAUTIL CMSTPLUA Color
Management
= = =
= Run x

Type the hame of a program, folder, document, or Internet
resource|and Windows will open it for you.

| —
Open: I‘ decomenfg.exel |

hd |

& This tosk will be cre

ated with administrative privileges.

Cancel Browse...

COM+ Event
System

&

CheAudioC...

&

DevicesFle...

&

EditicnUpg...

ComEvents...

&

CheVideoC...

&

DfsShix.dll

&

Elevated
System S...

“omponent Services - [m] X
%. File Action View Window Help - &%
o=@ XEE @
[(] Console Root Activation Addte  AgentConf.. ahadmin AP Client  Application  Application Application.. AppReadin.. Actions
& M. .. Wind, HxHelpPan... Activatio.. Fi Host Se
w i (E_omponentSemces anage. indows xnelpFan fvatio. fame Ho: ervice DCOM Config -
~ ] Computers
v 8 My Computer F &« & ¢ ¢ ¢ & & & More Actons  »
» [ COM+ Applicatio|| Appvclient appwizcpl Authentica.. Authentica.. Authentica.. Authentica. AuthHost AvailableN..  AxinstSv
> | DCOM Config Ul CredUl... UlCredUl.. UlCredUl.. UlTerminal...
> 3 Rum-m Processt
| &% &% &% & & & & & &
> ,E Event Viewer (Lofal) Background Bitmap BrowserBr... CdfSve  CFmlfsEng... Citrix Agent  Citrix EUEM Citrix Citrix
> & Services (Local) Intelligent... Image host COM Server ImeMsgFer.. LogonCs.
Citrix Session Citrix.Dme.... CitrixCseEn... CitrixSpeex... CitrixSpeex.. Cloud CloudExper... CloudExper... CloudStor...

Change W... Broker ApplD Create Syst...

& & &

ComEvents... Connected COpenCo...
User Store
ChovideoC..  CustReg  DataExcha...
Class

& & &

DictationH... Dockinterfa... DsmAdmi...
Class COM server

Elevated-U... EmailClient Enhanceds..

Explorer Fa... Class

&

&

DEFRAGSVC
service

&

&

EntAppSvc

CortanaExp...

DVCRender...

A% S Citrix Session Recording Agent HikiRE 4.
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— T s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authentication Level: | Default e

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

C) ERRSRMF, ARREHREBUEBHMENIRIB D FINEE A METERRNAF
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e
Launch and Activation Permission > CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >

Securty

GI’DIJP ar User names:

HR SYSTEM
a Administrator

A

Administrat LA

l guoxiangzh (UQYEB \guomdang

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]

Cancs

AR
DCOM BB B4R, TEEHBIEMRESHITEN.
3. Bzh Citrix B &IE,

4. Bzh PowerShell 73§ Y a5 23 B8 <Session Recording Agent R %12 >\Bin XHEFELUEN
SRUserEventHelperSnapin.dll &k,

5. 51T Session-Pause fl Session-Resume cmdlet LU&E AT fibk SUR(S BHLIEMNB 5,

S i8R WEHAE
-APP A cmdlet MR BIEFER R, WHEE
-Reason REFMFEIENERE, NRKIEELS  of

#, WERRINRE, IBHATHK
FIEASRE S FEEERMEL, W
RGBS, WEREEBURHEST
FRZIPRLERTERRY, B TEERIRE,

a0, ALLETERIMTFUTRZER Session-Pause:
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EN Select Administrator: PowerShell - [m] X

n> man Session-Pause

<string <string>] [<CommonP

in> Session-Pause

BERNEREHRCEHFIREIG

EROEHINCEHREIG  Session Recording Player A EHRITH B EHIRICEHNREIGNERIER.

1. 7£ Session Recording Player #, BHT A FNERIER, H&EREETE > SRER.
2. ERRIERITIFEPEXEREF M,

EBHATRP, BLURBHXARBEHLEFRERRIIETNHITCES. ATUASFERSH. BH. BE/EEM
Htd B3R B R EHR A HIRFI.
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Advanced Search >

Saved Searches. .. Save As.. Reset Values
Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v

Citrix. Event Monitor. AppEnd
Citrix.Evert Monitor App Start

Citrix. Event Monitor COMUSBDrive Attach

Citrix. Event Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Event Monitor.File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericlU 5B Drive Attach

Query Builder Citrix. Event Monitor. Top Most
Citrix. Event Monitor. Web Browsing

Find the 200 most relevant refayr A R e

Citrix. UserApi SessionResume

Any Citrin-defined event

o BHRRDRZFDIIHAEEMHXE, ALLERBRENEMLE, % Citrix EXNEAEHRTER
&% Citrix Session Recording i2 R AR N E 4G REH.

o EHXITRBIRIFHILE, R,

o BHNASTRBELCRRAXDKNE,

o WFEHMRE, YW EBEHXAIERN, #iF App Start. App End. Client drive
mapping #1 File Rename A&5fd, Alt, HEESHXREFEN App Start. App
End. Client drive mappingsi File Renamedt, BHAFEMEMLER,

AILEREMHNRREINSE, HEREMZT EHHR.

RPE X EHFRNRE

RS E XNEFONREATEN. FABRT, ERTIFEDRS. HEVTEDRSH, FREREAEMF.
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|% Citrix Session Recording Policy Console

File Action View Help

o= 55 60 BE

[ Do not record

& New policy
[#% Record event only for everyone with notification
[= Record event only for everyone without notification
[& Record everyone with notification
E Record everyone without notification
~ |} Event Detection Policies
\% Do not detect
[ New event detection policy
~ =) Event Response Policies
E Do not respond
[ New event response policy
\% New event response policy(2)
|=) Recording Viewing Policies

Ep Session Recording Policy Console Rule Name Description Action
~ [ Recording Policies 3 System defined rule

Logs no events

BRAETHMPFRATE X NEHLNRE,

Bl B R X FE 0N SRS

EEIRBEXEMONREE, BHRITUATRME:

1. LUISRIVEREE SRR B ERRET Session Recording S HI & MRS 2.
2. [B5h Session Recording HEE&IEHI&,
BINERT, REEHIE LR,
3. HEMERPEFEMHONVER, MSZREF, EEFRINIRE U C R E 40N,
4. (k) ARPEEMEGENRBHNESHE,.
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|% Citrix Session Recording Policy Console

File Action View Help

e H &=

[Ep session Recording Policy Console
v [ Recording Policies
lg Do not record
[E New policy
[ Record event only for everyone with notification
[E Record event only for everyone without notification
lg Record everyone with notification
[E Record everyone without notification
v E? Event Detection Policies
[g Do not detect
[#% New event detection prline
v [Z Event Response Policies
@ Do not respond
[ New event response p:

Add Rule
¥ Activate Policy

[ New event response p: Copy Policy

B Recording Viewing Policie: Delete Policy

View Policy

All Tasks >
View >

Renal

Refresh

Help

Rule Name

_-iiNew rule

_-i% System defined rule

Description

Renames the current selection.

Action

Log CDM mapped USB evei

Logs no events

5. ARBITHOEFONREE, AREERRFIIM,

a) BIEPENBHREZUNERE, BE—ITHSIBEEANETENS. ATRDEOATEERETA

RESEESItN

Bt ecord
File Action View Help
LG Al il

3 Session Recording Policy Cansole | [ Rue Hame
~ [ Recording Policies 5 System defined i
[ Do not record
[E Record everyone with notif|
Record everyone without n
v [ Event Logging Policies
[E Donot log
[E New event logging policy
(% Email Alert Policies

Description Action
Logs ne events

[Ep Rules Wizard

Step 1: Select one or more of the following options to specify whether to log the related events.

[ Log COM mapped USB events
[] Log generic redirected USB everts
[ Lo app start everts
Log app end everts

App monitoring list

Type the process names of target apps. Separate the names wih a semicolon (.
[ Log sensive file events

File monitoring list

Type the absoluts paths of target files. Separate the paths with 2 semicolon ()
[ Log web browsing activties
[ Log topmost window activiies
Log clipboard activiies

Cancel
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@‘3 Rules Wizard X

Step 1: Select one or more of the following options to specify whether to log the related events.

App monitoring list: "
Type the process names of target apps. Separate the names with a semicolon (;).

[ Log file operations

File monitoring list:
Type the absolute paths of target files. Separate the paths with a semicolon (;).

[ Log web browsing activities
[] Log topmost window events
[ Log clipboard activities
[] Log registry modffications
Registry monitoring list:
Type the absolute paths of target registries. Separate the paths with a semicolon (;).
[ Log app failures
[ Log user account modffications
[] Log RDP connections
[ Log app installs and uninstalls

[ Log perfformance data v

Next > Cancel

« 33 CDM B54 49 USB EH 2R A E: ERRETEAT Windows 31& A F Mac 8 Citrix
Workspace M AEFHE FitH B P iniEah28sT (CDM) FTRGT AT 2 IS EHIEN.

o REERUSBEEM: iERRETIERAT Windows IiERF Mac # Citrix Workspace M A2
FHEFGEPBAEEAADEFMHZENEAN.

o WNAREFBHEHICRAE: CREGNBEFNEBR.
o« WNARFEREHICRAE: CREGNBAEFRNER,
AR

EEFICRNAREFBRHEGZH, ERUAEFERFHAEXRERLTRERT.

o NAREFEMTIR. HEEENNAEFERHEHIEREATNNYAREFEREMFCREEN, €4
N AR AT RATEE B n MK BTN AR, F8RdEFHTFERBIFF.

PR =
- EWRNBAREFNEINER, BENBEFEMNTIRPFINNBEFNHEZEZR. F,

DHRTESEEZNER, BENAEFBEATRPRMEERZMM mstsc.exe, @
N AEFERTRPARMHAREN, FRARMBHEREFHZERDINBEFFR SR,
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BINER T, Session Recording ¥R AREF HEMHIRFARMHZEZH cmd . exe.
powershell.exe fMwsl.exe, MNRAEMHICNREGEFICRI AIZF BB
BREARFEREN, WEICERESFoEEHEZMAMIILAREFEITIR, BRIE
FIRTA. PowerShell LUEERTF Linux B Windows F£%4: (WSL) M BIEFHE

IR, FOAHIERMENBZF BATIRPAT .

- BA9S () HIEHEER.

- ZHAHEHILES, A FERT.

- AMBHEBMAXDKNE,

- ATBRAREFHRFRERFGF, BVEEIARAHERZN (HI50 explorer.exe)
Web 35588 AR 2 AR F,

o BRXHEE: ERIXHERTIRPHEFENIRE, HFZRSEEN (VDA) 5FFiHRE (8
ERNIE PR RMBANEEAATEBEFMIRE) ZENXHEE. TeREREX M ENT
=, ERIETBMEMRA X AHERIESIER.

- Web s 2R 4 EH

Sort by All Categories w

Cilters

-

00:04:04 File Create:32:
WCLient\CS\Personality.ini: 33
EBytes

00:06:10 File transfer:6404-
Host:Cr\Users\Administrator RMFEP
ADesktop\EndProcessMonitorHoao
k.sln:
Client\ES\EndProcessMaonitorHoo
k.sln: 1010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitorHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoao
k.sln:
Client:EndProcessMonitorHook. sln
21010 Bytes

- Session Recording Player -2 RIS E M
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Events and Bookmarks

(3 5E538 PM File Create: 32 \\Client\C$\Personaliy ini 33 Bytes

55744 PM File Transfer: 6404 Host:CvUserstAdministrator RMFPALD esktoptEndProcesstonitorH ook, sln: Client\E $4E ndProcesstMonitorH ook sle 1010 Bytes
() 55747 PM File Create: 5404; 3\Clisnt\E $5EndProcessMonitorH ook. sl 1010 Bytes

(2 55839 PM  File Transfer 2836 Host:C:\UsershAdministrator FbFP&AD esktop\EndProcesstonitorH ook sln: ClientE ndProcesstonitoHook sl 1010 Bptes

o XHFEAFIR: EFRIERXFREN, FEAXAENTIRIEEE MBI B . AILIEEXFX
UFEEPHRFIEX . BUABRT, FMEEEMAXMH, XEREMRATHBREMX S,

AR

RN ENNHERITHES B, IR, MIFRHFEEMRIE, BENXEFHEMFIRPRIMIZX
T HRMEEFHRE (MIERENBIRIZ XX HRIBERER) . Hla, ZHRHRXT
C:\User\File #fy sharing.ppt XHHITHESZ. QIE. MERMBIZME,
BEXMHHENFIRPHRMERFRFHES C: \User\File,

A ERFMTERZ X ERRZ, fli0, EHkEx \\remote.address\
Documents X4 i RemoteDocument.txt XEHITHRFIRIE, BEXHLM
FIRPAMEZFFSE \\remote.address\Documents,

BRS (;) 7 IREMaEER,

REZIFEHRLEE, AZIFERET.

BEFHBEFAXD KNG,

PRI

¢ IER

TR EX AR MZ BB AR EIRZ ENBIA K,
HEARNXATXRE MBS AR KEBST 260 MNFRE, FAHBRTEX
XX R HITRIIR (o

EAERRIEEN . AMEBRAESN, BEMEHHMF “FH Ko

RN B NREIAE S MY, RERERES, FRMEENNEHREEME— NS4RS
T Ko

Web 3I555E5h: EXF091K28 EiISRAFER, HERSIGPITSNKEAM. URL FImE

o

Events and Bookmarks

B 54232 AW Web browsing https:/ Awwe, google.com, Google - Google Chrome, chrome
RN I ERIR:
B higzs
Chrome 69 NEEhRA
Internet Explorer 11
Firefox 61 ME=hRA
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« XERLENEOEN: ERELANTOSENS, HERBGPIRCHESIN. MEMNHEERS,

Events and Bookmarks

x

i 1:56:08 &M
2 1:56:22 AM
(24 1:56:36 A
(24 1:56:39 A
(24 1:56:55 AM
(24 1:56:59 Ah
(2} 1:57:08 Ahd
i 1:57:13 &M
¥ 1:57:20 A
(23 15734 Ak
(23 1:5TE Al
(24 1:58:04 At
(24 1:58:25 AM
(F 1:58:26 Ah

IERFMRESRD:

Top-mozt window: EXCEL, Book2?, G230
Top-mogt window: explarer, CITRIFINSTALLATIONLOGS, 7212
Top-mozt window: Tazkmar, CdfSvo.exe, 9276
Top-mogt window: explarer, Application.evts, 7212
Top-mazt window: natepad++, . 4340
Top-most window: explorer, Desktop, 7212
Top-mozt window: WINWORD, Bjzjsbb | docx, 3896
Top-most window: notepad++, , 4940
Top-mozt window: Tazkmar, CdfSvo.exe, 9276
Top-mozt window: Taskmagr, CitrisAuthentication.irtualSmartcard exe, 9276
Top-mozt window: regedit, FileOperationkdonitorList, 6534
Top-mozt window: natepad++, zhi, 4340
Top-most window: explorer, Tazk Switcher, 7212
Top-most window: EXCEL, Gnd, 6380

ERBMRIERA. EERMXAHERIRE. FIERXHEIAB#HZ R RN X4

BiE. KERXARIRFHER NN, HICREGRIREIEER T,

EFEMREN: BRUT Windows EMREN: FIDEMRNNE. EmZEMRMNGE. BN
B EURBER R E,

Registry monitoring list CEftxR&EMFIR) : %£1F Log registry modifications (iZ%
EMRER B, BAEBEMNERIMRNEWNEE, AEHASS () 2RXLERRZ
BHEBRFENF KGR HKEY_USERS. HKEY_LOCAL_MACHINE 3 HKEY_CLASSES_ROOT,
Blan, el N HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows;
HKEY_CLASSES_ROOT\GuestStateVDev, MIRAIEELTIER, WAHFEEMTTM
RIEH

Log app failures (GERUARFEHE): iBRBIMINAREFREMETWNAN AR, LAMNE
BTFrRENBERF.

Log user account modifications (iZRAFKFER) : BRUTHAFHFER: PO,
BRA. 2H. BkR. 8iE. SHERMEB BRI,

Log RDP connections (iZ® RDP %) : icRMITERHIN=IEN VDA B389 RDP i,

Log app installs and uninstalls GZRHAEFTEMNE) : ERERFINSIEREMNERE
FREMNE,. ANEHEFHRERARER.

Log performance data (GZRMAEHUE) : BRASIEHIESMNINEE.
SESFELEES DL ¢

TR EEERTEES R

ERBHEN: ERAAITASKEANE XGOSR 4R AT e H I E O,

b) EEFHIRIEMM KM,
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502 BEXREIREEM, EaIbUERE— MRS MHNUNEY: AFHA. EXGNEAEFEEE. X
AT EN UK IP #ihk sk IP SEEl. BERINELGHNEAERREEMTIRUKRRZAHS VDA 18N
MFIR, EOREEFEAESEREGRAENIRERR, Eih= Delivery Controller LEEEEER IR

BRA R,
BEXBEMER, BERACEBEXZHEEE PR,

AR

REDFART TSSO REEFREMRNE . N FXERIE, BNAEERMNERE, BE

KRR, ETEE LS MBRELRAN,

) BEREMSEMREE,

%’ Rules Wizard

Step 4: Complete the rule setup.

Specify a name for this rule:

|7

Provide a description for this rule:

[ Spectic user ik fitet

Enable this nule

Summary (click Back to edit):
Options sefected:

Log &CDM mapped USB events
Fle criteda:

Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range

Mame Location
& user JZUAI-SRS-1

< Back

Cancel

S5EM4NRKLRNSIERGE, 21F ID RESEMHIMRMEIEE Session Recording Agent ER, I40:
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Session Recording 2209

& Regatry Edear - o x
File Edt “iew Fvertes Help
Computer HIEY_LOCAL RMATHINE SOFTWARE Cirnd' SmartAudit o Seidionbenti’ 3

CheHeck & || Mame Type s
E:.:I::.rn o Tretwlt) EE emb ik pet)
Graghics : hpphioniborlist FLG AAATI ST Typet the prooers maema of target sppr. Separabe the raeres with  semi
GrovpPeicy : Ensbisippl snchlbeents FLG _CVORD e u e i)
T —— B Enabied DWAISBDTreEvents FEG_CRVORD D000 1T
ica ER EnabieC hphoardEvbats FEG_WWORD w0000 (1)
keaConkigTocl 55 Enabiefdelipes ptsnbdoma ok uenis BEG_DRNORD: D000 (T
oakims £ EnsbleGere USEDeE vents REG_DWORD: DHDO00000R) 0
T E5 EnsbleidieE enn FEG_IWORD 0000001 (1)
install [ EnsbieRegrtn Dpermantiznacdenms FEG_TWORD: 00000001 (1)
intaRigent T e—r— FEG_CWORD: TRDO000001 (1)
Loceton FR EnableTephlentEvent FEG_DWORD DaD0N0000 (1)
MachmeldontitySorvic: B2 EnableWekBrowiingActaition FEG_DWORD: DaD0N00000 (1)
Heialrgisll 2% FigDperationidonitor it FEG_RALILTI 52 Typs the abickas paths of target files. Separate the pathi with a temico_
PortiCa =2 dirburmbictroePistiom T hectise REG_CVORD % Cieniiifi]
Prarst % idinbventactrnPit i Thaostle BEG QR [hiieniiifliif]
SarverFTA =2 idleFuanbactron Throtti B _DORD a0 1)

* B Smartfuciier 2 idtebant Theosie B DWORD BRDO000000 1

mnm PE RegetryCipesationbionoilist G M T 52 ARG TR SR R G I WAL e SOFTWARE \REGS TR MACHL
i
SakAgensnla
Suchicas
Telernetry
UnespresPrintlimen
VelaCEIP
Versang
Vinuallekepigent
Webhurrndllraad e
NDASA et w!
] ¥
SEMREBENRE

¥ = % o F+ 4% Session Recording B, ZRIANBE R TERETHAMNEHEHRNER EXHEILT, 81
Session Recording Agent &%~ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\SessionEvents FHEMKRE, UWAERTIERIFES M. BXEMRENA, BESRETE:

AMERE 5 8A
EnableSessionEvents 1: 2FERE4KEN; 0: 252

EHEN (RRINMEEE) .

EnableAccountChangeEvents 1. ERARPKFEEIEN; 0: £
FRPKFESEEN (BHAESR
)

EnableAppChangeEvents 1. BRNAERREMEHAN;
0: ZAKAEREREMEEAIC
(BRINEEIE)

EnableAppFaultEvents 1. BEANAERFRIENEN; 0. B

RN AEFSIEAN (RRINMERK
o
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AMRE

EnableAppLaunchEvents

AppMonitorList

EnableCDMUSBDriveEvents

EnableClipboardEvents

iR

1. ERNRNABERFBEIEEN; 2:
RN BEF BRI, 0:
B RN AR BHMSRAEN (B
IMEEIE) o

EEBEANBTNARER. AiNE
AT, MEEERNBER, XEK
BRNER T ASWREMBERF.
1: 5/ CDM BRg¥89 USB KB EF
fEIREEGHENRIEN; 0: 22/ CDM
BRETEY USB AR EEFEIREHIEAN
B9t (RRIAEEIR) .

1. BAEMMRERIREN; 0: 2H
BIEIRETNRIR (ROAMERIE) o

EnableFileOperationMonitorEventd: BAEKRMISIHIRIE; 0: ZER

FileOperationMonitorList

EnableGenericUSBDriveEvents

EnablePerfDataEvents

EnablePopupWindowEvents

EnableRDPConnectionEvents

XHHEE (RRIMEEIE) .

EEEEANBERXER, BikER
T, MEEEAXHER, XERER
INRHIR AR,

1: BEREREER USB XBE7FE
REHFENBN; 0 RREAERE
[ USB KRB EFMHEIRENENNK

N FRHAMEEE .

1. ERIEMIEENINEE; 0. A
SIEHIEEMINEE FOAMELRIE) -
1. ERREEOSMHEN; 0: £
FAEHEOE4FEMEN (RUAMESK
).

1: 5/ RDP ZE#AQN; 0: 2/A
RDP izl FRIAEEIE) .

EnableRegistryOperationMonitorEtents Windows Eft&RIEEHIR

RegistryOperationMonitorList

M 0: 2 Windows SEMRIEX
B (BRIAEEE) o
IBEEBUNBENEMER. BIANER
TRIBEEMER, XEKERINER
TAREEREMERER.
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AMRE iR

EnableWebBrowsingActivities 1: SRR Web 3I%55Esh; 0: 2

I

R Web RIS55ESD (BRIMERUR) .

NRIEH Session Recording 2 LEMNHM 1811 ZRINAZIFEHRN (BEER) MRSHEN, HE
§ Session Recording Agent LM EMREI ABINE RARINER T RBEHEMHENEDE, FILL
FRIEREMEH

YNREH Session Recording BM 1811 Z AWM FHRMHN AEARZAIRA T ZINEMRAARN, NE
4 Session Recording Agent ERMEXEMRETFRBARINME. BARINER TREEHEHRNEDE,
FTUARSIEREREM

INRER Session Recording @M 1811 Z Rl IFEMHONBEARZ IO T LBB T XN AT
&H9, NS Session Recording Agent ERIAEX FMREEFRE ABIAE. BTFRINER TG ENEMH
MRS, FUEEFENTARERE,

INREH Session Recording @M 1811 #A4&#Y, MEKKITHAPEENEHIET (BEICR) REBHRE
R

A .
= .

BUERATEX N B EXNEHNRIEERE RIS Session Recording Agent EMAEXRFMTRIZE. W

R

X, ERTEBEREMRKEHITEHRRN,

[R=E S SlnVA

February 20,2024

HEERBRIR B AVFIERIT U MRERIMN RH N RIEPIERNEH:

RIXFBFHHER
IEIFHERRE RS
HESE
AHEE

B IEERE

W—BRGE X EABNRENRMN, AIURERECIREEXEHMMNREE, —RREE—TEHMNRELT
AR
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BXTAIBFHAER, BFEATRANREEE,

Citrix Session Recordin

File Message Help @ Tell me what you want to do
[l Delete ~ =] Archive B move ~ <) Reply &) Replyall —> Forward B Todo v | &2 Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT =srt-no-reply@outlook.com=

This email comes from Citrix Session Recording to notify vou that a Tophost was detected:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Uszer Mame adminizstrator

Diomain Mame HEATE

Start Time 11/9/2020 3 15:06 AM

Delivery Group Fidz Desk top And AppGiroup

Application HHDesttop,

WD Machine

Plavback LURL hittpas,” wiebplaver S plavers
Event Text Topfpp: regedit

Ewent Time 115972020 21751 &M

You can find the session recording video and more information hers.

This is an automated email from Crtrix Session Recording Do not regly-

e

PHFEW URL B17E Web HERBEPITARFIMNIENERCIE. ST Web HEREPITHMEREIGR
Ho

R E X E RN SRS

Session Recording &7 — N RGFE X HIE 0 5REE

o AR, RINERT, FRWYRFIXEFIEREEFREERIETE,

BUE B E X E AN SRS

1. USRS B R R B ERRET Session Recording HEEIEHI A HIARS 5.
2. /Bah Session Recording SEgizHI &, BUANERT, &HENHE IR KK,
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[ Citrix Session Recording Policy Console — 0 X
File Action View Help
&= 2 6 BHE

[Ep Session Recording Policy Console Policy Name
~ [=) Recording Policies

(&% Do not record

Description

[ Do ot respond This policy will disable all alert notifications.

[E Record event only for everyone with notification
[E Record event only for everyone without notification
E Record everyone with notification
E Record everyone without notification
~ [ Event Detection Policies
E Do not detect
~ [=) Event Response Policies
[& Do not respond
v [ Recording Viewing Policies
‘i New policy

3. EAMEBPEREAIINERE, MBI AERERINFTREE,
4. (FI) ARSEMNEAMNRBHEERS.
5. ARBHIBEAIRN RS H LR RN,

6. RIFBENTREFICNEZIE B cHINED B F I LXEIRMEAE AL E T IEERNEZIEFE IS I0RE

N o
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@ Rules Wizard X

Step 1-1: Select one or more of the following options_

Email alert when a session start is detected.

Trigger response actions when a session event is detected

I Corfigure evert tiggers and responses

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen recording.
Email recipients:

| Tipe the email addresses who will receive alerts scoomding to this nule. Separste the addfesses with 3 samicolon (1. |
Screen recording time span after we detect an event:

|HowmmymMes do you want us fo recond the screen affer we datect an event? |
Screen recording time span before we detect an event (available only for vitual desktop sessions):
|Howmmysecona&ofbﬁesam recording do yow want us fo keep before we defect an event ? |
Time interval between a session operation notice and its execution {available for session lock, log off, and disconnection)

|Howma1ysecmaka’owuwaﬂm!oha¢das&s&‘m aperation after we issue the nofice 7 |

Mext = Cancel

7. (i) IREBFERAU A AT FER R AB .

a) TEMNESFRNERI S AR B FHpA L,
b) 7£ Session Recording Server BMHElE % H B FHHILE,
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[y Session Recording Server Properties - X
Rolover Playback Notficastions CEIP  Logoing RBAC Email L]
SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL

[ Allow sending email notifications

AR

NRFE B FERAAREAEE D PIER T WD LRNED, WHFER—NESENEE, E5HEFHAEH
IR, EEAWRIXBFHFBMHREMARE, Session Recording &R ix— e FHEHFLL
WIS FHISE, MREMIEEMAER (FIUBBIEORER), Session Recording

RiRE—&##FRES, HPEaHEREAREE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 152



Session Recording 2209

Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

THEFEHHIRERNFTELD A EER. BEEENEFHFSETNENTEE B FEHHER
RIBIRE RIXRINR, EEHBE) Storage Manager (CitrixSsRecStorageManager)
ARSS. LESh, INRMARZS 2006 RERhMAARESFIRA, BEEMHBDH Storage Manager AR5,

) 4iEATIAR Web BikastEmR.

EFEEIREFHAETIER URL ST, EXREFMERTN ((1EH HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server), AEHITUTIRE:

+ ¥ LinkHost f{E KB B N A TiH1a Web #Bik23m9EA URL, a1, B https://
example.com/webplayer/#/player/ tifia Web #5328, 5% LinkHost 89{&E2K
BIgEN https://example.com,

« #if& EmailThreshold, HEHEEHIRISER 1 5 100 SERANHF. EHIEREEFHIHL
EKPE-—HARENRAERBFEHAEY. IREFBTRISEERIXMNEFERARHNE, MM
B CPU AR, MRKEEEHEIFHIRENBLTENNT, WEHKEFLERE 25,

AR
o BBV FHRHFARSE 25 0] AER NG B F R Xk P AL O B MR AN 28 A, MiTPELEEL &% B 1R

o EAIFIKF RZRFEEZE, BFEEEFE (FIf Outlook) FIEERIEREIGIEZMK
FREHAXBFER.

o ELATERBERALZBFEHEERE. fid0, HiX2ESHERE, BEIE XA ERLIXS
FEfF. EXMBERT, BHRRREEIHERIEROZIER,
8. (AJik) ECEEMHABINIAN,

EFIONEIZIEF IR A ANIRER, EEFHFMASMMNZERENTR, BEAEERBMRA TN
1RIFRVICRIEMH:

o REBFHMHER
o URIFIRRERS

s BIERIE
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o EERIE
o BIAFSIEER

Event Triggers - X

Dimension 1 Dimension 2 Send email Start screen recording  Description

Eventtypeis  FieCreate - and Path - Equals - and Fiesze(MB) - Greaterth.. ~ then
Oreventtypeis  Top Most ~ |and  App name - | Equals v and  Window title - Equals - then a ]
Oreventtypeis | CDM USB ~ |and | Drive letter + | Equats v and v v _men
B TS - . :
. Orevent type is ~ |and v - and v - then
Confim Cancel
=
AR

MNRAGES NRIE. REXARTE, BFRECHITENRKEDPRRETFTHAT 1700 GH. SN, =
REXAERT, RAEEAHHRLZERFNIIFEZTEET.

ISR RN RIS RIVE MR, TR REEIA

MTHRIFIRPIEFRAHRE, AEEIEMAEE AND EEFFASHAMEERESHAN, TS RIS
MIRERZSENEFMARE. BALUERBYFEXSEHMARIRFIZINET, WRERT LIXBFHAHIER
TZRENES, WREERBFEHEPREEEXHNEHRLEHAE, NREFTHERERS, WENSE
HREHAEREFRLEEMN, DSERERFIGEMNEL. REDSEEREINEEBE:

+ Screen recording time span after a session event is detected (KNEKEFEHEHNREER
HEEEBE) . TUEBERVIEHEERFRENIHE. MRKIEEE, RERGKG4E#HT, BTN
BN RIELE R,

« Screen recording time span before a session event is detected (INEISEEHZ IR
BEXRENEEE) . JURETRNIEHZAEREFERFNMNE, HIENERTEMKERIE. %
BEEERN 13 120, BZEIREN 13 10 #NER—MISEE 10 £ MRKIEEZE, &
F&%E#M, Session Recording REMRERRRFINLIFKERTRELLENREK— =,
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l& Rules Wizard

Step 1-1: Select one or more of the following options.

] Email shert when a session start is detected.
[[] Use event tnggers to specky how to respond when a session event is detected

Configure event tiggers (0)

Step 1-2: Enter email addresses for the alert recipients and set time spans for dynamic screen reconding.

Emaid recipients:

Tipe the amad acidrexsas who will recaive alats acconding fo ths rule. Saparafe the addressas with a semicolan ()
Screen recording time span after we detect an event:
[!#wmvm#mmwmmmﬁhmﬂwwmmem? |
Screen recording time span before we detect an event (avalable only for vitual deskiop sessions)
|!#wmvm#ﬁemmw¢mmwmhmm“dﬂdmcm? |

BEXXFBNEAERENTEIR, HELTER.

EfES s Pl
RIFBTRRF AT

RIFBTRRF &

BT
NIRRT

RFIRRF
2INE

RFTRRF

Windows 15
Web ¥
URL
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E LSl HE e

PR ATRR

Pl ==L i
el

B

AN (MB)
XHERS

Bz

BIR
X5

REETR

BiRERE

RN (MB)
XAHER

Bz

RN (MB)
CDM USB

REhER R T
@A USB

RERM
=N

S RFEETIE) (/)\BY)

X{HE
XPFRR
RN (MB)
X%
AR
AR AR
AERRMIRR
AR AR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 156



Session Recording 2209

E LSl

AMRIREE

ERERMIFRE

AMKRESR

RFKFER

NMAEFEINERE

R R RE SR

BRERNAER

BHHNAERF

RDP Z#

BHEO

MEREXE

HE

e

SEMRINZ IR
Value name ({&&#F)

EMRIZR
Value name ({B&#F)

ERFERIIEZ AR

RBF%&

N RiEFRR

N REFRIR

N REFRIR

N FREFR IR

IP sttt

CPU fE/= (%)
AR (%
% %% (MB)
‘#1202 (MB)
RTT (%#5)
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ERE HE I
BIMAIRIRIE
HiEER
HIZRAR
S

9. BET—HLUARHEEMNFME,

502 EEXREIRBIIEM, ERILERE—IRS I MMNFE: BFRFRA. EXFHNARFHEE. YA
I BN UK IP #usitsg IP SEE. BXFAER, FSHCIEBE N ZHEEERD FERA.

l% Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

[[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups | Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

e =

HREREHBERNEHMMNERBPNS I, KFOMUEER.

10. FZRASTMREE.
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11. BUEHBE AL SRS,

= Bl AN S BT

November 23, 2022
S RIESETRIUATIRE

» 1 Session Recording Server g6 #;
- BEEMEESA AL

F 1 Session Recording Server fyf#

November 23, 2022

Session Recording &z ##% 4 Session Recording Server i &%, 232U Citrix ADC IRl 24T fE
THEE, GXFMER, BERENEHEPRE A HTEHME Azure FE8%E Session Recording MUK P E f
#Ho
AILUTEFRE Session Recording Server Z @RS i FHEE.

AR

AT EHEEEREMIRE 7.16 SiESARAH Session Recording Server #1 Session Recording Agent,

AT IR EH T Session Recording Frifify =k

« FfiE Session Recording Server £ — XX FREERFISH,
+ Fi& Session Recording Server #=— Session Recording ¥i&F.
o (B ERE— Session Recording HBgizHI&, HEFE Session Recording Server # = itz

VAN
Ho

B AT

EfEMILINEE, IE7E Citrix ADC f1&# Session Recording A EHATIATHE:

B #EHTE (Citrix ADC Z4)

BN HTEIRSS 1EZ1 Session Recording Server 7Nzl Citrix ADC fhfy s &R S 5.
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BN HTERS

1. £ 4 Session Recording Server £, AEAMFREMNARINGAE FERS.
2. (BiY) EFEXMIE MR ES SRS TS,

ECE A H TR AR SS 25

1. 1RIEFFEHINEIEZAEMRA Citrix ADC VIP #iHIEIIRS 2, FISE RS RASE X A B T HRS.

2. WEAEMWRSBEESAL,

3. (3iY) ¥£% LEASTBANDWITH 3% LEASTPACKETS #ER a8 F #7534, MAREEERIAS % (LEASTCON-
NECTION),

4. BIER—NEBLUE HTTPS EMBRSS =E 5,

B M EHTE (Session Recording 2543)

ER%E T Session Recording Server MEARSESBE, RITUTIRE
1. (BiY) i&7E Session Recording Server 25312 \#HEHY Session Recording #iBER #Fo

2. MEER “BERBFICR” EE, BINBINEBANSRES Session Recording Server BfERMNEERER
BAEIEREIBRERT.

3. 5Fr%& Session Recording Server it EMtk P HZE X4 EMXHEFNIR/SNR. 25, £ Session
Recording Server EMHEMAFEAXHEEXGREAREX MR, BXFMAEE, BRREERFEN
TRAE.

4, | HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T# Session
Recording Server ;MR- FHRIN—ME,
fE&#: EnableLB
E#idE: 1 (D_WORD, ®F=ER)

5. dN%7A Session Recording Storage Manager ;5 2BA5IE#E HTTP 3 HTTPS i, &7 Citrix ADC VIP
MHBIE—FENIER, H7E C: \Windows\System32\msmg\Mapping\sample_map &M
EEMm. AF, ERNBIEBATIRS.

BEEMEW TR

<redirections xmlns="msmg-queue-redirections.xml">
<redirection>
<from>http://<ADCHost>\*x/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFgdn>/msmq/privates$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>\*/msmq/private$/
CitrixSmAudData</from>
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<to>https:

</redirection>
</redirections>
<!--NeedCopy—-->

Hr, <ADCHost> 2¢6/i2# Citrix ADC VIP ity FQDN, <LocalFqdn> 2zitiE#1# FQDN,

6. (Bi) BE— Session Recording Server ;3 #fR/E, FILIER <Session Recording Server g
>\Scripts\SrServerConfigurationSync.psl #iZA MIILAREZ 8 IMRASHEE, HHEZIMRSNE
fth Session Recording Server ;¥ fit&+, tATLIfER SrServerConfigurationSync.ps1 fiiZ< 754 2 BA
FUARINEE M RST o

a) £ — 1 Session Recording Server L&t & EnableLB ;i i &5, UEEREHBH—1
i € 2 7 @ O 7 & 7 powershell.exe -file SrServerConfigurationSync.ps1 -Action
Export,AddRedirection -ADCHost <ADCHost> i<, H <ADCHost> i #y Citrix ADC
VIP #ssit#y FQDN.

b) BfTHIZG, BER—NSHEIR A SrServerConfig.reg FEMER X4 H1E sr_lb_map.xml XX
#in% C:\Windows\System32\msmq\Mapping %1%,

c) ES—1 Session Recording Server L, EFIFENSBHEMH SrServerConfig.reg, UEER
B BEohem$iR R E 05T powershell.exe -file SrServerConfigurationSync.ps1 -Action
Import,AddRedirection -ADCHost <ADCHost> #7<, Hr <ADCHost> #tiE#Y Citrix ADC
VIP #thika9 FQDN,

d) i&17#14s/5, EnableLB {&i§ %5 —1 Session Recording Server i it&m+, sr_lb_map.xml
X FMNE C:\Windows\System32\msmq\Mapping &2,

ER %7 Session Recording Agent #9itE#l L, 7£ Session Recording Agent EEFHITLUTIRIE

« R A Session Recording Storage Manager 58 2 FA%i%E$#E HTTP ¢ HTTPS #hiY, i&7 Session
Recording Server XXZ<iEH 5N Citrix ADC VIP tisit#y FQDN,

+ WREH Session Recording Storage Manager 58 S BAFIER BIAR TCP 1Y, 357 Session Recording
Server X AEFRFEN Citrix ADC VIP i,

£R%# T Session Recording Player #it5# £, HiTUUT#ERME 7 Citrix ADC VIP #utitsk & FQDN ERiE
M1 Session Recording Server

£R% T Session Recording #iEZEH SQL Server £, HiTLUTFIZ/E I§FrE Session Recording Server it
B ARINEIHE Session Recording $iEEH A EH 5B db_owner #R,
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EHEES AN

November 25, 2022

Session Recording &5 TFET Microsoft SQL Server B93kiEES AT ARG R, TEMBEGSRFEE SQL
Server HINMPERT, EIEER LB ohfEREE,

o AlwaysOn mJ B4R

AlwaysOn ] A4 AINEE R RMEMIBER G E LR BRSNS TAMMNRERERRSE R, ERARE]
R’RE T U —ARFBIEENT A%, ©EK SQL Server #4387 Windows Server #PE# 585
(WSFC) Tism b, BX¥MAESR, 52 AlwaysOn AJAIEA: S0 EEMRERERRS %

o SQL Server B¥&

Microsoft SQL B&E M ARA T —ERSRAMEZES —aMERSBNISNIRR. B, LRRAHRNIE
BIEESR, HEEMKEEREIIZBEEEMEESR (g0 SQL Server #iBRER %) Fig. AXFMES,
ESH AlwaysOn #E#EELH (SQL Server),

o SQL Server #iREHK

IR R G A R A IR E IR S5 28 I PR B E TRV Bh 1T B i PR %15, SHMMEMRRAF ML, 1t
FORAREMBR, RARTEEESMUBERS S LRESTEMNR SQL Server oM, FEEfEEGINERER
SQL Server Express Edition, Bxi¥4Hz 8, ESRAIEES® (SQL Server),

BTEEEEHIEESI AR Session Recording 197574

ERBAEHIBES AR Session Recording, EHRITUTERMEZ—:

+ 1% R%E Session Recording Server 4%, REBAMIZNHEERESIBESTAML.
AR EEERE N R ERE D EE AN SQL Server SLfI_EAYIER TRE Session Recording Adminis-
tration A, RERFRIENSIREREIEES A4,

- 3F AlwaysOn el Rt LAME L, EEY HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server\SmAudDatabaseInstance ¥ SQL Server L& ¥ ER T
B AmIras SQL Server RS E R,

- SWFHUIERES, i@ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Server\DatabaseFailoverPartner #1 HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner &N
NIRRT SR U

s SASHIRERBIIEESAI AL, REBRE Session Recording Administration 4B,
AT LUETAHEAM E SQL Server LRI GIEM NS EIREER Session Recording #iEENEER BEIDRE
EEHEESATAY. ABERLE Session Recording Server AN SQL Server S2f5I&F5:
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- E6A AlwaysOn RTAMARAS R, FHNEAEARITENET.
- BERMIEEREGRRSR, BRWAIE SQL Server (9B,
- BEANEMBRAR, BRALZR SQL Server ML &R,

EERH!

October 21, 2022

M Session Recording Player = Session Recording Web B2 EEMERRFINAIE, HAXESFRNB

ps3

MRFHSIENR B AT ERBRIhEE, NelUEEEEHTNSIE (B 1-2 BWEER),
SIEFENEREHEXHFRNRA. BHEFNSERERESMSEXET,
AR

BFAFIBERHR VDA 21ERINIR,

Session Recording Player

October 21, 2022

Session Recording Player 2—1NAF RE, &8 LUK TGI8 % 5@ %R
REINSIEX M. FEORNBRMEXUATRBEIREA:

« /355 Session Recording Player
o BRASZARRSIERER

o BRNERERERP

o RRHIMH

o FTFFRIRERREISCH

o ETFREIXMH

o RHERTHREEER

o EREHNHEE

[E5h Session Recording Player

February 20,2024

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 163


https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/launch-the-session-recording-player.html
https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/live-session-playback.html
https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/playback-protection.html
https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/locate-recordings.html
https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/open-and-play-recordings.html
https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/cache-recorded-session-files.html
https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/highlight-idle-periods.html
https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/events-and-bookmarks.html
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B5h Session Recording Player

=r

AR

o MRFEXHEEMELERNAS, Session Recording #BLIZAE. BR, NRSMEIIPELEAETE, BK
BERBRRM—FHEE, BTZNAERMEL, 2EMAIINEE, E6EA Session Recording 2012 &E&H
R 7

« MNREER Session Recording Player 2009 & B R hRASSRIBR R BISCMHF, M B R THIRE .
Web #EMEERZ Mo

Error Playing File *

The recorded session file requires a newer version of the
Session Recording Player for playback.

1. BRFIRET Session Recording Player BT Eif,

2. MFFpaZEh, %% Session Recording Player, 27 Session Recording Player,

(&8 Session Recording Player - [m] ®
Fle Edt View Play Toos Help

Bz b O @[E]d | Seach - Anytime - (14 (i | 3 Advanced Search

Workspace % || Search Results X

g5 Workspace - administrator User Name Application Status Start Time Duration  Delivery Group VDA Machine Size ~

3 E:f:ﬂ";:“““ administrator ; AWTSVDA-D001
Bl administrator Desktop Complete 00:16:54 TSClient AWTSVDA-D00T 3,333KB
EE sdninistrater Desktop Complets  11/17/2020 146 AM 001835 TSCiert AWTSVDA-D001 3834 KB
Ef administrator Desktop Complete 11/17/2020 3:10 AM 00:00:42 TSClient AWTSVDA-D001 6,731 KB
EE adninistrator Completz  11/17/2020110AM 000046  TSCiert AWTSVDA-D001 10,306 KB
[ administrator p p 11/17/2020 3:09 AM 00:00:46 TSClient AWTSVDA-0001 10.422 KB

Events and Bookmarks x

© 4:28:13 AM  Top-most windaw: ipconfig, C:4wind.

© 4:28:14AM Topmast window: Bginfo, , 1372

© 42519 AM  Toprmost window: Configuratioriwiz.

© 4:26:21 &AM Top-most window: explarer, , 2472

© 428:29 M Topmast window: powershell, Admi

O 42315 AW Motepad++Sensitive content detecte.
) 430:41 AM  Motepad++Sensiive content detecte.
© 430045 AW Top-most window: "WiShell, CtsDnD..
O 4:30:47 AW Top-most window: explorer, . 2472

+r0 i SO 3h0dn +Dr04m ndEm

> UQYEB 11/17/2020 4:28:11 AM

Playing

fe’~: EventOnly 7IXRTRERFIFNEGHRE,
ESTRENKENPIE RGN, BERBHVIRFNREG, AE1%EE Follow up (BRi#).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 164



Session Recording 2209

Fle Edt View Play Tools Help

&b O 9@ Search ~ Anytime -9 T Advanced Search
Workspace X || Search Results
{28 Workspace - administrator User Name Application Status  Start Time Duration  Delivery Group VDA Machine Size
& Search Results R . . 0 ror
=) Favortes B administrator Desktop Complete  12/13/2020 8551 PM TSClient ¥ 8,627 KB
— Desidon 12/13/2020 851 PM i
B admini P Play Complete  12/13/2020 8:50 PM TSClient AL 11,786 KB
b= | admw Complete 12/13/2020 849PM  00:01:30  TSClient v ¥ 10.456 KB
Now Playing x
User: administrator A Copyto Folder.
Domain:

Applicabon Desktop
Delivery Group: TSClient
VDA Machine: AWTSVDA-0001

Site: BVT_DB
Status: Complete:
Start 12/13/2020 8:50 PM

Z] Propetties

Events and Bookmarks

P || <] D

Desktop

End of file

ErEREREQTE

Session Recording Player @ &3 TAMAANE Ot &,

> wn e

T REIRET Session Recording Player # T {Eik,
MFFsaZeEsh, %k Session Recording Player,
M Session Recording Player &2 hiniREE,
EEEETNTER, BEETRZE, ZRRRUNER. SETZETZTRLFIEPRS.

EIZEIFFEM Session Recording Server

AL Session Recording Player 8B 1iEEI% 4 Session Recording Server, AGERHEREIR Session
Recording Server, Session Recording Player —x R EiZE#ZSI—1 Session Recording Server.

> wnh

2RSS RIE R

October 21, 2022

BREIRET Session Recording Player M T {Fi,
MIFsaZEgsh, %4k Session Recording Player.
M Session Recording Player S22, EEFT A > &I > &%,
R EEEZMN Session Recording Server,
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MREBATHRMENERATRHRE, AUERNREZEHARFIEFEELRIE. EEEERFINIESESR
KBS RERIRIER M, B2, ¥IEM VDA FHEBYLA E1F7E 1-2 #IRVIER,
LEEELNERRIEN, FEDERTA:
o ERFITHZA, BREDEHFERHEFIER.
SERREIZEA EN ARBRRIF. IREATHRREF, WAMEEXHNERRE. B2, ARETMZEA =

KEME,
o SERREIZEABREFX Mo

AINERT, KNSIEERLTRARS.

ZREIFE Session Recording Server HIi+&E#H1.
MITaZE bR Session Recording Server E1%,

£ Session Recording Server B, BHEHOERF,
ERFEUEIER AT LN RIEERE IEE,

> wnh

5 PSR A R TUR I

October 21, 2022

ATRLEN, Session Recording ¥ BHahMZE/EEMEEF FHLUEEBNRBIXG. MBXHLEEEMT R E
SHIER, W EZBEEMARSRIRER. MBEXHNT BEAR .icle., RMEXHHT BER . 1cl, XEXH
BFREEmES LM %localAppData%\Citrix\SessionRecording\Player\Cache Hbti& R
MERS, BEENARITHFAL,

BATBEEER HTTPS RGP EURE .
RINERT, BRFRIPLATEBRS.

L REEE Session Recording Server Bit&E .

MFFaZ e hi%R Session Recording Server E4,

7z Session Recording Server B, BHEHOET+,
EARSUERRINE T HEERNIER I G EIXE,

> w N

IRRRHIX M

October 21,2022

Session Recording Player A EHRITREE RN BRIER, URIEENAIMERERENRT. #RERETE
Session Recording Player B4R X,
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} =r

AR

B REIBE RIFETE Session Recording Player #1 Session Recording Server Z B2 17%#. 1RE
FIREERE, WREEERRITXHERHERERITIIZF.

ERTEATRANRGSE BRPIUETHERARIELR) , ERITERMEFIEEETIERSH.

HITREIER

1. BRERET Session Recording Player 9T fEuk,
2. MFFaErh, 3% Session Recording Player.
3. EXHERFRM:

o ERRFRPBAERES

o BEREHBHINEEGE LU B TERFESNSHTIR

« BHRERFRANNEKUERRIEHITE 64 RIERHA

o ERRRFERANNTHYIREFIEE 2IER G AI8Y8) R 4T,

4. BETHIRENNETRERURIER,

BITERER

BRERAERSEE 20 DEAEREEE 150000 ZMRENER. Citrix BIVEREREHIERFG GIMBET
EZAF) WD EREE,

1. EREIRET Session Recording Player BT Fif,

2. MFFpaZxEd, %% Session Recording Player,

3. 7z Session Recording Player §O07, $#HTAX FWERIER, HERNERTAE > SRIER,

4. ERRBENEENET-RREXIERFMH:

o BAAFERIEEKFMANG. iR, . BRTERIERIERSN VDA, NARFHXMA ID #1TH#ER.
- BHA/MEATFERRBE. 28— XPRETE,
o EHAFEERIBAIIRIERH Citrix EXHNEHNBEEXEH,
o At EERIIERN. FRGRBF. FREUIEURREIFERERITER. cEATEAIERIERE
BRERNEAETHEUNERFESEAF—XY.
FEERRFMHN, GEECRNEIEERENEERBHERR.

5. BERRUBHER.

ALUREFNNRSEEREN, EefEFNEEFRERENREFINNEL, ERREFTNEEFEEITH
JHRREBRENETH. EESHFATERERN .15 BIXH,
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RERRIEIN

Session Recording Player EZRETAFERGIERERPETHRASIERFIGH, URIEEERERTRTEE

FHESIEX .

1. EREIRET Session Recording Player BT Fif,

2. MFFtaZxEs, %% Session Recording Player,

3. M Session Recording Player g2, fREZFT A > %0 > €%,

4. TESTHRAZRHKEFTED, BAEETHERERKE, REAIER 500 £4R.
5. ERBERRPESLAFEMXY, BERIBREFBEFEXE.

IR E X REISHF R R PR

February 20,2024

BT BE R HEERRHITETAGKISRESZ, EERUX BRREIXHIEE IR, [BF®I Session

Recording Authorization &%l& 48 T PrivilegedPlayer & &8RP AP A7 BESIAZIRFINRHIX .

AR

ARFEXSERER IR E THIRIRE

fﬂ Session Recording Authorization Console

File  Action View Help

e HFEIXE = HF

% LoggingWriter

% LoggingReader

% Player

% PolicyCQuery

% PolicyAdministrator

% PrivilegedPlayer
Assign Users and Groups > From Windows and Active Directory...

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

[Z3 Role Assignments MName Type Description

T80 1 5| S ETe Mt BARR BRI EMMIER 7 P RE S,
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1. ERERET Session Recording Player #9i+ &1,
2. MFFEaZEH, #%#F Session Recording Player.,
3. 7£ Workspace EiEHEFRERLER,

4. ERRERKEF, EF— I HZSEFREIXMG
pE=

BITENE—REENREIXERED 40 1 BN, HERHE A ESEN.

5. BEBRIERHERIRETIFRS.

5B T Player = PrivilegedPlayer & & BB AR LT REISXEFIEBIAERE, SRIEBNERT
»82 T PrivilegedPlayer &&MEFMAF A,

PrivilegedPlayer S &rIMME:

(s Session Recording Player (u] *®
Fle Edt View Pay Toos Hebp
b 1182 Search * Amtime ~ 13 1] Advanced Search
Workspace % | Search Results x
& Workspace - adminatrator Jsar Name Appication Status Start Time Duration  Delivery Group VDA Machine Racording Ser. Size Access restrict
Search Resul
e -] oomrstrator o 8/30/2022 1202AM 000027 | AUTO_INSTA..  244KB_No
—— Play B rnme 1941 & o HSTA ” -
Restricted O admiistrato L4 B/30/2022 1201 AM  00:00:35 UTO_INST, 5KB No
Folow
Place access restrictions
Now Playing
Events and Bookmarks x
2files

Player g&IME:

4 Session Recording Player . h
Fle FEde \Vew Fay Toos Hep
b 3 ) Search v Anpime -1 [ Advanced Search
Workspace
Workspace - acministrat
& Search Femuts
Favortes
HNow Playing

Events and Bookmarks
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=Y
Fle Edt View Play Tools Hep

4 3 | IX|<3 Search
Workspace

3 Workspace - administrator
& Search Resuts
Favortes
Restricted

Now Playing

Events and Bookmarks

2files

X || Search Results
Jser Name
B admnistrator
O aomnstrator

* Anytime
Application Status
Desktop Complete
Desktop Complete

[7] Advanced Search

Are you sure you want 1o restrict access 1o the selected
recordings? Restricted recordings are accessible only to
privileged players.
Hote: A single recorded session can produce more than one
recording. If you select any recording of a session, the access
restrictions apply to all other recordings of the same session

VDA Machine

x
Size  Access restict
244KB No
TI5KB No

7. WIAEXNHIRE T A RREBIEE REIX G EMBRERKEHZ ERRX I,

{4 Session Recording Player
Fle Edt View Pay Toos Hebp
3 |IT|+3 Search
Workspace

sce - administrator

Now Playing

Events and Bookmarks

1file

- Anpme

Application Status

Desktop

83072

Compiete

Start Time

022 1202 AM

[ Advanced Search

VDA Machine

x
Recording Ser. Sze  Access restict

AUTO_INSTA 244KB Yes

X | Restricted
Iser Name
B administrator
x
<
x

8. EXRMBXEFH, RIEFEMIF ARG WERHRERGE, REIXERBOIERERKE,

(3 Session Recording Player
Fle Edt View Play
(AL 115

Workspace
€51 Workspace - administrator

Tools Help

Search

& Search Resuts
Favortes
Resticted

Now Playing

Events and Bookmarks

1fie

v Anftime

Play
Follow up

Remave access restrictions

Copy to Folder

Properties

Start Tme

[] Advanced Search

Duration

Deivery Group

VDA Machine

x

Recording Ser Size  Access restrict

AUTO_INSTA.. 244KB Yes
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FIFF AR R S

February 20, 2024

FIFFRHIF

A L@ = A RITH Session Recording Player REIRIER Hif4

+ [ Session Recording Player fifTi8 R, HEEREZHNREINRIER B REZRERXFEF,
o BN EIRRHHZIRNRIFRRENSIEX .
o M IGEIR” XHFRIBIEREIBSIEM

LEITARFINRBURFEINNGN, SET—FESTES. CEEXHFNRRNTEEEFENIE. NREHE
BXHRNTEN, BEESEOPEERUITHEXH,

Session Recording Player fEE M RFIH=iEZ #iteE Citrix Workspace M BEF MM A, MRIBMB AT
Citrix Workspace M Bi2F R4S, NIRIREIHEIR, BHRILHEIR, 157 Session Recording Server EEiEFpk
& Citrix Workspace M BiEFhAHE,
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% Session Recording Server Properties —

Storage  Signing  Rollover §P|a‘.-'b-3ﬂl‘lE Motifications CEIF  Logging RE*

Live session playback

This option permits the playback of session recordings while recording is
still in progress.

Allow live session playback

Playback protection

This option encrypts session recording files before download to the
Session Player. This prevents session recordings from being copied and
viewed by users other than the user that oniginally downloaded the file.

Encrypt session recording files downloaded for playback

Citrix Workspace app version check

This option allows users to skip the Citrix \Workspace app version check
before the Session Recording Flayer plays back a recording.

Skip Citrix Workspace app version check before playback

Cancel Aoy

x

k

AR

f&Bh Session Recording WER R HEIERINGE, ERILUIER Session Recording Player FREIREIM T &S

T BXREFEMAER, BENEERBETIER.

FFERERKIFHRIREIG

1. BRFIRET Session Recording Player #yit+&#l,

2. MFFtAZ &, i#%#F Session Recording Player.

3. ITIER,

4, MRBRERXFEARAIN, BE “THEX" EEPEFERER,
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Session Recording 2209

5. ARRERXEH, ERERRNRIE.
6. HITUTERIRME:

s WERIE,
o PEBAAARAEEER.
« M Session Recording Player &2, #&iREK > &Ko

B R ST R

REIXHERBIFL 1 _FFk, RAERE—NFERFXHIDM .iclH .icle XHTBE. .IcCLIBERR
REGREABRRF. . icle FBERTREGNATERRIF. REINIEXHREET—TEEIENREIEHE
B R, g, 12014 4 12 B 22 BRHWREXH, REEXHRER 2014\12\22 T,

1. ERFRET Session Recording Player 89T Euk,
2. MFFEaZ &, #%#F Session Recording Player.,
3. ITUTERIRE:

+ 7£ Session Recording Player &=, {RIGEZRM > 17, FHHEHF,

« £/ Windows ZREIRRE, SMEXH, HIEXHHEDZIRBHEEOF,

o f£/A Windows ZREERE, SMEXHHNHIZX M.

o MREE “TEX" BRPOIET “WEK", HEFRERHN WEX XFEPTFEXE, A58
I MIERER X RIT A AR,

fER IR

Bl HR, SR IRIEIFREEEENREIG. XEWRE R AR5 BEFEET TFIGEMKEME LR
HINRIEXH, AILUEXEXHEANRSEBIEMT L, FEATLISHEAM Session Recording Player AR HZ5X
LXK,

AR

53¢ Session Recording Player E&1ARNRIVEF 7 B8 T8 5 R X FAB X BN RBINSIEX 4. 18
51&#9 Session Recording &2 G BX RIKENA RN R.

BRI F 3K

BREIRET Session Recording Player 89T fEuk,

MIFsaZesh, %4 Session Recording Player.

7z Session Recording Player G094, %% “TEX” BA&RHIUHRITE S,
MFEBRER, RGRFEXH > XK > X AR, WG TRER— MR,
BAXGFTE, ASHE Enter #, HERHERUELUEZ AN

ok w b=

ERAXH > XHERREFERNEMER MR EaR. Boh. . SAMSHGX,
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BIRRGIF

7£ Session Recording Player F1TAREINRIEZ G, AIUERUTAENRREINIE:

o ERABRSBIEHTER. FLE. HEUNRRSHFERIEE.,
o EREFBRAFHAEER,

ERTLOES H ZHE NI IEH B E X F R BRIV RIE,

AR

o ERHRREINSIERE, FTESETEZTEAEH. NMRAFE Internet Explorer A%t B EH T —
MEG, MZEGNEREARNEESAK, BB Internet Explorer 4/)y, WEERFIGHHERE_D
Bt BAKERREINER—MES, BRRIREPIRERIERHED.

+ It Session Recording kiZA 3%z SpeedScreen Multimedia Acceleration #1 Flash F& R 5
RE. MRBAT AT, FREER—REHR.

s EABTHEFT 4096 x 4096 WAYERHZIEN, REGHATRSHIAR.

e

AT HBREBEO T ANERSEG, LA UM Session Recording Player 3% & 2 dhik iR 3B MR i X L i
o

T ThaE

13 AT
Il S SE

i

FILER. MRBHFLE, RARBEER, REPEEZX
XHEF L EHRE .

« RYUmBRERERY, REUREESERERENTESZ

b BB moRE R, &ZEEMEIEEBBRERN 32
f&o

fERIEFER

ERERSEEOTANEWBRARERFINZIFRNFRMUE, JLUFEIBRIEDEIRFIGFEEENR, AU
BERDFHERUE U HEIZMUE,

] LAE A LA T B PREE SR SRITHIIE B IR
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AR Lhae

E Al Ik
End EINERE,
EFSt: mEES 5
TR mEES 5,
BRITRREA TR —& mFiES 15 #,
R EAmR | LR —8 mEES 15,
Ctrl + &k mFiES 30 #
Ctrl + A&k mEES 30 #,
PgDn mEHES 1 9%
PgUp MEET 1 5.
Ctrl + B REAFRE A TR —1& mFiES 90
Ctrl + B REAFRE | LR —1& mEES 90 #,
Ctrl + Page Down MEES 6 9%,
Ctrl+ Page Up mEES 6 D%

JAEEIE I /BIRAEE : M Session Recording Player Rii=zrh, REZFTH > %I > #EMEE, HERBRUY
mEE LI E], PAMAYERLER, PREAFNEZS. MRERERERRIE, EFIRTRAIRNFTHRNNITENR
.

BRI

ATLUZIE SR EMIE B RERERENIE S 2 —FIEEEREER 32 FRIGERBEE,

T REIRET Session Recording Player # T {Eik,
MFFsaZesh, % Session Recording Player,

M Session Recording Player Szei2e, EIFER > BHORE.,
EFE—NREIED,

> wnN e

BRESIENEE, BTRERRNNXAERREEON TESD SEE R TNER,

RHETRHENRIEN RS EIER

FENRIEN TN EIR R H P EERITEMRIENERS, Session Recording Player AIUERHIE 2HPREETRSR
HHNRIENTRESEIR, ETRIAAF. BXFAESR, BESRREE TR E R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 175


https://docs.citrix.com/zh-cn/session-recording/2209/view-recordings/session-recording-player/highlight-idle-periods.html

Session Recording 2209

BB IREN= A0

EREFEEENT, TURERSRIREANRIRFINSERRIERERENED. IREAHENERRE, BE,
EAPIESEE, FIINESBEIERIMETT. WIRRIXARR ERHE 2 HEEB9R ¢H,

1. EREIRET Session Recording Player BT Fif,

2. MFFHAZ&E, i%#F Session Recording Player.,
3. M Session Recording Player &2, fREFER > RREEEHER.

TR TSR H, BREFRZENN, ERSERKSEEOTERERAZE,

BRRERER

A LBAT A MR ER ERR AN B ERRSEEOPHNE RSN

o FREMERER.

« 2REREK

s ERMMEOPERERSEED

s ERFNFABESTACDE, UWEESEREEOETRX D TR,

eRETREREEN

EREIRET Session Recording Player 89T fEuk,

MIFsaZEeesh, %4k Session Recording Player.

M Session Recording Player 2#12m, KIEREE > LREK.
ZiREREAN, 1R Esc 5 F11,

> wnh e

ERRNEOFETERSEED

1. BREIRET Session Recording Player B9 T {Fi,

2. MFFEaZEh, %% Session Recording Player.,

3. M Session Recording Player &2, fRERES > BRBEEMEOR. BET—ESEHREE
MBHEO. ATLMEHE O URIBEEE KR,

4., ERBEHRBEORNITEOR, BRXEEEE > BRSEERIEEOF, 32 F10,

EREERE RSN B EEE N

1. BRFIRET Session Recording Player BT Ei,
2. MFFtaZEs, %% Session Recording Player.
3. M Session Recording Player Sz, {RIGEFER > FHMLEBR > BRLUENEO,

s ERUENEO (REZ2Y) TRERFRENANRE)NER, S5ER “SRE” SIAL, BRI
HREER, BEGNXETEH. MREER “SRE" RIABEIERERR, BERLED,
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s ERUENEO (BRE) TRUSRENEN G/ ER. ERILEMRIERSBEGRNATIRELER
“BREEI ETE.

FHEEG

1. BRFIRET Session Recording Player BT Eik,

2. MFFEaZEh, %% Session Recording Player.,

3. M Session Recording Player &=, fIGERER > FRMBK > Fi5. BHEAFF. BHREEQ
NELARERREN)NER.

4. o EG. NEREREERGRHLE.,

5. BELEFH, BREEP—ERIED,

£ Session Recording AE & R4 &iAE

1. BRFIRET Session Recording Player BT Eik,
2. MFFHAZ &, %% Session Recording Player.,
3. M Session Recording Player &2, REFTH > % > Eikas.
4. FEHERIERFIEE R RUESIEE,
MRKEPEDERFIDERTOESRE, ATUERHITERBEOPN, BdREHRERIIERENE
TELEINIE,
ETFREIXM

October 21, 2022

BRITARHNSITEX 4R, Session Recording Player #iss MR MMM E FTHIZX . NMREEETHAER
B, NIETLUBT 7 TIRlE F B4R T A T HATERNE,. EFEIXHEMEETEL E IR k.

userprofile\**AppData\Local\Citrix\SessionRecording\Player\Cache**

ERILIEEATEENHETEE, REHEHIEENHETEZ/E, Session Recording aMikf&IH. ERXMER
DHREIF, MMAFMREIGERTE. PR E=REREREE T8,

BREE

BREIRET Session Recording Player 89T fEuk,

MIFsaZEeesh, %4k Session Recording Player.

M Session Recording Player 2812/, K/EFETH > %M > &7,

ERR TR A EFEAIT BN EIRE,

ERFATEFNHEETEE, HETHRHNSEANHMETEEERE, HEEERTEFN MB %,

P’PS*’!\’!“
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6. BEHE,

B|=%T Session Recording Player BT {Fif,
MFFaZ &S, %% Session Recording Player,
M Session Recording Player g2, REZETH > &0 > &7,
BRI T HNX G EFEAITT RN SEE,
£ Session Recording Player 1, #&EZET A > %M > &7,
BEBERET, ARREHEURIARE,

.C’.U":“.W!\’!—‘

R B R R EER

October 21, 2022

FHNSIEN T WA EREHPEERTEMIZENSES, Session Recording Player AR HE BT REERT
FINRIER = IRBT B, RN F o

JEE: £ Session Recording Player ML RIERN T RRE B R = WY EIE,
R BTREPVSITFNZREEE, BEHRITUTERE:

BRERET Session Recording Player BT ik,
2. MFFtaZEs, %% Session Recording Player,
3. 1z Session Recording Player &i=th, #EEE > TR EIERFHEPREVHIEPEIEE,

EREFNBE

October 21, 2022
Al LUERAEHMNPEEEN B RAIN=IE,

REIRIEN, SASEPEAN Citrix EXHEH, SERAIUERSNH API IE=SNAEFENEEXEH. BMHEN
KB —E 9 THRE. TAER Session Recording Player kst 8k =4,

BERESIFER M E E A Session Recording Player IE AN RE M KXIFFMWIFIE. NG, B

—BHES5ZRFENSIEXE BIKEMNKR B2 BINFAFREASEXHN—BIHTRE
B, MEBMENEMHM .iclb X # 77 & /£ Session Recording Player E B EEE X H £ (Hl &
C:\Users\SpecificUser\AppData\Local\Citrix\SessionRecording\Player\Bookmarks) &, B X # &
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5 icl REXHEHXHEER, BEEMERSPERERBENREIG, 1B . 1clb XHEHTZEME L8
PBEREFEXMHRP, RINMERT, SMBEHFEXNER ‘B, ELEAUSEERNIREZEE 128 M FHNERMXE
#iE.

EERBEONTERSS, FHETHEEGRER, PEETHERAR, BRFEEHIIXERSAMAREATRRSHE
KRR AR, E A LATE Session Recording Player WEHMBEFIRFP EREBHMNBE, FELFIFRSD, SHNBH
FEENAIREREERHINSERERNRB—EET ENEIRFET) .

AILMERAEHMBEEMNERENRIE, BIRINEHHHE, AURERFINSEPEHRBEREAR.

BRVIRFHEAHMNPEE

EHNPEINRETHAEEERORFIEPBANEHABE. JURETENS REFEE, HAURNETR=
&

BREIRHET Session Recording Player BT ik,

MFFsaZ S, %% Session Recording Player,

BRI B EANBEIRKE, ARRTEAGRUETRESE,
EFERERENS. ABERPEHLEET.

> wnN e

BABE
1. ERFRET Session Recording Player BT fEuk,
2. MFFEaZ &, i#%#F Session Recording Player.,
3. FRBERETEHPRMBENRE2IE.
4., BEI BB ERBAPENUE,
5. BEARMEHBMIERBEOXSE, ARETRITARUETRERE,
6. FARINBEMERMBE, REIEAE:

o EEARIABERERNBE, BEFRRNBE,
o EEACIENERMEXXATERNBE, BEFFIHT. BABBEELARPENSGE (REZEE
128 1NF1F) . BEHHE,

AN E S F

IEBERE, TUmERMAENEREM T,

L REIRET Session Recording Player # T {Eik,
MFFsaZesh, %%k Session Recording Player,
FaBEREE BENREIIE,
BREGNBEINRETHE.

> wnN e

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 179



Session Recording 2209

5. ERFAMBPEIIRFNBE, ARELHRTARUETRE,
6. EFRREHE,
7. ARTHEOS, BAFHCE, ARREHE.

MERPE
1. BRFRET Session Recording Player BT Eik,
2. MFFtAZ &, i#%#F Session Recording Player.,
3. FEBEREEBENREIRIE,
4. HRBAMNBEIIRERTHE,
5. ERFHNBEIIRFINBE, ARRERFERUETRE,
6. EEFMIER,
BRI E4RPE

HIEHHBE2IH Session Recording Player #ZIRHEINSIFPEHRBIHHEN S

B REILET Session Recording Player 89T {Fik,
MITsaZEsh, #%4E Session Recording Player.
AR EE R4 BENRERGI.
RIFHRPE:

HwnN

s EERSEONTESRSF, BEERTEHABENE R ARUREEHHHE.,
o EEHFMBEIIRD, NHBRINEFHBEL. BERITIEGFHBL, BEMIIRPEREETES
P, PEEMERUETRS, AEEREIERE,

Session Recording Web %1428

October 21, 2022

Web e AT EER Web JINBEEMNBHRRFINSIE, EH Web BE, SJUBITUTRME:

o ERTIESRERRFIMN.

o EEMRERAANERPIIHHIRCEHBLRN RN ETRBIRE .
- BEEEFEAET, UEEERNEFEREIG

o RHERTMEER,

« BTEXFREMTL, HiRETemEM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 180



Session Recording 2209

o HERHIHH URL
« EESTRAGNELEGRIHES.
« BEESBIRENZIEEXEBIER.

518 Web #1428

February 20,2024

Web 3% 7% 28 Web 5 = 89 URL 8 http(s)://<FQDN of Session Recording server>/
WebPlayer . EMRER HTTPS, 5% SSLEEZRME IS 9 Web iE=HE# SsRecWebSocketServer
.configBEXH.

AR
TR Web #51%28 Web i 58y, AR ARERMANZE, MIEHHAP BAENEE.
o IRV EE28EHE Google Chrome. Microsoft Edge #0 Firefox.

o EfF Web BRRERETT, BESHE Firefox FERE WebGL,

EHHESERMRENER Web #0012 KREE HTTPS Mg,

% Web #Er2s
J5{RE Session Recording Server £&4 Web ##28, Wi SessionRecordingWebPlayer.msi #1285 PA5E
RREE, HX%E Session Recording B¥4AE 8, BEBARLE. FEMEIE,

Bhg4s 2103 &2, Session Recording % WebSocket iR5528:F#35) IS, =% Web #1228/, SessionRecord-
ingRestApiService. SessionRecordingWebStreaming L% WebPlayer W BiEFEERE IS .,
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95 Intemet Information Services (IIS) Manager
— ~
« %’ ’
File Help
(5]
@ il 8 El
G Start Page Filter: -~ W.Go -G ShowAll | Groupby: Area -E@-
v -3 e o st e et o e nes P ey s
L) Application Pools Pages Levels Settings Strings Controls
v (8] Sites Yy
v @ Default Web Site q& g& =
il aspnet_client Providers  Session State SMTP E-mail
P MsMQ
P SessionRecordingBroker
P SessionRecordingLogging s
P SessionRecordinglLoggingWebApplicat @ ~2 ﬂ 9 ) ]
7 SessionRecordingRestApiService o = 9 404 X
9 SessionRecordingWebStreaming ASP  Authentic..  CGI  Compression Default  Directory ErrorPages  Failed FastCGI
3 WebPlayer Document  Browsing Request Tra...  Settings
& € ¢ 8 » M @
Handler HTTP HTTP  ISAPland ISAPIFilters Logging MIMETypes Modules  Output
Mappings ~ Redirect  Respon..  CGl Restri... Caching
o -
= | La @y
Request Server Worker
Filtering | Certificates | Processes

<

Ready

Management

¥

=

Feature Shared
Delegation Configurat...

Configurat...
Editor

0

Web
Platfor...

Actions

ial Web #1528 Web B4, Session Recording 2103 REShAMEHLERIGER Web 5 25:EE3 1S
FLEM WebSocket AR5388, 1M F HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Server BEMRI TR EM K E WebSocketServerVersion Fiw, |IS FEER WebSocket BRS3 2389k 4

792.0,

B Registry Editor - X
File Edit View Favorites Help
Compute\HKEY_LOCAL_ MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data A
7-Zip ab) DatabaseFailoverPartner REG_SZ
Business Objects b DatabaseName REG_SZ CitrixSessionRecording2
v Citrix 8| DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller ) DormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent |EnableAnalytics REG_DWORD 0x00000001 (1)
Metalnstall nableAzureSQLService REG_DWORD 0x00000000 (0)
v I SmartAuditor | EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
Sewi't nableSRStoragelogging REG_DWORD 0x00000001 (1)
ie"?ei °p ) EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
en’ools ab) LinkEmail REG_SZ
XenToolsinstaller o
: 25)LinkExpire REG_SZ 1728000000000
XenToolsNetSettings o
ab)LinkHost REG_SZ
Classes
Cionts 25)LinkSalt REG_SZ kk20d974
DefaultUserEnvironment #4LoggingBlockstate REG_DWORD 0x00000000 (0)
dotnet 25)LoggingDatabaseFailoverPartner REG_SZ
GitForWindows 25)LoggingDatabaseName REG_SZ CitrixSessionRecordingLlogging
Google |LoggingLoggingState REG_DWORD 0x00000001 (1)
Intel |MaxOpenFiles REG_DWORD 0x00002710 (10000)
JavaSoft | MaxRolloverFileSizelnMB REG_DWORD 0x0000012¢ (300)
JreMetrics laybackProtection REG_DWORD 0x00000001 (1)
Microsoft ) PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MozillaPlugins 25)PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
ODBC 4| PolicyFileRefreshPeriodinSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH |RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner JRolloverfileSizelnMB REG_DWORD 0x00000032 (50)
Policies JRolloverTimelnHours REG_DWORD 0x0000000c (12)
Python #4)SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys 2b)SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications lebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup v lebSocketServerVersion REG_SZ 20
< > v

ME# MR A F &% Session Recording 2103 RE SR A AR L ERE M Web 3% 38 EZ T ETF Python 89
WebSocket frs328. ZiEiZEI 1S HITER WebSocket fR5338, 151517 <Session Recording Server R

>\Bin\SsRecUtils.exe -enablestreamingservice &<, EiEZERIET Python B WebSocket fR$ 38,

e —

\1E

7 <Session Recording Server 2 #81% >\Bin\SsRecUtils.exe - disablestreamingservice <. &F
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Python B WebSocket BR$3 25945 1.0,

B Web #ik23

BUAERT, Web B FEARES.

« 2 Web #7428, BRE5) Windows 8¢ R RTHIET <Session Recording Server
installation path>\Bin\SsRecUtils.exe -disablewebplayer &%,

- ZF5H Web #& %28, BB Windows & <R " H#EFT <Session Recording Server
installation path>\Bin\SsRecUtils.exe —-enablewebplayer &%,

fcE HTTPS

Web 3% 7% 28 Web 35 & 89 URL 1 http(s)://<FQDN of Session Recording server>/
WebPlayer . BHfyRfER HTTPS, &% SSL 45 A= 1S thiy Web shmHE# SsRecWebSocketServer
.configBEBEXH.

AR

B3R Web #7438 Web th=By, SMAFFRERANZE, MIESAFSRENER,

B(EMA HTTPS i Web %1438 Web =, BERMUTEE:
1. £ IS &N SSL 457E,
a) MEMEIEBMmANH (CA) KB PEM #=A9 SSL iE+,
AR

Google Chrome # Firefox A ZHRITH N B RBEZFEBERIERK (CSR) FHAHE. X
LT B TE P S AFHEERIEBRREINTEREE B A (SAN), EiEd HTTPS /8 Web #%
MEs, IBENHRIT LA T RE:

. fEAE Session Recording Server Bf, &% Session Recording Server BiEBEH A
SAN i,
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© 3

Chrome Firefox

HTTPS HTTRS HTTPS

HITPS
SR Server
(=]

L1
VDA

VDA -% SAN Certificate

o FRMNETEHR, BHFE SAN JEFE Citrix ADC #144 Session Recording Server £33

Ao

© ©

Cheome Firefox
HTTPS HITPS HTTPS HTTPS ecertiion
E l
VDA SR Server
= | et Z e
g : £
L o E @ : SR Server
VDA | irtual Server SAN Cernficate :
! OnHTTPS
b) £ 1IS £, AeE Web bR, ABEFRMPE, AT SRIESPEIIEE,
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
hitt, 20 *
. Edit...
Remove
Browse
Close
C) BEA AR, LSRR HEIHEE,
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d) MERTIRAHEE https , AEi%E#EF SSLIEH.

Add Site Binding ? >
Type 1P address: Port:
http e |AII Unassigned v| |3D |

httE l

Exarmnple: www.contoso.com or marketing.contoso.com

QK Cancel
Add Site Binding ? *
Type: IP address: Port:
https | |All Unassigned v| |443 |
Host name:
] Require Server Mame Indication
55L certificate:
Mot selected Select e
QK Cancel

e) BEHHE.
2. B# SsRecWebSocketServer.configBRBEXH.

a) ¥HEFHITF SsRecWebSocketServer.configiEEXH.

SsRecWebSocketServer.config BBBEXHEEMNFTXMHX <Session Recording
Server installation path>\Bin\ &%,

b) (aI3%) 34F7 IS & WebSocket AR5 2389 Session Recording 2103 kE &4, &&Eid 458
TLSEnable=1 /A TLS, 7%k ServerPort. SSLCert 1 SSLKey F£&.
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c) (AN%) %4F Session Recording 2012 RERkR4S, 15&@:S44E TLSEnable=1 BA TLS, REHFE
5 SSLIEBMEZRRIEKRZR.

e =

X325 PEM #8089 SSL IEBFZ A
ServerPort FEIET Web ERBATRERFIXHENHEAS, EUTHREREF, ZFRIRE
FBRIAE (22334),

Mj SsRecWebSocketServer.exe.config - Motepad

File Edit Format WView Help

#l-enable TLS
#0-disable TLS
TL5Enable=8
#default-enable web socket serveron all ip address
#x.x. . x-only enable serveron the given ip address
Serverfddress=default

#default-enable web socket serwveron tcp port 22334
#[B-65535] -enable serveron the given tcp port
[ServerPort=default |

#cert file path and name, only config it when TLS5Enable=1
|SSLCert=C:\aSRS2.pem |

#key file path and name, only config it when TLSEnable=1
|SSLKey=C: \newaSRS2key . pem

ZiZE WebSocket fRSBECE FERMRMIEBAZANM, BRITUTIRIE:
i. WRTEES SSLIEHH Session Recording Server %% 7 OpenSSL,
ii. ¥ SSLIEBSHA.piXx Xf. .pfix XHEIEEHMFALR.
iii. TASGSRRAHEIEE . piX I HERE,
iv. M OpenSSL\bin sz Ezh OpenSSL,
V. BITUATE< LURBGES:
openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [

aSRS2.pem]
<!--NeedCopy-->

RNEESE.pfx XHEBIZINS NERS,
Vi. BITU TS LUIREAAA:
openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [

newaSRS2keyWithPassword.pem]
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 186



Session Recording 2209

MNEESE.pIX XHRENSNER, RTEA PEM ZiEiEiEN, BRERTRIPEHAXHR
=g,

vii. BT TS LURETALR:

openssl rsa -in [newaSRS2keyWithPassword.pem] -out [
newaSRS2key .pem]
<!--NeedCopy—-->

d) RIFFMBIER.

e) KMELEMBAMIEIZE, ¥ SsSRecWebSocketServer.exe {8 TCP O (BHANER T 22334), #
AR Web #7738 URL,.

f) 817 SsRecUtils -stopwebsocketserver &%,

PRl 27 Web e E01 LIRS

February 20, 2024

BRE, Web BHBERATESBRERETAS, EABRTIZEE Session Recording Server Properties
(Session Recording Server Bff) iR T LUITFIET,

I% Session Recording Server Properties - X

MNotffications CEIP

Hide content on the web player home page

This option prevents the web player home page from displaying any
O content. Recordings can be accessed only by way of their URLs.

Cancel foply
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HRIZETS, Web BHSETUERERERNS. SH4Iee@ESE URL #1TihA. FHl4 URL fER%41s
T AR B FHBA IR PR, BXEBFHMFZIRNER, BSRRE SRS, KA LUEE RHIEHBKR
i@ L Share Current Playback (SZ 415K Z4SZRHH URL, B8 REAXEERER,

CilTIX | Session Recording 3

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recording Player and the Session Recording web player, or your cenfiguration such as the SSL certificate is not
correct. Contact your IT admin for help.

o MREUHEEFEZIET, Web BREBEFTRETEMUTUTRERENAS, RHEMNSHHHPREREIEER
MOEHSTHREG NREE) . MR Web TELUARBEENREIG, RNEFERTISREENENE
RER, WTFENRGG, FENEYERRKN, BRzdERAZE,

[»] Recordings ~ Start Time User Host Client Events Duration Action

All Recordings Fet 2021 3:17 Ph ] S Liw

- Fet 21 3:05 P 00:08:14 (»)

. — \r)

o

L February 23, 2021 2:55 PM gh o 00:03:12 \ »F

Iministrator Logging N\

Feb h ] 00:01:54 (»)

figurats a E— e \Z/
Feb ah 0 Live

BRRRHNAENFIE R, BEFIRDEE— R, AESE Follow up () Eif. U%ET R4
¢r54, Follow up (BRi#t) E#HFARIA.

CifrIX | Session Recording _ Recordings of the selected session

This session starts from February 9, 2021 5:22 PM and including 1 recordings

[®) Recordings =3 Foﬁgwup
User Host Client Events Duration Action

Start Time
Start Time

All Recordings

February 24,2021 9:57 AM February 9, 2021 5:22 PM ah 5 00:30:07 @
Comments v ——

February 24, 2021 9:56 AM
Administrator Logging v

February 9,20215:22 PM
Configuration v

February 9, 2021 5:21 PM

February 9, 2021 5:20 PM

BXRHEITE G, EERTH.
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mE

FrIART ]

BF

EH

E A

=

ESL

Recording Server

FREEAY i)

IRRRHIX M

February 20, 2024

WA

FREIFFIatEl, i EETRM TSR B IR 5 R
o

REIESIENAF. BE EFXMTERAFBIRGIHF
EhRFIRP, HERFEIRFRTIBR.
RERFINSIEN VDA NEN B, BE EEFLMTHEKLL
¥ BIRFHSI VDA EHE.
BITRIENEPRRENEM. BEHEFAMTERLIR
FRINFHTIEFPHENR.

REFPRNEGHRE, BE RN THRUIRSEGSE
HFIFIRPEIRFI o

RTEREREHNEHRE. 7€ Web B3 PREMHIIR
EHRFGEESHRITEENHENERE, EEidiE
&, PENERSEREFHS.

LI VDA KEHIREIEIER Session Recording
Server,

REIHFBORSEIKE, BE EFFAM TERLURI EKEH
FIFIR AR FI o

BILAfEA Web B RANT IR RIERREINN MG, TRATEREEINE. TRHEH. AFPE. LAER. BRI
IPsthsit, EHXA. FEHEBMETE,

e

00:30:07

=
00:29:26 { >

¥\

00:30:43

00:32:27

00:32:39

10 00:33:03

(w) (w) (¥

B LURZFE—IREIX Y, AES2E Followup (Ri#) RHUERRENIENEREIXME,
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flan, ERENRLIERGE, BETUTHEE BN EERFNSEN VDARY) NG, ARBERRUMEHR
MEREIREIE XA FH BT X RIS o

FILTER w Clear All
= T

AILUEE B HYANEENEN BB EMDIER, WATEEBETFT. BEENEE, FRETESIMIFTIH. R
EEEERHMTIEES.

FILTER m Clear All
= | + x

& Host name @

~ User name

User Host Client Events Duration Action

Hf Application
- P a I — 5 00:30:07 ®
- Client name
& Client P address a2 [ | S 14 00:20:26 »
% Event text
. P d s s 14 06:3043 O
= Comments
£ Event type Pl administrator _ _ 9 00:32:27 @
] Time

Lehriary U 2027 514 DN user2 _ _ 12 00:32:39 @

WAL T + 55 LRI EEs.

FILTER m Clear All
] | T

5i9n, AILGA AN ELE SRS, W T EBIRREFFIT.

FILTER Clear All

= | ¥ x
Start date End date
Start Time End time
Duration
At least v Seconds
Start Time User Host Client Events Duration Action
February 9, 2021 5:22 PM ah D 5 00:30:07 @

BYE AR EUERFBIX AT Ia B A, FFIARTBANIFLRES A,
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IR B RS HEY 1R PR

February 20, 2024

MR EE RIS EE RS TET AENIARESIZIN, SRR BRREIS LB FRRSl, RBEiE Session
Recording Authorization &%l& 48 T PrivilegedPlayer & &8RP M AF A7 8IS ZIRFINRHIX .

AR

ARFEXSERER IR E THIRIRE

Session Recording Authorization Console

File  Action View Help

e HEXEC= HE

[Z3 Role Assignments Mame
% LoggingWriter
% LoggingReader
&2 Player
% PolicyCQuery
% PolicyAdministrator
% PrivilegedPlayer

Assign Users and Groups > From Windows and Active Directory...

Type Description

View 5 From Authorization Manager...

Delete
Refresh
Export List...

Properties

Help

T BB 15 1 SE TR BARR S X AR EM MR8 FRE 89 12,
1. 7ERHFRONI R SRRV AR N5 Web #8728 Web 35589 URL,
URL &zt http(s)://<Session Recording Server &9 FQDN>/WebPlayer.
R0 28 E4F Google Chrome. Microsoft Edge #1 Firefox.
2. 12 Web BRBENAMNSMETR, BARBIGRES,
3. IFRERGBIGREL, EFE—IHSPERREIX M.

=

=W

BIENE—REFRNREIXERED 40 P BN, HERHEI TSR

4. BERFIHTIRTNERBIIRE 7 R)PRE BT,
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»fEc T Player 5 PrivilegedPlayer A& AP MAA AT U REIXEIZEIHRRG, SRERBEMERT
5827 PrivilegedPlayer A& EA AP A,

PrivilegedPlayer f&rIME:

€ session Recordings X o+ v - a X

<« C 0 A . wms . (H/WebPlayer/#/recordings/all 2 % * O 2

[®] Recordings ~ [ Followup (@) Place access restrictions
All Recordings Start Time User Host Client Events Events Only Recording Server Duration Action
Restricted
estricte ® August30,202212:02PM administrator - 0 False AUTO_INSTALL 00:00:27 @
Comments v
August 30, 2022 12:01 PM administrator 0 False AUTO_INSTALL 00:00:35 @

Administrator Logging

Configuration v

Player A &1E:

C session Recordings x o+ v - 8 X

<« c 0 = - i /WebPlayer/#/recordings/all 2 % &% 0 &

[*] Recordings

Start Time User Host Client Events Events Only Recording Server Duration Action

AllRecordings
August 30, 2022 12:02 PM administrator - ] 0 False AUTO_INSTALL 00:00:27 @
Comments v
August 30, 2022 12:01 PM administrator i = 0 False AUTO_INSTALL 00:00:35 @
Administrator Logging v -
Configuration v
5. BEike
€ Session Recordings x  + v - a8 X
<« C 0O = m sm /WebPlayer/#/recordings/all ® % ® O3 &

A Place access restrictions

Are you sure you want to restrict access to the selected recordings?
Restricted recordings are accessible only to privileged players.

Note: A single recorded session can produce more than one recording. If
you select any recording of a session, the access restrictions apply to all
other recordings of the same session.

6. HINMEXTHIRE T 15 RIREIAIERE REIX M EMFIERHIG NESER RITE,
RUTHRRHFIER T WEXREXHIRE T HRREBAR,
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€ session Recordings x  + v - X
<« C 0 = Sl i/ WebPlayer/#/recordings/restricted 2 % N a
[¥] Recorcings ~ Start Time User Host Client Events ¢ EventsOnly & Recording Server Duration & Restrictedby Action
All Recordings -
August 30,2022 12:02 PM administrator L 0 False AUTO_INSTALL 00:00:27 X8EPW\Administrator \ »
Restricted
August 30,2022 12:01PM  administrato >0 False AUTO_INSTALL 000035  XBEPW\Administrator ()
Comments v N
Administrator Logging v
Configuration v
7= RIEFEMERIFIRE MERFIERGGE, REIXEEBEREREIG
7. ERERNEL, RIBFEMRIARIRSG. BMERHEREGE, RE SEEEN i ol L Al
€ session Recordings x + v - X
<« c o - =B B B/ WebPlayer/#/recordings/restricted e Y » O 2

[»] Recordings ~ < Follow up
All Recordings Start Time Host Client Events & FEventsOnly & RecordingServer + Duration & Restricted by Action
Restricted 0
estrictes August 30,2022 12:02PM  administrator 0 False AUTO_INSTALL 00:00:27  X8EPW\Administrator ()
Comments v .
August 30,2022 12:01PM  administrator - 0 False AUTO_INSTALL 00:00:35  XBEPW\Administrator ()

Administrator Logging v

Configuration v

FTFFAFB RS

February 20, 2024

BILA7E Web BREBEHBEHREN REGTETTROREG. EREGREL, SOREGNENRFENEIMENEHE

—MEBEH.

[®] Recordings ~ Start Time User Host Client Events Duration
Al Recordings February 23, 2021 3:17 PM administrator 0 Live
Comments “ February 23, 2021 3:05 PM administrator 0 00:08:14
Administrator Logging February 23, 2021 2:55 PM gh 0 00:03:12
Configuration . February 23, 2021 2:50 PM gh D e 0 00:01:54

February 23, 2021 2:43 PM gh 7 0 Live

Action
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e
SHFERERE, EMNSMETHNRHEGRBNERIERHIGTFREE,
33F PrivilegedPlayer a2, RGBS BTAEREIGNZIRFRE,

BERBIRH. ERERERNE. AFEFEFIRER.

FEB 23,2021

11:10:58-00:07:32 - 11 Events

Client name:

Sort by All Categories v
00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win...

. Please wait for the Citrix Profile
" “Management conhost: 5692 122\G:Win

00:01:00 App Start:8416:

00:01:36 Sessi ausesik;;

00:02:27 Session Resume:l:;

00:03:02 Session Pause:/help;;

| 4 7 00:00:04/00:07:32 ) Comments (2 Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehj

e

o BERESIEHERE A LIREREISIERLE XS B BRFEE,
o WFXEHRH, ELANERERARA,

X ERBEANRE, BELTE:
Bt 98
> BRI 1

|
HEE,

II ‘{D 00:01:29/00:07:32

ARG IR RN S, EMOT IR eI SIEm
SRR AR T,

2 BT T,

pe0000/00:02.47 SR RS O S F T B R RASEAT(E, A Al
XA HH:MM:SS,
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SERRse 39
&) Comments VR R T % EE RN RS BT,
(55 Share Cumrent Playbeck A BT LRSI URL 5 E S 55 551K

Show stats
EREE5RENSIFBEXNEESNEN,

Hide stats
R SIESIRE M,

X1

ETRERRERRE, BEEMAIEEE X0.5. X1, X2 #
X4 B9k 2 (B,

FULL SCREEN _
2R ETER.

Exit full screen —
£ Web RIEIRN 2RE M.

ERRTTENAMNEED, RHEBEMITICTIER. REEFEUR —LREEIE:
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost: 5692: \22\C:\Win...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

« Web s it B LR B AR El, 7EILRfIH, BEAFEIES SR AUG 20, 2021 1 18:50:50,
o BERAREIXHFBIRSERETE, TELREIFEdiERN 01:37:00,

o REIXHFHNEMHERE, FLRGITH 359 MEH,

o RHEEZTENAFPBNZT.

o HERFINVZIER VDA EN R,

o BIRIENEFHRENZMT.

o ATHRRERSITHFED: EFE2E. EHTTICLHERERHATHIF.
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o EfEIESR. AILLUARES MBI U R LFTIRHINXEPINEH.
PEEMIBRASGNETRR. Fl0:
00:01:00 App Start:8416:

00:01:00 App Start:8416: conhost: 5692:177
conhost: 5692: \?ACAWin_.. * \CAWindows\system3 2\conhost.ex

e0x4

o EHFIR. BEVIRPIENSHBRIIRFIXHPEEHNMUE,
o REERIE, BREHARELFEFBFRESE N HTIRHEXAPNESFTIR,

[y=g=priAl

February 20,2024

EFE Web ERSBNEET, ESME Web ZHETTE LMEE > Bk,

CilrIX | Session Recording _—

Recordings v Preferences
Set your playback preferences.
Commen its v
Administrator Logging v Player cache
Set the cache size you want the player to use for playback.
{3} Configuration ~
—

Preferences

Rendering options

Enable the optimized

Clear this check box il ye

B L7 Web $EME3ECE LU &I

o BREBRET. HihBRUKECHEBREATREBRNEFA ).
o MUMERSIZ, HITBLNHTERSIZE, LIRS Web EHREEHIMEE. BIMERT, RANSIZLATREARK
o MREBSMARSIENFREMRESHEMPE, FTLEIEUHERZEREREER,

1290 Web =R EmEsiEE /N

October 21,2022
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1. #£<Session Recording installation path>/WebSocketServer F#zl Web itE
Xfho

2. 77 Web EEEX 1%,
3. ‘w48 BlockSizeMultiple &,
BIAMER 1 (4 KB)o FEATRINEFZEILERN 8 (32 KB).

W, Regintry Finder - Administrator - [Lecal Regitry] - o *

File Edt ‘Werw Foeorter Window Help

HEKEY_LOCAL_ MACHINE SOFTWARE Citr Session®ecordng’ Cloud bt Service -+
Ez Local Reghtry x| b
Keys £ Harra . Tyt Diata k

e Citrm
i Auidbes Cloud
CloudChentSerande
Catvix Dshte Dilesry Cie
Ingalliigens
hhetainstal
w Sesponfecondng
CleudChentSerace
- Senartfuditer
Sorver
HenTook
XemToohinstaller
KenToohMaSettng
Clapues
Claerts
ket
Googlt
Iritad
Meoropodt
Moz
O0ec
Pasine
Pelicies

Crashis =
q » 1 »

HEEY_LOCAL MACHINESOF TWARECitre Serianfecording CloudC hentSenace Egyi 0 Valuez 2 Selected: |

A

R ERT R EEL

October 21, 2022
Session Recording aIL{7E Web B8P REITHEMHHRE B RE R,
R

ZRNEMH1E Session Recording Player AR I, EAZTNEHREFIE Session Recording #uigEHR, BF
REEEXREIXHE (icl X)) o

EREXNTENEHIEE, BT HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)
SessionEvents igB U T MR,
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AR

DisableldleEvent

IdleEventThrottle

IdleEventActiveThrottle

IdleEventActivePktNumThrottle

IdleEventActivePktSizeThrottle

EREMAMTE

February 20,2024

FINE

0

30 #

2

3N EE

300 =75

iR

DHETINEMHIIE, BRZERE
A1, BERATREMGIE, B’Z
EigEN 0,

INRE B BT MRIUE B RIS 8]
ENAFER (BEERERR
B2/BFEN), NaREZREMS,
£ Session Recording Web &%
2B MR RIEN, SNEREE
TEIRERR B, REREHREN
B E A BN AP &R BRIA
BRT, 2BRELE=IEE
UE R &,
TEIEER R BB, REREHEN
B E A BRI AP &R BRIA
BRT, 2BRELE=EIEE
LR B P& Tho
INFEMRTERNER SRS KRR
BE, MEXFFERETEAAT A R,

EERCTENANESES, BHMITCTERTH, TUERBHMITIEREHEE Web BREPBREINSIE,
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost; 5692: \22\C:AWin...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

TERHI

BRRGINRIEN, AUEE Comments (Tit) BREBZHUZTITCHIREITIE™EN. ™EMHEE Normal
(—f). Medium (%) f Severe (&), “™&" M “F” TR ALENEGRERIER. EIEEKEAE, 7
UEBEAXFEIHNMEITE. ERMEETHITE, BRI Web i@, BFITE, ARRERR.
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

l I User name:

Host name: §

Client name
Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

(4 Share Current Playback X1 FULL SCREEN

» f7> 00:00:12/00:00:14

Recordings

Comments (a
| =) comments ~

My Comments

Conf ti v
onfiguration Please take a look Shell Session quit
Jump to Recording Jump to Recording Jump to Recording
Delete Delete Delete

AR
BFEITIC AR TEAIETT, 175k Session Recording Server EHRS B EEBMNARMNACNINGERSHH
WebDAV %7 Ei%1E,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

HERHXMHEY URL

February 20,2024

BREREIGHBERNE LN Z LSRRG R URL EFZIBMR. AIUSHMBRH#ZZ URL, ERERAR
FH, MABEEFBARVGRHETER,
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

Sort by All Categories v

00:00:00 Alert
Notification: Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

X1 FULL SCREEN

» f7> 00:00:12/00:00:14 & Comments

SEHELHFRRGE, BETUTEER, 23ETRRIERINEKRK:

[J

o HEREIHH URL BEHIZIEIMER
o HERHIH URL KK
SR HE URL #5MGEI A= R, f&0] LIBKE BIE 5% URL B9 E,

HFRLHZ, HIRE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server F
BT EMRME:

AMRE iEA RINME &

LinkExpire H=/ URL 2 HARIEGEIEE 1728000000000 (RRikfE -
Eo 10 b RB AL FF 2 X.)
EZEANHTIHE,

LinkSalt fRiF EiR URL 3#ABdiElRy  Kk20d974 REAEE A RIFUESTF
REFE HLENEZFF &

EES M RIXANETLEHSIHER

February 20,2024

FHRIREDMEIIREES I REIGH Web RSB PiRM. ERHEEFAUNEHAIMES, UWESREEBREIGDE
ABEM

EEEEREMHRITES, BRRUTHE:
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1. FTAMBRREI
2. FEROIENE LA, 2ESHITHERER.

AUG 20, 2021

Session Recording
Your activity with the desktop of programis) you recently started is being recorded. If
you object to this condition, <lose the desktop or program(s).

=

3. TEREE. XHER. aLMNEFEMRZEIRUMARENBEERRITES.
o FEAYE

RENEETNRAFETRYBAEFEOLATFERP (BEN) WRRE,

€ Player
I> Screen time File transfers Commands Events
XenDesktopVdaSetup 00:20:52
explorer 00:19:14
chrome 00:16:52
firefox 00:11:55
CSrss 00:10:30
ConfigurationWizard 00:07:46
powershell 00:03:00
cmd 00:02:58
mmc 00:00:35
iexplore 00:00:35
Taskmgr 00:00:16
JonasAgentSystray 00:00:15
sessionmsg 00:00:14
setup_wm 00:00:12
WiShell 00:00:11
wmplayer 00:00:10
CitrixFiles 00:00:07

SN AREFEBNHE—NKEREIR, BHEZEUSNEEERNARFRAESMLTFE SRR
BENESEANFFELRY(El, AT OB FE R FRERIARY 2 ERETI N FF SRS BT R 48/ MEFSE R, 51490:
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€ Player

Screen time

powershell

File transters

XenDesktopVdaSetup
explorer

chrome

firefox

c5rss

ConfigurationWizard

cmd

mme
iexplore
Taskmgr
JonasAgentSystray
SESSIONMSE
setup_wm
WiShell
wmplayer
CitrixFiles
OpenWith
mspaint

msedgewebview?2

Commands Events

00:20:52
00:19:14
00:16:52
00:11:55
00:10:30
00:07:46
00:03:00
00:02:58
00:00:35
00:00:35
00:00:16
00:00:15
00:00:14
00:00:12
00:00:11
00:00:10
00:00:07
00:00:06
00:00:05
00:00:05

powershell

as the top-most window

e S 7
() (= 20 minutes

) utes ) ((5-2 nutes

Start time Duration

00:20:50  00:00:04
002825 00:00:04
00:26:02 000015
00:30:04  00:00:03
00:30:20 00:00:02
00:30:38  00:00:01
003041 000002
00:30:43  0000:07
00:31:05 00:00-04
00:31:49 000001
00:3338 000008
00:33:53 00:00:00
00:36:38  00:00.08
00:37:07 000003
00:37:20 000011
003742 0000:02
004238 00:00:21
011331 000117

o XFHRH

XA EEET R RESEERFNSIEN VDA 5iT21ENEF
SFHER. AUERUTIREBEXEMEHR:

- HEKE: 815 810 2%, S/
- XHEREMRUE: FEER. MENEIZFFHOEE. NEFIREENEE
- RENXENSREI A/ (FHE MB)

X R 24 /B H R G RRI LR BY 8

ESITRY, %

Uifn 12

BZ BN EX HEaE XHER
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“—
>

Player

Screen time

Per 1 minute

File transfers Commands Events

v

File size (Bytes)

File size (MB)

All transfers A

10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05 11:10 11:15 11:20 11:25 11:30

OHHEFNRWWREREONODD NN

TR T T N T T T T T S SO SO N |

. Transfer from host to client . Transfer from client to host

WL £ B RERHINRIEHAEIZITH CMD 1 PowerShell <, TIUBEEBEXERTRANEE
MR, HEMNFENERTERREFNER, REEXHEET. OR ZEZETATIHERLRF.

“
>

Player
Screen time File transfers Commands Events
Custom search
Saved search [ I
VR
15/15 Commands IPv4 Address
el E-mail Address
i powershell: power
00:01:14 cmd CDFTraceTask.ps: compmemt
. taskmgr
00:01:23 powershell logman: "C:\Windc
mme
00:28:16 cmd mspaint: mspaint  yyimver
) control
00:28:38 cmd control: "C:\Winda
00:28:49 cmd netsh: netsh
00:29:39 cmd control: "C:\Windows\System3 2\control.exe""C:\Windows\system3 2\sysdm.cpl”,
00:30:37 cmd mme: "C\Windows\system32\mmc.exe” "C\Windows\system32\lusrmgr.msc”

. EBff

EMETFETRRENEFHIFRE S RENHTNEE,
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€ Player

Screen time File transfers Commands Events

M Top-most window
M Web browsing
P Clipboard Operation
App Start
App End
File transfer

App Start
25(7%)

Clipboard Operation |
36(10%)

51 r_14\

Top-mest window
203(57%)

Web browsi

EESEBTRENIEEXBVERER

February 20, 2024
ERREES, EaigdE Show stats (ER4IHER) BHEEME LEESREINKIFRXNUTHIES:

FiRAYE]
R (&%)
RO (3EUR)
CPU A%
. REERR
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€ Player

> ® e + B - a8 x NOV 18, 2021

== 11:41:52-00:13:33- 32 Events.
- a b P T— ° =

bockmars. @ Geting tated & User name:

‘ Firefox

@

a : u ~  303ms ) L 4
78 Kbps

- 35Kbps

32%

2989/4088 MB (73%)

T | Network(ecews) Ao d6Khos TEUU T R

00:00:48 App Start:27:
cmd: 7508:

C:\Windows\sys.

-
£ . 00:00:48 App Start11232
7/ £ powershell:2748: powers
=N
mart

00:00:55 App End:9632:
nsrtaszet.com conhost
Learn the Cost of a Financial

Advisor
P idormation to b 00:00:55 App End-11232
} powershel

00:00:55 App End:2748:
emd

> ¥7) 00:05:06/00:13:33 @ Comments

Share Current Playback x1 Hide stats 50 FULL SCREEN

« Session Recording & 15 # & —RFiRESE], SFIKE—RERKIES.
« Bt FME, Session Recording &R #RIFT—XFE R AR, B2, ATREABNERE, HRE
E¥BSL PR L& 15 WRIF—R,
« Session Recording & 5 ##RfI—AERIKIER, HEEME LETETFIYE,
BMNEB¥ BB, ER L E#TERE M.

 EEMEMERNE, FREGEFEE/\TRLE, ARHITHER.
 ERBENE, BREEREBAITES.

Al U B E R0 NI SRBR AT @1 1%£4% Log performance data (iZRMAEEHKIE) REAEM. BXFHAEE, BS
A E S O ER R

EERHIX M

October 25, 2022

ICA BE#iEE (ICLDB) @ A T &1 Session Recording $hiIEE iR RNHMIEEGSITLRARER. LLAER
£ Session Recording RiEHRiE R ETEFLE Session Recording Server HBR388 LW \Program Files\
Citrix\SessionRecording\Server\Bin X%k,

RESE R

TRIET ICLDB SLBREF A BRIsSFED, ERMTERIBAGS:
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Session Recording 2209

icldb [version | locate | dormant | dimport | archive | remove
removeall] command-options [/1] [/f] [/s] [/?]

AR

St REF RN PIRE T EL A, BipnEE, BESLRETATEAN \Program Files\
Citrix\SessionRecording\Server\Bin ¥k, AFHEN

icldb /7?7, EipiiEEa<SaEEE, BB
icldb *commandx /7,

%
<

archive

dormant

import

locate

remove

removeall

version
/1
/f
/s

iR

FRBIEENRBHRNIFREI MG, EALHSH
FRREIELURREIG PSS, XEREE
ArchivedEvent $UBERPE,
SRR ARENSIEREIX G, RIEXGEiEH
FHIEERMATRNSIERS. k<A FEERRS
HURERBTHITIIE, AL EREMUBENZIERS
XHEEHNKE, ERRBIEERK. NIEESD IR
BB RBIHF N RERo
BRIEFHIXMHS A Session Recording $iERE. Ltbds
CHRTERRWIEERFINERIURE, i, HSE
BTFEHHERE MREEMMIEE, WAILSAEF
—MEEPRIXHE) .
REREIM ID BERHEHRHETZXHITER
Ro ERRIERFINXGNFEUEBNAIERLH S, It
T A @R E X REIERIEE R T A&,
Mﬂﬁr¢m%ﬁuﬁ§ﬁiﬁmmmo%mv%?ﬁg
HIEE (ERNEER . BEEERFFHNREHR, t
BT LA BR R BX AOHER S o
M Session Recording #3EE MR =IFR IS4
FrE5IA, HBEIERERERRS. TaMEREFRE
X%; BIETATE Session Recording Player $ig%
X, WA TEEUEE (ERNFIEERE . Rk
B ME D IRERERRIFRAIS o
2% Session Recording #BEZR Mk A,

BERMNEBIRIZFEE Windows EHEE.
REIEITIR LM AR .
RETRRIEE,
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=
<
=
R

/2 SRHLHE,

FHERIERHIMF

BERFGERUERBERENERHERE, BEPREMEIIERFI . FHMEERE I Bi#E = B2 REI X+
AEHBRNTR. SIERGIX A REIELL T ARG BB I MR A e #1TF S WRNZEN TR ERIEE#H
TTHIRFIER e BRI,

AILIRARMGERFERIERFI. LR ANBIEFECRENN BN KRS, RNXHNREEZRGIG
FHEUE, EALAETLURLE Player PHIMPERER, Z—HAERRREIXHNSREFCRERN “BFE"
RS, ANBEXEMNREGEFEUEBES —MIBUEENEERN . & ICLDB KBREFBHIZIERHIXM, X
EXHRBREERENER, FRUBFRBREAE/A/BRRNRAX S ML,

Session Recording #iEEFHKIERHICRBEER N SEABXNTE: FANEMEFLTR, FREREIRTRS
XHRHEITF B EARETEl, FAERE AN ACER, AILUEFHERER. XN FRIETREIGEFHTEY
B El,

7z Session Recording Player #1, FRHNKERFIGMELET “BEFE REUREEBEANE, NREXBEHE
FRMIEREIG, WNELBRXEX S, MREFIEPEH T DIEREE, WEEBHZXHENSER K
WA HiR, B, MAERKIFRFIXU T EBRRIE. EERIFIERFIXG, FREREISHRH 1D MF
BiE, £ FENERSIERG SO FANAB T WEERF-EX .

ICLDB 3:F#2F8 archive s BB SNk, WMTFRA:

« /RETENTION:<days> - 2iZ R HIHHMRBHAR (X) . RGN EEIEEXR KRG F27E Session
Recording #uBEFHITIZN “BFE". REBHARUABATRET 2 RIVEH,

o [LISTFILES - 7| HF A RIEREI G X EXHFNTEBENGE. WSHAFERE,

+ [MOVETO:<directory> - LA BEFHENRIERFINGBENE R, IEENBRVAFT. BB AT
EIRE, MRKIEEER, WXHNRETEFREBFHEUE,

+ [NOTE:<note> - T #iEFEERHANFHNE N ERFIE RN XA TR, TRMASHMENEIS, ks
HHEEIRE,

o [L - BERAMEIRCEE Windows EHRE, HiEREENKIERHIXEFR. LLSHATELE,
+ [F - 38515577 archive #$MAERIRT. LBHATEILE,
£ Session Recording $iEEDFRAIERFIGH UMEA RN EHRIERFIXG

1. UAHMBERSMHERLTET Session Recording Server B9iRSS 28.
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Session Recording 2209

2. BEpm YRR E .

3. ME#TT{EE R¥ 3 Session Recording Server £# 812 # Bin B R (<Session Recording
server Installation Path>/Server/Bin)

4. 5471 ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /MOVETO:<directory>
/NOTE:<note> /L &<, Hrh days R2IERHINXHNRGHAR, directory REREMNSIEREI M
BENER, note EEMIEFCRTAREHIS N IIERHINXARMOIATRE. WA Y LHIAFHE,

X1z Session Recording HiEEHEFHSIERFIGE

1. UEHEBEERENHERELET Session Recording Server HARSS 2%,
2. BERIESRTIEL.

3. MERITIEE R#%% Session Recording Server #8121 Bin BR (<Session Recording Server &4
%72 >/Server/Bin).

4. 547 ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /NOTE:<note> /L &%,
Hr days R2IERHIGHRBHAR, note BEEHIEFCRFNEFHNE N IERGIERMNINATRE, B
NY LUiAfF .

ERZIERHIAF

EEEFE Session Recording #UBEFEEHMREINGEEUBL HNREIMG, BEEER, NREFZBHER
MR EEMBBEELNRFIME, N{HAITE Session Recording Player shifali e Rl

ALURBRAMAEZREREBENRERTIXMH. BABHNRERFIXGEFEEFEXHNERER. HE, A
ICLDB .2 ENRIERHIX 4 SE Session Recording #iERE. HITBINEAE—MAEZERE™NRIE
REIX M. FEEOXGEFNZEEXHNERERE, IRFTBEE, AIRBEMR.

ERIE RN RBTEEME R K EZ XM, Session Recording Broker A XHHNERER. BE
Session Recording Player M IEREIN 4 HIX#IE L. Session Recording Broker 5=t Ria
FRABTRSEREINMG. MRERBFHEUBERKIZXHE, N Session Recording Broker iz 314 X ##Y
TREER. NRZXHELREERT, N Session Recording Broker ¥ H % %2 Session Recording Player L{i#
1THEM. MRKILBIZXMH, N Session Recording Broker ¥ Session Recording Player &i% “Rix B4
IR0

SANFHEHREXGFEAXEPNSIERGES (BEREFMEERE) REH Session Recording ¥uiEE. SAEH
HRERBIXAEFFEXA BRI SIER N RIGEFELE,

AR SAHMRIEREIXHE Session Recording iR E R F 4B B F I F RS EMR. T—xizfT ICLDB
archive &<, SANRERFIXHTELERTH “BFE

ICLDB import i FEANAEEFRNREIXHRER. SALUEEREH Session Recording #iEE+H R EH
MBENSIFREIEIE. ERATLUESIERHIXM4M—NMEEUI BB S Session Recording Server LS —1M &
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B, ATLUEA ICLDB import &3¢ 73517 ICLDB removeal | 5% /E1E Session Recording $#iREHEIE
RRIERHIF.
ICLDB s:#2FH import &< EEZ M8, MTAA:

« [LISTFILES - 5| S AKERFIX 4 XEX HTERENXHE. IWSHAMERE,

+ |RECURSIVE - ZPIE FERTIERIIERFIXMG. BB AERE,

o [L- BERMERIERE Windows FHEE, HiERSANSIERFIXHH. BBSHATERE.

o [F-38%Iiz1T import MR ETRT. WSHARERE,

ERFRXXHIIER B RRERZIERHIX M

1. UAHEBERSMHERLET Session Recording Server B9iRSS 28.
2. £ “Session Recording Player Bt” &, HEBEFHIIKIERFISEHRIH |D MTFILETIE,

3. fEA7E “Session Recording Player E1%” HEEMINMH ID Z&EHHFRIZERFIX MG, SPRERFIGH
X#ERT_<FileID>.icl, Hd, FilelD 2IFRHIXHH D,

4. BEMNPHIERFIXEEFDFEXHNERER. EWEFEXHHERER, BHRITUTRE:

a) MFFRASEEAHR, RRERTE > FiaieR > Citrix > Session Recording Server B,

b) £ Session Recording Server Bit#, BHEMHET £, YFiERE RS TEFERENERER
FEH,

5 ICLDB import &S ERSIFRHIS 4

1. UEMEBEERSNHEREET Session Recording Server HARSS 25,
2. BEERRTE .

3. MEETTEB R¥ 3 Session Recording Server 24512 # Bin B R (<Session Recording
server qinstallation path>/Server/Bin),

4. BITUTREZ—!
+ &f7 ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory> &%, &, di-
rectory E— " HETATROMABEZERFIXANERNEM. BAY AT

+ @17 ICLDB IMPORT /LISTFILES /L <file>®%, H, file 2E— 1 oS TATESR
IRIERBIXERIRT. AILUERERMTRIEESEREIXM. A Y UHBIATN.
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EENEHEERAETER

February 20, 2024

EHEERBTICREE
ER

« 924 LoggingReader 71 Player AN EE R UETEEERASIER. ENAFHERAG, FEE
Session Recording iUz H &,

« BERALICRIES Web BREEEM. HARE Web BHBFEEWERRAATICR. BN, AJRESHEN
404 (HAZITIE) #iRo

« Web a8 K BIIESIRBEHNM S REE Session Recording Administration A4 BERAIE = FEITED

o HafR IS 0 Web #2389 SessionRecordingloggingWebApplication i 2 EHRER SSLIRE., &
0, HEERFHERERATERBENSLE 403 H#HiR.

¥ Internet Information Services (IIS) Manager - X

€ I 'y Sites » Default Web Site » SessionRecordingLoggingWebApplication » o ©-

File View Help

- " 18 ‘i /SessionRecordingLoggingWebApplication Home
! 2 ; ] 2
W Start P, —
- \5“ 295 Filter: - % Go - GShowAll | Groupby: Area - [
v-u
(7 Application Pools ASP.NET - R
v (8] Sites . 4 | 1 T s L3
3 =0 i (*) \ = R
v @ Default Web Site ] 404 g q’ =@ Manage Application ~
| aspnet_client JNET NET NET Error JNET NET Profile .NET Roles  .NET Trust NET Users -
P MSMQ Authorizat.. Compilation ~ Pages  Globalization Levels = Browse Application
P SessionRecordingBroker = e 2 = 2 ol e =
P SessionRecordingLogging = ab, i ( & Y g,—; 5| A
3 Application  Connection MachineKey Pagesand  Providers Session State SMTP E-mail
P SessionRecordingRestApiService Settings Strings Controls

1is - @ -

9 SessionRecordingWebStreaming

P WebPlayer 2 _
2 &) = -
o cer n = a E L
= ) 2 o 5 & o
ASP Authentic... CGl  Compression Default  Directory  ErrorPages  Failed
Document  Browsing Request Tra...
P al | R & = = e | o o=
& e = g JE &alooB =
Handler HTTP HTTP Logging MIME Types  Modules Output Request
Mappings ~ Redirect  Respon... Caching Filtering
)
SSL Settings
Management -
- v
Ready 5]

p

ATLUMPEERS SMNTEVIAE T ENZIE X Session Recording Server HEE G HEIZREIE:

71L& B1% Session Recording Server #9i+E# Lt

1. MFFiaethi%R Session Recording £ R AEIER.
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2. %)X LoggingReader BFHEIRE,
BT RERS Web BHBERNEER R BEICRE Web BmE,

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
| [ER Administrator Logging  ~ 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

1-100f18 2 >

FEMITEN L
1. #T7F Web %5285 EE R AEiC R Web BimE,

o 3tF HTTPS: https://servername/WebPlayer/#/logging/config#f https
://servername/WebPlayer/#/logging/record, Ef servername 1% Ses-
sion Recording Server HJi+ 81 & #fo

« XW¥FHTTP: http://servername/WebPlayer/#/logging/configfihttp://
servername/WebPlayer/#/logging/record, i servername A& Session
Recording Server #Ji+ 81 &R,

2. %X LoggingReader BFHEIRE,

AEIEREERR

ERERHTICREERMEHAN . BEASIERMRFRERETIER,
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Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized

Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
a Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true

Record Reason Logging

15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

1-100f 18 2
ERERSIER

KD ABICR T ERRER:

« SREEXCHIYEERL - X Session Recording HBgizhlADk Citrix Director LAYSRBEFRMAYEEL

+ PRESWECE T - Session Recording Server BHEHRIEN

o REIHER - BRRFINSIE

o BEZE - REENEHAIHREER BEICREE
EIERBERED, 157 Session Recording Server tEAEERBEIER. BXFAGE, BEAZANERAE
BERASIER. BERReM, BETUREEERHTIERRSK

R’

f&aI L@ Session Recording ARES#0 Session Recording Server B EAEERBEIER.

hi APRQIgh

T Sessio Rcoring (0 e

ot . e — — —— P— p— p
S o — — prg e

| S R oot A il - ODCDeskopEDvsi.
Configuration Record Reason Session R ~ Applications = GDDC/Desktop/##Deskiop.

Record Reason Logging Event Logging Reason Session Recording Agent ~ Applications = GDDC/Desktop/£<Desktop.

Configuration v

Email Alert Reason Session Recording Agent ~ Applications = GDDC/Desktop #£Desktop.

Record Reason

s = GDDC/Desktop/&5£Desktop.

REREBEIER
AR ABICRIPLRBEAR L T R,
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Session Recording 2209

ESALLINEE, 1E7E Session Recording Server tEINEAEERBASIERNFRHERBEIR. IRZEATER
BAEER, NEARFIREEASERFASER.

*’k}% :EFIFH FEqIEJ\ E /L,\lai

REZE, &AL Session Recording Server B2 Am/EMA Session Recording B2 &R AEIZ R4,

1. UBBREMERIIRET Session Recording B R AEIZRMITESS,
2. MFFEaZE ik Session Recording Server Ei%.
3. BEHEAFIERET R,

T F Session Recording B R HEIRRE, FRIEREMMAE. ERILUBIETF Web 9 Ul EWMEMH

To
BRTREFIFELLRN, MRETIEREM, MEALUTER. EEEREEEMH ID 6001 NRSKEH:

+ 1£ Session Recording SkEgizhl &5k Citrix Director FRsd Rl SRBRFRMHIE 2L
+ Session Recording Server BIEMEE

SEEIFRLERER R MRIERI RS,

FEEEERATIERRSK,

RIMERT, BIERATIZREN Web BIERFE Internet Information Services (IIS) #3517, HE% IMKER
%, ERSREE5, T Web M BEFHN S5 ERARS P R4S ERIH

1. UBERBMERIEE Session Recording Server #93i+&#,

2. IS EER, RENBEFM.

3. EMAEEFNF, A& T SessionRecordingloggingAppPool, AEERERIZE,
4. RENEUEERNEFEERNFEK, .

5. AAEF 3T Microsoft SQL Server 11 CitrixSessionRecordinglLogging #iEZ db_owner 1X
MRo

6. AMFEF HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T8y RIAAY
JRENAY PR,

i A .
=1

I

AMRFEFERSBERM, FTRFEEMTERERS., Citrix BEREEEMRFIERCHATY
SEHIMRIBEEBS R, ERAEMRRIESRTBIENM, EREIMRZE, BSOHITED.
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PHIEARHVRERBAEZR
BINERT, EERATERIERRBEATHENEIREIRE, XMERTESERAEES. BoUHEEENR
FEE, BEIMRPEAXMESIER.

1. UBBRBHERIEE Session Recording Server 893t &,

2. TR ERS.

3. F% % HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

4. ¥ EnableRecordingActionLogging B9{EiREf:

0: ZFARHERERBTIER
1. EARHRERBTIER

= IEMUE

October 21, 2022
X FEBE Session Recording MEEB A HFHIEE, AIUSRILTRESEXY:

s EUEHEREEAHTE
» £ Azure EE Session Recording LUK F&E fa &,

TN ESEFEENH TS

February 20, 2024

BILATEH B Session Recording #8E A Citrix ADC HMABFET = FEAUTRSEBIERTA, ErIUE
Azure £ Session Recording LUK FATE 1 H,

+ Session Recording

FHE RSEBAE BRIERS IP hsik

SRServerl Session Recording Windows Server 10.63.32.55
Server

LBDC gl Windows Server 10.63.32.82

TSVDA Session Recording Windows Server 10.63.32.215
Agent
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https://docs.citrix.com/zh-cn/session-recording/2209/best-practices/deploy-and-load-balance-session-recording-in-azure.html
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Session Recording 2209

FNE RSRAE RIERS IP stohit
SRSQL Session Recording ##& Windows Server 10.63.32.91
FEFIX AR S5 85

Fii Session Recording A FNigzHIgsH=— M (BN Lb . com).iHEE Rk (FI0 Ib\administrator)
AFRSB/BER.

« Citrix ADC

ENZ RSaEAE E12 |P ik (NSIP) F® IP #thk (SNIP)

Netscaler Citrix ADC VPX =243 10.63.32.40 10.63.32.109

BXIFMER, ESREE Citrix ADC VPX 5=6l,

TR 1. EXMHIRSSE LEEEX X

1. EAEEERK, (B Lb\administrator) BRXHRSES.

2. Q- BT EMIRFGNXERFEHEXXHEFK SessionRecording(flin C: \SessionRecording
) o 5 Session Recording Server # = X 4 K 1y iZ BY/5 N R, Ll SRServerl 7 fl, # A
LB\SRSERVER1$, BAERETHS So

i | + | Windows (C1) - [m] x
Home Share View o
&« “ P i » ThisPC » Windows (C) » v & Search Windows (C) P

MName Date modified Type Size
- 46c2a726daB60f96b3bBc 54582202 25 AM  File folder
Perflogs M File folder
* Program Files AM  File folder
* Pregram Files (x26) AM  File folder
#* SessionRecording File folder
Open
SOLServer2017Me A Filefolder
5 This PC Open in new window
Users A Filefolder
& Network Windows I 3D File folder
Eip Give access to > Remove access ®
Restore previous versions 2 Specific people...
Include in library >
Pin to Start
Sendto >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Gitems  1item selected =
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Session Recording 2209

Wl M-
Home Share View 9
« v 4 Ea > ThisPC > Windows (C) v Search Windows (C:) P
Name Date modified Type Size
# Quick access
46c2a726daB60f96b3bBc5f458e202 10 File folder
[ Desktop
PerfLogs 10, File folder
‘ Dawnloads Program Files 1 File folder
= Documents Program Files (x86) 1 File folder
=] Pictures SessionRecording | 11 File folder
T imer SeccionRECO-imamDrrsmend 1 il £l - - 5
SQLServer20
& Network Users 3 Network access
Windows
Elip i
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
~ Add
Name Permission Level
2 Administrator Read/Write
S Administratars OQwner
[E":?."'La'i'sﬁ'séﬁ\fﬁms Read/Write v |
|
10items 1 item selected I'm having trouble charing E =

3. EXHFE SessionRecording FRIRFXHEHAGEFXHF share(flan C: \SessionRecording
\share),

Giﬂare Cancel

[4 [ = | SessionRecording - o X

Home Share View (7]

&« .o » ThisPC » Windows(C) > SessionRecording » v|@| | Search SessionRecording )
-
Name Date modified Type Size

# Quick access
[ Deskiop

3 Downloads
[ Documents

share 11/25/2020 5:24 AM  File folder

&= Pictures
& This PC

¥ Network

Yitem  State: 3R Shared |_| =

4. QIES—IXHXUMEBE-—NRHEGHGZXHK SessionRecordingsRestored (f#mC:\
SessionRecordingsRestored)., 5 Session Recording Server £Z XX #i5%EY/ 5 AR,
L SRServerl nfil, #A LB\SRSERVERLS, H#AEAETHS So

5. EX# % SessionRecordingsRestored FelEFXHKHFHHGEFXHE share (i C:\
SessionRecordingsRestored\share),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 219



Session Recording 2209

S 2: BREWER Session Recording Server L7 7 H T

LS BNET WAREBEMER Session Recording Server UL FHHa#HTE. S8 7 #ANAET AEHNNEHREFR
IME % Session Recording Server #9id#2,

1. ERAEEERNHFER Session Recording Server,

2. }I7F Session Recording Server Eft,

Windows Server

Citrix

[ ]
Session Recording Administrator L... F- )_

e ) o Windows Windows
Session Recording Authorization C... Server Manager  PowerShell PowerShell ISE

Session Recording Policy Console

Session Recording Server Properties 1 g

Windows
Administrativ... Task Manager Contrel Panel

Firefox

3 B =

Google Chrome Event Viewer File BExplorer

Microsoft SOL Server 2019

Search
Server Manager

Settings

Windnwe Arreccnnac

A

3. FMESE 1 D BNERMBYE (UNC) RRUEFEMEMERRHIXH, EiRAFHR \\SRSQL
\SessionRecording\share # \\SRSQL\SessionRecordingRestored\share,
SRSQL AX 4RSS 2RI ENE,
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Session Recording 2209

PE =
Session Recording Player T ER B S REBIBPTHETNS ($) WBRERTHXHEF. H—HFINSE
J61E 52370 Session Recording Server REER—&ITEN Lo

% Session Recording Server Properties — >

Storage  Signing Rollover Playback Motifications CEIP Logging RE* |}

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

sWaRS0LWSessionRecording ‘\share Add.

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
I YWSRSGL\SessionRecordingsRestored share I Browse...

Cancel Boply

4. @ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T# Session
Recording Server jEfft R AR IN—ME,

8. EnableLB
{E¥iE: 1 (D_WORD, ®XFEA)
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B Registry Editor
File Edit View Favorites Help

ComputetHKEY_LOCAL_MACHINE\SOFTWARE Citrix\ SmartAuditor\Server
Vl; Computer Mame Type Data
:EE:—E b‘iiﬁfﬁg 28] (Default) REG_SZ (value not sct]
L o E LOGAL MAGEINE 7| _Installed REG_DWORD 0x00000001 (1)
- BC_DDDDDD[;DD IﬁJAHowLiVeP\ayba(k REG_DWORD 000000001 (1)
HARDWARE _‘_‘_’JAzureSQLServiceAdminPasswo‘.. REG_SZ
SAM Q}_ﬂAzureSQLSeNi(eAdminUsema.‘. REG_SZ
SECURITY ab| DatabaseFailoverPartner REG_SZ
; SOFTWARE 3,"] DatabaseMame REG_SZ CitrixSessionRecerding
y Citrix o DeferredHashCalcFileSizeThres... REG_DWORD 000200000 (2097152)
Citrix Desktop Delivery Controller || %] DormantTimelnHours REG_DWORD 0xDD00O03D (43)
Citrix Session Recording Iﬁ]EnableAnaly‘t\(s REG_DWORD 0x00000001 (1)
InstallAgent I;'_EJ EnableAzureSOLService REG_DWORD 000000000 (0)
Metalnstall e EnableLB REG_DWORD x00000007 (1) |
SmartAuditor EQF]EnabIeRchrdmgActlunLclggmg REG_DWORD 0x00000007 (1)
Server I;'_é]EnahIeSRStnrageLngging REG_DWORD 000000001 (1)
XenTools 2| EnableWebBasedSrPlayer REG_DWORD (x00000001 (1)
HenToolsinstaller ab] FileStorageDirectaries REG_MULTI_SZ WWSRSOL\SessionRecording'share
KenToolsNetSettings ab] LinkEmail REG_SZ
Classes 5] LinkExpire REG_SZ 1728000000000
Clients ) ab] LinkHost REG_SZ
DefaultUserEnvirenment 3}_’] LinkSalt REG.SZ Kk2odaT4
‘i:zlgle %4 LoggingBlockState REG_DWORD (x00000001 (1)
Microsoft 3_‘_'] LeggingDatabaseFailoverPartner REG_SZ
Moszilla _‘_‘_’]LDggngatabaseName REG_SZ CitrixSessionRecerdinglogging
mozilla.org i’;'_é]LDggmgLoggingState REG_DWORD 0x00000001 (1)
ODBC 54| MaxOpenfFiles REG_DWORD 0xD00D2710 (10000)
OpensSH EE]NotifyMessageByCulture REG_MULTI_SZ
Partner 3_‘_'] MotifyMessageDefault REG_SZ Your activity with the desktop or programis) you r..
Policies f;'_uﬂplayba(kpmta(tinn REG_DWORD 000000001 (1)
Cualys Iﬁ] PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
RegisteredApplications 3_‘_'] PolicyFilePath REG_SZ ChProgram Files\Citrix\SessionRecording\Server\...
Setup J";'Aj] PolicyFileRefreshPeriodInSeco.. REG_DWORD 0x0000012¢ (300)
WOW6E432MNode i’;'_é]RoIeEasedSe(untyEnabled REG_DWORD 000000001 (1)
SYSTEM o) RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
HKEY_USERS %4 RolloverTimelnHours REG_DWORD 0x0000000¢ (12)
HKEY_CURRENT_CONFIG 34 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)

5. E#iEsh Citrix Session Recording Storage Manager iR,

$18 3: 7£ Citrix ADC HFE2E 7 2 T

BFM A ERLE Citrix ADC RECE A TH, B TCP E&M SSL &%,

g TCP ERACE T

UTRINET T MENET TCP BB E T,

o MNREERHVIEET Python 1 WebSocket AR$588 (A4 1.0) :
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i- MfQS? ADC Load Balancing H 5
= HTTPS TP ‘ 1301‘ 443 ‘ 80 ‘ ‘« rrrrrrrr >‘ 1301‘ 443 ‘ 80 ‘ ‘ H HTTPS 443
— 5 i ; : SAN Certificate

MSMQ 1801
HTTP
80 Session Recording Server

!
[l

!

[

] E
e SAN Cerificate

Session Recording Server

TTPS |HTTP
443 | 30

o O

Client

o MNREEANZ IS PFEER WebSocket R388 (hkZs 2.0) :

i— veo ADC Load Balancing 5
T ocket 80
- HTALES TCP ‘ 1801 ‘ 443 ‘ ‘ R A *‘ 1801 ‘ 443 ‘ ‘ HTTPS 443 SAN Certificate
MSMQ 1801
TP
80 Session Recording Server
=
. ]
L -
-
i SAN Certificate

Session Recording Server

HTTPS | HTTP/WebSocket
443 20

® 0

Client

ZEd TCP E@EkENHTE, BTMUTIR:
1. &F3 Citrix ADC VPX 326,

2. 213l Configuration (BZE) > System (%% > Settings (3&&) > Configure Basic Features (&
BEAIIEE)
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
I Configure Basic Features I
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration b
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. EFENHTE, ARBEHE,

Citrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

4. RN TFERSES.
SMEIREEE > AHTEH > BMRSSE, AREEHM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.
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Traffic Management / Load Balancing / Servers

Servers @ I
(Q Clck heretorsearchar you can enter ey - Vlue formt 5
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I % srv-1 @ENABLED 10633255 I 0

Total 1 25PerPage v Page 1 ofl

5. 3¢F WebSocket BRZ 288k 7 1.0, iEREA Session Recording Server #xiiixA 80, 1801, 22334 0
443 B H TEIRS. T WebSocket R 38hr4s 2.0, A& Session Recording Server F im0
80. 1801 #1443 Mt H TR

SMEREEE > AHTH > kS, ARRIHRM.

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services [/ Services
System > H
Services
AppExpert b
II Traffic Management v Services o Auto Detected Services 0 Internal Services &

I Load Balancing | e ‘ Statistics

Virtual Servers

- Click here to search or you can enter Key : Value format
Services Q Clickh you can ent !

Service Groups NAME SERVER STATE

| Mo action ~

Monitors No items
Metric Tables

Servers

Persistency Groups

Radius Nodes f

Priority Load Balancing [

N

Content Switching |

HIEFMNEDT AHTEHRSBANGI. EERUERSE, EF BT Session Recording Server &9 IP ik,
%% TCP 1ERRSH[IMY, AERANROS, BEHEHE,
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Cifrix ADC VPX (1000)

DEHLIE]L

Configuration

Reporting Documentation Downloads

® Load Balancing Service
Basic Settings

Service Mame*

srv-1-80

©)

New Server o) Existing Server
Server”®

srv-1(10.63.32.55) %
Protocol*

TCP 0]
Port*

80 @
» More

o [

¥ TCP thiX is BB E ZI B M A T HARSS .
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*
H tp >]| Add || Edit ‘@

 Binding Details

Weight
1

| State

ﬁ Clcse

BHA LANREFERUREEN.

Traffic Management / Load Balancing / Services / Services

Services Q

Services 4 Auto Detected Services '« 0 Internal Services « 6

[(oa | [eot | [ peete | [ statisies | | [ aawon - search v
a Name State IP Address/Domain Name Port. Protocol Max Clients Max Requests Cache Type Traffic Domain
[m] sv-1-1801 oUP 10633255 1801 TCP o 0 SERVER 0
[m] sn-1-22334 oUuP 10633255 22334 TP o 0 SERVER 0
[} srv-1-443 our 10633255 443 TCP 0 0 SERVER 0
M s-1-80 oUP 10633255 80 TCP o 0 SERVER 0
B_.

e

%5 WebSocket BR328hR4s 1.0 A7 FEiH O 22334 pfa B FERS.

6. AR TEEMRS 2.

stF WebSocket AR5 23hk 7 1.0, iE5EA U THBUARMEEO 80, 443, 1801 f 22334 M5 H T IR
%588, YF WebSocket ARs588hR7 2.0, E#mMimA 80. 443 M 1801 M BT & EMARS 2R, Fl:
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Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Edit Delete Statistics Action -
a Name State Effective State IP Address Port Protocol Method
] vsnu-80 oup oup 10633260 80 TP LEASTBANDWIDTH
a vsiv-1801 oUuP oUP 10633260 1801 TP LEASTBANDWIDTH
a vsnv-443 oup oup 10.633260 a43 P LEASTBANDWIDTH
[m] Vsv-22334 oup ouP 10.63.3260 22334 TP LEASTBANDWIDTH

SMEREEE > AHTEH > EPRSS, ARRIHRM.
Cifrix_ ADC VPX (1000)
Dashboard

Documentation Downloads

Configuration

Reporting

o ofd]

Search v
Persistence % Health Traffic Domain

SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP % 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0

Q) Search in Menu Traffic Management / Load Balancing / Virtual Servers
System .
Virtual Servers @
AppExpert
iTraHic Management | ~ | Add ‘

I Load Balancing I v

Virtual Servers

ou can enter Key : Value format

QII. ck here to search or

NAME STATE
Services
. No items
Service Groups
Monitors TiEl @
Metric Tables
Servers

Persistency Groups

Radius Nedes

Priority Load Balancing [

Voo

Content Switching

£/ Citrix ADC VIP #isitiR#E TCP iR inE & kAR S 28,

‘ Statistics ‘ | Select Action

EFFECTIVE STATE IP ADDRESS
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi

network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e
IP Address®

10 . 63 . 32 . 60 (@)

Port

80 (0]

RBE T EMRSEHEEE— KON AT TERS. Fla:

Citrix_ ADC VPX (1000)

DEE L LE] Configuration Reporting Documentation

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Exportasa Template

Basic Settings

Name vsrv-80
Protocol TCP

State ®DOWN

IP Address 10.63.32.60
Port 80

Traffic Domain 0

Services and Service Groups

A service is a logical representation of an application running on a server.

Downloads

Listen Priority

Listen Policy Expression
Redirection Mode

Range

IPset

RHI State

AppFlow Logging

Retain Connections on Cluster
TCP Probe Port

NONE
P
1

PASSIV
ENABLI
NO

A service group enables you to manage a group of services as though it were a single service. After creating a service group, you can bind it to a virtual server, and you can add services

Note: Bind at least one service or service group to the virtual server.

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need.

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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Service Binding / Service

Service @3

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4

ERATES %,
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo
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Persistence

Configure persistence to route all connections from the same use

persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)

Time-out {mins)*

2

IPv4 Metmask

255 . 265 . 26b . 2Bb

IPvE Mask Length
128

7. EiEiEHI88 L7 Citrix ADC VIP st eI2 ENIE R,

£, DNS Manager X
File  Action View Help
e z@ XEE Hm i
én D_NS Name Type Data Timestamp
e j Ll_SDC ﬂ_msdcs
w | Forward Lookup Zones j cites
> 2] _msdeslb.com jitc
> =l lb.com j‘ dp
» [] Reverse Lookup Zones — -udp
s 7 Trust Points jDomamDn;Zones
. = Conditional Forwarders || JForestDnsZones
Q(;ame as parent folder) Start of Authority (SOA) [47], Ibdc.Ib.com., hostma... static
Q(same as parent folder) MName Server (NS) Ibdc.lb.com. static
Q (same as parent folder) Host (A) 10.63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A) 10.63.32.82 static
Elteooc Host (A) 10.63.32.11 11/19/2020 11:00:00 PM
Host (A} 10.63.32.60
Host (A} 10.63.32.55 11/19/2020 2:00:00 AM
Elsrserver2 Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Q SRSQL Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
Eltsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM
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8. Ei@ HTTPS ifia) Web #&ik2s, i5H#ifR Citrix ADC #1451 Session Recording Server t#%5 SAN iEH,
SAN iE$82% Citrix ADC #1&4 Session Recording Server # FQDN,

n | Certificate >

General Cetals  Certification Path

Show: | <All= w
Field Value ™
@.ﬁ.uthnrity Key Identifier KeyID=693d13b5730dcb45ah. ..

CF‘.L Distribution Points [1]CRL Distribution Point: Distr. ..
.ﬁ.uthnrity Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WehbServer
Subject Alternative Mame

DMS Mame=netscaler.lb.com, ...

ceaatf2c434becie 388000904, .

E

mbprint

DMNS Mame=netscaler.|b.com
DMS Mame=10.63,32.60

IP Address=10.63.32.60

DMS Mame=localhost

DMS Mame=5R.Server 1.lb,com
DMS Mame=10.63,32.55

IF Address=10.53.32.55

DMS Mame=localhost

Edit Properties. .. Copy to File. ..

@ SSL EHECE T

LUFHRENET 7 30fai@d SSLENEAD & fa 2 o

o MREERHIEET Python 9 WebSocket AR$588 (A4 1.0) :
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& [F

SAN Certificate

ADC Load Balancing

5l

Certificate

HTTPS 443

== MSMQ
- 1801
VDA
l =T HTTPS|
443
VDA

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS
443

® 0

Client

o WMREFEAMIZ IS PHEER WebSocket BRS388 (s 2.0):

MSMQ
1801
VDA

HTTPS|
—

ADC Load Balancing

SAN Certificate

TCP | 443 ‘ 1801 } ------------ ’ 1301| 443 ‘

Session Recording Server

HTTPS/WebSocket(WSS) 443
Certificate

VDA

1. &F3 Citrix ADC VPX 326,

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS/WebSocket(WSS)
413

® 0

Client

Session Recording Server
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. $i1% Configuration (fi2&) > System (%%) > Settings (i%&) > Configure Basic Features (i
BEAINEE).

Cifrix ADC VPX (1000)

ET G LGE Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration 5
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. #%$E SSL ENHM A T, ARBEHE.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

S5L Offloading HTTP Compression

.~ Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o [,

4. FIAEHTFERSES.

SMEIREEE > ARTH > BMRSSE, AREEHM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

237



Session Recording 2209

Traffic Management / Load Balancing / Servers

Servers @
Q Click here to search or you can enter Key : Value format
NAME STATE IPADDRESS / DOMAIN
l v srv-1 @ENABLED 10633255

Total 1

TRAFFIC DOMAIN

25PerPage v Page 1 ofl

5. REHELE—FHHMPIE Session Recording Server il fa & F#ARS.

A4 Session Recording Server 0T A FEIARS

» (IXZfEMA WebSocket fRE28hR4s 1.0 BYAEE) 43E S TCP MesnimO 22334 19 SSL A& F#ifR

5

o HEE HTTPS 2889in 0 443 B9 SSL A 3T HiARSS
o 4PER| TCP f5M2sAviE 0 1801 A TCP fi & F#iARSS

flgn:

Traffic Management / Load Balancing / Services / Services

Services

Services 3 Auto Detected Services 0 temal Services | ¢

Configuration

State IP Address/Domain Name Port Protocol
LI 243 ssl

our

ou 2334 SSL

Reporting

Documentation

Sear

Max Clients Max Requests Cache Type

Downloads

Traffic Management / Load Balancing / Services / Services

System b .
Services
AppExpert b
ﬂ Traffic Management L Services i)  Auto Detected Services = 0 Internal Services 6
I Load Balancing | e Add ‘ Statistics | | No action ~
Virtual Servers
Q Click here to search or you can enter Key - Value format

Service Groups

Maonitors

Metric Tables

Servers

Persistency Groups

Radius Nodes
Prionty Load Balancing

Caontent Switching

NAME

No items

)]
@ >
@ >

SERVER STATE

e

Traffic Bomain
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(R4 15H WebSocket AR5 23hr4s 1.0 B9 A B E) K& Session Recording Server #ini1 22334
89 SSL i PR . BARHTERSWEMN, ERMEMRSE, %£3F Session Recording Server £ IP
ik, %E8F SSL EAMRSS#BIMY, BARKOS 22334, AGREHE,

BXR0, BERUTESEE,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-22334 @D

Mew Server o) Existing Server

Server®

srv-1(10.63.32.55) o

Protocol*

S5L e @

&

Port

22334 @

» More

o =

¥ TCP =38P ERINIARMBY SSL 2 T AR
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Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Binding Details

ad || Edt | ©

Weight
1 ®

| State

. |

#151 Session Recording Server 7z 443 #9 SSL A FHRS. BALHTERSNBN, EE
DIEARSS S, %% Session Recording Server #9 IP ik, %3 SSL {EARS SN, BAROS 443, A
BB EHEHE.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-443 @

Mew Server e Existing Server
Server*

srv-1(10.63.32.55) W
Protocol*

S5L e

&

Port

| 443 | @

» Maore

o [

¥ HTTPS M3 2INIARIMEY SSL 52 3 F&ARSS.
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

https E‘ Add it | @

Binding Details

Weight
1

 State

m Close

#E1 Session Recording Server #i0i% 0 1801 &) TCP R FHEiRS . BARH TERSWBIR, EE
HHEMRSs, %% Session Recording Server B9 |P #idik, %% TCP 1EARRS (MY, BAROS 1801, A
EREHE.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name®
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1 {10.63.32.55) S

Protocol®

TCP e {D

i

Port

1801 @

b More

o =

¥ TCP 2B SE NI TCP 73 F#ARSS.

Documentat
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

fcp > | | Add Edit |®

Binding Details

Weight
1

| State

- .

6. (IR4fEA WebSocket BR5588hR7 1.0 BIAEE) AifH 22334 195 SSL AEFHRSHFM HTTP REX
o

SMERSL > EEXH >HTTP EEXH, ARREHM.
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cCitrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Profiles / HTTP Profiles
System e '
I Profiles
Licenses
P TCP Profiles = 13 HTTP Profiles Database Profiles = 0 SSL Profil
Settings
Diagnostics Add
High Availability b
NTP Servers Q Click here to search or you can enter Key : Value format
Reports NAME DROP INVALID INVALIDATE HTTI
Profiles nshttp_default_profile » b'e
Partition Administration S nshttp_default_strict_validation v v
User Administration > nshttp_default_internal_apps v '
Authentication >
Total 3
Auditing >
SNMP b

%= WebSocket EEE S EH EZHMAINRE,
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HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams

100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20

HTTP/2 Maximum Header List Size

24576
HTTP/2 Maximum Ping Frames Per Minute
HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@

Alternative Service

Mark HTTP/0.9 requests as invalid

Mark RFC7230 Non-Compliant Transaction as Invalid

| Drop extra CRLF
Drop extra data from server

Adaptive Timeout

| Connection Multiplexing
Mark CONNECT Requests as Invalid
Mark HTTP Header with Extra White Space as Invalid

Enal:ﬂe WebSocket connections @ |

| HTTPWeblogging

FENHTTP EBEEXHMEF (a0 websocket_SSL),

Drop invalid HTTP requests
Mark TRACE Requests as Inve
Compression on PUSH packet
Enable RTSP Tunnel

Persistent ETag

REIFINRO 22334 B985 SSL AR THARS (FlW0 srv-1-22334), B +EEXM

cifrix ADC VPX (1000)

Dashboard Canfiguration Reporting

@ Load Balancing Service

Basic Settings

Service Name 2334
Server Name srv-1

IP Address 10.63.32.55
Server State ®DOWN
Protocol SSL

Port 22334
Comments

Monitoring Connection Close Bit NONE

Service Settings

Sure Connect
Surge Protection  OFF
Use Proxy Port YES

HA Status

Mot configured

Documentation Downloads

Traffic Domain 0
Number of Active Connections

Hash ID

Server ID None

Clear Text Port -
Cache Type SERVER

Cacheable NO
Health Monitoring YES
AppFlow Logging ENABLED

Use Source IP Address ~ NO
Client Keep-Alive NO
TCP Buffering NO

Partition ..
default

nsroot

o]

Help

Advanced Settings

+ Thresholds & Timeouts

+ Profiles

+ Policies

=+ SSL Profile

+ SS5L Policies

+ Certificate
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EEHTTP BEX#H (flsn websocket _SSL), RABEMKREPEHHENMSTH.

Profiles

Met Profile

v +
TCF Profile
v +
HTTF Profile
websocket SSL |l +
DM5 Profile Mame
W

Done

7. (IR4fEA WebSocket BRS588hR7 2.0 A RE) HiKO 443 py&1 SSL A TFHARS AN HTTP BEEX 4.
8. 7eigizHlgs £y Citrix ADC VIP i8I EHIE R

£, DNS Manager - O X

Eile  Action View Help

=2 | 7FXE=z HE § 88

én D_NS Name Type Data Timestamp
v & LBDC Tmedes
~ || Forward Lookup Zones j_SItES
2] _msdcslb.com j_t
|
= Ib.com j’ :
_udp

| Reverse Lookup Zones

i Trust Points jDDmainDnsZones

| Conditional Forwarders jFU’EStDmZU"ES
E(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma... static
E(same as parent folder) MName Server (MNS) Ibdc.lb.com. static
E(same as parent folder) Haost (A) 10,63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A} 10.63.32.82 static
Elieooc Host (A) 10.63.32.11 11/18/2020 11:00:00 PM
tscaler Host (A) 10.63.32.60
Elsrserven Host (A} 10.63.32.55 11/18/2020 2:00:00 AM
ElsRserver Host (A} 10.63.32.68 11/19/2020 11:00:00 PM
Elsrsat Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
QTS\IDA Host (A) 10.63.32.215 11/23/2020 2:00:00 AM
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9. AR TEEIIRS 3.
£/ Citrix ADC VIP #ifiE7RINA S $2 3 F & R Ik AR 55 28

o ([RLfEFA WebSocket fRS5 2807 1.0 YA HE) EF SSL #9iH0 22334 A BT EMARSS 28
o BF SSL 09RO 443 B BT RIE AR SS 25
o EF TCP 8vi%0 1801 Ayth HF B EIAIRSS 25

BXRG, BERUTESEE,

Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Delete Enable Disable Statistics Action -
a Name State Effective State IP Address Port Protacol Method Persistence % Health
[m] vsrv-1801 our our 10633260 1801 TCP LEASTBANDWIDTH SQURCEIP 00.00% 2 UP/0 DOWN
o vsrv-443 ouP oup 10633260 443 ssL EASTBANDWIDTH SOURCEIP 2UP/0 DOWN
[m] vsrv-22334 SUP our 10633260 22334 S5l LEASTBANDWIDTH SOURCEIP 100.00% 2 UP/0 DOWN

SMEREEE > AHTE > EPRSH, ARREHRM.

Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Virtual Servers
System > H
Virtual Servers @
AppExpert b
iTraHic Management | b | Add ‘ ‘ Statistics ‘ | Select Action

I Load Balancing I i - i
Q=, ck here to search or you can enter Key : Value format
NAME STATE EFFECTIVE STATE IP ADDRESS

Services
. No items
Service Groups

Monitors THEl @
Metric Tables
Servers

Persistency Groups

Radius Nodes (

Priority Load Balancing [

>
Content Switching [ b

£/ Citrix ADC VIP stk ineE & EiIMARSS 28, RS 2BBHR, 18 TCP 5 SSL, A0 EXFRERFMEX

wAS,.

E
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server
Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi
network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*
vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e

IP Address®
10 . 63 . 32 . 60 (@)

Port

80 (0]

» More

o [

RBE T EMRSEHEEE— KON AT TERS. Fla:
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e

Service Binding / Service

Service &

Edit

Q Click here to search or you can ente

NAME

srv-1-22334

] svi-443

srv-1-1801

Total 3

R4 ER WebSocket fRSS28has 1.0 BY, A FEEimO 22334 WA H FERS.

ERRHTE S
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 251


https://docs.citrix.com/zh-cn/citrix-adc/current-release/getting-started-with-citrix-adc/load-balancing/configure-persistence-settings.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/getting-started-with-citrix-adc/load-balancing/configure-persistence-settings.html

Session Recording 2209

Persistence

Configure persistence to route all connections from the same use
persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)

Time-out {mins)*

2

IPv4 Metmask

265 . 25h

%)
£
o
]
(%]
o

IPvE Mask Length
128

(V45 WebSocket RS5880R4 1.0 A FE) Ak 22334 WHAHTEEIMNIRS RN HTTP BERE X 4

Profiles X

A profile is a collection of settings that can be applied to a NetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

‘ hd || + | | [websctket_SSL VI| + || /|
TCP Profile DB Profile

| |+l 9 P
LB Profile DNS Profile Name

|  E3(P2 ¥+l

10. 7£ Citrix ADC FR&es@ R E ] %Z R (SAN) iEH.

MBISIEBMAEMNE (CA) 3KEX PEM A8 0H SAN IEH, BISMEREEE > SSL > REB[IEPAS, 7
Citrix ADC Hr#REUH L EUE B,

BEXEAER, BB SSLIEH,
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4 Install Certificate

Certificate-Key Pair Name®

||bcarc|

Certificate File Name*

| Choose File v‘lhcard.cer |

Key File Name™

| Choose File -!r‘lhcarr:l.kegrr |

Password™

[# Motify When Expires

No SNMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Naotification Period

|3Cl

11. 55 SAN IEB4PEZIE SSL f1 i FEEIMARSS 2o

SMEREEIE > L HTE > BINBRSS R, 18T SSL AHTEHEDRSE, ARRERSS[IES.
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Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Mame vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Domain 0

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

MNo CA Certificate

AN ESR A SAN IEH, ARRTHE,

S 4: FEEWER Session Recording Agent L7 1% 61 3 P

1. ERAIREERNHF &SR Session Recording Agent.
2. T7 Session Recording Agent &,

3. WME@EE TCP /A Microsoft SEEBATI (MSMQ), ERMIMFE,
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7z Session Recording Server igh# A\ Citrix ADC VIP #tiik89 FQDN,

@) Session Recording Agent Properties —

Recording Connections

>

Session Recording Server: MNetScaler Ib.com

Session Recording Storage Manager message queue

Protocol: TCP L
HTTR/HTTFS port: Default
Fort Number:

Message life specifies the period during which data remains in the

message quels.

Meszage life (seconds):

Session Recording Broker
Protocaol: HTTFS e
HTTR/HTTPS part: Custom b

Carcs

Apply

25 Session Recording Server &, # HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\
MSMQ\Parameters F#&#inl IgnoreOSNameValidation DWORD EHEHIEEN 1., BXi¥4H

B8, BEREMRAFOXE CTX248554,

4. NRE@EI HTTP 5% HTTPS A MSMQ, BRIt B

(NRIEFBEETTR, EBGT) FEEiEsizg £ Citrix ADC VIP stk EAIER.
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2, DNS Manager

File  Action View Help

= D XE = Bm § 8
2 [ENS Name Type Data Timestamp
~ o LBDC T_msdcs
~ || Forward Lockup Zones j sites
-| _msdes.lb.com j_t(p
- | Ib.com -
| Reverse Lookup Zones j’Udp
Trust Points jDomamDnsZones
| Conditional Forwarders jFD'EStD”SZDHES
E—|(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma...  static
E—l(sameas parent folder) Mame Server (MN5) lbdc.lb.com. static
[—l (same as parent folder) Host (4) 10.63.32.62 11/19/2020 2:00:00 AM
i Host (A) 10.63.32.82 static
Host (A) 10.63.32.1 11/19/2020 11:00:00 PM
10.63.32.60
Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
Elrsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM

==

=81 Session Recording Server t,izfTpowershell.exe -file SrServerConfigurationSync
.psl -Action AddRedirection - ADCHost <ADCHost> &< L3 Citrix ADC NEE
BARMEI A EN. <ADCHost> J Citrix ADC VIP #th3itfy FQDN, 7£ C: \Windows\System32\

msmg\Mapping TEREEBEXMHE (0 sr_lb_map.xml).

EX Administrator: PowerShell

X infT PowerShell.exe Bdt#El SrServerConfigurationSync. psl FREMSIHRE,

ion. All r

7z Session Recording Server i+ A Citrix ADC VIP 33ty FQDN, f%0:
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[ Session Recording Agent Properties — x

Recording Connections

Session Recording Server: NetScaler lb.com

Session Recording Storage Manager message queue

Protocaol: HTTP ~
HTTR/HTTPS port: Default ~
Port Number:

Message life specifies the peried during which data remains in the
Message queue.

Message life (seconds):

Session Recording Broker

Protocol: HTTPS v
HTTR/HTTPS port: Custom w
Port Mumber:

Conoe | [ opy

$B5: BEWER Session Recording Player L3z #5615 1

=% 7 Session Recording Player A#HE&ITHEN £, #& Citrix ADC VIP #tiiitsi H FQDN #RinA B &
Session Recording Server,

$E6: REAHTHETSATEREENME Session Recording Server

1. Bz Citrix B#=IE,
2. BERBAURFIRIE,
3. ## Web #E#33#0 Session Recording Player &) LB R HIS 4

S8 T: HINE% Session Recording Server

1. ER—FHFEE—AITEN, HEIHEN LN%E Session Recording Server #1 Session Recording B2
R BATIEREIR,
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement —
Feature (Select all)

v Core Components
— Session Recording Palicy Cansale
Features — - . B
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Administrator Loggin [+ e - ;
R Citrix Session Recording Broker and Storage Management
Summary
Install - Sess ilo n Recording .f.n.dmin istrator Log.gl'ng . . )
v Administrator Logging captures Session Recording Server configuration changes and
Finish

recording activities to the Session Recording Database.

— Session Recording Database
Citrix Session Recording Database

Back | Mext | Cancel |

2. fEA5MA Session Recording Server HHREIRER R, fl0:
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Citrix Virtual Apps and Desktops 7

Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
" Core C onents
e Configuration
+ Features
The Administrator Logging database is installed on the SQL Server instance:

+ Database and Server

SRSQL v

Administrator Logging

Summa
i Administrator Logging database name:
Install
|CitrixSessionReccrdingLogging v
Finish

Test connection...

W Enable Administrator Logging
_ This option enables the Session Recording Administrator Logging service,

] Enable mandatary blacking
_ This option blocks pelicy and server property changes if logging fails.

Back ﬁ Cancel

3. BRITEN LML XIS,

4. 1ER%#T Session Recording #iEER SQL Server £, $§Fr%& Session Recording Server i+ &k~ 5
IEIHEZH Session Recording #uigEF, REAEHSE db_owner PR, FIa0:
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Lt); Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
= | " - - o | a2 New Cuery P I o | - - | b | Generic Debugger -
gl v X @ Database User - LB\SRSERVER2S - o x
Connect~ ¥ *¥ (VIS P T sert = © Hob
= i@ SRSOL (SOL Server 14.0.900.75 - LB\ = »
=] Databases & Owned Schemas
Systern Databases & Membership User type:
Database Snapshots F Securables Windows user
= i@ CitrixSessionRecording # Edended Propet
Database Diagrams User name:
Tables LB\SRSERVER2S | |
Views Login name:
External Resources WVEHZ‘ ‘
Synonyms -
Programmability
Service Broker
Storage Default schema:
=] Security I |db° I
= Users
&3 dbo
&7 guest ‘Connechon
&2 INFORMATION_S Server:
ﬁ LBASRSERVER1S SRSAL
&3 LB\SRSERVER2S Connection:
&9 LB\SRSERVER3S LB'administrator
& oy ¥ View connection properties
Roles
Schemas
Asymmetric Keys
Certificates Progress
Symmetric Keys Ready
Always Encrypted Ke
Database Audit Speci
Security Policies
W CitrixSessionRecordingLoggi
Security - e
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W Database User - LB\SRSERVER2S — O x

Selecta page IT Script ~ @) Help
& General

& Owned Schemas
y 2 Database role membership:
& Securables Role Members

& BEdended Properties i db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner I
db_zecurtyadmin

O
O
O
O
O
[J
O

Connection

Server:
SRSGL

Connection:
LB administrator

ﬁ View connection properties

Progress
Ready

Cancel

5. {EM# Session Recording Server B9itBHlkF (g0 LB\SRServer2$) HZ=REIGEFMEMIREY/SA
BRHEESIHFE (130 SessionRecording #l SessionRecordingsRestored), #HfER
ETHE S

6. EE P 3 9% Session Recording Server iRiNAET#RS, AEHIENE EINIRS 2R UM A B TFERS
WINGE. THRAINESEIMARSS 2. 0.
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Session Recording 2209

Cifrix. ADC VPX (1000)

DEELEL Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert
I Traffic Management W Select Action w
Load Balancing w

re to search or you can ent:

Virtual Servers

. NAME STATE IPADDRESS / DOMAIN
Services

srv-1 @®ENABLED 1063.3255
Service Groups @ @ ! -

. @ENABLED 10633274
Monitors

Metric Tables o=l
Servers

Persistency Groups

Radius Nodes (

cifrix ADbcvex (1

Dashboard Configuration Reporting Documentation Downloads

Q Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
ITmmc Management ~ Services )  Auto Detected Services 0 Internal Services | 6
Load Balancing o

Virtual Servers

Service Chaining

User

Services
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Menitors srv-1-80 eupP 10633255 80 TcP
Metric Tables srv-1-443 eurP 1063.3255 443 TCP
Servers srv-1-1801 eUuP 10633255 1801 TCP
Persistency Groups eup 10.63.32.65 22334 TCP
Radius Nedes @ euP 1063.32.74 443 TCP
Priority Load Balancing \I\ > oupP 1063.32.74 80 CcP
Content Switching \1\ > eouP 10633274 1801 CcP
Cache Redirection @ > srv-2-22334 ®UuP 10633274 22334 TCP
DNS > Total 8
GsLe @ >
ssL 3
Subscriber >
>
>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 262



Session Recording 2209

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q1 Search in Menu Traffic Management / Load Balancing / Virtual Servers

System

Virtual Servers

AppExpert >

<

ITraﬁicManagemenl | Add | | Edit | ‘ Delete | ‘ Disable | | Rename | ‘ Statistics | | Select Action ~

Load Balancing i

Q Click here to search or you can er

NAME STATE EFFECTIVE STATE IP ADDRESS

:Value format

Services

vsrv-80 L JUY euP 10.63.32.60
Service Groups

. vsrv-1801 eup eUP 10.63.3260
Monitors

vsrv-443 L JUS euP 10.63.3260
Metric Tables

Servers vsrv-22334 euP euP 10.63.32.60

Persistency Groups Total 4

Radius Nodes

Priority Load Balancing

Content Switching

Cache Redirection

DNS

GSLB

SSL
Subscriber

Service Chaining

=)
R N N VIV VR

User

Optimization >

Qarnritu ~
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Load Balancing Virtual Server Service Binding

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.32.55 22334 TCP
srv-2-22334 1063.3274 22334 TcP

7. % Session Recording #fUEHI A EXH SessionRecordingAzManStore. xml MEIEH Ses-
sion Recording Server E#IZI## Session Recording Server . iZzX i F <Session Recording
Server installation path>\App_Data T

8. E¥ MSMQ &g HTTP ¢ HTTPS BF## Session Recording Server , ERMU TS BUSNLFIERE
i51TH Session Recording Server B9 RIEE,

WA Session Recording Server (51 SRServerl) k, i&fF powershell.exe -file

SrServerConfigurationSync.psl -Action Export - ADCHost <ADCHost >

&<, Ef <ADCHost> A Citrix ADC VIP # it 89 FQDN. LtES £ S H B EM R CH (40
SrServerConfig.reg).

¥ SrServerConfig. reg X#EEHIEIHFE Session Recording Server #izf7 powershell.exe
-file SrServerConfigurationSync.psl -Action Import,AddRedirection
- ADCHost <ADCHost> #%. EnableLB &i&#mM=I HKEY _LOCAL_MACHINE\SOFTWARE

\Citrix\SmartAuditor\Server T i # Session Recording Server Byt R &, H &

C:\Windows\System32\msmg\Mapping F&il sr_lb_map.xml xf.

9. BEEZIEELURMSB—1 Session Recording Server .
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HEHER

+ %t Session Recording Server 5H CNAME i2R % ALIAS i2RBY, FRFREISiIE, BXFMM=L, BHSHM
IRAASZE CTX248554,

o REIXHTTLIEMEELRK, EREFEEEEASRATE (UNC) BEdh, BRI, 5% Citrix Session
Recording Storage Manager IREHIBEEXNEXI Automatic (Delayed Start) (B35 (ERBED)) .

£ Azure Z8E Session Recording LI FATE fa %

February 20, 2024

BEFRM

« IEBE Azure 23 Citrix Virtual Apps and Desktops g Citrix DaaS (LLgi#FJ Citrix Virtual Apps
and Desktops BRS).
o BB — Azure K,

418 1: 3% Citrix Virtual Apps and Desktops =212 L #2| Azure
==

ME RS Citrix ik A Z383518 Citrix Virtual Apps and Desktops T#EH G~ 1SO X & T # 2
Azure EY VM, EBGEHE 1o

1. 7 Azure ], BIE—NER v2 FiEtk P FESEAEsEE Standard.

Xt Azure FHERIFRA IR IREREE B #1To
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Session Recording 2209

A\ Create storage account - Micros: X +

&« (&} & portal.azure.com/#create/Microsoft.StorageAccount

Microsoft Azure R Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

L L e G s s e AL s ¥ [ s e s i DU e D g S A L S e Sy Sy
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.

Learn more about Azure storage accounts '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
yaur resources.

Subscription * ‘ cse-dev-03-ca ~ |

Resource group * ‘ ~ |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * (1) ‘ |

Location * ‘ (US) East US v |
performance (D @ Standard O Premium

Account kind O ‘ StorageV2 (general purpose v2) v |
Replication ® { Read-access geo-redundant storage (RA-GRS) % I

< Previous Next : Networking >

https://portal azure.com/#

2. SMBIEEMEKS, SA/57E Blob service (Blob fRs3) 24 Hi%k#E Containers (F22) LIGIEAR,

&g ®s 2 0

Home >

= I | Containers

Storage account

[0 search (ctrl+/)
access keys

v O Refresh

Search containers by prefix (® ) Show deleted containers

Geo-replication

(]

CORS Name Last modified Public access level Lease state

Configuration You don't have any containers yet. Click "+ Container to get started.

Encryption

® o

Shared access signature

al

Networking
O security

8 static website
i
|

Properties
A Locks
Blob service

Containers

i ]

Custom domain
Data protection

Object replication

P % @

Azure CDN

5  Add Azure Search
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3. ¥ Citrix Virtual Apps and Desktops REEF LHIIAETF.
N < -orcn recources, envices, and doce G/

Home > yuchunjstg1 >

Upload blob X
[ yuchunblob/
Container Files ©
\p Search (Ctrl+/) « T Upload (& Change accesslevel () Refresh o \“Omx,VHmal,APps,and,Deskmps,-- E
3 Overview Authentication method: Access key (Switch to Azure AD User Account) [ overwite i fles already exist
Location: yuchunblob
£ Access Control (IAM)
| Vv Advanced
Search blobs by prefix (case-sensitive) J (
Settings
@ Shared access signature Name Modified Access tier Blob type Size
Upload
Access policy No results
1! Properties
O Metadata

$B 2. 7 Azure [JPHEIE SQL H£E LA

BXFAER, ESHCIE Azure SQL HE LA,

$1% 3. i Azure E#IH (VM)

St FE, 5%EE Windows Server 2019 Datacenter -Genl, XtF X/, i&1%1% Standard_D4as_v4 -4

vcpus, 16GiB memory (Standard_D4as_v4 -4 4 vcpu, 16 GB A7E). BxF4MER, EBHE Azure A
Fg)E Windows mE#liil.
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Session Recording 2209

c

@ portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure

R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Your resources.

Subscription * ([ | cse-dev-03-ca v ‘
Resource group * @ | (New) Resource group N ‘

Create new

Instance details

Virtual machine name * (O | ‘

Region * @ | ws)eastus v |

Availability options () | No infrastructure redundancy required ~ ‘

Image * (@ l [ windows Server 2018 Datacenter - Gen' ~ ]
See all images

Azure Spot instance (O D

Size * (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) .
See all sizes

Administrator account

Username * (1) I

Review + create < Previous ‘ Next : Disks >
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S8 4 2R EH I Citrix Virtual Apps and Desktops 2125 7% Azure VM

8 ®o 0 o0

X
Search (Ctrl+/) « T Upload () Change accesslevel (O Refresh [i] Delete 2 Change tier & Acquire lease 7 View snapshots [ Create snapshot
I Overview D User Acco
A Access Control (IAM)
Q Show deleted blobs
Settings
@ Shared access signature Name Modified Access tier Blob type Size Lease state
I B & citrix vi i / : (
Access policy B [ ciuix Virtual_Apps_and_Desktops_7_2012iis0 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 4B 2 viewjedit
m
i1l Propert 4 Download
O Metadat, P
25 Properties
@ Genera te SAS
2 View previous versions

A View snapshots

£ Create snapshot

2 Change tier

& Acquire lease

[ii] Delete

$B 5. BTRERFLUE Azure VM £ Session Recording 4

BEXFMEE, BBA%E Session Recording Administration A

$E 6. BB Azure XHHZLUEMERFIG

BN Azure XEHZLUEMERGIE, BRUTSE:
1. £ Azure "] R, SIEEMEKF, AL Azure XHHE,
BXPHSENIIER, BEAEH Azure TP IBREE Azure XHHEZ, TRENGEENRE,

Session Session
FREIHR BRRFINZIE XHHZECH Recording Recording
(MB//)\ad) # X EHE (TB) Server #i2 Server A/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
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Session Recording 2209

Session Session
REISTHEARND BRERHNRIE XHHEZRE Recording Recording
(MB//)\ee) k34 XFHE R (TB) Server & Server KX/
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X£9 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£9 10 2500-4000 SSD Premium 10 2 Standard
D4as_v4

XHEHERTERIESX 8 /. 8A 23 M IEANSIREXH—TANREBHRITEN.

2. 3% Azure XHEHEZEIRAFMNEILET Session Recording Server B9E#1,

a) UBEBREMEMmSIRTH, ASIERE8EX N <Session Recording Server £k >\Bin
X,

B I\ 1§ R T, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server i,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> f<,

He,

+ <storageaccountname> 2 Azure HEHEMHEIKF BT,
+ <filessharename> 2 EHF K FEEHNXHLZHN A,
« <accesskey> BB FiHIAXHHEZMZEMEHF 2.

BT AR LUREVERFEK R 28

o AL B EXHHZTEFANERERN B R EE T R P RIVERNF KA 2.
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1docs (G+/)
Connect X
i sesswnrecordmgs sessionrecordings
* SMB File share o
P Search (Ctrl+)) « T Upload -+ Adddirectory | 4\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
. Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found. —_—
m
Il properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& Backup [z v
Monitoring Authentication method

e QO Active Directory
fil Metrics
"I @ Storage account key

@ Connecting to 2 share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Lear more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
l C 1. i -

Juser:"Azure'
/pass:™DSjcn, ZWPxhckj TgGZ Ui 7 D

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

o
<
<

Learn how to circumvent the port 445 problem (VPN)

o AT LUEE B S FAENK P SUE A N S AR BV 18 2 SR SRR AN K - B $Ro
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,

i. $T7F Session Recording Server Ef%,

i, BEFHEETR_ERR,

iii. £/ \\<storageaccountname>.file.core.windows.net\<filessharename>\<subfolder>

BB UNC B2,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHFIEERWIEETHHEE.
v. B Session Recording Server EE O A,
Vi. NATARGBEREEHE.

vii. RFIRTEEFHEBDH Session Recording Storage Manager RS THE,

Session Recording Server Properties

The “Citrix Session Recording 5torage Manager” service needs
to be restarted for changes to come into effect,

Do you wish to restart the service now?

SBT. NS

MREFZA Session Recording Server , HATENEHEETERINAETES. Azure IRET IFSMREBERET
AHTEINET, ARIH ARSI SETRE Azure HIR Citrix ADC. Azure f #3928 Azure R BZFERIXHI

UK N
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5% 1: 7£ Azure oI Citrix ADC VPX 524

1. £ Azure "]JPeR, SigZiESHEA Citrix ADC,

2. drixanc

Services Marketplace See all

Rece g Livearena Broadcast B citrix ADC

Namll Resources 8§ Citrix ADC 13.0 - Azure Stack

it Viewed

By Citrix ADC 121

= No results were found. 2w seconds ago
8§ Citrix ADC VPX FIPS

) yu 2w seconds ago
Documentation Seeall

=y minutes ago
Tutorial: Azure Active Directory single sign-on ...

@ =R . . minutes ago
Tutorial: Azure Active Directory integration with Citrix ...

& s Azure AD secure hybrid access | Microsoft Docs gy ago

<> SR Linux virtual desktops with Citrix - Azure Example ... ay ago

(%) sn Resource Groups ay ago

{} B No results were found. teeks ago

== 9 Didnt find what you were looking for? leeks ago

() st @) 11y searching in Activity Log | i

4> VN & Tiy searching in Azure Active Directory 10nth ago

(%) 1in Searching all subscriptions. Change fonth ago

Navigate

Subscriptions [ <] Resource groups All resources Dashboard

2. i#%#% Citrix ADC VPX Bring Your Own License (Citrix ADC VPX B#i¥83E) it%l, A58 T Create
(B1)o

O Search resources, services, and docs (G+/)

Home >

Citrix ADC =

Citrix

Citrix ADC < add 1o Favorites
CilrIX. % oo 0mings

Azure benefit eligible 7'

Select a plan | Citrix ADC VPX Bring Your Own License \/

Overview  Plans  Usage Information + Support  Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business' unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application delivery, a ¢ system, and or and automation for
applications across cloud or hybrid environments for greater agility. Citrix's all-in-one solution brings peint solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.
o Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.
Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

S

o Fmmtealiad Mt S i berheid oo Arelaimant ansine o manann swith & sinml mann thas meaidan sichiling and ~tnmarinn amenee Al fnrm fambare

3. EEROIEHIFA, ASTE Basics (BAE) BIFHIGEHMILE.

4. B VM K&,
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A Creste Citrix ADC - Microsoft Az X =+

« (&) 8 portal.azure.com/#create/citrix.netscalervpx-Tvm-3nicnetscalervpx-1vm-3nic-byol

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

L]
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * (O 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
05 disk type (D (“ Premium_LRS
i i (o)
Assign Public IP (Management) © (@) Yes
) ) i ) @
Assign Public IP (Client traffic) @ (®) Yes
Unique public IP domain name suffix * (O | d28e81a280 v
Azure Monitoring Metrics (0 O Enabled
(®) Disabled
Backend Autoscale (O O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings >

5. ENE, EREHERMEIRE, %iE ssh (22), http (80), https (443) (ssh (22). http (80). https
(443)) BFAHNERO,

EINMLIEE IR, MREBERE Session Recording 3%, Ma]LUEREEIMEINRS 33 FMIZE.,
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Microsoft Azure £ search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (O | (new) citrix-adc-vpx-virtual-network ~ ‘
Create new

Management Subnet * (O | (new) 01-management-subnet (10.1.25.0/24) ~ ‘

Cliert Subnet * () [ new) 11-client-subnet (10.1.29.0/24) v

Server Subnet * (@ | (new) 12-server-subnet {10.1.30.0/24) ~ ‘

Public IP (Management)

Management Public IP (NSIP) * (D) | (new) citrix-adc-vpx-nsip ~ ‘
Create new
Manzgement Domain Name (O | citrix-adc-vpx-nsip-23f12ee6b2 \/‘

.eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (&) | (new) citrix-adc-vpx-vip s ‘
Create new
Clientside Domain Name (& | citrix-adc-vpx-vip-23f12eesb2 \/‘

.eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP () O None

O ssh2)

(®) ssh (22), http (20), htps (443)

Review + create | < Previous | | Next : Review + create >
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= Microsoft Azure 2 Search resources, services, and docs |

Hoeme > Citrix ADC >

Create Citrix ADC

Basics VM Configurations MNetwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * (D (new) citrixadcvpred2b4be259 v

Create New

Network Settings

Configure virtual networks

Virtual network * (& | (new) citrix-adc-vpx-virtual-network ~ |
Create new

Management Subnet * @O | (new) 01-management-subnet (10.1.32.0/24) ~ |

Client Subnet * (@ | (new) 11-client-subnet (10.1.33.0/24) ~ |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) ~ |

Accelerated Networking

Accelerated Metworking (Management @ On
Interface) @ O off

Accelerated Metworking (Client Interface) @ on

© (O off

Accelerated Networking (Server @ on
Interface) @ O of

Public IP (Management)

Management Public IP (NSIP) * (@ | (new) citrix-adc-vpx-nsip ~

Crmmdo moa

Review + create | < Previous | | Next : Review + create > |

6. % Next: Review + create (T—#: & + ¢IE2) I Citrix ADC VPX SLAIHEZH BT Ko
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= Microsoft Azure £ Search resources, services, ai

Home > Citrix ADC >

Create Citrix ADC

G Walidation Passed

Basics VM Configurations Metwork and Additional Settings Review + create

PRODUCT DETAILS

Citrix ADC
by Citrix
Terms of use | Privacy policy

TERMS

By clicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (<} agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Micrasoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cze-dev-03-ca
Resource group srcmdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsraot

Password P

VM Canfinuratinns

MNext Download a template for automation

7. %FR IP (SNIP) #thi11t#0 Citrix ADC VIP #i3ib& B R FR—FM .,
SNIP sthitF0 VIP b L F R —F M. 7RG, Fi1& VIP thitigE 77E SNIP ikt 7P,
a) f=Lk citrix-adc-vpx E#iH.
b) F2k VIP tthatpF/,
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Microsoft Azure

citrix-adc-vpx-nic11

Home > srib )|

Network interface

|}7 Search (Ctrl+)) ‘ «

@ overview
=] Activity log
"R Access control (IAM)

L 4 Tags

Settings

B2 DNS servers

L Network security group
Hi Properties

B Locks

Automation

.f. Tasks (preview)

5 Export template

Support + troubleshooting
= Effective security rules
© Effective routes

R New support request

£ adc

citrix-adc-vpx-nic11 | IP configurations

+ add B X b O Refresh
IP forwarding settings

—
1P forwarding l Enabled )

Virtual network srazureautovnet

IP configurations

0 The associated virtual machine ‘citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.

‘ P search IP configurations

Name IP Version Type Private IP address Public IP address

vip IPvd Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)  ***

Home > srlb > citrix-adc-vpx-nic11

citrix-adc-vpx-nicl1 | IP configurations

Network interface

«
@ overview

@ Activity log

p}l Access control (IAM)
@ Tags

Settings

& IP configurations

B DNS servers

9 Network security group
il Properties

B Locks

Automation

2 Tasks (preview)

5 Export template
Support + troubleshooting
= Effective security rules

< Effective routes

8 New support request

+ Add X piscard (O Refresh

A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

IP forwarding settings

P —
IP forwarding |{ Disabled Enab\ed}

Virtual network srazureautovnet

IP configurations

Subnet * srazureautosubnet (192.168.1.0/24)

2 search IP configurations

Name IP Version Type Private IP address Public IP address

vip 1Pv4 Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)

c) B citrix-adc-vpx EMH

I 2: AIE Azure fiEitYhTes

Azure iR T TCP Bi@fRs3. TERT 7@ TCP E@# T hH T,
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sricpruled43

srtcprule80 SR-Server1
LoadBalancerFront... T = TN SRBackendPool :
= ) =
B ———————————— 1 v
o \ % SR-Server2

_ sricprule22334 -

N — /
\ - - V
\ — /

N, —_— /

, /

\“\grtcpru le SQ]’"

1. BIE Azure taZI9EES,

a) 1 Azure I'JP &AM Marketplace (i) +i%#* Load Balancers (fi#i 123,

= Microsoft Azure  [FellSCEREne T 0 & 7?2 © Yuchuanang@c|trlxg%r; '
. Services Seeall Marketplace Seeall
Azure servic
& Load balancers 3 KogSistem Azure Load Balancer Management
+ Load balancing - help me choose (Preview) £ Load Balancer / ADC -
Creati & Application gateways Y aiScaler Load Balancer & Site Acceleration N e services
resource  Front Doors £ Ishlangu Load Balancer ADC IS-5000 (5Gbps)
@ Web Application Firewall policies (WAF) Documentation Seeall
# CloudAMQP )
Recent resot Load Balancer | Microsoft Docs
# CloudMonix
What is Azure Load Balancer? - Azure Load Balancer
Name & Workload Insights

Azure Load Balancer concepts | Microsoft Docs

= CloudSimple Nodes
& srappevi | = P Quickstart: Create a public load balancer - Azure portal .
& CloudSimple Services

®) yuchunjiang Resource Groups
B Resources
&» SRLoadBalan No results were found
No results were found
4> SRVnet
() srtest Didn't find what you were looking for?

& LB-hubtest-T (B Try searching in Activity Log

— B Try searching in Azure Active Directo
= asfazuretests 9 Y

() srazureauto | Searching all subscriptions. Change

4> VNet-hubtest Virtual network amonth ago

7£ Create load balancer (fIZ2mZT#E28) TImAY Basics (B) &+ L, I TRPAEBIEE:

RE (=1

1Ti] R ERIITIEL

TR BN, EFEZ AIEIER sribtest,

B # X SRLoadBalance.

IR XI5 #%#% (US) East US ((:E) ZEH&I).
et #%#% Internal (W),

SKU i#£#% Standard (i74)

REPARIER BN, EFEZFIGIER srazureautovnet,
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®E

&

FM
IP sttty g
AR

Fan, ERZATRIER srazureautosubnet,

¢

5

£ Dynamic (513).

# Zone-redundant (XiERH).

e e e

Home >

Create load balancer

15 accessible via public IF addresses, or internal where it 1s only accessible from a virtual network, Azure load balancers also

support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn more.

Project details

Subscription *

L

Resource group *

Instance details

MName *
Region *
Type* ©

SKU* @

Configure virtual network.

Virtual network * (@

Subnet *

IP address assignment *

Availability zone * (@

Review + create

b) FMAHTFHRRR, QERRHL. STRRRNA A BTER,

o AN,

< Previous

| cse-dev-03-ca ™~ |
| sribtest ~ |
Craate new

| SRLoadBalance \/|
[ Ws) gastus v |

O e

o Standard Load Balancer is secure by default. This means Network Security

Groups (NSGs) are used to explicitly permit and whitelist allowed traffic. If you

do not have an NSG on a subnet or NIC of your virtual machine resource,

traffic is not allowed to reach this resource. Please configure an NSG to ensure

communication if needed. For outbound communication, an explicit
outbound rule is needed. Learn more about outbound connectivity G

| srazureautovnet e |
| srazureautosubnet (192.168.1.0/24) e |
Manage subnet configuration

O Static @ Dynamic

| Zone-redundant e

Next : Tags > Download a template for automation

MERFIRPEFEENANTER, ARRHEMNSHIZH Backend pools (Eimith). 2
& Add (FIN) ARG,
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2 BTN (]

Home 3| SRLoadBalance

SRLoadBalance | Backend pools

Load balancer

2 search (Ctrl+/) «

€ Overview

Activity log
N It
A Access control (IAM) o e
€ Tags

£ Diagnose and solve prablems
Settings

B2 Frontend IP configuration
' Health probes

7= Load balancing rules

B inbound NAT rules

il Properties

B Locks

Monitoring

E Alerts

fifi Metrics

? Insights

Automation

2 Tasks (preview)

5 Export template

WANERENEN, AEREAdD (RN,

Backend pool Virtual machine

Virtual machine status

Network interfact

Home > SRLoadBalance >

Add backend pool

SRLoadBalance
|
Name * | SRBackendPool I
1
virtual network (0 srazureautovnet (sribtest)
IP version @ IPvd

O 1evs

Virtual machines

‘You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no public IP configuration.

All IP configurations must be on the same virtual network.

Virtual machine 4 1P Configuration g, Availability set Ty,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network,

@ No virtual machine scale set is found in eastus that matches the above criteria

o AIETTRTE,

MERFRPEFECIEMNARTER, ARREEMNSHMIZFH Health probes (TR
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W) o

e

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

2 Search (Ctrl+/) “« + add

4 Overview |P Search probes

Activity log Name Ty Protocol T Port
fa Access control (IAM) Mo results.

¢ Tags

42 Diagnose and solve problems
Settings
& Frontend IP configuration

& Backend pools

¥ Health probes

7= Load balancing rules

B inbound NAT rules
Il Properties

B Locks
Monitoring

K Alerts

4 Maetrics

@ Insights
Automation

iTa Tasks (preview)

5! Export template

Support + troubleshooting

BE Add (Fm) 7Ei%H 80, 22334, 1801 #1443 EAMMETTES BRI,

Home > SRLoadBalance

® SRLoadBalance | Health probes - X
Losd balancer
[ search cuion | « 4 add O refesh
Settings -
s (5 Fier by name.
B2 Frontend IP configuration Name protocol port Used By
® Backend s
ackend pooks SRealthProbe1801 T 1801 SRICPRule1801
¥ Health probes
(- SRHealthProbe22334 e 22334 SRTCPRule22334
7= Load balancing rul
0ad balancing rules SRHeakhProbeti3 Tcp 443 SRTCPRuled43
B inbound NAT rules
SRHealthProbesd Tcp 80 SRTCPRule80

1 Properties

B Locks
Monitoring

@ Diagnostic settings
£ Logs

B Alerts

fl Metrics

@ Insights
Automation

i Tasks (preview)

[ Exort temolate

BN, EAUTIRERRD 80 LEIEEITRITERM.

®E &

B # N\ SRHealthProbe80,
Y % TCP,
Port (#%0) N 80,
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a1 =]
Interval (BYiEliaEIRR) 5
BITAEEEE FF VM @B T A EE Z a0 AR EHEI TR E R

EHESRMNRBBREL, BERE 20

SRS

Home > SRLoadBalance >

SRHealthProbe

SRLoadBalance

Save X Discard [i Delete

Mame *
[ sreeaitherobesd | B
S — |

Protocol ()

Interval * @
E |

seconds

Unhealthy threshold * &
2 |

consecutive failures
Used by @
Not used

o AINGEHTERN,

MERFIRPEFTIBRNAH TR, ARRELNSHMZHH Load balancing rules (f1#
FEMN) . 2E Add RN NS EHTERN,
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e e e

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules
Y™ Load balancer

|,D Search (Ctrl+/) | «

& Overview |P Search load balancing rules

Activity log Name 4 Load balancing rule
Ao Access control (1AM} No results.

€ Tags

pa Diagnose and solve problems

Settings

B Frontend IP configuration
B} Backend pools

T Health probes
Bl inbound NAT rules
Il Properties

E| Locks
Moenitoring

R plerts

fd Metrics

@ Insights
Automation

% Tasks (preview)

Export template

e

Support + troubleshooting

gE Add (i) FiH0 80, 22334, 1801 1 443 FINFETFEHN,

Home > SRLoadBalance

v= SRLoadBalance | Load balancing rules x

Load balancer

O search (Ctrl+)) « 4 add

Settings [ search load balancing rules

B Frontend IP configuration Name ™y Load balancing rule 4 Backend pool T4 Health probe N
® Backend pools SRTCPRule1801 SRTCPRule1801 (TCP/1801) SRBackendPool SRHealthProbe1801

T Health probes SRICPRule22334 SRTCPRule22334 (TCP/22334) SRBackendPool SRHealthProbe22334

= Load balancing rules SRTCPRule443 SRTCPRule443 (TCP/443) SRBackendPool SRHealthProbed43

B nbound NAT rules SRTCPRules0 SRTCPRule0 (TCP/80) SRBackendPool SRHealthProbes0

11l Properties

A Lodks

Monitoring

B Diagnostic settings
#® Logs

W plerts

fifl Metrics

@ Insights
Automation

i Tasks (preview)

1 Export template

flgn, ERAUTIRENKO 80 EIR S HFEHN.
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BAHR

IP hixzs
A |P it
i

Port (#%0)

i |

Ui

It
BTN
NEFAM
THRER (5%
TCPEE

i |

b RR LR R (SNAT)

=1

g0, imAZ# SRTCPRule80,
%% IPv4,

%3 LoadBalancerFrontEnd.
#%#% TCP,

A 80,

A 80,

i#£3% SRBackendPool,

3% SRHealthProbe80,

%% Client IP (EFi% IP),
BRRMINEE,

EERERMH.

%1% (Recommended) Use outbound rules to
provide backend pool members access to the
internet ((#7%) (/BN G G- H
Internet i/ AIAR)
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= Microsoft Azure

Home > SRLoadBalance >

Add load balancing rule

SRloadBalance

Name *

P Search resources, services, and docs (G+/)

| srrceruleso |

| —
IP Version *
® pva (O 1pve

Frontend IP address * (0

| 182.168.1.22 (LozdBalancerFrontEnd)

[ Harorts @

Protocol
(®1ce (uoe

Port *

30 |

Backend port * (D

|

Backend pool @

| SRBackendPool

Health probe @

| sRresithprobeso (e |
1

Session persistence (@

| cientie |
| IS |

Idle timeout (minutes) &

O

TCP reset

Floating IP @

z

S

« $®=ET Session Recording Server 89 Azure VM FRiNE G,
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e e e

Home > SRLeoadBalance

~ Load balancer

2 Search (Ctrl+/) | “ + add () Refresh
& overview
B Backend pool Virtual machine Virtual machine status
Activity log
SRBackendPool
Ao Access control (IAM)

¢ Tags
&2 Diagnose and solve problems
Settings

E Frontend IP configuration

% Backend pools

T Health probes

= Load balancing rules
B inbound NAT rules
ill eroperties

2 Locks

Monitoring

BB Alerts

et

Home > SRLoadBalance > Add virtual machines to backend pool
SRBackendPool

SRLoadBalance

- @ You can only attach virtual machines that are in the same location and on the same virtual network as the loadbalancer.
O 1P Adaress Virtual machines must have a standard SKU public P or no pubii P
P Veren Locaon <= exstis Vil network <= SRVost Resoucagroup == sl Aaiaityset <= s
o
O ms 0 "N o i yset e Tags Notes
O sr-seren — ipcenfig? (107.15)
O srsenverz — ipconfig? (107.16)

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network

Virtual machine T4 1P Configuration 4 Avallability set T,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Load Balancer can be selected. Al of the IP configurations have to be in the same

@ o virtual machine scale setis found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ e —

Cancel

c) Mz Azure s FHTES,
MBLEGRSBAMBGE L, WaBERUTHEIRES NetworkinterfaceAndLoadBalancer-
ArelnDifferentAvailabilitySets, EUHRS23MEIZEON AR IP #iikxXEL,
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— Microsoft Azure

Home » srlbtest » SR-Serverl-ip » sr-server172 >

ipconfigl

sr-server1 T2

Public IP address settings
Public IP address

i/ - - - -\.
(_ Disassociate .I

Public IP address *

SR-Serverl-ip (20.62.236.36) A
Craate new

Private IF address settings

Virtual network/subnet
srazureautowvnet/srazureautosubnet

Assignment

@D o)

P address

3 450 4

%I 3: 872 Azure [ FAREFERIX
R
RARFEMX V2 R HadEAT NTLM fRIEEmERRiER,
1. 8UE Azure ZFRREFMX,
ERRNAEFMXNREE U TIEE,

« 7£ Basics (B#) #®IEL, 3§ Tier (%4) i&&5 Standard (15#),
« 7£ Frontends (#ii%) %Ik £, 3§ Frontend IP address type (fiif IP #ifik28Y) i&E 4 Private

(ER). MNABEFMXEREREAHETES,

2. ANEH.
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Home > SRAppGWV1 >

Edit backend pool

A backend pool is 2 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

AGbackendpoc

Add backend pool without targets
N - )

Backend targets

2 items
Target type Target
IP address or FQDM 192.168.1.12 [ ==~
| IP address or FODN 182.168.1.18 I i .
| IP address or FOQDN v | | |

Associated rule

SRHttpRules0
SRHttpRuled43

3. BIEHTTP RE,

Azure ZREFMXERSZH HTTP A HTTPS LUERIEREHEIEHRARSEE. FimEa 80, 443 #1 22334 ¢l
EHTTPIgE,

+ %0 80 LRI HTTP
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Home > SRApPGV1 Add HTTP setting ;
v= SRAppGV1 | HTTP settings

Application gateway
HTTP settings name

P Search (Ctrl+/) « + Add SRHttpSetti

A ACCESs COnuon Ay

© o [P search HTTP settings Sackend provoco!
P
Name Port @ urre O wrres
£ Diagnose and solve problems
I SRHttpSetting80 80 ] Backend port *

Settings

i SRHtpSetting443 443 80
= Configuration SRHttpSetting22334 22334

Additional settings
@ Web application firewall
Cookie-based affinity ©

! Backend pools O Enable (®) Disable
Y= HTTP settings

Connection draining O
B Frontend IP configurations O tnable (@ pisable

23 Listeners
Request time-out (seconds) * @

= Rules 20 |

T Health probes Override backend path ©

Properties |
B Locks
Host name
Monitoring By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
e unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
erts

extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

B Diagnostic settings

o %0443 EBHTTP

ENAREFMX V1 RAFERERRSBFESHRIBER. SHEILERE Base-64 4387 X.509
(.CER) XM EIHRIRSZIIERBMNH. BXWMAM TLS/SSLIEBHSHABMER, BBRSHEHN
IBES (EAF v1SKU) .

Home > SRAPPGV1 Add HTTP setting
SRAppGV1 | HTTP settings

Application gateway

HTTP settings name

O Search (Ctrl+/) « + Add HttpSettin

R A Conuon ) R

@ Tags 0 Search HTTP settings Backend protocol
Name Port QO urIP @ HTPS

2 Diagnose and solve problems
SRHttpSetting80 80 Backend port *

Setti

etings SRHtipSetting443 443 I 443

& Configuratior

= Configuration SRHttpSetting22334 22334

Backend authentication certificate
@ Web application firewall
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of

% Backend pools the backend servers to this HTTP setting
7= HTTP settings Use for App service
B Frontend IP configurations O ves
Listeners .
Certificate
Rules
srlb
¥ Health probes
- + Add certificate
1l Properties
8 Locks Additional settings
Cookie-based affinity ©
Monitoring P “
(® enavle O Dpisable
W Alerts

i Metrics

&l Diagnostic settings
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S wvem i g G

Home > SRAPPGV1 Add HTTP setting
v— SRAppGV1 | HTTP settings

™ Application gateway Connection draining ©

(O Enable (®) Disable

[0 search (cu+ « + Add
R ALLESS OO Ay N Request time-out (seconds) * ©
o [P search HTTP settings B ‘
ags
Name Port X
& Diagnose and solve problems Override backend path ©
SRHttpSetting80 80 ‘ ‘
Settings
SRHttpSetting443 443
= ig Host name
& Configuration SRHttpSetting22334 22334

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header

@ Web application firewall
unaltered to the backend. Multi-tenant services lie App service or API management rely on a specific host header or SNI

% Backend pools extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.
Y= HTTP settings Override with new host name
p o)
& Frontend IP configurations 2
33 Listeners Host name override

N (®) Pick host name from backend target
Rules
(O Override with specific domain name

1 Health probes

1! Properties
eg. contoso.com

B Locks
Use custom probe ©
. ®
Monitoring Yes (® No
N Alerts

fifl Metrics

e

B Diagnostic settings

* %M 22334 LR HTTP 5 HTTPS

9N WebSocket £/ HTTP, iEER5iwO 80 HREMIEE,
9N WebSocket 5/ HTTPS, iBfEAS5HNO 443 HHRINIRE,

4. NI |P ik,

Home > SRAppGV1

&5 SRAppGV1 | Frontend IP configurations - X

Application gateway

O Search (Ctrl+/) | « [P search frontend IP configurations
R ALcEss Conuor A .
Type Status Name 1P address Associated listeners
@ Tags
Public Not configured
& Diagnose and solve problems
Private Configured appGwPrivateFrontendip 107.06 SRListener80, 2 more

Settings
& Configuration
@ web application firewall
® Backend pools
= HTTP settings
B Frontend IP configurations
23 Listeners
Rules
' Health probes
11! properties
B Locks
Monitoring

AN Alerts

Metrics

B Diagnostic settings
5. AINIAES,

im0 80, 443 # 22334 LAsNfirRes, FI40:
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Home > SRAPpGV1

53 SRAppGV1 | Listeners - X

Application gateway

£ Search (Ctrl+/) « + Add listener () Refresh
2 ACtess Conon Ay
Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
@ Tags Application Gateway, it is automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules.
Learn more about listeners and WebSocket support.
[P Search listeners

£ Diagnose and solve problems

Settings Name Protocol Port Associated rule Host name
& Configuration SRListener80 HTTP 80 SRHttpRule80

@ Web application firewall SRListener443 HTTPS 443 SRHttpRule443

% Backend pools SRListener22334 HTTPS 22334 SRHttpRuIe22334

7= HTTP settings SSL Policy

& Frontend IP configurations The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.

Learn more about SSL policy.
Selected SSL Policy
L Rules Default (change)

25 Listeners

' Health probes Min protocol version

" TLSvi0
11! Properties

Cipher suites

B Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
W Alerts TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
- TLS ECDHE RSA WITH AES 128 CBC SHA

@l Metrics

& Diagnostic settings
« 30 80 ERIMIFER

p — ! SeNiCESI S —

Home » SRAppGV1 >

SRListener80

SRAppGWV1

name (@

SRListenerg0

Frontend IP* (i)

| Private A4 |
Port * (&)

[ 80 v|

1@

HTTP TTPS

Associated rule
SRHttpRuleg0

Error page url

O Yes @ No

o im0 443 ERYIIPRES

PIEBERIEBHECE HTTPS (PR AIIEB EHE Azure 1P, BXEMER, ESIH TLS £1b
SFIERMEZBERIES.
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Home > SRAppGV1 >

SRListener443

SRAPPGVT

Frontend IP* (@)

Private = |
Port * (&)
443 /|

Protocol @

Choose a certificate
O Create new @ Select existing

Certificate ®

| Ibde v

\:' Renew or edit selected certificate

Associated rule
SRHitpRule443

Additional settings

TISTEmeT Tfpe (0

@ Basi O Multi site

Error page url

O Yes @ Mo

o %0 22334 EAY0AEE

9N WebSocket /A HTTP, EERS5HEO 80 HHREMVIZE, 1R WebSocket £/ HTTPS, &fER
5340 443 HENIEE. UFREISTRTHO 22334 £ HTTPS (338 &,
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= Microsoft Azure ' Search resource

Home > SRAppGWV1 >

SRListener22334
SRAppGY1
Listener name (@

SRListener22334

Frontend IP* (i)

| Private s |
Port * (i)
| 22334 v|
Protocol @

HTTP HTTPS

Cheoose a certificate
O Create new @ Select existing

Certificate *
| Ibdc v

D Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

O Yes @ Mo

6. BUEIERERERMN,

HimE 80, 443 1 22334 gl Fla0:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 295



Session Recording 2209

P Search rsoutces,sevioes and docs (G+1)

Home > SRARRGV1
53 SRAppGV1|Rules - X

Application gateway

[0 search (ctrt+n « =+ Request routing rule
A AGKESs CONUO! AN
[ 2 search rules

@ Tags
Name Type Listener
£ Diagnose and solve problems
SRHItpRuIe8O Basic SRListener80
Settings B
SRHttpRuledd3 Basic SRListenerd43
-
& Configuration SRHttpRule22334 Basic SRListener22334

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

1 Health probes
11} Properties
A Locks
Monitoring

B Alerts

fil Metrics

B Diagnostic settings

« 30 80 AYREEFLIY
SRHttpRule80

SRAppGWV1

Configure a routing rule to send traffic from a given frontend IP address to one or maore backend targets, A routing rule must
contain a listener and at least one backend target.

s ]
[ =}
m
o

me SRHttpRule80

" Listener | “Backend targets

A listener “listens” on a specified port and IP address for traffic that uses 2 specified protocol, If the listener criteria are met,
the application gateway will apply this routing rule.

. SRListenerso Y
Listener *

SRHttpRule80

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

=
&
o
&
3
o

SRHttpRulesD

“Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection

Backend target * (O | AGbackendpool ~ |

SRHttpSettingao N
HTTP settings * (0 | P el |
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o U500 443 BIERERFNI
SRHttpRule443

SRAppGY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRuled43

*Listener | * Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

| ~
Listener * SRListenerd43

SRHttpRule443

SRAppGW1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool (:) Redirection

Backend target * | AGbackendpool ~ |

. SRHttpSetting443 ~
HTTP settings * @ | P 9 |

o W0 22334 MERERALN
SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule22334

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule,

i %
Listener * SRListener22334
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SRHttpRule22334

SRAPPGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend poal O Redirection
- AGbackendpool s
Backend target * @ | ackendpoo |
| SRHttpSetting22334 ~ |

HTTP settings * (D

7. $#%®=%7 Session Recording Server # Azure VM iR INEI Simith.

8. RIBHIRFLXE CTX230015 A2 E Session Recording Server ,

R R

October 21,2022

RS BB & TER% Session Recording A 32L& 2 [FRI e BT —LLRMAER S Ko

i

o
= .

AMRFEFALRSHTENG, ARFEENTRRERR. Citrix TEHRIEEEMRFESEA T LS
MEYERREBIS URRR, EREMRFIESRTEIENG, EREIMRZE, BSLHITED,

LRSS ERA MR

October 21, 2022

%% Session Recording Server B#&K, #HE/REEIRMAES 2503 #1 2502,
fRRAER: EEXMHE C:\windows\Temp BiARIEFITIR (ACL), MR “AMAFMA" X HEEEE AN
PR &N, BFEhRINE AR,
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REGEFNE S BHRERERKW

October 21, 2022

% % Session Recording #4iE %3 Session Recording Server B, MifiEZELMH E 755128 S Database
connection test failed. Please correct database instance name (FUREEEENIREM, EHE EHIERES
BIRFR) , BNESIEESSHIBFREMRB L.,

HEWERT, ERELFIAFEE R SQL Server AR, AT LEIEMREREIKK,

RIBTLREEEBRSS 25

February 20, 2024

Session Recording Agent 7 %% #% Zl Session Recording Server B, 332 ® Exception caught while
sending poll messages to Session Recording Broker (@ Session Recording Broker % %% i34 2 8¢
BRIRE) EHEHBURREXNS, EEEXAREEZRLAMHNER. XLEREGHE:

o ERERBEXE, T SSLITLS Z2@ERMEEXFR. LLRERT Session Recording Server EREH
Rt Session Recording Agent HARS B R EEHEHE Session Recording Agent BIfRS5 28848 CA
IEBH CAEBIES, 3E, IEPIRETHH KD H.

RS TEHEE Session Recording Agent B9ARSS 28 R4 IEHRY CAE, HRAZEMEN CA

o EIZARSERIREIHIR: (403) ERLL, BAFEAFTREHN HTTP #TEENSEBIIARE HTTPS 1%, 118
Session Recording Server (it EHIELZERE, RAZITENUESRLEE,

fRR7ZR: £/ Session Recording Agent E 13§ Session Recording Broker &2k HTTPS,

+ Session Recording Broker 7Eif{& R IR ZMAIREIARMEIR, #HIRAE 5 (hEEELR), GXi¥HE
£, 557 Session Recording Server EWEHHE. BoIREHBERETREIEITENS L E LR,
SHULEIRMWERRN: M Session Recording Authorization =Hla MK HAEHRRTEES S HKR
IERAPAE (BHUARRR) o

RRFR: BEBIFMNRIENAPARNELAE, FFHEES Session Recording Agent S MRS 28
AINEREE A ER,

o HEiiEREXH, RSBXEAT AR REIREHERE. WWEHIRRT Session Recording Server BX#%
TEEZIER, IS AIREL FRINRSHEEN BT, HEE MRS B[BAIELFHRIKS.

fRARFZR: WIE Session Recording Server @& ERhHEETING, R IS EERS S LIET,
o mIZPRSZEREIFIR: 401 CREFRN) . KEFRBEIUTAHRENR:

- 7£/35h Session Recording Agent ARS3EY, #iR 401 #iRMEIRBWIZSRESHBE TR,
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- HRBEEMTE Session Recording Agent 5K,
- 1£ Session Recording Agent EXRBRIISERHIH

fR75ZE: #if® NT AUTHORITY\Authenticated Users 4822 Session Recording Agent tasithi A 4R
BYBE 5o

‘A Computer Managemen
File Action View Help

o= rEHXE= HE
& Computer Management | Name Description
4 it system Tools & Administrators Administrators have complete and unrestricted access to the computer...
» O Task Scheduler & Backup Operators Backup Operators can override security restrictions for the sole purpos..
’ @ Event Viewer & Cryptographic Operators Members are authorized to perform cryptographic operations.
: : fg:;?i::r:;; G & Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
= Users & Event Log Readers Members of this group can read event logs from local machine
1 Groups B Guests 'Users Properties S m1 by defaul...
» (@ Performance JES_1USRS —
& Device Manager 2 Network Configuratiq | | General es to ma...
4 &3 Storage & Performance Log Use _ € counter...
=7 Disk Management || & Performance Monito k‘l Users locally a...
> £ Services and Applicat| 3 power Users ossess limi...
# Remote Desktop Use o - - ly
. Description: Users are prevented from making accidental or intentional
& Replicator E | N system-wide changes and can run mostapplications b
& Users | > \lystem-wid...
& HelplibraryUpdaters M mempers:
& Message Capture Usd)| | | ¥ CITRITE\Domain Users Microsoft ...
HsQLServer2005MssQ| E‘ \[es to be as...
2 5QLSenver2005MsSQ) g*:;{i:THOR"Y“”TERACTNE 154 |les to be as...
2 SQLServer20055QLBr ||es to be as...
HSQLServerDTSUsersNy ||es to be as...
&SQLServerFDHostUsell| \[es to be as...
HsQLServerMsASUsery) ||es to be as...
HSQLServerMSSQLSend ||es to be as...
JESQLServerMsSQLUsel) ||es to be as...
.‘.E'SQLSErverReportSe W ’ Add... ] [ Remove ] acrla:gf:ﬁm:civfi;;gzl:liﬂﬁrr::mn&ger s to be as...
@SQLSewerSQLAgem i logs on. \[es to be as...
B WinRMRemote WMIU|)| \higement p...

T

& _vmware_

AR5 e T RIERR B IEE

October 21, 2022

% Session Recording Server Fi4iE#ZI Session Recording #iEER, AR ETRRMUTABNEIREEZ

BHXRR:

5 SQL Server EiEER A+ 5MEH XNRLFRENEIR, LERENENARFEHAETHR, ID 72047, 7
LU7E Session Recording Server EME4EERPHIEGEE.

Citrix Session Recording Storage Manager Description: Exception caught while establishing

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 300



Session Recording 2209

database connection. (Zi&: Citrix Session Recording Storage Manager #i&: 337 #iE EiE AT
FRIRE,) HEHIREERTE Session Recording Server WEHEEBRTNNAREFEFBEH,

Unable to connect to the Session Recording server. Ensure that the Session Recording server
is running. (&%i%#3 Session Recording Server . &#if® Session Recording Server [E#£iE1T. ) Bab
Session Recording SEizHI A2 BRI EIRES.

RS ER:

o WEIRII RS2 ERE T Microsoft SQL Server, {Bk&EHA Session Recording Bt & EHIFIARS R IR B.
ZIRSBBABEA TCP/IP thil, ##iz1T SQL Server Browser f[R$E. BxBHAXELIZBNEER, ESHE
Microsoft x4,

+ Session Recording &R#8iial (“B1E” #49) RMETHIRMVIRS B/ HIEERSS, EE Session Recording
WIEEHEMTE, MIRHERNER.

+ Session Recording #URERS /AT XARS. BERIEZRSBES L TFEERS.

+ & Session Recording Server 8t &M=t E Session Recording #iBER S 23T BN T AT A
# FQDN = NetBIOS &#F. &R ping <X LA RES ol .

+ #2% Session Recording #IBESR M AIEEE, UHEFELYF SQL Server %, BEXFHER, EBHA
https://docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-
allow-sql-server-access?redirectedfrom=MSDN&view=sql-server-verl5 Lt# Microsoft X,

Logon failed foruser ‘NT_AUTHORITY\ANONYMOUS LOGON’.(F5~ “NT_AUTHORITY\ANONYMOUS
LOGON” ER%kM,) WEiRHER AL U \administrator B4 $#i21E R T RS,

BABR. BUSHAGAFR SHENRRBRS, FEMB SQL RS,

RARFIZIE

February 20,2024

MRKMINRHIRIE, ERZE Session Recording Agent 1 Session Recording Server FHE#4EERFHINA
BFEHES. XEHELIRHENMENIZEES.

WRAKRFIZE, AJREMIRERIBEL TFR:
o AHEEFIER, MR Session Recording AHHEZETEHITIBIE, RIERFITREKN. BERRTHE
&, FRIEREERMEAG EREENERERNITEN, URRBIIBREHENAEBERRE,

+ 3F Active Directory i5i51%. Session Recording i&it#7E Microsoft Active Directory 3 f & #iz1T,
NRIERTE Active Directory FFIEHIETT, FIRERBRIRHIRI. HfRFIAE Session Recording AH-ERTEE
F Active Directory 18 R 9T B _EiB1T.
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s REHESEDRIEHR
ER—RIEPITF I BIEFER R A SR B —
ERRHNSRIEIRIERS VDA EA AR

. FEMRFIRBEEENAWRBIZGE, AFIERH,

TERGIREER AT RE NHES

ERRESRGIREEANE, FTEREIS

1o

Session Recording fR5 ka7, W FERFIN=IE, Session Recording Agent BRSHAES

o Session Recording ¥ EHKRIESAFPITANE - ERHBRAREFELE, WG
TAEFEMNRE, BMES
IR 2o

EHESEMREAR, 1B

FEARS. RINERT, EZRIERERS VDA £R% Session Recording Agent al/5 /8 VDA BIR#IIh

ZIERER

4 VDA LizfT, #H Session Recording Storage Manager RS J7EHEE Session Recording Server

i &N _EiETT.

HitEH L EFREE MSMQ, AJRes HIRE R,

+ Session Recording Agent &Y Windows £ &Ei+#k88 =% EZREHRF, &8

Agent LRI BREFEEHRETILTHIR:

KECE MSMQ, R K7EiE1T Session Recording Agent #9AR5528 LUK $EE Session Recording Server

K7 Session Recording

(@] Event Viewer (Local)
7 Custom Views
v s Windows Logs
[+] Application
[&] Security
7] setup
[#] System
[7] Forwarded Events
= Applications and Services Lo|
.4 Subscriptions

Application Number of events: 140.773

Level Date and Time

O error 03/11/2023 10:45:44
D eror 03/11/2023 10:45:44
(@ Information 03/11/2023 10:45:43
(@ Information 03/11/2023 10:45:43
(@ Information 03/11/2023 10:34:42
(@ Information 03/11/2023 10:44:41
(@ Information 03/11/2023 10:44:41
(@ Information 03/11/2023 10:44:40
(@) Information 03/11/2023 10:44:40
(@) Infermation 03/11/2023 10:44:40
(D) Infermation 03/11/2023 10:44:39
(@ Information 03/11/2023 10:44:17

Source

Citrix Session Recording Agent
Citrix Session Recording Agent
Citrix Session Recording Agent
Citrix Session Recording Agent
Citrix Profile Management
Citrix Profile Management
Citrix Profile Management
Citrix Profile Management
Citrix Profile Management
CitrixCseEngine
CitrCseEngine
CitrinCsefngine

Event ID
1006
1007
3001

Task Category

None
None
None
None
Nene
None
None
Nene
None
None
None
None

Event 1007, Citrix Session Recording Agent

General Details

Exception caught while starting service.

--- Exception Details ---

Type: System.InvalidOperationException
Nfessage: Category does not exist.

Stack trace:

at SmAudAgent PerformanceDataCollector..ctor()
at SmAudAgent.LogQueueProducer..ctor()

at SmAudAgent. TheService LicenseTimerCallback(Object state)

categoryName, String counterName, String instanceNarne, Boolean readCnly)

at System.Diag 5. ounterLib.C

at System. Dy eCounter.Initiali 0
at Systern.Di ics eCounter..

at Systern.Dy Perf Counter.

categoryName, String counterName)

g machine, String category, String counter)

BRI, 1EE

PS*’!\’!—‘

DP 7 o ﬁﬂ%:ugguri'%ﬁ%%aﬁﬁﬁ

R

UEER SN A SRTA (CMD),
@EEAN cd c:\windows\system32\ &fnZzl windows\system32,
#A lodctr /R, #A/5#% Enter &,
#17 lodctr /R&</E, FLEERMITHRBOIEIWER, EREITHBRS, &
nmaLi@EiEfT lodectr /E:

WAFER TS BRERFRA MRET RS

lodctr /R &<$EERMREITEIEE.

iz17 lodctr /Q

[counter name] &$BERE
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TEEE R RIEREN

October 21, 2022
WNRTEREM Session Recording Player EERIHINBIIRM, AIAERERUTHIZES:

THRHENZIEXHERK. FARATFERNSIERER. RSB[BEENFRITILINEE, ILHEIRRARSB[EENFRITICR
Fo

fRoRSZ: 7z Session Recording Server B, EFBHIETF, AEERAFENRIFEREEE,

REISCH BT

October 25, 2022

o EERBTEERIFNAFTENREIMGE, AJEEFS1E Session Recording Agent WEHHEHREFIE S,
=4RR: Citrix Session Recording Storage Manager
REE: REISH <icl XHE > Fi2PHUREX

5 MCS = PVS 6728 VDA BRB 7 EMEHRE T Microsoft Message Queuing (MSMQ) Ff s HEItL ]
A, EXMIERT, VDA B MSMQ 89 QMId ¥48[El,

fRRAE: RET VDARIEM—M QMId, AXFAER, BBATE. FAEMEEH,
o ERBRE—FHIXMER, Session Recording Player ATRESIREREEIR, HiIETEE - “The file being

played has reported that an internal system error (error code: 9) occurred during its origi-
nalrecording. The file can still be played up to the point that the recording error occurred
(BN HIREERERFISEPHE T —IMATASER (BIRNE: 9). BEXHNERRELERGIE
IRIVALE) o

FHEFZER SIER Session Recording Agent EME AR ANARBESHHE IR,
i@ )R 7535 7£ Session Recording Agent £i3& HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\SmAudBufferSizeMB BEXNESHELIE, AREHRBIITEN.

JUIELAfFiERR

October 21, 2022
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&% Session Recording Wyidi2m, AHAIAET EEREHMAN, FAIEAMHERRES Session Recording Server
(Broker) i@z, BIMERT, Broker (—# IS A) /A IS BIAM Web i IEHRBREL L. NMREMAGTE
E#ZE Session Recording Server , MIEfAHESIREZNTEEHESEK,

Session Recording Agent #1 Session Recording Server (Storage Manager #1 Broker) £ BEFEMH4HEE
I RIEEEIR, AL E Session Recording Server BitBHMEHEERHPEFHSE, Session Recording
HRBEITHIGH Session Recording Player 2E LA EZRERE L EREEHEIZER.

I%iF Session Recording Agent 25 B %%

BREIRET Session Recording Agent MRS 28,

MIFsaZE e hi%R Session Recording Agent E(4%.

£ Session Recording Agent B, #EiEE,

I5iE7E Session Recording Server ZE;H N\ T IEMAY FQDN,

WIEEMERTZRIERERSLH VDA RERILUIAIEIESR Session Recording Server MEIRHAYARSS 28,

Lok w e

BEXPFMER, BERANELT AEETIRSS.
pE=

RENAEFEHFASHERIER THIRMNES,

IF Session Recording Server EE B %
/J\/[:,\:

AMRFEREFFISSHTEND, URFEENTERERS, Citrix TAREREMERFESRER RS
SBHMBVEREEBFURR, ERAEMRRIESRE BN,

L REEE Session Recording Server BIit&E .

AR RER.

F2EE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

3%iF SmAudDatabaselnstance HERTIEMSIA T SQL Server Ll %= %#H) Session Recording ¥k
B,

> wn e

BXIFAER, BERRSHETAEREINIERE,

I%iF Session Recording #iEER T EERE

1. 5/ SQL BT RITAESREM Session Recording #iEER SQL %4,

2. ¥T7F Session Recording $iEENZ £ MR,

3. IRIE Session Recording it &Mk 2 EERUAMEIERE, B, NREE Session Recording Server 89
HEHE MIS &5 SsRecSrv, NHTUSHIREFTHITENKFEE N MIS\SsRecSrv$, ZERER
% Session Recording #3REHRE#1TEL B,
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M 1S

AT L@ fE R Web 355283418 Session Recording Broker Web TiE#:Mlif 5 Session Recording Server IIS 4
AEE. ©RUEEBEHE Session Recording A EINEERARE B R B HIREENIMYEE. IERRAREE
Session Recording Broker B tHELAY A RR,

IiIE Session Recording Agent 19 IIS &E#z:

1. BRERET Session Recording Agent #ARS 23,
2. #TFF Web %328, HRAUTH#AL:

« WFHTTPS:https://servername/SessionRecordingBroker/RecordPolicy
.rem?wsdl, Hf servername 71 & Session Recording Server BitEH& .

o SXFHTTP:http://servername/SessionRecordingBroker/RecordPolicy.
rem?wsdl, HEf servername A& Session Recording Server B9+ &E#&#F.

3. MBRFIRTEHTT NT LAN Manager (NTLM) S4I8E, EEREEERAKAEHITER.
I3iF Session Recording Player #9 11S i%E#%:

1. BREIRET Session Recording Player FT{Fik,
2. #TFF Web %328, HRATHAL:

o S¥FHTTPS: https://servername/SessionRecordingBroker/Player.rem?
wsdl, Hf servername ##t& Session Recording Server BitEH& .

« 3t F HTTP: http://servername/SessionRecordingBroker/Player.rem?
wsdl, HEf servername A& Session Recording Server B3t E#HE .

3. MRRSIRREHTT NT LAN Manager (NTLM) S48, EEREERRAKFHITE
I Session Recording SRBSIEHIG R 1S FEi:

1. ERFRET Session Recording HESIEHI & HIARS 23,
2. 77 Web %3588, HMALUTHAE:

o SAFHTTPS:https://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Hf servername ##£& Session Recording Server BitEH& .

o SXIFHTTP:http://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Hef servername »#EE Session Recording Server Kt &N &R,

3. MBRFIRTEHTT NT LAN Manager (NTLM) B4I8E, EEREEERAKPEHTER.

MBEERKEBRPER XML X1, ©RIEIE Session Recording g iEHI& EEIERRENDIGEREE
Session Recording Server.
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SHEBE A TR R R

REE HTTPS fEREEHIN, MAMERRS IEHITHEE Session Recording Server MitE#1TRE. FiE
{45 Session Recording Server BIEZHMEBIRIEBMENM (CA). BN, EHZEIMEZEZIAIFERK,

ATEMR 1IS EiEp RIS E@ig ia Session Recording Broker Web TIERIMIAIER. NREEB RS MAY
B9 XML TiE, MEEBERREIER.

TEHRIEBEASBERRMH—LEERG:

o IEPTHBESK. RIBTT Session Recording Agent HARSE 2388 AT EERS SFEBHIIRIES, WEEE
MEME, Fi@id HTTPS i&E#3I Session Recording Server, NMISBUEZEALN, BRIEFFEHAEETEE
£ Session Recording Server EHIARSS2ZIEH.

o« MAL—H. MRHELAIEE Session Recording Server Bt EHIMRSSHEHEER FQDN 8RN, NiE
%%l Session Recording Server BY, FrEEZRIAMIIHTRMERZ FQDN, MRERANE NetBIOS &7,
7@ Session Recording Server 89 NetBIOS & #ixt A #HITEE,

o THARER. MERSHEPELH, NiEiE HTTPS 5 Session Recording Server HiEEskM. BRIE
HELAIEE Session Recording Server it ENMER SR BEE B RER T H,. MEERE—IEBN=IE
RHBTHFESR, Session Recording Server E#BEHIREEIRES, RPIIPEILH, HEEHEE
AR E HIH R,

fERREMESERRAI R

October 21, 2022
WNRAERA Session Recording Player R R HI4HEVARIEM, NAltxERUTHIFEHE:

s BRI REXHRK. TEBITIZERS RS servername, HF servername Jy Session
Recording Player i iZ#%5IMAR 528 & #. Session Recording Player F3%ifial Session Recording
Server, BRMATRERE: BATHIRMIRS B[/, HE DNS TEBRARS BB Ko

R NIBREERSEEH, ROEERT R > %0 > 5%, HKIE Session Recording Servers (Session
Recording Server) FIRFFILHRSB/IMEE Ef. MREH, BESGSRREAOTIET ping &<, MU
EE BT AMEITZETR. Session Recording Server &b FXFHBHNRSE, ERIRHINKIEXHLM, Hig
HERTERRITIEIRS 2

o THRBARRIZARSS 8. Session Recording Server &b F XA BAVRSH & E IR,
IR Z: WIE Session Recording Server 25 B

o HIEIEL. MRAPRBIRTFEEN THRHNZIEXHINR, TSR EBRGIELER,
f@RA%E: R Session Recording Authorization #EH & EAA D EBKRE A E.
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s NETHBHRERACH, HiEWEL, ELET Session Recording Server iR+ EH L& % Session
Recording Player iY, FBNERA UACHBERT, SRR, EEREERNEERHFAIETE BN
ERGN, ZATNIENEEERAF AT HBIETHBNNE,

fRR7S

b

- LUEEF 51517 Session Recording Player,
- ARERRPMIFRNMESRERERE,
- EBIMMITENIMIE Session Recording Server siZ#k Session Recording Player.

o BRREINIEXHRY, BEEZEEXHA. TEN SSLITLS ZLBERIEEXFK. Session Recording
Server FANREFHIGEREETEE CAIEHHN CA LIRS HIMLLEIR,

fRRFAZ: 1ERET Session Recording Player BT fEuh R F#fE Al =89 CA IEH,

o EIZARESEMREIEIR: (403) ERLL, WHASIAERHTTP GFRESWMmY) #TEZNEITE HTTPS $#i%.
ARSSBELERE, RARANBRT, RHEENERREERK,

f@R7%: M Session Recording Player &=/, ¥ T H > %I > %%, M Session Recordings
Server 5RAPIEEFRS S, ARREEN. KUK HTTP EX09 HTTPS,

MSMQ #FEHERR

MR TBEHNES, BIWEEE Session Recording Player R T ERGHRAIMEMRFISCH, MRT MSMQ =7
#. WIEPATIR B BEREE Session Recording Server (Storage Manager). £/ Web 358X 2 BEEE
EHiIR (WREE HTTP 5 HTTPS B MSMQ &=t

WIEPAT B D BERE:
1. ZREHE Session Recording Agent HiRSS 23, AEEEEHMT.

2. WIFEIFEE Session Recording Server Bt BT R E BB EEERS,

o MRIRA R waiting to connect (FFiEE), MANAFIPEHES, FEMA HTTP = HTTPS (5
Session Recording Agent B FHERET £ EFREN Y —), BERITHE 3.

o MRRSHEEZANTITEEHES, WILE Session Recording Server MRS 2B AIREZ/ERE, &
B RE 3 HRTIR 40

3. MENFIPEHEE, BT Web LTI HEA LT

o XF HTTPS: https: , Hr
servername A& Session Recording Server (&M Z 5,

« 3f F HTTP: http: ’
servername A& Session Recording Server B+ &M B,

+H
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MBI TIEIR El—1MEIR, 5140 The server only accepts secure connections (fRSBNIETRLE
%), 154 Session Recording Agent E1¢4%Ha9 MSMQ thiXEekAn HTTPS, MRZAERS Web 15
ANRSIEBEFERD, NRRE TLS ZTLBENEEXAELMA[, EXMERT, BELEERN CAIE
B, FEAAE CA.

. WRMAFIFEEHEE, BB RIEE Session Recording Server BIitEH, HEBLHMY, % citrixs-
mauddata. MRFIFEEE CEEEF), BRIE Session Recording Storage Manager [REREER
&, WMIRFBE, BEFHBERS.
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