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HTIEINRE

February 20,2024

2107 pYFTIEIEE

tEhRAEFE LA T8 ThaE, HEMRT J1- ) LS A A5

EHMENTSRERE

2106 FRSINT XEMHRFIXM - EREANSIEPRREIFES RS, MABREARE. B8, AREBRT, SN
EMRBIBEAERLEEM, ErRREEMNTEREIER. BARESE, ErIUEREGMNEBECEILRFITTH
(BFHANDSRERD) . BXFAEE, BBRAS RN R,

[E Citrix Session Recording Policy Console — O X

File Action View Help

o= 25 0 HE

[Ep Session Recording Policy Console Policy Name Description
v & Recording Policies

— E Do not respond This policy will disable all alert notifications.
E Do not record ?3 New event response policy
[#% Record event only for everyone with notification [= New event response policy(2)

[E Record event only for everyone without notification
[% Record everyone with notification
[E Record everyone without notification
v LE“ Event Detection Policies
E Do not detect
[# New event detection policy
v [ Event Response Policies
E Do not respond
[ New event response policy
[E New event response policy(2)
[% Recording Viewing Policies

'

FEAhRAES, FAVFEFERGEIRREERRANEMHMARE, FEHASIERREERR NEHEINERRE,

BfEEREHR

January 26, 2022
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tbig3d&R: Session Recording 2106

Session Recording 2107 &N T L FES:

« ¥ Session Recording Mhis 7.15.8000 A%k 2106 f5, FJREFEEIE REST APl B E X REKR.
[SRT-6083]

« BIfE Session Recording Agent #&FHAIE1T, WATRETERFEIRIE, [SRT-5864]

EX9)
April 3,2024
TEARRRAARHE T LA TR

« SNREER Citrix Web App Firewall (WAF) signatures to mitigate in part the CVE-2021-44228 vul-
nerability (BT #H &M CVE-2021-44228 iK:AK Citrix Web App Firewall (WAF) %) , Session
Recording Tl 8 T A R M HAIE1T. BRI, EREHY Session Recording Server £ [P #iiik K
NetScaler i%89 mitigate_cve_2021_44228 5 HHBR, [CVADHELP-24365]

« fER#E T Session Recording HE&ITHI & BT EH L BG4 E IR BARAY A F 5 LR B AR pn SR BE A M #
EFMERNAAAMEAR, B2, AT tERINRNAMABA RERMAMAER, FERNKABF,
[SRT-5769]

« WRM 2009 HERhRAFHL Web BHeE, WEIAELEERTF. BERRILEM, BEEKRINKNBES.
[SRT-5624]

+ J& Session Recording M XenApp #1 XenDesktop 7.6 LTSR @ &M hRAEFH EIRFMARZAE, Session
Recording BE X REEHMNU TGS E KR, BRRFERN, TR Session Recording B 5l & # kit 45 2 a1,
ERREEF 9 XenApp #1 XenDesktop 7.15 LTSR #53# CU hBEMMRE, RERKEEFRIIRHIRD.
[SRT-4546]

+ 308 Machine Creation Services (MCS) g Provisioning Services (PVS) €| Z1 VDA EEEENE
Mg H R T Microsoft JHEPRATI (MSMQ), MEFLERT, XL VDA alseEEHERMN QMId, XMHiER
ARERSHE MR, Fila:

- BB T REININ, WAL ERERIE.
- Session Recording Server AR EISIEFHES, Fit, RIFATREAELRFENKS.

BXRBRAENER, BBRE%TE. ALAMEHE, [#528678]
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B=HEA

February 20, 2024
Session Recording kg4s 2107 (PDF F&)

ZshirZH Session Recording AIaE B S1RIBA SR E XM FIF A ERNE =R

RGEK

February 28,2023

Session Recording & 1% Session Recording Administration 8. Session Recording Agent #1 Session
Recording Player, aIL{¥ Session Recording Administration 4214 (Session Recording #4iEF. Session
Recording Server. Session Recording $REgIZHIA) RETRARSVHFFANRSE L. UTHIFANAT
&1 Session Recording AHHIER,

BXEKPRSRA (LTSR) IR ERLL LIRS (CR) U EANE WinAAEHIEMER, BBRFIRTRLE,

Session Recording #iEE

SRR IER S

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

F#89 Microsoft SQL Server hks:

« Microsoft SQL Server 2019 Enterprise. Express #1 Standard Edition

« Microsoft SQL Server 2017 Enterprise. Express #1 Standard fgz

+ Microsoft SQL Server 2016 SP2 Enterprise. Express #1 Standard ks

» Microsoft SQL Server 2016 SP1 Enterprise. Express #1 Standard ki~

« Microsoft SQL Server 2014 SP2 Enterprise. Express # Standard ki

» Microsoft SQL Server 2012 SP3 Enterprise Edition. Express Edition #1 Standard Edition
« Microsoft SQL Server 2008 R2 SP3 Enterprise. Express #1 Standard ks

FiEM) Azure SQL $URBERSS

» Azure SQL &L
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« Azure E## (VM) £89 SQL Server
(EAAEYEMNZHEN Microsoft SQL Server xrZs,)

X #H) AWS RDS $#uBERSS
« SQL Server

=3k .NET Framework 4.7.2

Session Recording Server

SRR RS

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

HhEK:

« Internet Information Services (11S) 10. 8.5. 8.08 7.5

« .NET Framework 4.7.2 ik

+ 90R Session Recording Server £/ HTTPS fEAEBEMIN, BFMEBEER. RIAERT, Session
Recording £/ HTTPS (Citrix #%).

« Microsoft ;&EPrAFI (MSMQ), Active Directory £mATFEZARS, MSMQ HTTP #FAFEARS,

o HWERERBEICRE: Chrome. Firefox =k Internet Explorer 11 By& 3k

Session Recording HE&IEHI &

SRR RS

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016

E=R: .NET Framework 4.7.2

Session Recording Agent

HEERFIKIENED Windows Virtual Delivery Agent (VDA) %% Session Recording Agent,

SRR RS

« Windows Server 2022
« Windows Server 2019
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« Windows Server 2016

+ Windows 10, 2&{&hxr4s 1607

o EATEMEEM Windows 10 fkhR
2K

« B%A Premium ¥ a3ER Citrix Virtual Apps and Desktops 7 2106

« {E/ Platinum #FaI3ERY Citrix Virtual Apps and Desktops 7 1912 LTSR CU3

« A% Platinum #AIIEA XenApp #1 XenDesktop 7.15 LTSR CU7

« .NET Framework 4.7.2

« Microsoft ;4 2B A% (MSMQ), Active Directory &£ FEERS, MSMQ HTTP #EBAFERARS

Session Recording Player

SRR RS

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016
« 64 {ii Windows 10, S&{fhkr7 1607

Zk: .NET Framework 4.7.2
AR
£ 32 it Windows 10 £, R#efER SessionRecordingPlayer.msi X R &3, msi XM TF Citrix
Virtual Apps and Desktops ISO L/ \layout\image-full\x86\Session Recording T.
ERBRELR, BEEBUTIREMNIFiL ER%E Session Recording Player:

« BEOYIEN 1024 X768

s BMBREEDR 32U

« &2 GBRAM; ¥£% RAM #1 CPU/GPU ZREIiRSEMER ZHRERGIGIHMEEE, FHIRYREIGHEKX
EnpE Ry

12 MR B B BUR T REIAF B A/ NI BB BRI

NI

February 20,2024

Session Recording t#& 5 MAMH:
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+ Session Recording Agent, REMEENMERATEZRIERFRARERITRIERFAN VDA LAY, BTR
FAREl, ASEREIIEHIE,
» Session Recording Server, BTFHEUTRMMARSSS:

- Broker, IS 6.0+ {£&# Web R B2, A% Session Recording Player & HEERZ MG T
HIER, R Session Recording SRERIZHI & & MV RIS BEIRIER, UKiFEE Citrix Virtual Apps
and Desktops &iEHI R KK,

- Storage Manager. BEMENEREMA Session Recording Biz47 Citrix Virtual Apps and Desk-
tops Bt ENIEKBIMREISIEHH Windows BRS.

- BEAAEIZR. M Session Recording Server —ieREMALEFAMY, ATIZREEEM. RiAER
T, FiE BEIERBIEEEMER R CitrixSessionRecordinglLogging g9k SQL Server $iERE

o ERILIBE X EIRES T,

+ Session Recording Player, —# /A~ R&E, AF A M IIEA#ITIHRUBRRHINRIEX o

« Session Recording #iEZE, &1 SQL Server #IBEMNAN, AREERFINSITHE, REMANFN, B
INEBIE—1 R CitrixSessionRecording BykiERE, S LIE E X EIEER .

+ Session Recording KESizHIG, BT RIERIELUIEEERHNSIENEH &,

TEIE/RT Session Recording & MM UK S AN ZEHNXERA:

FL B REVEERAIF, Session Recording Agent. Session Recording Server, Session Recording #i&
[E. Session Recording HEg1zHHI & L& Session Recording Player #fi F& &5 A& EHE. Session Recording
Agent REGEERATERERERARBXIFRIERFAM VDA £, FZARSE[ATFIEE Session Recording
BRiEH A, F=AMRS A Session Recording Server, EMARSER[ATIHEE Session Recording #iE .
Session Recording Player R T fFifi b, IFRABINBNE P imiEE5RET Session Recording Agent
ISR T ZRIFRERSADN VDA #ITEE. ERAIERIE, Session Recording Agent. Session Recording %
BgizHl&. Session Recording Player L% Session Recording #iEE#B85 Session Recording Server #17i@

=
Bo
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L]

Session Recording . .
Policy Console Session Recording
Flayer

Session - /

Recording Agent

Desktop
0S VDA ﬁ
& machine
L —— or - Session

User device Server Recording
05 VDA ﬁ Server
machine

. Database

MXUERE

February 20, 2024

RHIFEEEIM
Session Recording A FEEASEEM (DCR) ETER. RIAMERT, WRB @I RFIEBERFSIE, N
Session Recording £ ZsiEHEA DCR, &AJLITE Session Recording Agent B+ EE%1TH.

90R7E Windows VDA 7.16 iR R ESI AR BN A EE M EEPEE T FL URL, WEEREIE Internet
Explorer 35328737 s x £ URL BYEIRZERD.

Session Recording R 3z #f Framehawk R, FEEEHRHIMFEM Framehawk EREXNRIE. &
Framehawk 27X TRENWSIETER B2 RIENER,

£/ HDX RealTime Optimization Pack 8%, Session Recording Fi& &I Lync MLSRE TSR,
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AILUBE R ER S 23T Session Recording AfH#1TEE, EEEBURTEMIFE,

Session Recording SERR T B M. Bk Session Recording Agent 4, EfthFra B9 TARS 8805 5,
BN, ERILIFRE SN it EMAE 4 Session Recording Server,

HE, MREEFEES MENARES, HITURFFSEREEENAERF (FIM, AutoCAD ZERERF), o
BEBESZRIEERE], WATREXT Session Recording Server AEREHREER, NEMMAERIM, AIURESD
Session Recording Server #/ERMEHF#&IhEE, LUE Session Recording Server 1E ARG HF &S TURER
KEARE VDA I Efa#,

BiINBIARSS SRt 2P E

BIEABERTRAI—IHAENHERNRIE, EHEAPHED VDA £2%E Session Recording Agent, %= F
RePHMEREREIETLF, Session Recording Administration 48 (Session Recording ##E. Session
Recording Server, Session Recording fEziz#I&) RREHMARS 2L, Session Recording Player &47E
TIrukE, 2BAUFHAERE, MIFLFHEFOP,

e mm mm mm mm m mm m mm e o mm m mm e mm m mm mm m mm m mm e o ay,

. \
Session | emmmm e m— .
i q \
Recording Agent Session | emmmmmmm——a .
. \
Session | emmmmmmm——m .

[

: 0l

i vDA [ E E Recording Agent E If o t :

| Machine &8 || VDA [ = . St;ssmn

| E— ./ Machine o ecording Agent
il

! VDA [=
' 1 Machine &S VDA [=
N S0 Machine B

D=th

User devices

—— = = -

1
1
1
Unsecured = mmm s W emmmmmm—m-- ., |
A SR [
Network @ : o] N : :I |
— | [ - [ -] i I

~
=Q | I oo i _ 1
! Session : ! Session Recording | Session Recording X
PRl | Recording Server 1 | Policy Console | s I
\ T —— . R ——— ’ ]
\ /

A ’
~ P
N e e e e e e e e e e e e e e e e e e Y e Y (M e e -
EEFEBIREM

+ AfE Session Recording AAHaERB EIRES, BRXLAHREER—MIFR, HEEBHEERETXEN
FRTEEF, FERRFALEEZTFAF, BRERREAAEBINMEEXRNTEEF,

o TRIBUAERMGNEFLLLRES, HFERNEFEEAES, Citrix BIXRER Session Recording Player
ERBE AN BREFHITRE.
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73 Session Recording R4£F2& TLS/HTTPS i@f5. H{R7E Session Recording Server L&+, H#E

RIEBME N (CA) 7 Session Recording AAfF EZE1E,

o WNR7EIETT SQL Server 2019, SQL Server 2017. SQL Server 2016. SQL Server 2014, SQL Server
2012 g% SQL Server 2008 R2 #9 Express Edition g9ihi7 iR 55 28 =4 Session Recording #ugE, %R
SBRUAEA TCP/IP 1Y, HBEXHE1T SQL Server Browser Bi%. BINER T, ZRAXEGE, BHHR
FE(17#EfE Session Recording Server S¥IRE#1TERS, BEXBAXLRENGEE, ESH Microsoft
XZE7 SQL Server A TCP/IP m&iid#l SQL Server Browser fRSS.

 #%I Session Recording SFEE, EEERIELZNNR. ERGNAERFNSIERZESSERHGN AR
FFH Session Recording sREGMNIAEHZR, Session Recording ¥EmnRIES AP T AN E—N B LGN A
BFHELE. ARIAE—MBAREFZE, BEER—SIEFRITANEANAEFERFREEENE— I NA
EFEEMNER, Fi, MRENKEIEHREH Microsoft Outlook, MRKIEERFFTF Outlook BSFF
¥5. NRAATE Outlook BITRHFTHE &% Microsoft Word, thsst Word #1724, Bk, MREFME
BE:RBERERH Word, HBBFER Outlook Z#iEsn Word, A=t Outlook i#17Rl.

« RETLUTE Delivery Controller L% Session Recording Server, {8 Citrix RENXAM, HAXSH
R4 REIR)RL,

« AILU7E Delivery Controller £%4 Session Recording SRE&izHI &,

o AILIER—R RS RE Session Recording Server # Session Recording SagizHl &,

+ JEH1R Session Recording Server (9 NetBIOS Z#iRi@id 15 M FRBIREl, Microsoft stEN B KEIL
BT 15 NFRIAIRE,

c BEXEMHATIRREE PowerShell 5.1 SiEB A, MREERET PowerShell 4.0 #9 Windows

Server 2012 R2 &% 7T Session Recording Agent, #&F4 PowerShell, RI&mIaE2SH APl AR%

Ko

MR

February 20, 2024
Session Recording BEE—NREMEP, HHBEERH#ITIHAE, HLL, Session Recording IFER%, BIFFEIA
HERRZH, BAFAAEUHRENHFESNNEERLINEE,

Session Recording A2 alfviE{si@id Internet Information Services (11S) L& Microsoft ;5 £BA%I (MSMQ)
SEH, 1IS 7E Session Recording Atz jaliRfit Web ARS3iBIE58%, MSMQ R4t T el SERVEURERNE, FTATM
Session Recording Agent [a Session Recording Server &R HIN IR,

RS

e g==N
= .

AMRFEFRERSBERG, JRFEENMRERERA. Citrix TEHRIEEIMRFERCHATLSELY
IMBYRREER IS LABRR, EREMRRIESRT BIEN, EREIMRZAT, BSBHTED.

MEIERERY, BEEWTREMEN:
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o BIREWRBE ML, Session Recording RAEMEAHEN LN FREERAG, TN, AERAI5IXRE
EiRY, HEMEJEEEMARRENSEEARS. RNENERFRANEELABDELEFRNARIK . TR
T—RIEAF A VDA RFEMEERINR,

- Citrix Virtual Apps and Desktops BB RFAE LGN ARFISEIMEMAFET VDA At SRR
A, MEXTRTAHERGAG, EER Windows HHIZE = A RA RFP Session Recording
Agent A,

- FJRSER Session Recording #uiEEEE R Session Recording SREEEE SR,

- BITENETES VDA BEGNROEA—MRSIEAF, 5326 A Remote PC Access #Y,

- K= IRRIP Session Recording Server st EEik A RS,

- EHIxIREET Session Recording Player Byt BEHAARINIR, MRREENHFPRFERERS, 18
MHZAFPEFEIERSHTENNSHNERR AR, ZRERIAN,

- ROTENERYIETENIER Session Recording Bz (#AR S5 28,

o TICHIEBURIEMM, Session Recording WARBISIEEAER), HRLEBERT, TEESTNORENT B
IR (BREFRTREFEE. RLEENEZSRE). BRIEATHEBELE R :

- BRIEHE TR EHIEHRER, TUIERA VDA MZOREEEIRE,
BERAROATERE, BERITUTRE:
1. ERPEHMBER, ARREEMLE.
2. BESRED+, ARRERHMNME FIRE,
3. EENARER TIER (X).
EZ17 Microsoft 3x&, MikA https://support.microsoft.com/en-us/kb/307973,
- REMEERASSEBNERHKEASIENATRERRHELSWITZ DB,
- BRERZFEIZTLEEFSHUE LRI L AREAMNFABE A Web ZAEFEH, TN, Session
Recording 2R#IEA 1.
- ERELRIE ICA 21F 281, XAFERIERBEHRESNEBRER.
- BRITBMNATERBHSMHRIESZE FINESER. i) HRELHHNKEAREFERS (Saas)
AZZEEIE

« Session Recording BEFLEAMBEHEMEN (FINELMERE. BIFRSR) THRIERSTHHER
ER, EEMEMRGIREUEHER EEREETIRESILA, HRIE Session Recording ThigR 2.

ES

s

bl

o

- I[ERfRIPZHF Session Recording MM ERLLEMIH R ZERLE 1AL AT A,
- BMNBENERE=ZAREMASEH Windows #l4kRI* Session Recording A . Session
Recording A E3E:
* 7£ Session Recording Server t

- ##2: SsRecStoragemanager.exe #1 SsRecAnalyticsService.exe

- fgs5: CitrixSsRecStorageManager # CitrixSsRecAnalyticsService

- FREXHIAITF Session Recording Server REEt i3

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server MR E

* 7£ Session Recording Agent -
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- ##2: SsRecAgent.exe

- Bg%: CitrixSmAudAgent

- FAEX AT Session Recording Agent R #43H

- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent IR E

+ 1£ Session Recording Server 738 2 BA% (MSMQ) i& & i im#= #1512 (ACL) LLFR &I & [ Session

Recording Server %i* MSMQ #t#E89 VDA 35 VDI it 8 #, FHBALLEKIENSIHENE Session Recording
Server ZiE¥iE,

1. #£BA T Session Recording K& Session Recording Server L% VDA = VDI i+8#| £ 28R
SRVEERMSEM. AEEHRBHEBATIRS,

2. M#E1 Session Recording Server £# Windows FiARBITHEET A > 1B EE,
3. TABRSHNABIER > HET > T AT,

4. BHEAMNY citrixsmauddata LITABMRE, AEERREMET .

k.3 Computer Management -0 X
File Action View Help
e Hm XE G = BE
& Computer Management (Lacal) T : ‘Actions
trixsmauddata ? |
b 1 System Tools — Properties -
b 2 Storage citrismauddata =
4 [y Services and Applications More Actions
b il} Intermet Information Services (115) Manager Group or user names
v (G Routing and Remote Access MEveore |
Services B, SYSTEM
i WMI Control B, NETWORK SERVICE =
b [ SOL Server Configurstion Manager 2 saLs
4 i@ Message Queuing B2, Admirigirators (SCL' Administratons)
1 Outgoing Queues B, ANONYMOUS LOGON L
3 Public Queues Add Remave
Fl Private Cueues
b8 citrimmauddats Pemissions for Everyone Alow Deny
b I System Queuss Full Cortrl | 0
Deiste ] O (&
Racane Mestage ] [
Paek Maassage ] O
fAeceive Joumal Message | O
For spacidl pemissions of advanced sattings, dick
Advancad. L]
ok || caca |

5. AMmELtbARSS 28 %E MSMQ #%iERIIHEIE VDA 24, HARERTRIXHEENR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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& Computer Management =|0]| =
File Action View Help
e »mm X 3 B
& Computer Management (Local) T T I_- Axctions
b 7l System Tools citrixsmauddata Properties ?
b 69 Stors e | citrixsmauddata -
o Securit
4 gy Services and Apphications P ' Mare Actions »
b W) Intermet Information Services (I5) Manager Group or user names
b [# Routing and Remote Access i, NETWORK SERVICE
Services R sols
& WM Contral ﬂ Admiristrators. (SEL\Administrators)
b I8 SOL Server Configuration Manager B, ANOMYMOUS LOGON L]
2 Message Queuing L WINTVDA [CITROGAWINTVDASH
3 Qutgoing Cueues
b Public Queues Add. ——
Private Queues
& citricsmauddata Pea’_'m%;ei:::a?r ';‘-.IIN?J‘J-"\ Al Deny
I System Queues Get Pemmissions r
Set Permissions
Take Ownanship _
Serd Message R =
Special parmasions
For special permasiona or advanced setbngs, chick Advanced |
Advarced
0K Cancel | | Apoy

+ IEHafRiP Session Record Server 1 Session Recording Agent M4 HE. BiXER Windows E=
HIEEATERBROZRFIFEHASE, AEREHATEERIIZERS S,

« HfRiE1T Session Recording AHHRSSREME LR R LM, MBEFRE, BHXEHENSTE—TRENE
BR, RERWNAGEBEREA.

o [REERIMFMEIE 51T Session Recording AAfFHIARS 25

« 7£ Session Recording Server 5HAARSS 38 Z 8RR AT, BALLIAREAARSS BAVA P AR REIM ST
o

« R4 Microsoft IRHMRIHIRLEH, RIF Session Recording Administration fR5528%0 SQL HuBE R
RS,

o REFFEERERIEEITEN.
o PARPREHRINA R BARFIRBREERFINRIE,
o REHFIEH, F/A Session Recording XHEZThEE, HE IS HigE TLS &=

« ¥ MSMQ &BRER HTTPS £l 757%2% Session Recording Agent EMA%IHA MSMQ il
REN HTTPS, BXFAESR, BHSH MSMQ #EH %,

+ 1£ Session Recording Server #1 Session Recording #tiEE LfEMH TLS 1.1 3¢ TLS 1.2 (#%) HEH
SSLv2, SSLv3. TLS 1.0,

+ 1£ Session Recording Server # Session Recording ##E#ZE F 2 TLS #9 RC4 ZEEM:
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1. M Microsoft A%BE4RIESE, SMENTENEE > BIRER > M4 > SSL iBBILE.
2. ¥ SSL ZBEAINFEKIRENERBA. MAELT, LRERENRELE,
3. MEREMR RC4A BIEM-

o EREBIRIPINEE. BRRIPE— Session Recording ThaE, fEXH T# 2 Session Recording Player
B SAHTING. BUNERT, EMLATFEARS, BT Session Recording Server B,

o REBMEZRRKEMMEZEZLDN NSIT 5S#1T7RM%E,

« 73 Session Recording & TLS 1.2 &t#¥.
BATEWNER TLS 1.2 fER@EIY, WUHa{R Session Recording AR EIHmR £ M.
EACE Session Recording /9 TLS 1.2 &5, 1EHTUTIRIE:

1. BERF#EE Session Recording Server Byit&Hl, RESIER SQL Server B inA G FIENIERF,
#7.NET Framework (k7 4 SiEShRA) &B=RMNE,
a) J9 SQL Server &% Microsoft ODBC IEz12F 11 (HESIRA) .
b) RA.NET Framework MSHEHERCE.
c) RIBEM.NET Framework ixA&x%% ADO.NET - SqlClient. BX¥4MEE, BEERA
https://support.microsoft.com/en-us/kb/3135244,
d) ¥ DWORD {& SchUseStrongCrypto =1 #i1%I HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFra
F1HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
7,
e) EEHBENITEMN.
2. BREFE Session Recording HkBgEH &8It EN. KA.NET Framework M&#EHMEFLE,
#HA.NET Framework (hiZ 4 XEShA) €BRNZ. AFIRBERNENAEZS5FSE 1-4M 1-5
HHE. MREEEES Session Recording Server #8RAMITEH L =% Session Recording &g
Hl&, Wel B SR,

9 SQL Server 2016 ZHiBIRASECE TLS 1.2 %45, 3BS85 https://support.microsoft.com/en-us/kb/31
35244, EER TLS 1.2, 3K HTTPS BZ&X Session Recording ARSI

B BMEEE

February 20, 2024

Session Recording R— 1M Ef BN RS, aIBEHTAREE N 5iE. BRiETT Citrix Virtual Apps and
Desktops FREEMERIN, LEMIETT Session Recording L EARBEFINER. B2, WREHLIGER Session
Recording %12 &iE, HEMBEIHHIRFNKTAESSREARERIEXHE BN, EREERENRAER) ,
JETERIK Session Recording SFEBER R AL,

AXNBT Session Recording WAISSIE AT BYE, MUREMFAUSRBIMRATESF AEHRERF.
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Session Recording H{+4BEBRIFHIT B

5%%m~=R8t, Session Recording I BERIFER N EERRA:
o XHERNRN

£/ Session Recording REIMKSIEXHIEE BE. CLARSERERA REENFHAAR G ME 2,
ZiafFEEE D Session Recording PRI T, MBI IOPS i@ b FRMsa 4. 10
o

REHHEXHRNRD, XEREMAMAEREEER ERG. REGELELHN, HAESE
ERZHEZEMMBAPENNG R REGCPHNNAEERIBFZTHE BRERERR
KiEFHR, AT RIFBRANWXHE KD, Session Recording &A= R X X, Session Record-
ing AT RBETMMANKIENER H.264 8, NTE/NREIXHEKR/DN. BERIINEE, EE Ses-
sion Recording Agent E£3 HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor
\Agent\DropH264Enabled &&x 1, AERKERAIELRHITERNEIRE AT EEHEAH

X1,
[«1} Create Policy
AL »
Edit Setting
Policy0 Use video codec for compression
Overview | Settings | Assigned to l -

Value: | For actively changing regions ¥

» Use video codec for compression

User setting - ICA\Graphics Use default value: Use when preferred
For actively changing regions (Default: Use when preferred)
¥ Applies to the following VDA versions -

Virtual Delivery Agent: 7.6 Server OS, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server

05, 7.8 Desktop OS, 7.9 Server OS, 7.9 Desktop OS, 7.11 Server OS, 7.11 Desktop OS, 7.12 Server

05, 7.12 Desktop OS, 7.13 Server OS, 7.13 Desktop OS, 7.14 Server OS, 7.14 Desktop 05, 7.15

Server OS, 7.15 Desktop OS, 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS,

7.18 Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server 0S, 1811

Desktop OS, 1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-

session OS, 1909 Single-session 0S, 1912 Multi-session 0S, 1912 Single-session OS

w Description

This setting is available only on VDA versions XenApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When 'For the entire screen’ is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
'For actively changing regions’ is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify 'Do not use’, a
combination of still image compression and bitmap caching is used. When ‘Use when preferred’ is
selected, the system chooses, based on various factors. The results may vary between versions as
the selection method is enhanced.

Select Do not use’ to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select 'For the entire screen’ to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

“ Cancel

o ERMXHFRHNLIEERK

REMEXH B E UEANAE L EIIRIRIEN ICA 1hiX B, ZXHEmEA TS Citrix Workspace
N REFHITBER ICA il ER. THITITH RV A RN SR B iEs . RMEEXY
F VDA T BMHWRER, HHRITME— VDA REIXEIERFRIFERLHAF F1,

Itb5h, (RRHIBETSFEREY ICA BHNEE, Mm#HE—F M. fli, FAREFTEINMNE P IHIRE)RMEHEE, EH
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ENAIUERKRESIE, MAIIIERHRIEMFL.

Tfh RN\ EMIERE

Session Recording Server R RHINRIEXHHRREE R, BTBAT Session Recording HWEZRIFRIERS
VDA ME &I BEVEXERHINIEHIB A% 3 Session Recording Server, Session Recording aJ LUMEAE
iR, HETURBREAMKE, EERNER—GRSHFATUMIENEIEEEYIERS,

Z[EEMSA Session Recording Server ZxpiEE, UKRRSSFAILUMIEMEFMHELEIBINRE, KRR UIEE
FNSIBAR R LR T EIBNE R,

EHBHIBRNRE, BERHINSIFHRUSPOREINSIFNEIRN, RERURFISIERENNE, a0, 78
N TERR, EEEERKIT 5,000 N Microsoft Outlook =iE, SMNSIEMNA/NNA 20 MB, EXMERT, #KiE
RNEZEARLH 3.5 Mbps, (5000 M=iEskLL 20 MB BRLL 8 /B, FEBRRLUE/NEY 3600 #), — P EELH Session
Recording Server i&#3 100 Mbps BiEM, BH EBHNEETEREMEREINENE, EBRIBRATME IOPS i
IEYYIERRRBILER ALY 5.0 Mbps B%iE, thRFZAIPRE, FLRFIR, LEEE (5.0 Mbps) EFHANZEE (3.5
Mbps), EFittR%I 5000 4 Outlook 2IFZAI1TH,

ST RENREEATHER, EAIRATARFNAR, MREONEX. BeRENEREREEMAREE~ER
M. =17 CAD BMKiE (HPEREN—BERE), FESEMLRLRAFE Microsoft Outlook A& xMzEILE
FHMEFHRIEFERNREIG, i, REEFEKREN CAD RIFTRESFESHARE, HEFTEFEMAES Session
Recording Server,

RAEMEE
FENTHRESENS—FLERER, ERXERBEAFNAMEEHERSHERER FTARR). HFAERFTE

B rE—EE (A9 SElg) BREY, & YFAEAFRRE Outlook I IREIMERIAVE FHBMHET, ATaESH
MREEH. Session Recording Server #9 5.0 Mbps R IEE R E UM X FHFRIANE R,

1 VDA LiE17# Session Recording Agent f f Microsoft ;& S BA%I (MSMQ) % R &l # $1E & E 5 Hh R
Session Recording Server Lizf7#) Storage Manager. ¥BUEMEMEAARNEE, SELMGA. BHFIRS 28
BEWA ZEfEEBE TS REM. R Session Recording Server MK T FVIBREZNBREHIE, FRHN
DEHIES IR FME, EEERRENSIEER. MRWEET, HEESTRSERFMHET VDA ERHIEATIH; a0
RHIEBRMHML, {8 Storage Manager MTEICFRBHEAMES, N7FFETE Session Recording Server ByUBA
5,

MSMQ Fa[fER BN Fl, AR Session Recording Server I fEk sErg i, RFINWEBIBRKRBZES D VDA
B HBAT IR, L IEMPERT, E—E R EFEHANEIR, FH MSMQ EAFEIE Session Recording Server fi#l
FAEFLER, MASPFHIMESIENRHIE, BRSELHIE,

MSMQ HIEERHZ A T IR FESIEESHETEEA R, LIRHIRETREA. MEHEIFEHEMEREER
ZHARFEERE A, BORFRUEREEREHSET, BEXIMERT, BEIREIGHNBIEREER. EXRTHIE
BISCAHIZART LURIR, (B REERREIHUE R ERNMIE, EEEUTRA:
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. BEAIRSSE (1§32 Session Recording Server) FINE ZHiE=E], FHFERML MSMQ ATLUE NS SR
RHBENBEZBE,

+ #%S1 Session Recording Agent 8§ “HE&EFEE" RBREBENELHRT (E “Session Recording
Agent B puiEsAm kL) FEREE, RIME 72008 (F/)8) BERERFNSRIBESERFTEEH
PR REIX 281, BFN)\ISRIEGEEE Storage Manager, JRHETEME (RERFINSIEH/D) B,
B LSS E. SAEH 365 Ko

MSMQ M5 —MREIZ, HEUBTRER, ATIFRSBIMIMIEE IOPS RIREAME NSRS, EIEBER T, Storage
Manager B MMKZZWIMAELKEE, MASKEIEERSAEE, FHEEESRNEERIT RS NEME, LB
RHEMNRIEX M. HIERERN, #E IOPSBEM=F: SXESBLATNEE. MNEEFIRMUREAXF. BT
Storage Manager E81RAH IOPS [R#l, Fit Session Recording Server FMERE LT, HEIHERES
2UiERR. ERERLLERSN IOPS BRI, AR TEIN:

« IR MSMQ FEE BB ES REIXFFEXHRRE, RE IOPS 2L4REBEMT =, EXMFAIBERRE
TEERM RN E,

o BNEIRSEREITRIPE,. RIEVERG, FREQINNAENESTAMLRS SR, XEHEEEER UPS,
R TURIHA LA B RN TF I

&AAREI

REINIFLUENEIEERRA KRS —, AURRSKRERKNNWE, HE7E IOPS HBERESRENNEIFEES. HF
XAMRE, EigiHE1 Session Recording Server EExR EMNERARE. NEEMNETR, FNEZRSENK
HOERSBHIMBREZSNERBETINITE, —RNZKZENZ UK KIEITED Session Recording Server
BAEN 50%. ERIEMNRGIT, MNRRSEEEBLE 5.0 Mbps, EBRAEM AR 2.5 Mbps HIREET. EF
BRHIE— Session Recording Server £4 5% 3.5 Mbps #9 5000 4~ Outlook 1%, MR/ EMREMAL 2.5
Mbps #3500 M=iE,

FEFN BT

EERERIEERIENA T EDRSH, FREITAIIERFIGLUHTRER. EXREEREE, ARKIER Session
Recording Agent tiREIZ2IER R AHIX R, HEREBUREIIANRXE Storage Manager, MEERNIHE
Mo HITFREISCHREIER, BT USERNENSIEFNRTIE, B2, MRERXET Storage Manager #Y
HIEEET MSMQ #1THY, RN ARIENRRIHAML, EXMER TS HIMEE. 4 MSMQ FRERN, ATAF
SERETR BT RV EIE S A M BUREE B — 1 . HEBMATUERXM, EEERMNENRHFHERER,
IR SERHERX & KRB —ERIEE, FEIEBBEPRITERARENAHEYERBERRENRETRELE.

Citrix Virtual Apps and Desktops 71 &4

Session Recording KiZASBEERIEELE, BARFELERIEUMN REINEIERE. SIPRLAPFRINERSS
AIY B METE Session Recording RARIGIHHEXEE, NIRFRHERATEAIWRNEEH, WSEFRFINSIER

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19
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1B, Citrix#THAZRY BHNIRARE, FH ICA £3E33 Citrix Virtual Apps and Desktops RS 23rI14EF BT
BMENERD. MNANURTFEE. TRAREFEURFMRENSIENEL SR, BIUTRE, Er TSRS
2R BMERIE 1% B 5% ZiEl. WaiES, NRRSB/AILIEE 100 M%K% Session Recording AR, M
LRERIUFEE 95—99 MHF:

o 64 {ifR5328, B2& 8 GB RAM, E1T&X1ERIERS VDA

+ FrAETT Office £ NN ARRFENRIE, FIa0 Outlook A1 Excel
o [ FAE R E R R R ARE

« FiE=IEI9# Session Recording SRR AERE H1TIER

MRFRENSIFRLD, HEREEFEMRERETSE, WEMBN. TFZERT, AT BN BRI,
SMRSVBUAFZERFITE, WaIR, EmiWRERZS VDA L&=%#ER Session Recording HA#FrILLIE
ERRE R, RHEIMEBIEM ICA 2IFHEPIREY, ABREESIE MSMQ £i%% Session Recording Server, ;&5
B SRAVEURYRED.

BMEERRBIRIENERT, E/A Session Recording L&M= R/, RAEME), BNREHERIME
ERRSBREIEA=IE, WelURHZRSE ENREITHEE. BIER Session Recording —#757%, BRIMBAKTE
SHHE%ER Session Recording Agent B4 Session Recording ;&7 LRI VDA it BHIEESIERFIE
HHE, MRFRFERFISE, BEMEFUILEIEE,

NEEFTE

BEMAAATLGNEMEZIE VDA 2UiZUk Session Recording Server HRFIRIEHIENEHE, KRG8, RERNA
HRZ—RMBRRHIXHFH AN Session Recording Server EHARZT EEENER, 5ANEENBIEEZTIRR
EEERNMLRENSE, Windows a4 T A (perfmon.exe) BE—RIIFERSITEEE, T Session
Recording 1RRIFLEIHRERZ o0, FAT IR EX LT EREE, ITHSBTRATFNEETE, URIRFIHRIM RS,
TREDA T —LL 5B ARERE TR,

MRETR THERER B AR BiEA

Citrix Session Recording Agent  SEEIRHIITHEL ERHRIEERE VDA ERFINE
6

Citrix Session Recording Agent M Session Recording Driver #i M 1A SR RER S IEEIB I AIZ AR 14 EX

EXRYF TR MNFTH. AFHERD VDA Rk

S8 EREINAMERIFERNBIES,

Citrix Session Recording EBNREITHEL 5 Citrix Session Recording

Storage Manager Agent i+##2348, (B Session

Recording Server Bgsh, Hamai
AFBERSERENRTES I,
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MREXT R

Citrix Session Recording

Storage Manager

MSMQ BA%!

MSMQ BA%!

81O

pSEEs

Session Recording Server &4

PAZIFREYF 52K

FATIFRETH R

FERK/M

S IREREEIE 2 LE

iR

FrIERTNSIENTLE, TTATH
7 Storage Manager IE1E M 2EE
BYREE, 1R MSMQ RETHEE,
Storage Manager £ ®i51T. Lk
&7 B F 157~ Storage Manager 9
BRANIBRE,
ATATNEHEES NEE, XWFE
I Session Recording Server i
ST RMIEEER, A LUNERE
BOIREhERAIIERE,
Ieit#RER eI A FHE
CitrixSmAudData ;& 2BAFIFFE
HEIES, WMRILEREE N ERHER
i, MMM EERIR SRR
WG ATF Storage Manager " LA
RIREIRADES, ISR AR
BIRLMHFENZmIEE T,
LMF “PATIFRIFTIE” HEkes,
BENEHES RS,
AILAESEREARMINE, UMEREIS
IEBTAE R EUIER, 7E Session
Recording Server ENE6T, it
HBETRBENBIERNER, 5
FNEHUELEERM Citrix
Session Recording Storage
Manager/:# B F ¥ /F it EEs Ak
xftbe WRMBEEAFILE, HE
BEEET R,

EF#HTEN, BME CPU RXH&E
B RERTR I

A LGB (F4HER AT Session Recording Server WIE4RIEMIPBERE, BERMIEE: dEyE (BIigms
MRSBNEE) HERYT B (BIFMEZRSER) . EMBEEFA—MEEN, SNEGFBEURKNBSRSAYT B

o
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NE=

KEHEA Session Recording Server B, &£ EUTRERZE, URRABAMENREME. RAKRBT IOPS,
XHPRT MREIHENRFRIENEELE, A, WELHMMEMEERGHHITRARFEEEN, WTaMEE
Session Recording Server, EIXERAN CPU stz CPU, BMEMESMMIEFRENRL, BIVER 64 (1l
A%, BHESHA x86 AR, BINER 4 GB RAM, EBEMEZRNFLE AL,

EAREE

BIERARET BHE, ERHKREKIER, 84 Session Recording Server 7] LUK EIM RER AT I~ R 14 89 PR Hlo
AIRERERMEAIMIRS B RAEARNER. TUERENITEN EREE% Session Recording Server, LU
Session Recording Server {ERf BT & IEIT. EUILEEEF, Session Recording Server B =/=(E IR
. BRAME, &% Session Recording Agent i5Ah R TEAHE D A TH28,

LR

el

100 Mbps BIMLE Ei%1E & 1% Session Recording Server, Gb MAMEZAfEiEmiae, BRSBMERSE
100 Mbps $##%689 10 {5, Sfrt, EHEMEHEIES,

Haf® Session Recording R5RIRER ST ANEHRNE=FNARFHENEREN. BRERT, MEZHR
E AT Session Recording Server, MNRMEMBEWIELEMA, WMEHLER—FHENEENRESRART BHEN
F o

FhE

BN FEEGNRARRS ST BN —SKREENRR, HETAEENRERR, BERANMEEHES. &
BEMEARARN, BEZX TS N EEMIFEEIEEE,
BB EMEE RIS EITHIZZ/EN RAID #1TIEFIZER SAN #HTIEHI I — A AR F,
AE:
EFEFXHFMmMY (Ha0 SMB #1 NFS) 72 NAS EE#E#UET ses el e £, EFRRMRE
BN LB R R 2R R, FHRITIENE RFRERBIMEEE.

WNFAMEHRIRE, TBHNWAARNEZREAENHEITHE. EEATRFISELQEIERERLERHRF, MM
AIREMB D HE KSR, HBRENRERN, MEFTFFYEEEIRETM. XAUNRNNTINREZERSS
NigE. BR, EESTHABRFELERSIBBIEEXRRE. HTHREENXERANTEL, BEEERAETFHRE
RIS BN EMINEE, URRTERRETERFER, HFERKAMEBRITEHIES NEE,

BEEEEAGERN RAID FMEBR SR B1FS RAID 518018, EEBATHREMITRER, TRIEE TS RAID
LA R B MTEST Session Recording HIEREE,
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RAID 25!

RAID 0

RAID 1

RAID 3

RAID 5

RAID 10

sm AR TR
EEBRINEHE 2
EHBRINEEE 2

HERTERBAZHE 3

HABLFBERENFFE 3

REEMFHTE 4

AR

RHESHRELTR. &KX
AR RWIFET, X2
— MR AERGTR, BT
FRERFINSEX S, B
HIRZ KRB/ BT
ANINE SHEBENNRY B’
-1

— MR BERERT,
I fEE R —MBRY BB 52HY
R NEFEBTR
R5\BS A BEEFR LLARIR TS

o

RHEAEEMTF RAID5 B
TUREFMEME S NEEE.
RAID 3 #:% R FMnsE
MEBNBARER. BT
Session Recording BF
XN ARER, B, 52854
EBiNER RAID 3, BiXH
FERL,

BE RIS IRENERE,
BLRRE NERE M.
RAID 5 2— A& RE
WH. BHFENEER
18, EREWS
Session Recording £/
RAID 5, RAID 3 sJLAAZE
MR AS# TERE, BEA
MRERERS.

12 fit RAID 0 AyMERERFIE,
A% RAID 1 TR,
R Session
Recording £/ B 51897
A ED

RAID 0 #1 RAID 3 2R##E AR RAID 45, RAID 1 #1 RAID 5 2 7inA, BREINFT Session Recording i
Fo RAID 10 #sRiRfit 7 —Le14REMES, BN FHIMERRIR KRS 5o
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RTEHBIREBFAL BN ML, IDE/ATA IRzh2sfMshaR USB B AEIREN B RIS A TE Session Recording H{EF,
FEMEIFETE SATA M SCSI Zjal, 5 SCSI IRzhgstEtt, SATA IRzh23LAERRIE MB iR T B MERIER,
B2, SCS|EmhasiztBirattae, HAERSBBEPER N, RSS2 RAID RS R EZHF SCSI Ropgs, BX
L SATA RAID P milfEtBr] o TEMHMEHRIXEhER mBIIAERY, 155 SRR Ies R E A H A 1 AE4F k.

HTFSARHBTIETESSBRERETE, FHit, EHNESFTESHEZEEITIER. ERIENTGHR, £8
NI TEHAREI 5000 4 Outlook RIFALYHEFE 100 GB W7zfiE=ial, Ef7fiE 10 XIRHIRZA (B 50000 R
HIBRIEXH) , EHEE 1000 GB (1 TB), B EEFALRMBIBRIAR G2 FIMRBER, o UEBNHEETENE.
MR 1 TB#E=RETA, WtXNREHRIZSEN, BREETEEMAERTE 700 GB £4, F& 300 GB fFxH
LICHENE X, 7E Session Recording 7, ICLDB LA ERF X HHNEFAFMNR, HAESMREERAHER,
BRI ZHIERESERENFSEREISXRIZET—R. BX ICLDB s HIEFHINEAER, BENEENEFCR.

EAAMIENBEFIEH BNER S EREABETREHB AN SAN FHERAS R, ¥TF Session Recording
Server, WARMEY|RTRAZMIERNER. SAN REMAES, EHTHEMRTIRHERN, SAN HLAGRLNEFER
7%, SAN BFFMEERE, BILEERM iSCSl, iISCSI &4 LR SCSlover TCP/IP, B5IN GB LIAMELK, £
FeATiEE _ FRER I,

BRI R

Session Recording #iEEZ R A Microsoft SQL Server 2019, Microsoft SQL Server 2017, Microsoft
SQL Server 2016. Microsoft SQL Server 2014. Microsoft SQL Server 2012 & Microsoft SQL Server 2008
R2, RXFIZIEIBENIIBERL, EAZMIBENFESRIINIEEXNTHE, RENJINERSHIXGEIE AT
BIMMEET., BEELT, SIRHNSIEIFY 1 KB HUBETIE, BRIEFER Session Recording 4 API ]
BREMHENIIZIEDR,

Microsoft SQL Server 2019.Microsoft SQL Server 2017.Microsoft SQL Server 2016.Microsoft SQL Server
2014, Microsoft SQL Server 2012 #1 Microsoft SQL Server 2008 R2 9 Express Edition kz<i§£kiE 2 A/ \R
%19 10 GB, MEMRFEISIERNA 1 KB iHE, ZEBIBEITHRFZAL 400 5 1M=iE. Microsoft SQL Server HyHE
hRAS S B EIREAR/ RS, NPT AHETERE. SEEFRIERNERINLES, BEIEENMEREUSIEREEREE
JLFAI U ZBE Rt

WMREHET Session Recording S API HITEEN, S8IMREMNKIEFERTNMUEESS: REBEHRERTH
N BPERIEESHNRIENER—N REIERIER—D. WREM Session Recording B AP| 3t &iEi#
TTEEX, RENENATRREHHER—1E5. ATAERREANMIBEESET —H AL ERE N
5, EUEHIEE LML BEAHARAAEEIEEE, ZMIEEMR, UETF Session Recording $UEREET L5 H 3R E
(&4E Citrix Virtual Apps and Desktops ¥tz fE$kiERE) MR SQL Server LT,

90 Session Recording HEFREERIBETRRBER M REINSIE, 15RE Microsoft 33 SQL Server &l B
MR SR NHITIRCE,
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L. FHERAMENE

February 20,2024
AXBEEUTET:
o REIFR
o £/ Citrix fiid%%E Windows f&MINEELED
» 2% Session Recording Administration A
- R4 Session Recording #iER=E
- ¥ Session Recording Server
+ &% Session Recording Agent
+ ¥ Session Recording Player #1 Web #h23
o Btk
» F4& Session Recording

« 1% Session Recording

REZR

BILAEF IR XX =4 Session Recording 414 :
+ Broker_PowerShellSnapIn_x64.msi
+ SessionRecordingAdministrationx64.ms1i
+ SessionRecordingAgentx64.msi
« SessionRecordingPlayer.msi

+ SessionRecordingWebPlayer.ms1i

FHAREZ A, EFTEMUTIIRPOSE:

i B

FHAREZ R, BRENET, FESRAAERNER
Citrix filz<%% Windows f &fINEEH&E T,
HERBERES Session Recording AAFHiTEN.
RESITENTATERENAGIEFREINER,
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= B

fEREM Citrix sk 383418 Citrix Virtual Apps and
Desktops T ITEH FEA~RAX M, BEXH.

E(EA TLS thil7E Session Recording Az [ali#1TiE
15, BEENIFRPLRERIES,

73 Session Recording AL EERIFFHRIMEIERF.
BILAM Citrix 2HTE FEBHMER.

F2E Director LIBIEHHIE Session Recording 5Eg.
BXIFMES, BSRMRE Director LIfEFA Session
Recording Server,

o BATRINEIRIBR IR B AN AR D BIRIIH A, NRELBHNARFATERNR
TG, NXENBRFNASIEREES5EMERELLEHRR, Session Recording ¥5Ean5E8 5 B A
TANE—NERMNAEFELE, M 7.18 kidsFia, aIERSRIEREITHEEE IR E N B 5
FIF L EERBINSIE, LIHAER IFEBIR L 5 Eh RS R £ R, BXFMEE, BSRTERIE
R,

« J08 it %I4E A Machine Creation Services (MCS) g Provisioning Services, &#&—MHE—H
QMId, KEEEFRSHEHIEIEER,

o SQL Server k= TCP/IP. i&1T SQL Server Browser fgs5H#EH Windows B34,

o BFAHTTPS, &4 TLS/HTTPS ECBRSRIEH,

« 1% Local Users and Groups > Groups > Users THWAF X C:\windows\
Temp XHFEFE AR,

£/ Citrix fl42% Windows f &S EIN

2{# Session Recording [E¥ia{T, &%
&% Session Recording
ZHfERT Citrix AR EXEN Windows BEMINEELE KA

+ InstallPrereqgsforSessionRecordingAdministration.psl

<#
.Synopsis

Installs Prereqs for Session Recording Administration
.Description

Supports Windows Server 2022, Windows Server 2019 and Windows

Server 2016.
Install below windows feature on this machine:
-Application Development
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-Security - Windows Authentication
-Management Tools - IIS 6 Management Compatibility
IIS 6 Metabase Compatibility
IIS 6 WMI Compatibility
IIS 6 Scripting Tools
IIS 6 Management Console
-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.

#>
function AddFeatures($featurename)
{

try

{

$feature=Get-WindowsFeature | ? {
$\_.DisplayName -eq S$featurename -or S$\_.Name -eq Sfeaturename }

Add-WindowsFeature $feature

}
catch
{
Write-Host "Addition of Windows feature $featurename
failed"
Exit 1
}

Write-Host "Addition of Windows feature $featurename
succeeded"

$system= gwmi win32_operatingSystem | select name

if (-not (($system -Like '\*Microsoft Windows Server 2022\*') -or
($system -Like '\*Microsoft Windows Server 2019\*') -or (
$system -Like '\*Microsoft Windows Server 2016\x')))

{
Write-Host("This is not a supported server platform.
Installation aborted.")
Exit
}

# Start to 1install Windows feature
Import-Module ServerManager

AddFeatures('Web-Asp-Net45') #ASP.NET 4.5
AddFeatures('Web-Mgmt-Console') #IIS Management Console
AddFeatures('Web-Windows-Auth') # Windows Authentication
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AddFeatures('Web-Metabase') #IIS 6 Metabase Compatibility
AddFeatures('Web-WMI') #IIS 6 WMI Compatibility
AddFeatures('Web-Lgcy-Scripting')#IIS 6 Scripting Tools
AddFeatures('Web-Lgcy-Mgmt-Console') #IIS 6 Management Console
AddFeatures('MSMQ-HTTP-Support') #MSMQ HTTP Support
AddFeatures ('web-websockets') #IIS Web Sockets
AddFeatures('NET-WCF-HTTP-Activation45') #http activate
<!--NeedCopy-->

+ InstallPrereqgsforSessionRecordingAgent.psl

<#
.Synopsis
Installs Prereqs for Session Recording Agent
.Description
Supports Windows Server 2022, Windows Server 2019, Windows
Server 2016, and Windows 10.
Install below windows feature on this machine:
-Microsoft Message Queuing (MSMQ), with Active Directory
integration disabled, and MSMQ HTTP support enabled.

#>
function AddFeatures($Sfeaturename)
{

try

{

$feature=Get-WindowsFeature | ? {
$\_.DisplayName -eq Sfeaturename -or $\_.Name -eq Sfeaturename }

Add-WindowsFeature $feature

}
catch
{
Write-Host "Addition of Windows feature $featurename
failed"
Exit 1
}

Write-Host "Addition of Windows feature $featurename
succeeded"

# Start to install Windows feature
$system= gwmi win32_operatingSystem | select name

if (-not (($system -Like '\*Microsoft Windows Server 2022\x') -or
($system -Like '\xMicrosoft Windows Server 2019\x') -or (
$system -Like '\*Microsoft Windows Server 2016\*x') -or (
$system -Like '\*Microsoft Windows 10\*x')))
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{
Write-Host("This is not a supported platform. Installation
aborted.")
Exit
+

if ($system -Like '\*Microsoft Windows Server\x')

{
Import-Module ServerManager
AddFeatures('MSMQ') #Message Queuing
AddFeatures ('MSMQ-HTTP-Support')#MSMQ HTTP Support
+
else
{
try
{
dism /online /enable-feature /featurename:MSMQ-HTTP /all
}
catch
{
Write-Host "Addition of Windows feature MSMQ HTTP Support
failed"
Exit 1
}
write-Host "Addition of Windows feature MSMQ HTTP Support
succeeded"
+

<!--NeedCopy—-->

E%# Windows ABMINEEXNEIN, ERMUTIE:
1. 1Eit%IR% Session Recording Administration A#HYiTE# L:

a) HfR7E PowerShell §1, 517512 E R RemoteSigned SRR,

Set-ExecutionPolicy RemoteS-igned
<!--NeedCopy-->

b) UBERBENEMGSIETRH,AGEITpowershell.exe —file InstallPrereqsforSessionRe

.psl&<,

RS B R ERIHARINRIINEE, AEREL.
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C) MAETE, BEHRBRATDNBERBEHITHRISSE N IERNE,
2. TEit#l%%E Session Recording Agent A9 EN E:

a) HfR7E PowerShell 1, 5#175MKIZE R RemoteSigned SRR H,

Set-ExecutionPolicy RemoteSigned
<!--NeedCopy—-->

b) UEBEREMBhmSIRTA,ABEITpowershell.exe -file InstallPrereqsforSessionRe
.psl &<,
LRI R R ERINARINMITNEE, AEREL,

C) WAETE, BESXRBARNBEEHITRIGLE HIERIE,

%% Session Recording Administration 4214

BATBINEESIMMARSS 25 LR 3 Session Recording Administration. Session Recording Agent 1 Session
Recording Player 4B,

Session Recording Administration 48 4+ € 3% Session Recording ##& . Session Recording Server #
Session Recording HBgizHI A, FILUSEEIERS 28 EREMAN
1. %% Broker_PowerShellSnapin_x64.msi,
BE:

W% % Broker PowerShell £ # 5t (Broker_PowerShellSnapIn_x64.ms1), 7 &
&/ Session Recording si&iEHI &, 17 Citrix Virtual Apps and Desktops ISO (\ Llayout\
image-full\x64\Citrix Desktop Delivery Controller) :#zzEEH T,

RERBHBAFHRE, TN, 2SBEIEIR.
2. MEEREMER Windows 5S8R, AREfTmsiexec /1 SessionRecordingAdministrationx64
.ms aSHINE. msi X,
3. AREMARE L, 8BET—THIERTFITN

4. 7f Session Recording Administration RER2FRE L, #ERERER Session Recording Adminis-
tration A%,
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ﬁ Citrix Session Recording Administration Setup — X

Session Recording Policy Consol Feature Description:
Session Recording Server Citrix. Session Recording Database

Session Recording Database

This feature will be installed on the local hard
drive.

This feature requires 12MB on your hard drive.

e >

Curmrert location:

C:\Program FilesCitrix* SessionFecording\Database™. Browse
OdcCot | | FResst | | <Back | Met> ] | Cancel

AR

E—ABRSE S LR EFRE Session Recording Administration A4ERAFHSKIE. B2, WFX
BAINE, BITEINER Session Recording HhBgizHI & RET— A R IMAIRSSS L, ¥ Session
Recording Server. Session Recording &2 5 A& R Session Recording $UBEREE S —
AgpMmrARS 8 L. Session Recording B2 5 HEIERZ Session Recording Server Ba[3EF 1
fE. SLik#E Session Recording Server, #Af57 BEi%£#F Session Recording BERHEIZR.

%4 Session Recording #iEE

AR

+ Session Recording $UEET B LIHHIEE. ©RMARERERECEMESE Microsoft SQL Server
LHIPFrREIBERNHE M, Session Recording Z#ETF Microsoft SQL Server By =Fh#kiE S a1 A
HRRAR. BXFAER, BESHBEESTRM.

o FJLATE Azure SQL FE& £, Azure EE##1 (VM) £/ SQL Server L% AWS RDS E#BE Session
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Recording #iE . B Xx¥ 45 5, ES R Azure SQL #£E LIz AWS RDS L EZBE Session
Recording #EBEZEA7TE Azure VM £/ SQL Server £ Session Recording #iEE,

Session Recording #i&Z# Microsoft SQL Server WEE@EHEH U T =FhE8!:

o BE 1: EE—&ITEMN LRE Session Recording Server 1 Session Recording #iEE, 1EixfZit&EM
%3 Microsoft SQL Server, (%)

o Z3E 2: 7EE—&ITEN LR % Session Recording Server, Session Recording ##&E#1 Microsoft SQL
Server,

o Z0E 3: E—ABITEN LR%E Session Recording Server, 5 —&1HE R4 Session Recording ¥
E=#0 Microsoft SQL Server, (Fi)

1. EHIBENRSBEENE L, 15T Session Recording #iE E I SL I & A EIBE R FF LU K& Session
Recording Server ByitEHlikF. 2ETFT—%.

o LHIFFR: MREBIBELFIFREEEBELAINEENGZ LM, EREEMER SQL Server BitENE K.
MNRIEBAMLSEFISE, EER computer-name\instance-name EREIBEERLAIZ TR, BEHRERER
HIBRSS28SLAIRFR, iB7E SQL Server Liz1T select @@servername, R [E{E A AR EIEZESLHI
FF. MR SQL Server BEBAMITBEXHA (MIEFIANEO 1433), EER MIZEHIAFRMHIMN—
ESRIGEBE X M. flin, ELFIEFRaE+PEN DXSBC-SRD 1,2433, HHiES/EEM
2433 KRB EX TR,

o BIEER: EBURERMXAERRNBENKIEERZT, NECANKTEFEENIIALIEERT.
BHMNERNIRS SQL Server BRI ERE LUK SR EZ B M.

H5E:
BHENXSIBEZMSIUNES A-Z. a-z. 0-9 M1 TRk, HEFAEBT 123 MNFEH.
- EBHTNTERIERE AR securityadmin 1 dbcreator (RS RAEGNIE, MEEEXENE, &7
LA:

* ERBIBETERDELENR, RETHG, RABHE securityadmin 7 dbcreator
REEAENIRT , AIUREMIER.

* &, 7 msi REHE, RET—MEE, RTIEMEAS securityadmin 1 dbcreator
RS A ENIRMNMIEEEERN IR, BRNERNEE, AEREHTEUSERE,

R#E B BIE Session Recording ¥iEE, # KM Session Recording Server B9 it+ Bl F
db_owner,

+ Session Recording Server i+ E#likF:
- ZE 1#012: 7z Session Recording Server it&E# ik~ XA iEFHEA localhost,

- WEI: FH B\IHENZHR BXEANILTE Session Recording Server B it E LK & #Fo
Session Recording Server it& ik BI AT A1) Session Recording ¥UBEEMIAF 1K
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=

=W

7z Session Recording Server i+ &M XAEFIZE T Z, £iX% % Session Record-
ing Administration A=K K H B REIRAE 1603, i@ A757%: 7 Session Recording
Server it &Nk P xxAEFEAN localhost = NetBIOS &\t BEH B, EFXE NetBIOS
W&, EERET Session Recording Server B3+ &# L, 7 PowerShell hiz47 $env:

userdomain gEs<$iRTEOGIE!T echo %UserDomain%,

2. BRIAATEM R R,

%% Session Recording Server

1. %#% Session Recording Server il Session Recording B2 & HEIZR.
AR
+ Session Recording &2 5 HEi2 R & Session Recording Server B &l % FIh Bk, SLik#F
Session Recording Server, fRE7BEi%#E Session Recording B2 & BAEIER.

o HTBIVER—iE R4 Session Recording B2 & HEIZRH Session Recording Server, il
REFFLERAEERAEIERIEE, FIUEEENIIE EERBZIEE.

2. EHIEEMRSBEENE L, EERE.

o LBIBFF: ELFBMXXEEREAN SQL Server EZH, MREFHHE LG, EREAN computer-
name\instance-name; &N, EREEEAN computer-name, MR SQL Server BERNMIFEE
XigA (MIERRINHA 1433), FBIMEZEFZHMIN—MESRIGEBE X MIF8H0. Fla, £%
BlEFRL A ESHEN DXSBC-SRD 1,2433, HHES/EEM 2433 B EX0IF285 .

s BURERM:. EHIEEEMXAETRNBEXTIEEZN, RECEAXSEFEENRIABIBEST
CitrixSessionRecording.
I EIERE BE securityadmin 70 dbcreator RS R AGNIE, WNREEXLENIE, ERILL:

- ERIEEEERDELENR, RETRE, MTABEEE securityadmin 71 dbcreator i35
RAGKIRT, ATULSMER.

- W&, £ msi REHIE, KET—MHEE, RTIRERS securityadmin #1 dbcreator &S
BAHCKRNIIBEEERNER, BERALHRNERE, AGREHE USSR,

o BAEBHEGIEMAEIBESE, 2HMREZENRS Session Recording $iREERE,
+ %A Session Recording Server i+&#ltkF, REEET—F,
3. ZEEAREREENEL, EEEEATIERRENEE.

o BEIERBIEELREE SQL Server Ll k. IWXAERAHRIE. EEATIEREIEEN SQL Server
SKHIRTRE B e MIETERIR N AR S5 28 B0 & DU E L3 \RYSC IR R AMELY,
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+ BEICREIBEEZM: ERE Session Recording BERHEIDRINEE, BELNEERRANEERH
FIERBIBENBEXEIRERN, &FEANKEFEENBINIEER CitrixSessionRecord-
inglLogging,

AR
EERHSIERBERTONSE L —TIHIEENRS SR E ENHIEER XX AEFILERN
Session Recording #IEEZ A E.

o ERAMASIEERM: ERIUGETUEEAIRIABEIERBIEERZ T,

« BABEEIERRS: MAERT, EEASERMELTRARS. JUBIIUEEPHENSEERRZ
ThEE.

o BAEHEMELE: RABERTEAEGELE, MRATEREK, WrAsRMHEILEEETE, FILBIEUHE
FRAE N S EAE R A SR PR LEo

4. BET—PUSSETRRE,

3 =r

A=

: Session Recording Server BiAZZEFER HTTPS/TLS KR EER L. AR Session Recording
Server MERIA Internet Information Services (I1S) i=d&EEE TLS, MR HTTP, Ak, BEIISE
B & hEg RIT U TR ERUE %R SSL: SM3l Session Recording Broker ihg, 77 SSLi&E, FHEX
JHIEFRER SSL Ei%iE,

%4 Session Recording Agent

HEERFIRIER VDA 5% VDI 8 ER% Session Recording Agent,

1. 7z Session Recording Agent FRETE L: fRIZATRE T Session Recording Server, iEBARET
Session Recording Server BitEHBIIHENZ R, UKRAFEES Session Recording Server Bl
HOES. MRMER%E Session Recording, LUFHAILITE Session Recording Agent Bt b ERULE (S
Bo

2. RBHATRRE.

} =r

AR

3NER Machine Creation Services (MCS) 5§ Provisioning Services (PVS) 81E#% VDA A5 ER
BHRET Microsoft B2 (MSMQ), NIEFELERT, XL VDA AJgEAEHEEN QMId, XFhERATEE
SSRHBEME-, Fl:

o BEER T REIMIN, WAIRTERRIE
« Session Recording Server AIBEIREIRIETHES, Eit, RIFRBERALTEDRS.

R I8 VDA gl —m QMId, HEEBESEMR.
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WMREET Session Recording Agent MR RIFRIER Y VDA REMSKEEN TER PVS 7.7 AESRAE
L% MCS 7.9 SiERRACIEN, WEFHRITEMEIMIERE, B, £IFRER, VDA IR A BRI
iR ERIFRE B R A AR,

gnRiEg MCS 5 PVS SIZMZRERIFRR VDA B ERFR R VDA BENER A EHNBFREEN,
7&fEA GenRandomQMID.psl MIAE R BRI EN QMId, BENEREERE, UWRREAFPZHER
ZAIETEIETT 8589 VDA,

E(FEA GenRandomQMID.psl iz, EHITUTERIE:
1. #fR7E PowerShell /r, #1758 E N RemoteSigned AR,

‘ 1 Set-ExecutionPolicy RemoteSigned ‘

2. QIE—TUTRIESHERRBIRE— MRS, AETE PVS 5 MCS R &IHEN L@ SYSTEM kP
5170

3. iz L AMABEES.

‘ 1 powershell .exe -file C:\\GenRandomQMID.psl

GenRandomQMID.ps1 fizAEEM T :

1. MEmERAMIBRZ A QMId,

2. % SysPrep = 1 7 0% HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\
Parameters,

3. =1EMEXiAR, 84 CitrixSmAudAgent #1 MSMQ,

4. BEkEN QMId, BEEmhZRIEE LRSS,

T GENRANDOMQMID.PS1:

=

# Remove old QMId from registry and set SysPrep flag for MSMQ

w N

Remove-Itemproperty -Path >HKLM:Software\Microsoft\MSMQ\Parameters\
MachineCache -Name QMId -Force

(65 NN

Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -
Name >"SysPrep" -Type DWord -Value 1

# Get dependent services

O o N O

$depServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

11 # Restart MSMQ to get a new QMId
12

13 Restart-Service -force MSMQ

14

15 # Start dependent services
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if (SdepServices -ne $null) {
foreach ($depService 1in S$SdepServices) {
$startMode = Get-WmiObject win32_service -filter "NAME = '$

($depService.Name)'" | Select -Property StartMode

if ($startMode.StartMode -eq "Auto") {

Start-Service $depService.Name

}

<!--NeedCopy-->

%% Session Recording Player 71 Web %7533

£ Session Recording Server stigi#I T Eik_E %% Session Recording Player. i&1X1E Session Recording
Server £&# Web #7428,

Wi SessionRecordingPlayer.msi #l SessionRecordingWebPlayer.msi F#&REiHAR
&%,

BohRE

Session Recording ZIFHIRM TR TR E. REEAERTTENMAHETHEXH S,

Session Recording Administration A8 EhZE

FRBE M SRE—A5ER Session Recording Administration AF  §li0, UTFE—mSATRE—HTEN
Session Recording Administration 44, HEIBR—PMEEXH, BTFHRARERES.

msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /q /1l*vx "yourinstallationlog"
<!--NeedCopy-->
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msiexec /i "SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /1l*vx "c:\WithLogging.log"
<!--NeedCopy-->

=

AR
SessionRecordingAdministrationx64.msi < F Citrix Virtual Apps and Desktops
ISO £y \layout\image-full\x64\Session Recording F.

Hrh:

+ ADDLOCAL #REHEIEIZFMINGE, TR LUEEZ MNED, SsRecServer J Session Recording Server,
PolicyConsole 3 Session Recording ZE#gizHI&. SsRecLogging HEE R BEIDRIEE. StorageData-
base #y Session Recording #iE%. Session Recording B & HEIZRE Session Recording Server
HIRIEFINEE, iR Session Recording Server, fAG7&Ei%#F Session Recording B2 R HEIRR.

+ DATABASEINSTANCE # Session Recording $UBEMSLGIZ#R. fla0, MREERARIZ Azure SQL
ELA, M . \SQLEXPRESS,computer-name\SQLEXPRESS,computer-name = tcp:
srt-sql-support.public.ca7bl6b60789.database.windows.net,3342,

+ DATABASENAME 7y Session Recording #kiE IR ZER #ro

+ LOGGINGDATABASENAME #EE 5 BEICREIBENRT.

+ AZURESQLSERVICESUPPORT #ERE %= SQL. EFEAL SQL, ERHIREN 1.

« DATABASEUSER 73 Session Recording Server Bi+&HIIKF.

« AZUREUSERNAME 2= SQL EIER AR,

+ AZUREPASSWORD /3= SQL B RS,

. |qiEEXR TR,

o [PviEEEAENATIZR.

« yourinstallationlog %% HE XA B,

B3 A F 2 E Session Recording Server (=M% ERIBEEMIM B BEFLET Session Recording #iE
EMEEAEEREEE, MTFLHEER, EUWETUEER SessionRecordingAdministrationx64.msi &
Session Recording Administration A#EBFRITHIBERE. AIUSIZEME, WEEFSHEMITEN BN
#5%E Session Recording Server, EREMEGEBFITEN LHERSRE, EEEHEN BT aSLUEEER
IlE Session Recording $¥BEMER AEICRIIERE, LEMGZ/HAHETHE, RAREMELD T ARBIRNE
W, ENERTENRE, aEUTIRE:

1. B LETRTHBTRMTUT RSN

msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
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DATABASEINSTANCE="sqglnotexists" DATABASENAME="
CitrixSessionRecording2" LOGGINGDATABASENAME="
CitrixSessionRecordinglLogging2" DATABASEUSER="localhost" /q /1%
vx "c:\WithLogging.log" IGNOREDBCHECK="True"

<!--NeedCopy—-->

thEp SR =4E Session Recording Administration £, MEFRBEMNIXS Session Recording ¥ugE
MEE QS REIEFENERE,

¥ IGNOREDBCHECK £#1i& &/ True, 3 %f DATABASEINSTANCE. DATABASENAME 71 LOGGING-
DATABASENAME fEFREHLE.

2. FEBUTIRIERIIT BN LB TR,
3. BEBERIETH T ENIUEE Session Recording Server,
4. EEEUENL, BITEMTFUTHTHHRT:

.\SsRecUtils.exe -modifydbconnectionpara DATABASEINSTANCE
DATABASENAME LOGGINGDATABASENAME

iisreset /noforce
<!--NeedCopy-->

XU $Ig 2 piREER Session Recording Server E#ZEIW AR Session Recording #UEEMEEREFIC
REIERE,

SsRecUtils.exe X#iEEE \Citrix\SessionRecording\Server\bin\ #, REZEE
1% & DATABASEINSTANCE. DATABASENAME 71 LOGGINGDATABASENAME &%,

% Session Recording Administration A {REEIEE 1R KEEPDB & &5 True, MTEEIE Session
Recording Administration A8, WU TFa<$iERE Session Recording $#IBEMEE A EICREUEE:

msiexec /x "SessionRecordingAdministrationx64.msi" KEEPDB="True"
<!--NeedCopy-->

Session Recording Player 71 Web E# M BEmRE

B, UTa$951%% Session Recording Player #1 Web #7528,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->
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FE
SessionRecordingPlayer.msi 2 # {i F Citrix Virtual Apps and Desktops ISO E £
\layout\image-full\x86\Session Recording T,

SessionRecordingWebPlayer .msi ¢ F Citrix Virtual Apps and Desktops ISO E&9 \
layout\image-full\x64\Session Recording T

Hrh:

+ |qiEETRTIRR,
o [PviEEEAENAEIZR.
+ yourinstallationlog HZEHEXHNMIE,

Session Recording Agent W Ezh&R%E  Ii], LU Fe< %% Session Recording Agent H#8IE—BEX M,
BATFRHRRERER.

T 64 (URL:

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSIONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

AR

SessionRecordingAgentx64.msi X {uF Citrix Virtual Apps and Desktops ISO E# \
layout\image-full\x64\Session Recording T

£ 32 U ZLH:

msiexec /i SessionRecordingAgent.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

AR

SessionRecordingAgent.msi sxffiF Citrix Virtual Apps and Desktops ISO £&9 \ layout
\image-full\x86\Session Recording T,

Hrh:

+ yourservername 2315 NetBIOS Z#Z 1% Session Recording Server 89itE 4 FQDN, WKIgE,
N tk{EBRIA R localhost,
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« yourbrokerprotocol 5 Session Recording Agent 5 Session Recording Broker #173&583 £ A 8

HTTP 8¢ HTTPS. #RKis%E, MIERIAA HTTPS,

« yourbrokerport 75 Session Recording Agent A F5 Session Recording Broker @fMix 5. %k

187, MIEBIAAT, MimiER Session Recording Agent FERFFEMIXMIZRINERAS: FF HTTP fEH
80, X3F HTTPS {EH 443,

[q IEETR TR,

[PV EEEEAERBEIER.

+ yourinstallationlog A& EHEXHHMIE,

Ft4% Session Recording

TR FLERDEARINEShMA, MEFTERIGEMITEN RIS, AUM Session Recording 7.15 LTSR H&#
CU URAHAEE R4 FE Session Recording MIgHhR 2.

AR

#& Session Recording Administration M 7.6 A4 %I 7.13 X E SR A, AR7E Session Recording
Administration iEFREHRLUFINEERBEICRKRS, SQL Server RHIZMBEREREEER BEIZRE
BUEL, BET—PHEERUTHRES: SUBEEZEMIRANK, BEMNERNEUBESSGIZM, RAE:
¥% localhost BB R ZINZILLT SmartAuditor RS 885EM=EX43%: HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server,

A4

2R,

EMBAR TN 1T ZRo

RS

TBERET Session Recording 4AfF#9i+E M _LfERA Session Recording REE2FHMER REmyH<ITEA
RFARIXLELA 4,

ERITEAAREShZ R, B&H SQL Server Lfid& R CitrixSessionRecording BI¥IERE, X##, R
EZEIEEARZ ERIERER, PTL#ITER.

ERAXEAGHAFNEH, BHAREFR Session Recording A8 EN EMAMEERR,

#NR Session Recording Server 1 Session Recording #iEEAREER—&RSHE L, EXTNEEHE
Session Recording #iBEREIBERGIKIR. ZN, &AL

- ERFIEESERDEBTHEN securityadmin 71 dbcreator FRS 23 AEKIR, AETRE, T
BZEZ securityadmin 71 dbcreator (RSB AGNIET, TR MR,

- Z#E, #f SessionRecordingAdministrationx64.msi XH#HTHR. £ msi FE&EH
8, 2BR—IHEE, BRIEMHEE securityadmin 1 dbcreator RSB AN ENIKIEESIER
HER. BRAERNEIE, ARREHEUBEAR,

MRFAEEBFARFE Session Recording Agent, Session Recording Agent 7.6.0 (RESRAS) 5
B (H#0) HRZH Session Recording Server %, B2, FLEHIEINEEMRIAIEETRETRER.
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+ 72 Session Recording Server A& F 12 EMNEAKIEH T SE R o

o WITEHRESALRE, INERTIEREA Session Recording Agent BMFHMERARER, USSEAS
BEMRAERRS. TUERITENRES ARG FIRZALED,

o MUILTHEER AT B R HARR A FH 4R Session Recording 2 /5, ARRETERRSICRMEE. ERMLLINEE, &
AR BERRE,

o MIRABIEFRNFERNREIRIE, RBTHRRFINFTREMEIER /),

o BEBUTHEIRF, LUEEEETSSIE M8 % o] 88 H IR R,

FHRIRF

1. #1R Session Recording ##EEH Session Recording Server REEFRMARSE S £, 3B Session
Recording Server £ F & {% 1k Session Recording Storage Manager R 5. /5 i %t F+ 4 Session
Recording #iE .

2. i&i@id Internet Information Services (1IS) Manager #f# Session Recording Broker [E#i&1T. #4&
Session Recording Server, #8 Session Recording #ki&EF] Session Recording Server REERE—
BR$338 £, W Session Recording #iEEH K EIFNFEK,.

3. Session Recording Server #+4k5epkfS, Session Recording RS & BNRE B

4. (fEEB& L) F4k Session Recording Agent,

5. R4 Session Recording HE&izHI & Session Recording Server, & %74k Session Recording
Server, B4 Session Recording HEESIEHI &,

6. F4& Session Recording Player.

£= SQL #iEERRS LEBE Session Recording #iEE

EEHANBENBUWAE Azure SQL $EE L HI. Azure VM £ #9 SQL Server L X AWS RDS Lt #FZ Session
Recording #iE R,

7£ Azure SQL £Z sz AWS RDS EZBE Session Recording g%
R

EABUBSITEMTFUTHRSMWENGS, UE Azure SQL #£E L FIzk AWS RDS &% Session Recording
HiEE. BXEAER, BRRAXFIENBHRERS.

msiexec /i "SessionRecordingAdministrationx64.msi'" ADDLOCAL="
SsRecServer,PolicyConsole,SsReclLogging,StorageDatabase"
DATABASEINSTANCE="CloudSQL" DATABASENAME="CitrixSessionRecording"
LOGGINGDATABASENAME="CitrixSessionRecordinglLogging"
AZURESQLSERVICESUPPORT="1" AZUREUSERNAME="CloudSQLAdminName"
AZUREPASSWORD="CloudSQLAdminPassword" /q /1l*vx "c:\WithLogging.log"
<!--NeedCopy-->
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1. Bl Azure SQL &L FIsE&:d Amazon RDS #=# &8 SQL Server 324,

i
2. ({¥PR Azure SQL) EREIMERMERFH Server FR&H, XLEFRHZ Session Recording #iBERIL
I, BXT6, BESHTENREERE,

ADO.NET JDBC  ODBC  PHP

ADO.MET (SQL authentication) - private endpoint

Server=tcpisr-sglinstance.3141e4%e4d94.database.windows.net, 1433;Persist Security Info=False;User ID={your_username}Password=
{your_password}MultipleActiveResultSets=False;Encrypt=True; TrustServerCertificate=False;Connection Timeout=30;

ADO.MET (5L authentication) - public endpoint

Server=tcpisr-sqglinstance.public.3141e49e4d94.database.windows.net, 3342; Persist Security Info=False;User ID={your_username};Password=
{your_password}Multiple ActiveResultSets=False;Encrypt=True TrustServerCertificate =False;Connection Timeout=30;

3. (WEATF AWS RDS) 2% Endpoint (i55) 1 Port (%0) 8. HITEEBEIBENLGIEM, X
A <R, W >,
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aws

Services ¥

Amazon RDS

Dashboard
Databases

Query Editor
Performance Insights
Snapshots
Automated backups

Reserved instances

Connectivity & security Monitoring Logs & events

Connectivity & security

Endpoint & port

Endpoint

database-2.ccjifaroogglyg.us-east-2.rds.amazonaws.com

Configu

Proxies
Port

1433

Subnet groups

Parameter groups

Option groups

Events

Event subscriptions

Recommendations

Certificate update

Security group rules (2)

Q

Security group

db2sg (sg-00fbd0fee602a731hb)

db2sg (sg-00fbd0fee602a731h)

4. i&fT SessionRecordingAdministrationx64.msi L{% % Session Recording #iEFE.

% Enable cloud SQL (A= SQL) & EHIES = SQL BIERABHMEN, #HITHMSENEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 43



Session Recording 2107

ﬁ Citrix Session Recording Administration Setup —

X

Database and Server Configuration

Specify the instance name and database name of the Session Recording Database and the
computer account of the Session Recording Server.

Instance name I

Example: \SQLEXPRESS, compuier-name\SQLEXPRESS, compuier-name,
top:xxxx. database windows.net, 3342

Enable cloud SGL

Database name I

[ ] Use default database name

Cloud SQL admin I
name

Cloud SQL admin |
password

Session Recording
Server computer
account Example: Jocalhost, domain'icompuier-name

cifrix

< Back Mext = Cancel

FE REME SQL BEATE, NWFiE Session Recording Server B E#HZR, 117 Session
Recording Server B4, EEREIZES, $2E OK (HE) W44, %% Cloud DB (m¥UERE) £
+, RAEBNINE SQL BERZWE, BB Citrix Session Recording Analytics AR, Citrix Session

Recording Storage Manager AgE#0 IIS ARSS.
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% Session Recording Server Properties - X

Playback MNotfications CEIP  Logging RBAC Email Cloud DB we|+ |+

Azure 5GL Managed Instance support

This option allows you to enable cloud SQL.

Enable cloud SQL

Cloud SQL admin sitsqsladmin
name :

Cloud SQL admin  [rererermmresssses
password:

Cancel | | ol

R iEET%E = SQL HEE LG

1. 1R#E https://docs.microsoft.com/en-us/data-migration/ s https://docs.aws.amazon.com/pr
escriptive-guidance/latest/patterns/migrate-an-on-premises-microsoft-sql-server-database-
to-amazon-rds-for-sql-server.html F#& At iR E,

2. E1§ Session Recording EF#BEIEEE1T, B1E Session Recording Server LizfT SsRecUtils.
exe.

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils.
exe -modifyazuredbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } { AzureAdminName } { AzureAdminPassword } diisreset /
noforce

3. 7£ Session Recording Server £, EfiE5 Citrix Session Recording Analytics AR5, Citrix Session
Recording Storage Manager BR$3#0 IIS AR,
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RAEF=#IEREM Azure SQL FEE LTSIt I ERE

1. 1818 https://docs.microsoft.com/en-us/data-migration/ I iEE.

2. EfF Session Recording fEE#E1EEIETT, #&7E Session Recording Server £i&fT SsRecUtils.
exe,

C:\Program Files\Citrix\SessionRecording\Server\bin\SsRecUtils
.exe -modifydbconnectionpara { Database Instance } { Session
Recording Database Name } { Session Recording Logging Database
Name } disreset /noforce

3. 7£ Session Recording Server t, &E#iEzh Citrix Session Recording Analytics Ags5. Citrix Session
Recording Storage Manager ARE#0 IIS ARSS.

7£ Azure VM 89 SQL Server £33 Session Recording iz

£ Azure VM 8 SQL Server £, AJLIEBE Session Recording #iEE,

1. &4 Azure SQL VM,
2. BB VM HGHEARMIEILET Session Recording A9,
3. 7E&#% Session Recording #¥ugEEHAIE, A VM B FQDN fEREFIE R,
FE: fEH SessionRecordingAdministrationx64.msi #{TRER, EBCEEFERA T SQL Si%E,
4. RERHBASTTRRE

En#; Session Recording

BEMIRE B TIEuEPMIER Session Recording A, iEEH Windows “IFHIER” IR MHAVENFH MR IERF1E
M, EMikk Session Recording #iEE, EHMAERSRENRE#N securityadmin 1 dbcreator SQL Server
AERR,

HFR2RER, FHHAGZEFEMFEERBSIERBIERE.

S IERS

February 20, 2024
LAAT, RIERGIEHERE R RBNSIEFEB—LFE#HIT, HERERESEERE—ZE L.

B 7.18 2, Citrix SINT WA SIERHITHEE, B ULINEE, BRI UERIEHHEBR ST ELRFENMIERP B
BN — P HZMEFERIE
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} =r

AR

ERRILINEEIRTRAIETT, 1B Session Recording. VDA # Delivery Controller #4kZIh4s 7.18 ShES
hRZSo

BRAXERRERIERS

£ Session Recording Agent &, FINT —MEMKRERTERAXERZEE. BWABRT, ZEIMRELEAN 1,
XERERIAR B %M.

BERANFALLINEE, BT TEIR:

1. Session Recording R¥EEmfE, UBEBERHNERIIRET Session Recording Agent B3t E .
2. FIFAMRRIESS.
3. H%® HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor,
4. ¥% DynamicControlAllowed &igE ) 0, SHEAZIAE 1,
1: SADIARE
0: ZAMSRE
5. E#/E5h Session Recording Agent U B A,
NRMER MCS = PVS #7308, R EMEG EMIEBEHRITER LUEF RN E SR E K.
e

AMRFEFLRSHTEND, ARFEEMTRRERR, Citrix TEHRIEEEMRFESREAFLSHE
IEYRRREB IS AR, EREMRRIESTEIENI, EREIMRZE, BSLHITED,

7z Citrix SDK ${&/8 PowerShell s $5hS B E{E L R

@it 34ER Citrix Virtual Apps and Desktops PowerShell SDK #1 Citrix Virtual Apps and Desktops iz#2
PowerShell SDK, #&aTiltEas#tA Citrix Cloud B ER IS RIERHITNEE,

ERELREMERAB SDK, B EEEEERHIHEMKITIEER Delivery Controller, #&Ri%#% Citrix Cloud

Ci
Controller £i%#ELL7E Citrix Cloud 3P REI&IE, W4FKIE Citrix Cloud £, BXFHAER, BESHELE
ERPE S
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% Delivery Group or Machine Mame Cueries >
[El Create Query et
Site: Address: Citrix Cloud Cortroller
Lnter 3 sfe address
(@ Delivery Groups () Machines
| Enfer 3 Deliverny Group name
Create Cancel
Close

pE=

i5407E Citrix Cloud Connector i+&#1 L% 3#xiE PowerShell SDK, fIAER—ZRALE PHEEMNT i
B9t B %% Remote PowerShell SDK, Hf1#2i&AZE7E Cloud Connector Lizf7itk SDK 89 cmdlet,

SDK #yi2fEA% & Cloud Connector,

TRIIE T Citrix SDK AEIBLERHIRMM = PowerShell &<,

LA
A

WA

Start-BrokerSessionRecording

Stop-BrokerSessionRecording

Get-BrokerSessionRecordingStatus

AT EFERFERENRIE. ENRIENTIRIFE
AR EHNEE. BXFMER, 18517 Get-Help
Start-BrokerSessionRecording U&&d
SEXH AR,

AT EELERFERENRIE. ENRIENTIRIFE
BREINRE. BXEAER, 15517 Get-Help
Stop-BrokerSessionRecording U&E&Ed
SEXH AR,

AFREFEEDRIENREIRS. EXEMER, 1BE
17 Get-Help Get-
BrokerSessionRecordingStatus U&EE®
SEXH BN,
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BN, MRABFAIRE T REHBENIZR, ERIUERZNEDSHEREBAREDRIE, UAARRRI RS L
PREHITIRSRBIERIEHR. FIRITLATRME:

1. (fBERT Citrix Virtual Apps and Desktops PowerShell SDK) M Citrix Studio #=#1& Ezh PowerShell,

T
hﬁmm“:]
2. A Get-BrokerSession &< HFBBAFAF WA EHEIE.

EX Select Administrator: C:\Windows'\System32\WindowsPowerShellw1.0\Powershell exe - [m] X
E Files\Citrix\Desktop Studi t-brokersession WKAOE \testuserb
Files\Citrix\Desktop Studi d

Files\Citrix\Desktop Studiox s.sessionstate

Files\Citrix\Desktop Studio> § ions.sessiontype
lAppTlication
PS \Program Files\Citrix\Desktop Studioc: s.0Stype
Windows 2016
i 2

Files\Citrix\Desktop Studio>

3. A Get-BrokerSessionRecordingStatus 4 REUEERIENRHINRS.

’;KProgram Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingstatus
onNotRecorded o ) ]
PS C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus

SessionNotRecorded
Ps C:\Program Files\Citrix\Desktop Studio> _

-Session 2 — R REEEZ— 1 =1E UID,

4. @ Start-BrokerSessionRecording i< BaREl. BIAMBERT, BReER—FKBHEE, [
FAPBHREE.

TRETTHER Start-BrokerSessionRecording s<HERA.

A,
ap

<

WA

Start-BrokerSessionRecording -User DomainA \ FiaR %125 DomainA s A UserA EFE=IE,
UserA Fi@xn UserA,
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ANA
AN

WA

Start-BrokerSessionRecording -User DomainA '\
UserA -NotifyUser $false
Start-BrokerSessionRecording -Sessions
$SessionObject

Start-BrokerSessionRecording -Sessions
uid1,uid2,---,uidn

Fea:E1% 5 DomainA B AR UserA MFRESIE,
BFEH UserAo

FAREIZ R SSessionObject KR FHIFFERIE,
FiBHAF, BREITR $SessionObject, 1&ETT
$SessionObject=Get-BrokerSession -
username UserA, WREMHEETHS S 514
BEXEMER, BSRPE 2 ManSBALEE,
FARFIRIE vidl, uid2, - uidn, FEHBF,

5. /A Get-BrokerSessionRecordingStatus

SessionBeingRecorded.

mLRMETBERIENRFRS. RKEEZA

6. 7£ Session Recording Player B MSRET SRR R, ARELHITREMIEIEHEPR,

=

e =

EruEid Stop-BrokerSessionRecording <4 %M “=&” R, BRFINSIENERE
— MBI RFE=RRSE, Player #ER EREENRE—MBNATEETRE, REINRIEFEELLE

BYETNRY, IHERARAR,

7. YIRSEMRMBE S LEHBRET, FH Stop-BrokerSessionRecording ss$EIERH,

TRET T HaSSHNERERA .

A A
GRS

WiEA

Stop-BrokerSessionRecording -User DomainA \
UserA

Stop-BrokerSessionRecording -Sessions
$SessionObject

Stop-BrokerSessionRecording -Sessions
uid1,uid2,---,uidn

Z1ER418 55 DomainA Bt A~ UserA MR SIS,
=1E 54 $SessionObject HIFFERIE,

EIEREI=IE uidl, uid2. --# uidn,

£ Citrix Studio BEIERRETF, AIUEFE MM Start-BrokerSessionRecording # Stop-

BrokerSessionRecording &s¢8BS.
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|

&4 Citrix Studio
File Action View Help

2= HE

[ Console Root
v § Citrix Studio (dDDC3)

O Search
E Machine Catalogs Administrator | Main Task Start End Status
£, Delivery Groups ¥ Today
B Applications APRO\gh Stop Recording of Session "5DAE93ES-E14E..  8/20/2020 : 8/20/2020: Successful
% i:;;'i:‘g APRQ\gh Stop Recording of Session “ADDS7787-DDE...  8/20/2020 8/20/2020 - Successful
v 154 Configuration APROQ\gh Start Recording of Session '5SDAEG3ES-E14E..  8/20/2020 : 3:56 8/20/2020 : 3:56: Successful
£ Administrators APROQ\gh Start Recording of Session '4DD67787-DDE..  8/20/2020 8/20/2020: Successful
Controllers APRQYgh Stop Recording of Session "4DD67787-DDE...  8/20/2020 : 3:55: 8/20/2020 : 3:55: Successful
g Hosting APROQ\gh Stop Recording of Session "5SDAEG3E5-E14E...  8/20/2020 : 3:55: 8/20/2020 : 3:55: Successful
#¢. Licensing APRQ\gh Create Machine "Styx VDA1 1'in Delivery G...  8/20/2020 : 1:22: 8/20/2020: 1:22: Successful
a f::z’gz;mhir APRQ\gh Create Delivery Group ‘Styx_VDA1' 8/20/2020 8/20/2020 : Successful
0 Zones APRO\gh Create Machine Catalog "Styx_VDAT' 8/20/2020 : 1:22: 8/20/2020: 1:22: Successful
s B Citrix StorcFront APRQ\gh Create Machine 'Styx VDA2_1"in Delivery G...  §/20/2020 8/20/2020: Successful
APRQ\gh Create Delivery Group "Styx VDA2' 8/20/2020: 1:19:59...  8/20/2020 : 1:20: Successful
APRQ\gh Create Machine Catalog "Styx_VDAZ2' 8/20/2020 : 1:18:50...  8/20/2020: 1:18: Successful
b Vesterday
AcE
November 23, 2022

Legging -

& Preferences

[E] Create Cust...

9 DeleteLogs
View 3

|6 Refresh

Help

24 Session Recording A+ /5, RILUATTIATH B LR Session Recording B2 & J9 Rl Citrix Virtual Apps
and Desktops £iZFH A TR EEXLERIE:

f2& 5 Session Recording Server BViE#
[ A P A
BIEEFNHOE R HI RS
EERBIXHNEFELIE
FEERBIX B RN
BE XGBHIE S
BRARZERARS
BRRERHFESR
EERAETIER
HBE= R A
k=g

BRIBEMIY

fc& CEIP

fdE 5 Session Recording Server f9iE#

October 12,2021
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f2E Session Recording Player % Session Recording Server #i%%

£ Session Recording Player AJ LB =& 81, BN E#TRE, FEEZIEHEERHKiER Session
Recording Server, &1 Player #Ja]fe B HaEB 5% & Session Recording Server &%, B—RIBEEZEE—1
Session Recording Server., #1R1t Player E2 L& fEREEHERI 21 Session Recording Server, NAFE
LUET it T A > SIS+ LM ESRERERR I Player Z%#5I89 Session Recording Server,

ok wpn =

BERERET Session Recording Player 89T Euk,

B5h Session Recording Player,

M Session Recording Player &izd, foRiEFETH > %,

EEBETRP, BEHRMN.

EENRBFEH, BAFEE Session Recording Server Byt EMMZ IR IP ok, AEERMY. FRIAER
T, Session Recording BB AR HTTPS/SSL RIFEEELRS, MNRKESE SSL, #FEE “HTTP”,
Efg& Session Recording Player, fEHEAEREREET]Z 1 Session Recording Server, i&%x&4 Session
Recording Server E84% 4 71 5.

BESEREEREEIM Session Recording Server 3t RS EE,

F2&E Session Recording Agent % Session Recording Server fi%i%

&% Session Recording Agent B, @& A& Session Recording Agent 5 Session Recording Server 2 g
W%, BEfERE Session Recording Agent [EE2E Iti%E#%, 35fEM “Session Recording Agent B,

1.

2.

T REIRET Session Recording Agent HIARSS 25
MFFsaZ e hi%E Session Recording Agent E(4%.
BEERATFR,

. 7£ Session Recording Server £, %A Session Recording Server # FQDN.

+ =

=

ZEMAEE HTTPS BEET (BAER TR TCP), i57E Session Recording Server FE&HE
A FODN, &M, SIERHIERM,

£ Session Recording Storage Manager ;5 2BA5IZ853 4, i%#%¥ Session Recording Storage Manager
AFBEENNNHERRAREOS (MERE).

AR

2@ HTTP A HTTPS ERERY, 1B%EMA IS #EEFNThEE,

THREFRFRS, ERIAMET2007 (2/08), HERAN—IHE, RREEEANEEFEBENTIF
FREBNTY. BItHEZE, BHRZES, BEXHAER, EERERRRRFL.
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7. 1£ Session Recording Broker &5, %% Session Recording Broker BT EEHEE N, FHERE
WHOS NBFE).

8. R4RTE, EXETH Session Recording Agent fRS3 LUSEZFHNE K.
M A P44

February 20,2024

EmRAFEFIR, EER Session Recording Server £/ Session Recording Authorization #=#l&%EF 2
fethft. BEMAERL:

B5E:

HFZ2FERA, BRETFTHFRITHEDRE GINEFRERNEIE) FFEINIR.

+ PolicyAdministrator, E5Z&E. 6IE. &KiE. HERUKREARFIFEIRHNR. ZRINERLT, £& Session
Recording Server HitBH EERE FIL RGBSR,

+ PolicyQuery. #iFft% Session Recording Agent BIBRS 83ERRHIEITE. ZAERT, 20 5H%H%
AP ETIABIKR,

+ LoggingWriter, Z¥ENEEAASIERASHNRE AERT, SHERRNMNERSEZ AR
R. BXZIAM LoggingWriter iR X A2SHHEEE ALK,

. LoggingReader. B EHEERASIIRASHNE, KABTIERARRSH.

» Player., #FZEEZHIM Citrix Virtual Apps and Desktops &iZF8IR, LLABFEERINERAEHN, R
# Session Recording BY, FRERFESEERBFRHINSIENNR. HAASIEESEREANSUHEF 2N
Ro MRAFEEERIFNKIEMZHINE, WESHBRRANSENIBTIUTHEIRES:

Search Failed

A ) Search for recorded session files failed.

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security.

OK

ERARNEAE AR, BRITUTERE:

1. UEERSMNERIEE Session Recording Server Bit&E .
2. 1B5h Session Recording Authorization =14,
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3. ERENERLBFNAE.
4, EFRBES, KREERIE > Assign Windows Users and Groups (432 Windows BFFI4).
5. RMARMA,

Session Recording #3571 Active Directory #r%E X IR A4,

TH QM ERERBEFELHRIT RNERBEIER. s, Bhkad 1906 &£, EHLUERA Session
Recording SREEIZHI A IR REIGETERI, BXFARER, BEEARGIHEERR,

Fo &SRB

April 4,2024
fEF Session Recording SRESIZHI & 0 REIEEE. BHHQNKREE. SHMMURBEMREGEERE, 02K,
BILARIBY M Citrix Cloud #14sit3FiE 487 Delivery Controller,

BERT:

W% Broker PowerShell 128 5t (Broker_PowerShellSnaplin_x64.msi) 5% Citrix Virtual Apps
and Desktops Remote PowerShell SDK (CitrixPoshSdk.exe), 7 gtfEF Session Recording HE& %
fla, REBFIASEREEE BT, £ Citrix Virtual Apps and Desktops 1SO (\layout\image-
full\x64\Citrix Desktop Delivery Controller) L3k %I Broker PowerShell & 5, 7 Citrix Web i
= E#3 Citrix Virtual Apps and Desktops iz#2 PowerShell (PS) SDK, #ZBFah it &Rt SDK §Y

WREEHITIZME. BN, SFHHIEIR.
m:

B LU 4R 48 7 it & LA B LE 72 Session Recording Server Al BN H M BMENB A TR X4 =
ko MEEBRSMBERRET Session Recording Agent Wit & #l, ITF EMREIES REE
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent % DWORD {&
DefaultRecordActionOnError =1,

R RS

FILUBCE RS E X BIRBIREE, WAl LIEIRHBER CHBEXRBIER. RAEXHRHRBS[ER NN A TR
BRP. EXTHNAEFNRSSE. BREEEEIHWERF. EXTNAREFMRSSHEHEE X RHIRE,

ERFIRBAEERFINRIE. SRREE— T REERBL T EDRT.

RYTE M HIRH ERBE

Session Recording LU T RS TE X BI R I SEEE :
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FRE BIAREE, WRKIEEHMKREE, NAIREIRE

RABRATBNNENARHEF. KRBXREEHLNRBIEENES. ERRVER. APIRAKRER
pEFSI

RARBRABNNENARBIEN. LRBIXIFEFRNRBIEENEH. EFRIFER. BRATIKREIRE
pp I

REIGPAFHBER, LRERFIBIE (BRNEN) . AR SREAKEIRHEN,
REEPAETEH, KEBRFIBIE (BENEH) . ARTIWEIREE.

ToEE AT MIFRR A TE X BIRHIHRHE,

B B E R SRS

B E SHIRFIRIEE, AIUSIEMULIEEEERFIMPLAFSNA. ERXRFHNARFHRE. TAH VDA it
B Citrix Workspace AR ZE i P #hik, Session Recording SRBSIEHI & FRBI[E1S AT A8 B & 81,
ERWMELZGHNARFIKEMNFTIRUKRRZMASR VDA itENMFIR, EHMEEERIESEERMAERIREY
fR. Eiismf Delivery Controller LA E &2 5B FR,

NTFERBESHFAN, EEHFRIEERTURIEURANZS. REREBNAZIHERNFAIZE,

NFEHEMN, HEF—FIREIRME:

BRASIERHHBEH, WETRREBISE (BFENES) . AR SRMNREIREE.
BRESIERHMAEN. LETRREEIRE (BENEN). APFIREIRHER.

BRTBMXEGFRIERS, LETERNIEPRRFIEHENRBIEENSES. EFRGFFER. AP2R
AR SR EE R

BRAHENNNEAER WEREENEPNREZHCNRBIEENEN. SARFER. ARF
SUREIR BB

BRASERE, ILENEREFEREENRIE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 55



Session Recording 2107

E}? Rules Wizard X

Step 1: Select a recording option to specify if. and how, a session is recorded.

(O Enable session recording with notification

(7 Enable session recording without notffication

(O Enable event only session recording with notffication
(O) Enable event only session recording without notification

(®) Disable session recording

Next > Cancel

NFEHEMAN, BEMEFLUTIE 2 —KEIZRMF M

o AP, CIEERNAMNMIRIENAE P S4E5)R, Session Recording A& Active Directory A1
BRIMABEE,

« BEXHNEAREFRKRE. IEETZAMNMNRENERGHAEFRKETIR. ERUESH, BHEFEEX
ey AEFHEEN— 24 Citrix Virtual Apps and Desktops 5.

o XA ITEN. SIRENARNBRFNRAATITENIIR. ERANRSF, HERZ AT BTN
A=

o IPitbitsy IPSEE. SIZENAMNATRIER P stintsy IP tintBEyI®R, E5EF IP it IP SEERESEF, R
IR EBASEARGINER P tiutsf IP EE. RN IP iubR4E Citrix Workspace FzF#2RH) IP
#ik,
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@' Rules Wizard X

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

AR

Session Recording SEEITHI A ZIE—FMNPERE SN & M. MNUEHN, BF6EM AND #l OR BEECEF
RitHEmRLRE, —f&ME, OREEMEENFEHERNIHNIE 2BFER, AND EBERES M &HZEER. 1
RLR A true, Session Recording SRE&SILFMITHRNBYIRIE, TN, BEET—FMUHEE ZIIE,

FE— T RERBEPIZRSFAVN, REIFTUERRESFANNFEG. EXEERT, AARSMLERNANZNA

BRI,
MBI REHRIERE HIMTLR:

o AREPRERIMNM LR RS

o REIFFERHRFEIRN B FHHTESE =ML,

o RHEERBRRERMN B M TRATEEEE .

o BRATHENNNEGIERBHRFRIMNAIR R IF.
« BAFHBEMNNEGFIERGIRERAN MR LR RIK.

REDETRERRERFRIEROERAMUF 4. WFXERE, FUARBERANBIEREE, CRANBIRERERN
FREl EILEERMPREIERN,
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ZREEEXRHIERR, BRITUTERE:
1. UBNRRERERSMNERRET Session Recording HE&IEHI & MRS 28,
2. [&5h Session Recording SBgIEHIA, AEERAMNERRHIREIRIE, MR RIEFRINRE,

w

. ARSEIEREFEERMMN,

N

. EANRSH, EERFNER, AREET—F,

@ Rules Wizard

Step 1: Select a recording option to specify if, and how, a session is recorded.

(O Enable session recording with notification

(C) Enable session recording without notification

(O Enable event only session recording with notffication
(O) Enable event only session recording without notification

(® Disable session recording

Next > Cancel

5. EEMVEFEM - AJLUER—IHZ MM
P4
ERHHNAREFHRH
A E
IP stutitsy IP SEE
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@' Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

[] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Desktop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

6. IEMNFRM - B#HITHE, FREFTUENE XEESREL—PEFNZFGN LT,

AR

MREFREAFHNAEFREEMT FIENE, WbatubER IP ik, URL itENMBFE (I0R

Controller i FatMEF), NBREFZMIRETE R
EREAHRNNBAREFREERZFARITENE, &7 Session Recording EHiEH AIREES 2 BEN

Delivery Controller.

Session Recording %zl &2 5 Citrix Cloud fMz<it3fiE 89 Delivery Controller i@ {sHi—i@EiE,
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%’ Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: All Users
Published Resources: Select Published Applications or Desktop. .

Delivery Groups / Machines: Select Delivery Groups or Machines...
|P Address / IP Range: All IP Addresses

= G

B0, EFRRMAARITEVE, BEFFENREEETHNSE 3 b8 HEE, ARRGERINEZT RN
Controller &,
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C.

@' Create Cuery
Site Address:

Efer 5 sife aodess

Citrix Cloud Controller

it

i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

BXF=AA Citrix Cloud Delivery Controller BIAFIRIHEE, ESRNTR:

RBf!

Zsih Delivery Controller

Citrix Cloud Delivery Controller

Mzsih Delivery Controller £7i#%:2 Citrix Cloud
Delivery Controller

M Citrix Cloud Delivery Controller i Zlzsth
Delivery Controller

BFEHITHIRF

a)

%k Broker_PowerShellSnapln_x64.msi, 2.
B Citrix Cloud Controller £i%i4E,

%3E Citrix Virtual Apps and Desktops
Remote PowerShell SDK, 2. 31 Citrix
Cloud tkrF#E#&. 3. % Citrix Cloud
Controller 53%4E,

% Broker_PowerShellSnapln_x64.msi 3
BBt EN. 2. 2% Citrix Virtual Apps
and Desktops Remote PowerShell SDK, 3.
I3 Citrix Cloud kP #Z#&. 4. i% Citrix
Cloud Controller £i%iE,

En#; Citrix Virtual Apps and Desktops
Remote PowerShell SDK HE#E 50 &L
2. &%t Broker_PowerShellSnaplin_x64.msi.
3. BH e Citrix Cloud Controller £3%4E,
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I8 Citrix Cloud £1&

Z# 1 Citrix Cloud F#£E# Delivery Controller, 1E7E%R% T Session Recording SRERIZHI & HIITE
EFz33E Citrix Cloud &i, FREMERTRERSBHIEAIR, Session Recording HRERIEHIARTRET AR
FRER T4,

EHITFHERIE, FERITUTRE:

a) &% Citrix Cloud =418 H# 2 S IRFIFA R EIE > AP iF1E, G APl SFlaIReE A, LUIRENE
ki Citrix Cloud BA IR RN S PIIIREX . THENR2ETFE, EHZHEEHFREEREN
iIB. XHRIiAA secureclient.csv,

= Citrix Cloud

« |dentity and Access Management

Authentication ~ Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

nnector install or to access any of our APIs, use the customer ID* o

Name your Secure Client Create Client

_as the customer parameter.

Name+d: Creation Date

3:53:01 PM Dec 3, 2018 o

b) #TF PowerShell £iFHZITUTHLUME (ELENSERREN) SHRIERLEXHEN.

asnp citrix.*
Set-XDCredentials —-CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

<!--NeedCopy-->
RIBFEEILE Customerld 71 SecureClientFile, @& AZF citrixdemo SIZRINZH
WIERCE M, B HaiflFE/E4: PowerShell &iEHH S HIRIEHRT.
7. BREMSTMREE,
AR RTHBHRAEFRIERRE:
o MREDEBRZIRLANBEFZR, WAEREEREMNSIEFBHNNARER, NTISHFRFIRIE.

o NEENHRBRFESINBER, WHBARERERT Windows 89 Citrix Workspace N Bi12F (RS

BIUMBHRIE) N, RETRHEN, HERSTEDN (T) 2EURREREZKIEFRDHFAERA
EFo

AR E . IRIEHRGIRE, ERIBNRNEPRBNAERF. F7RNAEFRMAERGIFRMG. LA ETHR
REBRHTRINRIE. B2, NETE.

/3 Active Directory 4  Session Recording 7 i #& 7£ 6l B2 SR E& B £ B Active Directory 4, &/ Active
Directory A& #FH P AIE L HNAIRES AR B, I, MRATAMSBIIPNEFEEESRHR “Finance”
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9 Active Directory 7, BRABEFILUEDTERIZFNBYTE
MUmSHiEE “Finance” EReIZLILARFRIE R RERN AR,

BEFIMABEE AR Session Recording %Eg, MREFRSREARPRLERAFRNRIE, XMERTRX
LR/
MANBEE, MABRENARAERMEXEENAFAFEEER, EREARAFHFERFIRLELRFINR THSERBIE
BEH.

a0, MRATRMFIEEIEEE T AN Executive 9 Active Directory AFRIIM 5, ABAEA LLBIERNISkZH

Executive AN =IERH], MMIHRXLAFNIIELFTIRWRE, SERHMNBKELTEDRESHN, FaRE
“Executive” ApRINAIE, ALREMMRANSIERIBERN KRR EMMMHATTRE.

¥ Director E2E »1E/ Session Recording Server

BJLAGEF Director i & 8RR HHUE RHI SR,

1. 3¥F HTTPS i%#%, i57E Director IR 2B RIERIERB R REIEBLUSE Session Recording Server,

2. EFgE Director [R323LUER Session Recording Server,i&iz17 C:\inetpub\wwwroot\Director\tools\Director
[configsessionrecording ©<.

3. 1z Director BR%523 L%\ Session Recording Server 89 |P #ihitay FQDN LU% Session Recording Agent
FTi&E#% Session Recording Broker iz S iEZEZA (HTTP/HTTPS),

EHHOMHREE

Session Recording ZIFEFEBERHHNIEEES, A LITE Session Recording [BEITHI & P RIERIELUCREME
(638

=3

AR

ZiL R USB AR EEMEENIBEBNUKRN BAEFNBEMALER, 1EFEA Session Recording 1811 &=k,
BIDRHREEMHM Web 35558, 15 Session Recording kivds 1903 S E &k 7so
BiCRBINLIR;ESH, 5 Session Recording ks 2012 s E =R,

RYETE MBI E A SR B

EAE X NEFONREATEN. FABRT, ERTIFEDRS. HEVTEDRSH, FREREFAEMF.
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|% Citrix Session Recording Policy Console
File Action View Help

== 75 o B

Ep Session Recording Policy Console

~ [ Recording Policies
‘% Do not record
& New policy
[#% Record event only for everyone with notification
[£ Record event only for everyone without notification
\% Record everyone with notification
E Record everyone without notification

v |} Event Detection Policies
\% Do not detect
[ New event detection policy

v |} Event Response Policies
\é Do not respond
[ New event response policy
\% New event response policy(2)

|=) Recording Viewing Policies

Rule Name

L System defined rule

Description

Action

Logs no events

BRAETHMPFRATE X NEHLNRE,

B B E X E NSRS

B2 E B SHEMHONREEE, SR LSIERMNLUEEMLRAFSHE. ERBHNAEFNEE. THZK VDA IHE
W& Citrix Workspace i Af2F & F i P #ltERIERHIHIEIZR THESE M. Session Recording HKBgiEHI&

FEE S EEEAIEMN, BRMELHBHMNAEFRKSENTIRMARRZFA VDA HHENGI
R EERRENIEENIR, EiimA Delivery Controller EERE &I 5 IEEN R,

ZEIRBEXEMONRDE, BHITUATRME:

1. SRR BEIER B HERELET Session Recording HRESIEHI & AR S 2%,

2. I35h Session Recording HEEEIEHI&,
RINERT, REEHIE LN,

3. FEMEBPEREFONERE, MREED, ERRINHRE AR EHNRE,

4. (k) ARBEEMEGENRBHNESEHRS,

, WRMBEBER
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|% Citrix Session Recording Policy Console
File Action View Help
o= 2F G BE

Eﬁ’ Session Recording Policy Console
v [&) Recording Policies
E Do not record
= New policy
[ Record event only for everyone with notification
[E Record event only for everyone without notification
E Record everyone with notification
[E Record everyone without notification

<

=) Event Detection Policies
E Do not detect
[#% New event detection prline
(=) Event Response Policies
|§ Do not respond
[ New event response p

Add Rule

<

¥ Activate Policy

[ Newevent response p: Copy Policy

=) Recording Viewing Policie: Delete Policy

View Policy

All Tasks >
View >

Renal

Refresh

Help

Rule Name

[5 New rule
_g System defined rule

Description

Renames the current selection.

Action

Log CDM mapped USB evei

Logs no events

5. ARBITHOEFONREE, AREERRFIIM,

a) BIEHENBHXREZUNERE, IBE— RS I BN BEREM

¥ Citrix Session Recording Policy Consele
File Action View Help
L A= -ol NN 7 o

p Session Recording Policy Console || Aue Name Description Action

v [ Recording Policies
(% Do not record
[& Record everyone with notif|
[E Record everyone without n
~ [ Event Logging Policies
[ Do not leg
[5 Mew event logging policy
() Email Alert Policies

[ System defined nie

Logs no events

[ Rules Wizard

Step 1:Select one or more of the following options to specify whether to log the related events.

[ Log COM mapped USB events
[ Log generic redirected USE everts
[] Log app start events
Log app end events

App monitoring list

Type the process names of targef aops. Separate the names with a semicolon ().
[ Log sensiive fike events

File monitoring st

Tipe the absolute paths of target fies. Separate the paths wih = semicolor (;)
[ Log web browsing activiies
[ Log top-most window activities
Log clipboard activities

Next >

Cancel

o 3t CDM BR 419 USB E4IZRAE: BRLETEHRT Windows 5i& B F Mac # Citrix
g &P HE A RG22 (CDM) RISt AR EE IR,

Workspace i AEFHEF
HEERFIEPITIEES

« MERAEEEMN USBEHZRASLS: BRLTETERT Windows &R F Mac # Citrix

© 1999-2024 Cloud Software Group, Inc.

All rights reserved.

65



Session Recording 2107

Workspace ARRFHNEFHHEREEAATEFHRENEN, HEAEREEPIRCEMS,
s WEARFBHEMHICRAE: BREGNAEFNRHDHERGIGPIFCEMSF.
« WEARFEREMHIRAE: BREGNAEFNERHEREIGEPIRCES,
AR
RN AEFEHHTESIERNERT, Session Recording &% B FIFE F H4E 3R 3

TESTIER. Alt, £ A" mSH, BEFENNAEFBRHEFIERATZA, NYAERF
HLREFMFCRASERERLTRERTS,

« MARFEMTIR. HEERNYARFRHEFCREASHINNAEFEREMFICRAEH, £
N AR BT RAEEERMN BTN AER, FERdEBEHRFERBIFF.

==
Pa =W

- EMRNBEFNEMER, BENBRERBENTIRPRNEBEFNEZEM. Fl,
ERRTESEmEENGR, BENRAEFEMFIRPHRMH#IEZZEM mstsc.exe, A
N AR EMTIRPRINEZE, FRIRMBHEHEREFHZIRNN RN BZRF RS 2 W,
BINER T, Session Recording ¥R AR HEMHIRFARMHZZH cmd . exe.
powershell.exe fMlwsl.exe, MNRAEMHICNREGEFICRI RIEF BB
ERNAEFEREN, WEILEREFRE#HEZSMAMIINARERFEMYIR, 18
Fan SRR/, PowerShell UEERTF Linux B9 Windows F&%: (WSL) BREENRE
ShANZE R, BRINHZRMIEN AREFENSIRPARE Mo

- BNS () PRHERM.

- REIFEILER, R FRERR.

- ANMPHEEMAX D KNS,

- ATEEAEZHRFERGGTR, BPBERARFEHEZZN (190 explorer.exe)
Web 3l $5 28R =M R,

« WHBRXHEHFEREE: ERUEEXFERTIRPIEENETXAFORE, HiERIEEN
(VDA) 5&Fimigs (BEMSNEFHRHBNBANEEAATEFMILE) ZENXXHER.
TRERTIEEXFEMTIR, EFIETHMEXHEHIAETIER.

- Web #EREHERINGEEGH
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Sort by All Categories w

Cilters

-

00:04:04 File Create:32:
WClient\CS\Personality.ini: 33
Eytes

00:06:10 File transfer:6404-:
Host:C\Users\Administrator. RMFP
A\Desktop\EndProcessMonitorHoao
k.sln:
Client:\ES\EndProcessMonitorHoo
k.sin: 1010 Bytes

00:06:13 File Create:6404:
WClient\ES\EndProcessMonitorHo
ok.sln: 1010 Bytes

00:07:04 File transfer:2836:
Host:Cr\Users\Administrator RMFEP
ADesktop\EndProcessMonitorHoao
k.sln:
Client:EndProcessMonitorHook. sln
21010 Bytes

- Session Recording Player 2 REIXHFEHF

Events and Bookmarks
() 5:55:38 PM File Create: 32: WAClienthC$\Personality. ini: 33 Bytes

(3 55744 PM  File Transfer 6404: HostC:\Users\ddministiator FMFPAAD esktop\EndProcessMonitorH ook sin: Client:\E$5E ndProcessMonitorH ook sle 1010 Bytes

( 5:57:47 PM File Create: G404 \\ClisntE $\EndProcessMonitorH ook sl 1070 Eytes

() 55339 PM File Transfer 2836 HostC:\sers\Administrator, RMFP&AD esktop\EndProcessMonitorH ook sln. Client EndProcesstornitorHook sl 1010 Bytes

o XHHAFIR: EFICRBBXHEMGN, BEAXHEMTIRIEEZRANEIRX . FATLIEEX

HRUEHPBIRFIBANX . BIAERT, NMEEEAXH, XEFRERIATBRERSMF,

e =

- EWRNENIHRITHESSR. QIR MERSBIRIF, BEXGERTIRPRMILI
HHXHRNBEEFHE (MIFZXENRMBEXERXGRIREKR) . Fli0, BRI
C:\User\File#® sharing.ppt XHHRITHEDE. IR MRMBRNIEE,

BEXHRITIRBPAFNBRZEFZSSR C: \User\File,
- ZEAMHERFITEEZEXHRERZ, G, E@HHEx \\remote.address\

Documents x4y RemoteDocument.txt ST ITHIR FhI21E, BEXHESMT
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IRFRMERZFFE \\remote.address\Documents,
- BAE (;) HIREMAEER,
- (NEIEHEHITE, A ERBERT.
- BREFREFXDKNG,

PRI

- TR T R MR AR S K EIR R AR X 3o

- HEAEIMTNHHIAXHRBMHIXAAXHRBENKEBISZAKE (260 MFH) N, BI
ERRIE M X AR HITHI IR,

- FARBIEEADN. AFEHERAEEMS, BEMEOIMF “F4 K

- 7EETiEEPR AR B A EEHET, BET Player ERUBENHWT SN EH L EFE—NBHIMN
LB RIFAE Ko

« 12 Web JI5IER): EIFH0NNE LIERAFER, HERGFPIRCHEESM. URLMRE

FRko

Events and Bookmarks

i 54232 A wWeb browsing: https:/Awww google.com, Google - Google Chrome, chrame
SRR TIR:
PR TN
Chrome 69 RE=hRAE
Internet Explorer 11
Firefox 61 NEBHRAE

« ERENENEORNESD: EREMENEORER, HERFGPIRCHERR. TEMHERS,
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Events and Bookmarks X

(4 1:56:08 A
(4 1:56:22 AN
(% 1:56:36 Ahd
i 1:56:39 A
2 1:56:55 A
¥ 1:56:59 Ah
(24 1:57:08 A
(23 1:57:13 A
(24 1:57:20 A
(24 1:57:34 AM
(2} 1:57:51 AM
i 1:58:04 A
iy 1:58:25 A
2y 1:58:26 A

o IEREINERIERD:

Top-mozt window: EXCEL, Book2, 5330
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-most window: Taskmgr, CdfSve.exe, 9276
Top-mozt window: explorer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mozt window: explorer, Deskhop, 7212
Top-mozt window: WIkNWORD, Bjzjizbb | docx, 3896
Top-mozt window: notepad++, . 4340
Top-mazt window: Taskmar, CdfSvo.exe, 9276
Top-most window: Tazkmar, CitneAuthentication VirtualSmartcard.exe, 9276
Top-most window: regedit, FileOperationkonitorList, 5584
Top-most window: notepad++, zhi, 4340
Top-mozt window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grd, 6330

ERBFMERIERIAS. BEERMXAHESRIRE. FERXHBIARHER MMM

B2 BIERXARIARIHERTAITE, FiCREGRIFBIHER T,

PR RIBRN 5o

=

=

BERRRSTREE.

S5 BEXRHIREEM, EAILLEFE— TS MANFES: APRA. EXTHNNAEFHREE. X
HASH BN IP #tiutsg IP SEE. BXFARER, BSHLIEBEXRFIRIKE S PRI,

REDFURATESHONRERIERRN R4, WTFXERE, BNAORMMEYEE, Bia
KRR, ETTEECKMIFRELEAN,
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@' Rules Wizard

Step 4: Complete the rule setup.

Specify a name for this nule:

a1

Provide a description for this rule:

| Speciic user nie fitet

Enable this nile

Summary (click Back to edit):
Options sefected:

Log &CDM mapped USB events
Rule criena:

Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range

MName Location
& user JZUAI-SRS-1
5MREENREMN

< Back

Cancel

MRERFR Session Recording B, BINER T &E I AIEIEMHIQNER, tEY, &1 Session Recording
Agent #8%& HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents FTHEMEME, MU

HBERTIERIESMH. AXIMRENRA, FSRTER:

AMERE

EnableSessionEvents

EnableCDMUSBDriveEvents

EnableGenericUSBDriveEvents

WA

1. 2REREMEN; 0. 2RERAEMHEN FHAMERK
o

1. 5 CDM BR5¥Hy USB AABTFMEIR & RIHE NI ;
0: £/ CDM BREYRY USB KB BEFEIREBIENBI N
(RUMEEIE) o

1. ERBEAEEMR USB XBEFMHIRENENBILN;
0: ZFHEREEMR USB KRB EFMIRENBNBIE
(RRINEEHE)
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AMRE WA

EnableAppLaunchEvents 1. BRNNEBREFBHREN,; 2: BRANAERBHH
RN 0. BRANAREFBHHMEROEN GOIAE
iR o

AppMonitorList EEEBMNBTNARER. RAERT, TEEEAR
BERF, XEWRERINER TAaBREARARER,

EnableFileOperationMonitorEvents 1. SAWNHIRE; 0: ZRNNHRE BHAER
)

FileOperationMonitorList BEZRMMBEMX 4R, BAERT, FEEEAXH
k, XEHRERIATHRERDEIRIE

EnableWebBrowsingActivities 1: BRI Web X¥5EzD; 0: ZAKIN Web %5

& (FRIMEEER) -

THR-ERBHE:

« Z#9 Session Recording @TRHEMM 1811 ZHINFZIFEMHLN (BFIZR) WARAFHEN, HESDT
Session Recording Agent E#HECEMREIAMIME, BARINER T EEEDBMHENERE, FIUAFS
EREMEHS

« MR Session Recording @M 1811 Z Al FHFR M4 BEA R ZAIEA T IZNAEMRRAFAEN, NS
4> Session Recording Agent ERiEX M REEFREABIAME. FARINER TEEENEHIQNNRE,
FIURRIBREMEH,

 INRE Session Recording @M 1811 Z A HBHIN BEFAKZ AIE D HTL B A T ZINAENARAF
&1, ME1 Session Recording Agent EMWABXFMEREMEFENININE. BTFRINERT&EEHEH
MRS, FEHFRNTARSAE,

* WNREH Session Recording @M 1811 AEKH, WEHITHIARRENSZHEN (BEIER) RIBHLE
M.

I

e g==N
= .

£ Session Recording HE&IEHI A RHER G E XN BE X EHI0 MK, S Session Recording
Agent EHMRREMRIGER KA BT EBERIMRISEHITEFLN,

REHEEFHER
Session Recording Player 2#5&EF A &HiARIES], AILYE Session Recording SKESIEHI &R OIRREIGEESE

g, HRSTRERANZSMAN. SFANHERTAFAXBAARTUEEREAMBRNARA. EXHHNNAER
FMREUREIEERR AN VDA BRI
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BIZEEXRHIHEERE

ERRBGEERE AT, HRWTATERIZIEE:
1. EREHE Session Recording Server HIit&E#H,
2. MFFHAZ &% Session Recording Server Ei%.
3. £ Session Recording Server B4/, &3 RBAC &I+,

4. EPAVFEE R EERBEIEE,

a@h Session Recording Server Properties — >

Storage  Signing Follover FPlayback Notifications CEIP Logging RBAC

Recording viewing policy

Thiz option allows you to configure recording viewing policies in the
Session Recording Policy Console.

Allow to configure recording viewing policies.

Cancel Apphy

ZREBEXREGEEERR, BEHRITUTRRE:
AR EREKBNEHONKRETRE, RFGEERR (SETEPRMBAEAN) TR FEHRS.
BEREEEEE,

1. SRR BEIER B HERETET Session Recording SRESIEHI & AR S 2%

2. Bah Session Recording HEizHI A, BINERT, EERHIGEE R,
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% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

FE: BRIEETE Session Recording Server B EATZIhEE, SURFGEERERBERKEATRA,
3. EEMERPEERHIGEEERR, MEREP, BERIMEEUIEREIGETERRE,
4. (FIk) ARBHMEBHWHEHESS,
5. AR P EHREHEFRMMD,
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@P Rules Wizard X
Selected user or user group who can view recordings
‘ Add..
Next > Cancel
6. BEHHRM.
7. EEEFEBPHHANEER, EEAFXBFPAEARHENES.
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@ Rules Wizard

Selected user or user group who can view recordings

Add...

Selected users and user groups whose recordings can be viewed

< Back Mext = Cancel

AR

EEMMNFR, REEE—IAFPIAFAEARFIGNESE, IREELZTMAPSARA, WRERE
HIRES REBF B RIEXAEF,

BERSMHMEEN, FRACEZNEEREABREAC. NRAFPSEEREHINSIEFMENER,
NESHBRREINSENSWE —FEIRER. BXEAEE, BESRBEHEPEN.

8. BEME, ARBET—F. LERKERBTIREMNFAHIINIEE,

9. ERHFEMVFMELUISELZAIEENMEE DI ARG

« AFPEA
« EXBHNNAEFHEE
o XA ITE
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups

[] Published Applications or Desktop
[] Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users | Groups: All Users
Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back

Cancel

AR RKEEMNFSE, ZAEENNEERLEIEENRGIE.
10. AREMSTHEE,.

f5l4n:
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@ Rules Wizard

Complete the rule setup.

Recording viewer:

(s \aciministrator

FAule crtera:

Users / Groups | Published Resources  Delivery Groups / Machines

Name

8 administrator

Location
SHNKG

< Back

o

NN HREE

LEEREIS E AT ERXBFERAER, WIZBFIRRBERE], HERNAMRERMNRFNIEFIEROEMF. W0R
ENRERBXRFBESCMAHREARR, WIMEESHMEASR, UEERESHFRLRENILFERERS,
XAEMENNSEERE,

W—BRGE X NWEABNRENFMN, AIURERECIREEEXEHMMNERE, —RREE— M EHMERELT

AR,

BXTROBFHAER, FEATENFREERE:
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Citrix Session Recordin

File Message Help @ Tell me what you want to do
]ﬂ[ Delete | ~  [=] Archive E\I?I Move ~ 6) Reply <é) Reply Al — Forward Elf'ITodn = EE Mark Unrea

Citrix Session Recording Alert: A TopMost was detected. VDAMachine: AWTSVDA-0002;

o SR-ALERT <srt-no-reply@outlook.com=

Thizs email comes from Citrix Session Recording to notify vou that a Tophlost was detectad:

[CAUTION - EXTERNAL EMAIL] DO NOT re

Session Details

Lzer Marme administr ator

Daomain Mame KEHTE

Start Time 115872020 215:06 &M

Delivery Group Fde Desh top And SppGroup

Application R Desktop,

DA Machine

Flavback LIRL hittpis:, wehplaver S/ plaver £
Ewent Text Topfpp: regedit

Event Time 11872020 %1751 &M

You can find the session recording video and more information hers.

This is an automated email from Crtrix Session Recording. Do not reply:

R’R:

PHEM URL B17E Web ERSBPHITARFIMNKIENERCIE. SLHILFTE Web EMEPITHEREIGR
Ho

BT X HYE IR SRS

Session Recording 21T — MRS TE XHIE 40 R 5BE -

o RUARL, BRIABYSEMHMNERER, WIRAFIBEHEHMEFMNRE, WASREE FEEERMEDSERERGIHRMN
REIHFPIERBIEH

B B E X E MR 5

1. SRR BEER B HNERELET Session Recording SE&IEH & HARS 25,
2. /B5h Session Recording BRIzl &, BUABERT, &EENHNE IR KR,
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[ Citrix Session Recording Policy Console — 0
File Action View Help
e 25 & H
‘% Session Recording Policy Console Policy Name Description
~ [ Recording Policies [ Do not respond This policy will disable all alert notifications.
(&% Do not record
[E Record event only for everyone with notification
[E Record event only for everyone without notification
E Record everyone with notification
@ Record everyone without notification
v [Z) Event Detection Policies
@ Do not detect
v [=) Event Response Policies
[& Do not respond
v [ Recording Viewing Policies
E New policy
3. EEMERPEFEEHIREE, MR REFERINHER.
4. (FIik) ARBENNEGIMREHNHEEH R,
5. ARBAEHNEGINRIEFEFERMAMN,
6. EENRIE B RIS B FERH REEIR WA E LA 2 AT E N 21 FE A BN iR,
@ Rules Wizard
Step 1-1: Select one or more of the following options.
[[] Email alert when a session statt is detected.
[] Use event triggers to specify how to respond when a session event is detected.
Configure event triggers (0)
Step 1-2: Enter email addresses for the alert recipients and/or set a time span for dynamic screen recording.
Email recipients:
Type the email addresses who will receive alerts according fo this nule. Separate the addresses with a semicoion ().
_Tlme span for dynamic screen recording:
Type a number to set a time span, in minutes, that dynamic screen recording lasts after a session event is detected.
Next > Cancel
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7. (FIi%) IREEFHEFRA AT B TR AR,

a) 1EMNESHRNERIAE AR L FHR L,

@ Rules Wizard

Step 1-1: Select one or more of the following options.

Email alert when a session start is detected.
Use event triggers to specify how to respond when a session event is detected.

Configure event triggers (0)

Step 1-2: Enter email addresses for the alert recipients and/or set a time span for dynamic screen recording.

Email recipients:
| example@example.corm,

Time span for dynamic screen recording:
. Type a number to set a time span, in minutes, that dynamic screen recording lasts after a session event is detected.

Cancel

b) £ Session Recording Server BMHELE & H B FHIEFILE.
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[y Session Recording Server Properties - X
Rolover Playback Notficastions CEIP  Logoing RBAC Email L]
SMTP server: |smip office 365.com
Port 587 [ Enable SSL
Display name: |Cirix Session Recording
Email address: |st-noreply@outiook com|
Password: e
Email ttle Emal body
User name User name
[(] Domain name ] Domain name
[[] Start time ] Start time
[[] Delivery group {4 Delivery group
[[] Application ] Application
VDA Machine VDA Machine
£] Recording URL

[ Allow sending email notifications

AR

NRFE B FERAAREAEE D PIER T WD LRNED, WHFER—NESENEE, E5HEFHAEH
IR, EEAWRIXBFHFBMHREMARE, Session Recording &R ix— e FHEHFLL
WIS FHISE, MREMIEEMAER (FIUBBIEORER), Session Recording

RiRE—&##FRES, HPEaHEREAREE.
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Validation Error ot

The email account can't send message successfully, please
! check your configuration.

The SMTP server requires a secure connection or the client was
not authenticated, The server response was: 5.7.57 SMTF;
Client was not authenticated to send anonymous mail during
MAIL FROM [BN3PRO3CANDT2. namprdD3.prod.outlook.com]

EHBFIFEERNTERADHAEER. EFEENBFIFILEILNERHRES BFIRERIR
EIgBERXNNE, EEHAEHEEIES (CitrixSsRecStorageManager) BR$. 1thoh, TRM
hivzs 2006 K ERIRAARII HFIRA, EEHZE0 Storage Manager AR,

) 4iEATIAR Web BikastEmR.

EFEEIREFHAETIER URL ST, EXREFMERTN ((1EH HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server), AEHITUTIRE:

+ ¥ LinkHost f{E KB B N A TiH1a Web #Bik23m9EA URL, a1, B https://
example.com/webplayer/#/player/ Lifia Web ##ik2s, &3 LinkHost H{E#K
BIgEN https://example.com,

o HIN—#1E EmailThreshold, HiEHEHIEZEN 15 100 TENNHF. EHIEREETF
ERFARIEIKP E— AR ENRAERBFEER. IREHBT RIS IEL KX LB FERFAIEL
£, MK CPU AR, MRKIEEEHIEIFHIRENBHTENS T, NEHERELRE] 25,

AR
o BBV FHRHFARSE 25 0] AER NG B F R Xk P AL O B MR AN 28 A, MiTPELEEL &% B 1R

o BAVFIKF RXEBFEE, BFEHEFME (Fla Outlook) FJEERIEREWIEZIKF 2
BHAXAFER.

o ELATERBERALZBFEHEERE. fid0, HiX2ESHERE, BEIE XA ERLIXS
FEfF. EXMBERT, BHRRREEIHERIEROZIER,
8. (Aik) EEEEMHMA .

EERERASHMARIEERNEIEEFRNAMNS, EESHMASIZHEENTR, BEZRHATE
EIERNENS, XEEFTLUMEBFHEER. DHSERERFIHE,
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Event Triggers - X

] Dimension 1 Dimension 2 Sendemail  Start screen recording  Description
Eventtypeis  FieCreate  ~ and Path - | Equals and Fleszs(MB)  ~ Greatorth.. - | th [u] ]
Oreventtypeis  Top Most ~ |and  App name Equals and Windowtide | Equals - then =] ]
or. CDMUSB - |and Drive letter - Equals nd then| O [=]
- Equals n h ] ]
. O a

AR

WIERETD RN RBIE RAVE 4R, TR RS

MTHIFIRFEFEHLE, ARBIEMAEE AND EEFHSHRMEERESHAN. RSALREELD
EHMN, ] UTERBATIPEXEHMEBRIIFZINET, WRERT KEBFEHEHIERTIZRENEH,
W ZTE LR B FERRIREEE XNB R B0 HMIA, NRERTHERERS, WENXEHREEPELRER
LEMN, SFERFIEEDER. REDSFERFNNEEE. MRKEENOBE, FERENSAHH
17, BEIRFNRIEER,

@ Rules Wizard X

Step 1-1: Select one or more of the following options.
[[] Email alert when a session start is detected.
[] Use event triggers to specify how to respond when a session event is detected.

Step 1-2: Enter email addresses for the alert recipients and/or set a time span for dynamic screen recording.
Email recipients:
| Type the email addresses who will receive alerts according to this rule. Separate the addresses with a semicolon (;).

Time span for dynamic screen recording:

| Type a number to set a time span, in minutes, that dynamic screen recording lasts after a session event is detected.

BXZRHNEHRENTRIIR, BER TR
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E LSl

N RiEFRLh

R FRRERF4ER

Web 3%

XfelE

XEdn

X5

XHER

CDM USB

@A USB

AR R =i

N RBiEF R TR

Windows #5at
URL
I EARRE

MR AR

Bz
R/ (MB)

Bz
AR

REBTE
BirERE

ttAh (MB)

BBz
R/ (MB)

REhERETT

REBW
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E LSl HE B
=i

TRFFSATE] ()\BY)

9. BEHET—HLUEFEHRBIMNF .

S5EIZBEXRERBE LM, EAILLER— RS MRS BPRA. EXTHNAREFNRE. Y4
I ENLUAK IP ks IP SEE. BXEFMER, BSHCIEEE X ZHIHEEE PR,

@ Rules Wizard

Step 2: Select the rule criteria.

[] Users or Groups

[] Published Applications or Desktop
[[] Delivery Groups or Machines

[ IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users / Groups: All Users

Published Resources: All Applications and Deskiop

Delivery Groups / Machines: All Delivery Groups and Machines
IP Address / IP Range: All IP Addresses

< Back Next > Cancel

>xxNote:**
>

>When a session or an event meets more than one rule in a single
event response policy, the oldest rule takes effect.

10. FREMSTHEE,.
11. BUERBE IR SRS,
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SRS

1. UBEREMERLET Session Recording H&IEH &89 EN.

2. Bzh Session Recording HB&IEHI &,

3. MREMEES Session Recording Server &0, EH#ifR Session Recording Server &#. #hiYAliH0
EWTIR. BEHTE.

4. 7z Session Recording HBgizHI &, RIEFERARGIREHAEHATIZREKRE.

5. EERERENHR,

6. MIEBIZH, RFHIERE,

(ER &

1. UBEREMNERELET Session Recording HgIEH &8 EN.

2. B&h Session Recording HBgIEHI &,

3. MNRHMEHEE Session Recording Server E0, &R Session Recording Server &#r. Xl
[EMTIR. BEHEHE,

4. 1£ Session Recording SB&IEHI &S, RIEZERARFIRBREHBAEICRER,

5. EREBHRIKRE, KM REAMERF,

6. ZARM. BREMIBRAN, BHITUUTRME:

o MEBI=rR, FEERMAAN, NREWETFEDRS, RABET—TRUEED, BREHINZIRF. £
FAARM ) 80 = AR

o ERBEAHMN, BHERIFAE, HEEREN. ERMNRSEFN,

o EFREMEROOMN, BHEEFGE, FEEmERN,

ToEMIER RS E XAV ERBR S AL T ARSI R R

1. UBERBMERRET Session Recording HBgiHI &I BN

2. Bzh Session Recording HB&IEHI &,

3. INRLMEHEE Session Recording Server &, iEHfR Session Recording Server &#. #hiXFlizO
EWTIR. BEHE.

7£ Session Recording HigizHIAH, RIBFERARGRBRAEHATIZRER,

EEMERSD, EEREMFRVREE, MRZRELTEDRE, BIHEHMERE,

MR, EERIPRERER,

ERRHIANZIRIE,

N o ook
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TRERTHITH

BOERIEZE, ZRREMRBDAEN, EERFINSBERAITERFIXERREDEH. XHERIRAKNNNISE
ERH. BRARFIFHRAXAGXNOFAES, BFSHEEERHIHFBIXHER),

TRIFMRAT ERFREH L ERDEMBI RN AR REH S H IR

IR Z BT R B REE Iy - H BRI RBIEREE N REEHE, REREFEEN:

AR A E R FER. XREABREREHIENH
ERBEA £

FRENEFEA TR FIERH,

FRENEFEA RHIFH @A BRERFIFHET—FBIHEB.

FREIFHER TR FLERH,

FEIFHEE RENERE HERE. TRAPERNFAERE
el H S

EERBIXHREFMELE

February 20, 2024
/3 Session Recording Server EMATHEE RHIHHHITZAEML B LU AL R I AR R (LB LUE#HI TR

TR LUK R B R B TE At IR zh a8, SAN &#0 UNC MEBRZIEENUE, BRE 2103 &, AJURRFIGEMETE
Azure XHEHZED, BXFAER, FSHFNEENELE Azure XHHZLIFERFIHo

AE:
o BEFEF TR (5130 SMB 1 NFS) 72 NAS LiFfEsiErI et REM L =N, BEERAE

hRABIMN OB R R 2RE, FHHITHURNIL LR ERBIIEEE,
o BEEXEZEREBEREIG, EER ICLDB &<,

BE— 1 RE AT EEIE RIS RN AT MEFEHRG B4 X

1. ZREFE Session Recording Server #yit &,
2. MFFtaZE ki Session Recording Server Ei4.

3. 7£ Session Recording Server Bit+, BEEMHETF,
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4. ERAXHFEERVIREERBIHHNEMEXX AR,
HEENHEE, Session Recording RMERSIEFINXLEXHRE “TLiEF" PR,

BINERT, REFEEELE Session Recording Server Bit&#H# <drive>:SessionRecordings X
ke, B ERFEREGRXGR. FMFIIXGERUBES M EZBRHITHARTE, HEFAESZE,
FIRFH SRR TREGIEXHRZ BT T A HTE. AHTEEIXHXEIRH#T,

5 AEMXHNERBRFERF, BABTERFEHORGIHIIXHRE,

RINER T, FRAH R STERE Session Recording Server 893+ 418 <drive>:SessionRecordingsRestore
NXRPHITME . AIAE X R,
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[% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*|* |

Recorded session files are stored in the directonies specified. To store files
ir\::,I a load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

List of folders is empty.
The default folder C:\SessionRecordings will be Modify...
used.
Remove

Specify a folder to temporanily store archived session recordings and make
them available for playback.

Restore directory for archived files:
C:\SessionRecordingsRestored Browse...

OK  Cancel Apply
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ECE Azure XHHHZELIFMERSIM

EEIR Azure X HZELIEFHERFIN, BMUATIE:

1. EAzure "JF e, GIEFMEIKS, AFEIE Azure XIHFHE,

BXBRENER, BFERAEA Azure A REMERE Azure XHFHS, TRENEEENEE.

Session Session
REIXGK X HZEE Recording Recording
(MB//)\ee) KIERE XEHZ R (TB) Server # &8 Server X/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X495 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£9 10 2500-4000 SSD Premium 10 2 Standard
D4as_v4

XHHZEMERIBEX 8 /)i, 88 23 MNIEEBMEMNREIXEF—N A NREHHRITEN,
2. ¥ Azure XHHZEIRARINEILET Session Recording Server B9E#,
a) LEERSMNBHHLIRTH, REIEENBERN <Session Recording Server L#42 >\Bin
X%,

B A & R T, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server &,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> <,

Hr,

+ <storageaccountname> 2 Azure HEHEMHEIKF BB T,
« <filessharename> 2 EM7Z K, FE M HLZHN A,
+ <accesskey> BAIBFibIAXHHEZMTFMEHF 2.
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BTG AR LIREVERFEK R 2.
o AL B E X HHZ UE HAEREREY R EE T R RIS FEIK P 2.

idocs (G+/)

Connect X

sessionrecordings

& sessionrecordings
SMB File share

2 search (Ctrl+)) «

T Upload -+ Add directory A\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
Click here to learn more.

& Overview ‘ P search files by prefix
82 Access Control (IAM) Name
Windows  Linux ~ macOS
Settings No files found. e
"
il Properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
4 snapshots Drive letter
& Backup | z ~
Monitoring Authentication method

O Active Directory

Al Metrics
(® storage account key

@ Connecting to a share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Learn more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
cmd.exs /C “cmdkey /add:"sremdstg file core windows.net ™

/pass: Dsjcn/azw xhckjTgGZUZtolh8 J9kuidsp7xX11eq] kx7 [

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

Learn how to circumvent the port 445 problem (VPN)

o WAILLET B ETFAEK P TTE £ M SAFEY 7 1P B AR ENFfE K P &R,
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,

i. $T7F Session Recording Server Ef%,

i, BEFHEETR_ERR,

iii. £/ \\<storageaccountname>.file.core.windows.net\\<filessharename>\<subfolder>

BB UNC B2,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHFIEERWIEETHHEE.
v. B Session Recording Server EE O A,
Vi. NATARGBEREEHE.

vii. RFIRTEEFHEBDH Session Recording Storage Manager RS THE,

Session Recording Server Properties

The “Citrix Session Recording 5torage Manager” service needs
to be restarted for changes to come into effect,

Do you wish to restart the service now?

FERE RHISAFBI AR

February 20,2024

KGR NER, THRFIXEMFNNEEK, BERRIEREREIBRATESNE NN ERERIE, BIE
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BIXHHIKD, EAXHIEERERS. REMAFINREZE, Session Recording &XARXHHEIES—1X
AR EATTRE HIRIEMDRRD,

AIUA—NREEERMEE:
o XK. XHIAFIIEEM MB #2 /5, Session Recording &Mz X HHITH— M. BIAERT,
XHTERE 50 MB Z /R0, AJLUEETF 10 MB 2 300 MB SEERRIRH.

o FEEE, [ERBAIHEENNRRZE, SKRKAGXEHITH—THXMH. RIAERT, XHERH 12 /)
SRR, RILUEENT 1 B 24 /e EERBIRE,

Session Recording 2HMEXWNFE, WELAREWIEMG, NTURERDE. FlM, MREEXHANA 1T
MB BE#EETEIA 6 /B, TIRHIHE 3 \BIREE) 17 MB, Session Recording #t&3d 17 MB B K/IMEH R
Rz, RANZXHFHATH— XS,

AFFLERIZFZ X, Session Recording REEL—/\WZEA#ITARE (WEREFUBANNS/IVE), A
EXHRNIEEE. XEA/NET 300 MB ELHANAIFIIME .

EE REIFRIRAS AR/

1. EREHE Session Recording Server B+,
2. MFFaxEhi%ERR Session Recording Server B4,

3. £ Session Recording Server B4/, BERENHETE,
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% Session Recording Server Properties — X ‘

Storage Signing Rollover Playback Notfications CEIP  Logging RE*[*

Rollover thresholds specify the maximum limit to which a file may grow
before a new file is started. Files are rolled over when the file size or
recording duration specified, whichever occurs first, is reached. Files are
not rolled over if the recording duration is less than 1 hour and size is less
than 200MB. Files are always rolled over when the size reaches 200MB

regardless of the duration.
File size threshold (MB): 50
Recording duration threshold (hours): 12

OK || Cancel | Aoy

4. BA—NF 10 I 300 Z[EIAVEEE, LUHSEXHFRRAKRN (B MB REMD).
5. BA—IMNTF 13 24 ZiaBE, LUIEERHNEARFSE (BUNREMI),.
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BEXBHHES

April 3,2024

MRBEYHOIRFIRBIEERFAANIENNEARLXEN, WARIERFRAERERET —FENER. A
BHUH BN EERFEEAREBHNKRENIEFEITEER. IREFAERE, BXAZEENIEF. BFAINUE
HHEHERZE OHSSEHITERE,

FIANBAEE S VDA ERIRERENIESE ET

AILEAFMEIES 2B E BN, BR, RENSMESIE—FENER. BREENETES SAPNE At
RERESER,

el EESEVSINZRS]
1. EREI$EE Session Recording Server Hit&E
2. MFFtaZxE %R Session Recording Server Ei%.
3. 7z Session Recording Server B, #EH@METF,
4. BERM.
5 EFHBERNESHRANERS. —MESRELIE—FHR.

BRHAMER, MEERETE
BEERENEESER,

BRSERR

November 23,2022

EERNHRFIRIENZXIFIRIER S VDA R % Session Recording Agent, ml@d&MIBHRMNIEENRET %
K128 VDA BBRHl. BRAREIZE, Session Recording &iEEmNREIEK, MMAEERHNSIE,

2% Session Recording Agent B, BEARH. HKITRINERAAKREIN VDA L8 Session Recording, EH
BNEERIBITRE, XLERS B[R SR FILEVFRIIA,

7Z VDA L EHSERRS
1. ERERET Session Recording Agent MRS 23,
2. MITHAZ & ik Session Recording Agent E%.
3. ERIEREIT, EPFECHEFBAL VDA IHENMKIERFISIXIE, WEERE R VDA WAL,
4. RERTEY, EFERN Session Recording Agent ARSE LUIESZFRIIES,
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} =r

AR

Z4 Session Recording BY, ERNZREEH
FFRE (EARSSR LBARFIRIE) . BEFERS], 5EA
Session Recording SRBEI=HI & BUE H SRS,

ERBEEXEMHFRD

Session Recording A EFERE=ANAEFFEENKE FTASEH) BAINERENKIER, EA Session
Recording Player ZERIENRERXEEHS, ENBFRENIIEXHN—E, TEERFIRIEZEWE#ITE
%o

fn, ENEHTRESUTE “ARITAT —MHRER ARHFIEIED, SHAFITANKEEN, MITTREIF
HRST R R AMENZ XA, 5 Session Recording Player iz =iEEt, E&E8/ A LUIETIZR Session Recording
Player WEM4FBEFIRHPETHITIZE, RERHIHEAFITHEN R ELRH0RE

ERBEEXEHENTIIRS SR LRGP, BRITUTIERE:

+ fF Session Recording Agent BMEEEANBENEHNS RSB/ LERILE. PIEASERSS.
e BBERLRFHFERSS.

o« SEAESMAFK Citrix Virtual Apps and Desktops iEREREITHEMS APl EMENNAER (LUK
BIENEIRHIEA)

Session Recording REGE— M EHRE COM AR (APl), AFEREXENE=ZHNARFIEND R
R, AIUERAUSMHEIZIES (821 Visual Basic. C++ 3 C#) HRER APl, BXFEAREE, BSRMIRFLX
ZE CTX226844, Session Recording Event API .dll 4 Session Recording R#Er —2p 5 i#1TR %, ATUTE
C:\Program Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi.dIl F#Ei&3 -

BHERSH LEABEXEMHIER, BHRITUTRE:

T REIRET Session Recording Agent HIARSS 25,

MFFsaZ e hi%R Session Recording Agent E(4.

£ Session Recording Agent B, BEHFRAER £,

TEEEXEHRET, BPRAFE=FNARFRBEXIIER LIRS 2 £ 8IRE,

> w N

BERRERLFER

November 23,2022

WMREERET Session Recording Server #1 Session Recording Player Bit B4 L REEH, AT LLEE
Session Recording A E#HFE A RILEPEN L LM,
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BIMBRT, BFZTERTEARS. AEEETHETYREGHITEZMNIERE, Session Recording #2F 33
Session Recording Storage Manger BRE#5 AR,

BR#FES
1. EREHE Session Recording Server it &
2. MFTHaZ & ik Session Recording Server Ei%.
3. 7£ Session Recording Server Elf+, BHEFZIET+F,
4, JWEITERET Session Recording A HIitEN Z BB AR SBEHITEH.

L REELE Session Recording Server 89t &#o
MFFaZahi%R Session Recording Server B4,

£ Session Recording Server B, #EHEEZEMF,
BHEUHEF,

A

g
=
A0
m
oif
&
yall

February 20, 2024
Session Recording B R AEICRANCR A TERD:
«+ 7£ Session Recording HpgizHl& o Citrix Director B3t R HI RS E M HEiC R ERESFIMAVE X,
+ Session Recording Server BMMEE,
+ Session Recording Player R HIM T HIE 7.
« EERIEEIDZ S Session Recording RHIRIE,

o EREZENERTHERREERBSIERRS.

I

e g==N
= .

AMRFEFRLERSBERG, JRFEENMRERERA. Citrix TEHRIIEIMRFERECHFTLESEY
IMBYRRAER IS LABRR, EREMRRIESRT BIENY, EREEMRZAT, BSBHITED.

PHRNEAEERATIER

ZEZG, EOILITE Session Recording Server B2 AZ/EA Session Recording B 5 HEIZRINEE.
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1. UBEBEREMERIIRET Session Recording B R REIZRMNITES,
2. MFTHaZ & ik Session Recording Server Ei%.
3. BEAFTRFETR,

A Session Recording B A RAEIZRGE, FRBREMMEER. ETLLBEIET Web 89 Ul ZWHMAENHE

To
BRTREFIFELLRN, MRETIEREM, MELUTERD. EEEREEEMS ID 6001 WRKEH:

+ 7£ Session Recording 5kBgizHI& sk Citrix Director F33 R RERFA A E L,
+ Session Recording Server BIEMEE,

SEFIFRLERER SR MRIERI R,

EEE'—:}EJ\ H lu\laiﬂﬁ%mﬁ)j

RINERT, BERATIZRIEN Web ABIERE Internet Information Services (II1S) #3517, HE% IMER
£, BRER2E5, Sl Web N ABEFHN S 9B ARS M S E IRk,

UBEREMNEFRIE Session Recording Server B9itE .

£ IS BERP, BENAREFM.

ENAEFT, A%EeE SessionRecordingLoggingAppPool, AGEERESKILE.
REHBEERNEREERNEEK .

B A2 F 3¢ Microsoft SQL Server ##9 CitrixSessionRecordinglLogging #kiEZ#7 db_owner 1%
MR,

6. Btk T3t HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server T R
IREMN PR

ok wbn =

RRANBEARHIRERSIER

RIANERT, EERASERIERREENTHRENE N REIRE XMERTERESERKENBTIER. BEoU#E
BEFRTFE, BEIMRPRAXMBETIER.

1. UBBRSHERIEE Session Recording Server 893t &#,
2. T EMRRES.

3. %% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,
4. ¥ EnableRecordingActionLogging M{EIRE N :

0: ZARMURFATIER
1. EARGHREAEER
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EREERBTICRSE

Session Recording 12ETF Web WA A REREWFAEEE R BEICRIE,
7£31& Session Recording Server 89t &#H _EHRITIATIRME:
1. MFFiaseearhiik Session Recording B 5 HEIER.
2. # X LoggingReader BF8IEIR,
A RERS Web BHBERNEERRZBEICR Web B,

GIHrIX Session Recrdin - —

Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/202110:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
| [EX Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query .. true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

1-100f18 2 >

EEMITEN L
1. #T7F Web %ig8Hisin B R AEICRA Web B,

« SFHTTPS: https://servername/WebPlayer/#/logging/config#f https
://servername/WebPlayer/#/logging/record, Ef servername A& Ses-
sion Recording Server ByitEH& R,

o 3tFHTTP: http://servername/WebPlayer/#/logging/configfihttp://
servername/WebPlayer/#/logging/record, Heh servername }J#E& Session
Recording Server HJi+E#1&#F.

2. # X LoggingReader BFHIEIR,

BEESARE

November 25, 2022

Session Recording Z# U FETF Microsoft SQL Server BWEIBES AT BIEMMAS R, EHEMBEHIMMEFRE SQL
Server #PERY, ¥R L BhMFERETR, XEEATHR Session Recording BETS A EHETHRIET To
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« AlwaysOn aJ B4R

AlwaysOn & |1 4AThAE BRI B EIBEHR G WS IRARNS I AEMRERE M AR, AlwaysOn 7]
FAMAMRRTZRTE SQL Server 2012 5|\, RAREMARIRAT —HAFRHIEENAI AL, BEKR SQL
Server 2% FIFEEE Windows Server iifEs#5 8% (WSFC) = b, AXFMES, 5218 AlwaysOn
AIFAMAE: BRI FR MRS R R,

o SQL Server &%

Microsoft SQL B AAF— B RS BEDEZES —SHERSB/BNTSNER. B2, BRRHRNIG
BIEEESR, HEEMKEEREIIZEEEMEESR (g0 SQL Server #iRERE %) Fig, EXFMES,
B2 AlwaysOn i fEsEi5 a2 (SQL Server),

o SQL Server $iEEHE®G

IR R G O R E IR AR S5 28 IS PR BT E T LAV Bh 1T B i PR 3% 18, SHEMMEMRRAF ML, 1t
FEAFREMER, BAREESMUBERS S LRERLMNR SQL Server iFrliiE, FREEREGINEPFHER
SQL Server Express Edition, BX¥AER, ESRAHUEES% (SQL Server),

BFREAEHIEES AN Session Recording 17574

BRI EAEHIEES AR Session Recording, EHRITIUTRIEZ—:

o %R Session Recording Server 4AfF, AEBAAIENKIEFELBELUIEES 2B,
AR EEERE N R EE D EE AN SQL Server SLfI_EAYIER TR % Session Recording Adminis-
tration A, RERFRBIENEIREERLEIEES A M.

- 3F AlwaysOn Sa BEAMBFELRR AR, w917 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditc
¥ SQL Server LB ZMFEE NS T A EMITEEEE SQL Server MLEHIE R,

- XNTFEIEESR, %P7 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\DatabaseFailove
#MHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner
HRF RN EIREE R MR F S S I,

o RATHIEERBESUEES B, AEBRE Session Recording Administration At
BIAFEFREAMY E SQL Server SEfIHEIZFR N =HIBEIER Session Recording $UBEMERE R HEIZRE
EBEHRESAI A, RETERE Session Recording Server AfFEdiN SQL Server SLfIZ#x:

- Z(EA AlwaysOn RTAMARAS R, BHNTAEARITENET.
- BERABIEFERGRALR, FRALE SQL Server B985,
- BEANEMBRAR, BRALZH SQL Server WML &R,
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AEF

November 27,2021

Session Recording & #§#% Session Recording Server B s, AL Citrix ADC ARGIRLE T A FHEE
B, BXHMER, BRRTENEHEPEE O HFEE Azure 35 Session Recording UKk FEE A H,
AILUTEFRE Session Recording Server Z @RS fa i FEECE.

AR

A TEINEEERERMA 7.16 XE=hRAE Session Recording Server #1 Session Recording Agent,

AT IR T Session Recording FrififIEK:

« FiE Session Recording Server £ — XX FREERFISH,
+ Fi& Session Recording Server #=— Session Recording ¥i&F.
o (B 1ERE— Session Recording HBgizH|&, HEFE Session Recording Server # = itz

L
Ho

B AR T

EfFEMALLINEE, 3E7E Citrix ADC & # Session Recording A EHITIU TS E:

FRE 2 FH (Citrix ADC 2643)

BB TRARSS 3§ Session Recording Server #xinz| Citrix ADC st &R S 25

BN HTERS

1. £ 4 Session Recording Server £, AEANFREMNARINGAE FERS.
2. (BiY) EFEXMIEMR R ES SRS IHiTeE.

B A H TR AR SS 25

1. IREFREMNEIEAAER Citrix ADC VIP A EINRS R, HEEIMIRS RO E FAEX A BT EHRS.

2. WELAEMWREBEESAL,

3. (3iY) 4% LEASTBANDWITH 3% LEASTPACKETS #ER a8 F #7534, MAREEERIAS % (LEASTCON-
NECTION),

4. BIER—NEBLUE HTTPS EMBRS =E 5,
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B M EHTE (Session Recording £543)

ER%E 7T Session Recording Server &S &8RS L, RITUTIRE
1. (BiY) i&1E Session Recording Server R#&3 12+ \#HERY Session Recording ¥iBEZ#Fo

2. NREEF “BEEAATICR Thee, Citrix BIERASRES 1 Session Recording Server B EEH &2
R ETIRRBIEER TR,

3. 5Fr%E Session Recording Server it &k P H = 7 XHFME X K%/ SBRIG, 7 Session Recording
Server BB X HFEXHRBERZEXHER, EXFAER, BEREERFHNERIS,

4. 1z Session Recording Server ;& (HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server)
FARIN—ME.
{E&#5: EnableLB
E#iE: 1 (D_WORD, ®=ER)

5. 3187 Session Recording Storage Manager ;5 2BA5IE#E HTTP 3 HTTPS i, &7 Citrix ADC VIP
ntBIE—Z ENIER, HE C:\Windows\System32\msmqg\Mapping\sample_map FFMNEER, A
EEHBEERTIRS.

YNNG i

<redirections xmlns="msmg-queue-redirections.xml">
<redirection>
<from>http:

<to>http:

</redirection>
<redirection>
<from>https:

<to>https:

</redirection>
</redirections>
<!--NeedCopy-->

Hr, <ADCHost> 2¢6/iZ# Citrix ADC VIP ity FQDN, <LocalFqdn> 2zitiE#1#9 FQDN,

6. (i) BZE— Session Recording Server ;Afit&RfE, BILUfER <Session Recording Server RiEig2
>\Scripts\SrServerConfigurationSync.psl i MILLIREIEMBHSHEE, FHIZHIMESNIE
ftt Session Recording Server j:ftzR. tba]LUER SrServerConfigurationSync.psl Bz 54 S BA
FIARINETE MRS o

a) £ — Session Recording Server L2 & EnableLB i REE, UWEBRSMHBEs—1
i % 12 = & O # i& 7 powershell.exe -file SrServerConfigurationSync.ps1 -Action
Export,AddRedirection ~-ADCHost <ADCHost> 5<%, Hr <ADCHost> J6l## Citrix ADC
VIP #41ké5 FQDN,
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b) BITHIZG, BER—NSHAIR A SrServerConfig.reg FEMERX 4 H1E sr_lb_map.xml X
#nzl C:\Windows\System32\msmq\Mapping &%,

c) f£5— Session Recording Server t, SHIaiENS BHEMA SrServerConfig.reg, LEER
B Eoiem$iRRmEOHiE1T powershell.exe -file SrServerConfigurationSync.ps1 -Action
Import,AddRedirection -ADCHost <ADCHost> 1<, Hr <ADCHost> J#tizE#y Citrix ADC
VIP #ak#y FQDN,

d) i&17#l4s/3, EnableLB {Ei§FN%5—1 Session Recording Server s &m+, sr_lb_map.xml
X#EFmMEl C:\Windows\System32\msmq\Mapping &2,

£=%# 7 Session Recording Agent 19it% 11l L, 7£ Session Recording Agent EHHiTLUTIRIE

« R A Session Recording Storage Manager 58 2 FAF%E$#E HTTP ¢ HTTPS #hiY, i&7 Session
Recording Server StAiEF#A Citrix ADC VIP 3iit#y FQDN,

+ WRH Session Recording Storage Manager 58 2 BAFIERBIAR TCP 1Y, 357 Session Recording
Server X AEFRFEA Citrix ADC VIP i,

R % T Session Recording Player #9i+&# £, HITUUTEME 70 Citrix ADC VIP #tisitsiE FQDN ERiE
M1 Session Recording Server.

£R% T Session Recording #iEZEH SQL Server £, HITLUTFIZIE I§FE Session Recording Server it
Bk PRINEIEE Session Recording $#iEEH NEH S E db_owner 3R,

BEOURE Y

October 12,2021

HFLRLERA, Citrix BIUFEE HTTP AE#EMiY Session Recording BB HEMA HTTPS, EM HTTP
FAE HTTPS, MAENSIIRE.,

¥ HTTP BE&EEN

1. BREFEE Session Recording Server B3t #l, H7E IIS F3f Session Recording Broker 2% £i%
%,

2. %% 7 Session Recording Agent 95 &MR%55 3 £, 3§ Session Recording Agent B HIHEE
M “HTTPS” E|ehny “HTTP”:

a) BRIIRET Session Recording Agent HEAIRSE 3.
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b) MFFaF &%k Session Recording Agent Ei4.

c) 7£ Session Recording Agent B4 ikiRiERET £,

d) £ Session Recording Broker Xigis, MY TFhizl&R+iEERE HTTP, AR EHE LUEZFIN
B, MRRAARTENBRS, BEER.

3. 7£ Session Recording Player i€ BHiEMHiGEEM “HTTPS” Eekr “HTTP”:

a) ¥
b) MFFtaES, %% Session Recording Player,

c) M Session Recording Player Szgi2eh, {RIGEZRTE > %M > 151, AEERRSB/HERER.
d) MY THIZIRSERE HTTP, RAEREHEFRRLIESFRENER, FHRHIZIEE,

FREIZE T Session Recording Player B9&E4 I {Eik,

4. 7£ Session Recording SEBgIzHI A RRMGEEM “HTTPS” Bekh “HTTP”:

a) BRIIRET Session Recording HEHEIEHI A MRS 23

b) MFFtaZEEH, #%#F Session Recording HB&IEHI&.

C) MY THIFIRHEE HTTP, AR R EHE IHITERE. MREEMRL, TRE5E) Session Recording
EERITH AN RAARISELIEE,

mE A% HTTPS BIE&EHY

1. EREF$EE Session Recording Server BitEH, #H7E IS 3¢ Session Recording Broker BAR 2%
.

2. ER# 7T Session Recording Agent i9E ARS8 £, 1% Session Recording Agent B+ HIHIZE
M “HTTP” Eeg “HTTPS”:

a) ERFRET Session Recording Agent HE & ARS 3.

b) MFAtaEG%EE Session Recording Agent Ei%,

c) 7z Session Recording Agent 14 FikiRE %R+,

d) 7£ Session Recording Broker Xif#, MiMYTFHFI&FpiEE HTTPS, SR EHE USSR
B, MRAFRTEMBRS, BEER

3. 7£ Session Recording Player i¢BHigHiGEEM “HTTP” Bk “HTTPS”:

a) BRIRET Session Recording Player B9 TEik,

b) M &, 3%iZ Session Recording Player.

c) M Session Recording Player Szi2eh, {RIGEZRTHE > %M > %51, AGERRSB/HERER.
d) MY ThIZIRF%EE HTTPS, RS EHREMXIESZAENER, HRHIZITHEE,

4. 7z Session Recording SB&IzHI S PRFIMGEEM “HTTP” B30 “HTTPS”:

a) BRIRET Session Recording HEIEHI A HIARS 25

b) MFFa&h, #%iZ Session Recording SB&IZH &,

C) MY THIFIFRF%EE HTTPS, AR HHE LU TER. REEMRIN, FXRE5H Session Recording
BTSN AARISELIEE,
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ACE Citrix ZP(kltsEit%) (CEIP)

April 3,2024

L5255 Citrix EF K EitY (CEIP) B, RARKNEERRBMERLHIEHRXA Citrix, UHEBIRE™ MR
EfMEE. I, EREBUENEIREREZIZEET Google Analytics (GA) LUATIRE. SO,

=1

K

CEIP £ &
BRIMBERT, BERE Session Recording ¥ B125 CEIP, AHEERE Session Recording tXE$E—R
E#HEUR, EM CEIP BUHITE, BEHATITERE:

1. ZREFEE Session Recording Server #9i+ &M,

2. MFFEaZE ki Session Recording Server Ei4.

3. 1£ Session Recording Server B9, & CEIP £+,

4. EUHERSS5E P FRKEITIEIRE,

5. E¥Esh Citrix Session Recording Analytics Service LU E £,
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i_Eh Session Recording Server Properties — >

Storage  Signing  Follover  Plapback  Motifications CEIP Logging  REBAC

Thiz option allows wou o make the product better by jaining the Custamer
Experence Improvement Program. Learn more

Farticipate in the Customer Expernence Improvement Program.

Corcal | | osh

GAKE

B GAG, S5 /iHgE—X GA 5 Session Recording Server z @i ill{E S 838,
BRASEA GAREMRRIEE RRAE=0):
{18 : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
#Z#: CeipHeartBeatDisable
& 1=2/8, 0=BA
KIEER, GA ATEARS.
B2A GA, FHRITIUATIRME:
1. EREHE Session Recording Server it &
2. I EMREER.
3. 52 **HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\**,
4, HFM—EMEREHIGEDR N CeipHeartBeatDisable,
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5. ¥ CeipHeartBeatDisable HEEUIRIEE N 1.

6. E#AzN Citrix Session Recording Analytics Service MEIRE £

M Session Recording Server U&rI43E

TREMTRENEREENEETE, TEPFEEEMRIHERETFIFRER.

IR

HE#H GUID

1R YR

Session Recording Server fgas

MRAREFRHIGSE

REIHHE

HSREIHHE

RERFNSENRESRE

RELARERNEHIRFEINIEN

RIBEE

BRERNEAHNREIGHE

BEREEAHTIER

ERRIE TR

machine_guid

0OS_version

SRS_version

application-recording-number

recording-number

dynamic-recording-number

recorded-agent-number

event-logging-enabled-agent-

number

event-logging-recording-
number

admin-logging-status

WiEA

MRMEFRIREVEIERY T B . B
GA R, TitRERA CEIP, ®illfs
SRS KX GA

R BIRER AR XA TR S,
B GAR, TitEERA CEIP, &
MESHIEMRIEE GA.
RIREEM Session Recording
Server lRAMNXAEFRFH. BA GA
By, TitRERA CEIP, NiESH
EE=RIEE GA.

R BER RE X BRI,
EESEAT GA# CEIP B &iXLL
iR,

RN BEFNSERFG X SRE
HEEL. FIYERT GAR CEIP B
RRXIEE.

RIS RENX G HRENELR. [
BSERAT GA M CEIP BHig &%t 3k
o

RTIEERHHRIEN VDA HER
B, ENBAT GAM CEIP i
REIEHE,
XTREESERNEFNRFINS
iER VDA HENER, BNBEAT
GA #0 CEIP B3R RIX IR,
RTESIERNEMFOIRFIBIX A
HENEY. RANERT GA# CEIP
ENEEY3-5lik ¢/
RTBRAEERATERNEF. 17
RTIERBRA, ‘07 RREEM. R
BRT GAF CEIP BHERIX IR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

108



Session Recording 2107

HiER

ERNEHYE

BEX R E

BRHETE

BRREHEERE

EREMH

February 20, 2024

ERRIE TR

collected-events-number

customized-policies-number

load-balancing-status

rbac-status

iR

RTERNEHHENRBY. RNE
BT GAF CEIP B & IX 1t 3R,
RTBEEXZERBGNEFEETIC
FEREEPVHENEY, RNERT
GA #1 CEIP FHg RIX It 3R,
RTBAMHTENEF. ‘1" &R
BREMH. ‘0" RTEER. AREA
T GA F CEIP BR &ix b EE,
RTBARVGEERBNET, 17
®RERBH. ‘0" RRERH. RN
BT GA M CEIP B R X L EIE,

Session Recording AJ LRARSIHICREHMITIZEN, WEUGERMBR. ERIUMAEREGHERBGE
HEMH, FAAUTE Session Recording Player #BRGI 2 E M EH,

RBEXWEMS

Session Recording ATLUE R ASE X BT E4:

« #iN\ USB RBEEFMHEIRE

o NAREFBMMLER

s REABHOXHGESE. QIR BSMBIRE, URSIEEN (VDA) 5FFIHIEE (BEMFNEF IR
MEERNEMABEFMHIRE) ZBXHER

» Web %555 zh
s REIENEONESD
o BIMGIRIETD
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A USB KB EFfifigE

Session Recording ATLUERRE TIEATF Windows &R TF Mac 89 Citrix Workspace [z 2R HIZ 7 i R
SHE P imIREhEsiREY (CDM) REEAMER USB ABREEMEIZEMIHEN. Session Recording tRiZRHIFHAIX
LEEH,

AR
EFAIENN USB AR EBFMIGEHIZRIENEH, B7 Citrix Studio FiEEF i USB & EEFHKIKE
HFFo

LA REEIER USB AR EFHI&E (USB 2£5108) BIEN. EXIFMEE, BSHASHRNNRRK.

N2 B EhAILS

Session Recording XM AEFBMALRHITATIER. MUARERFENTIRPRNHAREZN, FRMKHER
H7#i2lRah N B2 RS 5 5. ErILUHIRTE Session Recording i&1T Z AR EMYS#H 2 Tt iE,

BUAER T, Session Recording ¥m AR HMFIRPRMEHEZZH cmd . exe. powershell.exe M
wsl.exe, MRAFHHSCREREFERUAEFBHNEMHNERNAEFEREN, WLLERESFohEEH
BEMAMENAREFSINTIR, HLERHSRTH. PowerShell LUAERT Linux B Windows F&%: (WSL)
M FRREFMBEIMER, RINHIEB VIR BERFERFIRPFRAT R,

Itk5h, Session Recording EARRNE N AR BHEHRMT RENH ST,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110


https://docs.citrix.com/zh-cn/session-recording/2107/configure/policies.html#event-detection-policies

Session Recording 2107

Session Recording Player
Fle Edit View Flay Tools Help

| b O @“’3" A | Search: = Anytime - 5 Advanced Search...

Workspace »

=8 Workspace - administrator
| Search Results

(] Favorites
Now Playing X
User: administrator ~
Domain: LEEwA

Applicabionc Desktop
Delivery Group: T5YDAZ
VYDAMachine: AWTSYDA-OO02

Site: BYT_DB
Status; Complete
Start 9414/2020 1:57 AM ¥
Events and Bookmarks x
) 1:58:36 &M App End: 8976 chrome -

¥ 1:58:36 &M &pp End: 9164 chrome

) 1:58:36 AM &pp End; 10008 software_reporter_tool

) 1:58:36 AM &pp End: 9920: software_reporter_tool

3 1:58:36 AM App End: 9900; software_reporter_tool

) 1:58:36 AM &pp End; 10164: software_reporter_tool

¥ 1:58:36 &M &pp End: 8760 chrome

3 1:58:36 &M App End: 8680: chrome

) 1:58:37 &M App Start 5080: conhost: 8416 Y7P\CNwindowshaystem3Zhconhost. exe Oxd

) 1:58:37 &M App Start 8416 cmd: 8092; "C:AWindows \system32hemd. exe’

) ;5858 AM App Start: 3980; cmd: 2416 cmd -help

3 1:59.34 &M App Start 7260 MessageQueuingT ool 99800 C:\UsershAdministrator LKEWAAD eskiopsMessageQueuingT ool exe
3 1:5%:42 AM App End: 7260: MeszageluesuingT ool

) 200:34 AW App Start 9144: Consoledpplication?: 9980 C:\Consoledpplication0.exe

) 200:49 &AM App End: 9144 Consoletpplication]
L} AM App 4: PINI in

) 201:30 A App End: 9544 PING
) 2:01:43 AW App Start 9560 chrome: 9980; "'C:\Program Files (x86)4Googlet\Chrome\bpplicationtchrome. sxe"

() 2:01:44 AM  App Start: 1392 chrome: 9560: "C:MProgram Files [#BE]\Google\ChromeApplicationschrome.exe” -type=renderer -figld-tial-handle=1540,5975 ..
(3 2:01:44 AM  App Start 2644: chrome: 9560 "C:MProgram Files [#86)\Gooale\Chrome\Applicationschrome.exe” -twpe=renderer -figld-tial-handle=1540,5975...
() 2:01:44 AWM App Start: 2256: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -tppe=utility --utility-sub-type=storage. mojom. ..
(3 2:01:44 AM  App Stat 1416: chrome: 9560: "T:\Program Files (#8685 ooglet Chrometdpplicationtchrome. exe’’ -type=utility --utilitp-sub-type=network. majom...
(2 2:01:44 AM  App Start: 10172 chrome: 9560; "C:\Program Files [#86)GooglesChromesapplicationchrome. exe” -type=apu-process -field-tial-handle=1540, .
() 2:01:44 AM  App Start: 10048: chrome: 9560: "C:\Program Files [x86]\Google’\ChromehApplicationschrome. exe’ -type=crazhpad-handler --uzer-data-dir=C:4 .
(3 2:01:44 AM  App Start 8980 chrome: 9560: "C:MProgram Files [#26)\Google\Chrome\Applicationschrome.exe” --type=renderer -field-tial-handle=1540,5975.. o

aidu. com -+

End of file

SERBIXGED R, IR, BEFFBEIRIE, URKIEEIN (VDA) 5FFHIZE Z BN HER

Session Recording FILUE RIEFEX A EMTIRPIEEN BT HMNXERBITHES S, IR, BIFMBRIE
Session Recording AT LUZRKIEEN (VDA) 5FFIHEE (BIEMSNEFIRRMDBNEE AN ENAT2FMH
’E) ZBEXHER. TILERTIEEXHEMTIR, EFIERBBXHEEHETEH A H LM ESIERIEE.
BXFAER, BERSHRINER,
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} =r

AR

BB AXHHERFHIAEREMS, 157 Citrix Studio FEERRIBIZEE NER .

Web %575 5h

FILIEZF RO 28 LICRAFED), HERBIGPIFEENS. BiERANKBEBF. URL MRETR. BXTH, 55
A TENRREE.

Events and Bookmarks

& 5:42:32 A “web browsing: https:/Awww google.com, Google - Google Chrome, chrome

Web TiE EEZHEE, BXx56, B2 TENRESE.
Events and Bookmarks

2 2:07:43 Ak Web browsing: https:/ s facebook. com, Facebook - LogIn or Sign Up - Google Chrome, chrome
2 2:02:00 Ak Web browsing: hitps: / fwe facebook. com, Facebook - Log In or Sign Up - Google Chrome :

RN ERPIER

Pl hiZs

Chrome 69 RE=hRA
Internet Explorer 11

Firefox 61 RE=hRA
RATEMNEORERD

Session Recording BJLIER&AIEMNE QER, HERGGFIREES. BIERHESM. TEANHERS,
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Events and Bookmarks

) 1:56:08 AM Top-most window: EXCEL, Book2, 2S00
() 1:56:22 4k Top-most window: explarer, CITRIXINSTALLATIONLOGS, 7212

() 1:56:36 AM
i 1:56:39 AM
i 1:56:55 &M
() 1:56:59 A
) 1:57:08 A
) 1:57:13 A
) 1:57:20 AM
) 1:57:34 AM
() 1:57-51 AM
i 1:58:04 AM
i) 1:58:25 AM
() 1:58:26 A

BIMEHRIERN

Top-mozt window: Taskmgr, CdfSve.ere, 9276
Top-most window: explorer, Application.evts, 7212
Top-most window: notepad++, . 4340
Top-mozt window: explorer, Desktop, 7212
Top-mozt window: WIKNWORD, Bjsjjizbb | dock, 3396
Top-mogt window: notepad++, . 4340
Top-mogt window: Taskmar, CdfSveo.exe, 9276
Top-mozt window: Tazkmar, CitnsAuthentication VitualSmartcard. exe, 9276
Top-most window: regedit, FileQperationbd onitorList, 5584
Top-most window: notepad++, ghi, 4340
Top-most window: explorer, Taszk Switcher, 7212
Top-mozt window: EXCEL, Grid, 6230

Session Recording AILUMEABIMERIZR XA, BRSNS RIRIE, DR XHEIARH#IZZHAMM4RR. B
BRXAFEIFRHEZMAITE, FIEREGEIZFHIEZ T,

AR RIABRATAERENNXEANAS. BiZRXERNS, E#% 3 Session Recording Agent # ¥
HKEY_LOCAL_MACHINE\SOFTWARE\ Citrix\SmartAuditor\Agent\CaptureClipboardContent
REAN 1 BIMER 0)

VDA Machine

EBSDK-TSVDA-1 1579KB

Deskiop.

BVT_DB

cmplete.
Stait 114742020 427 AW
MN7/2020 427 AW
/1772020 455 M
002744
ICACGRH20

NEGWLINLINKDT
0571376

© 43822 AN e, xplove, O\ et
© 43350 AM

Q 44042AM Ci
© 45213 AM
Q45225 AM Ci
@ 45334 AM Ci
© #5353 AM Clipboard Operstion: Bimap, expirer, ,

TR
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BEXEM

Session Recording Agent #24t IUserApi COM #0, =7 BIEFA UERZEORREINIER NN AREF
ERNEHEIE. RIBEHBEEN, Session Recording ATLFAIESRER., HEMMIZRRIFHFENIEME EH.

RS EFELE

Session Recording AVFEIERFIF R BT FLERE, HESIEERIAEEXENBRNNSRERS. EEMALLD
8E, AR Session Recording 2012 RE=EHRAS,

9 Session Recording Player x
Fle Edt View Play Tools Hsp
& | b O @[] | » | Seach: - Antime - (4 (% | [ Advanced Search...
Workspace X || Search Results x
&8 Workspace - administrator User Name Application Status Start Time Duration  Delivery Group VDA Machine Size "~
j ?::::E?eg”“ B administrator Desktop Complete  11/17/2020309AM  D0.00:46  TSClient AWTSVDADO0T 10,422 KB
B adminisirator Desktop Complete  11/17/2020 306 AM 000241  TSClent AWTSVDA-0001 10428 KB
B adminisirator Desktop Complete  11/17/2020303AM 000330  TSClent AWTSVDA-0OD1 £.064 KB
B adminisirator Desktop Complete  11/16/2020409AM 001927  TSClent AWTSVDA-0OD1 11.940 KB
B adminisirator Desktop Complete  11/16/2020221 AM 000635  TSClent AWTSVDA-0OD1 40.057KB
B acminisirator Desktop Complete  11/16/2020217AM___ 000242 TSClent AWTSVDAGOD1 4,409 KB v

Events and Bookmarks

O 30655 AM  Motepad++Sensiive content detecte.
O 30851 &M Motepade+Sensiive content detecte.

X

10| 5 || 4 b

[> Size: 10.428 KB

Content blocked

Sensitive content detected

© 3:06:55 AM Notepad++ Sensitive content detected::

11/17/2020 3:07:13 AM

Playing

RERILLINEE, BRMMUTIRE!

1. 7z Session Recording Agent B+, A FE=SNAREZFIZRIL VDA it Bl LN EE XEIESEE,

RIEBRENA,
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[% Session Recerding Agent Properties — >
Recording  Connections

Session recording
Select this option to enable policy-based session recording on this VDA

machine. If this option is not selected, session recording is disabled on
this machine.

Enable session recording for this VDA machine

Custom evert reconding

Select this option to allow third party applications to inject custom data
into the recorded session while recording is in progress. This data is
available during playback.

Allorw third party applications to record custom data on this VDA
machine

Carcel | | donly

2. ##FHEFIAA Session Recording & API B4R (IUserApi COM #0).

Session Recording 7 7.15 kk &4 APl COM ORI T i5aEHIThaE. RERNAF T REIARKESMH
TOEIRIEA RS X4 HIThRE.

RINBERT, SRR TR, BEREMAFEFIRER, EER Windows DCOMBETA:

a) @dizfT dcomenfg. exe T Session Recording Agent £#9 Windows DCOM BEE T &,
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Recording ..

F & & & &

CMLUAUTIL CMSTPLUA Color
Management
= = =
= Run x

Type the hame of a program, folder, document, or Internet
resource|and Windows will open it for you.

| —
Open: I‘ decomenfg.exel |

hd |

& This tosk will be cre

ated with administrative privileges.

Cancel Browse...

COM+ Event
System

&

CheAudioC...

&

DevicesFle...

&

EditicnUpg...

ComEvents...

&

CheVideoC...

&

DfsShix.dll

&

Elevated
System S...

“omponent Services - [m] X
%. File Action View Window Help - &%
o=@ XEE @
[(] Console Root Activation Addte  AgentConf.. ahadmin AP Client  Application  Application Application.. AppReadin.. Actions
& M. .. Wind, HxHelpPan... Activatio.. Fi Host Se
w i (E_omponentSemces anage. indows xnelpFan fvatio. fame Ho: ervice DCOM Config -
~ ] Computers
v 8 My Computer F &« & ¢ ¢ ¢ & & & More Actons  »
» [ COM+ Applicatio|| Appvclient appwizcpl Authentica.. Authentica.. Authentica.. Authentica. AuthHost AvailableN..  AxinstSv
> | DCOM Config Ul CredUl... UlCredUl.. UlCredUl.. UlTerminal...
> 3 Rum-m Processt
| &% &% &% & & & & & &
> ,E Event Viewer (Lofal) Background Bitmap BrowserBr... CdfSve  CFmlfsEng... Citrix Agent  Citrix EUEM Citrix Citrix
> & Services (Local) Intelligent... Image host COM Server ImeMsgFer.. LogonCs.
Citrix Session Citrix.Dme.... CitrixCseEn... CitrixSpeex... CitrixSpeex.. Cloud CloudExper... CloudExper... CloudStor...

Change W... Broker ApplD Create Syst...

& & &

ComEvents... Connected COpenCo...
User Store
ChovideoC..  CustReg  DataExcha...
Class

& & &

DictationH... Dockinterfa... DsmAdmi...
Class COM server

Elevated-U... EmailClient Enhanceds..

Explorer Fa... Class

&

&

DEFRAGSVC
service

&

&

EntAppSvc

CortanaExp...

DVCRender...

A% S Citrix Session Recording Agent HikiRE 4.
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& | &« & & &

Citrix Session | Citrie.Drnec.... CitrixCseEn... CitrixSpeex.. CitrixSpeex... (
Recording ... Cha
— T s P Y
Citrix Session Recording Agent Properties ? x
General |ocation Secuity Endpoints  Identity
General properties of this DCOM application
Application Mame:  Citrie Session Recording Agert
Application |D: {07chic101-d1ac-442%be 2e-bech 7oe 98012}
Application Type: Local Service
Authentication Level: | Default e

Service Mame: CitreeSmAud Agent

Leam maore about getting these properdies.

Cancel Aoply

C) ERRSRMF, PHFEUTENABERIES RINEBAMBTERRAF,
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e
Launch and Activation Permission > CustReg
Class
Securty
(Group or user names: a’
SR SYSTEM . Dockinterfa.
a Administrator COM serve
a Administrator (AW TSVDA-D001 Administrator) i
EmailClieni
Clazss
Add... Remove
1. | 7.
Select Users, Computers, Service Accounts, or Groups >
Select this object type:
|Users. Groups, or Built-n securty principals | | Ohject Types... |
From this location:
|b'u't.lncal | | Locations... |
Enter the object names to select (2xamples):
| Check Mames
R [ e
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Launch and Activation Permission ? >

Securty

GI’DIJP ar User names:

HR SYSTEM
a Administrator

A

Administrat LA

l guoxiangzh (UQYEB \guomdang

Add.. Remove
Permissions for guoxianagzh Allow Dermy
Local Launch ] ]
Remate Launch ] ]
| Local Activation M O
Remoate Activation L] ]

Cancs

AR
DCOM BB B4R, TEEHBIEMRESHITEN.
3. Bzh Citrix B &IE,

4. Bzh PowerShell 73§ Y a5 23 B8 <Session Recording Agent R %12 >\Bin XHEFELUEN
SRUserEventHelperSnapin.dll &k,

5. 51T Session-Pause fl Session-Resume cmdlet LU&E AT fibk SUR(S BHLIEMNB 5,

S i8R WEHAE
-APP A cmdlet MR BIEFER R, WHEE
-Reason REFMFEIENERE, NRKIEELS  of

#, WERRINRE, IBHATHK
FIEASRE S FEEERMEL, W
RGBS, WEREEBURHEST
FRZIPRLERTERRY, B TEERIRE,

a0, ALLETERIMTFUTRZER Session-Pause:
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EN Select Administrator: PowerShell - [m] X

n> man Session-Pause

ion-Pause [-App] <string> [[-Reason] [<CommonPar

use it to pause current session.

Session-Pause

RERMBREESHIFCEFIREIGT
RROEFIMEEHHIRGIT

Session Recording Player A EHITH B EHIFCEHNREIGNERIER,

1. 7z Session Recording Player /1, gHT A= EWELER, HEREEIR > 5R €%,
2. ERRETIHEEFEXERF M

EEHETRF, SJLUREHXAREHREFIRERRIIEFTNHITICES. FTUAAERSEH. BH. BH/EEM
HT SR RH R SRR FRIRFI .
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Advanced Search >

Saved Searches. .. Save As.. Reset Values

Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v

Citrix. Event Monitor. AppEnd

Citrix.Evert Monitor App Start

Citrix. Event Monitor COMUSBDrive Attach

Citrix. Event Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Event Monitor.File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericlU 5B Drive Attach

Query Builder Citrix. Event Monitor. Top Most
Citrix. Event Monitor. Web Browsing

Find the 200 most relevant refayr A R e

Citrix. UserApi SessionResume

Any Citrin-defined event

o EHRBTIRFIH T Citrix Session Recording B RMFAE SRR, AJLUERBERNEE—MEH
XA, %% Citrix EXWMEAEHRTIERES Citrix Session Recording id R MR HI B HHIFR
BREI

o BEUXATRBIIFE DL, FEHBRR,.

o EHXATRBECRENFXDKNG,

s WFEHMRE, YEEBEHXAEERN, £37 App Start. App End. Client drive
mapping #l File Rename R&5MLEE, AL, HEEFHEXAEREAN App Start. App
End. Client drive mappingsi File Renamebt, R AFEMEMLR,

BRESHIMCEFIRENG

BREOSHIMCEFNREGN, XEEGERESHNPBE@IRT, FHE Session Recording Player 89 &SR
NETAESR:
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{8 Session Recording Player - o x
Fle Edt View Flay Toos Help
= b O @[E]E » | Seacn - Anytime - (4 [ |[E] Advanced Search
Workspace X || Search Results x
=) Wﬂf‘gslﬂaﬂhé ;d":“"istmf User Name Application Status Stat Tme: Durstion  Delivery Group VDA Machine Size ~
j F:j;m esuls =1 aministrator Desktop Complete  11/17/2020427AM 000921  TSClient AWTSVDA-D001 5,063 KB
B administrator Desktop Complets ~ 11/17/2020 406 A DI-1654  TSClent AWTSVDA-00D1 3333 KB
B scmiristrator Desktop Complets  11/17/2020 346 A D0-18:35  TSClient AWTSVDA-G0D1 3.8% KB
B scmiristrator Desktop Complets  11/17/2020 310 AM 000042 TSClient AWTSVDA-G0D1 6731 KB
E scmiristrator Desktop Complets  11/17/2020310AM  D000:46  TSClient AWTSVDA-00D1 10,306 KB
[ sdniristrator Desktop o 11/17/2020309 A DD-0046  T5Clent AWTSVDA-00D1 10422 KB
Events and Bookmarks x

© 42613 8M Topmost window: ipcorfia, C:4wind
© 428714 4M Topmost window. Bginfo, , 1372

© 42813 AM  Topmest window: Configuratioriviz.
© 42621 AW Tap-mast windaw: explorer, , 2472

© 42829 AM Topmast window: powershel, Admi.
O 42315 8M  Matepads+Sensiive content detecte
O 43041 8M  Matepads+Sensiive content detecte
© 43045 AM  Topmost window: WiShel, CtxDnD..
© 43047 8M Topmost window: explorer, , 2472

iil&][«€lw —o +0nd | i SEOS | :0h03m +ih4m . W +0h0gm

> UQYEE 11/17/2020 4:28:11 AM

Playing

AILUEREMHNRRFINSE, HERERICT EHHR.

EERS!

October 12,2021

HD
B
H
=1

M Session Recording Player =& Z&FFI89 Citrix Virtual Apps and Desktops &i&, FHhXLE
BE,
NRREKENBA T RNERTIRE, WAIMEBEEHITHRIE (B 1-2 BHER),
MBLSIFNIFEMEIR KR XM A/NEA, BH Session Recording BIEREEMRE, MR RESDIRIEXH
o

AR

Session Recording B RA M TIRFHF AR ZHIH VDA SIEHNR. MREWIELIFNEERE, BS

Session Recording B REL R,

%% Session Recording Player B, Session Recording &1 & & % 18 B Session Recording Player 5
Session Recording Server ZEfi%E#, MRKIGBUIERE, BARITXHERN, RARRTEHITIZE, BXiE
B8, B5EM Session Recording BE R R
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55 Session Recording Player

February 20,2024

=5h Session Recording Player

AR
o MRRFINXGFEEHEIENAR, Session Recording B3 izAA. B2, MNRSMIIPAIEAIRE, EK
BERERIN—FHEE, IBrzZRAEWMELE, EFEMILIhEE, 15 Session Recording 2012 &F&
hRZ<o

« MREMEM Session Recording Player 2009 K& E RARARBRREIX 4, WEERUATHEIRE S,
Web #EHBARZ M,

Error Playing File .

The recorded session file requires a newer version of the
Session Recording Player for playback.,

1. BREIRET Session Recording Player 9T {Fif,

2. MFFtaZxEs, %% Session Recording Player, 3§27 Session Recording Player,

(& Session Recording Player - [m] pe
Fie Edt Vew Pay Toos Hep
B b O @& % | Seach - Anytime - (4 (% | [ Advanced Search
Workspace X || Search Results x
& Wﬂ";ﬂﬂﬂ: ;ﬂmh'mmmf User Name Application Status Duration  Delivery Group VDA Machine Size 2
_]@ i =] =dministrator AWTSVDA-D0D1

T administrator Deskiop Complete 2020408 AM  00:1654  TSClient AWTSVDA-D00T 3,333 KB

B administrator Deskiop Complete /2020 346 AM  00:1835  TSClient AWTSVDA-D001 3,834 KB

T administrator Deskiop Complete  11/17/2020310AM 000042  TSClent AWTSVDA-D00T 6,731 KB

I administrator Deskiop Complete  11/17/2020 310AM 000046  TSClient AWTSVDA-D001 10.306 KB

o 11/17/2020 309 AM___ 00:00:46 __ TSClient AWTSVDADO0T 10.422 KB

Events and Bookmarks x

© 42813 AM  Topmoast window: ipconfig. C:5Wind

© 4:26:14 AM Topmost window: Bginfa, , 1372

© 42819 AM  Topmost window: Configurationia/iz

© 4:28:21 AM Topmost window: explorer. . 2472

© 428:29 M Topmast window: powershel, Admi

QO 42315 AM  Motepad++Sensitive content detecte.
© 430:41 &AM MNotepad++Sensiive content detecte.
© 4:30:45 AW Top-most windows: wiShell, CtxDnD.

© 4:30:47 &M Top-most window: explarer, , 2472

&« 0 b +Dhd8m

> UQYEB 11/17/2020 4:28:11 AM

Playing
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127 EventOnly 7R TRERHZNEHRE

EDTRENKIENPIERFINXMG, BERBEVIRFOREG, ASEE Followup (BRi#).

&b O 9 Search - Anytime -4 T Advanced Search

Workspace X || Search Results

=] Woﬂ;snace ;dmwstrawr User Name Popication Status  Start Time Duration  Delivery Group Size
& Search Resut
© Search Resuls Desktop Complete 12/13/2020 8:51PM 00 TSClient A AL 8.627KB
] Favortes : : :

adminia < 12/13/2020 8:51 PM A
B admini Complete  12/13/2020 8:50PM 00 TSClient A VDA 11,786 KB

B admini Folow up Complete 12/13/2020 843PM 000130  TSClient 10,456 KB

Now Playing x

User: administrator ) Copy to Folder.
Domain:

Application: Desktop %] Propetties

Delivery Group: TSClient
VDA Machine: AW TSVDA-0001
Site: BVT_DB

Status: Complete:
Start 12/13/2020 8:50 PM v
Events and Bookmarks X
Om05s Om 10s Om15s
(AR = = =
Desktop
End of file

BrREREREOTE

Session Recording Player @ & TAMXHANEOTR.

B REIR%ET Session Recording Player BT ik,

MFFsaZ &S, %% Session Recording Player,

M Session Recording Player &2 hikREE,

EEERTNTR, EEETRZE, ZRRRUNER. SEMZETZTRELFIEPRS.

A

EZZIFFER Session Recording Server

ALK Session Recording Player 8B EEEIZ 4 Session Recording Server, SAGERHEREEIR Session
Recording Server, Session Recording Player —x R &EiEi%EI—1 Session Recording Server,

BREIRET Session Recording Player M {Fi,

MIFsaZesh, %4 Session Recording Player.

M Session Recording Player Szi2mh, &R T A > %M > &
R EEEMN Session Recording Server,

> wnh
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B A S A LR R IE R I A B I R

October 12,2021

BB ERAIERER

MREBATERENEATRHRE, IUERNREZEHARFIRPEEZRIE. EEEERFINIESESR
KRR ERRER M. BF, HIEM VDA EREEEMR EFAE 1-2 FMIER,

EERTERHINIENELEINERATA:

o THRBIZEAEIERFER. IRBATHFESR, WALERLRERRIE, ERNXEREHITHFE
B, FERHERFZEEAEEERIER.

o STRREIZEAENAERERP. IREBATHERRF, WaIlEEERERRE, B8, ARETRZES S
REME,

o STRRHBIZEABEEEX M

FAINBERT, KHIEERLTREARS.

EFEFEE Session Recording Server #it &,

MFF s hi%R Session Recording Server E1%,

£ Session Recording Server B, BHEBEHERF,
EPFECHIER A TN RIEERE IEE,

> wn e

B RS BB RF

HTRLEN, Session Recording ¥ BzNNZE7E Session Recording Player R FH LUEEBHRFI M, LEK
RIFEIBG LR T REIXHRNERIA R SRFEEXEN S, TEEEM T EERRFINX S, LR EZhEMmAR
B, MEXHGNYT BER .icle, RMEBEXHMNT BERN . icl. XEXHIEHETE Session Recording Player
B %localAppData%\Citrix\SessionRecording\Player\Cache e REFMERS, B
FENAPITH AL,

BATBIEMER HTTPS RERIPEIRE .
AIANBERT, BRERPLTERRS.

EREIFE Session Recording Server HIi+&E#H1.
MIFaZE e hi%R Session Recording Server E1%,

£ Session Recording Server B, BHEBHOERF,
ERSUERRINE T HEERNIER I G EIRE,

> wnh e
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FIFF AR R S

February 20, 2024

FIFFRHIF

A L@ = A RITH Session Recording Player REIRIER Hif4

+ [ Session Recording Player fifTi8 R, HEEREZHNREINRIER B REZRERXFEF,
o BN EIRRHHZIRNRIFRRENSIEX .
o M IGEIR” XHFRIBIEREIBSIEM

IARERAFEIRFNXNMGN, RAIET—FESHE, BHRBRIEZXHRREMTES. NREHEEXH
BRI, BEESEORRHRTFEX .

£ Session Recording Player MR %I 71, #3¢ Citrix Workspace R Bi2FhASi#ITIOE, MREMBT
ZIFEBBERHIXHR Citrix Workspace R4S, NIKHREIEIR, EHkRLELHEIR, 157 Session Recording
Server BitiEREEmz aipkd Citrix Workspace N BEFR AT,
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% Session Recording Server Properties —

Storage  Signing  Rollover §P|a‘.-'b-3ﬂl‘lE Motifications CEIF  Logging RE*

Live session playback

This option permits the playback of session recordings while recording is
still in progress.

Allow live session playback

Playback protection

This option encrypts session recording files before download to the
Session Player. This prevents session recordings from being copied and
viewed by users other than the user that oniginally downloaded the file.

Encrypt session recording files downloaded for playback

Citrix Workspace app version check

This option allows users to skip the Citrix \Workspace app version check
before the Session Recording Flayer plays back a recording.

Skip Citrix Workspace app version check before playback

Cancel Aoy

x

k

AR

f&Bh Session Recording WER R HEIERINGE, ERILUIER Session Recording Player FREIREIM T &S

T BXREFEMAER, BENEERBETIER.

FFERERKIFHRIREIG

1. BRFIRET Session Recording Player #yit+&#l,

2. MFFtAZ &, i#%#F Session Recording Player.

3. ITIER,

4, MRBRERXFEARAIN, BE “THEX" EEPEFERER,
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5. ARRERXEH, ERERRNRIE.
6. HITUTERIRME:

s WERIE,
o PEBAAARAEEER.
+ M Session Recording Player &2, #EREKR > B

B R ST R

IERIEXHEREML 1_ Fk, RRERE—NFERFXHIDA .iclal .icle X BE. .iclL¥E
BRTREGRNAERRF. .1cle FRERTREGEAT BRRFEF. RENSEXHREET—TEEIIENR
i BERRISC SR, B30, £ 2014 & 12 B 22 BREMSIEXM, REFEXEREEF 2014\12\22 F,

1. ERFRET Session Recording Player 89T Euk,
2. MFFEaZ &, #%#F Session Recording Player.,
3. ITUTERIRE:

+ 7£ Session Recording Player &=, {RIGEZREM > 717, FHRBXH,

« £/ Windows ZREIRRE, SMEXH, HIEXHHEDZIRBHEEOF,

o f£/A Windows ZREERE, SMEXHHNHIZX M.

o MREE “TEX" BRPOIET “WEK", HEFRERHN WEX XFEPTFEXE, A58
I MIERER X RIT A AR,

fER IR

Bl HR, SR IRIEIFREEEENREIG. XEWRE R AR5 BEFEET TFIGEMKEME LR
HINRIEXH, AILUEXEXHEANRSEBIEMT L, FEATLISHEAM Session Recording Player AR HZ5X
LXK,

AR

53¢ Session Recording Player EGIAANRIRNAF A RETEHS RS XHJEXBERNRHINSIES .
ES 1T Session Recording &1E 5 Bk R IKEXIA AN R

BRI F 3K

BREIRET Session Recording Player 89T fEuk,

MIFsaZesh, %4 Session Recording Player.

7z Session Recording Player G094, %% “TEX” BA&RHIUHRITE S,
MFEBRER, RRGRFEXH > XU > FiEXHR, WRHRXEKTRER— MR,
BAXGFTE, ASHE Enter #, HERHERUELUEZ AN

ok w b=

ERXH > XFREEHETROEMETAIRER. EaS. B Ef. SANSHXHEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 128



Session Recording 2107

BIRRGIF

7£ Session Recording Player F1TAREINRIEZ G, AIUERUTAENRREINIE:

o ERABRSBIEHTER. FLE. HEUNRRSHFERIEE.,
o EREFBRAFHAEER,

MREAERFHPBEATIFEG, RERFNREREEEEXEN, BATNETHEEXEARICHE RN ERHE
o

AR

o EERRFEFINIERE, THEKERE ZNETEH. MRAFTE Internet Explorer Fil S &7 —
MER, MizEGNRBA/NEREX, BEHE Internet Explorer 47\, NKXERFIGHRETREZD
1Bt BARFHENER—MEH, BRI IELZETH .

+ Itk Session Recording kxasF 3z #f SpeedScreen Multimedia Acceleration #1 Flash &A% 58
&, MIRBATILAT, BREET—1MERBHHR,

o FAETHET 4096 x 4096 MO WHERRFIRIEN, REGPIIESERAR.

fEREREREN

A BEBRRETEOTHNEKREELE, BT LUM Session Recording Player 322 2 thik iR 58 i R i 18] X L%
o

B e

14 ERAERIE M
il SR,

el

FIEIER. MRBHEFLE, ARRHER, REFEER
XL E B,

« RUmBEREERY, REUREERRERERENNSZ

s K mERERENE, RS EEMEIEERBBRRERN 32
1o

ERETBR

FERAERBEOTANEMBRTRERFNSIETNREME, TS EIBREDIIRFGEPEERN S, ol
BEREFNERMEURIENZUE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 129



Session Recording 2107

AT LARE R AT 2 IR R BRI 4R B R

R ThaE

EAl EIFFk,
End EIRNER,
EF=t:E mEEF 5
ERTRHE mEEI 5,
RBIRREE TR —& mEFiES 15 #,
REAREH DR —% mEES 15 ),
Ctrl+ A&k mETES 30 ¥
Ctrl + A&&5k5 mEES 30 #,
PgDn mERIES 1 5%
PgUp mEESE 1 9%,
Ctrl + B RARRE M T RE—1& mEES 90 ¥
Ctrl+ B BAr R M _Reh—1& mEES 90
Ctrl + Page Down MAEES 6 D,
Ctrl + Page Up mEES 6 D8,

AL T BRAIEKE: M Session Recording Player Sz, RGEFT A > %I > $EKds, HIEBHRUE
MRS IR A El, FMRZEYER, PREREFEES. MEREFRERRE, BEIATRENESHA/NITENN
&,

BRI E

A3t Session Recording Player #1Ti& 8, FEHEERUERBHORERN 1/4 3 32 ZZ 478 IR R IEB R H
M=iE,

B REIR%ET Session Recording Player BT ik,

MFFsaZ &S, %% Session Recording Player,

M Session Recording Player &2, R > BHEE,
EE—REETL

>

BRESIVENEZR, BTRENRNXAERREEON TESDREE R TNER.
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RHBTRREPZIERN T RSB R

FHSEN TN EREHDEERTEMRENE D, Session Recording Player ATUEEHE T REETRR

FINSIENT R AR, ETRHIAAF. BEXFRES, BSRRHE TR ER,

BB IREN=A S

EREEFHEAT, AILUE Session Recording Player i€ BRABLE REIMKIEREE R LIRS, LIEBETTTHE
MEBBHEE. B, EFadESsE, FIMESSMRMET. RIRRXAARE TR EE T H B9,

B REIR%ET Session Recording Player BT ik,
2. MFFsaxEs, %% Session Recording Player,
3. M Session Recording Player St d, RRGEZFER > RESHER,

BRI T X F, SREFRZENN, ERSERRSEEOFENERTARE,

BERER

B\ EE, ERUERRFNSIEERRSEENFHNETAR. ATUFBNERE K.
FETRREED, UNERNNRIEAEETIGUEUSERSETOERHEITED,

2RETEREEN

T REIRET Session Recording Player #9 T {Eik,

MFFsaZeEsh, 3% Session Recording Player,

M Session Recording Player SZ#i2m, {KIGEREE > 2REK.
EREFRIEA DN, 1R Esc 5 F11,

> w N

ERBNEOFETERSEED

1. BRFRET Session Recording Player BT Eik,
2. MFFthZ&E, %% Session Recording Player.,

2RETER. ERRNEN

3. M Session Recording Player X®i2d, KMEREE > BRBERBREOF, BER—TEEEHREH

OEvHEO. AILGEHE O URIEZE AR,

4. ERERBEORANITEOS, BRREREE > BRSERREOP, 3% F10,

ERERREEENIBREEE N

T REIRET Session Recording Player BT {Eik,
2. MFFtAZ &, %% Session Recording Player.,

3. M Session Recording Player &2, @REFER > FHMER > BHRLOENED,
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o ERUENED (REZ) TRERFRENANSE)NER, S5ER “SRE” EMAL, BRI
EEBR, BEGIXETE. NREER “SHRE" RIABIMEEERD, BHEMILET,

s BRUENEO (ERE) TRUSRENEN G ER. ERIENAERSBEGNATIRELER
“BREZI I,

FHEG

. BRIRET Session Recording Player BT Fifk,
2. MFFpaZEh, %% Session Recording Player.,
3. M Session Recording Player Sz, RRIEZFEK > FHMER > B, EHTAFF. BREED
WE LARERREN)NER,
4. o EK. NEREREEERGHHLE.,
5. BELEFH, BREEP—ERIEDL

£ Session Recording AE &4 @®iNE

RER%ET Session Recording Player B9 {Fif,
MFsaZEH, %1% Session Recording Player,
M Session Recording Player &&=, fOREZFTH > %M > #EKas.
ERERIER G EE R ROES IEIE,
MRKEPERERFIDE R ROESEE, ATLUEREHITERSEOPN, B8 HHRERIFCRENE
T BINIE,

PS*’.N!—‘

R ERE A EIEL

October 12,2021

FHMSEN =N R R 2 HDEERTEMRENE D, Session Recording Player AT EREHE T REERR
HINSIER TS RET B, SEIMERINAF o

FE: fEH Session Recording Player #BM SR SIER AR B/R % WA EER,
ERHETREINSIEN TR B, FHITUTIRE:

BRENIRET Session Recording Player M T {Fik,
2. MFFHAZ &, #%#F Session Recording Player.,
3. 7z Session Recording Player 22, EREF > SR EEFHEPHECEIEPE IEE,
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ZREFREIXHF

November 23,2022

BRITARERIEXHES, Session Recording Player #& MREIGNFEUE FEZX S, NMREELETHAR
B, MRTLOEEE TR ERFXARTE THENE. ZFINAFHEEL (i BRI k!

userprofile\**AppData\Local\Citrix\SessionRecording\Player\Cache**

EEILisE BT EENHESRIE, REIHERIEEN#ETEIZ/G, Session Recording iR &RIB. FERXER
DHIREIE, MTAFREGEERRTE. 7 UMENETEERBEREETIE,

BR%EE

B REIRET Session Recording Player 89T fEuk,

MIFsaZEgesh, %4 Session Recording Player.

M Session Recording Player S22 m, {K/GEZETH > %0 > &17,

ERR TR A EFEAIT AN EIRE,

ERFATEEFNHETEE, HEHRHNSEANBMETEEERE, HEEERTEFN MB %,
BEHAE.

ok~ w N

BT

il

T REIRET Session Recording Player 89T ik,

MITsaZEeesh, 3#%4E Session Recording Player.

M Session Recording Player &2, REZFTH > %M > &7,
ERR TR A EFEAIT B S IRE,

7£ Session Recording Player 1, &R T A > % > £77,
BEEBRER, ARREHEUHIARE

SAEE A A

EREHNBE

October 12,2021
AIUEREHMBEEBNEREINRIE,

RERIEN, sEREPEA Citrix EXWEY, BERIUERENH APIME=SUAREFBABEXEYS SHER
KIEXHN—E 2 #HTHRE. TAER Session Recording Player ikt 8k =4,
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BEERESIFER M E £ A Session Recording Player IE N RE M KIFFMNIFIE. NG, B
ES—BHE5ZRHVNSEXK BIKENK B2 EBNIFARFEFASEXEN—BLHETRE
B, MEENEMH .iclb X # 77 & £ Session Recording Player E B EEE X H £ (Hl @
C:\Users\SpecificUser\AppData\Local\Citrix\SessionRecording\Player\Bookmarks) &, B X # &
5 dcl REXGHIXEEER. BEEEMERSEPERERABSHREG, 5% . 0clb XHEHIEIZEMRE LN
PEEEXHFRF, RABERT, 8IMBEBHREXER “B%°, BEAUBEERNIRSEE 128 M FREMXE
#E,

ERMSREONTESS, SH4ETNECGESR, PEETHEGHR, BRMBHIIXLEERESMAR ETERS5HME
KEXHSIASHRRS, AT LATE Session Recording Player (WE#MBEFIRPEREHMBE, ERFIRF, BHMNH
FEENATEREERINSEPERNRAB—EET ENEIRFET).

AILUEAEHMBEEN RN ZIE, BIRIEHHAPE, AURERFINZEPEHRBEAEANR.

BRVIRFHEAHNBEE

EHNPEVNRETHAEEERNRFIEPREANEHANBE. JURETES REREE, HAURNETRT
&

B REIR%ET Session Recording Player BT ik,

MFFsaZ &S, %% Session Recording Player.

BRI BIEMNBEIRKE, ARREEFARUETRES,
EERETENH. RETHEHLBET.

W

BARE
1. BRERET Session Recording Player B9 T {Fif,
2. MFFEaZEh, %% Session Recording Player.,
3. FARRETEHDPRFNBENREI=1E.
4. BEIBREDIE/APENMUE,
5. BEAMEHBHIBERBEOXSE, AEREEMERUERRES,
6. FEARINBEMERNBE, NEIEME:

o EEARIABERERNBE, BEFRRNBE.
o EEACIENERMEXXATERNBE, BEFFHT. BABEELRPENSGE (REZEE
128 1NF1¥) . BEHE,

ANINEE St

SIEREE, aTURERNAEEER T,

1. ERERET Session Recording Player 89T Euk,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 134



Session Recording 2107

2. MFFEaZE, %% Session Recording Player.,
3. FHARREEPENRFISE.
4. HREGNBEIIREREE,
5. ERBHMPEIIRFINBE, ARRERIFERUETRE,
6. EFEREHE,
7. ZERHNEOR, BAFE, REREHRE.
ERPE
1. ERERET Session Recording Player 9T fEuk,
2. MFFEaZ &, #%#F Session Recording Player.,
3. FRBEREEPENREIRIE,
4. HRBEANBETIRERTHE,
5. ERBMNBEIIRINBE, ARRERITERUETRE,
6. EEMIER.
BIEEGRPR

BRI EHEBETRFH Session Recording Player ZEIRFINIFREH A BIHIEA =

ERERET Session Recording Player B9 T Euk,
MFFsaZgsh, %4k Session Recording Player.
FEEREEE4ABENRIEREH.
RIEGRPE:

> wnh e

« EERSEONTESOH, BEERTEHAAPENERITRULEIEHHBE,
o EEMMBPEIIRP, NWHBRINEAHPEE, BRI T-IEAHHBE, BMIIRFEREEENH
BE, BHEMERUETRE, AEEREIERS,

IRRRHIHF

November 23,2022

Session Recording Player A EHITREHRMNBRIER, URBENAIMEERNED, ERERETE
Session Recording Player fi8 =& R X g,

AR

ERTETANRGASE BRPIUETHEARRIELR) , ERITERMEIEEETAERSH.
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PATREIER

. BREIRET Session Recording Player 9T {Fi,
2. MFFpaxEh, %% Session Recording Player,
3. EXERFM:

o ERRFRPHANEREM

o BREREHBHIIERNE LU R TERFESNSHTIR

o BEERRFERANNFKUERRIEHITH 64 KIERHIXAE

o ERRERFERANN THYIFREFEE 21E R HI0 8 e 8 ER S48,

4. BEHETHIIRENNETRERUEHER,

HITERIER

BRERATERSEE 20 DEAEREEE 150000 Z2MRENER. Citrix BIVERAERERIEREG (BIMNB T
EsAR) LURDERME,

1. BRFRET Session Recording Player BT Eik,

2. MFFEaZEh, %% Session Recording Player.,

3. 7z Session Recording Player §O07, $#HT AR ENSRIEER, HERNERTA > S&IEER,

4. ERRBENEENEI-RREXIERFMH:

o BRAATERIEEIKFAMANE. bR, A, ERFSRIERERSLR VDA, ARFIXH ID #1THE,
- BHE/MEATFERRE. 28/ IN—XPRETE,
o EHAFEERIBAIIRIFERHN Citrix EXHNEHNBEEXEH,
o HIAFEIRSIER. BEFRGHBF. BPEMIEUNRREFENE#HITER, SEATEAERIEE
BRERNBAETHEUNERPESEAEFHXM.
EERRFMHN, GEERNENEERENEERBHERR.

5. BERRUBHER.

ALURENLRSREREN, T5REFNEEPRERETREFEUANER. ERRERNEEFREITH
HHRREBRENER. EESHFEATRBRERN . 15q BIXH,.

REERIRT
Session Recording Player #ZRAEM A FERFIERERHERHNRARIERSIGE, UKIEEERERPEETEE
FRRIEX M,

RER%ET Session Recording Player B9 {Fif,
2. MFFtaZEs, %% Session Recording Player,
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3. M Session Recording Player g2, fRGEZFT A > %M > €%,
4, FEETHRALERBETET, BAEETHERERNE, KREOET 500 KE4F,
5 ERBRRPETCATNXY, BEEHEREEFEXHE,

Session Recording Web %428

February 20,2024

ik

Web #k28 AT EMER Web RSN BETEMNBHRREIG. EH Web $B1E8, FILUAITUTRIE:

o ERATIBRIERRGIG, GFEENE. BRHEM. BRE. NARF. BRI IP ik, SHXA. SHEEN
B i,

o EEMBERAEENER P HEEARESEAHISER REGFE TR BIREI.

o BEEEFERNT, WETERIEERSIG

s REZHEMHHREETERNNE,

o BTAXREGENTE, HFREITIEMEN,

o HEFHHH URL,

AR

R0 28 E3E Google Chrome. Microsoft Edge #1 Firefox.

B Web %2

ZINERT, Web BT ERARS.
s EXMH Web K28, 535 Windows & € R HIEIT <Session Recording Server
installation path>\Bin\SsRecUtils.exe -disablewebplayer &%,

« ZF5H Web #&#%28, BB Windows & <R " H#iEFT <Session Recording Server
installation path>\Bin\SsRecUtils.exe -enablewebplayer &%,
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Web #% i 28 Web it == 89 URL R http(s)://<FQDN of Session Recording Server>/
WebPlayer . BHyRER HTTPS, &% SSL 45 A=l 1S hiy Web ihmHE# SsRecWebSocketServer
.config BEXH. BXEMAER, BESREXTHN HTTPS BEEHS.

=

AR

B3R Web #7438 Web th=By, SMAFARERANZE, MIEHSARSRENER,

RE

JE1X7E Session Recording Server £&# Web #%28, X SessionRecordingWebPlayer.msi #325Ri%A5E
MR, BX%EE Session Recording Hi¥ER, BSRTE. ARMEH

Bhi7 2103 &2, Session Recording 3 WebSocket iR5528:# 5 1S, =% Web & 28/5, SessionRecord-
ingRestApiService. SessionRecordingWebStreaming (X WebPlayer Bi2FEERE IIS &,

¥ Internet Information Services (1IS) Manager

- X
P - ———
€ € » & © -
File Help
Connections - Actions
¢ F
€, [ 23 Manage Server
5 Start Page Filter: - % Go - G ShowAll | Groupby: Area & 7 =
v ) . w e e s g
2 Application Pools C Pages Levels Settings Strings Controls ~ -
v (8] Sites =1
v @ Default Web Site .Q?“ gv -
Ml aspnet_client Providers  Session State SMTP E-mail
P MsmQ
9 SessionRecordingBroker
¥ SessionRecordinglLogging IS ) ~ o G tf
P SessionRecordingLoggingWebApplicat @ ~2 T a9 ) e N E’u & Components
¥ SessionRecordingRestApiService = o = L] 5 404 =] = ®
9 SessionRecordingWebStreaming ASP  Authentic... Gl Compression Default  Directory ~EmorPages  Failed FastCG
3 WebPlayer Document  Browsing Request Tra...  Settings
& B & % i e oM A
@y € ¢ i = & @
Handler HTTP HTTP ISAPland  ISAPIFilters  Logging MIMETypes Modules  Output
Mappings ~ Redirect  Respon..  CGl Restri... Caching
e [ -
= | Ls «@y
Request Server Worker

Filtering | Certificates | Processes

h = O

Configurat... Feature Shared Web

Management

Editor  Delegation Configurat.. Platfor.. .

Ready L=

el Web #& 28 Web i5556%, Session Recording 2103 REEMAMWEHLERIK T Web I H28EEE 1S
FIEEM WebSocket AR5583, #1iiF HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server 9
AR T AEMRE WebSocketServerVersion i, IS iEER WebSocket ARSS2389AR 43 2.0,
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B Registry Editor - X
File Edit View Favorites Help
Computer\HKEY_LOCAL MACHINE\SOFTWARE\Citrix\SmartAuditor\Server
v | SOFTWARE A || Name Type Data A
7-Zip :ab| DatabaseFailoverPartner REG_SZ
Business Objects ab| DatabaseName REG_SZ CitrixSessionRecording2
v Citrix 24 DeferredHashCalcFileSizeThreshold REG_DWORD 0x00200000 (2097152)
Citrix Desktop Delivery Controller DormantTimelnHours REG_DWORD 0x00000030 (48)
InstallAgent EnableAnalytics REG_DWORD 0x00000001 (1)
Meta'"s‘“'_' EnableAzureSQLService REG_DWORD 0x00000000 (0)
v B SmartAuditor EnableRecordingActionLogging REG_DWORD 0x00000001 (1)
Se"’i’{ EnableSRStoragelogging REG_DWORD 0x00000001 (1)
ier‘?“] °p 4 EnableWebBasedSrPlayer REG_DWORD 0x00000001 (1)
enoos 28] LinkEmail REG S7
XenToolsInstaller -
! a5 LinkExpire REG_SZ 1728000000000
XenToolsNetSettings )
35 LinkHost REG_SZ
Classes .
Clents ab]LinkSalt REG_SZ kk20d974
DefaultUserEnvironment #LoggingBlockState REG_DWORD 0x00000000 (0)
dotnet 2b|LoggingDatabaseFailoverPartner REG_SZ
GiForWindoms 28]LoggingDatabaseName REG_SZ CitrixSessionRecordingLogging
Google | LoggingLoggingState REG_DWORD 0x00000001 (1)
Intel MaxOpenfFiles REG_DWORD 0x00002710 (10000)
JavaSoft MaxRolloverFileSizelnMB REG_DWORD 0x0000012¢ (300)
JreMetrics PlaybackProtection REG_DWORD 0x00000001 (1)
Microsoft #4|PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
MozillaPlugins ab|PolicyFilePath REG_SZ C:\Program Files\Citrix\SessionRecording\Server\\A...
ODBC #4|PolicyFileRefreshPeriodinSeconds REG_DWORD 0x0000012¢ (300)
OpenSSH RoleBasedSecurityEnabled REG_DWORD 0x00000001 (1)
Partner RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
Policies RolloverTimelnHours REG_DWORD 0x0000000c (12)
Python SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)
Qualys SmAudDatabaselnstance REG_SZ 10.108.92.40
RegisteredApplications | WebPlayerDisableAllRecording REG_DWORD 0x00000000 (0)
Setup ML) WebSocketServerVersion REG_SZ 20

MEBHARR A 745 2 Session Recording 2103 RESRANFA R RESR
WebSocket BR5323. Ei&E#E 1S &M WebSocket RS 28,

Python B WebSocket BR$3 25945 1.0,

HTTPS ic&

TR HTTPS 3513 Web i3t Web 3655, 11T L TR0E:

1. 7£ IS N SSL 487

B imey Web 3% 38 &#EIEF Python B9

5517 <Session Recording Server K12
>\Bin\SsRecUtils.exe -enablestreamingservice <, EiEiERET Python B WebSocket iR5528, 55
17 <Session Recording Server R# 12 >\Bin\SsRecUtils.exe - disablestreamingservice %<, £F

a) MEMSIEBMEMM (CA) 3REX PEM 483 SSL IEH,

=W

Google Chrome #l Firefox FXZ¥RTHN HEFRBIFERBERER (CSR) PHRASR, X
LS BIEFRE AFEERIEBPESINITERAEZAEBH (SAN), Zildd HTTPS /8 Web &

MEs, BENHAIT LA TR

o fEMAE Session Recording Server Bf, &% Session Recording Server BiEBEFH A

SAN JE$,
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© 3

Chrome Firefox

HTTPS HTTRS HTTPS

HITPS
SR Server
(=]

L1
VDA

VDA -% SAN Certificate

o FRMNETEHR, BHFE SAN JEFE Citrix ADC #144 Session Recording Server £33

Ao

© ©

Cheome Firefox
HTTPS HITPS HTTPS HTTPS ecertiion
E l
VDA SR Server
= | et Z e
g : £
L o E @ : SR Server
VDA | irtual Server SAN Cernficate :
! OnHTTPS
b) £ 1IS £, AeE Web bR, ABEFRMPE, AT SRIESPEIIEE,
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
hitt, 20 *
. Edit...
Remove
Browse
Close
C) BEA AR, LSRR HEIHEE,
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d) MERTIRAHEE https , AEi%E#EF SSLIEH.

Add Site Binding ? >
Type 1P address: Port:
http e |AII Unassigned v| |3D |

httE l

Exarmnple: www.contoso.com or marketing.contoso.com

QK Cancel
Add Site Binding ? *
Type: IP address: Port:
https | |All Unassigned v| |443 |
Host name:
] Require Server Mame Indication
55L certificate:
Mot selected Select e
QK Cancel

e) BEHHE.
2. B# SsRecWebSocketServer.configBRBEXH.

a) ¥HEFHITF SsRecWebSocketServer.configiEEXH.

SsRecWebSocketServer.config BBBEXHEEMNFTXMHX <Session Recording
Server installation path>\Bin\ &%,

b) (aI3%) 34F7 IS & WebSocket AR5 2389 Session Recording 2103 kE &4, &&Eid 458
TLSEnable=1 /A TLS, 7%k ServerPort. SSLCert 1 SSLKey F£&.
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c) (AN%) %4F Session Recording 2012 RERkR4S, 15&@:S44E TLSEnable=1 BA TLS, REHFE
5 SSLIEBMEZRRIEKRZR.

e =

X325 PEM #8089 SSL IEBFZ A
ServerPort FEIET Web ERBATRERFIXHENHEAS, EUTHREREF, ZFRIRE
FBRIAE (22334),

Mj SsRecWebSocketServer.exe.config - Motepad

File Edit Format WView Help

#l-enable TLS
#0-disable TLS
TL5Enable=8
#default-enable web socket serveron all ip address
#x.x. . x-only enable serveron the given ip address
Serverfddress=default

#default-enable web socket serwveron tcp port 22334
#[B-65535] -enable serveron the given tcp port
[ServerPort=default |

#cert file path and name, only config it when TLS5Enable=1
|SSLCert=C:\aSRS2.pem |

#key file path and name, only config it when TLSEnable=1
|SSLKey=C: \newaSRS2key . pem

ZiZE WebSocket fRSBECE FERMRMIEBAZANM, BRITUTIRIE:
i. WRTEES SSLIEHH Session Recording Server %% 7 OpenSSL,
ii. ¥ SSLIEBSHA.piXx Xf. .pfix XHEIEEHMFALR.
iii. TASGSRRAHEIEE . piX I HERE,
iv. M OpenSSL\bin sz Ezh OpenSSL,
V. BITUATE< LURBGES:
openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [

aSRS2.pem]
<!--NeedCopy-->

RNEESE.pfx XHEBIZINS NERS,
Vi. BITU TS LUIREAAA:
openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [

newaSRS2keyWithPassword.pem]
<!--NeedCopy-->
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MNEESE.pIX XHRENSNER, RTEA PEM ZiEiEiEN, BRERTRIPEHAXHR
=g,

vii. BT TS LURETALR:

openssl rsa -in [newaSRS2keyWithPassword.pem] -out [
newaSRS2key .pem]
<!--NeedCopy—-->

d) RIFFMBIER.

e) KMELEMBAMIEIZE, ¥ SsSRecWebSocketServer.exe {8 TCP O (BHANER T 22334), #
AR Web #7738 URL,.

f) 817 SsRecUtils -stopwebsocketserver &%,

BEERH

BRE, Web BHBERAESBREIETAS, EABRTIZEE Session Recording Server Properties
(Session Recording Server Bff) HiER T LUITFIE,

i_ﬂh Session Recording Server Properties — X

Motifications CEIP

Hide content on the web player home page

This option prevents the web player home page from displaying any
O content. Recordings can be accessed only by way of their URLs.

Cancel Aoply

o EFRZETE, Web BB ETUSREMENS. REltRE5ESH URL #1TiAE. RHlH URL fE&R%41E
EWHE AR B FHGERFIRME, BEXBFHEEIRNER, BESRSHMMNERE, Eo]UBE REHERTE
L# Share Current Playback (DZ4aiER) FHSEREIH URL, ESRAASEEAEIR,
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CifT1X | Session Recording n

AN

Failed to access Citrix Session Recording

Your account is not authorized to use the Session Recerding Player and the Session Recording web player, or your configuration such as the SSL certificate is not
correct. Contact your IT admin for help.

o MREVHEFZIAT, Web BRBFTRETEMUTUTRESRENAS, RHEMNSHPHPREREIERER
MONEHE TR WREFT) . MR Web TEMERZEENREIG, RNEERIIEREEXENE
RER, WTENREG, FENEYERREN, BRiZEERAZRE,

[®] Recordings ~ Start Time User Host Client Events Duration Action
All Recordings February 23, 2021 3:17 PM administrator s 0 Live
Comments v February 23, 2021 3:05 PM administrator ] 00:08:14 )
=
obruary 23, 2021 2:55 PM q [ 0:03: (»)
Administrator Legging v February 23, 2021 2:55 P th I 000312 ()
February 23, 2021 2:50 PM gh o 00:01:54 »)
Configuration v e — Z
February 23, 2021 2:43 PM ah 0 Live

ERTRHENIFNFREREIXG, BETIRFEZE—DREG, AE2E Follow up (Ri#) Eif. NZHEETRE
8, Follow up (ERi#) ERA T,

CifrIX | Session Recording _ Recordings of the selected session

This session starts from February 9, 2021 5:22 PM and including 1 recordings

[®] Recordings ~

Start Time User Host Client Events Duration Action
All Recordings Start Time
February 24, 2021 9:57 AM = . = -~ C\
Comments . ebruary 9, 2021 5:22 PM gh 5 00:30:07 »)

February 24, 2021 9:56 AM
Administrator Logging ¥

ElFebmary 9,2021 5:22 PM
Configuration v

February 9, 2021 5:21 PM

February 9, 2021 5:20 PM

BXRFITE RN, BEERTHR.
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=] WA

FHIARTE] FREIFFIatEl, i EETRM TSR B IR 5 R
o

BF REIESIENAF. BE EFXMTERAFBIRGIHF
EhRFIRP, HERFEIRFRTIBR.

EH RERFINSIEN VDA NEN B, BE EEFLMTHEKLL
RFBIRFHS VDA EH&,.

eIl BITRIENEPRRENEM. BEHEFAMTERLIR
FRINFHTIEFPHENR.

= REFPRNEGHRE, BE RN THRUIRSEGSE
HFIFIRPEIRFI o

XEH RTEREREHNEHRE. 7€ Web B3 PREMHIIR

Recording Server

EHRFGEESHRITEENHENERE, EEidiE
&, PENERSEREFHS.

LI VDA KEHIREIEIER Session Recording
Server,

FREEAY i) REIHFBORSEIKE, BE EFFAM TERLURI EKEH
FIFIR AR FI o
ERTIESFERRHIG

AILUERT SRR REIF. ATRTRRLEENG. BRHERT. BRR. NARER. R P, E4XE. =
BRI,

00:30:07

S

00:20:26 (»)

Administrator Logging 00:30:43 )
- 00:32:27 o)
Configuration 2/
February 9, 2021 5:19 PM user2 12 00:32:39 (»)

February 9, 2021 5:18 PM usel 10 00:33:03 )

flan, ERENRLIERG, BETUTHEE, BN FHERFNSEN VDAR) NG, ARBHRRUMEHLR
X BIREIE XA H N BREXRH X o

FILTER m Clear All
| |

AILlEd B YanEENEN BB EMTIESR, WA TESBETFIT. BhENEE, PMETESRMIETIE. 1R
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EFEEEFEHEMIIEES.

FILTER m Clear All

| | +
& Host name @
& User name
— User Host Client Events Duration Action
Hi Application
- P a I — 5 00:30:07 ®
- Client name
@ Client P address P a2 [ | S 14 00:20:26 »
% Event text
. P d s s 14 06:3043 O
5~ Comments
£ Event type Pl administrator _ _ 9 00:32:27 @
] Time

Lebriary U 2027 514 DI user2 _ _ 12 00:32:39 @

WAL T + 55 LRI EEs.

FILTER m Clear All
-] | T

f5i9n, AILUA IS ELE SRS, W T EBIRREFFIT.

FILTER Clear All

= | ¥ x
Start date End date
Start Time End time
Duration
At least v Seconds
Start Time User Host Client Events Duration Action
February 9, 2021 5:22 PM ah D 5 00:30:07 @

BYE AR EUERFIX A A, FFIART B ANIFLRES A,

FTFAERRBIX M

AERBHTTE L, STREGEANEFSEETELEHE — MERRH.
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CilTrIX | Session Recording

[®] Recordings A Start Time User Host Client Events Duration Action

All Recordings February 23, 2021 3:17 PM administrator R 0 Live

D)

Comments o February 23, 2021 3:05 PM administrator 0 00:08:14 o)

by 25, 2001 255 1 ; ; o

Administrator Logging ¥ February 23, 2021 2:55 PM gh S 0 00:03:12 )

Fek 23,2021 2:50 PM g 0 00:01:54 \/7\\

Configuration v ebruary 23, 202 T an = B >
February 23, 2021 2:43 PM gh 0 Live

BEEREH. AR EREBRNE. AFEFEFIRER.

FEB 23, 2021

11:10:58-00:07:32-11 Events

-

Host name:

Client name:

Sort by All Categories v
v Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win..

. Please wait for the Citrix Profile
" Management

00:01:00 App Start:8416:
conhost: 5692: \?2\C:AWin

00:01:36 Session Pause:sk;;

00:02:27 Session Resume:l;;

00:03:02 Session Pause:/help;;

» f7) 00:00:04/00:07:32 B Comments 7} Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehi

BXBEHBIEHRIRA, BERTR:
BEERES WA

> BRI RBIX o

II ‘{D 00:01:29/00:07:32

HERER.

ARG R EE R S, BHOTI2REISIEN
SRR AR E T,

YV MEES 7,

0D-00:00/00:02:27 ST RS B M BT (L B A A RS A, BYa
73 HH:MM:SS,
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SERRse 39
&) Comments VR R T % EE RN RS BT,
[} Share Current Playback A BT LRSI URL 5 E S 55 551K
- ST LA RGRE, REEAREIEEIE X0.5. X1, X270
X4 BT [E,
FULL SCREEN ﬁﬁiﬁ%mo
Exit full screen Tf Web ﬁﬁmiﬁ%mo

AERRENANERS, FTUERMUTREEE. ST ESEMRELRE:
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FEB 23, 2021

11:10:58-00:07:32 - 11 Events

Q User name:

Host name:

Client name:

Sort by All Categories w

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:A\Win...

00:01:00 App Start:8416:
conhost: 5692: \22\C:\Win...

00:01:36 Session Pause:s;k;;
00:02:27 Session Resume:l;;;
00:03:02 Session Pause:/help;;

00:03:19 Session Resume:hj;;

« Web #mesit &Y LR BEAMESE, 7ELRFI+ % February 23,2021 71 11:10:58,

o B REIX AT E, ELIRGIF 00:07:32,

o REIXHHNEGHE, FITREIH7 11 EVENTS (11 1NE4),

o REIESIENAFBET,

« HERHNRIEN VDA IENR.

o BIRIENEFHIZENRM.

o AT IHERGERMITHIFAED: %1% Sort by All Categories (%FrE25H%). Sort by Events (%%
HF) 3 Sort by Comments (RiTitHE) LOHERERH#TTHRF.
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o EfFTIESS. AILUERZ MTIRSEIERYRIREI A PHEN.

Sort by All Categories w

Yy
Wl

EVENT TYPE

O App start

Append

USB drive insertion
Client drive mapping
File creation

File deletion

File moving

File renaming

Web browsing
Top-most window
Custom events
Alert notification
Clipboard operation

Session pause

Session resume

BEEMRAIBRAENEHET.

00:01:00 App Start:8416:
00:01:00 App Start:8416: conhost: 5692:177
conhost: 5692: \?C\Win... * \C:\Windows\system32\conhost.ex

elx4

o ETIR. BHEIIRPHENEHERERIIRBIGFIZEFNUE,
o REERIE, BREGREBRRERBTRES NS RIREI G FHERFTIR,

EEERENT, UEERREEHEREIT

7£ Web BHESHWEBTE L, BEBRUISBEERNTE, UEEERBEEERG,
m:

A EEEE http(s)://<Session Recording Server 5 FQDN>/WebPlayer/#/configuration/cache
58] Configuration (B2E) TimE.
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CilTIX | Session Recording

Recordings

Set up recording cache

Comments - You can set up cache memory to store recordings while playing

Administrator Logging  ~ C
@ Configuration -~

Storage

REZHEHHREE TR

Session Recording "] L1 Session Recording Web #EMBHPREITHEAHREERT NN R, SHEHE
Session Recording Player R a I, EATHEHRTFIE Session Recording #iEEF, BRREFEHEXREIN
# (Liclxt) &,

EREXERNEMHIRE, FRIEEZIREU T EMRIEMRIIF HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditc

JEM RN ZNE 1588

DisableldleEvent 0 ERRETHNENHIIRE, BRZERE
N1, ERATHEHIEE, BBZ
EIREN 0,

IdleEventThrottle 120 # R EHEBD EMRINILE YT 8]

ENRFED (BEERERMRE
2/BREN), WaREI=REMF,
7£ Session Recording Web #7%
28 LIERRENSIEN, TR
KRHER.
IdleEventActiveThrottle 30 EIEENERA, RE—EHEN
ER B RER M A A &R BRIA
BRT, 30 WRELE=AKIERT
WU F &,
IdleEventActivePktNumThrottle 3 MRS EIEENNERR, JE—EHEN
ER B A R M A &S, BIA
BRT, 30 WRELE=AKIESHT

LUMEN AP ED.
IdleEventActivePktSizeThrottle 100 MF75 NFERRTENERSIERERZ

B, MAXRFFERATEIAL = o
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Eare L

BHREINZIEN, FJLUET Comments ((1i8) BHSIEAUETHEHREITETEN. TRMEMTIEUR
EREGEEREAMNNESHTIRERT. mEHEE Normal (—#&). Medium (%) # Severe (™&H), ERIE
BRURE, ERUEEEXREGNREITIE, UWRMEHFIRFBFRTIC, BAERIHF Web SIE A 8ERIBRRINIE T
BIFE,

FEB 23,2021

12:48:23-00:00:14 - 1 Events

Clie
Sort by All Categories v

00:00:00 Alert
Notification:Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

» @ 00:00:12/00:00:14

(7 Share Current Playback X1 FULL SCREEN

BEFHIIRDITIET UBZIBTITIEHNUE, f2HLLANTIRERRKEEDE My comments (F9iTiR)
W, FinE ERERENRREITE.

=] Comments ~
My Comments

Configuration

Please take alook Shell Session quit

Jump to Recording Jump to Recording Jump to Recording

AR

BEIICINAEIRTREAIRTT, 1E7ER Session Recording Server ERRS B EERBMNARNACNINERSHH
WebDAV % & i%iE,
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Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection [ Hyper-v P

Features [ ] Network Policy and Access Services
[ ] Print and Document Services
[ ] Remote Access
[ ] Remote Desktop Services
[ ] Volume Activation Services
4 [m] Web Server (IIS) (27 of 43 installed)
4 [E] Web Server (21 of 34 installed)
PRICIRCommon HTTP Features (5 of 6 installed)
+ Default Document (Installed)
+/| Directory Browsing (Installed)
«/| HTTP Errors (Installed)

« | Static Content (Installed)
+| HTTP Redirection (Installed)
WebDAV Publishing

b [m] Health and Diagnostics (4 of 6 installed)
b |« Performance (Installed)
b [m] Security (3 of 9 installed) -

< Previous l l Next >

HERHIHH URL

BHREIGHERNE LHHEZHREREREIF URL EFIZISIMER. AIUSHEHMAR£Z1Z URL, IEREZAR
FH, MAREEFRARHFRHRTER.
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FEB 23,2021

12:48:23-00:00:14 - 1 Events

Client name:

Sort by All Categories v

00:00:00 Alert
Notification: Session Start

00:00:04 gh: Please take a look

00:00:07 gh: Shell

00:00:12 gh: Session quit

» f7> 00:00:12/00:00:14 & Comments

X1 FULL SCREEN

BEHEYUFRRGE, BETUTEER, 23ETRRIERINHKRN:
o HERFIHH URL EEFIFIEINAR
o HERHIH URL KK

B HE URL #EMGEI b= rh, S8 UK RIS 5)3% URL B9 E,

SMFREHE, Ei&E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server F
BT EMRE:

AMRE BiER ZINE &iE

LinkExpire H#=89 URL iZH#ARYBYEIEE 1728000000000 (EHAE -
B. 10 Mfbrmaf  FF2XK.)
BZIEARXHITITE,

LinkSalt fRipE3R URL id#ApdiEllg Kk2od974 BEUAEE AR T
BEF*E ZEEMNIERFRTH,

5 Web #ERBEERMEERAEIZR

Web i Ss&ER T EERAXIER Web TlE, #E 7T LoggingReader 7 Player A &MEE S A UE Web &K
%%EP*E IEJ\/%EZ]E iCho

3=,
Py =

Web #Eikasil 3B S IR B MM S =% Session Recording Administration 4A#4BER MBS TR,

« EBEERASIER
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Recordings v D Logging Time Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 18 2/22/2021 10:07 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
[EX Administrator Logging A 17 2/22/2021 10:06 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
Configuration Logging 16 2/22/2021 9:41 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
Record Reason Logging 15 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query .. true
Configuration N 14 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
13 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
12 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
11 2/22/2021 9:32 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true
10 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query ... true
9 2/22/2021 9:31 PM Recording File Play Back Session Recording Player + Action = Session File Path and Size Query true

1-100f18

« RHREBETICR:

Cilrix | Session Recording 1 APRQh

Recordings v » Task Category Component Affected Task Details Task Excuted By Authorized
Comments v 26 AM Session Recordia Applicstions = GDDC Desktop/###Desk e
Bl AtmiitraorLogsng  ~ 3 207021 126 AM Eil Aect Resson ~ Application e
Cenfiguration Logeing 200011 ~ Applications = GDDC Desktop/#<Desktop e
Record Reason Logging Fihpplckioss = GDDCDstap WA
N ] 24AM Erusil Alert Resson Session Recordin - s = GDDC Desktop##4Dest e
7 4 AM Session Re: - GDDCDe: e
2 297021 121aM E on Recording - GDDC/Desktop e
25 Email Alert Reason + Applications = GDDC Desktop ##4D:
P Record Reason Session Recording - s = GDDC Desktop#4Dest e
18 AM E e

#afR 11S 71 Web &858y SessionRecordingLoggingWebApplication i5 5 8548FA SSLigE, B, X
TERIpREEAEN RSN AR E 403 #iR.
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€5 Internet Information Services (IIS) Manager

V“’(. 55 N st > ocautvebsee s s T =50

File View Help

Connections |

=TT 9 /SessionRecordingLoggingWebApplication Home
e-id| 28 ‘ 5,
Start P —
: Eh Filter: ~ % Go ~ (G ShowAll | Groupby: Area -E@-
(7 Application Pools ASP.NET ~ A e Sags
v .[@] Sites s 4 — = T\ £ View Virtual Directories
ol = S 4 O \ z e ————
v @ Default Web Site ) = 4 h‘. ; 2 ? 5§ oo ~
> -[7] aspnet_client NET NET NET Error NET .NET Profile .NETRoles .NET Trust .NET Users
> @ MSMQ i Compilati Pages izati Levels
» (@ SessionRecordingBroker 3 - N
3 = = )
» (¥ SessionRecordingLogging = ab| ﬁ EEFD Q& & =
> (P Sessi i i icati Application  C. ion MachineKey Pagesand  Providers Session State SMTP E-mail
» [P SessionRecordingRestApiService Settings Strings. Controls
» (@ SessionRecordingWebStreaming
7) s ~
» [ WebPlayer — > —
s @ @I . B L
ASP Authentic... CaGl Compression Default Directory Error Pages Failed
Document  Browsing Request Tra...
i = [ > N
1= g o = 3 = .| g o=
#j l9e] = Eu ﬂi‘ Q:?H #’& o=
Handler HTTP HTTP Logging MIMETypes Modules  Output  Request
Mappings ~ Redirect  Respon... Caching Filtering
SSL Settings
Management a
o v
| = | Features View || Content View
Ready -]

P HR

October 12,2021

HEHPEHBR S BB A 1ERE Session Recording At g 2hsi R4 ErRIBERBEIM —La MR AR S R,

i

g==4
(=1

AMRFEFHESBTERD, ARFEEMTERERSR, Citrix TERIEETMRFEESREHFLSHY
IERIBRER S AR, EREMRRIESRTEENI, EREIMRZE, BSLHETED.

REIRSR[AMHKK

October 12,2021

R4 Session Recording Server A%k, HR2REIRMAES 2503 12502,
fRRAR. TEXMHE C:\windows\Temp BIiFEHEFIZIR (ACL), LUHER “AtAFMA" SEXHRAEEE AN
R &N, EFshRINE AR,
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4

L ESSSHI VRS €fE e S: S ST

October 12,2021

Z % Session Recording #3&E 3 Session Recording Server By, MlidEFEL W H & w5128 2 Database
connection test failed. Please correct Database instance name (#UREEENIREM, EEEHIERES
BB, BMELIRESSHBRIERB 0L,

HERERT, ERELFIAFEE R SQL Server AR, A LUEIEMREREIKK,

RIBTRERERSS 25

February 20,2024

Session Recording Agent ¢ % ¥ i% 2 Session Recording Server Bf, ¥ ic & Exception caught while
sending poll messages to Session Recording Broker (& Session Recording Broker % % i34 2 6%

BIREE

B) BHER, BREEXS, REXSRHERIVNER, XERASE:

BEEEEXF. TiEH SSLITLS ZeBEEREIEEXFK. thFHEKRT Session Recording Server fFERH
Z#tE Session Recording Agent MRS 2B R =EEHEE Session Recording Agent 19k 55 28:&% CA
IEFRR CAERZMIER. 5E, IEPAREIHNERBHE.

RASZR: WIFFEE Session Recording Agent RS 28 ERERET EMM CAES, siAEMEAAE CA

ZEREEEEIHEIR: (403) EELL, HRXFEATREH HTTP #TERRSHIATE HTTPS $#iR. &8
Session Recording Server BitBEHIE4ERE, RAZTEN(UESLLER,

fRR7Z: R Session Recording Agent BM% Session Recording Broker &2k HTTPS,

Session Recording Broker 7£iF{4 R IR E WINREIRAEIR. HIRAE 5 (hAwES) ., BXiFAE
£, 1527 Session Recording Server tNEHHE, BiIRIEHIERHTREIEEITENS L ELHEIR,
SHULHEIRMWERRAN: M Session Recording Authorization EHI A EEERAETRRT EET S KK
IEAEFAE (BRHABLED) o

RAR: BEBIBMRIENAFARMELAE, FIFIEES T Session Recording Agent IS MRS 2%
RINEREEIRGET,

HMEEE X, RS\VBXAT ARREEENREHERE, ILHEIRFRT Session Recording Server BEXi#gk
TEERIER, IS AR FRNREHEEH B, HEE MRS BIEL FTHRIVKS.

RS Z: Wik Session Recording Server 2EERzh. IS BEERZRS R LIET, URZRSBVBEEE
EIEEIMLE,

2RSS EEMEEIR: 401 (RERN), HERBIUTARNEN:
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- 1£/55h Session Recording Agent BRSBEY, #iR 401 fHiZMHIREWICRESHAEF.
- ZEIEEIHE Session Recording Agent £,
- 7£ Session Recording Agent EX#EREISIERFIH.

iR AR ik NT AUTHORITY\Authenticated Users A2 Session Recording Agent Lzt FIF 4R
B9AK 5o

‘A~ Computer Managemen|
File Action View Help

R e AW

| RE = HE

I

& Computer Management
4 [} System Tools

(O Task Scheduler

» [ Event Viewer

©» | Shared Folders

4 & Local Users and G

Name
2 Administrators
#Backup Operators

& Cryptographic Operators

2 Distributed COM Users
#Event Log Readers

Description

Administrators have complete and unrestricted access to the computer...

Backup Operators can override security restrictions for the sole purpos..
Members are authorized to perform cryptographic operations.

Members are allowed to launch, activate and use Distributed COM obj...

Members of this group can read event logs from local machine

AR5 88 T AR E

October

% Session Recording Server Fi£i%# % Session Recording #UEER, AR BREMUATABTHIHEIRE

BRI

5 SQL Server EiLEREN &R+ S5WEH X EFFENE

12,2021

BN L EHEERTHINAEFEFES

» 1D 732047,

H1Ro

&2 BRIEFEE Session Recording Se

1 Users
- 1
1 Groups & Guests Users Properties ——— N —— &Ig by defaul...
» (%) Performance &S _IUSRS —
& Device Manager & Network Configuratid | | General es to ma...
4 £ Storage & Performance Log Use _ e counter...
= Disk Management || & Performance Monitol @: Users locally a...
% Services and Applicat| 8 power Users pssess limi..
# Remote Desktop Use - - ly
i Description: Users are prevented from making accidental or intentional
& Replicator | system-wide changes and can run mostapplications
& Users E-P | bem—wid...
& HelpLibraryUpdaters Members:
2 Message Capture Usg| | | #& CTRITE\Domain Users IMicrosoft ...
#5QLServer2005MssQl ;ﬁ Bs o be as..
NT AUTHORITYVWINTERACTIVE (S-1-5-4)
FsQusener200smssqll | 1 134 s to be as...
erver. n \|es to be as..
#SQLServer20055QLB b
erverl ser$NY ||es to be as...
BsSqQLS DTSUser$! b
erverFDHostUse| | ||Es to be as...
HsqLs FDHostU b
erver serd) \|es to be as..
HsqQLS MSASU b
erverl end| ||es to be as...
B SQLServerMSSQLS b
SQLServerMSSQLUsel) ||es to be as...
Changes to a user's group membership
:E'SQlServerRepurtSe W ’ Add ] [ Remove are noteffective until the nexttime the user s to be as...
B sQLServersQLAgentl)| logs on. les to be as..
in emote N igement p...
S WinRMR WMI P
& _vmware_ ox  J[ camcet [ ey

1 l%\ Z

rver
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Citrix Session Recording Storage Manager Description: Exception caught while establishing
database connection. (Efj5: Citrix Session Recording Storage Manager #2: 217 3R EEZTH
RIRHE,) HEHIREEBREFE Session Recording Server MitE EEHEERTNNAEFEHBEET.

F%iE# % Session Recording Server, Ensure that the Session Recording Server is running. (G
i%£3%% Session Recording Server. i&ffi{x Session Recording Server [E7£i51T,.) A5 Session Recording
REIEH AN R RILEIRES.

RRSE:

« Microsoft SQL Server 2008 R2. Microsoft SQL Server 2012, Microsoft SQL Server 2014 s Microsoft
SQL Server 2016 8 Express Edition ZE1EIMI#9ARSS 28 £, HE&HF A Session Recording &I EH
IREFILE. ZRSB[/HLISEA TCP/IP %, #5173 SQL Server Browser RS, BXERAXEGENGES,
&S 7 Microsoft 2%,

+ Session Recording R#:HAial (“BIE” I9) RETHIRMARSB/MEUEEESS. EE Session Recording
WIREHERTE, MIRHERNES.

+ Session Recording #IBERS /LT RARS. BRIFZRSHEET LT EERS.

+ £ Session Recording Server Bt E#13IEE Session Recording HURERS 23T BT AT A
B9 FQDN =t NetBIOS &#F. 1EEM ping < IIEX L& FRE S ol .

« % Session Recording #IBESR M AEELE, UHEAY SQL Server E#E, EXEMAER, ESR
https://docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-
allow-sql-server-access?redirectedfrom=MSDN&view=sql-server-verl5 L# Microsoft Xz,

Logon failed for user ‘'NT_AUTHORITY\ANONYMOUS LOGON’.(B~ “NT_AUTHORITY\ANONYMOUS
LOGON” ERKLM,) HiZHERTAF U \administrator S5 EiZER T RS,

BALER. BUSHAGRAR BNERRBIRS, FEMBE SQL RS

ARFIRIE

October 12,2021

MBARRINREINARFRIE, BAQEITTT Session Recording Agent #1 Session Recording Server Hi&EBF
SRIERERFAN VDA EMNEAEERTNNARFEHES. XEMAILUREENENIZHES.

MRARFBISE, AJREMRERI AR TRR:

o AHEEFIESR, R Session Recording AHHEE Z BT E#HTEE, RIERHIATAERKK,. BRRRHA
A, FERIEREERMEANG ERELENERERNITEN, URMBIEBRENEREBERRE,

+ 3k Active Directory i5ifi%. Session Recording i&it#7E Microsoft Active Directory 1giF 15 3517,
WMRERTE Active Directory HFiEHIETT, ATRERBEIRHIAM, H{RFrE Session Recording AHEREE
F Active Directory i G EN _EiE1T.
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RIERZSTEDHIE PR, Session Recording BEshREESHFITANE - BRAGNARFELER. BE
ER—EPIT AN AEFEHRSREEENE— NN AEFERNERRE, EMESELZEEDRRAR, 1§
ERRNERATEZRIFRIERKN VDA LR RN AERF,

KEARH. RINMERT, EZRIERIERS VDA £R%E Session Recording Agent al/5 8 VDA BIR#IIh
. BEMRFIRBEEBERNARREIZGE, A FIERE,

TERGIREE R AT RE, NHEREREEDRFIRBEANE, FERESE

Session Recording RS K17, M FERHIM=IE, Session Recording Agent IREMAEERTZRIE
121ERFR VDA £i517, B Session Recording Storage Manager IR £t E Session Recording
Server BitEH _EIE1T,

KECE MSMQ. 1R K7EE1T Session Recording Agent B9BRS 28 £ LUK $EE Session Recording Server
Bt EN L EFERE MSMQ, mTaEs IR HiaE,

TEEE R RIEREN

October 12,2021

WNRTERER Session Recording Player ZERHIHENBRIRME, AR ERUTHIZES:

THRHENZIEXHER. FARFERZIERER. RSB[BEENFRITILINEE, ILHEIRKRARSB[EENRRITIRR

Fo

filiR75%: 1£ Session Recording Server B, ERERERF, AEERAFENITBKREIEE,

REIXHIRFH AR

November 23, 2022

« f#M Session Recording Player EER$I4FY, INRRFEIFHFIFHATE, Session Recording Agent £

NEHEHEHERETESHR.
Z=4RR: Citrix Session Recording Storage Manager
WEA: REISH <icl XF > FRPHIERLX

£/ MCS 5 PVS 8z VDA B2E 7 EBEHZE T Microsoft Message Queuing (MSMQ) Bt & EL LA
., EX#ERT, VDA B MSMQ # QMId 48[,

fRRA%E: RS VDA Bl —m QMId, BXIFMER, BBRLE. ARMEE,

EEBRE—RFIX B, Session Recording Player ATRE R IRE R IEIR, HIRTHEE: “The file
being played has reported that an internal system error (error code: 9) occurred during
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its original recording. The file can still be played up to the point that the recording error
occurred “(BHHIXHREERARGIERFEI T —MATRAHIR FBIRMRED: 9). BZXHNEEERE
EERHHEIRNME) .

FHERRERSIERN Session Recording Agent EME DX ANAR B ST LtRI,

iR 75 7% 7 Session Recording Agent #13§ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SmAudBu
BERARENE, RAEERBMNITEN.

JUIELR (%R

November 23,2022

%% Session Recording Wid#2, EHTIRET AIEREHiA N, FIEAHEREES Session Recording Server
(Broker) ifz. ZRAERT, Broker (—#hIIS AfF) A IS BIAK Web MSIEBRARR S, MRENMEHTZE
E#ZE Session Recording Server, MEfMAHESIREZNATEEHSEK,

Session Recording Agent # Session Recording Server (Storage Manager #1 Broker) si&&EEHEIRIC AR
BREFEMHBETE, ZBEMTEE Session Recording Server Byt EHMEHEEESH, Session Recording 5#g
f=Hl&#0 Session Recording Player & ET A iEENERRE L B EEHEIZHE S,

I%iF Session Recording Agent 25 B %%

1. BRFIRET Session Recording Agent HIBREE 28,

2. MFFtaZxErhi%F Session Recording Agent Eit.

3. £ Session Recording Agent Eitth, #&HiEE,

4. 3E7E Session Recording Server FE g\ 7 IERHI FQDN,

5. WIFEMNERTZIERERSH VDA 2ERILUARIEA Session Recording Server HIERHEIARS 28

AR KENAEFEHESHESIERTHRNES,

1%iF Session Recording Server 2R B %z
/J\I[:\:
FAMRFESEAFTLERSHERR, AEEEENLTERERS, Citrix TERIEER IMREESEARS
SHHEMBRBMEEBFUMRR, ERFMRmERTEENM, **

1. EREHE Session Recording Server B+,
2. I AMRGIERS.
3. %53 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,
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4. 3% SmAudDatabaselnstance H{EREIEMSIAT SQL Server Ef - &R Session Recording &
B,

I Session Recording #iEER R BIERE

1. 5/ SQL BETRITAESREM Session Recording #iEER SQL 3fl,

2. ¥T7F Session Recording $iEERN R £ MR,

3. Wi Session Recording it&#lik P R EEMIAREIERE. FIi0, WRIEE Session Recording Server i
HEHE MIS HFd& 5 SsRecSrv, NAFUGHEREFHNITENKAEE N MIS\SsRecSrv$, ZESHER
% Session Recording #3REHRE#1TEL B,

it NS EHE

WL EA Web 5%185283A18) Session Recording Broker Web TimEkilix5 Session Recording Server IS i
HIEEBBTHE Session Recording AfENEE AR ERBHIREENNNEE. IEHRMEZE Session
Recording Broker Byt A AL,

I Session Recording Agent 19 IIS &E#:

1. BRFIRET Session Recording Agent KBRS 28,
2. $T7F Web 5528, FHHMNLUTH4L:

o SXFHTTPS:https://servername/SessionRecordingBroker/RecordPolicy
.rem?wsdl, Ef servername A& Session Recording Server B3t E#HE 5,

o XYFHTTP:http://servername/SessionRecordingBroker/RecordPolicy.
rem?wsdl, Hf servername ##t& Session Recording Server B9i+&E#H & o

3. MRARLIRREHTT NT LAN Manager (NTLM) S50, EERREERNKS #TER.
I%iF Session Recording Player #9 1S #%#%:

1. BRFIRET Session Recording Player BT Eik,
2. $T7F Web 5528, FHHNLUTHE4L:

« SXFHTTPS: https://servername/SessionRecordingBroker/Player.rem?
wsd'l, Hf servername & Session Recording Server i+ EHZ R

o 3t F HTTP: http://servername/SessionRecordingBroker/Player.rem?
wsdl, Hf servername ##t& Session Recording Server #i+EHE R

3. MRRSIRTEHIT NT LAN Manager (NTLM) B4I8E, EEREEERKAHITER.
I Session Recording SRESIEHIG M 11S iEE:

1. BREIRET Session Recording HEIEHI A HIARS 25
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2. $TFF Web %328, HBRANUTHL:

o SAFHTTPS:https://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Hf servername A#t& Session Recording Server Bt Bl &

o SXIFHTTP:http://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Hf servername A& Session Recording Server B9t EHZ 7

3. MRRGHRREHIT NT LAN Manager (NTLM) BHIIE, BEREEERKAHTER.

NREEN KR E R XML 32, MKBFETT Session Recording HEIEHI & MBI BEREE N INUEZESIE
& Session Recording Server B3t &,

SHIEB R TR R R R

MR HTTPS fERBEMY, M AERRSISIERXIEE Session Recording Server BitE#1TERE. FiE
A5 Session Recording Server BEEII MR AEGRIEBMANE (CA)e BN, Az EIMEZESIRIERM,

ATENR 11S HEZRRIBEEE®id 7 Session Recording Broker Web WERNAIER. SNREEBIHRAZMAH
89 XML i, NEEPECEEMH.

TEHRIEBEASBERRMH—LEFERG:

o IERBEMBER. MRIETT Session Recording Agent KBRS 258 B TSRS SIEBHIRIES, NEEE
Ss1E, Fi@id HTTPS ##%3 Session Recording Server, MMSHIEZELM, BERIEFMEAHAGEETHE
£ Session Recording Server ERIARSS23IEH.

o R, MEHELAILE Session Recording Server (WitEN MRS ST BEER FODN fIER, NiE
#%3%) Session Recording Server Bt, PR EZNAHIHAERZ FQDN, MREHEANZE NetBIOS &,
JE@E Session Recording Server #9 NetBIOS R 4A 1T B,

o THARGIER, MEBRSIEPELH, NiEE HTTPS 5 Session Recording Server FiEZEs kM. EWIE
S E4ATEE Session Recording Server it BHMRSS[IEPREERERITH, NREAR—EBIRIE
FHIHTHFESR, MNIEE Session Recording Server T ENNEHHESREHEIDERS, RBIEHES
H, HEIERESIERHESERS,.

fER MR ERR AR

November 23, 2022
WNRMEA Session Recording Player R R &I4HEVARIEM, NAlEsERUTHIFHEHS:

s BRIIFINREXHRK. TEBITZERS RS servername, H servername Jy Session
Recording Player i EZ 31 AR5 282 #F. Session Recording Player F&iAial Session Recording
Server, ERMAETRERE: BT HIRMIRS B[R, HE DNS T ARS B[R Fo
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R MBS BT, FOGER TR >0 > %, H10IE Session Recording Servers (Session
Recording Server) 5RPFIHMIRSBIMEEEMR. NRER, BEGSIRREOTET ping®<, U
EE BT MTZETR. Session Recording Server {bFXFAHBHHNVRSE, ERRFINKIEXHFLM, B
HERTEIRIITIZARSS 8o

o TEBERITIEARSE 2. Session Recording Server & F XA RHRSE & & £ LR,
fRAR7Z: Wi Session Recording Server 25 Bi&E#.

o HIEIEL., MRAPRBRZFEREN THRGNIEXHINR, FTREsREFRRIELER,
fRoR7Z: M Session Recording Authorization =HlamBF S EREBRERE,

s DETEREACH, HREIESL, ERET Session Recording Server B#8EITEH £ % Session
Recording Player BY, ERERA UAC WERT, SEILER EREERREERAFPAREERBR
EREN, 88T Z4ATNIEREEERRAFEEE Session Recording Player sy R EI¢4F B I 8ETC 4 @30
ETRENEE,

fRRFAR:
- UEBERHHIETT Session Recording Player.
- ARERFMIEEMDEERERE.
- TEERMPITENMIE Session Recording Server %4 Session Recording Player.

s BRFRFINEXHERY. BEREXHA, 57 SSLITLS ZL@BERIEEXHK, Session Recording
Server FAMNREFHIGEREETEE CAIEHHN CA BLMIEBNSHIMLLEEIR,

RS E: 1ERET Session Recording Player T i ERETFFHRAIEH CAER,

o ZEARSWIREIEIR: (403) ERLL, WASAER HTTP FFRLtil) #TiEE HIMAvRE HTTPS #i%,
ARSEELER, BARAMERAT, BHEENNERREEE,

fi@ k7% M Session Recording Player &=, R T H > %10 > %, M Session Recordings
Server 5)xRAiEFERS SR, AEREENR. KUK HTTP EX09 HTTPS,

MSMQ #EHEr

NERTBEAEE, BEEFET Session Recording Player h T REHRAZEXRHIME, WE MSMQ Z1EiR
A, WIEATIRE BiEHEE Session Recording Server (Storage Manager). /8 Web 528Nt @B EEERE
BIR (NREE HTTP 3 HTTPS B MSMQ &=t

PRSI RS B
1. BREFE Session Recording Agent HIiRS 28, ABEEEHNT.

2. WIFEIHEE Session Recording Server Bt EHIHIBATIR T BB EIEERS,
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o MRICRZA R waiting to connect (FFiEE), MAFIPEHES, FEMNA HTTP = HTTPS (5
Session Recording Agent BMPHEZET £ EFTENMN—3) , BRITTE 3.

o MRRSHEEZBNTITEEHES, WILE Session Recording Server MRS 2B AIAEZE R, &
B S 3 HRITHE 4o

3. MRBFIPBEEE, BITF Web MR HEAL T L

o 3F HTTPS: https://servername/msmq/private$/CitrixSmAudData, Heh
servername A¥EE Session Recording Server B+ E#HZ 5,

o 3¢ F HTTP: http://servername/msmq/private$/CitrixSmAudData, H &
servername A& Session Recording Server B9+ EH B,

MR TEIREI—1 IR, 540 The server only accepts secure connections (RSB UEZFLLE
%), 154 Session Recording Agent E4 %389 MSMQ thiXEekl HTTPS, MRZAEIRS Web 5
RHRLIEREFEED, NRE TLS T2BENEEXARFEEHNAM, EXMERT, BEREERN CAIE
H, HERAE CA,

4. MRFIFEEHEE, EERIFTE Session Recording Server Wit&#Hl, HEELZ AT, % citrixs-
mauddata. MRFIPHEES CHEEF), BRI Session Recording Storage Manager RS EEER
. WMRKBE, BEHBEIRS.

EEENEBIEEFEICR

November 23, 2022

ICA BE##EE (ICLDB) SR 2T & Session Recording #iEEIC RIKIBER SITLBIERF. LhSAE
FF7E Session Recording REHAEIREEHE Session Recording Server fARSS 28 LAY “IREH3S:\Program
Files\Citrix\SessionRecording\Server\Bin” x#sks,

RESER

TRIIHT ICLDB KBEFAAN S LMET, FRUTHRIRAGRS:

icldb [version | locate | dormant | import | archive | remove
removeall] command-options [/1] [/f] [/s] [/?]

=3

AR

St RERXBRNERIRE T ESIEMIRE, BihaER, BEGSRTA RN RS
\Program Files\Citrix\SessionRecording\Server\Bin” ¥k, AEHEAN
icldb /7. EipRSESSIER, BB
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icldb *commandx /7,

=
<

archive

dormant

import

locate

remove

removeall

version
/1
/f
/s
/?

FHESIERBXH

iR

FEETIEENREPRNSIERFIX M. ERALH<SH
FRREIE LR REIG PR, XER4RE
ArchivedEvent $UBERPE,

BRI ARRNSIERGIX M. AR EHEH
FHIEELRMATRNSIERS. <A TFEERRS
HIRERBTHITIE, AL EREMUBENRIERS
NXEEHANKR, EREIABIEER. NI FHER
BIZAYRBIH N KB,
BIEREISHF AN Session Recording $iERE, Ltds
CTHTFERRMIBERGINERHERE, I, LHSHE
BTFEHHERE MREERMEIEE, WAILSANEF
—MEEPIIXHE) .
RARERFIMH ID BEFHERHETRXHNTER
Ro ERRIERFINGNFEUENAIERLHR S, s
LIER AT EEE X R IR E R D &
MEIERE PR SIE RGNS H. < ATFERE
HIEE (ERANEER. EEERFRHNREHR, t
B LARIBR R EX RO ER S 15

M Session Recording #iEEE P MIFRIT = IERHIX AR
FRrE5IH, HEIEERERERGIRS. TaMEREFRE
X4, BIEFEA7E Session Recording Player Hig%&
XEXH, ST EREEER (ERRFKER) . Rk
B ME D IRERERERFRAIS o

2R Session Recording #BEZR Mk A,

BERMEIRIERE Windows EHAE.
SRAIETTER LA RT.
T RThRAE o

BRI,

BERFGEFRUERBRENERHERE, BEPEEIIERFIXM. FHHEEEREYB#MEZEENSIERS
XHNHBRNTR. ZIERFIXHRE I ELAET FIARE BRBIRRA B 1TFE. WRANZENTRLEERIE

FEHITHIRBIER TR AR F .
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AILURARMAERFERIEREIG. JURBERFIXHNBIEFERENN BEFE RS, ENIEREIXHD
REERGIGFHEUE. ERITSETLURLDE Player FIHIIBERER. S5—MAEARRSIERFINENBIEER
REFN BEE RS, ANERSERFIXEMRFIGEEUESES —MIBUNESHEERN . 4 ICLDB =
FRREFBHRIERGIXHN, XENHERRBEERENER, EHUERBERE/B /B ABIRIAS SR EM,

Session Recording #EEHMSIERFIHICRBEB T SHEMXRKNTER . FHIE (RAFEIIFERFIGNNY
Al BAARIEY(E) MEEER (BEESTUEFERMNAEXFER) . XM PFRIETRIERFIMFEFEMEFLE
&,

7£ Session Recording Player #1, EAFMNSIERHGHBEER “BFY REUKRFE BB E, MREEK

BRBEFENRIERSG, WHATLUERXLEX F, MREFEIREPEH T SEREMG, NEBRRZXANE

T ARREIXH IR, R, BAERSIERBIXHGA BEREREIE. BERSIERGG, BRIE Session Recordmg

Player iy REIH “BY” WFEMEERERREIFRFIGHXE ID MEFLENE, ETENERERSIERSIXHE7¥
WNRT T RFRE M

ICLDB s=F#2%H archive s EB S MNE8, WMTAA:

+ |RETENTION:<days> - 2iEREIHHNRBZIHMR (X) . RBFEETIEERKHREIHXTE Session
Recording ¥uBETHITIZN “EFE". REHRUARBATRET 2 RIVEH,

o [LISTFILES - | FSIERGIX I XEX HTEBENXH S, WSHAERE,

« [MOVETO:<directory> - LB S X BEFHENRIERFINGBENE R, BENBRYLAFT. BB AT
EIRE, MRKEEER, WXHNRETEHREFHEUE.

+ [NOTE:<note> - 7 #iEFEERHAFHNE N EREIE RN XA IR, TRMASHLMENEIS, ks
HHEERE,

o JL- BERABEIRCRE Windows BHEE, HERTFHNIERFINGER. LSHATERE,
« [F - 38%lizfT archive s ¢MA R TIRT. LBHARERE,

£ Session Recording #iBEREFARIZREIHH LIRS R shIER B

1. UFHEBEEREMNERLET Session Recording Server fRS 25,
2. BEESRRED.

3. NYaTI{EE R4 3 Session Recording Server R # & Z# Bin BR (<Session Recording
Server Installation Path>/Server/Bin)

4. &¥7 ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /MOVETO:<directory>
/NOTE:<note> /L &%, H¥ days RRIERFINHREBLHR, directory REEMNKIERHISMH
BENBR, note EEHIEERERPAEFHNENEREIXAERMBXAER. WA Y LEIAES,
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X1z Session Recording HiEEHEFHSIERFIGE

1. UAHEBERSMHERETET Session Recording Server 1RSS5 28.
2. BEHLRRE .

3. NERITEER¥E Session Recording Server 2121 Bin BR (<Session Recording Server &
%12 >/Server/Bin).

4. 517 ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /NOTE:<note> /L &%,
Hr days R2IERHHHIREEAR, note EEHIEFERFNEFHNENERBIERMAINATRE. B
N Y LA,

EREERBIX M

BEEFBE Session Recording HUBEFFEHIKEREIGH ERIERFIGEMRBIGEFEUBREN, FER
Bz, MNBEEEHEIRM R EEMBREFLNREM, N{hA7E Session Recording Player #rifia)ix
LeREIH,

AIURARMGEREREBENRERFIX M. BAAFNSERFIXAHEFIEFEXENERER, A ICLDB
LREFEFENSIERHIXGEHR S Session Recording #iEEE, Citrix BiRASE—FAZEREMNRIER
HIXt. BEENXHEFEEEXANERERE, IRFTHEFE, IFEMR.

ESIE RN RBTEEME R EZ XM, Session Recording Broker $#AAMX4HNERER. BE
Session Recording Player F#EMAIERHIX AR HIMXMIE L. Session Recording Broker =it 7E R A
FHRABTRSERENMG. MRERBFHEUBRKIIZXHE, N Session Recording Broker #2314 X #H#Y
TREER. NRZXHELREERT, N Session Recording Broker ¥ H %%2| Session Recording Player L{i#
1THERR. BN, SNRAKIHEBZCH, M Session Recording Broker & Session Recording Player £i% “FkiZl
X% H#iRo

£ ICLDB SLREFS AN FRMRIEREIMHE, K7 Session Recording ¥UBEREMRIERHIXHFHNRIERE
58, BEIERVIXENNEHERIZ. £/ ICLDB SAEFSAFENRIERHXEF XA B ERFISIEN
HRIETFEI B

AR SAWKIERSIXHE Session Recording BUBEHRMEFNEMF IR WER. HEit, T—RIET
ICLDB archive &<, SAWRIERHIXETRESENT N “BEFY

MRESNASEFRNRIERFIXME. £ Session Recording #iBEREEREME RN ONIERHIEIE. &
BIERHISIHEM Session Recording Server LR —MEiEi BB ER—Mz#EMIE, ICLDB import &<R%E
F. ICLDB import ss$ixa LA TFERT ICLDB removeal 1 es9E1E Session Recording #hiEFEHEHIER
RIERHIF

ICLDB s /#2FH import &< AE2 M8, MTAA:

« [LISTFILES - 5| S ASERFIX 4 XEX HHTERZNXH S, IWSHAMERE,
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+ |RECURSIVE - ZFiE FERFERIIERFIXMG. EHHERE,
o [L - BERAMBEIRCRE Windows BHHEE, HIERSANIERFINGE. LSHATERE,

« [F - 3845517 import & 4MAETIRT. WWBHALELE,

ERFRXXHIER B RRERZIERHIX M

1. UFHEBEEREMNERLET Session Recording Server fRS 25,
2. 7 “Session Recording Player Et” &, HEBFEIRIERFIEHRI M ID MTFILETIE,

3. AT “Session Recording Player BM” HigEMIX M ID H&NTHRIIERFINMG. ETRIERHIHN
X#HEHRT_<FileID>.icl, &M, FilelD 22IERHIXHH ID,

4. BEMPNIERFIXEEFDFEXENERE R, EREFEXGHNERER, BEHRITUUTRE:
a) MITHAZ B, {RIGERTTIA > FiB12F > Citrix > Session Recording Server &1,
b) £ Session Recording Server BM#, BHEEFMIEN £, HaERERBEEREFEENGNERER

FEH,

£/ ICLDB import &< ERKIERHISH

1. UAHEBERSMHERLTET Session Recording Server B9ARSS 28
2. BaERRTE .

3. M4BT T{EE R4 3 Session Recording Server R & Z# Bin B (<Session Recording
Server Installation Path>/Server/Bin)

4. BITUTEEZ—!

+ &f7 ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory>®&%, &, di-
rectory E— " HEMATROMARESERFIXANERNEM. BAY LIHATN

+ &8f7 ICLDB IMPORT /LISTFILES /L <file> @<, Hr, file 2E— 1 HZ I ATKDIR
IRIERFIXHRIRT. AILERERMTRIEESERBIXM. A Y LH#IAFN.

B EMUE

November 23, 2022

X TFEBE Session Recording MEEB A HFEHIEE, AIUSRIUTRESEXY:

o EUAMEFEERHTEY
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o 7£ Azure 5 Session Recording LUK F#E f1 5,

TN ESEFEENH TS

February 20, 2024

AEIESETRMAEDE Session Recording ZZEmER Citrix ADC HRiNAHTHET RIEE, FEMIES, M
THRRE2EAIERS, EAILIE Azure FEBE Session Recording WK F#EH fi 2,

+ Session Recording

FHE RSBRE RIERS IP Hhsik

SRServerl Session Recording Windows Server 10.63.32.55
Server

LBDC et Windows Server 10.63.32.82

TSVDA Session Recording Windows Server 10.63.32.215
Agent

SRSQL Session Recording ##& Windows Server 10.63.32.91
FEEM X 4RSS 28

Fif8 Session Recording A#4FMgEHI2s = — M (140 Lb . com) 1B Atk (g0 Ib\administrator)

BTRSHER.
« Citrix ADC
ENB RSEAE E1E |P sk (NSIP) F IP sk (SNIP)
Netscaler Citrix ADC VPX 3= 10.63.32.40 10.63.32.109

BXEMER, BESEE Citrix ADC VPX 524,

TR 1. EXMHRS S LREEXHE

1. EAEEERK, (F Lb\administrator) BRXHIRS S,

2. QIBE— BT EHESREGNXERHIGEHEXMHEE SessionRecording(fgn C: \SessionRecording
) o 5 Session Recording Server £ = xx # & 1% BY/E AR, KL SRServerl Hfl, # A
LB\SRSERVER1S, BHEAETHS So
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Y + | Windows (C:) — [m] X
Home Share View 2]
« v 4 e > ThisPC » Windows (C:) » v & Search Windows 2
-
Name Date modified Type Size
# Quick access
46c2a726daB69f96b3bBc 54582202 File folder
[ Desktop
Perflogs File folder
‘ Downloads Program Files File folder
=] Decuments Program Files (x36) File folder
=| Pictures SessionRecording File folder
Open
[ This PC SQLServer2017Me 1 File folder
Users Open in new window 1 File folder
¥ Network Windows SRR I File folder
&l ip Give access to > Remove access B
Restore previous versions 2 Specific people...
Include in library >
Pin to Start
Send to >
Cut
Copy
Create shortcut
Delete
Rename
Properties
Yitems 1 item selected =
Home Share View 0
<« ~ 4 & > ThisPC » Windows (C) v & Search Windows (C:) P
Name Date modified Type Size
s Quick access
46c2a726daB69f96b3bBc 54586202 10, File folder
[ Desktop
PerflLogs 10, File folder
‘ Dawnloads Program Files 11 File folder
= Documents Program Files (x86) File folder
=] Pictures SessionRecording I File folder
[0 This PC SessionReco™ Eil- s B g “
SQLServer20
& Network Users & Metwork access
Windows
Elip .
Choose people on your network to share with
Type a name and then click Add, or click the arrow to find someone.
~ Add
Name Permission Level
2 Administrator Read/Write »
§2 Administrators Qwner
\SRSERVE Read/Write v _|
|
10items 1 item selected I'm having trouble charing E =

Cancel

G Share

3. EXHFE SessionRecording FRIRFXHEHAGEFXHK share(fflan C: \SessionRecording
\share),
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] + | SessionRecording

Home Share View [7]

« v » ThisPC » Windows (C) » SessionRecording »

Name Date modified Type Size
s Quick access
share

11/25/2020 5:24 AM  File folder
[ Deskiop
¥ Downloads
|2 Documents

&= Pictures
[ This PC

¥ Network

litem  State: 3R Shared |E| =

4. QIBES—IXHEXUMECEFHNREGHS B XX SessionRecordingsRestored (i C:\
SessionRecordingsRestored), 5 Session Recording Server £Z X4+ 3£#i%EY/ 5 AR,
L SRServerl Afl, #A LB\SRSERVERLS, HFEMETHS So

5. EX % SessionRecordingsRestored Rl FXHKHGEFXH KX share (il C:\
SessionRecordingsRestored\share),

S8 2: EEEWER Session Recording Server L 5  H T

LS BNET AAREBEMER Session Recording Server UL FHHHTE. $8 7 #ANET AEHNNEHRETR
INE % Session Recording Server f9id 12,

1. ERIREERNHFESR Session Recording Server.

2. $T7F Session Recording Server Eft,
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Windows Server
Citrix
Session Recording Administrator L...
Session Recording Authonzation C... Server Manager
Session Recording Policy Console
Session Recording Server Properties #-
Windows

Administrativ...

Firefox

=

Google Chrome

Microsoft SQL Server 2019
Search

Server Manager

Settings

Windmwe Arreccnnas

A

Windows
PowerShell

™

Task Manager

Event Viewer

il
—
Windows
PowerShell ISE

Control Panel

File Explorer

3. FAMESE 1P ENERSGRYE (UNC) RRUEFEMEMERRHXH, FEikRHHR \\SRSQL
\SessionRecording\share # \\SRSQL\SessionRecordingRestored\share,

SRSQL A RS EHFHIEN R

e =

PRIETER— &I BN L REEIE M eI Session Recording Server, &M Session Recording Player

LA O ERDBEFTHAETHS (§) MEETERBU
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% Session Recording Server Properties — >

Storage  Signing Rollover Playback Motfications CEIP Logging RE Y| *

Recorded session files are stored in the directories specified. To store files
in & load-balanced manner, specify multiple directories across different
volumes.

File storage directories:

4SR50 WSession Recording \share Add.

Specify a folder to temporarily store archived session recordings and make
them available for playback.

Restore directory for archived files:
I"-."-.SHSGL“-.Sessil:unHecnrdingsﬂestnred"-share l Browse...

Corca | [IIESB%

4. @ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server TH# Session
Recording Server AR HRIN—ME.

{E&%F: EnableLB
{E¥iE: 1 (D_WORD, ®FEHA)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 174



Session Recording 2107

B Registry Editor
File Edit View Favorites Help

ComputetHKEY_LOCAL_MACHINE\SOFTWARE Citrix\ SmartAuditor\Server
Vl; Computer Mame Type Data
:EE:—E b‘iiﬁfﬁg 28] (Default) REG_SZ (value not sct]
L o E LOGAL MAGEINE 7| _Installed REG_DWORD 0x00000001 (1)
- BC_DDDDDD[;DD IﬁJAHowLiVeP\ayba(k REG_DWORD 000000001 (1)
HARDWARE _‘_‘_’JAzureSQLServiceAdminPasswo‘.. REG_SZ
SAM Q}_ﬂAzureSQLSeNi(eAdminUsema.‘. REG_SZ
SECURITY ab| DatabaseFailoverPartner REG_SZ
; SOFTWARE 3,"] DatabaseMame REG_SZ CitrixSessionRecerding
y Citrix o DeferredHashCalcFileSizeThres... REG_DWORD 000200000 (2097152)
Citrix Desktop Delivery Controller || %] DormantTimelnHours REG_DWORD 0xDD00O03D (43)
Citrix Session Recording Iﬁ]EnableAnaly‘t\(s REG_DWORD 0x00000001 (1)
InstallAgent I;'_EJ EnableAzureSOLService REG_DWORD 000000000 (0)
Metalnstall e EnableLB REG_DWORD x00000007 (1) |
SmartAuditor EQF]EnabIeRchrdmgActlunLclggmg REG_DWORD 0x00000007 (1)
Server I;'_é]EnahIeSRStnrageLngging REG_DWORD 000000001 (1)
XenTools 2| EnableWebBasedSrPlayer REG_DWORD (x00000001 (1)
HenToolsinstaller ab] FileStorageDirectaries REG_MULTI_SZ WWSRSOL\SessionRecording'share
KenToolsNetSettings ab] LinkEmail REG_SZ
Classes 5] LinkExpire REG_SZ 1728000000000
Clients ) ab] LinkHost REG_SZ
DefaultUserEnvirenment 3}_’] LinkSalt REG.SZ Kk2odaT4
‘i:zlgle %4 LoggingBlockState REG_DWORD (x00000001 (1)
Microsoft 3_‘_'] LeggingDatabaseFailoverPartner REG_SZ
Moszilla _‘_‘_’]LDggngatabaseName REG_SZ CitrixSessionRecerdinglogging
mozilla.org i’;'_é]LDggmgLoggingState REG_DWORD 0x00000001 (1)
ODBC 54| MaxOpenfFiles REG_DWORD 0xD00D2710 (10000)
OpensSH EE]NotifyMessageByCulture REG_MULTI_SZ
Partner 3_‘_'] MotifyMessageDefault REG_SZ Your activity with the desktop or programis) you r..
Policies f;'_uﬂplayba(kpmta(tinn REG_DWORD 000000001 (1)
Cualys Iﬁ] PlayerUserRBACEnabledKey REG_DWORD 0x00000000 (0)
RegisteredApplications 3_‘_'] PolicyFilePath REG_SZ ChProgram Files\Citrix\SessionRecording\Server\...
Setup J";'Aj] PolicyFileRefreshPeriodInSeco.. REG_DWORD 0x0000012¢ (300)
WOW6E432MNode i’;'_é]RoIeEasedSe(untyEnabled REG_DWORD 000000001 (1)
SYSTEM o) RolloverFileSizelnMB REG_DWORD 0x00000032 (50)
HKEY_USERS %4 RolloverTimelnHours REG_DWORD 0x0000000¢ (12)
HKEY_CURRENT_CONFIG 34 SkipReceiverVersionCheck REG_DWORD 0x00000001 (1)

5. E#iEsh Citrix Session Recording Storage Manager iR,

$18 3: 7£ Citrix ADC HFE2E 7 2 T

BFM A ERLE Citrix ADC RECE A TH, B TCP E&M SSL &%,

g TCP ERACE T

LUTRIMNET T WEREE TCP Bl & 7 3T,

o MNREERHVIEET Python 1 WebSocket AR$588 (A4 1.0) :
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i- MfQS? ADC Load Balancing H 5
= HTTPS TP ‘ 1301‘ 443 ‘ 80 ‘ ‘« rrrrrrrr >‘ 1301‘ 443 ‘ 80 ‘ ‘ H HTTPS 443
— 5 i ; : SAN Certificate

MSMQ 1801
HTTP
80 Session Recording Server

!
[l

!

[

] E
e SAN Cerificate

Session Recording Server

TTPS |HTTP
443 | 30

o O

Client

o MNREEANZ IS PFEER WebSocket R388 (hkZs 2.0) :

i— veo ADC Load Balancing 5
T ocket 80
- HTALES TCP ‘ 1801 ‘ 443 ‘ ‘ R A *‘ 1801 ‘ 443 ‘ ‘ HTTPS 443 SAN Certificate
MSMQ 1801
TP
80 Session Recording Server
=
. ]
L -
-
i SAN Certificate

Session Recording Server

HTTPS | HTTP/WebSocket
443 20

® 0

Client

ZEd TCP E@EkENHTE, BTMUTIR:
1. &F3 Citrix ADC VPX 326,

2. 213l Configuration (BZE) > System (%% > Settings (3&&) > Configure Basic Features (&
BEAIIEE)
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q) Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
I Configure Basic Features I
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration b
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. EFENHTE, ARBEHE,

Citrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Configure Basic Features

SSL Offloading HTTP Compression
Load Balancing Content Switching

Content Filter Integrated Caching

Rewrite Citrix Gateway

Authentication, Authorization and Auditing

4. RN TFERSES.
SMEIREEE > AHTEH > BMRSSE, AREEHM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.
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Traffic Management / Load Balancing / Servers

Servers @ I
(Q Clck heretorsearchar you can enter ey - Vlue formt 5
NAME STATE IPADDRESS / DOMAIN TRAFFIC DOMAIN
I % srv-1 @ENABLED 10633255 I 0

Total 1 25PerPage v Page 1 ofl

5. 3¢F WebSocket BRZ 288k 7 1.0, iEREA Session Recording Server #xiiixA 80, 1801, 22334 0
443 B H TEIRS. T WebSocket R 38hr4s 2.0, A& Session Recording Server F im0
80. 1801 #1443 Mt H TR

SMEREEE > AHTH > kS, ARRIHRM.

cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Services [/ Services
System > H
Services
AppExpert b
II Traffic Management v Services o Auto Detected Services 0 Internal Services &

I Load Balancing | e ‘ Statistics

Virtual Servers

- Click here to search or you can enter Key : Value format
Services Q Clickh you can ent !

Service Groups NAME SERVER STATE

| Mo action ~

Monitors No items
Metric Tables

Servers

Persistency Groups

Radius Nodes f

Priority Load Balancing [

N

Content Switching |

HIEFMNEDT AHTEHRSBANGI. EERUERSE, EF BT Session Recording Server &9 IP ik,
%% TCP 1ERRSH[IMY, AERANROS, BEHEHE,
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Cifrix ADC VPX (1000)

DEHLIE]L

Configuration

Reporting Documentation Downloads

® Load Balancing Service
Basic Settings

Service Mame*

srv-1-80

©)

New Server o) Existing Server
Server”®

srv-1(10.63.32.55) %
Protocol*

TCP 0]
Port*

80 @
» More

o [

¥ TCP thiX is BB E ZI B M A T HARSS .
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*
H tp >]| Add || Edit ‘@

 Binding Details

Weight
1

| State

ﬁ Clcse

BHA LANREFERUREEN.

Traffic Management / Load Balancing / Services / Services

Services Q

Services 4 Auto Detected Services '« 0 Internal Services « 6

[(oa | [eot | [ peete | [ statisies | | [ aawon - search v
a Name State IP Address/Domain Name Port. Protocol Max Clients Max Requests Cache Type Traffic Domain
[m] sv-1-1801 oUP 10633255 1801 TCP o 0 SERVER 0
[m] sn-1-22334 oUuP 10633255 22334 TP o 0 SERVER 0
[} srv-1-443 our 10633255 443 TCP 0 0 SERVER 0
M s-1-80 oUP 10633255 80 TCP o 0 SERVER 0
B_.

e

%5 WebSocket BR328hR4s 1.0 A7 FEiH O 22334 pfa B FERS.

6. AR TEEMRS 2.

stF WebSocket AR5 23hk 7 1.0, iE5EA U THBUARMEEO 80, 443, 1801 f 22334 M5 H T IR
%588, YF WebSocket ARs588hR7 2.0, E#mMimA 80. 443 M 1801 M BT & EMARS 2R, Fl:
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Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Edit Delete Statistics Action -
a Name State Effective State IP Address Port Protocol Method
] vsnu-80 oup oup 10633260 80 TP LEASTBANDWIDTH
a vsiv-1801 oUuP oUP 10633260 1801 TP LEASTBANDWIDTH
a vsnv-443 oup oup 10.633260 a43 P LEASTBANDWIDTH
[m] Vsv-22334 oup ouP 10.63.3260 22334 TP LEASTBANDWIDTH

SMEREEE > AHTEH > EPRSS, ARRIHRM.
Cifrix_ ADC VPX (1000)
Dashboard

Documentation Downloads

Configuration

Reporting

o ofd]

Search v
Persistence % Health Traffic Domain

SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0
SOURCEIP % 1 UP/O DOWN 0
SOURCEIP 100.00% 1 UP/O DOWN 0

Q) Search in Menu Traffic Management / Load Balancing / Virtual Servers
System .
Virtual Servers @
AppExpert
iTraHic Management | ~ | Add ‘

I Load Balancing I v

Virtual Servers

ou can enter Key : Value format

QII. ck here to search or

NAME STATE
Services
. No items
Service Groups
Monitors TiEl @
Metric Tables
Servers

Persistency Groups

Radius Nedes

Priority Load Balancing [

Voo

Content Switching

£/ Citrix ADC VIP #isitiR#E TCP iR inE & kAR S 28,

‘ Statistics ‘ | Select Action

EFFECTIVE STATE IP ADDRESS
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation

Downloads

® Load Balancing Virtual Server

Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi

network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.

You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*

vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e
IP Address®

10 . 63 . 32 . 60 (@)

Port

80 (0]

RBE T EMRSEHEEE— KON AT TERS. Fla:

Citrix_ ADC VPX (1000)

DEE L LE] Configuration Reporting Documentation

@ Load Balancing Virtual Server

Load Balancing Virtual Server | Exportasa Template

Basic Settings

Name vsrv-80
Protocol TCP

State ®DOWN

IP Address 10.63.32.60
Port 80

Traffic Domain 0

Services and Service Groups

A service is a logical representation of an application running on a server.

Downloads

Listen Priority

Listen Policy Expression
Redirection Mode

Range

IPset

RHI State

AppFlow Logging

Retain Connections on Cluster
TCP Probe Port

NONE
P
1

PASSIV
ENABLI
NO

A service group enables you to manage a group of services as though it were a single service. After creating a service group, you can bind it to a virtual server, and you can add services

Note: Bind at least one service or service group to the virtual server.

Click Continue to display the advanced settings and select the method, persistence type, and any other configuration detail that you might need.

No Load Balancing Virtual Server Service Binding

No Load Balancing Virtual Server ServiceGroup Binding
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ERATES %,

Service Binding / Service

Service @3

Q Click here to search or you can enter Key : Value format

NAME
srv-1-80
srv-1-443
srv-1-1801

srv-1-22334

Total 4
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 185


https://docs.citrix.com/zh-cn/citrix-adc/current-release/getting-started-with-citrix-adc/load-balancing/configure-persistence-settings.html
https://docs.citrix.com/zh-cn/citrix-adc/current-release/getting-started-with-citrix-adc/load-balancing/configure-persistence-settings.html

Session Recording 2107

Persistence

Configure persistence to route all connections from the same use

persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)

Time-out {mins)*

2

IPv4 Metmask

255 . 265 . 26b . 2Bb

IPvE Mask Length
128

7. EiEiEHI88 L7 Citrix ADC VIP st eI2 ENIE R,

£, DNS Manager X
File  Action View Help
e z@ XEE Hm i
én D_NS Name Type Data Timestamp
e j Ll_SDC ﬂ_msdcs
w | Forward Lookup Zones j cites
> 2] _msdeslb.com jitc
> =l lb.com j‘ dp
» [] Reverse Lookup Zones — -udp
s 7 Trust Points jDomamDn;Zones
. = Conditional Forwarders || JForestDnsZones
Q(;ame as parent folder) Start of Authority (SOA) [47], Ibdc.Ib.com., hostma... static
Q(same as parent folder) MName Server (NS) Ibdc.lb.com. static
Q (same as parent folder) Host (A) 10.63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A) 10.63.32.82 static
Elteooc Host (A) 10.63.32.11 11/19/2020 11:00:00 PM
Host (A} 10.63.32.60
Host (A} 10.63.32.55 11/19/2020 2:00:00 AM
Elsrserver2 Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Q SRSQL Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
Eltsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM
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8. Ei@ HTTPS ifia) Web #&ik2s, i5H#ifR Citrix ADC #1451 Session Recording Server t#%5 SAN iEH,
SAN iE$82% Citrix ADC #1&4 Session Recording Server # FQDN,

n | Certificate >

General Cetals  Certification Path

Show: | <All= w
Field Value ™
@.ﬁ.uthnrity Key Identifier KeyID=693d13b5730dcb45ah. ..

CF‘.L Distribution Points [1]CRL Distribution Point: Distr. ..
.ﬁ.uthnrity Information Access  [1]Authority Info Access: Acc...
a Certificate Template Name WehbServer
Subject Alternative Mame

DMS Mame=netscaler.lb.com, ...

ceaatf2c434becie 388000904, .

E

mbprint

DMNS Mame=netscaler.|b.com
DMS Mame=10.63,32.60

IP Address=10.63.32.60

DMS Mame=localhost

DMS Mame=5R.Server 1.lb,com
DMS Mame=10.63,32.55

IF Address=10.53.32.55

DMS Mame=localhost

Edit Properties. .. Copy to File. ..

@ SSL EHECE T

LUFHRENET 7 30fai@d SSLENEAD & fa 2 o

o MREERHIEET Python 9 WebSocket AR$588 (A4 1.0) :
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& [F

SAN Certificate

ADC Load Balancing

5l

Certificate

HTTPS 443

== MSMQ
- 1801
VDA
l =T HTTPS|
443
VDA

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS
443

® 0

Client

o WMREFEAMIZ IS PHEER WebSocket BRS388 (s 2.0):

MSMQ
1801
VDA

HTTPS|
—

ADC Load Balancing

SAN Certificate

TCP | 443 ‘ 1801 } ------------ ’ 1301| 443 ‘

Session Recording Server

HTTPS/WebSocket(WSS) 443
Certificate

VDA

1. &F3 Citrix ADC VPX 326,

MSMQ_ 1801
Session Recording Server

Certificate

HTTPS/WebSocket(WSS)
413

® 0

Client

Session Recording Server

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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. $i1% Configuration (fi2&) > System (%%) > Settings (i%&) > Configure Basic Features (i
BEAINEE).

Cifrix ADC VPX (1000)

ET G LGE Configuration Reporting Documentation Downloads
Q Search in Menu System / Settings
Settings
Licenses
Settings Modes and Features
Diagnostics Configure Modes
| Configure Basic Features |
High Availability > Configure Advanced Features
NTP Servers Configure Extra Management CPU
Reports
Profiles
Partition Administration >
User Administration 5
Authentication >
Auditing >
SNMP > ADM
AppFlow |1| N Configure ADM Parameters

3. #%$E SSL ENHM A T, ARBEHE.

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

@ Configure Basic Features

S5L Offloading HTTP Compression

.~ Load Balancing Content Switching
Content Filter Integrated Caching
Rewrite Citrix Gateway

Authentication, Authorization and Auditing

o [,

4. FIAEHTFERSES.

SMEIREEE > ARTH > BMRSSE, AREEHM.
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cifrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Traffic Management / Load Balancing / Servers

Q Searchin Menu
Syst
e > Servers @

AppExpert >

I Traffic Management I g | Add ‘ Select Action ~
Load Balancing i ~ i
Q Click here to search or you can enter Key : Value format

Virtual Servers
NAME STATE

Services
. No items
Service Groups
Meniters
Metric Tables

Servers

Persistency Groups

Radius Nodes
Priority Load Balancing [ S
Content Switching >

A Session Recording Server BZ#7#0 IP ik, SAEBHOIRE, Fl:

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation

IPADDRESS / DOMAIN

Downloads

® Create Server

Name*
srv-1 @
o) IP Address Domain Mame
IPAddress®
10.63.3255 {D

Traffic Domain

| Enable after Creating

Comments

BHE LANFREFEERURTEN.
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Traffic Management / Load Balancing / Servers

Servers @
Q Click here to search or you can enter Key : Value format
NAME STATE IPADDRESS / DOMAIN
l v srv-1 @ENABLED 10633255

Total 1

TRAFFIC DOMAIN

25PerPage v Page 1 ofl

5. REHELE—FHHMPIE Session Recording Server il fa & F#ARS.

A4 Session Recording Server 0T A FEIARS

o (IXZfERA WebSocket fRE528hR4s 1.0 BIARE) 45E 3 TCP MEMa3a9iR0 22334 89 SSL A& F &R

5

o EE HTTPS i#l28mis 0 443 B9 SSL AT HiARSS
o 4pER TCP 5M28AYimO 1801 #Y TCP s & F#iARSS

flgn:

Traffic Management / Load Balancing / Services / Services

Services

Services 3 Auto Detected Services 0 temal Services | ¢

Configuration

State IP Address/Domain Name Port Protocol
LI 243 ssl

our

ou 2334 SSL

Reporting

Documentation

Sear

Max Clients Max Requests Cache Type

Downloads

Traffic Management / Load Balancing / Services / Services

System b .
Services
AppExpert b
ﬂ Traffic Management L Services i)  Auto Detected Services = 0 Internal Services 6
I Load Balancing | e Add ‘ Statistics | | No action ~
Virtual Servers
Q Click here to search or you can enter Key - Value format

Service Groups

Maonitors

Metric Tables

Servers

Persistency Groups

Radius Nodes
Prionty Load Balancing

Caontent Switching

NAME

No items

)]
@ >
@ >

SERVER STATE

e

Traffic Bomain
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(R4 15H WebSocket AR5 23hr4s 1.0 B9 A B E) K& Session Recording Server #ini1 22334
89 SSL i PR . BARHTERSWEMN, ERMEMRSE, %£3F Session Recording Server £ IP
ik, %E8F SSL EAMRSS#BIMY, BARKOS 22334, AGREHE,

BXR0, BERUTESEE,

Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-22334 @D

Mew Server o) Existing Server

Server®

srv-1(10.63.32.55) o

Protocol*

S5L e @

&

Port

22334 @

» More

o =

¥ TCP 234 RINIARNBY SSL 2 BT HiARSS .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 192



Session Recording 2107

Service Load Balancing Monitor Binding / Load Balancing Monitor Binding

Load Balancing Monitor Binding

Binding Details

ad || Edt | ©

Weight
1 ®

| State

. |

#151 Session Recording Server 7z 443 #9 SSL A FHRS. BALHTERSNBN, EE
DIEARSS S, %% Session Recording Server #9 IP ik, %3 SSL {EARS SN, BAROS 443, A
BB EHEHE.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Mame*

srv-1-443 @

Mew Server e Existing Server
Server*

srv-1(10.63.32.55) W
Protocol*

S5L e

&

Port

| 443 | @

» Maore

o [

& HTTPS Sfs3#E 2IRIARINAY SSL AR FEARSS.
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

https E‘ Add it | @

Binding Details

Weight
1

 State

m Close

#E1 Session Recording Server #i0i% 0 1801 &) TCP R FHEiRS . BARH TERSWBIR, EE
HHEMRSs, %% Session Recording Server B9 |P #idik, %% TCP 1EARRS (MY, BAROS 1801, A
EREHE.
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Cifrix ADC VPX (1000)

Dashboard Configuration Reporting

® Load Balancing Service

Basic Settings

Service Name®
srv-1-1801 @
Mew Server e Existing Server

Server”
srv-1 {10.63.32.55) S

Protocol®

TCP e {D

i

Port

1801 @

b More

o =

¥ TCP =348 ZIRIARBY TCP A2 FHIARSS.

Documentat
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Service Load Balancing Monitor Binding / Load Balancing Menitor Binding

Load Balancing Monitor Binding

Select Monitor*

fcp > | | Add Edit |®

Binding Details

Weight
1

| State

- .

6. (IR4fEM WebSocket BRS528hRA 1.0 BAFE) HiwO 22334 (&1 SSL A HTFHERSFIM HTTP BREX
o

SMERSL > EEXH >HTTP BEXH, ARREHM.
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cCitrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads
Q Search in Menu System / Profiles / HTTP Profiles
System e '
I Profiles
Licenses
P TCP Profiles = 13 HTTP Profiles Database Profiles = 0 SSL Profil
Settings
Diagnostics Add
High Availability b
NTP Servers Q Click here to search or you can enter Key : Value format
Reports NAME DROP INVALID INVALIDATE HTTI
Profiles nshttp_default_profile » b'e
Partition Administration S nshttp_default_strict_validation v v
User Administration > nshttp_default_internal_apps v '
Authentication >
Total 3
Auditing >
SNMP b

%= WebSocket EEE S EH EZHMAINRE,
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HTTP/2 Initial Window Size
65535

HTTP/2 Maximum Concurrent Streams

100

HTTP/2 Maximum Frame Size
16384

HTTP/2 Minimum Server Connections

20

HTTP/2 Maximum Header List Size

24576
HTTP/2 Maximum Ping Frames Per Minute
HTTP/2 Maximum Reset Frames Per Minute

HTTP/2 Maximum Empty Frames Per Minute

HTTP/2 Maximum Settings Frames Per Minute

@

Alternative Service

Mark HTTP/0.9 requests as invalid

Mark RFC7230 Non-Compliant Transaction as Invalid

| Drop extra CRLF
Drop extra data from server

Adaptive Timeout

| Connection Multiplexing
Mark CONNECT Requests as Invalid
Mark HTTP Header with Extra White Space as Invalid

Enal:ﬂe WebSocket connections @ |

| HTTPWeblogging

FENHTTP EBEEXHMEH (a0 websocket_SSL),

REEIHRO 22334 )98 SSL A BT EARSS, Bl srv-1-22334, BF +EEXMH.

cifrix ADC VPX (1000)

Dashboard Canfiguration Reporting

@ Load Balancing Service

Basic Settings

Service Name 2334
Server Name srv-1

IP Address 10.63.32.55
Server State ®DOWN
Protocol SSL

Port 22334
Comments

Monitoring Connection Close Bit NONE

Service Settings

Sure Connect
Surge Protection  OFF
Use Proxy Port YES

HA Status

Mot configured

Documentation Downloads

Traffic Domain 0
Number of Active Connections

Hash ID

Server ID None

Clear Text Port -
Cache Type SERVER

Cacheable NO
Health Monitoring YES
AppFlow Logging ENABLED

Use Source IP Address ~ NO
Client Keep-Alive NO
TCP Buffering NO

Partition ..
default

Drop invalid HTTP requests
Mark TRACE Requests as Inve
Compression on PUSH packet
Enable RTSP Tunnel

Persistent ETag

nsroot

o]

Help

Advanced Settings

+ Thresholds & Timeouts

+ Profiles

+ Policies

=+ SSL Profile

+ SS5L Policies

+ Certificate
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EEHTTP BEX#H (flsn websocket _SSL), RABEMKREPEHHENMSTH.

Profiles

Met Profile

v +
TCF Profile
v +
HTTF Profile
websocket SSL |l +
DM5 Profile Mame
W

Done

7. (IRYfEA WebSocket BRS388hR7 2.0 A EE) 7RO 443 WS SSL AR TFHARS AN HTTP BEEX 4.
8. 7eigizHlgs £y Citrix ADC VIP i8I EHIE R

£, DNS Manager - O X

Eile  Action View Help

=2 | 7FXE=z HE § 88

én D_NS Name Type Data Timestamp
v & LBDC Tmedes
~ || Forward Lookup Zones j_SItES
2] _msdcslb.com j_t
|
= Ib.com j’ :
_udp

| Reverse Lookup Zones

i Trust Points jDDmainDnsZones

| Conditional Forwarders jFU’EStDmZU"ES
E(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma... static
E(same as parent folder) MName Server (MNS) Ibdc.lb.com. static
E(same as parent folder) Haost (A) 10,63.32.82 11/19/2020 2:00:00 AM
Elibde Host (A} 10.63.32.82 static
Elieooc Host (A) 10.63.32.11 11/18/2020 11:00:00 PM
tscaler Host (A) 10.63.32.60
Elsrserven Host (A} 10.63.32.55 11/18/2020 2:00:00 AM
ElsRserver Host (A} 10.63.32.68 11/19/2020 11:00:00 PM
Elsrsat Host (A) 10.63.32.91 11/23/2020 3:00:00 AM
QTS\IDA Host (A) 10.63.32.215 11/23/2020 2:00:00 AM
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9. AR TEEIIRS 3.
£/ Citrix ADC VIP #ifiE7RINA S $2 3 F & R Ik AR 55 28

o ([RLfEFA WebSocket fRS5 2807 1.0 YA HE) EF SSL #9iH0 22334 A BT EMARSS 28
o BF SSL 09RO 443 B BT RIE AR SS 25
o EF TCP 8vi%0 1801 Ayth HF B EIAIRSS 25

BXRG, BERUTESEE,

Traffic Management / Load Balancing / Virtual Servers

Virtual Servers

Add Delete Enable Disable Statistics Action -
a Name State Effective State IP Address Port Protacol Method Persistence % Health
[m] vsrv-1801 our our 10633260 1801 TCP LEASTBANDWIDTH SQURCEIP 00.00% 2 UP/0 DOWN
o vsrv-443 ouP oup 10633260 443 ssL EASTBANDWIDTH SOURCEIP 2UP/0 DOWN
[m] vsrv-22334 SUP our 10633260 22334 S5l LEASTBANDWIDTH SOURCEIP 100.00% 2 UP/0 DOWN

SMEREEE > AHTE > EPRSH, ARREHRM.

Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Virtual Servers
System > H
Virtual Servers @
AppExpert b
iTraHic Management | b | Add ‘ ‘ Statistics ‘ | Select Action

I Load Balancing I i - i
Q=, ck here to search or you can enter Key : Value format
NAME STATE EFFECTIVE STATE IP ADDRESS

Services
. No items
Service Groups

Monitors THEl @
Metric Tables
Servers

Persistency Groups

Radius Nodes (

Priority Load Balancing [

>
Content Switching [ b

£/ Citrix ADC VIP stk ineE & EiIMARSS 28, RS 2BBHR, 18 TCP 5 SSL, A0 EXFRERFMEX

wAS,.

E
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citrix_ ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server
Basic Settings

Create a virtual server by specifying a name, an IP address, a port. and a protocol type. If an application is accessible from the Internet, the virtual server IP (VIP) address is a publi
network {(WAN), the VIP is usually a private (ICANN non-routable) IP address.
You can configure multiple virtual servers to receive client requests, thereby increasing the availability of resources to process client requests

Name*
vsrv-80 @
Protocol*

cP v @
IP Address Type*

IP Address e

IP Address®
10 . 63 . 32 . 60 (@)

Port

80 (0]

» More

o [

RBE T EMRSEHEEE— KON AT TERS. Fla:
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e

Service Binding / Service

Service &

Edit

Q Click here to search or you can ente

NAME

srv-1-22334

] svi-443

srv-1-1801

Total 3

R4 ER WebSocket fRSS28has 1.0 BY, A FEEimO 22334 WA H FERS.

ERRHTE S
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Method

Method is a load balancing algorithm that the Citrix ADC usesto s

Load Balancing Method®
LEASTEANDWIDTH W @

Mew Service Startup Reguest Rate

0

Backup LB Method*
ROUNDROBIN e

Mew Service Reguest unit”

PER_SECOND v

Increment Interval

WEEEMRSREEFAM, HIEZINEEE SOURCEIP fEABAMEER, BXEMER, BEAEAMLE
Eo
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Persistence

Configure persistence to route all connections from the same use
persistence type fails.

Select Persistence Type*

[s])sOurceP RULE OTHERS (D)

Time-out {mins)*

2

IPv4 Metmask

265 . 25h

%)
£
o
]
(%]
o

IPvE Mask Length
128

(V45 WebSocket RS5880R4 1.0 A FE) Ak 22334 WHAHTEEIMNIRS RN HTTP BERE X 4

Profiles X

A profile is a collection of settings that can be applied to a NetScaler entity, such as a virtual server or service. You can apply the same profile to multiple entities of the same type.

Net Profile HTTP Profile

‘ hd || + | | [websctket_SSL VI| + || /|
TCP Profile DB Profile

| |+l 9 P
LB Profile DNS Profile Name

|  E3(P2 ¥+l

10. 7£ Citrix ADC FR&es@ R E ] %Z R (SAN) iEH.

MBISIEBMAEMNE (CA) 3KEX PEM A8 0H SAN IEH, BISMEREEE > SSL > REB[IEPAS, 7
Citrix ADC Hr#REUH L EUE B,

BEXEAER, BB SSLIEH,
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4 Install Certificate

Certificate-Key Pair Name®

||bcarc|

Certificate File Name*

| Choose File v‘lhcard.cer |

Key File Name™

| Choose File -!r‘lhcarr:l.kegrr |

Password™

[# Motify When Expires

No SNMP Trap destination found. Notification will not be sent until 2 trap destination is configured.

Naotification Period

|3Cl

11. 55 SAN IEB4PEZIE SSL f1 i FEEIMARSS 2o

SMEREEIE > L HTE > BINBRSS R, 18T SSL AHTEHEDRSE, ARRERSS[IES.
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Cilrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

® Load Balancing Virtual Server

Load Balancing Virtual Server | Export as a Template

Basic Settings

Mame vsrv-443
Protocol SSL

State ®DOWN

IP Address 10.63.32.60
Port 443

Traffic Domain 0

Services and Service Groups

1 Load Balancing Virtual Server Service Binding

Mo Load Balancing Virtual Server ServiceGroup Binding

Certificate

Mo Server Certificate

MNo CA Certificate

AN ESR A SAN IEH, ARRTHE,

S 4: FEEWER Session Recording Agent L7 1% 61 3 P

1. ERAIREERNHF &SR Session Recording Agent.
2. T7 Session Recording Agent &,

3. WME@EE TCP /A Microsoft SEEBATI (MSMQ), ERMIMFE,
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7z Session Recording Server igh# A\ Citrix ADC VIP #tiik89 FQDN,

@) Session Recording Agent Properties —

Recording Connections

>

Session Recording Server: MNetScaler Ib.com

Session Recording Storage Manager message queue

Protocol: TCP L
HTTR/HTTFS port: Default
Fort Number:

Message life specifies the period during which data remains in the

message quels.

Meszage life (seconds):

Session Recording Broker
Protocaol: HTTFS e
HTTR/HTTPS part: Custom b

Carcs

Apply

25 Session Recording Server &, # HKEY_LOCAL_MACHINE\ SOFTWARE\Microsoft\
MSMQ\Parameters F#&#inl IgnoreOSNameValidation DWORD EHEHIEEN 1., BXi¥4H

B8, BEREMRAFOXE CTX248554,

4. NRE@EI HTTP 5% HTTPS A MSMQ, BRIt B

(NRIEFBEETTR, EBGT) FEEiEsizg £ Citrix ADC VIP stk EAIER.
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2, DNS Manager

File  Action View Help

= D XE = Bm § 8
2 [ENS Name Type Data Timestamp
~ o LBDC T_msdcs
~ || Forward Lockup Zones j sites
-| _msdes.lb.com j_t(p
- | Ib.com -
| Reverse Lookup Zones j’Udp
Trust Points jDomamDnsZones
| Conditional Forwarders jFD'EStD”SZDHES
E—|(same as parent folder) Start of Authority (SOA) [47], Ibdc.lb.com., hostma...  static
E—l(sameas parent folder) Mame Server (MN5) lbdc.lb.com. static
[—l (same as parent folder) Host (4) 10.63.32.62 11/19/2020 2:00:00 AM
i Host (A) 10.63.32.82 static
Host (A) 10.63.32.1 11/19/2020 11:00:00 PM
10.63.32.60
Host (A) 10.63.32.55 11/19/2020 2:00:00 AM
Host (A) 10.63.32.68 11/19/2020 11:00:00 PM
Host (A} 10.63.32.91 11/23/2020 3:00:00 AM
Elrsvoa Host (A} 10.63.32.215 11/23/2020 2:00:00 AM

==

=81 Session Recording Server t,izfTpowershell.exe -file SrServerConfigurationSync
.psl -Action AddRedirection - ADCHost <ADCHost> &< L3 Citrix ADC NEE
BARMEI A EN. <ADCHost> J Citrix ADC VIP #th3itfy FQDN, 7£ C: \Windows\System32\

msmg\Mapping TEREEBEXMHE (0 sr_lb_map.xml).

EX Administrator: PowerShell

X infT PowerShell.exe Bdt#El SrServerConfigurationSync. psl FREMSIHRE,

ion. All r

7z Session Recording Server i+ A Citrix ADC VIP 33ty FQDN, f%0:
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[ Session Recording Agent Properties — x

Recording Connections

Session Recording Server: NetScaler lb.com

Session Recording Storage Manager message queue

Protocaol: HTTP ~
HTTR/HTTPS port: Default ~
Port Number:

Message life specifies the peried during which data remains in the
Message queue.

Message life (seconds):

Session Recording Broker

Protocol: HTTPS v
HTTR/HTTPS port: Custom w
Port Mumber:

Conoe | [ opy

$B5: BEWER Session Recording Player L3z #5615 1

=% 7 Session Recording Player A#HE&ITHEN £, #& Citrix ADC VIP #tiiitsi H FQDN #RinA B &
Session Recording Server,

$E6: REAHTHETSATEREENME Session Recording Server

1. Bz Citrix B#=IE,
2. BERBAURFIRIE,
3. ## Web #E#33#0 Session Recording Player &) LB R HIS 4

S8 T: HINE% Session Recording Server

1. ER—FHFEE—AITEN, HEIHEN LN%E Session Recording Server #1 Session Recording B2
R BATIEREIR,
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Citrix Virtual Apps and Desktops 7

Features

+ Licensing Agreement —
Feature (Select all)

v Core Components
— Session Recording Palicy Cansale
Features — - . B
Citrix Session Recording Policy Console
Database and Server

Session Recording Server

Administrator Loggin [+ e - ;
R Citrix Session Recording Broker and Storage Management
Summary
Install - Sess ilo n Recording .f.n.dmin istrator Log.gl'ng . . )
v Administrator Logging captures Session Recording Server configuration changes and
Finish

recording activities to the Session Recording Database.

— Session Recording Database
Citrix Session Recording Database

Back | Mext | Cancel |

2. fEA5MA Session Recording Server HHREIRER R, fl0:
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Citrix Virtual Apps and Desktops 7

Administrator Logging Configuration

¥ Licensing Agreement Specify Session Recording logging configuration
" Core C onents
e Configuration
+ Features
The Administrator Logging database is installed on the SQL Server instance:

+ Database and Server

SRSQL v

Administrator Logging

Summa
i Administrator Logging database name:
Install
|CitrixSessionReccrdingLogging v
Finish

Test connection...

W Enable Administrator Logging
_ This option enables the Session Recording Administrator Logging service,

] Enable mandatary blacking
_ This option blocks pelicy and server property changes if logging fails.

Back ﬁ Cancel

3. BRITEN LML XIS,

4. 1ER%#T Session Recording #iEER SQL Server £, $§Fr%& Session Recording Server i+ &k~ 5
IEIHEZH Session Recording #uigEF, REAEHSE db_owner PR, FIa0:
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Lt); Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help
= | " - - o | a2 New Cuery P I o | - - | b | Generic Debugger -
gl v X @ Database User - LB\SRSERVER2S - o x
Connect~ ¥ *¥ (VIS P T sert = © Hob
= i@ SRSOL (SOL Server 14.0.900.75 - LB\ = »
=] Databases & Owned Schemas
Systern Databases & Membership User type:
Database Snapshots F Securables Windows user
= i@ CitrixSessionRecording # Edended Propet
Database Diagrams User name:
Tables LB\SRSERVER2S | |
Views Login name:
External Resources WVEHZ‘ ‘
Synonyms -
Programmability
Service Broker
Storage Default schema:
=] Security I |db° I
= Users
&3 dbo
&7 guest ‘Connechon
&2 INFORMATION_S Server:
ﬁ LBASRSERVER1S SRSAL
&3 LB\SRSERVER2S Connection:
&9 LB\SRSERVER3S LB'administrator
& oy ¥ View connection properties
Roles
Schemas
Asymmetric Keys
Certificates Progress
Symmetric Keys Ready
Always Encrypted Ke
Database Audit Speci
Security Policies
W CitrixSessionRecordingLoggi
Security - e
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W Database User - LB\SRSERVER2S — O x

Selecta page IT Script ~ @) Help
& General

& Owned Schemas
y 2 Database role membership:
& Securables Role Members

& BEdended Properties i db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner I
db_zecurtyadmin

O
O
O
O
O
[J
O

Connection

Server:
SRSGL

Connection:
LB administrator

ﬁ View connection properties

Progress
Ready

Cancel

5. {EM# Session Recording Server B9itBHlkF (g0 LB\SRServer2$) HZ=REIGEFMEMIREY/SA
BRHEESIHFE (130 SessionRecording #l SessionRecordingsRestored), #HfER
ETHE S

6. EE P 3 9% Session Recording Server iRiNAET#RS, AEHIENE EINIRS 2R UM A B TFERS
WINGE. THRAINESEIMARSS 2. 0.
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Cifrix. ADC VPX (1000)

DEELEL Configuration Reporting Documentation Downloads
Q Search in Menu Traffic Management / Load Balancing / Servers
System
Servers @
AppExpert
I Traffic Management W Select Action w
Load Balancing w

re to search or you can ent:

Virtual Servers

. NAME STATE IPADDRESS / DOMAIN
Services

srv-1 @®ENABLED 1063.3255
Service Groups @ @ ! -

. @ENABLED 10633274
Monitors

Metric Tables o=l
Servers

Persistency Groups

Radius Nodes (

cifrix ADbcvex (1

Dashboard Configuration Reporting Documentation Downloads

Q Traffic Management / Load Balancing / Services / Services
System .
Services
AppExpert
ITmmc Management ~ Services )  Auto Detected Services 0 Internal Services | 6
Load Balancing o

Virtual Servers

Service Chaining

User

Services
Service Groups NAME SERVER STATE IP ADDRESS/DOMAIN NAME PORT PROTOCOL
Menitors srv-1-80 eupP 10633255 80 TcP
Metric Tables srv-1-443 eurP 1063.3255 443 TCP
Servers srv-1-1801 eUuP 10633255 1801 TCP
Persistency Groups eup 10.63.32.65 22334 TCP
Radius Nedes @ euP 1063.32.74 443 TCP
Priority Load Balancing \I\ > oupP 1063.32.74 80 CcP
Content Switching \1\ > eouP 10633274 1801 CcP
Cache Redirection @ > srv-2-22334 ®UuP 10633274 22334 TCP
DNS > Total 8
GsLe @ >
ssL 3
Subscriber >
>
>
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cifrix ADC VPX (1000)

Dashboard Configuration Reporting Documentation Downloads

Q1 Search in Menu Traffic Management / Load Balancing / Virtual Servers

System

Virtual Servers

AppExpert >

<

ITraﬁicManagemenl | Add | | Edit | ‘ Delete | ‘ Disable | | Rename | ‘ Statistics | | Select Action ~

Load Balancing i

Q Click here to search or you can er

NAME STATE EFFECTIVE STATE IP ADDRESS

:Value format

Services

vsrv-80 L JUY euP 10.63.32.60
Service Groups

. vsrv-1801 eup eUP 10.63.3260
Monitors

vsrv-443 L JUS euP 10.63.3260
Metric Tables

Servers vsrv-22334 euP euP 10.63.32.60

Persistency Groups Total 4

Radius Nodes

Priority Load Balancing

Content Switching

Cache Redirection

DNS

GSLB

SSL
Subscriber

Service Chaining

=)
R N N VIV VR

User

Optimization >

Qarnritu ~
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Load Balancing Virtual Server Service Binding

SERVICE NAME IP ADDRESS PORT PROTOCOL
srv-1-22334 10.63.32.55 22334 TCP
srv-2-22334 1063.3274 22334 TcP

7. % Session Recording #fUEHI A EXH SessionRecordingAzManStore. xml MEIEH Ses-
sion Recording Server E#ZI## Session Recording Server, Xl F <Session Recording
Server installation path>\App_Data T

8. ¥ MSMQ & HTTP 3¢ HTTPS BT ## Session Recording Server, ERMU TS BUSNYRIERE
i51TH Session Recording Server B9 RIEE,

EMAER Session Recording Server (flg0 SRServerl) k, 517 powershell.exe -file

SrServerConfigurationSync.psl -Action Export - ADCHost <ADCHost >

&<, Ef <ADCHost> A Citrix ADC VIP # it 89 FQDN. LtES £ S H B EM R CH (40
SrServerConfig.reg).

¥ SrServerConfig. reg X#EEHIEIHFE Session Recording Server #izf7 powershell.exe
-file SrServerConfigurationSync.psl -Action Import,AddRedirection
- ADCHost <ADCHost> #%. EnableLB &i&#mM=I HKEY _LOCAL_MACHINE\SOFTWARE

\Citrix\SmartAuditor\Server T i # Session Recording Server Byt R &, H &

C:\Windows\System32\msmg\Mapping F&il sr_lb_map.xml xf.

9. BESZIRELURMSB—1 Session Recording Server,
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HEHER

+ %t Session Recording Server 5H CNAME i2R % ALIAS i2RBY, FRFREISiIE, BXFMM=L, BHSHM
IRAASZE CTX248554,

o REIXHTTLIEMEELRK, EREFEEEEASRATE (UNC) BEdh, BRI, 5% Citrix Session
Recording Storage Manager IREHIBEEXNEXI Automatic (Delayed Start) (B35 (ERBED)) .

£ Azure Z8E Session Recording LI FATE fa %

February 20, 2024

BEFRM

o IWBE7E Azure sE T Citrix Virtual Apps and Desktops.
o BHE—1 Azure 1kF,

S8 1: 3% Citrix Virtual Apps and Desktops %2125 2% Azure
AR

MRFEREH Citrix tk A Z3#Ei/18 Citrix Virtual Apps and Desktops TR EH &~ & 1ISO XHT&H 2
Azure VM, EBLESE 1,

1. £ Azure PR, BIE—MEMA v2 FiEKF HEZERIAELEE Standard,
xt Azure TEERVPRE 1A R ERED BN # 1T,
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A\ Create storage account - Micros: X +

&« (&} & portal.azure.com/#create/Microsoft.StorageAccount

Microsoft Azure R Search resources, services, and docs (G+/)

Home > Storage accounts >

Create storage account

L L e G s s e AL s ¥ [ s e s i DU e D g S A L S e Sy Sy
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables. The cost of your storage account depends on the usage and the options you choose below.

Learn more about Azure storage accounts '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
yaur resources.

Subscription * ‘ cse-dev-03-ca ~ |

Resource group * ‘ ~ |

Create new

Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy
using the classic deployment model instead. Choose classic deployment model

Storage account name * (1) ‘ |

Location * ‘ (US) East US v |
performance (D @ Standard O Premium

Account kind O ‘ StorageV2 (general purpose v2) v |
Replication ® { Read-access geo-redundant storage (RA-GRS) % I

< Previous Next : Networking >

https://portal azure.com/#

2. SMBIEEMEKS, SA/57E Blob service (Blob fRs3) 24 Hi%k#E Containers (F22) LIGIEAR,

&g ®s 2 0

Home >

= I | Containers

Storage account

[0 search (ctrl+/)
access keys

v O Refresh

Search containers by prefix (® ) Show deleted containers

Geo-replication

(]

CORS Name Last modified Public access level Lease state

Configuration You don't have any containers yet. Click "+ Container to get started.

Encryption

® o

Shared access signature

al

Networking
O security

8 static website
i
|

Properties
A Locks
Blob service

Containers

i ]

Custom domain
Data protection

Object replication

P % @

Azure CDN

5  Add Azure Search
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3. ¥ Citrix Virtual Apps and Desktops REEF LHIIAETF.
N < -orcn recources, envices, and doce G/

Home > yuchunjstg1 >

Upload blob X
[ yuchunblob/
Container Files ©
\p Search (Ctrl+/) « T Upload (& Change accesslevel () Refresh o \“Omx,VHmal,APps,and,Deskmps,-- E
3 Overview Authentication method: Access key (Switch to Azure AD User Account) [ overwite i fles already exist
Location: yuchunblob
£ Access Control (IAM)
| Vv Advanced
Search blobs by prefix (case-sensitive) J (
Settings
@ Shared access signature Name Modified Access tier Blob type Size
Upload
Access policy No results
1! Properties
O Metadata

$B 2. 7 Azure [JPHEIE SQL H£E LA

BXFAER, ESHCIE Azure SQL HE LA,

$1% 3. i Azure E#IH (VM)

St FE, 5%EE Windows Server 2019 Datacenter -Genl, XtF X/, i&1%1% Standard_D4as_v4 -4

vcpus, 16GiB memory (Standard_D4as_v4 -4 4 vcpu, 16 GB A7E). BxF4MER, EBHE Azure A
Fg)E Windows mE#liil.
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https://docs.microsoft.com/zh-cn/azure/virtual-machines/windows/quick-create-portal
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c

@ portal.azure.com/#create/Microsoft.VirtualMachine

Microsoft Azure

R Search resources, services, and docs (G+/)

All services > Virtual machines >

Create a virtual machine

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

Your resources.

Subscription * ([ | cse-dev-03-ca v ‘
Resource group * @ | (New) Resource group N ‘

Create new

Instance details

Virtual machine name * (O | ‘

Region * @ | ws)eastus v |

Availability options () | No infrastructure redundancy required ~ ‘

Image * (@ l [ windows Server 2018 Datacenter - Gen' ~ ]
See all images

Azure Spot instance (O D

Size * (1) | Standard_D4s_v3 - 4 vcpus, 16 GiB memory ($83.22/month) .
See all sizes

Administrator account

Username * (1) I

Review + create < Previous ‘ Next : Disks >
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221



Session Recording 2107

S8 4 2R EH I Citrix Virtual Apps and Desktops 2125 7% Azure VM

8 ®o 0 o0

X
Search (Ctrl+/) « T Upload () Change accesslevel (O Refresh [i] Delete 2 Change tier & Acquire lease 7 View snapshots [ Create snapshot
I Overview D User Acco
A Access Control (IAM)
Q Show deleted blobs
Settings
@ Shared access signature Name Modified Access tier Blob type Size Lease state
I B & citrix vi i / : (
Access policy B [ ciuix Virtual_Apps_and_Desktops_7_2012iis0 3/4/2021, 6:37:47 PM Hot (Inferred) Block blob 4B 2 viewjedit
m
i1l Propert 4 Download
O Metadat, P
25 Properties
@ Genera te SAS
2 View previous versions

A View snapshots

£ Create snapshot

2 Change tier

& Acquire lease

[ii] Delete

$B 5. BTRERFLUE Azure VM £ Session Recording 4

BEXFMEE, BBA%E Session Recording Administration A

$E 6. BB Azure XHHZLUEMERFIG

BN Azure XEHZLUEMERGIE, BRUTSE:
1. £ Azure "] R, SIEEMEKF, AL Azure XHHE,
BXPHSENIIER, BEAEH Azure TP IBREE Azure XHHEZ, TRENGEENRE,

Session Session
FREIHR BRRFINZIE XHHZECH Recording Recording
(MB//)\ad) # X EHE (TB) Server #i2 Server A/
<6.37 <1000 HDD Standard 2 1 Standard
(StorageV2) D4as_v4
<6.37 1000-2000 SSD Premium 3 1 Standard
D4as_v4
<6.37 2000-3000 SSD Premium 5 1 Standard
D4as_v4
<6.37 3000-4000 SSD Premium 6 1 Standard
D4as_v4
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https://docs.microsoft.com/zh-cn/azure/storage/files/storage-how-to-use-files-portal
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Session Session
REISTHEARND BRERHNRIE XHHEZRE Recording Recording
(MB//)\ee) k34 XFHE R (TB) Server & Server KX/
X£9 10 <1000 HDD Standard 3 1 Standard
(StorageV2) D4as_v4
X£9 10 1000-2500 SSD Premium 6 1 Standard
D4as_v4
X£9 10 2500-4000 SSD Premium 10 2 Standard
D4as_v4

XHEHERTERIESX 8 /. 8A 23 M IEANSIREXH—TANREBHRITEN.

2. 3% Azure XHEHEZEIRAFMNEILET Session Recording Server B9E#1,

a) UBEBREMEMmSIRTH, ASIERE8EX N <Session Recording Server £k >\Bin
X,

B I\ 1§ R T, Session Recording Server & # £ C:\Program Files\Citrix\
SessionRecording\Server i,

b) iz 17 SsRecUtils.exe -AddAzureFiles <storageAccountName> <fileShareName>
<accesskey> f<,

He,

+ <storageaccountname> 2 Azure HEHEMHEIKF BT,
+ <filessharename> 2 EHF K FEEHNXHLZHN A,
« <accesskey> BB FiHIAXHHEZMZEMEHF 2.

BT AR LUREVERFEK R 28

o AL B EXHHZTEFANERERN B R EE T R P RIVERNF KA 2.
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1docs (G+/)
Connect X
i sesswnrecordmgs sessionrecordings
* SMB File share o
P Search (Ctrl+)) « T Upload -+ Adddirectory | 4\ 'Secure transfer required is enabled on the storage account. SMB clients connecting to this
share must support SMB protocol version 3 or higher in order to handle the encryption
. Click here to learn more.
& Overview [ search files by prefix
82 Access Control (IAM) Name
Windows  Linux  macOS
Settings No files found. —_—
m
Il properties To connect to this Azure file share from Windows, choose from the following
authentication methods and run the PowerShell commands from a normal (not elevated)
Operations PowerShell terminal:
@ snapshots Drive letter
& Backup [z v
Monitoring Authentication method

e QO Active Directory
fil Metrics
"I @ Storage account key

@ Connecting to 2 share using the storage account key is only appropriate for admin access.
Utilizing Active Directory allows to differentiate file and folder access, per AD account,
within a share. Lear more

$connectTestResult = Test-NetConnection -ComputerName
sremdstg.file.core.windows.net -Port 445
if (SconnectTestResult.TepTestSucceeded) {
# Save the password so the drive will persist on reboot
l C 1. i -

Juser:"Azure'
/pass:™DSjcn, ZWPxhckj TgGZ Ui 7 D

This script will check to see if this storage account is accessible via TCP port 445, which is
the port SMB uses. If port 445 is available, your Azure file share will be persistently
mounted. Your organization or internet service provider (ISP) may block port 445, however
you may use Azure Point-to-Site (P2S) VPN, Azure Site-to-Site (S25) VPN, or ExpressRoute
to tunnel SMB traffic to your Azure file share over a different port.

o
<
<

Learn how to circumvent the port 445 problem (VPN)

o AT LUEE B S FAENK P SUE A N S AR BV 18 2 SR SRR AN K - B $Ro
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Microsoft Azure £ Search resources, services, and docs (G+/)
Home > sremd > -

P Access keys

Storage account

Search (Clrl+/)

» e e O

[ ¢

Qverview

Activity log

Tags

Diagnose and solve problems
Access Control (IAM)

Data migration

== Storage Explorer (preview)

Settings

o B &

&

CORS

Configuration
Encryption

Shared access signature
Networking

Security

Properties

Locks

File service

File shares

Monitoring

@
[

Insights

Alerts

|<<

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access b
keys so that you can maintain connections using one key while regenerating the other.

When you regenerate your access keys, you must update any Azure resources and applications that access this storage acc

Storage account name

| sremstg

keyl ()

Key
| DSjen/SOpzwPxhckTgGZUZtolh8A3PAOHEBWOe + 19kuid6pTxX11eqNMu0Xkx7R3I52f2GHRFUZPIIFI11vbE/A==

Connection string

| DefaultEndpointsProtocol=https;AccountNa me:_;Accou ntkey=Dsjcn/SOpzwPxhckjTgGZUZtolh8A3PADHSWDe+.

keyz ()

Key
| O97VNcAmv+WpgFYYO6r30fMyaD20sSGGpJuBgfkDYv3Z27)19TYOMbWFaz 1N6nO21c2qF5JZ0QVrgydmysO2A==

Connection string
| Deiau\lEndpDintsProtocol:https;AccountName:-,‘AccountKey:GQTVNcAmv—ngFYYOﬁrSOfMyaDZDsSGGpJuB;

C) ¥ Azure XHHZHEHFIRET Session Recording Server K1,

i. $T7F Session Recording Server Ef%,

i, BEFHEETR_ERR,

iii. £/ \\<storageaccountname>.file.core.windows.net\<filessharename>\<subfolder>

BB UNC B2,

EXHHZETEE—NFXMGRUEEREINH. G, Session Recording Server 2 Bzh &
BB,
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!
)

Storage  Signing FRollover Playback MNotfications CEIP  Logging RE |+

Fecorded session files are stored in the directories specified. To store files
in & load-bzalanced manner, specify multiple directories across different
volumes.

File storage directories:

File Storage Directory

Enter a directory for storing recorded session files:

|er.file.co,le.windows.net'-sessionrecording'recon:lings | Browse. ..

Cancel

Specify a folder to temporarily store archived session recordings and make
them awvailable for playback.

Restore directory for archived files:

C:\SessionRecordings Restored Browse...

oK Cancel

iv. BEXHFIEERWIEETHHEE.
v. B Session Recording Server EE O A,
Vi. NATARGBEREEHE.

vii. RFIRTEEFHEBDH Session Recording Storage Manager RS THE,

Session Recording Server Properties

The “Citrix Session Recording 5torage Manager” service needs
to be restarted for changes to come into effect,

Do you wish to restart the service now?

SBT. NS

MNEREF %4 Session Recording Server, HiTENEEEERNAETESS. Azure RETHFEWREFERET
AHTEINET, ARIH ARSI SETRE Azure HIR Citrix ADC. Azure f #3928 Azure R BZFERIXHI

UK N
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5% 1: 7£ Azure oI Citrix ADC VPX 524

1. £ Azure "]JPeR, SigZiESHEA Citrix ADC,

2. drixanc

Services Marketplace See all

Rece g Livearena Broadcast B citrix ADC

Namll Resources 8§ Citrix ADC 13.0 - Azure Stack

it Viewed

By Citrix ADC 121

= No results were found. 2w seconds ago
8§ Citrix ADC VPX FIPS

) yu 2w seconds ago
Documentation Seeall

=y minutes ago
Tutorial: Azure Active Directory single sign-on ...

@ =R . . minutes ago
Tutorial: Azure Active Directory integration with Citrix ...

& s Azure AD secure hybrid access | Microsoft Docs gy ago

<> SR Linux virtual desktops with Citrix - Azure Example ... ay ago

(%) sn Resource Groups ay ago

{} B No results were found. teeks ago

== 9 Didnt find what you were looking for? leeks ago

() st @) 11y searching in Activity Log | i

4> VN & Tiy searching in Azure Active Directory 10nth ago

(%) 1in Searching all subscriptions. Change fonth ago

Navigate

Subscriptions [ <] Resource groups All resources Dashboard

2. i#%#% Citrix ADC VPX Bring Your Own License (Citrix ADC VPX B#i¥83E) it%l, A58 T Create
(B1)o

O Search resources, services, and docs (G+/)

Home >

Citrix ADC =

Citrix

Citrix ADC < add 1o Favorites
CilrIX. % oo 0mings

Azure benefit eligible 7'

Select a plan | Citrix ADC VPX Bring Your Own License \/

Overview  Plans  Usage Information + Support  Reviews

Citrix ADC is an enterprise-grade application delivery controller that delivers your applications quickly, reliably, and securely, with the deployment and pricing flexibility to
meet your business' unique needs. Designed to provide operational consistency and a smooth user experience, Citrix ADC eases your transition to the hybrid cloud.

Why Citrix?

Citrix ADC offers high performance with fast application delivery, a ¢ system, and or and automation for
applications across cloud or hybrid environments for greater agility. Citrix's all-in-one solution brings peint solutions under one roof, ensuring simplicity and security every
step of the way.

Key Benefits:

Flexible & Consistent: Citrix ADC is the most comprehensive, feature-rich ADC available across a wide variety of deployment options with the most flexible pooled
capacity licensing option in the industry.
o Best User Experience: Citrix is the only vendor to offer an intelligent, global load-balancing service that uses real-time Internet traffic and data center health to route
users to the best source for their applications and content.
Integrated App Security: A single code base across physical, virtual, bare-metal, and containers enables consistency across your applications and workflow.
Comprehensive application security with Layer 3 to Layer 7 protection and built-in API protection ensures you don't have to worry about vulnerable assets.

S

o Fmmtealiad Mt S i berheid oo Arelaimant ansine o manann swith & sinml mann thas meaidan sichiling and ~tnmarinn amenee Al fnrm fambare

3. EEROIEHIFA, ASTE Basics (BAE) BIFHIGEHMILE.

4. B VM K&,
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A Creste Citrix ADC - Microsoft Az X =+

« (&) 8 portal.azure.com/#create/citrix.netscalervpx-Tvm-3nicnetscalervpx-1vm-3nic-byol

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

L]
Basics VM Configurations  Network and Additional Settings Review + create

Virtual Machine Configurations

Virtual machine size * (O 1x Standard DS3 v2
4 vcpus, 14 GB memory
Change size
05 disk type (D (“ Premium_LRS
i i (o)
Assign Public IP (Management) © (@) Yes
) ) i ) @
Assign Public IP (Client traffic) @ (®) Yes
Unique public IP domain name suffix * (O | d28e81a280 v
Azure Monitoring Metrics (0 O Enabled
(®) Disabled
Backend Autoscale (O O Enabled
(®) Disabled

| < Previous | | Next : Network and Additional Settings >

5. ENE, EREHERMEIRE, %iE ssh (22), http (80), https (443) (ssh (22). http (80). https
(443)) BFAHNERO,

EINMLIEE IR, MREBERE Session Recording 3%, Ma]LUEREEIMEINRS 33 FMIZE.,
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Microsoft Azure £ search resources, services, and docs (G+/)

Home > Citrix ADC >

Create Citrix ADC

Configure virtual networks

Virtual network * (O | (new) citrix-adc-vpx-virtual-network ~ ‘
Create new

Management Subnet * (O | (new) 01-management-subnet (10.1.25.0/24) ~ ‘

Cliert Subnet * () [ new) 11-client-subnet (10.1.29.0/24) v

Server Subnet * (@ | (new) 12-server-subnet {10.1.30.0/24) ~ ‘

Public IP (Management)

Management Public IP (NSIP) * (D) | (new) citrix-adc-vpx-nsip ~ ‘
Create new
Manzgement Domain Name (O | citrix-adc-vpx-nsip-23f12ee6b2 \/‘

.eastus.cloudapp.azure.com

Public IP (Clientside)

Clientside Public IP (VIP) * (&) | (new) citrix-adc-vpx-vip s ‘
Create new
Clientside Domain Name (& | citrix-adc-vpx-vip-23f12eesb2 \/‘

.eastus.cloudapp.azure.com

Public Inbound Ports (Management only)

Ports open for Management public IP () O None

O ssh2)

(®) ssh (22), http (20), htps (443)

Review + create | < Previous | | Next : Review + create >
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= Microsoft Azure 2 Search resources, services, and docs |

Hoeme > Citrix ADC >

Create Citrix ADC

Basics VM Configurations MNetwork and Additional Settings Review + create

Boot diagnostics

Diagnostic storage account * (D (new) citrixadcvpred2b4be259 v

Create New

Network Settings

Configure virtual networks

Virtual network * (& | (new) citrix-adc-vpx-virtual-network ~ |
Create new

Management Subnet * @O | (new) 01-management-subnet (10.1.32.0/24) ~ |

Client Subnet * (@ | (new) 11-client-subnet (10.1.33.0/24) ~ |

Server Subnet * (@ | (new) 12-server-subnet {10.1.34.0/24) ~ |

Accelerated Networking

Accelerated Metworking (Management @ On
Interface) @ O off

Accelerated Metworking (Client Interface) @ on

© (O off

Accelerated Networking (Server @ on
Interface) @ O of

Public IP (Management)

Management Public IP (NSIP) * (@ | (new) citrix-adc-vpx-nsip ~

Crmmdo moa

Review + create | < Previous | | Next : Review + create > |

6. % Next: Review + create (T—#: & + ¢IE2) I Citrix ADC VPX SLAIHEZH BT Ko
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= Microsoft Azure £ Search resources, services, ai

Home > Citrix ADC >

Create Citrix ADC

G Walidation Passed

Basics VM Configurations Metwork and Additional Settings Review + create

PRODUCT DETAILS

Citrix ADC
by Citrix
Terms of use | Privacy policy

TERMS

By clicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed abave; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (<} agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Micrasoft does not provide rights for third-party offerings. See the Azure Marketplace Terms for additional

details.

Basics

Subscription cze-dev-03-ca
Resource group srcmdtest

Region East US

Citrix ADC Release Version 13.0

License Subscription Bring Your Own License
Virtual Machine name citrix-adc-vpx
Username nsraot

Password P

VM Canfinuratinns

MNext Download a template for automation

7. %FR IP (SNIP) #thi11t#0 Citrix ADC VIP #i3ib& B R FR—FM .,
SNIP sthitF0 VIP b L F R —F M. 7RG, Fi1& VIP thitigE 77E SNIP ikt 7P,
a) f=Lk citrix-adc-vpx E#iH.
b) F2k VIP tthatpF/,
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Microsoft Azure

citrix-adc-vpx-nic11

Home > srib )|

Network interface

|}7 Search (Ctrl+)) ‘ «

@ overview
=] Activity log
"R Access control (IAM)

L 4 Tags

Settings

B2 DNS servers

L Network security group
Hi Properties

B Locks

Automation

.f. Tasks (preview)

5 Export template

Support + troubleshooting
= Effective security rules
© Effective routes

R New support request

£ adc

citrix-adc-vpx-nic11 | IP configurations

+ add B X b O Refresh
IP forwarding settings

—
1P forwarding l Enabled )

Virtual network srazureautovnet

IP configurations

0 The associated virtual machine ‘citrix-adc-vpx' must be either stopped or deallocated in order to be able to edit the subnet.

‘ P search IP configurations

Name IP Version Type Private IP address Public IP address

vip IPvd Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)  ***

Home > srlb > citrix-adc-vpx-nic11

citrix-adc-vpx-nicl1 | IP configurations

Network interface

«
@ overview

@ Activity log

p}l Access control (IAM)
@ Tags

Settings

& IP configurations

B DNS servers

9 Network security group
il Properties

B Locks

Automation

2 Tasks (preview)

5 Export template
Support + troubleshooting
= Effective security rules

< Effective routes

8 New support request

+ Add X piscard (O Refresh

A\ The virtual machine associated with this network interface will be restarted to utilize the new subnet.

IP forwarding settings

P —
IP forwarding |{ Disabled Enab\ed}

Virtual network srazureautovnet

IP configurations

Subnet * srazureautosubnet (192.168.1.0/24)

2 search IP configurations

Name IP Version Type Private IP address Public IP address

vip 1Pv4 Primary 192.168.2.4 (Dynamic) Unassigned (citrix-adc-vpx-vip)

c) B citrix-adc-vpx EMH

I 2: AIE Azure fiEitYhTes

Azure iR T TCP Bi@fRs3. TERT 7@ TCP E@# T hH T,
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sricpruled43

srtcprule80 SR-Server1
LoadBalancerFront... T = TN SRBackendPool :
= ) =
B ———————————— 1 v
o \ % SR-Server2

_ sricprule22334 -

N — /
\ - - V
\ — /

N, —_— /

, /

\“\grtcpru le SQ]’"

1. BIE Azure taZI9EES,

a) 1 Azure I'JP &AM Marketplace (i) +i%#* Load Balancers (fi#i 123,

= Microsoft Azure  [FellSCEREne T 0 & 7?2 © Yuchuanang@c|trlxg%r; '
. Services Seeall Marketplace Seeall
Azure servic
& Load balancers 3 KogSistem Azure Load Balancer Management
+ Load balancing - help me choose (Preview) £ Load Balancer / ADC -
Creati & Application gateways Y aiScaler Load Balancer & Site Acceleration N e services
resource  Front Doors £ Ishlangu Load Balancer ADC IS-5000 (5Gbps)
@ Web Application Firewall policies (WAF) Documentation Seeall
# CloudAMQP )
Recent resot Load Balancer | Microsoft Docs
# CloudMonix
What is Azure Load Balancer? - Azure Load Balancer
Name & Workload Insights

Azure Load Balancer concepts | Microsoft Docs

= CloudSimple Nodes
& srappevi | = P Quickstart: Create a public load balancer - Azure portal .
& CloudSimple Services

®) yuchunjiang Resource Groups
B Resources
&» SRLoadBalan No results were found
No results were found
4> SRVnet
() srtest Didn't find what you were looking for?

& LB-hubtest-T (B Try searching in Activity Log

— B Try searching in Azure Active Directo
= asfazuretests 9 Y

() srazureauto | Searching all subscriptions. Change

4> VNet-hubtest Virtual network amonth ago

7£ Create load balancer (fIZ2mZT#E28) TImAY Basics (B) &+ L, I TRPAEBIEE:

RE (=1

1Ti] R ERIITIEL

TR BN, EFEZ AIEIER sribtest,

B # X SRLoadBalance.

IR XI5 #%#% (US) East US ((:E) ZEH&I).
et #%#% Internal (W),

SKU i#£#% Standard (i74)

REPARIER BN, EFEZFIGIER srazureautovnet,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 233



Session Recording 2107

®E

&

FM
IP sttty g
AR

Fan, ERZATRIER srazureautosubnet,

¢

5

£ Dynamic (513).

# Zone-redundant (XiERH).

e e e

Home >

Create load balancer

15 accessible via public IF addresses, or internal where it 1s only accessible from a virtual network, Azure load balancers also

support Network Address Translation (MAT) to route traffic between public and private IP addresses. Learn more.

Project details

Subscription *

L

Resource group *

Instance details

MName *
Region *
Type* ©

SKU* @

Configure virtual network.

Virtual network * (@

Subnet *

IP address assignment *

Availability zone * (@

Review + create

b) FMAHTFHRRR, QERRHL. STRRRNA A BTER,

o AN,

< Previous

| cse-dev-03-ca ™~ |
| sribtest ~ |
Craate new

| SRLoadBalance \/|
[ Ws) gastus v |

O e

o Standard Load Balancer is secure by default. This means Network Security

Groups (NSGs) are used to explicitly permit and whitelist allowed traffic. If you

do not have an NSG on a subnet or NIC of your virtual machine resource,

traffic is not allowed to reach this resource. Please configure an NSG to ensure

communication if needed. For outbound communication, an explicit
outbound rule is needed. Learn more about outbound connectivity G

| srazureautovnet e |
| srazureautosubnet (192.168.1.0/24) e |
Manage subnet configuration

O Static @ Dynamic

| Zone-redundant e

Next : Tags > Download a template for automation

MERFIRPEFEENANTER, ARRHEMNSHIZH Backend pools (Eimith). 2
& Add (FIN) ARG,
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2 BTN (]

Home 3| SRLoadBalance

SRLoadBalance | Backend pools

Load balancer

2 search (Ctrl+/) «

€ Overview

Activity log
N It
A Access control (IAM) o e
€ Tags

£ Diagnose and solve prablems
Settings

B2 Frontend IP configuration
' Health probes

7= Load balancing rules

B inbound NAT rules

il Properties

B Locks

Monitoring

E Alerts

fifi Metrics

? Insights

Automation

2 Tasks (preview)

5 Export template

WANERENEN, AEREAdD (RN,

Backend pool Virtual machine

Virtual machine status

Network interfact

Home > SRLoadBalance >

Add backend pool

SRLoadBalance
|
Name * | SRBackendPool I
1
virtual network (0 srazureautovnet (sribtest)
IP version @ IPvd

O 1evs

Virtual machines

‘You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no public IP configuration.

All IP configurations must be on the same virtual network.

Virtual machine 4 1P Configuration g, Availability set Ty,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have the same SKU
(Basic/Standard) as the Load Balancer can be selected. All of the IP configurations have to be in the same Virtual Network,

@ No virtual machine scale set is found in eastus that matches the above criteria

o AIETTRTE,

MERFRPEFECIEMNARTER, ARREEMNSHMIZFH Health probes (TR
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W) o

e

Home > SRLoadBalance

® SRLoadBalance | Health probes

Load balancer

2 Search (Ctrl+/) “« + add

4 Overview |P Search probes

Activity log Name Ty Protocol T Port
fa Access control (IAM) Mo results.

¢ Tags

42 Diagnose and solve problems
Settings
& Frontend IP configuration

& Backend pools

¥ Health probes

7= Load balancing rules

B inbound NAT rules
Il Properties

B Locks
Monitoring

K Alerts

4 Maetrics

@ Insights
Automation

iTa Tasks (preview)

5! Export template

Support + troubleshooting

BE Add (Fm) 7Ei%H 80, 22334, 1801 #1443 EAMMETTES BRI,

Home > SRLoadBalance

® SRLoadBalance | Health probes - X
Losd balancer
[ search cuion | « 4 add O refesh
Settings -
s (5 Fier by name.
B2 Frontend IP configuration Name protocol port Used By
® Backend s
ackend pooks SRealthProbe1801 T 1801 SRICPRule1801
¥ Health probes
(- SRHealthProbe22334 e 22334 SRTCPRule22334
7= Load balancing rul
0ad balancing rules SRHeakhProbeti3 Tcp 443 SRTCPRuled43
B inbound NAT rules
SRHealthProbesd Tcp 80 SRTCPRule80

1 Properties

B Locks
Monitoring

@ Diagnostic settings
£ Logs

B Alerts

fl Metrics

@ Insights
Automation

i Tasks (preview)

[ Exort temolate

BN, EAUTIRERRD 80 LEIEEITRITERM.

®E &

B # N\ SRHealthProbe80,
Y % TCP,
Port (#%0) N 80,
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a1 =]
Interval (BYiEliaEIRR) 5
BITAEEEE FF VM @B T A EE Z a0 AR EHEI TR E R

EHESRMNRBBREL, BERE 20

SRS

Home > SRLoadBalance >

SRHealthProbe

SRLoadBalance

Save X Discard [i Delete

Mame *
[ sreeaitherobesd | B
S — |

Protocol ()

Interval * @
E |

seconds

Unhealthy threshold * &
2 |

consecutive failures
Used by @
Not used

o AINGEHTERN,

MERFIRPEFTIBRNAH TR, ARRELNSHMZHH Load balancing rules (f1#
FEMN) . 2E Add RN NS EHTERN,
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e e e

Home > SRLoadBalance

v— SRLoadBalance | Load balancing rules
Y™ Load balancer

|,D Search (Ctrl+/) | «

& Overview |P Search load balancing rules

Activity log Name 4 Load balancing rule
Ao Access control (1AM} No results.

€ Tags

pa Diagnose and solve problems

Settings

B Frontend IP configuration
B} Backend pools

T Health probes
Bl inbound NAT rules
Il Properties

E| Locks
Moenitoring

R plerts

fd Metrics

@ Insights
Automation

% Tasks (preview)

Export template

e

Support + troubleshooting

gE Add (i) FiH0 80, 22334, 1801 1 443 FINFETFEHN,

Home > SRLoadBalance

v= SRLoadBalance | Load balancing rules x

Load balancer

O search (Ctrl+)) « 4 add

Settings [ search load balancing rules

B Frontend IP configuration Name ™y Load balancing rule 4 Backend pool T4 Health probe N
® Backend pools SRTCPRule1801 SRTCPRule1801 (TCP/1801) SRBackendPool SRHealthProbe1801

T Health probes SRICPRule22334 SRTCPRule22334 (TCP/22334) SRBackendPool SRHealthProbe22334

= Load balancing rules SRTCPRule443 SRTCPRule443 (TCP/443) SRBackendPool SRHealthProbed43

B nbound NAT rules SRTCPRules0 SRTCPRule0 (TCP/80) SRBackendPool SRHealthProbes0

11l Properties

A Lodks

Monitoring

B Diagnostic settings
#® Logs

W plerts

fifl Metrics

@ Insights
Automation

i Tasks (preview)

1 Export template

flgn, ERAUTIRENKO 80 EIR S HFEHN.
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BAHR

IP hixzs
A |P it
i

Port (#%0)

i |

Ui

It
BTN
NEFAM
THRER (5%
TCPEE

i |

b RR LR R (SNAT)

=1

g0, imAZ# SRTCPRule80,
%% IPv4,

%3 LoadBalancerFrontEnd.
#%#% TCP,

A 80,

A 80,

i#£3% SRBackendPool,

3% SRHealthProbe80,

%% Client IP (EFi% IP),
BRRMINEE,

EERERMH.

%1% (Recommended) Use outbound rules to
provide backend pool members access to the
internet ((#7%) (/BN G G- H
Internet i/ AIAR)
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= Microsoft Azure

Home > SRLoadBalance >

Add load balancing rule

SRloadBalance

Name *

P Search resources, services, and docs (G+/)

| srrceruleso |

| —
IP Version *
® pva (O 1pve

Frontend IP address * (0

| 182.168.1.22 (LozdBalancerFrontEnd)

[ Harorts @

Protocol
(®1ce (uoe

Port *

30 |

Backend port * (D

|

Backend pool @

| SRBackendPool

Health probe @

| sRresithprobeso (e |
1

Session persistence (@

| cientie |
| IS |

Idle timeout (minutes) &

O

TCP reset

Floating IP @

z

S

« $®=ET Session Recording Server 89 Azure VM FRiNE G,
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e e e

Home > SRLeoadBalance

~ Load balancer

2 Search (Ctrl+/) | “ + add () Refresh
& overview
B Backend pool Virtual machine Virtual machine status
Activity log
SRBackendPool
Ao Access control (IAM)

¢ Tags
&2 Diagnose and solve problems
Settings

E Frontend IP configuration

% Backend pools

T Health probes

= Load balancing rules
B inbound NAT rules
ill eroperties

2 Locks

Monitoring

BB Alerts

et

Home > SRLoadBalance > Add virtual machines to backend pool
SRBackendPool

SRLoadBalance

- @ You can only attach virtual machines that are in the same location and on the same virtual network as the loadbalancer.
O 1P Adaress Virtual machines must have a standard SKU public P or no pubii P
P Veren Locaon <= exstis Vil network <= SRVost Resoucagroup == sl Aaiaityset <= s
o
O ms 0 "N o i yset e Tags Notes
O sr-seren — ipcenfig? (107.15)
O srsenverz — ipconfig? (107.16)

Virtual machines

You can only attach virtual machines in eastus that have a standard SKU public IP configuration or no put
AllIP configurations must be on the same virtual network

Virtual machine T4 1P Configuration 4 Avallability set T,

No virtual machines selected

Virtual machine scale sets

Virtual Machine Scale Sets must be in same location as Load Balancer. Only IP configurations that have th
(Basic/Standard) as the Load Balancer can be selected. Al of the IP configurations have to be in the same

@ o virtual machine scale setis found in eastus that matches the above criteria

Virtual machine scale set 1P address

[ e —

Cancel

c) Mz Azure s FHTES,
MBLEGRSBAMBGE L, WaBERUTHEIRES NetworkinterfaceAndLoadBalancer-
ArelnDifferentAvailabilitySets, EUHRS23MEIZEON AR IP #iikxXEL,
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— Microsoft Azure

Home » srlbtest » SR-Serverl-ip » sr-server172 >

ipconfigl

sr-server1 T2

Public IP address settings
Public IP address

i/ - - - -\.
(_ Disassociate .I

Public IP address *

SR-Serverl-ip (20.62.236.36) A
Craate new

Private IF address settings

Virtual network/subnet
srazureautowvnet/srazureautosubnet

Assignment

@D o)

P address

3 450 4

%I 3: 872 Azure [ FAREFERIX
R
RARFEMX V2 R HadEAT NTLM fRIEEmERRiER,
1. 8UE Azure ZFRREFMX,
ERRNAEFMXNREE U TIEE,

« 7£ Basics (B#) #®IEL, 3§ Tier (%4) i&&5 Standard (15#),
« 7£ Frontends (#ii%) %Ik £, 3§ Frontend IP address type (fiif IP #ifik28Y) i&E 4 Private

(ER). MNABEFMXEREREAHETES,

2. ANEH.
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Home > SRAppGWV1 >

Edit backend pool

A backend pool is 2 collection of resources to which your application gateway can send traffic. A
backend pool can contain virtual machines, virtual machines scale sets, IP addresses, domain names, or
an App Service.

AGbackendpoc

Add backend pool without targets
N - )

Backend targets

2 items
Target type Target
IP address or FQDM 192.168.1.12 [ ==~
| IP address or FODN 182.168.1.18 I i .
| IP address or FOQDN v | | |

Associated rule

SRHttpRules0
SRHttpRuled43

3. BIEHTTP RE,

Azure ZREFMXERSZH HTTP A HTTPS LUERIEREHEIEHRARSEE. FimEa 80, 443 #1 22334 ¢l
EHTTPIgE,

+ %0 80 LRI HTTP
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Home > SRApPGV1 Add HTTP setting ;
v= SRAppGV1 | HTTP settings

Application gateway
HTTP settings name

P Search (Ctrl+/) « + Add SRHttpSetti

A ACCESs COnuon Ay

© o [P search HTTP settings Sackend provoco!
P
Name Port @ urre O wrres
£ Diagnose and solve problems
I SRHttpSetting80 80 ] Backend port *

Settings

i SRHtpSetting443 443 80
= Configuration SRHttpSetting22334 22334

Additional settings
@ Web application firewall
Cookie-based affinity ©

! Backend pools O Enable (®) Disable
Y= HTTP settings

Connection draining O
B Frontend IP configurations O tnable (@ pisable

23 Listeners
Request time-out (seconds) * @

= Rules 20 |

T Health probes Override backend path ©

Properties |
B Locks
Host name
Monitoring By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header
e unaltered to the backend. Multi-tenant services like App service or APl management rely on a specific host header or SNI
erts

extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

B Diagnostic settings

o %0443 EBHTTP

ENAREFMX V1 RAFERERRSBFESHRIBER. SHEILERE Base-64 4387 X.509
(.CER) XM EIHRIRSZIIERBMNH. BXWMAM TLS/SSLIEBHSHABMER, BBRSHEHN
IBES (EAF v1SKU) .

Home > SRAPPGV1 Add HTTP setting
SRAppGV1 | HTTP settings

Application gateway

HTTP settings name

O Search (Ctrl+/) « + Add HttpSettin

R A Conuon ) R

@ Tags 0 Search HTTP settings Backend protocol
Name Port QO urIP @ HTPS

2 Diagnose and solve problems
SRHttpSetting80 80 Backend port *

Setti

etings SRHtipSetting443 443 I 443

& Configuratior

= Configuration SRHttpSetting22334 22334

Backend authentication certificate
@ Web application firewall
For end-to-end SSL encryption, the backend must be whitelisted with the application gateway. Upload the public certificate of

% Backend pools the backend servers to this HTTP setting
7= HTTP settings Use for App service
B Frontend IP configurations O ves
Listeners .
Certificate
Rules
srlb
¥ Health probes
- + Add certificate
1l Properties
8 Locks Additional settings
Cookie-based affinity ©
Monitoring P “
(® enavle O Dpisable
W Alerts

i Metrics

&l Diagnostic settings

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 244


https://docs.microsoft.com/zh-cn/azure/application-gateway/certificates-for-backend-authentication#export-authentication-certificate-for-v1-sku
https://docs.microsoft.com/zh-cn/azure/application-gateway/certificates-for-backend-authentication#export-authentication-certificate-for-v1-sku

Session Recording 2107

S wvem i g G

Home > SRAPPGV1 Add HTTP setting
v— SRAppGV1 | HTTP settings

™ Application gateway Connection draining ©

(O Enable (®) Disable

[0 search (cu+ « + Add
R ALLESS OO Ay N Request time-out (seconds) * ©
o [P search HTTP settings B ‘
ags
Name Port X
& Diagnose and solve problems Override backend path ©
SRHttpSetting80 80 ‘ ‘
Settings
SRHttpSetting443 443
= ig Host name
& Configuration SRHttpSetting22334 22334

By default, Application Gateway does not change the incoming HTTP host header from the client and sends the header

@ Web application firewall
unaltered to the backend. Multi-tenant services lie App service or API management rely on a specific host header or SNI

% Backend pools extension to resolve to the correct endpoint. Change these settings to overwrite the incoming HTTP host header.
Y= HTTP settings Override with new host name
p o)
& Frontend IP configurations 2
33 Listeners Host name override

N (®) Pick host name from backend target
Rules
(O Override with specific domain name

1 Health probes

1! Properties
eg. contoso.com

B Locks
Use custom probe ©
. ®
Monitoring Yes (® No
N Alerts

fifl Metrics

e

B Diagnostic settings

* %M 22334 LR HTTP 5 HTTPS

9N WebSocket £/ HTTP, iEER5iwO 80 HREMIEE,
9N WebSocket 5/ HTTPS, iBfEAS5HNO 443 HHRINIRE,

4. NI |P ik,

Home > SRAppGV1

&5 SRAppGV1 | Frontend IP configurations - X

Application gateway

O Search (Ctrl+/) | « [P search frontend IP configurations
R ALcEss Conuor A .
Type Status Name 1P address Associated listeners
@ Tags
Public Not configured
& Diagnose and solve problems
Private Configured appGwPrivateFrontendip 107.06 SRListener80, 2 more

Settings
& Configuration
@ web application firewall
® Backend pools
= HTTP settings
B Frontend IP configurations
23 Listeners
Rules
' Health probes
11! properties
B Locks
Monitoring

AN Alerts

Metrics

B Diagnostic settings
5. AINIAES,

im0 80, 443 # 22334 LAsNfirRes, FI40:
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Home > SRAPpGV1

53 SRAppGV1 | Listeners - X

Application gateway

£ Search (Ctrl+/) « + Add listener () Refresh
2 ACtess Conon Ay
Application Gateway provides native support for WebSocket across all gateway sizes. There is no additional configuration required to enable or disable WebSocket support. If a WebSocket traffic is received on the
@ Tags Application Gateway, it is automatically directed to the WebSocket enabled backend server using the appropriate backend pool as specified in application gateway rules.
Learn more about listeners and WebSocket support.
[P Search listeners

£ Diagnose and solve problems

Settings Name Protocol Port Associated rule Host name
& Configuration SRListener80 HTTP 80 SRHttpRule80

@ Web application firewall SRListener443 HTTPS 443 SRHttpRule443

% Backend pools SRListener22334 HTTPS 22334 SRHttpRuIe22334

7= HTTP settings SSL Policy

& Frontend IP configurations The SSL policy defines the SSL protocol version and available ciphers. Choose from one of the predefined policies or create a custom security policy to match your organizational security requirements.

Learn more about SSL policy.
Selected SSL Policy
L Rules Default (change)

25 Listeners

' Health probes Min protocol version

" TLSvi0
11! Properties

Cipher suites

B Locks

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
Monitoring TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
W Alerts TLS_ECDHE RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
- TLS ECDHE RSA WITH AES 128 CBC SHA

@l Metrics

& Diagnostic settings
« 30 80 ERIMIFER

p — ! SeNiCESI S —

Home » SRAppGV1 >

SRListener80

SRAppGWV1

name (@

SRListenerg0

Frontend IP* (i)

| Private A4 |
Port * (&)

[ 80 v|

1@

HTTP TTPS

Associated rule
SRHttpRuleg0

Error page url

O Yes @ No

o im0 443 ERYIIPRES

PIEBERIEBHECE HTTPS (PR AIIEB EHE Azure 1P, BXEMER, ESIH TLS £1b
SFIERMEZBERIES.
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Home > SRAppGV1 >

SRListener443

SRAPPGVT

Frontend IP* (@)

Private = |
Port * (&)
443 /|

Protocol @

Choose a certificate
O Create new @ Select existing

Certificate ®

| Ibde v

\:' Renew or edit selected certificate

Associated rule
SRHitpRule443

Additional settings

TISTEmeT Tfpe (0

@ Basi O Multi site

Error page url

O Yes @ Mo

o %0 22334 EAY0AEE

9N WebSocket /A HTTP, EERS5HEO 80 HHREMVIZE, 1R WebSocket £/ HTTPS, &fER
5340 443 HENIEE. UFREISTRTHO 22334 £ HTTPS (338 &,
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= Microsoft Azure ' Search resource

Home > SRAppGWV1 >

SRListener22334
SRAppGY1
Listener name (@

SRListener22334

Frontend IP* (i)

| Private s |
Port * (i)
| 22334 v|
Protocol @

HTTP HTTPS

Cheoose a certificate
O Create new @ Select existing

Certificate *
| Ibdc v

D Renew or edit selected certificate

Associated rule
SRHttpRule22334

Additional settings

Listener type (0

@ Basic O Multi site

Error page url

O Yes @ Mo

6. BUEIERERERMN,

HimE 80, 443 1 22334 gl Fla0:
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P Search rsoutces,sevioes and docs (G+1)

Home > SRARRGV1
53 SRAppGV1|Rules - X

Application gateway

[0 search (ctrt+n « =+ Request routing rule
A AGKESs CONUO! AN
[ 2 search rules

@ Tags
Name Type Listener
£ Diagnose and solve problems
SRHItpRuIe8O Basic SRListener80
Settings B
SRHttpRuledd3 Basic SRListenerd43
-
& Configuration SRHttpRule22334 Basic SRListener22334

@ Web application firewall
® Backend pools

Y= HTTP settings

B Frontend IP configurations
23 Listeners

£ Rules

1 Health probes
11} Properties
A Locks
Monitoring

B Alerts

fil Metrics

B Diagnostic settings

« 30 80 AYREEFLIY
SRHttpRule80

SRAppGWV1

Configure a routing rule to send traffic from a given frontend IP address to one or maore backend targets, A routing rule must
contain a listener and at least one backend target.

s ]
[ =}
m
o

me SRHttpRule80

" Listener | “Backend targets

A listener “listens” on a specified port and IP address for traffic that uses 2 specified protocol, If the listener criteria are met,
the application gateway will apply this routing rule.

. SRListenerso Y
Listener *

SRHttpRule80

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

=
&
o
&
3
o

SRHttpRulesD

“Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool O Redirection

Backend target * (O | AGbackendpool ~ |

SRHttpSettingao N
HTTP settings * (0 | P el |
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o U500 443 BIERERFNI
SRHttpRule443

SRAppGY1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRuled43

*Listener | * Backend targets

A listener “listens” on a specified port and IF address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule.

| ~
Listener * SRListenerd43

SRHttpRule443

SRAppGW1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

*Listener |*Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend pool (:) Redirection

Backend target * | AGbackendpool ~ |

. SRHttpSetting443 ~
HTTP settings * @ | P 9 |

o W0 22334 MERERALN
SRHttpRule22334

SRAppGV1

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

Rule name SRHttpRule22334

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met,
the application gateway will apply this routing rule,

i %
Listener * SRListener22334
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Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets. A routing rule must
contain a listener and at least one backend target.

ule name SRHttpRule22334

*Listener *Backend targets

Choose a backend pool to which this routing rule will send traffic, You will also need to specify a set of HTTP settings that
define the behavior of the routing rule.

Target type @ Backend poal O Redirection
- AGbackendpool s
Backend target * @ | ackendpoo |
| SRHttpSetting22334 ~ |

HTTP settings * (D

7. ¥%%E7T Session Recording Server #9 Azure VM ZRiNZEito

8. RI\AIRFLE CTX230015 E2E Session Recording Server,


https://support.citrix.com/article/CTX230015
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