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Lbisd%: Session Recording 1912 LTSR CU8

Session Recording 1912 LTSR CU9 €& 1912 LTSR #%&hk4s. CUL, CU2. CU3. CU4. CU5. CU6. CUT.
CUB FEEMFBEEEURUTHES:

+ {£/ Oneldentity Session Recording Ih&ERY, FLt VDA EWEKATRER B =& & k. [CVADHELP-24142]

ST 8 (CU8)
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2R a=
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A#fBHA: 2021411 A3H

KT Ithi s

5 CU3#atk, CU4#mT =MEE,

Session Recording 1912 LTSR £fR&# 3 (CU3)
Session Recording 1912 LTSR £F3&# 2 (CU2)
Session Recording 1912 LTSR £#R%# 1 (CU1)
Session Recording 1912 LTSR (#%4hk7s)

BANE)

© 1999-2024 Cloud Software Group, Inc. All rights reserved.


https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-4.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-3.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-2.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-1.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/1912-ltsr-initial-release.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/known-issues.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/1912-ltsr/removed-features.html
https://support.citrix.com/article/CTX111618
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-4/fixed-issues.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-3.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-2.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/cumulative-update-1.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/what-s-new/1912-ltsr-initial-release.html
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/known-issues.html

Session Recording 1912 LTSR

F AR

Citrix = REZFARARS EE B EA

1912 LTSR CU4 FEEBE IR

November 9, 2021
Ebik34%&: Session Recording 1912 LTSR CU3

Session Recording 1912 LTSR CU4 &2& 1912 LTSR #1%&kkas. CUL. CU2. CU3 HEEMMAEEE IR TH
BE:

+ Session Recording RI8ETAIE 51T, [CVADHELP-17559]

+ Session Recording Player ATRET A7E VDA ERBMELRIER M, MMSH SsRecPlayer.exe #i2 &5
iBH, [CVADHELP-17678]

o ILEEEEAERIRE msi REHE R MSMQ-HTTP =45, [CVADHELP-18307]

SFEH 3 (CU3)

July 6,2022

A% BH: May 12,2021

KT Itbhirzs

5 CU2#atk, CU3 #mT —MEE,

Session Recording 1912 LTSR £fR&# 2 (CU2)
Session Recording 1912 LTSR £F3%# 1 (CU1)
Session Recording 1912 LTSR (#1%&kR7)
EHa -

7+ AN RS

Citrix P=mEZARRS HEEBE
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1912 LTSR CU3 FER SRR

November 9, 2021
tbig3d&R: Session Recording 1912 LTSR CU2

Session Recording 1912 LTSR CU3 2% 1912 LTSR ##ahk4s. CUL. CU2 B EMFEEBEURNUTHIES:

+ 1£ Session Recording HBgi=Hl & B A EH B EICRRERET, BN A2F A fea BB LML, [CVADHELP-
17292]

ST 2 (CU2)

July 6,2022

A#HHEA: 202011 8 19H

KT Itbhirzs

5 CUl#8tk, CU2EmT/\MEE,

Session Recording 1912 LTSR £fR&# 1 (CU1)
Session Recording 1912 LTSR (#1%4kRk 7<)

2R a

FRAMMIFR

Citrix =mEZARRS AKBH

1912 LTSR CU2 FERERYRH

November 23,2022
tbis3d&R . Session Recording 1912 LTSR CU1

Session Recording 1912 LTSR CU2 & 1912 LTSR #1%hk4s. CULl FEEHMFIEEEURUTHES:

+ 23 M Session Recording Server =%l &%# %I Session Recording Server ATeERKM, LLEHE 2R
THIRFES:
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Toi%i%#%%5 Session Recording Server, Ensure that the Session Recording Server is running.
(& E#3) Session Recording Server, E#fR Session Recording Server [E7£iE1T,)

TEINE L R E,
BERWHPLE, TELIE SSLITLS R2idiE,
[CVADHELP-14525]

o ERAMARMEE T ENRFIXHEEREN, BRIGIXETETEER. EERNLABBNEREE Active
Directory RRIBS IR, [CVADHELP-14809]

o BMEREFICR Web I 55ERNED, WAIRESHBIR Web J¥ER, AEAHTIEREREFCREIENE
ORERNIETE R K IR, [CVADHELP-15207]

« RHI=IFET, Session Recording Agent LHEHEERAETFRETRUTESHER:

IREIH TR ESIE X FEE. 108 Session Recording Agent 7= ICA &iE(ERIN B ERH B, oI
HIEE,

Lthial @R g0 Session Recording HIThEE,
[CVADHELP-15208]

+ ¥ Session Recording # 4 %) 2003 =t & £ kR 4BY, 1909 #1 1912 k&9 Web #& i 28 T 3% [E B 15 170
[CVADHELP-15324]

o BEHETICREBLTENIRSH, SsRecAgentWrapper #1289 CPU FIEERIEERRS. Hit, REIHA
BERSE®, E9M 3017 2ERESHEEST, [CVADHELP-15514]

« 7£ Citrix Workspace M A EFhRZ 1912 LTSR CU2 £, Session Recording Player aI8ET BT B A
A.icl 93X, [CVADHELP-15542]

o RERNWA P AILIAIE Session Recording Web &2 A EERFI, [CVADHELP-16199]

S7E# 1 (CU1)

July 6,2022

%% HHEA: May 7,2020

KT Itbhirzs

51912 LTSR #9#sahRas48LL, CUL T A MEE,
Session Recording (#1%4kR4x)

BNa)
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F AR

Citrix = REZFARARS EE B EA

1912 LTSR CU1 FEEBERIFIE

November 9, 2021

tbig3dg: Session Recording 1912 LTSR #1%&hk4s

Session Recording 1912 LTSR CU1 &% 1912 LTSR #iARAHEEMFAEEE URUTHEES:
RiE

+ Session Recording Agent ) SsRecAgentWrapper A gEsHAASNREERS, fi, ERE
SEFEETLUEMEIENSIE 3 GB, [CVADHELP-14153]

Bk

« Microsoft Internet Explorer JRETL A MAIERE BT, [CVADHELP-14185]

HTIEThEE

November 23, 2022

1912 LTSR Hav#figIhae

AhiR s BLHE LA T H i ThREAN S SRINAE -

Session Recording Web #7235

Session Recording Web #&i% 28 AR AR THAER M, MIENTLZHFZINEE, Web eI T 3t Internet
Explorer M HFHHARNZE, HRHT —MINSHTERRERREGTNEEXE S, BXFAER, E5A
Session Recording Web #7323,
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ERNEHETIER

Session Recording MAEFT LIERRAEMNE ER), HERBIGPIRCEM. KERHESR. TENEERS.
Session Recording E153 7 N FAEF S MINAE. M ARERFKNMTIRPRINHIEEN, FRRMAOHEREFH#HIZIEE)
WY AREFeBZEER. AXEAREER, BERCREHMEFETIERER,

1912 LTSR FEEERIRHA

November 9, 2021
Lbiksd%: Session Recording 1909

Session Recording 1912 LTSR @& TEE:

+ ¥ Session Recording Player BB ERESSIEN, RREAGESERM, [SRT-3971]

« VDA FJRERBINGRE, HETER. XHENFIREETINISS () XREHSZEREGERE S HILLR
., [SRT-4075]

o & Web ERBERES DWERGIG, SJSHIARR, [SRT-4022]

=y
April 3, 2024
EABRARIE T W TiE:

» SRR Citrix Web App Firewall (WAF) signatures to mitigate in part the CVE-2021-44228 vul-
nerability (BF 5 &M CVE-2021-44228 i/:AH Citrix Web App Firewall (WAF) %) , Session
Recording PIRE B E R TMHAIE1T. B RILIEI, 5% &8 Session Recording Server 89 IP #fik
NetScaler i##0 mitigate_cve_2021_44228 5%, [CVADHELP-24365]

« 7ER% 7 Session Recording HERITHI &8I EH L BG4 E IR BRANRA IS A F 5 LA B AR pn S8 s L I 4
EFRERNAAAMEAR, B2, ARt ERRNRNAMABA RERMNESMAR, FERNIKAF,
[SRT-5769]

o WMREEE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents T aIEm TS
MR, NEISEMRMEINME, BASWRAFLEEG. EERBIRSHHEN, 1B56ER Session Recording
REEIEH A IRBEHAEICREKMRK, [SRT-4168]

+ Session Recording BIREHEIZRY “HIREAFICR” NELERFMRERIER. [SRT-4003]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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+ 308 Machine Creation Services (MCS) g Provisioning Services (PVS) tZ %1 VDA EREENE
BEH BRET Microsoft ;2RI (MSMQ), MIERLERT, XLt VDA AlsEE R QMId, XiE R
AIRERSHEMZMiE =, Flan:

- BMEER T REIIN, WEIRTERGRIE,
- Session Recording Server Al R EIRIETHIES, FEitt, RIFTREBRLLTFEDRS.

BXRRAZENER, BBE%TE. AL, [#528678]

B=HEHA

February 20,2024
Session Recording 1912 LTSR (PDF &)

AhRAH Session Recording FIAE B & RIBA X E X FFIFRIEAMNE =54

RHFEK

September 7, 2021

Session Recording 1% Session Recording Administration A, Session Recording Agent #1 Session
Recording Player, AL Session Recording Administration A% (Session Recording ##E&. Session
Recording Server, Session Recording fRESIZHIA) RETREARSVHAFAMNRSE L. UTHIFANABT
&1 Session Recording AHHER,

BRIEKHAIRS R (LTSR) IFEHER YaThRAs (CR) MR EAE DB ENEFAES, BSREAIRPLOXE,

Session Recording #iEE

SFFBIRIER S

« Windows Server 2019
« Windows Server 2016
« Windows Server 2012 R2

189 Microsoft SQL Server hRzs:

+ Microsoft SQL Server 2019 Enterprise. Express #1 Standard Edition
« Microsoft SQL Server 2017 Enterprise. Express #1 Standard fgzs

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13


https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/install-upgrade-uninstall.html
https://docs.citrix.com/en-us/session-recording/1912-ltsr/downloads/session-recording-third-party-notices.pdf
https://support.citrix.com/article/CTX205549

Session Recording 1912 LTSR

+ Microsoft SQL Server 2016 SP2 Enterprise. Express # Standard ki<

+ Microsoft SQL Server 2016 SP1 Enterprise. Express # Standard hixz

+ Microsoft SQL Server 2014 SP2 Enterprise. Express #1 Standard ki~

+ Microsoft SQL Server 2012 SP3 Enterprise Edition. Express Edition #1 Standard Edition
+ Microsoft SQL Server 2008 R2 SP3 Enterprise. Express #1 Standard ks

Zk: .NET Framework 4.7.2

Session Recording Server

SRR RS

« Windows Server 2019
« Windows Server 2016
« Windows Server 2012 R2

HthEK:

« Internet Information Services (IIS) 10. 8.5. 8.08 7.5

« .NET Framework 4.7.2 ik

« R Session Recording Server £/ HTTPS fEAEBE NN, BERMBEBIER. BIAERT, Session
Recording £/ HTTPS (Citrix #%).

« Microsoft ;5EPrAFI (MSMQ), Active Directory £mATFTEZARS, MSMQ HTTP #FAFTEARES,

o HWEERBEICR: Chrome. Firefox =k Internet Explorer 11 B3k

Session Recording HE&IEHI &

SFFBIRIER S

« Windows Server 2019
« Windows Server 2016
« Windows Server 2012 R2

Z3R: .NET Framework 4.7.2

Session Recording Agent

HEERFIRIERED Windows Virtual Delivery Agent (VDA) %% Session Recording Agent,

SRR IER S

« Windows Server 2019
« Windows Server 2016

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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« Windows Server 2012 R2
+ Windows 10, 2&{&hxr4s 1607
o EATEMEEM Windows 10 fkhR

2K

875 Premium i#FaHiER Citrix Virtual Apps and Desktops 7 1912

A% Platinum #a[LER XenApp #1 XenDesktop 7.15 LTSR CUS

« .NET Framework 4.7.2

+ Microsoft ;&2 %I (MSMQ), Active Directory £ FE2ARSE, MSMQ HTTP ZEFATFTEARS

Session Recording Player

SRR IER S

« Windows Server 2019

« Windows Server 2016

« Windows Server 2012 R2

+ Windows 10, &{fhkzs 1607

ZRk: .NET Framework 4.7.2

ERBRELR, BEEBUTIREMNI(FiL ER%E Session Recording Player:

- RESWER 1024X 768

- BEREEDLN 324

- @82 GB RAM; B2 RAM 1 CPU/GPU A RATR S EMET EE AR IML, BRRYRFPEA
EHEN

12 IR B BUR TR A/ NI BB AR

NI

February 20, 2024
Session Recording &3& 5 MA%:
+ Session Recording Agent, REAEMEATLZRIERERARERIFIRIERAN VDA LAY, ATRE

ARE, ARREIRIERIE.
+ Session Recording Server. BT IEEUTEMAIIRSS:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15



Session Recording 1912 LTSR

- Broker. IS 6.0+ 1£&# Web B2, aI%IE Session Recording Player & HBERZE MG T
HiER, 2 Session Recording HEgizHI & & AR EEIER, UKiFESE Citrix Virtual Apps
and Desktops &iEHRHIFKRK,

- Storage Manager, BEEMENEE A Session Recording BHizfT7 Citrix Virtual Apps and Desk-
tops Mt ENIZWEIN R =1E AR Windows BRS.

- BEERABAEIZR. B Session Recording Server — 2R EMNALEFAY, ATIEREEE. BIAER
T, FiE BEICREUBEEMER A CitrixSessionRecordinglLogging vk SQL Server $iEE
H, AT LLE TE X EIR R B FRo

+ Session Recording Player, —#@A R &, AF A M TIESH#TIHNUBREHINRIE o

+ Session Recording #iERE. &I SQL Server #iIBFENAM, AREFERFINSITHRIE, RELANN, B
INEBIE—E R CitrixSessionRecording HU3kiERE, Er]LIE EXEIBERZ M.

+ Session Recording FE&izHI&. BT AIREEUEEERFINSIENEFIE,

TEE/RT Session Recording B MAM U RSA M Z BIIX R

EIbak BRI E R FI%, Session Recording Agent. Session Recording Server. Session Recording #4i&
[EE. Session Recording HB&i=HI& LUK Session Recording Player 39 F& 2 A& ERE. Session Recording
Agent ZETEATLRIEFRIEAAHERIFRIER LM VDA £, F-ARS{ATFIE Session Recording %
BEisHl e, B=ARS2AE Session Recording Server, %M &RRS 28 A TFHEE Session Recording #iBFE,
Session Recording Player REE7E TIEih b, I FPAEIMNBNEFIHIEES5RET Session Recording Agent
WIEATFZRIERERSLHN VDA #ITEE. ERAEREE, Session Recording Agent. Session Recording %
BEzHlG. Session Recording Player A& Session Recording ##EE#85 Session Recording Server #17i&

,f-L—
So

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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L]

Session Recording

Policy Consale Session Recording

Flayer

Session - /

Recording Agent

Desktop
0S VDA ﬁ
& machine
= —— or - Session

User device Server Recording
05 VDA ﬁ SEVEr
machine

. Database

MXUERE

February 20, 2024

FREIFESEI

Session Recording A FEEASEEM (DCR) ETER. RIAMERT, WRB @I RFIEBERFSIE, N

Session Recording £ ZsiEHEA DCR, &AJLITE Session Recording Agent B+ EE%1TH.

90R7E Windows VDA 7.16 iR R ESI AR BN A EE M EEPEE T FL URL, WEEREIE Internet

Explorer 35328737 s x £ URL BYEIRZERD.

Session Recording R 3z #f Framehawk R, FEEEHRHIMFEM Framehawk EREXNRIE. &

Framehawk 27X TRENWSIETER B2 RIENER,

£/ HDX RealTime Optimization Pack 8%, Session Recording Fi& &I Lync MLSRE TSR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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AILUBE R ER S 23T Session Recording AfH#1TEE, EEEBURTEMIFE,

Session Recording SERR T B M. Bk Session Recording Agent 4, EfthFra B9 TARS 8805 5,
BN, ERILIFRE SN it EMAE 4 Session Recording Server,

HE, MREEFEES MENARES, HITURFFSEREEENAERF (FIM, AutoCAD ZERERF), o
BEBESZRIEERE], WATREXT Session Recording Server AEREHREER, NEMMAERIM, AIURESD
Session Recording Server #/ERMEHF#&IhEE, LUE Session Recording Server 1E ARG HF &S TURER
KEARE VDA I Efa#,

BiINBIARSS SRt 2P E

BIEABERTRAI—IHAENHERNRIE, EHEAPHED VDA £2%E Session Recording Agent, %= F
RePHMEREREIETLF, Session Recording Administration 48 (Session Recording ##E. Session
Recording Server, Session Recording fEziz#I&) RREHMARS 2L, Session Recording Player &47E
TIrukE, 2BAUFHAERE, MIFLFHEFOP,

e mm mm mm mm m mm m mm e o mm m mm e mm m mm mm m mm m mm e o ay,

. \
Session | emmmm e m— .
i q \
Recording Agent Session | emmmmmmm——a .
. \
Session | emmmmmmm——m .

[

: 0l

i vDA [ E E Recording Agent E If o t :

| Machine &8 || VDA [ = . St;ssmn

| E— ./ Machine o ecording Agent
il

! VDA [=
' 1 Machine &S VDA [=
N S0 Machine B

D=th

User devices

—— = = -

1
1
1
Unsecured = mmm s W emmmmmm—m-- ., |
A SR [
Network @ : o] N : :I |
— | [ - [ -] i I

~
=Q | I oo i _ 1
! Session : ! Session Recording | Session Recording X
PRl | Recording Server 1 | Policy Console | s I
\ T —— . R ——— ’ ]
\ /

A ’
~ P
N e e e e e e e e e e e e e e e e e e Y e Y (M e e -
EEFEBIREM

+ AfE Session Recording AAHaERB EIRES, BRXLAHREER—MIFR, HEEBHEERETXEN
FRTEEF, FERRFALEEZTFAF, BRERREAAEBINMEEXRNTEEF,

o TRIBUAERMGNEFLLLRES, HFERNEFEEAES, Citrix BIXRER Session Recording Player
ERBE AN BREFHITRE.
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73 Session Recording R4£F2& TLS/HTTPS i@f5. H{R7E Session Recording Server L&+, H#E

RIEBME N (CA) 7 Session Recording AAfF EZE1E,

o WNR7EIETT SQL Server 2019, SQL Server 2017. SQL Server 2016. SQL Server 2014, SQL Server
2012 g% SQL Server 2008 R2 #9 Express Edition g9ihi7 iR 55 28 =4 Session Recording #ugE, %R
SBRUAEA TCP/IP 1Y, HBEXHE1T SQL Server Browser Bi%. BINER T, ZRAXEGE, BHHR
FE(17#EfE Session Recording Server S¥IRE#1TERS, BEXBAXLRENGEE, ESH Microsoft
XZE7 SQL Server A TCP/IP m&iid#l SQL Server Browser fRSS.

 #%I Session Recording SFEE, EEERIELZNNR. ERGNAERFNSIERZESSERHGN AR
FFH Session Recording sREGMNIAEHZR, Session Recording ¥EmnRIES AP T AN E—N B LGN A
BFHELE. ARIAE—MBAREFZE, BEER—SIEFRITANEANAEFERFREEENE— I NA
EFEEMNER, Fi, MRENKEIEHREH Microsoft Outlook, MRKIEERFFTF Outlook BSFF
¥5. NRAATE Outlook BITRHFTHE &% Microsoft Word, thsst Word #1724, Bk, MREFME
BE:RBERERH Word, HBBFER Outlook Z#iEsn Word, A=t Outlook i#17Rl.

« RETLUTE Delivery Controller L% Session Recording Server, {8 Citrix RENXAM, HAXSH
R4 REIR)RL,

« AILU7E Delivery Controller £%4 Session Recording SRE&izHI &,

o AILIER—R RS RE Session Recording Server # Session Recording SagizHl &,

+ JEH1R Session Recording Server (9 NetBIOS Z#iRi@id 15 M FRBIREl, Microsoft stEN B KEIL
BT 15 NFRIAIRE,

c BEXEMHATIRREE PowerShell 5.1 SiEB A, MREERET PowerShell 4.0 #9 Windows

Server 2012 R2 &% 7T Session Recording Agent, #&F4 PowerShell, RI&mIaE2SH APl AR%

Ko

MR

February 20, 2024
Session Recording BEE—NREMEP, HHBEERH#ITIHAE, HLL, Session Recording IFER%, BIFFEIA
HERRZH, BAFAAEUHRENHFESNNEERLINEE,

Session Recording A2 alfviE{si@id Internet Information Services (11S) L& Microsoft ;5 £BA%I (MSMQ)
SEH, 1IS 7E Session Recording Atz jaliRfit Web ARS3iBIE58%, MSMQ R4t T el SERVEURERNE, FTATM
Session Recording Agent [a Session Recording Server &R HIN IR,

RS

e g==N
= .

AMRFEFRERSBERG, JRFEENMRERERA. Citrix TEHRIEEIMRFERCHATLSELY
IMBYRREER IS LABRR, EREMRRIESRT BIEN, EREIMRZAT, BSBHTED.

MEIERERY, BEEWTREMEN:
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« E2E& Microsoft Internet Information Services (l1S).

BUEREEEZMR IS BE2EM Session Recording. 7£&1 Session Recording Server £, #T7F IIS B288
HABN IS MAREFBIRE L T EIUBRE:

- Virtual Memory Limit (E#ARERS]) : EFLEIRE R 4294967295,

- Private Memory Limit (ZERERS) : EFLEIZERITE Session Recording Server B
W1z, B, MRYIENER 4GB, BEFLEIRERN 4194304,

- Request Limit G&ERRH]) : RITENEREELIEE. REETLUFILEIZE % 4000000000,

e

ZipR ERIGE, BEREETSINAREFM, 7 Actions (121F) F18+i%iE Advanced Settings
(BigE), AEETRE Advanced Settings (F4i&8) sHEEFTH Recycling (E14R) 253

« BIREWRBEEIUML. Session Recording REMEAHEN LN FREERAG, TN, AER5IRKRS
EiBh, HTEIRERMAANREHSEEARLS. BMNENERFANEERABHELTRANARIIKF. T
T—REEAF A VDA RFEMEERINR,

- Citrix Virtual Apps and Desktops B REAANB LN AREFRSENEMAF T VDA AHEE R
. MRXIFFAHERRMAE, BER Windows HHIsE = AR A RMEIP Session Recording
Agent {1,

- B4 EE Session Recording #BEBE S Session Recording SREEEE R,

- BATENETER VDA B GNROEA—MRIEAF, 5552 M Remote PC Access B,

- R IE4RIP Session Recording Server ZthE 2k F L2,

- EHI3FREET Session Recording Player B9 EHAIARINIR, MNRREEMNBFPEFERERS, 18
NEZAFEFEEERSITENNAHERR AR, BRESISE,

- RATEERYIETENIER Session Recording HI7Ef#R S 28,

o TICHIEBURIEMM, Session Recording WARBISIEEAER, HRLEBERT, FTEEST/INORET B
IR (BREFRTREFERE. RMEENE=ZSRE). BRIEATHREELE R :
- BRI TFRESERHRER, SWIEEA VDA B0 RERETEE.
BERROATFRRME, BRITUTRE:

1. ARPEHENER, AREERE.
2. BERRETR, RAEREERHMRE FILE,
3. #EANEIREETER (X).
B2 Microsoft X&, MutA https://support.microsoft.com/en-us/kb/307973,
- REEEASSERNERFRESEN RS REIEESNAZZ MBI 4.
- BMRERFEARLEEFREIN LRI LA RERANPAE LM Web ZAEFH, TN, Session
Recording 2RHIEA 1.

- ERELRIE ICA 2IE2Z281, XHAFTAFRERBHRE SN ABER.
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- RINENXATEREMNSHRIESZE GIINERER. k) HrERHBNREIRFERS (Saal)
Nz,
ES

o

+ Session Recording FEFLBHMBHEMLEH (FIMELRKILE. BIERR) FREBSTHER
ER, EEMEMRGIREVEHER LR ETIRESLA, HRIE Session Recording ThiE®R 2. 71§

L

m

- IERafRIPZ#F Session Recording MIMEERLLEMIH R Z BRI MIAL AT A,
- RIBNERE=ARLMBARHRE Windows H&IR R Session Recording 4Af#. Session

Recording AfFaiE:
* {f Session Recording Server £
- ##2: SsRecStoragemanager.exe #1 SsRecAnalyticsService.exe
- Bgs3: CitrixSsRecStorageManager # CitrixSsRecAnalyticsService
- FREXMHII4ITF Session Recording Server RiEX 43
- HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server MR E
* 7£ Session Recording Agent L

- ##2: SsRecAgent.exe

- BR%5: CitrixSmAudAgent

- FAEXHIMIF Session Recording Agent RS {45+

- HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\Agent F#y;Eft&RE

+ 7£ Session Recording Server £ 738 BB %] (MSMQ) 18 & i inl#z #1512 (ACL) LAFR & =] & Session
Recording Server £ix MSMQ #4289 VDA =t VDI i+8#1, HF5LEREREITENE Session Recording
Server ZIXEIE,

1. EBAT Session Recording B9& Session Recording Server L% VDA g% VDI i+ 8 #1 - =40k
SBRWEEBRRSEM. REEMBIEEMTIIRS.

2. ME4 Session Recording Server £# Windows FFia5 2 TAEE T A > iHENEE,
3. fIARSHMRBER > HEY > ZAMT,
4. BHEMAMNY citrixsmauddata LUTHEMRE, REEERESMETFR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 21



Session Recording 1912 LTSR

& Computer Management -8 %
File Action \View Help
e 2o XTaz @
& Computer Management (Local) Actions
P g Systern Taols
Storal 1
E B Suvicg; and Applications Ganeral | Securty More Actions b
v Wy Intemet Informaticn Services (II5) Manager Group or user names:
b 3] Routing and Remote Access -~
4 Services B, 5vSTEM
& WMI Control B, NETWORK SERVICE B
b ﬂ SO Server Configurstion Manager R saLs
4 1@ Message Queuing B2, Admiristrators (S0L\ Administratons)
) Outgeing Queues | B2 ANOWYMOUS LOGON v
> 3 P ome =
a4 1 Priwi eues
b &5 :;:lmm- Pemissions for Everyone Alowi Deny
b Systern Queues Full Contrel O o -
Tesie o oOf
Receve Message (| O
Paek NMessage O O
Receive Joumal Message O o .
:'m_mamm.m m
[ ] oy
5. AMmALbARS 2R AE MSMQ $UERIHENE VDA R24H, HREEFRIXHEENR.
E Computer Management =-|a| =

File Action \View Hq:
o nm XD a=| Bm

& Computer Management (Local)
b [} System Tools
b 3 storage
4 [y Services and Applications
b W) Internet Infarmation Services (15) Manager
b [# Routing end Remaote Access
o, Services
& WM Contral
& I8 SOL Server Configuration Manager
4 @ Message Queuing
p ] Outgoing Queues
b ] Public Queues
4 (7] Private Queues
p & citrissmauddata
p ] System Queues

Genaral | Securty

(GFtup OF LSEF REMEs

B2, NETWORK SERVICE ~
1 sos

R, Administrators (SQL\Administrators)
2 ANONYMOUS LOGON

DA CITRDSAWINTVDAS)

For special permasions or advancesd seitings , click
Advanced.

[ ok [ cancat |[ sy |

Mare Actions »

« IEFafRIP Session Record Server #1 Session Recording Agent M4 HE. BiXEM Windows E=
HIEiEATIERBRAERFIPFEHES, AERFHETEERZIZIERSE.
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« HfRiE1T Session Recording AMHRSS[REME LR R LM, MBEFRE, BEHXEHENSHTE—TRENE
BR, RERWNAGEBEREA.

o [REERIMFMEIE 51T Session Recording AAfFHIARS 25

« 7 Session Recording Server SHMARSS B2 B &M AR, BriLiAREMARS SBAF HRREINSIER
o

o R4 Microsoft IRtIRIHRLEH, RIF Session Recording Administration AR5528#0 SQL HuBERR
RS,

o REFEERBRIEETEN.
o PREREENARERRFIEBREERBINSE,
o REHFIEH, F/A Session Recording XHERThEE, HE IS HigE TLS &=

o ¥ MSMQ i&ENER HTTPS £#ithi. 757423 Session Recording Agent E M 5IH A MSMQ X
®REBER HTTPS, BXEMER, 1SR MSMQ H#FEHER,

+ 7£ Session Recording Server 1 Session Recording #3EE LB TLS 1.1 3 TLS 1.2 (#%E) HEZH
SSLv2. SSLv3. TLS 1.0,

+ 1£ Session Recording Server #1 Session Recording ##E#E F 2 TLS #9 RC4 ZBEEM:

1. A Microsoft AXKBRYRIEEE, SMAITENERE > SRR > WL > SSL EBIRE.,
2. 1% SSL ZREHINFRIBRENERA. FIABERT, KEKREARLE.,
3. MiBRMER RC4 ZHEEH

o ERBMRIPINEE. FERRIFE—IN Session Recording ThE, 7EX 4 T#F Session Recording Player
RIS SXHHITING. BUAERT, WERLFEARE, BT Session Recording Server B,

o REMEZEZHAKEMMBZ LN NSIT IE5SHTRAE.

+ 3 Session Recording f2& TLS 1.2 %#%,
BATEINEER TLS 1.2 fERBIEIY, LUHAMR Session Recording AR EIimR 2%,
EACE Session Recording /9 TLS 1.2 &5, EHTUTIRIE:

1. ERE$EE Session Recording Server Hit &, REEEN SQL Server B inAHFIRENIZR,
R .NET Framework (kR4 siEBARA) RERME.

a) 59 SQL Server 2% Microsoft ODBC IRzhigR 11 (HESkRES) .

b) A .NET Framework HNEHEERECE,

c) RIBEM.NET Framework fRa<% % ADO.NET - SqlClient. BXxEH4EER, EEHA
https://support.microsoft.com/en-us/kb/3135244,

d) 3% DWORD f& SchUseStrongCrypto =1 7%l HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\.NetFra
F1HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\.NetFramework\v4.0.30319
THo.
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e) BEMBITEN.

2. EREN$EE Session Recording SBEEHI &8t EN. FA.NET Framework MR MERELE,
#73.NET Framework (kA 4 siEmMRA) &EBRNZ. BFEERMENSES5FSE 1-4M1-5
HE, WMRE%EEFEAES Session Recording Server #EHITHEH L& % Session Recording HBg#E
Ha, WAILBEXLED R,

&y SQL Server 2016 ZaifIhRZA<B & TLS 1.2 %%, EZ 5 https://support.microsoft.com/en-
us/kb/3135244, EfER TLS 1.2, &K HTTPS B2&% Session Recording AHH @S 1Y

B B EEm

January 11,2023

pRizT Citrix Virtual Apps and Desktops FR sV Z&IRS,, REMIE{T Session Recording LERREMIME R
B2, MREIXIEA Session Recording REFZRIE, REMREIHHIRFINSIETTELISHEMAEBREXH
(BN, EfEERNAER), EEMT Session Recording ZRER 2 RFRIERE,

BXEBERY B Session Recording R4MVi¥4H=R, 1§50 Citrix X& CTX200869,

BN
Z[EEMSA Session Recording Server ZxHiEE, UKRARSEEAILUMEMEFHEILEIBINRE, RY ] UEME
B NEUBHRE MR F IR N R R,

EARHIERARE, BRERFINIIZLARUS T REVZIEN IR, ARFRURGIIEPAFTHAE, 0, E£8
NS TAEEF, EEIREREIT 5,000 4 Microsoft Outlook &iE, S MRIEMA/NFA 20 MB, EXMERT, HiEHE
NEEALF 3.5 Mbps. (5,000 M=iEskL 20 MB, BRI 8 /BT, ERRLIE/)NET 3,600 #)

B E Session Recording Server BIMBESEARRITEN LR %4 Session Recording Server, AR
FHERE,

B A AERE
HEFFAEEH L Session Recording BBEREEEHNREBNRR, FHRBRARNENERLIEE, R
SNHEIEREER, RANBEEEES.

iE& AT Session Recording M7 fEf# R 75 R BIE B At A = 288 S A9 SAN 1E79 RAID RS HIR— LB A3
7755
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} =r

AR

ETEFXERMIY (5190 SMB #1 NFS) 7£ NAS LEfEEiErT e s xRl R e rER M, BEARMRA
BB R R ERE, HPITHRNEHRREREEE.

NFAMIEENRIRE, BEANEETFRFNHMEITHSRNLESEIEE. SFUREHSOTEARMNENESE,
ERE BIRS R RSIE TR,

Ll

MEE

100Mbps #E#%89 10 1%,

#1R Session Recording R5 RIS AMEHFRNEZHLARFHEMERZ R BEERT, MERHRN
Z T Session Recording Server,

RN ERE

3 FRET Session Recording Server Bit&EMN, EE R THIG:

o BUERAN CPU 5% CPU
o BIfEA 4 GB RAM

#HE% Session Recording Server

INRE Session Recording Server RiFBERIMEETRR, NEIUEFRAIITHEN ELEES Session Recording
Server, LU Session Recording Server fERf i F#iE1T. TEIHLEEESD, Session Recording Server ¥
EEENSIEE. BHAME, 5% Session Recording Agent {5 R TIERE S XM H T #ies.

BIEERY B

Session Recording #iBEEREH Microsoft SQL Server 2019. Microsoft SQL Server 2017. Microsoft
SQL Server 2016, Microsoft SQL Server 2014. Microsoft SQL Server 2012 s Microsoft SQL Server 2008
R2, RZXFIZEUIBENIIBERL, EANZMIBENFESRFINIEEXNTHE, REINERSHXERIENE
BIMEET. BEELT, SIRHNSERIFEY 1 KB HuEESE, BRIEER Session Recording E APl 7]
BREFENIISIEDR,

Microsoft SQL Server 2019.Microsoft SQL Server2017.Microsoft SQL Server 2016.Microsoft SQL Server
2014. Microsoft SQL Server 2012 #1 Microsoft SQL Server 2008 R2 &9 Express Edition frzi§ kB E A\
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%13 10 GB. UEMRHSIEANA 1 KB itHE, ZEHBETHEFAL 400 51 21E, Microsoft SQL Server ByE A
A& B EIBRERRE], NBBAEETERS, HIEEPIIEHREZMLSZ, BEIEENEURIERRENREE
JLFA LU BEE R it

WNREHED Session Recording E API HITEEN, BIMREMNRIEFERTNMUEESS: REBEHRERTE
N BRERIEERENRIFNER . REERNER—. WREA Session Recording E API 3t &iEi#
TTEEX, RENESIMTRRFHHSER—1FS. ATFAEEREEFNHEERET VPR ITLERE R
5, FLIBEE ENRBHBATEIERE, ZEMIEREM|, UETF Session Recording $iEEER] LS Hith 3R E
(&2#Z Citrix Virtual Apps and Desktops ¥tz fE4kiERE) MR SQL Server LT,

#NR Session Recording SEFEEHIBETREZHE L NRFINKIE, 1ERE Microsoft 3 SQL Server Al &
MRIE SR HITIRIE,

TR ARNEE

February 20, 2024
AXEEUTES:

e

Nt

PRES

Palg

£/ Citrix Virtual Apps and Desktops &#£f2F =% Session Recording

Jilly

R
Ft4% Session Recording

EN% Session Recording

LEZIR

ATLLfER Citrix Virtual Apps and Desktops w225 %%t Session Recording 4B,

FHAREZ A, BRBUTIIRPISE:

K p

WERERE Session Recording AT EN. HREE

aitENEHE ARG ER,

fEREM Citrix #kF 383418 Citrix Virtual Apps and

Desktops T#TTEH T &~ ISO X, fEESEZ SO
Xz RiZ 4R DVD,

EfFA TLS thiX7E Session Recording 44 2 iEl#1Ti@
&, EEENIFERREERIIES,
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E B

73 Session Recording AR EERFFHRIMEIERF.
BILAM Citrix 25 TUE FEBHMER.

f2& Citrix Director IBIZHEE Session
Recording B8, EXE¥MER, ESHAECE Director
LU Session Recording Server,

o BITENERIBREIHEEIEE LGN ARFEIS IR GER. MREEZGHNAREFAITFHERRN
fHA, MXENBEFNSIEEZAESSEMRBAE DR, Session Recording ;&R S A A
TANE—NEEGNARFHELE, M 7.18 lRAEHFR, AILUERTIASKIEREIThEEE= ISR MER S5
FIF L EERBINSIE, LIHAER] IFEBIR L 5 Ech RS R £ R, BXFMEE, BSRERIE
R,

o YNREIRIER Machine Creation Services (MCS) 5% Provisioning Services, i&#E&—MNE—H
QMId, FREEETRSHRHIEIEER.

o SQL Server k= TCP/IP. i&1T SQL Server Browser fgs5HEH Windows 5381,

o BFEA HTTPS, &5 TLS/HTTPS BLBARS 2$IEF.

« #3f% Local Users and Groups > Groups > Users FTHWHF 3 C:\windows\
Temp XHFEFE AR,

&/ Citrix Virtual Apps and Desktops Z#£i2F %% Session Recording
BATEINEE R MRS 28 L R%E Session Recording Administration. Session Recording Agent #1 Session
Recording Player 4, LITIR#MNA T AR AN

%% Session Recording Administration 8¢

%%t Session Recording Agent

g

# Session Recording Player

%% Session Recording Administration A

Session Recording Administration 48 4 €& Session Recording #ki#EE. Session Recording Server #
Session Recording Hegizhl &, AILUAERBIERS 2] EREMAN,

TR 1. THERRAHBEES
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1. MRk TH Citrix Virtual Apps and Desktops ISO, i&fER&ER Citrix i~ E38i4E Citrix Virtual Apps
and Desktops F#DE, TEHHMBESR SO XHHZIRZXHH DVD,

2. FRASHEERKS, ERBAEHEFBRE Session Recording Administration A#RIITEN. EIREhESDIE
N\ DVD g% ISO X, NRLEREFRBIEL, BWNE AutoSelect R AZFaEHAIIRENEE,
LR B RER S

Deliver applications and desktops to any user, anywhere, on any
device.

= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

Citrix Virtual Apps Deliver applications

Citri){ Vi rtual DeS |(t0 pS Deliver applications and desktops

CiTRIX
HB 2 EEERENR

BEH RENNTFR UL E Citrix Virtual Apps =t Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunity bulletins, and troubleshooting guides.

$ 1% 3:1%4% Session Recording

%% Session Recording %8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

SR A4 RFAEZIFI
ERHFANE L, FERFAEZFANYN, RAERET—P.

SRS ERBERENAHRREMUE FEROAHREL:

o IE: BIAERT,
XREAE,

o A BINERT,
ERIERG LB

A URENVAGSHNMEERERBE, TREFNRARTE
ER5F Session Recording Administration A REEZRIFRERSA L. TR

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the end-user customer ("yo
the providing Citrix entity (the applicable providing entity is hereinafter referr
"CITEIX"). This AGREEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen:
location of receipt of the Citrix product Cheremnafter "PRODUCT"} and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy lcensing ‘citrix-providing-entities html BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TEEMS O
AGREEMENT. IF YOU DO NOT AGREE TO THE TEEMS OF THIS AGREE
DO NOT INSTALL AND/OFR. USE THE PRODUCT. Nothing contained in any g
order or any other document submitted by you shall in any way modify or ad
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenszes. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software ing
an appliance PRODUCT under the license models identified at
www.citrix.com/buy/licensing/product html. Any experimental features d

| have read, understand, and accept the terms of the license agreement

%) | do not accept the terms of the license agreement

Back

PR C:\Program Files\Citrix &, ZEIAIBERTAZHIE, EALIEEEE

SERFRALERZ S

Session Recording Agent REE & HIRAIRE VDA Bt EN L. MRELFIRAIRE VDA itEN =%
Session Recording Agent, Session Recording Agent :ETUEFR A A,

%% Session Recording Administration F&&HT—%,
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Features
Database and Server
Administrator Logging
Surmmary
Install

Finish

Core Components

Location: C:\Program Files\Citrix

Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Session Recording
Database, the Session Recording Server, and the Session Recording Policy Console,
You can choose which of these compenents to install on a server.

Session Recording Agent
This component cannot be installed en this machine,

Session Recording Player
Install the Session Recording Player on the Session Recording Server or one or more
workstations in the domain for users who view session recordings.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

31



Session Recording 1912 LTSR

Citrix Virtual Desktops 7 Features

¥ Licensing Agreement Feature (Select

v Core Components

all)

. Session F‘ec:nr:lm:] Policy Console
Features Citrix Session Recording Policy Console

Database and Server

Session Recording Server

Administrator Logging Citrix Session Recording Broker and Storage Management.
Summary

- Session Recording Administrator Logging
Install L Administrator Logging captures Session Recording Server ¢
Finish recording activities to the Session Recording Database

7 Session Recording Database

Citrix Session Recording Database

TR 6 IERERENINE
FEThRED mE £

o BIAMBERT, AIURENINESUNFREERERRED, F-8RSB[BLLEMEXERS[ERATRIL

iE. 182, WFABEFFE, HITEINER Session Recording SRESHEH!

ABRETE—aRIBNRSSE L,

e

Session Recording Server, Session Recording B 5 H&iZR# Session Recording #iBERERS
— &8RS . Session Recording B2 R HEIZRE Session Recording Server BMaliEF Ik, 5t
i#%#% Session Recording Server, #A57 #Ei%#ZE Session Recording B R HEIZR.

o BEEERDEHRBEREERS S LEER—RSS[ LRMEMINEE, ReeET
LRIEF KL BT

EREREN ST, ARBRET P,
$% 6.1: L% Session Recording #iEE

AR

T msi B, BT EBRIET

TZ

Session Recording ¥iBER R IRHEIRE, ERARERERECIRMAEE Microsoft SQL Server LAl
PETEHURENA M, Session Recording Z#FEF Microsoft SQL Server H=F#RES Al AMRRS R,

BXREAER, BEAREESTRL,

Session Recording #i&Z#1 Microsoft SQL Server BEE@EHEH U T =F8!:
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o BE 1: EE—&ITEHN _ERE Session Recording Server #1 Session Recording #iERE, Eixi2it&EMN
E%% Microsoft SQL Server, (#7#%)

o Z0E 2: 7EE—&ITEN LR % Session Recording Server, Session Recording ##&F#1 Microsoft SQL
Server,

o PE 3: T—AITEN LRE Session Recording Server, 5 —&iHEN L= Session Recording %1
E=F0 Microsoft SQL Server, (FR#E#E)

1. EIhEETImE L, %% Session Recording #iEEHBEHT—%,

Citrix Virtual Desktops 7 Features
v Licensing Agreement Feature (Select all)
v Core Components . i .
Session Recording Policy Consaole
Features Citrix Session Recording Policy Console

Database and Server
Session Recording Server

Summary Citrix Session Recording Broker and Storage Management
Install

I = Session Recording Database
Finish -

Citrix Session Recording Database

Back m Cancel

2. EHUREMNARS 2R BT E L, 155 Session Recording $iEFERISL I 2 FRANEIEE B FRLU K Session Recording
Server it ENIKF, BET—F,
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Citrix Virtual Desktops 7 Database and Server Configuration
v Licensing Agreement Specify the instance name and database name of the Session Recording Database and the
i computer account of the Session Recording Server.
¥ Core Components
v Features Configuration
Database and Server Instance name
Surmmary Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Install
Finich Database narne:

CitrixSessionRecording

Session Recording Server computer account:

T
Example: localhost, domain\computer-name

Back | . Cancel

EHIEERS BB E L

o LHIFZFR: MRIIEELFIAREELELFINRENHZLG, EREEMEA SQL Server BItEN B, IR
TR AlGRE, EFER computer-name\instance-name EAHIBESLHIZTF. EEFERNARSSSE
F1& %R, 357 SQL Server tiz1T select @@servername, R[E{E N ERIIEIEELFIZ M. WRIE SQL
Server BEAMIMEEXHO (MIEZRIAEO 1433) , HBEEEZEFIZFRMIN—MNES RKILE B E X738
WOo Bsn, ELRFIBIRXAIESEN DXSBC-SRD 1,2433, HAESEEA 2433 RR-EEXMIFEE0,

o BIEESN: EBIEFERXAERRANBEXBIEEFERR, HEERANFENESERNRABIEERR. 2H
HERNIRS SQL Server SLfBERE U IR R BB,

BE:

BENXBIBEZMSANEE A-Z. a-zF 0-9, HEFEEEBT 123 MF.

o AT EIERE RS securityadmin 1 dbcreator (RS BAGNIRE, MNRGEXLENRER, EATLL:

- ERMIBEEERSRERENR, RERRE, MTABEE securityadmin 71 dbcreator [R5 3/AE
WRT, ATAR2MIBR,

- o & & A SessionRecordingAdministrationx64.msi % # & (## £ 48 I1SO XX, & U 7E
\x64\Session Recording FTEkEILt msi ZHE). £ msi REHE, ET—INEE, BRRER
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% securityadmin 71 dbcreator RS & A ENIRNIBESERMNZR. BERALHRNER, A%

R USSR,

R £ % 6 2 Session Recording %18, # %N Session Recording Server & it & #] #k
db_owner.,

+ Session Recording Server i+ &k, :

- EBE 17 2: 7£ Session Recording Server i+ EHikKF X4EFHEAN localhost,

P

- ZE 3: FA “W\IHENEM BRXBANIEE Session Recording Server Byt B Z#7, Session

Recording Server it+&#lik - Bl 9 - FiAia) Session Recording #iBER A,
PE =

7z Session Recording Server i+ E#lik P XAERIEE TIHAM, ZidR%# Session Recording
Administration AFSAWH EREIRAE 1603, f#R7A7%: 7 Session Recording Server i+&
Mk X AER RN localhost 5 NetBIOS & \it B & #R. EIREX NetBIOS 5%, BEERERET
Session Recording Server 893t 8#, #7 PowerShell #5517 $env:userdomain SEH<E

REFRIEIT echo %UserDomatin%,

3. BEELETHHIARE,

Citrix Virtual Desktops 7 Summary

+ Licensing Agreement Review the prerequisites and confirm the components you want to install.

v Core Components
i ; Installation directory
+ Features
C\Program Files\Citrix

+ Databaze and Server L.
Prerequisites

S . . .
ey Microsoft Internet Information Services

Install
= Core Components

bnish Session Recording Administration
Features

Session Recording Database

o) I (G
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WENH DEEREAMRERE, TUREREREEZAIHNASREHHITEN, HREREUFRRE,

4. SERRE,

Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Success
v Core Components

Core Components
v Features

v Session Recording Administration Installed
v Database and Server Post Install
v Summary v Component Initialization Initialized
v Install
Finish

e

FERRENE L B RHEEERITICHE EMINREMA ML ETALT,
BH M LUSER Session Recording #iREN R,

$ % 6.2: R4 Session Recording Server 1. 7EIMAETIE L, i%#F Session Recording Server #1 Session
Recording EEFHEIER, BFT—%,
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Citrix Virtual Desktops 7 Features

#" Licensing Agreement D Feature (Select all)
+ Core Components ) . .
O Session Recording Policy Cansole

Features : Citrix Session Recording Policy Console

Database and Server |
[~ Session Recording Server

Administrater Logging Citrix Session Recording Broker and Storage Management.

Summary
Session Recording Administrator Logging
Install [+ Administrator Logging captures Session Recording Server configuration changes and
Finish recording activities to the Session Recording Database.
O Session Recording Database
Citrix Session Recording Database
AR

+ Session Recording B G HEIERRZ Session Recording Server B A& F Nk, JCikF Session
Recording Server, fAE7&E%EE Session Recording B2 R HEIER.

o BITENER—E2R4 Session Recording B 5 HEIZRM Session Recording Server, i1RE&
THERRABEERETIERIEE, AIUEEENIIELRAZIEE. B2, MRETHRITERRELI
8, BHRELUSHM, REeER SessionRecordingAdministrationx64.msi FohRmMItLINEE.

2. EHIEENRSSREENE L, EERE.
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Citrix Virtual Desktops 7 Database and Server Configuration

v Licensing Agreement Specify the instance name and database name of the Session Recording Database and the

E computer account of the Session Recording Server.
v Core Components

Configuration

v Features
Database and Server Instance name
Administrator Logging Example: \SQLEXPRESS, computer-name\SQLEXPRESS, computer-name
Summary
Install Database name:
Finish CitrixSessionRecarding

Session Recording Server computer account:

Example: localhost, domain\computer-name

Back Cancel

SRR MARSS SRECEDUE £

o LHIEM: EELMBMXAEPRHEN SQL Server WE M, MBEFHGE LF, EFEAN computer-
name\instance-name; &N, EREEEN computer-name, MR SQL Server BB A 10F B E Xk
(MIEBRIAIRO 1433), HE T EZEFIZHHIIN—MESRIGE BEXMIF28H0, FI30, FESEFIEMXAEF
%\ DXSBC-SRD 1,2433, HPESEEMN 2433 RREEXM2iH .

s BUBEBM:. HAHIEEZEMXAERTRAEBEXRIEEZT, XAEFEANSEFEEHNRIATIBES
CitrixSessionRecording.

o B FTEIEERR securityadmin 71 dbcreator [RES R AR, MEEHEXLENIR, EALL:

- ERBIEEEERNRRENR, RETHG, MABEEZE securityadmin 71 dbcreator [RS8 AEE
BPRT , AT 2MIkR

- = E&ERA SessionRecordingAdministrationx64.msi & %% Session Recording Server, 1
msi REHE, 2BR—IHEE, IRRIZMHEASR securityadmin 71 dbcreator fR53 2 A BIERIEL
BEEERNER, BRANEBNEE, ARREHTEUSRELE,

o BAEMEGIZIFMIGBERTE, 2HENNERNRS Session Recording $iBERIER.
+ #A Session Recording Server i+&#likF, RAERTFT—F,

3. tEEHTIEREENE L, EEEERATIERIENEE,
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Citrix Virtual Desktops 7 Administrator Logging Configuration

+ Licensing Agreement Specify Session Recording logging configuration
+ Core Components Configuration

~: Featuiess The Administrator Logging database is installed on the SOL Server instance:
+ Database and Server VDFX-SRD-1 v
Administrator Logging

Summary Administrator Logging database name:
il | CitrixSessionRecordinglogging v
Finish
7 Enable Administrator Logging
This option enables the Session Recording Administrator Logging service
7 Enable mandatory blocking
This option blocks policy and server property changes if logging fails.
]
AEEATICREENE L:

- BEHEICRHUEERET SQL Server 34 b X AIERTHE, EEAETICREIEEDN SQL Server 32
& ¥R E B sh M IETE SR ZE M AR 55 23 Bo & TR i S\ B9 SE 151 2 FRARHTER AV,

« EERATICREERR: MEBEEFRE Session Recording BERABEICRINEE, BELMXEEFTRBANE
BERESICRBBENEEXHIBERR, RE&EERXEETEENRIABIBESZ CitrixSessionRecord-
ingLogging.

AR

EERHTIERBIBEZ MU ASE L —TTEIREMNRS B[ECE EMEURE R AERIZER Session
Recording ¥uBEZ #ARE.,

« BAEERASIERBIEFRTE, BHNEHEZNLSEERBTICRBIBEEFENEE,
- BREEATIRER: MAERT, BREEETIERYEE. FJLUBEBUREEFENEIXRERR %I,

o BRMBEIFELE: BABRTBARGIHEL, MRAZIEREW, WrAIRESMEIEERINEE, AJLUEIBUEEREN
EiRER ARG L.

BET—HHRERE,
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4. ERXETHBIARE.

Citrix Virtual Desktops 7

# Licensing Agreement
+ Core Components
+ Features
« Database and Server
« Administrator Logging
Summary
Install

Finish

Summary

Review the prerequisites and confirm the components you want to install.

Installation directory

CAProgram Files\Citrix
Core Components

Session Recording Administration
Features

Session Recording Server
Session Recording Administrator Logging

) I ()

WENE LR ETREMEEER, ATURGHREROZZANASIEF#HITENR, HPTREUFRTE,

5. TR,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

+ Care Components
Core Components
+ Features

v Session Recording Administration Installed
+ Database and Server Post Install
+ Administrator Logging v Compaonent Initialization Initialized
v Summary
+ Install
Finish

e

FERMREDH L B RHEEERTCHAE BRI REM IR RIS &AM,
B HESERIUSER Session Recording Server &,
=
: Session Recording Server BiiAL#E R HTTPS/TLS Sk RBE L 2. MRTE Session Recording

Server HEIA IS i S HECE TLS, NER HTTP, ALk, 3BT IS BEEHI & @S IT U TRIERUHEE
## SSL: S#n3l Session Recording Broker #s3, 77 SSLI&E, HEUHEHER SSL Si%iE,

$ % 6.3: L Session Recording fEEizHIE 1. EIhAERIE L, %1% Session Recording SRERITHI S H &8
a-_I—F_ﬂio
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Citrix Virtual Desktops 7 Features

# Licensing Agreement OJ Feature (Select all)

+ Core Components . . .
W Session Recording Policy Console

Features Citrix Session Recording Policy Console
Summary
O Session Recording Server
Install - Citrix Session Recording Broker and Storage Management.
Finish

O Session Recording Database
Citrix Session Recording Database

2. BERETHRIARE,

N o
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Citrix Virtual Desktops 7 Summary

# Licensing Agreement Review the prerequisites and confirm the components you want to install.

+ Core Components .
Installation directory

+ Features . .
C\Program Files\Citrix
Summary
Core Components
il Session Recording Administration
Finish

Features

Session Recording Policy Consale

(e ) O (G

BENE LB ETEMBRERR, TURTHEREREEZFNASNEHHITEN, RPREREUFIRETER.

3. TR,
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Citrix Virtual Desktops 7 Finish Installation

+ Licensing Agreement The installation completed successfully. v Success

v Core Components
Core Components

+ Features v Session Recording Administration Installed

+ Summary

¥oaumman Post Install

W Inztall + Component Initialization Initialized
Finish

e

TR RERE LB RHEEEIRTICHE BRI EM AN & TR A M,
B EH5EMUSER Session Recording [RBgiEHI & R,

S8 7. =it Broker_PowerShellSnapln_x64.msi
HE:

ZFEF Session Recording &z & ,iEFah% % Broker PowerShell &5t (Broker_PowerShellSnapIn_x6
.msi), &7 Citrix Virtual Apps and Desktops I1SO (\ layout\image-full\x64\Citrix
Desktop Delivery Controller) 2% EEEx, AERBIRPFHRE, TN, 2SHEM

%o
%% Session Recording Agent

EERHI=IER VDA 5 VDI 18 #] L&=4 Session Recording Agent.

$EL: THERRGHBEDIAS FEASMEERKS, BREFEHEFBRE Session Recording Agent AHitE
Mo EEEN|[HIEAN DVD EH I1SO X, MRRERFRBIBE, BWE AutoSelect B2 F I EHAIIRED
2o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44



Session Recording 1912 LTSR

R BRI R ER S,

Deliver applications and desktops to any user, anywhere, on any device.

= Hybrid cloud, cloud and enterprise provisioning
» Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DESktOpS Deliver applications and desktops

cifrix

TR 2 EFBREN R

B AN FIALIZ % Citrix Virtual Apps ¢ Citrix Virtual Desktops.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Bxtend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunty bulletins, and troubleshooting guides.

# 1% 3:3%4% Session Recording

%&$% Session Recording &8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Agent

Summary

Install

Finish

TR 4 FEFHHERF DY

ERHEFAIYTE £, FERFHRREANN, RARRET—F

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This iz a legal agreement ("AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/QE. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software insi
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

| Back | (
== | L
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Citrix Virtual Desktops 7 Core Components

+ Licensing Agreement

Core Components

Agent O

Summary
Install

Finish

TS ERERENAURREME
%% Session Recording Agent F&2+TF—%,

Location: C:\Program Fils
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
The Session Recording Agent must be installed on the VDA or'
you want to record sessions.

Session Recording Player
Install the Session Recording Player on the Session Recording 5
workstations in the domain for users whe view session recordir
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Citrix Virtual Desktops 7 Agent Configuration

+ licensing Agreement Configuratien
+ Con onents . .
ot ompenent Session Recording Server name:

Agent
Surmmary
Install MNote: Enter information for connecting to the Session Recording Server. You can medify
such information later in the Session Recording Agent Properties,
Finish
Protocal:
|kTTRS -
Port
Test connectio

MNext Canc

SR 6 EERERE

ERERERE L: BARET Session Recording Server 893+ B #. & #F LU & B FZE#EE Session Recording
Server BHXAIRAE S, MRERRE Session Recording, LUEALLTE Session Recording Agent 55
BUEXE R,

FE:

LERBFINLEZINEEERG. EALZEF “HTTPS ZE TLS 1.2” MiER. MNREEXFER FERRER

B, MiAEESKN, BEIUREANY, HRET—IRERE, XFLMERNINEEEST,
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Citrix Virtual Desktops 7

+ licensing Agreement
v Core Components
+ Agent

Summary

Install

Finish

SBRT . EREVETHEHIARE

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory
C:\Program Files\Citrix
Core Components

Session Recording Agent

[ e )

WENE LS EREARERE, aTURERERERZAMNESHEHH#HITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation

¥ Licensing Agreement The installation completed successfully. v Succes:

v Core Components
Core Components

¥ Agent + Session Recording Agent Installed

v Summary Post Install

¢ Install v Component Initialization Initialized
Fimish

T8 ERRE
FERRENE £ B RHREERITICHFNE EMNREME L ETMA LT,
B FESERIUSER Session Recording Agent B9%R4E,
AR
#NE Machine Creation Services (MCS) 5§ Provisioning Services (PVS) 813895 VDA A5 B M

BHEZRET Microsoft HERTI (MSMQ), NERLERT, XL VDA rTsEAFHERN QMId, XiHERA
RER SR IME MR, flin:

o BMEEEZT REIIN, BT ERBIRIE,
« Session Recording Server AR EISIEFHES, Fib, RIFATRERELTFEDKDS.
fEREE. RS VDA BIE— 1 i—r QMId, HEREE S EMFo

WMRLET Session Recording Agent MR RIFIRIER Y VDA REMSKEEX TER PVS 7.7 IEERAE
UK MCS 7.9 REShRACIEN, WEFHITE@MMIMNIRIE; B, EPEERE, VDA BRI NAEINEE S
Hups A _ERIFRE EEER A A,

xfFi@d MCS 5 PVS Q1B Z 21E1RER S VDA UNREENERF T HERRFRE BN ESIFRERS
VDA, &R GenRandomQMID.psl Mz RSBz ER QMId, FENERERER, UHEREAFS
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MERZANEEETEBH VDA,
Z{FA GenRandomQMID.psl iz, EHTU TR E:

1. #yfR7E PowerShell 1, $#1758818E 7 RemoteSigned IR,

‘ 1 Set-ExecutionPolicy RemoteSigned

2. QIE—TUTRESHERREENKE— A%, ARTE PVS 5 MCS X8R &i+E L@d SYSTEM tkFP
1517,

3. Bz L AMABEMES.

‘ 1 powershell .exe -file C:\GenRandomQMID.psl

GenRandomQMID.ps1 fiZAEEI T :

1. WEMRFMER LR QMId,

2. % SysPrep = 1 # 0% HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MSMQ\
Parameters,

3. f=iEHEXIARE, B83E CitrixSmAudAgent i1 MSMQ.

4. Z4pkEN QMId, ERmhZATEE LIRS,
~fjl GENRANDOMQMID.PS1:

=

# Remove old QMId from registry and set SysPrep flag for MSMQ

N

3 Remove-Itemproperty -Path HKLM:Software\Microsoft\MSMQ\Parameters\
MachineCache -Name QMId -Force

4

5 Set-ItemProperty -Path HKLM:Software\Microsoft\MSMQ\Parameters -Name "
SysPrep" -Type DWord -Value 1

6

7 # Get dependent services

8

9 SdepServices = Get-Service -name MSMQ -dependentservices | Select -
Property Name

10

11 # Restart MSMQ to get a new QMId

12

13 Restart-Service -force MSMQ

14

15 # Start dependent services

16

17 1f ($depServices -ne $null) {

18

19

20 foreach ($depService 1in S$SdepServices) {

21

22

23 $startMode = Get-WmiObject win32_service -filter "NAME = 'S$(

$depService.Name)'" | Select -Property StartMode
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if (SstartMode.StartMode -eq "Auto") {

Start-Service $depService.Name

}

<!--NeedCopy-->

%% Session Recording Player

7£ Session Recording Server siigish iy T £ E R 3 Session Recording Player.

$E L THERRGHBHES EAXMEERRKS, BEREEHEP L Session Recording Player 4#rIit+
Bl 7EIRENERIEN DVD 503k I1SO XM, MRREEFFBIBE, EWE AutoSelect F2 AR EHAYIRED
28

LR B MRERS.
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Deliver applications and desktops to any user, anywhere, on any device.

» Hybrid cloud, cloud and enterprise provisioning
- Centralized and flexible management

Manage your delivery according to your needs:

Virtual AppS Deliver applications

Virtual AppS and DeSktOpS Deliver applications and desktops

Cancel

cifrix

TE2EEBRENTR
B BB TFA %3 Citrix Virtual Apps = Citrix Virtual Desktops.
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Citrix Virtual Apps and Desktops 7

Get Started

Delivery Controller

Start here. Select and install the Delivery Controller and other
essential services like License Server and StoreFront.

Extend Deployment

Citrix Director i Citrix Studio

Prepare Machines and Images

Virtual Delivery Agent for Windows Serv

Install this agent to deliver applications and ¢
based WMs or physical machines.

Self-Service Passwc

Citrix License Server i Universal Print Server i Session Recording

Citrix StoreFront i Federated Authentication Service

Services and Support
1 Access supporting content online.

r Access knowledge base articles, secunity bulletins, and troubleshooting guides.

$ 1% 3:1%4% Session Recording

%% Session Recording %8,
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Citrix Virtual Desktops 7

Licensing Agreement
Core Components
Features

Database and Server
Administrator Logging
Summary

Install

Finish

TR 4 FEFHHERF DY

ERHEFAIYTE £, FERFHRREANN, RARRET—F

Software License Agreement

Last Revised: March I, 2018
CITRIX LICENSE AGREEMENT

This is a legal agreement (" AGREEMENT") between the end-user customer ("yor
the providing Citrix entity (the applicable providing entity is hereinafter referre
"CITRIX"). This AGEEEMENT includes the Data Processing Agreement, th
Services Security Exhibit and any other documents incorporated herein by referen
location of receipt of the Citrix product (hereinafter "PRODUCT") and main
(hereinafter "MAINTENANCE") determines the providing entity as identified at
www.citrix com/buy/licensing/citrix-providing -entities html. BY INSTALLING A
USING THE PRODUCT, YOU AGREE TO BE BOUND BY THE TERMS O
AGREEMENT. IF YOU DO NOT AGEEE TO THE TERMS OF THIS AGREE
DO NOT INSTALL AND/OFR. USE THE PRODUCT. Nothing contained in any p
order or any other document submitted by you shall in any way meodify or adi
terms and conditions contained in this AGREEMENT.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive wo
license to use the software in a software PRODUCT and the software ins
an appliance PRODUCT under the license models identified at
www.citrix. com/buy/licensing‘product html. Anv experimental features d

| have read, understand, and accept the terms of the license agreement

®) | do not accept the terms of the license agreement

Back
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Citrix Virtual Desktops 7

# Licensing Agreement
Core Components
Summary
Install

Finish

SRS EFERENAGRREME
%% Session Recording Player H®+TF—%,

Core Components

Location: C:\Program Fil
Component (Select all)

Session Recording Administration

The Session Recording Administration components are the Ses
Database, the Session Recording Server, and the Session Recor
You can choose which of these components to install on a serv

Session Recording Agent
This component cannot be installed on this machine.

Session Recording Player
Install the Session Recording Player on the Session Recording ¢
workstations in the domain for users who view session recordir
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Citrix Virtual Desktops 7

# Licensing Agreement
¥ Core Components
Summary
Install

Finish

PR 6. BERELETHMINGE

Summary
Review the prerequisites and confirm the components you want to install.

Installation directory
CAProgram Files\Citrix
Core Components

Session Recording Player

o)

WENH LS EREARERE, aTURERERERZFIMNASHEHH#ITEN, HREREUARRE,
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Citrix Virtual Desktops 7 Finish Installation
# licensing Agreement The installation completed successfully. v Success
¥ Core Components
Core Components
N HIHIEHEY: + Session Recording Player Installed
ol Post Install
Finish v Component Initialization Initialized

PET TRRE
FTEMREIH L B RHFEERTCHAE BRI REM IR RIS ETMA M.
B H5Em LU5ER Session Recording Player &,

BohRE

Session Recording #FHEMM TR TR E. HE5EATRRNRENMAHEITHEXH L,

Session Recording Administration A8 BchZRE

B, U Ta<aIRE Session Recording Administration 481, HAIE—MEEXMH, ATFHRALREER.

Msiexec /i "c:\SessionRecordingAdministrationx64.msi" ADDLOCAL="
SsRecServer,PolicyConsole,SsRecLogging,StorageDatabase"
DATABASEINSTANCE="WNBIO-SRD-1" DATABASENAME="CitrixSessionRecording"

LOGGINGDATABASENAME="CitrixSessionRecordinglLogging" DATABASEUSER="
localhost" /g /1lxvx "yourinstallationlog"

<!--NeedCopy-->
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AR
8] LL7£ Citrix Virtual Apps and Desktops ISO £ \layout\image-full\x64\Session
Recording T#Zl SessionRecordingAdministrationx64.msi X

Hrh:

+ ADDLOCAL REEEERNINEE, EALLEERZMNET, SsRecServer 7 Session Recording Server,
PolicyConsole }3 Session Recording HB&iEH1&. SsRecLogging A'EIE A AEIEHINkE, StorageData-
base /3 Session Recording #iE%. Session Recording E2&HEIZRE Session Recording Server
HIREFINEE, #ti%#R Session Recording Server, A7 &Ei%#R Session Recording B R HEIER.

« DATABASEINSTANCE 73 Session Recording ¥t EE 92 5] & #F. 6130, .\SQLEXPRESS,computer-
name\SQLEXPRESS,computer-name

« DATABASENAME 73 Session Recording $EEMEIRESR Mo

+ LOGGINGDATABASENAME #EE 5 BEICREIBENET.

+ DATABASEUSER 73 Session Recording Server Bit&#lik~,

. |q iEELRTER,

o [PviEEHAEXHEIEZR

« yourinstallationlog A& EREXHHIIE,

Session Recording Player 71 Web 23 B R

BN, UTaH<95I%% Session Recording Player #1 Web #7428,

msiexec /i "c:\SessionRecordingPlayer.msi" /q /lx\vx "
yourinstallationlog"
<!--NeedCopy-->

msiexec /i "c:\SessionRecordingWebPlayer.msi" /q /lxvx "
yourinstallationlog"
<!--NeedCopy-->

AR

7] L7 Citrix Virtual Apps and Desktops ISO £#9 \layout\image-full\x86\Session
Recording F#l \layout\image-full\x64\Session Recording# SessionRecordingWebPla
.msi F# % SessionRecordingPlayer.msi Xt

Hrh:

* |qiEETRTIRR,
o [PviEEEAENAEIZR.
+ yourinstallationlog H&ZEHEXHNMIE,
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Session Recording Agent fYEEI% %

g0, LT %EE Session Recording Agent HEIE—MNEEXH, ATFHERARERES,
3FF 64 (I RSk:

msiexec /i SessionRecordingAgentx64.msi /q /lxvx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

AR

a] L7 Citrix Virtual Apps and Desktops ISO £#9 \layout\image-full\x64\Session
Recording F#Z%l SessionRecordingAgentx64.msi X,

£ 32 (U RLEH:

msiexec /i SessionRecordingAgent.msi /q /l*vx yourinstallationlog
SESSTONRECORDINGSERVERNAME=yourservername

SESSIONRECORDINGBROKERPROTOCOL=yourbrokerprotocol
SESSIONRECORDINGBROKERPORT=yourbrokerport

<!--NeedCopy-->

AR

5] LL7£ Citrix Virtual Apps and Desktops ISO E# \layout\image-full\x86\Session
Recording F#Z%l SessionRecordingAgent.msi xff,

Hrh:

« yourservername 215 NetBIOS Z# =T E Session Recording Server i+ &#1H FQDN, W*kIERE,

M t{E2RIA 7 localhost,

+ yourbrokerprotocol } Session Recording Agent 5 Session Recording Broker #1{T3& {5 5 A HY

HTTP s HTTPS, fIRKIEE, MILEERINS HTTPS,

+ yourbrokerport /1 Session Recording Agent BF5 Session Recording Broker i@z O5. 05k
5E, MLEERINRE, MiiET Session Recording Agent ERFTEMYMIEINEOS: 4F HTTP £

80, XF3F HTTPS {EH 443,
 [qEEELRTER,
o [PviEEHAEXEEIEZR
« yourinstallationlog A& EREXHHIIE,

Ft4% Session Recording

AR EEREARINEDIRE, MEREHLIEEMITEN RIS, TLM XenApp # XenDesktop 7.6 LTSR #9

&# CU pE&[ Session Recording MR LU KA E AR AFH%KE Session Recording &#hR4s,
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} =r

AR

¥ Session Recording Administration M 7.6 74k %) 7.13 X E =R A, 1R 7E Session Recording
Administration BERERLUFMER R B EIZRRS, SQL Server LAIZMBERERESERHEIZRE
BUEL, BET—SIRERUTEIRER . SUBREEENHARK, BRNEBNEIRESGIRIR. BRAE:
¥% localhost BB R ZINZI LT SmartAuditor RS 885EMER 43 : HKEY_LOCAL_MACHINE
\SOFTWARE\Citrix\SmartAuditor\Server,

T REMBATR S AR T R0

R, EEMRE

« f#f Session Recording R#i2FHER Al ¢ 1TREFA 4 Session Recording 4,

o ERITEMARENZAET, EEH SQL Server L5 & CitrixSessionRecording FI#IEE, X%, R
EIZEEEARZ ERIVEMBE, AILGHITIER.

o BRRXEAGHAFNEG, EXAREFAEK Session Recording AHHIIHEN EHZAMEBEIR R,

+ #N% Session Recording Server #1 Session Recording #iEER L EER—&RS#/ L, BHMEEFER
Session Recording ¥BERHIEE A GRIR, T, EATLL:

- ERBIEESERDEBTHEN securityadmin 71 dbcreator RSB ABNIR, ALTRE, T
HBEE securityadmin 71 dbcreator [REH[AGNET, ATURESHER.

- JEEMA SessionRecordingAdministrationx64.msi KEEFH%K. E msi AEHAE, cE2R—5
FE, IRTRIRMHES securityadmin ] dbcreator FRSES B ABNIRNEIEEEERNER, BEANE
WER, AEREHREUSSEAR.

o EALLUERA R FALFTE Session Recording Agent, Session Recording Agent 7.6.0 (RE=EHRA) 5
Session Recording Server M&# (Lifl) MARS. B, FLEMEINEEMRGEETEFEER,

« 7£ Session Recording Server A &3 2P BN EASIER RS RE,

o MITEHRRESALRE, RINERTERA Session Recording Agent BMHHERAZREET, USEmASE
ERENRIFRD. JUERITEMTREAREF B IET,

o MILINEER A BHI R HARRZE T4, Session Recording 2[5, FRREBERBTICRNEE. ERMILLINEE, &
TR Z FBRRE,

o MRARIEFIRNFELRNREIRIE, EBTRRFINTEEIER ),

o BFEEREUTHRINRE, LUEEEETSHIEMLIHE % o] sEHINAI T,

FRIRF

EARARUMERE, BRIRET Session Recording A& &1+ &M, SAKE1T Citrix Virtual Apps and
Desktops I1SO.
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=5 —

E7TN .

13| Citrix Virtual Apps and Desktops T# i@, T##ER R4 Citrix Virtual Apps and Desktops.

FERMBREBREBEUATIR:
1. 74k Session Recording Server 4,

INRE % Session Recording Server, EfHARLTET Session Recording #iEEAGIRS 8. 2/E,
BEHRERM Session Recording Server,

ALk, BEFRRUTHSE:

a) f£ Session Recording Server L Fz{ZLE Session Recording Storage Manager iz55.
b) i&&@it Internet Information Services (IIS) Manager #iff Session Recording Broker [Ef£iz1T,

c) iaf7 Citrix Virtual Apps and Desktops ISO FHi&EFEF4&H Session Recording %

2. Session Recording Server #+4&k5emkfE, Session Recording BR$5&BENRE B
3. (TEXM& L) F4& Session Recording Agent,

4. FEIF4R Session Recording HB&#zHI&#1 Session Recording Server, si#&5 4k Session Recording
Server, B4k Session Recording sEE&iHI&

5. #4& Session Recording Player.

En#; Session Recording

E MRS R T Es ik Session Recording A1+, 15EA Windows “IEHIER" iR ENEHHIMIRZRFE
M, Efikk Session Recording #iBE, EHMAES5RENFHN securityadmin 1 dbcreator SQL Server
AR,

HFR2ERER, FHHAGZEFERRERERBSIEREIERE,

Eblu\ﬁlﬁiﬁﬂ

February 20, 2024
LR, SIEREIEHMTHERFIRENSIEF AT —LIFREHTT, FHERNEXERIEERB—ZIEL,

B 7.18 iri2, Citrix 3INTohEXIERBIINEE. @ETULIhEE, EeIUERIEHHEMEFRHEEREMIERFRB
B — P HZ MFERIE.
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} =r

AR

ERRILINEEIRTRAIETT, 1B Session Recording. VDA # Delivery Controller #4kZIh4s 7.18 ShES

hRZSo

ERRERERIERS

7£ Session Recording Agent &, N7 —

XEKEIIABBZINEE,

EEANERARINGE, BHRITU TR

I EMRRER.

> wnd e

0. ZHMESRE

o

MEMKRERTRARERZIE. RIAERT, ZEMRELREN L,

Session Recording R¥#5mfE, UEERSNERIIRET Session Recording Agent B3t E .

FE HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor,
bEd DynamicControlAIIowed BIREN 0, HEAHKIAE L,

E#/ash Session Recording Agent LUEIZE £,

NRAEEMA MCS 8¢ PVS #17E8E, BENEMA LRNSEH NI TER LRI MAI B E K.

I

H .
=

AMTEEASZRRTENZ, A

REEMTRRERSR, Citrix TERIEETMRFEREAFISHY

MY RES 1S LARRR, EREMRGRIESRTEENIG, EREIMRZAT, BSBHITED.

7z Citrix Broker SDK #f&5/ PowerShell 5545

SR ENHIE LR

TR T £ Citrix Broker SDK R MUEMeh S RIERHIINEER =1 PowerShell 5<%, &% Citrix Broker
SDKHEE, &S Citrix SDK #1 API #1 Citrix Virtual Apps and Desktops SDK,

A
Gl

Start-BrokerSessionRecording

Stop-BrokerSessionRecording

WiRA

AWFEFARFBENEDRIE. ENRIENTIRIFE
AR EHNEE. BXFMAER, 18517 Get-Help
Start-BrokerSessionRecording U&EEd
SEANIEE B,

AFEEIERENFERERIRIE. EHRIBENFIRIFE
AR EHNaE. BXFMAER, 15517 Get-Help
Stop-BrokerSessionRecording U&EE®
SEANEE B,
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e WiRA
Get-BrokerSessionRecordingStatus ATFRIFEESRIENRERS. BXFHER, Bz

7 Get-Help Get-
BrokerSessionRecordingStatus UEEd
LERNEE B,

BN, MRAFIRE T REHFTENIZR, ERIUERARESHERMARIEDRIE, MUAREREIREIHLL
BEHITIESRBIMIEHR. FTHRITLUTRME:

1. M Citrix Studio $z#I& Bz PowerShell,

= [Actors
W cimrix i St (897 08) -
A e —— View »
@ Retrsn
H rer
.
'
:
:
[
— s A AT — SEFHAS
2. M Get-BrokerSession ea<$ BB IREFANFREEHRIE.
EX Select Administrator: C:\Windows\System32\WindowsPowerShell\w1.0\Powershell.exe - u] X
PS ogram Files\Ci Desktop Stud % et-brokersession WKAOE \ testusert Py

Program Files\Citr Desktop Studio .uid
S C:\Program Files\Citrix\Desktop Studio> 1s.sessionstate

ogram Files\Citrix\Desktop Studioc i .sessiontype

lAppTlication

PS C:\Program Files\Citrix\Desktop Studio 15 .0Stype
Windows 2016

Windows 2016

PS C:\Program Files\Citrix\Desktop Studio>

3. A Get-BrokerSessionRecordingStatus 4 REUEERIENRHINRS.

PS C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingstatus
essionNotRecorded

C:\Program Files\Citrix\Desktop Studio> Get-BrokerSessionRecordingStatus
SessionNotRecorded
Ps C:\Program Files\Citrix\Desktop Studio>

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 65



Session Recording 1912 LTSR

4. 5@ Start-BrokerSessionRecording &% EmRil. BAMBERT, BeER—FKBHHEE, @

B @EMRHER.

TRERTHERH Start-BrokerSessionRecording &<$MERAR.

e
Start-BrokerSessionRecording -User DomainA '\
UserA

Start-BrokerSessionRecording -User DomainA '\
UserA -NotifyUser $false
Start-BrokerSessionRecording -Sessions
$SessionObiject

Start-BrokerSessionRecording -Sessions
uid1,uid2,---,uidn

WA

FEaRS2 R DomainA Bt A UserA MFRE SIS,
Fi@H UserA,

FazE% R DomainA i A~ UserA MFRE=1E,
{BREHN UserA,

FiaRHIR R SSessionObject ST R FHFIERIE,
HBEHAF. BRER $SessionObject, EET
$SessionObject=Get-BrokerSession -
username UserA, WREMHEEETHS S 514
BXEMER, BERADSE 2 MapTEBAEEE,
FAFHIRIE uidl, uid2, -Fuidn, FEMAF,

5. £ Get-BrokerSessionRecordingStatus &4 HRNENTEGHRIIENRIIRES. REMH

SessionBeingRecorded,

6. 7£ Session Recording Player B MSebT iSRRI R, RELHITREMIBFEHPR,

+ =

AR

#EiuET Stop-BrokerSessionRecording e$45EMN “R&” R4, BRFINSENRE
— MDA F=IRIREE, Player #EHK EREILHNRE— MO AIEETRE. REINSIETELRE

BYETIRY, LHERARAE.

7. YIREMRME D LR, FH Stop-BrokerSessionRecording &% EIERF,

TRETTaSLHERERAN.

e
Stop-BrokerSessionRecording -User DomainA \
UserA

Stop-BrokerSessionRecording -Sessions
$SessionObject

Stop-BrokerSessionRecording -Sessions
uid1,uid2,---,uidn

Ll
{Z1IER417 9 DomainA Bugifr B~ UserA FRESIE,

=1k R4 $SessionObject FHIFIERIE,

FIEREISIE uidl, uid2. --# uidn,
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£ Citrix Studio BEERREY, AIUEFEMMW Start-BrokerSessionRecording # Stop-

BrokerSessionRecording &<¢8BS.

&4 Citrix Studio

Status

File Action View Help

= #@ HE

[ Console Root

~ 3 Citrix Studio (dDDC3)
LD Search
g Machine Catalogs Administrator | Main Task
£ Delivery Groups * Today
] Applications APRQ\gh Stop Recording of Session 'SDAE93ES-ET4E...
f"""_e‘ APRQ\gh Stop Recording of Session "ADD&7787-DDE...
# Logging .

+ 4 Configuration APRQigh Start Recording of Session '5DAE93E5-E14E...
£ Administraters APRQhgh Start Recording of Session '4DD67787-DDE...
Controllers APRQ\gh Stop Recording of Session *4DD67787-DDE...
E Hosting APRQ\gh Stop Recording of Session "SDAE93ES-ET4E...
¢ Licensing APRQ\gh Create Machine 'Styx_VDAT_1" in Delivery G...
0 StoreFront || e ongh Create Delivery Group 'Styx VDAT'

@ App-V Publishir’ K
0 Zones APRQ\gh Create Machine Catalog "Styx_VDAT'
5 B Citrix StoreFront APRO\gh Create Machine Styx_VDAZ2_1" in Delivery G...
APROQ\gh Create Delivery Group "Styx VDA2'
APRQhgh Create Machine Catalog 'Sty _VDAZ'
b ‘esterday
November 23, 2022

8/20/2020 : 3:56:13...  8/20/2020:3:56:13..  Successful
8/20/2020 : 3:56:09...  8/20/2020:3:56:09...  Successful
8/20/2020 : 3:56:05...  8/20/2020: 3:56:05...  Successful
8/20/2020 : 3:56:02...  8/20/2020:3:56:02...  Successful
8/20/2020: 3:55:13...  §/20/2020:3:55:13..  Successful
8/20/2020 : 3:55:09...  8/20/2020:3:55:10...  Successful
8/20/2020 : 1:22:55...  8/20/2020: 1:22:55...  Successful
8/20/2020:1:22:54...  §/20/2020: 1:22:55..  Successful
8/20/2020: 1:22:24...  8/20/2020: 1:22:24...  Successful
8/20/2020: 1:20:01...  8/20/2020:1:20:02...  Successful
8/20/2020:1:19:59...  8/20/2020: 1:20:02...  Successful
8/20/2020:1:18:50...  &/20/2020: 1:18:51...  Successful

ko309
f Preferences

[E] Create Cust...

9{ Delete Logs
View

|G Refresh

Help

%4 Session Recording A% /&, AILUAITLL T B LUK Session Recording E2& ARl Citrix Virtual Apps

and Desktops IEHATAFEEXLERIE:

+ E2E5 Session Recording Server #9iE#%
o AAFER

o BIBMHIEREIHE

o IEERBIXHHFEUE
o FEERHINXHHIXHERN
« BEXEHHEE

o BRNERAR

. BRASERHRFESR

- EERHATIRER

o BEESTAM

o AETH

o BEHEEIN

- fi2E CEIP
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fdE5S Session Recording Server fiE#

January 27,2021

fdE Session Recording Player %/ Session Recording Server 1i%i%

£ Session Recording Player Bl LUB RSB 81, BEXNH#TEREE, FHEZIEHERHKIER Session
Recording Server, &1 Player Y a]feE REEB 5% & Session Recording Server %%, B—XREEEED—
Session Recording Server, dNR 1t Player &2 Bt & EREREREEI 21 Session Recording Server, MAFHE
LUBIT R T A > SRS £ E S EERER I Player ZiE#5I89 Session Recording Server.

ok wDh e

EREIRET Session Recording Player B9 T Fik,

55 Session Recording Player.

M Session Recording Player &2, {fRERETA > %D,

TEERATR, BERM.

EENBFES, BAILE Session Recording Server B9t EMBR TR [P iisk, REEFRHIN. BIAER
T, Session Recording =EEEMER HTTPS/SSL SBIEBBEER S, RKEE SSL, #FiEE “HTTP,
Zf2 & Session Recording Player, fEHEBERZERET]Z 1 Session Recording Server, iEx&4 Session
Recording Server E84 % 4 #1 5,

BESHIEPEEEZTIR Session Recording Server 345898 I%E4E,

F2&E Session Recording Agent % Session Recording Server #i%i%

Z4E Session Recording Agent BY, BERBEE Session Recording Agent 5 Session Recording Server 2 g]
HERE, B1ERE Session Recording Agent EEEE ILER:, 1BfEMA “Session Recording Agent B4,

1.

2.

TREIRET Session Recording Agent MRS 28,
MITsaZE e hi%R Session Recording Agent E (.

BHEREDFR,

. £ Session Recording Server £, A Session Recording Server # FQDN,

P =

EfFEHEE HTTPS #9E ST (BIABERTER TCP), 157 Session Recording Server FE; i
A FQDNo &M, RiERHIFRK.

7% Session Recording Storage Manager ;& £BA%IE853 H , i%£#% Session Recording Storage Manager
BFBRENHYHERRINGOS MBEEE).
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} =

=

2@ HTTP #0 HTTPS fEREREY, 1BREFE IS #EEFRThEE,

6. WHEAFMFERF, ERIAME 72007 (2/08), HERA—THE, REEEKNEESRHEBEMTIF
RENWE. BIMIEZE, FRFRZES, BEXHRIER, BEEMEERREL.

7. 1£ Session Recording Broker &5, %% Session Recording Broker AT EEHEE N, FEHRE
NHROS WEEE).

8. R4RTE, EXETH Session Recording Agent fRS3 LUSZ FHRE K.

e A P %A

February 20, 2024

ERAFEFIR, EER Session Recording Server £/ Session Recording Authorization #2418 %EF 2
fethfat,. BEMARANE:

BE:

HFLLFRA, BERVEFAFPITREDRE GINEBZRNRIE) FIENR,

« PolicyAdministrator. EEZEE. 8. HiE. RRURBAREEBINR, RIAMERT, 18 Session
Recording Server (it B EE AR Tt ARG R,

+ PolicyQuery., #¥tE Session Recording Agent RSS2 AR RHIREGTME,. BINERT, K&K %
IENAFRE T AEHNE R,

. LoggingWriter, BF5\EERATIIRATHONR. BNERT, SHEERNMERSARIEGHR
o BHREIAN LoggingWriter R XZA2SHAETE ALK,

. LoggingReader. E3EHEERASITRATINR, LAGIEERARRSH.

» Player., #F&EEZHI Citrix Virtual Apps and Desktops iZ8R, LLABFEERINBRRAEDN, R
% Session Recording BY, FAE AP &5&EBHEHNSIENNR, HAEEESERTERNNEMRAF SN
Ro SMRAFEEBEREFNKIEMZHINE, WESHBRRINSENIBIUTHEIRES:
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Search Failed

-/.-—-.\

) Search for recorded session files failed.

L7

Access to Session Recording Server was denied. Rejected user request as
access is denied by role-based security,

oK

ERARDEARN ARG, FRITUTERE:

MEERSMHERIEE Session Recording Server Bit&El.

B0 Session Recording Authorization =15,

EREN L AFAE,

EFEILA, RR%ERRI2(E > Assign Windows Users and Groups (£# Windows BA#148),
AN P,

ok w e

Session Recording z#%7£ Active Directory #7E X HIF 14,

NEFSABNERNERBE TSI HRT RNERREDER. s, BiRZA 1906 #, ErJLIER Session
Recording SREIEH SR RFIGEEHRR. BXEAEE, BEHARFGETERR,

=

April 4,2024

£/ Session Recording SRE&izHI A IR RFIREE. B BAECRREEMRFNGEERIR, QIERKRERET, BILUREM
Citrix Cloud f4sihifiE185%E Delivery Controller,

BERER

W% F & & 2 Broker PowerShell & 12 # 5t (Broker_PowerShellSnapln_x64.msi) g Citrix Virtual
Apps and Desktops Remote PowerShell SDK (CitrixPoshSdk.exe), 7 #EfER Session Recording %
BRiEH G, REEFEASEMTEEES T, £ Citrix Virtual Apps and Desktops ISO (\layout\image-
full\x64\Citrix Desktop Delivery Controller) 3%l Broker PowerShell &5z, st#& M Citrix Virtual
Apps and Desktops AR T&imimE 3 Citrix Virtual Apps and Desktops Remote PowerShell SDK.

e

o] LA 4R 38 3 At | LUBA Lk 7E Session Recording Server AT B M B BN B R T R H X &
%, UEEBRBMHERLTET Session Recording Agent Bt B #l, T HFEIMEREIES, REHE
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HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Agent T &1 DWORD {&
DefaultRecordActionOnError =1,

RHIREE

FJLUSCETER % Session Recording BEJ MRS E X KRS, WrILUEIRHEEECHBEEXREER, RAEXH
RERBEESRKBEIMMNEAFRERFR. EXHBHNNARFHRSSR. BRIIEEERFWERF. EXBRARERFM
ARS3 2889 B E X R 5.

ERFIREAEERFINRIE. SRREE— T RERBLTFEDIRT.

AT X HIRBIERME

Session Recording 12U T RGE X IR HIHRES:

o ARl BINKEE, MRAKIEEHEMERE, WAERHIZIE.
o B DAFEN, MRERIERE, WERFIFFERE EBEER—TREED, BMHIREEG
o REIBPABRER, WREFILREE, NEREFFERIE, HFEREHEOLOERNBMRFIES,

FEE MR RS E X BRI SRS,

B B E X R RS

BT B SRR, EOUEIEMNLIEEBLERFHAE. EXFHNARFHSEE. Xf44Esk VDA i+tEN UK
Citrix Workspace MBEFEF s IP it BR$1 T 21&, Session Recording HErEHI & haES AIFEBNE I EM
M, BRMER TN AEFHEENTIRUERRGASE VDA ItENNIR, EHAERERISEERHHRIRE
PR, 7EMasf Delivery Controller EERE &2 5 IEEIN AR,

NTFERHESFMAN, EEHEBRIEERTURFURANEZMS. RENREBNAZIRRANZHHZE,
NFERAN, BEER—FPRENRIE:
o AR, (EMNESHERZASERS) WRFURIEFIEETREIBEMNFAHHZIE,
o XHFER. FERNESHERBASERGHEN.) EREREFEERFHEANFAHNRIE, LERKE
TP EEED, BRHIREIES

o REEFBEH. FEMVNESPEREARERFETBE.) EREBEREERFHEMANZENRIE AR
FHERAETERHESIE,

NFEHFMN, BEDEFLUTHE 2 —RIZMMN R

s APZA, IRENAMNRERNAFPHAYIR. Session Recording #iF & Active Directory B
RRIMABR &,
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- BRI AREFNEE. VEENAMNMNRENERGNAREFHEEYIR. ERUBESH, BEFEEX
e AEFREEm— N ZE 4 Citrix Virtual Apps and Desktops s,

o RGAESITEN. SIRENARNARENRGAHENITENTIR ERANRSH, EEFAASHITENRER
(A=

o IP itbhtsk IP SEE. SIZRERNAMMIAIRIER P #ittsy IP #ubBESIR, E%EF IP #itf IP SEEREF, &
IEAHEBARZAREINEK Pttt [P SEE. LREIN IP iR Citrix Workspace R FAEREH [P
ok,

} =r

AR

Session Recording HRE&izH| A ZFRE—FMUPEE SN M. MUEHE, KER AND 71 OR BEEHEA
FitERARE, —RMS, ORBEFEENFHRMBHBE ZEER, AND ZEFES M EAZEER. 1
RER A true, Session Recording SREES | ZHATHNAVIRIE, TN, KEET—FMUHESZIE,

AT RERBEPIZSFAVN, REIFTUERRESFANNFEG. EXEERT, AARSLARNANZNA

AXERIE,
MBI REHRIERE HIMFR:
o ARFEIREMN MR RS

o RHFERRERMNM TR RZ
o RHEERBRIRERMN ALK RIR

RUEAREN AT R RS PNEMRNF G WFXERE, B AREERAMNIEE, BIRMMBRIERE R
TR BILEELMIFREIRIN,
ERIRBENREIE, FRITUTIRE:

1. SRR EIER B MNERLET Session Recording SE&IEHI & HIARS 25,

2. /B@h Session Recording HEgizhla, AEEFLMNERPHIREIER, MRPEFIRZRINMERE,

3. AESHHEERIERFMMM,

4. EEFRFNED - FHNMSH, ERZAKIERT. BRAKIERWHEN (HERAKIERWETREN), AERE
—F_ﬁo

5. EEMUFEM - ATLUER—IHZ NN
RAFsA
BERBHNAREFREE
AR
IP sthtsg IP SEE

6. RIEMUFM - BRHITHRE, FREFTUENE XEESRE LD EFNF4N LT,
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=W

MREFEAFINAEFRNEEATE FTRIEANE, WauibFr IP ik, URL HENEHT (IR
Controller I FAtMEHR), NARFEHIIRERERER,

EEERFHHNNARFRE@EARTHRITENE, 55 Session Recording KEEIZFIAIEE RS ZiBIEM
Delivery Controller.

Session Recording #Bgizh| &2 5 Citrix Cloud fMz<it3fiEH#) Delivery Controller i@ {sHi—i@EiE,

[Ek Rules Wizard ot

Step 2: Select the rule criteria.

[] Users or Groups

Published Applications or Desktop
Delivery Groups or Machines

] IP Address or IP Range

Step 3: Edit the rule criteria.

Selecting a rule criterion above activates the option here. To edit, click the underlined value.

Users | Groups: All Users
Published Resources: Select Published Applications or Desktop. .

Delivery Groups / Machines: Select Delivery Groups or Machines...
|P Address / IP Range: All IP Addresses

et =

B0, EFRRMAARITEVE, BFFENREEETHNSE 3 b8 HEE, ARRERMNEZT AN
Controller &,
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C.

@' Create Cuery
Site Address:

Efer 5 sife aodess

Citrix Cloud Controller

it

i@ Delivery Groups i) Machines
| Enfer 3 Delivery Group name
Create Cancel
Close

BXF=AA Citrix Cloud Delivery Controller BIAFIRIHEE, ESRNTR:

RBf!

Zsih Delivery Controller

Citrix Cloud Delivery Controller

Mzsih Delivery Controller £7i#%:2 Citrix Cloud
Delivery Controller

M Citrix Cloud Delivery Controller i Zlzsth
Delivery Controller

BFEHITHIRF

a)

%k Broker_PowerShellSnapln_x64.msi, 2.
B Citrix Cloud Controller £i%i4E,

%3E Citrix Virtual Apps and Desktops
Remote PowerShell SDK, 2. 31 Citrix
Cloud tkrF#E#&. 3. % Citrix Cloud
Controller 53%4E,

% Broker_PowerShellSnapln_x64.msi 3
BBt EN. 2. 2% Citrix Virtual Apps
and Desktops Remote PowerShell SDK, 3.
I3 Citrix Cloud kP #Z#&. 4. i% Citrix
Cloud Controller £i%iE,

En#; Citrix Virtual Apps and Desktops
Remote PowerShell SDK HE#E 50 &L
2. &%t Broker_PowerShellSnaplin_x64.msi.
3. BH e Citrix Cloud Controller £3%4E,
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I8 Citrix Cloud £1&

Z# 1 Citrix Cloud F#£E# Delivery Controller, 1E7E%R% T Session Recording SRERIZHI & HIITE
EFz33E Citrix Cloud &i, FREMERTRERSBHIEAIR, Session Recording HRERIEHIARTRET AR
FRER T4,

EHITFHERIE, FERITUTRE:

a) &% Citrix Cloud =418 H# 2 S IRFIFA R EIE > AP iF1E, G APl SFlaIReE A, LUIRENE
ki Citrix Cloud BA IR RN S PIIIREX . THENR2ETFE, EHZHEEHFREEREN
iIB. XHRIiAA secureclient.csv,

= Citrix Cloud

« |dentity and Access Management

Authentication ~ Administrators APl Access  Domains

Secure Clients are used to interact with Citrix Cloud APIs.

nnector install or to access any of our APIs, use the customer ID* o

Name your Secure Client Create Client

_as the customer parameter.

Name+d: Id Creation Date Actions

3:53:01 PM Dec 3, 2018 o

b) #TF PowerShell £iFHZITUTHLUME (ELENSERREN) SHRIERLEXHEN.

asnp citrix.*
Set-XDCredentials —-CustomerId "citrixdemo" -SecureClientFile "

c:\temp\secureclient.csv" -ProfileType CloudAPI - StoreAs "
default"

<!--NeedCopy-->
RIEEEIRE Customerld 71 SecureClientFile. EiR&<$i§AEF citrixdemo SIEBIAZ N
YIFRRE S, LBk HaifMArEELS: PowerShell &M S % 1IERT.
7. RBESTRES.
AR XTFENINBEFSIERRE:
o MPENRBEATENAREFET, WFRLEETEMNIEFRMINNAER, NMERFREI=IE,
o NEENHRBRFESINBER, WHBARERERT Windows 89 Citrix Workspace N Bi12F (RS

BIUMBHRIE) N, RETRHEN, HERSTEDN (T) 2EURREREZKIEFRDHFAERA
EFo

AR E . IRIEHRGIRE, ERIBNRNEPRHBNAERF. F7RNAEFRMAERGIFRMG. XETHRE
BREFMBHNRIE. BRZ, NERBEH,

/3 Active Directory 4  Session Recording 7 i #& 7£ 6l B2 SR E& B £ B Active Directory 4, &/ Active
Directory A& #FH P AIE L HNAIRES AR B, I, MRATAMSBIIPNEFEEESRHR “Finance”
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B Active Directory 4B, BBAERI LRI/ BIZANIBS7E
MUmSHiEE “Finance” EReIZLILARFRIE R RERN AR,

BEFIMABEE AL Session Recording %E%, MREFRSREARPRLERAFRNRIE, XMERTRX
LRR
MANBEE, MABRENARAERMEXEENAFFEEER, EREARAFTHFERFIRLELRFINR THSENBIE
BEHHM.

a0, MRATANIFFELEARE T3 R Executive 89 Active Directory AHMIRR G, BEAEA LEIEMNIREZER
Executive ANRIERH], MMTARXEAFPHRXIELEFISERE. B LAMNNRELETFENRER, AR
“Executive” AmREMNRIE, ALRAEMERNSIERIE SRR E MMM HTR S,

% Director B2 &} {3 Session Recording Server

BJLAfER Director & & 8 HBUE RH SRR,

1. XF HTTPS i&#%, 157E Director RS 2BMRIEIRIERHREIEBUUEE Session Recording Server,

2. EfgE Director [RS8 LU Session Recording Server,iEz17 C:\inetpub\wwwroot\Director\tools\Director
/configsessionrecording &<,

3. 7£ Director fr528 L% Session Recording Server # P #iiksk FQDN LUK Session Recording Agent
RTFiE#£3I Session Recording Broker By O SEZEZE (HTTP/HTTPS).

EFAEICRER

Session Recording Z#F&EH R EEHHEICRKE. AL Session Recording SRE&iEHI & P A ZRIELIERE
EM
pE=

ZiER USB RREFHIEEMIBENURN BEFINBMFLER, 5% Session Recording Administration
A (Session Recording #k#EEE. Session Recording Server # Session Recording HBgiEHI &)
Session Recording Agent A4k FIkiiA 1811 HE=ARAS.

BIDRXHRIESHH Web 555850, 15K Session Recording Administration 48+ (Session Recording
#iEE. Session Recording Server 1 Session Recording ZE#gizHI4&) #1 Session Recording Agent #+
REARZA 1903 siE=ARA,

RAE X NEHHTICRRE

AAEXNEHASERERIFERAS. MAERT, EATIFEDRS. HELTENREH, FRIERERE
o

BRAEREMPFRSE X NEHF BEICRERE,
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BIZEEXEMHETICRRE

IEEECHNEHETICRERRE, ERUHEMNLIEEMLERFRA. ELFNNAREFRKEE. fI4H VDA T+
BHLUK Citrix Workspace M BEFEFin |P it RIEREIHAEE R THE S . Session Recording SRz
HaPrmSEERZLIEMN, BRNERFBHNAEFHKEMNTIRUARRZGHSE VDA IHENHGIR, EHAIEE
ERILE R EIE B FRAE MIREMR. 7Eih=f) Delivery Controller LEZE B2 R IREARFR,

EREEXEMFBSIERER, FRITUTERE:

1. UISNERRREIER S HERLTET Session Recording HB&IEHI & HUARSE 25,

2. Bzh Session Recording HBgIEHI &,
BRINERT, REEDEHBTIZRER,
[Bp Citrix Session Recording Palicy Console

File Action View Help
=R

;% Session Recording Policy Console || pglicy Name

t Description

v = liecordmg Policies ! ) [ Custom Recording Policy
[z Custom Recording Policy E D not recaord This palicy will disable recording of all sessions.
E Do not record E Record everyone with notification This policy will enable recording of all sessions. ...

g Record everyone with notif E Record everyone without notification This policy will enable recording of all sessions. ...
[ Record everyone without n

v [& Event Logging Policies
[ Donotlog

3. FAMEBTIER FHETICRER. MRBEIZF, EFRMFRELULIREMN B TICR KR,
4. (A1) ARSEEMNEFESERRBHANHEER S,
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% Citrix Session Recording Policy Console
File Action View Help

a5 dl HE

% Session Recording Policy Console || Rule Name Description Aetion
v E‘ Recording Policies _-igSystem defined rule Logs no events
[& Custom Recording Policy
[ Do not record
[Z Record everyone with notif
[Z Record everyone without n
w [ Event Logging Policies
|§ Do not log
[E New event [nnmina nalic:
Add Rule
Activate Policy
Copy Policy
Delete Policy
View Policy
All Tasks »
View »
Refresh
Help

5. ARBHWNENBTICRREHERRMHN,

a) BIERENBHREZVUNERE, IBE— RS I BN BEREM
¥ Citrix Session Recording Policy Console
;ﬁ\c‘;‘lwal

p Session Recording Policy Console || Rue Name Description Action
v [ Recording Policies [ System defined e Logs no everts
(& Do not record
[E Record everyone with notif| N
[E Record everyone without n B Rules Wizard *
« (B Event Logging Policies
& & Do njfloj Step 1: Select one or more of the following options to specify whether to log the related events.
[ New event logging pelicy [ Log COM mapped USB events

[ Email Alert Policies [ Log generic redirected LISB events

[ Log app start events
Log app end everts
App monitoring list
Tipe the process names of target aops. Separate the names with a semicolon ()
[ Log sensttive fil events
File moritoring st

Tipe the absolute paths of

et files. Separate the paths wih @ semicolon ().
[ Log web browsing activiies

[ Logtop-most window activities

Log clipboard activiies

Next > Cancel

« 33 CDM B 549 USB EH 2R A E: EBRRETEA T Windows 313& A F Mac 8 Citrix
Workspace M AEEFHE P i & HBE P inEH 2RSS (CDM) FrlRSt A B EFHISEIEN,
HEERBIGFPITICES
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s WBHEEMK USB EHERAE: BRLRETIERT Windows 5iE A F Mac 8 Citrix
Workspace ARRFHEF HEETERAEEAAREBFHRENIEN, HEERHHRITIEZEMF,

« MYNAREFEBHEFERAE: ERETNABREFNEBHHERSGRIRCEMS.

s WARFEREMFERAE: EREMNAEFIERHERBIGFIFEE

AR

TERNWNAEFBRETHEHERRNERT, Session Recording FoiA%t N FIZFE RIS R
TEERER. ALt, £ AN ASH, EEENNARFBIEFIZRAEZR, WNAERF
HRBAHIBRASEREFLTRERS,

« MAREFEMTIR. HEERNVARFRHEFCREASHINNAEFEREMFIERESH, €8
NAEFEATRAEEEBMNERNAES, FREIEFEHRFERFGR. RAMERT, 7
EEEANARER, XEFRERIABER TASHREANKBRER.

AR

ERRANBEFNBHMER, BENAEFBIFIRPFNNABREFHEZRZM. F0,
BERRCIEREERNED, BENRRERFEATIRPRINEEZERF mstsc.exe. RNABIE
R T RAPARIMEHIER, PRAMAVEHEE R EFHIZREMIN RIEF 2802 2 m Mo

B9S () Pim#iEER.

{ZFHERILES, A2 RhEEETT.

AMBHEZMAX D KNE,

ATBEREZHRFERGGER, BOEETARFHIEZM (F10 explorer.exe)
Web 35588 2SR+,

o ERBEXGEN ERFGPIERX BIRXFIRF.

o XHHAFR: EFICRBB AR, BEAXFEMTIRIEEZRANERX . FATLIEEX
HRLUEEPHBRFAEX . BINMERT, MEEEAXHE, XBRERIATHREMI .

AR

EWENENHHRITNERZ. 1. MERSBZEHIRIE, BEXGEMTIRPHMIZI
HHXHENBREFHE (MIFZXXGNBMIIZXEIXERIREER) . G, EHRst
C:\User\File #fy sharing.ppt XHHITHEGA. CIE. BERMBEDIEE,
BEXHFENTIRFBFMEREFRFS C: \User\File,
TERAMXHREITEEZCHRERERE, Fln, EmiEs \\remote.address)\
Documents X H# RemoteDocument.txt SXEHHITHEFIRIE, BEXHLEN
FIERPFMNEREZEFAE \\remote.address\Documents.

RS () HRERHEE,

REZ AL, RZIFBRET.

BEFRBFAXDOANE,
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PRI

TR T KM R B XA R EIRZ BRI K,
HEERIMXAAXHRBMIN A IXAERBENKEBIRAKE (260 MFF) B, KL

TERIRINZ S T R ATRIIRFo

FETHIEER . AMEHERAEBEN, BEHEGHMF “FH Ko
ERElERAMBREIAEE 4N, K2 Player BHIBEGN SN EHLBEHE— N E4M

LB RIFAEY Ko

+ 2R Web JI5IER): EIFHNNEE LIERAFER, HERGFPIRCHEESM. URLRE

FRko

Events and Bookmarks

& 54232 AW Web browsing: btps: e google.com, Google - Google Chrarme, chrame
SRR SR TIR
P hRZs
Chrome 69 REShRA
Internet Explorer 11
Firefox 61 REShRA

o ERERAENEONESD: ERENENEAONGER, FEREGPIRICHESR. mENHERS,

Events and Bookmarks

x

i 1:56:08 &M
iy 1:56:22 AM
(2 1:56:36 Ah
(24 1:56:39 A
(24 1:56:55 A
(24 1:56:59 Ak
(24 1:57:08 A
2 1:57:13 AM
¥ 1:57:20 A
2y 1:57:34 &M
(23 1:5TE Al
(24 1:58:04 A
(24 1:58:25 A
(24 1:58:26 A

b) BEFHIRIEMM KM,

Top-most window: E=CEL, Book2, 5380
Top-most window: explarer, CITREFINSTALLATIONLOGS, 7212
Top-mozt window: Tazkmar, CdfSvo.exe, 9276
Top-mozt window: explarer, Application.evts, 7212
Top-mozt window: notepad++, . 4340
Top-mazt window: explorer, Desktop, 7212
Top-mozt window: WINWORD, Bjzj=bb | docx, 3896
Top-most window: notepad++, , 4940
Top-mozt window: Taskmar, CdfSvo.exe, 9276
Top-mozt window: Taskmar, CitiisAuthentication.irtualSmartcard exe, 9276
Top-mozt window: regedit, FileOperationkdonitorList, 6584
Top-mozt window: notepad++, zhi, 4340
Top-maozt window: explorer, Tazk Switcher, 7212
Top-most window: EXCEL, Gnd, 6380

58I BEXRHRIEEM, BALLEE— IS MANES: APRAE. EXTHNEAEFHIEE. X
HASTENLUR IP itsg IP SEE. BXIFAER, BSRIZEBEXRFIRIEE 2 Fr95EE,
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=

=W

REDEARATEEHETIERREPIEMANFF. N TFXERE, BYARERANNESHH
TICFIRIE, BMARARERAS, B EERTMBREERIN.

C) BREBASTRESE.

[Ee Rules Wizard X

Step 4: Complete the rule setup.

Specify a name for this rule:
|rde |

Provide a description for this rule:
| Speciic user nie fitet |

Enable this rule
Summary (click Back to edit):
Log &CDM mapped USE events
Users / Groups  Published Resources  Delivery Groups / Machines  |P Address / IP Range

Name Location
& user JZUAISRS-1
< Back MNext Cancel
5MmREENRE ML

MREHF4K Session Recording BY, BHAE R N &E AT AMERNE 4 HEICR KL, LAY, 1 Session Recording
Agent #3%R HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SessionEvents FHEMTRE, WL
HERSTIERPIEEMS. BXEIMRAENIRE, BFSRATE:

AMRE 3ieA
EnableSessionEvents 1: 2FEEREAHEEIER; 0. 2R2AEHESEIER
(BRNEEER) -
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AMRE

EnableCDMUSBDriveEvents

EnableGenericUSBDriveEvents

EnableAppLaunchEvents

AppMonitorList

EnableFileOperationMonitorEvents

FileOperationMonitorList

EnableWebBrowsingActivities

TER—LHEHE:

WA

1. 5/ CDM s USB KB EFESENBANBE
12%; 0: 2/ CDM M5dHy USB ABEEFHIGHHIEN
HETIER FUAMERE).

1. EREAEEMR USB XBEEFMHRENEBEANBEEIE
%; 0. ZABAEER USB KAEFHIEREANA
Ticxk FOAEHE.

1. ERNAEFEHNATIER; 2: BRANAREFR
HHMERNBTIER; 0: FANAEFBHNERNBEE
BR BHAMEEIE).

FEEERMNEIRNARER. FAERT, NEEEMK
FiEF, XEKRERINER T FEHRERNNBERF.
1: BEAEETERXMERE; 0: ZERBEIERIHEF
(RRINEEIE)

EEEZGEMNERXHER, BIAERT, FEEERXHF
%, XERERINTHRERX AR

1: BABZEIER Web %7ESD; 0: Z2ABXEIZR Web
MEEE (RRINMEEIE) .

« Session Recording 1912 BT EMNIMBHAZHEHAEIZRMMA (1811 ZHTHIARAS) FE&R, HE
S Session Recording Agent LXK EMREIIABRINME. RARINERTEEEHEHBETICRER,

FRAFRZIEREAEM

+ % Session Recording 1912 EMBHLHEMHETICREEALZ IR T ZIhEEMRA (1811 ZFiH
hR7s) F4kHY, ME4 Session Recording Agent EMERFMREEIFEZABIAME. FARINERTEE

ENEHESIERRE, FIURRIEREMEH

+ 31 Session Recording 1912 EMRHALHEHHERREAEAZZABIRNTLB A T ZINAENM A
(1811 ZHikvkRAs) FH&HI, ME1 Session Recording Agent EMEXFMREMBEFLE NRINE. R
IWERTEEENEHESEIERER, FIUEHESERITARERE,

« #0R Session Recording 1912 M 1811 FA4H, MEHIEITHIAPEENEH HEICRERIBHLEER,

=1

T

£ Session Recording SEITHI & P EIE R AT XN BE X EHAEICR KSR, S Session Recording
Agent EREXAMRIGER AR BT EZBERIMRIGEHTEHFASTIEZR.
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REIHEERE

Session Recording Player 3% EF A tHiARIESH, AJLUE Session Recording SESIEHI & HRIRREIFEER
B, HESMREFNS M. SEANBEB MAFSAFRATTUEERBEMAFRNEFA. EXGHNAERER
MREUREIEE AT VDA BRI

IEZBEEXRFIHEERRES

TR EERIEZ AT, BRI TAREAIZIEE:
1. ZREFE Session Recording Server #yitEHl.
2. MFFtaZF &k Session Recording Server Eit.
3. 1£ Session Recording Server E$#, i RBAC ET+,
4. ERAFEERFIHEERKEIRIE,

;E:] Session Recording Server Properties — X
Storage Signing PRollover Playback Metfications CEIP  Logging RBAC
Recording viewing policy

This option allows you to configure recording wiewing policies in the
Session Recording Policy Console.

Allow to configure recording viewing policies.

Cancel Apphy

ZEIRAEXRFIGEERE, FHRITUTIRE:
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AR SREKBNEMHESERKRIETRE, REGEERR (BFTERRMBFAEAN) EEIZN AN FENIK
o BETHHRE.

1. SRR EER S HERETET Session Recording SE&IEHI & HIARSE 25,

2. [B5h Session Recording HBgiEHIA. RIMBERT, REREIHEERK,

% Session Recording Policy Consele || Palicy Name
~ [=; Recording Policies
[ Do not record
[= Record everyone with notif
[= Recerd everyone without n
[ Event Logging Policies
[ Recording Viewing Policies

FE: FRIEE7E Session Recording Server B ERATi%MEE, SURFIGEERRRBETTRA,
3. EEMERTPIRERFEEEER, AREEDR, BERINFERUIBRREGEEER,

% 5ession Recording Policy Console || Policy Name
v [ Recording Policies
[ Do not record
[= Record everyone with notif
[= Record everyene without n
[= Event Logging Policies
E’L.' Recrrdina Wisuinn Daliciac

Add Mew Policy

All Tasks >
View »
Refresh

Help

4. (A1) ARBEMEBANHEESRS.
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% Session Recerding Policy Conscle
~ [= Recording Policies
[ Do not record
E Mew policy
[= Record everyone with notif
[= Record everyone without n
[% Event Logging Policies
w [ Recording Viewing Policies
E Mews Pnlinme
Add rule
Delete Policy
All Tasks
View
Rename

Refresh

Help

5. ARBIIRIEHERRIMM.

a) IEEMNAFSHAFER USSR B SIEENEMA R AP AR,

Fule Mame

Type
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@ Rules Wizard

Selected user or user group who can view recordings

| Add...

Selected users and user groups whose recordings can be viewed

Remove

Remove Al

< Back MNexd = Cancel

AR

TEEMNS, RpEE— T BERHAPAFEARBIGNEE. IREESIAFRSARH, WRE
RIERNERA SEWFH B REXLIEF,

EEREHUEEN, ERFACKZUEEETARNEAC. NRAFPSERREHNSIEMHN
MR, MESRBERRFNRENSKRE—FBIRES. BXEFAER, BESRERAFEN,

b) EEHREMNKHLIEEZAEENEEEUEENREIG:

« AP%A
« EXHHNNAEFHKE
o AR
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% Rules Wizard

Step 2: Select the rule criteria.

[ Users or Groups
] Published Applications or Desktop
[ Delivery Groups or Machines

Step 3: Edit the rule criteria.

Users / Groups: All Users
Published Resources: All Applications and Desktop
Delivery Groups / Machines: All Delivery Groups and Machines

< Back Meat =

Cancel

AR MRKEEMNRS, ZAEENNEERREIEENRGIT.
C) BRBASTRES.
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[EF Rules Wizard X

Complete the rule setup.

Recording viewer:
(s administratar

Rule crfera:

Users / Groups  Published Resources  Delivery Groups / Machines

MName Location
& admiristrator SHNKG

<o ==

AR

1. UBEREMERLET Session Recording HB&iEH &8 EN.

2. Bzh Session Recording HBgIEHI &,

3. MNRHMEHEE Session Recording Server 0, &R Session Recording Server &#r. XAl
[EWTIR. BEHTE.

4. 7£ Session Recording HEsiEHIAT, RIEFERTRFIREAE4HAETICRER.

5. EREHENER,

6. MFEBREER, EFHIERE,

(e

1. UBEREMNERETET Session Recording HgEH &1 EN.

2. IB5h Session Recording SEEEIEHI&,

3. MNRHMEHEE Session Recording Server E[0, iEHfR Session Recording Server &#r. XA
[EHEIR. BEHRE.
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4. 7z Session Recording kBSiEHI&H, RIBZEERARFINBER BN ASIDREEE,
5. EERBEIER, BEANEEREENEEF.
6. BRI, EIREMERIIN, HHRITUUTIRME:

o MEEBI=rh, SEERMIAN, MREWLFEDRS, RAFET—TRUEED, BREHINZIRIE €
AN RS eIz,

o EREEAHMN, BHEAGE, FEREM. ERAMNRFEHN,

o EREMEREOAN, RERTAHE, FHEEBIERIN.

e

=

AE:
TERBR R A E X B RIS A T EEIR S RIS

1. UBEREMNEREZET Session Recording HBgiEH &8 EN.

2. Bzh Session Recording HB&IEHI &,

3. MNRHMEEE Session Recording Server E[0, &R Session Recording Server &#7. Xl
EHTIR. BEHEHE,

£ Session Recording [KESizHI&H, RIBFERARFIREEHEHAEICRKEE,

TEAEMERS, EEERFREOREE, NRZREELTEDRE, BIHEHMERR,

MFEBER, EERIPRERER,

R HRIANZIRIE,

N o ok

TRERTHITA

BAERKRZE, ZARENRBNAEN, BEERFNSEERJASIERFINGRRDEN. XHEFEAKNRER
ERH. BRARFIFHRAXAXNOFAES, BSHEERHIHFBIXHER),

TRIFMRAT ERFREH R ERDEMBI RN AR REH S HIBIER:

IR Z BT A RBE Iy - H EFTBIREEREE N RENEHE, REREFEEN:

TR A E R FEN. REBAEREIFIENH
ERBEA £ o

FRENEF B R FIERH,

FRENEF B RHIFH @B BERFIFHET—FBIHEE.

FEIFHEE TR FLERH,

FEIFHER RENEFER HSERE. TRARPERNFAERE
(RS
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EERBIXHREFMELE

April 27,2023
/A Session Recording Server B AT E REIFHZ AL E U R FAREIFHIE R E LUEHITRR.
AR

BEEFEXAEOERBIERE M, 156 ICLDB 5<%,

EERTHEHERFIGNER

RIAERT, RHEMHELE Session Recording Server B+ &4 drive:\SessionRecordings Ex9., A
UENRHEENFEE R, FNIASINERUFES NI EZENAE, HEFNAEZTE, JIRPEZ I ERRART
HHEZNMERZEBLTFABFERS. TUZRFM—ER. ABRTFHEXLRRZEH#ITET.

ZREIFE Session Recording Server Bit&#.
MIFaZE e hi%kE Session Recording Server E1%.

7z Session Recording Server B, BEHEFHETF,
FEANMGEEERFIREERHGNEEER.

> wnh

#EEBERE, Session Recording & AEIRSIZF XL B RN T LIEHIRIR,
AI7EAHIRENEE E. SAN % Lo UNC MEERAFISENMER IR HEFHEE R,
AR
o BEFEF MMM (50 SMB 1 NFS) 72 NAS L1z siErIae & aEM R 2=, BEAR

FhRABI N LI e 2 2f3E, HHRITHUENIR LR ERAIIERE.
o BEEXHIRRERMERAIH, 15EMA ICLDB &<,

EERTERFEIREIHE B R IAEHTTRER

BIABERT, FHMNRHIHEEIE Session Recording Server BitE#189 drive:\SessionRecordingsRestore
BRYER, AIUERZER.

L REIFLE Session Recording Server 893+ & o

MITaZE iR Session Recording Server E%.

7z Session Recording Server B, BHEFHETF,
EEEXHNERERFRF, BARTERFENRHHNER.

W
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1ETE REISHFBISHF RN

November 23, 2022

REERNER, THXHRRHNEEEK, BERRIEFEREIBRETSMGNREEE#IE, BITHIX
HHAD, EAXGIEERERT,. REAEILRFIZE, Session Recording &XFZS B HITFF— M4 L4k
SHITRE, HIREFDRED,

A A—NREEE R MEHE:

o RN, XHIXREIEER MB #2 /5, Session Recording & XAZXHHITH— X H. RIMERT,
XHEEE 50 MB 2R, ATLUEENTF 10 MB Z 1 GB seERAIPRE.

o FFEEETIE, RIEREAIIEENNNRZE, SXAZXGHITH—MHIXEH. BRIMERT, XEHERS 12 /)
RERHM. ALIEENT 1 2l 24 )NeSEERAIEH,

Session Recording 2EXHMNFE, WERREW BN, NMRERNE, Fld, MREEXHKRNA 1T
MB E#F4EE3iE10 6 /BT, MRHIHE 3 \BFRIAEI 17 MB, Session Recording st&3t 17 MB B9XFR/IMEH &
Bz, RANZXHHITH— DX,

ABFLERIZFZ X, Session Recording REEL—/N\WZEA#ITAR (WEREFTURBANNR/IVE), MAE
BXHRNIEEE, XHEA/NED 1 GB BIERNBIFIIME T

EERBIFEIRASIHE AN

L REEE Session Recording Server BIit&E o

MFFaZeahi%R Session Recording Server E1%,

7£ Session Recording Server B, BHRIMER £,

BA—INTF 10 3 1024 ZiapEs, LISEXHHRAKRN (B MB A&,
BA—INT 15 24 ZER9EE, LUSERBINRARFENE (LUNTREMA),

ok wn =

B SGBRE S

April 3,2024

MRBEYORFRBIEERFAFANRIENNEAR LB, WRARAIERFRAERERET—FENHER. A
BATHE N EERHEERRIS N KA NIEFHITIES . MRETAERE, BXAZEARIEF. BPATLE
THE R ZE OHSEHITHERIE,

FIANBHE S 2L VDA EHRMERFANIEE ETo

AILEAFMEES 2B E BN, BR, RENSMESE—FENER. BREENETES SAPNE At
REESAER,
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EFESEINEES)
1. ZRZFFEE Session Recording Server B3t &,
2. MFFaEmhi%RR Session Recording Server &%,
3. 7z Session Recording Server B, #EH@AETF,
4. BEHRM.
5 BFEERFERMNBESHEAIES, —MEERENE—FHER.

BRAMER, MEERETE
BEERENERESER,

ERRERARS

November 23, 2022

HENERFIRIENZXTEIRIERS VDA LR%E Session Recording Agent, @it & MUEBEHRAIEENRET %
RI2H VDA BRERH. BRARHIZE, Session Recording £IM&EmNRHIHRE, NTHREERFINSIE,

%4 Session Recording Agent BY, ¥EARE, BINBINEEARRHIE VDA £ Session Recording, EX
BIERHITRE, XLERS[IMREE R LTI,

72 VDA LR EARE

1. BRFRET Session Recording Agent HIBRE 28,

2. MFFasEarhi%R Session Recording Agent Ei%.

3. ERIEREIT, EPFECHXF AL VDA IHENMRNERFIEIXE, WEERE R VDA HEIE,
4. RGIRTEY, EFERN Session Recording Agent ARSS LUESZFRIME .

F=3

=W

# % Session Recording BY, SERNEREE A

FRE (EARS B LBARFIRIE) . BFBERSG], 5EH
Session Recording SRBEI=HI & BUE H SRS,

BRBEXE 4R
Session Recording A EFERE=ANAERFEEENKE FTASEH) BANERENKIER, FA Session

Recording Player ZERIENRERXEEH, ENBFRENIIEXHN—E, TEERFIRIEZEWEEITE
%o
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B, ENEHAREEEUTXE “BRITAT —MRER . ERFIEIREF, SBHAFTARGEN, BIERGIM
HRT R SAMENIZ A, 5 Session Recording Player #MiZ21E8Y, ZE2F0LUIBIEIZR Session Recording
Player B4 BEHIRHDERHITIZE, REHRFHIHTEAFITHE N EER00RE

EREEXEMHENEIRSSE LORBIGF, BRITUTERE:

+ f£/3 Session Recording Agent EHEEEANBENEHNEERSBLERALE. HIEHAEERSSH,
FeeeRBALRFHPME RS2,

o« SEAESMAFK Citrix Virtual Apps and Desktops £iFREREITHEMG APl LHEMNNARER (LUK
ERADIREGH) .

Session Recording REBIE—NEH4HRE COM AR (APl), AFEEXENE=HNAREFENDRE M
., AIERAUSMHEIZIES (821F Visual Basic. C++ 3 C#) H/RER APl, BXFMAREE, BHSRFIRFLX
T CTX226844, Session Recording Event API .dll #£7 Session Recording RiEM—ER D #H1TREE, AILUE
C:\Program Files\Citrix\SessionRecording\Agent\Bin\Interop.UserApi.dll T2zt

BERSBVBLEEABEXEFMHIER, BHRITUTRE:

B RERET Session Recording Agent HIARS 25

MFFiaZ & hi%F Session Recording Agent Ei.

7z Session Recording Agent Ef, BEHREETE,

TEEEXFEHRET, EPRAWE=FNARFRBEXEERFZIARS 2 L ERE,

W

ERIERBFER

November 23, 2022

MBEIERET Session Recording Server #1 Session Recording Player Fit 8 _EREEH, MAILLET @A
Session Recording HEHFEE RILEBENRZ LM,

BRIMBERT, BFZTE2RTFEARS. AEEETHTUREGHITEZNIERE, Session Recording #F 3¢
Session Recording Storage Manger BRS39S AR,

EREFER

B REFEE Session Recording Server B3t &,

MFFa %R Session Recording Server E4,

£ Session Recording Server B, #EHEEZEMF,

RS EA]ERET Session Recording AHFHIITEN Z BB AR &BEHIER.

> e
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RRBFER

FREFEE Session Recording Server Bit& .
MFFaZe e hi%R Session Recording Server E%,
7z Session Recording Server B, BHEZETF,
BHEICHIEF,

> w N

I
HtH
pali
m
o
&
o

November 23,2022

Session Recording B R AEICRANCR A TERD:

+ 7£ Session Recording HpgizHl& o Citrix Director B3t R HI RS E 4 H EiC R ERESFIMAIE L,

« Session Recording Server BIEMEE,
+ Session Recording Player R T HIE o
« EXREEIYZEH Session Recording RHIsiE,

o ERZEENERTHEHRNEERBEIERRS,

R A .
A .

I

AMRFEFERSBEERG, JRFEENRERERA. Citrix TERIIFIMREFERECATLSEE

MY A RES 1S A RRR, EREMRFIESRTBENG, ERETIMRZA, BSBHTED.

**ﬁﬁ j(,):'ﬁﬁ IEJ\ E n_.\'LE',i

REZE, EAILIE Session Recording Server B2 MAm/EMA Session Recording B2 R AEIZ R4,

1. UBEBEREMERIIRET Session Recording EI2H AEIZRAITESS.
2. MFFaEhi%ERR Session Recording Server &M%,
3. BHEFIRRED R,

/A Session Recording B R AEFIZRE, FREBREMMEE, ETLLBEBIETF Web By Ul &

==
ICAO

BRTEGIMELN, RETIEREW, WEIELTER. BRIEREEEH ID 6001 RSEM:

+ 1£ Session Recording SkEgizHl &5k Citrix Director FRsd Rl BRI MHIE L.
+ Session Recording Server BIEMEE

SEFIFREIRER SR MRIERI R,

EHNENHE
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RREEERR ARIERRS K,

RINERT, BEGAXIZRIEN Web RAEZEE Internet Information Services (IIS) $iE1T, HE$NMER
£, BRREREES, T Web M BIEFMN S5 ERAIRS M S E KA

ok wpn e

LEERBHERITE Session Recording Server 93t &,

£ IIS EResh, RENARRM,

ENBREF T, A%EEE SessionRecordingloggingAppPool, AGERSHRKIE,
BeHEEER TS EERANEEK,,

P % %34 Microsoft SQL Server ¢4 CitrixSessionRecordingLogging #xiEZ# db_owner X

FRo

|k 253t HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server THITMERTA

AR,

BRIEARHIRERSIER

HINBERT, EERASERSERERERTHENENREIEF XMELTESERAENATIER. Bt
*u{%ﬁﬁﬁg ) ]ﬁE/}Eﬂﬂ'%EP**FE JX*‘F E /L.\lailo

1.

2.

UBEREMNEFRITE Session Recording Server B9itE .

TR ERERS,

H4 % HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server.
¥ EnableRecordingActionLogging H{EI&EH:

0. ZHRGIREEETICR
1. ERARTIREREICR

Ei@ B }EJ\ E lp\lEiL%&?E

Session Recording ##ETF Web WAF REXREHFE SRR ASICREE.

7£3EE Session Recording Server B9+ & M _EHRITATIRME:

1. MFFiaZethi%R Session Recording EE R AEIER.
2. %X LoggingReader BFHEIR,

EEMITEN L

1. #T7F Web %t g83isin B R AEICRA Web B,

o X¥FHTTPS: https:
, Hif servername A& Session Recording Server B9itE & #o
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« WFHTTP: http://servername/SessionRecordinglLoggingWebApplication
/, Hf servername #1tE Session Recording Server Bt B &,

2. %X LoggingReader BFHIEIRE,

MIEREE A

November 25, 2022

Session Recording %5 TFET Microsoft SQL Server B93kiEES AT ARG R, FEMBEGIRFEE SQL
Server &R, HIBETLIBMSERS, XFATHF Session Recording sEB4+ £ TERIE T,

« AlwaysOn aJ B4R

AlwaysOn o] [ 4AThAE RIRMEEIBE RGN W R B IRA RIS MR RERAS R, AlwaysOn 7]
FAMARRE RS R SQL Server 2012 5|\, RAREABIURA T —ARFIEENT A% EEX SQL
Server LA ETE Windows Server g% 8E5%E (WSFC) Hm L. BXFMER, ESI AlwaysOn
AT SR AMNRERERRS R,

o SQL Server &%

Microsoft SQL B AAF—ERSVEDZES — SR ERSB/BNESMER. B, RIHRMNIE
BIFEEZR, HEEMEERBIEESLEMEESR (W SQL Server BIBEREKR) Fig. BXFMESR,
E20 AlwaysOn st a5 5261 (SQL Server).

o SQL Server $BEHE®G

IR RGO R AR E AR S5 28 IS PR B E JLAb SRt 1T B o PE 3% 15, SHMMmMARRAF ML, 1
FRAREMBR, RARTEESMUBERS S LRETEMNR SQL Server o, FEEEEGINERER
SQL Server Express Edition, Bxi¥4iz 8, ESRAIEES % (SQL Server),

BTEEEEHIEES AR Session Recording 197574

BREAEHIEE= AR Session Recording, EHRITUTIRIEZ—:

+ 5% %% Session Recording Server A4, AEBAMIENMIEERBESIEBES AL,
AR EURERE N R EE D EEMEEN SQL Server LA EMIER TRE Session Recording Adminis-
tration . RERFOIZNIEERESIRBES A,

- 33F AlwaysOn Sa B AMBF SRR A R, 917 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditc
Hi% SQL Server L& Feh ek AR T A M35 SQL Server MBI E T,

- XNTFEIEESS, %7 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\DatabaseFailove
#MHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\LoggingDatabaseFailoverPartner
RERRINEIEE NSRS SRk
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o RATHIEERBHIEES IR, AEBRE Session Recording Administration A
BAILUETAEARY E SQL Server LRI EIER PN EIBEIEA Session Recording #iEEMERER BEITRE
BEARESAAM. ABERE Session Recording Server 4A#E N SQL Server SLHIZ#R:

- ZEA AlwaysOn RTAEMARAS R, EHNTAEARITERNET.
- BERAMIEFERGRALR, BRALE SQL Server B985,
- BEANEMBRAR, BRALZH SQL Server WML &R,

AT

November 9, 2021

Session Recording %### Session Recording Server M F %, EEMILLINEE, &7 Citrix ADC LERREHEF
1, LUEE Session Recording Server & LA SREL 61 & &7 B ohiifE %15,
ST —IHGGRINEE, BR, WILATEFRE Session Recording Server 2 ER%$ FL i T HEE.

AR

LthINEEE R R 7.16 XE=ARAH Session Recording Server #1 Session Recording Agent.

AT I EH T Session Recording Frifify =K

« FfiE Session Recording Server £ — XX FREERFISH,
« Ffi Session Recording Server #=— Session Recording &
o (B iE=E— Session Recording HEBgizHI&, HEFE Session Recording Server #H = itz

VAN
Ho

B AR T

EfEMLLINEE, IE7E Citrix ADC F1&# Session Recording A EHATIATHE:

B #EHTE (Citrix ADC 24))

BB TEIRSEE 3§ Session Recording Server #xinzl Citrix ADC sy &R S 5.

REAHTERS

1. 7£%4& Session Recording Server t, AEMFREMHMAZETERS.
2. (i) EEEXMSTSERIPES SRS EHls.
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B A H TR AR 25

1. WRiEFAFNINEIEZAEMER Citrix ADC VIP e EIARSS 28, H I EIMRS BB E DX ARTFERS.

2. WEaEMRSBEEFAL.

3. (%) #%# LEASTBANDWITH sk LEASTPACKETS fER S EiF &A%, MARERBINA % (LEASTCON-
NECTION),

4. QUE—MEBLUE HTTPS EHRS2EE .

FREMH T (Session Recording 2543)

ERE T Session Recording Server S ARSES( L, RITUTIRE
1. (iY) I&7E Session Recording Server R iZHENMERI Session Recording #iEEE .

2. MREFE “EERATIER EE, Citrix BIUERANSZEE Session Recording Server BRI EE
S BEIRRIIEER .

3. 5Fr%E Session Recording Server itBHlik A £ 2 7 X4 EH X4 RHIR/SRIRE, £ Session Recording
Server BB HEMEXGEBEEEXHX, BXFAEE, BEBRAECRHGNTRIE,

4. 1z Session Recording Server ;& (HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server)

AR —ME,
{E&#5: EnableLB
E#4E: 1 (D_WORD, ®R=ER)

5. #& 7 Session Recording Storage Manager JE2BA%i%&#E HTTP 5 HTTPS 4%, & Citrix ADC VIP
aIE—RENIER, FHE C:\Windows\System32\msmq\Mapping\sample_map FiFmEE®, 2
BEMBHEEMTIRS.

EEMMU TR

<redirections xmlns="msmg-queue-redirections.xml'">
<redirection>
<from>http://<ADCHost>\*/msmq/private$/
CitrixSmAudData</from>
<to>http://<LocalFgdn>/msmq/private$/
CitrixSmAudData</to>
</redirection>
<redirection>
<from>https://<ADCHost>\*/msmq/private$/
CitrixSmAudData</from>
<to>https://<LocalFqdn>/msmq/privates$/
CitrixSmAudData</to>
</redirection>
</redirections>
<!--NeedCopy-->

Hr, <ADCHost> 2611 Citrix ADC VIP ity FQDN, <LocalFqdn> 2zithE#1#9 FQDN,
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6. (i) BLE— Session Recording Server iZftzkia, AIUBEHEUTHAMILRS S EMERFSHES, H
BiZEMERSNZIE M Session Recording Server iR, o] LERILAIZS/95E 2 AFIARINE E B RS,
# Copyright (c) Citrix Systems, Inc. All rights reserved.
<#
.SYNOPSIS

This script is used to sync configurations between Session
Recording Servers for load balancing deployment.

.DESCRIPTION
Will do below kinds of actions:

1. Export values from the registry key: HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\SmartAuditor\Server to SrServerConfig.reg;

2. Import from SrServerConfig.reg and overwrite values 1in
registry key: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor)\

Server;

3. Add redirection mapping sr_lb_map.xml in %windir%\System32\
msmqg\mapping;

3.1 sr_1lb_map.xml will consist redirection rule for both
http and https, and not port specific.

.PARAMETER Action

Export - to export the registry configurations of Session
Recording Server to a registry file

Import - to import the registry configurations of Session
Recording Server from a registry file

AddRedirection - to add HTTP/HTTPS redirection for MSMQ
.PARAMETER ADCHost
The host name or FQDN of Citrix ADC.

.OUTPUTS

Exported configuration file (SrServerConfig.reg) or backup
configuration file (SrServerConfig.reg.bk)

.EXAMPLE
SrServerConfigurationSync.psl -Action Export
.EXAMPLE

SrServerConfigurationSync.psl -Action Import
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.EXAMPLE

SrServerConfigurationSync.psl -Action AddRedirection -ADCHost
netscaler.xd.local

.EXAMPLE

SrServerConfigurationSync.psl —-Action Import,AddRedirection -
ADCHost netscaler.xd.local

.EXAMPLE

SrServerConfigurationSync.psl -Action Import,Export,
AddRedirection -ADCHost netscaler.xd.local

#>

HHHHHHAAHAAAHHHHHBHIEHS

# Parameters section #

HHHHHHAAAAAAAHHHHEHEHS

Param(
[Parameter (Mandatory = $true)]
[ValidateSet("Export", "Import", "AddRedirection")]
[string[]] $Action,
[Parameter (Mandatory = $false)]
[string] $ADCHost

)

HHHHHHAAAAAAAAHHHAHBHBHHHAHHS

# Default variables section #

HHHHHAAAAAAAAAAHHAHBHBHHHAAAS

SSR_SERVER_REG_PATH = "HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\
SmartAuditor\Server"

SREG_FILE_PATH "SrServerConfig.reg"
$REG_BACKUP_FILE_PATH = "SrServerConfig.reg.bk"

$TEMP_REDIRECT_XML

"sr_lb_map.xml"
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$REDIRECT_XML_PATH = "Senv:windir\System32\msmqg\mapping"
HHE#AHHARAHBAR MAIN HHARHHHARHHAAHH
Try

{

If ($Action -Contains "export") {

Write-Host "Exporting current Session Recording
Server Configuration to registry file: $REG_FILE_PATH ..." -
ForegroundColor Green

& REG EXPORT $SR_SERVER_REG_PATH $REG_FILE_PATH /Y

Write-Host "Finish exporting." -ForegroundColor
Green

If (SAction -Contains "import")

{
If (!(Test-Path $REG_FILE_PATH))
{
Write-Host "No $SREG_FILE_PATH founded.
Aborted." -ForegroundColor Yellow
Exit 0
}

# Back up previous registry key

Write-Host "Backing up Session Recording Server
Configuration to Registry file: SREG_BACKUP_FILE_PATH ..." -
ForegroundColor Green

& REG EXPORT $SR_SERVER_REG_PATH
$REG_BACKUP_FILE_PATH /Y

Write-Host "Importing Session Recording Server
Configuration from Registry file: SREG_FILE_PATH ..." -
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ForegroundColor Green
& REG IMPORT $REG_FILE_PATH 2>$null

Write-Host "Finish importing." -ForegroundColor
Green

If (SAction -Contains "addredirection'")

{

# Check 1if Citrix ADC host 1is given; If not, exit
normally with warning.

If(([String]::IsNullOrEmpty ($SADCHost)))

{
Write-Host "No Citrix ADC host name is
specified. Finish adding redirection." -ForegroundColor Yellow
Exit ©
}

If (!(Test-Path STEMP_REDIRECT_XML))

{

New-Item STEMP_REDIRECT_XML -Type file

$SysInfo = Get-WmiObject -Class Win32_ComputerSystem
$LocalFgdn = "$($SSysInfo.Name).$(S$SSysInfo.Domain)"
$RedirectXmlContent =

@"

<redirections xmlns="msmg-queue-redirections.xml">

<redirection>
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185

186
187

188
189
190
191
192
193

194
195

196
197
198
199
200
201
202
203
204
205

206
207

208
209

210
211

212
213
214
215

216
217
218
219
220
221
222
223
224
225
226
227
228

<from>http://$ADCHost*/msmq/private$/CitrixSmAudData
</from>

<to>http://$LocalFqdn/msmqg/privates$/CitrixSmAudData
</to>

</redirection>
<redirection>

<from>https://$ADCHostx/msmq/privates$/
CitrixSmAudData</from>

<to>https://$LocalFqgdn/msmq/private$/CitrixSmAudData
</to>

</redirection>

</redirections>

"@
# Don't take care of encoding
$RedirectXmlContent | Out-File -FilePath
$TEMP_REDIRECT_XML
Write-Host "Copying STEMP_REDIRECT_XML to
$REDIRECT_XML_PATH ..." -ForegroundColor Green
Copy-Item $TEMP_REDIRECT_XML -Destination
SREDIRECT_XML_PATH
Write-Host "Restarting MSMQ service ..." -
ForegroundColor Green
Restart-Service msmg -Force
Write-Host "Finish adding HTTP/HTTPS Redirection for
MSMQ." -ForegroundColor Green
}
Exit O
}
Catch
{
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Write-Host "$_.Exception.Message" -ForegroundColor Red

Exit 1
+
Finally
{
# Nothing to do
}

<!--NeedCopy—-->

6a. BaiEHREIRESRESN PowerShell iz, 90 SrServerConfigurationSync.psl.

6b. 7E—~ Session Recording Server LE.E EnableLB iift&RERE, UEERZSHEN— HSRREOHET
powershell.exe -file SrServerConfigurationSync.ps1 -Action Export,AddRedirection ~ADCHost
<ADCHost> @<, He <ADCHost> 7813 Citrix ADC VIP #tiiik#y FQDN,

6C. BITHIAG, BER—TFHINE R SrServerConfig.reg B M R X4 % sr_lb_map.xml X4 %
C:\Windows\System32\msmq\Mapping &%,

6d. 7£5 — Session Recording Server L, & #|#i@E8 % B £ SrServerConfig.reg, UEBE R
B % B &6 <SR R E OHiE T powershell.exe -file SrServerConfigurationSync.ps1 -Action Im-
port,AddRedirection ~ADCHost <ADCHost> &%, H 1 <ADCHost> 8 # Citrix ADC VIP bt &9
FQDN,

6e. =1TiZ</5, EnableLB &Ei&HNZEI5S—1 Session Recording Server ;x&Wi+, sr_lb_map.xml 32
A3l C:\Windows\System32\msmqg\Mapping B&&ZH,

R4 7 Session Recording Agent i9itE#l L, 72 Session Recording Agent BT TIRIE

« WREH Session Recording Storage Manager ;& 8 BAFIEE HTTP = HTTPS Y, 57 Session
Recording Server Sta<iEFEA Citrix ADC VIP 3iiit#y FQDN,

« INR&H Session Recording Storage Manager JE S AFIEZZIAN TCP 1Y, i57E Session Recording
Server XXZAEFRHA Citrix ADC VIP ik,

£R% T Session Recording Player #9it&#1 £, $HiTLATi&¢E A0 Citrix ADC VIP #iiitsk 2 FQDN ERiE
1 Session Recording Server,
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£R% T Session Recording #iEZEH SQL Server £, HiTLUITFIZIE I§FrE Session Recording Server it
B PRINEIEZ Session Recording $#iEEH AE 5 E db_owner 3R,

BURE Y

May 26, 2020

HFLLERA, Citrix BIAREE HTTP AE@EEY Session Recording R B AR HTTPS, B4R HTTP
RAE HTTPS, HMEZIILE,

¥ HTTP B{E&EEHIX

1. EREFHEE Session Recording Server B9itEH, H7E IS H3¢ Session Recording Broker 2R 2%
o

2. 1ER#7 Session Recording Agent 98 &Rr5S28 L, & Session Recording Agent B ML E
M “HTTPS” EekA “HTTP”:

[Y)

) BRIILET Session Recording Agent B8 & BRS328.

b) MIFAZ & iR Session Recording Agent E(%.

c) 7z Session Recording Agent B4 FiEREZHEM £,

d) 7£ Session Recording Broker XiF#, MM TFHIFIFRFERERE HTTP, RE8EEHELUEZA
. WRARRTEMBoIRS, HEER.

3. 7£ Session Recording Player i€ BHiEMGEEM “HTTPS” Eekr “HTTP”:

a) ERERET Session Recording Player BN T ik,

b) MFaZ &S, %% Session Recording Player,

c) M Session Recording Player iz, RIGEZRT A > %N > 5%, RAEEFRS/HERER.
)

d) MIMYTFHIFIRPEE HTTP, RESHHREFRRUEZAMHIER, HRHIZIEE,

4. 7£ Session Recording SEBgIzHI A RRIMGEEM “HTTPS” &ekh “HTTP”:

a) BRIIRET Session Recording HEIEHI A MRS 2S5
b) Mt &, 3%iZ Session Recording FB&IEHI &,
C) MY THIFIRF%ERE HTTP, AEREHE LU TER. NREZMRTN, TRE5 Session Recording
ERITH AN ARRIEAERIRE,

mE 7% HTTPS B{E&EHY

1. BREEE Session Recording Server g3t #l, H7E IIS F13F Session Recording Broker BA % £i%
%,
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2. %% 7 Session Recording Agent tyS &MR%55 3 L, 3§ Session Recording Agent B HIHLIEE
M “HTTP” Eekx “HTTPS”:

a) BRIRET Session Recording Agent HEAIRSE 3.

b) MFFta & hi%iE Session Recording Agent Ei%.

c) 7£ Session Recording Agent 14 kiR EHET F,

d) 7£ Session Recording Broker Xif#, MiMYTFHIFIRFiEE HTTPS, AGREHEIEZAE
B¥. MRAFIRRENBRS, BEEER,

3. 7£ Session Recording Player i€ BHiEMHiGEEM “HTTP” Bk “HTTPS”:

a) BRIIRET Session Recording Player K& Tk,

b) MFFaZ &S, #%iF Session Recording Player,

c) M Session Recording Player g2, REEFTH > %M > 5%, RAEERRSEHERER.
d) MY THIFIRF%ERE HTTPS, AR EREMRIEZAMNERN, HRHZIHEE,

4. 7z Session Recording SB&IZHI S FRFIMGEEM “HTTP” B3 “HTTPS”:

a) BERIRET Session Recording HB&IEHI & HIARS 25,

b) MFFtaEEH, #%#F Session Recording HBgIEHI&.

C) MY THIFIRF%EE HTTPS, /582 S HE LU TER. NREZMRN, TRE5) Session Recording
wEITH AN ARRISELISE,

BE Citrix 2/ #%3Ei1%) (CEIP)

April 3,2024

L85 Citrix EPAHRMEITR (CEIP) B, R4S BEERREMNEREIEH &KX Citrix, UEBRE~ AR
EMMEEE. I, ERHIBNEIRREHAEE Google Analytics (GA) LGHTIUE. St D .

g

K

CEIP i&&
BUANER T, EERE Session Recording ¥ B2 5 CEIP, KAEERE Session Recording tXR/E%E—X
E#HEUR. EM CEIP BUHITI, BEHATTERE:

1. ZREHEE Session Recording Server fi+ &M,

2. MFFtaZE ki Session Recording Server Ei.

3. 1£ Session Recording Server B/, g CEIP £+,
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4. EUHERS5F P AHEAE TS IEE,

5. EfEsh Citrix Session Recording Analytics Service LU#EI&E £,

i_Eh Session Recording Server Properties — >

Storage  Signing  Follover  Playback  Motifications  CEIF Logging  RBAC

Thiz option allows wou to make the product better by joining the Cugtamer
Experience Improvement Program. Leamn more

Participate in the Customer Experience Improvement Progran.

Cancel Apply

GAKE

BH GA G, SR 5 \eHiglE—k GA 5 Session Recording Server Z jalf9a s S iR,
BRASZA GAKEMKRIEE RRAE=0):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server\
Z#5: CeipHeartBeatDisable
& 1=%2/8, 0=BA
KIsER, GARFREARS,
EZH GA, ERITUTERE:
1. &REHE Session Recording Server it &,
2. I EMRER.
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3. JEE| **HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\SmartAuditor\Server\**,

4. FIM—EMREHIGEHE R CeipHeartBeatDisable,

5. ¥ CeipHeartBeatDisable fEHURIZE N 1.

6. ZFEsh Citrix Session Recording Analytics Service LUEI&E £,

M Session Recording Server W& %R

TREHTBRENEREENRETM. SEPFESEMREERETFANFARAES.

=

&N GUID

1RER YR A

Session Recording Server k7

MR FREIGHE

REIHHE

HSREIFHE

HERH

IRIENNENE

RELSIERNEHNRFINZIEN

RIEBHE

BEERNEMHRFIGHME

ERRIE AR

machine_guid

0OS_version

SRS_version

application-recording-number

recording-number

dynamic-recording-number

recorded-agent-number

event-logging-enabled-agent-

number

event-logging-recording-
number

iR

FRRMERREVEIER It BN, B
GA R, ETitBERA CEIP, t&lE
SHIEHKIEE GA.
RTTENRERANXXEFFH,
B GAR, TitERERA CEIP, 1
MESBIEBLERIXE GA,
FRRRTEEM Session Recording
Server lRAENXAEFFH, BA GA
By, TitRERA CEIP, RESH
EH=RIXE GA,

RN AR R XA ERE,
EIRNEAT GA# CEIP B AEL
iR,
RTNAREFHIRERGIEXESE
HEH, FNEAT GAF CEIP &Y
RRX R,

RIS RHENXEHRENEY, F
BEAT GA # CEIP BHig & th 3
1=,

RTAERHHRIEN VDA HEN
B, RYBAT GAF CEIP B
RiXIEEIE,
RTHEBRSERNEMHNIRFINS
IEH VDA BENEY, RNBEAT
GA #1 CEIP B3 & IX L3R,
RTEERRNEFNRENXHEN
HENEHR, FENBAT GAF CEIP
ENESY3-Slik 5 ¢/
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HIER ERRIE TR iR

BREERHTIER admin-logging-status REBEAEERHTIERERT, 17
RTERMA. ‘07 RREHER. RN
BAT GA M CEIP B & XL 23R,

IERNEHHE collected-events-number RTICENEHHENEN, FANE
BT GA 0 CEIP R & Z IR,
BEXEIRAHE customized-policies-number RTIEEXSERFIGNEHEERC

RERBHRENER, FANBSHET
GA #1 CEIP BHg & X th#3R,
BREAHTE load-balancing-status RIBRAHTENHT. ‘17 &R
BEBMA. ‘0" XnEEMH. ANEHA
T GA #1 CEIP B &iE b #iE.
BRRHGEEER rbac-status RBRARGGEERBRIEF, 17
RTREBA. ‘0”7 RRBEMA. RN
BT GA CEIP BHE & X I iR,

BREMH

February 20, 2024

Session Recording AJ LRARKIHCREHMITIZEMS, WEUBERNBR. ERIUMKEREIGHRERNIERRR
MEBIWEM, FERUTE Session Recording Player &t 2 E I E 4.
AT LS R EH

Session Recording ATLUE R TEH:

« #iN\ USB KRB EBFMEIRE
o NAEFBEINE

XfrEsE. . MBRMBERIE
« Web XI%5EzD

o ATENEORERD
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A USB KB EFfifigE

Session Recording ATLUEREZE TIiEATF Windows siEMAF Mac 19 Citrix Workspace M IEF M Fimi& &
FhRRgTHIE P iR IREhESMRSY (CDM) SNERE AAVIERA USB AR EFMIREHEN, HAETUERHIGPITCER.

AR
HEREEIERE USB RAEEFMEIEE (USB 2551 08) 89N, EELLIhEEIRTEAITTT, &% Session Recording

Administration 4A##0 Session Recording Agent A% Iz 1811 HEBRAE, BXFMER, BSHE
HHEIERER,

Rz 2R R4S
Session Recording XN ARFERBMNLERATHTIER. ANARFEMTIRPFIMEEN, FIRMHER
H# RN AEF 2R 2.
AR
B INEEIETRHAETT, 7E% Session Recording Administration 424#1 Session Recording Agent 74
FlhR7s 1811 SiEBARA. BEXIFMER, ESHEHBETICRER,

XrEmE. . BBRMEENIRIE

TR B RPN XEHFXERERE. IR, BFNEHRE#TESER, HERFGERIFEESF. X
ﬁémfmu) 15%”3.'%14:5 15%%5%0

= .
AR

BELLTHEEIRTNEAIGTT, B FTE Session Recording A (81F Session Recording Administration 48
. Session Recording Agent #1 Session Recording Player) #4kZIkxr7x 1903 = E Sk Zro

Web %555 5h

AILAITES A0S LIS RABFER, HAERBIGFIFEEMN. BRI KRSAM,. URL MTTEAE. X5,
T EBRREE.

i
W

Events and Bookmarks

W 54232 AWM el browsing: https:/fwew. google.com, Google - Google Chrome, chrome

BrirBEEEE SN Web Tmes, E3%itt Web MANSIFIEMAE "N N B WIHEETRAFETBEAE
Web A LEBHEGE, BX5A, E2RTENREEE.
Events and Bookmarks

3 301:43 M “web browsing: https: /v facebook. com, Facebook - Log In or Sign Up - Google Chrome, chrome
3 2:02:00 Ak Web browsing: hitps: / fwee facebook. com, Facebook - Log In or Sign Up - Google Chrome :
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PR ERIR

Pl hRZs

Chrome 69 KE=hRA

Internet Explorer 11

Firefox 61 RE=ARA
AR

BEILINEEIETRHAETT, &% Session Recording Administration 4241 Session Recording Agent 74
FIhR7s 1906 EBIRA. BEXFMAER, ESHEHETICRER,

RAIENEOBESH

Session Recording FILUERRATENE IER, HERBIGRITZEHS. FiZRHELZR. RENHERS,

Events and Bookmarks ®

3 1:56:08 AM Top-most window: EXCEL, BookZ, 220

(3 1:56:22 &M Top-most window, explorer, CITRIXINSTALLATIONLOGS, 7212
(3 1:56:36 &AM Top-most window: Taskmgr, CdiSve.exe, 9276

) 1:56:39 A Top-most window: explorer, Application.evts, 7212

() 1:56:55 AW Top-most window: notepad++, , 4940

) 1:56:59 AM Top-most window: explarer, Desktop, 7212

(3 1:57:08 &AM Top-most window: WINWORD, Bjsjisbb j.docx, 8296

3 1:5713 AM  Top-most window: notepad++, , 4340

3 1:57:20 M Top-most window: Taskmgr, CdiSve.exe, 9276

3 1:57:34 &M  Top-most window: Taskmar, CitixAuthentication. VitualSmartcard. exe, 9276
(3 1:57:51 &M  Top-most window: regedit, FileD perationtonitorLizt, G584

) 1:58:04 A Top-most window: notepad++, shi, 4940

() 1:58:25 AM Top-most window: explorer, Task Switcher, 7212

(3 1:58:26 &AM Top-most window: EXCEL, Grid, B220

RBRNBRESHMCEFNREIG
BRRASHIMCEFRREIG

Session Recording Player AFEHITH B EFFCRHHREIGHNSLIER.

1. 7£ Session Recording Player 1, BHT A FMNERIER, RERGERTH > 54 %,
2. ERRIERIFEPE X EREF M,
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EEHETRF, JRBEHXARAEMLBIRMERRIIEFTNHITICES. TUAAEREME. BHA. BE/EEM
Hithid IS R AR SRR BRI R B,

Advanced Search X

|Saved5eard’1es... | | Save As... | | Reset Values

Search Criteria

Common Date/Time Events Other

Citrix-defined events and events inserted by third-party applications can be tagged while a session is being recorded. To search for
recordings with target events tagged, set the search criteria below.

Event text: | |

Event type: | |v

Citrix_ Evert Monitar AppEnd

Citrix. Evert Monitor. App Start

Citrix. Event Monitor CDMUSE Drive Attach
Citrix.Evert Monitor Clipboard

Citrix. Event Monitor FileCreate

Citrix. Event Monitor File Delete

Citrix. Evert Monitor. File Move

Citrix. Event Monitor File Rename

Citrix. Event Monitor GenericUSBDrive Attach
Query Builder Citrix.Event Monitor. Top Most
Citrix. Event Monitor. WebBrowsing
CitrixUserfpi SessionPause
Citrix.Uzerfpi. SessionResume
Any Citrix-defined event

Find the 200 most relevant re

EHRBFIRFIE T Citrix Session Recording iB RFIASRMHLE, JUERERTNER—MEH
KA, % Citrix EXWEMBHRTIERES Citrix Session Recording ie R EAE RN EHRIFR
BRHI

o BN ATIEB B I E, FAFEHBECRT

o BUNATBRELRNFROKNE,

« 3+F Citrix.EventMonitor.AppStart.Citrix.EventMonitor.AppEnd.Citrix.EventMonitor.CDMUSBDriveA

Citrix.EventMonitor.GenericUSBDriveAttach. Citrix.EventMonitor.FileCreate. Cit-
rix.EventMonitor.FileDelete.Citrix.EventMonitor.FileMove.Citrix.EventMonitor.FileRename.
Citrix.EventMonitor.WebBrowsing #1 Citrix.EventMonitor.TopMost &, HEHREHXA
TSR, 817 App Start.App End.Client drive mapping#lFile Rename=®
S5, Fith, YEESHXRETRENApp Start.App End.Client drive mapping

g File Renameft, EHAENEALER,
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BRESHMCEHFRREIG

BRESHRICEMNIHEGN, XEEHRTESHEMBEERD, HEE Session Recording Player By FE B
DETHER, WTFHR:

@1 Session Recording Player - x
Be Edt Vew Pay Toos Hep
Bz | b [ @& |5 | searcn - Inlastyear ~ (9 (1% | [ Advanced Search
Workspace x| Search Results x
] Wﬂﬂ;spaci ;dn::mmanr User Name Application Status Start Time Duration  Delivery Group VDA Machine: Size ~
ﬁ o B sdministrator Desktop Complets 9/27/2019253AM 000318 DG_TSVDA EBSDK-TSVDA 1553 KB
O adrinisirator Deskiop Complete  9/27/2019246AM  00:0646  DG_TSVDA EBSDKTSVDAT 1577KB
B adrinisirtor Deskiop Complete  9/27/2019232AM 001316 DG_TSVDA EBSDKTSVDAT 21088
B adninistraor Deskiop Complete  /27/2019219AM  00:4157  DG_TSVDA EBSDKTSVDA 1450KB
B adrinisirtor Deskiop Complele  9/27/20192712AM 000603  DG_TSVDA EBSDKTSVDAT 1725 KB
i adminisirtor Deskiop Comie | STIAB2A 00316 DG TR EBSDK-TSVDAT 1,044 KB
i administraor Deskiop Complete 000173 DG_TSVDA EBSDK-TSVDAT 1211 KB
=] administrator Deskiop [ zma 155AM 000549  DG_TSVDA EBSDK-TSVDA-1 2241 KB
I adminisrator Deskiop Complete 97272019 T50AM  00:0454  DG_TSVDA EBSDK-TSUDA-T T62KB
Deai Comnlete 972701914000 001296 NG TSV ERSNKTEUNAL 12018
Now Playing e
User adninihator
Domain: EBSDK

Applicaton:  Deskiop
Delivery Group: DG_TSVDA

Events and Bookmarks:

O 1:5608 M Toprmost window EXCEL, Book?, 6880

O 1:56:22 &M Top-most window: explorer. CITRINSTALLATIONLOGS, 7212
O 1:56:36 M Topmost window: Tasknor, CiSve exe, 276

© 1:56:33 M _Topmost window: explorer, Application

O 15655 AM T opmost window: notepad++, . 4340

O 1:56:59 AM Topmost window: explorer, Deskiap. 7212

Q15708 M Tapmast window: WINWORD, Bisisb jdocs, 8895

© 1:5713AM Topmostwindows notepad, , 4340

Q 1:57:20 &M Topmost window. Taskmar. G ene, 276

O 1:57:34 AM Topmost window: Taskmer, Citix Authentication VitualSmancard exe, 3276
O 15751 &M Topmost window: regedi, FileDperstiorMoritorList, 6554

O 1:5304 M Topmost window: notepades. shi, 4340

© 156:25 M Top-most window explorer, Task Switcher, 7212

O 115826 AM Topmost window: EXCEL. Grid, 6380

MBS 0 Cimile g jsimads +2m00s +2m3ds +3m00s [ +amos amaos: E sBmats

D> Size:2241 KB © 156:39 AM explorer, Application evtx, 7212 912772019 1:56:52 AM

AILMERAEHNRERFNSE, HERERICT EHHR.

BEE R

June 26, 2020

M Session Recording Player Z& Mg Z&FHIH Citrix Virtual Apps and Desktops &i%, HHXLESIFTRM
BE,
NRREENBA T ENERTIEE, WAIMEBEBEEHITHRIE (B 1-2 BHER),
MBESIFNIFEM EIR KR X A/NRA, BH Session Recording BEIERBEENRE], N RESIRIEXH
H,

AR

Session Recording B2 &% iR F AP AR REH VDA £IEHNR, NRERELLNEERIE, BS
Session Recording B2 REL R,

& % Session Recording Player B, Session Recording B & i@ ¥ =1& & Session Recording Player 5
Session Recording Server Zialf0i&sk. MRFIZBIERE, ERRITXHERN, RARTEHITIEE, EXIE
B8, BE5EH Session Recording B2 G Ko
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55 Session Recording Player

February 20, 2024

E5h Session Recording Player

1. BRFIRET Session Recording Player BT Ei,
2. MFFpaEh, %% Session Recording Player, 3§27 Session Recording Player,

TEERK Session Recording Player M 2MIEEHSIEHETHEETR, UTERXEHBNET XL
RHIINRE,

Session Recording Player @ & TAMXAMNE O TR,

T REIRET Session Recording Player 89T fEuk,
MITsaZEgsh, %4k Session Recording Player.
M Session Recording Player & hiEREE,
ERERTNTR, EEETRZE, ZRRRUNER. SEMCETZTRLFIERRS.

> wnh

EIZZIFER Session Recording Server

3N R Session Recording &2 &} f&# Session Recording Player i& & 7 7] % #% £ 4 Session Recording
Server HIhRE, MIATLLERE Session Recording Player ##%# Session Recording Server, Session Record-
ing Player —x R gEiE#EI—1 Session Recording Server,

BREIRET Session Recording Player M {Fif,

MIFsaZgesh, %4k Session Recording Player.

M Session Recording Player Szi=mh, & T A > %M > &
R EEEMN Session Recording Server,

> wnh

2 AR AR SRR AR IRP

November 23, 2020
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B RS AR RIERER

MRERRTBERNMENERATRERIE, AUERFIEZGHARTIEFEELRIE. EEEERFINIESESR
KR ERREE M. BZE, HIEM VDA EREISEIR EFE 1-2 FRVER,

BEERTERANSIENELEINRERATA:

o TERHZEAEIEHFER, IRBFERLATEARS, WAILEEERBERRIE, ERNXERIEGHT
BFER, HETRRFIZEETEERIES,

o ERERHZEAENBERRF. MREATHEBRF, WIUEELNERRIE B2, ESETRZETS
REME,

o STRREIZETREFX Mo
RINERT, KNSIEERLATRARS.

L REIFEE Session Recording Server Bit& .

MFFa %R Session Recording Server B4,

7z Session Recording Server B, BHEHOETF,
e BB R A 1T SRR S IE RS A

A

B RS BB MR

AT REHEN, Session Recording & Bahin#1E Session Recording Player F FE UEE BN REIX M. HEK
RIFRIBF LR TRREINGNEFTRAF SEFIMEERLEX 4, TEEEMT L ERRRENYE, T EHEMAR
B, MEBEXHNT BER .icle, RMBEXHNTBER . 1cl. REXHIETE Session Recording Player
£ %localAppData%\Citrix\SessionRecording\Player\Cache i FEFNERS, B
AR AR A ALk

BATBNEER HTTPS sRRIPEURE .
RINERT, BRERPLTERRZ.

BREFEE Session Recording Server B3t &,

MFFaZ %R Session Recording Server E4,

£ Session Recording Server B, #EHBHOET F.
ERIERRINE T R AHERH2IE R4 8 IRIE,

> wnN e

FIFF BRI S

February 20,2024
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ARG

AILUGEIE =FAITFF Session Recording Player RpIiERHI4:

« M Session Recording Player 1T#Z, HRERFZHFHNRFNIERETEERRERXFH,
o EEMEHEERRSR N Z R PR RIEX o
o M IEIR” XHFIBIEREIBRIE Mo

ARERAFESIRFNXMAN, RAIET—FEESHE, BHRRIEZXHRNRFEMTENS. MREHEEXH
BRI, BEESEORREIZRTFEX .

F=3

AR
f&Bh Session Recording WEE R HEIERINGE, ERILUIER Session Recording Player FREIREIM T &S
Sl BXREMER, FEHNEERBTIER.

FIFERGRXIF PRI R

T REIRET Session Recording Player 89it&E#1.
MITsaZEeesh, #%4E Session Recording Player.

TR,

MRERERXFEAAN, BHE “TEX" BETERERER,
FRRERXEH, ERERRNRIE,

PATUTERERE:

ok~ w N+

s WERIE,
o BEBAAARAEFER.
+ M Session Recording Player &2, #EREKR > B

B R ST R

RHENSIEXHENBIRL 1_ Fk, KRXERE—NWFEEFEXEIDM .iclH .icle XHT RS, .iclLiE
BRTREGREZABRRIF, . 1cle FRERTREGNATBREFRF. RENJEXEREE—IEAIENR
B BERRIC R, B30, 7£ 2014 £ 12 B 22 BREIMSIEXH, REFEXERERF 2014\12\22 F,

1. BREIRET Session Recording Player BT Ei,
2. MFFtaZEs, %% Session Recording Player.
3. RITUTERIRIE:

+ 7£ Session Recording Player S2&i=r, RIGEZRESMH > 717, FHREXH,

£/ Windows ZREER, SMEXH, HIEXHENEBREEOF,

£/ Windows ZREEE, SMEXMHHNHIZ Mo

MREE “THEXK” BRPEET “WER, EEFWEFRAN WEFK XKgPITFzs, 758
T MERERKIFPIT A ER S AR,
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fER IR

WA E X HR, BRI LIRRIFREEEENREIG. XEWGE T AR5 AEFEMET TIEIL MR LR
BIMSIEX . AIEXEXHRARSHIEMIFiL, HEATLUSHM Session Recording Player AR HZX
L%,

} =r

==

B3¢ Session Recording Player BB ARMIRMAF Z8ETHS W SXHFBXBIREINRIE .
BES &R Session Recording B2 RELRIKEUAIAIN R,

B IR F 33k -

BREIRET Session Recording Player BT ik,

MFFsaZeadh, %% Session Recording Player,

7£ Session Recording Player &9, %% “TEX” BA&RHIBHRITESIH-,
MFEBER, RREEXH > XHE > X HR, WRRXHERTHET— MR,
BAXMRER, ARG Enter #, HERHAERMUBLUEZH A

ok wpn

ERXH > XFREEHETROEMET ARG, EahS. B Ef. SANSEXHEE,

BIR B

7£ Session Recording Player F#TARBINRIEZ G, TUERUTAENRREINEIE:

o ERAEHRSIEATER. FLE. HEEUNRRSHFEREE.,
o EREREIBRATRIHTER,

MREERBHFBATITE, HERFINZEFFREEEXEN, BAINBIEIXERCMEFRINERNS
o

o EERRFEFNSIERE, TRKETE ZNETEH. NRAFTE Internet Explorer Fijl Spt s T —
MNER, MZEGNERBADMERREA, BEG# Internet Explorer 45/)\, MSERHFHHERE=D
e, BARFHENER—NMEH, BREHIERIELETRTH .

« Itk Session Recording kxzasF 3z #f SpeedScreen Multimedia Acceleration #1 Flash &A% 588
®E, MRBATILAT, BREET—1REHH

o FEABTFHET 4096 x 4096 W MERRHIRIEN, REIGFRITRESHIAR.

fERRRasE

AT HIBREBSEO T ANEREEG, WAl UM Session Recording Player 3% & 2 dhik iR 3B MK i X L 5
o
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M e
i EIRPTERIE 1
SRR,

FILRER. MRBEHFEL, AERHER, REFRBEZR
XAFEF L ER BB,

RYUmBRERERY, REUREESERERENTESZ

o

R mE R EN S, &S EEMEIEREBBRERN 32
%o

¥ [#]

fERIEIIER

ERARRSBEEONTANEMWBRARERFINIEFHFRMUE. JLUSHEIBREDZIRFGPETENR, BN
BERDIFINERMEUBHEIZAE,

ERTLAE AR LA T SRR IRAE SR SR AT 18 B3R .

R LhaE

E2Al Ik
End EIFNLER,
EFSt: mEES 5
P T mEES 5,
BRIRREE TR —& mEiES 15 #,
BRITRRH ERE—& mEES 15 %,
Ctrl+ HETk5 mERiES 30 #,
Ctrl + A&k mEES 30 ¥,
PgDn BEES 1 9%
PgUp mEES 1 9%
Ctrl + B REARRE ™ TR —1& mFiESF 90
Ctrl + B REAFREm LR —1& mEES 90
Ctrl + Page Down MEIES 6 D%,
Ctrl + Page Up mEES 6 %,
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AL T BIRAIEKE: M Session Recording Player Sz, RGEFT A > % > $EKs, HIEBHRUE
kRS IR IE], PARZBYIEIRIR, PRERFHEZ. MELERERIEERRIE, EFIURTREINEHNANMITENA
o

BOUERBRE

B[ LASY Session Recording Player #17i& 8, FHAEBUERBHOREN 1/4 B 32 2 5IE MR RBEBR
M=IE.

BREIRET Session Recording Player BT ik,
MFFsaZegadh, %% Session Recording Player,

M Session Recording Player &2, EFER > BHEE,
EE—RE IR,

> w e

BRERIAEE, EREERNXATRREE NN TERIEEETHERE,

R ERRENSIERN T NS E

FHNREN TN ER B E DS ERITEMIRIENSES,. Session Recording Player aILUEBHE BT REETS
FINSIENZ RSB, ETERINAIF. BXEFRER, FBHARE B RE R EE,

B B IRIEN=AE 7D

EIRFEFENT, AL Session Recording Player i& B BLE REINSIERIGE L EIRIENIN. HIEBEATTHE
MEBHRHEE, B2, EXRIBNTELSME, FIMNESLSNNERIEE. AR A 2 RN E ST H % rIed ¢,

B REIR%ET Session Recording Player BT ik,
2. MFFtaxEs, %% Session Recording Player,
3. M Session Recording Player S, RRGEZRER > RESHER,

TR TSR F, BREFRZENN, BRSERKSEEORERERARE,

BRRERET

B EEC, ERUERRFNREEEREEAFNETAR. ATUFENERESG. @RETER. £RIBRNED
RERERSEN, URERFNSEAEERIGUELSERSETONERHITE D,

eRETERSEEN

RER%ET Session Recording Player B9 {Fif,
2. MFFtaZEs, %% Session Recording Player,
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3. M Session Recording Player &, {KIEREE > 2REM.
4. BREIRAAN, 5% Esc 3 F11,

ERMNE R ERERSEED

1. BRFIRET Session Recording Player By T{Fik,

2. MFFEAZ &, #%#F Session Recording Player.,

3. M Session Recording Player &2, KRAREE > BRBEEREO+T. FET— 2B HREE
OM#FEO, ATLUEHE QURIBEEOKR ),

4, ERFERBEORANITEOR, BROUEEEE > BRSBEREEOFR, 33% F10,

FERSERREEEN EREEN

1. ERFRET Session Recording Player 89T fEuk,
2. MFFEaZEH, #%#F Session Recording Player.,
3. M Session Recording Player Szsi=mh, {RGEREN > PRGN > BHLOENE .

s BRUENED (RE2) TRERFRENANRSE)ER. SR “SRE” SHat, ERINAH
HEER, BEGNXATEH. MREER “SHRE" RABEIERERE, BERLED,

s ERUENED (BRE) TRUSRENEN G ER. ERILAMAIRERSBERNATIRELLER
“REZI EIIE,

FHEEG

1. EREIRET Session Recording Player BT Fif,

2. MFFHhZ&E, %% Session Recording Player.,

3. M Session Recording Player S22z, {RRIEZFEK > FHNEK > FB. EHTAFF. BREED
NELAZETREN)NER,

4. EREG. NETEREEEGPHLE,

5. BEILTH, HEFEP—MERET,

7£ Session Recording FAE & R4 &iAE

BREIRET Session Recording Player BTk,

MFFagadh, %% Session Recording Player,

M Session Recording Player S2&i=zmh, AR T R > %0 > KR,

ERERIER G E R R ROES IEE,

MRKEPERIERFIAE R RDESIRE, AIUERHITERSBEOPN, BdfEHHRERGERENE
AR BVAL i

> w e
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w

ﬁ\ 27N \§|\7F.IE—_I-|ETJER

May 26,2020

FENSEN TR EREEFEERITEMIRENIS,. Session Recording Player AR HIEHRE ERF
FINSIEN T RET B, ETERIN A F o

FE: /A Session Recording Player BN SIER AR E B RN EE,

EREETRANSIENTHESEER, BHITUTERE:

1. BERERET Session Recording Player 89T fEuk,
2. MFFEaZE, #%#F Session Recording Player.,
3. 7£ Session Recording Player Szi2mh, #EFEF > TR EEHEFREVEIEH S IEIE,

ZFREIM

November 23,2022

BRITARHNSITEX 4R, Session Recording Player #ss MR MMM E FTHIZX . NREEETHAER
B, NIETLUET 7 TIRE F B R TS THATERNNE,. EEIXEMEETFL E IR ks

userprofile\**AppData\Local\Citrix\SessionRecording\Player\Cache**

BELIEERTEENHETEE, REHEBIEENHETEZRE, Session Recording =His&IA. ERRMSE
DHRGIE, MMAMRGIGER=ZE. TR EEEEF RS E T8,

BR%EE

B REIRET Session Recording Player BT {Eik,

MITsaZEesh, #%4F Session Recording Player.

M Session Recording Player 382, REZFTH > %M > &7,

ERR TR A EFEAIT BN EIRE,

ERFIATFEFNHETEE, FEHRHNEEANBETEEERE, HEEERTEFN MB %,
BERE,

ok~ w

T REIRET Session Recording Player BT {Eik,
2. MFFtAZ&E, i%#F Session Recording Player.,
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. M Session Recording Player Sz#i=, fIEZFETR > %M > &7,
. EPR T HNXHEFE MBS IRE,

. £ Session Recording Player /1, fRiERTH > £ > £17,

. BEBRER, AEREWHEURIMRE

o 0 b~ W

EREMHNBE

June 26, 2020
AT AERAEHMBEZEEBN B REN=IE,

REIRIEN, SASEPEN Citrix EXHEM, SERAIUERSNH API IE=ANAEFENEEXEMH. BEMHEN
KB —E 2 THRE. TAER Session Recording Player ks 8k ==,

BERESIFIB N E F B Session Recording Player IEANEI R HI MWK IFFMWIRIG. MAE, BE
S—EBES5ZRHWHNSEXK BIKENKG B2 EBNFABFASEXEN—BLHBTRE
B, MEBENEMH .iclb X # 77 % /£ Session Recording Player EH B EEZE X H £ (Hl a0
C:\Users\SpecificUser\AppData\Local\Citrix\SessionRecording\Player\Bookmarks) &, H X 4 &
5 icl REXHHIXEEER. BEEMERSBTPERERABSHREE, 5% . 0clb XHEHIFIZEMRE L
PEEEXXHFTF, BRAERT, 8MBEBREXER ‘B, BEAUEEERIRSZEE 128 N FRVEMX A
#E,

ERHRBEONTERD, E4ETAHECER, BEETHEGEHR, BEMBHIIXLEESMAR EAIERRSHMN
KRR AR, E A LATE Session Recording Player WEHMBETIRFP ERBHMNBE, FILTIFRS, SHNH
FEENAIGEREERHINSEFPERNRBE—EET (RNEIRFETR) .

AILUEAEHMBEEN N REINEIE, BERIEHHPE, AURERFINZEPEAHRBEAEAR

ERVIRFHEHNHE

EMNPEVNRETHAEEERNREIIEFBEANEHANBE. JURETES REREE, AURNERT
&

TREIRET Session Recording Player f9 T {Eik,
MFaZEH, %% Session Recording Player,
R RREHBEEANBENRKE, AREHEAGRUETREKE,

ERRETENH. AETHEHLIET.

> w N

BABE

1. ERERET Session Recording Player 89T Euk,
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MFFsaZeeEsh, %k Session Recording Player,
FEBRBEEPRNBENREIRIE,

RiE I BRE I BEABENMUE,

B REREH B BB EOXE, ARRHEERITERUBTRE,
FEARINBEMSRINBE, ReIEHE:

ISR

o BEEARIABERERNBE, BEFRRNBE,
o EEAEIENERMXATERNBE, HEFRHLE,
128 1NFF) . BEHE,

NS EE et

IEBERE, ATUmERMAEREREM T,

B REIRET Session Recording Player BT ik,
MFFsaZ &S, %% Session Recording Player,
FAEREE BENRFIRIE,

BREGNBEINRETHE.

ERFHNBEIRPNBE, AERERTERUETRES,
EFRRERE,

ERRNEOR, BAFHCE, AEREHE,

Nk~ e

pRPE

B REIRET Session Recording Player 9T fEuk,
MITsaZEeesh, 3#%4%E Session Recording Player.
FaEREE BENREIRIE,

HRBHNBEIIRERTHE,

ERRHNBEVNRPNBE, AERERTERUETRES,
WEHERIRR,

ok~ w

REEHHPE

BIEHHBEIH Session Recording Player ZRIRHINSIFPFEHRBEAEN R

BERERET Session Recording Player 89T Euk,
MFFsaZgsh, %k Session Recording Player,
FAREREEEHHBENERFIM
HRIEGRPE:

> w N

« AERSBEEONTESOH, BERTEHFAPENERBITRULEIZHHBE,

BABEERZPEHXAER

=

7
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o EEMMPEIIRP, NWHBRINEAHPHE, BRI T-IEAHBE, BMIRFEREEENHH
BE, BHEMERUETRSE, AREREIERE,

IRRRHIHF

November 23,2022

Session Recording Player A ZEHITIRFIERNBRIER, URIEENAIMEEERENET, E#RERETE
Session Recording Player Hi83R4ER X1,

F=3

AR

ERTETANRGAZE BRPIUETHEARIELR) , ERITERMEIEEETAERSH.

HITREIEER

1. ERFRET Session Recording Player BT fEuk,
2. MFFEaZ&E, i#%#F Session Recording Player.,
3. EXHRFMH:

o ERRFRPBAERES

o BEREHBHINERGE LUBTERFESNSHTIR

o BHEERFRANNFKUERRIEHITE 64 KIERHIXAE

o ERARRFRANN THFIFERIEE 218 R FI0 8] 8 8] B 54T 8,

4. BEHETHIIRENNETRERUEEHER,

RITRRIER
BRERTRRSEE 20 EEREIEE 150000 Z2MRENER, Citrix Z2UEAERRNEERESFG (FIIBHAE
EAF) WRDERBE,

1. BREIRET Session Recording Player BT {Eif,

2. MFFtAZ &, i%#F Session Recording Player.,

3. 7z Session Recording Player &7, #HTAE FWERIER, HERNERTAR > S&IER,

4. ERRIEFHEEANET-RHEXERFMG

o BAATERIESKFAMANG., ihm. H. EATERIERIERAN VDA, MARFIXMH ID #1THE,

- BHE/MEATFERREE. 28— XPRETE,
o EHAFEETIBAIISIFERD Citrix EXHNEHNBEEXEH,
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o EtRAFEERIIER. FAGRBF. FREMIEURREISENERITER. cEAFEAIERIERE
BRERNRAETHEUMERFESEEEFEXF.
FEERRFMHN, GEECENEIEERENEERBHERR,.

5. BEERUBHIER,

ALUREFNNRSEEREN, EefEFTNEEFREREIREFIANNEL, EEREFTNEEFREITH
HHRREBRENETH. TESHFATERERN .15 BIXH,

RERRE

Session Recording Player BZREMAFERENERLERPETHRARERFIGEY, UREEERERTRETES
FRIEX M,

ERERET Session Recording Player B9 T Euk,

MFFeaxzgarh, %% Session Recording Player,

M Session Recording Player g2, fREZET A > %M > %,
HEETHNSARERHEFTERD, BAEETHERERKE. L8R 500 {45,
BRERRPERCEFEXG, BEERSEREEFNX Y.

ok wpn =

Session Recording Web /%23

February 20,2024

BhR
Web #i2 AFEER Web IR REEMBHRREIG, HREEFATUEETERNFMEREIG, €£H Web B,
AT LUBRAT DU T 48R4
o ERTIERERREG, SEINE. BRHRF. BRE. BAERF. FFF P ik, FHXAE. S4EEH
Ej‘lE—IJo ﬁ*ﬁémfm Sy 1525@252'439’]*%?%'”&#0

o EEMBRAEGNERDTIHRNFHIRCE RSN RFGNETMOREIG. BXFRES, FEHALXFHNE
AR

AR

2 #¥ Internet Explorer. Google Chrome #1 Firefox.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 125


https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/view-recordings/session-recording-web-player.html#view-recordings
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/view-recordings/session-recording-web-player.html#view-recordings
https://docs.citrix.com/zh-cn/session-recording/1912-ltsr/view-recordings/session-recording-web-player.html#view-recordings

Session Recording 1912 LTSR

EA Web #1238

BIMBERT, Web B4 FR2ARS,

« Z2 A Web #7428, BE5 Windows s R RFHIE{T <Session Recording Server
installation path>\Bin\TestPolicyAdmin.exe -enablewebplayer &%,

s EX M Web %28, 55 Windows & € R HIEIT <Session Recording Server
installation path>\Bin\TestPolicyAdmin.exe -disablewebplayer &%,

BERMED

Web #& i 28 Web 5 == 89 URL J http(s)://<FQDN of Session Recording Server>/
WebPlayer . BHRER HTTPS, 5% SSL48EFMZ IS EAI Web i3 E3# SsRecWebSocketServer
.exe.config BBXH, BXHMEE, FSREAXTH HTTPS iLEES,

AR
B3R Web #7%38 Web th=By, SMAFFRERANEE, MIEHSAFSRENER,

BRE Web #Eik2E Web b5, BHHFAAREG. 2HENSMPHMERSEBRFTEHN ZRREE R

=)o
€ Recordings. x| + - 8 x
@ +* amil:
CITRIX | Session Recording Hi EBSDK\Administrator
(3] Recordings " Start time u: t Client Event: Duration
All Recordings
ptemb — >
Configuration v N
August 22019, 6.47am TSVDA19-L — 00013 C
August 22019, 6:43am administrator KUQOC-TSVDA-1 [ ] 2 0005, (})
August 22019, 6:423m administrator KUQOC-TSVDA-1 I 2 00:01:04 @
August 2 2019, 6:34am administrator KUQOC-TSVDA-1 | ] 4 00:01:56 ®
P
oy 122019,7212m wser2 KUQOCTSVDAL — . 000052 »
July 12 2019, 7:20am userl KUQOC-TSVDA-1 | ] 00:00: @
wyoszoam e 2 Kuaoc TsvoA1 — 0000 O
/
July 122019, 7040m usert KUQOC-TSVDAL —— C
S
Wy 112015, 219m . oAL5- — C
July 11 2019, 2:19pr user2 TSVDA-19-1 0 00:00: kv
July 11 2019, 2:14pm user2 KUQOC-TSVDA-1 [ ] 0 00: @
N\
Eresd

5 H1th Session Recording AF—#¢, &AILIERA Citrix Virtual Apps and Desktops 127 R%E Web ik
2o
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ERELRED, EEZOAMGTTIE LK Session Recording Administration 3§ Web BB TR ERET
Session Recording Server HE—&i+ 8 L. BXREE Session Recording Hi¥4HMs 2, B&HZRE. FRME

o

%% Web #®ik23/5, SessionRecordingRestApiService 71 WebPlayer i AREFFERETE IS Lo

€5 Internet Information Services (1IS) Manager

- X
(S G0 0-
File Help
Connections q. Actions
Q- id |7 18 - Mansge Server
¥ Start Page Filter: ¥ Go - G ShowAll | Group by: Area - - o L=
v & et averenor T e Truse e ey ragEs e »
2 Application Pools izat.. Compilati Pages Levels  Settings  Strings Controls ol
v .8 Sites >,
v @ Default Web Site $?) gg) EQ;'.L
& aspnet_client Providers  Session State SMTP E-mail
@ MsmQ

(P SessionRecordingBroker
(@ SessionRecordingLogging
(P SessionRecordingLoggingWebApplicat
¥ SessionRecordingRestApiService
(@ SessionRecordingWebStreaming
(9 WebPlayer

s

£ & =@

AsSP Authentic... cal

‘- g =
Q?j 9o #E
Handler HTTP HTTP
Mappings ~ Redirect  Respon...
= L @y
Request | Server | Worker
Filtering | Certificates | Processes
Management
B & E
By
Configurat...  Feature Shared
Editor  Delegation Configurat.

g o
Compression  Default
Document

Directory
Browsing

€ ¢ @

ISAPland  ISAPIFilters  Logging
CGl Restri...

o

Web
Platfor...

B

ErrorPages  Failed
Request Tra...

- |

MIME Types  Modules

€©@
FastCGl
Settings
}r:&
Output
Caching

Ready

HTTPS ic&

[ Festre i J2 Conent View

S5 HTTPS 3518 Web $E53 Web 152, 5T FIRIE:

1. 72 IS 7 SSL 487,

a) MEIMSIEBMEMN (CA) 3REX PEM 1&z0H SSL IEH.

AR

%

Google Chrome # Firefox HAZEFITHNRBABELIFIBERIEK (CSR) FHAER. X
LR B TEFRE AT EEASERPREFIHITEREZARM (SAN), Ei@id HTTPS /8 Web &
TRES, TBMERIT AT RE:

. fEME4 Session Recording Server B, 5% Session Recording Server BIEHEH A
SAN JEH,
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© 3

Chrome Firefox

HTTPS HTTRS HTTPS

HITPS
SR Server
(=]

L1
VDA

VDA -% SAN Certificate

o FRMNETEHR, BHFE SAN JEFE Citrix ADC #144 Session Recording Server £33

Ao

© ©

Cheome Firefox
HTTPS HITPS HTTPS HTTPS ecertiion
E l
VDA SR Server
= | et Z e
g : £
L o E @ : SR Server
VDA | irtual Server SAN Cernficate :
! OnHTTPS
b) £ 1IS £, AeE Web bR, ABEFRMPE, AT SRIESPEIIEE,
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add...
hitt, 20 *
. Edit...
Remove
Browse
Close
C) BEA AR, LSRR HEIHEE,
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d) MERTIRAHEE https , AEi%E#EF SSLIEH.

Add Site Binding

?
Type IP address: Port:
http e |AII Unassigned v| |3D
httE l
Exarnple: www.contoso.com or marketing.contoso.com
OK Cancel
Add Site Binding ?
Type: IP address: Port:
https ~ | |All Unassigned v| |443
Host name:
] Require Server Mame Indication
S50 certificate:
Mot selected Select Jiew
OK Cancel

e) BEHME,

2. B# SsRecWebSocketServer.exe.configREXH.

a) HEIFHITH SsRecWebSocketServer.exe.configBEXH.

SsRecWebSocketServer.exe.config id 8 X # & & L T X # ¥ <Session

Recording Server -installation path>\Bin\ &,

b) i@id4Rig TLSEnable=1 BA TLS, #95ES SSLIEBRERHAMRE,
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=

=W

135 PEM & A9 SSL IE R ZREA
ServerPort FE&ETR Web BB ATRERFIXHENIROS, EUTREHES, ZFERIE
HEBRIAE (22334)

Mj SsRecWebSocketServer.exe.config - Notepad

File Edit Format View Help

#l-enable TLS
#@-disable TLS
TLSEnable=08
#default-enable web socket serwveron all ip address
#x.x.x.x-only enable serveron the given ip address
Serverfddress=default

#default-enable web socket serveron tcp port 22334
#[@-65535]-enable serveron the given tcp port
[ServerPort=default |

#cert file path and name, only config it when TL5Enable=1
|SSLCert=C:\aSRS2.pem |

f#tkey file path and name, only config it when TLSEnable=1
|SSLKey=C: \newaSRS2key . pen

ZiRE WebSocket AR$5 2852 & FE AR S IMIEBAIBEA M, BERITIUTIRIE:
i. MREES SSLiIE$HM Session Recording Server E&# 7T OpenSSL,
ii. ¥ SSLIEBSHA.pix X, .pix XHEIEEHMFAR.
iii. TASSRRAHEIEE . piX XHHIHNE,
iv. M OpenSSL\bin sz Ezh OpenSSL,
V. BT T a < UREGES:
openssl pkcsl2 -in [yourfile.pfx] -clcerts -nokeys -out [
aSRS2.pem]
<!--NeedCopy-->
WNEIESH. piX X IEINS NS,
Vi. BT T E<S LURENFASR
openssl pkcsl2 -in [yourfile.pfx] -nocerts -out [

newaSRS2keyWithPassword.pem]
<!--NeedCopy-->

MNEESE.pIX XU ENSNER, RTEA PEM ZiEEiEN, BRERTRIFHEHA XA
D,
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vii. BT TS LURETAR:
openssl rsa -in [newaSRS2keyWithPassword.pem] -out [

newaSRS2key.pem]
<!--NeedCopy-->

C) RIFFRIMBIERL,

d) RELEHHAMEIEE, 21F SsSRecWebSocketServer.exe 8 TCP 0 (BUAER TR 22334), H#
siFiEE Web %28 URL,

e) i5f71 TestPolicyAdmin -stopwebsocketserver &<,

BEE R

R Web #B#EE, BYLABETANREIG, AU TR Web TTEMEREEENREIY, RNECRTIERE
EXEHRRER, NTFERREE, FENENEERREN, BRizdERAZRE,

CITRIX | Session Recording 2 HMRLDAdministrator (D)
(&) Recordings Start time User Host Client Events Duration
Al feordng: August 27 2019, 7:25am administrator TSVDA-18-1 | 0
August 14 2019, 10:17am administrator KUQOC-TSVDA-1 | 2 00:12:40 @
August 9 2019, 9:24am administrator KUQOC-TSVDA-1 I 2 01:38:46 (9
BXRHEITMERGRE, FER TR,
=] WiRA
FHIARTE] FEIFFIaSEl, B EETRM TSR B IR 5 H R
o
BF REIEZIENAF. BE EFAMTEREAF BRI
SFEFIERF, HARFRIRFHTIAR,
EM RERFINZIEN VDA BIEN R, BE EFLATFIXU
BFBIRFHSI VDA EHH.
R BITRENEPImEENEM. Bd LR TEEIUR
FRINFRZIE P HENR.
= REIFPREHSRE, BE LM TRLUIEEGSE
HIFIZIRPEIREIFo
Fe4RAT 8] REIHFBURSEIKE, BE EFFAM TELLURI EKEHF
FIFIR AR FI o
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ERTIEFERRHIN

FILUERSIRSRIERRGIT, TRTIEREEINR. BRHREM. BAS. NBERF. BRI Pt E4XE, £
BT 8,

Application
February 9. 2021 5121 Client 1P address
Administrator Logging February 9, 2021 520 Event type

February 9, 2021 5L

Configuration v

February 9, 2021 5:19 PM user2

February 9. 2021 5:18 PM

Duration

00:30:07

00:29:26

00:30:43

00:32:27

00:32:39

00:33:03

P
) > v v

N
) (¥

N
\y)

flan, ERENRLIERGE, BETUTHEE. JLUEAN FEERVNIIEN VDAR) INR, ARRHRRUME

HAEXBREIFH X ETAEXRE

FILTER

‘

Clear All

ALUEY BT YREEN N 2B A HMDIESE, WMUTREEEMT. REENEE, FIETERETRETIH. ]’

EREEFEH TSRS,

FILTER
Host name
User
userd
userl
July 18 201%, 1418 userl

AR LB T + 55 LU IEEs.

FILTER

Ho

KU

KU

KU

Clear All
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BN, FILAAINBSEiEEs, M ERNREERT.

FILTER

Time Start date End date
Start time End time

Duration
At least Seconds

BBl IS 2 EUERBIS A BHA. Friaad BN 4Ladial,

FTAMBRRBIXG

ARBHTIE L, STREGEANRFSEEIEREHE — MERIRE.

| € Recordings. x| + — x
¢ > C I\ -t iayer/# recordings/all «* amil:
CITRIX' | Session Recording Q Hi EBSDK\Administrator
[»] Rrecordings . .

Start time User Host Client Events Duration

Al Recordings
September 2 2019, 6:29am administrator EBSDK-TSVDA-1 [ ] 0 o g

Configuration v -
August 22019, 647am administator TSVDA19-1 — 1 avo13s »
August 22019, 6:43am administrator KUQOC-TSVDA-1 I 2 00:0533 @
August 2 2019, 6:42am administrator KUQOC-TSVDA-1 ] 2 00:01:04 @
August 22019, 6:34am administrator KUQOCTSVDAL — 4 000156 @
July 12 2019, 721am user2 KUQOC-TSVDA-L — 4 000052 @
July 12 2019, 7:20am userl KUQOC-TSVDA-1 I 2 00:0043 @
July 12 2019, 7:07am user2 KUQOC-TSVDA-1 [ ] 4 00:00:46 @
July 12 2019, 7:04am userl KUQOC-TSVDA-1 | ] 4 000114 @
iy 112019, 219pm wser2 TSvDA 191 — 0 000045 »
July 112019, 214pm user2 KUQOC-TSVDAL —— 0 000843 @

/49

BEEREH. ERERERNE. AFEFEFIRER.
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FEB 23,2021

11:10:58-00:07:32 - 11 Events

.

Host name:

Client name:

Sort by All Categories v
- Q

00:00:00 Alert
Notification:Session Start

00:00:59 App Start:5692:
powershell: 8352: "C:\Win...

. Please wait for the Citrix Profile
" " Management

00:01:00 App Start:8416:
conhost: 5692: 172\C\Win.

00:01:36 Session Pauseisik;;
00:02:27 Session Resume:l:;

00:03:02 Session Pause:/help;;

| 4 7 00:00:04/00:07:32 ) Comments (2 Share Current Playback X1 FULL SCREEN 00:03:19 Session Resumehj

BXRBMSEAEIRER, B2 TR
G WA

> RERBOEERIRFI Mo

HFER,

B LATERR RS AR e E 5o

- mEEI T

. SRR SRR YA B S RS, ATE
A HH:MM:SS,
" SR ATE RS, S HERRAEE X0.5, X1, X2 Al
X4 BT [EILIR,
FULL SCREEN QEE/‘T’\%HO
MARROW

£ Web STEA 2 RER.

ERRENANERS, FTUERMUTREEE. SHTIESMREERE:
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JULY 23 2019

18:14:24 - 00:13:41 - 9 EVENTS

U semame: userl

' Host name- | G
Client narme: | EEG_

00:00:51 WebBrowsing :
https:/fww.google.com, bitt..

00:02:20 WebBrowsing :
https:/fww.google.com, bitt..

00:02:20 WebBrowsing :
https:/fww.google.com, hdx..

00:02:55 WebBrowsing :
https:/fww.google.com, hdx..

00:03:30 WebBrowsing :
https:/fww.google.com, hdx..

00:03:30 WebBrowsing :
https:/fww citriv.com, HDX...

00:08:56 WebBrowsing :
https:/fww citriv.com, HDX...

Web #4281+ 84 LRI B EAFATE], 7ELbRGIF7 JULY 23,2019 71 19:14:24,

BN P RIS RY SR IE, EIRAIHA 00:13:41,

REHROEAFRE. FEURAIFN 9 NEMH.

RHEEZENAF IR

RERFINZIER VDA BIEN R,

BITRIENE P IRILEHIRT.

ETIERR. FTLUERS NTIRBLUERATIREIXHPRES.
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f‘\
e,

EVENT TYPE
O App start

O Append

O USE drive insertion
O Client drive mapping
O File creation
O File deletion

O File moving

O File renaming

O Web browsing

O Top-most window

O Custom Events

BEEMRAERANENESHET.

00:01:00 App Start: 8416
00:01:00 App Start:8416: conhost: 5692:177
conhost: 5692: \?AC\Win... * \C:\Windows\system32\conhost.ex

elxd

o ETIR. BEIIRPHENEHEREIIRBIXGRZEFNUE,
o RERRIE, BREGRERRERBTRESRS NSRBI GFHERFTIR,

EREEEFNT, UEERKEEREIT

£ Web #EMBMEENE L, FTUREBRUSBEETRNT, UEEERRNEERSIG
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CilTIX | Session Recording

Recordings

Set up recording cache

Comments - You can set up cache memory to store recordings while playing

Administrator Logging  ~ C

@ Configuration

Storage

SR HEER

May 26, 2020
HEHPEHBR S BB A 1ERE Session Recording A g 2hai R4 ErRIBER BRI — LR ARG R,

I

cg==4
= .

AMRFEFERSBERG, JRFEEMRERERA. Citrix TEHRIEEIMRFERECHFLESEE
BV AES IS LABRR, EREMRRIESRT BIENG, EREIMRZAT, BSBHITED.

LEIRSEFAH KM

May 26,2020

R4 Session Recording Server A%k, #HRREIRMAES 2503 12502,
fRRAR. TEXMHE C:\windows\Temp BIiAEHERIFIR (ACL), LUBER “AtAFMA" X HRAEEE AN
PRo T, EFshFHRME NR,

REIEFNIR S BURERERRIK

May 26, 2020

Z % Session Recording #iEZE 3 Session Recording Server B, MidiEZEAMH &R iiRE 2 Database
connection test failed. Please correct Database instance name (HUREFEIENREN, &HEEEIRRES
BIRFR) , BNEEIEESHIZFRERB L,
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HERERT, ERELFIAFEE R SQL Server AR, A LUEIEMREREIKK,

RIBTRERTRSS 25

February 20,2024

Session Recording Agent ¢ 3% ¥ i% 2 Session Recording Server Bf, ¥ i & Exception caught while
sending poll messages to Session Recording Broker (& Session Recording Broker % % 54 2 8%
BRIIRE) BHHEHE, BREEXS, EREXARHERLAMNRE, XLEREGIE:

o EREEEXE, Tiik SSLITLS R @BERMUEAEXR. LLREERT Session Recording Server E/AH
E#tE Session Recording Agent MRS B8R =E & E Session Recording Agent IR 55 28:&% CA
IEFR CAERZIIER. 5E, IEPAREEIHNERBHE.

RASER: WIFFEE Session Recording Agent AR5 28 ERERET EMM CAES, sAEMEAAE CA

o EIZARSERIREIIR: (403) ERLL, BREATREMN HTTP #TEENSHBILARE HTTPS iR, 118
Session Recording Server it BHIELERE, EARITENUEZRLER,

fRR75Z: R Session Recording Agent BM% Session Recording Broker &2k HTTPS,

+ Session Recording Broker 7£i¥ R REE TR O R MEEIR. HBIRAE 5 GHAWIESR), GXIF4E
2., 15517 Session Recording Server L WE#4HE, BHSIEHIEREITREIRISTENSZ £ IHEIR,
SHULHEIRMWERRAN: M Session Recording Authorization EHIaMEEERAETRRT EET S KK
IEMARPAE (BRUARRR) o

RAR: BEBIEHRIENAFARMELAE, FIFIEES Session Recording Agent IS MRS 2%
RINEREEIRGET,

o EREEE XA, RSBWXAT ARRIFEIRESHIERE, EIZRT Session Recording Server Bxi#%
TEEZIER, IS aTRe b FRNIRSHEEFBE), REE MRS BT TR,

ARG Z: WIE Session Recording Server 2EERzh. IS BEERZRS R LIET, URZRSBVBEEE
EIEEIMLE.

o mIZRRSEREIFEIR: 401 CREEN) ., KEREIUTARENR:
- 7£/55) Session Recording Agent ARS3BY, ik 401 SEHiRMEIRBWICRESHBEETF,

- HRB8EMTE Session Recording Agent 5K,
- 7£ Session Recording Agent EREIREIKIERFIH

fRiR75Z: Hyf® NT AUTHORITY\Authenticated Users 42 Session Recording Agent EZsstt 4R
HIRY o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 138



Session Recording 1912 LTSR

$ Computer Management

File Action View Help

e | "EIXE = HE

A& Computer Management | Name Description
“ [fi System Tools & Administrators Administrators have complete and unrestricted access to the computer...
» @ Task Scheduler #Backup Operators Backup Operators can override security restrictions for the sole purpos..
’ Q E:‘em:f\':r: & Cryptographic Operators Members are authorized to perform cryptographic operations.
+ i shared Folders & Distributed COM Users Members are allowed to launch, activate and use Distributed COM obj...
4 & Local Users and Gn )
| Users #Event Log Readers Members of this group can read event logs from local machine
5
S e i]?g EE:RS Users Properties RSN ) .-
> (& performance 2 — —
i & Network Configurati General es to ma...
&= Device Manager 9
4 = Storage & Performance Log Us . e counter...
{=F Disk Management || & Performance Monito % Users locally a...
» s Services and Applicat & Power Users pssess limi...
& Remote Desktop Us - - ly
) Description: Users are prevented from making accidental or intentional
#& Replicator I system-wide changes and can run mostapplications
& Users \ | bem—wid...
& HelpLibraryUpdaters Members:
2 Message Capture Usd| 2, CITRTE\Domain Users Microsoft ...
BSQLServer2005MSS fg Bs to beas.
NT AUTHORITYAINTERACTIVE (S-1-5-4]
SQLServer2005MsSQ| &J vk ¢ ) |les to be as...
2SQLServer20055QLBr ||es to be as...
BsQLServerDTSUser$N| \[es to be as...
SsQLServerFDHostUsel) |les to be as...
erver serdll |les to be as...
MsqQLS MSASU b
I sQLServerMsSQLSend ||es to be as...
erverl sef| [es to be as...
#sqQLs MSSQLU b
Changes to a user's group membership
& sQLServerReportSenyl| [ - ] [ = ] ato notefiactive unl the naxtfima the usar ||es to be as...
B sQLserversQLAgentl)| logs on. les to be as...
inl emote i ligement p...
B WinRMR WMII p
& vmware__ [ ol:E ] ’ Eagcal l Apply

AR5 SR T AR iR

February 9, 2021

% Session Recording Server Ti%i%#%% Session Recording #iEZER, ARt EREMUTRABHNEIREEZ

ERIR:

5 SQL Server ZinEi &£ 5MEE XMREFIFENEIR, HIREEREHRE Session Recording Server
B EN LU EERPINAREFFEATH, ID X 2047,

Citrix Session Recording Storage Manager Description: Exception caught while establishing
database connection. (Efj5: Citrix Session Recording Storage Manager #2: 237 3R EIEZTH
RIRHE,) HEHIREBREFE Session Recording Server HitE EEHEERTNNAEFEHBEET.

F%iE# % Session Recording Server, Ensure that the Session Recording Server is running. (G

==

i£$%%| Session Recording Server. i&f#fi{x Session Recording Server [E7£i51T,.) 551 Session Recording
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REEIEHI AR ERIEHEIRES.

RRSE:

Microsoft SQL Server 2008 R2. Microsoft SQL Server 2012, Microsoft SQL Server 2014 g Microsoft
SQL Server 2016 8 Express Edition REEIRI MRS L, HE&HF A Session Recording Bt &I EH
REXIGE, ZRSIVTERE TCP/IP i), HinfT SQL Server Browser fR%5. BXERAXLIZENER,
EZ1A Microsoft sci,

Session Recording R##ial (“E1” 204) M THIRMRSBMEIEES S, HEH Session Recording
WIREHEMRE, MIEHERNER.

Session Recording ¥ ERS 23 F X AR, BERIEZRSBEEL FEERS.

£ Session Recording Server B9+ E#H 2T E Session Recording $#iEEIRS S3HTH BN T AR A
B FQDN 3¢ NetBIOS &#F, i&fFERH ping S RIEX LTS A f#H.

7 Session Recording #iBEFHIHAIEERRE, MUHARAYF SQL Server E#E, BX¥4HAEE, E51A
https://docs.microsoft.com/en-us/sql/sql-server/install/configure-the-windows-firewall-to-
allow-sql-server-access?redirectedfrom=MSDN&view=sql-server-verl5 L# Microsoft Xz,

Logon failed for user ‘'NT_AUTHORITY\ANONYMOUS LOGON’.(B~ “NT_AUTHORITY\ANONYMOUS
LOGON” ERKLM,) HiZHERTAF U \administrator S5 52 ER T RS,

BALZR. BUSHAGRAR BNERRBIRS, HEMBE SQL RS,

RARFIZIE

January 11,2024

NRKRRINRHIN BIEFRIE, E1E Session Recording Agent #1 Session Recording Server EfWEHFEE S
PN ARFEEAS. XEFHEURMENENIZEES.

WRARFI=E, AJREMIRERIBEL TFR:

AHEZANER. SR Session Recording AR Z BT A#HITERE, KIERFITTESEK. ERARHIN
B, FRIIREERMEAG EREEBENERERNITEN, UNFABIEREEHNEREEEHTE,

3k Active Directory i§ifi%, Session Recording i&it}7E Microsoft Active Directory iHif & iz T,
WMRERTE Active Directory IiEHIETT, ATRERIBRIRHINM, H{RFrE Session Recording AHERERE
F Active Directory 1 R EHN BT,

RIEFHZEEMERAR, Session Recording ¥iEshkEES AT ANE—NELAGNAEFELE, ME
ER—IEPITANE RAEFHESEENE— T NARFERNELR, ERLERIEREZSENHEIRPR, 1§
FRMIEATZRIERERAN VDA L&A RN HER

FKEARS. RINERT, EZRERERS VDA £R% Session Recording Agent a5 VDA BIR#IIh
it REDRFRBEEENAWRBIZE, FHERE.
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o AN REIRBAAFRE. REEEHEENRERBANE, FIRHEZ1E.

+ Session Recording RS K517, M TFERHINRIE, Session Recording Agent REXTEEATERIE
1R1ERSFK VDA £i51T, B Session Recording Storage Manager BRE 4L E Session Recording
Server BitEH _EIE1T,

« KEZE MSMQ. IR K717 Session Recording Agent KRS 28 £ U KRIEE Session Recording Server
Bt EN L EMERE MSMQ, mTaEs IR HinE,

+ Session Recording #IBEHMGRERAR. ALRUEREN, KATREBARIAF. WRENTE
FE %1 Session Recording Server, M#MAEFHLKLET Session Recording $iBELA K Session
Recording Server, &M, RIERHIFGEK. EFIE Session Recording #IBFEA MR ERARNIRM, &
PATUUTE—121E:

- HEFIRET Session Recording #imEH MY Session Recording Server, fR/E#EH LinfT Citrix
Virtual Apps and Desktops ISO 5 SessionRecordingAdministrationx64.msi 38,

- £ 38 E & W 1E @ Session Recording Server £izf7 L T2, =TI 4B, 512 Session-
RecordingAdministrationx64.msi R ENERZEIEREH.

param(
[Parameter (Mandatory=$true)]
[ValidateNotNullOrEmpty ()]
[string]$Installer

)
Add-Type -AssemblyName System.Data

if (! (Test-Path "$PSScriptRoot\bin\lessmsi.exe")) {

Write-Error "Download zip of binaries from https://github
.com/activescott/lessmsi/releases/download/v1.10.0/
lessmsi-v1.10.0.zip and extract to \bin in this folder

n

exit

# T F MSI % & =
$msi = New-Object -ComObject WindowsInstaller.Installer
$msidb = $msi.OpenDatabase($Installer, 0)

# EHXHR
$query = "SELECT Version FROM File WHERE FileName = 'SMAUDD
~1.DLL\|SsRecDatabase.dll1'"

$view = $msidb.OpenView(Squery)
Sview.Execute()

# 3K BL DLL HR =<
Srecord = Sview.Fetch()
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$version = Srecord.GetType().InvokeMember ("StringData", "

GetProperty", $null, S$record, 1)
$parts = Sversion.Split(".")
[int] Smajor = $parts[0]
[int] $minor = $parts[1]
$majorMinor = $parts[0..1] -join "."
$versionCompare = $major * 100 + Sminor

# RENERIEEEG M AR

SregistryKey = [Microsoft.Win32.Registry]::LocalMachine.

OpenSubKey ("SOFTWARE\Citrix\SmartAuditor\Server")
$dbName = S$SregistryKey.GetValue("DatabaseName")

$dbInstance = SregistryKey.GetValue("SmAudDatabaseInstance")

write-host "Upgrade db($dbInstance\$SdbName) to version
Sversion"

$schemaVersionMap = @{

}

$schemaVersionMap["19.12"] = "1.2.3.0"
$schemaVersionMap["22.3"] = "1.3.3.0"
$schemaVersionMap['"22.6"] = "1.3.4.0"
$schemaVersionMap['"22.9"] = "1.3.4.0"
$schemaVersionMap["22.12"] = "1.3.5.0"
$schemaVersionMap["23.3"] = "1.3.6.0"
$schemaVersionMap["23.5"] = "1.3.7.0"
$schemaVersionMap["23.8"] = "1.3.8.0"

$DBSchemaUpdatePatchList = @(

"1.1.0.0",
"1.2.0.0",
"1.2.1.0",
"1.2.2.0",
"1.2.3.0",
"1.2.4.0",
"1.2.5.0",
"1.2.6.0",
"1.2.7.0",
"1.2.8.0",
"1.2.9.0",
"1.3.0.0",
"1.3.1.0",
"1.3.2.0",
"1.3.3.0",
"1.3.4.0",
"1.3.5.0",
"1.3.6.0",
"1.3.7.0",
"1.3.8.0"
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$currentSchemaVersion = $schemaVersionMap[$majorMinor]

# Connect db

$conn = New-Object System.Data.SqlClient.SqlConnection

$conn.ConnectionString = "workstation 1id=.;packet size=4096;
integrated security=SSPI;data source=SdbInstance;persist
security info=True;initial catalog=$dbName"

# Open connection
$conn.Open()

# Get existing db schema versdion

ScmdGetSchema = $conn.CreateCommand ()

$cmdGetSchema.CommandType = [System.Data.CommandType]::
StoredProcedure

ScmdGetSchema.CommandText = '"[GetSchemaVersion]"

$outl = $cmdGetSchema.Parameters.Add("@Major", [System.Data.
SqlDbType]::Int)

$outl.Direction = [System.Data.ParameterDirection]::Output

$out2 = $cmdGetSchema.Parameters.Add("@Minor", [System.Data.
SqlDbType]::Int)

$out2.Direction = [System.Data.ParameterDirection]::Output

$out3 = $cmdGetSchema.Parameters.Add("@Build", [System.Data.
SqlDbType]::Int)

$out3.Direction = [System.Data.ParameterDirection]::Output

Sout4 = $cmdGetSchema.Parameters.Add("@Revision'", [System.
Data.SqlDbType]::Int)

$out4.Direction = [System.Data.ParameterDirection]::Output

$cmdGetSchema.ExecuteNonQuery ()

$existDbSchemaVersion = [string]::Format("{

0}

g
", Soutl.Value, Sout2.Value, Sout3.Value, S$Sout4.Value)

write-host "Existing DB Schema Version: $existDbSchemaVersion
n

if ([string]::Compare($existDbSchemaVersion,
ScurrentSchemaVersion) -1t 0) {

Write-Output "Upgrade $existDbSchemaVersion to
$ScurrentSchemaVersion"

& $PSScriptRoot\bin\lessmsi.exe x S$SInstaller
$PSScriptRoot\ SsRecDatabase.dll

Stempdir = "$PSScriptRoot\SOURCEDIR\Program Files\Citrix\
SessionRecording\Database\Bin"

# Load assembly and get resource
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$asm = [Reflection.Assembly]::LoadFile("S$tempdir)\
SsRecDatabase.d11")

foreach ($patch in $DBSchemaUpdatePatchlList) {

if ([string]::Compare(SexistDbSchemaVersion, $patch)
-le © -and [string]::Compare($patch,
ScurrentSchemaVersion) -1t 0) {

write-host "Applying $patch"

# switch to db

$switchCmd = $Sconn.CreateCommand ()
SswitchCmd.CommandText = "use [SdbName]"
$switchCmd.ExecuteNonQuery ()

$SresStream = $asm.GetManifestResourceStream("
SmAudDatabase.Spatch-MigrateDatabase.sql")

$bytes = New-Object byte[] S$resStream.Length

$resStream.Read(Sbytes, 0, $resStream.Length)

$script = [System.Text.Encoding]::UTF8.GetString(
Shytes)

$statements = [regex]::Split(Sscript, "\s[gG][o0
1\s")

foreach($statement in $statements) {

$SupgradeCmd = S$conn.CreateCommand()
SupgradeCmd.CommandText = $statement
SupgradeCmd.ExecuteNonQuery ()

$existDbSchemaVersion = S$Spatch
else {

write-host "Skip $patch"

}

# UpdateStaticData

$staticCmd = $conn.CreateCommand()

$staticCmd.CommandText = "use [$dbName];if not exists(
select * from [dbo].[StartReason] where ID=4) begin
insert [dbo].[StartReason] values(4, 'Event Triggered
|) end"

$staticCmd.ExecuteNonQuery ()

if ($versionCompare -ge 2308) {

# upgrade record policy version
$staticCmd = $conn.CreateCommand()
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$staticCmd.CommandText = "update [dbo].[
PolicyDocument] set PolicyFileFormatMajorVersion =
1, PolicyFileFormatMinorVersion = 3 where
SystemDefined = 1"

$staticCmd.ExecuteNonQuery ()

# upgrade endreason
SstaticCmd = Sconn.CreateCommand()

SstaticCmd.CommandText = "if not exists(select *x from
[dbo] . [EndReason] where ID=5) begin insert [dbo
].[EndReason] values(5 , 'Dormant') end"

$staticCmd.ExecuteNonQuery ()

if (SversionCompare -ge 2311) {

# upgrade endreason
SstaticCmd = $Sconn.CreateCommand()
SstaticCmd.CommandText = "if not exists(select * from
[dbo].[EndReason] where ID=6) begin insert [dbo
].[EndReason] values(6 , 'Deny') end"
$staticCmd.ExecuteNonQuery ()

}
write-host "Upgrade success!"
+
else {
Write-Output "Current schema version don't need upgrade"
+

Sconn.Close()
<!--NeedCopy-->

TEEE R RIEREN

May 26, 2020

WNRIERER Session Recording Player ZERHI4HBNBEIEM, AIAERERUTHIFHEE:

THRENZIEXHERK. FARFERZIERER. RSB[BEENFRIFILINEE, ILHEIRRARSHBEENFRITICRER

Fo

iR 7% 1£ Session Recording Server B, EREMER £, AEERAFENSIEBKREIEE,
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REIAHAR A TTEE

November 23,2022

« f#f Session Recording Player ZER#I4H8Y, WRIHIHIRIFHARTE, Session Recording Agent t

NEHHTHEZERESHE.
=4RR: Citrix Session Recording Storage Manager
WRE: RIS <icl XFE > FRRPHIBELX

5 MCS = PVS 672 VDA LB 7 EMEHRE T Microsoft Message Queuing (MSMQ) FS s HEtL ]
o, EXFERT, VDA R MSMQ & QMId %48,

fRAE: e VDA SIEE—H QMId, BX¥4ER, ESRTE. ALMEZ,
o EEKRE—FRFIXHS, Session Recording Player ATRE 2 IRE A IR, FiBTHEE: “The file

being played has reported that an internal system error (error code: 9) occurred during

its original recording. The file can still be played up to the point that the recording error

occurred “(BEHRHXHIREEREBREEIEZPEHI T —IMATRAEIR BIRMRED: 9). BERXHMEERE
RERFEENMUE) .

FHEFZER SIER Session Recording Agent EME AR ANARBESHH IR,

ik 753%  1£ Session Recording Agent #13§ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\SmAudBu
BERARENE, ARERBHITEN.

JUlELA R iERR

November 23, 2022

R% Session Recording Wyid 2, AHFIRETAEREHMA N, FIEAMEREES Session Recording Server
(Broker) i&f=. ZRIAERT, Broker (—#h IS B#) M IS BRINK Web M siEHRMRRZ L, MREMAGTE
ZE#ZE Session Recording Server, MIEMAH7ESIRIEENATAEHSRKEM,

Session Recording Agent #1 Session Recording Server (Storage Manager # Broker) &¥&EZ#EIRICAR
BEFEHEE, ZBEFMTIEE Session Recording Server Wit EHMEHEEFRH, Session Recording %%
1£#I&#0 Session Recording Player 2 E &N ERE L 2 MEREIRHE S,

15iF Session Recording Agent 22X 2%z

1. BREIRET Session Recording Agent 1IR3,
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. MFFiaszEthi%R Session Recording Agent E1%,

. 7£ Session Recording Agent Ettrh, BEiERE,

. I&iF7E Session Recording Server FE; AN T IEHEI FQDN,

. WIHEIER T2 2IERIERSH VDA RS LUAIEER Session Recording Server B{EIR#AIARSS 28

aa b W N

AR KENAEFEFESHESIERTHRNES,

153 Session Recording Server 2& Bz

JINCy

AMRFIERCEATLALSHENE, ARREEMTRRERR, Citrix TERIEETMRFEREATY
SHEMIRAEEBFURR, EREMRRESES BB,

BREFEE Session Recording Server B3t &,

TR RERS,

F %=l HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\SmartAuditor\Server,

33 SmAudDatabaselnstance f{ERTIEHSIAT SQL Server £fl L &=4#£# Session Recording ¥t
1B,

> w N

1% Session Recording #iEER BB

1. £/ SQL BET RTAESREN Session Recording #iEEER SQL L6,

2. #T7F Session Recording #iBEN T2 MR,

3. I8 Session Recording i+E ik REBERGHIREIERE. FIa0, WWRHEE Session Recording Server #y
HEHIE MIS i a & 5 SsRecSrv, MATUSHUREFRHItENKAEES MIS\SsRecSrvs, ZERER
% Session Recording #UiBEHAELFTERE.

ik NS &%

@it 5/ Web % 28i418 Session Recording Broker Web T skilit 5 Session Recording Server IIS i
MEEEB THE Session Recording A ialME SRR SR BB IZFRENIMYEE. IERRIERSEH Session
Recording Broker B tHERAYIA] 7R,

I%iF Session Recording Agent 19 IIS &E#&:

1. EREIRET Session Recording Agent KRS 28,
2. $TFF Web %3288, HRAUTHL:

« }YFHTTPS:https://servername/SessionRecordingBroker/RecordPolicy
.rem?wsdl, Hf servername 7 & Session Recording Server BitEH& .

o SIFHTTP:http://servername/SessionRecordingBroker/RecordPolicy.
rem?wsdl, HEf servername A& Session Recording Server B9it+&E#& .
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3. MRRLIRTEHIT NT LAN Manager (NTLM) S4I8E, EEREEERKAHITER.
IiIF Session Recording Player #9 1S #%#%:

1. BREIRET Session Recording Player BT {Eif,
2. $TFF Web %328, HBRANUTL:

« SYFHTTPS: https://servername/SessionRecordingBroker/Player.rem?
wsdl, Hf servername A& Session Recording Server it B Z R

o 3t F HTTP: http://servername/SessionRecordingBroker/Player.rem?
wsdl, Hft servername #1EE Session Recording Server BitEHE#r

3. MBRFKIRTEHIT NT LAN Manager (NTLM) S4I8E, EEREEERKAHITER.
I3 Session Recording SBgIEHIGHY 1S &

1. BREIRET Session Recording HEEIEHI A MRS 2%
2. $T7F Web 5528, FHHMNLUTH4E:

« SYFHTTPS:https://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Ef servername #A#EE Session Recording Server 893t & & #R

o SXFHTTP:http://servername/SessionRecordingBroker/PolicyAdministration
.rem?wsdl, Ef servername A& Session Recording Server B+ EHZ 5

3. MBRFKIRTEHIT NT LAN Manager (NTLM) S4I8E, EEREEERKAEHITER.

MREEN K2R EE XML 32, MKPETT Session Recording HEEIEHI & MBI BEREE N INUERERIE
& Session Recording Server 893+ &l

SHEB R TR R R

WMEREIE HTTPS fERBEMIN, NAAERIRSSHEBITHEE Session Recording Server Bt EN#1TEREE. FiE
A5 Session Recording Server BEEIIHNAEGRIEBMANE (CA)e BN, A ZEIMEZESIRIERM,

ATER 1S EiEpRIBERE@ig A1a Session Recording Broker Web WERMIAIER. NREEBIHRSZ AL
89 XML s, NWEEBECEIEH.

TEHRIEBRASBERRMH—EE LG

o IEBTREEK. WIRIETT Session Recording Agent MRS 25:88 B T EERSSIEPHIRIES, WEEE
MAEME, Fi@id HTTPS i&# 2 Session Recording Server, MNMISBUEZAN, BRIEFFEAFETEE
£ Session Recording Server EHIARSS2ZIEH.

o« MBAL—H. MRNAELAITE Session Recording Server it EHIMARSSHEHSEM FQDN 8RN, NE
#3%l Session Recording Server BY, FrEEZrAMISNTERZ FQDN, MRFERNZ NetBIOS &7,
7EiET Session Recording Server #9 NetBIOS & #ixt A #HITEE,
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o SHARER. MERSPEPELH, NWiEiE HTTPS 5 Session Recording Server HiEEsk M. BRIE
S ERLA1EE Session Recording Server MitEHMRSBIEBEEERE RS, NREAR—EBWRIE
FHBITHFESR, MIEE Session Recording Server Mt ENNEHHESREEIRES, RBIEHEET
H, RTEIEPERETERIRMHESEER,

fERREMESERR AR

November 23,2022

WNRfEA Session Recording Player &R &I4ENBRIEM, NAlEsSRUTHIFES:
« HERFMNKIEXHEM, TEMEITITIZRSEZ I servername, H+ servername 3 Session

Recording Player ZidEZ 31 AR5 282 #F. Session Recording Player FiAia Session Recording
Server, HERMAETRERE: BATHIRMIRS B[R, HE DNS TIEMBTARS B[R Fo

R MIEMEEREI=ZH, HOUGEETA > %51 > %, H0IE Session Recording Servers (Session
Recording Server) ZIRHFIHMRSB/BEHESTER. NREH, BFESSRRIEOTIET ping &<, M
BE BT AMEITZATR. Session Recording Server &b F X FHBHNVRSE, IERRHINKIEHLM, #HiIg
HERTIERITIZARSS 2o

o TIHRBARIIZARSS 8. Session Recording Server &b F XA BAVIRSH =& E LR,
IR Z: WIE Session Recording Server 25 B &

o HIEHIEL, MRAFARBFFERIM THRFNSITEXENNR, e REFRRIELEIR,
fRRA%E: R Session Recording Authorization #EH&EAF D EBKE A E.

« DETERREAGHR, HRAEIESL. ERET Session Recording Server B#8E+ & # £ =% Session
Recording Player B¢, ERERA UACHIERT, SEIIEIR, EFAEERNERERAFPAIEERER
EREN, 8T ZATNIERBSERAPEER Session Recording Player R RSB Al 86T 518
HETFABNRKE,

BRR7S

b

- LB EH)i=1T Session Recording Player,
- ARERPMIEENMESE Player s,
- EBIMMITENIMIE Session Recording Server fiZ#k Session Recording Player.

o BRREINIEXMHRY, BEEZEEXHA. TEH SSLITLS ZLBERIEEXFK. Session Recording
Server FANREFPHIGEREETEE CAIEHHN CA LIRS HIMILEIR,

R 1ERET Session Recording Player T fEuh R FHfz A8 CA IEH,
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 ZEARSRIREIHEIR: (403) ER L, BAERATLLHN HTTP #ITEEZNSHIIRAE HTTPS iR, RS2
BEER, EARLNERT, REREENMUERR2ERK.

f@R7%: M Session Recording Player &=/, %R T H > %I > %, M Session Recordings
Server FIRPIEFIRS R, AERHENR. BHNM HTTP Eek HTTPS.

MSMQ i+

MESTBEHNEE, BEFETE Session Recording Player pTIEREHAEHEXRHIH, ME MSMQ =70
W, WIEBAFIREBiEER Session Recording Server (Storage Manager)., &/ Web S5SNI 2B EEERE
IR (WREK HTTP =k HTTPS AE MSMQ &= .

WIEPAY BB B &R
1. EFREHE Session Recording Agent HIARS 28, AREEEHNT,
2. WIEEIFEE Session Recording Server Bt BT R T EE EEERS,

o WMRIRZH waiting to connect (FFiER), MAFIDEHES, HFEMYA HTTP = HTTPS (5
Session Recording Agent EMyEET £ AT —30) , BERITTE 3.

o MRRSHEEZBNTIFEEHS, WIEE Session Recording Server MBRSS2¥AIBEZIERE, &
BRI R 3 HAITH R 4o

3. MNRFIPEHEE, ETF Web LB HERN LT

« 3¥F HTTPS: https: , Hef
servername A#tE& Session Recording Server HitEH &,
o 3t F HTTP: http: , H

servername A#tE& Session Recording Server BitEH &,

MBI TTEIREI—MEIR, 5130 The server only accepts secure connections (FRSE B NIETRLE
%), 15% Session Recording Agent E15%Ha MSMQ thiXEekm HTTPS, MRZAERS Web 35
RNRSIEBEFERD, NRE TLS ZRLBENEEXAMEHMAM, EXMERT, BELEERN CAIE
B, FEAAE CA.

4. MBENFIFEEHE, BEEREEE Session Recording Server Bt &, HEBL RS, % citrixs-
mauddata. MEFIFEHEE CEEET), EWIE Session Recording Storage Manager RERBER
Bo WMRKEBE, BEEHBRS.

EEEHNEBIEEFEICR

November 23,2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 150



Session Recording 1912 LTSR

ICA BE#IRE (ICLDB) .12 2R T & Session Recording #iBEIC RIVEIBER SITLBIEF. LhLAE
FF1E Session Recording REEHAIEI REE7EIEE Session Recording Server #9RS 28 EH “IRzhes:\Program
Files\Citrix\SessionRecording\Server\Bin” x#3ks,

RESE R

TRIIHT ICLDB KBEFA AN LMET, FRUTHRIRAGRS:

icldb [version | locate | dormant | dimport | archive | remove
removeall] command-options [/1] [/f] [/s] [/?]

AR

SRR RS PIRE T ELIFMRA, BILRER, BEGTRSN TR o
\Program Files\Citrix\SessionRecording\Server\Bin” ¥k, AEHEN
icldb /7. EifafFEm<HEER, BN

icldb *commandx /7.

me WA

archive FHBIIEENREPROZIERFIX M. <A TEF
X o

dormant BRI RIRBSIEREI M. ARIESX 25

FHIBELRMATHENRIERS. LaTRATEETRSE
HIBRKRAITRIE, ATMREREMUBENSIERS
XHEEHNKE, ERRABIEERK. NS HEA
B A REIHFH N KRR,

LN BIERFIXMGS A Session Recording 8. Ltk
CHRTFERRMIEERFINERMERE, thih, a<RE
BFEHHERE MREERMEIEE, WAILSANEH
—MEEPRIXHE) .

locate RAERFIXH ID BIEFHEHRH B TZX TR
Fo ERRIERBIXHNEFEVUBNTAFEALLHS, L
LSBT EIRFEX S REIEIEER T N &H.

S MEIEE P RERSIEREIXHSIH, <A TFERE
HIEE (ERANTER . BEEREFENREHR, t
BT LAIBR R BX R4S Mo
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wme iEA

removeall M Session Recording ¥R R HIpRIT 2B RIS R
FRASIA, HRIUBERERERES, FMIFREFRE
X{; BIETATE Session Recording Player $h#%
XX, WA TEEIEE (FRNFIEZE . REE
T ME PP IRE RIEEMERAYS | A,

version &7 Session Recording #iEEZ kR 2,

/1 BERMBZIDRE Windows EHHHEZE

/f SREIEITH LT AT,

/s FRETHIE R

/? ERenSHEEERN,

EFRIERFIXH

BAERFGEFRUERBRENERHERE, BEPREEIIERFINM. FHEHEEEREYBREZEENIERS
XARNHEERNTR. RIERFIXHRE BT ARG BREI MR A B ITFE. WRNZEN TR ERIE
TEBITRIRBIER TR ENRF o

AIURARMAERFESIERGIG. TUBERFIXHNBIEFECRENN EFE KES, BNSIEREIXXHD
RBERGGFEUE, ERAIAETLURDE Player RIHIIBIERER, B—MAZRRSIERHIEESIEEL
REFHN BEE RS, ANERZERFIXAMRBGFEUERES —MIBEUESEDEIERNF. = ICLDB %
RREFEHRIERMN, XEXHERBEEENER, THUBRBERE/A/BF MR HX 4 KEM,

Session Recording #IBEFHSERFIHEREEFR N SHEEXBNFE: FiE (RAFEKIEREIGRY
a1 B HARIEY(E) FMIFEER (BEESTUEFERMNEX AR, XM FRIETIERFIG S FEMFLE
&,

7£ Session Recording Player &, EfAIEFHHNKIERFIGHRET “BEE REURGFEBEBHMEE. MREF
BHMBEFHNSIERSG, WHATLUERXLEX M, NREFEIREPBH T EREGE, WEERRZXENEE
T CRIEIXH” iR IHY, RAERSIERFNGS ERERSE. BERSIERFIE, 5RIE Session Recording
Player RHYREIGH Bl IHEERBERRESIEIEIGHXH 1D MFLE. £ TENERSIER GBI
WNRBT IEERFE M

ICLDB =i archive s EEZ 188, MTFRA:

« |RETENTION:<days> - 2iEREIHMRZIMR (X) . FRENEETEERBHREIH X7 Session
Recording ¥UBEFHRITIZN “BFE. REBRUSABATRET 2 ROVEHK.

« [LISTFILES - 5| F LB RS 4 XE X HNTERENXHE. WSHAMERE,
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+ [MOVETO:<directory> - L2 X BEFHENRIERFINGBENE R, IBENBRYLAEFE. WSBAA
EIRE, MRKEEER, WXHNRETHREFHEUE.

+ [NOTE:<note> - T #iEFEERHPAFENE N EREIE RN AR, TRMASKMENEIS, ks
HHEiERE,

o [L- BERMERIERE Windows FHEE, HiERFHENISIERFIEEH. BBSHATERE.

« [F - 3840577 archive $MAETIRT. WBHEEM,

7z Session Recording ¥iEEHFHSIEREIGH YIRS B MRIERHI M

1. UAHEBERSMHERETET Session Recording Server B9iRSS28.
2. BrpsSRREN.

3. NY8TIT{EE R4 3 Session Recording Server & & Z# Bin B (<Session Recording
Server Installation Path>/Server/Bin)

4. 47 ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /MOVETO:<directory>
/NOTE:<note> /L &<, Hr days RRIERHINHNRGHAR, directory BHEIEMNSIERHIM
BENBR, note EEMIEFICRTANEFHNESIZIERFIXARMBIAER BANY LHIAFE,

127z Session Recording #iBEFEFHKIERHIMGF

1. UEHMEBEERBNHEREET Session Recording Server HARSS 2%,

2. BEpELERE .

3. MERITEER¥ 2 Session Recording Server £#8&12# Bin BR (<Session Recording Server &
%72 >/Server/Bin),

4. 517 ICLDB ARCHIVE /RETENTION:<days> /LISTFILES /NOTE:<note> /L ®&%,
Hrh days 22I1ERHIGHREHAIR, note BEEHIEFCRFNEFHNE N RIEREIERMNINATRE. B
NY LUiAfFE.

ERZIERHIA

ZBEEEBE Session Recording #IBEHEFRHNRERFIGHERIERHIXHEMNRFIGEEUBBEN, TEX
Rz . MREGFEIAEIRMREIGFEUBEB EFLNREIE, WIHEE Session Recording Player #rifialx
LeREIHF,

AIURBRMHGEREREBENZIERFIXG. BARFNIIERFIXGENIEFEXHNERER, &M ICLDB
LREFEMBENRIERFIXHFERS A Session Recording #iE7E, Citrix BICRAE—MA 2 EREEIRIER
X, BEENXGEFEEFEXANERERE, IRFTEFTE, FEBR.
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ERIERFIXMH N RAEMREO BRI B X, Session Recording Broker $FBIAMXHHNTRER. B
Session Recording Player FBHAIE RIS HIXMIE R, Session Recording Broker $ &R 72 R A
FHRMBERSEREINM. MREFRBFEOAUBRIXEZXHE, N Session Recording Broker 2 314 X 459
ERER. NRZXHEERRBERF, N Session Recording Broker #&H%i%%) Session Recording Player Li#
TR, B, MRKIKBZCH, N Session Recording Broker & Session Recording Player &% “FK3ik =
X" iR

& ICLDB SRR S N FRMRIEREIMHE, K7 Session Recording $UBEREMRERHIXHFHNRIERS
=8, BRESERFIXGONEFEREZ. £/ ICLDB SARFSAFENRIERFXEFRSREZEXHBREIRFISIEN
HIRIATFAE (I E

AR SANKERSIXMHE Session Recording $UEBEREF N EMF IR WER. Hit, T—RIET
ICLDB archive &%, SANRERWXHARKENTH EFY

MRBENABERIRIEREIXM. 1 Session Recording #iBEHEEHEME RN VNSIEREILIE. B
BaEREIXEM Session Recording Server EH— M BR ES—MEE(E, ICLDB import &<HRE
F. ICLDB import es$3ifa LA TFER{T ICLDB removeal 1 es9E1E Session Recording #hiEFEHEHIER
KAERFIM

ICLDB St E#2FH import 8 EE %184k, MMTAA:
+ [LISTFILES - ZItHS AR E RIS EX AN TEBRENNHE. WSHBAMELE,
« /[RECURSIVE - 7ZfiE FERPHERIIERGINMGE, IWSHAT®IEE,
o [L-RBRERMBERICRE Windows EHHEE, HIERSANRIEREIG. LESHARLELE,

o [F - 3BHIiEfT import s SRR TRT. WEHARERE,

ERFEXHER B RRERSIERHI XM

1. UFHEBEEREMHERLET Session Recording Server fRS 25,
2. 7£ “Session Recording Player BM” &, #EEFEMSIERFIXHISIH ID MFiLETEL,

3. fEMA7E “Session Recording Player B14” HiEEMNXH ID EEHPRIERINMGE, SIERFIGH
X#&71_<FileID>.icl, H, FilelD R2iERSIXHH ID,

4. BEMPNJIERFIXEEFDFEXENERE R, EREFEXGNERER, BEHRITUUTRE:
a) MIFRASEE, RRERTTA > FRa1eR > Citrix > Session Recording Server &1,

b) 7£ Session Recording Server B+, REHFMHET R, LaERERFEREEUXENTERE R
FEH,

£/ ICLDB import & <R KIERHISMH

1. UAHIBERESMNERLTET Session Recording Server MRS 28,
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2. BEpm YRR E .

3. NYaTIT{EE R 3 Session Recording Server £ & &Z# Bin B® (<Session Recording
Server Installation Path>/Server/Bin).

4. BITUTEREZ—!
+ &f7 ICLDB IMPORT /LISTFILES /RECURSIVE /L <directory> &%, &, di-
rectory E— 1M HZ MNATEAMAEERERFIXAHNERNBM. BAY LA

+ &fF ICLDB IMPORT /LISTFILES /L <file> &%, He, file 2— 1 HEMATKESE
IRIERFIXERIRT. AILUERERTRIEESEREIXM. A Y UHBIAFN.
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