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HEIARSZHER 1.1.X

April 4,2024

BYEPRSENEE, REAFEBEEARELEFHERFIKF. REEPRSENEER, NIRKLAFEER
HAGIHBEAE, AILUEE EREIE SR 2R k@K S 2 EE MRS,

e

A LA7E StoreFront WERE L EZIKF BBIARSS #EE, B A UARBHMNEEEN.

CiTRIX

StoreFront

Homain\user or user@domain.com

SEAPEBRRE—ITFRLLE2HBHIRE. RMNBNESRLEE—X, UBHREBLESHEHZ,

HTIEINRE

March 25,2019

ks 1.1.20 FRR9ERIEThAEE

TRILREAFEET BPRSEBEERSH IP ik, IRFWNER IP ik, NFAHE IP thitEIIABRE, B
Wi,
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7S 1.1.10 FRAYFTIEThEE

LEhR AR T — A By TR BA M RER R E 14 BV,

7S 1.1 FREVHTIEINRE

IhRA G T EERIIEIRINAE:
s FRLBRE - IT EERUUARZBRRFNAFNE, BREPNAFRNATERERENEMRSEZEER
ThREs
o ZHFEIAPX - S, RWIE. EE. BB AUFENEERP XTSI TEXR2RH,
BHBRSEHREERS AT =14HH:

- BYRSFHEERERHA
- BEIRESFHEERS
« StoreFront ML £ RIFEA

BYRSEBREELEEH S

c RSERE. REBMRSTHEEERRS, SEFREFMEDL. SEAEKP URBBRSBHEERK,.

- RN BT EEEMRSENEEIENMZHLZUE,
- BUBRRIENKF . SHhREHEH#HITERS. ZIKFPEENPREFEEG RIS AUR,
- BBRSEBEEKS: BTHRIKFAMEEERN,
s AFECE, REWLRAF/A/0U o] UERBEBRSHBEBINME, HI8E RS SR ZIARS L,
- HEAFRE: EXBMRSEBEBNETAFH, HFAILIEIE Active Directory A /48/0U,
- FENEARSE8AE: R aETE Citrix Virtual Apps 3k Citrix Virtual Desktops Platinum Edition A&
FEMRSZBEE, REFAERSSEBRALIN 11.13.1 RESIRA,
- EPEEUHERRBIFEE R,
- FRINRRSSHutE: 15 BEIARSEREERSH URL,
s BRRIE, RERTIMURBRHNEERDHNIAER,

- AMFERBEERNRBFMERRINE—ESAE,
- MiREEETEEREE R T MR,
- SH/SAR2RAHA,

BEIRSEREERS

BERSZBEEBRSE Web RSS2 LiE1T, AFAAREERH Windows BEELUKMEME Windows kP, REHAF
HYERIEREE StoreFront &XEtHARSS
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StoreFront L2 £n@EA A StoreFront TR FRAF EAMEZ2RBENESR, FMXLEERN, APaUE
BINZBEURESIEK,, BXFAEE, BRRRESMINIIRSTN ‘BMRSBHEEBERSNT 9.

BEfEERIRE

June 27, 2022

hixzs 1.1.20

tEhr AR B ERERERIRE,

b7 1.1.10

tehR AR E AR T IR
« EEMRSTHEEERSHZLEA TLS 1.0 5, ERSHHMARSEE URL HEJgESERUTHIRER !
“FTEBIREHARSS Bk, " [#LCTT41]
o EEEHISEPEAEREEDRHNAEMNEEXNEEDIERN, BREEDRUETEER. EREEE

e

“RMMBBEN.” [#LCT570]

[SZ3IE)

June 27,2022

hivZs 1.1.20

tehR AP EE AT E MR,

« ERAFPEERSTERHAAMBRARBHETR—FER, BHZAFPATEERRER, LHEREH. ZHRKZE
ENEERMZE,

[#665520]
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o EEEBREREHXARSZE, TEFINNMKEERSTRFENAFPMARE, B, BER—FFERN
HIRES, BHAFRNARATERARHR, BRGE. THBRIEAXABS, AREMTARSUERRM
RFEAFE,

[#665352]

o MREMZ 1.0 Z=HI QXTI ARSI B EMRSEHEEARIMNA 1.1, WEMR, HETEERITFIR
7 1.0 1FH &,

[#664390]

o SRAEMNZRET Net Framework 4.5 89 Windows Server 2012 E#{TAHESEH UL ZRENRE T Net
Framework 4.6 # Windows Server 2016 bi#fTA&SENHEIBR LK, =XKMW EREZE Windows
Server 2012 #1 Windows Server 2016 ERIR{IF &S EHHE.Net Framework 3.5 L #EBKH T, ##
RAE EFARZ M 2 5i%%.Net Framework 3.5,

[DNA-22761]

h7s 1.1.10

tehR AP FE AT E R,

s FAFEERSHRARMNBRARNHET—FER, BHZAFATEERREHR, ZHERER. ZHKXKZE
EAEERMZA,

[#665520]

o EEBBREEAXARSZE, TEFMINNMKEERSTFRENAFMAFE, &, BER—FTERN
BIRES, BHAFRHARATERRRR, BRTZE. TRNBFIEHXABS, AREMITHRSUERRM
BFR=AF4A,

[#665352]

o MREMZE 1.0 ZHI SR T ARSI BRSEHREEAREMNAE 1.1, WEML, HBTEERITFIR
7F 1.0 =818,

[#664390]

o ESRAENRET Net Framework 4.5 89 Windows Server 2012 E## (TR SEIE R SR ENRET Net
Framework 4.6 # Windows Server 2016 Ei#fTA&SENHEBRHEK, =iXKkMHEREZE Windows
Server 2012 #1 Windows Server 2016 ERIRMIF4& S EH E.Net Framework 3.5 - #EBKHIN, ##
HRAgE EFRZ I 2 si%%.Net Framework 3.5,

[DNA-22761]
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hR7s 1.1

tehR AR AT E MR,

« EAFPEERSTERHAAMBRARUHET—FER, BHZAFPATERRESR, LEHEREH. ZHRKE
AN EERMZE,

[#665520]

o EEEMRSREHXARSZE, TEFMINNMKEERSTRFENAFMARE, &, BER—FFERN
HIRHR, BHAPRAFRAERREHR, BRAS % TERMBRIREAXARS, ARENRTHRSUEHRM
RFREAFE,

[#665352]

o MREMZ 1.0 ZFHFI SR T RSB EMRSEHDEEARIMNA 1.1, WEML, HETEERITHR
7 1.0 1FH &,

[#664390]

o BRAEMNRET Net Framework 4.5 89 Windows Server 2012 E#{TARSEH IR ZIRENRE T Net
Framework 4.6 #9 Windows Server 2016 E#{TA&EFEMEFE R LM, ZiXKMHERRZE Windows
Server 2012 #1 Windows Server 2016 ERIRMUFAHKEF 7. Net Framework 3.5 E#EE KB, iR
RAE EFRZ BIRENE Z AR . Net Framework 3.5,

[DNA-22761]

hR7s 1.0

kR AR 7ZTE LU T B A ),
« IAEMRSEBREERIEFIGRE, FRLTEREEERESE.
[#646300]
RRRTT R MFTIaRBRES UREH S BIEEIES 1=,
« Windows 2016 H#EEMNEMIBESBET AT Windows 2016 FIERBEIRSZIBERREH &,
[#648939]
fRRTE. ERAREERAMRSERESR.,

o MRFANEEREPIZEREPNREEEFETHRARAE 1K), HEENAREHEEATHREEE.X
W (Blg0, FHEERMER), WHEXABHEERSE, 24 /\HABTEBRXEEEN.

[#653221]
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« EAERAT Mac 89 Citrix Workspace i B2FE, BFEMNESRASERP EXER5 StoreFront B
BR. 7*H# StoreFront HEMERE, ESEHEFETR.

[#657263]

fRRFE:

1. 7£ StoreFront A EHEEHE LAMNAF B,

2. B E T hR R R RIF R AEF R,

3. XFERAT Mac 9 Citrix Workspace R B12F, BREERTH, EESRHNSET.

« B&2@EEM Single Sign-On SHIIETHE BERSTHEEN, XLRAATEFAEEYRSEHNEER
HERER, BMEERERMEHERET.

[#657277]

fRRFZE KEERIEHERITH,

o BEXRTEESHHRTH & WRERFAEIMZEFRFE StoreFront FER,
[#654913]

RRFAZE FER2REFEIE &,

o ERXEMNRET Net Framework 4.5 89 Windows Server 2012 E#{TARSEIH R ERENRE T Net
Framework 4.6 # Windows Server 2016 Ei#{TA&SKENHEIBRHELK, =iXEKMHERERE Windows
Server 2012 #1 Windows Server 2016 ERIRMUHA K EF 7E.Net Framework 3.5 EEEE KB, 7
RFE: EFRZ BIREE Z AR . Net Framework 3.5,

[DNA-22761]

RREK

June 28,2019
BEE
Citrix AL FFEEIThes L2 TR EMRSEEEEA N, FEETARS S LHEEBRSEREEA N

AXMAT EHBEMRSEREEFRIEFNREER, AXRESSIHTENREMLENRFRARNRIREFE
Ko

LGS

TR BBRSBHEERRFHIH BN AT ELEUTFHRAR .
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« Windows 2016 1 Windows 2012 R2 - B RSB EERSZRVERLTE,
« Microsoft Windows Installer 2.0 S E SRS - FiEAGHRERLE,
o Microsoft .NET Framework - BEIRS BN EERSBERRE,

- 4.6.x (Windows 2016)
- 4.5.2 (Windows 2012 R2)

+ Internet Information Services (IIS) - BBIRSFZHREBRSBERETE,

- 11S10.0 (Windows 2016)
- 11S 8.5 (Windows 2012 R2)

« VC++ 2008 SP1 =170t - BEIIRSBHREBRSBDERRE,
JHFERRE, BFM https://www.microsoft.com/en-us/download/details.aspx?id=26368 F#;
vcredist_x86.exe, HRHEREEHIRSZHEEERSS L,

BYRSEEEERSSE

- BYRSEWEEAN - hREFMHE
o ZFFRVIRE - SMB XX fFH=
o BHER-851MAPF 30 KB &=

ASP.NET 3.5/4.X &k

ERATFEM Windows Server HE# ELEE/M.NET Framework rasty ASP.NET A4,

RLMAMKAER

REERSEREBRS A, BHER LKA AGT BT ZRS. b, BFRSEE HTTP (HTTPS),
A, BERERSBINWIDES, FRRERLM (TLS) 4465 StoreFront #Ti@f.

RERINWITER:

REWARS Z A0, BEMIEBMENN (CA) HE TR RHEMLEN (PKI) GNRATAH) KEATF#T TLS BISHAR
5583 FNIIEIEF.

ARSSIRIRFR TR B :
AR EWHERFMKF E R B
BRSEREERSEENRRRIETIEFREEA LTI KR FIRENE NHE:

o HHEAIENKF
« BEIARSKA
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MRARHERFERR KA LR, AJUNSMBRERBRE—IKF . WAl LASMRRIEERENEE XK,
o HHEAIENKF

FENRREFHEEEZMMEAIR. BXFAES, FEHZENLEFHCIZHREME,
« BBIARSSIKA

FEEBHINRAEERFEETHRUNEERXAFANENL, EXFAES, BEAZ2LE,

StoreFront

o StoreFront 3.7
« StoreFront 3.8 EE A4

Citrix Workspace N BiEF

25N

« iEAT Web 89 Citrix Workspace M B1ERF

+ EATF Windows # Citrix Workspace M BEF

« iEAT Linux i Citrix Workspace FZFEiERF

 i&ATF Mac 8 Citrix Workspace B2 (FE StoreFront 3.8)

A4

« i&ATF Chrome 9 Citrix Workspace M ABiEF
o BENEE (BEXRTEERT Web B Citrix Workspace R B1ER)

7E5MER 5 Citrix Gateway &4 1EF

FRZHF

REMECE

June 27,2022
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=

B

2MFMKAER,
TRIFANEARS SRR E AR &R 11.13.1.2, M
https:

//www.citrix.com/downloads/licensing.html F
YIRS AR, EXIFAER, BHBRTFTIERS2EX
o

LEMEEIRF

Citrix BiVERUTIRFREBMRSEBESR:

1. BIEPREFHE. ESRCIEPRFE,

2. REBMRSENEE, EXEMRSHETRSEERAS, ENBERKAXASEHAF, HEBTRSSE LN
IHEERA, BXEMAER, BERRENLREBNRSENES,

3. FHEHAREEMRSEHES, BERTENEEBRESEHES,

4. 1z StoreFront LECEBBIRSEIBEE, FSRAME StoreFront,

5. MRBBRSERNEBREEXLMRE, FEERLLRE,

BIEFPREZAE

HFR2RE, BVEEEEETEIRSBEEERSHITEN LIRPREHE NTRES M EIRSEBEERR
SRNEE, NMREPRSTBEEERSBNEEHLZNMRSB[ESE SMB IE, WAILEHREFRETITEZMNS

H#=+,

I IhaEE7E Windows Server 2012 R2 s Windows Server 2016 =1,

UEREIERIEK, R NERFHEREKFNEMNZAF, B7RREER/AEERATHNAFIREREE
RERKF
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7 Windows Server 2012 R2 = Windows Server 2016 g2 RE(E HNEMRSZBHBEBRSBNPRE
fi#fE Windows Server 2012 R2 5% Windows Server 2016 B, $NSRIREBAZEHSRAIHIEHITESE, MBI LUER
mMIEMEHE, 5S5»ES Encrypt data access (IIZ#RIAIE) HM AL SR ERIRHNIER,

1. Z35h New Share (FEHE) M, EITHIRS2REER. £ File and Storage Services (SZi#177fi&
RS ¥4 STmE L, EAMEEFEE Shares (RF), AFET Tasks (1£55) > New Share (gt

2o
[E Server Manager - [m] X
«« Shares @V Mansge ook View
SHARES VOLUME )
[ Servers L) shares | 0 total No share is selected, | TASKS w
B | volmes IS N B
[ Disks | Refresl:\ '

Storage Pools

To create a file share, start the New Share Wizard.

iSCSI
Work Folders

Go to Volumes Overview >

2. EAMEES%ERE Select Profile GEFECESH), i%#F SMB Share - Quick (SMB £= - %), AF#
& Next (F—%).

fEz, New Share Wizard - O X

Select the profile for this share

Select Profile File share profile: Description:

Share Location | | SMB Share - Quick | | This basic profile represents the fastest way to create an
T : SME Share - Advanced SME file share, typically used to share files with
o Windows-based computers.
SME Share - Applications

NFS Share - Quick * Suitable for general file sharing
NFS Share - Advanced * Advanced options can be configured later by
using the Properties dialog

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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3. EEMEEHLE Share Location (HZE), MIIRFEFEE LESIZHAZHRSBUAKREE LEE

BMHENMHRNE, REEE Next (F—2),

= New Share Wizard - O

Select the server and path for this share

select Profile Server:
Share Location Server Name Status Cluster Role Owner Node
SSPRServer Online Not Clustered

Share Name

Share location:

(® Select by volume:

Volume Free Space Capacity File System

G 184GB 200GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected
volume,

() Type a custom path:

Browse,

[<Previous | | Next> ][ | creotc

4. EEMEE+H%E Share Name (RZERH), BAFHZAM, Hl0 CITRIXSYNCS, AE#TE Next (F

_ﬂ;) o

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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= Mew Share Wizard — O >

Specify share name

Select Profile Share name: CITRIXSYNCS]

- Share description:

Other Settings

Local path to share:
CAShares\CITRIXSYNCS
© i the folder does not exist, the folder is created.

Remote path to chare:
W\SSPRServen\CITRIXSYNCS

| < Previous || Mext > | Create

5. EEMEEDERE Other Settings (Hi&E), %% Encrypt data (I1%£kE) , BUE %S Allow caching
of share (RFEEHE), AEEE Next (F—%),

B Mew Share Wizard - O x

Configure share settings

Selact Profile [] Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user has permissions to
access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
Share Name folder from the user's view.

Share Location

Other Settings | [] Allow caching of share

Permissions Taching makes the contents of the share available to offline users. If the BranchCache for
Netwaork Files role service is installed, you can enable BranchCache on the share,
Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this

files to be securely available to other computers in the branch.
(] Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

| < Previous | | MNext » | Create Cancel

6. EEEX Share (HE) R, BEEELNEEHTEE Permissions (1R), 7A/51%# Customize permissions
(BEXMPR) >Share (%),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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F.;—, Mew Share Wizard

Permissions

Confirmation

rmissions to control access

Permissions to access the files on a share are set using a combination of folder permissions, share
permissions, and, optionally, a central access policy.

Share permissions: Custom

Folder permissions:

Type Principal Access Applies To
Allow BUILTIN\Users Read & execu... This folder, subfolders, and files
Allow BUILTIN'Users Speaal This folder and subfolders
Allow BUILTINVAdministrators  Full Control This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files
Allow CREATOR OWNER Full Control Subfolders and files only

| | Customize per | |

| < Previous | | Next > | Create Cancel

7. EEENX NTFS %68, iE# & Disable inheritence (2F4t%), FAE3%E#F Convert inherited permis-
sions into explicit permissions on this object (§E4EMIRIFIE AT RHERINE)

I

=] X

MNew Share Wizard

Specify permissio

Select Profile
Share Location
Share Name

Other Settings

Confirmaticn

Advanced Security Settings for CITRIXSYNCS = | = =
Mame: Ch\Sharesh\CITRIXSYNCS
Cwiner: Administrators (ZMAKG-CLIENT2VAdministrators) Change
Perrnissions Share | Auditing | Effective Access ‘
For additional informatio Block Inheritance - ble).
Perrnission entries: . . . . P
i What would you like to do with the current inherited permissions?
Type Principal F2 LY
82, Allow  SYSTEM You are about to block inheritance to this object, which means that permissions d files
2 Allow  Administrat inherited from a parent ohject will no lenger be applied to this object. d files
82, Allow  Users (ZMA] d files
82, Allow  Users (ZMA]
82, Allow CREATOR(G
Remove all inherited permissions from this object.
Add Rernou
Disable inheritance
[]Replace all child abject permission entries with inheritable permission entries from this abject

8. i Permissions (1{fR) &Ik, Misk: CREATOR OWNER (gIE2&FrE%). Local Administrators
(FHEIRR) 1 SYSTEM (R4) SMIFRERF, HAMER “Full Control” (S22ish]) MIREIEAEHEN

bl

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Advanced Security Settings for CITRIXSYNCS

MName: C:\Shares\CITRIXSYNCS

Owner: Administrators (SSPRSERVER\Administrators) Change

Share

Auditing Effective Access

For additional informatien, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SR Allow  SYSTEM Full control Mone This folder, subfolders and files
SR Allow  Administrators (SSPRSERVER\...  Full control MNeone This folder, subfolders and files
BR Allow  CREATOR OWMER Modify None Subfolders and files only
a Allow  DataProxyAccount (35PR\Dat..  Full control None This folder, subfolders and files

Add Remove Edit

Enable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

| Cancel | Apply

o STEIEH

« Delete subfolders and files (BIf&F TS F> )

+ Change permissions (SEXXFR)

+ Take ownership GREXFRE)

Mame: C:\Shares\CITRIXSYNCS
CQwner: Administrators (SSPRSERVERWAY
Permissions Share Auditing

For additional information, double-click a permi

Permission entries:

9. #iF CREATOR OWNER (BIZEFiE#E) Hd Edit (4R18) UEUHEHPLUTANR:

Type  Principal

B mllow  SYSTEM
Allow _Administrators (SSPRSERVER...
Allow  CREATOR OWNER

Add Remove |

Enable inheritance

[ Reglace all child cbject permission entries wit)

BRMEEER,

Permission Entry for CITRIXSYNCS

Principak:  CREATOR OWMER  Select a pnincipal
Type: Allow

Applies to: | Subfolders and files only

Advanced permissions:
] Traverse falder / execute file
[ List folder / read data
[ Read attributes
[] Read extended attributes
[#] Create files / write data
[ Create folders / append data

] Write attributes

[-] Write extended attributes
[] Delete

[] Read permissions

[[] Change permissions
[] Take ownership

] Only apply these permissions to objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

10. #%#% Share (#Z) @i+, Hikx Everyone (FiEA), AEHFNAETLIEHIRNEIEREK, . FittE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Advanced Security Settings for CITRIXSYNCS O *
Mame: C:\Shares\CITRIXSYNCS
Cwner: Administrators (SSPRSERVER\Administrators) Change

Permissions Auditing Effective Access

To modify share permissions, select the entry and click Edit.
MNetwork location for this share: \\55PRServer.sspr.local\CITRIXSYNCS

Permission entries:

Type Principal Access
B Allow Administrators (SSPRSERVER\Administrators) Full Control
R Allow Domain Admins (SSPR\Domain Admins) Full Control
a Allow DataProxyAccount (SSPR\DataProxyAccount) Full Control
Add Remove View

Cancel Apply

11. 7 “New Share” (FE#Z) mMSMAMEEPEE Confirmation (Fih), REYFNERHHZRE, B
i Create (8)22) FAMITOIEMMXMRMNERE, AGEE Close (k).

12. 7£ CITRIXSYNCS HE=xx 3= FRIEM N FxX 4% CentralStoreRoot 71 People,
BE: EREBIEREKA TN FXHKAE Full Control (2= MR

WNRAERSEBEEFREMES EncryptData. RejectUnencryptedAccess #1 RequireSecuritySigna-
ture, BXEZRERES, BEFELLT Microsoft X
https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbserverconfiguration
https://docs.microsoft.com/en-us/powershell/module/smbshare/set-smbshare

RENECEBRSTHNEE

1. A Citrix Virtual Apps and Desktops Ri#E2F R HBIIRSBRESE.
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Citrix Virtual Apps and Desktops 7

Get Started Prepare Machines and Images

Delivery Controller Virtual Delivery Agent for Windows Server OS

Start here. Select and install the Delivery Controller and other Install this agent to deliver applications and desktops from server-
essential services like License Server and StoreFront. based VMs or physical machines.

Extend Deployment

Citrix Director i Citrix Studio i Self-Service Password Reset
Citrix License Server i Universal Print Server i Session Recording
Citrix StoreFront i Federated Authentication Service

Services and Support

ct d mer Access supporting content online.
Access knowledge base articles, security bulletins, and troubleshooting guides.

2. REEHRSEHBEER, foRBEHE > FERF > Citrix > Citrix BERSEBREERE U E 8BRS
BIHEERS.

3. EHBITHN, BRETE=Z1"E+rPBEEIRS.

1+ Self-Service Password Reset Configuration = | =] 22
$% File Action View Window Help x
|
4 Self-Service Password Reset Configuration . ) 3 ‘Actions

View »

() Identity Verification

i i i New Window fr H
Service Configuration ew Window from Here

First canfigure your Self-Service Password Reset servicee |G| Refresh

[=] Properties
Help

User Configuration
Add 3 user configuration to domain users

Identity Verification
To manage your questionnaire

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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RSBECE EELRSZA, FHREEEIZETREM. HEAEKANBBRSK .

1. EhEERTERRSEE, ARTEEaNERTRELHERSEE.
2. EPREFEUERSP, BEPREFHEUE, ARRET—,

Create Self-Service Password Reset Service

Passwo l'd Reset Central Store Location

Identify your central store location.

+ Welcome Set Store Location(NTFS)
) NTFS network share

Central Store Location
Domain Configurations D Reset environment
Apply Settings I Y\SSPRSERVER.sspr.localCITRIXSYNCS l

=n

3. TBEERST, EEECAERSENEERSHE, ARREHREM.

Create Self-Service Password Reset Service

Domain Configurations

Password Reset

Select the check box next to a domain to enable service support on that domain, Then select one
domain and click Properties to open the Edit Configuration wizard.

+ Welcome

 Central Store Location

‘, ssprlocal

Domain Configurations

Apply Settings

Properties Remove

Back ] | Cancel

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18
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4. FEEHIEAEKS BRRNER UK B8RS KF AR 2MEN, ARREHE.

Create Self-Service Password Re ce Self-Service Password Reset Service Domain Configuration

O Provide the data proxy with an account that has
read and write access to the central store,

Data P A ${Damain\A 1

Select the check box next User Name | sspriDataProxyAccount |
domain and click Propertid

Password Reset Domain Configurationg

Password

¥ Welcome

Domain Name | Confirm

sspr.local

+ Central Store Location

Domain Configurations
Apply Settings @ Provide account credentlal_s for the self-Se.r\f'lce

module. The account requires sufficient privileges to
reset user domain passwords and to unlock domain
user accounts.

Self-Service A (Domain\A )

User Name | sspriSelfServiceAccount |

Password

Confirm | '“‘“""I |

Back Cancel |

5 BET—YNAMERE.

Create Self-Service Password Reset Service

Password Reset Domain Configurations

Select the check box next to a domain to enable service support on that domain, Then select one
domain and click Properties to open the Edit Configuration wizard,

+ Welcome

+ Central Store Location Domain Name Data Proxy Account Self-Service Account

sspr.ocal\DataProxyAccount sspr.local\SelfServiceAccount

Domain Configurations

Apply Settings

Properties l l Remove

6. BEHEHMUTEREEE,
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Create Self-Service Password Reset Service

Password Reset Apply Settings

Status
¥ Welcome 4\ Don't close this wizard until applying settings is finished!
+ Central Store Location
+ Domain Configurations Details...
1|
Apply Settings Creating performance counters ... =

Stop CSSPR Active Directory Connector COM+ application ..

Stop Self-Service Password Reset Data Proxy COM«+ application ...

Import configuration templates ...

Save Self-Service Password Reset Active Directory Connector COM+ application confi... | |
Saving data proxy configuration file ...
Saving data proxy event log source ...

Save Signing Certificate configuration ...

Validating signing certificate configuration ...
Creating signing certificate ...
Save Self-Service Password Reset Data Proxy COM+ application configuration ...

Saving Self-Service account configuration ...

FBFkE
1. FEMERTERAFEE, AREENERTREEREZAFEE.

2. EHZAFPEEREY, EXEBMRSZERSERAF4A, M Active Directory mfinmEF~/48/0U, AEE
a-:l-F_ﬂ;o

Create User Configuration
Password Reset Name User Configuration
Define this user configuration and associate these settings to one or more users.
Name User Configuration User configuration association

Active Directory Hierarchy (OU or User)
User LDAP path

Configure Licensing

Enable Self-Service 2 - .
Password Reset LDAP://=zpr.local/OU=0U1,DC=sspr,DC=local

LDAP://sspr.local/CN=User1,CN=Users,DC=sspr,DC=local

[ G| remoe ]

Active Directory Group

Mame

==
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3. ZEEWAIRR L, EEFAIERSS, ARRET D,

Edit User Configuration

Password Reset Configure Licensing

Specify the License Server name and port number for this user configuration.

phiameUz=e Configurationy O You can use the Self-Service Password Reset feature only when you have XenApp or
Configure Licensing XenDesktop Platinum Edition.
Enable Self-Service
Password Reset License Server Name” | |
| Use Default port | 27000

Back [ cancel
=

4. TRABBRSEBEERE L, FASKEEEAFETEBERGEEAN ANBELTEEH Windows &

BIBEEK,, IEERSmOMMUL, AFREHEE.,

Create User Configuration

Password Reset To Configure Self-Service Password Reset Feature

Self-Service feature allow users to reset their Windows passwords and unlock their domain
accounts without administrator intervention

v Name User Configuration
#| Reset: Allow users to reset their primary domain password

+ Configure Licensing

Enable Self-Service
Password Reset

#!| Unlock: Allow users to unlock their domain account

Please provide the service address below.

Service port: 443

Hitps:// ISSPRServer.sspr.Iocal.-"MPMService.-"

e |

EXEERAFPRENFARGEES, FEREEAFLE,
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S5
1. FENERPERSHRITR, AREENERTEEEERRT,

2. ZETRENEMIERRL, EFRRNES, CAEEESANERARRLT2RAERNINE, AREEHT—

Fo
3. AR2PERREL, BEHMENE, EXFEPRANEDR, REHE, ARRET TP,

4. HAERERTD, BERMAER—NEE. AJLUER BN TR RHAEMBIRERNRANEE, TMttTim

ERRIEE, BEHOIENRE,

BEXEESHRIERENFRES, BBREES DI,

EEAFERE BIAFEE, SrUEHIARER StoreFront BYRERIITRHMING. CIEN AP IEEREERIFE

FHAFRDABBRSEBEEZFIHRITHRE— TR, ErLENEENERFEE.,

RFEBREXS Active Directory B4 (LALRHA1 [OU] e ~AF) 38 Active Directory A XBEH P I

BHHR—REES,
FAFEEHUTEIAERMR:

+ 5 Active Directory 15244 (OU SHEAEF) 3 Active Directory HMBXEXHIAF
EE: &F Active Directory RS HE AR A AR ZH 1.

o FRIERRSS 25
- BBERSTIEE (KPP RBIFIENEE)

IZAFPEEZA, FHREESIBIEX A TELL

o hREFME
« lRSEkE

EEIRABAEE, BRITUTERME:

1. #ORBEHFA > FRE1ER > Citrix > Citrix BMIRSZHBEERE,
2. FEERD, ERAPEET R
3. ERRfERESP, BHAMMAFEE,

ERMAF. OU S, BHITUTRE:
BREERSNMZAFEENAATERBFREEXKIAR,
BFEEXE:

TEmMIZDT: RHE Active Directory B (OU HENAEF) 1 Active Directory 4AXEXAF. MBXE, LU

ErRILUEE B iR e 2P NRIERFEERAF RES Hth R REESEERER.
BRPEESHEEXBXESER Active Directory S2303E8Y Active Directory &%,
T ZAFEENELIEE OU. AFRZE (KN “RNFAFEE” 3 “FERFEE mSH).

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

22


https://docs.citrix.com/zh-cn/self-service-password-reset/current-release/install-configure.html#manage-identity-verification-questions

HEIRSTEHREE 1.1.X

AR BUEREREESNKS (Fla0, tERRSEHEER) SETERSENERKFEBEEEZIEBNA
P4, BERAHIETAA,

BEEA, BRITUTERE:
BREERSNEEFAINEAITERE RS BEEERS ERANIFAHERS .

FE NYELRET Citrix Virtual Apps = Citrix Virtual Desktops Platinum Edition B 8EE BARBIFIE B Ih
BEo

FEREFINELBATFEIRSBEMMEOS (KN FNFAFERE” 3 “RERFEE RSP,
EERRYNEERIRE, BRITUTRE:

BYRSEBEEATFAFELEEEENANERTEER Windows BB UUKRMEHMEENKS . £/5H88RS %
BENEL, FTLEERERBIEE.

EEABEMRSENEENE LERFERAERANIE: BUNEE (W “TNFAFEKE” X “REAFKE” @
9.

BEERZH, BFHRITUTRE:

ITEEAFAUAZZRFRMAFRNE, BEEPNAFMNEREERETAEMRSEINEERE, SIEHM. KA
PMNBBEE., s, BREFWAFREEREEFE Citrix Workspace R AR2F EHES IR,

BEERZH, BHRITUTRE:

1. #ORBEHTFA > FiER2RF > Citrix > Citrix BBRSHBEERE.
2. ZEMEETERAFEE, AREENEETEEERRBEE.,
3. ERARIMAM R RS B ARMAMERA P 84H,

EESMEIERE Citrix BBRSEHEELEEF ANINRIIACRMMT —TRTEESSHRIE. B8RS
FREEMKA BHEXRNAERERENPRAUE, IUAERINDRFIRF B EXEB SR LR K% 825 R
4,

s MREGBEAFPIMEZREHFENENIRINGE, EFEMEBENTENE X, HENATSES AP ERTH.
B2, MREERTRENE X, SYEEZEBDHAEF T AR HERNESR,

o ITEMBRERN. BRMEikE2RBMEKE URIFERRIBN—AREMNRERPEEFEMZAETE
HITEMIIEMEE M. AFE Citrix Workspace MAREFHITH “E5” M MEE—AHIEM,

o BNRLEBAUBETEINR2EBA, SIERLRMARN, IZNMERREIEEAL2mBEARER,

BIRBUTSB#ITRE, HRUTIREFSIHNSE:

1. #ORBEHFA > FrEER > Citrix > Citrix BIRSZHBESERE,
2. FEERR, ERFHIIET R
3. 7EifExRes, BHERNE,
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BIREMINES, BRITUTERME:
ERZHERT, AREIReNACASHSTAFREEXHXENESET. MRZESFIUH, BYRSEE

EERERAEEENRIMNES Enini

1. fRBEHFE > FEER > Citrix > Citrix BEIRSZHEERE.
2. FEERD, ERFHIET R

3. ERMERESP, BHEERRE,

4. EETRENSHIIENE EREINES THFIRSD, EERINES,

EBRREERERRK, BRITUTERE:
ZeERRFRINEELNAFAIMELZ2EAERRESHRIBIEPRMHERMENTBFRNT2E5]. BRALIhEE
B, APHEREERERE. ERIMIER, RAASBERXEAFRAESZEZRRABERHNBANH S HEIR. FHWIE
SREFAAMEBARER—R, BARSSEHIERHERHER,

FEETRENSHEIENE EERRBRR2RENER.

IR A, FHITUTERE:

ARSI TRANEEH AT MRBIEE—MES. ERIURM— MR ZMEE, Citrix Workspace R 2R
hy I SERSAPNEEXGIESREEANEMNESMAFARERER. IRZESFIA, BBRSEN
EERERRINES EREE,

AR EER2EBESH, REEERFRARRERSMZIEEESEENAFET. MREENRERAIRES
EAEANRERLE, WRAFEREMERNIIAES.

1. ER2RATE LAES THHRSP, ER-—MESHELERMEE, EIEETR “ReR@E WEE,
2. ER2RENEE LR,

BE AEARERHBAEZNNERENXACEER, WREFRRMAE, LFEIRSRIAREARXEKBHTRE
o

ANINERIBIL A R XA, EHITIATRE:

EAEMABRRERM. BEFRMERR2REERE UIERRIBN—ARZEMNAEBREENEMZ AR EZETE

RIIEMEE®W, AFTE Citrix Workspace NARRFEFITH “E5" NUAEE—AfHEM. FEXMODEFRE
HIEFTEMAF

BE NMREBEENFNE, BSUFELZRENS . XAREZSEERSHRILIEFAPERPHAR—E.
Bl, AR RESEFENEENLENEMESR,

1. MN=2R#ETTE EAIES ThERERE—ES,
2. EFR) AR TR,
3. RERERENIEEFRIER,

IR EeREA, FRITUTERME:
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AUEZAFPERINESHRFTERZEN—EL2m#E, MIZFEERTFHSNIALTHENAFPREE, B2, &&F
AL X gmA R — MR 2R A R,

BN, Fie AR E R AP AEERBRIEERPRN—ESNEE, HEAFENER MZRBAEPEREERFH=
MNMeJRR (EEGIRER) . XEERIAF R RIEERENRMA TS HRIENESR,

1. ER2RATE ESEERME,
2. AREPANEER, BR%AE, EFEA, AFRERFGAOZERNRBRSE,

RIBR2EEA, FRITUTERE:

ERBRENRSA, AERELRLRUENELNGEE. LNEET “RLm@A” WiiE, HhaaEARE™M
AN—B PR 2R R, HRIEAPNREBESERRCIET. ERIMUELREBANZIR. RATRIMRRLUKE
BB AP A ERE R E,

ANSMFFIBIRER, FHITUATRE:

FIRERDANEBRREREMEESE, RBREQAFERNIRFE ETEDR#E, MREFRTIAER, MWENBFE
B3R StoreFront BHRITENEMIS,

1. BHAERTE LHFINA EEERPRNEDZARE,
2. BEMERAT MIAERFRIERAE.
3. BE LB TEAEERAF RHENR,

SAHFHREEA, FRITUTERE:

RIS ARG H R 2R AN AR,
1. #RBEHFA > FRE1ER > Citrix > Citrix BEIRSZHREERE,
2. FEERSR, ERFHIIET R
3. EIRMERESP, BHEUTERZ—:

SARERH
EEXMAIE USNZ 2E AL HIE,

SHRERHE
FEEXMAHIE T H R 2R EMNAR IR,

Z2icE

November 1, 2018
IXEERAERETENEE BMRSEEEEAHZTERITHEE

- SIRRAEERF TEMERDREF K IREVERE P ik
« BEEMAERE
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Bl B BRI

MRBEAEMRSTHEENTHEENIKFRBTIE, BERSEEIEPEEEPRSERBTFRITEBEEMN
MK RR SR IFRY B BIBRSSIK P IBHRIZIKF BB RBHINR, ERINETREREEERARNKPHITE~EHE,
B TR PRI T

o AR
o HEXEAFPHNZEESENIKF FIR

7 Active Directory AP MITENF, SIRERFEERF ZEMAEH AP K RERIAF S

1. 7£ Active Directory APt EHF, AREEE, RAEEXREFBEEERREH.

2. B ERTHERAS, EVOSIEER, fHET—P,

3. ERRPFMAMIEES, BERMN, EHRPEAZFEAHEETHRIKPIRNA, AEREHRE. TRPMANE
ER, gHT—%,

4. EERRNESWHEES, RHEBEBEXNESESRR, RAREET—D,

5. 7£ Active Directory St REEHEEF, B “RBEXPMHRHANTINR” > ‘BPHNR”, RAERET
—,

6. ERNRSHEER, EFEAREBMITHEE, ERPRYIFRF, %E+IEE lockoutTime. B\ lockoutTime.
EEZ. BEXZE. IRE userAccountControl. 5\ userAccountControl. i%EY pwdLastSet #
S\ pwdLastSet Ei%1E, RAEBEET—F,

7. EEREHEKASINEER, BEHETH.

B AIEIR

HTFEMRSZBEBRSJMNPREERSS[AGHRSERFZNE, i, BIEZENEEEMEPBEXLE
A, FEXLEAGRERIFENREAFHTIAN. XATNETBATHEEAXLRSHFERRE Windows Bk
HNF R, HIERVEEENEMBEMEN, URREXLERSESTAIENERERE R,

EHEPTHXLRBRE, REERRSEREER (SMB) NBEIIRSZBEBRRS 281517 BEIARS B5E B R REFH
ARS8, FHERBEET HTTPS iE#EM StoreFront ARS3 281417 HBIARS BRI EERRS 280
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@M Windows 2012 R2 fimfe Xt = 5=

.. Central storage server

StoreFront Self-Service Y
Password Reset . Active Directory
senver
License Server
2=t

c BELARSSE IBEERSTHEEANT. BNBEXLAHSIME StoreFront 5% Delivery Controller
AHHEEERNRS SR L. BN, TEETRHBAIERBRIAERMLE StoreFront 3 Controller .
+ StoreFront 5EMRSHEEERS 2 BAEEIEER HTTP/HTTPS R,

Y0 StoreFront 5 BBIRSEREERS [ Z BEFEEMIFEANE, BFEH BN TR EPRSBHEERS S
B E N REEMAIRARSS 28R

o XEIIRAHEERIE Windows ZRIARASER NS EM Z o

HNEBRSEREERRFERENAIE

FTERECER, AR, REEMBBRSEREERRS RGP BBIRSEHBEE P REFFRME SMB RS, HEEHIE
B, BBIARSEEEFRFMEIRSS 2R EEIHRIE NS ERIARSS

1. TARRS R EESR, HMNBSMZ LW TARZSEPERSELZ L Windows Bk,

2. E=% L2 Windows FiAdER, EFEHREESHN Windows BiAEREM. E=MHABREX S, BREREX
. TRAREXHNLBEEX . EREEEXFER R, FSBRHABERTRENT, BANEEZRIRENAEL,
B HIEE IR E N Ao
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&

File Action

ad

View Help

Windows Firewall with Advanced Security

e Windows Firewall with Advanced Security

B2 Inbound Rules
Outbound Rules
Connection Security Rules
[ ‘;, Monitering

Windows Firewall with Advanced Security on Local Computer

ﬂ Windows Firewall with Advanced Security provides network security for Windows comptters

Actions

| Windows Firewall with Advanced... ~
L)
4l

Impert Policy...
Export Policy...

Overview

Restore Default Policy

Domain Profile is Active

Windows Firewall with Advanced Security on Local C... i

Diagnose / Repair

@ Windows Firewall is on

@ Windows Firewallis on

Public Profile
& Windows Firewallis on

B3 Windows Firswall Propetties

) Inbound connections that do not match a nile 4
@ Outbound connections that do nat match a ruie]

) Inbound connections that do not match a nile 4
() Outbound connections that do not match a g

&

Inbound connections

Outbound connections:

Block (defautt) v
Alow (defautt) w

Frotected network connections:

Settings
Specify settings that cotrol Windows
Firewall behavior.

Logging

Getting Started

R _ _

Specify logging settings for
troubleshocting.

: -

betwe

B3 Connection Security Rules

Create connection security rules to specify how and
protected by using Intemet Protocol security {IPsec).

Customize..

Apply

Domain Profile | Private Profie | Public Profle | IPsec Settings | Vi g
(& Inbound connections that do not match a nile 4
= |G Refresh
@ Outbound connections that do not match a i Specify behavior for when a computeris connected to its corporate
domain D Properties
Private Profile State
Frewall state: On {recommended) v Help

3. EFRTREREXHNAREEXFET R, ASURHAMEBRSIRENT, BANBEENEISEZRIRENMEL. NA
HREFPIBEIER.

4, FENGERN S, EESCHERITEINHER (SMB-In), HESKFILMNEBRERRH, HRELEENREE,

@
File Action View Help
B n EY

@ Windows Firewall wit| [T e L

Inbound Rules
Connection Secut
1 B Monitoring

Neme
(@ Core Netwerking - Reuter Advertisement (ICMPv6-In)
(@ Core Networking - Router Solicitation (ICMPvé-In)
(@ Core Networking - Teredo (UDP-In)
@ Core Netwerking - Time Exceeded (ICMPvé-In)
@ Distributed Transaction Coordinator (RPC)
Distributed Transaction Coordinator (RPC-EPMAP)
@ Distributed Transacticn Coordinator (TCP-In)
(@ File and Printer Sharing (Echo Request - ICMPv4-In)
@ File and Printer Sharing (Echo Request - ICMPv6-In)
@ File and Printer Sharing (LLMNR-UDP-In)
(@ File and Printer Sharing (NB-Datagram-In)
(@ File and Printer Sharing (NB-Name-In)
(@ File and Printer Sharing (NB-Session-In)
gFi\eand Printer Sharing (SMB-In)
File and Printer Sharing (Spooler Service - RPC)
@ File and Printer Sharing (Spooler Service - RPC-EPMAP)
(@ File and Printer Sharing over SMEDirect WARP-In)
(@ File Server Remote Management (DCOM-In)
@ File Server Remote Management (SME-In)
(@ File Server Remote Management (WMI-In)
@ isCSI Service (TCP-In)
@ Key Management Service (TCP-In)
(@ Message Queving TCP Inbound
(@ Message Queuing UDP Inbound
@ Netlogon Service (NP-In)
@ Hetlogen Service Authz (RPC)
@ Network Discovery (LLMNR-UDP-In)
@ Network Discovery (NB-Datagram-In)
@ Metwork Discovery (NE-Name-n)
Metwark Discovery (Pub-WSD-In)
@ Network Discovery (SSDP-In)
@ Network Discovery (UPnP-In)
(@ Network Discovery (WSD Events-In)
@ Network Discovery (WSD EventsSecure-In)
@ Network Discovery (WSD-In)
@ Performance Logs and Alerts (DCOM-In)
@ Performance Loos and Alerts (DCOM-In)

Windows Firewall with Advanced Security

File and Printer Sharing (SMB-In) Properties

Protocols and Forts | Scope | Advanced | Local Principals | Remote Users |

Programs and Services Remote Computers

This is a predefined rule and some of its properties cannat
be modified.

Name:
File and Printer Sharing (SMB-In)

Description:

inbound rue for Fiie and Frinter Sharing to allow Server |
Message Block transmission and recepiion via Named

[¥] Enbled

() Block the connection

Actions
Group Pr ~ || Inbound Rules
Core Networking A 1 New Rule..
Core Networking Al
Core Networking || T Filter by Profile
Core Networking Al T Filter by State
Distributed Transaction Coo. Al (| 7 Filter by Group
Distributed Transaction Coo... Al
View
Distributed Transaction Coo... Al
File and Printer Sharing Al || @ Refresh
File and Printer Sharing Al |2 ExportList.
File and Printer Sharing Al Help
File and Printer Sharing Al
File and Printer Sharing Al File and Printer Sharing (SMB-In)
File and Printer Sharing Al || @ Disable Rule
File and Printer Sharing Al
File and Printer Sharing Al || & o
File and Printer Sharing Al Copy
File and Printer Sharing over... Al K Delete
FileServer Remote Manage.. Al || =) b, Gered |
File Server Remote Manage... Al ’
File Server Remote Manage.. Al = E e ®
i5CS| Senvice Al General
Key Management Service Al o
Message Queuing Al %
Message Queuing Al
Netlogon Service Al
Netlogon Service Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Network Discovery Al
Performance Logs and Alerts D¢
Performance Loas and Alerts  Pr

5. EXHFITENHHE (SMB-In) B, BESEEIET . EFXL IP #ihk, HIGFE BBRSZIBEBRS S P it
HERINEITIRF, FI0, BBRSZHEBERSEA (192.168.1.10) MEMRSEBEERSE B (192.168.1.11),
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6. EXHFFTENNLE (SMB-In) B, EXFISEET, BREEEXMHE. TANAH, HEREXTHNIFTHE
B

7. EXHARS RIZIZEIE (SMB-In) FSXHAIITENHIEE (NB-Session-In) BINIEAN EES L,

FEYRSEREERS BB NS

TRERER, REEMER HTTPS i@ StoreFront fR$5281710 B BNBRS B EE RS SRR MM Web IRS. HEBBIR
SEMERRS R REEAFREWNEFRIRS,

1. TARRSREESR, FMNRBSMIZ LW TAZEPERSELZ L Windows Bk,

2. EE&%T 2 Windows FiAdE, EFHRERFTH Windows FiAERY, B=1HABREXH, BFEREEX
. TRAREXHNLBEEX . EREEEXHER R, FSBRHABRTIRENF, BANEEZRRENAEL,
R HIEE IR E N Ao

"] Windows Firewall with Advanced Security = =] =
File Action View Help

«=|[m @
e Windows Firewall with Advanced SE:UHR [l Windows Firewall with Advanced Security on Local Computer Actions

Inbound Rul = - =
& Inbound Rules ~ | Windows Firewall with Advanced... «
3 Outbound Rules

& Import Pelicy..

% Connection Security Rules
45 Export Policy...

p Bl Monitering
Restore Default Policy

# Windows Firewsll with Advanced Security provides network security for Windows computers

Overview [
Domain Profile is Active Windows Firewall with Advanced Security on Local C...

@ Windows Firewsllis on

Diagnose / Repair

Domain Profile | Private Profile | Public Profile | IPsec Settings | VieW, >

@ Inbound connections that da not match a ule 4 =
@@ Outbound connections that do not match a ulel Specify behavior for when a computeris connected to its corporate LB

- domain [E] Properties
Private Profile State @ e
@ Windows Frewalison rewall state: On frecommended) v
() Inbound connections that do not match 3 nile 4 Inbound cornections: Block (defautt) v
® Outbound connections that do not match a ruld Outbound connections: Alow (defautt) v

Public Profile Protected network connections: Customize
& Windows Firewallis on

|

Settings

7| Speciy seftings that corttrol Windows
Y= Firewall behavior,

() Inbound connections that do not match a nile 4

Customize..
® Outbound connections that do nat match a ruie]

@ Windows Firewall Properties
Logging

i Specify logging settings for i
Getting Started I oubleshorting. Customize:

Authenticate communications betwe

Create connection security nules to specify how and
protected by using Intemet Protocol security (IPsec).

BE) Connection Securty Rules

H
=

Cancel

3. EFTRAREXAMARBEEXMHETF, SERMAEREIRENF. HEGNEERMBEEZRIRENMELE, M
FRHRTFFIHBIES,

4, FENERNRIEE R EMRS (HTTP RANE), HESKBEMNIEEANERER, BRFLE A ILEE

5. EREMRS (HTTP RAR) B+, HIBRET £, EEREXHR. THNRA, HREFIAMFRHEIE
o

6. ENMEMMFIEZFHLMIRSS (HTTPS HAE), SHBILMUEBRERH, HRERENARFEE,
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" Windows Firewall with Advanced Security = [l=l]] =2
File Action View Help

s nm =

E Inbound Rules Name Group Profile ~ || Inbound Rules -

g::iig:::';zr @ world Wide Web Services (HTTP Traffic-In) World Wide Web Services (HTTP) Al & NewRule..

:—' Monitori (€0 World Wide Web Services (HTTPS Traffic-In Secure World Wide Web Services (HTTPS) All .

b %5 Monitoring ‘Windows Remote Management (HTTP-In) Windows Remote Management Publiq W Filter by Profile 4
@windows K World Wide Web Services (HTTPS Traffic-In) Properties <] Doma ||| ¥ Filter by State 4
@ windows R rpatib.. Al | 57 Filter by Group »
.Windnw; [ Protocols and Ports | Scope I Advanced I Local Principals I Remote Users | tion (.. All .
.Windows M General ‘ Programs and Services | Remate Computers | tion (... All View 4
G
.Wmdows M This is a predefined rule and some of its properties cannot fion (. All @ Refresh .
.Wlndows F @ be modfied ent All = Export List...
.Windows F| General ent All Help
@ Windows g SaN  Name: n All
@ TPM Virtua % [Word Wide Web Services (HTTPS Traffic-h) t privat || World Wide Web Services (HTTP...
@ 7PM Virtua Description: t Doma & Disable Rule
.TPM Virtua An inbound rule to allow HTTPS traffic for Intemet ~ t Domg Jg" Cut
O TPM Virtua Information Services (1IS) [TCP 443] t Privat
@ s Trap v Doma ||E2 Comy
@ sHMP Trag Enabled privat || 3 Delete
.Se(ure Sodl All .
@ 5CW remol M“"} _ ard All & —r
@ sW remo A ;:\ ':' Allow the connection ard Al Help
. SCW remol WA D) Mlow the connection f it is secure ard Al
.Routmg an All
. Routing an O Block the connection Al
.Routmg an All
. Remote Vo All
. Remote Vo All
. Rernote Vio All
. Remote Se All
. Remote Se All
. Remote Ser All
. Remote 5¢ Ent All
. Remote 5S¢ Ent Al
<| m > <- Aoply 5

7. ER%MARS (HTTPS AAE) BiEH, HIEEET £, #FXLE IP #hit, SAE¥EFE StoreFront fR5528 IP
HnEFINEIFIRP, g0, StoreFrontA (192.168.1.50) #1 StoreFront B (192.158.1.51),

8. ERAMMRS (HTTPS MAR) BiMH, HIBRHETF. HREEXHE. A MAH, HEREFEITUIAMFRM
EH.

M Single Sign-On REZETHKIE

June 27,2022

Single Sign-On RR7EHEZE—1H Single Sign-On BFEF#NEEAR NEBHIENETEFHEE, ARRIECER
FPEE. ReERBERUKREMBAXINSE SERIECETEER. NAEFEX. KRR UNREMEREER
B IE.

TEERFBEIEM Single Sign-On RREFETHE BEIRSEHNEERREFME. TRIRATBIBMRREIBHIEK
1o
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LIS AEBSERS
TR - FRTH BEEIMEIER People x4k
N FRREFER - AR XH BERERNAER

MRAREFEX - FRXH
BFEE - TEYRSERERRFIS LOEZ
MRREFA - TR ZH

Single Sign-On AR5 ¥R - T EBBRSHBEEEHIA
fageilf

BB

. EBIRSTREE R Active Directory fERHREE, WM&,
. EBIRSTRER LIRS Single Sign-On 4.8 5 5.0 BIKIR.

M Single Sign-On FREETEEIE

EBEHNEIEZ A, FABNARENEESMRSENEE, BXEFAER, BEH “RENEE".

BT RIFNE,

ZRBRSBHEBRSHIEH &,

EEHER, EEMPREFENLE,

I AP REHBE Single Sign-On EEAT BBIRSEREEN AR SIEER,
¥ Single Sign-On MBI R 2IRRE I 2I# P REFMEH,

ok w D

AR IFRREEREIKPNFIEERNXRBE T 2EFINR,
NREFR MK/ Mo

Tl

KPR A P R EUE
\\SSO-SERVER\citrixsync$\People
EHA
\\SSPR-SVC\citrixsync$\People

FERUTHS:

Robocopy \\SSO-SERVER|\citrixsync$\People\ \\SSPR-SVC\citrixsync$\People e /xd QBA
[Log+:copylog.txt [tee

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 31



HEIRSTEHREE 1.1.X

BEFPERANZ2EA

**\\SSOSERVER\**citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2)\
QuestionBasedAuthentication2

£
**\\SSPRSVC\**citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\

FERUTHES:

Robocopy \\SSO-SERVER|\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2\
\\SSPR-SVC\citrixsync$\CentralStoreRoot\AdminConsole\QuestionBasedAuthentication2 /e
[Log+:copylog.txt [tee

IE, FIEAPEREERE Single Sign-On AR M ERBHUNES.

%% StoreFront Bt E N A IFRFICRLZEREMNER

June 27,2022

¥ StoreFront BEN AR EMREMENER, FHXLEERN, BRAUUEEREUKREDIEHK,, BXiF
MR, 52 StoreFront ~ci,

1. 3% StoreFront Internet Information Services (11S) B2& HTTPS,
2. 7£ StoreFront HalE—MERE,
3. 7z StoreFront BEEIEHIGNANEETR, GRETNABEHIEREESHRIES .

Actions

ciTRIX

Authenticated . Create Store
Export Multi-Store Provisioning File
Manage Cirix Gateways

Manage Beacons

Set Default Website

View »

Details - Store Configure XenApp Services Support (G Refresh

Configure Store Settings B Hep
File

vt | Doy Contalien | iecveror Wbt

@ Storefront using HTTPS, Remove Store

Manage Delivery Controllers

hitps://storefront.studio local/Citrix/Store

Disabled
Yes Configure Remote Access Settings
Enabled

Used by this store only
jser name and password

nApp Services Suppert

re Settings
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4, ERAFZAMZEIZE FEFEEREIET,
PE =
BHEIRSZIEE (SSPR) X3z StoreFront WRAA B MBI B MIIE S %, AFEMAE, HlanE
Hil,

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access rescurces. i ]

Method Settings
User name and password ﬂ

[] SAML Authentication Configure Trusted Demains

[] Domain pass-through Configure Account Self-Service
Can be enabled / disabled separately on Receiver for Web sites I Manage Password Options I

[] Smart card Configure Password Validation
Can be enabled / disabled separately on Receiver for Web sites

[| HTTP Basic

[[] Pass-through from Citrix Gateway L

Inslallmg ar:H:I un|nsf:a|||ng jche authn_enhcatlor? methods and the )

authentication service settings are included in the advanced options.

B (

5. EBRFRLAF ENEEMEE, AEREHRE.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources, [ ]

Manage Password Options

User name and password ﬂ
[[]  SAML Authentication

[+ Allow users to change passwords:
[ Domain pass-through
Can be enabled / disabled separately on Re
[] Smart card (®) At any time (only available when using Receiver for Web)
Can be enabled / disabled separately on Re

[] HTTP Basic

() Only when they expire

Remind users before their passwords expire:
() Do not remind
[] Pass-through from Citrix Gateway

(®) Use reminder settings from Active Directory group policy

() Use customized reminder setting
Installing and uninstalling the authentication met

authentication service settings are included in the Remind users | 10 = |*| |Pays * | before expiry
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6. TAFPRMNEDIRE TEFRLEKS BHRS.

Manage Authentication Methods - Store

Select the methods which users will use to authenticate and access resources. i ]

Method Settings
User name and password 0

[] SAML Authentication Configure Trusted Domains

[[| Domain pass-through I Configure Account Self-Service I
Can be enabled / disabled separately on Receiver for Web sites Manage Password Options

[] Smartcard Configure Passwaord Validation
Can be enabled [ disabled separately on Receiver for Web sites

[] HTTP Basic

[ ] Pass-through from Citrix Gateway {:1- -

|nsta|||ng ar_1|:| unlns.tallmg !:he auth_entlcatlor? metheds and the ]

authentication service settings are included in the advanced options.

o

7. #%#% Citrix SSPR LUE Ak BEBIARSS .

Manage Authentication Methods - Store

Select the methads which users will use to authenticate and access resources. [ )

Method Settings-J
Usi d password
— EriehEee [ 0 Configure Account Self-Service

[] SAML Authentication

[] Domain pass-through
Can be enabled / disabled seg

|:| Smart card
Can be enabled / disabled sep

Use this setting to configure user-initiated account unlock and password reset

Account Self Service | Disabled =
[] HTTP Basic bled punt unlock and password reset are unavailable.
[[] Pass-through from Citrix Gate|

Installing and uninstalling the authe
authentication service settings are i

o R

W ]|

8. BEFRE, RERERETHEEEMAFKF B, ASEE SSPR RS URL (https://< SSPR AR5 2819
FQDN>/MPMService),
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Select the methods which users will use to authenticate and access resources. i ]

| Method Setﬁngs-l

U nd ord

SEr name anc passwar 0 Configure Account Self-Service

Y SAML Authentication

Domain pass-through Use this setting to configure user-initiated account unlock and password reset

Can be enabled / disabled sep
5 || Smartcard . —

Can be nabled / disabled seg Account Self Service | Citrix S5PR ~

HTTE Basic This mathod provides user-initiated account unlock and password reset
! — . | using the self-service password reset functionality of Citrix Single Sign-
5 Pass-through from Citrix Gatey

Installing and uninstalling the authel
authentication service SE‘ttIﬂgS arein

| Configure Citrix $5BR

|— Specify whether or not users can reset their passwords and unlock their accounts through
integration with Citrix SSPR.

|¥#| Enable password reset
@ Allow account unlack

SSPR Account Service URL: §| httpsserver. fullyqualifieddomain/MPMService |

| Cancel

9. BEMENAFIEIRE,
AR

BRI R EENERS— R,

AR TRESR Citrix Workspace AR IERT Web 8 Citrix Workspace M BZFR, FAILUHITR M,
RAPagE
FHALIEERSMEMNER, WEEREEZEIMBIK,.

Citrix StoreFront

Start

Manage Security Questions



BERSERESR 1.1.X

- I. i © 2024 Cloud Software Group, Inc. All rights reserved. Cloud Software Group, the Cloud Software Group logo, and other
C | rl X ] marks appearing herein are property of Cloud Software Group, Inc. and/or one or more of its subsidiaries, and may be
registered with the U.S. Patent and Trademark Office and in other countries. All other marks are the property of their

respective owner(s).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 36



	自助服务密码重置 1.1.x
	新增功能
	已修复的问题
	已知问题
	系统要求
	安装和配置
	安全配置
	从 Single Sign-On 中央存储迁移数据
	将 StoreFront 配置为允许用户记录安全问题的答案

