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https://docs.citrix.com/zh-cn/performance-analytics/custom-reports.html
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Oct 13, 2022
WEM E1TRRIGE
Wz, AT LLEE Performance Analytics S4B HITIE TR E. Workspace Environment Management

(WEM) 2—HAFFREETR, JEPRCKEUSASERF KR, TENSIHEERELL5IN89% WEM £5
BITRREERIEEBFIE!T WEM B4 LURENE X ITENRSHES.

“« Machine: CVAD-10071 ®
o

Dountime: 1h:

Machine Performance

v

XEBTFEMEHE L ERENRER, mMEHE WEM Lig,
ERMET WEM BITRREERIFAR S UK A8 8 X L8] 7 7] B REX B8 7o
71RE WEM T2IFRNRMBRNRNEESEA WEM 121F.

B %7 Performance Analytics #fEH WEM ESETRARERENEZEE, B2 WEM £5-E17HR0%10

Zs

Eo

Bx WEM ESBTRIRENELZELR, 555 Workspace Environment Management S g 4 55—
Xo

Oct 11,2022

it eI AR 25 6

T, AREERFRAATEN LETHHEURESRERFAGTEN LETHERELETRE “HENST 0B
By “BiE” Bk, tIhEEER FESMAMIFRERIETHITEN.

£ H#E EMFPRZET 10 MRBFEFRIRD #i,

BMETERmIERT NGB REE CPU I#E, heB R R,
HINEEBERIEAN R REN S RIFRERFAITENB A Citrix Studio FHZEMER. RINERT, LRELFEARK
&, WRHERZRERIEN LETHNHE. BXEAER, BEH ITENSIT EE—
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https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/machine-statistics.html#wem-tasks-health-check
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/machine-statistics.html#wem-tasks-health-check
https://docs.citrix.com/zh-cn/workspace-environment-management/service/manage/scripted-tasks.html
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/machine-statistics.html#top-resource-consuming-processes
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202249 H30H
B

TARITE D AR
o DU BRITEN. EPE. BEITENMEEHERIZSE LRI FER LHRE. XERFEANMIL E
RENMERME T EEHNRMERS.

o R SINEELBRNENEETXBEMIETHREAEEENRE. XERE—BTAMETT XRET
BEANELREN. ENEBMTRELRNEMETES, HRIEHERRAEFEN MR,

Q Insights (i) »
nthe last 1 day
Diagnostics Baseline [EET0
DJ]“ Fewer Session Failures (3
0 Affects Session Availability

32.19% less Session Failures than the 20-day Baseline

n Fewer Sessions with Poor Responsiveness (@)
@ Affects Session Responsiveness

38.1% less Sessions with Poor Responsiveness than the
30-day Baseline

alln Fewer Sessions with Poor Logon Duration ()
e Affects Session Logon Duration

69.77% less Sessions with Poor Logon Duration than the
30-day Baseline

BT FERPRMTZIERK. JEMNMNIEERIFEEEAMEN E2E LE

S5E24NRELEREAFPAREFR L. EMNTATF “BRAIE BHOTH “SERE" M “SEWLERE" N “|iE
BERFEHNE BRTH “RESE . BHEERETHENNELZRES.

BEXESZER, BEALBXE,
202259 H28H

Webhook 3z :F&iRiEA

WME, EaLskE Performance Analytics WE3RiBA 4 % 21 &% Webhook 10ilr88. LtIhEE R IFEIEFIEST
@ (130 Slack. JIRA) LE3RB@H, XAIUEBN B E A BEhS MBH MR XHRIZ, MMERHER TIERE
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LRz Performance Analytics k@51, BxfEA Webhook RELIRERNESZEE, 1581 Webhook 3%
RIBRIH 2150

2022498 T7H
CSV SIS HRHIHE N

WE, EABRSNELN “SHN CSVRR" EERTUSHATHRRFIEM 1 H1T1EME 10 517, BXSHINEE
E’]Eyfm Sy 1@%"% gﬁj]?gﬁ Yﬁo

Aug 05, 2022
BT ENER

Citrix Analytics for Performance & 15 A #3#— X2 RITEN, HEHER, FEERERINERAFRREHR
TENMEIENSIERE, EENNREZATERBRETEROITENER A BRTEN. FRBRREZR, &8
REBERMERES BN NE BRI EN SR IEHIE,

HENRFAE S URBLLSENSIERROG BT BRI LIXAEER, HIEARFITENBIRERE A sl L
G
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https://docs.citrix.com/zh-cn/performance-analytics/alerts.html#webhook-support-for-alert-notifications
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cifrix

Citrix Analytics for Performance
has detected New
Black hole Machines

iew |atest Insights on

0 Citrix Anadytics for Performance defecied new biack hole machines from June 27
2023, 11:00:00 io June 37 2023, 11:15:00 UTC

stormer Name

Organization |0

Attention,

We have identified machines in black hole state which are cumently
eading to multiple consecutive session failures resulting in poor user
experence.

=2}

1 B

BLACHK HOLE MACHINE

SESSI0N FAILURES

Patterns Detected

105 machi
Delivery Group: DEN-15th-Jung

'Wa recommeand you to take following actiona from Analybics consols:

1. Check RDZ license on multi-session 02 machines.

2. Put the machine on maintenance mode.
3. Reboot.
iew |atest Insights on
Regards

Citriz Analylics for Performancs team

ara, CA GE054 LIS Al
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BEXRAHBENERNESER, FEH T K

2022 T7H29H

THBTHEN - WERNER

BXIHITBENBLERTE “BRERE" THIR %2,

o Insights (©)

“ Back to Insights Summar

75y Overloaded Machines (D)
= Affect Session Experience

1 machine impacted Tuser

View machines

Patterns Detected

+ 1single-session 0S machine.

+ 1machine had sustained Memory spikes.

MRITENFS: 5 nHREREZHFHEN CPU BEXRFEAXISHHERMEZ, NTISBAFERAFE,
WHEALAEH, “SHHEN LEESRSEAP FEAERIHITENSE UREE 5 BRI AP Ko

BEXEAEER, BEAIHITENIN .

FiF 15 SHEFERIRNIFHNITENZSHEN, RAanBBRRAXTENBHEIRME. NRE—EITENE 24 /)
NENLFIERE, WEREEMESIRBG. MRITENSLBY, EEARZSIRIIZRAERER. EoHIREAE
BhaR & R Citrix Analytics for Performance MEE RN MIESHE R,
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citrix

Citrix Analytics for Performance has
detected new Overloaded Machines

View latest Insights

0 Citrix Analytics for Performancs has delecled new overloaded machines from July
27 2023, 13:08:00 o July 27 3023, 13:21:00UTC

Attention,

‘We have identified machines with high resources utilisation impacting the
USET SXperience.

Flease find the attschment for the list of affecied machine details.

1 IMPACTED 1

OWERLOADED MACHINE UEER

‘fizw machines

Patterns Detected

WIMBUR CVAD Development

Ragards
Citriz Analytics for Performance team

PE: Insights on the User Experience dashboard might differ and will reflect the |atest

counts.

¥y in f B @

&) 2022 Cllrix Systesns, Inc. All right reserved. 4568 Great Armes
Irasches it

Parkwary, Sarta Clara, CA 85054 LISA A
are the property of o clive: awriers.

-

Privacy | Set Emai Preferenoes | Unsubscribe

B

X

BXEZER, BEA TENTHER.
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202247H18H

HERE

‘GENSAIHER TEAZEEFXTEIRSHER, KEETRETIE 24 /MR 15 SHAERLEFIIITHE
MR SRS I BN TR AL R BIET B o

BRRENTHRIELREM T TRETES R AR ERTEIRSH4IPERSPMERNA, XEEFE T A6
RENRT. XEMTEHTENIVRSHEIENZE K, KELEEEREEB T AT BRI,

REAAREE “BREN SER LAEEHTENMLNERERRS.

EIhEE BB TR I ENNEESHH TR MTIR, HEMEIMMEET. KT HABPFEANZIENH#HIZEE
5, BEREMINRLIREREHERHNZ AR T ERER M TRNNES.

Sessions Processes States

Machine State Timeline Parameters: | 2 Selected v

Aggregated State
® 6 6 6 6 o o o o
26.04%

@ Ready for Use Active
0

0% @

® Maintenance Unregistered Click on an Aggregate State data-point to see how it was calculated

0%

@ Failed

Power Category @&
100%

@ Powere: d On Poweret d Off
0% 0% ® ©6 6 06 06 06 06 06 06 06 0 06 0 06 0 0 06 0 0 0 0 0 o o
@ Transition @ Suspended
0%
Not Supported ® Error
Time Range: 23/08/2022 4:20 pm to 23/08/2022 10:20 pm @ m 06PM m Wed 08/24 06AM b
! -

BXEAEER, BEA TENST EE—Xo

Citrix Analytics Azs5 (CAS) NERBHIE

Citrix Analytics RS NIIBIF T AT &R RER Citrix Analytics BRE0N StoreFront BSHEIEY IR, B B&
B M Citrix Analytics 2 StoreFront fRZ88/5, StoreFront ARS8 ATAET %iEEE! Citrix Analytics, CAS A

RNEIF A BEHIT 5 StoreFront BR5 885 Citrix Analytics iE XS iR EINFIBREMA RE . BXER
MTEZTANFMEE, BESRMIRFOXE Citrix Analytics IR AITEIF,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20


https://docs.citrix.com/zh-cn/performance-analytics/machine-statistics.html#machine-state-visibility
https://docs.citrix.com/zh-cn/citrix-analytics/troubleshoot-citrix-analytics-for-security-and-performance/storefront-issue.html
https://support.citrix.com/article/CTX459795
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Security Performance Settings Help Search

Data Sources ® C Discover More Data Sources  i= Audit Log

Deta processing on

Cloud Connectors
12 Resourc

Gateway @
0 discovered agents

Received Events: 0

BRERIERDELNERER

HTFEERMEEBXRMEEZNDANE. ATFHELRNNBRMIERRALE RS BFRAEMNZIENNES
F RPE” DETHH “THES” HEETTREAFNIIFER RO LNTIERE. IHEERMTRELXANES
EAECE R R BB M.

Users Not Categorized

Users were not categorized due to one or more of the following reasons:

REASON ACTION

EUEM service not active Check service status 7
Unsupported CWA version Check CWA version 3
Unsupported VDA version Check VDA version (3
UPM service not active Check service status 3

For more information on other reasons, click Learn more.

BXEZER, R RDE

202246 A 8H

BRMIEREEDL

‘ARPGE” EHREREEZN HDX BRFMZENDE: RFB. —KR. . XERFIUEBUEDEETR.
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2022445 28H

SHIER

I

i

REPMTENERIEFRENTERR, FEERERVESEISFEREHNEZREMNZEEER, THER

AIFBEERIRG AR EF RSENRE M EHRTH.,

cikrix

Citrix Analytics for Performance
has detected Sessions with
Anomalous Responsiveness

Wiew labesl Irdaghts on Analytics

0 Citrix Analytics for Performance detected sessions with anomalous
responsiveness from Apr 23 2023, 01:10:00 1o Ape 23 2023, 01:25:00
TC)

Attention,

4 sessions of 3 users have anomalous responsiveness.

Please find the anachment for the list of affected sassions.

Patterns Detected

« 4 gessions on Delvery Group: CVD BUR CVAD Development
« 2 users in Endpoint City. Southem District
« 3 sessions on ISP agotoz hk limited

Regands
Citrize Analytics for Performance team

© 2002 Corin. Soystwres. e AN ngghe reserved
A58 Greas America Pariowary. Sanea Clara, CA 05054 USA
SN pncemaricy are B Propenty Of Desr reRpectve oWeRrs.

Exvacy | 561 Emad Preferences | Lnntncris:

X
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HENZEIEEATHEREEFNAERMAMENNEEERE, BEERESRKRIEZEZ=XA ICARTT E#17
Bt ICARTT WERSEENEEEHHRZE, WRNFH ICARTT SEEERENREN 60% HEKX, WEMR
1R

BEXEZER, BERZIR—
2022 F4520H
Performance Analytics 3 EMBEEXHTAE

$E T Citrix Analytics for Performance WEEXSRABIMB#HE, FAEER2RMNER Citrix Cloud &
HER, SaLUBEEMEERERUTAEREEALFH Performance Analytics,

+ Performance Analytics - T2 REIES - [@ Performance Analytics 8 Citrix Cloud B2 R 2 ftes

RS
+ Performance Analytics - JiEIER - [ Performance Analytics 8 Citrix Cloud B2 RS8R %A
R,

FE U AEERRERIESTSIFRNE, FR10FMI1ERE Performance Analytics BIZFINEE, IWEF AT
BEAFIREETFIEN Citrix Analytics ™= S5 R,
BEZHETAN ‘RIEFEER AGNAFIEEEGEN “Re5ME-RIREER",

Ri% Performance Analytics AP AT LG REE R — i RMER R AR EMZEmETIR. B2, RiRA
Z2H “HENSAITHEE” TELATENERE. BF REntENEERRSIKEIRE Citrix Analytics BWEIRE
N,

BEXEYRSUERATFIRFNESEER, BERBEIRS—X

2022 F48514H

EBFRARMER

“BRFaIE FERETHTHEHRNEFSEMSRNSIELAMNES. BFSERERSERERAITEN LNER
FaiE, SEUTENLEHRSERK. 2HERTEN LEHRERK, HET “SEFTA” #HiR, BIERFHN
RER L, BFRERARNEEHDAUXEEFERFRIENITEN, MMEEDEBXLERIE,
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-Qr Insights (i) Py
£ Back ta Insightz Summar

E:\o Zombie Sessions (@)

ect Session Availability

5 failures across 2 machines

View machines

Patterns Detected

« 5 failures on cloudxdsite Site

« 3 sessions on ENG-WIN10-OLYMPUS-AMER1
Delivery Group

Recommendation

+ Log off users/Reboot machines

INRTE 15 KR ERNER RPN A BB SENHITEN, WR%ER Zombie RIFEIREME, EIRIBER
&ixta Bz Citrix Cloud /B AR FHMEEMB T INREE S,
REYE-ERFNEEE—GITEN L BIRQNERSHET 24 /N1, A2ER—aHE EERMAHER.

BE EEUEN BETEAEE Zombie Sessions Wit EHFIRGENEBRSME. EXE, KMt RREE
EREERARENRIERBR . ERMIERBMNRERARHEBHE2EF 2EN T ENRIRERE,

TR MEREEETFHER “BEEFPIIENHEN Eiko

Alert Policies

2 Alerts defined

NAME OCCURRENCE LAST MODIFIED

Machines with Zombie Sessions 2 4M/2022

BXFAER, F5H |

(Bl
il
My
?ﬂ

202244714 R

W—FRFRMSIERS RS

LEIhEEME R P ATRITHIIR LB “RE” BRFEIEHL. IE, ERSRESEDNNERRSEREINAEZFRM
SEFERNAFAMIIEDRE .
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777 oo 3826 v

Users with Connected HDX Sessions Connected HDX Sessions
809 Total Unigue Users 4031 Total Sessions v
Total Unique Users 809
Users with atleast 1 Connected HDX Session T77(96.04%)

ected HDX Sessions 12 (1.48%)

Users with only Disce

Users with only Console and RDP Sessions 20 (247%)
Inlast 1 month: r r i Alb uz 22 3 A70
Total users 24.07% 33.59% 28.7% 13.64%
Users with Excellent UX Users with Fair UX Users with Poor UX Mot Categorized

IR (GRHEEEZR HDX 21ER RIS TR, ERENERAAERNRIERTHAAER M EENBRARLTE
RS, Ak, ZENAF AL ERERTFIAERNRIE,

fERLLINEE, BMFERNZIENAARBABAT “ROX” 2EP, S IMEATUEDFRER, XEDTED K
DE NEPNAFANSELRE. BXFAER, BEH BAFTE1E

2022545 14H
B Sz h iR g2 TN AE

BRNAEFNEEFEREMMET A4 Performance Analytics FIEMZEMIEHIR AR U T 8388,

o ERZRIGIEFIIRIIEER, FAILRTREMIE ST A HhERINEERIA T Hai N AP RS EARE R
HF&HERAMAATBRNTENNSRE, ER&E—1%0 (15 2% NREEMNITBAHBENRS (E&E
A7 EEY) M CARAT HENRS 4T KERT 8K PR BN

Users Infrastructure Alert Policies

Time Filter Delivery Group
2 hours 4 All Delivery Groups  \/
Current Machine Availability (Preview) @
Available Unavailable
64.93% 35.07%
® Ready for Use Active ® i n ® Failed Unregistered
Last known machine )
26.03% ~ 320 0%
Number of machines 95 142 12 0 116

Last update: May 30th, 2022, 12:10 PM IST (UTC+05:30) &
Data interval: 15 minutes

o BEHBENHEHTATEN SRS ME, EPaad Xk 15 29RL T EERSHITENNT IR,

o W7E, “REATAMN BERLULERE SEEEHENITENSE. BaRT2HENLTHSRRFRES, &
CEEFERT. RN HEHPT. RERT M ORKT RESF. B UMBERNSES 2R THE, EiTENBE
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RSME LEELTFRERSRSHIHBENNFRES. HENITAMESEHTRERNERATRERE

I BEYRE, S5XEAAMEE—EERAN, ERT T HRREREN PR,

Machine Availability Trends (Preview)

Session Availability Trends @ Failed Sessions

o W7, — T AM—ENIERIEEL 6 NERRIELS, ErIUERNESMEE 3-7 EERBRA—TAR

HENMIET MBS,

BAEEPIFTERE,

BEXHBENNZETRMESNTRRRERY, UEBTHRAIRAITENSKNSEZERXE,

STENBEBRS MEE—12A “BERT

EREGRTHIT BT,
o FHEAMNE TEN BMRSME- “DREFMRE F, UKL TFESMEERSKRSAITENITE.

XEIRRINEEBBTE HENBBARS" ME LR Sai FRERESHFAEHEREITEN. EfTRLIRHESHK
BHE, HEBTREMIRAFEIENITEN, MMEFHRTENSE. BXFAES, BEH tENEER

M AR DT XE

Mar 08, 2022
5 e i

HTFESEEPRSAEMNSESRITIERRNT 2 MEXIETES, FItIhserT LIRS E P inM&R A 1.

e SMBUERRITENAREES. XAEPFIRINEEAERTRITENNNEER, FLERTUERS

B#FAE, AFHENHTETRSHNHE. REFER TR
ERESRSHIHEN . NE, EUIUERRERSHEIMNTAMEEFEE, UEEEMENEBRL T

in R EERRIEE (P95). WaBHEEN (P95). inaEILEFH (PI5) fEATIESISIN “RIEBBRS MEF,
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https://docs.citrix.com/zh-cn/performance-analytics/infrastructure-analytics.html
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Securi ity Performance User Activity (Preview) Settings Help Search
Self-Service Search View Saved Searches
lters
Sessions A4 Last 1Day v
.
DATA E o dd or Rer Sort By
N/A 243.88 KBps 40.51KBps
Laune 8589934592.00 GBps 43423 KBps 199.74 KBps
8589934592.00 GBps 129.92 KBps 18.99 KBps
112 GBps 15310 KBps. 30848 KBps
> NA 953,67 MBps 291.31 KBps 2472 KBps
> 95367 MBps 49798 KBps 2983 KBps

WE, ‘SFEFIMER” NEEERETFPER WIFIi ES2E. HhaatE8CAMNERFHEFHN P95 H, XL
ETRSENERBEHEBNSIERSIE,

,,,,,,,,,,

- v

.

ZEEEITERT Windows 89 Citrix Workspace R Bi2FFhR4s 7 2108 Sk B S kA% 2 7 BEE B i m LS TE R
2o

XEEFSTRE UN M BIZ KA, ISP, H3. MBIER. MX. EEBMNERRERAIHEENNEEE)TEF I
REERRENRAERRE,

BXFAER, F5H 2R M 215FAEE XE
202243 A87H

IEEERASIER R RS

I IhEEIR #3TE Connection HABHMNKIEN I I, E=RESSEHAE, Citrix DaaS i@ EEENBEMS
EURIFIRS ES .
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EEEARIEEREAFARESIR ERRDENET. ICARTT MERFENEEREFMERATEEDIRSE,

Security Performance Settings Help Search

Self-Service Search Save Search View Saved Searches

Last 1 Month N

Sessions A ‘

Experience
Endpoint 0S
Workspace App Version
> NA Feb 10,2022, 16: N/A Succeeded ICA
Delivery Grour
> ) Feb 17,2022, 11 N/A Failet ICA
Site N
> 0 Feb 16, 2022, 16:. N/A Failes ICA
Location
> 0 Feb 10,2022, 12:... N/A Failes ConnectionlLease
S n Protocol
> NA Feb 10,2022, 12:__ N/A Succeet ded ICA
Connection Type
> ) Feb 16,2022, 15.... N/A F ICA
Launch Type
> ) Feb 10,2022, 12:_.. N/A Failed ConnectionlLease
() ICA
) Connectionlease > 0 Feb 17,2022, 11 N/A Faile ICA
8
> 0 Feb 9,2022.18:1.. N/A Failes ICA @

ERILERASEE RS OE LNEHEETERRIED X NET ICA NFENEAERNRIE,
REEPRS R ENAERTIBEEBEERRIERET ICA ZTEZHEAN.
IR BB FERETEEBEARINSIER. R UEAKXMREN AR sREEE B IEH I THE R,

20225285 21H
EEBRIM X PoP #itE R
Citrix Analytics for Performance MG EZBMMXENS (POP) EMETESIEEPRSME S, ENFIEE

B asEs,

I EIER B TIRBIBR B RIEPAE T RERSEMMX PoP, ILEEEMTREMNERERENZIERTEIIHENEZS
X PoP #1Ti8H. RIBAFE, EAMUE—THERF ZEESBIIER Gateway PoP #1THH KIS &
EMRE, MRFFEBIBEZUEEZAIMX PoP #1THE, NEIUteE DNS iEE.

AR ERRMM X PoP IRMA B FX Rl sE 2@ 81X PoP siiEZSERRHANARIIEHITHE,
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r
DATA Export to CSV format | Add or Remove Columns | ( SortBY
UseR NamE € NavE OPOINT CITY (LAST e
> anare, cva core Now23, 2021,05:00 IST (UTC Syne Succeeded ap-soutneast.2 SINPXCCO02
> Lt A CORE Nov 23, 2021, 0644 15T (UTC wa Succeeded azasiahk SINPXCC003
> _ljunt cva coRE Nov23, 2021, 07:36 IST (UTC A Succeeded azasia-hk SINPXCCO04
> engto CVA CORE 1PN Now23, 20210704 1ST (UTC WA Succseded az.asia-hk SINPXCCO02

HATFUTERRE, EEEHOEREN “TER"!

o HWOERESSEMETH IR,
+ Cloud Connector ir4<2F 16.0.0.7,

Itoh, ERFRES REESHTHRIELEEFB. Ak, UM Citrix Analytics > HiE RN EEEM EHhEE
Cloud Connector Bls AR IE EMBEIRES

BXFAER, SR BIRSERE—C FE “EESRINX" FRA.

EEBRFSITEENE

m7E, Citrix Analytics for Performance FiRE 7 iEiZ28 M AEIE RN ENE., BEEZB[IREHN TR
FitER” WE,

Security Performance Settings Help Search

“ Connector (Gateway Service): SINPXCCENG002 ©®

May 18th, 2023, 03:08 PM to May 19th, 2023, 03:08 PM IST (UTC+05:30)

d time from May 6th, 2023, 03:09 PM to May 19th, 2023, 03:09 PM IST (UTC+05:30)

s | 3Selected v

0
0
Sustained Me
Latency
Connector -Gateway PoP Latency
Select Gateway PoP
A4

EEBSAITERT MEREFMEERSEEIE 24 /NEASANHER (F5E. CPUNRE) RIETERIIEEIHE,
BRERSRPEANS METHIEER 2 L UASASITET BERBISEHIER. ZELL 15 2HEVRELS T 24 /\ESHRE

EERS LR RS MSIERMNRLAF AR, INEERTAEBEER MRA LARRE T ERS ENRRERETS
MEBHNRERWHERMEFRZE. BXEZER, BEH "EESEAITERE" —Xo
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2021 £12520H

BRIRGT: EBRMARSRMHE (ISP)

YERADETHN, REAMRSUETZERARREHRRSH ISP 92T,

SESSION EXPERIENCE USER NAME DELIVERY GROUP NAME

“ Remote PC-London

/P Bandwidth Censumed (P25): 617 Bps (TECH PREV

Q/P Bandwidth Used (P93): 29.61 KBps (TECH PREVIEW
0/P Bandwidth Utilization (%) (TECH PREVIEW
Workspace App Version : 21.8.1.4048

Endpoint 05 : Windows

Brokering - N/A

HDX Connection : N/&

GPOs: N/A

Profile Load : N/A

Site Mame : N/A

WAN Latency : N/A

Data Center Latency - N/A

Gateway : GLOBAL.G.NSSWVC.NET

Session Duration : 146 hrs 30 min

I SP: british telecommunications J.cI

e INAERT FE B EIRBI T RE S 45 E ISP XM RIF AR, tERTEERTF Windows hrzk 1912 R E SR8
Citrix Workspace M A#2FHik15. B XUILTHRETEER FHMIRERSR Citrix Workspace R 2 YAl F1E#Y
BLEMER, 1E5H Workspace NAEFIR, BXRIEERSUE LA RIETRNESER, BERRIEEE
HE;’:I_YO

2021 £128517H
ETFRATARTiE

BT MAENE TS ERATRESSZ 56, Citrix Analytics for Performance BEE A B E T3 HAMITHERS.
BIEFRMAANTE, BoIUEERTEERMARERELIIE, LT EEETFREANEEEN— B ENRMHA
L, EtEBFHREERE HIETHSIEPSIER R ERNRERE,
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Delivery Group

All Delivery Groups N\~

® All Delivery Groups

Select upto 15 Delivery Groups

AMS ENG App Layering PRODO
BUR CVAD Development

BUR Mike D DF VM

BUR Peter M DF VM

BUR Test

BUR W10 Development

CVA CORE

CVA CORE JPN

FTL CVD App Layering RP3 Pilot
FTL ENG App Layering PRODO
MIAZ W10 Peter M DF VM

.’_) Delivery Groups with multi-session OS5 machines

AP A ER ERET ZAE ThIR. RIAMERT, FIERAAH SR TEFRS. EEF LR RS1ERE 15
PRAH B, BREATATFMIIRPERIFENRZ AR,

NMAThikefE, BoMSXERMARXNBEABREEREESIR L. MZFRIRE THEEIEERRE, AELER
SUEN, BREFMEANS. FENEMNRSHERETEERTHANHE,

BETISIRPERIMANEMER (FINFMN. MEFNESHR), BEENEED 15 D HRIFTIE,
BEXERRARAEEFRIRNESER, B2 AR RO —Xo

HRMMBEREREE (FMR)

W7, Citrix Analytics for Performance sl T HIm =R 15 RIEMR A8 1 AR ARH BEAEIRAE X 16T 38,

Factors BB 3EMRERARME] “FEMN” K3 TH “SESE REN “SE 9% S0H. LEEENEETIR
FERNFEEERABERE. MREREMREN ICARTT SiTaiE,
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aparna chandras...
v

=  CilrX | Analytics

0-Production
OrgiD: 51643440

Security Performance Settings Help Search
Self-Service Search View Saved Searches
Filters

Sessions N || Last1ipay v

Sessions categorization Session Responsiveness v/

487
SESSIONS Fesons sons
Session Protocol
ns distribution
Connection Type
ponsiveness Delivery Group Factors Timeline (TECH PREVIEW) Endpoint Country Endpoint City Endpoint 0S Gateway Connector Workspace App Version
N
Poor utput Bandidn Uss orkL

YEESEEMRSUE LRFEENRIETH, REMEPSETUTHEMNSEERIETS.

o BEREEMN PS5 E-ERNBATR. IRHMEHRE. ERBLTEE.
« RWEEANBRNEDE, UK
o MLRIERRY P95 (B

&&= Eiz1T7 Citrix Virtual Apps and Desktops 7 2112 SXEShrAHYIH &M, XLeem38m AT Citrix DaaS F#8
A, FRECAFERE.

= | CifrnX | Analytics

Security Performance - Settings Help Search
Self-Service Search Save Search View Saved Searches
Filters
Ay S ‘ Sessions N ‘ Last 1 Week A4
Factors affecting Session ‘ x m
Experience
4
Endpoint 0S
Workspace App Version v On-Prem Desktop A...  Dec 13,2021, 16:46 ... Geneva Succeeded
Delivery Group I/P Bandwidth Consumed (P95) : 35 Bps (TECH PREVIEW) O/P Bandwidth Available (P95) : 4.22 MBps (TECH PREVIEW)
O/P Bandwidth Used (P95) : 154 Bps (TECH PREVIEW) Network Latency (P95) : (TECH PREVIEW)
Site Name O/P Bandwidth Utilization (%) : 0 % (TECH PREVIEW) Session Logon Duration
Workspace App Version: 21.9.1.4048 Session Responsiveness
Location Endpoint 0S : Windows Endpoint Country (Last Known) : Switzerland
Brokering VM Start: 0.00 sec
Sesslon Pratocol HDX Connection : Authentication :
GPOs: Logon Scripts :
Connection Type Profile Load : 3.60 sec Interactive Sessions :
Site Name:: cloudxdsite Session Resiliency : 2
WAN Latency : Host Delay : N/A
Data Center Latency : Machine Address : N/A
Gateway : ONPREM-US-MS1.DEMOCLOUD.CITRIX.COM Connection Type : External
Session Duration : 3 hrs 26 min Connector : N/A
Gateway-Connector Latency : N/A Network Interface Type : N/A
ISP: sunrise communications ag

RETEMNARNMMLERERSRIBEENBET “E". “—& ® “NF" LiHTHERI.
RS ERIE RSB BT O EIR BB SIS HAREMIAE MK, FINXLIEREET Citrix Analytics

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 32



Citrix Analytics for Performance

for Performance 4 ARIE RN E— 5 BITH A

BEXREE RS MEPRENETSRNOFAES, BEHZIEEIRS—X.

RIEBBIRS ME PR RIERLRET 8]

RNEFEN BN AR EE RS AEFTR. ERANMSBIERTIRANZIEFRE B, RNLEREBTMNIEEE
RS ME P2 E T HRRIEET.

DATA Export to CSV format | Add or Remove C
SSION START TIME MACHINE NAME ENDPOINT CITY {LAST KNOWN) LAUNCH STATUS
> CVA CORE Dec 15, 2021, 04:40 1ST (UTC. Boca Raton Succeeded
> N/A CVA CORE Dec14,2021,19:07 IST (UTC Chennai Succeeded
> CVA CORE Dec 14,2021, 1817 IST (UTC N/A Failed N/A

BEXEEPRSUEPRHEAIETRFAESR, BERASEEDRS—

SIEFMER

‘REFAERT THEMTZELREENEANE, 2ETRERENENE2ERIEFAEEMNTMIE EENER
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= | Cifnx | Analytics

Security Performance Usage Settings Help Search

“ Session Details ®

Session Start time: Session End time:
User: Dec 13th, 2021, 04:46 PM IST Dec 13th, 2021, 08:12 PM IST
Session Status: @ Ended (UTC+05:30) (UTC+05:30)
Session Duration: 3 hrs 26 mins Logon Duration: 26 secs Delivery Group: Site: cloudxdsite Machine:
Session Performance
Parameters: | 3 Selected A
7% 100
Session Score (Avg) 1Instance had Poor 6:30 PM-6:45 PM
Session Score @ : .
50,
@ Poor Session Score Fair Session Score Session Score 25
® Excellent Session Score I
o ICARTT 945 ms
1000 ms
197 ms 7% Session Reconnects
ICARTT (Avg) 1Instance had Poor
ICARTT
500 ms
oms
5 2
0%
Session Reconnects 0 Instances had High
Reconnect Rate (>1 per 15
mins) 1
0
05115 PM 05:30PM 05:45 PM 06:00 PM 06:15 PM 06:30PM 06:45PM 07:00PM
Factors
Factors impacting Session Performance
Parameters: | 4 Selected A
200ms R
134 ms 0%
Network Latency (P95) 0 Instances had Poor
Network Latency 100 ms Network Latency
Output Bandwidth Consumption 0 Mbps
oms
Output Bandwidth Available 33.73 Mbps
1Mbps
0.00 Mbps Input Bandwidth Consumption 0 Mbps
Output Bandwidth Consumption (P95)
0Mbps
40 Mbps
33.74 Mbps
Output Bandwidth Available (P95)
20 Mbps
0 Mbps
1Mbps
0.00 Mbps
Input Bandwidth Consumption (P95)
0Mbps
05115 PM 05:30 PM 05:45 PM 06:00PM 06:15 PM 06:30PM 06:45 PM 07:00PM
[ ]
Time Range: 13/12/2021 5:01 pm to 13/12/20217:01 pm | . ) 0, om
1 ] 1

EMETEERIEEER, FIM0 ICARTT. RIEFEMER. TERETHMNMNEBLER, XERRSEENRNEIED H—iE
2l “IEFMER" NEFBTXREIBHFREMMEERY ICARTT MRIED IR,

&= Ein{7 Citrix Virtual Apps and Desktops 7 2112 i E S RAN T ENA SEEEH RMMEIERIETRE. BX
‘KEFMER TEMFAEER, 1BSH SIEFHAER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 34


https://docs.citrix.com/zh-cn/citrix-analytics/performance-analytics/session-statistics.html

Citrix Analytics for Performance

202112856 H
TR ERMX B B E R

EEITARES (APS) XigsitBEAMITREZAIE B Citrix Analytics for Performance. 5RARAE
BEFIIEREFHNER, Bx Citrix Cloud TIFMKIBHELZER, BESR HIEEESIL

ZEM APS Xigifial Performance Analytics, &P A Citrix Cloud BHER T ARHXIE, &= Citrix Cloud
&, £ Citrix Cloud 89 APS ig/iEiRfa /P, AEFER https://analytics—aps.cloud.comURLiA
i{&89 Citrix Analytics Cloud Service,

o Di7E, YEERTARIBXIEERNEXIER, Citrix Analytics for Performance 2 4ALMB P E4MT
BEETETAEBXE. BXFEAER, BESRMUELE,

« BXTXAEHKENMEERNES, BERAEAZ2MA,

Axifial Performance Analytics B 4E R, ESRAI,

2021 £11 518 H
BHITENERTAME

BEIUTENRZE" BoUWAMNERT 2/, 12 /08370 1 XEE. ZI08E7E 1 B 1 B BB E RS ER LUEITIT
o BXEZER, B2 BHITE.

2021 98513 H

L ARSI SR X 9 57 15

Citrix Analytics for Performance MEXFT Am@ 26 (APS) Kig, B Citrix Cloud ZBHNXBMNEZER, &
217 HIEFEET,

E M APS Xigifial Performance Analytics,

1. AN Citrix Cloud B, ERT KEZHIX,

2. £ APS Plane Podio ##miEE Citrix Analytics for Performance B9, LUSAEIM APS KigipsfE
$%18 Performance Analytics S ERF. RINHERE, EFUREIRBHEE,

3. &= Citrix Cloud /3, 7£ Citrix Cloud #9 APS XigidiER P, ARER https://analytics-aps
.cloud.com URL iAmR#&# Citrix Analytics Cloud Service,

BGxigial Performance Analytics B34 82, ESRAI,
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202148AH12H
BEFRSITHEE MEEOXE

WM& OLATIERMEISIERRSMERNRISEHIER, WFEIRENEPIRMENEIIMYE, NRSIEERFER
FiRRISEHF P HmMENRES A, N UERARE, JWFEfTRTF 2105 £ Citrix Workspace R RIERF
Windows hrAERinS, LFENER “TER". BXIFAEE, BEERBEMERSIEINS.

2021 ¥ 7H29H
TRRZHE R HEREZ

Citrix Analytics for Performance {2 7 WSS R R HEN AN M. HFERRAKR, XENHTXLERE
SR P MERE R MY E 2 I o

LEIHEERT AT #42 EM R TR E MGHE R TEPHNSRIERERAITEN. EALUEEEEIRE CPU FIAxE =
RTEHFRERTHR N, SNRRERERZSNHEEEETRNIEEN CPU BALEBNFIRE, BXREREIEERE
Bt CPU ERERNTEEZER L. WWIREEREM Citrix Studio B #12 N HKER,

H*Eyfm %) ]ﬁ%l;ﬂ /}IL*EE—_I-D—' |".“Eo

202146 8510H

AR TRIENBRS I E LHITE GRS

ETRENBMRSIE LNREMIERBEERD, URTIETHRMBHNS. —RJEXH, EHXETIETEN
ENEEL. BERNSIHEN. EXEAESR, ESR [NAHTEDSHE?
FETRENEBRSMEFRATHAIBNERE b2V AR MRIEBHREID.

BEmSEMRRE AT RIMRFSHEMETENER, EXEMR T HEUTELATEPETHNSIENEMEER
E’g'r’:tﬁbo
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HENURIFNE SRE

Citrix Analytics for Performance 2t T &a 7= L Citrix DaaS s hp R E T EN LRITHiEE. A8
T2 EERIFRNRE R R U EIRFIAITEA _ ERIT I I AE B By F L B 18 R 7E H I BE )RRV T AN L3
TEMARIT—RINRIENES,

BT MAERZIT BB BN S TTEIF R ENRE (Boh. EREE. HARXAEIFER. XAHEN) . EiRMftTA
BIRME, ENEETSMEE, UEBHEERRFTRE—TAIEEZRZMATTENIRE T Ak,

LEInGER B R BEIE R BRI HMITHIE (30 Web Studio 3¢ Citrix Director) SRMITIXLEIRME, EHITHIEHIRNMR
RSB REAERARER, ZINEERARNXE,

BXFAER, BEH ITEIIRFNESRF

2021458 12H
Bt iz HliR-18

fELthRasH, Citrix Analytics for Performance 12 7 i5sg B MW S IEHIR, LIRS EM AT BT
IR DL, FRYITE HETAY TE SR ITENEESR MR MEZ B AR AR/, 8 A AEREXA
BMAE ANITENNES. TRITENS—S DR EERE 1 ‘B4 RS, FORENITENS A “REMR. K
W7 MBI RS, EREMTHRENRIERERSHEESITENAT AL,

HHEA A AMES B RPmER B RAL T ARSI BN HIER. ErUERRIEEREHMIIMRMH=IE, X
BB TFRAI BRI EN S KMEISIEXEK

HENIMREER O REE XS EFRFRAAITTENIEENES.
Lte5h, fERT LA B R X BY i8] e I 3R SR A it By 18] ER PO 4 RE F5 4R AT B RS it B BT AR ME AN I+ B 1 BB
BXEZER, SR EMEBnih

2021 48523 H
KRR -BEIR

fEltbhRZAs e, Citrix Analytics for Performance 2t T EXBEHE RN, ERKBAZEN—E59,

“BIEHER FERIETHTRR (BREHRIENME) SHENZERNEEERMSBNRIERMETRE, XLHE
RATBE R TR AIE R ER EHSMEREZ EREME IR,

BIEHIRHIAMEZIZ:

o mREMEN-FEERSHENZELZEEEHERNRIE.
o MXEIHEN-FIHRMXMITEN 8RB EHERNRIE.

e5h, “BIEHEIRT FEBRKETRUTEIRERER,
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o WETBEHMMX ERHAEIRE
o RETENMMNXZEMEEE

ItkThEe{R7E Citrix Workspace R A2 2103 REmhA L2325,

BXFAER, BBH BEER.

202142H2H

BMAHIERHE io RIEEHRSNE

A SIERE AR EE RS UE P, ATACSEREREPRSKRINREBEETIER, ERERSAP

AIEBYRT I,

Security Performance Settings Help Search

Self-Service Search

AMCREERRREMERGFERRIED L, I, EAEREEETRESHEENRIENE. LAEEBTIRA
SiRHEX B =IEERERE,

fER R LIIREIR B S R B B T AR R4S E R BRI IR T,
BXFAER, SR BIRSXETNEMIEREIE 859

2021418 28H

BHTENREZR

BRI HIEERSHERBK. BRFENEEKUKREE, NTSBAFERTE. EAFAR (UX) BRTE LR
ey BEIMTEN REANLE T BSEERE R ENTHER,

ERERFSAER, MRITBENFELS S oW ERMEZGEE0 CPU BESREFEARISHRERMEZ, MM
SBAFGERAE, NI,
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Overloaded Machines

5 MACHINES USERS USERS 1 USER USERS
CPU/Memory usage No sessions Atleast 1 fair session Atleast 1 poor Not Categorized
impacts atleast 1 poor impacted impacted session impacted
session
RESOURCE NUMBER OF IMPACTED USERS NUMBER OF OVERLOADED MACHINES
CPU Spikes 0 1

High Memory Usage 1 4

BEHHEN BOETR:

« CPUSIREFERELEMT — M FRRR/IENITENRE,
« BF CPU IRNEI HX RIEAILAIR MM Z R IMAI P o
s OF:

- BTRFEIHMEZMAF FRAERNITENSE.
- % CPU BENEAEFEREZMNEARTENAFR#E,

BXFAER, BEEHARERRERRND T XERR BEITE 259,

- BEBHAFNBERET ‘AR BBRSNE, MERETRERBHIRTMAIAI,
o BEIHHBENNHERSEOTEN BBRSNEHITHEURTFNEN—HBHITEN, XEHENETOE
FEHHRIR. CPU FHItEM.

HENBBRSMEEIEHNTENMERN CPU/ REAFESDIEE, UEBFARRIHNITEN. BX¥HE
B, BEHBERMEE— R BEITEN .

KRBTSR T A “BHEITEN RENHEBHIEHRT R,
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2020128516 H

FRFRARER: SiETH LRI

EF MY RESBERERNE ‘AR ER" £5IRH. SR LUERH T k=R E RIS E$S Performance
Analytics RO HBISIER,

ZEREFHENKAETUTRE:

o PRkl RE— RS
o RFEHRTH= %ﬁéﬁ,
o BIpY HDX. #5670 RDP =&,

IEHIIR LR S HDX SiEEXHNH. BXEFIR EEMBINESES, BSHAB F 9 —Xo
FRE I TN SIEN S s AP NET2IEN B BRSAERIRE, FRMNSERESIEMITIEER
BEXFAER, BEREYERIEE
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ARSI iE0LEWE

KX NBRMREERF AREFIR L2 TARMOZIERS. “BRARSN”. "RIEMNESN" M “SIEBRFE
BYiE)” EBOREIEERI BB FIRFIFEEIILRARMRIF. —RBRENAFNRIE, MREERMIEITIH Workspace
N RREFRARNITENENN, REIFETERMBRY, WAIEFREEKD K. AXEFHERES NI P ROE F1EH
BARRNESZER, 55H

o ROEHAF
o RERMNEENDENRIE
o REREBREFEHREIDENRIE

EEER

ERNEERESEMETENEZRE. 0T, SENBEBMRSMETRHET SEZEXNSL, AIREBEMIRGIA
R RN R,
ZENEYMRSNEEE “EEEE” HEMY. EERXBAEFLUTE:

« inter nal — R EE R REM AN EIZERE
o external —NREEZEIM*

Ite5h, Mx FQDN (BFIMRERR) MitEdtt (BFREER) MR XhREREN RS AEF.

BEREFAE BiE A FiE17 Citrix Workspace R A#2FRRZs 20.12.0 EBAA EATF Windows) HILHTI R, 33
FrRAEHMGR, EEEEETH N/A

BXFAER, BEHEYERSE—X,

IR (5 B R

BRTMENRRAEN, HRSHERNIETHRANSIENERSMENTIS, I TFRIEUE. BRERR
1 Workspace R AEFRAE R A SHIERAFNRIE, XESHBAIUESHA CSV XHHER,
te5h, WUIERRHIT IR, JELKRET RERHUIERFERNERL FREO&RE—IMENE,

« ‘BRI BRSUESSUESHHRER/MX (REEH) MERET (SEEHM).
« [EEPRSUNESLAESHHERER/MX (REEM). HRET (REEH). Workspace M AR
Mim_IRIERY

FINXLS B FERRASHENT R, ERUBEMNRGILRFERMERERIE, FlniE. Workspace R AR
KR IER S

BXEFAEER, BERABMEREE—G
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20201285 15H

RNT BRECE X INE AR

EEXHMBARBESRNDITHITENH, UBERGEFREXFANIAMSHERFEFENAF.

Session Logon

. USERS USERS 1 1 USERS USERS
Duration

Not Categorized

essthan 4152 sec) (41.52 - 85.43 sec) {More than 85.43 se

Slow running CSEs cause slow GPO execution.
GPOs (Group Policy Objects — 56 3 2 80

_ Large profile size is linked to slow profile load
Pprofile Load — 31 28 3 81

141 GB 141 GB is the average profile size of users with excellent or fair profile load experience. Users with profile size larger than this might
/e have . GRS

BEXK ERETAPNTHEEXHXN), ZAXNEREEGHEBMATEREXXFMEALENAFHNARZHANT
BRUNEEXHRNATFHENAFVEE XN EEYE ] sEiiE.

BEEDMERETHEEXGAXRNATETRANEBRSAENTIENAF. £8 Facets #—FTHEibdE, U
BEREEXHANNERFFEMNERENAF

BRNZIENERSUEEE “REXMHME" N “FHREXHKR) FR, XEFERATFRNHENIRZEE
XA ER KA.

EXEZER, BEEAPER (UX) BR—XHIREX HINE0E 55,

2020128511 H
IRBIARALENRIE
ERZHIER, [FRWEXMAFERNERERR. Fit, SRERMTEEREEFEPNBEBFA KRS EESE

BEER.

PHARPLKILENKERHEX N ABEHN—F, EEAFPERZLENRIESKMHIRSITEX S FRIRG, SIEERS
MERY “BERE FBRETRMESUcceededfFailedikEstmUser Terminatedikas., FHingm
MUser TerminatedRErHRESIERMITEA AR,

I RIETTRY ST IR TN AR

« iEAT Android & Citrix Workspace A 20.9.0 S E Sk
« JEATF i0S 1 Citrix Workspace Rz f 20.8.0 iE =k
+ EATF Windows # Citrix Workspace [ZF 20.8.0 SRE= R4

LEINEER 2357 Web L3517 Workspace B .

BEXFAEER, BERABEERSE
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ETIHENNEMER

nE, EFHENMNBEEREEE RN Citrix Analytics for Performance Il EME T A ISIEN HBIRS
MEH,

ET BN EPRSNE R TEMNXRITEE TS XEETHREFHTENENNE. SoEESHE. T8N
#IR (CPUMAT) puttaienas- B EEARUNFMENBRANEER. ZRIFTEISEIIERN. ERIK
FERFENEIRK, NMSEAFPFERE. KAEBETRAERS IHENZRFN BB XMERER R,

EETLAM Citrix Analytics BRSHEIERR B RIFREFIHENNBBRSNE, £ 857 &M+ LMRSTIRD, 7%
PERE BN T, & BN, MBRITENE T, el ERETITENNEMRSAE. 2ihRAE, BT A
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EERRIETEN SIEM RS,

Bal, SIS SIEM BRSSEER:
+ Splunk (& Citrix Analytics HhnZE 4 #1TiERE)

o EEz#F Kafka TAHETF Logstash BIEkiEZERE2EH SIEM ARSS, #li Elasticsearch #1 Microsoft Azure
Sentinel

TR Ay LAER CSV X EIESHE SIEM fRSS. EEBERIIAF, ErAUEEMIERNEE (BREH) HiEXE
AR TH CSV X, BX CSV XHREAER, B2 BiEER.

BERT

BHUBSHE SIEM RS E, Citrix ARz e, FiE EEMSEHIERE SIEM IREFHNER,

A LFTF X EFM Citrix Analytics for Security 2 SIEM BRERIEERE .

BRAEIHEIERN SIEM £R1ES, BBRZT2EEME4EE (SIEM) £MMEAT SIEM i Citrix Analytics
iR
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Citrix Services Security Exhibit

BXMAT Citrix Analytics R eEHIMFAESR, SFEHAMNSHEIE. RETREE. LSE
#aE1E Citrix Services £ RS

EX

BEFPAR BIELHBE P UREEN TR, HFFPFEHRRY Citrix ITIRSHEIE.
AERIESRSEXNEMHER, GIEEHEMEE. BTEY. FHX. REUNZRNER.
BRs3 215 ERA Citrix Analytics Br9#EARA Citrix Cloud RS,

E € e N

SUMEHERE,

iR L% 3 Citrix Analytics 7/ Citrix Analytics 89ThaE, BIRTERBHEE Citrix TLUKE. FE. FH.

P, RIBEMEAEX Citrix =RMRSHRA. BRIEXES.
Citrix sa2& R4 Citrix FRAABRLBREINIER.

k. WENBE

« Citrix Analytics for Security B&

« Citrix Analytics for Performance B&

Citrix Analytics for Security &
EMAE
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*
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o RgAYE]

iV aE=gv)
o XE

BF:. BFmk4. ID. SAM iKF#&. 5. UPN

o hiR#s

Citrix Endpoint Management RS HE

o GAM
o IVRE
« g& ID
¢ KBRS
o REXR
o HIRGHE
o HIREZE
o ENA
+ IMEI

o P ot
o R

o EREH
o BIEER
o BRIERGR
o BIERGHRA
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Citrix Secure Private Access HE

« AAARF#

o BNIIEREIBIERR
o SHBIERIE ID

+ 15X URL

+ URL 23 5RBE R R

*« VPN&iE D

o EiMBRSSER IP

« AAA FFP TR ID
o SEFRMRIRUES

« NA#EF FQDN

o NREFRAN

o MARIREMARSSEE LS
o MRS

o BRIIERE

o JNIEFER

o BRI
 FimARSS2E Dst IPv4 it
o FimARSSESE |Pv4 itk
o [SiHARSS 2 IPV6 itk
o AR

o B FKIR

o BRI IP

« EFiH MSS

o BPImRE Rex 1K

« ZFuk TCP #i5h

o EMfPRNEF R TCP BuEE
« &Pk TCP RTO it#&

o ZFiH TCP SHEMOITH
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o BPIRARE RX

o BFRRTE TX

o ZPi% TCP 1735 Rx
« ZPuf TCP #5:& Tx
o EIREDKER

o ERRHEID

o HOEO

« RH#iE ID

o BN

AL

t

z Rx

o
¢

o MENTS TX

« HTTP A&AE

« HTTP &

o HTTP i&ERiENR

« HTTP Req Cookie
« HTTP Req Forw FB
« HTTP Req Forw LB
o HTTP i&EREM

o HTTP i&ERA=*

« HTTP Rq Rcv FB

+ HTTP Req Rcv LB

« HTTP Req 3I1A

« HTTP &K URL

« HTTP Req XForwarded For
« HTTP Res Forw FB
« HTTP Res Forw LB
o HTTP &= &

« HTTP Res Rcv FB

+ HTTP Res Rcv LB

« HTTP Res Set Cookie
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« HTTP Rsp Len

o HTTP Rsp k&

o HTTP E54 %8

« HTTP =% 1D

« IC Cont Gp B#F

o ICHFE

o ICRBBEERS

o IC ZREREFR

o NOEOZFIH

+ NetScaler Gateway Service NA#EF ID
« NetScaler Gateway Service R FRIZF &R
+ NetScaler Gateway Service M RTEFHE
+ NetScaler X ID

o Wi ID

s MEAID

o ERFRRS

« J®F=# Rsp Len

o MIATIRRF

o EERFIRIATTZ

o iBRAE

o ORI IRIEEY

o MARzRIAE

+ Srv Flow #%& Rx

+ Srv Flow #5& Tx

o SrvriRIE Rex it#

 BRZ588 TCP £izh

- IR532% TCP $REEEHEA

+ AR5328 TCP &K

« BRs328 TCP EHEOHE
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- SSL %738 BE

+ SSL #=h5{& FE

« SSL EPIHIERA/N BE

« SSL ZEPimIEHA/ND FE

« SSL ZEFIHIEPERGH BE
o SSLCntiERERRE FE

o SSL Err ZRIEFER

o SSL #iR15E

« SSL #5%& BE

+ SSL#5%& FE

« SSLIEFHIRER

o SSL BRSS#EH A/ BE

o SSL RRS#3IEH A/ FE

« SSL 3% ID BE

« SSL=iEIDFE

« SSL Sig Ms%& 8% BE

« SSLSigma&EHEE FE

+ SSL RRS|IEPBERRE BE
+ SSL RS BIEPZRMFE FE
« SSL iDomain 25!

« SSL iDomain 22514

+ SSLiDomain &#7

+ SSLiDomain &%

+ SSLiExecuted i#1E

« SSLiPolicy 1

« SSL iReason REX1TaN

« SSLiURL £BITE2

« SSLiURLgBANFAE

o ITPHRIRTF
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 Svr Tep #53& Rx

» Svr Tcp #7& Tx

o HFRHE

o RERIAERXEE ID

o IRERIEREEE ID

« IRERIRERID

« Trans Ct Dst IPv4 it

o ESEFIHBT IPV6 tthit
 ESEFIREARA

+ Trans Ct Flow &£ Rx

+ Trans Clt Flow End Usec Tx
+ Trans Ct Flow FF#4fER Rx

« Trans Clt Flow Start Usec Tx
+ Trans Clr IPv4 sthiit

« Trans Clr IPv6 it

 Trans Ct #4E& Tt Cnt Rx

+ Trans Clt Packet Tot Cnt Tx
s ESEFHRTT

« Trans Clr Ssc 50

« Trans Ct Tt Rx Oct Cnt

» Trans Ct Tt Tx Oct Cnt

« Trans Info

« Trans Srv Dst %0

« Trans srv #4E& Tt Cnt Rx

« Trans Srv #4E& Tt Cnt Tx

« Trans Srv Src ixO

« Trans Svr Flow End Usec Rx
+ Trans Svr Flow End Usec Tx

« Trans Svr Flow Start Usec Rx
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« Trans Svr Flow Start Usec Tx
o BEERSV|RIT

« Trans Svr Tot Rx Oct Cnt
» Trans Svr Tot Tx Oct Cnt
« 551D

o URL 251

« URL %54

» URL #5IE%

» URL #£5#2ERE

« URL £EILEE

« URLEEATAA

« URLXI® ID

+ VLAN /=

Citrix Virtual Apps and Desktops 71 Citrix DaaS A&

Citrix Virtual Apps and Desktops #1 Citrix DaaS BE® & U THIES:

o NREFR
o B
« EFID

o FAER: BAKRN BAXE, BopdE. ER

« RIID
o XHHH&

o XHERER
o XA
o R

o BBk
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o RIFAER: XHR. B Kh
o (IE: fhit. SE. EE

AR

UEESRERTHER/MXRIRMHE, HAAREHIIMIEBUE,

« K CMD £

o BRI
o BE

o BIERGR

o FTENHZ R

o A

« jal ID

« SaaS MWAEFRMT
o RIEE

o RIERSBV/EMR

« REARA

« =iEGUID

o BYiE)E

+ B{X: Bias. DST. &#F§
o ITENMEMHER

o FTENEYETIER

o XE

« URL

s APAE

Citrix ADC B%

o XA
o X
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o 180
o XE

Citrix Daa$S Standard for Azure B%

EATF Azure By Citrix DaaS tnEREE AU THIES:

o NAREFRM
o W%
o FAEE: BRAK/N BXKE. Brnds. ER
« i&& ID
o IgERE
o XHHE
o XHEEE
o XA
o BBk
o RFAER: XMHR. B Kh
o (IE: it BE. BE
AR

UEESERERTHER/MXRIRMHE, HAAREHIMIEBUE,

« K CMD £

o BIRX R
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o BRIERGR
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o BYEIE
B¥X: Bias. DST. &%k

o XA

« URL

RAFRAE

Citrix 5ipiRitiEFAE

s AFRER:
- Authentication Domains: Name, Product, IdP Type, IdP Display Name

x |dP Properties: App, Auth Type, Customer Id, Client Id, Directory, Issuer, Logo, Re-
sources, TID

* YRIERF:

- Workspace: Background Color, Header Logo, Logon Logo, Link Color, Text Color,
StoreFront Domains

- ShareFile: Customer Id, Customer Geo

- Long Lived Token: Enabled, Expiry Type, Absolute Expiry Seconds, Sliding Expiry
Seconds

- Authentication Result: User Name, Error Message
- Sign-in Message: Client Id, Client Name

- User Claim: AMR, Access Token Hash, Aud, Auth Time, CIP Cred, Auth Alias, Auth Domains,
Groups, Product, System Aliases, Email, Email
Verified, Exp, Family Name, Given Name, IAT, IdP, ISS, Locale, Name, NBF, SID, Sub

* Auth Alias Claims: Name, Value
* Directory Context: Domain, Forrest, Identity Provider, Tenant Id
* User: Customers, Email, OID, SID, UPN

* |dP Extra Fields: Azure AD OID, Azure AD TID

+ User Logoff: Client Id, Client Name, Nonce, Sub

« Client Update: Action, Client Id, Client Name
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Citrix Gateway A%

 RBEMH:

- ICA App: Record Type, Actual Template Code, Observation Domain Id, Observation Point
Id, Exporting Process Id, ICA Session Guid, MSI Client Cookie, Flow Id Rx, ICA Flags, Con-
nection Id, Padding Octets Two, ICA Device Serial Number, IP Version 4, Protocol Identi-
fier, Source IPv4 Address Rx, Destination IPv4 Address Rx, Source Transport Port Rx, Des-
tination Transport Port Rx, ICA Application Start up Duration, ICA Launch Mechanism, ICA
Application Start up Time, ICA Process ID Launch, ICA Application Name, ICA App Module
Path, ICA Application Termination Type, ICA Application Termination Time, Application
Name App Id, ICA App Process ID Terminate, ICA App

- ICA Event: Record Type, Actual Template Code, Source IPv4 Address Rx, Destination
IPv4 Address Rx, ICA Session Guid, MSI Client Cookie, Connection Chain ID, ICA Client
Version, ICA Client Host Name, ICA User Name, ICA Domain Name, Logon Ticket Setup,
Server Name, Server Version, Flow Id Rx, ICA Flags, Observation Point Id, Exporting
Process Id, Observation Domain Id, Connection Id, ICA Device Serial Number, ICA Session
Setup Time, ICA Client IP, NS ICA Session Status Setup, Source Transport Port Rx, Desti-
nation Transport Port Rx, ICA Client Launcher, ICA Client Type, ICA Connection Priority
Setup, NS ICA Session Server Port, NS ICA Session Server IP Address, IPv4, Protocol
Identifier,Connection Chain Hop Count, Access Type

- ICA Update: Record Type, Actual Template Code, Observation Domain Id, Observation
Point Id, Exporting Process Id, ICA Session Guid, MSI Client Cookie, Flow Id Rx,ICA Flags,
Connection Id, ICA Device Serial Number, IPv4, Protocol Identifier, Padding Octets
Two, ICA RTT, Client Side RX Bytes, Client Side Packets Retransmit, Server Side Packets
Retransmit, Client Side RTT, Client Side Jitter, Server Side Jitter, ICA Network Update
Start Time, ICA Network Update End Time, Client Side SRTT, Server Side SRTT,Client
Side Delay, Server Side Delay, Host Delay, Client Side Zero Window Count, Server Side
Zero Window Count, Client Side RTO Count, Server Side RTO Count, L7 Client Latency,
L7 Server Latency, App Name App Id, Tenant Name, ICA Session Update Begin Sec, ICA
Session Update End Sec, ICA Channel Id 1, ICA Channel Id 2, ICA Channel Id 2 Bytes, ICA
Channelld 3, ICA Channel Id 3 Bytes, ICA Channel Id 4, ICA Channel Id 4 Bytes, ICA Channel
Id 5, ICA Channel Id 5 Bytes

- AppFlow Config: Record Type, Actual Template Code, Observation Domain Id, Observation
Point Id, Exporting Process Id, System Rule Flag 1, System Safety Index, AppFlow Profile
Relaxed Flags, AppFlow Profile Block Flags, AppFlow Profile Log Flags, AppFlow Profile
Learn Flags, AppFlow Profile Stats Flags, AppFlow Profile None Flags, AppFlow App Name
Id, AppFlow Profile Sign Disabled, AppFlow Profile Sign Block Count, AppFlow Profile Sign
Log Count, AppFlow Profile Sign Stat Count, AppFlow Incarnation Number,AppFlow Se-
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quence Number, AppFlow Profile Sign Auto Update, AppFlow Safety Index, AppFlow App
Safety Index, AppFlow Profile Sec Checks Safety Index, AppFlow Profile Type, Iprep App
Safety Index, AppFlow Profile Name, AppFlow Sig Name, AppFlow App Name Ls, AppFlow
Sig Rule ID1, AppFlow Sig Rule ID2, AppFlow Sig Rule ID3, AppFlow Sig Rule ID4, AppFlow
Sig Rule ID5, AppFlow Sig Rule Enabled Flags, AppFlow Sig Rule Block Flags, AppFlow Sig
Rule Log Flags, AppFlow Sig Rule File Name, AppFlow Sig Rule Categoryl, AppFlow Sig
Rule Logstringl, AppFlow Sig Rule Category2, AppFlow Sig Rule Logstring2, AppFlow Sig
Rule Category3, AppFlow Sig Rule Category4, AppFlow Sig Rule Logstring4, AppFlow Sig
Rule Category5, AppFlow Sig Rule LogString5

- AppFlow: Actual Template Code, Observation Domain Id, Observation Point Id, Exporting
Process Id, Transaction Id, Appfw Violation Occurred Time, App Name App Id, Appfw
Violation Severity, Appfw Violation Type, Appfw Violation Location, Appfw Violation
Threat Index, Appfw NS Longitude, Appfw NS Latitude, Source IPv4 Address Rx, Appfw
Http Method, Appfw App Threat Index, Appfw Block Flags, Appfw Transform Flags, Appfw
Violation Profile Name, Appfw Session Id, Appfw Req Url, Appfw Geo Location, Appfw
Violation Type Name 1, Appfw Violation Name Value 1, Appfw Sig Category 1, Appfw
Violation Type Name 2, Appfw Violation Name Value 2, Appfw Sig Category 2, Appfw
Violation Type Name 3, Appfw Violation Name Value 3, Appfw Sig Category3, Appfw Req
X Forwarded For, Appfw App Name Ls,App Name Ls, Iprep Category, Iprep Attack Time,
Iprep Reputation Score, Iprep NS Longitude, Iprep NS Latitude, Iprep Severity, Iprep
HTTP Method, Iprep App Threat Index, Iprep Geo Location, Tcp Syn Attack Cntr, Tcp Slow
Ris Cntr, Tcp Zero Window Cntr, Appfw Log Expr Name, Appfw Log Expr Value, Appfw Log
Expr Comment

- VPN: Actual Template Code, Observation Domain Id, Access Insight Flags, Observation
Point Id, Exporting Process Id, Access Insight Status Code, Access Insight Timestamp, Au-
thentication Duration, Device Type, Device ID, Device Location, App Name App Id, App
Name App Id1, Source Transport Port Rx, Destination Transport Port Rx, Authentication
Stage, Authentication Type, VPN Session ID, EPA Id, AAA User Name, Policy Name, Auth
Agent Name, Group Name, Virtual Server FQDN, cSec Expression, Source IPv4 Address Rx,
Destination IPv4 Address Rx, Cur Factor Policy Label, Next Factor Policy Label, App Name
Ls, App Name 1 Ls,AAA User Email Id, Gateway IP, Gateway Port, Application Byte Count,
VPN Session State, VPN Session Mode, SSO Auth Method, IIP Address, VPN Request URL,
SSO Request URL, Backend Server Name, VPN Session Logout Mode, Logon Ticket File Info,
STA Ticket, Session Sharing Key, Resource Name, SNIP Address, Temp VPN Session ID

- HTTP: Actual Template Code, Http Req Method, Http Req Url, Http Req User Agent, Http
Content Type, Http Req Host, Http Req Authorization, Http Req Cookie, Http Req Referer,
Http Res Set Cookie, Ic Cont Grp Name, Ic Flags, Ic Nostore Flags, Ic Policy Name, Response
Media Type, Ingress Interface Client, Origin Res Status, Origin Rsp Len, Srv Flow Flags Rx,
Srv Flow Flags Tx, Flow Flags Rx, Flow Flags Tx, App Name, Observation Point Id, Exporting
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Process Id, Observation Domain Id, Http Trans End Time, Transaction Id, Http Rsp Status,
Trans Clt Ipv4 Address, Trans Clt Dst Ipv4 Address, Backend Svr Dst Ipv4 Address, Backend
Svr Ipv4 Address, Http Rsp Len, Trans Svr RTT, Trans Clt RTT, Http Req Rcv FB, Http Req Rev
LB, Http Res Rcv FB, Http Res Rcv LB, Http Req Forw FB, Http Req Forw LB, Http Res Forw
FB, Http Res Forw LB, Http Req X Forwarded For, Http Domain Name, Http Res Location,
Protocol Identifier, Egress Interface, Backend Svr Ipv6 Address, SSL Flags BE, SSL Flags
FE, SSL Session IDFE, SSL Session IDBE, SSL Cipher Value FE, SSL Cipher Value BE, SSL Sig
Hash Alg BE, SSL Sig Hash Alg FE, SSL Srvr Cert Sig Hash BE, SSL Srvr Cert Sig Hash FE, SSL
Clnt Cert Sig Hash FE, SSL Clnt Cert Sig Hash BE, SSL Server Cert Size FE, SSL Server Cert
Size BE, SSL Client Cert Size FE, SSL Client Cert Size BE, SSL Err App Name, SSL Err Flag, SSL
Handshake Error Msg, Client IP, Virtual Server IP, Connection Chain Id, Connection Chain
Hop Count, Trans Clt Tot Rx Oct Cnt, Trans Clt TotTx Oct Cnt, Trans Clt Src Port, Trans Clt
Dst Port, Trans Srv Src Port, Trans Srv Dst Port, VLAN Number, Client Mss, Trans Info, Trans
Clt Flow End Usec Rx, Trans Clt Flow End Usec Tx, Trans Clt Flow Start Usec Rx, Trans Clt
Flow Start Usec Tx, Trans Svr Flow End Usec Rx, Trans Svr Flow End Usec Tx, Trans Svr Flow
Start Usec Rx, Trans Svr Flow Start Usec Tx, Trans Svr Tot Rx Oct Cnt, Trans Svr Tot Tx Oct
Cnt, Clt Flow Flags Tx, Clt Flow Flags Rx, Trans Clt Ipv6 Address, Trans Clt Dst Ipv6 Address,
Subscriber Identifier, SSLi Domain Name, SSLi Domain Category, SSLi Domain Category
Group, SSLi Domain Reputation, SSLi Policy Action, SSLi Executed Action, SSLi Reason For
Action, SSLi URL Set Matched, SSLi URL Set Private, URL Category, URL Category Group,
URL Category Reputation, Responder Action Type, URL Set Matched, URL Set Private, Cat-
egory Domain Name, Category Domain Source, AAA User Name, VPN Session ID, Tenant
Name

o fEREH:

- VServerLB: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Representa-
tion, Schema Type, Time, CPU, GSLB Server, GSLB VServer, Interface, Memory Pool, Server
Service Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer LB: RATE
Si Tot Request Bytes, RATE Si Tot Requests, RATE Si Tot Response Bytes, RATE Si Tot Re-
sponses, RATE Si Tot Clt Ttlb Transactions, RATE Si Tot Clt Ttlb Pkt Rcvd, RATE Si Tot Clt
Ttlb Pkt Sent, RATE Vsvr Tot Hits, Si Cur Clients, Si Cur Conn Established, Si Cur Servers, Si
Cur State, Si Tot Request Bytes, Si Tot Responses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions,
Si Tot Pkt Revd, Si Tot Pkt Sent, Si Tot Ttlb Frustrating Transactions, Si Tot Ttlb Tolerating
Transactions, Vsvr Active Svcs, Vsvr Tot Hits, Vsvr tot Req Resp Invalid, Vsvr Tot Req Resp
Invalid Dropped

- CPU: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Representation,
Schema Type, Time, Cc CPU Use GSLB Server, GSLB Vserver, Interface, Memory Pool,
NetScaler, Server Service Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs,
VServer Lb, VServer SSL, VServer User
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- Server Service Group: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id,
Representation, Schema Type, Time, Cc CPU Use, GSLB Server, GSLB Vserver, Interface,
Memory Pool, NetScaler, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer Lb,
VServer SSL, VServer User, Server Service Group: RATE Si Tot Request Bytes, RATE Si Tot
Requests, RATE Si Tot_Response Bytes, RATE Si Tot Responses, RATE Si Tot Clt Ttlb, RATE
Si Tot Clt Ttlb Transactions, RATE Si Tot Svr Ttfb, RATE Si Tot Svr Ttfb Transactions, RATE
Si Tot Svr Ttlb, RATE Si Tot Svr Ttlb Transactions, RATE Si Tot Ttlb Frustrating Transactions,
RATE Si Tot Ttlb Tolerating Transactions, Si Cur State, Si Tot Request Bytes, Si Tot Requests,
Si Tot Response Bytes, Si Tot Responses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions, Si Tot
Svr Ttfb, Si Tot Svr Ttfb Transactions,Si Tot Svr Tlb, Si Tot Svr Ttlb Transactions, Si Tot Ttlb
Frustrating Transactions, Si Tot Ttlb Tolerating Transactions

- Server SVC CFG: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Rep-
resentation, Schema Type, Time, CPU Use, GSLB Server, GSLB Vserver, Interface, Memory
Pool, NetScaler, VServer Authn, VServer Cr, VServer Cs, VServer Lb, VServer SSL, VServer
User, Server Svc Cfg: RATE Si Tot Request Bytes, RATE Si Tot Requests, RATE Si Tot Re-
sponse Bytes, RATE Si Tot Responses, Si Tot Clt Ttlb, RATE Si Tot Clt Ttlb Transactions, RATE
Si Tot Pkt Rcvd, RATE Si Tot Pkt Sent, RATE Si Tot Svr Busy Err, RATE Si Tot Svr Ttfb, RATE
Si Tot Svr Ttfb Transactions, RATE Si Tot Svr Ttlb, RATE Si Tot Svr Ttlb Transactions, RATE
Si Tot Ttlb Frustrating Transactions, RATE Si Tot Ttlb Tolerating Transactions, Si Cur State,
Si Cur Transport, Si Tot Request Bytes, Si Tot Requests, Si Tot Response Bytes, Si Tot Re-
sponses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions, Si Tot Pkt Rcvd, Si Tot Pkt Sent, Si Tot
Svr Busy Err, Si Tot Svr Ttfb, Si Tot Svr Ttfb Transactions, Si Tot Svr Ttlb, Si Tot Svr Ttlb
Transactions, Si Tot Ttlb Frustrating Transactions, Si Tot Ttlb Tolerating Transactions

- NetScaler: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Represen-
tation, Schema Type, Time, GSLB Server, GSLB VServer, Interface, Memory Pool, Server
Service Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer Lb, VServer
SSL, VServer User, NetScaler: RATE All Nic Tot Rx Mbits, RATE All Nic Tot Rx Mbits, RATE
Dns Tot Queries, RATE Dns Tot Neg Nxdmn Entries,RATE Http Tot Gets, RATE Http Tot Oth-
ers, RATE Http Tot Posts, RATE Http Tot Requests, RATE Http Tot Requests 1.0, RATE Http
Tot Requests 1.1, RATE Http Tot Responses, RATE Http Tot Rx Request Bytes, RATE Http
Tot Rx Response Bytes, RATE Ip Tot Rx Mbits, RATE Ip Tot Rx Bytes, RATE Ip Tot Rx Pkts,
RATE Ip Tot Tx Mbits, RATE Ip Tot Tx Bytes, RATE Ip Tot Tx Pkts, RATE SSL Tot Dec Bytes,
RATE SSL Tot Enc Bytes,RATE SSL Tot SSL Info Session Hits, RATE SSL Tot SSL Info Total Tx
Count, RATE Tcp Err Rst, RATE Tcp Tot Client Open, RATE Tcp Tot Server Open, RATE Tcp
Tot Rx Bytes, RATE Tcp Tot Rx Pkts, RATE Tcp Tot Syn, RATE Tcp Tot Tx Bytes, RATE Tcp Tot
Tx Pkts, RATE Udp Tot Rx Bytes, RATE Udp Tot Rx Pkts, RATE Udp Tot Tx Bytes, RATE Udp
Tot Tx Pkts, All Nic Tot Rx Mbits, All Nic Tot Tx Mbits, Cpu Use, Dns Tot Queries, Dns Tot Neg
Nxdmn Entries, Http Tot Gets, Http Tot Others, Http Tot Posts, Http Tot Requests, Http Tot
Requestsl.0, Http Tot Requestsl.1, Http Tot Responses, Http Tot Rx Request Bytes, Http
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Tot Rx Response Bytes, Ip Tot Rx Mbits, Ip Tot Rx Bytes, Ip Tot Rx Pkts, Ip Tot Tx Mbits, Ip
Tot Tx Bytes, Ip Tot Tx Pkts, Mem Cur Free size, Mem Cur Free size Actual, Mem Cur Used
size, Mem Tot Available, Mgmt Additional Cpu Use, Mgmt Cpu 0 Use, Mgmt Cpu Use, SSL
Tot Dec Bytes, SSL Tot Enc Bytes, SSL Tot SSL Info Session Hits, SSL Tot SSL Info Total Tx
Count, Sys Cpus, Tcp Cur Client Conn, Tcp Cur Client Conn Closing, Tcp Cur Client Conn
Est, Tcp Cur Server Conn, Tcp Cur Server Conn Closing, Tcp Cur Server Conn Est, Tcp Err
Rst, Tcp Tot Client Open, Tcp Tot Server Open, Tcp Tot Rx Bytes, Tcp Tot Rx Pkts, Tcp Tot
Syn, Tcp Tot Tx Bytes, Tcp Tot Tx Pkts, Udp Tot Rx Bytes, Udp Tot Rx Pkts, Udp Tot Tx Bytes,
Udp Tot Tx Pkts

- Memory Pool: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Schema
Type, Time, CPU, Gslb Server, Gslb VServer, Interface, NetScaler, Server Service Group,
Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, VServer Lb, VServer SSL, VServer
User, Memory Pool: Mem Cur Alloc Size, Mem Err Alloc Failed, Mem Tot Available

- Monitoring Service Binding: Bind Entity Name, Entity Name, NetScalerld, SchemaType,
Time, CPU, Gslb Server, Gslb VServer, Interface, Memory Pool, NetScaler, Server Service
Group, Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, Vserver Lb, VServer SSL,
VServer User, Mon Service Binding: RATE Mon Tot Probes, Mon Tot Probes

- Interface: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Schema
Type, Time, CPU, Gslb Server, Gslb VServer, Memory Pool, NetScaler, Server Service Group,
Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, Vserver Lb, VServer SSL, VServer
User, Interface: RATE NIC Tot Rx Bytes, RATE NIC Tot Rx Packets, RATE NIC Tot Tx Bytes,
RATE NIC Tot Tx Packets, NIC Tot Rx Bytes, NIC Tot Rx Packets, NIC Tot Tx Bytes, NIC Tot Tx
Packets

- VServer CS: Bind Entity Name, Entity Name, Mon Service Binding, NetScaler Id, Schema
Type, Time, CPU, Gslb Server, Gslb VServer, Memory Pool, NetScaler, Server Service Group,
Server Svc Cfg, VServer Authn, VServer Cr, VServer Cs, Vserver Lb, VServer SSL, VServer
User, VServer Cs: RATE Si Tot Request Bytes, RATE Si Tot Requests, RATE Si Tot Response
Bytes, RATE Si Tot Responses, RATE Si Tot Clt Ttlb,RATE Si Tot Clt Ttlb Transactions, RATE
Si Tot Pkt Rcvd, RATE Si Tot Pkt Sent, RATE Si Tot Ttlb Frustrating Transactions, RATE Si Tot
Ttlb Tolerating Transactions, RATE Vsvr Tot Hits, Si Cur State, Si Tot Request Bytes, Si Tot Re-
quests, Si Tot Response Bytes, Si Tot Responses, Si Tot Clt Ttlb, Si Tot Clt Ttlb Transactions,
Si Tot Pkt Rvd, Si Tot Pkt Sent, Si Tot Ttlb Frustrating Transactions, Si Tot Tlb Tolerating
Transactions, Vsvr Tot Hits, Vsvr Tot Req Resp Invalid, Vsvr Tot Req Resp Invalid Dropped

ReNHEEE

o FRIAMAF:
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- Logs before the published application: Authentication, Browser, Change Id, Created, Cus-
tomer Name, Destination URL, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External, Whitelist Internal, Whitelist Redirect

- Logs after the published application: Authentication, Browser, Change Id, Created,
Customer Name, Destination, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External URL, Whitelist Internal URL, Whitelist Redirect URL

o MR

- Logs before the published application: Authentication, Browser, Change Id, Created, Cus-
tomer Name, Destination URL, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External, Whitelist Internal, Whitelist Redirect

- Logs after the published application: Authentication, Browser, Change Id, Created,
Customer Name, Destination, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External URL, Whitelist Internal URL, Whitelist Redirect URL

« NREFEHR:

- Logs before the published application: Authentication, Browser, Change Id, Created, Cus-
tomer Name, Destination URL, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External, Whitelist Internal, Whitelist Redirect

- Logs after the published application: Authentication, Browser, Change Id, Created,
Customer Name, Destination, E-Tag, Gateway Service Product Id, Session Id, Legacy Icon,
Application Name, Policies, Published Application Id, Region, Resource Zone, Resource
Zone Id, Subscription, Session Idle Timeout, Session Idle Timeout Warning, Watermark,
Whitelist External URL, Whitelist Internal URL, Whitelist Redirect URL

o RFBIE:

- Logs before the entitlement creation: Approved, Customer Id, Data Retention Days, End
Date, Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date,
State, Type
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- Logs after the entitlement creation: Approved, Customer Id, Data Retention Days, End
Date, Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date,
State, Type

o AUFISEHT:

- Logs before the entitlement update: Approved, Customer Id, Data Retention Days, End
Date, Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date,
State, Type

- Logs after the entitlement update: Approved, Customer Id, Data Retention Days, End Date,
Grace Period Days, Session Id, Product SKU, Quantity, Serial Numbers, Start Date, State,

Type
« Session Access Host: Accept Host, Client IP, Date Time, Host, Session, User Name
o RIEERE:
- Logs before the session connection: Application Id, Application Name, Browser, Created,
Customer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

- Logs after the session connection: Application Id, Application Name, Browser, Created,
Customer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

o AR

- Logs before the session launch: Application Id, Application Name, Browser, Created, Cus-
tomer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

- Logs after the session launch: Application Id, Application Name, Browser, Created, Cus-
tomer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

. RFFS:

- Logs before the session tick: Application Id, Application Name, Browser, Created, Cus-
tomer Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

- Logs after the session tick: Application Id, Application Name, Browser, Created, Customer
Id, Duration, Session Id, IP Address, Last Updated, Launch Source, User Name

Microsoft Graph 22 HE

« #FID
« AFID

* $§t5 1D
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« AR

o BRBAR
o ME—HIFIR
o FEFHPMF
- FESH
=

P

°
AN
s 1]
=

|

°
AL

=

N\
s
|

. REHIE
. BFERS

. IP ez

. KPETEREA
. WERBET

o BEEIE

o FIH

o FRIKATHA
o SSMIEEDAERZM
 BER/EIEAE

o BREIZREY

« EAID
 KE

o HpEHht

o HRE

o AP
o ARATIR
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o AP EEFEZWR
o T{EERIE

Citrix Analytics for Performance B7&

« actionid

« actionreason

« actiontype

+ adminfolder

« agentversion

« allocationtype

« applicationid

« applicationname

« applicationpath

« applicationtype

« applicationversion

+ associateduserfullnames
+ associatedusername

+ associatedusernames

+ associateduserupns

« authenticationduration

+ autoreconnectcount

+ autoreconnecttype

+ AvgEndpointThroughputBytesReceived
+ AvgEndpointThroughputBytesSent
+ blobcontainer

+ blobendpoint

+ blobpath

« brokerapplicationchanged

« brokerapplicationcreated
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« brokerapplicationdeleted
+ brokeringdate

+ brokeringduration

+ brokerloadindex

+ brokerregistrationstarted
+ browsername

« catalogchangeevent

« catalogcreatedevent

« catalogdeletedevent

« catalogid

+ catalogname

« catalogsync

« clientaddress

« clientname

« clientplatform

+ clientsessionvalidatedate
« clientversion

+ collecteddate

+ connectedviahostname
« connectedviaipaddress
+ connectionid

« connectioninfo

« connectionstate

« connectiontype

+ controllerdnsname

+ Cpu

« cpuindex

+ createddate

« currentloadindexid
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» currentpowerstate

« currentregistrationstate
« currentsessioncount

+ datetime

+ deliverygroupadded

+ deliverygroupchanged
« deliverygroupdeleted

« deliverygroupid

« deliverygroupmaintenancemodechanged
« deliverygroupname

+ deliverygroupsync

« deliverytype

« deregistrationreason

+ desktopgroupdeletedevent
«+ desktopgroupid

+ desktopgroupname

« desktopkind

« disconnectcode

« disconnectreason

+ disk

« diskindex

+ dnsname

« domainname

« effectiveloadindex

+ enddate

+ errormessage

+ establishmentdate
 eventreporteddate

« eventtime
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+ exitcode

« failurecategory

« failurecode

+ failuredata

« failuredate

« failurereason

« failuretype

« faultstate

+ functionallevel

« gpoenddate

+ gpostartdate

+ hdxenddate

+ hdxstartdate

+ host

+ hostedmachineid

+ hostedmachinename

+ hostingservername

+ hypervisorconnectionchangedevent
« hypervisorconnectioncreatedevent
« hypervisorid

+ hypervisorname

« hypervisorsync

. icartt

. icarttms

. id

+ idletime

« inputbandwidthavailable
« inputbandwidthused

« instancecount
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+ interactiveenddate

« interactivestartdate

« ipaddress

« isassigned

+ isinmaintenancemode

« ismachinephysical

« ispendingupdate

« ispreparing

« isremotepc

+ issecureica

+ lastderegisteredcode

+ launchedviahostname

+ launchedviaipaddress

« lifecyclestate

+ LinkSpeed

+ logonduration

+ logonenddate

« logonscriptsenddate

« logonscriptsstartdate

+ logonstartdate

+ long

« machineaddedtodesktopgroupevent
+ machineassignedchanged

« machinecatalogchangedevent
« machinecreatedevent

« machinedeletedevent

« machinederegistrationevent
+ machinednsname

+ machinefaultstatechangeevent
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« machinehardregistrationevent

+ machineid

« machinemaintenancemodechangeevent
« machinename

+ machinepvdstatechanged

« machineregistrationendedevent

« machineremovedfromdesktopgroupevent
« machinerole

« machinesid

« machineupdatedevent

+ machinewindowsconnectionsettingchanged
« memory

« memoryindex

« modifieddate

« NGSConnector.ICAConnection.Start

« NGSConnector.NGSSyntheticMetrics

« NGSConnector.NGSPassiveMetrics

« NGSConnector.NGSSystemMetrics

+ network

+ networkindex

+ networklatency

» networkinfoperiodic

» NetworkinterfaceType

» ostype

« outputbandwidthavailable

« outputbandwidthused

+ path

* percentcpu

+ persistentuserchanges
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+ powerstate

+ processname

+ profileloadenddate
« profileloadstartdate
« protocol

+ provisioningschemeid
 provisioningtype

+ publishedname

« registrationstate

+ serversessionvalidatedate
+ sessioncount

+ sessionend

+ sessionfailure

+ sessionid

+ sessionidlesince

+ sessionindex

« sessionkey

+ sessionstart

+ sessionstate

« sessionsupport
 sessiontermination
« sessiontype

+ sid

+ SignalStrength

« siteid

« sitename

« startdate

« totalmemory

« triggerinterval
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. triggerlevel

« triggerperiod

« triggervalue

+ usedmemory

« userid

« userinputdelay

+ username

+ usersid

« vdalogonduration
« vdaprocessdata

+ vdaresourcedata
« version

» vmstartenddate

+ vmstartstartdate
« windowsconnectionsetting

« xd.SessionStart

REIESHETNETE (Fishk)

April 12,2024

Citrix Analytics for Performance M85 Splunk. Elasticsearch #1 Grafana RIS &R, ERTUERL
1BS HIAEE M AE SRR 4 M Citrix Analytics for Performance §4%) Splunk. Elasticsearch # Grafana.
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=  Cifrx | Analytics i o v

Performance Q_ Type User or Machine name Advanced Search Settings Help

Data Export ®

Data Export On

Apache Kafka REST APIs  Preview

Account setup v/ v ‘

Observability platform setup v ‘

Select data events for export v ‘

AWM FE A TGS E T #FE T4 Citrix Virtual Apps and Desktops = U & B Citrix Analytics for
Performance BR$589 DaaS =ARSHIMEREIETTR. LEoh, EAILUERE Citrix Analytics for Performance #i@r91%
BETEAT 5 2R B BTN & RIEER MBI RN EURH I TS FH M KB,

AT & iR HEVEIE B T B A ENRENE. A TREEXEMNBREFNKE ML EENTISKAITT
BNk SSILfR. TERIRNME T & P ERMKIEN—EAINMT:

o EHCIBIERIRMR G, XEEFIRMNIREF BT 2IFIRE— R EINAIMERE.

o RENSENAR KPIEXHBERS, FiHSEAF ST ENRT.

o RAERPRFTDFAITEN, HAEFEMERURRS AR,

o WEMZREE A EEEN ISR E GBS E BB 1T 0 M BEEHR.

s REZHITFIEMERIERIRFEBSIFERMIRMANE (FINMXHEER) HANRERRAAERRIER
RIEFMERRER,

s MEFRMASIEERIER, UEBEFRARESUBRTFE M REFENRS R,

o RASBAREBNETENBREFTHE,

REMAILLINEE, BEALLE S EMHEMRARTA LR

SAMNEF e

B#i, Citrix Analytics for Performance Z#a/M &4 &2 Splunk. Elasticsearch #1 Grafana, HXITF
DREMAEMESER:

+ Splunk, &5 Splunk xi%.
« Elasticsearch, 507 Elasticsearch sz
« Grafana, &% Grafana x4

Splunk {8 Kafka s iEiEsEE Citrix Analytics for Performance = £#93t1T Kafka. /A Citrix Analytics
for Performance 12125, ¥ Citrix Analytics for Performance 5 Splunk £5%, /8 Kafka ifs=, &1L
BEEBIREFH R EAIA Splunk,
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Elasticsearch £/ Logstash 3|2 &2 &1 Citrix Analytics for Performance = £ &9 Kafka, A Citrix
Analytics for Performance 12 tB9 850§ aERR Citrix Analytics 5 Elasticsearch &%, #/8 Kafka &KixTi=,
107 LUESSUR IS EIREXE Elasticsearch dr, MR A T #RLBLRAIEROIR o

LU T Ze MBI BA T SR M Citrix Analytics for Performance AT UM TEE

Customer Environment

Citrix Analytics (On-premises and cloud)

H &

Tenant 1 topic P
> LogStash Server |—® ElasticSearch Q@‘
Kafka Tenant 2 topic
1
1
1
Tenant N topic
CAS Add-on
Via Kafka Connector splunkfv
CAS A
Citrix Analytics
Splunk

HESHAN]

B LUM Citrix Analytics iRss > 88 > BUESE > Mt RMEBEHRIES HIEE. RIMERT, ER “HIBESEIT
F” HRAR, ¥ BUESH FRNE T FEARS. GBIk HESHXHA, UEEREHOEES.

BIESHEEUTLBHEEN,. BXELEER, 55 Splunk £/ Elasticsearch £miXE,

1. HPIRE -BERIRIKF, BEEEB, BEEKFE, et Kafka MiFgER. XEMAT AT Splunk
Elasticsearch MELE, FEALLIHEBENE,

2. AIMNMEFEEIRE -FRALE—PHhERMN Kafka #F4E EREMABEEEA T Splunk. Elasticsearch #l
Grafana #9 Citrix Analytics #&ff.

3. EEESUNBIESH - ATFIEHT SHREUNGE T ST, SaUMASENTENHKBRPERESHN
REEMH,

Splunk 5 Citrix Analytics for Performance %55

November 26, 2023
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&7 LU Citrix Analytics for Performance 5 Splunk S5, 51488 %0E M AR A 12 B F R 06 5 S H )
Splunk, MR T AREIAN A2 S EIFRIEEE.

BXRERFAURLEEEHN AT AN EMERERENESER, BEH HESH.

S FFHIRRZS

Citrix Analytics for Performance 2#%7E A Fi21E R4 L5 Splunk. Citrix BiER X EARER SN RFThR A

SRS R R 7 S 45 T BORR Ao

« CentOS Linux 7 XEShads

» Debian GNU/Linux 10.0 XESxr7x
o g Linux BRZ588 7.0 RERARAS
« Ubuntu 18.04 LTS XE =Sk

=z

AR

SHF Linux Wiz (64 i) RIERS, EEA Splunk IFHRZMRAE, BXEZER, 5 Splunk i,

AT LU Splunk iras EF2E Splunk £E56k:

* Splunk =HA$IEE S (IDM)
. Splunk 8.1 (64 i) REEkRAS

BERMN

iZAT Splunk 9 Citrix Analytics fn#imiziEsl Citrix Analytics for Performance LRI TS, HRELHT
S TFREFHRIFTIRF, FREREAMMARZ P i, RARSNAE P #ltalfes R E T,

V)l EEHX

Kafka {12
com:9094

casnb-1.citrix.

com:9094

casnb-2.citrix.

com:9094

casnb-3.citrix.

com:9094

casnb-0.citrix.

R BE X 3
casnb-eu-0.
citrix.com:9094

casnb-eu-1.
citrix.com:9094

casnb-eu-2.
citrix.com:9094

T ARFER X
casnb-aps-0.
citrix.com:9094
casnb-aps-1.
citrix.com:9094
casnb-aps-2.
citrix.com:9094

AEL—NKERBRHIELE, ©FBIT Citrix Analytics for Performance F# Splunk 85742,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

87


https://docs.citrix.com/zh-cn/performance-analytics/data-export.html
https://docs.splunk.com/Documentation/Splunk/latest/Installation/SystemRequirements#Unix_operating_systems

Citrix Analytics for Performance

HESLRE
KAIRE

1. ik RE” > “WESH” > “M487,

2. 1 “HRPIRE” B9, BEIIEEEDREEK,, K BT &S Splunk SERFIEIECE X %,

Caonfiguration

Account setup Ve ~
Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.
USER NAME PASSWORD * CONFIRM PASSWORD *

»»»»»»»»
Observability platform setup for Splunk A
Select data events for export v ~

3. #iF Configure (F28). Citrix Analytics for Performance £ #&REFAEE—RAFP . £, Kafka
THEEMMAR, SHFMEEUBBERESEHREZAT Splunk &9 Citrix Analytics M,

AR

XEFMES BB, BB ElFEEReNuE,

Account setup v

Observability platform setup for Splunk V4 ~

Step 2: Download and install the Citrix Analytics Add-on for Splunk
For detailed instructions, see the Splunk integration documentation

Step 3: Configure Citrix Analytics Add-on with the following configuration in the Splunk environment > Add Data page

Select data events for export N

Splunk AT F &8 E
TEHHAREZERT Splunk &9 Citrix Analytics n#m
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} =r

AR

N 2R e F I Ao

iEAF Splunk 89 Citrix Analytics m# s Splunk Enterprise B 52 & M Citrix Analytics for Perfor-
mance WERMEREERIE, EIETLUEM Citrix Analytics for Performance UkgsErkiES K E Splunk LEEEME
hEIRIRIVEIEE X, XMXEBEERTUTBREZSMRIFNMEE, FHREUEHERIES EIMK AEFHKSEIFRNME
FAERHMERE,

1. BRIER Splunk #%28% Splunk MIZARIFE,

2. @M Splunkbase TEERTF Splunk &y Citrix Analytics MNEHBEM Splunk PEpZEt s % .

M Splunkbase =5 FHIERF
1. FHERT Splunk 1 Citrix Analytics IS
2. 72 Splunk Web 71k, g AR ZLHNELET.
3. Bl MAXHRENABERF.
4. BETHMNXG, ARREE LE
&
o MREBIRRRAHINET, BEZFE ARLBEF UBEE,

o MBEM 2.0.0 ZrIMkRAEFALERT Splunk £ Citrix Analytics MNEI, WA FMIERMINA 4
REMHFE /bin X FRILIT MR, SREEHBE Splunk %2838 Splunk JRIzhR
FiE:

- cd $SPLUNK_HOMES/etc/apps/TA_CTXS_AS/bin
- rm —-rf splunklib

- rm -rf mac

- rm -rf linux_x64

- rm CARoot.pem

- rm certificate.pem

5 WiINAEFRSETENBEFTIRYP,

M Splunk EfR R A
1. 72 Splunk Web £ t, #&E + ERESHHER.

2. BN N ELZNAEFRIE L, #% Citrix Analytics Add-on for Splunk GZF F Splunk # Citrix
Analytics M),

3. BENAREFZIN R,
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4. BV AREFES ERENBREFTIRF.

BREZR S| FRSER LUK BEEIE
1. RENAERRGE, 2 INEE.
(@ Install successful
App setup required

You must set up your new app before you can use it.

Set up now Set up later

-

2. WAUTES:

« 72k Citrix Analytics for Performance BIBMZRS IFITREEL,

il

*
XETGEXMSERTF Splunk B9 Citrix Analytics MM EWERER. BXEZER, &
SREEEAT Splunk & Citrix Analytics mnZIm,

o TEERHIES Citrix Analytics for Performance XBXHZRS I,

Citrix Analytics App for Splunk configuration
To configure the *Citrix Analytics App for Splunk” app please provide the following twe basic searches,

Enter query to search Citrix Analytics events:

Index==define your Index> sourceyRe=cas. SIem. consumer ]

Enter query to search events to correlate with Citrix Analytics events:

index=<define your index>

Finish App Setup

3. BF TRNAEFRERER Ui .

R EiEA T Splunk 19 Citrix Analytics in#m /A Citrix Analytics for Performance {2 {tHER B ¥ 415
BEEEAT Splunk 89 Citrix Analytics I#EH M, MINEEREMS, Splunk FaEAXRE Citrix Analytics for
Performance HIZE 1,

1. 7£ Splunk W L, HAIRE > HUREN.
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Messages *

Settings =

Activity = Help = Find

4

Monitoring

Console

2. 7E iGN 28, g Citrix Analytics MnEm,

Local inputs
Type

Files & Directories

KNOWLEDGE

Searches, reports, and alerts

Data models
Event types

[ags

Fields

Lookups

User interface
Advanced search

All configurations

SYSTEM

Server settings
server controls
Instrumentation

Licensing

Index a local file or meniter an entire directory.

HTTP Event Collector
Receive data over HTTP or HTTPS

TCP

Listen on a TCP port for incoming data, e.g. syslog

ubp

Listen on a UDP port for incoming data, e.g. sysleg.

Scripts

Run custom scripts to collect or generate more data

Citrix Analytics Add-on
nable data inputs tor Citrix Analytics

3. BEHE,

DATA

Forwarding and receiving

Indexes
Report acceleration summaries
Virtual indexes

Source types

DISTRIBUTED EMVIROMMEMNT
Indexer clustering
Forwarder management

Distributed search

USERS AND AUTHENTICATION

Access controls

Inputs Actions
6 + Add new
Q + Add new
o + Add new
0 + Add new
5 + Add new
o + Add new
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4. 1z 7oNEgdE sumE L, A Citrix Analytics BeB X iR EEIFAE S,

Messages v Help v Find

Settings ~

Activity »

Add Data

< Back

Select Source Done

Files & Directories

, index a local file

Nar

etwork part

kto listen on a

Scripts

Get data from any API, s

Citrix Analytics Add-on

User nam

e

Name for this Citrix Analytics input

e

rname provided during Citrix Analytics configuration.

Password

Password provided during Citrix Analytics configuration

Canfirm password

Hostis)

itrix Analytics

Enable ds

opic nar

Group nam

Combination of three host name ports

1ma separated)
provided in the Citrix Analytics configur le

e

Topic name provided in the Citrix Analytics configuration file.

e

Group name provided in the Citrix Analytics configuration file

9 mode

Enab! able debug mode for modular input

More settings

5. BEEEXFNRE, BRE BEZSREHIRE HiERA. &

AIENX B Splunk &3l EHAFIRLE,

Help »

Settings v

Activity v

Add Data
Select Source Done
Files & Directories . . N
opic name provided in the Citrix Analytics configuration file.
Upload a file, index a local file, or monitor an entire d
Group name

ollector

s that clients can use

TCP / UDP

Configure Splunk to listen on a netwark part

Group name provided in the Citrix Analytics configuration file

Debug mode
Enable/Disable debug

or modular input

Interval

Scripts

Get data from

How often to run the script (in seconds). Defaults to 60 seconds.

Source type

Set the source type

Host

50 you
Splunk do

Automatic

ty

s pe au
placeholder names

Host field value

Index

Set the destination index for this source.

al

6. %E—F_ﬁo

dex default

& Citrix Analytics BUBBAEBIZE, ZATF Splunk 1 Citrix Analytics IEME K IHECE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

92



Citrix Analytics for Performance

ERESHIMESS

ATEHHT SHEAINEF SRR ERUMSENTENSERTERESHAOE S MILEFFMENES&S

FEF NN 8 R TES LRSI,

wnfaItE Splunk HEREH

EEEHHEE, Splunk FFiaM Citrix Analytics for Performance Fiie ZMRESIBINEM, SO LURIEERENEIER

ATE Splunk #3k EFFIRIEZRARNE M,

Select data events for export

Sessions Enabled &
Sessions

Select Sessions events for export. Learn more [

Event Type

@Sess:'

Machines Enabled @

BRERRUTHRAET:
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New Search

index=main
v 733 events (19/02/2023 11:30:00.000 to 20/02/2023 12:17:19.000)
Statistics Visualization

Events (733) Patterns

Format Timeline v — Zoom Out

# date_minute 8

a date_month 1

# date_second 1

a date_wday 2

# date_year 1

# date_zone 1

a deliveryGroupld 7

a deliveryGroupName 6

Reports
Top values

Events with this field

Values
# downTime 2
a eventType 2 Machine
a hostedMachineName 3 Session

a hostingServerName 3
a hypervisorld 3

a hunarvienrNlama 2

2 Values, 100% of events

No Event Sampling ¥

List v # Format 20 Per Page v
< Hide Fields i= All Fields i Time Event
> 20/02/2023 { [-]
SELECTED FIELDS
host 1 12:01:00.000 authenticationDuration: 0.109
a hos
authenticationScore: 0
a source 1 . K
1 brokeringDuration: 0.2
a sourcetype
typ brokeringScore: @
INTERESTING FIELDS capacityFailureCount: 0.
. . cas_consumer_debug_details: { [+]
# activeSessionCount 1 3
@ agentversion 2 X clientConnectionFailureCount: @
# cas_consumer_debug_details.enque . i .
. communicationFailureCount: @
ued_timestamp 100+ . K K
) configurationFailureCount: @
# cas_consumer_debug_details.offset
dcLatency: @
100+
# debug._detail it dcLatencyScore: @
cas_consumer_debug_details.partiti
; - 9- P deliveryGroupId: 3c58a453-aa6d-4d3b-b411-41c59f7879fc
n
© taloald 3 deliveryGroupName: DGN
a catalo
9 endpoint0S: Macintosh
a catalogName 3 . . .
endpointReceiverVersion: 20.8.0.3
# date_hour 24
# date_mday 2 eventType

Selected Yes No
Top values by time Rare values
Count %
693 94.543% _
40 5.457% 1

icaRttScore: 0

BRIERETRIEMNEERENITT BT RERG):
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Search  Analytics  Datasets  Reports  Alets  Dashboards | search & Reporting
New search Save Asv Create Table View Close
index=prod@ eventType=Session icaRttScore > @ AND icaRttScore < 10 | stats count by machinaName| | Last 24 hours v n
+ 40 events (15/03/2023 10:30:00.000 to 16/03/2023 10:46:31.000) No Event Sampling v Job v ” LS * Smart Mode v
Events Patterns Statistics (16) Visualization
20PerPage~  Fomat  Preview
machineName + s s
2
3
1
3
2
5
1
5
1
1
3
s
1
1
2
1
= A5 EIJ — (7| *
KN =1 YR 1|2
New search Save As v Create Table View Close
index=prod@ eventType=Session failureCount > 0 | stats count by deliveryGroupName Last 24 hours v n
+ 116 events (15/03/2023 10:30:00.000 to 16/03/2023 10:41:09.000) No Event Sampling v Job v o & 4 * Smart Mode v
Events Patterns Statistics (5) Visualization
20 PerPage v # Format Preview v
deliveryGroupName + nts s
98
3
1
s
s

BXBEEANESER, BEE BV SA00EUESH M 25 S SIES .
B Splunk ERMELES, BESIATHERE:

« Citrix Analytics 5 Splunk 5%
« &ATF Splunk # Citrix Analytics mn#imm, METE Splunkbase #_E4k

sHEAT Splunk #9 Citrix Analytics METLH1THEHRR

MRETE Splunk ZHIRPERIER SR, HEREEEZAT Splunk & Citrix Analytics INEIMETBEIRA, &
RITERPBREERT. BEXESER, BESREEAT Splunk 19 Citrix Analytics INEIMAYED E R,

R

Bz CAS-PM-Ext@cloud.com LUERE % Splunk &£, E#IESH 2 Splunk BUEEBISIR & I%.
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Elasticsearch &5

April 12, 2024

AR

WE#EE) Elasticsearch &£, BEIESHE Elasticsearch iRtk ik, 15845 CAS-PM-Ext@cloud.com,

ZATLUfE R Logstash 31%3% Citrix Analytics for Performance 5 Elasticsearch s, @3 tb&ERk, &aLUE
Citrix IT FEEFH AP BIES HFEHXEF Elasticsearch, MMIERA# T ARALNR SR,

BREMBIF R R X B ER A NS T A EAMBRIERENESER, BEH WESH.

BEEMN

o AERD—PHIEEBBEUELE, ©#E8 Citrix Analytics for Performance Ezh Elasticsearch E£m7i2,

o BRUTRET R T MBI AFTIRF.

A
Ui

Kafka {12

5 Elasticsearch &£7%

EEHX

casnb-0.citrix.

com:9094

casnb-1.citrix.

com:9094

casnb-2.citrix.

com:9094

casnb-3.citrix.

com:9094

1. #mifE RE” > “BESEH"

Fr A X i
casnb-eu-0.
citrix.com:9094

casnb-eu-1.
citrix.com:9094

casnb-eu-2.
citrix.com:9094

A mER X
casnb-aps-0.
citrix.com:9094
casnb-aps-1.
citrix.com:9094
casnb-aps-2.
citrix.com:9094

2. 1 “HKAIRE” B9, EIIEEAR AMEDRLEIK, . kP BT ESEMFIRNEEX .
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Account setup

Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.

USER NAME PASSWORD * CONFIRM PASSWORD *

B

3. HIREEHRUTRMA:

Password must :

« Be 6 to 32 characters long.

« Contain at least one upper case and one
lower case letter.

= Contain at least one number.

Contain at least one of these allowed

special characters _@#S%a&*.

Mot contain spaces.

4. B FRE &R Logstash BLE X
Step 2 : Download the necessary configuration files for Elasticsearch

-, Download the Logstash configuration file

< Download kafka.client.truststore.jks file

5. M “TIMLMI4EES” 2845%+F Elastic Search W= FEERE X4

+ Logstash B2 B XX f: &M TFER Logstash #IBUKRES I ZRKE#H M Citrix Analytics for Perfor-
mance &i%%| Elasticsearch WECEHUIE (A, THiEMEHIES) . H* Logstash BB XL
=8, E2A Logstash 3744,

o JKS xft: 835 SSL EZEFMEHIES.

XEXHEEHRERS. BENFREREIENMS,
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Observability platform setup

A Configure one Data Export service at a time. If you configure multiple Data Export services simultaneously, you might face
configuration issues.

Splunk Elasticsearch

Step 2 : Download the necessary configuration files for Elasticsearch

¥, Download the Logstash configuration file

<, Download kafka.client.truststore.jks file

Step 3: Configure Logstash

1. Install Logstash on a Linux or a Windows host machine or use an existing Logstash instance

o in the input section. Add the Elasticsearch host or cluster address in the output section of the file

e kafka.client.truststore.jks file in the /etc/logstash/ssl/director:

& the kafka.client.truststore.jks file and the Logstash configt

ta from Citrix Analytics to Elasticsearch.

For detailed instructions, see the E 1 integration documentation (4'

6. f2& Logstash:
a) E&M Linux 2t Windows E#l £, &% Logstash, EhaILIERMAR Logstash 524,
b) f£%% 7T Logstash WEHN L, BUTXHERIEEENERF:

ENKER & BRER
Linux CAS_Elasticsearch_LogStash_Configdreigan 1 RPM #x461:

/etc/logstash/conf.d/

3FF.zip F.tar.gz 174:

{ extract.path } /

config
kafka.client.truststore.jks 34F Debian 1 RPM #x¢4&:

/etc/logstash/ssl/

tF.zip f.tar.gz =44:

{ extract.path } /ssl

Windows CAS_Elasticsearch_LogStash_Config.ddrfigs tash-7.xx. x\
config

kafka.client.truststore.jks

H* Logstash REBMBINEREMIES, BB Logstash i,
c) #T7F Logstash BiE X FH T TIRE:
i EXHHVEAES, BWAUTER:
o R f&7% Citrix Analytics for Performance /o & ED B XAtk A B,

o SSL=EfEHEMIE: SSL ZEFMIERHME. XM kafka.client.truststore.jks S2#9

&,
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input {
kafka {
bootstrap_servers => "
topics => [ 1
group_id =>
session_timeout_ms => 60000
auto_offset_reset => "earliest”
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ssl_endpoint_identification_algorithm => ""

sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username=' ' password="<your password>';"

ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"

}

1

ii. EXHREEEES, @WmNETT Elasticsearch FEH B ER L,

J
}
output {
elasticsearch {
hosts => ["<your logstash host : port>"]
index => "citrixanalytics-%{+YYYY.MM.dd}"
}
}

d) EEEN, BAEIHHIEM Citrix Analytics for Performance %3%2| Elasticsearch,

BRETME, HWIAEHUE Elasticsearch f&sE Citrix Analytics $i,

Logstash fi2E

A LLM Citrix Analytics for Performance i T Logstash &R,
T2 Logstash EiEE X HI—/NBH A, AT SRR RA Kibana 4R :
filter {
json {

source => "message"
remove_field => ["message"]

}
date {
match => [ "timestamp", "IS08601", "yyyy-MM-dd HH:mm:ss" ]

target => "@timestamp"

}

filter {
mutate {

copy => ["eventType'", "[@metadata][eventTypeIndex]"]
}
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filter {
mutate {

lowercase => ["[@metadata][eventTypelndex]"]

}

output {
elasticsearch {

hosts => ["<your logstash host : port>"]
index => "citrixanalytics-%{

[@metadata] [eventTypeIndex] }

-9%{

+YYYY.MM.dd }

n

}
X

<!--NeedCopy-->

BT HaiMEcE, Logstash £/ eventType FEERKIEMITENBHSIRABMNES],

TR LA M Citrix Analytics TTE FTHRINEEXHH “Hikss” M ‘AL F2BRAIFNENNS, REER
Logstash BRZ3.

Kibana =4 &Rl

RIS Citrix 12rR 6 Kibana 6IEiR, EhaiE:

o gtT
« BHE)ER®
o REMERMILHEE NN EME B IR,
&AM Citrix Analytics THRE FEIEFIREX (JSON XH),
SR LSRR EIR S SN EIER Kibana 2615, ATLISNE] Elasticsearch mikP ki,

ESABERERZH, EREFEESEREET Logstash. Elasticsearch # Kibana stffl, #E&EM7E Kibana &5|
BERNEPES citrixanalytics &3l

EFNIEHIRMS I BRSIERE, FRITUTHSER:
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SME “BE > “REOANR,

BE SN, RAEEEREEEATEEEXHHHRMEN nd]json X
TR LU EFRENL ID B R

BESNo

> wnd e

TREIENSEE, BRUBEENMREFNNSR, NTEMRTR:

Type Title Tags Spaces Last updated -l Actions
B Infrastructure metrics - 19 hours ago
5l Performance metrics - 20 hours ago

2 CASP-session-data-view 20 hours ago

&  CASP-machine-data-view ® February 1, 2024

HIEMEREFIRAIWE B, SIBERRM Logstash BERBEREMNMES|, EHMEEBITHIEGIR. UTRREIEH
R:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 101



Citrix Analytics for Performance

@ elastic

Dashboards  Performance metrics

= @ QU Filter your data using KQL syntax

Site  Any ~ Delivery Group  Exists

Session count by state
Total Users

337

Total Sessions
350

991

Users and Sessions.

User and session counts

00
250
00
200
150
® Unique count of
a00 userld keyword -
250 ® Unique count of a0
i sessionKey.keyw
200 o 100
150 200
100 0
50
o o o

Full screen

Session count by protocol

HOX

1,000

s lewn 7n o lomn Active Terminatea Disconnected Console ROP
February 2024
Time A Session state Session state
1
Session count by delivery group Session count by endpoint country Session count by Endpoint 0S
350 250 a0
00
250
200
250
200
150
200
150
150
00
100
00
Y
) I )
o -_—— ° ..--__ — o .-———
cuacua CoRE Remole PC - Singapore United States China Australia Canada Windows temty) Anchoid ios
Delivery group Country Endpoint 05
Max/ Avg Session Logon Duration Max/Avg Session Responsiveness (ICARTT)
200 00 B
© Average of ® Average of icaRtt
] legonDuration ® 95th percentile
g @ 95th percentlle 3 of icait
P of logonDuration g 0
2 £
£ =
H £
2 £
g )
H
2 -  — — H
B 8
2 w0 2 100
g &
8
&
0
sin m ) &n atn s in n am o
February 2024 February 2024
Time Time
95 Percentile Session Logon Duration breakdown
200
@ 95th percentile
— of
2 Duration
2 ® 95t percentile
g of
T w0 brokeringDura-
3 tion
- ® 95th percentile
£ o /\ of gpoDuration
3 ® 95th percentile
of
hdxConnec-
12001800 l00:00 0500 1200 500 2000 0500 200 00 [00:00 0800 200 800 l00:00 0500 1200 tionDuration
February 5, 2024 February 6, 2024 February 7,202 February 8, 2024 February 9, 2024
. ® 95th percentile
Time of B
Failures by failure type Failures by Delivery Group
0 200
None H None H
Client Client
Connection Connection
60 " 150
Failure _— Failure
" ® Machine H @ ® Machine H
5 Failure H Failure
3 w0 § w
g ® No Capacity H ® No Capacity
© Available @ — Available
1 1
'Y | 1
a e, w1 N | o I
n 6in 7 an oin Remote PC - London Ramole PC - MiamiLABs  CVDIBUR CVAD Development
February 2024
Time Delivery Group
i by ¥ Group 95 Delivery Group
a00 s00
H
3 5 a0
£ g
2 £
3 £ a0
3 &
2 w0 z
& g o
2 H
5 7
5w H
8 & o
8
. .. .
Remote PC - Miami Remote PC - Singapere LABS Remole PC - Miami LABS Ramote PC - San Jose CVDIMIAZ OF W10 Development  Remote PC - Singapore LABS Remote PC - San Jose Remote PC - Miari LABS

Delivery Group

Delivery Group
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elastic

= @ oostvoords  inastucwremetics v Full screen

= @ | Q Filter your data using KQL syntax

site  Any ~  Delivery Group  Any v
Machine status Machine count by 0S Machine count by Provisioning type
® Unregistered  § 200 200
Total Machines ® Active H
® Ready for H 250 250
Use
® Failed H
N 200 200
® Mantenance 2
Other H H H
E w0 £ w
5 5
H H
H H
100 100
s0 50
o — 0 . —
Windows 10 Windows 2019 Windows 1 Windows 2016 Manual VS Unknown  MCS
Machine 08 Provisioning type
.
Machine count by status Machine count by Agent version
200 . R
o : s _
® Unregistered 3
o : b _
= ® ReadyforU.. %
o e I _
2 Other H
£
-
H - e _
H
H
2
2 230800120
50 s
H
£ 20s00m20 -
&
] :
3 § H g ] ¥ H ] 3
kL H 8 H 2 § i
3z 2 2 & 3 | 8 g 2 H
£ ) o 2 B ;3/ < s ‘; 3 23030067
3 Q 3 7 e s s H £ B
: H g B 5 E £ ] 3 g
) 2 a & 2 & ° = L] s
B e H g : : E : 8 e |
3 ] g H < 2 H g g
H z 5 H ] E: H
5 H H = g o
& a g g 2
s H z 19001023058 .
3 2 3 £
© ]
© ° 8 = 2 g
Delivery Groups
¥ Group: Machines
Max / Avg CPU Utilization Max [ Avg Memory Consumption
” ! @ Average of o @ Average of
: perceniCpu —t—— | memoncen
o i ® 95th percentile sumptionPercent
! of percentCpu - ® 95th percentile
50 : = of
H i H memoryCon-
< ' 2 s sumptionPercent
£ w : £ P
z : £
2 ' £
ER : S a0
> ; Y
2 H —_—
o ,
2 E
=
20
10
———— AT
sm lon 7in an an s lon n ain o
February 2020 Fabruary 2028
Time Time
Max / Avg CPU Utilization by Delivery Group Max / Avg Memory Consumption by Delivery Group
60 100
® Average of per... ® Average of me...
o ® 95th percentlle... ® 95th percentie...
- g v
B €
£ w0
: £
S 60
E
I -
H H
H
8
2 E
S H
5
- L J
o
2 w o = o = s 3 o J =i
s § 5 g Z g 3 3 s g sz s R T
g < z g g g 5 £ ° g kS g kL ] £ s b H
= e s s < ﬁ - @ - s = c = =] & =]
£ g H H = FH 2 . - H 4 : & - 2 £ 8
g H : 8 & 8 H 2 g E @ 3 H o 3 3 g
7 s Q g e 2 H P ] 5 5 : 9 8 g g 2 S
2 P = 3 e € a s ) < e £ = 5 g
g 2 o o s £ < a B = £
= ] = & s = . P g = H
a £ = 3 & o] ) E = s o
E s g £ 3 g 2 &8 €
e} 2 2 H H g
= “ S 5 =
g © < g
3 3
Delivery Group Delivery Group
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AR EEEE
7 Citrix Analytics for Performance #&iFE B X4/5, B Elasticsearch B9¥uEE4H.
22 &%k E Citrix Analytics for Performance B4R

1. mifE “RE” > “BIBSH”

2. XEAWHRIRHA R RASEEE. BRAERT, SERHBEALTEARS.

Apache Kafka REST APIs  Preview

Account setup N4 v
Observability platform setup A
A configure one Data Export service at a time. If you configure multiple Data Export services simultaneously, you might face
configuration issues.
Step 2: Download and install the Citrix Analytics Add-on for Splunk
For detailed instructions, see the Splunk integration documentation.
Step 3: Configure Citrix Analytics Add-on with the following configuration in the Splunk environment > Add Data page
B(ii"j"i S o casnb-2.citrix.com:9094,casnb-3.citrix.com:9094
Topic name: v a 26220
Group name: splunkAdmin_performance
3. ENSHR—ESEOMRERIN. B2 “XAREEE UELERERM.
A\ Are you sure you want to turn off data transmission
for SIEM?
This action stops Citrix Analytics from sending any new data events to
SIEM. All your settings and configurations will be retained.
Cancel ( Turn off data transmission )
b 4
EEREAMEER, BITAUIRZHE,
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Grafana £5§

April 12, 2024

AR

Et%& CAS-PM-Ext@cloud.com LUiERkE * Grafana £, $#ESHE Grafana FEEEIEHIRHER R,

A LUER Promtai L 385 Citrix Analytics for Performance 5 Grafana £/, XMEREEEEBESIEN
BErtzemisiE M Citrix IT RS HFHXEE Grafana, b, FEERAMTRIRALHRZ SR,

BXUTHRENESZER, BERMESH:

o BERIFR
o KEEERRINIIM T &N ESEHSIERKRE

WEFN

o AERD—IHIEESBHUELE, ©HEBT Citrix Analytics for Performance Bz Grafana £/ 712,

o BRUTRET LA T BB AFTIRF.

IR ZEHEX KX 28 X35 T A RS ER X
Kafka {32 casnb-0.citrix. casnb-eu-0. casnb-aps-0.

com:9094

casnb-1.citrix.

com:9094

casnb-2.citrix.

com:9094

casnb-3.citrix.

com:9094

citrix.com:9094

casnb-eu-1.
citrix.com:9094

casnb-eu-2.
citrix.com:9094

citrix.com:9094
casnb-aps-1.
citrix.com:9094
casnb-aps-2.
citrix.com:9094

5 Grafana &%

LU T e MBI eA T SR M Citrix Analytics for Performance i@ Grafana aldiilli4 T4
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Citrix Cloud

Citrix Analytics

Tenant 1 topic

Tenant 2 topic

Customer Environment
(On-premises and cloud)

M

Promtail

Agent

\ Grafana
Loki

Tenant N topic

ﬁ Grafana

REHES LK
1. #mifE RE” > “BESEH"

2. 1 “KPIRE” B9, BIEERFZNBEREEKF, KFBATF Promtai l EBEXH, XZEMFYE

89

Account setup

Step 1: Create an account to allow Citrix Analytics to prepare the configuration required for the Observability platform.

USER NAME

PASSWORD * CONFIRM PASSWORD *

splunkAdmin SN R e ] eseseees

3. WEREBIEHEEUTFMA:

Password must :

Be 6 to 32 characters long.

Contain at least one upper case and one
lower case letter.

Contain at least one number.

Contain at least one of these allowed
special characters _@#S$%a&".

Mot contain spaces.

Reset Password
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Promtail &Z&

Promtail 2— 1M ¥4t BENRFTZRIEA Grafana Loki £l Grafana =R E. ST UER
Docker. Helm. apt EEFzh%# Promtail Agent,

Promtail 27 YAML XX+RERER, @EFRHA config.yaml, 1t YAML X#+@ &5 % Promtail fR5588. (LB
B NI M AR 4TEY B SR E Bo

LT 2Rk E Citrix Analytics for Performance 89i2&# Promtai | fMEEE R

scrape_configs:
- job_name: kafka
kafka:
brokers:
- [Citrix Analytics Kafka brokerl]
- [Citrix Analytics Kafka broker2]

topics:

- [Citrix Analytics for Performance Kafka topic]
group_id: [Citrix Analytics Kafka group ID]
authentication:

type: sasl

sasl_config:

mechanism: SCRAM-SHA-256
user: [Citrix Analytics Kafka account username]
password: [Citrix Analytics Kafka account password]
ca_file: [Path to the Citrix Analytics certificate file (.pem)]
use_tls: true
insecure_skip_verify: true
labels:
job: kafka_casp
relabel_configs:
- action: replace
source_labels:
- __meta_kafka_topic
target_Tlabel: topic
pipeline_stages:
- match:
selector: '{
job = "kafka_casp" }
|= "sessionKey"'
stages:
- json:
expressions:
eventType: eventType
siteName: siteName
deliveryGroupName: deliveryGroupName
protocol: protocol
timestamp: timestamp
- timestamp:
source: timestamp
format: 2006-01-02T15:04:05Z
- labels:
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eventType:
siteName:
deliveryGroupName:
protocol:
- match:
selector: '{
job = "kafka_casp" }
I= "sessionKey"'
stages:
- json:
expressions:
eventType: eventType
siteName: siteName
deliveryGroupName: deliveryGroupName
machineName: machineName
timestamp: timestamp
- timestamp:
source: timestamp
format: 2006-01-02 15:04:05
- labels:
eventType:
siteName:
deliveryGroupName:
machineName:

<!--NeedCopy-->

RiE LRERE, PromtailZE#% Citrix Analytics R/ Citrix Analytics for Performance i2®. &AH
Kafka FRABERIENITENIZR.

Promtail A eventType MERK K IEMIHENEFAEELF, BHHMEWN siteName 7
deliveryGroupName Z#MWins, BHNEBFRASEBIMTHBEZEMEE Lokl FNEENRLNEIE,

TRILMERU TSR T HAEEE 5| ArEH 4.
1. BifE Citrix Analytics > 185 > RS L > &2,
2. 2 SIEM RGBT HIAFE AL,

3. T# PEM XHHEHEFFERE Promtai |l RENRSR,
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Summary  Gonfiguration
& View Data Export Quick Guide

Account Setup

SIEM Environment Setup

Step 3-Choose one SIEM environment

Grafana =4I E R R

EETAS N Citrix #2489 Grafana =4 ER, HPaiE:

o gtT
o BHE)ER
o IEMEMIGHEEME thE A MR,
A UM Citrix Analytics TEHITE FEEHIREX (JSON X#).
SRR ER SN EIER Grafana 32fld, EERTLISAE Grafana =, HAIUSAREWKA,

ESAEHERZE, BFHREEE Grafana FEREET Lok HiER, TitFIRSAEE, RASIETRE®REF
Lok #iER, SANEKREG, B Grafana LEENERE,

T2 fliEsik:
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Home > Dashboards > Perfo A PAIE )

Job Name Allv | Delivery G

kafka_casp v
Total Users Total Sessions

State

Disconnected

Users and Sessions (HDX only) Active

200 /\ﬁJ J\[\F\/‘\/\'\f Pz
100

09:00
= Users

12:00

= Sessions

15:00 18:00 00:00 03:00

Session count by delivery group Session count by country

Remote PC - Miami LABs

CVD\BUR CVAD Development United States

Unknown
Remote PC - London

United Kingdom

Remote PC - Singapore
I India

Remote PC - Singapore LABs Greece
Remote PC - San Jose China
SVD\MIA2 DF W10 Development Australia
Remote PC - Miami Ukraine
Poland
Sessions Japan

Session failures by failure code

09:00 10:00 11:00  12:00 17:00

= Connection timeout == VDA not functional

13:00  14:00 1500  16:00 18:00  19:00

Session failures by failure code and reason

VDA not functional Connection timeout

None == Machine Failure

Max / Avg Session Logon Duration

5mins | |

3.33 mins

1,67 mins

—

10:00 12:00 14:00 16:00 18:00
= MaxLogon Duration == Average Logon Duration

20:00 22:00 00:00 02:00 04:00 06:00

Avg Session Logon Duration breakdown

1min

Session count by state

20:00

Session count by protocol
Sessions
120

80

RDP

Sessions

Session count by Endpoint OS

Windows
Unknown
Macintosh
HTMLS
Unix / Linux
i0s

MAC

21:00 22:00 2300 00:00 01:00 0200 0300 04:00 0500 06:00 07:00

Session failures by failure code and delivery group

Remote PG - Singapore LABS |: 2
Remote PC - Miami LABs NN 2

o 7 2 El 7 s 6

= VDA not functional == Connection timeout

Max / Avg Session Responsiveness (ICARTT)

1min

10:00 12:00 14:00
= Max ICARTT == Average ICARTT

16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

Console

08:0

08:0

09:00 10:00 11:00 12:00 13:00 14:00
= Authentication == Brokering == VM Start = Profile Load

15:00  16:00
HDX Connection

17:00  18:00  19:00

Avg Logon Duration by Delivery Group
Remote PC - Singapore .

Remote PC - Singapore LABs
Remote PC - San Jose

Remote PC - Miami LABs

Remote PC - London

CVD\MIA2 DF W10 Development

CVD\BUR CVAD Development

0s 1.25 mins 2,50 mins 3.75 mins

= Logon Duration

Avg Session Responsiveness by Delivery Group

Remote PC - Singapore LABs |

Remote PC - Singapore

Remote PC - San Jose

Remote PC - Miami LABs

Remote PC - London

CVD\MIA2 DF W10 Development

CVD\BUR CVAD Development

150 ms 225ms

= ICARTT
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Home > Dashboards

bName | kafka_casp v e | Allv

Total Machines Machine count by state Machine count by Provisioning type

Manual
Ready for Use

Active

Unknown

Unknown
Maintenance Unknown

Machine count by state Machine count by Agent Version

22120077

05.0.0102
Unknown
2308.0.0120
. e
— — — = )
: Cvpy, . Cl
o

. ORe
Te A ORg

Rey Rey Rey Rey Rey Cy, Cyy
eMotepg oo te po ©Mote pe_Mote p - oMote pe VPl , VP
R - - - ig -
- fest

IFry o CVOIBY,

Eng 2]

VG app
el

Chaey,
o DF OR, A C
ami 4 M2 Longe, ~ F Wiop, ORE Ap

067
m,

2203.0:1000.1166

Machine states

siteName Delivery Group Machine 0s Agent Version State Active Sessions
cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC201 Windows 2016 2212.0.0.77 Maintenanc: o

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC205 Windows 2018 2212.00.77 Maintenanc: 0

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC101 Windows 2016 2212.0.0.77 Maintenanc

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC104 Windows 2016 2212.00.77 Maintenal

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC204 Windows 2016 2212.0.0.77 Maintenal

cloudxdsite CVA\CVA CORE CITRITE\FTLPAMOCOCC102  Windows 2016 2212.00.77 Maintenal

Max / Avg CPU Utilization

CVD\BUR CVAD Development
CVD\BUR T

CVD\MIA2 DF W10 Development

Remote PC - London

Remote PC - Miami LAB:

02:30 03:00 30 0400  04:3 05:00 07:00  07:30  08:00
= Max CPU Utilization — Average CPU Utilization = Max CPU Utilization = Avg CPU Utilization

Max / Avg Memory Consumption Max / Avg Memory Consumption

Remote PC - Singapore
Remote PC - Singapore LABs

San J

Remote PC - Miami LAB:
Remote PC - London
CVD\MIA2 DF W10 Development
CVD\BUR Te:
D\BUR CVAD Developmen

04:00  04:3 05:00 3 06:00
= Max Memory Consumption == Avg Memory Consumption

RIEFHRVRIELS

April 12, 2024
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SIRHEELIETR

SIETTHIE i) AURE
sessionKey GUID B
userld FRIB =
userName FRIB 5
deliveryGroupld GUID ES
deliveryGroupName 5 & £
siteld GUID 5
siteName FRIB 5
machineld GUID 5
machineSid GUID 5
machineName FRTE 5
sessionLaunchStatuse#rs )
sessionStartTime  BHaEE 5
protocol FrI & =
sessionType B =
sessionEndTime ENIEIES b

WA

NN BEFHRE
RIEBIIRIRTT,
BN AEFHRE
KIEMAF AD 4715
Fo
BRI IR P B
KE=IENAPE%
o

ZAAFRIRTT

RAFEARFR

Citrix Virtual Apps
and Desktops =
FRIRRA

Citrix Virtual Apps
and Desktops Mg
=4
BEIRIERITE
TTENARRT
BEIEIERITEN
HEM AD #FR,
BEISIERITEN
228
RNENBERE

RIEB RN

BT BshZIERI MY
RIELE

RIELRAVETE]

i=|

0 (pThiE=En. 1
SIERK) . 2 (AR
B

(L5
“yyyy-MM-
ddTHH:mm:ss”
HDX. RDP. ##l&

BEMST79: 0:

Desktop, 1:
Application

LW

‘yyyy-MM-
ddTHH:mm:ss
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RIETTHIE et Bk iEA &
stateChangedTime BjE2; = RERSERETE  EERXA
“yyyy-MM-
ddTHH:mm:ss
sessionState Fri & £ SFEREARE fERRSY9: 0:
Unknown, 1:
Connected, 2:
Disconnected, 3:
Terminated, 4:
PreparingSes-
sion, 5: Active,
6: Reconnecting,
7: NonBrokered-
Session, 8: Other
#9: Pending
sessionLaunchType F#f& S SR = et ICA.
ConnectionLease
endpoint0S FRiH = Citrix Workspace  fflsn, mJgEmEEIE:
FFRER - ##FR4%  Windows. Unix =%
it Linux. HTML5.
Macintosh.
ThinOS. i0S.
Chrome #n
Android. 182, #
ERALEB A UEE
BEIRI,
endpointReceiverVersi&hs £ Citrix Workspace
R A2 RS
endpointLocationCosfh@nt & SRR K.
endpointLocationCogtigh & RINKEHER/#
X,
endpointLocationCitsg 7 & £ SWBHMBHET.
endpointLocationLati#{ige £ Boh&ENSEE.
endpointLocationLofgitede S BEIRIENEE,
endpointLocationTirF@che £ KIEB TR X,
isp FRB 2 BEIEIERERN
ISP,
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RIETTHIE

gatewayFQDN

vdalP

connectionType

connectionViaAG

FAIE&H

networklInterfaceTyp& &

failureReason

failureCode

AIAZE

Fall

el

i

Jali

iz

I

iy

WA

STESETNTES
FQDN,
BEI=iEN VDA K
P

@i Citrix

Workspace Mg

[EZERVA:NpER ST

I IR RIS O

et

KW & & HIRBIZES

FEE RS

=

MEB. MR

Wi-Fi. UAMZE

0-

1-

“BRIRERRN
“HENSE"
“REFARE"
“RERAFALE
‘BE”

“EEHE"

100- “&R VDA”

101- “EF&IE

0-

ﬁ”

10-

%”

“REFEIR
“ToikE”
‘RIEEERK
CERERT”
“ERRER”
“VFENERA A"
“BIRRERK”
“RAIERE"
“—RRiRE"
TR TR

‘NMAEFER
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RIETTHIE e AIAZE

WA

=

11- “FrRThRERIR
"/iFe)”
12- “VDA R F”

13- “VDA ETfER

EP”
14- “FAFIERH
N

15- “wWRAHAA"
16- “SEEhRIEERM
EREER

17- “BAEIEER
EENRIE

18- “VDA Brhkl”
19- “KIEHIESL”
20- “REREXNY

21- “BIKEIRFARE
BB R AR
5

22- “BikEIEHIA
P YRz FRAR 1R IR
5

23- “FoABLR VDA”
24- “BikEIEAT
B HE RS
25- “BHESTE
ARBER LR
51- “BA5IHEMN
BB IR

52- “MXFIHEM
BUES IR

100- “VDA FaJf”
101- “VDA Ei%is

77
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RIETTHIE e AIAZE WA =

Fall

failureReasonString = %7 FailureReasonString
BlRS 2

failureReason &9

FRI®E,
FailureCodeString

es32l failureCode
HF R BE,
BEFMERZENRE  -1-100
HI I

userScore B ES BR&#RSHEES 0-100
EAREMANEITE,
SiEAE (UZRA >= 0
B, EEXTIEE

15 HspiElfmm ICA
SRR SIS LN

IcaRtt (£iEMmRzEE  0-100
71) DEERRIBLE

IcaRtt BN 5iZiE
REERENRET
BSHM,

I E 15 289ed >= 0
iElERRN A £ BN
BEIMEENRE
reconnectScore(Seseh00

failureCodeString =%

Jal

sessionScore B

iz

icaRtt 285

I

icaRttScore B

iz

reconnects B

I

reconnectScore B

iyl

Resiliency) 2#2
RIEHBI B shE T
EERB U RS ZE
IREERENRET
BEHM,
LRIENEE R
BfiE (RIEMNBE
fkBsiE) , UFbmE
filo
RIEBR N SIERRTE
Ry RETE (AR
B,

logonDuration i

iy

brokeringDuration I

all
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SIETTEUE i BIPVES
vmStartDuration  +i#4l =
hdxConnectionDuratie#t =
authenticationDuratitittl =
gpoDuration il =
logonScriptsDurationt-i#i =
profileLoadDuration +i#l =
interactiveSessionsDd#tiHn b~
logonDurationScore ##g £
gpoScore B £
profileLoadScore  ##x S

WA

BRI EPBREMN
MFRTEER A 5B 8]
(LAY R BRI

HDX EEEE R
B ER S AT E
(LAFD R BRI
BRI EPHHIIE
FREER R S ata), 1L
BRI,
BFidfE+H GPO &
EFRTEEE R AT E]
(LAFD R BRI
BRIETRIEER
RS PRTEBRAY S BT i) ,
LARD 79 B4,
BERIEPMEBEE
XA FRTE RN SR a)
(LAY R BRI
MR R ERRIEFR
B RBE, 81
shell #1%a 1k E]
(LAFD R BRI
logonDuration %
HERIELE
logonDuration f&
DYSEERilne=25 7]
BENREITEFEN,
GPO S #2iRIESY
71 GPO UK 5%
fetrEERENRE
HESHA,.
profileLoad £%k2
RIE LA profile-
LoadDuration {&
DYSESREzistne =257z
ENRETESHM,

=

0-100

0-100

0-100
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RIETTHIE e

interactiveSessionSc#r

brokeringScore BY

vmStartScore B

hdxConnectionScore#x

authenticationScorez#

logonScriptsScore ##g

profileSize B

AIAZE

iy

I

iz

I

iy

iz

all

WA

interactiveSession
DEERIELFN
interactiveSes-
sionDuration &1L
R5izietnE&EHE
HNiREITEF A,
Brokering %2
RIEL AR broker-
ingDuration fELL
k5izetrEEERE
HNREITERHM,
vmStart #2418
D]
vmStartDuration
BEURSZIEREE
HENRETESH
=58
hdxConnection %3
HEREZTN
hdxConnection-
Duration B &S
ZIBIR R LR EN R
EITEFHA,
authentication &
HERRBETN
authentication-
Duration EUKS
ZiEmEERENR
EITERFH,
logonScripts 53%k
ZIRELAT logon-
ScriptsDuration
BEURSZIEREE
HENRETESH
=58
RAPMEEXHEK

o

=

0-100

0-100

0-100

0-100

0-100

0-100

> 0
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SIETTHIE Eil]
totalFileCount B
largeFileCount B
failureScore B
failureCount B

launchAttempts B

machineFailureCour##x

clientConnectionFailE#Count

capacityFailureCoun#k
configurationFailure@int
licenseFailureCount E#§
communicationFailuf&fount

inputBandwidthAvaifaiste

inputBandwidthCon&&#hed

outputBandwidthAvaiéble

outputBandwidthUs#&k

networkLatency — #&#x

endpointLinkSpeed #k

endpointSignalStreni#

AIAZE

Fall

all

iz

iz

iz

iz

iz

B o

I

all

Jal

all

il

il

il

il

WA

HECEX PRI H
B
BEREXHHIAX
2.
RIBRBURE A =
15 SHEfRAN S
EREIREITERF H.
B3 % 15 2 ehroay
B E) PR & £ B
B

B3 % 15 2 ehroey
B)ERR =R R
ERE
HENBESK,
&P IRERRME S
RE
REHESH.
FEERME S,
VFRHER Mo
BIERMEH.

ICA 23EEL X 15
2R RIEFERI T
NHE,

ICA 2EET X 15
7R AIEFERI T
ANH B

dE 15 AR
SRS Sk ifeek i

g X 15 HHRfER
BT IR,
@ 15 538 ICA
RIEIFHYRLRIER
Kimig EMLE RO
(%0 Wi-Fic BIKR)
BOBERERE

KRR EHESBE,.

=

> 0

>=0

>=0

>=0

>=0

>=0

>=0

>=0
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RIETTHIE e

avgEndpointThroughgitBytesReceived

avgEndpointThroughgiitBytesSent

wanlLatency B
dclLatency B
hostDelay B

wanLatencyScore  E#§

dclLatencyScore B

AIAZE

=

Jali

Jal

i

I

iz

WA

W& O _EEREIN
BETH
EMEREO ERIEN
BFETH

b FRZEZ MR
BRI KHTHEIR

WAN ERZBHRT
IR ITEN SRS,
HEPEHENE
B/ KB,

WAN ZEIR <3810,
e FREZZM Citrix
Gateway 2RSS 33
(VDA) M4SHYEER,
BHEPOERRT
RS EMEREIES
BHER, LHIEARINAE
AN CAS
B BT Ao
FREATFEHSER
SEIRMERFKSEN
R, BEERIKIUE
F0F WAN ZERAY
ICARTT & AR
B ENIEBRRRE
MARSS 28 EEEN A
EFHEIR,

WAN Latency 4%k
SR
wanlatency &#1
SR—{eimEERE
HREITERBEN,
DC Latency f#2
1R#E dcLatency &
M5 R—etnE &=
BENREITERFEN.

=

>=0

>=0

>=0

>=0

>=0

0-100

0-100
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RIETTHIE e AIAZE

iy

hostDelayScore B

PHETHVE A MR LS 1

April 12,2024

T ENEELIRTR

HEN TR i) AURE
machineld GUID =
machineSid GUID 5
machineName FRTE £
machinelP FRIB =
operatingSystem® s &

deliveryGroupld GUID

I

I

deliveryGroupName F#5 &

siteld GUID

iz

I

siteName FRIB

WA

Host Delay £#12
RIBENIERENS
FE—fetnEERERN
REITESEE,

WiRA

HEYURIRTT.
HEM AD KRR
BREXBITENSZ
o

THEAY IP ik,

HENENRERSE,

RAEAFRIRTT.
AR ER.

Citrix Virtual Apps
and Desktops 4
FRIRFTo

Citrix Virtual Apps
and Desktops ik
BFR

=

0-100

i=|

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

121



Citrix Analytics for Performance

HEN TR

s

machineProvisioningE#pe

hypervisorName

hypervisorld

catalogName
catalogld

agentVersion

FATER

GUID

FrF R
GUID
FRIE&

hostedMachineNam&= 7 &2

hostingServerName F#F &

sessionSupport

status

statusChangeTime

FrT R

NIk

machineActualStatugx

AIAZE

iy

I

m o

iy

f0 #D

17}

I

I

I

WA

wHAR T BRI
gm

SRR NS
R

LSRR R
—HRIRR
BRRBE

B REHE—IRIREG

HEN LZET VDA
hirZs

EEBRPIHENHN
RIEZHF

I 15 nHARHE
M EREERIRES

BE 15 AEHARITE
MRS R ETAYET
i

R A 15 28RN
REMNZRIREFRIR
TEHITETNRE.
MRITENMERR
M machineActual-
Status & F A

=

0: k%1, 1: MCS-
B Machine
Creation Services
REEMITEN Gt&
MATZE VM), 2:
PVS - #
Provisioning
Services EEERIIT
B (FTeEZ4IENL.
TR RSS2 VM),
3: F5&) - FEsHFEC

1. 8238, 2! &%
i

1. KEFM, 2: B3
i, 3: 4P, 4:
K, 5: B
(EL=FW
“yyyy-MM-ddTHH:
mm:ss.SSSZ”

1. KEFM, 2: B3F
i, 3: KK
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ITEN TR el AILAAE
machineFailureReas&#fiy & =
machineFailureType =73 & =

machinePowerState %

iy

WA

HENFENS RS
BIEFEIRE

REFTENERRRE

=

HFEAR AN

REWRE (BT
1TIEE)
BV _ RN
ERIG
FNEHTENMFSE
Bian (EREWIEA
R EEIEEIETT)
BN REEEFUHERER
RAEA, HEHZE
R EIEL
HENEEURAS
E#HITEERS
EAURUTER
f&: “Un-
known”.“None”.“Failed-
ToStart”. “Stuck-
OnBoot”. “Unreg-
istered”. “MaxCa-
pacity”

0: kA

1: A
2: Off

w

On

®

Suspended
TurningOn

o

TurningOff

~

Suspending
8: Resuming
9: Unmanaged

10:
NotSupported
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ITEN TR et Bk iEA &
unregisteredStartTinf@ial&; = HENH#ENKTMR  ERRXS
AHIEE] “yyyy-MM-
ddTHH:mm:ss”
unregisteredEnd Timeasal&; b HENMRERRS B8RS
H SR BB IE] “yyyy-MM-
ddTHH:mm:ss”
isMaintenanceMode % /R{& = mIRMRERTIEEIT  0: true, 1: false
B2 A TIPSR
=
isUnregistered IRME = FRIFSETEEIT 0@ true, 1: false
BHRTATFRAM
machineFailureTimendial#; = HENHANSERS  EREERREE
;N
cpuSpikesCount  ## = &x CPU FIRZEE
it CPU EfE 80%
HEZE 15 K8
R aEliE]FRPIREEE 5 2
Pk B ATIE AR,
usedMemory +gl ES 2RARE (1)
totalMemory B ES SAREAE (FWH)
percentCpu B & HEHLEERN
CPU MBS
ramSpikeCount B = KRN HFERT
80% HYRTFEIER
T LS, R E
15 S EIRR I
£ 5 NHHEKN
i&lo
sessionCount B = X 15 2RTEit
B EERMNRIER
(BTN + R -
downT1ime B = BN S ENETE
R RS G E,
consecutiveMachineBs#hure I~ Eid % 15 2 5have
iElElfRN, EXITE
MIEL B IR,
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HEN TR e AIAZE WA &

activeSessionCount ##k BX 15 2 EHERA
BERRIER.
Eid £ 15 53 $haved
Bl A RE) = =il
K1EH

Eid £ 15 53 $haved
iElElfRRIHEN L&
EMNRIERIE,
58 % 15 S 5havpd
iElEFRPIT BN
RS HRER

Fall

successfulSessionCo#ik

iy

machineFailureOccutedd

all

unRegistrationCount&#g

I

2

@ d REST APl SHEUE (Fi%EhR)

April 12,2024

Citrix Analytics for Performance BIE 5 Power Bl AISIZRM M. ErILERSIES HINEEER REST APl &%
BEBUBFIEMM Citrix Analytics for Performance 42 Power Bl

=  cCifnx | Analytics l_. (>} v

Securit: Performance Q  Type User or Machine name Advanced Search Settings Help

Data Export ®

Data Export On

Apache Kafka REST APIs  Preview

Account setup

Observability platform setup

Select data events for export

BEXFAER, BERUTXE:

« Citrix Analytics ODATA API
o {#A Citrix Performance Analytics Mg ERIFIEEIES H 2] Power Bl
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Citrix Analytics ODATA API

June 18,2024

5%

CAS ODATA v4 REST API| eI #EBh ISR IRENR S 808, BT, HITIFAFPM CAS et BuERIRE 1B IE.
AXIRM T B XMMAREA APl B935S

API Fi5E

SHEIE

ZEHEM Citrix Cloud 8 & SH#ITH R IIE.

W
M

Citrix Cloud & ID #0 Citrix Cloud EF%%4R
LU T 2KENS R8I R 5 R,
EJESTN

POST https://api.cloud.com/cctrustoauth2/{
customerid }
/tokens/clients
Accept: application/json
Content-Type: application/x-www-form-urlencoded
Body: grant_type=client_credentials&client_id={
client_id }
&client_secret={
client_secret }

<!--NeedCopy-->

M Rz~ 51 -

HTTP/1.1 2060 OK
Content-Type: application/json

"token_type": "bearer",
"access_token": "eyl..",
"expires_in": "3600"

}
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<!--NeedCopy-->
==

FEESHEIEIENERN 1/, MREFET—\NEHITER, BENERE.

KIHETIR

2B: https://api.cloud.com/casodata
il

https://api.cloud.com/casodata/sessions?year=2023&month=04&day=14 #&3kEX
2023/04/14 (UTC) BiC 2 =iEHiR.

ARs3ER 1

FTNEEEXBRSBEMLAERT BINE. HENNAR) NER. fld, FSRUTRARSRE:

/sessions?year=2023&month=04&day=14
<!--NeedCopy-->

F. AMBSHEHEN, HIUUTCHERAHM.
B FHEE/NHEIE, BRENT:
/sessions?year=2023&month=04&day=14&hour=10 (Fetch the data of

2023/04/14 10:00)
<!--NeedCopy-->

HTTP #r3k

e Pl & &
Authorization (&) CwsAuth bearer= =
Citrix-Customerld =
Content-Type application/json =
Citrix-Transactionld &
Accept-Encoding gzip S
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RHRER

CAS ODATA API 15 LU FE M odata RETIET:

Sselect

Sorderby

Stop
Stop&Sskip
Scount

Sfilters

https:///casodata/sessions?year=2023&month=04&day=14&$
https:///casodata/sessions?year=2023&month=04&day=14&$

https:///casodata/sessions?year=2023&month=04&day=14&$
https:///casodata/sessions?year=2023&month=04&day=14&$
https:///casodata/sessions?year=2023&month=04&day=14&$
https:///casodata/sessions?year=2023&month=04&day=14&$

AR

REfE Sselect EMMEFFMEM =,

$filter ZEMEE CAS ODATAAPI K Sfilter I #5 T odata BB B A F R RREK:

#35 BIER EFIN
eq/ne/gt/lt/le/ge https:///casodata/sessions?year=2023&mon
BEEER
ge 20
not https:///casodata/sessions?year=2023&mon
eq null)
and/or https:///casodata/sessions?year=2023&mon
eq ‘5 and (sessionScore le 20
or logonDuration gt 19.914)
in https:///casodata/sessions?year=2023&mon
in( ‘5, ,, 3’ )
notin https:///casodata/sessions?year=2023&mon
(sessionStatein( 5 ;) 3 ))
e contains https:///casodata/sessions?year=2023&mon

PRD’ )
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https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState&%5C%24top=1
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState&%5C%24top=10&%5C%24skip=20
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24count=true
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState&%5C%24filter=sessionScore
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState&%5C%24filter=sessionScore
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,deliveryGroupName&%5C%24filter=not%5C(deliveryGroupName
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,logonDuration&%5C%24filter=sessionState
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,logonDuration&%5C%24filter=sessionState
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,logonDuration&%5C%24filter=not
https:///casodata/sessions?year=2023&month=04&day=14&%5C%24select=sessionKey,sessionScore,sessionState,deliveryGroupName&%5C%24filter=contains%5C(deliveryGroupName
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x5 1BIER (=N
startswith https:///casodata/sessions?year=2023&mon
endswith(deliveryGroupName,’
CVAD Development’ )
endswith https:///casodata/sessions?year=2023&mon
09c3268¢’ )
SEAFEURRE

SHRUAT =1 CAS taegefk:

« AR

o RE

o B

IR

IRERTTEIEH MR — £ #1TE

1. ERTiiE
RENFM:

curl --location 'https://api.cloud.com/casodata/$metadata' \
-—header 'Authorization: CwsAuth bearer=eyJhbGci0iJSUzI1INiIsInR5

..... "\

-—header 'Citrix-CustomerId: qt64gkrzji7h' \

-—header 'Content-Type: application/json'

<!--NeedCopy—-->

MRz fa -

<?xml version="1.0" encoding="UTF-8"7?>

<edmx:Edmx Version="4.0" xmlns:edmx="http://docs.oasis-open.org/

odata/ns/edmx">
<edmx:DataServices>

<Schema xmlns="http://docs.oasis-open.org/odata/ns/edm" Namespace=

"cas.odata.v1l">

<EntityType Name='"session'">

<Property Name="timestamp" Type="Edm.String"></Property>
<Property Name="sessionKey" Type="Edm.String"></Property>
<Property Name="sessionScore" Type="Edm.Double"></Property>
<Property Name='"sessionState" Type="Edm.String"></Property>
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https://docs.citrix.com/zh-cn/performance-analytics/api/data-structure-users
https://docs.citrix.com/zh-cn/performance-analytics/api/data-structure-sessions
https://docs.citrix.com/zh-cn/performance-analytics/api/data-structure-machines
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<Property Name="sessionLaunchStatus" Type="Edm.Int32"></Property>

<Property Name="sessionlLaunchStatusCustom" Type="Edm.String"></
Property>

</EntityType>

<EntityContainer Name="Container'">

<EntitySet Name="sessions" EntityType="cas.odata.vl.session"
IncludeInServiceDocument="false"></EntitySet>

</EntityContainer>

</Schema>

</edmx:DataServices>

</edmx:Edmx>

<!--NeedCopy-->

2. %S sessionKey. sessionScore fl sessionState, AEHITEN
REVES:

curl —-location 'https://api.cloud.com/casodata/sessions?year
=2023&month=04&day=14&%24select=sessionKey%2CsessionScore%

2CsessionState' \

-—header 'Authorization: CwsAuth bearer=eyJhbGciOiJSUzI1NiIsInR5

..... "\
-—header 'Citrix-CustomerId: qt64gkrzji7h' \

-—header 'Content-Type: application/json'
<!--NeedCopy-->

MRz fa -
{

"@odata.context": "$Smetadata#sessions(sessionKey,sessionScore,
sessionState) /Sentity",
"value": [

{

"sessionKey": "009e7fOf-5707-4083-934f-24d8ad5e91f8",
"sessionScore": -1.0,
"sessionState": "2"

}

b

"sessionKey": "ff0504e3-0867-414a-b0Ob2-beb73f06fdad",
"sessionScore": 0.0,
"sessionState": "5"

}

]
}

<!--NeedCopy-->
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fER S TUARRIEE B HIRFR B 23R

ERIRGARSI 1000 17,

ARELUEE $top EMMELIRFIZWPNERT. EXMHERT, T IHEHEUTER
;B3

EN:NES TN

curl --location 'https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=14&%24top=100" \

-—header 'Authorization: CwsAuth bearer=eyJhbGciOiJSUzI1INiIsInR5.....
\

-—header 'Citrix-CustomerId: qt64gkrzji7h' \

--header 'Content-Type: application/json'

<!--NeedCopy-->

L) viaN YN
{
"@odata.context": "$metadata#sessions/Sentity",
"value": [
{

"timestamp": "2023-03-28T00:00:00.000Z",

"sessionKey": "009e7f0f-5707-4083-934f-24d8ad5e91f8",

"'sessionScore": 79.0,

"'sessionState": "2",

"sessionType'": "Q",

"userName": "81
d0260b529c11fbb05c8dfabb3d312182e6af9deecfc6c036768df2ed3c3a39",

"sessionStartTime": "2023-03-28T17:38:38.000Z2",

"machineName": "253
f62031c9b65cbb7bcc3f137b9878feleffef010757aec54420776a0d2dd71",

"deliveryGroupName": "CVD\BUR CVAD Development",

"logonDuration": 18.69,

"brokeringDuration": 0.0,

"vmStartDuration": 0.0,

"hdxConnectionDuration": 0.0,

"authenticationDuration": 0.0,

"gpoDuration": 0.0,

"logonScriptsDuration": 0.0,

"profileLoadDuration": 0.0,

"interactiveSessionsDuration": 0.0,

"siteName": "cloudxdsite",

"jcaRtt": 125.38,

"reconnects'": 0.0,

"wanLatency": 0,

"hostDelay": 0,

"dcLatency": 0,

"endpointLocationCity": null,

"endpointReceiverVersion": "21.6.0.47",
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33
34
35
36

37

38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

67
68

69
70
71
72
73
74
75
76
77
78
79
80
81

"endpointO0S": "Windows",

"endpointLocationCountry": null,

"endpointLinkSpeed": -1.0,

"endpointName": "64368231
b5d925e40d67449640call0e9658f63eef37d2579b09b975cc7f7e88",

"endpointIP": '"850
ad4b2abc159a2f7d44dac564bda®6afad0c558a070a2681f5ccOelaa81991c",

"vdaIP": null,

"gatewayFQDN": null,

"connectionType": "External",

"connectorName": null,

"connectorGatewaylLatency": 0.0,

"networkInterfaceType": null,

"isp": null,

"sessionLaunchType'": "ICA",

"throughputBytesReceived": -1.0,

"throughputBytesSent": -1.0,

"inputBandwidthConsumed": -1.0,

"outputBandwidthAvailable": -1.0,

"outputBandwidthUsed": -1.0,

"networkLatency": -1.0,

"outputBandwidthUtilization": -1.0,

"siteId": "090e20c8-c852-4a92-9b3f-dfb8d8b2ab61",

"sessionLaunchStatus": 0,

"sessionLaunchStatusCustom": "Succeeded"

}

)

%..

"timestamp": "2023-04-14T00:00:00.000Z",

"sessionKey": "ff0504e3-0867-414a-b0b2-beb73f06fdad",

"sessionScore": 0.0,

"sessionState": "5",

"sessionType'": "0Q",

"userName": "
aed8a56c38d5d2824d8699a48cdd1b19eb3b16f135c8d61bf2cd6acd465aa998",

"sessionStartTime": "2023-03-09T721:39:51.000Z",

"machineName": "5603
b4dcad97424b6329caccc9cc6ad949b764bbc0015bc6e2a2b4938e4be954 ",

"deliveryGroupName": "Remote PC - Miami LABs",

"logonDuration": 0.0,

"brokeringDuration": 0.0,

"vmStartDuration": 0.0,

"hdxConnectionDuration": 0.0,

"authenticationDuration": 0.0,

"gpoDuration": 0.0,

"logonScriptsDuration": 0.0,

"profileLoadDuration": 0.0,

"interactiveSessionsDuration": 0.0,

"siteName": "cloudxdsite",

"jcaRtt": 0.0,

"reconnects'": 0.0,
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82
83
84
85
86
87
88
89
90
91

92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113

114
115
116
117

"wanLatency'": 0,
"hostDelay": 0,
"dcLatency": 0,
"endpointLocationCity": null,
"endpointReceiverVersion": null,
"endpoint0S": "Windows 10",
"endpointLocationCountry": null,
"endpointLinkSpeed": -1.0,
"endpointName": "Precision 5550",
"endpointIP": "
e74dbbbd20d20f971c0254c6680aad800ad3932c4740544b39a42bb422424272"
"vdaIP": null,
"gatewayFQDN": null,
"connectionType": "External",
"connectorName": null,
""connectorGatewaylLatency": 0.0,
"networkInterfaceType": null,
"isp": null,
"sessionLaunchType": "ICA",
"throughputBytesReceived": -1.0,
"throughputBytesSent": -1.0,
"inputBandwidthConsumed": -1.0,
"outputBandwidthAvailable": -1.0,
"outputBandwidthUsed": -1.0,
"networkLatency": -1.0,
"outputBandwidthUtilization": -1.0,
"siteId": "090e20c8-c852-4a92-9b3f-dfb8d8b2ab61",
"sessionLaunchStatus": 0,
"sessionLaunchStatusCustom": "Succeeded"

}
1,

"@odata.nextLink": "https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=14&%

24skip=100&%24top=100"

}

<!--NeedCopy-->

REBESENFEHIE (RRXEEAMIESRE)

E: VSN

1 curl --location 'https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=148&%24filter=sessionKey%20eq%20%

2 27009e7fOf-5707-4083-934f-24d8ad5e91f8%27"' \

3 --header 'Authorization: CwsAuth bearer=eyJhbGciOiJSUzIINiIsInR5..... !
\

4 —--header 'Citrix-CustomerId: qt64gkrzji7h' \

5 --header 'Content-Type: application/json'

6 <!--NeedCopy-->
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MRz -

1 {

2

3 "@odata.context": "Smetadata#sessions/$entity",

4 "value": [

5 {

6

7 "timestamp": "2023-04-14T00:00:00.000Z",

8 "sessionKey": "009e7f0f-5707-4083-934f-24d8ad5e91f8",

9 '"sessionScore": -1.0,

10 "sessionState": "2",

11 '"sessionType'": "0",

12 "userName": "81
d0260b529c11fbb05c8dfabb3d312182e6af9deecfc6c036768df2ed3c3a39",

13 "sessionStartTime": "2023-04-05T17:32:45.000Z",

14 "machineName'": '"253
f62031c9b65chbb7bcc3f137b9878feeffef010757aec54420776a0d2dd71",

15 "deliveryGroupName": "CVD\BUR CVAD Development",

16 "logonDuration": 21.2,

17 "brokeringDuration": 0.0,

18 "vmStartDuration": 0.0,

19 '"hdxConnectionDuration": 0.0,

20 "authenticationDuration": 0.0,

21 "gpoDuration": 0.0,

22 "logonScriptsDuration": 0.0,

23 "profileLoadDuration": 0.0,

24 "dnteractiveSessionsDuration": 0.0,

25 "siteName": "cloudxdsite",

26 "dcaRtt": 0.0,

27 "reconnects": 0.0,

28 "wanLatency": 0,

29 "hostDelay": 0,

30 "dcLatency": 0,

31 "endpointLocationCity": null,

32 "endpointReceiverVersion": "21.6.0.47",

33 "endpointOS": "Windows",

34 "endpointLocationCountry": null,

35 "endpointLinkSpeed": -1.0,

36 "endpointName": "64368231
b5d925e40d67449640cal10e9658f63eef37d2579b09b975cc7f7e88",

37 "endpointIP": "8
dbacd9197f4d3dc068fd44b4837828f8e10a19358b14€96d439cfc82042b70f"

38 "vdaIP": null,

39 "gatewayFQDN": null,

40 "connectionType": "External",

41 '"connectorName": null,

42 "connectorGatewaylLatency": 0.0,

43 "networkInterfaceType": null,

44 "qsp": null,

45 "sessionLaunchType": "ICA",

46 "throughputBytesReceived": -1.0,

47 "throughputBytesSent": -1.0,

48 "qnputBandwidthConsumed": -1.0,
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"outputBandwidthAvailable": -1.0,
"outputBandwidthUsed": -1.0,

"networkLatency": -1.0,
"outputBandwidthUtilization": -1.0,

"siteId": "090e20c8-c852-4a92-9b3f-dfb8d8b2ab61",
"sessionLaunchStatus": 0,
"sessionLaunchStatusCustom": "Succeeded"

}

]
X

<!--NeedCopy-->

HEX—XOFMEERRIE

EN:NES TN

curl —--location 'https://api.cloud.com/casodata/sessions?year=2023&
month=04&day=14&%24count=true&%24filter=sessionState%

20eq%20%275%27" \

-—header 'Authorization: CwsAuth bearer=eyJhbGciOiJSUzI1INiIsInR5..... !

\
--header 'Citrix-CustomerId: qt64gkrzji7h' \
-—header 'Content-Type: application/json'
<!--NeedCopy-->

el R~ 51 -

207

HHEIR

CAS BBERIEFIRAIACERIEFRRREETATFEER, HFEMAIERINE. ODATAAPI ERARNKER, A&
EEREMTEANREERRERMHELE. BXESZER, BEREENE

P EHIEIRE

April 12, 2024

P e AT A L &
BYIEE TR S B AP foBdial.
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UserExperience

UserName

TotalSessions

ExcellentSessions

FairSessions

PoorSessions

B

SessionLogonDuratidh

SessionResponsivendgs

WANLatency

HostDelay

N

P

AIAZE

iy

iy

I

izl

iz

iz

iz

iz

Jal

Jal

WA

RIERF 2 HT R
BFR &R,
BEIEM N REFE
KEENAFR%
Bo

ARBIEEEH.

REPE>=TOM=
EHo
RNENW>=40 B=
ENW<T0WRIE
o
RNENW>=1H=%
EN <40 WRIE
o
IERFMEERNK
(AP B SRR
&), AE AL,
3% 15 eiaEm
W, ZAFPMICAS
BRI AT Al
ItEF IR B MEE AL
BIPKAVRER o

WAN BRI SR T
IRt BMEE S,
SAEPEIEME
BRI,

WAN ZE:R =18 0o
I FERABTEHER
SHIRERATEMN
R, BERREHIE
fuF WAN ZERRY
ICARTT &@LU
EHENERRTE
MBRSS 88 L FEN A
EFH#HIR.

=

0-100

>=0

>0

>=0

>=0

>=0
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FE e AIAZE WA =

tFREZM Citrix ~ >=0
Gateway RSS2
(VDA) M{SHYEER,
REREIEOIER
RN TARS 2RRILE
EIBMSHHER,
HEHEARINAE AR 5%
BN CAS BSA T A,
Broker ##41b 3%
PR 22 9Ty B jE]
(AR AR o
BREEHREH VM
FRTE28 BB E]
(AR AR o

HDX iEEEa Rid
B ER R YT E]
(R R M) o
BRIERSHIIE
FRiE22 89358 E]
(AR A ERAT) o
ERidfEH GPO 4
EFRTE ER A YT A
(AR AL o
BRIEFREER
RiIASFR7E 2R T 1Y Y
i (AR &) o
BERIEFEEXH
INELFRTE LR35 B
i (AFbFgEfi),
MR EARIER
REHENTFHYEE, &
1% shell #7%a1kAvIE]

Fall

DataCenterLatency XX

IEERIE P

il

VMStart N

il

HDXConnection X

i

S ¥IIE P

Jal

GPO P

Pl

il

LogonScripts P

ProfileLoad X

il

al

InteractiveSession XX

(AR A1) o
FailureCount B ES X 15 pREE >=0
R PR S H
LaunchAttemptsCoufk & X 15 2R=iE >=0
B RBERE,
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SessionResiliency I

EndpointCity FRE

EndpointCountry F#&&#
AverageProfileSize

ProfileSize PV

RIEFHRVRIELS Y

April 12, 2024
RNELEEIRR

FE E
ENIETESA FRIER
SessionKey FRB

SessionExperience XX

AIAZE

iy

il

all

Jal

el

AR

I

izl

lig

WA =

& 15 HEREE
B B EHEREROR
.

S EEIH.
2K ENER/
X,
BT R E
Ko
PR E S
Ao

iR (=

V@A API B9BdE],

AN 2 SR E
RIEBIRIRTT.
ZEFRENIE, R
ERIEDBITE,
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FE et Bk iEA &
SessionStat FRi & & SFEMBARSIHE BN 0
B Unknown, 1:
Connected, 2:
Disconnected, 3:
Terminated, 4:
PreparingSes-
sion, 5: Active,
6: Reconnecting,
7: NonBrokered-
Session, 8: Other
#9: Pending
SessionType Fri# ES RIEXRE Bty 0:
Desktop, 1:
Application
UserName FRB S BEIEPAR AR
SERIENAF%
£
SessionStartTime F#f& ES ESET=E NI LEL=W
“yyyy-MM-
ddTHH:mm:ss”
MachineName FRS S BosiEitEn >=0
Eo
DeliveryGroupNameZ#f & ES RITAR BT, >=0
SessionLogonDurati@h ES ISENFHERT  >=0
£ZEYiE] (RIERER)
safbBYiED) , LR
i,
ETERE P 2 Broker #1#atk=iE  >=0
FRE 22 B 1YY E]
(AR A AL o
VMStart N = FRIEFEH VM >=0
FRTEERAY T35 B i8]
(AR AR o
HDXConnection %X = HDX EEEERE >=0
R BRI E]
(A9 821i) .
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FE Eit) Bk
SHEIE Y =
GPO X =
LogonScripts W =
ProfileLoad X =

InteractiveSessions X =
SiteName FRE £
SessionResponsiven&gs S
SessionResiliency  3X £
WANLatency W =
HostDelay P =

WA

BRI EPHHIIE
FRTEER Y5 A &)
(LAY R BRI
BFRIEH GPO 4
EFRTE R F1YRY A
(AFD R BRI o
BRIEPREER
RIS FRIEZR B9 8
i (AR,
BRIEPEEXH
INEFRIEEEAYF YRS
& (R AN,
WA R ERRIEFR
EERMFIETE, &
1% shell #sa1Ladia)
(LAFD R BRAI)
Citrix Virtual Apps
and Desktops Wik
BTR

ICA 21EEE % 15
S PiE RN TSE
RBYIE,

BRI EIEENER
58

It F IR Z MBI
BRI X B TFEIRER
WAN REmRT
IR B REE S,
LAPEREAE
BRI,
WAN ZER=1E10,
It FEREERSE
RIERSS T
IR, ICARTT &,
B OA WAN T
BEYE, ENERR
BRRENRSSE L
FENBREFRIR

=

>=0

>=0

>=0

>=0
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224 e

DataCenterLatency XX

EndpointCity FRHR

WorkspaceAppVersiowr T &

EndpointOS FRB

EndpointCountry F#&#

EndpointLinkSpeed X

EndpointName FRB

EndpointIP FrT &
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ZES FAIE

ConnectionType  F#f&

EZER FAIE&H
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all
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Jali

i
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BERIENE S
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BEIRIERIRI X
FQDN,

M Citrix
Workspace Mg
[E3EAva:ppE il
% FQDN m9iE#%
287 MR,

=
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MER. FhER
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FE s
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HEN TR e

NIk FRF R

Siteld FRIE

SiteName FRIB

MachineName FRIB

DeliveryGroupName=#i&
MachineOS FRB
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K& FRFER
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= CPU FIAEXEB
id CPU ifE 80%
BURE. Itsh, £
= 15 DHEviERAN
R 5 D E KA
8o
RTAFEEED
80% HIRTFEIERY
RE I, EIE
15 S $he9aElfR A
£ 5 PHHE KA
i&lo

E53 % 15 S 8hrvay
EEPRAEIT B L
BERNIESEH (B
THANRIMD) o

=

1. KFM, 2: B
i, 3: tEtprR, 4:
K, 5: BFM
>=0

>=0

>=0

>=0
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HEN TR

s

SessionFailureRate X

LoadIndicator

DownTime

P

pY

AvgMemoryConsumjpXion

PeakMemoryConsuniption
AvgCPU e
PeakCPU X
MachineOSType FRiH
LowLoadInstances %#§

MediumLoadlnstancé#k

HighLoadInstances %%

AggregatedStatus

FATE

ReadyForUselnstanc#&#g

Activelnstance

IE%

Unregisteredinstancé&#x

FailedInstance

B

Maintenancelnstanc@#x

AIAZE

Fall

I

il

I

iy

iz

iy

I

iy

iy

iz

iz

I

iy

iz

WA

HEH_EHRIERTK
%,
HENSEN > 0
BN,
LB ]
BURD A B AL
HEN EHTYER
7B .
BN LB R T
#ES .
L R
CPU B9 5 e
RN R
CPU MBAES .
$eE BRI EAE
SIEXH,
HEHS K < 41 B
HEHSE,
HENSH% >=40 B
HEHS K < 70 B
HEHSE
HEHS K >=T0 &
HEHSE,
WAL, T
M. dipch, BEUE.
BT B,

BF EEEE R
AR,
WF SERRAH
HEHSE,

BF AW RS
BOH N,
BT I REH
HENKE,

BF i WAL
HEHSE,

=

0-100

>=0

0-100

0-100

0-100

0-100

1. BxiE, 2: 8%

&

>=0

>=0

>=0

>=0

>=0

>=0

>=0

>=0

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

144



Citrix Analytics for Performance

Citrix Performance Analytics /9 Power Bl &£

June 18,2024
Citrix Analytics fR$3F & ODATA AP| Briz it se S EUBS BT,

IR T % CAS ODATA APl 5 Power Bl ERiFRERMNESE, Power Bl i&3z335:

1. IBEHERN (XMW TAREBEEEXER)
2. HRIBEERF (BREEEHKESHE Power Bl TFKX)

BERM

### CAS ODATA REZLUT¥m:

1. Citrix Cloud ZF ID (CCID)
2. £¥ CAS ODATAAPI i5=: https://api.cloud.com/casodata
3. Citrix Cloud API /i,

CAS ODATA API £ Citrix Cloud B & <h# T 5101, FE Citrix Cloud AP| EF i BERGIFEE T,
Bxanfelg Citrix Cloud APl EFIBHIRER Fin D M1BHAENES, 1SR Citrix Cloud AP N34,

=

Bl APl ZF i EIE R FEEIE Citrix Cloud Analytics BREH “RiE” MR “TEEENPR,

% CAS ODATA /&5 Power Bl iE#z

WITUU TSR, & CAS ODATA JRiE#=| Power BI:

1. 77 Power Bl £m.,

2. EEEW -> FEEE > TATIE. KHEI Power Query Editor TiE,
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File Home Insert Modeling Wiew Optimize Help Form
Lo @ a [ BE Ik
-
e 2 BLRE D
Paste . et Excel Onelake data S50L Enter Dataverse Recent
"ﬁ Format painter | data+ workbook hub Server data SOUrCEes «
Clipboard ta
Common data sources
Mol /N There are pending n't been applied.
| LEnvery Evcel workbook Clte, W AIVES M., WPAIVIS AN -
i 2,000
E 5’1@ Power Bl datasets
EE [E'_? Dataflows
@ Dataverze
[EE SQL Server
: 300 [%J Analysis Services
(g Text/csv
i o [& Wweb
i .2
T
a [& OData feed
e, |__E|= Blank query
TR
=
= E‘?_ Power Bl Template Apps
[
o
o More...
3. 7z Power Query Editor RE L, @EREESHFHFRMUTR NSRS FHEERIF:
« RangeStart: RIFFAEEE (MAER “BHA/BTE" 25
+ RangeEnd: RIFFERBEHE (MAER “HHEA/BGE" HKE)
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Manage Parameters

New Name
|F® RangeStart x RangeStart
B Rangetnd Description

Required
Type
Date/Time

Suggested Values

Any value

Current Value

01-07-2023 12.00.00 AM

BXEFAEE, 1555 Microsoft x4,
4. 72 Power Query Editor FE L, #EEEL&HES, BMAUTEBLS Citrix Cloud #TXEUFEFEE
<hE, #5 CAS ODATA B 173 B LUIIREX PR BRI EIE,
AR

ERE L —TPORINEFEESHHITE NI,

let

customerId = "placeholder_customerId",

// get citrix cloud API credential (bearer token)
tokenUrl = "placeholder_tokenUrl",

headers = [

#"customerid" = customerld,
#"Content-Type" = "application/x-www-form-urlencoded",
#|lAcceptll = |l*/*ll

1,

postData = [

grant_type = '"client_credentials",

client_id = "placeholder_ApiClientId",

client_secret = "placeholder_ApiSecretKey"

1,

response = Json.Document(Web.Contents(tokenUrl, [Headers =
headers, Content = Text.ToBinary(Uri.

BuildQueryString(postData))])),

// get the CC bearer toekn from the response

token = "CwsAuth bearer=" & response[access_token],

reportDate = DateTime.AddZone(RangeStart, 0),

reportDateYear = Number.ToText(Date.Year (reportDate)),

reportDateMonth = Number.ToText(Date.Month(reportDate)),

reportDateDay = Number.ToText(Date.Day(reportDate)),
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// CAS ODATA API endpoint and ODATA query. Sample below will
retrieve active sessions (non-terminated)

// apiURL = "https://api.cloud.com/casodata/sessions?$filter=
SessionState ne '3'",

apiURL = "placeholder_OdataApiUrl",

// have to separate api queries below to make PowerBI happy

apiQuery = [

#"year" = reportDateYear,

#"month" = reportDateMonth,

#"day" = reportDateDay

1,

apiHeaders = [

#"Authorization" = token,

#"Citrix-CustomerId" = customerId

1,

Source = OData.Feed(apiURL, null, [Query=apiQuery, Headers=
apiHeaders]),

#"Filtered Rows" = Table.SelectRows(Source, each [Timestamp]
>= DateTime.AddZone(RangeStart, 0) and [Timestamp] <=
DateTime.AddZone(RangeEnd, 0))

in

#"Filtered Rows"

<!--NeedCopy-->

5. RIFEHIRIEEHR LT S URF:
+ Placeholder_customerld: &/~ ID
+ placeholder_tokenUrl: $%EXiZEH CC HH%IE URL
https://api.cloud.com/cctrustoauth2/root/tokens/clients
« placeholder_ApiClientld: APl &% ID
» placeholder_ApiSecretKey: APl ZFixZH

+ placeholder_OdataApiUrl: #5&m3%E ODATA Ziffy CAS ODATA B APIURL (BiIg0: "https: //
api.cloud.com/casodata/sessions?$filter=SessionState ne '3'")

6. THE, BE ‘T, BHIMEERAEEEER,
7. ®&F ERT, RARBRE “NAT. BIEROT AR
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Home  Tandorm  AddColumn  View  Tool: Help (-]
X [u y [‘% . D 2y Properties L e ommx ¥ Data Type: Text = T Merge Queries + = Text Anaiptics
o B kb H Ball. B X BB dh 2ol Do o
Cosee New Recnt Eve Otsiouce  Manage  Remresn keep Remove spitGrou
Apply~  Source~ Sources~ Data  settings  Parameters~ Preview~ (] Manage * Columns~ Columns~  Rows ~ Rows ~ Column~ By 2 Replace Values ombine Files B Azure Machine Leaming
Close New Query OataSources  Parameters Query Manage Columns | Reduce Rows St Tanstomn Combine Alnsights
erz=(E N Jx | = Table.ReorderColumns(#"Filtered Rows",{"Tinestamp", “Sessionkey”, i ience, 3 pe”, s i ) “Userfiame”, ~ || Query Settings X
| sesions T 4 Timestamp -] % sesionkey [+]12 sesiontxperience [~ A sessonstate -] % sesionType -] A% sesionsirTne || [HTITRNIG 4 PROPERTIES
B RongeStat (07-07-2023 120000 44) i ) o Toz3 0o 28T A547 Tammasnarono1 | Mare
BB RongeEnd (04-07-2023 120000 ) 2 o a1 2022.02097000506.0000000 _ CITRTEVFTLPAROCE | S5
3 %01 o 0230626100638 RSPVt || Al Propertes
s B i 1 2022.020970000:10000000 | CITRTE\FTLPAPOCE.
4 APPLED STEPS
s 12 o 22306 201522 aTRTESNEROAD1
6 12 o 12023-06-26T06:48:12 CITRITE\EMEAPMD- =EETEs)
7 o null 1 2022-02-09T03:53:24.0000000  CITRITE\FTLPAPOCC. Z=
8 12 o 2023-06-26T11:10:19 CITRITE\USEPMD3C Lo
postData
B 52 o 2306257162230 G UsePO21
10 o nuil 1 2022-02-09T04:51:17.0000000  CITRITE\FTLPAPOCC. : kP
[0 12 o 0230626133159 GTRITEAPACOMD: o -
2 a2 o 202308 307051637 RTEAPACENGY Dol
1 a2 o 0230626130847 amRTEUsEPMOS1 s
n 1z o 202308 30716365¢ CTRTEAPACHMD: ey
i o i 1 2072.02:107142058.0000000 | TRTESINPAPOCC, el
1 0 w0 20230701708 4440 aTRTEUsEPASAPL ey
™ 12 o 2023.06:287143550 R \FPROAD: apieaders
18 12 o 202306287145308 GTRITEAPACOMD: Soure
1 os o 2023064223524 8170000 CITRTE\USEPMOZ1 Fiered Rows
x 52 i 0230701155306 R UsepA: X Reordered Colurns
2 B o 1 ;0202065 GTRMEFTPARCE
2 o i 1 2010072005207 GTRIESNBAROCE
B E o 230626111220 GTRTEAMSPPOAL
P a2 o 0230626063936 e
5 12 o 2023.06267120636 G UsePMO21
3 a2 o 202306 3004304 CTRTEAPACIMD:
2 552 o 2023.05-261052867 e UsePMDSC
= o w0 aoasoramasse e sePMDSL
» o o 1 2072.02-1071556404300000 | GTRTESINPAPOCC
E3 os o s osasTIS81e amESNeROD1,,
3 22 o 202306 2071411558 amEsePvO31
» < >
47 COLUMIS 555 ROWS  Courn pofingSssed on 09 1000 s PREVIEW DOWNLOADED AT 0228 PM
L\ imﬂ = |
ower FIE =l
HP LU N, BHEJ RECEILER
IR S 3
% Power Query @ IR, EFEBEANTERECEE SR,
TRFEERIE SR, FERISECE B RIE 2RI
ERPTHIRRHTIFIESERIH, K IS R YE E R
3 = ,
TR .
= P Bl =& s N ak, =Y
== o \||/
FEZ Power Bl &% VAR RESZ 1R ERIFHT
File Home  Insert  Modeling  View  Optimize  Help  Format  Data/Drill
e @ L B BE R B
b E A 1A ;
U [y copy 5] ] ® v Lo
Gt Bcel Onelskedats SOL Enter Dtmverse Recent | Trensiom Refresn .
< Format painter | datav workbook  hubv  Server data sourcese | datav. Incremental refresh and real-time data X
Giovos o Qs ~
"Count of Active Sessions by Timestamp and DeliveryGroupName inable to confirm if the M query can be fo is not recommended to use incremental refrest "
ol v p yGroup Unsble to confirm if the M query can be folded. s not ded o u ol reresh ¥ Filters - 5 B N
DeliveryGroupName @AMS CV... @AMS EN... ®AMS Re... ®AS XA ... ®APAC JP... @ APAC with non-foldable queries. Learn more ——
] Refresh large tables faster with incremental refresh, Plus, get the latest data in real time £ search = o @ £ searct
with DirectQuery (Premium only). Learn more - > Bpessions
a8 Fiters on thisvsus! ———
(D) These settingswill pply when you publish the dataset to the Power 8 sevice. Once you do
that, you won't be able to download it back to Power 81 Desktop. Learn more Count of Active Sessio.
is (All)
. 1. Select table DeliveryGroupName.
- is (All)
sessions
Timestame
2 2. Setimport and refresh ranges is (A1)
2 @D Incrementally refresh this table A dats el here
120 Archive data starting before refresh date ! e
2 Timestam vx
s Data imported from 27/6/2023 to 3/7/2023 (inclusive) Filters on this page 2
8 Incrementally refresh data Days | before refresh A data fieds here Yeasis
starting date Count of Active Sessi
Dt il be inrementaly refeshec from 477/2023 o 4/7/2023 (inclusive)
iterson al n
- 3. Choose optional settings ters on all pages b
. DeliveryGroupName ~ ~ X
um only) Learn more Add data fields here ryGrovp!
R e Sl motiples
Only refresh complete day Learn more Add data felds here
Tootips
° LEEY Cancel Add data fields here
Dril through
L nimestamp 4 g
Cross-report
CASODATA “ Keep i fiters
Page 10f 1 -——+ 8% 0O

- BREERIHNGE, F—RRIFEMA ODATA AP AR LREFIE AR, BT ODATAAPI S REE#
&, EFEBEER R FREER
o ZERAEMNRICRRBEUR, UTE PowerBl TEXMEETIE (Bla0 “7” K)o
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%% %] Power Bl =+ EBgRIHEH

SRl LRENfE, F Power Bl RKEER -> Xff -> 2% %] Power Bl, #EEMNIKRELGE Power Bl z LIEX,

B R EHIRSE TR E R B ATISRIHE:
Settings for cas-odata-api-prod1
View dataset (@

Last refresh succeeded: 7/6/2023, 8:46:29 AM
Next refresh: 7/7/2023, 8:30:00 AM

Refresh history

4 Dataset description

Describe the contents of this dataset.

500 characters left

b Gateway connections
P Data source credentials
P Parameters

4 Refresh
Configure a refresh schedule

Define a data refresh schedule to import data from the data source into the dataset. Learn more
@ o

Refresh frequency

[ Daily v|

Time zone

| (UTC+08:00) Beijing, Chongging, Hor |

Time

X

T “BIERRE BOREMERNERIGRNR, ®F P&, ARRE “BERT, WTFHAR:
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Configure cas-odata-api-prod1

T S - o o M . e Tt T [ 7N o Y o T p———
| |.I.'\_I=..'.'!.1|.' U5 CIOUA. COMmMy LasOuldid) 5E5510MN5 ¢ pIITEN=2E5510N2ldle ne

Authentication method

Anonymaous hd

Privacy level setting for this data source

Organizational b

ﬂ Skip test connection

Em

BRBIEERF RO LHIE, XRFEERKNE, MEROEERFHIUEINRT—RHOBIE. WRIFZEER
E—TEE BRI R P A ECE TSR,

R SEIE R0 TR
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Refresh history

Scheduled OneDrive Direct Lake

Details Type Start End Status Message

Scheduled 7/6/2023, B:30:20 AM  7/8/2023, 8:46:29 AM  Completed
On demand 7/5/2023, T:17:33 PM 7/5/2023, T:27:50 PM Completed
On demand 7/5/2023, 20245 PM  7/5/2023, 21837 PM Completed
On demand 7/5/2023, 14708 PM  7/5/2023, 220243 PM Completed
On demand 7/5/2023, 1:3145 PM - 7/5/2023, 1:4246 PM Completed
On demand 7/5/2023, 1:21:02 PM - 7/5/2023, 1:3143 PM Completed
Scheduled 7/5/2023, 3023 AN 7/5/2023, &55:01 AM Completed

Chow i Aarmand TIAZOFIT AMATNT P4 TAAFNIT AMNAI01 PRA Failad Srhadiilad rafrach hac hoan dicaklad

RIFrSTRE, R4 B ahiS iR REXEl Power Bl,

[ File ~ - Export ¥ & Share K@i ChatinTeams & Getinsights (@ Subscribe toreport ¢ Edit ---

Close

®@0-o-|ocn

UserName Count of sessions by Type Count of Sessions by Endpoint Location

P Search EndpointCou... ® (Blank) ® Algeria @ Argentina @ Australia »

[ aakasho 7 3 4 1 Jx

¥
[[] aarham 5
Total Sessions n
[[] aarohg & i
Type s
[] aaronr VP 2
®Desktop  §
[[] aaronwe 5
13
CJ aarony 2237 H
734K (100%) g H]
[ aaryav Total Users -
EndpointCity
SiteName
L Search Average of SessionExperience by Timestamp and DeliveryGroupName
[ (Blanky DeliveryGroupName @APAC Managed Desktop ® EMEA Managed Desktop ® NA Managed Desktop

[[] cloudxdsite

DeliveryGroupName
£ Managed

[C] APAC JPN Managed Desktop
B APAC Managed Desktop

M EMEA Managed Desktop

Il NA Managed Desktop

[[] UAT - EMEA Managed Desktop
[[] UAT - NA Managed Desktop

El

Average of SessionExperience
]

50 .
Jun 18 Jun 25 Jul 02 Jul0g
Timestamp

PR

August 1, 2023

X HHIERH I EMIF AR Citrix Analytics for Performance BRS3SE B9 NIE AR,
FERARTHET B, MREEXLERBTEHENER, BHR Citrix KRIF REB,

Singap.
Gerrard.
pune |
Hydera... |
BocaR... |
Dublin |

116

XEE(E STERBBTE
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FCE PR

&R PRI
3244 1,000

1+ E#H/VDA 100,000
HAEF AR A R LRI R 10,000
Zeith CVAD sh =Rk E 20
fEFARRS!

#IR (BFrE CVAD 15:) PRI
HEEER 8
HERLRAR 100,000
FRZ=ERBD 100,000

BEEMREITHNEERAR

May 8, 2023

EREER2IANERRN Citrix Cloud BIERA, ERILGBIEEMAF X Azure Active Directory AR EIRMRED T
o WAL Citrix Cloud LERSHMIARIEE > EBEREAFANARLRENEER. BXFAEER, BSRSHIR
B S,

ER AMIS R TEEXARZ—:

+ Performance Analytics - T2 REES - [@ Performance Analytics 8 Citrix Cloud &2 G2 ftws

THIRIAL R
+ Performance Analytics - FiEEIER - [ Performance Analytics 89 Citrix Cloud B2 R E R iEiHiR
R,
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Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other administrators.

@ Custom access
Custom access allows you to determine the exact part of Citrix Cloud your administrators can manage.

® Switching to custom access will remove management access to certain services.

Select all | Deselect All

= Analytics 10of 5 roles selected A\

Performance Analytics - Full Administrator
Performance Analytics -Read Only Administrator

Security & Performance Analytics -Read Only Administrator
Security Analytics -Full Administrator

Security Analytics-Read Only Administrator

 MREERWERENAAHEBRET—NE, NMIIERNRAF SR TANR,
MRABFREZMENNS, WENREZAFES MPREIR S,
« BTHENEESTERBFEE ID #TRR. Fit, iFAIBREEREREN,

BE XA BIRR

BE “MEED - T2AUREER AGNEER T LIRS &/ RS KA IR,

B7% Performance Analytics - R EEERACNERRTUASENRERR —F i RMERRA FRMNE
MZEmiEtiR. B2, RIFAFAEA ENSIT TEPRIitENRE. B8 RRpNNRNEERTRKEIRE
Citrix Analytics FYZ3R3E1,

BEXEYRSMERATIRERIFAEE, BBREIRS—X

2 ki b ay iy

November 26, 2023

rAaRBFR &S

BR AR AR RPN IEE S EHIR MK AIITH W AR,

o APFESERNRE—NEFRPAARPNFAELRREESEN SRR R,
s ARFARBESTETEXARRIELERNERSH (REERNENE. SEMNEND. RETAMNRIERNE)
ROMAF =&,
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o MEEIEIMEADSHESITREL K. REGMTHEXEGRRESS, HEZEDN “NF". “—R" & “E” X5,

o AP#LR (UX) SREREBEEMSEFRIBTESEN. ARARSHENTMSFHNTERFR KR, HFAF
RBRERSA “MFE". “—R = “E &K,

o RNDHUEH#—SHART AERENFRENARSN, MEIRRAERNAFRAT BRAFRERLE

SfaliAe) “RPALE” 1EHEIER

ETE ‘APAR” EHER:

1. &% Citrix Cloud %8B =&F,

2. ENWARSHM L, BE B
3. 72 Analytics #EARTIE L, S 488 =R TH BIE,
4. BRAFAEDR,
Security Performance Usage User Activity (Previe w) Q_ Type User or Machine name Advanced Search Settings. Help
u Infrastructure  Alert Policies
TT7 coos W [ AuDehenyGows N/ imomh N/
Users with Conne X Sessi
808 Total Unig

Qb Insights @ »
User Experience (UX) @ e last 1 day

HDX Sessions
e g Blzckhole Mechines @
n last 1 month 777 215 N2 223 270 101 fai aching
Total users 24.07¢ 3359% 28.7% 13.64%
cellentUX  Userswith FairUX  Users with Poor UX Not Categoriz

@ No Zombie Sessions were detected.

ssification basec
() Communication Errors @
2 failures

n n ] I [ | ] ]
] | ] [ | g m L] ] | |
I | |
- = i - H |
= L -

SNfRIE PR AR PP R BT AR

MRFRHREFESNER, WAILUERIE R, EANIEMESSEFEFAFRNIFSNE, ARERFMENRMH, EHIRE
RTBAPMEER, EERT,

o ETHAFP#RENIET HDX 2IENAFRNAEFR S

o FmESERatRINBIA A 2 KB,

o FTERSRptEIN A P 2IEM S IER M-S,

o EFREMEMENSIEERFENBERNZED L.

T—HNAET “BRARE" 26k EHNEHTE,
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BRAEED

UX D HE2REZIMAFA RIENEERRTESHNGS
EBRERRERTIHE UXE5,

RABFERIER. EMBHERHABISERIIEESFAFN

o REEFRFEME RERIEBER,
o RIEMNEEN R-RIEPHIANAENHZIEER,
« EAAM RRAFRHBISIEERNRINE,

. AEM R AP ETERMAEEE, Workspace R RIZR AN MPIAEMEETIE, TR EHEEE

BXRAPHEN UX SHEHEMNRERENESER, B5H UX ¥ &,

RN EE TR B R, 1EHRME T HhEFS _ ERIPRE SRS R IRIE LR U SR HL E MEUE E  IREXA R
B9, B RIHEAR A1 BD R,

RARMSIERET

WE, ERIRSRESEDNNEERSETENY AEFNREFERNAFRNSIED#RIE L.

EHIRGRH EEZR HDX 21ER M aEIE R, ERENERAFERNS
Ej.])lkll_,\o ..ltt; leﬁ*ﬂﬁﬁ}t’1255@5?&513:13%3:%91:)_?%3"]2:1%0

ERTAPEEMEENBRARLTE

DEPRM T LU R

« BiEE HDX 2iENAFRMENB DL
« BEEN HDX 2IFNHEMNT S
¢ DFHE—BHAR S
 PFHNRELSH

3826 o

Users with Con

nected HDX Sessions

809 Total Unigue Users

Total Unique Users

Users with atleast 1 Connected HDX Session

Users with only Disconnected HDX Sessions

Users with only Console and RDP Sessions

last 1 month: r rr

Total users

Connected HDX Sessions

4031 Total Sessions

809

TT7 (96.04%)
12 (1.48%)
20(2.47%)

Al
24.07% 33.59%

Users with Excellent UX Users

uz

with Fair UX

223

Users with Poor UX

13.64%

Not Categorized

RIE=

1%Tj]‘1¥*ﬂ)§§'lklu) DE_FEF r%\%&ﬁ?g:
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« EVE-TEER HDX 2ENAF . XEAFENEEROENHEELDE - HDX ZEA T ERRS.
o REETFEER HDX 2IENAF . RN EIERA, XEAFNAE RIS e T EE.
« RFIEHIEM RDP 21ENAF

7 7 7 (96.04%) 3 8 26 (94.91%)

Users with Connected HDX Sessions Connected HDX Sessions
809 Total Unigue Users ~ 4031 Total Sessions A~
Total Sessions 4031
User Experience (UX} 3 HDX Sessions 3019 (97.22%)
Connected HDX Sessions 3826 (94.91%)
HDX Sessions [Conn some point during the selected time interval)

Disconnected HDX Sessions 93 (2.31%)
h., | :lot 1 I.\_]DI_I_h . 7 7 7 D €CCI11EC'.EC|I"FDU§"CLII the selected time interval)
Total users ; RDP Sessions 88 (218%) 2.64%
Console Sessions 122 (3.03%)

Jot Categorized

RIBSIEDINAERRTS, FSHBROTAASE:
+ HDX £i&

- HDX BEERE: ENEERANENEZILTFEERRSHRIE.
- HDX B EEMN=IE: AR NEIERNA T EERESNRIE,

* RDP &i&
« EHAaRE
RIS DR 5733

BEEEET UXOBIIBFR DK, BRITUTERE:

1. £ P ®EWRL, SEEEEAFARNNER. BIAMERT, BERE 2 /8 (2H) BEiEE,
2. EFESMRME, IRER FrEuR", WSERBREEREHNER,

User Experience (UX) @
HDX Sessions

In last 1 month 7 77 A15 N2 22 3 270

Total users 24.07% 33.59% 28.7% 13.64%
Users with Excellent UX Users with Fair UX Users with Poor UX Not Categorized

3. IEBPR BRFmERFR A Rl — M 2 MEE i R M AT AR RER A P S5

4. RIEAFAERIHE “NF". “—R M “E XNPNARSHURFNERLLETR. AR DENARFES
SEERERSIHETERN.
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BBERFREFAERNAF . ®R UX 5800 71-100 WAF. BEHERAFRARNAFREMEERSEEH
RBEBAN—

BEATAFPGRENAR: R UX D8N 41-T0 AR, BTFRERE, XEAFNEREEERNIE
NEFT T,

FAFRARENRR. RT UX 2800 1-40 WAF., XEARE/L MR EKEITR.

BRRD%E: BXRDEAPNER, BEH RDELEE —X

RBRa3%Es

1. ALE/ATEARTHEFARENES, EERT S5 E—NEEEL, SMK5IPAFPREMNEMSURL. F, £

TENELT,
User Experience (UX) @
HDX Sessions

In last 1 month 7 77 Al5
24 07%

Total users

13.64%

Mot Categorized

EIEN LA, HETT7T BAFPERT &ML,

Hep, 187 IAFRELTNARBTHENAFA AL, XTMHEL EMAREHERARARINAFRHES
T 154 AF. Alt, EMNAF 172 RAFREHENAR AR,

ENMBE 261 IAPRB T ATHAF KR, XTMELL ETABIRFERIIARLD 21

EMAE 223 AFNAFFREE. E1NAHE 153 MAFPHNERAE

2. BEEHEMNARRSTH—FRNEEXIXEAFNER, BXEZER, E2E Factor Drilldown X&,

3. EFFHREENAFSE EREENERAZEINNAROHER. FLABHNKERTRIEZEFHAEFEK

o

4. BEGEFEARLSER—MIARRT, HPEEBEHRERRNARSE. 8EFPLEN “‘WFE. “—K
g “E K, UWERERRFHERTIEIERRAYER P AN EBRND .
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AP &iE

M Workspace MBS EHTARFARES, BURAARE AABIAARESUARSRREHTIE, A
PAESRAERRE RIS T P e A A SEPF R i A

RRRIEFIRN BRRIE B9 RFALNER. mRRMAN HDX RENEBRITRIT.

Security Performance Usage Q

Delivery Grou Time Fiter
154 e .
e @ﬂ Al Delivery Groups N/

= O HDXSessons O UniueUsers @ Session Failurs @

TRAILEBU TR IEMIE:
¢ RESH FIENBRANBASIESE. ETAFPANURIZSTAFARE. ZBFEETEERBRABN
EHRFRE R,
o E—AAEH EEERBRABHSIENEEHSIENE BB .

o RERM: FERBRATEZSHNARRIER. BHRMIHSFHITARETENEBER. BERTSFEEER
LRAEERERERRNFAEE. XEERG)THESEEASERNTESRZENXR. BSHAES
BT O RAEERTARNFRLEEAER. E2ETSELNRE, BERESETHENNELREN.
BXLBHFAER, BERILE—X,

o KM RNTBZERMHNERE, BTHRESKEEXNSERR. SEXITEN. i, ERET—F
FISTEERMHENEND R, BXESER, BFERANENE,
RIEMNOERE

RIEMRAERT ICA EiRESE (ICARTT). ICARTT BFEMMEETE, XZ2AFENEEIRSSEMM SRR S
THEN EFREERRIET B, ERMBERIEFHNER, HENXSENNAREFHRERXENBEIRER,
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Security Performance Usage Q Type User or Machine name Advanced Search Settings Help

Detvery Grou Time Fiter
[ AuDsiveryGrows N/

‘RIEMR” BAEEUTER:
EHRIE ENRERYREEETHERINARFNRANAF 2

RENE RESETEENERAN ICARTTNEE, B2EDH “HFE". “—R H “E. BHoXESIEERH
MFMERIEENE T RIENBBIRS 2R,

AERHEBHNLYAFAHEN, HEASDSENRE BXESER, H5H oISEHE REXHE.
E2ETE5ELNRE, PHREIETENNELRR]. EXLENFRES, BBRLE—

at

X RDENSENER, HSH KOEET —Xo

REDLEE

RablPmitil R AR RS BN RIED K. BfI2TRATAE ERN S F1SE R SERN EXEFREE,
EFREMNAENNRIED KB BEH TR EIGMLE RN R1E.

NEEFREK

MAF g Citrix Workspace NAEFHHNARRFHKSETNARFRSE A ERNI—Z, XBNEHRAER
Frgdial, BRPBENEGESERBHFTIREOHIZFREENIE, SERMESENE. VM B3, HDX EE. &
M. REXHINE. BREA. GPO M Shell BehEMEL,

R2EERFFEHN MBS BAE T MR A THIRSREH i E SBE RIFEMEE KA EM Ko
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Session Logon Duration G

HDX Sessions

Total Logons 65.22% 25% 761
E ent Session: Fair Sessions Mot Categ
-
CVA CORE cloudxdsite a0 : 57 2
Remote PC-London LA cloudxdsite 3 1
CVA CORE JPN cloudxdsite 3
Remote PC-Miami LAE  cloudxdsite 1 0
Remote PC - Singapore cloudxdsite 2 0
Ses More Delivery Groups
—
= Excellen 5 @ Poor Sessions
1&th, 2022, 0
E=— PN = -
FHEEUTER:

BEREH EFMERSEE. MRMRNEARENNBEFNKSENE RS K.

REN L REFEFTEERBEANZEERFENENEE, BREDEN “NF. “—K R “E". BHEIEE
SAEERYMERIEERNETRIENEPRSER.

DEBEFRLZIALEARTFATEN, FEASDHSENRRE BXESER, FE5H oSHE REXE. BFIETHETS
HIER L EE UM EERN LR ERE.,

E2ETE5ELNRE, PHEREIETENNELRR]. EXLENFRES, BBRLE—

KIRERFENEIDENRIE

MR AR FRREENRBRIIEERFEMNEFRFERPAR#TNE, WS EFEREERFSHNE #1T0%.

BN ARIFNRIEE RIFEE

REERFEHBBEURBTEAET, HPEEUTER:

o RATAMMERZAIIE R

o ETMRBETNZIESIHE- “NF. “—R = E

o RESH

o “ME. R M E 2ENHRE
AIANMERT, REEERE “RENZE FIETHF. ERTUERREEMEMIINEHTHF. RETETHFR
HHRIENRHE, B EEESRMNA UEFESHIRE.

ERETHREAGRATRIIEMRNRZME, EJLUA—DHIFHRE, UHRESBEISERMH LB REFEEIRKRN
SR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 161


https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/ux-score.html#how-are-dynamic-thresholds-calculated
https://docs.citrix.com/zh-cn/performance-analytics/insights.html
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/intermediate-drilldown.html#session-logon-duration-subfactors

Citrix Analytics for Performance

IEAMEZU

Citrix Analytics for Performance B9 F RStz ER AT BURRMR, LUEEBERMINBITHIIRIER. It
RAERTIE 30 RRERMILAFET 2.5 HH9EF,.

Delivery Group Time Filter

[l | AlDelveryGroups N/  2hours v

_. Faster Response (Default)
=~ Uses data set sampling to give faster results with less than ~1% deviation.

Higher Precision
ses the complete data set for maximum precision.

Mote: This selection will reset to default on page refresh.

Cancel

P RRESIERIFRNA !

o BIRMMENMIRT: IR ERBIEEFAF RIS HFTA IRV REIEIR. XABT B IE RN EI AR5
ZEHlR L, CHEEREAERANERFR, XEERS “EafE RATURNRFHEENBENZ—
BROENZRINRFEL. KBEBEARFHNERS, ERREEENIRN.

- EERERN IR ERATRIMIESERFHMRER. ERERATTESSBIEFIRNEERERE, EaLUL
R IR A B BT TR R E IR,

HIERFRARENER TR AREGER PRERRNDTHBEBRS TEASE “EROMWE R TIET.

HEERT A
Performance Analytics BOERMEUR T M Stk SEAISHE (Miss. 8. ®MXF Delivery Controller) Uk

EHEIE, FrRIEFMRIFITAMTHR Performance Analytics {2EAEURMN AR S ik = USSR BE B IME X,
BT B TIAE R B T IRG IS s AR BB RIE, WMAIER, flilmaEERE. A8, FH=2. ISP. W
EIEORE, BRIERAMABIRZWESRIRE, XEEMNFAMZIRHENIREXEE,

ISR ERIEHE R StoreFront, HEiFS ERER Citrix Workspace R BEFRAEHTLIR. HEFTH Citrix
Analytics for Performance BY, 2R3 A ERXNAEEELIHETNENERNSIERE, NREERNZ Citrix
Workspace, WiZRE=BEHEAN, FEEER.

BE “THREZ, BER—MESE, EFEE#ARR M RER LIRELEERERR R, EHallEd “iEe
Bt EfRREERR.
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»

Not Categorize

BXEZER, FEREDERSE

o BRARRENNXRBRERZ—E StoreFront R, HIIEHER StoreFront; R BEHIEIETHEREH S
FZE9 URLFINB R, &F StoreFront #iERIEHEHNSUERNE, ZAEES|SE5Em Workspace 7
RiEFHIBWEMER StoreFront 2R, 2& ‘RIERVEBREUE", fTH ‘215 BERSUE, HPa
EHT StoreFront ERBIRFAEFEMHR D IESIEITNRIETIR, WMREEAHZ Citrix Workspace, Mz
[RE=BMMAN, FEEESR.

o HRENFERTFMEBITAZIFHNRERATFAERARAN Citrix Workspace R B2F RAHIERBHH =
E, BE ‘RERDIRREHIE BITHA ‘SE BBMRSUE, EhESHTFIIHANERRMR D HRENNS
EFIR, BXESER, FSE RAE , HPFILE TSN, BIERFEMRANZEHZINEFERN Workspace
N 2R

AP &RSD

September 25, 2023

BRAEARMTA

ARERENAFEERANAREFNKENEINRIERENGESHENE. AP &R (UX) 2BERRAFRENRE,
BFR#ESHEEREX AR RIERENTRERRITEREHN. E—RIEIAN, EASKITAENEFER#TIMML
2, JHED 100 2. Z2HRERFEEANAEFMNKENBSERAENEE R,

MREEFIEMRTRIEEMRIERDEISIBLERNVEN L BRI,
o REERFFEME BFRTRIEBHER,
o RIEMN FAFRTRIEFHIENFESI BB,
o REAUAN REAFSHBUSEEENRINE,

« RERMATHERABIERIENMEHITERNNEMEREEX,
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MRERRE—F D RAFEF/EE, Hl, KIEFRFENEZERATRMIDLENSIMESRITER, F30 GPO. R
EXSIEMECE X INH.
EHENFRAFHELIRE, AIRAFNSEIARS. —K. &

BAR AR BIRIA T LR # TR
o R¥F: APERFH R 71-100
o Q¥ APMEEFSNA41-70
o £ BFRH#REHS N 1-40

SEERNEITERN
HSHENESATHESUEFNREERFENEMNEMLABNREFRFHITEENL. SKIHRABTERITE
RREARPDEAR “hFE". “—R = “E” BEE.
« AFMFRAFHRENTERES I EFNEM E#1TH. MRS ETHRENSMNEF S EEENTE
RITRBERE,
« BERRET A 30 RAWEETRASERKITERN.

« HESTXERRE—R, URRIFEHIEFZL, fINTENNERLEEIMEAR. EMRENRERT
EFNELRIT WK,

Session Responsiveness ™
/770 162
EEESE [ o [ o ][ ][ s ]
| . ] I
G .

FUTBIR, EXREFE “XE@NT NESEEETA:

« HBHNRIE-0—100 =
¢ ATWRIE-101-300 =7
o FERHRIE-KT 300 E)
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ExREEEMNNEBEREERES TG, BRERESRHNSREZHEE,
HSEEANHBRSIENBAND XRRETFEHDTHFR, NFEEATAHERLERENAR, B ERBRE

BN, UEH—DHITHERR.
BRAESSZMAHERN

BRARSHEERB TmLENAEREEMRRSFTEFH.
@ Session 1 @ Session 2 e @ Session N

- : -

:ﬁ" Factor Metrics :ﬁ" Factor Metrics [ :ﬁ" Factor Metrics

'@' Factor Score ‘ ‘ '@' Factor Score ‘ ----------- ‘ '@' Factor Score ‘

Session Experience Session Experience Session Experience

Score 2 Score N

Score 1

User Experience Score

1. BERE:

WNFEIMEE, SERISRE-RIEERFENEMKEMN ZHRREFEF. RIEXLEE, EIHNR
. —RIE
NEERTFEUHSIENEFEFS (B9 100 9).

2. EFHIEIANE:

XERZFZMAFRFENTERETEEMRE. fli, JIERENIERBLOZIMATFIEERIFEHN BT
e Ht, XENEFRBENNE,

3. 2IEFREES:
SIERR D BT E S ZRERATREFENEN SRR S BH IS E,
BTk, BEEATHFPNSIRIENSIERLESHo

4. RIER#:
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ZEIAMRRRTEHBUSIEERNANE, ERENEMETRALS, MARZERN. Eit, =&

RESBREAREABRATETIESHNEM, UEHAF AR (UX) 853,

BRAERDENERET EXBFAARRNETRE #—PRNMRAR GRS BRENBFANERE B THESRE

BAENRERRRFER.

AR &R (UX) B

February 14,2024

AR AREFRE RN T RIS R P AR ER LR E—A AP NEFHFEFRIRLE,

B UXZRIR ERER A5 “—&R" 3 “E” BRARER, T7 “UXER" TH. crUEXEFNFREERE
R AP AREENE, WIEREEENAAATEIETAY. RIEMNEN. ZEMEERNMZEERIFENEIFE
RAENEBRIMIIAITHE. I, ERREMEAFEXERRPNFERSENERNFMERF#THE, B

RN, ERILHE SBOMR A A RRAMERN SR FRE.

N ER AP AR (UX) BRRE

BRNT BZmARAENARER, FRE UXIZRIER EER “RE". “—R =5 “E" L3PsHF.

1. ZFE-TXMER, EZERNNNER, FEFE 21 TAFEEHENER, 39 MTRAFPREATHNGER, 30
THPRNGERE, ETH 30 IAFEIREERFARNERE, FRE “BRAR" EHERPRHEF 30,

T77 oo 3826 ciom By (B | AtoowenGoms | i

800 Total Unique Users 4031 Total Sessions

Qr Insights @
User Experience (UX) @ ==
HDX Sessions

S 777 187 261 228

@, Black hole Machines ®
-0

HHHHH

2. APAFR (UX) BEXREET T3 EF NN REMAE ISR AP AR ENRRRAND .
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Security. Performance Usage User Activity (Preview) Sattings Help Search
FLTERS

Selected users: Site: Al Sites Time Interval: Oct 26, 2021, 09:00 AM to 1113 AMIST (UTC+05:30
User Experience (UX

USER CLASSIFICATION BASED ON FACTORS @

Session

users users 24 ysers users
Responsiveness ® B e ound o tine Not Categorized
. ® More than 187 ms) e
Session Availability user 4 ysers users
o Feurerae o Catgorzed
s ot
Overloaded Machines ®
1 wrcrne users users 1 usen

Session Logon users user 1 usen
Duration ®

UsERs

Not Categorized

Session Resiliency ®

UseRs
Not Categorized

3. EMERERAEFPAFENEFERDIES.

FILTERS

User Experience (UX)

Factors affecting UX

Session Logon Duration
Excellent
Fair
Poor

Session Responsiveness
Excellent
Fair
Poor

Session Availability
Excellent
Fair
Poor

Session Resiliency
Excellent
Fair

Poor

BEFrERP RS EIERRERP AN BBEERD
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4. BPABRERNE EOBOREZETANL. SIERNES. 2FEME. JFERBEMENHENIHFRR
WEENAREHRTTH-—PHE. B (8E>) 8TEFHS, UBEETFINFEFHNELRNAFR DX,
RYRERZ AR ENAR REHITHIF.

5. BAEBFRARDEARSEAFKTINBAYALE. M, BE— 1SS MEREEERA—ESKRE S L8
KRR A P K50,

6. A, BENFEFRINNBAITSRTEFSETEFKENAR . fli, GPO BRENAF BT —EAEER
ENERMGLE, ANBFEREbFERAENGALEIRIFELHE,

7. ERFHFAFRN AR #ITH LR TR AR SR EB AR P AR NMENHETRER.
8. BXRNLAFPNER, BEH RNLEE —Xo

FNEERIIK
REB RSN EZBHRIEFREENNE, ERIEMAF M Citrix Workspace BREFEZIINAREF NS EES

MET LUERNNER, AEBORESEERFENEBEENAR#ITHEL. BEED LN “RFE". “—K H “E B
BRFENERERDSITEN, EXXEERFFENENISRENIEMEE, B8R SEE 9.

Session Logon
Duration

USERS USERS 1 USERS USERS
ogon tim u Not categorized

14 users have high Profile Load readings

Logon Scripts m— 1 1n 4

ADTBLEESRHNARITEREFHEN BBRS BR, EPETMERFRSNKTEEREREESR,

REERPBEHBIDARKRERBHFIFEMNNRIFRR, “SEERFEHNE AURTHES—THRRTRIERD
HERENETMBRNABR DX XEPTHEMRGISENRFERPE,
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Session Logon

5 USERS USERS USERS USERS
Duration . o

14 users have high Profile Load readings

RERSSNFREFREAEXN “RNFE". “—R N “E” XFINAR TR ERLESTUNTEIRSEERIFSIE
ERBFEFREMNER.

fian, R GPO ETrEIGFRALNAFKRERS, BERSATXEAFH GPO g, LABNESRIFELMER
158,

RE—" RO E FIETFIENBEABEFRFUEEFTTANAFR Y. BRREEIS D FERFEREITIFEIRA,

GPO

GPO BEERMENAARBY RAAEENIE. JSBEEEMN LEREHERTAHRKIRER, GPOSHNEA T
Ao

GPO Insights 2 RIFEHEFMEREIEA S ARKLENENE G BiZF. B EENMR, BREEEIE
BYiEl FRERF GPO 8 Insights FIhMEFER#E #5i%. GPO Insights EF3 GPO TR R A EMAF KIENH
#o

Session Logon
Duration ®

USERS

ZRigd B (CSE) RER Fimit By LA RIS iEERE (DLL). A@afiE«kay CSE 2180 GPO $hiThdia), £
1t CSE R IZAIAE A P VB ARIEE R,

CSE 8951 TRYIE BUR TR FABVERBRBOERE M AR, ML THas k4858 CSE R IEndal,

o XHEREEM: CSERITHERRTEEMNXAHRKENE I XARNAE. RAAUEEESAXHXE
ERENAINER. MUXHRHEE, 4852 CSE RITE,

o IXzhERiRGY: BRMAFUSHERDSRF I RFENEMIRSEE, MMEKRITHE, HRIRSS SsUthItIER
BaH.

31 GPO WAEFR, HEMARS SHARKAERER CSE BXREE, thih, ZEEMEAFEEZRE,
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B INE
EEXHMBERERFENERXBNNKRZ — RNERMBAPEEXHFAFNNE, HhaEIMREERT
(NTUser.dat) fEF X, RAEREXHINEEIEETFREEAEE RN EEFL,

REEEIN ENAFRERETREXHREN, REXHAHNEA T,

REXMHMBFH LEFIETTNREXGANNRE, XESHEEXHMBEEKNER. ERTIRAIRTER IR
BEEEXHRMEAR.

Sesspn Logon USERS USERS 171 users USERS
Duration
Logon time Logon time Logon time tegori
(Less than 41.52 sec) (41.52 - 85.43 sec) {More than 85.43 sec)
. Slow running CSEs cause slow GPO execution.
GPOs (Group Policy Objects; - 56 23 2 80
_ Large profile size is linked to slow profile load
Profile Load — 31 28 3 81
1.41 GB 1.41 GB s the average profile size of users with excellent or fair profile load experience. Users with profile size larger than this might
AN e e w e

BE BEXK EEEERFNTIREXSHR)N. PHEEXHXNERIEEIE 30 RNFEEHEAQAFTHEEX
HINBEENAPHNDMAZRANMTESHN, EEXHRIRBENRERT. EEXHERXNNATFFIENARB
MW S IEESIEEIE NG

BE BEDN IEEREXHRNNATFHIENAFTR EMNEERSTEANSE—REMMFITREX A K.
R Facets #—¥imikltidE, UBBEEXHANNNERFFENERENAF.

EFRAFFRERUEEREN MRS, #—PHERRTENRE,
B AR LE LR SRR A PR DD AR R R S
MREEXHFARNNEEHFHEREXFANRTA, WFAEERLE,
o BEREXHFANUEERETEN ERE Citrix Profile Management.
o 1912 RESRAHITENZFEEEXH R/ NNE,

¢ X 30 RNEERFEEXHMBAENARNEEXHFAXNIEERTIHEFIREX G KN MRELR
SHERRARTAIEER, WASREBLE,

s MREEXHRNESHEEXHNHEENER, WESHEEXHNHENBREEXHPEFESMEXHX
A RE SR EE X IMHEE,

RERRIE

MHBPEEXHERAR ‘B RENRIMTRIFFERIE. XBERERIEFREMRPRKIRFEEE,

EEARE

ARTE AR 2 B K EFf RS 8l
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RESALEED

MRSEFERHITEN, WABHEDMWIFTAEE, g ERTFIEEREENITEN.

HDX %

SERR IR B i R BB HAMNEY HDX R 5 2 B P s AYBTiEL,

SR8

SERTIZAZ S IERY B (D I0IEPR A BYRY 8],

ERMZ

XEBEITERMAFREENE, XYARELE T ERMAR, KEEA M,

RIEMN R E
BUSER, EMNERFREERARESNARFIESERENBINRERER. SIEMNEIER ICA FiREE
(ICARTT) k&, ZBYEIRTMAF R TRE 2RERMMLFTESRIETE,

ICARTT (98 5 X2 MRS B iE =it BHMEPRIRBER SMUNRB N BEFFREENE. ICARTT 82—
B, AJLUAKIRAEF 4L,

RBFEEDERN “RE. “—R K “E NRERNHESHSIHTEN. BXSEMNENNDSHRERNFRES, 75
sz SEE 8.

Session 3 USERS

USERS USERS USERS
RESPOHSWEHESS

Round trip time Round trip time Round trip time Not categorized

(Less than 100 ms 100 - 300 ms) (More than 300 ms)

Data Center Latency —_— 0 18 3 4
WAN Latency 0 1 0 4

Host Delay — 0 8 ! N

RIEMMMERADTRTETFRIEN ICARTT BB AFA#HITHI L, REXERFAIRANEFZEFINER. BEH
RIEMNEENNAFEEeERNENSE, MR N RENAAERIEPEIRSS.
AR
2 ICARTT =¥CRENAREFNEE, EBFETFUEERMAH Citrix Gateway kB8, Hit, REHAA
BT ERE A Citrix Gateway EZIINAREFREEN, FEFEA A, BXEA Citrix Analytics for

Performance B2 & Citrix Gateway HWH %, ESRMXEIER. LI, EXNEE LT TREMGE, BXESE
£, 1521 LT IBRHE,
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esh, XEMELRATBFRIN,

« MBRAT NSAP BitEH Bz
« 89 CGP GEBAMXNYN) =i&, MAREMEENRIE.

LAFEE Citrix Gateway ARSEZEY, XLEMSERATA,

‘RIEMRZEESN” RADHRPNTRIFEFEEFHNAFRDE. NTFENFEER, SIEFFHBAKETE
F' R M ET i, WMEREBTANSBARGERENEEFER.

fian, FHIEPOIERIERIRSS AR HRAERS SR IHNEFER R
RE— RO E 7B REMMENERRAREFEFUERTBRAFP K

UTFREEPFRIEMNED, BF, ICARTT NEMNARFRAFEEFENEM, ANESE 4 EZaiHIAT ICARTT
NFEFZANER,

o BIEFPOIER: FREERZM Citrix Gateway FIIRSBIERNEE, REMEIEHOERRTHTRSEN
KEISMISBHIER,

o WAN ER: ItFREZMEMNEIMXBIERNEE, WAN IERRERTHRITENNEEE, YAFEH
B E BB, WAN EREEM.

o ENMER: WFERRGERSF[IZERASRNTER. BERMEEES.OM WAN R ICA RTT & MUK
SR ENERRTENRSSE LFENAREFER.

ARERFRAEAFEZTEIMERNGEEE T TRREME. ErIUERS 4 BERNEH -SRI, XEER
BT RERRSIEE RN, HEEXF. EERINHEREE. EXEERT, ERATEIEM.

BX ICARTT itE8#4M= 2, #H51@ NetScaler Insight Lanfait+& ICARTT,
BxiE5h Citrix Gateway WESEE, BSRMNXIHIER.

=IEA AN

ZEAMRRELAERTEN, ERRAMHNFIEEZREN T RRNIIEER S
REAMAERIRIEIERMEH#ITHE, WA

T BEERET 10%. HENIERBERZERTAF EBAINERH AN BEFHRH.
nF: HWEERH 10-20%

. WEXET 20%. FEREURMENRENAR RTLAEENERRE,
HTFEEBHREZRMAR LENER, AEtXEENBEBFAERRNEERE,
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Session Availability USERS USERS 5 USERS USERS

(Less than 10 I@ (10% - 20%) (More than 20%)

Not categorized

Machine Failure

Client Connection Error
Unavailable Capacity
Confguration Error

License Unavailable

“KIEAEN" FADHRPNITERZB PSR RARME D RHRESER, FRYHAMEREE— SR
P&,

BXERENKIERPTRENRENEZER, B8 Citrix Director MR EFEPEHER
X,

RIS

2iEHMERT Citrix Workspace R AR BEhEFTERUMME ARSI, LNEEEHE, BEmE
REXEREEHERSHEANAT USRI EEEANNABRER, EEMKERTE, HBNRIERERRRA, H
FRLEHbT, FAFRERRE, ERERRERLD,

‘SEAEN F FRREDENEE RRENN, $ER ‘BMEMEE . 3% EHMMKEGEE, UTaME
R R

o RIEFFEMRIIZE Citrix Workspace ARRFRINEEIIHTENNES (BRIMERTA 3 28,
o BPn B EIMEERIRER R = EREITENN 3 B 5 S ZEEM.

NFSMAR, EFMEREIRAEE 15 23l —XEohEMERIIRE. RIE 15 SHhEfRH A2 BN B ER
ERBORE, RESA “RE. —R FHE

Session Resiliency USERS USERS O USERS USERS

Average reconnect rate Average reconnect ra Average reconnect rate Not categorized
(Less than 1 per 15 mins) (1 per 15 mins) (More than 1 per 15 mins)

REE M ARIBEENERRRHITE, WK

tReF: FEFMERSEIERAIRY 15 BRI ASDBER, LB EMER.

NI FEFMEREERAY 15 DHERFRASIHEE, ME—REMER.

£ TEFmERTEERANEY 15 DepialfRh, ASHEEERSBE 1 RU ENERER.

BHITEN

RFRIHAIRERFRIERBK. ERFENEITKURKE, NTISBAFFERE. & HNHTEN BFIUEESH
FIEAERT HE R
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ERERFSAEA, MRTBENFES S o ERMEZGEE0 CPU BEHREFEARISHRERMEZ, MM
SEAPFRARE, WRMANTH.

Overloaded Machines

A 5 MACHINES USERS USERS 1 USER USERS
CPU/Memory usage No sessions Atleast 1 fair session Atleast 1 poor Not Categorized
s at impacted impacted session impacted
RESOURCE NUMBER OF IMPACTED USERS NUMBER OF OVERLOADED MACHINES
CPU Spikes 0 1

High Memory Usage 1 4

P =W

“BHUBENRER" SO M0ERT 2 /08, 12 /0N 1 XEE, %IEE7E 1 A 1 BB R EE A LUHTT
k.

“BHIITEN MO UATHIE:

« CPU SIRERERBEAZMED— 5 BFRAELEXNRESENITENSE.
« BF CPU IR7FE HW IE ARSI MM Z R m69FE - o

- B RERERIBHITENZMAF.

- AF—ELE-NATRERIBHITENRMEAR,
- E-EVE-MREFENAFREBHIT BRI,
- RPL-EFRRTESRIRBHBXNAR.

- BTFRFEIHMEMEETENRFTENSE,
- % CPU BEMSAEERREMNERAENARHE,

BLHBHAPNKERER AR BBRSUE, MEEERERBHAREMNAF.
o BHESHEIHTBEYNSERSEOTEN BBRSAEETHREUERFMEN —ABHITEN, XETHENETDE
FEHHRIR. CPU FHitEM.

UTHSRET T €A “BHITEN RARNVARKERRFTR.
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HE. BAFISIEEMREED “BRITEN AEEETER, TEVNBRSNETAGBEN CPU/ REA |,
LUEB R BRI R, BXEFAER, FEHBRS—XPH EBHITEN .

Mt BN BBRSME#H—TRANEERENITENAIHES, URRFERIHE,

=S by iy

February 6, 2023

taR &R

Citrix Analytics for Performance #R B ER ST ATLLECRN T #RR A2 F A SR Eh s P X SRR 1F BOIR TS

o EEUERENMENIR LEE S S HENRNETIRRNRES.

o BRI UERENERREFRH BN, BAUEMREHERFRE—HORE,
s BRAILBEERENRSEXASRIERFRAARTAFTHNI .

o SR LURIETT BN AT AL REE B — R RN BN E RS,
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XEYIREERBENTEERMHERERRE, WhRRToRMKEIT G, Fit, SRIUEMRMGERER, &K
PREZ MR X B PR (L 1k R B (S A R AN M BE

HEN TR REEXEENSRERFRAFZUTENNGER. EUUEER M HRPHENNSFIR AL, EUE
BLT RN ARSI ENEERE SR AFR DB E R
HENNRERS B SmENEERRNRIE BE—EEH.

HENMEEMEHE XS ZIERERATENIEENER.

TR LA B E X B iE)E T IS S B R E B R T BB B I+ B8,

YNfAT I E) BBt SR Al AR

EEFERIMITHIR:
1. &= Citrix Cloud HEBREHNEEF.
2. 1£ Citrix Analytics BRSSHM |, && B,
3. Citrix Analytics IRSHTHE, BEHMEEETFR.
4. pEHEEREMRTFR,

snfAIfE BB IT HIR

B2 miEH R IR B iE R B E A0 BN AR

EREER, MREEEMEMALNLNER, WeTLEARMIEIZEEIRIRN T BFE I R A R BN
AR, XEEBEBTEIMPEEMIEMRE, UNERF AR, EIRERRERARMEMIIRAERRE
o

HaiitEN AT A

3 =

AR

“HETEAR AN AT TR T

“‘HEntE AN EREHIE 15 SHRTTENNET RN, EUAMNATRAENT, RKEERITENITHRNA
3o

EAR, HENIRMEHTERRRSOTAY, BARSEATEMRR. LESAMTHRENZIFRHRSHE
BEFITENATAM.
RERSTEMTENRS THHENITENE ST, HENBEFRSEEERPERKRDEALARIAHIITEN. £&

HEAUTEOSTA T B 8BRS E. AETIE T A TRHRERSHHENUREE 15 2HRs et BINESF
AE=.
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Users Infrastructure Alert Policies

Time Filter Delivery Group

2hours 4 All Delivery Groups ~ \//
Current Machine Availability (Preview) ®

Available Unavailable

64.93% 35.07%

® Ready for Use Active # Maintenance ® Failed Unregisterec
Last k hi
sae e 26.03% v 3.29% 0%
Number of machines 95 142 12 0 116

Last update: May 30th, 2022, 12:10 PM IST (UTC+05:30) &=

Data interval: 15 minutes

ARATEN: BRUEEIE 15 2HRTEE LR AAFTANTENNE S, JRHHEN & FUTRKE:

o AR (BRENSSIETEN) . XEHBENREEDSE. TBENLFERRS.

o AR (BRENSZRIE) . AIKET, HENELE-NESDRE. TEELATENRSHESERERAITE
M LB =iE. EEERERANENL, ALRETBENSERSHISE. ETBENSELRERER
B ERTFERR T B,

FEIARITEN: EEUEEEEMESMZMAFIE 15 HHRTTHANITENRSHNE S G UERIES®
MUBENFRFEITENFAER, FRIANTEN & FUTKRE:

o KM HENREELCHRSPEM.
o KW HEHNEZEB.

o 5P HBENL TR, TAFIER. XEHBENEEIMABETIVIREG, MELTHIPRS. KEMB
RS AR EREIITEN.

‘BEHEN BRITENAEMRSIE, HhERTHRFHNMEITEN. BXEFEAEER, F5H itENNEE
o

HENTRAMMSIET B EESE
AE:
HENTRAMEEAML F TR T

HEN R EES ETRAMERRRLHIITENNRESRS. BRSHBEIRS, WRZINFEE “E&EHR". 98
BT MR CROEMT MR PBIRAFIIRTS.
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Machine Availability Trends (Preview) @

Session Availability Trends @ Failad Sessions

TR LINER LR ESB I E T HE, UETEN RS MEFEELTRHERSHITENNIFAES. £ “REFF
B #BHH, ELUMFmERERRSHEIR M. "KW M “REST FHETER.

— P BM—FEEELL 6 NIERIELT], SR LUEANESMEEE 3-7T eEEARA— AN ENNSERTBLE
Ho

BRI SAEERR T BN AT AMES. XEPTEREEEAERTRITENNRER, UEEHTENIASESES
BISIAZEREIFr R RIET 8 &Ro
TRILMERITENMAIETAMES LR TRERE T BRI ENS KM SIEZERXE.

M BEAETHERR: BTUTRE, REMMNZESRETEN AT AER:

« IHENFES Delivery Controller i@z,

s ZEBRSEERIFEZIERIIBERIL,

o SBUTENREZRIEERIERIMNERD,

« &N A Delivery Controller Eatd & £ 18T,

o HENERREERDIRIE,

+ Delivery Controller Bt B#AFER AR RLHF WERE, BItENEHELIZIER,

« ERIEREENEAE, Delivery Controller RamitENREFIFENEELIE, FINRKRENRIEES.
o BB MZFEAPRIER,

o FHENERER

o HENAFRETANEIRRS.
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o HENBIIREIER,
o HENFEEEEH®B Cloud Connector 5 Delivery Controller ;.
o IHENBEXATX,

HENIERE

HE YttEE BRETETARMITENS BER.

Machine Performance @

st

ESMNERTERIFRERKITEN. EUBEREATITEEFRS OFMENER. MRMRMANS. M
%) LA FRIARSHIHHENHSE.

ZEETREEEFSENEBRRESRLHFHNHENANS. PRRAH. BEGREEFTELIEELERETAITE
MENFARTS, Er] LS —REERTENZENAED FES,
HENNAHTEERIRERANENRIINEARE, AINxETH. CPUNMELEMEBARSIFHENESZHE.

RIBHEITHIERS], ERIUTERT Windows Server #ER AT ENMRS B2 BB A HER, EXFHAES,
BEN NEEERRIEE,

HENAHDLNT:

I

o SO AT 70%

FhH: AHE30%E 70%2Z(E

B B

RfAf: AFNTF 30%

BXUFHTEAHITEBELRNER, FERAMIRROXE CTX202150,

EERLIHER

December 7, 2023
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ERBAITER" TURMEE 24 )\HAREEES LR RERBEINGEHE, LEEAHBEERGERS L
BE CPU. AEHHREARIENELS 2IEHEN 2IEE AIAIREXE.

ZOEET T EEMNBEFIKERERMEZRZIMNX PoP it BRHNGSIER, ILERIEPEEENEER
IERIMX PoP, LISSHIREZRIEAKL,

AE:
EEBSKIHEERENERTERA Rendezvous thiiEENSIE, X2F K Rendezvous hi¥ s it E M LS
Citrix Cloud Connector, HiZ%ZaiiE#ES Citrix Cloud =48I @E,. BXFHAEE, 5219 Rendezvous
TJJ‘-BXO

e “EEBRRITERT 1T

£ |IE B “BRST MERREERSER R,

fER “ERESKITER" ;W

“GEEBRAIHER EEMEGRETEESEZR (BE. CPUNRE) NERBRFIHES. XBBTRHERRAR
NERERSSERMRENRIEIERER E XERERK,

MERZZREIMX POP FYERER] BN EEFRMEERILFMX PoP, LISSHI&RESIERL,
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https://docs.citrix.com/zh-cn/citrix-daas/hdx-transport/rendezvous-protocol.html
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“ Connector (Gateway Service): SINPXCCENG002 ® Prev 24 Hrs

ay 18th, 2023, 03:08 PM to May 19th, 2023, 03:08 PM IST (UTC+05:30) Choose date and time from May 6th, 2023, 03:09 PM to May 19th, 2023, 03:09 PM IST (UTC+05:30)

eters: | 3 Selected v

Connector -Gateway PoP Latency

Select Gateway PoP :

702.58 ms

P

RINERT, “EEBRmHER" NEEREE 24 /\NHHIE, B2, &I 14 XNEIERTA. BEEFRER 24 /)66
B, BERBR. HERETNEERIEIF IR 24 /BB R,

EEZaRERE

LB BRE NERSBRRERBERNXESH, TN “CPU”. “BE” M “NE PEEERTNESH.

* 1542 CPU g 5k~ CPU FIAZEBE CPU HE 80% H#54: 5 S e EKBTIEIRIR K,
s NFIEE RTEE 24 /NANRARZERES,
o FERFE BRTRFHEEET 80% MMFREHIFS 5 HHEEKMERE.

EZBRHENS MEMIIBER LRI 5 2 ANESH R 24 NERATAR, hERSFEEEEARENEERX
KEsiBk MM H T ERSR AT S M SBHVER M ELZ KAE-,

EER MBS EHNRIAN 4 NEEOLEN, BEEFS5 24 /MTEEREAEME OWRAEKIE, BEMEEISAT
EFEFEMBESEE. ERUTE 6 /NEEOPRASSE ), UEESFMERESEERYNIEHS,

HER

EE2s-MX PoP IEIRZFRR /BN A2 F MK EIFEFRFMEM X PoP itBM &R IERHNTFHE,

SRV

EEBRAIHER” NENATEREESR LNSHEREERESSERIERBMSEER,
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£ “FARAR EHR e

RIEMVARERNZ1E.

Session Responsiveness (@)

HDX Sessions

117

Active Sessions

In last 2 hours:
31.62%

Excellent Sessions

10.26%

Fair Sessions

® Poor Sessions

7th, 2023, 03:49 PM IST (UTC+05:30

IR ETRSEEBRSIE, EFEERIEMNENRENZIENFAEE.

niry  EndpontCity  Endpoint0S  Gatoway

Connsctor

oge o 20 v

TR LUER Connect or iXMERAREIERS ZEMNENRENZIENDHIE L. BE NSRS s, B
EREERRT M MX-ERR VIRMEENRES, SEERSSEREIUITH “EESAIHER" NE.

< Connector (Gateway Service): ra-prod0-cc-2 ©®
May 18th, 2023, 02:59 PM to May 19th, 2023, 02:59 PM IST (UTC+05:30)

Connector Performance
0
Sustained High Bandwidth

0
Sustained CPU Spikes

Sustained Memory Spikes

Latency

Connector -Gateway PoP Latency

Select Gateway PoP

az-asia-hk v

658.31 ms

Latency (P95)

Time Range: 19/05/2023 531 am t0 19/05/2023 1131 am

< Prev24 Hrs
Choose date and time from May 6th, 2023, 03:29 PM to May 19th, 2023, 03:29 PM IST
(UTC+05:30)

Fetch latest data

May 19, 2023 2:59 PM

Parameters: | 3 Selected v

EREBBFIRBERR LR EFERSNRAE, H TR

ENEE RSB ERERE,
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HERET-R RAYEZES-PX POP MER(E R RN EMN AEFMKEFRFENEEMX PoP it BN & MIERNFIIE,
S S AT A B SR BERIEMIMX PoP, USSM&RERIERKL,

EFAER

December 7, 2023

‘SEFARL NERETESIENEEEENEAE. SETRIERSNEN2ERIEFAESMRMIIEELE
NEER. METEERERER, HI90 ICARTT. SiEEMERE. HEEN. NEERNERMEET. XERF5ik
ENBRNRIEDB—REH, “REFAER" BB TREATATREMMEER ICARTT MZ1E0 BRI,

&
o BEEETEAT Windows # Citrix Workspace NBEFRRZ 7 2108 X ESRAM G =T BEEFiH
RIS ER.
o« 1&ZEE1£ Citrix DaaS LizfT Citrix Virtual Apps and Desktops 7 2112 S E SR ENABEEE
5 58 A B AR FE AT
o ERFUEITENL LR VDA Analytics #UBINEESRERISBE R “AWF”, ZAREERIRSKESITENMEXHN

EREHEAT, BIMIHBRMIERAIHER. BXEZER, BEABT D MRSEHRIERE,

e “EFAER A

M “SiE B “BBIRST MERSEE NERIE R, T ‘SEFAEET THE.

DATA Export to GV format | Acd or Remove Columns | (_Sort By

Remote PC-Miami Mar5, 2021.2139IST(UT..  ENG

CVAICVA CORE Nov16.2023,0922IST(U..  CITRITEVFTLPAMOCOCCZ05  Margate FTLPXCCO03 192168790 fielcmac

fER “REFMERE" ;W

REFAGEENEEEME LETRENSIHEE, H10 ICARTT. SIEEMEE. MEER. #5bE=MEIET.
ER B TRIE S XERRXEER,
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“ Session Details ©
User : ben

seconds 313ms  Delivery Group: Remote PC-London  Site: cloudxdsite  Machine:

283 ms
ICARTT (Avg)

Session Reconnects

‘RIEAIHER” NEETRIERFEIENGE 72 /)RR,

SIESBMEMSIEMENE FETEREET BN SRR K, XMWERERESAESIESEHNE XGRS E
HBRTRIFERE, RIEMTEENFENEEREMEERNTRERTH,

=GR

KEZERMETOTF:

« P&

o RERE

o RIEFFERATE]
o BERIFEETE]
o fI4H

o A
s BHRIENITEN. RETENSTERATEEENNITENSAITHERITH.
. ISP

o ImREHDERE (F19)
o ImRIE

=EMERE

TEX A BRI RIE R R RSN T .

o EHRFESEK. ICARTT NEENSFEREENE
o RERFEMEINBEDE, EPIIESHRE. ICARTT RSNEMERERRS
o RENWE. ICARTT SHEMERERSHILGIER (F5atiEn 15 25)
o REDM. ICARTT MISEEFERNTIET BN IEFEMEINLL 5 DHhELH,
EXRXAHERENE, URTEMEAFHIRR. EAIUMZES . ICARTT ISEEMERTEREE TSR
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EF (Fashk)

FEDER T HMEMRENHRE. NEERNERELERMHNEE. FIHTREER,. WHEEEFE. R
. WATEEE. WiFi F58RE. fARREHENRREHELENTHE, XEEFRMRTEN, FREME
A EREE,

6061 KBos

EIRRERIERENBERL 15 DR ELTIN. SRALEREEATHRINSH. XEERXABHGOHED, MUK
BRFERF. HIFERE.

FREEEELEFINRIAN 4/ NHED. EEIERENERNEESEAEMEOXNMKE, S ESMEF TR
HtEFESEE, &aLTE 6 NI EORRARGE ), UEESPMENESEEEXY NS,

. WEERURGEAELEBIEAESETOMEZINSHMEBEXNRIELE. EABTHERREIMIIEE
EF:NESHAPSE

S35

‘SEFAER METRTWHURSHSIELEFTENRERRHITHEL. SMENKRNBRINSIEEXNAEFAE
BEAI LR S E P E,

1. &AM “BRERE” ZHIRE “SIEMNT BoPH “RERE KSR

2. IR ERIEEPRSOE, EFEEXEMNENRENZIENFAEE.

3. & “RIEMIEESN FABERENRER. EERFHEMENMEH. ZEESTTETRHFEEERBER. W
IR ICARTT MEIERHIE .

AEREUES, RAMESIBETUBEESRIEEXBAERET. LAFIHTHE. ERMA T R ELEET.
BERRSBLITHRIRIDFAEEME. DHPARHNEERANAE, UHESHIIEERRAENER.
ERAERRHEFESRIERL N ENE R,

BRILK S ELEERSEAEREEMNTERE#TILR, UREAF RS AT HDX @B INETHEE:
SRNAER, NTISBSIERER E

8. ERILIAE WiFi 5532E TREDESHRENRIERR,

N o o ok

B

R
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HENSET

February 14,2024

HENSIHE S ERME X 24 /NERMET BN LR REENIEERNeEAE, LESTENEERRS
CPU INEREARSHENAEFMNREFRERAE T BEINSIERENGIEEXEK, SERAUEESHESHERER
B2, HRFBHBIRSHREILMNE, MBI TFHIFRHIHENNEESHHTIAMTIR, HFRIMEIMME
B'To

BEENSIHE B DUE

Mt EHE B BIBRSS RE 8 T it B & MRk,

Filters

Machines X Last 1 Month Search
Site Name

Delivery Group

Machine OS Type
Export to CSV format

STATUS

ERITENSIHEENE
HEHNSIHESNEER—MERERTENNSIETEAITHER. EAEBEEMTOMTENRRREERRN, H7
Rt BN ERRE S A RER R AR,

AINMERT, HENSEIHEEREE TS X 24 /NHESIE. B2, &if 14 XOBIERTR. 2EETEN 24 /)\HE,
BEEABR. BETBEEFNNERRIE 24 /\FRIEIE.
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“ Machine ®
DecTith, 2023, 0257 PM to Dec 12th, 2023, 0257 PM ST 0258 PM to Dec 12th, 2023, 0258 PMIST (UTC+05:30)
D hours 18 Delivery Group: Remote PC-Miami LABS  Site: os: 11 0S Type: Single-session D 080088 Hypervisor N Catal
Machine Performance EPe T EEEE———
Perameters: | 2 Selected v
0
cp  Momory Tirssiods 80% |
o
o
Sessions P
ers: | 2 Selected v
9
0
L,
.
L) %
HENEGE

RERXBIHBENEML.

o BTRITENMRAE, R BERKXE. BIERSA. VDA RRA. EHWERRER. BRMMACLE,
o ENREETRITENESE 24 /MERLF Unregistered. Failed 3 Powered of f RSB E
B (UBHREB),

HENIEREES T

B ERE GBI RERI X BT,

+ CPU I#fE RT3 & 24 /MR BENHRK CPU FIAZXK,

¥4 CPU £ Rz CPU FIAZEE CPU H1E 80% Hi%4: 5 ¢k F KATIE AR EL.

o NEFEE RTEE 24 /NIRNRAREFHES,

RBEREFE ERTAFEREET 80% NRFEEHF4EE 5 2 E K EHIR K.

o TE 24 /NARIA 4 /NEOY HEHIEEERED BRT MU 5 2 ELHR CPU FIBXRMREEER .

o BE 24 /NIRITEN ERERNRIERK,

o REKWHEE BRI A 24 /NEIREGA 4 /BB HIR RIER KT

o BEHAEHNRIEHRRRIE 24 /NEREHTEN LBINRAHZRIEH.

o [ESHRTEEERERATEN LA FEDRESNFELSH. BF “ESH BFHITAEEHIE,
HPZBTHEEHNSIEES, UM ‘SEFAER" REE—PRNARMIEERIEET.
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o APZIELREES ERETRIEFENZIED RN “NHE". “—& = “E", TdE 24 /NHHEIA 4 NESETER
NP
BAILBEERERMEE. BRPETIERBNFHEURDENZIETEY, UWEEEPHRBEFEERE.

‘FENFIHER" B—1MEE10E, BR7THENEESIHTENMITEN LIETHRIERXR—BFAFEHNAEITENE
K$E1To

RFHERZHRIE

g Process (#18) MEIM-RAIEEFMAN BRI EN LIZITHE R HFEEHE, Z4FM Citrix Studio BRA#
ZEREE A BEEBILER. WWIEEER T M4t R LS RIEM B SERERAITEN.

TRAILLEREBRRIE CPU FIBX 5l A HEFAHTHIR #HIZ,

“« Machine: ® Actions v | <
ct 10th, 2022, 04:01 PM to Oct 11th, 2022, 04:01 PM IST (UTC+05:30) .

clober 11, 2022 401
te and time from Sep 26th, 2022, 04:01 PM to Oct 11th, 2022, 04:01 PM IST (UTC+05:30)

Downtime: Osecs  Delivery Group: TSVDAEU-STCL1 ~ Site: cloudxdsite  OS: Windows2022 0S Type: Multi-session VDA Version: N/A

Machine Performance

neters: | 2 Selected v

ource Consumption (Max. 10) Rank processes by: @ CPU Utilza
No processes caused Sustained CPU Spikes

-

)

RZET 10 P ROERRRNHE, HiERT CPU INFEER DL, XEHESSHREN CPU REFERE, R
MR EN ENEHRRERE. BMEEFMEREIRARAREFS CPU I#E, URERRREHERSHHE,
XEEREHIEDEENERALE CPU RAXIAFERRE L. XEPTHEENZREASIHEN LNXERE
KEREEH,

IR MER F AL R EHNS2IFRERAIT BNMNE ST RIERFITEN. HIHEEEREM Citrix Studio
B HIZIERRS, BINER TR, EXRMEAEZ 887 Performance Analytics REFITE LET
NpEiZEN
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Create Policy

o Select Settings Select Settings
2 Assign Policy To ‘ (All Versions) e ‘ | All Settings W process %
3  Summary Settings 0 selected (] View selected only

* Enable monitoring of application failures
Computer setting-Virtual Delivery Agent Settings\Monitoring Select
Not Configured (Default: Application faults only)

 Enable process monitoring
Computer setting -Virtual Delivery Agent Settings\Monitoring Select
Not Configured (Default: Prohibited)

» Enable Profile management
Computer setting -Profile Management\Basic settings Select
Not Configured (Default: Disabled)

»  Excluded groups
Computer setting -Profile Management\Basic settings Select

Mk Mo dirm end IMefn e Minakladl
m Cancel

BXBFEAEER, BERALIERLZE,
AR
o XfFAMIES, iFiEfT Citrix Virtual Apps and Desktops k7 2203 K& SR+ E o
o BIE{RIE Citrix Analytics for Performance shE BimizskiE, (NEZEM A @ Director /B RmIEER
B, BXEFEBEARM Director WRREEUBNMARFREHENESER, BSRRERIE.
I T PowerShell cmdlet SRz 4253R80 71,

o (WAIFERIEEIERA Citrix Analytics for Performance MA@ Director (H#7%)
Set-MonitorConfiguration SendProcessDataToCASAndSkipDatabase
$true

o ERIEEIBEERE Citrix Analytics for Performance, XA Director,

Set-MonitorConfiguration -SendProcessDataToCASAndDatabase
$true

HENRESH I

‘UENAIHER” TARTE2EXTENRSHER, “RE EMFETE A 24 /NERITENRSRESNITENS)
RIEFHBTEIR. LEERA 15 9% WM TNHERITENNERSHATIIRFTR, HBEMENMER
To
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Machine State Timeline

Aggregated State @
e o 0o 00 0 0 0 o
26.04%

® Ready for Use Active

0% ®

@ Maintenance Unregistered Click on an Aggregate State data-point to see how it was calculated
0%

o Failed

Power Category

100%
@ Powere: d On Powere d Off
0% 0% ® ©6 06 06 0 0 0 0 0 06 0 06 O 0 0 0 0 0 0 0 0 0 O o
@ Transi tion @ Suspended
0%
Not Supported ® Error

Time Range: 23/08/2022 4:20 pm to 23/08/202210:20pm  (3) 1} 06PM i} Wed 08/24 06 AM @

B "RENT BIERMERETESR. WK ERTEIRSHNAEIPERNSMENAS, XEEE T AH
RS, XEMTEATENFRESHENEY, KERENTHERERE BT EE B,
REARREE “BREN SER LAEEHENMLNERERRS.

BB FAA=

BHEI SATE A BIA 4 /DEE OLH T U TER:

o BT RE W CERET OETRTR, RASSFENNARIETEES
o YT R &WRFE, RASLFIHTENRESRSES,

XEPTFAETHRES, AERRRIRBNNETEE. BEEEFS5 24 /\WEEREMEMEOXNKRE, 5
B S HIERE M EEE, SR 2-8 /NEHEOPRAHLE ), UEESFENESEEYNAEHS.

fERIRAA

o HENENIE iR SBUT BN B ARSI I,

« INRAH Virtual Apps and Desktops ¥+ B EE S N#E S Porformance Analytics Z BB 7N
FHENERF, WIHENNRERFEESTRITEE HENSAI NEPRM. (FRABRRSZE, BEMAL
SERBITENRNETENB R,

« 7 Virtual Apps and Desktops 3B Bit BH 4t s B R E RN Performance Analytics 24 /h\BY /5
(&%) TH.
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o HENMREBRBETENLT Unregistered. Failed. Powered off RSB MZFAFMIERE
RENBRRTH. SiHERGERTIHEN A AREER.

o ZWMETBENRLTF Active g Ready for Use REMER, EE “RE EMFHEE “HENRE
RE” BEELE.,

« Machine:

P < Prev2atis
Sep 23rd, 2020, 12:23 PM to Sep 24th, 2020, 12:23 PM IST (UTC+05:30) 2020, 1223 PM 10 52p 241, 2020,

HENSIHE S REREE B

HENSITHEERERE T 2EARRTENSENER.
IEFANM AP ERIEFIRF 16 aV SR IR T AR AT E R A%,
B AREGR LR REREHR T SBESL = RHAB S RIIERKHI BRI ENTIXR,

O- Insights ® »

“ Back to Insights Summary

‘@o Black hole Machines (@)

Affect Session Availability

91 failures caused by 4 machines

Recommended Steps

1. Check RDS license on the machine.
2. Put the machine in maintenance mode.

3. Reboot the machine.

Learn more l

BERATENEEFRIAETHENNERSAE. LABIIETS5RFATEVEXNFIERER, FIEEIE.
&8 CPU MIRERF.
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Settings Search

Security Performance

Filters
Machines x Last 1 Month Search
Site Name

Delivery Group

Machine OS Type

Export to CSV format
DATA

Machine OS Type : Single-session Avg Memory Consumption : 44.91%

Downtime : 15 days 8 hrs Peak Memory Consumption : 97.14%

Latest Consecutive Failures : 0

BN BRI UEFEEHENSMUSTHENSIHEE RE. EREERER—NEEERAH T E.
RIEERENMHER RS, ETUEALESIRSERMINARERER, HRNTBRREREHEARKREERE
REME,

« Machine ©] Prev24Hrs | Decomber12,2023257PM | Next24H
Dec ith, 2023, 0257 PM to Dec 12th, 2023, 02.57 PMIST (UTC+05:30) Choose date and time from Nov 20th, 2023, 0258 PM to Dec 12th, 2023, 0258 PM IST (UTC+05:30)

Downtime: 14 hours 18 minutes  Delivery Group: Remote PC-MiamiLABs ~ Site: cloudxdsite OS: Windows Tl 0SType: Single-session VDA Version: 23080088  Hypervisor Name: N/A  Catalog Name: Remote PC-Miami LABs  Provisioning Type: Manual

Machine Performance
parameters: | 2 Selected v

19% 0
CPU Peak Sustained CPU Spikes [ceuT I

© CPU Utzston

66% 0
Memory Peak Sustained Memory Spikes

ey Consumption

Processes  States

Parameters: | 2 Selected %

0
Session Failures

@ SeionFaires o

Peak Concurrent Active Sessions Total Sessions

oA A zou 8 @

Time Range: 121272023 1255 o 0 121272023 255 e
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HENIRENE S1R(F

= | cilnX | Analytics a @
Security Performance Settings Help Search
“ Machine: ®

May 18th, 2021, 01:18 PM to May 19th, 2021, 01:18 PM IST (U™ "~~~

Actions

Downtime: Osecs  Delivery Group: mes6  Site: cloudxdsite | _

Machine Performance

O
CPU Peak Sustained CPU
63% 0
Memory Peak Sustained Mer
Spikes ance Off
User Session Performance
0
@ Session:
0
os
.

THEHURE

HENRETE= LM Citrix DaaS (LUEI#FA Citrix Virtual Apps and Desktops ARSS) s R EREE BN

EER. BAR2EERBIIIRNERER AU EN EHRITUTRE:

o FTFEPIRT
o RHAHIFIET
o ERIEMN

o BEhtE

o XHEITE

o BHERITEN
o SRHIXFITEN

=z

AR

T HURIE ETFIE T ENEA L. B2, ENERT MCS stEFEEENITEN.
WFAME R EIEENTTEN, BERITEN 815

HENURENHEEAG B URFEB T RRERN AP R
MR BENEREFERREMREEE, WAILTEHEYBBRSE T T R8I R.

HENBPRSNEZST—ENERNNRERS. NFEEREM CPU BE, GRIURZREMTENUEITENSIT

ERNETEERRSREARLZEHXEK. XBEAHT —MrfREEE,
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Security Performance User Activity (Preview) Settings Help Search

Machine Performance * _ . T e— ——

8:55 AM - 9:00 AM

95.57%

CPU Utilization

CPU Utilization Memory Consumption

Memory Consumption

User Session Performance 8:45 AM - 9:00 AM

O Session Failures

Session Failures Total Sessions 1
. ¢ categorizad

®s

Sessions with Fair UX

FRT2EER, EALETENETEPRS, UERBAWTEITEN EHTERHRIE. AE, EAUENB
HENERITE S ERRRIE R RATF.

ERILE “HENFAIHEE" MERRITAEXERE, MARSME Web Studio 3¢ Citrix Director,

ER1RMF

EABRERDTE “HENLIHER" MERRE—RIITENIRE.

= | Cilnx | Analytics a @ v
Security Performance Settings Help Search
“ Machine: ® < Prev2atrs | Next24Hrs >
May 18th, 2021, 0118 PM to May 19th, 2021, 01:18 PM IST (U™~~~ i 2021 0118 BN to My 201, 2021 0118 P 15T
Actions
node
Downtime: 0secs  Delivery Group: mcs6  Site: cloudxdsite
ance mode
Machine Performance

ERAILMER U TR E61FFTIZ—

o HIPFR > RIXHEE > > ENEE) > > gHipXE
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BHBHNBE “THER 8
EMERITENNAERFRAEERESER.
F15 30 NEVBNHERFE AP EH
BEHRBIITEN.

Rt BB EXALF RN

ok wbn =

o HHPFTR > RIXHE > X > BEIER » 4iPXH

BHBNBE THER 8o
mMERHTENNMERRAXERESES.
EF7 30 D HBNRFHFPIE R EHE.
SEHIERITEN.

Rt BB EXHALEF RN

ok wn =

RN NP ENESAREETRE BIF #ETH.

= | CilnX | Analytics a @ v
Security Performance Setting: Hels Search

“« Machine: ® Actions ™ tay 18,2021 118 PM < Prevoatirs | Next24Hrs >
May 18th, 2021, 0T:18 PM to May 19th, 2021, 0T:18 PM IST (UTC+05:30 118 PVt 200 2 s

Lest Action Status: v/

Restart successful

Downtime: Osecs  Delivery Group: mcs6  Site: cloudxdsite  OS: Windows 2019 OS Type: Multi-session

Machine Performance

User Session Performance

0

WEM ES5ETIRR0E

ZA L& Performance Analytics 3+ & #1417 WEM IEBTIR R E, Workspace Environment Management
(WEM) 2—#BFIFEEETR, AEBRAREULIRERF &R,
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“« Machine: CVAD-10071 ©®
et 5t

Machine Performance

v

% WEM 155 -> BT E 125, IHR(EE1T WEM Cloud iE1TR R I LUFRENE X i+ B AT B IEM1E B,
LtbInBEBBIF7E Performance Analytics FRIMMRRITENEE. EZ RIS EHNE LitENiRE,

£ WEM ZiEfTIRREREN SRS, WEARINETE, BETERRSNTEE, REIEEEITA—DIFEER
&, Hbha g WEM Cloud TR ERER, Performance Analytics T2 it 7 hig & X it R AT sERENA
181,
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WEM Health Check Report it

Jul 18th, 2022, 07:21 PM IST (UTC+05:30)

Details Raw Data

Machine Nama
CVAD-100261

Machine Type

WO

Extandad Data

1S5UE FIx

@ VDA software installation status
The Wirlual Delivery Agent soltware installaton on the Tollowing maching|=) i@ nol Tunclomng cormectly. This igsue can
o if tha saftwars was not installad carractly or does not suppart tha currant OS varsion an tha maching. **Ws varifiad:*
-*[Passed)™ The VDA installation image path exists.-*[Pass=d]™ The VDA installation key registry exists

@ VDA demain membership vertieation
The domiain membership of the followng VI(s) cannot be confirmed: This issue can ocour i * The VI did not jain the
domain correctly. * DMS name resalution might not be working. * The domain controllar can't ba reached. * Thare is no trust
relationship betwesan the VDA and the domain controlies. ™ & restart iz required for the VDA due ta Windows Update.
=l >The VDA must be joired successful he damain so the VDA can register with the Site. If the VDA car’t register with
the Site. usars cannot accass the applications snd dasktops that the VDA hosts. **We varifiad:** - **[Passed]"* The Local
DNS name has been sat. -~ [Pazzad]™ The Camputer Domain and Role hes been sat.

() VDA communication ports availability
TGP port 80 is unavailabla and in by QezupyProcasses. This port is raquired for BrokerAgant axa. |f this port is blockad
orinuse by another application, the VDA cannat register with the Site. If this heppens, users might not be abls to log on
and access their applicabons and desklops

@ Citrix Desktop Service status
The Citrix Dasktop service is not running. progerly installed. ragistared on the maching, or the sardice permissions might
not be set correctly. Thes swe can occur if the service is not started or the system Event Log has traces of sefvice related
ies. |f the Citrix Desktop Se % ned prasent ar running. the VDA can’t register with the Site, preventing u from
sccassing their applications end deskiops. **We verified:*- " [Passed]" All VDA services ara running. - **[Passed]™ The
Event Log doesn't contains effors of Warmings.

& Windows Firewall configuration
Part BlockParts blacked by firewsll The follawing Windows Firewall rulas ara not anablad an the VDA: * Inbound agant
connections on TCP port 80 Outbound Broker connectons on TCP port 80 idefault) <br

Ta rasolve this issua. see [CTXZETIHA]

% VDA communication slaius with Delivery Controllers
ihttpa:tsupportotriccomdarticle/ CTX227388)

Tha fallowing WD (5] can't communicata with the Dalreary Controllers in tha Site: This issus can o
network issues preventing communication between the VDA and Delivery Controllers. * The VDA or Delivary Controllers
have incoffect DNS settings " Actve Directorny OU-based dizcovery of Delvery Coni &g 18 ned configured cormactly. ™
Delivery Cantrollar hest names in the ListOfDDCs de not resalva carrectly * Delivery Cantraller hast namas in the
List0OfDDC s and the Windows Hosts file are incorrect or mizspalled. * The Delivery Controliers ara not reachables on
configured porta. <br=The VDA must be able 1o communicate with the Delivery Controllers se the VDA can regrster with the
Site. I the VDA can’t register with the Site, users can't the applications and desktops that the VDA hasts. *We
varifiast** - **[Pazzad]* DOC connact

AR

cour it * There are

W FHE WEM T2ih i RMERNZEER, WEM E53EEA.

BX WEM ESETRRNENEZER, B2 Workspace Environment Management Sti4ehpIpI 2 {F

%_Yo

N/A 5k 53 4647

June 18,2024

‘AREREFER" M ‘UXER TEAUEAPHRIEREEERZRRFERTEINE. ATHRENE,
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s, UX REMBBRSTUABARBEN N/A KR, RBESITERTH, RBEGFAEATRELER.

REXMIERNRERE AT ER = mAV YR A MAERERE, 1, AFRENLERMSKIMXER, FATRTENXLE
BE#THHE.

BRMZERDENRE

Setting; Help Search
Users  Infrastructure  Alert Policies
103 Delivery Group
oo o All Delivery Groups N/ 2hours v
196 Total Unique Users v/ 218 Total Sessions
O Insights © »
User Experience (UX) ® 1 2
HDX Sessions
G Blzck hole Machines ®
N@  atect session Availabilty
Inlast 2 hours 103 N1 Nt 8 2 7 failures caused by 1 machine
Total users 24279 16.5% 777 51.46%
Users with Exce Users with Fair UX Users with Poor UX | Not Categorized
@  NoZombie Sessions were detected. @
U o)
a n l &) NoCommunication Errors were detected
u
-
o ® s

B& “APARMSIERNEN" BEF KoK KNTHNTRESHEE, UEFREAPNSERNILNTE

Users Not Categorized

Users were not categorized due to one or more of the following reasons:

REASOMN ACTION

EUEM service not active Check service status 3
Unsupported CWA version Check CWA version (3
Unsupported VDA version Check VDA version 3
UPM service not active Check service status 7

For more information on other reasons, click Learn more.

« EUEM REFRECE: SM%EHIETT Citrix EUEM BRS 7 8E3R 18 UX DEUHEITARF 935 FEEN EUEM AR
SRR ERS RS FEZEERA S Citrix EUEM #0 Citrix Profile Management [RE10EED. ©8E
PowerShell f£58, &&LUEITXLERRIRGINAEFMNREIFEFRFRIETT Citrix EUEM BRRSHIIHE .
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o UPM BREFRBE: MR EFHiETT Citrix Profile Management BRS3, UX S#kA a1, AR %A ME
Mo FECER UPM BRS M ERRS KA sEREIE M A a4 =iy Citrix EUEM #0 Citrix Profile Management
k5105, ©EBE PowerShell 853, ZrLUETTXLEAERIAZIE AR FMKEFREFFRIETT Citrix
Performance Management BREHIITE .

o A%#5H CWA h4s: &F CWA fRZA [ Citrix Workspace MEREF A% , HPFIH T Citrix
Analytics for Performance 1h&EFrREIRAR Citrix Workspace R FA2FEhR Ao

o AX#5M VDA fR7: =& VDA kA iiizi5@ Citrix VDA FrA %1%, HeF)d T Citrix Analytics for
Performance hEEEREIT BN LiEfTHRE Citrix Virtual Apps and Desktops ks,

£ “RIEANAES BHEP, BEREN ROEX K THTRESHHERMER, W0TFR:

Sessions Not Categorized

Sessions were not categorized due to one or more of the following reasons:

REASON ACTION

Session duration < 5 min View sessions
Unsupported CWA version Check CWA version 3
Unsupported VDA version Check VDA version 7
EUEM service not active Check service status 3

For more information on other reasons, click Learn more.

ZEARROENETERRZ—Z, FENEDT 5 DHNRREFEREEDLEMB ICARTT XS IEMN. £&
‘BERE RO ‘21F BYRSAE, EPFIHTRESEEARE S 2HHEIE.
RYIEHTOROEMRE IR FH CWA ki, RZ324309 VDA hiiA#l EUEM BRSZRECE.

=3

AR

o RMIENFIBHEEMETRATER,
« BT ICARTT MERFFEMEER FATA, RAlt@TERBLRMIMERIEIRD HK.

TENET “Performance Analytics” #=#liR LS EIEENREAURRADMERA “FER” & “KHK” WR
Ao

mRIEIRER “FNER” ENRE

IR AR T UREA N ARER Citrix Virtual Apps and Desktops IFBIEEEE, UE. ISP. WiFisz2ENE
1 & EiE SIS RN T RRIEFRHITH XNEBIET. NRTHBHEMMHERM, NETRERDIRSIEMME,
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BRAREFEREE— MR, ERE8E 7 XRRRDRIFEIRNRIERE,

Q_ Type User or Machine name Advanced Search Settings Help

sions in the last 7 days and appear as N/A. Know more

Check data avalability s,

Setver Time Fitter
93 e
. [y bR AuDelveryGrops 2hours v

334 Tot

G Insights © »

BE “THREZ . RET—MESE, EPEESFARREUNER LKL EHRARDR, Shalblas “iEn
BT EfRREEE.

Possible Reasons for Missing Key Metrics X

® Endpoint telemetry such as Location, ISP, WiFi Signal Strength, and Throughput help in better triaging issues
related to poor session experience.

75 sessions are missing endpoint telemetry.

Ensure that all StoreFront servers are onboarded, have data processing turned on, and the Citrix URLs are
whitelisted from the endpoints. Learn more 7

Review StoreFront Data Sources ( Sessions missing endpoint data )

46 sessions launched from 37 endpoints run incompatible Citrix Workspace app versions.
Update the Citrix Workspace app versions on the endpoints.

( Sessions missing endpoint data ) View the Citrix Workspace app version matrix 7

100 sessions are missing telemetry as the endpoints run unsupported 0S Platforms.
Some endpoint telemetry are supported on limited OS versions. We are working towards widening our

Note: Metrics that continue to show M/A values are outside the purview of this check.

o BRADRRENNXBEREZ—Z StoreFront &R, HAIEHER StoreFront; %AFFBEIRLETHEEH 1B
RZ# URL FINBE %, &F StoreFront 3R RiGHEH N SIRIREE, ZNER5|2&5em Workspace 2
FEFIHIBIERTEM StoreFront &2, Citrix Workspace REEE R, B “SIFHMDEAEIE", 17T

T ‘217 BBRSUE, HhaSHT StoreFront B RIS AFEMEDIF S IEFHSIETIR,

o BRENTEATMNETAZIRNBRERATERAEEM Citrix Workspace M BIZFRAH GBS
E. BE ‘KIERAORAEE BITH ‘215 BMRSNE, EhESHTFIIHNSEREMmER L HSEN
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KEFIR. BXFAER, BSAMATIR, HPFIHTEBNENIRIERARENZRZIERNYE
Workspace N FRi2 R hR 2,

WAIRRR “FER” ENRENTARTIER “21& BPRSUERRME, EATUTRRMEXIER:

. Workspace [VAZEE AT RN

s WRAEER/MX (REEH)
o IRRFITERT (REEHD)

o I ERRIREE (P95)

o IRAEMEEN (PI5)

o ImRAEEEE (PI5)

+ ISP (Internet ARSB1RMHR)

“ List of User Sessions Save Search View Saved Searches
Filters Clear All
G Sessions V ‘ ‘ 08/09/2023 14:20:00 - 08/16/202314:20:00 \/
Session Experience Compatible-CWA-Version = "False” AND Workspace-App-Version != null AND Workspace-App-Version !="" AND Launch-Status =
"Succeeded"”
Factors affecting Session 4

Experience
Session Protocol : HDX

Endpoint 0S

Workspace App Version

SESSIONE. USER NAME DELIVERY G. WORKSPAC. ENDPOINT MACHINE N ENDPOINT CITY (LAST KN. LAUNCH ST. ENDPOINT IP ENDPOINT N
Delivery Group
> N/A bc2844144.. CVA\CVAC... 2102025 ‘D Windows 78th30302... N/A Succeeded N/A 9700d91d7...
Site Name
> bc2844144... CVA\CVAC... 2102025 17 Windows 377bf248eb...  N/A Succeeded N/A f9700d91d7...
Location
> 702132cfe?..  RemotePC-.. 2102025 Windows Update Citrix Workspace app Succeeded N/A 10aa2ed9f2...
Session Protocol -
version to 21.08 or later.View
HDX > bc2844144.. CVA\CVAC... 2102025 0 Windows version matrix Succeeded N/A 9700d91d7...
Console
998 > N/A a1391d2477... Remote PC-...  23.3.0.55 s Windows 837ebe87h... N/A Succeeded N/A 7bbd75d3d...

TRARTEREXLEIAN “FER” EL, RERZ StoreFront ZBRFIEM, HENSITFAZFHNRIERZTEN
Citrix Workspace AR FAFRRBNH A BHNRIE, AXKEEMRSUERITRERNESES, ESHA
EH B BIARSS A,

BFR. BR&ERED. EIBKRDHE

REMYRHREERIFEN BDRZEEEFMENBRATATAR, JEASNAR. BREARSH. SIESBHTT
B

ICARTT N/A Mi=iEmMRRESIR 53 3

ICARTT 73 N/A 2SBRERFLANRIEMZEES]. XATRERHT U TREGMR:

o BRIRMERAKIETEIEIT HTMLS 5 i0S,
o REATF KW, BEIFER" K.
¢ REEEMER,
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o RIERTE HDX ¥ £iE1T.

« Citrix Profile Management Xiz{7.

o REAPGRREN (EUEM) BRSKRIETT, HEREITEN ERBANARE,

« RiEXRET Citrix Gateway 12.1 SkBE=ERASHITIERE, thREA Citrix Analytics for Performance i#47
RE., AXFAER, BSH MXER.

o RIEMKBA NSAP 893+ BB R

s RERZHH CGP GBAMXMN &iF,

EREFEITEIR D 2
« 23&FK7E HDX thi¥ Li&1T,
o ZRIFEEIERITEN =17 Citrix Profile Management, Citrix Profile Management iRigi+ &M
EMEERIFENE, AERHEERRAEMRS. NRFHEIERE PCAccess BEBFRTEARITEN, WET

W e R E AL B S B A M- Citrix Profile Management # Citrix Profile Management WMI #& 4. &
XIFMER, BEBAEE “%EM Remote PC Access iTBEMHT EH#THIEHR"

GPO T

REEMN EECE S BARIRE.,

REXHMBTER

« Citrix Profile Management k#Eit+8#l LizfT.
o ITEHKE1T Citrix Virtual Apps and Desktops has 1912 s E =hids.

VM EohRiER

REERERHEEHERIEEITENN, WUEES TR,

ERMETER

REARELEE R,

BHITENRD K

o BRI
s [EFREFAMERRHTARIBMSHHAF.
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IEHM ISP F&H

o ImeIETEIRRRASHY Citrix Workspace R A#2RF £iafT. A% Citrix Analytics for Performance ThaEFRRRY
R®& Citrix Workspace M BiEFRAES, 1E81 Citrix Workspace M BIZF R4 =,

o RIEREH KM

« URLhttps://locus.analytics.cloud.com/api/locateip R&EEEHB,

o |P ET8ET AR

o IS ENGSE SendPubliclPAddress SEMRIULE AR IP sk EH,

o ITAYZCIHIY S EPE K9 StoreFront ARSS 23k i A Citrix Analytics #1TE B, BXx¥4HER, BSAEH
StoreFront &% Virtual Apps and Desktops iz,

Workspace [ B2 FhiAssiin AR ER AR BT A
o IEERIBTERT Windows iR4s 1912 siE=AR4sAY Citrix Workspace R RT2F.
o RIERTE HDX 1Y EiETT.
o RIFEERM,

ERLRTER

AR TER T Windows hR4s 20.12.0 s E=kR4s# Citrix Workspace FART2R

MR OB RER

i ARIZITER T Windows kR 2105 sk EShiasH Citrix Workspace 2.

B M ML IE R FEAR A& A

&M KRiz{T Citrix Virtual Apps and Desktops 7 2112 {E S hi4s.

BT 21789 VDA #ERERKREITEN L RIREAAF. XEEBARSEBKESITENEXIEEEER (s
BIERSIHER) FREEN. BXEAER, BEAAT O TNELIEIER,

KT RN EIT SR

iR TER T Windows hk4s 2108 sk &S hiasH Citrix Workspace R B2,

MKARSMEZETER

NMxARsZ (3E Rendezvous) #1 Rendezvous 1 23R BRZFNiEZ2RE4T,
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RRE A B BENHITHE
EUTERT, AIRERMNITEN#TOE:

o HENLATFXHE. REMFHERS.
o HENNERBEATR. BRETENLEATRREMER. EXFHAER, 558 EAFERE.

Citrix EUEM 70 Citrix Profile Management fRE#%E
IE1TULT PowerShell i< LURBIR A2 MK @mFHEHAKiET Citrix EUEM 1 Citrix Profile Management fR$s
MitE. BEEiTRSOEM A, BRITUTSRE:

1. #3=FERBES Cloud Connector i RDP =iEgkit x4 4sitiF15# Delivery Controller Ez5) RDP =i,
2. BT TARSEE PowerShell iz, #1R&%E Cloud Connector LiafTibilads, ZHAEER— 1 #EE
A, {HEEIRHEREF,

FNZASTE RN A 75 B FRTEBY X {4 S R 2 B N S o

« upmnotrunning.txt ¥§E>kiz17 Citrix Profile Management BitBE AT,
« EUEMnotrunning.txt 8 Kiz1T EUEM RRSHIITENBITIR,

add-pssnapin citrixx*

#for more filter : https://developer-docs.citrix.com/projects/delivery-
controller-sdk/en/latest/Broker/Get-BrokerMachine/

$dglList = @('ALLl') #Add the delivery group names here

#Get list of machine in that environment
if(SdglList[0] -eq 'All'")

{
$machinelList = Get-BrokerMachine
}
else
{
for($i=0; $i -1t $dglList.Length; $i++)
{
$machinelist += Get-BrokerMachine -DeliveryGroupName $dglList[$1i]
}
}

SupmNotRunning = [System.Collections.ArrayList] @()
SeuemNotRunning = [System.Collections.ArraylList] @()
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#Check for UPM and EUEM service status in machine
for($i=0; $i -1t S$machinelList.Length; $i++)

{
Write-Host("Machine Name : " + SmachineList[$i].DNSName)
#UPM Service check
Supm = Get-Service ctxProfile -ComputerName $machinelList[$i].
DNSName -ErrorVariable getServiceErrorUpm -ErrorAction
SilentlyContinue
if ($getServiceErrorUpm.Count -gt © -and ($getServiceErrorUpm |
foreach {
$_.FullyQualifiedErrorId -like "*NoServiceFoundForGivenNamex" }
)
{
Write-Warning "There is no service named UPM 1in
SmachineList[$i].DNSName"
$upmNotRunning.Add($machineList[$i].DNSName)
}
elseif (S$getServiceErrorUpm.Count -gt 0)
{
Write-Warning("Exception on $machinelList[$i].DNSName
$getServiceErrorUpm")
}
else
{
if ( -Not('Running' -eq Supm.Status))
{
Write-Host("UPM service not running on $machinelList[$i
] .DNSName™")
SupmNotRunning.Add ($machineList[$i].DNSName)
}
}

#EUEM Service check
Seuem = Get-Service 'Citrix EUEM' -ComputerName $machinelList[$i
] .DNSName -ErrorVariable getServiceErrorEuem -ErrorAction
SilentlyContinue

if ($getServiceErrorEuem.count -gt © -and ($getServiceErrorEuem
| foreach {
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$_.FullyQualifiedErrorId -like "*NoServiceFoundForGivenNamex" }

))
{
Write-Warning "There is no service named Citrix EUEM 1in
SmachineList[$i].DNSName"
$euemNotRunning.Add($SmachineList[$7].DNSName)
}
elseif ($getServiceErrorEuem -gt 0)
{
Write-Warning("Exception on $machineList[$i].DNSName :
$getServiceErrorEuem")
}
else
{
if (-Not('Running' -eq Seuem.Status))
{
Write-Host("EUEM service not running on $machinelList[
$i].DNSName'")
$euemNotRunning.Add(SmachineList[$i].DNSName)
}
}
}

# Add the list of machines not having UPM or EUEM services running to a
file

Out-File -FilePath .\UpmNotRunning.txt -InputObject $upmNotRunning -
Encoding ASCII -Width 100

Out-File -FilePath .\EuemNotRunning.txt -InputObject $euemNotRunning -
Encoding ASCII -Width 100

<!--NeedCopy-->

BEIER

December 7, 2023
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AR BBEER

BB RINEEERBEERMIHEMBIERIZEUN AR M. ERURREERFEHLERM. XEEMHAIFERER
AEAIBERR R HITHEH R, BRNEETHIERNSNAE (HE) MEE. ERLUEXBREWHNAMIES
KEBNEEXFHNEMS. RAERT, BRRNEETSE—RNABFAEM,

B, BEERINEETATUTHRIER:
« Authentication
« Gateway
» Secure Browser

« Secure Private Access

N REFMEE

HRERF. HBENMNRIE

te5h, SRR LU EECRBNEARITEPER, EXFAER, BERERERIBEEER,

SNfAIihIe] B BIE R

fEA] AGE R LA T &S R B BN R

o THfZ: BEHTN=FE ER AIEEFMERIERNFIBR RS,
o AP PMAZRHIIE LEHRENER: 82E FHER TEEELARNES.

MITERI= 31T BB R

FER LT RT A P SR E R E A B AL 2 B B R U,

1. 2E ER UEEEMRSTE.
= | cilnx | Analytics 2 @O

Security Performance Settings Help

2. EEHERANERUEERNMNE .
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Secure Private Access NS Last 1 Month NS

PERFORMANCE r

Users

Sessions

Machines

SECURITY
Secure Private Access

Content Collaboration I

Apps and Desktops

Authentication

. Gatewav

MA P BIX BB (B) 21T B Bhg R

MREBEEES NGB TR XKHAR S, BEALED,

YEMBF BN EHPEREXOETEN, NERSESHIRETEENERT. BF FHER JEEMERTE
ENRSAPMBIERRKNES (WEHMEKIETEE) .

Security Performance Settings Help Search

« m Lemuel Kildow c S Userinfo  Actions ~  Last1Hour v

s/e/2018 Excessive file downloads (&
Source: Citrix Content Collaboration

45:00AM ()} — EPA scan failures WHAT HAPPENED
722.63 MB of data were downloaded between 8:00 AM and $:00 AM. This
c00AM (] Logon failures exceeded the Al-based threshold for this period.
CO0AM —{ Excessive file downloads EVENT DETAILS - EXCESSIVE FILE DOWNLOADS()
oo00aM  (— Excessive file/folder deletion
95 MB
ooaM  (— Excessive file sharing e I l
0B -

0815 AM 0835 AM 0835 AM 0845 AM 08:55 AM

BXAFPRENEIRNESER, HEH X E R,

nfAIfER B EBER

fEFA BB RTTE LR LA T IhAEE:

« AT IIEEHH Facets,
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o ATRATWMMmES I RIE

o AT iEERAYE BRAVAYIE)ERR AR,

. EESHERNNEHIFAEE .
 ATEESMHSEGSE

o RHACSVER , KIEREHTHA CSV X
o RHAMHEE U THERENNTIRERS.

o ZHHE , BREVINEHHTHIF.

£/ Facets iS4

Facets EMREHMEIERNIEE, Facet REIBERMSF. i, Secure Private Access #IERHNAEEEE. #
E. (IEMEFE, MUAREFISENSEESEHRE. HNTa,

ERESIEERERNTE. EEN/NFEETHED,
BXS5EMUEFEXN NN AEFAEE, FERASXAHREENSIERNBMERXE,

EREREFHNERET DTSRG

RAGETRREDR, BRESREAFEHETHETR XEEERSERNS. EREENENITERN EXE
REMGHERMBENEMS .

a0, ENAREFMSENBEEERD, EBHREB4LE Browser MU TE, FRAERBAEN, EEMNER, A58
T EER,
. Self-Service Search S Sunrch

Filters

-
Event
feman ‘ prowses ‘ m

LERRELE (Flf Event-Type f Clipboard-Operation UREMWNEET) BN, #ENERB
BiRo ERAILMEBINBETFEE—ME, WA IREFERA—NHE,
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Apps and Desktops v Last 1 Day

Event-Type =|

Azcount Lagen

AppEnd

AppSass Clipboard
App.SassEnd
AppSass File.Lownload
App.Saa5 File.Print
App.SaeS Launch
AppSass Url.Navigate

AppStart

BEEFDZNEEN ARRTEPEAUTEEMRMUERER.

1R1ER

nn

<>

AND

iEA

FEREENE—ME,
FEREE NI —ME.
RRAFRMENS.

A= ORI EREER.

BRXAMNE.

BRIEER G NENEN,

OB BRI IR
K. I NOT LIKE Z8%
BREEF R R RERE
FOATERERNEE.
REEHRTRHEENT
75, It NOT EQUAL ;&
BRFEEEHF RIS
UBEROSHFHRNE
.
BERSIEE TR BRGNS
e, BT, REUTEEH
tSHl L= A%HE o+ BE
o BRERRKHANE,

ANl

BF%&: John
P& =John
BAF& ~test

User-Name = “John

Smith”
#HEE > 100
User-Name : John AND

Data Volume > 100
User-Name !~ John

Country 1= USA

User-Name = John*

User-Name = John

Tt

ERAF John 9S4,
ERAF John B9E#,

ERAEBEMBFRENE
1,

ETARANE SEHNSE
o

ETEIEEAT 100 GB
HEH,

SRAF John WEHS, H
#iEE AT 100 GB.
£k John. John
Smith @& TERZ
“John” B9EMLLZERF U
SNBSS
ERBREELIMNER/HIX
HE M,

R John FkM9FRE
RFR&NES.

2T8E John WFERA
FRBE M.
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1RER iR o]l fat

User-Name = *Smith SR Smith £EMFE

RRE&mNEHS,
BP&: John* 2R John FFkEFRE
AFRZEMt.
BF&: John 2785 John MWEFER
FRNEM,
BP%&: *Smith 2R Smith £EMFRE
RR&mNEH,
User-Name != John* ERA John FFLAUFR
BRAPENEN,
User-Name !=*Smith ERALL Smith LEEHFR
BARENEH,
IN RERBEENERSMEUK  User-Name IN (John, B S5L98HSHEX PR
B5— 1S MERAXNE  Kevin) B4
. AR B, ERILUE
EERATRAREFRE
ENUTEE:
Device ID.
Doma-in.
Event-Type#l
User—-Name, iZER
ERTFFrRSHE
NOT IN NEREENLEZME, A  User-Name NOT IN #E#b& John 1 Kevin
BEEXRTEEEEENS (John, Kevin) SMNUFRERFPMES.

., AR Bal, BRI
EEFATRAREFR
ENUATEE:

Device ID.
Doma-in.
Event-Type #
User-Name, LEER
NERTFRBEE,
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1RER

iRR

Tl

fah

IS EMPTY

IS NOT EMPTY

OR

REHENTERTE, It
BEMHMUEATFRHRER
R4, FIn
App—-Name.
Browser
Country. ERERTF
EFRE (BF) LBN%E
E, flgn Upload-
File-Size.
Download-File-
SizefClient-1IP,
KWELENETEIIFE
B, WIEBTHMERTFR
BRBMAERE, Fln
App—-Name.
Browser
Country., ERERTF
EFRE (BF) LBN%E
E, flgn Upload-
File-Size.
Download-File-
SizefClient-1IP,

BREF—PHEPEHY
7 true BAY(E,

ER/#X IS EMPTY

ER/#X IS NOT EMPTY

(User-Name = John*
OR User-Name =
*Smith) AND
Event-Type =
“Session.Logon”

EREXRBFFAATAHINT
(RETE) B9,

EHREASEE T EX/3H
X & MEIEM

ERFrE John ks
U Smith ZEEMABFEM
Session.Logon &
o

R

- F NOT EQUAL ZEF, EAEWHEERNERN, BEABERNTE HRHIVSIERIEHE. RYE
XHKRNE,

BEXMAASIERIEERZTINFAGEE, BESRAXIHRINEG XBERNBMERNE,

EERER ARG

ERFILE BN BEXHESEE, AREE BR UEEE M
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11/20/202116:08:41 - 12/20/2021 16:08:41 N

n

(O PRESETTIME
H 12H

@® custoMm

From: [ 11/20/202116:08:41

To: [ 12/20/202116:08:41

EEREHIFAEE

BY ) 4hEE AP sE AT (B) R N AR P =R EIRZ R TR0

BN RS LUER I ESEE A EE SPE B EE X AV E .

ERER T AR SE R E IS o

Timeline Details

NO. 0T recorgs
260

240
[l
120 I
o

EEE

BRAINEEEXAREHNFAES. 7 DATA X, BESIINFLUEERAEHFAES.

ERERTAXAARSIENFARES

=/Cho

@ Export to CSV format | Add or Remove Columns |
TIME USER NAME URL - CATEGORY GROUP REPUTATION ACTION
> | Jan 20, 7-38:40 PM R Aae At STHEE www gstatic.com Computing and Internet Clean Access BLOCK
> | Jan20, 73840 PM P s o & TR www.gstatic.com Computing and Internet Clean Access BLOCK
~ | Jan 20, 7:38:40 PM s o AT www.gstatic.com Computing and Internet Clean Access BLOCK

Client IP:

Clignt Port : 261

City: Amsterdam

User Agent: Mozilla/2.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML. like Geckol

Chrome/85.0.4183.102 Safari/537.36 CWABrowser
Operating System : Linux

Response: 0

Content Category @ Not Available

Domain : Not Available

Upload - 654

Country : Netherlands

Browser: Chrome

Device: Other

Request: GET

Response Len: 0

Content Type - Mot Available

Category: Content Delivery Networks and Infrastructure
Download : O
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AINSMIFRY SR AR ARPIRINSMIERY A B RSB R AV IR R, IEHITIATRLE:

1. B FRmsmER.
M
TIME USER NAME
> Feb3 75310PM
> Feb3 753.09PM
> Feb3. 75308PM
> Feb3.753.07PM
> Feb3.753.07PM

> Feb3 75306 PM

Export to CSV format | Add or Remove Columns

- LA CATEGORY GROUP REPUTATION
adsbb.depositfiles.com Business and Industry Malicious Access
adsbb.depositfiles.com Business and Industry Malicious Access
adsbb.depositfiles.com Business and Industry Malicious Access
www.gstatic.com Computing and Internet Clean Access
adsbb.depositfiles.com Business and Industry Malicious Access
depositfiles.com Business and Industry Malicious Access

2. MIIRPERSRECHERMIETR, ARRE B

Add/Remove Columns

Current Columns

. TIME

. USER NAME

] URL

.| CATEGORY GROUP

7 REPUTATION

.1 ACTION

Add Columns

DOMAIN

CATEGORY

UPLOAD

DOWNLDAD

MRMFNRPECEERE— M HIER, WESMEHERPRIFRERZET]. B

= 4

G LUEE BRI AP NS TREE IR

REs

ACTION

ALLOW

ALLOW

ALLOW

BLOCK

ALLOW

ALLOW
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Mo BlgN, HIEMFIRBECHER TIME #3E=8, TIME 7IRMNEHXRDPEIR. EEENERER, BRABFPHSEH

—

1To

BE4SHE CSV X

RERERSLN CSV XHHREFEUMRSE, BE SH CSV R USHEAHTHEM CSV X,
tt 100K 17,

SiHH CSV 8 ThaES

DATA

TIME
> Feb3 75310PM
> Feb3 7:53:09 PM
> Feb3 7:53:08PM
> Feb3 75307 PM
> Feb3 75307 PM

> Feb3 75306 PM

SHRTEHE

URL

adsbh depositfiles com
adsbh depositfiles com
adsbh depositfiles com
www.gstatic.com
adsbhb.depositfiles.com

depositfiles com

Export to CSV format | A

R

CATEGORY GROUP

Busine:

Busine:

Busine:

Computing and Internet

Busine:

Busine:

55 and Industry
55 and Industry

55 and Industry

ss and Industry

55 and Industry

REPUTATION

Malicious Access

Malicious Access

Malicious Access

Clean Access

Malicious Access

Malicious Access

TR THERE RN AERRS, H5EMAR. EERNERFAMEZEEIT,

BF SHARE U PDF B THMARHRIRS. ZREEEUTER:

o ERIEERBRANEHEENEREN,

o TEFMEREERA, BERGEINANAE (28R,

o AT, GIMATEAHE. FESEENERRNEREHNER,

dd or Remove Columns

ALLOW

ALLOW

ALLOW

BLOCK

ALLOW

ALLOW

AT LAER
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NFEHER, RATUFTE. HaLFAGERENRERABTEEN, TR THIMHEERS. SN, WERATM,
B, ERUTHEIERNTMURERER, AINZARFNRE. 2, SUUEEPEENEMFAEEMFTE
BEIE. N TFAPMTENFMER, BREFIRBEANKE. BAlt, EXETHEFAARBERS.

Export Visual Summary

Timeline Details

ZHHF

HFEMTAHRBUIEHEMEFHIAI I, FEMERIE L, BRI EIINAREHHTHF. XEFRR
BREIETENE, FINAFE. BEAMEEUR URL, XEHIBTRFEIEE NEIERMN .
BRITZIIHE, BRITUTERE:

1. 8& “HFEAR

DATA Export to CSV format | Add or Remove Colgmns

USER NAME - AL CATEGORY GROUP REPUTATION
» Feb3, 75310PM adsbb depositfiles.com Business and Industry Malicious Access ALLOW
»  Feb3 75309 PM adsbb depositfiles.com Business and Industry Malicious Access ALLOW

2. M HFEART FIRPEE—T,

3. EFHFINF-AF (MLEX) JEF (MTEK) UNFIROEGHITHR.

4. 8+ Al

5. M “REKIE FIRPEES .

6. EFEHFINF-AF (MLEX) SfEF (ATHER) UXNFIROEGHITHR,.
AR

RS A LRI FIRMITHIF

7. BENA.
8. MRFRNALRIRE, FRE “BUR . EMFRFMETINE, BRE “28ER .

UTFREIET TS Secure Private Access EHHZFIHIF. FHRNEHEF (MEHIISFNINF), ARG URL
(RFBINF) HF.
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Sort By
TIME [+ ] %
Then By

URL - | X
+ Add Columns

Cancel  Clear All Apply

s, &L Shift BRITLIIHE. & Shift EH R EFIAREUN AP S 4HEHITHE.

fEREFEBNER

EREER, EUUREENEN, LB EEETLEATONHKERNET AN ENE L. UTEnEES
—iEeRE:

o NMABIRERTGIE
o RV EHE RN 42RT 18]

WITUTREUREEBRSEIN:
1. EEFFRER SR RAE AT,
2. ERREDRAEIS,
3. MAFRREITIERS.
4. BE “REEER
5. BERTREEEXTHHET.
ARIE
BREARZTER—. BN, BEFERT.
6. MRBEHEECHEMAR RXEREWRENEE, BEA TS FEHHRE Rl. BXFAES, 18
SFNIERE W RHE TR
7. BEREF

EEERTFER:

1. BHEERENER,
2. BERREHHET.

ZRFREREFNIER:
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1. BHEERENER,
2. ERBRENEREN,
3. BE BRRENER.

All saved searches (16)
NAME DATA SOURCE CREATOR CREATED ON LAST USED
> v Apps and Desktops_self_service_..  Apps and Desktops Nowv 11, 2020 Nowv 11, 2020
> Users_kunal naithani_2020-Nov-... Users MNov 10, 2020 Mowv 10, 2020
> Apps and Desktops_HP_2020-Oc..  Apps and Desktops Oct 22,2020 MNowv 10, 2020
> <script=alert{1)</script= Apps and Desktops Oct 22,2020 Mov 10, 2020
| 1 5earch Selecte ] Remove saved se

BENEREFNER:

1. BEEERENER,

2. BEERENEREANET.

3. RIEEHNEREHERE T\ FEER,

4. BE BHER > RF UEFNREERERNERENZTREFERENER.

5. MRBEMMBMERFEAENIER, BREATHX, ARRE ZHENFER>SFN.

MRAMBMBIRER, WERESEANFE. NIREERNFRBIGHRZT, WEHEHNERBERBSNERN
BRYE.

AR
o RETEWAEE T USRS ERFENIER,
o SR ERHRIFERFEEISHBAPHE,
NERETF QLB FHiH

BSIRE B FIAREITR, EAIUERRE SMEMAR XX ERERENEIZ,

RYELREWKRECEFTE. HELFAESFARRANLRIER, ETA TR, U, EXEZLHFBFHHERE,
flan, EELAEER BIMNEARFMNKE. 2% THEFEE, EXEHIERD, ErILUSEHIEN &M
SEMFTE. NTFRAMTENSHER, SREFIRBEANGE. BAlt, BEERHEFHE

ERFEREWHIEN ZHE F R

RELEREWN, BRINTANIKEBFEEREITR:
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1 % "RELR WEES, BA THBFEHHRE" &l

Save Search View Saved Searches
Save Search
Name your Search
test-search-query ‘
Schedule email report
Send to
abc@citrixcom X xyz@citrix.com X

Set up schedule

Date ‘ Monday, May 17

Time ‘ 1:30 PN ‘ Asia/Calcutta

Repeats Weekly

&

2. RINBREREUS A BIEE F Rk
AR
TR F R,

3. IREBTFHRFRIEH B IR AT E),

4. EFRRXMR-FX. SBANEA.

5. BEHRF

NEREFNERE WL B FHMG

MREBEAZAIREFOERENREB FERMHFRIXITR, BRITUTERE:
1. BHEEERENER,
2. BEEIENERTE, B BFHALER B
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AR

RETHREE I URHIEREFNEREIN B FERMTRIX,

Security Performance - - -
“ Saved searches
Filters Clear All
Name -~ ""

> DATA SOURCE

> CREATOR

All saved searches (77)

NAME DATA SOURCE

> Apps and Desktops,

Apps and Desktops

Settings Help Search
:
Sort By
CREATOR CREATED ON LAST USED
Feb11.2021 Feb11.2021 n

3. BRI X FERHRE R,
4. FNSURENSUR A BYRRF BB stk
AR

RZHFREF R,

5. BB FHRFRIEE BRI AT E),
6. EREEMR-GXR. BANEA.
7. BEREF.

FILERE W B FHRMF KX

1. BHEERENER,
2. BRIECLIZIRFREN, REHEE FRFHALXTY B,
AR

REEHFAE A UFLEEREFVERE W BFERFITR.
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All saved searches (2)

NAME

> Apps and Desktops |

> Access Control

DATA SOURCE CREATOR CREATED ON LAST USED
Apps and Desktops Feb11,2021 Feb11,2021

Access Control Feb04. 2021 Feb04.2021

3. BRIt X FEbHRE R,
4. BHRE

HRFAE

W A=UgEIkE “Citrix Cloud - 3@%0 donotreplynotifications@citrix.com” BB XIERE WIREHIE TR
ZIREVER PDF STRYHF, B FEBEAFRHRIETE 1T RIBFHIHIR S I8 B E XM EHREIRA %,

BREHREEAUTER:

o BEERBRRANEHEENRRER,

o BESHLYANAEE (3158

o MHEWE, PlNMNELE. FREEFEREFNEX.

e TARA R R A R A R & 5 IR

s MRERAGTLIHAMIRE Citrix Cloud BER, WEILER R N\ LA AL

« MRERAEFRIFFIINPRE Citrix Cloud BIER, MRAETE R WA EHITUATESD:

RANEREOHEERRER.

B ERMIE RN BRREERRER.

EEHMEERREFNERER,

SHAMBEHSERERTHN CSV Xt

EXEERABGNEER, E281 €12 Citrix Analytics WEER A G,
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BSR4 EE

February 14,2024

BHENERAFEANT S Citrix Analytics for Performance WERNSBEF. SIEMITENMAXHNX BT &R
KRBEEREEE AL TENHIEMNMEEISIE, FINKIERREEN. BRIFENE. FIERHEHRK. RIEX
it #8o

f&a UM Citrix Analytics B9 % &R BERS T,

AR

BXBEPRSENFAEE, PIMNBMERNER. AERRERRHBFEHMGSE, BFS5H BHER,

BEAPRSTELEEESMEEXNENS, BMERENTIRDER HETH AR, 1 5 HEN, EREK,
ARRE BR.

= | CitrixCloud | Analytics A

Security Performance Settings Help
save searcn View saved seaches

Filters.

Timeline Details

ERFARIEHIRMAF AR (UX) EXRELSREAF. 2ESHENESH, F2ERETRERR. 2I1EH
HENEIE BIARSS DUE,.

ERILERRRIERATHURESER, SHAUERENER LNDERSEMERTEE. BTHAF. ZIEHITEN
SETERE M
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Security Performance Operations Sertings Help

“ List of Users

Filters

Users

User Experience

Factors affecting User Experience

HOX AUTHEN

session Logon Duration

> o0 1 1201min3g. 17min3800. BlMIN1l00. 132mindS0.  23mind00 152 min 2 242 min 53.0.
> 56 6 1B63mMin33.  32minS64d.  6IMindd2l.  130minE7_ Almind77E. 43EminS22. 5ILmindTE
> 0 2 1851minSs. S1MIN1150.. 200mMin150. 14EMINAS0. 107MiN225. 553 mMiN175.  272min 250
Session Reliableness > 57 1 1517min25.  150min510. 102min130. 166minSS0. 127 mindlo. 173 mind00. 470 min 500
Bceien > s 7 1s6EminG.  25MN3SFS. 47MIN193E. 1S3MIN2L7.  4SMINS300. 327 Min383.  4ESMin261
Mot Available
> e 1 1662min52. 157 minal 163min300. 192Min360. S4mIN4200. 212 min 4 203.00min
Session Responsiveness
> 60 3 1732minld.  30min 600 53min1l00. 152minlé6. 30mMin4033. 671min286. 255mindll
> 66 1 1482MiN52. 39MIN3L00. B3MIN1000. S7MIN2000- 30MiN1700.. 23sminl 717 min 6.00.
> o4 1 2BESmIN10.  77MIN4S00. 272min370. l45min340. 137min700. 1308minS5. 329 min 57.0
> 0 1 1174min5s.  35MIN3800. 6IMIN5300. 1S6minii0.  17minSE00. 208 min240. 383 min 260
> sB k] 1.845 min 20. 33mind762 52 min 5038 150 Min 197 40 min 48.46. 267 Min13.0. 577 min 245
> s 6 1483min28.  30MIN24BS. 47Min2733. 141min2B6.  JSmn5I00. 3S4mindlz.  454min242

cloudxdsiten

123 min11.0.

92 min 45.44_

82 min 39.00.

51 min 46.00.

121 min417.

207 min 7.00-

130 min323.

85 min 51.00.

214 min 300

68 min 50.00.

93 min 5415,

73 min 2122

Search

422 min 26.0.

532 min 53.0

404 min 250

273 min 29.0.

457 min 12.0.

432 min 5.00.

408 min 18.0.

192 min 25.0.

379 min 42.0.

240 min 37.0.

529 min 56.6

349 min 420

R A IR RSN

FERAEMNBRPI D ERMIELIE. 5 Citrix Analytics for Performance xBR—EAEIT:
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User Experience
Fair
Mot Categoriz...
Excellent

| Poor
Factors affecting User
Experience
Session Logon Duration
Fair

Excellent

Foor

Session Availability
Excellent

| Poor
Fair

Session
Responsiveness

Fair
Foor

Not

Excellent

Session Resiliency
Fair

Poor

Excellent

Site Name

Location

Endpoint Country
us
India
China
Not Availa...

Endpoint City
Florida
Houston

Mumbai

Hong Kong

Filters Clear /
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RERE

IRIEBBMEF, ERIMRESIERSMUTEFERRE!

o KA

. BiEE

. B
. B&LE

o EEHEERIE
 JEDh

o [EEEMERE
o FRERIE
« Hith

. FE

PR

RIERAGEA “RFE. “—R ® “E" RERAF. MRSEMNEHSEERIFERIEE FEFMERERATF A,

WARAEFARUA “ROK, AREBRT, ARPFESINSEFLENEAEPRRERPERTATER,

“ List of Users

User Experience

Factors affecting User Experience

Session Logon Duration

> A
] A
> A
session Availability 5 .
. s
5 A

AR

RIESEER “RFE". “—R H E BREIE OIRFENNERIEE RFEHEEFNEEPMER ERARH

B, WIFERBAEIUN “RREK". EXERAT, IFERTAEEPERRERTETNFER,
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)V ki S [PSES

RIELMAFAENEIMER FINSIEERFENE. 2EMEEN. SETANSSESN) KA. 2ENIT

Bilo

BELBARE

£ ‘21EF BBRSMES, KW M “KMWER" AERTIERTAEEERER

Filters

Session Experience

Factors affecting Session
Experience

Failure Type

M 2o

m

Session Resiliency

Overloaded Machines

Session Logon Duration

Session Responsivenass

Overloaded CPU/Memory

Failure Type IREEFRIEHFEREMTIE, FIMNTENKE. B HEEQIE. BEKE WERE" RIBRIEX

WEERERE (FaNit BN ETITEOEAHER) RIEHEDEE.
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Failure Reason

Unknown failure
VDA not functional
Connection timeout
General failure
Registration timeout
VDA unavailable

VDA not contactab

m

VDA is already in use

Endpoint to Machine Communication ...
Gateway to Machine Communication e...
Session refused

Set configuration failed

Ticketing failed

Mot Available

THEHA CPU[R7FL EAIITEN

SHASERBTFRE CPU NREFERROAZSIETEN. APHRIE,

Factors affecting Session
Experience

Session Logon Duration
Failure Type

Failure Reason

Session Responsiveness
Session Resiliency
Overloaded Machines

Excellent
Mot Categori...

Fair

Overloaded CPU/Memory

BHITENRIET BN Z RIS HIZER SIS,
EHH CPU/ IERHET CPU XRNESBI HANT IS,
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ImRIRERR
REERHRIENFERITEN LETHRERSGRRRIE, KRBT RMNETHERRERANERSPIEER

MR, 3FFiEfTiERAF Windows £ Citrix Workspace M Ai2F R4 1912 KB RIRANIGS, RIERFARER
BRARER.

Workspace [ BiEFHRA

EBRHMRIENESITEN L, EF Workspace AREFRAEERIE, LSHEBTIRAIHE Workspace M A
EERANEERR, MFiziTiEATF Windows #9 Citrix Workspace B2 s 1912 R E R R A=,
Workspace M AEFRAEEEERA “FER".

YA

RIBTENFBRRAARERR. IEMITEN.

IERBM

RIBIERTRER A KIEMITEN.

g

e, EFLURBRRER/ MR EETHUEIERAFANRE. (B EEMTBEREXAEREIFEMLE.,

DATA

1
1
1=
1

Protocol

B EBMNESITENR2EEE Citrix Analytics A% P #itFIZEY, MREMALRER AU StoreFront 2B
£, M LUEE StoreFront ARZ 88 LUfE Citrix Workspace R 2 FREEIEE M &% 2 Citrix Analytics, %8R &5
StoreFront in#; Virtual Apps and Desktops it = RFRIR B S B2 1E,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 228


https://docs.citrix.com/zh-cn/citrix-analytics/data-sources/virtual-apps-desktops-onboarding.html#onboard-virtual-apps-and-desktops-sites-using-storefront
https://docs.citrix.com/zh-cn/citrix-analytics/data-sources/virtual-apps-desktops-onboarding.html#onboard-virtual-apps-and-desktops-sites-using-storefront

Citrix Analytics for Performance

& e L@t % SendPubliclPAddress s3tRIIGE N false REBKE=HHEN £k EB Citrix Workspace [
BREFK IP it . BXEZEE, E8RERT Windows 89 Citrix Workspace [z 2R304 89 Citrix
Analytics Service #38I04E,

AR

EHEANEFERTIER, KETREANBEMFPSTEH, HRELKEAT LR URL https://locus.
analytics.cloud.com/api/locateip.

maMEAEER Not Availablem N/A, EFEWMTF:

o RIELEBE,

« URLhttps://locus.analytics.cloud.com/api/locateip REE BN,

o ST ENH8 SendPubliclPAddress SRS E A IP #intE,

o EHZHIL R ERER StoreFront RS asRER Citrix Analytics #1TEE.

« &ATF Windows ) Citrix Workspace M BEEFRAEFTF 1912, iE5i# Citrix Workspace R RIZFhR 4
IR EREMRIERFZIFM Citrix Workspace N ABEFRES

RIEMIY

XS BRI EE BN EARIBRIER Y (HDX. Console st RDP) &8RP FIRiIE,

Protocol

XNAERIET HFIHNSIENN, MARFBERFNRIEDN.

EERRER

EREELATEREARTRERERERITENESEIMNX KT ERE. “EEEE FEABUTTE:

. NE—ATEEMANEEERE
o external —AT @I MR HITHIERE

EEFAE BiE A FIE1T Citrix Workspace R A#2FRRAs 20.12.0 XEEAA EATF Windows) HILIHT R, XF
FrRAEHAMER, EEEBETH N/A

XA EABFEMRAGIFERR S MK AEX BB,
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ITEN OS %A

EAEEETIHENNEDRSAETTR. EAMTRER RS NI ENITEIRERAFELE,

BEnER

EAEERIEDLENET ICANREXZEEBRSNE LAERER. EEMTEREIERERRBMHIZIENTEK

=
Ho

RERE

A EAIEET I ENNERSAESER, AEBERETBENNRERSHENEREE, BERSRTITENL
FHRRARFIRE, KRR EEER". B3, “GIF7. “REMW M KK

Ak
AHAEEETHENNEMRSAESREAR, AIEBERETEN LNAESE MERTERE, ERAMNERSHH. i

HREAHBITEN. ORIBENLTRA. KEMBHERTS, HBORITENNZREERTR, WAL ANH

HITHHE,

BRNBEEER

performance Settings Help

aaaaaaaa

BEAFRGREFRARANSMTELNARSLXESHABENETAFNERSTE. EEAT UM Citrix
Analytics poigZFEERIHRAETHFNEBRSUE, F “BR BIRHNRSFIRD, &F M BHTH A
Fs

HERERM T SAREXNEREERER, i,

o RESH BB RIEK.
o BRI AR EHEHRIERIRK.
o KMt TERUNSIER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 230



Citrix Analytics for Performance

« APALE: ZRAFEHNAERERITENSERR ARSI,

« [ENE: DER RE. R M FE NBPRIE

o REMFERE fetnezin A AR X R,

« ZKBERMHX (REEM) NABRERMX (REEH): REEMUE.,
o BEEEXMFINE: 10 AP N AZFIFREERRIETE,

s BEXHAN (BREEH): BEXHRNNNRENEE,

o PREXMHAN: FEHARARNTIREX G K.

BRI

Security Performance Settings Help Search

Self-Service Search

PEEHIR ENSEDRRSARIEAETRIENERS. EETUM Citrix Analytics 89 R XRiHRETFS
ENBBRSME, £ “BFR" EMRORSTIRD, EF 8" BT 2iE.

=B BERS MBI REE

AMEERSEEPRSRPNRGHESTAER, DURENIEEEER A I,

AMRERRRIEFMERGERRIED L. I, ERALEREEETRESHKENRIEDE. XABTIRSK
AR SIE M REIRIRL,

ER AT IRRIEIE PR H ARITE RIS TE M BEIR) o

EFasialsh (FU¥EhR)  Factors BYEIMEMARAME “SFML” K3 TFTHRIEBBMEN “KIFEHE BOH. &
ALERLSIEEMR DT ETFRHTEEAERE. WREREMREN ICARTT H&iE.

ERRF-MZFRERFBHPAIRFEE ERAUER “FTIRE BXRYAFGEREFIR EETHSIEE REFEME
NIEMN AR ENRIEH TR
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BF “REMNEN" BRPH FRIFJEFX UEE "FEEPRSNE" LNAIREER. JMBERRETEE
RHRIZIEMR E D LNSE. XBEBTHEE ICARTT BRErFEE)IEMR.

s, MRAFA, HRER/MX, Wb, HRRERA. EEE. MXM Workspace iRt iZ BB L%
HZED . Hldl, EREINHEAENZSEETINALHZIE. EREARRBERERMTAEANZIERETREERSH ICA
RTT, =JLU6EA Visual Summary B E PR T SRR N A2 IIEnIEEE,

ERRG-EREREBIHRTIME B UL Sessions BEIRSME LAIMUBEEMXIERETINER. £ ‘BT
EHRE, EF MR BT 2E. WARREN, ARRE BR, B —PAEXERNAIMUNRR, BEEs
ED LMD ECATE.

Sessions idpoint-City = Bengaluru AND Session-Responsiveness > 120 Last 1 Hour

Sessions categorization Session Experience v

Sessions distribution

Session Experience  Delivery Group  Endpoint Country ~ EndpointCity  Endpoint OS  Workspace App Version

EENRAIERT —NENE, RERIEMMNENREBRTE Bengaluru =g, £ Endpoint City Ei#—$ %
BRAILEERIEAERS ICARTT BHEAMAE,

LEINRETERE FRER, BRATUREAEEEREM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 232



Citrix Analytics for Performance

RIGHIE

ESEBPRSUEURBE IR ES SEEXNEE ST, BA—1T2ERSRIERSHEXNRIEET. IRE
HEERE A ERARIEL FHAEERRS, WARERSMNENNHFERXNRIEET, XEEGTERATEMAER
IRiE. WFRMHNEE, BERAMREMZER, UBPNSFERMNRERRH#ITOE, RINFRPHNEAMSSIERS
TXBFIEETH “—7

o REFRE: BTFHRERENZIEFRESD.
o DEREEN. REFEIEIMB RS EFETR.

o BUBRHROIER: It ICARTT FERZMEM Citrix Gateway FIARS2BHER, KamiEHIER MERR A TR
S ERMBEIST S EEER,

o ITEIMEER: It ICARTT FRZZMEMMEINXNENER, WAN IERBE R R HRITENNEERE. S8
FEIEME FEMXBITE, WAN ERZIEM,

o EMER: It ICARTT FRFNERSFHZFRLS|RAIER, BAARMIBIESOM WAN FEREY ICARTT 482
B URRENENERRTENRS & L FENBEF IR

=W

Z3REY ICARTT FRAF¥atT, BERE L7 EREE, BXEZER, BSH L7 EEEE,

+ Endpoint City (R5EH) M HERER/MX (REEM): RE—1EBMNUE,

+ Workspace N Ai2Fh4<# Endpoint

o FHREXMHAN: FREHRRKTHEEXHX/N.

o EEER: Anternal AFMITENAIRSNERERE, BTEIMXNEEN external,
o PIKHhE: SMEBEREAIR K HhAE,

« 1+E#H FQDN: BEEATRENEEMNED ID A9+ E L,

c BHRES: NRERBFEEXHSIE NSENBRHRBIETRASucceeded. FailedsmgUser
Terminated,
I m EE BT R ERE:
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- &ATF Android # Citrix Workspace R/ 20.9.0 XE Sk
- &RAT i0S & Citrix Workspace RZf 20.8.0 iE SR
- ERAT Windows 89 Citrix Workspace R f 20.8.0 iES R4S

FF1E Web EiafT Workspace M=, BaRSAa A,
o MEEOXE BREFIHNMSEOLRE, “WEEOXL Mo RESE:

- UKW

- Wi-Fi

- TokenRing
- FDDI

- PPP

- K[

-8

- Hfth

- REFEE

S FIETRETF 2105 &F#9 Citrix Workspace R A 2R Windows hRaAsiims=, HFERHER “FER”
o HRMEREE (KR ERUTE:

- RN THE-SFENBNTRE. JRRHTE. ERAEHHE.
AJH&'%’B%%'JH%%E’JE%I:ME, UK
BEYFI9E

Erng

n")??
Fn

XLEIRIRF RN, EATF Citrix DaaS (#7579 Citrix Virtual Apps and Desktops Bgs3) .

- &% &Ez17 Citrix Virtual Apps and Desktops 7 2112 s E Sk A=A+ & o
- %70 VDA Analytics ¥UBIRE RIS B A A EITEN LER, UEEMRSEBKRESITENBX
Bk REIEIR. BXESER, BERAT Ho TSRS,

o EFLETE ERSIEHR,

ISP ERELin LIRS EBMARSIRIER, MRLED REESTEATF Windows iR7s 1912 REShRa
89 Citrix Workspace M AB1ER, MItIEmAI B, BXIINEEEER FEMIRERSAMN Citrix Workspace [
BREFTRHBRENEZEAER, H8H Workspace NAEFYIFR,.

o EES DTERSENET. IEBTIRIMEERERENDIEMEINERS. EEET— ALY, TEd
B ERMEMERT IFE RN S5 B BIARS R E .

BE EERSAN EETITR EESAIHER" B, AXEZER, BEN “EESENITERT —

o MXERAFMMXHZMANTERHMXBEARNEZT. ESHTRAMEERERENZIERHIIMXK, ©
EEBTFIRREIAEMX POP MBFUERBNSIEND H. MXB—1ANEY, AJLUEIRE “Fm” =
TR FIBEAME ‘2% BBREF.

BATFUTERRE, EZEHOEREN “FER"!
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- BYuEESSEANEIER,
- Cloud Connector frA&2F 16.0.0.7,

tEsh, BHREEE SEESHTIIELEE TR, Alk, EALUM Citrix Analytics > #iERAMAEET £
#E Cloud Connector Wil E M EIRIETE M IRIRES,

o MX-EZFIERETMERSBEATEIZENMRIENRIERE, MX-EZBFERE— Ak, AhEd
BE NN OB FIRESFNE “E BEIEF.

o BEIEE ERREEET ICAXREEEAN, EREHTEREIEEARARMNRIER. ERILUERX
WU I T34 2 B9 E A A =& S 1 T e B HE R

o IHREHERE (Avg) EEEEAM TRESIEFRT ERERATREMIEMM,

s IHEEABLE (Avg) ERERIINEFHE.

s IHREHETES (AVE) ERAENEF I

=

=

KURIBIRE RGN A s SR StoreFront fRs523E2E Citrix Analytics, BXEZER, FSIAME
A StoreFront &= Virtual Apps and Desktops s

o Umm IP 2RIESAEY IP st
o IRB BRIERR IP 2,
o RIMHEE -RRUUTEFRISRERE:

- BRI
- MasHrE
- REIREE
- REPIANYAE
- ®E
- EEEM
- RAIEIR
o KR - EPAKIRAVIBEIRE. ERTLUEA Citrix Director H REAMI HIR AR S BRI
R, MR ORI 2R S MBS BB R R — AR RN, SMBILEA .
- RIEAT - RFRERNARFIRIESE.
« BIERE -MAFEFIETRIEORE:
- &5
- BifiE
- BEFFIEE
- B
EERERIE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 235


https://docs.citrix.com/zh-cn/citrix-analytics/data-sources/virtual-apps-desktops-onboarding.html#onboard-virtual-apps-and-desktops-sites-using-storefront
https://docs.citrix.com/zh-cn/citrix-analytics/data-sources/virtual-apps-desktops-onboarding.html#onboard-virtual-apps-and-desktops-sites-using-storefront
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/director/failure_reasons_troubleshooting

Citrix Analytics for Performance

- JATf
- EEEMEE
- FRERIE

1
iy
&

<

5i

I
filt

o RELERAYE) - RNRTEL RIS El

£ RIE B BBRS MERERET WERE #HE, TAIEN EFAER" T,

ETRIENBBRSME ENRSHIERA BERD, URTEMFBINMS. —REEXH, oXETHERENE

TERERS. BEEHSHEN, BXFRER, F5H WEATEDSHE? o

ON EXPERIENCE USER NAME DELIVERY GROUP NAME SESSION START TIME MACHINE NAME ENDPOINT CITY (LAST
> 0 CVA CORE May 27, 2021,17:54 IST(UTC = N/A

> 0 CVA CORE Jun 18,2021, 13:02 IST (UTC + N/A

> 0 RemotePC-FTL Test Jun1,2021, 20:511ST (UTC +0.. N/A

> 0 CVA CORE Jun 10, 2021, 15:411ST (UTC +0... N/A

> 0 Remote PC -London Jun1,2021.18:29 IST (UTC +0. N/A

> 0 Remote PC-London Jun 7,2021,15:08 IST (UTC +0... N/A

> 0 CVA CORE Jun7,2021,07:121ST (UTC <0... N/A

> 0 CVA CORE Jun 16. 2021, 16:46 IST (UTC + N/A

> CVA CORE Jun 19,2021, 00:21 ST (UTC +. North Grafton

> CVA CORE Jun 4, 2021, 04:47 IST (UTC +0.., Fremont

> NA CVA CORE Jun 19,2021, 22:57 IST (UTC + .. Kharanitar

> 27 CVA CORE Jun 2,2021, 21:29 IST (UTC +0 Bengaluru

> CVA CORE Jun7,2021,19:36 IST (UTC =0. Pompano Beach

KBEREmIEN AT EETIEN EBRSAE L RITH R BAYET.

Succeeded

Succeeded

Succeeded

Succeeded

Succeeded

ABRIEERRE LA TFXEMRM SR ENER, e T2 MiEUTEYFREPERNSIENIHER

Bt RE.
WA “FER” ERENTARTIEAEREERSIERRHEU T iHREXIER:

» Workspace M REFhrZs

s WMEFAEER/MX (REEH)
o IRRFITERT (REEHD)

o I HERRIREE (P95)

o ImRAEMEEN (PI5)

o IR EEE (PI5)

+ ISP (Internet fRSB1RMAR)
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Session Experience

Factors affecting Session
Experience

Endpoint 0S

Workspace App Version

< List of User Sessions Save Search View Saved Searches
Filters Clear All
Session State Sessions AV ‘ ‘ 08/09/2023 14:20:00 ~ 08/16/2023 14:20:00 \/

Compatible-CWA-Version = "False” AND Workspace-App-Version != null AND Workspace-App-Version !=""

"Succeeded”

AND Launch-Status =

4

Session Protocol : HDX

SESSIONE. USER NAME DELIVERY G. WORKSPAC. ENDPOINT MACHINE N ENDPOINT CITY (LAST KN. LAUNCH ST. ENDPOINT IP ENDPOINT N
Delivery Group
> N/A bc2844144.. CVA\CVAC... 2102025 ‘D Windows 78th30302... N/A Succeeded N/A 9700d91d7...
Site Name
> bc2844144... CVA\CVAC... 2102025 17 Windows 377bf248eb...  N/A Succeeded N/A f9700d91d7...
Location
> 702132¢fe7..  RemotePC-.. 21020250y Windows Update Citrix Workspace app Succeeded N/A 10aa2ed912...
Session Protocol -
version to 21.08 or later.View
HDX > bc2844144.. CVA\CVAC... 2102025 ‘D Windows version matrix Succeeded N/A 9700d91d7...
Console
998 > N/A a1391d2477... Remote PC-...  23.3.0.55 s Windows 837ebe87h... N/A Succeeded N/A 7bbd75d3d...

TERRETEXEERN “FER” EL, FEREE StoreFront ERFEH. METAZIFNRERATENRS
B EIEHAFEAER Citrix Workspace R BEFARZS,

BENERITEMN

Security Performance

Self-Service Search

Filters

Machines

N/ || LastiDay

Settings Help Search

View Saved Searches

4

Machine categorization: Load ~

24 2

Ao Remave ol

EEIUM Citrix Analytics B RREFIFEEFIHENNBBIRSME, £ €57 BNk EMRSHIRP, 1F e S

AT, EEF HEN. MBRITENE TG, WA UEREFIHENNBRSUE, ZipRaE, BE “BArRER”
IEHIRE R BoF, BE REITEN ES.

BN BEARS MERETBMEMARRETEN DX, AHBENDETRIIRSD, SREMILHERBEHAH,

Machine categorization: Infra Availability ~

375 Infra Availability

34 13

Beady for |lee A die M
Rea r Use Active dzinte

Load
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RIEAJAM, HENDNIUTILE:

o EEME-THTENATERRS, REEDE
o A—-ELE-NENRIERITEN.

o BRI ENATHIPER, TESEMEE,
o RAM-RAERERS HEMBIITHEN.

FERTENNAFIETRSRIEATINITENHITS S, HENNATHERERIERENRE. HEN ENEERPFR
URZSFRERFITENRENSIEREITESHN., ZEREFMENEEERNC 2N, XEBFIRAIKXFTSF AxE
T EN. XL ERITE, BAEMISENREFNBEHIRESITEVNERAERE, BIEAE, TEN2 AU
TILE:

« & (d8) -HHiiETRE 71-100 SEEMBITHEN

o A (BB) —HAOBIETEE 41-70 TERITEN

o X (RIAE) —AEHIEREE 1-40 STERBITTEN.

o ROF-MRHBNLTXE REMTERBRTS, HEMRH BT RBIERATA, WAL EAYHH#ITO X,

HEN RS MERMS T EVEXNER LT,

o RE: ERBHMBHENRE - Registered. Unregistered. Powered off = Failed,

o 542 CPU IBfE: FMERYEERMAY CPU IBEXRH. &1 CPU IBEREREBE 80%HER CPU FAZHE4:
i 5 D HEEKEIE,

o RENAFRE: FRENERANNFEER. SINFERERRERSENAFEEEIHE 80%, K455 DHH
B KA,

o BEHASIER HEN LRETHRIER.

o BUREMRER. ERERBRRITENEERIREMRSHIRE.

« <Aggregated State/> %fl: REKSIRTIHENLATFHEFRFIRES, RZIRFHFA E&ER". TE
7. “HEIPT. CREAM” MR KRB, <Aggregated State> LAIRTITENEEEHEALTFHRE
RARSHEGIER (BfF 15 9% JIRFEEEERNEA. JEhEfl. Pl REMEGIFKKSESE,

o RIE—UESKRM: & 5 HRIESRIERBMETRE,

o (EHBdE: HENEEEREERRLATF Unregistered. Failed g Powered of fiR&EHETK (L
A8,

« T35 CPU FIFAE: PR EERMTY CPU FIAX,

o &5 CPU: EEMEIERMIERMEA CPU FIAX,

o TYRNFHEE. MM ERRNNTIYRFEES,

o BERFER. EENEBRNIERNEANTERES.
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o EETRES AHETEERTIHENAENS S cRREZRMAR. HENLNBEBFRFEURSRIE
BREFRSAHBENRENIIZHNETERHN. ZEREMMEN BRI,

o B PAEAHSEAE: PMENBRITENATEME (AHEETEE: 71-100). fFAH (AHEETRE 41-70)
MRAR (ARiEREE: 1-40) BSEFIER. XERFEBTEUMITASETEN LARA R,

LE RSB EERIRFSHA A ERAENREEITEN, HRTENZESHS M ERRETRXEKER,
AETFHEVNERSUE LR HHEVNIMAITHAITENA TR, X F4EE, B8R tENAIT E8—
o

AE:

EfRME. 1y CPU MR EEENE T BN B EIA TR,

RB-fERITEN AR ENERER

REBENEBRSAE, EEGENNEER,

BF “0hE” EFHEE YK X5, BREENERNERHBREAITEN.

WE, B B, B M RAHSEF” FARMEIRLE R,

WA HEFNAEHR TR, THNFESS&EET T HFIENSE -1, EPEsEIEZ—ARRETRAH
BXRESHHREFBHE.

Self-Service

> w N

XRAREXEHEN NS AAHERE, EXEHENNERMRRT. 2EHBENTIEE HEISITHE
B . PEXRNERER, UTHREEFTEANRRREESITEN.
5. REpRltFIRFHRE/LEHBENZERREARKESAHKAHRDHITEN.

Self-Service Search
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BHHBENEMAEE HENAIHER" TEADREREN. i, HEYFRER RN AL E,
XA THEEBRNVEFER AR XA BN RV ERNITEN, LR,

M Load facet sRIRFIHEMN LMREHE, EALHIFIRIAZIZNERNNITENAEERN, BFRIBERER
RACERZR,
EERREWLURESEMY

BHATE TIEREDR, E¥§3KE5 Citrix Analytics for Performance xS REINFIR. ERERENEES
WH RS,

= Search

TR UERRENHEREEMRENERER, AXBNEERIFAER, F5H EAERETIIERETHE
ESU

BN, EREIEFRIE—MA Failure-count XF 5 WA WSS, BEUTEIM,

1. BEERE, AEER KKt K.
2. BE BRI, % >S5, ARKEEE 57

Users Fai\ure-Count| Last 1 Day

Need help?

3. BEMER TR, ABEEFEIEL1A
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bsers Failure-Count> 5 Last 1 Week

DATA
ER EXPERIENCE E ONS EXCELLENT SESSION 1
> 12 0 1 0
> 4 0 0 0
> 6 1 1 0
> 12 0 0 0
> 30 4 3

4. BHERRUBEETRRENNE N

=
o
i

November 26, 2023

REEREEEXFRPFIERVORERRNES. FAXELRERNMT B EETEBTERMHFENR A
EHERWLRE B EERRSRIEIRAN, XRREAPTENEERR,
XENRETHEHEMENAF AR, Hlt, BMEERHIREERET 1A 1 ANER, RENSEKERFSEIE
1R,

Security Performance Usag; Setting: Help Search
U Infrastructs Alert Poli
Delivery Gro Time Filter
672 cico 348505
e it Commentod 1O Commected 1% S [ AuDetveryGrowps 1month N2
708 Total Unique Users 3685 Total Sessions
Qb Insights @ »
User Experience (UX) G S
HDX Sessions
Diagnostics  Baseline IE
wstimontn. O 12 r w 148 Machines ®
Availability
otal 4241 26199 2202
sers with Excellent UX erswith Fair UX  Users with Poor UX Not
ence W @  NoZombie Sessions were detected. D
[l 5. Overloaded Machines
g ' g p g - 10 gl 0 s Sesson xparence
8machines im pacted 8 users
H i (%), Communication Errors ®
] —— = (T tect sesson Avatabity
EE ailures

BEREERTNIBEERREER, HhEa8BExIENEACEEUKFENEE BB IRSIERIET,
RS AP

o DU U FERETAXER ERENRENEENFE, LFERPRETRENE. BFE. BH
HHENMBEERIZ T
TFERENS T IFEHZET - T HERRNFERRERENITENNEE. XESHESEETENSRIENE
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BIRSME, YEEERENITEN. JENERBHEEN BT FAEEMMFMAIER, FJUMIEAE—DR

NT o

O- Insights @

n the last 1 day
Diagnostics Baseline 5

. Black hole Machines (D
“-o Affect Session Availability

24 failures caused by 3 machines
@ No Zombie Sessions were detected. ()

“Gy Overloaded Machines (D
Affect Session Expernence

8 machines impacted 8 users

5 Communication Errors (@
@ Affect Session Availability

(&

1 failures

»

RETHNENSER. YA, BRERFASFETBEINHSBERAIETEIEXNEELEER, XEEXETE
BEYPELANREERENARFBIIEE. MRAZBTOANAEAMEEZRHEETEMERN, BiVE THE#HITE

oo I, ERRT HHBRERFEM AR P2 IR ERAYHE o

o AN BERREMHT XBEVESHELBENRE, XERNBE—B TAME TR T XBIETHIENE
BT, EEMTRELXINEMFIETES, HRIMEEERAEFRRENMEEE.

7w
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st i- . -’T\
-Q. Insights (i) »
nthe last 1day
Diagnostics Baseline [EE0
lln Fewer Session Failures (@
@ Affects Session Availability

32.19% less Session Failures than the 20-day Baseline

DJ]“ Fewer Sessions with Poor Responsiveness (©)
@ Affects Session Responsiveness

38.1% less Sessions with Poor Responsiveness than the
30-day Baseline

alln Fewer Sessions with Poor Logon Duration ()
e Affects Session Logon Duration

69.77% less Sessions with Poor Logon Duration than the
30-day Baseline

‘B FERPRETSIERK. SEMEZASIEERFENERMEN 2 LR, XEERETENSERTROHK
EZRIEHAERE. FTEMNEENENIEE RIFEIEIRIE,

B4R TIE 30 RNZIEME P80 &, ZERAE SIS AR B ERERFE EERANEN. P80 EATHRS
HERBEBAFTIEREL,

N, MRHFEERZ Sep 23,2022, 02:35 PM, HEEGEEEEIE 2 /NHSERMEENE, BLAERED
2% 30 XF4 012:35 EF4F 02:35 EIRASIERNAY P80 EitHSHA.

AR

o BMAEEEHRER NREXRE.R.
s EMERSHESENAPAEITFIR EAANLAZRITE. BXFAES, BERNER.

LR BEITE

HFRPRNRELEHENBAEIMHETEITEE, BT ENFPEICNNSIERMRS, MNMSEHE, ELEDOD
HEZRTELERIEBEROIT BN BRITEN. XEHENRES AT ENNEHMEZREX, fla0 RDS
WANEARR. [BERMEMLKR st B LB a3, XEREROEHTRESFAHIRAEMSBROKE, HiRH
FERATBENSEMZERY, MNMSEERSEREFR.

BRI BN ERTEEE B BRAEENIFREFIRG HA BRI B S E.
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.l ’ .
Q- Insights () »
“ Back to Insights Summary

‘C\ Black hole Machines (@)

Affect Session Availability

91 failures caused by 4 machines

View machines

Recommended Steps

1. Check RDS license on the machine.
2. Put the machine in maintenance mode.

3. Reboot the machine.

I,

B ERUEN HTARETHENNEBRSOE, ZAELIS ik R RFmER E BRI HERE RFT BN £
XE, AU ENRS MRS, LORFIA T BT BN AR RIEERNATERRERE. EXETIHENNER
SMELRTANMRETNESER, FERATENNBEER.
te5h, BEHBHBIFEITH HENGIHER" 1B, ZRBEE TR ENNERIEESHSE—HERANRIE
MRS HXEER. BXEAER, BEH IHENSIHIE —Xo

RMTEBE L BRHRENEESE,

o 167 RDS HFRIERE,
o BiItENMETHIER, 3E
o EFEshiTEN.

RIBUUTRAE, “MNEIEMER 30 ER T ER BT ENPRLINAE =ME:

o BIRMNAFNRRITENSE
¢ BITBERERASZIERFRAGANRRITENSE

BEXRAHBENERNESER, FEH T R

ETILER. BISTHEIR

BIEHIR FERIETHETES (APBHZENNLE) S5iHENZENBEHIRMSBHNSIERBRE, XEHEIR
EHTFHAEERER EMEMERRE LR MEIRFAN.
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Q Insights @ »

“
!:iT]‘. Communication Errors (@)
36 failures

O—F—F70

Gateway Machine

o——0

Endpaint Machine

Recommendation

+ Check firewall setting on the machine and
gateway.

+ Check network connectivity between the machine
and gateway.

BIEHIRMIAMESIZ
o WREMEN-FE RS ENZELZEEEHERNRIE.
o MXEIHEN-FIHEMXSIHENZELZEEEHERNRIE,
tesh, “BIEHEIR" FEBRETUTRICRBREIR,

o BEHENMMNX LB AERE
o METTENMMXZ BBIMEERE.

BERNESHITAETRIENEBRSME, ZAEZD TR REFENERNE FIFRRBEERMmAME
FrE=E. EMEETFATERBNENZIEH R ATEIRERERR. AXETFTRENBMRSNE LA BETNES
58, B2 BBERZE

PR BFEI

‘BRF2E FERETHTHERNEFZEMSRNZIERVNES. BFSESEREIERFRAATEN LHER

2iE, SEUTEN LEHRFRIERK. 2HEL BN ERHSIERK, HER FEFTH #HiR. TRFHNRIEL
L2, FIEERNRIBRDEIRERKK. Zombie Sessions HWILAEEEREBZMXLERFIENNLE, HEDD
ERRX LR,
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s - Iy
-Qr Insights (i) Py

“y Back to Insights Summary

E:\ Zomble Sessions (i)

ffect Session Availability

5 failures across 2 machines

View machines

Patterns Detected

« 5 failures on cloudxdsite Site

« 3 sessions on ENG-WIN10-OLYMPUS-AMER1
Delivery Group

Recommendation

+ Log off users/Reboot machines

BF 5B ARIESEF XEITENFIRRER 8BRS NE.

“« List of Machines with Zombie Sessions

Filters

Delivery Group 4

ENG-WINIO-OLYMPUS-AMER1  Apr7,2022,18201ST (UTC+.. 3 NoC:

ENGWINIO-OLYMPUS-AMER  Apr 7.2022.18201ST(UTC+.. 2

AEXE, KM RREEENEERALENRIERBURER, ERSERENREASEDRHESEF IETEN
BIRZASRRH

YNR7E 15 K ElERNERRPINEI BB EF 2ENHITEN, WE%EM Zombie 2IFEIREME, BXIFME
B, B2 [HIWAEEFRENITENRHER] BEPERSIE —

BF SIEREIURIE

EEILUEHAR, WRIUERBHEE Zombie iEMIHTE,

o fErILiEA Citrix DaaS it EE AR MEBF 2IFHEH. BXEZER, BSA WiLH i X&,
o EELLER Performance Analytics EfiEaB 2B SIENITEN, BSRITEINRE —
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LU HENBEH
S EANRTUEE SRERTENTHAR. ETHAEAR, DRIENFR S HHREKNAEFHHLM
CPU BESNEERFIBARERTEL, ANTSKASERTE, VBN E, FARTETE I BNGA
TR S, X BRI BRI E,

TR ER

A8,
=5

RERXRS, BF
S EITEN LR B FmER S B AT B AR E

=
34

o Insights (©)

o

'?@'\ Overloaded Machines (i)

Affect Session Experience

1 machine impacted Tuser

View machines

Patterns Detected

+ 1single-session 0S machine.

+ 1machine had sustained Memory spikes.

BF “BEHEN UEFBBHIUTENN HEN BBRSITELIHABHITEN. RAIFIHIHOHEN, H
FRFIE T R RE AT IE] IR X it A _E IR EA CPU IRERESE.

List of Overloaded Machines

“«

> CITRITEVFTLPPOEADO0021

BRI E R T 7E 15 2 shialFRaHpOEE Bl RS HEY T B E.
ZRIL#H—FREREHENUEE HENFRIHER RE,

ONEFRIERD B T ELHIH B PRE LU T R AR F =g

o BIRMAATBHEITENK
o BITRRIERSSIERFRARVBHITENSE
- BEBERENEFS CPU BERTHITENHNSE

BXITENIHERNFAES, BEREHR—

247
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BN ERK

ZRBETT ERMITHS 30 RELENRE. 2EERRETIA 30 RRER—HERANENZIERKITIIB
P80 EItHFHM.

-0O- Insights (@

— Back to Insights Summary
n More Session Failures (@
@ Affects Session Availability

15% more Session Failures than the 30-day
Baseline

Session Failures

23
@ 3 > than Baseline (20)

For the time frame, 12:45 PM-02:45 PM IST, during
the last 30 days

Session Failures  Baseline

RERET BREELBERUTAR:

o HEIRIERBORS SR EEELENEREDL

o YRIRIERBELREL

o RIBERWBCREARR FEIEERTIE IR

o B A 30 REFINEEEMIERBRBBIER

BRI SIENAES]

ZRBETTMNENRENSIENES 30 RELENRE. BEERREDTE 30 RRER—EIRANFHMmMLE
RENZIEHH P8O EITHESHA,
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O Insights @

£ Back to Insights Summary

Fewer Sessions with Poor
n Responsiveness (i)
Affects Session Responsiveness

52.38% less Sessions with Poor Responsiveness
than the 30-day Baseline

Sessions with Poor Session Responsiveness

10
@ 11 < than Baseline (21)

For the last 24 hours from 04:30 PM IST, during the
last 30 days

21

3/23 09/ 2 08 0an2 08A 09/22 0972

Sessions with Poor Session Responsiveness O Baseline

SEMN X T ENEELBRETUTRS:

o HAIMNERENRIENESEAEMELNELE DL,

o HEMN A ENZIESRE.
o BYTFELENS, REFMENSIEHREE MR

o BRiEE 30 RAMNAENSENELENSIERENER

BEANME: ZEERHK

ERRBENERENTEELDTETERFENERENZIENS 30 RELENRE. BEEERIEIX 30 XA%E

[E—BY B RS E RIFER AT R ERN S IEEREY P80 EiTEIFHA.
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Q- Insights @

— Back to Insights Summary

Fewer Sessions with Poor Logon
n Duration (i)
o Affects Session Logon Duration
95.12% less Sessions with Poor Logon Duration than
the 30-day Baseline

Sessions with Poor Session Logon Duration

2
® 39 < than Baseline (41)

For the last 24 hours from 04:30 PM IST, during the
last 30 days

4

08/28 09/ 2 08/ 7 0912 0817 022

Sessions with Poor Session Logon Duration O Baseline

SEERNKY BERNMNEELBETRUTRS:

o HAIERFSNERENRIEFNESEEEELNZELEDL

o HAIBRFEREIRENSIER

BN MYSFEHNRIE

BN TFEEE, BREFSRERENIEHREE MR
o B E 30 RABRLENERNSNERENSEHENER

ERBRETRTWMEEEST 30 RAFBEMNEEENIEFRENAFNKE, BEERERATE 30 XNER—HE

SEERNEH PO5 ICARTT EItEEHA.
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Q Insights @ )
—_ Back to Insights Summary

u[|-| Sessions with Anomalous Responsiveness
Affect Session Responsiveness

23 sessions of 10 users have Anomalous
Responsiveness

Patterns Detected

« 10 sessions on Delivery Group multisessiondg
* 10 users in Endpoint City Sydney

+ 23 sessions on ISP citrix systems asia pacific pty
It

XX T BNRERTRT LU THE:

 “BERE BESIFEHIEBRSUE, ZMESH T ERMERERAMN S BHSE,
o BTENEMNSZAHE. Endpoint City 1 ISP BXMEEER, UEBEHERTERENHAF BT,

SERERTERELRRETSIERAERRES 30 RELENRE. BEERRIEIE 30 XNER—EERAN
SHIERTA SRR I P80 EITBEFHA.

Q— Insights () b
EeacH 1o Insights 5
fln Anomalous Session Disconnects (1)
a Alfects Session Resiliency

15.45% mora Session Disconnects than tha 30-day
Bazeling

Session Disconnects

21,315
@ 2853 > than Baseline (18,462)

For the time frame, 1:45 AM 0145 P8 CST, during
the last 30 days

1E.A52

Session Disconnects Bassline
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SIEEET BRNMNELIBERUTRS:

o HRIRIEMTFER RS SEEERLENENE DL

o YR RIEMTFFERBIREL

o AN TFEEEEINSRD RIE/ A IEERIREL

o BREE 30 RALHINELEMSIEHAERRBBER

R

April 12,2024

Performance Analytics 4 MR, #ENEEREohEMFE, YEMAFPFRNRREXEN, 2ERER.

Users Infrastructure Alert Policies

Overloaded machines m 71172022

Machines with Zombie Sessions 17 4/11/2022

ion with Anomaleus Latency 73 1112012020

Page 1 ofl ~

EIRREET R RTH T BN, BRERABATLATEARS, fIER RSRAXKEE £, YTFEEE
FiAEER Citrix Cloud kP BIKEA, FAIAFETRABALRBFEEBER. BHERSRIHEE dpHEEA
JlRe BXEZER, BEBRE TN RIIE—Xo

B M Citrix Cloud B9 “HkFIgE” RBEEWFIERA AR B FERHEHZ R EIRE . EXESER, &
2 EH—30

Webhook Z#FE1RiEH

ZRILLER B Performance Analytics EiRiEH & EIE %M Webhook 12§, a0 Slack. JIRA, XATLLEE
Byl P BEhTE R MBS XERRAE, MR TIERIZ AR Performance Analytics R4,
Bt/ Webhook RBEXHHIES, ESIA 6112 WebhookBREX .

EREET webhook WEIREH, EHRITUTIRE:

1. %) BIRERR KT+,
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IF THE FOLLOWING CONDITION IS MET

THEN D0 THE FOLLOWING

v
Caonfigure Webhook
Selact Webhook Profile

v
Create Wabhook Profile
Mezsage Body
nciuds SFormat_Alert_Msg o got & formatted alert messege

o

Crestn- s
Creator: system Cancel

2. BHEMFEA Webhook BB,

3. BRER NETH. £ “AEHITUTRE THRIIERS, RIEFEEEFE 8% webhook” 3 “&iXeE FHp
%" =t “@HM webhook”,

4. MREELZEIERT Webhook FERBEX 4, iEM “i£1Z Webhook ELE (4" THIFIRAIEZFIEHE Webhook,

5. TEMMHEXAES, RMBTHRREMZSIRESN SFormat_Alert_Msg /&, BiRFHEEHER
. a0, EE Slack KXBIRES, ALMERUTHER: { "text":"SFormat_Alert_Msg"},
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RE-ALERT PREFERENCE
Enable

‘When enabled, re-alerts are genel

« if machines remain in Black hol
« if the number of Black hole ma

THEN DO THE FOLLOWING

Notify Webhook N

Configure Webhook

Webhook Details -

Select Webhook Profile

METHOD  POST

WEBHOOKURL  nittps//haoks sleck comservices/1

e’ SFormat_Alert_Msg}

Test Webhook

EiRapeazy CSV Kt

BRITEN. BHITBENNES EFEIREFEAGEHE CSV Mifr, HAGSEXZEMTENNIIENGES.
Mt E & LA TR

o HEHBM

o Wi 1D

o BRBW

o AR

o BT (BRI ENHRIENHE, MERE.

EIREBEIZFE A CSV M RIEBNIRSI WM R A I B =IE, MEZHER Citrix Analytics for Performance,
XEBTEIBMEEE, URTEHRBERRAGHFTREFRR AN ZEXE,

RRTARBRERRERZ I

W, ERLIEEMMZREREMIRZNH, ErRILUSRERNRZMAR NI E NSRBI THAMNERRIZF B
HRRRTAR B TRV ERESHIRSEROEX T,

BiIRRIEEEARINSRETSMEN, S LUERERSE, ERSENIFEEMNEX,
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BEERRERITA “BRER 0. ERFIHNSHNENENENFER, REERENERIEEEXFHER
B9

NAME

Overloaded machines

IF THE FOLLOWING CONDITION IS MET ¢ Reset conditions to default
Machines: CPU Utilization is = Greater than ‘ 80 % ‘
Impacts the Insights
oR
Machines: Memory Consumption is Greater than ‘ 80 % ‘
Impacts the Insights
AND
Machines: Impacted is Greater than ‘ i) ‘
RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated every hour for multi-session and every day for single-session machines:
« |f at least one poor session exists AND
« CPU Utilization OR Memory Consumption = 80%

ot

AR
BEMERSHESER UX 251k BN L A#R B

AEXPFEMERNERD, EEATLUEHEMREROEET. IRGEREREETREN “EBA", HEAENERE
ETFEE R NARETE, NSERLKEERE,

BEXERSEHIMEERX, ENEBTERNIRRRE, HAEERMETERD BN,
NEAEFENITENAHER

BiF 15 aHERRFRNE— aFEEF 2 ENHTENN, maEl “FTEEFIIENITTEN" SEiREbH.
BRI “BEFZIENITEN EREEXERFH.

MAME
Machines with Zombie Sessions
IF THE FOLLOWING CONDITION IS MET (= Reset conditions to default
Machines: Impacted is Greater than 0
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Az EERAE—HBEFHAER, APESEFENHTEF EMSBNZERKNITENSBENIFAES.
PN SEIIE 15 HHERANEF,

cikrix

Citrix Analytics for Performance
Machines with New Zombie
Sessions detected

o Citrix Analytics far Perfarmance has delected machines wilh new zombie
sezssion|s) between July 12 2023, 15:35:00 and July 12 2023, 15:50:00 UTC

Attantion,

We have identified single-sassions OF machines with sbandonad
=sessions resulting in failure of new session launches on these machines.
These seszion failures might degrade the user exparience on your site.
Learn more

Flzaze find the attachment for the list of afected machine detsils.

1 1

MACHINE WITH SESEI0ON FAILURE
ABANDOMED SESSION

Recommended action:

Log off users ! Reboot machines Learn mare

Regards,
Citrix Analytics team

BREHEFPHNERTEN, AHFBAEF ENHENNEMRSMETEEHEERFIENRERIETEN. 1E
[RBRT HRYEER M R IXE R 15 DehiEfR, BEMESMESEREEANREED.

RELHE-ERFNZEER—G BN LERNERSES 24 /MK, F2ER—aITE LERLZHER.
BRI EMERE R EZRENER.
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WIERF BHIRIER HER

SEERERFRRAENTERE. SRNFLEREFEEEREN, RELRERAINEERRHER, EohERA

BN EERIRA RGN R ERENRER

BRAILBEEX “BERBLERNSIE EROERFHS.

NAME

Session with Anomalous Latency

IF THE FOLLOWING CONDITION IS MET

Sessions: Responsiveness Baseline Deviation is  Greater than
AND
Sessions: Impacted is  Greater than

(™ Reset conditions to default

BSHAENINEESIENELRENNITE,

HEREFFEEREHRBEAF 30 REAENZERENAF. BRPRBENELRFEATE 30 XANFH P95

ICARTT EitEFHA,
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cikrix

Citrix Analytics for Performance
has detected Sessions with
Anomalous Responsiveness

0 Citrix Anahytics for Performance ditected Sessions with anomalous
responsiveness from Ape 23 2023, 01:10:00 1o Apr 23 2023, 01:25:00
UTC)

AllEntion,

4 sessions of 3 users have anomalous responsiveness.

Please find the anachment for the i1 of affected sessions.

Patterns Detected

= 4 sessions on Debvery Group: VD BUR CVAD Development
& 2 users in Endpoint City. Southem District
* 3 5essons on ISP agotoz hk limited

Regards
Citrix Analytics for Performance team

© 2002 Corin. Soystwres. e AN ngghe reserved
A58 Greas America Pariowary. Sanea Clara, CA 05054 USA
SN pncemaricy are B Propenty Of Desr reRpectve oWeRrs.

Exvacy | 561 Emad Preferences | Lnntncris:

X

ZERMBAET T ELANBRNARSEMNNSIEHRENAFRHRE, BE “EFF UEF SEERS I\
BB HEIEN & BRI SE.

RNEFRABAREULATIVER T T BB S ENSIER LR = MR

o BIRAARRNFENRIEL
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+ &1 Endpoint City FaNSENAFHE

o 51 ISP A RENSIELRE

“7f Analytics EERHMNE #ERER “BRAR SHER, 7 “UE BiRPESTERNSAITE. 2TEE
=IENME. ICARTT, ISP, HEMIEREIR, LIKEIRBNRERRE,. EXETRIENEBRSME PR BERHNE

ZER, BERASIEEESR,

HENBHER

EREEERA, MRITBENES: S HHHERMNEZGHESN CPU BESRNFREAXISHHERMEZ, MM

SEAPAERE, WRANTH,

TRAIIBEX “HENEH BRNERFGNEREIRE LT

NAME

Overloaded machines

IF THE FOLLOWING CONDITION IS MET

RE-ALERT PREFERENCE

Enabled

Machines: CPU Utilization

OR

Machines: Memory Consumption
AND
Machines: Impacted

« |f at least one poor session exists AND
» CPU Utilization OR Memory Consumption = 80%

(¥ Reset conditions to default

is = Greater than ‘ 80 % ‘
t nsights
is | Greater than ‘ 80 % ‘
the Insights
i

is | Greater than ‘ o ‘

When enabled, re-alerts are generated every hour for multi-session and every day for single-session machines:

S8 15 2 WEFRPRNZBHEITENN, RASAEERKE—HBHTENERBA4,
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citrix

Citrix Analytics for Performance has
detected new Overloaded Machines

View latest Insights

0 Citrim. Anadytics for Perfarman
27 2023, 13:08:00 o July 27 30

elecied new overloaded machines from July
, 13:21:00UTC

Attention,

‘We have identified machines with high resources utilisation impacting the
USET SXperience.

Flease find the attschment for the list of affecied machine details.

1 IMPACTED 1

OWERLOADED MACHINE UEER

‘fizw machines

Patterns Detected

ry Group CVIMBUR CVAD Develooment
mined CPU
tined Memaory spikes

View latest Insights

Ragards

Citriz Analytics for Performance team

PE: Insights on the User Experience dashboard might differ and will reflect the |atest
counts
:
¥y in f B @
&) 2022 Clilrix Systesns, Inc. Al vesd. 4068 Grest vy, Sarta Clara, CA 85054 LISA “A
e e ther property of Aiwes crwriers.

Privacy | Set Emai Preferenoes | Unsubscribe

B

X

MRHBNNARTFBHRS, NWEERENEIRERT,

o MRBEZFEHEN, WER 24 /N—Rk,
« WFSRIEHEN, MRHBVEZEDOBURENFRIE, WEE—RKRZZR, 24 MHERZ—RK.
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EREM 2R T SRR ERAENBHIT BB USEE RSB AR R M B .
B EF BN UEREH BB B8RS nE 7 H B H it Bl
RNBBIRAE D Bm T EIH T BN PRIBEU T H AR IR =fiE

o BRI ATBHNITENEK
¢ BITRREXASZIERFRAANBHITENNME
- BEEREMES CPU BERIHITENHNSKE

‘EBERFIE [HERER “ARAR” 2RER, £ ‘U BERPEREFINGIHER.
BRSNS EBEHITENIZETRREN TR,
%5;é§§:71m Sy 1ﬁ%§ﬁﬂ % Szgﬁo

BRI BENER

Citrix Analytics for Performance & 15 f#E#— X2 RITEN, HEHER, FEERERIHNERAFRERER
HENMERNSIERE, REELLENNHEESIETEROITENRT A BT EN. E0HERRELR, SER
TEEF Performance Analytics BNa] 7 i F 2 BN SR KIERE,

AL BEX BRI ENERNERFHMNERERE LT,

MAME
Session Failures
IF THE FOLLOWING CONDITION IS MET = Reset conditions to default
Sessions: Failure Baseline Deviation is | Greater than ‘ 30 % ‘
s the Insigh
AND
Sessions: Impacted is Greater than ‘ 5 ‘
RE-ALERT PREFERENCE
Enabled
When enabled, re-alerts are generated:
« If there are more Session Failures than the 30-day Baseline for longer than 1 Hour.

HENFAE S URHLSBHNRIERKGELERMERELERER. SIEHARRDITENERERA X L
B o
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cifrix

Citrix Analytics for Performance
has detected New
Black hole Machines

iew |atest Insights on

0 Citrix Anadytics for Performance defecied new biack hole machines from June 27
2023, 11:00:00 io June 37 2023, 11:15:00 UTC

stormer Name

Organization |0

Attention,

We have identified machines in black hole state which are cumently
eading to multiple consecutive session failures resulting in poor user
experence.

=2}

1 B

BLACHK HOLE MACHINE

SESSI0N FAILURES

Patterns Detected

105 machi
Delivery Group: DEN-15th-Jung

'Wa recommeand you to take following actiona from Analybics consols:

1. Check RDZ license on multi-session 02 machines.

2. Put the machine on maintenance mode.
3. Reboot.
iew |atest Insights on
Regards

Citriz Analylics for Performancs team

ara, CA GE054 LIS Al
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BEEETEERERRIENERSMNE, EFETRT 15 2HERANRRITENGIR. L, BEHHERE

ERTEE 24 /MIRIRFINERTEN.

MRBFRE—ARFITENSBHIERVORKE 24 /NEREN—EHEEMEREETREN “ERA", WEER

SWEIERER,

‘EERMIE EEAER “BRAR” EHER, £ IR BERPETSERNSITES.

RIEUU TR A, “WNERMER” B0 ER T ERBITEN R LI =M

o BIRAATNERRITENSE

¢ BITRRERSSIERFRAANRRITENSE

BRSHAENR R ENIZERENITE. BXESER, BERLEXE,

NERMER

Y KAk BEINRIEHEL 30 REEEBT 30% NEZ, HFEAKMNRIEZHEL 5% B, eERSERBER.
BERERRIEET A 30 RAER—HERANENSIERKITEE P80 EitERFHA.

EAILASIERWER B E X ERFHNEREREED,

NAME

Session Failures

IF THE FOLLOWING CONDITION IS MET

Sessions: Failure Baseline Deviation is

AND

Sessions: Impacted is
RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated:

Greater than

Greater than

« if there are more Session Failures than the 30-day Baseline for longer than 1 Hour.

(* Reset conditions to default

RERMERBNEHFLPIEERENEER,
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cifrix

Citrix Analytics for Performance
has detected more Session
Failures

) Ciro: Anasyscs tor Performance detected more Session Fasunes from August 04
FOF, 1245 00 o August 04 2023, 1300100 UTC

36000% move Session Failures than the 30.day Baselne

Sesason Fallures

23

O 18 » than Bassling (5)

Four tha lawt T bours frem 1245 UTC. during tha lest 3 days.

Wirw LS INSiges. on Anakics

Regards
Citroc Analytics. b Performance team

‘RIFERN BRBAESTUATER:

o HAIRIERKITHSEEERLNELE DL
o HAIRIERMETRER
o SEEEMEL, SIERBURILIEM
« BridE 30 REFINEEEMIERMRAMER,
‘BERMNE EEIER “APAR” EHER, £ “BELE EiRPETERISIT SR

ENSHIENRERMEBLARNITE, BXESZER, BEALENE,

N AMERNRIER HER

Y MM EARERIRIE B 30 RELEEMT 30% HES, HEXMEMFIMED 5% NWRIEN, MIER T
BENBRENZIE Bk, EERRIEDE 30 RAZER—HEIRANFHIMMN HIRENRIEHH P80 EiHEFHA,

BRAILIBEX “MINERERENSIE EROERFANEREREED
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MAME

Sessions with Poor Responsiveness

IF THE FOLLOWING CONDITION IS MET

Sessions: Responsiveness Baseline Deviation is Greater than

AND

Sessions: Impacted is | Greater than
RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated:

« if there are more Sessions with Poor Responsiveness than the 30-day Baseline for longer than 1 Hour.

* Reset conditions to default

MR ERENRIFERENEHNFTAEENEER.
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citrix

Citrix Analytics for Performance
has detected more Sessions with
Poor Responsiveness

Wiew latest Insaghis. an Analyiics

o Citrix Anabyhics for Performance has defecied more Sessions with Poor
RELpOnShEndss from July 15 2023, 061500 10 July 19 2023, 053000 UTC

356 94% mone Ses210ns with Podr Résponsnenass than the 30-day
Baseline

Se3360n3 with Poor Responsiiensss

4277

© 31 > fan Baseling (535)

Fior the last 2 hours frem D615 UTC, during the last 30 days.

View latest Insights. on Analtics

Ragands
Citrize Analytics for Performance team

ERBAHBLESUTES:

o HAIMNERENRIENE SEAEHELNBEOEEY
o HEMNAENZIESRE
o BYTFELENS, REFMENSIEHREEL MR
 ZERETRTEE 30 RAELENMLEFERENZIEHEES.
‘BESNMIE EEER “ARAR EHER, £ “UR BRPETERRNSIHER.

ENBHIENMN EERENELRARNINTE, BXEZER, FEALEXE,

ERFENERENRIERE

Y BERFENERENSIE it 30 RAEEEENT 30% HES, HEAXMEMSRmMED 5% NEIEN, et
B “BRFENERENRIE ZiR, BEEERRIBIE 30 RNER—NEERNENE RN ERENSIEHN
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P80 EItHFHA.
BRILA “BREEKBRENRIE BEREEXERFANEREREETL

MAME
Sessions with Poor Logon Duration
IF THE FOLLOWING CONDITION IS MET

(* Reset conditions to default

Sessions: Logon Duration Baseline Deviation s | Greater than 30 %

Impacts the Insights

o

i1

w0

ns: Impacted 15 | Greater than ‘ 5 ‘

RE-ALERT PREFERENCE

@ Enabled

When enabled, re-alerts are generated:
« If there are more Sessions with Poor Logon Duration than the 30-day Baseline for longer than 1 Hour.

ERFESHNERENRIFERBNBNFAEENEER.
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citrix

Citrix Analytics for Performance
has detected more Sessions with
Poor Logon Duration

o Ciyi Analyiics fof PErformance deteciad mong S&360ns with Poor Logon
Curation from August 02 2023, 12 3000 1 August 02 2023, 124500 UTC

35.71% more Sessions with Poor Logon Duraton than the 30-day
Baselng

Sessions with Poor Legon Duration

38

@ 10 > e Bapaleng (28)

For the last 2 hours freen 1230 UTC. during the last 30 days

View Eatesst Insigits on Anatics

Regards
Catrix Analybics for Performance team

ERFESHNERENIFERBEESTUTER:

o HRIERFSNEERENSIEHE SEEERLNENEDLE
o HEERIFENEIRENRIEN

o MEXTEEE, BMSEDERISERERENRIE

o BREE 30 RABRLAENERNSNERENIEHENER

‘BERMNE EEIER “APAR” EHER, £ “BELE EiRPERERNSIT SR
BXEZER, FERANEXE,

SESERAEREREEIEMAERLLL 30 REEEEM 30% HES, AXMEMZIERZMEL 5% HEm. &
HEERRETET A 30 XNNSHE—HEERAFERNSIERE P80 EitERFHA.
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TR F B EMTERER B E X ERFAMERE REIED,

MNAME

Anomalous Session Disconnects

IF THE FOLLOWING CONDITION IS5 MET (¥ Reset conditions to default

Sessions: Disconnects Baseline Deviation s | Greater than ‘ 30 %

AND
Sessions: Impacted i5  Greater than ‘ 5 ‘

RE-ALERT PREFERENCE

Enabled

When enabled, re-alerts are generated:

« if there are more Session Disconnects than the 30-day Baseline for longer than 1 Hour.

ERFENEBRENRIFERBENRHFTAEENEER.
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Citrix Analytics for Performance
has detected Anomalous Session
Disconnects

o Citrix Anadytics for Performance defecled ancmalous number of session disconnects
Trom July 16 2023, 0600000 1o July 16 2023, D6:15:00 UTC

somer N

Organizatan 10

110/68% mors Sesson DSosnnaects than By 30-08y Baseing

Session Disconmects

3017

@ 1585 than Basedine (1432)

Faor the last 2 hours from 06:00 UTC, during the last 30 days

) Danstine

View lates! Insights on Analylics

xshbaard might differ and will reflect the

Regards
Citrit Analytics for Parfarmance leam

© 2023 Citvix Syatarma, e, AL Aght reserved. 4988 Grest Amanca Parcway, Sams Clars, CA B5054 USA AN
UBSMATES 8r8 the DrOPSrTy O DT PERPECIVE DRI

Privacy | Soi Email Prefersnces | Unsubscribe

‘SERBHRER EREBGEERUTES:

o SEMEEMEL, YRISERFERNES LTI
o YEIRIEEFIERROREK
o ENTEEE, SIEREREREIEM
o B A 30 RALHINEEEMSIEHAERRMBER,
‘EERMNE #EEAER APAR” EHER, £ “BELE 'R RTINS SE

ENSHSENRERIENAERNELRENNTE. BXEZER, FERIEXE,
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BEXKRS (FUREhR)

February 14,2024

AT UEEA Citrix Analytics for Performance a9t gEfEtR oI B R H B E MRS, BE XIRE T HEENIEIRIVE
ReEBHE SHUBER ARNAREE, EEMTERCIBRNITIRG, HEEMNEMNERS DINITFIRNMEEE,

g Performance Analytics FEIRE UEE Yaifl P PVIMEIRETIR. BARETUEERENN,

Performance Settings Helj Se h
U Infr R ts (Pr ) lert P
F

CREATED BY

DATA SOURCE

Line Chart Sessions

132022, 408 PM IST

132022.3:44 PMIST

Users ec 132022, 3:44 PM IST

AT LA A AR ESR AT A THE(E:

BE “QBIRE UIEBEEXIRS.

¢« BA—1TUEENAEEXRENTL,

BHIRERAEENE BEXRENRS.

o BE “SU” B CSV IR, PDF BASFESHIME BEXIRS.
o BE R EREECIEZIRS.

BE BER ERUBRRELIZERE.

ISR EEXRE

EUREEMRSE, FRE “QIRRE. £ SRS THL, ERLLERBEFRATRIRNEEMRS.
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Create Report

Template Details

Aoy Templte o Report

EEMAERCBEEIRS, BHRITUTRE:
1 EFE—RIR. MUATFETIRIER IRE K5

o HiEFFIE: KEXREHFOT—EREBREESTT, FITSIENRNEES.

« RERER. HERSH T —RNERNREE 0XKE) SENEEERICESE, fIiNRERMRSE
HENONARER/MENRIED . EHBTFTRIREMXMERKNIRSRHEBNIEER,

o LERE!: EERSH T —ANERALLRNTIIENE, AINSEERNFYRENNEE, EETFT
fRLE E R E AR B ER B R I,

2. K “ARTC ‘I 3 BN REE-MUER, ARANEREE—IEXBIRIR.

o ETRAPEUIBRIVER:

- BERNBANTEIRF &R

- TYRAPER

- BEERIAEPAERERIEE
o EFRIEHURRIVRIR
T E AR FHRIEMIRE
HEMENEYRIEFRK
ERMARSIREBETLBEREBNRIEDER
T =IEML AR
FHRIEE RIFEAE
o BT ENEERIER
FKAEMRS THITEN S E
BRATBPRIRPEITEAE
Bk SRR B E
HENURIERFARIRKITEN I E
HECREN RS HEE

3. BEERGE, RRFAGEREAMNTIL, 8& “BERNAIRE", EREEBERPMERR,
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4. RUTRIERM. F “FEmESR NELE, ETRIEFMEEIRIE XSS, #HITAENENR, ARRE “F
_ﬂ;”o

53

Create Report ; =
Select Template Refine Filters Apply Visualztion

Sessions V|| Lastivay v

ec 1,2022,18:57

5. AR, EFRMLERNS,
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Create Report

Recommended Visualization

i B B

Configure Visualization

Select dimensions and metrics to crests your report
Dimension
| Time Period R |
Granularity
| Hour o |
Compare By
| Time R |

Time comperison only epplied to preset time periods (Last 2 Hrs, Lest 12 Hrs, etc) in Step 2

Compare With

Previous 5 time periods v
Metric
| SESSIOM RESPOMSIVEMESS L |

Summarization
[ avs v |

Sort and Order Results

Pravide options for sorting and ordening upto 1 options

Sort by

Time Period

Order

Ascending

Set Limit{Optional)

Provide the maximum number of records to display on your report. For exemple: top 5, top 100 or top 20 data.
Enter Limit

Al data

BEFE— A BRI MU R KR TR S
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Recommended Visualization

do B o8

o FWE: EREERETEFTETRE, HBESEMIEL. BTREHS.
o TEE BEAREENRETHE BTTHt—RNEREIEES,
o HBRTE: UFTHNEAZNHE, —ME—MESE—E. ATFINLE—RERANS N EHE,

6. MECAUATSHEETAL:

o XHHRT,

o SHINIEE,

o BTy M LLRFIHET,

o CEHRE, fINTHESRIT, MATER,
o HEFFITTIEIED

o RS ERTRHRKRICRBBIRIER S,

Create Report [ < 9
elect Templ Apply Vis

Visualization Definition
Recommen ded Visualization

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Configure Visualizati
h
Dimension \
Period v \\\
Gral B o=
lour v \\ — Je— ———{ —O— =
yyyyyyyyyyy
N
Last 2 Hrs
>
: e O

1. ERERS, BEG “®E . NMREEETRDL

2. 1ER] LARHENR E Y B BARIBY IR 5@ B FEp R IX B S E RV FE F R4 ID A@MATIR. thoh, EaLiE
E8X. BRUBRESIIEF.
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Save Report

MName your report

Schedule email report

G

©

3. QIEHFRERSERE, BRELUE “RE" NEHLEFZRE. EERLUERTMRERTFNIRS.

4. B2F ‘S BERUTH CSVER. PDF XAEMEANRE.
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This custom report is generated for the Sessions for the period 12th December 2022 7:29 PM -
13th December 2022 7:29 PM.

Query: Launch-Status = "Succeeded” AND Session-Responsivenesss = 0
Facets applied:

Visualization: AVG (SESSION RESPONSIVENESS) aver Time compared with Previous 5 time periods

4 =,
g
— '
125
/ ‘%'II
'y I'.
100 7
Y \
r \
.-'l
5 J |
.\\
=14 < P |
=
i -
- A
» . — . ¥
[
[ & + o] o .
ad A ks o o o o ma ol o R N ad - n
rrent y o First Previol y e Pre Da vird Previot
Fourth Previous D Fifth Previ D

BRI LITERETE X BRNER TRAEX RS, B “CIRBAHRIRNEEXIRE” #E. BRI EEXIHESE.
AR, REMLZHHRS.

Citrix Analytics =5

December 7, 2023

Citrix Analytics for Security

BIBHIBHEMNBTFEREHIEE (Flingeihginin. Citrix EMNBAEFMNSE®m. Citrix DaaS ih= 8 NetScaler
Gateway) WEMRBAFFMNARERFRTANA I, ERILRETANENAE, BEF AEHNNSEIEE, UK
REBTHAMEEREE. Flt, FEEBENRAFEIERIFINT D
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79 Citrix Az Ff2FF#1sm Virtual Apps # Citrix DaaS bR & B EREEmAREIHa I, HaEBAF
BOMRT, ROVENTHERRMIER, XERFZMNEFEXTAFEER Citrix BENELRGRARER. EXE
HRmEEITIE PC BIFrIRIFHIARLE,

THEEZEE: Citrix Analytics for Performance

Citrix Analytics - 5B (EHEHBLR)

. Citrix Usage Analytics EXFIE S AREERRES, FEABFEH,


https://docs.citrix.com/zh-cn/security-analytics.html
https://docs.citrix.com/zh-cn/performance-analytics.html
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