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BEEF N BER

BEh I AR R R AT EIR

May 19, 2020

Citrix BRnEF NN BREFHRARH—R. REERNBITRSRETN, BREMBI AR TR UHEBERAEE
il BANEREHBEE MM E IR B2 B EME .

xF Secure Mail 71 Secure Web B9 EE & #3372

Secure Mail #1 Secure Web BRI AR, XEERAG U MR L GEHARMEL, WTFR:

« ¥F i0S #1 Android A/, Secure Mail #1 Secure Web E#i&1E App Store 1 Google Play A& ES
=i, WRESA (TX) WAFRBESL.

+ Secure Mail for iOS #1 Secure Web for iOS 895 TG 1E 4B WIREHF A4S, Secure Mail for Android
0 Secure Web for Android M FEIGIZITARANREAMA, BEEMRANHELIZAFRERF .

o WFRAFRE, RLENERES L1,

DS E NN E R

WNREFIFFEHRM Secure Hub 3§ Secure Mail 3RiaR, AR UENAREFABRNEAZEMBINEE. A,

HATEEREERE LR E A LaunchDarkly WE =75 RS, FEEMEMREERREAEHEE LaunchDarkly 9

mE, BYEERE T ML IEREMNE IS AIERRIN, EXMERT, GRBREREREIFE URL 5 IP itz

% LaunchDarkly B &, BXB#®EFHRARRF 10.6.15 & MDX sz i MiBEPHIRINIEAE S,

&8 MDX Toolkit 3214, BX5INEEIREM LaunchDarkly BxpE IAMRE, ESRLZFAFLE
AR

BxEEZSEXR Citrix Endpoint Management ThEEME&EH, ESRFR.

FSThEF I AERF

February 27,2024
BRT BHEMNAR NN BEFBEEZRRERRE. SRANBES N BREFIN TR

« 23.10.0 (Secure Web for Android)
« 23.9.0 (Secure Mail foriOS #1 Secure Web for iOS)
« 23.8.2 (Secure Mail for Android)

Citrix ZIFMREFMRIHBE= N BRFHITHR. SEMMRANBHE= N AREF N FFR:
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23.8.1 (Secure Mail for Android)
« 23.8.0 (Secure Web for Android)

23.7.0 (Secure Mail for Android #1 Secure Mail for iOS)

« 23.5.0 (Secure Mail foriOS #1 Secure Web for Android)

« 23.2.0 (Secure Web foriOS)
« 22.9.1 (Secure Web for iOS)

L2/
MDX mZEEF 2020 £ 9 A 1 HiAR 4 EAHAES

o MRFER MDX M, NEFBHITEMEZRENE.

(EOL) k. MFEIHRRISEEIE (DA) ML E:

o NRMEH MDX 1%, ERER Android i&%:iF# 3] Android Enterprise. =47 Android 10 g9i&& %
FfEMA Android Enterprise At E#H M. XEELFN MAM #EX89 Android i&&. BXiF4E
B, BESRE&EEETHEE Android Enterprise,

SIFHIRIFRR

BEEF N BREF U TRERS:

FEamB R BRIERS RIKERERR A B ARV ERHThRR A
Secure Hub Android 7. 14.x
i0S 12.x 17.x

Secure Mail Android 8.X 14.x
i0S 13.x 17.x

Secure Web- Android 8.X 14.x
i0S 13.x 17.x

RIMRANBEES NN AREFS RMARAMEH R4 Citrix Endpoint Management %%, & % Citrix
Endpoint Management ZiFHRERANIFMER, BBRZIHFNERIRIERT,

RIRAHIRS N E = I AR B R EARIARAH Secure Hub, #E#1R Secure Hub RIF&EFTIRE.

AR

fEE@EE, Citrix #{X2# Android f1 i0S RIFERFNSIARAMFTHEMRZE (N N-1 7 N-2),

H At S B PRE

BXRIEEZS @AM Citrix Endpoint Management 1

BERSREN, BEEHEFA.
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Secure Mail

« BT Secure Ticket Authority (STA) #1 Secure Mail %Z%ia#, Ak, Endpoint Management ZaiFRx
#f NetScaler 12.0.41.16, ttialgitE NetScaler 12.0 Build 41.22 hEEE,

+ J&ATF Exchange 2007 # Lotus Notes 8.5.3 #J Secure Mail EF 2017 &£ 9 A 30 BiAZI4 s AELR
(EOL) BH,

o« ZE7rRix Citrix Files MitFBYSSM R (EIERE, BIVERASHhRAH Citrix Files, Windows F3z#% Citrix Files,

+ 7£ IBM Notes ¥#1E#, & ZJ1E & IBM Domino Traveler fR$5 23k 4 9.0, BEXFMEL, BELSHEN
Exchange Server 5 IBM Notes Traveler fR5525.

F=3

AR

« EATF XenMobile # Citrix Files BF 2023 £ 7 B 1 BZXI4EGARELERRS. BEXFMER, 58S
% EOL MNEFAMNARER

Secure Web-

iR & L RERFHIRAR Android WebView, PR LM Google Play WA ET# Android WebView,

QuickEdit

QuickEdit R ohEF= NN AIEFRE, WaiFHR, 2018 £9 A 1 AR AN AERARELR (EOL) K.

iZAT Endpoint Management 9 Citrix Content Collaboration

BRTERE 6.5 ZEMNAHNAREFRERT Endpoint Management 89 Citrix Content Collaboration,

ShareConnect

ShareConnect BF 2020 £ 6 B 30 BXEIESEAELE (EOL) RE. BXFMESR, FSH EOL MEFBMN
BEF.

Citrix Secure Notes #1 Citrix Secure Tasks

Citrix Secure Notes # Citrix Secure Tasks BEF 2018 £ 12 A 31 B4 EEELE R (EOL) &, BXiEA
=8, E8% EOL 1B F AN AR,
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EERESTEREM

June 6,2024

FONEBEEF AN BREFNEERFE THNBEXESTERE.

RS EIE

MREFIREPNBEE~HNBREFEIEE, RiTTUENAEFRBRSZEZEMNIIEE. KITTLIHERTF
iOS #1 Android B Secure Hub. Secure Mail #1 Secure Web 2 RizIhE, Ak, BAVEERBETSURE N
LaunchDarkly WE=ARS. FREMETMAEBEATEAEHEE LaunchDarkly 89mE, BYEERE 7 MHELEHIER
SMHAERRIER RN, EXMERT, SRBREERSILFE URL = IP #iitE A% = LaunchDarkly #9357
2, BX MDX Rz MBEPHIFRAVIEAE S, 1§21 MDX Toolkit 32,

ALiE T ARBEBEHE LaunchDarkly BmEMEE:

BRERHEILLT URL B9RE

« events. launchdarkly.com

« stream. launchdarkly.com

« clientstream.launchdarkly.com
« firehose.launchdarkly.com

R AR IFFIR

IAFT, WAEERIAERERNERTL IP it R MEEAR IP tt5IR, MAE, BTF Citrix WERERM T 20#,
BATZLEAE 2018 F£ 7 A 16 BFFAERANAR IP ik, MRAITT, HATENEALIBZATFTIR.

FEAFFIRFFIL IP ik

MBHAEAFFIRDFIL IP #hak, B2t LaunchDarkly public IP list (LaunchDarkly 28 IP 51I%), $XEX
LFiPE IP MUEEENFIR, HHRTBFHEEHHEAISEEBENR, UWESEMEMERRE—X, BXEMLE
MEBERSHIFMES, ESH LaunchDarkly Statuspage.

=r.
P =

AHENABENAEFERERBECIRITS2MRE. FEMIAREFNYFIEITEREARIAHNA
S kRS

BEAHNABEDK, EFRLER MDX Toolkit & E4E Citrix FFAMRAERF. = UER MDX Toolkit
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IRE=ANARERFSNELNREER.

LaunchDarkly Z24ERk

+ Endpoint Management 10.7 X E =R 7,
 IREFE Citrix ADC ERIFDBEIREANX, FHRNAREFEBS U TRSEE:

- LaunchDarkly iR%
- APNs il 28ARSS

XN AEE

BN BIEFTE Apple App Store #1 Google Play #iigfi,

EFRIRE Google Play M E, AT MLATFRZ AR ESIAE Secure Hub for Android:

« https://shouji.baidu.com

« https://apk.hiapk.com
« https://apk.91.com

BRAHNABES X
1. M Endpoint Management T mE FHIEATF i0S M Android AR AEE.mdx X,

2.

.mdx < E#ZF) Endpoint Management =6l &, B4R AEFHNAHNAEERETER MDX
NABRERF LH. BNERSS L EHXENAEFFEARKNABENAERFR. BXTRE, BBRAFNNAER.
RIEEHNR 2RISR REEMERANEERVAEME (%),

4. BNREFHEZIACENBER (L), P BRERERENIFRLUHTEHIREEE,

M App Store. Google Play 3¢ Endpoint Management [ & &SRB HI M IR FF REE1EIRE Lo

« £ Android L, BP#mEEBE Play HABEULRENBEF. Ei0SH, T84 MDM HZEF,
FEERRREMEINAEER T RENBER.

+ M App Store 3 Play L AARIIERENAREFN, BRITUTERE. RSEXWNHN.mdx XHE LHFIRS
8, ZNRAEFMSEARBENARER. RARBNARERN, ZEARFIERAEA Citrix PIN, AF
i Citrix PIN B¢, Secure Mail $E =K EREERR.

B Secure Hub HiE# 7 BX R AY.mdx XH7EARS 2R LB, MARFEAAAE, WRKBERERM—TFK
t, BRAUREZNARER, EEERRKHREL,

MR EHFIERNNAEFXA Citrix Ready Marketplace (XEMAREFEEAHNARES), WEEHEDE
T2, BREFNINBRFRANGESZEH ISV HrifERn A EER. ENAREFRERN MDX SDK LUIfEZNAERF
AIE RN AEEPRE M,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 6


https://shouji.baidu.com
https://apk.hiapk.com
https://apk.91.com
https://www.citrix.com/downloads/xenmobile.html
https://docs.citrix.com/zh-cn/citrix-endpoint-management/apps.html

BEEF N BER

} =r

AR

EATF i0S #1 Android 9 Citrix Files W BIEFHAH N AEERAIEER, FVNMFRBM_ EFERAR Citrix
Files N B E4EE,

Apple #iXiEM

BXEBEHZBHNFAESE, BSHEE Secure Mail LUEEEH,

NENABIER R BEEE

o FALUNFRNARARBS T AHNABENBEFNEIZAS? fid, RHEENTRENAFASBEFRRIRE,

AETAPALERFREN.mdx X, B2, EXMERT, EMEAFRTERTES M. MRAFFETFZMAE,
NEzmiZzARAER—NBAEFNS T EIE, AHVABENBEFNS T RISTEINREIERIRE, BANA
12 ID T EEEN,

s BEUURAHBENARFIEALERBREFHEX?
2o EIREHENBIEFREE MDM; T MAM HEBERLIE,
s ARBFEFTHETAPREBNEMARERIEH Exchange Server #M?
ERETAFPAENEEAMNNFRS (BREE) BWMTFHAR.
BE:

Secure Notes #1 Secure Tasks BF 2018 £ 12 A 31 BA £ AL R (EOL) K&, BHXFHME
£, 1525 EOL IBEFEAMN BRER.

Android
R ARss 28 AP RIEFRT S
Citrix Secure Mail Exchange WorxMail
Lotus Notes Traveler Apple - iPhone WorxMail
Citrix Secure Web WorxMail
Citrix Secure Tasks Exchange WorxMail
Citrix Secure Notes Exchange WorxMail
Citrix Files Secure Notes
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i0S
M FRiERF ARS328 AP REFRTS
Citrix Secure Mail Exchange WorxMail

Lotus Notes Traveler

Apple - iPhone WorxMail

Citrix Secure Web com.citrix.browser
Citrix Secure Tasks Exchange WorxTasks
Citrix Secure Notes Exchange WorxNotes

Citrix Files Secure Notes

A A LB BiEFFR?
Bo NHNABERRMENMN, BAT BEMBEMAFERZRIZER.
BETLERHHITR AR AR?

2, FLUBTARERBEMEBEIRITA R SEMRANEAERXRAF.mdx X#_£HZF Endpoint
Management BY, i&&ELILERER,

MRTEEG BB, WFREERIERF ZaNERRRER?

5 Secure Hub B9id #2244, £ EAR #Aial, AILUTE TestFlight for iOS EiXR A#2RF. 33F Android, #
7f EAR Hiali@d Google Play MithRizFiR IR 2R, B LATEILERIENIA R 2R B 5.

MRFZEHEBDERIAAFREZAERH.Mdx XM, SREHA?
EMENNARFRIFSRIBN.mdX XHRS. KT HEENERNIERSRER.
INREET Secure Hub, NARFEEREANRENARER, HERTHREIMZLAER?

HTE Secure Hub HiEMAR, AHMABENBREFAEEEARENARESF (B MDX RIF) HERLUE
Fo 1R Secure Hub BR&EEFRIM, APRTEERALNABENLHAER,

NFAHBELAER, BEHE Apple Rl FRARMKF?

To BF Citrix MELIP B EF NN ARFIERNMREEX S, Fit, FHE Apple BlFEARKF
BRI N AR S E XN AR,

IR ZNERESERTHENEAITERLARERF?

&, BERTFHEFANBER: Secure Mail. Secure Web. &R F Endpoint Management &9
Citrix Content Collaboration. QuickEdit #1 ShareConnect, ERENERATCWITENBIERE (RF
EAHEHE=AFR) FTLSEREIITEIIRE, MDX Toolkit #4EmAN AR A AR ZIFEITEINEE,

HEREREB Google Play W AR, WEIEIEAEEH 505 89 Android #i8,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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2.

3.

} =

=

£t%¢ Android 5.x MZ#FEF 2018 & 12 B 31 HE R,

X2 Google Play #1 Android 5.x R EIFI, NREXELHEIR, AILURBIU TS ERERIGE LHEIEN
REFRENTHASE:

. RENRIRE.

Hx

BRI E B Google Play WEEMEIE.
S, EERIEE ERBRHEFFM Google 1.

BEXFMEE, BEEAUTXRBFIERIIS: “Fix Google Play Store Error 505 in Android: Unknown Error
Code” (&8 Android ##) Google Play M AR E4IR 505: REIHIRL)

R%E Google Play LR ARRFEXHIEFFE, HELEMHMIRRARA, A+4H%E Google Play
N AREFITEEESEE Beta 742

MBEBIMANENBFHAFEARZE (Early Access Release, EAR) it#l, EE&SENBEFTFEAENEE
Beta F#f, IWEMRABEMAFRENEMIENBEFNIARES]. Beta BFERAF KEIRHThRAH B B R
BiEF, BRFhASTIAER & 5 24 == R ER ol iR AR BR BRAY SR 3 AR AN

REHTANARFE, RE.mdx XH4ETE Endpoint Management iz#l&/H, AFRNMEBIEE “KIEN
BN AERF".

MERAFEEM App Store 5 Google Play RERBIERF, FHHEIR Secure Hub RRIF, N HILLRZ,
&I e BB A R Er Secure Hub, AP $TF Secure Hub HEFH#HITE MR, FHIIGRIF, [N
BREFRETREBFITHZBEFRFR.

EEFTEIHANKEAREERRARERF? M App Store 5 Play ABIEREN AEFE, FIRRANISRNEG
BER.

MEFINERBANIFRRBHRESR, ®REKRi@iE Secure Hub 72 Endpoint Management #FiEft. A
Secure Hub A, HHMRNAREFHN.mdx XHHBEERSE L. I, BRERTUERZLBER. HiEt
mEpREIA N Citrix WEBER. MARFERECE Endpoint Management $E.

REALLEY VPP 5 DEP HE i0S AR ELAIER?

Endpoint Management EftxfFE A MDX MARN AEEN AR VPP 2X#TH. REEESET
VPP 9% Endpoint Management AXNAEEN AR, BERI1#—F %58 Endpoint Management
# Secure Hub [ AEEMIHEE LR IREIRI > &1, ZEEHFERMAIHE, GxiBid VPP #E Endpoint
Management A+ A& ERN ARZFHEHMIEMTIR UKL ETRENBRA X, ESHE Citrix HIRFLPRXE

XE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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ERTFBEFINAERFL MDX 5B

@it MDX 8%, A LUEEZE Endpoint Management s&HIH#1THIIEE. MDX RRRBIEEMHIIE. 88T, ME
ERMifE. NE. NREFRE. NAEFRHIE. % MDX REHERTHREBETHINEBER. FLREERN
AT ERYSRES.

BB SCARE LA mdXx U AR s 7= 1R TR B O A 7 A R B hR AN 1R Mo W E] LATE R INRZ 2R, 7 Endpoint
Management 1l & HECE 5K HRo

B MDX FREERTEEIHPA, BERAEBIPHUTXE:

o ERTFHBEF NN AEFR MDX SRESHE RS
« EATF Android B9#zhE = HIR FATE R MDX SEB%
« EATF i0S W mhErF R AERFH MDX 5B

UTEEDABNAT 5B ERA X MDX 5B,

Secure Mail for Android HE93E
#ohNREFEE (MAM) SDK a] B F&# i0S #1 Android T & kR=E/ MDX ThaeX e, MDX & Ri+%IF
2021 £ 9 BiAEE AL R (EOL) &, BM4ESEBEMNSIVNARR, %AEaH MAM SDK,

B 20.8.0 k&2, Android FZF 2R e MDX #1 MAM SDK —#2% %, U@ ExXiRK&HI MDX EOL KB #MIT & &
MDX & E7E iR E—F MIBkR MDX Toolkit s2E 2 Zia1 MAM SDK B9757%. ERXURTUE A FEHRITIUTRE:

o 44 MDX Toolkit EEMAIEF (MTE7E Endpoint Management $5§ &5 ds3 ARk MDX)

o BIEHNHT MAM SDK MR FEIER.

=

P =

£ MAM SDK B, FAEEHRENABEF.

N2 MAM SDK /5, AEERITHEMPE,

BX MAM SDK B9, ESHAUTXE:

« MAM SDK #iR

%% 51 LR Citrix Developer 845

» Citrix BExXE

o WEERE Citrix TEHIIEE T2 SDK

wEEMN

ERINBENEINEE, FHRUAT R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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¥ Citrix Endpoint Management E#%l 10.12 RP2 XE&Shr4, = 10.11 RP5 REShRs,
REpB N AREFERE 20.8.0 HESRZS,

R E# AR 20.8.0 HERARAS.

s MBRALERE=HNEERF, BSHETRE Citrix BahEr= R BEFH MAM SDK %I 2 5% MAM
SDK EHEIE=ANAEFP. EHNFMERENREFEHLHFENTEEHE MAM SDK,

AR

XFEFEETHER R MAM SDK,

PR

+ MAM SDK {x%#%7£ Citrix Endpoint Management #Z&7£ Android Enterprise FF& TR HHIN AEF.
NFRABHNNARER, RANEZRETFARINE,

« MAM SDK (NZHR-ETFFEHNE, Rk MDX 1%,

« MRAEH Citrix Endpoint Management, #H%RBEXHTERRZAR 20.8.0 RE=RANBEHEAERF LT
7, M&R Secure Mail BIEMERIEMESRE,

7z Citrix Endpoint Management #E & Secure Mail B, R INEE &L LER MDX Toolkit (B79|BkR
MDX) BENAERF, HEIREF MAM SDK #1TR ARFERE, Citrix BiELiEs) MAM SDK, B MAM SDK
HIRRIZEEES, (NAWEERALFERN—ESD MDX Ih8E.

AILA7E MDX 5 MAM SDK B8R 285 IREYLA T SRBR IS BT .

« MAM SDK
+ |Hhk MDX

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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=  Citrix Cloud Endpoint Management

Apps

File name

MDX

App Description

1 App Information
2 Platform App version

Minimum OS5 version

Excluded devices

Remove app If MDM profile is removed
Prevent app data backup

Force app to be managed

App deployed via Yolume purchase

MDX or MAM 5DK policy container MAM 50K

- n.;nx Policies
7Z£ MDX 3¢ MAM SDK ZEE8 A 235K I&H, EWRAEHATIMIBM MDX 249 MAM SDK., T ERAM MAM SDK 1)
#E|BhR MDX £, ERESMHATGNAERF. BIAMEANIBR MDX, HRAER—I&E LIE1TH Secure Mail #1
Secure Web i B T HEIMNHREIER, FEEER—IEE LETAHRRNER,

5RERMLERY R P EE
BB EE R T A SR EE R AR E VPN BERER A i VPN B (#iRh @& - Web SSO”), “Hi%

VPN " HBRIEHIZITH. BAERT, EEEER @i - Web SSO”, FEE#IT SSO ByERE, BINFAL
B BEIGHESEFIHIEPRIEEN SSL SRR iR REI NIERERTE VPN BEIgE, Zi&E&Ed TCP
SIEEEHIY, FRAUE Windows #1 Mac &K i0S #1 Android 1&& EER.

¥ VPN R ERBE AP P IREREE T2 VPN BE” BR5 &8 - Web SSO” R Z a8z, BIAE
AT, WERIIRERN “X7. MRURIREN “F, WHESERA TZRAERMIEHTLEEEE VPN E{ TE
FHIBIEERMAMHINEIER, fli, 558 VPN BERR (MiF @& - Web SSO” &) aJLUEZRRS\BXNEF
IRIERRRIA. R, R “BiE - Web SSO” &=y, & SSO M HTTP S4IIERIFRMHARSHIRTREM B X,

P£& 37 12 PR 1

“WKIIE" BWISIEE BT XML IHIEILERS. BIMERT, Secure Mail iFIAIARZIRE, XRTFIMEIHRIIRIZ
BEMRE. HARFENSEERTNNERERZRENILRNE. BIAERT, Secure Web i ia)i@id i@ iE &2
MBS, XRREXSPIE MK RERREZEIRNEMEN PerApp VPN i&i&, # B Citrix ADC fr7BEIRE,
TE A LIS EFRLERYIAIR, LUENBREFEITIFGRIREREINEERE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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MRE AR AirPrint. iCloud U Facebook #1 Twitter AP Z1haE, B0 “WERIHR" HHE,

‘MEIFE” RERES “BEEMERS BERXIXE, EXFMAELR, BFSMAEM Exchange Server 5f IBM Notes
Traveler fR% 2%,

Endpoint Management ZFixE 4

ERIREUHESAFIEE LEERMHS Secure Hub M58, EFIREMMTF Endpoint Management #£#I & #91%
B> B> BRmEMET.

BERmEMATEERNUTEIILE:

RRERET

BEAPEEET, AP Active Directory R AMEFEBNIRE L. MREBATRRERER, RHER
TAP%E Citrix PIN @178,

&R ES

FEITHEE X BRI LI EIRERF REDREMALEARFRRAREFRETEA Citrix PIN sU@17i5H98E
(BIADHH) . BN MDX NAREFEALLIRE, ¥0F “VAREFETHE REIKEANF. MR “WAREFETHE K
BRIgERX, AFEREEME Secure Hub DURITRESHIIE. EXMIREN, ZEBERA TRRTAFRH#ITS
HIIER £

Citrix PIN 5{338iE

Citrix PIN f&tt 7 B P SH3EAR. PIN BFHRERTFIHIEBNELSREIGELMERT Active Directory EiE, a0
REEET PINKRE, ARPHEREREINM TR

1. AP EXRBED Secure Hub BY, Uk PIN B3R, X#¥i§4E7E Active Directory &iE,
2. AP TRE g ANBER (fIg0 Secure Mail) BY, &N PIN HER,

FREFHESEEA PIN S4IE. 87 PIN 28, 8% PIN 952E. KEUKRENRER,

t54=k Touch ID B4 14E

EBAT I0S REMIBUBMINIE (tu#A Touch ID B4 IIE) &K Citrix PIN, HiTGMNEERF (B Secure
Hub 4N SEFERBRNS MR (FII0AEsNTE 2SI ER) , thIhEEIEEE M. ATUE T EHRIEARTEAIL
IhgE:

« Citrix PIN + B imiEBEiCE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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o Citrix PIN + 277 AD ZH3E &
« Citrix PIN + EPIHIEBEEMERE AD FLERE
o Citrix PIN B

MRIENZHIIERN, REAFEUEENSHRIERT, NHENEARFBIRERA Citrix PIN 5 AD ZB5%H%
iEo

EY S NIIEER

o RIS HRIEHEEVRE T —MERH i0S 8& (RIEMRER 8.1),
o WKHIFE P EINEE.

BB S HIIE
BE:

MRAFBERR, W2 “BA Touch ID S4B I0IE" Bt AP #& “Encrypt secrets using Passcode” (5
REITHRmMENE) BHBER.

1. £ Endpoint Management #z#l&/, ®RIILE > TP > TR mEM.
2. BEHFM.

Analyze Manage Configure

Settings = Client Properties = Add New Client Property

Add New Client Property

Key select an option v @
Value *
Name *

Description *

3. 7N ENABLE_TOUCH_ID_AUTH, $HEIREN True, AERKERBREMRENBBEXS ML,

EEfRaaHnhRilE, ARFAREENIMEIRE,.
BX “ERABTHNENE BRANEATFGREENFMAEE, FSREXEFHEEHN Endpoint Management

X,
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Google Analytics

Citrix Secure Mail £/ Google Analytics IKER BEEFAIHERMERBREEINKE, UREFRRE,
Citrix FaWERFREEAMEMDIABFER.

2 Google Analytics

EEATNBLREEBEEXEFiHEY DISABLE_GA RZ M Google Analytics. ZEZF Google Analytics, 15
TTULT#R1E:

1. &R Citrix Endpoint Management z#l&, RAESMZ Settings (i&E) > Client Properties (/i
Et) >Add New Client Property GFiEEFiEEM).

2. ¥%1& DISABLE_GA 7zl Key (&) F&o

3. REFREMNEREN true,

=

AR

nREK7E Citrix Endpoint Management izl & AEcE1& DISABLE_GA, Google Analytics ¥ F
SEEIRTSo

hee (@FA)

June6, 2024

TRLCAT Citrix BepEF= AN ARRFIIEE. X IERZTFAEANIhEE. Ax QuickEdit FEThEE, E25 Citrix
QuickEdit.

Citrix Secure Hub

Thae i0S Android
BERHITEMIIE X X
EARER ERERE ST X X
iR AR HKE X X
HDX B iEF R H X X
EFAREEEAE X X
RESEEMINEBEE X X
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i#@id Citrix Secure Mail Xi%XB&
Google Analytics

EEMMEER
BRTEENBEFHNINERER

& B FHRHEMBY, 7E Secure
Mail (1x MAM) HEzhEM
Touch ID B#HLSI83E

BTk SR
EMRES I
5/ Workspace B &EE

Citrix Secure Mail

Thee
FFHBIFINRE
=RIMLER

HUHB R IXB9HEp 1

Bh EER A

Secure Mail FHBXRABE
SZHFImR T EE F R
EfaxtkamEE

BEfa R AP R

Rix. gl TE. 28EE. BX
GINES

(%]

>

i0S

Android
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B2, 4RiE. MIFRER
FEBFERAF AR IR

frgh R
BEEMBEXHRNFXXMHE
MRREFETREANBHREER

@i Citrix Secure Notes LI EF
MEFEIESSR. EE: Secure Notes
BF 2018 F 12 B 31 HAXRESE
HAZER (EOL) IR&. BXEAEE,
1H52% EOL MEFANNAER,.
BRI (KtFARS2S)
ERMERSER (RKA1MAZR
FrE HBH)

EERIEZABHF
RIEEENME/BRER . FSAME5M
NZe

ZANMHF

EEME LM

M Citrix Files ftfnsci&

M Citrix Files = [EX IS EZ 28 M
iiprets

Mt 1ZAERE

E XK

wEER B FEER, ERRRE
LI
MIBHI SR E P E S MBIFRER K25
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PR S EERE
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I MAEXE
REHEF
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>
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RIRRIFERE. BREMBERA

TEBB 1 E R R R S S BN TR /1A
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B BTSN S/MIME JEH
S/MIME. Intercede &5}
S/MIME. Entrust &£/
FHXTEBFIESCH Microsoft IRM {R#r
HEXEA
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ERBIFRE X5
$TFF Office 365 x4
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BRRE LA ETXER
BRI M*

VIP BR{ 3 f43%
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>
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>

< X X X X X

Android

>

< X <X X

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



BEEF N BER

B B M EAOSE THAE

4R8N

Slack &£/ (FRikhR)
EIER

RERE

BETHR

MS Teams £5§

BEBhZHT (MEEHER) R
gz (MAM SDK)
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EHMBERRHELRN. SRS
W

EFTEIER AR ShareFile $&#%
R SRS
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RIREEMMERINEIE
BRESMBINEBIEE
BRESBERWBIEH R4
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BERA: UREEMD S

RIS HIKRATR

3E Secure Mail BXR A EAER
EZEESI TN

BEXR AR VIP

5 .vcards #EBERA
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B TEAHER K th A S HEXR
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INIETR
RERLERFHAMR
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REBFEMEER
REFHERTIHERA

SR IpE:3

ERRFRERK
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X ERHECE SR
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BIZi%E LRREIREEMRTZ oA
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Microsoft Teams

Citrix Secure Web

BRI RREFRNS SIS
A
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IhEE
MirReETE/HEi2F/cookie
PHLEHE O
RIFHALDIE
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BINED

I+

HEBE

PELE FRE 43R
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S HARITIRIE
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SH/SNEE
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Work)
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Citrix Secure Hub 2% AEFHEEIR. AFE Secure Hub FiEME & & LIRS IRIR A B ISR,
R AREEF, AP Citrix FRNBHEF IR BRFUREZFNARERF.

ATBLM Citrix Endpoint Management T# 71 F& Secure Hub REtAM,
B Secure Hub UKRBohEF= NN ARFNEMARER, BSHAAER,
BXBHEFNNAEFNENER, BEASNEH,
UTEBATIE T Hathka KR P ERRAH Secure Hub HRYFTIETHAE,

AR

3t Android 6.x #1 i0S 11.x kkZ<#y Secure Hub #z3FE2F 2023 &£ 10 B4R,

YHIkRA PRI IhEE
Secure Hub for i0S 24.5.0
%#5i0S 17 SRS (Return to Service)

Secure Hub %#%i0S 17 (i “MmERRSS" Thie, ZIEERIIRMEERN. ERLMBNEEEE (MDM) F38. LA,
EEFNRETEETBRRISEEAMBAPRTIEE, W, TEREFFAATREEEE N AigE (BYOD) 5EH
RERBER, “MERS I EIRITIERE,

&B) “IREMRS” ThaE, MDM RS BRAIMMAFREREEE Wi-Fi i#40E BFIIA MDM EMECE X HHIEMEH <,
ARG, RESEIERMERFEE, EEIEEN Wi-Fi W%, HERRHEIMEEXHFESEHIME MDM
ARS3 28+,

PHEARR AR YT IS ThEE
Secure Hub for Android 24.3.0

% # Samsung Knox Enhanced Attestation v3 Secure Hub I7£%z#¥ Samsung Enhanced Attestation
v3, FIA Knox iAIEENaE:ES Citrix Endpoint Management &I2#) Samsung & &ML 2. XMERINE
NEIIIEIRE R B MM RN, BEREKRIRE root REETRNE Y, ZIEAMRHL2EMRHTEEN
RFE, HFRERETEIVRESR,

Secure Hub for Android 23.12.0

£ Samsung Knox t#43g% £  7£ Citrix Endpoint Management s 1n#9 “Knox Platform for Enterprise
FHF” B EIREEWIR T Samsung i&%& EM Secure Hub 22 IhakE, thERIBAFERMATEN Samsung Knox
Platform for Enterprise (KPE) #aEE 8, HEA KPE a2 EM Samsung #&M L2, Samsung
Knox AIffREWVEIEZ BIRP, FREHMREES TEEMRMNEF K5,
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BXEFAEE, 1218 Knox Platform for Enterprise Key device policy (“Knox Platform for Enterprise %
A7 IREWRER) .

BEAANPAZEISE Secure Mail AFIEATUEEMABHEBIBRAMNEAE T EERE X4 FH Secure
Mail, YEFBEHENMAZRLENERWE IR, i1 LUERER SN IEEE X EHER Secure Mail,
LCINEERE T EF, AFAPEIEMNABNLZEFY, tkIhEEERTF BYOD 5% WPCOD i&&.

PhoneTestUser
o
phonetestuser@test.com

History

Complete action using 0]

WORK

Secure Hub foriOS 24.1.0

LEhR AR T BB FUA R A REAIRE ERY LN ),

Secure Hub for Android 23.12.0

EERTELFMEXSHRIE PIN B8R B 23.12.0 A, ErUEERITE LERNEXSMHIIE PIN B8
Rmo LEINRERFNER, ER T EMHAITNESMIENIRE. ZRTAILERERAE PIN 53,

AR REEBE NN A H iR, BTN ARMETEX PIN BNREEEE, MiEENRET xR PIN B84
8. BXNARBERTHNIEMES, ESRET Citrix Endpoint Management 54| 8 FEE127To

nFactor B IIEIFBE S ERINEE B Secure Hub for Android k7 23.12.0 2, EBRTBHNBREFEE
(MAM) sEMrERE R0 nFactor ZHFEEER (SSO) 1haE. INEEAFZAIMANEREREY MAM EMRE RS2
%5, BPEZERFIRNXLENRE, 5% nFactor SSO BHRIFHAER, 15817 Citrix Endpoint Management
XHEFHNEFIGEEEE,

SFEEESISKRATEEER  Ual, SFEERURESEEENSISHNRE LETRBNRGG <. WE, BER
BERTFHUMERS, CHAIUEERESISEXATETRBERG L. NReNAERE, IIFEEER, LERERE
HAZBRNN T AREN, BXTEERGSHNFMAES, 152 Citrix Endpoint Management Xigshm L 242
Fo
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it 7 Secure Hub (9 App Store (WIEEE IM7E, Secure Hub ##y App Store MIMEERELLLAIE R,
F P BeBS EIRMIHTT IR
Secure Hub for i0S 23.11.0

HEERNEALAMEXSHIIE PIN 80985R B 23.11.0 kA2, ErIUEERTTELIRNE XSHIIE PIN 1369
Rm. WIhAERAIERY, ER T EMETNESHNRIENIRE. Rz AEHEREIf7ARE PIN 3,

AILUSHERECBE A AR IEE, RBTANARETEX PIN BNEEEE, MEENRMET B XM PIN BREHA
=B, BXNAEERTHIEMES, ESEET Citrix Endpoint Management 54| 8B &R T —o

nFactor S RIFXIFBESERINAE B Secure Hub foriOS iRz 23.11.0 &2, EATFBHNARFEIE (MAM)
SEMEE RA nFactor ZIFRAER (SSO) Wik, WINEEAF ZAMANERERET MAM T E Ridi2Em,
AR THEERFMANXL TR,

A% nFactor SSO BMAIFES, &2 Citrix Endpoint Management XM E R inEESE,
Secure Hub 23.10.0
Secure Hub for Android

Secure Hub for Android 23.10.0 % Android 14,3 Secure Hub hkZ<#4& %) 23.10.0 el #{#xE3#7Z Android
14 FLgERER BRI,

Secure Hub 23.9.0
Secure Hub for Android

LEhR AR T et B A M BERI AR RE MR X35,

Secure Hub 23.8.1

Secure Hub foriOS ILARAAEA T BB TRt EAMAEMRE AL NRE,

Secure Hub 23.8.0

Secure Hub for iOS  IthRZAARR T BB FEOHEE A RERM IR E MR L MR,
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Secure Hub for Android

Play Integrity APl RiEFAETEIR, Google RiRFt=FFA SafetyNet Attestation API, HEBEIZIH Play
Integrity API,

BXiFMEE, BB Citrix Endpoint Management sz Play Integrity APl
BEXFEANFAEE, B8R Citrix Endpoint Management A4 eh 97 FI AN MR
ETHZ Android SafetyNet Ih8E, 555 SafetyNet

Secure Hub 23.4.0

Secure Hub for iOS

wERTAPAR B 23.4.0 kR, Secure Hub foriOS B 7 A TRAALR:
o RIS
X Lgi, “BNNMBRER” TTEAEM. 7 23.4.0 AT, “NABE Ttmitdi.
R Mg, SXRAEFEE “NARE LW, Secure Hub MAEIEHMAAITEMMEIRIE.
£ 23.4.0 hR¥, ARAERFUNE. WE, HAFRERBHNARER. ENMBRMNARFRER T BHREN,

N ARREFMEER N,

« APRME: UFl, I EUUTRENAETH. 7F23.4.0 k4, I AMBEXRBN—HS, UF “XF
WEBLER,

o EBHEEE. LA, NARFREAEENE LABEEE TR, £ 23.4.0 kF, BIHERFREH, HE®
B T RSsRR TR,

MDX % MAM SDK #%#43% B 23.4.0 hki2, i0S MERXN AR MIBAR MDX £ MAM SDK B9 #{A 3815 UG
Bo ILINBEEIDA/ I EIRE SRS Secure Hub REG#H B P EER = R AEFB AR,

M Citrix PIN S B2 LUsl, SREAFRNEEBETEREUETBHNAREFEE (MAM) MEZARERF.

B 23.4.0 hri2, mLAPELEEA Citrix PIN fER@ITiREHE T MAM W AiERF. BERAUEA CEM RS
& EEFinE TR E BTN E .

SN ARFATIFERSHE EET R FHBTEE, REAFEEILEA Citrix PIN REHLZERR, BEFERAT
EERIRENRE,

33F Secure Hub for Android, H— MM EFixE LA BB INAE MAM [ BEF PERIEERNITAT 8T
B, BXEMMER, ESRIEAT Android BRI REDITETES,
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Secure Hub for Android IttiRZAERR T BB FRUA R R EEF IR BRI LN R,

Secure Hub 23.4.0

Secure Hub for Android  IthRZAAER T B Bh F AT MAERIR E MM TLNAIRE,

Secure Hub 23.2.0
Secure Hub for Android

« A2RE (EU). BUNEFX (EEA). ImEf%E (UK) MR IRE DGR,

MDX sz=#5&iE#%= VPN MDX Micro VPN (ZEEiEER) EFH.

BXiFAES, B2 Citrix Endpoint Management XA 897 o

ERAT Android FIRII ASEEDITETES  LAET, ANIEENITESESE A iEE M E Secure Hub for Android #1 Secure
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B 23.2.0 fRiEe, IT EBRTLUERHNEFREM Inactivity_Timer_For_Android ;&5 84885 i0S 4
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Add New Client Property
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Secure Hub 22.11.0

Secure Hub for Android IthRASEIETRIGIE S,

Secure Hub 22.9.0

Secure Hub for Android IthRAE3E:
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RER R MDX Toolkit %M AR LU E EHBITHEE,

Secure Hub 21.4.0

Secure Hub WgRasuE, Secure Hub 74 Citrix REEER&EH,
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Secure Hub 21.3.2

Secure Hub foriOS ItiRAEIERRIAIEE,

Secure Hub 21.3.0

IR A BIEREIEE,

Secure Hub 21.2.0

Secure Hub for Android ttiRASEI3ERRFAIES,

Secure Hub 21.1.0

Secure Hub foriOS ItirABIERRAIEE,

Secure Hub for Android IthRASEIERIGIES,

Secure Hub 20.12.0

Secure Hub foriOS IthRAGIEERMEIES,

Secure Hub for Android Secure Hub for Android X#ZFEERHER. EXEHESISERANBEAER, F3
i Developer.android.com £ Android 2#%,

Secure Hub 20.11.0

Secure Hub for Android Secure Hub 3% Google Play 3 Android 10 #9¥4a18 45 APl 2K,

Secure Hub 20.10.5

IR A BIEREIE S

Secure Hub 20.9.0

Secure Hub foriOS Secure Hub for iOS %#¥i0S 14,
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Secure Hub for Android IthRASEIERIGIES,

Secure Hub 20.7.5

Secure Hub for Android
« Secure Hub for Android %% Android 11,

+ Secure Hub N FR12FM 32 {if4i 50 64 {ii, 7 Secure Hub 20.7.5 g9, STRZFEIZRFHY 32 (AR LMY
B4R, Secure Hub BE# % 64 fiL, Citrix ZiVEF M 20.6.5 A4 FIRRZ 20.7.5, WRAFBLI AR
Z| Secure Hub hg#s 20.6.5 X—$ %, MEEEM 20.1.5 T3 20.7.5, WAREFHTEDRIE, SH
TEMMIES RMNEIEFESR Secure Hub PIN, Secure Hub ks 20.6.5 7 Google Play M &Sz
{#®

7No

o MMFRSEREEH, 1 Secure Hub for Android &, MMRETRAFHBAEFNEH, WESREETRZNA
2, #ENABERETE ST AERNEE

RIEAAENE, ERSNEIETEARRENENNNARFIIRNNABE. BRNBAEFFAEEUR
EEH. BMNARERFE, FAEEFHNE TFAREERNEETIC.

Secure Hub 20.6.5

Secure Hub for Android [NAEEFM 32 {ik%ifn 64 (i, Secure Hub 20.6.5 iRz 235 Android #shr B
TEFI 32 IR R MRk AN, EE4RAH, Secure Hub 3% 64 ik &R4EM, Citrix BIAF 4% Secure
Hub kg7 20.6.5, UERFEREFHHTH ORI ARINBEERAE. NEHFBEFALE Secure Hub ks
20.6.5, MEHEEEHMT 20.7.5, WEESHHITEHRITE. EFMFTEHRIESRANEZIEMNESE Secure Hub
PIN.

=W

FIREEEAKRAT, 20.6.5 AR LEEMIETT Android 10 B9

Secure Hub foriOS SM7Ei0S i¢& LRENNKE, MREATAFEREEILE > Wi-Fi PEENRERSE,
Secure Hub for iOS BEREEBHNEFHEYE ALLOW_CLIENTSIDE_PROXY., BXi¥4=8, EEAE
FinEMESEH8 ALLOW_CLIENTSIDE_PROXY,

Secure Hub 20.3.0
FE:

3F Android 6.x #1i0S 11.x kixZ<fy Secure Hub. Secure Mail. Secure Web #1 Citrix Workspace Rz F#2
FRIZHEEET 2020 &£ 6 B4R,
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Secure Hub for iOS

s MET BEZH. BT EHENT App Store &8/, FLt, B 20.3.0 k&, Secure Hub #¥F 3%
#iE17 I0S MIRE LML B (NE), NE 3¢ Citrix FAMBHE HANBEF A= EE@AEZMH, B
B, MEENESWHENEL MDX HENNBRERF~E—ENE M. EETENSE. iT8F2EH PIN
ERRHSHEHGEN, REAFUERSBITMIN®E Secure Hub BIEHIE R, BXiFHAEE, BEER
https://support.citrix.com/article/CTX270296,

} =

AR

EGT iR %% VPN,

o TRHERAEMBCE XM, Secure Hub iy +tfic & 04 #59p%t3d Citrix Endpoint Management E#
B91B5R A9 AR EC B XX 1 Thists

Secure Hub 20.2.0

Secure Hub foriOS IthRAGIERMEIES,

Secure Hub 20.1.5

IR A< B34 :

« APRAMBERERMERHENR. WINEEHRHNET Secure Hub KR,
o RIEEE,

Secure Hub 19.12.5

tEhR A B EREEE,

Secure Hub 19.11.5

LtEhk A B E RGBS,

Secure Hub 19.10.5

Secure Hub for Android 7 COPE # = T;Z#t Secure Hub, 7 Android Enterprise & &, ErER W
BBEEBD AERA (Corporate Owned Personally Enabled, COPE) s B2 & X E & Citrix Endpoint
Management B¢, £ COPE #&3{ T/E##f Secure Hub,
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https://support.citrix.com/article/CTX270296
https://docs.citrix.com/zh-cn/citrix-endpoint-management/users/enrollment-profiles.html
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Secure Hub 19.10.0

IR BIERIGIE S

Secure Hub 19.9.5

Secure Hub foriOS IthRAGIEHRMEES,

Secure Hub for Android X i3&1EEE Android Enterprise TEEt EX 2T EIRE B EBIThEE
Android EESIEEIEEMTEEBIER T, A Citrix Endpoint Management ffy “BEBER" RN
AIERI TEREXHIRE LNEEHEEURTSREN T RIS LNRENEE, BIRENEIE, BUTEAFP®
HERYFRE AP ANIE, fIEERENRSEGL, &, TLERERMERADIIEE.

BXMEIREUNINARE RS HRBIFAEE, BSRAEAMEELERR,
Secure Hub 19.9.0

Secure Hub for i0OS Secure Hub for iOS %#%i0S 13,

Secure Hub for Android IthRAEIERIGIES,

Secure Hub for Android 19.8.5

tEhR A B EREEE,

Secure Hub 19.8.0

Secure Hub for iOS ZiRAGIEMAEILEBMRAEEE.

Secure Hub for Android i Android Q. IthkAsE3E%+ Android Q Bz, #4k%I Android Q & ZHi:
B XFHR Google Device &% APl a1 miz4T Android Q FIZEMEER, BBRAMIEEEETHEE Android
Enterprise, 53i&£#E1#% Citrix Endpoint Management and Android Enterprise - a Season of Change
(Citrix Endpoint Management #1 Android Enterprise - ZE %),

Secure Hub 19.7.5

Secure Hub for iOS AiRAGiEMAEILEBMRAEEE.,
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https://docs.citrix.com/zh-cn/citrix-endpoint-management/policies/android-enterprise-keyguard-management-policy.html
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https://www.citrix.com/blogs/2019/06/26/citrix-endpoint-management-and-android-enterprise-a-season-of-change/

BEEF N BER

Secure Hub for Android 33 Samsung Knox SDK 3.x., Secure Hub for Android 3z Samsung Knox
SDK 3.x, HxiE# %l Samsung Knox 3.x MIF¥HESR, ESH Samsung Knox A& A RXH. MWRAZEEIE
H# Samsung Knox @i & T EIMN S #. B XXIIH Samsung Knox & & ZEIFT AN BB #4E S, ESREIA
Samsung Knox @& =aME K,

=

AR
Secure Hub for Android £i&1T Android 5 89i1&& EFR%# Samsung Knox 3.x.

Secure Hub 19.3.5 % 19.6.6

XEERR A B M REHE SR ARG IE S,

Secure Hub 19.3.0

% Samsung Knox Platform for Enterprise, Secure Hub for Android i3 Android Enterprise i&&
L1# Knox Platform for Enterprise (KPE).

Secure Hub 19.2.0

FhrA BE M REIE SRR A IE S,

Secure Hub 19.1.5

iEATF Android Enterprise # Secure Hub BI{E Sz 5 LA T8RS

o WiFi i2& %88, Wi-Fi i&&%RBIELHF Android Enterprise, BxILEBIIFMES, BESRE WI-Fii&&
i~

« BEX XML i&&%K, BEX XML &&HEKIMEZH Android Enterprise, BXILEERIFMES, BS
REEX XML 1&& %88,

o NHIGEHE. ERLUTE Citrix Endpoint Management shifRinfii <4 LA 7E Android Enterprise 1&#& +
WITEMINEE. BXUILKIEAIFAESR, BBRXHEEHRE,

Secure Hub 19.1.0

Secure Hub BE# T =&, BiEAHEMNT Ht Ul BuHIEE, WERFEE TEMNBRAR, RRNSHRRINEERD
£ HNEREM Citrix REEZERE—5,
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Secure Hub 18.12.0

AhRASSIE M AEIL R M EE IS,

Secure Hub 18.11.5

+ AT Android Enterprise HPRHII& & REILE  “PREI” 1€ & SRBEHFIL B 2P A A 7 Android Enterprise
S& LIARILITINEE: RS, BERRRA. WASE, (BHE, UE Android Enterprise i&&M9i&&
ﬁ%{%*ﬁ*}‘ﬁ’lﬁ/u\c E;ét: %) 1ﬁ’%lﬂ BE%J]«REEI%Bgo

Secure Hub 18.10.5 %I 18.11.0 &M Actg g MEGIE R,

Secure Hub 18.10.0

+ X% Samsung DeX #3: f8B) Samsung DeX, FAFaEBIFEZIF KNOX BNig&EEIIINBRREE, UE
5 PCAMMRE LERRAER. EEXEUKRMENM. HX Samsung DeX REEKRMIRE Samsung
DeX M58, &SH How Samsung DeX works (Samsung DeX T{ERE),

Z7£ Citrix Endpoint Management & Samsung DeX #=1hakE, EEHEIT Samsung Knox KRR
RERK, BXELR, ESRAREIZEHREPH Samsung KNOX & &,

+ % Android SafetyNet: Z8JLIEE Endpoint Management LIfEFRA Android SafetyNet Th8EskiT
4R T Secure Hub 89 Android i¢&MRB UM L 24, LSROLUAFEILE LMK BigE. BXESR,
2% Android SafetyNet,

o #2t7f Android Enterprise i&%& FEREN: EATLUES IRHENIE & RIRAINEE A FERENRELLEAFE
H Android Enterprise i&& LER#EN. BXELE, BSRARHIE S5,

Secure Hub 10.8.60 %/ 18.9.0

XA BB REILRRE B E

Secure Hub 10.8.60

o« TEFF=IE,
o %# Android P,
o SHfEH Workspace MAREE.
FTFF Secure Hub ¥, AP ABEZI Secure Hub N B&EE, BREEFINNBREFRALSEER Work-

space MA@ &, UTMTETRT i0S ig&MmERA Citrix Workspace [ A#2&5E# Citrix Endpoint
Management,
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BE:

IR ERTFHER . RNAMAZIFIBNEEF,

EfEMAILLINEE, BEEMUTELL

- BREREEFENENRIHIIERRK. BXEERKROFREE, BFSRNERTREFINARERF MDX
SRBEHE o

- ¥ Active Directory SHIIEEEE S AD 3t AD+ IEH, FEiIZHXHEMER. FXEESHRIEAIFH
=8, FESREHENR L SEEHRIE,

- 73 Endpoint Management =2 FH Workspace &, B Workspace £ERM¥AER, BSHLE
Workspace,

B5E:
BRILtIhEEE, i@id Workspace miA@i@id Endpoint Management (LL#i#RA XenMobile)

#*
17 Citrix Files SSO, FATENESE Endpoint Management i=Hl& a2/ Citrix Files &£/, A5
BEA Workspace &£/f.
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BEEF N BER

Secure Hub 10.8.55

« BEIBEMACE JSON 9 Google FiEfA Samsung Knox # &1 kg (KME) NP RAR RMERL, AXiF
MER, BB Samsung Knox &5+,

« BRATIIBEEN, BRLEFERBERIERTE Endpoint Management #iE#t, MERAFAEIXFERBEEHR
iE$@E Endpoint Management i3, RASEEHIERRAE,

Secure Hub 10.8.25: Secure Hub for Android &2i&%t Android P i§& %%,

AR

F+4%%| Android P FF&Z#l, BHRFREHIRS B[BEMLEHITE subjectAltName (SAN) BB & LA E
BNRRIEPHER, BRIEFNE, RF[OTRE—NAEIRE SAN BIEH, FE&5EN A LER SAN
EHERARBAE, AXFMAES, 528 Android FFRARXHS,

2018 4 3 B 19 B4 %M Secure Hub for i0S E#: &R F iOS #9 Secure Hub 10.8.6 BTAF1&E VPP A
EFEEREENRD, EXFMER, BESRIL Citrix 1IRF0XE,

Secure Hub 10.8.5: 7£ Secure Hub for Android #3z#f Android Work (Android for Work) #9 COSU #=,
BXFER, E20A Citrix Endpoint Management 3z,

&1% Secure Hub

a[#Ext Endpoint Management #1T#1A BB L2 HHITS Secure Hub BEXM AL HMEBEES, W F i0SH
Android, Ef# Secure Hub S¥EBA T/, 5% Secure Hub E£#;Z iOS App Store 1 Google Play MR,

LA/ Citrix Gateway =iE#E R Citrix Gateway #{THHIWIE/FMER, Secure Hub #RI# Endpoint
Management RFERER FERENARFRIAZEH MDX 5K,

BHE:

BRUTEARBEREEZAFAMFHEMRENABER, UNAEHMERE: K24, BRMEM Secure
Mail Exchange Server,

Citrix PIN

ALK Secure Hub E2ERMEA Citrix PIN, X27 Endpoint Management i &1I&E > ERmEEHREEAN
—IMZ LIk, ZIEBEREFMIBNEERFAER Secure Hub HERANAIRSIE (PIN) #EFE MDX 18K
BERF.

Citrix PIN THEEBI 0 T BE RIS RIPNITEN BEFNNBEFR BB RIEAK, ARPAEEESHAEMEE, fin
Active Directory AP &M%,

BERES Secure Hub AP U NE Active Directory AR &M%, EFi3f2d, Secure Hub EAFI&E L
{72 Active Directory EIEREF RIS, RERTEFRA PIN. BRPERERE, REBEHA PIN BIaIR4itibin
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https://docs.citrix.com/zh-cn/citrix-secure-hub/samsung-knox-bulk-enrollment.html
https://support.citrix.com/article/CTX233532
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H Citrix 22 Store, EEEDAFKIENT I TRBNIARER, BXEFPHREEARITEERA PIN iIZ
ZER. 157 PIN BD@TTRRELKRIERE PIN HREMKERR, BXEMAER, BEHATFHEL.

BRATHEY (Touch ID) AR, AFAIUERTRARFREDMEZHITRNSHIRIERN#ITER. YAFE
REF Secure Hub MEMBEHIEER, URAEREITAIEIHGE, BRMSTRA PIN. BXEAIESSHIRIEN
=8, ESELE Touch ID H4%IE,

IEBEE

Secure Hub for iOS #1 Secure Hub for Android 1% SSLIEBEIE. LIhEaT#aR Citrix %5 Endpoint
Management BEEEAREWEENIESR, Eit, AILEERE ELERIERIMEFHE Endpoint Manage-
ment BiEERE & SSL 2iEHNR S, Secure Hub i MEIXARS BB AAFRMAEEEY, Secure Hub #ixiE4£E
B
B Android N i2, B{ERATRBAYERBF RMAGERMALNAE (CA). Citrix BiIUER AR CA REAF FMY
CA.

INRFALE Android N WHPERARERBEES CA, i letesiBE . EF5IERT, Android N i&#& LavZE
B

« FALA/BE%R CA, #H“Required Trusted CAfor Endpoint Management”(Endpoint Management
FRBEEIE CA) ETREN ON (F). BXFAER, BESHLEE,

« EA%LA/BER CA, B Endpoint Management Bai& MRS (ADS) FalifiE, HFREER, ADS RA
imEes, “Required Trusted CA” (FrEfYaI{s CA) EMERVIEERN OFF (%) 2T R ON (FF).

A& ESFHR Secure Hub Z &, EZRERIEREEINRE, ZEMKINEE X, Hi@I ADS #TEE, BAT
IEBEER, APIAFERBREZIERE Endpoint Management #iEft. MRAFSIAERBEZIEHHITEM,
AZLESHIEBRAE, MRBAFERIESD, EMEERK,

EFEMIEBERE, MiER Citrix @ Citrix ADS BRS28 EEIEH. A Citrix RAZFH P HF—MIAZIFRG, 15
SHAEEMBERET Citrix. RE, RHEUTER:

« B&MAP MRN8,

+ Endpoint Management #52 2R EHE (FQDN),

+ Endpoint Management £GI1&#F, BRIAERT, EFIEFA zdm HXHANE,

« AP ID %8, AILUZ UPN iR F iRt BRIAMERT, 2% UPN,

« BFIOS AMMIRO (NREHTBINKOS 8443),

+ Endpoint Management @3 2 E#ENKO NRERTRINHEOS 443).

« Citrix Gateway #9522 URL,

o (FT3%) BIERME TR,

o BELRMIFERA PEM BXHIER, ZIEBHUMRARIES, MmIEFAH.

o MEIRMBIBRS IS LEMMIFRIARSSIES (RAMWIERERYN) ERU4SLIFIHIERSHZIIVEERT
o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41
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HERFAESMIERFME Citrix RSB, BHRAZIFRGIGER.

IR + —REED S HEIE
EEILAERE Citrix ADC, LAfE Secure Hub ERIERRRESTHE (FA—RMER) HITEMHIRIE. HEEBERE TR
KHIRER, AIEREHIER Active Directory Fir & FBY= (8],

FfE Secure Hub BEBSERIES + —RMBBABMNFMHIIE, BFRITUTERME: 7 Citrix ADC FFEN—1NES
BEN— M ETEK, BTHEAERN A X-Citrix-AM-GatewayAuthType: CertAndRSA 895 & X MRz 3k LS TR
Citrix Gateway B FI#H,

i@%, Secure Hub /A7 Endpoint Management 2%l &EREM Citrix Gateway HER%8!, B2, 7£ Secure
Hub BXERERZAILERRTHE, FHit, BEEEX k.

AE:
WMERA Endpoint Management #0 Citrix ADC IRBERBMERLEE, ¥EM Citrix ADCEE. BxiF4E
2, &% Citrix Gateway #1 Endpoint Management.
1. 7 Citrix ADC &, 2413l Configuration (F2&) > AppExpert > Rewrite (£5) > Actions (i£F),
2. BEHERm.

ItBH% 2= Create Rewrite Action (BIZETRE) B,

3. EESNFER (WTEFMR) , AEHEE Create (BIE).

Create Rewrite Action

Name*

InsertGatewayAuthTypeHeader

Type™
INSERT_HTTP_HEADER A

Use this action type to insert a header.

Header Name'

‘X—Citrix-AI’-W-Eateway!-\uthType |

Expression Expression Editor

|C|:E'at:\5 - || Saved Policy Expressions v || Frequently Used Expressions - Clear

"CertAndREA

In string expressions, string constants and expressions can be concatenated with "+" operator. Please make sure that string constants are enclosed in double quotes.

Comments

o [N

T4 REER7EE Rewrite Actions (£5i21F) RE L.
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NetScaler » AppExpert > Rewrite > Rewrite Actions O 9 H
| Add ‘ Show built-in Rewrite Actions Search =
Mame Type Target Expression Expression Pattern
ns_cvpn_sp_js_checkout_nw_act nsert_after_all TEXT "'\ +window.location.pathname.split(y A 1]V +wi.. re~asubstri(0,34).tolowerCase\(\)==\"%2f"\)a=
InsertGatewayAuthTypeHeader  insert_http_header  X-Citrix-AM-GatewayAuthType  "CertAndRSA"

»

4. REREFERESRIFFENES RIRYETEMRS 2. 13 Configuration (A2E) > NetScaler Gateway
>Virtual Servers (EiiARS528), ABEREHEMIRS 8-

Dashboard Configuration Reporting Documentation Downloads #
+ system NetScaler > rGateway > NetScaler Gateway Virtual Servers Q (7] H
+ AppExpert

Add Edit Delete | Statistics ‘ Visualizer Action = Search ™
+ Traffic Management Q)
Name tate IP Address Port Protocol Maximum Users Current Users Total Connected Users
+ Optimization _
_XM_gwcamamappc8 @Up 10.71.1230 443 sSL 0 3 3
+ Security SessionTransfer @Up 10711230 500 SsL 0 0 0

= NetScaler Gateway
Global Settings
Virtual Servers
Portal Themes
+ User Administration
KCD Accounts
+ Policies

+ Resources
+ Authentication

Show Unlicensed Features

ntegrate with Citrix Products
4 XenMobile
4 XenApp and XenDesktop

&3 Unified Gateway

5. BEREE.
6. 7 Virtual Servers configuration (iR AECE) FR L, MW TR=E Policies (5:ER).
7. B+ FINFR,
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Profiles

Help >
Advanced Settings
+  Content Switching Policies
Published Applications
+  SSL Profile
No Next HOP Server
+  SSL Policies
1 5TA Server
No url +  Intranet IP Addresses
Other Settings 4+ Intranet Applications
4+ Portal Themes
Passive
Passive NONE
true + EULA
https://camamappc8.camam.net:844
false
Policies
Request Policies
3 Session Policies
2 ClientlessAccess Policies
5 Cache Policies
Done ‘
8. 72 Choose Policy (£#FHES) FEIHiA Rewrite (£5).
9. 7£ Choose Type (#E#¥£E!) FEHiAN Response (MiR7),
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Choose Type

Policies

Response

Cancel

10. BEHE,
Policy Binding (SREZ4BE) ZBHIGEFF.

Choose Type

Choose Type

Policies

Choose Policy

Rewrite Response

Policy Binding

Select Policy”

|'CI\:L’ to select

Binding Details

Priority”

100| |

Goto Expression®

| END

Choose Typ:

e
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11. #: Select Policy GERRERK),
LA HE— N e S TE RN RR.

Choose Type Rewrite Policies

Rewrite Policies 9 x
Show
% | Add ‘ | Edit ‘ | Delete ‘ ‘ShowEmcmgs| |Folwcy h,ﬂanager‘ |Stat|st\cs‘ ‘Actlon = ;ﬁ‘:ll: Search
Policies
‘ Name Expression Action Undefined-Result Action Hits Undefined Hits Active
® InsertGatewayAuthTypePolicy  true InsertGatewayAuthTypeHeader Use Global 0 0 x

12. RERNIGIERISFITET, RERE Select (%£1%). FEARETR Policy Binding (GREESE) FR, HPE
BEEENEE R,

Choose Type

Choose Type 9 x
Policies f
Choose Policy Choose Type
Rewrite Response
Policy Binding

» More
Binding Details

Priority’

100 ‘

Goto Expression*

END v

% | Close |

13. B2ESE

IRGERY, BERAEEERR, HPETTETHNES R,
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CHSABLED jear Tewt ot L] w2 Beiect  DISABLED G) S50 Clphers
5 EMABLED Eratie Ciphes Reieect  DISABLED i DISABLED
o ent deathenticat EMABLED ¥ ENABLED )
. EMABLED sk Cartificabs Mandatery nea ENABLED (%) 55 Policies
1% el e Motk YES " ENABLED
DISABLED PUSH Emcrypton Trigger  ANVEYS g2 ENABLED (®) Prafites
DISABLED
@ Intranet IP Addresses
Published Applications x
() tntsanet Agpi
Ha ©
1
N >
Tiher Settings Fa R
Pastive
Passive Nore

htps:ems. dmocom: 8443
false

14. EEERBEMEE, 58T Rewrite Policy (E55M),

VPN Virtual Server Rewrite Policy Binding

VPN Virtual Server Rewrite Policy Binding

Nr—

Priority ‘ Policy Name | Expression ‘ Action ‘ Goto Expression

100 InsertGatewayAuthTypeHeaderPolicy true InsertGatewayAuthTypeHeader  END

Close

Android i3&3#17 ADS EEMIHBOER  HOREREM Secure Hub ZE#28 Android 18 & 8] LUEIE il LRk
ia] Citrix ADS, TH: @it ADS 1RIHEMT 2T HES, BEHIAR ADS WEEHEXEE, ADS EETRESEHNRIERS S
AEB, EXMBERT, 2iF ADS EEBLTRERS 2.

BE.

Secure Hub for Android #1 Secure Hub for iOS k& 72iF Android i&&i4i7 ADS., BXFAEER, 55
i Citrix Endpoint Management stz AER, LB ERAHMIFEA 443, EHIIETERATEEALLL
Fia. WFEERIEBENER, BINFEALET Secure Hub 10.2, tiEEAZRIE, 5B Citrix HAZIE,

WEFRM:

+ g Endpoint Management # Citrix ADC i, SEPBHFRA PEM 18X, HEXREBARIES, MmIEfA
Ao
o BR Citrix RAZFFHIERBAIEBEEINE. EHEEH, RALSEREREIEH,
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HAIEBEESGEINAEERIG &L ERET ADS, ARE M. MXEXETHRESRFINE2EBNEEEFEMEEN
T B Secure Hub a1A, tNRI8&ETEAR ADS, Secure Hub RAiFig&E M. Eitt, EREMNERNFRE ADS
WM FAFREEIMEXREE,

E4iF Secure Hub for Android iia] ADS, ERLLT IP #istfn FQDN $T7i% 0 443:

FQDN IP st i { | IP MmO A%
discovery.mdm. 52.5.138.94 443 Secure Hub - ADS i&fs
zenprise.com

discovery.mdm. 52.1.30.122 443 Secure Hub - ADS i&fs
zenprise.com

ads.xm.cloud. 34.194.83.188 443 Secure Hub - ADS i&fz
com: i&EFE, Secure

Hub 10.6.15 XE=hirAE

f#£M ads . xm.cloud

. COMo

ads.xm.cloud. 34.193.202.23 443 Secure Hub - ADS i&f5
com: i&EFE, Secure

Hub 10.6.15 XEShirAE

f#£M ads . xm.cloud

. COMo

MRBATIEBEE:
+ Secure Hub 7Eig& A B EE EH IV ES,
» FRIEH, Secure Hub BEFYURIBEEWFABILS, ABEEEMAF ERERNEERS IS,
AR
NREEAREEEIERBEE, AFRYMEHEM.
o MBIEBRARER, EBLIT A EEETHEM.

EPEERIFD RIS, RZIFPEIERHMLE IR, IEBEEEA T Citrix iR5528 (5130 Endpoint Management
0 Citrix Gateway) , FERTFE=HRRS%.

A “BIBRIKF” &I

EEBTBEAMIRS (ADS) B9¥FtEsh, BILITE Secure Hub S22 EMIBRHK F 121,
EZERBIBRKAIET, BRITUTSE:
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1. HiEEcE ADS.

2. 7£ Citrix Endpoint Management RiTHBEMAMRSER, H#& displayReenrollLink MEIRE
73 False,
BINERT, tER True,

3. MREMIZERTE MDM+MAM (ENT) R TR, EEHHABRESR, ERAEEX.
MRENREREEMRATEMRD, WHAEHEMILE.

{#F Secure Hub

P& Secure Hub M Apple 3¢ Android R AREIE FHEIHIE S,

Secure Hub #T78Y, AP RIAEQERMEEIELUE Secure Hub At Hig &, BXEEIMNELEMER, 18
SRAFKE. AeiER.

7£ Secure Hub for Android E#T#MBREMEIMIES, BEFUTEE: Allow Secure Hub to access
photos, media, and files on your device? (& #iF Secure Hub Aa{EI&E ERBRA . EIAFSIHE?)

IEE kA Android 12 &4:, miEskB Citrixo BIRAMFE, Citrix UREIE Secure Hub MEE R EIF AR RER
FEBEEHNDIANE. B2, IRESEERBTEESIFRE, WEERUUERKFEREEENIAXME,

AME, APREIEEEERNNAEREN-~PHEXNFAENBREFMKE. AP LM Store RINE 2 M A
Fo EFH L, MABEHERUTE LANKENERER TS,
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BB Allow Secure Hub to
access photos, media, and
files on your device?

DEMY ALLOW
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EFIREM L, Store B—MERMAVETR,
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CiTRIX

Secure HuUb

E My Apps

Store

Preferences

Help

About
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f£MAiz1T I0S 9 HEBARAH iPhone AR M ABEREBIEFHRAREFN, WIISEI—FEE. BHEE
H7EiZ iPhone Lk F &% Citrix F2EE. BHERBESEZALEZN, ZNARFERTA, IWHEER
BY, Secure Hub IRImAFZEE—IMER, 1ESMIITERAH iPhone fZE Citrix R ARRFHITIE,

Bzh7E Secure Mail F3E8

s+FN MAM &, =ILERE Endpoint Management, LUEREREBFHFEIETE Secure Hub #At# Android
5k i0S & & AP 8 B ah7E Secure Mail i, AP EEHWAE S5 SSITAIMNY S BEIA A Secure Mail,

B/R{fEMA Secure Mail B¥, Secure Mail M Secure Hub $XBXFE R B FhR¢Etitt, HZMAEF ID, Secure Mail
fEFA B TR HIL#{TEEI A M. Exchange Server ERIFMAF ID #7477, Xit Secure Mail AT AB I AR
HITHRHRIE, MRBEIGENTEEZE, RASKRTAPRBARLE, B2, ARFTEERAESER.

ERALLINEE, BEIBR=1TEM:

 fRs523EY MAM_MACRO_SUPPORT., BxiiEH, ESRRS2ET.
« ZPiR/E" ENABLE_CREDENTIAL_STORE #1 SEND_LDAP_ATTRIBUTES. BxXiibH, E&REFin/E
%o

BE X BN RS

MREFEEEXNAEE, BRIIRE > BPHRIMIAE, UERZR. MIBEREENAEFETAR.

Client Branding

Store name* Store

Default store view Category

A-Z
Device

Phone

Tablet

Branding file

MNote:

AILLTE Endpoint Management =%l & 4RIEN BAEFIRE, BEHRE, RERENEEF. NRETERNHBE
F, ARBEHFEE. AFEEREHRANNBEFNTS, ABERBERRAND,
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Y -

MDX App Information

£ Store fh, AP REEXIKERE Endpoint Management HECE B2 RIPIBLN BiEFNKE. EHRNEZHARER,
BRAILEZFAES, ARERANN.

ECE RIEEBNET

Secure Hub FmAFRIESHIRGEEN S Z. EFREM L, BIREG LANPSIEITHEMEDR. £FNL, BF
LIRS AR ERKEER, AREREN.

Close Help Desk

Your IT Department
Report Issue

Send Feedback to Citrix

Citrix Support

ZRITBIERRQARNNRAZFHAZNEENEFEG, BRUTUERNZEBREFPHITHN. BFEE
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Endpoint Management 16l & i\ BIE SO E FERFtitt, BEA EANEREER. LR TIRERNHE,
BEE%, ARBREEFEXF. BETHATRANGEENRR.

Client Support

GoToAssist chat token
GoToAssist support ticket email
Suppeort phone (IT help desk)

Support email (IT help desk)

send device logs to IT help desk directly @

by email &

Reportissue (R&EIRM) BERNARFHTIR. APEZFERENKARERF, Secure Hub 2Bz1%EMAE, A
[57E Secure Mail FTH—EER4HIE BEMINA zip Xt AFRRMERITHRBERES, MITELUMINEES
Bl

@ Citrix kXK i&7E Secure Mail RFTH—HES T Citrix AR tataIsp e, 7E8REEXS, BPRIUBAXETF
WfEIHGE Secure Mail BV, INRIGHF ERk%EE Secure Mail, MIEITHENBEIZR,

FPZER] L Citrix 245, ZERTH Citrix F1RH0e. APRIUMPEERFE Citrix =R RR/FXE,
EEEDS, BAALREIXTFEKAMIRENESR.
I E R

Secure Hub FiRAHIRE MAMIRIRERKES, FId0, TATHREATHENEEFBLFEMIBNR, FXiFHME
B, BERAE MRS HRER.

AR SIURER M 4

Secure Hub BEIREHSTKKEE, iLEESTRSBISERMMNRE, 24 Crashlytics iFiIthEE,

BXEAT i0S # Android EZTh8E, 1SR Citrix Secure Hub B9 “IheE (IRFA&) FIKR

73 Secure Hub £ri8&mAE

EEIRBNBUEERR Secure Hub i&&i% B EUR IR Hi& & EHRAIEIHE.

EJKEY Secure Mail B, BHITUTIRME:
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1. %% Secure Hub > #8) > R&AE. MNBEFYERHiERE Secure Mail,
DT —H RX A R AL AT A BRI B F AR,

2. RAEXFHEAMNEREXFMNA BENETIRE, BSOHIAXEREEERIRE,
3. i&[E Secure Mail HEJZIF, 12 TR REREERIABUL £ R EREIRHE S HIETIE,

4. i&[%E Secure Hub > #E) > iR& (a1, MREARRREFIRFER Secure Mail,
IEBPIEFT A —$t R IXLA SR AN MR AR 35 A RBYEE F BB

5. HEXBITMIEX, B/LAEERENRZR. SESR 3 hiEnNHNEg, ARREHLRX.
KTFERCHE, EHEMIESRNBEX M

6. BxEE Send (kix),
RIEW zip XHEELTEE:

+ CtxLog_Applnfo.txt (i0S). Device_And_ApplInfo.txt (Android). logx.txt #1 WH_logx.txt (Win-
dows Phone)

NAEFEEATEEXTIRENNAREFNER.

Secure Mail #ix

June6, 2024

i@ Citrix Secure Mail, APEIUEEBHEIENFiREM - EBEB T, BAMBKRA. ATHP Microsoft
Outlook =k IBM Notes i 8955421%, Secure Mail 25 Microsoft Exchange Server #1 IBM Notes Traveler
AR5 28E1

£ Citrix NARFE4N—Z4, BF5 Citrix Secure Hub Mg 5% % (SSO) #&1M, Secure Mail M=z,
BPFES Secure Hub /5, aJLLT#E Secure Mail, MAZEEFHANEBFPZINFRE, EaTLUE Secure Mail
BB A7 Secure Hub fEMAFIREN Ba#ERRIAFIRE, HEBF LM Store FiNZNBERF.

AR

s$ Exchange Server 2010 9z #E2F 2020 £ 10 A 13 B4R,

Secure Mail SLUTEMHES:

+ Exchange Server 2019 2R E# 14
Exchange Server 2019 £f3&# 13
+ Exchange Server 2019 i385 12
+ Exchange Server 2019 2385 11
+ Exchange Server 2019 2 %E# 10
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« Exchange Server 2019 RfRE#H 9

« Exchange Server 2019 £i1F# 8

+ Exchange Server 2019 £f1F#H 7

+ Exchange Server 2019 £i1FE# 6

« Exchange Server 2016 RFRE# 23

+ Exchange Server 2016 i1 22

+ Exchange Server 2016 2385 21

+ Exchange Server 2016 £f3&# 20

« Exchange Server 2016 RFRE#H 19

+ Exchange Server 2016 i385 18

+ Exchange Server 2016 £f3&# 17

+ Exchange Server 2013 £f3&# 23

+ Exchange Server 2013 RfR&E# 22

+ Exchange Server 2013 2385 21

« HCL Domino kg4 12.0.2 FP2

« HCL Traveler g7 12.0.2.1 Build 202302010413_30
+ HCL Domino 11 (L{&i#4 Lotus Notes)

+ HCL Domino 10.0.1 (LA#i#F7 Lotus Notes)

« HCL Domino 9.0.1 FP10 HF197 (L&i#7A Lotus Notes)
« HCL Domino 10.0.1.0 Build 201811191126_20 (LA#i#F# Lotus Notes)
+ HCL Domino 9.0.1.21 (LA#i#F4 Lotus Notes)

+ Microsoft Office 365 (Exchange Online)

EFsatER, 1BM Citrix Endpoint Management F2(TE F# Secure Mail & Ef Endpoint Management 44
,

A% Secure Mail REMBEHNARFHNRALKER, BERASAER,

XN BAEFEGEIETE XA Secure Mail for iOS # Secure Mail for Android aEENIER, i550F Secure
Mail B9H#EIZEE R

B Secure Mail Z#5#9 i0S Thig, BESREAE T Secure Mail #910S Thik,

B % Secure Mail Z#5#9 Android Th8E, EBIMERT Secure Mail 89 Android Thige

B Secure Mail #5#9 i0S #1 Android 158, ESIRERAT Secure Mail 89 10S #1 Android Ih&g,
BXAPEBXE, B2 Citrix AR EBH.OAR Citrix Secure Mail TI@E,

Citrix Secure Web

July 14,2023

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 57


https://www.citrix.com/downloads/xenmobile.html
https://docs.citrix.com/zh-cn/mobile-productivity-apps/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/push-notifications.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/push-notifications.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/ios-features.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/android-features.html
https://docs.citrix.com/zh-cn/citrix-secure-mail/ios-android-features.html
https://help-docs.citrix.com/zh-cn/secure-mail/

BEEF N BER

Citrix Secure Web — HTML5 Z&# Web x¥%528, AFREXABMIIMSBERNZLIAIE, &R Secure
Web BZER17E Secure Hub FiEM A& &N BaEXEIAF&&. &, ZHAIUM Endpoint Management iz
RS RN AR

A% Secure Web UNEHMBHETHNBREFRAER, FRHRAEZAEK,

£t Secure Web
AE:

MDX Toolkit 10.7.10 @ #FEEBohE = W ARFHNRE—TMhRAE. AR MNAHEABESRBHE =R
2R 10.7.5 RESMRZ,

BERMHI Secure Web, BIRBILTEN S B#HITIR1E:

1. EXNABMEERESEF (SS0), EfE Citrix Gateway.

¥ F HTTP &, Citrix ADC "TLAm Citrix ADC 28I E IR S IIEL B R M# SSO, 3F HTTPS 7
8, “Web & HIEAY Secure Web #1757 IIEH @ MDX R EEARS 2;H SSO, MDX
REFEAZHRIE. WEXSHRIEN NTLM RESH K. ZEEHR MDX EEH FM#7E Endpoint
Management #Z=REE (BTEFHEBRBREAREFHIENRLEFMEXE) $, FX Citrix Gateway FeEII¥
=2, &SR Citrix Gateways,

2. & Secure Web,
3. MEMAERES AWML ZENAFEE,

4. % Secure Web &=l Endpoint Management f (gES B S Hth MDX R REFHERE) , AFEEE MDX
$RB8. A% Secure Web HERIEHIFMER, BHBRAELNEEN “XF Secure Web %8,

EERFER

Secure Web iU TR EEES:

@it - Web SSO: &id @& EED A MEHEZERT UERLE i VPN HWEE (A @& - Web SSO”),

X2 AE%E VPN EXRIBIEENIIARE. BINEERSER (SSO) wiEiEfEm “&iE - Web SSO”,

Z VPN BE: B BEERsNEmErEEe UEAEE VPN R RIS ENTE VPN BiE, EITE

HEPIREREmES SSL 5REBMAE RN EREINEZERE VPN @8, 82, Secure Web RZATIL
EEEEER NS LNE PRI BN AR, R E—ErRERIENE=AHNECLTAEF.
2 VPN @@ TCP A BE i, FAALE Windows #1 Mac i+&#LUK i0S #1 Android i&#& LR,

o 223 VPN EXNRERA AP RIEEERE ‘=B VPN EE” #X5 “@E - Web SSO” #R 8 B 5itlift.
BIANERT, LEEIRER “X”, NRLKELER ‘A, WRESEEA TEHENLERTF L AEEE
VPN R BB M IIEIERMAMMMELIER, Hig], 72 VPN BEEXESRSSNEARIIBNRE,
8 “i@i& - Web SSO” W~ #&%2, R, A “BE - Web SSO” ##z(8Y, #ig SSO @ HTTP B4R
R HARS M ETREME X,

df B4
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TRIRAT Secure Web BESIRIBACEMIE R LB RARMAERE:

EIEEL =it
1BiE - Web HTTP
SSO

i&iE - Web HTTPS
SSO

528 VPN HTTP
T2 VPN HTTPS
Secure Web B8

BET

=
=

=
=

=; R
Secure Web
MDX ZEBg
‘BB Web %
WBEE "E

A Citrix
Gateway &t
21 SSO

=
E

i

all

iz

EERIAIE

Web 45184,
Secure Web
RTBNER

=@
[=]

@
[=]

S

A
Secure Web
g EIRRY

EZ B

Web =6,
Secure Web
RTBAER

=@=
(=]

iy

iy

#x00 Secure Web B, i5FE Secure Web £ MDX 588, W TFRAESXENBIIEE:

FiFEFELER) Web i

RS
&, Secure
Web $27R5
NER

=
(=]

iy

iy

Jalil

Secure Web s@EFidiE Web %, ZrIUERILRIEREBERFEMN AT ERSMNTIR, AT URL RX#1TE
B, MUREINGEETTLETHN Web 55, HEXAESHRITIR, NS (+) WAS (-) MFERRIZRNEIFIRPHEH
RIAIE, FSRTIHINFE URL SRAHITILR, BEEHRE—NLET, HELEDE, fRRREEZERITHE

8, SOTFAR:

o RS () BIBIETN R ESMEIEITH URL, EXMMERT, % URL #4 Web BRS3 28ttt &% AR4R
o NS (+) BIBAFIEEIMIE URL,
o WMRMEEIRME + 3 -, MSHBRERE+ (R,

« 1R URL 57IRAEMEXHALE, WRIFITHZ URL

ZrHILFEEA URL, BEFIRERFMASERES (-*). Fan:

o HWEEE +thttp:
mycorp.comgFER HTTP URL, BEEMAIEMELEXE URL, AFEERIMGESEHA HTTPS # FTP
URL, {BFELIEFRBEHEM URL,

RFTE
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o HWEEE +thttp://*.training.lab/*,+https://*.training.lab/*,-* AFBEF&E
it HTTP ¢ HTTPS #T7F Training.lab i3 (Intranet) Fg9E L=, B2, TEHIE, EHMILETHAR
A URL, f1%0 Facebook. Google #1 Hotmail,

BRINMERZT (RIFFTFFE URL),

PRIE#HE O

BHEOREREEANERT Web MERITHINEAD R, ILHREEHE Secure Web 2T AWFHHED. MRIEH
“FF”, Secure Web #FHiE Web s 3TH8HEE O, BRIMER “X7

TR HE

71 Secure Web FIS28E X —ATME N B, RIS AMES KRN TATIR, BIEXHREM. KFAHM
Web #thhit, S TaHRA folder, name, url iz, H folder 1 name TEESBEEFMBNEIS ( “) 312,
Bl 40, = B & ,"Mycorp, Inc. home page",https://www.mycorp.com, "MyCorp
Links",Account logon,https://www.mycorp.com/Accounts "MyCorp Links/
Investor Relations","Contact us",https://www.mycorp.com/IR/Contactus.
ASPX EXT=ZNPE, F—MhEHE (EXXHXRER), i58A “Mycorp, Inc. home page”, B M EEKEE
A “MyCorp Links”. #7%R “Account logon” Byscfhserh, SE=AEEMETE “MyCorp Links” xxf3s9
“Investor Relations” ¥k, /R4 “Contact us”,

ENINT=

F51 URL

E X Secure Web BTN Web 65, ZHAMEAT (BRIABEHTE) .
PR 1M Android #1i0S 8%

MR RE

#ME Secure Web BRI A A REEHNTANT NG, BEBRT, FAIEXNEEGHRTAE, XEEGaENHR. B
B, HHHAERIRIHT/ (S, AT LAACE AR LARGX L O AR ] 1%, BRIABEAPREIR R M.

T

o FRBEMERRIN. FREEMAEAR, HERREIBAER.

o Rimtthiitt=, FRBIZHERRIIL, BRPTERER G F R,
o [REthIt=, FRfEtitt=, ERREEMES,

o [REAERENG. RIEERENTAEZDURMITERN KA,
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B Web 3=
% Secure Web AP Ai5iR)31EK Web ZRBNEIER, IHRBEHE Secure Web BREULRRARERE LER
=i, LERIEATESHRIEXNEEFRNNERD, RNEMATE Web REHBAKZD,

WMRIGERF, Secure Web EEEFZRAFEIER Web F R NNFIE R, WRIEE X, Secure Web $FRE=
ZEANREEEFENIERRE, AENR.

RYEERIPE “BEk VPN” REBIRENILNAEF7E VPN @& 7 88 E B IR,

RIEARSS 28

£ “#@i& - Web SSO” #{ TR, EAILLA Secure Web FEBERIEARS 2. BXEMER, BSALEEXE,

DNS &4

£ Android £, dRKEE DNS /54, VPN aleEakM. BXEE DNS BEMNFARES, S Supporting
DNS Queries by Using DNS Suffixes for Android Devices (Z#¥ER@ER Android i&&# DNS 54%#17 DNS
=),

HEZ T Secure Web #9 Intranet ih=

HESEmE Web iESFEAR, tITEEHEZBET Secure Web for Android #1 Secure Web for iOS #9 Intranet
s, EERTEENNEM Intranet IhSEEE 867 Android 71 i0S && EIFE(A,

Secure Web k& Android WebView #1i0S WkWebView izt Web 1R %1%, Secure Web ia—t Web
RAREE:

» AngularJS
« ASP.NET
« JavaScript
+ jQuery

+ WebGL

Secure Web Rz —t Web AR E4E:

« Flash
« Java

TRETT Secure Web #589 HTML 2MIIEERKR AR, X RTERINEEERTENTEA. JRBMNAMAS,
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ESZN iOS Secure Web Android 6.x/7.x Secure Web
JavaScript 5|% JavaScriptCore V8
AHITF i X X
AppCache X X
IndexedDB X
SPDY X

WebP X
srcet X X
WebGL X
requestAnimationFrame API X
ShnitET API X
HiRITE API X

BAREFRIEE LEAARNMER; 18 Secure Web X ARMIEEREORAENBEFAREFZRFH, EHTEMT Secure
Web #9538k, AIEEHAFREFM S, M Secure Web £zl https://whatsmyuseragent.com/,

Intranet if 2B EHERR
BfZR1E Secure Web &EE Intranet ib BRI E MR, 158 Web iE57E Secure Web EEMERS#HE
REANE=FNREEFPHNEMIFERHITLER.
sHF i0S, BFMIRNFEAE=7%%28% Chrome #1 Dolphin,
34F Android, BFMIXHFRAE=7%%28% Dolphin,
AE:

Chrome 2 Android ERIZHLR 825, BEERTF R,

£ 10S /1, BERRN KB ZIFGER VPN, AILLESEIRE LSMEIEE > VPN > 75710 VPN ECEREE VPN,

EA AR App Store HiREH VPN Z A imM FBIER, B170 Citrix VPN, Cisco AnyConnect 8 Pulse Secure,

« 1R Web SIE7ER MRS LM 2IMIERER, MWiRBETER Web 3=, EFEMILIER, HRERERUR
gFIE A THRIER A

* 3R Web TiE LA Secure Web A, EBXR Citrix BAZR, UHHA—IMZEFRIL. BRHE
HUEPEHIR S R, EIENIREHN R FIRIERSXEL, IR Secure Web for iOS FEZIMEM, BRIUATH
BATARTIER Web A4 EIEEMN, XAFTEEER) Citrix BINREMARRIZIPI,
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822 Web 144

£ mac0S 10.9 SiESIRA EfEA Safari, ALK Web TTESEH Web ##4X# (X#FA “HRFIKR"). Web %F
X H-EEPRE RN, FIWE/K. CSS 1 JavaScript,

1. 7£ Safarith, FF “FIEFIR" X%: 7£ Finder b, BHRPEDREIERS, ERIEXMHRE, BARR
&7#5 ~/Library/Safari/ReadingListArchives/, SARMBRIZAIE TRIFRE XK,

2. EREgizh, #3) Safari > RIFiLE > SEAHBH “ERBEHRET FR 2

3. EXREEG, #EFL > APREHBEAN Secure Web BFH2: (Mozilla/5.0 (iPad, CPU OS 8_3, N
macOS) AppleWebKit/600.1.4 (KHTML, fia0 Gecko) Mobile/12F69 Secure Web/10.1.0 (RIZBiR
75 1.4.0) Safari/8536.25),

4. 7z Safari 1, sFTAESHEAAIRTIR (Web F14xH) # Web 353,
5. FERBEER, KEBE > RMEFERTIR FEERGHTT, AIREFEER/LOHEIE,
6. HEEFEREIRTIR: EREED, BIEE > BREARTIRAE,
7. BIEFEXHE:

« X5 Mac ZiEmMLERE,

o FTFiEIRFIRFE Web 3553,

% Web #5225,

8. E4ETFIX M. 7% Finder h, SEFRPEMMFIERS, MFFIEXHE, BANBEZM ~/Library/Safar-

i/ReadinglListArchives/, M7EEERERMENNHEIFRBEAXERNMFR, FTAZFRIER, A1)
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BEER (SSO) UKNE ST,
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Management #9 Citrix Content Collaboration & i, Bk R Secure Hub, AR TIEE R Secure
Hub, ZzAPAEEHMeEHE Citrix Files Haik P&,

Citrix Files #zh%& F i

AL Endpoint Management # Citrix Gateway B2& 4 Citrix Files # SAML IdP. ELtECEH, /A Web
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