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May 30, 2024
BE:
WAREEANE T Yaikk4s (CR) FMKHAARSRAS (LTSR) 897~ G4 oh A HASRER

Linux Virtual Delivery Agent (VDA) #FEE i E ML T Citrix Workspace F A2 HESIEEAIE Linux
MM AR F AR H,.

ER] LURIES 2 5509 Linux RITHR AT BRI A2 FM K E. 7E&H Linux EH (VM) E%=% VDA B, BB
Delivery Controller, #A/EfER Citrix Studio MR R X LN AEFH L,

HTIEThEE

May 30, 2024

2311 FEyHTIEThEE
% 4% SUSE 15.5 #1 Debian 11.7

Linux VDA Bi7£3z#§ SUSE 15.5 #1 Debian 11.7, BX#4EE, BEBRAAER,

HDX BiEN &I E

Linux VDA I/ HDX BB &L 8. ZIhaERT ABRHE X EEMHA ICA RIENSIEELE, NMEEA
P, BXEFMER, FEH HDX BENFLE—

AOMedia 57 1 (AV1) 3%

AR ASINT HVEFEEE AVL, EATEEERNTRMIARTRERESRENERLR, ARENHE TERERESH
FPS. 5 H.264/H.265 #tt, AV1 EREMSMHERERE. BX¥MEE, BESHEFREENHIE,

e
Z % HDX 3D Pro 5 NVIDIA GPU EB&fEA, #m&eEZHF NVIDIA Capture SDK frzs 8 B9 NVIDIA ERIK
iEFhR A, BXiF4ELRE, E21% NVIDIA Capture SDK x4,
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EFRTERSRETRM

RIEAAIET LB ESER R ERARREGRREE E RS,
BXFAER, BFERAASHE,

THEFEZIEMEE (FARAR)
IARASINT SIREE AEE ZINRERIFIFERE T Citrix Workspace MBEFHNEF iRt BN EMNZ N SIRLEE
EMmEZE Linux VDA &3,

BRItIhEERE:

o BRHITEN ENAERISMREHETERIER, BEMLEETHARE CitrixAudioSink (Fsamdt) st
CitrixAudioSource (F3MHN), MEEBEWREEM. IUESIEPHNBRFREESINGE, BT
RIEHENEARIAT MRS, ZIRELEEFHITENNRIATNEE. NELKE, EaIUMNEFRITENNER
SIRBERELRINTINIRE. EMEARTENNRATNRER, MRERFEARNSILEHRERER,.

o HERASBBFRIEPNENLEN, XETIMNLEIDEER.

BEXFAER, BERHZ 1 EMLE,.

BETLEENEM (FULEhR)
WAE, ERIFETENERPEMRIMNGER VDA, A<k HRE Citrix Cloud 26| FEXX L VDA #1755
IEo

BEF SRR EMREAMEMAIE Citrix Provisioning BABTESITEN (TICEWENEZED) MAL. ©AF
IR LR:

o TEREMHI Cloud Connector,
o MBRAFPFTENSHIRIER AD f#iX R, AERMANZENIHENERSHIIE,

EREMES, BEAERBNTERAMNEL Linux VDA GRS .

TN FIESRINAE
BANNEMHBU T BENREINREULEENGE, EIERLL:

o FERABRMZEQERIMANGDN VDA, WIHEEETRARTIRE,. EXIFAER, BERERABRNTECERINING
B Linux VDA (Fi¥hR) o

o BEFEERSISERBSITRIMTERZ (ctxinstall.sh), BXERUHITHNEE, 3EIE1T ctxinstall.sh
-h EEEEPRETONEER, B% ctxinstall.sh Bi¥MER, BF2RAEHEMLECEMA TER VDA
—x i ctxinstall.sh 284,
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o« B TR ctxinstall.conftmpl seff, fEizctH, TEREAGI#ITIH,

Linux VDA #uEUREE 1+

WM1E, ERE Linux VDA [F, B BEmHE5HIBIEITI, FUBKEITHIRERITHIRIEREREIEHEIUBL X
2| Citrix Analytics, M#EBNRS Citrix =REREMN M. E2RAZINHEEBEZFEMESR, BB Linux VDA
BiRUREE TR,

IEAT Linux 2IEHHFHER

LtthR4s A Citrix Director #1 Monitor F#Y Linux SiEEINT BN Hiatn:
+ ICAER
ICAEREAR LB FREER, HIEiHERMEREEIS.
. 5REE
W HARIEERNFAERBHETESIEFAE S NES “HK R+ L,

BXEFMER, 2 Linux VM # Linux £15$51T.

%5389 EDT AETFIN S ERX D

SINT — T IREEHEERM WK Enlightened Data Transport (EDT) #hi¥, X#hsLilsiF EDT LMESHE
HEHEER, MTERAFEE, BRAERTEALIIE EXFMER, BSREENE .

2AIZE 7 Rendezvous V2

IAERT, Rendezvous it FERIRE. B Rendezvous hi¥fE, Rendezvous V2 ik V1 BEK.

M7z, EDT MTU L3172 VDA LEARTFEARS

MTU £33 EDT ERURIENBRIAERAFREBNM (MTU), XEMET UL H N AT SHIERE TR T AR
YRIEN EDT #UEEHR. BXFAER, BBREEN .

FHARR A EYHTIEINRE

BX7E 1912 LTSR % 2308 CR Z/EiRMIVRIThR P E & HUIIEINEE, BESIMIEIIEH LR,
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BEEERIRE
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Linux Virtual Delivery Agent 2311 B4 T5IBEERRE:

o HEfERLAERBNEFHEEHNEMRERIEN, TRHEBURSHRESEMNMREREP. ERAUTE-
& PRI IR AR E RS BN E A IR ST A RER RIER S H I e

- &ATF Mac i Citrix Workspace M AR#ER
- &RAT Linux &9 Citrix Workspace FZBIEF

[LNXVDA-15406]

o I3 Linux VDA E# 3R 2308 HE#Hia1T ctxinstall.sh B, @SR E XL ER, 1§ Kerberos 4
IMBIGE RN AT BER SSSD fEREIMAA AN SIS, ERRLLEE, &3 ctxinstall.sh #1TUT
B

- 7 get_realm I A K k&, 3§ realm=S(tr '[:upper:]''[:lower:]"'<<<"s{
CTX_EASYINSTALL_REALM } ")®Emrealm="${ CTX_EASYINSTALL_REALM
} ", Brealm=$(tr '[:upper:]''[:lower:]'<<<"$val") E&xH realm="
Sval"
- 7 get_netbios_domain B # & # 4, ¥ workgroup=$(tr '[:upper:]''[:
lower:] '<<<"SCTX_EASYINSTALL_NETBIOS_DOMAIN") E&H workgroup="
SCTX_EASYINSTALL_NETBIOS_DOMAIN"

[CVADHELP-23303]
« BAHDX3D Prof5, y BETR LNZIERHHMY, RATETRTREBETRIE. BRRILRE, /7
VDA EITALKRIEHRIEZEZTU TS <!
- YFRERE, BIBlT:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP""
/etc/X11l/ctx-nvidia-2.conf
<!--NeedCopy-->

- XF=RETEH, HET:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP"" /etc/X11l/ctx-nvidia-3.conf
<!--NeedCopy—-->

- NTFHEREETRSR, HIET:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP, DFP"" /etc/X1l/ctx-nvidia-4.conf
<!--NeedCopy—-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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[LNXVDA-15259]
o HIREILERSIE—REESS, Linux VDA £iETeES TS LM, [CVADHELP-21344]

« @3 Machine Creation Services (MCS) &89 Linux VDA mJgeF3%7E Citrix Cloud g3, [CVADHELP-
23600]

HAEENEEREUN, VDA IMAIRERRK. [CVADHELP-23789]

o LEERE USB IREHIEEFZIGEN, BHRERTE Citrix Workspace ARF TEEZRIZEEMETYIE, M
FEFEME Ubuntu itE#. [CVADHELP-23798]

s EHELAHHNEARFN, NARFEON—H2TRaERERER, [CVADHELP-23824]

E A 8)
May 30, 2024
TEARRRARHE T LA TR

o INRFEE CTX_XDL_DESKTOP _ENVIRONMENT Z&, NI EZMEEEL#EFEREANIEHE. FEit, K
REESKEEXNIFETE, HERMXETSNNBREF RGN TR ERTERETT. [LNXVDA-16212]

+ B1F GNOME =#E A%, £ RHEL 8.X. Rocky Linux 8.x. RHEL 9.x #1 Rocky Linux 9.x _£¥ samba-
winbind 4% 4.18.6 fR4/E, Linux VDA TEBMERIETT. AXFHAEE, B350 https://issues.red
hat.com/browse/RHEL-17122,

o+ 7£ PostgreSQL FIBEMRNERHA R, BELEHARIEN, SRXEREBMAK. EffALRE, HE
&2k postgresql.conf S2f£F# max_connections i& = et R AEE S

« BT /var/log/xdl/jproxy.log #15| % LA LDAP 2%, VDA EMAIREskM:

javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.
<!--NeedCopy-->

ERRRIERIE, FEHRITUATRE:

- EX LDAP @&, a0, BERUTH<IE LDAP BIEREA 60 !

ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"
-t "REG_DWORD" -v "LDAPTimeout" -d "OxOOOEA60" --force
<!--NeedCopy-->

- BT EIEREMR LDAP Zif#E, AILIERA ctxsetup.sh iy CTX_XDL_SEARCH_BASE T£3}
ERAUTHRIRERRRE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a
search base instead of the root of the domain to +improve
search performance>" --force

<!--NeedCopy—-->

[CVADHELP-20895]

+ Microsoft #£ 2022 £ 11 B%# 7iEAT Windows 10 MRFREH KB5019966 1 KB5019964, EHMSHK
EINAFLEM KN, ERBRILE, FSFEFMIRFOXE CTX474888,

+ 1EE/A Kerberos 58 RC4_HMAC_MD5 mMZEXEMIFERT, Linux VDA RISET AmIEHIas T, FHHM
LUTEIRER
Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled) (§2iR: 7€ GSS-API RZIFRIEFEHIE (NIRRT FA2#F/REHE HMAC
IN#&2E RC4))

BRI, E7EEH Active Directory igm (3%, BAEHE OU L) ZA RC4_HMAC_MDS5, Z#E
SAVFTE Linux VDA LfERSSMERE, 25, &EA klist -li 0x3e4 purge <&k Controller # Citrix
Cloud Connector +4&7F8 Kerberos Ei, SARE#H /AN Linux VDA,

B8 Active Directory 15ith 2 /H2 A RC4_HMAC_MDS, EXMUTHE:

AR EIRIEHI S,

REIBRE, AE%ERF Default Domain Policy (BAAIEERES),

G2 E Default Domain Policy (BRIMEHNRER) #Hi%iZ Edit (4RiE). AREEEHERFITH.
EFRITBEE > 5 > Windows 188 > 288 > A > K8,

WiHMLZL2e: BB Kerberos #FpINZsEE,

EY 8 % - DES_CBC_CRC. DES_CBC_MD5 #1 RC4_HMAC_MDS £ & &, R g & #
AES128_HMAC_SHA1l. AES256_HMAC_SHA1L # BRpn=sa!,

oA wWwN -

ZAFTE Linux VDA EERSMEXE, BERRUTHR:
AR
SENEXBFEENHES S ZIRE,
1. 7 Linux VDA E$TF /etc/krb5.conf 3¢t
2. 7z [libdefaults] o THRMUTERE:
allow_weak_crypto= TRUE
« Linux VDA R3%z#5fEH SecurelCA #1Th1%, £ Linux VDA £EH SecurelCA 2SMAIEB LK.
+ £ GNOME SERIEF, ZXEXREFRFTERRK. [CVADHELP-15639]

« Ubuntu E#: £ HDX 3D Pro #, &% Desktop Viewer A/NG, MAREFEERGESER—2IE,
EENERRETRNER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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AHERIER, BTREARMIBR Linux VDA FTENETE M 62 AYFTENL,
BRPESKREXHNFER CDM XHEiRK, IRBEFHEASXHEHER, WS HIIE,
EAhRAER, NXFEIFEIEESEA UTF-8 4.

ERTF Android 89 Citrix Workspace R BEFH CapsLock SRS RISERERIEBFHHEIR K, BHS5E
FF Android 89 Citrix Workspace [z B2 a9l G E#%ES, Caps Lock IRSATRERE R, MRS E: £
¥ R#E by Shift BEAS 5/ Z &1k,

fEMERT Mac i Citrix Workspace M AZFZERZZE Linux VDA BY, & Alt BIRIERBE RN REIEM. BHAS
F, SSFAEMFAM Options/Alt 8, iERTF Mac 89 Citrix Workspace MAREF#HS K% AltGr, &7 1L
7 Citrix Workspace M BRZFI&BEHREHRIITH, BRERRARENNBRFTR.

Linux VDA EFMAEREM LK. EFHMNEER—HEL I Kerberos 58, B2, Broker alie=iRIE
Seaify—4H Kerberos ZAEREFMER VDA BREZEHE, VDA =iX%1%%3I Broker B, Broker AJge L5
VDA BiiREIZE F X, &IWERE VDA FMEK,
VDA [RESEEIHHEITE, HRERESBITHRR. B2, ATRSZENEVEREK, FtoseEE2RKN
ialo
RRT % 5 Broker WEIRERR, =B Broker 572 Broker LUEEBE RS M MBSIRTEOEITUT
[TERO

klist -1i Ox3e4 purge

<!--NeedCopy-->

Itan S =7 Citrix Broker Service IB1TFR7ERIMAARS TAFFEM LSA BEPHAMERSER. tH<h
=MBRE M VDA BERS RIE, RMAIESEmAMIRS. B2, MRFFERAERMN, BAXERSUESR
E0SM KDC EFRIVX LRSS TR,

FARFFEIMEMEEN A, SRR EMHRIREERIIT P HITEN, AT ICA 2IEPREITZM. WRE
BT BMRFINAEFEERBRLE, VAREFAEITMN, RtEAEEENR. MRERHHAIE
R THIRILE, FIRERHILRMBYR,

EATF Windows B Citrix Workspace R fBiEF Al sE R EAR HIHAIEB 2 F Rk B R,

SE=7ER

May 30, 2024

Linux Virtual Delivery Agent 2311 (PDF F#i)

It Linux VDA RRZASAIRE B & RIBIZ XIS P E XM FRIFEI AN E = AR
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A

May 30, 2024

AXHPHERRANBAEIETEHEANTEA. Citrix =RMIhee, UEEEBREIELSRE, Citrix BERER
FERBEINRBURERRINE. EESEREFQESATERSEEN, ARF2EESTFRNFESIIRE.
AR RESAPLFNFMAES, E57 Product Lifecycle Support Policy (F=@R4mBEHSZIFHRR) —.

FRAMMBER

TRETRTEFBHEMRNTFS. Citrix =mFIhEE,

EFANTEARSIEMER, Citrix FEIhRAPSEZ LR, BRERRNLFRAFIEERR. 7 Linux VDA
7,

BRI R ERBIPRH R BR < .

mA BEEHPERFTHRAE BEEARIFRAIRRA
%#F SUSE 15.4 2308 2311
¥ Rocky Linux 9.1, Rocky 2305 2308
Linux 8.7

%# RHEL9.1. RHEL 8.7 2305 2308
%# RHEL 8.4 2303 2308
%% Ubuntu 18.04 2212 2305
¥ #F SUSE 15.3 2210 2301
%% Debian 10.9 2206 2210
F#F SUSE 15.2 2206 2209
%5 RHEL 8.2 2206 2209
S # RHEL 8.1, RHEL 8.3 2203 2206
%# RHEL 7.8, CentOS 7.8 2203 2204
% #F CentOS 8.x 2110 2201
% #F SUSE 12.5 2109 2204
*#F Ubuntu 16.04 2109 2203
%#F RHEL7.7. CentOS 7.7 2006 2009
%#F SUSE 12.3 2006 2006
%#F RHEL 6.10. Cent0S6.10 2003 2003

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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= BEHNERF AR BB EIRA
%1% RHEL 6.9, Cent0S 6.9 1909 1909

%1% RHEL 7.5, Cent0S 7.5 1903 1903

%1% RHEL 7.4, Cent0S 7.4 1811 1811

%1% RHEL 6.8. Cent0S 6.8 1811 1811

%1% RHEL 7.3, Cent0S 7.3 7.18 7.18

%1% RHEL 6.6. Cent0S 6.6 7.16 7.16

SUSE 11.4 7.16 7.16

May 30, 2024

Linux VDA B9 ¥i#ihR4s5 Citrix Virtual Apps and Desktops #5—%. ©XAEREAHALEREEHELAN Citrix
Virtual Apps and Desktops R Hikias, BIREXVE X Citrix =RESARNER, UKk T M Citrix 2E1EXHF
REMF SRhRAs, B8R Citrix =REdmAER R,

Linux VDA 5 Windows VDA WEL & 3 12B8 5 =5, FiE Delivery Controller 48855 Windows # Linux £&
RENRERS.

PR RAIAMH (5130 Citrix Workspace RFB2F) MASKEREHE BIIALEPHITIRA,
BXREKBIRS A (LTSR) IMEHER AR AS (CR) MUREAE RRMBENELR, BSRAIRFONE,

Z#5E Linux &Z17hR. Xorg MRAsF S mif iz

BRILARZASEY Linux VDA Z#58Y Linux R1ThR. Xorg RAMKEIFIENTIR, BESL TR, EXFAER, BB
XorgModuleABIVersions,

Linux Z17hR Xorg k7 ZRMNEE

Amazon Linux 2 1.20 GNOME. GNOME Classic. MATE

Debian 11.7/11.3 1.20 GNOME. GNOME Classic. KDE.
MATE

RHEL 9.2/9.0 1.20 GNOME

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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Linux Z17hR Xorg k7 B2 520 i

RHEL 8.8/8.6 1.20 GNOME. GNOME Classic. MATE

RHEL 7.9. Cent0S7.9 1.20 GNOME. GNOME Classic. KDE.
MATE

Rocky Linux 9.2/9.0 1.20 GNOME

Rocky Linux 8.8/8.6 1.20 GNOME. GNOME Classic. KDE.
MATE

SUSE 15.5 1.20 GNOME. GNOME Classic. MATE

Ubuntu 22.04 1.21 GNOME. GNOME Classic. KDE.
MATE

Ubuntu 20.04 1.20 GNOME. GNOME Classic. KDE.
MATE

=

LIRERFAHNFRMOIFIEN, Citrix BRAFMNENTESZ IR, X FEFAHERMRHT

8, BZAFA.

MAELVRE—INRE, ALUEE ctxinstall.sh 3 ctxsetup.sh BiAis E BEESEFRFERR GNOME.
GNOME Classic 8% MATE £@EfiE,

#R2#E Red Hat Enterprise Linux 3x#, GNOME 2 RHEL 9 M —r RS mFiR,
&1 Ubuntu £ER HWE kernel 3t HWE Xorg.

THRAFPEBAMARTE LN REESN systemd iE8E#M, HX systemd AR RIEBAIEAE
B, BSRAP HAERE

.Net Zx

EZRE Linux VDA Z#i, BREFRESIZIFN Linux 2fThRFRZE.NET Runtime 6.0,

ERENTF S FEPLIFER

.

.

BRANARSS 25

Amazon Web Services (AWS)
XenServer (L#i#rA Citrix Hypervisor)
Google =imF & (GCP)

EFRIZB R (KVM)

Microsoft Azure

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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+ Microsoft Hyper-V
« VMware vSphere Hypervisor
« Nutanix AHV

=
EFREERT, SHIFRIEIILRMIYH x86-64.

B 2203 fr#AE2, &BILITE Microsoft Azure. AWS 1 GCP L Citrix Virtual Apps and Desktops L&
Citrix DaaS (W#i#r# Citrix Virtual Apps and Desktops BR$S) #£& Linux VDA, BRXENE=ENIE
#Z# 3l Citrix Virtual Apps and Desktops &%, &% Z Citrix Universal TR R S NRIFATIE. BX
Universal iTFEFESRRF LIRSS, 55REA Citrix Universal TR RAARILY (TTU),

Active Directory &£m#46

Linux VDA 35U F Active Directory ERH S A~ 5.

Winbind SSSD Centrify PBIS Quest

Amazon Linux 2 = = = ES

2

Debian = = = = =

11.7/11.3

RHEL9.2/9.0. £ z & = 2 (Questv4.l

Rocky Linux K EShREs)

9.2/9.0/8.8/8.6

RHEL 8.8/8.6 = = = = £ (Questv4.l
K EShRES)

RHEL 7.9. = = = = & (Questv4.l

Cent0S 7.9 K EShREs)

SUSE 15.5 z = = = =

Ubuntu = = = = & (Questv4.1

22.04/20.04 REBHRA)

Cloud Connector By A/ i BEEEM

&/ Citrix Cloud Connector ¥ Linux VDA #2254 FEN, EEEUTER, EEBURT Citrix puEpilis:

o & Citrix Cloud Connector (4 4 vCPU, 10 GB 7F) ®L%# 3000 4 Linux VDA,

o EENMAERUETIE® Cloud Connector USEHESET AN, HESMNERUEFRSEE 3000 4 Linux
VDA,
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HDX 3D Pro

#Bf Citrix Virtual Apps and Desktops 8 HDX 3D Pro, f&aIaz{I{EBER A ERS (GPU) MITREH RIS
EMREM R B AR

I ERREF

4F Linux VDA, HDX 3D Pro 5L TEIMEEREFRS!

XenServer (Lgi#x7 Citrix Hypervisor)
» VMware vSphere Hypervisor

« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)

+ Google wiHF& (GCP)

=r

AR

EIWBEEEFRSELE Linux X1TiRES.
Z3%f Amazon Linux 2 f&/ HDX 3D Pro, ZE&EiNEZ % NVIDIA K&t 470,

GPU

34F Linux VDA, HDX 3D Pro il AR GPU:

NVIDIAVGPU ZET##&EH Linux Z1THRZ#589 NVIDIA GPU &, #%%I NVIDIA F=R%#55R, REEEEM
EEEFRARIIRERS. RAT-REE. EFISNRERERRZRHT.

R~ GPU R&RE T &MH vGPU IRah#2F. Bai, Linux VDA &&3z#% VGPU 15, BXi#4iMs 8, &S NVIDIA
REP GPU #3218 GPU,

REMMEE GPU  1£ Linux VDA X8R, RESMER GPU 2i5:

+ Remote PC Access 72 {ERM GPU
o MEMNEBIZFZEH GPU

S #HERT Linux #9 NVIDIA Capture SDK # NVIDIA GPU 3¢ F & #EFA T Linux #9 NVIDIA Capture SDK
# NVIDIA GPU, i&&id7E%4 Linux VDA B CTX_XDL_HDX_3D_PRO i&E% Y X=A HDX 3D Pro, &%
WITHMEE. BA HDX 3D Pro f&, B4R ALTFBARS.
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e

25 HDX 3D Pro 5 NVIDIA GPU &R, #i%sx+F NVIDIA Capture SDK hixzs 8 #9 NVIDIA & +3RK
MiEFhRAS. BXRIFMER, 15Z010 NVIDIA Capture SDK X,

May 30, 2024
B RIES BRI 2
o AERE
o BRABMTECIZIMANT A VDA
o 8 MCS BIZRIANER Linux VDA
o FRABMTESIZRRMANE Linux VDA (FR¥hR)
« fEA MCS 8 Linux VDA
« {E/ Citrix Provisioning g% Linux VDA
+ 7£ Citrix DaaS Standard for Azure $¢l# Linux VDA

o FrhZE Linux VDA

£ Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EFzh%%E Linux VDA

72 SUSE EFh%E Linux VDA

72 Ubuntu EF&%%# Linux VDA

7% Debian EFzh% % Linux VDA

June 4, 2024

EXNAT —MRBENEKEREFRENRESZNTE, H5ISERIZEXRERR. BXHL Citrix Virtual
Apps and Desktops # Citrix DaaS SBMES, BERFISRESTEMAN: MYFEEIHE,

A% S VDA 251, EER MU TEIL

o BEE Linux VDA RS ZRREIEEN B ERTRIES X
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o RERBREIEH VDA EZEIE,

o RIBERIMESEMIBIMNRE, MNTFRPEH SEVHEHE:

Machine
Ceation
Srvices Citrix Provi-
BI\RERA  (MCS) sioning dFTh =1
2N FRENEE FH £/ Citrix Frikd &R
BIBMATHE  Machine Provision- Linux VDA
#9 VDA Creation ing gI&
Services Linux VDA
(MCS) gz
Linux VDA
RINNE FRRENERE FHAMCSE I Bz PR DaaS
BIERMANE  ERMNEN
B Linux Linux VDA

VDA (FisshR)

- Remote PC Access ARz MCS,
- EMTHEE, &R B1TER MCS. Citrix Provisioning i85 =4 Baifb. WFHE=A 850k,

R LUERTE R A P AN NG

- BREAILBITRMRE

# CTX_XDL_LDAP_LIST,

fEREMRERZIMAN TR VDA

May 30, 2024
5E:

AYrmb
NI

M (%) HESHRITAFHIRESE,
- EESENVM EREHTESIER (POC), HINNBINEERRMRE,
7 (ctxinstall.sh -s) EIREEIHIFET E,

fian CTX_XDL_DDC_LIST

o WFRMRE, BUESHAXU#HITRERE, AXREHTNMRMEAERBMRERZEMEE Linux

VDA, BMRZEEINXET], SFHLEML, BERZTHE, e EdBmRENE

Fo B X HREBNZIEE Linux VDA BiziTiF iR,

BBRHEHBEENX
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-linux-vdas-using-mcs
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« 33F RHEL #1 Rocky Linux, BMZEMNEH Quest,

o ERIEKRMNEM VDA, EeLAFERER Machine Creation Services (MCS) fligta&it, B XiF4AE
£, 1E5HER MCS sIEZRIMNZA Linux VDAFERBMRENERIMNER Linux VDA FlEhR) o

o ETHBESATRINNER VDA BIhEE, BEHEIRIMAES VDA,

SR 1. AREERESH Linux T8

WEBMRERBNUTEERES:

o FHE - BRE Linux VDA BB ENZ,

o HEARSEEH P i,

o NTP BR$3231 IP #uht sl F TR & #Ro

+ HA - 158 NetBIOS & #F.

o SUHBFE - Kerberos iz & #Fo

o« HHELRERE (FQDN)o

+ Active Directory (AD) &/ 7% - B, BMREZH Winbind. SSSD. Centrify 1 PBIS,
s AP - BItEMMNER AP E T,

o EH - it ENMNE R P NZERE,

« OU-4B&5 1, ai%k

BE.:

« BRE Linux VDA, EHIARSTE Linux HE _ EERRINT 768,

s EEMRIE, BERIAESEET X Windows 24 S@ifiz,

« HFR2ER, BNTETSREEMAEZR, SAEXEER TBITRIMTEM A (ctxinstall.sh) &,
EATFCHMNFEIMNDZL, ELETERT, ®9ifE [Citrix/VDA/sbin/ctxinstall.conf Fig &M
AZBERSHERE, RITBVEREEREEGIHAMNG, 8k, BEENNSHINRERAREIERIKS
Z4M Active Directory FF. ALk, EFEREIRTHIASERIEHS EEZFEHING

TR 2. EEEPNEERER

EXRHEMVERERZF £ Linux VDA SEEIMAEITE, FEEH—LEN. RIBETERNENNEREFRT
AMEUTER, MRIEFRINBESE LETT Linux T8N, WEHEHETER.

&%E XenServer (LIEiFA Citrix Hypervisor) _EHIRTaE)E:L )RR

BAT XenServer Ba)EF ThaER, EEMEEMK Linux VM /R, E££i8%) NTP 1 XenServer IR, &
HMIREEERFR T, NERNHSHMRSHBARS, BHESD Linux ERNTNRFARES NTP BF, Xih
BRERZAENNERS. THE HYM EXTHTERER,
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MREBEESTEEIYE Linux Rz, HHEZET XenServer Tools, NIFTLKEZE XenServer REE$THEER B
EURSEEM LinuxVM REA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHER<RE 0 5% 1:

o 0-BERSIREERA, BHMEA,

o 1-WERSHEERR, TRKRIERMERE,
R /proc/sys/xen/independent_wallclock X8 FEE, MNAFERTUTEE,
WMRERA, FRIEEZXHEAN 1 REANERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBHNENAEY, 1E4E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

&E Microsoft Hyper-V L#itiaES a5

LET Hyper-V Linux £/BRSSH Linux VM AIRZ A Hyper-V Bt aElE]5 TAER A VIR ER AT E, AHRER
FETPPIRLKERT S, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7F Hyper-V EE2BEHIA,
2. 3F Linux VM B9i& &, i51%$% Integration Services (£IRS).
3. HRE%REF Time synchronization (BFEIEF).

AR

b 7355 VMware #1 XenServer (LLgG#r% Citrix Hypervisor) RE, XMW~ RaZBAEYEIRLS IhEE
LUt 5 NTP R4, Hyper-V BEIEF RIS NTP BEES £EFHE R,
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERFS IR, &M FEIMEE Linux VM /1, EH<BE NTP FIEMN ERIEF -, mEE
HERS RZ5NEH, NERNHSHEMRSERRS, BHERS Linux ERIHPHNRZNSHHS NTP AF, X
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

4m4E Linux VM 18 &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wpn =

$1% 3. % .NET Runtime 6.0

&% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%E.NET Runtime 6.0,

Z# NET Runtime 6.0 5, i=17 which dotnet &5 $ & EHIEITIRRZ,

RiESmSHE, RENET Runtime Z# &I #ERZ, i, WRH<SHL A /aa/bb/dotnet, EER /aa/bb 1
F.NET 2SR 2,

& 4: T# Linux VDA 48

1. %= Citrix Virtual Apps and Desktops T#H5i&E.
2. BFF&Shkat Citrix Virtual Apps and Desktops,

3. BFFAMIUEK Linux VDA, #li0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303

~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 22


https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
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4. g2 Linux VDA #7148 Linux VDA THRA,

Downloads  txpand il sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux ZITARIEEAY Linux VDA 23R4,

6. TEAEIBTFWIE Linux VDA 2 a2 MM GPG A%F. Fl:

Downloads cxpandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202§
125 kB-(zio| (EIE

Checksums

SHA 256 -2440f36920385£23944108316040 . ottt

EFANHERIE Linux VDA REBHTEYE, BFRITUTIRME:

o XF RPM B8, BEETUTHRLURAASNE RPM BiEERUNREGER TR

rpmkeys --import <path to the public key>
rpm —--checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

« XF DEB 8, HEITUTHLLERATANE DEB BuEEP URCERHFERTEM:

sudo apt-get install dpkg-sig

gpg ——1import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->
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S8 5. L% Linux VDA #if48

E3 Linux VDA 1§ BIF 18, BT THS,
s#F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux £17hfk:
AR
« 33F RHEL #1 CentOS, &5 % EPEL =i, AEZHEMIIRE Linux VDA, BxifaRs: EPEL &9
=8, &2 https://docs.fedoraproject.org/en-US/epel/ L1295 BA,

« 7£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 £%% Linux VDA Z#i, i&# libsepol 4B B
3.4 HESHRZ,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR

7£ GCP L#£%89 RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x %% Linux VDA [5, IUAMEZRIRESETFF, VM
EFBERTRET 1A Linux VDA, Ef#RIERIE, BEEXRER VM BHEE root BRZE, HFHHRERIEER
L root BRFBMER VM, e, BEHMREM VM G, EEHIETRETUTHS:

nmcli dev connect eth0

systemctl restart NetworkManager
<!--NeedCopy-->

3+F Ubuntu/Debian £1ThR:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get install -f
<!--NeedCopy-->

AR

+ Ej Debian 11 X{THRLEMNERKFIT, 15 deb http://deb.debian.org/debian/
bullseye main 752 /etc/apt/sources.list 32,

« 33F GCP LAy Ubuntu 20.04, 352 RDNS, Ait, 57 /etc/krb5.conf &9 [libdefaults] 70
rdns = false 17,

xtF SUSE &1ThR:
1. x3F AWS. Azure #1 GCP t#y SUSE 15.5, BHAR:

o EERANE libstdc++6 ki 12 SiESARES.
+ [etc/sysconfig/windowmanager ##) Default_WM £#3&EH “gnome”,

2. EETUT@<REE Linux VDA:
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zypper —-i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

#$18 6: =% NVIDIA GRID zpizrr

BF HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] %% NVIDIA GRID EmpiEF.

EERTERIWEERERF L2 RMEE NVIDIA GRID &4 GPU &8s (ENIRIER), BRI TER:

« XenServer
« VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM Empigrr, EHITTEMEMSE:

1. HBREE VM BXH,

2. FEMNEREFERERT, I VM DE—1 GPU.
3. BE VM,

4. VM ERERE VM EK&higr.

TRT. EEBERNBUERE

Z% Linux VDA 85, EaILfE SQLite 5 PostgreSQL Zialtif. Ak, EEMRUTSE:
AR
o BRAITEINEE SQLite BTF VDI #83X, 1§ PostgreSQL BFHEtEHZERE R (TEEL,
 IFRMLEM MCS, &8 L5 E A SQLite =t PostgreSQL, MA & Fai L%, kRiF@E

[etc/xdl/db.conf Z175%E, &N Linux VDA BiAfER PostgreSQL,
« A LIER [etc/xdl/db.conf E2E PostgreSQL MmO S,

1. 4g48 [etc/xdl/db.conf LUsE EFEHIEIRRE,
2. i&17 sudo [opt/Citrix/VDA/sbin/ctxinstall.sh =% /opt/Citrix/VDA/bin/easyinstall,
HIE 8. BITENMETEREIFEM VDA LISEH T

2% Linux VDA B 81f5, £ ctxinstall.sh Biassl GUI kBB T1TIFE,
AE:

FREBTHIRRZE, FREEEENRERARPLET en_US.UTF-8 XiFigE, MREZXIFHIRETT

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

25


https://docs.citrix.com/zh-cn/xenserver/8/graphics/vm-graphics-config#install-the-nvidia-drivers
https://www.vmware.com/files/pdf/products/horizon/grid-vgpu-deployment-guide.pdf
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v5_5:ahv-nvidia-grid-vgpu-host-drivers-install-t.html

Linux Virtual Delivery Agent 2311

BHRERLT AT, 15517 sudo locale-gen en_US.UTF-8 #5<, 31F Debian, @i EUETR #
en_US.UTF-8 UTF-8 173k4w18 [etc/locale.gen xXf4, #A/5i=1T sudo locale-gen &%,

ctxinstall.sh

ctxinstall.sh A=A, BFHT-EMEEMIRE VDA ETHREE.

« 3F root AR A LUETTILLAIZS,

o BMREMHA /opt/Citrix/VDA/sbin/ctxinstall.conf fFEAEEREXHRIZE. REMNRLEHENFAEFET
EME, BRINBINVEFADILER (ctxinstall.conftmpl), AEBENXEEM ctxinstall.conf, ExeIEE
BN, EFERUTE—AZ:

- @it &4l Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl iR X FH E H S 778 Jopt/Citrix/VDA/s-
bin/ctxinstall.conf,
- @iEiEfT ctxinstall.sh, ®%izfT ctxinstall.sh BF, EHAESRERE /opt/Citrix/VDA/sbin/ctx-
install.conf A,
o BMRENEL FHERLIETT, BREETRE. RE. WEE. 8NN
« TIL7E /var/log/xdl/ctxinstall.log Ak 2t A AR 14015 B
BEXFAER, EERAENHS ctxinstall.sh -h,

AR

o BER/IRERN, HERRE root A7 8Ei%EY [opt/Citrix/VDA/sbin/ctxinstall.conf, FEJtF
A EER IR BRI AL,

o E1E Linux VDA = iB% Jopt/Citrix/VDA TSI, FEITEIEIEEZ VDA Zai&% [opt/Citrix/V-
DA/sbin/ctxinstall.conf.

FIUER BN HERAER TIE1T ctxinstall.sh, EEITIZMAZ AT, BIRBEUTRRES:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n' - 2ZFFitEMMA
Ho BIAMER N MTFEMAENTR, BEHIREN o

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxkfEF Ker-
beros &% & Delivery Controller #1TH3%iE, Kerberos RBBIRIER 4 LELEMEREM Active
Directory Sl TE#E,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ERi2tH =5 FE8Y Delivery Controller
E2fREES (FQDN) 7R LB T M Delivery Controller #1753, H%HELEE— FQDN 5 CNAME,

+ CTX_XDL_VDI_MODE=" y|n’ -EitBEHNEENETRARERTEE (VD) ZRRAEHZRERMRE, ¢
F HDX 3D Pro I, KiZzEIREN Y.
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« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA x%#% HDX 3D Pro, X2—4H GPU kAR, SEMRK
EEFNAREFNEBTKE, NRi%EET HDX 3D Pro, ME R VDI £&E (2xi%) EXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEETMEERE Linux VDA RS,
« CTX_XDL_REGISTER_SERVICE=" y|n’ - ZEEzhitBEHEB5N Linux Virtual Desktop ARSS.

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RS &R i 15 NRLIE @ R 4B A S,
ERIE RS AEFR EE7 Linux Virtual Desktop TAFIEIRO (EXIAEO 80 7 1494),

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE S iFHFEHN
GNOME . GNOME Classic 5 MATE SEFiE, MBEFEETE, NEMHE VDA LEEENIIAEHE,

+ CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LU 3R Broker RI2ARSS (ctxvda) MERR, ZRIAKRRIZEA  ‘(usr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA &2 TCP/IP #5005 Delivery Controller i&fz,

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&id DNS ¥l LDAP fR5588. E¥ DNS ERER
REAMIE R, MIEE DNS iim&if. IRAHRE, HHHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #if) DNS sk &5 I LDAP BR5323, TR
DNS &= it LDAP fRS1ER, BRI MUIREUE=EDRA LDAP FQDN (%8 LDAP #%O) %R, £,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E7#t Active
Directory s FHERM LDAP i, EEiHizHIR LB A2RBE R, HIEEXM LDAP imOS4E8E N 3268,
BIAMERT, LT2LEAN ‘<none> &

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory i3 1R 912
RENRZEIH LDAP (g0, DC=mycompany,DC=com) ., AR SE R M, TLUIEETEEEM {0
0OU=VDI,DC=mycompany,DC=com)., MIRFHEE, FEHIEEHN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z##{# /8 DNS CNAME i2 &35 Delivery
Controller &#5.

+ CTX_EASYINSTALL_DNS=" <ip-address-of-dns>" - DNS & IP i,

« CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA IR 238 ENB.

« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fgs38:89 IP sttt st = AT R R FFo

« CTX_EASYINSTALL_REALM=realm-name - Kerberos 45 #%.

« CTX_EASYINSTALL_FQDN=ad-fqdn-name

« CTX_EASYINSTALL_USERNAME=domain-user-name - 35t EH N SEH B P &R,

+ CTX_EASYINSTALL_PASSWORD=password - i&it+ &N N%8H P HZE,
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} =r

AR

BNBWEREEREERKPIING. R, BEBMNERREIRAPREIZSMK, Z MY Active Directory
BF. Alt, BEREIKTHIRSEEITH S EEFEEHIN.

LT ZERMETE, BMERIZE, ctxinstall.sh RS ELRFER T, UARSREREETEER THNE
o BREEETSHE AR [Citrix/VDA/sbin/ctxinstall.conf 3T E#1Ti8E,

+ CTX_EASYINSTALL_NETBIOS_DOMAIN=netbios-domain-name - NetBIOS 2@ 2h= (.) &
fREY DNS H&mE—NMAMED. SN, FEEXFER NetBIOS &, LEERAEN,

« CTX_EASYINSTALL_OU=ou-value - OU ERFRK AD E£mM 75 EMSF. B* OU BEHRA, BESREX
ARFIE D PHRE. WEBE A%,

o CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=centrify-local-path - 2 =G 8T M Internet
ET#H Centrify 358, ER, MRBL%LET Centrify, METLUMILTEE X M2 E RHIKE Centrify
B, TSR AHEN,

+ CTX_EASYINSTALL_PBIS_LOCAL_PATH= pbis-local-path - B\ L E BB F M Internet £t T#
PBIS %y, EE, MIRELERET PBIS, MR UM TEE X4t B RHIHRE PBIS R4, T
BEAER,

+ NetBIOS H&ZEERHES () 7080 DNS HEANE—MAME 7. BESNIFREHBEENXFREH NetBIOS 15
#,1&7E Jopt/Citrix/VDA/sbin/ctxinstall.conf g Eif15 & CTX_EASYINSTALL_NETBIOS_DOMAIN,

o B VDA EEZENTE OU, BHITUTIRME:
1. HREESSR EEFERER OU,
BEXTAI0U, B2 TENFSEE:

- ALCLIVE LNTECony Users dar
File Action View Help

o nmiO0XDe:= Bm 2T IR
1 Actrve Directory Users and Compute . .
Saved Clueries H"h- ﬁhw
4 54 wddocal a5 U1ES
I Builtin
Computers

2 Domain Controllers
ForeignSecurityPrincipals
Managed Senvice Accounts
Lhsers

4 |3 Limux

b a2l redhat
5| suse
2| ubuntu
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2. 7z [opt/Citrix/VDA/sbin/ctxinstall.conf & Bif1E % E CTX_EASYINSTALL_OU,

OU fEE AD B RIMR. TRRIRTFIERRHEEFHNTE OU B, AIUERARPEREMNHE

s OU & 77,
RERGR Winbind SSSD Centrify PBIS
Amazon Linux 2 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
amazon" amazon" Linux/amazon amazon"
n
Debian "Linux/ "Linux/ "XD.LOCAL/ "Linux/
debian" debian" Linux/debian debian"
n
RHEL 9.2/9.0. "OU=redhat, "OU=redhat, &R &R
Rocky Linux OU=Linux" OU=Linux"
9.2/9.0
RHEL 8.x "OU=redhat, "OU=redhat, "XD.LOCAL/ "Linux/
OU=Linux" OU=Linux" Linux/redhat redhat"
n
Rocky Linux 8.x "OU=redhat, "OU=redhat, TER &R
OU=Linux" OU=Linux"
RHEL 7 "Linux/ "Linux/ "XD.LOCAL/ "Linux/
redhat" redhat" Linux/redhat redhat"
n
SUSE "Linux/suse" "Linux/suse" "XD.LOCAL/ "Linux/suse"
Linux/suse"
Ubuntu "Linux/ "Linux/ "XD.LOCAL/ "Linux/
ubuntu" ubuntu" Linux/ubuntu ubuntu"

o Centrify %541 IPv6 DNS f2 &, /etc/resolv.conf hZEVFEEHF—EF IPv4 19 DNS BR88, adclient
7 BEIERaE K AD BRSS.

BE:

ADSITE

<!--NeedCopy-->

: Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.
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tiEe Centrify REEBMEN. BRORILEM, BRITUTERIE:

a, fEigiEhgs EITHERETA,
b. #%#% Active Directory 5 SF1ARSS .
C. AFRFRINIE I F ML,

« B LinuxVDAT7.16 {2, BMREZFHFA IPV6, LTI REMHFIRENIER:

- MARREBER Linux FiEE, URFREHNITENAI LB IPV6 ME THAMERHG 6.
- 7£44 IPV6 MR+ Centrify,

AR

MBEEWMLE 4 IPVv6, FEFMEHAYERARYH IPv6 &30, VDA &2 IPv6 @ Delivery
Controller ;3. MNRENNELEERES IPv4  IPV6 BCE, $£—1 DNS IP it pyE AN RE SR
IPv4 ;£ 2R IPV6 & EH,

o XALLES MU THBRELBIFIERAFNREIFER:

1. 7 VDA t# SHOME/<username> B F8IE—1 . xsession & . Xclients X, WRE
fEAME Amazon Linux 2, EeIE . Xclients X, REEAEEREMELITR, BelE—1
.Xxsession X,

2. #wHE . xsession 8 . Xclients XEURIBAITHRIEE REIFE,
- WF MATE =&

MSESSION="S$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session

fi

<!--NeedCopy-->

- AT GNOME Classic =&

GSESSION="S$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

<!--NeedCopy-->

- X+ GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

<!--NeedCopy-->

3. SEMHRREAPHEE 700 XHNIR.
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Bhizs 2209 2, REAFPAMBEXEKEI R, LORsIE VDA EREFIMNKIEIFE, FaERALLIN
fE. BXIFAEE, BERRSIEAA DN EEX K@,

« WR%ERE Centrify FERIMANIERI A, ctxinstall.sh HAEE Centrify #4+8, ctxinstall.sh 3kEx Centrify
RGEBNEENT:

- BMRETEBETIM Internet TF Centrify %8, TEESMN&ITHRM URL:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

CentOS: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-suse12-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

- MRBEZE Centrify, MMzt B RH3FKE Centrify 28, BisE Centrify -GN ER, 157 [op-
t/Citrix/VDA/sbin/ctxinstall.conf $i%E CTX_EASYINSTALL_CENTRIFY_LOCAL_PATH=/home/mydir

flgn:

1s -1s /home/mydir

9548 -r-xr-xr—-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r-—-. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r--r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r—-r—-r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r——-r—--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 qinstall-
express.sh -> install.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh
12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r—--. 1 root root 2749 Apr 7 2015 release-

notes-nis-rhel4-x86_64.txt
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12 -r--r--r--. 1 root root 9133 Mar 21 2016 release-
notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o WIRERE PBIS fERMAERT %, ctxinstall.sh HZAFE PBIS 4@, ctxinstall.sh 3REX PBIS - 8H
T
- BMREAHEPBEM Internet T PBIS S48, Fw, TEHEE M &1ThRA URL:

Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.5: wget https://github.com/Beyon
dTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

- M Internet 3XEX PBIS S+ @M ERRA. Ak, BEE K Jopt/Citrix/VDA/sbin/ctxinstall.sh sxfmh
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 77,

BXTH, BERAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

- MREZLRET PBIS, MMAMERIRKI PBIS -G, Ei5TE PBIS RHBHER, 157 [opt/C-
itrix/VDA/sbin/ctxinstall.conf g Eif15% 2 CTX_EASYINSTALL_PBIS_LOCAL_PATH,

ZERERX BAXREER TET ctxinstall.sh iz, EFERAH -S E1H sudo [opt/Citrix/VDA/sbin/ctx-
install.sh &5%, AHLTRANEMERTLABNEXNTEE, NMRBRRETEE, ctxinstall.sh 2ER1EH
ik, WUBERERT EH I TER,

TRTERX GELRFERT, ¥7ER [opt/Citrix/VDA/sbin/ctxinstall.conf 5{SH eSS BERENTE, 2
&, &&17 ctxinstall.sh-S (5EE, tAFH S AKTFEH), MRKGEFEVETEREFLEETLTY, WRIE
ABiNME, BN ctxinstall.sh EH1E#1T,

RIERIRE, TNEINTENSHEEHSES [Citrix/VDA/sbhin/ctxinstall.conf 9, BRIEMARIEIN, FE
BIEHEERREE [Citrix/VDA/sbin/ctxinstall.conf F1, Filt, EFXRTERXT, E457% [Citrix/VDA/s-
bin/ctxinstall.conf FIgEIHINNZRHESHED,

export CTX_XDL_NON_DOMAIN_JOINED='n'

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<list-ddc-fqdns>'

export CTX_XDL_VDI_MODE=’y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>"
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export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'
export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'
export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'
export CTX_XDL_SUPPORT_DDC_AS_CNAME="'y|n'

export CTX_EASYINSTALL_DNS='<ip-address-of-dns>'

export CTX_EASYINSTALL_HOSTNAME='<host-name>'

export CTX_EASYINSTALL_NTPS='<address-of-ntps>'

export CTX_EASYINSTALL_REALM='<realm-name>'

export CTX_EASYINSTALL_FQDN='<ad-fgdn-name>'

export CTX_EASYINSTALL_USERNAME='<domain-user-name>'
export CTX_EASYINSTALL_PASSWORD='<password>"'

export CTX_EASYINSTALL_NETBIOS_DOMAIN='<netbios-domain>'
export CTX_EASYINSTALL_OU='<organization-unit>'

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNARRETEEXBLHECZNF shell. HMNBWEEAFENSSHME
#1/bin/bash {ERE—1TREIZ shell B,
HE, ERALERRE S LEEMEEE,

T8 VDA EFHEEE (U CTX_XDL_ FXME®), BALET ctxinstall.sh-s (518, LATE s AIS
=),

GUI

AILGEE GUI #TRIMRE., 7 VDA WEEFEHETT [opt/Citrix/VDA/bin/easyinstall &%, RERBREMR
£ GUI LaYsEARTTIRME,
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+ Easy Install
Check Environment

Install Dependencies Click Join to join the VDA bo the Windows domain or click Mext to skip.
ﬁTK_EAS‘-(I MSTAL L_DN 5
Configure Runtime Variables
Fimish
* MCS
Configure MCS CTX_EASYINSTALL_HOSTHAME

Load | Save

DS server IP address (4] =

VDA host name

CTX_EASYINSTALL_MNTPS

NTF server

CTH_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux diskribution: Ubuntu Linux 18.04

B GUI B3| SETmMIATRE:

.

BWERKIFE
¥ VDA fONfsRE
FREEITIHIFER

e

BEREFHEERERFINEERIE THAM 4R, REMBNEEEHNXXAMBEEIRE, AXEE MCS &
ENER, BEASE 3. EEXTRE

$& 9: 517 XDPing

sudo /Jopt/Citrix/VDA/bin/xdping L% Linux VDA FBEENENE S RM, BXi¥4H
., &2 XDPing,

Hmffll
)

$1% 10: i&1T Linux VDA

B5h Linux VDA:
B Linux VDA BRS3:

sudo systemctl start ctxhdx.service
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sudo systemctl start ctxvda.service
<!--NeedCopy-->

{21k Linux VDA:
Z(Z1E Linux VDA BRSS, iBHITLATIRME:
sudo systemctl stop ctxvda.service

sudo systemctl stop ctxhdx.service
<!--NeedCopy-->

AR
#1=1E ctxvda 7 ctxhdx RS 281, 15517 systemctl stop ctxmonitord &< LU IS MRS SFIPIERF.
BN, SRS TIFEFBERBMNEFELRRS,
=250 Linux VDA:
E#Esh Linux VDA RS :
sudo systemctl stop ctxvda.service
sudo systemctl restart ctxhdx.service

sudo systemctl start ctxvda.service
<!--NeedCopy-->

% Linux VDA BIR7S:
Z10% Linux VDA IREHIEITIRE, EHRITUUTRE:
sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service
<!--NeedCopy-->

FE11. IRHBENER
BT ENLE RAAM Linux VDA it EHBE R 5 %48 Windows VDA 735£ M. BXIMMTEMXLEESHIEME
MEVIRER, FERACETENERMERITENE R

BIEES Linux VDA it BT BN B RIS SEIG—LERS, #FiZ3i2FRTH Windows VDA it B SIE &N
BR:

o WHRERYE, Bk

- ZRERERFEN (NWFREAZRERGRE),
- BRIFRERAED (ERTF VDI THAKERMER),
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o BENER—MTENBERFREMEMA Linux 1 Windows VDA it+&#l.

AR

SHARRACH Citrix Studio R#F “Linux BERA” MES, B2, %1% Windows Server 2{FRS5 RS
BREAFETNFRATEARELZRERMRE, %F Windows SEIIFRAAS KRERIERFENER FE
BETEN— TR EE,

e

INRMIBRITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRNIIHENE R,

TR 12: SIERA

BIERFAMARMES Linux VDA itBEHBIHEN B RAiZE S Windows VDA i+ EH/LFER. BXINETEMIXLE
ESHNEMFAIRPA, BFSEEE T,

8148 Linux VDA it BB R ZTAN SEIRIA TR

o WRFTE AD BRAAEEHREE, BBERE Linux VDA itEH,
o BEMATRESNHIIEN (ER) ARER.
o BENERMEFEANEE Windows itENBITENE R,

BHE:
Linux VDA 1.4 REERAiFL£HENAIERE, B2, Linux VDA AL SEM N BIZFERMAERNITEN.

BXRUAETETERMNRHGANES, S Citrix Virtual Apps and Desktops 7 2311,

$1% 13: 74 Linux VDA (Ti)

Linux VDA L MRFTRRAHITH K. H130, &EATLUE Linux VDA M 2308 A4 F 2311, M 1912 LTSR A4 =
2203 LTSR.

*tF RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

34+ RHEL 8 1 Rocky Linux 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

33F RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0:
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AR

7£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 E#+4k Linux VDA Z&i, &% libsepol #i4-0E#H 2R 3.4 5
EEhR7,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

xF SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amdé64.deb
<!--NeedCopy-->

PR

B ALLER D FEYE B XY A RER S AR AR AR R B INREM 5 | R BRI TE PR HEERo

fEF SSSD NN KIK

SEHMANENTRESHIMER, WHEMNT (EHRTRETEN, FRIEAS):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (160.158.139.214)".

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:
Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')
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Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers 1in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

BRRRILIRNE, EHRITUATRIE:

iBfrrm -f Jetc/krb5.keytab &%,

i5fTnet ads leave $REALM -U $domain-administrator &<,
7£ Delivery Controller EfiBi+E#H B R34,

i&1T Jopt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller E8IZHEN B R {I4H,

o W

Ubuntu fSESIEETRE

BHSENSHIIEZR, BEFTERKETRELERHRIEDE. b, ERAMAFKFRERN, TENNER N
BTRF.
ERRRILIEE, BRITUTIRE:

1. i&fT sudo apt-get update &%,
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2. &fTsudo apt-get install unity Llightdm®&%,
3. @ /etc/lightdm/lightdm.conf SFEmMmUTIT:
greeter-show-manual-login=true

BFHRLOEER, ZidEE Ubuntu KRESIERNK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

'
tiRENIREAREREENREERUETER.
EfRRILIRRE, BHITUTRE:

1. E@217H, %A pam-auth-update,
2. EERBIIHEES, HiIARE LD Create home directory login (RIEFERERES).

T

] Pam configuration |
Pluggeble Authenticetion Modules (PAM) determine how authentication, suthorizetion, and password changing are handled on the system, a3 well a3 allowing configuretion of sdditicnsl sctions to teke when
starting user sessions

Some PAN mcdule packages provide profiles that can be used to sutomatically adjust the behavior of all PAM-using spplications on the systes. Plesse indicate which of these behaviors you with to ensble.

PAM profiles to enable

REFBH, BRRRLERHER dbus iR

/var/log/messages (GZRT RHEL 5% CentOS):

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0
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Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 CentO0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0OS7 gnome-session: aborting...
Oct 27 04:17:18 CentO0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

gi#&, F Ubuntu &17hR, EEMRBES /var/log/syslog:

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l1-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally

<!--NeedCopy-->

REAFRRESHBMET EN. MRAEFHN dbus #HIREE, RITBNEEFRBHRAHER,
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SELinux A B5.E SSHD isialEB R

BRALURIRIE, BREER.

/var/log/xdl|/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing

/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**xxxx Plugin catchall (11.6 confidence) suggests
AAKRAKRARARARARKAAA ARk khkkkhkhkhkhkhkhhkkx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

ERFRUCIE, BRITUTIRIE:
1. @E3d Jetc/selinux/config #17 U TEEAFEEZA SELinuX,
SELINUX=disabled
2. EfEE VDA,
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2/ MCS eIEZRINAIEH Linux VDA

May 30, 2024

33| S&ER Machine Creation Services (MCS) #£ Citrix DaaS g a2 kAN Linux VDA,
B5E:

o Citrix DaaS Z#FRIMANIZHHI VDA,
- EatEsSFES T Citrix DaaS EEBE,
- AMEAEHAMEIRFOIBE RN VDA, KINAZEA VDA (B Citrix DaaS 91 Fm
HITEE,
- EOIEKRMAER VDA, %JEB Rendezvous V2, Y& RIEARMEIN EEEF LTI
B EBEE Workspace FfER Active Directory fEA BB REREFRN, FFE4MA Cloud
Connector,

o EOIRBRMANER VDA, EalAEEEA MCS MEmRE, EXFMER, BHSRER MCS IERMA
A9 Linux VDAMEREMLTREIZERIMANESN Linux VDA (Fi¥hR) -
« MCS REZHFENIRS 28,
o LUFIhREEA FARMANER Linux VDA:
- TERMAER VDA LelZABIEERMENAARF
- 9k SSO &It
- {EM Azure Active Directory #1753 IE
- Rendezvous V2

(IXFR Nutanix) S 1. R#&HEH Nutanix AHV &
M Nutanix 53%EX Nutanix AHV $&#F 8, 7£&89 Citrix Virtual Apps and Desktops ¥Figsh @i H i MiziE . &

XEMER, ESE Nutanix 215717 ig#ey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#R%1Em)

#1% 1a: A7t Delivery Controller i3+t Nutanix AHV 1&

%% Citrix Virtual Apps and Desktops f&, &#%3#1£ Delivery Controller %% XD MCS AHV #f%,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

$18 1b: ~=i% Delivery Controller 22353/ Nutanix AHV &4

PR A REERTF Citrix Cloud Connector 85 CWA MCS AHV i&E#., 1£m@ Citrix Cloud # P EBFRE Citrix
Cloud Connector t %4, BIfE Citrix Cloud Connector 72588 AHV MIER FIEEABFEME, BSF M
Citrix Cloud Connector,

TR 1 REHBHFRTRUTIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreat-
\v1.0.0.058l2&7T Nutanix Acropolis x5,

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £ Delivery Controller E&#i/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, 3#&7x Citrix Cloud Connector EE#iE5h Citrix RemoteHCLServer Service,

R’

BN EERELEH Nutanix AHV &S F 1 FH Z# B3 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

TR 2. SIBRENER

FNRECHABRUEPERANEMNEREFHTRS. EPBAFEIETE DaaS AFS5ENLH VM BENER.
FAGEEEERRUE. THXE. HRREE. EFEANEESEUREN LB VM 5] LUERML ML,
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BE:

SIBEEZ AT, ENHRUEPHNENZR (FEMMNSK) LM

1. &= Citrix Cloud,
2. EA LRSS, HEFEHRS > Daas,
3. ZEE > =BEEFR, EFANEETHNRE
4. ERFEPERFINERNZER.
5 MSR5ISETMUATRE. BERNBRTIURTFFMEEREE, THE—
oLk,
TR 2a: EE
Add Connection and Resources X
(@) connection Connection
@ Region Use an existing connection
@ Network
copes @ Create anew connection
@ : 20"6 name
@ Summary
Cennection type:
Google Cloud Platform
Service account key:
Service account ID:
Connection name:
Create virtual machines using:
@) Citrix provisioning tcols (Machine Creation Services or Citrix Provisioning)
Other tools
©
EEETmE L
o BRE-NER, BEFCENEE., EETSNAEEERNINEESEZ—

REEFIRRER,
o EXEBMFRPER—IKE, ENEEEENRERRUE,

nzhE,

3

FiEET—%, BEIZIAHRE

ER, BERERNEEE,

o EEEREFRPERENMNEEEFHARS. ENEEEKEF ERTER R EMEEEFMERS.

&, EFLUER PowerShell 84
I B IR R TIR,
o BWNEERF. WEMBEEREEEERED,

Get-HypHypervisorPlugin -ZoneUid REXFmEX g da]
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o ERATOEEMIAITEA: Machine Creation Services 3¢ Citrix Provisioning,

EENELNESRSERNEN (EELE) M. FM, A Azure Resource Manager B, RILIERILARIAR
SEhFHENE—ER,

S8 2b: BIEEHE

Add Connection and Resources X

@ connection Storage Management

@ Storage Management Configure virtual machine storage resources for this connection.

Select a cluster

@ Storage Selection
@ Network _ _

Select an optimization method for available site storage.
@ Summary @ Use storage shared by hypervisors

Optimize temporary data on available local storage

Use storage local ta the hypervisor

BXFHEBELEMAENER, BERINFE

NRERES Hyper-V 5 VMware ENENES, BN G EIBEIMHER—1RF. AERLBEAFEHERT.
EEEFHEES L EPWIEERFHENEHESEM EEEF A tEiE.

o MREREMNESEREFHENGERE, BEHETEAY AN EEPREFIRN IR, (TUEFERLLEZNIT
B ERTIEEIERIAGRTE EAD) FI5h: EREEEMES (CSV) BY, Microsoft System Center Virtual
Machine Manager R AFEDRHEFETUENIRNIUIBEERE, SHEEEENATREZEWEELE
S

nREA Citrix Hypervisor M HEZEE, BEHRETEMEA IntelliCache R EHZFMEIEE LHHE, 1S
i Citrix Hypervisor E#\LIFiE,
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S8 2C: FHEER

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Management operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

BXFEERNFAES, BERIIEE

BEONSHEANMIERER— N INEHRE, EL-TIEPEENFEEEG AR ML TE L TR
EXRE, URNEDABHRIIFOMIELMER—MFERE, TRE&SHNRSHHT—RH,.

MR EERAEINT SEEFEE=NFEH S AT Optimize temporary data on available local storage (i
R A TF AR AV IRETEUR) , NEREHEIEMN THEIIREEBTLEE X, Ko LUARERTEEIGESURRZA
MEFEMEIEE (ER—EMTEEEFH),

AR ETHAERNEFHREHE (FERY, Bx BEE 1 1MEF#RE). BRIFEFERFE LN, RERME
RENBT (RIEREEEMIRE).

1. EFEEREFERECRNEFERE.
2. EEFEFMHEEET, EPHEUHEPFEREEEE, AEERRE.

S 2d: Xig

(N FELENHBER,) KEEZFET VM WBEUE, KFL, BERE—IMSEERFEESHRERARREFHIK
1o

$I% 2e: ML

BARBRHNEM, KEMEEREHAPET, URRSEEXKNFENMKZAES,
73R VM R — P Z ML,
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RLEiEa (190 Azure Resource Manager) &5IE VM 2FERANFM, HEE—1THES N FM.

SE2f. HE

MEMANER, MREMHEN, BERRLOE E— 1 ESHE. STRAER, BHEETM.
EiD: MRERMEEIREEEE, Wl UELIEESERLEENITENNE RN A IR IR EIFRIAE.
AR

FAETTEHNREZEZNIERE. BXFAER, FENEER. AEMERE.

BXFEAEER, BEACENEEERE,

T3 HEETE
e

BILUE A B MREKEIZEINZAARIMANEE VDA,

[1EFRT XenServer (LIgi#RA Citrix Hypervisor)] 1% 3a: %%t XenServer VM Tools

ERIR VM E%% XenServer VM Tools, LUESD VM #5fE8 xe CLI 8¢ XenCenter, BRIEREXLETE, &M VM
MMEERTRESRIB, MBEAXETH, TERITUTIERE:

o MIRXHE. EFEHHIERE VM,

+ 7£ XenCenter H&EE VM MEELIE,

o IREFEETHVM (@2 XenMotion),

o QERBHHFENEF (0ER) BRE, UREERSIRE,
o EIEFERTTHY Linux VM EiFE vCPU %,

1. RIBEEFEANEMNEERZEFRZE, M XenServer T# TmEax Citrix Hypervisor FTHTIE FTHERT
Linux B9 XenServer VM Tools 1%,

2. ¥ LinuxGuestTools—xxx.tar.gz X#&EH = Linux VM = Linux VM BT LA R ZIREN2S,
3. fRIE tar XHWIARA: tar —xzf LinuxGuestTools-xxx.tar.gz
4. HRIBEM Linux £17hR, BITUTH<RE xe-guest-utilities .
3¢F RHEL/CentOS/Rocky Linux/SUSE:
sudo rpm -i <extract-directory>/xe-guest-utilities_{
package-version }

_x86.64.rpm
<!--NeedCopy-->
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3+F Ubuntu/Debian:
sudo dpkg -i <extract-directory>/xe-guest-utilities_{
package-version }

_amdé64.deb
<!--NeedCopy-->

x4F SUSE:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy-->

5. £ XenCenter R EILHET £ L0 EER VM BIEIMEIRES. NREHZET XenServer VM Tools, ME
IUREEREML .

S8 3b: &R VM L% % Linux VDA 346
AR
EFERAYFIEEIEITH VDA fERIRIR VM, BT P B,

FERRMR VM E24 Linux VDA 482 H1, % %.NET Runtime 6.0,

RIBEH Linux Z1ThR, BT &< Linux VDA & BIFIE:
33F RHEL/CentOS/Rocky Linux:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR

s+ RHEL #1 CentOS, &5 %4 EPEL 6%, AEA#ERII%E Linux VDA #1517 deploymcs. sh,
BxiA%RE EPEL W58, &2 https://docs.fedoraproject.org/en-US/epel/ iR 1A% BE,

o 7£ GCP L& RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x %% Linux VDA [, LIKMIEZIRESRITT,
VM E¥EahEREET 1R Linux VDA, Bf#RIERE, EEEHER VM ZeHsTUT&m<:
nmcli dev connect eth0

systemctl restart NetworkManager
<!--NeedCopy-->

33F Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->
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xF SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S8 3¢: BRAFMHEENURE tdb-tools #4+& (1R RHEL 7)

%3 F RHEL 7 fR553%:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

*fF RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S 3d: ((UEAT SUSE) Fah%zi ntfs-3g

£ SUSE FF& L, FrafEidEETRM ntfs-3g, THRAE, HmFHFHRE ntfs-3g:

1. %% GNU Compiler Collection (GCC) RmiZBALH B RIEEN:

sudo zypper install gcc
sudo zypper 1install make
<!--NeedCopy-->

2. T# ntfs-3g #fa,
3. fRIE4SE ntfs-3g WiFa:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RIFEMERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->
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$1% 3e: ([GEBT Ubuntu) %iE [etc/network/interfaces {4

¥% source /Jetc/network/interfaces.d/* 17%&M=E /etc/network/interfaces x#
H,

$8 3f. ((VERTF Ubuntu) 51 [etc/resolv.conf
E¥ /etc/resolv.conf @ /run/systemd/resolve/resolv.conf, miEEEER /run/
systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

ln -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

TR 3g: IEEERANIKIERE

%4 Linux VDA F8J5, EaIl7E SQLite 5 PostgreSQL Ziatlig, ALk, EEMUATSE:
AE:

o BATBINECR SQLite BF VDI ##3X, # PostgreSQL AFHEEHERAR(IEHEL,

« YFRBRMELEM MCS, &8 L5 E A SQLite 5% PostgreSQL, MA X F ik, fRiF@ET
[etc/xdl/db.conf 5175, &M Linux VDA BiAfER PostgreSQL.

o WETLlfER [etc/xdl/db.conf E2E PostgreSQL MO S,

.

1. i1 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MNEELHRE, NHBILSE,

2. EEiEfTdeploymes. sh gigwiE /etc/xdl/db.conf,

$% 3h: KEMCS TE

& MCS ZERARMASA:

o 4tg /etc/xdl/mcs/mcs.conf Xtk

o FERARNERE GUl, BITAREMRE GUI, IBEEM Linux VDA MRmEFEHIETT /opt/Citrix/VDA/
bin/easyinstall &%,
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¥ EasyInstall

Check Environment Load || save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables| | poinet core runtime environment is needed to run Linux VDA. Please specify

Finish Dotnet Core binary path here. If not specified, Linux VDA will use fusr/bin/ as
- MCS default. DoktNet Core Runtime Path:

* | fusr/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs to set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on CentOS/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. If not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

.

BEREFFEEREFRFIIEERIE THAMX 4R, BEMBNEEENXGHMBEEIRE

TERERIUARMNENZREEN MCS T8, AJUERRALEEENEREFTEEEXEE (Fik):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y| N

ADD_FIREWALL_RULES:Y| N

VDI_MODE=Y|N

START_SERVICE=Y|N

$8 3i: EAREH MCS KEMRE (AIi%)

ERRITEN L, BHSTHmEl /etc/xdl/mecs/mcs_local_setting.reg XHLURIEEESEARE
EMRME, LRI IEEIBFIGEE MCS MM BN S REHR BN ERX,

/etc/xdl/mcs/mcs_local_setting.reg XthhMES—1THEATREREFTMREN — &
<o

BN, ERAILUEU T a<1THRmEl /etc/xdl/mcs/mcs_local_setting.reg X, UDBIEAHE
MoEfRE:
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create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

SR 3): SIEEMAE

1. MBEEdRE /etc/xdl/mecs/mcs. conf BEEE MCS ZE&, 15517 /opt/Citrix/VDA/sbin
/deploymcs.sh, MREFER GUI i2E MCS L&, BREHEHE.

Easy Install

+ Easylnstall
Check Environment

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 30 Pro?

Load Sawve

Configure Runtime Variables * Mo w|

Finish
- MCS VI MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
miode?

<

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is comp lete?

¥  Yesw «

Linux distribution: Ubuntu Linu 18.04

EGUI LB EHER, £ GUlI LIgBENTEREERLRE /etc/xdl/mcs/mcs. conf XFHIGENTE,
2. RIBEERANLAE SR ETMERIREBHG S,

« EAT XenServer (LLFi#rA Citrix Hypervisor). GCP #1 VMware vSphere] 7#i&Eik VM £E=R
ENBEFRHXARR VM, IEHSSE EMEGHIRE,

o GEBT Azure) 7Ei&EIR VM LRENBIEFERE, M Azure TP XHAER VM, EHFEER VM BRI
SET Stopped (deallocated) (Bt (BBUESED)). iCEIAMERARM, 7 Azure LEIHRE
B =GR BEEZ B R
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> Comnect P Start @ Restart | M Stop | @ Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
I rhel-sssd-temp-ip
Subscription ID Virtual network/subnet
— Virtual Network_1/default
DNS name
Configure

Tags (change)

Click here to add tags

o (EATF AWS) IR VM LRENAREFE, M AWS EC2 TP XFARR VM, BHERER VM BISEF]
KEER Stopped (EfFih), AREEER VM, AEEZFEME > QIRME. BAEEHRBEEEHTT
RE, BhtIERE.

Create Image X

Instance ID (7)) i-011€
Image name (i) [
Image description (i)

No reboot (i)

Instance Volumes

Volume 2 Delete on

Type Devica snapshot (i) Bize GB) | \oume Type (i) 10PS (i) Throughgut Termination En__crypled
o) O] = 0] = 2 (mBls) (i) @® i
Root Idevisdal ggap- 40 | General Purpose SSD (gp2) v| 120/3000 N/A v Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

+ GEZAF Nutanix) 72 Nutanix AHV L, xR VM, eIEHHE EMERIRE,

=

AR

HTE Acropolis tREE& Fraiin L&i4% XD_ 7 &&7E Citrix Virtual Apps and Desktops #fEf,
RIBREMEA Acropolis IZHIAERBRE, EGEREE, ENBHEIEERATLIRBRHGE
IR,

TE4. QIEHBENER

1. &= Citrix Cloud,

2. EALARRED, HEFEHMRS > Daas,
3. TEE > REBEEYD, EFHENER.

4. ZRSHSISEIRITENER.

7 Nutanix #2589 Container (&3) WAL, EEEZAINER VM IEEN A,
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EEMRETUE L, EFREGIRIR,

EEMNITE L, EEM CPU NBEUKRE T vCPU ML, E1F MCS ERTBENEERZE, AREE
RN R ER B RP LB BN,

RIEFEHTHMEEES. BXEAREE, BERLETENER,
AR

R Delivery Controller ERitBEH B REBIEFEAZNE, EH%ZE Nutanix Prism HFahiT 1% A
Preparation HitBEHMERIR, X5 E2GBFA4SMITOIRIRZ,

TRES5: CIERMNA

ZYARM—THZ NI EN B RPERNIHTENNES, SHEEPLEAFATUEAXLEITEN, URAIHXLERFE
BHNNAREFMRE. BXEAER, BSHIERZTH,

ERRMRENRRMAEA Linux VDA (FasihR)

May 30, 2024
RS | SR ER RN ZEEE Citrix DaaS FaIERMAEA Linux VDA,
BE:

« Citrix DaaS ZHFRIMANEH VDA,

- EREFITFELME Citrix DaaS EEE,

- AUEAEEHAMEIRROEBERMNER VDA, KIMNEAR VDA B Citrix DaaS gz FmE
HITEE,

- ERIERIMAIER VDA, HJEA Rendezvous V2, XY & RIE A E AN SIBIZF LAt
B EBERE Workspace i {#/ Active Directory fE R B R IHIEFR, A EE A Cloud
Connector,

o BOIERMNIZA VDA, Ea]LUER MCS, BXFAEE, ESRER MCS fIZFRMAZER Linux VDA,

- MCS FAZHENRS 23,

o LURINEEEAFAHRIMANIER Linux VDA:

RN VDA LeZEGIEERMNAHEF
3E SSO B33

M Azure Active Directory #1785 {333
Rendezvous V2
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TEL1 QIEHBENER

BIBE— T ESEATENMNZIHENE R, $, /A Citrix Remote PowerShell SDK HiE1TU Fan < RoIE—
%75 Your-catalog-name # E X B XIFRERFITENNTIHENE R
New-BrokerCatalog -AllocationType 'Static' -Description 'Your
description' -MinimumFunctionallLevel 'L7_20' -Name 'Your-catalog-
name' -SessionSupport 'SingleSession' -PersistUserChanges 'OnLocal'

-ProvisioningType 'Manual' -MachinesArePhysical $true
<!--NeedCopy-->

EREENBERH UUID, FHEEIREMSEIFERZ UUID,

BT BB RAAM Linux VDA it BB 2 5E 58 Windows VDA 757E£ M. B XA TFEMXEAESHIEME
ARVIRER, FERCEITENERMERTENE R

BIEES Linux VDA itBENMITEN B RNS@EIG—LRE], FEiZdiERRTFH Windows VDA i+EH 81T BN
BR:

XFRIERS, Bk

- ZRERFRALET (ERTREAZRERMRE),
- BRIERERAED (ERT VDI THAKERGER),

BENER—MTENBRTEAMEA Linux #1 Windows VDA &4,

BOER— I ENERFREMAN T EARMNEB T E.

REMATIEHNITEN L Remote PC Access itEHNBR, FIMAENITENFZIEHZE R,

=3

AE:

FHARRAHY Citrix Studio A% “Linux 2ER4” BIHS. BR, %R Windows Server 2R LTRSS
BIBFRASENMER TERARERAZRSE L MER, %F Windows SEIRFRASHE IR FRSHENER T &
BEEN—1T AP R(IEE,

SR 2. I VDA MR

EFEABRMRENERMANGN VDA, BREE— SRS VDA EMEITENERF, #@ Citrix Cloud #£41F
Exf VDA #1TH338IE, Linux VDA RZHrE A<M BRZ EENITENE R,

EOEIMSE, BEURLAZ —£EMUFUTABIH HTTP POST & 8&: [DdcServerAddress
]/citrix/orchestration/api/techpreview/{ customerid } /{ siteid } /
enrollments,
POST https://[DdcServerAddress]/citrix/orchestration/api/techpreview/[
customerid]/[siteid]/enrollments HTTP/1.1

Accept: application/json
Content-Type: application/json; charset=utf-8
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Authorization: Bearer <bearer-token>

{
"TokenName": "string",
"IssuedToUser": "string",
"ExpirationDate": "2023-10-13T08:00:25.796Z",
"NotValidBeforeDate": "2023-10-13T08:00:25.79672",
"NumMachinesAllowed": number,
"CatalogId": "string"

}

<!--NeedCopy-->

£ HTTP POST ;4 2, 3§ Catalogld i ERE mtIEMITENERH UUID, HiRIEZEESR [DdcServerAd-
dress] & BRI THEAP—I0:

@A https://[customerid].xendesktop.net
« BE https://[customerid].apps.citrixworkspacesapi.jp
« B https://[customerid].xendesktop.us

$12 3. 2% .NET Runtime 6.0

£R% Linux VDA Z &1, 538 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iHBAZEE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i&17 which dotnet &< &R EEITIHERR,

BB SHE, RENET Runtime Z#EIXHEREZ, i, wWRH<SHL A /aa/bb/dotnet, 15 /aa/bb £
ANET Z#HISX R,

$12 4: T Linux VDA 48

1. #7% Citrix Virtual Apps and Desktops T &5,
2. BFFEYhR4H Citrix Virtual Apps and Desktops.

3. BFAHBLIER Linux VDA, #130:
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~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, & Linux VDA #£#Z73A19 Linux VDA FTEHR A,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux £1TARICER Linux VDA 61,

6. THAIATFRIE Linux VDA RE-E 74 GPG 25, Fl:

Downloads eandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

Checksums

SHA-256 -a440f329a0385123944 108316040 G 5011c04

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Linux Virtual Delivery Agent 2311

EFANHERIE Linux VDA REBHTTEYE, BRITUTIRME:
o XF RPM 848, BEETUTHLURAASAE RPM BiEERUNREER AT

rpmkeys --import <path to the public key>
rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

o XF DEB B8, BnTUTa<TUEAASNE DEB $iEEH UM EREEHTEENY !
sudo apt-get install dpkg-sig
gpg ——import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

HIE 5 2% Linux VDA #t8

EH Linux VDA & BIFE, BHEITUTHES.
s¥F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux &47hf:
AR
« X+F RHEL #1 CentOS, &% %4 EPEL F6iE, AR HEMIIRE Linux VDA, BXifaZ=sE EPEL &9
58, &2 https://docs.fedoraproject.org/en-US/epel/ L1935,

« 7£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 £%%t Linux VDA Z&i, &% libsepol #x 8B kR
3.4 HEBRA

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR
7£ GCP L&/ RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%%t Linux VDA |5, UAXMEZEATsESEAF, VM

EBEER eI AR Linux VDA, Bf2RILR, BEERER VM BHIEE root BRZE, HfRIEEER
M root AR BMER VM, e, EEMEM VM G, EEHIETETUTHS:
nmcli dev connect eth©

systemctl restart NetworkManager
<!--NeedCopy-->

3+F Ubuntu/Debian £1Thk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f
<!--NeedCopy-->
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} =r

AR

« &} Debian 11 Z1THRLEXBHIKFIIN, B deb http://deb.debian.org/debian/
bullseye main {74mNZl /etc/apt/sources.list Xt

o 33F GCP E# Ubuntu 20.04, &% RDNS, Alt, i&7E /etc/krb5.conf #9 [libdefaults] =7
rdns = false 17,
t+F SUSE & 1THR:
1. 3tF AWS. Azure #1 GCP 8y SUSE 15.5, i&#afR:

o EERNE libstde++6 fR7s 12 FESARZS
+ [etc/sysconfig/windowmanager #y Default_WM £2#&E5% “ghome”,

2. EETUTEmSERE Linux VDA:

zypper —-i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

1% 6. =% NVIDIA GRID RzhigR

EF HDX 3D Pro EXREEEHHEIEIZRFH VDA 1+EH] %% NVIDIA GRID Ezpi2R.

EERTERIWEERERF L2 EMECE NVIDIA GRID & GPU &128s (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID & VM Eapigrr, EHRITTENEISE:

. HBfREKE VM BXEF,

. EEPWEREFERERD, A VM DR GPU,
. BEI VM,

. £ VM ERERE VM REpizrs.

A W N

TRT. EEBERNIIERE

Z% Linux VDA it Ef5, mILLEE4REE [ete/xdl/db.conf RisEEEAM SQLite 3% PostgreSQL,

Ak, EEETT sudo [opt/Citrix/VDA/sbin/ctxinstall.sh 5 [opt/Citrix/VDA/bin/easyinstall > g1
Jetc/xdl/db.conf.
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AR

o BATEINET VDI X EH SQLite,

 IFRMLEM MCS, &8 L5 E A SQLite 3¢ PostgreSQL, MA X FH L%, ki@
[etc/xdl/db.conf B17{5E, FM Linux VDA BAER PostgreSQL,

o tETLUER [etc/xdl/db.conf F2E PostgreSQL B OS,

TR 8. BITEMTEREEIFEM VDA LITTA =%

Z3# Linux VDA #i#+81/5, £ ctxinstall.sh BiZAkERE=iTIFE,
EE:
FEIRBETHIFIEZE, FHREEENRERATLRET en_US.UTF-8 XIFHigE, MR ZXIHISERE

BIRER LD AR A, 15217 sudo locale-gen en_US.UTF-8 <, xIF Debian, @idBUH R #
en_US.UTF-8 UTF-8 173k%%E [etc/locale.gen x4, #AEiE1T sudo locale-gen &<,

ctxinstall.sh

ctxinstall.sh ABRMRERE, BT #HT—LEMEENIRE VDA ZITHETE,
« 3F root AR A LUETTILLRIZAS,

o BRI /opt/Citrix/VDA/sbin/ctxinstall.conf N HEEB XS KIZE. REMRS ERANAEFET
EMNE, FNBINEFRAIEER (ctxinstall.conftmpl), AEBEXBSH ctxinstall.conf, ExeIZEE
BEXH, EFERUTE—AZ:

- @it &4 Jopt/Citrix/VDA/sbin/ctxinstall.conftmpl iR X H I H S 778 Jopt/Citrix/VDA/s-
bin/ctxinstall.conf,

- @IETT ctxinstall.sh, &R3E1T ctxinstall.sh B, EHRABRREE /opt/Citrix/VDA/sbin/ctx-
install.conf A,
o BMLENRELFHERKIGT. EREETRE. R&. HEE. §ENRIL
« ALUTE /var/log/xdl/ctxinstall.log Fk E LA RIIE IR IF41E B

BXiEMER, BERENSHS ctxinstall.sh -h,

AR

o BES/IIREREN, HIR2E root AP A EEiREX [opt/Citrix/VDA/sbin/ctxinstall.conf, Elx#
HFETRERIG B MAER,

o E1F Linux VDA & #iB% Jopt/Citrix/VDA TSI, FEITEIEEER VDA Zai&% [opt/Citrix/V-
DA/sbin/ctxinstall.conf.
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AIUEREEAR TR TER TIE1T ctxinstall.she EIEITZEAZHT, HIEEUTIRELE:
+ **CTX_XDL_NON_DOMAIN_JOINED=" y|n’ ** - 2ZH+ENNMNE
o FUMEA N’ WFRMAERZR, BREREN Y,

o CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE=" <path-to-token-file-on-vda-machine> - &
RARMREAERIMANGN VDA, EEE— SR L VDA M2 Delivery Controller B9t BB R
. BLRFEEELURETAERESIRIXEH,

+ CTX_XDL_VDI_MODE=" y|n’ - BitBEHNEENETAREXTEE (VD) T2RERZSERFEE, 3¢
F HDX 3D Pro 1%, RiZEREN Yo

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3#5 HDX 3D Pro, X2—4 GPU MR, SEftit
EERR AR E ML KT, ME%EET HDX 3D Pro, MEX VDI =@ (£25%) @EE VDA (87
CTX_XDL_VDI_MODE=" y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEExMEERE Linux VDA iRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - ZEEzhitE#HEB5N Linux Virtual Desktop ARSS.

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RS &R 7 i 15 ARLIE @S R 405 A S,
TR E RS AEFR BB Linux Virtual Desktop ITAFIEIRO (2RIAEA 80 7 1494),

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE S iFHFEAN
GNOME . GNOME Classic 5 MATE £EfiE. MEAEEETE, NEAE VDA LRENBARH.

+ CTX_XDL_DOTNET_RUNTIME_PATH="<path-to-install-dotnet-runtime>’ - 2% NET Runtime
6.0 LUZ#53rH9 Broker RIZRRSS (ctxvda) MIER1R. ZRIAKIEHA ‘/usr/bin’,

o CTX_XDL_VDA_PORT=" <port-number> - Linux VDA ¥:&d TCP/IP i 5 Delivery Controller

SR

o BEILUBE MU TS BRELBTSIEAFNREFER:

1. 7£ VDA t#y SHOME/<username> BER FeIE—1 .xsession & . Xclients X, MRE
EAME Amazon Linux 2, iEglE . Xclients X, MREEEEREMELITR, BIE—
.Xxsession X,

2. FHE . xsession 8 . Xclients XHELUIRIBAITHRIEE S EIFE,
- WF MATE =&

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session

fi

<!--NeedCopy-->
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- AT GNOME Classic =&

GSESSION="S$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

<!--NeedCopy—-->

- X+ GNOME £=H

GSESSION="S$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

<!--NeedCopy-->

3. SEHFRIERFHEE 700 XHR.

Bhizs 2209 2, RIEAFPAMBEXEKEI R, “ARIE VDA EREFIMNKIEIFE, FaERALLIN
BB BXIFAEE, BERRSIERAUDNEEX K@,

TERER BEEXEER TIETT ctxinstall.sh fil4, EFERRE -S %5 sudo /opt/Citrix/VDA/sbin/ctx-
install.sh &%, EHLTRANSMERTLABNEXNT2E, MEBRILETEE, ctxinstall.sh 2ERIEH
ik, WUBEEERT I TER.

TRTERX GELRFIERT, 471EA [opt/Citrix/VDA/sbin/ctxinstall.conf SiEH &GS BERENTE, ~
&, i&iaf7 ctxinstall.sh-S (&EIE, HAFHE S AATFHR), IRKLGEREVETEREFLETY, MRIE
ABiNME, BN ctxinstall.sh EF1E#1T,

MRWEHHITIEE, SN TEMNSHEKEE [Citrix/VDA/sbin/ctxinstall.conf F8{&E, EHGHAMEEEHRERT
7£ [Citrix/VDA/sbin/ctxinstall.conf &,

export CTX_XDL_NON_DOMAIN_JOINED='y'

export CTX_XDL_NDJ_ENROLLMENT_TOKEN_FILE="'<token-file-path>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'

export CTX_XDL_VDA_PORT='<port-number>"'

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh -S

<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBARRELEEXBLAHECZNF shell. HMNBIWEEAFENGSHME
#1/bin/bash {ERHE—1TREIZ shell B,
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HE, EAUEAR T IEEREEE,

ZigE VDA E/THFETE (5 CTX_XDL_ Fk% ), EaILLEST ctxinstallsh -s (&1, HATE s WS
=8),

£ 9: i5{T XDPing

EiefT sudo /opt/Citrix/VDA/bin/xdping L®E Linux VDA MBEENELEER@E. GXi¥4
&8, 1i&21@ XDPing,

41 10: iz17 Linux VDA

B5h Linux VDA:
B35 Linux VDA BR3:
sudo systemctl start ctxhdx.service

sudo systemctl start ctxvda.service
<!--NeedCopy-->

{21k Linux VDA:
Z{Z1E Linux VDA BRSS, iBHITLATIRIE:
sudo systemctl stop ctxvda.service

sudo systemctl stop ctxhdx.service
<!--NeedCopy-->

AR
E1Z1E ctxvda 1 ctxhdx [R5 271, 15517 systemctl stop ctxmonitord &< LUEIE SRS SFPIER

BN, EMERS TFIFEFRENRBEFLENRS.

=250 Linux VDA:

EFEsh Linux VDA RS
sudo systemctl stop ctxvda.service
sudo systemctl restart ctxhdx.service

sudo systemctl start ctxvda.service
<!--NeedCopy-->

17 Linux VDA HIRA :

E10Z Linux VDA IRSHIBITIRS, HEHMITUTIRME:
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sudo systemctl status ctxvda.service

sudo systemctl status ctxhdx.service
<!--NeedCopy-->

SR 11 SEfA
BIRRSEFARINES Linux VDA i+ EHIEIHENE REZ2S Windows VDA it EH/LFHERE, B XIE5EmMXLE
ESHEMFAETIREA, BFSEZZ A,
8 E% Linux VDA it BB RHRZ(TAR SEIGA T RS
o WRFTE AD BRFAEEHEE, sEBERE Linux VDA itEH,

s BOATRESHEIEN (ER) ARER.
o BNERMGHEFENEE Windows itENHIHENE R,

B5E:
Linux VDA 1.4 RESRALIFAHNARRF. B2, Linux VDA RS EmM AR A BRI EN.

BXRNELIRITEN B RMRSFAENES, BB Citrix Virtual Apps and Desktops 7 2311,

&/ Machine Creation Services (MCS) ¢/ Linux VDA

May 30, 2024
A LR MCS SUZIIN T AR IR VDA,
BE:

TERE 2212 REHRHHNEZEN:
o Jetc/xdl/mcs/mcs.conf XX fFeE %% GUI £#9X— AD_INTEGRATION ZTEFRFEHRINE. A
RIBEFEIRE—ME. BXFAGE, B8REAXFNSE 3h: BE MCS TE35.
« /etc/xdl/mcs/mcs.conf 589 UPDATE_MACHINE_PW £ EMEREFTHIZE N enabled = dis-
abled, MREEAN Y = No BXFMAEE, BSREAXFPHBHNERITENIKF BB,

SFFRITHR
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Winbind SSSD Centrify PBIS

Debian11.7/11.3 2 = = =
RHEL 9.2/9.0 2 = S &
RHEL 8.8/8.6 = = = =
Rocky Linux = = £ £
9.2/9.0

Rocky Linux = = ES £
8.8/8.6

RHEL 7.9. = = = =
CentO0S 7.9

SUSE 15.5 z z £ =
Ubuntu 22.04. = 2 £ =

Ubuntu 20.04

AR

BEAYUFIEEEITHMER SSSD &R A RHEL 8.x/9.x 3% Rocky Linux 8.x/9.x VDA £ MCS B9iR1R

VM, EHfR:

« VDA BFHHREN, MABRBIBMRERTEN, BNREFEAERT RHEL 8.x/9.x # Rocky Linux

8.x/9.x 89 Adcli, i MCS &3z# SSSD #1 Adcli 8945,
« Samba RS BEE NE SSSD #17 AD B4 KIE. EXFMESR, 52 Red Hat XZE, Mith
https://access.redhat.com/solutions/3802321,

RXFNENIEERER

« AWS

XenServer (Lgi#f7 Citrix Hypervisor)
« GCP

Microsoft Azure

Nutanix AHV

« VMware vSphere

MREZAERZFFNEIMNEEREF DN EMEDY EREF DEE TG, JRILNBINER.
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£/ MCS 2 Linux VM
FEEIN

« B 2203 hr#Aie, EAILUE Microsoft Azure. AWS #1 GCP L3 Citrix Virtual Apps and Desktops W&
Citrix DaaS (LUgi#FA Citrix Virtual Apps and Desktops Bg$3) % Linux VDA, BEXENE=ENIE
$## = Citrix Virtual Apps and Desktops #%E, &EZ Citrix Universal JTIRZE SN RIFAIIE. BX
Universal iTRFRSARIFALEMNE R, EBIRERA Citrix Universal iTHRFEEFAIFARIEN (TTU),

o RLFBEENRS 285 MCS &R LUBIREDIL
» Citrix fEA LT Centrify lRATEMX Linux Z1TAR LI THISATIAEIRIE

Linux %17hR Centrify ks
RHEL 7/8 5.8.0
SUSE 5.7.1
Debian. Ubuntu 5.6.1

EREMIRAR Centrify ATRESSHHIMEEIR. E0EA Centrify SERITEVINNZIHF,
« WMREAER PBIS 3 Centrify & MCS SI2HitEMIMAE Windows i3, 1E5ERILTES:
- EERITEN L, 77 /etc/xdl/mcs/mcs. conf XEFEE PBIS & Centrify ZiF8 FHKRZ
FEFERE PBIS 5 Centrify Z4a,
- #1817 /opt/Citrix/VDA/sbin/deploymcs.sh z&], EIE—MALREM (OU), %A
ABMUNEFREME MCS SIEZHNITENEEE NFIZBEEENR.

- & /opt/Citrix/VDA/sbin/deploymcs.sh emETEERBsh MCS QI EN 281,
EIRIBERIEBEE Delivery Controller g Citrix Cloud Connector EizfT klist -11 0x3e4

purge,

({¥FR Nutanix) $2 1: L3334 Nutanix AHV &4

M Nutanix 523REX Nutanix AHV {&#F&. &8 Citrix Virtual Apps and Desktops iR REH %G, &
KM= R, 188 Nutanix 2171 53REA (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS i =4E38/)

£ 12 1a: 7t Delivery Controller 223514t Nutanix AHV i % Citrix Virtual Apps and Desktops
&, #%##H7E Delivery Controller £%% XD MCS AHV ik,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

@ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

£ 1% 1b: 7 =% Delivery Controller % 7+ it Nutanix AHV & &R H 2% E A F Citrix Cloud
Connector 8 CWA MCS AHV #&f4. 7@ Citrix Cloud #F3EMA9FRE Citrix Cloud Connector &%, B
f&£ Citrix Cloud Connector 7£:8%8 AHV BIER TRIERAE, w4 F0EM Citrix Cloud Connector,

TR 1C REBHRTHRUTSE

s WIFREEC: \Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l287T Nutanix Acropolis st

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £ Delivery Controller E&E#i/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, 5#%7E Citrix Cloud Connector EE#Ezh Citrix RemoteHCLServer Service,

/AN
RNBWNEERELEH Nutanix AHV &3 E 1 FH E# B3 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

TR 2 SIBRENERE
FEDAREGIHEE T IABIRES Azure. AWS. XenServer (LUgT#FA Citrix Hypervisor). GCP. Nutanix AHV
# VMware vSphere B ENIER.

AR

st F 73 Delivery Controller, 174t Citrix Studio iERFRE > 118 > FINMEEMZRUSIEENIERE,
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s+ F = Delivery Controller, &7 Citrix Cloud EMETF Web 89 Studio =4I & RIEZREIE > 118 > HiE
BRI ENERE,

BXFMER, 152 Citrix Virtual Apps and Desktops SX4rREy bl Z M EIRIEZN AR UK Citrix DaaS
Mt EMEEERE,

o 1% Citrix Studio Fg)E 5 Azure BIEMNERE

o 1£ Citrix Studio g5 AWS HENIEE

7£ Citrix Studio #gJi25 XenServer BENIEE

7 Citrix Studio #el25 GCP WEMEHE

o 7£ Citrix Studio #gJ#5 Nutanix B9 ENEE

o 7£ Citrix Studio ¢35 VMware By ENEE

7z Citrix Studio 825 Azure M HERE

1. 33F73h Delivery Controller, &7t Citrix Studio iERERE > 118 > RINEZENZRUIRENIE
1%, 3F = Delivery Controller, &% Citrix Cloud ERET Web @9 Studio &% & hiiZ SR > T8 >
AIEREM TR ENEE,

2. ERIEENZRERRASSH, %F Microsoft Azure fEREIZHEE,
3. #%#F “Microsoft Azure” EjiEiEZiay,

4. ASKSISETHE T NEH. FERNARBTIRTINEEZLE, TlE—TZE, BEET—F, BRERARE
BoUALL. BXRFEMER, BESREH MCS gIERIMAES Linux VDA —XXHMPSE 2: SR EHER,

7z Citrix Studio H8I25 AWS sENERE

1. 33F 73 Delivery Controller, #&7E4s#: Citrix Studio FiERERE > 18 > RIMERMNZRUIEENE
#. T = Delivery Controller, &7 Citrix Cloud ERETF Web & Studio FHIaHIERERE > & >
AIMEEMZ RS ENERE.

2. EAIEZEMZRDSH, %F Amazon EC2 {FAERLE,

B0, tEAH Citrix Studio #:
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Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|awsec? -]

@ Create a new Connection

Connection type: | Amazon EC2 | = |

Your cloud administrater should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back

3. AN AWS tkF B9 API ZEAMER, ARRNEREZZT,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =
Connection
®) Create a new Connection

VM Location
Connection type: Amazon EC2 | = |
Metwork
Surnmary Your cloud administrator should provide the following information.
Import keys file: Browse.. | Useafil
> APl key

AP key:
Secret key:

) Leam about user permissions
Connection name: | Example: MyConnection

Cancel

APl ZARERIHREA 1D, RAREHNMELRNER, XERARAAANEAN. MREEKTHEHDET
A, WALk ZiARZRH RS —MERER. BeRiAREN, BHRITUTIRE:

BF AWS RS,

SMESHIHNER (IAM) 2458,

TEEMSMERT, ERAF.

EREAARHA TRMUEER 2EEET .

| TREH B LR IANER. ERER—MIED.
BETH.cSV XHHFHRERREN - RE2NUE,

a
b
C
d
e

)
)
)
)
)
f)

4. ASFSISEERETNE. RERNAABBATIMEEREE, TRE—NZE, HEFT—F, HEELERE
oAk,

7£ Citrix Studio 1¢I5 XenServer HEHEiE

1. 3¢F7s3th Delivery Controller, &7t Citrix Studio FEREE > & > RINEZENRBREUSIEENE
1%, 3¢+F = Delivery Controller, &% Citrix Cloud ERSET Web &9 Studio &% & hiiF EIE > & >
ﬁf]l]l.?%*ﬂ /}_L/(QULE'\E*JIL%o

2. EAMEFENERRASS, EEELBFEGI%ERE XenServer (LUFi#rA Citrix Hypervisor).
3. SEEEEHE (XenServer URL) F1E4E,
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4. WNERBT,

£ Citrix Studio F6i25 GCP WEHEE IRIE Google mim ¥ & EIMLINEIRBEH GCP 18, ARBTMIMUT
SRLSIES GCP EMESE,

1. 33F7s3th Delivery Controller, i&7Eas#t Citrix Studio FIERERE > & > RINEENRBEUSIEENE
#. 3F= Delivery Controller, &7 Citrix Cloud EHETF Web 19 Studio I=HlaHERER > {£E >
IMEREMZ RS ENEE.

2. ERIMEENZERDST, %1F Google minTAIEAEREAE
a0, 7£ Citrix Cloud EHETF Web 89 Studio &I &

Add Connection and Resources X
(D) connection Connection
@ Region Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary

Connection type:

Google Cloud Platform

Service account key:
mport key.

Service account ID:
Connection name

Create virtual machines using;
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

7

D) )

3. 8 GCP kP BIBRSS 1K S ZRHBNERE R o

4. ASKSISETHE T NH. FERNARBTIRTINEEZELE, TlE—TZE, BEET—F, BRERE
BoUALL, BXREMER, BESRAEA MCS gIERIMAEL Linux VDA —XXHHSE 2: SR ENER,

£ Citrix Studio #6)#5 Nutanix B9EHEE

1. 33Fith Delivery Controller, i&EZ#h Citrix Studio FEREE > 118 > FNEZENERUCIERENE
#. T = Delivery Controller, &7 Citrix Cloud ERETF Web & Studio FHIaPERERE > £E >
AIMEEMZ RS ENERE.
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2. ERIEENZRERSPERITE LEE Nutanix AHV fERERRE, AREERIMEEREF L. £iE
URGERE SR, EMEIEL, EEATRITHNE.

5140, 7E4<#h Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
VM
Back | [ Cancel |

7z Citrix Studio 8/ 5 VMware s E#%E#
1. 7£ vSphere Ffigh#&# vCenter Server, BXIFAER, E8R VMware vSphere,

2. 33F 7 Delivery Controller, i&7EZ# Citrix Studio FIERELE > T8 > FILEEMZRUIEENZE
#. 3¢F = Delivery Controller, &7 Citrix Cloud E89EF Web 8 Studio EHI&FEREE > HE >
ARIMEEN RSB ENEE,

3. % VMware vSphere fEREZAE,

flgn, 74y Citrix Studio
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Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

(®) Create a new Connection

Connection type: I [VMware vSphere® = ] |

Connection address: | Example: httpsy//vmware.example.com/sdk |

o Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name: | Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Senvices)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

4. g2 VMware tk P p9iEiE#E (vCenter Server URL). G EIRFEIER TR,

Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

@ Create a new Connection

Connection type: [VMware vSphere® k.4 ]

Connection address: | Example: httpsy/fvmware.example.com/sdk |

o' Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name:

| Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next |

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 73



Linux Virtual Delivery Agent 2311

TSR3 EEETHE

(LEETF XenServer) £ 3a: &3 XenServer VM Tools  7Ei&Eik VM %% XenServer VM Tools, L&
41 VM #E/ xe CLI 3¢ XenCenter, BRIFREXET A, TN VM BI4RERTRERRIE, WIREGEXETR, TiEH
T aiRE:

1.

2.

3.

4

5.

HIEXEA. EFBhIIEE VM,

7£ XenCenter F&E VM 148308,

FRIEEETH VM (&2 XenMotion),
BIBRBHEERNE (KER) WIRE, UREFRFIRE,
EIEEIETTH Linux VM L£iB% vCPU %4,

RIBEEFERNEMNERIEFRA, M XenServer TE mimEs, Citrix Hypervisor FHIE THEHIERTF
Linux &9 XenServer VM Tools 3.

¥ LinuxGuestTools-xxx.tar.gz X#EHIF Linux VM 5 Linux VM "I LLiAIR#IH =R EHER
fRIE tar XHMAS: tar -xzf LinuxGuestTools-xxx.tar.gz

RIBER Linux R1THR, BITUATEHSRE xe-guest-utilities Rk,

34F RHEL/CentOS/Rocky Linux/SUSE:

sudo rpm -i <extract-directory>/xe-guest-utilities_{
package-version }

_x86.64.rpm

<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg -1 <extract-directory>/xe-guest-utilities_{
package-version }

_amdé64.deb

<!--NeedCopy-->

xtF SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

7£ XenCenter R E AT £ L EEIR VM BEIMLIRES. NREHZET XenServer VM Tools, M
RSB REM K

£ 3% 3b: £ AWS. Azure 1 GCP L3%iif SUSE 15.5 WE2E x3F AWS. Azure #1 GCP t#9 SUSE 15.5, 5

®:

EERRZ libstde++6 hras 12 BB AR,
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+ [etc/sysconfig/windowmanager F#) Default_WM £#1i&E% “gnome”,

438 3¢: £ GCP £ Ubuntu 20.04 28 RDNS £k VM L, 7£ /etc/krb5.conf 89 [libdefaults] 7
rdns = false 17,

$1% 3d: 1%k VM £&% Linux VDA 348
AR
o EFEAYFIETEITHN VDA ERER VM, BBLILP R, BEERHFIETIETRIMER SSSD EiEFEN
RHEL 8.x/9.x 5% Rocky Linux 8.x/9.x VDA fERIEiR VM, EH{R:

- The VDA is installed manually and not by using easy install. Easy install uses Adcli for
RHEL 8.x/9.x and Rocky Linux 8.x/9.x and the combination of SSSD and Adcli is not
supported by MCS.

- ASamba serveris configured to use SSSD for AD authentication. For more information,
see the Red Hat article at https://access.redhat.com/solutions/3802321.

o ERIR VM E%% Linux VDA B8 256, 1% %.NET Runtime 6.0,

RIBEM Linux Z1ThR, BITUT®&<A Linux VDA IREFE:
33F RHEL/CentOS/Rocky Linux:
AR
« 33F RHEL #1 CentOS, 5% %t EPEL %F6i%E, AR BEmINRE Linux VDA #3517 deploymcs.

sh, BxifARE EPEL 19158, 755 https://docs.fedoraproject.org/en-US/epel/ iR
Ao

« 7£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 %% Linux VDA Z#i, i&¥# libsepol X4+ & E 2R 4s
3.4 HEBRA

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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$I% 3. BAFMEELURE tdb-tools X148 (VR RHEL7)  x3F RHEL 7 fR5523:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

*fF RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

$1% 3f: (1 SUSE ) Fahzi ntfs-3g 12 SUSE F& L, FraEELTRM ntfs-3g. THIERR, ®EHF
sh& i ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBASHIBMHEIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFE,
3. fRE4E ntfs-3g iE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBREERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy-->

S8 3g: IEEEFEANEIERE %% Linux VDA REESE, EAILE SQLite 5 PostgreSQL zZiatig. 7k, &
SERRIA TSR
pES =
o BRATERIEME SQLite AT VDI &3, ¥ PostgreSQL ATHELZRER(TIEEL
 SIFRMLEM MCS, &8 L5 E A SQLite =t PostgreSQL, MA M Fa L%, friF@T
[etc/xdl/db.conf F17i5%E, &N Linux VDA BiAfER PostgreSQL,
« A LIER [etc/xdl/db.conf E2E PostgreSQL MmO S,

1. 817 fopt/Citrix/VDA/sbin/ctxcleanup.sh, MREBELHRE, NABILILE,
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2. iEfEisfT deploymes. sh gt /etc/xdl/db.conf,

F$B3h: BEMCSTE KE MCSEEERMAE:

o 448 /etc/xd1l/mcs/mcs.conf xxf,

o ERARMEE GUl, BEITHEMRE GUI, BEEM Linux VDA MREIFEHIETT /opt/Citrix/VDA/

bin/easyinstall &%,

Easy Install
+ Easyinstall
Check Environment
Install Dependencies © Domainjoined Non-domain-joined

Join Domain USE_AD CONFIGURATION_FILES_OF CURRENT VDA

Configure Runtime Variables  hyc yariable determines whether to use the existing AD-related configuration files
Finish (fetc/krb5.conf, fetcfsssd.conf, and fetc/sambafsmb.conf) of the currently running
* MCS VDA,

Ho = #

DNS_SERVERS
This variable sets the 1P address For each DNS server. You can set up to Four DNS
SEMVErs

e e

NTP_SERVER

This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04
"’

BEREFFEEREFRFINEERIE THAMX 4R, BEMBNEEENXGHMBEEIRE

THRERTUARMANSENEMNENTREERN MCS TE:

o BRTFRIDANERNZR
AUERRANEEEREREFTEEENEE (F):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y| N

VDI_MODE=Y|N

START_SERVICE=Y|N

« ERTENANENZR
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- Use_AD_Configuration_Files_Of_Current_VDA: HEREFERA U ELEEITH
VDA B9IE AD MaxXEE St (/etc/krb5.conf. /etc/sssd.conf # /etc/samba/smb.conf), N
®EAY, MCS BIZRitEN LA E X A% 5 Hai EEIE TH VDA EERXHHERE. B2, ENAY%
MEEE dns M1 AD_INTEGRATION £, ZIMEA N, XEKEFME ENREERAETHAE MCS
BIEMNHEN ENREX Y. BEFEAYTIEEEITH VDA ERER VM, BERZEIZER Y. BN, FF
Hig&HA N,

- dns: i&BS1 DNS ARs32889 IP ik, ERZATLUSEI A DNS RS 28,
- NTP_SERVER: igE NTP 532389 IP sthiik, BRAESZITULER, BNZMtib2IEA0ISEHIZRAY IP i,

- WORKGROUP: B I{EHARFRE N AD PECER NetBIOS B (XD ANE). BN, MCS KA1
BPEREITENENE ZEHNBIEATIFAEM. Fli0, MRITENKF 7 userl.lvda.citrix.com,
MCS %=/ lvda fEATEEARHR, M citrix 2EMRNIER. BSUERILE TIEAZTR.

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %#%# Linux Z1ThR
TN EZNFIR, BEHEXPHIFHLITR

- CENTRIFY_DOWNLOAD_PATH: i&ET# Server Suite Free (L #1#FA Centrify Express) %
HamKER, RBEE AD_INTEGRATION ZEi&E R Centrify B, ZEASEM.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& T & Centrify Samba %X BN K R. RE6%
AD_INTEGRATION Z&i&EH Centrify 8, ZEASEK,

- PBIS_DOWNLOAD_PATH: & T# PBIS it EmiRZ. RBF AD_INTEGRATION ZE2i8E
7 PBIS BY, Z{EA 24X,

- UPDATE_MACHINE_PW: BRsZRAEIEMITENKFAEZERL, EXEAER, FEHAAHERIT
B &,

- Linux VDA BREZTE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE:Y| N
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TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

$EB3i: GAREFRMCS WEMERE EERITENL BHSITHEME /etc/xdl/mecs/
mcs_local_setting.reg X URIBEES AR EMEMRE. LIRIEAT B LEEIEMIL B £ MCS
MECHIT BN SR EH B EX,

/etc/xdl/mcs/mcs_local_setting.reg XM ES—1THEATREREFTMREN — &
<o
BN, ERILUEU T an<1TARmE /etc/xdl/mcs/mcs_local_setting.reg X, UDBIBEAHE
MEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

Xx00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

S 3j: BIEEMEK

1. ({WERATF SSSD + RHEL 8.x/9.x 5% Rocky Linux 8.x/9.x) &7 update-crypto-policies --
set DEFAULT:AD-SUPPORT #%%, ARZEHEER VM,

2. WMRMEEIHE /etc/xdl/mcs/mcs. conf EBBE MCS E&, 3&ia1T /opt/Citrix/VDA/sbin
/deploymcs.sh, MNEEEA GUI BB MCS T2, HRHHE,
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Easy Install

+ Easylnstall
Check Environment

Install Dependencies f.elér:ted the ‘-.fi'rtual Delivery Agent ':wi'.l'he configured for VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load Sawve

Configure Runtime Variables * Mo w|

Finish
- MCS VDI MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is comp lete?

¥  Yesw «

Linua distribution: Ubuntu Linu 18.04

ZGUI LBEHEHERE, 7 GUI LSBT ERBEEHE /etc/xdl/mcs/mes. conf XEFHIFENTE,

3. (NRFERAYFIEIEITH VDA fEAEIR VM, EBWNMRIARMNENZS, BRSPS E,) F&EiR VM L,
EREEERUEEXSENAE VM EMEX /etc/krb5.conf. /Jetc/samba/smb.conf #
/etc/sssd/sssd.conf 3.

33 F Winbind BF, BE# /etc/xdl/ad_join/winbind_krb5.conf.tmpl  /etc/
xdl/ad_join/winbind_smb.conf.tmpl #&i%.

34F SSSD P, iEEH /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl# /etc/xdl/ad_join/sssd_smb.conf.tmpl #ix,

3FF Centrify BF, #E8# /etc/xdl/ad_join/centrify_krb5.conf.tmpl# /etc/
xdl/ad_join/centrify_smb.conf.tmpl #ix.

=

AR

BREBERXGTEANNERIAFEALTE, F 0 SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

4. RIBEERANABCIZEIREGEIREH DR,

+ GEBT XenServer. GCP 1 VMware vSphere) Ei&Eik VM LRENBEFHXHARER VM, I
Fend EIRMEAIRER,

+ (EAT Azure) iR VM EREMBIEFG, M Azure TP XFREIR VM, HERIER VM B ERRES
71 Stopped (deallocated) (BEfF1E (BEBCESE)). iBELANERARM, 7 Azure LEHRENE
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BRRBS TR BB Mo

> Connect P Start @ e M Stop | & Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
I thel-sssc-temp-ip
Subscription ID Virtual network/subnet
— Virtual Network_1/default
DNS name

Configure
Tags (change)

Click here to add tags

« (ZAT AWS) 7EiEiR VM ERENAEFE, M AWS EC2 TP xR VM, HRER VM 198 RIRZS
AEEL. ARBEER VM, AEEEFRE > QIERE. BAEEHREFEHRTIRE, RECIERE.

Create Image X

Instance ID i-011€
Image name | [

Image description |

No reboot |

Instance Volumes

Volume 2 - . Delete on
De - Si (GIB,; - Th hput E ted
Type g Snapshot (i) |z_fe[ i) Volume Type (i) I0PS (i) izl E“ Termination rl_-r:ryp =
o) = @ = ~ | (mBls) (i) @ i
Root Idevisdal Sgap' 40 |Génera\ Purpose SSD (gpé) v| 120/3000 N/A i Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

o (AT Nutanix) 72 Nutanix AHV L, XH#ER VM, I H R TIERIRE,
PR~

HTE Acropolis tREE& FRaiin L&i14% XD_ 7 &e7E Citrix Virtual Apps and Desktops #f#f,
RIBFREMEA Acropolis IZHIEERBRE, EGEREE, ENBHEIEERASTLURERHG
OEIE

(33F GCP) # 32 3k: 7£ RHEL 8.x/9.x 1 Rocky Linux 8.x/9.x EERE LI AMEE 7 GCP LitEm RHEL
8.x/9.x 1 Rocky Linux 8.x/9.x E&% Linux VDA [5, LUAMIEEZAIRESMTF, VM EfBsIERIAET 1A Linux
VDA, EffRILIER, BEEERER VM BHIEE root AR ERE, HRREEBL root BRBHER VM, RiE, #E
WEM VM G, EEHEaHREBETUTHS:

nmcli dev connect eth0

systemctl restart NetworkManager
<!--NeedCopy-->
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TR4: SIRHBENAER

7z Citrix Studio 3% Web Studio &, SIZIHEHBRHEEEEERTEIEN VM BE, IBHTENERN, B%EF

TR ERGEH TR T EI

« 72 Nutanix J#5#) Container (A238) WAL, EEEZFINRR VM IEENE S,

« SIREERREREFAKITBENNERN, SHRKEALRTE, FZNEY, BIURERFSRERNEL

Eft4.

Machine Catalog Setup

0 Intreduction
° Machine Type

.j:gj.
0 Machine Management

@ Desktop Experience

@ Master Image

@ Storage and License Types
@ Virtual Machines

(&) nis

@ Disk Settings

. Resource Group

@ Machine ldentities

@ Demain Credentials

@ Scopes

WEM
Optional

VDA Upgrade
Optional

@ Summary

& «B

Desktop Experience

Which desktop experience do you want users to have?

| want users to connect to a new (random) desktop each time they log on.

| want users to connect to the same (static) desktop each time they log on.

EREAENEL, ERUT®ERZ—!

- APESRERNYIERE TN (FEN) KE.

- APSRERNERER—

(BE) RH.
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INREFFE—NET, APNKERMOIESISRER 3FKA).
ORISR E —HFHER MCS RIFECIHEN, SR LINARIERF X REFREHTEE:

- EAtEE ERERFANKERNENR (KA.
- FRFEIERBFRAPESHBREMEE (XA . MRECEANEAFR MEKE, BEFIETR,

o EREEXKAMITENN MCS BROEMREN, FNEHZERNEENRITENBSERERGENRE, LiiF
ERHH BN ASERRIAERE,

BXRFER, 21 Citrix Virtual Apps and Desktops xx#4#0 Citrix DaaS &ty “tEN B REE",
AR

s$F Nutanix 3737, 40 Delivery Controller LI+ EHN B ROIEIREFEAZME, EHE Nutanix Prism
HFDITHEIZ S Preparation Bt EHMEIR, X5 EHEBFH4SEHITOIRERZ,

FE5: IRRHA
RAERM—IRE M EN B RPEEFENITENNES. TIEEWLRF AIUERAXLETEN, URFIHIXLRFfE
MR FAZF S,
BXEFMER, 1521 Citrix Virtual Apps and Desktops x#4#0 Citrix DaaS X4y “ft4BEIE",
AR

1A MCS 8I2r VM a1 % 7E Citrix Cloud Connector 3 B RAFRTM. HETE Azure £3IEE VM
FER Samba Winbind i AD =6, staHtbnE, EBRLRE, BRmUATSE:

1. ®%Z ADSIRIBIEHI &  EFRREMHN VM, REHIBEIT BN 8 msDS-SupportedEncryptionTypes
B4,

2. £ VM LE#HE5) ctxjproxy #l ctxvda RS, 1R VM BIRESERNE M, BREHRTSE 3 5 5
3. #E#EIR VM £ [var/xdl/mcs/ad_join.sh xff,

4. & [var/xdl/mcs/ad_join.sh >z # & 89 L T J1 1T Z /& & 0 — 47 net ads enctypes set
SNEW_HOSTNAMES < MZ X R E M+ # %I E, 5l 28> -U SNEW_HOSTNAMES -P
password:

if [ "SAD_INTEGRATION" == "winbind" ]; then
join_domain_samba

restart_service winbind /usr/bin/systemctl
<!--NeedCopy-->

5. SIEMREBHERMREREIE VM,
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/A MCS A% &/ Linux VDA

EER MCS kA% Linux VDA, iEHITLUTIRME:

1. 7% Linux VDA A& Z HaThRA 2 /1, EWHREZE.NET Runtime 6.0,

2. ERRITEN LA Linux VDA:

=W

Ltesh, AT Linux VDA BEISEFINEERIT IR B sEN. BEXIULEIR, BEEIRITEN L
etc/xdl/mcs/mcs_local_setting.reg X/ mMan$4T.
Flgn, BILUARINLA R <$1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0x00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

X§F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

34F RHEL 8.x 71 Rocky Linux 8.x:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

3¢F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

=

AR

7£ RHEL 9.2/9.0 # Rocky Linux 9.2/9.0 E#4& Linux VDA Z#1, &% libsepol Z{F BB HEIRZA
3.4 RESIRE

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->
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xF SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

3tF Ubuntu 20.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy—-->

#miE /etc/xdl/mcs/mcs.conffl /etc/xdl/mcs/mcs_local_setting.reg,
R HTIRER,

7£ Citrix Studio /1, EZFATERITENERNIIREB. EEAUHENERRZAE], SF—RHE, BE2F
shEFBEITEN.

BB EAK P 26D

ZIABERT, BN ZBRELRITENERE 30 Xidf. EEZESHUKEHEIITENKSAZ0, BHT
LU 84E:

1.

155517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, HUTEBRMNE /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_Pw="Y"

iz1T Jopt/Citrix/VDA/sbin/deploymcs.sh &, $T7F /etc/cron.d/mcs_update_password_cronjob X
WEEMNEMAER, RANLESAEREZE 2:30 BHMiTENKFZEE,

SREFIHENIKAEBIE, Delivery Controller EWEIHERFE AT, #A7E /var/log/xd|/jproxy.log ey
BES T FiIE:

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

EHRREIR, EEHBMREILER. TUEFTA Delivery Controller siigiiztiss F RHEFBRES,

7£ MCS ¢IE28 VM ti=H FAS

RAILATELL T & 1ThiR £31THY MCS SUZBIEIMWL LB A FAS:
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Winbind SSSD Centrify PBIS

RHEL 9.2/9.0 £ = = =
RHEL 8.x = S S =
Rocky Linux = & & ES
9.2/9.0

Rocky Linux 8.x 2 & & =
RHEL7. CentOS7 = = = =
Ubuntu 22.04. = & = =
Ubuntu 20.04

Debian11.7/11.3 2 = = =
SUSE 15.5 = £ & £

ERMR VM LS FIRGESZ A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. iaf7 ctxfascfg.sh,
3. £ /etc/xdl/mcs/mcs.conf HigELE,
AR
WATE [etc/xdl/mecs/mcs.conf higEREVENTE, RAXLETERE VM BB,

a) ¥ Use_AD_Configuration_Files_Of_Current_VDABEIEEHN Y.

b) ¥ FAS_LIST T2 B HNEM FAS RS \/IMUH S FAS RS Bibit. AHSHRS it
i, HARSISHE - Z M MAERER, fl FAS_LIST="'<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>"',

c) RIEFEEREHMETS, 0 VDI_MODE,

4, &f7#lA /opt/Citrix/VDA/sbin/deploymcs.sh.

7£ MCS ¢1iZ8 VM ti5H FAS

MRKWN EXPTRTERRITEN LEA FAS, MATLES MCS 81289 VM L2/ FAS,
27E MCS 82289 VM EFA FAS, 1BHITLATRIE:

1. £ /etc/xdl/mcs/mcs.conf FIgBETE,
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=

AR
WAfE [etc/xdl/mecs/mcs.conf higEREVENTE, RAXLETERE VM BEiitiER.

a) ¥ Use_AD_Configuration_Files_Of_Current_VDA BEIZEN Y.
b) ¥ FAS_LIST TEi§E A FAS R8sttt
c) RIEFEREHMTE, flg0 VDI_MODE,

2. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. BfFflE /opt/Citrix/VDA/sbin/ctxfascfg.sh,

f&H Citrix Provisioning ¢ Linux VDA

May 30, 2024
a]LUfER Citrix Provisioning IS VDA,

RXRME XBIEREARKE Linux BIREENER. FEALLIIAE, ERTIEREE Citrix Virtual Apps and Desktops
IRBARTRES Linux EEASRE.

F#FLLTF Linux £17hR

« Ubuntu 22.04

+ Ubuntu 20.04

« RHEL9.2

« RHEL9.0

+ RHEL 8.8

+ RHEL 8.6

« RHEL7.9

+ Rocky Linux 9.2
« Rocky Linux 9.0
» Rocky Linux 8.8
+ Rocky Linux 8.6

BE.

« BMNBWEREA Citrix Provisioning W& ZE S, HIRIEEZN Linux RITRERIZREE. BEFEH
Linux i R#IEAIE 2109 RESMA, FELE Citrix Provisioning AR$528 2109 siEmARS,

« f&A Citrix Provisioning i@ it A#iX Linux BARg&EE, BN BN HZHEREGEZRIMNBEED
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X, UEMECHIRERBIEE R,

o EERER btrfs Xt ETH X, GRUB2 &1 btrfs 9 Xt H I AR, GRUB 1% GRand
Unified Bootloader.

BXFAER, 1B Citrix Provisioning X#4FRESE D i A X Linux BAfigE,

7z Citrix DaaS Standard for Azure #¢IZ Linux VDA

May 30, 2024

a7 7E Citrix DaaS Standard for Azure (UU&EiI#FA “ERF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard”) #EIEEMNEFKRMAELE Linux VDA, USRI ARFMKEM Microsoft Azure R {FBIEM@IE &,
BXFAES, 2R Citrix DaaS Standard for Azure,

X #589 Linux Z17hR

U Linux R1ThRZHbThig:

« RHEL9.2

« RHEL9.0

+ RHEL 8.8

+ RHEL 8.6

+ Rocky Linux 9.2
+ Rocky Linux 9.0
» Rocky Linux 8.8
» Rocky Linux 8.6
+ SUSE 15.5

+ Ubuntu 22.04

« Ubuntu 20.04

S8 1: 7 Azure FUER MK
AR
tbgh, EIEA LLER Linux VDA BB EFIBER TR GBEhEfH. EXLILBE IR, BEEZHRE LN
etc/xdl/mcs/mcs_local_setting.reg X <17.
flgn, AILURINA & <1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "0x00000001" - force
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create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force

<!--NeedCopy-->

1. 7£ Azure #, BIEZ#EFMAITARAY Linux VM,
2. WEKE, FE Linux VM ERELZ@IFE,

3. VM L, #RiE https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
L+HBAZ % NET Runtime 6.0,

4. (X BB Ubuntu) % /etc/network/interfaces xX#f & source /etc/network/
interfaces.d/* 17

5. (¥R Ubuntu) &% /etc/resolv.configm /run/systemd/resolve/resolv.conf,
mIEgEIER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

6. &% Linux VDA #E,
7. EEERERHIERE,

ER—MELIMTHEE, BRT PostgreSQL 4b, #ERILIGEA SQLite, &% Linux VDA %G/, EERIUTE
SQLite 5 PostgreSQL Z[altflif., Ak, BFMUTHE:

a) 517 fopt/Citrix/VDA/sbin/ctxcleanup.sh, MNRELHTE, NHEKILSE,
b) 3E#EiE{T deploymcs. sh #igiE /etc/xd1l/db.conf,
AR
o BATENENS VDI #E X EA SQLite,
o SFRMZEM MCS, &aJLTE SQLite 5 PostgreSQL Z @i, MAMBFoIRE, BRiE

@i /etc/xdl/db.conf Bf7#E%E, &N Linux VDA EBRIAGER PostgreSQL.
o WATLER /etc/xdl/db. conf EE PostgreSQL MRS,

8. B MCS T&,
fcE MCS ZEFRMTFE:
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o 48 /etc/xdl/mcs/mcs.conf Xk,

o ERARNETE GUl, BITARINRE GUI, B7EER Linux VDA WSEIFEHIEIT /opt/Citrix/
VDA/bin/easyinstall &%,

=

AR
F¥% dns TERBRKREE.
WMRECEITEN B RIEFFRSHFEN KR, H&E VDI_MODE=Y,

MRBILIE /etc/xdl/mes/mes. conf & MCS &, 51T /opt/Citrix/VDA/
sbin/deploymcs.sh, MRERER GUI B8 MCS &, FRHIHE,

Easy Install

= Easylinstall
Check Ervironment

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load Sawe

Configure Runtime Variables * Mo *
Finish
- MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do youwant to enable VDI desktops (single session)
mode?

¢

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

| Yes o

Linux distribution: Ubuntu Linuoe 18.04

£ GUI LB EEERE, £ GUI LIEEMTEREEETE /etc/xdl/mecs/mcs. conf XtEHhigE

E’ino

9. £ Azure Hh, ik (REVESHE) VM. RERESHAEINER (VHD) X4 SAS URL, ERILUSZ S
RIEEREGEREIZHM VM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 90



Linux Virtual Delivery Agent 2311

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

= Disk

| P Search (Ctrl+) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *

Activity log | 3600

Pa  Access control (1AM}

‘ Tags

Settings

& Configuration

» Encryption

Disk Export
HY properties
& Locks
EX Export template

Support + troubleshooting

@ New support request

10. (Ali%) TEEMUE EEREARISISE. BAILFER ctxreg TARREARIKIEE. 0, UTa<¥Em PDF
FTENE A BxheliE PDF :ERFTENNISRER,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "

AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

$UE 2. M Azure SNTHE

1. FEEESIRD, BAENNEREG, 2ERARETIE Citrix IR0 EMEG R ESIZEN S NS,
.

LEARS IR L ER RSB EEMEEHIRHTER, QIEF—TMERE, EBEEHIREEER
%l Citrix Cloud #i%#% Managed Desktops ((t&=m) RESEBEHBE.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

2. BESNRG,
3. WINETE Azure AR VHD XX#) SAS URL, 4% Linux {E/ EBMRRE,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my Url?

Master image type
() windows

(@) Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4. BERFHRATHRSNEBREEIEF,

B3 QIETENER
BN EEEHIR, ARREERR. QIETENE RN, EEFatlENEMmE,
AR

FBEEMER VM k@i SSH st RDP 518, Eihie) VM, EfERA Azure TP REVSRITER &,
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FrhLE Linux VDA

May 30, 2024

BIATELLT Linux %47k EFEh%&4E Linux VDA:
» Amazon Linux 2. CentOS. RHEL #1 Rocky Linux
+ SUSE
+ Ubuntu

+ Debian

7£ Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EF %% Linux VDA

May 30, 2024
HE:

HFEHRE, BINBENEERARMRTERITRERE, BNRERRNYEN, SaXPERNFEHREMRL, &
T HE,

S8 1. HEEEEEEM Linux i8]

S8 la: RIEMBREE

BIREERHEREEMS, 90, HH7E Linux VDA EFEZE DNS RS2,

S 1b: KBEFHA

HHREHIBRSIHENNENS, EFK [etc/hostname XX, FEHNXBEITENHNENSZ,

hostname

SR 1. AENRZ D EHRE It
HHREHRIRSEITENA DNS HE2MELREEHE (FQDN), B8 /etc/hosts XHHRHLUITIT, FEEAHED
%85 FQDN MEMBE:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4
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fpI4n:

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

M E % B kR3S hostname-fqdn = hostname HEEE 5] H,
==
Linux VDA Zaifz#F NetBIOS &iF& T, EMBZAFEEE 15 MFR,

TN

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATHE (). SEMEMTS. ENBFEURFI LM
LUEFRLER, tEMNERTF Delivery Controller £4142,

$E1d: REINSE

WIEENRBIRERTIEWHLIR:

hostname
<!--NeedCopy-->

A OREITENNENS, MFEEETELREEZ (FQDN),
¥IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R E+ B FQDN.

SR le: KERMBFMIRS AR

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTERM FQDN & Ping Ri@ LIRE—ItEN, BARERXTR, RGBSR,
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$2 1f. RBENEY
#1% VDA, Delivery Controller fig#zHlgs Z BRI SHA R FERRIP EXEE, & Linux VDA EEAEHMN (VM)
ARERSHNHRENR, HTFIEREE, RIFERRENERSREDBE,

RHEL ZRiAFFERER Chrony sFiPER (chronyd) #1785 RS

fcE Chrony iR Ll root AP &%, 448 [etc/chrony.conf H A& MTi2rt B RSB HRIN— N RS BREE
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

EARIES, MEMEHIEEHSREY, MAREREMAHE NTP MiRESRES, HiEFHNSE Active Directory 15
EHBEARIN— MRS 8REKE,

MIpRT HAERIE RS 285 B, BIERE] IP it localhost UK RS 2S *.pool.ntp.org B,
REERHERBE Chrony FiriER:

sudo systemctl restart chronyd
<!--NeedCopy-->

$12 1g: %% PulseAudio (BT RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0)

BEETUTHLURE pulseaudio:

sudo yum -y install pulseaudio --allowerasing
<!--NeedCopy-->

IFF /etc/pulse/client.conf HFHEMUTEE:

autospawn = yes
<!--NeedCopy-->

#% 1h: %% OpenJDK 11

Linux VDA Z3k7#F7E OpenJDK 11,
o WREAHE CentOS 5 RHEL, NY&E%E Linux VDA B, OpenJDK 11 & BaifERKRIITHHITRE,
« WIREAKZE Amazon Linux 2 5 Rocky Linux, i&ETUTaH<UBRAF %% OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->
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HiARA 25 EH:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

FseEEEm OpenJDK mTaen 2 #AkRk4s, E#% OpenJDK 11:

sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

S8 1. REHISEEFERNIEE
AR
o BATEINECE SQLite BT VDI 1=, ¥ PostgreSQL AFHEEHZ RmR(TIREL,

o FRMLEM MCS, &7 LU E B SQLite 5% PostgreSQL, MA & FahR %, BRIFET
[etc/xdl/db.conf Z17i5%E, &N Linux VDA BiAfER PostgreSQL,

o SFFoh&dE, BHMMFohz e SQLite. PostgreSQL S EHH, MR ERE B %2 T SQLite
PostgreSQL, MATLATERE Linux VDA -G &3 4k4E [etc/xdl/db.conf SRIEEFAEF—1,

KEDABN B LREE PostgreSQL #1 SQLite LIRIMFAIEEEFEANFAEPHEE—T

%% PostgreSQL Linux VDA &E PostgreSQL:

+ &MAF Amazon Linux 2. RHEL 7 #1 CentOS 7 # PostgreSQL 9
+ JEAF RHEL 8.x # Rocky Linux 8.x #J PostgreSQL 10
« &AF RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 8 PostgreSQL 13

BEITU TS AR E PostgreSQL:
sudo yum -y 1install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

s$F RHEL 8.x 1 RHEL 9.2/9.0, i&EE1TU T < UREEA T PostgreSQL# Libpg:

sudo yum -y install libpq
<!--NeedCopy-->

EEITU TSRS UMABNEIEE. tRFATE [var/lib/pgsql/data T eI HIERE 4.

sudo postgresql-setup initdb
<!--NeedCopy-->

BARIBTU TS UEITEN B B8 PostgreSQL &L ENS5h:
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sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

EERAUTH$RE PostgreSQL hias:

psql —--version
<!--NeedCopy-->

({XFR RHEL 7 #1 Amazon Linux 2) £/ psql <7 L RIEFRIASUEERBIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

R# SQLite EHBTLUTHLURE SQLite:

sudo yum -y install sqlite
<!--NeedCopy-->

EEBFERANKEE WNRERRRET SQLite 71 PostgreSQL, NMATLERE Linux VDA 4 85 ES 418
[etc/xdl/db.conf FisEFEREF—1,

1. iaf7 Jopt/Citrix/VDA/sbin/ctxcleanup.sh, MMRELFHRE, NEKILSE,
2. 4wiE [etc/xdl/db.conf L5 EE R IEIERE,
3. iafT ctxsetup.sh.

AR

al LU fEA [ete/xdl/db.conf EZE PostgreSQL MixAS,

TR 2. EEEINEEER

EXFEMVEERERF E3F Linux VDA HE VM iz7H, REMEH-LEN. REEEEANEMNEEEFTS
HUATER MREFENEM LT Linux T8, WERELEFES.

& XenServer (LIEi#A Citrix Hypervisor) AT aIE] a0

BAT XenServer BHEIEF ThEER, TS MNEEPML Linux VM &1, 4383 NTP #1 XenServer HIA )&, HE
HBIXEEBASI ., NBEERHSHMRSBARY, BRESED Linux TRVEFNRSRSES NTP BS, X
BERERZAINMNEES, TEE HVM B T#HITEAER.

MR EESITEEMY Linux RiZ, FEZET XenServer Tools, MATAEZE XenServer Bt aEF AR B F
EURSEEM LinuxVM REA:
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <RE 0 5% 1:

- 0-BEEFSIIEEERA, BERAEMA,

o 1-ERESHEERA, THREMEE.
MR /proc/sys/xen/independent_wallclock X#:FEE, MAFBEHITUTE B,
MREBA, HETMZXHE A 1 RERNER S INEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBMENAEY, 1EHRE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
EIEXLEEN, BFENBHARL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

&E Microsoft Hyper-V L#itiaE4 a8

LHE T Hyper-V Linux £/BRSSH Linux VM AIRZ A Hyper-V BB ThAER A IR ER AT E, AHRER
FBTPALIEIRARI S, WA —RRBALLINEES NTP iRS.

NEIBIRERSH:

1. ¥T7F Hyper-V EEEHIA,
2. 3F Linux VM B9i& &, i5%$% Integration Services (£IRS).
3. HRE%RE Time synchronization (BFEIER).

AR

tb757%5 VMware #1 XenServer (LUgi#r% Citrix Hypervisor) RE, XMW~ ma2HEEVEIRSIhEE
OB %S NTP REHZE, Hyper-V BfERF RIS NTP BtaElED HEHER
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERS IR, SN FEIMEE Linux VM /1, EH<BE NTP FEMN EEIEFNR—E,. mEER
HERS RZ5NEH, NERNHSHEMRSERRS, BHERS Linux ERIHPHNRZNSHHS NTP AF, X
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

#1Z 3: ¥ Linux VM 7102 Windows &9

WTFAZRRTAT# Linux itE#AME Active Directory (AD) 33:

» Samba Winbind

+ Quest Authentication Services
+ Centrify DirectControl

« SSSD

« PBIS

RIBFMIZIN TS 7%, IRIGEAMITIRME.
AE:

73 Linux VDA sravzsitiik = # AD ARSIk ERERMNAR B, SIERIEEEKK.

Samba Winbind

s$F RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0, iEE{TIFa< UBALE pam_winbind E3UR B RHFIEI:

usermod -d /nonexistent nobody
<!--NeedCopy-->

RN EHMAARRGE:
33F RHEL 9.2/9.0/8.x 1 Rocky Linux 9.2/9.0/8.x:
sudo yum -y install samba-winbind samba-winbind-clients krb5-

workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS7 #1 RHEL 7:
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sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authconfig
<!--NeedCopy-->

FEitEN BN EREREN Winbind s7##2F  Winbind sFiri2F S AECE RTEITH BB BED:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

f2E Winbind SH%IE @A Winbind ¥t EHIECE 791417 Kerberos SHIIE:
1. BEITUTHS
%+ RHEL 9.2/9.0/8.x 1 Rocky Linux 9.2/9.0/8.x:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $fiii2#%, m domain 215 NetBIOS &%,
WRFEEBT DNS Tk KDC RSB B[ ZFF, BHRFUTHEMEBRINERENGS:
-—enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig @<REINAEX winbind REXLEBHIEMEIR. authconfig BREHE
HEARIMNEHNIE R TREE winbind BRSSE, TTAESHITXLEEEIR,

2. ¥T7F [etc/samba/smb.conf FE LU T£BFMNZ [Global] B4 T7, BEKE authconfig TE%EM
HNE D EE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (¥R RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x) 1T7F [etc/krb5.conf 77 [libdefaults].
[realms] # [domain_realm] L FHMER:

£ [libdefaults] &47F:
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default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] SHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] A TF:

realm = REALM
.realm = REALM

Linux VDA EZE B A4 keytab x5 /etc/krb5.keytab MU T & #HI8EF A Delivery Controller iEft. HEM
BERIANESE, i kerberos method i&&i&3&%I Winbind tli2%4: keytab x4,

A Windows 1% fEryigiz sl s el ifie), MESSAEEENEITENRIME A Active Directory FF K
Fo

¥ Linux VM #0% Windows i8R, &7 TH<:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

e

SFF7E Amazon Linux 2. RHEL 7.9 #1 CentOS 7.9 Eizf7HI Linux VM, EWalUER U Ta<$SBERME
Windows g :

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2 A5 Kerberos $Ug &R, user 2 BRI EAARMEBEHIRAF

77 Winbind &2Z PAM  ZRiAER T, Winbind PAM &R (pam_winbind) MEE RS A Kerberos EiEEEM
TERMEIE, $TFF [etc/security/pam_winbind.conf, #7£ [Global] #4%9 FTHMIEXRUATRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

BERBIRE MEBEFNERMES S. XEBREREFHBE Winbind sFiFiERF:

sudo systemctl restart winbind
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

FTFF [etc/krb5.conf 335 [libdefaults] #9 THRILTIEEM KEYRING E3th FILE 258!
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
33F RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0, i&izfTA Fan<kf# R Winbind E£# SELinux [aIgE:

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.*

semodule -X 300 -i my-winbindd.pp
<!--NeedCopy-->

WIEEMESM  Delivery Controller skFr% VDA &1 (Windows # Linux VDA) #3Z7£ Active Directory
PE—MTEHNNR,

iz17 Samba 19 net ads &< LIRIFIT BB EMANG:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L BIEFSMIEM T BN RER

sudo net ads 1info
<!--NeedCopy-->

1%iF Kerberos i2& HTHifR Kerberos BEEHEEE AT S Linux VDA BE&ER, BRIERS keytab XH2H
BeIRHEEEENER:

sudo klist -ke
<!--NeedCopy-->

HHSEREMEREMSTBEEFAAF ANERYIR, 517 Kerberos kinit &<, ERAXERAMITITHRE
BT ENBISD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUBTIEERAT, ETHS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {Ud B AE, EHREREAMUAEN. WRILHSHINET, AR TERKL,
BEERUTHLHIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->
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BEAUTHSEETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

RIEAFSHIIE /A wbinfo TEARIFET I MERIHIRF NS5

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMEA AD 5, AR Kerberos (& #R. 33F bash shell, BFERS— MR RFUT (\) Frv
TR X e REI—F AR BOHE o

EIOE Winbind PAM 2B EEHERE, 1EEAUFIRERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I8 Kerberos EiREFTHNEREE AR ERITH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BB R Gnome 5 KDE £HI 80 AT AT, E#ITEMANRIEREREMITSE 6. %% Linux VDA,

Quest Authentication Services

EigiEslss LA E Quest  {[BEEEE Active Directory 1354123 L REHEE T Quest B, MABKEBEEN
IR, B Active Directory el ZiHENITR,

AVFFAFESR Linux VDA 8N AT IHEAFEESE Linux VDA 8 B HDX &iE:

£ Active Directory AP T BN EEEHI &, RZAFHFITH Active Directory AP B,
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEHA Unix).

¥ Primary GID Number (&% GID 4%&5) &B AL AEF A4 ID,

A

=W

XLGEAREFIREEAR, UEMITTUERES S, RDP. SSH st EMTZMIHITER,
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7£ Linux VDA t#E Quest

SELinux SRESSRFISSMAMEAT 7 BUIA RHEL IR 258%ISEHE SELinux, IbaafIThRE=®2mm Quest E/A/ Unix i3
E1EF IPCHIH, HEEEARER.

fRALL R AN REREN A EZEZMA SELinux. Ll root BF &%, 418 [etc/selinux/config # %2 SELinux i&
&:

SELINUX=permissive
B EKREM BT E:

reboot
<!--NeedCopy-->

HE:

BEEFERALIRE. ZAEENRA SELinux KIKRFILHESSHTLE, BMERX root BFRMEMAMA
FB 2t

F2E VAS SFiriEF WS AT Bah4ET Kerberos ZiRThat, “MBERASMHIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

A S ERITIEMRIZ 9 O /B (32400 #4) , BRELERIARY 10 N\BSRIBLE S EHRE 1 /08, BEREEHEBRRIENR
4% LigBRIRNE,

FE PAM 1 NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
=hfdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 {8/ Quest vastool &% Linux it&#INAZE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->
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user AAEBIEIHEMIMA Active Directory HEEMISAF. domain-name 735y DNS Z#7, #la0 exam-
ple.com,

ANEBEEHRER Linux &

Wikt R & Delivery Controller ExkFiE VDA i+ B #l (Windows #1 Linux VDA) #E 7 Active
Directory fE—MIENNNR, BIIEMAT Quest B Linux HEMNEBEMTIEF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aLEEEHSZ, MRITEVRMNEME, NEEBRUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIEAF BARIE  EIIE Quest BEaEM@ET PAM XA #1TH G IIE, BERAURIRERNEAFAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFRER id -u 55$RER UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHRIE,

exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 e LURITRMATNIR. E#TEIMANBIEGERERITHSE 6: %% Linux VDA,

Centrify DirectControl

O Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<% Linux &4
A Active Directory ig:
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su -
adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory A/, domain-name 2% Linux
THENIMANRIBIIRAE FRo

Wik A S Delivery Controller ZRFrE VDA itE#41 (Windows # Linux VDA) #Z17E Active Directory
PHE—MIENNR. BRIEMAT Centrify 89 Linux HENE MU FEF, EHRITUTRE:
su -

adinfo
<!--NeedCopy-->

I53F Joined to domain ERE A UK CentrifyDC mode 8Fi&ET connected, MIRERMAFEELERBE
KA, WKEA Centrify EFIHBE T RS HEZRFHRIER D,
BEAUTHSARSELENRAMISHES:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

M 5&# Active Directory 1 Kerberos BR$H9EZ,

adinfo --test
<!--NeedCopy-->

TEBTIHINANRIEEHESHITEE 6: 23 Linux VDA,

SSSD

WMRIGFERARE SSSD, HRBILERD PR ITIRE, 2 E8FXMEE Linux VDA i+&EHIIA Windows
RSB R ANEIAC E Kerberos B9 IERIES.

27 RHEL #1 CentOS £i&E SSSD, BEHITLATHELE:

NEFHBIZEM keytab
%& SSSD

BF SSSD

I03F Kerberos B2&E
IR P S1HIIE

ok wn e

MAEHEIZEEN keytab  SSSD HRREAFMNHMEE RS keytab X489 Active Directory B inINEE,
AR ER adcli. realmd = Samba,
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ABHRBNBTIERTF Amazon Linux 2 71 RHEL 7 89 Samba 73& M &i&BF RHEL 8.x/9.x #1 Rocky Linux
8.x/9.x#y adcli Ak, 3tF realmd, #&E2i# RHEL sk CentOS xXi%, #HIEEEE SSSD Z RiITIXES T,

« Samba (Amazon Linux 2 1 RHEL 7) :
RENEMFABRMHEE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWHEE T UM Linux EFigLE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

BitEHEE Ji#1T Samba 1 Kerberos S19I83iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Hreh, REALM X5/ Kerberos $itgi&#:, domain 2 Active Directory ia9f&%E NetBIOS &#r,
AR

AXHHIGEEATRE. PMRE, RIBEM AD EitEHEE Kerberos.

WMRFEET DNS T KDC RE[BMGIHZ R, BB U TR METRINEFT @GS
--enablekrb5kdcdns --enablekrb5realmdns

TFF [etc/samba/smb.conf H LU T£BHMNE [Global] #49 T74, BEKE authconfig T R4
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

O Windows i3, JEMFEEHISS AN, FEREEEEREHEN RN Active Directory Pk

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos g &#F, user 2EMEITENFMIBRABIEAF
« Adcli (RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x) :
RERFHARRES:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect
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<!--NeedCopy-->

BitENEE i#1T Samba 1 Kerberos 5141831 :

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

17 etc/krb5.conf 3 7E [realms] #1 [domain_realm] &89 Fi#N&Bo

7Z [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 284 T:

realm = REALM
.realm = REALM

A Windows i, igRRIEIzHI2R AR, HEERFEIUGITENRMENN Active Directory BF#KF

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AE# Kerberos $iis&#, user EERUGIHEN RN EF,

%E SSSD 12E SSSD WA BT

o EEEIT sudo yum -y install sssd @< Linux VDA £%% sssd-ad &,
o WEMHE (FI0 sssd.conf) #HITAEEEX.
« 550 sssd Bk,

RHEL 7 #9 sssd.conf BE2E R (AT LURIEZERMEINIER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FM.

({XPR RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
full_name_format = %2$s\\%1S$s
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

5 SSSD  3¢F RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x:
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BEEITU TS UBHA SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig =/ SSSD, %% oddjob mkhomedir LIFREERBIES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo chkconfig sssd on
<!--NeedCopy-->

IRF Kerberos B2E WiFZ#%4t keytab X4 EFELIEHBESEMFN:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEREEBEFASAIANERYIR. BT Kerberos kinit &<, UERAXERHARSIEH2E0
BT EYBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEEHBITIRERAS . RS (§) BAEARBAT (\**) #TEX, URRE shell Bit, ERLIFE
1, DNS &5 Kerberos {UH BT AR, EHRREAMREM. WRILHSHINGET, WA2ETRERKEL,
BEAUTHLIIETEIKA TGT REEEF:

sudo klist
<!--NeedCopy-->

WIERFPSMBIE A getent s LHINSHFHIBEREA LR NSS BELIE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRNEE. IRFTECEAS—HERK, B5LEMR getent a5 #1710,
SFNEREWNT:

o EKFIBERLH: DOMAIN\username
« UPN: username@domain.com
o NetBIOS s1&#&=: username@DOMAIN
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ZI05E SSSD PAM IRAR B EIEMELE, BFERAMUFIRERIFEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEHSIREMN uid SIZ TN Kerberos EiREE X!

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIEA B Kerberos EiEEEFIHNEREETERAFRTH,

klist
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6: 2% Linux VDA,

PBIS

THFER PBIS G

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

& PBIS R&ERAR T
chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS ik
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 1 @aUSiEHI SR AAEE, HEGHKREEENIETENFRMEIER Active Directory BB ik
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A BRI EMHFME Active Directory 158935 FH . domain-name 715 # DNS & #5, I exam-
ple.com,

FE: E¥ Bash 8B HRZIA shell, 5217 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
PE—MTENNR, BRIEMAT PBIS 8 Linux B2 M TES, BHRITUTRE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMARE M, e RREEXHFIMAN AD 58 OU NiER. &N, RETENZ.

WIEAF B4IIE EIIE PBIS 2% 8EM5i@:d PAM TR #ITB ML, BERAUFRIRERNEAFPKPESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IERE R id -u 55$3REIR UID 81 TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

EHITEMMANRIEESSEHITH R 6. 2% Linux VDA,

$12 4. 2% . NET Runtime 6.0

&% Linux VDA Z &1, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E893iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i&17 which dotnet &< EREHEITIHERR,

BB SR, RENET Runtime Z#EIXHEREZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
F.NET 2SR 2,

$E5: T Linux VDA #{46

1. %% Citrix Virtual Apps and Desktops F# 51,
2. BFF&E%hkar Citrix Virtual Apps and Desktops.

3. BFAHBLIER Linux VDA, #130:
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~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, & Linux VDA #£#Z73A19 Linux VDA FTEHR A,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux £1TARICER Linux VDA 61,

6. THAIATFRIE Linux VDA RE-E 74 GPG 25, Fl:

Downloads eandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

Checksums

SHA-256 -a440f329a0385123944 108316040 G 5011c04
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ZINE Linux VDA B EMEY, BEITUTHSUEAASAE RPM $UBEP UG ERHERTTEY:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

1% 6: L Linux VDA

TR L# TR, WAUARMERE, Linux VDA ZEMEMRAEHTHER. 0, EETLUE Linux VDA M
2308 #4&=I 2311, M 1912 LTSR #4k%EI 2203 LTSR,

TR 6a: RITEMHRE

1. (FI) #ENEIRkRA
IRLE T BRIFTAIFIM MR LTSR kA Z SN RHIRA, BEREMRAZ 5P HER,

a) f=ik Linux VDA IR
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
21k ctxvda 70 ctxhdx [RE > 81, 5E17 systemctl stop ctxmonitord &< LUE LT
RS<FIFER. BN, KRS TIFEFREERBHEELNRS,

b) E#HRHa:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

2. T# Linux VDA #1481

#%% Citrix Virtual Apps and Desktops F# &, BFHMERAAR Citrix Virtual Apps and Desktops,
REELEAEGFUTES Linux K1ThRLEZR Linux VDA .

3. &% Linux VDA
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« XF CentOS. RHEL # Rocky Linux, i&%t&% EPEL #iEE, AEZHEMIIRE Linux VDA,
BxuMMARE EPEL WER, 1521 https://docs.fedoraproject.org/en-US/epel/ LR
AR,

o 7£ RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 L%t Linux VDA Z#i, 5% libsepol 2+ E B #Z!
s 3.4 HEShRA

o f£F Yum %2 Linux VDA %t :
%tF Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

3¢F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy-->

33F RHEL 8.x #1 Rocky Linux 8.x:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xtF CentOS 7 #1 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

o £/ RPM B B EIERRRE Linux VDA 3, 7ElbZ B, SRR TREIN :
tF Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0:

sudo rpm -i XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

33F RHEL 8.x #1 Rocky Linux 8.x:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

3+F CentOS 7 #1 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->
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RHEL 9.2/9.0 #1 Rocky Linux 9.2/9.0 &5 RPM {&#fim%!I%:
tzdata-java >= 2022
java-ll-openjdk >= 11

jcoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

1ibXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
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foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25

libxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13

jbus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~

qt5-gtbase >= 5.5~
qt5-qtbase-gui >= 5.5~
qgrencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

RHEL 8.x #1 Rocky Linux 8.x #J RPM {&k#i5 &

java-1ll-openjdk >= 11

icoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8

dbus-tools >= 1.12.8
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dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
1ibXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1

python3 >= 3.6~
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gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

CentOS 7 1 RHEL 7 #9 RPM &k#iIm5Izk
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2
pam >= 1.1.8
util-Tinux >= 2.23.2
bash >= 4.2
findutils >= 4.5
gawk >= 4.0
sed >= 4.2
cups >= 1.6.0
foomatic-filters >= 4.0.9

libxml2 >= 2.9
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libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbhase >= 5.5~

imlib2 >= 1.4.5
<!--NeedCopy-->

Amazon Linux 2 #J RPM &X#im5I%K:
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2
pam >= 1.1.8
util-Tlinux >= 2.23.2
bash >= 4.2

findutils >= 4.5
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gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-1libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
grencode-1libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy-->

AR
BXILARZAEY Linux VDA £3589 Linux &17hRH Xorg A5z, BERIRRAERK,

£ RHEL 7.x £%% Linux VDA [5, i51T sudo yum install -y python-websockify
xllvnc &%, BMEF5ZE python-websockify #l x1lvnc UWERSIEEF IR A%
HAER, BERAERRIE.

FB 6b: ALRMELE (AIi%)

Linux VDA 5 MRHTARAH#ITH LK. FI180, a0 Linux VDA M 2308 #4& 5 2311, M 1912 LTSR A E&E!
2203 LTSR.

AR
o FHEMBREREE [etc/xdl THEREX S, EHTHEZH, BSBEDXEHE,

« 7£ RHEL 9.2/9.0 # Rocky Linux 9.2/9.0 £#+4k Linux VDA Z&i, 5% libsepol #+aBE#H ZlR7A
3.4 EEHRZN,

o BER Yum ARERRGE, BHRITUTERE:

%tF Amazon Linux 2:
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sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

3¢F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy-->

34+ RHEL 8.x 71 Rocky Linux 8.x:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

*fF CentOS 7 #1 RHEL 7:

sudo yum 1dinstall -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o ZfFH RPM G- EESARENRGE, BEHRITUUTRE:
%tF Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

3¢F RHEL 9.2/9.0 1 Rocky Linux 9.2/9.0:

sudo rpm -U XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy—-->

34F RHEL 8.x 71 Rocky Linux 8.x:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

*fF CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AE:
WMREFERNE RHEL 7, BEMEET ERARGLTETRUATSE:

1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force L1i& & IF # 89.NET Runtime &
(=N

2. EfEEN ctxvda RS,
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BE.

FRIREEEMBE Linux VDA i+EH,

$IET: 2% NVIDIA GRID Rzhig

B R HDX 3D Pro EXREEEIMH EIRIZEH VDA i+ & %3 NVIDIA GRID IEEH1ER.
EE:
Z3t Amazon Linux 2 8 HDX 3D Pro, {12 E%%i NVIDIA IREhiERF 470, BEXEFMEE, BSHEA
FER,

EERTERIWEERERF L2 EMECE NVIDIA GRID & GPU &128: (ENIRIER), BSRUTER:

« XenServer
« VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID & VM ERahigrr, BHRITUTIRE:

1. HRERE VM BXH,
2. 7£ XenCenter #1, 73 VM 53— GPU,
3. B&h VM,
4. 73 NVIDIA GRID Rehig2R & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. 3&#%E Red Hat Enterprise Linux >xi4s a9 B %% NVIDIA GRID RzhigR.

=

AR
L%t GPU IEEhi2EHAIE, A NREERRINEE (no).
5E:

ZEA GPU Higlg, T;2Ei®3 XenCenter ifial Linux VM, R SSH #1TiEE,
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nvidia-smi

e ———————————————— +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| = e o e et +
| GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
| ========s=s==ss=ssss=ssssss=s=ssss=s== f=ssss=ssssssssss=sss=s== t =Sss=s==ssss=s==s======== |
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150w | 19MiB / 8191MiB | 0% Default |
o e S e L L e L L P Fmmm +
e e e e ——————————————————— +
| Processes: GPU Memory |
GPU PID Type Process name Usage
| ============================================================================= |
No running processes found |
e e e e ——————————————————— +
HNEFRGEFHRNEE:

etc/X11l/ctx-nvidia.sh

EF BRI WENZ BNETHEE, BHREENH NVIDIA FrIE. ZHRIEFANE, R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” =@ X4 HITIR(E,

412 8: EE Linux VDA
AR
EREETHNITIEZH, FRREELCHRERAPIRET en_US.UTF-8 XIF &8, MR ZXHIKER
BIRERADF A, 15217 sudo locale-gen en_US.UTF-8 1<, 3JF Debian, @idBUH R #

.

en_US.UTF-8 UTF-8 173k4R4E [etc/locale.gen xxff, 7A/5i=1T sudo locale-gen &%,

RERMGERE, BIUETT ctxsetup.sh BIZREIE Linux VDA, PUTEMERZ A, ZMAEIWIEINE, HERFAE
ERBMEERE, NELE, JUBNERETZHAUENEE.,

AILUERB R FENEITHIZA, tha] LIRAMGEENIAN B STz, BEUR(FRl, BEEZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTECE

BIIsRTEMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BEEcE

BERERN, BERREERMIEMNAFMEIET. MRAFENMELEENET, WEATRTEREERNES.
SPFNIFIREEEE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2F&EtENMA
B FINMER N’ WFEMAENTR, BREREN N,

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxX{EF Ker-
beros EZ&i& & Delivery Controller #1T&133iE, Kerberos FRBIRIER % LELREMERER Active
Directory SE T EMi%E,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ExR{ZMHtA =5 FEH Delivery Controller
2PREERZ (FQDN) 7R LUA T Delivery Controller #1753 M. HMELDIEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ -EHBEHNEENEBAEEXIIRE (VD) TRAEHZREXHEE, 3¢
F HDX 3D Pro #1%, RiZEREN Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA x%#% HDX 3D Pro, X2—4# GPU MR, SEMK
EERENRAERFNEMYKT, MREEFET HDX 3D Pro, ME R VDI £&E (Ex1E) #EHXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEERMEEREE Linux VDA iRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - #EEzhitE#E=E5h Linux Virtual Desktop g3,

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA AR$3 &R i 15 AL 38 R 4B A S,
TR UERGR A EREEA Linux Virtual Desktop TAFREHO (EBRIAERO 80 A1 1494),

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - {s T  EX S EHhEA N
GNOME . GNOME Classic 5 MATE S&EFiE, MBEFEEETE, NEHE VDA LEEEMNIIAEHE,

BE LB SR U TS BREN B iEA P NREFIR:
1. 7 VDA k&) SHOME/<username> B FoIE—1 . xsession X,
2. 1 . xsession XHLURIBRITIRIEE REIFE.
- XF MATE &
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
4

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic
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exec gnome-session —--session=gnome-classic
fi

- XF GNOME £/

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

3. SEMHRRIEAFHEE 700 XHNIR.

BhiZs 2209 2, RIERFPAMBEXEKEI R, YARFIE VDA EREFIMNKIEIFE, FaEEALLIN
BB AXRBWMER, BENESIERAF DN EENREIF R,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LU 3R Broker RIEARSS (ctxvda) mUER1R, BRIARRER A ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA j&id TCP/IP izO5 Delivery Controller i&fz.

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&id DNS %Il LDAP fR%52%. Z%& DNS#ERER
RENAMIER, MIEE DNS iiR&if. IRAFE, FHHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #if) DNS sk 2 Il LDAP BR5323, R
DNS FTixiefit LDAP fR512R, BRI LURMHE LU= 2RI LDAP FQDN (##H LDAP M) %%, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E 7 Active
Directory s FHERIY LDAP T, 1E1EEizHIR LB AL RBE R, FHI¥EXM LDAP im0 S18E /7 3268,
BINERT, ESIREN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory 3 1R 918
EERZ I LDAP (ffid0, DC=mycompany,DC=com) ., N EIER 4L, TLUIETERERM (Flw
OU=VDI,DC=mycompany,DC=com), MNRFHE, HEHIEEN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z#%{# 8 DNS CNAME i2 &35 Delivery
Controller &#F.

REWREEHIETREMZ:

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<1list-ddc-fqdns>"'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES=’y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>"'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'
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export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'
export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'
export CTX_XDL_SUPPORT_DDC_AS_CNAME:'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNARRTEEBLEHCZNF shell. HMNBWEEARENHSHME
#1/bin/bash {FRHE—1TREIZ shell Bz,

F5, BRSNS IEERASH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='y|n"' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE:'y|n' \
CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>" \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

HIFRECE B

EREBET, EERFEMNE ctxsetup.sh MZAIIECEFMAYER, BFEH Linux VDA R,
MEIR(FRT, BEBRUMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

HIFFECE S K-

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:
A= MEIREBRFAE B E SR, MMME Linux VDA AR,
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EERT

ctxsetup.sh 71 ctxcleanup.sh A EZEH A LERHIR, HEHEMEESANEEHEXH [tm-

p/xdl.configure.log.
E#Esh Linux VDA BRSS, HIREREX.

$1% 9: 15T XDPing

g

, #5174 XDPing,

$ % 10: 517 Linux VDA

£/ ctxsetup.sh B#iZ<EZE Linux VDA /5, AILUBETTUTar<#iEHl Linux VDA,
B5h Linux VDA:
B Linux VDA BRSS:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{21k Linux VDA:
Z=1k Linux VDA BRSS, iBHRITUUTIRME:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lia® Linux VDA FIEEENEREEN&E. XA
2

E1Z1k ctxvda 0 ctxhdx [R5 2 71, 15517 systemctl stop ctxmonitord &< LUE IE SRS SFPIER,

BN, SRS TR EERRNEE LIRS,
EFA5H Linux VDA:
E#B5h Linux VDA RS :
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->
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% Linux VDA FIR7S:
Z10% Linux VDA BREHIEITIRE, BHRITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

SE1L: ¢IEHBENER

LI EN BRI Linux VDA HENMEESESAM Windows VDA 75352, B X INE5erX S MEMF
MHseE, EBRACEITENEZNEETENE S,

BIEES Linux VDA itENMITEN E RN S@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IE T B
BR:

o WTFRIERSE, BER:

- ZRERERAEN WFREAZRERTER),
- BRERERAEDR (ERT VDI TRKERIER),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#1.

3

AR

BHARRAHY Citrix Studio Fx3#F “Linux 2ER4” B9HS. B2, %R Windows Server 2R L HARS
BIRFRASENMER T ERARERAZEZELMER, %F Windows SEIRFRAAHE IR ERSOENER T &
BesitEN— AP R (GHRE,

e

LR ERFRAITENEHIMAET Active Directory 58S, EMPRIBRZITENHEEERFMIETENER
#,

ST 12: BIE(IA

BIERFAMARMES Linux VDA itEHBIHEN B RHiZE S5 Windows VDA i+EH/LFHERE. BXINETEMmIXLE
ESHNEMFAIRPA, FSREEZ T,

BUEEH Linux VDA i+ B B RE AR E G L TRE:

o WafRATIE AD BFPAIABEREE, BERE Linux VDA I8,
o BORARESHEIEN (BER) BFRER.
o BENERMGHEPRENEE Windows HENHITENER.
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BE:
Linux VDA 1.4 B ERA LN AERF, B2, Linux VDA AL SEM N BIZFERMAERNITE.

BXRNELETENBRMZAAHNEE, E2F Citrix Virtual Apps and Desktops 7 2311,

7 SUSE - Fzh%% Linux VDA

May 30, 2024
BE:

WNFEHRE, HNEBVNEERBMREHATRERE, BMREENNXESN, SAXPERNFHREMLL, B
e FHE,

S8 1. FEEEEREEN Linux 54
#¥ 1la: BxhYaST LA

SUSE Linux Enterprise YaST TERTFMHEERARITH A EENESE.
BaEF AR YaST TA:
su -

yast
<!--NeedCopy-->

ZEshETF Ul B9 YaST TH, EHITUTRE:
su -

yast2 &
<!--NeedCopy-->

S8 1b: REMSKEE

UTEHANEBTIMMAEE Linux VDA FERINEMMSIEEMIRS. MEREET YaST TEKT, MABEREM
%, 540 Network Manager. WUTFRBANANRERET Ul 9 YaST TREMIER,. Al UERETF XA YaST
I8, BSMAEEERRE, MLARSCRIENB,
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B XM A EZFY (DNS)
1. B=hEF Ul YaST ITE,
2. EBRRGR, AREENEKIRE,
3. 77 Hostname/DNS (E#1%&/DNS) %,
4. 71 Set Hostname via DHCP (& DHCP &#EX#&) % no (&) &M,
5. 7f&ek DNS BEE R {E R B E X HRBRET,
6. REUTHE, URMFAENMEZILE:
o BRSNS - FIITEMNE DNS ENE,

o ZINARSS2S - 7NN DNS ARS3284Y IP sk, J@E R AD 3T HISIR IP it
o HIRRTIK - A0 DNS =&,

~

. Bk /etc/hosts XHHMUTTLUESE FQDN FEMBERRIHNKE:
127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
AR

Linux VDA ZiFiR3%#s NetBIOS &#f#&if. Eit, EHMEREEL 15 MFRH

'

REEERFR a-z. A-Z. 0-9 MEFH (1), BBREATIEL (). SENEMTS. ENBEFEURFHXMN

PUEFRFER. EHNERT Delivery Controller £#1%.

REINZ BIEFNRIRERSEBHLIR:

hostname
<!--NeedCopy-->

I aS(OREITENMENE, MAEEETLREEE (FQDN),
3IE FQDN IRER B IEHILIR:

hostname -f
<!--NeedCopy-->

Itas <R ETEHE FQDN.

KEZTRARSTIAEMNE  HIART LAY FQDN H3digiz%12840 Delivery Controller $117 ping 1&/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn

nslookup delivery-controller-fqdn
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ping delivery-controller-fqdn
<!--NeedCopy-->

WMRFT AN FQDN 8 Ping B ERE—ItEN, BRREEXTE, AEBYLE,

FB 1c: BCE NTP ik

#:37 VDA, Delivery Controller #ligiizHlgs 2 [BIRIET AL ERRIP EXEE, 3§ Linux VDA B A EHIM (VM)
TRELSHNMREERR, HFIEREE, SEFERTE NTP BRSRFRFNERES., BIANTP B EEEF—LE
o

x$F SUSE 15.5:

1. BshEF UIW YaST ITE,
2. EEWERS, AEERE NTPECE,
3. 7z Start NTP Daemon (=) NTP sFiP#2F) #85), %8 Now and on Boot (U7ER5ISHY),
4. REREREFENS.
5. RIBFEHRMNTP fRES28. NTP IRESEEIEETE Active Directory igizilas .
6. 7£ /etc/chrony.conf FRMHRIERLUTIT (MREE),
include /etc/chrony.d/*.conf
w48 chrony.conf 5, EfEsh chronyd BRS.

sudo systemctl restart chronyd.service
<!--NeedCopy-->

$12 1d: %% Linux VDA &zt

AT SUSE Linux Enterprise B Linux VDA & F LU TG

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 SX&E &k A
+ Cups 1.6.0 XEEHRA

+ ImageMagick 6.8 FEF R4S

ANEFEEE  BRT ImageMagick Z25b, BIERIUME S FMEEFRINAS BB ENREE. BRI ImageMagick
WEE, EER YaST U TH<EA sle-module-desktop-applications =f&E:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64
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%4 Kerberos i &% Kerberos &/, 1£ Linux VDA 5 Delivery Controller 2 i@ SE X A S5 503E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P IRECE K#TFRERM Active Directory 575 7%, ES R TEMIREE,

%% OpenJDK 11 Linux VDA Z3k7F7 OpenJDK 11,
ER%E OpenJDK 11, BFEBEITUTHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

REFETEEFRNEBIRE
AR
o BATEINEE SQLite BT VDI 183X, ¥ PostgreSQL BFHEEAZ SmER(TIREL,

o WFRMLEM MCS, &a LI EF R SQLite 5 PostgreSQL, MA MK Fah&c &, BRIEBEL
[etc/xdl/db.conf F17#5%E, &M Linux VDA BiAfER PostgreSQL.

o WFFohRE, BHMF )L E SQLite. PostgreSQL s ERWE, MNREFE AT LT SQLite #
PostgreSQL, MEILER % Linux VDA R+ B fEi@id 448 [etc/xdl/db.conf RIEEFEAEH—1,

IEBRARBEN BN RS PostgreSQL # SQLite MRINFAIEE EFEANAREPHEE—.

%% PostgreSQL E%#E Postgresql, EBETUTHS:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

BEHFIETU TS UTEITEN BRI B PostgreSQL & ENEzh:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

24 SQLite xJF SUSE, BEfTUTFaH<U%E SQLite:

sudo zypper install sqlite3
<!--NeedCopy-->
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EEEGANKIEE MRERM%TET SQLite 1 PostgreSQL, METLERE Linux VDA B GEIEHIE
[etc/xdl/db.conf XisEFEREF—1,

1. =17 [opt/Citrix/VDA/sbin/ctxcleanup.sh, IR 2 eHLE, NEHKILSE,
2. 4w [etc/xdl/db.conf LUEE B RRIEIERE.,
3. iafT ctxsetup.sh,

=z

P =

Ay LUER [etc/xdl/db.conf B2 E PostgreSQL Bk S,

TR 2. EEEINEEER

EXFNEMVIEERRZRF L3 Linux VDA 3 VM iziTh, REMFH—LEN. RIBEEEANEMNEREFTS
HIATER, MREFBENES ETTT Linux i8N, NWERELEAER.

&% XenServer (LIEi#rA Citrix Hypervisor) AT {aIE] AR

WMRBAT XenServer BEFEP AL, WESMFEDME Linux VM R, B2IEF NTP # XenServer HIELAIAI L,
REMREEERFN M. HERNHSHMRSHBRRY, BRED Linux REPHNRZNHS NTP AF, XHE
MERZAENHERY. £FEE HM BRX FHITERENS.

MR ETESITEEMY Linux RiZ, FHEZET XenServer Tools, MALAEZE XenServer Bt a|EF R ETF
EUREEEM LinuxVM B 2A:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <RE 0 5% 1:

- 0-BtEEPIEEERA, BEXHER,

o 1-EESIHEECRA, BERBEMIEE.
R [proc/sys/xenf/independent_wallclock SXERFEE, WAREHRITUTSE,
MREBA, BEIMZXHEAN 1 REAHEIRSEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFEERRAKAER, HEENBHENAEN, ERE [etc/sysctl.conf SXEHRMUTIT:
xen.independent_wallclock = 1

RINEXEEY, RERBHRS:
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reboot
<!--NeedCopy-->

BEfEDE, BIESERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

& Microsoft Hyper-V L#itia[E4 a5

R 7T Hyper-V Linux &R H Linux VM RIRZA Hyper-V Bt {ElEF ThaERE A ENIRERFRETE, ABEFRER
St sPInR KBRS, F—RBAILINEES NTP RS,

NEIRIRERSH:

1. #T7F Hyper-V EE28EHIE,
2. 3F Linux VM B9i& &, i51%$F Integration Services (£IRS).
3. HREERE Time synchronization (BFEIEF).

} =r

AR

b 73%5 VMware #1 XenServer (LLgG#r% Citrix Hypervisor) RE, XMW~ maZBAEVEIRS IhEE
BBt 5 NTP 24 4R, Hyper-V BEIRZ IS NTP BHEES HFHE 1k,

&8 ESX #1 ESXi LHETiE]E )R

MEREAT VMware BEIEIS AL, SN EEBULE Linux VM o, EH52383) NTP S SERE0RE,
EHAERS RANEH, HBERHEEMRSERRS, BEE LinuCRERNRANHS NTP B%, XMER
EREAENHEFS,

WMRIFFEIETEET VMware Tools B9 E#ME Linux WiZ:

FT7F vSphere Client,

#m4E Linux VM 18 &,

7z Virtual Machine Properties (FEM#E) 3HFEH, 177 Options (G£EI) &M+,

% VMware Tools,

7£ Advanced (54) &, BEUHi%ES Synchronize guest time with host (5EHEEFHAE).

Lok wbh e
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$1 3: ¥ Linux VM 710% Windows 154

MR AZERRTR Linux iHEWARME Active Directory (AD) 3

« Samba Winbind

+ Centrify DirectControl
« SSSD

« PBIS

RIBFMER TS %, BIRBAHRITIRIF,

AR

73 Linux VDA fravzssthik =0 AD ARtk ERERMNAF B, SIEREEEKN.

Samba Winbind
A Windows 1 @89Sz HI B F AR, HEGHAEEENIEITENFRMEIEM Active Directory Bk
P

1. B5h YaST, HEEMERS, AEi%ERE Windows iBmR R 5%,

2. HITUTEXR:

o B TE4HiI& A Active Directory iSRI R FReislisHIa8ay P sk, MRERBAKRTE,
« %/ Use SMB information for Linux Authentication (5 Linux S%iFEE SMB{E8),

- & Create Home Directory on Login (EERESIEEBER).
- %&rh Single Sign-on for SSH (5 SSH AR SER),
- HafRRiE+H Offline Authentication (BiHEH30IE). tEHS Linux VDA R3&.

3. REWRE, MRAFKRTERERZLRMEE, BRE Install (2%,
4. NRIHENFITHEE, WMEEEEEMANE, BER.
5. HIMRTH, BABIOSTENAIZENEAFHNEE, AE2E OK (HBE).
6. FHENRIRSAEFRBITEN. KRN EEHBHITEN:
su -

reboot
<!--NeedCopy-->

WIEEMESH  Delivery Controller ZRFiE VDA it&#H1 (Windows #1 Linux VDA) #Z1E Active Directory
HE—MTEHNR,

iz17 Samba # net ads < LUIGIFT BV 2B E MG
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sudo net ads testjoin
<!--NeedCopy-->

BITUT e L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos itE MR R4 keytab X 2EELIBH B SENEH:

sudo klist - ke
<!--NeedCopy-->

tE<¢ EREMEFEMEBREAASTTANERTIR, B17 Kerberos kinit &<, FRXLEREAREIEHEER
BT ENBSH !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABIRUTIEERIAT, RS (§) BAEARFMML (\) #1T8EX, URERE shell Hig, EFLEFRHR,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEMR. WRILHSRINGTT, WREEREREL,
BERUTHLEIETBEIKAN TGT REEETF:

sudo klist
<!--NeedCopy-->

BEERUTHSRETENKA FRES:

sudo net ads status
<!--NeedCopy-->

WIEAASMIIE A wbinfo TRXIEREaIARKIEBAAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEBIEEREA AD 155, mAZ Kerberos $ii&#, 33T bash shell, #AERS—MNREHIITREHT (\) FrF#
THEX, H<RE—FMINHEKCE S
I53F Winbind PAM 3B BER T Eff. Hlt, EERURIAREREZEAF A ERE Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5<$RER uid S TR Kerberos EIREEX 4
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA B Kerberos EiREEFTHNEREETENEKRIH:

klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 126 & e LURITR MBI E#ITHIMANEGEHSERITI R 6: 2% Linux VDA,

Quest Authentication Service

FEiEHE LR E Quest RELCEEHIZHIE LREHEET Quest R, MEBREBEENR, ENE
Active Directory Ha|EHENNR,

AFFHAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+ 8 1 L1 HDX &iE:

7£ Active Directory BFP T BN EEEHI&H, AZBAFKFITH Active Directory P E .
%% Unix Account (Unix #k/) &I+,

i%&s Unix-enabled (EZA Unix),

¥ Primary GID Number (5% GID #S) &E NFREAFAMNA ID,

> wn e

=,
AR

XEWARSTIREEAR, UEMITUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA t#E Quest

F2E VAS SFPi8F USRI B5h481T Kerberos ZiEINEE. HMBEABMHIIE BHENER) IhkE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

LEE LR EITIERRIR S 9 /NBY (32400 ), BNELEIARY 10 /MNEIBESELRE 1/, BEZEEGAPRENR
% LigBRIRHE,
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fcE PAM #1 NSS EFHET HDX # TS A P ERUREMARSE (FI%0 su. ssh #1 RDP), &FshEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I\ Windows 35 /A Quest vastool &<# Linux itEHINAE Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERVEIHENMAN Active Directory iHHEiH A~ . domain-name Ji%#) DNS &#5, a0 exam-
ple.com,

MANEEEFHER Linux i+ 8.

Wikl A F Delivery Controller xkFrg VDA i+ B #l (Windows #1 Linux VDA) #E 1 Active
Directory #E—MIENNR, ERIEMAT Quest 8 Linux HENBEMFIEHF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
WRITBENEMNE, <SRBI E, NRITEVRMAEEE, WsERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

ERPSHMIIE 3E Quest EERILUET PAM XA F#ITSMHIIE. Alt, BFERAURIRERSNEAF KA
Z %% Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE R id -u $REM uid I TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->
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BHZE,

exit
<!--NeedCopy-->

E#ER Gnome g KDE 12/ 8 A LURITSMBINIR. E#TEIMANIERHEMITHSE 6: %% Linux VDA,

Centrify DirectControl
A Windows 38 % Centrify DirectControl Agent /5, &£/ Centrify adjoin #5<34& Linux i+ &4
Active Directory i3:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERIGITEHNIN Active Directory 1#94Ea Active Directory i, domain-name 2% Linux it&
10PN Bpe = SE= it

WiEgMESH  Delivery Controller ZRFE VDA itHE 41 (Windows # Linux VDA) #Z17E Active Directory
HE—MIENNR. BRIEMAT Centrify 89 Linux BN FEF, EHITUATERE:

sudo adinfo
<!--NeedCopy-->

I5F Joined to domain EEE ALK CentrifyDC mode 2FiR[E T connected, MNEERMARIEEER
RE, MKRBA Centrify TP IRIBE T RS 2IEZEHFHIIERIE,

BEAUTHIAIRBELANRSNIZIES:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

TN E 44 ITH T 6: 222 Linux VDA,

SSSD

WRETE SUSE EER SSSD, BRI E0 5 AR B TR (F. WD B EE X WMAE Linux VDA i+ EM DN
Windows 159 B A ANAIEC E Kerberos B4 18ERNIES.

Z7£ SUSE £i&&E SSSD, MU THE:
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MNEHBIZEEN keytab
3 SSSD F2& PAM

%8 SSSD

BF SSSD
Eran3ciadE=gv)

I93F Kerberos BtE
IR SR I0IE

N ok w N

MANEHEIZEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory & imINEE,
AT AER Samba 3%, EEIE SSSD 2, ERMUTEE.

1. =1EH2 8 Name Service Cache Daemon (NSCD) SrP#i2,

sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy-->

2. WEENMZFM Chrony BHERE,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. REHEMATREE:

sudo zypper install samba-client sssd-ad
<!--NeedCopy-->

4. Ll root BRB#%HE /etc/krb5.conf X, LUsaiF Kinit AR5 BiRE#{TEE, 7 [libde-
faults]. [realms] #1 [domain_realm] &/ FHMUTELE:

=

AR
RIBER AD ERILEMECE Kerberos, UT&EER T8I, SMIER,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {
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kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm 2 Kerberos g 892 #7, f§l#0 example.com, REALM 2 kX 5 1 Kerberos 4fiis & #7, 40
EXAMPLE.COM,

5. Llroot AP B#%HLE /etc/samba/smb.conf, LA# net LAERFSBIFEH#ITERE. BUTEE
&zl [global] &84

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy—-->

domain 2 Active Directory 1i#9E%2 NetBIOS &#5, a0 EXAMPLE,
6. f&tk [etc/nsswitch.conf ¢+ f passwd #1 group % B MR P45 8 SSSD.

passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. FEBEEM Kerberos EFHUBIER B3R Bir#1TSHIIE,

kinit administrator
<!--NeedCopy—-->

8. £ net LARFRBARMANEHERRS Keytab x4,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator
<!--NeedCopy—-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 142



Linux Virtual Delivery Agent 2311

73 SSSD F2&E PAM 729 SSSD ECE PAM Z &, BRESNEHMENREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM t3RECE J0i@d SSSD #1TAF BMHIIE, HABFRERUEETER.

sudo pam-config --add --sss
sudo pam-config —--add --mkhomedir
<!--NeedCopy-->

%E SSSD

1. Ll root B BH4REE /etc/sssd/sssd.conf, Ui SSSD sHiPiERF 5 BirtE#iTEE, sssd.
conf BRERG (AILURBEZEERINFIMNIIER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name 2 DNS 5%, %0 example.com,
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=

=W

ldap_id_mapping i€ &% true, L& SSSD & & fa 5% Windows SID 432 Unix UID, &M,
Active Directory % Fiaei5i2 it POSIX i Bi2F, ¥ ad_gpo_access_control &7 permissive
BUBALE Linux £IEHIITAE REIR. 521 sssd.conf #l sssd-ad BFM 5L,

2. %t sssd.conf GBXHFRENFINE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD  BEITUTHSURRSRBHMNBERHBR SSSD g

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RIS 5 515
1. 517 Samba i net ads &< URIFIHENEETEMAE:

sudo net ads testjoin
<!--NeedCopy-->

2. BTUTHLRIEFSMIEMTENNRESR:

sudo net ads info
<!--NeedCopy-->

I Kerberos BtE HfRR % keytab X REERIEHEOSBERESR:

sudo klist -ke
<!--NeedCopy-->

e EREMERBMEBEEFAESTRANERYIR.
=17 Kerberos kinit &<, MUERXLRARNITHISR0IEITENNSH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBTIEERAT, RS (§) BAEARKAT (\*) #TEX, UERRE shell Hit, ERLIRE
f, DNS 5 &5 Kerberos (UFZ#RRE. EHRRERTRER, MRILHSHET, WFREESREFREL.

BEAUTHLEIETEIIKFRN TCT RiEEETF:

sudo klist
<!--NeedCopy-->
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE kst <RER Kerberos BIBRGERTZAFHEHRITH.
B root AP &%, WIEREZERFEMN 1d —u HREM uid BIBBN N EZIBEE X :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 A LURITRMATNIR. E#TEIMANBRIEGHRERITSE 6: %% Linux VDA,

PBIS

THFER PBIS FE  filu0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REfIAA AT FlUn:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i3 Uiz Hlgs 4 maifinl, HAEKAEEERGITENRIMEI%A Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user A BRI EM AR ME Active Directory 1H #9315 FH . domain-name 71 DNS & #5, 10 exam-
ple.com,

R E¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikl A & Delivery Controller E3kFrE VDA i+ E#l (Windows &1 Linux VDA) #E17E Active
Directory BE—MIBENNR. EWIEMAT PBIS 8 Linux iBNEEMFEH, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE MK, S RREHXHFIMAN AD 51 OU MiER. &N, RETENSZ.

WIERAFP BMIIE  RIE PBIS BT EEMSEE PAM AP #1TH M. Altt, EERLEIARERS AP K
&3 Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIFEE N id -u &$RER UID g1 TITHA Kerberos EiRERE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEHRITEMMANRIEESSEHITIE 6. 2% Linux VDA,

S8 4: 2% .NET Runtime 6.0

£%R% Linux VDA Z &, &8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,
%% NET Runtime 6.0 /5, 1T which dotnet ¢ &R EHIEITAITER R,

RiEH<SHE, RE.NET Runtime Z##IXHEEEZ, fla, MRSt /aa/bb/dotnet, &M /aa/bb £
79.NET 2353 &2,

$I8 5. T Linux VDA #i{

1. #7% Citrix Virtual Apps and Desktops F# 5o,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 146


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview/suse.html#step-6-install-the-linux-vda
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2311

2. BIFIEZhRAH Citrix Virtual Apps and Desktops.

3. BFFAMIUEK Linux VDA, #ii0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, g Linux VDA §EZrT34i0] Linux VDA FEHR A,

Downloads  txpand il sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EH Linux Z1ThRICEZA Linux VDA #itaL,

6. TEAIABTFRIE Linux VDA RE-EFEM4MN GPG 2, Flu:
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Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

May 30, 202!
1.25 KB-(zip} 8 Download File

Checksums
SHA-256 -a440f369a0385{23944108315040 tc04

EFEANPRIE Linux VDA REEHTEM, BiETUTHUERHASAE RPM $UBERURICER 4T
HyTEEEME .
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

$I 6: L Linux VDA

HPE 6a:; HHIBMRZA

MRBRETERITRIANFE MhiAH] LTSR i Z M RHBRR A, iBE TR A Z A B EN
1. {=ik Linux VDA RS
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
£1=1k ctxvda 71 ctxhdx RS 287, EiniT systemctl stop ctxmonitord &< LS IEMMARS ST
Pigr. &N, HMRSFIFREFRERBIEELERNRS,

2. HERGE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->
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BE:

SR EFBIF AR AH T AR

AR

f@a] LATE Jopt/Citrix/vda/ T2 B 2=rA M,

BiniTee, FERETEREZ; &, A& [opt/Citrix/VDA/sbin i1 [opt/Citrix/VDA/bin Finz &
FRiZo

+$1% 6b: %% Linux VDA

5/ Zypper &2 Linux VDA 34 :

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

£ RPM 4B EE R % E Linux VDA 3R

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

$I2 6¢C: F4% Linux VDA (F]i%)

Linux VDA 2 MEHTARAH#ITH LK. H180, Ew LU Linux VDA M 2308 #4& %) 2311, M 1912 LTSR #A&E!
2203 LTSR.

AR

ARMERERESE [etc/xdl THREX . EHITHRZAE, BESHBEMXLEH,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #y RPM #1513k :
java-1ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1

libXpm4 >= 3.5.12
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libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~
1libQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

BE.

EAFREERBR Linux VDA &,

$B T: =% NVIDIA GRID Kzpigrr
BF HDX 3D Pro EREEEHHEIRRZRFM VDA 15841 %% NVIDIA GRID EmpigR.
BERTERIWEERER L REMEE NVIDIA GRID & GPU &128s (ENIREIER), HSRLTERE:

« XenServer
« VMware ESX

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 150


https://docs.citrix.com/zh-cn/xenserver/8/graphics/vm-graphics-config#install-the-nvidia-drivers
https://www.vmware.com/files/pdf/products/horizon/grid-vgpu-deployment-guide.pdf

Linux Virtual Delivery Agent 2311

« Nutanix AHV
ELEMAEE NVIDIA GRID kE VM Kehigs, BHRIT TEANEMSE:

1. HREE VM BXiF,

2. FEMNEREFERERT, VM DE—1 GPU.
3. BE1VM,

4. £ VM LRERE VM BKahigrF.

$1% 8: EE Linux VDA

AR

FREBTTHIRREZAE, FREEEENREARPLET en_US.UTF-8 XiFigE, MREZXIFIKETT
BHRERLKT AT, 15517 sudo locale-gen en_US.UTF-8 5 <, *1F Debian, &S EUE TR #
en_US.UTF-8 UTF-8 173k4z1E [etc/locale.gen xXf4, $A/5i=17 sudo locale-gen &%,

RERMHEE, HETT ctxsetup.sh fIZAREE Linux VDA, Mz EMERZ AT, MSWIEFE, HifgF
FrERHIEE R, NEVE, JUMNENETZHAUERILE,

AILUERB R FENEITHIZA, thel LUIRAMGEENIAN BohiEiTHIZA, BEUg(FaT, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RRECE

BITRRREMEENFHEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BHRERN, BERREERMIEMNAFMEIET. NRAENMEEENETE, WEATRTEREERES.
RPN REEEE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2F&tENMA
B FINMER N’ WFEMAENTR, BREREN N,

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxXkfEF Ker-
beros fi&i& & Delivery Controller #1754 %iE, Kerberos BBRIER A LELREMEREM Active
Directory e T EHi%E,
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o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ExRZMHA =5 FEH Delivery Controller
T2fREES (FQDN) 5IRLUAF M Delivery Controller #1753, H%HEDEE— FQDN 5 CNAME,

« CTX_XDL_VDI_MODE=" y|n’ - #HBEHNEENERAKAEXGRE (VD) TRAEHEZRETEE, 3¢
F HDX 3D Pro %, RizEREN Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA %#% HDX 3D Pro, X2—4H GPU &R, SEMK
EEENARFNEMYKT, MREET HDX 3D Pro, ME R VDI £&E (BX1E) #EXEEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

o CTX_XDL_START_SERVICE= y|n’ - HERTESREERBS Linux VDA BRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - #EEzhitBHEE5 Linux Virtual Desktop ARSS.

« CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA BR$E R #iFfE AR EZET R 40 A,
ERITER G ASEFR BB Linux Virtual Desktop 1A FrEIRO (2RIAEmA 80 71 1494),

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE SiFHFEHN
GNOME . GNOME Classic 5 MATE £E iR, MENEEETE, NEAE VDA LRENBRARHE.

BRI LB SR TS BREN B g AP NREFIER:
1. 72 VDA Lty SHOME/<username> BER FIE— . xsession X,
2. 1 . xsession XHLURIBRITIRIEE REFE.
- XF MATE £@
MSESSION="S$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
4

- AT GNOME Classic £

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- X+ GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. SEHRIERFHEE 700 XHR.

BhiZs 2209 2, RIEAFPAMBAEXEKEI R, 4OErE VDA EREFIMNKIEIFE, FaERRBLLIN
fE. AXBAER, BEREIEAF DN EEXRETF R,
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« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £#% NET Runtime 6.0
LU $55HY Broker KIEARSS (ctxvda) MIBR1Z. BRAKRIE AR  ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP 05 Delivery Controller i&fs,

« CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&i& DNS & LDAP fR$528. ZE% DNS BRLER
REINAMIER, MIEE DNS iR&if. IRAHFE, HEHIREN ‘<none> &

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #ifj DNS k&Il LDAP R85, MR
DNS FTixiefit LDAP R512R, B URMHE LU= D RAI LDAP FQDN (%8 LDAP M) %R, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E £ Active
Directory M /B AR LDAP i, 1EEiRiEhI LRAERER, FHEHEXM LDAP IROSEE R 3268,
INERT, HEE2IREHN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (9 1%
RERZEE LDAP (fli0, DC=mycompany,DC=com) . RIREE R L, TLUSEERERM I
OU=VDI,DC=mycompany,DC=com)., MRARRE, EKFHIEEN ‘<none> |

« CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA z###/A DNS CNAME i2 157 Delivery
Controller &#F.

REWRREHIETREMZ:

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES:'y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-1ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME="'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

iBZ17 sudo 4R, BN -EEMUBHNERBETEFBLEUEN shell, HRMBENEERATE@NGSHMN L
#!/bin/bash ERNE—1T3kAIE shell iz,

Fhh, ERILERRE Mo EERESH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \
CTX_XDL_VDI_MODE='y|n" \

CTX_XDL_HDX_3D_PRO='y|n"' \
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CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE:'y|n' \
CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>" \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME:'y|n' \
/opt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

IFRECE Bk

ERLEBEET, ErRIRFEME ctxsetup.sh MZAIELEFTMAIER, BFREH Linux VDA BR#E,
HYEIR(FRT, BEBRUMANIENES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE K

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

B5E:
A= MEIREERBRFAEECE SR, MME Linux VDA T3E (R,
EERE

ctxsetup.sh f ctxcleanup.sh fix=7EizH G EE TR, HEEMERENRERSEXXMH:
/tmp/xdl.configure.log
EFASH Linux VDA BRSS, HIREREM.

$18 9: i5fT XDPing

#iEf7 sudo /opt/Citrix/VDA/bin/xdping Ll Linux VDA FiB%7EHE NERENE, &%
fs8, %% XDPing,
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41 10: i=17 Linux VDA

1/ ctxsetup.sh iiAEE Linux VDA 5, aJLUEITIATa<RES Linux VDA,
5 Linux VDA:
BEh Linux VDA BRS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{21k Linux VDA:
Z{Z1E Linux VDA BRSS, iBHITLATIRIE:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
7121k ctxvda 7 ctxhdx RS2 81, 15517 systemctl stop ctxmonitord &< LUF IS MRS SFPIERF.

BN, EMARSSTIFEFREERBEE LRSS,

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

#2 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

SE 11 gIRTBENAER

BUERITEA B RAAM Linux VDA it BB 5E 58 Windows VDA 757E£ M. B XA TFEMXEAESHIEME
AEVIRER, FERCEITENERMERTENE R,
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SIEEE Linux VDA HENMITEN B RESEIE—ERE, F5Z2E2FRTH Windows VDA i+EH 812+ EH
BR:
o WTRERYT, 1EER:

- ZRERFRAEN (WFREAZRERMRE),
- BRERERAEDR (ERT VDI TAKERMER),

o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

=z

o =W

BHARRAHY Citrix Studio F%3#F “Linux 2ER4” WIS, B2, %EHE Windows Server 2 {ER LIRS
BRERFENERTERREEZEE(TEE, %R Windows SHIRFRARAREEIRIERARIENERTE

BEITEN—1T AP RSEE,
e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

SR 12: SIERA

IR MAMRINES Linux VDA IHENMEITEN B RIEES Windows VDA B/ LFHEE, BXRINAETERHIXLE
ESHEMFAEIRA, BFSREEZTH,

BUEEH Linux VDA i+ B B REZ AR @G TRE:

o H{RFMER AD BPRFABEHRESE, FUERED Linux VDA HEL.
o BENAFREZEEMRIIN (BER) BRER.
o EPERMMATREANEE Windows i+ ENMITENBE R,

BE.
Linux VDA 1.4 REERAXF L HBNEREF. B2, Linux VDA RG2S mAN ARRF A EREN T E.

BXRNAIETEN B RMRGHNEE, 1E21 Citrix Virtual Apps and Desktops 7 2311,

72 Ubuntu LFm% nux VDA

May 30, 2024
BE.
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WNFeMTE, RITBNVEERABRMREHITRERE, BINREERXE], 5AXRFRNFeIZEMRL, B
RaF i,

SR 1. #EREESM Linux itE
H la: BIENKRE

MREEEHEHREEMS, 0, HME Linux VDA LEE DNS ARS8,
MEREFHEBHE Ubuntu Live Server, BEIREEN R 2 F11E [etc/cloud/cloud.cfg BB XL TEX:

preserve_hostname: true

FE 1b: REEHNZ

HHREHBIBRSITENNENS, EEK [etc/hostname XX, FEHNXBEITENHNENSZ,

hostname

FB 1c. AENRHECIFELE
HRITENE DNS Z T LREFHE (FQDN) EMiREIRSE, HEAREN [etc/hosts XHHLUTITUES
FQDN fMEMZERFIRNKE:
127.0.0.1 hostname-fqdn hostname localhost
f5I3n:
127.0.0.1 vda0l.example.com vda0l localhost
MR E At B ipgzt hostname-fqdn 5 hostname BEREMSI A,
AR

Linux VDA Z#iR3z#F NetBIOS & #&kif, Flt, ENMBFRGFEE 15 MNFH.

QEEFRAFH a-z. A-Z. 0-9 FIIEFH (-). BBRERATHE (). SEMNEMTS. INBFEURFH LM
LUEFRLER. tEMNtERTF Delivery Controller E414,

FE1d: EEHNZ
WIEENRBIRERTIEWHELIR:

hostname
<!--NeedCopy-->
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e L RE BN EN S, MAREE FQDN.
3IE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R AT BN FQDN.

$IE le: ZHZ% DNS

BHARBERAT %% DNS (mDNS), MX2SHAMBIFERT—H.

EZ2H mDNS, &4iE [etc/nsswitch.conf HEX B U TRBHIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1f. EZIMERARS TiAEE

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 1&/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WMRFT AN FQDN 8 Ping F@ LRE—ItEN, BROREEXTE, AEBYLE,

S8 1g: RER#EYS (chrony)

#af® VDA. Delivery Controller fligii= 38 Z EMIBT $hia L 8BS EXEE, & Linux VDA FEE R ESIM (VM)
ARSSHEEMRERNS. HTFHERER, RFERITERERS KRS IYE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

L root BFR &1, 4wiE [etc/chrony/chrony.conf 3 hE M EigitiERE S FIM— MRS REE:
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server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst

TEHAIERE R, BHEMAIFITHIBRES, MAREEM L NTP MRS RBES . HEHHE1 Active Directory 5
fEHIS AR — 1 RS EFE.

HIER5 H AT E M server 5 pool £ 8, S#ERE! IP ik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REEXHEFRBS Chrony sFPIERF:

sudo systemctl restart chrony
<!--NeedCopy-->

#% 1h: R% OpenJDK 11

Linux VDA Zk7#1f OpenJDK 11,
Ubuntu 22.04 84% OpenJDK 11,
21£ Ubuntu 20.04 £%% OpenJDK 11, EETUTEHS:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

S 1. REHIEEEFERNKIEE
AR
o BAITEINEUE SQLite BF VDI #2358, 1§ PostgreSQL AFHtEHERE R (TEEL,

o X FRMLEM MCS, &7 LU E B SQLite 5% PostgreSQL, MA & FahR %, FRIFET
[etc/xdl/db.conf F175%E, &N Linux VDA BiAfER PostgreSQL,

o WFFohRE, BHAMFaLE SQLite. PostgreSQL S EWE, MR EFE AT LT SQLite A
PostgreSQL, MFILAERE Linux VDA R+-E &3 4k4E [etc/xdl/db.conf SRIEEBAEF—1

KEDABNBUALEE PostgreSQL #1 SQLite LIRIMAIEEEFEANFAEPHEE—T

&4t PostgreSQL IEiE{TLA T A< LU%%k PostgreSQL:
sudo apt-get install -y postgresql

sudo apt-get dinstall -y libpostgresql-jdbc-java
<!--NeedCopy-->

EREITU TR UEITEEEhR A5 PostgreSQL st& 1 BIEzh:
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sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

Z% SQLite T Ubuntu, &7 T kzE SQLite:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

EEEFERNKIEE WMRERNRET SQLite #1 PostgreSQL, MATERE Linux VDA - BE&E

[etc/xdl/db.conf EisEFEREF—1,

1. iz17 [opt/Citrix/VDA/sbin/ctxcleanup.sh., MNRE2 2L, NERILSE,
2. 448 [etc/xdl/db.conf LiisE BEAMEIERE,
3. i&fT ctxsetup.sh,

=z

AR

al LU fERA [ete/xdl/db.conf EZE PostgreSQL MixAS,

S8 1j: R Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->

SR 1k REHMRHE

tF Ubuntu 22.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get install -y krb5-user

sudo apt-get 1install -y libgtk2.0-0

<!--NeedCopy-->

3tF Ubuntu 20.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

4RI
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TR 2. EEEINEEER

EXFNEMVIEERREZRF L3 Linux VDA HE VM iziTh, REMFH—LEN. RIBEEEANEMNEREFTS
LT ER MREEFRVES EIFTT Linux IHEN, WEREHEFER.

&E XenServer (LIFiFr} Citrix Hypervisor) _t/9Adia][EL )3

BAT XenServer BHaEIEFThEER, TS MNEEMIL Linux VM &1, E438% NTP #1 XenServer HIA )&, HE
HBIXEEBRSI ., NBEERHSHMRSBARY, BREESD Linux BRVFNRSKRSES NTP BS, X
BERERZAINMNEES, TEE HVM B T#HITEAER.

MREETESITEEMY Linux Rz, FHEZET XenServer Tools, MAILAEZE XenServer Bt a|EF AR TR
EUREEEM LinuxVM R 2A:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteap<ixE 0 5 1

. 0- HERSHEEER, BARER.
. 1-WERSHEDLER, EBRIUEMRIE,

MR /proc/sys/xen/independent_wallclock X#8FEE, MAFBHITUTE B,
MRERBA, FBEIAZXGEAN 1 RERNERSINEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1E%HE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
BEWIEXLEY, BFEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

&£ Microsoft Hyper-V L g98diaE% a)k

%7 Hyper-V Linux £ RS Linux VM B LUER Hyper-V BS{EIR S ThEeRE R ENIRIEFR LN IE. AHFR
AR S, BF—REALIEES NTP RS,
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NEIRRFRSEH:

1. #T7 Hyper-V SE28EH &8,
2. 33F Linux VM B9i& 8, 1513 Integration Services ((£BRS).
3. M1FEi%#E Time synchronization (FfEREY).

==
AR

Lt 5 NTP R4EHZR, Hyper-V iHEEZ ]IS NTP iE@SHEHEH

&8 ESX #1 ESXi LHIET BRI AR

A
<

kA% 5 VMware A1 XenServer (LLgi#5A Citrix Hypervisor) RE, XFWHF~mEZ

FAEN BT [EE 2 ThieE

B VMware REIRS IR, & MFEIMEE Linux VM 1, SEHBE NTP FEMN EREFRE, mEEH
HERS RZ5N T, MBRNHSHEMRSHERES, BEHRES Linux ERNHPNRENHEHS NTP BF, XE

MERZRETHNERS.

WMRIFFIETEE T VMware Tools BIFE#ME Linux RiZ:
#TFF vSphere Client,

4R4E Linux VM 1§ &,

%+ VMware Tools,

ok e

$1Z 3: ¥ Linux VM 70% Windows 154

LR AERBFR Linux iHEWARME Active Directory (AD) i3

« Samba Winbind
+ Quest Authentication Service
« Centrify DirectControl
« SSSD
« PBIS

RIBFMERM 7%, 1RIEARITIRIE.
==

73 Linux VDA frgvzssthik =0 AD Rtk ERERINAF B, SI1ERAIEEKN.

Samba Winbind

£ Virtual Machine Properties (FEiHEM) sHEES, FTF7F Options (GEM) &M+,

£ Advanced (B4) &9, BUEES Synchronize guest time with host (5EHEP FF1AE),
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ZRYEHFRRLES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FirENENERERN Winbind s71#2F  Winbind sFiri2E S AECE 1T BB BE):

sudo systemctl enable winbind
<!--NeedCopy-->

AR

R winbind fizA&IF /etc/init.d T

ficE Kerberos Ll root AR &%, 117 [etc/krb5.conf HEELTIRE:
FE:

RIEEH AD ErEWECE Kerberos, WUTIEEERAT S, BEMER,

[Tibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

Itk E Fxx##9 domain-dns-name 25 DNS 1%, 31 example.com, REALM 2K E5# Kerberos 4z &
R, %0 EXAMPLE.COM,

f2E Winbind 54 iE FzhEE Winbind, EX Ubuntu ;&%3%& RHEL ## authconfig i1 SUSE ##J
yast2 XX TH,

iz17 vim [etc/samba/smb.conf #&:<$$T7F [etc/samba/smb.conf, SAGEREUTIRE:

[global]
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workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95— FE, REALM X5 # Kerberos g & #F.

& nsswitch 77 Jetc/nsswitch.conf 3% winbind iz L T1T:

passwd: compat winbind
group: compat winbind

X Windows 1% fZayigiz sl s el ifie), HEEKAEEENEITENRIMEHA Active Directory FF K

P

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $UB&#, user 2880+ EVIFMENRANEAF,

BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind 28 PAM ;17U T#%<, HfRik+ Winbind NT/Active Directory authentication (Winbind

NT/Active Directory 5133%3F) #1 Create home directory on login (EERMEGIEEER) EW:

sudo pam-auth-update
<!--NeedCopy-->

'

REHENIMAEE, winbind FiF2F 4 2BERIFET.
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Wikl A &% Delivery Controller Z3kFrE VDA it &#l (Rie 2 Windows &2 Linux) #BZE7E Active
Directory HE—MTENNR,

iz17 Samba 19 net ads &< LU ENE T BN

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMYEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos F2E EINiF Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
LEAEHEBEAENEHR:

sudo klist -ke
<!--NeedCopy-->

&L BEREMEFIMSEEEFASTANTHYIR, BT Kerberos kinit <, LUfERXERHARGEH 2818
I ENR S5 :

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U B#AR, BWRERTIHEM. MRIHSRINET, WRRERE@HL,
BEAUTHLEIETEKAR TGT RiEEETF:

sudo klist
<!--NeedCopy-->

BEAUTHRSEETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIERASMIE A wbinfo TRKIEREAIARKIEEAFHNSH%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD 5, AR Kerberos (& #R. 33F bash shell, BFERS—MRIMIITRFUT (\) Frv
TR X e <REl—F AR BOHE o

ZIE Winbind PAM AR B EEWREE, 15ER URIRERIEAF KA ESR Linux VDA,
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ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

3

AR

EpThiz{T SSH #8<, 1Btk SSH EBAFIERIETT.

IERE R id -u 5$REM uid BIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KIEFA P Kerberos EiREEFHHNERETENAKRITH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiFER Gnome o KDE =H1 & AT BUITRMBIMNIR. EFITHMARIEESEMITHE 6: L2 Linux VDA,
e

NREAEKAERRIIHITRAR SMRIE, EXEETENRHE, BEMBHDITENHER,

Quest Authentication Service

EigEHIgs LA E Quest  (BRELEEE Active Directory 1354123 L REHEE T Quest B, MABKREBEEN
iR, BfE Active Directory HelEHENIR,

AFFHAFER Linux VDA TEH AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory AP FITENMEBIEHI &, RZAFHFITH Active Directory AP B,
#%#% Unix Account (Unix /) &M+,

% Unix-enabled (EEH Unix).

¥ Primary GID Number (&i% GID 4RS) 18& ALhrsi A 4HM4E ID,

> wnN e

AR

XERBESTFIREESAR, WEMNATLUERZSIS. RDP. SSH S AHMITEMINEITER.

7£ Linux VDA tFf2E Quest
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SELinux SRBEEHITHERART % BA RHEL IRMBR3EHISTHE SELinux, IE32HIThAES RN Quest BRI/ Unix i
BT IPCHF, HELSAAER.

ORI BN R EENSERZA SELinux, Ll root BR 514, 418 [etc/selinux/config 3 E ek SELinux i&
B

SELINUX=d1isabled
IWEREREFHBHITEN:

reboot
<!--NeedCopy-->

BE.

FEEERALIRE. BAEENRA SELinux RIBEHILESSHT2YE, BMERX root BFRMEMAMA
FB 2t

FoE VAS sPiPiEF S BHERFF B h4iT Kerberos ZiRThaE, HMZASMHIIE (BRNER) hEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A 9 /BT (32400 #) , BOELLERIARY 10 /NNEBEGGEERE 1/, BEERBEGARRENR
% LR BERIRHIE,

FcE PAM A NSS ZEAET HDX #{TH0EAF B RUKREMARS (6190 su. ssh # RDP), BEITUTHTUF
apEgE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A\ Windows &, &/ Quest vastool #5535 Linux itE#10AZ Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREIHEMIMAN Active Directory 158935 B = .domain-name Ji%#9 DNS & #5, il example.com.

INSEE#EED Linux i+E .
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Wik R F 1 Delivery Controller ZkFiE VDA i+ &E#H (RitZ Windows &2 Linux) #BZE7E Active
Directory E—MIENIT R, BRWIEMAT Quest B9 Linux HENBEMATES, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aH<LREREHSZ, MRITEVRMNERSE, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

RIFAFSHWIE EINF Quest 2E A% @ T PAM XS A #1THHIIE, BEAUNKERANEAAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

WIFRE R id -u 55$3REIR UID g1 T3 RA Kerberos EiREEX M4 :

1s /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEFTIHIMANRIEESSEMITSE 6. 2% Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &5<3& Linux it &I
Active Directory i3:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->
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user 2 HBERGITENIAE Active Directory 1H#9Efa Active Directory A ~, domain-name 22

¥ Linux i+ EMIMAEIBIHAE #Ro

WirE R &1 Delivery Controller E5kFrE VDA i+ E#Hl (FiL2 Windows X2 Linux) #ZE7E Active
Directory hE—M1IEHITR, BIIEMAT Centrify 89 Linux i+ BHEE M TiEH, BHHRITUTERE:

su -

adinfo
<!--NeedCopy-->

I%3F Joined to domain EREHE MUK CentrifyDC mode 25

EPRE, MIZREE Centrify A IHIER 7 RS 2$EZEHFHIIERI-E,
BEAUTHIIREELANRSZNIZIES:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRSH9EE,

adinfo —--test
<!--NeedCopy-->

TEFTIHINANRIEEHEMITSE 6. 2% Linux VDA,

SSSD

Bt E Kerberos En{TU Tan$ % Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

~

R[E7T connected, MNREERNMAEEEER

Ef¢E Kerberos, 5L root BF 515377 [etc/krb5.conf HEELITS4K:

=

AR

RIEEA AD ERtEMELE Kerberos, UTIEBEEAFH2IE. BMiEER,

[libdefaults]
default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {
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admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—name = REALM
.domain-dns-name = REALM

It EFxH domain-dns—name £%% DNS 5%, i example.com, REALM R AEH Kerberos i3
&%, %0 EXAMPLE.COM,

NI U SSSD EEE AER Active Directory fERE B HREREFH BER Kerberos #1785 %k, B2,
SSSD HARREAFMNFMEER RS keytab X895 AD BRiRTHAE. AT A adcli. realmd 5 Samba.

} =

AR

KD AB MRS adcli 1 Samba B8,
o NREER adcli MNE, BRRUATSE:

1. %% adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. i@ adcli A,
BEEAU TR SHBRIBRS keytab XHHMMANE:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE 489 FQDN BXMWEHN 2,

=2 -H %W, adcli F8eEmMKRR AN host/hostname-fqdn@REALM #9 SPN (Linux VDA EsR{& It &
)

3. WIEER G &1

FF Ubuntu 22.04 #1 Ubuntu 20.04 it&#l, i&EfT adcli testjoin SR XLEHENES
PN

o WMRFEH Samba MM, BERBEUTLTE:
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1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. B2E Samba,

17 Jetc/samba/smb.conf HEE L TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos $ugi&#r,
3. f5H Samba A,

ERYFITHIEE A AR, HEESARGEREITENRMEIEN Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr, REALM K51 Kerberos Uf &, user ARG IHENARMEIEAEHAR

RE SSSD LRI EMFAATIME:
MREARRE, BEREFMFERN SSSD MEERHE:

sudo apt-get install sssd
<!--NeedCopy-->

NRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINERT, Ubuntu py=ESi2%BE51EE nsswitch.conf i1 PAM B Rk,

BiE SSSD E5h SSSD iR 2 hl, EEEMH SSSD ffE, WFHELERRAR SSSD, BIAFRRE [etc/sss-
d/sssd.conf BB, HAFEHEIE. MU root BFRBHEIESITH [etc/sssd/sssd.conf HEEE L TIZE:
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[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR
ldap_id_mapping i& &7 true, LUE SSSD Z& & f1554% Windows SID B§4% Unix UID, &M, Active Di-
rectory #aeisiRt POSIX i BIE2F. PAM fRSS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk T2+ domain-dns-name £#7 DNS 1%, 30 example.com, REALM A5 Kerberos 41
1WA FR, Fla0 EXAMPLE.COM, FEEEE NetBIOS 153,

BEXEBIGEMNELR, 5517 sssd.conf #1 sssd—ad BFEM,

SSSD FiriEF ERECE X N A BFEE REMR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->
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B SSSD FiFiERF IZTTUA T < iLBNEEh SSSD FiFiER, MRETIFiERE It BN ST EE:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM 28 E1TAT@<, HfRiktH SSS authentication (SSS &433E) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

Wikl M A F % Delivery Controller E3kFrE VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory mBE—NMTENIR,

o tNRMEM adcli BIBEMRAS YW, 51T sudo adcli info domain-dns—name &<SUBTREE
B

o MNRMEA Samba WIBEM RS, 15T sudo net ads testjoin dLRIEHENIEFTEMAR
i#, 1517 sudo net ads 1info HLRIEFIMNUTAITENTRER,

1iF Kerberos if& ZEWiE Kerberos GBI EMEBERNAS Linux VDA BEBEMER, EWRIERS keytab X2
BECIEAEESENER:

sudo klist -ke
<!--NeedCopy-->

HHSEREMEREMSTHEEFAAT ANERYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT BENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUBTIEERAT, ETHS (§) BAEARML (\) #1758, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {UH B AE, EHRERERMAEM. WRILHSHINET, AR TRERKEL,
BEEAUTHLRIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

WIERFPBHMIEIE SSSD FEEEI TREFRHAT IS HIIEMNG<SITIR, ReEET PAM M.

EIIE SSSD PAM #BIRZREEWHEE, 1BER URIRERNEAF KA ESR Linux VDA,
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ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

I%3F klist sp$R[ER Kerberos EIRETEATFZAF HEEFRTHA,
LA root AR B, WIFEEENEEMN id -u <$IRE/ uid SIEREN N EIREEX !
1ls /tmp/krb5cc_uid

<!--NeedCopy-->

AT LLEId &R KDE 3% Gnome Display Manager 4728 ARMI, B ITIIMNIIEGHALHMITSE 6: L% Linux
VDA,

PBIS

THFER PBIS &G
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

i PBIS &R mI 4T
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

=17 PBIS &+
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 f@89iSiEHI BB AE, HEGHREEENIEITENFHMEIEM Active Directory B %
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A E MK I E AR ME Active Directory 1593 FH . domain-name i # DNS &R, #1%0 exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
o
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory E—MIENTR, BERIEMAT PBIS B Linux HBHNEEMTFEA, HHRITUTIRE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMARE M, e RREEXHFIMAN AD 58 OU NiER. &N, RETENZ.

WIEAF B4IIE EIIE PBIS 2% 8EM5i@:d PAM TR #ITB ML, BERAUFRIRERNEAFPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IERE R id -u 55$3REIR UID 81 TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

EHITEMMANRIEESSEHITH R 6. 2% Linux VDA,

$12 4. 2% . NET Runtime 6.0

&% Linux VDA Z &1, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E893iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i&17 which dotnet &< EREHEITIHERR,

BB SR, RENET Runtime Z#EIXHEREZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
F.NET 2SR 2,

$E5: T Linux VDA #{46

1. %% Citrix Virtual Apps and Desktops F# 51,
2. BFF&E%hkar Citrix Virtual Apps and Desktops.

3. BFAHBLIER Linux VDA, #130:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 175


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/manual-installation-overview/ubuntu.html#step-6-install-the-linux-vda
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2311

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, & Linux VDA #£#Z73A19 Linux VDA FTEHR A,

Downloads txpand all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. TH5EM Linux £1TARICER Linux VDA 61,

6. THAIATFRIE Linux VDA RE-E 74 GPG 25, Fl:

Downloads eandallsections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)

~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

v Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

~ Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

Linux Virtual Delivery Agent (GPG Key)

Checksums

SHA-256 -a440f329a0385123944 108316040 G 5011c04
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EIE Linux VDA R4 BHITEN, BETUTHLURRASAE DEB HiEREH UK ER G ERTEN:

sudo apt-get install dpkg-sig

gpg —-—import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

HI% 6: L Linux VDA

$% 6a: L Linux VDA

£/ Debian R G EEEELTE Linux VDA Hiff:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

AR

3+F GCP Ay Ubuntu 20.04, 5% 8 RDNS, Ak, &7 /etc/krb5.conf &9 [libdefaults] T7 0 rdns

= false 17,

Ubuntu 22.04 19 Debian f&k#im5|x:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.37
gtk3-nocsd >= 3
bash >= 5.1
findutils >= 4.8.0

sed >= 4.8
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cups >= 2.4

libmspacked >= 0.10

ibus >= 1.5

libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~

libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 1) Debian &#m5I%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3

libmspacke >= 0.10
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ibus >= 1.5

libgoogle-perftools4 >= 2.7~
libpython3.8 >= 3.8~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~

libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

AR

BXIbhRAR Linux VDA 2889 Linux R1THRF Xorg IRAHTIR, ESHARRER.

#1% 6b: 74 Linux VDA (F[3%)

Linux VDA L MRFTRRAHTH K. H130, &ATLUE Linux VDA M 2308 A4 F 2311, M 1912 LTSR A4 =

2203 LTSR.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BESHEHXLEX M,

FBT: =% NVIDIA GRID Kzpigrr

BF HDX 3D Pro ZRIETEEMH EIEZFH VDA 1+EH %% NVIDIA GRID =g

EERTERIWEERERF L2 EMECE NVIDIA GRID & GPU &128: (ENIRGNER), BSRUTER:

« XenServer
« VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM Eapigrr, EHITTEMENLE:

1. HREE VM BXiH,
2. FEMNEBEEFERERT, VM DE—1 GPU,
3. BE VM,
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4. VM ERERE VM EKihigrr.

$& 8: ELE Linux VDA

AR

EREETHNTIEZH, FRREECHRERAPIRET en_US.UTF-8 XIF g8, MR ZXHIKERE
BIZER DA A, 15217 sudo locale-gen en_US.UTF-8 &5 <, xIF Debian, @idBUH R #
en_US.UTF-8 UTF-8 173k4%48 [etc/locale.gen xXf¢, #A/5iz17 sudo locale-gen &<,

RERMGERE, BIETT ctxsetup.sh BZREZE Linux VDA, HUTEMERZ A, ZHAEIWIEINE, HERFAE
KRPMERE., MELE, AILUENEMETZEAUERIRE,

AILUERB R FENEITHIZA, thal LIRATMCEENIAN BEETHIZA, BEUR(FRT, BERZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTECE

BIIsRTEMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

Epoli=

BEREN, REMNAFRRENENAIRMFEERM, NRFMENMEEERET, WHATSRTAFREEAER,
MMAFEI AT R ET 12,
SR EEEE!
+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2&F&itENMA
o BIMER N o WFEMAENGSR, HRHIRER ',

« CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA Zxkf&F Ker-
beros E2&i& & Delivery Controller #1753, Kerberos EBBRIER S LEREMEREMN Active
Directory £l TEME,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ERi2Eh=1&5FR89 Delivery Controller
sE2fREER (FQDN) 7R EB T @ Delivery Controller #1T5EM. HMEDIEE— FQDN 5 CNAME,

+ CTX_XDL_VDI_MODE=" y|n' - #itBNEENETAREZMHE (VD) ERAEAZRERHREL, 3
F HDX 3D Pro i, $EREA 'Y,
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« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA x%#% HDX 3D Pro, X2—4H GPU kAR, SEMRK
EEFNAREFNEBTKE, NRi%EET HDX 3D Pro, ME R VDI £&E (2xi%) EXEE VDA (B
CTX_XDL_VDI_MODE= ‘y’),

+ CTX_XDL_START_SERVICE=" y|n’ -HEEEETMEERE Linux VDA RS,
« CTX_XDL_REGISTER_SERVICE=" y|n’ - EEzhitEH/EREE Linux Virtual Desktop AR,

+ CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RS &R i 15 NRLIE @ R 4B A S,
ERIE RS AEFR EE7 Linux Virtual Desktop TAFIEIRO (EXIAEO 80 7 1494),

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE S iFHFEHN
GNOME . GNOME Classic 5 MATE SEFiE, MBEFEETE, NEMHE VDA LEEENIIAEHE,

KA LB SR TS BREN B IERAFPNREFIR:
1. 72 VDA t# SHOME/<username> BER F8IE— . xsession X,
2. 1 . xsession XHLURIBRITIRIEE R EFE.
- XF MATE £H
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

- EMATF GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- X+ GNOME £H

GSESSION="S$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEHFRIERRHEE 700 XHR.

BhikZs 2209 2, RIEAFPATUBEXEKEI R, LAURATE VDA ERERIMVKIEIFE, BRI
fE. AXBAER, BENESIEAF DN EEXREIF R,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - 2% NET Runtime 6.0
LU $55H) Broker KIEARS (ctxvda) MIER1R. BRAKRIEAR  ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP A5 Delivery Controller i&fs,
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CTX_XDL_SITE_NAME=<dns-name> - Linux VDA i&id DNS kIl LDAP fR$5238, Z¥& DNS R4
MREAAMIER, MIEE DNS itmBif. RFAFE, BRHIREN ‘<none> &

CTX_XDL_LDAP_LIST=" <list-ldap-servers>" - Linux VDA Z i DNS 3431 LDAP fR$3 %8, R
DNS FTixiefit LDAP R512R, B MURMHE LU= D RAI LDAP FQDN (%8 LDAP M) %R, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E7£ Active
Directory M B AR LDAP &1, 1EEidiEhIE ERA2RE R, FEHEXM LDAP IROSHEE S 3268,
BINERT, HEEIREN ‘<none> |

CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & v Active Directory 1318 1912
EKERZ I LDAP (fig0, DC=mycompany,DC=com) , NiITSERMEE, TUIETHEEEM (0
OU=VDI,DC=mycompany,DC=com). MNRFHE, HEHIEEN ‘<none> |

CTX_XDL_SUPPORT_DDC_AS_CNAME="y|n’ - Linux VDA 3%/ DNS CNAME i2 &% Delivery
Controller &#F.

REWRREHIZTREMZ:

export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<list-ddc-fgdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES:'y|n‘

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-1ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

iZ17 sudo ®<H, BN -EXTLUEHNAFRTEEFBLEHCZNF shell. HMNBWEEAFENHSHME
#!/bin/bash {FHE—1TREIZ shell B,

H5h,

ERILERR N e IEEME S

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="'<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE='y|n"' \

CTX_XDL_HDX_3D_PRO='y|n' \

CTX_XDL_START_SERVICE='y|n' \

CTX_XDL_REGISTER_SERVICE='y|n"' \
CTX_XDL_ADD_FIREWALL_RULES='y|n' \

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>"' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
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CTX_XDL_VDA_PORT="'<port-number>" \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST='<list-ldap-servers>"'|'<none>' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>" \
CTX_XDL_SUPPORT_DDC_AS_CNAME='y|n' \
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent
<!--NeedCopy-->

MFRECE Bk

ERLBERT, SRR EME ctxsetup.sh HIAXEEEFMBVEZ, BREH Linux VDA R4,
HEIR(FRT, BEBIMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE L

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

RS MEBUREMIBRFR B BB 88, MimfE Linux VDA TiAfER.

RERE

ctxsetup.sh 71 ctxcleanup.sh i A& EEH A LETHEIR, HEHMEESARE B EXH [tm-
p/xdl.configure.log.

E#E Linux VDA BRSS, HEREREN.

#1%5 Linux VDA %

E1E Linux VDA BREREHETEESRENMBINRE, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEESFAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

B Linux VDA 34, ERITUUTRE:
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dpkg -r xendesktopvda
<!--NeedCopy-->

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHIE, B2, FEMIBRERE Linux VDA ZEIRE
B9 PostgreSQL %X+ &1 E ik F AR 4+ &

e

ATHREERNTAELE PostgreSQL EARRIKIE 4 L HIMIFRIE 1o

18 9: 1517 XDPing

EizfT sudo /opt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEFEENELEER@E. AXiF4H
58, 2% XDPing,

41 10: i17 Linux VDA

fE/ ctxsetup.sh fIA<EE Linux VDA 5, iBERUTa<EH Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{21k Linux VDA:
Z=1k Linux VDA BRSS, BHATUUTIRME:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR

E1Z1k ctxvda 1 ctxhdx [R5 2 71, 15517 systemctl stop ctxmonitord &< LU IE SRS SFIPIERF
TN, MRS TIFEFEEENBMEELENRS.

E#H AR Linux VDA:

EHRBEEN Linux VDA BRSS :
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sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

% Linux VDA IR
Z10% Linux VDA IRSHIEITIRES, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

F$E 11 QIBEENER
LI ENBRMA Linux VDA HENMISESES5M Windows VDA 753E2EM. B X INA5ERXEESMEME
MHsieE, EBRCIEITENERNEETENE R,
BIEES Linux VDA it BT BN B RISSEIG—LERE], #5232 FRTH Windows VDA i+ B SIE &
BR:

o XWTFIRERY, FIER:

- ZRERGRFEDN (NWFREAZRERMRE),
- BRIFRMERSET (ERT VDI THEKERGER),

o BENER—MTENBERFREMEA Linux 1 Windows VDA it+HE#l.

} =

AR

Bk AR Citrix Studio RZ#F “Linux BERS” WIS, B2, %% Windows Server &ERFG RS
BREAFRENFRATEARELZREARMRE, %F Windows SEIRFRAASKRERIERFENER FE
BEEN— TR IEE,

e

INRMIBFITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRNEIHENE R,

SE12: SIER(IA

BIERTAMARMES Linux VDA itBEHBIHEN B RMiZE S5 Windows VDA i+ EHLFER. BXINETEMIXLE
ESEVEIIFAETIRER, ESFEIER T,

8 &8 Linux VDA it BB RHZTAR SEIGIA T RS
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BXY

HRFmE AD BRFIABEREKE, eBERE Linux VDA &,
BARFRESHRIEN (ER) BRER.
BNERMMAFRENEE Windows itENHIHENE R,

NEleEIHEN B RMZHFAMER, ES Citrix Virtual Apps and Desktops 7 2311,

£ Debian EFzh% % Linux VDA

May 30, 2024
BHE:
SHFEMRE, BINBENEERRMTE#HTRRERE, BINRESNNEN, SAXPERNFIREMEL, &

R

p

2T,

1: AEFEEESM Linux itEH

S la: ITETNR

HBREBIRSITENNENZ, 1EEK [etc/hostname x4, FEHMNBSITENNENS,

hostname

F8 1b: AENE HEIFEMIE

MR EHE DNS Ha T LR EEHE (FQDN) EMtiEERE, 228K [etc/hosts XU TITUE S
FQDN MENBAENFIRIRE !

127
a0

127

.0.0.1 hostname-fqdn hostname localhost

.0.0.1 vda0l.example.com vda0l localhost

MBI E K B hiiERxd hostname-fqdn 8 hostname BEREMSI A,

]

Li

= .
= .

nux VDA HFiF 35 NetBIOS &#f#EH. EHNBZAREEL 15 MFR.

BEERFR a-z. A-Z. 0-9 MEFF (), BEREATIL (). TRMEMBTS, ENBEREURFFLM
EFRLER, kMNbERT Delivery Controller E4142,
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T 1c: REINA

BRI ENARIEENRIRERTIER:

hostname
<!--NeedCopy-->

e URET BB EN S, MAREE FQDN,
IIE FQDN RERBIEHTLIR:

hostname -f
<!--NeedCopy-->

IteEr <Al EHBY FQDN.

S8 1d. 2HAZ% DNS

BINEBERAT % DNS (mDNS), MX2SHAMBIFLERT—H.

T2 /A mDNS, 5448 [etc/nsswitch.conf HEXLITT:

hosts: files mdns_minimal [NOTFOUND=return] dns
Bk

hosts: files dns

SR le. WERMERFMRS FIsEE

HaIAAT LUEAT FQDN #H3ds#z%28#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN % Ping Ri@ LRE—ItEH, BANERXTR, RGBSR,

& 1f: RER#ES (chrony)

#af® VDA. Delivery Controller fligii= 38 Z BT $hia L 8BS ZXEE, 3 Linux VDA & RESIM (VM)
ARSSHEEMRERNS. HTHERER, RFERITERERS KRS IYE,

%% chrony:
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apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf HhHENTZMERSB/HFM— P RS BER:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -1iburst

TEHAIERE S, RHEIMASHIFITHIBRES, MAREEM R NTP MRS RES . NiFHE1 Active Directory 5
EHISE AN — RS EER B,

HipRFIHRERIEth server 5 pool £ 8, ®iEFE IP ik, localhost F1$EARS 25 *.pool.ntp.org £B,
REEXHEHRBS Chrony PR

sudo systemctl restart chrony
<!--NeedCopy-->

H 1g: RERHEE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

8 1h: IR AR RSB R IT

3t F Debian 11, &% deb http://deb.debian.org/debian/ bullseye main {T&ME
/etc/apt/sources.list xtEH,

S 1. REHISEEFRNIIEE
AR
o BAITBINE(UE SQLite BAF VDI #8358, 3§ PostgreSQL AFHEHRERER(TIEE,

o W FRMLEM MCS, &7 LU E B SQLite 5 PostgreSQL, MA & FahR %, BRIFET
[etc/xdl/db.conf F1T5%E, &N Linux VDA BiAfER PostgreSQL,

o XM FFoh&d, BHMMFohz e SQLite. PostgreSQL S EHH, MR AR BT T SQLite
PostgreSQL, MATLAERE Linux VDA -G E&E:34k4E [etc/xdl/db.conf SRIEEBAEF—1

KEDABNBUELEE PostgreSQL #1 SQLite LURIMAIEEEFERANFAEPHEE— T
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=4 PostgreSQL FiEITUA T ar < AR E PostgreSQL:
sudo apt-get update
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

BEAFIEITU T UTEITEN BRI B PostgreSQL & LA Hh:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

%% SQLite 34T Debian, iFE{TUTa<$LIRE SQLite:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

EEEFEANKIEE WRERRRET SQLite 7 PostgreSQL, M A UFELR % Linux VDA B &1 f5:83 418
[etc/xdl/db.conf FisEFEREF—1,

1. =17 [opt/Citrix/VDA/sbin/ctxcleanup.sh., IR 2L, NEKILSE,
2. #miE [etc/xdl/db.conf L5 E B RIIEIERE,
3. i517 ctxsetup.sh,

AR

al LU fERA [ete/xdl/db.conf EZE PostgreSQL MixAS,

TR 2. HEEINERER

EXFFNEMVEERERF 3 Linux VDA HE VM iziTH, REBMEH—LEN. REBEEEERNEMNEREFTS
HUATER. MREFENES LBTT Linux T8, NEREHERER.

&& XenServer (LIEi#r} Citrix Hypervisor) _R9Rdia]EL a3

BT XenServer Ba)EF ThaER, EEMEEMK Linux VM /R, E££i8%) NTP 1 XenServer HIMpIE, &
HIRAEEERFN T, NERNHSHMRSHBARS, BHESD Linux ERNTNRFARNES NTP BF, Xih
BERERZATNNERY, TEE HVM R T HTEMER,

MR EESITEEMY Linux RiZ, FEZET XenServer Tools, MATAEZE XenServer Bt aEF AR B F
EURSEEM LinuxVM REA:
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su -
cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iean<iR([E 0 5 1:

« 0-BEIRASHEERM, ENMEA.

o 1-BHEIRISIAEE A, TRREUEMIRIE.
R /proc/sys/xen/independent_wallclock X#4F7F7E, WFAEBEHRITUTS R,
WMRERA, BEEEZXHEAN 1 REBNEIRSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBMNENAEY, 1EHE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
BEWIEXLEY, FEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<iREE Lo

&£ Microsoft Hyper-V L g98diaE4% a)t

&7 Hyper-V Linux £ RS Linux VM 5] LUER Hyper-V BY{aIRS ThEeRE R ENIRIER LGN IE. AHEF
R HIAEIEIHAR S, F—RBALIEES NTP RS,

NERIRERSH:

1. ¥T7F Hyper-V EEBEHIA.
2. 3F Linux VM B9i& 8, &% Integration Services (£/HRS).
3. HfRE%RR Time synchronization (BFEIEF).

F=3

AR

tt77%5 VMware #1 XenServer (LLgT#R% Citrix Hypervisor) AR, XM= maZBEEVBEIRDSIhEE
LUEtS 5 NTP &Mz, Hyper-V BIERS RIS NTP BElEFHEFHER,
&5 ESX A1 ESXi LHIBiERZL R

BA VMware REIRLS IR, &M EEIMEH Linux VM &1, EH<iB3 NTP MEMNEERIEFNR—. HEER
HERS RGN, HBERNHSHMRSHERRY, FHESD Linux ERNFNRENHES NTP RF, XHiE
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MERZAENERY .

WMRIFFEIETEET VMware Tools B9 E#ME Linux RiZ:

#TFF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (FE#M#ZE) 3HEFEH, 177 Options (G£I) &M+

%3 VMware Tools,

£ Advanced (54) &, BUHi%ES Synchronize guest time with host (5EHEREFHAE).

ok W

#% 3: JZ Linux VM 702l Windows 5+

WTFAZRTATF# Linux itE#LZAIMNE Active Directory (AD) 33:

+ Samba Winbind
Quest Authentication Service

« Centrify DirectControl
+ SSSD
« PBIS

IRIBFMIZN 5%, FRIAEAMITIRME.
AR

73 Linux VDA frgvzssthik =0 AD Rtk ERERMNAR B, SI1EREEEKN.

Samba Winbind
LR EMFARRLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERDN Winbind 7i7#25F  Winbind SHPEF SRR E AEITENEBYEEH:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

HE winbind Bz F /etc/init.d T

ficE Kerberos Ll root AR &%, 117 [etc/krb5.conf HEELUTIRE:
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} =r

AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name £#5) DNS 1%, #ii1 example.com, REALM K5 Kerberos g &

¥R, 140 EXAMPLE.COM,

B E Winbind S4183F 1T vim [etc/[samba/smb.conf &5<$4T7 [etc/samba/smb.conf, AGEBEIUT

®E:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95— FE, REALM X5 # Kerberos $iigi& #F.
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B E nsswitch 177 Jetc/nsswitch.conf 33§ winbind HNEILLTIT:

passwd: files systemd winbind
group: files systemd winbind

A Windows 1,  @AUSiEHISSHAAEE, HEGHKREEENETENFRMEER Active Directory BB K
P

sudo net ads join <Kerberos realm name in uppercase> -U <domain user
with permission to add computers to the domain>
<!--NeedCopy-->

B 250 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind &2& PAM 51T T &<, #{%%F Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{333E) #1 Create home directory on login (EERINAIETER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

RYEFBENMANSE, winbind SFHFEF A RBERHET.

Wb A S Delivery Controller EskFrE VDA H&#H (Fie2 Windows X2 Linux) #BE7# Active
Directory AE—MTENER,

iz17 Samba # net ads H< LUIGIET BV 2B E MG

sudo net ads testjoin
<!--NeedCopy-->

BITU T LRI BN RES !

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos BLE EiF Kerberos 2R BIEMEBERNAS Linux VDA BB&ER, iBRIERS keytab x4+ 2
EEREHEESENENA:

sudo klist -ke
<!--NeedCopy-->
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
BEERUTHLHRIETENKAN TCT REEEE:

sudo klist
<!--NeedCopy-->

BEAUTHSEEITENKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIFRErIARKIEHEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

..

XBIEEMIE N AD 582, A2 Kerberos ssi&#f, ¥+F bash shell, #FERS— MR REHT (\) FrFs
T8, HSiRE—EMINTFEMHE S,

BIOIE Winbind PAM 2 BB EHERE, EERUEIRERNEAP KA ZER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EmThiziT SSH #88<, 1Btk SSH EBBHIERIETT.

IERE R id -u 5<$REIM uid SIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA P Kerberos EiREEFHHNERETENEKRTH:

klist
<!--NeedCopy-->

BRHZE,
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exit
<!--NeedCopy-->

HiEE R Gnome 5 KDE =580 A LRITRMBTIR. R TRMARIEGERERITIE 6: 22 Linux VDA,
e

MREAEKAERRIIRITRARSHRIE, EXEETENRHE, BEMBHDITEN, ARER,

Quest Authentication Service

EiisHlgs EALE Quest  REEEE Active Directory igisH128 EREHEE T Quest i, MEBKSEEN
IR, B Active Directory HhelEHENIR,

AWFAFRER Linux VDA 81l AT iHRAAEETE Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

W

f

ol

S

*
XEGARY TS EFHAR, UEMITIUERESISE. RDP. SSH T MEMTEMIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32HIThAESRM Quest A/ Unix i
EEF IPCHF, HELSABAER.

R BNREENSERZA SELinux. Ll root BFR &%, 4KiE [etc/selinux/config 3 E ek SELinux &
=

SELINUX=disabled
WWEREREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIZEHLHSSETLE, BMERX root AR FE A
P2t
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foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE S O /B (32400 #4) , BILLERIARY 10 /NYERIBE S AR 1/, BERIEEGARRENR
gt LIS ERIRRE,

& PAM F1NSS ZE MA@ HDX #ITHE AP B RIUAKREAARSS (530 su. ssh #1 RDP), EETU TS UF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A Windows 35 &8 Quest vastool #5535 Linux itE#10AZ Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user ARG HEMIA Active Directory #4935 P .domain-name J335i# DNS & #F, 540 example.com.
MANEEEFER Linux 8l

Wikl A S % Delivery Controller RFi VDA i+ &#H (Fie 2 Windows 2 Linux) #BZEE Active
Directory E—MIENIT R, BRIEMAT Quest B9 Linux BN EEBMTES, ERITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRIHBENEMNE, WaHLRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIFAFBHWIE FEIIF Quest 2T a5 @Y PAM A A #THHIGE, BERAUAKERNERAAKAER
Linux VDA,
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ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

IFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

iE Kerberos ZiREFHRHNRIERTHMARTHE:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

FEHITEMANRIEESSEHITH R 6. 2% Linux VDA,

Centrify DirectControl

A Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+&E#10
A Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2HEAERRITENMANEI Active Directory $FHIES Active Directory 15 P, domain-name 22
Linux i+&E# I FIB9IEHH 2 5,

Wikl A S % Delivery Controller kFr VDA it &#l (FRie 2 Windows &2 Linux) #BE7E Active
Directory E—MTENTR, BRIEMAT Centrify 89 Linux it BHNE2EMTES, EHRITUTIRE:

su -

adinfo
<!--NeedCopy-->

I5F Joined to domain EEE ALK CentrifyDC mode 2%iE[E T connected, MMEER{MAREEER
shiRAS, MIXRFA Centrify EAIRIBE T RS SREED SN RIER,

BEEAUTHLARBELENRZMIZHES:
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adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

EFTIHIMARIEESEMITI B 6: 24 Linux VDA,

SSSD

Bt E Kerberos EE1T T L% % Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZAE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L THEk:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBEERTFEIEH. SMIER,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false

rdns = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

b F Fxx#8 domain-dns—-name £%% DNS 5%, I3 example.com. REALM R XS # Kerberos s
&#R, 5130 EXAMPLE.COM,
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NS %20 SSSD EeE A Active Directory fERE &3 1R1E2FH EEM Kerberos #1781 KRIE. B,
SSSD HARMEA TN EE RS keytab xR AD B IRINAE, AT A adcli. realmd = Samba.

AR
A ARBNIRE adcli 71 Samba s 8.

o« MNREER adcli A, BRAUTHSE:
1. =% adcli,

sudo apt-get install adcli
<!--NeedCopy—-->

2. &3 adcli A,
BEEAUTHSHIBRIBRS keytab SXHFHIAG:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN B EN 2,

FE -H %W, adcli AaeEmMERA host/hostname-fqdn@REALM 9 SPN (Linux VDA EXRfER L&

o
3. WIEZR% keytab,
izfT sudo klist -ket ®<LUAREYS keytab XHEBIE,
BIFS RN EIBE S ST ENINNRAYE a8 ILAS,
 WNRMEA Samba M, BERRUTSE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. fig& Samba,
17 Jetc/samba/smb.conf HEE L TISE:
[global]
workgroup =WORKGROUP
security = ADS

realm =REALM
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client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM HHE—1FE, REALM 2AXE# Kerberos s &R,
3. f5H Samba A,

ERRIEHIBR A AATISIE, HEEUMAEBEREITENRMENEN Windows 1k,

sudo net ads join <the Kerberos realm name 1in uppercase> -U <
domain user with permission to add computers to the domain>
<!--NeedCopy-->

RE SSSD LR EMAAFIRME:
MREARRE, BEREFFERN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->

MRELERMGE, WENGHITEH:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

B E SSSD E5h SSSD iR A1, EEEM SSSD ffE, WFHELERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BEEEXX 4+, H%AFEIRIE, L root BFSHEIEEITH [etc/sssd/sssd.conf HEE L TIEE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 200



Linux Virtual Delivery Agent 2311

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& & 77 true, LI {& SSSD #& & fa 5 ¥ Windows SID B §f # Unix UID, &
M, Active Directory @ 7t & % {2 £ POSIX ¥ B 12 o PAM R $ ctxhdx B & il
ad_gpo_map_remote_interactive,

=

Itk £ F>2## domain-dns-name £#05 DNS 54, il example.com, REALM 2AEH Kerberos 4
&R, Hla0 EXAMPLE.COM, AEZEEE NetBIOS i5#,

BXEEIRENEE, 5519 sssd.conf #l sssd—ad HWFEMTL,

SSSD SriFiEF EREEX U IXEBFIEE RIUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD PP BT T e S izBNEEh SSSD sFiFiER, UNEFIFEREIT BN ELh:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMERE 17U T®H<, HiRES SSS authentication (SSS 514383F) #1 Create home directory on
login (EERHNAIREBRR) %M

sudo pam-auth-update
<!--NeedCopy-->
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory #E—MTENITR,.

o tNRMEA adcli BIBEM RS, 55T sudo adcli info domain-dns—name &<$UBRESE
B

o MNRMEA Samba WIHEM A F, 1EiE1T sudo net ads testjoin dLRIEHENIETEMAT
%, iB17 sudo net ads info HLWIEFIMEHITENTRER.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BECIEHEGSENENR:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
BEAUTHLEIETEKFN TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFIEN PBIS o
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS R A A 4T
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

1517 PBIS &4
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 @89Sz HI BRM A AR, HEGHAEEENIEITENFHMEIEM Active Directory B %
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A E K I EHHFME Active Directory H 1915 . domain-name 71 DNS & #;, 10 exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, iEiz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

Wikl M A F % Delivery Controller ExkFrE VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory BE—NMIENNR. EWRIEMAT PBIS # Linux iHBNEEMFIEF, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMARE MK, e RREEXHFIMAN AD 5 OU WiER. &N, RETENSZ.

IEAF BHI0E EIIE PBIS & 8@ PAM ST A #ITE ML, BERAUFIRERNEAFPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->
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IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEESEMITS I 6: 2% Linux VDA,

£ 4: £%.NET Runtime 6.0

7£%% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, 1T which dotnet <% & EHIEITATER R,

RiESSHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, EER /aa/bb £
F.NET 2R 2,

S8 5: T# Linux VDA #i{4+8

1. %= Citrix Virtual Apps and Desktops T# 5@,
2. BFFiEZhRAH Citrix Virtual Apps and Desktops.

3. BFFAMIUEK Linux VDA, Fii0:

~ Citrix Virtual Apps and Desktops 7 2305

~ Product Software

Citrix Virtual Apps and Desktops 7 2305, All Editions

~ Edition Software

~ Components

Linux Virtual Delivery Agent 2305

Workspace Environment Management 2305

~ Citrix Virtual Apps and Desktops 7 2303
~ Citrix Virtual Apps and Desktops 7 2212

~ Citrix Virtual Apps and Desktops 7 2209

~ Citrix Virtual Apps and Desktops 7 2206

4, g Linux VDA §&#ZrT34i0] Linux VDA FER R,
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Downloads cxpond all sections

~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/Cent0S)
~ Linux Virtual Delivery Agent 2305 (SUSE)

~ Linux Virtual Delivery Agent 2305 (Ubuntu)

~ Linux Virtual Delivery Agent 2305 (Debian)

~ Linux Virtual Delivery Agent 2305 (Amazon)

~ Linux Virtual Delivery Agent (scripts)

~ Linux Virtual Delivery Agent (sources)

v Linux Virtual Delivery Agent (VCSDK)

~ Linux Virtual Delivery Agent (GPG Key)

5. THE5EM Linux ZIThRIEERY Linux VDA 23R4,
6. TERIAFRIE Linux VDA B+EZE MR GPG A%H. Flw0:

Downloads cxpandallsections
~ Linux Virtual Delivery Agent 2305 (RHEL/Rocky Linux/CentOS)
~ Linux Virtual Delivery Agent 2305 (SUSE)
~ Linux Virtual Delivery Agent 2305 (Ubuntu)
~ Linux Virtual Delivery Agent 2305 (Debian)
~ Linux Virtual Delivery Agent 2305 (Amazon)
~ Linux Virtual Delivery Agent (scripts)
~ Linux Virtual Delivery Agent (sources)
~ Linux Virtual Delivery Agent (VCSDK)
~ Linux Virtual Delivery Agent (GPG Key)
Linux Virtual Delivery Agent (GPG Key)
May 30, 2025

Checksums
SHA 256 -3440f3c9a03851239441083f6040 . ottt

I Linux VDA BB ZEMY, BETUTHSLUIEAHESAE DEB SUBER U R ER 4O :
sudo apt-get install dpkg-sig
gpg ——import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy-->

$I 6. L Linux VDA

418 6a: % Linux VDA

£/ Debian # {8 BIBE L% Linux VDA 4!

sudo dpkg -i xendesktopvda_<version>.debianll_amd64.deb
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 205



Linux Virtual Delivery Agent 2311

Debian 11 f9{&IATIR:
libnss3-tools >= 2:3.61
libfuse2 >= 2.9
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.53~
libmspacked >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->
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} =r

AR

BXRILARZAH Linux VDA Z#5#9 Linux &1ThR# Xorg hRAMFIR, ESHRARER.

S22 6b: F4& Linux VDA (7]3%)
Linux VDA 3 M BRIFhRAFITHR. Hli0, ERLUE Linux VDA M 2308 A4 3| 2311, M 1912 LTSR #H4& =
2203 LTSR,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

=z

AR

ARMBERERES [etc/xd|l THEREXH. EHITARZA, BESUEHXLEXH,

$IET: =% NVIDIA GRID RzhigR

BF HDX 3D Pro EXREEEHHEIRZRFH VDA 1+ EH] %% NVIDIA GRID E=pi2R.
ETEEERMNEERER L 2EMECE NVIDIA GRID E# GPU 1228 (ENIREER), ESHUTER:

« XenServer
o VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID R& VM EKahigrr, BHRITTENEITE:

1. HREKE VM BXH,

2. FEMWEBEEFERERT, VM DE— GPU,
3. BE VM,

4. VM ERERE VM KihigrF.

#1128 EE Linux VDA
AR

HREBITNIRREZE, BREEEENRERAPLET en_US.UTF-8 XIFigE, MRZXIFILETT
BHRERLT AR, 51T sudo locale-gen en_US.UTF-8 5%, 31T Debian, @i EUHE IR #
en_US.UTF-8 UTF-8 173k4R4E [etc/locale.gen X, 7A/5i=1T sudo locale-gen i<,

REREERE, BIETT ctxsetup.sh BlaREIE Linux VDA, FUITEMEXRZ AT, ZBALKWITRE, WRFIE
RFMBERE, NBEVE, oILURER SIS TZMEUESRIGE.

B LURBRIR S F NG THIZA, WAl LIRAMEEENMN B METHIZAS. B FR], BEERMANEDESR:
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RrERE

BTSRRI EMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEEcE

BEREE, REMAFRFNEN A RIFREERME. MRAFENFMEEENEE, WHEFRRTAPRM/EMNREE,
MMAFES AT R 12,

SFNIFREEEE:

+ CTX_XDL_NON_DOMAIN_JOINED=" y|n’ - 2F&tENMA
o FINMER N’ WFEMAENTR, BREREN N,

+ CTX_XDL_AD_INTEGRATION=" winbind|sssd|centrify|pbis|quest’ - Linux VDA ZxkfEF Ker-
beros &g & Delivery Controller #1T&1331E, Kerberos FRBIRIER % LEREMERER Active
Directory el TEHE,

o CTX_XDL_DDC_LIST=" <list-ddc-fqdns>" - Linux VDA ERi2tH =5 FE8Y Delivery Controller
sE2fREEE (FQDN) 7R LB T ™ Delivery Controller #1753, HHELEE— FQDN 5 CNAME,

» CTX_XDL_VDI_MODE=" y|n' - $itBNEENEAAERMHRE (VDI) FRABAZSERIRE,
F HDX 3D Pro 3548, BiZERER Y.

« CTX_XDL_HDX_3D_PRO=" y|n’ - Linux VDA 3#5 HDX 3D Pro, X2—4 GPU MR, St
EE R AR B E ML KT, ME%EET HDX 3D Pro, MEH VDI =@ (255 @EE VDA (87
CTX_XDL_VDI_MODE= ‘y’),

o CTX_XDL_START_SERVICE= y|n’ - HERTESRAEERBS Linux VDA BRS.
« CTX_XDL_REGISTER_SERVICE=" y|n’ - #EEzhitBHEE5H Linux Virtual Desktop ARSS.

« CTX_XDL_ADD_FIREWALL_RULES=" y|n’ - Linux VDA RR$E R s iFfE N\ E @S R 50 A,
ERITE R AR A& EEA Linux Virtual Desktop T FrEIRO (ZRIAmOA 80 71 1494),

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE SiFHFEAN
GNOME . GNOME Classic 3¢ MATE f@EifiE, MEFEEETE, NFEATE VDA LEENIIAEHE,

TR LB e A TS BAR BN BRSIER A NREIFE:

1. 7£ VDA t#y SHOME/<username> BER FRIE—1 . xsession X,
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2. BiE . xsession XHURERITIRIEEREIFE,
- X+ MATE £H

MSESSION="S$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
fi

- iEATF GNOME Classic &

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 5EMRKRIEAPHEE 700 XHRR,

Bhrads 2209 2, SIEAFPTUBEXESERE, SJReE VDA ELEIRNEmFE, FeeBBILtIh
. BXIFMER, BERRSERAFPNSHNEEN REIFER,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % NET Runtime 6.0
LU $55H) Broker AI2ARSS (ctxvda) &2, BRAREAR  ‘Jusr/bin’,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i@z TCP/IP izA%5 Delivery Controller i&fz,

o CTX_XDL_SITE_NAME=<dns-name> - Linux VDA ;& DNS & ¥l LDAP fR5328, EJ§ DNS &=L R
PRI #EE S, F4EE DNS &, MIRFAEE, BERKHIZEN ‘<none> |

o CTX_XDL_LDAP_LIST=" <list-ldap-servers> - Linux VDA #Zifj DNS 5k X Il LDAP R385, R
DNS FTixiefit LDAP R512R, B MURMHE LU= I RAI LDAP FQDN (##8 LDAP i%H) 5%, #im,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, E 7 Active
Directory M /B AR LDAP &1, 1EEigiEHE LRA2RBE R, HBHEXM LDAP I5OSHEE S 3268,
BINERT, ESIKEN ‘<none> |

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3 & & /5 Active Directory i3 iR #9 1%
RENRZEIH LDAP (g0, DC=mycompany,DC=com) . HIREIERMEE, TLUIBEEREM (0
OU=VDI,DC=mycompany,DC=com). MIRFHE, HEHIEEN ‘<none> |

o CTX_XDL_SUPPORT_DDC_AS_CNAME= y|n’ - Linux VDA R DNS CNAME 2 R15% Delivery
Controller &#F5.

REWRREHIZTREMZ:
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export CTX_XDL_NON_DOMAIN_JOINED='n"

export CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest
export CTX_XDL_DDC_LIST='<list-ddc-fqdns>'

export CTX_XDL_VDI_MODE='y|n'

export CTX_XDL_HDX_3D_PRO='y|n'

export CTX_XDL_START_SERVICE='y|n'

export CTX_XDL_REGISTER_SERVICE='y|n'

export CTX_XDL_ADD_FIREWALL_RULES='y|n'

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>'
export CTX_XDL_VDA_PORT='<port-number>'

export CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>'

export CTX_XDL_LDAP_LIST='<list-ldap-servers>'|'<none>'

export CTX_XDL_SEARCH_BASE='<search-base-set>'|'<none>'

export CTX_XDL_SUPPORT_DDC_AS_CNAME:'y|n'

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

iZ1T sudo SRS, BN -EEMUKNERET2FBLHIRMNHF shell, RITBWNEEATMENGSHME
#1/bin/bash {ERHE—1TREIE shell B,

F5, ERLUERRN S IEERBESH:

sudo CTX_XDL_NON_DOMAIN_JOINED='n"' \
CTX_XDL_AD_INTEGRATION=winbind|centrify|sssd|pbis|quest \
CTX_XDL_DDC_LIST="<list-ddc-fqdns>"' \

CTX_XDL_VDI_MODE="'y|n'

CTX_XDL_HDX_3D_PRO='"y|n'

CTX_XDL_START_SERVICE='y|n'

CTX_XDL_REGISTER_SERVICE='y|n'

CTX_XDL_ADD_FIREWALL_RULES='y|n'

CTX_XDL_DESKTOP_ENVIRONMENT= gnome|gnome-classic|mate]|'<none>' \
CTX_XDL_DOTNET_RUNTIME_PATH='<path-to-install-dotnet-runtime>"' \
CTX_XDL_VDA_PORT="'<port-number>"' \
CTX_XDL_SITE_NAME='<dns-site-name>'|'<none>' \
CTX_XDL_LDAP_LIST="'<list-ldap-servers>'|'<none>"' \
CTX_XDL_SEARCH_BASE="'<search-base-set>'|'<none>"' \
CTX_XDL_SUPPORT_DDC_AS_CNAME='"y|n'
Jopt/Citrix/VDA/sbin/ctxsetup.sh --silent

<!--NeedCopy-->

MFRECE E ek

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIELEFMAYER, BFREH Linux VDA R,
SRMFED, BEBRBANEHER:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

HFFECE S K-
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:
A= MEIREIBRFRrE B EE0IE, MMME Linux VDA LA,

==

ctxsetup.sh 71 ctxcleanup.sh A EZEH E LERHIR, HEHEMEESANEEHEXH [tm-
p/xdl.configure.log.

E#Esh Linux VDA BRSS, HIREREN.

#1%; Linux VDA

Et0E Linux VDA REEREHEEECRERMGENRE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZFAGER:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B4, EHITIUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

EE Linux VDA B2 MIBRXBX89 PostgreSQL MEMEEHIE, B2, FEMIBRTERE Linux VDA ZEIRE
B9 PostgreSQL X+ 81H H ik #i AR 4+ &

e

AT HREERNTAEIE PostgreSQL EARRIKIE 4 S HIMIFRIE 1o

$& 9: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping ie®E Linux VDA FIEEENERRE @, &XiE4H
58, 2% XDPing,
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41 10: i=17 Linux VDA

£/ ctxsetup.sh iI4<EE Linux VDA 5, BERUTa<EE Linux VDA,
E5) Linux VDA:
BEh Linux VDA BRS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{21k Linux VDA:
Z{Z1E Linux VDA BRSS, iBHITLATIRIE:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
7121k ctxvda 7 ctxhdx RS2 81, 15517 systemctl stop ctxmonitord &< LUF IS MRS SFPIERF.

BN, EMARSSTIFEFREERBEE LRSS,

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

#2 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

SE 11 gIRTBENAER

BUERITEA B RAAM Linux VDA it BB 5E 58 Windows VDA 757E£ M. B XA TFEMXEAESHIEME
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:

o WTRIERY, Bk

- ZRERGRFEDN NWFREAZRERIRE),
- BRERFRAETR (ERT VDI TBRRKERIER),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
FE

BHAkRAR Citrix Studio RZ#F “Linux 2ERS” WIS, B2, %% Windows Server &ER SRS
BRAEAAENSZRATERREREZR@TER, %F Windows SEIRFRAHKEIRIFRAIENEF R TFE
AEBEN—TAP R,

'

RMERENERBEEFRIMA Active Directory 18, NBRERIHEN, AEBEERFNEHENER.

SE12: SIER(IA

BIERFTAMARMES Linux VDA itEHBIHEN B RHiZE S5 Windows VDA i+ EH/LFERE. BXINETEMIXLE
ESHEMFAEIRPA, BFSREEEZ T,
BUEEH Linux VDA i+ 5B B RERZ AR E G TRE:

o WRFTE AD BRHAEEHREE, sEBERE Linux VDA itEH,
s BIATRESHRIEN (BER) ARER.
o BENERMMEFEANEE Windows iHEHHITENER.

BXRUALETEVEERNRGANES, S Citrix Virtual Apps and Desktops 7 2311,

ficEa

May 30, 2024

KEBXABFANAT Linux VDA BIThEE, EIETHRERER. ECEMBIEHER

g

May 30, 2024
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AEHABTEE LT EM:
« Linux VDA #iBus &1tk
« HDX Insight
« 5 Citrix Telemetry Service £/
« @@ Citrix DaaS Standard for Azure & Linux VDA BEE#H
 Linux VM # Linux &3IEE4R
« BEUWE
o RIERFRIE
o BMRSTIFER
o WFEHRR
o HAth

AT HTMLS5 B Citrix Workspace [ AEFZ 1%

tl7Z Python3 EiIFiE

3% NIS 5 Active Directory &£5%

IPv6

LDAPS

Xauthority

Linux VDA #iEU&Eit+%1

May 30, 2024

2% Linux VDA 5, BRBEmHSS5HIBREITL. BIBREITRESRIHRIERNERBEREIEHEEHIELET Citrix
Analytics, U#BNR®E Citrix F=RHREMEE. FELHLETEEBHRIEN,

AMRIRE

ZHABERT, Linux VDA #iEWE I T ERRS. ATLES U T EMRIZRERBHERZITR:
fiiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
£Z#5: CEIPSwitch

&: 1=E£H, 0=ErA G\BE)
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MRFKIEE, MWEHA Linux VDA $iEKEE T,
AILUETIA T ap <R A Linux VDA Bk &Ei+41:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

M Linux VDA Ug&Eay ez
TRIBH T IRENSIELR TG,

HIER ERRIE TR

& GUID machine_guid

Linux i&E RSB FRF RS 0S_name_version

AD fERFAZER ad_solution

Linux m#zhR7s kernel_version

GPU %2 gpu_type

CPU A% cpu_cores

CPU sz cpu_frequency
MIEAERN memory_size

LVDA hirz vda_version

LVDA &g e & update_or_fresh_install

=EEA VDI &
LVDA =&757%

vdi_mode

install_method

=5 RBA HDX 3D Pro hdx_3d_pro
=ERBAT BCR bcr

RAEXKIFHIGE
7 1D

system_locale

farm_id

iR

BT RRMEIRE SRR T B AT
GUID =F#f&

FREH, RRITENM Linux &1ER
SR ARFhR A

FiFE, ®RETENBRMAGE

FiiE, RNTENBIRZARE
&7 VDA it BHE GPU K2
BY, ®RTTENS CPU Rz

KR CPU $I=pF sk (LA MHz 9
1)

B, RAYEREARDN LKBA
(i)

FRHB, "RLEHN Linux VDA KR
R, RN EESMRERENY
Linux VDA 46

B, RAEERAT VDI &K
e, FRBEIER MCS, PVS,
MLERFrIRERET YAl
Linux VDA 348,

FREB, RAEGEITENLBRT
HDX 3D Pro

FREB, RAESELITEN LBA
THRBABTEER (BCR)

FREB, ®RALITENNKIFHIZE

Frrg, ®517 Do

P

=
i
=

LR
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HiER

VDA EE R

Receiver ZP xR

Receiver P igiRras

FTENTHER
USB EEm it
Gfx fRfitiZF KA

BRI
BFEFIES

BRFREEMIT

MR REID B T

IKEMZERRE
IKENBREX XA KE
MTU

MTU MSS
XHE
X EHIREL

XA R T EREL

ERRIE TR

vda_virtualization

session_key

resource_type

receiver_type

receiver_version

printing_count
usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

grahpic_video_codec_type

credentials_type

watermark
watermark_transparency
watermark_custom_text_len

mtu

mtu_mss
filetrans

filetrans_upload_count

filetrans_download_count

iR

FRER, RNEIET VDA REMIE
EiEr
R MERENEUIERI =I5

FRB, RNBHHSIENEREE:
SE% <appname>

B, REATREHSIEN Citrix
Workspace [z FRiZFZE!

FREB, ®RATFRHRIEN Citrix
Workspace Rz fRZFHRA

B, RARIEEAITENRERREL
B, "naiEfER USB Ig&RIRE
FREB, RARENERERZFE
B

B, RIRERER
BERPEENMBEIEENASKT
(5=

BY, RAIEERFEETAATRIED
M ARFNSIEERMAR K IE
B ER

FRER, RTMMUARELDSEET
Thinwire,

B, "RTATESR Linux VDA K
o5 it

FREB, RAEEBAT RIEK
B, RTKEDLERE

B, RAKENBEXXEKE
FREB, RIEGELREPFERR
AiEHEA (MTU)

B, RnmASEAN (MSS)

B, RAXMHERRIRIRE

YRER

Y, RrEPER LR BIR
BT EIBREL
BY, RA=ERER “TH Bfr
FATAHERRREL
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HDX Insight

May 30, 2024

B

Linux VDA &4 3z#% HDX Insight Thik,

[
ik

REKHREETERR.

fERAER
HDX Insight #&s34fi@id Citrix Workspace R F#2F#1 Linux VDA Z a8 Citrix ADC %3&# ICA B 8. Fie HDX
Insight #4E5R B NSAP EiN@EH LUIKREEA R LIX. NSAP EHUEEZIAL T B AR,
LU Tan<a 32 AMEA NSAP EiEE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

R HIRR
FETEASIER

AREERNRRA:
« HDX Insight RIEHEIE.
fign, 7 Citrix ADC L/Z/ AppFlow, =Z¢#7E Citrix ADM EEE T REHHY Citrix ADC 324,
o £ Linux VDA EkE5 ICA = EHLEE,
ps aux | grep -i ctxctl

IR ctxctl FKiE17, BESEERBKEFRLUA Citrix IRERE.
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FERMEAINAREFHRER

BWIARSBR T TEEINRE B TENBERF EEET.

5 Citrix Telemetry Service £5%

May 30, 2024

@35 Linux VDA 3£ E Citrix Telemetry Service (ctxtelemetry), &aILGETT Citrix Scout, AGfE
A /opt/Citrix/VDA/bin/xdlcollect.sh fiiz<3UksEE % Linux VDA BEE.

&4 Citrix Scout - *

Collect o

Select or add machines ta collect data from:

+ Add machine Filter by machine name Q ‘
Name Type Status
[0 rggbe-lvda-1.bvtlocal Linux VDA
[0 rggbe-lvda-2.bvi.local Linux VDA
[0 rggbe-lvda-3.bvilocal Linux VDA
[0  rggbe-lvda-31.bvt.local Linux VDA
[0 rggbe-lvda-5.bvt.local Linux VDA
[ rggbe-lvda-6.bvt.local
rggbe-lvda-8.bvi.local rified
[0 rggbe-tsvda-1.bvt.local
[0  rggbe-vda-1.bvtlocal

+*" 1 machine selected.

BRfZA Citrix Telemetry Service

- EEAZRSE, 15517 sudo systemctl enable ctxtelemetry.socket @<,
o« BEAZMRS, 15517 sudo systemctl disable ctxtelemetry.socket,
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a

um [
ZRINER T, Citrix Telemetry Service (ctxtelemetry) /8 TCP/IP 0O 7503 fifF Citrix Scout, ©fFFHE
Delivery Controller £#9 TCP/IP #%H 7502 5 Citrix Scout #1Tilfs,
EERE VDA EESIRO, FERITUUTIRE:
1. EFHATS Scout BEMRO, HETUTHES.
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t REG_DWORD -v "TelemetryServicePort" -d

<port number> --force
<!--NeedCopy—-->

2. BEERMIF Scout WEEFIRO, BEETUTHSLITHHERE ctxtelemetry.socket x4,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BEITUTHSTUERBHERFIHRO.

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4. EAMEEEREAHEO.

a0, REERAME Ubuntu, 51T sudo ufw allow 7503 &5< LUE A0 7503,

AR

AT LI FIETT ctxsetup.sh KB HRITRIEAS B 3 # 4.

FIRER
R Citrix Telemetry Service T &RMEAA BT, WEIUBRARSERBERE.,

1. EEAERER, BEETUTHLUITH ctxtelemetry X#, #AE% DebugMode EEHH 1.
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sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

2. Fmpf=Lk Citrix Telemetry Service, EERF 15 H¥UERS BohELE,

ELRGIAR, ATLLETT AT a4 REL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEZE &R Linux VDA #1£ /var/log/xdl/ s&E#
telemetry-debug.log,

R3S E 1R i)

THAEZFIRON systemd sFFEFRIABHER L EXR, Citrix Telemetry Service BHARFELLRES, #H
1X1E M Delivery Controller ZtH BEWEIERN BRI, BEKRETRE, RESFFMIKEISER, FFENER 15
o8, MELBEAMEEERK, WEBXEL, ALUBE U TaTEEFRFNE, &/IVER 10 2%, NMRIRENENTF
10 %0, NSIVE 10 DHREN. REFFNEG, ELEHERBIRS.
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicelIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->
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FOIEI

EFRREEREZE, BIENNRH S EENEE BN B6ET, XEMNRHEREXLER, MRESITENM
MRKW, Scout BET—FKHER, RABNUMBIEER, FXEIEVXKIFMES, 1551 Citrix Scout XHHRYLE
I BB 57 o

&< Azure #1T Linux VDA BBhEH

May 30, 2024

W IhEE BB F I BN i+ R MRT B B EhE#T Linux VDA %, 4#&7E Citrix DaaS Standard for Azure (UU#I#RA
“ERTF Azure 8 Citrix Virtual Apps and Desktops Standard”) &6l Linux VDA RHEEHER, &7 Azure &
REE VM BERIEERNE. Bxi#AER, 5287 Citrix DaaS Standard for Azure #8IE Linux VDA,

[iy=

EEMILINEE, BRRUATIE:

S8 1. BEHEEMNHF VDA 2 LHE Azure 53
S la: 7 Azure itk P FOIE— M BRH BB RIFIESILE S Blob (Anonymous read access for blobs
only) (Blob (1R blob KIE R iREXIARINR))

AR

Azure B3 blob ZITHFFIFEMEE, Citrix WEAEMRZ2REREEBRT. ITHEIIERSMAMAER
R, BEESXERENERASRIANAEZIZE N Private (no anonymous access) (FA% (TERIBIENIER)).

S 1b: & VDA B B &# 58 % Updatelnfo.json #9 JSON XX/, BXRIHEEINARA, BESFELUTHR:

{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash": ""

}

)
{
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"TargetOS": "UBUNTU20_04",
"PackageName'": "",
"PackageHash": ""

}

]
}

<!--NeedCopy-->
Hrh, “Version” £5#HB VDA iz, “Distributions” 2—AEHNR, SIMNREE=1HE:

« “TargetOS”: %72 “RHEL7_9” GEAF RHEL 7. CentOS 7 #1 Amazon Linux 2) 5% “UBUNTU20_04",
ctxmonitord T AIRFIMEMEMEITAR,

+ “PackageName”: 154K VDA REFEEH2 A,

+ “PackageHash”: £/ shasum -a 256 <pkgname> &<itHE# SHA-256 &,

3 1c: ¥ JSON X4 Linux VDA BR4+-E AR A _EHFIER Azure B8,

S 2 EXMEEE VDA LB BEBENINEE

RIAMERT, BREFRVFRBAERS, MR Citrix DaaS Standard for Azure 1 8I# Linux VDA, %57 Emg
HIThEER . &N, BEEES B VDA BRIk,

EGBEBRENR, B ETEMTUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
TR MR

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "0
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TERMATEMRRIRE.
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ERILE 388

fEnabled g B AIET. RIMERT, ZER 0, RRBEEM
BEA, AUEEIRERN 1 UERBEREH.

Url IS EAET, BIRE Azure 2589 URL LURENEH
= SMFEY VDA HiFE,

ScheduledTime LB A IET, FLUGHIEEHR Immediately 5

NextStart. Immediately &% & 7% VDA Hifraig
Y ENE{TEM. S THERERSEENENIEEZAH,
IETHER. B2, MR THRGEREEHAXNRIE,
Nelgex kAP Ak, NextStart EkEE T RED
ctxmonitord BHE1TEHH. U THERERSBEHNEHR
FESE, WETUEA.

CaCertificate LGB ATIEIRE, Ti%E PEM IEPMEEREUIE
Azure A2389 URL, 5+F Azure blob, BaILIEMRE
B RH N PEM 89 portal.azure.com BIEH,
ATREEN, RITENERMLEMRIGE, BNE
Ubuntu 3%, £ RHEL £, ©&B#EE curld
STH—LE NSS E, HRIEE U PBRIRIENIR,

B E5 ctxmonitord B, ©E%LZEH Url LUFEE Updatelnfo.json X, SAIBEM JSON X R E AR 45
RfE ctxmonitord 2 EMARAS HFIARAHITEH R, MBYAIRARE, ZRSEM Azure TEHFARZAH VDA
REBHEHREESH. 25, T©RIE ScheduledTime WIREEITEN. XN TAMIE, ETUEEZEEHBH
ctxmonitord LItk E3, B2, 7 Citrix DaaS Standard for Azure 1, &3¢ VM REEERNE, REEEEH
B5h VDA HHEHEEHASH ctxmonitord, IIREHELW, &89 VDA BEIRZEIMERZS.

=

AR

o TARBEREEME LREREMRIRE,

WNRIFRARFRE VM B TG 8, AtMEasEaifzE,

NREFAMOERIKNY, BREERESR.

MREIHRMEEIRRL, F—MEHBAFERERERRMADN Linux VDA, ZMERFZ&ER T
s EIMERERE/SHEIESTEETM. Citrix Studio Fi&HERSIERES.

Linux VM #1 Linux £iE35#x

May 30, 2024

TRYE T —EEATF Linux VM # Linux £1E893ER.
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=1 FREE MR VDA fRZ
ICAIER 2311
B 2311
BRI 2109

REENEIREZ T 2109

WA

ICA MEREA FJE F MR
Bo HABIRIETNE R EE
18, EiARILIEIR, ETH
R FAIEBME,

S H AR IEA R E 5
#HITERIEFAEENE
BYSRBRET R Lo
EEERIEN—MES,
ZidiERiEAF M Citrix
Workspace N BEFHiA
EE TR AR IERXE
BtiEl, BEEFIRIERET,
&= Citrix DaaS Wi
MET £, Monitor # LU
Director =#I&H A 1R
i, LU Citrix Virtual
Apps and Desktops
HiARZSH LTSR SpEHITH
BTEIEHRR. 1S IEI
L, BEFHEREEN
EE S HPNEEREES,
HERMEREL, KB
IR H RSN AR
&tTo

C BEEERIEHNBENER
ERRE, EHEBRER
B, wEFHHBENAU
GMEREREE, 2iEE
MEMEZITHIIRETRS
BN EEERERRS. &
ERRMHE B ER
EREREEENE, KERE
HEFEE, BXREER
EREMERNEAES, 18
ZHLTXE,

=&

&

7z Citrix Director #ni5#%

L

17z Citrix Director F0i&®

BRI A

RGBT A

17z Citrix Director F0¥a%
PR A,
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=L

TINETE]

Linux VM 9% £4545

i

ICARTT

BEUE

May 30, 2024

B

BHAERT, Linux VDA BB EIRETHEER F R AR,

[T

FREBIERIK VDA hivzs

2103

2103

1909

1903

WA

& i B B E T E R RIR

REA REMREIRE

EiRRIAETR, BB IEE
HiEdE > RIE>FERIE
IRFERIETH.

Linux VM By LA T 25645
ATA: CPU L. WE
K BERESURLEFIMN
fasE CPU MAEFEFAEZE
Linux SIERE RIS
TRIEHFAEEMNERET
73 UDP g TCP,

ICA EiRBtE (RTT) @M
TR T RN RE R 3
LR EFREE ETEl, B
FREY ICA RTT #E#%, iB7E
Citrix Studio # 6l ICA
HRTIEITEM ICA R
TR I B I8 (B PR SR ES.

17z Citrix Director F0i&®
PR Ao

7z Citrix Director #ni5#%

P A

17z Citrix Director F0i&®

=PI A

17z Citrix Director F0ia®
PR A,

ctxlogd sririEFM setlog AREFBIETE Linux VDA liA#tad, RiMERT, ctxlogd sSFiFREFE
EREHEE Linux VDA FEH.
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ctxlogd <Fipiiz

RERPIE HAMRSHMET ctx logd FiriEF. MRFFERER Linux VDA, FJLELEL ctxlogd sFiFEF.

setlog SLHiERF

ASWENEERFER setlog LARERFREN, ZEFMT Jopt/Citrix/VDA/bin/ 2 F. RE root AR AN
BITZIEF. ATUER GUI iETHSREEMNERRE, BEETUTHSLUIRERER setlog SREFNERE
B

setlog help
<!--NeedCopy-->

& EINMERT, Log Output Path (BEimHERR) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
K/ &EBHR 200 MB, ZRZELUTE Log Output Path (BEMHRE) TREMRNIHEEX .

EEYRIMN setlog f&:
setlog values
log_path (Log Output Path) = /var/log/xdl/hdx.log
log_size (Max Log Size (MiB)) = 200

log_count (Max Old Log Files) = 2
<!--NeedCopy-->

EERKRER) setlogE:

setlog value <name> [<value>]
<!--NeedCopy-->

4.

setlog value log_size 100
<!--NeedCopy-->

&3 FANERT, BEEIERENES (FREDARNE).
BEEENTEHEFRENBERS, BETUTHL:

setlog levels
<!--NeedCopy-->

BIREASES (B81F “BREA". B4R, ¥4, BR7. “EF. ‘HBR M WHHER), HETUTHL:
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setlog level <class> [<level>]
<!--NeedCopy-->

B5E3 HEBH (FRHANE)
B2A x

B4k g

EZ 4

Hs =8

B B

58ig S

Hanhiz G

<class> ZTE|IEE Linux VDA 9—PAM, BREBFABAMY, BREREN “287. fH:

setlog level all error
<!--NeedCopy-->

& FOAERT, RSIREWNT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false

CLASS = false

LEVEL false

FUNC = true
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FILE = false
<!--NeedCopy-->

BERYFIS:

setlog flags
<!--NeedCopy-->

BEENRERASAE:

setlog flag <flag> [<state>]
<!--NeedCopy-->

EERRINME  RFAELS. mEMEERIIANRE:

setlog default
<!--NeedCopy-->

BE.

ctxlogd BR52:ER [var/xdl/.ctxlog XHEER, RA root AFREBEIRZX . HtAFIHZXHE
BEEANR. ENZIN root BFAERAEMAFETFEAIR. SN2SH3 ctxlogd #ITERRER TR
BE, T miRsSEEMERE, HMEMAF AL,

BHEWE
AT LE1T bash Jopt/Citrix/VDA/bin/xdlcollect.sh 54kt RE. BFWERAEM xdlcollect Bash fAi%
&£ E Linux VDA 3541 TF [opt/Citrix/VDA/bin T,

BEWETRE, BESHAERNXHEPER—TEENEEXH. xdlcollect Bash AR RERBIREREEE
Zar B RES £ #F Citrix Insight Services (CIS), MREEE, xdlcollect 7 E#H5EmEiRE upload_ID, Lk
BASMNERAITEY PRIBRESEN B EX . HMAFRLUGER upload_ID i5ia CIS REYEEX .

HEEHR

[var/xdl/.ctxlog xXf+E5% (i, ZESMABR) BY, ctxlogd SFIFREFEM, BRI EEHREs ctxlogd iR

%
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE
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Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BERIER, B root AP B%ia1T setlog UEHBIZE [var/xdl/.ctxlog xff, AEEFHBoHEMRSESHE
Fiy ctxlogd ARS.

RERFUIE

May 30, 2024
BEEEIENEE, FMEBERALUE Intranet PEFRAFH ICA 2iE, ZI18EER noVNC ZEiZEl ICA =i,
AR

B(ERIZIEE, BFEMA Citrix Director 7.16 E S A,

ZRMECE

HRFIN

RFEFFERNMERIIXR python-websockify #l x11vnc, #X% Linux VDA EFzh&%E python
-websockify #fl x1llvnc.

s¢+F RHEL 7.x #1 Amazon Linux2:

BETUTHSURE python-websockify Ml x11vnc (x1lvnc hg4s 0.9.13 SEEARAS) :

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

GEA F RHEL 7.x) &3 B A& AR Linux M & 5% 4 & (EPEL) #1773 RPM 77 fif B R i@ 4 py thon-
websockify#f xllvnc:

« EPEL
x1llvnc FE EPEL #FERE, HiTUT < UER EPEL Z6EE:

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
<!--NeedCopy-->

+ HiE RPM

ZEARNER RPMs FEERE x11vnc B—EAMIRGE, BETUTH<:!

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 229



Linux Virtual Delivery Agent 2311

subscription-manager repos --enable rhel-7-server-optional-rpms
-—-enable rhel-7-server-extras-rpms
<!--NeedCopy-->

33F RHEL 9.2/9.0/8.x #1 Rocky Linux 9.2/9.0/8.x:
BEEITUTHSURE python-websockify Ml x11lvnc (x1lvnc ig4s 0.9.13 SIESHRA) -
sudo pip3 install websockify

sudo yum 1install xllvnc
<!--NeedCopy-->

@3B A EPEL #1 CodeReady Linux Builder 7Zf&ZEf#4r x11vnc:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos --enable "codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

33F Ubuntu:
BETUTHSURE python-websockify fl x11lvnc (x1lvnc hR4s 0.9.13 SERARAS) :
sudo pip3 1dinstall websockify

sudo apt-get 1install xllvnc
<!--NeedCopy-->

xF SUSE:
BETUTHSURE python-websockify Ml x11vnc (x1lvnc kg4s 0.9.13 SEEARES) :
sudo pip3 1install websockify

sudo zypper install xllvnc
<!--NeedCopy-->

5¢F Debian:
BETUTHSURE python-websockify Ml x11vnc (x1lvnc hg4s 0.9.13 SEEARAS) :
sudo pip3 install websockify

sudo apt-get 1install xllvnc
<!--NeedCopy-->

T}

Im A

SIEEF IR BEER 6001-6099 AWM A A OREIIM Linux VDA ZEI Citrix Director miEiE, Eit,
A HITEFMN ICA KIFHRARMNEL 99 1 BRFEEBNIHEOTARFERENER, LERZRIFER,
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MR

TRIIH THEXERE:

AR WRA BRINE
EnableSessionShadowing BRNZERARIEERINEE 1 (BA)
ShadowingUseSSL AT Linux VDA #1 Citrix 0 (ZRm)

Director zZal#9EE MR

BJ7E Linux VDA EiB{T ctxreg sa¥REHUEMRE. A, BERAKECFAE, BHBITUTHSL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #1 Citrix Director Z &89 noVNC &% A WebSocket i, M FRIFER, FRBAIEREN
“ShadowingUseSSL” iFft&RRiEFE ws:// Hwss:/ /o BINERT, ERws:/ /. BR, HFRLERA, &
MENEER wss: //, HESA Citrix Director EFPEME A Linux VDA BRS 88 EREEEF, Citrix IE4L%EBFE
Bws://#17 Linux VDA &iFEFNERZEEE.

IRENARSS BRIEBAMR SSLIEH EBXAARTEIERMENM (CA) EXR.
NFEEHPEE SSLWEA Linux VDA RS8R, HRE—MERIORSI/IED (BIEFFH) . RSB[IEBITRE
ERIHEN, RESTAEE /RS B/NTLRENHE (FQDN), Ea U B MAERBRAIES. EXMERT,
S nE DB S
5 Linux VDA @&{=89& 1 Citrix Director R inth FERIEH. RIEBAIMMKR RS BIEHHIE— CA RS,
BILAMELT CA RE[RSS BT A IRIES:

o SERNRERFRHE—LR CA

o« ik CA (RAARAWEILIEL CA)

o REBRIFRSERGE—ERN CA

BHEWEBALHNLZ2HERN, THRMNEEFERWMAERREGES,
BE:

cMREBIEFHNABRBHSME Linux VDA 1Y) FQDN X E L S EHMBERE & MNIE F &, 4
vdal.basedomain.com g *.basedomain.com,

o IAFEFZE (83F SHAL #1 MD5) XFHRFIERHNERMS A5E, FLENDBBAZH, Eit, SHA-256 I5E R
RN,
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Z=&1 Citrix Director i LR ERIEH RFERS IS ERERANEFT EMROEREME, HILERTLUER
[IS 5% Microsoft EigzHla (MMC) IEREB S TRERIEH, W CANIERRE, a7 IS FEHF Web RS2
EPES, RAERASHLREZIER. S, ERIUEFER MMC HRIERENRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome S NREMEIRER S LMIEH, XF Mozilla
Firefox, HfEIEHEIREEH Authorities (F&MH) EH+ ESNEMIR SSLIEH,

#S4 Linux VDA fRS28 F RERSV/IEBRERH BRSJBIEBHEH “shadowingcert™”, HKEPH
#H “shadowingkey” (* #5418z, a0 shadowingcert.pem # shadowingkey.key) . &R 23IEBMNE
PN HRIERRZ [etc/xdl/shadowingssl T, H 5/ RANRIE Lt L TRIP, MRZFRKEERER, Linux
VDA B EHFFENIEBRBRNM, MISHS Citrix Director MEEANK.

fERER

#£ Citrix Director f, HEIBHFRIE AERHRFFAFEESMERNER UM Linux VDA RIXEFE
Ko

Session Details

Session Control - Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICARTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127001

Policies Hosted Applications SmartAccess Filters

EEMBRLE, ICAREREPE (RE Citrix Director FFim) LRET—FHIVES, EXRAPATNS
EHITER
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/\ Allow an administrator to shadow this session?

Mo Yag

MRAFPEER, WCitrix Director WRER—1NEN, IBREEEY ICARIE

BXAZERIEMEE, 52F Citrix Director 324,

PR

o RIFEFMUERAT Intranet, EREATIINEEMLE, BMEE Citrix Gateway iE#Eth2itk, Citrix IE425i8
TESMEB IR Pi#1T Linux VDA SiEEEMEAERE,

- BRATRIEERG, HEERREETE ICARIE, BTREEATHITH.

s BERHECitrix Director #BEEEGE, RAKER—FHIVER, ERAPATNRIEHITER.
REERIEAF AFETRENSIEHRITER.

- AIERRNEIAVESEENRE], B 20 7, BiE, ERIERERK.

s — I RIFREH—(IBERHITER. fliWl, NMREER B ARKIEFEER A REERIBER, REHAFPRRAHIA
EESENHIERFEE L MRAFAR, EER ANEREEEEL, HATER B WERNERER.
MREBERAR—RIELEZ—NEFIER, ERIUEBERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 XESARZS,.

o Citrix Director ZFisER FQDN MAZ IP #uht3kiEiER B4R Linux VDA BRSE 28, EiItt, Citrix

Director EFiRAMEEHBMMT Linux VDA fR%52889 FQDN,

HPEHEER

MRKFEFKN, BE Citrix Director FFmM Linux VDA Li# 1T,

7Z Citrix Director X i +

BENRBHIFAARIE, EEHAEMFEREREES. HEEMLKET £ LZE ShadowLinuxSession
APl ¥Rz, RETRREAFASRNHINGE S, BEEEILKLK, EF 5 ping VDA B FQDN BUIGIE Citrix
Director 2% FQDN, MR wss: // EZEHMEA, ERBEHTES,
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7 Linux VDA t

HWIAEEDERIERN, ERETERAFATFNRILER. R&E, 0% vda.log 1 hdx.log st LURERIEX
%E, BIRE vda.log XiF, ERITUUTERE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUER vda.logBiiE:
Log4jConfig="/etc/xd1l/log4j.xml"
2. 117 [etc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WMTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. Bftsystemctl restart ctxvda ®<UEHBE ctxvda RS,
NRERILEERE L IR

1. RERBEEAMAERFIELESEERZTHIRD.
2. 7R SSLEYERT, HWIANEEBEMGRIEBMNERXYE, FEHETERIRIZE T,
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIBER,.

wALARSS STIPIER

May 30, 2024

BMRSFIFERF (ctxmonitord) @S HITERIMREMXERS. RNTIREN, ZFFEFRENBHREL
ARS5 2, FHBRMRHIZRE URKRE R, WNEINEEIZRE [var/log/xdl/ms.log S,

icE

Y&BE5 VDAY, BMARSTIFEF B BRALN.

A LLfE A B E R NIREE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf
whitelist.conf X #+EE % IhhE,

Z(# scanningpolicy.conf. rulesets.conf 7l whitelist.conf XX+ EREN, BBRITUTHSUERBE
BRSFIFERF,
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systemctl restart ctxmonitord
<!--NeedCopy-->

+ scanningpolicy.conf

REXHEARERBARSTIFER. ERERSCNNEER, HiEERSRERNINEE,

MonitorEnable: true/false (BRAEX true)

DetectTime: 20 (afui: #, BAE: 20, H/IME: 5)

AutoRepair: true/false (BAfEH true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

ttEEEXfHEE B BMNBERRS. RABR TELMRSEMANRS, NTENFSEEFT.

EREERANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3

- ProcessName: <> (#IZRMFEEET, HATLITHE,)
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- Operation: 1/2/4/8 (1=®KRNZIFEHMEILRS. 2 = NFRERLILRS, 4= EHBHRS. 8
=51 Xorg #i2%HE.)

- DBRecord: false
« whitelist.conf

7z rulesets.conf s E M BiriREZ 4 Fi7E whitelist.conf Xl E, O 2REES TS MMEE
iprin

EfRRBEREE, 157 whitelist.conf XX SHEEH (UATLER) . EXRFl, ESETENRE
BE,

=r

AR

E/Z1E ctxvda. ctxhdx #1 ctxpolicyd iR55 2 7, 1&i51T systemctl stop ctxmonitord &< LUE L
MRS FIFiERF. TN, BMRSTIFEFEENRMEELENRS.

AR

May 30, 2024

AXNABT WEEER XDPing #1THIEHR U R MNAER ctxsdeutil SREFTHRIENIE.
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XDPing

Linux XDPing TER— 1 ap$1TRARF. ERUBMRITIRE Linux VDA FRHHE LB RmEE,

%% Linux XDPing T2

FE: BT ctxsetup.sh T %% XDPing, E%x% XDPing, 5izfT sudo /opt/Citrix/VDA/bin/
xdping,

ki< iE &8l —1 XDPing FriEs Python3 Bl R R, MR <$ A0 Python3 EilifiE, BKELIE
Python3 EIFE R FEoI B ZIF .

BRRREER pip TANTAIRERIBRIN SSLIEZHEIR, 1BEERIGLUTRIEENFME /etc/pip.conf 2
[global]

trusted-host =

pypi.org
files.pythonhosted.org

TLUER XDPing SRMM{ES

XDPing Ki# Mas< shell 517892 75 XDPing BN AIAIT S,

TRNABT I UEAMEND XDPIing &< mmM SIS

x5 XDPing &% &3x

BrRamSITEm sudo &
[opt/Citrix/VDA/bin/xdping -h

BIT2ENE sudo Linux XDPing TEEZZHHITT

[opt/Citrix/VDA/bin/xdping 150 Zmenulid. EXFHAEE,
(FEEARAGITENNERTET  ESRAXEEHBEITN.

XDPing)

1517 VDA SRS E sudo BXEFMER, BERAKNXEENE
[opt/Citrix/VDA/bin/xdping -a  AHRARELEE,

%19 VDA BIXBBEUR sudo BXEFMER, BERAAXXEEN
[opt/Citrix/VDA/bin/xdping -b VDA $iBH&E ML,

thER VDA &R R EIZ sudo BXEAES, BEBREAXEEN
Jopt/Citrix/VDA/bin/xdping VDA #iEM &ML,
-diff
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253

Eb#k VDA &M EIEN A MIE R4

FRE Linux VDA BRFBZHiteE
Fig

BT ERMRZER (a0, time.
Kerberos #1 database illiz)

FNEEER Delivery Controller

XDPing &%

**sudo
Jopt/Citrix/VDA/bin/xdping
-diff=< =P &HEEER >:< 5
SEHBEER >\"\" B EHHIE
BR > 1 &HEER > 5—1&
HEEER > — 1M EHHEER >
sudo

Jopt/Citrix/VDA/bin/xdping -
preflight

sudo
Jopt/Citrix/VDA/bin/xdping -T
time,kerberos,database

**sudo
Jopt/Citrix/VDA/bin/xdping -d

* %

&

BXFAER, BEESRAXEE
VDA #iER & HM LR

2N Linux XDPing TREERZHHIT 150 S PRI, LSRRI ENT:

. hER

5.2 Linux VDA 24 ER,

« RBIMETIHENESR, 84 Linux R1ThR.

o O Linux RIZMFESM,

o WERTFEEMATEERM Linux VDA #2ER B Linux R1ThRIA,

o ERSIRA Linux (SELinux) EXMRA 4.

I]]

« ABMEEOHIOENZIRE,

L]
=t

Y

ey
o MEHENENMHZEE,

+ 107 DNS EEEHRITERNH.
IRBIEREPN EEEFHOEEMNEE, 3F:

. I:I

g5 XA e] AR R ==,

- XenServer (Wai#f7 Citrix Hypervisor)

- Microsoft HyperV
- VMware vSphere

o MEREIREHOE

WL atEIEE S Pl LUETT.

+ 1% PostgreSQL BRES R EMEEMNIEZTT.
« 1% SQLite WEBEMIEITRSER.

« WEMAERSEERAEME

SRS B o

o 107 Kerberos EeEHNITH P IEIENIR,
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« 1% LDAP ERIME P HARIKARS S| Z,
+ 2% Active Directory £ EEEMIEE, MUNYFITENESEMAE,. ZiF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

+ 107 Active Directory & Linux i+ EHSt REYTE M,

o REAIHER S HIRIEER (PAM) BBE.

o WBEROEEE.

« WEREBRET Linux VDA FRrERIHR .

+ A% Linux VDA R4 B H LT REMNTE M,

+ 107 PostgreSQL ‘FMRIUEERTTEM,

+ 1% Linux VDA iR @S EEHREEMIET,

+ 1% VDA #1 HDX FRE M54,

« RNEESE Delivery Controller, LUk Broker Service @& aliAial. 57 BMRHRRE,
« WEHENZEE%E Delivery Controller 93,

o ESMENSMFIEEN HDX 21E09KE.

o AHBEEXHHREEFES Linux VDA HBXAHEIRMZE S,
+ 107 Xorg MRARTER.

s WERTRETFRRHKHDI,

ThlEE  TERIETT Kerberos MidARAIHL |

sudo xdping -T kerberos

Root User ---------=-----c-c-oommommmmmommcs oo mm s mmm s s m e mmmm e
User: root
EUID: a
Verify user is root [Pass]
Kerberps =================cc====s========c==s=ss=-==s=====s=======ss=============
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]

KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

VDA IMIRSHERTERE  Linux XDPing TEERMT — M2 TRR, AIEBEREN ST VDA TMRSE, BX
AMRBEEREE, BEELUTREHE:
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registeredhard

The Linux VDA is functioning properly.

Agent not contactable
Delivery group model mismatch

WebSocket connection issue

deregister LDAP search base issue

Broker proxy failed to communicate with the Cloud Connector
Reglstl’atlon status Encryption type not in permitted_enctypes list

Time skew issue
Kerberos error Ticket message too large
Checksum failure

others

reglsteredsoft The VDA and Broker are communicating
securely with each other, but are not yet set
up for delivering sessions

VDA #UiEM &ML B Linux VDA 2305 i2, XDPing THE3|A\T VDA &38R, IIRRAFERSEH VDA
MUK BEEIE, GIMNERE. HIBEM ZHHIMIREIE. 4 VDA ERETH, EaUE% VDA HXEBHIE. % VDA LU
EHRMKLE, EFEHS— M EBRIARHILRHE N EIRRIA U S ERIEHR. TRNET VDA #iEEH UK SHEMNEY
XDPing @< iytbEk:
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£53

&7 VDA RUXBEURE

Eb3R VDA & EERN M a4

EbE: VDA &0 IR R MIERIZE

RNEHETHEREF

XDPing &%

sudo
Jopt/Citrix/VDA/bin/xdping -b

sudo
[opt/Citrix/VDA/bin/xdping
-diff

**sudo
Jopt/Citrix/VDA/bin/xdping
-diff=< — P &HEEER >:< 5
EMHIEER >\"\" 51 E0EKIE
BR> 1 &HPEER>5—1&
HEIEER > — M EHHRIEER >

&

FRETRNHN, HIEMREHD
BIEMBIANHBEFRER
[var/ctxbackup THERH, &
HEIEERIU
yyyy-mm-dd-hh_mm_ss 1§z
B9 Ll B ERANBT B, Bl
2023-02-27-16_31_27. HiAlB
ME, EHEIEERNEAKER
30, BidizErt XDPing TES
RinIMERENEHEIEER. BB
EXERBIEAORE, BETUTSH

A
E4

sudo /Jopt/Citrix/VDA/
bin/ctxreg create -k
"HKLM\Software\Citrix
\VirtualDesktopAgent\
Backup"-t "REG_DWORD"
-V n

MaxDirRotationCount"-
d "Ox0000005"--force

RAUREMLERER (ctxsdeutil) TEFZEIES A Linux VDA LHISIESIE, 28 VDA HHENESIEHIEES
BRI T EE, 18517 /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID> [-c]

we, [-c] BRRTENHEE—R

o WARIEHER

£ 67
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s BHRIEF.

s BERIERRE

o TR - ERIER

o HIR1TIZAT(E)

« it ThinWire 7532
o HEMHER

o BHITENHH

&t

PN

il

o IHIREDERE

et

HAth

May 30, 2024
KEDABTEEUTER:
o iEATF HTML5 B Citrix Workspace M B2F%#F
« B Python3 E#NIFiE
+ ¥4 NIS 5 Active Directory £/
« IPv6

« LDAPS

Xauthority

iEATF HTMLS5 89 Citrix Workspace N BiEF 15

May 30, 2024

FILMERIEATF HTMLS 9 Citrix Workspace KA RE#1A1E Linux BN ARFNKRE, MEREEF HE
%3 Citrix Gateway, BHxiEMRTF HTML5 § Citrix Workspace RBEFHIER, &S Citrix i,
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B RILLINEE

BINERT, IRt FREBARS. BRAIZMEE, BHITUTERE:
1. 7z Citrix StoreFront #r, ERERTF HTML5 89 Citrix Workspace M AER.
BXFMAIE, ESHMAPOXE CTX208163 1 “TE 17,
2. 2R WebSocket %%,
a) 7 Citrix Studio &, 1% WebSocket iz 5K E J 1T

1EE T LIS B EHith WebSocket 588, B* WebSocket M EFIR, 1585 WebSockets 58&1&
Bo

b) #£ VDA L, ERILIAFEFHER ctxvda BREM ctxhdx RS, MUERBEERK.
c) VDA k£, BT T@n$HkieZE WebSocket il 28 2% EEB T,

netstat -an | grep 8008

WebSocket #ilr#s b FIZ{TIRESE, S<hbBmTATR:

tcp © @ :::8008 :::%x LISTEN

AR EETLUSA TLS ME LR WebSocket T2, BXEA TLS MENER, ESREA TLS
RIFAPRIER S,

£l Python3 EiIFiE

May 30, 2024

MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpingdst /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<aLlglE Python3 EHIFE, B2, MREXLEHSTELRE Python3 EIMIFE, NIED
ESEMEEE, HAIUFOIE, RSCGEANET IREEMEEEN Python3 BINFEHNKERHS R,

BEFRM

o WMEABEENERAEESR /opt/Citrix/VDA/sbin/ctxpython3 BR.
+ Python3 i EMREXHEEEME. UM https://pypi.org/ FTERLS .

8z Python3 EilifiE

BRI TS BLLEIE Python3 EIIEFLE:
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1. =% Python3 f&#ilf,
%tF Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

%tF RHEL #1 Rock Linux:

yum -y install python3-devel krb5-devel gcc
<!--NeedCopy—-->

AR

ECRRELAERREFMES EREFLRBIM. ¥F RHEL 7, 1517 subscription-
manager repos --enable rhel-7-server-optional-rpms @<, %F RHEL
8, #EIE 1T subscription-manager repos —--enable=rhel-8-for-x86_64-

appstream-rpms &<,

3+F Debian i, Ubuntu:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

+F SUSE:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. gl Python3 EiMIFE,
AR

ERRREERA pip TANTIAERIBEIN SSLIEEHIR, BHERGUTIEENARME /etc/pip.conf X
R

[global]

trusted-host =

pypi.org
files.pythonhosted.org

33F Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

xfF SUSE:
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sudo ln -s /Jusr/lib/mit/bin/krb5-config /usr/bin/krb5-config
export PATH=$PATH:/usr/Llib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo ln -s /Jusr/include/gssapi/gssapi_ext.h/usr/lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

3. %% LDAPS #&#iI,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 1ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->

4. %% XDPing &k#iI0,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

¥ NIS 5 Active Directory %5}

May 30, 2024

®X BT Linux VDA s SSSD % NIS 5 Windows Active Directory (AD) $8%, Linux VDA #i15
Citrix Virtual Apps and Desktops H¥— . Hlt, ©5 Windows AD IR EZELES,

fE/ NIS (f13EAD) E UID #1 GID IRIZFERIKFES (AR RMEEAS) 7 AD # NIS H1EE.
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AR

' AD IREBRITE M IIE. AZ3F NIS+, s0REA NIS 9 UID #1 GID 12112 F, NWABFERARXE
Windows fRs32:89 POSIX B4,

e

A ERREF AR Linux VDA BRE 7%, XMAENAFHRHHAM. ¥F RHEL/CentOS &17hR, BREHE
Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EFzh%%# Linux VDA Fa9iRBE# 17121, 33 F Ubuntu
E1ThR, 1E#ZER7E Ubuntu EFmh%RE Linux VDA FREIIRBR#TTIZE,

SSSD Bfta?

SSSD RARAZTIFIERF. HEEINRERN T RILEE 7] LA R GHR HEF MR @ BER KR IZE R RH Y H
HITEHEIE. TiRM4t PAM 1 NSS mifiEiR, RRaILiai RAFEEXFET D-BUS B0, IIbEERMELF
BUERIE SR AF B ANt AR P K P ALY R AR P 3.

¥ NIS 5 AD #E&5

E¥ NIS 5 AD &5, BRMUTHE:

S22 1: 3% Linux VDA 5004 NIS B i5

ECE NIS EFim:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

& NIS 5:

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7% [etc/hosts 7N NIS BRSS2FNZ A kAT P it
{ NIS server IP address } server.nis.domain nis.domain
i@t authconfig &2E NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update
<!--NeedCopy-->

nis.domain %75 NIS IRE2E05Z, server.nis.domain £ NIS fRSZ2MEHZ, HETLUE NIS PRS2 IP #h
ik,

EZE NIS BRS:
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sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

iR NIS B ELEH:

ypwhich
<!--NeedCopy-->

WIERTM NIS BRSSEBRIBIKFEE:

getent passwd nisaccount
<!--NeedCopy-->

AR

nisaccount £ NIS ARZ 28 FAYSEBR NIS tkF, #fR UID. GID. B ZMEF shell IR EMHEE,

S8 2. £F Samba A H 2T keytab

SSSD HFRMAFMAFFEER RS keytab X9 AD BFIHINAE, LHIXLEIHAERI LURA/L#A %, BIE:

« adcli

« realmd
e Winbind
« Samba

fEF Samba AEHEIEEH keytab:
EIEWECE T LAUTFX A9 Linux BFIRLE:

« /etc/krb5.conf
+ Jetc/samba/smb.conf:

Bt SN A E 1T Samba 1 Kerberos S343E :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --update
<!--NeedCopy-->

Hr1, REALM 2AE# Kerberos $iisi& %5, m domain 2159 NetBIOS &#7F,
MRFEEET DNS &k KDC IRESBMTUHZR, BBUTH-METRINESIENSS:

--enablekrb5kdcdns --enablekrb5realmdns
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TFF [etc[samba/smb.conf &L T BHMNZ [Global] 284 775, {EEME authconfig TEEMMNH DG
m|:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iHZEREayigizHIst el hiE, MEESREBEERITENRINZIENN AD BFIKF:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2 A5 Kerberos $Ug &R, user @ BRI ENARMEIEHIRAF

S 3. gE SSSD
AR

3% SSSD 5 Name Service Cache Daemon (NSCD) —i2EBA g2 SHEIEIMTH, BXFAEE, B
27 Using NSCD with SSSD (3 NSCD 5 SSSD £&1#H)

128 SSSD WF BT

o £ Linux EPimit BN LR sssd-ad # sssd-proxy #4E,
o SHEFMSH (B0 sssd.conf) HITERBEEX.
+ 25 sssd RS

[etc/sssd/sssd.conf sssd.conf BB =G (AJLURIBEERINEZEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\]+)\(?P<name>.+$)) | ((?P<name>[~@]+)@(?P
<domain>.+$)) | (A (?P<name>[*@\]+)S))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
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krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

3% ad.domain.com. server.ad.example.com it HENME, BXFMER, 1551 sssd-ad(5) - Linux
FM,

3t sssd.conf i& B SRR ERFIER :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

$ 4. F2E NSS/PAM

RHEL/CentOS:

£/ authconfig /A SSSD, %% oddjob mkhomedir LIFREEREIES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e

f2&E Linux VDA & BT, E7 SSSD F (& LiRig(E, Mt Linux VDA BF G ERHIZE, 1T ctxsetup.sh
MR RYERIMBR S 2, IBERRIME,

$12 5: I5iF Kerberos i &
A TR Kerberos EEEFHEBERNAS Linux VDA BR&ER, BRERS keytab Xt 2R ELIBEHBASENE
£A:

sudo klist -ke
<!--NeedCopy-->
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0

BT ENBS7:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,

DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
BEERUTHLHRIETENKAN TCT REEEE:

sudo klist -ke
<!--NeedCopy-->

SR 6. WILAFSRRIE

fEF getent sy LHAIASTIFRIE REIULIR NSS BE LF:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S##5mEEL SR, IRFEEAS—HEREN, FEEMA getent s S #H 1T,
SPFNEREWNT:

o EEKFERLZM: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS miZ&: username@DOMAIN

EI0IF SSSD PAM R BB IEHEE, BFEREAF A ER Linux VDA, Z#AF kP LIRS FERE,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESERNUTHSREM uid T Kerberos EiREEFE M4

ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

LA Kerberos RIEEFHFNRIBRTEMERTH:

klist
<!--NeedCopy-->
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IPv6

May 30, 2024

Linux VDA z#F IPv6 LUES Citrix Virtual Apps and Desktops R —%. FERLLIIEER, &FETEmR:

o WFACHRIFE, BRIFEXNEA IPve, SNER IPv4,
o MR IPV4 IFEHREAT IPV6, Linux VDA BEL£1E1T.

HE:

o BEANMKIFEMTN IPV6, MIERE ST Linux VDA,
+ Centrify 73544 IPv6,

#% Linux VDA BY, REEX IPv6 RITEMISFHIEEES,

7 Linux VDA E2& IPv6

B Linux VDA WEREB Z &1, BHRIEMN Linux EIAFLLIFIZE IPV6 MEHIETT,. BEMNS IPv6 BEBEHE XAEME
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i & 1 7 #E7E Linux VDA LS/ IP6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

R Linux VDA 5Z4M&ED, MELER ControllerRegistrationlPv6Netmask 5 AT Linux VDA 7
AREIRLEIEO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }
" ——force
<!--NeedCopy-->

5% {IPv6 netmask} & E AWML (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ## IPv6 SERIFMES, BB IPv4/IPv6 Z#5,
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HEHER

A E IPve MLZIFEF A ping6 #Z AD #1 Delivery Controller & a4,

LDAPS

May 30, 2024
LDAPS 22E B Ri5E 1Y (LDAP) (9% £H4RA, Hrh LDAP @fEA TLS/SSL 17,

BIARINZEZR P iR SRS 28 M A 2R 28189 LDAP &S, & LDAPS, &R LUfRIF Linux VDA 5 LDAP fRSS 28 28]
#9 LDAP ZigRA,

AR Linux VDA 4241 LDAPS E#EBKHIN:

+ Broker {#: Linux VDA ;x##%l Delivery Controller &
o HEERARSS: SRESIT(E

ECE LDAPS ISR A TI 12!

« 7£ Active Directory (AD)/LDAP Br328 /=R LDAPS
« SUHIR CA LUEEFImER

o 7£ Linux VDA L= R/%2HA8 LDAPS

s NE=AFAEE LDAPS

+ Fg& SSSD

+ E2E Winbind

+ fi2E& Centrify

o BZE Quest

AR
AILUETT AT e < /9 LDAP fRE 28 EISMAER, BRIAMEN 15 5%, BEEIBHEHIZEN 10 755,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

7z AD/LDAP fgs523 /= LDAPS

A LUEE R Microsoft IEBMAH# (CA) 53k Microsoft CA 124V = [E M HYIE FH 3K B fB@id SSL #9 LDAP
(LDAPS),
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R’

fEiginles t 2R CA B EE1E A LDAPS,
BXRNAREEHHIIE LDAPS EZMIFME S, 1E21@ How to enable LDAP over SSL with a third-party
certification authority (Wnaf&Bh5E=7AIEBM LN IEHET SSL # LDAP),
YEBE - ZRIEBMEANARRENN, EEEEHR L F28mERTF LDAPS SHEIENSEIES.

EXNMAERZBIEEMENEBERE NI EH 22 H LDAPS {8, 352 LDAP over SSL (LDAPS)
Certificate (&3> SSL &9 LDAP (LDAPS) ifH) —3

B ARIEBIE AAG LAHE F i (e A
ERiRGIER LDAP BRSZEREER CA MRENER. EANRFHEA LDAPS B 3IE, BRHR CAIEBIANERE
ERVE AR,

BXRMNMASHIR CAMIFEHMES, ES1A Microsoft 3 #F Web 3455 89 How to export Root Certification
Authority Certificate (A0S HIRIERBMENM) o

7£ Linux VDA t/=/=i2 M LDAPS

Z7£ Linux VDA EEABZEA LDAPS, BETUTHZA (TUEERSHERN):
L BIEEREUTAR:
o BIETRMHAIR CAEREAET SSL/TLS #9 LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

 FAEESE®S SSL/TLS =/ LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

=

AR

RFBESRERR CAIEBXIRA PEM 18, NREBA LDAPS FiEm1he)i Python3 EINFIE, 18
1ZEREIZ Python3 BRI EAF BB RIZIF R,

BRI pip TANTIRERIBEIA SSL EEHEIR, BHEREUTIEENARME /etc/pip.conf X
4.

[global]

trusted-host =

pypi.org
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files.pythonhosted.org

+ ELBEIREBA SSL/TLS #9 LDAP

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L AT LDAPS 1 Java ZAEM T [etc/xdl/.keystore, ZHMrEMERMEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

NE=FFAEE LDAPS
B Linux VDA A#5b, TESIMHEF ARt EESR S LDAP 19 VDA ME =A% 44A 4, #Iw SSSD. Winbind.
Centrify #1 Quest, W T&EBHNAT s0fa@id LDAPS. STARTTLS = SASL &Mt E R < LDAP,

e

HAPMEXLMAA B ERM MR SSL kM 636 kiffRR e LDAP, HEAZ#ETE LDAPS (%0 636 L@l
SSL 8 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIEEIER O 636 im0 389 LA E SSSD 24 LDAP 2. BXEFEMER, ESIA SSSD LDAP Linux F#
prs

Winbind

Winbind LDAP ZiffEF8 ADS 5%, Winbind 7£i% 0 389 £ {X3#¥ StartTLS 7555, R ME B XN [etc/sam-
ba/smb.conf 71 [etc/openldap/ldap.conf (33F Amazon Linux 2. RHEL. Rocky Linux. CentOS #1 SUSE)
g [etc/ldap/ldap.conf (3fF Debian #1 Ubuntu). #&I0TFEIRESGXLESIH:

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain
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« ldap.conf

TLS_REQCERT never

5, FLUEIT SASL GSSAPI &8 MitEfEL e LDAP, BR85S TLS/SSL 77, EE/ SASL &, BEX
smb.conf fi2&:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7£i% 0 636 £z #F LDAPS, BE7Ein0 389 LML LME. EXEMER, BB Centrify ik,

Quest

Quest Authentication Service %0 636 L323F LDAPS, {B7Eix0 389 LEREMAERHEREME,

HEHER

fEFILIhRERI ATRE RS & LA T IE)ER :
« LDAPS fR&5AT A4
Bk LDAPS %2257 AD/LDAP fR5528 ERTA. RIMERT, K07 636,
+ BA7T LDAPS Bt Linux VDA 5E i
I0IE LDAP RS S#BMIBORSEERAE, BE5L0ER CAIES, HWRES AD/LDAP ARS8 ILAT,
o BIMEIRMEBEOCEM R

INREXRER enable_ldaps.sh WER TEINEH T LDAPS #8XHEMRIN, WEIBERTRIF LDAPS At
BOMRII,

« LDAP iiE7Fi@id SSL/TLS M Wireshark siE @ EtML& SN T AMNE
ZRIN22F LDAPS, =17 [opt/Citrix/VDA/sbin/enable_ldaps.sh 324517,
« %5%kE8 Wireshark siE@E ML EREEMN T AN LDAPS &
&% Linux VDA 1A SRBSIT(EET 2 HE LDAP/LDAPS &,
« FTikEid1E AD AR5523 £i=1T ldp connect 163F LDAPS =A%

f£F AD FQDN 73E IP ik,
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o TiE@dE1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh iiZ<S \iR CA iF+H

ERM CAIEBMTERE, HBIMR CAIEBMXERTER. ERSZXRFMAZEH Java Keytool 285%
Bo MREREZIFFIRFIIE, ERILCERER, NRBEBEPERIED, RIVBZEMER base64 4igHy
PEM &z,

o TiEET Keytool -list 2R~ CAEH

#@idiE1T /opt/Citrix/VDA/sbin/enable_ldaps.sh BB LDAPS BF, iEBEHEANE
Jetc/xdl/.keystore &, HIEEZBURIPZERE, WRSIETEB, AUEMIZITZMA LU EZH
[E=

Xauthority

May 30, 2024

Linux VDA A X11 BRIheE (81F xterm# gvim) #TRERZZAIENRE, LINEEREXENZ SN
#1LUH1R XClient 5 XServer Zalf@&ER 4.

AILGEE A A AR RSB EHINRR 2
o Xhost, BIAERT, Xhost XaiFatE#H XClient 5 XServer #T@E, WREIFAFEIE XClient ifim)
XServer, MHF5z1T Xhost tp i FIHFEIHENMNIR, =E, tBAILUEA xhost + LI iFEE XClient
EHEER| XServer,
« Xauthority, JUESTBEFNIEZRFHE . Xauthority X, ERFEEIREMEE xauth EAMN

cookie FLIATF 3 XServer #1THHYIE, B&h XServer 321 (Xorg) /&, % cookie BEATFHS5ZIFEETR
BOERE#HIT S I,

THFRE

Xorg BBy, .Xauthority X#E#EEES Xorg, 1k . Xauthority XFEEUTTE:

- BTREE
o JEIRIERIIY
« cookie 18

AILAERA xauth ss< RIS, Hign:
# xauth -f ~/.Xauthority
# > list

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908f11624b
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<!--NeedCopy-->
R XClient izi2iEiEE Xorg, MATHRRMUEEMEF:

& Eixiz XServer 19 DISPLAY IfiR L&,
o FKEEE Xorg FREFP—1 cookie #EM . Xauthority X,

fcE Xauthority

Z7£ Linux VDA L/2H Xauthority LU#1Tixi2 X11 8B/R, HAeIETEMR N EMRR:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

EA Xauthority 5, Faigi@dEHAZEERE . Xauthority %3 XClient:

o Fohig . Xauthority xfEiss XClient

B5h ICA £3&/G, Linux VDA 34 XClient £8 . Xauthority X, HEZXGEFHEEERREFPNER
=, T . Xauthority & 2ziE XClient i+&#1, ##i&E DISPLAY #1 XAUTHORITY
BT 2, DISPLAY 2% . Xauthority Xtf#HmETRS%S, XAUTHORITY 2 Xauthority #32
HE&R, N, EEBUTHS:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy—-->
AR

NRK1%E XAUTHORITY ifi5% &, MEINEA ~/ . Xauthority Xt

o BEEHHZFERE . Xauthority x#EiEE XClient

REFNARNENERBPEHRETER, Y Linux VDA B8 ICA 2EH, BEERAFNEIERTOE
.Xauthority xtf. IRLkFBRS XClient £=, AARFEFshEILL . Xauthority X#Eiasl
XClient, E#i&Z DISPLAY #1 XAUTHORITY IfEL /5, §B5h7E XServer S @ Ex GUL,
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HEHER

9N Xauthority TEERETT, BRBHIEHRS BHITIRIE:

1. EH root INRMEER F13IREXFIHE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

&S R B Ehidi2h%#El Xorg 9 Xorg #iZfI&#. FI—ME8HERMEAN . Xauthority X, fl
u:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£/ Xauth &< E7 cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. A Xauth <8R ~/ . Xauthority #&&M cookie, MRETRHSHER, NETH cookie BA5
Xorg # XClient 89 . Xauthority xx### cookie 18,

3. R cookie HHFE, EREZETHEBMERA Linux VDA 1 IP #iibisRizZ B xmA, HEEATHNEENER

e,
a0, 7£ XClient I+ EM BT TR

telnet 10.158.11.11 6160
<!--NeedCopy—-->

mAS 4 6000 + \< 2R¥E\> HEM,

INRUE Telnet $R1ERK, BHASERTAEIERELEIEK,

B{pI8E
May 30, 2024
EEARNEEEUTER:

o {#F3 Azure Active Directory #{TB I8
s WERRBERBERIHIIE

K& S0 RIERS

3F SSO S 34iE
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o RESGHWIEN (ER) BFA#TIAE

M Azure Active Directory #1755 10IE

May 30, 2024
AR

LHIhEEGER T Azure F£E/9 VDA,

RIBEAIER, RAILE Azure RERERFHZEEA Linux VDA:

o JOANT Azure AD DS #9 VM, VM BIINZEI Azure Active Directory (AAD) i5iRS3 (DS) It &rvis. AP ER

HgEEER VM,

o RIINEB VM. VM 5 AAD fRiRERS &R LUIRMERF 8130k, AFREAHE AAD RIEER VM.

A% AAD DS #1 AAD ¥z 8, 1ESHXE Microsoft X,

ANE T AMEIERINIER VDA EEAMEE AAD fRIRARS

SRR ITHR

« Ubuntu 22.04. 20.04
+ RHEL8.8. 8.6. 7.9
+ SUSE15.5

BXIFMER, BBRXE Microsoft X =,

BRI AR AR R T 7%

7£ RHEL 7.9 /1, 7£#11T7 AAD AR BHRIEZE, PAM (Pluggable Authentication Module, BI#R& 33

#) pam_loginuid.so L#I&E loginuid, Itia@spALE AAD AP ikial VDA &iF,

EffRIEIRA, E7E /etc/pam.d/remote FiF%i81T Session required pam_loginuid.so,

BXR6, BERUTESEE,
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#XPAM-1.0

auth substack password-auth

auth include postlogin

account required pam_nologin.so

account include password-auth

password  include password-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

#session required pam_loginuid.so |

# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open

session required pam_namespace . so

session optional pam_keyinit.so force revoke
session include password-auth

session include postlogin

$IE 1. 72 Azure |]F Lo EER VM

BIEER VM H1E VM £2% Azure CLI,

1. £ Azure ']P L, BIERIR VM, ERERE + QIR Z A1, BESHEEEIET £ L% Login with Azure AD
(/8 Azure AD ER),

Home » Create a resource

Create a virtual machine

Basics  Disks  Networking  Management  Advanced  Tags  Review + oreste

Config g and manag, peions foe your VL

Azure Security Center

Agure Security Center provides unified security management and achanced threat protection across hybrid choud workioads.
Learn more o

@ Your subscription i proticted by Anan Securty Centér tandard plin

Monitoring

Boce disgnossies O (%) Erable with managed storage account (recommended)
() Erabie with ustom starage account
) Diable

Erable O guest diagnosties O

Identity

) System managed identity must b on to login with Azure AD credential.

Amire AD
ke R A5

W RBAC rote sssignment of Vil Machine Adminitrates Login of Vil Maching
Wiiier Lixgin is riguired] whan wiing Azure AD login. Lagen mars

W ure AL bogin mesw uses S5H serticate-based authensication You wil rased to use an SSH client that supports Dpangsi
contificates. You can ue Azuse CU or Cloud Shel from the Axure Portal Leam mare o

Auta-shutdown

Erable auto-shutdown & :I

Backup

Erable backup a

Guest 05 updates

Pasth cechetration apsians enasge cefait v

i) Some patch orchestration optiors are not available for this image. Leam more o

I (e | e

2. 7EiEHR VM EZ=% Azure CLI,
BXEFMER, BEBRXE Microsoft =,
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SR 2. ERR VM EEEEMRE

REEINRG, BERIE 3. ES TGP,

S 3. FBER VM 2B ARIMAEAETR

BIZEMREE, BRBUTIER VM IRENRMNREIET:
1. MasR st A TS,

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. #3 function read_non_domain_joined_info(), #E¥% NonDomainJoined W&
B 2. BXT0, B5BRL TR,

function read_non_domain_joined_info()

{

log "Debug: Enter read_non_domain_joined_info"
# check 1f websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

${

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "$STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2

fi

}

<!--NeedCopy-->

3. REES.
4. XFARIR VMo

S 4: MER VM 812 Linux VM

BT ARIMNEIER VM 5, BRBUTEZELE VM:
1. &% Citrix Cloud.

2. Wi Citrix DaaS, AfFiARTEAEEETH S,

3. TItENBRH, %EEER Machine Creation Services MiEHk VM gl Linux VM, BXi#AER, 5585
Citrix DaaS 4RI IINIZARY VDA,
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S8 5: 3% AAD BFikP 9 B4 Linux VM
SIBRMANEN VM 5, AESE AAD BRkKF,
3% AAD PP S ERLL VM, BERITUTSE:

1. EREERKFIHRE VM,

2. 7z Identify (33%1) >System assigned (R#HE) &ML, BA System Identity (R445R).

| Identity

System assigred  Usar assigned

Asystem

3. £ Access control (IAM) (iiializ4l (IAM)) > Role assignments (& 5E) #EH+LE, #F Virtual
Machine User Login (EHWAFER) XiF, AGRIEBZERM AAD BFKF,

Y | Access control (IAM)

Virtual machine

> Search (Cmd+/) « {- Add | Download role assignments == Edit columns () Refresh A Got feedback?

B3 Overview
Check access  Role assignments  Roles  Deny assignments  Classic administrators

B Activity log
Ao Access control (IAM) Number of role assignments for this subscription (O
@ Tags 26 2000
/2 Diagnose and solve problems

Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)

Name Type Role Scope Condition

& Connect (W P P
£ Disks > Contributor
B size > Owner

@ Microsoft Defender for Cloud
\/ Virtual Machine User Login
% Advisor recommendations

i i U . User Virtual Machine User Login @ This resource None
Extensions + applications

EREIRMALEE VDA

bal

ARAFHNRLBA I LEIAH S NERARMNEL VDA, F45 BI0TFR:

1. Bsh Workspace MAERF, ARESHAN AAD BREMEREFE Workspace, B 2R Workspace
B

2. WERMAEHRE. EERAAD BERNHE,
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ZIUERE VDA BIgBENERERAMR: && MR35 AAD kP /2B, BINERT, Linux VDA ERIEERIBE
FERIS AAD AP #HTHMIIE, TR, (FABEER, ERLUREEEFERENERH AAD kP /2,
BEXEATE, BEAUTEHD.

]

3. IRIERE LA, BEUTAHARZ—BRISTESIE:

« 13 QR REIH BN XD,
A AAD AP &M%,

E2477 AAD KF [ZEREFRIER

BUAMERT, Linux VDA ERIEERIEI AAD BF#1TEMHRIE. BXFRER, BFSEXE Microsoft X&, B
BREXER AAD kP28, BHRITUTSR:

7£ VDA BT T &<, HELEMFRM AADAcctPwdAuthEnable, AEBEEEH N 0X00000001,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0Ox00000001" --force

<!--NeedCopy-->
AR

A ERERTF Microsoft ik E A T WESHIIERIKF

WX R B RERININIE

May 30, 2024

A LUK B Fisia StoreFront A& ER AP EIEFENEIERTF Linux 8 Citrix Workspace [z B #2RF#1 Citrix
Receiver for Linux 13.10 # AuthManager #&ker, SENG, EEUERZEFmAE Linux BIMKSERIEFRE
WREMZBER, MAHEBRBNEFEE,

AR

i&ATF Linux B9 Citrix Workspace A2 Citrix Receiver for Linux 13.10 #51tIh#E.

EERILINEE, BRITUTIRME:
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1. 7 Linux VDA £, %#:ERAT Linux B9 Citrix Workspace A 2R Citrix Receiver for Linux 13.10,

M Citrix Workspace B2, Citrix Receiver #9 Citrix F#51mE T HABN N BIEF.

BINR K2 [opt/Citrix/ICAClient/, MNREF R AREFREFHMEEEZF, R ICAROOT HFIREEIR

BHIEAEMRRERRZ,
2. 7£ Citrix StoreFront E1ixHla, NBEFHNBAREERN HTTP 25 H1IEA %,

Manage Authentication Methods - two
Select the methods which users will use to authenticate and access resources, i ]
Method | Settings
#|  User name and password
[ ] SAML Authentication -
[| Domain pass-through
Can be enabled [/ disabled separately on Receiver for Web sites
[ | Srart card
Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
| | Pass-through from MetScaler Gateway -
| : . : .
ns.talllng ar_u:l unlns_talllng Fhe auth [Eﬂtlcatlﬂrtl methods and the _
authentication service settings are included in the advanced options.
o

3. BT AMRMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 423 # 17

HTTP EAXS{330I0E:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. BEEITUTHSUEEE BRPRERIESR,
cp rootcert.pem $ICAROOT/keystore/cacerts/

$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BEITUTan< LIS BiXII6E:
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/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
Xx00000001"

<!--NeedCopy—-->

6. BE Linux EPSEESIENZSIETHERT Linux B Citrix Workspace i Bi2F 5 Citrix Receiver for
Linux 13.10,

BREsh Citrix Workspace AREFE, RAKRTERANABEKF . UEERUBHERTZEEN
Az F=

=

=W

BN HTTPS URL fEAEHIN B S

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wyour [T departrment.

https:/j

Cancel Add

BXE BN IIEARSS

May 30, 2024
FILMEREEE B HIIEARS (FAS) & F3 Linux VDA B #1T5493IF, ¥F FAS ERIhkE, Linux VDA ¥
5 Windows VDA R/ Windows 18, &% FAS BtE& Windows FEBEMER, BESFBEAS SO WNIERS, &
R THET Linux VDA BIFIIME R,
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} =r

AR

o Linux VDA Rz #FRIEHITRHER,

« Linux VDA fERE&ERES FAS RS2 EHEIE.

SRR IThR

FAS BRI Linux KITRRFIFMMA S %, ESRUTHIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 2 b 2 =z
Debian 11.7/11.3 £ = = =
RHEL 9.2/9.0 & = &= )
RHEL 8.8/8.6 bt = =z =z
RHEL 7.9. = = = =
Cent0S 7.9

Rocky Linux = = ES S
9.2/9.0

Rocky Linux = = & S
8.8/8.6

SUSE 15.5 z = = S
Ubuntu = = = =
22.04/20.04

7£ Linux VDA L E FAS
RHEL/Rocky Linux 8.x XE Sk 15 FAS

FAS ##iF pam_krb5 #&R, ZiER7E RHEL/Rocky Linux 8.x REBRAHFEFAH. NREHELZRITRIERS
B TS RHEL/Rocky Linux 8.x REBEARARITEN LER FAS, NEBHRITUTI R, MTFEERIFRMER
% (VDI) IR T3 {38 RHEL/Rocky Linux 8.x REERZAHIITHEM LK FAS, TTUBLIU TSR,

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J&{H:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,

2. #miEFHLE pam_krb5 &R,
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yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install
<!--NeedCopy-->

3. I pam_krb5.s0 @& EFET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy—-->

LERIED

ZEIIEAFHIER, 1B57E VDA EREER CAEHURFIE RIEHEH. fii, BRER CAIEH, BMFIEHM Microsoft

CA (7£ AD #h) 1% CAEBP BHIREY AD RIEH, HEMIB CARRS®{ http: //CA-SERVER /certsrvTF
HIZER.

o =W

U T2 ERAFEERELES,

f5ign, E¥ DERXX (crt. .cer. .der) ¥ty PEM, EEBEITEMFUTABHGS:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

AE, BITEMNTHHSIER CAIEBRER openss | BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

AR
EMEIR CAEBET [root BBET. BN, FAS EAUEEUR CA JEH,
i517 ctxfascfg.sh

iz17 ctxfascfg.sh i< UEEE FAS:
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sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ERIUEYAERER TETT ctxfascfg. she ERRRER FETZMAZE, BHEBEUTHETE:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: &7 Active Directory £mM753%,
ZFHEERE CTX_EASYINSTALL_ADINTEGRATIONWAY B39 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFKIBECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERBEEHNERE.

« CTX_FAS_CERT_PATH =<certificate path>: iEEZMERIEBIFE PEEBITERRIR,
« CTX_FAS_KDC_HOSTNAME: 75%#F PBIS RsEZAL1TH0 (KDC) BIENRS

o CTX_FAS_PKINIT_KDC_HOSTNAME: 157 PKINIT KDC £#1 &, BRIEFSHEHRE, TUWZEHA
CTX_FAS_KDC_HOSTNAME. f®#&HE %4 Delivery Controller, i&#&iZigifFiE KDC BENZ HINZE
[etc/krb5.conff sxiFfy pkinit_kdc_hostname &, BXFMER, BSRFMIRFLXE CTX322129,

+ CTX_FAS_SERVER_LIST=' list-fas-servers’ - EX& B HIIEARSS (FAS) RS2 2i8id AD ARREER.
B*15 GPO £#Y FAS FBRIGBMEER, IBBIREL EHSE M, Linux VDA F3ziF AD LA%KBE, BET BRI
NS HIRE FAS BRSS88H95IZR. IMF 45 7E AD LA SRBE AL B BVIIRF 8. SNRMIBR T EARSS 283ttt , B
’<none> ‘XAFHBREFHTH, FEFEE RS S[HILMNIRF. B5 FAS RS2SR EMIBE, 1EHRERM NG
A5 57 FAS [RS8 EIsEMROS—3, 5130 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number;
fas_server_2_url: port_number; fas_server_3_url: port_number’,

EFHLIA Linux VDA 3, ERILUSITU TH<$HRILE FAS IRESSBHEHRBH ctxvda REUFEEHIEE
X
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "
REG_SZ" -v "Addresses" -d "<Your-FAS-Server-List>" --force

systemctl restart ctxjproxy

systemctl restart ctxvda
<!--NeedCopy-->

EEid ctxreg B FAS lR$B28, BEETUTHS
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

systemctl restart ctxjproxy

systemctl restart ctxvda
<!--NeedCopy—-->

WEFRIEHRY Active Directory £ A%, ARBAERIGEPRERE (Bl /etc/pki/CA/certs/)o.
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ilAREfE R krb5-pkinit #1 pam_krb5 B4, HigBHEXMEE X,

2F FAS

2E7f Linux VDA 2R FAS, 5ERLLTa<$ M ConfDB flikRFra FAS RSS2

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ

" -v "Addresses" -d "" --force
systemctl restart ctxjproxy

systemctl restart ctxvda
<!--NeedCopy-->

PR

o FAS BAXFBERE. MRESERREUERT, WEEER FAS ERERZRIE.

o BCRRANZIFH S 510 RIERS AR SR — X R ERNE I FAS 218, F81E Windows 10 Azure AD

BXi%.

HPEHEER

XS FAS #ITHERIBRZ /1, BHIR:

« Linux VDA HNZ&EMEEEHTIR.
o FREBS MR UELBEEPKRINEEEE FAS 2iE,

SNRAE FAS 2IEEREETT, HREREHN HDX BELRIREN “VERBOSE”, 3% VDA BE£siEN “TRACE™,

BxA Linux VDA BRRIFHEIZRMER, BSAMIRFAOXE CTX220130,

WA A Linux XDPing TAGZEER Linux VDA BRI SEETER E W ER B AR,

FAS RS32ECETHIR

M FAS R FEEERBBRIERK.
1% [var/log/xdl/hdx.log HEHL MM TRBHNEIR

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.
2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
3

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

FRRARE  EETUTHS UL Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
EFIEE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMEZERER, BRBAERIZE FAS [RSBSBIREUENIRE,

CAFBEEHIR

M FAS NBBERHEERN. BET—MREEN, HFENPHEHRK.

Invalid Login

oK |

17 [var/log/xdl/hdx.log HEHEMM TRBNEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry
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2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix—-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

citrix-ctxlogin: query_fas: waiting

2021-01-28 01:47:46.270 <P30656:S5>
to server success

citrix-ctxlogin: query_fas: query

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

citrix-ctxlogin:

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->

[realms]

EXAMPLE.COM = {

pkinit_anchors =

<!--NeedCopy-->

BRAE WIBEEERE /etc/krb5.conf HEMmIGERHER CAIEBMAE P EEBMTERRR, TBKREZ
WA

DIR:/etc/pki/CA/certs/
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MRMBKREFER, BRERIENZ SIS BERNEH#TIRE,
HE, BER CAIEBESER.

SO P IR ST FEHR

FASEZET SAML 5583k, ADFS FAF7E ADFS ERTTHE LMABFZMNENLG, AR THEIR.

There was a failure with the mapped account.

IR FREFERTHINE ADFS B, {872 AD ERABEEERERAF.

fRFA%E  7E AD LIRBEBERIKF,

KRECE ADFS

FHER FAS NABEIERHIATHEIR:

The Identity Provider has not been configured by the
StoreFront Administrator.

HER FAS LABEEEAER SAML ML, B&k) ADFS 8Er, SHILE,

RRBR NKAFHRIEARSEE ADFS IdP, BXEMER, 1BEBIAKE SHIEARS ADFS 21Z,

BXES

« JBA FAS BREBEEX S B IR SS (R RS EHA — S Hh il ABESE.
s BESNRIIRSSRLE—EPRIINT “BIESE XE.
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BA0ia)

NRIEEMER FAS, NWRHEHEEFREFHNELFRANNABREFZIEN, ATESKK.

& C | A Mot secure | hitps://ddcyw.local/Citrix/FASWab/ o

Cannot start desktop |Erfl€ceiBafive FUET

testwHRHELT4"

BRI E

£ CA TA+AEHE T Manage Templates (EIEiEMR) LUE Citrix_SmartcardLogon &1 M Build from
this Active Directory information (BT itt Active Directory 5 2#2) Bk Supply in the request (£
ERPIRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

FIDO2 (Fiihiz)

May 30, 2024
ALUEE FIDO2 B4IIE, LUER Linux VDA EFEE#R Google Chrome i1 Web 55,
AR

HEThEEE TN IR PR it FRUSTHRERI BB RTE AN, BITEIFEFIFRRARERA, Citrix RAZIFRIIEFALTIAE
R MEYR) R (2

Linux VDA 1X3z#F FIDO2 #1 Google Chrome KA &,
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2188 FIDO2 HHRIE, BTEMUTIE:
1. T# Citrix FIDO2 # BREF R,

a
b

) ®Z Citrix Virtual Apps and Desktops FT&5iHE,

) BFFEY kR4 Citrix Virtual Apps and Desktops.

c) BHAMFHE Linux VDA,

d) #F Linux VDA THE FH @,

e) THRMRMHE.,

f) RRERZEEETH%E FIDO2-JavaScript-Extensions.zip.
)

g) fRE FIDO2 i BREFRMHE, BILUEY EBER > chrome > fido2 f1#%| FIDO2 §r BEFE R.

2. 7£ Google Chrome = Citrix FIDO2 ¥ B#2F:

a) #77F Linux VDA E£#%# Google Chrome,
b) BEihi=AMMN=axE, AEEFRELIE > T EER.

+

-2 cC

CilriX | Product documentation

NetScaler is back! Discover the new home for NetScaler product documentation.

Citrix Product documentation

Search Product documentation

All Products

c) ABRFARARR,

A Gitrix Prociuct Documenat x4 v - 8 X

= @ Extensions

d) % Load unpacked (MEFMERZS), AGEY BIEF > chrome > fido2 &R BIEFER.
3. EEREWNEMER FIDO2 F4IER Web s, E FIDO2 e LUER FIDO2 B3,

a) ¥ FIDO2 £&ZPiEALE T Citrix Workspace R FEZFHE i,
b) BRZESMHIIEHAFM FIDO2 fERABMHIIES .

RE FIDO2 BHWIEE, RARRTEMER2TALUMIIARZ Web 35S,

3F SSO S 3IE

May 30, 2024

ASREE XA Linux VDA £2H3E SSO BHKRIENIES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 276


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2311

BhR

BIAMERT, Linux VDA ERAERER (SSO), AR ER—HAEEESR Citrix Workspace R B2 VDA &if,

ZitAPEA—ARERNZIEER VDA &1, 57E Linux VDA L2/ SSO, TR TIE SSO 8RR &

PIIESENE S,

Citrix Workspace R BiEF VDA £i&
BRE& BR&
BheF BR&
BRE& BheF
FAS RFR&
FAS BheF
2 SSO

EZW Linux VDA EBEfTU T &<

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\

Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force
<!--NeedCopy-->

May 30, 2024

&% Linux Virtual Desktop &iERT, BJLUEREREIIEFIFISSHNERF#ITEMIEIE, IHRERE

EPEEHTHNERFEERSENN. ERIUEREPEAEEF. BHIaE:

o EMXHERINBRFESR
o NN SRR BB T HR M
o 3t Web 35503817 S

tFUbThaE, Linux VDA 85 Windows VDA HHEIMEE, GXiFAEE, BESHANHMNEE

AR

FEFFE Linux VDA i ERETIIE sERER Citrix Gateway.

i ICA &k

7

HRERIFMRERD
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BEFRM

BReFERBMNIIEA T AMEUR T LT &4
o &89 Linux VDA 2EFETEEP—MRIThRS:

- RHEL9.2/9.0

- RHEL 8.8/8.6

- RHEL7. CentOS7
- Rocky Linux9.2/9.0
- Rocky Linux 8.8/8.6
- Ubuntu 22.04

- Ubuntu 20.04

- Debian11.7/11.3

SERRE VDA &, BEWIEER VDA 2% aEm1E Delivery Controller 5, UREFaEBER Windows
ERITABELER Linux £ERIE,

« £ OpenSC XFNEREF. AXFAMESR, BHSHWAIAHR OpenSC ZHERE+.

« {#A Citrix Workspace for Windows B5 B2

1% OpenSC ZHFEREE
OpenSC 2 RHEL 7.4+ LIz ERAMEEERIEERF, 1F/ CoolKey W2 RAENR, OpenSC LA
EHe£ (58 Red Hat Enterprise Linux FREYEEER) .

EAXH, YubiKey & e A IEEBER BRG], YubiKey 2— 1@ USB CCID PIV ig#&, RIURE S M Amazon
FEMBEHMFHLWE. OpenSC REh2F = YubiKey,

MRRALFTEREHMESRNERE R, BEE—BRET Linux X1ThREK OpenSC RG+-BHMEN. BX
OpenSC ZERER, BERALESEREDER. mASE R, RABEEBTUTHLSUIA OpenSC BE X6
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

[T
HEERIES

RIEBATEIFERF EMER. TRUTIRUTHHARRERIER,.
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1. 3REX PEM f&zCAUMRIES, BEM CA BRSS B HIREL

AT LUEITEMIN TR S UG DER X4 (*.crt. *.cer. *.der) iy PEM, f FTEM &S RAIH, certnew.cer
73 DER x4,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. £ openss| BRHLRERIIH, certnew.pem XHRBIERH.

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy-->

BHNRRERIEBNRKRE, B&1T sudo mdkir -p <path where you install the
root certificate>,

7£ RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £33 pam_krb5 &

BRI MRIEARIT pam_krb5 #2332, ZiRik7E RHEL 8.x #1 Rocky Linux 8.x LEFA, MREEESRIFIRME
AZHEN TS RHEL 8.x #1 Rocky Linux 8.x it Bl LEAEEERSMRIE, WRERITUTIE. WFELERIE
121ER % (VDI) A F3f3# RHEL 8.x #1 Rocky Linux 8.x i+ 8 # LB EE-ESHIIE, AIUBLI U TS E,

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 &3,

2. 7£ RHEL 8.x #1 Rocky Linux 8.x £ %% pam_krb5 &R,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. WIE pam_krb5.so &EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

FCEERERIFR

AL ctxsmartlogon.sh AR EE sERIF R F T iR E.
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(%7 1) /A ctxsmartlogon.sh iZ<Er & 5 4EFIF 1R

ctxsmartlogon.sh fiiZ<$ PKINIT 5 2RINZEIBASE. ATLUET [etc/krb5.conf BiE X4 EXILIGE.

BEREREREE2ZAI, EE1T ctxsmartlogon.sh iz B E & 8E-FIRIE,
R

NRBMER SSSD M, EEIETT ctixsmartlogon.sh EE#iERNZ SSSD BRS.

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTRS:

rtlogon.sh sets up smart card logon for the Linux VDA, which
automatic installation of the necessary packages and changes to
onfiguration files.

ctxsmartlogon.sh adds pkinit information to the default realm. You can
this setting through the /etc/krb5.conf configuration file

-
Step 1l:Enable

Do you want
Step

Ple which Active Directory integration method to use:

1: Winbind
SS5D
trify
» of the above options (1-3)[1] 1

Step 3:Install d ent packages.

Installing, wait...

installed.
lite][pc ] d -lite-1libs][coolkey] already installed.
ckages install
onfigure krb5.c
ify the path to t root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
b5.conf configure successfully.
:Configure PAM files.
path to the smart card PKCS511 driver ., fusr/1ib64/pkecs11l/libcoolkeypkll.so):/usr/1ib64/pkcs11/1libcoolkeypkll.so

/ xfsc configure su ssfully.

/etc/pam.d/smartcard-auth configure successfully.
ctxsmartlogon.sh executed successfully. SmartCard is iy .

Lteoh, B A LGS IETT ctxsmartlogon.sh BlAs SRR EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMFUTRS:
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#:#-_' T e 0 0 0 S 3 0 0 D e 0 0 e e e 0 0 0 b e 0 0 R0 e e 0 40 2 3 0 40 2B D e 0 40 D e 0 0 e e e i e T e 0 0 R0 e 3 0 0 e e e 0 B0 D e e 0 e e e

t ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
f includes automatic installation of the necessary packages and changes to
# the configuration files.

f Note:
# The ctxsmartlogon.sh adds pkiﬂit information to the default realm. You can
th i tion file.
X 3 C 3 > WHC T T IHC D B0 IR M HC R0 MR HC B0 OB N MO M MC
Stup 1:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(£ 2) FHEBEERIFE Linux VDA 85 Windows VDA HHREIME sERIFE, HiZIFED, BAEES
MNMAY, aiEEEHI28. Microsoft IEFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace M A#EF. BXxET YubiKey ZHEMERERER, ESRAIRFLNE CTX206156,

EHENT—F 2, BHR:

o EBIEWEE TREAN.
o EERLAMAFIER THIEREFR.
o ERAILIERERRTMIHER VDA,

%% PC/SC Lite Zi#F8 PCSC Lite @ AHEHN/EEE+ (PC/SC) #ISEE Linux REsil, BiRESERENE
FEBHITIEEH Windows EieF#EO, Linux VDA R EEEEEERZEE PC/SC R7ISZMAY,

BT Tan<$aI%%E PC/SC Lite 358
RHEL 9.2/9.0/8.x. Rocky Linux 9.2/9.0/8.x. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Debian 11.7. Debian 11.3:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

RHEREFRIRRE OpenSC B ZzERANERERIRMERF. MRKREZE OpenSC, BFEITUTRSLUAITRE:
RHEL 9.2/9.0/8.x. Rocky Linux 9.2/9.0/8.x. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Debian 11.7. Debian 11.3:
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apt-get install -y opensc
<!--NeedCopy-->

REATEERFMHIIERN PAM 1R ZITU TSR %E pam_krb5 # krb5-pkinit &%,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 9.2/9.0/8.x. Rocky Linux 9.2/9.0/8.x:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.7. Debian 11.3:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 R 2 — N EIHERI S IR, PAM BN AR LA pam_krb5 EZEHEHMEHLITHO
(KDC) SREXZRIEZ F ZilE, krb5-pkinit #REE & FIKERFARFIESM KDC REIAEEIER PKINIT f&H,

fE pam_krb5 % pam_krb5 &35 KDC R B UERE 6= HHYIEHIREX Kerberos EiE, E7E PAM #/3
F pam_krb5 S{3301E, EETUTHS:

authconfig --enablekrb5 --update
<!--NeedCopy-->

7£ [etc/krb5.conf EoE 4, RIESLARAISTIEAN PKINIT 58,
AE

pkinit_cert_match Eis e Z A HIEBEARA T iR PKINIT S48 2 s AITA AN, TTECRENIA9IE %
N

[relation-operator] component-rule -

Hrh relation-operator AN &&, RRFABAGMNBRTE, thallh ||, RERE—FAFEMUHA
g,

FEE—MEA krb5.conf XHERIREGI:
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EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

#0 PKINIT 5875, ZEEXHRWN T

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit _kdc _hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit _eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

f2E PAM 545E PAM BB X8 ~AT PAM B4 RIEMER, ERM pam_krb5 A SHIRIEER, 1EH
[etc/pam.d/smartcard-auth (MU TFT:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SNR(EA SSSD, MMERRFIZECE X AR TFrRo
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#%PAM-1.0
# This file is auto-generated.
# User changes w be destroyed the next time authconfig is run.
require pam_env.so
[succ ignore= ore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS1l:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
sufficient pam_permit.so
required pam_deny.so

account required

account sufficient

account sufficient

account [default=bad success=ok user_unknown=ignore] pam_: o

account [deTal succes k auth_err nore user_unknow gnore ignore=ignore] pam_krb5.so
account require pam_permit.so

optional pam_keyinit.so revoke
pam_limits

optional
optional
[succes:

optional
optional pam_krb5.so

(i) ERERTHITRERER

P HER (SSO) 2—m Citrix Th8E, AFERNEINKENNAEFBHNEESHRIE. WINERETBFRRAR
PIN 3R %. B¥ SSO 5 Linux VDA &4/, &S Citrix Workspace R R1ERF. EEES Windows VDA
R, BXFAER, BESEFIRFLXE CTX133982,

7z Citrix Workspace R 2 HPECEHRIRE, BRI TARBRAERFSHRIE

T Local Group Policy Edi

File Action View Help
|
Local Computer Policy * || Setting State Comment
= Cor‘;p;i:rCosnﬂguratlon || |i=] Kerberos authentication Mot configured Mo
= ‘:_ dare ::;hgs iz| Local user name and password Enabled Mo
s 3 .D\.’V_ : s Smart card authentication Enabled Mo
4 || Administrative Templates P
4 || Citrix Components A Smart card authentication m‘
a || Citrix Receiver
L
| AutoUpdate E: Smart card authentication EEEE | I Nectetting |
1 CEP
Client Engine X
. Di g ~) Not Configured Comment: =
| Diagnostics
| Fast Connect API Supg
| HDX MediaStream Flas — B
| Multi-StreamIca | || | © Disabled
| Network routing 3 Supported on: Al Citrix Receiver supported platforms -
| Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
| User experience 7| Allow smart card authentication Use this policy to control how the client uses smart cards =
| Control Panel attached to the client device.
| Metwork [V] Use pass-through authentication for PIN
Biirter When enabled, this policy allows the remote server to access
= 5 smart cards attached to the client device for authentication and
i System other purposes,
| Windows Components
_ All Settings ‘When disabled, the server cannot access smart cards attached to
4% User Configuration the client device.
| Software Settings
] Windows Settings & Troubleshooting:
it i | = When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
& different operating system on the client machine, it may be
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REZRFENNEET HDX PC/SC WER-FEEMMNH, TR WAN IFIEFEAEERN, AR MEEE.
S|

Linux VDA Z#57£ LU Fhia<iy Citrix Workspace M AREFhER RS FEF:

« Citrix Receiver for Windows 4.12
« i&EATF Windows #9 Citrix Workspace R FE#2F 1808 REShrAs

AEFPH EBRAMRERESEREER RWABERT, RREBEEERINEETE VDA LA TFERARES, EFFPH LA TERRK
T BEPIE, ERAREEERER, BEUTSHRES7EXE StoreFront 55/ default.ica et

[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEPG I ZEANESERER EEFPHLIEARERESERER, BMXEEM StoreFront ih=# default.ica 32
£ ip: SmartCardCryptographicRedirection 4%,

iz{7T XDPing

SR ERSEE, ATLMER Linux XDPing TEZ Linux VDA B A fEEEN E MEE R,

fERER
EREEERESR Linux VDA

BJLA7E SSO #19k SSO Hm=ApEAERERER Linux VDA,

o £SSO 784, TEFEAEEFEMNERERIESRM PIN BE51E R StoreFront, 7£ StoreFront #E5h Linux
Virtual Desktop &iE8Y, PIN B3 %i%%) Linux VDA LUEITEEE RSB IIIE,

« 723 SSO RH, RFBRTEEFIERHEN PIN 83L1E R StoreFront,
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.
Windows Security

Select a Certificate

= userl
| Issuer: zhusl-DC-CA

Valid From: 11/15/2017 to 11/15/2018
====' Click here to view certificate prope..
—=a| ddc

Issuer: zhusl-DC-CA
Valid From: 9/19/2017 to 9/19/2018

B

Windows Security

Microsoft Smart Card Provider
Please enter your PIN,

Cancel

£ StoreFront #/azh Linux Virtual Desktop £i&6t, 2R Linux VDA ERIHEE, MTFFR. AFREENEEE

FhASER PRI, BMEFHEA PIN BBLUHITER S HEIE
1785 Windows VDA 18[E,

" ctx-dde.ctxdlevlocal

« > X%

X+

| ctx-ddc.ctxdev.local/Citrix/SmartManualWeb

Windows Security
| Smart Card
Please enter your PIN.

PIN

M:m

Click here for more information

OK Cancel

ERERREMERRE

BESURERRERIRFPRILE, TREMEEIIRIE SN, Linux VDA RBET—MREEFED, HIRER
i, EASEHSHNEIEERERSEFNBELITRK. AXMERT, RANEHEMEMRTIIRESEREEF.

B, 7 StoreFront ifi, MNREZEIMERFIRIENKEEERF, StoreFront Web FIEERIZRINTFFIRRHEIR:

F

Insert Smart Card

25—

Q Please insert a smart card.

k. Details ==

| Cancel I
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PR

ZHERAY Linux Z1THRA AD /75 7%

o BEFEBFHIRIEXIFERM Linux Z1ThRF AD S5, BESREUTHIR:

Winbind SSSD Centrify

Debian 11.7/11.3 = = =
RHEL 9.2/9.0 = = S
RHEL 8.8/8.6 = = =
RHEL 7.9. Cent0S 7.9 = = =
Rocky Linux 9.2/9.0 = = ES
Rocky Linux 8.8/8.6 = = £
Ubuntu 22.04/20.04 = = =
BRERIBPRER

Linux VDA & 8E £ RMXERBIATA. RINER Linux VDA E#BEREEN, SIEREEE, HESERERH

TEo

XFFHMERERF PKCS#11 =

Citrix R BAEEREEARAST R, BARMNNZFFIRFTILET OpenSC Bieg+, ERETURAERHELM
ZEERH PKCSH#11 2, BUMMENSERNE R PKCSHLL B, BHITLUTHRIE:

1. /R PKCS#11 E&i%FE opensc—-pkcsll. so %4,
2. E¥E PKCS#11 FERRFRIGENEMR, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy—-->

Hrh PATH $5@1589 PKCS#11 &, 5130 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERARELREFRER.
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RESHIIERN (ER) BR#HITIAR

May 30, 2024

TR AR P IBRN BEFMEE, MAEER StoreFront 5 Citrix Workspace M BEEFRIEER. BERXEH
RIS B ETIRRNIR, BXTRERESPINIER StoreFront RARIE, HAXGHEBPKRRSHERIENAFL R
FiFRAAR,

AE:

REMANTIHMN VDA 7 ZHFRE SN IIERI A P #1TiHRE,

REGHIIENAP A HRIETEE. SIEMBEHEERT Android 89 Citrix Workspace M AB#EF LR
e

BIEKRZ FHIIER StoreFront N EEE

1. 7£ Citrix StoreFront EEi=H SNANERPRZENABET R, ARTEREERPREIZNARE,
2. EYABERMNEL, IEENABENER, ERRAFRESHRIEN (ER) AFiHRLNAREE, REE
EE—F_ﬁo

BXFAER, BESRACIERESNINENN AR,

ERMAFARE S HIIERNAF B RLIERER

ZYARM—THZ N EN B RPEFNIHTENNES, BEATUEARXNATNNAEFNKENAF, Gkl
BRZSHIVENAFA R T IHINR. EXFAER, FSH
el

ARESHIEIEN AR 2IFIRE T WBIE 8]

RESHWIENAFAIENRATHEN 7 10 28, HEFFHREHAERN, XEREFEMEHE. JLOETEMRIR
Z AnonymousUserldleTime B2 & 5 & X =N BE, 3, BR¥EEXERENNEIEBEARSH, BHETU

LA .
<.

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©
X00000005

<!--NeedCopy-->
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REREZSHWIENAFPHRANE

EiFEREGMRITNAFPNRAKE, EEREMET MaxAnonymousUserNumber. HI&ERHIEE A Linux
VDA tRFETHRESHIIENBAF 21548 AR ctxreg TREE I IMFIGE, G0, EREREN 32, 15
BT TS
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d 0

x00000020
<!--NeedCopy-->

BHE:
REIREZSNIENAFRER. RFEANBHAZRIE, VDA aJgtxtllinE, ERaiEERuUARNE,

B

REXREZSMHRIENAASIEN, FHESUTEI:
o TERERIRESHIEENAR RE,
BINEIMREEEEMEETUTARE (RERNO):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik nesd (RERBIEEIETT, BERENEH passwd &7F:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

MREEH, 155 Passwd EETEI8E N no , AREFHEH ncsd RSB, BEXUMRERERREZEESEHTE Linux
VDA,

« £/ KDE BYRZSHIIENAF 21ERETRBIFZE,

RINBERTRESHRIENAFPEF2AYNRRENSE, B2, i WIE2/R7E KDE A, 7£ KDE A, Ex4FER
PEBASFRANSS, BRUTITRNEEEXH SHome/.kde/share/config/kdeglobals . #40:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

B2, WRE2BETEEMN kdeglobals x# (W0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) 3 KDE Action Restrictions ##REEAFTE,
BRRERAREER,
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EfRIIAE, BERASTEN kdeglobals X LUMIER [KDE Action Restrictions] a5
[$1] 472, HEECARGTENRERZAYRRANRSE, 5% KDE BEMNEAEE, 8285 KDE System
Administration/Kiosk/Keys Bi#o

X
May 30, 2024
FHHNEREUTED:

o XHEHIFIHENL
o X{HEH

XA EHFRENG

May 30, 2024

ARPAIUERAREERE SRR RERERES B P iH 2 BIE ST 4. IHEEFE Citrix Virtual Apps
and Desktops 2006 I EShA U KiERATF Windows 89 Citrix Workspace R FB1EF 1903 S E= R4,

ERINE RIS M, BHR:

o XHHRABERET 20,

o RANMHAR/NREE 200 MB,

+ Nautilus XHEERIERET Linux VDA B+ BN LA,
o XHBREE ASCH F57F, NESRHTRN.

F#EH Linux & 1ThR

XHEHIFAMINEEEA T Linux VDA Z#89FFE Linux &1ThR.

GEESE

LU T B MR EREE S ECETIRENE R . BXEMARRIEBIFAER, BERARKHII R

s BRGELIREER
o BIMEARIEFE BRI
¢ TEERTEMERL
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} =r

AR

BERXHEHIMMMETIEE, JE7E Citrix Studio PIREFIHEIEREEMREIGERRL,

PR

o AR, BIXHBERBAAANEHIRIF

o RIZFHER.

s FAERFEHBER

o XHERIFMWELIIZIRFRIT. RBEMRERIFEMN E— X HE, FREHT— XA

&N

May 30, 2024

ZFHE Linux VDA MZE FiRi& & 2 BT XX LR, YBPHIEEETIRH HTMLS D2 MR Web I5288Y, 1t
ThEERI M. HTMLS DaEMAFEAERERT HTMLS #1 Chrome # Citrix Workspace Rz Ri2FFiA R KR E
MR AR,

AR

X EHIHERTF HTMLS5 #1 Chrome 89 Citrix Workspace MBI Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. EEXHENAER
ik & EHE Linux VDA, &8 Citrix Workspace R AREF LA LM EHENR, ABMXXEIHEEFERHAE
BIX . BREXHM Linux VDA THEIZFIHIEE, B THEN. AIMELSER THIRPRNIX . —R&ZH
LU 10 N3t

=

AR

Z7E Linux VDA 5&F P imig& 2B EEM T HseH, BB/ Citrix Workspace BRI AR,
B LUE R A YRR Citrix Workspace B2 FARZS

B FEREX 4 EmAIERIIE, THEEE VDA EMRFIRMIGE B RGBT REIE A IRgE.
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AR

BHof THERBATEIRES TR RZEEAXAEMNMEE FHXARBISE N .

TEEEH RN LR

o THXHURERIHNIRE

HEEAXHHMEEM Web JHRBRUAEFSIEFR, M Web i S THAIH A URES VDA EHREFFIHKIEE
BRH, WMESHERITFHEE. BERMEDTH, FRRIER Web FIRBHEATHERRENREER

RHEE, HEBITERT HTMLS 5 Chrome 8 Citrix Workspace B12F8I Web 55238 Fig B At T
HER.

o BB EREREFIRNIRE

AERBHNRERIER, EREFXE, AERESHHAEFEREHNRNREBRT, UEESTFRRE LA

Ho

XL R

A LER Citrix Studio @B X HEHMHEE. RINBAXHER.

[ Console Root
w i Citrix Studio (site)
O Search
g Machine Catalogs
£ Delivery Groups
ﬂ Applications
[= Policies
[# Logging
~ [Fs Configuration
£ Administrators
Controllers
E Hosting
4% Licensing
m StoreFront
@ App-V Publishi
O Zones

~ § Citrix StoreFront

m Stores

[E5] Server Group

ERB&IIRA

Policies

Palicies Policy0

| Overvew | settings | Assgneato

¥ Allow file transfer between desktop and client
User setting - ICAFile Redirection
Prohibited (Default: Allowed)

¥ Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICAVFile Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

1 Polig0

2 Unfiltered

s AFERESEFGZEMEEX M, AFRELETE Citrix Virtual Apps and Desktops 2iE5 &P iRig& 28

ERIX o

o MSEE FHX M. ARSI M Citrix Virtual Apps and Desktops & FHEIE P H&E.

o BXHLEHIRE. AT XHMNEFREE TS Citrix Virtual Apps and Desktops i,
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AR

NHERMKRE FEXEE G LB RERBEN, FRATERES TR IHZEERX 4 RERIRE NI

fERER

E\BLEATF HTMLS &9 Citrix Workspace [ A2 ERXHERINEE, BRITUTRIE:

1. 7£ Citrix Studio #1, % WebSocket EZHErRIGE 2 iFo

] Console Root
~ % Citrix Studio (site)

O Search

Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators| | SRR | Ovenvew | ettings | Assignedto |

£5| Controllers » Allow file transfer between desktop and client
Hosting 2 Unfiltered User setting - ICA\File Redirection

& Licensing Prohibited (Default: Allowed)

m StoreFront } Download file from desktop

@ App-V Publishi User setting - ICA\File Redirection

@ Zones Allowed (Default: Allowed)

¥ Upload file to desktop

User setting - ICA\File Redirection
3 Stores
Server Grou Allowed (Default: Allowed)
s P » WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

v~ §4 Citrix StoreFront

2. 1z Citrix Studio /1, &3 LA #HEHHRER R A HHEHTNEE,

3. 7z Citrix StoreFront EEizHlath, BENAHEE, EREIE Receiver for Web ii= T, AE@EE®ER
1822158 Receiver for HTML5 %13k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) #EAmMEl Chrome LU Citrix Workspace M B#2F#1N%] Google Chrome i,

3. £ “Chrome AR ELEE “EATF Chrome # Citrix Workspace B2,
4. BAEEEN StoreFront ABEH URL.

MREZHEANT Z URL, BB L5,
5. BoENSEENAEFSIE, 7 Linux VDA 5FFIRgE 2 EHRIT— MR Z N XHEER.

Bl

May 30, 2024
FHEHRBEELUTES:
. B2 DPI 4
. BRBEBRSET

. EFRBENE
« HDX RE#t=

o REMKE GPU

Add to Chrome
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o 2TEIKEN

o Thinwire ##RAER

Bxh DPI 481K

May 30, 2024

Linux VDA #5585 DPI i, HAFRITAEMKENEARFRIEN, S1EH8 DPI ExBmERULREE kL

89 DPI &8,

TERSIINEERXETEDL.

 ZINEEERE A Citrix Workspace B A DPI Itfd, x3FiE&ATF Windows B9 Citrix Workspace M2,
BERRIEPE, ERANIHERET. BXREMATF Windows B Citrix Workspace A2 E DPI 481K

BFAES, 1F5H DPI 4.

s BERZVBRESETHEARTEMER, YIERHEERN DPIREXNSAERRH#ITIE. FZFES DPI A%,
NRFEAFRRER DPI & EREE R E%, Linux VDA X FiERREMNAR/) DPI &,

+ ZINBEEXT MATE. GNOME. GNOME Classic #1 KDE =/, &/ KDE 3% MATE BY, &R TEI:

- F £ Mate SEFIEFIEITH KDE EINSEE:
* BEA(1EER KDE Plasma 5 S E S kR s,

* EREEITHEREFH LN DPISEERAFIHEAENRER,

- WFE Mate REIFREHIEITH MATE B RE:
* ANSZIEEL A 140 2,

* ERIEETHNEREFH LN DPIISEERAFRIHEAERER,

o EBMIERH DPI ERRIERE A L DPI IRBEBHEN. B, R HFBHERENAEMELE, fa0
100% #1200%., SIRERFIRECERBRLFIRE N DL, EPE DPUBRIE T RERNEBHBMRLLE. =

Bl WNRFEMLELFIS 125%, DPIEFEX 100%,

IR G i =i1E DPI
INFHFETF 174% 96 (1 x 96)

175%-274% 192 (2 x 96)
275%-399% 288 (3x96)
AFHETF 400% 384 (4 x96)

BRIER

100%
200%
300%
400%
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=

=W

Linux VDA Z#F&5% 200% B MATE S&E B.

May 30, 2024

Linux VDA RIEEMH 2 REMKERE P IHEEHNBEMKS. RIMERT, WL FEARS, ERTFUTRE
B9 Citrix Workspace R 2!

« EMATF i0S B Citrix Workspace R 1EF

« EATF Linux 89 Citrix Workspace R B1EF

« EAT Mac 8y Citrix Workspace ABEF (F%#iR4s 2204.1)

« iEAT Windows 89 Citrix Workspace R E1EF (F#5hkZx 2204.1)

5%

HARTHENSEN, MITELUTE Linux RAREPEIELEN. BUERRTEEFHEENBEIRES. BEF
FRBMEHNESL, BREHEMEN. EXTF, BERUTRESE:

.1n—ubu1804-binz - Desktop Viewer - a X
Activities Tue 17:02

unpluoged 74%

FRNBHEMRRTARNEMRS. EXEHR, FERTE:
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Bt ER TERE pE RNkl HRBMEHRNEDLL

EERE, B+ fSRT &, BRBRR

=80%
EEZE, A ¢ fFsRr &, AERERT
=20% #1 <80%
EERE, B¢ skt € BOexRT <20%
ﬁ KR7EHE, B <7 SRR =, ARBRR
=80%
Q K3eHE, B <7 fFSRR B, BIEIRGERT
=20% #0 <80%
ﬁ K7cHE, B 7 fFSRR £, BLERR <20%
E A RN RN

[y

HRIMERT, BEREBRERESERLFEARS.
B RizIee, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "Ox00000000"
<!--NeedCopy-->

EERItINEE, WETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"
<!--NeedCopy-->

AR

ERGBESREMRBRINGE, ZINESEF KBRS ETRHEZ Mobile Receiver Eiiki&EiE (MRVC),

RIBERRITIR, RIS RUBHZINEE. AXFAES, BEHABEARATEERD.
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BB & T0E

May 30, 2024
AXNET Linux VDA B EC BRI
BXEMER, BERRRERMLZEMAE D,

icE
£33 3D ERZLIEA MK
iR ERERESEREEETEAHNENRINME. TATEMHER TEREEENAREFNBAFBRILIZE, X

TRIEALUER GPU YRR TR AL, EXBEHILRBIRENRMRENHBEMIEREESHMAER.
FIANERT, RIEMK 3D ERTERH,

TSR AR E 28 31T [ 48

Thinwire 2 Linux VDA FEANETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS R RS 23 1T A E R RRIRBERABRMART, HEXREBAFHRA LT ED:

o RIFEIER. XRRINRE. TRERTHMEE. ERHAAME Citrix E##%%%Z Thinwire, B Thinwire B
FIWHARETEARENY B, $EMASHEGRETEEI MK,

o HNENRER, A Thinwire 12257 H.264 3¢ H.265, LUSIEu#AFPARAHREEREREITRL, LE
REKREMA D BEHNERT. ERTHNENRR, HEBERTRIFERHBR T X 3D B TIEAZ
AR, XFFEIEKEDL

o FXERNTUHXIEL, Thinwire PHWBERNEREAIRFBEIE SR (WA, 507 3D). EREERIEEBHIFE
B HER AVL, H.265 5% H.264, #E#F4ER AVL. H.265 5 H.264 11514 #F5 28 2 #F HDX Thinwire
KNRBAMEERIBOHNHBH#TRIG. WTFRENERIED (BEXFTNEZER), HASEREGESE
(JPEG. RLE) FIEEF. APAREGEUATHLS: SAERNTE. RSIIRNEREUREHMUERSE
PRXAHBREE K. HURAERIRE NIRRT TIEN, FHndFIEER AVL # H.265,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
05, 7. 'II-_' Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIRE (BEUTAREREKIRE) JUATYERZEAERANEREH#TTE:

o BRENEZEERE
o BfRhnESR
« MIBERE

AV1/H.265/H.264 fE44RE5

e SR ARID SR VAR MH RIS SRES A IFEA GPU BN (WIRATA) B RmEE R EEFS TR, GPU B
RS RRFIAE, RAMIRE T ST (FPS) A14RE,
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GPU BN 2 5 B AL 4R R RS 254 1T R Ja SRR BRI PR B EIAE T

o {REFEYER
¢ HWNBIRRE
o SN EBHEUAIXE

EEREFISAES, BRMA TSR

1. B ERISRmAERI SR AR RAD RESIRE N EE Ao
2. BERMMARBELESATERREANRIFEIER. HNBEINRERRHNETUNKE, FHRERKERENT
fERLSRYRARED 230

VDA #0 Citrix Workspace B2 A FME A AVL 5 H.265 SR ARIDES 7 REFE . ERMESEERIE,
AV1 5% F H.265 # H.264, F3%2#F AV1 B, EhEER H.265, WRAFZHEF AVL M H.265, SiEKELREIFER
H.264 {ST4mfRmEES. 1R GPU BH4FaIMA, VDA £EIREIERANRGIIARMFESNET CPU BRE,

AV1 FE RS ER

VDA

« VDA: 2311 iESHRA

« GPU: NVIDIA Ada Lovelace si&EShias (B NVIDIA GPU Z#509MsA4mA#iDes%5IR, 155 NVIDIA X
¥, Mk https://developer.nvidia.com/video-encode-and-decode-gpu-support-matrix-new,)

+ NVIDIA &IRzh#2RF 522.25 5B =k A (Video Codec SDK v12.0)

&

« EATF Windows #y Citrix Workspace M2 2305 s EShia
o 3§ AV1 BRME Fim GPU:

- NVIDIA Ampere S{ES RS
- Intel # 11 X/Arc HES AR
- AMD Radeon RX 6000/Radeon Pro W6000 %% (RDNA2) s{E S ks

H.265 BEH4REZRIER

eIl

« Citrix Receiver for Windows 4.10 % 4.12
« iEATF Windows 9 Citrix Workspace R F#2F 1808 REShr4s

EEEF K EEA H.265 Brme3, 155 H.265 A543,
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H.265/H.264 TifE4%E

H.265/H.264 TR E48& B Fi@id NVIDIA GPU #1789 HDX 3D PRO {4 hnik. H.265 ERMERFEIE
Windows B9 Citrix Workspace R A2 2305 RESRE, H.264 TIREHRZBEUTE, F

« EMATF Windows # Citrix Workspace R BERF 2303 REShRE
+ E2%& Apple M1 B/ RIERTF Mac i Citrix Workspace M2 2301 REShRA

ZBH H.265/H.264 THRESRE, BRBRUTIE:

1. B ERISTR DS R RIDRIBIRENE R R,
2. BERAMIMGR R SR HTEARRISENHNEBIER,

3. BUMRRERIKIZEN Always losses (JALRER) JEIRWE,

FRAVFLTE TR ESE
RIFRTE TS ERE R AT ERERA R THES, MARREENTHRES. B TEIELTHNESE, RRETHIEE
AIREEMRE, ERFEMRE LAGRENEMIRKR. MgErEIRRERENENERS .

INBERT, AFMRETHRESERELTEZEARS. EBRMREHES, BEATFMRETHRESRENCEA, B0
BB ERIRE RN THREE,

MRRFERIAR AR AT ERRRENTERNRAEDE, WARTHRES SN AEFHSEGRE. MREFE
FRARSn4R RED 28 T E 4A SR IR IR B N AE A SN 4R ARED 28 USMVEIAAR, WIMBETRESEIFNAE] H.264 4K,

BXUEREMNERIMARIDSHITERRRENFAGEE, FERANTE ERERZENETERLE,

B RRERIR

FIEEM Linux 2IEPEBETHERRSIERRIATES TRERERR. ZBREMNTERGRESXEMZEK
E E R,
EFRBR, BRRUTSE:

1. 7£ Citrix Studio F /5 FER RSB TEREE,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAKEHIETT ctxslider %%, WERHEZREER U,
AR
o IREBMKREREIGENIRKRTIRBTIRME, WAsER8ER Ul

o ERIUMZR IR RRREBHBRAF R,

Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

UTE AT LR (A LA ae TN

- EENEGRRE, BFEHBR BRIFHSEEN 0-9
s EEARRAEXIRE, BEFILRFRE,
o BEUMEIEHRN, BERRERE.

RIEHRARERBRTIIMERR

BERIBH R G ERABRTYMES, Citrix 31858 7 HDX 3D Pro BE#4RIE,

A HDX 3D Pro tEf+4g52ES, VDA BT LABIER MMl it BB H TR H AR AR B RID I ALERR, X—HtEIN6E
Rt T —ih T B E AR E BN H
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AINBR T BRI, BERAILIIEE, FHETUT®<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

BRT ERLLINEEZ SN, ERAILUBITI T in < RIAREMEF A% E. AverageBitRatePercent 71 MaxBitRate-
Percent SIS BEHRERBERNE D, LENEES, BEHEEN, ERMERLK. BINIEETER 50 5
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETIOUEREN, IRENFREEFRIFFE, WSEHNNRLATREERE, RARKEEMHN. BEBIEH
EEHEN A ERBREMRNN, BUSIFA LARRLL R,

B Linux VDA Thinwire Z#FHISRIEHIEEIR, BSRHEREZHYIR,
A% Linux VDA EMZEMBXFEENER, 55 CTX220128,

HiThE
Thinwire A LUBT H TR B LS RIZS SMME (FPS), B2 CPU SRSNFHIEE. BIAMERT, IR
FERRS. ESALLINEE, BEZHN VDA EiETUTH<:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

HUEHERR
REEAERMHERRI

BITUTHLREEEEEAPHEMAER (0 X7 TW+, 1 R-eFMRRGES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

HEREMT:
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create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

I8E AV1 2B IEEERH
AR

BRI S RIEEEEAM T ARRILDES, 55T THRHNGLIEBIRAARELEE RS,

BEITUTHSREIERTEEMER AVL (0 RINKREFER. 1 R/RREEER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep AVl
<!--NeedCopy-->

BN, ZERATREHRMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "AV1"-d "Ox00000000"--force

WIFREIETE[EA H.265

BITUTHRSRBIERTEAFERAEE H.265 (0 RnKEA, 1 RAEEFER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

N, S5RATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

WIEREBIETEREA H.264

BITUTaHSRBIERTERMEA H.264 (0 RRFEFEM. 1 RTEEFER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

a0, LERATRERNT !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

REIEEERMM YUV EIBS =

BITU T e RGBT EEERAHR YUV RFEAR (0 FR7 YUV420; 1RTYUVA22; 2 RRYUV444):
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AR
NEEEERIMAmRIEEE, YUVFormat BNEAEE N

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

fIan, SERATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

WIEREEEER YUVA44 B4R

BIETU TS UEIER S EREMER YUVA44 BRI

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

Y YUV444 e FizfiTRESE, SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat'"-d "Ox00000002"--force

I8if HDX 3D Pro 2&E A

BT TH<S LI HDX 3D Pro 25 EEA:
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep ProductEdition
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep StackSessionMode

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep 3DPro
<!--NeedCopy-->

BR7T HDX 3D Pro By, Z&R&EMTF:

create -k "HKLM\Software\Citrix\VirtualDesktopAgent\State"-t "REG_Sz"
-v "ProductEdition"-d "<PLT or ENT>"--force
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create -k "HKLM\System\CurrentControlSet\Control\Citrix\WinStations\
tcp"-t "REG_DWORD"-v "StackSessionMode'"-d "0Ox00000000"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix"-t "REG_DWORD
"-v "3DPro"-d "Ox00000000"--force

EI85F HDX 3D Pro FrEE#9 NVIDIA ERFBME, 357 Linux VDA £3&17 nvidia-smi &%, £REWT:

Tue Apr 12 10:42:03 2016

Tttt T P +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| @ GRID K1 off | ©0000:00:05.0 off |

N/A |

| NJA  42C PO 14W /  31W | 207MiB / 4095MiB | 8%

Default |
o Fom T ittt +
T e e TP +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
I NS S S o o o o o ||| g/===z==os
| 0 2164 C+G Jusr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MiB |
o +

<!--NeedCopy-->

KIEREIETEXT 3D Pro FEAE4RI

BITUT®HL (0 RnKfEM. 1 RTIEEER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

f£F 3D Pro B, ZEREMT:
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create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

ffaik NVIDIA GRID B ahizF RS BIERRE

B e i +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 Off | 0000:00:05.0 Off |

off |

| N/A 20C PO 37W / 156W | 19MiB / 8191MiB | 0%

Default |
o o o +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

<!--NeedCopy-->

NERZEFHNEE:
etc/X11l/ctx-nvidia.sh

HDX 3D Pro %5128 E421m

MREFEEMABER LLKEELAH, H1E NVIDIA GRID FaER SR A

1®E Xorg HiRHE

Xorg MBREX & Z XM TF Xorg.{DISPLAY}.log, fiT /var/log/ {3k,
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E i8] K PR
33F vGPU, XenServer (LIgI#rA Citrix Hypervisor) Zithizhl & B ICA SESIERE

R BT Ta<SRA VM Bt VGA 12515

[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1
<!--NeedCopy-->

R Gnome 3 EEEREIE

X2 Gnome 3 KSESIEZHIRE,

7% Citrix Workspace N AEFEHOA/NN, B OpenGL/WebGL M AEFTERIFHEN

1A% Citrix Workspace ARFEOKXNNRHERBSYE, NVIDIA ZARNEFSBRELRNBRES, HOAEE
KRR BIEF M BN AR, 130, WebGL FEtE lightgl.js aTaE£ M 551% Rendering to this texture is not
supported (incomplete frame buffer) (FXFZ2MAMSIR (MEHKRTE))o

HDX REH=

May 30, 2024

B

Linux VDA S5 HttENRE LNSIEAR = 8 SN EINKEEFR,
UT TSI SERRAZRENEEEMARRENIE,
BEHERR, BRITUTERE:

1. ZFENKRENBNXEF, BE TEANRAREENHERRELE > HEHNRER.
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[ ] - Desktop Viewer - [m] x
Activities

Share my screen

View someone else's screen

<
=
®
B

9

= - L}l_-slch_;p WVieiwer

Red Hat
Enterprise Linux

2. BEERIFHXHA.
HENRRHEABRRE—ERE, BEHEFLHAENABRERR.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer - s} X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X

P e HDX Screen Sharing Viewer I:]

6. EXRETERHERIIEOKR), FREHERITERSLHNET.

d L Desktop Viewer - a x

HDX Screen Sharing Viewer x

& Activiti RN scaling Au @ zh~ o

s
Cy

Activities [& Unknown =

=
L
©
<!

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. BRASER,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 315


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/graphics/system-tray#enable-the-system-tray

Linux Virtual Delivery Agent 2311

3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4. EERNPMERAVERIRKO 52525-52625,

=3

« REHZIEEARZE H.265 MIT4RES 2R,
¢ RRAZEVRNNAEFRIEFTR.

s RINBRT, RSEASENAFRPRZAUS I01MEEEHZERERE. EEENRARETEL
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire'"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{7iE, HiXI&H
AHEN, AFERESTIIMNMIERSERENSHEIMET.

Ed NS e

May 30, 2024

BhR

Linux VDA 1Rt RN M % B R8a % 1, S ERBIRINSPEN 25601600, 174 VDA REXZFANTETEHR,
HDX 3D Pro VDA &% %501 ET8s.

AXNBT AN FEN R TS PHEMBFEE Linux VDA,
EMRIERE

5 Windows VDA —##, Linux VDA EBZEREBENKENES. EETHEDTENINE, MIERRBAILRHE
B. Alt, MEiEEi#, ENMKENKEITUATERIKERSEMESNXIE,
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Origin of Virtual Desktop

Virtual Desktop Width

Virtual Desktop Height

B{:undmg Rectangle of all monitors

EMIEREA/N

ENSERENRRERERE ERESOUENLZ EATEREHN. ZRUT X=0,Y=01&, HF XMY 252
AN 25,

ENSERENEERIEMIE ETRUENRREA LAKKTEES (UEENS),

B, ENSERENSEREMREETSRNBENRLAZLTANERESR (UEENEW).

EHBFEEEE, RERMNT:

o AURENEFIHERESEH
o THE Linux VDA tHREFERER

ARFFRENE P in 2 RS E

BETREMEFIRETREENRAENSEA)N, ERIMUEE Linux VDA, SHERFHERBEESEEMNR
Ho
FAERUTEF SRR
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Virtual Desktop Width

w

Virtual Desktop Height

=
EGE

LEERTHABNANSZETRREE, HPFEEmINETRS, STEREHNDPERN 2560%1600,

Wz, BEEREAUTEFHETRIEEEZEIF—1 Linux VDA:

Virtual Desktop Width

2
1!

Virtual Desktop Height

unused

MR EERENERSBHNDYIERYN 2560%1600, AFHEEANZ ERSBEESHRAR. RABEX), TEEFH
EETRE/NENSERE. BENARAPHNEFAHETRBEE, LU Linux VDA EBSERNA/NMEER
4160%2560,

BAEZERBREEPRTERANREN, FERZFBNMEETRSEHETHRIRNNSE. WFEEMD 2560%x1600
BRSNEE, FIENTRERE!

« BR28 12560%1600 F1E 28 2 2560x1600
+ B/R28 11600%2560 F1E 128 2 2560%1600
« 28 12560x1600 fMEx2E 2 1600%2560
« 27283 11600%x2560 f 2728 2 1600%2560
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BENERFIERRE, BFE— 5120%2560 NEMRIERE. ERFIUESAEMERRNRNIE,
MRFIBEAPEHENERHRREPRE—INETSR, BFREAXEMKEXNIEN B TRBRNRSD YR,

Virtual Desktop Width

Virtual Desktop Height

FltRfh, FEREMKEBIA/NEERN 2560%1600, BFHIAREN 5120%x1600 1 2 NExrds, FLFEEEN
EEUNKE B REHNENREERER.

AR
NRAEZERBIRETEEEROVWERFIER, 157 Citrix Workspace MBREFHERSE T %1 (DPI) i85,
AXPFMEE, BESRMIRFOXE CTX230017,

T#E Linux VDA HAEERER

BT RENKEOA), EIUHESD HDX 2EEANREE. ERFREIEFRNIESSMIIEARRE
ERHENRE. ERENESERAD, ERENRKNFE, BALAEFERERANANELSE, BEERHTESIS
EREERENRE RN .

2B RLEEN HDX 21ENAEE, BEAUTAR:
M=XxYxZ,
Hrp:

« M ABTFRIEERENRES.

o XARNRERKENEE.

o YHENMRERENSE.
« ZH HDX 2FEBONEBRE, REUFHARM, MARUINSEM, FILER 4 R 32 UEE.

AR

XRSHENEBRERRE, BFaMERENEGBPEMNE (NERFERE/EinEE, EE3H). A,
Linux VDA 8 £ B EINRIEREHE N 32 i, HREIEERNEAERER TRE,
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a0, 3F 1024x768 =if, FEAMNAERN:

1024 x 768 x4 /2720 MB =3 MB

TERAFERERERNFIREE Linux VDA ENRIEREFEEE,

HERUTEF HENREE:

Virtual Desktop
“Width

w

Virtual Desktop

unused

MRBPNETRSBHD YRR 2560x1600, ATENEEFIHETRSEE, EMIIEREA/AA 5120%3200, &
AR, RBXIEREA, HHTF 16384000 (BP 2560 x 1600 x 4) FHHRFREE,

Citrix ZERBREBESH

A LUER TR ES #EH Linux VDA 1% E/Ra8Thag:
« MaxScreenNum
24 HKEY_LOCAL_MACHINE/System/CurrentControlSet/Control/Citrix/Thinwire/MaxScreenNum
WA BEXFNERENE
¥50: DWORD
BINE: 2
=AE: #nE VDA B9, HDX3D ProVDA 3 4

« MaxFbWidth
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2 #: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/MaxFb-
Width

WHEA: BIMSIERENRATE
#E: DWORD
BRAME: 5120
BAfE: 16384 (8192x2)
+ MaxFbHe1ight

2 #: HKEY_LOCAL_MACHINE /System/CurrentControlSet/Control/Citrix/Thinwire/MaxFb-
Height

WA BNSERANRASE
¥7E: DWORD

FRIME: 1600

BRAfE: 16384 (8192x2)

F Linux VDA % E RS E

B 1AR 7 90fa7E Linux VDA LB . EEEMEA% 2Bk,
BEAUTHZEREETHRNEAKE:

sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\
Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxScreenNum" -d "
NumMons" --force

<!--NeedCopy-->

Hrh NumMons AN F 139 GEAFiR&VDA) 5154 (EBF HDX3D ProVD) zZi&EmiE,
BEAUTAZSEENSERENRARE:

sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet)\
Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbWidth" -d "
MaxWidth" --force

<!--NeedCopy-->

He MaxWidth A7 F 1,024 5 16,384 ZjEifE,
EERAU T AL BEENSESENRASE:

sudo ctxreg create -k " HKEY_LOCAL_MACHINE \System\CurrentControlSet\
Control\Citrix\Thinwire" -t "REG_DWORD" -v "MaxFbHeight" -d "
MaxHeight" --force

<!--NeedCopy-->

Hrh MaxHeight #7+F 1,024 5/ 16,384 ~ (A,
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REIMER GPU
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7£ Linux VDA 3irR, REIMEE GPU 245!

o Remote PC Access =+ ERK GPU
o MEIWEBERFEZ2EH GPU

EXRMTHXIZIFEEME GPU MiER.

AZIFEAT Linux # NVIDIA Capture SDK #) NVIDIA GPU /=5 HDX 3D Pro

WFLEAET Linux B9 NVIDIA Capture SDK # NVIDIA GPU, RE#E %% Linux VDA B3% CTX_XDL_HDX_3D_PRO
&EH Y BNEI A HDX 3D Pro, EEHITHMAE. SA HDX 3D Prof5, BFMEEALTEARS,

5X7%#5EMA T Linux #9 NVIDIA Capture SDK # NVIDIA GPU L( X AMD #1 Intel ZH thiE 12
#ry GPU &

AE:
EXMERT, NZHFRHEHLD.
$B 1. %% Linux VDA 13§ CTX_XDL_HDX_3D_PRO iZEH Y

BEXMRTENER, BFEHSE 8 BEETHIRUTHRE.

S 2. ®# Xdamage

B, &aLGETT sudo apt-get install -y libxdamagel 7% Ubuntu 20.04 E% % XDamage, BEBERT,
XDamage =1E73 XServer B B2

SR 3. BIIETU T < /EA XDamage

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "Ox00000001" --force

<!--NeedCopy-->
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$Ig 4: &K Xorg BREX

AILTE [etc/X11 FHAITENMEREEX . RIBEZENERSNEE, SREFT—PFFRPhHEHENIENERE
BXM, B, MR UEET —E8ERES, BEREBMhHEHRE 1 WEREEXE, Bl ctx-driver_name-1.conf,
REETHRAETES, BEMBMPHERT 2 MEIREEE X4, B ctx-driver_name-2.conf,

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf 7, HITIUATRIEREHIEREE .
1. % driver_name 1% /3 LR IR NI B o
B, MREMREFZIA intel, ATUBREXHEMERS ctx-intel-1.conf,
2. AR IR 1S R0

SMEREEXHHR—EEEA “Device” WE, XBOWIRE, ARNBIUEDIRFES. BEHRM
TR EIEFE R ZAIATEMETAR. BRATHNINE, FRITUTIERE:

a) B2 GPU #iEHRMMIEREIU T BEERE S, TUERAEEXH. ERAVEREXHRIEZN
GPU B&E I UEAMIFIERIETT,

b) BANE B “Device” #5E%I12 ctx-driver_name-1.conf,
3. BITUTHSRIGEFMERI, LUE Linux VDA BEIZINRIES B 1 FISEMNEE XHZ M,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SzZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

%11 Remote PC Access VDA 1iz=

SHFERREMIERN GPU 8 Remote PC Access VDA, Linux VDA 35418 B /R28E K.
HRAZINEENAEE £EIAH Linux X1THRE$E Ubuntu 20.04 #1 Debian 11,
BINBERT, R TRERARS, BERHEHERA, Bl TAEFRNTR:

1. RIEEH Linux R1TARER%E evdi-dkms B4-E:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. RREREREEE EVDI:
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force

<!--NeedCopy—-->

3. MREFEANZ Intel GPU, ERAETERESE. JN, EREERLMA Intel GPU HEHFEEBTF Citrix
]E*EE‘LEO

sudo systemctl disable --now gdm
<!--NeedCopy—-->

B
FCE b tH B E Az 4 e O ELED

MREUFERMIZIT 3D MARR, HAFMBEEYIER, WELXEEHEER AL HEBEHESHN, EER
Jopt/Citrix/VDA/bin/setlog #¥ GFX_X11i&&# “verbose” FRUKEIRRERES B LUHITIEIR.

SIEIKED

May 30, 2024

RIEKENEB T RIENE ARG INNREIE, RREEERERELET, NERENNFS8EZIENAR
BERBIER. ERILUSKENEEAX AR HE alpha @& PNG B, ZKEEEMRIERELER, BFRK
TRIEHEHIR R

BE.

REKENRBR—IREIEE. ERETEMEIEEIEES, BrLRE—ERINERIERMATRER . FALIhEE
B, BRI TNRIEZENEEERE, Hk, RMNBNEERNESEMZEERAE WREA) £5FEA.
SEKENPEEATFREHIEZGHNER. REENHIERERERGNSENAFRNEH (BIEEREIEHITIE
ER) o AT EEXBRERIIELR, FEERSEBHEFFiE Internet thilGtit AR EZE EIEEHME R,

ZRARBAPALE, BERUTSIEKERIBGERRERE ERNREMEFKENINL:

RIEKENRIRIZE

BRIIEKE

BRETIRER, REETRREIBESE—BETRIEREESNTERKE, HKENREIURTFILRENER.
E‘kl}\ IEE/R—F B E1E7J<E|]5La:**ﬁﬁ >|kll._.\o
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BEEF R IP ik

BRTIKRER, SIEFERYRINEF R IP itk

BIANBERT, SEFRRE IP it FREERS.

BUEEZEE

RATILSEN, SiEKEEEREERE, 825 yyyy/mm/dd hh:mm, EREOEEIAT RERHNK,

RINERT, SEEENELTFERARS,.

BREERARA

BRTHRER, RIEETHANERBFARERKE, 271EHN USERNAME@DOMAINNAME, ZAiTRIARF
BRZEE 20 NFF. HAFPRIEBE 20 N FHH, AJRIEIB/NNFERNRELT, XFEETKEDBEKIE.

AINMERT, BEERAPILTEARS.

4% VDA &

BRTHSEN, SiERETHA ICASIER VDA EHE1EAKEL,

ZINERT, 8% VDA ENBATFBRARS.

B23E VDA IP sthit

BRTHSEN, SiERETHA ICA £iERY VDA IP stisitfEHKED,

ZINERT, 845 VDA IP it b FERARES.

RIFKENER

IR EEFIE R RE MK AT EERR S MRE. EMETHEREFIERSIHEN,
BREMFINED, B2 XHRIKENBEEX X AT,

ZPREREPET 5 NKEFE, H 1 MREEROET, B4 NMELHER.
BARESIEFOET 1 DKEMFE,

BIAMERT, EKEERIREAZ
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IKENZERRE

AILERETT 0 2 100 ZislRIKEMERRE, EERERA, KENEAER,

RINERT, BER 1T,

IKENEE XA

RINERT, ZEANT. AURBAFEFRER, REBEIUPAFHS, IEERESHAUERIEKNFET. F=E
FRBSTRS I 25 1 Unicode T/, REKMNFRBIZHETA 25 NFR.

BN, ERILIRSRBRIRE N LU TE:

<date> <time><newline><username><style=single><fontsize=40><font=

Ubuntu><position=center><rotation=0><newline><serverip><newline><

clientip><newline>Citrix Linux VDA<newline>Version 2207

BXAEERERRAE, B TER

BYIRE (ROKRN

BRI EA 5) BIAE &
<style> KENFERHER xsty'le, xstyle -
single, tile,
horizontal
<position> KENUE center. center NEHEREXIZEN
topleft. B—IAEK
topright.
bottomleft.
bottomright
<rotation> KENHEREEI—ERE  -180-180 0 -
< JKENRFEERE 0-100 17 -
transparency
>
<font> - RAEZFFNFH Sans -
<fontsize> - 20-50 0 (BmitH) -
<fontzoom> i 0- 100 -

<fontsize>#
<image> &BH

FHAEGANNE
payid
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BRIRE (ROKRN

BIRE WA 5) AINE &
<image> PNG 7kEN VDA LRI PNG B &R HIEERRE PNG K
Efietes Elo (NZ$FHH

alpha i&&# PNG,
5/ PNG 7KERRY,
RF <style>.
<position>.
<rotation>. <

transparency
>
<fontzoom> i&
ERTA B,
<date> SIEEEAANGA  NER TER -
% (YYYY/MM/DD)
<time> SIEEENEN ST FER TER -
75 (HH:MM)
<domain> APPSR ST FER TER -
<username> HAIRRAFENE  TER &R -
fufs (FEERFK
FiE)
<hostname> VDA MBI ST TEM TER -
<clientip> ERum P i E  REA & -
(s
<serverip> VDA R IP #ilitty s FER &R -
s
AR

MREDBI—MERENERETHEEKENBEX XA, NWEZIEMRERSIEKENZINIFRE Eft 2iEKENERE,

MRKEEIBFETNNERFHIRENRHFE, WERAERIAME,

PRI

o EUTFE—BERTESRFRIEKED:

- YERAMREDSRHITERRENHTNEBNRRN,
- YEAMRERLSRHTERRENRFINER, HEBRT Y 3D B TIERZHLILE,

s EEANEERNTEEONRIERRFRIEKE. EFEAIEKENINEE, BELRANKEABTEER.
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o MRAFEEEA AR NVIDIA IR FRIEFEMGINE H.264 3¢ H.265 RIEEA TiE{T, NAZFSIEKED,
HEFRRTRSEKED, (FEXMERT, FMERPH NvCaptureType IRERN 2,)

o KENWRIEERIIRER T Mo

« INREIZ Print Screen BHRER, 7T VDA HHERNERSRBFEIEKE, HIZWERIEHESERETRE
ko

%=iE Linux VDA E89H= GPU &

May 30, 2024

HDX 3D PRO X35/ VDI K EECER Linux VDA (B&iERR), WFZAR1E Linux VDA, BEIUEE LRAH=E
GPU mnEzIhEELUINR OpenGL 3D BEFNIEITEE,

=W

HZ GPU MEIHEER =1 Wayland 2RARS 2R,

[T

BES21E Linux VDA S AH= GPU INEINEELNNIR OpenGL 3D ARRFRIEITEE, BRMUTEES R

S$B1: R VirtualGL

M https://sourceforge.net/projects/virtualgl/files P T EHH %% VirtualGL, T#H:EMRFE T Debian &
Linux %1ThH#Y .deb #48METF RHEL #9 Linux &4ThRE9 .rpm 246,

$18 2: BE VirtualGL

1. {21k Linux 2R&®E8, 90 LightDM 5% GNOME Display Manager (GDM),
2. BEBEIETUTaSRNT VirtualGL BL B4

#/opt/VirtualGL/bin/vglserver_config
<!--NeedCopy—-->

BB WEER AR ITE R MR
o IR ‘LY L “HBIRS\BECE NS VirtualGL (GLX + EGL Fif) £&mR"
o #EE “n” LU “TRHI 3D X BRS28%T vglusers AryiFia”

o I “n” LU CIREIMZRIZEST vglusers AavikiE”
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o EFE “n” LU B XTEST ¥ RiZEF"

3. BRHEREMAHENRBD Linux EREES.

S8 3. 517TBA7T GPU IiELAER OpenGL 3D NAREF

BEME AR LUE Linux VDA £iEis{TE AT GPU Mi&IhEER OpenGL 3D AR :

« 7% 1. AFE OpenGL 3D AERBERAHL=E GPU

Ak, 3E7E Linux VDA Bi#TF bash &%, BT Ta<, REEMRBD) bash Lk, XF75EM bash &

ImEEIAFRE OpenGL 3D MAREFBAHEE GPU &,

#/opt/Citrix/VDA/sbin/ctxgpushare.sh enable
<!--NeedCopy-->

o FiE 2 NER OpenGL 3D ARFERAHAZ GPU IE:
7ltk, 3ETE Linux VDA BT A&, AGERAEENNBEFZRETUTHS:

#vglrun <AppName>
<!--NeedCopy-->

PR
« #Z GPU MiES Linux VDA M EREESFEES. B LightDM (EARZE GPU IENEREIE:S,
LASCERFMEATHREFO M BE
« 34 Ubuntu # Debian t# Firefox %1% WebGL BEEINE,
GIE 3

AIUHEZ GPU IR AHEZSIEREBURT CPU MIRFERE. EXRERAEZEE LEUAT GPU HEARISANTR.
a0

LIES A4

NVIDIA M10-2B vGPU E9#l57iR7F A 2048 MB, #41  EitLE, STRHIRAFH A ZIEHFEEET 20,
VariCAD &2 2 %M OpenGL AERFESMRIETR
f£/ 100 MB B9{RSRATF RGIE TR,
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RNEAFP AR EUTRFAEEEMRIITIREREEE T H:

Screen sharing

Desktop environment switch

Graphics quality slider

Real-time CQI

AR ETHTERET

BIMIENE— MR XN, ERSENTEXN MR, ZHERRBERET.
¢« BRA=E
BXUILTHEERIFAER, F5HA HDX Fei=,
o KREIFETIR

It e 2 ctxdesktopswitch.sh 89 GUl, ExXFAEE, B2FESIERFNSHNEEXEEFE,

>

FINERT, 2EAFEEXREFRELTERARS. EREMAIIIEE, HETUTH<:

4

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
EnableDesktopSwitch" -d "Ox00000000" --force

<!--NeedCopy-->

. EfERER
BEEMEL, B2 AEMEE XS hHOET R ERES,
. 36 CQl
L ERAE ICA HREYE (RTT) AIERLUE. BXMEE, EEHSFHES T AER.

RZEREETNETANRBEMMES, BEBRATRE CQI FAER:
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—

] | oL [

r.

FERATENERMNERERATNEE RINERT, XERERNIRENT:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
HighLatencyThreshold" -d "0x000000dc" —--force

<!--NeedCopy-->

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
LowLatencyThreshold" -d "0x00000078" --force

<!--NeedCopy-->

YLFRER/NFHETF LowLatencyThreshold Bt, ZETEITIZAEE, HEFRERATF HighLaten-
cyThreshold By, ZEREIRIEALE, EEMERT, ENFRCAER. NREAT R CQl, ZEREE
BEBITIC.
FINERT, =6 CQl EBRAHET. EXHERHRE, HERERNEEMERE, BEETUTHS
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

EnableCqgiShow" -d "Ox00000000" --force
<!--NeedCopy-->

A E—Ejﬁ/p\
HIERBETRHISIENERIEE, WABAILIIEE. BERALINEE, EETUTHh<:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

EnableGfxInfo" -d "Ox00000000" --force
<!--NeedCopy—-->

BRRSHRER

RIANERT, RARENERHEEIRSETLRTFRARS. B2, ERERRT, SIHTHINCES EBRRSRT
BENEFREMKEET. FHAEE0T:

1. 7£ Citrix Studio B AERR SIS TR ER,

2. ((RY1EERRE GNOME —i2% 2ty RHEL 8.x/9.x. Rocky Linux 8.x/9.x. Debian 11 = SUSE 15.x
B, AZBRITHSE,) HEH GNOME shell RERAMT BIEFLUUER Applindicator 2%,

a) Bf7®% gnome-shell --version Lz GNOME shell kxzs,
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b) M https://extensions.gnome.org/extension/615/appindicator-support T GNOME shell
HEBT BIER. fia, MEREM shell iR 3.28, METLUEEYT BIZFIZ 24 5 26,

Add yours Installed extensions About

application.
= Click here to install browser extension. See wiki page for native host cannector installation instructions.

& Applndicator and KStatusMotifierlitem Support by 2vind

Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hit) ithub. comiubuntuy/gnome -shell -extension-appindicator

xt
xtension
4

E:
E
2
26

C) MRESTHNREE, FHISMERGHERENS N appindicatorsupport@rgcjonas.gmail.com.
i 28 metadata.json X489 uuid 5218 E 1 appindicatorsupport@rgcjonas.gmail.com,

d) =17 mv 5< L% appindicatorsupport@rgcjonas.gmail.com BR#%5h%| /usr/share/
gnome-shell/extensions/ TANE,

e) i&fT chmod a+r metadata.json &< LifE metadata.json ST AT EEE A P IEEL.
"’

BUNBERT, RAERAATLUEE appindicatorsupport@rgcjonas.gmail.com B R+
metadata.json Xf4, EXIFRELEE, EHFEMAF HAERIRE metadata.json xtf4,

f) %% GNOME Tweaks.

g) EREIESP, BERIRFZ ALt+F2, r fl Enter @@ ETT killall -SIGQUIT
gnome-shell &s<REFHME GNOME shell,

ASEFES, 51T GNOME Tweaks, #A/G7E Tweaks s “V"BIEF" T A=A KStatusNoti-
fierltem/Applindicator i3,

>
=

3. (IREEEAKE GNOME —i2 =1 Debian 11 i, 7 ZFEHRITHTE. ) BRRUTFSBEURENEA
GNOME RFHEEEAT.

a) 87T sudo apt install gnome-shell-extension-appindicator &<, HfE
GNOME BEBEEIZY BIEF, LA vIUIHEBENRER.

b) fEEMREPIEE Tweaks,
c) 7& Tweaks TEFEERT BIZRF,

d) BA Kstatusnotifieritem/appindicator %%,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrixinput source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

4. INREFEANZR GNOME —ii2%%8 RHEL 7.9, NAFHTHSE.) BREUTSIBULRENER
GNOME R HEET.

a) 1EEEIRESEE Tweaks,
b) 7 Tweaks TEFEEFT B2,

C) BATRERET.
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Q Tweaks Extensions n:| %

Appearance
Alternatetab r—
Desktop o ‘ OFF
Applications menu
| ‘ OFF
Fonts RS

Keyboard & Mouse

Citrix input source mangager E

Power

Sound Horizontal workspaces

| oFF
Startup Applications @R S e e e e e
Top Bar Launch new instance R
| oFF
Windows
Workspaces Places status indicator ‘
OFF

Top icons
EX

User themes
o I

d) FHEHAEHEIRIE.

Thinwire i#HXETR

May 30, 2024

REREUHAERTREISEREEZEPRMELR, Fi80, 7 Web E LR ATESTIR. TS MTBELE, BEM KR
RSN e TERER.

ET7.1ThRH, BEBERRKRERRRTELRAE, FEARRREREANMMARERE, HERERENHGERE (16
fiisg 8 (IE) . BR, BHFMBEAF BREMMAFERE. HDX Thinwire RERIBRNE R RS AR HSERRE,

BhiA 7.18 2, U TE—ERT, HDX Thinwire BHARTIREHH# X EHE:

 FIA®EIET 2 Mbps.
o MKBEREE 200 =7,
EUAEXT:

pltn, ETES, WIHAEFRALTEDRS, F8 FHle AFHEREK, BREREESE, LA EEEREEE
SAE, MMESEGMXAEREERE, HHSERE M,
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Features

BRFLESRIEREG, BRENEGNXAFZRHUEITHMR. W, £ TEF, FBFBEsREaRiE, BGRU

RREET

Features

NFEG, RUERBTIRIKAG R WTFXE, HESIFEHBRANENED. RUIERES M LHET, LA
Al SR AR B N R B B AL MY HELAEIR

BRETE (D MEdBEENETRIEFN H.264 #1TEE,

NI fE R AT TR T
BINMERT, HHIEANUERERKRES. F RUARE) NEMSLATRESERKS.
FEUTERTEREXEA (FER) HElR:

o MERE = AT LHE
- BREELNEZEAERE =8 U
o ERTSIRMRIDRHITES = HNBIER (FE2F H.264 1Y)

AR TR ESERARSE, MREMUTERZ—, NIRRT

. AIEWEETF 2 Mbps
. FAIDRIB 200 =

REEXRE, ERRAPRERKEE 10 #0ehedia), BMEMSRGEARF IR,
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BUUETURIVITA

LGB BT U T e L Bt SR BT

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hep, <value>:
0 =A% X (EEMABERTEHFER)
1=858 (RERZRRETIR, FKIME)
2 =IREATH
RFaER (1) B, AILUEITIU T <2z —Bima R e aE(E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrh <value> i < FifE, L Kbps J&fi> (BIAE =2048)
5l 4096 = EH AT 4 Mbps A BE#HINER
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRHREA > (BRIME=200)
il 100 = FEMLZIERETF 100 ZF B AR HEL,

EMRBEEM

May 30, 2024

& P ImIKEh SR IR A B P iR S A SR B RE A
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IS A4
ZAIEEN (VDA) LBA T FF mIRchas s, ERIHEEESRBEMMHNEEERPH ctxmnt FERT
P %iﬁo

THEEN (VDA) LERTEFHXMHREER, BFER BEEAAFIEENEEIS.

Fig& (BFPR) ENE#HITEE,

USB ig&EEM

USB i&#&7£ Citrix Workspace M F#2F 5 Linux VDA KEZEHRE, ¥ USB EE&EERIIKEG, EaUGER

AHERRRY USB IR &R EAIZIR &

K P im IR oh 28 R T

May 30, 2024

AILAE AR P iR iR sl a3 BRI & P IR X REE RER A I XA EENIRRIER A, & RIREHERIRET S B P iR
fFREERZBRIELRINT:

LIES BA
EAEEMN (VDA) LB T &P imIREN280ET ERInTREREREEERFTE ctxmnt FERT
BRIE.

BEEN (VDA) LRATEFGXHREER, AFRER BEERAFEENSHNSEHNS,
FigE (BPm) EXWH#ITRE,

B A% inIKEh 23 RS

ERATFmIKEhEEMST, 57 Citrix Studio PR EFIHIECIBREE RGBT, BRZEBNIEAES, 18
SRXHEERRBIZE,

BRZEFAHXHXREE@HIEEEEERBIXHER

BERATFEXAREER, ETE VDA LBITUTH<:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\Client
Folder Redirection" -t "REG_DWORD" -v "CFROnlyModeAvailable" -d "0
x00000001" --force

<!--NeedCopy-->
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BIEEERMEXHRIMNEFPHREERZIENGERE, BEAPRELTRUTIE:

1. WIRRET &HARAR Citrix Workspace FZBIERF.

2. M Citrix Workspace i Af2F %% B R RE51 CtxCFRUL.exe.
3. REBEEXEIRRN, ARHFM. HEIMER I,

4. MIFEEAREMEERIE, UEREEX.

USB K& EEM

May 30, 2024

USB 1&#&7z Citrix Workspace RA#EF 5 Linux VDA KEZEHE, ¥ USB REEEMIIKERS, ErIUEER
AHERER) USB i@ & AR %18 &,

e
LMLZIERET 100 2F0RY, FHAVEINER USBIREETER. HMLIERET 200 ZF6T, B70@ER USB 1%

BEEM,

USB REEEREE =TT EHSEAIIIEE:

o FE USB/IP B
« Citrix USB £&iZt&tR
o Citrix USB AR5 1&E1R

FriE USB/IP I :

USB/IP B & Linux RZEzEFM—LAFRRAEAR, XEEAVESANZIREIEFERSUIRINFAE USB #
#&o

Linux VDA iR4EFF R USB/IP INBL# USB & & EE M, HESFEM USB/IP MZRmEFMAFRERE, BE,
Linux VDA 5 Citrix Workspace [z 2 ZEIHFE USB $uRZim#kzisE7E Citrix ICA USB i+,

Citrix USB &1F#R:

Citrix USB =iEt&R7e Y USB/IP miziR5 Citrix Workspace R FATER Z [BIHNEEH R,
Citrix USB RRSS#ER:

Citrix USB FRSHEIREIE USB i&& ERIFAHIRIE, N, ZEEETF USB &%,

USB k& EE RN ITIFRIE

BEBRT, MR USBRERMEERE Linux VDA, 2ERS /dev BEFEIB— I HZMRET R, BR, EE
IR EHNFAFERN Linux VDA 2%, USB REKMTRHZEFARIERER, BRLRERERHNEE
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1B, MNRHKRIBMIENIERF, &R Linux VDA RIETEEAEEMR USB i8&. AR USB REREEML, BR

RIRoHEFH EWIE R R,

Linux VDA X #FMEFIHINEE MY USB & 5%,

X#H USB i&&

e

18T X USB 3.0 O8I +F. AILUK USB 3.0 ig @i ANE Fimig&E LAY USB 3.0 %0,

THgEEMINZFILL Linux VDA fR7s, BJUBREREMIEE, EERIIMER:

USB KRB EEFHILE VID:PID XHRG
Netac Technology Co., 0dd8:173c FAT32. NTFS
Ltd
Kingston Datatraveler  0951:1625 FAT32. NTFS
101 IT
Kingston Datatraveler  1567:8902 FAT32. NTFS
GT101 G2
SanDisk SDCZ80 flash 0781:5580 FAT32. NTFS
drive
WD HDD 1058:10B8 FAT32. NTFS
Toshiba Kingston 0930:6545 FAT32. NTFS
DataTraveler 3.0 USB
device
Taiwan OEM - OBSOLETE FFFF:5678 FAT32. NTFS
VendorCo ProductCode
Disk 2.0
TD-RDF5A Transcend 8564:4000 FAT32. NTFS
USB device
AR
Z7E Amazon Linux 2. CentOS. RHEL. Rocky Linux #1 SUSE :f#/H NTFS, EAEXLE.ITHR LS
NTFS %#5,
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USB 3D 4= VID:PID
3DConnexion SpaceMouse Pro 046d: c62b
USB 13##1X VID:PID
Epson Perfection V330 photo 04B8: 0142
Yubico USB VID:PID
Yubico YubiKey OTP+FIDO+CCID - 1050:0407

Keyboard, HID

Mz USB VID:PID

Logitech composite USB device - 0460:0825
WebCam, Audio

ficE USB i§EEEM
({LEFTF CentOS. RHEL #1 Rocky Linux) Zi#tsi4iE USB/IP puiziEiR

Linux VDA £ USB/IP % USB i€ & EE MM E M ENITHIR, FRAEASHIERT, USB/IP RIZERZH
Linux AizhRas 3.17 REShRALZEH, Fib, RIMER TERLHZRZIZR, B2, USB/IP NiZERRERT
CentOS. RHEL #1 Rocky Linux, EfEXL Linux R{ThRPEER USB IEEEEM, HMLEHHE USB/IP Wiz
Rk, RIBEM Linux Z1ThRM https://pkgs.org/download/kmod-usbip F#EH %% USB/IP,

IRE USB IREEE M HRE

- Citrix RRIEFISEEANERA USB IREEE®. XA LUER Delivery Controller SEBEIEEIR&E LT, H
Linux VDA F2& USB i& & EFE R, 1HEE LI SRESFAFIN :

o ZPiE USB g EEE M

o Efig USBIgEEE@EMM
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B USBig&EEM 7 Citrix Studio®, BA (SEMA) MEFHETH USBIREEER (REEI(EIEEN).
TR EIEES:

1. EEAW.
2. BEWE.

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(®) Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

%8B USB iEEEEMMA BAH USB EEmEE, A Citrix Studio KEEEMMA, HEREEATF (HIE
#) 1% Linux VDA LERmLEIRE,

EEF G USB iR & EE RMNIHEEF:

1. SEREANEEOMY, RPHHEELTNER.
2. gl (34RiE) MG, RERE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BXNMAEEER USB ig&EERAMIFMES, 15217 Citrix Generic USB Redirection Configuration Guide
((Citrix 3&F USB EEMACEER)) o

R USB igEEE MR

EIRIBEAT PG SRREEREA Linux VDA BT E]AEBEIM & Fhin T,

TEHHEERH USB #iE

Linux VDA fEEEPREEM Citrix Workspace AR EEMMFIA USB i, URERREMEEREBIHNE
ERBRE. B, EREEREENRNHIRE.
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

=ILEE R USB BB XHEX

nR6EMA Citrix Workspace ZARFHN T A= BEIEEER USB #if, FBEHE LB BIXHRIESR
Ko HILFFMZRNEFHIRT AXH RGN, RAEXGRATEHRNTFET. BWEARSAEEELS., NREA
Citrix Workspace R A#ZFHN T A EILEER, WEHNENSEERNEME, NSBEEER.

AT RBRILEE, FBRELRIRER sync s SBLUERINEME, AREBELE USB EEM.

Citrix Workspace M BiEFHN T EEZDTLIES

B, &aReFAEER Citrix Workspace ARRFHN T REZPEEIIHEE, XRFEH#HIT USB EEM,

e | By Pad H

Home Ctri+Alt+Del Preferences evic Full-screen Disconnect Shortcuts

NSREE AR, EIIE LR

« REEEEENRIT USB REEEM.
+ Citrix USB BRSSIRIRIETEIZITo

RBERERIRE, BFSEANXFRILE USB REEERARBEHIHITELE.
90 Citrix USB BRSHERKITIT, BRBUATHE:
1. EEAUTHSRE USB/IP RZEREER Linux ZITHRPRERIA:

modinfo usbhip-core
<!--NeedCopy—-->
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2. MRWMEMTAUR, BRBER Linux K1ThRRERGIF USB/IP iR

modinfo: ERROR: Module usbip-core not found.
<!--NeedCopy-->

« 3¥F Amazon Linux 2. CentOS. RHEL # Rocky Linux, &4 HhHLZERREIF USB/IP Az
TEIRER S
« XF SUSE, 3EM https://software.opensuse.org/package/usbip T#EH %% USB/IP #4,
« 33F Ubuntu/Debian, &MU THSEURZFMRE USB/IP MiZiER:
a) T USB/IP MiziEHEAE,

#®EMT https://github.com/torvalds/linux/tree/master/drivers/usb/usbip
Linux RiZEfERE, %EF 845 Linux WiZikas (v4.15 SiEShRZAS) Rid, AEREEEE, fli
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbip.

#Z DownGit HREAZAINHEREE, SIEAT TH USB/IP BB THEE,
b) EERUTHRSBERE:
unzip ${
USBIP_SRC }

.Zip

cd usbip
<!--NeedCopy-->

C) BT FrRIEXR Makefile xtft:
# SPDX-License-Identifier: GPL-2.0
ccflags—-$(CONFIG_USBIP_DEBUG) := -DDEBUG
obj-$(CONFIG_USBIP_CORE) += usbip-core.o
usbip-core-y := usbip_common.o usbip_event.o
obj-$(CONFIG_USBIP_VHCI_HCD) += vhci-hcd.o
vhci-hcd-y := vhci_sysfs.o vhci_tx.o vhci_rx.o vhci_hcd.o
#0bj—-$ (CONFIG_USBIP_HOST) += usbip-host.o
#usbip-host-y := stub_dev.o stub_main.o stub_rx.o stub_tx.o
#0bj-$ (CONFIG_USBIP_VUDC) += usbip-vudc.o
#usbip-vudc-y := vudc_dev.o vudc_sysfs.o vudc_tx.o vudc_rx.

o vudc_transfer.o vudc_main.o
<!--NeedCopy-->
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d) HmiFERG:
apt-get 1install linux-headers-‘uname -r°

make -C /lib/modules/ uname -r  /build M=SPWD
<!--NeedCopy-->

e) =% USB/IP miziEik:

cp usbip-core.ko vhci-hcd.ko /opt/Citrix/VDA/1lib64/
<!--NeedCopy-->

f) E#E5h ctxusbsd BRSS LUMNE USB/IP ik

systemctl restart ctxusbsd
<!--NeedCopy—-->

% USB i&%&7£ Citrix Workspace ARZFHMITAEFEIN, BHWITIEH “ZHREERE” B, BERKK

HILREREY, ERITIATIRE:
o E2E Linux VDA F=BEUBBAEE M.

« WEZEE Citrix Workspace L AREFHEMRTE S TEMEMEEERS, BREFIMRBEHH
DeviceRules, LU{RILISE RIELIIE)IZIGE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXRIFMESR, BSRMRRL
& How to Configure Automatic Redirection of USB Devices (#1fAlE2E USB & &M BENEE M)

USB iR &EMINERER, BXEEIEPER

BEBERLT, REEEAZTZFN USB ig&E. HMSE It aEEmENER) Linux VDA 21, WFEIMEERNIE
&, MRERS [dev BEFRIBAFAENTR. B2, APREAIURNEREERRMEFNRERE, NRE
RIAE (BIEAN) WEMEETERNE, BRZSERNERZIRE HRE,

AR

s¥F USB Ixzp28, Linux VDA REEEMEHHE. AR (BNRLEENEE) THRNTERHEMEERR A

iz, RESTERZIFMNIEETIRFIGER ETEXME L.

MR E RE ]

May 30, 2024
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FMEIREE R AFETE VDA ZIEREITHNAEF SER P& LETHNABERF Z BIE SRR,

EXNBT AVFERMEMEREE R Citrix 58,

EmR B IR EE M Citrix 585

EFmB IR EER

Ibig B AVFEFEIERE A iR & ERBINAIRARA E] VDA ERISIMAR,
RIANERT, BUMREE@IRENIF.

ZMEIEFMEHEERIFES A IR 2 B, HEFERLE. BRNEUESIERSITHNARRR 288 HIFRE NG
#Eo

B NAHR E E A5 BE PR

g BISE A RIE S AMBI MR 2 B RN R SRR AR (kbps).

BIMEIREE M EREIE 2L

IR EREERIES MBI MR Z BT AHIER A FERNRAHRE (HEIEFRENEIL).

R EINGIRE P iRPRE A SIEE R A

IR EEE B E MR ER LM E P IRIRE R E NS IER S IR BIER R A K/

ZRHFEWEREEA), BERARBEMRE A IRREAZERRANRE. AR, AXDREFES, BA—TUTF
TRHRMUNE, MEXAMEINEIRS 21EZ BRIESHREmA ).

RINERT, RELATFERARS, FENEFARISIENERLERE,

KB NER ZIEFR BN E A iR fE A

IR EEE B EHREMGRIER UM EPAIE R R P ik & B S ISR IR AR/

ERHFEERERA), BERARBEMRSIERFIAZTFARERANRE. ARG, ERXDREFEP, BA—MUTFF
THRMUNE, UEXRESAIMEINER Z BRIBEEEEA ).

AINMERT, ERELTREARS, HEXNEEFENIEEEZHERS,
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‘REFAHEWERTN” M “FFHRIEMRS AR

BRAZXAMRERUAFERBENSERIMIEEFHEMLEZ,E (BEARZFK).
UT BRI R RAE X

o CF_TEXT

« CF_BITMAP

« CF_METAFILEPICT
« CF_SYLK

+ CF_OEMTEXT

- CF_DIB

« CF_PALETTE

« CF_UNICODETEXT
« CF_LOCALE

- CF_DIBV5

« CF_HDROP

‘REZEDUWAREN M “SIEFIWRT AARIFEIE”

BRXAEMEEAUATFERSENSERIMBTRIREFRFEIEIZE (BARRE.
TR R R E X B

o CF_TEXT

+ CF_BITMAP

« CF_METAFILEPICT
« CF_SYLK

« CF_OEMTEXT

- CF_DIB

« CF_PALETTE

« CF_UNICODETEXT
« CF_LOCALE

« CF_DIBV5

« CF_HDROP

W

May 30, 2024

FEHABTEEUTER:
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. TP IME
. P IME BRRERS
. SBHEREGERS

o XFLHEZHA

ERismNEHmEE (IME)

May 30, 2024

B

#FuEE IME RARFTFR, flanhx. BEMNSBEEFR. BI5FF LM Citrix Workspace R REFREH
243 IME (30 Windows 7s#l CJK IME) SBAILZEFF,

ot
Ek

f£% % Linux VDA BY, =Bzh&REILINEE,

fERER

BB=T7F Citrix Virtual Apps =t Citrix Virtual Desktops &i&.

RIEFEEE P i L ERERNRN AU EERZ A in IME Thag.

B0ia)

o BAMFEME Google BFRIEFHIRTTIE, FaEEAEF I IME IhEEE R TARPRANFR.
« ARE B FROBmHEAZEF I IME Thig
+ IME AP REARERANKIE PR AT,

ZFin IME AR ARERS

May 30, 2024

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 348


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/keyboard/client-ime.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/keyboard/client-ime-user-interface-synchronization.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/keyboard/dynamic-keyboard-layout-synchronization.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/keyboard/soft-keyboard.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/keyboard/configure-server-ime.html

Linux Virtual Delivery Agent 2311

R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ERILLIRER ARG ERMN

1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4% LEE IBus MER, &
SRIRERR B EIRER Y, Fla0:

o Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods
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+ Debian: https://wiki.debian.org/118n/ibus
« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMRERETIRE, BELHSTERIZNETEERTE,

BRMZRZINEE
HKINBRATEZREEF G IME BFRRERS . ERANEALINEE, BRERFIRRERFBRT M IME SUETHEESR
B, @@l ctxreg LAERFRE MR,
AR
ERPIREZMBERESHM IME BUHIHEERMM AR S T EMRIGE, TUNAEEEENEPITENIT R
SHRMEFEXR. A Linux VDA EREMFRISENAEIZ VDA EHFrERIE,
- KERFIRREMERTSH IME SUETHEERE LS B ZEAET % IME B RERSIhEE:
1. 7£ Studio &, HBEBELEFER, REEFLIEFERE,
2. BREFPIREEERERTSHM IME SUHINEESRE,

Create Policy
Studio Select settings

. [-Nl V%r?ians) i | All Settings - I Keyboard Layout SyncT X I
Settings: 0 selected || View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRTZANER,
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4. REER,

Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled &
Disabled

Support dynamic client keyboard layout synchronization

|:| Use

¥ App Support dynamic client keyboard layout synchronization and IME improvement

Virtuar DEMVETy RGNl ZUU0 NIOTSESSION UJ, 2000 JIMgE=SESSTOn U, Z00> Wioises 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization” equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019.
The default is "Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For non-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|ICA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE =TTk

- BEA: ZHsSEEGRESNEA i IME AR RERY,

- ZEEMSEFIHBERTERY . BRASBEEGREEY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;3% DWORD {&.

- XEDSEFHBEEMFEES N IME I BRDSEREGRERASMERE IMEBRR
"R, mAZEEUF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1mAy DWORD &,

o BE ctxreg TRERFHFEIMRUBHEHERAZFiG IME BFRRERPEE:
ERRZIEE, BETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
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SyncClientIME" -d "0x00000001"
<!--NeedCopy-->

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "0Ox00000000"

<!--NeedCopy—-->

SEERREY

May 30, 2024

AFT, Linux VDA MEFimigE ERREBHRBLIER, Fi0, HEFIREELNREHREMN ‘KB BEh 58,
87 VDA LREREY, AIRERHIIRRIRGYR),

Citrix @3 Bz VDA WREF /ST IHEENRER BRI KRR D, ToANEFHRE LNREFHR
£, VDA BEEER MG LR,

AR

iEAF HTMLS 89 Citrix Workspace M AEF A2 H5ahSREBH/EE S L.

ficE
BRINERT, SEEFRESPELTEARS. EEAREALLINEE, BRETF HREHRBRFETSH IME SU#IN6E
HBg, i@ ctxreg LRAREFRETMER.
AR
ERinEEHAERS M IME B#HINEERRNRALAS TEMRIGE, TUNAIEREENRPMITENN R
RPHFIENR. 47E Linux VDA EREMRIGEN A% VDA LB RIS,
« REXPIHBEEFFESH IME SU#IIERK B AN ERMNSRERBRPIEE:
1. 7£ Studio A, HRPEE, AEEFCIRERK,
2. BREFHREHF/REDM IME BUHEERE,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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SZAILThEE, BEITUTH !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,
N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

MpEE

May 30, 2024

BJLATE Linux B AN ARFSIEPEAREERE. REESECWASBFRNTERN 2 RIHRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un gmm -a' ;(
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AR

EATF i0S # Android 89 Citrix Workspace [ FR2F Z151%I08E,

BRNEZRZINEE
ZINERT, ZIEETEARE, TLUER ctxreg SLAEFERANZRAZIEE. 4% Linux VDA EMThEERREN A
Fiz VDA LA HHFIERIE.
EFRLIEE, FERITUTIRE:
1. BEEBETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "

Enabled" -d "Ox00000001"
<!--NeedCopy-->

2. 7z Citrix Studio #, ¥ BB RBEREKILE N RIF.
3. (AN3%) x4F RHEL 7 #1 CentOS 7, BT TH<IEEEEMASL (IBus) BRERERIA IM BRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

BEREINGE, BEITUTEHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANREREEERIFIETEHEERED YR RIEEN.

PR

* %INBETE Google Chrome. LibreOffice ME N BIEFHAIRET A EEIE T,
s EREFURBRBEARBAETE, BRLEIFBATE, AGBREEHAIBATE,

o 7£ Web X¥BFM—NMINFRIIRIBHS—NMINFRE, RBRATRAE R, BRI, F2EIF
MAFER, ARELEEFHATR.

o IEIHEERFF Unicode FRAMFTFRH (B, X, BIENHEFH).
s RBEETERTERBATR.

MRS5S UIAANTRES, EXMERT, BBMINAREFE OB LRSDERUISHAFTREEIRS
(1] fik=e8
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+ BT Citrix Workspace A #2FH Huawei AR BRI Z B ERD MR, FIBAMEEETYIERE, R
£t 2RE Huawei FiR B L,

XFZESHRA

May 30, 2024

B Linux VDA fras 1.4 2, Citrix F 7T WERGHNBREFNSE. BPAUEEE Linux SERENE R TR
FRrER Linux M BEF.

B2, HFEBESES Linux KEIFEEESMK, Fib, Linux VDA ERNAMIESENTFELBHNABRRERA A,
b, BREEUEE IMERIES (BId0, X, BiEsFHE) BAXS. TAREFRIERE, BRUTEERERE
Z BT,

AT RRRXLERE, INEENEINAHANELAGNAREFREESE. @831EsE, BRYUENAREFIERE
WERARSS 88 IME LURERERR Z BTk,

(=

TRILUER ctxreg SSARFRANZAIIIE GHABRTER). 4% Linux VDA BRS3 238 LMTHEEECE R A F1E1%
VDA EA#HBIFIE N AERF.

& FMRTA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 2
#% DWORD,
EFRLkIhEE, BEBETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

EZRAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

fERER
RERE R,

1. BAhEE.
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i

2. HRALIERXFMANEL TN ARERF. EREPVAEFZIZERESIZ.

3. MTHIRSEPERKIFMIES LIAMAERIES AR

o v

(®) French fr

() German de

Show Keyboard Layout

Region & Language

4, MTHZEHAEE IME IBERR.
5. EAMEN IME HERGEENES.
AR

« £ VDA imBEE= LERRERREN, BHRTEETT Citrix Workspace N AR2FRIZE F i L (EMAE

FNEERR.
o W% accountsservice BB FEEINRZA 0.6.37 SESRAS, A REERKIEMES WHEERHIT
KE,
B | |T| Region & Language ‘ Login Screen ‘ | = »

1@;1:9?_ English (Umb
Formats United States (English)
Input Sources | Options ‘

French
German
[ +] -] =

EZLL0N
May 30, 2024
FEHRBEEUTES:
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o ESThEE

¢ NEBRNBEEM

o HDX MEIR G MESE

BENTEE

May 30, 2024

BENEMRINEFERARS. BT Citrix Workspace M FR2FZ Fif:

+ EATF Windows # Citrix Workspace MBI - 2109 RES RS
« AT Linux 89 Citrix Workspace R 2% - 2109 RhEShkZ
« iEATF Mac 89 Citrix Workspace R ABER - 2109 RE=HRA

LERAAEIIRTHEF RN, BENSMEELREIBMRE5M.

ERBEN S, BEFFoHE VDA LEESHMREHRE, BiENSMA LUIRIBMEZHSAESIMRELRE,
LUR MM BR S 5T1AL0,

TRETRT BEBNEMS RSN BRI

BIEMNE40 |BRRE 5T
BASIMREE: 48 kHz RASIFREER: 8kHz
MREEE BEE

e

7£ RHEL 8.x #1 Rocky Linux 8.x Ef#F PulseAudio 13.99 st E S ks,

XFZIEMRE (FShR)
730

BhR7s 23112, Linux VDA SINT BSREERINEE. ZEERFFRET Citrix Workspace AEFHEF kit
B LS EIMREEERFIZIE Linux VDA i,

ERItIhEERE:
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o BRHITEN ENAERIEMSEHETERIER, BEMLEETHARE CitrixAudioSink (Fsamd) st
CitrixAudioSource (F3HAN), MEEBENREEM. IUESIEPHNARFHEESINLE, BT
SIEHEIEARASINRE, ZREUERFPHITENNRASNRE. NBLE, EIUMNEFIFEITENNR
FIRBRELRINTINIRE. EMFARTENNRATNRER, MREREARNSINLELRERER,

o HERASBBFRZIEPNENLEN, XETIMNLKEIDEER.

&

EEFA%IAE, E7E Linux VDA EREBR, AREEXE#H Citrix Workspace AR,

7£ Linux VDA LERiZIAE ZINBERT, ARZS I EMESSENSMEE AL TZRARS. EBEEBA, &
7£ Linux VDA Eizf7 A Fd<:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "

fEnableCamv4" -t BIN -d "1"
<!--NeedCopy-->

BRBAEHEMLIE, BHETUATHS:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableCamv4" -d "o"

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Audio" -v "
fEnableCamv4" -d "1"

<!--NeedCopy-->

FRRERMIKE  ZRECHFUA TR .

 iEATF Windows 9 Citrix Workspace R BEF

« JEATF Linux 89 Citrix Workspace W BEF&{fhkk4s 2212

« EMATF HTMLS5 4 Citrix Workspace R RiEF &{%iR4s 2306
+ EATF Chrome 9 Citrix Workspace [z Fi2FR{fHR4s 2306
« iEATF Mac 8 Citrix Workspace MAEF&{EAR4s 2311

FZ7£ Citrix Workspace [ B2 Pi# T IEMAYIE B A Be X THAEIR MRS IT. BXFHER, ESH Citrix
Workspace [z 2R X%,
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=&l

BF PulseAudio Z7Einl, Ak, 7 Ubuntu 22.04 £iF/, ZIAEZIMIGE ZEIVIRTERIKK, EfRILE
7, EM VDA shfflir L aiiE A P B PulseAudio iR B, RABEFRITH=IE. EMER PulseAudio BRE, 1EiETT
$ rm -r ~/.config/pulse &%,

N EBRABTEER

May 30, 2024

BER
FEBRNBETARETEFTPHEEIMAYFTIRDH Web TTEAIIHEE, tIhaESEE A Citrix Workspace M BRF#E
EPmEFIENINZINEIEE, Z51ZsM URLIEER HTTP # HTTPS A%,

AE:

Linux VDA 7£ Google Chrome x5 S 38 N A E E o

&5 Web %35 |12EZ i Li5T, MIEE VDA LiETT, HEMFEAEF K CPU. GPU. RAM FML,

SANSHEAOSHTEER. MARNRBFETABTNELXE, HOFSEMIE, BREEFRSI=EFNE,
XL B 1E VDA L8935 8sisiT,

[ aboutblank x

<« C { D www.youtubecom

l’iew
Rors
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F2E Studio #g, BTFIEEEAREERNAFFIRFH URL MisaizsbIR, EERTEARTE URL EEMEMME
1EFI%R,

MREAFTIRFIKTS URL EH URL, BIEEMMELLETIRPHMAIKRET, EHUEBE (CTXCSB) =157 Citrix
Workspace MREEFEEEE@H T4 URL, S5, Citrix Workspace MRREFSEFH— N EtENS IEHER
Itk Web 55,

2Ja, Citrix Workspace MARZFELEIL Web bR T4ERNE NS ER S BRI H,

[l Ubuntu1204DSK - Desktop Viewer

i Activities @ Google Chrome v Tue 23:58 @
e

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy Terms  Settings

o Type here to search

1. Citrix JSBABEERY BIEFHEIR
I RIEFERNEIEIETE Chrome I BREFIRS, HEGAUT=MHGEZ—:
o R ETHFEE

o IRE: EHFNERR ERER/ER
o 48 BHRIF/FET

2. MOXEFFIHELLENFESEEINEE
3. Linux VDA

4, Windows Z i

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

o RSV[BENARS[EN: BT RBERBERIRMEAFIRIEEAELY, BAILLZEEER. HIKGERE
VDA E23 Web 7@, #H6EA Thinwire Rizi2 2 RER, EAKRERIEHERITA, XMER2SH VDA
£ CPU. RAM MIHTEEFER .

o REB[EDAEFHEM: Citrix Workspace RREFFEREMEE (CTXPFWD) i@id VDA &% Web RS
[HMPRIAST. YEFIHLNAE Web fRS28 (Fld0, BEFm) B, EREEEH. ERREE VDA L
B CPU #1 RAM S HE, 187% ICA EBhEER &A% 5.

A RE =MigFR=. CTXPFWD B3R &% VDA 5in R IRiE & LIRS Web BRSS22H9IFTRIIIR,
B R R SRBG IR

- EXAE - MRENHEROPEETEARIE

- BHEZER - MIRSERENEERSERRIE

- PAC >t - tnRfa kit PAC X, LAE VDA FRAYRIYE 28 7] L B shit #35& SRV IRAR 3 88 SRIREIE E RV
URL.

BEXFAGER, BERAXEENNESATEERRERERE.,
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cWA VDA Explicit
: Proxy
@ Podicy ':,\:}
evaluataon
I Media [ Eég .-r"'/‘ . .
— e . *
| Engine Vietual Chanoel | | port Forwarding Diract ‘|'m| @?#)
(CTXPFWD) Services - J

o« ERIRRBAEFIHE: BT Citrix Workspace M AEFEEEE Web fRSE28, EILEESAE Internet,
ExXfER T, =M Citrix Virtual Apps and Desktops = EIZFrEMLE. CPU #1 RAM £A £,

e

- BHENBLEPGE (EEMHIEE (ABR))
- BT VDA ZHB{EMAE (CPU/RAM/IO)
- BETHESHER

Windows &/ i:
« iEATF Windows 9 Citrix Workspace R F#2F 1809 SiE Sk
Linux VDA:

« VDA ER3I%EEs: AT Citrix MHRBABREE R BIZFH Google Chrome v66 iE=ARA

EENREATEER

BEANNSRNAEERD, BEEBEEXFERIEE Google Chrome hREN MBRBTEE Y RBIZF. Nlt, BRI
THE:

1. 7z Citrix Studio /1, ¥y BABEERIZE AN RFUR AN KRBENTEEM,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines ‘

Summary

1_(A|| Versions)

‘ Settings: 1 selected

Select settings

v || All Settings *~ | | Browser X

[7] View selected only

» Browser Content Redirection
Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
» Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

v

v

v

Cancel

Back

2. EEHABTEBEEREIZFF K URL WAFTIRNBTREBEE URL EEMBELETR. BEEBIETIRET

AR,

MNEBABEED ACL BERBEIREEHARTERBEERZIZFF % URL BIRIFTIR. € URL B, AILIER

* BEFTRTRDINZINIFFE

URL A%,
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Edit BrowserContentRedirection

. 1 i
Studio Select settings
- — —
| (Al Versions) « || Al Settings ~ | [Browser x|
| Settings: 1 selected [ View selected only
Settings
X » Browser Content Redirection Select
Users and Machines Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

A

v

v

TER VIR

o« http://www.xyz.com/index.html (AJLLEEE URL pisERRAERSCMBIFHIRIE, FI50,
MBHEE https://www.xyz.com/sports/index.html, WREER index.html
D1E,)

o https://www.xyz.com/*

« http://www.xyz.com/xvideosx*

« http://*.xyz.com/

o http://*.*.com/
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Edit BrowserContentRedirection

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Settings | https://www.youtube.com/* | B 1T
Users and Machines -
Hden | https://www.google.com/ | B
| https://www.citrix.com/* IB +

[[] Use default value: https://www.youtube.com/*

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS, H
1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

 X]
[ View selected only

Select

Unselect

Select

Select

Select

=

. Cancel

NEBANREERERZ REEREREZAHE URL EE@BIMAELTIR.

Edit BrowserContentRedirection

Studio Select settings

e | wisees | o

X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)
» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default:
» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

Back

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://

Select

3. ERARSHRENNEFAIREN, BEENRSENTEECARELERE,
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tigEATFHN VDA LA NSERFTEEMNAERERHEEET,. NREEREROREMUMKEOS.
PAC/WPAD URL sy E#/5BRHISBERALLIZE, Citrix Workspace [ 2§ 1a4 Se it #1TARSS 33 4REXAN
ERHEW. BXEAER, BSHAMERIE,

MREZASKKEBEIZEHEMRBIAE, W Citrix Workspace ZAEF R IA#ITE P iniRIAE ik S
Mo

BINERT, iRENRIL,

EXAREATRIER:

http://\<hostname/ip address\>:\<port\>

il

http://proxy.example.citrix.com:80 http://10.10.10.10:8080
PAC/WPAD X f4 . ¥FHIE :

http://<hostname/ip address>:<port>/<path>/<Proxy.pac>

T http://wpad.myproxy.com:30/configuration/pac/Proxy.pac
https://<hostname/ip address>:<port>/<path>/<wpad.dat>

= http://10.10.10.10/configuration/pac/wpad.dat
BEESEARERITIRT:

TERBE N AEF F N 217 DIRECT,

=

=W

TR LGB fmiEsE AR E HKLM\ Software\Citrix\HdxMediastream\WebBrowserRedirection
. RE B MR E IS, A R E HKLM\Software\Citrix\HdxMediastream\
AllowNonTlsPacUri A rE RS avri@id HTTP T# PAC X, BIAERN 0, XE

BRERIFER HTTP,

ATFRBIRENIMRESET, BXAEXIMRITIER, BEANTBABTEEREMRNE S,

4. #F VDA £ Add to Chrome (i%nZ Chrome), M Chrome W_ERAEZN Citrix SIS BANBEEH
T RIEF. XHMEBIT VDA RSN (EESMEIN) URL BES A IR LESIRITE,

B5E:
BRI EARFEIY BIEF. X7 VDA L7,

Chrome ¥y BEFEFENMARRE. FEEEMAESMGAIFIRMSARRYT BZF,.
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2 chrome web store o 5o

Frossar Coment et | Extensions PPS——

o

""""" Browser Content Redirection Extension

) Team
}  Themas Offeted by Citrix
e Add 1 Chiome

Features This sxterrion rediects Webpages

2

[0 ‘Works with Google Drve
Ratings

O deddkok

7 sk & Bup
O kdok &up

3 ok E B up

[EEAH]

NMBELBATHRSNTECEANEEESHEE, N Citrix Workspace MBERZFRHZ R #HITRS [BIZDFAE A IKEW.
NERSH/IENANEZFLHEZIEK, NWRERIFFHRBNFFREEN. MEEAHITENEZESR Web AR5,
VDA EfI S esME RS S LEFMMBFENE (RSB[IRMRSREN) .

HRBABTEEREMRIES

jo ==
=

Il

AMRFEFAIESEENR, JRFEENRERERS. Citrix TERIEEIMRFERCHATLESEY
IMBYRREER IS LABRR, EREMRRIBSRT BIEN, EREIMRZAT, BSBHITED.

HKLM\Software\Citrix\HdxMediastream

B -l &
WebBrowserRedirection DWORD 1=23F, 0=%2it
WebBrowserRedirectionAcl REG_MULTI_SZ /
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B e =1

WebBrowserRedirectionProxyAdtiés$Z MR HIGE R A TR —FE,
NzEARSHENEFHEN: 2
ARE - MREHIERLHRRE—
MNERARE, BEFER- NREE
REBREFERBARE, PAC XX -
MR ERHH PAC X, LUE VDA F
B3 B3 28 BT LA B shi i3S X AU ERAR
S ERIREVEER URL,

WebBrowserRedirectionBlacklisREG_MULTI_SZ /

AllowNonTlsPacUri DWORD MERTAIFEY HTTP T PAC
X, BINMER 0, XEREFRAY
A HTTP, NRFEHIGEN 1,
HDXWebProxy.exe o] L@t
HTTP & PAC xff (MIEm™&iEi
HTTPS),

HDX MRS ESE

May 30, 2024

B

7£ Linux VDA iEHIs{TRIISAR N R A2 B A A ITE ] LAER HDX MR BENASTESE RIS B EN. FIA
BRTRARMEE. RITRNERARTERR HDX M BENSIELSELEE.

HDX M BEHNMAELE LA R UMBRENER, XMPLBHIRMERENAELSERF H.264 TER KX BTTE
MIEPEBITHRR N ABIEF. HDX MBRENISAERERRETE A IHRERARNSRAERRARBIA KRB
IREHISR, HWEHHFTRIRABMNES. BRSOHEHRHBNRFRARRLARAEX G R EHNIREIER
FERIRMIESMEEGNENERE. 25, FRROEIMAEIETUERETENRSSE. RSBFEEERSMNERREK
MiBfE, BEERAIEENKETAHEIRMERNER, Workspace ZAEFSEBMMATEER, H1E WAN 17
SPREBMERET.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 371



Linux Virtual Delivery Agent 2311

Webcam Workspace app VDA
Captured
video a
stream
—_—

Meeting
HDX webcam server ME :ic I———— conference
server

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.
We also support webcams

looks and actslike a
normal webcam to the
application.

with dedicated on-board
video compression (UVC
H264).

o ZINAERERTF Azure itEW, FEA Azure iTEH EFINZINAERTHKEA videodev MIIZIEIR,
o IEINEERZH5R B Citrix Workspace M BAREFZFEF S H.264 M4,
o ZFEFHNRBRGEN PR 48x32 F) 1920x1080 Z &,

o EAMEREGNE, E7M Citrix Workspace M Ai2F T Aiz+ikiZi@m USB 1%, TN, oMM

XHEo. | BE=
B IYalE,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Seasion Settings Global Settings

(O Connect automatically Preferred Webcam
(O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O) Do not connect

(@) Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

%% Citrix Workspace M BiE2F

HDX MEIR G MSAESE 2 15 U TR Citrix Workspace B 2R :
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T8

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B e LUET %% Desktop Viewer 57 XA MLSIRENIRBENREIEREBEIIA

®E,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic

(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA R¥E5%mE, 3iE VDA 25 #E57E Delivery Controller #5EM, URB.AHH Linux SESIEEEEE
5fERA Windows 32/ IR 5.

2. WRERI VDA A LLAE Internet, #4517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
Y LUSERMEIRENE B, NREN VDA Ti5i51 Internet, &3P E 3,

=

=W

uname -r SRRk ZETESEERNZALE, FLisSH ctxwecamcfg.sh i<k, EiEH
& HDX MBIRENASAESE, 151517 sudo apt-get dist-upgrade, #1250 VDA, REEHIETT
ctxwcamcfg.sh Bilzs,

YNREM VDA 5E7E Debian L, BHAREERHNAZMA LIE1T. U, EETUTHSUEHR TR
PAZhRZS :

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy—-->

R VDA #3Z7E SUSE 15 |, EBITU TS UEMIISHNNZRAHER S50
zypper up kernel-default

reboot
<!--NeedCopy-->

ctxwcamcfg.sh iiGET:
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a) 7€ VDA k%% kernel-devel MEiARZIERT I (DKMS) 12,

« kernel-devel BFHWEBERRAHENNSZBENAIZER,
« DKMS BFahSEEEMMERENANZRIR,

=

AR

£ RHEL. Rocky Linux #1 CentOS L% FiR#2FBY, ctxwcamcfg. sh A= 7E&ER VDA
EREHBAUTFRE:

« AT Enterprise Linux (EPEL) B89N EE
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS £ v412loopback,
v4l2loopback 2—MaFELE VAL FEHE EHIRIZER,

¢) &17 sudo systemctl restart ctxwcamsd &<, Linux VDA I KL B E VRS -
ctxwcamsd - EFBEIFINE HDX MEIBENMSAELSEINAEN v4 12 Lloopback liziER,

3. WMREM VDA Tikininl Internet, EES—&ITEN L4 v4l2loopback miziER, REEEHEH K
1 VDA,

a) HE&—BEEBILIN Internet BNiZARZAS VDA #EHIIHEN. uname -r @<L AIEBIERRNIZARE,
b) #itEM L, &7 sudo mkdir -p /var/xdl &%,
c) ¥ /var/xdl/configure_x* M\E# VDA EHIZI /var /xdl/ THITEN.

d #i+ &M L, B17 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh & % L% &
RZER MRZzGSSHINET, Ma®E /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94c1/$ (uname -r)/x86_64/
module/ BETFoIE v4l2loopback.ko 3tff. ZBEIEIETT ctxwcamcfg.sh 4B BT e BN A9 4

R
e) ¥ v4l2loopback.ko MitEHMEHIZIER VDA HEHEET /opt/Citrix/VDA/1ib64/ T

f) E&EM VDA £, 517 sudo systemctl restart ctxwcamsd &< UEHBEIMEZREN
PR HNE v4l2loopback AiZIER,

FIMAE Linux VDA

May 30, 2024
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B

RINALEEE VDA TFE#% VDA M Active Directory i5#17 VDA 1A F 143301, SIEKRMAEE VDA B, BEE
ERATAEAY, BFHE VDA IMEI=ITFIFE. Eit, FEFEMA Active Directory f#. HAF MR
VDA EahsiERY, VDA £ERAFBATER Citrix Workspace R BI2FHA - 2 Al EA#hpgttk . VDA HE—1
BEMERRD, AHIBRSTHK B ZED#HIT SSO MAFEMERE, NREER THENZ], SSO MSIFEMEERKMK,
22 SSO, 1F2iH9E SSO 5Kk,

BE.

o Citrix DaaS Z#rRmAN=Er VDA,
- EEHITFES M7 Citrix DaaS £&8&,
- AMEAETEAMEER OB ARMNIER VDA, Citrix DaaS pyiEHFm EEARMNIFHA VDA,
- EOIEKRMASER VDA, %JEB Rendezvous V2, Y& RIEARMEINT EEEF LTI
B EBEE Workspace FfER Active Directory fEA BB REREFRN, 7 FE4MA Cloud
Connector,
o BRIBKMAER VDA, &R LUFERER Machine Creation Services (MCS) 2%, BXiF4ME
B, BE2EER MCS RIS Linux VDARIERRMZEIEARMNIEM Linux VDA,

- MCS RZHRIARSS 280

EAFRMAER Linux VDA B9ThkE
TERIONIZA VDA LoIZEGEEBRMENA AR

FTFARMAES VDA LHEEMNRIER, VDA 2B8:8IRABRINBENAAF, VDA BREBEEFER Citrix
Workspace AEFHAF ZeIZ4MAF . EELIEERFBYE, aFERFRNARRHRARK (UID). 41D (GID). x
BRMER shell, EEMALLIHEE, BRMUATHE:

1. BEBEITUT <L LU ARINEE:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "
CreateWithUidGid" -d "Ox00000001" --force

<!--NeedCopy—-->

2. 7£ VDA &K ZTH /var/xdl/getuidgid. sh MizathisE U TEY:

%

(TR ANE BiER

~

Bt

/

uid W%EE FFIRRAT (UID) 26 Linux 94
RPN AFNES. ERAER
PRI R R A TR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 376


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/authentication/non-sso-authentication.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configure/session/rendezvous-v2.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-non-domain-joined-linux-vdas-using-mcs
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/installation-overview/create-a-non-domain-joined-linux-vda-using-easy-install

Linux Virtual Delivery Agent 2311

B WEEANE iR

gid W HIFRFT (GID) RAFRITFEAN
WS

homedir Ak Linux X BEREBHERAFHNER.

shell BJik B shell REAFBEREAFKF

BRI AP shell,

TERZ getuidgid. sh MR :
PE =W

BHREERNAPIEENRIEE .

#!/bin/bash
HHHHHAHH AR H SRR RS H R R R R R S R R

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
h

get_uid_gid_for_user $1
<!--NeedCopy-->

3F SSO S

BIAERT, Linux VDA EERESAER (SS0). APERA—AZEE R Citrix Workspace RZF#2F# VDA &1,
EitAPEA—ATRANEIEE R VDA 3%, i57E Linux VDA 2 SSO, BXFAELR, i551@iE SSO 54k
jiEo
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£/ Azure Active Directory #{TBHI8IE

&1E Azure R ERERIRIINGER VDA 5 AAD tRIRERSERMIRMAR S 110, BXIFRES, FSIHAER Azure
Active Directory #7811k,

Rendezvous V2

FHERMANIER VDA 8 Rendezvous V2 4552 Citrix Cloud Connector, BxXi#4{E 8, 5218 Rendezvous
V2,

RBEZHFYI &R

May 30, 2024

Linux VDA HERL 155X

Studio JEftE
R B KE 1RIR BiME

A%  UselocalFimeOfCli€@Mrt SRR

FiRas iz 5E8AY
HhAT ] 4
ICA®E  IcaRoundifirgplheckERdledERA
R1THE ZApr (1)
8 gyl

ICAE  IcaRoundfdpilheckPAd@dd 15
R1TAE KRP

& gyl

]

=NE  IcaRoundifirplheckihEnidlE& 2

0 ()
ICA 41

B

e
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Studio
R

F O ocx
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I
3

o
iy

1
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F 3

Bttt

REE
TE [T
BED
kb

XHE
TE [T
IR
XHE
TE [T
BIPRE
Bt

FTENHL
BEM
HEIIR

!

=i
B KE E32S
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et

LimitAudi@Bw  ICA\i

&t

LimitAudi@BwPercé®A\
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LimitUSBE#" ICA\T

&t
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Studio EMR
R BITE= i B RINE

FTEDML  LimitPrinEBrBwPertéAYs 0
BEM
HHIR
HE?
id

WebSockitceptWeb ShifketsiConWeatiSsrkets
i

et

WebSockétbSocket&Piirt 1CA\WebSead&ts

HOS

WebSockéBTrustedEiginSdGAsbSockets

AR

AR5 28

FR

ICAR  SendICAKd&pHilivedCAR  FRix

REED #HEs  ICAR

7N 7N FED
REH
£ (0)

ICAR  ICAKeepAthE#TimedCA R 60 %

FEDD FEDD

& K&

B

ICA {5t IcaListenetBiftNurtder 1494

I 88

as

HDX HDXoverGb&#  ICA Preferred(2)

Bi&R

£

R®iED]  AcceptSessi@nRelidbAMEConftéEtions
FME EaE (1)

£ i3

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

380



Linux Virtual Delivery Agent 2311

Studio EMR
R BITE= i B RINE

E#iE  ReconnedtighiliTrdaspn®end0%vel

Z Ul FisE
BEIAE EE i
&5 EE
fiFA  SessionRelighilityPGA\s 2598
Edka EEIE
as i3
=iEA]  SessionRétighility TieAgsut 180 #»
S8 EEIES
At i3
ZFim  AllowAutdEfientRetOMviect i
BEE FwmE (1)
Wk E L

EE
ZPig  AllowAudBRedirecEdn SAF
EINE (1)
EM
Zrig  AllowPrin@eRedir $TED AW
FTENHL (1)
BEM
Bzl  AutoCrea8PDFPrinef [EE4
# PDF (0)
BT
EN#
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Studio
R

FTENHL
xzhig
- BRS
MEE
i3

BRI
ELY
BEM

KBk
wREF
I PRl
ARIE

(K257

(K257

1

=i
B KE RIR

DriverMagingList $TED

AllowClipBirard Rediftitx

BIAME

Microsoft
XPS

Document

Writer

*,

Deny
5
Send
to
Microsoft

OneNote

*,

Deny

SIF
(1)

LimitClip@ardTran€ferC2H B2/

(0)

LimitClipl@ardTran€ferH2C B2/

(0)
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Studio
R

BINGR
BEM
HBIfR
%l

BIMEHR
BEM
HEIIR
=Ry
kb

R
P
IE1RS
A

B
B 1R
SR
1S
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RIS
SEHIS
REA
2358
I51RS
AR
Bt

=i
B KE RIR BIAME

LimitClipBgBW  ICA\% 0
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LimitCliplgBWPer¢€Ats 0

i

RestrictCligptClipbsdEdiVritE 2 /A
(0)

ClientCliphgardWrEshktiowedré&rmats

RestrictSegstonClighniasd Wit B
(0)

SessionClipboard VEgits&l lowedEBrmats

AllowUSBRedir  USB =4
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&EE
E [
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Studio
R
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RESE
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%
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EME
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} =r

AR

3% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB1R #hiX (UDP) 1245 4f, Linux VDA 7%
. BXFEER, BSNET AP BRI (UDP) LREHE .

AIUER LT Citrix $EE&I&E7E Citrix Studio HEREERIEEZITET S

o RETWITIIR . WERDXWTHIIERHISEHER B FRE

o RETHITIIRIRE. RETHSIENREIRS. MRFETRITFZKENERA, HEEDRIETIRENN
ERRBEIRFPRA, SIERFETER.

o BIFFEZASIEITIYER . WER DX IEENSIERGISEHERTE FRE

o BIFFERIEITISRIENR: IREMERNRIETHZ AR E)E]FR.

EERRIREN, FHARXEREEDEPRIT B

TRIENREIRGIZIEN, BER—FRESHB. BXTM, BERUTERHE. KREXAEEHEE, BLARE
RERFATIRS. BESERTENRES, BFRHEAPRAUEETNITEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

A L7E Citrix Studio 7.12 ik EShRADE E L T 5HRER,

« MaxSpeexQuality

& (E%): [0-10]
BiAE: 5
HRES:
BIMRENPEN, SMETEMRA Speex FAFLEXN SIMEEHITHID (FSHASMRERRK), Speex 2—
MERFREDR, XEREERTHRNESESREEREITES. SHM—EIESTHRFELDRTRE, XA
FIEREMLAFE 2 EFF AR E. AZEEHE Speex fi3IIZ @I SEEE 0 2 10 ZEMWRESHIEH, &
BlHE, RS,
&= Speex RERBEESMREMHRRE (FSHSMETEMHRIRGIRE) EFERE Speex FREX S/MEE
i, MRBMREBAP, FIEBBATEHEL, XBERERFXRE. NMRSMRENE, FOBELTE
HIRI, XRFREREERIE, BRI Speex REARENKRR TERRMILEER, &iE Speex REHINAR
KIEFHTE LT &M

- F&F&e Speex |BE,

- HILRREFINFHRERS,
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HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE

Linux VDA EMIEINEHR,

- FNEEAREBEAREMEIZF I

RNEZBAREH

Linux VDA LW BIERIEERN R T EARAEHEF K EWEILER, BEFE EWEERIEERNB T EEHN
Linux VDA MBI,

- BFMEERABREEAREMEEMN

Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA Z#5BIMGMRIERE

NBEEEREN

REMERERND. Ei=Hl Linux VDA 5F P ik 2 BRI E SIFAENEITH, NI
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TENEEEREEABTERNEAN T EERNSENELIRENERNE,

FTED

May 30, 2024
FHOIANBEEUTER:
o ITENERAEMIA

o PDF#TED

FTENEAEMUE

May 30, 2024

IXIRME RITENREREMIER.

ot
T

Linux VDA ZRERSE A cups # foomatic idiE2s. 1E% % VDA BRIRETIER, EaURIESD RIERFIRELIE
250 fjgn:

7ZRHEL7 L:

sudo yum -y dinstall cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

FTENERERIR &
B ITENNEER

IR EEHIE P iR TENNL2 DR E] VDA 215,
BIANBERT, RIFEF miTENBRES,
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BEheIEE P iRFTEN]

L& B E A LIBETE] VDA £IEHNEFIHITENN. BRABERT, WigEIGABhIEFERFIHITEN, XEWEMRE
EPIHITENNERERET S VDA =i, BXUIGERIFMES, 1521 Citrix Virtual Apps and Desktops X4 E
EheIERE P iHFTEN M.

EzhelZE PDF ERTENM

EfEF PDF $TENTHEE, IBRILLRIBIRENERA,

FTENNIRBNIE R RS R A

Citrix IRE=FR BB AITENIRENER (postscript. pcl5 l pcl6). B2, @RITEMIREIZFAIRES BHNEF
IRITEDA RS, EXMIERT, RHMRATRHHE—%EZE%5EE ~/.CixlpProfileSCLIENT_NAME FEE i, BhRas
1906 2, mILLEZESCATE Citrix Studio RECEFTENHIIREHAE B BRATF e A 14 SR BR

£7¢ Citrix Studio FECEITENHIREHIZFIRETRIFR A M SRR, IBITLATIRIE:

1. EEFTENH IR RN IE R BRES AN R B 1L R BK
2. BEHM.

3. FEREFRITENNRIEFRFMES RIEF B R, MEEAEMT Linux 9 Citrix Workspace M BER,
BEES FTENHE #Ro

4. EEFERNHEN VDA ERIRIERE X HHEIT R,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

ERER
AUMEBE LA GHNEEMERBHNBIEFITH. FrEEAIRITENNET USRI VDA £iF, WFREMNBAER,
MBAFFRE:

o WFAMIEE:
<client printer name>:$CLIENT_NAME:dsk$SESSION_ID

s WFRHHEZAER:
<client printer name>:$SCLIENT_NAME:app$SESSION_ID
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AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
ToIEFTED

FTENFTAIE B TIERY, 1B EITENSFIFER ctxlpmngt f1 CUPS #E32,

FTEN<FIFIZRE ctxlpmngt B—MRKIEHE, MAERIEREIRNIET, BEETUTHSURIMNTEIFIFEFR T ER
51T, SR ctxlpmngt XiE1T, BEMGESITHRFEEE ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

MRMTEITED, E10E CUPS 1228, ctxcups IRSAFITENNER, H5 Linux CUPS 12285815, t#HBES Mt
BNLEE—, IBIBTUTHSHITRE:

systemctl status ctxcups
<!--NeedCopy-->

Wegk CUPS HERIERSM S

Ze&k CUPS B, BEiTUATH<UERE CUPS RS, &M, CUPS BEXAIERE hdx.log #:
sudo systemctl stop cups
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo systemctl start cups

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

AL ENE B I R R BRI TENH SRR E, FERRERT, TENHIESE, AAXsm=E CUPS %2
%,
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FTEN%E L A ELRS
TEN BN EFARETRISREHEALD. RRAPASTAFRRETRDEFEE, ZRETEIRE
~[.CtxlpProfileSCLIENT_NAME fC& 4 #{TEE :

[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
<!--NeedCopy-->

5E:

printername ZE G SN2 UMEFIHRIATEINBNETR. E2—PRIE. BDHRE.

TEEERTIEEFER ppdpath. model 71 drivertype, EAXFREIHITEINS, RE—NFEREK.

o MRBAITENNIRGIEF SEFPHITEINA RS, E6EH model= XA EARVITEINIEIZFHNES, A1
£/ lpinfo L EIITEMNM L MBS BFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ARTILUSER S LUSFTENYIITAD

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o HIEERITEWIREN IR SE P BTN ARS, BRESIITEWIRHI2FN PPD %2, ppdpath (&
RANTEMHIRTIR R X BB B2,
fitn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#E—4" ppd BahieR:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy—-->

o Citrix {217 =B 0B RITENVIRENIERF (postscript. pcl5 1 pcl6) . "I LURIBITENHE 1E B BIRTHIE
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N, MREFFHBRIATENNIRENEFLE R PCLS5, 153 drivertype i B 5!

drivertype=pcl5
<!--NeedCopy—-->

ANV S

SR EREMSERBITEIN., H=iER CutePDF #1 PDFCreator Z 2589 EHAFTENH AR RE LRI R T 5 T ENHLIR
MEFEX.

ITENMEWBURF B PR EIAFTENAITENNIRChIE R, ST HEEshIRsiEFLE, NREFHITEINERNZE
PCL5 Ixzh#2R, m Linux VDA %2892 Postscript IRapigF, Msttin@,

NSATENNIRENIZ PR ELIEH, A LURITLAT S Bk E Rl «

1.

2.

BRIERHHREERIE.
iz17 vi ~/.CtxlpProfileSCLIENT_NAME %<,
AU TEERZE Linux VDA HREFAITENX 4!

deletespoolfile=no
<!--NeedCopy-->

. EHEAEMERUINAEEEN,

TEIXHUERRD, TG, EAITEXHREXE /var/spool/cups-ctx/$logon_user/
$spool_file T,

REGSITHERNT. UREITIXGANAR, REFEE, BKER Citrix X#F GHRMEITENES) MR
BEZES.

1R spool KINFAE, WEEZXHEEHDEFIE. EEITENXHRNBERATEFHERIAFTENNAFTEN IR hIE
FPEY, WNRBRGTHIFTENN] (M) IRzhi2R=E postscript, MBIERETE Linux BIERK LITHERITEIX
o MERABEEIER.

MREEITENXMHRE PCL, HEZFHIRERSRE Windows, NIKESITEIXHERIRIZF I, HERATRN
FTENHIRZHAE R FE 2 P IR T ENL LT EN X o

R BRETRYFTENH BB A AR RIRFTENHIR N2 7. T5ILL PostScript &P iRFTENH {3
a) BRENRE, ERFHEE LITHNRE,
b) TFTENERIIF:

localhost:631
<!--NeedCopy—-->

C) EERMEMITENN CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID

FUELITEN N IIRFEREREESNR,
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d) 17# cups-ctx i&EiZ, A5%E Continue (444:) LIBITENHIRENIZR .

e) 7£ Make (%i&%) 1 Model (215) FE, M Citrix UPD IRehigF FisERREITENNIREIZR .
9, MR%EET CUPS-PDF EHMTENH, JLAE#E “Generic CUPS-PDF Printer” (i@F CUPS-PDF
FTENHL) EhiERF. REFEL.

f) RS ERI, WEE .CtxlpProfileSCLIENT_NAME HEBIRNIEZFHY PPD X4 E,
WAL VFBRE BOFT ENHLE AR IER RIRBHAR 7 o

B0ia)

TEIRBHEMTE Linux VDA LITENBSTFIEY I :

CTXPS RzpizF 58857 PLCATENHIARE

MRREFTENLIRR, B ITENHIREDIZ R 12 B A BIE R R R A TENHIIRENIE T

FTENR S HBTHTEMEEARE

EAME FIHITENN LITENASMEE, XS @BIRSSERH#TERE. IRERNEERE, FRTEFERKH
&,

EHMAIEPEIFTENNAFTENMEL B

Linux WL1E#SS5 Windows IB2ERFTRR. ALt, FIERAFHSRERFTENBEM. S URHAXLER, 5k

SEH CUPS BREXfF: [etc/cups/cupsd.conf,

KEIXHHEERN S RIERIEZ R

DefaultPolicy default

WMRKERB A default, NRLUTITHRINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default
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<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF #TED

May 30, 2024

fEFSz#5 PDF $TEN#Y Citrix Workspace RIFR#2FhRAS, AILUTENM Linux VDA IERERHHRE PDF, SIEFTENME
AR k% E 24T Citrix Workspace N2 FRIZASH T B, 7EAMITEN L, AILUEARE PDF ZTE8TF
PDF, FH1ERm&sTENH E#1TFTED,

Linux VDA Z357E LU Fhiz<g Citrix Workspace M2 L#1T PDF $TED:

« Citrix Receiver for HTMLS5 k7 2.4 1 2.6.9. i&AF HTMLS # Citrix Workspace [ F#12F 1808 &S
hiZs

+ Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R B2 1808 &
EShkA

« EATF Windows # Citrix Workspace R BEF 1905 RE Sk

(=1

BRT EA S #F PDF $TENM Citrix Workspace R #2FhrAsr, FE7E Citrix Studio HigE LT HREE:

s BEFIHITENEE@IRENAT FRINRENRITF)
- ¥BmtIE PDF ERITENIRENERAE FUNRENEERER)
« FEMEIREFIRITENNIKE N BB eI RFIA & A IRTENHL.

BRXEFERE, YEEERINKIEDBETITHN, ITMREESRESMITEN L, UWEGERITEN. §XI88
ZRINTENHRE R, B0 Citrix Workspace W ABIERF X,
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Remote PC Access

May 30, 2024

pu

Remote PC Access 2 Citrix Virtual Apps and Desktops B BiZF. TEFEANEBRENMATFRTURSMNS
RIEFBHREMBHAE PCo MRAPAILUARIENAE PC, tiIaILUAMSR LIEFrENREN BEF. SUBEME
Ho

Remote PC Access f# R 32 {1 k= @A M A2 B8R Citrix Virtual Apps and Desktops @, HEMEE
Remote PC Access HIERFIFFZSEBE Citrix Virtual Apps and Desktops FREMERFRIZHER, XfFg—%
RIT —HES—NEEKL, BP@EdER Citrix HDX [T HIZREDAE PC &%, REREAP KL,

BXFMER, 5587 Citrix Virtual Apps and Desktops x#4E9 Remote PC Access,

ATEI

XETZEIE Linux VDA 5.

o EWIEN L, ERFEIE 3D RATEA Linux VDA, BF NVIDIA WIRzNFEF RS, BA7T HDX 3D &8,
PC MAMRETAFL, ETRRREFEFTEENT2NMK,

o EXE Linux HENERRSIFRERARENITENE R,

- BEIARSEAEAT Linux &N, BZEAF2E, ARESMER PCHNEEHRESEAZSENITE
Mo EREBERATMNER TRITIEER., EFm_ LW Citrix Workspace R AEFA UEEEIAF £ Remote
PC Access RARIEFIARIMAZE PC LRI AREFEMEEE,

« MRAFBEAMBRIE PC, M StoreFront By PC 1K,
o TEBAAEATF Linux iHE .
[T

231t Linux PC 1%, BB PC £R%# Linux VDA, ¢/Z Remote PC Access XEMITENER, AEIE
YA, LEHENB RS PCAHERpRNARER. UTFHBIFENET ZIiE:

S8 1- 12845 PC £%% Linux VDA

BIWEERENZEREE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,
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S 2 - 67 Remote PC Access AW+ EN B R

1. 72 Citrix Studio 1, ARBEUENER, AEMNREZSEFEFBRITENER.

£ Citrix Studio
File Action Wiew Help
w2 3

[ Console Root
v H Citrix Studio (site)

O Search
= Noenne ot | MacineGiaon .
=
£ Delivery Gra Create Machine Catalog Single-session OS (Remote PC Access)
il Application: View N Single-session 05 (Remote PC Access) 1
% Policies Single-session 05 (Remote PC Access) 1
Logging Refresh

~ [ Configuratic
A Adminis  Help
Controllers
E Hosting
&% Licensing
33 StoreFront
[ App-V Publishi
@ Zones
~ § Citrix StoreFront
3 stores
[E5 Server Group e —
Details - RemotePC-suse125

Details L_Mathm l Delivery Groups J

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_564)
Set to VDA Version: 7.9 (or newer)

Scopes: Al

Zone: Primary

2. BEFANTELNT—F,

tachine Catalog Setup

Studio Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Introduction

Operating System Imporla.m: The h{laster Image_ or physical machine that you use to Freahe a Catl.alog must
- have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-

Machine Management date and that applications are installed.

Master Image .
Before you begin, make sure that you:

Wirtual Machines ® |dentify the types of desktops and applications your users need

Computer Accounts ® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

Summary

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ | Don't show this again
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3. ERERSTiE i%EF Remote PC Access.

tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-sessian OS5
# Introduction The multi-session 05 machine catalog provides hosted shared desktops for a large-scale
. deployment of standardized Windows multi-session O3 or Linux O5 machines.
Operating System
= Single-session 05
Machine A t
eune Acoun’s The single-session OS5 machine catalog provides VDI desktops ideal for a variety of

Summary different users.

@ Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their

physical office desktops, allowing them to work at any time.

There are currently no power management connections suitable for use with Remote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection,

4. BEHAMOU LUEFEE S B PCHOU, SHERIRMITENKAFRENHENRMNETENERP,
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "*xcitrixx"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. BEUENERHNSN VM £8 BIOS F#l NIC EERBEMRE,

AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g, BREEFE d), NEEMMEIMERAZEEM. B2, R <letters>8&
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EZHER

TE=Z Remote PC Access MEMER:

o FERAZFEIGITHER: Remote PC Access &1t 25,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

=&
May 30, 2024
KESABTEE LT EA:

o BiERfEH

. FARNEERER

o RTWRAIER

o SIEAEM

» Rendezvous V1

» Rendezvous V2

« FATLS RIFAFPRIERSE

« £A DTLS RIFAFPRERE

Epeivagg

May 30, 2024

BiER &2 Citrix Virtual Apps and Desktops #aTLIEMA Enlightened Data Transport (EDT) #£9 ICA iE#%
BIERMINEINE. X EDT ReJ ey, BERERETIRE TCP,

EDT 2EFAFHIBRNIY (UDP) 2 Citrix EEFRMNIN. SERSRSHAIT BENEN, EAGHREMENK
BEZAERHET HENAFPFLE, EDTRETAIENESRAHAE ICA EPLEENHIEELE, MMRHEHE. E—
2 G) Nk N o

BXFMER, ESA Citrix Virtual Apps and Desktops (4 sr# BIE R (% 4o
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EREEABEEN LR

BANERTERRABENEH. FJLUER HDX BiEN FiaRiRig ERCE LT k.

Edit Setting

HDX adaptive transport

S

Use default value: Preferred

~ Applies to the following VDA versions

Virtual Delivery Agent: 7.13 Server OS, 7.13 Desktop 05, 7.14 Server OS, 7.14 Desktop OS, 7.15 Server 0S, 7.15 Desktop 05, 7.16
Server OS, 7.16 Desktop OS, 7.17 Server O, 7.17 Desktop OS, 7.18 Server OS, 7.18 Deskiop OS, 1808 Multi-session 05, 1808
ingl 05, 1811 Multi-session OS, 1311 Single-session OS, 1903 Multi-session 05, 1903 Single-session OS, 1906 Multi-
session 05, 1906 Singl s, i ion 05, 1909 Single-session 0, 1912 Multi-session 05, 1912 Single-session
05, 2003 Multi-session 05, 2003 on 05, 2006 Multi-session OS, 2006 Single-session OS, 2009 Multi-session 05, 2009
ing) 05, 2012 Mut 05, 2103 Multi-session 05, 2103 Single-session OS, 2106 Multi-
session 05, 2106 Singl S, 2109 Single-session 05, 2112 Multi-session OS, 2112 Single-session
08, 2203 Multi-session O, 2203 Multi-session OS, 2206 Single-session 05, 2209 Multi-session 05, 2209
ing) 05, 2212 Mul 05, 2303 Multi-session 05, 2303 Single-session S, 2305 Multi-
session 05, 2305 Singl 05,2311 Multi-session 05, 2311 Single-session
05, 2402 Multi-session 0, 2402

~ Description
Adaptive transport is a network-aware data transport engine that provides efficient, relizble, and consistent congestion and flow
control.

By default, adaptive transport is set to Preferred, data transport takes place over a proprietary transpert protocal, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional configuration s not required to
optimize for LAN, WAN, or Internet conditions. Citrix's transport protacol responds to changing conditions.

When set to O, adaptive transport s disabled and TCP is used. Recommended when using SD-WAN WAN optimization, which
provides tokenized , since WAN has its own congestion and flow control

Setting Diagnostic mode forces EDT on and disables fallback to TCP. Recommended for testing purposes only.

None of these settings affects other services that depend on UDP transport, such as UDP Audio and Framehawk.

ﬁ ol

o B BENEEATEARS, ©A Enlightened Data Transport (EDT) fEREEEEIMNY, FHEHRE
TCP,

o DRI BENFWERA, HEHER EDT. EXAEIRE TCP, {GEMXNIAMBKEHIRERILIZE,
¢ X BENFHERA, RE TCP BT &k,

NERTEEEABENEE

ZRNEREDH EDT BAEYURIZIENERMN, BEEITU T,

/Jopt/Citrix/VDA/bin/ctxquery -f 1P
<!--NeedCopy-->

NREEMA EDT, MERpEHmihXEE UDP, #Fin:

- $ ctxquery -f 1P
SESSION:ID TRANSPORT PROTOCOLS RENDEZVOUS
jl-u20:0 -
jl-u20:1 -

jl-u20:2 -
jl-u20:12 UDP-CGP-ICA
: S
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EDT MTU %I

MTU kM a3 EDT ERISFENEHBERAETHENM (MTU), XEEMETUM IEHINETRES SEIEAE T RS T AR
I SIEN EDT B4R EHE.

RHEEK:

« Linux VDA &1fhias 2012
« Citrix Workspace iR :

- Windows: 1911 {E =4S
« Citrix ADC:

- 13.0.52.24 HAEFRAE
- 12.1.56.22 HEBRA

o BHBASETEL

NREFEANBAZIFNINENEFIHTSERA, B5H CTX231821 UTHRAEXEEESEIMENEEX EDT
MTU B9F4ER.

=% VDA £89 EDT MTU &I

EDT MTU &7 VDA LBUARFEARS. ATLUBIEE MtuDiscovery FMRIEEBANEA, MTFR

R
o« EEAEDT MTU %3, BEEATHSILZE MtuDiscovery iFMERM, EF/E6) VDA, RE%ERF VDA
A

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Terminal Server\Wds\icawd" -t "
REG_DWORD" -v "MtuDiscovery" -d "0Ox00000001" --force

<!--NeedCopy-->

o« BZMEDT MTU %3, &M MtuDiscovery FMERME,

R .

I

AMRFEFRLHLSHTERND, SJRBFEENRERERS. Citrix BARIEEIMRFIEERERTY
SEHIMBEA SIS LR, ERIMEREIESFEIENG, EHRIEIMERZE, BSUHITED.
EHZE P LR EDT MTU &3

AILUERTE ICA Xl MtuDiscovery 88, EEF ik EHEERES EDT MTU £3, EZALLINEE, 18
£ Application #9 FIgE LU THES:
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MtuDiscovery=0ff

EEHMEMALINEE, EM ICA XHFHIBR MtuDiscovery 8.
BE:
ZMF1t ICA XHSEER, 1572 VDA LEB EDT MTU &3, tNRkE VDA £ER EDT MTU &I, M ICA
XHBHER.

1%52RY EDT AZEEH|

SINT —MREEHEIERMA EDT thilo XFKIMAIF EDT IMESHEUEHBIIER, MMERAF 5,
RNBEATBALIIEE. EREZAHENBAR, BEARNETUTHS, RAEEHB ctxhdx iRS:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "Ox00000000" --force

<!--NeedCopy-->

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Terminal Server\Wds\icawd\Tds\udp\UDPStackParameters" -t "
REG_DWORD" -v "edtBBR" -d "Ox00000001" --force

<!--NeedCopy-->

HDX BENEHLE

May 30, 2024

HDX BENEFE&@ T FRELE P XE A ICA RENSEELE, BEEAKNYESRTIRENRENE, X
—RENEATERESHHEHECAIIRTF R, CHRESEREMEHR, WIHEEHERTIERNABR AL, SRMitT
BN EM. BROXAHER. ERBHTTHERARESHERRM DR, FIHFENESETEMURE ICA =
ERNEARERRS SR EMFERF R, WREIXMER, FHERKEL, UEEAEMIERYRIE~EN
I RIFIMER B,

5E:
HDX BENEHE@mTE N EIMNE RS VDA T TIEBERHETKMNAR. TEFHESE.
ZINAEER VDA BR1EARZS 2311, BUANERT, SRHATEZERRS. BEEBR, 157 VDA LT T&H<:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd" -t "REG_DWORD" -v "
AdaptiveScalingEnabled" -d "0x00000001" --force

<!--NeedCopy-->
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ZINRE N AR BB R IhRE R BB =1,

REERER LHBEEXERMEEES

May 30, 2024

ARIEERREMIBENS=HEIEER
e

@1t SUSE 15.5 Ef#RAIZINEE, 7EM http://download.opensuse.org/distribution/leap/15.3/repo/os
s/ &% imlib2,

AUEAUTHSREEXEREENEEEERMIZEERRER. ERREERFREMIEERNEEER, &
DRI E R BRANIEREGP, {TARIERE, BAETRIBERIHE, ARENSMHIIETIEE,
BIRE AT XEIEHBIRE, BialT:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "LogonDisplayStringTitle" -d "<Banner
message title>" --force

<!--NeedCopy-->

e H SARERNRAKEN 64 F15,
BREEEXEBEENEXXE, HET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "LogonDisplayString" -d "Body of
custom banner message\nBody of custom banner message\nBody of custom

banner message\n" --force

<!--NeedCopy-->

g H R EXHRAKEN 1024 =75,
e

\n TROIBHRITR. FURAIP, EIEHEREN TR
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Banner message title

ERREERRRPAMBEXER, HBT:

1 /Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix" -t "REG_SZ" -v "BackgroundImagePath" -d "<path to
the background image>" --force

2 <!--NeedCopy-->

EEEHENEER, 2IERFXAENRISRYE SBGRERR.
a0

o0e uz2

RIEERFRETH

THEFARZSRPNRIEERFRETO:

« BEEF (SSO) HEPHSiEER:
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domain\user

ETERIE,

o HARIE SSO HRPHRIETR:

domain\user

- 7£3F SSO HRHhFEZIGH PIN 53,
- FAPELHREGDA PIN B3R9a] M, (e REBS R HEIRATI N,

- YAEPERS5ERE Citrix Workspace i A2FRERNEERFANZESER VDA 21E8, 3 SSO %
IRIEER!

BTFEERNAFR ZMNED:

vz

BFREERNEEF:
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BXIE SSO HRPXFHNAFFHEIESENAS, ESHIE SSO 5145510k,

ZRIEAPYDHNBEEX SEFER

May 30, 2024

AILAfER CTX_XDL_DESKTOP_ENVIRONMENT TE&ANSIERAFEEREIFR, B 2209 e, SiERFALUE
EXHOCHWKEF R, BRERE VDA LLEREIFE, FREiLSERFERLLIIEE.

TRETT IR KERF YO B EXKEFREN Linux Z1THRAMKSEFRHTIR.

Linux &1ThR ZRNKEME
Debian 11.7/11.3 MATE. GNOME. GNOME-Classic. KDE
RHEL 8.8/8.6 MATE. GNOME. GNOME-Classic
RHEL 7.9 MATE. GNOME. GNOME-Classic. KDE
Rocky Linux 8.8/8.6 MATE. GNOME. GNOME-Classic. KDE
SUSE 15.5 MATE. GNOME. GNOME-Classic
Ubuntu 22.04/20.04 MATE. GNOME. GNOME-Classic. KDE
SEYIRGHS

AR

e AR MR RIS E M RAREEREIFR Z BT,

BEMRIHREVIREBFREFR, BEIEPBITHENARS:
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MR BEGEEIFER: BEITUATHS:
GNOME Jopt/Citrix/VDA/bin/

ctxdesktopswitch.sh GNOME

GNOME Classic Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC

MATE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE

KDE Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

KDE &R~
« Magnus FJaE27E KDE FERIBYINE, (FAfRTE, EELUBEIEIT sudo apt remove magnus
SEER Magnus {46,

« ZE2/H KDE BErpiiE i Ie QT &, 15 root AR SHET RN TREREE /usr /share/qt5/
gtlogging.ini:

gt.gpa.xcb.xcberror.error=false
gt.gpa.xcb.warning=false
gt.gpa.xcb.error=false
<!--NeedCopy—-->

+ KDE WREMHAIESR KM, (FABRATTZE, RITBNERBRENBBERE.

EAENEERER

May 30, 2024

7£ Linux VDA EMEHRHIMBENERT, ATMEERNEIER. IREETRNEIER, WKEKEERER
HREAMNETR—FET. BRFHEZEREHEERNEERT,

TRNEBT BB TIRELNE B RAVEMRD,
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R B8R PN
LogNoHome EHRIAPSEAUESETERMNE create -k "HKLM\

HomeMountPoint

CheckUserHomeMountPoint

TempHomeDirectoryPath

ATERSE. BIMEN 1, RT=R.
MRBZEREN 0, WHEBTE
BEERNREER.

7£ Linux VDA L& BacihiEs =,
g0, R /mnt/home 2&EH =,
MEBFRWEERA /mnt/home/
domain/<user_name>, R
EHR
SRR AR B RER, (X
CheckUserHomeMountPoint
RER O, gEAREK.

EHREERAPRENEBERIZER
Linux VDA EHEH S, NREKH
PRENEERIEENEHSR, B
ZEIREN 1. BiAERN 0.

£ Linux VDA LigBIRREER,
MBS E S MR, BRINER
/tmp. REEHSHHE
HomeMountPoint B
CheckUserHomeMountPoint
IR, RENEEREEASER.
BAFNIENEERA
/tmp/CTXSmf_user_id,

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SzZ"-v "

II<A
directory where the
NFS share is to be
mounted>"--force

HomeMountPoint'"-d

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
CheckUserHomeMountPoint
"-d "Ox00000001"--
force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

TempHomeD1irectoryPath
"-d "</tmp by default
>"-—force
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AR AR

ANA
AN

CheckMountPointRetryTimegENERESTMINMAE, HE
REW—R, BIAMEA 5.

RemoveHomeOnLogoff EHEEERAF I EERRIRE EE
Fo 1 RTRB. 0 RTHo

ctxreg create -k "
HKLM\System\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
CheckMountPointRetryTime
"-d "Ox000000010"--
force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff"-d
"Ox00000000"--force

RN BERF
May 30, 2024
&8 Linux VDA 7.13 i, Citrix MFfESZiFM Linux FEFHRINT BENAEFIEE. AEERTEMEREY
F2ENEI{E A L IhAE,
m:

7£ Linux VDA 1.4 &, Citrix 18507 X B &R H BN AIEFMSIEH ZIhRERZH.

&£ Citrix Studio k&N FBIEF

1EE TSI (I BB N AR A MBI ME T F4ARY &£ % Linux VDA L REMNN AR, Z3i25%% Windows
VDA LLEMNAEFEM. BXFMELR, 15505 Citrix Virtual Apps and Desktops x#%  (Ri#E#B# Citrix

Virtual Apps and Desktops ki) .
AR

o BRERMAN, FRAERMEERENSENNBEFINHBEF.
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o HMNEWNEANAEFNKERIEIESME VDA M3 I4H,

o ZERATENARR, B/ StoreFront F2RAFTEERN. TEEARINLTBARS. NREEETIR
B “TWIMode=0ff" ZRZEX, BEMFILIZE, MIFKHEBEXNRA “TWIMode=0n", ZNEEETLER
HERHBRRE,

PR

Linux VDA R #58 AR BohR—NARFHN SN H R LG,
ENREFER, RERETNAEFRES A BERIHIETT.

BA0ia)

ERMNAREFIRERIRT ATEAR-:

s AEIFEKATREN. BONLATRRERETRSHHE R

s FEIFMNEBRAGHNAREFMREONANS,

+ 1&17%4 LibreOffice R AEFE, REE— BN ARERF 2R Citrix Studio b, FAXENAEFHE
ZiffE,

« “Dolphin” ZEXHWEF QIS WEBAGNARF IR ERER. EMRLIRM, FSREAMILLA https:
//wiki.archlinux.org/title/Qt B &,

o Linux NARFEEE— “XT° &0, EPE8EXEEEANEZARFNES, MRNESZEEM Web
FEEEEMTXEFOH, #BF “XF” GO Web §EZa UM calc. gedit. B LibreOffice E4%
ERHNNBEFTEE Web XS, TEFER Web RN BasdtNBEREFRE, FETEsBRTEM,
ERRILIRA, EEILTTRU TS ERERBRIA Web 15

1. FEEXMESCIE none.sh XX, fign:
sudo mkdir /home/none
sudo touch /home/none/none.sh

sudo chmod +x /home/none/none.sh
<!--NeedCopy-->

2. BUUTITAME none.sh sxf¢d:
#!/bin/bash

echo "NONE"
<!--NeedCopy-->

3. fEM sudo 8l /etc/xdg/mimeapps.list X, AREUTITHRIME mimeapps.list 32

[Default Applications]
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text/html=none.desktop
x—-scheme-handler/http=none.desktop
x-scheme-handler/https=none.desktop
x—-scheme-handler/about=none.desktop

x-scheme-handler/unknown=none.desktop
<!--NeedCopy—-->

4. {#/ sudo 2l /usr/share/applications/none.desktop >xft, LA A TT5MZI none.desktop
pqLiask

[Desktop Entry]
Encoding=UTF-8
Version=1.0
Type=Application
Terminal=false
Exec=/home/none/none.sh
Name=None

Icon=/home/none/none.sh
<!--NeedCopy-->

HATFEALUE none.sh X BETBEEXME, HLLiEHRF none.desktop ATLUEHS|A none.sh XX,

Rendezvous V1

May 30, 2024

&£/ Citrix Gateway AR5 EF, Rendezvous il s iFmE4ed Citrix Cloud Connector, UEER£MEES
Citrix Cloud #=#I*Fm@E.

ERMEENREFTEEE: 1) 5% VDA HMNSIERENRE; 2) HDX 2iFRE.

Rendezvous V1 #iF HDX £iEm&453 Cloud Connector, BE{EK Cloud Connector KIBFFEIEHIRE UL
#17 VDA FMAFMKIERIE,

E3K

« {E/ Citrix Workspace #0 Citrix Gateway RS iA1R1IF 15,
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=% FmE: Citrix DaaS (MEi#rA Citrix Virtual Apps and Desktops A$3).

o Linux VDA frzs 2112 s E S ks,

- hR#s 2112 2365 HTTP REFRENRIRRES.
- hR7 2204 ZFEEARIEM SOCKS5 RIEFERNRIEREAS.

« 7£ Citrix 588 /2 Rendezvous il BXFMES, EEH Rendezvous MY EEEEIE S,

o VDA https://*.nssvc.net AFIHENIR, SEFMEFEH. MRTEHELZERNEMEFAR
MBAYFFIRS, BZAER https://+.c.nssvc.netfMhttps://*x.g.nssvc.net, H*
FES, ES Citrix Cloud 328 (7£ Virtual Apps and Desktops BRET7) B9 Internet EEERED
FENIIRACSZE CTX270584,

o ERERIER, Cloud Connector #ZFkEX VDA #9 FQDN, @i TR ARz —mItbES:

- RS2 F DNS i, SMB THREE > KEHITHSH DNS B8, &, £H

Citrix Virtual Apps and Desktops iz #2 PowerShell SDK #iz178 ¢ Set-BrokerSite

-DnsResolutionEnabled S$true, & % Citrix Virtual Apps and Desktops it 12
PowerShell SDK ¥4 2, &S SDK 1 AP,

- EE VDA PTRIZRM DNS REEHXIE, WRIEFIAT, FHITRIERE VDA BBEARL=HF
it PTRIZR. At BERERERIIERTARENR, SMETENEE > E1EEIR > W% >DNS &
Fif, AERKEM PTRICRIGENEBAHEM. NREEN DNS EE51EHM DNS EERTE, &
HECE Connection-specific DNS suffix (ZFiZi$58 DNS BR) 188, MUETENEBRINE
Mt PTR 2R,

+ =

=W

ynRAEA DNS f#mizm, M Cloud Connector &4 7aEMSAEMT VDA i+ EHMZLREREZ (FQDN). 7£
WERA A EEEEE VDA HENNERT, BRmREEBHEEBFHNT VDA IHEHE FQDN,

WNREH DNS kmZEHXIE, I PTR i2:2H/ FQDN #4715 VDA 1HE#18Y FQDN #EItAL, #0R PTR 2
FEESTEM FQDN, NECERIEZRFEK. Flin, mRitENM FQDN 2 vda®l.domain.net, M
PTRIZZ#FEE vdaOl.domain. net, ERALEM FQDN (i1 vdaOl.sub.domain.net
) BREER,

RIBRRE

VDA @it HTTP #1 SOCKSS5 {I8%17 Rendezvous &,

RIPEEFEM

7£ Rendezvous HEBARERN, HEEUTER:

o ZHFARERR HTTP RIEA SOCKSS 3,
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o FLIFHIEERENLE., BBERE, UWE VDA 5 Gateway RS ZEH ICA REFRWES. BBIRE, &
0, EEPE,

o HTTP RIBEIEANEHM Kerberos BHIEIEMMZZFETIHENNSHIEIE, EEREIRSSN, hEs
HIIE A =S E %R Kerberos thi¥. Kerberos 2 Linux VDA #EpM—A%=,

AR

ZEH Kerberos, % AANRIERSB[OIERS EEXZM (SPN), HEESHKEM Active Directory
P X B, VDA ERBIISERAERE RN HTTP/<proxyURL> # SPN, HEF{®E URL 2 M\
Rendezvous IEHRIKIGETRERN, WRACIE SPN, BHIIEREAK.

o HAIRZHEM SOCKSS REBE#ITHNIIE, MRMEM SOCKSS K12, HMEEERFIS, LUERE Gateway AR
SHERE (EERPIEE) AIUSE SHIIIE,

« 3B SOCKS5 Rzl EDT #174EE W, xtF HTTP I8, &M TCP /EX ICA BERHL

BEAAE

Rendezvous %#5%&EA HTTP I, MNREMLEHEABEANE, WAFERE VDA L#iTHMEE,

IEERRNE
EMEZPERIEEARIERN, RS Rendezvous NIEREIGE. BRAZIZERE, 5 VDA$EE HTTP 3 SOCKSS5 1t
s, LT RREERAMME fli:

o R¥EMIE: http://<URL or IP>:<port>s socks5://<URL or IP>:<port>

Rendezvous &3

MREHEAEER, BREBTISBRIIEEEREMER Rendezvous:

1. £ VDA k@Ezhins.
2. 1517 fopt/Citrix/VDA/bin/ctxquery -f 1P,
3. EEIIERAERERR:
o TCP Rendezvous: TCP-TLS-CGP-ICA
« EDT Rendezvous: UDP-DTLS - CGP - ICA
« i@t Cloud Connector £3: TCP - PROXY - SSL - CGP - ICA g UDP - PROXY - DTLS - CGP - ICA

e

WMRBAT Rendezvous B VDA TixE#EiA1A Citrix Gateway fgs3, VDA $[EiEE#@:d Cloud Connector
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2 HDX &1%,

Rendezvous H9 T {FRIE

TEH#R T Rendezvous EEHE.

Citrix Cloud

uuuuuuuuuu

BRESET BRI

1. &fnzl Citrix Workspace,
2. 7z Citrix Workspace F#NER,
3. WMEEAAM Active Directory, Citrix DaaS #&EF Cloud Connector i@i#i&id Active Directory 33

©° N o » o

10.
11.
12.
13.

BHITIIUE,

Citrix Workspace 27 Citrix DaaS F#Ias &R,

M Citrix Workspace #i&#R %R, Citrix DaaS @ VDA £iF—&HE, UEAEANSIEHITES,

Citrix Workspace % ICA x4 &ix216% Citrix Cloud 489 STA EIEHIHE R,

i iEEE Citrix Gateway RS, RHEERI VDA WEIE, Citrix Cloud $$3IEi%EiiE,

Citrix Gateway BR & ¥ £ # 15 B %2 2 Cloud Connector., Cloud Connector HiEiE#E %~ Ren-
dezvous E#%, Hi¥EE %% VDA,

VDA E115 Citrix Gateway lREMEZEIERE,

MRFIEME VDA 5 Citrix Gateway RRSZ a2 B##i%#E, VDA %i@d Cloud Connector RIEEHEEH
Citrix Gateway AR$31E =5 VDA Z B2 ILER,

VDA i&id Cloud Connector f&8# Citrix DaaS 3iEE ¥ AT,

Citrix DaaS i@ Cloud Connector [ VDA ZIXRIEHRES, XEBEKERN A,

Rendezvous V2

May 30, 2024
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£/ Citrix Gateway AR 5563, Rendezvous il s iFmR &4 Citrix Cloud Connector, UEER£MEET)
Citrix Cloud #=#I¥m®E.

ﬁﬁﬁ]*imuwﬁ g%fg’ l) ?J:f'ﬁ'] VDA Eﬂﬂ%ﬂnlﬁﬁiﬂﬂ’]m % ) HDX élﬁlﬁ%o

Rendezvous V1 #iF HDX &iEm&4ed Cloud Connector, BEEK Cloud Connector KIEFAEIEHEIHRE L
#17 VDA FMFIiERIE,

SEIINT A58 AD BT ENMKRINNERITENIE Rendezvous V2 58 &FEMZSIE Linux VDA BB &ER, %t
FRIMAEHITEN, Rendezvous V2 #iF HDX mgfizsklingsyud Cloud Connector,
B3R

£/ Rendezvous V2 IERE:

« {E/ Citrix Workspace #0 Citrix Gateway iR AR &,

o #=%IFmE: Citrix DaaS (LAET#RA Citrix Virtual Apps and Desktops BR%3).

VDA hizZs 2201 S E = kRS,
- hR7 2204 2 HTTP #1 SOCKS5 RIEFr RIS AR A,

o 7£ Citrix 558828 Rendezvous hille BXFMESR, F2E Rendezvous MY EEEIEE,

VDA A BE AR

- TCP 443 £ https://*.xendesktop.net, MMRELEUZARAFRE FiZ, WAL
R https://<customer_ID>.xendesktop.net, i <customer_ID> X Citrix
Cloud &7 ID, #n Citrix Cloud BRI 1A HFR.

- https://*.nssvc.net, GEREFH. NRELFESZARNBHREFHINAZE, BEXN
FA https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFMER, ESHA
Citrix Cloud xx#4 (£ Virtual Apps and Desktops BR$3T75) B Internet iEZEREFHFIFIRFCH
XE CTX270584,

VDA ®/RHETSEIR R EXIR B Ayt :

- £ TCP 443 £, A7F TCP Rendezvous,
- £ UDP 443 £, BT EDT Rendezvous,

RIZECE

£/ Rendezvous BY, VDA @3 RIBERIZEAEN HDX £1ERE, WAL RENERIEEENAR,
FEIEFHAEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 429


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#rendezvous-protocol
https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements.html
https://support.citrix.com/article/CTX270584

Linux Virtual Delivery Agent 2311

EHRERIEEEEM

X=ZH HTTP K1,

AR ORENNRSE, BEFIS, LUE VDA M Citrix Cloud FHTEZ ENEFIREFRIWEE. BER
BE, B, EEFEK,.
FPRFRIESHIIIE,
ERERIRERENRE, BRIOTAAREIMER:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy-->

HDX RE2NEIEEm

HF HTTP #1 SOCKS5 i,
EDT Rie5 SOCKSS RIE—ie A,
ZH HDX REfRENE, FEMA Rendezvous KIEAE HRIKIGHE,

AL IFHIRGOREBNGE, BBEFIN, LUE VDA M Citrix Cloud =4I E 288 HDX REFSWLE. BH
FeE, TN, EFERM.

HTTP RE@dER M Kerberos M EIEHNEZIFETIHENN S M, EEENERSSN, hEs
RINIE A ES BEhER Kerberos i, Kerberos 2 Linux VDA i —A5 %,

=W

ZEA Kerberos, AN NREIRSISIIERS EEZR (SPN), HIEHE S5/ IEM Active Directory
ik X Bt. VDA EEILKERNEMERX A HTTP/<proxyURL> 89 SPN, Ef{E URL 2M
Rendezvous REFHRKIGEDRERN, WNRACIE SPN, BHIIEEAK.

AR HrER SOCKSS REB#HITH I, MREMA SOCKSS K12, HAERERFIS, LUIERTE Gateway R
SHULRYRE (EERPIEE) AISE BHI0IIE.

2% SOCKS5 RIEx#r@Ed EDT #iT8dEEMm. WF HTTP R3E, &R TCP 1EJ ICA FIfEHihiN.

BEAAIE

Rendezvous %#5%&EA HTTP 12, MNREMLEHERBEANRE, WRFEEE VDA L#HTHMERE.
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n{afzE Rendezvous V2

TEHEEEMIFEDEE Rendezvous HIFE:

1. EWEEBRTEERK,
2. ZE VDA G, BITUTHSLUSEMER MR
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

X00000001" --force
<!--NeedCopy—-->

3. E#REzN VDA itEH.
4. o) Citrix SRR ERENTHRE:

+ % Rendezvous Mii& Big A A . BiIAERT, Rendezvous ik FEARS. BA (4iF)
Rendezvous thi¥ /5, Rendezvous V2 ik V1 4K,

o BEENMIEMIEE Citrix HRESGTIESS. ZREERTHERSA Rendezvous Mit&E L.

o &R Citrix SRESRB EMNMER, URBEEHMNRE,

Rendezvous I&3iF

BRESIFERREREFERA Rendezvous i, BELKEHIETT /opt/Citrix/VDA/bin/ctxquery -f

BB RTINS R

« TCP Rendezvous: TCP-TLS-CGP -ICA
« EDT Rendezvous: UDP-DTLS-CGP-ICA
« @2 Cloud Connector K#E: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA

WNRIEERER Rendezvous V2, ik 275 2.0,
R
MEEAT Rendezvous Bt VDA EixE#iAiA Citrix Gateway RS, VDA $[EliER)i@d Cloud Connector
I HDX =18,

Rendezvous &=

TEI#ET B % Rendezvous &= RHNT BIRF.
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DMZ
o R B oz
1P Firewall Firewall
+ Workspace
Om | ) —ﬂ—» Control Channel m—
D =

o J||&
Citrix DaaS /ﬁual Delivery Agent
\
anne
* %

%@/

Gateway Service

10.
11.
12.
13.
14,
15.
16.
17.

W e N WD

VDA 5 Citrix Cloud #3z WebSocket iEiZH i+,

VDA 7z Citrix Gateway RREFEMHRBE AL,

VDA 5 Gateway iR B IR AR HIERE,

BFEMm3E Citrix Workspace,

Workspace #M& SHIIFERE HiGAF EXBEIAERNA |dP #1T5HKIE,
FAPHNECHIESR,

RRINIEA P ERGE, AP¥wEERS Workspace,

Workspace HAFIHEREBENHREH B RXEER,

B P M Workspace iR SEsN AR, Workspace i Citrix DaaS ki#iER, EERIBEEHIET VDA
RETEMHIFES,

VDA /8 Rendezvous Nge R EARR#H 1T,

Citrix DaaS 4. /BshZERFFiEid Workspace ¥HLIZZIBAFI&E.

PR SIEED Gateway RSB HIREBNEIR LIS TR M IIENIRG BEZIINE R,
Gateway RS R EREE B REE VDA,

VDA A5 Gateway FRSHISIER T EZEE.

Gateway RS MR =S VDA ZaRIERE,

VDA Wi =iERF AL,

Citrix DaaS | VDA &3*1& B 5,

£/ DTLS RIFAFRIERE

May 30, 2024

M T7.18 frzfe, DTLS MER—MxeRXFFHIEE RIABRT, LINEETE VDA LAFEARS. BEXFAER,
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BERGRELZ2E.

BF8 DTLS %
WiIBENERERERA

7z Citrix Studio #, 3% HDX BER MK E N ERER ISR,

7£ Linux VDA t/=F SSL i
7£ Linux VDA L, £/ Jopt/Citrix/VDA/sbhin L# enable_vdassl.sh TEER (FZ/A) SSLME, %I A
FE BENETNER, 3EiafT /opt/Citrix/VDA/sbin/enable_vdassl.sh -h®&%,
==
Linux VDA z#% DTLS 1.0. DTLS 1.2 #1 DTLS 1.3, BRUIANERT6ERA DTLS 1.2, t#ezfEay Citrix Workspace
Rz FRRE R RIEFEE AW MR Z<AY DTLS, 35557 Linux VDA F1&#y Citrix Workspace W BEFHERMBRAR
A9 DTLS, #RER Citrix Workspace R BEF Xz #E DTLS 1.0 (140, Citrix Receiver for Windows

4.11), &1EF enable_vdassl.sh T 8% SSLMinVersion i& & TLS_1.0, )5 SSLCipherSuite i&&
73 COM = ALL,

£ TLS RIFAFRIER SR

May 30, 2024
BhA 7.16 2, Linux VDA ZAFRIPAFPRIELSM TLS NZE, BAERT, TLS MELFREARES.

BF TLS m#&

EEEATRIPAFPSIELSM TLS 1%, 57 Linux VDA 1 Delivery Controller (Controller) EREiEHH B
FB TLS %,

7Z Linux VDA Lt&R&5H

FREX PEM #=B9ARSS BIEHH CRT MBILAMRIER. RSB[IEFEEUTED !

o B
o RINFHIFLTR
o BREHES (FIiE)
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ARSSEIUEF B
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

May 30, 2024
Citrix I EM RS NFIE M Linux &, SETEMERAEL TRTRBRE.

RNEA MR ML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMEEMNZIER
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEHESH HDX RSB UMEIEBEE M, WR7E Citrix Studio 1@ T FEKIGEIZE TIROS, NIEZK Linux
VDA EMIZE, #fR VDA LRI ASEEE AR L@ IR B OEFRMNE TR,

o BRSEBRENE P UnREHECHIRSE 8] EIFR

REFEPGEEEES (B, LERMBHEREERH) B, B1E Linux VDA 5&FFIRZ B R X REEEHREHE S
REESNRSHEBATRNEAIRESNHAIME. MREFmLEMAE, WEERE, BIIFFREMER. RERE
ERPRFESDRSEEZERRNHE. RAERTREELRE. BNHEHHTEE, HETUTHS (L10#HA
)
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o B IREIARSS SRRFDERPRSE 88 R

LG BIEEM ICA B IHAZES Linux VDA WAESMRFEEIIRS B B ZBEfRMT . RINERTREELIEE, E
SWEHITEE, BETUTHS (UL 10 #7560,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"

-d "10" --force
<!--NeedCopy-->

HEHR

BERKREBASETELE, TERHRIE.

ERRRIERNR, EHITATHRIE:
1. 7£ Citrix Studio I SRIKIR BB ARIEARME, BSURILINFEFHEE) VDA BRSSH HDX BRSS
2. 7£VDA £, BITUTa<LURIESERSEY TCP fiARERETET (MUiwA 2598 Af).

netstat -an | grep 2598
<!--NeedCopy-->

MRSIEAEMRA LEE TCP RS, EETU T i< BRI,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy-->

ZIERH (FEEHR)

May 30, 2024
AL REIFER Linux VDA HIEBMEIE.
AE:

IR AR IR, TR THAERTAERSE R AHE, BNFEIEE P IR, Citrix BARZHRXIERMIIAE
oA A R 4
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ERIFERRIERS

EREAEEA Linux VDA WRIERS, 15251 SmAudAllowed €& 1 5 0, RILUERAUTHS:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000001" --force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000000" --force

<!--NeedCopy-->

AR

£ Linux VDA EBASIERHIE, BREREIENSKIXTEERFESIEABE.

HETE R BRI A

KGR NER, THREIXEMFHNREEK, TRRIEPEREIBRATSMI X HNIANEERE, ETH
XHRRD, BAXGEERERS. SRESHAZILRGRY, BXALFIXE, HEIB— I USSR,
LR IRED,

BEERAUTHSHUAREER N EE:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverFileSizeInMB" -d "Ox00000032" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverTimeInHours" -d "Ox0000000c" --force

<!--NeedCopy-->

+ RolloverFileSizeInMB, AZFMEM AN, HATXHFXAFHITH— I RIMERT, HXhEd
50 MB YR &R, L#FHE: 10-300,

+ RolloverTimelnHours, X33F40 S, YRiXHEXAFTA—NXGE. RIMERT, RIEFRHT 12
N RREhE R, ZRME: 1-24,

HELRM P FHPHNE-—NFRERIRDER. HM0, EIEEXHA/NA 17 MB, FEERFLETEN 6 /)i, HIEHIR
HIXH7E 3 /\BYRAE) 17 MB BY, Session Recording & XMz HHITH— M.

AT SN M, RDSEED—NNZEA#IT, MAZEAXGERIMEERNE. XHFA/NEZ 300 MB Bt
MMBIBITME T
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EERBIXHNEFHELE

BINERT, REXEEME /var/xdl/session_recordings Fo BiEEARMEKR, BBTUTH

A
E4

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_SZ" -v "Path"

-d "<your custom storage path>" --force
<!--NeedCopy-->

A LS RHI G A IR IS SIE ML RERMNEH S E, REXNEIRENEERENERISRNR, FRFARF
ctxsrvr HZERHNE ANNR,

EE R

EEEREINMG, BERMRUTHEURE Session Recording Player 3§ Session Recording Web Player:

1. FEREM Citrix A E#E51E Citrix Virtual Apps and Desktops FEHEH FH~mX 1. BEXHE,
2. Wi SessionRecordingPlayer.msi 1 SessionRecordingWebPlayer.msi F iz BT R L2,

R

ZfFF Session Recording Web Player, &G HREE7E Session Recording Server b, HHRRHISH
£ Session Recording Server LRI, BXFMESR, 5514 Citrix Session Recording X%,

PR

- WTENEERFAE, SELENTERET,

EINEE SDK (Fiiihix)

May 30, 2024
fEBIERM T Linux VDA HEINBERGF 4 TAS (SDK), EAUAESEE VDA LiEiTHRS BIEN BEF. BXi%
=8, iE507 Citrix Virtual Channel SDK for the Linux VDA G&FF Linux VDA 89 Citrix E#\i&i& SDK) X
(=N

iBEATF Linux VDA 9 Citrix E2#\i&@i& SDK "I M Citrix Virtual Apps and Desktops FH TE# 1T T &, BHHERN
kz<#9 VDA Citrix Virtual Apps and Desktops & &R HF LUERE TR Linux VDA,
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} =r

AR

HETHEEE TN IR IR (it FRURThRERI BB RTE A ML, BIFEIREFIFRRHREA, Citrix RAZIFRIIEFALILIAE
th R MEYR) AR (3 5o

Wayland (3i%hik)

May 30, 2024

Linux VDA 7£ RHEL 9.2/9.0. Rocky Linux 9.2/9.0 #1 Ubuntu 22.04 37 GNOME &y Wayland., LA TIhgE
B7 Wayland &g 2milis:

. B4

. BIR

. ERIREHIEST (CDM)
. $7ED

. USB@&EEH

=z

AR

o ICINRETETNERRPIR M, FEThRERTRER T2 AL, BINFEIFEFIFERER, Citrix AR RS
TEF R ARThRER R AV R R (2 5o

« A3%# HDX 3D Pro,

o R&#F Linux BNz BREFERIE.

= Wayland

EfE/M Wayland, &7 TH<SR MR EnableWayland i&E 7 1:
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\Wayland" -t "REG_DWORD" -v "EnableWayland" -d "0

Xx00000001" --force
<!--NeedCopy-->

ZINERT, EMERm EnableWayland 8854 0, XEKEFEA X11,

1z Wayland 2S5 EERF

1. 7E Linux F$THFLRIRE .
2. i517 echo $XDG_SESSION_TYPE &<,

NREEA Wayland, MigHH=HR ‘wayland’,
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PR

8 Wayland BF& & T TRRS:

« BERRRENRERR/S VDA NREHRRFRD,
+ £ RHEL 9.1/9.0 % Rocky Linux 9.1/9.0 EFHRIFANEE 20 #%h,

B EMUE

May 30, 2024
D BIESERAUTIE:

« {#/ Machine Creation Services (MCS) #£ Google =i%F& (GCP) &I Linux VDA

M Machine Creation Services (MCS) £ Google =i#F& (GCP) Ltz
Linux VDA

May 30, 2024

ZEH MCS 7£ GCP L8IZ Linux VDA, BRI THE:
S 1: 12 GCP L&IE Linux EM# (VM)

FI8 2. Bl GCP RStk

$18 3: 7z Citrix Studio #elES GCP WENERE

HI 4. & Linux VDA Em1&

S5 QIETENER

PR 6. BIER(IA

$E 1. 7 GCP L4l Linux VM

$ & 1a: 7£ Google Cloud =#l&+, £41% Compute Engine >VM instances (VM 341,

$E 1b: £ “VMinstances” (VM 3%fl) TiE L, #i& CREATE INSTANCE (8IEf)) LUIE VM X6,
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B Soletenant nodes

Machine images .
= N VM instances

TPUs

»

ﬁE Compute Engine VM instances Kl CREATE INSTANCE & IMPORT VM C REFRESH
INSTANCES OBSERVABILITY INSTANCE SCHEDULES
Virtual machines A
-] VM instances 5 instances could be resized to save you up to an estimated $162 per month and increase performance. Learn more (4
2] Instance templates

@  Your project’s VMs use global DNS names by default. To reduce the risk of cross-regional outages, we recommend you use zonal DNS instead. Le|

TR 1c: #TUTEEAREMEERE NIALE:!
o MANER VM EFIHE R
o ER—MXEMTRERITEER VM,

o (A1) A& VM il GPU, BEXFARER, BESHAAXFHNIE 4¢

« £ Boot disk (5|SHiA) FHH, WREM VM BIRIERFMBEA/ Fla0:

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can' find
what you're looking for? Explore hundreds of VM selutions in Marketplace

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS ARCHIVE SNAPSHOTS EXISTING DISKS

Qperating system

Rocky Linux -
Version *

Rocky Linux 8 -
x86/64, x86_64 built on 20220920

Boot disk type *

Balanced persistent disk v

COMPARE DISK TYPES

Size (68) *
40

v SHOW ADVANCED CONFIGURATION

o SMEBISLED > WEERE, ARKENZFERIZEN FQDN,
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= Google Cloud
& Create aninstance
0 create a VM instance, select one of the options:

New VM instance
Create a single VM instance from I
scratch

[#] New VM instance from template
Create a single VM instance from an
existing template

@ New VM instance from machine
image
Create a single VM instance from an
existing machine image

\‘9__’ Marketplace
Deploy a ready-to-go solution onto a
VM instance

‘ o linuxvda w

Search (/) for resources, docs, products, and more

Moniter your system through collection of logs and key metrics
[] Install Ops Agent for Menitoring and Logging
Advanced options % A

Networking ~

Hostname and network interfaces
‘ Network tags [2]

Hostname
[ instance-1.us-

c.linuxvda.internal 2]

Set a custom hostname for this instance or leave it default, Choice is permanent

IP forwarding @
[ Enable

Netwaork performance configuration
Network interface card

- -

Network bandwidth @
[C] Enable per VM Tier_1 networking performance

Maximum outbound network bandwidth: 2Gbps
VM to Public IP: 2Gbps

CREATE CANCEL

(B EQUIVALENT CODE

SR 1d: BHBVENE VM 6.

$1% 1le: tE VM5, iR[EZ Compute Engine =5k, EHIRPHIEH VM L, RAEEE “SSH” wAEE

TR VM,

T00ogie wioua

inuxvda v

VM instances K3 CREATE INSTANCE

INSTANCES INSTANCE SCHEDULES

infrastructure, Learn more

= Filter
[Q Status & Neme Zone
O

0O e
0o e
0O e
0O e
0O e
0O e
0D e
0O e
0O e
0O e
0O o
0O o
0O o
0o o
D o
0O o
O o

& IMPORT VM

C REFRESH P> START / RESUME W STOP 11 SUSPEND ) RESET @ DELETE

5 instances could be resized to save you up to an estimated $43 per month and increase performance. Learn more

VM instances are highly configurable virtual machines for running workloads on Gaogle

Recommendations Inuse by Internal IP External IP
Save $31/mo
Save $24 / mo Save $12/ mo

Save $24 / mo

Increase pef.

Increase perf

Increase perf

Save $24/ mo

W Searcn  Products, resources, docs (/)

CREATE SCHEDULE

Connect
RDP
RDP
SSH
SSH
SSH

S8 1f. BIETF Web #9 SSH EF R Linux VDA SR8 _EHEIEH VM,
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@ ssh.cloud.google.com/v2/ssh/projects/linuxvda/zones/asia-southeast1-b/instances/ranc-rockn puauthuser=0&hl=en_US&projectNumber=235673448445&useAdminProxy =true&itroubleshoot4005Enabled=true&troubleshoot255Enabled =truedisshroubleshootingTool.

ﬁ}SSH—in—browser t s @pER

« « 4 1 3 ThisPC > Downloads > 2209 RockyB Package

Organize*  New folder
A O Nam

# Quick access
= Deson XenDesktopVIDA-22.09.023-1.6185086_64.pm

¥ Downloads
< Documents
& Pictures
e E

Legency test cas:

Upload

Upload files from your cq

registrated
template
@& OneDiive
ChooseFiles  No
= ThisPC
¥ 30 Objects
) B Deskiop
Concel 4 Documents
& Downloads
& Music
& ictures
B videos
5 OSDISK (C)
< Work (D)
File E
~ ranc§ Msinofs01 Y

File name: [ XenDeskiopVDA-2209.0.23-1.618 xx86_64.rpm

SB1g: BIEEEREA SSH i5iR VM,

BB AR VM, BRI, BEERER VM [iRE root AR &S, HBEREEBL root BR &
BERE VM, RAE, FEHFBEDN VM G, EFHEaPETUTHS:
nmcli dev connect eth®

systemctl restart NetworkManager
<!--NeedCopy-->

Virtual machines ~
DETAILS OBSERVABILITY OS INFO SCREENSHOT

B VMinstances
SSH v CONNECT TO SERIAL CONSOLE - RED HAT KNOWLEDGEBASE (2

& Instance templates Connecting to serial parts is enabled in project-wide metadata @

B  Sole-tenant nodes

(5] Machine images

ort 1 (console)

TPUs

2]

v SHOW MORE

Committed use discounts

SR 2. 82 GCP BRSSIKF

EBIABRKIESETHEE GCP RS INEE, SECEIRSIKFZRMERSIKFRTARENAEE,

=z ,
AR

Z7E GCP RSBk, , BRFREHIET TIRSKAEER (roles/iam.serviceAccountAdmin) IAM e,
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4% 2a: £ Google Cloud ##as, £41%I IAM & admin (IAM F1EER) > Service Accounts (FRSHKA),

SRiG# & Create Service Account (BIEIRSIKF) &R,

anization policies ¢ e account features,

9, Policy Troubleshooter account organization p

B Policy Analyzer

= Filter E property name or value
=] Organization Policies
O  Email Status Name 4
e Service Accounts O e t.gserviceaccount.com @Enabled  App
Engine
&  Workload Identity Federat... default
service
= Workforce Identity Federa.. account
@  Labels a o3 L.gserviceaccount.com @cnabled binz-pvs
» Tags a (5] @Enabled binzhou-
gserviceaccount.com mes
@ Settings
(5] @Enabled Compute
o Privacy & Security gserviceaccount.com Engine
default
B3  Manage Resources service
account
B} Release Notes a L] gserviceaccount.com @Enabled gepidp
<l

Description

This account is
used for
Google IDP
integration

= Google Cloud 3¢ linuxvda « Search (/) for resources, docs, products, and more
g F
8 |AM & Admin Service accounts <+ CREATE SERVICE ACCOUNT W DELETE  +2 MANAGE ACCESS C REFRESH
2 ! . . s "
=AM Service accounts for project "linuxvda
@ Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems

No keys

No keys

| Q Search ‘

nhing outside Google. Learn mot

s automatic IAM Grants, key creation/upload, or the creation of service accou

412 2b: 7% Service account details (RSKAIFMER) T B, EFRPHNE, ASE%T Create and

continue (RIEH4EE),

= Google Cloud o linuxvda | Search (/) for resources, docs, products, and more
e IAM & Admin & Create service account
+2 1AM

@ Service account details
©  Identity & Organization

‘ Service account name

Policy Troubleshooter .
Display name for this service account

& Policy Analyzer
‘ Service account ID * X C

B  Organization Policies
Email address: <id>@linuxvda.iam.gserviceaccount.com g

°8  Service Accounts
Service account description

& Workload Identity Federat...

Describe what this service account will do

Workforce Identity Federa..
CREATE AND CONTINUE

> Labels
»  Tegs Grant this service account access to project
£ Settings (optional)
[« ] Privacy & Securitv . . .
© Grant users access to this service account (optional)
E3 Manage Resources

w CANCEL

E Release Notes

Q_ Search

TR 2c: BRIES R, ARRERIBHITEM.
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e |AM & Admin & Create service account
+2 |1AM
@& Service account details
(2] Identity & Organization |
Policy Troubleshooter e Grant this service account access to pl’O]eCt

(optional)
& Policy Analyzer . ) . ) .

Grant this service account access to linuxvda so that it has permission to

i i i 2
=] Organization Policies complete specific actions on the resources in your project. Learn more [2
1AM condition (optional) @ -
L Service Accounts ‘ Select arole v -+ ADD IAM CONDITION u
= Workload Identity Federat...
-+ ADD ANOTHER ROLE

= Workforce Identity Federa...
@ Labels CONTINUE
» Tags
& Settings © Grant users access to this service account (optional)
a Privacv & Securitv m CANCEL
(% | Manage Resources
E  Release Notes
4

$182d: BXSME IAM & admin (IAM f1&IE5) > Service Accounts (FRStkF) , SAE & Service
accounts (fREMF) EIMF, REFEEMIRSIK,, SME Keys () #EW£, AE%ET Add key (FHin=
fA) > Create new key (8/i#%%7) > JSON > Create (813),
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—
B 1AM &Admin ¢ jxGCP
DETAILS PERMISSIONS KEYS METRICS LOGS
+8 1AM —_—
©  Identity & Organization Keys
9, Policy Troubleshooter Service account keys could pose a security risk if compromised. We recommend you avoid downlc
about the best way to authenticate service accounts on Google Cloud here [Z.
E  Policy Analyzer
Add a new key pair or upload a public key certificate from an existing key pair.
B Organization Policies e P P y grerp
Block service account key creation using organization policies [2.
=2 Service Accounts Learn more about setting organization policies for service accounts [£
E  Workload Identity Federat... ADD KEY ~

= Workforce |dentity Federa...
Type Status Key Key creation date Key expiration date

@  Labels No rows to display
» Tags

£t Settings

@ Privacy & Security
B

Manage Resources

E Release Notes

Create private key for "jx-GCP"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@® JsoN
Recommended

Q P12

For backward compatibility with code using the P12 format

CANCEL

AR
TERBAXME, TEBRTEH,
$1% 2e: 72 Google Cloud ##l&ad, Szl IAM & Admin (IAM M1EER) >1AM, AE%EE Add (RN,

New members (Fifi5) FERPIERHEFRMOEMIRSIK,, RAERZRSKAER—BHEURTHIS RGN
FRIIR, @idEd Add another role GRIMEMtAR®) #ERFAE, LHREREUTHEACEFHEIENRS
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KA

« HEEER

o FHEBIER

+ Cloud Build Fi8#&

. RSHKFAF

- mHIREMEAP

o HELHIEER (Beta)
s FMEE

a0

O = .o " Build Edit a/7 excess be . 7

S 3: 7£ Citrix Studio H8/E5 GCP WEHEE

R Google =i F & EIMUIFZIRBER GCP MR, RARTMRUTHERULIES GCP WENERE,

1. 33Fa3h Delivery Controller, i&7Eas#t Citrix Studio FERERE > 18 > RINEENEBREUSIEENE
%, XF = Delivery Controller, &7 Citrix Cloud EHWETF Web 9 Studio 5% & iEiFEIE > £E >
ARIEZEFA R IR EVERE,

2. EARMEENZRASH, %F Google mif TS ENEELE,

a0, £ Citrix Cloud ERIETF Web 89 Studio &=HI&H:
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Add Connection and Resources

@ Connection Connection

@ Region Use an existing connection

@ Network

@ Scopes @ Create a new connection
Zone name:

@ Summary

Connection type:

Google Cleud Platform

Service account key:
Import key...

Service account ID:

Connection name:

Create virtual machines using:

Other tools

(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

=)

3. § A GCP 1k B9RSS 1K S BAHBNIER B o

4. ASKSISETHE T NEH FERNARBTIRTFMEEZLE, TRE—NZE, BEET -, BRERAE

BTN, BXEFEMER, BFSHEER MCS SIERIMAEKE Linux VDA —XXHRBZ 5 2. SR EHERE,

S8 4: & Linux VDA 4

$® 4a: (GEATF RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x) EZ& LIAMIER.

7£ GCP L&/ RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £ %% Linux VDA [, UXMEREAGEXMTF, VM S5
BEIERTRET A58 Linux VDA, B2 RIIEE, BEEXESR VM [HIEE root BFRZHE, HHBEEEEEL root A

FEHRER VM, AR, ZEHBH VM E, EERIEaRETUTHS:

nmcli dev connect eth0
systemctl restart NetworkManager
<!--NeedCopy-->
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Virtual machines ~
DETAILS OBSERVABILITY OS INFO SCREENSHOT

B VMinstances

SSH ~ CONNECT TO SERIAL CONSOLE = ~ RED HAT KNOWLEDGEBASE (2

E] Instance templates Connecting to serial ports is enabled in project-wide metadata 6
B  Sole-tenant nodes

Logs
= Machine images .

Logging

Serial port 1 (console)
TPUs

2]

v SHOW MORE

% Committed use discounts

S 4b: 7118k VM ER%E Linux VDA B&4-E,
ERIR VM £, HITUUTRERRE Linux VDA 346
1. £% NET Runtime 6.0:

sudo yum 1install dotnet-sdk-6.0
<!--NeedCopy-->

2. %% Linux VDA #4-6:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3. BF EPEL 7=fi&EE:

sudo rpm -ivh https://dl.fedoraproject.org/pub/epel/epel-release-

latest-8.noarch.rpm
<!--NeedCopy-->

$I% 4c: 5 GCP L9tk VM siRnER 3228 (GPU) (RIi%).

1. 7£ Google Cloud =Hl&aH, MR VM FiiRil—1 3% GPU, Hx7E GCP LARmMAME: GPU BER, &

27 https://cloud.google.com/compute/docs/gpus/add-remove-gpus,
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& Create an instance

To create a VM instance, select one of the options:

~ Name * N
instance-1 (2] ‘
New VM instance g
Create a single VM instance from I
v MANAGE TAGS AND LABELS
scratch
- Region * Zone*
New VM instance from template | us-centrall (lowa) - @ us-centrall-a v @ ‘
Create a single VM instance from an — h
Region is permanent Zone is permanent
existing template
E !\lew VM instance from machine Machine conﬂguration
Image
Create a single VM instance from an General purpose Compute optimized Memory optimized + GPUs
existing machine image
Graphics processing units (GPUs) accelerate specific workloads on your instances such as
e lea nd d ssing 4}
\2 Marketplace machine learning and data processing. Learn More [4
[ ady-10- N
Deploy a ready-to-go solution onto a _ GPUtype Number of GPUS
VM instance | NVIDIA T4 - 1 -

[C] Enable Virtual Workstation (NVIDIA GRID)

Series @ Description vCPUs @ Memory @ Platform
® N1 Balanced price & performance 1-96 1.8-624 GB Intel Skylake
Machine type

Choose a machine type with preset amounts of vCPUs and memory that suit most workloads.

2. ERIR VM EREERNMN GPU RahiEF. BXF4ER, 581 https://cloud.google.com/compute/d
ocs/gpus/install-drivers-gpu,

F&H9 NVIDIA IRENiERFhRAS :
£ Compute Engine £3&1T7#9 NVIDIA GPU % JUER LT NVIDIA IRENFERFRRAS :

« X¥F L4 GPU:
- Linux: 525.60.13 XFEEhRA
« ¥F A100 GPU:
- Linux: 450.80.02 XFE= R4
« 3F T4. P4, P100 #1 V100 GPU:
- Linux: 410.79 XEShiA
« 3F K80 GPU (£dmEHIESER) !
- Linux: 410.79 - &##9 R470 hRZ

xtF K80 GPU, NVIDIA E76 R470 RohieF N 2R F RN HNRARNIEFRE, EEEILER, ES
i# NVIDIA Software Support Matrix (NVIDIA #{43%3551%)
RIS
AU AR AT RIASSR B ah TR 12
https://raw.githubusercontent.com/GoogleCloudPlatform/compute-gpu-
installation/main/linux/install_gpu_driver.py —--output

install_gpu_driver.py
<!--NeedCopy-->
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SIFIIRIER S

REMABELUT Linux &1ThR E3#477 Mt :

Cent0S 7/8

Debian 10/11

Red Hat Enterprise Linux (RHEL) 7/8
Rocky Linux 8

Ubuntu 18/20/22

MNREIEEM Linux Z1ThR EERLLIIZA, REEEW, XF Linux VM, IHIZARRZEE NVIDIA IREHIER.
a) THZEHE,
curl https://raw.githubusercontent.com/GoogleCloudPlatform/
compute-gpu-installation/main/linux/install_gpu_driver.py

--output install_gpu_driver.py
<!--NeedCopy-->

b) #EFIIMIAHITLIAIRIR,

chmod 777 install_gpu_driver.py
<!--NeedCopy-->

C) BEITREMA,

python3 dinstall_gpu_driver.py
<!--NeedCopy-->

d) 7 gdm3 %A Wayland,

o EUTFEZ —HKIENEITHRE Wayland BREscf:
- Jetc/gdm3/custom.conf (Ubuntu)
- Jetc/gdm/custom.conf (CentOS. RHEL. Rocky Linux)

o f$M sudo/root A PRITHF X 1,
o EIMIERZITI LA # BUHER WaylandEnable=false.
o BB VM,

e) MRERET NVIDIA 510 SiESMAHIREER, BERA GSP Eff,

MEEAT GSP B, iEi@id¥E NVIDIA #R2%k NVreg_EnableGpuFirmware i85 0 IGH

2H,

EEIRE /etc/modprobe.d/nvidia.conf X FINU TR BRIGB I BE:
« options nvidia NVreg_EnableGpuFirmware=0
« N8 /etc/modprobe.d/nvidia.conf XHERTEE, NEGIE,

FERIL TS EE, BEEU TR
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o fFM sudo BT KA BMEHREE X4,
« ESEHBIVM, ERILUTE Linux LighEA sudo reboot, WAl Li{EIEHEEN VM,
S8 4d: FtE MCS T E,

Eid4miE Jetc/xdl/mes/mces.conf XskECE MCS T2, TERREA LARMANEMEMNENHSEELN MCS

&
&

o ERATRIMNEBZSR
AUERRANEEEREREFTEEENEE (FIE):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y| N

-!.Ir I IME_PATH=/usr/bin
NT=gnome

« ERTEMNAENZR

- Use_AD_Configuration_Files_Of_Current_VDA: HiEREERA YR EEEITH
VDA #9IR%E AD 1BXE B (/etc/krb5.conf. /etc/sssd.conf 1 Jetc/samba/smb.conf), R
RBAY, MCS BIZMITEN LN E XG5 Yai EEIETTH VDA LNEMXHER. B2, ENAH
MERE dns M AD_INTEGRATION ZE, BiAMEHRN N, XEKEFMEG EWEBEBIRASEHE MCS
BIEAITEN EMEE X . BERYURIEEERITH VDA 1ERER VM, EEZEIEREN Y. BN, &%
HigBH N,

- dns: €E& DNS RSS20 IP ik, ZERZAILUEE DNS RS 2%,
- NTP_SERVER: igE NTP 532389 IP sthiik, FRIESZITULER, BNZMtib2ISA0IsIEHIZ=AY [P shit,

- WORKGROUP: B TRHRIMEKENEE AD FEER NetBIOS ZFF (RN KNE). B, MCS K fEmE
B EREIENENE ZENBIMERTIEEEM, Fii, WRITENKF 5 userl.lvda.citrix.com,
MCS %=/ lvda fFEATEERHR, M citrix 2EMRMIER. BSBERLE TIEAZR,
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AD_INTEGRATION: i&& Winbind. SSSD. PBIS 5 Centrify, 3% MSC %589 Linux &1Th&
MIHIINTTEZRFIR, SR ETTHR.

CENTRIFY_DOWNLOAD_PATH: ig&T# Server Suite Free (LL#i#F# Centrify Express) #%
HENERE, RE% AD_INTEGRATION ZT&i&EH Centrify B, ZEASEK.

CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T # Centrify Samba R BMER. REH
AD_INTEGRATION Z&igEX Centrify B, ZEASEHK,

PBIS_DOWNLOAD_PATH: RET# PBIS i EmERE. RBF AD_INTEGRATION ZEigE
7 PBIS BY, ZEASENK.

UPDATE_MACHINE_PW: BAXZREMEMITENKFAZE. EXFARER, BEHEERIT
B 2D,

Linux VDARREZ =:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAMEZY] N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

S8 4e: QIETME

1. (fLEMTF SSSD + RHEL 8.x/9.x 5% Rocky Linux 8.x/9.x) &fT update-crypto-policies --
set DEFAULT:AD-SUPPORT &<, AREMHEMER VM,

2. &7 Jopt/Citrix/VDA/sbin/deploymcs.sh,

NFRMAENTR, UTFHERRESDN, FoEIEEHRSHRE,
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it manually.

3. 7R VM ERENBREFHXHAER VM, Sl H a8 ERERTIRR,

TES5: QIEHENER

1. &R Citrix Cloud, EA£ LAMREEHR, EEKMMRS > Daas,
2. TEE > mRBEEF, EFAERPIHENBER.
3. ABRTEEEERERETENER.

4. EHBENEETE L, ERSRERERANRIERERR, RAEEET P,

Machine Catalog Setup X
o Introduction Machine Type
@ Machine Type Select a machine type for this catalog.

Multi-session 0S
@ Machine Management The multi-session OS machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windews multi-session OS or Linux 0S8 machines.

@ Desktop Experience @ Single-session 0S

The single-session OS machine catalog provides VDI desktops ideal for a variety of different users.
@ Image Remote PC Access

The Remote PC Access machine catalog provides users with remote access to their physical office
@ Storage and License Types desktops, allowing them to work at any time.

are currently no power management connections suitable for use with Remote PC

@ Virtual Machines
NICs

5. BIHENEETE L, EFHITHEREESENITENH Citrix Machine Creation Services %171, SAGIER
T—5%, IRESMER, BMNERERER—HFER,
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Machine Catalog Setup X

Introduction Machine Management

Machine Type This machine catalog will use:

@ Machines that are power managed (for example, virtual machines or blade PCs)
Machine Management -
) Machines that are not power managed (for example, physical machines)

Desktop Experience Deploy machines using:

@ Citrix Machine Creation Services (MCS)
Master Image

Resources:

st
orage gcp(Zone:GCP-lvda) 7

Virtual Machines ~ .
_) Other service or technology

Disk Settings l'am not using Citrix technology to provision my machines. | have machines already prepared.
Machine Identities
Domain Credentials

Scopes

WEM
Optional

VDA Upsrade
Optional

Note: For Linux OS machines, consult the administrator documentation for guidance.

BEGNCNONONONONONONONONON N

=

Summary

6. EEMETIE L, EEZ RN ERE,

Machine Catalog Setup X

Introduction Master Image

Machine Type The selected master image will be the template for all virtual machines in this catalog. (A master image is
also known as a clone, golden image, or base image.)

Machine Management
Master image

Desktop Experience
—+ Select an image

Master Image
Note:
Storage

Virtual Machines

Disk Settings 0/500

Machine Identities Use a machine profile

Domain Credentials Select the minimum functional level for this catalog:

SNCONONONONONONONONON N N N

1811 (or later) v
Scopes
To register with delivery groups that reference this catalog, machines require the selected version of the
WEM VDA or later. Learn more
Optional
VDA Upgrade
Optional
14) Summary
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Q Introduction Image

o Machine Type Select the type of image for the machine catalog:

@ Master image

° Machine Management
Prepared image

° Desktop Experience

@ Image also known as a clone, golden image, or base image.)
@ Storage Master image

o |:.| XDHyp:\HostingUnits\gcp\ranc-rocky88-3d.vm
@ Virtual Machines

Disk Settings Note:

The selected master image will be the template for all virtual machines in this catalog. (A master image is

7. EUHENWHRNE L, WRERGRIMNERASE, HEFRMNE; MREKFEREMATE MK, EERE Active

Directory tkF.
SFFRIMNFIFHER

Machine Identities

Configure identities for machines in this catalog. The machines are joined to the selected identity after they are
provisioned. You cannot change the identity type after you create the catalog

Identity type

Non-domain-joined

| On-premises Active Directory

me.
i Hybrid Azure Active Directory joined
Non-domain-joined
Ry aa T (#) type
jx-r83xacndj&# @ 0-9 A-Z

jx-r83xacndj01 1 character left

~] Specify numbers the account names start with (optional)

NFEMAENTR:
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° Introduction
o Machine Type

9 Machine Management

° Desktop Experience

° Master Image
° Sterage

o Virtual Machines
e Disk Settings

. Machine Identities
. Domain Credentials
® Scopes
WEM
® Optional
@ VDA Upgrade
Optiona
@ Summary

Back

accounts or use existing accounts.
Select an Active Directory account option:
(@ Create new Active Directory accounts

Use existing Active Directory accounts

Use an existing identity pool to create new accounts

Location (domain) for those accounts:
gep.local Q

Default OU
) Computers
? Domain Controllers
) ForeignSecurityPrincipals
> Managed Service Accounts
> PBIS
) Program Data
> System

) Users

Selected location:

Machine account naming scheme

Specify account naming scheme: Wildcard (#) type
Example: MachineName### (@' 0-9 AZ
Specify numbers the account names start with (optional)

Cancel

 WRIEFOIEHM Active Directory kP, iEEFE—MH, AFHRANFRTIE Active Directory #railz

BEMER VM i BYKFA e R ARNFHEFI. KABEARAUES 1-64 M7, TR

HREER &IE ASCH =R HEFHF .
o MNREFEAMAN Active Directory i/ , LR U SAMEBIFMEIT EHBIEE Active Directory

HENK .

Ao
=2,

o EEFEEIE L, EFRAEE, BABFRENEEL, &FRE, AREET %, BANEELAES
4T Active Directory kP /ERIN AR,

8. HHMIE LABAMIEE, AXFMER, BFSHLE Google ZIHTFEER,

9. EHENAEL, HIMER, EEBRNEN, AEEETH.
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Machine Catalog Setup

° Introduction
° Machine Type

Q Machine Management

e Desktop Experience

° Master Image
° Storage
° Virtual Machines
o Disk Settings
o Machine Identities
° Domain Credentials
o Scopes
° WEM
Optional
o VDA Upgrade
Optional

@ Summary

Summary

Machine type:
Machine management:
Provisioning method:

Desktop experience

Resources:

Master image:

Storage

VDA version:

Number of VMs to create:
Virtual CPUs:

Memory (MB):

Hard disk (GB):

Available zones:

Identity type:
Computer accounts:

New accounts location:
Machine catalog name:

Example: Windows 7 SP1 Sales-2GB

Single-session 0S
Virtual
Machine creation services (MCS)

Users connect to the same desktop each
time they log on

Save changes on the local disk
gcp
-rocky88-3d
Standard persistent disk
1811 (or later)
1
2
7680
40

asia-southeastl-a, asia-southeastl-b, asia-

southeastl-c
On-premises AD
Create new accounts
gcp.local (Domain)

Machine catalog description for administrators (optional)

Example: Windows 7 SP1 desktops for the London Sales office

chine catalog to a delivery group by selecting delivery

STRITEN B RBFIRERFERKME. THAE, RABTIHER. SIURIETENZEE Google Cloud =& 7H
Bir TR R,

SR 6: BIIER(IA
RYARM—IHZ MTEN B RPERNHBENNES. SREWERF I UERXEITEN, UNAIHXERFE
BHINBEFHRHE,
BXFAER, 1ESH Citrix DaaS XiEHhH “RZfIARIE",

1. & Citrix Cloud, A LAMREHR, EERHRS > DaaS,

2. TEE > RBEEHR, EFLERPIRME,

3. ERMFEPERSIRRMH, XUALIRRASRHITH.

BEINRASNEAERIEE?, BEBRRTEMBIEE,
4. EHBENREL, EF—NHENBRHERENZE RPEAITEN.
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Create Delivery Group X
° Introduction Machines
@ Machines Select a machine catalog.
@ Users Catalog ¢ | Type | Machines
ROCKE-MCS-3D VDI MCS | Random | Discard 1
@) sorictens :
@ »
(5) b Protection @ rocky88-spu VDI MCS | Random | Discard 1

@ Scopes

@ License Assignment

Summary

Choose the number of machines for this delivery group:

1

5. FHMIE LREHMLE. BXEAER, BEHCIEZTL,

6. EWMENAE L, WARSANEM. SHa (EF%) WA, ZiRAETRE Citrix Workspace AR
MREREEEREHR. FwW:

PN L SE=E v

Create Delivery Group X
@ irtroduction Summary
° Machines
Machine catalos: rocky88-gpu
e Users Machine type: Single-session 0S
Allocation type: Random
° Applications
Machines added: GCP\ -rock88-3d1
Tunassigned
o Desktops
Users: Allow authenticated users
Q App Protection Desktops: Rocky8-gpu-mes
Launch in user's home zone: No
° Scopes
Manage Autoscale Disabled
Q License Assignment License: DaaS Premium - Per User/Device
App Protection:
@ Summary
Folder:
Delivery group name:
rocky88-gpu-mes|
Delivery group description, used as label in Citrix Workspace app (optional):

TREEEEREPHIRTATIR:
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CilTIX | DaaS Premium

Manage v Monitor

@ Home Qs @ Filters
Q_ Search Create Delivery Group
%G Machine Catalogs @ vewel Delivery Group 4.

GCP-
&3 Delivery Groups Delivery group folders .

[ [ Delivery Groups

Policies
4 Logeing

Ry Administrators

& Hosting

=

StoreFront

3 AopPackeges Select a delivery group within a folder to view the details.

€ Zones

(3 Backup+Restore

& Settings

Delivering

Desktops

Applications and Desktops

Desktops

Desktops

| Machine Count

Total: 1
Unregistered:

Total: 1
Unregistered: 0
Total:1

Unregistered

Total 1
Unregistered: 1
Total 1
Unregistered: 1
Total 1
Unregistered

All tenants

| Sessionin Use
Total:0
Disconnected: 0
Total:0
Disconnected: 0
Total:0
Disconnected: 0
Total:0
Disconnected: O
Total:0
Disconnected: 0
Total:0
Disconnected: 0

Citrix Workspace B2 ERFHIHEMN
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