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March 28,2023
5E:
S HEHRRERDN AT YaihkA (CR) FKEARS A (LTSR) B9 G4 o B HA SRS

Linux Virtual Delivery Agent (VDA) Z#EFEAMEM L3 T Citrix Workspace R B2FHEMI&&EAIA Linux
IR A2 A1 R H.

ERIRIBS 2450 Linux 2T EIMNBARFMSEH. E20 Linux @M (VM) ER% VDA i, BRE
Delivery Controller, #A/EfER Citrix Studio A RHXLEN HIEFN LM,

HTIEINRE

March 28,2023

2301 PRYFTIETEE

Linux VDA 2301 KR E4E L FEIEIhREA IR INAE

%#%5 RHEL 8.7. Rocky Linux 8.7 #1 SUSE 15.4

FAmMT RHEL 8.7, Rocky Linux 8.7 #1 SUSE 15.4 {EALZIFMNEZ1THR. BXFMER, BERAAER,
AR
BHZhR4s#e, SUSE 15.3 BE#F A, 7 SUSE 15.4 13517 Linux VDA, i&5£#%%E VDA,

4% Wayland (SLI8kR)

ER—S U kR IhEE, Linux VDA B#E#F RHEL 9.0. Rocky Linux 9.0 #1 Ubuntu 22.04 £# GNOME &y
Wayland, BXi#4=8, i&8F Wayland (£%86R) .

MIERT LUSFRE & P IR TENHBRST S Linux VDA =iF

LET, REERE P mIEEMBGATENNIERS ) Linux VDA £iE, BAKRAE, sILUGE P HigEPEITENYIRE E
Linux VDA 2i%, BXEMER, BHSHEITENREMIER PDF $TE,
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HSE P iR a SR RGN R P IR S R E E A

U, SiERHEEREEFIRNEDEFIMGEITE. BERERIHRXLEREDE, LAMAHERERRIE. B
AhiAkE, BILATERIEHRREIRERY B ohiRAT EIR B P IRRYIEENRR. Lhoh, FRRAIESINT BEFIHXEREER, RIFE
REP G LA RNEEXBADSEERERE. AXERER, BEAE KM

FHARR AR INRE

BXTE 1912 LTSR 7 2212 CR Z/EiRMIVRIThR P ESBUIIEINEE, BESIMIEIIEH LR,

BEEERIRE

March 28,2023

B Linux Virtual Delivery Agent 2212 {2, W TFiEREEE:
« 2B Linux VDA RIEFIRERSBURR, MNMSBRIERZMAERE, [CVADHELP-21079]
o YiItENIKFBEEBXRKE, VDA FJaEabrFiEiER. [CVADHELP-21803]
o BNfE VDA R FiEMRE, ZiR/E5) Linux VDA iFth Al gERKk K, [CVADHELP-21832]

o MAFREFIHATERTERKNE (FKER 60 #), [CVADHELP-21899]

[=ZNE)

August 8, 2023

TEARRAHHE T LA T IR

« BAHDX3D Pro f7, y REFRSB LN IERREMY, RETETRARERETRIE. ERRILRE, BT
VDA ETHLKRRHIRIEZTEZTU TS

- WFNERES, HET:
#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP""

/etc/X11l/ctx-nvidia-2.conf
<!--NeedCopy—-->

- WF=RFETE, \ialT:
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#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP"" /etc/X11l/ctx—-nvidia-3.conf
<!--NeedCopy-->

- NTFHREETRSE, HIET:

#sed -i "/UseEDID/a \ \ Option "ConnectedMonitor" "DFP, DFP,
DFP, DFP"" /etc/X1l/ctx-nvidia-4.conf
<!--NeedCopy-->

[LNXVDA-15259]
« BT /var/log/xdl/jproxy.log #15|’% LI~ LDAP 8%, VDA EMaaEsk:

javax.naming.NamingException: LDAP response read timed out,
timeout used: 10000 ms.
<!--NeedCopy-->

SRR, EHRITATRE:

- Bi LDAP #BBY{E, a0, EERLT <R LDAP BEHESE A 60 #):

ctxreg create -k "HKLM\Software\Citrix\GroupPolicy\Defaults"
-t "REG_DWORD" -v "LDAPTimeout" -d "OxO0OEA60" --force
<!--NeedCopy-->

- BIEEIEREMR LDAP EiWEE, AILUER ctxsetup.sh F1#9 CTX_XDL_SEARCH_BASE T &5}
EEAUTHSRIEEIERE:
ctxreg create -k "HKLM\Software\Citrix\VirtualDesktopAgent" -
t "REG_SZ" -v "LDAPComputerSearchBase" -d "<specify a
search base instead of the root of the domain to improve

search performance>" --force
<!--NeedCopy-->

[CVADHELP-20895]

+ Microsoft #£ 2022 & 11 B&# 7i&MATF Windows 10 HRFEH KB5019966 1 KB5019964, BH S
EANFEM AR, EARRIERE, ESRMIRPOXE CTX474888,

+ 7£fEH Kerberos s¥F#9 RC4_HMAC_MDS5 mMELEHERT, Linux VDA RIBET AMITHIeSEAM, HHIM
UTHEIRER:
Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled) (52i%: 7£ GSS-API RFIFRIEFEHIE (MEIKF: FAx#F/REHE HMAC
IN#ZE RC4))

BRI, EEER Active Directory % (3%, BE4RiiE OU £) ZAH RC4_HMAC_MDS5, &
AVFTE Linux VDA LfERSSMZERE, 25, & klist -li 0x3e4 purge @< 5 Controller 7 Citrix
Cloud Connector £4&7=H) Kerberos Zi&, fAFEHEEN Linux VDA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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EEZ8 Active Directory 15252 H RC4_HMAC_MDS5, EXMUTHE:

AR BRI S,

REIBRE, AE%ERF Default Domain Policy (BAAERES),

a2 E Default Domain Policy (BRIMEHNER) #Hi%iZ Edit (4RiE). AREEBEHERFITH.
EFRITBYEE > 5 > Windows 188 > 288 > A > K8,

WikMLZL2e: B E Kerberos A FpINZEsEE,

EY jH % - DES_CBC_CRC. DES_CBC_MD5 #1 RC4_HMAC_MDS £ & 1, R g it #
AES128_HMAC_SHA1l. AES256_HMAC_SHA1L # BRpn=a!,

oA W -

EAWE Linux VDA LERSEMEEER, BRBRUTSE:
AR
BMFELEFEENBERHZIHE.
1. 7£ Linux VDA L3TF /etc/krb5.conf x5,
2. 7z [libdefaults] 25 FRMUTIRE:

allow_weak_crypto= TRUE

Linux VDA R%#%#E R SecurelCA #1713, 7 Linux VDA £E A SecurelCA £8HEIERB TR K,
£ GNOME fE£iE+, SR FNESEHRETikES%K, [CVADHELP-15639]

ERAGNIETENAEFTIRESERNEFAARLM, Mutter A4k &TF mutter-3.28.3-4 Mk A G = HEL LA
B, BRI, EFER mutter-3.28.3-4 E R R4S, [LNXVDA-6967]

X TEIRRPHIBINED. ZEOFSEMXE THINE, HEE—RINEERBHEK. [LNXVDA-5646]

PulseAudio WEINSESSRERTTHRSSB[EFEL T RENRE 20 FEEH, % PulseAudio B
HE, SHBEREER. ERRILAE, 5% /etc/pulse/daemon.conf X g E exit-idle-time=-1,
[LNXVDA-5464]

BRT SSLMEHBRATRIERNRMN, TEEERT Linux M Citrix Workspace i Ai2FHEIRTE,
[RFLNX-1557]

Ubuntu E#2: #£ HDX 3D Pro &, 8% Desktop Viewer Wx/NG, MAEFAEMTESKER—BE, %
EENERRETNER,

FHERIER, aTREREMIBR Linux VDA $TENEE M BIERIITEN,
BRPESKREXHNFERNZER CODM XHNREFHREXZXHHER, WrAIRESHILLTR,
FEAhRAET, NFIFEEESEA UTF-8 43,

ERATF Android 89 Citrix Workspace i FB2F# CapsLock SBIRESAIfE R ERIEEHHEIR %, BH5E
FF Android #9 Citrix Workspace R 2RI B E#ZET, Caps Lock RS mIsEREKR, MASE: A
¥ ERE L Shift BEAT 5/)N\BZiEik.
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%

fEMERTF Mac 19 Citrix Workspace R A2FZERZZE Linux VDA BY, & Alt BIRIERBE RN REIEM. BUAS
AT, JFFAMFAN Options/Alt $#, ERT Mac B9 Citrix Workspace MABEF# S %% AltGr, ETTIL
1z Citrix Workspace M AEFIREDENITH, BRERERRNNAEFMmR.

Linux VDA EFMAERSEM LK. EEFHMNEER—HE T Kerberos A, B2, Broker algE= iR
et —4H Kerberos ZAEREFMER VDA BREZE1E, VDA £iX%1%5 Broker B, Broker AJgeTi(5
VDA BiLREIRE E X, ERAERE VDA JEMKK.

VDA RS EIRSHHLITE, HRFRRKSBTRR B2, BTRSEENEMERK, EItAEEERKN
ialo

BRRTE: 5B Broker WEIEEZ, EHB5h Broker 7t Broker LU BERSMMHSIERTEOETUT
we

klist -1i 0x3e4 purge
<!--NeedCopy-->

Itan < =7ER Citrix Broker Service IB1TFR7ERINABARS TAFFEM LSA BEPHAMERSER. e
ZMEREMh VDA HIIRS RIE, EMA s mEMRS. B, MREFRERAERE, RARLERSAIEE
M KDC EFRIVX LR SRR,

FRFFEIMEMEEN A, SRR EMARIREERIIT P WITEN, AT ICA 2IEPREISFM. WRE
BT BMRFINAEFEERBRRE, VAREFAEITMN, RtEAIEEENR. MRERGIHAIE
R THRIRE, FIRERHILRMBYRE,

EATF Windows B Citrix Workspace [ B2 AlaESE SR HIHEI& R F Rk Einld,

Vabatls

March 28,2023

Linux Virtual Delivery Agent 2301 (PDF F#i)

It Linux VDA RZASAIRE B & RIBIZ XIS P E XM FRIFEI AN E =B R

z
=Y

Fa

March 28,2023

ANHHEBRIEMEEEZTGANTE. Citrix =&MIhEE, MUEEREBRINHEL S RE, Citrix FEMEF
ERERMRBURE LR LB, EEERAHEARIEREEN, FRFASEES N FBASEETEE.
BXRESAPFNFMAES, 557 Product Lifecycle Support Policy (F=@R4EmERSZIFHRR) —.
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F MR

TRETTEFBIEMRNFS. Citrix ™=mFINEE,
EFANBEARSILEMBR, Citrix 7EIhRA PSS XL E , BRBTERRN LFRRAFIEERMR. 7 Linux VDA

&,

BRI B ERBIBFHFBZ HF.

Y=

Z# Ubuntu 18.04

S #§ SUSE 15.3

52§ Debian 10.9

Sz #§ SUSE 15.2

S #5 RHEL 8.2

%#F RHEL 8.1, RHEL 8.3
%# RHEL 7.8, CentOS 7.8
15 CentOS 8.x

& # SUSE 12.5

¥ Ubuntu 16.04

%#F RHEL7.7. CentOS 7.7
%#F SUSE 12.3

¥4 RHEL 6.10. Cent0S6.10

¥# RHEL 6.9. Cent0S6.9
¥ RHEL 7.5, Cent0S 7.5
3% RHEL 7.4, CentOS 7.4
¥+ RHEL 6.8. Cent0S 6.8
%# RHEL 7.3, CentOS 7.3
%#f RHEL 6.6. CentO0S 6.6
SUSE11.4

BAEEFERFAMRE

2212
2210
2206
2206
2206
2203
2203
2110
2109
2109
2006
2006
2003
1909
1903
1811
1811
7.18

7.16

7.16

BEEEPMFRAIARZ

2305
2301
2210
2209
2209
2206
2204
2201
2204
2203
2009
2006
2003
1909
1903
1811
1811
7.18

7.16

7.16

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

10



Linux Virtual Delivery Agent 2301

March 28,2023

Linux VDA B ¥#ihR45 Citrix Virtual Apps and Desktops #F—. ©EXAERAHALEREEHELAR Citrix
Virtual Apps and Desktops IR HikRkZc, BFREVE X Citrix = RESAPNES, UKk T HE@ Citrix 2E1E%iF
BEEM= Smhas, &SR Citrix = RAEmERR.

Linux VDA 5 Windows VDA HEC & 3 12B8 G E5. FrE Delivery Controller 148885 Windows # Linux =&
RERERS.

AR RSRAOAMH (5190 Citrix Workspace MAER) MAKERETHE BHSHAEEPHITIRE,
BREKHARSRA (LTSR) IMEHER YaTMRAS (CR) MUREAE RRBENES, BESHMIRPONE,

Linux &1Thx
Linux VDA Z# AT Linux &1ThR:
5E:
LiIRERFEN IR EMN S EHIERRT, Citrix fRRAEAIEE NI RESZRIRR T,
NFEFAAERFNTES, BSHFA.
« Amazon Linux
- Amazon Linux 2
« CentOS Linux
- Cent0S 7.9
+ Debian Linux
- Debian11.3
+ Red Hat Enterprise Linux

- IfFu59.0
- Workstation 8.7
- T{Fu5 8.6
- Workstation 8.4
- IfFE57.9
- BR%528 9.0
- ARs528 8.7
- Server 8.6
- Server8.4

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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- Server7.9

+ Rocky Linux 9.0
« Rocky Linux 8.7
» Rocky Linux 8.6
« SUSE Linux Enterprise:

- Server 15 Service Pack 4
« Ubuntu Linux

- Ubuntu Desktop 22.04

- Ubuntu Server 22.04

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04

AR

1HR .2 /5, CentOS Stream E4k4: FE Red Hat Enterprise Linux 89 Ei(FR) DX B X FMER , BB
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

A Xt Linux VDA kA 89 Linux &% 1ThRF Xorg hRZAs7IR, BRI TR, BXEHMER, ESH XorgMod-
uleABIVersions.

Linux Z17hR Xorg hRzs THRNEHE

Amazon Linux 2 1.20 MATE. GNOME. GNOME Classic

Debian 11.3 1.20 MATE. GNOME. GNOME
Classic. KDE

RHEL 9.0. Rocky Linux 9.0 1.20 GNOME

RHEL 8.7/8.6/8.4 1.20 MATE. GNOME. GNOME Classic

RHEL 7.9. Cent0S 7.9 1.20 MATE. GNOME. GNOME
Classic. KDE

Rocky Linux 8.7/8.6 1.20 MATE. GNOME. GNOME
Classic. KDE

SUSE 15.4 1.20 MATE. GNOME. GNOME Classic

Ubuntu 22.04 1.21 MATE. GNOME. GNOME
Classic. KDE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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Linux Z17hR Xorg k7 B2 520 i
Ubuntu 20.04 1.20 MATE. GNOME. GNOME
Classic. KDE
Ubuntu 18.04 1.19 MATE. GNOME. GNOME
Classic. KDE
e

&7 Ubuntu Ef#EFA HWE kernel s HWE Xorg.

MREDRE—NEHE, AJLLIEE ctxinstall.sh 2 ctxsetup.sh fizsisE BESIERERAR GNOME 5t MATE
KEIFH,

AR ERAMAFTE LA B TEERMN systemd BEHN, BX systemd AR EEANFMES, 1B
BIAAPF [HETEE.

SERENTF S MEPLIFE

YRR 25

Amazon Web Services (AWS)
Citrix Hypervisor

+ Google =iHF& (GCP)
EFRIZM R (KVM)
Microsoft Azure

Microsoft Hyper-V

VMware vSphere Hypervisor
« Nutanix AHV

AR
EFRERERT, SRENLIEEELEMIYH X86-64,

B Citrix Virtual Apps and Desktops 7 2003 21 2112, 2% Citrix DaaS (LLgi#kA Citrix Virtual Apps
and Desktops BR$3) #%1E Microsoft Azure. AWS #1 GCP E3£% Linux VDA, B 2203 fRitS, ErRTLIE
XEeNE = LA Citrix DaaS # Citrix Virtual Apps and Desktops & Linux VDA, EEXEAEEENIE
A= Citrix Virtual Apps and Desktops 2p&, EEERSNRIFAIT. BXESNRFAIENGES, &
SRERRENPRERAFLKIEM (TTU).

Active Directory &£ 48

Linux VDA 35U F Active Directory ERH S A~ M.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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Winbind SSSD Centrify PBIS Quest
Amazon Linux 2 2 = = S
2
Debian 11.3 2 2 z = 5
RHEL9.0 =3 = &= = )
RHEL 2 2 2 b3 S
8.7/8.6/8.4
RHEL 7.9. 3 = = = 2 (Questv4.l
Cent0S 7.9 KEERE)
Rocky Linux = b &S £ ES
9.0
Rocky Linux b3 = = = )
8.7/8.6
SUSE 15.4 2 2 z = S
Ubuntu =z = = = 2 (Questv4.l
22.04/20.04/18.04 KMEERE)
HDX 3D Pro

f&8f Citrix Virtual Apps and Desktops # HDX 3D Pro, &a] AR ERER A 12ES (GPU) BT IEL MR
M REM R E A AEF.

EINEEREF

4F Linux VDA, HDX 3D Pro 5T EIMNBEREFRS!

« Citrix Hypervisor

« VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google =iHF 4 (GCP)

AR

EMNEEEFSEE Linux R1THRFES.
3+ Amazon Linux 2 &8 HDX 3D Pro, AN EZRE NVIDIA IRsHIEFE 470,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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GPU
ETRIEM Linux Z1TARZFFHI NVIDIA GPU &, iE#E NVIDIA = @255, AREERDIEEEFENIE
ERA. REFmEBE. BAFHRERIERAZH,

R GPU £RE T &M vGPU k512, Bai, Linux VDA &5%#F vGPU 14, BXi¥4ER, 2R NVIDIA
R GPU 24324589 GPU,

E7S AU

March 28,2023
B RIS TR U T EE:

o ERRMTEGIZMANT HE VDA
£/ MCS eERIMANE Linux VDA

£/ MCS g Linux VDA

&R Citrix Provisioning 8l Linux VDA

7z Citrix DaaS Standard for Azure #8l& Linux VDA

o FEHRE Linux VDA

£ Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EFzh%%E Linux VDA

£ SUSE EFzh%# Linux VDA

72 Ubuntu E£F5h%% Linux VDA

7% Debian EFz5h% 3 Linux VDA

fERREMRERZIMAN T 1R VDA

March 28,2023
B5E:
o NFEHRE, BWESHAAXUHITRERE, AXERITNBUAFEABRNRERZEMNARE Linux

VDA, BMREANNET], SFEIREML, BEXZTHE. EUNEIENRELFNREEHBEEX
BB HRERN G E Linux VDA MIB1TIF R,

« %FfER Machine Creation Services (MCS), 7 gegIERIMAIZEA VDA, BEXIFAMER, BSHACNE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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RIMAER Linux VDA,

o BETHHSATRIMNIER VDA BInEE, FHREIRIMAED VDA,

S8 1 #EREESM Linux itE

WERMRERFHNUTERERES

o IHE - BRE Linux VDA B BN EN S
o HAARS RN [P ik

o NTP fR$32889 IP sthht s F R R AR

« & - 5 NetBIOS &

o SURBH - Kerberos SUHZ TR

o M2 REES (FQDN)

BHE:

o BERE Linux VDA, EMIARSTE Linux BN EIEFRIN T FiEE,
- EREAIE, BRINRERET X Windows R4 KEIFH,

o BOAMERT, TRARTRESZ. BEEHNIFEREEXTEH, BFRITUTERE:

a. £ Linux VDA &M L3 tmp/ctxinstall.conf 3,
b. ¥ “wworkgroup=<your workgroup>" 1T HREFEFRHIIER,

« Centrify "% #% 4 IPv6 DNS & &, /etc/resolv.conf fELEEH—NEA IPv4 19 DNS AR 5 23,
adclient FgEEHEH AD RS-

==
G .

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy—-->

e Centrify REEBMBN. ERORILEM, BHITUTERIE:

a. fEigiiEhlss HITHEET A,
b. #%#% Active Directory i =F1ARSS .
C. NFMARINERRAF ML,

o E5 VDA EEZIIRE OU, BT TIRIE:
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1. HREESSR EEERER OU,

BXTH 0U, BEHTENFSEE,

File Actien View Help

oo A@ 0/ XD B 2anTds

[ Active Directory Users and Compute

Saved Queries

4 3 wddocal

I

F

7| Builtin
’| Computers
& Domain Contrellers

~| ForeignSecurityPrincipals
] Managed Service Accounts

7] Users

2 Limux

b &l redhat
3] suze
|51 ubuntu|

w N

U165 U185

2. 72 VDA E8IE /tmp/ctxinstall.conf xff.

3. ¥ ou=<your ou> 177RMNZE /tmp/ctxinstall.conf 3¢,

OU R AD BN EMR. TRRIRTFEFS&EFHRA OU B, sJUERALRREREMNH
ftt OU & 7R,

RIERSG

Winbind

SSSD

Centrify

PBIS

Amazon Linux 2

Debian

RHEL 9.0. Rocky
Linux 9.0

RHEL 8.x. Rocky
Linux 8.x

RHEL 7

ou="Linux/
amazon"

ou="L1inux/
debian"

ou="0U=
redhat,0U=
Linux"
ou="0U=
redhat,0U=
Linux"

ou="Linux/
redhat"

ou="Linux/
amazon"

ou="Linux/
debian"

ou="0U=
redhat,0U=
Linux"
ou="0U=
redhat,0U=
Linux"

ou="Linux/
redhat"

ou="XD.LOCAL
/Linux/
amazon"

ou="XD.LOCAL
/Linux/
debian"

TEF

ou="XD.LOCAL
/Linux/
redhat"

ou="XD.LOCAL

/Linux/
redhat"

ou="L1inux/
amazon"

ou="L1inux/
debian"

TEF

ou="Linux/
redhat"

ou="Linux/
redhat"
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BRIERR Winbind SSSD Centrify PBIS

SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"

Ubuntu ou="L1inux/ ou="Linux/ ou="XD.LOCAL ou="Linux/

ubuntu"

ubuntu"

/Linux/
ubuntu"

ubuntu"

« BLiNUXVDAT.16 2, BMBREZIFA IPV6, LUITRRFHFMBHIEH:

- YNECEEH Linux Z6E%E, UHERENITTENATLUEE L IPve MK T HARRG .

- 1244 IPv6 W& R AR Centrify,

AR

MREMMERA IPv6, HEFMBRAYRABREH IPv6 13X, VDA Ki&Z IPv6 i Delivery
Controller ;. MREHMLERF RS IPv4 1 IPV6 ELE, 55— DNS IP #hitpI AR E R ER

IPv4 2R IPv6 kit

o WNFRERF Centrify FEAMNIZEMAE, ctxinstall.sh HAFEE Centrify 8, ctxinstall.sh 3XEY Centrify

RN EERM:

- BMRETEBBETIM Internet TF Centrify %8, TEESMN&ITHRA URL:

Amazon Linux 2/RHEL: wget https://downloads.centrify.com/products/server-suite/20
22/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

CentOS: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-rhel6-x86_64.tgz

SUSE: wget https://downloads.centrify.com/products/server-suite/2022/component-
update-1/delinea-server-suite-2022-suse12-x86_64.tgz

Ubuntu/Debian: wget https://downloads.centrify.com/products/server-suite/2022/com
ponent-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

M7 B RAHIRE Centrify S8, Bi8E Centrify REGHNER, BRITUTERIE:

a. £ Linux VDA AR 88 L83 tmp/ctxinstall.conf Xt (MIREZXHEREE)o
b. #EX i “centrifypkgpath=<path name>” 17,

flan:
cat /tmp/ctxinstall.conf

set "centrifypkgpath=/home/mydir"
1s -1s /home/mydir

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 18


https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz
https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz
https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz
https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-rhel6-x86_64.tgz
https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-suse12-x86_64.tgz
https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-suse12-x86_64.tgz
https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-deb9-x86_64.tgz
https://downloads.centrify.com/products/server-suite/2022/component-update-1/delinea-server-suite-2022-deb9-x86_64.tgz

Linux Virtual Delivery Agent 2301

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r——-r——. 1 root root 4236714 Apr 21 2016

centrifyda-3.3.1-rhel4-x86_64.rpm

33492 -r--r--r—-. 1 root root 34292673 May 13 2016

centrifydc-5.3.1-rhel4-x86_64.rpm

4 -rw-rw-r--. 1 root root 1168 Dec 1 2015

centrifydc-install.cfg

756 -r——-r—--r--. 1 root root 770991 May 13 2016

centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm

268 -r-—-r—--r--. 1 root root 271296 May 13 2016

centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r--r—--r—--. 1 root root 1930084 Apr 12 2016

centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r--. 1 root root 124543 Apr 19 2016

centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 -install-

express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install

.sh

12 -r--r--r—--. 1 root root 11166 Apr 9 2015 release-
notes-agent-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 3732 Aug 24 2015 release-

notes-da-rhel4-x86_64.txt

4 -r—-—-r—--r——. 1 root root 2749 Apr 7 2015 release-

notes-nis-rhel4-x86_64.txt

12 -r--r--r--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o WRERE PBIS fERMANEN %, ctxinstall.sh HZAFEE PBIS R4 &. ctxinstall.sh 3REX PBIS - 8H
HER MM

- BMREAHEPBEM Internet T PBIS S48, Fi0, TEEE M &1ThRA URL:

Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.4: wget https://github
.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open
-9.1.0.551.1linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS #F @IS EMRZS. ik, 1EE K /opt/Citrix/VDA/sbin/ctxinstall.sh st
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 17,

BXR0, BERAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="
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TR 2. EEEINEEER

EXFNEMVIEERRERF L Linux VDA HEERPIVISITH, FEMEH—LEN. RIBEEERANEMNERERT
B TER, MREARNEHS LITTT Linux 86, WERFHERNENR,

&£ Citrix Hypervisor _t it a)[E):5 a0

BT Citrix Hypervisor BYEIFEIF THRERY, FEE M EIMEAY Linux VM 1, E#E&%F) NTP #1 Citrix Hypervisor
HWiE, WEHXEBERZNM, NERNHSHMRSSERAS, BHRESD Linux EFHFRNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBEEEEITHEEMLE Linux A%, FBE%ET Citrix VM Tools, MaTLi&zE Citrix Hypervisor Bt alE4 Ihag
BEEE, UKRREETE Linux VM 5!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteap<ixE 0 5 1

. 0- HERSHEEER, BARER.
. 1-WERSHEDLER, EBRIUEMRIE,

MR /proc/sys/xen/independent_wallclock X#8FEE, MAFBHITUTE B,
MRERBA, FBEIAZXGEAN 1 RERNERSINEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1E%HE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
BEWIEXLEY, BFEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

£ Microsoft Hyper-V L{&& a0

=7 Hyper-V Linux £AREH Linux VM =R Hyper-V B EIR S ThEERER ENIRIEFR LN E. AHERER
SFBTPIAARREIRR S, WO —RBALIEES NTP BRS,
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NEIRRFRSEH:

1. #T7 Hyper-V 1238558,
2. 3F Linux VM B9i& &, 1&5i%#% Integration Services (£mRS).
3. HRE%ERE Time synchronization (BSEIFEY).

=3

AR

75755 VMware # Citrix Hypervisor RlEl, X@f=RmaRAENNERTSINEE, AR5 NTP R4EH=E,
Hyper-V BS{alRAFZ eIl S NTP B EES HEH B4k,

&E ESX fl ESXi _EHBETiE]EF AR

B VMware RERSINEERE, S MFEIMEE Linux VM /1, EH<BE NTP FEMNEEIEFNRE,. mEER
HERS RSN, HERNHSHEMRSERRS, BHIRS Linux ERHIHPNRKNSHHS NTP RS, XE
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B9 E#ML Linux WiZ:

FT7F vSphere Client,

#m4E Linux VM 18 &,

7z Virtual Machine Properties (FEM#ZEE) 3HFEH, 177 Options (G£EI) &M+,

%3 VMware Tools,

7£ Advanced (54) &, BEUHi%ES Synchronize guest time with host (5EHEEFHAE).

ok w -

$1% 3: L% NET Runtime 6.0

f£%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#93iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 5, @17 which dotnet &< &R EMIEIT R,

RIS, RE.NET Runtime Z##IXHEEEZ, flm, MRH<SHL 7 /aa/bb/dotnet, &M /aa/bb £
F9.NET Zi#IsX R,

S8 4: T Linux VDA #4481

1. %= Citrix Virtual Apps and Desktops T#H 5@,
2. BFFEZhRAH Citrix Virtual Apps and Desktops.

3. BERAHTHSEN Linux Z1ThRECEZH Linux VDA B8 LR B ATFIIE Linux VDA RG-SR SRR
GPG 2R,

EFANHERIE Linux VDA REBHTTEYE, HFRITUTIRE:
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o SIF RPM #F&, B AHSAE RPM #IREFHIZITU TS
rpmkeys --import <path to the public key>

rpm —--checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

« XF DEB %48, ERAASNE DEB HIEESHIZITUTH !
sudo apt-get install dpkg-sig
gpg --import <path to the public key>

dpkg-sig —--verify <path to the Linux VDA package>
<!--NeedCopy—-->

S8 5: L% Linux VDA #4481

3 Linux VDA IREBIRIE, BFizfTUT@<,
s¥F Amazon Linux 2. CentOS. RHEL #1 Rocky Linux &47hf:
AR
« 33F RHEL #1 CentOS, &5 %4 EPEL =6, AEZHEMIIRE Linux VDA, BxifaRs: EPEL &9
=8, &2 https://docs.fedoraproject.org/en-US/epel/ LiRfE893% R,

« 7£ RHEL 9.0 #1 Rocky Linux 9.0 £%%t Linux VDA Z#i, 5% libsepol %8 EHEIias 3.4 SE
R,

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR

7£ GCP L#£&89 RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x £%% Linux VDA [&, UAXMIEZTIRESETFF, VM
EMBEIEABETEIAIE Linux VDA, EfBAILRER, EEEHE VM ZEiETUTm<:
nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->

33+F Ubuntu/Debian &1Thk:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get install -f
<!--NeedCopy-->

AR

« EJ Debian 11.3 X TIRLRENEBHKII, 5§ deb http://deb.debian.org/debian
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/ bullseye main {74mNZl /etc/apt/sources.list X,

o 33F GCP £ Ubuntu 20.04, 3528 RDNS, Hitt, &7 /etc/krb5.conf i [libdefaults] T
rdns = false 17,

x¢F SUSE &17hR:
1. s F AWS. Azure #1 GCP L&y SUSE 15.4, BHfafR:

o ZEABE libstdc++6 ks 12 SEShR A,
+ [etc/sysconfig/windowmanager +#) Default_WM £#i&E% “gnome”,

2. EEITUTFa<k%E Linux VDA:

zypper —-i install <PATH>/<Linux VDA RPM>
<!--NeedCopy—-->

1% 6. =% NVIDIA GRID RzhigR

[BF HDX 3D Pro ERIETEEMN EEZFH VDA i+ EH %3 NVIDIA GRID BEzpigr.
EERTERIWEERERF L 2RMEE NVIDIA GRID &4l GPU E128s (ENIRIER), BSRUTER:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

BZREMEE NVIDIA GRID k& VM IEapigfr, EHIT TENERD R

1. BRKE VM BXiF,

2. FEMNEREFERERT, VM DE— GPU,
3. B&h VM,

4. VM ERERE VM EKihigrr.

TR T EEEFHANEIERE
ERN—INSRB01ETNEE, BRT PostgreSQL 4, EFaILUfER SQLite, &% Linux VDA i+ 85, EHAILLES 4
/etc/xdl/db.conf 7 SQLite 5 PostgreSQL Zaltift,

Ak, EEEBTTsudo Jopt/Citrix/VDA/sbin/ctxinstall.shg /opt/Citrix/VDA/bin
/easyinstall z#4iE etc/xdl/db.conf,

AR

o BATEINERRT VDI 2R SQLite,
o WFBMREM MCS, &Ll SQLite 5 PostgreSQL Z a1k, MAMFohRE, RIFET
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/etc/xdl/db.conf Z17fsE, &M Linux VDA ZiAfER PostgreSQL,
o WAETLIER /etc/xdl/db. conf KEE PostgreSQL MRS,

P 8. KEEITIHIMELSERRE
%% Linux VDA #E 8/, #8 ctxinstall.sh BZAkREREZTIHE, AIUEREERFLTRTER TEiTiZM,
AR

EIRBETRIMEZ ], EREREEEHIRERATRET en_US.UTF-8 XiFigE, MR ZKIFIEEEEHN
BERFHAAA, 15E1T sudo locale-gen en_US.UTF-8#@%, 3T Debian, i&E&EIEGE T
# en_US.UTF-8 UTF-8 17448 /etc/locale.gen xxff, #AFizTT sudo locale-gen

m<o
RE#EN:
ARERA AR REEMMG A

« &fFsudo /Jopt/Citrix/VDA/sbin/ctxinstall.sh&%, AEEGSITRETNEMETR

RTRENEXSH.
« 77 VDA WEmEIFEHIETT /opt/Citrix/VDA/bin/easyinstall &<, RAEREBRMNRE GUI
LAY BRI TIRE,
w Easy Install 4
Check Environment LOnC ) S
Install Dependencies Click Join to join the VDA to the Windows domain or click Next to skip.
Join Domain CTX_EASYINSTALL_DNS
Configure Runtime Variables
Finish DS server IP address o =
* MCS
Configure MCS CTX_EASYINSTALL_HOSTMAME

VDA host name

CTX_EASYINSTALL_NTPS

NTP server

CTX_EASYINSTALL_ADINTEGRATIONWAY

Domain joining method * -

CTX_EASYINSTALL_DOMAIN

Linux distribution: Ubuntu Linux 18.04

BingE GUI 5| SETTR A THEIE:
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- RERGIFIR
- RERBIN
¥ VDA fONfsRES

FREEITIIFER

e

BEREREERERFIEERRE THARMX AP, SEMBNEREENXHNBEEIRE, GXEE
MCS ZEMNER, FEHASE 3. EEEME,

TRTR

EELTRTEATERBNTE, BRIGBEUTIMEEE, AEBIETT ctxinstall.sh,

CTX_EASYINSTALL_HOSTNAME=host-name - &= Linux VDA IR 2309 EN R,
CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS # |P #hiit,
CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fgs38:89 IP st si = AT R R F R,
CTX_EASYINSTALL_DOMAIN=domain-name - 159 NetBIOS &#,
CTX_EASYINSTALL_REALM=realm-name - Kerberos $&&#x.
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - &% Active Direc-
tory &7 7%,

CTX_EASYINSTALL_USERNAME=domain-user-name - XRIEAFNEIR; BTN,
CTX_EASYINSTALL_PASSWORD=password - igEHAF NZE; BTN,

ctxsetup.sh HIAERUTER:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA % ##8 DNS CNAME i2®#5%E Delivery
Controller &#F.

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2#tH=1%5 R Delivery Controller &2
REiE (FQDN) IR AT @ Delivery Controller it #AZE/DiEE—1 FQDN 3 CNAME,

CTX_XDL_VDA_PORT=port-number - Linux VDA i&&id TCP/IP #5005 Delivery Controller 3&f&,
CTX_XDL_REGISTER_SERVICE=Y | N - £ 2t ENEBE) Linux Virtual Desktop ARS.

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IREER A ENMEEZEL RAH A IE, &
BIUE RSB A& BRI Linux Virtual Desktop TAF&EmA (BAiAimE 80 #1 1494),

CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %3#% HDX 3D Pro, X2—%4 GPU Mi&ER, SHEMRHKE
BERNBAREFNEMEKT, MNRiEET HDX 3D Pro, MEA VDI £&E (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N - §+BHNEEN L BEERTEE (VD) TRABHEZSERFER, WF
HDX 3D Pro %1%, KiZEKREN Y,
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« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS BRERRHI
AEHIER, MIEE DNS iR Bif. MRFAFE, FJLUSHIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif) DNS 43 LDAP iR 25, #E DNS
TER it LDAP RS2 R, T UIRHM U= 2 RA LDAP FQDN (%% LDAP #0O) %I&. #I40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥% LDAP
HOSHEEN 389, Linux VDA BEREEX TZIRERPHE LDAP RS 8. MRE X MKREMy
LDAP fR£52%, Linux VDA SB381T X kUL Y XEH, NRBVHANEEEHE, RIEBRAESEY. BB
FIEIRE LDAP &1, BEEEHE LRRALSRER, HISEXM LDAP IOSHEEN 3268, RINBERT, It
TEIREN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & )9 Active Directory & 1R #9718
RERE# LDAP (40, DC=mycompany,DC=com) ., Hi2SEEME, TLIETEHEEM (Fl
OU=VDI,DC=mycompany,DC=com), MEFRE, AJUEEIZEHN <none>,

« CTX_XDL_FAS_LIST=" list-fas-servers’ -BX& 5 1IEARS (FAS) iRS 2B 2Eid AD AREREN.
Linux VDA Rz #F AD 43S, BERI UM ARHELUS S 2R FAS IRSBRMTIR, IRFHASTE AD A
BEHEEENIRFER. NRMBRT ERRS SR, EFEH <none> XAFRBEZHTH, HEFER
MRS RMILNINE. ES FAS RSBV EHRBRE, BHREMMNEOS5E FAS RESS LIEEMNHROS—
B, 0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LU #53rR Broker RIBARSS (ctxvda) BIERR. ZRIAERIZH /usr/bin,

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate -{s T EXZ S IFHHEHH
GNOME . GNOME Classic 2 MATE £fEfE. MIRKIEETE, NEM VDA LHpiRENEE, B2, 1
RUpIRENSEE A MATE, NIATRETSEIZEN mate,

BRI LB e U TS BR BN BirRiE A AWK EIfE:

1. £ VDA t# SHOME/<username> BER F8IE—1 . xsession & . Xclients X, RE
EAME Amazon Linux 2, &gl . Xclients X, MREEREEREMELITR, BIE—
.Xxsession X,

2. i®1E . xsession = . Xclients XELUIRIBRITHRIEE REFE,
- ¥F MATE £&
MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- &FAF GNOME Classic £F

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
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export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- XF GNOME £®H

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEBRRIEAFHEE 700 XHIR.

BhRZAS 2209 2, SIERAFPAUBEXESERE, YIURAITE VDA L2 EaRNKEIFR, 7 88R AL
BB AXRBEMER, BENESIERF DN EE X REIFR,

+ CTX_XDL_START_SERVICE=Y | N - HE 25 &R EEEE5h Linux VDA iR,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WE#FHO, BRikmOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @fE8H0, BAIAMKOA 7502,

MRKRIREEES

B, RERBERIREER, RTEAFBN. BIFRTEIRE THRESEHE, ctxinstall.sh iz

SRTAPBAZENET Runtime 6.0 B9ER R,

HEXRRRENT, BIETUTHTLUSERRESE, ARBIETT ctxinstall.sh fs,

export
export
export
export
export
export

export

CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=1ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST='1list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number

CTX_XDL_REGISTER_SERVICE=Y | N
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export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

B17 sudo <R, BN -E MU BEHFREEECBAHGEMNH shell, RNBINEERFIEN S SHME
#!/bin/bash {FRH%E—1TREIZ shell B,

S, EALUERR N RIEEFRESE
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \

CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' \
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CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST='"list-fas-servers' \

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \

CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

S 9: 517 XDPing

¥EizfT sudo /opt/Citrix/VDA/bin/xdping Mi®E Linux VDA FBEEENELEERE. GXi¥4H

=
{58, B8 XDPing,

41 10: i=17 Linux VDA

Bz Linux VDA:
B5h Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA RS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

E121E ctxvda # ctxhdx RS 80, 51T service ctxmonitorservice stop m<LUE

IEEMARSSTIFIER. BN, HMRSTIFEFRBERRBHEFELERNRS.

E#H AR Linux VDA:
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Eff /a0 Linux VDA AR :
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

%2 Linux VDA BUIRTS:
ERE Linux VDA BRSBIEITIRE, EHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

SE11: gIRHBENER

BUEITE N B RAARM Linux VDA i+ BN S5Z4H Windows VDA 77#2M. B XINAEMX LT SRIEM#
HMEVIRER, FERACETENERMERETENE .

B2 EE Linux VDA IHENMITEN B RN SEIR—LERE], #15Z3EFRTH Windows VDA i+EHEIZEITEN

BR:
o WFRERYT, 1EER:

- ZRERERFEN WFREAZRERTER),
- BRERERSHER (WTF VDI TAKERMERE),

o BEPNER—MIENBRFEAMEA Linux #1 Windows VDA HE .
AR

FHARRACH Citrix Studio F#F “Linux BERA” #UES, B8R, %1% Windows Server 2{FRATARS
BREAZRETNFRATEARELZRERMEE, %F Windows SEIRIFRASASKERIERFENER TE
BEEN— TR IEE,

e

INRMIBRITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRMNZIHENER.

SE12: GIER(IAH

BIERRZMAMARIMES Linux VDA IHEHAIHEN B RIEES Windows VDA B/ LFEE, B XINATEMIXLE

ESHEMFARYIRER, FSHACIE(T4H,
BUEEH Linux VDA I+HE 1 B R HAR @Ik TRE:
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o WIRFTE AD BRFAEEHREE, sEBERE Linux VDA itEH.
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows itENHIHENE R,

BE.

Linux VDA 1.4 R ESRAZ LGN ARF. B2, Linux VDA R g SEM L AR R SEERNITEN.

BXRNAIETEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 72212,

S8 13 #4 Linux VDA (T]3%)

A UM B9 RASFD LTSR iREFAHRINE 2,
3¥F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

34+ RHEL 8 #1 Rocky Linux 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

3+F RHEL 9.0 #1 Rocky Linux 9.0:
AR

7£ RHEL 9.0 #1 Rocky Linux 9.0 E#4k Linux VDA Z#i, &% libsepol S48 B EIhas 3.4 HE SRS,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

13 SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

33F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 22.04:
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sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amdé64.deb
<!--NeedCopy-->

BRI

B ALLER D FEYE B XY A AR S A AR AR R R INRE 5 | R BYIR B TE PR HEERo

fEFE SSSD MIANIE KK

SN AT RS HIEIR, WHEMOT (EHITREITHN, BFRIERS) :

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false
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2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.
<!--NeedCopy-->

/var/log/messages:

Nov 4 02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to 1initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-683$@CITRIXLAB.LOCAL'not found

in Kerberos database

BRRRILIRNE, EHRITUATRIE:

Bfrrm -f Jetc/krb5.keytab &%,

izfTnet ads leave SREALM -U S$Sdomain-administrator &<,
7£ Delivery Controller k&t EH B RF3Z{T4H,

i&17 Jopt/Citrix/VDA/sbin/ctxinstall.sh,

1z Delivery Controller E8IZHEN B RMT4H,

ok wh e

Ubuntu fSE&IEETRE

BofiERSHILtRE, BEEEESSEFEIEEHSIETIEE, hih, FRASMBFKAERET, HEVNER &1
BRKR.

BRI, BHRITUTIRE:

1. i5fT sudo apt-get update®%,

2. &frsudo apt-get install unity Llightdm®&%,

3. @ /etc/lightdm/lightdm.conf SFEmMUTT:
greeter-show-manual-login=true

BFROEER, BidEE Ubuntu SERIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.
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2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->

e
RENRERREEENEEERETER.
BRI, BRITUTERE:

1. EH<17%, #A pam-auth-update.

2. EERBIIHEES, HIAREEiET Create home directory login (RIEFEHRERES).

1 nfiguration |

P configur
Pluggable Authentication Modules (PAM) determine how suthentication, suthorization, snd password changing ere handled on the systes, as well a3 allowing configuration of sdditionsl actices to teke whes
tarting user sessions

Some PAN mcdule packages provide profiles that can be used to sutomatically adjust the behavior of all PAM-using spplications on the systes. Plesse indicate which of these behaviors you with to ensble.

PAM profiles to enable

REFBH, ERRRLERHER dbus iR

/var/log/messages (GZRF RHEL & CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 Cent0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 CentO0OS7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0OS7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.
Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user

CITRIXLAB\ctxadmin.
<!--NeedCopy-->
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%&, *F Ubuntu Z17hR, EERARBE /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy

blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally
<!--NeedCopy-->

RLBAFEREENRDET LN WRATHLY dbus SHREE, RINENEEFBHRAHER,

SELinux a7 LABsLE SSHD iAia =B R

BRAUBEERIE, BRESER.
/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**%*x%x Plugin catchall_boolean (89.3 confidence) suggests
khkkhkhkhkhkhkhkkkkkkkkkk
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If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**x*%%x Plugin catchall (11.6 confidence) suggests
kkhkhkkkhkhkkkhkhkkhkkhkhkkhkkhkhkkhkhkhkkhkhkkhkkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

BRRERIRE, ERITUTIRE:
1. @3t Jetc/selinux/config #17 U TEEAEEZA SELinuX,
SELINUX=disabled

2. B2 VDA,

BIEARIMAER Linux VDA

March 28,2023
3435 |S#4EA Machine Creation Services (MCS) 7£ Citrix DaaS g g2 RN Linux VDA,
B5E:

« Citrix DaaS #RIMANEH VDA,
- &SI EeArE Citrix DaaS L2838,
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- AUEAB SR AMEIEFOIBERMNER VDA, KN VDA i Citrix DaaS fragissH]Fm
HITEE,
- AL Rendezvous V2 Bt & 4 Citrix Cloud Connector, &M, %% Cloud Connector
786 VDA 551 FmiEE,
o EOIEKRMANER VDA, %AER MCS,
- MCS FZH5EMBRS 28
o LUFThEEERAFRMANER Linux VDA:
FEARMAER VDA LaZAGIEERMNAEF
3E SSO B 43I
£/ Azure Active Directory #7843
Rendezvous V2

({¥PE Nutanix) $& 1: REH34 Nutanix AHV &4

M Nutanix 523KEX Nutanix AHV {8, &8 Citrix Virtual Apps and Desktops g @EEH M iziElt. &
KIFME R, B2 Nutanix 235717 148 (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS ##=%18/)

$1% 1a: Hzith Delivery Controller 335341 Nutanix AHV

Z % Citrix Virtual Apps and Desktops f&, #%###1E Delivery Controller %% XD MCS AHV #ft.

#5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard x
Setup Type '
Choose the setup type that best suits your needs \.
MNUTAMEL

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back Next > Cancel

$1% 1b: H=i% Delivery Controller 233/ Nutanix AHV &

TEFEHZEIERTF Citrix Cloud Connector B9 CWA MCS AHV &k, M@ Citrix Cloud B EMEIERAE Citrix
Cloud Connector %%, BME Citrix Cloud Connector 72588 AHV MNIER FIRMEFRUE, XM
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Citrix Cloud Connector.,

PR 1c REFHRTRUTSER

o BWIFRAEC: \Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.0 #Fg)ET Nutanix Acropolis 3%,

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\v1l.0.0.0" &%,

£t Delivery Controller E&E#i =50 Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, z#7£ Citrix Cloud Connector L Z#/E5h Citrix RemoteHCLServer Service,
e

FAEINEERESREH Nutanix AHV &8 1EH E# B 5 Citrix Host Service. Citrix Broker
Service # Machine Creation Service,

TR 2. CIBRENER

INBELHNRRUEPERANENNEREFRNERS. LPBEAWTEIEE DaaS AFS5EN LK VM EEHES.
FREEEERFUE. TNXE. HaEE. EEANEFESEUREN LR VM 8] LUERML ML,

BE.

SIER A, BORRUERNINZR (FEMMNSE) BHRATH.

1. &% Citrix Cloud,

2. A LANRED, EEFEHNRS > Daas.

3. EEE > BEREYF, ERENEEFHITE,

4. 1RV PIERRINEENZE R,

5. ARSI SERZRAUTRE. FENBNBIATIMAERELE, ERE—ZGE, BEET—%, BIFIXHE
ETALE,
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S8 2a:; EE

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
) Network
@ Scopes @ Create anew connection
Zone name
@ Summary

Cennection type:

Google Cloud Platform

Service account key:
mport key..

Service account ID:
Connection name:

Create virtual machines using:
@) Citrix provisioning teols (Machine Creation Services or Citrix Provisioning)

Other tools

=)

EEETE L

o BERIE—NEE, BAFENEE. EETSUAEEEEMNINNESEEZ— 1 EE, BEaRERNEEE,
REEFRRER,

o EXERMFRPEE— X, SIEERENFERRUE,

o EEEXATFRPEREMNEEEFHRRS. ENEEEKEF EHRTEEHNEMEERZFNRRS.
;E, EAILER PowerShell 854 Get-HypHypervisorPlugin -ZoneUid $KERFmEX Al
ANEIN EERREFEGTIR.

o MINEERM, RMEERTEEEETREF.

o ERBATRREMNMIA: Machine Creation Services =k Citrix Provisioning,

EENE ENEEERGERNEN (EEEE) MR, i, A Azure Resource Manager B, AILUERMBERS
FAEFENE—DER,
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S 2b: BIEEFMHE

Add Connection and Resources X

@ connection Storage Management
@ Storage Management Configure virtual machine storage resources for this connection
Select acluster.

@ Storage Selection
Browse

@ Network
Select an eptimization method for available site storage.
@ Summary @ \Use storage shared by hypervisors
Optimize temporary data on available local storage

Use storage local to the hypervisor

BXEFHEEREMAZENGES, BERINFE
WNREEES Hyper-V 5 VMware ENANER, BN HEBRERMHER 2. AERLEAFEREDT.
ERFEERES A B EEREFAENEESUEDW SRR A tEFE.

o IREFENBEREFHEZNERE, FEHEEEETANEMESE L REFEIRI SR, (AT UEERILLEZENT
BB RPIETEIEBGAGRTEEAND) FI5h: EREERMES (CSV) BF, Microsoft System Center Virtual
Machine Manager R A EAMEETAENIGRBIBEEHR, 2REEBENATREZEMRERILE
e

wnRMEA Citrix Hypervisor M H =%, BHELEETEMEA IntelliCache REEHZFMEIEE LNH R, ES
i Citrix Hypervisor E#MEIF1E,
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S8 2C: FHEER

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Management operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

BXFEERNFAES, BERIIEE

BEONSHEANMIERER— N INEHRE, EL-TIEPEENFEEEG AR ML TE L TR
EXRE, URNEDABHRIIFOMIELMER—MFERE, TRE&SHNRSHHT—RH,.

MR EERAEINT SEEFEE=NFEH S AT Optimize temporary data on available local storage (i
R A TF AR AV IRETEUR) , NEREHEIEMN THEIIREEBTLEE X, Ko LUARERTEEIGESURRZA
MEFEMEIEE (ER—EMTEEEFH),

AR ETHAERNEFHREHE (FERY, Bx BEE 1 1MEF#RE). BRIFEFERFE LN, RERME
RENBT (RIEREEEMIRE).

1. EFEEREFERECRNEFERE.
2. EEFEFMHEEET, EPHEUHEPFEREEEE, AEERRE.

S 2d: Xig

(N FELENHBER,) KEEZFET VM WBEUE, KFL, BERE—IMSEERFEESHRERARREFHIK
1o

$I% 2e: ML

BARBRHNEM, KEMEEREHAPET, URRSEEXKNFENMKZAES,
73R VM R — P Z ML,
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RLEiEa (190 Azure Resource Manager) &5IE VM 2FERANFM, HEE—1THES N FM.

SE2f. HE

MEMANER, MREMHEN, BERRLOE E— 1 ESHE. STRAER, BHEETM.
EiD: MRERMEEIREEEE, Wl UELIEESERLEENITENNE RN A IR IR EIFRIAE.
AR

FAETTEHNREZEZNIERE. BXFAER, FENEER. AEMERE.

BXIFAER, BB ENEEEE.
T3 HEETE
e

BT LAfEF 82 MRESREIZ B ISR R IR VDA,

(2B Citrix Hypervisor) & 3a: %# Citrix VM Tools

T‘$§$& VM k%% Citrix VM Tools, LS VM & xe CLI 5f XenCenter, BRIFREXLETH, F VM B4

AIRERRIE, MRSEXLETEH, TERITUTEMERE:

o MIRXHE. EFEHHIERE VM,

+ 7£ XenCenter H&EE VM MEELIE,

o IRETEETHVM (@i XenMotion),

o QIERBHHEENGT (0ER) HRE, URERIIRE,
o EIEFERTTHY Linux VM EiFE vCPU %,

1. BT Ta<$EHE R guest-tools.iso B9 Citrix VM Tools,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. RI\EH Linux R1THR, BITUTH<LRE xe-guest-utilities B,
34F RHEL/CentOS/Rocky Linux:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy—-->

3tF Ubuntu/Debian:
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sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

s+F SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 1% XenCenter REYEHET £ LRERIR VM HEPMERES, MREHLZET Citrix VM Tools, TEMERK
SHEM K.

(GE&ATF Azure. AWS 71 GCP) #Z 3b: v Ubuntu 18.04 2= cloud-init

1. EMEREEMBEIFELL VM B VDA ENRMAEE, BIETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

#aik1E /etc/cloud/cloud.cfg Xt/ # system_info 285 FEE LU TT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. EfE/ SSH iz#2isiE AWS £ MCS tI2E VM, ERAZEBSHIIE, RAXE VM REHMNERER. 1R
EFERITUTERE.

o 4518 cloud-1init BEEXMH /etc/cloud/cloud.cfg. HifF ssh_pwauth: true 177=%. HbRZE
7% set-password TFILTT (MIREHE).

users:
- default
<!--NeedCopy-->

o MREIHIEARE c loud-Tnit QIBMBIABF ec2-user st ubuntu, MATLUER passwd
WLERAAERE, HoERBE, WEUERTESR MCS 88 VM,
o {58 /etc/ssh/sshd_config XEUBRREEUTIT:

PasswordAuthentication yes
<!--NeedCopy—-->

R1ZZXHEHiETT sudo service sshd restart#®%.
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$1% 3¢: 725K VM %% Linux VDA 4
AR
EEAYEIEITH VDA fEAEIR VM, BBGI IS B,

EIER VM £%% Linux VDA #8281, 15ZZ.NET Runtime 6.0,

RIBEH Linux %17hR, BT TF&<$H Linux VDA & EHF1E:
33F RHEL/CentOS/Rocky Linux:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR

s+ RHEL #1 CentOS, &5 %4 EPEL =6, AEA#EMRII%E Linux VDA #1417 deploymcs. sh,
BxiA%RE EPEL W58, &2 https://docs.fedoraproject.org/en-US/epel/ iR 1A% BE,

o 7£ GCP L& RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x %% Linux VDA [&, LUKMIEZAIRESRITT,
VM EHEEEA g A1A1R Linux VDA, EfRLR-, BEEHBE VM ZaisEiT U i<

nmcli dev connect eth0
service NetworkManager restart
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$% 3d: BREF#EEURE tdb-tools #4& (1R RHEL 7)

¥ F RHEL 7 fR53588:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

tF RHEL 7 T {Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->
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1% 3e: (£ SUSE ) Fmh%# ntfs-3g

£ SUSE FF& L, FrafEiEEETRM ntfs-3g, THRAE, HmFHFHRE ntfs-3g:

1. %% GNU Compiler Collection (GCC) &iZBRLHIBUHRIEEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #a,
3. fRIE4E ntfs-3g fF6:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. HN ntfs-3g RIFERIERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy—-->

S8 3f. IEEEEANEIERE

ER—MLLMTHEE, BRT PostgreSQL 4b, ERRTLAGER SQLite, = Linux VDA &/, &&EA LI7E SQLite
5 PostgreSQL ziglig, Jtt, BRMUTHE:

1. i5f7 Jopt/Citrix/VDA/sbin/ctxcleanup.sh., MNEELHRE, NHBILLSE,

2. BT deploymes. sh gigwiE /etc/xdl/db.conf,

AR

o BATEINERRT VDI B EH SQLite,

o STFREMREM MCS, &7 U7 SQLite 5 PostgreSQL Z @]k, MAMFoh&iE, FRIFETD

/etc/xdl/db.conf B17fsE, &M Linux VDA BiAfER PostgreSQL,

o WETLIER /etc/xd1l/db.conf KEE PostgreSQL MRS,

SR 3g. K& MCSZE

& MCS ZEAMMTTA:
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o 418 /etc/xd1l/mcs/mcs.conf ¢tk

o FERRNRE GUl, BITARMRE GUI, EEEM Linux VDA MREFEHIETT /opt/Citrix/VDA/
bin/easyinstall &%,

¥ EasylInstall

Check Environment Load || Save

Install Dependencies Domain-joined © Non-domain-joined

Join Domain DOTNET_RUNTIME_PATH

Configure Runtime Variables| | poinet core runtime environment is needed to run Linux VDA. Please specify

Finish Dotnet Core binary path here. If not specified, Linux VDA will use /usr/bin/ as
MCS default. DoktNet Core Runtime Path:

* | fusr/bin/

DESKTOP_ENVIRONMENT

The Virtual Delivery Agent needs to set a Desktop environment used in LVDA
session. gnome/gnome-classicand mate can be set as default desktop in LVDA
session on CentOS/RHEL/Ubuntu/Debian/SUSE/Amazon2 here. IF not specified,
Linux VDA will use GNOME/KDE/Unity desktop as default:

* | GNOME/KDE = | ~

REGISTER_SERVICE
The Linux VDA services support startina durina boot. Do vou want to reaister

Linux distribution: Ubuntu Linux 18.04

e

BEREREERERFIIEEREZE TR AR, BENHNEEENXHMRTERE.,

TERERIUARMNENHREEN MCS T8 JUERRAEEEHEREFTEEEXEE (Hik):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE=Y| N

$1% 3h: S AHEH MCS BEMRE (A1)

EERITEN L, FmSTRme /etc/xdl/mcs/mes_local_setting.reg XHUIRIEZBEEAHEE
EMRE, HRERTRHIEEIETIRERE MCS BT B SR ER BN EX,
/etc/xdl/mcs/mcs_local_setting.reg XMW E—THREATREIEFIMREN—1 %

A
~o
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BN, EELUE U TaH$TaRmEl /etc/xdl/mecs/mcs_local_setting.reg e, URFNEANRE
MiEARE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

Xx00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->

S 3i: IEEME

1. MBEELRE /etc/xdl/mcs/mcs. conf iEEE MCS BE&, i#iafT /opt/Citrix/VDA/sbin
/deploymcs.sh, MREFEA GUI i2E MCS TE, FREHHE.

Easy Install

« Easylinstall
Check Emvironment

Install dependencies selected the Virtual Delivery Agent willbe configured For VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load | Sawe

Configure Runtime Variables * Mo v

Finish
- NS VI _MODE

Linux VD& supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI deskbops (single session)
mode?

<

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is comp lete?

* | Yes ¥ «

Linux distribution: Ubuntu Linu 18.04

ZGUI EBEHEHERE, 7 GUI LSBT ERBEEERE /etc/xd1l/mcs/mcs.conf XEFHIFEMNTE,
2. RIBEERNAE R EMENIREBHGE,

« (EEAT Citrix Hypervisor. GCP 71 VMware vSphere) 7Ei#Eix VM LR BIEFH X AR
VM, BIEHanE EMEGRATIRR,

o (EATF Azure) EIER VM LZENBRERE, M Azure P XFAER VM, HHFEIER VM BERRS
71 Stopped (deallocated) (EfE1: (BEEGESED)) . iBELAMNRFEARZRIR, 7 Azure EERENE
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BRRBS TR BB Mo

** Connect P Start @ Rec M Stop | & Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
I thel-sssc-temp-ip
Subscription ID Virtual network/subnet
E— Virtual Network_1/default
DNS name
Configure

Tags (change)

Click here to add tags

« (ZAT AWS) 7EiEiR VM ERENAEFE, M AWS EC2 TP xR VM, HRER VM 198 RIRZS
AEEL. ARBEER VM, AEEEFRE > QIERE. BAEEHREFEHRTIRE, RECIERE.

Create Image X

Instance ID (7)) i-011€
Image name (i) |
Image description (i)

No reboot (i)

Instance Volumes

Volume 2 - . Delete on
De - Si (GIB,; - Th hput E ted
Type g Snapshot (i) |z_fe[ i) Volume Type (i) I0PS (i) izl Eu Termination n__cryp =
o) > @ = ~ | (mBls) (i) @ D
Root Idevisdal Sgﬂp' 40 | General Purpose SSD (gp2) v| 120/3000 N/A 7 Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

o (AT Nutanix) 72 Nutanix AHV L, XH#ER VM, I H R TIERIRE,
PR~

HTE Acropolis tREE& FRaiin L&i14% XD_ 7 &e7E Citrix Virtual Apps and Desktops #f#f,
RIBFREMEA Acropolis IZHIEERBRE, EGEREE, ENBHEIEERASTLURERHG
BFIR,

TE4: QIEHBENER

1. &= Citrix Cloud,

2. EALAMSEESD, EIFEHMRS > Daas,
3. #EE > TEEEF, BFRHENER.

4. ZmSRISELRITENER.

7 Nutanix J25 8 Container (&3) WAL, EEFEEZAINRER VM IEEN AL,
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EEMRETUE L, EFREGIRIR,

EEMNITE L, EEM CPU NBEUKRE T vCPU ML, E1F MCS ERTBENEERZE, AREE
RINNEERER B RP IR ENEIRR,

RIBFEERTHMEEERS. BXEFAGS, BSHEBEITENER.
AR

3R Delivery Controller EIHEN B ROIBESIZEFTEAR2M ], 155 ZE Nutanix Prism FFohiTHaI%H
Preparation fitBEHMEIR, XM EGFHERITOIRITIZ,

TRES5: CIERMNA

ZYARM—THZ NI EN B RPERNIHTENNES, SHEEPLEAFATUEAXLEITEN, URAIHXLERFE
BHNNAREFMRE. BXEAER, BSHIERZTH,

&/ Machine Creation Services (MCS) ¢/ Linux VDA

January 4, 2024
BILAfER MCS I T =FIR IR VDA,
BE:
TEREE 2212 hREFMEAESREN:
o Jetc/xdl/mcs/mcs.conf XXfFsREM %% GUI £89X— AD_INTEGRATION ZTEFRFHHRINE. A
RIBEFERE—ME, BXFAER, B2HAXHNSE 3h: BEE MCS TEHS.

o Jetc/xdl/mcs/mcs.conf 589 UPDATE_MACHINE_PW £ EMEREFTHIZE N enabled = dis-
abled, MREEANY =k No BXFMAEE, BSREAXHHBHNERITENIKF ZEE7,

SEHIRITHR

Winbind SSSD Centrify PBIS
Debian 11.3 = = £ =
RHEL 9.0 = = ES £
RHEL 8.7/8.6/8.4 = S = =
Rocky Linux 9.0 = £ £ £
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Winbind SSSD Centrify PBIS
Rocky Linux = £ ES £
8.7/8.6
RHEL 7.9. b = = =
Cent0S 7.9
SUSE 15.4 z z S =
Ubuntu 22.04. = = B =

Ubuntu 20.04.
Ubuntu 18.04

RERFNEMNEERER

« AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV
VMware vSphere

MREZRERZFFNEMNEREF DM MED EEERF DESTRE, FTRSHRBINGR,

£/ MCS 2 Linux VM
FEEDM

+ B Citrix Virtual Apps and Desktops 7 2003 % Citrix Virtual Apps and Desktops 7 2112, 2% Citrix
DaaS (LLai#RA Citrix Virtual Apps and Desktops Ags3) 37 Microsoft Azure. AWS #1 GCP L#t&
Linux VDA, B 2203 k2, ErRIEXENE = A Citrix DaaS #0 Citrix Virtual Apps and Desktops £
& Linux VDA, BEXENE=ENEZEARME Citrix Virtual Apps and Desktops SE, EEERANE
WA, AXRAENRFIENGER, BSRERRESNRERAALENE (TTU).

o RIZFFBHENBRS 25 MCS AR USIZEDIL.

o Citrix AT Centrify lRA7EAEX Linux RK1ThR L#1THISATHAEIIE :

Linux %17hR Centrify fRas
RHEL 7/8 5.8.0
SUSE 5.7.1
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Linux %17hR Centrify ks

Debian. Ubuntu 5.6.1

EFAEAMRRZASH Centrify FTRER SRR, E7ERA Centrify SRR ENMAE A,
« WNREMER PBIS 5 Centrify 3 MCS U289+ EMMAET Windows 5, iE5EMUTES:

- ERERITEN L, £ /etc/xdl/mcs/mcs. conf X#HERE PBIS 5 Centrify & F#i&i2
HEERE PBIS 5 Centrify i+ 8,

- &7 /opt/Citrix/VDA/sbin/deploymcs.sh Zal, Eel@—NALRE W (OU), %4
L UNHRMEME MCS BIZMNIHENAEE ANNZBEENIR,

- £ /opt/Citrix/VDA/sbin/deploymcs.sh mmETEERBsh MCS CIEMNITEN 281,
EIRIEEREBEE Delivery Controller g Citrix Cloud Connector EizfT klist -11 0x3e4
purge,

({XFE Nutanix) $8 1: L#3H;3# Nutanix AHV &4

M Nutanix 523KEX Nutanix AHV {8, &8 Citrix Virtual Apps and Desktops g @EEH 3 MiziEt. &
XEMER, 1ESE Nutanix 2577 ig#ey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS &L EEm) o

$ 12 1a: A7 Delivery Controller 223714t Nutanix AHV i#fF %% Citrix Virtual Apps and Desktops
&, ##F#H1E Delivery Controller %% XD MCS AHV #Eft,

15 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type '
Choose the setup type that best suits your needs \.
NUTARML

" MCS Plugin for Citrix XenDesktop will be installed
-

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
o

(O PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
-

= Back MNext = Cancel
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# 1% 1b: 1 =% Delivery Controller %% 3+ At Nutanix AHV &4 £ H L% &M F Citrix Cloud
Connector 89 CWA MCS AHV §&E4, 7 Citrix Cloud fA:EmB9FrA Citrix Cloud Connector % 3tiE ., BN
f& Citrix Cloud Connector 788 AHV IER TRIZRMAE, W4F5EM Citrix Cloud Connector,

TR 1c: REFBHFRTRUTIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.0 #¢)ET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £t Delivery Controller E&E#i/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, ##&7E Citrix Cloud Connector E&E#Ezh Citrix RemoteHCLServer Service,

R

BB G ERESRFEH Nutanix AHV &4 3= 1EH E# BT Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

TR2: IBRENERE

KD ABTHIESELNES Azure. AWS, GCP. Nutanix AHV #1 VMware vSphere B9 E=#1E#:

7£ Citrix Studio g5 Azure BN ERE

7 Citrix Studio HeliE5 AWS BN E#

7£ Citrix Studio #¢li25 GCP W EHEHE

7£ Citrix Studio #¢Ji25 Nutanix BEHERE

7z Citrix Studio #¢IE5 VMware BEWiEiE

7z Citrix Studio F8I#5 Azure M HiEHE
1. &% Citrix Cloud,
2. EELANREESD, EEHNRS > Daas,
3. EEE > REREP, BRENERTNRE,

4. ERFEPERFINERNZER.
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Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:

@ Summary

Connection type:

Google Cleud Platform

Service account key:
mport key.

Service account ID:

Connection name:

Create virtual machines using:
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

=)

5. %% “Microsoft Azure” {EfiEiEZE,

6. AMSRKSISETHE N NE. HENBRABTEBRTFMEERELE, TlE—NZE, BEET—F, HREARE
BT, BXFEMER, BSEEERIMANED Linux VDA =B 2 SIE EHER,

7z Citrix Studio Htli25 AWS BYEHZEE
1. 7 Citrix Studio /1, EZFERE > HE > FNEENZR,

2. %1% Amazon EC2 {EfiEiEsE,
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Studio

Connection
VM Location
Metwork

Summary

Connection

() Use an existing Connection

|awsec? -]

@ Create a new Connection

Connection type: | Amazon EC2 | = |

Your cloud administrater should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.
APl key: | |
Secret key: | |

0 Learn about user permissions

Connection name: | Example: MyConnection |

Back

3. AN AWS tkF B9 API ZEAMER, ARRNEREZZT,
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2

Connection
®) Create a new Connection

VM Location

Connection type: Amazon EC2 | = |
Metwork
Surnmary Your cloud administrator should provide the following information.

Import keys file: ( Browse... |

AP key:

Secret key:

0 Learn about user permissions

Connection name: | Exampie: MyConnection

Cancel

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT
1, WeILMERZinREAH RS —MFRER. BLRIARESA, BHRITUTRE:

% AWS BRS3.
b) SMEISHFIHEERE (IAM) =Hl&

a)
)
C) HEMSHERS, EEAF.
)
)
)

d) #EEERAPHA TRBUERR 2 ERET .
e) mTREHBEERIANER. ERKER—MIED.
f) BHTH.cSV XHHBHRBHRFREFD—NREMMUE,

4. ASKSISETHE T NEH. FERNARTIRTFNEEZELE, TlE—TZE, BEET—F, BRERAE
EoiALE,

7z Citrix Studio #8125 GCP WEMEE 1RIE Google minT & EINMIFEIREEMN GCP 118, ABFTMIUT
SRULNES GCP MENERE,

1. &%= Citrix Cloud,
2. EELANEES, EEFEENRS > Daas.
3. EEE > ZEREEDR, ARANERTHRE.
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4. TERREREAPERERINEEN TR,
5. i#%#% Google Cloud Platform (Google minF &) fEAERELEE,
6. S\ GCP ik BARSIKS BHHBNEZEZ T,

7. ASRKSISEERE N NE. FERNBRATBRTFMEERELE, TlE—NZE, BEE T, BRERARE
EmALk. BXREFAER, BERECIERMNER Linux VDA —XHBFER 2. GIEENERE,

£ Citrix Studio #1615 Nutanix BEHEE

1. 3¢ F a3 Delivery Controller, &4 Citrix Studio #EREE > & > FMEENER, WF=
Delivery Controller, &% Citrix Cloud EFETF Web &9 Studio FHI & iR EE > 118 > RINEEN
FR, LIS Nutanix BN EEEFNIEE,

2. ERIMEENZRERSFHERITE LEEZE Nutanix AHV (ERERRE, AREERIMEEREF L. £iE
URERE SRR, EMEIEL, EEATRITHNE.

5140, 7E4<#h Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.
Summary Select one or more networks for the virtual machines to use:
Name +
INTERNAL_1
VM
Back Cancel

7£ Citrix Studio #8/25 VMware s #E#
1. 7£ vSphere Ifigh#&# vCenter Server, BXIFAER, E8 VMware vSphere,

2. 7£ Citrix Studio &, #EFELE > 118 > FINEENE R,
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3. % VMware vSphere fEREZEZLRE,

Studio Connection

() Use an existing Connection

RanConnection -
Connection
(®) Create a new Connection
Storage Management :
: Connection type: I [ WMware vSphere ® - ] |
Storage Selection
N = Connection address: | Example: https.//vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

'@' Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

sack | (N Cancel

4. g2 VMware tk P p95EiE#E (vCenter Server URL). &M B2 U REE R R
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Add Connection and Resources

Studio Connection

Use an existing Connection

Connection
®) Create a new Connection
Storage Management

: Connection type: ’ VMware vSphere ® -

Storage Selection

Network Connection address: [ Example: https:/fvmware. example.com/sdk

Summary © Learn about user permissions
User name: [ Example: domain\username
Password: | I

: 1

Connection name: [ Example: MyConnection

Create virtual machines using:

® Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

Other tools

| Cancel

TR 3. EEEHE

({X[E Citrix Hypervisor) $ % 3a: % Citrix VM Tools 7£#&#x VM %% Citrix VM Tools, LUEEH™ VM
#RfEA xe CLI = XenCenter, BRIFREXLET R, BN VM BOMEERTRESRIE, MEEEXLET R, TERTUTE
G

o WIRXHF. EEFEshaIER VM,
o 7£ XenCenter EF VM HEEEIE,
o« IBEFESTHVM (@ XenMotion).
o RIEREEHFENE RES) BHRE, URERIRE,
« EEFIETTH Linux VM LiF% vCPU %4,
1. BT Ta&$EHZ N guest-tools.iso # Citrix VM Tools,
sudo mount /dev/cdrom /mnt
<!--NeedCopy—-->
2. WRIBEM Linux Z1ThR, BITUTHTRE xe-guest-utilities RHE,
3+F RHEL/CentOS/Rocky Linux:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }
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_all.rpm
<!--NeedCopy—-->

3tF Ubuntu/Debian:

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

+F SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy—-->

3. 7£ XenCenter W EFET & LIOERIR VM BEIMECIRS. NREHZET Citrix VM Tools, MIEHAHIR
SHEM K.

+1% 3b: £ AWS. Azure 1 GCP Lt3&iF SUSE 15.4 WECE  X3F AWS. Azure #1 GCP E£#Y SUSE 15.4, &M
=:

o 1EEABE libstdc++6 hixads 12 SBEShR A,
+ [etc/sysconfig/windowmanager F#) Default_WM £#1i&&% “gnome”,

$12 3c: 7= Azure. AWS 71 GCP L+ Ubuntu 18.04 &2 & cloud-init
1. EREFEESEHHEL VM B VDA EHBMAEE, BEETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

HaIATE /etc/cloud/cloud.cfg sxfEaty system_info #5493 FEELTIT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy—-->

2. EfE/ SSH iz#2iia AWS £ MCS tIi2E VM, ERRZEBSHIIE, RAXE VM &EHMNERZF. 1R
EREERITUTEME

« 448 cloud-1init BEEXH /etc/cloud/cloud.cfg. #f% ssh_pwauth: true 17777, MERE
# set-password TAILTT (MREE).

users:
- default
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<!--NeedCopy—-->

o MREITRERED c loud-1nit QIBMBIAARF ec2-user st ubuntu, MeLIERA passwd
mLERBAEE, BSERTE, WELUERTESR MCS tIEHN VM,

o tE /etc/ssh/sshd_config Xt UBREETIT:

PasswordAuthentication yes
<!--NeedCopy-->

RiFZXHHET sudo service sshd restart &%,

% 3d: 7£ GCP tJ Ubuntu 20.04 25 RDNS  7£#&ik VM £, 7£ /etc/krb5.conf iy [libdefaults] =7
rdns = false 17,

$I% 3e: 7xiEiR VM %% Linux VDA #i4-f
FE
B(FHAYAIEEIEITR VDA fERIER VM, BBKZ LS,

EIER VM £%% Linux VDA #8281, i5ZZE.NET Runtime 6.0,

RIBER Linux R1THR, BT FE<R Linux VDA & BIRIE:
33F RHEL/CentOS/Rocky Linux:
AR
« XF RHEL #1 CentOS, %% EPEL 6&E, AR BERIhRE Linux VDA #i51T deploymcs.

sh, BxifAIRE EPEL 19158, 755 https://docs.fedoraproject.org/en-US/epel/ 12
Ao

« 7£ RHEL 9.0 #1 Rocky Linux 9.0 £%%t Linux VDA Z#i, 5% libsepol %8 E#ZIkZs 3.4 SE
BEhRZo

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3¢F Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

tF SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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S8 3f. BRAFMEENURE tdb-tools R4E ((NRRHEL7)  x3F RHEL 7 fRS523:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

xfF RHEL 7 T{Eu4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

$18 3g: (£ SUSE £) Fzhii ntfs-3g 12 SUSE T & L, FREEHESBTIEE ntfs-3g. THRAR, HiFH
FahR# ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBRALHBUHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #a,
3. fRESs ntfs-3g T :

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy—-->

4. A ntfs-3g RIFEMERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

S8 3h: EEEFEHNEIEE (FA—MEIMIIEE, BRT PostgreSQL 4b, EEmTLUER SQLite, & Linux
VDA #4815, EIXEITE SQLite 5 PostgreSQL Zialtlift. Ak, E=MU TS E:

1. 517 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MIRZ2eHRE, NEKILSE,
2. EEEfTdeploymes. sh #igsg /etc/xdl/db.conf,
AR

o BRITEINENT VDI #&=EH SQLite,
o WFRBRMBEM MCS, &7 L7 SQLite 5 PostgreSQL Z jal i, MAMSF iR, kRIF@ET
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/etc/xdl/db.conf Z17fsE, &M Linux VDA ZiAfER PostgreSQL,
o WAETLIER /etc/xdl/db. conf KEE PostgreSQL MRS,

SE3i: BEMCS T2 {RE MCS TEERMHAE:

o 448 /etc/xdl/mcs/mcs.conf Xt

o FRABEMEE GUl, BITAREMEE GUI, 1FEEM Linux VDA WREFEHIEIT /opt/Citrix/VDA/

bin/easyinstall &%,

Easy Install
+ Easyinstall
Check Environment
Install Dependencies © Domainjoined Non-domain-joined
Join Domain USE_AD_CONFIGURATION_FILES_OF CURRENT VDA

Configure Runtime Variables  hyc yariable determines whether to use the existing AD-related configuration files
Finish (fetc/krb5.conf, fetcfsssd.conf, and fetc/sambafsmb.conf) of the currently running
VDA,

Ho - o

* MCS

DNS_SERVERS
This variable sets the 1P address For each DNS server. You can set up to Four DNS
SEIVErs

e e

NTP_SERVER
This variable sets the IP address for your NTP server. Unless otherwise specified,
it's the IP address of your domain controller,

Linux distribution: Ubuntu Linux 18.04

R
BEFREETERERFIIEERF TGS, BEMENEIEENXHNHESIRE

EEERUARMNEMEMNENZREERN MCS ZE:

o ERTRIMNEBZR
ALUERRANEEEREREFTEEENEE (A1) :

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE=Y|N
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« ERTEMNANENZR

- Use_AD_Configuration_Files_Of_Current_VDA: MEREFEHYBIEEITITN
VDA BYIRE AD MaxXEE >ttt (/etc/krb5.conf. /etc/sssd.conf # /etc/samba/smb.conf), #N%
REAY, MCS BIZRITEN LA E XG5 Hai EEIE TR VDA ENEMXXHERE. B2, ENA%
MEEE dns M1 AD_INTEGRATION T2, ZIMEA N, XEKEFME ENREERAETHE MCS
BT BN EHECE X,

- dns: i2EBES DNS BRSS238 IP Mihit, ZRZATLUGE N DNS BRS28.
- NTP_SERVER: igE NTP fR532309 IP sthiik, FRIESITHER, BNZthik2IEavsiEnI2say [P hit,

- WORKGROUP: 3 I{EERZFF&BE NI AD HEER NetBIOS ZMR (XD ANE), FM, MCS EE R
BHREHETENENR ZEHNEIERTRARM, Flt0, WRIHENKA S userl.lvda.citrix.com,
MCS %15 lvda fEA TEBRFR, T citrix SEMANER, BSHWIERISE TIEART,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS = Centrify, % MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESREREISZFHI R IThRG

- CENTRIFY_DOWNLOAD_PATH: i&&TF# Server Suite Free (L#i#57 Centrify Express) #%
HENERE, RERK AD_INTEGRATION £&i&EH Centrify B, ZEASEK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i & T # Centrify Samba i iR E. REH
AD_INTEGRATION Z&i&EX Centrify By, ZEFREX,

- PBIS_DOWNLOAD_PATH: iRET# PBIS R EREREIE. RBF AD_INTEGRATION ZEigE
7 PBIS By, ZEASEN.

- UPDATE_MACHINE_PW: ER%ZRBEmEMRITENKFEE, EXFAEE, BESHEHERIT
B 2D,

- Linux VDA BREZE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME:Y| N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE:Y| N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
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TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

$E3: EAXEFRMCS WEMERE EERITENL BEHLITHRME /etc/xdl/mecs/
mcs_local_setting.reg X URIBEES AR EMEMRE. LIRIEAT B LEEIEMIL B £ MCS
MECHIT BN SR EH B EX,

/etc/xdl/mcs/mcs_local_setting.reg XM ES—1THEATREREFTMREN — &
<o
BN, ERILUEU T an<1TARmE /etc/xdl/mcs/mcs_local_setting.reg X, UDBIBEAHE
MEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0

Xx00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

$ 3k fIEEMEK

1. MBEEdREE /etc/xdl/mecs/mcs. conf BEE MCS T &, 15517 /opt/Citrix/VDA/sbin
/deploymcs.sh, MREFER GUI iEZE MCS T &, FREHE,
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Easy Install

+ Easylnstall
Check Environment

Install Dependencies f.elér:ted the ‘-.fi'rtual Delivery Agent ':wi'.l'he configured for VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load Sawve

Configure Runtime Variables * Mo w|

Finish
- MCS VDI MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do you want to enable VDI desktops (single session)
mode?

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is comp lete?

¥  Yesw «

Linua distribution: Ubuntu Linu 18.04

ZGUI LBEHEHERE, 7 GUI LSBT ERBEEHE /etc/xdl/mcs/mes. conf XEFHIFENTE,

2. (NRFERAYFIEIEITH VDA fEREIIR VM, EBWNMRIARMNENZS, BRSPS E,) FEiR VM L,
EREEERUEEXSENAE VM EMEX /etc/krb5.conf. /Jetc/samba/smb.conf #
/etc/sssd/sssd.conf 3.

33 F Winbind BF, BE# /etc/xdl/ad_join/winbind_krb5.conf.tmpl  /etc/
xdl/ad_join/winbind_smb.conf.tmpl #&i%.

34F SSSD P, iEEH /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl# /etc/xdl/ad_join/sssd_smb.conf.tmpl #ix,

3FF Centrify BF, #E8# /etc/xdl/ad_join/centrify_krb5.conf.tmpl# /etc/
xdl/ad_join/centrify_smb.conf.tmpl #ix.

=

AR

BREBERXGTEANNERIAFEALTE, F 0 SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. RIBEERANAERZTREIREH PR,

« GEAT Citrix Hypervisor. GCP 71 VMware vSphere) &R VM LR %N BIERFH X HEIR
VM, €IEH6rE EMRERIRER,

+ (EAT Azure) iR VM EREMBIEFG, M Azure TP XFREIR VM, HERIER VM B ERRES
71 Stopped (deallocated) (BEfF1E (BEBCESE)). iBELANERARM, 7 Azure LEHRENE
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BRRBS TR BB Mo

** Connect P Start @ Rec M Stop | & Capture  => Move [ Delete ) Refresh

Resource group (change) Computer name
mcs rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
I thel-sssc-temp-ip
Subscription ID Virtual network/subnet
E— Virtual Network_1/default
DNS name
Configure

Tags (change)

Click here to add tags

« (ZAT AWS) 7EiEiR VM ERENAEFE, M AWS EC2 TP xR VM, HRER VM 198 RIRZS
AEEL. ARBEER VM, AEEEFRE > QIERE. BAEEHREFEHRTIRE, RECIERE.

Create Image X

Instance ID (7)) i-011€
Image name (i) |
Image description (i)

No reboot (i)

Instance Volumes

Volume 2 - . Delete on
De - Si (GIB,; - Th hput E ted
Type g Snapshot (i) |z_fe[ i) Volume Type (i) I0PS (i) izl Eu Termination n__cryp =
o) = @ = ~ | (mBls) (i) @ i
Root Idevisdal Sgﬂp' 40 |Génera\ Purpose SSD (gpé) v| 120/3000 N/A i Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

o (AT Nutanix) 72 Nutanix AHV L, XH#ER VM, I H R TIERIRE,
PR~

HTE Acropolis tREE& FRaiin L&i14% XD_ 7 &e7E Citrix Virtual Apps and Desktops #f#f,
RIBFREMEA Acropolis IZHIEERBRE, EGEREE, ENBHEIEERASTLURERHG
OEIE

(33F GCP) £ 3l: 72 RHEL 8.x/9.x #1 Rocky Linux 8.x/9.x LE & MUAMERE 7 GCP LIEEM RHEL
8.x/9.x 1 Rocky Linux 8.x/9.x E&% Linux VDA /5, LUIAMIEEZRIRESETF, VM EFBsIERIAET A8 Linux
VDA, EffRittinR, EEERZH VM ZahisTUA e

nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->
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TR4. IRHENER

7z Citrix Studio #, SIZItENBERHEEEEZERPLIEN VM K8, SIZITENBRN, BEFRENERG, T
ER/LNREG:

Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.
+ Introduction = If you select a VHD attached to a VM, the VM must be stopped.

0 - » Make sure the selected master image has a Crtri VDA installed,
perating Systemn
o Don't see the resource group you want?

¥ Machine Management

Master Image 3 .f.ljc—Weer.JSZ .
5 T - b [@]LinuxvDA
t —
R &
Virtual Machines & Arure-1604_OsDisk_1_0b3977596¢1447909bf42373ac0c6a05
Resource Groups & arure-client_OsDisk_1_See3cd35a6d744c 1994502863283
P
Network Cards & azure-de_OsDisk_1_f047ecO78ebad26bb0d03c0fI2869e67
. . &= Asure-jT7_OsDisk_1_adf0f65861d447a5bad066ch
omputer counts
o & Aoure-jejc77_OsDisk_1_echcddBd75e74bb08150cBe4d83T254e
Domain Credentials & Azure-jerhel7T_OsDisk_1_685abfc05eOc4fdBacac?b2Be36d9e04 »
Surnmary & Asure-jerheld_OsDisk_1_51a0c329a234%e8c7d30e 52648934
@ Select the minimum functional level for this 7.6 (or newer) -

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back | m Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

£ Nutanix J25#) Container (F88) FiE.L, WEREZANRIR VM IBENSR. EEMEREL, BEREKIRE,
FEEHNITE L, REEM CPU MEEUKRE ™ vCPU B0,

==

R Delivery Controller EHitBEH B REEBIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% %
Preparation FitBHNER, X7 2GFAEHMITOIETSZ,

RIERERITHMREES. EXEAES, BSREA Studio tIBITENER.

SRS SIBERMA

ZYARM—IHEZ NI EN B RPEFNIHTENNES, SREEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

/A MCS A£&E/ Linux VDA

EfEA MCS kA% Linux VDA, EHRITUTERME:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 68


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html#create-a-machine-catalog-using-web-studio
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html

Linux Virtual Delivery Agent 2301

1. 7% Linux VDA A& Z HaThRA 2 7, EWHREZE.NET Runtime 6.0,
2. EERITEN EFAR Linux VDA:
AR
ItEsh, EFERTLUER Linux VDA BEIEMINEERITRIR G BahERH. BRIMUILER, BERIRITEN LM

etc/xdl/mcs/mcs_local_setting.reg XM <17,
g, IR T e <$1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x$F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

34F RHEL 8.x #1 Rocky Linux 8.x:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

33F RHEL 9.0 #1 Rocky Linux 9.0:
AR

£ RHEL 9.0 #1 Rocky Linux 9.0 £#+4% Linux VDA Z&i, &% libsepol BBk 3.4 HE
EhR s,

sudo rpm -U XenDesktopVDA-<version>.el9x.x86_64.rpm
<!--NeedCopy-->

xtF SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->
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3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 20.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy—-->

3. 448 /etc/xdl/mcs/mcs.conf#l /fetc/xdl/mcs/mcs_local_setting.reg.
4, ERFRIRER,

5. 1£ Citrix Studio &, EEFEAFEMITEN B RHIRE. EESUENENRRHZE, FE—RIE. B2F
shEFBEITEN.

BohEHITEN 2
BINERT, HENKFZEARITENBERE 30 XiZ3HH, E/IEZBESHHUNBHEHITENKFAZE, BT
LA #g1E:
1. #£3817 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, BUTEBEARME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_Pw="Y"

2. =17 Jopt/Citrix/VDA/sbin/deploymcs.sh /&, $T7F /etc/cron.d/mcs_update_password_cronjob 14
REEMNEME, BRASESAEZHAER 2:30 EFITENKAE,

SREHMITENMWFEBGE, Delivery Controller EWZIFEEFIET LN, HETE /var/log/xdl/jproxy.log Fa]
BESHIBI THIR:
[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.

Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

EHRREIR, EEHBMREILER. TUEFTA Delivery Controller siigiiztiss F RHEFBRES,

7£ MCS ¢IE28 VM ti=H FAS

RAILATELL T & 1ThiR £31THY MCS SUZBIEIMWL LB A FAS:
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Winbind SSSD Centrify PBIS

RHEL 9.0 = ) ) S
RHEL 8.x = ) S =
Rocky Linux 9.0 = & & ES
Rocky Linux 8.x = & & S
RHEL7. CentOS7 = = S =
Ubuntu 22.04. = S S =
Ubuntu 20.04.

Ubuntu 18.04

Debian 11.3 = £ £ £
SUSE 15.4 = £ S S

FERR VM LS FIRGESEA FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. 517 ctxfascfg.she BXFMER, ELRIETT ctxfascfg.sh,
3. £ /Jetc/xd1l/mcs/mcs.conf FigETE,
AR
Mt fetc/xdl/mcs/mcs. conf higBEREXVENTE, BARETER2%E VM BEfHERR.

a) ¥ Use_AD_Configuration_Files_Of_Current_VDAKEIZEERN Y.
b) % FAS_LISTZERENIEH FAS RE B2 FAS RE B, BHS2BEED

a1

i, HARSISE— I HZ M tubiFEERRK, a0 FAS_LIST="<FAS_SERVER_FQDN> ;<

FAS_SERVER_FQDN>',
c) RIEREGEHMETE, ltn VDI_MODE,

4. B17#A /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS ¢1iZr VM ti5H FAS

NSRRI EXPRATERIRITEN LEA FAS, MATLESD MCS 128 VM L2/ FAS.

27 MCS 83289 VM EFF FAS, BHITUATIRME:
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1. £ /etc/xdl/mcs/mcs.conf RIFET &,
R
WATE [etc/xdl/mecs/mcs.conf HigEREVENTE, RAXLETERE VM BoiitiEARN.
a) ¥ Use_AD_Configuration_Files_Of_Current_VDABEIEEHN Y,
b) 3% FAS_LIST ZEI&E N FAS IRSS231thht,
c) RIBFBREBHMETE, 450 VDI_MODE,
2. SR CAES,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy—-->

3. &7z /opt/Citrix/VDA/sbin/ctxfascfg.sh,. BXFMER, ESRETT ctxfascfg.sh,

f&H Citrix Provisioning 8 Linux VDA

March 28,2023
AT LUfER Citrix Provisioning lIE NS VDA,

RXIRMH XBIE TR AKE Linux BITEENER. ERALLIIAE, EATEREE Citrix Virtual Apps and Desktops
B hIES Linux BEIASE,

LT Linux 217k :

« Ubuntu 22.04
« Ubuntu 20.04
« Ubuntu 18.04

« RHEL 8.6

» Rocky Linux 8.6
« RHEL 8.4

« RHEL7.9

BE.

« BMN@EWERERA Citrix Provisioning NRHZE S, HIREEZN Linux RITRERIZAREE. BEFEH
Linux i R#IXAIE 2109 RESMA, FE%E Citrix Provisioning AR$5238 2109 siEmARS,

« /A Citrix Provisioning @i i A#EEX Linux BIRig&, BN ENHZHEAMGEIZERNED
X, LUEMACHIRERETSIER B5.
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o EERER btrfs XL EAMH X, GRUB2 7£&# btrfs 9 Xt H I ASREF, GRUB {%& GRand
Unified Bootloader.

BXiFMES, 557 Citrix Provisioning XASHRRLEID R A Linux BiRigE,

7z Citrix DaaS Standard for Azure #¢%Z Linux VDA

June 16, 2023

B 7E Citrix Daa$S Standard for Azure (UFi#57 “iEATF Azure B9 Citrix Virtual Apps and Desktops Stan-
dard”) HEIEBEMNHARIMAES Linux VDA, LUEEIANARFMKEEM Microsoft Azure {3 EIE L&,
BXRFMER, 521 Citrix DaaS Standard for Azure,

T Linux 217hR

LUF Linux &1ThRZ#F b IhgE

+ RHEL9.0

« RHEL 8.7

« RHEL 8.6

+ RHEL 8.4

» Rocky Linux 9.0
+ Rocky Linux 8.7
+ Rocky Linux 8.6
« SUSE15.4

+ Ubuntu 22.04

+ Ubuntu 20.04

+ Ubuntu 18.04

$IE 1: 71 Azure S T IRE
AE:

teoh, EER LUER Linux VDA BB ERINEER It RE B ohEH, EXMELBER, BETME LN
etc/xdl/mcs/mcs_local_setting.reg XFehiRils <17,
BiIgn, BILGRINA T 817!

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "0x00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
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-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Ur1>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force

<!--NeedCopy-->

1. 7 Azure /, BIEZFFBIRITAREY Linux VM,
2. MBEKE, B7E Linux VM LR EKEIFR,

3. £ VM L, #R4E https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
E89iBA% % NET Runtime 6.0,

4, (X BB Ubuntu) & /etc/network/interfaces x# %N source /etc/network/
interfaces.d/* 17

5. (1XFR Ubuntu) % /etc/resolv.conf @ /run/systemd/resolve/resolv.conf,
mIEgHEIER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy—-->

6. %% Linux VDA #4-£l,
7. IBEEFEAEIEE.

ER—IMELEINEE, BRT PostgreSQL sh, &R LIER SQLite, &% Linux VDA Bk &fE, EEAILUTE
SQLite 5 PostgreSQL z i@k, Ak, BERMUTHE:

a) 817 Jopt/Citrix/VDA/sbin/ctxcleanup.sh, MIRELHTE, NHEKIILE,
b) #&#iE1T deploymes.sh #iwig /etc/xd1l/db.conf,
AR

o FATERWEMNT VDI R EH SQLites

o SFFRMBEM MCS, &aJLUTE SQLite 5 PostgreSQL Zialtlift, MAMBFoIRE, BRiE
@ /etc/xdl/db.conf Si7HeE, &N Linux VDA ZRiAfER PostgreSQL.

o WAETLIER /etc/xd1l/db. conf KEE PostgreSQL Mk S,

8. EMMCS &,
feE MCS ZTEFRME:

o 418 /etc/xd1l/mcs/mcs.conf xxff,
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o FERARMEE GUl, EITARMNRE GUI, BEEH Linux VDA WEEIFESIETT /opt/Citrix/
VDA/bin/easyinstall &%,

=

AR

HR dns ZERBAKREE.

NRECRIT BN B RINEFESHEN KR, H&E VDI_MODE=Y,

MREELHE /etc/xdl/mcs/mcs. conf BEE MCS &, 1&&fT /opt/Citrix/VDA/
sbin/deploymcs.sh, MREFER GUI BB MCS &, FHRHIHE,

Easy Install

= Easylnstall
Check Environment

Install Dependencies selected the Virtual Delivery Agent will be configured For VDI desktops (single-
Join Domain session) mode. Do you want to enable HDX 3D Pro?

Load  Save

Configure Runtime Variables * Mo *
Finish
* MCS VDI_MODE

Linux VDA supports delivery of hosted shared desktops (multi-session) or VDI
desktops (single-session). Do youwant to enable VDI desktops (single session)
mode?

¢

START_SERVICE

The Linux VDA services may be started after configuration is complete. Do you
want to start these services once configuration is complete?

" | Yesw o

Linux distribution: Ubuntu Linuoe 18.04

£ GUI LB EHER, £ GUI LigBNTEEEBEERE /etc/xdl/mecs/mcs. conf XHHIRE
HNE =,

9. £ Azure i, =ik (FEVESDE) VM. RERESHAEINER (VHD) X4 SAS URL, ERILUSZ M
ARG EIZEM VM,
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rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

= Disk

| P Search (Ctrl+) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *

Activity log | 3600

Pa  Access control (1AM}

‘ Tags

Settings

& Configuration

» Encryption

Disk Export
HY properties
& Locks
EX Export template

Support + troubleshooting

@ New support request

10. (Ali%) TEEMUE EEREARISISE. BAILFER ctxreg TARREARIKIEE. 0, UTa<¥Em PDF
FTENE A BxheliE PDF :ERFTENNISRER,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "

AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

$UE 2. M Azure SNTHE

1. FEEESIRD, BAENNEREG, 2ERARETIE Citrix IR0 EMEG R ESIZEN S NS,
.

LEARS IR L ER RSB EEMEEHIRHTER, QIEF—TMERE, EBEEHIREEER
%l Citrix Cloud #i%#% Managed Desktops ((t&=m) RESEBEHBE.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

2. BESNRG,
3. WINETE Azure AR VHD XX#) SAS URL, 4% Linux {E/ EBMRRE,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my Url?

Master image type
() windows

(@) Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4. BERFHRATHRSNEBREEIEF,

B3 QIETENER
BN EEEHIR, ARREERR. QIETENE RN, EEFatlENEMmE,
AR

FBEEMER VM k@i SSH st RDP 518, Eihie) VM, EfERA Azure TP REVSRITER &,
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FrhLE Linux VDA

March 28,2023

BIATELLT Linux %47k EFEh%&4E Linux VDA:
» Amazon Linux 2. CentOS. RHEL #1 Rocky Linux
+ SUSE
+ Ubuntu

+ Debian

7£ Amazon Linux 2. CentOS. RHEL #1 Rocky Linux %% Linux VDA

September 25,2023
EERR:

WFLFHRE, BNEERRNLTELUHTRERRE, BNTEESNXEN, SAXPIHRNFEZEMRL, EXF
ST HE,

S8 1. HEEEEEEMN Linux i8]

S8 la: RIEMBEE

HBIREERHEREEMS, 590, HH7E Linux VDA EFEZE DNS RS2,

S 1b: KEFHA

HHRERIBRSIHENNENS, EFK [etc/hostname XX, FEEHNXBEITENNENSZ,

hostname

SR8 1. AENR D ROt
HHRERIRSEITENA DNS HE2MELREEHE (FQDN), BB /etc/hosts XHEHRHLUITIT, FEEEAED
%8B FQDN MEMBE:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4
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fpI4n:

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

M E % B kR3S hostname-fqdn = hostname HEEE 5] H,
==
Linux VDA Zaifz#F NetBIOS &iF& T, EMBZAFEEE 15 MFR,

TN

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATHE (). SEMEMTS. ENBFEURFI LM
LUEFRLER, tEMNERTF Delivery Controller £4142,

$E1d: REINSE

WIEENRBIRERTIEWHLIR:

hostname
<!--NeedCopy-->

A OREITENNENS, MFEEETELREEZ (FQDN),
¥IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R E+ B FQDN.

SR le: KERMBFMIRS AR

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTERM FQDN & Ping Ri@ LIRE—ItEN, BARERXTR, RGBSR,
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$12 1f: BENHES (chrony)

#1% VDA. Delivery Controller #igif= #1883 2 B BB s A X FE RS EXEE, 3§ Linux VDA L&A EMM (VM)
ARERSHIREND. ETIRE, ST ERTIZEIRSERD iYE,

RHEL ZRiNFFERER Chrony SFiPERF (chronyd) #1785 EE

fcE Chrony fR LA root AP &%, 448 [etc/chrony.conf H S MTiEn B RSB HRN— N RS SBREE
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

FHBISES, NENEHMIEERIEEEY, MAREREMAR NTP MREEEAS . HEPrE1 Active Directory i3
EHIgERIN— RS8R B,

HERT A ERIE ARS8 S B, B3EKE IP ik, localhost LUK AR 2S *.pool.ntp.org £E.
FEEXHEHEE Chrony SFPIEF:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

S 1g: %% PulseAudio (fEfAF RHEL 9.0 #1 Rocky Linux 9.0)

BT TH < UZRE pulseaudio:

sudo yum -y install pulseaudio --allowerasing
<!--NeedCopy-->

17 /etc/pulse/client.conf HFHEMUTEE:

autospawn = yes
<!--NeedCopy-->

#% 1h: %% OpenJDK 11

Linux VDA £3k7F7z OpenJDK 11,

« MRFEAE CentOS. RHEL % Rocky Linux, M=% Linux VDA B, OpenJDK 11 2BafER#K#H

e

BUHITRE,
- WRFEANZE Amazon Linux 2, EETUTHSURAHFRE OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->
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HiARA 25 EH:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

iseisen OpenJDK AT RHARR A, E#7% OpenJDK 11:

sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

S 1i: REHIEEEERNEIERE

ER—TNLI M THhEE, BRT PostgreSQL b, &EAILAEM SQLite, &% Linux VDA G5, EWaILUER
wig /etc/xd1l/db.conf 7 SQLite 5 PostgreSQL Z altlift, WFFERE, BAMEFEIRE SQLite M
PostgreSQL, RAG7BEEXTE 28T,

AEBRABN BN RS PostgreSQL #1 SQLite #3EE L R INMAIEE B A EIEE,
AE:

FA@EEN3T VDI =M SQLite,

%% PostgreSQL Linux VDA &% PostgreSQL:

+ &MAF Amazon Linux 2. RHEL 7 #1 CentOS 7 # PostgreSQL 9
+ EATF RHEL 8.x #1 Rocky Linux 8.x #J PostgreSQL 10
+ &AF RHEL 9.0 #1 Rocky Linux 9.0 #9 PostgreSQL 13

BITLAT e < LA% % PostgreSQL:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

53F RHEL 8.x #1 RHEL 9.0, &EfTU T &< UREIERTF PostgreSQL® Libpg:

sudo yum -y install libpq
<!--NeedCopy-->

BITU TS UBHEIERRE. tHi2/FR7E [var/lib/pgsql/data ToIZERE 4.

sudo postgresql-setup initdb
<!--NeedCopy-->

NRBITU TS eI ENSEhEY/EE) PostgreSQL si& L BISah:

sudo systemctl enable postgresql
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sudo systemctl start postgresql
<!--NeedCopy-->

ERAUTHLKZE PostgreSQL hiizs:

psql —--version
<!--NeedCopy-->

(IR RHEL7) £/ psql &< 1T AREFMIASIEEREIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

24 SQLite ETUTaH<TLIRE SQlLite:

sudo yum -y install sqlite
<!--NeedCopy-->

EEEEAMNEKIEE %% SQLite. PostgreSQL sifE 2 /5, FIMERE Linux VDA R+ EEBEHIE /etc/
xd'l/db.conf RIEEBFEANEIERE, AL, BRAUTHE:

1. i5f7 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MEELHRE, NHBILSE,
2. 4iE Jetc/xd1l/db.conf LUEEEMEAREIERE,
3. B&fT ctxsetup.sh,

P =W

al LU fER [ete/xdl/db.conf E2E PostgreSQL MixAS,

TR 2. EEEINEEER

EXFNEMVIEERZRF L3 Linux VDA HE VM iziTh, REMFH—LEN. RIBEETEANEMNEREFTS
AT E, MREEFRVES EIFTT Linux T8N, NWEREHERER.

&£ Citrix Hypervisor _t it a)E % a5

BT Citrix Hypervisor Bt EIR S IEERT, EEMHEIMWME Linux VM &, &#<id% NTP #0 Citrix Hypervisor
MR, WEHXEEERGN M, NERNHSHMRSSERRS, EHRESD Linux ERHFRNRZN#HERS NTP
BE, XMERERZAENRERS, THE HVM EXTHITEAENR.

MBEEEEITHEEMLE Linux A%, FBE%ET Citrix VM Tools, METL&E Citrix Hypervisor Bt alE4 IhaE
BEEE, UREEEE Linux VM F2A:
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <RE 0 5% 1:

- 0-BEEFSIIEEERA, BERAEMA,

o 1-ERESHEERA, THREMEE.
MR /proc/sys/xen/independent_wallclock X#:FEE, MAFBEHITUTE B,
MREBA, HETMZXHE A 1 RERNER S INEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBMENAEY, 1EHRE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
EIEXLEEN, BFENBHARL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

7£ Microsoft Hyper-V &S/ EE:F R@

LHE T Hyper-V Linux £/BRSSH Linux VM AIRZ A Hyper-V BB ThAER A IR ER AT E, AHRER
FBTPALIEIRARI S, WA —RRBALLINEES NTP iRS.

NEIBIRERSH:

1. ¥T7F Hyper-V EEEHIA,
2. 3F Linux VM B9i& &, i5%$% Integration Services (£IRS).
3. HRE%RE Time synchronization (BFEIER).

AR

I£753%5 VMware 1 Citrix Hypervisor 7, XAM~=@ag2MENNERSNEE, Uk NTP £4E45%,
Hyper-V E{iEIRSEI LS NTP BtialFs £ 5 B,
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERS IR, SN FEIMEE Linux VM /1, EH<BE NTP FEMN EEIEFNR—E,. mEER
HERS RZ5NE, HBRNHSHMRSERES, BEHERS Linux ERHIHPNRZNHEHS NTP BF, XS
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

#1Z 3: ¥ Linux VM 7102 Windows &9

WTFAZRRTAT# Linux itE#AME Active Directory (AD) 33:

« Samba Winbind
+ Quest Authentication Services
+ Centrify DirectControl
« SSSD
« PBIS
RIBFMIEN 57, FRIBAHITIRIE,
AR

73 Linux VDA sravzsitiik = # AD ARSIk ERERMNAR B, SIERIEEEKK.

Samba Winbind

RENEHFABREE:
34F RHEL 8.x/9.0 # Rocky Linux 8.x/9.0:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

EE Winbind B418iE  &ZEA Winbind St BHNEE 1T Kerberos S48
1. BT TS
3F RHEL 8.x/9.0 #1 Rocky Linux 8.x/9.0:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth —-
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgdn-of-domain-controller --
winbindtemplateshell=/bin/bash —--enablemkhomedir --updateall
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $fii2#7, ™ domain 215 NetBIOS &%,
WREEBT DNS Tk KDC BB BB R, BRHUTHEMEBRINERENGS:
-—enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig @<REINAX winbind REXLEBHIEMEIR. authconfig BREHE
MEKRMANEHERTER winbind RS, ATRESHILXLEEIR,

2. 1T7F [etc/samba/smb.conf HiG LU T&BHFME [Global] #4FA, BEME authconfig TR4ER
BER S fEmE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (IXFE RHEL 8.x/9.0 #0 Linux 8.x/9.0) $T7F [etc/krb5.conf 37 [ libdefaults]. [realms] #0
[domain_realm] o THINER:

7z [libdefaults] 9 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] o TF:
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REALM = {
kdc = fqdn-of-domain-controller
}

7 [domain_realm] 9 TF:

realm = REALM
.realm = REALM

Linux VDA EEFER &4 keytab xxtF /etc/krb5.keytab LT H B IIEFH A Delivery Controller . i+
BRI/, & kerberos method i&&#&3&%] Winbind tli2 %4t keytab x4,

A Windows 1 @iz SR M A, MAGHKREEENIETENFRNEIER Active Directory B %
P

34F RHEL 8.x/9.0 #1 Rocky Linux 8.x/9.0:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

3+F Amazon Linux 2 #1 RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUZiZ#F, user 28U ENFMEIRAIEBF,

7 Winbind &2& PAM ZHAERT, Winbind PAM &1k (pam_winbind) WEEEFR BB Kerberos EiREEF
TERMEIE, 177 [etc/security/pam_winbind.conf, #7f [Global] #49 FHMEAEXUTEE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBRE MRBEFNEFFES S. XEBRBERENHBE Winbind sFiFigF:

sudo /sbin/service winbind restart
<!--NeedCopy-->

'

RYHBHINEE, winbind SFEF4SEERISET.

777 [etc/krb5.conf 33 [libdefaults] &5 FARLTFIEEM KEYRING E2tH FILE 2$8!:
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

34F RHEL 9.0 #1 Rocky Linux 9.0, BT &< LA LE pam_winbind BiR B RMEFERFHER Winbind
ik SELinux jal:
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usermod -d /nonexistent nobody

ausearch -c 'winbindd' --raw | audit2allow -M my-winbindd -p /etc/
selinux/targeted/policy/policy.*

semodule -X 300 -i my-winbindd.pp
<!--NeedCopy-->

WIEEMES  Delivery Controller 5kFr% VDA &1 (Windows #1 Linux VDA) #3217 Active Directory
PE—MTEHNNR,

iz17 Samba Y net ads LW ENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMIEA T BN RESR !

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos BitE 717 #ifR Kerberos EEEMELE A5 Linux VDA BR&ER, BRIERS keytab XHRE
BRIRABAENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos S B AE, EHRERERMUAEMR. WRILHSHINET, AR TERRL,
ERUTHLIIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->
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WIEAASMIE A wbinfo TRXIEREaIARKIEBAAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMER AD 5%, A Kerberos $ilEi&#R. 3+F bash shell, #ERSZ—MNRFHIIS REHT (\) Z5F
THEX, H<RE—FRINHKKOES.
ZI0IF Winbind PAM 2 BEEEHEE, BEERUAKRERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I Kerberos RIREFTHNEIBERTEMERTH:

klist
<!--NeedCopy-->

BHRIE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 126 & e LURITRMATNIR. E#TEHMANIEGERERITIE 6: 2% Linux VDA,

Quest Authentication Services

EigiEsI2s LA E Quest  {REMEEE Active Directory 134128 EREHEE T Quest #F, MABRSFEEN
IR, BNTE Active Directory B ITENITR,

AFFHAFER Linux VDA TN AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory HFPIITENEEEHIEH, AZBFKFITH Active Directory R E .
%% Unix Account (Unix k) &I+,

i%&s Unix-enabled (22 Unix),

¥ Primary GID Number (&5% GID #S) &E NEfREAFANA ID,

> wn e

=3

AR

XEGARSTFIREEAR, UEMITUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA tFf2E Quest
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SELinux SRBEEHITHERART % BA RHEL IRMBR3EHISTHE SELinux, IE32HIThAES RN Quest BRI/ Unix i
BT IPCHF, HELSAAER.

ORI BN R EENSERZA SELinux, Ll root BR 514, 418 [etc/selinux/config 3 E ek SELinux i&
B

SELINUX=permissive
I ENEREHBEITEN:

reboot
<!--NeedCopy-->

BE.

FEEERALIRE. BAEENRA SELinux RIBEHILESSHT2YE, BMERX root BFRMEMAMA
F 2 0it,

F2E VAS sFiPi2F S BH T B5h4iT Kerberos ZiRIhaE, HMZBEMIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A 9 /BT (32400 #) , BOELLERIARY 10 /NNEBEGGEERE 1/, BEERBEGARRENR
% LR BERIRHIE,

f2E PAM f1NSS EEA@id HDX #1THE AP B RIUKREAARS (5130 su. ssh #1 RDP), EETUTHSUF
apEgE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A\ Windows &, &/ Quest vastool #5535 Linux itE#10AZ Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AAEBIEITHEMIMA Active Directory HHEMISAF. domain-name 735 DNS & #7, #l0 exam-
ple.com,
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory fE—MIENR, KWIE Quest IIAK Linux i+ ENEBE T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREHSZ, MRITBEVRMNEMER, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERF BHIIE EIRIE Quest BFAEREIL PAM S A P #1T B0, EERUAIRERANIEAF KA SR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE N id -u &$RER UID g1 T M Kerberos EiREFEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEIREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BH=E,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE =% 8 B A LURITRMETNIR. B TEIMANIIERHSMITHS R 6: %% Linux VDA,

Centrify DirectControl

O Windows 1 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<¥ Linux i+&#4Lm
A Active Directory i3:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory /. domain-name 2% Linux
THEANIMANRIBIIR A FRo
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
RE—MTENNR, EIE Centrify IR Linux BN EE T
su -

adinfo
<!--NeedCopy-->

I3 Joined to domain EEEEMUK CentrifyDC mode 2%i&[E T connected, MNRERMAEEBIRES,
NIZRE[ Centrify EF R8T T RS BEZED SN WIER,
ERUTHTRAREELENAARMIZHER:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6. 24 Linux VDA,

SSSD

MBEERRE SSSD, BRI hAIREEHITIR(E, KEDEESHEXNME Linux VDA HEHIA Windows
A9 BA L R dN I ER E Kerberos B4 1IEMIES,

272 RHEL #1 CentOS Ei&E SSSD, BHITULT#E:

PONIEFHBIZEM keytab
%8 SSSD

BF SSSD

39iF Kerberos EtE
WIEAP SR I0IE

ok wpn

MANEFHEIZEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory E - ixIhEE,
AR adcli. realmd = Samba,

EEARNBNAETERATF Amazon Linux 2 #1 RHEL 7 #9 Samba 552U &&EAF RHEL 8 B9 adc 11 A%, WF
realmd, 2% RHEL 5 CentOS XY, HMEEE SSSD Z HiiTiX L 1%,

« Samba (Amazon Linux 2 1 RHEL 7) :

TRAEMARREE:
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sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LUTXH8 Linux ZFIEE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

Bt ENEE J#1T Samba 1 Kerberos S19183iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

<!--NeedCopy-->

Hrh, REALM 2A5H Kerberos 4fii5&#, domain 2 Active Directory #9558 NetBIOS &#7F,

AR

AXHHEEEATRIE. PMRE, RIFERM AD Eit4EHECE Kerberos.,

WMREFEET DNS &k KDC RE[BMTIHZHR, BB U TR METRNEF @SS
--enablekrb5kdcdns --enablekrb5realmdns

$1FF [etc/samba/smb.conf H LU T%B%HMNE [Global] #9 T74, BEK#E authconfig TE4ERAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows i, iERfRgzHI2E eI AE, MEZREEINEITENRMENRM Active Directory FAFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2ASH Kerberos g &#5, user 2EMCKIHENRMENLHIHAF .
« Adcli (RHEL 8.x/9.0 71 Rocky Linux 8.x/9.0):
RREFEMMERGE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Bt SN A E Ji#1T Samba 1 Kerberos S19383iF:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy—-->
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FT7F [etc/krb5.conf H1E [realms] 1 [domain_realm] &89 FHI&R:

£ [realms] HHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 284 F:

realm = REALM
.realm = REALM

X Windows 12, E# RGBSR, MEEEFEREITENRMERN Active Directory BF#KF.,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos $gi& R, user 2ERUEIHENRMENIRHIHAF

1%E SSSD  18E SSSD MFBINT .

« BEEfT sudo yum -y install sssd &< Linux VDA E%=# sssd-ad #4E,
o WEMH (F120 sssd.conf) H#HITELEE K.
+ 35 sssd RS-

RHEL 7 89 sssd.conf BE2ER=f (R LURIEEERMEFIMNGER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FHM .

({2PR RHEL 8.x/9.0 #1 Rocky Linux 8.x/9.0)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
full_name_format = %2$s\\%1S$s
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

BB SSSD %3F RHEL 8.x/9.0 #1 Rocky Linux 8.x/9.0:
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BT Tan< LUB A SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig =/ SSSD, %% oddjob mkhomedir LIFREERBIES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

IRIF Kerberos B2E WIEZ#%4t keytab X BT ELIEHBSEMEFHN:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEREEBEFASAIANERYIR. BT Kerberos kinit &<, UERAXERHARSIEH2E0
BT EYBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEEHBITIRERAS . RS (§) BAEARBAT (\**) #TEX, URRE shell Bit, ERLIFE
1, DNS &5 Kerberos {UH BT AR, EHRREAMREM. WRILHSHINGET, WA2ETRERKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERFPSMBIE A getent s LHINSHFHIBEREA LR NSS BELIE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRNEE. IRFTECEAS—HERK, B5LEMR getent a5 #1710,
SFNEREWNT:

o EKFIBERLH: DOMAIN\username
« UPN: username@domain.com
o NetBIOS s1&#&=: username@DOMAIN
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ZI05E SSSD PAM IRAR B EIEMELE, BFERAMUFIRERIFEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEHSIREMN uid SIZ TN Kerberos EiREE X!

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIEA B Kerberos EiEEEFIHNEREETERAFRTH,
klist
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6: 2% Linux VDA,

PBIS

THFER PBIS G

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

& PBIS R&ERAR T
chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS ik
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

N Windows 1 @aUigiiEHI S8 AAEE, MAGSHKREEENIETENFRMNEIER Active Directory BB K
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G T BN Active Directory 1 #9135 B 7. domain-name 733 # DNS & #%, I exam-
ple.com,

FR: E¥ Bash 8B HRZIA shell, 5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
hE—MTENNR. WEMANT PBIS # Linux +BNE2E M Fig+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FHREHEXLFMAR AD 5750 OU MiER. &N, REFENSZ.

WITAFR BHRRIE EI0iE PBIS 2R/ 6EH5i@1Y PAM ST B #ITE R LRI, EERURIRERNIZRPKFRER
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE N id -u 5$:&ER UID gIE T M Kerberos EiREEX

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

TEBTIHINANRIEESEMITEE 6. 2% Linux VDA,

$12 4. 2% . NET Runtime 6.0

£R%E Linux VDA Z &1, B3 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iHBAREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i=1T which dotnet &< &HEHNIEITRER.

RiEGSHE, RENET Runtime Z#HIXHEREZ. i, WRHSHL A /aa/bb/dotnet, B /aa/bb 1
7.NET Z#tHIx #FiZ,

S8 5. T Linux VDA #i{4&

1. %= Citrix Virtual Apps and Desktops T#H 5 &,
2. BFFiELhRAH Citrix Virtual Apps and Desktops.

3. BHRAHTHSEN Linux Z1ThRICEEE Linux VDA S8 LR B AFIRIE Linux VDA B+ SR SEEMR
GPG 2R,

EIE Linux VDA R4 BHITEN, BB AHRSAE RPM #IEERHEBITUTHS:
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rpmkeys --import <path to the public key>
rpm —--checksig --verbose <path to the Linux VDA package>
<!--NeedCopy--> " '°

HI% 6. L% Linux VDA

A LAIT R TR MR M LTSR iR AARIE Z#o

TR 6a: RITEHRE

1. (FIE) #ENEIRkRA
IRLE T FRITHIBIM MRZAA LTSR hiAEZ SN RHIRA, BEREMRA Z 5 HER,
a) f=ik Linux VDA IR
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

AR
£fZ1E ctxvda fl ctxhdx fRE 280, i&ia{T service ctxmonitorservice stop @< LUE
SRS FIFER. B, BMRSTFIFEFEENBHEFELNRS.

b) EN#HIRHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

AR
Eiz{Tm<, EERMHTEERR; ®E, WLl [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
MEIRGERR,

2. T# Linux VDA ##4-&1

#Z Citrix Virtual Apps and Desktops T#imiE, BFHERMARAR Citrix Virtual Apps and Desktops,
AREBFAFLUTHS Linux Z1TARICER Linux VDA &,

3. %% Linux VDA
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« XF CentOS. RHEL # Rocky Linux, i&%t&% EPEL #iEE, AEZHEMIIRE Linux VDA,
BxuMMARE EPEL WER, 1521 https://docs.fedoraproject.org/en-US/epel/ LR

WBiEA,

+ 7£ RHEL 9.0 #1 Rocky Linux 9.0 %% Linux VDA Z#i, &% libsepol # B E#H 2R 3.4

HE SRS,
o f£F Yum %2 Linux VDA %t :
%tF Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2
<!--NeedCopy—-->

33F RHEL 9.0 #1 Rocky Linux 9.0:

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.

<!--NeedCopy-->

33F RHEL 8.x #1 Rocky Linux 8.x:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.

<!--NeedCopy—-->

xtF CentOS 7 #1 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.

<!--NeedCopy—-->

o £/ RPM B B EIERRRE Linux VDA 3, 7ElbZ B, SRR TREIN :
tF Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.
<!--NeedCopy-->

RHEL 9.0 71 Rocky Linux 9.0:

sudo rpm -i XenDesktopVDA-<version>.el9_x.x86_64.
<!--NeedCopy—-->

33F RHEL 8.x #1 Rocky Linux 8.x:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.
<!--NeedCopy—-->

3+F CentOS 7 #1 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.
<!--NeedCopy—-->

.X86_64.

rpm

rpm

rpm

rpm

rpm

rpm

rpm

rpm
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RHEL 9.0 71 Rocky Linux 9.0 # RPM {&k#iI15 %K :

java-1ll-openjdk >= 11

icoutils >= 0.32

firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

libXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.,32.1
xorg-x1ll-utils >= 7.5

bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0

foomatic-filters >= 4.0.9
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cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
qt5-qtbase >= 5.5~
gqt5-qtbase-gui >= 5.5~
qgrencode-1libs >= 3.4.4
imlib2 >= 1.4.9

<!--NeedCopy-->

RHEL 8.x #1 Rocky Linux 8.x #9 RPM {&i#fii 5%
java-ll-openjdk >= 11
jcoutils >= 0.32
firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
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xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~

gt5-gtbhase >= 5.5~
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gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy—-->

CentOS 7 1 RHEL 7 #9 RPM & #iI%K:
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
TibXtst >= 1.2.2
pam >= 1.1.8
util-linux >= 2.23.2
bash >= 4.2
findutils >= 4.5
gawk >= 4.0
sed >= 4.2
cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 103



Linux Virtual Delivery Agent 2301

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbase >= 5.5~

imlib2 >= 1.4.5
<!--NeedCopy—-->

Amazon Linux 2 #J RPM &X#IM5I%K:
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
1ibXpm >= 3.5.10
libXrandr >= 1.4.1
TibXtst >= 1.2.2
pam >= 1.1.8
util-Tlinux >= 2.23.2
bash >= 4.2
findutils >= 4.5

gawk >= 4.0
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sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
libxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-1libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
grencode-1libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy-->

+ =

AR
BRIEARZAR Linux VDA 1589 Linux Z1ThRH Xorg hRAMT IR, ESIRARHKERK,

£ RHEL 7.x %% Linux VDA 5, 15T sudo yum install -y python-websockify
xllvnc &%, BMEFoh%EE python-websockify #l x1lvnc LUERSIEERFINEE. X
HHER, BERAERRIE.

FE6b: ARMERE (k)

AILAMSERTRIR N RAF LTSR RAARINE L.
AR
s AEMBRERES [etc/xdl THEEXH, EHITARZA, BESUEHXLEXH,

+ £ RHEL 9.0 #1 Rocky Linux 9.0 £#4k Linux VDA Z &1, &% libsepol %@ E#H 2k 3.4 HE
SRS

o BEA Yum AREMERE, BHRITUTIRE:
3+F Amazon Linux 2:

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->
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33F RHEL 9.0 #1 Rocky Linux 9.0:

sudo yum 1install -y XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy-->

34F RHEL 8.x #1 Rocky Linux 8.x:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

3+F CentOS 7 #1 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o EEH RPM REBEERIAREIIRG, BEHRITUTRE:
%tF Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

33F RHEL 9.0 #1 Rocky Linux 9.0:

sudo rpm -U XenDesktopVDA-<version>.el9_x.x86_64.rpm
<!--NeedCopy-->

34F RHEL 8.x #1 Rocky Linux 8.x:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

3+F CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

AR

MREEANE RHEL 7, BSMEET LRARGSETRUATSE:

1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force Lli& & IF # 89.NET Runtime &
(5

2. EFB5h ctxvda kS,

5E:

FRBEEEF B Linux VDA 1+ &,
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HB T7: =% NVIDIA GRID Kzpigrr

BF HDX 3D Pro ZRIEEEMHN EIEZFH VDA 1+ EH £ %% NVIDIA GRID Ezhig.

=

AE:
E3f Amazon Linux 2 /8 HDX 3D Pro, EAEINEZE NVIDIA IXshiER 470, EXEMEE, BEHEA
FHER,

EEREEIWEERER L ZRMEE NVIDIA GRID &4l GPU E188 (ENIRER), BRI TERE:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ZREMEE NVIDIA GRID k& VM Eapizkr, BHRITUTHE:

1. WFRERE VM ExiHl,
2. 7£ XenCenter #1, 73 VM 58— GPU,
3. B&h VM,
4. 73 NVIDIA GRID IrshigF & VM:
yum install gcc

yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. &R Red Hat Enterprise Linux >3#4s iy B %% NVIDIA GRID IE&hiER.

i

pE
Zit GPU REiEFHAE, ASMRIEEEEIAZE (no).
BE.

#/2A GPU Bigfs, TABi@id XenCenter i3 Linux VM, {EF SSH #1TiE#%,
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nvidia-smi

e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[m e o - +
GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
‘===============================+======================+======================|
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150W | 19MiB / 8191MiB | 0% Default |
e o - 1
- 1
| Processes: GPU Memory |
| GPU PID Type Process name Usage
| ============================================================================= |
|  No running processes found |
- 1

NERGEFHNRE:
etc/X11l/ctx-nvidia.sh

DRSS BENZ EMIEITIEE, EFEEEMH NVIDIA FaE, BERIEVAIE, &R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” /= @XM ITIE(F.

1% 8: EE Linux VDA

RERBEG, BIETT ctxsetup.sh BIAREE Linux VDA, FUITEMERZEI, ZBIAEKWITRE, WRFIE
KM ELLE, NEVE, AIUENEINETZASUERIEE,

A IR R Feha T4, tHal LISRBFLE BN BEhaiTHIZAS, 4482(Fal, BEEZHIANEREE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
R E

BTSRRI EMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
BoificE

BEREN, BIMRTERMREMAFIFENED. NRAFENMELEENEE, WEAFIRTEREERAER.

XPBNFREERE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#55%E Delivery
Controller &, BIAERTIEEN N

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tia=1& 5 FRHI Delivery Controller 2¢
FREHZ (FQDN) IR LUABT A Delivery Controller i3, #AZELisE—1 FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRIA R %O 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - £EzhitEH/EE5 Linux VDA BRS. BIMERT, ZERER
Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZER 5 N\FMLIEEET RA XK, &
B LE RSB ASEF BEDA Linux Virtual Desktop HTFAFEHRO (BAIAAIEO 80 #1 1494) . BINER TR
gRY,

+ CTX_XDL_AD_INTEGRATION=1| 2| 3| 4|5 -Linux VDA R Kerberos A2 &i& & A Delivery
Controller #1785 %3iE. Kerberos BBERIER S LELREMNEEER Active Directory ER T AWE, I8
EEFEHABEZZHM Active Directory /A4

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %1% HDX 3D Pro, X2—% GPU m&E#AR, SEMRKE
R R N REF R EIAMEK T, SNREET HDX 3D Pro, MEXR VDI £&E (BxiF) #XEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - EREHItBNEENEAREXTHEE (VD) ERABHEZRER K
B, 3$F HDX 3D Pro 1%, BILZEIKEAN Y. BRINERT, HEEIREN No

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &Il LDAP 5528, Ei& DNS #BRERRH!
AEHIER, MIEE DNS mZ#. RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #=iff DNS sk . I LDAP AR53 28, #N% DNS
TiER Mt LDAP RS IER, B URHEUZ®R 2R LDAP FQDN (% # LDAP ixO) &k, #i40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEIGEEHFHE LDAP RS, IIRE x MREMy
LDAP AR$528, Linux VDA B3 HIT X I Y REH. MRRANEBIHRE, RIEERAERIKK. ER
FER LDAP &1, FEETHIR EERALBER, HISHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 7 Active Directory & 1R 9 1%
RERZEIW LDAP (g0, DC=mycompany,DC=com) ., AR SEHEMEE, TLUIETEEEM
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZEEHN <none>,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 109



Linux Virtual Delivery Agent 2301

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 383EBRS (FAS) BREZ 28281t AD AKREEE M,
Linux VDA Rz #F AD 4ARES, BERIUBARMELUS S ORI FAS IRSBMTIR, IRFSHMSTE AD A
B RENIRFEER. NEMERT EMARS (ML, EFER <none> XAFRHRIEXHETH, HFATERE
MRS RMIIRNEF. B5 FAS RSBV EHRBE, HREMMNIEOSSE FAS RESR LIEEMHAS—
B, 0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % NET Runtime 6.0
LUz issiy Broker IBARSS (ctxvda) MR, ERINEREZER Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {s T EHZ i FE AN
GNOME . GNOME Classic 5 MATE £ EifiE, MRKIEETE, NFEHA VDA LY ENEE, B
2, MRYTREMNEmA MATE, NIXTRETEEIZEN mate,

TR LB e A TS BR BN BIER A WK EIFE:

1. 7£ VDA t#s SHOME/<username> BR FglE—1 .xsession & . Xclients . MRE
EAME Amazon Linux 2, &gl .Xclients X, IREEEFEHAHMEIThR, BeIE—
.Xsession X4,

2. {HHE . xsession & . Xclients XHLUEESEIFE,
- WF MATE =&

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

3. SEHRIERFHEE 700 XHR.

BhikZs 2209 €2, RIEAFPATUBAEXHEKEIF R, 4R VDA EREFIMVIEIFE, FEERALL
BB AXBAER, BENESIERAF YD EEXREF R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/custom-desktop-environments-by-session-users.html

Linux Virtual Delivery Agent 2301

+ CTX_XDL_START_SERVICE=Y | N - HEREE5A Linux VDA BBE/E/E5h Linux VDA BRSS. BIAMER
Yo

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0y Citrix Scout WEHZFiHO. BiAimOr 7503,
« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout i@589i%0. BIA#OR 7502,
REMR TS HEITIEEMA:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBERRETEEXBLAECZNF shell. HMNBIWEEAFENSSHME
#1/bin/bash {ERHE—1TREIZ shell B,
F5, ERLUERRN SR IEERBESH:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
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CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIECEFMAYERR, BFREH Linux VDA R,
SR IFRl, BERIMENEES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE:

LA S MEBUREMIBRFA B BCE 28, MiMfE Linux VDA A fER.

RERE

ctxsetup.sh 71 ctxcleanup.sh A EZEHE LETHIR, HEHEHMEESANEEHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXRAEN.

S 9: 517 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lie# Linux VDA FIEEENEREREN#E. &XiE4H
58, E21A XDPing,

41 10: i=17 Linux VDA

i/ ctxsetup.sh HIAEE Linux VDA /&, TTLUETA T an<3kiEH Linux VDA,
B Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{21k Linux VDA:
{21k Linux VDA RS :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AE:
#1121k ctxvda # ctxhdx [RE 250, #EE1T service ctxmonitorservice stop m<Ll(E
LES MRS TIPIER. BN, MRS TIFEFBEERBIEFEEMNRS,

E#H A Linux VDA:

BB Linux VDA BRSS :
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sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

## Linux VDA B9RES
ERZE Linux VDA BRSBIBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

SE11. IRHBENER
BUERITEA B RAAM Linux VDA it BB 2 5E 58 Windows VDA 757E£ M. B XA TFEMXEAESHIEMIE
AEVRER, FERCETENERMEETEIE R

SIEEE Linux VDA HENMITEN B RESEIF—ERE, F5Z32FRTH Windows VDA i+EHEIZITEN
BR:

o WTFRIERSE, BER:

- ZRIERFRFED (WFREHZREMER),
- BRERERSER (WTF VDl TAKERGERE),

o BENER—MENBRPEAEA Linux #1 Windows VDA it &#l.
AR

SHRRZAH Citrix Studio FZ#F “Linux BERSA WS, B, %1% Windows Server 2{FRZZARS
BRFAFENZFATERARERZIETER, % Windows SEIRFRAHKEIRIFRALETNE R TE
BETEN— AP AEE,

e

LB EMPRAITENMEFIMAEI Active Directory 158t , IEMPRIBRZITENHEESIFMNIEHENER
#,

SE12: SIER(IA

BIERRZMSAMRMES Linux VDA IHEMAIHEN B RIEES Windows VDA BN/ LFEE, B XINATERMIXLE
ESHEMFAETIREA, FSEEZ A,

BUEEH Linux VDA I+ HE 1 B R ATAR @G TFRE:
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o WIRFTE AD BRFAEEHREE, sEBERE Linux VDA itEH.
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows iHEHHITENER.

BE:
Linux VDA 1.4 B ERA LN AERF. B2, Linux VDA A% SEM N BIZFE R MAERNITEN.

BXRNAIETENERMRGHNEE, 1521 Citrix Virtual Apps and Desktops 72212,

7z SUSE Fzh% % Linux VDA

February 9, 2024
BEERR:

WNFeHRE, HBVNEERBMREFTRERE., BMREANNES, SAXPFRNFHREMLL, &
FEF i,

$IE 1. HEEEEEEM Linux i8]
#% la: BxhYaST TA

SUSE Linux Enterprise YaST TERFWRERARNITAHEENEE,
BEnEFXAER YaST TA:
su -

yast
<!--NeedCopy-->

ZREohETF Ul B9 YaST T8, ERITUTRE:
su -

yast2 &
<!--NeedCopy-->

S 1b: BEEMNRERE

UTEIRNE T IOMEERE Linux VDA EANSHMELILBENIRS. WEREED YaST TERTT, MARERAEM
7%, Ha Network Manager. IATF#BANBNRMEHAET Ul 9 YaST TEMNIER. el UEREF AR YaST
I8, BSMAEHEERRE, WHASRENE.
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B XM A EZFY (DNS)
1. B=hEF Ul YaST ITE,
2. EBRRGR, AREENEKIRE,
3. 77 Hostname/DNS (E#1%&/DNS) %,
4. 71 Set Hostname via DHCP (& DHCP &#EX#&) % no (&) &M,
5. 7f&ek DNS BEE R {E R B E X HRBRET,
6. REUTHE, URMFAENMEZILE:
o BRSNS - FIITEMNE DNS ENE,

o ZINARSS2S - 7NN DNS ARS3284Y IP sk, J@E R AD 3T HISIR IP it
o HIRRTIK - A0 DNS =&,

~

. Bk /etc/hosts XHHMUTTLUESE FQDN FEMBERRIHNKE:
127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
AR

Linux VDA ZiFiR3%#s NetBIOS &#f#&if. Eit, EHMEREEL 15 MFRH

'

REEERFR a-z. A-Z. 0-9 MEFH (1), BBREATIEL (). SENEMTS. ENBEFEURFHXMN

PUEFRFER. EHNERT Delivery Controller £#1%.

REINZ BIEFNRIRERSEBHLIR:

hostname
<!--NeedCopy-->

I aS(OREITENMENE, MAEEETLREEE (FQDN),
3IE FQDN IRER B IEHILIR:

hostname -f
<!--NeedCopy-->

Itas <R ETEHE FQDN.

KEZTRARSTIAEMNE  HIART LAY FQDN H3digiz%12840 Delivery Controller $117 ping 1&/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn

nslookup delivery-controller-fqdn
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ping delivery-controller-fqdn
<!--NeedCopy-->

WMRFT AN FQDN 8 Ping B ERE—ItEN, BRREEXTE, AEBYLE,

FB 1c: BCE NTP ik

#:37 VDA, Delivery Controller #ligiizHlgs 2 [BIRIET AL ERRIP EXEE, 3§ Linux VDA B A EHIM (VM)
TRELSHNMREERR, HFIEREE, SEFERTE NTP BRSRFRFNERES., BIANTP B EEEF—LE
o

x$F SUSE 15.4:

1. BshEF UIW YaST ITE,
2. EEWERS, AEERE NTPECE,
3. 7z Start NTP Daemon (=) NTP sFiP#2F) #85), %8 Now and on Boot (U7ER5ISHY),
4. REREREFENS.
5. RIBFEHRMNTP fRES28. NTP IRESEEIEETE Active Directory igizilas .
6. 7£ /etc/chrony.conf FRMHRIERLUTIT (MREE),
include /etc/chrony.d/*.conf
w48 chrony.conf 5, EfEsh chronyd BRS.

sudo systemctl restart chronyd.service
<!--NeedCopy-->

$12 1d: %% Linux VDA &zt

AT SUSE Linux Enterprise B Linux VDA & F LU TG

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 SX&E &k A
+ Cups 1.6.0 XEEHRA

+ ImageMagick 6.8 FEF R4S

ANEFEEE  BRT ImageMagick Z25b, BIERIUME S FMEEFRINAS BB ENREE. BRI ImageMagick
WEE, EER YaST U TH<EA sle-module-desktop-applications =f&E:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64
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%4 Kerberos i &% Kerberos &/, 1£ Linux VDA 5 Delivery Controller 2 i@ SE X A S5 503E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos & IBERE k¥t TFr{E AR Active Directory /A%, ESII TEMRA,

%% OpenJDK 11 Linux VDA Z3k7F7 OpenJDK 11,
ER%# OpenJDK 11, BEEBETUTEHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

LTREFIEEEFEANKIEE (FA—IMLWRMINEE, BRT PostgreSQL 4b, EEATLAGEA SQLite, %% Linux VDA
RHaE, SHaiEdREE /etc/xdl/db. conf 7 SQLite 5 PostgreSQL Zalift. XWFFahRsE, HM
FFoh% s SQLite Ml PostgreSQL, AEAREIEXAE 2Bk,

BEBRABNA T WL PostgreSQL #1 SQLite #iEE LUK INEHEE B AR EIERE.
AR

FAEENT VDI #E36EA SQLite,

L% PostgreSQL E%% Postgresql, EaTUTaH2:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

BRAEBETU TS UEITENEaE B5h PostgreSQL & LAISEh:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

24 SQLite  ¥IF SUSE, BIEfTUTa< %% SQLite:

sudo zypper install sqlite3
<!--NeedCopy-->

IEEEEAMNMIEE %% SQLite. PostgreSQL sifE 2 /5, FIMERE Linux VDA R+ EBEHIE /etc/
xd'l/db.conf RIEEBFERINIERE, A, BRAUTHE:
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1. 817 fopt/Citrix/VDA/sbin/ctxcleanup.sh, MREBELHRE, NABLILE,
2. 458 /etc/xdl/db. conf LiEEBERINEIERE,
3. BfT ctxsetup.sh.

AR

I UER /etc/xdl/db. conf EE PostgreSQL MiE O S,

TR 2. EEEINEEER

T M EDYERERF L Linux VDA HE VM ETTH, REFH—LEN. RIBEEEANEMNEERRZF TS
LT ER, WMREFRNEN LIZTT Linux itEH, WEBFHERES.

&%E Citrix Hypervisor A a]E):5 a0

MRBAT Citrix Hypervisor Bt EIEF Ihak, &N FEPMEE Linux VM 5, f&#8=@%) NTP #1 Citrix Hypervisor
WiaE, HELXEBERANM. MERNHSHMRSSERAS, BERES Linux RETHWARZNHS NTP BF,
XMERAERBATNNERY, THE HVM EX THITERER.

MBI ETEEITHEEIMEM Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IhaE
BEEFE, UREEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1H#<$iRE 0 8¢ 1:

- 0-HiERFPIEERH, BXHER.

o 1-ERESIHEECRA, TERBEMIEE.
R [proc/sys/xenf/independent_wallclock SXER7ZE, WAEEHITUTSE,
MRERA, BREEZXHEAN 1 REMAIERESIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BEFERERRAKAER, HEEMSHENAEN, ERE [etc/sysctl.conf SXHHFMLUTIT:
xen.independent_wallclock = 1
EINEXYEN, BEMBRS:

reboot
<!--NeedCopy-->
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BEfEsIE, RIESERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

&£ Microsoft Hyper-V L g9itia]E4% a)t

247 Hyper-V Linux £MAESH Linux VM BIRE Hyper-V B8l E1 % ThAERER T NIRERSHNE. HRESR
GESAAREIREISE, SE—ERALAES NTP RS,

NERRFRSH:

1. #T7 Hyper-V 1238558,
2. 3F Linux VM B9i& &, 1% Integration Services (£mRS).
3. HRE%ERE Time synchronization (BSEIFEY).

F=3

=
It 7AE5 VMware #1 Citrix Hypervisor RE, X@f~=maZAEHNEIRS I, U%S5 NTP R4 HR,
Hyper-V itjalR$ IS NTP BalRS £EH b

&5 ESX #1 ESXi LHET BRI a7

MRBAT VMware BHEIESTHEE, FEEMNFEIMEEY Linux VM B, EHBE NTP FEiM EREF 8, &
EMRERT KRR, NEENHPSHMIRSETRY, BRE Linux RERFNRENSS NTP AP, XMER
ERZEAENHERD.

WMRIFFEIETEET VMware Tools FIHE#ME Linux %

#T7F vSphere Client,

448 Linux VM 1§ &,

£ Virtual Machine Properties (FEEi#EM) 3HEES, FT7F Options (G£M) &M+,

7% VMware Tools,

£ Advanced (F4) &, BUHiES Synchronize guest time with host (5EHEFEFE),

ok wnoe

#1Z 3: ¥ Linux VM 710% Windows 15

WUTFAFERT AT Linux itEAFRINE Active Directory (AD) #:

« Samba Winbind
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+ Centrify DirectControl
« SSSD
« PBIS

RIEFMEN TS %, IREHRITIRIF,

AR

73 Linux VDA rradzsstitk =0 AD a9tk A ERERNAR B8, SIERAIESAK.

Samba Winbind

A Windows 1 ezt S8 malifin), HEESAEEEREIHENRMEHA Active Directory APtk

P

. BN YaST, #EMERS, AE%EE Windows R &1,
. ETURER:

o s T1E4EIE A Active Directory iSR9Z FRaigizHI2889 P #itlt, MREE AKE,

« % Use SMB information for Linux Authentication (3 Linux B{383iE#R SMB 58).
- % Create Home Directory on Login (& RESIBEER).
- 3% Single Sign-on for SSH (3 SSH FERAEEER).
- HfRKRiks Offline Authentication (BRHZHHIE), HEMS Linux VDA TFEE,

. BEHRE. MRARRTEREZLRGE, F2E Install (£F),

. WNRILEEEFIZE, WEREREEMNE. BH.

. HIUETRE, BABSEHENRNIENEBFRNERE, AGREE OK (HBE).
. FoiEHBHMRSHEMBIITEN. HINENEENBITEN:

su -
reboot
<!--NeedCopy-->

WIEEMESH  Delivery Controller ZRFrE VDA it&#H1 (Windows #1 Linux VDA) #Z7E Active Directory
HE—MTEHNR,

iz1T Samba 19 net ads &< LU ENEE SN

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEM T BN RER !

sudo net ads 1info
<!--NeedCopy-->
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1iF Kerberos ifE HRRS keytab XA REELIBH B SEMER:

sudo klist - ke
<!--NeedCopy-->

¢ BREMEFEMESBBREAASTTANERYIR, B1T Kerberos kinit &<, FERXLEEAREITHEER
BT ENBISH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAAABRUTIEERIAT, RS (§) BAEARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS &5 Kerberos U &#AR, BWRERTHEM. MRILHSRINET, WRKERE@HEL,
BEBUTHLEIETEKAR TGT REEETF:

sudo klist
<!--NeedCopy-->

BEAUTHSEETEKAIFEES:

sudo net ads status
<!--NeedCopy-->

AP SMIE /A wbinfo TERIFEEZTEIREIBRAFNE®%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 52, AR Kerberos §ugi&#. 33F bash shell, ¥FERF—MREMIITRAMT (\) FRI#H
THEX, HLREI—FMINHEKIE S,
IiE Winbind PAM 23 B ER T Eff. Ait, EERAUEIRERTHIZA A ERE Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5$REM uid SIE TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BIEAF K Kerberos RIEEFHHNRIBRTEMERTH:

klist
<!--NeedCopy-->

BHZE,
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exit
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGEHRERITSE 6: %% Linux VDA,

Quest Authentication Service

FEEGHRLEE Quest BELEEEHEHEZLLEHRET Quest i, MEERSEENR, BNE
Active Directory Ha|EHENNNR,

AFFHAFER Linux VDA HEH AT iHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

7£ Active Directory BF T ENEEIEHI&H, RZAFKFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&5% GID #S) && NEFREAFANA ID,

> wnh e

=

E

XEGARSTIREEAR, UEMIIIUERERG. RDP. SSH siEMEMITZNIHITER.

7% Linux VDA tF2E Quest

FoE VAS sFiriEF WS AHETFF B5h4ET Kerberos ZEiRThag, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

I SR ERITIEFRIR S 9 /B (32400 #) , BILERAIARY 10 /NYERIBESREERE 1/, BESREEGARBENR
4% Lig BERIENE,

fcE PAM f1 NSS EFA&ET HDX #iTMEs AP E R UNEMARS (FI40 su. ssh #1 RDP), &F&hEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFIHENMAN Active Directory iHEEIHAF. domain-name Ji%#) DNS &#5, i exam-
ple.com,

Wirtm R &1 Delivery Controller EskFr VDA i &#1 (Windows 1 Linux VDA) #E7#%E Active
Directory fE—MIENNNR, BWIEMAT Quest B Linux HENEEFMTIET, EHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, a<LREEHSZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFBHMEIE  WiE Quest G RILLEE PAM 333 AP #1TEMIIE, ALk, EFEREIRERIHEEF kP
ERE| Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFRE N id -u 5<$RER uid SIE TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

BE#ER Gnome g{ KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,
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Centrify DirectControl

A Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin @< Linux it &I
Active Directory i3:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERIGITENIN Active Directory 15894E{a Active Directory 1B~ . domain-name 2% Linux it&
10PN Spe =0k it

WiEEE S Delivery Controller 2k VDA it&#1, (Windows # Linux VDA) #8Z7£ Active Directory
PE—MTENN R, BRIEMAT Centrify 89 Linux BB FIEP, ERITUTIRE:

sudo adinfo
<!--NeedCopy-->

I5F Joined to domain EEEE MUK CentrifyDC mode 2%iR[E T connected, MEERMAEELEER
shiRES, WIZREA Centrify EF R8T 7RSS SRIEZRR SR IIER,

BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos ARSHIER.

adinfo —--test
<!--NeedCopy-->

ERTEMNISEEAEAITS T 6 %2 Linux VDA,

SSSD

WRETE SUSE EER SSSD, BRI ER 53 R AR B # TR (F. WD EEE X WMAE Linux VDA i+ &M DN
Windows 1595 BB A ANMAIEC B Kerberos B4 18ERNIES.

27£ SUSE £i&& SSSD, ERRIUTHE:

IASEFHEIEEMN keytab
73 SSSD EZE PAM

1®E& SSSD

BRI SSSD
ISR 53 B 19

ok W
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6. I%iF Kerberos &
1. Wit &35k

mAEFHIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 89 Active Directory B inIh#E,
AR AER Samba 7%, EECE SSSD 281, ERMUTESE.

1. =1E#2 B Name Service Cache Daemon (NSCD) srP#i2,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. ®EEHRZFM Chrony BHERE,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. RERABMATURMEE:

sudo zypper install samba-client sssd-ad
<!--NeedCopy-->

4, Bl root BREW4EE /etc/krb5.conf X, MsiF kinit LEREFSBRE#HITERE. 7 [libde-
faults]. [realms] #1 [domain_realm] &/ FHRMUTEE:

=

AR
RIBER AD ERILMELE Kerberos, UT&EERAT 8. SMIER,
[Tibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fqdn-of-domain-controller
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}
[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm 2 Kerberos i 93 #, f5l40 example.com. REALM 2 A 5 #9 Kerberos %33 & #, 140
EXAMPLE.COM,

5. LU root AR BH44E /etc/samba/smb.conf, LA net LHAERFSBIMEHITERE. BUTEE
#inzl [global] Z85:

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain 2 Active Directory 15#9&%2 NetBIOS &#5, i EXAMPLE,
6. &% /etc/nsswitch.conf xX#Hay passwd F group & B LUIERTE A ARS8 SSSD,
passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. EAEEEM Kerberos B IH LI EIE R & 141 BARE#HTHHIIE,

kinit administrator
<!--NeedCopy-->

8. M net TABRFRBAAMNEHERZES Keytab X4,
net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U

administrator
<!--NeedCopy-->

77 SSSD F2& PAM 729 SSSD BCE PAM Zai, BRENEHATHNREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->
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¥ PAM RRECE Jyil@id SSSD #1TRF BHIIE, HARAFPEREIEEBER.

sudo pam-config --add --sss
sudo pam-config --add --mkhomedir
<!--NeedCopy-->

®E SSSD

1. Uroot AR &4 /etc/sssd/sssd.conf, UaiF SSSD sriFieE S BARE #1785, sssd.
conf BBETRH (AILURIEZEERMEAIMNIER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD s-ide

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive
<!--NeedCopy-->
domain-dns-name 2 DNS &%, i example.com,
AR

ldap_id_mapping i& &% true, LUE SSSD 7 & 1 553 Windows SID 5t %) Unix UID, &I,
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Active Directory % Figem512 Mt POSIX " Bi2F. & ad_gpo_access_control &5 permissive
BBALE Linux £iFHITRERHEIR. 527 sssd.conf #l sssd-ad WFMT.
2. 3 sssd.conf B XHFIENRFIIE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

BRI SSSD  BEITUTHSTURRSRBMNEAHER SSSD FirigR:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

WIS A R 5159
1. iz¥7 Samba i net ads S<URIFIHENEREEMNE:

sudo net ads testjoin
<!--NeedCopy-->

2. BITUTHLRIESIMNIEHMTENNRER:

sudo net ads 1info
<!--NeedCopy-->

1F Kerberos i2E HRHRY keytab XA REELIBH B SEMER:

sudo klist -ke
<!--NeedCopy-->

e < BEREME AR TS BNEFASATBNERIIR.
=17 Kerberos kinit &<, MUERXLRARNTHISRIIEITENNSH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBIIBERAT . ETHS (§) BAEARKAT (\**) #TEX, UERE shell Fit, ERLIRE
#, DNS i#& 5 Kerberos (UHZ#RRE. EHRERTRER, MRILHSHNET, WF2EREFREL.
BEAUTHLEIETEKAR TGT RiEEETF:

sudo klist
<!--NeedCopy-->
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE kst <RER Kerberos BIBRGERTZAFHEHRITH.
B root AP &%, WIEREZERFEMN 1d —u HREM uid BIBBN N EZIBEE X :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 A LURITRMATNIR. E#TEIMANBRIEGHRERITSE 6: %% Linux VDA,

PBIS

THFER PBIS FE  filu0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REfIAA AT FlUn:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i3 Uiz Hlgs 4 maifinl, HAEKAEEERGITENRIMEI%A Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user A BRI EM AR ME Active Directory 1H #9315 FH . domain-name 71 DNS & #5, 10 exam-
ple.com,

R E¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikl A & Delivery Controller E3kFrE VDA i+ E#l (Windows &1 Linux VDA) #E17E Active
Directory BE—MIBENNR. EWIEMAT PBIS 8 Linux iBNEEMFEH, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE MK, S RREHXHFIMAN AD 51 OU MiER. &N, RETENSZ.

WIERAFP BMIIE  RIE PBIS BT EEMSEE PAM AP #1TH M. Altt, EERLEIARERS AP K
&3 Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIFEE N id -u &$RER UID g1 TITHA Kerberos EiRERE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEHRITEMMANRIEESSEHITIE 6. 2% Linux VDA,

S8 4: 2% .NET Runtime 6.0

£%R% Linux VDA Z &, &8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,
%% NET Runtime 6.0 /5, 1T which dotnet ¢ &R EHIEITAITER R,

RiEH<SHE, RE.NET Runtime Z##IXHEEEZ, fla, MRSt /aa/bb/dotnet, &M /aa/bb £
79.NET 2353 &2,

$I8 5. T Linux VDA #i{

1. #7% Citrix Virtual Apps and Desktops F# 5o,
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2. BIFIEZhRAH Citrix Virtual Apps and Desktops.

3. BEHEAGTHSER Linux KITARILEA Linux VDA 48 UK =] B FIIE Linux VDA R ERISTEMMN
GPG %R,

EFEARARIE Linux VDA REEMTEMY, EEAHSNE RPM $UBERHIZTUATHS:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

$IE 6. L% Linux VDA

$IZ 6a: HFHIBARE

WRLEET BRICHIBIFMNhRASF] LTSR A 2 SN RHRRR S, 1BTE REARA Z 5iiG HENE,
1. {1k Linux VDA fRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

2121k ctxvda # ctxhdx RS 2 /i, #EiE1T service ctxmonitorservice stopis
USRS TIFER, SN, BRRSTIFEFBEERBEELENRS,

2. ENFHERME:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BERR:

XFMEHRBFA MRAHTA R

AR

ZAIU7E [opt/Citrix/vda/ THEIBRENHE M,

BiEfTHS, TEIRMETEREFE; &, LakiE [opt/Citrix/VDA/sbin #1 [opt/Citrix/VDA/bin FHinz &

FERiZo

$1% 6b: %% Linux VDA

R Zypper &% Linux VDA x4:
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sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.

<!--NeedCopy-->

£/ RPM BB E1R 234 Linux VDA #s:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4& Linux VDA (F]3%)

AT LAMSERTEIRE N hRZ<FD LTSR MR F R INE =3,
AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BSHEHXLEH,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #y RPM #1151 3R :
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25

rpm
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libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~
1libQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

BERTR

EAEREERBR Linux VDA 1+&E#,

HB T: =% NVIDIA GRID Kzpigrr

[BF HDX 3D Pro ZRIETEEMH EEZFH VDA 1+EH £ %% NVIDIA GRID EzhiE.
EERTEEIWEERRER L ZRMEE NVIDIA GRID &4 GPU Ei88s (ENIRER), BRI TERE:
« Citrix Hypervisor

« VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID K& VM EKahigrr, EHRIT TENEITE:

1. HREKE VM BXiF,

2. FEMNEEEFERERT, VM DE—1 GPU.
3. B&sh VM,

4. £ VM LRERE VM BKahigr.

$1% 8: EE Linux VDA

RERGEGE, BMEiT ctxsetup. sh i4skEEE Linux VDA, MIAMBEERIERZ A, HRWIEFE, HRBR
FRIERBIEERE. NELE, JUBNERETZHEUENEE,
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AR R FENEITHIZA, thal LIRAMCEENIAN B STz, HEUR(FRT, BERZMANTEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RECE

BITaRTEMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BmicE

BEREN, BIMREERMREMAFIFENED. NRFAFENMELENEE, WEAFIRTEREERAER.

SFNIFRTEEE:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z#5fEf DNS CNAME i2R$5%E Delivery

Controller &, ZNBERTIEEN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tEH=1& 5 kR0 Delivery Controller &2

REEE (FQDN) 7IRUAT® Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP in O (ERIA RO 80) 5 Delivery

Controller &fs.

« CTX_XDL_REGISTER_SERVICE=Y | N - £ E5hi+EH/S/E50 Linux VDA BRSS. RIMER T, ZERER

Yo

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA AR$3ER #iF5 AR IEIZ @I RAR AIE, &

B AERGRAASEREGNA Linux VDA FTHFAFREO (BRI 80 71 1494) . BABERTIREN Yo

+ CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 -Linux VDA ZxfE/ Kerberos E2&i& & Delivery Con-
troller #1783k, Kerberos EEEIRIBRSA LEREMBEEEM Active Directory ERTEMHE, I8EE

i B35/ Active Directory a5 74:

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE

BN EEFNEPME KT, WR%E T HDX 3D Pro, ME R VDI £ (#24iF) ERAEE VDA - (A
CTX_XDL_VDI_MODE=Y),
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+ CTX_XDL_VDI_MODE=Y | N - $+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 31, BHERBIREN Y. RINERT, LTEIRERN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, E¥#& DNS BRERRE|
AL R, MHEE DNS thm &, BINERT, KEEIEEN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk &I LDAP AR$3 28, #N% DNS
LA M LDAP RS IER, B URHEUZ®R 2R LDAP FQDN (% F LDAP i 0O) &k, 40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEREHFHE LDAP RS2, IIRE x MREMy D
LDAP AR$528, Linux VDA B3HEHIT X R Y REH. MRRANEBIHRE, RIEERAERIKK. ER
FER LDAP &1, FEEEHIR EERLBER, HIGHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIRE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& B /5 Active Directory i3 iR (v 12
RERZE W LDAP (40, DC=mycompany,DC=com) ., NS E R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com)., EIAERT, LLLZIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 28281t AD AKREEE M,
Linux VDA R3z#5 AD A%EE, BEF LIEBCAREINS S 2R FAS RS ENTIR, IMFHASE AD A%
BEPEEMNIRFEHER. MRMRTEMARS (MU, EBER <none> XAFHREZHETH, HEXERE
AR BEMUMIRE, B5 FAS RS BIEMRER, BHAEWMMNEOS 57E FAS IRS#E LIEENIKOS —
B, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUz i%siy Broker IBARSS (ctxvda) MR, BRINEREZEH Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} E EE S EHFERAN
GNOME . GNOME Classic 5t MATE £ Ef iR, MRKIEETE, NFEHA VDA LY RENEE, 8
2, MRYFREMNEmA MATE, NIXTRETEEIZEN mate,

BRI LB e TS BREN B g AP NREFIE:
1. 7 VDA k& SHOME/<username> BER FoIE—1 . xsession X%,
2. 4558 . xsession XHFLIEE REIFE,
- &ATF SUSE 15 1) MATE =&
MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- EFATF SUSE 15 t# GNOME Classic &

GSESSION="$(type -p gnome-session)"
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if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- iEATF SUSE 15 £1 GNOME &

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEHRIERFHEE 700 XHR.

BhiZs 2209 2, RIEAFPATUBAEXHEKEF R, LAURmE VDA EREFIMVIEIFE, FEERALLI
BB AXBEAER, BERNESIERAF DN EEXREIF R,

« CTX_XDL_START_SERVICE=Y | N -7£52/& Linux VDA B2 &jg, 2T E5 Linux VDA RS, RIMERT
KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0 Citrix Scout WEHZFiHO. BiAimO7 7503,
« CTX_XDL_TELEMETRY_PORT - ¥ 5 Citrix Scout i@589i%A. BIAFOR 7502,
REMRESHETIEEMA:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
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export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B17 sudo <R, A -ERTUARMERBR T EFBLAHGEMNH shell. RINBNEERTEMNHSHME
#!/bin/bash {FRHE—1TREIZ shell B,

S, BRI LUERRE N RIEEFES
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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HIFRECE B

ERELEERT, EuEEEMRR ctxsetup.sh B3I BBFFEIER, BAREE Linux VDA 36,
PRETIRVERT, BEBEIHIANENEER:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECE S K-

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BERETR

LA S MEBUREMIBRFR B ECE 28, MiMfE Linux VDA A fER.

RERE

ctxsetup.sh f ctxcleanup.sh fiix=7EizH g LR REIR, HEEMERS NRBEBRSEX4:
/tmp/xdl.configure.log
E#Esh Linux VDA BRSS, HREREN.

$& 9: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREE @, &XiE4H
55, EB1A XDPing,

41 10: i17 Linux VDA

/8 ctxsetup.sh iiZEE Linux VDA 5, aJLUETTIATa<RESl Linux VDA,
50 Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{£1F Linux VDA:

2121k Linux VDA BRSS, iBHITUATIRIE:
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
=1k ctxvda 1 ctxhdx fREZ#i, 1517 service ctxmonitorservice stop m<LlE
SRS TIFER. TN, SRS TFEFBENRBNEELENIRS,

EFESH Linux VDA:

=250 Linux VDA RS

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA R&:
ERE Linux VDA [REBBIEITIRE, BHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

SE11: gIRHBENAR

BRI ENLE RAAM Linux VDA itEHBZ 2 5E 48 Windows VDA 7 3E£ M. B XINATEMXLEAESHIEME
MEVIRER, BERACEITENERMEEITENE .

BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:
o WFRERS, HER:

- ZRERERSET HTFREHZEERAER),
- BAERAERSET (3T VDI EEEEFER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEiEN— AP REE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

SR 12: SIEfIA

BIERSEFARINE S Linux VDA i+ EHEIHENE REEES Windows VDA it EH/LFHERE, B XIETEMXLE
ESHEMFAIREA, FSEEZ A,

8 E%F Linux VDA it B4 B RHTAR S EIGA T RS

o WIRFTER AD BRFABEREE, BJUERE Linux VDA itEH.
s BIAFRESHRIEN (BER) AFRER.
o BENERMMGHEFENEE Windows itENBIHHENE R,

BRI
Linux VDA 1.4 REBRAZ LGN AER. B2, Linux VDA R SEMNRER R A AERNITEN.

BXRNELETENBERMZAANESE, ESF Citrix Virtual Apps and Desktops 72212,

7£ Ubuntu tF5%% Linux VDA

May 8, 2023
BEIRT:

WNTFERE, BNEEARMLTEUHITRERR, BINREENNXNET], SAXPFROFHREMELL, EF
2T,

S8 1. #EREESMN Linux itE

$IE la: WIEMEEE

HBREERHEREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

MEEMEARZ Ubuntu 18.04 Live Server, EHEIZE MR 2817 [etc/cloud/cloud.cfg BEoE X HFH LT E
.

preserve_hostname: true
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S 1b: KEFHA

HHREHBIBRSITENHNENS, 5EK [etc/hostname X, FEHNXEEITENHNENSZ,

hostname

S8 1c. AENBHEIFEIE
HRIT BN DNS HE2MT LB EHZ (FQDN) EftiEERE. HiAREHN [etc/hosts XHHLUTITURE
FODN fIENBERNFREI&ZE:
127.0.0.1 hostname-fqdn hostname localhost
fugn:
127.0.0.1 vdadl.example.com vda0l localhost
MBI E MK B BERX hostname-fqdn & hostname BEREMSIA.
AR

Linux VDA Z#iR3z#F NetBIOS & ##&kif, Flt, ENBREFBE 15 MNF5.

2l
=l

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATIE (). SEMEMTS. ENBFEURFH LM
LUEFRLER, tEMNERT Delivery Controller £412,

SE1d: 0EENSF

WIEENRIRERSIEWHTIR:

hostname
<!--NeedCopy-->

LR EH BN ENS, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <R El+ BN FQDN.

T le: ZHA%%E DNS

BINEEBEBAT 24 DNS (mDNS), MiX2SHAMRITERT—He.
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Z2 M\ mDNS, 548 [etc/nsswitch.conf HEXE S U TREWIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. EBRBTMRS AR

HiART A2 FQDN H33ig#= 512870 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN F Ping Ri@ L RE—ItEH, BANERXTR, AEBHRSR,

S8 1g: RERHES (chrony)

#1% VDA, Delivery Controller fligiiz %28 > BB $Ia LB AL EXEE, 3 Linux VDA 1B AR (VM)
AJRESSHHMREERNR. HTFIRE, RFERTENERSRED iE,

&% chrony:

apt-get install chrony
<!--NeedCopy-->

L root BFR &1, 4RiE [etc/chrony/chrony.conf H A& NTiZM RSB HFIM— MRS H/ER:!

server peerl-fqdn-or-ip-address -1iburst
server peer2-fqdn-or-ip-address -iburst

FEHAEER, AREMAHIFITHIERES, MAREEM L NTP MRS EBES . HEFHE Active Directory 5
RIS AIN— RS EFE.

HiERT HAERIE M server ¢ pool 8, S#EIRE] IP ihik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REERHERBS Chrony SFFIERF:

sudo systemctl restart chrony
<!--NeedCopy-->
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#% 1h: %% OpenJDK 11

Linux VDA Z5k#F7E OpenJDK 11,
7£ Ubuntu 20.04 #1 Ubuntu 18.04 k&, AL T&H<$RE Open)JDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

S Li: REFHIEERERANEIERE

ER—TSRIeMEINEE, BRT PostgreSQL 4b, &EAILIERA SQLite., Rk Linux VDA -8 /G, & A LIEd
#ig /etc/xdl/db.conf £ SQLite 5 PostgreSQL Z altlift, WFFehRE, HHMAFEhRE SQLite M
PostgreSQL, ARG BEEXME ZiEik,

AEBS AR B UAIRE PostgreSQL # SQLite HEE MR {15 E B F RIS IR .
AR

FEABWEsy VDI #x6EA SQLite,

%4 PostgreSQL iE1TLATap< %% PostgreSQL:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

DRABITUT S U EN /S SR PostgreSQL & RIS E:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

z4 SQLite  ¥F Ubuntu, i&BETUTaH<REE SQLite:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

EEBFEANMIEE L% SQLite. PostgreSQL W& /&, AERE Linux VDA Bt B/E@E4E /etc/
xd1/db.conf i BEANKERE. Nlt, BEERUTSE:

1. i5f7 /opt/Citrix/VDA/sbin/ctxcleanup.sh, MNRELHRE, NHBILIE,
2. 458 /etc/xdl/db. conf LUEEBFERNEIERE,
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3. izfT ctxsetup.sh,

=3

AR

WA LUER [ete/xdl/db.conf B2 & PostgreSQL MRS,

S 1j: 2% Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->

SR 1k REHMREE

tF Ubuntu 22.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

3tF Ubuntu 20.04. Ubuntu 18.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get 1install -y libldap-2.4-2

sudo apt-get 1install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

TR 2. EEEINEEER

M EDYIEEEZRF L Linux VDA HE VM ETTH, REFH—LEN. RIBEEEANEMNEERRZFTE
HIATER, MREFBENEMS LT Linux T8, NERELEFES.

&%E Citrix Hypervisor R &) E):25 a0

BT Citrix Hypervisor BYEIFEIF THAERY, FEE M EIMEAY Linux VM 1, EE&F) NTP #0 Citrix Hypervisor
HiRE, MEMZEEERAN T, HEENHPSHMRSERES, BHES Linux ERRNRKN#HES NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBEETEIEITHEEIMEM Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE% IhaE
BEEFE, UREEEE Linux VM FiEMA:
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <RE 0 5% 1:

- 0-BEEFSIIEEERA, BERAEMA,

o 1-ERESHEERA, THREMEE.
MR /proc/sys/xen/independent_wallclock X#:FEE, MAFBEHITUTE B,
MREBA, HETMZXHE A 1 RERNER S INEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBMENAEY, 1EHRE [etc/sysctl.conf XHHRMUTAT:

xen.independent_wallclock = 1
EIEXEEN, BEMBIRS:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

7£ Microsoft Hyper-V &S/ EE:F R@

237 Hyper-V Linux MRS Linux VM FTLUER Hyper-V B ElE 5 ThaE R E MR R A0RTIEL, SRR

R WIRERBRTAISE, F—RBALLIES NTP RS,
NEIRIRER S

1. ¥T7F Hyper-V EEEHIA,
2. 3F Linux VM B9i& &, i5%$% Integration Services (£IRS).
3. HRE%RE Time synchronization (BFEIER).

AR

Ib753%5 VMware # Citrix Hypervisor R, X@#=maRAINNERSIEE, URS5 NTP REHR,

Hyper-V BiEIRS A LS NTP BialFS 725 Eih
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERS IR, SN FEIMEE Linux VM /1, EH<BE NTP FEMN EEIEFNR—E,. mEER
HERS RZ5NE, HBRNHSHMRSERES, BEHERS Linux ERHIHPNRZNHEHS NTP BF, XS
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

#1Z 3: ¥ Linux VM 7102 Windows &9

WTFAZRRTAT# Linux itE#AME Active Directory (AD) 33:

» Samba Winbind
«+ Centrify DirectControl
« SSSD
« PBIS

RIEFMER S 7%, 1RIEBHRITIRIE,
=

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &, SIERAESAK.

Samba Winbind
RN EHARRMLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FEirENBNERERSN Winbind s71#2F  Winbind siri2E S AECE 1T BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

3

AR

BWRwinbind BiA&IF /etc/init.d T
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ficE Kerberos Ll root B &%, 117 [etc/krb5.conf HEELTIRE:
AR

RIEEH AD ERtEEMEIE Kerberos, UTIRBEERTFHIH. SBMIEER,

[libdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns-name = REALM

Itk E Fxx+# domain-dns-name £#5 DNS 1%%, %31 example.com, REALM 2K E5# Kerberos 4z &

¥R, a0 EXAMPLE.COM,

f2 & Winbind 54 8F FzhEE Winbind, FEX Ubuntu ;2%53% RHEL &% authconfig 1 SUSE #1#J

yast2 XETH,

17 Jetc/samba/smb.conf HEE LI TIEE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM FHE—1FE, REALM 2XEH Kerberos s & #F.
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B E nsswitch 3177 Jetc/nsswitch.conf 33§ winbind K0 LU 17!

passwd: compat winbind
group: compat winbind

A Windows 1,  @RUisiiEHI S8 MM A AE, MAGHREEENIETENARMEER Active Directory BB ik
P

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $iZ#:, user 2E80& i+ EVIFMEEAEAF,

EHEF winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind i28 PAM 517U T&%, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{3%13E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

L ENMAEE, winbind FiF2F 7 2BEFRFET.

Wikl A 5% Delivery Controller RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory FE—MTENIT R

iz17 Samba Y net ads LWL ENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE E i Kerberos EEBIEMEENTIS Linux VDA BB&ER, iBRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIFRErIARKIEHEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIE N AD 582, A2 Kerberos ssi&#f, ¥+F bash shell, #FERS— MR REHT (\) FrFs
T8, HSiRE—EMINTFEMHE S,
EIF Winbind PAM iR 2B B EHECE, 5ERAURKRERMNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EmThiziT SSH #88<, 1Btk SSH EBBHIERIETT.

IERE R id -u 5<$REIM uid SIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA P Kerberos EiREEFHHNERETENEKRTH:

klist
<!--NeedCopy-->

BRHZE,
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exit
<!--NeedCopy-->

HiEE R Gnome 5 KDE =580 A LRITRMBTIR. R TRMARIEGERERITIE 6: 22 Linux VDA,
e

MREAEKAERIRIIHITRARSHRIE, EXEETENRHE, BEMBHDITENHER,

Quest Authentication Service

EiisHlgs EALE Quest  REEEE Active Directory igisH128 EREHEE T Quest i, MEBKSEEN
IR, B Active Directory HhelEHENIR,

AWFAFRER Linux VDA 81l AT iHRAAEETE Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

W

f

ol

S

*
XEGARY TS EFHAR, UEMITIUERESISE. RDP. SSH T MEMTEMIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32HIThAESRM Quest A/ Unix i
EEF IPCHF, HELSABAER.

R BNREENSERZA SELinux. Ll root BFR &%, 4KiE [etc/selinux/config 3 E ek SELinux &
=

SELINUX=disabled
WWEREREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIZEHLHSSETLE, BMERX root AR FE A
P2t
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foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

A S LRITIEMRIZ /9 O /B (32400 #4) , BRELERIARY 10 N\BSRIBE AR 1 /08, BEREEHERRIENR
4% LigBRIENE,

F2E PAM #INSS ZEEAi@ET HDX #ITHE AR BERUKREMARS (5190 su. ssh #1 RDP), EE{TUTaHSUF
EHEZE PAM 1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A Windows i 1 Quest vastool &3 Linux itE#INAZE Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user ABEREHEMIA Active Directory #4935 F .domain-name J3&i# DNS & #F, 540 example.com.

WirEm A &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows £ 2 Linux) #8ZE7E Active
Directory AE—MTEMITR, WiF Quest MMAK Linux itENES U FiEH:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRHBENEMNE, HaH<LRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITRAP BHIIE ZEIRIE Quest EF/EEEEIY PAM ST AP # TR ML, BEAUAIREANEAP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
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<!--NeedCopy-->

IERE R id -u 55$3RER UID I TR Kerberos EiREEX M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6. 24 Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &5<3& Linux i+ &I
Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 HBERCGITENIMA Active Directory 1594 Active Directory A, domain-name S 2%
Linux i+EHINNBIBIEE Z #Fo

Wit R &1 Delivery Controller E5kFrE VDA i+ &E#H (FiL2 Windows £ 2 Linux) #ZE7E Active
Directory hE—MIEHIR, IE Centrify fIAK Linux i+ BN 2B T+

su -

adinfo
<!--NeedCopy-->

I5F Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
A, NIZKeA Centrify P mi@3 T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

SSSD

& Kerberos z{TLATa<LI%E Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZALE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L TSK:
AR

RIBER AD ERLEFEE Kerberos, UTIEEERA TR, RMIRE,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—-name = REALM

b EFxH domain-dns—name £%% DNS 5%, i example.com, REALM @ AE# Kerberos i3
Z#%, %0 EXAMPLE.COM,

NI U SSSD EZE AER Active Directory fEAE B MREREFH BER Kerberos #1785 %k, B2,
SSSD HAREBFMNFMEER RS keytab X85 AD BRiRIIAE. AT A6 adcli. realmd 5 Samba.
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} =r

AR
FEHABNRA adcli 71 Samba HiEE:

o WMREMEA adcli A, BRBEUTIE:
1. =% adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. &3 adcli N,
FERUTHLHERIBRS keytab XEFFHIINGE:
sSu -

rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqgdn

<!--NeedCopy-->

user 2EMVSHENHMEIEAEAF. hostname-fqdn 2itE 489 FQDN XMW EHN 2,

F£E -H %W, adcli AgeEMERA host/hostname-fqdn@REALM B9 SPN (Linux VDA ERfE I

o
3. WIEE RS G

FF Ubuntu 22.04 #1 Ubuntu 20.04 it&#l, 3&EfT adcli testjoin ;{EMAXLEHBENZETE

JIDNES

3¢F Ubuntu 18.04 i+%#1, i&izfT sudo klist -ket @<, adcli TENINEEER, ZTATRMEN
R BENREEMNENG %, RESAHEARRELIERRYS keytab X, BIESMENNEERE S5

=V NN ET:EN TR E[ U
o WRAFEHA Samba M, BEREUTSE:

1. RERHEE,

sudo apt-get install samba krb5-user

<!--NeedCopy-->

2. fig& Samba,
FT7F [etc/[samba/smb.conf HEE LI TigE:
[global]
workgroup =WORKGROUP

security = ADS
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realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XE#H Kerberos Ui &#f,
3. fEH Samba A,

ERYHITHIE A AR]AIE, 1B ESAEEERIEITENRMEEER Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr1, REALM 2S5 Kerberos $igi& 15, user ARG ENRMEBRAEEF,

RE SSSD LRI EMPATIRME:
MREARRE, BREFRFERN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZIABERT, Ubuntu mpyLi 32 BaEcE nsswitch.conf 71 PAM & Ri&ER,

f2®E SSSD /=ah SSSD FiEF 2 Hi, REEN SSSD AL B, X FHELEARAH SSSD, BIAFTRE [etc/sss-

d/sssd.conf EeEXF, HAFheliE. L root P BHBIESITH [etc/sssd/sssd.conf HE B L TIRE:
[sssd]

services = nss, pam

config_file_version = 2

domains =domain-dns—-name

[domain/domain-dns—-name]

id_provider = ad

access_provider = ad

auth_provider = krb5
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krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i€ &7 true, LUE SSSD Z& & 15545 Windows SID B54E| Unix UID, &M, Active Di-
rectory #MgeisiR it POSIX i BIEF. PAM RS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk EFxx+# domain-dns-name £#75 DNS 1%, 30 example.com, REALM 2 A5 Kerberos 1
&R, flal EXAMPLE.COM, FEERE NetBIOS 157,

EXERBISBEMNEE, 52517 sssd.conf #l sssd—ad HWFMTL

SSSD FriEF EREE XN A BFEE REMR

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bzh SSSD TPt  IBITUU T < iLBIEsh SSSD sFiFiERF, UNETFIFEREITENEEIN B5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMEE 1T T&<, HiRES SSS authentication (SSS 514383F) # Create home directory on
login (EEREAIETER) &
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sudo pam-auth-update
<!--NeedCopy-->

Wikl A & Delivery Controller ExkFrE VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory mBE—NMTENIR,

o NREEA adcli Wi R 5%, Ei517 sudo adcli info domain-dns—-name &< UERERE
B

o WIRMEA Samba BIEEM R B1H, Ei5iT sudo net ads testjoin &SRIFHBENEREEMAE
i, 517 sudo net ads info HLWIEFIMENITENTRER.

IiF Kerberos it & EXif Kerberos 25 BEMEE NS Linux VDA BE&ER, BRIERS keytab X2
BEARABRENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNMMABMUBTIEERAT, ETHS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEMR. WRIHSHINET, WFR2ETERKEL,
ERUTHLHIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

BWIEAFPS%RIE SSSD FEHEI FIFEFRHATUXSMNEIENGSITTA, Rig@d PAM Tl
ZI0IE SSSD PAM ER2 R EIEHECE, BEAURIRERMNEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE klist &<3&[EY Kerberos ZREEEMA T %A H B Kid .
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W root AF &1, WIEREERNIEN id -u $<REH uid BIEEN N EIBEEF M

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LLEE &R KDE 5 Gnome Display Manager H1iT25MBYMNIR. TEBHTIRIINRIERSERITIE 61 L% Linux
VDA,

PBIS

THFER PBIS G
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

i PBIS R m 4T
sudo chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

1517 PBIS ZiEmA
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows i3 @i hlas s MAlipin, mEEKAEEEREHENARMEIEN Active Directory B ik
A

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 T EH M AN Active Directory 1 #9135 A 7. domain-name 735 # DNS & #%, £l exam-
ple.com,

FE: B¥ Bash i@ ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

Wikl A & Delivery Controller E3kFrE VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory mE—MIENITR, KWIEMAT PBIS 8 Linux it B BB T

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMARE M, S RREEXHFIMAN AD 51 OU WiER. &N, RETENZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u &<$iRER UID 82T XM Kerberos EHEEE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

S8 4. 2% .NET Runtime 6.0

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

Z# NET Runtime 6.0 /5, =17 which dotnet &< TR EHEITIHER.

Wi SHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
ANET Z#HIXHEEZ,

S 5: T# Linux VDA #{4&

1. %= Citrix Virtual Apps and Desktops T#i5i&E.
2. BFFEYhRAH Citrix Virtual Apps and Desktops.

3. BHRAHTHSEN Linux Z1ThRICEZE Linux VDA B8 R BT AFIIE Linux VDA R+ G SEEMR
GPG 2R,

E/ARARIE Linux VDA REEHTEN, HRAASAE DEB SIEEPHBITUTHS:

sudo apt-get install dpkg-sig

gpg -—import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> " '°
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HI% 6: L Linux VDA

$I% 6a: i Linux VDA

£/ Debian #4 8BIBELE Linux VDA #4:

3+F Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb

<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb

<!--NeedCopy-->

==,
AR

33F GCP Ly Ubuntu 20.04, 528 RDNS, Hit, &7 /etc/krb5.conf #5 [libdefaults] TN rdns

= false 17,

3t+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb

<!--NeedCopy-->

Ubuntu 22.04 9 Debian &#m5I%K:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-linux >= 2.37
gtk3-nocsd >= 3
bash >= 5.1

findutils >= 4.8.0
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sed >= 4.8

cups >= 2.4

libmspacked >= 0.10

ibus >= 1.5

libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~

libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 1y Debian #&#im51%:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7

cups >= 2.3
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libmspacke >= 0.10

ibus >= 1.5

libgoogle-perftools4 >= 2.7~
libpython3.8 >= 3.8~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~

libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

Ubuntu 18.04 9 Debian f&k#im5|x:
openjdk-11-jdk >= 11
imagemagick >= 8:6.8.9.9
ufw >= 0.35
libgtkmm-3.0-1v5 >= 3.22.2
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
gtk3-nocsd >= 3
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libmspack0d >= 0.6

ibus >= 1.5
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libsasl2-modules-gssapi-mit >= 2.1.~
libgoogle-perftools4 >= 2.4~
libpython3.6 >= 3.6~

libnss3-tools >= 2:3.35
libgt5widgets5 >= 5.7~

libgrencode3 >= 3.4.4

libimlib2 >= 1.4.10
<!--NeedCopy-->

=z

AR

BRItk Linux VDA 28589 Linux R1THRF Xorg IRAHFIR, ESHARRER.

#12 6b: F4& Linux VDA (F]3%)

AILAMSERTBO R R ASA] LTSR RRAARIME L L,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES [etc/xdl THREXH. EHITARZA, BESUENXLEXH,

$B T7: =% NVIDIA GRID Kzpigrr

/BF3 HDX 3D Pro EXREEEMHEIEZRFH VDA 154 %% NVIDIA GRID E=piEF.

EERTEEIWEERER L LZRMEE NVIDIA GRID &4l GPU &8 (ENIRER), BSRUTERE:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EREMEE NVIDIA GRID RE VM IFehi2F, EHRITTENENSE:

1. HREE VM BXiF,

2. FEMNEREEFERERT, VM DE—1 GPU.
3. BEI VM,

4. £ VM LZRERE VM BKahigrF.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 164


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-hypervisor/graphics/vm-graphics-config.html#install-the-nvidia-drivers
https://www.vmware.com/files/pdf/products/horizon/grid-vgpu-deployment-guide.pdf
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v5_5:ahv-nvidia-grid-vgpu-host-drivers-install-t.html

Linux Virtual Delivery Agent 2301

#1128 EE Linux VDA

LERBMEARE, YIBIT ctxsetup.sh BlAREZE Linux VDA, BUITEMERZ AT, ZBIAEKIEITFE, BRFE
RFIE D T2, MNENKE, nUKERNEFaTZMAUERILE,

A IR R FehiE T4, Wl URBFLE BN BEhaiTHIZzS, 4k402(Fal, TR ZBIANEEEIER

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RnERE

BTSRRI EMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEREN, REMNARRENENARIMFEERM, NRFAFNMELERET, WHATSRTAFREEAESR,
MMAFES AT R T 12,

TENFIETEEE:
« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA #3ff DNS CNAME 2 &g Delivery
Controller &, BIANERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZtEH =15 FREY Delivery Controller &2
REEE (FQDN) IR UAT® Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EiA~ixO 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - 7£/2zhit E#H/EE5 Linux VDA BRSS. BUAERTIREA Y,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IR E R # i 5 ALK IEIZ @I RAR A IE, &
B AERGRAAEREGHA Linux VDA STHPAFREEO (BRI 80 #1 1494), BUABERTREN Yo

« CTX_XDL_AD_INTEGRATION=1 |2 | 3 | 4|5 -Linux VDA Zk{f Kerberos &2 &i& & Delivery
Controller #1784k, Kerberos EBERIERZA LEREMBEEN Active Directory ER T AMHE. 15
EBFEABEZZHM Active Directory /A%

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 165



Linux Virtual Delivery Agent 2301

- 5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %z#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRERNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiE) #HABE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - &itBHEEHEAKER(TRE (VD) E=RREEAZRKERTRE, WF
HDX 3D Pro 3%, FIHHERBIREN Yo RINERT, LEEIREN No

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP k5528, Ei& DNS #BRERRH!
AAHIER, MIEE DNS mZ . RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zifj DNS 343 LDAP fR$523. #E DNS
TiER it LDAP lRSZ12R, T UIRM U= S RA LDAP FQDN (%% LDAP i 0O) %k, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, %% LDAP
HOSEE R 389, Linux VDA BER KRN TEMIEEHPHNE LDAP RS, MNRE x MEEMy
LDAP fRs52%, Linux VDA 233817 X kUL Y XEM, MNRBLANEBEEHE, RIEFBRAEEIRY. BR
FERM LDAP &1, FEETHIR LERALRRR, HiIEHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIFEN <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i#&iti& &} Active Directory iHiRFI1E &

FEkZ i LDAP (%30, DC=mycompany,DC=com). B2, NIREERMEE, AILUEEHREM {Fm
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 28 2@it AD AKREEEM,
Linux VDA R3z#5 AD A%ER, BEF LIEBCHREINS S 7R FAS RS EMTIR, IMFHAS5E AD A%
BEPEENIRFHER. MRMRTEMARSSEMU, BER <none> XAFHREZHETH, HEFXERE
RS BMUITF, ES FAS RS BEHIBRE, BHRAEMMMIKEOS 57 FAS lRSE LIEEMNHKOS —
B, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number;fas_server_2_url: port_number;
fas_server_3_url: port_number’,

+ CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % NET Runtime 6.0
W53 Broker RERRSE (ctxvda) BEE, BRIAEER /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {s T B SiFHFEA N
GNOME . GNOME Classic 5t MATE £ @EfiE, MRKIEEETE, NEHA VDA LU RENERE, 8
2, NMRYAREMNEEHAN MATE, NIXTRETEEIZEN mate,

HRJ LB SR U TS BRE Bfir iR P NEEIFE:
1. 7 VDA k&) SHOME/<username> BER FoIE—1 . xsession X,
2. 58 . xsession XHLUIRIBRITHRIEE REFER,
- XF MATE £@&

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then
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exec mate-session
£

- AT GNOME Classic =&
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- XF GNOME =&
GSESSION="S$(type -p gnhome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—session
£

3. SEMHRRIEAFHEE 700 XHAHNR.

BhikZs 2209 2, RIEAFPATUBAEXEKEI R, LORE VDA ERERIMNVKIEIFE, BRI
fE. AXBAER, BERESIEAF DN EEXREF R,

+ CTX_XDL_START_SERVICE=Y | N 72525 Linux VDA B2& /S, & RB5h Linux VDA fRs3. RINERT
®EAY,

+ CTX_XDL_TELEMETRY_SOCKET_PORT - A1l Citrix Scout WEEF#HO. BiAmOrA 7503,
« CTX_XDL_TELEMETRY_PORT - ¥ 5 Citrix Scout i@&=89i%A. BIA#OR 7502,
REWRT EHETREM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
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export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iz17 sudo 4R, BN -EEMLUENERBETEFBLEUEN shell, HRMBENEERATENGSHMLE
#!/bin/bash ERE—1T3kAIE shell iz,

o, EEILERE N aTIEEMESI:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \

CTX_XDL_TELEMETRY_PORT=port-number \
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CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFFECE ek

ERLBERT, TR EMR ctxsetup.sh MIASEREFMAIEZ, BREE Linux VDA K&,

HEIR(FRT, BEBLMARNTEDES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

HIFFECE B LK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

LRI MEREERIBRFR B ECE 2R, MfE Linux VDA A&,

A=k

ctxsetup.sh 71 ctxcleanup.sh A EZZEH A LERHEIR, HEHEMEESANEEHEXH [tm-

p/xdl.configure.log:
E#Es Linux VDA BRSS, HRERER.

#1%; Linux VDA

Z1E Linux VDA BEEREHTECRENGEMMRE, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZFAGER:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B, EHITIUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->
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AR

ENE Linux VDA B2 MIBRXEXY PostgreSQL MEMEBEHHE, B2, FEMIBRERE Linux VDA ZEIZE
B9 PostgreSQL #X 4+ 80 H Ak F AR 4+ &

e

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.

1 9: 1517 XDPing

#FiefT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEENELEERE. HXiF4H
58, E21A XDPing,

41 10: iz17 Linux VDA

/8 ctxsetup.sh HZEE Linux VDA /5, EERUTH<ES Linux VDA,
B35 Linux VDA:
Bzh Linux VDA BRS:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{Z1k Linux VDA:
{21k Linux VDA BRS3:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
EfZ1E ctxvda fl ctxhdx BRESZHi, 3EiE1T service ctxmonitorservice stop @< LUE
LIESMARSTIFIER. BN, SRS TIFEFSERRBHEELERNRS.
EFiA5H Linux VDA:
Z#Esh Linux VDA RS
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx
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sudo systemctl restart ctxvda
<!--NeedCopy-->

2% Linux VDA R
EE Linux VDA BRESMIEITIRE, BHRITUUTRE:

sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

F$E11. BB NER
LI EN BRI Linux VDA HENMEESESEM Windows VDA 75352, B X INE5erX S MEMF
MHiseE, EBRACEITENEZNEETENE S,
BIEES Linux VDA i+ EHATEY B RN SEIF—LRE, F15iZ3i2RETH Windows VDA &M BIEITEN
BR:

o IWTFIRERY, EIER:

- ZRIERFRFED WFREHREZRERMER),
- BRIFERERAED (WTF VDI TAKERMER),

o BEMER—MNMTENBRFEAMEA Linux #1 Windows VDA &1,
AR

B HAMRZAAY Citrix Studio Az “Linux #ER4” MIES. B2, %E Windows Server 21ERFK RS
SIRMERSENMER T ERAEELZSEMER, %% Windows SEI2ERAAHE IR ERFENZER FE
BEITEN—TEPR(GEE,

m:

MRBERHBENERBEEFRIA Active Directory 18, NZMERIHEN, AEBEERFNZIHENER.

ST 12: BIER(IA

BIERFAMARMES Linux VDA itEHBIHEN B RHiZE S5 Windows VDA i+EH/LFHERE. BXINETEMIXLE
ESHEMFAEIRPA, BFSREEEZ T,

8148 Linux VDA it BB R ZTAR SEIRIA TR

o WRFTE AD BRMAEEHREE, BEBERE Linux VDA itEH,
o BOAWKRESHREIEN (BER) AFRER.
o BENERMMGHEPENEE Windows IHENHITENER.

BXRUNALIETETESMNRHGANES, ESH Citrix Virtual Apps and Desktops 7 2212,
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7z Debian tF&% % Linux VDA

March 28,2023
BERTR:

WNFeMTE, BVGERBEMRENRHITRERE, BMEEENNXNES, SAXPIFRNFHRERLL, EFR
2T,

S8 1. HEEZEEEEM Linux i+E4]
S8 la: WITMRERE

HREEEH EWRICEMS, 0, HH7E Linux VDA EEZE DNS RS2,

FE1b: REEHNZ

HHBRERIRSITENNENZ, 1EEX [etc/hostname x4, FEHMNBEIHTENNENS,

hostname

$E 1c. AENRHEIFEMIE
HRITEHE DNS HEaMT LB ERE (FQDN) EftiEEIRE. HEAREH [etc/hosts XHHLUTITURE
FODN f1ENBERNFIRI&E:
127.0.0.1 hostname-fqdn hostname localhost
4.
127.0.0.1 vda0l.example.com vda0l localhost
MBI E MK B BER hostname-fqdn & hostname BERIEMSI A,
=

Linux VDA Z#iAR3z#F NetBIOS &k, EHBFRFEBE 15 MNFHo

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATHE (). SEMEMTS. ENBFEURFI LM
LUEFRLER. tEMNERTF Delivery Controller E41%2,
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SR 1d: WETNE

WIEENRBIRERTIERELIR:

hostname
<!--NeedCopy-->

e URET BB EN S, MAREE FQDN,
IIE FQDN RERBIEHTLIR:

hostname -f
<!--NeedCopy-->

IteEr <Al EHBY FQDN.

$IE le: ZHZHE DNS

BINEBERAT % DNS (mDNS), MX2SHAMBIFLERT—H.

T2 /A mDNS, 5448 [etc/nsswitch.conf HEXLITT:

hosts: files mdns_minimal [NOTFOUND=return] dns
Bk

hosts: files dns

S8 1. WEZRBTMRS DAY

HaIAAT LUEAT FQDN #H3ds#z%28#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN % Ping Ri@ LRE—ItEH, BANERXTR, RGBSR,

$& 1g: RER#HES (chrony)

#af® VDA. Delivery Controller fligii= 38 Z BT $hia L 8BS ZXEE, 3 Linux VDA & RESIM (VM)
ARSSHEEMRERNS. HTHERER, RFERITERERS KRS IYE,

%% chrony:
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apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf HhHENTZMERSB/HFM— P RS BER:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -1iburst

TEHAIERE S, RHEIMASHIFITHIBRES, MAREEM R NTP MRS RES . NiFHE1 Active Directory 5
EHISE AN — RS EER B,

HiERT HRERIE A server ¢ pool &8, S#EIRE] IP #hitk, localhost 1 2RSS *.pool.ntp.org £H,
REEHHEFHB Chrony FPi2RF:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

S i RITFEE RN BRI

3 F Debian 11.3, &% deb http://deb.debian.org/debian/ bullseye main {7 ME
/etc/apt/sources.list >xtEeR,

SR 1. REFIEERERANIIERE

ER—IMKWEINEE, BRT PostgreSQL sh, iEmILAGEA SQLite, &% Linux VDA R&EJE, &40 LB
4ig /etc/xd1l/db.conf 7 SQLite 5 PostgreSQL Z altlift, WFFehRE, SAMALFohRE SQLite
PostgreSQL, AGE7BEEXME ZiETik,

IEBRABNANARE PostgreSQL # SQLite HiBE R INMAIEE BE R NEIERE.
AR

FEAENsT VDI #6EA SQLite,
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%4 PostgreSQL iE1TLATap< Li%% PostgreSQL:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

DRABITUT S U EN /S EE) PostgreSQL & L BISE:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

##& SQLite 3+F Debian, EETUTHLLURE SQLite:

sudo apt-get install -y sqlite3
<!--NeedCopy-->

EEBFEANMIEE L% SQLite. PostgreSQL kW& > /&, ALERE Linux VDA B B/Z@E4E /etc/
xd1/db.conf RisEBEANKIERE. Nit, BEERUTSE:

1. i1 /fopt/Citrix/VDA/sbin/ctxcleanup.sh, MNRELHRE, NHBILIE,
2. 458 /etc/xdl/db. conf LUEEBFERNEIERE,
3. &fT ctxsetup.sh.

AR

al LU fERA [ete/xdl/db.conf EZE PostgreSQL MixAS,

TR 2. HEEINERER

EXFFNEMVIEERERF 3 Linux VDA HE VM iz1TH, REBMEH—LEN. REEEEANEMNEREFTS
HUATER. MREFENES LBTT Linux T8, NWEREHERER.

&£ Citrix Hypervisor _t#aYja][EH )@

BT Citrix Hypervisor BYE]RFI8ERY, 7R EIMEAT Linux VM F, E#E=&F) NTP #1 Citrix Hypervisor
B, MEHREEERANT. MBENHSHEMRSBFEY, FHERE D Linux ERIFHNRFEHEHS NTP
BY, MERBERZEAENHERY . THE HM EXTHITEMEL.

MBI EEEITHEEMNL Linux A%, FEZET Citrix VM Tools, MaTi#z Citrix Hypervisor Bt alE% Thag
BEEE, UREBBE Linux VM RiEA:
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su -
cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iean<iR([E 0 5 1:

« 0-BEIRASHEERM, ENMEA.

o 1-BHEIRISIAEE A, TRREUEMIRIE.
R /proc/sys/xen/independent_wallclock X#4F7F7E, WFAEBEHRITUTS R,
WMRERA, BEEEZXHEAN 1 REBNEIRSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BEMERRAKAER, HEEMRSHENAEN, ERIE [etc/sysctl.conf SXHH MU TIT:
xen.independent_wallclock = 1
ERIEXLEEN, EENBIRSA:

su -
cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<iREE Lo

£ Microsoft Hyper-V L{&& eGP a0

&7 Hyper-V Linux £ RS Linux VM 5] LUER Hyper-V BY{aIRS ThEeRE R ENIRIER LGN IE. AHEF
R HIAEIEIHAR S, F—RBALIEES NTP RS,

MEBIRERGF:
1. ¥T7F Hyper-V EEBEHIA.

2. 3F Linux VM B9i& 8, &% Integration Services (£/HRS).
3. HfRE%RR Time synchronization (BFEIEF).

F=3

AR

tbA7%S VMware #1 Citrix Hypervisor REl, XF#~RaZRAENEERTIE, M%S5 NTP R4 WK,
Hyper-V italR$ a5 NTP BaR$ £EH B4,

&8 ESX #1 ESXi LM iE]F A

BA VMware REIRLS IR, &M EEIMEH Linux VM &1, EH<iB3 NTP MEMNEERIEFNR—. HEER
HERS RGN, HBERNHSHMRSHERRY, FHESD Linux ERNFNRENHES NTP RF, XHiE
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MERZAENERY .

WMRIFFEIETEET VMware Tools B9 E#ME Linux RiZ:

#TFF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (FE#M#ZE) 3HEFEH, 177 Options (G£I) &M+

%3 VMware Tools,

£ Advanced (54) &, BUHi%ES Synchronize guest time with host (5EHEREFHAE).

ok W

#% 3: JZ Linux VM 702l Windows 5+

WTFAZRTATF# Linux itE#LZAIMNE Active Directory (AD) 33:

+ Samba Winbind

« Centrify DirectControl
« SSSD

« PBIS

RIEFMEN TS %, BIREAHRITIRIF,

=W

73 Linux VDA Fravzsitiik =0 AD ARSIk ERERMNAR B, SI1ERREEKK.

Samba Winbind
ZRYEHFRRLES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN EREREN Winbind 5725 Winbind SFiri2F S MECE RTET BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

R winbind B&MF /etc/init.d T

ficE Kerberos Ll root AR &1, 117 [etc/krb5.conf HEE LI TiLE:
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} =r

AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name £#5) DNS 1%, #ii1 example.com, REALM K5 Kerberos g &

¥R, 140 EXAMPLE.COM,

& Winbind 5438iF 377 [etc/samba/smb.conf HEE L TIZE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95 —1FE, REALM 2A5H Kerberos $ig& #r.
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& nsswitch 177 [etc/nsswitch.conf #i& winbind MNE L TIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1,  @RUisiiEHI S8 MM A AE, MAGHREEENIETENARMEER Active Directory BB ik
P

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $iZ#:, user 2E80& i+ EVIFMEEAEAF,

B 250 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind i28 PAM 517U T&%, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{3%13E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

WIEEAED Delivery Controller E5RFrE VDA HHEH (Fie2 Windows X2 Linux) #BE7 Active
Directory fE—MIENINNR,

iz17 Samba #Y net ads S WIEHENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE E i Kerberos EEBIEMEENTIS Linux VDA BB&ER, iBRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIFRErIARKIEHEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIE N AD 582, A2 Kerberos ssi&#f, ¥+F bash shell, #FERS— MR REHT (\) FrFs
T8, HSiRE—EMINTFEMHE S,
EIF Winbind PAM iR 2B B EHECE, 5ERAURKRERMNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EmThiziT SSH #88<, 1Btk SSH EBBHIERIETT.

IERE R id -u 5<$REIM uid SIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA P Kerberos EiREEFHHNERETENEKRTH:

klist
<!--NeedCopy-->

BRHZE,
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exit
<!--NeedCopy-->

HiEE R Gnome 5 KDE =580 A LRITRMBTIR. R TRMARIEGERERITIE 6: 22 Linux VDA,
e

MREAEKAERRIIRITRARSHRIE, EXEETENRHE, BEMBHDITEN, ARER,

Quest Authentication Service

EiisHlgs EALE Quest  REEEE Active Directory igisH128 EREHEE T Quest i, MEBKSEEN
IR, B Active Directory HhelEHENIR,

AWFAFRER Linux VDA 81l AT iHRAAEETE Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

W

f

ol

S

*
XEGARY TS EFHAR, UEMITIUERESISE. RDP. SSH T MEMTEMIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32HIThAESRM Quest A/ Unix i
EEF IPCHF, HELSABAER.

R BNREENSERZA SELinux. Ll root BFR &%, 4KiE [etc/selinux/config 3 E ek SELinux &
=

SELINUX=disabled
WWEREREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIZEHLHSSETLE, BMERX root AR FE A
P2t
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foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE S O /B (32400 #4) , BILLERIARY 10 /NYERIBE S AR 1/, BERIEEGARRENR
% IR BERIEAE,

& PAM F1NSS ZE MA@ HDX #ITHE AP B RIUAKREAARSS (530 su. ssh #1 RDP), EETU TS UF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

PO Windows 15 /A Quest vastool &< Linux itEHINAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user B RIFITEH I N Active Directory B . domain-name ik #y DNS &5, £l exam-
ple.com,

Wb A ED Delivery Controller EskFiE VDA H&#H (Fie2 Windows iX2 Linux) #BE7# Active
Directory fE—MIENNNR, KWIE Quest IIAK Linux i ENEE M T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
WRITBENEMNE, <SRBT, NRITEVRMAEEE, WsERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE EIRIF Quest EFEEEIY PAM ST AP # TR ML, BFEAURIREANIEAP KA ESR
Linux VDA,

ssh localhost -1 domain\username
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id -u
<!--NeedCopy-->

BIERE R id -u 5$:3&ER UID gIE T Kerberos EiREE 1 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

ERTEMNISEEAEAITS T 6: %2 Linux VDA,

Centrify DirectControl

A Windows 13 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&E#1m0
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user SHABBEITENIMA Active Directory 1 E 1 Active Directory i P, domain-name 2 2%
Linux it&EH A ZIRYIEHHI Z 5o

Wikl A &% Delivery Controller Z3kFrE VDA it E#Hl (Fie 2 Windows &2 Linux) #ZE7E Active
Directory E—MTENITR, WIE Centrify MINM Linux BT M T4

su -

adinfo
<!--NeedCopy-->

I83F Joined to domain EE2EEM LUK CentrifyDC mode 2%;&[E T connected, {RERMIAEEREIR
&, MEBA Centrify B HBE 7 IRSBEZEH S D WA,
FRUTHSAREECEMNRANIZHESR:

adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

SSSD

& Kerberos z{TLATa<LI%E Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZALE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L TSK:
AR

RIBER AD ERLEFEE Kerberos, UTIEEERA TR, RMIRE,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—-name = REALM

b EFxH domain-dns—name £%% DNS 5%, i example.com, REALM @ AE# Kerberos i3
Z#%, %0 EXAMPLE.COM,

NI U SSSD EZE AER Active Directory fEAE B MREREFH BER Kerberos #1785 %k, B2,
SSSD HAREBFMNFMEER RS keytab X85 AD BRiRIIAE. AT A6 adcli. realmd 5 Samba.
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} =r

AR
EHAA NI adcli 11 Samba HWES:

o NREGER adcli N, BRRUTSE:
1. %% adcli.

sudo apt-get 1dinstall adcli
<!--NeedCopy-->

2. &3 adcli A,
ERUTaHSHIBRIBRS keytab XHFHIMAG:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqgdn
<!--NeedCopy—-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN BXWEHN 2,

FZ -H %W, adcli FaeEKR N host/hostname-fqdn@REALM 89 SPN  (Linux VDA ER{ER Ib#&
o

3. WiE&R% keytab,
izfT sudo klist -ket ®<UBREYS keytab XHEBIE,
WIFS MR EBE S SRt BN EE TS,
 WNRMEA Samba MAE, BERRUATTE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. fi2& Samba,
17 Jetc/samba/smb.conf HEE L TiSE:
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos Ui &#r,
3. A Samba A,

TR EIRR ARSI, RESMAEBEICEFITENRMENEN Windows 1Kk,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrp, REALM 2AEH Kerberos S &#R, user 2HRUEIHENRMEIRHIRAF

RE SSSD LRI EMPATIRME:
MREARRE, BEREFMFEHN SSSD MR BERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

=z

AR

BIMER T, Ubuntu %21 Ba1ECE nsswitch.conf fl PAM B R1&k,

B E SSSD Enh SSSD iR 2 hl, EEE SSSD it &, WFHELERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BELEXX 4+, H%AFEIRIE, U root BASHEIEEITH [etc/sssd/sssd.conf HEE LU TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days
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krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUfE SSSD #&x& 1 553& Windows SID B54%] Unix UID, &, Active
Directory #aEmEiR M POSIXH B.PAM iRSS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk EFxx+# domain-dns-name £%75 DNS 5%, I30 example.com, REALM 2 A5 Kerberos 1
&R, flal EXAMPLE.COM, FEERE NetBIOS 157,

BXEEIRENEE, 5209 sssd.conf #1 sssd—ad HFMTL

SSSD sFiriEF EREE X N A BFIEE REMR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD FiFiERr IETTUA T <L BNEEh SSSD FiFiER, MRETIFiERE I ENSEITEE:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMEE BT T&S, BWiRES SSS authentication (SSS 513383F) #1 Create home directory on
login (EEREAIEEER) &

sudo pam-auth-update
<!--NeedCopy-->
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory #E—MTENITR,.

o tNRMEA adcli BIBEM RS, 55T sudo adcli info domain-dns—name &<$UBRESE
B

o MNRMEA Samba WIHEM A F, 1EiE1T sudo net ads testjoin dLRIEHENIETEMAT
%, iB17 sudo net ads info HLWIEFIMEHITENTRER.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BEIBRHEEENER:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
AU TRLEIET KA TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFIEN PBIS o
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS R A A 4T
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

1517 PBIS &4
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 @8Iz HI BRMFAGE, MAGHFEEENIEITENFHMEIEM Active Directory B %
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 3B/ I EH 0N Active Directory i3 1913 F§ 7. domain-name #1389 DNS & #, 140 exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, iEiz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

Wikl M A F % Delivery Controller ExkFrE VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory AE—MIENITR, WIEMAT PBIS 8 Linux it BV BB T

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMARE MK, e RREEXHFIMAN AD 5 OU WiER. &N, RETENSZ.

IEAF BHI0E EIIE PBIS & 8@ PAM ST A #ITE ML, BERAUFIRERNEAFPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->
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IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIANRIEESSEMITIE 6: 24 Linux VDA,

$E 4. £% . NET Runtime 6.0

E&R% Linux VDA Z &1, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#93iEAZREE.NET Runtime 6.0,

Z# NET Runtime 6.0 /5, =17 which dotnet &< TR EHEITIHER.

RS SR, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, EER /aa/bb 1
7.NET Z#HIS 812,

S8 5. T Linux VDA #i{4

1. %= Citrix Virtual Apps and Desktops T# &,
2. BFFEYhR4H Citrix Virtual Apps and Desktops.

3. BHRAHTHSERN Linux Z1ThREEEZE Linux VDA B8 LU B AFRIE Linux VDA B+ SR SEE MR
GPG 2R,

EIOIE Linux VDA BE BN TR, BB AAS AT DEB #iEEFHEITUTHS:!
sudo apt-get install dpkg-sig
gpg —-import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> " '°

HI 6. L2 Linux VDA
$I 6a: %% Linux VDA

£/ Debian # {8 BIBE L% Linux VDA 4!

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->
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Debian 11.3 H#&#IRTI«:
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-linux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.53~
libmspacked >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->

AR

BXIbhRAR Linux VDA 28589 Linux R1THRF Xorg IRAHFIR, EFSHARRER.
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#12 6b: F4& Linux VDA (F3%)

AILAMSERTBI R RRAF] LTSR RAARIME L E,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

P =W

ARMERERES [etc/xdl THREXH. EHITARZA, BESUEHXLEXH,

HI8 7. =% NVIDIA GRID Rzpigrr

[BF HDX 3D Pro EXREEEMHEIEZZRFH VDA 1584 %% NVIDIA GRID E=piEF.
EERERIWEERER L ZRMEE NVIDIA GRID &4 GPU EiB8s (ENIRIER), BRI TERE:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELREMEZE NVIDIA GRID RE VM IFahi2F, EHRITTENENSE:

1. HREE VM BXiH,

2. FEMWEBEEFERERT, B VM DE— GPU.
3. g&h VM,

4. £ VM ERERE VM Bahigir.

#1128 EE Linux VDA

REREAGE, BIIETT ctxsetup.sh BIZAREEE Linux VDA, HITEMAENRZHI, ZHRLIWITFE, WRFIE
RFIER D T2, MNEME, nlUFERNEFaTIZRA U ERILE,

A LRI R FehiE T4, el LIRBFLE BN BEhaiTHIZAS, 4402(Fal, BT ZBIANEERIER

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
R E

BTSRRI EMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BEEcE

BERER, REMAMENENA R REERME. MRAFENMEEENEE, WHEFRRTAPRHEMAREE,
MMAFES AT RET 12,

XPFNFREEEE:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %#5f5f DNS CNAME i2 &g Delivery
Controller £, ZHABERTIEEHN No

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tR =15 kR0 Delivery Controller 52
REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5E— FQDN = CNAME 314,
CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP iz (FAIA RO 80) 5 Delivery
Controller &=,

CTX_XDL_REGISTER_SERVICE=Y | N - ZE2 a0+ E#EEH Linux VDA RS, BABERTIRER Y.

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZE R # ¥ E N\ IERES R AR XK, &
B AR RGFRAAER BTN A Linux VDA STHPAFMEEO (BAINAEEO 80 #1 1494), BABERTIREAN Yo

CTX_XDL_AD_INTEGRATION=1 |2 | 3 | 4 |5 -Linux VDA Zxk &/ Kerberos B2 &i& &7 Delivery
Controller #{T& 3 %IE. Kerberos EREIRIER A LEREMBEEM Active Directory £ T AT, 5
EEEHBEZZIFM Active Directory £ 4:

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %3#% HDX 3D Pro, X2—% GPU M&ER, SEMRHKE
BN AREFNEMEKT, MNRiEET HDX 3D Pro, MER VDI £&E (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N - §+BHEEN T AEERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 3%1%, BIHZERIGEN Y, BIAERT, HTEREN N,

CTX_XDL_SITE_NAME=dns-name - Linux VDA i& DNS &3 LDAP fR5588. Z¥ DNS 1ERERIRE
AAHIES, NASE DNS =2 5. BIAERT, LEEIKEHN <none>,

CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif DNS sk 23 LDAP fR5388, 02 DNS
TiER it LDAP RS 12R, T UIRM U= D RA LDAP FQDN (%% LDAP i 0O) %k, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥ LDAP
IHOSHEE R 389, Linux VDA BER IR TEBEEHFHS D LDAP fRSEE. IRE x MMy
LDAP fR$528, Linux VDA 233817 X kUL Y XEMH, MRV ANEBEEHE, RIEFBRAEREN. BR
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BERM LDAP &, BEiEicHIss EERAERES, HIEHEXH LDAP IROSIEEN 3268, KIAERT, It
TEiGE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3i& & /3 Active Directory iHRHiE R
EXRZEi LDAP (fig0, DC=mycompany,DC=com) ., B2, NiRSELEMEE, TLUIETEREM (FlN
OU=VDI,DC=mycompany,DC=com). BIAERT, LTZEEHN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -Bx& 513 3IERRSS (FAS) BRS2882&8d AD HARIEREN.
Linux VDA Rz #F AD A5, BERI U ARELUD S 2R FAS IRS2BMTIR, IRFHASTE AD A
BERERENIRFEER, NRMBER T EMARSSFMUL, EER <none> XAFREBERHETH, HEFREE
MRS BMUIRF, BS FAS RS B[EHIBRE, BREMMMNIKEOSSE FAS lRSE LIEENHOS —
B, 5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# .NET Runtime 6.0
LUz #53rR9 Broker RIBARSS (ctxvda) BIERR. ZRIAERIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - i T EEZSFHFEAN
GNOME . GNOME Classic 5t MATE £ @EfiE, MRKIEEETE, NEHA VDA LU RENEE, 8
2, NMRYFREMNEEHAN MATE, NIXTRTEEIZEN mate,

HRJLUBE SR U TS BR B BfraiEA P NEEIFE:
1. 72 VDA Lt SHOME/<username> BER FIE— . xsession Xf.
2. BiE . xsession XHURERITIRIEE REIFE.
- XF MATE £
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

3. SEHFRIERFHEE 700 XA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 194



Linux Virtual Delivery Agent 2301

Bhizs 2209 2, REAFPAMBEXEKEI R, LORsIE VDA EREFIMNKIEIFE, FaERALLIN
B AXRBMER, BENESIERAF DN EEXREIF R,

+ CTX_XDL_START_SERVICE=Y | N -7£52f Linux VDA B2 &S, EFE5h Linux VDA BRSS. BRINERT
BEA Y,

+ CTX_XDL_TELEMETRY_SOCKET_PORT - A1l Citrix Scout WEEF#HO. BiAmOXA 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @M 0. BRIAmO7 7502,
REWRT EHETEREEM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo LR, BN -EEMLUKNENRET2FBLHIBMNHF shell, RITBWNEEATMENGSHME
#1/bin/bash {ERE—1TREIE shell Bz,
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o, EEILERE N aTEERE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECEE L

ERLEBET, EEIRFEME ctxsetup.sh MIZAIIECEFMAIER, BFEH Linux VDA R,
HEIR(FRT, BEBUMANTENER

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K-

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE.
teRi A MBI ERIBRFRE BB EIE, MITME Linux VDA &R,

RERE

ctxsetup.sh 71 ctxcleanup.sh i A2 EEH A LETHEIR, HEHMEESANERE B EXH [tm-
p/xdl.configure.log:

B2 Linux VDA RS, HREREK.

#1%; Linux VDA it

E1E Linux VDA BREREHEEERENMBINRE, BETUTHL:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEESFAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

EEIE Linux VDA #3{, EHRITUUTIRIE:

dpkg -r xendesktopvda
<!--NeedCopy-->

4=
AR

EE Linux VDA R+ MIFRXEXH PostgreSQL FIEMECE $iE. B2, FaMIFRERE Linux VDA ZFIIEE
8 PostgreSQL 4 &N E Mk F e f4 &o

m:

AT FRMERERNBEIE PostgreSQL £ AR 4 BRI BRI E,

$18 9: i&fT XDPing

#EEfT sudo Jopt/Citrix/VDA/bin/xdping L#®E Linux VDA FBEENE NEERR. BX¥H
&8, B2 XDPing,
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41 10: i=17 Linux VDA

£/ ctxsetup.sh iI4<EE Linux VDA 5, BERUTa<EE Linux VDA,
E5) Linux VDA:
BEh Linux VDA BRS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

=1k Linux VDA:
fS1E Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
E121E ctxvda # ctxhdx RS 280, 1EiE17 service ctxmonitorservice stop m<LUE

IEEMARSS TIFIEF. BN, MRS TIFEFRBERRBHEFELERNRS.

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

#2 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

SE 11 gIRTBENAER

BUERITEA B RAAM Linux VDA it BB 5E 58 Windows VDA 757E£ M. B XA TFEMXEAESHIEME
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:

o WTRIERY, Bk

- ZRIERFRFED WFREHZREMER),
- BRERERSHER (WTF VDl TAKERGERE),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
FE

BHAkRAR Citrix Studio RZ#F “Linux 2ERS” WIS, B2, %% Windows Server &ER SRS
BRAEAAENSZRATERREREZR@TER, %F Windows SEIRFRAHKEIRIFRAIENEF R TFE
AEBEN—TAP R,

'

RMERENERBEEFRIMA Active Directory 18, NBRERIHEN, AEBEERFNEHENER.

SE12: SIER(IA

BIERFTAMARMES Linux VDA itEHBIHEN B RHiZE S5 Windows VDA i+ EH/LFERE. BXINETEMIXLE
ESHEMFAEIRPA, BFSREEEZ T,
BUEEH Linux VDA i+ 5B B RERZ AR E G TRE:

o WRFTE AD BRHAEEHREE, sEBERE Linux VDA itEH,
s BIATRESHRIEN (BER) ARER.
o BNERMGEFENEE Windows itENHIHENE R,

BXRUALETEVERNRGANES, 5 Citrix Virtual Apps and Desktops 7 2212,

ficEa

March 28,2023

KEBXABFANAT Linux VDA BIThEE, EIETHRERER. ECEMBIEHER

g

May 8, 2023
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KO ABTEEUTER:
« CEIP
« HDX Insight
+ 5 Citrix Telemetry Service &£
« @A Citrix DaaS Standard for Azure 89 Linux VDA B&E#
+ Linux VM # Linux &i&Et5
« BEWE
o SERTFRIE
o GRS TIFIER
« TEMEARER

o Hfth

iEATF HTML5 #9 Citrix Workspace M BiEF 2

8 Python3 EilifiE

¥ NIS 5 Active Directory 5%

IPv6

LDAPS

Xauthority

Citrix P 430ekEi+%) (CEIP)

March 28,2023

25 CEIP i, &4i2m Citrix X 2ERZFITHERNERBEREE LIRS Citrix =R REMMERE, thih, EREEN
Bl &% E Google Analytics (GA) LU TIRIR. SO, BINERT, GALAFEEARE.
AMKRIKE

BUINBERT, BERE Linux VDA &8585 CEIP, XAEERE Linux VDA tREE—R EHHIE, sTUEE
RPERIRNRE.,

+ CEIPSwitch
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BRA%EA CEIP /EsRIgE BRAE=0):
fii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#: CEIPSwitch
&: 1=28, 0=2H
FKigEr, CEIP & FBERARS.
ARG BT Ta<REA CEIP:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
BERANERH GAREMRIEE RLHAME=1):
fiiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: GASwitch
&: 1=28, 0=2H
FIEER, GALFERAKZS.
AIUER PG EETUTa<SREBA GA:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
EHESIBFRERENEMRIZE (BAINE = /var/xdl/ceip):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##5: DataPersistPath
&: FRER
BB A T an @RI B IR IR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLESE, HERRETHRIARREDR,
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M Linux VDA Ug£#9 CEIP #iE

TREMTRENEREENEETA, SEPFEEEMRIHERETFIFAER,

HiER

HEH GUID
AD fRIRTT %

Linux WiZzikas
LVDA ks

LVDA BT

LVDA =& 7%

ZSEBA HDX 3D Pro

=EEA VDI &
RAEXIHIGE

LVDA XERRS LR EFEEAYE

GPU 2w
CPU mitx
CPU $7i

MEBERERN

B SIEE

Linux 2ERF A M ARE

RIEEH

AR

TERRIE 7R

machine_guid

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0s_name_version

session_key

resource_type

WiEA

R MEREXEIERTIT B

RN BN BN ZN XA F T
]
KT ENBRZRAEIX AR F T &

RRRER Linux VDA FRZBI XA
FRE,
RREEESHLTEFFEHRLF Linux
VDA R4 BRI X AF R &
FKTBEER MCS. PVS, Biigat
HFehRERET Ha0 Linux VDA
REENXEFR S,

R BEITEN LEA HDX 3D
Pro X #AFR &

KEETEMA VDI MM AFFE

KRB XSG BN AT R
=S

ctxhdx 1 ctxvda RSH LR
EiEnetE, XA
dd-hh:mm:ss, 0 10-17:22:19

FRRITEN GPU X3
RiTENS CPU AR

& CPU SIRpF =gk (LWL MHz A
E41)

RTERATFEANNEE (LLKB A
E41)
RS IR RETEN LB
& (BERAEMER) WRIEHRHIRY
FKITENB Linux @ER KB
FRASBIX A F TR

R MEIRER IR 21E

RRBINSIENRRERN AT
& K@ <appname>
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HiER

A=A A

SIEFE4EAYE)
Receiver EF iR

Receiver Z P iiRras

FTENIH ¥R
USB EE Mt

Gfx fRfftiZ KR

witH
AP EES

BRREEMIT

HDX Insight

April 18,2024

1k

ERRIE TR

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Linux VDA #8433z #% HDX Insight Thag.

RE

REKHREETERR,

iR

BT REXIENEME, — P RiE
BB ZAEREE, BASIETLU
WP [ E
AFRENBERIIHNRIEREN
i)

KTATFRIRIEMN Citrix
Workspace [z 2 BIE B EEL
KTATRRIEM Citrix
Workspace [z A2 IR SIS 2
FRE

RINRIEEFAFTENTNREH R SHIEE $R
RTSIEFER USB i8S HIREAIEE

5
RIIENER R R LRI
FAF R

RISIEREFHIRAHIELL

BERPERNFIAESINASKT
(SE=:

RTERFEERATRIEFNARE
FHZIEERMAR S HEIEFIREK

R
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fERER

HDX Insight #&43#ri@id Citrix Workspace R F#2F#1 Linux VDA Zial#j Citrix ADC %3&# ICA H 8. Figs HDX
Insight #3458 NSAP EHEEH LIKESES KX, NSAP ESLBERINLETRARS.

TS oRIZEMEA NSAP EiEE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
--force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

EEHR
FEREAEBIER

BRI RE:
« HDX Insight RIEHEEE,

fgn, 7 Citrix ADC L=/ AppFlow, Z¢#&7E Citrix ADM LEE T REHRY Citrix ADC 324,
 7£ Linux VDA LtR/E50 ICA 1= BLEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.
FEREANAREFHRER

EWINEE BT T EINRE B TENARERF ETIET.

5 Citrix Telemetry Service £}

March 28,2023

@35 Linux VDA #{4 s A Citrix Telemetry Service (ctxtelemetry), &a BT Citrix Scout, FAEfE
A /opt/Citrix/VDA/bin/xdlcollect.sh fiiz<3klUksEHE % Linux VDA BB S
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&% Citrix Scout - X

Collect 0

Select or add machines to collect data from:

+ Add machine Filter by machine name Q ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rgghe-lvda-31.bvt.local Linux VDA
[  rggbe-lvda-5.bvtlocal Linux VDA
[0 rggbe-lvda-6.bvtlocal Linux VDA
rggbe-lvda-8.bvt.local Linux VDA erified
[ rggbe-tsvda-1.bvtlocal Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single DA

+* 1 machine selected.

AR

M Linux VDA 1912 B RRAFA LG, HAEHiz{T /opt/Citrix/VDA/sbin/ctxsetup.sh LLEZE Citrix
Telemetry Service (ctxtelemetry) WEE, EXTENEZEE, BERAERARNTESIRIMANTIEN
VDA,

BAMEA Citrix Telemetry Service

sudo systemctl enable ctxtelemetry.socket &<,
sudo systemctl disable ctxtelemetry.socket,

ZAERT, Citrix Telemetry Service (ctxtelemetry) B TCP/IP 0 7503 fifF Citrix Scout, ©ERA
Delivery Controller & TCP/IP #%0 7502 5 Citrix Scout #1Ti@f=.

f£% % Linux VDA BY, "ILIEARIAROSEBIU T EEERIHO.

« CTX_XDL_TELEMETRY_SOCKET_PORT - AF1iiffr Citrix Scout WERFHO, BRIkHmHAR 7503,
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« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout i@&=89i% . BINHOR 7502,
E7ERE VDA BEIHO, FHRITUTRIE:
1. EFEHATFS Scout BEMIHA, BEEITUTHES,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy—-->

2. BEERMIF Scout WEEFIRO, BEETUTHSLUITHHEE ctxtelemetry.socket XX,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTHSUENRBHERFIHR .
sudo systemctl daemon-reload
sudo systemctl stop ctxtelemetry.socket

sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4, ERRAEREESRERAFRO.
Fan, MREFERAMNE Ubuntu, 5517 sudo ufw allow 7503 s5< LIS AikO 7503,

IR
90 Citrix Telemetry Service Ti#EHEAA BT, WEILUBAERELREERRE.,

1. ZEAERER, BEITUTHSUITH ctxtelemetry x4, #AE% DebugMode EFE A 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->
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2. Fapfzit Citrix Telemetry Service, HEFR 15 H#HUERS BaELE,

FELRGIF, BILLETIA T a<$RELE Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy—-->

3. BEE#H A Citrix Telemetry Service, &7 Scout EiEFER Linux VDA F#1£ /var/log/xdl/ & #
telemetry-debug.log,

AR5 EFFAYE]

TAEEFIRON systemd sFFiEFRABHER L EXR, Citrix Telemetry Service BHARFELLRE, #H
1X1EM Delivery Controller £t BEWEIERN BRI, AERETRE, RESFFMIOKEIER, FHENER 15
S8, MBEEEFABEER, WSHEREL, AILUBIT U ToSREEFRFNE, &/IVEHN 10 2%, WRIEENE N
10 7%, Nis/IVE 10 2HER. RESFFENEGE, FLEHERBMRS.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

FOIE iR

EFRBEESZA, WENNEHEENSa BN BIETT. XENHFHFRBRXLEER, WMRESITHENN
MKW, Scout BET—FHEE, RAUZBINMNEERER, HXEIEVAMFMREES, B2 Citrix Scout XAEHRILE
IEME RS
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i@id Azure #1T Linux VDA BB EH

May 30, 2024

LthInAEH B F I Bk AE it RIAVBY i8] B ZhE i Linux VDA %, H#&7E Citrix DaaS Standard for Azure (LLU#T#RA
“ERATF Azure i Citrix Virtual Apps and Desktops Standard”) ¢l Linux VDA B3EEHE R, &7 Azure
CEE VM WEMEEGENR. GXF4ER, 158187 Citrix DaasS Standard for Azure #61# Linux VDA,

=

EfEMILINEE, BRRUATIE:

FIE 1. BEMEEM VDA &€ LHEF Azure 523

$ 1a: 7 Azure itk P T RIE— AR HIEARIAL5)%E 5 Blob (Anonymous read access for blobs
only) (Blob (1XFR blob BIERZEGARNIR)) o

=z
AR

Azure 32 blob £ TREFAIFEMERE, Citrix WEAERRSRBAEERT, I THREBERT MM AR
R, BFEESXERENEEASRIANAZIZE N Private (no anonymous access) (FA% (TERIHIENIE)).

Steplb: ¥ VDA s B & 2188 Updatelnfo.json B9 JSON XXfhh, BXRXMHEINARA, B2 THR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)

{

"TargetOS": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash": "4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2bl5b3c5a"

}

)

{

"Target0S": "UBUNTU20_04",
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"PackageName'": "",
"PackageHash'": ""

}

]
b

<!--NeedCopy-->
Hrh, “Version” R5#H VDA ik, “Distributions” E—4HEHN R, 8NN EKREES=1HA:

« “TargetOS”: w72 “RHEL7_9” (EMF RHEL 7. CentOS 7 #1 Amazon Linux 2).” UBUNTU18_04"
% “UBUNTU20_04", ctxmonitorservice THRFMEMEMEITIRG

+ “PackageName”: iEEMAH VDA REEH LA,

« “PackageHash”: £/ shasum -a 256 <pkgname> &<itEH SHA-256 {&,

Steplc: ¥ JSON xx###0 Linux VDA BB 8FhR A EEHFIEH Azure Bes.

H 2. EEMEEE VDA LB BEBEHINEE

RIAMERT, BREFRVFRBAERS, MR Citrix DaasS Standard for Azure #8I# Linux VDA, %57 Eg
HITEEBR. &N, BEEES B VDA BRI

EEREBRENR, BFETEMTUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
TREMRDT,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRAMATEMRIRE.
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AMRIE

fEnabled

Url

ScheduledTime

CaCertificate

WA

LGB RNIET, BIAMERT, ZER 0, REEREM
BE2H. AIUEEISERN 1 UBABEEH.
g B ANET, TIRE Azure 2289 URL LUKENERT
= BF0FH VDA S48,

LIS BERMIET, ATLEHIGE SN Immediately ¢
NextStart. Immediately &% & 7% VDA Hifraig
Y ENE{TEM. S THERERSEENENIEEZAH,
IATUER, B2, MR THARGEANEEMALNRIE,
Nelgex kAP Ak, NextStart EkEE T RED
ctxmonitorservice Hia{TEH. Y THERELR
SEENERTESMN, WETEA,

LGB ATHEIRE., ©igE PEM IEBMSEEREURIE
Azure =2389 URL, 33F Azure blob, ©aLIZ MRS
B RH N PEM 89 portal.azure.com BIEH,
ATREEN, RITENERMLEMRIGE, BNE
Ubuntu 3%, £ RHEL £, ©&B#EE curld
STH—LE NSS E, HRIEE U PBRIRIENIR,

BfEs ctxmonitorservice B, BE%EW Url LIEREX Updatelnfo.json xf4, ABM JSON Xt
REHMA. AfF ctxmonitorservice a¥EMRAES HFIARAHITHR, MRLFRETRE, ZRSEM
Azure THHh AR VDA REEHBHREEDRM, 25, EIRIE ScheduledTime Mg B iZTEH. T2t

, WA LEEENBE ctxmonitorservice itk EH., B2, 7£ Citrix DaaS Standard for Azure &,
&3t VM & B BB ENR, RecEEH AR VDA HENGERE ctxmonitorservice, MABHEM, &

89 VDA R EIREI A AR Ao

AR

o TAEEMEFHRA ERERNIMRISE,

o MRIFFHFAE VM RN THREGE, FMEAIESEE,

o MREFMERIGKY, BREERER.

o MREFRMEBEIRM, F—MEHBIEFATRERERREMRZAD Linux VDA, XMERFE&RER T

o EIEEFR/LOTITIE A BETEM.

Linux VM #1 Linux £iZiE#x

March 28,2023

Citrix Studio H&BRSIERES,
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TRIE T —EEATF Linux VM # Linux S1E893ER.

=LA

BRI

REENERERZ T

=INETE]

FRER AR VDA R

2109

2109

2103

ERERIEN—MES,
ZIERIEAF M Citrix
Workspace [ BiEFFA
EETIEBEARIENXE
Btial, BEEERIENET,
3E5% % Citrix DaaS (Lai
#57 Citrix Virtual Apps
and Desktops AR%3)

K ESTIRIR, Monitor
¥ Director =HI&HA
M, LU Citrix
Virtual Apps and
Desktops ZiifRzF]
LTSR ERBH 3T H i1 THIE
HibR, EIEALEIRL, &2
TP ERFFENEE D
HEEREBEE. EERK
BETIE L, RBETIREGHH
g5 R AR A M e T,
EEERIETHNEDNENE
BORE, EIRREEIE,
B KHH BTN M
BRERTE, RIEEHE
MERIT YR ETRIEN
Bl EMEER . SIET
FUHE PGB EREE
RERENAY, KRR ‘B
BIEE . BXREER
EENFAER, B
iH. BXREEEMIFAEER,
EBRE P i B o EEE
RBSIG B IE R S 5RES
i =13

EiRRIAETR, BB EE
R8> RiE > MERIE
FTHFRIARIETUE.

&iE

REEMIBF AT A

1z Citrix Director F0i&®
23R e A,

17z Citrix Director F0i&®
PR Ao
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=LA FREEBIRAR VDA Rz WiRA &F

Linux VM gy 24645 2103 Linux VM LA F#rE4ets  7£ Citrix Director fis
5. CPU k. m7E  SBFHETA,
K BEEEE U HF
s CPU MR7EFIAX

i 1909 Linux SiEEmMICE 7z Citrix Director fis1
IRIEFAGEREFRPE B[P,
7~ UDP g TCP,

ICARTT 1903 ICA #izB¥ia] (RTT) @M 7 Citrix Director F144%

TR T RN RE DI
LR EFREE EYEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l% ICA
HRITIEITEM ICA FR
17121 BB 8) EIPR SR RS,

BRI A

snfarifsia) Citrix Director 45X 28R AY-E FHEIRHI R

o BERISLETE]

1. 72 Citrix DaaS fsiliEmi* L, BHFHERFENEEDFNEEHEBES,

= cilnx  virtusl Apps and De:

Total Failed Multi-session 05 Machines

Average Logon Duration

2. EERMEETEL, RELIEFYE.
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= | Cilrx virtual Apps and Desktops Service

Overview  Manage ~ Monitor Downloads| €D @. o [ & Q
Dashisoard Filters Merts  Applications Configuration Se
Legon Peformance e (o A8
Logon Performance
Delivery Graup
Time Period Ending
—_ e LI

verage Logon Duration

Number of Logons

3. BENAUARKERIFEEEET.

=  CilmX  Virtual Appsar

Overvew  Menage v Downloads [oz) M. o =) s Q
Fien At Coguracon Searth

Legen Preformance

« CPU #Z . REXD. BRAE, UK Linux VM WEFIFIHS CPU RREFIBE

Ei5ia) Linux VM #YiXLesstn, i51E Citrix Director S5 2s ik EIZ VM, AREEITENIFAEEEIR. 7
i
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. #iX
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BEE Linux 23503517, HEDERLRE > 21F > FEFTAMELERE, AEHHLEHAEEE
K. EHRREFAELER, BTARELENE, ARLEEETEHNLEHERSME, Flin:
Co]

Activity Manager Machine Details Session Details

pr— [ o scsn s+ [ o | sroves

Machine D 3
name Session State Active
Display sin-ubt18 Application State Desktop
name
licatic Anonymous No
Application Name a Status Delivery sin-ubt18 Ti - tat 56 minut
G ime in state minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running

sin-ubt18 Endpoint name
Endpoint IP

No Connection type HDX
Protocol ubP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT na

S ICA Latency na

Registration

state Registered Launched via 80:....
OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.
Organization
al unit

VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

s REAMENERIT
ETERETHEMEIMERRE, FHREBENE, REFHHRENAUEMERERTE.
REAEIERIT R E RSB B ERER R FIa0:

Dlivery Getng

Time Period 7 by Ending

b o Sisio

, S

Session Details

L
LN sesion kuto Recosnect Eount shows aut recannacts oty for WA version 1303 o ates, Ensore thiat VDAS anet St are nuseing the 13 wesion 10 ol the et featuves.

Avocisted User T Maching Name Devery Groun Senson Stat Time Seavion End Tme Seision uratice

. SIREE

flgn:
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ERES

March 28,2023

B

BINMERT, Linux VDA BB EWEINRER F R ARS,

[y

ctxlogd sriri2FM setlog LMREFBIETE Linux VDA lAB &, RiMERT, ctxlogd sSFiPREFE
L EHEE Linux VDA EBzH,

ctxlogd <FipiHiz

RERHPIE MRS HMET ctx logd FiriEF. MRFFERER Linux VDA, LS ctxlogd sFiFEF.

setlog LHiERF
ASWEINEERFER setlog LAREFREN, ZEFMT Jopt/Citrix/VDA/bin/ 2 F. R%E root BFREMNK

BITZIEF. ATLUER GUI iETHSREEMERRE, BETUTHLLURERER setlog TREFNERE
B

setlog help
<!--NeedCopy-->
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@ EINMERT, Log Output Path (BEimHERRF) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
KN ®ERN 200 MB, E&ZAILTE Log Output Path (BHEMHERR) TRERMBEEXH.

EELFIM setlogfE:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files)
<!--NeedCopy-->

2

EEFILBER setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

a0

setlog value log_size 100
<!--NeedCopy-->

&3 FRAMERT, BEEIBRENES (FREDARNE).
BEEENTEAFRENBERS, BETUTHL:

setlog levels
<!--NeedCopy-->

BREASES (81F “BREA". “B4#E". FH. BER7. “EF. HR M WHHER), HETUTHL:

setlog level <class> [<level>]
<!--NeedCopy-->

BERS HEBH (RRDANE)
Bt x

DAk YR

e A

%-I%\ -I%l- %

T T

2 £i2

WA Eig G
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<class> ZTE|IEE Linux VDA 9—MAM, BERZFABAMY, BREREN “28°. fHl:

setlog level all error
<!--NeedCopy-->

& RAERT, FSREWNT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false
CLASS = false
LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

BERYFIS:

setlog flags
<!--NeedCopy-->

BEENRER N ASAE!

setlog flag <flag> [<state>]
<!--NeedCopy-->

EERRINME  RBFAELS. mEMEERRIFARE:

setlog default
<!--NeedCopy-->
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BE:

ctxlogd iR 2EMA [var/xdl/.ctxlog XHEER, RA root AFREBEIERZXMH. HthAFIZXHE
BEANR, 2 root BRFAEREMAFEFEAIR. SWESEN ctxlogd #HITERREXER
BRE, XFaT ARSI, HEM WA A,

HPEHEER

[var/xdl/.ctxlog >xtFE% (g, EIMHER) B, ctxlogd SFIPREFEEAMN, ERILEEFRAR ctxlogd R

%,
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BRI, B root AR &IE1T set log UEHEIE [var/xdl/.ctxlog >, REEMBNEMRSFIE
F ctxlogd BRE.

RIEFFUIE

April 18,2024
BEEFRIEDRE, WMEBERAILTE Intranet EFAFH ICA 2iE, 1ZI08EER noVNC E#EE) ICA 215,

AR

EEAZIhEE, iB5EA Citrix Director 7.16 {E SRS,

LEMEE

RIIN

RNEBEEEMIHEEIXER python-websockify # x11lvnc, fE&R% Linux VDA BFsh&E python
-websockify fl xllvnc.
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34F RHEL 7.x 71 Amazon Linux2:
BETUTHSURE python-websockify fl x11vnc (x1lvnc hg4s 0.9.13 SEEARA) :
sudo pip3 install websockify

sudo yum 1install xllvnc
<!--NeedCopy-->

(GEAF RHEL 7.x) &g 5 A& hR Linux B985 3 4 & (EPEL) #0177 i% RPM 77 i EE R fi# 4 py thon-
websockify fl xllvnc:

« EPEL
x1llvnc &E EPEL Ff#FE, 1EETUTa< LB EPEL Z6#RE:
yum install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-7.noarch.rpm
<!--NeedCopy—-->

A% RPM
EFATEN RPMs FEEIURE x11vnc M—ERBIRGE, JIETUTHS:
subscription-manager repos --enable rhel-7-server-optional-rpms

-—enable rhel-7-server-extras-rpms
<!--NeedCopy—-->

33F RHEL 8.x/9.0 #1 Rocky Linux 8.x/9.0:
BEITUTHSUERE python-websockify Ml x11lvnc (x1lvnc kR4 0.9.13 SIESHRZA) -
sudo pip3 1install websockify

sudo yum install xllvnc
<!--NeedCopy-->

i@id /B A EPEL #1 CodeReady Linux Builder Zf&ZEf#tr x11vnc:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos --enable '"codeready-builder -for-rhel-8-

x86_64-rpms"
<!--NeedCopy-->

¥ Ubuntu:
BEBETUTHLURE python-websockify fl x11vnc (x1lvnc iz 0.9.13 REEARA) :
sudo pip3 1install websockify

sudo apt-get install xllvnc
<!--NeedCopy-->

+F SUSE:
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BEBEITUTHSURE python-websockify Ml x11lvnc (x1lvnc fgz 0.9.13 SiESRE)

sudo pip3 1install websockify
sudo zypper install xllvnc
<!--NeedCopy-->

3¢F Debian:
BEITUTHSUEE python-websockify Ml x1lvnc (x1lvnc R4 0.9.13 HESHRA) :

sudo pip3 1install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

Eeir)

U ]

RIFERINEES BENEEF 6001-6099 WAV A OREIM Linux VDA E| Citrix Director &, Hit,
AILHTERR ICA SIEMARNET 99 1 FHRFAABBHIROATARARENER, LHEZIIEFER.

AR

TR THEXEME:

R A BAE
EnableSessionShadowing BRRZRARIEETRE 1 (BA)
ShadowingUseSSL HERER Linux VDA # Citrix 0 (ZA)

Director zZig|#9EE MR

BJ7E Linux VDA EiE{T ctxreg sa$REEUIMRE. A, ERASECFLE, BHETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #1 Citrix Director Z &89 noVNC & A WebSocket il M FRIFER, FRIBAIEREN
“ShadowingUseSSL” iE&RRiEFE ws:// Hwss:/ /o BINERT, ERws:/ /. BR, HFRLER, &
IMENEER wss: / /, #1ES Citrix Director P imf1E A& Linux VDA AR$S28 ER45IE+H, Citrix {4 &iB6E
Bws:// #%7 Linux VDA 2iFE¥NERLZE =T,
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IREXARSS BRIEBAMR SSLIEH  IEBMAATEIERMENM (CA) EX.

WFEEHFEE SSL 898 A Linux VDA RS8R, MEE—HRIRNRSBIES (BEFFN). RSB[IEPIRIRE
EHITEN, RESMAMNESERSBNTLRENEE (FQDN), ERIUEMIERBRMEN. EXMERLT,
B REDAES,

5 Linux VDA i&{=89%8 Citrix Director P inth FERIEH. RIEBAIMIMEIRS FIEBHIFE— CA X715,
AILAMELT CA REBRS BT P IRIES:

o SENRERFIRHE—LR CA
o ik CA (FARAFEISER CA)
o REBRERSRHE—ERN CA

BEEEALNZ LR, THRMIEEMEEMMIGERIREUES.
5E.

s IREBIEFPHWLABIZHLHME Linux VDA 89 # ) FQDN X EZELV S EFHWEE F i = & 0
vdal.basedomain.com & *.basedomain.com,

o BFEHZE (81F SHAL 1 MD5) XFHRFIEPHMNERMS K5, FENKTBAZH, Eit, SHA-256 I5EH
RIFRE,

=8 Citrix Director ZF i L RERIER RIFEXS IS ERERNET EMRIEREME, FiLERILUER
[1S 5 Microsoft &EizHla (MMC) IEBER R TRERIES. WS CAWIEBRE, T IS PEHEH Web AR5 28
EBES, RELASHREZIER. Hib, EEIUEFER MMC HEERERRIMNEERRTRMNITEN L, T8
HFHENEH. BINERT, Internet Explorer #1 Google Chrome S ANREERERFA LIES, *F Mozilla
Firefox, MEIEHEELSH Authorities (MANM) EIRF£ ESNEMIR SSLIES.

54 Linux VDA fRS28 LR ERSWIEBRER BRSJ[BIEBHEA “shadowingcert™”, HEEH
£R7 “shadowingkey*” (* #5=#&=, fl#0 shadowingcert.pem # shadowingkey.key) . EIRSEIIEBINE
AR [etc/xdl/shadowingss|l T, HERAZRIPRIE LT HB#ITRIP, MRBAMFBEERLER, Linux
VDA BT E R FIRERIEPREBHAXHE, MSHS Citrix Director HHEEKNK,

fERBER

£ Citrix Director &, HIBHFRIE, RERHRFFAEESMEPHERLUMA Linux VDA RIXEFE
Ko
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state

Endpoint name
Endpoint IP

Connection type

Receiver version

ICA RTT

Latency
Launched via

Connected via

Policies

Hosted Applications

22 hours 24 minutes

MNEGLYUANZ04
10.157.12.55
HDX
14.7.0.13011

nfa

nfa

YZHIH-DDC.xd.local (10.150.153.4)
127001

Smartfccess Filters

EEMBE, ICA
EHITER

SIER PR

(FRCitrix Director &Fif) L2ETF—FHIVER, ERAFPATNS

/\ Allow an administrator to shadow this session?

@

MRABFREERE,

W Citrix Director HWRER—1END, BTRETEY ICARIE,

BXREZENFEEER, B8 Citrix Director 324,

PR

o RIEEFMEAT Intranet, EREATINEMLE, BMEET Citrix Gateway EZEtH2M1tk, Citrix IE42#iB
ESNERMLE T Linux VDA SIFERMEEEE,

- BETAEEYE, HEBERRETE ICASE, BLITEE NFHiFS,

. BERE C'itr‘lx Director B EEHE, RASET—ZHINES, EXAFATFNRIEHTER
REAERIFAFPATEZENRIEHITER.

o BIERKRIEICESEENRE], B 20 7, BE, EFIERERK.
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s M RIBEREH—IBERHTER. fill, NREER B ARKIEFEER A REEFIER, KA RIRMHIA
SESEMBNERAPEEL. MRAFPAR, EER ANEREEREL, HATER B WEFNERER.
MREERAR—RIELEZ—NEFIER, EAIEERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 RESARZS,

o Citrix Director ZfFigER FQDN MAE IP thiutkiZEZ B4R Linux VDA IRSS28, B, Citrix

Director ZFiRAMEEBMEMT Linux VDA BRS52889 FQDN,

HEHER

MBESFEELWN, BEECitrix Director BFEF Linux VDA E£i#1TEi,

7z Citrix Director Z i +

BEENEBHOFAARTIE, EEHAETEERERERS. HEEMLETN £ L©ZE ShadowLinuxSession
APl ¥Rz, WRETRREAFASRNHINGES, BEEEIKLK, EF5 ping VDA B FQDN BUIGIE Citrix
Director 2&aE0#T FQDN, IR wss: // EEHMRSE, BEREEHIEESR,

£ Linux VDA t
BINEHIMERERN, BEETERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log St LIREREX
%E, BIRE vda.log XF, BERITIUTERE:
1. #3l /etc/xdl/ctx-vda.conf <. BUEAERUTITURER vda.log BiiE:
Log4jConfig="/etc/xdl/log4j.xml"
2. 317 Jetc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy—-->

3. iBfTservice ctxvda restart &$UEHBE ctxvda RS,
YRR EER AR H L IR

1. RERESHEEABIERFIBLESIEFEZITH R .
2. 7€M SSLEYERT, WIMNEEERSRIEPNEAXNE, HREETERNBET.
3. #iA 6001-6099 ZEIREH BB OAFHMHNERIER.
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BAARS SFiPIERF

March 28,2023

BRRSTIFEFBIRITERRRREAXERS. RUEREN, ZTFEFIEMBMNFLRSEE, HERK
HIBZEUBKER. RNEHNREIZRE [var/log/xdl/ms.log S,

[Ty

HEEE VDA B, mMARS TIFEF B BREEh.

AL E R EE R MNRRIEIE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf i
whitelist.conf (4B B % ThAE,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBRITUTHSUERBE
BRSSP IERF.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IREXHEARERBARSTIFEF. ERERSNNEER, HiEERSEERNINEE,

MonitorEnable: true/false (ERIAER true)

DetectTime: 20 (afi: #, BAE: 20, &/IME: 5)

AutoRepair: true/false (BiAfER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

tEEEXHEE B BANBERRS. AR TEOMRBMANRS, NTENFSEEFT.
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EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (HIEZMTERT, VAT LITE,)

- Operation: 1/2/4/8 (1=®KNZIFEMEILRS. 2 = NFRERELLRS, 4= EHBRS. 8
=518 Xorg #1E7% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf s EM BiriRSE 4 7i7E whitelist.conf X EiE, O 2REES TSR
THikes.

ERRBEREE, 157 whitelist.conf XX SHEEH (MATLER) . EXRFl, ESETENRE
BE,
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£fFlk ctxvda. ctxhdx # ctxpolicyd RS ZHi, 15517 service ctxmonitorservice
stop S UELEENRSTIFER, BN, SMRSTIFEFRERBIEELENRS,

X

TEMLAE

May 8, 2023

RFHIETWLAER

BAMRMEMSEAIER ctxsdecutil FEFEWE Linux VDA EHNLIEHIE, Eai8 VDA HIEENFESRIETH
HESIENLTEIE, EiB1T /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] @9, [—c] sRFXRENHE B —REIE,

o WARIEE

&

o HHIEHE.

o HHMRELRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 227



Linux Virtual Delivery Agent 2301

o JER - ERIER

o FIRTTIZET(E]

o it ThinWire #5573
o HEMER

o HIHITEDHH

il

o BAIREHERH

et

o HIRENEEE

&t

xdlcollect Bash fizx

BFuUEREM xdlcollect Bash #ia 556 E Linux VDA ks F Jopt/Citrix/VDA/bin T, %
Linux VDA /&, AJlizfT bash /Jopt/Citrix/VDA/bin/xdlcollect.sh®m<RkERSE. BEMWE
RS, BESHAERNXHRPER—MNEENBEX . xdlcollect Bash MaAmIAER IR E RS K ESE
#y B2 L& 3 Citrix Insight Services (CIS), RERAE, xdlcollect ¥#&E LH =M ERRE upload_ID.
FHFREMNER AT B A RIBRESERN B E X . EtAF I UER upload_ID iAid CIS B EX .

XDPing

Linux XDPing TEAR— & <IN ARF. EAMB&ATIRE Linux VDA IR E IS M 12,

Linux XDPing TEEASHHIT 150 S MRIREGMIL, XEMAAB S LM T:

o« WEZEHE Linux VDA RHEER

o RAFMERITENGEE, @1 Linux X1ThR

« % Linux RiZRERS 4

o MEZBEEEATEERM Linux VDA 12EM B Linux Z1ThRIAIE
o BBELLERA Linux (SELinux) XA

o IRBIMEREOHREMEILE

o KETFMES XA AR E

o RETENENNGZRE

+ 0% DNS BEEHHITERIR

o IRBIEAREPNEBEFHOEEMNES. S5

S
I

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o EREIGEHLEMNZNERY BE R IETT
+ 1% PostgreSQL BRSEH EMEENIEZTT
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s WERAEEEEBAEMBERAOSTETH

+ 107 Kerberos FREHHITH B IIENIR

« 1% LDAP ERIFEPRARIKARS S

« 1% Active Directory EMEREEEMILE, URHFTIHENESTEMNG, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory A Linux i+E#H53 REYFTE M
« REMGRSHRIERR (PAM) BB

o ERZOEMEER

o WEZBRET Linux VDA FRENREE

* A% Linux VDA R+ EH IO ERENTE Y

« 1% PostgreSQL FMRIEERNTEN

+ 1% Linux VDA IR R EEEMRREMITIT

« 0% VDA 1 HDX EBE R 214

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. 51T B MR HE
« REHENZEEXE Delivery Controller 53

o WESMENSETFEREN HDX 21EMRE

s PIEAEXMHPEEREHES Linux VDA HEXHIEIRMES
o 1% Xorg MIRAERER

/A Linux XDPing T2
AR
izf7 ctxsetup.sh *& %% XDPing, aLiEfT sudo /opt/Citrix/VDA/bin/xdping &
XDPing.
Ita ST S 61E— XDPing FRER Python3 EilIFiE, RIS TEIR Python3 ENIFLE, EiRIEE
2 Python3 EHNFEHRISBAF R8I IZIFE,
ERRAEER pip TENTIRERIBEIR SSL EEHIR, BEEEUTEENAME /etc/pip.conf X!

[global]
trusted-host =

pypi.org
files.pythonhosted.org

XDPing Hfi# Man< shell BTHE A xdping HENEHRIT .

ERRESITIAR, EEA —h %
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sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

EEfT2ENR, BERMEAEAGSITERNER TIET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

E7ER% Linux VDA BRI-EZFIEIRE, EiET pre-flight Mid:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUEITRERMIALS (5130, BSEINIRA Kerberos MR , &R —T EI:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRMESEM XenDesktop =128, 1EHITUTIRIE:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

ThlEE  TERIETT Kerberos MidHRAIEE
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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Hith
May 8, 2023
FEHRBEEUTER:

« JEATF HTML5 B Citrix Workspace M AEFZ 1%
B Python3 EINIFiE

+ 3% NIS 5 Active Directory &£5%

« IPv6

« LDAPS

Xauthority

iEATF HTMLS &9 Citrix Workspace N BiZF%F

March 28,2023

AIEMIEATF HTML5 89 Citrix Workspace R Ri2FRE#iAIE Linux I\ ARFNSE, MERKE P mE
%2 Citrix Gateway., BHxERTF HTML5 # Citrix Workspace MWAEFHER, ESH Citrix i,

BALLIhEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7z Citrix StoreFront #1, ERERTF HTMLS5 89 Citrix Workspace K B1ER.
BXIFMIE, BHSRAFIRPOXE CTX208163 8 “F& 17,
2. BH WebSocket &%,
a) 1£ Citrix Studio 41, 3 WebSocket ;& Z5E8I%E 1 72F.

EE T LIS B Hith WebSocket 588, B* WebSocket SEEEMTETIR, 1585 WebSockets 5881&
=

b) 7£ VDA t, #RILIAFEFHER ctxvda BREM ctxhdx RS, MFEREERK.
c) VDA E, BT T@<$HiZE WebSocket (il 2 2% EEIB T,
netstat -an | grep 8008

WebSocket il s FiziTIRESH, S<HBMTAR:
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tcp O @ :::8008 :::%x LISTEN

AR EETLUSA TLS ME LR WebSocket T2, BXEA TLS MEBENER, ESREH TLS
RIFAPRIER S,

872 Python3 EiIFiE

November 27, 2023

MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpingsk /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<rLlgliE Python3 EHIIFE, B2, MRXLEHSTIECIE Python3 EINIFE, MED
ELEMEEE, UIUFHEE, OFENET IEEEMEIEEN Python3 B ENKESHNT B,

wEEMN

o WMEBBEENEEAEER /opt/Citrix/VDA/sbin/ctxpython3 BR.
« Python3 G REXHEEEME. UM https://pypi.org/ FTERLSH.

8l Python3 EilifiE

BRI T BLLEIE Python3 EIIEFLE:
1. =% Python3 #&#il,
34F Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

%tF RHEL #1 Rock Linux:

yum -y install python3-devel krb5-devel gcc
<!--NeedCopy-->
AR

AN NN EERES ETEF LK, X F RHEL 7, 151517 subscription-
manager repos --enable rhel-7-server-optional-rpms @<, %F RHEL
8, & 17 subscription-manager repos --enable=rhel-8-for-x86_64-

appstream-rpms &<,

3tF Debian %%, Ubuntu:
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apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

x$F SUSE:
zypper -n install lsb-release python3-devel python3-setuptools

krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. gl Python3 EiMIFiE,
AR

BROREMER pip TENTTRESIBEIN SSLEZEIR, BERBUTAEENFME /etc/pip.conf X
b

[global]

trusted-host =

pypi.org
files.pythonhosted.org
34F Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy—-->

xfF SUSE:
sudo ln -s /Jusr/lib/mit/bin/krb5-config /usr/bin/krb5-config
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo ln -s /usr/include/gssapi/gssapi_ext.h/usr/1lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /fopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

3. %% LDAPS #&#iIi,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 1ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->
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4, %% XDPing {&k#ilfl,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping-*.whl
<!--NeedCopy-->

¥ NIS 5 Active Directory £5%

March 28,2023

A BAIETE Linux VDA B SSSD 3 NIS 5 Windows Active Directory (AD) (/. Linux VDA ##14
Citrix Virtual Apps and Desktops HM—MAfF. HAlt, ©5 Windows AD IR B EZLES,

A NIS (i AD) E79 UID 1 GID RIEREFEXRKAES (BP3MZEBEAS) 17 AD M NIS i8R,
AR

e AD ARS8 HITE M IIE. A32H NIS+, WRfEA NIS fE8 UID 71 GID =##1EF, WABEAXE
Windows BRs32889 POSIX B4,

e

A ERREF AR Linux VDA BEFS %, XM ENBFR®AG. 3F RHEL/CentOS R17hR, 1BIRERE
Amazon Linux 2. CentOS. RHEL #1 Rocky Linux EF %% Linux VDA % BA##1T#(E, 33 F Ubuntu
ERiThR, 1E#ZEETE Ubuntu EFzh%% Linux VDA a9t BR# TR,

SSSD Bft4?

SSSD BR&LFiRiEF. HEBEINRERN T KU f] UA R SR M E F M S E BRI T2 R IRH T H
HITEHWIE. TiRMt PAM 1 NSS mifiEiR, RKRAILIAT RAFEEXFET D-BUS pE0. IIbETRMELF
BOSR B RAF B At AR P K P ALY R A P 3

¥ NIS 5 AD 185/

2R NIS 5 AD &£/, FMUTIE:
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#$12 1: % Linux VDA 705 NIS &%

ECE NIS EFim:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

RE NIS i5;:
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7£ [etc/hosts #i7mN NIS ARSS3B8FZ A IR [P Mok :
{ NIS server IP address } server.nis.domain nis.domain
i@ authconfig@iE NIS:
sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.

nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain £ NIS IRE2EMIEEZ. server.nis.domain 2 NIS IRZ2BMENZ, WAILE NIS RS2/ P i
ik,

ECE NIS RS

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

R NIS BB LEH:

ypwhich
<!--NeedCopy-->

BIERTM NIS BRSSEBRIBIKFEE:

getent passwd nisaccount
<!--NeedCopy-->

AR
nisaccount £ NIS AR528 EASEPR NIS kP, #fR UID. GID. EBERMER shell fIBREHERE,
$ 2. 5/ Samba mMAHEIEEN keytab

SSSD HFRMEAFIMNHFMEER RS keytab XHH AD BFIRINEE, SULXLTNRERILURA/MAE, GIE:
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« adcli

« realmd
e Winbind
« Samba

N

o

BANE Samba A%, 3F realmd, i&5i% RHEL 5 CentOS A HY, HHAEAEE SSSD Z i

-
BEl

N\
|IE:

U]

TX
/3 Samba MAEHEIZEH keytab:

EIEMEE T UTFXXHM Linux BFPELE:

« Jetc/krb5.conf
« /etc/samba/smb.conf:

BHITENEE N#4T Samba # Kerberos 4331 :
sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=

REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Hr1, REALM 251 Kerberos $figi&#5, m domain 2159 NetBIOS &R,
WREEBD DNS T KDC RS B[BMBHZ R, HB U TR MEIANEF NS S:
--enablekrb5kdcdns --enablekrb5realmdns

17+ [etc/samba/smb.conf H#E LU TEBFHME [Global] 9 T4, {EEMk#E authconfig TE4EMMESE
m:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZskiEayigizhlsgelinie, mEESEEEREITENRMEIER AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#F, user 2SS ENFMEIEEBF,

$B 3. igE SSSD

188 SSSD WF BT

o £ Linux EP iRt B %% sssd-ad 71 sssd-proxy #4a,
o IFEFHE (B0 sssd.conf) HITEREE X,
« 55h sssd BRS.
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[etc/sssd/sssd.conf sssd.conf BB G (AJLURIBEERINEZEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true

re_expression = (((?P<domain>[A\\]1+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@

(?P<domain>.+$)) | (*(?P<name>[*@\\]+)$))

id_provider = proxy
proxy_Llib_name = nis
auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory

domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working

# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD

side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not

available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

% ad.domain.com. server.ad.example.com Zift HENHNE, EXFAEE, ES# sssd-ad(5) - Linux

FM,
33 sssd.conf i& B X {HFFRAARFNAGR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

$I% 4: 2B NSS/PAM

RHEL/CentOS:
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&/ authconfig B/ SSSD. %% oddjob mkhomedir LIHREEBE REIES SELinux &
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e

f2& Linux VDA i& BT, B SSSD E (& LirigE, mixd Linux VDA BF G ERHIZE, Xt F ctxsetup.sh
MR RYERIMBR S 2R, BERRRINME,

$ 18 3. I0iF Kerberos &
7T HaixR Kerberos BIEMEE N A5 Linux VDA BREER, ERERY keytab X 2R ECIEHERENE
£A:

sudo klist -ke
<!--NeedCopy-->

EaH<C R REMEFRBMSHREFAAR BNERTIR, E17 Kerberos Kinit &<, MUEAXLERARGIEFER
BT ENBISH !

sudo kinit - k MACHINESE@REALM
<!--NeedCopy-->

HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U &#AR, BWRERTHEM. MRIHSRINET, WRKERE@HL,
ERUTaRLIIETENKAE TCT RIEEERF:

sudo klist -ke
<!--NeedCopy-->

SR 6. WILARF SRRIE

fEF getent S LHIAISHIERIB AR NSS BE T1F:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 HER XSS, IRFEEAZ—HEREN, BEER getent s #H1THIIE,
SPFPNEREINWOT:

o EEFERZF: DOMAIN\username
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« UPN: username@domain.com
+ NetBIOS miZ&: username@DOMAIN

EI0IF SSSD PAM R BB IEHEE, BFEREAF A ER Linux VDA, Z#AF kP LIETR S FERE,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESE RN TSRO uid 1T Kerberos EiREE 4

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

LA Kerberos RIREFTFNRIBERTEMERTH:

klist
<!--NeedCopy-->

IPv6

March 28,2023

Linux VDA 3z3% IPv6 LUfES Citrix Virtual Apps and Desktops #i5—2. FEHILLINEER, HFEUTEI:

o WFACHRIFE, BRIFESXNEA IPve, TNER IPv4,
o MR IPV4 IFEHREAT IPV6, Linux VDA BL£1E1T.

HE:
o BAMMEZIFERIN IPV6, MIERERT Linux VDA,

« Centrify Rz#34i IPv6,

Z% Linux VDA BY, REEST IPV6 iTEAISHRIIZEES.

77 Linux VDA E2Z& IPv6
B Linux VDA WIERE Z A1, IEHRER Linux EMWLLIFIE IPV6 MEDET. BRDS IPve BEBER XHEMER
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”
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“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”
<!--NeedCopy-->

%1% OnlyUselPv6ControllerRegistration i & 1 757 Linux VDA L=/ IPv6:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "

OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

R Linux VDA 5Z4MKED, MELER ControllerRegistrationlPv6Netmask 5 AT Linux VDA 7

MEYRILEEO
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }

" ——force
<!--NeedCopy-->

5% {IPv6 netmask} &k ELAIMLLFES (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ## IPv6 SERIFMES, BB IPv4/IPv6 Z#5,

HUPEHERR

RERR IPv6 MEFIEHER ping6 12 AD # Delivery Controller & /A,

LDAPS

March 28,2023
LDAPS 22 EB B RiAinMY (LDAP) HR2hg4s, He LDAP @fsfER TLS/SSL #1TM%H,

BIARINZEER P ik SRS 2R A2 28189 LDAP &S, &I LDAPS, &aJLUfRIF Linux VDA 5 LDAP RSS2 28]
B LDAP ZiRE,

U Linux VDA 4472 LDAPS EE BB KHL:

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller &
o HRERARSS: SRBSIT(E

ECE LDAPS ;5 R AT iE:

« 7£ Active Directory (AD)/LDAP Br$333 =M LDAPS
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o SR CA LMHEFIRER

+ 7£ Linux VDA LiEF/2F LDAPS
« NE=FFEEE LDAPS

» B2E SSSD

« F2E Winbind

+ B2E Centrify

o B2&E Quest

AR
BILUETTUA T ap< /0 LDAP BRSS 221G B MM E . BUAER 15 D80, BEDREIEEN 10 5%,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

72 AD/LDAP fr5528 L= LDAPS
AT L 3 Microsoft SIEBM & M5 (CA) Si3E Microsoft CA 2 A& N IEHAYIE PR B MAET SSL #9 LDAP
(LDAPS),

R

7EEE 2 R liR CA R B EIE A LDAPS,
BXRUMAIREEBHIIE LDAPS EEmi#4Mi= S, 50 How to enable LDAP over SSL with a third-party
certification authority (Jfa{EBNE =IEBMAHAEAES SSL 89 LDAP),
LEE— M ZRIEBMANMBRERE, SEHEH2s R BRERT LDAPS SHKRIEMEEIEH,

BEXMEAERZRIEBMEANERREN RTS8 B A LDAPS 8158, 52 LDAP over SSL (LDAPS)
Certificate (3@ SSL #9 LDAP (LDAPS) JE#) —X,

BRRIEBMANALUMHE P imER

FERiRGIER LDAP RS EREER CA MRENER. EARFIHEA LDAPS H130E, BRHR CAIEBISANERE
R,

BEXMASHR CABEMEE, ES1A Microsoft 25 Web 345 LB How to export Root Certification
Authority Certificate (AN SHERIERMENI) o

£ Linux VDA t/=/M=52 A LDAPS

Z7 Linux VDA EEASEA LDAPS, BETUTHZ (TUEEBRSHERMN):
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L BIEEREUTARAR:
o BIETRMHAIR CAEHEAET SSL/TLS # LDAP:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->

 FA@EESE®S SSL/TLS =/ LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

AR

AFEESERR CAIEBHUIRA PEM 1. INRBA LDAPS TNl Python3 BiINIFiE, 15
BB Python3 EHNFIE VIR BEF shel EIZIFE,

ERROREERA pip TANTIEERIBEIN SSL IEFHIR, BEERGUTEENARME /etc/pip.conf X
ffrh:

[global]

trusted-host =

pypi.org
files.pythonhosted.org

 ELREIREA SSL/TLS #9 LDAP

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L BT LDAPS # Java ZAE(T [etc/xdl/.keystore, SEMAGTMRINEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HNE=FHFEEE LDAPS

P& Linux VDA A5k, BB SN METFIREERER S LDAP 89 VDA B =S H4A M, flgn SSSD. Winbind.
Centrify #1 Quest, U T&ES AT W@ LDAPS. STARTTLS 3§ SASL &R MiEfRER S LDAP,
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e

HIAFFFA XL A MR SSL IO 636 KHfR% 2 LDAP, HEXZ#EiE LDAPS (%0 636 i@
SSL 8 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIEEIAEIRO 636 skim O 389 LAELE SSSD &£ LDAP FiE, BXEMELR, 1ESH SSSD LDAP Linux Ft
T

Winbind

Winbind LDAP Zifif£f8 ADS 735, Winbind 7£#8 0 389 E{Xk#¥F StartTLS /53%. S MMNEEE 4R [etc/sam-
ba/smb.conf 71 /etc/openldap/ldap.conf (33F RHEL) =% /etc/ldap/ldap.conf (3F Ubuntu), #%uT
Ffr BB B e ST 1

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

5, FLUEIT SASL GSSAPI &8 MitEfEL e LDAP, B8RS TLS/SSL 77, EE/ SASL %, BEX
smb.conf fi2E:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7250 636 £z #F LDAPS, BE7in0 389 LiRL LM, EXEMER, ESH Centrify ik,

Quest

Quest Authentication Service %0 636 L323F LDAPS, {B7#Eix0 389 LEREMAERHEREME,
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HEHER

fERILLINRER ATRER S & LA T Rl :
+ LDAPS fR5AT A%
&1L LDAPS &2 %7E AD/LDAP fR%588 LRI A, BIAMERT, WO 636,
+ BAT LDAPS B Linux VDA 55k
393E LDAP RS BMIFORSEEEMRRE, BEL0EIR CAIES, MIRHES AD/LDAP BRS323ILAD,
o BIMEIRMBROEMRIN

INREXKEFR enable_ldaps.sh BWER TEINEH T LDAPS #8XHEM RN, WAIAERIF LDAPS A
BRI

o LDAP i i@d SSL/TLS M Wireshark sifEaE MK ST T EINE
BN LDAPS, i5in1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh 3&4l#17,
« %%5kE8 Wireshark siE M H AWML EREEM T AN LDAPS 8
&% Linux VDA EAFI4ESRBS (4T & HEL LDAP/LDAPS 2.
o FTixiEid1E AD AR528 £i=1T ldp connect 163F LDAPS =T A%
£/ AD FQDN fi3E IP ik,
o Tiki#Eidiz1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh filZ<S N\iR CA iE+H

ERM CAIEBMTTREE, HBIMR CAIEBMXERTER. ERSZXRFNAZEH Java Keytool 8%
Bo MREREIFFIRFIIL, ERILTERIRER, NRBINEBERIED, RIVZIEMER base64 figHy
PEM &z,

o TiEET Keytool -list £R=1R CAEH

@igizfT /opt/Citrix/VDA/sbin/enable_ldaps.sh 5B LDAPS B}, SEFE#H S N E
/etc/xdl/.keystore &, HGBEBURIPERE, NRSIZTEBD, AIUERETZHEAUNERHA
[

Xauthority

March 28,2023

Linux VDA R X11 B/RIheE (84 xterm# gvim) #TRERIZEAIENIRE, LINEERENENZ SN
& LUHR1R XClient 5 XServer Zalf@&ER 4.

AILLEI MM A ERRILEREBENNRE 2!
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« Xhost, BilERT, Xhost RaiFattEHN XClient 5 XServer #1Ti@15, MREFEAIFIRIE XClient 513
XServer, MFETT Xhost @B FIHFEITENNNIR, JE, tbALUER xhost + LA FER XClient
E1%E XServer,

« Xauthority, TUESTMEFNEEZRHTHE . Xauthority X, ERTHEIREGFMHEE xauth £AKN
cookie FLUAT XServer #TE 3 YIE, B5h XServer £l (Xorg) /&, % cookie ATWSZFEET
HIEREHIT B I8,

TRRE

Xorg BaiRt, .Xauthority x#igEiEEs Xorg, Itk . Xauthority XrEEUTTE:

- BRHE
o IEFEIERIY
+ cookie #i&
AILUER xauth eSSt ., fign:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908f11624b
<!--NeedCopy-->

R XClient iz#2iE#E3 Xorg, MATHER D BE MY

» B E XServer 19 DISPLAY IFIZ L&,
« FRENESE Xorg W EAF—4 cookie #i2r . Xauthority X,

fdE Xauthority

Z7f Linux VDA L5/ Xauthority LUG#1TIZIE X11 2R, K62 TEAENERRD:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"

-d "Ox00000001" --force
<!--NeedCopy-->

Ef Xauthority 5, Foit@IEHAZEERE . Xauthority &zl XClient:

o Fupf . Xauthority x#&iEss XClient
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B&h ICA £3&/5, Linux VDA 34 XClient £ . Xauthority X, HEZXEEFEEEERBFANER
Frh, AL . Xauthority XHEHIZEE XClient i+&#1, FHi&E DISPLAY 1 XAUTHORITY i
BT E, DISPLAY 27%#7 . Xauthority X#HFHMER%HES, XAUTHORITY 2 Xauthority A9z
HERRE, FldN, IFEFUTHS:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy-->

=W

INRKi&E XAUTHORITY IFRZE, WEIAEHA ~/ . Xauthority X,

o BEEHAZEERE . Xauthority &3 XClient

REENAXNEANERAFAEHEHEZTTIER. Y Linux VDA B350 ICA £3EH, BEEFAFPNIERTOE
Xauthority Xff. MREFEERS XClient £#2, BPABEFmRL . Xauthority XtEHE
XClient, E#%&Z DISPLAY #1 XAUTHORITY IfiBL 25, §BNTE XServer £EFER GUI,

HEHEER

IR Xauthority T2 EHET, BRBHIEHRS BH{TIRME:
1. LUEA root RUIRMEIE R BAIRENFTE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

e <R BB ENIEFEEE Xorg B Xorg #iZMEH. S—MSHBTEAN . Xauthority Xt fl

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£/ Xauth &< E7R cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. FA Xauth &< 28R ~/ . Xauthority #E&M cookie, MRETHSHER, NETH cookie BM5
Xorg #1 XClient 89 . Xauthority Xf&# cookie .

3. W% cookie M, BB ESHEEMRFEM Linux VDA B P #uibif R Bk, HREEAHAMNEENET
=,
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Blan, 7£ XClient &M EBITUATFH<:

telnet 10.158.11.11 6160
<!--NeedCopy-->

IHO5 7 6000 +\< 2REE\> B2,

INRUE Telnet $1ERIKL, B AIERTAEIERELEIER,

S nIRiE

March 28,2023
AN EEUTERR:
 f#M Azure Active Directory #7853 183E

¢ WRRBERERI NI

&S0 IRIERSS

3F SSO H 33

- Wik

EZAP#HITHRESHIIENAR

#F Azure Active Directory #1755 30iE

September 25,2023

AR

HIhEESGER T Azure F£E/I VDA,

RIBEMER, BILE Azure FEFERMFHZERA Linux VDA:

o JOANT Azure AD DS #9 VM, VM BIINZEI Azure Active Directory (AAD) i5iRS3 (DS) I &rvis. AP ER
HIERER VM,
o RIMANEH VM. VM 5 AAD #RIBARS SR LIRERAF B9%iE. AR ERE AAD FIEER VM,

A% AAD DS #1 AAD p9ix2 8, 1E8XE Microsoft Xz,

AN T MEIERINIER VDA EEAMEE AAD FRIRARS
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XFFHRIThR

+ Ubuntu 22.04. 20.04. 18.04
« RHELS8.7. 8.6, 8.4, 7.9
« SUSE 154

AXFAMER, BFBEXE Microsoft X&,

BRI AR RS %

£ RHEL 7.9 /1, 7£#147 AAD AP BHRIEZ /S, PAM (Pluggable Authentication Module, wliEik& 15330

#) pam_loginuid.so T%i&E loginuid. Lhimi=paLE AAD B/iAiR VDA 23,

EfpRILIR, 757 /etc/pam.d/remote FiERiE{T Session required pam_loginuid.so,
BXRG, BEERUTEREEE,

#¥PAM-1.0

auth substack password-auth

auth include postlogin

account required pam_nologin.so

account include password-auth

password include password-auth

# pam_selinux.so close should be the first session rule

session required pam_selinux.so close

If‘:scss‘.on required pam_loginuid.so I

# selinux.so open should only be followed by sessions to be executed in the user context
an required pam_selinux.so open

session required pam_namespace . so

session optional pam_keyinit.so force revoke

session include password-auth

session include postlogin

S 1. 12 Azure [']F LRIZRR VM

BIEER VM H7E VM %3 Azure CLI,

1. £ Azure IP L, SIREIR VM, EREHIEE + 02281, BSUESEE £ Li%R Login with Azure AD
(€A Azure AD &),
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Home > Create a resource

Create a virtual machine -

Basies  Disks  MNetwaorking Management  Advanced  Tags  Review + create
Condigure maniioeing and management options for your Vi
Aqure Security Center

Azure Security Center provides unified security management and advanced threat profection screas hybrid cioud workdasds
Learn mare

[} Your sbscription i protected by Anure Security Center standard plan.

Meitoring

Boot disgnostics (®) Erable with managed storage sccount (recommended)
{0) Erabole with custom starage account
) Disable

Erable O guest diagnostics |

Identity

@ Srvtem managed sentity mut be on b logi with Azure AD credeniish.
Les

Arure AD

) REAC rote assignment of Virual Machine Adminktrator Login or Virnual Machine
Uitar Login is regruired whan uting Aore AD login. Lagen more O

W Aure A login mow uses $5H certicate-based authentication. You will resed to use an 5584 client that supports OpersSH
eenificates. You ean e Aruse CU er Cloud Shell from the Arore Portal Liam mese o

Auta-shutdown

Erable auto-shutdown :l

Backup

Erable backup O

Guest 05 updates

Patch echettration sptians maege cletanlt r

) Some patch orchestration options are not available for this image. Learn more

[ reven - cvve I Ty W

2. 7EiEHR VM E%=% Azure CLI,
BXEFAER, FBEXE Microsoft x &,

SR 2. FER VM LEEERE

EEEIME, E7EEA Machine Creation Services (MCS) €12 Linux VDA {75 3 EETHE,

SE 3. BER VM B RRIMNEBIET

IR EMRGSS, BREUTIER VM RERRIMANSEIE:
1. MR E T T

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. #3 function read_non_domain_joined_info(), #A&E¥ NonDomainJoined B{&
BXA 2. BXT6, ESRLTHER,

function read_non_domain_joined_info()

{
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log "Debug: Enter read_non_domain_joined_info"
# check 1f websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

${

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
f

}

<!--NeedCopy-->

3. REFES.

4. XFAER VMo

HE 4. MiER VM 812 Linux VM

ARFARIMNENER VM 5, BRBUTESELE VM.
1. &%= Citrix Cloud,
2. Wi Citrix DaaS, ARHRTERLESEIEH A,

3. EHENBRT, ERER Machine Creation Services MiEHR VM I Linux VM, BXiFAEE, 585
Citrix DaaS xx#4srfyR NN VDA,

S8 5: % AAD A kP 9 Ec4 Linux VM

BIERIMAER VM /5, NESE AAD BFIKF,
25 AAD AFIKF 224 VM, BRITUTHE:
1. EREERKF AR VM,

2. 7z Identify (i3%1) >System assigned (R%HE) EW+£ L, B System Identity (R44RIR).

| Identity
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3. 1£ Access control (IAM) (ializ%l (IAM)) > Role assignments (B&5E) #EF£LE, #3 Virtual
Machine User Login (EWIAFESR) X, AERIEZEHRM AAD BFHF,

A | Access control (IAM)
Virtual machine
R Search (Cmd+/) « ~+ Add | Download role assignments == Edit columns () Refresh X Remove 27 Got feedback?
K1 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
B Activity log
Ao Access control (IAM) Number of role assignments for this subscription
@ Tags 2 2000
£? Diagnose and solve problems
O Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
& Comneat [[] Name Type Role Scope Condition
® Disks > Contributor
4 size > Owner

©Q  Microsoft Defender for Cloud
 Virtual Machine User Login
@ Advisor recommendations

il i icati O . User Virtual Machine User Login © This resource None
Extensions + applications

BERFIRIMAER VDA

FRALFHNRLAF A LOEI RIS NERRIMANZEE VDA, FAP B TFIR:

1. =zh Workspace M AR, AEETHA AAD AR 2MEBE RS Workspace, LtEHE 2T Workspace
DAL

2. WMERMAEHEE, IHEET AAD ER0TH.

ZOEEA VDA LigBMERERME: &&MREE AAD kP /ZiE, BUAERT, Linux VDA ERIGEREE
FHEL3 AAD BFR#HITEHWIE, MTFFR. FAEER, ERALRESEREIENER S AAD kP /253,
BEXFAY R, BSRUTEHD.

B8

3. RERR LA, BEUTARZ—ERIIKRERIE:

« 1 QR REIHBNIZAED,
N\ AAD AP &FE.

¥4/ AAD K [ZREEFRIER

BIAMBERT, Linux VDA ERIgEMREI AAD BF#ITEMHRIE. BXEREE, BESHXE Microsoft X &, B¥
HRIEXEN S AAD kP /25D, BEHRITUTSR:

7£ VDA BT TS, HELEMRD AADAcctPwdAuthEnable, AEBEEEHRN 0x00000001,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0x00000001" --force

<!--NeedCopy-->
AR

A ERERTF Microsoft ik E A 7 WESHIIERIKF,

WX R B RERENINIE

March 28,2023

A LUK A Fisia StoreFront A& ER AP EIEENEIERTF Linux 8 Citrix Workspace [z B 2 Citrix
Receiver for Linux 13.10 # AuthManager #&ker, JENG, EEUERZE PR Linux BIMKSESIEFRE
WREMEZBER, MEFEEANRFEE.

AR

iEATF Linux B9 Citrix Workspace [zA#2FH Citrix Receiver for Linux 13.10 #51tIh#E.

ERALLIhEE, BRITUTIRE:
1. 7 Linux VDA L, &#i&BTF Linux i Citrix Workspace B2 Citrix Receiver for Linux 13.10,
M Citrix Workspace B 2=, Citrix Receiver 89 Citrix FE T FHABR N BIEF.

k=27 [opt/Citrix/ICAClient/, MNRERLAREFRETHMEEZF, 15 ICAROOT IFELEiE
BNiEmRRRERZ.

2. 7z Citrix StoreFront BIRizHIAH, NEMRKAFERD HTTP BEASHEIES %,
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
| Method | Settings
#  User name and password
[ | SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -

Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o [T

3. BT AMRMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17

HTTP EAXS{330IE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. BETUTHESUEEEERPRERIES.
cp rootcert.pem $ICAROOT/keystore/cacerts/

$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BITUT < UBRAZIN6E:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0

x00000001"
<!--NeedCopy-->

6. Bh Linux EMKESIFEMZRIEFHERT Linux B9 Citrix Workspace Rz f#2RF =k Citrix Receiver for

Linux 13.10,
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Bxash Citrix Workspace M ARRFE, RASRTNERANNAEEKF . UWEERIUBHE R ZAHEEN
N ARmEfE,

= .
=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - »

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

K& B NIRIERS

February 9, 2024

AILUMERBE A B PIIEARS (FAS) X4& R Linux VDA BB P #1TSHIIE, 3T FAS ZRIhkE, Linux VDA &
5 Windows VDA R Windows 18, Bx5 FAS BE2E& Windows IFBHER, BESHEES B HRIERS. &
SR THFETF Linux VDA BIERIME B

AR
¢ Linux VDA AXFIERIT AR,
« Linux VDA EF5EE#E5 FAS RS SBEHEIE.

o B 2206 KR, ERILUEE ctxsetup.sh By CTX_XDL_FAS_LIST #£ Linux VDA iz B E X FAS %0,
BXFMER, BESRETENLITHAY Linux VDA REXE,
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7£ Linux VDA L E FAS
RHEL 8.x #1 Rocky Linux 8.x £x#% FAS

FAS #&#F pam_krb5 1R, %i&37E RHEL 8.x #1 Rocky Linux 8.x LEFH. MR EHESRIFRERFEXT
32 {389 RHEL 8.x #1 Rocky Linux 8.x i+&#l LA FAS, NEERITUTHSR, WFEREKIFRMERS (VD) EX
T2A$H RHEL 8.x #1 Rocky Linux 8.x it&#1 £/ FAS, ATLBKE A THE,

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J&{E,
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 1£ RHEL 8.x #1 Rocky Linux 8.x E#iEH %% pam_krb5 =ik,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

185 FAS k5328

BHES2HH Linux VDA RERMER FAS, 1875817 ctxinstall.sh 2 ctxsetup.sh B NS & FAS BR5S2869 FQDN,
BT Linux VDA R3z3% AD RS, ERILIBRNIRELS S 2R FAS RS 8BMTIR, MRMIERT EAMARS 25t
JEEH <none> XAFRHEZETH, HEFREEHIRSSSIMIRF.

BREIIAR Linux VDA R%, aILEHET ctxsetup.sh RI&E FAS RS2, 3E, HaLUETUTHSE
R E FAS IR28, HEHBE ctxvda REUFEREENM.
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

Z@EE ctxreg B FAS IRS588, BEITUTH<!
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sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

LRI

ZIIERAFHIES, 1572 VDA £RE4R CAERURFAE RIEliE+. fiin, ER&ER CAESH, BMFIEHMM Microsoft
CA (£ AD #) 1% CAIEBFSBEHFIRELAD RIiEH, HEMIR CARSE http://CA-SERVER/certsrvF
# DER #&z{ANZIEHo

AR

U TFan<tiEATFEREFEIES.

BT THA S DER Sttt (.crt. .cer. .der) i)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

ARG, BITEMATHHSER CAIEERES openss L BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

AR

BEMEIR CAIEBET [root BET. TN, FAS TAUREUR CA IEH,

iz17 ctxfascfg.sh

517 ctxfascfg.sh B4 LUERE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RIFETE, UE ctxfascfg. sh JUERRER TET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: %= Active Directory £ 5%,
%A EEIRE CTX_EASYINSTALL_ADINTEGRATIONWAY B9 CTX_EASYINSTALL_ADINTEGRATIONW/

o SNRKIBECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
RERBCHERE,

+ CTX_FAS_CERT_PATH =<certificate path>: {EEE#IRIEBFAEPEIEBHTTERR,
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+ CTX_FAS_KDC_HOSTNAME: 7£i%#% PBIS BHEEZHATHL (KDC) WEMNA,

« CTX_FAS_PKINIT_KDC_HOSTNAME: 357 PKINIT KDC £#1 %, BRIESEIHRE, TNZIMHA
CTX_FAS_KDC_HOSTNAME. f®&HE%4 Delivery Controller, i&#&iZigifEiE KDC B EN B FINE
[etc/krb5.conff s251) pkinit_kdc_hostname 1, BXFMES, BHBREIRFLXE CTX322129,

WEFRIEHIRY Active Directory EER A%, ARBAERIGEPRERE (w0 /etc/pki/CA/certs/)o.

A REfE e krb5-pkinit #1 pam_krb5 B4, HigBHEXMEE X,

2 F FAS

Z7£ Linux VDA E2F FAS, EERUTHSM ConfDB SiflikRFrE FAS BRSS38:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

PR

« FAS ZHBMIRH Linux &7 AD &%, ESEUTIIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 = = = =
Debian 11.3 = = = =
RHEL 9.0 = = = =
RHEL 8.7/8.6/8.4 = = = =
RHEL 7.9. = = = =
CentO0S 7.9

Rocky Linux 9.0 = = 5 £
Rocky Linux = = ES £
8.7/8.6

SUSE 15.4 = = = &
Ubuntu = = = =

22.04/20.04/18.04
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o FAS BAZFBIFEAE. MRESERREHUERT, WEEER FAS ERERZRIE.

o BCRRANZIFH S 510 RIERS AR SR — X R ERE I FAS 218, F83E Windows 10 Azure AD
BXi%,

HEHIRR
fEXF FAS BTHIEHIBR Z 7, BHEREREHIEWAE Linux VDA, HERIUFEAZESHIIEEERNASERR
IhiEahik FAS 21,

YNRIE FAS REEHEETT, FREREHN HDX BELIREN “VERBOSE”, 3% VDA BE£3iREN “TRACE™,
HX7 Linux VDA BARIEASIERNESR, BEEMIRFOXE CTX220130,

FAS RSS2 ECEHIR

M FAS R IEBEIRIERK,
17 [var/log/xdl/hdx.log HEHE MM TRENEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:

failed to connect to server [0], please confirm if fas service list
is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix—-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

RS EBTUTHL A Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
2FIGE N <Your-FAS-Server-List>,
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

MRMBRETFER, BRBAENILE FAS REESBREUERRE.

CAEPEEHIR

M FAS NBBEBHEERY. BET—TMREEQ, FENMHEER.

Invalid Login

(1] |

1% [var/log/xdl/hdx.log HEHXXMINTABMEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query
to server success

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin:
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
input size 1888

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
output size 1415

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: get logon certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: cache_certificate:
cache certificate success
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2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_Tlogon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL
<!--NeedCopy-->

RARE WIEEEEEE /etc/krb5. conf REWHIEEEMEIR CAIEBMAEDEIIPHTERRR, TERRE
WA

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

oooooo

<!--NeedCopy-->

MRMEBREFER, BRBIAANZ SIS BERNEH#TIRE,
FE, BER CAILEBESEN.

BRI IRGT TR

FASEZET SAML 513183, ADFS FIF7E ADFS ERTTHE HMANAFRRMENLG, JsHiUATHER.

There was a failure with the mapped account.

tEFEIRRBAE RLINILIE ADFS BF, B AD LB REEREFAF.
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fRA%E 7L AD EIRBEBERIKF.

KECE ADFS

SHER FAS MAREIERHIATHIR:

The Identity Provider has not been configured by the
StoreFront Administrator.

% FAS M FRBIEERENER SAML S3381E, Bk ADFS ZREN, SHIMLbRR,
RRBR RNEKAFHNIEARSEFE ADFS IdP. BXEMER, 1BBIAKE SHWIEARS ADFS 21Z,

BXES

« JBA FAS BREBEEX S B HIIEARSS (R RS EHA — X Hh il LABESE.
s BESNRIIRSSRALE—BEPRIINT “BIESE XE.

Eia)

WIRIEEMEA FAS, NRRBEEEFREFHTNELATREXANBIEFRIEN, AESKK.

& C | A Not secure | bttps:;//ddc.yw.local/Citrix/FASWeb/ W

Cannot start desktop |Er€ceiBafive TUET

testwHRHELT4"
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BRI E

£ CA TA+AE$ T Manage Templates (ZIEiEMR) LUE Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BT itt Active Directory E2#%) Bk Supply in the request (£

JERAPIEM)
Citrix_SmartcardLogon Properties _
Superseded Templates | Extensions | Securty | Server
General ICDI'I'IDEIﬁbi"‘lY I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requiremerts

(®) Supply in the reguest
/—Hmrmm:m exjsting cerificates for autoennollment

renewal requests ()

() Build from this Active Directory information

jc#t names and to

simplify cerificate administration.
Subject name format:

Mone

Inzlude e-mail name in subject name

Include this information in atemate subject name:
E-mail name
DMS name
Iser principal name (P M)

Service principal name (5P M)

* Control is disabled due to compatibility settings.

oK || Cancel Apply Help

3F SSO S 3IE

March 28,2023
AR MA RUNMETE Linux VDA LEAIE SSO SHIIFMNIES.
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BhR

ZHAERT, Linux VDA BRRESER (SS0). AP ER—AEIEER Citrix Workspace B 2FH VDA &1iF.

EiLAPER—HARRANEEER VDA =3&, 157 Linux VDA 2/ SSO, TRIIETIE SSO L HMAR &
PIIESEA S

Citrix Workspace 2R VDA £i&
BFR& BFR&
Bhek BFR&
BFR& Bhek
2SSO

E4289 Linux VDA EiE1T L Tad:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

<!--NeedCopy-->

March 28,2023

B R Linux Virtual Desktop 2i&EBY, AIMEREETIEFHIRENEERHITSHRIE. HIHERED ICASER
EPEEHTHNERFREERENN. FEIUEREPEAEEF. BAHaE:

s AXERIRFES
o NNER AR BB T ER A
o 3t Web 350817 S IIE

STFIETHAEE, Linux VDA A5 Windows VDA HRIMELE. BXIFMER, 1ESRAN LS SERIFEHD
AR
AZ#E Linux VDA i ERAMSTIEEERE R Citrix Gateway.

EFH

BReFEBRSMNIIEA T AMEUR T LT &4
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o 8 Linux VDA ZEE TEEP—NEITARS:

- RHEL9.0

- RHEL 8.7/8.6/8.4

- RHEL7. CentOS7
- Rocky Linux 9.0

- Rocky Linux 8.7/8.6
- Ubuntu 22.04

- Ubuntu 20.04

- Ubuntu 18.04

- Debian11.3

SERRE VDA &, BEWIEER VDA 2% e 1% Delivery Controller F5Eft, UNEFaEBER Windows
FRITAELHH Linux KERIE,

» 5 OpenSC ZIFMNEEEF. BXIFMEE, HSRAMAHFAK OpenSC ZHFHEEFR,
« 1/ Citrix Workspace for Windows BIN FBiER.

fa1% OpenSC & EE£
OpenSC 2 RHEL 7.4+ LIz AN ERERIREIERE. ER CoolKey ME2R AR M, OpenSC iFZFaN
WEEE (3587 Red Hat Enterprise Linux HBYEEER).

AT, YubiKey BRe~AFIEEAEC BRI, YubiKey —@F USB CCID PIV i&#&, BILIRA S#M Amazon
REHMBEHNELMBE, OpenSC Rapi2Fz#F YubiKey,

MERELAFTERELEEHMBSENEE R, BEE—ERET Linux K17z OpenSC G BHMEN. BX
OpenSC REMER, BERLTEZERRDER, AR, RESTUTHLLUMIA OpenSC BELZFFERE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

ficE
HEERIES

RIEBATFRIEE R EIER. TRUTEBUTHHARERIER,

1. 3REX PEM f&zCROMRIES, BEM CA BRSSEHIRE.

AILUEITEMIN TR S UG DER X4 (*.crt. *.cer. *.der) %y PEM, f TEM &S RAIF, certnew.cer
73 DER x4,
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openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. ffopenss| BRHPREIRIES. certnew.pem XA IERM,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy-->

EOERERIEPWERFE, §1817 sudo mdkir -p <path where you install the
root certificate>,

7£ RHEL 8.x #1 Rocky Linux 8.x t## pam_krb5 &1k

BEEEESMIIERIHT pam_krb5 11k, Zi&ER7E RHEL 8.x #1 Rocky Linux 8.x LBF M. MNREBEZSRIEERE
F4iEN TR AFH RHEL 8.x #1 Rocky Linux 8.x itB# L EASEEESMHIIE, NEERTUTSE. MTFERKIE
12E %4 (VDI) RzX Facf3#9 RHEL 8.x #1 Rocky Linux 8.x it &E# EMEEEE S M IIE, ATUBLT U TSR,

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 B3,

2. 7£ RHEL 8.x #1 Rocky Linux 8.x E#iEH %% pam_krb5 1Rk,

yum install -y opensc pcsc-lite pcsc-lite-1libs pcsc-lite-ccid nss-
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

EEEERERIFR

A LUERA ctxsmartlogon.sh AR EE s RIFERF el i E.

(%3 1) /8 ctxsmartlogon.sh HIAE B sEFIFE
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AR

ctxsmartlogon.sh fiZ< PKINIT 5 2R MEIBASUH. TLLEE [etc/krb5.conf B2 B X EXILIRE,
BEREREREEZAI, EE1T ctxsmartlogon.sh Bz B E & 8E-FIRIE,

R’

NRBEMER SSSD M, EEIE T ctixsmartlogon.sh FEE#iENZ SSSD BRS.

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTAS:

artlogon.sh sets up smart card logon for the Linux VDA, whic
es automatic installation of the necessary packages and changes to

Centrify
t one of the above options (1-3)[1] 1
nstall dep packages.
Installing, please wait
—Jkinit][pamikr already installed.
cid][pcsc-lite-1libs][coolkey] already installed.
ess]

root CA (e.g., /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
successfully.

rd PKCS11 driver (e.g., fusr/libb64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/libcoolkeypkll.so
sfully.
figure successfully.
ctxsmartlogon. = ed successfully. SmartCard is ready.

Ltkgh, fEE A LUBEIE T ctxsmartlogon.sh Ak 2 RS EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

SFZREMFUTRHE:

F+ o o N 2 o N 2 e o e
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration files.

can

e e

% HoHE MM K S

5t~p 1:Enable smart card 1:3:_;1:3n.
Do you want enable smart card logon? (y/n)[yl]
ctxsmartlogon.sh exit.
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(%71 2) FHERBEEERFE  Linux VDA 85 Windows VDA MBS ERIF 18, EixfED, ¥FEES
MNMAH, aiEEEHI28. Microsoft IEFM&L MM (CA). Internet Information Services. Citrix StoreFront #0
Citrix Workspace M A#EF. BXxET YubiKey ZHEMERERER, ESRRIRFLNE CTX206156,

EHRNT—F 2, BHR:

o BEEWEE TEAN.
o BERLBNAPIER THEIEEF.
o SR LUERERERIINER VDA,

24 PC/SC Lite &  PCSC Lite 1 A&/ EEe+ (PC/SC) #M3BTE Linux M, SRMHESEERMIR
RE8HITEER Windows BEER#ED. Linux VDA FRHEEEREERZE PC/SC H3IEKIMA.

BT T < aI%sE PC/SC Lite 38
RHEL 9.0/8.x. Rocky Linux9.0/8.x. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

REZBERFIEFRE OpenSC I ZEAMNERERRNER. MRAKRE OpenSC, BETUTHILUEITLE
RHEL 9.0/8.x. Rocky Linux9.0/8.x. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y opensc
<!--NeedCopy-->

REBTEESMHIIEN PAM 8RBT TH<aREE pam_krb5 1 krb5-pkinit &k,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 9.0/8.x. Rocky Linux 9.0/8.x:

yum install krb5-pkinit
<!--NeedCopy-->
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Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.3:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 R 2 — N EHERI S ISR, PAM BEIN AR LA pam_krb5 EZEHEHMEHLITHO
(KDC) SREXZRIEZ FZ|ilE, krb5-pkinit #REE & FIKERFARFIESM KDC RENNAEIER PKINIT 4.

f2E pam_krb5 =k pam_krb5 &5 KDC X B LUFERE §E-EHHIEHIREX Kerberos ZiR. E1E PAM 12
B pam_krb5 S4W%IE, EETUTH<:

authconfig --enablekrb5 --update
<!--NeedCopy-->

7£ [etc/krb5.conf ELE S 4, 1RIESEFRAVSURARN PKINIT 58,
AR
pkinit_cert_match & EE P IHIEBERFEIR PKINIT S48 > B4 FICECRIFN . TTACHNIAYIE %
H:

[relation-operator] component-rule -
Hrh relation-operator AT LN &&, RRFAIBAGMNLFATE, HaLlh ||, RRERE—FAFEMUHMA
Itfg,

FAEE— B krb5.conf St ERIREGI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature

pkinit_eku_checking = kpServerAuth
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<!--NeedCopy-->

00 PKINIT 58/5, ZEEEX M TR,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature

iEE PAM SH1IE PAM BEEXHETAT PAM BHIRIEER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SR MUTT:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

YNREEMA SSSD, MMERRFIZECE X AR I TFTo

o-generated.
# User changes will be destroyed the next time authconfig is run.
pam_env.so
done ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS1l:/usr/1lib/x86_64-1linux-gnu/pkcsll/opensc-pkcsll.so
sufficient pam_permit.so
required pam_deny.so

account pam_unix.so

account s i pam_localuser.so

account suf ient pam_succeed_if.so uid < 1000 quiet

account [default=bad success=ok user_unknown=ignore] pam_555.50

account [de lt=bad success=ok auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so

account required pam_permit.so

optional pam_keyinit.so revoke
required pam_limits.so
optional E temd.so
i job_mkhomedir.so umask=0077
lir.so umask=0077
ore] pam_succeed_if.so service in crond quiet use_uid

al pam_sss.so
optional pam_krb5.so

(FIif) EABERFHITERER

BEER (SSO) 2—m Citrix Th8E, AFERUMNENKEMNARFBHNEBSHIIE. WHERETAFREALR
PIN B394k, E3§ SSO 5 Linux VDA &4/, BEEE Citrix Workspace M A1EF. %A ES Windows VDA
HE. BXFEMER, FESRMIRPOXE CTX133982,

7z Citrix Workspace R B2 HECEARIRE, BRI TARBRERFSHRIE
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File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,
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ERER
EAEERER Linux VDA

BJLA7E SSO #13E SSO R EAERERER Linux VDA,

o £SSO 8%, BEFEAREEFMNERERIEFRM PIN BB5hE R StoreFront, 7£ StoreFront 25 Linux
Virtual Desktop &iE8Y, PIN B¥£#%) Linux VDA LUEITEEE RSB 1T,

« £3ESSO =9, RLABRTEEEBEBHRBA PIN BBLIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
p—— lick h Wi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
[l valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
ok J[ concer | e

£ StoreFront faah Linux Virtual Desktop £1&6t, 25 Linux VDA BERIHEE, WTFFR. AR ZENEEE
RHAIEBAHIREGY, HAMEHEAN PIN BBLUHITE RS HIIE,

14785 Windows VDA #[F.
" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ =5 :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, £ StoreFront i, MR ELEMEZDSIEREEEEF, StoreFront Web Al RN FFIRIBHZR:

Insert Smart Card l&

Q Flease insert a smart card.

| Cancel | Details ==

PR

ZHFEIRE Linux R1ThRA1 AD S5 %

o DEREFEEESHIRIIZIFEMRM Linux Z17hRH AD M5, BRI TIIR:

Winbind SSSD Centrify

Debian 11.3 = z =

RHEL 9.0 = = =

RHEL 8.7/8.6/8.4 = = =

RHEL 7.9. Cent0S7.9 = = =
Rocky Linux 9.0 = = £
Rocky Linux 8.7/8.6 = = £
Ubuntu = = =
22.04/20.04/18.04

BRERIBIRENR

H7E, Linux VDA S+ RE-RISRRUEMERIATH. MIIER Linux VDA ERIREEEREY, 2IERINERE, HERER
BAHE,

XPFHEMERE+ PKCS#11 %

Citrix Rt BAEREREEARAST R, BARNNZRFIRFTILET OpenSC Zieg+, ERETURAERHELM
ZRERH PKCSH#11 B, BUMMENSERERERE PKCSHLL B, FHITUUTERIE:

1. /R PKCS#11 EBi%FIE opensc—-pkcsll. so %,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 273



Linux Virtual Delivery Agent 2301

2. B PKCS#11 FEMRFZIZENEMRR, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1E89 PKCS#11 E, 140 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP K L ZARELSREFRER.

ERBPH#ITHARESHIIERIAR

April 18,2024
REBAXERRERESMNIIEMNSRIE, K3 Linux VDA LUFERLLINEER EEEFHIZE.
AR

FEREZFHIIENRIEN, FERIEMBHHAZ X 2IEMBEEEAT Android #9 Citrix Workspace
MAEF LR XHE.

BIEREFHIIENN FAEE

B Linux VDA EZIFREFMNIIEMKIE, JEFER StoreFront 8ERE S S IIEHIN AR E.

ERXNEFBERRESHRIERNAR

FRUBRRESHRIINNARERS, EXTHEFERRESHIIENAFR UZIFRESHRIINSIE, BEERMEFRE
BREZSMHIIEMERF, 15#%8 Citrix Virtual Apps and Desktops St Fh B9 B TR0,

REREZSHWIENZIETHYIE]

REFHIRIENIFNRIAT NBET A EIZ 10 98, IERETFMZiEE AnonymousUserldleTime i#1TH
B, AILUERA ctxreg TEAEMUILE. Fi0, FLIHMRIGEIRH 5 Hoh:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0
X00000005

<!--NeedCopy-->
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KREREZSMWIENAFRNEASE
EiFEREGMRITNAFPNRAKE, EEREMET MaxAnonymousUserNumber. HI&ERHIEE A Linux
VDA ERBEITHRESHIIENSIER. AR ctxreg TREE I IMFRIGE, 60, HZEREN 32:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

Xx00000020
<!--NeedCopy-->

BE.
REIREZEZMDIIENSIEL. NREANBHAXZ=IE, VDA aJfestilnE, EPaiFERARE.

HEHR

REXREZSHRIENZIEN, BEERUATEI
o BEERIREZSHEIENRIE,
BINEIMERREEEREETUTRE (REN0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik nesd RS RS EEIETT, BEEB NS passwd &7=F:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

MREEA, 5% Passwd EFTEIGEN no , AFEHRER nesd RS, BRI EGERREREEH T Linux
VDA,

+ £ KDE B REF M IIENIEP R RBIFZH.

BRINER T RESMHRIENRIEPRABRIRANSZE, B, ©IMIAIESRE KDE F, £ KDE A, EXHERFE
BSiRRAMES, HEUTTHNEEE XS $Home/.kde/share/config/kdeglobals &, fi40:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

B2, MRELBEEMN kdeglobals X (@1 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #3 KDE Action Restrictions 2#REAFAE,

BREERBFEER.
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BRI, BERAFATEEN kdeglobals UMk [KDE Action Restrictions] &5HH
[$1] 472, HEECARGTENRERZAYRRANRSE, 5% KDE BEMNEAEE, 8285 KDE System
Administration/Kiosk/Keys Bi#o

X

March 28,2023
KESIABTEEUTER:
o XHEHIFIHNG
o XL

A E A RENG

March 28,2023

AR ERAAREEREHBEANRERERIESAME P it Z B S HIFIMEME S, tIhaERE Citrix Virtual Apps
and Desktops 2006 SHE=irZ< LU KiEATF Windows 89 Citrix Workspace M AB#EF 1903 SES R,

ERINE RIS M, EHR:

- XHFHRAHERET 20,
o RAXMHFA/NAREEE 200 MB,
o Nautilus XHEIEEERET Linux VDA BN LA R,

LM Linux & 1ThR

XHEHIFAEMEINEEEATF Linux VDA ZH89FRE Linux X1ThR.

FER R

T B IRREE SECEThAEER. BXBIMAREEIIFAES, BEARKZIFTIR,

o BPImBIEIRERER
o BIMEARIEFEIET
o TEERBEMEL
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} =r

AR

BERXHEHIMMMETIEE, JE7E Citrix Studio PIREFIHEIEREEMREIGERRL,

PR

o AR, BYIXHBERBAAES,

o RIZFHER.

s FAERFEHBER

o XHERIFMWELIIZIRFRIT. RBEMRERIFEMN E— X HE, FREHT— XA

&N

March 28,2023

ZFHE Linux VDA MZE FiRi& & 2 BT XX LR, YBPHIEEETIRH HTMLS D2 MR Web I5288Y, 1t
ThEERI M. HTMLS DaEMAFEAERERT HTMLS #1 Chrome # Citrix Workspace Rz Ri2FFiA R KR E
MR AR,

AR

iEAF HTML5 #1 Chrome #9 Citrix Workspace MBI A& Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. EEXHENAER
ik & EHE Linux VDA, &8 Citrix Workspace R AREF LA LM EHENR, ABMXXEIHEEFERHAE
BIX . BREXHM Linux VDA THEIZFIHIEE, B THEN. AIMELSER THIRPRNIX . —R&ZH
LU 100 2.

=

AR

Z7E Linux VDA 5&F P imig& 2B EEM T HseH, BB/ Citrix Workspace BRI AR,
B LUE R A YRR Citrix Workspace B2 FARZS

B FEREX 4 EmAIERIIE, THEEE VDA EMRFIRMIGE B RGBT REIE A IRgE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 277



Linux Virtual Delivery Agent 2301

AR

BHof THERBATEIRES TR RZEEAXAEMNMEE FHXARBISE N .

TEEEH RN LR

o THXHURERIHNIRE

HEEAXHHMEEM Web JHRBRUAEFSIEFR, M Web i S THAIH A URES VDA EHREFFIHKIEE
BRH, WMESHERITFHEE. BERMEDTH, FRRIER Web FIRBHEATHERRENREER

RHEE, HEBITERT HTMLS 5 Chrome 8 Citrix Workspace B12F8I Web 55238 Fig B At T
HER.

o BB EREREFIRNIRE

AERBHNRERIER, EREFXE, AERESHHAEFEREHNRNREBRT, UEESTFRRE LA

Ho

XL R

A LER Citrix Studio @B X HEHMHEE. RINBAXHER.

[ Console Root
w i Citrix Studio (site)
O Search
g Machine Catalogs
£ Delivery Groups
ﬂ Applications
[= Policies
[# Logging
~ [Fs Configuration
£ Administrators
Controllers
E Hosting
4% Licensing
m StoreFront
@ App-V Publishi
O Zones

~ § Citrix StoreFront

m Stores

[E5] Server Group

ERB&IIRA

Policies

Palicies Policy0

| Overvew | settings | Assgneato

¥ Allow file transfer between desktop and client
User setting - ICAFile Redirection
Prohibited (Default: Allowed)

¥ Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICAVFile Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

1 Polig0

2 Unfiltered

¢ ATERESEPHZEMERNG. AFRMAELERFTE Citrix Virtual Apps and Desktops &iE5Hi&& 28

ERIX o

o MSEE FHX M. AYFSELEAFESIHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,

o BXHLEHIRE. AYHELERFEXHEMEIGE EHF Citrix Virtual Apps and Desktops i,
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AR

NHERMKRE FEXEE G LB RERBEN, FRATERES TR IHZEERX 4 RERIRE NI

fERER

E\BLEATF HTMLS &9 Citrix Workspace [ A2 ERXHERINEE, BRITUTRIE:

1. 7£ Citrix Studio #1, % WebSocket EZHErRIGE 2 iFo

] Console Root
~ % Citrix Studio (site)

O Search

Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators| | SRR | Ovenvew | ettings | Assignedto |

£5| Controllers » Allow file transfer between desktop and client
Hosting 2 Unfiltered User setting - ICA\File Redirection

& Licensing Prohibited (Default: Allowed)

m StoreFront } Download file from desktop

@ App-V Publishi User setting - ICA\File Redirection

@ Zones Allowed (Default: Allowed)

¥ Upload file to desktop

User setting - ICA\File Redirection
3 Stores
Server Grou Allowed (Default: Allowed)
s P » WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

v~ §4 Citrix StoreFront

2. 1z Citrix Studio /1, &3 LA #HEHHRER R A HHEHTNEE,

3. 7z Citrix StoreFront EEizHlath, BENAHEE, EREIE Receiver for Web ii= T, AE@EE®ER
1822158 Receiver for HTML5 %13k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) #EAmMEl Chrome LU Citrix Workspace M B#2F#1N%] Google Chrome i,

3. £ “Chrome AR ELEE “EATF Chrome # Citrix Workspace B2,
4. BAEEEN StoreFront ABEH URL.

MREZHEANT Z URL, BB L5,
5. BoENSEENAEFSIE, 7 Linux VDA 5FFIRgE 2 EHRIT— MR Z N XHEER.

Bl

March 28, 2023
KESABTEE LT E:
+ Bx&h DPI 485
o BRIHBEMREET

o BEECEME
« HDX RRH=E

o REMKE GPU

Add to Chrome
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o 2TEIKEN

o Thinwire ##RAER

Bxh DPI 481K

April 18,2024

Linux VDA #5585 DPI i, HAFRITAEMKENEARFRIEN, S1EH8 DPI ExBmERULREE kL
8 DPIi&&,

TERSIINEERXETEDL.

 ZINBEERE 7 Citrix Workspace =/ DPI Lz, 34 FiERF Windows B Citrix Workspace MR,
BERFERE, ERANSMEIER, BXxRERT Windows i Citrix Workspace M BIEFEE DPI &1k
BFEMAER, HSE DPI 4,

s BERZVBRESETHEARTEMER, YIERHEERN DPIREXNSAERRH#ITIE. FZFES DPI A%,
NRFEAFRRER DPI & EREE R E%, Linux VDA X FiERREMNAR/) DPI &,

+ ZINBEEXT MATE. GNOME. GNOME Classic #1 KDE =/, &/ KDE 3% MATE BY, &R TEI:

- XF7E Mate KEIFEFRIEITH KDE EINSE:

* AT INER KDE Plasma 5 iE S ks,

* ERIBEEITNENEFF iR LW DPIEBERAFP IHHERER,
- XF1E Mate KREIFEFRIZEITH MATE B Sm:

* ANSZIEEL A 140 2,
* ERIEETHNEREFH LN DPIISEERAFRIHEAERER,

o EBMIERH DPI ERRIERE A L DPI IRBEBHEN. B, R HFBHERENAEMELE, fa0
100% #1200%., SIRERFIRECERBRLFIRE N DL, EPE DPUBRIE T RERNEBHBMRLLE. =
Bl WNRFEMLELFIS 125%, DPIEFEX 100%,

&P IREREL5) i =iE DPI
INFHFETF 174% 96 (1x96)

175%-274% 192 (2 x 96)
275%-399% 288 (3 x96)
AFHETF 400% 384 (4 x 96)
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P IREERSER

March 28,2023

Linux VDA BT EE AH EREMKEETR g SNBSS, RINERT, WHERTFERRE, ERFUThE
89 Citrix Workspace M2 :

« JEAT i0S 1y Citrix Workspace i BiER

« EAT Linux B9 Citrix Workspace B fB1EF

« EATF Mac i Citrix Workspace R R1EF (FZ#hR4s 2204.1)

« EAT Windows # Citrix Workspace MBiEF (FxiFhias 2204.1)

B

HAPTFEMKERN, MITEMUE Linux REREHPERBET. BHERRTEEFHIENEIRS. BEF
RREMERNEDLL, BRELHEBET. X706, BFELUTESEE:

[l 2n-ubu1804-binz - Desktop Viewer - [m} X

Activities Tue 17:02 B enr O~

unpluoged 74%

FRMEMEMERTAENEBRS. BXEHR, FERTE:
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Bt ER TERE pE RNkl HRBMEHRNEDLL

EERE, B+ fSRT &, BRBRR

=80%
EEZE, A ¢ fFsRr &, AERERT
=20% #1 <80%
EERE, B¢ skt € BOexRT <20%
ﬁ KR7EHE, B <7 SRR =, ARBRR
=80%
Q K3eHE, B <7 fFSRR B, BIEIRGERT
=20% #0 <80%
ﬁ K7cHE, B 7 fFSRR £, BLERR <20%
E A RN RN

[y

HRIMERT, BEREBRERESERLFEARS.
B RizIee, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "Ox00000000"
<!--NeedCopy-->

EERItINEE, WETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"
<!--NeedCopy-->

AR

ERGBESREMRBRINGE, ZINESEF KBRS ETRHEZ Mobile Receiver Eiiki&EiE (MRVC),

RIBIERIAITIR, SERATEIMNIT R
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1. MR EFARE GNOME R% 8 RHEL 8.x 3 SUSE 15.x, &% GNOME shell RERBINT B, UER
AppIndicator &Z#:

a) i&178< gnome-shell --version L&z GNOME shell iz,
MK

b) M https://extensions.gnome.org/extension/615/appindicator-support 7% GNOME shell

BIRBY B. M, MRER shell hiasry 3.28, WEJLLERERY RhRZS 24 5§ 26,

Extensions Add yours Installed extensicons: About

e to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

Adds Applndicator, KStatusNotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hitps:/lgithub.com/ubuntulgnome -shell-extension- appindicator

C) MEBTHNZMHE, B ANREEN metadata.json X8 uuid EEi&E ) appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv @< L% appindicatorsupport@rgcjonas.gmail.com B®#52| /usr/share/
gnome-shell/extensions/ FTAMME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st ATt E fth B/ 352EY,
R

BINBERT, RAHRAATLURE appindicatorsupport@rgcjonas.gmail.com R+ 8
metadata.json X, EXRHRREHEE, BHREEMAF A% metadata.json 3f4,

f) %% GNOME Tweaks,

g) EREWEF, BERIFFE ALt+F2. r f1 Enter #a@idizsT killall -SIGQUIT
gnome-shel l &8<%REHME GNOME shell

h) #2®FiED, 517 GNOME Tweaks, #A/G7E Tweaks T B+ /A H KStatusNotifierltem/Ap-
pindicator 3%,

2. NRBMEAKE GNOME —e 2 %M Debian 11.3, ERRU TS EUREHEH GNOME R EER:

a) 7T sudo apt install gnome-shell-extension-appindicator &%, A
GNOME e ERZY BIEF, Sy UIHEBENRESR.

b) EERBHIEE Tweaks,
c) 7£ Tweaks TEHRERT B,

d) BEFA Kstatusnotifieritem/appindicator i,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

ERECE M

April 18,2024
A3ESMATER Linux VDA E-REEEMHIA,
BXBEMER, BEARRERNZEAED.

=

£tx4 3D B LI HMIL

i ERERESERZEE TEAHNBNAINME TATEMHEF TEREERENVAREFNAFRBRIRE, X
TRIEA LUER GPU MIBR TR AR, EXBERILRBRENRARENEMEMIEREESHMAR.

RINERT, B 3D ERIIFRH.
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SRR AR D 88 1T [ 48

Thinwire 2 Linux VDA RERMNETABZRAER AR, ZREARF—EHTEN LERNER G (BEENS) 3

F—BHEN LEH#ITET.
ERMSIRARIE SR T EEER RIS ERABRRARR, HHNFRAGIRELTED:

o RFIER, XRRINGE. TRNITHMEE. SrRBRKAAME Citrix E3#5%8 Thinwire, H Thinwire 8
FIWHESETEARENY BiE. $EMN=2HEGRETEEIMI,

o HWENRE, A Thinwire 2427 H.264 3¢ H.265, LUHIH#BAF ARG REERELETREK, £
REKREMA D BEHNERT. ERTHNEINRE, ABERTREFIMERHBRT X 3D B TIERZ
LIRS, FF=IEKED

o FWNERNTUMKIE, Thinwire PNBRER B TRAIRBIBHE R (. 5 3D). EREBRKRIEEBHH
BEIOPER H.264, EFEER H.264 304EFE 215 HDX Thinwire iR R RE B 5 HER
H.264 {iS4miEmD s Kt 1T, WTFRERNERES (BEXANERLER), MESEREGESE (JPEG.
RLE) M{IEEEF. ARAREUTHELS: SAERNHERE. REMINSREURTEEMUBRSTIRAN AR
EREEG. BEALIIEE, ERERMMERIDRHTERERKEZNRFRIER FINRE) oW ERDE
KR, BXEFMER, FEHETLEKLE,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
05, 7. 'II-_' Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIRE (BEUTHMERERIZE) JUATHEREEAERANEEH#TTE:

o BRENEZEERE
o BfRhnESR
« MIBERE

H.264 & 4RkS

e PSR ARID SRRV AE (H RIS SREE VTR GPU BEMFINE (MNRATA) @I SRR S ERER R TR, MR GPU g
HAAI A, VDA RELREIERMRAIMmFIGRMET CPU BRI,
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GPU IR BB RIRFI AR, RAMIRES T S0 (FPS) MMEEE,
Bhi7s 2210 f2, GPU MEfFinEiRE L TERRN:

o {RIFEIER
¢ HWNBIRE
o HREEEUAIXIE

ST TR E SR
AT E SR RS AT BB TRESE, MARRENTHES. ML TEIELTHNES, ARETHIEE
RSN, BERFEMRE LAZRIENEMIRK. IREEXANRERENENERS .

RINERT, AFARERERRELTERRS. BRANIEERES, FRATARLTHRERRENEEA, Bl
RERERKIRE N TR,

MR E AR RS 2 (TR RBIR BN A INRRIGEE, WARTRESE SN AEHSEGRRE. WREGE
SRR ES #1T R AR RIS B N NMER SR RIS LUMIEIRARS, MANSETRESES AR H.264 45,

UTE P EREEE H.264:

« Citrix Receiver for Windows 4.9 2| 4.12

« Citrix Receiver for Linux 13.5 % 13.10

 iEAT Windows 89 Citrix Workspace R F#2F 1808 REShras
« iEAT Linux i Citrix Workspace FZFEEF 1808 ME =R

BXUEREMERIMARIDSHITERRKRENFARGEE, FERNTERERZENETL ERLE,

<1 H.265 MST4RAFD 23

M 7.18 hRiE2, Linux VDA X5 H.265 HS5n4R #0233 m 2 E RSt 1 TRE 4 I
LRt ThREA T

« Citrix Receiver for Windows 4.10 2 4.12
« iEAT Windows 89 Citrix Workspace B2+ 1808 EShkas

EMUILINEER E, 1B7E Linux VDA ME Fin LR ALLThAE, MRZFF i GPU Rz #HEMA DXVA #0317 H.265 fi#
19, EfZRY H.265 R RIRISERRA, SIEGOIRIIER H.264 M5NmEESE. BXIFMAER, BSIH H.265 11
$idRbS.

272 VDA LB H H.265 B4Rk, BHRITIATHERE:

1. BRERINYRRRIDEERIDRE,
2. BRAX 3D B TERA MRS,
3. HRERMIMREERSESHATERRBRAMKLE, NRENHNBIFER.
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4. WHIRMEFRERIEARIRE N TR TIBE TR,

BEEF IR EEA H.265 w3, 1550 H.265 5145,

21 YUV444 4 4Rhg

Linux VDA 3i%F YUV444 &iE4t8, YUV REEAE2EESMEESBESENHGE, 7 YUV Hh, YRR=ES luma
8, UV XREees chroma &, &8 LL7E Citrix Receiver for Windows 4.10 3| 4.12 5@ F Windows # Citrix
Workspace W BEF 1808 &E =R LEAILLIhEE,

SME—MY. U VEHES 8 UHE—1FT. YUVA44 BUBETILL 24 1/ RIEE R . YUVA22 #iREa]
ERNMEEZEHZ UMV E, MISBEEERER 16 i1/GER. TRETT YUV444 F1 YUVA20 ZiERENRLL
o

YUV444 YUV420

O (| | =
L= T S

272 VDA LB YUVA444 IR{4E3, BHITLUTIR(E:

1. BWRGER MR FEL SRR TEERBRENHNENRER.
2. HRFAREFERBIKENBETHRRLHRTE,

EfRERR

BAVEEM Linux 2IFPEITHERZRSETRIATETELRERR, RERENTEEGRESRXEMZEHK
B IEfRRYF o
EEMABER, BERUATIE:

1. £ Citrix Studio B BAEFRSIEREER,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAKEHIETT ctxslider %%, WERHEZREER U,
AR

MREFMTERERIGENRATRNLIE, WAZERBER UL

Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

BUTE AT LR (LA ae T -

« EENEGRE, BBBER. BRZFESEEN 0-9,
s EEARRAEXIRE, BEFRILRFRE,
o EUMEIEHRRN, BERRERTE.

RIEHRARERBRTIIMERR

BERIBH R G ERABRTYMES, Citrix 31858 7 HDX 3D Pro BE#4RIE,

£/ HDX 3D Pro tEf+4gE2ES, VDA BT LABIER MMt it B H B HAE R AR B RIDBIMBI AR R, X—HtEIN6E
Rt T —ih T B M E RS E BN H

RINERTRALIEE. BERMIIIEE, HETUTH<L:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

BRTERLLINAEZ Sh, ERAILUETTIU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent ¥ BEFTRERBERANE DL, ENEHE, EFEMEEN, BRMEBRE. BiNMgETEEN 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENFREEFRIEFE, WSEHNNRLATREERE, RARKEEMHOIN. BEBIEH
EEHEN A ERBRENRNN, BUSIFA LARRILL R,
B Linux VDA Thinwire ST#FHISRIEHIEETIR, BSRHEREZ IR,

BX Linux VDA EMZBEMBXFEENER, 1551 CTX220128,

FHiTRE
Thinwire B LUEIE HITRIBF LTS RIZS SF0MEL (FPS), BEk CPU SEEMFHEIRE. BABERT, LtIhkek
FERRS. ESALLINEE, B5EZEN VDA LiETUTH<:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

HEHR
OB IETEERBMERART

BITUTHLKREEEEEAPHEMAER (0 RT TW+, 1 R-eFMRFEIGES)

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

EREMTF:
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create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

WIEREBIETEfEA H.264

BITUATHSREIEEBIEEMFEA H.264 (0 RnAFTEFER. 1 RNERMER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

a0, LERAIRERMNT !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

WIEREBIETE[EMA H.265

BITUTHTRBIEEEERERASRE H.265 (0 RnkFER, 1 RTERER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

BN, S5RATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

EIEEERMM YUV RIS =

BITUTHSRETIEERERMM YUV HIBAZE (0 &RT YUV420; 1R T YUVA22; 2 RRYUV444):
AR
Y IEE ARG R, YUVFormat MEAEE X

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

fIan, SERATRESRMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000000"--force
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WiEREIEEER YUVA44 4R

BITU TR UMIER B EEER YUVA44 RIS

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIiETTIRESE, SREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000002"--force

I%iF HDX 3D Pro RGEREH

BT T < UEIE HDX 3D Pro 2R EEA:
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep ProductEdition
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep StackSessionMode

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep 3DPro
<!--NeedCopy-->

BT HDX 3D Pro B, Z5R¥EMTF:

create -k "HKLM\Software\Citrix\VirtualDesktopAgent\State"-t "REG_SZ"
-v "ProductEdition"-d "<PLT or ENT>"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\WinStations\
tcp"-t "REG_DWORD"-v "StackSessionMode'"-d "0x00000000"--force

create -k "HKLM\System\CurrentControlSet\Control\Citrix"-t "REG_DWORD
"-yv "3DPro"-d "Ox00000000"--force

EI85F HDX 3D Pro FrEEf9 NVIDIA ERFBME, 357 Linux VDA £3&17 nvidia-smi &%, £REWT:
Tue Apr 12 10:42:03 2016

| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
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| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| © GRID K1 Off | 0000:00:05.0 off |

N/A |

| N/A  42C PO 14w /31w | 207MiB / 4095MiB | 8%

Default |
o o o +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [
| e e e e e el Y
| 0 2164 C+G Jusr/local/bin/ctxgfx

106MiB |
[ 0 2187 G Xorg

85MiB |
o +

<!--NeedCopy-->

KIEREIEEXS 3D Pro FEAE4RI

BITUTHS (0 RnKfEM. 1 RTIEE-R):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

1M 3D Pro B, ZEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

#iA NVIDIA GRID EZi e F R B EERETE

Z#1A NVIDIA GRID B I shiEF R E B EMRRE, EiET nvidia-smi, SEREMF:

| NVIDIA-SMI 352.70 Driver Version: 352.70
| =—memeeeeesssssssmssssssssssss o o +
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| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util

Compute M. |
| 0 Tesla M60 Off | 0000:00:05.0 off |

off |

| N/A  20C PO 37W / 156W | 19MiB / 8191MiB | 0%

Default |
o o o +
+ _____________________________________________________________________________
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |
| e e e e e el Y
| No running processes found
+ _____________________________________________________________________________

<!--NeedCopy-->

NERZEEHVEE:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro Z5l2s&E 45 0]

MREFETEMABRERE LLKEELAH, HKZE NVIDIA GRID FaER SR A

¥E Xorg HiRAE

Xorg MBEEX e E 2T Xorg.{DISPLAY}.log, i F [var/log/ stfF%H,

E R 17) e Kz PR
33F vGPU, Citrix Hypervisor Z<ithizHl 8 £ ICA SERIERE

AT E. BEIETUTHSHA VM 57t VGA 12615

34F Citrix Hypervisor 8.1 RBEERA:
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[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1
<!--NeedCopy-->

x4F 8.1 Z#i#9 Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

R Gnome 3 EEEREIE

X2 Gnome 3 EE=IEBEIHIRE,

7% Citrix Workspace R AEFEHAOA/NE, B OpenGL/WebGL N AEFTERIFHEN
1A% Citrix Workspace EARRFEOXNSHTEREDYE, NVIDIA ZRARIEFSBRELRIPRE, HoTHE

R BTE M BN AR, 130, WebGL FEtE lightgl.js aTaE£ M 1% Rendering to this texture is not
supported (incomplete frame buffer) (FXFZ2MAMSIR (MEHKRTE))o

HDX BEH=

March 28,2023

%

Linux VDA S5 HttEMRE LNRIEAR A= 8 SNBSS EFR,
UT TSI SEERAZRENEEEMARRENEE,

BEHERR, BRITUTERE:

1. EEMKENENXES, SEREAZEMIEERZERNRER.
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i - Desktop Viewer - [m] x

Activities

Share my screen

View someone else's screen

2. BEERIFHXHA.
HEINWRBRHEARRE—ERE, BHEFLELAERARRERR.

[ | Desktop Viewer - o b

Activities gfxindicator ~ =2 Aug 2772239

Citrix screen sharing

10.158.160.5:2152:3af] o ©cClose

g Copy
Ctri+A

HELCWREEN, FEREEE—MIEUE, RREEHITHSR,.

3. SHttENRE (BSEHAEENER) LNRIEFARHZEHRIAINE,
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4. EAENEEREHENES, BERRETERN, AEEREEENEN. BEFLERTERN, FEREE
BRHIRT.

Activities

Stop sharing my screen

Give control

/ viewer-user3

5 EFIHAZERE, BERELAZRNER.

[} Desktop Viewer - o x

Stop sharing my screen

Give control

EEEHMANERES, BHRITUTRE:

1. FEMKENENXES, BERBEAZFEMEREEEMANES.
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.- Desktop Viewer - o X

& Applications  Places T @ © zh Tuels:07 & W) O

Share my screen

Stop sharing my screen

{ View someone else's screen

rash

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

l
@ Cancel

3. FHRFRHEERRENER. flm:
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i L Desktop Viewer - o x
Activities gfxindicator ~ Aug 2T 2308

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? | @ Cancel | OQK

T’

s EHEEFME, Linux RARHITEAIEREL LBA,
o WIRHZERTT 30 WAEREIIER, EREREIHHETRT.

4, REAZEEIRTHREEZENERE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB P RiEE.

[} Desktop Viewer - o *

Activities  [& Unknown ~

HDX Screen Sharing Viewer

0 "

4 Activities

5 BFEREHHENRR, BREEE LANRITERT.
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e
o WIRHZHRE 30 MRBEZEMNIER, EHNHEREIH,
o —RAR/F—NEEERHHEZRE,

BB ERATERAI RN R ERERITHI.
©Q ® @ zh Tue17‘;7 &0 0

d Desktop Viewer
o X

& Applications  Places  HDX Screen Sharing Viewer
HDX Screen Sharing Viewer

o e HDX Screen Sharing Viewer

6. ERAETRERIEREIEOKA/), BRERIFERS LR ET.
- a ®

en~ 7, W O~

HDX Screen Sharing Viewer x
Aug 2 zh = L

I Desktop Viewer

Activities [& Unknown ~

BTN Disable scaling

PN
o

302
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&

REHAZDRRANCTREARS. BERMA%INEE, BRmUTRE:

=

. 7 Citrix Studio # /= BERRSIE R RER,
2. 34F Citrix Virtual Apps and Desktops 2112 &kE= k4, &7 Citrix Studio FERRBHEHEE,

3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE Rk, H=TUTH<LE Linux VDA LERAR

BH=:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "0Ox00000001"

<!--NeedCopy-->

4. EERNPMERAVERIKO 5252552625,

5. (Ai%) WMREBFERM GNOME R/ RHEL 8.x. Debian 11 5% SUSE 15.x, &/ GNOME shell RE&#&
i B, WEA Appindicator &#3:

a) B178< gnome-shell --version L&z GNOME shell k7,
M

https://extensions.gnome.org/extension/615/appindicator-support T# GNOME shell
MRBY B. a0, MREM shell krash 3.28, MWETLUEEFY BARZS 24 5§ 26,

Extensions Add yours Installed extensions. About

application.
=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2u100

Adds Applndicator, KStatusMotifierltern and legacy Tray icons support to the Shell

Extension Homepage  https:figithub.com/ubuntu/gnome -shell -gxtension- appindicatar

Download 128 - Extension

C) MEBTHNDMHE, B RGN metadata.json X8 uuid EEi&E 5 appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv &< L% appindicatorsupport@rgcjonas.gmail.com B #3552l /usr/share/
gnome-shell/extensions/ FTAKE,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t B /35,
"R

BINBERT, RARAATLUIEE appindicatorsupport@rgcjonas.gmail.com B R+ 8
metadata.json X, EXIFRELEE, EHFEME P HAERIRE metadata.json 314,

f) =% GNOME Tweaks,
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g) EREIFEP, BIRIFFR ALL+F2. r 1 Enter @xi@idiEfT killall -SIGQUIT
gnome-shel'l &<kEH M GNOME shell,

h) EE£EKEP, 51T GNOME Tweaks, #AE7 Tweaks T A /2 A KStatusNotifierltem/Ap-
pindicator % #%

6. (A1i%) INREFEARE GNOME —ii2% %8 Debian 11.3, MU TS BEULREHEA GNOME R4/ E

fr:

a) &7 sudo apt install gnome-shell-extension-appindicator &<, HfE
GNOME 8B ERIZY B2, EREMIUIHEEENER.

b) EEMREFEE Tweaks,
c) 7z Tweaks TEFEET B,

d) B Kstatusnotifieritem/appindicator i3,

Tweaks

Q, Extensions
General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Ee

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. e

Startup Applications

TopBar Citrix input source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

ARE

c REHZIEETRZHE H.265 MSN4RMEIS SR,
. 7

BHEDRNNAREFRIERATA,
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c RNBRAT, REARENAPRZAUS I0NMEEEXAZTHRERE. EEENRARNETEL
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{7E, HiXT&
AEEN, AFERNEZHIMIEEERNSHIRET.

REPAMER GPU

March 11,2024

7£ Linux VDA xx#4rh, REMMEE GPU 215!

« Remote PC Access =4 {ERK GPU
o MEIWEIREREZZEN GPU

IR T B X AREMER GPU S5H HDX 3D Pro MfER.

wEEMN

« BA HDX 3D Pro, Aitk, EERE Linux VDA BHE CTX_XDL_HDX_3D_PROi&BA Y. BXHIETE
HER, BEBRPE 8: ®BIETHNIFEUTEMR T,

 3tF NVIDIA Linux Capture SDK %589 GPU, #£/BMA HDX 3D Pro 2/, BIAMER T2BRAB4MNE, &£
EHITHMELE.

« 3F NVIDIA Linux Capture SDK R ##9 GPU, R4 XDamage, I3, &aIL7E Ubuntu 20.04 £
izfT sudo apt-get install -y libxdamagel M®=# XDamage, &E&IER T, XDamage
=1ER XServer i BIEF.

fcE
&2k Xorg BL&E XX 1+

xF NVIDIA REMLA GPU  ELEXHEBEILEMIZRER,

SHTFEM GPU  BAEHRREE /etc/X11/ TR/ MR E S H:

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf
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Ll ctx-driver_name-1.conf Juffl, $1TUTIRIEREHIERECE M :

1. 3§ driver_name &y SERFHIIRENIERF B o
g0, MBEMIREHIEF RN intel, ATLEEREEXHRIFERN ctx-intel-1.conf,
2. FHINSAIREHIEFE Bo

SMIREEXHH—MEERN “Device” MBS, XEOWERFE, AN TBMMBDIEFES. BERM
TR EIEFE R ZAIATTMAETAR. BRASHNOINE, BRITUTERE:

a) 2 GPU #liEmiR iU TREBEEE, IUERKNBE X G, EAANEEXXHIRIIEN
GPU RE A EAHIF IR HIETT,
b) ¥BAMEEBEXHH “Device” 5 EHIZ ctx-driver_name-1.conf,
3. BITUTHSHRIGEFMERI, LUE Linux VDA BEIZIRFIES B 1 FISBEMERE XHZ .
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SzZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

/2 XDamage
MREFERAR GPU 7 NVIDIA Linux Capture SDK Z1Ti#BER “ZIFMEMG" SHH5IE, BERUTHERR
XDamage:
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "Ox00000001" --force
<!--NeedCopy-->

11 Remote PC Access VDA Bz

S FEERREIIEN GPU B9 Remote PC Access VDA, Linux VDA #4718 B 23k,
SRAZINEENEE £EIAK Linux &1THRE$E Ubuntu 20.04 #1 Debian 11.3,
BINBERT, R TRERARS. BEREER, Bl TEFRINTR:

1. RIBEH Linux R1TARERE evdi-dkms B4E:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. RREREREHE EVDI:
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force

<!--NeedCopy—-->

3. MREFEANR Intel GPU, EEBETERE, TN, Intel GPU BREREEREA, TEAT Citrix izt

Elﬁo

sudo systemctl disable --now gdm
<!--NeedCopy-->

U HERR
TCE 4 B E A fa Lt 9 ELBD

WMREA LU EAMIEIT 3D NBRERF, BFfERENIER, WELXEFAEHER AL HELBERE N, EER
Jopt/Citrix/VDA/bin/setlog #¥ GFX_X111i&&# “verbose” FUKEIRRERE B LUHITIEIR.

T

/

1TREH RIS

MEFER Xdamage, MMEIFRETHEB.

SIEIKED

March 28,2023

REKENA B FRBA B AHIEGIRMNREIEE. RIFEEASERELETR, WEMENNREEBEZISENRAR
BERRER. ERILBKENEEANARBEHHE alpha BER PNG Bff. ZKHNEEIMRERBELER, BRAK
RGN R

BE.

SIEKENFB—NR2IEE EFRETEEILHIESS, Er]URE—ERNRBIERMARES, ERLIEE
B, HMNARIECENESTERE. Bk, HRMNENERKDRSEMRESBRARE WRER) SE5FEH.

RIFKENFESATREMESGNERS. RERNHERZREESNZENAANSH (BIHERZEREHITR
B AT ERRMIRRMIELR, FEERSH[AET i Internet thilttit IR EEIEIFEMER

ZREAFAR, BERAUTREKNKKIEERE RS ENKRE I EMKENINL.
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RIEKENRIRIRE

BRZIEKE

BRATIRER, REETRRIBEE—RETRIEREESNTERKE, HiKENREIURTFILIRENER.

BIANERT, SIEKENLFEARS.

BEZ G IP it

BRTHRER, SIEFETYRINEFR IP itk

BAERT, SEFFRE IP it FEERS.

BEERR A

BETIEEN, SEKEEREENE. &8 yyyy/mm/dd hhimm, SREIEEAT R SR,

AINBERT, SEERNELTFERARS,.

BEERARA

BRTIHRER, KIERETIRNERBARERKE, 271EHAN USERNAME@DOMAINNAME, ZHAiT2IAR
BRZEE 20 MER. HAFRET 20 NEAFR, FRSHIMBVNRFEA/NSERT, XEETKENBERM,

AINMERT, EEERAPAATRARS.

355 VDA E£H3

BRTISEN, 2iERKETRHA ICA 2iER VDA EHR1EAKE,

BIAERT, @3 VDA ENEZLTFBRERS.

1% VDA IP itk

BRTISEN, 2iERETRHA ICA ZiERY VDA IP sttt KED,

ZINERT, 45 VDA IP it FRRARES.
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RIEKENER

IR EEFIE R RE MK AFEER S MRE. EMETIEREFIERSIHEN,
BXEMFED, FSRAXPEIKENEEX XA,

ZTREREPET 5 NKERE, H 1 MREFEROET, H4 NMELBETR.
BIRBEZEROER 1 DKERE,

BIABERT, SIEKEERIRENS

IKEMZERRE

AILGERENT 0 2 100 ZiEskENBERE, EENEMA, KENEAER,
BRIANERT, BER 1T,

IKENBRE X3 Z

BIANERT, ZEANT. AUBAFZFRER, REBEIUPAFHES, IEERESHEAUEREKNFET. F=E
FRESTHREZEH 25 1 Unicode Ff, REKNFRBIFHEM 7 25 MFH,

BN, ERILIRSRBRIRE N LU TE:

<date> <time><newline><username><style=single><fontsize=40><font=
Ubuntu><position=center><rotation=0><newline><serverip><newline><
clientip><newline>Citrix Linux VDA<newline>Version 2207

BXAEEAETRAE, B TER:

BMIRE (ROKRN
BIRE HiEA B) RRINME &

<style> KENFERHER xstyle, xstyle -
single, tile,
horizontal

<position> JKENGI & center. center REmEENIRER
topleft. B—NABH.
topright.
bottomleft.
bottomright

<rotation> KENERZEI—E/AE -180-180 0 -
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BRIRE (ROKRN

=3z 3% A0N BiER 5) BINE - pEd
< IKENRZERAE 0-100 17 -
transparency
>
<font> - RAZRNFE Sans -
<fontsize> - 20-50 0 (BzhitH) -
<fontzoom> &g 0- 100 -
<fontsize>#
<image> &8H
FHEMEGKNNE
pa)ad
<image> PNG 7kE[ VDA L8 PNG B FER IEEEREE PNG 7K
e B, XZHFHE
alpha i@&m PNG,
8 PNG 7KENRY,
RE <style>.
<position>.
<rotation>. <
transparency
>
<fontzoom> i&
R B R
<date> [EEEAAN SN FER TER -
#F (YYYY/MM/DD)
<time> SEEENEN SN NER &R -
#F (HH:MM)
<domain> RAPKAEN ST FER TER -
<username> YRR RAFENE  TER &R -
Uty (FEERFK
FiE)
<hostname> VDA ENMEBHEIFF &R NER -
<clientip> R IP NS REA &R -
{iIFF
<serverip> VDA R IP ikt s &M &R -
T
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} =r

AR
MRERERELREEREKNBEXXE, NWZERERESIEKENZINIPTE Hth=iEKENZEE,

MRKEEEREMFEFHIRENTHFNE, WEREIAE.

PR

o EUTFE—BER TSR RIEKED:

- YERMRELSRHTEERENHTNENRRN,
- YEAMRERLSRHTERRENRFINER, HEBRT Y 3D B TIERZHLILE,

EFEANRBNBTEEANRIEPRAZIFRIEKE, BEEARIEKENINE, BSUERANNERNEEEM.

o MRKIFEFFAIBMR NVIDIA IRchiZF 92 REMH IR H.264 3 H.265 HRIBERX TIE!T, WRZFRIEKED,
HARBREIEKE, TEXMERT, FMERFH NvCaptureType I8EH 2.)

o KENRIEBRIIAER T Wo

o« WREIZ Print Screen BHRRER, 7 VDA mHBRNEREEFEIEKEN, RITENERIEHSERESIRE

iR,

Thinwire #i#HXETR

March 28,2023

REREUAERTFREISEREZEPRMEL, Fia0, 7 Web NE LR ATESTIE. TS MTBEL, BEMRAR
RSN e TERERR.

ET7.17 IR, SEREARBKERERTRESAE, FEARRERENRARERE, HERERBHVBERE (16
fiisk 8 IE) . BR, BHAMEAR BEMMATERE. HDX Thinwire RERIBNE R RS AR HSERRE,

Bk 7.18 &2, U TE—ERT, HDX Thinwire BRARTIREHH# X BHE :

. TABERT 2 Mbps.
. PR 200 .

EUIAEXT:

pltn, ETFEF, WHAEFRALTEDRS, F8 FHle AEHEREE, BREREESE, LA EEERETEE
SAE, NEREGMXARRBRE, HHERIERE M.
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Features

BRFLESRIEREG, BRENEGNXAFZRHUEITHMR. W, £ TEF, FBFBEsREaRiE, BGRU

RREET

Features

NFEG, RUERBTIRIKAG R WTFXE, HESIFEHBRANENED. RUIERES M LHET, LA
Al SR AR B N R B B AL MY HELAEIR

BRETE (D MEdBEENETRIEFN H.264 #1TEE,

NI fE R AT TR T
BINMERT, HHIEANUERERKRES. F RUARE) NEMSLATRESERKS.
FEUTERTEREXEA (FER) HElR:

o MERE = AT LHE
- BREELNEZEAERE =8 U
o ERTSIRMRIDRHITES = HNBIER (FE2F H.264 1Y)

AR TR ESERARSE, MREMUTERZ—, NIRRT

. AIEWEETF 2 Mbps
. FAIDRIB 200 =

REEXRE, ERRAPRERKEE 10 #0ehedia), BMEMSRGEARF IR,
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BUUETURIVITA

LGB BT U T e L Bt SR BT

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hep, <value>:
0 =A% X (EEMABERTEHFER)
1=858 (RERZRRETIR, FKIME)
2=9REAR
RFaER (1) B, AILUEITIU T <2z —Bima R e aE(E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrh <value> i < FifE, L Kbps J&fi> (BIAE =2048)
5l 4096 = EH AT 4 Mbps A BE#HINER
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRHREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B AR HEL,

EMRBEEM

March 28,2023

& P ImIKEh SR IR A B P iR S A SR B RE A
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IS A4
ZAIEEN (VDA) LBA T FF mIRchas s, ERIHEEESRBEMMHNEEERPH ctxmnt FERT
P %iﬁo

THEEN (VDA) LERTEFHXMHREER, BFER BEEAAFIEENEEIS.

Fig& (BFPR) ENE#HITEE,

USB ig&EEM

USB i&#&7£ Citrix Workspace M F#2F 5 Linux VDA KEZEHRE, ¥ USB EE&EERIIKEG, EaUGER

AHERRRY USB IR &R EAIZIR &

K P im IR oh 28 R T

March 28,2023

AILAE AR P iR iR sl a3 BRI & P IR X REE RER A I XA EENIRRIER A, & RIREHERIRET S B P iR
fFREERZBRIELRINT:

LIES BA
EAEEMN (VDA) LB T &P imIREN280ET ERInTREREREEERFTE ctxmnt FERT
BRIE.

BEEN (VDA) LRATEFGXHREER, AFRER BEERAFEENSHNSEHNS,
FigE (BPm) EXWH#ITRE,

B A% inIKEh 23 RS

ERATFmIKEhEEMST, 57 Citrix Studio PR EFIHIECIBREE RGBT, BRZEBNIEAES, 18
SRXHEERRBIZE,

BRZEFAHXHXREE@HIEEEEERBIXHER

BERATFEXAREER, ETE VDA LBITUTH<:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\Client
Folder Redirection" -t "REG_DWORD" -v "CFROnlyModeAvailable" -d "0
x00000001" --force

<!--NeedCopy-->
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BIEEERMEXHRIMNEFPHREERZIENGERE, BEAPRELTRUTIE:

1. WIRRET &HARAR Citrix Workspace FZBIERF.

2. M Citrix Workspace i Af2F %% B R RE51 CtxCFRUL.exe.
3. REBEEXEIRRN, ARHFM. HEIMER I,

4. MIFEEAREMEERIE, UEREEX.

USB K& EEM

February 9, 2024

USB 1&#&7z Citrix Workspace RA#EF 5 Linux VDA KEZEHE, ¥ USB REEEMIIKERS, ErIUEER
AHERER) USB i@ & AR %18 &,

e
LMLZIERET 100 2F0RY, FHAVEINER USBIREETER. HMLIERET 200 ZF6T, B70@ER USB 1%

BEEM,

USB REEEREE =TT EHSEAIIIEE:

o FE USB/IP B
« Citrix USB £&iZt&tR
o Citrix USB AR5 1&E1R

FriE USB/IP I :

USB/IP B & Linux RZEzEFM—LAFRRAEAR, XEEAVESANZIREIEFERSUIRINFAE USB #
#&o

Linux VDA iR4EFF R USB/IP INBL# USB & & EE M, HESFEM USB/IP MZRmEFMAFRERE, BE,
Linux VDA 5 Citrix Workspace [z 2 ZEIHFE USB $uRZim#kzisE7E Citrix ICA USB i+,

Citrix USB &1F#R:

Citrix USB =iEt&R7e Y USB/IP miziR5 Citrix Workspace R FATER Z [BIHNEEH R,
Citrix USB RRSS#ER:

Citrix USB FRSHEIREIE USB i&& ERIFAHIRIE, N, ZEEETF USB &%,

USB k& EE RN ITIFRIE

BEBRT, MR USBRERMEERE Linux VDA, 2ERS /dev BEFEIB— I HZMRET R, BR, EE
IR EHNFAFERN Linux VDA 2%, USB REKMTRHZEFARIERER, BRLRERERHNEE
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1B, MNRHKRIBMIENIERF, &R Linux VDA RIETEEAEEMR USB i8&. AR USB REREEML, BR

RIRoHEFH EWIE R R,

Linux VDA X #FMEFIHINEE MY USB & 5%,

X#H USB i&&

e

18T X USB 3.0 O8I +F. AILUK USB 3.0 ig @i ANE Fimig&E LAY USB 3.0 %0,

THgEEMINZFILL Linux VDA fR7s, BJUBREREMIEE, EERIIMER:

USB KRB EEFHILE VID:PID XHRG
Netac Technology Co., 0dd8:173c FAT32. NTFS
Ltd
Kingston Datatraveler  0951:1625 FAT32. NTFS
101 IT
Kingston Datatraveler  1567:8902 FAT32. NTFS
GT101 G2
SanDisk SDCZ80 flash 0781:5580 FAT32. NTFS
drive
WD HDD 1058:10B8 FAT32. NTFS
Toshiba Kingston 0930:6545 FAT32. NTFS
DataTraveler 3.0 USB
device
Taiwan OEM - OBSOLETE FFFF:5678 FAT32. NTFS
VendorCo ProductCode
Disk 2.0
TD-RDF5A Transcend 8564:4000 FAT32. NTFS
USB device
AR
Z7E Amazon Linux 2. CentOS. RHEL. Rocky Linux #1 SUSE :f#/H NTFS, EAEXLE.ITHR LS
NTFS %#5,
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USB 3D 4= VID:PID
3DConnexion SpaceMouse Pro 046d: c62b
USB 13##1X VID:PID
Epson Perfection V330 photo 04B8: 0142
Yubico USB VID:PID
Yubico YubiKey OTP+FIDO+CCID - 1050:0407

Keyboard, HID

Mz USB VID:PID

Logitech composite USB device - 0460:0825
WebCam, Audio

ficE USB i§EEEM
REHHKIF USB/IP WiZtER ((UEATF CentOS. RHEL 71 Rocky Linux)

Linux VDA £ USB/IP % USB i€ & EE MM E M ENITHIR, FRAEASHIERT, USB/IP RIZERZH
Linux AizhRas 3.17 REShRALZEH, Fib, RIMER TERLHZRZIZR, B2, USB/IP NiZERRERT
CentOS. RHEL #1 Rocky Linux, EfEXL Linux R{ThRPEER USB IEEEEM, HMLEHHE USB/IP Wiz
Rk, RIBEM Linux Z1ThRM https://pkgs.org/download/kmod-usbip F#EH %% USB/IP,

IRE USB IREEE M HRE

- Citrix RRIEFISEEANERA USB IREEE®. XA LUER Delivery Controller SEBEIEEIR&E LT, H
Linux VDA F2& USB i& & EFE R, 1HEE LI SRESFAFIN :

o ZPiE USB g EEE M

o Efig USBIgEEE@EMM
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B USBig&EEM 7 Citrix Studio®, BA (SEMA) MEFHETH USBIREEER (REEI(EIEEN).
TR EIEES:

1. EEAW.
2. BEWE.

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(®) Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

%8B USB iEEEEMMA BAH USB EEmEE, A Citrix Studio KEEEMMA, HEREEATF (HIE
#) 1% Linux VDA LERmLEIRE,

EEF G USB iR & EE RMNIHEEF:

1. SEREANEEOMY, RPHHEELTNER.
2. gl (34RiE) MG, RERE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BXNMAEEER USB ig&EERAMIFMES, 15217 Citrix Generic USB Redirection Configuration Guide
((Citrix 3&F USB EEMACEER)) o

R USB igEEE MR

EIRIBEAT PG SRREEREA Linux VDA BT E]AEBEIM & Fhin T,

TEHHEERH USB #iE

Linux VDA fEEEPREEM Citrix Workspace AR EEMMFIA USB i, URERREMEEREBIHNE
ERBRE. B, EREEREENRNHIRE.
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r o

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

=ILEE R USB BB XHEX

nR6EMA Citrix Workspace ZARFHN T A= BEIEEER USB #if, FBEHE LB BIXHRIESR
Ko HILFFMZRNEFHIRT AXH RGN, RAEXGRATEHRNTFET. BWEARSAEEELS., NREA
Citrix Workspace R A#ZFHN T A EILEER, WEHNENSEERNEME, NSBEEER.

AT RBRILEE, FBRELRIRER sync s SBLUERINEME, AREBELE USB EEM.

Citrix Workspace M BiEFHN T EEZDTLIES

B, &aReFAEER Citrix Workspace ARRFHN T REZPEEIIHEE, XRFEH#HIT USB EEM,

e | By Pad H

Home Ctri+Alt+Del Preferences evic Full-screen Disconnect Shortcuts

NSREE AR, EIIE LR

« RIEEEENAIT USBIREEER
+ Citrix USB BRSSIRIRIETEIZITo

RBERERIRE, BFSEANXFRILE USB REEERARBEHIHITELE.
90 Citrix USB BRSHERKITIT, BRBUATHE:
1. EEAUTHSRE USB/IP RZEREER Linux ZITHRPRERIA:

modinfo usbhip-core
<!--NeedCopy—-->
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2. MRWMEMTAUR, BRBER Linux K1ThRRERGIF USB/IP iR

modinfo: ERROR: Module usbip-core not found.
<!--NeedCopy-->

« 3¥F Amazon Linux 2. CentOS. RHEL # Rocky Linux, &4 HhHLZERREIF USB/IP Az
TEIRER S
« XF SUSE, 3EM https://software.opensuse.org/package/usbip T#EH %% USB/IP #4,
« 33F Ubuntu/Debian, &MU THSEURZFMRE USB/IP MiZiER:
a) T USB/IP MiziEHEAE,

#®EMT https://github.com/torvalds/linux/tree/master/drivers/usb/usbip
Linux RiZEfERE, %EF 845 Linux WiZikas (v4.15 SiEShRZAS) Rid, AEREEEE, fli
https://github.com/torvalds/linux/tree/v4.15/drivers/usb/usbip.

#Z DownGit HREAZAINHEREE, SIEAT TH USB/IP BB THEE,
b) EERUTHRSBERE:
unzip ${
USBIP_SRC }

.Zip

cd usbip
<!--NeedCopy-->

C) BT FrRIEXR Makefile xtft:
# SPDX-License-Identifier: GPL-2.0
ccflags—-$(CONFIG_USBIP_DEBUG) := -DDEBUG
obj-$(CONFIG_USBIP_CORE) += usbip-core.o
usbip-core-y := usbip_common.o usbip_event.o
obj-$(CONFIG_USBIP_VHCI_HCD) += vhci-hcd.o
vhci-hcd-y := vhci_sysfs.o vhci_tx.o vhci_rx.o vhci_hcd.o
#0bj—-$ (CONFIG_USBIP_HOST) += usbip-host.o
#usbip-host-y := stub_dev.o stub_main.o stub_rx.o stub_tx.o
#0bj-$ (CONFIG_USBIP_VUDC) += usbip-vudc.o
#usbip-vudc-y := vudc_dev.o vudc_sysfs.o vudc_tx.o vudc_rx.

o vudc_transfer.o vudc_main.o
<!--NeedCopy-->
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d) HmiFERG:
apt-get 1install linux-headers-‘uname -r°

make -C /lib/modules/ uname -r  /build M=SPWD
<!--NeedCopy-->

e) =% USB/IP miziEik:

cp usbip-core.ko vhci-hcd.ko /opt/Citrix/VDA/1lib64/
<!--NeedCopy-->

f) E#E5h ctxusbsd BRSS LUMNE USB/IP ik

service ctxusbsd restart
<!--NeedCopy—-->

% USB i&%&7£ Citrix Workspace ARFMIAEFRR, EXLEGEEIFEZRIEREIN, BERKK

HILREREY, ERITIATIRE:
o E2E Linux VDA F=BEUBBAEE M.

« WEZEE Citrix Workspace L AREFHEMRTE S TEMEMEEERS, BREFIMRBEHH
DeviceRules, LU{RILISE RIELIIE)IZIGE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXRIFMESR, BSRMRRL
& How to Configure Automatic Redirection of USB Devices (#1fAlE2E USB & &M BENEE M)

USB iR &EMINERER, BXEEIEPER

BEBERLT, REEEAZTZFN USB ig&E. HMSE It aEEmENER) Linux VDA 21, WFEIMEERNIE
&, MRERS [dev BEFRIBAFAENTR. B2, APREAIURNEREERRMEFNRERE, NRE
RIAE (BIEAN) WEMEETERNE, BRZSERNERZIRE HRE,

AR

s¥F USB Ixzp28, Linux VDA REEEMEHHE. AR (BNRLEENEE) THRNTERHEMEERR A

iz, RESTERZIFMNIEETIRFIGER ETEXME L.

W

March 28,2023
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KENABTEBE T EA:
« EFig IME
o ¥Fin IME BRARERY
o HSRERBED
o HEE

o XFZEEWA

P mENEHmiEeS (IME)

March 28,2023

BhR

B IME RARFTFR, flanhx. BENSGEEFR. BIS5FF LM Citrix Workspace R REFHREH
243 IME (%130 Windows 7s#l CJK IME) SBAILEFFT,

RE

f£% % Linux VDA BY, =BmhREIEINEE,

fERAER
HEFTFF Citrix Virtual Apps = Citrix Virtual Desktops 1%,
RIEREARF i EESERNEMNEUFFaERE i IME IhEE,
B[R
o BN E Google BF RIS BT, FREFEAEF i IME THREERTRPBAFH.

o« AT ‘B FERABHEAEF IME I8,
+ IME AP REAERNKIE PR AT,
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ZFin IME AR RERS

March 28,2023

#ik

E$nlk, ERE IMEBFRRE (BEEEEOMREEN) ETRBA LA, UEIRRER, SNEEXFRAKX
BB FATIRIE -

Composition and candidate windows

kA

Text input area

Citrix g2 T 5] BltE, H#E—PRETEF i IME AR &K, MTFFR:

THio) ~ A

F2 < 8
Tidhsdissdissdiasdiussdf
FEEFEE

FARE

=zt

Farkle

v

Ctrl + Delete te remove this candidate

ERLLIRER AR N E R

1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BXM{@7E Linux #ER4 LEE IBus MER, &
BIRIRIER A M ARMEN R, Flan:
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Ubuntu: https://help.ubuntu.com/community/ibus
« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-

internationalization-input_methods

Debian: https://wiki.debian.org/I18n/ibus

SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMEERETIRE, BEBATRAIZINETEEAT,

BRMRRAIZEE
RINERTRAEFG IME AR RERS . EERAREALIEE, BREFFREEHEHETS M IME 20#IN8E
B, SiET ctxreg SAERREIMR,
AR
EPIHREFBRESH IME BUEIAERIENRALRS T AMRILE, FTUNAIEEERNAP At BRI
RPNFAENR, 4 Linux VDA LayEMRIEEN A% VDA LB SIS,
« REFZFRBERBF/ESH IME S#IERK LB AHEREF i IME AR RERSIEE:
1. 72 Studio Fp, ARPEHE, ASEECIRER,
2. BREPHRRERBESM IME BUHIHRERE,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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EZAZEE, BEITUTHS:!
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000000"
<!--NeedCopy-->

SRERRED

March 28,2023

IAFT, Linux VDA MEFimigE ERNREHRBLIER, Fi0, HEFIHEELNREREM “RiB B|ih 58,
{87 VDA LREREY, AIRESHIREIRGY ),

Citrix @3 Bz% VDA MREFRSEFIRRENRERBRL KRR D, TLANEAIREELNRER/HLR
T, VDA EHEHLEHEIAR,

AR

EATF HTML5 89 Citrix Workspace M BEEFAZHSBETRRES NEE.

ficE

RINERT, BhSRERBETHELTEARS. EEANEALIIE, FIRETF REEHEEDS N IME cL#In6E
HREE, BT ctxreg AR EEIMER.
AR
FRIREERFBETS M IME SUHINERENMARS T EMRIRE, TUNAREEENRAP BN R
RHNPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRE RIS,
« REFZFIRBEEBFBERETSM IME SUHINERE S AR ASRENBE S IEE:
1. 7£ Studio Fp, HRREE, AEEFEIREK,

2. BREFPHBERFEEFATM IME SUHEIHRER,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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SZAILThEE, BEITUTH !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,
N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

MpEE

March 28,2023

BJLATE Linux B AN ARFSIEPEAREERE. REESECWASBFRNTERN 2 RIHRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 331



Linux Virtual Delivery Agent 2301

M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o
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@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un gmm -a' ;(
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AR

EATF i0S # Android 89 Citrix Workspace [ FR2F Z151%I08E,

ERMERIZIIEE

BINERT, ZIBERTFRARE, FILUER ctxreg SERREFEARBEAZINGE, 4% Linux VDA LMThEERRERN A
Fiz VDA LR HHIFRE RIE,

EERAILINEE, BRITUTIRME:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 7z Citrix Studio #, ¥ BB RBEREKILE N RIF.
3. (AN3%) x4F RHEL 7 #1 CentOS 7, BT TH<IEEEEMASL (IBus) BRERERIA IM BRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

BEREINGE, BEITUTEHL!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANREREEERIFIETEHEERED YR RIEEN.

PR

* %INBETE Google Chrome. LibreOffice ME N BIEFHAIRET A EEIE T,
s EREFURBRBEARBAETE, BRLEIFBATE, AGBREEHAIBATE,

o 7£ Web X¥BFM—NMINFRIIRIBHS—NMINFRE, RBRATRAE R, BRI, F2EIF
MAFER, ARELEEFHATR.

o IEIHEERFF Unicode FRAMFTFRH (B, X, BIENHEFH).
s RBEETERTERBATR.

MRS5S UIAANTRES, EXMERT, BBMINAREFE OB LRSDERUISHAFTREEIRS
(1] fik=e8
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+ BT Citrix Workspace A #2FH Huawei AR BRI Z B ERD MR, FIBAMEEETYIERE, R
£t 2RE Huawei FiR B L,

XFZESHRA

March 28,2023

B Linux VDA fras 1.4 2, Citrix F 7T WERGHNBREFNSE. BPAUEEE Linux SERENE R TR
FRrER Linux M BEF.

B2, HFEBESES Linux KEIFEEESMK, Fib, Linux VDA ERNAMIESENTFELBHNABRRERA A,
b, BREEUEE IMERIES (BId0, X, BiEsFHE) BAXS. TAREFRIERE, BRUTEERERE
Z BT,

AT RRRXLERE, INEENEINAHANELAGNAREFREESE. @831EsE, BRYUENAREFIERE
WERARSS 88 IME LURERERR Z BTk,

(=

TRILUER ctxreg SSARFRANZAIIIE GHABRTER). 4% Linux VDA BRS3 238 LMTHEEECE R A F1E1%
VDA EA#HBIFIE N AERF.

& FMRTA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 2
#% DWORD,
EFRLkIhEE, BEBETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

EZRAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

fERER
RERE R,

1. BAhEE.
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i

2. HRALIERXFMANEL TN ARERF. EREPVAEFZIZERESIZ.

3. MTHIRSEPERKIFMIES LIAMAERIES AR

o v

(®) French fr

() German de

Show Keyboard Layout

Region & Language

4, MTHZEHAEE IME IBERR.
5. EAMEN IME HERGEENES.
AR

« £ VDA imBEE= LERRERREN, BHRTEETT Citrix Workspace N AR2FRIZE F i L (EMAE

FNEERR.
o W% accountsservice BB FEEINRZA 0.6.37 SESRAS, A REERKIEMES WHEERHIT
KE,
B | |T| Region & Language ‘ Login Screen ‘ | = »

1@;1:9?_ English (Umb
Formats United States (English)
Input Sources | Options ‘

French
German
[ +] -] =

ZIRIA
March 28,2023
THEIABRBEUTER:
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o ESThEE

¢ MEBABEER

o HDX MR ENMIESS

RIS

August 8, 2023

Jilly
i
£

il
NS
=Y

BENEMBRINEFEARS. BT Citrix Workspace M FA2FZ Fif:

« EAT Windows #9 Citrix Workspace M B2 - 2109 KESRES
o JEATF Linux 1 Citrix Workspace i B1EF - 2109 RE Sk
« iEAT Mac 89 Citrix Workspace B2 - 2109 RES R

HEERAEIIRTHNEF RN, BENEM=ELREIBMRE.

ERBIENEMEY, BEFFohE VDA LEBESMHAEHE, BiENEMA LRIBMSEZ M S RESIMRELLRE,

LR BB SRR
TRETT BENENS BIREMZ BIAILLARE

BIEMNE40 |BRR 47
SASIMFREER: 48 kHz RASIREE: 8kHz
MREEE BEE

e

i57E RHEL 8.x £f#A PulseAudio 13.99 s{E =ik

N EBRABTEER

March 28,2023
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BhR

Linux VDA 7£ Google Chrome RN BAREEM. NRBATEEMRUTERTF HERRIFFIRPH
Web TiERIINEE, ttIhREREER Citrix Workspace R AEFERFImEFIERMNEMEIE, %51¥2M URL 128X
HTTP #1 HTTPS A&,

AR
BILUERATFTIRIEEMLE Web TTEREEAEIZ A, ROIE, AJLUERMBLETIRIEEWHLE Wen TEAEE
BEEISIS

EI Web H B3| 8ER i HiE1T, mMIETE VDA LiEfT, HAEFEBE i CPU. GPU. RAM 1N,

QENESEMOSHITEER. AORNLRPETHNENELXE, MOFSEMIE, WEREMRSESNE,
XL 1 VDA L8933 5188 isiT,

[ aboutblank x

<« C {0 | O www.youtube.com

l/i@w
Rors

Windows &/ i:
« iEAT Windows 89 Citrix Workspace 12+ 1809 SiEShkas
Linux VDA:

+ VDA LHyRI%TE8: AT Citrix JEBABEEBYT BIEFH Google Chrome v66 SXE = R4
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EENREATEER

1. 7 Citrix Studio #, EEERBELIEENBBATEEMMAFFIRM URL FELETIR, BIAERT, JKER

AEEMRENRIFo

Edit BrowserContentRedirection

‘ » Browser Content Redirection

Users and Machines Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit

Summary

User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

A

v

v

. ! i
Studio Select settings
[ (Al Versions) « || All settings | [ Browser
‘ Settings: 1 selected ("] View selected only
Settings

HRBABTEER ACL ECEIREIEE R UEANKEATEERH URL 897X,
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(A" Versions) - v ﬂ Settings "‘ ’ Browser X
‘ Settings: 1 selected [ View selected only
Settings
y ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. % VDA £Ay Add to Chrome (7102 Chrome), M Chrome W _EREBIEAM Citrix F SN BRNEEER
Y BIEF. XiFMEETF VDA LRREasN (EESMEIN) URL BES5AYFSIREAELESIRITE.

BE:
BRI EARFEIY BIEF. X7 VDA L7310,

Chrome I REFETEMAFRRE, FTREEMESWGEIEIRNEMIRYT BER.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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HDX W RS ARSRESE

March 28,2023

pu

7 Linux VDA &iEHiE Ta0in = I N T2 89 B P IL7E ] LAGE A HDX MR GHASTE BT RER SRR SN FRIA
BERTERZMEE. HINEWNERLRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LI ARAMBRENRN, XML ERGVAELSE S H.264 RERLIXEITTE
MRIEPEITHMRR N AERF. HDX MEREGENMSAEREERRETE A IHRERRNSREAERRARBIR R BHTR
IREBSR, HWHHITEIRABMES. BRIENHESRHBNGERRNLRRAEX AR ENIREDIERF .

ERIRGIESMEBRGENEERS. 25, FRROGIRZEFTUERETEHRSSE. RSBFEERSMRRE
M, BEERAIEENKETAERMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured
video
stream Meeting
B ——
HDX webcam server _bDecode O:‘k@ _— conference
server
Encode and send Send througha
. through the HDX . native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

AR
o ZINAERERTF Azure itEH, A Azure iTEH EFINZINAERT A videodev MIZIRIR,
o IINEERZHFR B Citrix Workspace MAREFZFEF 8 H.264 M4,

o ZEHNRERGN PR 48x32 F) 1920x1080 Z &,

o EAMKERGIE, E7M Citrix Workspace iZRi2F TEEZHIEZFER USB 1%, TN, FJREREM

ESMEYERR,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

% #% Citrix Workspace [ BiZF

HDX ML BEMASRESE 2 7L FhRZ<H Citrix Workspace B2 :

Fa 1223
iEATF Windows 89 Citrix Workspace R RTERF iEATF Windows & Citrix Workspace R RIEF 1

XenApp #1 XenDesktop 7.17 XE=hr7A L@@ 32 {iI
0 64 N FAEFNNEREIISAESE. TREBRAEF,
iEATF Windows A9 Citrix Workspace R BEF %

¥ 32 (I AR

iEATF Chrome 19 Citrix Workspace R B2 BT ARM Chromebook 375 H.264 453,
ith, RE 32 U ARF A UERM K HDX MEEHREG
MIAELEo

T2 MWIHFIME RGN

AREMMZBEEHIRHARNMIRE, FEERREINNEEMITLLE, Citrix FHEUTMEZIEEG#ITHRINER
JiE:

+ Logitech HD Webcam C270
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+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

icE

HRINBERTEALINEE. EFER, ETMU TRIENERE:
e

Citrix Workspace R B2 B ] LUET %% Desktop Viewer £ NAMEIRENIREREERBEBRIAL

=1
Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Preferred \Webcam

|O Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(0) Do not connect
(® Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA RE%mE, Wik VDA 25 #Em7E Delivery Controller #5E M, URB AR Linux fSESIEEEHE
51 Windows ZEm B .

2. WREEI VDA T LA Internet, #AEE1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
B UREMERGEE, WREN VDA XEihiR Internet, BREITSE 3

PE =
uname -r SRRk ZETESRERNZALE, FLiisS% ctxwecamcfg.sh ik, BIEH

5 HDX MBIRENISAESE, 151517 sudo apt-get dist-upgrade, #1550 VDA, REEFHIET
ctxwcamcfg.sh 7S,

SNREH VDA 8E7E Debian L, EMAREARMNNZAMRAE LT, &, BEETU TS UERESHN
RItZhR S :
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sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy—-->

WS VDA Z8E7E SUSE 15.3. SUSE 15.2 8 SUSE 12.5 L, BT U TS UEMIISRMIAZRAHER
Bah:
zypper up kernel-default

reboot
<!--NeedCopy-->

ctxwcamcfg.sh ilZG8TF:

a) 7£ VDA k%# kernel-devel MaidsRziER% 1 (DKMS) 2%,

« kernel-deve |l BFHWERBERRAHEMMEBENAIZER,
« DKMS BFahSEEEMMERENANZRIR,

=

=W

£ RHEL #1 CentOS k%% FiRiZFES, ctxwcamcfg.sh MAEEHN VDA L REHER
AT

« &AT Enterprise Linux (EPEL) B985 E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS £ v4 12 loopback,
v41l2loopback —MAFEIE VAL2 IR EIE &HIRIZIER,

€) i5 17 sudo service ctxwcamsd restart & <, Linux VDA MR KB EG N RS -

ctxwcamsd - EFEshFHNE HDX MR ETMSAELETIEER v4 12 loopback Mgk,

3. WREH VDA TiEihinl Internet, BES—AITEN EME val2loopback AZiER, REBEESHIRE
B VDA,

a) HEE—BREEIAIN Internet ERZAERZAS VDA BRINERIHEN. uname -r SSTBBEHRRIZAR
7,

b) EERITEN L, 51T sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x* ME89 VDA E%IZI /var /xdl/ FANERITEN.

d #ERITEMN L, 517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
BAZER WREZGSSHNET, WaE /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®051bd227a9c94cl/$(uname -r)/x86_64/
module/ BET8IE v4l2loopback.ko 3tf, RBRTEETT ctxwcamcfg.sh BIZBI B aE & HER RO §4

Ro
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e) ¥ vil2loopback.ko MNEMITENEFIZEN VDA HEHEETF /opt/Citrix/VDA/lib64/
A

f) &M VDA £, 1T sudo service ctxwcamsd restart (S UEHRBHNEBEIR
SHE val2loopback mizi&ER,

FAINAER Linux VDA

March 28,2023

5%

RINALEER VDA T3 VDA A Active Directory i5i#17 VDA f1FAF S43301E. IERIMANEE VDA B, &F
ERATAESRIT, BFR VDA EMEI=EHIFE. Hitkt, FBEEEMA Active Directory i, HEF MR
VDA Boh=iEet, VDA &FERAFBTESR Citrix Workspace R EREFHAF B SIS, VDA HE—1
FENEERS, AHuBRGTIKA ERAIZED#HT SSO M FEMERE. MREENTRENE, SSO MKFEMMERE KM,
EX2 A SSO, B5AFE SSO S5k,

BE.

o Citrix DaaS Z#FFRIMANIFEH VDA,
- EaviEHFES e Citrix DaaS £&8&,
- AUEAEZRASMEIETOIBERMANIZEE VDA, Citrix DaaS Hha9iEH| FmEm SRR NG VDA,
- BILUK Rendezvous V2 B2 & A4k Citrix Cloud Connector, &M, 47 %2 Cloud Connector
7 8e%% VDA 5T EiERE.
o WFfER Machine Creation Services (MCS), 7 &EGIZRIMAEA VDA,
- MCS FZHFRIARS 280

EAFRMANERN Linux VDA BIThEE

FERINAER VDA Le|ZREHEERMENAAR,

FTFRMAES VDA ERENSIEN, VDA 2BotIBEERIABMENAMAR, VDA BRIEEATER Citrix
Workspace REFHNAF ZRIZ4MAF . FOLIEERF BN, SFERAFPNAFKRAR (UID). 41D (GID). x
BRMER shell, EEMALLINEE, BFTRMUATHE:

1. BITUTEH<URREZMRE:
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "
CreateWithUidGid" -d "Ox00000001" --force

<!--NeedCopy-->

2. 71 VDA MREREZETH /var/xdl/getuidgid.sh HAPEEUTELE:

Bl B A ik iEA
uid WE FAP#RR%F (UID) 28 Linux £ Ec4s

RPN NAFNES. ©RAER
FRILUARPE R AR IR

gid WNEE 4BHFIRTT (GID) RRAFRTISEAM
wS,

homedir Ak Linux TER2FERFHNER.

shell ATk &R shell EEAFAERERPIKP

B MA AP 9 shell,

TER getuidgid. sh BzKRE:

=

=W

BERREEMNARPEENBEE Y.

#!/bin/bash
HAHHBHH G HHAHHHAHH AR B H AR HH A H R HH A H AR HH AR HH A HHBHHH A HHAHH AR H U H BB H U HHH#H

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1
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<!--NeedCopy-->

iF SSO B30I

ZHAERT, Linux VDABERESER (SS0), BPER—AEIREE SR Citrix Workspace MF1EF VDA £i%,
BitAPEA—ATENEIRES VDA £iF, 357 Linux VDA L2 SSO, BX¥MAESR, E2i@iE SSO 5%
jiEo

£/ Azure Active Directory #1TBHI8IF

1&7E Azure FEBERIRIMANIZER VDA 5 AAD fRRIRSERURMBAF M1, BXF4MER, B5REA Azure
Active Directory #1783,

Rendezvous V2

FiFRIMANIER VDA 8 Rendezvous V2 £ Citrix Cloud Connector, BXFHE S, 3§28 Rendezvous
V2,

BIEKRIAIER Linux VDA

5 MCS 7z Citrix DaaS HeIZRMNER Linux VDA, BXIERER, BESRIERIMAER Linux VDA,

RES S HF IR

March 28,2023

Linux VDA $Er&Z155IR
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Studio EMR
R BITE= i B RINE
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AR
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Studio EMR
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Edka EEIE
as i3
=iEA]  SessionRétighility TieAgsut 180 #»
S8 EEIES
At i3
ZFim  AllowAutdEfientRetOMviect i
BEE FwmE (1)
Wk E L

EE
ZPig  AllowAudBRedirecEdn SAF
EINE (1)
EM
Zrig  AllowPrin@eRedir $TED AW
FTENHL (1)
BEM
Bzl  AutoCrea8PDFPrinef [EE4
# PDF (0)
BT
EN#
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Studio EMR
REE BITE= i R ZINE
FTEDHL  DriverMappingList $TED "
IXThiZ Microsoft
Fr Bt XPS
MER
4 Document
Writer
*’
Deny
5
Send
to
Microsoft
OneNote
*7
Deny
ZPim  AllowClipBrardRedifisik =~ A
BINEAR (1)
BEM
Zprim  AllowUSBRedir USB =)k
USB (0)
KBES
EM
=P USBDevid@Rules USB ” =P USBDevid@Rules USB
UsSB UsSB
REE KEE
TE A E A
lf il
#mE  MovinglmAgeComditeseid nCayetiguration
&IESE (1)
MR ExtraColof¥dmpreddionwire EZH
YRR (0)

“\On
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Studio
R

Bir&
[EIBES

17E48

fERM
SRR
meEm
YR
B3

FVFAL
BILH
4

£txd
3D
FIfE
AEM
&
B
iZi=]
B
RE

gl

=i
B KE RIR BIAME

Targeted Mirimum AraimesRetSdpsnd

FramesPe&econd Thinwire 30 fps

VisualQuaHEy Thinwire & (3)

VideoCodgs Thinwire &ikat
£/
(3)

UseHardvi@reEncodhighdr¥igigaBodec
(1)

AllowVisugtyLoss|d¢sitariTp reggigin
(0)

OptimizeFRE3dWorkbhdadire B H
(0)

PreferredgistorDepthinwire 24
fi/tB&
(1)

SoundQuAiy

m

S

of 3 T
55
W@ ot

S
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Studio
R

B NG#R
b2 =2l
gz
FIRE
ARE
R
=3
speex
&
BrhiE
BEF
ImIREh

=i
B KE RIR BIAME

AllowMicr@phoneR&dir Y
(1)

MaximumiNgiberFfSEEsion’50
I

ConcurreitEagonsToEance2
b2

EnableAuit#EpdateOfticaitroftefs
Deliv- (1)
ery
Agent
®E

Clipboard8glectioriipdateMdde

PrimaryS#&ectionUgdaeMode

MaxSpeed@@ality = 5

AutoConrBetDriveskf& BEREH
E (1)
@/CDM

AllowCdrémnDrivesXff&  fRiF
E (1)
®/CDM

AllowFixegibrives X#E  AiF
E (1)
5/CDM
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Studio
R

R
WA
Eh2s

el
[T
Ehas

el

BHhE
TR

RIFTE
KES
&P
Zialf%
Xt

Mem
THX
s
Xt
=]
S
2iEe
R
%
RiES
R
SEm

AR

e KR TRIR

AllowFlopByDrivesx &
E
5/CDM

AllowNetvgaosrkDriveg &
E
©/CDM

AllowDrivefedir Xf&
E
i/CDM

ReadOnly#epped DiitfeE
E
©5/CDM

AllowAutdieyboardRlp

AllowFileFaansfer %

L]

AllowFileErwnloadc 41z

W

AllowFilertoad xftfE
L]

EnableSession|dle Bt
B 28

Sessionldi@Fimer|rgaiisl
N

BIAME

RIF

FVF

R

S=):

1440
Ak
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Studio JEffE
SR B KE E32S BIAME

#rFF=  EnableSeSBnDiscénhnctTimeE A

JEITHEY Y28 (0)
2
BrF=  SessionDiE®nnectEiBurPeridd0
JEIHEY NER] Sh
2RE10E

AR

2% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB 1R #hiX (UDP) 1245 4R, Linux VDA 7%
. BXFEER, BFSNEL AP BRI (UDP) RREH S,

ALUERT Citrix HF£#IGEE Citrix Studio FEBSIEEEITATEE:

o RETWITIIR . WERDXY TR IIERHISEHER 8 FRH

o [ETHITIIRIRE. RETHSIENREIRY. MRFEFTWNITNFHKENECRA, HEEDRIEFTIRENN
ERREEIRRRA, IERFEFER.

o BiFEEIRIEITHES . BESS A ERNSIERSISSE RS,

o BFEENRIETNSER: REMAERNRIETHEZ AR EER.

ENEARKIREN, FREXEREENEPRE—H.

TRIENREIRGIZIEN, RER—FRESHB. BXTM, BERUTRERHE: BREXAESHEE, BLARE
RERFETIRS. BEESIERTENRES, FRHEAPRAUEETNITIER.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay.

OK

A L7E Citrix Studio 7.12 ik EShRADE E LU T RS,

« MaxSpeexQuality
& (B#): [0-10]
AAINME: 5
HAEE:
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ESREAPEN, SMETERKA Speex iR SMHBHITRID (BBRNSMRER), Speex B—
MERERGSR, XEREESPRRNESESREERATES. SHM—EEZRMEEHETE, XAILUT
HEREM LT R Z BN G, KZHEIZE Speex HiTEZ@EIEETE 0 3 10 Z BN RESHIEEH, &
Bus, hERES.

&= Speex RERESIMREBNTERE (BEASMETERFEEMRGIRRE) ERRE Speex REX SHEIE
g, MRBIMEENF, FESKATETRN, XEKREXFRRE. NRSFNHREAR, FEJFLTE
HIRI, XBFREFRFRRK, HRE Speex REARENRA TEARRRILEER, KE Speex REHIER
RERBIUATHMA:

- F&TF&E Speex &,
- HIUBEREFINFTHEERS
BXIRE: SR8, SMEE[SRERE
« PrimarySelectionUpdateMode
& (&2): [0,1,2,3]
#AINME: 3
FHER:
EFHIEHET IR T BT RANGEIERN, REREEERR.

IR EES Linux VDA 1B P iR ENEREABR L ER S o] IE S VEMGR L E#. SO MEED:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BERABREEREAEZR I LU REEN EEH
Linux VDA EHMEREABTEERERZ A i EHEIMER. FRKENIREABTEEFRENR Linux
VDA ERIZINGIR,

- INEERNREEREMEZFiH
Linux VDA M EARABEEAEHZFF iH EHFIINR. BARKREMNEXERNTEEEH Linux VDA
LRI NEAR,

- BPEERBTEREREIEMN
Linux VDA EM i EABETEETHZFF iF EHFIINR, BRKEEMNEXEERBTIEEAEH Linux VDA
LRI NEAR,

- EERAREERNERFHMEN LER
Linux VDA EMEEENBLEEEHEF in LEINGIR,. BF K LT REABLEEEH Linux VDA £
BUBIMEAR. LEET A ERINE
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BXIRE: BEREEADEHRER
+ ClipboardSelectionUpdateMode
& (#2): [0,1,2,3]
#AINME: 3
HAER:

HEEEREMEHPHIBEREE S8 JELREAEMREERNS, flBIMNREREFEE “E
#”, BIMERIEEABEERTF Microsoft Windows BIlkiRi&E, MEEERNBST Linux s 2m—,

It EEBgiEH Linux VDA fiE P i ERBIIEIRIEE AR T E R T 0] LEX AR LB . FEMEED:

Edit Setting
Clipboard selection update mode
I Value: |Selection changes are updated on both client and hast ~ -
Studi( " Uee Selection changes are not updated on neither client nor host haost
Host selection changes are not updated to client
v A_F'Pl Client szlection changes are not updated to host X
Virtu changes are updated on both dient and host O5, 7.1 Desktop O5, 7.5 Server edail
Setti 0s, = P T e o, Feror oo Desktop 05, 7.8 Server 05, 7.8 LAY
= Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 08, 7.12 Server 05, 7.12 Select
Users & Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 05, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18 )
Summg Desktop OS, 1808 Server OS, 1808 Desktop O3S, 1811 Server 05, 1811 Desktop OS ST
¥ Description
This setting is supported only by Linux VDA version 1.4 onwards, It)

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

¥ Related settings
Primary selection update mode ﬁ
lancel

ﬁ Cancel

- EERNATFEREAEE G L AREEN _EFH
Linux VDA ERIBIMEIREE AR T EAEHMEFF Im EMEINLIR. B iR EMBIMLIREERNRTEAEH
Linux VDA EAIEINEIR

- FNEEABREEAENIEF IR
Linux VDA EM S RIEE AR T ERAERNZF A In MR, XA E EMEMRIEE NS TEER
Linux VDA EAIEINEIR,

- BRIHEERABTZEREMEEN
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Linux VDA EMEIMIRIEEAR T EETFME P in LM MR, BRIG EMNEIEIRAERNBS T EARAER
Linux VDA ERIEINEHR,

- EEABTEERNERTFIHMNEN LEH
Linux VDA ERBIMEREE A AL EEHZF in LEINGIR, & F i LBV EIRIEE A B L EEH Linux
VDA ERIBINEIR. IthikT9BRIA(E,

HEXIZE: TEERBIEMER
AE:

Linux VDA X #FBIIREEANBMEEEAND. EizHl Linux VDA 5EFimZ BREHIFMIETH, HITERN
ERRKEREE AT EMRAN EEEARTERELIRENERNE,

FTEN

March 28,2023
EHLARBEUTER:
o FTENSRIEMUE

« PDF#TED

FTENSRAEMOE

March 28,2023

IR ME RTENRIESLEBIER.

Eoes3
Linux VDA ZRFIES/E A cups 71 foomatic idiE3s, £X % VDA BRI EE. EAILIRBY X BERFohREDE
83, f5Iun:
ZRHEL7 L:
sudo yum -y ‘install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->
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FTENRIRIZE
BRI TENYEE R

IR BT HIE P iR TENHL R BIRET 2] VDA 2%,
BINERT, RIFEF WITENNBREY,

BEItIEE P imFTENHL

IR EEE A LIRS E) VDA SIEME FIHITENN. ROAERT, WIREIRANBIZMERPIRITEN, XEKREMRE
B IRFTENALERRSY ] VDA 2iF, BXIIREMIFMESR, E51A Citrix Virtual Apps and Desktops X#4HHE
hel R P intTENHLo

HzneliE PDF ERTENM

2/ PDF $TENTHEE, IBRILLRIBIRENERA,

FTENMIRBhIE R RGN FR A

Citrix R =F R RSB RITENVIREHFZRF (postscript. pcl5 1 pcl6). EE, @ATEWIRMIEF TS ENE,
BITEMNARE . EXMERT, FHRATHME—EE NS ~/.CtxlpProfileSCLIENT_NAME BBEX . Bk
1906 &2, ATLEESMTE Citrix Studio PEREITENHIREHAZ FFBRESFNFRA M 58S

Z7£ Citrix Studio PEEBITENHIRENEFRRGTFIF A M SRES, BT TIRIE:

1. EFFTEDHIREHAZ Fr BRES AN R A M R BK
2. BERM.

3. FREFRTEINNRIEF R FHES REiEF &R, MREAERT Linux 1 Citrix Workspace M BER,
BEBTENNLE R,

4. EEFERNHEN VDA ERIRNIERE X HRIBIT R,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

fERER
AUMBAHBHNKEMNER BN AREFTE. FIEEFIRITENNE R LRSI E] VDA &iF. X FREMNBRER, T8
MBAMRE,

o WFAMIEE:
<client printer name>:$CLIENT_NAME:dsk$SESSION_ID

s WFRHHEZAER:
<client printer name>:$SCLIENT_NAME:app$SESSION_ID
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AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
ToIEFTED

FTENFTAIE R TIERY, 1B EITENFIFER ctxlpmngt F1 CUPS #E232,

FTENSFIFRER ctxlpmngt B—MRAIEHE, MAERIEBENET. SITUTHSURIMTETFIFEF T EEE
7. SR ctxlpmngt Kiz17, BEMHSITHFRRER ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

MRMTEITED, E10E CUPS 1228, ctxcups IRSAFITENNER, H5 Linux CUPS 12285815, t#HBES Mt
BNLEE—, IBIBTUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wegk CUPS HERIERSM S

Ze&k CUPS B, BEiTUATH<UERE CUPS RS, &M, CUPS BEXAIERE hdx.log #:
sudo service cups stop
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

AL ENE B I R R BRI TENH SRR E, FERRERT, TENHIESE, AAXsm=E CUPS %2
%,
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FTEN%E L A ELRS
TEN BN EFARETRISREHEALD. RRAPASTAFRRETRDEFEE, ZRETEIRE
~[.CtxlpProfileSCLIENT_NAME E2& X f+#1TE &,

[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
<!--NeedCopy-->

5E:
printername ZE G SN2 UMEFIHRIATEINBNETR. E2—PRIE. BDHRE.
TEEERIEEFER ppdpath. model 71 drivertype, EMETHITENH REEERER—NFE,
o MRBAITENNIRGIEF SEFPHITEINA RS, E6EH model= XA EARVITEINIEIZFHNES, A1
£/ lpinfo L EIITEMNM L MBS BFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ARTILUSER S LUSFTENYIITAD

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o HIEERITEWIREN IR SE P BTN ARS, BRESIITEWIRHI2FN PPD %2, ppdpath (&
RANTEMHIRTIR R X BB B2,
fitn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#E—4" ppd BahieR:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy—-->

o Citrix {217 =B 0B RITENVIRENIERF (postscript. pcl5 1 pcl6) . "I LURIBITENHE 1E B BIRTHIE
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N, MREFFHBRIATENNIRENEFLE R PCLS5, 153 drivertype i B 5!

drivertype=pcl5
<!--NeedCopy—-->

ANV S
SR EREMSERBITEIN., H=iER CutePDF #1 PDFCreator Z 2589 EHAFTENH AR RE LRI R T 5 T ENHLIR
MEFEX.

ITENMEWBURF B PR EIAFTENAITENNIRChIE R, ST HEEshIRsiEFLE, NREFHITEINERNZE
PCL5 Ixzh#2R, m Linux VDA %2892 Postscript IRapigF, Msttin@,

NRFTENNIRENIZFF KB IERA, AIUATIA TS BR A E R RE
1. ERIELAHEHNRAERIE.
2. i517 vi ~/.CtxlpProfileSCLIENT_NAME %<,
3. FINLUFFERLTE Linux VDA LIREE G ITENS M4

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. FTENSCRYIAEMRIBEITENE , 3B —1 spool X {{%727E [var/spool/cups-ctx/$logon_user/$spool_file
To

6. MEFAITINREAET, MR spool XHEX/NAT, KRB, EER Citrix 28 GHREMTENAE) IRE
BEiES.

7. NR spool KNFAE, WHEZXHEHFZF K. spool XHERBEURTFEF mERIAFTENVIAIFTENHIREHTE
PR, WNRBATHIITENN (45H1) IRh#ZRF 2 postscript, BIIERETE Linux BIERS LITH spool X%,
KERB RS Ef.

MREEITENXMHRE PCL, HEZFHIRERSRE Windows, NIKESITEIXHERIRIZF I, HERATRN
FTENHIRENAE A FE R P U T ENA 4T ENZ S Mo

8. WEBSHIITENN B N R RERIITENHIREHIZRE. FHILL PostScript & siTENHL Jafl:
a) BREDSIE, HEFRSEE TS,
b) FTFHTENEEI IR

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BUTEMW). IIRMEEREREERNR,
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d) 17# cups-ctx i&EiZ, A5%E Continue (444:) LIBITENHIRENIZR .

e) 7£ Make (%i&%) 1 Model (215) FE, M Citrix UPD IRehigF FisERREITENNIREIZR .
9, MR%EET CUPS-PDF EHMTENH, JLAE#E “Generic CUPS-PDF Printer” (i@F CUPS-PDF
FTENHL) EhiERF. REFEL.

f) RS, WeTE .CixlpProfile$CLIENT_NAME EBIRsNIZFHI PPD X4, WA
BRETHYHT ENHLE A R R IR BN IZ o

B0ia)

TEIRBHEMTE Linux VDA LITENBSTFIEY I :

CTXPS RzpizF 58857 PLCATENHIARE

MRREFTENLIRR, B ITENHIREDIZ R 12 B A BIE R R R A TENHIIRENIE T

FTENR S HBTHTEMEEARE

EAME FIHITENN LITENASMEE, XS @BIRSSERH#TERE. IRERNEERE, FRTEFERKH
&,

EHMAIEPEIFTENNAFTENMEL B

Linux WL1E#SS5 Windows IB2ERFTRR. ALt, FIERAFHSRERFTENBEM. S URHAXLER, 5k

SEH CUPS BREXfF: [etc/cups/cupsd.conf,

KEIXHHEERN S RIERIEZ R

DefaultPolicy default

WMRKERB A default, NRLUTITHRINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default
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<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF #TED

March 28,2023

fEFSz#5 PDF $TEN#Y Citrix Workspace RIFR#2FhRAS, AILUTENM Linux VDA IERERHHRE PDF, SIEFTENME
AR k% E 24T Citrix Workspace N2 FRIZASH T B, 7EAMITEN L, AILUEARE PDF ZTE8TF
PDF, FH1ERm&sTENH E#1TFTED,

Linux VDA Z357E LU Fhiz<g Citrix Workspace M2 L#1T PDF $TED:

« Citrix Receiver for HTMLS5 k7 2.4 1 2.6.9. i&AF HTMLS # Citrix Workspace [ F#12F 1808 &S
hiZs

+ Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R B2 1808 &
EShkA

« EATF Windows # Citrix Workspace R BEF 1905 RE Sk

(=1

BRT EA S #F PDF $TENM Citrix Workspace R #2FhrAsr, FE7E Citrix Studio HigE LT HREE:

s BEFIHITENEE@IRENAT FRINRENRITF)
- ¥BmtIE PDF ERITENIRENERAE FUNRENEERER)
« FEMEIREFIRITENNIKE N BB eI RFIA & A IRTENHL.

BRXEFERE, YEEERINKIEDBETITHN, ITMREESRESMITEN L, UWEGERITEN. §XI88
ZRINTENHRE R, B0 Citrix Workspace W ABIERF X,
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Remote PC Access

March 28,2023

pu

Remote PC Access 2 Citrix Virtual Apps and Desktops B BiZF. TEFEANEBRENMATFRTURSMNS
RIEFBHREMBHAE PCo MRAPAILUARIENAE PC, tiIaILUAMSR LIEFrENREN BEF. SUBEME
Ho

Remote PC Access f# R 32 {1 k= @A M A2 B8R Citrix Virtual Apps and Desktops @, HEMEE
Remote PC Access HIERFIFFZSEBE Citrix Virtual Apps and Desktops FREMERFRIZHER, XfFg—%
RIT —HES—NEEKL, BP@EdER Citrix HDX [T HIZREDAE PC &%, REREAP KL,

BXFMER, 5587 Citrix Virtual Apps and Desktops x#4E9 Remote PC Access,

ATEI

XETZEIE Linux VDA 5.

o EWIEN L, ERFEIE 3D RATEA Linux VDA, BF NVIDIA WIRzNFEF RS, BA7T HDX 3D &8,
PC MAMRETAFL, ETRRREFEFTEENT2NMK,

o EXE Linux HENERRSIFRERARENITENE R,

- BEIARSEAEAT Linux &N, BZEAF2E, ARESMER PCHNEEHRESEAZSENITE
Mo EREBERATMNER TRITIEER., EFm_ LW Citrix Workspace R AEFA UEEEIAF £ Remote
PC Access RARIEFIARIMAZE PC LRI AREFEMEEE,

« MRAFBEAMBRIE PC, M StoreFront By PC 1K,
o TEBAAEATF Linux iHE .
[T

231t Linux PC 1%, BB PC £R%# Linux VDA, ¢/Z Remote PC Access XEMITENER, AEIE
YA, LEHENB RS PCAHERpRNARER. UTFHBIFENET ZIiE:

S8 1- 12845 PC £%% Linux VDA

BIWEERENZEREE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,
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S 2 - 67 Remote PC Access AW+ EN B R

1. 72 Citrix Studio 1, ARBEUENER, AEMNREZSEFEFBRITENER.

£ Citrix Studio
File Action Wiew Help
w2 3

[ Console Root
v H Citrix Studio (site)

O Search
= Noenne ot | MacineGiaon .
=
£ Delivery Gra Create Machine Catalog Single-session OS (Remote PC Access)
il Application: View N Single-session 05 (Remote PC Access) 1
% Policies Single-session 05 (Remote PC Access) 1
Logging Refresh

~ [ Configuratic
A Adminis  Help
Controllers
E Hosting
&% Licensing
33 StoreFront
[ App-V Publishi
@ Zones
~ § Citrix StoreFront
3 stores
[E5 Server Group e —
Details - RemotePC-suse125

Details L_Mathm l Delivery Groups J

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_564)
Set to VDA Version: 7.9 (or newer)

Scopes: Al

Zone: Primary

2. BEFANTELNT—F,

tachine Catalog Setup

Studio Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Introduction

Operating System Imporla.m: The h{laster Image_ or physical machine that you use to Freahe a Catl.alog must
- have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-

Machine Management date and that applications are installed.

Master Image .
Before you begin, make sure that you:

Wirtual Machines ® |dentify the types of desktops and applications your users need

Computer Accounts ® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

Summary

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ | Don't show this again
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3. ERERSTiE i%EF Remote PC Access.

tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-sessian OS5
# Introduction The multi-session 05 machine catalog provides hosted shared desktops for a large-scale
. deployment of standardized Windows multi-session O3 or Linux O5 machines.
Operating System
= Single-session 05
Machine A t
eune Acoun’s The single-session OS5 machine catalog provides VDI desktops ideal for a variety of

Summary different users.

@ Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their

physical office desktops, allowing them to work at any time.

There are currently no power management connections suitable for use with Remote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection,

4. BEHAMOU LUEFEE S B PCHOU, SHERIRMITENKAFRENHENRMNETENERP,
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o FERAZFEIGITHER: Remote PC Access &1t 25,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

=&

March 28,2023
KESABTEE LT EA:

o BiERfEH

o ERRNEERER

« RTNARER

o SIEAEM

» Rendezvous V1

» Rendezvous V2

« FATLS RIFAFPRIERSE

« £A DTLS RIFAFPRERE

Epeivagg

March 28,2023

BiEnfEimE Citrix Virtual Apps and Desktops BB EaHFl, IHEMEEEIR, BEAT BY, ST A
FRXEM, FREEEHEMETIES WAN 7 Internet EiZHBEMEER, BXxBEMEHNFMAEER, BE2FE
SETVAEZ =N

BRBENEE

7z Citrix Studio #, i HDX BERFMEIKIEEAERTERISHREN. ERBALFERRES,

o Hit: RAEEFERET Enlightened Data Transport (EDT) BB &R &4, HEHEE TCP,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 381


https://docs.citrix.com/zh-cn/tech-zone/design/design-decisions/remote-pc-access.html
https://docs.citrix.com/zh-cn/tech-zone/design/reference-architectures/remote-pc.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/adaptive-transport.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/logon-with-temp-home-directory.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/publish-apps.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/session-reliability.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/rendezvous-v1.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/rendezvous-v2.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/secure-user-sessions-using-tls.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2301/configure/session/secure-user-sessions-using-dtls.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html

Linux Virtual Delivery Agent 2301

o 2l RR: BEISAE EDT, HEAELRE TCP,

HDX Adaptive Transport

DA versions
oy server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

M Diagnostic mode

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audic and

Framehawk.
B HABRIEMNER

BERMBEERN SR, 1&7E Citrix Studio #i§ HDX BEREHIKERIZE A%,

MEELRATBENEE

210%E UDP AR 2 S EEETT, RBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERERERT, BHRMTFUTHT.
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udp 0 0 0.0.0.0:2598 0.0.0.0:%

udp 0 0 :::1494 R
<!--NeedCopy-->

EDT MTU %3}

EDT TR RIEN BEMAERAEFRENM (MTU). MR LEHINATRER SR TR T ERZIRIEN EDT
EEER.

RIREK:

e Linux VDA 2012

« EATF Windows 89 Citrix Workspace MR 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBRAREAEN

MREANEFIHT SERAERZF I8, WAIUREESEHRNEENX EDT MTU, BXEAESR, BESHMIR
i E CTX231821,

==
=

I

AMRFEFALRSHTENG, FESHEEEMRERERSR, Citrix TERIEIFIMREFERECHAFLS
BHIMBIIRAAE IS 1T AR, EREMRRIESRFHIENG, ERIEIMERZE, BSLHITED.

7£ VDA =A% EDT MTU k3

ZFINERT, EDT MTU XM FEARS.

o« EEAEDT MTU %M, BEAUTHSIZE MtuDiscovery FMEM, EFE6) VDA, AE%E# VDA
JERR:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« M EDT MTU %3, &R MtuDiscovery FMERME,
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EHEIZ A LR EDT MTU 231
A LUEETE ICA X MtuDiscovery %, &Pk LHEFEIEE EDT MTU X3, BERAILINGE, 5
£ Application 9 FIRE L THE:
MtuDiscovery=0ff
ESfHEAILINEE, EM ICA ik MtuDiscovery 8,
BE:

ZEL ICA XS E1EM, 157 VDA £ EDT MTU &I, 1R %7 VDA £EEH EDT MTU &I, M ICA
XHESHTS.

ZEERER LHBEEXERMEEES

May 8, 2023
AUERUTHSHEEXSREEHIESEEFNIREIERRE. EAREERRERISSEENRIENS, T
LUSHEIRE R BRI E REGH,

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --
force

<!--NeedCopy-->

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force
<!--NeedCopy-->

7t SUSE 15.4 EfEMZINEE, #BM http://download.opensuse.org/distribution/leap/15.3/repo/oss/ &
ZEimlib2,

e

WNRfEA LogonDisplayString FINBEXERES, NRKIAERT, ERRRERNEE,

ZRIEAPYDHBEEX REFER

March 28,2023
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AILAfER CTX_XDL_DESKTOP_ENVIRONMEN

TENZEAFEERENR. B 2209 ke, SIERFAMUB

EXBHCHNEEFIR, “IRsI7E VDA LREREIFE, FEERAItThEe.

TRETTZFRSIFAFPUSNEEXKEIFEN Linux KTHRMKEIFRENTIR,

Linux £17hR

Debianll1.3

RHEL 8.6. RHEL 8.4

RHEL 7.9

Rocky Linux 8.6

SUSE 15.3

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04

SETIRBL

SR BARENR, BEIIEPETHERAS S

MREMFREIFRN:

GNOME

GNOME Classic

MATE

KDE

KDE &7~

XFNKE

MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic
MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic
MATE. GNOME. GNOME-Classic. KDE

BITUA TS

Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

« Magnus FJ8E27E KDE FERIBYINE, (FAfRTE, EELBEIEIT sudo apt remove magnus

SEER Magnus {46,

« Z2 A KDE B I QT &, 5L root AR SBERMUTREREE /usr/share/qt5/

gtlogging.ini:

gt.gpa.xcb.xcberror.error=false
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gt.gpa.xcb.warning=false
gt.gpa.xcb.error=false

<!--NeedCopy-->

+ KDE WREMUATRER KM, (FARRTGZE, RITRNERRARENBMERE.

EARENEERER

March 28,2023

7£ Linux VDA EREHSHIMBENERT, JUEERNEER. MREETRNEER, WHEKIFERMEE
HRAMNET—FET. BRHEZEREHEETRNEERT.

TERNEBTHMTRETHE B RAVERRDL

SRR 5598 PR
LogNoHome ZEAREEAMERETERMNE create -k "HKLM\

HomeMountPoint

ATERRE. RINMER 1, RTR.
MR ZEREN 0, WFERATE
BEBRNZEER.

£ Linux VDA L& BAcihiEd =,
fign, R /mnt/home B =,
MAFRKEESRHA /mnt/home/
domain/<user_name>, ¥R
EHRSENIRERNEFREERE
o

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome'"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

||<A
directory where the

NFS share is to be

mounted>"--force

HomeMountPoint'"-d
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AR tEA e
TempHomeDirectoryPath  #£ Linux VDA LigEIGNEER, create -k "HKLM\
MABpEE = HIKEE, BRINMER System)\
/tmp. EMERBECRT CurrentControlSet)\

HomeMountPoint, &A% Control\Citrix"-t "
MBEHSFTENASEN. AR REG_SZ"-v "

MiEEE B R7A TempHomeDirectoryPath
/tmp/CTXSmf_user_id, "-d "</tmp by default
>"--force
RemoveHomeOnLogoff ERIRSERFAHEBRIGNEE  create -k "HKLM\
Fo 1 RTRB. 0 RTE System)\
CurrentControlSet)\

Control\Citrix"-t "

REG_DWORD"-v "

RemoveHomeOnLogoff"-d
"Ox00000000"--force

AN ARER

March 28,2023

f&Bh Linux VDA 7.13 hiz, Citrix MFFERZREH Linux FEFRNT LN BRREFTE. FRENTEMFERRD
FERNA] e A It ThAE,

m:

7£ Linux VDA 1.4 &, Citrix 18507 X B &R H BN AIEFMSIEH ZIhRERZH.

&£ Citrix Studio k&N FBIEF

EAI R AT S N BIEF AMEIIMA R FAR &% Linux VDA L REMNBIERF. Zdi25%% Windows
VDA LLEMNAEFEM. BXFMELR, 15505 Citrix Virtual Apps and Desktops x#%  (Ri#E#B# Citrix
Virtual Apps and Desktops ki) .

AR

o BRERMAN, FRAERMEERENSENNBEFINHBEF.
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e Linux VDA 1.4 REBRALZFHFLHNAER. B2, Linux VDA RZFESEMNARR R HAERN
HEN. BFRIRE, HNTENEANAEFNEEREZREMITHE,

o BEERATENAER, B707E StoreFront EEATEER, TEEXBIALTERARS. IREEETIE
B “TWIMode=0ff" Z2RZEX, BEMIRIIZRE, MIFKHEEBERA “TWIMode=0n", BNERELER
HERHRRE,

PR

Linux VDA R8N AF BoE—RAREFNZ N HREG.
ENREFSER, IERETNAREFNRES XA ERIEET.

EA0a)

ERHNAREFRERR T ATEMR-:

s AZWEKAFEL. BOMNBATESETRS SRS =,

s FEFMBATHNNARFISEONRNS.

+ 1B17%1 LibreOffice AR, [EHE—MEIMNARERZRE Citrix Studio £, EAXEN AR
=g,

» “Dolphin” ZEXMWEF QIS WEBAGNARFIEFERER. EMRRIRM, FESEMILLA https:
//wiki.archlinux.org/title/Qt B ZE,

Rendezvous V1

March 28,2023

£/ Citrix Gateway AR5 E¢, Rendezvous iR E4%:d Citrix Cloud Connector, UEHER£MEET)
Citrix Cloud #=#I¥&.

ERMERNRETEER: 1) 5 VDA EMMNSIENENRE; 2) HDX SiFRE.

Rendezvous V1 #iF HDX &iEm&4ed Cloud Connector, BEEK Cloud Connector KIEFFEIEHEIRE L
#17 VDA M iERIE,

2K

« £/ Citrix Workspace # Citrix Gateway BRSiA 1R 1E,
o % @E: Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BRS3)
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+ Linux VDA kg7 2112 s &SRS,

- hR7< 2112 2IREER HTTP ARSI,
- hR7s 2204 2:EPANIEM SOCKSS RIBF R RIEIRZS,

£ Citrix B8 /= A Rendezvous i, BXFMER, ESiH Rendezvous MY HEEEIEE,

VDA &3t https://*.nssvc.net AEHENIR, SEFMEFEH. NMRELTEBIZHREREFH
FINBRE, BEXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

« ERESIER, Cloud Connector & 713KEX VDA B9 FQDN, BLIULB4F, &A= EA DNS f@#if: /8
Citrix DaaS$ iz#2 PowerShell SDK, iaf78n% Set-BrokerSite -DnsResolutionEnabled

$true, B Citrix DaaS izi2 PowerShell SDK 4= 8., 5518 SDK #1 AP,

RERE

VDA #n@it HTTP #1 SOCKSS5 {I8%17 Rendezvous &,

RIBEEFED

7 Rendezvous HERREN, HEEUTER:

 ZH5ARERR HTTP RIEA SOCKSS 3,
o AEPBUIEBRENNE, BERE, WE VDA 5MXIRSZEN ICA REFZRIZE. BEILE, BN, &
Bl

o HTTP RIBEIEAIIEHM Kerberos SR IEIEMMYZFETIHHENNSHIIE, EERERSSH, hEs
HIIEH FES B %R Kerberos i, Kerberos £ Linux VDA ZiFmiM—A 2,

=W

ZfFE A Kerberos, HAANNRERSSBZIERS EEZR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA ERBRISERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEMEITEFREN, MRAFBIE SPN, BHEIEEEK,

o HAIRZHER SOCKSS RE#HITH I, NREMA SOCKSS K3, BAEREFI, UERFERXIRS L
RE (EEXRPIEE) USRI SHEIE.

« 2B SOCKS5 fiExzHnmd EDT #178dEER. XIF HTTP 38, &M TCP 17 ICA BEHthi.

BEAAIE

Rendezvous %#5%EEA HTTP I8, MRFEMLEHEAEANE, WAFEE VDA L#iTHMEE.
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IFZERARE
EMERERIFEARIEN, B E Rendezvous LIEECEIRE. BAZIKESRS, 5 VDA$EE HTTP 5 SOCKSS5 1
ik, LT REERMPE fln:

o fR¥EMIE: http://<URL or IP>:<port>g socks5://<URL or IP>:<port>

Rendezvous I&3iF

MREHEFAEER, BRETHSBRIIERSELMEMA Rendezvous:

1. 7 VDA LEmhimms.
2. 1517 Jopt/Citrix/VDA/bin/ctxquery -f 1P,
3. RiaMNIERRIE A

o TCP Rendezvous: TCP-TLS-CGP -ICA

« EDT Rendezvous: UDP-DTLS-CGP -ICA
« @it Cloud Connector fX3#: TCP - PROXY - SSL - CGP - ICA g UDP - PROXY - DTLS - CGP - ICA

Rm:

WMERBAT Rendezvous B VDA TiE#EiHA Citrix Gateway BRsS, VDA #[@iEE#@id Cloud Connector
12 HDX =18,

Rendezvous H T ERIE

TEH#ART Rendezvous HEEHRE,

BRESERT BRI,

1. E#3l Citrix Workspace.
2. 1z Citrix Workspace F#iNER,
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3. WMRFEAAH Active Directory, Citrix DaaS ¥ Cloud Connector i@i&i&@id Active Directory 31
BHITIIE,
Citrix Workspace &7 Citrix DaaS M5 R,
M Citrix Workspace #i%## %8, Citrix DaaS @ VDA RX—%HE, UEAEASTEHTES,
Citrix Workspace ¥ ICA x#%i%=2I8% Citrix Cloud £ m#I STA ZiFMIH =,
i siEHE R Citrix Gateway iRSS, #RftiZiEsI VDA MZEIE, Citrix Cloud ¥33E%ZEiE,
Citrix Gateway fR £ % i # 15 2 %% % Cloud Connector, Cloud Connector HEE#E &~ Ren-
dezvous &, HEEE%REET VDA,
9. VDA 115 Citrix Gateway lREMEZEERE.
10. IR XA VDA 5 Citrix Gateway fRSZiEEi Bi%EHE, VDA %@ Cloud Connector RIEEHEE,
11. Citrix Gateway fREEiH=S5 VDA Zai2iriE%,
12. VDA &g Cloud Connector &8 Citrix DaaS iEE ATk,
13. Citrix DaaS &z Cloud Connector & VDA &ZEXIEHRE, XLEBEREMNA.

90.“9”.0":“

Rendezvous V2

March 28,2023

£/ Citrix Gateway AR5 E¢, Rendezvous il i E4e:d Citrix Cloud Connector, UEER£MEET
Citrix Cloud =%l &,

ERMAXENREFTEESE: 1) 54 VDA HMNSIERENRE; 2) HDX RiEFRE.

Rendezvous V1 #iF HDX &iEm&4e3 Cloud Connector, BEEK Cloud Connector KIBFAEIEHIRE L
#17 VDA FMFASERIE,

TR T A7E AD EAHHENMKRIMNERITENIE Rendezvous V2 58 &FEMZSIE Linux VDA BB &ER, %t
FRMAERITEN, Rendezvous V2 72 HDX sigflissliigssd Cloud Connector,

£

£/ Rendezvous V2 IERE:

« {£/ Citrix Workspace #0 Citrix Gateway RS iA R 1E,
o @ : Citrix DaaS (LLEi#RA Citrix Virtual Apps and Desktops ARs3)
o VDA hiiZx 2201 S E S hRk s,

- hR# 2204 2 HTTP #1 SOCKS5 RIBFr RIS AR A,

7£ Citrix ZEBEE A Rendezvous thi¥e BXFAREE, B3 Rendezvous iV EKIEE,
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o« VDA XFIF https://*.nssvc.net EFHANE, SFEFREFE, MRELIELZARNIGFHREFE
FINBRE, ERAER https: //*.c.nssvc.netfMhttps://*.g.nssvc.net, BXF4HA
&8, 152 Citrix Cloud xx# (£ Virtual Apps and Desktops IR T 74) 89 Internet EEZEREBHF%
IR E CTX270584,

+ VDA AIHEmSEZ T E R FIRY L :

- £ TCP 443 £, BT TCP Rendezvous,
- £ UDP 443 £, B7F EDT Rendezvous,

REERE

£ Rendezvous B¥, VDA Z#@EdRIBERITHIFREN HDX £1ER8, AL AN RENERIEIEEIAE,
ALiEFHEES,

EHREREEEEM

= HTTP {1,

AL FRIBRERENNE, REFIS, LUE VDA Citrix Cloud =4I FEZ BNEFIRERSWER. BENR
wE, BN, EE/FEW.

FPRFRIESHIIIE,

o ENERFIRERENE, BIRNTARFEEIME:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy—-->

HDX /llbg1tigijz%=\$I)ﬁ\

o ¥ HTTP #1 SOCKS5 i,
« EDT R&E5 SOCKS5 RE—iEfER.
« EXHDX REEENRIE, 15FEMA Rendezvous HIEAEHRIKIEE,

o ALBHIEEMENNE, BEEFIS, LUE VDA F Citrix Cloud £4IFEE 2 EH HDX REFSwIEZE,. AR
HFeE, TN, EFERM.

o HTTP RIEE:SERNEN Kerberos BHIIEMMYZIFET HENN B M, EERRIBRS SN, hEs
RIE A ES BEhER Kerberos i, Kerberos 2 Linux VDA #5HM—A5 %,
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} =

=W

ZfE A Kerberos, % AANNRERSSBZVIERS EEZTR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA BRI SERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEKITEFRERN, MRAFCIE SPN, BHEIEEERL,

o HEIARSZHER SOCKSS RE#HITE I, MRFEA SOCKSS K1, BHEEFI, UEREMXARS L
BRE (EERPIEE) UKL SHEIE,

+ 2B SOCKS5 RiExz#pilid EDT #17#iEE R, xtF HTTP K32, &R TCP £ ICA BN,

BEANE

Rendezvous #5%&8A HTTP 12, MNREMLEPERBEANRE, WREERE VDA L#HTHARE.

n{afEzE Rendezvous V2

TEHEEEMIFEDESE Rendezvous HIFE:

1. BHERBEMEEZXR,
2. B VDA G, BITUTHSLUSEMENEMRI
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

X00000001" --force
<!--NeedCopy—-->

3. E#RzN VDA itE .
4. o) Citrix SRR EREN TR

« % Rendezvous Y& Ei& H 7%
o BEEHIEHIZE Citrix HEBTIES. ZFEBEBTEERA Rendezvous B+ E.
o EHER Citrix SRIEEB ERNMER, URBESEMRKE,

Rendezvous i

BREJEZTIEEMER Rendezvous hi¥, EELEHETT /opt/Citrix/VDA/bin/ctxquery -f
iP %,

ERBEm ISR AR

« TCP Rendezvous: TCP-TLS-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
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« @12 Cloud Connector K#E: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA
WRIFEFHE Rendezvous V2, k4G Ex 2.0,
e

MEEAT Rendezvous BF VDA EixE 4\ Citrix Gateway RS, VDA ¥[EliE2i&@d Cloud Connector
RIE HDX 1%,

£/ DTLS RIFAFRRIERE

March 28,2023

M 7.18 frzA#e, DTLS MER—MxeRZ M. BRIABRT, LIEEE VDA LAFEARS. BXFHAER,
BERREZ 2.

/EF DTLS 1%
WirBENERESERA

7z Citrix Studio #, I HDX BERFiEISIE N ERTER ISR,

7z Linux VDA =/ SSL iz

7£ Linux VDA L, &8 Jopt/Citrix/VDA/sbhin L/ enable_vdassl.sh TEER (FZ/A) SSLME, %I H
PRIBMETNER, 1EB1T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h &%,

AR

Linux VDA 235 DTLS 1.0 /1 DTLS 1.2, ZHAfER TR DTLS 1.2, ®&E & Citrix Workspace R fBEFH
IEEERM-MEZE DTLS, 155547 Linux VDA #1{&# Citrix Workspace M BiEFH#ERMERERAR DTLS,
R Citrix Workspace M BIEF{NZ# DTLS 1.0 (g0, Citrix Receiver for Windows 4.11) , 5{#H
enable_vdassl.sh TEi% SSLMinVersion &% TLS_1.0, J% SSLCipherSuite &5 COM =i ALL,

£ TLS RIFAFRIER SR

March 28,2023

BhRZs 7.16 2, Linux VDA XFAFRIFAFRSIEREM TLS &, BMERT, TLS MELFEAKRS.
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BR TLS m#&

EEARTHRIPAFRIELSM TLS 10%, &7 Linux VDA 71 Delivery Controller (Controller) EREEHHE
F TLS %,

7 Linux VDA t&3&3E+H

FREX PEM #SARVARSS 2EHH CRT IUAMRIESR. RS[IEFEELUATED !
o B
o RINZEZHFLA
o FRENEH (FIik)

RS BRIEFH G
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

March 28,2023
Citrix BI1ERISEMBES INFIEZIFM Linux F 4. SIETEMERIABER TATERRARS.

RNEA MR ML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMEEMNZIER
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEHESH HDX RSB UMEIEBEE M, WR7E Citrix Studio 1@ T FEKIGEIZE TIROS, NIEZK Linux
VDA EMIZE, #fR VDA LRI ASEEE AR L@ IR B OEFRMNE TR,

o BRSEBRENE P UnREHECHIRSE 8] EIFR

REFEPGEEEES (B, LERMBHEREERH) B, B1E Linux VDA 5&FFIRZ B R X REEEHREHE S
REESNRSHEBATRNEAIRESNHAIME. MREFmLEMAE, WEERE, BIIFFREMER. RERE
ERPRFESDRSEEZERRNHE. RAERTREELRE. BNHEHHTEE, HETUTHS (L10#HA
)
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o B IREIARSS SRRFDERPRSE 88 R
IR BRREM ICA BFIHZEE Linux VDA BIBSBRIFESIRSE B Z BEIERHT . RIMERTREEERIRE, B
WEHITECE, BETUTa< (L 10 BAfl).

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HEHR

BERKREBASETELE, TERHRIE.

ERRRIERNR, EHITATHRIE:
1. 7z Citrix Studio FiB I SRIEIG BB ARIEARMEE, BESHRILITFEFREE) VDA BRSH HDX RS,
2. 7£VDA £, BITUTa<LURIESERSEY TCP fiARERETET (MUiwA 2598 Af).

netstat -an | grep 2598
<!--NeedCopy-->

MREAEMRO LRA TCP firgs, \nTU TR BARMNIAS.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy-->

ZIERH (SR MHEINRE

March 28,2023
ER—MLLMTHEE, Za LIREIFNEM Linux VDA ERENRITE.

ERRERIERS

ZRAHEA Linux VDA WIERS), 152505 SmAudAllowed i$E 7 15 0, AILUERAUTHS:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000001" --force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
SmAudAllowed" -d "Ox00000000" --force

<!--NeedCopy-->

} =r

AR

£ Linux VDA EBRASIERHE, BREREIENSKIXFEERFESIEABE.

HERE RIS RN

REGFRNER, THREIXHFAZENNEEEK, EREIERERREIBRHITSME XN ERERE, EEH
XEHRA, EBAXHEERERS HREISIFEZILREIE, XA HFIXME, FHEIR— RIS URER .
IR EMR RN,

ERLT LRI RS EREE:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverFileSizeInMB" -d "Ox00000032" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_DWORD" -v "
RolloverTimeInHours" -d "Ox0000000c" --force

<!--NeedCopy-->

+ RolloverFileSizeInMB, AZMERA/NEY, HEIXEFEXAHITHA—MIXMH, RIAMERT, Yxh@d
50 MB B¥= &£ Rz, ZFBE: 10-300,

+ RolloverTimelnHours, AZIFEMESG, HAIXEEXAHFITH—IMIXE. BRAMERT, 2ERHT 12
N ZREER. ZIFHE: 1-24

HELRM PO FHPHE-—NFRERZRBDERR. FM0, EIEEXHA/NI 17 MB, FEERLEEN 6 /)b, HEHR
HIX 472 3 /\BYRAE) 17 MB BY, Session Recording & XMl XXHHITH— M.

AT Z N, RIZEEL—NZEA#T, MAZRAXGRIMEENE. XHA/NEd 300 MB /Eit
MMBIBIIME T

EERBXHNEFHEUE

BIAMERT, REIXHEME /var/xdl/session_recordings F. BREFRNER, HEBTUTH

A .
< .
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\SmartAuditor" -t "REG_SZ" -v "Path"
-d "<your custom storage path>" --force
<!--NeedCopy-->

AU FEIHFF TR IR IE MR R ENEH R L, EEXNEIRENFHEREMNIERIGRNRE, FETHEP
ctxsrvr SPiZEBENE NNR,

BEERH

EEERHINMG, BB TS ELRE Session Recording Player 5% Session Recording Web Player:

1. ERER Citrix kP Z#Ri51R Citrix Virtual Apps and Desktops THETEH FH= M. BENXHE-
2. Xk SessionRecordingPlayer.msi #1 SessionRecordingWebPlayer.msi H#&IRi{ TR R,

e

ZEMA Session Recording Web Player, iE{Xi§H =47t Session Recording Server £, HERRHISH
£ Session Recording Server EraIfA, BX¥MEE, iH51 Citrix Session Recording X%,

PRI

o WFENNARFRIE, REBEHATEREF.

EINEE SDK (LI01%IhEE

March 28,2023

{EBNERA T Linux VDA MEINEEIREGEF X TAE (SDK), ERIUESEXE VDA LiziTHRSRIENARER. BXxiF
MELR, EF2E Citrix Virtual Channel SDK for the Linux VDA G&RTF Linux VDA B Citrix EE#@i# SDK) X
=

@@ Linux VDA # Citrix EE#X3&& SDK "] M Citrix Virtual Apps and Desktops TH A E#1T F . BFFHERNAR
Zs#9 VDA Citrix Virtual Apps and Desktops #F &8 H A LUERE T M Linux VDA,

Wayland (5232hR)

March 28,2023
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ER—ILLekRINEE, Linux VDA 7£ RHEL 9.0, Rocky Linux 9.0 #1 Ubuntu 22.04 £33 GNOME &#) Wayland,
LU FIhaEEE Wayland &2 2@z :

=L

o BINEAR

o BPIRIREHESeRET (CDM)
o $TED

+ USBig&EER

AR

« &2 HDX 3D Pro.
o R&#F Linux BNz BREFRIE.

B Wayland

ZfE/ Wayland, &7 TH<SR MR EnableWayland i¢E 7 1:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\Wayland" -t "REG_DWORD" -v "EnableWayland" -d "0
x00000001" --force

<!--NeedCopy-->

ZINBERT, &R EnableWayland 8854 0, XEKEFA X11,

©Z Wayland 2&EERH

1. 7F Linux F$THFLIRE O,
2. i517 echo $XDG_SESSION_TYPE &<,

WMREA Wayland, NEH+PsHR  ‘wayland .

PR

/A Wayland R& &I TR

« BEPIRRENRENFS VDA BWRERERED,
+ £ RHEL 9.0. Rocky Linux 9.0 EF#HRIERARE 20 #HH,
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