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December 16, 2022
BE:
WAREETNE T YaikR4s (CR) MKHAARSRAS (LTSR) 897~ G4 o A HASRER,

Linux Virtual Delivery Agent (VDA) Z#EFEAMEM LT Citrix Workspace R B2FHEMI&&EAIA Linux
RN ARRFHRHE,

ERIBRIBS 23589 Linux Z1THRAT EIAZ BREFMRE, 880 Linux @i L= VDA 84, BCE Delivery
Controller, #ARMERA Citrix Studio rmmA AR XN FBIEF S H.

HTIEThEE

December 16, 2022

2210 A

Linux VDA 2210 R 83E LA Tt Thre Mg 52048

iEFF HDX 3D Pro #93g32% GPU &4 iNiE

#HMRET GPU 5 Linux REREZ BN BIEERNE, HINERLT 3D ERERMEGHRIDNER, XLEIERI)
BEMLAL TR RF AR H R A MRS T SRR (FPS) ML, BXIFMER, 1BES51 H.264 B,

S FRE B MR R A R A A/ R

TR LUEE S MR BRI R AR/ (WL KB A8 f1) , BARAILTERRERIMIGRIEREEZ RS Linux ERSIEZ
B RZEIE. Mit, BAEAUTRIBRE:

o BBIEARE P IRBREI A SIEE A
o BEMEIRZIERS AT mEmAN

BEXFSENFAER, ESH ICA FRIEEMNE P IR IGIREE RS,
B % Linux VDA ZHHRIRIGBENIER, BBRAREZHIIR,
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S Linux R AREXBIREE

IR Linux RRAEZET B2 LT RITHR:

 RHEL 8.6
» Rocky Linux 8.6
« Ubuntu 22.04

BXFAER, 1B Citrix Provisioning X#4FRESE D i A X Linux BfigE,

Shell iiizs1E521h7E

G52 T shell MAUEHES FH, HEUTRERRM /etc/xdl/mcs/ BE /etc/xdl/ad_join/

« winbind_krb5.conf.tmpl
« winbind_smb.conf.tmpl
« sssd.conf.tmpl
 sssd_krb5.conf.tmpl

« sssd_smb.conf.tmpl

« centrify_krb5.conf.tmpl
« centrify_smb.conf.tmpl

BIMRERER SR ERMANG EZB XN EER.

FHAR AR BIFTIEINAE

BX7E 1912 LTSR % 2209 CR Z /GiRMIVRIThRPESHIIEINEE, BERMIEIER ISR,

EEERIRE

December 16, 2022

LEhR AR T 2N A B TR B M REM R E 1 BV,

=R

July 14,2023
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FEAhRASPHE T LU IR :

« Y& #H B Cloud Connector 3¢ Delivery Controller B, Linux VDA RT8E&EUHEE M. [CVADHELP-
21256]

« 7Ef&£A Kerberos 17 RC4_HMAC_MDS5 & REMERT, Linux VDA RIRERZEMIZHIZREM, HHM
L}\—F%E 1;7ﬁ1§\ .

Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled) (5%i%: 7 GSS-AP| &3IKRIEEHEE (MEIFKF: R2#/FER HMAC
In#&2E RC4))

BRI, ETELEM Active Directory i/ (&, B&EKiHZE OU L) ZH RC4_HMAC_MDS5, =&
AVFTE Linux VDA LfERSEMERE, 25, &R klist -li 0x3e4 purge @< &k Controller # Citrix
Cloud Connector L#4&7z#) Kerberos Zi2, sAFEFHES Linux VDA,

E7E&1 Active Directory g2 H2 A RC4_HMAC_MDS, E=MUTSE:

AR EIRIETI B,
®2Bi5E, A/51%EE Default Domain Policy (ZAIMZERER) .
HigeE Default Domain Policy (BRIAEEERS) Hi%i% Edit (4RiE). ARBERIERIGITH.
ERTBHEE > 5 > Windows &8 > 288 > A > R2%E,
WEME T 2: BELE Kerberos A iFHINERE,

EY ’8 3% -1 DES_CBC_CRC. DES_CBC_MD5 i1 RC4_HMAC_MD5 £ & 1, R F & #
AES128_HMAC_SHA1l. AES256_HMAC_SHA1L i $Rpypnzs

.0‘9’:“.‘*’!\’!—‘

EAWE Linux VDA LERSSMELRE, BRBEUTSE:
AR
SSINEXBFETNHER SR I KT,
1. 7 Linux VDA E3T7 /etc/krb5.conf 32t
2. 1z [libdefaults] S5 FHRMUTIRE:

allow_weak_crypto= TRUE

o Linux VDA =x%##(#EH SecurelCA #1712, 7£ Linux VDA /&M SecurelCA £8H&IER KK,
« 7 GNOME fE=EH , 2iIXFXESHRE ISk, [CVADHELP-15639]

s BRENIFTLENARFIRSERMEFAARLE, Mutter A%&ET mutter-3.28.3-4 Mk A S I LR
B, BRI, EFER mutter-3.28.3-4 AE R R4S, [LNXVDA-6967]

o XHTHIBPHABIIED. ZEOFSHEXE THIEE, HAE—RNEESBHEK. [LNXVDA-5646]

« PulseAudio HBINRESSBERETHRSBEFELTREDRS 20 #/FEH. & PulseAudio ;B
HE, SHBEREER. ERRILAE, 5% /etc/pulse/daemon.conf X g E exit-idle-time=-1,
[LNXVDA-5464]
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« BAT SSLMBEHBZATREAIEMN, TEEERT Linux 8 Citrix Workspace K AREFHRBIHH=IE.
[RFLNX-1557]

« Ubuntu E#: £ HDX 3D Pro #, &% Desktop Viewer A/\E, MAREFEERGESER—2IE, =
EENERRETRNEE,

o AHRIER, FIRERRMIER Linux VDA $TENEE MSIRHIFTENH.
« BRPEEAEXANFERHIER (DM XHFNREFHAEASXHHER, WA HIILER,
o FEAARAEF, RZFEIFREESER UTF-8 4.

« i&FAF Android #9 Citrix Workspace R ATEFH CapsLock RS ESERITERPERE, E51E
FF Android #9 Citrix Workspace R 2B EZET, Caps Lock BREmIgERER, MRS E: A
¥ ERE L Shift BREAT 5/\B ZiEik.

 ERIEATF Mac 89 Citrix Workspace ZA#EFEEE Linux VDA BT, & Alt B9RERENTEER, BRIAE
T, HFAMFIEM Options/Alt 8, iERTF Mac 89 Citrix Workspace MAEF#2 %X AltGr, &aTIL
7z Citrix Workspace MBI BEHREHRIITH, BRERRRENNBREFTR.

o Linux VDA EHINNIEBSEMEM. EFHMNEER—ELEFM Kerberos &5, B2, Broker AJaESiRIE
Seaipy—4H Kerberos ZAEREFMTR VDA BREZEHE, VDA 2i%%1%%3I Broker B, Broker AJge X5
VDA BiLREIZE F X, &IWERE VDA FMEK,

VDA REZIESHIHEITE, RERELAKEITRR. B2, HTRESZIENEXHEK, FLTsEREERK
ialo
fRRTE: 5B Broker WERERE., =BT Broker {7 Broker LB ERS MM SIRABOGEITUT

A
CTEAC N

klist -1i 0x3e4 purge
<!--NeedCopy-->

¢ =&k Citrix Broker Service iB1TFRTERIMLEARS TAFFEH LSA BERHFMARS IR, LH<
=MIBREAME VDA BBRS RIE, RIS MAMIRS. B, RFFERAERM, BARLERSUEE
EISM KDC EFRIVX LRSS TR

o AAFEIMENERIA. BRI EMHRIeEERIFTRHITEN, ARFIRE ICA EPRFIEM. NR7E
BT EMRFINAREFEEERRISE, YAREFIERSTMN, RtESIGEEN R, MRERGIHAIE
IRTHIRIRE, FIRERHINAMBYR,

« JEATF Windows B9 Citrix Workspace R B2 Al fERE BRI EB 5 SIRAERE,

B=HEHA

December 16, 2022
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Linux Virtual Delivery Agent 2210 (PDF T#)

Itk Linux VDA R E] Be B ERIBZ SIS P E X FRIFEI AN E = AR M.

A

December 16, 2022

XA RRINENEEEZHEANTEE. Citrix = RFhee, WEEREBRIFIEILSRE, Citrix EENEF
FERBERMR G UBELRLMNE, EESEMATPERATTRESEEN, AfTx8iEe N FRNE I,
X RESAPIFNFAREE, 587 Product Lifecycle Support Policy (F@R4EmERZIFER) —X.

FRAMMER

TRERTEFAIMEEIFA. Citrix ~=mMnEe.

EFANIEARSIEMMER, Citrix TEHARAPUEZIFXETE, BRERRNLFIREFEEMRER. 7 Linux VDA
®,

BRI B ERBIBRH T BZ X .

=] BREAEPERFTARMRE EEE P MIFRAIARZ
%% SUSE 15.3 2210 2301
%#¥ Debian 10.9 2206 2210
%% SUSE 15.2 2206 2209
%#F RHEL 8.2 2206 2209
%# RHEL 8.1. RHEL 8.3 2203 2206
%# RHEL 7.8, Cent0S 7.8 2203 2204
F#F CentOS 8.x 2110 2201
F#F SUSE 12.5 2109 2204
%% Ubuntu 16.04 2109 2203
$#F RHEL7.7. CentOS 7.7 2006 2009
¥#F SUSE 12.3 2006 2006
¥+ RHEL 6.10. Cent0S6.10 2003 2003
%#f RHEL 6.9. Cent0S6.9 1909 1909
# RHEL 7.5. CentOS 7.5 1903 1903
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Mil=| BAEEPERFHMRE BEEE P MIFRAIARZ
%4 RHEL 7.4, CentOS 7.4 1811 1811
%% RHEL 6.8. Cent0S 6.8 1811 1811
%+ RHEL 7.3, CentOS 7.3 7.18 7.18
%+ RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16

December 16, 2022

Linux VDA B9 ¥4#ikR4s5 Citrix Virtual Apps and Desktops #5—%. ©XAERAHALEREEHELAR Citrix
Virtual Apps and Desktops IR HBkRZx, EFEENVE X Citrix = RESAPNELR, UKk T B Citrix 2F1EXiF

REMNF= iR, E20 Citrix 7= @A E R,

Linux VDA 5 Windows VDA HEL & 3 12B8 5 E5. FrE Delivery Controller 148855 Windows # Linux &£&

RERIEARS
EXEPRSRAIAMH (5130 Citrix Workspace RAEF) MAKERETHE BIIALEPHITIRA,

BXREKBAIRSRA (LTSR) IMEHER SaTMRAS (CR) MUREAE RRBENES, BESRMIRF LS,

Linux %1Thx

Linux VDA Z#5LLF Linux &1ThR:
EERT:

LiRERFHN A IREMN T FHI AT, Citrix fRIAIAIEE S T sE=ZEIRE,
NFEFANEMFNTE, BERFA.

« Amazon Linux

- Amazon Linux 2
+ CentOS Linux

- Cent0S 7.9

« Debian Linux

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- Debian11.3
« Red Hat Enterprise Linux

T 1Euf 8.6
Workstation 8.4
TS5 7.9
Server 8.6

Server 8.4

Server 7.9

» Rocky Linux 8.6
« SUSE Linux Enterprise:

- Server 15 Service Pack 3
« Ubuntu Linux

- Ubuntu Desktop 22.04

- Ubuntu Server 22.04

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04

=

AR

CentOS MB# X FMEE =15 CentOS Stream, 153 RHEL 8 B9, CentOS Linux 8 3§F 2021 [k
1HR .2 /5, CentOS Stream E4k4: FE Red Hat Enterprise Linux 89 E(FR) DX B XFMER , BB
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

A Xt Linux VDA kA2 #89 Linux &% 1ThRF Xorg kRZAs7IR, B8R TR, BXEHMER, ESH XorgMod-
uleABIVersions.

Linux Z17hR Xorg hRzs THRNEHE

Amazon Linux 2 1.20 MATE. GNOME. GNOME Classic

Debian 11.3 1.20 MATE. GNOME. GNOME
Classic. KDE

RHEL 8.6. RHEL 8.4 1.20 MATE. GNOME. GNOME Classic

RHEL 7.9, CentOS7.9 1.20 MATE. GNOME. GNOME
Classic. KDE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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Linux Z17hR Xorg k7 B2 520 i

Rocky Linux 8.6 1.20 MATE. GNOME. GNOME
Classic. KDE

SUSE 15.3 1.20 MATE. GNOME. GNOME Classic

Ubuntu 22.04 1.21 MATE. GNOME. GNOME
Classic. KDE

Ubuntu 20.04 1.20 MATE. GNOME. GNOME
Classic. KDE

Ubuntu 18.04 1.19 MATE. GNOME. GNOME
Classic. KDE

R
35707 Ubuntu A HWE kernel s HWE Xorg.

MAEDRE—NEE, AJLUEN ctxinstall.sh 5 ctxsetup.sh fiEisEEHESIERFEHALN GNOME 5 MATE
KEIFR,

TR ZRAMATE LS REIERMN systemd BEMN. Bx systemd BRBiELFEAES, &
BIRBP [HAETREZ.

ERENTF S FEPMLIFE

BRANARSS 25

Amazon Web Services (AWS)
Citrix Hypervisor

+ Google =iHF& (GCP)
EFRIZB R (KVM)
Microsoft Azure

Microsoft Hyper-V

VMware vSphere Hypervisor
« Nutanix AHV
AR
FEFEERT, ZRHFHNIEERMH x86-64,
B Citrix Virtual Apps and Desktops 7 2003 21 2112, 2% Citrix DaaS (LLgi#kA Citrix Virtual Apps
and Desktops BR$3) #%7E Microsoft Azure. AWS #1 GCP E#£% Linux VDA, B 2203 fRitS, ErRTLIE

XEeNE = LA Citrix DaaS # Citrix Virtual Apps and Desktops & Linux VDA, EEXEAEEENIE
A= Citrix Virtual Apps and Desktops 2pE, EEERSNRIFAIE. BXESNRFAIENGES, &

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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SIRERR SN RERAALIEN (TTU),

Active Directory £ &

Linux VDA 35U Active Directory SRS A~ M

Winbind SSSD Centrify PBIS Quest
Amazon Linux £ = = = 5
2
Debian 11.3 = = = = &
RHEL 8.6. = = b~} b= S
RHEL 8.4
RHEL 7.9. = = =z = 2 (Questv4.l
Cent0S 7.9 KEERE)
Rocky Linux = = £ = £
8.6
SUSE 15.3 2 2 z 3 5
Ubuntu22.04. £ = = 2 2 (Questv4.l

Ubuntu 20.04. KEEhREA)
Ubuntu 18.04

HDX 3D Pro

f&8f Citrix Virtual Apps and Desktops 8 HDX 3D Pro, &a] AR fHERER A 12Es (GPU) #TREAINEL MR
EH RN REMN AR,

I EEREF

34F Linux VDA, HDX 3D Pro 5T EIMEEREFRA!

« Citrix Hypervisor

« VMware vSphere Hypervisor
« Nutanix AHV

« Microsoft Azure

« Amazon Web Services (AWS)
+ Google =iHF & (GCP)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13


https://docs.citrix.com/zh-cn/licensing/current-release/hybrid-rights-ttu.html

Linux Virtual Delivery Agent 2210

AR

EMNEEEFSEE Linux R1THRFES.
3¢ Amazon Linux 2 &£/ HDX 3D Pro, FA1ZEINEZRE NVIDIA IREHIERFE 470,

GPU

BT HRER Linux R1TAR#F89 NVIDIA GPU &, &%) NVIDIA 7= @2 i555%, AREEEMIEERF IR
ERA. REFmEPE. BAFNRERIERAF .

iR GPU R RE T &M vGPU IRah#EF, Bal, Linux VDA &5&%#F vGPU 13, BX#HAER, ESH NVIDIA
EEPA GPU 2374589 GPU,

RER

December 16, 2022
LR B e S BT L TS A

o FRABMREHITRERE (%, EATEHRE)

BEFE# Linux RIThRNFoRE

5 MCS &l Linux VM

7 Citrix DaaS Standard for Azure (Ll ai#i% “EAF Azure i Citrix Virtual Apps and Desktops
Standard”) SReIBREMANEFMARMNER Linux VDA

£/ Citrix Provisioning &% Linux VM

73 XenDesktop 7.6 &R HikR4A<EZE Delivery Controller

.

ERARMTEHITRERE (#F)

December 16, 2022
5E:
o WFEMRE, BUESREAXLUHTIRERSE, AXELTNBNAERARNRERZEMESE Linux

At

<)
VDA, BMREANNET], SFoHREML, BERZTHE. EIUBIENRELFENREEHEEX
P& SRR EILE Linux VDA BIB1TIF R,

« %FfER Machine Creation Services (MCS), 7 gEgIEZARIMANIGEA VDA, BEXFAMER, BSAER
Machine Creation Services (MCS) ¢l Linux VM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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o BETHBESATRINNER VDA BIhEE, BHEFIRIMAES VDA,

S8 1. £EEEESHN Linux itE4

WERM R RRFEHUTRERES !

o IHH - BRE Linux VDA B EBEHBIENS
o IHEZARSERM P st

o NTP BR532889 IP thhit s F B R

o 3% - 158 NetBIOS &FF

o SRR - Kerberos s B R

o EHE2REES (FQDN)

BE.

o BERE Linux VDA, EMINEETE Linux itEH EIERRIN T FiEE,
s ERHRIE, BHIAREERET X Windows RAEMKEIFE,

o BNBERT, TRARMERER. BEEHNIFERBEEXTEH, BRITUTERE:

a. 7£ Linux VDA it &1 L8l tmp/ctxinstall.conf 3215
b. ¥ “wworkgroup=<your workgroup>" 1TAMEIXHHHREZEFFMIIER,

« Centrify R #% 4 IPv6 DNS B &, /etc/resolv.conf fELEEH— N EA IPv4 9 DNS AR 55 22,
adclient FgEE#HEH AD RS

BHE:

ADSITE : Check that this machine's subnet 1is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

tiEmR Centrify REEBMBN. BRORILEM, BRITUTRIE:

a. EiEERISS LT ASE T A,
b. 1%#% Active Directory i = AR
C. AFMARNINIERREF M,

o B VDA EEZEITE OU, BT TIRME:
1. HREESSR EEFERER OU,
BEXTAIOU, ESRTENFEEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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File Action View Help

e 2o s0XDe= Bm teaTadh

[ Active Directory Users and Compute
7] Saved Queries
4 F wdlocal
B Lo Builtin
[ Computers
2 Domain Controllers
~| ForeignSecurityPrincipals
] Managed Service Accounts
2l Users
4 3] Linux
p 2] redhat
3] suse
[2] ubuntu|

NN

a5 ues

2. 7£ VDA EgUE /tmp/ctxinstall.conf 32t

3. ¥ ou=<your ou> fTFME /tmp/ctxinstall.conf s,

OU (&R AD 75 ZHARMR. FER T&.

1BR1FR% Winbind

SSSD

Centrify

PBIS

Amazon Linux 2 ou="Linux/

amazon"

Debian ou="Linux/
debian"
RHEL 8. Rocky ou="0U=
Linux 8 redhat,0U=
Linux"
RHEL 7 ou="Linux/
redhat"
SUSE ou="Linux/
suse"
Ubuntu ou="Linux/

ubuntu"

ou="Linux/
amazon"

ou="Linux/
debian"

ou="0U=
redhat,0U=
Linux"

ou="L1inux/
redhat"

ou="Linux/
suse"

ou="Linux/
ubuntu"

ou="XD.LOCAL
/Linux/
amazon"
ou="XD.LOCAL
/Linux/
debian"
ou="XD.LOCAL
/Linux/
redhat"
ou="XD.LOCAL
/Linux/
redhat"

ou="XD.LOCAL
/Linux/suse"

ou="XD.LOCAL
/Linux/
ubuntu"

ou="Linux/
amazon"

ou="L1inux/
debian"

ou="Linux/
redhat"

ou="Linux/
redhat"

ou="Linux/
suse"

ou="L1inux/
ubuntu"

o« BLinuxVDAT.16 {2, BMREZIFLM IPV6, AT REHMRFIER:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- MAREBER Linux Z6EE, URFRENITENAILUEE A IPv6 ME THAMERMG 8.
- 7£4f IPv6 MEHhAR L Centrify,

AR

MREMMEZA IPv6, HEFRBRAYRAREHN IPv6 13X, VDA ¥i&Z IPv6 i Delivery
Controller ;*fft. MREHMLEB RS IPv4F IPV6 BLE, 55— DNS IP it A R ERER
IPv4 2R IPV6 K,

o WR%ELE Centrify FERMNEN %, ctxinstall.sh HAEE Centrify . ctxinstall.sh 388X Centrify
RGBT EEMM:

- BMRETEBIATIM Internet TF Centrify %8, TEESMN&ITHRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Mz RAPIREX Centrify B, EH5E Centrify REEBHWER, BRITUTERIE:

a. 7£ Linux VDA BR$28 L 8I# tmp/ctxinstall.conf Xt (MIREZXHEREE) o
b. XM “centrifypkgpath=<path name>" 17,

flgn:

cat /tmp/ctxinstall.conf

set "centrifypkgpath=/home/mydir"

1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r——-r-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
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124 -rw-rw-r——. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 Hdnstall-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh

12 -r--r--r—--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r-——-r--r—-—-. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r—--r—--r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o SNREF PBIS fEAMNERA %, ctxinstall.sh HIAFEE PBIS %46, ctxinstall.sh 3REX PBIS &8y
Vabr =i i

- BMREAEPBEIM Internet & PBIS &, fi, TEESM&1ThRA URL:

Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.3: wget https://github
.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open
-9.1.0.551.1linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS # {4 B M9 RERR S, ik, EEER Jopt/Citrix/VDA/sbin/ctxinstall.sh s
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 17,

B, EERUTREEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

TR 2. EEEINEEER

EXFNEHVIEERRZRF L Linux VDA SEEPIVIZITH, FEEH—LEN. RIBEEERANEMNERERT
AU TER, MREFERVEMG LIETT Linux T8N, WEREHEMER.

&%E Citrix Hypervisor R &) E25 a0

BT Citrix Hypervisor BYEIRIF THRERY, fEE M EIMEAY Linux VM 1, E#E&F) NTP #0 Citrix Hypervisor
HiRE, MEMZEEERANH, HEENHSHMRSERES, BHES Linux TN RKN#HES NTP
BE, XMERERZAENRERS, THE HVM EXT#HITEAER.
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MBI ETEEITHEEIME Linux Ri%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHER<RE 0 5% 1:

o 0-BERSIREERA, BHMEA,

o 1-WERSHEERR, TRKRIERMERE,
R /proc/sys/xen/independent_wallclock X8 FEE, MNAFERTUTEE,
WMRERA, FRIEEZXHEAN 1 REANERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBHNENAEY, 1E4E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V &S/ EE:F R&@

LET Hyper-V Linux £/BRSSH Linux VM AIRZ A Hyper-V Bt aElE]5 TAER A VIR ER AT E, AHRER
FETPPIRLKERT S, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7F Hyper-V EE2BEHIA,
2. 3F Linux VM B9i& &, i51%$% Integration Services (£IRS).
3. HRE%REF Time synchronization (BFEIEF).

AR

t757%5 VMware # Citrix Hypervisor R, X#Efr=maBZBENNERSINEE, U%ES5 NTP REHE,
Hyper-V BS{alRFZ IS NTP BYEIRES HEH B b
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERS IR, S MFEIMEE Linux VM /1, EH<BE NTP FEMNEEIEFNR—E,. mEER
HERS RGN, HERRHSHMRSHEARS, EHARS Linux ERIFHNRZNHES NTP BF, XS
MERZAENEREY .

MR IFEIETEE T VMware Tools BIE B Linux Wi%:

$7FF vSphere Client,

4m3E Linux VM &€&,

£ Virtual Machine Properties (E##lE) HEES, 177 Options (G£I) &M+

%% VMware Tools,

7£ Advanced (54) &, BEUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph

HI 3. LRNEWHE.NET Runtime 6.0

fE% % Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EMBAREE.NET Runtime 6.0,

23 NET Runtime 6.0 5, i=17 which dotnet & ¢ & EHIEITIRIRZ,

RIS, RE.NET Runtime Z##IXHEEEZ, i, MRH<Ht 7 /aa/bb/dotnet, &M /aa/bb £
79.NET Z#HI3 &2,

S8 4: T Linux VDA #i{48

1. %% Citrix Virtual Apps and Desktops F# 5,
2. BFFEYhRA<AY Citrix Virtual Apps and Desktops.

3. BHREAGTHSERN Linux Z1ThHREEZR Linux VDA & & LUK BT AFIRIE Linux VDA B4+ G R SZE MR
GPG %R,

EFEARARIE Linux VDA BREBINTEMN, BEHRITUTRE:
o XXF RPM %48, BB AHASAE RPM #UBEHRHEITUTR<S:!
rpmkeys --import <path to the public key>

rpm —--checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

o 3F DEB B4 &, iERARSANE DEB BURBEHRHBITU TGRS

sudo apt-get install dpkg-sig

gpg --import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy—-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20


https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2210

S8 5. L% Linux VDA #if48

EJ Linux VDA I BIFE, BiETUTHS,
34F RHEL. CentOS #1 Rocky Linux &77hR:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR

%fF RHEL #1 CentOS, &%= EPEL Ff#E, A4 REMRINIREE Linux VDA, BXifa=s EPEL WER,
15207 https://docs.fedoraproject.org/en-US/epel/ LR #HA5HER,

3tF Ubuntu/Debian &17hk:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get install -f
<!--NeedCopy-->

Py =W

Ef Debian 11.3 X THRLEVENKIIN, 5% deb http://deb.debian.org/debian/
bullseye main {T4INZl /etc/apt/sources.list XXt

FF SUSE R1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

1% 6. =% NVIDIA GRID RzhigR

BF HDX 3D Pro EREE RN EEREFH VDA i+ 8 EZ % NVIDIA GRID R&higrR.

EERTERIWEERERF L2 EMEE NVIDIA GRID & GPU &128: (ENIREIER), BSRLUTERE:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EREMECE NVIDIA GRID RE VM Bapigk, EHIT TEMNEMSE:

1. BRKE VM BXiF,

2. FEMWEREFERERT, B VM DE— GPU,
3. BEIVM,

4. VM ERERE VM EKihigrr.
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FEBT. EEETHNMELSTERRTE
%% Linux VDA #E 8/, #8 ctxinstall.sh BZAkREEE I TIHE, AIUEREERFLTRTER BTz,
AR

EIRBIETRIMEZ I, EREREEEHIRERAFTRET en_US.UTF-8 X8, MR ZXKIFIEEEEN
BERFHAAA, 15E1T sudo locale-gen en_US.UTF-8 #@%, XIF Debian, i&E&EIEGE T
# en_US.UTF-8 UTF-8 173448 /etc/locale.gen xxff, #AFiETT sudo locale-gen

m<o
RERAN:
AXRERA MERBRMREERMGE:

« &fT sudo Jopt/Citrix/VDA/sbin/ctxinstall.sh®<, RAEEGSTRAFNEMET

FFFRNEXEH,
« £ VDA WREHKEHIETT /opt/Citrix/VDA/bin/easyinstall &<, RAEREBENRE GUI
EBRBRHITIRE,

W Click Check to check your environment or click Mext to skip.

install Dependencies Check Environment
Join Domain

Configure Runtime Variables

Finish

Check | Mext

Linux distribution: Ubuntu Linux 18.04

B GUI 5| SETmMIATRE:

. RERFIFE

o REMKFIN

« B VDA IMMANIEESE
o ECEIBTTRIFIR
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TRTRT

BELRTEXN TERRNRE, BREBUTMETE, ABBIET ctxinstall.sh.

CTX_EASYINSTALL_HOSTNAME=host-name - &= Linux VDA BRSZ2HIEN R0
CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS # |P b,
CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fRs32:89 IP it s{ =T R R R
CTX_EASYINSTALL_DOMAIN=domain-name - 15y NetBIOS &#F,
CTX_EASYINSTALL_REALM=realm-name - Kerberos $fig{ & ¥
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %R Active Direc-
tory &R A%,

CTX_EASYINSTALL_USERNAME=domain-user-name - XA FPNRFR; BAFMNE,
CTX_EASYINSTALL_PASSWORD=password - {5E& A NZ; BATFmMAE,.

ctxsetup.sh A ERUTER:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA % #%f#/H DNS CNAME i2®#s5E Delivery
Controller &#F.

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ER =15 FREY Delivery Controller &£
REE® (FQDN) 5)& BT @ Delivery Controller 53, HH=E g€ — FQDN 5 CNAME,

CTX_XDL_VDA_PORT=port-number - Linux VDA &2 TCP/IP iz 5 Delivery Controller i&fs.
CTX_XDL_REGISTER_SERVICE=Y | N - E25hit&#/EE5h Linux Virtual Desktop BRS3.

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IREER A ENMEEZEEL RAH A IE, &
BIAE RGP A& BRI Linux Virtual Desktop TAF&EmA (BAiAi%O 80 #1 1494),

CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %3#% HDX 3D Pro, X2—4 GPU MR, SEMRKE
ERNRAEFNEMLKT, NRiEET HDX 3D Pro, ME A VDI £FE (BxiE) #HABE VDA - (A
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N - ¥+ BHHEENEARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 4%, #HEREN Y,

CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &l LDAP R385, ZEi% DNS 1 RLERIRH
AAHIER, MIEE DNS m&#. MRAFE, AILUEHIREN <none>,

CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif DNS k4 LDAP iR 88, 02 DNS
TER it LDAP lRS12R, EaI LUIRHM U= 2 RA LDAP FQDN (%% LDAP #w0O) %R, #I40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥% LDAP
IHOSHEEN 389, Linux VDA BERIGEX TZRERPHED LDAP RS 8. MRE X MKREM y
LDAP BR£52%, Linux VDA 23817 X kUL Y XE#H, NRLHANEBEHE, REBRAESRY. BER
FIEIRE LDAP &1, BEEHEHE LBRRALRER, HISEXM LDAP IEOSHEERN 3268, RINMBERT, It
TEIREN <none>,
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+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (v 1%
RERZE W LDAP (140, DC=mycompany,DC=com) ., NS E Rk, TUIEEEREM Bl
OU=VDI,DC=mycompany,DC=com). MRFHFE, FILEHIZEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IIEMRSS (FAS) BR55 8 2@:1d AD A HRE S 5,
Linux VDA Rz #f AD 4ARES, BRI UBARMELS S 2R FAS IRESBMTIR, IRFSHMSTE AD AR
BEFRENIRFER, NRMERT ERRS B[, BEFEH <none> XAFHBIEXRHETH, HFEFER
MRS/ MINE. BES FAS RS B[BEHRBE, HREMMNIEONSSE FAS RESR LEEMHRAS—
2, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LUz i%siy Broker IBARSS (ctxvda) MR, ZRINEREZER Jusr/bin,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE SiFHFEHN
GNOME . GNOME Classic 3 MATE R&EifiE, MRKIEEETE, NEA VDA LYriRENEHE, B2, W
RYUpiREMEmA MATE, NIAXTETE2EIZEN mate,

TR LB e A TS BABRBIER AWK EIFE:

1. 7£ VDA t# $SHOME/<username> BER T |E—1 .xsession & . Xclients X, MNRE
fEAME Amazon Linux 2, EeIE . Xclients X, NREEHEEREMEZITR, BelE—1
.Xsession X,

2. HHE . xsession 5 . Xclients XEURIBAITHRIEE REIFE,
- ¥+ MATE £&E

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- EATF GNOME Classic £&

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- XF GNOME £®H

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEBRRIEAFHEE 700 XHIR.
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Bhizs 2209 2, REAFPAMBEXEKEI R, LORsIE VDA EREFIMNKIEIFE, FaERALLIN

‘ﬁb

E. BXEMER, BERAESIEAFYNDNEEXREIFR,

+ CTX_XDL_START_SERVICE=Y | N - 5=k EE &S, FB5h Linux VDA BRS,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFHO, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

MBKRIGEEABE, REFRRIZERR, BTAFPEN. BIFBETEIRE TRESHN, ctxinstall.sh Bz
SRTAPBALZENET Runtime 6.0 HERR,

ELRTERT,
export
export
export
export
export
export

export

MIBITU TS LU BIMERE, ARFIS{T ctxinstall.sh #l4s,
CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=1ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fqgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 25


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/configure/session/custom-desktop-environments-by-session-users.html

Linux Virtual Delivery Agent 2210

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>"'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

iZ1T sudo ST EY, BN -ERMUBMEHFRRLEEEEA T LRI shell. BINBWNEEATENSSHME
#1/bin/bash {ERHE—1TREIZ shell BA

S, BRILEREI T TIEEMBE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='"Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \

CTX_XDL_START_SERVICE=Y|N \

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 26



Linux Virtual Delivery Agent 2210

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

$18 8: i5fT XDPing

418 9: i517 Linux VDA

B5h Linux VDA:
B Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3 :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

== .
AR

=1k ctxvda # ctxhdx fREZ#1, 1Ei5fT service ctxmonitorservice stop &<LUE

IEEMARS TIPER. BN, MRS TIFEFBERBHEELERRS,.

#1250 Linux VDA:

EFEsh Linux VDA RS
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

%7 Linux VDA BIRE :

E1E Linux VDA IRSEIEITIRES, BHITUTERME:
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sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

41 10: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops HoIZitEHNER

BRI ENLE RAAM Linux VDA it EHBiZ 25 %489 Windows VDA 735£ M. BXIMATEMXLEESHIEME
MEVIRER, FERACEITENERMEREITENE R

BIEES Linux VDA itBHMITEN B RN S@EIG—LRE], FEiZdiERRTFH Windows VDA i+ B 8IEE T B
Bx:
o WFRERYT, 1EER:

- ZRERERHEN WFREAZRERGER),
- BRERERSHER (WTF VDI EAKERGERE),

o FMER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,
FE:

FHARRAHY Citrix Studio Fx3#F “Linux 2ER4” WIS, BR, % Windows Server &R LIRS
BRIERSHETNERTFERIEEEZZEMER, 1%F Windows SEi&ER S R EIRERFETNE R F(F

BEtEN— R HER,
e

MRMERHENERBEEFRIA Active Directory 15, NaZMERItEN, AEBEERFNZIHENER.

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops #6232 {F4H
BIERFEMBFMES Linux VDA i+ EHIKITEN B RHEES Windows VDA HENLFHERE. BXRIAITRXLE

ESHEMFAIREA, BFSREEZ T H,
BUEEH Linux VDA I8 B R AHAR @Ik TFRE:

o WafRATIE AD BFPAIABERERE, sBERE Linux VDA 1+E .
s BFIMATRESHRIEN (ER) AFRER.
o BEPNERMEFREANEE Windows iHEHHITENER.

BE.
Linux VDA 1.4 REERAXFLHNERER. B2, Linux VDA RG2S EmAN AEF A ERENITE.

BXRNAIETEN B RMRGHNEE, 1521 Citrix Virtual Apps and Desktops 7 2206,
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HEHER

AR A I ER D RS B3 T AR fE AR AR R R THRE M 5 | R B IB) R TEFE HE R

fEF SSSD AIANIZK K

SEMNFENTRESHIMER, WHEMNT (EHRTRETN, FRIERAS):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (16.158.139.214)".

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:
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Nov 4 02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-683$@CITRIXLAB.LOCAL'not found

in Kerberos database
BRI, BHRITUTRE:

BfTrm -f Jetc/krb5.keytab &%,

izfTnet ads leave SREALM -U S$Sdomain-administrator &<,
7£ Delivery Controller EfiE&itEH B R {T4H,

i&17 /opt/Citrix/VDA/sbin/ctxinstall.sh.

7z Delivery Controller E8IZHEN B R T4H,

ok wh e

Ubuntu fSE&IEETRE

BoRENSHIER, BEEETKETPELEBHRIEIRE, ot FRKMAFKFERN, HENNES AN
R
ERRRILIRRE, EHRITIATRIE:

1. i5fT sudo apt-get update®%,

2. &frsudo apt-get install unity Llightdm®&%,

3. m/etc/lightdm/lightdm. conf fiEmmUTT:
greeter-show-manual-login=true

BTFROEER, BidEE Ubuntu SERIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->
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e
iR MNIREAREREENRERERUETER.
BRI, BHRITUTRE:

1. £&217H, #A pam-auth-update,

2. EERBITHEES, HiIAEREEiET Create home directory login (RIEFHRERES).

— . .
] P# configuration
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, snd password changing sre handled on the systes, as well a3 allowing configuration of sdditionsl scticns to take when
tarting user sessions

!

Some PAM module packages provide profiles thet can be used to sutomstically sdjust the behavior of all PAM-using spplications on the system, Plesse indicate which of these behsvicrs you wish to ensble.

PAM profiles to enable

RERRD, BRRELERHET dbus H#HiR

/var/log/messages (GZRTF RHEL 5% CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#@1l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user

CITRIXLAB\ctxadmin.
<!--NeedCopy-->

g#&, XF Ubuntu &17hR, MBS /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

REAFRRESHBMET REN. MRAEFHN dbus #HiRER, RITBNEEFRBHRAHE,

SELinux aJUF51E SSHD sl =B R

RARPAILBEIRIE, BEFEER,
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**xxxx Plugin catchall_boolean (89.3 confidence) suggests
kkhkkhkkhkhkhkkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.
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You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*kx%x Plugin catchall (11.6 confidence) suggests
kAhkkkhkkkkkhkhkkhkhkkhkhkhkkhkhkkkhkkkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

ERRRILIRRE, EHRITIUTRE:
1. @3t Jetc/selinux/config #17 U FEEAEEZA SELinuX,
SELINUX=disabled
2. BB VDA,

FrhLEiERT Amazon Linux 2. CentOS. RHEL #1 Rocky Linux #9 Linux
Virtual Delivery Agent

September 25,2023
BERT:
WFLWRE, BNEEABRMTREUHITRERE, BINRECNNEN, SAXPIFRNFHREMRL, EF
ST
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HI 1 HEE Linux 21ThRUAZ % VDA
$IE la: WIEMEERE

HREERHEWREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

$% 1b: BFNNE

HHREHIBRSITENHNENS, EEK [etc/hostname X, FEHNXEEITENHNENSZ,

hostname

TR 1c: AENBDEHREMIE
HBRERIREITENN DNS HEZFTLRERE (FQDN), iEF /etc/hosts XHFBLUTT, FEHEATFRD
%873 FQDN MEMNE:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

(I

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

MR E S B Rt hostname-fqdn = hostname KT EE M| A,
AR
Linux VDA ZHaiAxz#F NetBIOS &ff&Eilr, EHMBFF[EE 15 MFH.

BN .

S

QEEFERAFR a-z. A-Z. 0-9 FIIEFFR (-). BBRERATHE (). SEMNEMTS. ENBRBURFH LM
MIEFRLEE. MNtERTF Delivery Controller 4142,

FE1d: EEHNZ

WIEENBIRBERSIEMRTLIR:

hostname
<!--NeedCopy-->

WA MOREIHENMENE, mREEETLBEESE (FQDN),

¥oiiE FODN R ER B IEHEIR:
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hostname -f
<!--NeedCopy-->

IteEp <R ElTEHEY FQDN.

TR le: NERMBERMARS AR

HaIAAT LUEAT FQDN #3328 #0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTEMEN FQDN 2 Ping F@ ERE—ItEN, BRREEXTE, AEBHLE,

S8 1f: EEBE#FES (chrony)

stk VDA, Delivery Controller fligiizilas > BB SALIEMAIS EXEE, ¥ Linux VDA B NEMVIATEES
SHNHRENR, HFWFER, SIFERITENERSREDIE,

RHEL 8 5 RHEL 7 ZRiAIRiE R Chrony sFiP#2F (chronyd) #{T7RRES .

fcE Chrony fRs5 L root AP 514, 448 [etc/chrony.conf H S MTiERERSBHFM— MRS ERE:
server peerl-fqdn-or-ip-address iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

FHBIED, NEMESHIREHISEEY, MAREENAE NTP RS EEY, HifihrE1 Active Directory i3
EhIZERI— RS2SR B,

MERT R ERIE ARS8 B, S3EIRE] IP ik, localhost UKk AARSS2S *.pool.ntp.org B,
REERHEFRBE Chrony T2

sudo /sbin/service chronyd restart
<!--NeedCopy-->
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$Ig 1g: & OpenJDK 11

Linux VDA Z35k77£ OpenJDK 11,

« MRFEAR CentOS. RHEL % Rocky Linux, MZ#&Z=E Linux VDA BS, OpenJDK 11 2BhERK#H

TU#HITRE.
« WIRFEMAZE Amazon Linux 2, EETUTHRSUEAFRE OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy—-->

HiARAZ S EH:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

HiscitEEm OpenJDK BlaE N RHARR A, F3#3 OpenJDK 11:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->

3% 1h: =% PostgreSQL

Linux VDA £ PostgreSQL, LA T#< M Linux VDA BiF @ %% PostgreSQL (iZAF Amazon Linux 2. RHEL
7 # CentOS 7 #9 PostgreSQL 9 LIKkiEATF RHEL 8 #1 Rocky Linux 8 # PostgreSQL 10),

sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

WREBRIT—LEREGSE, UWEMRCEIERE, HHRRIRS T ENE M B, tig(ER7E [var/lib/pgsql/data
TRIBHIEREX .

sudo postgresql-setup initdb
<!--NeedCopy-->

S8 1i: /55 PostgreSQL

EIFENEI Y B ARSI ANEEhARSS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->
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FERAUTHE<$RE PostgreSQL hs:

psql --version
<!--NeedCopy-->

(IR RHEL7) £/ psql < TEAREFHIAKIEEREIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEINEEER

EZFFHEMVEERF £ Linux VDA SEEIMNIEITE, FEEH—LEN, RIBEEFERANENNEERERT
ABMHUTER, MREERVEMG EIETT Linux &N, WEREHE@MER.

&%E Citrix Hypervisor AT a)E)25 a0

BT Citrix Hypervisor BYEIFEIF THAERY, FEE M EIMMEAY Linux VM 1, E#&%F) NTP #0 Citrix Hypervisor
WinE, WEHXEBERZNM, HERNHSHMRSSERAS , EHRESD Linux EFHPRNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXT#HITEAER.

MBI ETEIEITHEEIMEM Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 &g
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-HERSIREERA, BHNMEMA,

o 1-NEESHEERA, BERIEDERE.
R /proc/sys/xen/independent_wallclock X#&FEE, MNAREBHITUTHE,
WMREBH, FBEEZXHE AN 1 REANERPINEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BEFERERRAKAER, HEEMSHENAEN, ERE [etc/sysctl.conf SXEHFMUTIT:
xen.independent_wallclock = 1

RINEXLEEY, BERBHRSA:
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sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr <R EE Lo

7% Microsoft Hyper-V & E8djEIES a5

%7 Hyper-V Linux £AREH Linux VM "I Hyper-V B EIR S ThEERER ENIRIEFR AN IE. AHERER
SFBIPAAR BRI SR, UO—RBALIEES NTP BRS.

MNEIBIRERGH:
1. $T7F Hyper-V EEBEHI&,

2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HRE%RER Time synchronization (BFEIEN).

AR

tb77%:5 VMware 1 Citrix Hypervisor RE, XE#=meZRAENNERS IR, RS NTP RE MR,
Hyper-V Bt{alRAFZ IS NTP BYjElES HEH B4k,

&5 ESX fl ESXi _EHBETiE]E AR

B VMware RERS IR, S MEEIMEH Linux VM /1, EH<iBE NTP MEMNEEIEFNR—. mEER
HERS R4, HEENHSEMRSERRS, BHERS Linux ERNPRNRKNSHEHS NTP AS, X
MEREZERENEEIES .

WMRIFEIETRE T VMware Tools BIE B Linux l%:

#T7F vSphere Client,

4m3E Linux VM 1§ &,

£ Virtual Machine Properties (FEEiM#EM) SHEESH, FT7F Options (£ &M+,

%% VMware Tools,

7£ Advanced (54) 19, BUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w e

S 3: @ Windows 15700 Linux Ei4# (VM)

Linux VDA 5% % Active Directory (AD) 13700 Linux I &A%

+ Samba Winbind
» Quest Authentication Services
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« Centrify DirectControl
« SSSD
« PBIS

RIEFMER S %, IREBRITIZIE,

AR

73 Linux VDA sravzsitiik A AD FRESIK A ERERMNAR B8, S1ERIREEKK.

Samba Winbind

ZRAENFARREE:
34F RHEL 8 1 Rocky Linux 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

tF Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

EitEN RN ERERHN Winbind sFiP#2F  Winbind SFiFEE4 BB RIE It BB B!

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

f2E Winbind 54 @A Winbind ¥t B E H#1T Kerberos SI0IE:
1. BITUT®H<,
%F RHEL 8 #1 Rocky Linux 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain —--smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->
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Hr, REALM 2A5# Kerberos $itgi&#5, m domain 2159 NetBIOS &#7,
WRFEET DNS Tk KDC fRZ BT ZFR, B U TR METRINEFI NSS!
--enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig &$BREIMNAEX winbind REXZBHIEMAEIR. authconfig ZAEIHE
MEKRIMANFEHER FES winbind IRSE, ATeEsHILXE#EIR,

2. 7% |etc/samba/smb.conf # & LI &AM [Global] #4F4, BEKE authconfig TR%EM
&R fEE

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (1XPR RHEL 8 # Rocky Linux 8) #TF [etc/krb5.conf ## [libdefaults]. [realms] # [
domain_realm] BHTFHRMEE:

7z [libdefaults] 9 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] SHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7= [domain_realm] BHTF:

realm = REALM
.realm = REALM

Linux VDA &R £ 4 keytab stF /etc/krb5.keytab LT & H58EF A Delivery Controller i, &M
BRI/, &iE kerberos method i&&#&3&%I Winbind tli2 &4 keytab x4,

N Windows i, {ERUSiEHI SR MR ATIAE, MEGSHKREEENEITENRMEER Active Directory B ik
A

3+F RHEL 8 #1 Rocky Linux 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

3+F Amazon Linux 2 #1 RHEL 7:
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sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2 AE 1 Kerberos $# &R, user 2 BRI EAARMENEHIRAF

7 Winbind &2& PAM  ZHAERT, Winbind PAM &k (pam_winbind) WEEEFRE R Kerberos EiREEFH
TERMEIE, 7 [etc/security/pam_winbind.conf, #7f [Global] #5 FHRMFERUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

BERBIRE MEBEFNERFES S, XEBREREFHBE Winbind sFiFiER:

sudo /sbin/service winbind restart
<!--NeedCopy-->

m:

REHBIMNEE, winbind SRR 4 SBERISET.

17 |etc/krb5.conf 335 [libdefaults] o FHMIUTIEEM KEYRING Bk FILE 258!

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

WIEEMES  Delivery Controller 3kFr% VDA itE#1 (Windows # Linux VDA) #3Z7£ Active Directory
HE—MTEHNR,

iz17 Samba Y net ads S HIEHENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI BN RES:

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos i2& HTHifR Kerberos BIEMELE AN A S Linux VDA EE&1ER, IBRIERS keytab XHES
BRIRHEEENER:

sudo klist -ke
<!--NeedCopy-->

¢ EREMEFREMESBREAASTTANERTIR, B17 Kerberos kinit &<, FERAXEREAREITHEER
BT ENBS 5
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sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANMABMUBTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ERERREL,
ERUTaHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

AU THRLREITENKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIERAAPBHMIIE 8 wbhinfo TERIIEE I EERIEEEFRNEHR:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEBHEENEAN AD 5%, MAE Kerberos $its&#. 3T bash shell, #FERS—MNRFAHIITRAHT (\) F8Fi#
TEX, H<RE—FMINHEKOES.
EIE Winbind PAM 2T EEHERE, AFERURKRERNIEAF KA ESR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,

Quest Authentication Services

EiEiEhlgs EBCE Quest  REEETE Active Directory s h2s EREHEE T Quest i, MEBRESEEN
iR, BUE Active Directory Sl B ENIIR,
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AFFAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+8# L1 HDX &iE:

1. 7£ Active Directory AFPMITENEBIEHEH, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix ikf) &R+,

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BAEFHABAANA 1D,

=3

AR

XLEFAEYTFIGEIEAR, WEMITIUEREH &, RDP. SSH S AEITZMiHTER.
7£ Linux VDA tF2E Quest

SELinux SRBSIRGICHERRART % BIA RHEL IRBR38HISTHE SELinux, LL32HITHAESR RN Quest A/ Unix 1
E1EF IPCHIH, HEEARER.

R BN REENSEZZA SELinux. L root BFR &1, 4iE [etc/selinux/config H# =4 SELinux i&
=

SELINUX=permissive
I EREREHBEITEN:

reboot
<!--NeedCopy-->

HE:

BEEFEALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root BFRMEMAMA
F 2t

FoE VAS SFiFiEF WS AT Bah4ET Kerberos ZiRThaE, HMBRASMHIIE (RNER) k.

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

Lea L EITIERRIR A O /NBY (32400 #4), BENELEIARY 10 /MNEIBEGERRE 1/, BEZSEEHARRENR
4% LigBERIENE,

fFoE PAM 1 NSS ZEEMAiEd HDX #1THE AP B RIUKREAMARSS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:
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sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 13 /A Quest vastool &% Linux it&#INAE Active Directory fg=:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIFITEMNMA Active Directory HHEMIFEAF. domain-name Jig# DNS & #7, £190 exam-
ple.com,

Wikt A & Delivery Controller xkFiE VDA i+ B #l (Windows #1 Linux VDA) #E7E Active
Directory AE—MIENTR, WIE Quest IINK Linux i+ BN IS FiE+:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SEREEHSZ, MRITBEVRMNEME, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

EAFP BHMIIE EWIF Quest 2T aER @D PAM ST B #1TB ML, BERURIRERNIERAKFRESR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERERN id -u 5<$3RER UID 81 T34RAY Kerberos EIREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RHRIE,

exit
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<!--NeedCopy-->

BE#ER Gnome g KDE 126 8 e LURITRMATNIR, E#TEHMANIEGEHRERITSE 6: 2% Linux VDA,

Centrify DirectControl
A Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux iHE#1
A Active Directory i3:

su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user BEABERUEITENIN Active Directory 1##91Ef Active Directory B, domain-name 2% Linux
THENIMANRIBIIR A E FRo

WIEEME S Delivery Controller ZRFrE VDA it&#l (Windows #1 Linux VDA) #Z17E Active Directory
hE—MTENNR. WIE Centrify MK Linux BN 2B FiEH:
Su =

adinfo
<!--NeedCopy-->

I53F Joined to domain EEEBEM UK CentrifyDC mode 2FiR[E T connected, SNRERMARERIIRE,
MzRPA Centrify ZP imB 2l 7 RS 2EZE N F 9 W0 R,
FRUTHSAREESENASGMIZHES:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mix5&H Active Directory #1 Kerberos ARSHIER.

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESEMITIE 6. 2% Linux VDA,

SSSD

WMRIGFERAE SSSD, BHIRBILERD PR BEHITIERE, 2 EE3EX0EE Linux VDA i+EHIMA Windows
B R ENEIACE Kerberos B4 8IEMNIES.

272 RHEL #1 CentOS Ei&E SSSD, BHITUUT#E:

1. M EN keytab
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ok w

IRE SSSD

=R SSSD

39iF Kerberos EtE
WIEAF SRR

MANEFHEIEEN keytab  SSSD HRREATFMNEMEIE RS keytab X489 Active Directory E - ixIhEE,
AR adcli. realmd = Samba,

EEARBNETEBATF Amazon Linux 2 #1 RHEL 7 #9 Samba 555U &&EAF RHEL 8 B9 adc 11 A%, WF
realmd, 2% RHEL 5 CentOS X, HMEEE SSSD Z T I,

« Samba (Amazon Linux 2 1 RHEL 7) :

TRAEMARREE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy—-->

EIEWHECE T LUTXHE Linux FFIEE:

- /etc/krb5.conf
- Jetc/samba/smb.conf:

Bt S A E Ji#1T Samba 1 Kerberos S19I83iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-
controller --update

<!--NeedCopy-->

Hrh, REALM 2AEH Kerberos 4iiiZ&#, domain 2 Active Directory i##9{E%E NetBIOS &#7F.
AR

AXHHIEEEATRIE. PMRE, RIBEM AD EitEHEE Kerberos.

WMRFEBET DNS Tk KDC RE[FMGUHZFR, B U TR METRINET @GS
--enablekrb5kdcdns --enablekrb5realmdns

TFF [etc/samba/smb.conf H LU T£BHMNZ [Global] #49 T74, BEKE authconfig TE4RLAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows 2, igHREIzHI2R eI AE, MEZREEIEIHENRMENR Active Directory FAFKF
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sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AS# Kerberos $liidi 275, user 2EMEHHENRMEBLAIHAF .
+ Adcli (RHEL 8 1 Rocky Linux 8):
REREMFARRGE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

BitEYEE Ji#1T Samba 1 Kerberos S19I83iF:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

17+ |etc/krb5.conf 3 7E [realms] #1 [domain_realm] 282 FH&8:

£ [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 24 TF:

realm = REALM
.realm = REALM

A Windows i, iEffRigzHI2R el AR, MEZREEIEIHENRMENHM Active Directory FAFKF,

sudo realm join REALM -U user
<!--NeedCopy—-->

REALM 2AS5# Kerberos siisi &k, user 2EMUSHENRMEIEAEAF,

%8 SSSD 18E SSSD WA BT

« BEEIT sudo yum -y install sssd#@<7E Linux VDA E=%: sssd-ad 4,
o WFEME (FIE0 sssd.conf) #HITELEEX,
« 550 sssd BRS.

RHEL 7 89 sssd.conf BE2E7R=f (I LIRIEEERMEFIMNIER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad

auth_provider = ad
access_provider
ldap_id_mapping
ldap_schema = ad

ad
true

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FHM .

({XPE RHEL 8)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
%25s\\%1Ss
/home /%d/%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

BB SSSD %3F RHEL 8 #1 Rocky Linux 8:
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BT Tan< LUB A SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig =/ SSSD, %% oddjob mkhomedir LIFREERBIES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

IRIF Kerberos B2E WIEZ#%4t keytab X BT ELIEHBSEMEFHN:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEREEBEFASAIANERYIR. BT Kerberos kinit &<, UERAXERHARSIEH2E0
BT EYBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEEHBITIRERAS . RS (§) BAEARBAT (\**) #TEX, URRE shell Bit, ERLIFE
1, DNS &5 Kerberos {UH BT AR, EHRREAMREM. WRILHSHINGET, WA2ETRERKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERFPSMBIE A getent s LHINSHFHIBEREA LR NSS BELIE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRNEE. IRFTECEAS—HERK, B5LEMR getent a5 #1710,
SFNEREWNT:

o EKFIBERLH: DOMAIN\username
« UPN: username@domain.com
o NetBIOS s1&#&=: username@DOMAIN
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ZI05E SSSD PAM IRAR B EIEMELE, BFERAMUFIRERIFEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEHSIREMN uid SIZ TN Kerberos EiREE X!

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIEA B Kerberos EiEEEFIHNEREETERAFRTH,
klist
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6: 2% Linux VDA,

PBIS

THFER PBIS G

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

& PBIS R&ERAR T
chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS ik
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

N Windows 1 @aUigiiEHI S8 AAEE, MAGSHKREEENIETENFRMNEIER Active Directory BB K
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G T BN Active Directory 1 #9135 B 7. domain-name 733 # DNS & #%, I exam-
ple.com,

FR: E¥ Bash 8B HRZIA shell, 5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
hE—MTENNR. WEMANT PBIS # Linux +BNE2E M Fig+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FHREHEXLFMAR AD 5750 OU MiER. &N, REFENSZ.

WITAFR BHRRIE EI0iE PBIS 2R/ 6EH5i@1Y PAM ST B #ITE R LRI, EERURIRERNIZRPKFRER
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE N id -u 5$:&ER UID gIE T M Kerberos EiREEX

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

TEBTIHINANRIEESEMITEE 6. 2% Linux VDA,

$B 4: REXEZH.NET Runtime 6.0

£R%E Linux VDA Z &1, B3 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iHBAREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i=1T which dotnet &< &HEHNIEITRER.

RiEGSHE, RENET Runtime Z#HIXHEREZ. i, WRHSHL A /aa/bb/dotnet, B /aa/bb 1
7.NET Z#tHIx #FiZ,

S8 5. T Linux VDA #i{4&

1. %= Citrix Virtual Apps and Desktops T#H 5 &,
2. BFFiELhRAH Citrix Virtual Apps and Desktops.

3. BHRAHTHSEN Linux Z1ThRICEEE Linux VDA S8 LR B AFIRIE Linux VDA B+ SR SEEMR
GPG 2R,

EIE Linux VDA R4 BHITEN, BB AHRSAE RPM #IEERHEBITUTHS:
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rpmkeys --import <path to the public key>
rpm —--checksig --verbose <path to the Linux VDA package>
<!--NeedCopy--> " '°

HI% 6. L% Linux VDA

A LAIT R TR MR M LTSR iR AARIE Z#o

RITEMRE

1. (FIE) #ENEIRkRA
IRLE T FRITHIBIM MRZAA LTSR hiAEZ SN RHIRA, BEREMRA Z 5 HER,
a) f=ik Linux VDA IR
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

AR
£fZ1E ctxvda fl ctxhdx fRE 280, i&ia{T service ctxmonitorservice stop @< LUE
SRS FIFER. B, BMRSTFIFEFEENBHEFELNRS.

b) EN#HIRHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

AR
Eiz{Tm<, EERMHTEERR; ®E, WLl [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
MEIRGERR,

2. T# Linux VDA ##4-&1

#Z Citrix Virtual Apps and Desktops T#imiE, BFHERMARAR Citrix Virtual Apps and Desktops,
AREBFAFLUTHS Linux Z1TARICER Linux VDA &,

3. %% Linux VDA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 52


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2210

=W

s+ RHEL #1 CentOS, i&%c&# EPEL 7, REA8EMIIERE Linux VDA, BXifAI%% EPEL
EE, 152 https://docs.fedoraproject.org/en-US/epel/ LiREAI5BA,

o A8 Yum &% Linux VDA 1.

3+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

33F RHEL 8 #1 Rocky Linux 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xfF CentOS 7 71 RHEL 7:

sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o {EF RPM {4+ EE1B8%2% Linux VDA #ft, 7ELbZ R, EATRRRLTRFIIN:
+F Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

34 F RHEL 8 #1 Rocky Linux 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xtF CentOS 7 #1 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8 #1 Rocky Linux 8 #9 RPM {X#iIi%!% :
postgresql-server >= 10.5
postgresql-jdbc >= 42.2.3
java-ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.6.3

policycoreutils-python >= 2.8.9
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policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
1ibXpm >= 3.5.12

libXrandr >= 1.5.1

TibXtst >= 1.2.3

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25

Tibxml2 >= 2.9

libmspack >= 0.7

krb5-workstation >= 1.13
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ibus >= 1.5

nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

CentOS 7 1 RHEL 7 9 RPM fk#iIm5Ik
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
TibXtst >= 1.2.2
pam >= 1.1.8

util-Tinux >= 2.23.2
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bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~
gt5-gtbase >= 5.5~

imlib2 >= 1.4.5
<!--NeedCopy—-->

Amazon Linux 2 #J RPM &X#iIm5I%K:
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12

xorg-xll-server-utils >= 7.7
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xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2

pam >= 1.1.8

util-Tinux >= 2.23.2
bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
libxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
grencode-libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy-->

AR
BXIEARZAR Linux VDA 1589 Linux Z1ThRH Xorg RRAMTIR, ESIRRHKEK,

£ RHEL 7.x %% Linux VDA 5, iafT sudo yum install -y python-websockify
xllvnc &%, BMEF i python-websockify # x1lvnc LUERSIEEFINEE. %
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FAER, FEHERRIE.

ARIMERE

BILAMSERIBIF MR AH] LTSR AR AFRIE B3,
AR
ARMERERES [etc/xdl THEREXH, EHITHRZA, BESYBEHXLE M,
o BER Yum ARERRY, BERITUTERE:
3¢ F Amazon Linux 2:

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

33F RHEL 8 #1 Rocky Linux 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 71 RHEL 7:

sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o BFEH RPM i 0 EEBAREINIGE, BHRITUTRE:
+F Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

xtF RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%iF CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
MREFEHANE RHEL 7, BEEMEETERALSSETRUATSE:

1. iz 17 /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/
opt/rh/rh-dotnet31l/root/usr/bin/"--force L& & IF # 89.NET Runtime &
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o
2. E¥EEh ctxvda RS,
BE.
AR EESBE Linux VDA i+E#],

$IET: Z% NVIDIA GRID Rzhig

EF HDX 3D Pro EXREEEIMH EIRIZEH VDA i+ & %3 NVIDIA GRID IXEH1ER.
AR

Z3 Amazon Linux 2 &8 HDX 3D Pro, FHA1Ei &%= NVIDIA IREhiERF 470, BXEMEE, BSHEA
FHEK,

EERERIWEERERF L TRMEE NVIDIA GRID &4 GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
» VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM EapigrRr, BHRITUTHRE:
1. HBREE VM BXH,
2. 7£ XenCenter #1, 73 VM 58— GPU,
3. B&h VM,
4. 73 NVIDIA GRID RehigRe & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. &% Red Hat Enterprise Linux #4sp iy 8<% NVIDIA GRID IE&hiERF.
AR

24 GPU RahizFifial, AEMRRLARIIAZER (no).

BE:

#/2A GPU Bi#fs, TABi@id XenCenter ifid) Linux VM, £ SSH #1TiE#%,
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nvidia-smi

e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[m e o - +
GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
‘===============================+======================+======================|
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150W | 19MiB / 8191MiB | 0% Default |
e o - 1
- 1
| Processes: GPU Memory |
| GPU PID Type Process name Usage
| ============================================================================= |
|  No running processes found |
- 1

NERGEFHNRE:
etc/X11l/ctx-nvidia.sh

DRSS BENZ EMIEITIEE, EFEEEMH NVIDIA FaE, BERIEVAIE, &R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” /= @XM ITIE(F.

1% 8: EE Linux VDA

RERBEG, BIETT ctxsetup.sh BIAREE Linux VDA, FUITEMERZEI, ZBIAEKWITRE, WRFIE
KM ELLE, NEVE, AIUENEINETZASUERIEE,

A IR R Feha T4, tHal LISRBFLE BN BEhaiTHIZAS, 4482(Fal, BEEZHIANEREE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
R E

BTSRRI EMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
BoificE

BEREN, BIMRTERMREMAFIFENED. NRAFENMELEENEE, WEAFIRTEREERAER.

XPBNFREERE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#55%E Delivery
Controller &, BIAERTIEEN N

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tia=1& 5 FRHI Delivery Controller 2¢
FREHZ (FQDN) IR LUABT A Delivery Controller i3, #AZELisE—1 FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRIA R %O 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - £EzhitEH/EE5 Linux VDA BRS. BIMERT, ZERER
Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZER 5 N\FMLIEEET RA XK, &
B LE RSB ASEF BEDA Linux Virtual Desktop HTFAFEHRO (BAIAAIEO 80 #1 1494) . BINER TR
gRY,

+ CTX_XDL_AD_INTEGRATION=1| 2| 3| 4|5 -Linux VDA R Kerberos A2 &i& & A Delivery
Controller #1785 %3iE. Kerberos BBERIER S LELREMNEEER Active Directory ER T AWE, I8
EEFEHABEZZHM Active Directory /A4

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %1% HDX 3D Pro, X2—% GPU m&E#AR, SEMRKE
R R N REF R EIAMEK T, SNREET HDX 3D Pro, MEXR VDI £&E (BxiF) #XEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - i+ BEHNEEN L ARERTEE (VD) TRABHEZSERFER, WF
HDX 3D Pro 3#i%, BILZEIRERN Y, BIAERT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &Il LDAP 5528, Ei& DNS #BRERRH!
AEHIER, MIEE DNS mZ#. RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #=iff DNS sk . I LDAP AR53 28, #N% DNS
TiER Mt LDAP RS IER, B URHEUZ®R 2R LDAP FQDN (% # LDAP ixO) &k, #i40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEIGEEHFHE LDAP RS, IIRE x MREMy
LDAP AR$528, Linux VDA B3 HIT X I Y REH. MRRANEBIHRE, RIEERAERIKK. ER
FER LDAP &1, FEETHIR EERALBER, HISHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 7 Active Directory & 1R 9 1%
RERZEIW LDAP (g0, DC=mycompany,DC=com) ., AR SEHEMEE, TLUIETEEEM
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZEEHN <none>,
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o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 383EBRS (FAS) BREZ 28281t AD AKREEE M,
Linux VDA Rz #F AD 4ARES, BERIUBARMELUS S ORI FAS IRSBMTIR, IRFSHMSTE AD A
B RENIRFEER. NEMERT EMARS (ML, EFER <none> XAFRHRIEXHETH, HFATERE
MRS RMIIRNEF. B5 FAS RSBV EHRBE, HREMMNIEOSSE FAS RESR LIEEMHAS—
B, 0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % NET Runtime 6.0
LUz issiy Broker IBARSS (ctxvda) MR, ERINEREZER Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {s T EHZ i FE AN
GNOME . GNOME Classic 5 MATE £ EifiE, MRKIEETE, NFEHA VDA LY ENEE, B
2, MRYTREMNEmA MATE, NIXTRETEEIZEN mate,

TR LB e A TS BR BN BIER A WK EIFE:

1. 7£ VDA t#s SHOME/<username> BR FglE—1 .xsession & . Xclients . MRE
EAME Amazon Linux 2, &gl .Xclients X, IREEEFEHAHMEIThR, BeIE—
.Xsession X4,

2. {HHE . xsession & . Xclients XHLUEESEIFE,
- WF MATE =&

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

3. SEHRIERFHEE 700 XHR.

BhikZs 2209 €2, RIEAFPATUBAEXHEKEIF R, 4R VDA EREFIMVIEIFE, FEERALL
BB AXBAER, BENESIERAF YD EEXREF R,
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« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &/g, 2T BE5h Linux VDA RS, RIMERT

KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFHO, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout &m0, FRINEHOR 7502,

REWRREHIZTREMZ:

export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>"'

export
export

export

CTX_XDL_TELEMETRY_SOCKET_PORT=port—number
CTX_XDL_TELEMETRY_PORT=port—-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBERRETEEXBLAECZNF shell. HMNBIWEEAFENSSHME
#1/bin/bash {ERHE—1TREIZ shell B,

F5, ERLUERRN SR IEERBESH:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
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CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIECEFMAYERR, BFREH Linux VDA R,
SR IFRl, BERIMENEES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE:

LA S MEBUREMIBRFA B BCE 28, MiMfE Linux VDA A fER.

RERE

ctxsetup.sh 71 ctxcleanup.sh A EZEHE LETHIR, HEHEHMEESANEEHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXRAEN.

S 9: 517 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lie# Linux VDA FIEEENEREREN#E. &XiE4H
58, E21A XDPing,

41 10: i=17 Linux VDA

i/ ctxsetup.sh HIAEE Linux VDA /&, TTLUETA T an<3kiEH Linux VDA,
B Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{21k Linux VDA:
{21k Linux VDA RS :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AE:
#1121k ctxvda # ctxhdx [RE 250, #EE1T service ctxmonitorservice stop m<Ll(E
LES MRS TIPIER. BN, MRS TIFEFBEERBIEFEEMNRS,

E#H A Linux VDA:

BB Linux VDA BRSS :
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sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

## Linux VDA B9RES
ERZE Linux VDA BRSBIBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$3% 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F1¢/2i+ BB F
BIEITEN B FAAM Linux VDA i+ B2 5% 48 Windows VDA A2, B X INASERX TS MBI
MRVHER, IBBHECIEITETERMEEITENE R,
B8 2 Linux VDA I+ BN EN B RN SmEIE—LRE, F18%dERETF R Windows VDA i+EHBIRIHE
BR:

o WFIRIERS, 15EE:

- ZRIERFRFED (WFREHZREMER),
- BRERERSER (WTF VDl TAKERGERE),

o BENER—MENBRPEAEA Linux #1 Windows VDA it &#l.
AR

SHRRZAH Citrix Studio FZ#F “Linux BERSA WS, B, %1% Windows Server 2{FRZZARS
BRFAFENZFATERARERZIETER, % Windows SEIRFRAHKEIRIFRALETNE R TE
BETEN— AP AEE,

e

LI ERPRAIITENEFIAT Active Directory 158y, EMFRIBRIZITENHEEERFINIETENER
#,

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #1623z {44

BIERRZMSAMRMES Linux VDA IHEMAIHEN B RIEES Windows VDA BN/ LFEE, B XINATERMIXLE
ESHEMFAETIREA, FSEEZ A,

BUEEH Linux VDA I+ HE 1 B R ATAR @G TFRE:
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o WIRFTE AD BRFAEEHREE, sEBERE Linux VDA itEH.
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows iHEHHITENER.

BE:
Linux VDA 1.4 B ERA LN AERF. B2, Linux VDA A% SEM N BIZFE R MAERNITEN.

BXRNAIETEN B RMRGHNEE, 1E21 Citrix Virtual Apps and Desktops 7 2209,

Frh=# Linux Virtual Delivery Agent for SUSE

February 9, 2024
BEERR:

WNFefeRE, BVEERRMREN#HITRELE, BIMRELANNXNEN, SAXPFRNFHREMRLL, BEFX
ST,

TEL: £ETE
#% la: BxhYaST TA

SUSE Linux Enterprise YaST TERFWRERARNITAHEENEE,
BEnEFXAER YaST TA:
su -

yast
<!--NeedCopy-->

ZREohETF Ul B9 YaST T8, ERITUTRE:
su -

yast2 &
<!--NeedCopy-->

S 1b: BEEMNRERE

UTEIRNE T IOMEERE Linux VDA EANSHMELILBENIRS. WEREED YaST TERTT, MARERAEM
7%, Ha Network Manager. IATF#BANBNRMEHAET Ul 9 YaST TEMNIER. el UEREF AR YaST
I8, BSMAEHEERRE, WHASRENE.
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B XM A EZFY (DNS)
1. B=hEF Ul YaST ITE,
2. EBRRGR, AREENEKIRE,
3. 77 Hostname/DNS (E#1%&/DNS) %,
4. 71 Set Hostname via DHCP (& DHCP &#EX#&) % no (&) &M,
5. 7f&ek DNS BEE R {E R B E X HRBRET,
6. REUTHE, URMFAENMEZILE:
o BRSNS - FIITEMNE DNS ENE,

o ZINARSS2S - 7NN DNS ARS3284Y IP sk, J@E R AD 3T HISIR IP it
o HIRRTIK - A0 DNS =&,

~

. Bk /etc/hosts XHHMUTTLUESE FQDN FEMBERRIHNKE:
127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
AR

Linux VDA ZiFiR3%#s NetBIOS &#f#&if. Eit, EHMEREEL 15 MFRH

'

REEERFR a-z. A-Z. 0-9 MEFH (1), BBREATIEL (). SENEMTS. ENBEFEURFHXMN

PUEFRFER. EHNERT Delivery Controller £#1%.

REINZ BIEFNRIRERSEBHLIR:

hostname
<!--NeedCopy-->

I aS(OREITENMENE, MAEEETLREEE (FQDN),
3IE FQDN IRER B IEHILIR:

hostname -f
<!--NeedCopy-->

Itas <R ETEHE FQDN.

KEZTRARSTIAEMNE  HIART LAY FQDN H3digiz%12840 Delivery Controller $117 ping 1&/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn

nslookup delivery-controller-fqdn
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ping delivery-controller-fqdn
<!--NeedCopy-->

WMRFT AN FQDN 8 Ping B ERE—ItEN, BRREEXTE, AEBYLE,

FB 1c: BCE NTP ik

¢3r VDA, Delivery Controller fligiiz #1282 [BIAVBT SALEMRRAIS EXEE, # Linux VDA EEREMVATHES
SHMHRERR. BTHEREE, RIFFERIRE NTP RSREFERERS. BANTP &BREEEF—LEN,

xJF SUSE 15.3:

1.

B#EF Ul K YaST TR,

EEMEMRS, AEEE NTP EEE,

7z Start NTP Daemon (Ez) NTP sFiFigr) #8439, &4 Now and on Boot (F7EX%51FE),
NEEFRERNS,

IRIBEZERI NTP fRE528. NTP IRS@EILEE Active Directory igizHies o

£ /etc/chrony.conf B SEERILTIT (QIRTFE).

include /etc/chrony.d/*.conf

w48 chrony.conf 5, &#Esh chronyd BRS.

sudo systemctl restart chronyd.service
<!--NeedCopy-->

$2 1d: L% Linux VDA &EizEa

iEATF SUSE Linux Enterprise B Linux VDA &4k F U T4

Postgresqll3-server 13 {E S A4

OpenJDK 11

Open Motif Runtime Environment 2.3.1 {E SR
Cups 1.6.0 ESkRA

ImageMagick 6.8 sk & mhR4s

ANEFEEE  BRT ImageMagick Z25b, BIERIUME S FMEEFRINAS BB ENREE. BRI ImageMagick
WEE, EER YaST U TH<EA sle-module-desktop-applications =f&E:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64
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%4 Kerberos i &% Kerberos &/, 1£ Linux VDA 5 Delivery Controller 2 i@ SE X A S5 503E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos & IBERE k¥t TFr{E AR Active Directory /A%, ESII TEMRA,

%% OpenJDK 11 Linux VDA Z3k7F7 OpenJDK 11,
Z%% OpenJDK 11, EEITUATHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

%% PostgreSQL E%%E Postgresql, EETUTHS:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IR ERITREGTE, UEMRMEIEBERS, Hi#fR PostgreSQL EitEHEEIRYEED:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BIBRESMHOIT /var/lib/pgsql/data.

HI 2. NEIMNEEREEES Linux VM

EXFHEMVEERF £ Linux VDA SEEIMNIEITE, FEEH—LEN, RIBEEFERANENNERERT
BMHUTER, MREFERVEMG LIETT Linux T8N, WEREHEMER.

&%E Citrix Hypervisor AT a)E)25 a0

MRBAT Citrix Hypervisor Bt EIE $ Ihie, TE & FEPMEE Linux VM 5, 8= i&%) NTP #1 Citrix Hypervisor
WinE, HELXEBERZNM. HERNHSHMRSSERAS, BERE Linux RETHWARZNHS NTP BF,
XMEAERBATNNERY, THE HVM EXT#HITEREN.

MREIEEETHEEINLN Linux Wiz, FERET Citrix VM Tools, MeTLlie® Citrix Hypervisor B a][E IhaE
BEEE, UREEEE Linux VM RiE/A:
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1t #<$iRE 0 3¢ 1:

- 0-HiERFPIEEERH, BXHER.

o 1-HNEaESHEERA, BERIEMERE.
R [proc/sys/xenf/independent_wallclock SXERT7EE, WAEEHITUTSE,
MRERA, BREmZXHE AN 1 REAIERSIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFENBRMAKAER, HEEMBHENATH, B5E [etc/sysctl.conf SXEEHRMTAT:

xen.independent_wallclock = 1
ERILXLEEN, EEMBIRS:

reboot
<!--NeedCopy-->

BfEsE, RIEiRERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iREE Lo

&E Microsoft Hyper-V L#siaE4 a5

R 7T Hyper-V Linux &R H Linux VM RIRZA Hyper-V Bt {ElEF ThaERE A ENIRER SR E, ABEFRER

St PInR KBRS, F—RBAILLIEES NTP RS,
NERIRERSH:

1. #T7F Hyper-V 28558,
2. 33F Linux VM B9i& &, 5% Integration Services (£RS).
3. W1REi%#E Time synchronization (HERES),

AR

b A7%S VMware #1 Citrix Hypervisor AR, XE#M~RaZRAENERTDIE, U%S5 NTP KE WK,
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Hyper-V BSig]EF A L5 NTP BYEIRS £EHE .

&5 ESX #1 ESXi LHIET BRI a7

WMRBAT VMware BEEFINEE, EEMNFEMER Linux VM fh, EESBE NTP MEMN BERFNR—, &
EMRERT RAEH. HEENHSEHMIRSHETRY, ERED Linux RERFNRENHS NTP AF, XMER
EREBAENEEY,

WMRIFEIETEET VMware Tools B9 E#ME Linux RiZ:

17 vSphere Client,

448 Linux VM ig &,

£ Virtual Machine Properties (E#i#lE) HEES, 177 Options (£I) &M+

%#%¥ VMware Tools,

£ Advanced (54) &, EGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wpn =

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA z#5% %5 Active Directory (AD) 15700 Linux H &A%

» Samba Winbind

+ Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIEFMEN S %, FREBRITIRIE,

AR

73 Linux VDA sra9zsstutk = AD a9tk R ERERENAR B8, SIERAESAK.

Samba Winbind
A Windows 1 fE89igiEHI BB AEE, HEGHAREEENIGITENFHMEIEM Active Directory B %
P

1. BB YaST, EEMLRS, AEER Windows B/ 5 &1,

2. HITUTEX:

o BiEER T LRI Active Directory B9 FRaIITHISRAY IP bht, HFREBHIKTE,
« 3% Use SMB information for Linux Authentication (5 Linux S3%&iE#ER SMB E8),

- % Create Home Directory on Login (EERESIBEBER).
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- %7 Single Sign-on for SSH (3 SSH FEAEEER).
- HfRFK%+ Offline Authentication (BN ZH30IE). ti%EMS Linux VDA R3#&.

3. BEME, MRAFRTEREZLERME, BFRE Install ().
4. MRHEFITHIZE, WSAREREEMNEG, BER.
5. HIRREY, ARSI ENFMEIRARAFHEE, AG%8E OK (HE).
6. FHIENBIRSHAEFRSITEN. KRN EEHBIITEN:
su -

reboot
<!--NeedCopy-->

Wik &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
PE— MR R,

iz17 Samba 19 net ads &< LU ENEE BN

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L RIEFSMYEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos B2 HHRARS: keytab XHEREELIRH B SEMEN:

sudo klist - ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANERYIR, 517 Kerberos kinit &<, ERAXERAMITITHRE
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMARBMUBTIEERAT, ETHS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMAEN. WRILHSHINET, WFR2ETERKL,
BEERUTHLHRIETENKAN TCT REEEE:

sudo klist
<!--NeedCopy-->

BEAUTHSUETEIIKAFAES:
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sudo net ads status
<!--NeedCopy-->

AP SMIE /A wbinfo TEARIFEEZTEIRRIBRAF NS}

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 5Z, MAE Kerberos §ugi&#. 33F bash shell, #FAERF—MREMIITRAMT (\) FRI#H
THEX, HLREI—ZFMINHEKE S,
I Winbind PAM B3 MELER T Ef. Ait, EERURIARERTIZEAF A ERE Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE N id -u 5<$REIR uid SIE TR Kerberos EiREE 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

BIEFAF K Kerberos RIREFTFHNRIBRTEMERTH:

klist
<!--NeedCopy-->

BHRIE,

exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 A LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,

Quest Authentication Service

EFEFIRLERE Quest BREZLEEHITHISE LLEHERET Quest N, MEERBEENR, BNE
Active Directory HalEHENNR,

AYAAFPER Linux VDA I8 AT IiHEAFEEM7E Linux VDA 18 £ HDX &iE:

£ Active Directory BT ENEBEH &, RZAFHFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&% GID £S) &B NEFREAFA/NA ID,

> wnh
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=

E

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

F2E VAS sFiriEF S AHETFF B 5h4ET Kerberos ZiRThas, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

I R LRITIEFRIR /D 9 /B (32400 #4) , BNLERAIARY 10 /NYEIRESREEARE 1/, BEREEGARRENR
% LigBRIRNE,

ficE PAM f1 NSS EEAiEid HDX #TAIZ AP ERIUREMARS (10 su. ssh #1 RDP), i&EF&hEE PAM f
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 /A Quest vastool &<# Linux itEHIN AR Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREITEMNMMA Active Directory B EMiE A ~. domain-name Ji# DNS &#, 40 exam-
ple.com,

Wikt R & Delivery Controller xkFig VDA i+ B #l (Windows #1 Linux VDA) #E7E Active
Directory fE—MIENNNR, BIIEMAT Quest B Linux HENEBEMTIET, BHRITUTIERE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aLREEESZ, MRITBEVRMNEMSE, NEERUTHER:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERPSHMIIE 3IE Quest BB EILUEE PAM XA F#ITSHIIE. Ak, BFERAURIRERSIEAF KA
ERE Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE R id -u $REM uid I TR Kerberos EiREFX 4 :

1s /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFFHNRIERTERERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#ER Gnome ¢ KDE 125 8 ] LURITRMBINIR. E#TEIMANBIEGHEMITSE 6: %% Linux VDA,

Centrify DirectControl

A Windows 33 %% Centrify DirectControl Agent /5, &R Centrify adjoin #5<34& Linux i+ &4
Active Directory 3:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERGITEIAN Active Directory i5#9E(T Active Directory i~ . domain-name 2% Linux it&
19PN b= SRS vitS

WiEgmESH  Delivery Controller ZRFE VDA itE 41 (Windows # Linux VDA) #Z17E Active Directory
HE—MIENNR. BRIEMAT Centrify 89 Linux HENEE MU FEF, EHITIUATRE:

sudo adinfo
<!--NeedCopy-->

I5F Joined to domain EE2EE MUK CentrifyDC mode 2%iE[E T connected, MEERMARHEEER
ERE, MIEKREAE Centrify FAIRIBE 7 RS EZEHFHIIERIE,
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BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEHITEMNRIEESESEHITH R 6. 2% Linux VDA,

SSSD

WRETE SUSE EER SSSD, BRI ER 5 R AYIH B 1TIR(E. WD B EE X WMAE Linux VDA i+ &M DN
Windows 158915 BB R dNalER & Kerberos SHIEMIES.

27£ SUSE £i&& SSSD, ERRIUTHE:

INEFHBIZEM keytab
79 SSSD E2& PAM

IRE SSSD

BR SSSD
Coan3=iod=E=gv,)

I83F Kerberos B2 &
WA S1AI0IE

N ok w N

MANEFHEIEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory & ixIhEE,
AILABCAfER Samba AiE. EERE SSSD 2, ERMMTHE,

1. =1EH2 B Name Service Cache Daemon (NSCD) SrP#i2,

sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy-->

2. ®WEEMEZM Chrony BHERES,

hostname
hostname -f
chronyc traking
<!--NeedCopy-->

3. REHEMAATUREE:
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sudo zypper 1install samba-client sssd-ad
<!--NeedCopy-->

4, Bl root BREMEEE /etc/krb5.conf Xk, LA kinit LAEFS BARE#ITES, 7 [libde-
faults]. [realms] #1 [domain_realm] &% FHRMUTEE:

AR
RIBEH AD ERtEMELE Kerberos, LUTFIgEERTEE. BMIER,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm 2 Kerberos g 892 #7, {5130 example.com., REALM 2 X 5 Kerberos 4fiig & #7, 0
EXAMPLE.COM,

5. Llroot AP B#%HIE /etc/samba/smb.conf, LUA¥ net LAERSBIFE#HITERE. BUTEE
#inzl [global] &4

[global]
workgroup = domain

client signing = yes
client use spnego = yes

kerberos method = secrets and keytab
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realm = REALM

security = ADS
<!--NeedCopy-->

domain 2 Active Directory 1gi#9E%2 NetBIOS &#5, a0 EXAMPLE,
6. &% /etc/nsswitch.conf X{#Ha passwd f group & B LUIERT A A FARS| B SSSD,.
passwd: compat sss

group: compat sss
<!--NeedCopy—-->

7. EACEEMN Kerberos R ifUEIER &% @ BIrEHTSH I8,

kinit administrator
<!--NeedCopy-->

8. £/ net LARFBAFMANEHERRS Keytab X,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U

administrator
<!--NeedCopy-->

71 SSSD F2&E PAM 729 SSSD ECE PAM Z A, BRESEMMENREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM #3RECE J9i@id SSSD #HITRHF B131IE, HANAFREREETER.
sudo pam-config --add --sss

sudo pam-config --add --mkhomedir
<!--NeedCopy-->

%E SSSD

1. Ll root BFRBH4LE /etc/sssd/sssd.conf, Ui SSSD sFiFiERF 5 Bini#iTE{S, sssd.

conf BRERF| (FTLURIERZERIMMIMILED) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
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ad_domain = domain-dns-name

ad_server = fqdn-of-domain-controller
ldap_id_mapping = true

ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name 2 DNS 5%, i example.com,
PE= W

ldap_id_mapping i& &% true, LU{E SSSD Zx & fa 5% Windows SID 8432l Unix UID, NI,
Active Directory % Fgei512 Mt POSIX " Bi2F. & ad_gpo_access_control &5 permissive
BUBALE Linux S1EHII A E FREIR. B2 sssd. conf #l sssd-ad HFM L,

2. ¥ sssd.conf &BXHFRERFINE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD  BEITUTHLURRSRMNBERHBE SSSD g

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

LA s daE=2
1. izf7 Samba® net ads &< URIFIHENEETEMAE:

sudo net ads testjoin
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 80



Linux Virtual Delivery Agent 2210

2. BITUTaLRIEFSMIEMT BN RES:

sudo net ads info
<!--NeedCopy—-->

1iF Kerberos B2 HRARS: keytab XHEREELIRH B SEMEN:

sudo klist -ke
<!--NeedCopy-->

L EREMERBMEREEGESTRNERTIR.
=17 Kerberos kinit &<, LR LERARIRITHSREIEITENNS G

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMU BB TIEERAT, TS (§) BAEARMAT (\**) #TEX, URRE shell Hi, EELRE
#, DNS &5 Kerberos {UH B AR, EHREREAMREMN. WRILHSHINET, WA2ETEKEL,
BEERUTHLHRIETENKAN TCT REEEE:

sudo klist
<!--NeedCopy-->

BIEAFPS%RIE SSSD FEHEI TFIFEFRHATURSMNIEIENGLSITIR, Ret@d PAM 7k
ZI0IE SSSD PAM #ERR2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

WIE kst <RER Kerberos BIBREERTFZAFHEHKRITH.
B root AP &%, WIERTZERFEMN 1d —u HIREM uid BIRBN N EZIBEE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome g{ KDE 1261 8 e LURITRMATNIR. E#TEIMANRIEGHRERITHSE 6: %% Linux VDA,
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PBIS

THFEN PBIS BR4-E  flin:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551. linux.x86_64.rpm.sh
<!--NeedCopy-->

& PBIS REFIAAHIT  FlUn:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 15  ZaUisiisHIBs 4 mA bR, HEAEKAEEEMSHENRMEEA Active Directory B Kk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A BRI EMHFME Active Directory 1589315 FH . domain-name 71 DNS & #5, 140 exam-
ple.com,

R E¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikt A & Delivery Controller ExkFig VDA i+ B #l (Windows #1 Linux VDA) #E 7 Active
Directory BE—NMIBENNR. ERIEMAT PBIS 8 Linux itBNEEMFIEF, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MR BENEMNFENE, e FHREAEXLFMAR AD 25750 OU MiER. BN, REFENSZ.

WIEAFP BMIIE  RIE PBIS @T8EMET PAM SR #TEMHIIE, Altk, EFERUFIRERSRIHA PP
%3 Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->
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IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEESEMITS I 6: 2% Linux VDA,

$B4: REXERH.NET Runtime 6.0

7£%% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &EHEHEITIRER,

RiESSHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, EER /aa/bb £
ANET Z#HIXHEEZ,

S8 5: T# Linux VDA #i{4+8

1. %= Citrix Virtual Apps and Desktops T# 5@,
2. BFFiEZhRAH Citrix Virtual Apps and Desktops.

3. BHRAHTHSEN Linux Z1ThHRIEEER Linux VDA B8 LU BIAFIIE Linux VDA R+ G SRR
GPG 2R,

E-ARARIE Linux VDA REEHTEN, BRAASAE RPM BiIEEFHIETUTHS:

rpmkeys --import <path to the public key>
rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

$IE 6. L% Linux VDA
$IE 6a: HEHIBMRAS

INRRE T BRITHIBIR MhiZF LTSR hivA 2 MR HAMRAS, IBTEREHhR A Z A HENH,

1. {1k Linux VDA AR
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
2121k ctxvda # ctxhdx RS 2 7i, #EE1T service ctxmonitorservice stopis
TUELESERS TR, BN, BARSTIFEFBERBNEELERRS,

2. HEHGE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BERR:

XFMEHRA MRAHITA R

AR

ZAI L7 [opt/Citrix/vda/ THEIBLEHE A,

BIETH<, FERMHTEREF; &, BALUE [opt/Citrix/VDA/sbin #1 [opt/Citrix/VDA/bin Finz &

Fikizo

+18 6b: %% Linux VDA

5/ Zypper &2 Linux VDA 34 :

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

£/ RPM 4B EIRBR R Linux VDA 31144

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4& Linux VDA (F]3%)
A UM B9 RASFD LTSR AiREFAHKINE T2,
AR

ARMBELRERES [etc/xdl THREX M. EHITHRZA, BESYBEHXLE M,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->
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SUSE 15 # RPM #1513k :
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack® >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss—-tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~

1ibQt5Widgets5 >= 5.12
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libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

BERTR.
EAREEFRBLD Linux VDA i+54#.

$I8 7. =% NVIDIA GRID Rzpigrr

BF HDX 3D Pro EXREEEMHEIEZRFH VDA 154 %% NVIDIA GRID EmpiEF.

EERTERIWEERERF L ZRMEE NVIDIA GRID &l GPU &8s (ENIRHER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELREMEE NVIDIA GRID RE VM IFahi2F, EHRITTENENSE:

1. HREKE VM BXiH,

2. FEMNEREEFERERT, VM DE—1 GPU.
3. BE VM,

4. VM ERERE VM K&higrr.

#1128 & Linux VDA

REDGEE, $IEBTT ctxsetup. sh lAREE Linux VDA, BIARMEBERERZE], #HaWIEFE, HifR
FRERIFINEE L, INBEXNE, AL EFEITIZMAUERISE,

A IR R FehiEiThIAs, tHal LIRBFLE BN BEhaiTHIZzS, 4402(Fa1, BEEZBIANEEE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RrEE

BTSRRI EMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BEEcE

BERERN, BERREERMIEMNAFMEIET. MRAFENMELEENET, WEATRTEREERNES.
SERNIFIRTEEE:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %5/ DNS CNAME i2®$5% Delivery

Controller &#F. BIABERTIREN N,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2HtFa=1& 5 FBH Delivery Controller =&

FREHZ (FQDN) IR UBTF @ Delivery Controller i3, %A= LisE— FQDN = CNAME 3%,

+ CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP i#O (BiAAi%0 80) 5 Delivery

Controller &f=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - ZEE&hit BH/EEE Linux VDA BRSS. BAERT, ZERER

Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA R ZR s 115 NS IEZED R AR A G,

B LTERZR ASEF BEDA Linux VDA FTHFRFERHRO (BRIAAEO 80 #1 1494), BIAERTIRER Yo

IR
18N

+ CTX_XDL_AD_INTEGRATION=1|2 | 3 |4 -Linux VDA Zxf&f Kerberos F2&i& &7 Delivery Con-

troller #1753k, Kerberos EBEIRIBR L EBEREMBEEM Active Directory E T EMHTE. 5E

B 215 Active Directory &5 7%

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD

E:2

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA s #§ HDX 3D Pro, X2—4 GPU &R, EEMKLE
BN BEREFNEMNLKT, NRiEET HDX 3D Pro, ME AR VDI K& (BxiE) #AEBE VDA - (B

CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - it BHEEHEAKER(TRE (VD) ERREEZRKERTRE, WF

HDX 3D Pro 3%1%, BILZERIREN Y, BUIAERAT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS BRERRH!

AAHIER, MIEE DNS mZ . RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif) DNS 43 LDAP iR 25, #ER DNS
TER it LDAP RS I12R, T LR MU= 2 RAY LDAP FQDN (%% LDAP #0O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥% LDAP
IHOSHEEN 389, Linux VDA BEREEXTZRERPHE LDAP RS, MRE X MKREMy
LDAP fR£52%, Linux VDA 23817 X RLLY &M, MRV ANEEEHE, REBRAESRY. BB
FAEIRE LDAP &1, 1BEEiEEHE LRRA2RER, HISEXM LDAP IEOSHEERN 3268, RINMBERT, It

TEIEEN <none>,
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+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (v 1%
RERZE W LDAP (140, DC=mycompany,DC=com) ., NS E Rk, TUIEEEREM Bl
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IIEMRSS (FAS) BR55 8 2@:1d AD A HRE S 5,
Linux VDA Rz #f AD 4ARES, BRI UBARMELS S 2R FAS IRESBMTIR, IRFSHMSTE AD AR
BEFRENIRFER, NRMERT ERRS B[, BEFEH <none> XAFHBIEXRHETH, HFEFER
MRS/ MINE. BES FAS RS B[BEHRBE, HREMMNIEONSSE FAS RESR LEEMHRAS—
2, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUy Broker IBARSS (ctxvda) MR, ZRINEREZER Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} EEEZSEHFERAN
GNOME . GNOME Classic st MATE S &@ifiE, MRKIEELTE, NEH VDA LHaiREMNEE. B
2, NRYFRENEEmA MATE, NXIETEEIRE N mate,

BRI LB SR TS BREN B 2GR NREFIER:
1. 7= VDA k&) SHOME/<username> BER FoIE—1 . xsession X,
2. 4miE . xsession XHLUIEEREIFE,
- ERAT SUSE 15 t# MATE =&
MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- i&AF SUSE 15 7 GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- J&ATF SUSE 15 1 GNOME &

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. SEHFRIEARHEE 700 XHNR.

BhikZs 2209 2, RIEAFPAUBAEXEKHEIF R, LOierE VDA ERERIMVKIEIFE, FaERALLI
fE. AXBAER, BERESZIEAF DN EEXREF R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 88


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/configure/session/custom-desktop-environments-by-session-users.html

Linux Virtual Delivery Agent 2210

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &/g, 2T BE5h Linux VDA RS, RIMERT

KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFHO, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout &m0, FRINEHOR 7502,

REWRREHIZTREMZ:

export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2]|3|4
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>"'

export
export

export

CTX_XDL_TELEMETRY_SOCKET_PORT=port—number
CTX_XDL_TELEMETRY_PORT=port—-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBERRETEEXBLAECZNF shell. HMNBIWEEAFENSSHME
#1/bin/bash {ERHE—1TREIZ shell B,

F5, ERLUERRN SR IEERBESH:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
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CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIECEFMAYERR, BFREH Linux VDA R,
SR IFRl, BERIMENEES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

90



Linux Virtual Delivery Agent 2210

BERETR
LA S MEBURERIBRFA B ECE 2, MimfE Linux VDA A fER.

RERE

ctxsetup.sh f ctxcleanup.sh fiixs#EzHIE R REIR, HEEMERS NREBRSEXf4:
/tmp/xdl.configure.log
=B E Linux VDA RS, MRERER.

£ 9: i5{T XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lia® Linux VDA FIEEENEREER#E,. &XiE4HA
55, E2A XDPing,

41 10: i17 Linux VDA

£/ ctxsetup.sh fIZEE Linux VDA 5, aJLUETTIA T @< RES Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{Z1k Linux VDA:
E{Z1E Linux VDA BRSS, EHRITLATIRIE:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#1121k ctxvda # ctxhdx RS 250, BT service ctxmonitorservice stop m<LUl(E

IEESARS TIPIERF. BN, BARSTIFEFRBERBHEFEERIRS,

E#H A5 Linux VDA:

BB Linux VDA BRSS :
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sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA IR%&:
ERE Linux VDA BRSBIEITIRE, EHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$3% 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT EN B RAMAM Linux VDA i+ BB 2 5%48 Windows VDA A& M. BXINAIEMXLEESHEME
AEVRPR, FERCETENERMEETENE R

BIEES Linux VDA it BT BN B RISSEIG—LERE], #5232 FRTH Windows VDA i+ B SIE &
BR:
o XWTFIRERY, FIER:

- ZRERGRFEDN (NWFREAZRERMRE),
- BRIERERAED (WTF VDI TAKERMER),

o BENER—MTENBERFREMEA Linux 1 Windows VDA it+HE#l.

} =

AR

Bk AR Citrix Studio RZ#F “Linux BERS” WIS, B2, %% Windows Server &ERFG RS
BREAFRENFRATEARELZREARMRE, %F Windows SEIRFRAASKRERIERFENER FE
BEEN— TR IEE,

e

INRMIBFITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRNEIHENE R,

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #1623z {44

BIERTAMARMES Linux VDA itBEHBIHEN B RMiZE S5 Windows VDA i+ EHLFER. BXINETEMIXLE
ESEVEIIFAETIRER, ESFEIER T,

8 &8 Linux VDA it BB RHZTAR SEIGIA T RS
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o WIRFTER AD BRABEWREE, BJUERE Linux VDA itEH.
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows iHEHHITENER.

HERR

Linux VDA 1.4 REBRAZ LGN AERF. B2, Linux VDA R SEMNAER R A AERNITEN.

BXRNELIRITENERMRFENES, ESIA Citrix Virtual Apps and Desktops 7 2206,

Fh% % Linux Virtual Delivery Agent for Ubuntu

December 16, 2022
BERR:

SHFEHRE, BIUGERRMRELHTRERE, BMNLELENYEN, SAXPFRNFoIRERL, BX
SFHE.

+12 1. 7y VDA &% Ubuntu

S8 la: WIrMBERE

HBIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

MEBEMEARZ Ubuntu 18.04 Live Server, EHEIRE R 2817 /etc/cloud/cloud.cfg BEoE X HFH U TE
e

preserve_hostname: true
S 1b: IEETNR

HHREHBIBRESIHENNENS, EFK [etc/hostname XX, FEHNXBEITENHNENSZ.

hostname

TR 1. AENRZ D ERE I

BRI BN DNS HEaMT LR EEHZ (FQDN) EftiRERS, HESEH [etc/hosts XU TITUE S
FQDN f1EN B EAFIR %A

127.0.0.1 hostname-fqdn hostname localhost
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fpI4n:

127.0.0.1 vda0l.example.com vda®l localhost

MR E Mt B B fiER3t hostname-fqdn 5 hostname BEMEMS| A,
AR
Linux VDA Z#iAR%z#F NetBIOS & #&kT, ALt, ENBRFBE 15 NFH.
=R

QEEFEAFR a-z. A-Z, 0-9 FEFH (-). BHREATHE (). SEMEMTS, TNBEREURFFLM
PIEFRFER, EHINERT Delivery Controller E#1%.

FE1d: REEHNZ

BN BIRERTIERTIR:

hostname
<!--NeedCopy-->

e LR EH BB EN S, MmAREE FQDN,
i FQDN R ER B IEHRTIR:

hostname -f
<!--NeedCopy-->

It Ep <R ElT BB FQDN.

S le: ZH%#%E DNS

BINREBEERT %% DNS (MDNS), MX 2SR HFMIFERT—,

Z2H mDNS, &8 [etc/nsswitch.conf HEXE S U TRBHIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1f. RESRBTHIRS RIAEY

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 12/E:
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nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WNRFT AN FQDN ¢ Ping B ERE—ItEN, BRREEXTE, AEBYLE,

S 1g: RER#ES (chrony)

#afR VDA, Delivery Controller figiiz 28 2 ERBHIALIEMAIS EXEE, ¥ Linux VDA B AR ATRESR
SENMREND, HFHERER, RFERIZZERSRES B E,

&% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BF &1, 448 [etc/chrony/chrony.conf HHENTERERSBHRM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -tiburst

TEHBIERE R, AHEMASHIFITHIBRES, MAREEM R NTP RS RBES . HiHHE Active Directory 5
IEHISR AN — RS EBR R E.

HiERT HEERIE h server ¢ pool 8, S#EIRE] IP #hit, localhost F1A#ARSS: *.pool.ntp.org £H,
REENHEHBE Chrony sFiPiER:

sudo systemctl restart chrony
<!--NeedCopy-->

#% 1h: %% OpenJDK 11

Linux VDA Z5k#F7E OpenJDK 11,
7£ Ubuntu 20.04 #1 Ubuntu 18.04 k&, AL T&H<$RE Open)JDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->
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S 1i: 2% PostgreSQL

Linux VDA Exk7t Ubuntu E£%2%: PostgreSQL 9.x fi:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

SR 1j: R Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->

SR 1k REHMWRNGE

tF Ubuntu 22.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.5-0

sudo apt-get install -y krb5-user

sudo apt-get 1install -y libgtk2.0-0

<!--NeedCopy-->

3tF Ubuntu 20.04. Ubuntu 18.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get dinstall -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0

<!--NeedCopy-->

TR2. EEEINEEER

EXFNEMVIEERRERF 5 Linux VDA HEERPIVISITH, FEEH—LEN. RIBEEERANEMNERERT
BMHUTER, MREFERIEG LIETT Linux T8N, WEREHEMER.

&£ Citrix Hypervisor A a)E):5 a0

BT Citrix Hypervisor Bt EIR S IhEERT, EEMHEIMWME Linux VM &, & <iB% NTP #0 Citrix Hypervisor
iR, MEMZEEERAN . NEENHSHMRSERES, BHES Linux TN RSKN#HES NTP
BE. XMERERZAENRERS, THE HVM EXTHITEAENR.
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MBI ETEEITHEEIME Linux Ri%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHER<RE 0 5% 1:

o 0-BERSIREERA, BHMEA,

o 1-WERSHEERR, TRKRIERMERE,
R /proc/sys/xen/independent_wallclock X8 FEE, MNAFERTUTEE,
WMRERA, FRIEEZXHEAN 1 REANERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBHNENAEY, 1E4E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V &S/ EE:F R&@

RE 7T Hyper-V Linux £mRS5# Linux VM ATLUER Hyper-V B iBIRES Thae sk ER ENIRIER AN E, HHRER
RN HIRLAEHTI R, E—RBALIEES NTP RS,

NEIBIRERSH:

1. #T7F Hyper-V EE2BEHIA,
2. 3F Linux VM B9i& &, i51%$% Integration Services (£IRS).
3. HRE%REF Time synchronization (BFEIEF).

AR

t757%5 VMware # Citrix Hypervisor R, X#Efr=maBZBENNERSINEE, U%ES5 NTP REHE,
Hyper-V BS{alRFZ IS NTP BYEIRES HEH B b
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERS IR, SN FEIMEE Linux VM /1, EH<BE NTP FEMN EEIEFNR—E,. mEER
HERS RZ5NEH, NERNHSHEMRSERRS, BHERS Linux ERIHPHNRZNSHHS NTP AF, X
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

$12 3: @ Windows & 5700 Linux Ei4# (VM)

Linux VDA 5% #hE Active Directory (AD) 15700 Linux i+&E#HBYA%:

+ Samba Winbind
Quest Authentication Service

+ Centrify DirectControl
« SSSD
« PBIS

RIBFMIZIN TS 7%, IRIGEAMITIRME.
AE:

73 Linux VDA sravzsitiik = # AD ARSIk ERERMNAR B, SIERIEEEKK.

Samba Winbind
ZRYEHFRRLES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN EREREN Winbind s7i#2F  Winbind sFiri2F S AECE RTEIT BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

AR
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R winbind fizuF /etc/init.d T

ficE Kerberos Ll root AR &1, 117 [etc/krb5.conf HEE LU TiLE:

3

AR

RIBEE AD ERtZEMEIE Kerberos, UTIRBEERATFEIEH. EMIER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name 2% DNS 153, i example.com. REALM X5 Kerberos s &

¥R, 140 EXAMPLE.COM,

fdE Winbind 548IF FzhEE Winbind, EX Ubuntu ;&%53% RHEL ## authconfig 71 SUSE ##J

yast2 XETH,

17 Jetc/samba/smb.conf HEE L TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no

kerberos method = secrets and keytab
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winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP 2 REALM #9%—1FE, REALM X5 # Kerberos $igi& #F.

& nsswitch 77 Jetc/nsswitch.conf 3% winbind KNz T17:

passwd: compat winbind
group: compat winbind

N\ Windows i, {ERUSiEHISS MR ATIGE, MEGSHREEENETENRMEEA Active Directory P ik
A

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos s, user 2 E800& i+ EVIFMENEAUEAF,

AT winbind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind i PAM 51T TH<, #%%H Winbind NT/Active Directory authentication (Winbind
NT/Active Directory 513383F) #1 Create home directory on login (EERFEIEEER) EW:

sudo pam-auth-update
<!--NeedCopy-->

'

RYHENMNEE, winbind SPHIERA SIARIBET.

Wirg M B &% Delivery Controller kFrE VDA i+ 8 # (FRit2 Windows i 2 Linux) #8ZE7E Active
Directory HE—MTENITR.

iz17 Samba Y net ads LW ENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->
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1F Kerberos F2E Eil Kerberos EEBEMEENTS Linux VDA BB&ER, BRIER 4 keytab X2
LEAEHESENER:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEZMEEREFASRANENAYIR, BT Kerberos kinit &<, UERAXEHHARSIEH R0
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABRUTIEERAT, RS (§) BAEARML (\) #1T8EX, UEREE shell Hi, EFLEREH,
DNS &5 Kerberos U B#AR, BWRERTHEM. MRILHSRINET, WRKERE@HEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERUTaRLSREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAASMIRIE A wbinfo TRKIFREaIARKIHAAFHE7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFUT (\) Frv
TR X e REI—F AR BOE o

ZI0IF Winbind PAM 2 BB EHEE, BEERAUFIKRERNEAFP KA SR Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EMINIETT SSH 85, 1EHfR SSH EBRAHERIETT.

IERE R id -u 5$REIM uid BIE TR Kerberos EiREE 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

IEA P Kerberos EiREEFETHNERETENEKRITE:
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klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiEER Gnome o KDE =H & Al LIITRMBIMIR. ER TIEMAIEFSESMITHE 6 L2 Linux VDA,
m:

NREREKF ERNIIMITRASHWIE, EXEERENKHE, BEFRBHITENHER,.

Quest Authentication Service

eS8 LACE Quest  BREEEE Active Directory #5428 EREHFE T Quest 3, MABRSEEN
IR, BME Active Directory HgIEI+ENNR.

AYAAFER Linux VDA I8 AT IiLEAF 87 Linux VDA 18 L HDX &iE:

£ Active Directory AP ITBENEBRIEHI &, RZAFHFITH Active Directory AP B,
%3 Unix Account (Unix #k/) &I+,

i%&# Unix-enabled (EZA Unix),

¥ Primary GID Number (&% GID 45) i&EREFREAFAMNA ID,

> wn e

AR

XLEHEABESTFEEAR, WEMITUEREH S, RDP. SSH SHEAEMIZENIHITTER.

7£ Linux VDA t#E Quest

SELinux SRESSRFISSHMARAT 7 BUA RHEL IR 258%ISEHE SELinux, Iba2fIThAEa®2mm Quest EA/ Unix i3
E1EF IPCHIH, HEEARER.

fRALL R AN REREN A EEZMA SELinux. Ll root BF &%, 418 [etc/selinux/config # %2 SELinux i&
=

SELINUX=d1isabled
IWENERER BT EN:

reboot
<!--NeedCopy-->
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BE:

HEREALIRE, ZABEMBA SELinux BIKEFILHESHTLBE, BEREX root BFRMEthZMA
P2t

F2E VAS sFiriEF WS AHETFF B 5h4ET Kerberos ZEiRThaE, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

A S ERITIEMRIZ S O /B (32400 #4) , BRELBAIARY 10 N\BYRIELE AR 1 /08, BEREERERRENR
4% HigBRIENE,

FZE PAM f1NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh #1 RDP), EETUTHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 {8/ Quest vastool &% Linux it&#INAZE Active Directory ig:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIEITENIIA Active Directory 15935 7 -.domain-name J9igi#9 DNS & 75, g0 example.com,

WirEm R &% Delivery Controller EkFrE VDA i+ 8 (Rt Windows i 2 Linux) #8ZE7E Active
Directory :E—MTENITR, HKIE Quest TN Linux it B 2SI FiET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain
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WIERFP SHWIE ERIE Quest EHEEHEE PAM ST AP #1TH M, AR MAIRERNIZAF KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFEE R id -u 5$:RER UID g1 TIHA Kerberos EiREE 4 :

1s /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RHEEE.

exit
<!--NeedCopy-->

TEFTIHINANRIEEHEMITSE 6. 2% Linux VDA,

Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin <3 Linux it E#IA
Active Directory i3:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user BB IHEMNMA Active Directory 1%89E{a Active Directory 5B, domain-name S#H 2%
Linux it EM NN EIRIHHIZ 5o

WirgmM & 51 Delivery Controller E5RFrE VDA it &#l (Fie 2 Windows i£ 2 Linux) #ZE7# Active
Directory hE—MIEHIT R, WIE Centrify fIAK Linux i+ BENE2E Mg

su -

adinfo
<!--NeedCopy-->

53 Joined to domain BEEEX LK% CentrifyDC mode 25:&[E T connected, MEEKTFARIERTNIR
&, NIZKBA Centrify P miB3 T RS B/IEZEH S B IIEAA,

ERUTHLARSELENRATISHES:
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adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

EFTIHIMARIEESEMITI B 6: 24 Linux VDA,

SSSD

B & Kerberos z{TUATa<LI%E Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZAE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L THEk:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBEERTFEIEH. SMIER,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

I EFXH8 domain-dns—-name £%7% DNS 5%, /30 example.com. REALM 2 K5 H Kerberos g
¥R, w0 EXAMPLE.COM,
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A %70 SSSD BRE AfER Active Directory fEAE &3 RIEIZFH BER Kerberos #1754 %KIE. BE,
SSSD HRRMEAFMNBAEE RS keytab X489 AD ZFimIhaE. AR adcli. realmd 5 Samba.

AR
AEHRBIEM adcli 71 Samba fE 8.

o WMREEMA adcli A, BREUTSE:
1. %% adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. &3 adcli AL,
ERUTaSHIFRIBRS keytab XHHIMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE##9 FQDN BXWEN 2,

FZ -H %W, adcli FaeEKE R host/hostname-fgdn@REALM 89 SPN (Linux VDA ER{ER I#&
o

3. BIEEMRASE %,

3¢F Ubuntu 22.04 #1 Ubuntu 20.04 i+&#1, 3&&E1T adcli testjoin @<Lk XEHENES
JIIPNES

3¢F Ubuntu 18.04 i+8#l, i&izfT sudo klist -ket®<, adcli TENINEEGR, ZTATRMEN
HIENRTEMANENSF. RESAAZEARRELIZRYS keytab X, RIFSMRENNEHESTS5HIT
AN RS [EAE L AD,

* WNREEMA Samba MAE, BRRUATSE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy—-->

2. BtE& Samba,
FTFF [etc/[samba/smb.conf HEZE LI TigE:
[global]

workgroup =WORKGROUP
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security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XEH Kerberos Ui &#r,
3. f5H Samba A,

TR HIE A AR]IAE, 1B ESAREERIEIHENRMEEE Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $ligi& 15, user ARG ENRMEIHAEEF,

RE SSSD LRI EMFATRME:
MREARRE, BEREFFEN SSSD MECERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WERNHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZIABERT, Ubuntu fpZs 32 BaEcE nsswitch.conf 71 PAM & Ri&EiR,

F2d®E SSSD /=%h SSSD FiiEF 2 Hi, BEE SSSD BL B, Xt FHELEARAH SSSD, BIAFT R [etc/sss-

d/sssd.conf BB, HAFHEIE, L root AR SHeI1EHITH [etc/sssd/sssd.conf HERB LTSS
[sssd]

services = nss, pam

config_file_version = 2

domains =domain-dns—-name

[domain/domain-dns—-name]

id_provider = ad

access_provider = ad
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auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_ renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5 renew_1interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i&& % true, LUE SSSD Z& & 15545 Windows SID B4$%] Unix UID, &, Active Di-
rectory & MgEmBIRE POSIX ¥ BI2F. PAM R$3 ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk = Fxx 8 domain-dns-name £ DNS 5%, 130 example.com. REALM 2AE# Kerberos 4
&R, flal EXAMPLE.COM, FAEZEEE NetBIOS 153,

EXEEIRENEE, 5519 sssd.conf #l sssd—ad HWFEMTL,

SSSD SriFiEF EREEX U IXEBFIEE RIUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B5h SSSD <FiFiERF  IZfTUAU T ar<iZBIEsN SSSD PP, UREFIFEREITEN BN B
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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PAM 28 E1TATa<, HfRiktH SSS authentication (SSS &1433E) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

WiEE K R &1 Delivery Controller Z5kFrg VDA it &#1 (Windows #1 Linux VDA) #ZE7E Active
Directory fE—MIENINNR,

o tNREEA adcli BB R S, Ei517 sudo adcli info domain-dns—-name &<$UEREE
B

« MNRMEA Samba WIHFEM A F, 1EiE1T sudo net ads testjoin @LRIEHENIETEMAT
i, &7 sudo net ads info HLWIEEMIMIEIITENTRER.

IiF Kerberos itE E i Kerberos @G B EMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BEBASEENENR:

sudo klist -ke
<!--NeedCopy-->

AL EREMEARENEBBEHASTRANERYIR. 517 Kerberos kinit &<, ERXERAMEEFER
IEHEABSR:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMARZMUTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hig, ERELEREHR,
DNS 5% 5 Kerberos {Ud B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ETRERREL,
ERLUTa<LIIETEHKAE TGT EETF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FE#HEIFIFEFRHATUXSMEIINGSTITTR, Rig@d PAM T,
LI91E SSSD PAM ERIRB B EEMREE, 1FEAMURIRERIFAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->
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I53F klist s5$3REIH Kerberos ZRE B ER T XA FH A KiTH,
LL root AR B3, WIFESEEETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LL@Id &R KDE 3¢ Gnome Display Manager 4728 ARMIR, B ITIIMNIEGSALEHMITS T 6: <% Linux
VDA,

PBIS

THFER PBIS e

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh

<!--NeedCopy-->

£ PBIS &4 rI T
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS Tk
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 @a9iiiEHI S8 MM AEE, MAGHKREEENIETENFRNEIER Active Directory BB ik
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } &G+ BN M AN Active Directory 1 #9135 B 7. domain-name J35# DNS & #%, 0 exam-
ple.com,

FE: E¥% Bash igERZIA shell, i&is1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash

A
~o

WirE K A &1 Delivery Controller Z5kFrg VDA it &#1 (Windows #1 Linux VDA) #ZE7E Active
Directory E—NMIBENNR. RIEMAT PBIS 89 Linux iHEHMBS U TFiEF:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRFBENEMAE M, e RREEXHFIMAR AD 5 OU NiER. &N, RETENZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u &<$iRER UID 82T XM Kerberos EHEEE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

$B 4 REXERH.NET Runtime 6.0

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &EHEHEITIIERR,

Wi SHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
ANET Z#HIXHEEZ,

S 5: T# Linux VDA #{4&

1. %= Citrix Virtual Apps and Desktops T#i5i&E.
2. BFFEYhRAH Citrix Virtual Apps and Desktops.

3. BHRAHTHSEN Linux Z1ThRICEZE Linux VDA B8 R BT AFIIE Linux VDA R+ G SEEMR
GPG 2R,

E/ARARIE Linux VDA REEHTEN, HRAASAE DEB SIEEPHBITUTHS:

sudo apt-get install dpkg-sig

gpg -—import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> " '°
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HI% 6: L Linux VDA

$I2 6a: % Linux VDA

£/ Debian #48BIBE L% Linux VDA #:
tF Ubuntu 22.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntu22.04_amd64.deb

<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb

<!--NeedCopy-->

3tF Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb

<!--NeedCopy-->

Ubuntu 22.04 19 Debian #&#fim5I%:
postgresql >= 14
libpostgresql-jdbc-java >= 42.3
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.37
gtk3-nocsd >= 3
bash >= 5.1
findutils >= 4.8.0

sed >= 4.8
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cups >= 2.4

libmspacked >= 0.10

ibus >= 1.5

libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~

libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 1) Debian &#m5I%:
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
Tibxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0

sed >= 4.7
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cups >= 2.3

libmspacked >= 0.10

ibus >= 1.5

libgoogle-perftools4 >= 2.7~
libpython3.8 >= 3.8~
libsasl2-modules-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~

libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

Ubuntu 18.04 ) Debian &#m5I%:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.8.9.9
ufw >= 0.35
libgtkmm-3.0-1v5 >= 3.22.2
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
Tibxm4 >= 2.3.4
util-Tinux >= 2.27.1
gtk3-nocsd >= 3
bash >= 4.3
findutils >= 4.6.0

sed >= 4.2.2

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 114



Linux Virtual Delivery Agent 2210

cups >= 2.1

libmspack0d >= 0.6

ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
libgoogle-perftools4 >= 2.4~
libpython3.6 >= 3.6~

libnss3-tools >= 2:3.35
libgt5widgets5 >= 5.7~

libgrencode3 >= 3.4.4

libimlib2 >= 1.4.10
<!--NeedCopy-->

AR

B XILhRZASAY Linux VDA 2589 Linux R1ThRF Xorg hiAsmI5IR, BSHARAER,

#12 6b: F4& Linux VDA (F]3%)

AILAMSERTBOR R AF] LTSR RRAARIME L L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BESHENDXLEH,

HE 7: %% NVIDIA GRID IEzhizz
BF HDX 3D Pro EXREEEHHEIRZRF VDA 1+ EH] %% NVIDIA GRID E=pi2R.
EERTERIWEERERF L2 RMEE NVIDIA GRID & GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

ELRMEE NVIDIA GRID RE VM Eapigrr, BHITTEMEMSE:

1. HREKE VM BXiF,
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2. FEMNEEEFERERT, VM DE—1 GPU.
3. B&h VM,
4. £ VM LRERE VM EKahigrr.

$1% 8: EE Linux VDA

RERMGERE, BIUETT ctxsetup.sh BIZREIE Linux VDA, PUTEMERZ A, ZMAEIWIFINE, HERFAE

KRPIMERE., MELE, ATLUBNENETZEAUERIRE,
AILUERB R FENEITHIZA, tha] LIRAMCEENIAN B STz, BEUR(FRT, BERZMANEBES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RECE

BITsRTEMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

Epoi=

BEREN, REMNAFRRENENAIRIMEEERM, NRFAFHMEEERET, WHATSRTAFREEAESR,

MBI AT R T 12,
SPBNFREERE:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z#5fEf DNS CNAME i2R$5%E Delivery

Controller &#F, BIAERTIEEHRN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2f#ti=1& 5 FRH Delivery Controller =&

REiE (FQDN) IR AT @ Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ixO (ZRIA R %O 80) 5 Delivery

Controller &fz.

« CTX_XDL_REGISTER_SERVICE=Y | N - 7£/2zhit E#H/EE5 Linux VDA BRSS. BUIAERTIREA Y.

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IR E R # i 5 AR IEIZ @IS RAR A IE. &

BIERGRAASEREGNA Linux VDA FTHPAFREED (BRINAEEO 80 #1 1494), BUABERTREN Yo

« CTX_XDL_AD_INTEGRATION=1 |2 | 3 | 4|5 -Linux VDA Zk £/ Kerberos &2 &i& & Delivery
Controller #1784k, Kerberos EBERIERZA LEREMBEEBR Active Directory ER T AME. 15

EEERBEZZIFM Active Directory 574!
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1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNRAREFNEMLKT, NRiEET HDX 3D Pro, ME A VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - it BHEEHEAKERTRE (VD) E=RREEZRKERTRE, WF
HDX 3D Pro 3%1%, BILZRIREN Y, BUIAERAT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, E¥#& DNS BRERRHE|
AAHIER, MIEE DNS im&#. FIAMERT, LEEIREN <none>,

« CTX_XDL_LDAP_LIST="list-ldap-servers’ -Linux VDA #i% DNS 34l LDAP fR$38s8. %12 DNS
TER it LDAP RS 12R, T UIRHM U= 2 RA LDAP FQDN (%% LDAP i 0O) %Ik, #I40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, iM% LDAP
iHOSHEE R 389, Linux VDA BERIGER TEBIEEHFHES D LDAP fRSEE. IRE x MMy
LDAP fR$52%, Linux VDA SB3381T X /UL Y XE#H, NRBLHANEBEEHE, REFBRAESEY. BR
¥R LDAP &8, FrEifI LERRA2B/ERER, HIEHEXHN LDAP mOSHEEN 3268, FINERT, It
TEIREN <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&idi& & Active Directory iHiR €&
FEEsk#zi LDAP (fflin, DC=mycompany,DC=com). B2, HieEERKEE, ATLUISEEREM (B
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -EBx& 513 303IEARSS (FAS) BRES23 2@t AD LAKBRERE M.
Linux VDA Rz #F AD A5, BERURARELUD S ORE FAS IRSBMTIR, IRFHASTE AD A
BEFRENIRFEER. NRMBERT EMARSSFMUL, EERA <none> XAFREBERHETH, HEFREE
MRS BMUIRF, BS FAS RS B[EHIBRE, BREMMMNIKEOSSE FAS lRSE LIEENHOS —
B, 140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% NET Runtime 6.0
LUz i%siy Broker KIBARSS (ctxvda) MR, ZRINEEZEH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - i EEEZSEHFEAN
GNOME . GNOME Classic 3% MATE K &mFi5. MIRKIEBETE, WEH VDA LY ENE®E, B
2, NRYHRENSEEN MATE, NIHFEEEEIZEN mate,

A LB TR T BRERErSIEREFPNEEFE:
1. 7£ VDA Lt SHOME/<username> ER T HIE—1 . xsession X,
2. 4RiE . xsession XHLURIBEITHRIEE SEFE,
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- XF MATE £@&
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f4

- AT GNOME Classic =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- 33F GNOME £
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessi on
£

3. SEHFRIERFHEE 700 XHR.

BhiZs 2209 2, RIEAFPATUBEXHEKHEIF R, 4R VDA EREFIMNVIEIFE, BRI
BB AXWMER, BENEIERAF YD EEXREF R,

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 & /g, 2T BE5 Linux VDA RS, RIMERT
KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFHO, BiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout BEmi 0. BRIAKORA 7502,
BWENRTEHEITREM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name '<none>"'
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export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBARRELEECBLAHECZNF shell. HMNBIWEEAFENGSHME
#!/bin/bash (A% —173R eI shell Bz 24

o, BRILEREIaTIEEMBE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='"Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='"list-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
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CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFFECE B

HERLBERT, EJRFEEMR: ctxsetup.sh AR EFRMAIERL, BFREH Linux VDA B4,

GRIFRT, BEBLMENEHES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

psECE ERK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

LA S MEBUREMIBRFR B ECE 28, MiMfE Linux VDA A fER.

BRERS

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LEREIR, HABEMEESANREE HEXH [tm-

p/xdl.configure.log:
EFEsh Linux VDA BRSS, HIREREN.

## Linux VDA ¢

Z1E Linux VDA BEEREHTECRENGGMMRE, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEESFAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B, EHITIATIRME:
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dpkg -r xendesktopvda
<!--NeedCopy-->

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHIE, B2, FEMIBRERE Linux VDA ZEIRE
B9 PostgreSQL %X+ &1 E ik F AR 4+ &

e

ATHREERNTAELE PostgreSQL EARRIKIE 4 L HIMIFRIE 1o

$189: i5f7 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lia® Linux VDA FIEEENEREE M@, &XiE4H
=8, HSE XDPing,

41 10: i17 Linux VDA

fE/ ctxsetup.sh fIA<EE Linux VDA 5, iBERUTa<EH Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{21k Linux VDA:
=1k Linux VDA BRS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

3=
21k ctxvda fl ctxhdx RS ZHi, EiE1T service ctxmonitorservice stop @<UE
IEEIMARS TIPERF. B, BAMRSTIFEFEENRBMEFILNRS
E#B5 Linux VDA:
E#E5 Linux VDA ARSS:
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sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

% Linux VDA IR
Z10% Linux VDA IRSHIEITIRES, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$3% 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT EN B RAMAM Linux VDA i+ BB 2 5%48 Windows VDA A& M. BXINAIEMXLEESHEME
AEVRPR, FERCETENERMEETENE R

BIEES Linux VDA it BT BN B RISSEIG—LERE], #5232 FRTH Windows VDA i+ B SIE &
BR:
o XWTFIRERY, FIER:

- ZRERGRFEDN (NWFREAZRERMRE),
- BRIERERAED (WTF VDI TAKERMER),

o BENER—MTENBERFREMEA Linux 1 Windows VDA it+HE#l.

} =

AR

Bk AR Citrix Studio RZ#F “Linux BERS” WIS, B2, %% Windows Server &ERFG RS
BREAFRENFRATEARELZREARMRE, %F Windows SEIRFRAASKRERIERFENER FE
BEEN— TR IEE,

e

INRMIBFITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRNEIHENE R,

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #1623z {44

BIERTAMARMES Linux VDA itBEHBIHEN B RMiZE S5 Windows VDA i+ EHLFER. BXINETEMIXLE
ESEVEIIFAETIRER, ESFEIER T,

8 &8 Linux VDA it BB RHZTAR SEIGIA T RS
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o WIRFTE AD BRFAEEHREE, sEBERE Linux VDA itEH.
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows iHEHHITENER.

AXNELETEN B RN AAHNEE, E2F Citrix Virtual Apps and Desktops 7 2209,

Fp%i Linux Virtual Delivery Agent for Debian

December 16, 2022
BERR:

WFEHRE, BNEEABRMSREUHITRERE, BINREENNXNET], SAXPFROFHREMLL, EF
STt

S 1. ##% Debian LUEi#1T VDA R4
S la: WIEMEEE

HBREEEHEWREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

S 1b: KEENZ

HHRERIBRESIHENNENS, EFK [etc/hostname XX, FEHNXBEIHENHNENSZ,

hostname

SB1c. AENBZHEIFEIE
HfRITENE DNS 2 MTLREES (FQDN) EfMEERE, HiiR2EN [etc/hosts XHMUTITUES
FQDN MENMBAERFIARNZE !
127.0.0.1 hostname-fqdn hostname localhost
f5ign:
127.0.0.1 vdaO@l.example.com vda®l localhost
MBI E K B hBiERxt hostname-fqdn & hostname BEREMSI A,
AR

Linux VDA Z#iAR%z#F NetBIOS & ##&klT, EHBFRFEBE 15 MNFHo
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QEEFAFH a-z. A-Z. 0-9 FIIEFH (-). BB REA T (). SEMEMT
LUEFRLERE. EMNERTF Delivery Controller £4142,

SR 1d: wEENSE

WIEENBIRERTIERTIR:

hostname
<!--NeedCopy-->

s URETENNENS, mAREE FQDN,
3IE FQDN IRERBIEHTLIR:

hostname -f
<!--NeedCopy-->

Iteep <R a1+ B FQDN.

$7 le: ZHZHE DNS

BINEEEH T %% DNS (mDNS), MiX2SREHMIFERT—,

Z2 A mDNS, 448 [etc/nsswitch.conf HEHLITT:

hosts: files mdns_minimal [NOTFOUND=return] dns
Bk

hosts: files dns

S8 1. WEBRBTMRS TR

HaIART A2 FQDN H33ig#= 412870 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WMRT AN FQDN 8 Ping B LRE—ItEN, BRREEXSE, AEBYE,

ENBRFUEFFXM
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S8 1g: RER#HES (chrony)

#1R VDA, Delivery Controller #1igi#=#28 > BB $hALAEHRI S EXE R, & Linux VDA REREIMWITTEER
SHEMRENR, HFIERER, SIFERITENERS KRS E,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 48 [etc/chrony/chrony.conf H A& MNEiEn EIRS SB A IN— MRS BEE:!

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

FEEAIERER, BB MAIFITHIBEES, MAREEM R NTP RS EES ., HHHHE Active Directory 5
ERIg AN — 1 ARS B[R E.

MipRFIHRERE D server 5 pool £ 8, &®3EFIFE IP ik, localhost F1A$ARSS 25 *.pool.ntp.org £8,
REERHERBE Chrony FirER:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHE

sudo apt-get install -y libsasl2-2

sudo apt-get 1install -y libgtk2.0-0
<!--NeedCopy-->
S 1i: FINEEEURE S BRI
3 F Debian 11.3, &% deb http://deb.debian.org/debian/ bullseye main {TiRME
Jetc/apt/sources.list xR,
S 1j: %% PostgreSQL

Linux VDA Zxk7£ Debian k%% PostgreSQL:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->
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TR 2. EEEINEEER

EXRHEMVEIRRZF £ Linux VDA SEEIMAIEBITE, FEEH—LEN. RIBETERNEMNERERT
AMHIUTER, MRIEERNEMS LETT Linux 8, WEREHERNER.

1&& Citrix Hypervisor _t#iYja][EH )@

BT Citrix Hypervisor Bt EIR S IhEERT, EEMHEIMKE Linux VM &, & <iBE NTP #0 Citrix Hypervisor
MR, MEHXEEERZN M, NERNHSHEMRSERRS, BHESD Linux ERFRNRZN#HERS NTP
BE, XMERERZRENRERS, THE HVM EXTHITEAENR.

MNREEESITERIMEA Linux W1z, FARET Citrix VM Tools, AT Citrix Hypervisor BalRE$ Thik
BEEE, UREEEE Linux VM RiE/A:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1A <iRE 0 8¢ 1:

« 0-HiERFIEERA, BERHER.

o 1-NEESHEERA, TRRIE[EE.
MR /proc/sys/xen/independent_wallclock X#&FEE, MNFAEBHITUTHE,
MREBH, FEIMZXEHEAN 1 RERNEEDIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFELERRAKAER, HEENBMENAEHY, 1EHE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V L{&E i EE:S R

27T Hyper-V Linux £mAR$SH Linux VM "I LR Hyper-V B EIES ThAERER EVIRIER LMY, AR
AR PIRLERT R, E—RBALThEES NTP RS,

NERRFRSH:
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1. #T7 Hyper-V SE1238EH 8,
2. 3F Linux VM B9i& &, 5% Integration Services (£RS).
3. HRE%ERE Time synchronization (BSEIFE).

AR

b A7%5S VMware #1 Citrix Hypervisor AR, XE#M~=RaZRAENERTINE, M%S5 NTP K4 W%,
Hyper-V italR$ a5 NTP BalRS £EH B,

&5 ESX fl ESXi _LHBETiE]E )RR

B VMware REIRS IR, FEEMFEIMEE Linux VM B, EH<BE NTP fEMN EREF R, mEE
HERS RSN, MBRNHSEMRSBRES, BEHRES Linux ERIHPNRENHEHS NTP BF, XHE
MERZAENBERY .

WMRIFEIETEE T VMware Tools BIE B Linux li%:

$7FF vSphere Client,

4m3E Linux VM &€&,

£ Virtual Machine Properties (FEEi#EM) SHEESH, 17+ Options (G£EM) &M+,

%% VMware Tools,

7£ Advanced (54) 19, BUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w =

S 3: @ Windows F~ 700 Linux Ei#4# (VM)

Linux VDA %0 Active Directory (AD) 17x00 Linux &8I %:

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

IRIBFMIEN S %, FRIAEBBHMITIRME.
AR

73 Linux VDA fravzsitiik ~ 0 AD FRESIK A ERERMNAR B, SI1ERIEEEKK.

Samba Winbind

ZRYAEHFRRES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo systemctl enable winbind
<!--NeedCopy-->

} =

AR

HE winbind BT /etc/init.d T

it E Kerberos Ll root AR &%, 117F [etc/krb5.conf HEELITIRE:
AR

RIEEH AD ERtEEMEIE Kerberos, UTIRBEERATFHRIH. SBMIEER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk E F3x## domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos $igi#&

¥R, a0 EXAMPLE.COM,

B2 E Winbind B538iF 17 [etc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

128



Linux Virtual Delivery Agent 2210

winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP Z REALM % —1FE, REALM X5 Kerberos g &,

& nsswitch 177 [etc/nsswitch.conf 35 winbind BB TT:

passwd: systemd winbind
group: systemd winbind

A Windows 1 @aUiiiEHI S8 MM A EE, MAGHKREEENIETENFRMNEIER Active Directory BB ik
P

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $iZ %k, user 2E800EHEVIFMEIEAEAF,

E#HE5 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind &2Z& PAM 51T T&<, #f%%H Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &13%1E) #1 Create home directory on login (EERNGIETER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

Wik R &1 Delivery Controller ZkFrf VDA i+&# (RigZ Windows F2 Linux) #EE Active
Directory fE—MIENINR,

iz17 Samba Y net ads S WIEHENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BT T e L RIEFSMIEA T BN RER !
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sudo net ads 1info
<!--NeedCopy-->

10iF Kerberos it 8 EWIF Kerberos EFBEEHEENAS Linux VDA Bt&#EH, BRIERS keytab X2
SERIEHEEENEHR:

sudo klist -ke
<!--NeedCopy-->

WEH<C B REMEGRBEMSHEEFASA BNEHETIR. BT Kerberos kinit <, MUERAXLEHRIGIEH 8RR
BT ENBS5 !

sudo kinit -k MACHINES$S@REALM
<!--NeedCopy-->

HENMTEZIRUTIEENART . ETHS (§) BAEARFML (\) #ITEN, UERRE shell Hif, ERLFIRH,
DNS 5% 5 Kerberos (UH & AE, EHRERERAMREMR. WRILHSHINET, WFREEREKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

AU THLREITENKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIER ErIAISKIBEAFHE?:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, ¥FERS— MR RFUT (\) Frv
TR X e REI—F MK BOE o

EIF Winbind PAM 2B B EHECE, 5ERAURKRERNIEAFP KA ZE SR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBAHERIETT.

BIERE R id -u &<$iRER uid BRI TITRAY Kerberos EiRETF S .
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

IEFA P Kerberos EiREEFHTHNERETERAKRITH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiFER Gnome o KDE =H1 & AT LI TRMBIMIR. TEH I THMARIEFSEMITHE 6: L2 Linux VDA,
e

NREAEKAERRIINITARSHRIE, EXEETENRHE, BEMBHDITEN, ARER,

Quest Authentication Service

EigEsIgs LA E Quest  RESEETE Active Directory 154188 EREHAIE T Quest i, MEBRBEEN
iR, BfE Active Directory Hha|EHENINR,

AYAAFER Linux VDA 8 A TIiLEAF 87 Linux VDA I8 LR HDX &iE:

7£ Active Directory BFP T BN EERESI &S, RZBFKFITH Active Directory P B,
%% Unix Account (Unix #k/) &I+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (&3% GID 4&3) &BEHLFHAF A8 ID,

> wnN

F=3

AR

XLEHEBABESTFEEAR, WEMITTUEREH S, RDP. SSH SHEAEMIZEZNI#HITTER.

£ Linux VDA L#E Quest

SELinux SMREISSHERARSE BN RHEL IFES58%IS0HE SELinux, It3REITHAES SN Quest A/ Unix i
EEF IPCHNE, HELEAFER.

Rt BN R EEN S AR ZA SELinux. L root BF &1, #iE [etc/selinux/config # 5k SELinux i&
=

SELINUX=d1isabled

B EKREM BT R
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reboot
<!--NeedCopy-->

BHE:

HERERLIRE. BFRGEEMBA SELinux REEEHLHSSET2BE, BMERX root AR FME 41t A
F 2t

foE VAS SFiPiEF WS AU B5h4ET Kerberos EiRThag, HMZASMHINIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

LeA L EITIERRIR A O /NBY (32400 #4), BNELEAIARY 10 /MNEIBESERRE 1/, BEZEEHARRENR
% LigBERIENE,

FoE PAM F1NSS ZEEMAi@Ed HDX #1THE AP B RIUAKREAARS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 /A Quest vastool &<# Linux itEHINAE Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIE I &M Active Directory B8 B P, domain—-name Hif#y DNS &%, Bl exam-
ple.com,

iR RS Delivery Controller EkFrE VDA it&EHL (Rig2 Windows X2 Linux) #EE Active
Directory fE—MIENNR, KWIE Quest IIAK Linux i+ ENEE T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aH<LREEHSZ, MRITBEVRMNEME, NEBRUTHER:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFPBHWIE ZEIIE Quest 2T HETSE T PAM XA #THHIGE, BERAURNKERANERAAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5<$3RER UID g1 T4RA Kerberos EIREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BTN ESSEMITIE 6: 24 Linux VDA,

Centrify DirectControl

N Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+E#10
A Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iHFH . domain-name £ 2%
Linux i+&EHIAZIRYIHHI 2 FFo

Wirgm R 5% Delivery Controller E5kFr & VDA it & #H (Fit2 Windows &£ Linux) #ZE7E Active
Directory E—MTEMITR, WIE Centrify MINM Linux BT M TS

su -

adinfo
<!--NeedCopy-->
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15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
&, NIZKeA Centrify P mi@3 T RS B/IEET S B IIEAZ,

FRUTHSAREESCEMNRANIZHER:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

EFTIHIANRIEESEMITEE 6. 2% Linux VDA,

SSSD

it E Kerberos infTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EFE Kerberos, 3ELL root BF &153T7F [etc/krb5.conf HEE LU TSk
pE=
RIBMEH AD ERLEH9ECE Kerberos, U TIgBEATF I, S,

[Tibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It EFXH8 domain-dns—-name £%% DNS 5%, /30 example.com. REALM R KE# Kerberos g
B, Hlan EXAMPLE.COM,
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NS %20 SSSD EeE A Active Directory fERE &3 1R1E2FH EEM Kerberos #1781 KRIE. B,
SSSD HARMEA TN EE RS keytab xR AD B IRINAE, AT A adcli. realmd = Samba.

AR
AEHARBNIRME adcli 71 Samba 2

o« MNREER adcli A, BRAUTHSE:
1. =% adcli,

sudo apt-get install adcli
<!--NeedCopy—-->

2. &3 adcli A,
ERUTaHSHIBRIBRS keytab SXHFH NG
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN B EN 2,

FE -H %W, adcli AaeEmMERA host/hostname-fqdn@REALM 9 SPN (Linux VDA EXRfER L&

o
3. WIEZR% keytab,
izfT sudo klist -ket ®<LUAREYS keytab XHEBIE,
BIFS RN EIBE S ST ENINNRAYE a8 ILAS,
 WNRMEA Samba M, BERRUTSE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. fig& Samba,
17 Jetc/samba/smb.conf HEE L TISE:
[global]
workgroup =WORKGROUP
security = ADS

realm =REALM
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client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM F19%—1FE, REALM 2XE# Kerberos $ugi&#f.
3. fEA Samba A,

TR IEHIBR A ATISIE), RSN MAB BRI ENRMENRN Windows 1k,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr1, REALM 2AS5# Kerberos &5, user ARG ENRMEBRAEEF

RE SSSD R EMPATIRME:
MREARRE, BREFFEN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->

NRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

BINMERT, Ubuntu prZRE 2 B50EE nsswitch.conf 1 PAM & RIEIR,

ECE SSSD =255 SSSD FiriEF 2 i, EEHER SSSD iRE, MW FHEERAH SSSD, ZRINFLE [etc/sss-
d/sssd.conf EeEX 4, HAFheliE. LU root R BHBIESITH [etc/sssd/sssd.conf HEBE L TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5

krb5_realm =REALM
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# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &% true, LUE SSSD Z&x& 1 3%4& Windows SID 5% Unix UID, &M, Active
Directory #7aemiRt POSIX Y B.PAM BRSS ctxhdx Bzl ad_gpo_map_remote_interactive,

Itk T2+ domain-dns-name £#7 DNS i5%, 31 example.com, REALM A5 Kerberos 1
&%, fitn EXAMPLE.COM, REZEEE NetBIOS 153,

BEXEBGEMELR, 5517 sssd.conf #1 sssd—ad HFEMT,

SSSD SriFiEF EREEX U IXEBFIEE REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B5h SSSD FiFfERr IETTUA T A< iLBNEsh SSSD sFiFiER, MUKREFiFiEREIt BN S Ea:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMERE 1T T®H<, HiRES SSS authentication (SSS 514383F) #1 Create home directory on
login (EERHNAIREER) %M

sudo pam-auth-update
<!--NeedCopy-->
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory #E—MTENITR,.

o tNRMEA adcli BIBEM RS, 55T sudo adcli info domain-dns—name &<$UBRESE
B

o MNRMEA Samba WIHEM A F, 1EiE1T sudo net ads testjoin dLRIEHENIETEMAT
%, iB17 sudo net ads info HLWIEFIMEHITENTRER.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BEIBRHEEENER:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
AU TRLEIET KA TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFIEN PBIS o
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS R A A 4T
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

1517 PBIS &4
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 @8Iz HI BRMFAGE, MAGHFEEENIEITENFHMEIEM Active Directory B %
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 3B/ I EH 0N Active Directory i3 1913 F§ 7. domain-name #1389 DNS & #, 140 exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, iEiz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

Wikl M A F % Delivery Controller ExkFrE VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory AE—MIENITR, WIEMAT PBIS 8 Linux it BV BB T

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMARE MK, e RREEXHFIMAN AD 5 OU WiER. &N, RETENSZ.

IEAF BHI0E EIIE PBIS & 8@ PAM ST A #ITE ML, BERAUFIRERNEAFPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->
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IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIANRIEESSEMITIE 6: 24 Linux VDA,

S8 4: LENEHH.NET Runtime 6.0

E&R% Linux VDA Z &1, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#93iEAZREE.NET Runtime 6.0,

Z# NET Runtime 6.0 /5, =17 which dotnet &< TR EHEITIHER.

RS SR, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, EER /aa/bb 1
7.NET Z#HIS 812,

S8 5. T Linux VDA #i{4

1. %= Citrix Virtual Apps and Desktops T# &,
2. BFFEYhR4H Citrix Virtual Apps and Desktops.

3. BHRAHTHSERN Linux Z1ThREEEZE Linux VDA B8 LU B AFRIE Linux VDA B+ SR SEE MR
GPG 2R,

EIOIE Linux VDA BE BN TR, BB AAS AT DEB #iEEFHEITUTHS:!
sudo apt-get install dpkg-sig
gpg —-import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy--> " '°

HI 6. L2 Linux VDA
$I 6a: %% Linux VDA

£/ Debian # {8 BIBE L% Linux VDA 4!

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->
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Debian 11.3 H#&#IRTI«:
postgresql >= 13
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.53~
libmspacked >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->
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} =r

AR

BXIbhRAR Linux VDA #5549 Linux R1THRF Xorg IRAMTIR, ESHARAER.

12 6b: F4& Linux VDA (F]%)

AILAMSERTBI RN RRAF LTSR RRAARINE LE,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BSHEHXLEH,

$8 7. =% NVIDIA GRID Rzpigrr

B HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] L% % NVIDIA GRID EzpiEF.

EERERIWEERER L2 RMEE NVIDIA GRID &t GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM EapigrRr, EHITTEMEMSE:

1. HBREE VM BXH,

2. FEMWEREFERERT, VM DE—1 GPU,
3. BE VM,

4. £ VM ERERE VM EKihigrr.

1% 8: & Linux VDA

RERGEE, BIETT ctxsetup.sh MZREZE Linux VDA, HATEMERZ A, ZHAELWIEINE, WERFAE
RMPEERE, MALE, FJUBNERNETZIALUENRRE,

AILURRB R FENETTHIZA, thal LIRAMGEENIAN B BTz, HSUg(Fa, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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RRECE

BITaERREMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

Epoi=

BERER, REMAFMFNEN AR REERME. MRAFENFMEEENEE, WHEFERTAPRMEMAREE,
MBS AT R 12,

XPFNIFIREEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %##/8 DNS CNAME i2®#s5%E Delivery
Controller &#F. BIAERTIREHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ti =& FRH Delivery Controller =&
REHE (FQDN) IR AT @ Delivery Controller 5Eit,. #AZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA N0 80) 5 Delivery
Controller &1z,

o CTX_XDL_REGISTER_SERVICE=Y | N - =20t EN/ERBS) Linux VDA BRS. ZIABERTIREN Y,

. CTX_XDL_ADD_FIREWALL_RULES=Y| N -Linux VDA REEXR A FENMEZEZE L RFAEH NG, &
AIATERABA AIEAR BEhA Linux VDA sTHEIERRO (RRIAAmO 80 #1 1494) . KIABERTIKER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 |5 -Linux VDA Bk f#f Kerberos B2 &2 B Delivery
Controller #T& 3 %IE. Kerberos BEBRIERS LEREMBEE Active Directory £ T BHfE. 5
EEHBEZZIFM Active Directory 574!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#5 HDX 3D Pro, X2—4 GPU &R, EEMKRHLE
BN AREFNEMNLKT, MNRiEET HDX 3D Pro, MER VDI £&E (Bxif) #EAEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - it BHEEHEAKER(TRE (VD) E=RREEXZRKERTRE, WF
HDX 3D Pro 3%1%, BIHZRIREN Y, BIAERAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei% DNS RERRE!
ML, MHE DNS iR &iF. BINERT, KEEIREN <none>,
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o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk 4 Il LDAP AR%3 28, #N% DNS
T LR it LDAP lRSZ12R, T URM U= S FRAY LDAP FQDN (%% LDAP 1w O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, &% LDAP
IHOSHEEN 389, Linux VDA BERIGER TEIGEEHFHE D LDAP RSEE. IRE x MEREMy ™
LDAP fRs52%, Linux VDA 23817 X RELY XEM, MNRBLANEBEEHE, RIEBRAEIKN. BR
FERMN LDAP &1, BFEETHIR EERALBRER, HiIEHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i#&iti& &4 Active Directory iHiRFI1E &
FEEk#Ei LDAP (fflan, DC=mycompany,DC=com) . B2, NiESERKEE, TLUHsEEREM (Bl
OU=VDI,DC=mycompany,DC=com), BINERT, LLLEEiEE I <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IEARSS (FAS) BRS5 8 2:@:3 AD A HRE S 5,
Linux VDA Rz #F AD 4A%ER, BERURARELUS S DR FAS IRS2RMTIR, IRFHASTE AD A
BERECEMINFEEE. WMRMBR T EMARS S, EEM <none> XAFHFREZHTH, HEFRER
MRS B MUIRF, BS FAS RS B[BEHIBRE, BHREMMMNIKEOS 57 FAS lRSE LIEEMNHOS —
B, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - 2% .NET Runtime 6.0
LUz Broker IBARSS (ctxvda) MR, TRINERZEH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {5 EEEZSEHFERAN
GNOME . GNOME Classic 3% MATE K &@f 5. MIRKEETE, WFEH VDA LYFITENEE, B
2, NRYFRENEEmA MATE, NHXIETEEIRE N mate,

BRI LB SR U TS BREN B iERAPNREFIER:
1. 7£ VDA L SHOME/<username> BER TF8IE— . xsession X,
2. 1 . xsession XHLURIBRITIRIEE REFE.
- XF MATE £E
MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
4

- EMATF GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- X+ GNOME £H
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GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. SEHNRIERFHEE 700 XHR.

BhiZs 2209 2, RIEAFPATUBAEXEKEI R, LOiefE VDA ERERIMNVKEIFE, FaERABLLIN
fE. AXBAER, BEREZIEAF DN EEXRET R,

+ CTX_XDL_START_SERVICE=Y | N 72525 Linux VDA B2E /5, & B5h Linux VDA fRS3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ friffr Citrix Scout MEZEFiHO. BiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout #=Mim . BiAmOX 7502,
RENR T EHETE EM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number
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export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNARRETEEXBLEHCZNF shell. HMNBIWNEEAFENSSHME
#1/bin/bash {ERHE—1TREIZ shell B,

I, BRILERSEIaTIEEME S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='"list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

IFRECE Bk

ERLBT, EaeREMR ctxsetup.sh MIAXEEEFMAVEZ, BREH Linux VDA &4,
HEIR(FRT, BEBLMANTENES:
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

RS MEBUREMIBRFR B ECE S8, MimfE Linux VDA TiAfER.

RERE

ctxsetup.sh 71 ctxcleanup.sh i A& EEH A LETHEIR, HEHEHMEESARE B EXH [tm-
p/xdl.configure.log:

=250 Linux VDA iRSS, HFREREK.

1% Linux VDA

E1E Linux VDA BREREHEECRENMGBIMRE, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEESFAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

EEE Linux VDA 34, ERITLUTIRE:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

EE Linux VDA B MIBRXEXRY PostgreSQL MIEMEIE IR, B2, FaMbR7ERE Linux VDA ZHiIi&E
89 PostgreSQL 4@ M EMKF I B0

e

ATHHEBRNEEE PostgreSQL E MR A S AIMIPRIZ 1o
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$& 9: 517 XDPing

¥EizfT sudo /opt/Citrix/VDA/bin/xdping M#E Linux VDA FBEENELEERE. GXi¥4H
B

{58, B8 XDPing,

412 10: i=17 Linux VDA

/8 ctxsetup.sh HIAEE Linux VDA /5, EERU TS Linux VDA,

Bzh Linux VDA:
Bz Linux VDA BRS3:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

&1k Linux VDA:
{S1E Linux VDA R :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR

£1=1k ctxvda # ctxhdx RS Z#i, 1Ei5fT service ctxmonitorservice stop &<LUE

IESARS TIPERF. BN, BARSTIFEFRERBHESLERRS,

E#H A5 Linux VDA:
EFREE Linux VDA RS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

K2 Linux VDA R7S:
Z1E Linux VDA BRSHVEITIRES, BT TERIE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->
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$1% 11: 7£ Citrix Virtual Apps =§ Citrix Virtual Desktops #¢I|Z2i+ENNER

BT EN B RAMAHM Linux VDA i+ BHHE 2 5%4%8 Windows VDA A& M. BXINAIEMXLEESHEME
MEYIFEE, FEECIEITEN ERMEETENE R

BIEES Linux VDA i+ EHATEY B RN SEIF—LRE, 1532 RET I Windows VDA +EMBIEITEN
BR:
o XTFRERY, FIEE:

- ZRERERFEN WFREAZRERTER),
- BRERERAER (WTF VDI EAKERGERE),

o BEMER—MIENBRFEAMEA Linux #1 Windows VDA 1.
AR
BHARRAHY Citrix Studio Fx3#F “Linux 2ER4” WIS, B2, %EHE Windows Server RS IRS

BRFAAENZFATERRERZSEITER, % Windows SEIR(FRAHKERIFRALENEF R FE
BETEN— AP AEE,

R

MRMERHENERBEEFRIA Active Directory 18, ARt EN, AEBEERFNZIHENER.

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #1623z {44

BIERFTAMARMES Linux VDA itEHBIHEN B RHiZE S5 Windows VDA i+EH/LFHERE. BXINETEMIXLE
ESHNEMFAIRA, FSREEEZ T,

BUEEH Linux VDA i+ 58 B REZ AR @G TFRE:

o WRFTE AD BFRAAE EHRECE, BeBERE Linux VDA itEH,
o BORAKRESHEIEN (BER) AFRER.
o BEPNERMGEFRENEE Windows IHEHNHITENER.

BXRNACIRITEN B RMRHHNEE, ESE Citrix Virtual Apps and Desktops 7 2206,

7z Citrix DaaS Standard for Azure #¢17Z Linux VDA

June 16,2023

a[7E Citrix DaaS Standard for Azure (UU&Ei#FA “&RF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard”) #EIEEMNEAMARMAEE Linux VDA, USRI ARFMKEM Microsoft Azure I BIEM@IE &,
BXRFMMES, 521 Citrix DaaS Standard for Azure,
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S #9 Linux Z17hR

T Linux R1ThRZ#FIEThRE:

« RHEL 8.6

« RHEL 8.4

+ Rocky Linux 8.6
« Ubuntu 22.04
Ubuntu 20.04
Ubuntu 18.04

p

27z Citrix DaaS Standard for Azure #1612 Linux VDA, EX=HRIUTHE:

1. 72 Azure AR T ME&:
AR

tboh, SRR LUER Linux VDA BEWEMIEERIT IR GBohEH. EXLMILER, BEEZRE LD
etc/xdl/mcs/mces_local_setting.reg xR mMa<4T.
Blgn, BILURINLA R eR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

a) 7£ Azure H, BIEZIFHIRITAREY Linux VM,
b) t1EKE, 57 Linux VM RESEIFE,

c) & VM Lk, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers ERYBEARE . NET Runtime 6.0,

d) (¥R Ubuntu) 7% /etc/network/interfaces x#dFil source /etc/network
/interfaces.d/* 17,
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e) ({XPR Ubuntu) &% /etc/resolv.conf @ /run/systemd/resolve/resolv.
conf, miEKHEER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy—-->

f) %% Linux VDA &,

g) B /etc/xdl/mcs/mcs.conf T E, mcs.conf BEXHHEEATIZE MCS # Linux VDA
T2,
AR
EE dns TERBRKIEE,

RELR T BN B RINEFEFSHAEN LR, H&E VDI_MODE=Y,

h) i1 /opt/Citrix/VDA/sbin/deploymcs.sh,

i) 7£Azure &, fEiE (SREUEHE) VM. BERESEEMNER (VHD) XHER SAS URL, ERILUE
2 BRE G SREIZEE M VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

== -
Disk

P Search (Ctrl+/) | « Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *
Activity log | 3600
fa Access control (IAM)
® Tags
Settings

& Configuration

. Encryption

Disk Export
It properties

Locks

u= =]

Export template

Support + troubleshooting

2 New support request

j) (ANk) EEMEG EERBARIKISE, EALUER ctxreg TARREARKIGE. Fifl, UTHSRR
PDF $TENZFE BnhtliE PDF i@ B1TENHL SRS,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v
"AutoCreatePDFPrinter" -d "Ox00000001" - force
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<!--NeedCopy-->

2. M Azure S ANTRE,

a) EEEESIRT, BRGMNERG, ETABREIIE Citrix REHNEEUREIENSNHRE,

R RS ASHEREREEBEE EEMENZFHIRSETER, QIZE—TERE, BEEHIRE
&3 Citrix Cloud #i%:# Managed Desktops ((TE=mE) RESEBEEBEG.

L_@ Master Images X

¢ Build Image + Import Image

b) #ESNEE,
C) WANETE Azure AERM VHD X8 SAS URL, #%#% Linux e EMERRY,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

Master image type
Windows

® Linux

Name The New Master Image

d) ZEmSPERATERS A EHERRIRIE,

3. SIEHENER.
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HNEEEHIR, ARRLEEEER. QIBITBENE RN, HEEZFICIEN TS,
AR

FEEIRERRY VM T7%@:d SSH 8¢ RDP i8], EiA18] VM, 35 Azure T]JFR RRYERITIZHI &,

f#F Machine Creation Services (MCS) ¢/ Linux VM

January 4, 2024

SR ITHR

Winbind SSSD Centrify PBIS
Debian 11.3 = b= ES =
RHEL 8.6. RHEL =z S = =
8.4
Rocky Linux 8.6 = £ £ £
RHEL 7.9, z = = =
CentO0S 7.9
SUSE 15.3 z z & =
Ubuntu 22.04. = = S =

Ubuntu 20.04.
Ubuntu 18.04

RERFNEMNEERER

« AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV
VMware vSphere

MREZRERZFFNEMNEREF DM MEDW EEERF DESERE, FTRSHRABINGR,
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£/ MCS 2 Linux VM
FEEIN

+ B Citrix Virtual Apps and Desktops 7 2003 % Citrix Virtual Apps and Desktops 72112, R% Citrix
DaaS (LL#i#F4 Citrix Virtual Apps and Desktops Ags3) #%7E Microsoft Azure. AWS #1 GCP L#t&
Linux VDA, B 2203 k2, ErIEXLENE = LA Citrix DaaS #0 Citrix Virtual Apps and Desktops £
& Linux VDA, BEXENE=ENEZERME Citrix Virtual Apps and Desktops #E, EEERESNR
WA, AXRANRFIENGER, BSRERRESNRERMALIENE (TTU).

o REFFRBENARSS 25 MCS &R LURIZERIML.
o Citrix AT Centrify lRZ7EAE3X Linux R1ThR E#1THI3ATHREIRIE:

Linux £17hR Centrify fRs
RHEL 5.8.0
SUSE 5.7.1
Debian. Ubuntu 5.6.1

EREMARAR Centrify ATAER SHHIMEIR. 1E/0MER Centrify BRiRiTHEAIMNEBHEH,
« NREERA PBIS 5 Centrify % MCS 8IZR9IHEMIMAE Windows 1%, &MU TES:
- EERITEN L, £ /etc/xdl/mcs/mcs. conf X#HERE PBIS 5 Centrify & T2
FEERE PBIS & Centrify #iF8,
- #iE1T /opt/Citrix/VDA/sbin/deploymcs.sh Zai, EelE@—NALRE W (OU), %4
LB UNHEME MCS BIZMNIHENAEE ANNEZBEENIR,

- £ /opt/Citrix/VDA/sbin/deploymcs.sh emETEERBsh MCS CIEMNITEN 28,
EIRIBERIEBEE Delivery Controller g Citrix Cloud Connector £izf7 klist -11 0x3e4
purge,

({XFE Nutanix) S8 1: LEH#3# Nutanix AHV &4

M Nutanix 523KEX Nutanix AHV {8, 1£&# Citrix Virtual Apps and Desktops g @ H 3 MiziEt. &
XEMER, 1ESE Nutanix 2577 ig#ey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS &L EEm) o

$ 1% 1a: 7 Delivery Controller 223714t Nutanix AHV i % Citrix Virtual Apps and Desktops
&, ##R#H1E Delivery Controller %% XD MCS AHV #Eft,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

$ 8 1b: 5 =i Delivery Controller 2% 3+ it Nutanix AHV i % H H 2% 3E B F Citrix Cloud
Connector 8 CWA MCS AHV #&f4. 7@ Citrix Cloud #F3EMA9FRE Citrix Cloud Connector &%, B
f&£ Citrix Cloud Connector 7£:8%8 AHV BIER TRIERAE, w4 F0EM Citrix Cloud Connector,

TR 1c: REFHFRTRUTTE

s WIFREEC: \Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l287T Nutanix Acropolis st

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £ Delivery Controller E&E#i/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, 5#%7E Citrix Cloud Connector EE#Ezh Citrix RemoteHCLServer Service,

R

RNBWNEERELEH Nutanix AHV &3 E 1 FH E# B3 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

S]2: SIRENERE

BEHDABREESERIES Azure. AWS, GCP. Nutanix AHV #1 VMware vSphere Bt &EiEE:
» 1£ Citrix Studio H8I#5 Azure HIEEEE
« 1£ Citrix Studio #8IES5 AWS Wt EERE

« 7£ Citrix Studio eI 5 GCP MitE &
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o 1£ Citrix Studio #¢Ji#5 Nutanix BT EEE

« 7£ Citrix Studio #gli#5 VMware Rt iEE

7£ Citrix Studio 18725 Azure MUt EER

1. 7£ Citrix Cloud £#9 Citrix Studio #, #%#ZFEE > 1% > FINEEMZRRULIRS Azure B0,

5 Citrix Studio (Cloudsdsite]

hitps://management. azure.com/

2. EAEEREZA Microsoft Azure,

Studio Connection

() Use an existing Connection

I azure -

Connection
‘ (®) Create a new Conngeti
Details | ;
: E Connection type: | Microsoft® Azure™ - |
Region
Network Azure environment: ! Azure Global - ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

3. BAER Azure tkF BT ID, ARRNEBEZRAT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)

Region Learn more:

Network Setting up an Azure Active Directory account

Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

8 Citrix Studio (site)

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine

4ol Add Connection and Resources
O Stor
[

@ Zont Refresh

View >

Help

7z Citrix Studio F¢/Z5 AWS pyitEER

1. 7£ Citrix Cloud &9 Citrix Studio /1, EREE > 118 > FINEENRRUGES AWS MiEE,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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7£ Citrix Studio #8125 GCP WitEiEiE 1RIE Google min T & mINKIFFIRBEMN GCP 15, ABFTMIUT
SRLEIES GCP Bt E &,

1. 7 Citrix Cloud £ Citrix Studio &, #ZEE > 118 > RINEEMNZRULIES GCP MiE,

Citrix Cloud Virtual Apps and Desktops Service

Overview Manage ~ BRYL[IG]

O\ Search Add Connection and Resources

[0 Machine Catalogs Name 1 Type Address
ﬁaﬁﬁ Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

ﬁ Applications
Policies

D;? Logging (Preview)

8@ Administrators (Preview)

— Click an item to view the details.
=

==

Hosting

2. ##% Google Cloud Platform (Google mixF &) (EAEESE,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform Y ‘

4 Summary Service account ID:

ZOne name: l GCP ' l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

. FA GCP tkF HIARSS 1K S B EAH BN ERZ R T
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q sere
b Machine Catalogs
== 9 Name L Type Address

%ﬁﬁ' Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1
El Applications

Policies

Dﬁ’ Logging (Preview)

LQ@ Administrators (Preview)
Click an item to view the details.

] Hosting

==

7£ Citrix Studio #1¢/7#5 Nutanix FITE iEE

1. 33 FZ#h Delivery Controller, &7 H#n Citrix Studio FEREE > & > FMEENE R WF=
Delivery Controller, &7 Citrix Cloud EHEF Web 89 Studio =4l & iR EIE > 18 > HRINEEM
iR, UEIES Nutanix B EERIZFEE,

2. ERIEENZ RS PREZE LXE Nutanix AHV fEREZREE, RAEEEEUDNEERERF L. FiE
UKEZER R, ERNENEL, EEATFRERTHNE,
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flgn, ey Citrix Studio

Add Connection and Resources

Studio Metwork

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.

+ Connection
Metwork

Summary Select one or more networks for the virtual machines to use:

™ ! Name !
[J INTERNAL_1
O wvM

Back || oo | [ cancel
%0, £ Citrix Cloud EHEF Web 89 Studio #ZHl&:
Add Connection and Resources
o Connection (@ Create anew Connection
2 Network Connection type: Nutanix AHV ~
3 Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location ~
Connection name:
Create virtual machines using:

3. EMKE L, EFATRERTHMNS,
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7£ Citrix Studio #1¢/725 VMware B9t &iEE

1. 72 vSphere 5 %% vCenter Server, BXi¥4Ms8, B8 VMware vSphere,

2. 1£ Citrix Studio &, #EFREE > {8 > RINEZEMNEBRLULIES VMware vSphere 1.

5 Citrix Studio (Cloudsdsite]

T

Microsoft® Azure™ hitps://m: o/

v [ Configuration
£ Administrators
= Hostir~
[ storef | Add Connection and Resources
[ appy e, >

@ Zones

3. % VMware vSphere fEREZ2E,

Studio Connection

() Use an existing Connection

| RanConnection -
Connection

F=y .
‘ ®) Create a new Connection

Storage Management ]
; Connection type: I [ VMware vSphere ® - ] |

Storage Selection

Nt Connection address: | Example: hitps://vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic taals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next Cancel
e [ cencel |

4. 2N VMware tFp9iEiEtht (vCenter Server URL). &R P & A1 2205 U KR o
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :

| 'f!:' Create a new Connection
Storage Management

: | Connection type: [ VMware vSphere ® = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back T Next J [ Cancel

BEREERFER—NMTER.

£ Citix Studio
File Action View Help
es am
8 Citrix Studio (site)

D search

= Machine Catalogs

# Applications Vmware ‘VMuware vSphere & Enabled

Policies =
[# Logging
~ [ Configuration
& Administrators
(= Controllers
= Hosting
. Licensing
3 Storefrant
[y App-V Publishing

@ Zones

$7 3 BEEE

(1XFR Citrix Hypervisor) #% 3a: % Citrix VM Tools  7£##iR VM %% Citrix VM Tools, LUfEE VM
#EM xe CLI ¢ XenCenter, BRIFREXLETH, BN VM EEEATRESRIR, MBEEXLETH, TERTUTE
CIEEge

o WIRXE. EFBNEIER VM,
o 7£ XenCenter EE VM HEEEIE,
o EBEETTHVM (GEiE XenMotion),
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« QBB FEARNE RER) NHRE, UREREIHRE,
o FIEFEE(TH Linux VM EiF% vCPU ¥4,

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,
sudo mount /dev/cdrom /mnt
<!--NeedCopy-->
2. 1RIBEM Linux R1ThR, BETUTHTRE xe-guest-utilities BRHE,
33F RHEL/CentOS/Rocky Linux:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3+F Ubuntu/Debian:

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

s+ SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 72 XenCenter AR EFLET £ LIOERIR VM BEIMERES, NRIEMRLTET Citrix VM Tools, MEMHKIR
SHEM K.

(GERTF Azure. AWS 71 GCP) #Z 3b: v Ubuntu 18.04 2= cloud-init
1. ERFREEFHEDHEL VM B VDA THEPAEE, BETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

#aiATE /etc/cloud/cloud.cfg ey system_info #84 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. Ef£R SSH izizinia) AWS £ MCS €28 VM, IERRERSHIIE, FAXE VM KEWMBERARM. 1R
EREERITUTERM.
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« #g1E cloud-1init BEEXMH /etc/cloud/cloud.cfg. #ifF ssh_pwauth: true 1772%. MbREE
% set-password 7RI T1T (WAREH).

users:
- default
<!--NeedCopy-->

o MREHHIERBE c loud-1nit BIBMEIAERF ec2-user L ubuntu, MeaTLUfER passwd
WL BERAPRE, FENRER, WENUEETESR MCS SIZH VM,

o 41§ /etc/ssh/sshd_config X UBREELTT:

PasswordAuthentication yes
<!--NeedCopy-->

RIFZXHHET sudo service sshd restart &%,

$I% 3¢ 7218 VM £%% Linux VDA ¥t &
AR
EFERAYFIEEIEITH VDA fERIEIR VM, BTt 1,

EIER VM £%% Linux VDA #8281, 15ZZ.NET Runtime 6.0,

RIBEH Linux %17hR, BT F&< R Linux VDA & B
33F RHEL/CentOS/Rocky Linux:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

==,
pa =W

s+ RHEL #1 CentOS, &5 %4 EPEL F6i%E, AEA#EMII%E Linux VDA #1417 deploymcs. sh,
BxiA%RE EPEL W58, &2 https://docs.fedoraproject.org/en-US/epel/ iR 1A% BE,

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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S8 3d: BRAFMEENRE tdb-tools #+& 3+ RHEL 7 fR58::

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

*fF RHEL 7 T{Eu4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S 3e: (72 SUSE L) Fahk% ntfs-3g 72 SUSE F& £, FRBEFMELRRME ntfs-3g, TERRE, HiFH
FahR# ntfs-3g:

1. =% GNU Compiler Collection (GCC) {RixBRAFZHIEHERIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. F#H ntfs-3g e,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

BN ntfs-3g R EHEE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:
./configure
make

make install
<!--NeedCopy-->

1% 3f: 4R1E MCS ELBE X
1. Ef /etc/xdl/mcs/mcs.conf AHTE,
o ERATRMNENTS
EELUERARNEEENERBEREENTE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N
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ADD_FIREWALL_RULES=Y|N
VDI_MODE=Y|N
START_SERVICE=Y|N

s ERATEMNZBZSR
TERETURETERENTE:

- Use_AD_Configuration_Files_Of_Current_VDA: MEREERYIEEIRT
B9 VDA B9IE AD HExECEB X (/etc/krb5.conf. Jetc/sssd.conf # /etc/samba/smb.conf),
MRIKEAY, MCS QIEMNITEN LM EXHES HFIEEE1TH VDA EMEMHER, B2
1AM AERE dns 1 AD_INTEGRATION Z&, BRiAMEN N, XELEE MG EMEBEER
FASRHAE MCS 81289 BN ERERE X4

- dns: &ESE1 DNS ARS32889 IP ik, ERZATLUSE A DNS ARSS 28,

- NTP_SERVER: i&& NTP fr532889 P sthiik, BRIESITIRAA, B[Nt 2EATISITHIZHY IP 3t
ik,

- WORKGROUP: B ITFARMITENEE AD HEER NetBIOS 2 (K9 K/NE) , &M,
MCS ¥ EREBPEMITENENZZENBLEANTEAGN. G, WRITENKS S
userl.lvda.citrix.com, MCS &/ lvda fEATIEARTR, M citrix REMRNIER, BSH
[EHRSE TEARTR,

- AD_INTEGRATION: i&& Winbind. SSSD. PBIS 5§ Centrify, % MSC ## Linux &
IThRAINNTT AR, BEBRERX PR RITR.

- CENTRIFY_DOWNLOAD_PATH: i&&T# Server Suite Free (Lgi#5A Centrify Express)
REENEREZE, 28% AD_INTEGRATION ZTEi&E N Centrify B¢, ZEASEK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&&F# Centrify Samba ##aMiER, R4
¥ AD_INTEGRATION Z&i&&EXR Centrify B, ZEASER.

- PBIS_DOWNLOAD_PATH: &&T# PBIS R4+ GRIRKEFE, RHK AD_INTEGRATION Z&
B1RE7 PBIS B, ZEAREK.

- UPDATE_MACHINE_PW: BRSZRAEMEMITENKFEL, XEAES, BSHE0E
Mt EYIKP 2,

- Linux VDAEBCEBEZ &

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME:Y| N

VDA_PORT=port-number

REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

HDX_3D_PRO=Y|N
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VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

2. ERIRHEN L, B&H$iTHmel /etc/xdl/mecs/mcs_local_setting.reg XHLUIRIBERES
AREFEMRE, RETRHIEEIEIIZERT MCS MERITENSREHR BT EL.

/Jetc/xdl/mcs/mcs_Tlocal_setting.reg X#dME—TMERTREXEMIMREN—
L,
g0, EEILUE A TR 1TAME /etc/xdl/mcs/mes_local_setting.reg Xffd, UDHTE
AR EFEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v

"Flags" -d "Ox00000003" --force
<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

HI 3g: QIERTMME
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. MNRFERYUFIEEIETH VDA EAREIR VM, EMRBRMANENGS, BBILP B, ) EER VM L,
EHEEERUAEXSEMNRE VM LMEX /etc/krb5.conf. /etc/samba/smb.conf M
/etc/sssd/sssd.conf Xt

3¢t F Winbind B, iE# /etc/xdl/ad_join/winbind_krb5.conf.tmpl f /etc/
xdl/ad_join/winbind_smb.conf.tmpl #i&k,

FF SSSD AR, EEH /etc/xdl/ad_join/sssd.conf.tmpl. /etc/xdl/ad_join/
sssd_krb5.conf.tmpl# /etc/xdl/ad_join/sssd_smb.conf.tmpl #ik.

34 F Centrify AP, i8F# /etc/xdl/ad_join/centrify_krb5.conf.tmpl# /etc/
xdl/ad_join/centrify_smb.conf.tmpl #ix,
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=W

BEREERXEREANNERRAHEEHETE, f W SWORKGROUP, SREALM. S$realm.
${new_hostname} #1 SAD_FQDN,

3. RIBEEANAESEIZEREHNREHHE.

« GEAT Citrix Hypervisor. GCP 71 VMware vSphere) =ik VM k=% N B2 H X H#EIR
VM, €IEH6rE ERERIIRER,

o« (EATF Azure) EIER VM LLENBRERFE, M Azure P XAER VM, HFEER VM BEBERS
7 Stopped (deallocated) (Ef=ik (BEGESE)) . BIELAABRRAR I, 7 Azure LEHREME

F=EE
RGBSR EIZ R,
* Connec t P st @ re M Siop | & Capture => Move @ Delete L) Refresh
Resource group (change) Computer name
mcs rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vepus, 8 GB memory)

Subscription (change)

I
Subscription 1D

Tags (change)
Click here to add tags

« (ZAT AWS) 7E18iR VM ERENAEFE, M AWS EC2 TP XF#ER VM, HRER VM B9 BRIRZS
AEEL. ARBEER VM, AEEEFREG > QIERK. BAESHREFTEHRTIRE, RECIERK.

Create Image e

Instance ID (i) i-011€
Image name (i)
Image description (i)

No reboot (i)

Instance Volumes

Volume 3 - - Delete on
De . Si GiB] - Th hput Ei ted
Type ylce Snapshot (i) Iz,:e[ &) Volume Type (i) I0PS (i) ford gu Termination nfryp s
o) @ 2 0] ! L (MBIs) (i) @ 0]
Root Idev/sdal Sgap' la0 |Génera\ Purpose 55D (gpé) v| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

« GEAT Nutanix) 7 Nutanix AHV £, XF&EiR VM, eIEHHE EERIRE,

=

AR

#TE Acropolis tRE& & FREiin L&i4% XD_ 7 &e7E Citrix Virtual Apps and Desktops #f#f,
RIBEEMEA Acropolis iZHlaEHERE, EGZRBE, EMREIEERASLRERIFHE
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7=,

TR4. IBHBENER

7z Citrix Studio 1, SIZIENBERHEEEEERPEEN VM K8, SIZIHENERN, BEFRENEREG, T
ER/LNREG:

Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.
¥ Introduction + If you select a VHD attached to a VM, the VM must be stopped.

) = Make sure the selected master image has a Citrix VDA, installed.
¥ Operating System
0 Don't see the resource group you want?

¥ Machine Management

N e b [®)jc-WestUs2 n
b @] LinuxVDA
Storage and License Ty...
Virtual Machines & Arure-1604_OsDisk_1_0b3977596¢1447909bf42373ac0c6a05
Resource Groups !azure-cluent_DsDisk_'l_Seekd35a6d?44{199ﬁ4502f8d63&53
Network Cards & azure-de_OsDisk_1_f047ecO78ebad26bb0d03c0fI2869e67
_ 861d447a5bad 0666

e A & Aoure-jejc77_OsDisk_1_echcddBd75e74bb08150cBe4d83T254e
Domain Credentials & Azure-jerhel7T_OsDisk_1_685abfc0Sedc4fdBacac2b2Be36d9e04 o
Summary & Asure-jerheld_OsDisk_1_51a0c329a234%e8c7d30e 52648934

@ Select the minimum functional level for this 7.6 (or newer) -

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

o) D [ o
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

£ Nutanix J25#) Container (F88) FiE.L, WEREZANRIR VM IBENSR. EEMEREL, BEREKIRE,
FEEHNITE L, REEM CPU MEEUKRE ™ vCPU B0,

==

R Delivery Controller EHitBEH B REEBIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% %
Preparation FitBHNER, X7 2GFAEHMITOIETSZ,

RIERERITHMREES. EXEAES, BSREA Studio tIBITENER.

SRS SIBERMA

ZYARM—IHEZ NI EN B RPEFNIHTENNES, SREEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

£/ MCS E#HE/ Linux VDA

EEH MCS B#EH Linux VDA, EHRITUUTIRE:
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1. 7% Linux VDA B2 HalhRA 2 /1, EWHREZE.NET Runtime 6.0,
2. EERITEMN LEH Linux VDA:
AR
Itsh, EERTLAEER Linux VDA BBIEMINEERITRIR MG BohER. BRIMUILER, BERIRITEN LK

etc/xdl/mcs/mcs_local_setting.reg XM <17,
Ban, AILURIILA T aR<1T:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x$F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

34F RHEL 8 #1 Rocky Linux 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

x$F SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy—-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->
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3+F Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

3. 448 /etc/xdl/mcs/mcs.conf #l fetc/xdl/mcs/mcs_local_setting.reg.
4., SRR,

5. 1£ Citrix Studio #, EZFEAFEMITEN B RIHIRE. EESUBENENRRHZE, FE—RIE. B2F
HEHBEITEN.

B BRI ENK A EE
BIANBERT, TENKFZEERITENERE 30 Xidfh, ERLEEBIHUKRBIEMITENKFER, BT
LU R4E:
1. 7517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, U TEBHFME /etc/xdl/mcs/mces.conf &,
UPDATE_MACHINE_PW="enabled"

2. =17 Jopt/Citrix/VDA/sbin/deploymcs.sh /&, $I7F /etc/cron.d/mcs_update_password_cronjob 14
REEHNEAAE, BRASESAZRAERE 2:30 EFMITENKAZE,

SXREMITENKFZB/E, Delivery Controller EWEIEEFET AT, HETE /var/log/xdl/jproxy.log #a]
SHIMLLTHEIR:

alb
RE

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

THREIR, BEIEREILIEE. dERE Delivery Controller si3diis 28 L R HEFE RIS,
£ MCS tJZrI VM L3 FAS
AIUTELL T % TR EiB1T89 MCS BIEBIEIWL_ES A FAS:

Winbind SSSD Centrify PBIS

RHEL 8

fil
7|
7]

il
7|
1 I

Rocky Linux 8

all

RHEL 7. CentOS 7

]
]
o
]

Ubuntu 22.04.
Ubuntu 20.04.
Ubuntu 18.04

ali]

7
iyl
iyl
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Winbind SSSD Centrify PBIS
Debian 11.3 = & & ES
SUSE 15.3 = ) S S

ERIR VM L& T REESE A FAS

1. SNR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. &7 ctxfascfg.sh, BHxXFMER, ESMIZTT ctxfascig.sh,

3. £ Jetc/xd1l/mcs/mcs.conf FigBELE,
PE= W

MfE fetc/xdl/mcs/mcs. conf higBEREXVENTE, RARETER2E VM BEiHERR.

a) ¥ Use_AD_Configuration_Files_Of_Current_VDAKEIZEERN Y.
b) ¥ FAS_LIST T2 B NI FAS RS \/IMAH S FAS RS Bitbit. AP SHRS it

i, HFEARSISE— T HZ M tubiFEER, a0 FAS_LIST="<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>"',

c) RIEREGEHMETE, itn VDI_MODE,

4, BfTHiZ /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS ¢1iZr VM ti5H FAS

WRKIN EXPTRTERRITEN _LEA FAS, MAETLES™ MCS 81289 VM LB/ FAS,
27 MCS 82289 VM EFF FAS, BHITUITIRME:

1. 7% /etc/xdl/mcs/mcs.conf RGBT &,
pE= W
HfE fetc/xdl/mcs/mcs. conf higBEREVENTE, RARETER2E VM Bt RRR,
a) ¥ Use_AD_Configuration_Files_Of_Current_VDA M{EIREN Y,
b) % FAS_LIST ZT&i18E R FAS BRS3 23k,
c) RIBFERBEHMETE, 0 VDI_MODE,

. SR CAIEH,
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sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. iBfTHlad /opt/Citrix/VDA/sbin/ctxfascfg.sh, BXF4ER, EBIAz(T ctxfascfg.she

& Citrix Provisioning ¢/ Linux VM

December 16, 2022

AXRME XBIEREARKE Linux BIREENER. FEALLIIAE, EATIEREE Citrix Virtual Apps and Desktops
IRBRTRES Linux EEASEE.

T Linux £1ThR

« Ubuntu 22.04

« Ubuntu 20.04

« Ubuntu 18.04

« RHEL 8.6

+ Rocky Linux 8.6
« RHEL 8.4

« RHEL7.9

« SUSE 15.3

BE:

o EATEWEMER Citrix Provisioning MR L6, BRIBEDN Linux RITHRERZRGE. BEH
Linux M AR#EEAE 2109 RESRES, FEZRZE Citrix Provisioning iR552% 2109 RES AR

o f#H Citrix Provisioning i@ i A#X Linux Bfig&EE, S ENEEHEMREGEIER MBS
X, DUMETIACHYISEEES E R B0,

o FER G ER btrfs XL ETSX. GRUB2 f£&# btrfs X HIMAZRE, GRUB 4% GRand
Unified Bootloader.

BXEMMES, 1B51A Citrix Provisioning SR RLEID R AR Linux BRiES.

77 XenDesktop 7.6 & E#AhrAE.E Delivery Controller

December 16, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 176


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/configure/authentication/federated-authentication-service.html#run-ctxfascfgsh
https://docs.citrix.com/zh-cn/provisioning/current-release/configure/configure-targets/install-linux-streaming-component.html

Linux Virtual Delivery Agent 2210

XenDesktop 7.6 B RIAFEEHRA BT Linux VDA, XFXLERAR, BEETENMEFRENIIZE, REM
WIHEBEAX PR M.

&t Delivery Controller &2 &

3+F XenDesktop 7.6 SP2, &R Hotfix Update 2 S Linux E#MsE#Y Broker, Hotfix Update 2 a[#E LT
B

CTX142438: Hotfix Update 2 - i&f@F Delivery Controller 7.6 (32 i) - Z&thi

33 F2F XenDesktop 7.6 SP2 #9hiias, AIfEAZ N Update-BrokerServiceConfig.psl 89 PowerShell s
SkE# Broker Service BtE., WU HIRALEZ:

o citrix-linuxvda-scripts.zip
f1HMAEA Delivery Controller EE LU THE:

1. ¥ Update-BrokerServiceConfig.psl filz<E %%l Delivery Controller i+ &1,
2. fEAHBEER FTXHITH Windows PowerShell 2418,

3. W¥2E% Update-BrokerServiceConfig.psl BlZRIX 3%,

4. i&fT Update-BrokerServiceConfig.ps1 fizs:

.\Update-BrokerServiceConfig.psl

<!--NeedCopy-->
R
PowerShell MEIAERE B2 1EH4T PowerShell Blzs, WMEMZANEITERY, ELEZ PowerShell HiTHeg,
AEBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy—-->

Update-BrokerServiceConfig.psl =6/ Linux VDA FrEyEh WCF i =85t Broker Service BREX 4,
AIEEF BN Broker Service, ZiilZ~s B nh#iE Broker Service BEXHHUE. RASKER—TERT ARG
FREXHRIR&Y, HEXHEHm prelinux.

XEFNARAXFME S AERR—1 Delivery Controller 189 Windows VDA #9112, —-> Controller rIRAY
FTHEEMAE Windows # Linux VDA &1,

153K Delivery Controller i2 &

LUFEMBEEEXE N A T Delivery Controller i, EndpointLinux = 7 & & % %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config 2 H R,
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£ Windows &#<¢iRmEOF, UAHEERERSHERHITRE:
cd "%PROGRAMFILES%"\Citrix\Broker\Service\

findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

HREZH] LDAP fRS5281% 8

December 16,2022

Citrix Studio HHRERIGE

7% Citrix Studio HIEBHR, BHITUTIRME:

$1FF Citrix Studio.

R RIEER,

B OIEREE,
RIBEEEE 2 155 RIG B REE,

> w N

VDA 8y LDAP fRZ388E

ST EiIFE, VDA LAY LDAP BRSBEHEBE R %N, BN TFZIHMZEMFE, ZRBEVEN, FHERSEELIG
B ReEXEIFERHIT LDAP %,

ZE Linux VDA BB aE, BITUTHS:

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

REINHENBNFE LDAP fR$S52%: BEE O MMM LDAP 22REHE (FQDN) (%8 LDAP ixO) 5k (fia
adl.mycompany.com:389 ad2.mycomany.com:389),
( DL LDAP_LIST. ..

y Agent b ault = ) 1i AP servers, however if DNS is un provide

LDAP Fully Qualified Domain Names (FQDNs) with

LDAP port

If required, 2 e the FC of at least one LDAP server. N |

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers'" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->
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fcE

December 16, 2022

FERNABFANABT Linux VDA WIHEE, SIETHREER. EEMBIEHER.

B2

December 16,2022
KESABTEE LT ER:
« CEIP
» HDX Insight
« 5 Citrix Telemetry Service £/
« @A Citrix DaaS Standard for Azure §9 Linux VDA B&E#
 Linux VM # Linux &I&E4R
- BEWE
o RIEFFRIE
o BMRSTIFER
« TEMZAER
o HAth
- &ATF HTMLS5 89 Citrix Workspace M BEFX#F
- Bl Python3 E#AIFiE
- ¥ NIS 5 Active Directory 5%
- IPv6
- LDAPS

- Xauthority
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Linux Virtual Delivery Agent 2210

Citrix P £ 2k=E11+% (CEIP)

December 16, 2022

25 CEIP 8, R&izm Citrix KEXEZFIHEUENEREREBURS Citrix =RREMMEEE, i, ERHIEN
Bl RIXE Google Analytics (GA) U TIRE. BRI BRIAMERT, GA RTFRAKRS,

AMRIRE

BINBERT, B1ERE Linux VDA B2 BE5 CEIP, AAEEZERE Linux VDA EREE—R EHHIE, sIUEE
RPERIRANRE.,

« CEIPSwitch
BR%ZA CEIP fEMRiEE (FRIAME=0):
{ii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#: CEIPSwitch
E: 1=284, 0=28
KIgER, CEIP &FERARE,
AIATER Fif EIETT AT e Sk EE A CEIP:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
BRASEA GAREMRRIEE BHAE=1):
fii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#: GASwitch
B 1=%A, 0=E8
KIEER, GALTEARS.
AIUER PG EETUATaSREA GA:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

« DataPersistPath
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EHRISIERERENIMRIGE (BRIAME = /var/xdl/ceip):
fii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
#&#r: DataPersistPath

B: FfRH

AILUETTA T ar < RIREILERR

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"

<!--NeedCopy-->

MREENRERNFERLENR, BERFREETRIARZR,

M Linux VDA g£#9 CEIP #iE

TREHTWENEREENRETA. SEPFESEMRMNEERETFAFAESR.

BIESR EMRIA IR

&M GUID machine_guid

AD fRR5 % ad_solution

Linux AZhRrzs kernel_version

LVDA higzs vda_version

LVDA B ekt update_or_fresh_install
LVDA R&E75% install_method

Z2ERBA HDX 3D Pro hdx_3d_pro

2EBA VDI &= vdi_mode

RKEIZE system_locale

LVDA = ERSE LR EF B EATE] ctxhdx ctxvda

GPU 23! gpu_type

iR

R MERER R R T A

RTTENBEIMN G ZB XA F AT
&
R BENBIRZAR A AR F T B

RRRER Linux VDA IRZAHI ST
FRB,
RREESMEEFFEMNHEF Linux
VDA R ER X AF R &8
FroBEidER MCS. PVS. Bigst
HFNREREET i Linux VDA
REBENXEFRTSR,
REAESHEITEN LEH HDX 3D
Pro B9 F R R

REEEEMA VDI EXH A F RS

R BTN XIHIR BN AT R
&#

ctxhdx # ctxvda RREM X
EEohETE, &R
dd-hh:mm:ss, #g110-17:22:19

RITENE GPU %3
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HiER

CPU W%
CPU i

MEBRERN

BERIE

Linux R ERFAMRMARZ

AR RIERTE

SIERRAY A

Receiver ZF xR

Receiver Z P ishR7A

FTENIH ¥R
USB EEMit#

Gfx iR{tiZFRE

BRI
BFEFEES

BRREEMIT

ERRIE TR

cpu_cores

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

iR

RTENS CPU AR EEL

& CPU SIRpFE =#8 (LWL MHz A
1)

RTIERFAR NSRS (LLKBH
B11)

RTAHN SR RBIT BN LB
& (BERFENER) WRIEHROEHR
RNITENS Linux 2ERK R A
FRASEI XA F 75

TR MEIREV IR 21E

RTBHNRIENTRENXAF
& £@E <appname>

BT RESIENEME, — 1 2iE
AIE ZVEREYE], ERRIERTIL
W B
BFRENERIFHENSIERFEN
i)

KRBT REIEIERN Citrix
Workspace [z Fi2FFRIZE By EE$K
RTATFRIEIEM Citrix
Workspace [z A2 IR SIS 2
FRIE
RITRIEERFTENTNRER IR NI EEER

RRRIEFEA USB IREHIRAVEE

5
RTENERRMHEF LN
FRIE

RIRREWET R EY

BERAPERNFIAESIAGKT
FFER

RTERFEERRATRIETNARE
FHRZIEERMAR S HIIERIREK

YL
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HDX Insight

April 18,2024

B

Linux VDA &4 3z#% HDX Insight Thik,

[
ik

REKHREETERR.

fERAER
HDX Insight #&s34fi@id Citrix Workspace R F#2F#1 Linux VDA Z a8 Citrix ADC %3&# ICA B 8. Fie HDX
Insight #4E5R B NSAP EiN@EH LUIKREEA R LIX. NSAP EHUEEZIAL T B AR,
LU Tan<a 32 AMEA NSAP EiEE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

R HIRR
FETEASIER

AREERNRRA:
« HDX Insight RIEHEIE.
fign, 7 Citrix ADC L/Z/ AppFlow, =Z¢#7E Citrix ADM EEE T REHHY Citrix ADC 324,
o £ Linux VDA EkE5 ICA = EHLEE,
ps aux | grep -i ctxctl

IR ctxctl FKiE17, BESEERBKEFRLUA Citrix IRERE.
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FERMEAINAREFHRER

BWIARSBR T TEEINRE B TENBERF EEET.

5 Citrix Telemetry Service £5%

December 16, 2022

@35 Linux VDA 3£ E Citrix Telemetry Service (ctxtelemetry), &aILGETT Citrix Scout, AGfE

A /opt/Citrix/VDA/bin/xdlcollect.sh fiiz<3UksEE % Linux VDA BEE.

n Citrix Scout

Collect

Name
rggbe-lvda-1.bvtlocal
rggbe-lvda-2.bvt.local
rggbe-lvda-3.bvt.local
rggbe-lvda-31.bvt.local
rggbe-lvda-5.bvt.local

rgqgbe-lvda-6.bvt.local

B O0O00O0OOAO

rgqgbe-lvda-8.bvt.local

rggbe-tsvda-1.bvt.local

o o

rggbe-vda-1.bvt.local

+*" 1 machine selected.

Select or add machines ta collect data from:

+ Add machine

Type Status
Linux VDA

Linux VDA

Linux VDA

Linux VDA

Linux VDA

Linux VDA

Linux VDA Verified
Windows Multi-session VDA

Windows Single-session VDA

— *

o

Filter by machine name O\ ‘

AR

M Linux VDA 1912 B RiRAEFA LG, DREHiziT /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix
Telemetry Service (ctxtelemetry) WEE, EXxXETEMNFMAER, BRABRNRE,
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B A Citrix Telemetry Service

« EEAZRS, 15517 sudo systemctl enable ctxtelemetry.socket @<,
o« BEMIZIRS, 15517 sudo systemctl disable ctxtelemetry.socket.

EYin)

Um M

BIAERT, Citrix Telemetry Service (ctxtelemetry) /A TCP/IP #x0 7503 fiifF Citrix Scout, ©ERA
Delivery Controller £#9 TCP/IP %0 7502 5 Citrix Scout #1Tilfz,

ERE Linux VDA BY, AILMEARIARORE BRI U TEEE RO,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AF1iiff Citrix Scout WEZEF KO, BiAKON 7503,
« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout :&fEMimO. FRINEHOR 7502,

E7ERE VDA EEO, FHRITUTERE:
1. EBENATFS Scout BEMIKO, BETUTHL,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. BEMMIF Scout WEEFRO, BBITUTHSLUITHHYE ctxtelemetry.socket x4,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy—-->

ux VDA telemetr

3. BITUTHLUEBRBHERFIHRO.

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy—-->

4. EFMEEESERHED.

a0, mREERAMZE Ubuntu, 51T sudo ufw allow 7503 &5< LUE A 7503,
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IR
R Citrix Telemetry Service T&EEMAARIETT, WEIUBRRXEXRKBERE.

1. EEAERER, BETUTHSUITH ctxtelemetry x4, #AE% DebugMode EE2H 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ELRBIAR, ATLLETT AT a4 RIEL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEZE &R Linux VDA #1£ /var/log/xdl/ m&E#
telemetry-debug.log,

ARS3 E 1R i)

HIAEEFIRON systemd FEFBIABEIHER L EFE, Citrix Telemetry Service A FEIERES, #
1X1E M Delivery Controller ZtH BEWEIERIN BRI, BEKRETRE, RESFFMIKEISER, FHENER 15
o8, MFREEEMBERER, WSEXEL, AT U Ta<SiEESRNE. &IVER 10 2%, NRIGENENF
10 %0, MEIVE 10 DHREER. RESHNEG, FLEHERSHRS.
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

<!--NeedCopy-->

FOIEM i

EFRREEREZE, BRIEWSRE S EENEE BN B6ET, XEMRHEREXLEER, MRESITENM
MAKW, Scout BET—FKHER, RABINUMNBIEERE, FXEIEVXMIFMAES, 1551 Citrix Scout XHHRYLE
TN BB 53 o

&< Azure #1T Linux VDA BBhEH

May 30, 2024

LthIhAEH B F 3 BNk AE i RIAYBY i8] B Zh & Linux VDA B, H#&7E Citrix DaaS Standard for Azure (LLU#T#RA
“EFATF Azure 89 Citrix Virtual Apps and Desktops Standard”) &6l Linux VDA RIEEHER, &7 Azure &
TEE VM HEMAEEANKR. BXFAES, ESREE Citrix DaaS Standard for Azure 8 Linux VDA,

(=1

EEMILINEE, BRRUATIE:

HR 1. BEHESME VDA € L) Azure 523

S la: 7 Azure itk P FOIE— M BRHERRIHIEFILE 5 Blob (Anonymous read access for blobs
only) (Blob (1R blob KIE B iREXARINR))

=

AR

Azure B2 blob ZITHFFIFEMEE, Citrix WEHAEMRZ2AEAREERT. A THERIIERSMAMER
R, BFEESXERENERASRIANAEZIZE N Private (no anonymous access) (FA% (TERIBIENIER)).

Steplb: % VDA E#{EE & #2187 Updatelnfo.json B9 JSON XX, BXXAEARAE, BSFHUTR:
{
"Version": "21.04.200.4",

"Distributions": [

{
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Hre,

"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash": ""

}

)

{

"TargetOS": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": "4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

)

{
"TargetOS": "UBUNTU20_04",
"PackageName'": "",
"PackageHash": ""

}
]

}

<!--NeedCopy-->
“Version” xR H VDA fk4ds, “Distributions” 2—AFHWR, 8 MNWNREE=RA:

“TargetOS”: 712 “RHEL7_9” (G&RTF RHEL 7. CentOS 7 #1 Amazon Linux 2).” UBUNTU18_04"
5 “UBUNTU20_04", ctxmonitorservice THRFMEMEMEITIR.

“PackageName”: i5EhRAH VDA R-EHLE,

“PackageHash”: £/ shasum -a 256 <pkgname> &<it&# SHA-256 {4,

Steplc: ¥ JSON xx##0 Linux VDA BB 8FhR A EEHFIEH Azure B2

H 2. EEMEIES VDA LB BEEEHIIEE

RIAMERT, BREFRVFZBERS, MR Citrix DaaS Standard for Azure #8I# Linux VDA, %7 Xg
HITEERR. &N, BEEES B VDA BRI

EEREBRENR, FETEMTUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
TREMRDT,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0
x00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRABTEMKRILE.

AMRIGE BiBA

fEnabled I ERHET, BIAMERT, ZEN 0, REREN
BEER. AIURHIGER 1 ISR ERER.

Url LGB ANET, BIRE Azure F28 URL LUREXEH
= BAFH VDA HiFa,

ScheduledTime I BRMIET, ATLEHIGE N Immediately ¢

NextStart, Immediately =& T VDA Bt a1/g
Y ANE{TEH. S THEREREEENENIESERH,
IATER, B2, MR THRGENFEALNRIE,
AT gE A A A%, NextStart ExEE T REDH
ctxmonitorservice WEBTEH. YTFHERER
SEENERAESE, WETER,

CaCertificate gBERAIRIZE, BIRE PEM IERBMSEEERF I
Azure =238 URL, 33F Azure blob, ©aLIZMRE
B RHERN PEM 89 portal.azure.com BIIE+,
ATRLEN, RITEEHRMLEMRIGE, BNE
Ubuntu E2%#, # RHEL L, E&E#EE curls
SH—LE NSS F, FRIEEIEPHRIERER,

EFES ctxmonitorservice B, ©E%EEHR Url LFKE Updatelnfo.json 3¢, #ABEM JSON Xt
REHMAS, A/ ctxmonitorservice aREMRES HFiRAHTHR, MRLFREFRE, ZRSEM
Azure THFhRZAR VDA R BHIEHREEARK, 25, EIRIE ScheduledTime Mg BE1TEH. X T4
E, BOUEEERB ctxmonitorservice UAE#H. 82, 7£ Citrix DaaS Standard for Azure &,
&3t VM B EEENR, RecrEH AR VDA HENEEFRBE ctxmonitorservice, MREHMEM, &
89 VDA B EIREIME IR,
FE:

o TEBEXREEMG LRREREMRIE,

o WNRFEFHFAE VM RN THRER, ML EE,

o MMRFEMMEIRHEK, HFREEREX,
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o MREHERMUEEIRMLN, F—MEHNAEF B RERZAH Linux VDA, XMERFBRER .
s EIBEEFE/LOHEEAEETEMR, Citrix Studio F&BERESIERSR.

Linux VM #1 Linux &iFEfr

December 16, 2022

TRIIE T —EERATF Linux VM # Linux £iER3E#R.

¥etn FREEMRIR VDA Rz 5 BH &
ERiFaatia 2109 CEERERIEN—MEEZ, [ELEUSEPTH.
ZSERIEAP M Citrix

Workspace M BZFHi4
EEDIREB A RIERXE
BtlEl, BEEERIEMVET,
B3| Citrix DaaS (LLES
#rA Citrix Virtual Apps
and Desktops iR$3)

RIS TIEIN &, Monitor
$& 1L Director =588
R, LU Citrix
Virtual Apps and
Desktops ZiFikiz<#l
LTSR ZBEH XS EHH#ITHE
HibR, EEVLEREL, &2
HE RGN EE S T
WEBEREER. TERYE
RETIE L, RELIEEMH
2R A AT M E T,
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=L

REEERER T

TIRBYIE]

Linux VM py#TE45%R

i

ICARTT

FREBIERIK VDA hivzs

2109

2103

2103

1909

1903

WA

EEERIETHNENENE
R, EIRREBIE,
REFMHBREZNAULE
BRERTE, RIEEHE
MEFIT TR ETRIEN
EhEMEER . iEH
SEUHE G ESEMERE
RESENEY, KBEH ‘B
BIEE . BXRIEEN
EENFEAER, BB
iH. BXREEMNIFAES,
EBRE P in B EERE
REISIE BN SIS ] SRR
®E.

EiRRILAENR, EBITIERE
HiEsE > RE>FERIE
FTAFBERIETIH.

Linux VM ML T E361R
AT CPU &R, AfE
K BERBSUR LI
s CPU MREFI A=
Linux 1EREmImE
ERIEFAE BTGRP E
7 UDP & TCP,

ICA #iRBFiE] (RTT) 2M
TR T ENRE IR S I
E&im LA MEtEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l ICA
HRITIEITERM ICA 1R
(= BN

gnfarifia) Citrix Director 1453028 A9 S FRIEITHI R G

o BERIFLATE]

&

7z Citrix Director #ni5#%
ST

17£ Citrix Director #0i5#%
23HIY T A,

£ Citrix Director #0i&#%

IR A,

7z Citrix Director #0451

A

7z Citrix Director #0541
23R Ao

1. 72 Citrix DaaS s iliEm+ L, BHFHYERFENEIDFNEEHEBES,
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d Deskto)

Overview  Manage ~  Monitor Downloads

Ut Cormrocton Fardures @

Total Failed Multi-session OS Machines
jrdata B9
[

jrecata

Sessions Connected

Average Logon Duration
L]

2. EERMETEL, KRETIEFN.

= CilnX  virtual Apps and Desktoj

Overview  Manage “ Monitor  Downloads E. o 8 Q
Dashboard Filters Alerts  Applications o Seach
Logon Perfarmance o Exalusat x  Capacity Manage MachineUsage  Resource Utdiza Fai be Results € setwork e (@ 4B

Logon Performance

Delivery Group

Time Pesiod Last 24 Hours y Ending

—— Awerage Logon Duration === Previous 2 Hours Average B Number of Lagons

verage Logon Duration

Numnber of Logons

3. BENAUARKE RIFEIEET.

iFri%

Overview  Manage ~ | M Downloads . 0O 85 | & Q
Dot Fun’  Abma  deicwons | Cofgwatin  Sewh
Logon Performance Lo B . v S Rrsource tiz - . o e . . c (@ 8-
Ending
Apply

Avarsge Logon Durstion
Mumber of Logons
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o CPU i #h. WEA/N. BEAE, UK Linux VM BYFIFIFHSE CPU RREM AR
Eifia) Linux VM ROXtE3EsR, 151E Citrix Director (/411 23h# 2% VM, AREETENIFAEE@iR.
u:

DIFEC'[OF @ ﬁ‘ﬁ' .‘ - . '0‘ il

Dashboard  Trends  Filters Mlerts  Applications Configuration  Analytics

Machine Details Machine Utilization

Te—— —Ta—

Machine name

Display name wserver

Delivery Group wserver

Machine Catalog wserver

Remote PC access No

Site name 100%
Windows
Connection Setting
Registration state Registered
0S type Windows 2016
Allocation type Random
Machine IP

Organizational unit

VDA version 2103006178

CcPU Memory 10PS

Logon Enabled

Hosting Connection
Name

Host Name nla
VM name nla

nla

vCPU 4
Memory 4088 MB
Hard disk 200 GB

Avg. disk
secftransfer
Current disk queue
length

Microsoft RDS
License

Load evaluator

0.002

Time (last minute)

Sessions
index No of sessions
Connected
Disconnected
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. "M 'i_ L1} i
Director @ oGt & A o i oo

Dashboard ~ Trends Filters Nerts  Applications Configuration  Analytics
B —— ¢

< Back to Machine Details

Historical Machine Utilization Export
Time period: Last 2 hours v | Ending | now =
Apply G e [Last Applied: 03/02/2021 19:06]
QNS DM &40 DAA ANEDNA 210 DAA
Select Chart: CPU Memory
CPU
M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM GO5PM 610PM G15PM 620PM 625PM 6:30PM 635PM G40PM 645PM 650PM 6:55PM

Zoom is not available for the selected time range.

Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM 605PM 610PM G15PM 620PM 625PM 6:30PM 635PM 640PM 645PM 6:50PM 6:55PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. thi¥

EEE Linux 2IF0IE1T, HETHETIES > 25 > IASEIARELERE, REHNS5MEaE
1R BHRSEMESER, BITHRESERE, ARREEFFUFNLEHEERME, Fin:
Coer]

Activity Manager Machine Details Session Details

po—— r— seso it~ s | i

Machine 3} 3

name Session State Active

:;s"ﬂay sin-ubt18 Application State Desktop
Application Name o Status Anonymous No

Delivery - ’
o sin-ubt18 Time in state 56 minutes

Machine
Catalog

Remote PC
access

[] userl@ubti8-sin: ~ Running
sin-ubt18 Endpoint name

Endpoint IP

No Connection type HDX
Protocol uDP
Citrix Workspace App Version ~ 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT

Registration — ICA Latency
state egee Launched via

OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot refrieve the data.

Organization S _ _
al onit CN=UINF18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

s RIEEEDENEEITH
EEEREPHNEDEMERRL, BHREENE, REFHHEENAUE MERER TR,
REBEIERITHIIE R T REN B ERER R fla0:
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* citrx

e

Session Details

L.
6] sesu0e Auto Reconnect Count shows autn recennacts oy for Vs version 1363 0 Lte. Ensure that VDN and Sta re rusning the same version fo vl e btes featuses

Nt~ Q

Resulls updated every minute €.

Filters - All Sessions

View: O Machines ® Sessions O Connections O Application Instances
Filterby: =
swess. |
2 Sessions I}
[ Associated User « Session State Session Start Time Anonymous Endpoint Name. Endpoint IP Citrix Workspace App Version  Machine Name
) Administrator Active 27272021 208PM No 101571368
O usent Active 27272021 209 PM No 10.157.13.68 2012142

HEUE

December 16, 2022

BER

ZIAERT, Linux VDA B9HEWENREL T BRARS.
A&

ctxlogd sr#rigF#l setlog SLAEFEIEE Linux VDA FRA#HEH, RiIAMERT, ctxlogd SFiPEFE
EREHEE Linux VDA BEH.
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ctxlogd <Fipiiz

RERPIE HAMRSHMET ctx logd FiriEF. MRFFERER Linux VDA, FJLELEL ctxlogd sFiFEF.

setlog SLHiERF

ASWENEERFER setlog LARERFREN, ZEFMT Jopt/Citrix/VDA/bin/ 2 F. RE root AR AN
BITZIEF. ATUER GUI iETHSREEMNERRE, BEETUTHSLUIRERER setlog SREFNERE
B

setlog help
<!--NeedCopy-->

& EINMERT, Log Output Path (BEimHERR) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
K/ &EBHR 200 MB, ZRZELUTE Log Output Path (BEMHRE) TREMRNIHEEX .

EEYRIMN setlog f&:
setlog values
log_path (Log Output Path) = /var/log/xdl/hdx.log
log_size (Max Log Size (MiB)) = 200

log_count (Max Old Log Files) = 2
<!--NeedCopy-->

EERKRER) setlogE:

setlog value <name> [<value>]
<!--NeedCopy-->

4.

setlog value log_size 100
<!--NeedCopy-->

&3 FANERT, BEEIERENES (FREDARNE).
BEEENTEHEFRENBERS, BETUTHL:

setlog levels
<!--NeedCopy-->

BIREASES (B81F “BREA". B4R, ¥4, BR7. “EF. ‘HBR M WHHER), HETUTHL:
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setlog level <class> [<level>]
<!--NeedCopy-->

B5E3 HEBH (FRHANE)
B2A x

B4k g

EZ 4

Hs =8

B B

58ig S

Hanhiz G

<class> ZTE|IEE Linux VDA 9—PAM, BREBFABAMY, BREREN “287. fH:

setlog level all error
<!--NeedCopy-->

& FOAERT, RSIREWNT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false

CLASS = false

LEVEL false

FUNC = true
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FILE = false
<!--NeedCopy-->

ERLUHITS:

setlog flags
<!--NeedCopy-->

BEENRERASAE:

setlog flag <flag> [<state>]
<!--NeedCopy-->

EREHMIME  BFFERG. mENEERERIMNRE:

setlog default
<!--NeedCopy-->

B5E:

ctxlogd BR52:ER [var/xdl/.ctxlog XHEER, RA root AFREBEIRZX . HtAFIHZXHE
BEEANR. ENZIN root BFAERAEMAFETFEAIR. SN2SH3 ctxlogd #ITERRER TR
BE, T miRsSEEMERE, HMEMAF AL,

HEHER

[var/xdl/.ctxlog >x#E%k (Flan, BEIMAER) BY, ctxlogd SFFRRFRN, EEFEEEFM B ctxlogd iR

%,
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BRI, B root AR &13iE1T setlog UEMEIE [var/xdl/.ctxlog . RAEEHBEMRSFAE
Fiy ctxlogd BRS.
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DER ?LEE

April 18,2024
BESEEIENEE, HEBERALUE Intranet EEFRFH ICA 2iF. ZI18EER noVNC ZiZE ICA i,
AR

B(ERIZIEE, BFEA Citrix Director 7.16 SiEShA,

REMECE

KRR

REBFEEM KX ER python-websockify fl x11vnc, E%% Linux VDA BEFshRE python
-websockify #fl x1lvnc.

3+F RHEL 7.x 71 Amazon Linux2:

BETUTHSURE python-websockify fl x11lvnc (x1lvnc kg4s 0.9.13 SEEARA) :

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

ZfRAR python-websockify # x11vnc, &% RHEL 7.x L2/ Extra Packages for Enterprise Linux
(EPEL) #0713%H9 RPM 72fi#iFE:

« EPEL
x1llvnc FZ EPEL &R, EEiTUTa<USA EPEL 74k
yum install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-7.noarch.rpm
<!--NeedCopy-->

o A% RPM
EESATEMN RPMs FEEURE x11vnc N—ERHIERER, FETUTaS

subscription-manager repos --enable rhel-7-server-optional-rpms
-—-enable rhel-7-server-extras-rpms
<!--NeedCopy-->

33F RHEL 8.x #1 Rocky Linux 8:

BEEITUTHSURE python-websockify Ml x11lvnc (x11lvnc kg4 0.9.13 HESkRES) -
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sudo pip3 1install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

Zf#it x11vnc, #&REA EPEL #1 CodeReady Linux Builder =&

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos -—--enable "codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

34 F Ubuntu:
BETUTHSURE python-websockify fl x11lvnc (x1lvnc hg4s 0.9.13 BEARA)
sudo pip3 install websockify

sudo apt-get 1install xllvnc
<!--NeedCopy-->

xtF SUSE:
BETUTHSURE python-websockify fl x11lvnc (x1lvnc kg4s 0.9.13 EEARE) :
sudo pip3 1install websockify

sudo zypper install xllvnc
<!--NeedCopy-->

3¢F Debian:
BETUTHSURE python-websockify Ml x11lvnc (x1lvnc kg4s 0.9.13 EEARA) :

sudo pip3 1install websockify
sudo apt-get 1install x1llvnc
<!--NeedCopy-->

] m|

RFEF AR BHiERE 6001-6099 WM E A OREIM Linux VDA R Citrix Director m&Es. Hit,
AIUHITERH ICA SIERFMEEE 99 1. FHFEERBRIRORARBRENER, LHESRIEER.

AR

TRIE THEXEME:
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MR A BRIAE
EnableSessionShadowing BRNEARIEEXE 1 (BRA)
ShadowingUseSSL R AT Linux VDA # Citrix 0 (A

Director Z [a|#9EE N

BJ7E Linux VDA EiE1T ctxreg ;s REBUEMRME, AN, BEASIELFRE, BEETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director zZ a8y noVNC &% B WebSocket #hi¥. M FRIFEF, BRIETR LN
“ShadowingUseSSL” jEtRRiEZFE ws: // Hwss:/ /o BRIAMERT, &R ws:/ /. BR, HFRLEH, &
IMBRNEFER wss: / /, #EEA Citrix Director EFisf1&E & Linux VDA AR 88 ER4EIE. Citrix IE£EFIBE
Bws://#17 Linux VDA IEEFNERZL R T,

FERSS EIEPFIR SSLIER  IEPMAMATEIERMANE (CA) BX,
SHIFEEHEPEE SSL WSS Linux VDA lRE28FKiR, MEE—HRMMIRSIZIIIE (81FFH). RSF[IEBITRF
ERITEN, FESTNEEARSEBNTLEEMNEEZ (FQDN), Ea B MIERBRTIER. EXMERT,
B NEDHEE R
5 Linux VDA #@&=z898 Citrix Director P it BEIRIEP. RIEBIMIMARSIZIEHNE— CA K15,
A LUMILT CA RERS[IMEFIHIER:
o S5EMNIRIERFIRGE—EEN CA
o 1k CA (AL AFEIAIRA CA)
o REBRERFIRHPE—EEH CA
BEWEALHNETLER, THEOIEEEREMAARIREBUER,
BE.
cMREBIFFHNABLBYSME Linux VDA Y] FQDN X E L S EHMBER & MNIE F &, 4 W
vdal.basedomain.com g *.basedomain.com,

o IBHREE (845 SHALM MDS) MFHFIERFHERMS A, FEXKHENH. Ak, SHA-256 f5EH
RIRAR I,
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Z=&1 Citrix Director i LR ERIEH RFERS IS ERERANEFT EMROEREME, HILERTLUER
[IS 5% Microsoft EigzHla (MMC) IEREB S TRERIEH, W CANIERRE, a7 IS FEHF Web RS2
EPES, RAERASHLREZIER. S, ERIUEFER MMC HRIERENRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome S NREMEIRER S LMIEH, XF Mozilla
Firefox, HfEIEHEIREEH Authorities (F&MH) EH+ ESNEMIR SSLIEH,

#S4 Linux VDA fRS28 F RERSV/IEBRERH BRSJBIEBHEH “shadowingcert™”, HKEPH
#H “shadowingkey” (* #5418z, a0 shadowingcert.pem # shadowingkey.key) . &R 23IEBMNE
PN HRIERRZ [etc/xdl/shadowingssl T, H 5/ RANRIE Lt L TRIP, MRZFRKEERER, Linux
VDA B EHFFENIEBRBRNM, MISHS Citrix Director MEEANK.

fERER

#£ Citrix Director f, HEIBHFRIE AERHRFFAFEESMERNER UM Linux VDA RIXEFE
Ko

Session Details

Session Control - Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICARTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127001

Policies Hosted Applications SmartAccess Filters

EEMBRLE, ICAREREPE (RE Citrix Director FFim) LRET—FHIVES, EXRAPATNS
EHITER
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/\ Allow an administrator to shadow this session?

Mo Yag

MRAFPEER, WCitrix Director WRER—1NEN, IBREEEY ICARIE

BXAZERIEMEE, 52F Citrix Director 324,

PR

o RIFEFMUERAT Intranet, EREATIINEEMLE, BMEE Citrix Gateway iE#Eth2itk, Citrix IE425i8
TESMEB IR Pi#1T Linux VDA SiEEEMEAERE,

- BRATRIEERG, HEERREETE ICARIE, BTREEATHITH.

s BERHECitrix Director #BEEEGE, RAKER—FHIVER, ERAPATNRIEHITER.
REERIEAF AFETRENSIEHRITER.

- AIERRNEIAVESEENRE], B 20 7, BiE, ERIERERK.

s — I RIFREH—(IBERHITER. fliWl, NMREER B ARKIEFEER A REERIBER, REHAFPRRAHIA
EESENHIERFEE L MRAFAR, EER ANEREEEEL, HATER B WERNERER.
MREBERAR—RIELEZ—NEFIER, ERIUEBERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 XESARZS,.

o Citrix Director ZFisER FQDN MAZ IP #uht3kiEiER B4R Linux VDA BRSE 28, EiItt, Citrix

Director EFiRAMEEHBMMT Linux VDA fR%52889 FQDN,

HPEHEER

MRKFEFKN, BE Citrix Director FFmM Linux VDA Li# 1T,

7Z Citrix Director X i +

BENRBHIFAARIE, EEHAEMFEREREES. HEEMLKET £ LZE ShadowLinuxSession
APl ¥Rz, RETRREAFASRNHINGE S, BEEEILKLK, EF 5 ping VDA B FQDN BUIGIE Citrix
Director 2% FQDN, MR wss: // EZEHMEA, ERBEHTES,
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7 Linux VDA t

HWIAEEDERIERN, ERETERAFATFNRILER. R&E, 0% vda.log 1 hdx.log st LURERIEX
%E, BIRE vda.log XiF, ERITUUTERE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUER vda.logBiiE:
Log4jConfig="/etc/xd1l/log4j.xml"
2. 117 [etc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WMTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &<$UEHBE ctxvda RS,
WRERIEEREH IR

1. RERBEEAMAERFIELESEERZTHIRD.
2. 7R SSLEYERT, HWIANEEBEMGRIEBMNERXYE, FEHETERIRIZE T,
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIBER,.

wALARSS STIPIER

December 16, 2022

BURSTIFEFRETHITERAEREMXBERS, WNRIREN, ZTIFEFSENBHHELRSHE, HER
HEREUBRKZR. wNTHNREIERE [var/log/xdl/ms.log X,

icE

Y&BE5 VDAY, BMARSTIFEF B BRALN.

A LLfE A B E R NIREE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf
whitelist.conf X #+EE % IhhE,

Z(# scanningpolicy.conf. rulesets.conf 7l whitelist.conf XX+ EREN, BBRITUTHSUERBE
BRSFIFERF,
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service ctxmonitorservice restart
<!--NeedCopy-->

+ scanningpolicy.conf

REXHEARERBARSTIFER. ERERSCNNEER, HiEERSRERNINEE,

MonitorEnable: true/false (BRAEX true)

DetectTime: 20 (afui: #, BAE: 20, H/IME: 5)

AutoRepair: true/false (BAfEH true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

ttEEEXfHEE B BMNBERRS. RABR TELMRSEMANRS, NTENFSEEFT.

EREERANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3

- ProcessName: <> (#IZRMFEEET, HATLITHE,)
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- Operation: 1/2/4/8 (1=®KRNZIFEHMEILRS. 2 = NFRERLILRS, 4= EHBHRS. 8
= ;512 Xorg #i25% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf s E M BiriREZ 4 Fi7E whitelist.conf Xl E, O 2REES TS MMEE
iprin

EfRRBEREE, 157 whitelist.conf XX SHEEH (UATLER) . EXRFl, ESETENRE
BE,

EfFlk ctxvda. ctxhdx fl ctxpolicyd REZHi, 15517 service ctxmonitorservice
stop < UELEMRS TIFER. TN, SNRSTFEFEENBHEFLENRS.

TEMSZARER

May 8, 2023
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SFHIETWLARER

BITREMNLBER ctxsdecutil AAFEWSE Linux VDA LHRIEHIE, EZi8 VDA LRENFAERIER
RHERIENLU TR, 1517 /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] &%, [-c] SHFRREVHER—REIE.

s RAREHE

o MHAEHE.

s MERERRE

o MR - EXRIER

o fHiRITIZAY(E]

+ it ThinWire %3

o HHEMHE

o HLITEDH®

&t

o BINIKRhESH

il

o IHIREDERE

et

xdlcollect Bash HiZx

BTFWEREM xdlcollect Bash fizAi§ &L 2 Linux VDA Z & rhH i1 F [opt/Citrix/VDA/bin T, &%
Linux VDA /&, AIliafT bash Jopt/Citrix/VDA/bin/xdlcollect.sh®m<$kkERS. BEWE
TG, BESHABBNXXGRFER—MNEBHWBEXH, xdlcollect Bash HAmIgERBAER TR ELS
# B2 L& EF Citrix Insight Services (CIS), MRERE, xdlcollect ¥E LH=MRERE upload_ID.
FHR2MNER AT BRI ESEN B E . HEftEA I UER upload_ID iAiE CIS B EXH.

XDPing

Linux XDPing TAR— " &s¢TRARF. EFUBMRITIRE Linux VDA FRHHE I B R@HE R,
Linux XDPing TEZERLFHIT 150 ZMRIREGMIL, XEMAABS LM T:

« BEREHE Linux VDA RFAER

s RBIMERTENEE, 84E Linux X1ThR

o #F Linux RZMEA MY

o WEREEEEATEESM Linux VDA 12EM B Linux Z1ThRIEE
o HOELZ LR Linux (SELinux) EXESM

IR EOHF O ERMEILE
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o EEFED XA BREE S8

o RETBENENNAREE

+ 2% DNS BEEHHITERNIR

o RABAEHUNEERFHOEEMNEE, X

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o WENENEEHICE ML ER L RS A UETT

+ 1% PostgreSQL RSB E EMEEEMIEZTT

. REBAEREERREMBRORTEITH

+ 107 Kerberos FRBEHMITH B IIEMNIR

+ 1% LDAP ERIMEPRARIRIRS S| Z

« 1% Active Directory EMEEEEMISE, URHFIHENESTEMNG, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory & Linux i+E#H3 RV M
o REAIERSHRIEER (PAM) i2E

o ERZOEMEER

o WBEZDARET Linux VDA FRENREE

* iR5I Linux VDA R+ EH IO ERENTE Y

« 1% PostgreSQL FMFRIEERNTEN

+ 1% Linux VDA fRS B EEEMRREMNITIT

« 0% VDA 1 HDX BRE R 24

« RNEEERSE Delivery Controller, LUl Broker Service @& aliAial. 1T B MR ER
« REHENZEEERE Delivery Controller a3

o WESMENSMIFEEN HDX 2IFRE

s PIEABEXMHPEEREES Linux VDA EXHIEIRMES
+ 1% Xorg MIREERER

£/ Linux XDPing T2

=

AR

izf7 ctxsetup.sh R& %% XDPing, aLiEfT sudo /opt/Citrix/VDA/bin/xdping &
XDPing.

Ita ST S 61E— XDPing FRER Python3 EilIFiE, MRS T EIR Python3 ENIFLE, EiRIEE
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2 Python3 ESIFIRHEREAF AN EIZIZIFIR,

TRREMER pip TENTIAESIBRIAY SSL EZEIR, BEREUTIEENRME /etc/pip.conf St
[global]
trusted-host =

pypi.org

files.pythonhosted.org
XDPing KfHE M@ < shel iZ8789% R xdping BIEANARIT
BRREpITIRD, EFEA —h Em:

sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

EET2ENR, BERMEAEAGHITERMNER FIET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

BERE Linux VDA B ZRIRERE, EE1T pre-flight Mit:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUSITRERMIALS (5130, BSEINIRA Kerberos MIR) , &R —T 3EI:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRNEEEM XenDesktop 156128, BHRITUUTIRME:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

ThlEE  TERIETT Kerberos XK R :
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NONME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:
Verify Kerberos system keys for UPN exist [ERROR]
Verify KDC authentication [ERROR]
Hith

December 16, 2022

KESABFEEUTER:
« iEATF HTML5 B Citrix Workspace R AEF 1%
Bl Python3 EINIFE
« ¥4 NIS 5 Active Directory s/

o |[Pv6

LDAPS

« Xauthority

iZATF HTMLS &9 Citrix Workspace M FHiEF%#F

December 16,2022

AIERERTF HTML5 89 Citrix Workspace R Ri2FRE# AR Linux I\ AEFSE, MEEKEEFmE
1£3 Citrix Gateway, BxiEATF HTML5 8 Citrix Workspace BZBEEFHES, &S Citrix (i,

ERILLINEE

ROINERT, IR TERRS. BERAIZINEE, BHITUTERE:
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1. 7z Citrix StoreFront #, ERERTF HTMLS5 89 Citrix Workspace [ B1EF,
BXREFEMIE, FBRAFIRFOE CTX208163 8 “SE 17,
2. BH WebSocket &%,

a) 7 Citrix Studio &2, 1% WebSocket HEiZ 5K E J 11T

BT LIS B EH ith WebSocket 5B&, B* WebSocket HEIRMTETIR, 1585 WebSockets 58&i&
=

b) #£ VDA t, ERILIAFEHER ctxvda BREM ctxhdx RS, MUERBEERK.
c) 7 VDA L, BT Ta4$ kT WebSocket il 2 B EEIETTo

netstat -an | grep 8008

WebSocket il 2s b FIZ{TIRESE, S<mtBmTATR:

tcp O @ :::8008 :::%x LISTEN

EE BEFILUSA TLS mELURIP WebSocket T2, BXBH TLS MEMESR, BESRER TLS
RIFAPRIER S,

83 Python3 EIfiE

November 27, 2023
MBEEEIIMEG, izfT sudo Jopt/Citrix/VDA/bin/xdpingsk /opt/Citrix/VDA/sbin/
enab'le_ldaps.sh @<alblelE Python3 EIFE, BR, MEXLEGSTAME Python3 EHIAFE, MED
ELEMEEE, UIUFHEE SOFENET IEEEMBIEZN Python3 EBHIFENMSESHNT B,
WEZ M

o WMEEBEENEEAEER /opt/Citrix/VDA/sbin/ctxpython3 BR.

« Python3 BiHERARRXHEEEME. AIUM https://pypi.org/ FTERLX M

8l Python3 EilifiE

ETRU TS ELUSIE Python3 EHIIFE:
1. =% Python3 &#ili,

%tF Amazon Linux 2:
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yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

%tF RHEL #1 Rock Linux:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

AR

BRIV TARRSEFERESTETEF LA TL, XF RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms <. %F RHEL
8, 1Ei51T subscription—-manager repos --enable=rhel-8-for-x86_64-
appstream-rpms <,

33F Debian i, Ubuntu:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

3+F SUSE:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. flE Python3 E#IIFE,
AR

ERROREER pip TANTIEERIBEIM SSL IEEHIR, BHERGUTIEENARME /etc/pip.conf X
b

[global]

trusted-host =

pypi.org
files.pythonhosted.org

%fF Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

s+F SUSE:
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin

sudo mkdir -p /usr/lib/mit/include/gssapi/
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sudo ln -s /usr/include/gssapi/gssapi_ext.h/usr/1lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

3. %% LDAPS #&#iI,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 1ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->

4, %% XDPing fk#im,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy—-->

¥ NIS 5 Active Directory £

December 16, 2022

X FE AT Linux VDA s SSSD % NIS 5 Windows Active Directory (AD) 8%, Linux VDA #15
Citrix Virtual Apps and Desktops H¥— . Hlt, ©5 Windows AD IMEEZLES,

fE/ NIS (f13EAD) E UID #1 GID IRtZFERIKFERS (AR BMERAS) 72 AD # NIS H4EE.

} =r

AR

' AD IREBRITE M IIE. FAZ3F NIS+, s0REA NIS 9 UID #1 GID 1211 F, WABFEARXE
Windows fRs32:89 POSIX B4,

e
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A ERREF AW Linux VDA BEFSE, XM ENBFRHAR. 3F RHEL/CentOS K17hR, 1BRER
# Linux Virtual Delivery Agent for RHEL/CentOS #ra93tBR# 1T, 33F Ubuntu &1ThR, 1BHRIRRE
Linux Virtual Delivery Agent for Ubuntu sr#9i5BE# 1T 1F,

SSSD 2ft4?

SSSD B&4iFiriEF. HEBEINRERN T RIBI o] ARG M E 7B SR 008 RS KIR A T2 R IRH X H
HITHHIIE. TRt PAM 1 NSS AmMiEiR, FRAILUAT BAFEEXFEFET D-BUS BiE0. ItINERRMELF
BRI e SRAF B A3t AR P 0K P ADY R AR P 3R

¥ NIS 5 AD 185/

2R NIS 5 AD &£/, FMUTIE:

$12 1: % Linux VDA 705 NIS &%

ECE NIS B ig:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

RE NIS 15
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7% [etc/hosts 7N NIS BRSZEFNZ A ixAY P ithit
{ NIS server IP address } server.nis.domain nis.domain
@3 authconfig@& NIS:

sudo authconfig —--enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update
<!--NeedCopy-->

nis.domain &= NIS IRE2EMIEEZ. server.nis.domain 2 NIS fRZ2MENZ, HAILE NIS BRSZE/ P b
b,

EZE NIS BRSS:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

iR NIS BB IEH#:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 215


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/installation-overview/redhat.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/installation-overview/redhat.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/installation-overview/ubuntu.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/installation-overview/ubuntu.html

Linux Virtual Delivery Agent 2210

ypwhich
<!--NeedCopy-->

FIERTM NIS RRSS2RRGKFER

getent passwd nisaccount
<!--NeedCopy-->

} =r

AR

nisaccount £ NIS ARZ 28 FAYSERR NIS 1k, #fR UID. GID. XBERMEF shell L EMHEE,

18 2: £/ Samba mMAFHAIZE XN keytab

SSSD HFRMEAFIMNHEFMEER RS keytab XHHI AD BFIFINEE, LULXLINEERILUIRA/MAE, GE:

« adcli
« realmd
e Winbind
Samba

BRN4E Samba A%, 3F realmd, i&£1@ RHEL sk CentOS AN, HRIEEE SSSD ZHiH
p

70

if

T3

X

|IE

£/ Samba MAEHEIZEH keytab:
EIEMERE T LUFXHH Linux BF i L:

« Jetc/krb5.conf
« /etc/samba/smb.conf:

BitENELE #1T Samba 1 Kerberos B335k

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Hrh, REALM 2AE5 1 Kerberos $figi&#5, mm domain 2159 NetBIOS &#7F,
WMRFEEE T DNS & KDC FREBMGURBFE, BB UTHRMETRNIZESENSHS:
--enablekrb5kdcdns --enablekrb5realmdns

17+ [etc/samba/smb.conf HE LU TE£BFHME [Global] 29 T4, {EEMk#E authconfig TE4EMNES G
m|:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows 2 REryiEHIZ el AR, MASEBERKITENRMEIEN AD AFKF,
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sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AF5H Kerberos 5Z&#, user EEAUSITENFMBIENEERF.

H 3. igE SSSD

& SSSD WF BN

« 7£ Linux EPimit BN LR sssd-ad # sssd-proxy #4E.
o IRFE (BIE0 sssd.conf) HITEREE X,
« 25 sssd ARSS.

|etc/sssd/sssd.conf sssd.conf BB (FILIRIEZEERNEZEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMESE@REALM is not
available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
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<!--NeedCopy-->

3% ad.domain.com. server.ad.example.com it HENME, BXFMER, 1551 sssd-ad(5) - Linux
FMITT,

33 sssd.conf i& B XX HEFRAERAIRER :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

S 4: B.E NSS/PAM

RHEL/CentOS:

£/ authconfig =/ SSSD., %% oddjob mkhomedir LIFREBREIES SELinux #5&:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

m:

f2&E Linux VDA i& BT, B SSSD Z (& LiRigfE, Mixd Linux VDA BF G ERHIZE, X1 F ctxsetup.sh
BN RBERIMNBIR 5 5, RTERRIAE,

$12 3. 1iF Kerberos it &

7T HaiR Kerberos BEIEMEE NS Linux VDA BB &R, ERERY keytab X 2R ECIEHEAERE
£A:

sudo klist -ke
<!--NeedCopy-->

B S EREMEGEZMEEREFASRANZNAYIR, BT Kerberos Kinit &<, UERAXERHARIEH R0
I EABS

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENAMMARBMUBTIEERAT, RS (§) BAEARML (\) #1758, UREE shell Hif, ERLEREH,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUABM. WRILHSHINET, AR TERKL,

ERAUTRLIIETENKAR TCT RIEEERF:
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sudo klist -ke
<!--NeedCopy-->

SR 6. WILAF SRRIE

fEF getent sy LHAIASTIFHIE R LR NSS BE IE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 EEL SR, IRFEEAS—HEREN, FEERA getent s S #H 1T,
SFFHNERENNT:

o EEFERZM: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS si&4&=: username@DOMAIN

EI05E SSSD PAM IR B EIEMRELE, BFERAF A ER Linux VDA, Z#AF kP LIFTR B ERd,.
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESERNUTHSREM uid I TIEH Kerberos EiREE M4

ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

HERF Kerberos EiREFTNEIREZEMERIH:

klist
<!--NeedCopy-->

IPv6

December 16, 2022

Linux VDA 3z#% IPv6 LUES Citrix Virtual Apps and Desktops f#5—%. EALINEER, EERUTED:

o WFICHERIFE, BRIFEESXBHA IPve, FNEA IPv4,
o R IPV4 IFEFREAT IPV6, Linux VDA BLE1E1T.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 219



Linux Virtual Delivery Agent 2210

BE:

o BAMBHEXTAA IPV6, MIEREST Linux VDA,
« Centrify Rz#544 IPv6,

%% Linux VDA BY, REEXT IPV6 SITEMMFHANIEE TS,

77 Linux VDA E2Z& IPv6

B4 Linux VDA WWERE 2 i, IBMREFEER Linux BIWLLIEITE IPv6 MEHiETT,. BN 5S IPve ERER XpEME
Im:

R

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i@ & 1 7 &E7E Linux VDA EE A IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

R Linux VDA &1 M&EO, MELER ControllerRegistrationlPv6Netmask f5E AT Linux VDA
RBImZEREO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" —-force
<!--NeedCopy-->

1545 {IPv6 netmask} S A ESLMLEHERS (5130 2000::/64),
&% Citrix Virtual Apps and Desktops #F#9 IPv6 SFEHIFMES, EEI IPv4/IPV6 25,

BEHEER

REEAM IPv6 ML EHERM ping6 102 AD # Delivery Controller & a@TiAi,
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LDAPS

December 16, 2022

LDAPS 2REBRiFinNY (LDAP) =2k, H LDAP @{=fEM TLS/SSL #1T%,
BIARIMERFiRSRESRM AR ZE LDAP &S, @2 LDAPS, ErILURIP Linux VDA 5 LDAP fRZ8s 28l
89 LDAP =R A,

AR Linux VDA 4141 LDAPS E#EBKHIN:

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller &
o REEARSS: SREXITAH

ECE LDAPS ;SR AT iE:

« 7£ Active Directory (AD)/LDAP Br%333 = A LDAPS
o SHiR CA MEEFIHER

o 7£ Linux VDA L= /2 LDAPS

« NE=AFEEE LDAPS

+ E2& SSSD

+ E2E Winbind

+ B2E Centrify

o F2&E Quest

AR
A LUETTA T en< 0 LDAP IRS2&BE AR, BIAMER 15 2%, BEDREIZEE N 10 2.
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

7£ AD/LDAP frs323 L= LDAPS

AT LLE S 22 Microsoft IEBM A (CA) 23k Microsoft CA 2 X EMBYIEFH KB B&@id SSL #9 LDAP
(LDAPS),
e

TEiEIEHIgs E R lAR CA BHEBEIE A LDAPS,

BXUMEAIREIEBHIIE LDAPS E#pi#4Mi= S, 50 How to enable LDAP over SSL with a third-party
certification authority (ANfaf&BhE =AIEEMA VB BET SSL #9 LDAP),
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HEE - ZRIEBMANMER RGN, EEEEd S LA2E8RERT LDAPS BHIIEMS&EIES.,

BEXUNAFERZEIERMANMBERE M NIEEH 282 H LDAPS W58, 2@ LDAP over SSL (LDAPS)
Certificate (&3 SSL &9 LDAP (LDAPS) ifH) —XZ

BRRIEBMA A LU ER P iniE A
EF B AER LDAP BRS5EREEE CA RBNEH. EATFIREA LDAPS SHIIE, HRKR CAIEBSANERE
ERVE R,

BExXMMSHIR CARIEMAER, B2 Microsoft 2 Web 55 E# How to export Root Certification
Authority Certificate (A0S HIRIERBIMENM) o

£ Linux VDA L=/ LDAPS

272 Linux VDA L2 EH LDAPS, BEITUTHA (FUBEERSHERN):
e LENEEEEUTAR:
o BIETRHAR CAEHBAET SSL/TLS # LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

 MAEESE®T SSL/TLS =/ LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy—-->

AR

RFBESERR CAIEBXIRA PEM 18, NREBA LDAPS FiEm1he)iE Python3 EHINFIE, 18
ZER eI Python3 EBINFIRRAYIREBFRIGIZZIF IR,

ERREMER pip TENTSERBEIN SSLIEEHEIR, BERBUTEENFME /etc/pip.conf X
b

[global]

trusted-host =

pypi.org
files.pythonhosted.org

« EBEIREAM SSL/TLS & LDAP

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->
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LT LDAPS 89 Java ZHAENM T [etc/xdl/.keystore, MY EMRIEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

NE=FFAEE LDAPS
k% Linux VDA A#5h, RBE S MHEFAIAetb EE RS LDAP B9 VDA lIE = A5 4A M, #I SSSD. Winbind.
Centrify #1 Quest, LU TF&EHTE T tnfaid@s LDAPS, STARTTLS 8 SASL & &M ER S LDAP,

e

HAFPMEXLMAA B ERM MR SSL kM 636 KRR e LDAP, HEAZ#HETE LDAPS (%0 636 L@l
SSL 8 LDAP) Fge5uR0 389 LAY STARTTLS #7%,

SSSD

RIBIEME IR 636 im0 389 LAE SSSD 4 LDAP 8. BXFMES, 1H21@ SSSD LDAP Linux F##
pars

Winbind

Winbind LDAP &8 ADS 755%, Winbind %0 389 £1X3k#% StartTLS /A%, S MMEE X4 [etc/sam-
ba/smb.conf 1 /etc/openldap/ldap.conf (33F RHEL) =% /etc/ldap/ldap.conf (3F Ubuntu), #%T
FRR BB e S

+ smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« |dap.conf

TLS_REQCERT never

&, ATLUBE SASL GSSAPI &R MHERER S LDAP, BR85S TLS/SSL 77, EER SASL NZE, FEX
smb.conf f2E:
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ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7£i% 0 636 £ARz#f LDAPS, BE7EinmM 389 LiRMRLME. BXFM=R, E8F Centrify i,

Quest

Quest Authentication Service 70 636 £#F LDAPS, {B7Eix0 389 LfEREMAERHR2ME,

HPEHEER

fERILLINRER ATRER S & LA T IRl :
« LDAPS fRS5AT A
EHIA LDAPS &2 %7E AD/LDAP RS2 LRI A, BRIAMERT, WO 636,
+ BAT LDAPS BY Linux VDA 5K
30IE LDAP RS #BMBOREEIEMAE, FA0ER CAIED, HRES AD/LDAP ARSS 3R ILAT,
o BIMEIRMBRUEMRI

WNREAREFA enable_ldaps.sh MIERTEIINEH T LDAPS HHXAEMRD, NrIESMKIF LDAPS A
BRI

« LDAP FEF@d SSL/TLS M Wireshark siE I E ML 4M T AINZ
ZRINZ A LDAPS, i&i=1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh &&#17.
« %B%kE Wireshark siE M H ML EZEEM T AN LDAPS 2
&% Linux VDA EAF14ESRBS (AT & HEL LDAP/LDAPS fi2.
o Tixi@id1E AD fR$533 Eiz1T ldp connect %I LDAPS RIAM
&/ AD FQDN mi3E IP ik,
o Tiki@diz1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh fiiZ<S N\iR CA iE+H

EiRM CAIEBMTERE, HBIMR CAIEBNXERTER. ERSZXRFNAZEH Java Keytool 2£8%
Bo MREREZIFFIRFIIL, ERILEERER, NRBENEPERIED, RIVBZIEMER base64 figHy
PEM &z,
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o TixET Keytool -list £R=iR CAEH

#@idiEfT /opt/Citrix/VDA/sbin/enable_ldaps.sh BB LDAPS B, iEBEHENE
[etc/xdl/ keystore #, HIEEFBURPERE, MESIETER, ATUERSTZMAUNEEZR
[E=

Xauthority

December 16, 2022

Linux VDA 3/ X11 BRMEE (B1F xterm# gvim) #TRXERTEVIENIFE, INAEREVENT SN
HIL MR XClient 5 XServer ZEIRNBERE,

AILLEE RS ERRILERSBENNRE 2!

« Xhost, BilfERT, Xhost RaiFatEHN XClient 5 XServer #1Ti&@15, WMREEAIFIRIE XClient i3]
XServer, MHFUETT Xhost LB FIRFEITENINIR, I#E, tLaILUER xhost + LA FER XClient
#E3%3 XServer,

« Xauthority, AIUESMNBEFPHNEBERDIKE . Xauthority Xth. ERTIEEIREZME xauth FEBH
cookie FLUAT I XServer #TEHYIE, B5h XServer sEffl (Xorg) /&, % cookie BATWSZFEET
R T B9 I8,

THRE

Xorg BEaiEY, .Xauthority x#iE#EiEsl Xorg, Ltk . Xauthority X#rEEUTTE:

- BREE
o JEIRIFRIIY
« cookie #1&

BILUER xauth sk, filan:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->

R XClient iZ#2iE#E3 Xorg, MSTHEm P HEEMH:

« RERIZ XServer 19 DISPLAY IfF L&,
« RENEE Xorg FHEA—1 cookie #i&2#H . Xauthority X,
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fcE Xauthority

Z7£ Linux VDA L/2H Xauthority LU#1Tixi2 X11 7R, HAEIETEMR N EMERR:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

Ef Xauthority 5, Faigt@IEHAZERRE . Xauthority x#EEz XClient:

o Fohig . Xauthority xxEiss XClient

B5h ICA 3&/G, Linux VDA 34 XClient £ . Xauthority X, HEZXGEFHEEERFEFPNER
R, AL . Xauthority XHEHIZZE XClient i+&#1, FHi&E DISPLAY 1 XAUTHORITY i
BT E, DISPLAY 27%#7% . Xauthority XHHMERSHES, XAUTHORITY 2 Xauthority A2
HEER, FlaN, BEEBUTHES:

export DISPLAY={
Display number stored in the Xauthority file }
export XAUTHORITY={
the file path of .Xauthority }
<!--NeedCopy-->
AR

INRFKIEE XAUTHORITY IFET S, MEIAER ~/ . Xauthority X,

 EEHEHAZEFERK . Xauthority x&i#ERl XClient

REFNAXZANERAPEYEEZEER, ZLinux VDA B5h ICA £2iEH, BEEFRAFNEIERTOE
.Xauthority xtf. MIRLFBERS XClient £Z, APAFEFohELL . Xauthority x#ERE
XClient, E#i&E DISPLAY #1 XAUTHORITY IfET 2/, EBEh1E XServer fm+HE7 GUI,

BEHEER

1R Xauthority TAERIETT, BHRBHIEHIRDS BHRITIRIE:
1. MEH root NRMEER F13IREXFRE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy—-->
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e SR BRBENTEFEEET Xorg B Xorg #iZMEH. S—MSHBTEAN . Xauthority Xt fl

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£ Xauth &< 8% cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. A Xauth <8R ~/ . Xauthority #E&M cookie, MRETHSHER, NETH cookie BA5
Xorg #1 XClient 9 . Xauthority xf#&# cookie &,

3. 1% cookie A, BHRBEETEEMMEMA Linux VDA B P #uibif R EnmO, HREEAHAMNEENET
HE,

B30, 7£ XClient i+EM EEITUTH<:

telnet 10.158.11.11 6160
<!--NeedCopy-->

OS5 6000 + \< 2R¥%E\> BRI,

IR Telnet $R1EKM, B AEERTRE/ERELEIER,

Authentication (5{5I83F)

December 16, 2022
AEBHABTEE LT EM:
 {Ef Azure Active Directory #{TEHI0IE
o WRRERERFMHIIE
o BRESHIIERS
+ 3 SSO SHIE
. BEEFR

« ERAPETHNRESHEIENAR
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&M Azure Active Directory #1755 30IE

September 25,2023
AR

IEThEE(UE A F Azure $£ERY VDA,

RIBEAER, BILUTE Azure FEERMFHAEER Linux VDA:

o MM\T Azure AD DS 89 VM., VM BiNAZI Azure Active Directory (AAD) 15ifRs3 (DS) T ERIE,. BFER
HiFEEER VM,
o RIMAEH VM, VM 5 AAD tRIRRSERRLIRHAF SH1IE, APFERE AAD SiEER VM,

B AAD DS 1 AAD H¥4RE 8, EBIAXE Microsoft &,

ACNE T IMEIERINIER VDA EEAMEE AAD fRIRARS

XFNEITHR

« Ubuntu 22.04. 20.04. 18.04
+ RHEL8.6. 8.4, 7.9
« SUSE15.3

BXRIEFMESR, BHBRAXE Microsoft &,

BN AR RRTT E
7£ Red Hat 8.3 #1 7.9 /1, 7E#117 AAD AR & 3iE2Z /G, PAM (Pluggable Authentication Module, a#Ek
BHIIEER) pam_loginuid.so TkigE loginuid, jp@sELE AAD B AR VDA £,

ERRRIA, B /etc/pam.d/remote HiFRi21T Session required pam_loginuid.soo.
BXTH, BEELUTREEE,

#¥PAM-1.0
auth substack password-auth
auth include postlogin
acco required pam_nologin.so
0 include password-auth
p include password-auth
# selinux.so close should be the first session rule
session required pam_selinux.so close
I#scssioh required pam_loginuid.so I
# pam_selinux.so open should only be followed by sessions to be executed in the user context
session required pam_selinux.so open
session required pam_namespace . so
optional pam_keyinit.so force revoke
include password=-auth
include postlogin
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$IE 1. 77 Azure |']P Lo)EER VM

BIEER VM H7E VM %% Azure CLI,

1. EAzure]P L, BIBRIR VM, ERERE + QIEZA], 15

(£ Azure AD &R),

Home » Create a resource

Create a virtual machine

Basies Disks  Metworking  Monagement  Advanced  Tags  Review & create
Configure monitoring and managemsent aptions for your Y

Anure Security Center

@ Your subscription i proticted by Anan Securty Centér tandard plin

Menitoring
Book disgnosics ®) Erable with managed storage account (recommended)

() Erabls with custom starage account

~

) Diable

Enable £F guest diagnostics

Identity
Sysbem assigned mansged identity l:l

@ Stem managed identity must be on 50 logie with Azure AD credentials.
[P —

Azure AD
Login with Azure ALY

Whier Login is raguined when uiing Asure AD login. Leam

cotificabes. You can e Azure O or Cloud Shell from the Anure Portal. Leam more

Auta-shutdown

Enable suto-shutdcmwn O

Backup

Erable backup O

Guest 05 updates

Pasch orchetration opsions asge cefwuit

[ heview+ ceate [N EET TV |

Center provides unified security management and achanced threat protection across hybrid doud workdoads.

) RBAC role assignment of Virual Madhine Adminiirator L Login or Wirbusal Maschine

[i] MwAUc- row uses SSH certicate-baved au r-e cation, You wil reed to use an SSH client tha supports GpenS5H

i Some patch orchestration options are nat available for this image. Learn mare

2. 711 VM E£Z=% Azure CLI,
EXEMER, BFSIAXE Microsoft xX&,

SR} 2: EEIR VM LESEERE

SUEEEET £ L% Login with Azure AD

ERFTME, BRBER MCS 72 Azure EBIE Linux VM ARV EE 3. HE& ER#HITIRMR

T 3. BIER VM RERRIMNEIRET

BIEEMRESS, BIRBUTIER VM IRERIMNESHAIER:

1. MasLRTFIETTIATHEIAR:
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Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. #% function read_non_domain_joined_info(), #AE#% NonDomainJoined B{&
BHA 2, BXRG, BESFEUTREBR,

function read_non_domain_joined_info()

{

log "Debug: Enter read_non_domain_joined_info"
# check if websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

$9{

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2

4

}

<!--NeedCopy-->

3. REFK.

4. XFER VM,

FE 4. MiER VM 812 Linux VM

ARFRIMANENER VM 5, BREUTTELE VM:
1. &%= Citrix Cloud,
2. Wi Citrix DaaS, RABEHRTERLEEEITH &,

3. FItENBERP, EZFEAR Machine Creation Services MiEiR VM 8 Linux VM, BXFHAER, 5585
Citrix DaaS xR N VDA

S8 5: % AAD AP ikF 984 Linux VM
BUERIMNEN VM 5, "IESE AAD BFIKF,
3% AAD AP kP 2t VM, IEHRATIUTSE:

1. EREERKFIHR VM,

2. 7z Identify (iR5I) >System assigned (R4i9E2) =M+ L, S System Identity (R4i17iR).
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| Identity

System assigned  Usar assigned
& Continuous dbvery A systom axsgned managed identity 5 restricted 1o one per resource and ks

W oslability + scaling about Managed identities.

B conliguasen . O mefresh | 5 ot feedback?
Identity

Il Propenies Ststus

8 lods of

Operations Obfect dprincipall ID

M Bastion

( Permissions

{0 Auto-shutdown

A _Backuo

3. £ Access control (IAM) (iiializ4l (IAM)) > Role assignments (B&5E) %EH+LE, #3 Virtual
Machine User Login (EHWAFER) XiF, AGREBZEERM AAD BFKF,

2 | Access control (IAM)
Virtual machine
£ Search (Cmd+/) « -+ Add L Download role assignments == Edit columns () Refresh X Remove £ Got feedback?
K3 Overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
E Activity log —
. Access control (IAM) Number of role assignments for this subscription ()
@ Tags 2 2000
/? Diagnose and solve problems
£ Search by name or email Type : All Role : All Scope : All scopes. Group by : Role
Settings
&£ Networking 21 items (7 Users, 14 Service Principals)
& c . [] Name Type Role Scope Condition
annect
& Disks > Contributor
B size > Owner

O Microsoft Defender for Cloud
 Virtual Machine User Login
@ Advisor recommendations

User i i 0 This resource None
31 Extensions + applications O . Virtual Machine User Login ©

EREIRMALEE VDA

RALNFHNRLAF AT LLEI R A RNERRMANZEE VDA, FAP B TFIR:

1. =sh Workspace M AR, AEELHA AAD AR 2MZBERE Workspace, LA ET Workspace
DAl

2. WERMAEHRE, EFERAAD BERNHE,

ZOEEA VDA LigBMEREXME: &&MREL AAD kP /ZfE, BUAERT, Linux VDA ERIGEREE
FHELx AAD BFRHITEHWIE, MTFFR. FAEER, ERIRETEREIENER N AAD 1KF /253,
BEXFAY R, BSHUTHD.

L]

3. RERR LN, BEUTARZ—ERIIRERIE:

13 QR REBBHBNZAD,
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« A AAD FFP R,

E2477 AAD kP [BEREFRIER

BIAMERT, Linux VDA ERIEERII AAD BF#1TEMHRIE. BXFRER, BFSEXE Microsoft X&, B
BREXBX AAD IR /25D, ERITU TSR

£ VDA EiEfTUT&H$, #HEEMERI AADAcctPwdAuthEnable, AEKEBEEXR A 0x00000001,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0Ox00000001" --force

<!--NeedCopy-->

3 =r

AR

A ZEFERTF Microsoft tkF =B T WE S HIIERMKF,

WX R B RERININIE

December 16, 2022

AT LUK B Finia StoreFront M AR ERN AR EEFENEIEATF Linux B Citrix Workspace Rz B2 Citrix
Receiver for Linux 13.10 #9 AuthManager &R, JENE, EaAIUERZFFIHIAIR Linux EBIMSERIEFHE
WREMNAER, MEZBIEMNARFEE,

AR

EATF Linux i Citrix Workspace B 2F#0 Citrix Receiver for Linux 13.10 & #51thInE,

BERALINEE, BHRITUTRE:
1. 7 Linux VDA L, &EiEAT Linux & Citrix Workspace B2, Citrix Receiver for Linux 13.10,
M Citrix Workspace A2 Citrix Receiver 89 Citrix FETm FEAEM N BEF.

BRiNZ & EZ N /opt/Citrix/ICAClient/, MNREKTARFRETHMEEZF, 5§ ICAROOT FEL SR
BNiEMRRRERZ,

2. 1£ Citrix StoreFront EBizHl&H, NEFNEBEERNIHTTP EX541EIES %,
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
| Method | Settings
#  User name and password
[ | SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -

Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o [T

3. BT AMRMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EZARSHIIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. BEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BITUT < UBRAZIN6E:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x0000000601"

<!--NeedCopy-->

6. Bh Linux EMKESIFEMZRIEFHERT Linux B9 Citrix Workspace Rz f#2RF =k Citrix Receiver for
Linux 13.10,
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Bxash Citrix Workspace M ARRFE, RASRTNERANNAEEKF . UWEERIUBHE R ZAHEEN
N ARmEfE,

= .
=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - »

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

K& B NIRIERS

February 9, 2024

AILUMERBE A B PIIEARS (FAS) X4& R Linux VDA BB P #1TSHIIE, 3T FAS ZRIhkE, Linux VDA &
5 Windows VDA R Windows 18, Bx5 FAS BE2E& Windows IFBHER, BESHEES B HRIERS. &
SR THFETF Linux VDA BIERIME B

AR
¢ Linux VDA AXFIERIT AR,
« Linux VDA EF5EE#E5 FAS RS SBEHEIE.

o B 2206 KR, ERILUEE ctxsetup.sh By CTX_XDL_FAS_LIST #£ Linux VDA iz B E X FAS %0,
BXFMER, BESRETENLITHAY Linux VDA REXE,
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7£ Linux VDA L E FAS
RHEL 8 71 Rocky Linux 8 3715 FAS

FAS f&#iF pam_krb5 1=, ZiEReE RHEL 8 #1 Rocky Linux 8 E2%H. 7 RHEL 8 #1 Rocky Linux 8 £f&
F3 FAS, EHRINTFFRME pam_krb5 #&R:

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J5{3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 72 RHEL 8 #1 Rocky Linux 8 :#zi %% pam_krb5 &%,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

185 FAS k5328

EELHM Linux VDA REHRER FAS, 575817 ctxinstall.sh 8¢ ctxsetup.sh B3N NE & FAS ARsZ2889 FQDN,
BT Linux VDA R3z3% AD RS, ERILIERAIRHELIS S SR FAS RS 8BMTIR, MRMIERT EAARSS 25t
JEEH <none> XAFRHREFZETH, HEFREEHARSSHIMIRFE.

EFAHIMAR Linux VDA R%, AILUEHIGT ctxsetup.sh FKigHE FAS IRE88. &, HALUBTUTHSR
IRE FAS BR$338, HEFEDN ctxvda RREUFEIREER.

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" —-v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

E@Eid ctxreg B FAS fR%SE8, BETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"
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service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ZRIED

BEISERAFPRSES, 57 VDA ERER CAIEBLUNFREHRERER, fli0, BRER CAIES, iEMATEHNM Microsoft
CA (7£ AD 7h) 1% CAEBP BHIKEYAD RIEH, EBEMIR CARS® http: //CA-SERVER /certsrvTF
# DER BXBNZIEP.

AR

U TS &R FEERIELES,

BITEMI TS DER Xt (.crt. .cer. .der) %)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

ARG, BITEMINTH&HSIER CAIEBRESR openss L BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

=,
AR

BEDRER CAIEBET [root BET, TN, FAS BAUZEUR CAIEH,

i517 ctxfascfg.sh

izfT ctxfascfg.sh fiZ<UEEE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINFETE, UE ctxfascfg. sh TUESRRIER TiaT:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: %= Active Directory &£ 5%,
ZFEERRE CTX_EASYINSTALL_ADINTEGRATIONWAY B39 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFIEECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECSHERE,

+ CTX_FAS_CERT_PATH =<certificate path>: {5EEMERITFBHAE PEEBHTERRIR.

+ CTX_FAS_KDC_HOSTNAME: 7£i%#% PBIS BHEEZHATHL (KDC) BENA,
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« CTX_FAS_PKINIT_KDC_HOSTNAME: #5%E PKINIT KDC £/ &, MRIESHHE, TWZBEHEH
CTX_FAS_KDC_HOSTNAME,

WEFRIEHRY Active Directory SR A%, RARBAERIGEPRERE (B0 /etc/pki/CA/certs/)o
BAspEE %A krb5-pkinit #1 pam_krb5 6, HigBHEXMEE Xt

PR

 FAS B Linux £&H AD Mm%, BESHUTYIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 = = = =
Debian 11.3 = = = =
RHEL 8.6. RHEL = = = =
8.4

RHEL 7.9/Cent0S 2 = = =
7.9

Rocky Linux 8 = = & £
SLES 15.3 = = z S
Ubuntu 22.04. = = = =

Ubuntu 20.04.
Ubuntu 18.04

« FAS HAXFBIRAE. MREZEPREVERE, WEEER FAS EMBERZRIE.

o BERRAIN 2455 & 5 O IR S (A R IA— X P HEERE 0L FAS #1%E, R85 Windows 10 Azure AD
B,

HEHEER

fExt FAS BTHIEHIBR 2 /l, BWHREREHEMAE Linux VDA, HERIUUERAZBSHIIEEREBNABERRK
ThiRzhak FAS &i%.

WNRIE FAS RBEFETT, HFREREH HDX BELRIREN “VERBOSE”, 3% VDA BELIREN “TRACE™,
BXA Linux VDA BRRIFHTIERMER, BERAMIRFOXE CTX220130,

FAS RS32ECEHIR

M FAS N BB EBH=IERK.
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07 [var/log/xdl/hdx.log HEHEMMTABHEIREE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fRRAE  EETUTHS UL Citrix EMRME“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
E&FIEE N <Your-FAS-Server-List>,

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMEZERER, BRBAERISE FAS RSB BIREUENIRE,

CA FBEEHIR

M FAS NBBERHEERY. BET—MREENQ, HFENMHEHREK.
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Invalid Login

ﬂl(l

2021-01-28 01:47:46.210 <P30656:S5>
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5>

17 [var/log/xdl/hdx.log HEHKL MM TRENEIRAE:

citrix-ctxlogin:

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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RAERE WIHEREERE /etc/krb5. conf REWHIEEEMEIR CAEBMAEDEIIPHTERRR, TEERRZ
WA

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

MRMBREFER, BRRBAIENZ SIS BERNEH#TIRE,
gE, WER CAIEBREEN.

SO P BR ST FHR

FASEZET SAML 513183, ADFS FIF7E ADFS ERTTH HMANAFRRMENLGE, T THER.

There was a failure with the mapped account.

ItbEAIRFRPAEALINIIE ADFS BB, B AD B BEEEMEXAF.

fRA%E 1L AD LIRBEBERIKF.

KECE ADFS

ZHER FAS NAREIEPHIATHEIR:
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The Identity Provider has not been configured by the
StoreFront Administrator

3 FAS R FEEIEECERER SAML S4583E, B ADFS BER, SHIIRR,
RRBR NKAFHNIEARSEE ADFS IdP, BXEMER, BBIAKE SHIEARS ADFS 21Z,

BXES

« JBF FAS BREBEEXS B HIIEARSS (R RS EHA — S Hh i LABESE.
o BRESNRIIRSSRALE—BEPRIINT “BIESE XE,

Ea)

WIRIEEMEA FAS, NRRBEEEFREFHTNELATRENANBEFRIEN, AESKK.

& C | A Not secure | bttps:;//ddc.yw.local/Citrix/FASWeb/ W

Cannot start desktop |Er€ceiBafive TUET

testwHMRHELT4"

BRI E

£ CA TAFAEH T Manage Templates (ZIEiEiR) LU Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BTt Active Directory 52##&) s Supply in the request (£
ERAPIRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

3k SSO S 3iE

December 16, 2022

ASRMEE XA Linux VDA L2H3E SSO SH1KIEMNES.

5%

RIAMERT, Linux VDABBRESESR (SS0). ArER—HEEE R Citrix Workspace R B#2FH VDA £iF.
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AP ER—HARRNERER VDA =1&, 157 Linux VDA 2 SSO, TRIIETIE SSO =L HHAR &
PIIES ERAE S,

Citrix Workspace M Bi2F VDA &i&
BFR& BFR&
Baek BFR&
BFR& Baek
2RSSO

721289 Linux VDA LiEfT AT &<
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "

fPromptForDifferentUser" -d "Ox00000001" --force
<!--NeedCopy-->

December 23,2022

B R Linux Virtual Desktop 2iE8Y, AIMERERIIEFHIRENEERHITSHRIE. HIHERED ICASEER
EPEEHTHNERFREERENN. FeIUEREPEAEEF. BAHaE:

o MXHERINBFER
o NNEE AR BB T ER A
o 3t Web 350817 S IIE

stFIThEE, Linux VDA A5 Windows VDA HHEIERE. BXEMAESR, BSRENPNELES ERIFEHD,

=

AR

F=HF7E Linux VDA £iEH AT E sERER Citrix Gateway.

WEFMN

BReFEBESNINEN AT AMEBUR T AT &4

o &89 Linux VDA 2FE TEEP—MRIThHRH:
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- RHELS8

- RHEL 7/CentOS 7
- Rocky Linux 8

- Ubuntu 22.04

- Ubuntu 20.04

- Ubuntu 18.04

- Debian11.3

SER&E VDA &, BIEER VDA 25 #EmS1E Delivery Controller 53/, UREFaEHBER Windows
ERITAELER Linux KERIE.

« M OpenSC ZRMEEF. AXIFAER, BSHAWIFHR OpenSC ZHERE .
« f#A Citrix Workspace for Windows IR B2,

1R OpenSC iFEaEF£
OpenSC 2 RHEL 7.4+ LIz ERMEEEEIRTIER. 1E8 CoolKey W2 HAENR M, OpenSC HZIFLMERK
BEe£ (3EBH Red Hat Enterprise Linux FEEEER) .

AN, YubiKey BRe+AIFIEARE MRS, YubiKey — i@ USB CCID PIV ig#&, BILIRE Bt Amazon
FEMBEMNELBE, OpenSC RaiEF X% YubiKey,

MRRALFTEFLEHMESRNEEF, BEE—BRET Linux X1ThR=X OpenSC R4+ BHMEN. BX
OpenSC ZEMER, BERALEEEEFIRDIEF, BAERE, REBTUTHSLUKIA OpenSC B2F X IFEHE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

icE
HEERIES

RIEBATEIFEREF EMER. TRUTIRUTHHALRERIER,.

1. 3REX PEM #8ZCAIMRIES, BHEM CA BRSS 2B IREL

A LUEITE M TR& < L% DER XX (*.crt. *.cer. *.der) iy PEM, T TEM S S TAIE, certnew.cer
73 DER 1%,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. £ openss| BRHPRERIESE. certnew.pem X4BIERHG,
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cp certnew.pem <path where you install the root certificate>
<!--NeedCopy-->

B BERERIEPWEKRFE, §i517 sudo mdkir -p <path where you install the
root certificate>,

7£ RHEL 8 #1 Rocky Linux 8 L5 pam_krb5 &z

BHEE B IGIERI T pam_krb5 &k, %iER7E RHEL 8 #1 Rocky Linux 8 EE# M. E7 RHEL 8 #1 Rocky
Linux 8 LEMERERFMIIE, EHEW TAIRAE pam_krb5 k.
1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 &3,
2. 7£ RHEL 8 #1 Rocky Linux 8 E#gEH %% pam_krb5 ik,
yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make

make install
<!--NeedCopy-->

3. WIE pam_krb5.so &= T /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->
ECEERERIFIR

AILAEA ctxsmartlogon.sh AR EE seRIFERF Tl e E.

(%7 1) £/ ctxsmartlogon.sh fiiZ<E & & AEFIF13
AE:

ctxsmartlogon.sh Biz<3 PKINIT 5 2 RMEIZIAGTR. L@ [etc/krb5.conf BL& XX HEMILIEE,

BERERSREEZE, B51T ctxsmartlogon.sh iz AL B sEF IR,
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e

NRBEMER SSSD ML, JEEETT ctxsmartlogon.sh EE#iEzhiz SSSD BRS

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMFUTRS:

ctxsmartlogon.sh sets up smart ca logon for the Linux VDA, wh
# includes automatic installation of the necessary packages and changes to
e configuration files.

xsmartlogon.sh adds pkinit information to the default realm. You can
setting through t / /krb5.conf configuration file.

p l:Enable i logon.
DD you want enable smart card logon? (yfn)[yl

Centrify
t one of th ove options (1-3)[1] 1
packages.

lready installed.
d]l[pcsc-lite-libs][coolkey] already installed.

€ path to thu root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
successfully.

to thu smalt card PKCS11 driver ( ., fusr/1lib64/pkecs11l/libcoolkeypkll.so) :/usr/1ib64/pkcs1l/1libcoolkeypkll.so
C ssfully.
/ igure successfully.
:txsmartlog:)ﬂ sh e ed successfully. SmartCard is ready.

Lteoh, A LU IETT ctxsmartlogon.sh B4R B EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

SEREMFUTARS:

#:1».':1-.':1— N 2 HE N 2 HE N e o
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the ns sary packages and changes to
the configuration files.

can

H LR

'*?I: HHoH e M ¥

Stup 1:Enable smart card logon.
Do you want enable smart card logon? (y/n)lyl]
ctxsmartlogon.sh exit.

(G£M 2) FhRREREEFFE  Linux VDA 85 Windows VDA #HRIMNSREFIF R, EizfiED, BWARES
MNMAH, wiEETHI28. Microsoft IEFH ML M (CA). Internet Information Services. Citrix StoreFront #1
Citrix Workspace 2R, BXET YubiKey B rHEERES, ESRFIRPLXE CTX206156,
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EHENT—F 2, BHR:

- BELEWEE TFREARN.
o BERLPHNAFPIER THRIEIEE R,
o ERILUERERERIIE R VDA,

2% PC/SC Lite 4 PCSC Lite 2 A&/ 8E+ (PC/SC) HBTE Linux FHLH, BRHUSEMERMR
RE8HITIBER Windows BEER#EO. Linux VDA B EEREERZE PC/SC 7RI,

BT T < aIREE PC/SC Lite 4 12:
RHEL 8. Rocky Linux 8. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

ZRERRIERE  OpenSC BIzEAME R RREIER. MRK%E OpenSC, HETUTHRLTLUHITRE:
RHEL 8. Rocky Linux 8. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3:

apt-get install -y opensc
<!--NeedCopy-->

RERTEHEEFMHIIEN PAM SR BT Ta<aIRE pam_krb5 # krb5-pkinit #ik,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8. Rocky Linux 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->
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Debian 11.3:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 R 2 —NIERI S A IIEER, PAM RN AR LR pam_krb5 ZEEBEHMEHLITHL
(KDC) SREXZZIEZ T ZilE, krb5-pkinit #REE A E P IHERFARIIESM KDC SRENAEEER PKINIT fE .

2 E pam_krb5 &3  pam_krb5 &5 KDC B LU RS sE-EHAYIEBIREX Kerberos EiE, E7E PAM thfE
A pam_krb5 B4, EETUTHS:

authconfig --enablekrb5 --update
<!--NeedCopy-->

£ [etc/krb5.conf FRE AR, RIBESLFREVGUERM PKINIT 58,
AR
pkinit_cert_match &TsEE F IREBEA TR PKINIT BHKIEZ #i4 RITEAFN, TTESAINAYIEE
A
[relation-operator] component-rule -
Hrh relation-operator AN &&, RRFAIBAGANLFTE, HaTLlR ||, RRRE—FAFEMUHMA
EEEO

AmE—MER krb5.conf XHRIRHI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

0 PKINIT 5875, ZEEXHRIN T,
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CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

ftE PAM BHI0iE  PAM BB X5~ T PAM S KIERER, BHRMN pam_krb5 fEANBHIGIEER, &M@
[etc/pam.d/smartcard-auth (RN TT:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_1identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

YNSR(EEA SSSD, MMERFIZECE X R TFro

#%PAM-1.0

# This file is o-generated.

# User changes will be destroyed the next time authconfig is run.

auth req pam_env.so

auth [success=done ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/lib/x86_64-linux-gnu/pkcs11/opensc-pkcsll.so
auth sufficient pam_permit.so

auth required pam_deny.so

account required pam_unix.so
pam_localuser.so
pam_succeed_if.so uid < 1000 quiet
d success=ok u _unknown=ignore]l pam_sss.so
d success=0k auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
required pam_permit.so

optional pam_keyinit.so revoke
required pam_limits.so
optional pam_systemd.so
optional E ddjob_mkhomedir.so umask=0077
optional E iir.so umask=0077
ore] pam_succeed_if.so service in crond quiet use_uid

pam_unix.so
L pam_sss.so
optional pam_krb5.so

BEER (SSO) 2— Citrix Th8E, AFERUAMNENKEMNARFBHNERSHIIE. WIHERETAFRRAR
PIN B3R #. E¥ SSO 5 Linux VDA &4/, 1EERE Citrix Workspace R B1ERF. %EEES Windows VDA
R, BXFAER, BSHEFMIRFLXE CTX133982,

7£ Citrix Workspace M2 HEEHAKRERE, ERNTRTERAS RS HRIL
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File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 250


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/smart-cards.html

Linux Virtual Delivery Agent 2210

ERER
EAEERER Linux VDA

BJLA7E SSO #13E SSO R EAERERER Linux VDA,

o £SSO 8%, BEFEAREEFMNERERIEFRM PIN BB5hE R StoreFront, 7£ StoreFront 25 Linux
Virtual Desktop &iE8Y, PIN B¥£#%) Linux VDA LUEITEEE RSB 1T,

« £3ESSO =9, RLABRTEEEBEBHRBA PIN BBLIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
p—— lick h Wi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
[l valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
ok J[ concer | e

£ StoreFront faah Linux Virtual Desktop £1&6t, 25 Linux VDA BERIHEE, WTFFR. AR ZENEEE
RHAIEBAHIREGY, HAMEHEAN PIN BBLUHITE RS HIIE,

14785 Windows VDA #[F.
" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ =5 :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 251



Linux Virtual Delivery Agent 2210

B2, £ StoreFront i, MR ELEMEZDSIEREEEEF, StoreFront Web Al RN FFIRIBHZR:

Insert Smart Card @

@ Flease insert a smart card.

| Cancel | Details ==

PR
BREFIBPRERME

7E, Linux VDA B BERBIRUEARBINTRN. BINER Linux VDA FHRERERE, SIERISEE, HERER
BAHE,

XFFHEMERERT PKCS#11 %

Citrix IR EASEEETAMRAR. BRARNVZIFTIRFBNIIHT OpenSC BEE+, ERETUSAEREM
FHERA PKCSH#11 EE, EYVMEEIFRENE BRI PKCS#11 &, FHRITUTRE:
1. 5 PKCS#11 E&FRE opensc-pkcsll. so i,
2. E¥E PKCS#11 FERRRFIGENEMR, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1E89 PKCS#11 &, 130 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERARELREFRER.

E&AFA#ITHAREZESHIRIERIAF

April 18,2024

REBAXEEREREZSHRIENRIE, L Linux VDA UERLLINEEN ERFHILE.
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} =r

AR

LB REZ SN IIENRIEN, BE ERIEMEHHAZ L. KIEMBHEEATF Android 1 Citrix Workspace
R REF Lt A2 X,

BIEREFHRIENN RS

£7% Linux VDA EXIFREFMHIWIERISIE, EERM StoreFront 8IEKES HIIENIN AEE.

ERXNAEFERRESHRIERNAER

ERRBAREFHNRIENNABERE, EXMNEPBARESHRIENAF UZHRESHRIENSIE, BEXNETR
BREZGHIIIMAR, 5% Citrix Virtual Apps and Desktops >4 893 BB TR,

R B REFNIRIENSIES ET(E])
KREFHEIINIFNEIAT NBIAERZ 10 28, IhEREDEMEIEE AnonymousUserldleTime # 1T
B, AILUER ctxreg TAFENILE, Fl0, SLILEMRIGEIRHN 5 28
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

X00000005
<!--NeedCopy-->

BEREZEMRIINBFRHNRAHE
BREBRAZFHRIINAFRNRAKE, BEEREMERT MaxAnonymousUserNumber. [tHi&ERHIE Linux
VDA LRBEITHREZE SR IIENRIER. LR ctxreg TRAREIIMFRIZE, 50, HZELEN 32:
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d ©

X00000020
<!--NeedCopy-->

BE:

REIRZFMIIENZIER. NREANBHAZZIE, VDA FGEZHIEE, EHEEERTARZ.

HEHER

RERZSHRIENSIEN, HEEUTEI

o TEBRIREZSHRIENSTE,
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BINEMREGEEREETUTRE (REN0):

sudo /Jopt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik ncsd fREREIETEIETT, BEERBENEH passwd £7=:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

MREEH, 5% Passwd EETEi8E N no , AREFHEH ncsd RS, BEXUMEREREREEESTHZE Linux
VDA,

+ £ KDE B RE S M RIENSIEP B TRBIRZE.

RINERTARESMRIENKEPZAYRRHAMER, B2, SIMNETRE KDE F, 7£ KDE /1, EXHSERFZ
BYRREMES, BEUTTANEEEX S $SHome/.kde/share/config/kdeglobals &, 40:

[KDE Action Restrictions]
action/lock_screen=false
<!--NeedCopy-->

BE, MRELBEEEMN kdeglobals X (0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions 8#EEAFAE,
APREERTEER,

BRI, BERAFATEEN kdeglobals xR [KDE Action Restrictions] &5HH
[$1] 472, HEEEARSTENRERZAYRLAMNESE, 5% KDE BEMNFAEE, %25 KDE System
Administration/Kiosk/Keys Bi&o

X

December 16, 2022
KESABFEEUTER:
o XHEHIFIHNG
o XL

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 254


https://userbase.kde.org/KDE_System_Administration/Kiosk/Keys
https://userbase.kde.org/KDE_System_Administration/Kiosk/Keys
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/configure/file/file-copy-and-paste.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/configure/file/file-transfer.html

Linux Virtual Delivery Agent 2210

X E HIFIHENG

December 16, 2022

BFRAUERAARE LTRSS RARBREIIESAMEF KBS FIFMUE 4. IHEEEE Citrix Virtual Apps
and Desktops 2006 S E S R4 LUKER T Windows B Citrix Workspace ZBiEFF 1903 SE =R

ERINE RIS M, FHR:

o NHHBRAHERET 20,
o BRANHAR/NREBE 200 MB.
o Nautilus XHEIEEERET Linux VDA MIHHEN ERTE,

S Linux £17hR

XHEEIFAMINEEEA T Linux VDA Z509FTE Linux &1ThR.

GEESE

T B MR REE SECETNAEN R, BXEUARRIEBIFAER, BERARBHETIR.

« BRGELIREER
o BIMEARIEFEBHIET
¢ TEERTEMEL

=

=W

ERANMHEHIFMNEThEE, 3E7E Citrix Studio R PRI LR EE FRKRESIEBERERLL,

PR
o RERE, BYIXHFERBAAES,
o RFEHER.

s FAERHEHBER
o XHEFIMMWELTIRIRFRIT. RBMRINERIEMN E— X HE, FEEHT—1 X

SR

December 16, 2022
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ZFHE Linux VDA MIE FiRi& & 2 BT XX LR, YBPHIEEETIR HTMLS D2 EHR Web 55288, 1t
hEERI . HTMLS DaEEMAFEAERERT HTMLS #1 Chrome # Citrix Workspace Rz Bi2FFiA R IR E
TR FAERF.

=3

AR

EATF HTML5 #1 Chrome 89 Citrix Workspace N R2FE IS & HT Ao

HERENNARFNSERIEFR, XHEFRAYE Linux VDA 5EFIREEZE LB THXH, EEXXHENER
imi% & E#HE Linux VDA, &% Citrix Workspace ARF T EHN EHER, ABRMXEIHEERIEZEFRE
BN, BRXMHM Linux VDA THEIRFIHIEE, BRE THER. JUELHA TRIBPFMXG. —RRZH
LUE% 100 32,

AR

Z7E Linux VDA 5&F P imig& 28 LEM T Hses, BB Citrix Workspace BRI AR,
BT LUE R A YFERCCERY Citrix Workspace N BZFARZS

BE FEREXHEMAIERINE, THEEHE VDA LHNREFIRMNIGEE RN G E BTN EFIHEE,

AR

BE) THERBATERASE R I BRI AN MEE N XA RBIZE N RIT.

TEZBEH TR —LEAM:
o THXHLURERIRNRZE

HEBAHEHEEM Web XSEMNAEFSIET, M Web iha TEMNXHA UFEE VDA EHREZIRANISE
BRP, UEEHERIEFHESE. EXNEHTEH, HERIEP Web JEBNRATHERIEBEHNRES
BHEE, HESTERT HTMLS 5 Chrome 89 Citrix Workspace M B2F8I Web 55238 Fig B At T
HER.

o BB EREREFRRNIRE

AERFAHNKERIET, EREFXH, AERESDHEFNREFIRNREERP, UEERFHRELT
Ao
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XL R

A LER Citrix Studio @B X HEHMHEE. RINBAXHER,

[ Console Root

w i Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups
E Applications Policies
[= Policies
# Logging Policies

~ [Fs Configuration

£ Administrators 1 Polig0
E5 Controllers

Policy0

| ¥ Allow file transfer between desktop and client

Hosting 2 Unfiltered User setting - ICAFile Redirection
4% Licensing Prohibited (Default: Allowed)
I StoreFront }» Download file from desktop
[y App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)
~ § Citrix StoreFront ¥ Upload file to desktop
[ stores User setting - ICAVFile Redirection

Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

Server Group

ERBRIIAA

¢ AFERESEPHZEMERNG. AFRMAELERFTE Citrix Virtual Apps and Desktops &iE5Hi&& 28
BRI o

o MSEE FHXM. AYFSRLEAFESIHM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o B EHIRE. AFHELERAFEXHEMEIZE EHE Citrix Virtual Apps and Desktops i,
AR

AWERMEE FHXANEX A LR KERBEX, BFRATTIRESE R RZEEEX A RIBIRE N I

fERER

Ei@idiEATF HTML5 89 Citrix Workspace M A2FERXHEIHINEE, BEHRITUTIRME:

1. 7z Citrix Studio A1, 3% WebSocket iEiEZHEKIEE Ao
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7] Console Root

~ % Citrix Studio (site)
D Search
Machine Catalogs
£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

£ Administrators 1 Policyd
2] Controllers

» Allow file transfer between desktop and client

Hosting ?  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)

I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Tones Allowed (Default: Allowed)

v §3 Citrix StoreFront ¥ Upload file to desktop
m Stores User setting - ICA\File Redirection

Server Group Allowed (Default: Allowed)

= » WebSockets connections

Computer setting - ICA\WebSockets

Allowed (Default: Prohibited)

2. 1z Citrix Studio 1, &3 bR tHEHHRER R AX HHEHTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEFEEIE Receiver for Web ii=T5, AEEEER
14215 Receiver for HTML5 %5k 5 A Citrix Receiver for HTML5,

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.
Internal network only
Web sites:

Web site URL
http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Classic Experience

StoreFront Deploy Citrix Receiver
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance _
Deployment option: u eivel
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods. Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts
Deploy Citrix Receiver
Session Settings
Weorkspace Control
Client Interface Settings
Advanced Settings

4, BEohEEEE Web JImRHARFSIE, £ Linux VDA 5E P& ZEHMIT— NSNS,
E@diEAT Chrome & Citrix Workspace W B2 ERAXGHEHThEE, BRITUTIRGE:

1. @ BRI ERER B A R R,
2. M Chrome M_ERZREHIREX Citrix Workspace [z R12F.
MREERFERTF Chrome 19 Citrix Workspace M B2 HNEl “Chrome NMBERF" Tm, BT LS E,
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a) 7 Google Chrome FIERIEHENERT Chrome #9 Citrix Workspace, #HiEREET,
b) EERERS, BEigm Chrome M_EMAE (21 Citrix Workspace RZFB1EF) #9 URL,

£~ chromeweb store e d

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Overview Reviews Support Related

@000

c) BEHEFME Chrome LU Citrix Workspace R #Z2F#RI1Z Google Chrome 1,

3. £ “Chrome BAER" WELEE “ERBTF Chrome & Citrix Workspace R BIEF",
4. BAEEEN StoreFront MABEHN URL.

MREZHIBENT % URL, BB S,
5. BEEMEEHNAEFSE. & Linux VDA 58 FIFIEEZERIT— MR Z N X%,

I

December 16, 2022
KESABTEEUTER:

« B35 DPI 485%

s BEPHBHRESETR

o ERZECEMFR
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o HDX REH=E
« EVGPU BF
o =IEIKEN

o Thinwire ##RAER

Bz5h DPI 451K

April 18,2024

Linux VDA x#58%) DPIl %%, HAFPHARPKESNARREFSIEN, 2I1EFFH DPIEsBmERULRRERE i L
89 DPIi&&,

TEESIINEEEXIEREM:

o ZINEEERIE A Citrix Workspace B A DPI ILfg, 3Fi&EATF Windows #9 Citrix Workspace B2,
BREEHTE, FRAVIHERER, BXxAEAT Windows B Citrix Workspace i Bi2FEE DPI 451K
BFAER, ESE DPI 4.

o EFZIEELZETRRARTEER, HAERERN DPIIZEXNS & BRBHETERE, FZFHES DPI A%,
MREAARER DPIIRBERE E5R%8, Linux VDA £3FrERENAS/) DPI &,

« ZIpEeEst MATE. GNOME. GNOME Classic #1 KDE B/, /M KDE 5 MATE B, & E TS

- XF7E Mate KEIFEARIEITH KDE EINSE:

* BATEIER KDE Plasma 5 {E S,

* ERIFETHNERFF LW DPIRBEERAF FHHAERER,
- YWFE Mate KEIFEFIEITH MATE B RE:

* (NSZRMEELA) 1 A0 2,

* ERIEEITNEREF G LN DPIIEBEERAA T HAENRESR,

o EMIERR DPI ESRERZF K LH DPI iREBHEN. BEl, R HBHESERNAEMELA, fg
100% #1200%. SNREZRFIHECERBMILFIRE NS L, EPSIE DPIUBRIETRER VEBHERLLE. =
Bl: InR4EMLELFIN 125%, DPIERKEXNTY 100%,

PR L) TAZAIE DP
INFHET 174% 96 (1% 96)

175%-274% 192 (2 x 96)
275%-399% 288 (3 x 96)
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& P imgan bl 2% DPI

AFHFTF 400% 384 (4 x96)

&P IRERS R

December 16, 2022

Linux VDA Al EEMH 2 REMKERE P IHEEHNBEMRS. RIMERT, WL FEAKRS, ERTFUTRE
89 Citrix Workspace W12 :

« BT i0S B Citrix Workspace i F1EF

« EATF Linux 89 Citrix Workspace R B1EF

« EATF Mac i Citrix Workspace MBiEF (Fxi#hkas 2204.1)

« iEAT Windows 89 Citrix Workspace M B1EF (F#5hRZx 2204.1)

75

YARTHENSKEN, MITELTE Linux REREPEIELER. BUERRTEEFHEENEIRES. BEF
FRBMEHNESL, BREEMEN. EXTM, BERUTRESE:

[l 2n-ubu1804-binz - Desktop Viewer - [m} X
Activities Tue 17:02 B enr o O~

unpluoged 74%
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FRANEMERRRFARNEMRS. BXER, BEEATE:

Bt EAR FTERE FlREBMEHRS FlRBMEGNE DL
iii EEZE, A ¢ SR =, AReRTR

=80%

EERE, B¢ fFskr &, BEAGKT

=20% #1 < 80%
ﬁ EEZEEE, B ¢ ffsRn K, BA4eRr <20%
ﬁ KRB, B 7 SRR =, ARBRXRTR

=80%
E KR7EH, B <7 SRR B, BERERT

=20% #1 <80%
ﬁ KR7EHE, B <7 SRR &, BLERT <20%
E PNl PNl el

&

AIANBERT, ERREHIRSERLETEARS.

ERRIZINEE, BETU TSRS

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
-d "Ox00000000"

Control\Citrix\VirtualChannels\MrVc" -v "Enabled"

<!--NeedCopy-->

ZEALLINEE, BEITUTG<:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
-d "Ox000600001"

Control\Citrix\VirtualChannels\MrVc" -v "Enabled"

<!--NeedCopy-->
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ERSBESEFMRBRINGE, ZINEESEF HEMKRSETRHEZ Mobile Receiver E#i&i& (MRVC),

RIBERRTTIR, STERATESMNITER:

1. MR BFEAM GNOME =% # RHEL 8.x 5 SUSE 15.x, 3% GNOME shell @£ %A NI B, UBERA
Applndicator & #%:

a) E7H< gnome-shell --version MtZE GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T% GNOME shell
HRBYT B, fla, MRE shell lRzK 3.28, MATLUEERY B 24 5% 26,

IOME  Extensions Add yours Installed extensicns: About

application.
=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0
i Adds Applndicator, KStatusMotifierlterm and legacy Tray icons support to the Shell

Extension Homepage  htt ithub.comfubuntulgnome -shell-sxtension- appindicator

Download 328 bl Extension version.. ~

C) MEEBTHMHEE, BIAEREEN metadata.json X8 uuid EEIRE ) appindicatorsup-
port@rgcjonas.gmail.com,

d) =17 mv &< L% appindicatorsupport@rgcjonas.gmail.com BE®#zh2| /usr/share/
gnome-shell/extensions/ FAMNME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t F %A,
R

BINERT, RAERAATLUEE appindicatorsupport@rgcjonas.gmail.com B R+
metadata.json Xff, EXIFRELEE, EHFEMEF HAERIRE metadata.json 314,

f) =% GNOME Tweaks,

g) EREIFEP, BIRIFFR ALL+F2. r 1 Enter @xi@idiEfT killall -SIGQUIT
gnome-shel'l &<kEH M GNOME shell,

h) EL£EKES, 51T GNOME Tweaks, #AE7 Tweaks T A /2 A KStatusNotifierltem/Ap-
pindicator % #%

2. NREFEAKE GNOME —2R %M Debian 11.3, BERRUTHEUREHEH GNOME RS EER:

a) i&f7 sudo apt install gnome—shell—extension—app‘indicator L. NE
GNOME BRIz BiERF, RENIUIHEEENER.
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b) EESRBPIEER Tweaks.
c) 7£ Tweaks TEHERT B,

d) B Kstatusnotifieritem/appindicator i3,

Q

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. ¥

Applications menu

Fonts Add a category-based menu for applications
Keyboard & Mouse i
Auto move windows
Startup Applications Mave applications to specific workspaces when they create windows. Eed
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

BB E M

April 18, 2024
AAESMATER Linux VDA EREERMHIA,
BREMEE, BEARAE R ERHAZS,

(=

£txy 3D ERZ TIEA R

B ERESERBEETEAHNENIAE. TATEAEERTERENEEENBEFNERBALIRE, X
TRIEFILAGER GPU WIER TR ALLERER, EXBESHIERBRENARENEMEMIERFTESHMTR.

FINERT, RIEM 3D B TIEfA R,
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SRR AR D 88 1T [ 48

Thinwire 2 Linux VDA RERMNETABZRAER AR, ZREARF—EHTEN LERNER G (BEENS) 3

F—BHEN LEH#ITET.
ERMSIRARIE SR T EEER RIS ERABRRARR, HHNFRAGIRELTED:

o RFIER, XRRINGE. TRNITHMEE. SrRBRKAAME Citrix E3#5%8 Thinwire, H Thinwire 8
FIWHESETEARENY BiE. $EMN=2HEGRETEEIMI,

o HWENRE, A Thinwire 2427 H.264 3¢ H.265, LUHIH#BAF ARG REERELETREK, £
REKREMA D BEHNERT. ERTHNEINRE, ABERTREFIMERHBRT X 3D B TIERZ
LIRS, FF=IEKED

o FWNERNTUMKIE, Thinwire PNBRER B TRAIRBIBHE R (. 5 3D). EREBRKRIEEBHH
BEIOPER H.264, EFEER H.264 304EFE 215 HDX Thinwire iR R RE B 5 HER
H.264 {iS4miEmD s Kt 1T, WTFRERNERES (BEXANERLER), MESEREGESE (JPEG.
RLE) M{IEEEF. ARAREUTHELS: SAERNHERE. REMINSREURTEEMUBRSTIRAN AR
EREEG. BEALIIEE, ERERMMERIDRHTERERKEZNRFRIER FINRE) oW ERDE
KR, BXEFMER, FEHETLEKLE,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
05, 7. 'II-_' Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIRE (BEUTHMERERIZE) JUATHEREEAERANEEH#TTE:

o BRENEZEERE
o BfRhnESR
« MIBERE

H.264 & 4RkS

e PSR ARID SRRV AE (H RIS SREE VTR GPU BEMFINE (MNRATA) @I SRR S ERER R TR, MR GPU g
HAAI A, VDA RELREIERMRAIMmFIGRMET CPU BRI,
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GPU IR BB RIRFI AR, RAMIRES T S0 (FPS) MMEEE,
Bhi7s 2210 f2, GPU MEfFinEiRE L TERRN:

o {RIFEIER
¢ HWNBIRE
o HREEEUAIXIE

ST TR E SR
AT E SR RS AT BB TRESE, MARRENTHES. ML TEIELTHNES, ARETHIEE
RSN, BERFEMRE LAZRIENEMIRK. IREEXANRERENENERS .

RINERT, AFARERERRELTERRS. BRANIEERES, FRATARLTHRERRENEEA, Bl
RERERKIRE N TR,

MR E AR RS 2 (TR RBIR BN A INRRIGEE, WARTRESE SN AEHSEGRRE. WREGE
SRR ES #1T R AR RIS B N NMER SR RIS LUMIEIRARS, MANSETRESES AR H.264 45,

UTE P EREEE H.264:

« Citrix Receiver for Windows 4.9 2| 4.12

« Citrix Receiver for Linux 13.5 % 13.10

 iEAT Windows 89 Citrix Workspace R F#2F 1808 REShras
« iEAT Linux i Citrix Workspace FZFEEF 1808 ME =R

BXUEREMERIMARIDSHITERRKRENFARGEE, FERNTERERZENETL ERLE,

<1 H.265 MST4RAFD 23

M 7.18 hRiE2, Linux VDA X5 H.265 HS5n4R #0233 m 2 E RSt 1 TRE 4 I
LRt ThREA T

« Citrix Receiver for Windows 4.10 2 4.12
« iEAT Windows 89 Citrix Workspace B2+ 1808 EShkas

EMUILINEER E, 1B7E Linux VDA ME Fin LR ALLThAE, MRZFF i GPU Rz #HEMA DXVA #0317 H.265 fi#
19, EfZRY H.265 R RIRISERRA, SIEGOIRIIER H.264 M5NmEESE. BXIFMAER, BSIH H.265 11
$idRbS.

272 VDA LB H H.265 B4Rk, BHRITIATHERE:

1. BRERINYRRRIDEERIDRE,
2. BRAX 3D B TERA MRS,
3. HRERMIMREERSESHATERRBRAMKLE, NRENHNBIFER.
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4. WHIRMEFRERIEARIRE N TR TIBE TR,

BEEF IR EEA H.265 w3, 1550 H.265 5145,

21 YUV444 4 4Rhg

Linux VDA Z#F YUV444 34 4RB, YUV RREARsASMEEIREEMACE, YUV E, Y REEERIH
Tuma &, UV RR=gieas chroma &, EaLTE Citrix Receiver for Windows 4.10 2 4.12 fiEBF Windows
B9 Citrix Workspace B fA#2 1808 RE = s _EEMA b IhEE,

SME—MY. U VEHES 8 UHE—1FT. YUVA44 BUBETILL 24 1/ RIEE R . YUVA22 #iREa]
ERNMEEZEHZ UMV E, MISBEEEERER 16 i1/GER. TRETT YUV444 F1 YUVA20 ZiERENRLL
o

YUV444 YUV420

O (| | =
L= T S

272 VDA LB YUVA444 IR{4E3, BHITLUTIR(E:

1. BWRGER MR FEL SRR TEERBRENHNENRER.
2. HRFAREFERBIKENBETHRRLHRTE,

EfRERR

BAVEEM Linux 2IFPEITHERZRSETRIATETELRERR, RERENTEEGRESRXEMZEHK
B IEfRRYF o
EEMABER, BERUATIE:

1. £ Citrix Studio B BAEFRSIEREER,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAKEHIETT ctxslider %%, WERHEZREER U,
AR

MREFMTERERIGENRATRNLIE, WAZERBER UL

Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

BUTE AT LR (LA ae T -

« EENEGRE, BBBER. BRZFESEEN 0-9,
s EEARRAEXIRE, BEFRILRFRE,
o EUMEIEHRRN, BERRERTE.

RIEHRARERBRTIIMERR

BERIBH R G ERABRTYMES, Citrix 31858 7 HDX 3D Pro BE#4RIE,

£/ HDX 3D Pro tEf+4gE2ES, VDA BT LABIER MMt it B H B HAE R AR B RIDBIMBI AR R, X—HtEIN6E
Rt T —ih T B M E RS E BN H

RINERTRALIEE. BERMIIIEE, HETUTH<L:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

BRTERLLINAEZ Sh, ERAILUETTIU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent ¥ BEFTRERBERANE DL, ENEHE, EFEMEEN, BRMEBRE. BiNMgETEEN 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENFREEFRIEFE, WSEHNNRLATREERE, RARKEEMHOIN. BEBIEH
EEHEN A ERBRENRNN, BUSIFA LARRILL R,
B Linux VDA Thinwire ST#FHISRIEHIEETIR, BSRHEREZ IR,

BX Linux VDA EMZBEMBXFEENER, 1551 CTX220128,

FHiTRE
Thinwire B LUEIE HITRIBF LTS RIZS SF0MEL (FPS), BEk CPU SEEMFHEIRE. BABERT, LtIhkek
FERRS. ESALLINEE, B5EZEN VDA LiETUTH<:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

HEHR
OB IETEERBMERART

BITUTHLKREEEEEAPHEMAER (0 RT TW+, 1 R-eFMRFEIGES)

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

EREMTF:
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create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

KMERTIEEEA H.264

BITUATHTRICERBIEEMFEA H.264 (0 RnARTEFER. 1 RNERMER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

ERBTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

HERBIEERA H.265

TUTHOSREEZTEEFERLE H.265 (0 RRAKREM. 1 RTEEFER):

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

EEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

EIEEERMM YUV RIS =

BITUTa<RIQEIERERABM YUV HiZA%E (0 =7 YUVA20; 1 RREYUVA22; 2 KRR YUV444):
AR (NHIEREANERDESEN, YUVFormat EZABEN.

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

FREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

KERTIEEER YUVA44 4R

BITUT L KEERTIEEMRER YUVA44 544D
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIETTIRESE, SREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTER 3D Pro FREMHHED

BITUTHS (0 RRAREM. 1 RRIEEREA):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

BN AERERA nvidia-smi &<, MREEFERAEERD, BHEEUFUTRE:

Tue Apr 12 10:42:03 2016

e e P +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ Fm Fm +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| @ GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/A 42C PO 14w / 31w | 207MiB / 4095MiB | 8%

Default |
o o Tt +
o +
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| Processes: GPU
Memory |
| GPU PID Type Process name

[ 0 2164 C+G Jusr/local/bin/ctxgfx
106MiB |
[ 0 2187 G Xorg

<!--NeedCopy-->

ffaik NVIDIA GRID B ahizr R & BIERRE

Z#3A NVIDIA GRID B iR shiZF R EEEMRE, EIET nvidia-smi. EREMWF:

T ittt e e P +
| NVIDIA-SMI 352.70 Driver Version: 352.70 |
| sesseeessssssseeesesss o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60O Off | 0000:00:05.0 Off |

off |

| N/A 20C PO 37W / 1560w | 19MiB / 8191MiB | 0%

Default |
o o o +
et et ettt Rl E e e +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [

<!--NeedCopy-->

NERGEFHNRE:
etc/X11l/ctx-nvidia.sh
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HDX 3D Pro %5128 E42 1R

MR EMBFE LREELEE, 510E NVIDIA GRID 1FelHiERE T A

i

[}

Xorg $HIRBE

Xorg BAEX R EMT Xorg.{DISPLAY}.log, {iT [var/log/ sx#Fseh,

E R 7] Kz PR

3F vGPU, Citrix Hypervisor Zitiiz#l &8 87 ICA SESIERE
AR E. BEIETUTHSER VM Bzt VGA 12615 :

33F Citrix Hypervisor 8.1 B SR

[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1
<!--NeedCopy-->

FF 8.1 Z#iny Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

R Gnome 3 fEEETRRIE

XE Gnome 3 EESIEBEIHIRE,

7£iA% Citrix Workspace i BiEFEO AN, B OpenGL/WebGL N AREF T A RIFHEN

8% Citrix Workspace L ARRFEOKXNNRHREREBE S YE, NVIDIA ZARNEFLBRFELRNIPRES, HATHE
RN BRI, FI50, WebGL Exk lightgl.js Alee 24 MR, 57 Rendering to this
texture 1is not supported (incomplete frame buffer),

HDX BFEH=

December 16, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 274



Linux Virtual Delivery Agent 2210

BhR

Linux VDA S5 HttEHRE LNRIEAFR = B SN EBINKREFR,
UT TSI SERREZRENEEHEMARREE,
BEHERE, BRITUTERE:

1. EENKERENKEF, RHFEH

o - Desktop Viewer - [m] 4

it
I
=
H
IS
w
pie
it
i
=
H
3

Activities

Share my screen

View someone else’s screen

2. BEERIFHXA.
HEIWRRHEARR—ERE, BIEFELELHAERFERERR.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer

- o X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X
P e HDX Screen Sharing Viewer I:]
6. EXRETERHERIIEOKR), FREHERITERSLHNET.
[* L Desktop Viewer - a x

Activities [& Unknown =

HDX Screen Sharing Viewer x

R0 Disable scaling Aug 27 23123 ® zh~ o -
i
Cy

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. 7£ Citrix Studio #/a BEIF IR SIERIB R,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4. EERNPMERAVERRKO 52525-52625,

5. (A1) SNREFHKE GNOME 22f RHEL 8.x. Debian 11 = SUSE 15.x, &/ GNOME shell 2&x%%E
B9 ®, LUEA Applndicator z#%:

a) i&178% gnome-shell --version &z GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T2 GNOME shell
HRBY B. a0, MREM shell kkash 3.28, METLUEERY BARZS 24 5% 26,

Add yours Installed extensicons: About

application.
“  Clickhere 1o install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

Adds Applndicator, KStatusNotifierlterm and legacy Tray icons support to the Shell

Extension Homepage  hitps:/igithub.comfubuntulgnome -shell -extension- appindicator

Download 128 b Extension version.. >

C) MEBTHNDHE, B ANEEN metadata.json X8 uuid EEi&E ) appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv &< L% appindicatorsupport@rgcjonas.gmail.com B #3552 /usr/share/
gnome-shell/extensions/ FTAKE,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t F /%Y,
"R
BUNBERT, RAERAATLUEE appindicatorsupport@rgcjonas.gmail.com B R+ 8
metadata.json X, EXEREHRE, FHEFEMBAF HEETSIRE metadata.json X,

f) =% GNOME Tweaks,

g) EREHEP, BIRIFFRALL+F2, r M1 Enter @xi@idizfT killall -SIGQUIT
gnome-she L L &<REHME GNOME shell,

h) #2®FiED, 5517 GNOME Tweaks, #A/G7E Tweaks T A+ /= F KStatusNotifierltem/Ap-
pindicator 7%,

6. (EIk) tNREBEHM GNOME —f2%%m Debian 11.3, BERBEUTSEBULEHSHA GNOME RAHEE
fx:
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a) 17 sudo apt install gnome-shell-extension-appindicator &%, AfE
GNOME EBERZY BIEF, ErRu U HEEENER.

b) EEIREDIER Tweaks.,
c) 7£ Tweaks TEFERET R,
d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Move applications to specific workspaces when they create windows e
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

ARE

- REHZIEETRZE H.265 MST4RMES 2R,
- BRRAEYRNNAEFRIEFTA.

c BIABAT, RERENAFRRZAUS 0N EEEHZEHRERE. EEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE B, LHiXEH
AHEN, AFZRBEZTIIMIERERNSHIUET,
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EVGPU E+

March 11,2024

3F VGPU B 2T NVIDIA 8l GPU (VGPU) RS RWE . AXRMBEXERI VGPU BERHIER,

EFAIEVGPU Bk, B

« ¥ XDamage fEAN&EHR M. BEBRT, XDamage 21/ XServer i BiERF.
o ERE Linux VDA BHE CTX_XDL_HDX_3D_PROI&EBHN Y. BXNELTENGER, BEATE
BT R R R,
ficE
f&eg Xorg Bo &4

EAT NVIDIA B+ REFEARZ NVIDIA Rapigx, WeBoheEMigBEEXH.

BRATREMEF SHREHREAE /etc/X11/ THEMRRBENF:

o ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, ST TIRIEREIEREE M4
1. 3% driver_name & AL IREHIERF B R
flgn, MREMIREHIEFZIN intel, TUBREXHFEFENRN ctx-intel-1.conf,
2. RIS EHIE 1S B

FMEREEXHHB—EEEA “Device” NES, XBOWIRE, ARNBIRDRFES. BEHRM
THASAREIEFE R ZAIATRATASR. ERAEABOIRNE, FHITUTIRE:

a) BEABERNISHRENEEUTRES SR ATUERASNESEXF. WIAERIET Linux VDA £
EN, EREREREERAYEEXAHNAIFRHEEEER M.

b) BANE B “Device” #5E%12 ctx-driver_name-1.conf,

3. BITUTEHSRIGE MR, LUEE Linux VDA BERZIRBITES R 1 RIREMEE N H&E R,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "

DriverName" -d "intel" --force

<!--NeedCopy—-->

BRI vGPU Ef
BIAMERT, 3F vGPU BRINEEA FRARS, AILUEITU T < XDamageEnabled BigEH 1 BERBA,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "0x00000001" --force

<!--NeedCopy-->

511 Remote PC Access VDA H9=H
SHFERIE vGPU £/ Remote PC Access VDA, Linux VDA 15412 B RE8iEmk, HI%RIhAEnIISE R R
HETY BEMERED (Extensible Virtual Display Interface, EVDI) B ERes.

4=,
AR

EVDI A BRI ERAKRER LITHRM R

SERBEHIEATF Ubuntu 20.04 #1 Debian 11.3 VDA, EfRE RN, E=RUTHEANSE:

1. BRIBER Linux £1ThHR%%E evdi-dkms REE:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. BREREREEES EVDI:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

Evdi" -d "Ox00000001" --force
<!--NeedCopy-->

REEBEA, TEAT Citrix TS,

3. MREHEANR Intel B, BRASTEERR. [N, Intel REKETE

sudo systemctl disable --now gdm
<!--NeedCopy-->

284

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Linux Virtual Delivery Agent 2210

HEHIRR
FCE 2440 B EI A i h 9 ELBD

WMREA L EAMIEIT 3D NABRERF, BFfFERENIER, WELXEFAEXER AL HELBERE N, EER
Jopt/Citrix/VDA/bin/setlog #¥ GFX_X11i&&# “verbose” FUKEIRRERES B LUHITIEIR.

7

FREHI TR RIS

e Ih R S H AR BT

=IEIKED

December 16, 2022

RNEKENA B FRIBAN B AHIEGIRNREIE. RIFEEASERELETR, WERENNREEEZISENRAR
BERBER. SaLUEKENEEAXARHTE alpha @& PNG B, ZKENEEIMRIERBLETR, BRRK
TRIEHEBIR R

BHE:

RIEKENFB—HREIEE. EFETEEIEMIERS, ERURE—ELNEBRIERMAIRE", ERILLINEE
B, HMNARECENEE BN, Bk, RMNENERKESEMRERRARE WRER) F5FH.

RIFKENFESATREMESGNERS. RERNHEREZREESNZENAANSH (BIHERZREHITR
B AT EBRMIRREIELR, FEERSH[BAETF i Internet ittt UK &R EIFHME .

ERBAFEE, BERUTSIEKNERIIERE RS EAME B MKENINL.

SIEKENEIRIGE

BRESIEKE

BRTIIEEN, *IEERRELLREEE—EBETRIERERE BNRERKE, EMKENGEERNRATIIEENE R,
ZINBERT, SIFKENLTERRS.

BIEZ P IP it

BRTHRER, SIEFETHRINEFR IP itk
BIAERT, 8EFFE IP it FERRS.
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BUEEIZE

BRTIGEER, SIEKENEEREERE. 8 A yyyy/mm/dd hhimm, ERE9EEIEUAT R4S $hFET X,

E‘kl}\ rﬁ IR—F > @;EL#%E__“E—IJL?**FH ;ikll_.\o

BEERARA

BRTHKRER, RIEBRETHANERBFARERKE, 271EHN USERNAME@DOMAINNAME, ZAiTEARF

BRZEZEE 20 NFF. HAFREE 20 NFHH, AR HIBNNFERNSERT,

AINERT, EEERAFRILTERARS.

4% VDA &

BRTHSEN, SiERETHA ICASIER VDA EHE1FAKEL,

BABERT, 8 VDA ENZLTFERERS.

4% VDA IP it

BAETINEER, 2IBEEr%a1 ICA £3589 VDA IP st EjKED,

FINERT, 845 VDA IP it FEARES.

RIEKENEER

G EFEHE B REBNKEINAITEERRZ MIE, EME TR EREFEZ A,
BXREMERIER, BHRRAANPIIKENBEXXEE 5.

ZPMEBERIEDESR S5 NKEFE, BEfh 1 MrEERLETR, B4 MELBET.
BAMEESIETOETR 1 KENRE,

BIAERT, EKEERREAZD

IKENEREE

AILGEENT 0 2 100 ZiEp/kENBERE, fEENEMA, KEIEAER,
BMIANBERT, BER 17,

XK T KEN B 4.
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IKENBRE XX Z

BINERT, ZEAT. AUBANEEFRH, REBEULRFES, XECRESHAUEREKNPET. =
FRBSTHREIHF 25 1 Unicode F/f, REMNFRBIZHEMTA 25 MNFR.

BN, R SRBRIRE N LU TE:

<date> <time><newline><username><style=single><fontsize=40><font=

Ubuntu><position=center><rotation=0><newline><serverip><newline><

clientip><newline>Citrix Linux VDA<newline>Version 2207

BXAEEAERIRAE, B TER!

BYIRE (ROKRN

BRI BiER 5) BiAE &
<style> KENFRBEER xsty'le, xstyle -
single, tile,
horizontal
<position> JKENIE center. center REmEERIRER
topleft. BB
topright.
bottomleft.
bottomright
<rotation> KENFERE—ERE -180-180 0 -
< JKENARFEERE 0-100 17 -
transparency
>
<font> - RESZFNFH Sans -
<fontsize> - 20-50 0 (BmitH) -
<fontzoom> ‘i 0- 100 -

<fontsize>#
<image> &BH

FHRMEGKNNE
payid
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BRIRE (ROKRN

=y vl iEA 5) BIAE &
<image> PNG 7kEN VDA ERYPNG B TiEH IEARRE PNG 7k
HIER1Z El, (NZHFHE
alpha i&&# PNG,
5588 PNG 7KENEY,
RF <style>.
<position>.
<rotation>. <
transparency
>
<fontzoom> i&
ERTA B,
<date> REEFAHEN ST FEA TER -
7 (YYYY/MM/DD)
<time> SIEEENEN ST FER TER -
75 (HH:MM)
<domain> APPSR ST FER TER -
<username> HAIRRAFENE  TER &R -
Uty (FEERFK
FiE)
<hostname> VDA ENMEBH ST TER TER -
<clientip> ERum P i E  REA & -
(s
<serverip> VDA R IP #ilitty s FER &R -

fUfF

AR

NRERAERRNEFREREKENBEXXE, WEZIERERSIEKENZ INIFRE Bt 21EKENERE,

MRAKIETEIET

PRI

o EUTFE—BERTESRFRIEKED:

FEMHEFHIRENFFENE, WERHEIINME.

- YERAMREDSRHITERRENHTNEBNRRN,
- YEAMRERLSRHTERRENRFINER, HEBRT Y 3D B TIERZHLILE,

s EEANEERTEEMNRIERAZIFRIEKE BEAIIEKENINEE, 18

SUERNRERNTEE M.
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o MRAFEEEA AR NVIDIA IR FRIEFEMGINE H.264 3¢ H.265 RIEEA TiE{T, NAZFSIEKED,
HEFRRTRSEKED, (FEXMERT, FMERPH NvCaptureType IRERN 2,)

o KENWSIEERIIRERRT Wo

« INREIZ Print Screen BHRER, 7T VDA HHERNERSRBFEIEKE, HIZWERIEHESERETRE
ko

Thinwire i#XE T

December 16, 2022

REROUAERTREISLEREEPRMER, Fia0, 7 Web E LR TTESTIR. T SMTBELE, BEMRAT
BRIF RN R T ER B,

.17 hR, BEBERRBRERRRTELSRE, FARKIEEEAMMARERE, HERERENHERE (16
fiisg 8 (IE), BR, BHATEAF REMMEERE. HDX Thinwire RERIEMER RS IAEHSEGRRE,

BiRA 7.18 2, EUTE—ERT, HDX Thinwire BIASYNIREH#EXEHER

« ATA®HEET 2 Mbps.
s MKIEIREBE 200 =7,
EUIAEXT:

Blgn, ETFER, WEXNEREXNLTENRS, FEFe BAEERKEE, BREREESR, A EAEERKETRE
SAE, NTESEGRMXAIEWRE, H#HRIERE .

Features

BRELESR2IERER, BEANEGMXIGZHREIITHRYR. §iW, ETEH, FEFBESRaREG, BRI

BREET.
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Features

NFEG, RUERRINRIKSGZE. NTFXE, RESIFERBRNE NS, HUIERES M L#HIT. FE
Al SR AR BB N R B AL MBS HELAEIR

BTG (D) mEdBEN BREiEEFEl H.264 #1TEIE,

snfAfE A AH TR

BINMERT, HHIREANMNERERKRES. F RUARE) MEMSLATHESERKS.
FEUTERTREIXE (FER) HElRX:

s MERE = AT LHIE
- BRELNEZEAERE =8 U
o ERTSIRMRIEIRHITES = HNBIER (FE2F H.264 8Y)

AR TR ESERARESE, MRBIMUTERZ—, NIRRT

. AIFEWEET 2 Mbps
. FAIERIB 200 =

REEXRE, ERRAPRERELE 10 #ehedia), BMEMSFRHEARF IR,

BAATMEIT N

AILGEEIETT LA T e < Bt TR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hrh, <value>:
0=t&xH (EEABRTEHAER)
1=851 (RIEMSKTIE, BIAE)
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2=0REFE
T BEHRR (1) B, ALUBTTU TS 2 —EXiEimE SRR E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrb <value> B < H{E, L Kbps A&l > (ZRIAE =2048)
5l 4096 = EH AT 4 Mbps A BE#NER
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B A RIHEL,

R

December 16, 2022
AEBHABTEE LT EM:
o EPim IME
o EFim IME AP RERY
s DSRERRRT
o WER

o XFLHEZHA

EFimia N A28 (IME)

December 16, 2022
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BhR

HAUEE IME ANFRBFR, fliiFx. BiEMEEHEFR, @I 5FFin L8 Citrix Workspace R BiEZFE AN
£ IME (g0 Windows 7s#l CJK IME) SANILEZEFFT,

[rmp
I

fER% Linux VDA BY, 2BEzhR#EILIhEE,

fERAER
FREITF Citrix Virtual Apps 3¢ Citrix Virtual Desktops &i#.
RIERERRF i L EERNEWNEUFFEERE i IME ThEe.
B[R
o MMM E Google BF RIS TN, A REMEAZEF I IME TR TRHRBNFER.

o RRTE B FRYPBHEAEF K IME 1588
« IME AP REAFERAKIEPRIE AT,

ZFin IME R RERS

December 16, 2022

ik

EShlk, BRI IMEBRRE (BEFEEEEOMEEEN) ETRRALA. UAIRRMET, ANEBXERAK
BB FATIRIZ -

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 292



Linux Virtual Delivery Agent 2210

Composition and candidate windows

Text input area

Citrix 2 Te] M, H#E—FRETEF K IME WAFKLRE, WTHAR:

A0 v | A
72 =< s
TdHsdissdissdissdissdf
FEHEFEH
TAS
FHH

ERLLIRER ARV ERMA

1. 7 Linux VDA E£2H Intelligent Input Bus (IBus). BxM@7E Linux #ER4% LEE IBus MWER, &
BERERFHU B REHXE, Fla0:

« Ubuntu: https://help.ubuntu.com/community/ibus

» CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

+ SUSE: https://documentation.suse.com/sles/15-SP2/html|/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMRERETIRE, BEBITERIZINELEERE,
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BRMZRZIEE
RIANBERTREAZF G IME AR RERDS . ERANEALLINE, HEEEFIRRERFBEDSM IME S0#IHEES
Bg, sl ctxreg SERRFREEEME.
AR
EPmERTH/BETH IME BUETIEE RSN Mt Aa T EMRISE, AIUNAREIEENEFPMITENT R,
SHRHIFEXR. A% Linux VDA EATEMRISENAEIZ VDA ERFrE =R,
« KEERFIRBEHRERLSH IME SO IhRERRUB AR EAT i IME AP REED IhEE:

1. 72 Studio ¥, ARPHEE, AEEFCIRER,
2. BREFIHREEHF/ELM IME UHHREREE,

Create Policy
Studio Select settings

:7({\[' Y%ESI‘GHS) | All Settings ot I Keyboard Layout Sync] X I
Settings: 0 selected [] View selected only

Settings

! ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRMZNER,
4. REHRE,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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EZAZEE, BEITUTHS:!
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000000"
<!--NeedCopy-->

SRERRED

December 16,2022

IAFT, Linux VDA MEFimigE ERNREHRBLIER, Fi0, HEFIHEELNREREM “RiB B|ih 58,
{87 VDA LREREY, AIRESHIREIRGY ),

Citrix @3 Bz% VDA MREFRSEFIRRENRERBRL KRR D, TLANEAIREELNRER/HLR
T, VDA EHEHLEHEIAR,

AR

EATF HTML5 89 Citrix Workspace M BEEFAZHSBETRRES NEE.

ficE

RINERT, BhSRERBETHELTEARS. EEANEALIIE, FIRETF REEHEEDS N IME cL#In6E
HREE, BT ctxreg AR EEIMER.
AR
FRIREERFBETS M IME SUHINERENMARS T EMRIRE, TUNAREEENRAP BN R
RHNPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRE RIS,
« REFZFIRBEEBFBERETSM IME SUHINERE S AR ASRENBE S IEE:
1. 7£ Studio Fp, HRREE, AEEFEIREK,

2. BREFPHBERFEEFATM IME SUHEIHRER,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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SZAILThEE, BEITUTH !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,
N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

MpEE

December 16,2022

BJLATE Linux B AN ARFSIEPEAREERE. REESECWASBFRNTERN 2 RIHRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un gmm -a' ;(
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AR

ZIheeERTF RHEL 7.9. RHEL 8.4. RHEL 8.6. Rocky Linux 8. SUSE 15.3. Ubuntu 22.04. Ubuntu
20.04 #1 Ubuntu 18.04, ERAT i0S #1 Android 89 Citrix Workspace [ 2R 2% I08E,

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio #, ¥ BEmERREAKKIZER AT,
3. (AI3%) ¥¥F RHEL 7 #1 CentOS 7, BT TH<IEZEEMARL (IBus) BREREIA IMBRSS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANRERELERIFIETEEEREF YR RIEEN.

PRI

ZINEETE Google Chrome, LibreOffice M E MR A2 T A RETCIALE i51To

EEFHRENREEBRETE, BREFHATER, ARBRRETHIEATR.

£ Web FBEEFM—MRANFRRIBES—MANTEREN, RERETEFET. BRI, BRI
BMAFER, ARELEEFHATR.

EThEEFRZ#F Unicode FRANFTFR (53, FX. BEBMEHEFH).

RREBFEATERBANTR.
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MRS5S HIBATRES, EXMERT, BBMINAREFEOXE LRSFERUISHAFTREEIRS
(1L SEVA=1

« BT Citrix Workspace R A 25 Huawei AR BIEERA MR, FIEMEEET YIRS, Wi
B ERE Huawei FiR B L,

XFZIESHEA

December 16, 2022

B Linux VDA kg7 1.4 &2, Citrix FiNTWERHBHNBREFIZE. AFPAIMUERS Linux KEFRNIER AR
FREEH Linux RZ A2

B2, HFESES Linux KEFRSESEMN, Fib, Linux VDA ERNA#IES =N T ELAHINARZERA A,
b, AREEUEE IMERIES (B0, X, BiESEiE) BAND. TUAREFRIERE, BRHBTEERERE
Z B,

AT RRXERER, NN EIXAMANELAGTNBREFREESE. 8d1EEE, BRUUENBREFIEHRE
AR SS280n IME LUNFERERE Z BT,

[T

TEILIGEA ctxreg SEARRFRANZALIIE GUABERTERER). A% Linux VDA RSS2 LAINEERCE R A%
VDA LR #HHIFRE N ABERF.

FeEEmRmA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, %
E4% DWORD,

EERILINEE, EETUTEH:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

ERAILLINEE, BEITUTa<!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000000"

<!--NeedCopy-->
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fERER

AR o
1. B8,
2. HRAMERXARANERBHNARERF. AREPVAEFSUSETIES .
3. MTHIRSPEFKIFMES LRNARIES GNR) .

£ T ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4, MNTFhgamiksR IME SiBEHE,
5. A% IME SiBE2HERBNES,
AR

« 7£ VDA IS L ENRER RN, EHIRTIETT Citrix Workspace M AEFHIZE F ik L (EAHE

FRRERR.
« UK accountsservice R BALKEIRE 0.6.37 ESRAS, 7 HeEXKISMIBS I HEEFRIT
®E,
o | < | Region & Language ‘ Login Screen ‘ [ = x
anguage English (United States
Formats United States (English)
Input Sources | Options ‘
French
German

L] =l
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ZIRK

December 16, 2022
KESABTEE T EA:
o ES0ThRE
s NEBRNEEEH

« HDX MR EHMIESS

RIS

August 8, 2023

BENEMRINEFERARS. BT Citrix Workspace M FR2F% Fif:

« EAT Windows # Citrix Workspace MBER - 2109 RESARES
« EMATF Linux 8 Citrix Workspace 12/ - 2109 REShkZ
« iEAT Mac 89 Citrix Workspace R RER - 2109 RES A

LERAAEIIRTHEF RN, BENSMEELREIBMRE5M.

ERBEN SN, BEFFoHE VDA LEESNHEERR, BENSMAIIREMSFRGHSEE

BRI B 501K,

TRETT BBNENS RIREMZ BIAILLIRE

BiEMN S0 |[BRRE 7
BAEIMREE: 48 kHz BRASIIFREE: 8kHz
MAKEEE BEE

e

i&1E RHEL 8.x E1EMA PulseAudio 13.99 s{E S ks,

i57E SUSE 15.3 +{#M PulseAudio 14.2 s{E Shk7s,

B R,
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MR ERABEER

December 16, 2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4

Linux VDA:

« VDA tRyI%EEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 iERARE

FEENSENEEEMD

1. 7z Citrix Studio #, ECEHRMELISENHENBTEEMNIAKFHIRM URL ELEFIR, BIAMERT, RKEEMN

BREEMRENIFo

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

(All Versions) - vAII Settings ~ | | Browser

Settings: 1 selected
»

v

v

v

X

Browser Content Redirection

Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

[_] View selected only

Select

Select

MERABREER ACL EEIRERE I UEANKEBABTEER URL BIATFTIR.
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(A" Versions) - v ﬂ Settings "‘ ’ Browser X
‘ Settings: 1 selected [ View selected only
Settings
y ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. % VDA £Ay Add to Chrome (7102 Chrome), M Chrome W _EREBIEAM Citrix F SN BRNEEER
Y BIEF. XiFMEETF VDA LRREasN (EESMEIN) URL BES5AYFSIREAELESIRITE.

BE:
BRI EARFEIY BIEF. X7 VDA L7310,

Chrome I REFETEMAFRRE, FTREEMESWGEIEIRNEMIRYT BER.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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HDX W RS ARSRESE

March 28,2023

pu

7 Linux VDA &iEHiE Ta0in = I N T2 89 B P IL7E ] LAGE A HDX MR GHASTE BT RER SRR SN FRIA
BERTERZMEE. HINEWNERLRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LI ARAMBRENRN, XML ERGVAELSE S H.264 RERLIXEITTE
MRIEPEITHMRR N AERF. HDX MEREGENMSAEREERRETE A IHRERRNSREAERRARBIR R BHTR
IREBSR, HWHHITEIRABMES. BRIENHESRHBNGERRNLRRAEX AR ENIREDIERF .

ERIRGIESMEBRGENEERS. 25, FRROGIRZEFTUERETEHRSSE. RSBFEERSMRRE
M, BEERAIEENKETAERMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured
video
stream Meeting
B ——
HDX webcam server _bDecode O:‘k@ _— conference
server
Encode and send Send througha
. through the HDX . native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

AR
o ZINAERERTF Azure itEH, A Azure iTEH EFINZINAERT A videodev MIZIRIR,
o IINEERZHFR B Citrix Workspace MAREFZFEF 8 H.264 M4,

o ZEHNRERGN PR 48x32 F) 1920x1080 Z &,

o EAMKERGIE, E7M Citrix Workspace iZRi2F TEEZHIEZFER USB 1%, TN, FJREREM

ESMEYERR,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

% #% Citrix Workspace [ BiZF

HDX ML BEMASRESE 2 7L FhRZ<H Citrix Workspace B2 :

Fa 1223
iEATF Windows 89 Citrix Workspace R RTERF iEATF Windows & Citrix Workspace R RIEF 1

XenApp #1 XenDesktop 7.17 XE=hr7A L@@ 32 {iI
0 64 N FAEFNNEREIISAESE. TREBRAEF,
iEATF Windows A9 Citrix Workspace R BEF %

¥ 32 (I AR

iEATF Chrome 19 Citrix Workspace R B2 BT ARM Chromebook 375 H.264 453,
ith, RE 32 U ARF A UERM K HDX MEEHREG
MIAELEo

T2 MWIHFIME RGN

AREMMZBEEHIRHARNMIRE, FEERREINNEEMITLLE, Citrix FHEUTMEZIEEG#ITHRINER
JiE:

+ Logitech HD Webcam C270
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+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

icE

HRINBERTEALINEE. EFER, ETMU TRIENERE:
e

Citrix Workspace R B2 B ] LUET %% Desktop Viewer £ NAMEIRENIREREERBEBRIAL

=1
Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Preferred \Webcam

|O Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(0) Do not connect
(® Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA RE%mE, Wik VDA 25 #Em7E Delivery Controller #5E M, URB AR Linux fSESIEEEHE
51 Windows ZEm B .

2. WREEI VDA T LA Internet, #AEE1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
B UREMERGEE, WREN VDA XEihiR Internet, BREITSE 3

PE =
uname -r SRRk ZETESRERNZALE, FLiisS% ctxwecamcfg.sh ik, BIEH

5 HDX MBIRENISAESE, 151517 sudo apt-get dist-upgrade, #1550 VDA, REEFHIET
ctxwcamcfg.sh 7S,

SNREH VDA 8E7E Debian L, EMAREARMNNZAMRAE LT, &, BEETU TS UERESHN
RItZhR S :
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sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy—-->

WS VDA Z8E7E SUSE 15.3. SUSE 15.2 8 SUSE 12.5 L, BT U TS UEMIISRMIAZRAHER
Bah:
zypper up kernel-default

reboot
<!--NeedCopy-->

ctxwcamcfg.sh ilZG8TF:

a) 7£ VDA k%# kernel-devel MaidsRziER% 1 (DKMS) 2%,

« kernel-deve |l BFHWERBERRAHEMMEBENAIZER,
« DKMS BFahSEEEMMERENANZRIR,

=

=W

£ RHEL #1 CentOS k%% FiRiZFES, ctxwcamcfg.sh MAEEHN VDA L REHER
AR TR

« &AT Enterprise Linux (EPEL) B985 E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS £ v4 12 loopback,
v41l2loopback —MAFEIE VAL2 IR EIE &HIRIZIER,

€) i5 17 sudo service ctxwcamsd restart & <, Linux VDA MR KB EG N RS -

ctxwcamsd - EFEshFHNE HDX MR ETMSAELETIEER v4 12 loopback Mgk,

3. WREH VDA TiEihinl Internet, BES—AITEN EME val2loopback AZiER, REBEESHIRE
B VDA,

a) EE—AEENNE Internet ERZARZA 5 VDA BRIMNAERITEN. uname -r &< AIEEBERANZAR
7S,

b) HEMITEMN L, 15T sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x* ME89 VDA E%IZI /var /xdl/ FANERITEN.

d #ERITEMN L, 517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
BRAZER MRZGLSMINET, Ma® /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®051bd227a9c94cl/$(uname -r)/x86_64/
module/ BET8IE v4l2loopback.ko 3tf, RBRTEETT ctxwcamcfg.sh BIZBI B aE & HER RO §4

Ro
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e) ¥ v4l2loopback.ko MERITENEHIZEN VDA HKEETF /opt/Citrix/VDA/1lib64/
7.

f) &M VDA £, 1T sudo service ctxwcamsd restart (S UEHRBHNEBEIR
SHE val2loopback mizi&ER,

RIMANER VDA

January 5, 2023

REBR
3% Citrix DaaS 33 RMAER VDA, %5iER Machine Creation Services (MCS), 7 &gt Citrix DaaS #16l
BRI VDA, EREMNSEBNT:

1. EEERE VDA RAEERIR VM ELIREMR G, FILER R MRENRIZEMNEFRIINIES VDA,
2. EAERGEIETENBR. &E&F MCS (EATTENEE L, ARERRMNSEIEAETERFEIRITEN

BIFRIR.

BXRIFMER, 1BSAER Machine Creation Services (MCS) g Linux VM M EHARIR,

EATFARIAERY VDA B9IhEE
TERIMANEE VDA Lo Z2EHIEERMNZAMAR

RN VDA EHRENXIER, VDA 2BmtIEEERINEENAE P, VDA BiREEAFER Citrix
Workspace MAREFNEBAZAIEAMAR, TOLUEERAEY, SERFANAPIRKAR (UID). 41D (GID). £
BRMESR shell, ZFEAILLINE, BERAUATSE:
1. BT TFa< UBRIZI8E:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. £ VDARMRERRETH /var/xdl/getuidgid.sh MadisEUTREG:
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B B AE tAA
uid R BPHRAA (UID) 2/ Linux o844

AZTNS M APNES. ERER
PRI R L R H R

gid W (AFRIRTT (GID) ERFRTISEAN
S

homedir Ak Linux X ERE2HERFPHNER.

shell A% &R shell EEAFRERERPIKP

BR AR AP B9 shell

TERZ getuidgid. sh MR AE:

=

=W

BRREEMNARPEERNBEE Y.

#!/bin/bash
HUHHAHHAHH USRS AR SRS H AR H SRR H R R R R R

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1
<!--NeedCopy—-->
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BRE& S HF IR

December 16, 2022

Linux VDA S 155K

Studio EAE
SR mEE KR RIR BiME

#¥5ns  LimitClipardTran€ferC2H B2/
REF (0)

I PR

NRVE

217

I\

#¥5ns  LimitClipardTran€ferH2C B2/
REIE (0)
PR

EFIH

(53178

I\

fFA%  UselocalFimeOfCliEM\rt  EFMR

Fifs Xizhl SR
HE 8] X
ICAE  IcaRoundir@lheckEAnddledE S
R1THZ £EF (1)
HE Ll

ICA IcaRoundirlheckbid®d 15
R1THZ ZRP

THEIE W10

]

FHE  lcaRoundirglheckiyenidlE 2 /A
1 #@p (0)
ICA 7 g

R1THE

HE
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Studio
R

F O ocx
S S
e T

g mF O
I
3

o
iy

1

s R om
= o
F 3

Bttt

REE
TE [T
BED
kb

BIMEHR
BEM
HEIIR
il

BIEAR
BEM
HEIIR
=Ry
tt

XHE
ERH

BEPRE!

=i
B KE E32S

LimitOvef@tBw  ICA\#E

et

LimitAudi@Bw  ICA\i

&t

LimitAudi@BwPercé®A\

il

LimitUSBE#" ICA\T

&t

LimitUSBBWPercen€CA\=

&t

LimitClipEgfBW  ICA\#

i

LimitClipBgBWPer¢€AtH

&t

LimitCdnBw ICA\#

&t

BIAME

0
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Studio EMR
R BITE= i B RINE

X#E  LimitCdnmBwPercel@A\'s 0
EEH
BEPRI
B9t

et

FTEDH  LimitPrinBBBw  ICA\& 0
BEM
B AR
1

TENHL  LimitPrinfBrBwPert@AYs 0
BEM
MR
=R
id

WebSocketceptWelh ShifketsiiaWedtitgrkets
EE

WebSockétbSocketePtirt ICA\WebRd@ts
HmAS
WebSock&ETrustediiginSd6AAWED Sockets
SR

AR5 8%

LIS

ICAR  SendICAK¢&MilivedCAR  FTXkix
KeEDh g ICAR
RE N7 KADh

2 (0)
ICAR  ICAKeepAl#TimedQA R 60 7
FEER FoEm

i

&t

ICA{7i IcalListenetBoftNundier 1494
N 28

As
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Studio
R

HDX
Bi&EN
(535

=IEF
FME
&%
BimE
# Ul
BRAE
&5

RIEF
Eka
as
RIEF
S4B
i)
B
BEE
EIIpEZES

BRI
EE
M
BRI
FTEDHL
EEH
SR
i# PDF
BT
ENfL

=i
B KE RIR BIAME

HDXoverGbE#l ICA Preferred(2)

AcceptSess@EnRelidbAlgConfigetions

Eas (1)

1%
Reconnedti&liTrdGgpn@en30%yel

Fi%E

HEH

L
SessionRetigiilityRGA\ss 2598

ELIE

1%
SessionReétigility TiGAkgut 180 7

A

i3
AllowAutdgiientRetolyect iF

PwmE (1)

EhEH

EE
AllowAudFRedirectidn W

AllowPrinf@rRedir #TED T

AutoCreaf8PDFPrinief EZH
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Studio EMR
REE BITE= i R ZINE
FTEDHL  DriverMappingList $TED "
IXThiZ Microsoft
Fr Bt XPS
MER
4 Document
Writer
*’
Deny
5
Send
to
Microsoft
OneNote
*7
Deny
ZPim  AllowClipBrardRedifisik =~ A
BINEAR (1)
BEM
Zprim  AllowUSBRedir USB =)k
USB (0)
KBES
EM
=P USBDevid@Rules USB ” =P USBDevid@Rules USB
UsSB UsSB
REE KEE
TE A E A
lf il
#mE  MovinglmAgeComditeseid nCayetiguration
&IESE (1)
MR ExtraColof¥dmpreddionwire EZH
YRR (0)

“\On
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Studio
R

Bir&
[EIBES

17E48

fERM
SRR
meEm
YR
B3

FVFAL
BILH
4

£txd
3D
FIfE
AEM
&
B
iZi=]
B
RE

gl

=i
B KE RIR BIAME

Targeted Mirimum AraimesRetSdpsnd

FramesPe&econd Thinwire 30 fps

VisualQuaHEy Thinwire & (3)

VideoCodgs Thinwire &ikat
£/
(3)

UseHardvi@reEncodhighdr¥igigaBodec
(1)

AllowVisugtyLoss|d¢sitariTp reggigin
(0)

OptimizeFRE3dWorkbhdadire B H
(0)

PreferredgistorDepthinwire 24
fi/tB&
(1)

SoundQuAiy

m

S

of 3 T
55
W@ ot

S
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Studio
R

B NG#R
b2 =2l
gz
FIRE
ARE
R
=3
speex
&
BrhiE
BEF
ImIREh

=i
B KE RIR BIAME

AllowMicr@phoneR&dir Y
(1)

MaximumiNgiberFfSEEsion’50
I

ConcurreitEagonsToEance2
b2

EnableAuit#EpdateOfticaitroftefs
Deliv- (1)
ery
Agent
®E

Clipboard8glectioriipdateMdde

PrimaryS#&ectionUgdaeMode

MaxSpeed@@ality = 5

AutoConrBetDriveskf& BEREH
E (1)
@/CDM

AllowCdrémnDrivesXff&  fRiF
E (1)
®/CDM

AllowFixegibrives X#E  AiF
E (1)
5/CDM
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Studio
R

R
WA
Eh2s

el
[T
Ehas

el

BHhE
TR

RIFTE
KES
&P
Zialf%
Xt

Mem
THX
s
Xt
=]
S
2iEe
R
%
RiES
R
SEm

AR

e KR TRIR

AllowFlopByDrivesx &
E
5/CDM

AllowNetvgaosrkDriveg &
E
©/CDM

AllowDrivefedir Xf&
E
i/CDM

ReadOnly#epped DiitfeE
E
©5/CDM

AllowAutdieyboardRlp

AllowFileFaansfer %

L]

AllowFileErwnloadc 41z

W

AllowFilertoad xftfE
L]

EnableSession|dle Bt
B 28

Sessionldi@Fimer|rgaiisl
N

BIAME

RIF

FVF

R

S=):

1440
Ak
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Studio JEffE
SR B KE E32S BIAME

#rFF=  EnableSeSBnDiscénhnctTimeE A

JEITHEY Y28 (0)
2
BrF=  SessionDiE®nnectEiBurPeridd0
JEIHEY NER] Sh
2RE10E

AR

2% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB 1R #hiX (UDP) 1245 4R, Linux VDA 7%
. BXFEER, BFSNEL AP BRI (UDP) RREH S,

ALUERT Citrix HF£#IGEE Citrix Studio FEBSIEEEITATEE:

o RETWITIIR . WERDXY TR IIERHISEHER 8 FRH

o [ETHITIIRIRE. RETHSIENREIRY. MRFEFTWNITNFHKENECRA, HEEDRIEFTIRENN
ERREEIRRRA, IERFEFER.

o BiFEEIRIEITHES . BESS A ERNSIERSISSE RS,

o BFEENRIETNSER: REMAERNRIETHEZ AR EER.

ENEARKIREN, FREXEREENEPRE—H.

TRIENREIRGIZIEN, RER—FRESHB. BXTM, BERUTRERHE: BREXAESHEE, BLARE
RERFETIRS. BEESIERTENRES, FRHEAPRAUEETNITIER.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay.

OK

A L7E Citrix Studio 7.12 ik EShRADE E LU T RS,

« MaxSpeexQuality
& (B#): [0-10]
AAINME: 5
HAEE:
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ESREAPEN, SMETERKA Speex iR SMHBHITRID (BBRNSMRER), Speex B—
MERERGSR, XEREESPRRNESESREERATES. SHM—EEZRMEEHETE, XAILUT
HEREM LT R Z BN G, KZHEIZE Speex HiTEZ@EIEETE 0 3 10 Z BN RESHIEEH, &
Bus, hERES.

&= Speex RERESIMREBNTERE (BEASMETERFEEMRGIRRE) ERRE Speex REX SHEIE
g, MRBIMEENF, FESKATETRN, XEKREXFRRE. NRSFNHREAR, FEJFLTE
HIRI, XBFREFRFRRK, HRE Speex REARENRA TEARRRILEER, KE Speex REHIER
RERBIUATHMA:

- F&TF&E Speex &,
- HIUBEREFINFTHEERS
BXIRE: SR8, SMEE[SRERE
« PrimarySelectionUpdateMode
& (&2): [0,1,2,3]
#AINME: 3
FHER:
EFHIEHET IR T BT RANGEIERN, REREEERR.

IR EES Linux VDA 1B P iR ENEREABR L ER S o] IE S VEMGR L E#. SO MEED:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BERABREEREAEZR I LU REEN EEH
Linux VDA EHMEREABTEERERZ A i EHEIMER. FRKENIREABTEEFRENR Linux
VDA ERIZINGIR,

- INEERNREEREMEZFiH
Linux VDA M EARABEEAEHZFF iH EHFIINR. BARKREMNEXERNTEEEH Linux VDA
LRI NEAR,

- BPEERBTEREREIEMN
Linux VDA EM i EABETEETHZFF iF EHFIINR, BRKEEMNEXEERBTIEEAEH Linux VDA
LRI NEAR,

- EERAREERNERFHMEN LER
Linux VDA EMEEENBLEEEHEF in LEINGIR,. BF K LT REABLEEEH Linux VDA £
BUBIMEAR. LEET A ERINE
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BXIRE: BEREEADEHRER
+ ClipboardSelectionUpdateMode
& (#2): [0,1,2,3]
#AINME: 3
HAER:

HEEEREMEHPHIBEREE S8 JELREAEMREERNS, flBIMNREREFEE “E
#”, BIMERIEEABEERTF Microsoft Windows BIlkiRi&E, MEEERNBST Linux s 2m—,

It EEBgiEH Linux VDA fiE P i ERBIIEIRIEE AR T E R T 0] LEX AR LB . FEMEED:

Edit Setting
Clipboard selection update mode
I Value: |Selection changes are updated on both client and hast ~ -
Studi( " Uee Selection changes are not updated on neither client nor host haost
Host selection changes are not updated to client
v A_F'Pl Client szlection changes are not updated to host X
Virtu changes are updated on both dient and host O5, 7.1 Desktop O5, 7.5 Server edail
Setti 0s, = P T e o, Feror oo Desktop 05, 7.8 Server 05, 7.8 LAY
= Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 08, 7.12 Server 05, 7.12 Select
Users & Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 05, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18 )
Summg Desktop OS, 1808 Server OS, 1808 Desktop O3S, 1811 Server 05, 1811 Desktop OS ST
¥ Description
This setting is supported only by Linux VDA version 1.4 onwards, It)

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

¥ Related settings
Primary selection update mode ﬁ
lancel

ﬁ Cancel

- EERNATFEREAEE G L AREEN _EFH
Linux VDA ERIBIMEIREE AR T EAEHMEFF Im EMEINLIR. B iR EMBIMLIREERNRTEAEH
Linux VDA EAIEINEIR

- FNEEABREEAENIEF IR
Linux VDA EM S RIEE AR T ERAERNZF A In MR, XA E EMEMRIEE NS TEER
Linux VDA EAIEINEIR,

- BRIHEERABTZEREMEEN
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Linux VDA EMEIMIRIEEAR T EETFME P in LM MR, BRIG EMNEIEIRAERNBS T EARAER
Linux VDA ERIEINEHR,

- EEABTEERNERTFIHMNEN LEH
Linux VDA ERBIMEREE A AL EEHZF in LEINGIR, & F i LBV EIRIEE A B L EEH Linux
VDA ERIBINEIR. IthikT9BRIA(E,

HEXIZE: TEERBIEMER
AE:

Linux VDA X #FBIIREEANBMEEEAND. EizHl Linux VDA 5EFimZ BREHIFMIETH, HITERN
ERRKEREE AT EMRAN EEEARTERELIRENERNE,

FTEN

December 16, 2022
EHLARBEUTER:
o FTENSRIEMUE

« PDF#TED

FTENSRAEMOE

December 16, 2022

IR ME RTENRIESLEBIER.

Eoes3
Linux VDA ZRFIES/E A cups 71 foomatic idiE3s, £X % VDA BRI EE. EAILIRBY X BERFohREDE
83, f5Iun:
ZRHEL7 L:
sudo yum -y ‘install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->
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&

Citrix 124 7 = Fh2E B 00ERITENHIRENTER (postscript. pcl5 # pcl6). BZ, BRITEMIRGHIEF TS EME
PITENN R D, EXMERT, FHRAHHME—EFNERE ~/.CtxlpProfileSCLIENT_NAME BB . BEhR
75 1906 2, FAILUERMNTE Citrix Studio HEREITENHIREHIZ FF BT AN A M SRR,

£7¢ Citrix Studio FECEITENHIRENIZFIRET IR A M SRR, IBMITLATIRIE:

1. EFFTEDHIREHAZ Fr BRES NS M R BK

2. BEHRM.
3. AR IRITENMNIRIEF BFES IRGHIZF & 7. MNREMERT Linux & Citrix Workspace M ABER,
BEHAIETITENH B o

4. EEERAHBEN VDA LHIREHIERFE X HFRIET R,

Edit Setting

Printer driver mapping and compatibility

' Driver Name - Action - Settings - S¢
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
i@ Edit driver mapping X
Add | | Driver Name:
FX FPS Color Class Driver
| Use defaulty g™ Deny
() Allow
- Applies to.tl ) Do not create -
g'ﬁ“algse'? O Create with universal driver only [C})SS 7??3
enver = . y
Server 0S. 7| ° Replace with | /usr/share/ppd/cupsfilters/Fuji_Xerox p 0S, 7.12
Server 05, 7 sktop OS,
7.15 Server | OK ” Cancel 7 Desktop

05, 7.18 ServerUs, 7.15 USSKIOp US
¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an -

“ | Cancel
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} =r

AR

o {N3z#F PPD RohiZF XX,
o AFEFFTENNIRENIE R IRES AN FR A M SRIEAVE Mk Tl. RBEBIRNEN.

fERER

AUMBRGAHREMERFBHEARFIT, XREFIBIRIMTEMNAIMRSIE) Linux VDA 1%, WFREMEARER,
FTENN B ARAEo

o SHFAFNEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskS$SSESSION_ID

o SFAEHNERER:
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID

F=3

AR

NMRE—AFRENTATEATHNRENELRGHNNAER, IERILUARRMTENN. TEEERGRNNARE
FRIEFHSETEN LITED, BEEEERBHNRERIEFRBINAZFFTEIN LTEN,

EEHR
FoIEFTED

FTENFTAE B TIERY, B ETENFIFZR ctxlpmngt F1 CUPS #2232,

FTENSFIFIZR ctxlpmngt B—MRRIE#IE, MAERIERIERIET, SITUTHSURINTIFIFEFRSEEE
7. R ctxlpmngt K517, BEMHSITHFE ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

WMRMTEITED, BT CUPS 1E28, ctxcups lRSATFHTEINERE, #5 Linux CUPS 2RBIE, #HBESMT
BLEE—, TBEIBITUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wtk CUPS BHERESING B

g CUPS B, BETUTar<UEE CUPS lRSX ., &N, CUPS BHEXAIZRE hdx.log !
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sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

LA BN R R R BRITENH SRR E, FERRELT, TENHIESR, AAXEHE CUPS %2
o

FTEN4g SO ELES

TN BHEFARETESSHBHED. RAPASIAPRETRDEFEE, REEEIRE
~[.CtxlpProfile$CLIENT_NAME & > #1 TR &,

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:
printername ZRAESHNEYUMEZ A IREGATEINBNE TR, ER2—TRIME. B7HE,

TEEERTIEEFER ppdpath. model 71 drivertype, EMETHYITENH REEEREP—NFE,

o MRBAITENNIRIEFSEFIHITEINARES, BHEA model= EMAE ANFTENNEDIZFHE S, AL
A pinfo ST IRITENA LIRS EFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
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<!--NeedCopy-->

ARA LIS ER S LUSFTENY LA :

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o NRBAITENNREIZF 5B P HITEINARS, BEEAVITENNERZF PPD X#Z. ppdpath &
RANUTENNIIRENIE F X BIBIT B 1R
flgn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#&#E— ppd B&hiz:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER. ppd
<!--NeedCopy-->

o Citrix 2t 7 =B 0B RITENVIRENIERF (postscript. pcl5 # pcl6) . A LURIBITENHE 1B BIRTHIZ
FPEL,
BN, NREFFIHBINTENNIREHIZFEE R PCL5, 5% drivertype i¢E5:

drivertype=pcl5
<!--NeedCopy-->

il P ANV S
SR EAEMERAITEIN., H=iEA CutePDF #1 PDFCreator Z 2589 EHAFTENH LARARE LRI R T 5 T ENHLIR
MEFE X

FTENPEALBUR T2 P i BRIAAT N T ENM IR BNA2fre S0 BARE HADE R IREIZF KB, MREFIRITENNERNZ
PCL5 IEzhigRs, i Linux VDA i&#ZEHIZE Postscript IRzhigR, NS HIMimR,

INRITENHIRENERFRBUIER, AILUAITIA TS BERIAER R :
1. BRIEBLHHNRERE.
2. 517 vi ~/.CtxlpProfileSCLIENT_NAME &<,
3. RN TFFERTE Linux VDA LIRERESITENS f4:

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. TEIXAY U E MR FITENE , §E —1 spool X4 1%7Z7 [var/spool/cups-ctx/$logon_user/$spool_file
To

6. RERBITNRBE AT, MR spool XHEKXNAE, RRBEM, BEKA Citrix 23§ GHRHEHTENAE) LRI

BEZES.
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7. R spool K/NAAE, M ZXGEFZEF . spool XHERBEURTE P IHBIAFTENASFTENHIREHTE
FRRY, WNRBRTRIITENN, (&xH1) IREHIZR = postscript, FIIMEETE Linux B2ER L _LITF spool Xt
RERNBSRSIER.

NREEITENXMHZ PCL, EFFIHRIERSGRE Windows, NEERITENNXHEFIZIRF IS, HERTREN
FTENHIRBHFE R 7E R P I TENA 4T EMZ S

8. RRSTHYITENH BB ERARRMFTENIRENER, TILL PostScript & R isiTENH 9 fl:
a) BRENRIE, AR HEE LTSRS,
b) TFHTENERII,:

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BGTEMW). IIRMEEREREERNR,

d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (#1i&7) 1 Model (25) FE+, M Citrix UPD Rapi2 s iEiE REBVITENHIREIIE R,
9, MR%=ET CUPS-PDF EHMTENN, BJLA%EE “Generic CUPS-PDF Printer” (i@F CUPS-PDF
TENH) WRopizF. REES.

f) RS, We1E .CtxlpProfile$CLIENT_NAME R BIRsNIZFHI PPD SXH4HERR, WUAY
BRESBYFTENHL (6 IR MY IR BN T o

BEA0ia)

THEREMHEMTE Linux VDA LITENBTF/EY R :

CTXPS RzpizF 5880 PLCATENNIARE

MRREFTENRLIRR , B ITENHIREDIZ R i2 B A BIE R R R A TENHIIRENIE T

FTENR S HLBTHTEME A8

EAME A IHITENN EFTENAX AR, XS BPRS[BERHITER. NMREZNEERIE, FRURFTERKHE
&,

FEMIEPEETEMNAITEN(F k@A

Linux M=iE#&5 Windows 1#(ERFETRE,. Bk, FrEBFRBIKABRSGEENEN. ErIUZRXLEEM, 54
SEH CUPS BBEXfF: [etc/cups/cupsd.conf,
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KB HRECER LRI ERE B TR

DefaultPolicy default

WMRKERB A default, NRELUTITARINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF #TED

December 16, 2022

fERZHF PDF $TEDRY Citrix Workspace R RBI2FHRZS, aJLITEDM Linux VDA &iEREi%i%8 PDF. SiEFTENE
W AXFRET Citrix Workspace M REFHAM T BN, fEauit&EN £, ATLUERFTE PDF EER(ITH
PDF, HTEFMEFTENMN L#ITHTEN,

Linux VDA 2357 LU FhiZ<89 Citrix Workspace M2 L#17 PDF $TE0:

+ Citrix Receiver for HTML5 A4s 2.4 3 2.6.9. ZAF HTML5 & Citrix Workspace FZF#2R 1808 RE&
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

Remote PC Access

December 16, 2022

BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops 89 B2, TEALEBEMMAFRTIURZENA
RERBANEMEDAE PCo NRBPALUFREDAE PC, tiTAILUARITMR TR ENFRENAER. RIENE
Bo

Remote PC Access R T EIAEmA N AERF KR Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access BIERFFIZSEBE Citrix Virtual Apps and Desktops FrEMERFRIZER, XirgE—4E
RET—HES—WEREER, BrEdER Citrix HDX T HIZEHDAE PC &%, REREAF LK,

BXiEMER, BB Citrix Virtual Apps and Desktops xierE) Remote PC Access.

=l

XEFEEDE Linux VDA HE1#:

o TEMIENE, E1X7EIE 3D BHX TR Linux VDA, BF NVIDIA Rzpi2 F9BRE, BT HDX 3D #x,
PC WAt RETEFL, BRILREFETEENEZ2NM,

o EXE Linux HENEARSIERERALENITENE R,
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o BatAFRDRAERT Linux it8il. BEEmAFR SR, APESHER PCHREBmRESRASENITE
o EREBERTANER TRITIHE R, EF K LM Citrix Workspace R Bi2FH UEEBIB P £ Remote
PC Access RERIERIFIAINAZE PC _LHMFAEFFIIE.

« MRAFRBEAMBERIE PC, ZidM StoreFront E5) PC LK.
o TEBANEA T Linux iHE .

[T

231 Linux PC 1%, BEB4R PC £R%# Linux VDA, ¢/Z Remote PC Access XZMITENER, AEIE
ZAHE, LEHENE RPN PCAMERBGENAAER. UTEHFANAT ZIE:

$% 1- 12845 PC £%% Linux VDA

BWEERENZERRE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,

S8 2 - 872 Remote PC Access R+ BN ER

1. 7 Citrix Studio #, ARBHUENER, AEMREREFEFURHTENER.

&% Citrix Studio
Machine Cataloa + | Machine type No. of machines Allocated machines

File Action View Help
e 2nm
| Console Root

~ § Citrix Studio (site)

O Search
= Machine Cat=lone

£ Delivery Gra Create Machine Catalog Single-session OS5 (Remote PC Access) 1
ﬂ Application: Wrzm N Single-session 05 (Remote PC Access) 1
g Policies Single-session OS (Remote PC Access) 1
@ Logging Refresh

~ [E» Configuratic
8 Adminis  Help
Controllers
=1 Hosting
&% Licensing
3 StoreFront
@ App-V Publishi
@ Zones
v &3 Citrix StoreFront
3 Stores
Server Group __________________________________________________—— _________________________________________________]
Details - RemotePC-suse125

Details | Machines | Delivery Groups =~ Administrators

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session 05 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Setto VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. BEENTIE LN TP,
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tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ Don't show this again

3. TERER%KTUE Li%EE Remote PC Access.
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 344


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/remote-pc-access.html#wake-on-lan--sccm-integrated
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/remote-pc-access.html#wake-on-lan--sccm-integrated

Linux Virtual Delivery Agent 2210

- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o FERAZFEIGITHER: Remote PC Access &1t 25,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

=&

December 16, 2022
KESABTEE LT EA:

o BiERfEH

. FARNEERER

o RTWRAIER

o SIEAEM

» Rendezvous V1

» Rendezvous V2

« FATLS RIFAFPRIERSE

« £A DTLS RIFAFPRERE

Epeivagg

December 16,2022

BiEnfEimE Citrix Virtual Apps and Desktops BB EaHFl, IHEMEEEIR, BEAT BY, ST A
FRXEM, FREEEHEMETIES WAN 7 Internet EiZHBEMEER, BXxBEMEHNFMAEER, BE2FE
SETVAEZ =N

BRBENEE

7z Citrix Studio #, i HDX BERFMEIKIEEAERTERISHREN. ERBALFERRES,

o Hit: RAEEFERET Enlightened Data Transport (EDT) BB &R &4, HEHEE TCP,
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o 2l RR: BEISAE EDT, HEAELRE TCP,

HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

ML Diagnostic mode  JallGEILUE
Virtuaroemrery mgene 1z server 05, 7.13 Desktop 05, 7.14 Server OF, 7.14 Desktop 05, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audic and

Framehawk.
B HABRIEMNER

BERMBEERN SR, 1&7E Citrix Studio #i§ HDX BEREHIKERIZE A%,

MEELRATBENEE

210%E UDP AR 2 S EEETT, RBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERERERT, BHRMTFUTHT.
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udp 0 0 0.0.0.0:2598 0.0.0.0:%

udp 0 0 :::1494 R
<!--NeedCopy-->

EDT MTU %3}

EDT TR RIEN BEMAERAEFRENM (MTU). MR LEHINATRER SR TR T ERZIRIEN EDT
EEER.

RIREK:

e Linux VDA 2012

« EATF Windows 89 Citrix Workspace MR 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBRAREAEN

MREANEFIHT SERAERZF I8, WAIUREESEHRNEENX EDT MTU, BXEAESR, BESHMIR
i E CTX231821,

==
=

I

AMRFEFALRSHTENG, FESHEEEMRERERSR, Citrix TERIEIFIMREFERECHAFLS
BHIMBIIRAAE IS 1T AR, EREMRRIESRFHIENG, ERIEIMERZE, BSLHITED.

7£ VDA =A% EDT MTU k3

ZFINERT, EDT MTU XM FEARS.

o« EEAEDT MTU %M, BEAUTHSIZE MtuDiscovery FMEM, EFE6) VDA, AE%E# VDA
JERR:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« M EDT MTU %3, &R MtuDiscovery FMERME,
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EHEIZ A LR EDT MTU 231
A LUEETE ICA X MtuDiscovery %, &Pk LHEFEIEE EDT MTU X3, BERAILINGE, 5
£ Application 9 FIRE L THE:
MtuDiscovery=0ff
ESfHEAILINEE, EM ICA ik MtuDiscovery 8,
BE:

ZEL ICA XS E1EM, 157 VDA £ EDT MTU &I, 1R %7 VDA £EEH EDT MTU &I, M ICA
XHESHTS.

ZEERER LHBEEXERMEEES

December 16, 2022
AUERAUTHISREEXEREEHEBERRNIREERRER. ERREERRREAMEREENERER, 7
LUSHEIR H B RN B E RE&F.

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --
force

<!--NeedCopy-->

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force
<!--NeedCopy-->

7t SUSE 15.3 EfEMZINEE, #BM http://download.opensuse.org/distribution/leap/15.3/repo/oss/ &
ZEimlib2,

e

WNRfEA LogonDisplayString FINBEXERES, NRKIAERT, ERRRERNEE,

ZRIEAPYDHBEEX REFER

December 16, 2022
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AILAfER CTX_XDL_DESKTOP_ENVIRONMEN

TENZEAFEERENR. B 2209 ke, SIERFAMUB

EXBHCHNEEFIR, “IRsI7E VDA LREREIFE, FEERAItThEe.

TRETTZFRSIFAFPUSNEEXKEIFEN Linux KTHRMKEIFRENTIR,

Linux £17hR

Debianll1.3

RHEL 8.6. RHEL 8.4

RHEL 7.9

Rocky Linux 8.6

SUSE 15.3

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04

SETIRBL

SR BARENR, BEIIEPETHERAS S

MREMFREIFRN:

GNOME

GNOME Classic

MATE

KDE

KDE &7~

XFNKE

MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic
MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic
MATE. GNOME. GNOME-Classic. KDE

BITUA TS

Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

« Magnus FJ8E27E KDE FERIBYINE, (FAfRTE, EELBEIEIT sudo apt remove magnus

SEER Magnus {46,

« Z2 A KDE B I QT &, 5L root AR SBERMUTREREE /usr/share/qt5/

gtlogging.ini:

gt.gpa.xcb.xcberror.error=false
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gt.gpa.xcb.warning=false
gt.gpa.xcb.error=false

<!--NeedCopy-->

+ KDE WREMUATRER KM, (FARRTGZE, RITRNERRARENBMERE.

EARENEERER

December 16,2022

7£ Linux VDA EREHSHIMBENERT, JUEERNEER. MREETRNEER, WHEKIFERMEE
HRAMNET—FET. BRHEZEREHEETRNEERT.

TERNEBTHMTRETHE B RAVERRDL

SRR 5598 PR
LogNoHome ZEAREEAMERETERMNE create -k "HKLM\

HomeMountPoint

ATERRE. RINMER 1, RTR.
MR ZEREN 0, WFERATE
BEBRNZEER.

£ Linux VDA L& BAcihiEd =,
fign, R /mnt/home B =,
MAFRKEESRHA /mnt/home/
domain/<user_name>, ¥R
EHRSENIRERNEFREERE
o

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome'"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

||<A
directory where the

NFS share is to be

mounted>"--force

HomeMountPoint'"-d
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AR tEA e
TempHomeDirectoryPath  #£ Linux VDA LigEIGNEER, create -k "HKLM\
MABpEE = HIKEE, BRINMER System)\
/tmp. EMERBECRT CurrentControlSet)\

HomeMountPoint, &A% Control\Citrix"-t "
MBEHSFTENASEN. AR REG_SZ"-v "

MiEEE B R7A TempHomeDirectoryPath
/tmp/domain/user_id, "-d "</tmp by default
>"--force
RemoveHomeOnLogoff ERIRSERFAHEBRIGNEE  create -k "HKLM\
Fo 1 RTRB. 0 RTE System)\
CurrentControlSet)\

Control\Citrix"-t "

REG_DWORD"-v "

RemoveHomeOnLogoff"-d
"Ox00000000"--force

AN ARER

December 16, 2022

f&Bh Linux VDA 7.13 hiz, Citrix MFFERZREH Linux FEFRNT LN BRREFTE. FRENTEMFERRD
FERNA] e A It ThAE,

m:

7£ Linux VDA 1.4 &, Citrix 18507 X B &R H BN AIEFMSIEH ZIhRERZH.

&£ Citrix Studio k&N FBIEF

EAI R AT S N BIEF AMEIIMA R FAR &% Linux VDA L REMNBIERF. Zdi25%% Windows
VDA LLEMNAEFEM. BXFMELR, 15505 Citrix Virtual Apps and Desktops x#%  (Ri#E#B# Citrix
Virtual Apps and Desktops ki) .

AR

o BRERMAN, FRAERMEERENSENNBEFINHBEF.
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e Linux VDA 1.4 REBRALZFHFLHNAER. B2, Linux VDA RZFESEMNARR R HAERN
HEN. BFRIRE, HNTENEANAEFNEEREZREMITHE,

o BEERATENAER, B707E StoreFront EEATEER, TEEXBIALTERARS. IREEETIE
B “TWIMode=0ff" Z2RZEX, BEMIRIIZRE, MIFKHEEBERA “TWIMode=0n", BNERELER
HERHRRE,

PR

Linux VDA R8N AF BoE—RAREFNZ N HREG.
ENREFSER, IERETNAREFNRES XA ERIEET.

EA0a)

ERHNAREFRERR T ATEMR-:

s AZWEKAFEL. BOMNBATESETRS SRS =,

s FEFMBATHNNARFISEONRNS.

+ 1B17%1 LibreOffice AR, [EHE—MEIMNARERZRE Citrix Studio £, EAXEN AR
=g,

» “Dolphin” ZEXMWEF QIS WEBAGNARFIEFERER. EMRRIRM, FESEMILLA https:
//wiki.archlinux.org/title/Qt B ZE,

Rendezvous V1

December 16, 2022

£/ Citrix Gateway AR5 E¢, Rendezvous iR E4%:d Citrix Cloud Connector, UEHER£MEET)
Citrix Cloud #=#I¥&.

ERMERNRETEER: 1) 5 VDA EMMNSIENENRE; 2) HDX SiFRE.

Rendezvous V1 #iF HDX &iEm&4ed Cloud Connector, BEEK Cloud Connector KIEFFEIEHEIRE L
#17 VDA M iERIE,

2K

« £/ Citrix Workspace # Citrix Gateway BRSiA 1R 1E,
o % @E: Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BRS3)
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+ Linux VDA kg7 2112 s &SRS,

- hR7< 2112 2IREER HTTP ARSI,
- hR7s 2204 2:EPANIEM SOCKSS RIBF R RIEIRZS,

£ Citrix B8 /= A Rendezvous i, BXFMER, ESiH Rendezvous MY HEEEIEE,

VDA &3t https://*.nssvc.net AEHENIR, SEFMEFEH. NMRELTEBIZHREREFH
FINBRE, BEXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

« ERESIER, Cloud Connector & 713KEX VDA B9 FQDN, BLIULB4F, &A= EA DNS f@#if: /8
Citrix DaaS$ iz#2 PowerShell SDK, iaf78n% Set-BrokerSite -DnsResolutionEnabled

$true, B Citrix DaaS izi2 PowerShell SDK 4= 8., 5518 SDK #1 AP,

RERE

VDA #n@it HTTP #1 SOCKSS5 {I8%17 Rendezvous &,

RIBEEFED

7 Rendezvous HERREN, HEEUTER:

 ZH5ARERR HTTP RIEA SOCKSS 3,
o AEPBUIEBRENNE, BERE, WE VDA 5MXIRSZEN ICA REFZRIZE. BEILE, BN, &
Bl

o HTTP RIBEIEAIIEHM Kerberos SR IEIEMMYZFETIHHENNSHIIE, EERERSSH, hEs
HIIEH FES B %R Kerberos i, Kerberos £ Linux VDA ZiFmiM—A 2,

=W

ZfFE A Kerberos, HAANNRERSSBZIERS EEZR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA ERBRISERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEMEITEFREN, MRAFBIE SPN, BHEIEEEK,

o HAIRZHER SOCKSS RE#HITH I, NREMA SOCKSS K3, BAEREFI, UERFERXIRS L
RE (EEXRPIEE) USRI SHEIE.

« 2B SOCKS5 fiExzHnmd EDT #178dEER. XIF HTTP 38, &M TCP 17 ICA BEHthi.

BEAAIE

Rendezvous %#5%EEA HTTP I8, MRFEMLEHEAEANE, WAFEE VDA L#iTHMEE.
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IFZERARE
EMERERIFEARIEN, B E Rendezvous LIEECEIRE. BAZIKESRS, 5 VDA$EE HTTP 5 SOCKSS5 1
ik, LT REERMPE fln:

o fR¥EMIE: http://<URL or IP>:<port>g socks5://<URL or IP>:<port>

Rendezvous I&3iF

MREHEFAEER, BRETHSBRIIERSELMEMA Rendezvous:

1. 7 VDA LEmhimms.
2. 1517 Jopt/Citrix/VDA/bin/ctxquery -f 1P,
3. RiaMNIERRIE A

o TCP Rendezvous: TCP-TLS-CGP -ICA

« EDT Rendezvous: UDP-DTLS-CGP -ICA
« @it Cloud Connector fX3#: TCP - PROXY - SSL - CGP - ICA g UDP - PROXY - DTLS - CGP - ICA

Rm:

WMERBAT Rendezvous B VDA TiE#EiHA Citrix Gateway BRsS, VDA #[@iEE#@id Cloud Connector
12 HDX =18,

Rendezvous H T ERIE

TEH#ART Rendezvous HEEHRE,

BRESERT BRI,

1. E#3l Citrix Workspace.
2. 1z Citrix Workspace F#iNER,
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3. WMRFEAAH Active Directory, Citrix DaaS ¥ Cloud Connector i@i&i&@id Active Directory 31
BHITIIE,
Citrix Workspace &7 Citrix DaaS M5 R,
M Citrix Workspace #i%## %8, Citrix DaaS @ VDA RX—%HE, UEAEASTEHTES,
Citrix Workspace ¥ ICA x#%i%=2I8% Citrix Cloud £ m#I STA ZiFMIH =,
i s Citrix Gateway RS, RHZEERI VDA BEIE, Citrix Cloud $%IEZEiE,
Citrix Gateway fR £ % i # 15 2 %% % Cloud Connector, Cloud Connector HEE#E &~ Ren-
dezvous &, HEEE%REET VDA,
9. VDA 115 Citrix Gateway lREMEZEERE.
10. IR XA VDA 5 Citrix Gateway fRSZiEEi Bi%EHE, VDA %@ Cloud Connector RIEEHEE,
11. Citrix Gateway fREEiH=S5 VDA Zai2iriE%,
12. VDA &g Cloud Connector &8 Citrix DaaS iEE ATk,
13. Citrix DaaS &z Cloud Connector & VDA &ZEXIEHRE, XLEBEREMNA.

90.“9”.0":“

Rendezvous V2

December 16, 2022

£/ Citrix Gateway AR5 E¢, Rendezvous il i E4e:d Citrix Cloud Connector, UEER£MEET
Citrix Cloud =%l &,

ERMAXENREFTEESE: 1) 54 VDA HMNSIERENRE; 2) HDX RiEFRE.

Rendezvous V1 #iF HDX &iEm&4e3 Cloud Connector, BEEK Cloud Connector KIBFAEIEHIRE L
#17 VDA FMFASERIE,

TR T A7E AD EAHHENMKRIMNERITENIE Rendezvous V2 58 &FEMZSIE Linux VDA BB &ER, %t
FRMAERITEN, Rendezvous V2 72 HDX sigflissliigssd Cloud Connector,

£

£/ Rendezvous V2 IERE:

« {£/ Citrix Workspace #0 Citrix Gateway RS iA R 1E,
o @ : Citrix DaaS (LLEi#RA Citrix Virtual Apps and Desktops ARs3)
o VDA hiiZx 2201 S E S hRk s,

- hR# 2204 2 HTTP #1 SOCKS5 RIBFr RIS AR A,

7£ Citrix ZEBEE A Rendezvous thi¥e BXFAREE, B3 Rendezvous iV EKIEE,
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o« VDA XFIF https://*.nssvc.net EFHANE, SFEFREFE, MRELIELZARNIGFHREFE
FINBRE, ERAER https: //*.c.nssvc.netfMhttps://*.g.nssvc.net, BXF4HA
&8, 152 Citrix Cloud xx# (£ Virtual Apps and Desktops IR T 74) 89 Internet EEZEREBHF%
IR E CTX270584,

+ VDA AIHEmSEZ T E R FIRY L :

- £ TCP 443 £, BT TCP Rendezvous,
- £ UDP 443 £, B7F EDT Rendezvous,

REERE

£ Rendezvous B¥, VDA Z#@EdRIBERITHIFREN HDX £1ER8, AL AN RENERIEIEEIAE,
ALiEFHEES,

EHREREEEEM

= HTTP {1,

AL FRIBRERENNE, REFIS, LUE VDA Citrix Cloud =4I FEZ BNEFIRERSWER. BENR
wE, BN, EE/FEW.

FPRFRIESHIIIE,

o ENERFIRERENE, BIRNTARFEEIME:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy—-->

HDX /llbg1tigijz%=\$I)ﬁ\

o ¥ HTTP #1 SOCKS5 i,
« EDT R&E5 SOCKS5 RE—iEfER.
« EXHDX REEENRIE, 15FEMA Rendezvous HIEAEHRIKIEE,

o ALBHIEEMENNE, BEEFIS, LUE VDA F Citrix Cloud £4IFEE 2 EH HDX REFSwIEZE,. AR
HFeE, TN, EFERM.

o HTTP RIEE:SERNEN Kerberos BHIIEMMYZIFET HENN B M, EERRIBRS SN, hEs
RIE A ES BEhER Kerberos i, Kerberos 2 Linux VDA #5HM—A5 %,
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} =

=W

ZfE A Kerberos, % AANNRERSSBZVIERS EEZTR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA BRI SERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEKITEFRERN, MRAFCIE SPN, BHEIEEERL,

o HEIARSZHER SOCKSS RE#HITE I, MRFEA SOCKSS K1, BHEEFI, UEREMXARS L
BRE (EERPIEE) UKL SHEIE,

+ 2B SOCKS5 RiExz#pilid EDT #17#iEE R, xtF HTTP K32, &R TCP £ ICA BN,

BEANE

Rendezvous #5%&8A HTTP 12, MNREMLEPERBEANRE, WREERE VDA L#HTHARE.

n{afEzE Rendezvous V2

TEHEEEMIFEDESE Rendezvous HIFE:

1. BHERBEMEEZXR,
2. B VDA G, BITUTHSLUSEMENEMRI
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

X00000001" --force
<!--NeedCopy—-->

3. E#RzN VDA itE .
4. o) Citrix SRR EREN TR

« % Rendezvous Y& Ei& H 7%
o BEEHIEHIZE Citrix HEBTIES. ZFEBEBTEERA Rendezvous B+ E.
o EHER Citrix SRIEEB ERNMER, URBESEMRKE,

Rendezvous i

BREJEZTIEEMER Rendezvous hi¥, EELEHETT /opt/Citrix/VDA/bin/ctxquery -f
iP %,

ERBEm ISR AR

« TCP Rendezvous: TCP-TLS-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 360


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2210/configure/session/rendezvous-v2.html#requirements

Linux Virtual Delivery Agent 2210

« @12 Cloud Connector K#E: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA
WRIFEFHE Rendezvous V2, k4G Ex 2.0,
e

MEEAT Rendezvous BF VDA EixE 4\ Citrix Gateway RS, VDA ¥[EliE2i&@d Cloud Connector
RIE HDX 1%,

£/ DTLS RIFAFRRIERE

December 16, 2022

M 7.18 frzA#e, DTLS MER—MxeRZ M. BRIABRT, LIEEE VDA LAFEARS. BXFHAER,
BERREZ 2.

/EF DTLS 1%
WirBENERESERA

7z Citrix Studio #, I HDX BERFiEISIE N ERTER ISR,

7z Linux VDA =/ SSL iz

7£ Linux VDA L, &8 Jopt/Citrix/VDA/sbhin L/ enable_vdassl.sh TEER (FZ/A) SSLME, %I H
FE BENETNER, 3EiafT /opt/Citrix/VDA/sbin/enable_vdassl.sh -h®&%,

=

AR

AT, Linux VDA %35 DTLS 1.0 #1 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 siiEBTF
Windows £ Citrix Workspace M 2R 1808 i Emhfiads. MREHEF in{Xz#F DTLS 1.0 (fin Citrix
Receiver for Windows 4.11), i&{EF enable_vdassl.sh T2 SSLMinVersion &5 TLS_1.0, %
SSLCipherSuite i&&% COM = ALL,

£ TLS RIFAFRIER SR

December 16, 2022

BhRZs 7.16 2, Linux VDA XFAFRIFAFRSIEREM TLS &, BMERT, TLS MELFEAKRS.
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BR TLS m#&

EEARTHRIPAFRIELSM TLS 10%, &7 Linux VDA 71 Delivery Controller (Controller) EREEHHE
F TLS %,

7 Linux VDA t&3&3E+H

FREX PEM #SARVARSS 2EHH CRT IUAMRIESR. RS[IEFEELUATED !
o B
o RINZEZHFLA
o FRENEH (FIik)

RS BRIEFH G
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

December 16, 2022
Citrix BI1ERISEMBES INFIEZIFM Linux F 4. SIETEMERIABER TATERRARS.

RNEA MR ML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMEEMNZIER
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEHESH HDX RSB UMEIEBEE M, WR7E Citrix Studio 1@ T FEKIGEIZE TIROS, NIEZK Linux
VDA EMIZE, #fR VDA LRI ASEEE AR L@ IR B OEFRMNE TR,

o BRSEBRENE P UnREHECHIRSE 8] EIFR

REFEPGEEEES (B, LERMBHEREERH) B, B1E Linux VDA 5&FFIRZ B R X REEEHREHE S
REESNRSHEBATRNEAIRESNHAIME. MREFmLEMAE, WEERE, BIIFFREMER. RERE
ERPRFESDRSEEZERRNHE. RAERTREELRE. BNHEHHTEE, HETUTHS (L10#HA
)
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIREIARSS S REHECHINSE 8] [BIFR
LG BIEFE M ICA BFIHAZEE Linux VDA WAESBEREEMIRSEE ZEERIT ., RINERTREELILEE, B
WHEBHTAEE, BETUTHS (X 10 #Afl).

/Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HPEHEER

BEREKEBAREAIEME, TERHRIE.

ERRRIERIR, BHITATHRIE:
1. 7 Citrix Studio FiB I SR BERARIEARMEE, BESYRILITFEFHREE) VDA BRSH HDX RS,
2. £ VDA £, BITUTaH<LURIESERTSEY TCP iARERETET (MU0 2598 Afl).

netstat -an | grep 2598
<!--NeedCopy-->

MRSEAEM RO LRE TCP flrgs, HziTU TR BARNIAS.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy—-->

USB £EM

December 16,2022

USB i&#&7z Citrix Workspace R A#2F5 Linux VDA REZEH=, ¥ USB REEEMIIKEE, ERIUERER
ZHERERY USB IR E BB A IZIR &

e

LHMLBIERETF 100 2508, FHAVZINGER USB EER. HMKIERET 200 26, E77EH USB EEM.

USB EEmE&=1"FEHEMNIIAE:
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o FHRIE S (VHCI)
« VHCI &%
+ USB Bk

FFiE VHCI:

XE5 USB EXMIhAERET @B IP WERNER USB IREHZRS. EMH Linux RZEEFM—LAFREREA
BY, XEEFE R LS AR EhiE i {s LUREXFRE USB #4dE. £ Linux VDA sE3iA, Citrix EA VHCI BYAZIRED
12/, 182, Linux VDA 5 Citrix Workspace R FB#2F 2 al#9FH USB $uiREHmER L1 Citrix ICA iR 4E
#,

VHCI AR
VHCI BR$3 2 Citrix 2Rk S VHC| mizEi@E A iERS. RS VHCI 5 Citrix USB RS ZEIHIM %,
USB ARrs3:

USB RS BEEIE USB i&& LR BN SR Z MR Citrix B3R,

USB EERIVIIELI

BEBRT, MR USBRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREENFRIATERN Linux VDA 2%, USB RERMTERDEFARERER, BELRERERHHIED
12, WMRHKRREMIREIZR, &) Linux VDA 2IETEEAEERM USB %%, HR USB iR&EMEE, BR
RIRNIZFH EREE RS,

Linux VDA X #F— Al EEAEEF HHIMEFIHEER USB &%,

S USB 1£&
THHEEBEHIAZ I Linux VDA irads, SILEEFEREMIEE, BEEEIER:
AE:

Linux VDA {%32%F USB 2.0 1%

USB AR EFHILE VID:PID XHRY
Netac Technology Co., 0dd8:173c FAT32
Ltd

Kingston Datatraveler  0951:1625 FAT32
101 IT
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USB AR EFEIEE VID:PID XHRRE
Kingston Datatraveler  1567:8902 FAT32
GT101 G2

SanDisk SDCZ86 flash 0781:5580 FAT32
drive

WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID
3DConnexion SpaceMouse Pro 046d: c62b

USB 13#&(Y VID:PID

Epson Perfection V330 photo 04B8: 0142

ficE USB EE A

B Citrix SREESEH TR ANER USB I#&EE M, XaJLUERA Delivery Controller SRESIEEIREXE, A
Linux VDA E2E& USB EE MY, JEEIE LU SRBEFIAM :

« BPim USB IREEEMERK
« BPiH USB g EERAMN

BRUSBEEH
7 Citrix Studio #, BA (HER) 5FFHziEM USB REEER ((RPEIEWEEN).
EHREIREIEES:

1. EEAW.
2. BEWE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

%E USB EE @M

B USB Exmes/E, A Citrix Studio IREEEAMN, HERBEEAV (FIEE) 7E Linux VDA LIERML
8’

£ “BFiE USBIREEEMMN” XiEEF:

1. BEHEIERANEEEAN, HBEEREBOTHENN,
2. gl (4REE) MG, RERE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNMAEEER USBEE@MEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1 VHCI izt

USB EEm#k#tF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERRDEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIEIE Linux RITRAZHITRIE, BRTER:

S Linux Z17hR AR
Amazon Linux 2 4.14.281-212
Debian 11.3 5.10.0-12
RHEL 8.x. Rocky Linux 8 4.18.0-372
RHEL 7.9. CentOS 7.9 3.10.0-1160
SUSE 15 5.3.18
Ubuntu 22.04 5.15.0-37
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T Linux &1THR AiZhi s

Ubuntu 20.04 5.4.0-117

Ubuntu 18.04 4,15.0-184
B5E:

MRENITENRZS A Linux VDA ZHIREIEF R RS, USB IRSEIRETER. EXMERT, N
g2 B S VHCI RIZERE, FaefeA USB EEmIIAE.

HINEHMMIZS Citrix MERNERET—H

FEmL1T L, BITUTHLKBIARNZRE B

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

MREBLIBITATY, MARBIRERINMNE, BhkAES Citrix ENRIR—K,
WRETRERTHEIR, WRZS Citrix BRA—, HAEHEE,

=
a
I

EE VHCI ZER

MBERZEIRS Citrix BARAAR—, BHITUTRE:
1. M Citrix THuE= T#H LVDA B3, %#F Linux Virtual Delivery Agent (sources) 2543 a9,

2. i2HY citrix-linux-vda-sources.zip X, E#iZzl linux-vda-sources/vhci-hcd-1.15.zip, SAEER
unzip vhci-hcd-1.15.z17p &2 VHCI SR

3. BRRET Linux VDA B8, ABREITUTRSZ—!
« sudo bash ctxusbcfg.sh dkms
ERALAH<, TR UERASRZERS R (DKMS) i27REE VHCI Wik, DKMS RERF SUSE,

=z

AR

sudo bash ctxusbcfg.sh dkms &<$ &% & VDA E&% kernel-devel #l
DKMS #2F. £ RHEL #1 CentOS t &R &R FH, Zan<R1E VDA LREH B A Extra Packages
for Enterprise Linux (EPEL) 7#fi#R.

LISHTEANZFAR (B0, MARZS 4.x.y FEEIMRES 5.x.y) BS, DKMS aTaExix i VHCI i
ZigEHR (usb-vheci-hcd.ko#flusb-vhci-iocif.ko)., & DKMS &K, EBRE
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7sudo bash ctxusbcfg.sh dkms,
« sudo bash ctxusbcfg.sh build
e SRR DKMS EImAIER T2 =% VHC IiER,
2R USB EEMInA

EIRIBEATPRE SERAEEREA Linux VDA BT REBEIM & i T,

TEHHBERR USB &

Linux VDA EREENREEM Citrix Workspace ZRiEFEERMFE USB i, UMRRBFRE&EEEIHNE

EMEgE. Hit, EREFEREENREIZEIZS,
r <

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

fZILEE R USB RN HEX

snREA Citrix Workspace AEFHNTAZIZAEILEER USB #iiE, ZEHE HENHIBRNXHIIER
Ko HILABAZRANERHIET AXERAN, RAEXNGRADPERRNFET. BEARSAEEESS., NRER
Citrix Workspace R ARZFHM T A ELEER, WEENEBEERMEHE, MNMSBEIEREX. ATHRAILIE
B, BEATERLERRSSSRBERMERE, ARBFLEUSBEEM.

F ]

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel7dwork ~]1%
[userl@rhel7dwork ~]% sync
[userl@rhel74dwork ~1%
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Citrix Workspace M BEFHN T EEZDTLIES
B, EATEEXAFE Citrix Workspace AR T AZHEEIHILE, XRTEEHT USB EEA., NRE
Elia)RR, ERIE TR

« REEEECEN AT USB EER
¢ ARRRRESEHAZRS

e | By p P e

Home Ctrl+Alt+Del Preferences evices Full-screen Disconnect Shortcuts

% USB ig#&7z Citrix Workspace BEZ2FHTAZHER, BXLGEEHINEZRIEREN, EEMARK

IR ERRY, EHITIATRE:
o & Linux VDA RSB AEE M.

o« WEREE Citrix Workspace M BREFHEMEBTREE T EMEHMEERE, BREIMRBRLH
DeviceRules, LU{RILISEKRIELIIE)IZIGE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXHAER, BESHAIRFAO
x & How to Configure Automatic Redirection of USB Devices (J1fAIECE USB & &M BMEER).

USB isEEMINEER, BXEERIEPER

BEBERLT, REEEAZTZFH USB ig&E. HMSE It aEEmENER) Linux VDA 21, WFEIMEEANIK
&, MRERS [dev BEFRIBAFAENTR. B2, APREAIURNERSERARDEFNRERE, NRE
RIAE (BIEAN) MEMEETERNE, BERZSERNETZIRE HRE,

AR

s F USB IRzh28, Linux VDA sERBEMEH#RE. AP (BEXRLEECHAEE) TERTEAEMEERRA

Iz, REAESZIRIERTIRPIIEEITEREXMIE .

REINEE SDK (L3814 IhEE)

December 16,2022
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EBNEMTF Linux VDA ME#EEREH A TEE (SDK), B RS ER VDA LiE1THRS BIBNARERF. BXiF
MEE, E2F Citrix Virtual Channel SDK for the Linux VDA G&RTF Linux VDA B Citrix @& SDK) X
[=1

mEr Linux VDA B9 Citrix gE3bli@iE SDK s M Citrix Virtual Apps and Desktops FEHTE# 1T FH. BHIEMNAR
Z#9 VDA Citrix Virtual Apps and Desktops F & HAHFLUARETHM Linux VDA,
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