Cifrix.

Linux Virtual Delivery Agent
2209

Citrix Product Documentation | https://docs.citrix.com June 24,2024


https://docs.citrix.com

Linux Virtual Delivery Agent 2209

Contents

Linux Virtual Delivery Agent 2209
¥igThaE

BEfEER—

[EFaa)

E=7EH

N

REEHR

ERBRMREHITRERE (HF)

13

14

FahRIEERTF Amazon Linux 2. CentOS. RHEL #1 Rocky Linux £ Linux Virtual Delivery Agent 33

Fzh%EE Linux Virtual Delivery Agent for SUSE 66
Fzh%iE Linux Virtual Delivery Agent for Ubuntu 92
Frh%E Linux Virtual Delivery Agent for Debian 122
7£ Citrix Daa$ Standard for Azure $1¢)# Linux VDA 150
1 Machine Creation Services (MCS) ¢ Linux VM 154
&8 Citrix Provisioning ¢/ Linux VM 179
71 XenDesktop 7.6 &R #ikz4<EE Delivery Controller 179
5B LDAP fRSS 318 E 181
Bo& 181
R 182
Citrix ZP {325 &11% (CEIP) 182
HDX Insight 185
5 Citrix Telemetry Service £/ 186
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 1



Linux Virtual Delivery Agent 2209

i@id Azure #4T Linux VDA BBIEHH 190
Linux VM # Linux =iF3E5 192
ERANES 198
RIERFAUIE 201
BRSTIFER 207
TEMEBER 209
Hith 214
iEAT HTMLS5 9 Citrix Workspace N BiEF%iF 214
8z Python3 E\FiE 215
3% NIS 5 Active Directory £55 217
IPv6 222
LDAPS 223
Xauthority 227
SHIE 230
f#5F8 Azure Active Directory #1TEHI8IE 230
WX B B R B I 235
XA BHIRIEARS 237
iE SSO SAIIE 245
Bre® 246
EZRAF#ITHRE S BRI EF 256
X 258
XS IR 258
XL 259
37 263
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 2



Linux Virtual Delivery Agent 2209

Bzh DPI 481K 264
EFIRBEMRESER 265
ER BB 268
HDX REH= 278
JEVvGPU B 286
SIEKED 288
Thinwire #i#X 25 292
B 294
EPIHRNEHRIES (IME) 294
EFim IME ARRERY 295
HESEERRRY 299
g5 3y 302
SRZESEA 305
EZULL 307
HNINEE 307
HEBANBEER 308
HDX MR G MIAESE 314
RIAEEH VDA 318
BT HFIIR 319
FTEN 331
FTENSRAEMOE 331
PDF #TED 337
Remote PC Access 338
RiE 350

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 3



Linux Virtual Delivery Agent 2209

BIERE 350
FEBRFE LHNBEEXERTERERS 353
ZRIEAP NS NEE X KEIFE 353
FRIENEERER 355
RENBER 356
Rendezvous V1 357
Rendezvous V2 360
£ DTLS RIFAFRIERS 363
£ TLS RIFAFRIERS 363
EF RN 367
USB £EEM 369
REINEE SDK (S25aM) 377

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 4



Linux Virtual Delivery Agent 2209
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October 31, 2022
5E:

ARERERNAT HaihR4s (CR) MKEAARSHRAS (LTSR) B9 M4 6 B HA SRR

Linux Virtual Delivery Agent (VDA) Z#HEEMMIBEMLET Citrix Workspace M AEFHEMIE &AM Linux

RPN FRFE A R Ho

TR LURIBSZ 324580 Linux ZIThHRRS BN ARRFMKE, 21 Linux EW_E%R%E VDA B4, ECE Delivery

Controller, #/EEMA Citrix Studio FAFREXLEN A2FHSE,

HTIEThEE

October 31, 2022

2209 FHYFTIEINAE

Linux VDA 2209 k& 3E U TS ThRERIE R ThAE |

%45 RHEL 8.6. Rocky Linux 8.6 1 Ubuntu 22.04

FAmMT RHEL 8.6. Rocky Linux 8.6 #1 Ubuntu 22.04 fER 8% 1ThR.

PIANT SSSD #1 PBIS 9 Ubuntu #1 SUSE VDA #58 & 1A 101E

RITERBEE SHIRIEARS (FAS) M5 BRI A8 VDA:

« f#F SSSD #1 PBIS A& Ubuntu VDA
« fEF SSSD MR SUSE VDA,

W7E, EAILUER FAS XERXLE VDA AR #ITEHWIE. EXFAES, BBREE S HIERS.

ZaIEAFP M B EXREFIR

SIEAFPREATUAEXEREF R, “OieqifE VDA LR SmIfR, FTreEALtE. BXFMAER, BEREs

ERPYANEENXSEFER,
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GPG ¥#

HNBLMEA GPG 3 Linux VDA REFE##ITTESR, Et, ERIUERAARKIE Linux VDA RHEEH5EEM.
BIRINAA, BRITUTERME:

1. %% Citrix Virtual Apps and Desktops F#HFi&,
2. BFEYhRA<AY Citrix Virtual Apps and Desktops.
3. BRAHEHRHTHAHR.

EEARTARIE Linux VDA RFENTEN, FEHRITUUTRE:
« XXF RPM %4, B8 AHASAE RPM BUBEHRHIETUTRS:
rpmkeys --import <path to the public key>

rpm —-checksig —--verbose <path to the Linux VDA package>
<!--NeedCopy-->

o XtF DEB 88, ERRATNE DEB #UBERHEITUTH<:!
sudo apt-get install dpkg-sig
gpg —-—import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!--NeedCopy—-->

FRARR A EYHTIEINRE

BX7E 1912 LTSR ) 2207 CR Z/EiRMIVRIThRPESBUIIEINEE, BEFMIEIIEH IR,

BEEERIRE

October 31, 2022

B Linux Virtual Delivery Agent 2207 &2, U TFiEE~E:

o APER Linux BN BEFRSESIES, PATH FIETErRTAEFRES [usr/local/bin 212, [CVADHELP-
20683]

o ctxgfx #ZRHIME segfault #HiRATEER S Linux B AREFMNSE@EEIMNEE, [CVADHELP-18646]

=R

July 14,2023
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FEAhRASPHE T LU IR :

« L@ E#H B Cloud Connector 3¢ Delivery Controller B, Linux VDA BI8E&EUHEE M. [CVADHELP-
21256]

o Linux VDA &xz##H SecurelCA #1711%, 7£ Linux VDA E£EH SecurelCA 28 2IER IR K.
+ £ GNOME fE=IE P, SFXNESEREIkEa%K, [CVADHELP-15639]

s ERTMVELENBREFIURSERMETIARLE, Mutter A% EF mutter-3.28.3-4 BRAGE S HITLLR]
B, EfALE, AR mutter-3.28.3-4 skE R4S, [LNXVDA-6967]
o XHTHIBFHABIINED. ZEOFSTWXE THIEE, HAE—RNEESBMHEK. [LNXVDA-5646]

+ PulseAudio MBINEBRSBIERGITHRS BEFEL T REDRS 20 #/FRH, X PulseAudio B
HES, BB AEER. BERRILIEE, 5% /etc/pulse/daemon.conf X HHIEE exit-idle-time=-1,
[LNXVDA-5464]

« BAT SSLMEHBZATREAEMN, TEEERT Linux 8 Citrix Workspace K AfEFHRBIHHRIE,
[RFLNX-1557]

« Ubuntu E#2: 7£ HDX 3D Pro &, 8% Desktop Viewer A/NG, MEAEFARTESET—T2E, &
EENERRETHESR,

o SEHRIER, ATEETRSMIER Linux VDA FTENEE M A AFTENL,

« BRPEEAEXHNTFERNREL CDM XHEMREFHEASXHHER, WelsESH LR,

o TEARRRAH, XEFXIFRIBIEBESEA UTF-8 48,

 i&FATF Android 89 Citrix Workspace R BI2FH CapsLock #RATRESESIT ERBERE, BF5E
AT Android B Citrix Workspace R RI2FRIIIEEER, Caps Lock RErRIEEREKR, RS A: FH
T REE LW Shift BEAS 5/ Z @1k,

« ERERT Mac 89 Citrix Workspace MBEFERZZE Linux VDA BY, & Alt FIREERENTEER. BINE
AT, JFFAMFAMN Options/Alt $#, ERT Mac B9 Citrix Workspace NRBEF# S %% AltGr, &EaTIL
£ Citrix Workspace M ARZFI&BHEHRIITH, BRERRARENNBREFTR.

o Linux VDA EHIINIEBSEMEM. EEFHMNEER—ALHFHM Kerberos ZiH, B2, Broker AJaESIRIE
SR —4H Kerberos ZAEREFNIIR VDA BRSERE. VDA 2iiE1%EI Broker B, Broker AJgETA5S
VDA BiiREIZE ETX. &WERE VDA FMLM,

VDA IREZIESHIHEITE, RERELKEITRR. B2, HTRESZIENEXHREK, FLTsEEERK
ialo
BRRFE: 5B Broker WERERR., £ BT Broker {7 Broker LB EBR MM SIRRBOGEITUT

A
CTEAC N

klist -1i 0x3e4 purge
<!--NeedCopy—-->
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Itan < =iEkR Citrix Broker Service IB1TFR7ERIMAEARS TAFFEM LSA BEPHAMERSER. e
ZMERHEMh VDA MRS RIE, EMA s mEMRS. B, MREFARERAERN, HARLERSAIEE
M KDC EFRIVX LRSS TR,

o AZIFEIENGEEIA. ERIMERSMHERIGEERIZTRIHITEN, ARFIRE ICA ZERRFISM. NR7E
BT BMRFINAEFRERBRILE, VAREFAEITMN, RtEAEEENR. MRERGIHAIE
R THRIRE, AIRERHILRMBYRE,

+ EATF Windows # Citrix Workspace [ AiZF RIAE RTE S SMR HIHAELE T Sk A,
E=FKEH

November 4, 2022
Linux Virtual Delivery Agent 2209 (PDF F#i)

It Linux VDA RZASAIRE B S RIBIZ XS P E XM FRIFEI AN E = AR
A

October 31, 2022

AXHPHERRANBH ST EHAANTEA. Citrix =RMIhEe, UEEEBREIELSRE, Citrix BERER
ERBERNRBUBRERRINE. EESERATERTERESEEN, ARFa8ES T FRNEEDIRE.
BXFRESAPLFNFMAES, 557 Product Lifecycle Support Policy (F=@R4dmERSZIFHRRKR) —.

FRAMMBER

TRETRTEFBIEMRNTFE. Citrix =mFIhEE,

EFANTEASILEMER, Citrix 7EIhRA PSS FFXLETE , BRTERRNLFRAFIEERR. 7 Linux VDA
&,

BRI B ERBIFFH R BR < .

e BEAEPERFHIMRE EEE P MIFRAIARZ
5z#f Debian 10.9 2206 2210
%#§ SUSE 15.2 2206 2209
¥+ RHEL 8.2 2206 2209
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mA EEHEPERFTHRAE BEEARIFRAIRRA
%# RHEL 8.1. RHEL 8.3 2203 2206
%# RHEL 7.8, Cent0S 7.8 2203 2204
F#F CentOS 8.x 2110 2201
¥#F SUSE 12.5 2109 2204
Z# Ubuntu 16.04 2109 2203
$#F RHEL7.7. CentOS 7.7 2006 2009
F#F SUSE12.3 2006 2006
¥#F RHEL 6.10. Cent0S 6.10 2003 2003
%#f RHEL 6.9. Cent0S6.9 1909 1909
%# RHEL 7.5, CentOS 7.5 1903 1903
%# RHEL 7.4, CentOS 7.4 1811 1811
%#f RHEL 6.8. Cent0S6.8 1811 1811
%# RHEL 7.3, CentOS 7.3 7.18 7.18
% RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16
RABER

October 31, 2022

Linux VDA g9 ¥aikk45 Citrix Virtual Apps and Desktops #F—. ©XRAGERERMARLREERELN Citrix
Virtual Apps and Desktops Rk A, BIREVEX Citrix =REHAPNES, UKk T AL Citrix 2ELEZHE
FEEBF= SR, 1520 Citrix 7= @46 F#R,

Linux VDA 5 Windows VDA WEEE 1288 E £5. FrE Delivery Controller 1#B8E5 Windows #1 Linux £m&
RERERS,

AP RSRAOAMH (190 Citrix Workspace MAER) MRKERETHE BASHEEPHITIRA,
BREKHAIRSRA (LTSR) IFEHER YaTARAS (CR) MUREAE RRBENES, BESHMIRFH O E,
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Linux &17hR
Linux VDA #5 U F Linux &1ThR:
HERR

HIRERFHN IR EM TR AR, Citrix fRIERIBE NI RER
NTFEFAAENFNTE, BESHAFH.

« Amazon Linux

- Amazon Linux 2
« CentOS Linux

- Cent0S 7.9
+ Debian Linux

- Debian11.3
- Debian 10.9

+ Red Hat Enterprise Linux

T{Fu4 8.6
Workstation 8.4
T1Eu5 7.9
Server 8.6

Server 8.4

Server 7.9

+ Rocky Linux 8.6
« SUSE Linux Enterprise:

- Server 15 Service Pack 3
« Ubuntu Linux

- Ubuntu Desktop 22.04

- Ubuntu Server 22.04

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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AR

CentOS B X FME RN E CentOS Stream, 1579 RHEL 8 ER, CentOS Linux 8 ¥F 2021 F[K£&
LER .2 /5, CentOS Stream #4842 FE Red Hat Enterprise Linux 8 Ei(FR) DX B X FMER, BESR
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

A%t Linux VDA fRZAZ #3589 Linux £17hR#0 Xorg ki A&51%K, EBATR. GXxF4AER, ESH XorgMod-
uleABIVersions,

Linux Z17hR Xorg s SHEMEME

Amazon Linux 2 1.20 MATE. GNOME. GNOME Classic

Debian 11.3. Debian 10.9 1.20 MATE. GNOME. GNOME
Classic. KDE

RHEL 8.6. RHEL 8.4 1.20 MATE. GNOME. GNOME Classic

RHEL 7.9. Cent0OS 7.9 1.20 MATE. GNOME. GNOME
Classic. KDE

Rocky Linux 8.6 1.20 MATE. GNOME. GNOME
Classic. KDE

SUSE 15.3 1.20 MATE. GNOME. GNOME Classic

Ubuntu 22.04 1.21 MATE. GNOME. GNOME
Classic. KDE

Ubuntu 20.04 1.20 MATE. GNOME. GNOME
Classic. KDE

Ubuntu 18.04 1.19 MATE. GNOME. GNOME
Classic. KDE

Rm:

301 Ubuntu EER HWE kernel 3t HWE Xorg,

MBIV RE—INREE, AJLIEN ctxinstall.sh 2 ctxsetup.sh HiAEisEBEXIERFERL GNOME 3 MATE
KREFE,

BHAFRZEAMATE LS REESN systemd B0, Ex systemd AR RIEENFMAEE, &
BIRP AR TREZ.

S ENTFEMENLIFE

o BNBRSS 2R
« Amazon Web Services (AWS)
« Citrix Hypervisor

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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Google =¥ A& (GCP)
BETFRZBENI (KVM)
Microsoft Azure

Microsoft Hyper-V

VMware vSphere Hypervisor
« Nutanix AHV

PE=W
EFREERT, SXRIFNRIEIFLRIYH X86-64.

B Citrix Virtual Apps and Desktops 7 2003 %/ 2112, R4 Citrix DaaS (LL#i#r% Citrix Virtual Apps
and Desktops fRs3) 357 Microsoft Azure. AWS #1 GCP £ Linux VDA, B 2203 fRit2, EaLIE
XN Z LA Citrix DaaS #0 Citrix Virtual Apps and Desktops #£%& Linux VDA, BERXEAG = ENIE
#AE Citrix Virtual Apps and Desktops #%&, EEEESNRIFAIE. BXESNRFIENGES, &
SRERRENPRERAFLKIEM (TTU).

Active Directory £/ &

Linux VDA 5L T Active Directory R4 E 5~ 5

Winbind SSSD Centrify PBIS Quest
Amazon Linux 2 b = = £
2
Debian 11.3. = = = = S
Debian 10.9
RHEL 8.6. = = = = £
RHEL 8.4
RHEL 7.9. 2 2 = = 2 (Questv4.l
Cent0S 7.9 KEShRES)
Rocky Linux = = = = £
8.6
SUSE 15.3 = % b = &
Ubuntu 22.04. 2 = = = £ (Questv4.l

Ubuntu 20.04. KEEhREA)
Ubuntu 18.04

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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HDX 3D Pro

&8f) Citrix Virtual Apps and Desktops 8 HDX 3D Pro, f&aILsc{I{EBER A 2SS (GPU) MITREH RIS
EMREM R B AR,

I EERREF

HF Linux VDA, HDX 3D Pro 5T EIMEEREFRS!

« Citrix Hypervisor

» VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google =iHF& (GCP)

=

AR

EMNEEEFSEE Linux R1THRFES.
3¢ Amazon Linux 2 &/ HDX 3D Pro, A1 INEZRE NVIDIA IRsHIERFE 470,

GPU

ET7HREN Linux &1ThRSZ2#589 NVIDIA GPU +, 18#%EI NVIDIA =R iF51R, AEEEENEEREFHRNE
ERA. REFmEPE. BAFNRERIFRAF T,

R GPU £ =& T &MH vGPU k518, Bal, Linux VDA &5%#F vGPU 13, BXi¥4ER, B2 NVIDIA
REPA GPU 24324589 GPU,

LR

October 31, 2022
LB S RIS BRI TERE:

o BRABMREH#TRERE (%, ERTLHRE)

EFEM Linux RITRRNFohREE

A MCS 1 Linux VM

« 1£ Citrix Daa$S Standard for Azure (LLgi#A “EHF Azure 89 Citrix Virtual Apps and Desktops
Standard”) #eIEEMNFFMEKIMANIEEE Linux VDA

« {E/ Citrix Provisioning 8% Linux VM

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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+ 73 XenDesktop 7.6 & FHAkkAE2E Delivery Controller

ERARMTEHITRERE (HF)

November 4, 2022
5E:
o SWFEMRE, BUESARNLIHITRRRE, ACEDITNBNAERRMRERZEMEE Linux

VDA, BMREANNET, SFEHREMLL, BEAZTHE. EUEIENRELGFNREEHEEX
BB S HREEBNEIEE Linux VDA MIB1TIF R,

o %Z{ERA Machine Creation Services (MCS), 7 &ERIZERIMNER VDA, BXFAER, ESHER
Machine Creation Services (MCS) ¢l Linux VM,

o EETHBESATRINNER VDA BIhEE, BEHFIRMAES VDA,

S8 1. FEEEEREEHN Linux 584

WERM R ERFHUTERERES

o EHR - BRE Linux VDA B ENBIEN S
o MRS P it

o NTP FRS3281 IP Hhlt R F AT R B FR

« %32 - 138 NetBIOS &#F

o SUREB - Kerberos SUHZ TR

o M2 REES (FQDN)

BE:

o B2 Linux VDA, EMIARSTE Linux BN EIEFRIN T FiEE,
- ERAE, BRINRERET X Windows R KEIFE,

AREM

o FAERT, TRARTRES®. BEENIFEREEXTEH, HRITUTERE:

a. £ Linux VDA &M L3 tmp/ctxinstall.conf 3,
b. ¥ “wworkgroup=<your workgroup>" 1T HRFEFRHIIER,

« Centrify T #%44 IPv6 DNS & &, /etc/resolv.conf fELEEH—NEA IPv4 19 DNS IR & 23,
adclient ZFgEEHEH AD RS-

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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BHE:

ADSITE
AD : Failed

: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.

<!--NeedCopy—-->

tiER Centrify REEBMEN. ERORILEM, BRITUTERIE:

a. IElEEHISR LT AERET A,
b. #%#% Active Directory 5 SFIBRSS .
C. AFRFRINERHI F ML,

o 25 VDA EEEIRE OU, iFHITLUTIRME:
1. HREESSR EEERER OU,
BEXTAI0U, EZRTENFSEE.

- ACLIVE LATECIONY LSeTs ar

File Action View Help

ew 20 £ 0| XD e

S

2 HBE Y TEhR

[ Active Directory Users and Compute
| Saved Queries
4 3 wddocal
I | Builtin
i | Computers
2| Domain Controllers
| ForeignSecurityPrincipals
Managed Service Accounts
| Users
3] Limux
b 2] redhat
3] suse
2 | ubuntu

L I

U165 U185

2. 12 VDA E8IE /tmp/ctxinstall.conf {5,

3. ¥ ou=<your ou> 177RMNZE /tmp/ctxinstall.conf 3¢,

OU {ERA AD 75 7ZHARMR. FER T&.

: Check that this machine's subnet is in a site known by

BIERS Winbind SSSD

Centrify

PBIS

Amazon Linux 2 ou="L1inux/ ou="Linux/

amazon" amazon"

Debian ou="Linux/ ou="Linux/

debian" debian"

ou="XD.LOCAL
/Linux/
amazon"
ou="XD.LOCAL
/Linux/
debian"

ou="Linux/
amazon"

ou="L1inux/
debian"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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BRIERR Winbind SSSD Centrify PBIS

RHEL 8. Rocky ou="0U= ou="0U= ou="XD.LOCAL ou="Linux/

Linux 8 redhat,0U= redhat,0U= /Linux/ redhat"
Linux" Linux" redhat"

RHEL 7

SUSE

Ubuntu

ou="Linux/
redhat"

ou="Linux/
suse"

ou="Linux/
ubuntu"

ou="Linux/
redhat"

ou="Linux/
suse"
ou="Linux/
ubuntu"

ou="XD.LOCAL
/Linux/
redhat"
ou="XD.LOCAL
/Linux/suse"

ou="XD.LOCAL
/Linux/
ubuntu"

ou="Linux/
redhat"

ou="Linux/
suse"

ou="L1inux/
ubuntu"

« B LinuxVDA7.16 2, BMLEZRA IPV6, LUTFARFHAMPRENEH:

- MAEEE Linux 5, UBRENHEN B IPV6 W& TR RRES.
- 745 IPV6 MRS Centrify,

PR =

MREHNWERA IPv6, HEMBERMAYRABIEEM IPv6 #&3L, VDA %5&:iZ IPv6 [ Delivery
Controller ;xfft. MREHMLERF RS IPv4AF IPV6 BLE, 55— DNS IP iR R ERER
IPv4 2R IPv6 kit

o WR%EE Centrify fERIMNIEBI A, ctxinstall.sh HAEE Centrify #4+8, ctxinstall.sh 3kEx Centrify
REaNSEEmHmA:

- BMRETEBETIM Internet TF Centrify %8, TEESMNLITHRM URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe

rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-servic

es

/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350

071.1592881996-604509155.1572850145

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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http://edge.centrify.com/products/centrify-suite/2016-update-1/installers/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956
http://edge.centrify.com/products/centrify-suite/2016-update-1/installers/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
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- M BERHIRE Centrify #48, BHsE Centrify REEHNER, BERITUTRE:

a. 7£ Linux VDA BR$3283 L 8I# tmp/ctxinstall.conf X (MIREZXHEREE) o
b. TEX i “centrifypkgpath=<path name>" 17,

flgn:

cat
set
1s

/tmp/ctxinstall.conf

"centrifypkgpath=/home/mydir"

-1ls /home/mydir

9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016

centrifyda-3.3.1-rhel4-x86_64.rpm

33492 -r——-r——-r—--. 1 root root 34292673 May 13 2016

centrifydc-5.3.1-rhel4-x86_64.rpm

4 -rw-rw-r--. 1 root root 1168 Dec 1 2015

centrifydc-install.cfg

756 -r-—-r—-r--. 1 root root 770991 May 13 2016

centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm

268 -r——-r—-r-—. 1 root root 271296 May 13 2016

centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r—--r--r—-. 1 root root 1930084 Apr 12 2016

centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r--. 1 root root 124543 Apr 19 2016

centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 qinstall-

express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install

.sh

12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-

notes—-agent-rhel4-x86_64.txt

4 -r--r-—-r--. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt

4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt

12 -r--r—-r—--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

<!--NeedCopy-->

o WEER PBIS fERMAIER AR, ctxinstall.sh filZsZEZE PBIS ¥, ctxinstall.sh 3XEX PBIS #{&&#

FER M.

- BMREAHEBBM Internet T# PBIS %€, g1, TEESMNRITHRA URL:

Amazon Linux 2. CentOS 7. RHEL 8. RHEL 7. SUSE 15.3: wget https://github
.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open
-9.1.0.551.1linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.

sh
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- M Internet 3XEX PBIS #4845 ERR A, Fltk, BT /opt/Citrix/VDA/sbin/ctxinstall.sh s
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 77,

BXRG, BEAUTRSEE:

pPbisDownloadPath_RHEL="https://github.com/BeyondTrust/phis-open/releases/download/ pbis-open-8.

pbisDownloadPath_Ubuntu="https://github.com/ Eemn-:{Trust"pbls-opsn» releases/downloa 0/pbis-open-

TR 2. HEEINEEERF

EXFFHEMVIEIRZF £38 Linux VDA SEEIMNIEITE, FEFH—LEN, RIBETFERNENNERERT
BH U TER, MREERVEM LIETT Linux T8N, WEFEHEMER.

1&& Citrix Hypervisor _t#iYa][E% )@

BT Citrix Hypervisor Bt EIRF IhEERT, EEMFEIMKE Linux VM &, &#E<iB% NTP #0 Citrix Hypervisor
M, MEHLEEERZEMY. NERNHSHEMIRSERRS, BHRESD Linux ERFRNRFNHES NTP
BF. XMERERZAENRERS . THE HVM EXTHITEAENR.

MBI EEEITHEEMNLE Linux A%, FE%ET Citrix VM Tools, MaTi#z Citrix Hypervisor Bt alE% Thag
BEEE, UREBBE Linux VM RiE/A:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

L@ <iRE 0 5% 1:

« 0-BERFINEEERH, BERHER.

o 1-WNEESIHEERA, BEREMERE,
MR /proc/sys/xen/independent_wallclock X#FEE, MAFBHITUTL R,
MREEMA, BEIEZXEEAN 1 URRANEESIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFERRAKAER, FEEHBEEMNAEN, EHmiE [etc/sysctl.conf XEHFMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMRLS:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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IteEp<iREE Lo

7% Microsoft Hyper-V & E8qiEIES a8

LT Hyper-V Linux £mARSEH Linux VM aIZ A Hyper-V B alRS ThEeRER ENIRER LN E. NHEFERR
FINHIALKEIRTI R, KA —FERBALINEES NTP RS,

MERRIFRSH:

1. $T7F Hyper-V EEBIEHI&
2. 3F Linux VM B9i& 8, &% Integration Services (£mRS).
3. HRE%RE Time synchronization (BFEIEF).

} =r

AR

b7 7%5 VMware # Citrix Hypervisor RE, X#E#H~=SRaZRAENNERDSIHEE, UERS5 NTP 24 W5,
Hyper-V Bt{alRAFZ TS NTP BElES HEH E b,

&8 ESX #1 ESXi L#vEda]F i

B VMware RERS IR, SN FEEIMEH Linux VM &, EH<iBE NTP FEMNEERIEFNR—. mEER
HERS R4, HEENHSEMRSERRS, BHERS Linux ERIHPRNRKNSHENS NTP AF, XiE
MERBRAENERY,

WMRIFEIEITEE T VMware Tools B E#ML Linux Ri%:

$7FF vSphere Client,

4m3E Linux VM 1€ &,

£ Virtual Machine Properties (E##lE) HEES, 177 Options (G£I) &M+

%% VMware Tools,

7£ Advanced (54) 19, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok wn =

S8 3: REXNERH.NET Runtime 6.0

7£%% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#93iBEZREE.NET Runtime 6.0,

L% NET Runtime 6.0 /5, =17 which dotnet &< &R EMNE TR,

RS SR, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, EER /aa/bb 1
ANET Z#hIXH K=,
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S8 4: T Linux VDA #i{448

1. %= Citrix Virtual Apps and Desktops F#5&E.
2. BFREYhRAcH Citrix Virtual Apps and Desktops.

3. BERAHTHSEN Linux Z1ThHREER Linux VDA S48 IR BTATFRIE Linux VDA RGBS EMR
GPG 2R,

EFEANTANIE Linux VDA RIG-BHFTEM, EHITIUTRIE:
« XtF RPM %G, B8 AHASAE RPM SUBEHRHETU TGRS
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

o XtF DEB 88, ERAATANE DEB #UBEHRHETUTHS:!
sudo apt-get install dpkg-sig
gpg --1import <path to the public key>

dpkg-sig —-verify <path to the Linux VDA package>
<!--NeedCopy-->

S8 5. L% Linux VDA #iff8

By Linux VDA IRBIfE, BiETUTH S,
s¢+F RHEL. CentOS #1 Rocky Linux &1Thk:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR
3+ RHEL #1 CentOS, 155k %% EPEL ZifE, ASABEMIIRE Linux VDA, X% EPEL MER,
15517 https://docs.fedoraproject.org/en-US/epel/ LiRHAYHER,
3FF Ubuntu/Debian %17hk:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get dinstall -f
<!--NeedCopy-->

AR

« E} Debian 11.3 £1TIRREMNBNKIIA, 15K deb http://deb.debian.org/debian
/ bullseye main{T4mM2 /etc/apt/sources.list x5,
+ Ej Debian 10.9 Z1TIRREXEHNKIHIN, 5% deb http://deb.debian.org/debian
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/ oldstable main {70zl /etc/apt/sources.list Xt

xtF SUSE %&1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

#I8 6: =% NVIDIA GRID Kzpigrr

BF HDX 3D Pro ZRIETEEMHN EEZFH VDA 1+EH %3 NVIDIA GRID Ezpig.

EERTEEIWEERRF L 2RMEE NVIDIA GRID &4l GPU E188 (ENIRER), EHSRUTERE:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

EREMECE NVIDIA GRID K& VM EKahigrr, EHRIT TENEITRE:

1. HREE VM BXiF,

2. FEMNEEEFERERT, VM DE—1 GPU.
3. BE1IVM,

4. £ VM LRERE VM EKahigrr,

FBT. BEGEITHNMEUSTERRTE
Z#t Linux VDA Bt 8/E, £/ ctxinstall.sh HARE B TR, AUERXERRHLRTER TaiTixis,
AE:

EIRBIETRIMEZ I, EREREEEHIRERAFTRET en_US.UTF-8 X8, MR ZXIFIEEEEN
BERFTAAA, 15E1T sudo locale-gen en_US.UTF-8 &%, XIF Debian, i&E&EIEGE T
# en_US.UTF-8 UTF-8 173k%4E /etc/locale.gen xxff, #AFiz1T sudo locale-gen

[N
REEN:
AEXERR TEARNEEGHMAGE:

« &fFsudo /Jopt/Citrix/VDA/sbin/ctxinstall.sh &%, AEEGSITRETNEMETR

B TFENEXBH,
« 72 VDA WA HEHETT /opt/Citrix/VDA/bin/easyinstall &<, RAEREBEEMNRE GUI
EBIRERHITIRES
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Click Check bto check your environment or click Next to skip.

Check Environment

Join Domain

Configure Runtime Variables
Finish

Linux diskribution: Ubuntu Linux 18,04

BIRE GUI F35|SETRIATRIE:

BERFRIFE
LEARRIT

¥ VDA mN#sEE
FEEIB1THIfE

TR

BELRTMEXN TERRNTE, BREBUTHMETE, ABBIET ctxinstall.sh,

CTX_EASYINSTALL_HOSTNAME=host-name - & Linux VDA IR 23309 EH B,
CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS £ |P i,
CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fRs383#9 P it s = RF B R 5,
CTX_EASYINSTALL_DOMAIN=domain-name - 15y NetBIOS &#F,
CTX_EASYINSTALL_REALM=realm-name - Kerberos $iig& .
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %R Active Direc-
tory &£ A%,

CTX_EASYINSTALL_USERNAME=domain-user-name - & =~EHAFHEH; BFIMNE,
CTX_EASYINSTALL_PASSWORD=password - {5 A HNZE; BT MmN,

ctxsetup.sh HIZAERUTEE:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %#5Ef DNS CNAME i2®$57 Delivery
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Controller &#F.

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2tER =15 FREY Delivery Controller 52
RES (FQDN) 5)& BT @ Delivery Controller ;3. HH=EgE— FQDN 5 CNAME,

« CTX_XDL_VDA_PORT=port-number - Linux VDA &z TCP/IP iz 5 Delivery Controller i&fs.
+ CTX_XDL_REGISTER_SERVICE=Y | N - 72 EzhitB#H/E/E5H Linux Virtual Desktop A3,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZER 5 N\MLIEED R AR XK, &
AIER AP ASEF BRI Linux Virtual Desktop $TAFrERO (BRIAEO 80 71 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA x%#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRRERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI K& (BxiF) #EABE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - $i+BEHNEEN L ARERTEE (VD) TREBHEZRERFER, WF
HDX 3D Pro 1%, R EREN Y.

« CTX_XDL_SITE_NAME=dns-name - Linux VDA j&iZ DNS &I LDAP fR$528. ¥ DNS ERER R
ARHIER, MIEE DNS hm& . MRAFE, AILUGHIREN <none>,

« CTX_XDL_LDAP_LIST="list-ldap-servers’ -Linux VDA Ziff DNS 3. I LDAP ARS3 23, #N% DNS
TEfE M LDAP IREIER, B UREUEE 2R LDAP FQDN (& LDAP ix ) Flx. #iu0,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥% LDAP
iHmOSHEEN 389, Linux VDA BERIGER TEIBEEHFHS D LDAP RS2, (IRE x MEREMyY
LDAP AR$528, Linux VDA B3HEHIT X R Y REH. MRRLANEBIHRE, RIEERATERIKXK. ER
FAERN LDAP &8, BfEigisHls LERALBRR, HI§HEXM LDAP iIEOS4EER 3268, RIAMERT, It
TEIRE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & v Active Directory i3 1R #9 1%
EKEFRZ I LDAP (fitd, DC=mycompany,DC=com) ., AR EIER 4L, TLUISEHEERERM (Flu0
OU=VDI,DC=mycompany,DC=com). IRFTHRE, FILIEHIZEN <none>,

« CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 23 2@it AD AKREEEM.
Linux VDA Rz #F AD 4AREE, BERIUBARMELS S 2R FAS IRESBRMTIR, IRFSHMSTE AD A
BEHEEENIRFER. NRMIR T ERRS S, BEMFEA <none> XAFRBEZHTH, HEFRER
MRS RMILMIRE. BS5 FAS RSB EHRBE, HREMMNIEOSSE FAS RESR LIEEMHAS—
B, 0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

+ CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - 2% .NET Runtime 6.0
LUz issiy Broker IBARSS (ctxvda) MR, ERINEEZEH Jusr/bin,

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - {s T  EX S EHhEA N
GNOME . GNOME Classic 2 MATE SEf R, MIRKIEETE, WA VDA LLHpiREMNSEE, B2, 1
RUFIREMEmAN MATE, NIXTRETEEIZTEN mate,
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TR LB e A TS BR BN BTIER A NREIFE:

1. 7 VDA t# SHOME/<username> ER F8IE—1 . xsession & . Xclients X, RE
fEAME Amazon Linux 2, EeIE . Xclients X, NBREEHEEREMELITR, BelE—1
.Xsession X,

2. w48 .xsession g . Xc'lients XHELIRIBLITHRIEESEFE,
- XF MATE £@&
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f4

- EMTF GNOME Classic £
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session --session=gnome-classic
fi

- ¥F GNOME £@|
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—seSS'i on
£

3. SEHRIERFHEE 700 XHR.

BhRZs 2209 2, RIERAFPAUBEXESERE, YIURAITE VDA L2 EaIRNKEIFR, 7 88R AL
BB AXRBMER, BENESIERAF YD EEXREIF R,

+ CTX_XDL_START_SERVICE=Y | N - =ik &S, & B5h Linux VDA iR,
« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WERFHO, BRikmOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @fE8m0, BAIAMKOAN 7502,

MBKRIGEMABE, REFRRIZERR, BTAPEN. BIHBETEIRE TRESH, ctxinstall.sh Bz
SRTAPBAZENET Runtime 6.0 B9ERR,

AETRFERT, BIETUTHSLUEEETE, AEETT ctxinstall.sh #izs,
export CTX_EASYINSTALL_HOSTNAME=host-name
export CTX_EASYINSTALL_DNS=1ip-address-of-dns

export CTX_EASYINSTALL_NTPS=address-of-ntps
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export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fqgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name
export CTX_EASYINSTALL_PASSWORD=password

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST="'list-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

iZ17 sudo 4R, BN -E WML ERIETEFBRA T OENTT shell. ZNBINEEHATENGSHMN L
#!/bin/bash ERNE—1T3AIE shell Bzt

Fo, EALUERAR NS IEERASH:
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sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

$18 8. i5f7 XDPing

#1129 =17 Linux VDA

B5h Linux VDA:
Bz Linux VDA BRSS:

sudo /sbin/service ctxhdx start
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sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
=1k ctxvda # ctxhdx fREZ#1, 1Ei5fT service ctxmonitorservice stop &<LUE
LRSS TIFER. BN, SRS TIFEFBERBEFLRS,
=250 Linux VDA:
E#Esh Linux VDA RS :
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA VRS
ERE Linux VDA BRSBIBITIRE, EHRITUUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F1¢/2i+ BB F
BIRIHEN B FHAM Linux VDA it B80S I2 5548 Windows VDA 75421, B XA X EESHMEMmE
EVIER, ESRCIEITEN ERMERITENE R,

BIEES Linux VDA it BT BN B RIS SEIG—LERS, #FiZ3i2FRTH Windows VDA it B SIE &N
BR:

o WHRERYE, Bk

- ZRERERFEN (NWFREAZRERGRE),
- BRIERERAED (WTF VDI TAKERMER),
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o BENER—MTENBERFREMEMA Linux 1 Windows VDA it+&#l.
AR
SHARRACH Citrix Studio R#F “Linux BERA” MES, B2, %1% Windows Server 2{FRS5 RS

BRFAAEDNERTEARERZRERGEE, %F Windows SERFRAHKEIRIFRAENER TE
BETEN— TR EE,

e

INRMIBRITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRNIIHENE R,

$18 11: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F18/723 {34

BIERSEMBFMES Linux VDA BT EN B RHEES Windows VDA HHENLFHERE. BXIAITEMXLE
ESNEMFMRIIHEE, BSHECER A,

BIA% Linux VDA i+ 81 B RN AN EIE LU TRE]:

o WaRATIE AD BFPAIABERESE, s5%ERE Linux VDA I8,
o BEMATRESNHIIEN (ER) ARER.
o BEPNERMMGEFRENEE Windows IHEHBITENER.

BE:
Linux VDA 1.4 REERAiFL£HENAIERE, B2, Linux VDA AL SEM N BIZFERMAERNITEN.

AXRNELETENBRMZAAHNEE, E2F Citrix Virtual Apps and Desktops 7 2206,

HE AR

B ALLER D FEYE B XS A AR S AR AR R INREM 5 | R BB S TE PR HEERo

R SSSD MIANIE KK

SEMMNE AT RS HIER, WHEMNT (EH1ITREITHN, BFRIERS) :

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The

network name cannot be found
/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.
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2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos 1is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock 1is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRIERNE, EHRITUATRIE:

ok wn =

s,

Frm —-f /etc/krb5.keytab &%,
izfTnet ads leave SREALM -U $Sdomain-administrator &<,
7z Delivery Controller EMipgit&EH B R {T4H,
i&1T Jopt/Citrix/VDA/sbin/ctxinstall.sh,
7£ Delivery Controller L2+ EHB RMfT4H,
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Ubuntu SESIEETRF

BoRiENSEILEE, BERETREPHELERHRIENE, I, ERARMARKPEREN, HETNEZESIEH
BRIKE

ERRRILIRRE, EHRATIATRIE:

Tsudo apt-get update @<,

Tsudo apt-get install unity lightdm®&%,

3. m/etc/lightdm/lightdm. conf fiREmmUTT:
greeter-show-manual-login=true

BFHRLEER, FidEE Ubuntu KRESIERNK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->

e

tRENRARRAZ R ENAEEREZETER.

ERRRILIRRE, EHRITIATRIE:
1. E@217H, A pam-auth-update,
2. EERBIIHEES, HiIARE LT Create home directory login (RIEFHRERES).

1 Pam r F
Pluggable Authentication Modules (PAM) determine how authentication, suthorizetion, snd password changing sre handled cm the systes, as well as allowing configuraticn of sdditicasl scticms to take when
ting user sessions

Some PAM module packages provide profiles that can be used to sutomstically adjust the behavior of all PAM-using spplications on the systes, FPlease indicate which of these behaviors you wish to ensble.

PaAM profiles nable
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RIERRDD, BRRELERHEZT dbus H#HiR

/var/log/messages (GZRT RHEL 5% CentOS):

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

&, XF Ubuntu &17hR, MBS /var/log/syslog:

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
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blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user®l-HVM-domU citrix-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

RLARERESHEMET 2EM. MREEPHN dbus FHIREE, BNBNEENEHRFEHER,

SELinux A LB5LE SSHD isiAlEB R

RAPAEUBEIRIE, BRERER.
/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698

-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*%%x Plugin catchall_boolean (89.3 confidence) suggests
kkhkhkkkhkkkhkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%xxx Plugin catchall (11.6 confidence) suggests
KAAARAKRKRKRARAKRAA Ak kkkkhkhkhkhkhkhkkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do

allow this access for now by executing:
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# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

BRI, ERTUTERE:
1. @idxd Jetc/selinux/config #1TIATEMREZA SELinux,
SELINUX=disabled

2. E#RN VDA,

Fih&EERT Amazon Linux 2. CentOS. RHEL #1 Rocky Linux 89 Linux
Virtual Delivery Agent

September 25, 2023
BERR:

SFEMTE, BNEERABMETEHITRERE, BMNTEEARNYES], SAXPIERNFIZERL, ER
SF s

S 1: HE Linux £17AR L %% VDA

$IE 1la: WiIFNEEE

HBREERHEREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

S 1b: KBEFHA

HHREHIBRSITENHNENS, 5EK [etc/hostname XX, FEEHNXBEITENHNENSZ,

hostname

FRE 1c: AENZ D ERE I
HBRERIRSEITENN DNS HE2FELRERE (FQDN), iEF /etc/hosts XHFBLUTT, FEEATFHRD
%873 FQDN MEMNE:

127.0.0.1 hostname-fgqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4
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fpI4n:

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

M E % B kR3S hostname-fqdn = hostname HEEE 5] H,
==
Linux VDA Zaifz#F NetBIOS &iF& T, EMBZAFEEE 15 MFR,

TN

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATHE (). SEMEMTS. ENBFEURFI LM
LUEFRLER, tEMNERTF Delivery Controller £4142,

$E1d: REINSE

WIEENRBIRERTIEWHLIR:

hostname
<!--NeedCopy-->

A OREITENNENS, MFEEETELREEZ (FQDN),
¥IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R E+ B FQDN.

SR le: KERMBFMIRS AR

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTERM FQDN & Ping Ri@ LIRE—ItEN, BARERXTR, RGBSR,
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S 1f: EE#ES (chrony)

1% VDA. Delivery Controller gz 28 > s BT HIALAEMA S EXEE, 3§ Linux VDA BEAEIWIATES
SHEHRENE, HTFRERR, RFPERITENIERS KB BTE,

RHEL 8 5% RHEL 7 ZRIAFEMER Chrony sF#PiER (chronyd) #1TRES,

fcE Chrony iR Ll root AP &%, 448 [etc/chrony.conf H A& MTi2rt B RSB HRIN— N RS BREE
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

EARIES, MEMEHIEEHSREY, MAREREMAHE NTP MiRESRES, HiEFHNSE Active Directory 15
EHBEARIN— MRS 8REKE,

MIpRT HAERIE RS 285 B, BIERE] IP it localhost UK RS 2S *.pool.ntp.org B,
REERHERBE Chrony FiriER:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$g 1g: &% OpenJDK 11

Linux VDA £3k77z OpenJDK 11,

« MRFEARE CentOS. RHEL 3% Rocky Linux, M #&E%=4 Linux VDA B, OpenJDK 11 £B&fER#K#H
BU# TR %R
« WMRFEABRE Amazon Linux 2, EEITUTH<LUBAH %% OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

HiARAZE ER:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

FseEEn OpenJDK aTaeu R 8k As, E#i% OpenJDK 11:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->
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$1% 1h: =% PostgreSQL

Linux VDA £ PostgreSQL, LU T&<M Linux VDA B8 %% PostgreSQL GEATF Amazon Linux 2. RHEL
7 #1 CentOS 7 #9 PostgreSQL 9 LiMkiEMATF RHEL 8 #1 Rocky Linux 8 #J PostgreSQL 10),

sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

WREBEERIT—LEREGSE, UWENRLEIERE, HRRIRSEITENE B, thig(Fa7E [var/lib/pgsql/data
TeIREIEREX

sudo postgresql-setup initdb
<!--NeedCopy-->

S8 1i: B5h PostgreSQL

Eit BB B EIRS LB B ARS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

AU T®E<$RE PostgreSQL has:

psql --version
<!--NeedCopy-->

(IXPR RHEL 7) A psql e < 1T AREFHINIEERERE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEINEEER

EXFNEMVIEERRZRF B Linux VDA SEERPWISITH, FEEH—LEN. RIBEEERANEMNERERT
BMHUTER, MREERVEMG LIETT Linux &N, WEREHEMER.

&%& Citrix Hypervisor AT a)E)25 a0

BA7T Citrix Hypervisor BYEIRIF THAERY, FEE M EIMEAY Linux VM H, E#E&F) NTP #1 Citrix Hypervisor
HinE, WESXEBEERZNM, NERNHSHMRSSERAS, FHRESD Linux ERHFRNRZN#HERS NTP
BF, XMERERZAENRERS, THE HVM EXTHITEAER.
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MBI ETEEITHEEIME Linux Ri%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHER<RE 0 5% 1:

o 0-BERSIREERA, BHMEA,

o 1-WERSHEERR, TRKRIERMERE,
R /proc/sys/xen/independent_wallclock X8 FEE, MNAFERTUTEE,
WMRERA, FRIEEZXHEAN 1 REANERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBHNENAEY, 1E4E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V &S/ EE:F R&@

LET Hyper-V Linux £/BRSSH Linux VM AIRZ A Hyper-V Bt aElE]5 TAER A VIR ER AT E, AHRER
FETPPIRLKERT S, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7F Hyper-V EE2BEHIA,
2. 3F Linux VM B9i& &, i51%$% Integration Services (£IRS).
3. HRE%REF Time synchronization (BFEIEF).

AR

t757%5 VMware # Citrix Hypervisor R, X#Efr=maBZBENNERSINEE, U%ES5 NTP REHE,
Hyper-V BS{alRFZ IS NTP BYEIRES HEH B b
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERS IR, SN FEIMEE Linux VM /1, EH<BE NTP FEMN EEIEFNR—E,. mEER
HERS RZ5NE, HBRNHSHMRSERES, BEHERS Linux ERHIHPNRZNHEHS NTP BF, XS
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

$12 3: @ Windows & 5700 Linux Ei4# (VM)

Linux VDA 5% #hE Active Directory (AD) 15700 Linux i+&E#HBYA%:

« Samba Winbind
+ Quest Authentication Services
+ Centrify DirectControl
« SSSD
« PBIS
RIBFMIEN 57, FRIBAHITIRIE,
AR

73 Linux VDA sravzsitiik = # AD ARSIk ERERMNAR B, SIERIEEEKK.

Samba Winbind

ZRUENFARREE:
34F RHEL 8 #1 Rocky Linux 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

EE Winbind B418iE  &ZEA Winbind St BHNEE 1T Kerberos S48
1. BT TS
%F RHEL 8 #1 Rocky Linux 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth —-
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgdn-of-domain-controller --
winbindtemplateshell=/bin/bash —--enablemkhomedir --updateall
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $fii2#7, ™ domain 215 NetBIOS &%,
WREEBT DNS Tk KDC BB BB R, BRHUTHEMEBRINERENGS:
-—enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig @<REINAX winbind REXLEBHIEMEIR. authconfig BREHE
MEKRMANEHERTER winbind RS, ATRESHILXLEEIR,

2. 1T7F [etc/samba/smb.conf HiG LU T&BHFME [Global] #4FA, BEME authconfig TR4ER
BER S fEmE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. ({XPR RHEL 8 # Rocky Linux 8) 3TFF [etc/krb5.conf 37 [libdefaults]. [realms] # [
domain_realm] B2 THMEH:

7z [libdefaults] 9 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] o TF:
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REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] BHT:

realm = REALM
.realm = REALM

Linux VDA £E#E B # 4 keytab stF /etc/krb5.keytab LT & 458EF A Delivery Controller . &M
BERINESE, & kerberos method i&&#&3&%] Winbind tli2 %4t keytab x4,

N Windows i, {EAUSiEHI S MR AT IAE, MEGSHREEENETENRMEEA Active Directory P ik
A

34 F RHEL 8 #1 Rocky Linux 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

3+F Amazon Linux 2 #1 RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2KE5# Kerberos sUBi2#F, user 28U ENFMEIEEBF,

71 Winbind 28 PAM  ZXAERT, Winbind PAM #3ik (pam_winbind) WECEREA Kerberos ZiEE M
TERMENE, 1TFF [etc/security/pam_winbind.conf, #7f [Global] #9 FHMFEXRUTERE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBRE MRBEFNERFES S, XEBREREHBE Winbind FiFigR:

sudo /sbin/service winbind restart
<!--NeedCopy-->

e

RYHEHMINEE, winbind SHEFFSBEEHFET

$1FF [etc/krb5.conf 335 [libdefaults] #45 THRIUTIREM KEYRING E2th FILE 28!

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
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WIEEMES  Delivery Controller 5kFr% VDA i+E#1 (Windows # Linux VDA) #3Z7£ Active Directory
PE— MR R,

iz1T Samba 19 net ads < RIFHEN IR E S MAE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMYEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos itE 7 THiff Kerberos BIEMREEENAIS Linux VDA BL&fEH, BRIERS keytab XHRR
BRIEHEEENER:

sudo klist -ke
<!--NeedCopy-->

IS BEREMEERZMEBRREAHETRNERTIR. BT Kerberos kinit &<, ERAXLEFRHmINEH 281
I ENR S5 :

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

ﬁ%ﬂﬂﬁﬁ%%ﬂﬁﬁiﬁkgo%ﬁﬁ%iﬁ%ﬁﬁﬁ&ﬁmﬂvﬁﬁﬁﬂ,u%ﬁiﬁmﬂﬁﬁofigﬁﬁ¢,
DNS # &5 Kerberos U B#AR, BWRERTIHEM. MRIHSRINET, WRRERE@HL,
ERUTaRLIIETENKAE TCT RIEEERF:

sudo klist
<!--NeedCopy-->

ERUTHLRETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIERASMIE A wbinfo TRKIEREAIARKIEEAFHNSH%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD 5, AR Kerberos (& #R. 33F bash shell, BFERS—MRIMIITRFUT (\) Frv
TR X e <REl—F AR BOHE o

ZIE Winbind PAM AR B EEWREE, 15ER URIRERIEAF KA ESR Linux VDA,
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ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

I Kerberos RIEEFFHRIERTEREKRTH:

klist
<!--NeedCopy-->

BH&E,

exit
<!--NeedCopy-->

E#ER Gnome ¢ KDE 1251 8 ] LURITHEMBINR. B TEIMANIEGHERITSE 6: %% Linux VDA,

Quest Authentication Services

EigEHI2s AR E Quest  {REEEE Active Directory 134128 EREHEE T Quest #F, MABKEBFEEN
IR, BXTE Active Directory I ZiITENITR,

AFFHAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+ 84 L1 HDX &iE:

7£ Active Directory P BN EEEHI&H, AZAFKFITH Active Directory R E .
%% Unix Account (Unix #k/) 3ET+,

i%&s Unix-enabled (EZA Unix),

¥ Primary GID Number (5% GID #S) &E NFREAFANA ID,

> wn e

3

AR

XEGARSTFIREEAR, UEMITLUERERG. RDP. SSH siEfEMITZHINHITER.

7£ Linux VDA t#E Quest

SELinux SRBSSRGILHERRAR % BN RHEL SRBR38HISEHE SELinux, LL32HIThAESR RN Quest A/ Unix i
E12F IPCHIH, HEIEARER.

RN BNREENSERZA SELinux, Ll root BFR &1, 418 [etc/selinux/config 3 E ek SELinux i&
=

SELINUX=permissive
B EREH BT EMN:

reboot
<!--NeedCopy-->
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BE:

HEREALIRE, ZABEMBA SELinux BIKEFILHESHTLBE, BEREX root BFRMEthZMA
P2t

F2E VAS SFiriEF S AT Bah4ET Kerberos ZiRThat, HMBRASMHIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

A S ERITIEMRIZ S O /B (32400 #4) , BRELBAIARY 10 N\BYRIELE AR 1 /08, BEREERERRENR
4% HigBRIENE,

FZE PAM f1NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh #1 RDP), EETUTHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 {8/ Quest vastool &% Linux it&#INAZE Active Directory ig:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEBIFITEMIMA Active Directory HHEMIFEAF. domain-name Jig# DNS Z#7, £140 exam-
ple.com,

Wirm R &1 Delivery Controller EskFrE VDA i &#1 (Windows 1 Linux VDA) #E7#% Active
Directory s E—MIENNNR, KWIE Quest IIAK Linux i ENEE M T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, aLEEHSZ, MRITBEVRMNERE, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain
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AR SMHRIE IR Quest EHEERBET PAM WHAFP#ITH MR, BFERAUGIRERMNEAFRIKFAER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERE R id -u 5$:3&EH UID gIE T Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8 Kerberos EiREFTHNEREE AR ERITH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#E% Gnome g KDE 125 8 B A LURITRMEINIR. E#TEIMANIIERHSMITSE 6: %% Linux VDA,

Centrify DirectControl

A Windows 15 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+E#10
A Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory A/, domain-name 2% Linux
THENIANRBIIRAE FRo

WiEEMEA S Delivery Controller ZRFrE VDA itE#H1 (Windows # Linux VDA) #Z17E Active Directory
PHE—MTENNR. ®IE Centrify AR Linux BN 2B FiE+:
su -

adinfo
<!--NeedCopy-->

I53F Joined to domain EEEBEM UK CentrifyDC mode 2F;iR[E T connected, SNRERMARERIIRE,
NZREA Centrify P imBE T IRS SEE B 5 10IERIT,

ERUTRLARSEELENRATISHES:
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adinfo --sysinfo all
adinfo - diag
<!--NeedCopy-->

Mif5&H Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEHITEMANRIEESSEHITI R 6. 2% Linux VDA,

SSSD

WMRIGFERAHE SSSD, BHIRBILERD PR BEHITIERE, S EE3EXMEE Linux VDA i+EHIA Windows
RSB R ANRIAC E Kerberos S5 1IERES.

27 RHEL #1 CentOS £i&E SSSD, EHITLATHELE:

INIEFHBIZEM keytab
1®E& SSSD

B SSSD

I8 Kerberos B2 &
IR BHIE

ok wh e

MAEHEIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 489 Active Directory B imII#E,
AT AER adcli. realmd 5 Samba,

REHRBNETERT Amazon Linux 2 #1 RHEL 7 #9 Samba A2 U &R TF RHEL 8 9 adc 11 A%, WF
realmd, 2% RHEL 5 CentOS X#4, HFEAE SSSD Z AT XS,

« Samba (Amazon Linux 2 1 RHEL 7):
REREMFAIERGEE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LUTFXH8 Linux FFIELE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

BitENAEE Ji#1T Samba 1 Kerberos S1{9383iF:
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sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Heh, REALM 2K 5 Kerberos $it#i&#:, domain 2 Active Directory i#A9f&%2 NetBIOS &#r,
PE =

AXHHIEEEATRE. PMRE, RIBEM AD EitEHEE Kerberos.

WMRFEET DNS Tk KDC RZBFTUHZFR, B U TR METRINEFIENGS:
--enablekrb5kdcdns --enablekrb5realmdns

fTFF [etc/samba/smb.conf HE LU T£BHMNZ [Global] #49 T74, BEKE authconfig TE4ERLAY
B iam:

kerberos method = secrets and keytab
winbind offline logon = no

X Windows 1, E# RGBS, EEEEERIEITENRMERN Active Directory BRI,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos 4275, user 2EHEHHENRMEBLAIHAF .
+ Adcli (RHEL 8 1 Rocky Linux 8):
RENENABREE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

BitEYAEE 1T Samba 1 Kerberos S19383iF:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

17 |etc/krb5.conf 3 7£ [realms] #1 [domain_realm] 285 FAN& 8 :

7Z [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 289 T:
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realm = REALM
.realm = REALM

X Windows 1, E# RGBSR, EEEFEREITENRME)RN Active Directory BF#KF,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2A5 Kerberos s &%k, user 2ERUSIHTENRMENEAIHAF.

%8 SSSD 18E SSSD WA BT

« BEEIT sudo yum -y install sssd#&<7E Linux VDA E=%: sssd-ad %4,
o WFEME (FIE0 sssd.conf) #HITELEEX,
« 550 sssd fRS.

RHEL 7 89 sssd.conf BE2E/R=f (R LUIRIEEEFRMEFIMIER) :

[sssd]
config _file version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

#% ad.example.com. server.ad.example.com i NENKIE, EXFMES, BB sssd-ad(5) - Linux
FHMTTo

(2R RHEL 8)
FTFF |etc/sssd/sssd.conf 37 [domain/ad.example.com] 9 FHMUTRE:
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ad_gpo_access_control = permissive
full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3F sssd.conf & B X HEFRAE IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

BB SSSD %3F RHEL 8 #1 Rocky Linux 8:
BT Ta<USHA SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

stF Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig =/ SSSD., %% oddjob mkhomedir LIFREBREIES SELinux #5:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

1iF Kerberos i28 WiE%#%: keytab X+ R EELIEHEAEREH:

sudo klist -ke
<!--NeedCopy-->

WSS EREMEGEMEBREGASTANERYIR, E17 Kerberos Kinit &3¢, MUERAXERARGIEHE0
BT ENBSH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBTIEERAT . EFS (§) BAEARKAT (\**) #TEX, UERE shell Bit, ERLIRE
B, DNSi#& 5 Kerberos (UHZ#iRRE. EHRERTRER, MRILHSHDET, WFR2EREFREL.

ERUTaLIIETENKAE TCT RIEEEE:
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sudo klist
<!--NeedCopy-->

WIERFSMBIE A getent (s LHINSHFHIBEREA LR NSS BEI1E:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 25 HEER AR, IRFEEAZ—HEREN, 1BEER getent sn < #H1TIIE,
SFNEREWNT:

o RBZFNERZFR: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS mig#=: username@DOMAIN

65 SSSD PAM IR B EIEMRERE, BFERAMUFIRERIEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

WIERE AU T HREIN uid BT WA Kerberos EiEEF 4!

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIERA P B Kerberos EiEEEFIHNEEEEERAFRIH.

klist
<!--NeedCopy-->

TEBTIHINANRIEEHEMITSE 6. 2% Linux VDA,

PBIS

THFER PBIS G
wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

i PBIS &M A mIHh4T
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

<!--NeedCopy-->
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=17 PBIS ZiEnA
sh pbis-open-9.1.0.551.1inux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 33 @Rz hlass MAlifin, mEEKAEEEREHENARMEIK Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73BT B M A Active Directory 1915 F§ . domain-name 73 # DNS & #%, 0 exam-
ple.com,

FE: E¥§ Bash igERZA shell, #5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,

WiEEE S Delivery Controller 2k VDA it&#], (Windows # Linux VDA) #8Z7£ Active Directory
PE—MTENN R, KWIEMAT PBIS & Linux itBN2E M FiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MEFBENEMAE MK, e RREHXHFIMAN AD 51 OU WiERS. &N, RETENSZ.

WITAF BHIIE EIOF PBIS 2&aEH5@:d PAM ST A A BT E ML, BERAUFIRERNEBPKPESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BRHRIE,

exit
<!--NeedCopy-->

TEFTIHINANRIEESEMITSE 6. 2% Linux VDA,
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S 4: REXEHH.NET Runtime 6.0

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#93iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &HEHEITRER,

R SR, RENET Runtime Z#HIXXHERZ. M, WRHSHE A /aa/bb/dotnet, B /aa/bb 1
79.NET Z#HI3 AR 12,

S8 5. T Linux VDA #i{+

1. 7% Citrix Virtual Apps and Desktops F# 5,
2. BFEYhRA<AY Citrix Virtual Apps and Desktops.

3. BHAHTHRSERN Linux Z1TARICER Linux VDA B8 LUK AT A FI3IE Linux VDA B4 BRI SEE %/
GPG 2R,

EIOIE Linux VDA BB REMY, BB AAS AT RPM BUBEHRHIETUATHS:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy--> " '°

$I 6: L% Linux VDA

AT 2 LR M TRIBIM M RAH LTSR iRAARIMERE

WITERRE

1. (Fn) #ENEIRkRZA
NRLE T FRIETAIBIFENhRAH LTSR iR Z SN RERRRAS, BT EMhRAZ AS EEE,
a) {21k Linux VDA BRSs:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

=W
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£fZ1E ctxvda fl ctxhdx fRE 280, i&ia{T service ctxmonitorservice stop @< LUE
SRS FIFER. B, BMRSTFIFEFEENRBHEFELNRS.
b) E#EHMHa:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

2. F# Linux VDA #4a

#%ZE Citrix Virtual Apps and Desktops T #iiiE, BFHERMARAR Citrix Virtual Apps and Desktops,
REBHAMUTHS Linux R1THRICEZR Linux VDA £,

3. &% Linux VDA
AR
5tF RHEL 1 CentOS, &%tR% EPEL %7, AEA8EMIN%E Linux VDA, BxifM%sE EPEL
B8, B2 https://docs.fedoraproject.org/en-US/epel/ 1218935488,
o M Yum =2 Linux VDA #xf4:
3+ F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

34F RHEL 8 #1 Rocky Linux 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 #1 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o {FH RPM B4+ S LRE Linux VDA #ft, 7Lz mI, EATRRR T RFIIN:
3+F Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

33F RHEL 8 #1 Rocky Linux 8:
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sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 71 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 #1 Rocky Linux 8 #9 RPM {&#iIi5I
postgresql-server >= 10.5
postgresql-jdbc >= 42.2.3
java-1ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.6.3
policycoreutils-python >= 2.8.9
policycoreutils-python-utils >= 2.8
python3-policycoreutils >= 2.8
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3
pam >= 1.3.1
util-Tlinux >= 2.32.1
util-linux-user >= 2.32.1

xorg-x1ll-utils >= 7.5
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bash >= 4.3

findutils >= 4.6

gawk >= 4.2

sed >= 4.5

cups >= 1.6.0
foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
libxml2 >= 2.9

libmspack >= 0.7
krb5-workstation >= 1.13
ibus >= 1.5

nss-tools >= 3.44.0
gperftools-1libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gt5-gtbase >= 5.5~
gt5-qtbase-gui >= 5.5~
grencode-1libs >= 3.4.4

imlib2 >= 1.4.9
<!--NeedCopy-->

CentOS 7 #1 RHEL 7 9 RPM f&k#im5x:
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9

firewalld >= 0.3.9
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policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
1ibXpm >= 3.5.10

libXrandr >= 1.4.1

TibXtst >= 1.2.2

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5

ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
python3 >= 3.6~
gperftools-libs >= 2.4
nss-tools >= 3.44.0
gt5-gtbase >= 5.5~

gt5-gtbhase >= 5.5~
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imlib2 >= 1.4.5
<!--NeedCopy-->

Amazon Linux 2 #9 RPM &5 xK:
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server-Xorg >= 1.20.4
TibXpm >= 3.5.10
libXrandr >= 1.4.1
TibXtst >= 1.2.2
pam >= 1.1.8
util-Tlinux >= 2.23.2
bash >= 4.2
findutils >= 4.5
gawk >= 4.0
sed >= 4.2
cups >= 1.6.0
foomatic-filters >= 4.0.9
Tibxml2 >= 2.9

libmspack >= 0.5
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ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
qt5-qtbase >= 5.5~
grencode-1libs >= 3.4.1

imlib2 >= 1.4.5
<!--NeedCopy-->

PE =
BXILARAEY Linux VDA 89 Linux &17HRH0 Xorg i ZAsivFilzR, BERIRRAERK,

£ RHEL 7.x E%% Linux VDA /3, izfT sudo yum 1install -y python-websockify
x1llvnc &%, BREFiILE python-websockify #l x11lvnc LUERASIEEFINEE. B*
FHER, BFEHAERRIE.

AEMERE
A LM Fe BT MR ASFD LTSR RAFHHINEG i,
AR
FEMEREEES [etc/xd|l THEEX G, EHTAHLZE, BSHEMHXEH,
o BEA Yum AREMIRE, BHRITUTIRE:
+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

34 F RHEL 8 #1 Rocky Linux 8:

sudo yum 1dinstall -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xtF CentOS 7 #1 RHEL 7:

sudo yum ‘install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

« EffA RPM R A EESEAREHRM, FHITUATRE:

3+F Amazon Linux 2:
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sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

xtF RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%iF CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
MREFEHANZ RHEL 7, BEEMEET ERALSSETRUATSE:

1. 158 47 Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force Lli& & IF # 89.NET Runtime &

.
2
1o

2. EFEE) ctxvda RS,

BE:
FREEREFBE Linux VDA &L,

$IET: 2% NVIDIA GRID Rzhig

B HDX 3D Pro EXREEEMHEIRIZEH VDA i+ 8 %% NVIDIA GRID IXEh1ER.
AR
Z3+ Amazon Linux 2 &8 HDX 3D Pro, FHA1EiNE%=% NVIDIA IREhiERF 470, BEXEFMEE, BSHEA
FHEK,

EERTERIWEERER L 2RMEE NVIDIA GRID &t GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
» VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID K& VM iz, BEHRITUTIE:

1. BE*EVM BEXHF,
2. £ XenCenter &1, & VM f3E—1 GPU,
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3. Bah VM,
4. 71 NVIDIA GRID IRzhigFRe & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. 35#%8 Red Hat Enterprise Linux >i4s a9 B %% NVIDIA GRID RzhigR.

AE:
L%t GPU IEEhi2EHAIE, A NREERZRINEE (no).
BE:

=2 GPU BiEfG, ABiEE XenCenter 3518 Linux VM, f#/ SSH #1Ti%#%.

nvidia-smi
o e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ === e S e L L e L L P Fmmm +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
‘===============================+======================+======================|
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
e e Fomm e Fmmm e ——————————— +
e e e e e e +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage
B e ]
| No running processes found |
e e e e e e +
NERGEFHNRE:

etc/X11l/ctx-nvidia.sh
B AEOHERMZLMIETHEE, BEEEXH NVIDIA ¥, BEREFLNE, E%E “GRID Licensing Guide.pdf

- DU-07757-001 September 2015” /= @XI4HITIE(
$1% 8: EE Linux VDA

RERMGEE, BIETT ctxsetup.sh HIZREZE Linux VDA, HATEMERZ A, ZHAELWIEINE, WERAE
RMPERERE, WMALE, FJUBNERNETZHEALUENRRE.,
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AR R FENEITHIZA, thal LIRAMCEENIAN B STz, HEUR(FRT, BERZMANTEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RECE

BITaRTEMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BmicE

BEREN, BIMREERMREMAFIFENED. NRFAFENMELENEE, WEAFIRTEREERAER.
SENIFIRTEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#55E Delivery
Controller &, ZNBERTIEEN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tEH=1& 5 kR0 Delivery Controller &2
REEE (FQDN) 7IRUAT® Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP in O (ERIA RO 80) 5 Delivery
Controller &=,

« CTX_XDL_REGISTER_SERVICE=Y | N - £ E5hi+EH/S/E50 Linux VDA BRSS. RIMER T, ZERER
Yo

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA AR$3ER #iF5 AR IEIZ @I RAR AIE, &
B AE RGBS AER B A Linux Virtual Desktop $TAFIEmA (BAIARIRO 80 #1 1494) . BRIAERTiE
BN Yo

« CTX_XDL_AD_INTEGRATION=1 |2 |3 | 4|5 -Linux VDA Bk Kerberos B2 &2 B Delivery
Controller #{T&{3%IE. Kerberos BEBIRIERS LEREMBE EM Active Directory £ T BT, 5
EEEHBZ IS Active Directory &5 74:

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 60



Linux Virtual Delivery Agent 2209

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMKE
FEE RN BRI EIMEKT, WREEFET HDX 3D Pro, MEXR VDI £&E (BxiE) #NEE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - I+ BEHNEENEARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 3%1%, BILZEIREN Y, BIAERT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, Ei& DNS BRERRE
AL S, MHEE DNS it &, BINERT, WEEIREH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk .4 I LDAP ARs3 28, #N% DNS
TiER M LDAP RS IER, B URHEUZ® 2R LDAP FQDN (% F LDAP ix ) %l&. 40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #%% LDAP
IHOSHEEN 389, Linux VDA BERIGER TEIEEHFHIE LDAP RS, IRE x MREMy
LDAP fRs52%, Linux VDA 23817 X RELY X&EM, MNRLANEBEEHE, RIEBRARIKN. BR
FERI LDAP &1, FEETHIR EtERA2BER, HiEHEXMN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (9 ¥
REXRZEZH LDAP (ffig0, DC=mycompany,DC=com) . AR SE R MEE, TLUIEEHEREM Bl
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IEARSS (FAS) BR55% 2:@:3 AD A HRE S 59,
Linux VDA Rz #F AD 4A%ER, BERURARHELUS S DR FAS IRSBMTIR, IRFHASTE AD A
BEFRENIRFER, NEMERT EFARS B[, BEFER <none> XAFHRIEXRETH, HEAFRER
MRS E/MUMINE. BES FAS IRSBVBERBE, HREMMNIEONSSE FAS RESHR LEEMNHAS—
B, 15140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - 2% .NET Runtime 6.0
LA #F#rRY Broker RIBARSS (ctxvda) &R, ZRIAKIZEH /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} EEEZ S EHFERAN
GNOME . GNOME Classic st MATE S @ifiE, MRKIEEEZTE, NEH VDA LHaiRENEE. 8
2, NRYFRENEEmA MATE, NXIETEEIRE N mate,

TR LB e TS BAR BN ETIER A NREIFE:

1. 7£ VDA t# $SHOME/<username> BER T JE—1 . xsession & .Xclients X, MNRE
fEAME Amazon Linux 2, EeIE . Xclients X, NREEHEEREMEITR, BelE—1
.Xsession X,

2. HHE . xsession & . Xclients XHLUEESEIFE,
- ¥F MATE £&

MSESSION="$(type -p mate-session)"
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if [ -n "$MSESSION" ]; then
exec mate-session
f4

- AT GNOME Classic £
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- ¥ GNOME =@
GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome—sessi on
fi

3. SEBRRIEAPHEE 700 XHIR.

BhiZs 2209 2, RIEAFPAMAEXEKEI R, LORE VDA EREFIMNVKEIFE, FaERABLLIN
fE. AXBAER, BEREIEAF YD EEXREF R,

+ CTX_XDL_START_SERVICE=Y | N -7£52f Linux VDA B2 &S, EFB5h Linux VDA BRSS. BINERT
BEA Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,
+ CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout &m0, ZKINEwOR 7502,
WENRTEHEITEREM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Llist-ldap-servers' '<none>'
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export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

17 sudo <R, BN -ERTARMERR T EFRLHGEMNH shell. RINBNWEERTENGSHMLE
#!/bin/bash {FHE—1TREIZ shell B,

S, BRI LUERR N RIEEFE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 63



Linux Virtual Delivery Agent 2209

CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FRACE ek

ERLERT, EaeFREMR ctxsetup.sh MIAXEREFMAIEZ, BREH Linux VDA K&,
HEIR(FRT, BEBRUMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

MFRECEERK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

LRI MEEERIBRFI B BB #E, MfE Linux VDA AR,

EEHE

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LEREIR, HBEMEESANREE HEXH [tm-
p/xdl.configure.log:

EHEE Linux VDA BRSS, HREREM.

S, 9: 517 XDPing

EizfT sudo /opt/Citrix/VDA/bin/xdping M®E Linux VDA FBEEENELEER@E. GXi¥4H
58, E21A XDPing,

412 10: i=17 Linux VDA

5/ ctxsetup.sh BIAFRE Linux VDA /&, AILUETA T an<3RizH Linux VDA,
E%h Linux VDA:

Bz Linux VDA BRS3:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#1=1E ctxvda fl ctxhdx RS ZHi, #EE T service ctxmonitorservice stop <Lz
LESMARSTIFER. BN, BRSTIFEFBERBEFLRS,
EFAEGH Linux VDA:
B350 Linux VDA RS
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

%2 Linux VDA BUIRTS:
ERZE Linux VDA BRESBIEBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$38 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F
BIEITEN B RFAM Linux VDA it B80S I2 51548 Windows VDA 75421, B XA mX S HMEmE
RVIER, ESRCIEITEN ERMERITENE R,

BIEEE Linux VDA it BT EN B RIS SEIE—LLRE, #EiZ3iEFRTH Windows VDA it EHSIETE
BR:

o WTFRIERSE, BERE:

- ZRERERFEN (WFREAZRERMRE),
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- BXERMERFEN 3F VDI EREERTER),
o BENER—MENBRPTREAEA Linux 1 Windows VDA i+ &#.
AR

SHARRACH Citrix Studio F%#F “Linux BERA” #ES, B2, %1% Windows Server 2{FRATARS
BRFAKEDNZRTEARERZREREE, %F Windows SERFRAHKERIFRAENER TE
BEtEN— TR R AEE,

e
LISEERBRAVITENEFIINE Active Directory 3#BY, EMFPHIERZITENHEESEHANEETENER
M,

$18 12: 1£ Citrix Virtual Apps =% Citrix Virtual Desktops F16|7232 {34

BIRRZFEMRINE S Linux VDA BRI EN B RAEES Windows VDA HEN/LFHERE. BXIAITEmXLE
ESHEMFMRISE, HESRCIER T H,

BIEEE Linux VDA it B B RV AR <G LT BRI

o WRFTE AD BRAAEEHREE, BEBERE Linux VDA itEH,
« BPNARTRESHIIEN (BER) ARFER.
o BNERMSHEFENEE Windows itENHIHENE R,

BE:
Linux VDA 1.4 XEERAZiFLHENAIER, B2, Linux VDA A% SEM N BIZFE R AAERNITEN.

BXRNELETEN B RMZAAENESE, ESF Citrix Virtual Apps and Desktops 7 2209,

Fh% % Linux Virtual Delivery Agent for SUSE

February 9, 2024
BERET:

WNTFEHRE, BNEEABRMSEUHITRERE, BINREENNXNET], SEAXPIFROFHREMELL, EF
ST,
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FTEL, EERE
S 1la: Bz YaST TH

SUSE Linux Enterprise YaST TERFRERARITA A EENESE,
BEhEF XA YaST TA:
su -

yast
<!--NeedCopy-->

ZRopETF Ul B YaST ITH, JFHITUTRE:
su -

yast2 &
<!--NeedCopy-->

S8 1b: EEEMNRERE

UTEERNE T MEERE Linux VDA EANESHMEIRENIRS. MEREED YaST TERIT, MARERAEM
#i%, 530 Network Manager, WUT#BBNBHEERET Ul 19 YaST TEMNIER,. HAIUGERETFXER YaST
TH, BSMAEHEERR, WIHARSRENE.

FeB M A ZFY (DNS)
1. BEepEF Ul YaST ITE,
2. EBERG, AREENELE,
3. #T7F Hostname/DNS (Z#1%&/DNS) %=,
4. 73 Set Hostname via DHCP (& DHCP i&¢EE#1%) EEZ no (F) %W,
5. Af&ek DNS BRE LR (ER B E X HRBRET,

6. HIBLUTRE, URMFATERMNEIZE:

o BESENS - A ENE DNS £ R,
o BMRARSSES - ANO0 DNS BRS5230Y |P sthut, @EE AD sifzasny IP it
o HHIERTIK - A0 DNS 5&,

7. B8 /etc/hosts XHHMIUTTUEE FQDN MENBERNRHE KB

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
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} =r

AR

Linux VDA Z#iR3z#F NetBIOS & ##&klf, Hlt, ENBFRFBE 15 NFH.

e |

S

QEEFEAFR a-z. A-Z, 0-9 FIEFH (-). BHREATHE (). SEMEMTS, THNBEREURFF LM
WEFRLERE. MNbERT Delivery Controller #4142,

REINR BIEFNRIRERSEHLIR:

hostname
<!--NeedCopy-->

ESUREITENNENS, MAREET2RERSZ (FQDN),
3IE FQDN RER B IERTIR:

hostname -f
<!--NeedCopy-->

Itas <R ETEHE FQDN.

OEZIFEITMARS AR BIART LR FQDN #H3digiiz%128#0 Delivery Controller $147 ping 1&1E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTEMM FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBHE,

S8 1c. ECE NTP BRSS

437 VDA, Delivery Controller figiizl23 Z BIMBS HPIaLAEMA S EXEE. & Linux VDA HEAEMWATRES
SENHREND. HFIER, RFERIZE NTP IRSEFREFIEIRT. FIANTP REFREFEF—LEEXL,

xfF SUSE 15.3:

1. BapEF UIMYaST IR,

N

. EERMEARSS, AFEE NTP EE.

w

. 7£ Start NTP Daemon (555 NTP sriPiERF) 2643, %3 Now and on Boot (I7EM5|SAEY),

N

. NEEREEDS.
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5. RIBFEAHRM NTP fRs328. NTP RRSS@HIEETE Active Directory 15iizH128 ko
6. 7£ /etc/chrony.conf SIBREEERIUATIT FIREE).

include /etc/chrony.d/*.conf

w48 chrony.conf 5, EfEsh chronyd BRS.

sudo systemctl restart chronyd.service
<!--NeedCopy-->

$12 1d: L% Linux VDA &Kzt

AT SUSE Linux Enterprise # Linux VDA & F LU TG

+ Postgresqll3-server 13 iE S x4

« OpenJDK 11

« Open Motif Runtime Environment 2.3.1 {E SRz
+ Cups 1.6.0 XE=EHRA

+ ImageMagick 6.8 E=EARA

ANEMEE  BRT ImageMagick Z25b, EERAIUMEHFMEEFRIA S BB ENREE. EIRE ImageMagick
Hre, BER YaST S TH<EA sle-module-desktop-applications =f&E:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

%% Kerberos i %% Kerberos /i, £ Linux VDA 5 Delivery Controller 2 @St IR & S5 583E

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P iR E &k TFRERR Active Directory EmiA %, LR TEMIRA,

Z% OpenJDK 11 Linux VDA ExX77E OpenJDK 11,
ZR% OpenJDK 11, HEITUTHS:

sudo zypper install java-1ll-openjdk
<!--NeedCopy-->

%% PostgreSQL E%# Postgresql, EETUTHS:
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sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IWRRERITRERSE, WEMRAEIERERS, Hi#R PostgreSQL EitEHEERYEED:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BIRESMI T /var/lib/pgsql/data.

S 2: AR EERZFEE Linux VM

EXFNEMVIEERRERF 8 Linux VDA SEERPIVIZITH, FEEH—LEN. RIBEEERANEMNERERT
ABMH U TER, MREERIEMG LIETT Linux T8N, WEREHEMER.

&£ Citrix Hypervisor _t it a)E:% a5

WMREBEAT Citrix Hypervisor BYEIRS ThEE, EE M FEIMEEI Linux VM &, EE8<&2) NTP #0 Citrix Hypervisor
iR, WELXEBEERGNM, NERNHSHMRSERAS, BERES D Linux RETNRZENHS NTP BF,
XMERERBEAINNERT, THE HIM EX T HITEMER,

MBEETEEITHEEMLE Linux A%, FBEZET Citrix VM Tools, MaTL#zE Citrix Hypervisor Bt alE4 Thag
BEEE, UKRREETE Linux VM 5!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas<RE 0 8% 1

. 0- HERSHEEER, BARER.
. 1- WEARSHEDER, TREREETERIE,

iR [proc/sys/xenf/independent_wallclock SttER7EE, NAEBHITUTSE,
MREEA, FEIAZXGEAN 1 RZEANEIRPIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBHNEMNATY, 1E4E [etc/sysctl.conf XHHRMUTIT:
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xen.independent_wallclock = 1
EIEXEEN, BEMBIRS:

reboot
<!--NeedCopy-->

EfEDE, BRIESERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

teE <R ENE Lo

&2 Microsoft Hyper-V LS ia][FES a2

27T Hyper-V Linux £mARSEH Linux VM IR A Hyper-V B g B F ThEERER EMIRER KRB E, AHFRAR
SR LERTSE, E—RERLIEES NTP RS

NERIRFRSH:

1. #T7 Hyper-V 28558,
2. 33F Linux VM B9i& 8, 5% Integration Services (£/IRS).
3. W1REi%#EF Time synchronization (HERES),

=z

AR

b A7%5S VMware #1 Citrix Hypervisor R, XE#M~RaZAENEERTPIHE, MRS5S NTP KE W%,
Hyper-V BSja]EF ] L5 NTP BYEIRS E£EZHE .

&8 ESX f1 ESXi LHETiE]F AR

WMRBAT VMware BEEFINEE, EEMFEMEE Linux VM R, EEBE NTP MEIMN BERFNR—, &
EMRERT RN, BN SEHMIRSHETRY, ERE Linux REPNRENHS NTP AF, XMER
ERBAEHERY,

WMRIFFIETEET VMware Tools BIFE#E Linux RiZ:

#TFF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (FE##EM) sHEES, FTF7F Options (GEM) &M+,

%3 VMware Tools,

£ Advanced (5%) &, BUHiES Synchronize guest time with host (5EHEREFAE).

ok W
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$1% 3: @ Windows &7 0 Linux &34 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux HH&E#HBY %!

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMIZN S 7%, FRIAERMITIRME.
AR

73 Linux VDA mryzssitutk =0 AD Rtk P ERERNAF ZHN, RIERmHEEREK.

Samba Winbind
A Windows 1 E8USiEHI BRM A AR, HEGHFEEENEITENFRMEIEM Active Directory B %
P

1. B0 YaST, “ERMKRS, AE%ERE Windows 5K R 51,

2. #ITUTENR:

o BiEEL T1ELRIE A Active Directory SR FRIIHITHIZZAT IP #hhk, HFREBAKE,
+ 3% Use SMB information for Linux Authentication (v Linux S{33%iEf#ER SMB £8),

- % Create Home Directory on Login (EEZRIAIZEER).
- & Single Sign-on for SSH (3 SSH ERBSER),
- HafRRiE+H Offline Authentication (BiHEH30IE). MEHS Linux VDA R#R.

3. BEME, MRAFRREREZLERME, BRE Install ().
4. IRHEEIEHEE, WEENEEEEMAE, BER.
5. HIMRTE, BABIOSTENAIZIENEARHNEE, ARE2E OK (HBE).
6. FHENRIRSAEFBITEN. HINBNEERBHITEN:
su -

reboot
<!--NeedCopy—-->

Wb E S Delivery Controller ZkFr% VDA it&#] (Windows #1 Linux VDA) #BZ7£ Active Directory
PE-MTEXN R,

iz17 Samba 9 net ads < LIGIFT BV 2B EMANG:
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sudo net ads testjoin
<!--NeedCopy-->

BITUT e L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos itE MR R4 keytab X 2EELIBH B SENEH:

sudo klist - ke
<!--NeedCopy-->

tE<¢ EREMEFEMEBREAASTTANERTIR, B17 Kerberos kinit &<, FRXLEREAREIEHEER
BT ENBSH !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABIRUTIEERIAT, RS (§) BAEARFMML (\) #1T8EX, URERE shell Hig, EFLEFRHR,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEMR. WRILHSRINGTT, WREEREREL,
BERUTHLEIETBEIKAN TGT REEETF:

sudo klist
<!--NeedCopy-->

BEERUTHSRETENKA FRES:

sudo net ads status
<!--NeedCopy-->

WIEAASMIIE A wbinfo TRXIEREaIARKIEBAAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEBIEEREA AD 155, mAZ Kerberos $ii&#, 33T bash shell, #AERS—MNREHIITREHT (\) FrF#
THEX, H<RE—FMINHEKCE S
I53F Winbind PAM 3B BER T Eff. Hlt, EERURIAREREZEAF A ERE Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5<$RER uid S TR Kerberos EIREEX 4
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA B Kerberos EiREEFTHNEREETENEKRIH:

klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 126 & e LURITR MBI E#ITHIMANEGEHSERITI R 6: 2% Linux VDA,

Quest Authentication Service

FEiEHE LR E Quest RELCEEHIZHIE LREHEET Quest R, MEBREBEENR, ENE
Active Directory Ha|EHENNR,

AFFHAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+ 8 1 L1 HDX &iE:

7£ Active Directory BFP T BN EEEHI&H, AZBAFKFITH Active Directory P E .
%% Unix Account (Unix #k/) &I+,

i%&s Unix-enabled (EZA Unix),

¥ Primary GID Number (5% GID #S) &E NFREAFAMNA ID,

> wn e

=,
AR

XEWARSTIREEAR, UEMITUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA t#E Quest

F2E VAS SFPi8F USRI B5h481T Kerberos ZiEINEE. HMBEABMHIIE BHENER) IhkE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

LEE LR EITIERRIR S 9 /NBY (32400 ), BNELEIARY 10 /MNEIBESELRE 1/, BEZEEGAPRENR
% LigBRIRHE,
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fcE PAM #1 NSS EFHET HDX # TS A P ERUREMARSE (FI%0 su. ssh #1 RDP), &FshEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A Windows &,  f#H Quest vastool &<¥& Linux i+ EMIIANZ Active Directory 3

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREIHENMAN Active Directory iHHEmiHAF. domain-name Ji%#) DNS &#F, i exam-
ple.com,

Wirtm R &1 Delivery Controller EskFrE VDA i &#1 (Windows 1 Linux VDA) #E7#E Active
Directory fE—MIENNNR, BIIEMAT Quest B Linux HENEBEFMTIET, BERITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, aSEEESZ, MRITBEVRMNERMSE, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

ERPSHMIIE 3E Quest EERILUET PAM XA F#ITS M. Altt, BFERAURIRERSNEAF KA
ZHE Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERER id -u H<LIRER uid BIE T XA Kerberos EiREE X4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,
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exit
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGEHRERITSE 6: %% Linux VDA,

Centrify DirectControl
A Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &5<3& Linux it E#IIA
Active Directory i3:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERGITEHNIN Active Directory 1#94E{a Active Directory i~ . domain-name 2% Linux it
10PN Bped= 0E=4 S

Wb S Delivery Controller 2k VDA it&#] (Windows #1 Linux VDA) #8Z7£ Active Directory
PE—MTENN R, BRIEMAT Centrify 89 Linux BB MU FIEP, ERITUTIRE:

sudo adinfo
<!--NeedCopy-->

I83F Joined to domain EE2EE% LUK CentrifyDC mode 27%;&[E T connected, {IRERMIAREERER
shiRAS, MIZFRPA Centrify EAIRIBE T RS SREZH SN RIER,

BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mix5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

FEHRITEMMANRIEESSHITIE 6. 25 Linux VDA,

SSSD

MR &7 SUSE EER SSSD, B1zRILER 5 RAVIH B 1TIR(E. WD EEEXWMAE Linux VDA i+ &M DN
Windows 158915 BB R dnfalER & Kerberos SAIIERMIES.

27£ SUSE £i&& SSSD, BRI THE:
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MNEHBIZEEN keytab
3 SSSD F2& PAM

%8 SSSD

BF SSSD
Eran3ciadE=gv)

I93F Kerberos BtE
IR SR I0IE

N ok w N

MANEHEIZEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory & imINEE,
AT AER Samba 3%, EEIE SSSD 2, ERMUTEE.

1. =1EH2 8 Name Service Cache Daemon (NSCD) SrP#i2,

sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy-->

2. WEENMZFM Chrony BHERE,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. REHEMATREE:

sudo zypper install samba-client sssd-ad
<!--NeedCopy-->

4. Ll root BRB#%HE /etc/krb5.conf X, LUsaiF Kinit AR5 BiRE#{TEE, 7 [libde-
faults]. [realms] #1 [domain_realm] &/ FHMUTELE:

=

AR
RIBER AD ERILEMECE Kerberos, UT&EER T8I, SMIER,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {
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kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm 2 Kerberos g 892 #7, f§l#0 example.com, REALM 2 kX 5 1 Kerberos 4fiis & #7, 40
EXAMPLE.COM,

5. Llroot AP B#%HLE /etc/samba/smb.conf, LA# net LAERFSBIFEH#ITERE. BUTEE
&zl [global] &84

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy—-->

domain 2 Active Directory 1i#9E%2 NetBIOS &#5, a0 EXAMPLE,
6. &% /etc/nsswitch.conf X#Ha passwd 51 group & B LUIERT R A ARS8 SSSD,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. FEBEEM Kerberos EFHUBIER B3R Bir#1TSHIIE,

kinit administrator
<!--NeedCopy—-->

8. £ net LARFRBARMANEHERRS Keytab x4,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator
<!--NeedCopy—-->
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73 SSSD F2&E PAM 729 SSSD ECE PAM Z &, BRESNEHMENREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM t3RECE J0i@d SSSD #1TAF BMHIIE, HABFRERUEETER.

sudo pam-config --add --sss
sudo pam-config —--add --mkhomedir
<!--NeedCopy-->

%E SSSD

1. Ll root B BH4REE /etc/sssd/sssd.conf, Ui SSSD sHiPiERF 5 BirtE#iTEE, sssd.
conf BRERG (AILURBEZEERINFIMNIIER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name 2 DNS 5%, %0 example.com,
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=

=W

ldap_id_mapping i€ &% true, L& SSSD & & fa 5% Windows SID 432 Unix UID, &M,
Active Directory % Fiaei5i2 it POSIX i Bi2F, ¥ ad_gpo_access_control &7 permissive
BUBALE Linux £IEHIITAE REIR. 521 sssd.conf #l sssd-ad BFM 5L,

2. %t sssd.conf GBXHFRENFINE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD  BEITUTHSURRSRBHMNBERHBR SSSD g

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RIS 5 515
1. 517 Samba i net ads &< URIFIHENEETEMAE:

sudo net ads testjoin
<!--NeedCopy-->

2. BTUTHLRIEFSMIEMTENNRESR:

sudo net ads info
<!--NeedCopy-->

I Kerberos BtE HfRR % keytab X REERIEHEOSBERESR:

sudo klist -ke
<!--NeedCopy-->

e EREMERBMEBEEFAESTRANERYIR.
=17 Kerberos kinit &<, MUERXLRARNITHISR0IEITENNSH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBTIEERAT, RS (§) BAEARKAT (\*) #TEX, UERRE shell Hit, ERLIRE
f, DNS 5 &5 Kerberos (UFZ#RRE. EHRRERTRER, MRILHSHET, WFREESREFREL.

BEAUTHLEIETEIIKFRN TCT RiEEETF:

sudo klist
<!--NeedCopy-->
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE kst <RER Kerberos BIBRGERTZAFHEHRITH.
B root AP &%, WIEREZERFEMN 1d —u HREM uid BIBBN N EZIBEE X :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 A LURITRMATNIR. E#TEIMANBRIEGHRERITSE 6: %% Linux VDA,

PBIS

THFER PBIS FE  filu0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REfIAA AT FlUn:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i3 Uiz Hlgs 4 maifinl, HAEKAEEERGITENRIMEI%A Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user A BRI EM AR ME Active Directory 1H #9315 FH . domain-name 71 DNS & #5, 10 exam-
ple.com,

R E¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikl A & Delivery Controller E3kFrE VDA i+ E#l (Windows &1 Linux VDA) #E17E Active
Directory BE—MIBENNR. EWIEMAT PBIS 8 Linux iBNEEMFEH, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE MK, S RREHXHFIMAN AD 51 OU MiER. &N, RETENSZ.

WIERAFP BMIIE  RIE PBIS BT EEMSEE PAM AP #1TH M. Altt, EERLEIARERS AP K
&3 Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIFEE N id -u &$RER UID g1 TITHA Kerberos EiRERE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEHRITEMMANRIEESSEHITIE 6. 2% Linux VDA,

$IB 4: LRNEHH.NET Runtime 6.0

£%R% Linux VDA Z &, &8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,
%% NET Runtime 6.0 /5, 1T which dotnet ¢ &R EHIEITAITER R,

RiEH<SHE, RE.NET Runtime Z##IXHEEEZ, fla, MRSt /aa/bb/dotnet, &M /aa/bb £
79.NET 2353 &2,

$I8 5. T Linux VDA #i{

1. #7% Citrix Virtual Apps and Desktops F# 5o,
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2. BIFIEZhRAH Citrix Virtual Apps and Desktops.

3. BEHEAGTHSER Linux KITARILEA Linux VDA 48 UK =] B FIIE Linux VDA R ERISTEMMN
GPG %R,

EFEARARIE Linux VDA REEMTEMY, EEAHSNE RPM $UBERHIZTUATHS:
rpmkeys --import <path to the public key>

rpm --checksig --verbose <path to the Linux VDA package>
<!--NeedCopy-->

$IE 6. L% Linux VDA

$IZ 6a: HFHIBARE

WRLEET BRICHIBIFMNhRASF] LTSR A 2 SN RHRRR S, 1BTE REARA Z 5iiG HENE,
1. {1k Linux VDA fRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

2121k ctxvda # ctxhdx RS 2 /i, #EiE1T service ctxmonitorservice stopis
USRS TIFER, SN, BRRSTIFEFBEERBEELENRS,

2. ENFHERME:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BERR:

XFMEHRBFA MRAHTA R

AR

ZAIU7E [opt/Citrix/vda/ THEIBRENHE M,

BiEfTHS, TEIRMETEREFE; &, LakiE [opt/Citrix/VDA/sbin #1 [opt/Citrix/VDA/bin FHinz &

FERiZo

$1% 6b: %% Linux VDA

R Zypper &% Linux VDA x4:
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sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

£/ RPM BB E1R 234 Linux VDA #s:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4& Linux VDA (F]3%)

AT LAMSERTEIRE N hRZ<FD LTSR MR F R INE =3,
AR
ARMEREREE [etc/xdl THEEX M, EHTHRZE, BSHEMDXLEHF,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #y RPM #1151 3R :
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
pam >= 1.3.0
bash >= 4.4
findutils >= 4.6

gawk >= 4.2
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sed >= 4.4

cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9
libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1
libpython3_6ml1_0 >= 3.6~
1ibQt5Widgets5 >= 5.12
libgrencode4 >= 4.0.0

libImlib2-1 >= 1.4.10
<!--NeedCopy-->

HERR

EFHREESTEEN Linux VDA 3 E#l,

HB T: =% NVIDIA GRID Kzpigrr

BF HDX 3D Pro ZRIETEEMN EEZFH VDA 1+EH %3 NVIDIA GRID BEzpigr.

ETEETEERIEERER L 2EMECE NVIDIA GRID E## GPU &2 (ENIREER), ESHUTER:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

EREMECE NVIDIA GRID K& VM EKahigrr, BHRIT TENENTE:

1. HREE VM BXiF,

2. FEMNEEEFERERT, VM DE—1 GPU.
3. BE1VM,

4. £ VM LRERE VM BKahigrr.
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#1128 EE Linux VDA

RERGEG, BMEiT ctxsetup. sh i4REEE Linux VDA, MABEERIERZ A, HRWIEFE, HRR

FRERBIEE RS, MAXVE, BJUBREREITZHAUERRE.,
AILUEIRB R FENETTHIZA, tha] LIRAMGEENIAN B STz, BEUR(FRT, BEEZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RnERE

BTSRRI EMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEREN, BIMRTRRMIEMAFTFENET. NRMFENMELENREE, WEATFIRTEREERAER.

XPFNFREEEE:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z#5fEf DNS CNAME i2®$5%E Delivery

Controller &, ZHANBERTIEERN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2tl=1& 5 FREY Delivery Controller 52

REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5E— FQDN 2 CNAME 314,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP iz (ERIA RO 80) 5 Delivery

Controller &1z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - EE&hit BH/EE5 Linux VDA RS, BIANERT, ZERER

Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA AR$3 E R #t i & NLEIE 18IS R A B,

B AERGRAAEREGHA Linux VDA STHPAFREEO (BRI 80 #1 1494), BUABERTREN Yo

R
18N

+ CTX_XDL_AD_INTEGRATION=1 | 2| 3| 4 -Linux VDA ZxkfE/ Kerberos EZ&i& & Delivery Con-
troller #1753k, Kerberos EBEIRIBRS LEREMBEEM Active Directory ETEMHE. IEEE

R B 3215/ Active Directory 574

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
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+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNRAREFNEMLKT, MNRiEET HDX 3D Pro, ME A VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - $HBEHNEEN LT ALERTEE (VD) TRABHEZSERFER, WF
HDX 3D Pro 3#1%, BItZEIREN Y, BIAERT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5528, ZEi& DNS BRERRH!
RIS, NMASE DNS =25, BIAERT, LEEIREHN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zifj DNS 3£ 43 LDAP fR5523. #E DNS
T &R it LDAP B[RS I1ZR, T URM U= 2 FRA LDAP FQDN (%% LDAP 1w 0O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, %% LDAP
IHOSHEE N 389, Linux VDA BERIGER TEIGEEHFHE T LDAP RSEE. IRE x MREMy ™
LDAP fRs52%, Linux VDA 23817 X RUL Y XEM, MNRBLANEBEEHE, REFBRAEIRN. BR
FERE LDAP &1, BEEEHSR LEA2BER, HISEXM LDAP i5OSHEEN 3268, RINMERT, It
TEIREN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory & 1R #9 1%
RERZEIH LDAP (g0, DC=mycompany,DC=com) ., AR SEHEMEE, TLUIEETEEEM {0
0OU=VDI,DC=mycompany,DC=com). EIAERT, LLTZi&EN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -BX& 5 10IEARS (FAS) lRS 2B 2Eid AD ARBREMN.
Linux VDA Rz #F AD A3, BERIURARELUS S 2R FAS IRS2BMTIR, IRFHASTE AD A
BERERENIRFEER. NRMBER T EMARSSFML, EERA <none> XAFREBERHETH, HEFEE
MRS BMUIRF, BS FAS RSB EHIBRE, BREMMMNIEOSSE FAS lRS8E LIEENHOS —
B, 140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# .NET Runtime 6.0
LU #53rR Broker RIBARSS (ctxvda) BIERR. ZRIAERIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {s T B &iFHFE A K
GNOME . GNOME Classic 5 MATE £ @EifiE, MRKIEEETE, NEHA VDA L LI RENEE, 8
2, NRYHNTENEEN MATE, MRS TEEIZE N mate,

TR GBS e TS BRERETRIEAFPNEEFE:
1. 72 VDA t# SHOME/<username> ER F8JE—1 . xsession X,
2. BRI . xsession XHLUIEEREIFE,
- &ATF SUSE 15 £/ MATE 2|
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
4
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ZFATF SUSE 15 £/ GNOME Classic £&

GSESSION="S$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

i&FAF SUSE 15 £/ GNOME £&

GSESSION="S$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEHFRIERFHEE 700 XHR.

BhikZs 2209 2, RIEAFPATUBAEXEKEI R, LORAE VDA ERERIMNVKIEIFE, BRI
fE. AXBAER, BERESIEAF YD EEXREIF R,

« CTX_XDL_START_SERVICE=Y | N -7£525§ Linux VDA B2& 5, 2&B5h Linux VDA fRS3. RINERT

REA Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - F1itfr Citrix Scout M9EZEFiHO.

BiAimOr 7503,

+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE8imH. BAIAIROA 7502,

REWRRE8HIZTREMA:

export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2]|3|4
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'1list-ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | "'<none>'

CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
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export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo RS, BN -EEMLUKNERET2FBLHIBMNHF shell, RITBWNEEATMENGSHME
#1/bin/bash {ERHE—1TREIE shell B,

o, EEILER RN GRTIEERE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \

CTX_XDL_START_SERVICE=Y|N \
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/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE Bk

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIELEFTHAYERR, BFREH Linux VDA R,
GiRiERl, BEBRMENENES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE K

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BERER:

LRI MEIEERIBRFT B BB 2E, MfE Linux VDA &R,

ERERT

ctxsetup.sh f ctxcleanup.sh HAS7EEH & L EREIR, FHIGEMEES NEEBHEXXMH:
/tmp/xdl.configure.log
EFEsh Linux VDA BRSS, HIREREN.

$18 9: i&fT XDPing

{58, B2 XDPing,

$ % 10: 517 Linux VDA

58 ctxsetup.sh iiZ<EZE Linux VDA 5, aJLUETTIATa<RES Linux VDA,
B5h Linux VDA:
B Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

3EizfT sudo Jopt/Citrix/VDA/bin/xdping L&®E Linux VDA KIEEAEMNERNREME, &xF4HA
<
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{Z1k Linux VDA:
E(=1k Linux VDA BRSS, BHITLUTIRME:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
E{21E ctxvda # ctxhdx RS 280, 15817 service ctxmonitorservice stop m<LUE
LESMBRSTIFIER. BN, BIRSTIFEFRERBEFLRS,
ZE# 250 Linux VDA:
E#Esh Linux VDA RS :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

% Linux VDA R
ERE Linux VDA BRSBIBITIRE, BHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$18 11: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #tI|Zi+EHN B R
BIEITEN B FFAM Linux VDA i+ BHAE 2 5458 Windows VDA 7iA2M. B XA S MBI
RVIER, IESRECIEITEN ERMERITENE R,

BIEES Linux VDA itENMITEN B RINS@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IEETEM
Bx:

o WTFHRIERSE, BER:

- ZRERERAEN WFREAZRERTER),
- BRIERERSHER (WTF VDI TAKERGERE),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
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AR

FHARRACH Citrix Studio F#F “Linux BERHA” MES. B8R, %1% Windows Server 2{FR5ARS
BREAFETNFRATEARELZRERMRE, %F Windows SEIRIFRASA S KERIERFIENER FE
BETEN— TR IEE,

e

INRMIBRITBENEFEEFIA Active Directory 15, NAFMERITEN, AEBEEHRRNIIHENER.

418 12: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops F 67235 {4H
SIERRZMANARIMNES Linux VDA HENMIHEN B RMEES Windows VDA i+ BN /L FBE. B XNE5exXLe

ESHEMFAEIRRA, BFSREEZ A,
BUEEH Linux VDA i+ EH B RE AR @G TRE:

o WIRFER AD BRAABEREE, sJUERE Linux VDA it&EHL,
o BOARESHRIEN (BER) AFRER.
o BMERMEFRENESE Windows itENBIHENE R,

BRI
Linux VDA 1.4 REBRAZRA BN ARER. B2, Linux VDA R SEMNRER R A AERITEN.

BXRUARIETETESNRHANES, 5 Citrix Virtual Apps and Desktops 7 2206,

Fp% 2 Linux Virtual Delivery Agent for Ubuntu

November 4, 2022
BERT:
SNF s, BVEFERBMTELHTRRRE, BNRELNYEN, SEAXFEFERNFHLEML, EX

%HZH:IJTEIO
S8 1: 7y VDA 2E#% Ubuntu
$IE la: WITMKEE

HBREERHEREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

MEEMEARZ Ubuntu 18.04 Live Server, EHI&E X WA i [etc/cloud/cloud.cfg FRE X4 Il TE
N
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preserve_hostname: true

S 1b: KBEENE

HHRERIBRESIHENNENS, EEK [etc/hostname XX, FEHNXBEIHENNENSZ,

hostname

FB 1c. AENBHEIFELE
HRITENN DNS HEMTLMRES S (FQDN) EMtEERE, AR EX [etc/hosts XHHUTITUES
FQDN f1EH & ERFIRI%E:
127.0.0.1 hostname-fqdn hostname localhost
f5I4n:
127.0.0.1 vda0l.example.com vda0l localhost
MBI E At B ipgzt hostname-fqdn 5 hostname BEREMSI A,
AR
Linux VDA ZigiR3z#F NetBIOS & &k, HAlt, EHMBFGFED 15 MNFF.

BN .

S

REEFEAFR a-z. A-Z. 0-9 FIEFH (-). BBRFEATUE (). SENEMTS. EHNEREURFH LM
WUEFHER. tHNbERTF Delivery Controller M3,

H18 1d: BEINEG

WIEENRIRERSTIEWTIR:

hostname
<!--NeedCopy-->

e URET BB ENS, MAREE FQDN,
¥oiiE FODN R ER B IEHEIR:

hostname -f
<!--NeedCopy-->

It Er <R ElITEHEY FQDN.
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P le: ZH%IE DNS

BINRBBA T %% DNS (mDNS), MX2SREHRIFERT—.

E28 mDNS, 5448 [etc/nsswitch.conf HEXEE U TRAMIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
BN

hosts: files dns

SR 1. wEBRBAMRS ARt

HaIAAT LURAT FQDN #H3digixhI23#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

IMRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBHE,

S8 1g: RER#EYS (chrony)

t#atk VDA, Delivery Controller fligiizilas > BB SALKIEMAIS EXEE, & Linux VDA B NEMVATEES
SHENHRENR, HFIFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZMERSB/HFIM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

TEHAVERER, MEMAHIFITHIREY, MAREEM R NTP RS ERY, HiEHHE 1 Active Directory 13
EHISS RN — RS EERE.

IRy HBERIE M server 5 pool £ 8, S#ERE| IP ik, localhost F1AARSSS: *.pool.ntp.org £8,
REERHEFRBE Chrony T2
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sudo systemctl restart chrony
<!--NeedCopy-->

#1% 1h: R% OpenJDK 11

Linux VDA £35k#7E OpenJDK 11,

#£ Ubuntu 20.04 #1 Ubuntu 18.04 £, AL T&<$%R% OpenJDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

S8 1i: R PostgreSQL

Linux VDA Z3k7f Ubuntu £%&% PostgreSQL 9.x hix:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java

<!--NeedCopy-->

S8 1j: R Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->

F8 1k: REHMRGE

tF Ubuntu 22.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit

sudo apt-get install -y libldap-2.5-0
sudo apt-get install -y krb5-user
sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

3tF Ubuntu 20.04. Ubuntu 18.04:

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit

sudo apt-get install -y libldap-2.4-2
sudo apt-get install -y krb5-user
sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->
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TR 2. EEEINEEER

EXFNEMVIEERRERF L Linux VDA HEERPIVISITH, FEMEH—LEN. RIBEEERANEMNERERT
B TER, MREARNEHS LITTT Linux 86, WERFHERNENR,

&£ Citrix Hypervisor _t it a)[E):5 a0

BT Citrix Hypervisor BYEIFEIF THRERY, FEE M EIMEAY Linux VM 1, E#E&%F) NTP #1 Citrix Hypervisor
HWiE, WEHXEBERZNM, NERNHSHMRSSERAS, BHRESD Linux EFHFRNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBEEEEITHEEMLE Linux A%, FBE%ET Citrix VM Tools, MaTLi&zE Citrix Hypervisor Bt alE4 Ihag
BEEE, UKRREETE Linux VM 5!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteap<ixE 0 5 1

. 0- HERSHEEER, BARER.
. 1-WERSHEDLER, EBRIUEMRIE,

MR /proc/sys/xen/independent_wallclock X#8FEE, MAFBHITUTE B,
MREBA, FBEIAZXGEAN 1 UERNERSIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1E%HE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
BEWIEXLEY, BFEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

£ Microsoft Hyper-V L{&& a0

%7 Hyper-V Linux £ RS Linux VM B LUER Hyper-V BS{EIR S ThEeRE R ENIRIEFR LN IE. AHFR
AR S, BF—REALIEES NTP RS,
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NEIRRFRSEH:

1. #T7 Hyper-V SE28EH &8,
2. 33F Linux VM B9i& 8, 1513 Integration Services ((£BRS).
3. M1FEi%#E Time synchronization (FfEREY).

=

AR

tbA7%ES VMware #1 Citrix Hypervisor AR, XE#M~RaZRAENERLIE, U%S5 NTP K4 WK,
Hyper-V BalRE$ A U5 NTP BaRES £EH B4,

&8 ESX #1 ESXi LHIET BRI AR

B VMware REIRS IR, & MFEIMEE Linux VM 1, SEHBE NTP FEMN EREFRE, mEEH
HERS RZ5N T, MBRNHSHEMRSHERES, BEHRES Linux ERNHPNRENHEHS NTP BF, XE
MERZAENERY .

WMRIFFIETEE T VMware Tools BIFE#ME Linux RiZ:

#TFF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (FEiHEM) sHEES, FTF7F Options (GEM) &M+,

%3 VMware Tools,

£ Advanced (5%) &, BUHi%ES Synchronize guest time with host (5EHEREFE).

ok e

$1% 3: @ Windows &7 00 Linux &34 (VM)

Linux VDA 5% %@ Active Directory (AD) 137w 00 Linux i &8I %:

« Samba Winbind
» Quest Authentication Service
« Centrify DirectControl
« SSSD
« PBIS

RIBFMERM 7%, 1RIEARITIRIE.
==

73 Linux VDA frgvzssthik =0 AD Rtk ERERINAF B, SI1ERAIEEKN.

Samba Winbind
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ZRYEHFRRLES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FirENENERERN Winbind s71#2F  Winbind sFiri2E S AECE 1T BB BE):

sudo systemctl enable winbind
<!--NeedCopy-->

AR

R winbind izuF /etc/init.d T

ficE Kerberos Ll root AR &%, 117 [etc/krb5.conf HEELTIRE:
FE:

RIEEAY AD ERtEMELE Kerberos, UTIEEEATHIE. BmiEE,

[Tibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

Itk E Fxx##9 domain-dns-name 25 DNS 1%, 31 example.com, REALM 2K E5# Kerberos 4z &
R, %0 EXAMPLE.COM,

f2E Winbind 54 iE FzhEE Winbind, EX Ubuntu ;&%3%& RHEL ## authconfig i1 SUSE ##J
yast2 XX TH,

$17F Jetc/samba/smb.conf HEE L TIEE:
[global]
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workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM #1195 —1FE, REALM 2AFH Kerberos 45 & #r.

& nsswitch $T7F Jetc/nsswitch.conf 335 winbind KNz T1T:

passwd: compat winbind
group: compat winbind

A Windows 33 @Rz hlass MAlifin, mAEKAEEEREHENRMEIKN Active Directory B ik
P

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr1, REALM 2AS5H# Kerberos $ig& 75, user EERUG T ENARNZBRALAF,

E#HEswinbind
sudo systemctl restart winbind
<!--NeedCopy-->

71 Winbind 28 PAM a7 T#H<, #fRit+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &1333F) #1 Create home directory on login (EERINAIETER) %M

sudo pam-auth-update
<!--NeedCopy-->

e

RYHENMNEE, winbind SFHEFASBLRISET.
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Wikl A &% Delivery Controller Z3kFrE VDA it &#l (Rie 2 Windows &2 Linux) #BZE7E Active
Directory HE—MTENNR,

iz1T Samba 19 net ads <RI EN IR T EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMYEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos F2E EINiF Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
LEAEHESENER:

sudo klist -ke
<!--NeedCopy-->

&L BEREMEFIMSEEEFASTANTHYIR, BT Kerberos kinit <, LUfERXERHARGEH 2818
I ENR S5 :

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U B#AR, BWRERTIHEM. MRIHSRINET, WRRERE@HL,
ERUTaRLIIETENKAE TCT RIEEERF:

sudo klist
<!--NeedCopy-->

ERUTHLRETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIERASMIE A wbinfo TRKIEREAIARKIEEAFHNSH%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD 5, AR Kerberos (& #R. 33F bash shell, BFERS—MRIMIITRFUT (\) Frv
TR X e <REl—F AR BOHE o

ZIE Winbind PAM AR B EEWREE, 15ER URIRERIEAF KA ESR Linux VDA,
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ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

3

AR

EpThiz{T SSH #8<, 1Btk SSH EBAFIERIETT.

IERE R id -u 5$REM uid BIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KIEFA P Kerberos EiREEFHHNERETENAKRITH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiFER Gnome o KDE =H1 & AT BUITRMBIMNIR. EFITHMARIEESEMITHE 6: L2 Linux VDA,
e

NREAEKAERRIIHITRAR SMRIE, EXEETENRHE, BEMBHDITENHER,

Quest Authentication Service

EigEHIgs LA E Quest  (BRELEEE Active Directory 1354123 L REHEE T Quest B, MABKREBEEN
iR, BfE Active Directory HelEHENIR,

AFFHAFER Linux VDA TEH AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory AP FITENMEBIEHI &, RZAFHFITH Active Directory AP B,
#%#% Unix Account (Unix /) &M+,

% Unix-enabled (EEH Unix).

¥ Primary GID Number (&i% GID 4RS) 18& ALhrsi A 4HM4E ID,

> wnN e

AR

XERBESTFIREESAR, WEMNATLUERZSIS. RDP. SSH S AHMITEMINEITER.

7£ Linux VDA tFf2E Quest
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SELinux SRBEEHITHERART % BA RHEL IRMBR3EHISTHE SELinux, IE32HIThAES RN Quest BRI/ Unix i
BT IPCHF, HELSAAER.

Rt BN R EEN S AR ZA SELinux. L root BF &1, #iE [etc/selinux/config # 4 SELinux i&
=

SELINUX=d1isabled
IWEREREFHBNITEN:

reboot
<!--NeedCopy-->

BE:

BEEERALIRE. BAEENRA SELinux RIBEFILHESSHT2YE, BMERX root AR EMAMA
F2anitt.

F2E VAS sFiPiEF S BHERFF B h4ET Kerberos ZiRThaE, HMZASMHIIE (BRNER) hEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IbEr SRFLRITIENFRIZ D O /B (32400 #4) , BPLLERIARY 10 /NRIBE S AR 1/, BEREEGARBIENR
% LR BRIRHE,

F2E PAM f1NSS ZEEAiEE HDX #ITHEAFR BERUKREMARS (5190 su. ssh #1 RDP), EE{TUTHSUF
=pEcE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

PO Windows 33 /A Quest vastool &% Linux it&#INAE Active Directory ig:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREIHEMMA Active Directory 1%#9id B -~ .domain-name 79159 DNS & #5, fl0 example.com.

WirEm A &% Delivery Controller kFrE VDA i+ 84 (Rit2 Windows i 2 Linux) #8ZE7E Active
Directory E—MIENIT R, KWIE Quest IIAK Linux BN S M FiE+:
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sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, WEEBRUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIF Quest 2FAESEIT PAM SHE AP # TR MHIIE, BERUARERANEAP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE R id -u 55$3REIR UID g1 TR Kerberos EiREEX M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

EFTIHIMARIEESEMITSE 6. 2% Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &/ Centrify adjoin #5413 Linux i+ &M IIN
Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 HBERCGITENIA Active Directory 15#94fa Active Directory A, domain-name S 2%
Linux i+ &N BBIHE Z #Fo
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Wit R &1 Delivery Controller E5kFrE VDA i+ &E#Hl (Fi£2 Windows £ 2 Linux) #ZE7E Active

Directory hE— M HENIIR, WiE Centrify SIS Linux i+ BN EE TR

su -

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E AW LUK CentrifyDC mode 2%iR[E T connected, MNMEER{MAEESIIR

A, NIZKEA Centrify P mi@% T RS W/IEET S B IIEAZ,
FRUTHSAREECEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

M5 &% Active Directory 1 Kerberos IR H9EE,

adinfo —--test
<!--NeedCopy-->

TEBTIHINANRIEESEMITSE 6: 2% Linux VDA,

SSSD

it E Kerberos izfTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HEELITS4K:
AE:

RIEEAY AD ERtEMELE Kerberos, UGB ERATFHIE. BMmiER,

[Tibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn

kdc =domain-controller-fqdn
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}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

tt F Fxx#8 domain-dns—-name £%% DNS 5%, I3 example.com. REALM R K5 # Kerberos g
&%, Blan EXAMPLE.COM,

AN U SSSD ERE AR Active Directory 1EAE B3R BIEFH BER Kerberos #7841 1IE. BR,
SSSD HARRMEAFIMNBFEE RS keytab X489 AD FFimIhaE. AR adcli. realmd 5 Samba.

AR
KEHABNRM adcli 71 Samba HWiEE:
o« NREFER adcli A, BRAUTHE:

1. %% adcli,

sudo apt-get install adcli
<!--NeedCopy—-->

2. i@id adcli A,
ERAUTHLHIBRIBRS keytab STHFHIMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2EMVEHENFMNEIEAELAF. hostname-fqdn 2itE# 89 FQDN B EN 2,

FZ -H %W, adcli FaeEKE N host/hostname-fgdn@REALM 89 SPN  (Linux VDA ER{ER 1%
o

3. BIEEM RS %,

3FF Ubuntu 22.04 #1 Ubuntu 20.04 it&#l, 3&E17T adcli testjoin @<RMIAXLEHENES
IO

#F Ubuntu 18.04 i+&#1, #&&1T sudo klist —-ket &<, adcli TERHEEERR. ZTERNRE
RITENMETEMANZNSE. RESBAENRRELIERS keytab X, RIESMENRBEEE ST
B NIRRT B AE ITED,

o WRAEA Samba I\, BEERUTSE:
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1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. B2E Samba,

17 Jetc/samba/smb.conf HEE L TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos $ugi&#r,
3. f5H Samba A,

TR HIE AR, 1 BESAEEERIEIHENRMERE Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr, REALM K51 Kerberos Uf &, user ARG IHENARMEIEAEHAR

RE SSSD LRI EMFAATIME:
MREARRE, BEREFMFERN SSSD MEERHE:

sudo apt-get install sssd
<!--NeedCopy-->

NRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINERT, Ubuntu py=ESi2%BE51EE nsswitch.conf i1 PAM B Rk,

BiE SSSD E5h SSSD iR 2 hl, EEEMH SSSD ffE, WFHELERRAR SSSD, BIAFRRE [etc/sss-
d/sssd.conf BB, HAFEHEIE. MU root BFRBHEIESITH [etc/sssd/sssd.conf HEEE L TIZE:
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[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR
ldap_id_mapping i& &7 true, LUE SSSD Z& & f1554% Windows SID B§4% Unix UID, &M, Active Di-
rectory #aeisiRt POSIX i BIE2F. PAM fRSS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk T2+ domain-dns-name £#7 DNS 1%, 30 example.com, REALM A5 Kerberos 41
1WA FR, Fla0 EXAMPLE.COM, FEEEE NetBIOS 153,

BEXEBIGEMNELR, 5517 sssd.conf #1 sssd—ad BFEM,

SSSD FiriEF ERECE X N A BFEE REMR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->
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B SSSD FiFiERF IZTTUA T < iLBNEEh SSSD FiFiER, MRETIFiERE It BN ST EE:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM 28 E1TAT@<, HfRiktH SSS authentication (SSS &433E) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

Wiri L 5 & 1 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) #8 &£ Active
Directory mBE—NMTENIR,

o tNRMEM adcli BIBEMRAS YW, 51T sudo adcli info domain-dns—name &<SUBTREE
B

o MNRMEA Samba WIBEM RS, 15T sudo net ads testjoin dLRIEHENIEFTEMAR
i#, 1517 sudo net ads 1info HLRIEFIMNUTAITENTRER,

1iF Kerberos if& ZEWiE Kerberos GBI EMEBERNAS Linux VDA BEBEMER, EWRIERS keytab X2
BEARAEAENER:

sudo klist -ke
<!--NeedCopy-->

HHSEREMEREMSTHEEFAAT ANERYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT BENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUBTIEERAT, ETHS (§) BAEARML (\) #1758, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {UH B AE, EHRERERMAEM. WRILHSHINET, AR TRERKEL,
ERUTHLEIETEKAE TCT BEF:

sudo klist
<!--NeedCopy-->

WIERFPBHMIEIE SSSD FEEEI TREFRHAT IS HIIEMNG<SITIR, ReEET PAM M.

EIIE SSSD PAM #BIRZREEWHEE, 1BER URIRERNEAF KA ESR Linux VDA,
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ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

I%3F klist sp$R[ER Kerberos EIRETEATFZAF HEEFRTHA,
LA root AR B, WIFEEENEEMN id -u <$IRE/ uid SIEREN N EIREEX !
1ls /tmp/krb5cc_uid

<!--NeedCopy-->

AT LLEId &R KDE 3% Gnome Display Manager 4728 ARMI, B ITIIMNIIEGHALHMITSE 6: L% Linux
VDA,

PBIS

THFER PBIS &G
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

i PBIS &R mI 4T
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

=17 PBIS &+
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 f@89igiEHI RN AGE, MAGHKAEEENIEITENFHMEIEM Active Directory B %
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 & /E I EHL M AN Active Directory 1 #9135 i . domain-name 73 # DNS & #%, £l exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
o
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WiEiE L & & 1 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) # & Active
Directory #E—MIBENNR, WIEMAT PBIS # Linux BN S FiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FHREHEXLFMAR AD 5750 OU MiER. &N, REFENSZ.

WITAFR BHRRIE EI0iE PBIS 2R/ 6EH5i@1Y PAM ST B #ITE R LRI, EERURIRERNIZRPKFRER
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE N id -u 5$:&ER UID gIE T M Kerberos EiREEX

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

TEBTIHINANRIEESEMITEE 6. 2% Linux VDA,

$B 4: REXEZH.NET Runtime 6.0

£R%E Linux VDA Z &1, B3 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iHBAREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i=1T which dotnet &< &HEHNIEITRER.

RiEGSHE, RENET Runtime Z#HIXHEREZ. i, WRHSHL A /aa/bb/dotnet, B /aa/bb 1
7.NET Z#tHIx #FiZ,

S8 5. T Linux VDA #i{4&

1. %= Citrix Virtual Apps and Desktops T#H 5 &,
2. BFFiELhRAH Citrix Virtual Apps and Desktops.

3. BHRAHTHSEN Linux Z1ThRICEEE Linux VDA S8 LR B AFIRIE Linux VDA B+ SR SEEMR
GPG 2R,

EFANPHERIE Linux VDA REBHTEY, BRAHS AT DEB BIEERHETUTHL!
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sudo apt-get install dpkg-sig

gpg —--import <path to the public key>
dpkg-sig --verify <path to the Linux VDA package>

RSN

<!--NeedCopy--> °

$12 6. L% Linux VDA

+$12 6a: % Linux VDA

£/ Debian B4 @ &R % Linux VDA Bft:

tF Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb

<!--NeedCopy-->

31+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb

<!--NeedCopy-->

3tF Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb

<!--NeedCopy-->

Ubuntu 22.04 9 Debian #&#im5|x:
postgresql >= 14
libpostgresql-jdbc-java >= 42.3
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.11
libgtkmm-3.0-1v5 >= 3.24.5
ufw >= 0.36
ubuntu-desktop >= 1.481
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8

util-Tinux >= 2.37
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gtk3-nocsd >= 3

bash >= 5.1

findutils >= 4.8.0

sed >= 4.8

cups >= 2.4

libmspack® >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.9~
libpython3.10 >= 3.10~
libsasl2-modules—-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.68
libgt5widgets5 >= 5.15~
libgrencode4 >= 4.1.1

libimlib2 >= 1.7.4
<!--NeedCopy-->

Ubuntu 20.04 1y Debian &#im51%:
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
libgtkmm-3.0-1v5 >= 3.24.2
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3
libxm4 >= 2.3.8

util-Tinux >= 2.34
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gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspack® >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.8 >= 3.8~
libsasl2-modules—-gssapi-mit >= 2.1.~
libnss3-tools >= 2:3.49
libgt5widgets5 >= 5.7~
libgrencode4 >= 4.0.0

libimlib2 >= 1.6.1
<!--NeedCopy-->

Ubuntu 18.04 9 Debian &#im51%:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.8.9.9
ufw >= 0.35
libgtkmm-3.0-1v5 >= 3.22.2
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2
libxm4 >= 2.3.4

util-Tinux >= 2.27.1
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gtk3-nocsd >= 3

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libmspack® >= 0.6

ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
libgoogle-perftools4 >= 2.4~
libpython3.6 >= 3.6~
libnss3-tools >= 2:3.35
libgt5widgets5 >= 5.7~
libgrencode3 >= 3.4.4

libimlib2 >= 1.4.10
<!--NeedCopy-->

} =

AR

BRIk Linux VDA 28589 Linux R1THRF Xorg IRAHFIR, ESHARRER.

S22 6b: 74 Linux VDA (7]3%)

BILAMSERTRIRNRAF LTSR RAARINE L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

AEMBEREREE [etc/xdl THEEXH. EH#ITARZA, BSUEHXLEXH,

HB T: =% NVIDIA GRID Kzpigrr

BF HDX 3D Pro EXREEEHHEIRZRFH VDA 1+EH] %% NVIDIA GRID E=pigR.

EERTERIWEERRER L2 EMEE NVIDIA GRID & GPU &8s (ENIRENER), BSRUTERE:
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« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ZLREMEZE NVIDIA GRID RE VM Fahigrs, EHIT TENENLE:

1. HREE VM BXiF,

2. FEMNEREEFERERT, VM DE—1 GPU.
3. BE1IVM,

4. £ VM LRERE VM BKahigrF.

#1128 & Linux VDA

RERMGEE, BIETT ctxsetup.sh MZREZE Linux VDA, HATEMERZ A, ZHAELRIEINE, WERFAE
RMPEERE, MALE, FJUBNERNETZIALUENRRE,

AILUERB R FaNETHIZA, thel LUIRAMGEENIAN BoiEiTHIZA, BEUg(Fa, BEEEZMANAEESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RRECE

BITaRTEMRENFEERE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

Epoli=

BEREN, REMNARRENENAIRIMFEERM, NRAFENMEEERET, WHATSRTAFREEAER,
MMAFES AT R ET 12.

SENIFRTEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #%f#/H DNS CNAME i2®#g5E Delivery
Controller &, ZHANBERTIEERN No

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tFa=1& 5 FBH Delivery Controller 2¢
FREHZ (FQDN) IR LUABT A Delivery Controller i3, #AZEDisE—1 FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP ix O (ZRiA A% O 80) 5 Delivery
Controller &fz,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Z£EzhitB#EEH Linux VDA RS, BAERTIRER Y.
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« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZER 5 N\FLIEES R AR XK, &
B AR RGFRAAER BT Linux VDA STHPRFMEHO (BRINAEO 80 71 1494), BIABERTREN Yo

+ CTX_XDL_AD_INTEGRATION=1 |2 | 3| 4|5 -Linux VDA 2k F3 Kerberos B2 &i& & @ Delivery
Controller #7843k, Kerberos EEERIER A LEREMBEEM Active Directory ER T AT, 15
EEEHBESZIFM Active Directory &5 4!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#5 HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNRAREFNEMEKT, MNRiEET HDX 3D Pro, ME AR VDI £&E (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - $HBEHNEEN L AEERTEE (VD) TRABHEZSERFER, WF
HDX 3D Pro 3%1%, BItZEIGEN Y, BIAERT, HTEIREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5528, Ei#& DNS BRERRH|
AEHIER, MIEE DNS im&#. RIAMERT, LEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk kIl LDAP AR$3 28, tN% DNS
T &Rt LDAP RS 12R, T URM U= D HAY LDAP FQDN (%% LDAP i O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHOSHEEN 389, Linux VDA BERIGER TEIEEH PSS LDAP RS, IRE x MEREMy ™
LDAP fRs52%, Linux VDA 233817 X RELY XEM, MNRLANEBEEHE, RIEFBRAEIEN. BR
FERM LDAP &1, EEEITHIR EERALBRER, HiIEHEXHN LDAP mOSHEEN 3268, BINMERT, It
TEIFE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&iti& &/ Active Directory iHiR 12 &
FEEsk#Ei LDAP (fflan, DC=mycompany,DC=com) . B2, NiEEERMEE, TLUHsEEREM (Hia
OU=VDI,DC=mycompany,DC=com), ZINERT, LLLEEiEE N <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IEARSS (FAS) BR55 8 2@:3 AD A HRE S 8,
Linux VDA Rz #F AD 4A%EER, BERURAIRELUD S 2R FAS RS 2[MTIR, IRFHASTE AD A
BEPECENIRFEER. MRBIPRT EMARS S, EEA <none> XAFREBEZTHETH, HEREE
RS BMUMIRF, BS FAS RSB EHIBRE, BHREMMMNIEOS S FAS lRSE LIEEMNHOS —
B, 15140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - Z# .NET Runtime 6.0
LUy Broker IBARSS (ctxvda) MR, TRINEREZEH Jusr/bin,
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+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} EEEZSEHFERAN
GNOME . GNOME Classic st MATE S @ifiE, MRKIEEEZTE, NEH VDA LHaieENEE. B
2, NRYFRENEEmA MATE, NXIETEEIREN mate,

ERI B SER A T 5 R B B ARRIE A P SR EIR R
1. 7= VDA k8 SHOME/<username> B FoIE—1 . xsession X,
2. B4 . xsession XHURBRITIRIEE REFiE.
- XF MATE £@

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

- EMATF GNOME Classic =&
GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session —--session=gnome-classic
fi

- XF GNOME &
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessﬁ on
fi

3. SEHFRIERFHE 700 XHR.

BhikZs 2209 2, RIEAFPATUBAEXEKEI R, LIRTE VDA ERERIMOKEIFE, BRI
fE. AXBAER, BERESIEAF DN EEXREF R,

« CTX_XDL_START_SERVICE=Y | N -7£525§ Linux VDA B2& /5, & B5h Linux VDA fRS3. RINERT
REAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0y Citrix Scout WEZEFHO. BiAimOr 7503,
+ CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout &=, ZKINEHOR 7502,
REMRTEHEITEEM A
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number
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export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBARRELTEEXBLATLENT shell. HMNBWEEAFENHSHME
#1/bin/bash {ERE—1TREIZ shell B,

I, BRILERSEI aTIEEME S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3|4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \
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CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFFECE B

ERELEERT, EEEEMRR ctxsetup.sh A3 B BFAEIER, BAREE Linux VDA 36,
PRETIRVERT, BEEIHIANENEER:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECEE LK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
A= MEIREBRFAE B E SR, MMME Linux VDA AR,

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEH A LETHIR, HEHEHMEESANEREHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXRAEN.
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#1%; Linux VDA

Et0E Linux VDA EEEREHEEERERMGERE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEEZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEE Linux VDA B, BHITIATIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

=

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHHE, B2, FTEMIBRERE Linux VDA ZEIZE
B9 PostgreSQL X4+ &M E ik # R 4+ &,

m:

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.

S 9: =17 XDPing

#EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEFEENELEER@E. AXiF4H
58, 521 XDPing,

41 10: i=17 Linux VDA

£/ ctxsetup.sh BIZA<EE Linux VDA 5, BERUTa<E Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{£1F Linux VDA:

=1k Linux VDA BRSS:
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sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
£1=1E ctxvda #l ctxhdx fREZ /i, 18517 service ctxmonitorservice stop @<LUE
IESEAARS TR ERF. BN, BARS TR EFRERRSHESLLERRS,

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

%7 Linux VDA R7:
Z10% Linux VDA IREHIEITIRE, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$1% 11: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops #8I|Zi+EHNER

BRI ENLE RAAM Linux VDA itEHBZ 2 5E 48 Windows VDA 7 3E£ M. B XINATEMXLEAESHIEME
MEVIRER, BERACEITENERMEEITENE .

BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:
o WFRERY, FIEER:

- ZRIERERSEDN TFREEEZEEmRHTRER),
- BAERAERSET (3T VDI EEEEFER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEITEN— AP (GEE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIRRZMAMRINES Linux VDA IHEMAITEN B RIEES Windows VDA B/ LFEE, BXINAETERMIXLE
ESHEMFAEIRA, BFSREEZ T,

BUEEH Linux VDA i+ B B RERZ AR @KL TRE:

o WafRATIE AD BFAIABERERE, 8£BERE Linux VDA 1+E .
s BFTMATRESHRIEN (ER) AFRER.
o BENERMEFEANEE Windows i+EHHITENER.

BXRMNAIERTEN B RMRGHNEE, 1E2F Citrix Virtual Apps and Desktops 7 2209,

Fp% % Linux Virtual Delivery Agent for Debian

November 4, 2022
BERR:

WFeHRE, BNEFERARNZELHITHIREZE, BMNLEANNE N, 5SAXFIFERNFIREMEL, EX
SF 4.

1% 1: #% Debian LUE#H1T VDA &%

S8 la: WIrMBEE

HBIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

$B 1b: EEEHE

HHREHBIBRSIHENNENS, EEK [etc/hostname XX, FEHNXBEIHENHNENSZ,

hostname
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SB 1c. AENRHECIFEMLE
HfRITENA DNS HE ML REES (FQDN) EftEERE, HiAREN [etc/hosts XHMUTITUES
FQDN MENMBAERFIARNEZE !
127.0.0.1 hostname-fqdn hostname localhost
f51gm:
127.0.0.1 vda0l.example.com vda®l localhost
MR E At B PfIBEt hostname-fqdn 8 hostname BERIEMSI A,
AR
Linux VDA %1% NetBIOS &#f# i, FNBAREGEE 15 MFH.

e |

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBREATIE (). SEMEMTS. ENBREURFI LM
PUEFRFER, EHNERT Delivery Controller E#%.

FE1d: REEHNZ

BIEFNBIRERBIERTIR:

hostname
<!--NeedCopy-->

e L REH BN EN S, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <A+ BN FQDN.

S le:. ZH% DNS

BINREBEEA T %% DNS (MDNS), MiX2SREHFMIFERFT—,

EZ2HE mDNS, &4 [etc/nsswitch.conf HEX LU TIT:

hosts: files mdns_minimal [NOTFOUND=return] dns
BN

hosts: files dns
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S8 1. EBRBAMRS AR

HIART U4 FQDN FH3dig#5 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBYSLE,

$E 1g: REN#ES (chrony)

#afR VDA, Delivery Controller fligiiz %28 Z [BIAVBT SHIALERRAIS EXEE, # Linux VDA EEREMVATHES
SHENHREMNM, HFUFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZRERSB/HRM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -tiburst

FEHAIERE R, BB IFITHISRES, MAREEM L NTP MRS RES . NiEHHE Active Directory 5
ISR — RS R E.

MRS HRERIE A server ¢ pool &8, SEIRE] IP #hitk, localhost F1A#ARSS: *.pool.ntp.org £H,
REENHEHBE Chrony sFiPiER:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHGE

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->
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S8 1i: RIEEEURENERRIIN
3¢ F Debian 11.3, ¥ deb http://deb.debian.org/debian/ bullseye main f77MNE
/etc/apt/sources.list X,

3¥F Debian 10.9, i&# deb http://deb.debian.org/debian/ oldstable main {T5HmME
Jetc/apt/sources.list xR,

S 1j: =i PostgreSQL

Linux VDA Zxk7£ Debian k%% PostgreSQL:
sudo apt-get 1install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

TR 2. EEEPNEERER

EXRHEMVEIRRZF £ Linux VDA SEEIMAIEBITE, FEEH—LEN. RIBETERNENNERERT
AMEIUTER, MRIEEFRIES LETT Linux T8, WEREHETER.

&£ Citrix Hypervisor _t &) [E): a0

BR7 Citrix Hypervisor EE[EF IEER, EEMFEIMKE Linux VM A, #8383 NTP 0 Citrix Hypervisor
Hin, MELIIEEERFANH, HBRNHSEMRSSAEY, BREFESD Linux ERYFNRFARFHES NTP
AP, XMERERZAENEERT, £BE HVM EX F#TERER.

MBI ETEEITHEEME Linux A%, FEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE2 IhaE
BEEFE, UREEEE Linux VM FiEMA:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<iE 0 8¢ 1:

« 0-BEEPIEEERA, BEXHEA,
o 1-EEZHEERA, TERBEMIEIF

MR /proc/sys/xen/independent_wallclock Xt FEE, MAFBHITUTLE,
MREBA, HEIMZXGEAN 1 WA EIE S I6E:
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sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAER, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHRMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMARLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<iREE Lo

£ Microsoft Hyper-V L& S aEE:S nE

27T Hyper-V Linux £mARSH Linux VM "I LR Hyper-V B BRI S ThAERER EVIRIER LMY E, AR
RANPIRLIEHOIE, E—RBALThEES NTP RS,

NEBRIFRSH:

1. #T7 Hyper-V S22 8,
2. 3F Linux VM #9i& 8, 151 Integration Services (£mES).
3. MW1RE%#EF Time synchronization (BHEREF),

AR

755% 5 VMware & Citrix Hypervisor R, X@#=@a2BENNaRS 0, UES NTP RERE,
Hyper-V BHEIEIS A LS NTP BHaIES izt bk

&8 ESX #1 ESXi LivEd R [

B VMware REIRLSINEER, &M EEIMEH Linux VM &, EH<iB3 NTP MEMNEERIEFNR—. mEER
HERS RGN, HBRNHSHMRSHERRS, EHERE Linux ERIFNRANHES NTP BF, X5
AERBRAENERY,

WMRIFEIETRET VMware Tools BIE B Linux l%:

#T7F vSphere Client,

448 Linux VM 1§ &,

7z Virtual Machine Properties (EiHEY) sHEES, 77 Options (GER) %M+,

7% VMware Tools,

£ Advanced (54) &9, BUH%ES Synchronize guest time with host (5EHREAL E A E) .

o w e
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$1% 3: @ Windows &7 0 Linux &34 (VM)

Linux VDA 5% % Active Directory (AD) 15700 Linux I &A%

« Samba Winbind
Quest Authentication Service

Centrify DirectControl
« SSSD
« PBIS

RIEFMEN TS %, FIREBAHITIRIF,
AR

73 Linux VDA fravzssthik =0 AD ARtk ERMERIMNAF B, SI1EREEEKN.

Samba Winbind
TR EHRRLT
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FEitENENERERN Winbind s71#2F  Winbind sFiri2F S AECE RHTEIT BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

#iFwinbind #iz{iF /etc/init.d T

ficE Kerberos Ll root AP &%, 117F [etc/krb5.conf HEELTIRE:
AR

RIEEH AD ERtEMEE Kerberos, UGB EATHIE. BMiER,

[Tibdefaults]
default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
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kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—name = REALM
.domain-dns—name = REALM

Itk E Fxx 89 domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos $igi#&
R, %0 EXAMPLE.COM,

Bt E Winbind S438iE  $TF [etc/samba/smb.conf HEELITIGE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP £ REALM % —1FE, REALM X5 Kerberos g &,

& nsswitch 177 [etc/nsswitch.conf 35§ winbind KB FT:

passwd: systemd winbind
group: systemd winbind

N Windows 13 @a9isiiEHI S8 H A A EE, MAGSHKREEENIETENFRMNEIER Active Directory BB ik
P

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2KX5# Kerberos $iZ#, user 2E80EHEVIHFMEIEAEHAF,
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E#AsH Winkind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind 28 PAM 217l T <, HfRit+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &1333E) #1 Create home directory on login (EERIGIETER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

REHBNMNEE, winbind SRR 4 SBERSET.

Wb R &1 Delivery Controller 2RFrE VDA i+&# (FigZ Windows £ Linux) #ZE1E Active
Directory E—MTENITR,

iz17 Samba #Y net ads < IIEHENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI BN RES !

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos i2E EINiE Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
HEAEHESENER:

sudo klist -ke
<!--NeedCopy-->

< B REMEGEZMEEREFASAANENAYIR, BT Kerberos kinit &<, UERAXERHARIEH R0
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMAZRUTIEERAAS, /S (§) BAEARRML (\) #THEX, UREKE shell Hig, EFLFRH,
DNS 5% 5 Kerberos {UH B AR, EHRERERAMUAEM. WRILHSHINGET, WARE2ERERKEL,
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLRETENNKAFAEE:
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sudo net ads status
<!--NeedCopy-->

BIERAPBHIIE  EH wbinfo TER ISR I EERIEREFRNEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEHA AD 55, AR Kerberos (& #R. 31F bash shell, BFERS—MRIIIRFUT (\) Frv
T8 A LRE—FMIHKRBIE S
ZIE Winbind PAM RR B EEWREE, 15ER URIRERNIHAF KA ESR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EIhiz{T SSH 8%, 1EHtR SSH EBAHERIETT

BIERE R id -u $REM uid I TIHA Kerberos EiREF 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

IFA P Kerberos EREEFETHNERETENAKRITE:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiZEF Gnome 5 KDE =518t ] LIRITRIMBSINR . TR TIINAIIERBERITS B 6: L% Linux VDA,
e

NREREIKFERNEINITRER MR, BREERENRE, BENBHITEN, ARER.

Quest Authentication Service

EigisHlgs LB E Quest  REEEE Active Directory 1isHIg8 EREHEE T Quest Fift, MABREEEN
IR, BME Active Directory HglEI+ENNR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 130


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/ubuntu.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2209

AFFAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+8# L1 HDX &iE:

1. 7£ Active Directory AFPMITENEBIEHEH, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix ikf) &R+,

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BAEFHABAANA 1D,

=3

AR

XLEFAEYTFIGEIEAR, WEMITIUEREH &, RDP. SSH S AEITZMiHTER.
7£ Linux VDA tF2E Quest

SELinux SRBSIRGICHERRART % BIA RHEL IRBR38HISTHE SELinux, LL32HITHAESR RN Quest A/ Unix 1
E1EF IPCHIH, HEEARER.

R BN REENSEZZA SELinux. L root BFR &1, 4iE [etc/selinux/config H# =4 SELinux i&
=

SELINUX=d1isabled
HWEREREFBDITEN:

reboot
<!--NeedCopy-->

HE:

BEEFEALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root BFRMEMAMA
F 2t

foE VAS SFiPiEF WS AU B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

Lea L EITIERRIR A O /NBY (32400 #4), BENELEIARY 10 /MNEIBEGERRE 1/, BEZSEEHARRENR
4% LigBERIENE,

fFoE PAM 1 NSS ZEEMAiEd HDX #1THE AP B RIUKREAMARSS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:
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sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

PO\ Windows 35 /A Quest vastool &< Linux itEHINAE Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIEIHEN AN Active Directory i # I B P, domain—-name Hif#y DNS &%, Bl exam-
ple.com,

WIEH RS Delivery Controller EkFrE VDA iH&EH (g2 Windows X2 Linux) #EE Active
Directory E—MIENNNR, KWIE Quest IIAK Linux i ENEBE AT

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, a<REEHSZ, MRITBEVRMNERE, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIEARBHMIIE EWIF Quest 2FaER @Y PAM ST AR #1TEHIIE, BEAUAIRERNIERAFRKRESR
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERERN id -u 5<$3RER UID 81 T34RAY Kerberos EIREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RHRIE,

exit
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<!--NeedCopy-->

FEHRITEMNRIEESESHITH R 6. 2% Linux VDA,

Centrify DirectControl
A Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+&E#10
A Active Directory i3:

su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABBEITENIMA Active Directory 1 #9Ea Active Directory i F., domain-name 2 2%
Linux i+&E# I FIB9EHH 2 5.

Wikl A 5% Delivery Controller RFiE VDA i+ &E#H (&2 Windows 2 Linux) #BZE7E Active
Directory E—MTENITR, IE Centrify N Linux it BN E2E M TEH:

S =

adinfo
<!--NeedCopy-->

I83F Joined to domain EE2EE MUK CentrifyDC mode 2%;&[E T connected, {RERNIAREREIR
&, MK Centrify B BRI 7 IRSBEZEH S D WA,

ERUTHSAREESENASMIZHER:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos ARSHIER.

adinfo —--test
<!--NeedCopy-->

ERTEMNIEEAEAITS T 6: %% Linux VDA,

SSSD

B E Kerberos z{TLlTa<LI%E Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 133


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/ubuntu.html#step-6-install-the-linux-vda
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/ubuntu.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2209

EEE Kerberos, &L root B 5191717 [etc/krb5.conf HEE LU TS

} =

AR

RIEEAY AD ERtEMELE Kerberos, UTIEBEEATHIE. BMiEER,

[Tibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

b Ty domain-dns—name £#% DNSi5&, 0 example.com, REALM R AEH Kerberos i3

£, g0 EXAMPLE.COM,

A %70 SSSD BRE AfERA Active Directory fERE &3 RIEIZFH BER Kerberos #1754 %KIE. BE,
SSSD HRRMEAFIMNBAEE RS keytab X489 AD FFimIhaE. A AR adcli. realmd 5 Samba.

AR
FEHREMNIEMR adcli 71 Samba HiE8:

o MREER adcli A, BRRUATSE:
1. =% adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. &< adcli o,
AU TS HERIE RS keytab SUEEFIOING:
sSu -

rm -rf /etc/krb5.keytab
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adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE 489 FQDN B EN 2,

FE -H %W, adcli AeEMERA host/hostname-fqdn@REALM 9 SPN (Linux VDA ERfER L&

o
3. WIEZR% keytab,
izfT sudo klist -ket ®<LUMREYS keytab XHEBIE,
BRIFS RN EBE S ST ENINNRAYE 8 ILAS,
 WRMEA Samba A, BERRUTSE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. B2E Samba,

17 Jetc/samba/smb.conf HEE L TiSE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM 2XEH Kerberos Ui &#r.
3. fH Samba A,

TR HIRR ARSI, RESMAEBEIEITENRMENEN Windows 1Kk,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr, REALM XS Kerberos Uf&#F, user ARG IHENARMEIEAEHARF

RE SSSD LRI EMFATIRME:
MREARRE, BREFFEHN SSSD MR ERHE:
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sudo apt-get install sssd
<!--NeedCopy-->

MRERERMGE, NWENHITERR:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINBERT, Ubuntu AMRESI2EEEEE nsswitch.conf 1 PAM Z R &1k,

B E SSSD E5h SSSD PR 2 Al, EEEH SSSD fifE, WFHLERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BEEXX 1, BHAFaNEIE. L root AP B4 IENITH [etc/sssd/sssd.conf HEEL TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u
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default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

dap_id_mappingi& & true, L& SSSD Z& & f1 503§ Windows SID Bg3EI Unix UID, EM, Active
Directory #gemiet POSIX Y B.PAM BRSS ctxhdx Bzl ad_gpo_map_remote_interactive,

Itk FFxx+# domain-dns-name £#75 DNS 1%, 30 example.com, REALM A5 Kerberos 1
&R, Flal EXAMPLE.COM, FHEERE NetBIOS 153,

BEXEREBISBEMEE, 5217 sssd.conf #l sssd—-ad HFMTL

SSSD SriFiEF EREEX AU IXEB A E REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

25 SSSD <FirfERr IEfTUA T A< iBNEsh SSSD sFiFiER, MURETIFiEREIt BN S Ea:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMECE BT Ta<, HWiFikH SSS authentication (SSS &14343E) #1 Create home directory on
login (EERHNAIREBRR) %M

sudo pam-auth-update
<!--NeedCopy-->

Wikt &R & Delivery Controller R Fr & VDA i+ & #l (Windows #1 Linux) #ZE & Active
Directory FE—MTENTR,

o tNRMEA adcli BIBEM RS, Fz=1T sudo adcli info domain-dns—name &<$UEBREE
Bo

o MNRMEA Samba RIHEM A F%, 1EiE1T sudo net ads testjoin @LRIEHENIETEMAE
%, 51T sudo net ads info H<SWIEFIMUEEIITENTRER.

i Kerberos itE E i Kerberos 25 BEMEE AT S Linux VDA BEB&ER, BRIERS keytab St =2
BELBHEEENEN:

sudo klist -ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLHRIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEHEIFIFEFRHATUXSMNEIINGSITTE, Rig@d PAM 7.
ZI0IE SSSD PAM ER2 R EIEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I83F klist s5$R[EH Kerberos EIRETEATFZAF HEEFRTHA,
LA root AR B, WIFEEENEEM id -u <$IRE/ uid SIEREN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LLGEId &R KDE 3% Gnome Display Manager 4728 AR, B TIMNIIEGALERITSE 6: L% Linux
VDA,

PBIS

THFER PBIS G
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

i PBIS A mI 4T
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh

<!--NeedCopy-->
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=17 PBIS ZiEiA
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 f@89igisHI SR AhE, MAGHKREEENIETHENFRNEIER Active Directory Bk
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73BT B M A Active Directory 1915 F§ . domain-name 73 # DNS & #%, 0 exam-
ple.com,

FE: B¥ Bash i@ ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

WiEiE L 5 & 19 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) #8 &£ Active
Directory mE—MTENNNR, WIEMAT PBIS 89 Linux it BN 2E M FigH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMATE M, e RREEXHFIMAN AD 5 OU NiER. &N, RETENZ.

IIEAF BHIIE EIIE PBIS 2& 85 @:d PAM TR #ITE ML, BERAUFIRERNEBAFPKFPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IERE R id -u 55<$3REM UID g1 TR Kerberos EiREEX 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHIMANRIEEHEHITSE 6: 23 Linux VDA,
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S 4: REXEHH.NET Runtime 6.0

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#93iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &HEHEITRER,

R SR, RENET Runtime Z#HIXXHERZ. M, WRHSHE A /aa/bb/dotnet, B /aa/bb 1
79.NET Z#HI3 AR 12,

S8 5. T Linux VDA #i{+

1. 7% Citrix Virtual Apps and Desktops F# 5,
2. BFEYhRA<AY Citrix Virtual Apps and Desktops.

3. BHAHTHRSERN Linux Z1TARICER Linux VDA B8 LUK AT A FI3IE Linux VDA B4 BRI SEE %/
GPG 2R,

ZIOIE Linux VDA RGBT EY, BB RHESAE DEB BuBEFHETUTHS:
sudo apt-get install dpkg-sig
gpg ——import <path to the public key>

dpkg-sig --verify <path to the Linux VDA package>
<!l--NeedCopy--> "~

$1E 6: RE Linux VDA
I 6a: L% Linux VDA

£/ Debian B4 @& %% Linux VDA 3.

sudo dpkg -1 xendesktopvda_<version>.debianl0®_amd64.deb
<!--NeedCopy-->

Debian 11.3 M&#INFIx:
postgresql >= 13
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10

ufw >= 0.36

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 140


https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2209

desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.6.0

sed >= 4.7

cups >= 2.2

ghostscript >= 9.53~
libmspacked >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->

Debian 10.9 HK#INF:
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10

libgtkmm-3.0-1v5 >= 3.24.0
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ufw >= 0.36

desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtste >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.6.0

sed >= 4.7

cups >= 2.2

ghostscript >= 9.27~
libmspacked >= 0.10

ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.7 >= 3.7~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5.5~
libgrencode4 >= 4.0.0

libimlib2 >= 1.5.1
<!--NeedCopy-->

AR

BXRILARZAH Linux VDA Z#5#9 Linux &1ThR# Xorg hRAMFIR, ESHRARKER.

$ 6b: #4& Linux VDA (F[i%)

AILAMSERTBI RN RRAF LTSR RAARINE LE,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 142


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/system-requirements.html

Linux Virtual Delivery Agent 2209

} =r

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BSHEHXLEH,

$B T: =% NVIDIA GRID Rzpigrr

BF HDX 3D Pro EREE RN EERERH VDA i+ 8 EZ % NVIDIA GRID R&higrR.

EEREEIWEERER LZRMEE NVIDIA GRID &l GPU E188 (ENIRER), BRI TERE:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

BZREMEE NVIDIA GRID k& VM Kapigfr, EHIT TENERS R

1. BRKE VM BXiF,

2. FEMNEBEEFERERT, I VM DE— GPU,
3. BEIVM,

4. £ VM LRERE VM EKihigrr.

412 8: K E Linux VDA

REMGEERE, BIEIT ctxsetup.sh BlaREZE Linux VDA, RUITEREXRZ A, ZBIALKEITRE, WRFIE
KHIMEA ERE, WELE, JUMENENSETZHEUERIZE.

A LURIRIR R F s THI A, e IR AL B AE B s ThIZdS, EIR1ERT, BERZBIANEHER:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
RREE

BITRRREMEENFHEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B E

BEREN, REMNAFRRIENAIRMEEERM, NRFMFHMEREREE, WHAFSRETAFRETAES,
MR IFEI A TER RET I,

PR EERE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#55%E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - 7£/2zhit E#H/EE5 Linux VDA BRSS. BUAERTIREA Y.

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IR E R # i 5 AR IEIZ @I RAR A IE, &
B AERGFRAASEREGHA Linux VDA STHPAFREEO (BRINAEO 80 71 1494), BUABERTIREN Yo

« CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 |5 -Linux VDA Zk £/ Kerberos &2 &ig& & Delivery
Controller #7843k, Kerberos EBERIERZA LEREMBEEM Active Directory ER T AME. 15
EERBESZIFM Active Directory &5 4!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNRERNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £&E (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - $HBEHNEENEARERTEE (VD) TRABHERERFER, WF
HDX 3D Pro #fi%, BItEZEIREN Y, BIAERT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5528, E¥#& DNS BRERRHE
AL S, MHEE DNS it &, BINERT, KEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #=iff DNS sk, I LDAP AR$3 28, #N% DNS
TiER M LDAP RS IER, B URHEUZHR 2R LDAP FQDN (% %F LDAP ixO) &, 40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
iHmOSHEEN 389, Linux VDA BERIGER TEIBEEHFHIE D LDAP RS, IRE x MREMy
LDAP AR$528, Linux VDA B3 HIT X R Y REH, MERANEBIHRE, RIEERAERIKK. BB
FERI LDAP &1, BFEEEHIR EERLBRER, HISHEXMN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&idi& &} Active Directory iHiRIE &
EERZE i LDAP (f1g0, DC=mycompany,DC=com) ., B2, NitmiEE N, TLUIEEEREM (Flw
OU=VDI,DC=mycompany,DC=com). BRIAERT, LLEZIEEN <none>,
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o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 383EBRS (FAS) BREZ 28281t AD AKREEE M,
Linux VDA Rz #F AD 4ARES, BERIUBARMELUS S ORI FAS IRSBMTIR, IRFSHMSTE AD A
B RENIRFEER. NEMERT EMARS (ML, EFER <none> XAFRHRIEXHETH, HFATERE
MRS RMIIRNEF. B5 FAS RSBV EHRBE, HREMMNIEOSSE FAS RESR LIEEMHAS—
B, 0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - Z# .NET Runtime 6.0
LUz #53rH Broker RIBARSS (ctxvda) MIERR. ZRIAERIZH /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {5 E EESEHFERAN
GNOME . GNOME Classic 3 MATE S & i&. MIRKRIEETE, NWFEHA VDA LLpiLENEE, B
B, NRYFRENEmA MATE, NXIUETEEIRE N mate,

BRI LB ST TS BR B Bfr iR P NEEIFE:
1. 7£ VDA Lt SHOME/<username> ER FHIE—1 . xsession X,
2. BiE . xsession XHUREBRITIRIEEREIFE,
- XF MATE £E

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f

- iEFATF GNOME Classic £&

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEHREAPHEE 700 XHNR.

Bhizs 2209 2, RIEAFPAMBEXEKEI R, LARFIE VDA EREFIMNKIEIFE, FaERALLIN
BB AXRBWMER, BENESIEAF DN EEXREIF R,

« CTX_XDL_START_SERVICE=Y | N -7£5efk Linux VDA B2 &jg, 2T BE5 Linux VDA RS, RIMERT
REAN Yo

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WE#FHO, BikmOR 7503,
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« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout i@&=89i% . BINHOR 7502,

REMRE ST EMA:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBERRELTEEXBLATLZNT shell. HMNBIWEEAFENGSHME
#1/bin/bash {ERHE—1TREIZ shell B,

Hob, EALIfERB N oL IEEI A S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'1list-ddc-fgdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

EREBET, EERFEME ctxsetup.sh MZAIIECEFMAYER, BFEH Linux VDA R,
HEURIFRT, FERIMENEES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECEE K-

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
e A MBI EERIBRFRE BEC B EIE, MIMME Linux VDA &R,
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RERE

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LERHEIR, HABEMEESANREE HEXH [tm-
p/xdl.configure.log:

EEEh Linux VDA BRSS, HRENEM.

#1%; Linux VDA it

E#E Linux VDA BREREHETECRENG GRS, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

BEEEZIFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B4, EHITLUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

=z

AR

E0# Linux VDA = MIFRXEXH PostgreSQL fIEMECERUR, BE, FaMFRERE Linux VDA ZHIZE
89 PostgreSQL 24 B A E MR o

e

ATHRERSRNBEIE PostgreSQL EABIKF I 4 B RIMIFRIEIE,

S 9: 1517 XDPing

#EizfT sudo /opt/Citrix/VDA/bin/xdping Li&®E Linux VDA MBEENELEERE. GXiF4H
58, E21A XDPing,

41 10: iz17 Linux VDA

/8 ctxsetup.sh HAEE Linux VDA /5, EERUTH<ES Linux VDA,
B%h Linux VDA:

B30 Linux VDA RS
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sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

21k Linux VDA:
{21k Linux VDA RS
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
#1=1E ctxvda fl ctxhdx RS ZHi, #EE T service ctxmonitorservice stop <Lz
LESMARSTIFER. BN, BRSTIFEFBERBEFLRS,
EFAEGH Linux VDA:
B350 Linux VDA RS
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

07 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$38 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F
BIEITEN B RFAM Linux VDA it B80S I2 51548 Windows VDA 75421, B XA mX S HMEmE
RVIER, ESRCIEITEN ERMERITENE R,

BIEEE Linux VDA it BT EN B RIS SEIE—LLRE, #EiZ3iEFRTH Windows VDA it EHSIETE
BR:

o WTFRIERSE, BERE:

- ZRERERFEN (WFREAZRERMRE),
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- BXERMERFEN 3F VDI EREERTER),
o BEMER—MTENBRTEAMEA Linux #1 Windows VDA &4,
AR

FHpkRZAH Citrix Studio FZ#F “Linux BERE S, B, %% Windows Server 2{FRGRS
BRERFENFRATEAREREZRERMEE, %ZF Windows SERIFRSAS K ERIERFIETNER TE
ASHBEN—TRAP MR,

m:

MRMERHENERBE BRI Active Directory 15, NIt EN, AEBEERFNZIHENER.

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F16/7232 {34

BB FEMRIMES Linux VDA i+ EHIAITEN B RAE125 Windows VDA HENLFHERE. BXIAITRXLE
ESWEIMFANIREE, FERCIE(TH,

BIEEE Linux VDA it B B RV AN <mEIE LT BRS:

o WRFTE AD BRAAEEHREE, sEeBERE Linux VDA itEH,
« BNARFRESHRIEN (BER) AFRER.
o BENERMGEFENESE Windows i+EHHITENER.

BXRNELETENBERMZAANES, ESR Citrix Virtual Apps and Desktops 7 2206,

7z Citrix DaaS Standard for Azure $6/Z Linux VDA

June 16, 2023

AT 7E Citrix DaaS Standard for Azure (LUEI#FA “ERF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard”) FRIEBEMNFFRIARIMANIEE Linux VDA, LUEEIMMN BZFFSEM Microsoft Azure X EHEMIEE-
AXEAMER, F2iE Citrix DaaS Standard for Azure,

LM Linux & 1ThR

WUF Linux R1ThRZFFIEThRE:

+ RHEL 8.6

+ RHEL 8.4

+ Rocky Linux 8.6
« Ubuntu 22.04
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« Ubuntu 20.04
+ Ubuntu 18.04

p

7z Citrix DaaS Standard for Azure 812 Linux VDA, EXRHRIUTHE:

1. 72 Azure AR M.
AR

tesh, EERRTLUER Linux VDA BENEMIBERIT NG BhEH. EXLMULLER, BEEERE LD
etc/xdl/mcs/mces_local_setting.reg X /iR mMa <47,
fBign, BILURINLA R aR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->
a) £ Azure #, AIEZFEINAITARA Linux VM,
b) MMBEKE, &7 Linux VM L RESEIFIE,

c) VM Lk, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B93tBAZREE.NET Runtime 6.0,

d) (¥R Ubuntu) 7% /etc/network/interfaces sl source /etc/network
/interfaces.d/* 17

e) (XM Ubuntu) &3 /etc/resolv.conf i@ /run/systemd/resolve/resolv.
conf, miEKHEIER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->
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f) =% Linux VDA 3,

g) B /etc/xdl/mcs/mcs.conf T E, mcs.conf BEXHHEEATIZE MCS # Linux VDA

NTEE,

> =

=W

B dns TEREAFRIEE,

NRELR T BN B RINEFFHSHAEN LR, #H&E VDI_MODE=Y,

h) i&1F /opt/Citrix/VDA/sbin/deploymcs.sh,

i) £ Azure th, =ik (SHEUHSE) VM, BHERSEHAEINER (VHD) X4 SAS URL, EaLUE
BX M BIFEREREEZEM VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

Disk

==

P Search (Ctrl+/) | < Generate 2 secure URL and download it directly.
8 oOverview URL expires in (seconds) *
W Activity log | 3600
fa Access control (IAM)
L Tags
Settings

& Configuration
Encryption
o Disk Export
' Properties
B Locks

4 Export template

Support + troubleshooting

2 MNew support request

j) (FI3%E) EEMEERBENRMKIGE, TOMUER ctxreg TARREHRMKIGE, i, UTHISER
PDF $TENE EE5heIE PDF @ B$TEN 5L,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

2. M Azure EANEHE,

a) EEEEGIRT, BRAMNERG, ERAERIE Citrix REHEEUREEMNSNHRE,

R RS ASZHER EE BT BEEMNENTHIRSETER, IZE—TERE, BEEHIRE
£&F3 Citrix Cloud #i%£# Managed Desktops (ItExm) RSE/EEEIE5E.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

b) RESNEE.
c) MNETE Azure FAERMM VHD X8 SAS URL, #%#% Linux e EBERRY,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my_ Ur?

Master image type
() Windows

(@ Linux

Name The New Master Image

‘ E.g. “Windows 10 + My Apps”

d) ZREBESFHETER SN EMEAIRIE.

3. SIBITENER.
PR EETHIR, RARREEEBR. IETENEREN, HERZatIENEME,
AR

FREEMREET VM FiE@:d SSH ¢ RDP /e, 2ipie) VM, &£ Azure [P REIRITER &,
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&3 Machine Creation Services (MCS) ¢/ Linux VM

January 4, 2024

FTHRNERITIR

Winbind SSSD Centrify PBIS
Debian 11.3. 2 = =5 =
Debian 10.9
RHEL 8.6. RHEL = &= b} =
8.4
Rocky Linux 8.6 = S S S
RHEL 7.9. b~} P} p] =
Cent0S 7.9
SUSE 15.3 2 2 FS =
Ubuntu 22.04. 2 = FS =

Ubuntu 20.04.
Ubuntu 18.04

RXFFHEN SRR

« AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV

« VMware vSphere

.

MREZHERZFFNEMNERREF DONIEMEDW EIEERF DESTRE, FJRIHATINGSR.

£/ MCS 2 Linux VM

3 =

AR

B Citrix Virtual Apps and Desktops 7 2003 % Citrix Virtual Apps and Desktops 7 2112, 2% Citrix
DaaS (Lgi#ry Citrix Virtual Apps and Desktops iRS3) #¥1E Microsoft Azure. AWS #1 GCP L&
Linux VDA, B 2203 frit2, ERIEXENE = EA Citrix DaaS # Citrix Virtual Apps and Desktops £
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& Linux VDA, BRXENEG=ENEZEFME Citrix Virtual Apps and Desktops ZE, EFERANIEF
i, BXESNRFENENGER, BSRAERRENIRERMAREM (TTU),

FZHFEENRS 2S5 MCS EEER LRI EML.

WMREMER PBIS 3 Centrify 3§ MCS 22893+ BAIMAZ Windows 1, EFEmTES:

o EEIRITEN L, 7 /etc/xdl/mcs/mcs. conf xX#hECE PBIS 5 Centrify Ziit & FHRZEH
HiER% PBIS 5 Centrify 2+ 8,

« #iafT fopt/Citrix/VDA/sbin/deploymcs.sh Z&i, BeIE—MELE (L (OU), %4B48
BASTEFEME MCS SIZMIHENEE S ANNEEEENR,

« 7 /opt/Citrix/VDA/sbin/deploymcs.sh EiEfTEEHRRER MCS tIEITEN Z 8,
IBIRIBEREREE Delivery Controller 5 Citrix Cloud Connector EizfT klist -11i 0x3e4
purge,

({XFE Nutanix) S8 1: L3334 Nutanix AHV &4

M Nutanix 523REX Nutanix AHV f&#F&. £ Citrix Virtual Apps and Desktops IFiERREH %GNS, &
KIFAME R, B2 Nutanix 235717 1248 (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS R EER) .

4% 1a: 7t Delivery Controller 225541 Nutanix AHV #f %% Citrix Virtual Apps and Desktops
&, ##F#1E Delivery Controller %% XD MCS AHV #Eft,

# Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type ’
Choose the setup type that best suits your needs \.
NUTARL

MCS Plugin for Citrix XenDesktop will be installed

(O cwa MCS AHY Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(O PVS AHV Plugin

@ PVS Plugin for Citrix Provisioning Console will be installed

< Back Mext = Cancel

# 1% 1b: 1 =% Delivery Controller %% 3+ it Nutanix AHV &4 £ H L% & A F Citrix Cloud
Connector #9 CWA MCS AHV #&fF. 7@ Citrix Cloud #P3EMAIFRE Citrix Cloud Connector &2, B
f& Citrix Cloud Connector 7£:8%8 AHV IER TRIZRAE, 4 F5EM Citrix Cloud Connector,
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TR 1c: REFBHFRTRUTIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreat:
\v1.0.0.0 5¢)ET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« f£7<#h Delivery Controller E&#/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, %7z Citrix Cloud Connector EE#g5h Citrix RemoteHCLServer Service,

e

HNNBWNEERELEH Nutanix AHV iG#8SE 1 FH Z# B3 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

TR2: IBRENERE

IS ABEESELIES Azure. AWS. GCP. Nutanix AHV #1 VMware vSphere Bt EiEiE:

o 7£ Citrix Studio FgJiE5 Azure WITEEE

7 Citrix Studio HeliZ25 AWS W& ER

7z Citrix Studio el 5 GCP puitEiEsz

7£ Citrix Studio g5 Nutanix Bt EiEE

7£ Citrix Studio #1835 VMware Wt EiEiE

7£ Citrix Studio T8/ 5 Azure HUIEEESRE

1. 7 Citrix Cloud £# Citrix Studio 1, #EZFEE > 118 > RMIEENRRULIES Azure BEE,

& Citrix Studio (Cloudsdsite)
Search

2. EREREZER Microsoft Azure,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 156


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/use-mcs-to-create-linux-vms.html#create-a-hosting-connection-to-azure-in-citrix-studio
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/use-mcs-to-create-linux-vms.html#create-a-hosting-connection-to-aws-in-citrix-studio
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/use-mcs-to-create-linux-vms.html#create-a-hosting-connection-to-gcp-in-citrix-studio
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/use-mcs-to-create-linux-vms.html#create-a-hosting-connection-to-nutanix-in-citrix-studio
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/installation-overview/use-mcs-to-create-linux-vms.html#create-a-hosting-connection-to-vmware-in-citrix-studio

Linux Virtual Delivery Agent 2209

Stu d io Connection

() Use an existing Connection

azure o
Connection i
(®) Create a new C eti

Details i

_ Connection type: | Microsoft® Azure™ -]
Region
Network Azure environment: | Azure Global -J
Summary

Create virtual machines using:

(®) Studio tools (Machine Creaticn Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. BAEE Azure tkPBIITE ID, ARBNEERZT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)

Region Learn more:

Network Setting up an Azure Active Directory account

Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

8 Citrix Studio (site)

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine

4ol Add Connection and Resources
O Stor
[

@ Zont Refresh

View >

Help

7z Citrix Studio F¢/Z5 AWS pyitEER

1. 7£ Citrix Cloud &9 Citrix Studio /1, EREE > 118 > FINEENRRUGES AWS MiEE,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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7£ Citrix Studio #8125 GCP WitEiEiE 1RIE Google min T & mINKIFFIRBEMN GCP 15, ABFTMIUT
SRLEIES GCP Bt E &,

1. 7 Citrix Cloud £ Citrix Studio &, #ZEE > 118 > RINEEMNZRULIES GCP MiE,

Citrix Cloud Virtual Apps and Desktops Service

Overview Manage ~ BRYL[IG]

O\ Search Add Connection and Resources

[0 Machine Catalogs Name 1 Type Address
ﬁaﬁﬁ Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

ﬁ Applications
Policies

D;? Logging (Preview)

8@ Administrators (Preview)

— Click an item to view the details.
=

==

Hosting

2. ##% Google Cloud Platform (Google mixF &) (EAEESE,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform Y ‘

4 Summary Service account ID:

ZOne name: l GCP ' l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

. FA GCP tkF HIARSS 1K S B EAH BN ERZ R T
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q sere
b Machine Catalogs
== 9 Name L Type Address

%ﬁﬁ' Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1
El Applications

Policies

Dﬁ’ Logging (Preview)

LQ@ Administrators (Preview)
Click an item to view the details.

] Hosting

==

7£ Citrix Studio #1¢/7#5 Nutanix FITE iEE

1. 33 FZ#h Delivery Controller, &7 H#n Citrix Studio FEREE > & > FMEENE R WF=
Delivery Controller, &7 Citrix Cloud EHEF Web 89 Studio =4l & iR EIE > 18 > HRINEEM
iR, UEIES Nutanix B EERIZFEE,

2. ERIEENZ RS PREZE LXE Nutanix AHV fEREZREE, RAEEEEUDNEERERF L. FiE
UKEZER R, ERNENEL, EEATFRERTHNE,
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flgn, ey Citrix Studio

Add Connection and Resources

Studio Metwork

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.

+ Connection
Metwork

Summary Select one or more networks for the virtual machines to use:

™ ! Name !
[J INTERNAL_1
O wvM

Back || oo | [ cancel
%0, £ Citrix Cloud EHEF Web 89 Studio #ZHl&:
Add Connection and Resources
o Connection (@ Create anew Connection
2 Network Connection type: Nutanix AHV ~
3 Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location ~
Connection name:
Create virtual machines using:

3. EMKE L, EFATRERTHMNS,
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7£ Citrix Studio #1¢/725 VMware B9t &iEE

1. 72 vSphere 5 %% vCenter Server, BXi¥4Ms8, B8 VMware vSphere,

2. 1£ Citrix Studio &, #EFREE > {8 > RINEZEMNEBRLULIES VMware vSphere 1.

5 Citrix Studio (Cloudsdsite]

T

Microsoft® Azure™ hitps://m: o/

v [ Configuration
£ Administrators
= Hostir~
[ storef | Add Connection and Resources
[ appy e, >

@ Zones

3. % VMware vSphere fEREZ2E,

Studio Connection

() Use an existing Connection

| RanConnection -
Connection

F=y .
‘ ®) Create a new Connection

Storage Management ]
; Connection type: I [ VMware vSphere ® - ] |

Storage Selection

Nt Connection address: | Example: hitps://vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic taals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next Cancel
e [ cencel |

4. 2N VMware tFp9iEiEtht (vCenter Server URL). &R P & A1 2205 U KR o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 164


https://docs.vmware.com/en/VMware-vSphere/index.html

Linux Virtual Delivery Agent 2209

Studio Connection

() Use an existing Connection

| RanConnection -
Connection :

| 'f!:' Create a new Connection
Storage Management

: | Connection type: [ VMware vSphere ® = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back T Next J [ Cancel

BEREERFER—NMTER.

£ Citix Studio
File Action View Help
es am
8 Citrix Studio (site)

D search

= Machine Catalogs

# Applications Vmware ‘VMuware vSphere & Enabled

Policies =
[# Logging
~ [ Configuration
& Administrators
(= Controllers
= Hosting
. Licensing
3 Storefrant
[y App-V Publishing

@ Zones

$7 3 BEEE

(1XFR Citrix Hypervisor) #% 3a: % Citrix VM Tools  7£##iR VM %% Citrix VM Tools, LUfEE VM
#EM xe CLI ¢ XenCenter, BRIFREXLETH, BN VM EEEATRESRIR, MBEEXLETH, TERTUTE
CIEEge

o WIRXE. EFBNEIER VM,
o 7£ XenCenter EE VM HEEEIE,
o EBEETTHVM (GEiE XenMotion),
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« QBB FEARNE RER) NHRE, UREREIHRE,
o FIEFEE(TH Linux VM EiF% vCPU ¥4,

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,
sudo mount /dev/cdrom /mnt
<!--NeedCopy-->
2. 1RIBEM Linux R1ThR, BETUTHTRE xe-guest-utilities BRHE,
33F RHEL/CentOS/Rocky Linux:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3+F Ubuntu/Debian:

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

s+ SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 72 XenCenter AR EFLET £ LIOERIR VM BEIMERES, NRIEMRLTET Citrix VM Tools, MEMHKIR
SHEM K.

(GERTF Azure. AWS 71 GCP) #Z 3b: v Ubuntu 18.04 2= cloud-init
1. ERFREEFHEDHEL VM B VDA THEPAEE, BETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

#aiATE /etc/cloud/cloud.cfg ey system_info #84 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. Ef£R SSH izizinia) AWS £ MCS €28 VM, IERRERSHIIE, FAXE VM KEWMBERARM. 1R
EREERITUTERM.
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« #g1E cloud-1init BEEXMH /etc/cloud/cloud.cfg. #ifF ssh_pwauth: true 1772%. MbREE
% set-password 7RI T1T (WAREH).

users:
- default
<!--NeedCopy-->

o MREHHIERBE c loud-1nit BIBMEIAERF ec2-user L ubuntu, MeaTLUfER passwd
WL BERAPRE, FENRER, WENUEETESR MCS SIZH VM,

o 41§ /etc/ssh/sshd_config X UBREELTT:

PasswordAuthentication yes
<!--NeedCopy-->

RIFZXHHET sudo service sshd restart &%,

$I% 3¢ 7218 VM £%% Linux VDA ¥t &
AR
EFERAYFIEEIEITH VDA fERIEIR VM, BTt 1,

EIER VM £%% Linux VDA #8281, 15ZZ.NET Runtime 6.0,

RIBEH Linux %17hR, BT F&< R Linux VDA & B
33F RHEL/CentOS/Rocky Linux:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

==,
pa =W

s+ RHEL #1 CentOS, &5 %4 EPEL F6i%E, AEA#EMII%E Linux VDA #1417 deploymcs. sh,
BxiA%RE EPEL W58, &2 https://docs.fedoraproject.org/en-US/epel/ iR 1A% BE,

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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S8 3d: BRAFMEENRE tdb-tools #+& 3+ RHEL 7 fR58::

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

*fF RHEL 7 T{Eu4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 3e: (£ SUSE L) FmhRi ntfs-3g 7 SUSE & L, FrEEMESTIEM ntfs-3g. THRENRE, HiFH
FahR# ntfs-3g:
1. =% GNU Compiler Collection (GCC) {RixBRAFZHIEHERIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. F#H ntfs-3g e,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g R4 BRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$18 3f. 45iE MCS BB X1+
1. Ef /etc/xdl/mcs/mcs.conf AHTE,

o BRTFRIMANENZR

HFRMNEN TR, TG /etc/xdl/mecs/mcs.conf AN T EERENKRIEEHERIEEEE
HUTEE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
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VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
START_SERVICE:Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

o ERTEMANEBTR

B /etc/xdl/mcs/mcs.conf T E, mcs. conf BREXHRMHATFIEE MCS # Linux
VDA T E, TEREATUREEERENT

- Use_Existing_Configurations_Of_Current_VDA: HEREERAYUMIEEE
1R VDA BT A AD #BXERE x4 (/etc/krb5.conf. /etc/sssd.conf # /etc/samba/smb.conf),
MRIEBEAY, MCS BIERITEN LR E X HIF 5 HRiETEIEITH VDA RS HER. BE,
EANMERE dns ;1 AD_INTEGRATION T&, BIAMEA N, XEKE & EHEREERER
tASTHE MCS BRIt BN LB E S

- dns: &BES1 DNS ARS32889 IP #ihik, ERZATLUSE A DNS ARSS 28,

- NTP_SERVER: i&& NTP fr532889 IP sthiik, BRIESITIRAA, BN Ztib2ERTISITHIZRHY IP 3t
tk,

- WORKGROUP: B ITFARBRMITENERE AD HEER NetBIOS 8 (K9 K/NE) , &M,
MCS ¥ EREBTPEMITENENZZENBLEANTEAGN. Fia, WRITENKS S
userl.lvda.citrix.com, MCS &/ lvda fERTIEARTR, M citrix REMRNIER, BSH
EHE TIEARTR,

- AD_INTEGRATION: i&E Winbind. SSSD. PBIS & Centrify, Hx MSC 289 Linux %
IThRAIINNTS ENFIR, BESRAXPIZFENRITR

- CENTRIFY_DOWNLOAD_PATH: ig&T# Server Suite Free (L #1754 Centrify Express)
WEEMNKR, 38 AD_INTEGRATION Z&i&E R Centrify B, ZEASEXK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&&TF# Centrify Samba %+ @MiEE. R4E
¥ AD_INTEGRATION Z&i&&EXR Centrify B, ZEASER.

- PBIS_DOWNLOAD_PATH: &E&T# PBIS R4+ GREKEFE, RHK AD_INTEGRATION &
E1REN PBIS B, ZEARER.

- UPDATE_MACHINE_PW: BRASZRAEMEMITENKFZL, XERES, BSHE0E
Mt ENIKF 2,
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- T5/Linux VDAEETE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAMEZY] N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

BHxmcs.conf KR, ESRTENEEEE,
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome

SUPPORT DDC_AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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2. EERITEN L, EeSiTRmE /etc/xdl/mes/mcs_local_setting.reg XHLURIBEEES
ABEHEMRE, LIRERIREEHIENIZERE MCS FiEH it BN &SR EN B ohi &K,
/etc/xdl/mcs/mcs_local_setting.reg XthhtE—THERTIREREMEIMEREN—
o
fign, ERILUGL T a<fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X#mh, URHE
N EFEMKRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v

"Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy—-->

$E 3g: SlEFME
1. 57 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (MNEFERAYIELEITH VDA ERER VM, BRSPS B,) F1ER VM £, SHEEEERLEE X IR
B VM L£H#E* /etc/krb5.conf. /etc/samba/smb.conf#l /etc/sssd/sssd.conf
X1

FF Winbind BF, #&E# /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #ix,

FF SSSD AR, iB%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl#M /etc/xdl/mcs/sssd_smb.conf.tmpl #&ix.

34 F Centrify B, E#H /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,
AR

EREERNGEFERANANERAHAERTE, § 0 SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. RIEEEANLAERIEIREIREHBR,.

« (&R T Citrix Hypervisor. GCP 71 VMware vSphere) 7k VM k%3N BIEF H X H#EiR
VM, @lIZHE ERERIRE,

o ((EART Azure) EFEIR VM ERENBERFRE, M Azure TJPXAER VM, HFIER VM BEFIRS
71 Stopped (deallocated) (BfF1k (BECESED)). iBELANERARIM, 7 Azure LEHREME
MG B R 1% B o
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> Comnect P Start @ Restart | M Stop | @ Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mes rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
I rhel-sssd-temp-ip
Subscription ID Virtual network/subnet
— Virtual Network_1/default
DNS name
Configure

Tags (change)

Click here to add tags

« (EAT AWS) TR VM =M AERE, M AWS EC2 TJP XF&ER VM, #fRiER VM EIRRS
AEEL. ARBEEER VM, AEEFRE > QIERG. BAEEHREFTEHRTIRE, RHEIERE,

Create Image X

Instance ID  (7) i-011€
Image name (i) [
Image description (i)

No reboot  (j)

Instance Volumes

Volume = = - Delete on
De - Si GIB] - Th hput N Ei ted
Type ylce Snapshot (i) Iz,:e[ 2 Volume Type (i) IOPS (i) Ko gu Termination n}:ryp =
o) ® = 0] ! D NO A D
Root Idevisdal Sgap- 40 | [General Purpose SSD (gp2) v| 120/3000 N/A 4 Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

o] Create Image

+ GEAT Nutanix) 7 Nutanix AHV £, XFRIR VM, SIEHHR EIMEHIRE,
AR
WITE Acropolis HRERZ #RaThn #1428 XD_ A 8E7E Citrix Virtual Apps and Desktops #EH.,

RIEFEMEMA Acropolis RIS EHBIRE. EGIRRE, EFNEHCEZERASURKRRINGE
RPN

TR4. SIRHENER

7 Citrix Studio /1, RIZItENERHETEEERTEIEN VM K2, IZHTENBE RN, BERENEREGE. T
E=/LRE:
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Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

+ [ntroduction s If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Crtri VDA installed,
+ Operating System

0 Don't see the resource group you want?

¥ Machine Management

Master Image b [&]jc-WestUs2 N
) b @] LinuxVDA

Storage and License Ty...

Virtual Machines 8 Azure-1604_0sDisk_1_0b3977506¢1447909bF42373ac0c6a05

Resource Groups & azure-client_OsDisk_1_See3cd35a6d744c 1994502863283

Network Cards = azure-de_OsDisk_1_f047ecO78ebad26bb0d03c0f92869e67

c ter Ac &= Azure-jT7 Jisk_1_adf0f65861d44Ta5bad06606632 a812¢
omputer Accounts

8 Asure-jcjeT7_OsDisk_1_echeddBd75e74bb08159c8e4d837254e
8 Asure-jerhel7T_OsDisk_1_685abfc05e0c4fdfacac?b2Be3bd0e04 -
Summary =8 Asure-jerheld]_OsDisk_1_571a0c329a2340¢e8cTd385a645¢034
@ Select the minimum functional level for this 7.6 (or newer) -
catalog:

Domain Credentials

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back | Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

£ Nutanix J25#) Container (F88) FiE.L, WEREZANRIR VM IBENSR. EEMEREL, BEREKIRE,
FEEHNITE L, REEM CPU MEEUKRE ™ vCPU B0,

==

R Delivery Controller EHitBEH B REEBIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% %
Preparation FitBHNER, X7 2GFAEHMITOIETSZ,

RIERERITHMREES. EXEAES, BSREA Studio tIBITENER.

SRS SIBERMA

ZYARM—IHEZ NI EN B RPEFNIHTENNES, SREEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

£/ MCS E#HE/ Linux VDA

EEH MCS B#EH Linux VDA, EHRITUUTIRE:
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1. 7% Linux VDA B2 HalhRA 2 /1, EWHREZE.NET Runtime 6.0,
2. EERITEMN LEH Linux VDA:
AR
Itsh, EERTLAEER Linux VDA BBIEMINEERITRIR MG BohER. BRIMUILER, BERIRITEN LK

etc/xdl/mcs/mcs_local_setting.reg XM <17,
Ban, AILURIILA T aR<1T:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x$F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

34F RHEL 8 #1 Rocky Linux 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

x$F SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy—-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->
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3+F Ubuntu 22.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu22.04_amd64.deb
<!--NeedCopy-->

3. 448 /etc/xdl/mcs/mcs.conf #l fetc/xdl/mcs/mcs_local_setting.reg.
4., SRR,

5. 1£ Citrix Studio #, EZFEAFEMITEN B RIHIRE. EESUBENENRRHZE, FE—RIE. B2F
HEHBEITEN.

B BRI ENK A EE
BIANBERT, TENKFZEERITENERE 30 Xidfh, ERLEEBIHUKRBIEMITENKFER, BT
LU R4E:
1. 7517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, U TEBHFME /etc/xdl/mcs/mces.conf &,
UPDATE_MACHINE_PW="enabled"

2. =17 Jopt/Citrix/VDA/sbin/deploymcs.sh /&, $I7F /etc/cron.d/mcs_update_password_cronjob 14
REEHNEAAE, BRASESAZRAERE 2:30 EFMITENKAZE,

SXREMITENKFZB/E, Delivery Controller EWEIEEFET AT, HETE /var/log/xdl/jproxy.log #a]
SHIMLLTHEIR:

alb
RE

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

THREIR, BEIEREILIEE. dERE Delivery Controller si3diis 28 L R HEFE RIS,
£ MCS tJZrI VM L3 FAS
AIUTELL T % TR EiB1T89 MCS BIEBIEIWL_ES A FAS:

Winbind SSSD Centrify PBIS

RHEL 8

fil
7|
7]

il
7|
1 I

Rocky Linux 8

all

RHEL 7. CentOS 7

]
]
o
]

Ubuntu 22.04.
Ubuntu 20.04.
Ubuntu 18.04

ali]

7
iyl
iyl
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Winbind SSSD Centrify PBIS
Debian 11.3. z & & ES
Debian 10.9
SUSE 15.3 =z ) = =

TR VM L& T IRRESE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. &7 ctxfascfg.sh, BHxXFMER, ESMIZTT cixfascig.sh,
3. £ Jetc/xd1l/mcs/mcs.conf FigBTE,
PE= W

MfE fetc/xdl/mcs/mcs. conf higBEREXVENTE, RARETER2E VM BEHERAR,

a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIREA Y.

b) ¥ FAS_LIST T2 BRNEH FAS RSB\t £ FAS RS 8ttt, BHSHRS i
i, HEBESISHE—IMHZ M HAIERR, fl FAS_LIST='<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>"',

c) RIEREREHMET =, fitn VDI_MODE,

4, &f7#lA /opt/Citrix/VDA/sbin/deploymcs.sh.

7£ MCS ¢1iZr VM L5 FAS

NSRRI EXFORTERRITEN LB FAS, WEMES™ MCS 8128 VM EBA FAS.
272 MCS 8189 VM B FAS, BHITUUTRE:
1. 7F Jetc/xdl/mcs/mcs.conf hig B &,
AR
WE fetc/xdl/mes/mcs.conf FIREREXENTE, FAXLETEZE VM BaFERN.

a) ¥ Use_Existing_Configurations_Of_Current_VDAM{EIZEHNY,
b) 3 FAS_LIST ZTEIREN FAS IR a5t
c) RIBFERBEHMETE, HI0 VDI_MODE,

. SR CAIEH,
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sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. iBfTHlad /opt/Citrix/VDA/sbin/ctxfascfg.sh, BXF4ER, EBIAz(T ctxfascfg.she

& Citrix Provisioning ¢/ Linux VM

October 31, 2022

AXRME XBIEREARKE Linux BIREENER. FEALLIIAE, EATIEREE Citrix Virtual Apps and Desktops
IRBRTRES Linux EEASEE.

T Linux £1ThR

« Ubuntu 20.04
Ubuntu 18.04
« RHEL 8.4
RHEL 7.9
SUSE 15.3

.

BE:

o BENEWEMER Citrix Provisioning MRMREE, BHRIEEN Linux XITHRERZRGE. EEH
Linux R AR#EIEARIE 2109 RESRE, FERZE Citrix Provisioning iR552% 2109 SHES AR

« /A Citrix Provisioning @i i A#x Linux BIRg&EN, X2 NMEZHAMGAIERRNEMS
X, LUMETACAISEREISIER B5,

o EERMER btrfs XL EAH X, GRUB2 7£&# btrfs 9 Xt H AR F, GRUB {%& GRand
Unified Bootloader.

BXEMER, BB Citrix Provisioning A4S AES i A Linux BIRigE,

73 XenDesktop 7.6 X Rk 4<Ei & Delivery Controller

October 31, 2022

XenDesktop 7.6 XERMAZBEE LA L HF Linux VDA, MWFXERA, FESITEMEFREMMA, REM
WIHEREAX PR M.
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E#t Delivery Controller i2 &

s+F XenDesktop 7.6 SP2, &R A Hotfix Update 2 & Linux =@ Broker, Hotfix Update 2 aJ7£ L F
UEHE:
CTX142438: Hotfix Update 2 - iZf@F Delivery Controller 7.6 (32 1) - Z&thi

3t FFTF XenDesktop 7.6 SP2 hiias, mIfER& 5 Update-BrokerServiceConfig.psl # PowerShell fi4s
REE# Broker Service Bb&. WU TR HIRELLMZ:

« citrix-linuxvda-scripts.zip
FHHAEIEA Delivery Controller E8 LT E:
1. 3% Update-BrokerServiceConfig.psl filz<E %% Delivery Controller i+&#1.
2. fEAHEER FTXHITH Windows PowerShell z41&,
3. MK EES Update-BrokerServiceConfig.psl <y 43k,
4. &7 Update-BrokerServiceConfig.ps1 filz:

.\Update-BrokerServiceConfig.psl

<!--NeedCopy-->
"’
PowerShell 2RI E B2 LEH1T PowerShell filzs, iIRMASEITRM, E5%EL PowerShell $175885,
REBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.ps1 iz {#m Linux VDA FrE893r WCF 5525837 Broker Service BREXX 1,
AIEEH BN Broker Service, Zla&BanH#iE Broker Service BEXHMMIBE. RARER—TBRTPHNERE
BREXMHOIRED, HENXGZKIM prelinux.

XLEBEHRARFMEE RERR— Delivery Controller 1 Windows VDA #{#, — Controller 7] [EBE
THEEMAE Windows # Linux VDA M=iE,

1%iF Delivery Controller fi2E

LUFEMEEEXE N A T Delivery Controller i, EndpointLinux = 7 & & 7 %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config st {4+ I 7%,

7£ Windows <R EOR, UAHERRSHERHITHS:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->
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HRB&#0 LDAP fRS 23318

November 4, 2022

Citrix Studio FHVEERIEE

E7£ Citrix Studio FIGBHER, HEHITIUATRE:

#TFF Citrix Studio,
IR RS E R

B OIERE,
RIBEREE S 155 RIG B 5L,

A

VDA £/ LDAP fR58318 8

W IR, VDA £89 LDAP RSZEIRERANEN, EXTZSEMSEMIFER, ZIREBLV TN, RIBRSZFELIR
B R EXEFEPHIT LDAP 2%,

2% Linux VDA RHEE, BITUTH<:

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENAENBNEE LDAP RS 2%: BAEEIMEM LDAP =R (FQDN) (% LDAP %) FI&E (i
adl.mycompany.com:389 ad2.mycomany.com:389).

. value not set

The Virtual Delivery A t ult gueries DNS to discover LDAP servers, however if DNS is unable to provide
LDAP servic cords 7 i a space-separated |ist of LDAP Fully Qualified Domain Names (FODMNs) with
LDAP port (e.g. : pa

of at least one LDAP server. [<none>]: Il

ERLUBITIETT ctxreg sr SIS EEIZE MR
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.

mycompany.com:389 ad2.mycomany.com:389" --force
<!--NeedCopy-->

i1

October 31, 2022
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EEBRABFANAT Linux VDA BIThEE, EIETHREIREE. ECEMBIEHRR.

B

November 4, 2022

ETBORBEEUTER:

« CEIP

HDX Insight

5 Citrix Telemetry Service £/

@M Citrix DaaS Standard for Azure B9 Linux VDA BRE#

Linux VM #0 Linux £i&3E#r

ERAbES

ST bR

RER

BARS TIFER

TEMKAER

Hth

AT HTMLS5 B Citrix Workspace M AEFZ 1%
Bl Python3 EiIFiR

# NIS 5 Active Directory £/

IPv6

LDAPS

Xauthority

Citrix P 430ekEi+%) (CEIP)

October 31, 2022

25 CEIP B, &%z m Citrix RXEZFITHIBENERBERESLURS Citrix =RIREMMERE, s, EBEN

BIAB#KXE) Google Analytics (GA) LU#TIRE. BHMIH. RIAMERT, GA RFRAKRS.
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AMRIRE

BINERT, BERE Linux VDA B&2BhE5 CEIP, AAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRAAIRE,

« CEIPSwitch
BR%ZA CEIP fEMRigE (FRIAME=0):
{iiZE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##5: CEIPSwitch
E: 1=284, 0=28
KIgER, CEIP &FEARE,
AIATER Fif EIETT AT e S5k A CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
BRASEA GAREMRRIEE BHAE=1):
{iiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##r: GASwitch
& 1=28, 0=BH
KIEEET, GA LA FEARS.
AIER iR EEfT U TR $RER GA:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
EHBIRRERFIEMRIZE (BIAE = /var/xdl/ceip):
fiiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
B: FHR

AILUEITIA R an e R B ML ERIR
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERFRETHRIARZER,

M Linux VDA W51 CEIP %R

TREHTWENERERNEETA, HEPFESEMREHERETFAFEAER.

BiER TR RIS FR BiEA

&M GUID machine_guid TRIRMELREREIREY T BN

AD fBRSR ad_solution RRITENBRIN S EZN X EF R
=S

Linux Mizhzz kernel_version RN ENAZAR AN X A F R &

LVDA ks vda_version FREER Linux VDA FRZSHI XA
FRBE,

LVDA & efi&s update_or_fresh_install RREESHREFFHRLF Linux
VDA BB X A F R &

LVDA =% install_method Fr@EdER MCS. PVS, Rk
WFNRERET Hai Linux VDA
REBENXEFTSR,

2EBRA HDX 3D Pro hdx_3d_pro RIAELBEITEN LEEHE HDX 3D
Pro MIXAF i &R

EEEA VDI #E vdi_mode REAEEEA VDI E{H A F RS

REXIIE system_locale R BN X & B SR FRF
&5

LVDA X E/RSS LR EH S hAda ctxhdx ctxvda ctxhdx # ctxvda RREM X

EMHEshaYE, B R
dd-hh:mm:ss, %0 10-17:22:19

GPU 38! gpu_type RNITENA GPU 28

CPU Rz cpu_cores FITENN CPU MiZiaEEEk

CPU #fi= cpu_frequency F CPU siEpZ m# (WMHz A
(1)

YHEREFRN memory_size RTYEBAFEANNESR (LLKB A
1)

B RIE session_launch RAEMNEE IR ST EN LB

& (BEREMER) WIEHRHIRLY
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HiER

Linux &FRFER AR

JEEEIERYE]

SIEFEEATE]
Receiver ZFumsEHE!

Receiver Z P igiRras

FTENIT ¥R
USB EE MK

Gfx fRfitIZF KA

it
FPREES

BRFEE@IT

HDX Insight

April 18,2024

RN

ERRIE TR

0S_nhame_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Linux VDA &4 3z#% HDX Insight Thgk,

iR

RNITEN Linux 2ERAZ A
FRASBIXX A F T R
MR MEIREVEIRER 218

RRBNSIENRIRRBR AT
e |=@ak <appname>

BT REXIENEME, — P RiE
BB ZAERE, BRASIETLU
WP B
AFRENERIIHNRIEREN
i)

KTATFR=IER Citrix
Workspace [z Ri2FFHIZE B EE SR
KTATRRIEM Citrix
Workspace [z Fi2F IR 2SS 2
FRE

RINAIEFEATTENThRERUR BT 21

RRSIEFER USB I§& MR EEVEE

#
BRAENERR R LR XA
TR

RISIERETHIRAEIELL
BERPERNFIEIEENAEGKT
(SE=:]
RTERFEERATRIEFNARE
FHIEERMAR S HEIERIREK
HYEE LK
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b
T

REKHREETERR,

fEAER
HDX Insight #5#m3@id Citrix Workspace Fz#2F#1 Linux VDA Zial#y Citrix ADC {23289 ICA JE 2., Fig HDX
Insight #3E393 B NSAP EiEEH UKREE SN AR, NSAP EIGEEBAL T B ARS.
U Ter$ o032 AMER NSAP EihEiE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

-—force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

R HR
FETREASIER

AIREE M NREA:
+ HDX Insight RIEHEE,
B30, 7£ Citrix ADC L= AppFlow, 3¢#&7E Citrix ADM LEEE 7 RERH Citrix ADC 36,
« 72 Linux VDA ka5 ICA 1ZHIEILEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.

FEREANAREFHRER

BWIARS R T TEEIEE B TENBERF EEET.

5 Citrix Telemetry Service &5}

November 4, 2022
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@35 Linux VDA 2 &m A Citrix Telemetry Service (ctxtelemetry), &aLETT Citrix Scout, FAEfE

B /opt/Citrix/VDA/bin/xdlcollect.sh fiiAskuggEHE % Linux VDA B S,

&8 Citrix Scout -

Collect

Select or add machines to collect data from:

s

o

+ Add machine Filter by machine name Q, ‘
Mame Type Status
[0 rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[  rggbe-lvda-3.bvt.local Linux VDA
[0 rggbe-lvda-31.bvt.local Linux VDA
[0  rggbe-lvda-5.bvtlocal Linux VDA
[0  rggbe-lvda-6.bvt.local Linux VDA
rggbe-lvda-8.bvt local Linux VDA Verified
[J  rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-session VDA

+" 1 machine selected. Back m

AR

M Linux VDA 1912 R ERRRAFA LG, DREHz(T /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix

Telemetry Service (ctxtelemetry) W E, AXXETENFMEE, BSRABNRE,

BERFZA Citrix Telemetry Service

« BEAZRS, 15517 sudo systemctl enable ctxtelemetry.socket <,
1

T
ERRERS, BET

sudo systemctl disable ctxtelemetry.socket,

EYin)

Um M

BIAERT, Citrix Telemetry Service (ctxtelemetry) /8 TCP/IP 0O 7503 fifF Citrix Scout,

Delivery Controller £# TCP/IP %0 7502 5 Citrix Scout #1715,

R4 Linux VDA B, BJLEARIAROSHE BT U T EEERHO.

EfEA
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« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiff Citrix Scout WEZEF KO, BiAixON 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @fE89i%0, BAIAIROA 7502,

E7E%E VDA EEImO, EHITATgME:
1. EFENATS Scout BEMEHO, HETU TR,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. EEHM0F Scout WERFIHA, EEITUTHSUITHHEE ctxtelemetry.socket 32t

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTHSUERBHERFIR O,
sudo systemctl daemon-reload
sudo systemctl stop ctxtelemetry.socket

sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4. EAMEEERBAHRBO.

Fan, MREFERANE Ubuntu, 5517 sudo ufw allow 7503 < LIS AikO 7503,

IR
3R Citrix Telemetry Service iR A NIETT, WATLEABRERRBERR,

1. EEAERER, BEETUTHLUITH ctxtelemetry X, #AE% DebugMode EEHH 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->
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ELRGIAR, ATLLETT AT < REL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEZE &R Linux VDA #1£ /var/log/xdl/ m&E#
telemetry-debug.log,

AR5 F A

THAEZFTIRON systemd sFiFEFRIABHERLVEX R, Citrix Telemetry Service BHARFELLRES, #H
{R7EM Delivery Controller X H HEWEBRINEE, HEWETRE, RESSHMNVKEIBTR, FEER 15
D8, MRGEEAKREBER, WaBFXEL, AILUETUTHSEESFNE,. &/MER 10 D8, WRIGENE/NF
10 %0, NSIVE 10 DHREN. REFFNEG, ELEHERBIRS.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

Coanyes

EFBRERERS ZE, BIENHFHEENSaITENBMETT. XENXFHFRACXLEER, NRESITENHN
MKW, Scout BET—FHEE, RUBINNEIEER. HXEIENXMIFAEES, ES1 Citrix Scout XAEHEILE
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IEN BB 53

@32 Azure #17 Linux VDA BEEIEH

May 30, 2024

1t IhAEH B F 3 Bk 7E it XIRIBY I8l B EhE i Linux VDA 3, H&7E Citrix DaaS Standard for Azure (LLgT#RA
“SEAT Azure 89 Citrix Virtual Apps and Desktops Standard”) &6 Linux VDA BHEEHE R, &7 Azure &
FEE VM NEAEERNR. BXFAES, BSEE Citrix DaaS Standard for Azure 8 Linux VDA,

icE

BEMALLINEE, BRMUTSRE:

FE 1. BEHESFH VDA & L& E Azure B3

& la: 7£ Azure 7F{#EIKF T RIR— N B RH K ERIHRAF11&E 5 Blob (Anonymous read access for blobs
only) (Blob (2R blob HE & EEVAIINE)) .

AR

Azure 2370 blob £ THEFIFEMEE, Citrix WETARSEEREEBERT. AT HERHUBEL MM A%
X, BESREREREEARIFRLSIZE N Private (no anonymous access) (Fu% (TERHEINIR)).

Steplb: ¥ VDA E3fs B & #2184 Updatelnfo.json B9 JSON XX, BXRXMHENARA, ESFEAUTHR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)

{

"TargetOS": "UBUNTU18_04",

"PackageName": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": '"4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}
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)

{
"TargetOS": "UBUNTU20_04",
"PackageName": "",
"PackageHash'": ""

}
]

}

<!--NeedCopy-->
Hrh, “Version” R=#H VDA ks, “Distributions” E—4HFEHN R, S8 NNEKREE=1HAH:

+ “Target0S”: M2 “RHEL7_9” (EATF RHEL 7. CentOS 7 #1 Amazon Linux 2).” UBUNTU18_04"
5 “UBUNTU20_04", ctxmonitorservice THRFMEMEMEITIRG

- “PackageName”: igE AR VDA RIEEHEE,

- “PackageHash”: £/ shasum -a 256 <pkgname> &%itEH SHA-256 {&,

Steplc: 3 JSON X Linux VDA B4-@a9#hR A _EHEZR Azure B2:.

SR 2. EEmREHEN VDA LEABBERIAE

ZHANBERT, BRFHATFEERS, R Citrix DaaS Standard for Azure 81 Linux VDA, #77EEE&
HITEERR. &N, BEEES 8 VDA BRIk,

EEABARERN, BETRMTFUTRENGS, UHmE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
THEMRRI

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "@
Xx00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRAMBTEMRIRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 191



Linux Virtual Delivery Agent 2209

AMRIE

fEnabled

Url

ScheduledTime

CaCertificate

WA

LGB RNIET, BIAMERT, ZER 0, REEREM
BE2H. AIUEEISERN 1 UBABEEH.
g B ANET, TIRE Azure 2289 URL LUKENERT
= BF0FH VDA S48,

LIS BERMIET, ATLEHIGE SN Immediately ¢
NextStart. Immediately &% & 7% VDA Hifraig
Y ENE{TEM. S THERERSEENENIEEZAH,
IATUER, B2, MR THARGEANEEMALNRIE,
Nelgex kAP Ak, NextStart EkEE T RED
ctxmonitorservice Hia{TEH. Y THERELR
SEENERTESMN, WETEA,

LGB ATHEIRE., ©igE PEM IEBMSEEREURIE
Azure =2389 URL, 33F Azure blob, ©aLIZ MRS
B RH N PEM 89 portal.azure.com BIEH,
ATREEN, RITENERMLEMRIGE, BNE
Ubuntu 3%, £ RHEL £, ©&B#EE curld
STH—LE NSS E, HRIEE U PBRIRIENIR,

BfEs ctxmonitorservice B, BE%EW Url LIEREX Updatelnfo.json xf4, ABM JSON Xt
REHMA. AfF ctxmonitorservice a¥EMRAES HFIARAHITHR, MRLFRETRE, ZRSEM
Azure THHh AR VDA REEHBHREEDRM, 25, EIRIE ScheduledTime Mg B iZTEH. T2t

, WA LEEENBE ctxmonitorservice itk EH., B2, 7£ Citrix DaaS Standard for Azure &,
&3t VM & B BB ENR, RecEEH AR VDA HENGERE ctxmonitorservice, MABHEM, &

89 VDA R EIREI A AR Ao

AR

o TAEEMEFHRA ERERNIMRISE,

o MRIFFHFAE VM RN THREGE, FMEAIESEE,

o MREFMERIGKY, BREERER.

o MREFRMEBEIRM, F—MEHBIEFATRERERREMRZAD Linux VDA, XMERFE&RER T

o EIEEFR/LOTITIE A BETEM.

Linux VM #1 Linux £iZiE#x

November 4, 2022

Citrix Studio H&BRSIERES,
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TRIE T —EEATF Linux VM # Linux S1E893ER.

=LA

BRI

REENERERZ T

=INETE]

FRER AR VDA R

2109

2109

2103

ERERIEN—MES,
ZIERIEAF M Citrix
Workspace [ BiEFFA
EETIEBEARIENXE
Btial, BEEERIENET,
3E5% % Citrix DaaS (Lai
#57 Citrix Virtual Apps
and Desktops AR%3)

K ESTIRIR, Monitor
¥ Director =HI&HA
M, LU Citrix
Virtual Apps and
Desktops ZiifRzF]
LTSR ERBH 3T H i1 THIE
HibR, EIEALEIRL, &2
TP ERFFENEE D
HEEREBEE. EERK
BETIE L, RBETIREGHH
g5 R AR A M e T,
EEERIETHNEDNENE
BORE, EIRREEIE,
B KHH BTN M
BRERTE, RIEEHE
MERIT YR ETRIEN
Bl EMEER . SIET
FUHE PGB EREE
RERENAY, KRR ‘B
BIEE . BXREER
EENFAER, B
iH. BXREEEMIFAEER,
EBRE P i B o EEE
RBSIG B IE R S 5RES
i =13

EiRRIAETR, BB EE
R8> RiE > MERIE
FTHFRIARIETUE.

&iE

REEMIBF AT A

1z Citrix Director F0i&®
23R e A,

17z Citrix Director F0i&®
PR Ao
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=LA FREEBIRAR VDA Rz WiRA &F

Linux VM gy 24645 2103 Linux VM LA F#rE4ets  7£ Citrix Director fis
5. CPU k. m7E  SBFHETA,
K BEEEE U HF
s CPU MR7EFIAX

i 1909 Linux SiEEmMICE 7z Citrix Director fis1
IRIEFAGEREFRPE B[P,
7~ UDP g TCP,

ICARTT 1903 ICA #izB¥ia] (RTT) @M 7 Citrix Director F144%

TR T RN RE DI
LR EFREE EYEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l% ICA
HRITIEITEM ICA FR
17121 BB 8) EIPR SR RS,

BRI A

snfarifsia) Citrix Director 45X 28R AY-E FHEIRHI R

o BERISLETE]

1. 72 Citrix DaaS fsiliEmi* L, BHFHERFENEEDFNEEHEBES,

= cilnx  virtusl Apps and De:

Total Failed Multi-session 05 Machines

Average Logon Duration

2. EERMEETEL, RELIEFYE.
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= | Cilrx virtual Apps and Desktops Service

Overview  Manage ~ Monitor Downloads| €D @. o [ & Q
Dashisoard Filters Merts  Applications Configuration Se
Legon Peformance e (o A8
Logon Performance
Delivery Graup
Time Period Ending
—_ e LI

verage Logon Duration

Number of Logons

3. BENAUARKERIFEEEET.

=  CilmX  Virtual Appsar

Overvew  Menage v Downloads [oz) M. o =) s Q
Fien At Coguracon Searth

Legen Preformance

« CPU #Z . REXD. BRAE, UK Linux VM WEFIFIHS CPU RREFIBE

Ei5ia) Linux VM #YiXLesstn, i51E Citrix Director S5 2s ik EIZ VM, AREEITENIFAEEEIR. 7
i
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. #iX
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BEE Linux 23503517, HEDERLRE > 21F > FEFTAMELERE, AEHHLEHAEEE
K. EHRREFAELER, BTARELENE, ARLEEETEHNLEHERSME, Flin:
Co]

Activity Manager Machine Details Session Details

pr— [ o scsn s+ [ o | sroves

Machine D 3
name Session State Active
Display sin-ubt18 Application State Desktop
name
licatic Anonymous No
Application Name a Status Delivery sin-ubt18 Ti - tat 56 minut
G ime in state minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running

sin-ubt18 Endpoint name
Endpoint IP

No Connection type HDX
Protocol ubP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT na

S ICA Latency na

Registration

state Registered Launched via 80:....
OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.
Organization
al unit

VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

s REAMENERIT
ETERETHEMEIMERRE, FHREBENE, REFHHRENAUEMERERTE.
REAEIERIT R E RSB B ERER R FIa0:

Dlivery Getng

Time Period 7 by Ending

b o Sisio

, S

Session Details

L
LN sesion kuto Recosnect Eount shows aut recannacts oty for WA version 1303 o ates, Ensore thiat VDAS anet St are nuseing the 13 wesion 10 ol the et featuves.

Avocisted User T Maching Name Devery Groun Senson Stat Time Seavion End Tme Seision uratice

. SIREE

flgn:
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ERES

October 31, 2022

B

BINMERT, Linux VDA BB EWEINRER F R ARS,

[y

ctxlogd sriri2FM setlog LMREFBIETE Linux VDA lAB &, RiMERT, ctxlogd sSFiPREFE
L EHEE Linux VDA EBzH,

ctxlogd <FipiHiz

RERHPIE MRS HMET ctx logd FiriEF. MRFFERER Linux VDA, LS ctxlogd sFiFEF.

setlog LHiERF
ASWEINEERFER setlog LAREFREN, ZEFMT Jopt/Citrix/VDA/bin/ 2 F. R%E root BFREMNK

BITZIEF. ATLUER GUI iETHSREEMERRE, BETUTHLLURERER setlog TREFNERE
B

setlog help
<!--NeedCopy-->
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@ EINMERT, Log Output Path (BEimHERRF) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
KN ®ERN 200 MB, E&ZAILTE Log Output Path (BHEMHERR) TRERMBEEXH.

EELFIM setlogfE:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files)
<!--NeedCopy-->

2

EEFILBER setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

a0

setlog value log_size 100
<!--NeedCopy-->

&3 FRAMERT, BEEIBRENES (FREDARNE).
BEEENTEAFRENBERS, BETUTHL:

setlog levels
<!--NeedCopy-->

BREASES (81F “BREA". “B4#E". FH. BER7. “EF. HR M WHHER), HETUTHL:

setlog level <class> [<level>]
<!--NeedCopy-->

BERS HEBH (RRDANE)
Bt x

DAk YR

e A

%-I%\ -I%l- %

T T

2 £i2

WA Eig G
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<class> ZTE|IEE Linux VDA 9—MAM, BERZFABAMY, BREREN “28°. fHl:

setlog level all error
<!--NeedCopy-->

& RAERT, FSREWNT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false
CLASS = false
LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

BERYFIS:

setlog flags
<!--NeedCopy-->

BEENRER N ASAE!

setlog flag <flag> [<state>]
<!--NeedCopy-->

EERRINME  RBFAELS. mEMEERRIFARE:

setlog default
<!--NeedCopy-->
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BE:

ctxlogd iR 2EMA [var/xdl/.ctxlog XHEER, RA root AFREBEIERZXMH. HthAFIZXHE
BEANR, 2 root BRFAEREMAFEFEAIR. SWESEN ctxlogd #HITERREXER
BRE, XFaT ARSI, HEM WA A,

HPEHEER

[var/xdl/.ctxlog >xtFE% (g, EIMHER) B, ctxlogd SFIPREFEEAMN, ERILEEFRAR ctxlogd R

%,
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BRI, B root AR &IE1T set log UEHEIE [var/xdl/.ctxlog >, REEMBNEMRSFIE
F ctxlogd BRE.

RIEFFUIE

April 18,2024
BEEFRIEDRE, WMEBERAILTE Intranet EFAFH ICA 2iE, 1ZI08EER noVNC E#EE) ICA 215,

AR

EEAZIhEE, iB5EA Citrix Director 7.16 {E SRS,

LEMEE

RIIN

RNEBEEEMIHEEIXER python-websockify # x11lvnc, fE&R% Linux VDA BFsh&E python
-websockify fl xllvnc.
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34F RHEL 7.x 71 Amazon Linux2:
BETUTHSURE python-websockify fl x11vnc (x1lvnc hg4s 0.9.13 SEEARA) :
sudo pip3 install websockify

sudo yum 1install xllvnc
<!--NeedCopy-->

ZfRAR python-websockify #M x11vnc, &% RHEL 7.x £/2 R Extra Packages for Enterprise Linux
(EPEL) #0=T5%89 RPM 72f#E:

« EPEL
x1llvnc &E EPEL Ff#FE, 1EETUTa< LB EPEL Z6#RE:
yum install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-7.noarch.rpm
<!--NeedCopy—-->

A% RPM
EFATEN RPMs FEEIURE x11vnc M—ERBIRGE, JIETUTHS:
subscription-manager repos --enable rhel-7-server-optional-rpms

-—enable rhel-7-server-extras-rpms
<!--NeedCopy—-->

3¢4F RHEL 8.x #1 Rocky Linux 8:
BEITUTHSUEE python-websockify Ml x11lvnc (x1lvnc kR4 0.9.13 SHESHRZA) -
sudo pip3 1install websockify

sudo yum install xllvnc
<!--NeedCopy-->

Bt x11vnc, &R EPEL #1 CodeReady Linux Builder Zf&FE:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos --enable '"codeready-builder -for-rhel-8-

x86_64-rpms"
<!--NeedCopy-->

¥ Ubuntu:
BEBETUTHLURE python-websockify fl x11vnc (x1lvnc iz 0.9.13 REEARA) :
sudo pip3 1install websockify

sudo apt-get install xllvnc
<!--NeedCopy-->

+F SUSE:
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BEBEITUTHSURE python-websockify Ml x11lvnc (x1lvnc fgz 0.9.13 SiESRE)

sudo pip3 1install websockify
sudo zypper install xllvnc
<!--NeedCopy-->

3¢F Debian:
BEITUTHSUEE python-websockify Ml x1lvnc (x1lvnc R4 0.9.13 HESHRA) :

sudo pip3 1install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

Eeir)

U ]

RIFERINEES BENEEF 6001-6099 WAV A OREIM Linux VDA E| Citrix Director &, Hit,
AILHTERR ICA SIEMARNET 99 1 FHRFAABBHIROATARARENER, LHEZIIEFER.

AR

TR THEXEME:

R A BAE
EnableSessionShadowing BRRZRARIEETRE 1 (BA)
ShadowingUseSSL HERER Linux VDA # Citrix 0 (ZA)

Director zZig|#9EE MR

BJ7E Linux VDA EiE{T ctxreg sa$REEUIMRE. A, ERASECFLE, BHETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #1 Citrix Director Z &89 noVNC & A WebSocket il M FRIFER, FRIBAIEREN
“ShadowingUseSSL” iE&RRiEFE ws:// Hwss:/ /o BINERT, ERws:/ /. BR, HFRLER, &
IMENEER wss: / /, #1ES Citrix Director P imf1E A& Linux VDA AR$S28 ER45IE+H, Citrix {4 &iB6E
Bws:// #%7 Linux VDA 2iFE¥NERLZE =T,
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IREXARSS BRIEBAMR SSLIEH  IEBMAATEIERMENM (CA) EX.

WFEEHFEE SSL 898 A Linux VDA RS8R, MEE—HRIRNRSBIES (BEFFN). RSB[IEPIRIRE
EHITEN, RESMAMNESERSBNTLRENEE (FQDN), ERIUEMIERBRMEN. EXMERLT,
B REDAES,

5 Linux VDA i&{=89%8 Citrix Director P inth FERIEH. RIEBAIMIMEIRS FIEBHIFE— CA X715,
AILAMELT CA REBRS BT P IRIES:

o SENRERFIRHE—LR CA
o ik CA (FARAFEISER CA)
o REBRERSRHE—ERN CA

BEEEALNZ LR, THRMIEEMEEMMIGERIREUES.
5E.

s IREBIEFPHWLABIZHLHME Linux VDA 89 # ) FQDN X EZELV S EFHWEE F i = & 0
vdal.basedomain.com & *.basedomain.com,

o BFEHZE (81F SHAL 1 MD5) XFHRFIEPHMNERMS K5, FENKTBAZH, Eit, SHA-256 I5EH
RIFRE,

=8 Citrix Director ZF i L RERIER RIFEXS IS ERERNET EMRIEREME, FiLERILUER
[1S 5 Microsoft &EizHla (MMC) IEBER R TRERIES. WS CAWIEBRE, T IS PEHEH Web AR5 28
EBES, RELASHREZIER. Hib, EEIUEFER MMC HEERERRIMNEERRTRMNITEN L, T8
HFHENEH. BINERT, Internet Explorer #1 Google Chrome S ANREERERFA LIES, *F Mozilla
Firefox, MEIEHEELSH Authorities (MANM) EIRF£ ESNEMIR SSLIES.

54 Linux VDA fRS28 LR ERSWIEBRER BRSJ[BIEBHEA “shadowingcert™”, HEEH
£R7 “shadowingkey*” (* #5=#&=, fl#0 shadowingcert.pem # shadowingkey.key) . EIRSEIIEBINE
AR [etc/xdl/shadowingss|l T, HERAZRIPRIE LT HB#ITRIP, MRBAMFBEERLER, Linux
VDA BT E R FIRERIEPREBHAXHE, MSHS Citrix Director HHEEKNK,

fERBER

£ Citrix Director &, HIBHFRIE, RERHRFFAEESMEPHERLUMA Linux VDA RIXEFE
Ko

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 204



Linux Virtual Delivery Agent 2209

Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state

Endpoint name
Endpoint IP

Connection type

Receiver version

ICA RTT

Latency
Launched via

Connected via

Policies

Hosted Applications

22 hours 24 minutes

MNEGLYUANZ04
10.157.12.55
HDX
14.7.0.13011

nfa

nfa

YZHIH-DDC.xd.local (10.150.153.4)
127001

Smartfccess Filters

EEMBE, ICA
EHITER

SIER PR

(FRCitrix Director &Fif) L2ETF—FHIVER, ERAFPATNS

/\ Allow an administrator to shadow this session?

@

MRABFREERE,

W Citrix Director HWRER—1END, BTRETEY ICARIE,

BXREZENFEEER, B8 Citrix Director 324,

PR

o RIEEFMEAT Intranet, EREATINEMLE, BMEET Citrix Gateway EZEtH2M1tk, Citrix IE42#iB
ESNERMLE T Linux VDA SIFERMEEEE,

- BETAEEYE, HEBERRETE ICASE, BLITEE NFHiFS,

. BERE C'itr‘lx Director B EEHE, RASET—ZHINES, EXAFATFNRIEHTER
REAERIFAFPATEZENRIEHITER.

o BIERKRIEICESEENRE], B 20 7, BE, EFIERERK.
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s M RIBEREH—IBERHTER. fill, NREER B ARKIEFEER A REEFIER, KA RIRMHIA
SESEMBNERAPEEL. MRAFPAR, EER ANEREEREL, HATER B WEFNERER.
MREERAR—RIELEZ—NEFIER, EAIEERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 RESARZS,

o Citrix Director ZfFigER FQDN MAE IP thiutkiZEZ B4R Linux VDA IRSS28, B, Citrix

Director ZFiRAMEEBMEMT Linux VDA BRS52889 FQDN,

HEHER

MBESFEELWN, BEECitrix Director BFEF Linux VDA E£i#1TEi,

7z Citrix Director Z i +

BEENEBHOFAARTIE, EEHAETEERERERS. HEEMLETN £ L©ZE ShadowLinuxSession
APl ¥Rz, WRETRREAFASRNHINGES, BEEEIKLK, EF5 ping VDA B FQDN BUIGIE Citrix
Director 2&aE0#T FQDN, IR wss: // EEHMRSE, BEREEHIEESR,

£ Linux VDA t
BINEHIMERERN, BEETERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log St LIREREX
%E, BIRE vda.log XF, BERITIUTERE:
1. #3l /etc/xdl/ctx-vda.conf <. BUEAERUTITURER vda.log BiiE:
Log4jConfig="/etc/xdl/log4j.xml"
2. 317 Jetc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy—-->

3. iBfTservice ctxvda restart &$UEHBE ctxvda RS,
YRR EER AR H L IR

1. RERESHEEABIERFIBLESIEFEZITH R .
2. 7€M SSLEYERT, WIMNEEERSRIEPNEAXNE, HREETERNBET.
3. #iA 6001-6099 ZEIREH BB OAFHMHNERIER.
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BAARS SFiPIERF

November 4, 2022

BRRSTIFEFBIRITERRRREAXERS. RUEREN, ZTFEFIEMBMNFLRSEE, HERK
HIBZEUBKER. RNEHNREIZRE [var/log/xdl/ms.log S,

[Ty

HEEE VDA B, mMARS TIFEF B BREEh.

AL E R EE R MNRRIEIE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf i
whitelist.conf (4B B % ThAE,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBRITUTHSUERBE
BRSSP IERF.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IREXHEARERBARSTIFEF. ERERSNNEER, HiEERSEERNINEE,

MonitorEnable: true/false (ERIAER true)

DetectTime: 20 (afi: #, BAE: 20, &/IME: 5)

AutoRepair: true/false (BiAfER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

tEEEXHEE B BANBERRS. AR TEOMRBMANRS, NTENFSEEFT.
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EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (HIEZMTERT, VAT LITE,)

- Operation: 1/2/4/8 (1=®KNZIFEMEILRS. 2 = NFRERELLRS, 4= EHBRS. 8
=518 Xorg #1E7% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf s EM BiriRSE 4 7i7E whitelist.conf X EiE, O 2REES TSR
THikes.

ERRBEREE, 157 whitelist.conf XX SHEEH (MATLER) . EXRFl, ESETENRE
BE,
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£fFlk ctxvda. ctxhdx # ctxpolicyd RS ZHi, 15517 service ctxmonitorservice
stop S UELEENRSTIFER, BN, SMRSTIFEFRERBIEELENRS,

X

TEMLAE

May 8, 2023

RFHIETWLAER

BAMRMEMSEAIER ctxsdecutil FEFEWE Linux VDA EHNLIEHIE, Eai8 VDA HIEENFESRIETH
HESIENLTEIE, EiB1T /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] @9, [—c] sRFXRENHE B —REIE,

o WARIEE

&

o HHIEHE.

o HHMRELRE
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o JER - ERIER

o FIRTTIZET(E]

o it ThinWire #5573
o HEMER

o HIHITEDHH

il

o BAIREHERH

et

o HIRENEEE

&t

xdlcollect Bash fizx

BFuUEREM xdlcollect Bash #ia 556 E Linux VDA ks F Jopt/Citrix/VDA/bin T, %
Linux VDA /&, AJlizfT bash /Jopt/Citrix/VDA/bin/xdlcollect.sh®m<RkERSE. BEMWE
RS, BESHAERNXHRPER—MNEENBEX . xdlcollect Bash MaAmIAER IR E RS K ESE
#y B2 L& 3 Citrix Insight Services (CIS), RERAE, xdlcollect ¥#&E LH =M ERRE upload_ID.
FHFREMNER AT B A RIBRESERN B E X . EtAF I UER upload_ID iAid CIS B EX .

XDPing

Linux XDPing TEAR— & <IN ARF. EAMB&ATIRE Linux VDA IR E IS M 12,

Linux XDPing TEEASHHIT 150 S MRIREGMIL, XEMAAB S LM T:

o« WEZEHE Linux VDA RHEER

o RAFMERITENGEE, @1 Linux X1ThR

« % Linux RiZRERS 4

o MEZBEEEATEERM Linux VDA 12EM B Linux Z1ThRIAIE
o BBELLERA Linux (SELinux) XA

o IRBIMEREOHREMEILE

o KETFMES XA AR E

o RETENENNGZRE

+ 0% DNS BEEHHITERIR

o IRBIEAREPNEBEFHOEEMNES. S5

S
I

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o EREIGEHLEMNZNERY BE R IETT
+ 1% PostgreSQL BRSEH EMEENIEZTT
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s WERAEEEEBAEMBERAOSTETH

+ 107 Kerberos FREHHITH B IIENIR

« 1% LDAP ERIFEPRARIKARS S

« 1% Active Directory EMEREEEMILE, URHFTIHENESTEMNG, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory A Linux i+E#H53 REYFTE M
« REMGRSHRIERR (PAM) BB

o ERZOEMEER

o WEZBRET Linux VDA FRENREE

* A% Linux VDA R+ EH IO ERENTE Y

« 1% PostgreSQL FMRIEERNTEN

+ 1% Linux VDA IR R EEEMRREMITIT

« 0% VDA 1 HDX EBE R 214

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. 51T B MR HE
« REHENZEEXE Delivery Controller 53

o WESMENSETFEREN HDX 21EMRE

s PIEAEXMHPEEREHES Linux VDA HEXHIEIRMES
o 1% Xorg MIRAERER

/A Linux XDPing T2
AR
izf7 ctxsetup.sh *& %% XDPing, aLiEfT sudo /opt/Citrix/VDA/bin/xdping &
XDPing.
Ita ST S 61E— XDPing FRER Python3 EilIFiE, RIS TEIR Python3 ENIFLE, EiRIEE
2 Python3 EHNFEHRISBAF R8I IZIFE,
ERRAEER pip TENTIRERIBEIR SSL EEHIR, BEEEUTEENAME /etc/pip.conf X!

[global]
trusted-host =

pypi.org
files.pythonhosted.org

XDPing Hfi# Man< shell BTHE A xdping HENEHRIT .

ERRESITIAR, EEA —h %
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sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

EEfT2ENR, BERMEAEAGSITERNER TIET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

E7ER% Linux VDA BRI-EZFIEIRE, EiET pre-flight Mid:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUEITRERMIALS (5130, BSEINIRA Kerberos MR , &R —T EI:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRMESEM XenDesktop =128, 1EHITUTIRIE:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

ThlEE  TERIETT Kerberos MidHRAIEE
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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Hth

November 4, 2022
KESABTEE LT EA:
« JEATF HTML5 B Citrix Workspace M AEFZ 1%
B Python3 EINIFiE
+ ¥4 NIS 5 Active Directory £k
« IPv6

« LDAPS

Xauthority

iEATF HTMLS &9 Citrix Workspace N BiZF%F

November 4, 2022

AIEMIEATF HTML5 89 Citrix Workspace R Ri2FRE#iAIE Linux I\ ARFNSE, MERKE P mE
%2 Citrix Gateway., BHxERTF HTML5 # Citrix Workspace MWAEFHER, ESH Citrix i,

BALLIhEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7z Citrix StoreFront #1, ERERTF HTMLS5 89 Citrix Workspace K B1ER.
BXIFMIE, BHSRAFIRPOXE CTX208163 8 “F& 17,
2. BH WebSocket &%,
a) 1£ Citrix Studio 41, 3 WebSocket ;& Z5E8I%E 1 72F.

EE T LIS B Hith WebSocket 588, B* WebSocket SEEEMTETIR, 1585 WebSockets 5881&
=

b) 7£ VDA t, #RILIAFEFHER ctxvda BREM ctxhdx RS, MFEREERK.
c) VDA E, BT T@<$HiZE WebSocket (il 2 2% EEIB T,
netstat -an | grep 8008

WebSocket il s FiziTIRESH, S<HBMTAR:
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tcp O @ :::8008 :::%x LISTEN

AR EETLUSA TLS ME LR WebSocket T2, BXEA TLS MEBENER, ESREH TLS
RIFAPRIER S,

872 Python3 EiIFiE

November 27, 2023

MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpingsk /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<aLoIE Python3 EilFiE, B, NRXLEHSTECE Python3 EIFE, T
B EMEERE, WA UFelE, AOFANBT AESEMEEEN Python3 EMIFENKEXEMTE,
Jopt/Citrix/VDA/sbin/enable_ldaps.sh

BEEMN

o WREABEEMERAEEAR /opt/Citrix/VDA/sbin/ctxpython3 BR.
+ Python3 i EMREXHBEEEME. AUM https://pypi.org/ FTERES .

tl7 Python3 EilifiE

BEERU TS ELUEIE Python3 EHIEFE:

1. =% Python3 &#i,
+F Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy—-->

3tF RHEL #1 Rock Linux:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

=

AR

TRIREN NN EEREST ERTEF LA/, X F RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms &<, %+ RHEL
8, #HIE 1T subscription-manager repos —-enable=rhel-8-for-x86_64-

appstream-rpms &<,
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3¢F Debian 3ki%, Ubuntu:
apt-get -y install python3-dev python3-pip python3-venv libkrb5-

dev
<!--NeedCopy-->

xtF SUSE:
zypper -n install lsb-release python3-devel python3-setuptools

krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. fli Python3 E#IIFE,
P~

BRREMER pip TENTRESBEIR SSLIEEEIR, EERBUTHEENFME /etc/pip.conf X
R

[global]

trusted-host =

pypi.org
files.pythonhosted.org
%1F Amazon Linux 2. Debian. RHEL. Rocky Linux. Ubuntu:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

33F SUSE:
export PATH=$PATH:/usr/lib/mit/bin:/usr/lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo 1ln -s /usr/include/gssapi/gssapi_ext.h/usr/1lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

3. %% LDAPS #&#iI,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy—-->

4, %% XDPing {&k#iTl,
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sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

¥ NIS 5 Active Directory &5}

October 31, 2022

AN BAIMAETE Linux VDA i SSSD 3 NIS 5 Windows Active Directory (AD) /. Linux VDA ##14
Citrix Virtual Apps and Desktops H¥I— R, Eit, ©5 Windows AD IMEEZLE S,

A NIS (i AD) £ UID A1 GID RIEiEFEXRKFES (BFRRMNZEBAS) 17 AD M NIS i8R,
AR

e AD ARS8 HITE M IIE. A32# NIS+, WRfEA NIS fF8 UID 7 GID =##1EF, WABEAXE
Windows frs328#9 POSIX B4,

.

A ERREF AR Linux VDA BEF %, XM ENBFRHARG. 33F RHEL/CentOS K17iR, 1BRER
# Linux Virtual Delivery Agent for RHEL/CentOS #8935t BR#1T#&1E. 33F Ubuntu &1ThR, 1BHRIRRE
Linux Virtual Delivery Agent for Ubuntu /#935% BE# 1732 F.

SSSD Bft4?

SSSD B&LFiriEF. HEBEINAERN T RIBE o] ARG MR F BN SR a0E BRI T2 R IRH X H
HITHMIIE, TRt PAM 0 NSS mMiEiR, FRAILIAYT BAFEEXFET D-BUS B9iE0. ItIMEiRiEHELy
RYERIE KA B A AR P ik P ALY R AR P 3R

¥ NIS 5 AD 15/

2R NIS 5 AD &£/, FMUTIE:
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#$12 1: % Linux VDA 705 NIS &%

ECE NIS EFim:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

RE NIS i5;:
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7£ [etc/hosts #i7mN NIS ARSS3B8FZ A IR [P Mok :
{ NIS server IP address } server.nis.domain nis.domain
i@ authconfig@iE NIS:
sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.

nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain £ NIS IRE2EMIEEZ. server.nis.domain 2 NIS IRZ2BMENZ, WAILE NIS RS2/ P i
ik,

ECE NIS RS

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

R NIS BB LEH:

ypwhich
<!--NeedCopy-->

BIERTM NIS BRSSEBRIBIKFEE:

getent passwd nisaccount
<!--NeedCopy-->

AR
nisaccount £ NIS AR528 EASEPR NIS kP, #fR UID. GID. EBERMER shell fIBREHERE,
$ 2. 5/ Samba mMAHEIEEN keytab

SSSD HFRMEAFIMNHFMEER RS keytab XHH AD BFIRINEE, SULXLTNRERILURA/MAE, GIE:
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« adcli

« realmd
e Winbind
« Samba

N

o

BANE Samba A%, 3F realmd, i&5i% RHEL 5 CentOS A HY, HHAEAEE SSSD Z i

-
BEl

N\
|IE:

U]

TX
/3 Samba MAEHEIZEH keytab:

EIEMEE T UTFXXHM Linux BFPELE:

« Jetc/krb5.conf
« /etc/samba/smb.conf:

BHITENEE N#4T Samba # Kerberos 4331 :
sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=

REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Hr1, REALM 251 Kerberos $figi&#5, m domain 2159 NetBIOS &R,
WREEBD DNS T KDC RS B[BMBHZ R, HB U TR MEIANEF NS S:
--enablekrb5kdcdns --enablekrb5realmdns

17+ [etc/samba/smb.conf H#E LU TEBFHME [Global] 9 T4, {EEMk#E authconfig TE4EMMESE
m:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZskiEayigizhlsgelinie, mEESEEEREITENRMEIER AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#F, user 2SS ENFMEIEEBF,

$B 3. igE SSSD

188 SSSD WF BT

o £ Linux EP iRt B %% sssd-ad 71 sssd-proxy #4a,
o IFEFHE (B0 sssd.conf) HITEREE X,
« 55h sssd BRS.
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[etc/sssd/sssd.conf sssd.conf BB G (AJLURIBEERINEZEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true

re_expression = (((?P<domain>[A\\]1+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@

(?P<domain>.+$)) | (*(?P<name>[*@\\]+)$))

id_provider = proxy
proxy_Llib_name = nis
auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory

domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working

# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD

side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not

available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

% ad.domain.com. server.ad.example.com Zift HENHNE, EXFAEE, ES# sssd-ad(5) - Linux

FM,
33 sssd.conf i& B X {HFFRAARFNAGR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

$I% 4: 2B NSS/PAM

RHEL/CentOS:
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&/ authconfig B/ SSSD. %% oddjob mkhomedir LIHREEBE REIES SELinux &
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e

f2& Linux VDA i& BT, B SSSD E (& LirigE, mixd Linux VDA BF G ERHIZE, Xt F ctxsetup.sh
MR RYERIMBR S 2R, BERRRINME,

$ 18 3. I0iF Kerberos &
7T HaixR Kerberos BIEMEE N A5 Linux VDA BREER, ERERY keytab X 2R ECIEHERENE
£A:

sudo klist -ke
<!--NeedCopy-->

EaH<C R REMEFRBMSHREFAAR BNERTIR, E17 Kerberos Kinit &<, MUEAXLERARGIEFER
BT ENBISH !

sudo kinit - k MACHINESE@REALM
<!--NeedCopy-->

HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U &#AR, BWRERTHEM. MRIHSRINET, WRKERE@HL,
ERUTaRLIIETENKAE TCT RIEEERF:

sudo klist -ke
<!--NeedCopy-->

SR 6. WILARF SRRIE

fEF getent S LHIAISHIERIB AR NSS BE T1F:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 HER XSS, IRFEEAZ—HEREN, BEER getent s #H1THIIE,
SPFPNEREINWOT:

o EEFERZF: DOMAIN\username
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« UPN: username@domain.com
+ NetBIOS miZ&: username@DOMAIN

EI0IF SSSD PAM R BB IEHEE, BFEREAF A ER Linux VDA, Z#AF kP LIETR S FERE,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESE RN TSRO uid 1T Kerberos EiREE 4

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

LA Kerberos RIREFTFNRIBERTEMERTH:

klist
<!--NeedCopy-->

IPv6

October 31, 2022

Linux VDA 3z3% IPv6 LUfES Citrix Virtual Apps and Desktops #i5—2. FEHILLINEER, HFEUTEI:

o WFACHRIFE, BRIFESXNEA IPve, TNER IPv4,
o MR IPV4 IFEHREAT IPV6, Linux VDA BL£1E1T.

HE:
o BAMMEZIFERIN IPV6, MIERERT Linux VDA,

« Centrify Rz#34i IPv6,

Z% Linux VDA BY, REEST IPV6 iTEAISHRIIZEES.

77 Linux VDA E2Z& IPv6
B Linux VDA WIERE Z A1, IEHRER Linux EMWLLIFIE IPV6 MEDET. BRDS IPve BEBER XHEMER
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”
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“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”
<!--NeedCopy-->

%1% OnlyUselPv6ControllerRegistration i & 1 757 Linux VDA L=/ IPv6:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "

OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

R Linux VDA 5Z4MKED, MELER ControllerRegistrationlPv6Netmask 5 AT Linux VDA 7

MEYRILEEO
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }

" ——force
<!--NeedCopy-->

5% {IPv6 netmask} &k ELAIMLLFES (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ## IPv6 SERIFMES, BB IPv4/IPv6 Z#5,

HUPEHERR

RERR IPv6 MEFIEHER ping6 12 AD # Delivery Controller & /A,

LDAPS

November 4, 2022
LDAPS 2R E B FiAA MY (LDAP) R £hk4x, Her LDAP @S/ TLS/SSL #17m%,

BIARINZEER P ik SRS 2R A2 28189 LDAP &S, &I LDAPS, &aJLUfRIF Linux VDA 5 LDAP RSS2 28]
B LDAP ZiRE,

U Linux VDA 4472 LDAPS EE BB KHL:

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller &
o HRERARSS: SRBSIT(E

ECE LDAPS ;5 R AT iE:

« 7£ Active Directory (AD)/LDAP Br$333 =M LDAPS
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o SR CA LMHEFIRER

+ 7£ Linux VDA LiEF/2F LDAPS
« NE=FFEEE LDAPS

» B2E SSSD

« F2E Winbind

+ B2E Centrify

o B2&E Quest

AR
BILUETTUA T ap< /0 LDAP BRSS 221G B MM E . BUAER 15 D80, BEDREIEEN 10 5%,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

72 AD/LDAP fr5528 L= LDAPS
AT L 3 Microsoft SIEBM & M5 (CA) Si3E Microsoft CA 2 A& N IEHAYIE PR B MAET SSL #9 LDAP
(LDAPS),

R

7EEE 2 R liR CA R B EIE A LDAPS,
BXRUMAIREEBHIIE LDAPS EEmi#4Mi= S, 50 How to enable LDAP over SSL with a third-party
certification authority (Jfa{EBNE =IEBMAHAEAES SSL 89 LDAP),
LEE— M ZRIEBMANMBRERE, SEHEH2s R BRERT LDAPS SHKRIEMEEIEH,

BEXMEAERZRIEBMEANERREN RTS8 B A LDAPS 8158, 52 LDAP over SSL (LDAPS)
Certificate (3@ SSL #9 LDAP (LDAPS) JE#) —X,

BRRIEBMANALUMHE P imER

FERiRGIER LDAP RS EREER CA MRENER. EARFIHEA LDAPS H130E, BRHR CAIEBISANERE
R,

BEXMASHR CABEMEE, ES1A Microsoft 25 Web 345 LB How to export Root Certification
Authority Certificate (AN SHERIERMENI) o

£ Linux VDA t/=/M=52 A LDAPS

Z7 Linux VDA EEASEA LDAPS, BETUTHZ (TUEEBRSHERMN):
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L BIEEREUTARAR:
o BIETRMHAIR CAEHEAET SSL/TLS # LDAP:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->

 FA@EESE®S SSL/TLS =/ LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

AR

AFEESERR CAIEBHUIRA PEM 1. INRBA LDAPS TNl Python3 BiINIFiE, 15
BB Python3 EHNFIE VIR BEF shel EIZIFE,

ERROREERA pip TANTIEERIBEIN SSL IEFHIR, BEERGUTEENARME /etc/pip.conf X
ffrh:

[global]

trusted-host =

pypi.org
files.pythonhosted.org

 ELREIREA SSL/TLS #9 LDAP

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L BT LDAPS # Java ZAE(T [etc/xdl/.keystore, SEMAGTMRINEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HNE=FHFEEE LDAPS

P& Linux VDA A5k, BB SN METFIREERER S LDAP 89 VDA B =S H4A M, flgn SSSD. Winbind.
Centrify #1 Quest, U T&ES AT W@ LDAPS. STARTTLS 3§ SASL &R MiEfRER S LDAP,
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e

HIAFFFA XL A MR SSL IO 636 KHfR% 2 LDAP, HEXZ#EiE LDAPS (%0 636 i@
SSL 8 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIEEIAEIRO 636 skim O 389 LAELE SSSD &£ LDAP FiE, BXEMELR, 1ESH SSSD LDAP Linux Ft
T

Winbind

Winbind LDAP Zifif£f8 ADS 735, Winbind 7£#8 0 389 E{Xk#¥F StartTLS /53%. S MMNEEE 4R [etc/sam-
ba/smb.conf 71 /etc/openldap/ldap.conf (33F RHEL) =% /etc/ldap/ldap.conf (3F Ubuntu), #%uT
Ffr BB B e ST 1

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

5, FLUEIT SASL GSSAPI &8 MitEfEL e LDAP, B8RS TLS/SSL 77, EE/ SASL %, BEX
smb.conf fi2E:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7250 636 £z #F LDAPS, BE7in0 389 LiRL LM, EXEMER, ESH Centrify ik,

Quest

Quest Authentication Service %0 636 L323F LDAPS, {B7#Eix0 389 LEREMAERHEREME,
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HEHER

fERILLINRER ATRER S & LA T Rl :
+ LDAPS fR5AT A%
&1L LDAPS &2 %7E AD/LDAP fR%588 LRI A, BIAMERT, WO 636,
+ BAT LDAPS B Linux VDA 55k
393E LDAP RS BMIFORSEEEMRRE, BEL0EIR CAIES, MIRHES AD/LDAP BRS323ILAD,
o BIMEIRMBROEMRIN

INREXKEFR enable_ldaps.sh BWER TEINEH T LDAPS #8XHEM RN, WAIAERIF LDAPS A
BRI

o LDAP i i@d SSL/TLS M Wireshark sifEaE MK ST T EINE
BN LDAPS, i5in1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh 3&4l#17,
« %%5kE8 Wireshark siE M H AWML EREEM T AN LDAPS 8
&% Linux VDA EAFI4ESRBS (4T & HEL LDAP/LDAPS 2.
o FTixiEid1E AD AR528 £i=1T ldp connect 163F LDAPS =T A%
£/ AD FQDN fi3E IP ik,
o Tiki#Eidiz1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh filZ<S N\iR CA iE+H

ERM CAIEBMTTREE, HBIMR CAIEBMXERTER. ERSZXRFNAZEH Java Keytool 8%
Bo MREREIFFIRFIIL, ERILTERIRER, NRBINEBERIED, RIVZIEMER base64 figHy
PEM &z,

o TiEET Keytool -list £R=1R CAEH

@igizfT /opt/Citrix/VDA/sbin/enable_ldaps.sh 5B LDAPS B}, SEFE#H S N E
/etc/xdl/.keystore &, HGBEBURIPERE, NRSIZTEBD, AIUERETZHEAUNERHA
[

Xauthority

October 31, 2022

Linux VDA R X11 B/RIheE (84 xterm# gvim) #TRERIZEAIENIRE, LINEERENENZ SN
& LUHR1R XClient 5 XServer Zalf@&ER 4.

AILLEI MM A ERRILEREBENNRE 2!
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« Xhost, BilERT, Xhost RaiFattEHN XClient 5 XServer #1Ti@15, MREFEAIFIRIE XClient 513
XServer, MFETT Xhost @B FIHFEITENNNIR, JE, tbALUER xhost + LA FER XClient
E1%E XServer,

« Xauthority, TUESTMEFNEEZRHTHE . Xauthority X, ERTHEIREGFMHEE xauth £AKN
cookie FLUAT XServer #TE 3 YIE, B5h XServer £l (Xorg) /&, % cookie ATWSZFEET
HIEREHIT B I8,

TRRE

Xorg BaiRt, .Xauthority x#igEiEEs Xorg, Itk . Xauthority XrEEUTTE:

- BRHE
o IEFEIERIY
+ cookie #i&
AILUER xauth eSSt ., fign:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908f11624b
<!--NeedCopy-->

R XClient iz#2iE#E3 Xorg, MATHER D BE MY

» B E XServer 19 DISPLAY IFIZ L&,
« FRENESE Xorg W EAF—4 cookie #i2r . Xauthority X,

fdE Xauthority

Z7f Linux VDA L5/ Xauthority LUG#1TIZIE X11 2R, K62 TEAENERRD:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"

-d "Ox00000001" --force
<!--NeedCopy-->

Ef Xauthority 5, Foit@IEHAZEERE . Xauthority &zl XClient:

o Fupf . Xauthority x#&iEss XClient
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B&h ICA £3&/5, Linux VDA 34 XClient £ . Xauthority X, HEZXEEFEEEERBFANER
Frh, AL . Xauthority XHEHIZEE XClient i+&#1, FHi&E DISPLAY 1 XAUTHORITY i
BT E, DISPLAY 27%#7 . Xauthority X#HFHMER%HES, XAUTHORITY 2 Xauthority A9z
HERRE, FldN, IFEFUTHS:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy-->

=W

INRKi&E XAUTHORITY IFRZE, WEIAEHA ~/ . Xauthority X,

o BEEHAZEERE . Xauthority &3 XClient

REENAXNEANERAFAEHEHEZTTIER. Y Linux VDA B350 ICA £3EH, BEEFAFPNIERTOE
Xauthority Xff. MREFEERS XClient £#2, BPABEFmRL . Xauthority XtEHE
XClient, E#%&Z DISPLAY #1 XAUTHORITY IfiBL 25, §BNTE XServer £EFER GUI,

HEHEER

IR Xauthority T2 EHET, BRBHIEHRS BH{TIRME:
1. LUEA root RUIRMEIE R BAIRENFTE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

e <R BB ENIEFEEE Xorg B Xorg #iZMEH. S—MSHBTEAN . Xauthority Xt fl

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£/ Xauth &< E7R cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. FA Xauth &< 28R ~/ . Xauthority #E&M cookie, MRETHSHER, NETH cookie BM5
Xorg #1 XClient 89 . Xauthority Xf&# cookie .

3. W% cookie M, BB ESHEEMRFEM Linux VDA B P #uibif R Bk, HREEAHAMNEENET
=,
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Blan, 7£ XClient &M EBITUATFH<:

telnet 10.158.11.11 6160
<!--NeedCopy-->

IHO5 7 6000 +\< 2REE\> B2,

INRUE Telnet $1ERIKL, B AIERTAEIERELEIER,

S nIRiE

November 4, 2022
AN EEUTERR:
 f#M Azure Active Directory #7853 183E

¢ WRRBERERI NI

&S0 IRIERSS

3F SSO H 33

- Wik

EZAP#HITHRESHIIENAR

#F Azure Active Directory #1755 30iE

September 25,2023

AR

HIhEESGER T Azure F£E/I VDA,

RIBEMER, BILE Azure FEFERMFHZERA Linux VDA:

o JOANT Azure AD DS #9 VM, VM BIINZEI Azure Active Directory (AAD) i5iRS3 (DS) I &rvis. AP ER
HIERER VM,
o RIMANEH VM. VM 5 AAD #RIBARS SR LIRERAF B9%iE. AR ERE AAD FIEER VM,

A% AAD DS #1 AAD p9ix2 8, 1E8XE Microsoft Xz,

AN T MEIERINIER VDA EEAMEE AAD FRIRARS
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XFFHRIThR

Ubuntu 22.04. 20.04. 18.04

« RHELS8.6. 8.4. 7.9
« SUSE 15.3
« Debian 10

BXFAER, 15

BRI R TS 7%

=

=

X5 Microsoft X%,

£ Red Hat 8.3 #1 7.9 /1, 7E#1T AAD AR B4 %RiEZ/G, PAM (Pluggable Authentication Module, aI#k

BMWIEER) pam_loginuid.so F&I&E loginuid. LhiaAELE AAD A iAIE VDA &1,

EfRIEIR, B /etc/pam.d/remote #iERE1T Session required pam_loginuid.so.

BXRG, 1E

SR TREEE,

#EPAM-1.0
auth

auth
account
account
password

substack
include
required
include
include

password-auth
postlogin
pam_nologin.so
password-auth
password-auth

# pam_selinux.so close should be the first session rule

selinux.so open should only be followed by sessions to be executed in the user context

session required pam_selinux.so close
[#scss‘.on required pam_loginuid.so I

an required pam_selinux.so open
session required pam_namespace . so
session optional pam_keyinit.so force revoke
session include password-auth
session include postlogin

S8 1. 1£ Azure [JP _EOIEER VM

BIEER VM H7E VM %% Azure CLI,

1. £ Azure 1P L, BIERIR VM, ERERE + IR Z A1, BESHEEEIET £ L% Login with Azure AD
(/3 Azure AD ER),
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Home > Create a resource

Create a virtual machine -

Basies  Disks  MNetwaorking Management  Advanced  Tags  Review + create
Condigure maniioeing and management options for your Vi
Aqure Security Center

Azure Security Center provides unified security management and advanced threat profection screas hybrid cioud workdasds
Learn mare

[} Your sbscription i protected by Anure Security Center standard plan.

Meitoring

Boot disgnostics (®) Erable with managed storage sccount (recommended)
{0) Erabole with custom starage account
) Disable

Erable O guest diagnostics |

Identity

@ Srvtem managed sentity mut be on b logi with Azure AD credeniish.
(¥~ e

AT Mg

Arure AD

) REAC rote assignment of Virual Machine Adminktrator Login or Virnual Machine
Ukt Lisgin is niguiree] whan Lting Afure AD login. Lagen mate

W Azure AD login mow uses $5H certifcate-baved authertication i et b use n S5 chient that supports GpenSsi
eestificates. You can e Aruse OU or Cloud Shell from the Az Portal Leam seee

Auta-shutdown

Erable auto-shutdown :l

Backup

Erable backup O

Guest 05 updates

Patch echettration sptians maege cletanlt r

) Some patch orchestration options are not available for this image. Learn more

[ reven - cvve I Ty W

2. 7EiEHR VM E%=% Azure CLI,
BXEFAER, FBEXE Microsoft x &,

SR 2. FER VM LEEERE

EHFEME, BREBEA MCS 72 Azure EBIE Linux VM FRE9SEE 3. & EMERHITERME,

S 3. BIER VM &8 RRIMNFER

IR EMRGSS, BREUTIER VM RERRIMANSEIE:
1. MR E T T

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. #3 function read_non_domain_joined_info(), #A&E¥ NonDomainJoined B{&
BXA 2. BXT6, ESRLTHER,

function read_non_domain_joined_info()

{
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log "Debug: Enter read_non_domain_joined_info"
# check 1f websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

${

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
f

}

<!--NeedCopy-->

3. REFES.

4. XFAER VMo

HE 4. MiER VM 812 Linux VM

ARFARIMNENER VM 5, BRBUTESELE VM.
1. &%= Citrix Cloud,
2. Wi Citrix DaaS, ARHRTERLESEIEH A,

3. EHENBRT, ERER Machine Creation Services MiEHR VM I Linux VM, BXiFAEE, 585
Citrix DaaS xx#4srfyR NN VDA,

S8 5: % AAD A kP 9 Ec4 Linux VM

BIERIMAER VM /5, NESE AAD BFIKF,
25 AAD AFIKF 224 VM, BRITUTHE:
1. EREERKF AR VM,

2. 7z Identify (i3%1) >System assigned (R%HE) EW+£ L, B System Identity (R44RIR).

| Identity
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3. 1£ Access control (IAM) (ializ%l (IAM)) > Role assignments (B&5E) #EF£LE, #3 Virtual
Machine User Login (EWIAFESR) X, AERIEZEHRM AAD BFHF,

A | Access control (IAM)
Virtual machine
R Search (Cmd+/) « ~+ Add | Download role assignments == Edit columns () Refresh X Remove 27 Got feedback?
K1 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
B Activity log
Ao Access control (IAM) Number of role assignments for this subscription
@ Tags 2 2000
£? Diagnose and solve problems
O Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
& Comneat [[] Name Type Role Scope Condition
® Disks > Contributor
4 size > Owner

©Q  Microsoft Defender for Cloud
 Virtual Machine User Login
@ Advisor recommendations

il i icati O . User Virtual Machine User Login © This resource None
Extensions + applications

BERFIRIMAER VDA

FRALFHNRLAF A LOEI RIS NERRIMANZEE VDA, FAP B TFIR:

1. =zh Workspace M AR, AEETHA AAD AR 2MEBE RS Workspace, LtEHE 2T Workspace
DAL

2. WMERMAEHEE, IHEET AAD ER0TH.

ZOEEA VDA LigBMERERME: &&MREE AAD kP /ZiE, BUAERT, Linux VDA ERIGEREE
FHEL3 AAD BFR#HITEHWIE, MTFFR. FAEER, ERALRESEREIENER S AAD kP /253,
BEXFAY R, BSRUTEHD.

B8

3. RERR LA, BEUTARZ—ERIIKRERIE:

« 1 QR REIHBNIZAED,
N\ AAD AP &FE.

¥4/ AAD K [ZREEFRIER

BIAMBERT, Linux VDA ERIgEMREI AAD BF#ITEMHRIE. BXEREE, BESHXE Microsoft X &, B¥
HRIEXEN S AAD kP /25D, BEHRITUTSR:

7£ VDA BT TS, HELEMRD AADAcctPwdAuthEnable, AEBEEEHRN 0x00000001,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0x00000001" --force

<!--NeedCopy-->
AR

A ERERTF Microsoft ik E A 7 WESHIIERIKF,

WX R B RERENINIE

November 4, 2022

A LUK A Fisia StoreFront A& ER AP EIEENEIERTF Linux 8 Citrix Workspace [z B 2 Citrix
Receiver for Linux 13.10 # AuthManager #&ker, JENG, EEUERZE PR Linux BIMKSESIEFRE
WREMEZBER, MEFEEANRFEE.

AR

iEATF Linux B9 Citrix Workspace [zA#2FH Citrix Receiver for Linux 13.10 #51tIh#E.

ERALLIhEE, BRITUTIRE:
1. 7 Linux VDA L, &#i&BTF Linux i Citrix Workspace B2 Citrix Receiver for Linux 13.10,
M Citrix Workspace B 2=, Citrix Receiver 89 Citrix FE T FHABR N BIEF.

k=27 [opt/Citrix/ICAClient/, MNRERLAREFRETHMEEZF, 15 ICAROOT IFELEiE
BNiEmRRRERZ.

2. 7z Citrix StoreFront BIRizHIAH, NEMRKAFERD HTTP BEASHEIES %,
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
| Method | Settings
#  User name and password
[ | SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -

Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o [T

3. BT AMRMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EZARSHIIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. BEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BITUT < UBRAZIN6E:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x0000000601"

<!--NeedCopy-->

6. Bh Linux EMKESIFEMZRIEFHERT Linux B9 Citrix Workspace Rz f#2RF =k Citrix Receiver for
Linux 13.10,
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Bxash Citrix Workspace M ARRFE, RASRTNERANNAEEKF . UWEERIUBHE R ZAHEEN
N ARmEfE,

= .
=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - »

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

K& B NIRIERS

February 9, 2024

AILUMERBE A B PIIEARS (FAS) X4& R Linux VDA BB P #1TSHIIE, 3T FAS ZRIhkE, Linux VDA &
5 Windows VDA R Windows 18, Bx5 FAS BE2E& Windows IFBHER, BESHEES B HRIERS. &
SR THFETF Linux VDA BIERIME B

AR
¢ Linux VDA AXFIERIT AR,
« Linux VDA EF5EE#E5 FAS RS SBEHEIE.

o B 2206 KR, ERILUEE ctxsetup.sh By CTX_XDL_FAS_LIST #£ Linux VDA iz B E X FAS %0,
BXFMER, BESRETENLITHAY Linux VDA REXE,
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7£ Linux VDA L E FAS
RHEL 8 71 Rocky Linux 8 3715 FAS

FAS f&#iF pam_krb5 1=, ZiEReE RHEL 8 #1 Rocky Linux 8 E2%H. 7 RHEL 8 #1 Rocky Linux 8 £f&
F3 FAS, EHRINTFFRME pam_krb5 #&R:

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J5{3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 72 RHEL 8 #1 Rocky Linux 8 :#zi %% pam_krb5 &%,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

185 FAS k5328

EELHM Linux VDA REHRER FAS, 575817 ctxinstall.sh 8¢ ctxsetup.sh B3N NE & FAS ARsZ2889 FQDN,
BT Linux VDA R3z3% AD RS, ERILIERAIRHELIS S SR FAS RS 8BMTIR, MRMIERT EAARSS 25t
JEEH <none> XAFRHREFZETH, HEFREEHARSSHIMIRFE.

EFAHIMAR Linux VDA R%, AILUEHIGT ctxsetup.sh FKigHE FAS IRE88. &, HALUBTUTHSR
IRE FAS BR$338, HEFEDN ctxvda RREUFEIREER.

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" —-v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

E@Eid ctxreg B FAS fR%SE8, BETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"
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service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ZRIED

BEISERAFPRSES, 57 VDA ERER CAIEBLUNFREHRERER, fli0, BRER CAIES, iEMATEHNM Microsoft
CA (7£ AD 7h) 1% CAEBP BHIKEYAD RIEH, EBEMIR CARS® http: //CA-SERVER /certsrvTF
# DER BXBNZIEP.

AR

U TS &R FEERIELES,

BITEMI TS DER Xt (.crt. .cer. .der) %)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

ARG, BITEMINTH&HSIER CAIEBRESR openss L BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

=,
AR

BEDRER CAIEBET [root BET, TN, FAS BAUZEUR CAIEH,

i517 ctxfascfg.sh

izfT ctxfascfg.sh fiZ<UEEE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINFETE, UE ctxfascfg. sh TUESRRIER TiaT:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: %= Active Directory &£ 5%,
ZFEERRE CTX_EASYINSTALL_ADINTEGRATIONWAY B39 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFIEECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECSHERE,

+ CTX_FAS_CERT_PATH =<certificate path>: {5EEMERITFBHAE PEEBHTERRIR.

+ CTX_FAS_KDC_HOSTNAME: 7£i%#% PBIS BHEEZHATHL (KDC) BENA,
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« CTX_FAS_PKINIT_KDC_HOSTNAME: #5%E PKINIT KDC £/ &, MRIESHHE, TWZBEHEH
CTX_FAS_KDC_HOSTNAME,

EIRIEHERY Active Directory &pi757%, AERAEMIIERRE (H1W0 /etc/pki/CA/certs/).
HIAPEE R krb5-pkinit #1 pam_krb5 -, HigBEBEXMEREX 4.

PR

 FAS X#FEMIRM Linux £&H AD Mm%, ESHUTYIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 =2 = = =z
Debian 11.3. 2 2 2 =
Debian 10.9

RHEL 8.6. RHEL = b~} = =
8.4

RHEL7.9/Cent0OS 2 b = =
7.9

Rocky Linux 8 = = & £
SLES 15.3 2 2 =z S
Ubuntu 22.04. = b} = =

Ubuntu 20.04.
Ubuntu 18.04

o FAS BAXHEBERE. MRESERREMUERE, WEEER FAS ERERZAIE.

o WA S 510 RIEIRS AR SR — X R ERE I FAS 218, F83E Windows 10 Azure AD
Bz

B
7EXt FAS BHTHIEHIR 2 /i, ERECREH EMRECE Linux VDA, HERUERERSMIRIEEE ANABEPRK
ThiEehik FAS i,

WNRIE FAS 2EEFEIETT, FREREHN HDX BELIREN “VERBOSE”, 3% VDA BELNIREN “TRACE™,
BXRIARA Linux VDA BRRERASERNER, BESRAFIRHOXE CTX220130,
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FAS RS323ECEHIR

M FAS N EBIEBh=IER K.
#% [var/log/xdl/hdx.log HEHL MM TRENEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix—-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERAE  EETUTHS U Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
REIZE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMBECERER, BFRBAEIZE FAS RSBSBIREUERLE,

CAEREEHIR

M FAS NBBERHERK. BET—TMREEQ, FENPHEER.
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Invalid Login

ﬂl(l

2021-01-28 01:47:46.210 <P30656:S5>
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5>

17 [var/log/xdl/hdx.log HEHKL MM TRENEIRAE:

citrix-ctxlogin:

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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RAERE WIHEREERE /etc/krb5. conf REWHIEEEMEIR CAEBMAEDEIIPHTERRR, TEERRZ
WA

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

MRMBREFER, BRRBAIENZ SIS BERNEH#TIRE,
gE, WER CAIEBREEN.

SO P BR ST FHR

FASEZET SAML 513183, ADFS FIF7E ADFS ERTTH HMANAFRRMENLGE, T THER.

There was a failure with the mapped account.

ItbEAIRFRPAEALINIIE ADFS BB, B AD B BEEEMEXAF.

fRA%E 1L AD LIRBEBERIKF.

KECE ADFS

ZHER FAS NAREIEPHIATHEIR:
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The Identity Provider has not been configured by the
StoreFront Administrator

3 FAS R FEEIEECERER SAML S4583E, B ADFS BER, SHIIRR,
RRBR NKAFHNIEARSEE ADFS IdP, BXEMER, BBIAKE SHIEARS ADFS 21Z,

BXES

« JBF FAS BREBEEXS B HIIEARSS (R RS EHA — S Hh i LABESE.
o BRESNRIIRSSRALE—BEPRIINT “BIESE XE,

Ea)

WIRIEEMEA FAS, NRRBEEEFREFHTNELATRENANBEFRIEN, AESKK.

& C | A Not secure | bttps:;//ddc.yw.local/Citrix/FASWeb/ W

Cannot start desktop |Er€ceiBafive TUET

testwHMRHELT4"

BRI E

£ CA TAFAEH T Manage Templates (ZIEiEiR) LU Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BTt Active Directory 52##&) s Supply in the request (£
ERAPIRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

3k SSO S 3iE

October 31, 2022
AR X407 Linux VDA £EFBIE SSO BHI8IEMES,

5%

RIAMERT, Linux VDABBRESESR (SS0). ArER—HEEE R Citrix Workspace R B#2FH VDA £iF.
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AP ER—HARRNERER VDA =1&, 157 Linux VDA 2 SSO, TRIIETIE SSO =L HHAR &
PIIES ERAE S,

Citrix Workspace M Bi2F VDA &i&
BFR& BFR&
Baek BFR&
BFR& Baek
2RSSO

721289 Linux VDA LiEfT AT &<
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "

fPromptForDifferentUser" -d "Ox00000001" --force
<!--NeedCopy-->

November 4, 2022

B R Linux Virtual Desktop 2iE8Y, AIMERERIIEFHIRENEERHITSHRIE. HIHERED ICASEER
EHLEEHITHEEFEEMRRN, ERIUEREREREEF. BHISERXERRNEFES. NENBREBF
R AR [E) Web i 34T S 301,

FFUkIhEE, Linux VDA EB5S Windows VDA #HRIMERE. EXFAER, BSRAXTNE BESERHFIELHS,
AR

FZH#E Linux VDA iR ERAMSTHEEERE R Citrix Gateway.

wEEMN

BReFERBMNIEIEA T AEEUR T LU T &4
o f&f Linux VDA REFE TFTEER— P KITHRH:

- RHELS8
- RHEL 7/CentOS 7
- Rocky Linux 8
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Ubuntu 22.04
Ubuntu 20.04
Ubuntu 18.04
Debian 11.3
Debian 10.9

SERRE VDA &, BEWIEER VDA 2% 8Em81E Delivery Controller F5Et, UNEEaEBER Windows
ERITABELEHN Linux KE=IE.

« A OpenSC ZHFMEREF. BXFAMER, ESEWFHR OpenSC ZHEEF,
« {#/ Citrix Workspace for Windows BIN B2,

iR OpenSC FEHEF
OpenSC 2 RHEL 7.4+ £/ ZERMEREEIRGHIZF. 1FR CoolKey WeHAENSR, OpenSC HFZMAAN
EHeE (15501 Red Hat Enterprise Linux B9 8E+) o

#EAaxXH, YubiKey 4 BaeEREEPEBEN =M, YubiKey 4 2— &R USB CCID PIV i&%, ATUBRERZHM
Amazon EMEBEHNEMMEE, OpenSC IENiEFEXF YubiKey 4,

MRRALTEFLHMESRANEEE, BEE—ARET Linux 1THR= OpenSC G HMEN. X
OpenSC ZENER, BEERARTELEFRMEF. HMAZEEE, REETUTHSLUIA OpenSC BEZIFHEE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->
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icE
HEERIES

RIEBATFRIEERFEMER, TRUTHIRUTHHZRERIER,
1. 3REY PEM #8XB9RIEH, BEEM CA RSS2 IREL

ALUEITEMIN TR < UG DER X (*.crt. *.cer. *.der) #i#: )y PEM, it TEM & <$RAIH, certnew.cer
73 DER x4,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. Fopenss| BRARERIEH, certnew.pem XHBIERA,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy-->

BOBERERIEPWEKRFE, §i817 sudo mdkir -p <path where you install the
root certificate>,

7 RHEL 8 #1 Rocky Linux 8 #5# pam_krb5 &

BEERIMRIEMKIH T pam_krb5 &1k, %iEHh7E RHEL 8 #1 Rocky Linux 8 tE# M. Z7£ RHEL 8 1 Rocky
Linux 8 LEMERERIMIIE, BRI TAIRE pam_krb5 #&iR:

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 &3,

2. 1£ RHEL 8 #1 Rocky Linux 8 E#yEH %% pam_krb5 &%,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. WIE pam_krb5.so & EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->
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ECEERERIFR

AILUEEA ctxsmartlogon.sh AR EE sERIFER FohEm iR E.

(%77 1) #58 ctxsmartlogon.sh RiiZ<Er & 5 AEFIF13
AR

ctxsmartlogon.sh Bizs# PKINIT 5 2R MEIBIAGE. ATLLEE [ete/krb5.conf BL& X HELtiLE,

BERERZEEZE, 1EE1T ctxsmartlogon.sh iz LA B sEF IR,
R

SNERBEER SSSD M, 1E7EisfT ctxsmartlogon.sh EE#EENZ SSSD RS-

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

SREMTFUTRE:

# txsmartluqon sh ts up smart card logon for the Linux VDA, whic
installation of the necessary pack s and chan
onflngatlon files.

xsmartlogon.sh adds pkinit information to the default realm. You can

logon.
d logon? (y/n)lyl y

which Active Directory integration method to use:

't one of the above options (1-3)[1] 1
nstall d t packages.
Installinq, please wait
pklnlt][pam krb51 alluady installed.
i -lite-libs][coolkey] already installed.

, /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem

driver .g., fusr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so

Ltkgh, fEE A LUBSIETT ctxsmartlogon.sh BlZA k2R EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HREMPFUTARS:
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#:#-_' T e 0 0 0 S 3 0 0 D e 0 0 e e e 0 0 0 b e 0 0 R0 e e 0 40 2 3 0 40 2B D e 0 40 D e 0 0 e e e i e T e 0 0 R0 e 3 0 0 e e e 0 B0 D e e 0 e e e

t ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
f includes automatic installation of the necessary packages and changes to
# the configuration files.

f Note:
# The ctxsmartlogon.sh adds pkiﬂit information to the default realm. You can
th i tion file.
X 3 C 3 > WHC T T IHC D B0 IR M HC R0 MR HC B0 OB N MO M MC
Stup 1:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(£ 2) FHEBEERIFE Linux VDA 85 Windows VDA HHREIME sERIFE, HiZIFED, BAEES
MNMAY, aiEEEHI28. Microsoft IEFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace M A#EF. BXxET YubiKey 4 BEEEHNEEES, BEBRAAIAFILXE CTX206156,

REPITTNTBZH, BRAREEEHEEFREAGHEAANBRIER THEISEE R, HEEEBERSEERMK
&5 Windows VDA,

2% PC/SC Lite #f#  PCSC Lite 2 AIHEH/E8E+ (PC/SC) HETE Linux PRI, BRHUSEERMIR
E2HTIAEM Windows EEE+F#O. Linux VDA AMEREEEEMAEE PC/SC £RILMA.

BITU TSR %% PC/SC Lite B+
RHEL 8. Rocky Linux 8. RHEL 7/CentOS 7:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

TREReRIERE  OpenSC BIzEAME R RREIER. WMRKZE OpenSC, HETUTHRTLUHITRE:
RHEL 8. Rocky Linux 8. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->
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REATEERSMHIIEN PAM 1R BT TSR %E pam_krb5 # krb5-pkinit &%,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8. Rocky Linux 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.3. Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 #RZAEN FHIIEER, FIIREI PAM B9 A2F o] UEA ERGEZB R MEHR L TH0 (KDC)
REEEE T EIE. krb5-pkinit BREE AWYE P IHERAFBFIESM KDC REYIHERR PKINIT &,

fiE pam_krb5 =k pam_krb5 &5 KDC X B LUFERE gE-EHHIEHIREX Kerberos ZiE. E1E PAM 18
B pam_krb5 S4IE, EETUTH<:

authconfig --enablekrb5 --update
<!--NeedCopy-->

7£ [etc/krb5.conf EoE X, RIESLARAVSTEAN PKINIT 58,
AR

pkinit_cert_match & E & A iHiFBERF 2R PKINIT S9583IE > Fi4 FICECRIFN . TTACFNIAYIE &
N

[relation-operator] component-rule -

Hirelation-operator alN &&, RRFAEAHMNLFRTE, haliR ||, RRRE—FEHEN
WAZRILHL,

AmEmE—™MEA krb5.conf x84

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM

auth_to_local = RULE:[1:$1@$0]
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pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

0 PKINIT 5875, ZEEXHRIN T,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

ftE PAM BI0iE  PAM BB X5 T~AT PAM S KIERER, BN pam_krb5 fEANBHIGIEER, &M@
[etc/pam.d/smartcard-auth ScRFRMUTT:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

YNREEMA SSSD, MMERRFIZECE X R I TFiTo

#%PAM-1.0

# This file is auto-generated.

# User changes w e destroyed the next time authconfig is run.

auth req pam_env.so

auth s done ignore=ignore default=die] pam_krb5.so preauth_opt=X569_user_identity=PKCS11:/usr/lib/x86_64-linux-gnu/pkcs11/opensc-pkcsil.so
auth s i pam_permit.so

auth req d pam_deny.so

account req d pam_unix.so

account pam_localuser.so

account suf pam_succ f.so uid < 1000 quiet

account d succes K user_unknown=ignore]l pam_sss.so

account d d success=0k auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
account req d pam_permit.so

pam_keyinit.so revoke
job_mkhomedir.so umask=0077

lir.so umask=0077
1 pam_succeed_if.so service in crond quiet use_uid

optional
session optional
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(FJik) fEFRERER#TT

BRER (SSO)

BRER

Z—m Citrix Ihge, BFERMWEMKENNBREFBHNEES BRI IEEETAFRRAR

PIN 3 R%. B SSO 5 Linux VDA &4/, &S Citrix Workspace R R1ERF. %EEES Windows VDA
*HHO ﬁ;&ﬁgﬁt:uu\; iﬂﬁs Im%ﬂlﬂq:"b\fiﬂ CTX133982

7£ Citrix Workspace N BREFHEBLAKREEN, &

o3 NN =Y

BRI MNEIL

File Action View Help

b ; Windows Components
..... iy All Settings
by User Configuration
| Software Settings
> ] Windows Settings -
4 | [0 | r

6 setting(s)

REEREFRER

PERGREREXNMEERETF HDX PC/SC WEREREE MBI
BXFAER, BEHREEF.

s | s@=dm= 7
Local Computer Policy * || Setting State Comment
fie= C‘.or;p;::r CUSnﬂguratlon |i=| Kerberos authentication Mot configured Mo
g j \:_ 3 oI ::;hgs \iz| Local user name and password Enabled Mo
. 3 .D‘.Ns : g \i2| Smiart card authentication Enabled No
4 (Bl Admlnlstratn.re Templates -
4 || Citrix Components & Smart card authentication el | 22 |
4 || Citrix Receiver
._.. AutoUpdate E‘ Smart card authentication e ] I Next Setting
§ CHP
| Client Engine . .
Di g ) Not Configured Comment: -
| Diagnostics
" | Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
| [ Metwork routing 3 Supported on: )| Citrix Receiver supported platforms P
> || Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
| User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
1> || Control Panel attached to the client device.
> | Network Use pass-through authentication for PIN
= o When enabled, this policy allows the remote server to access
Printers potcy
= smart cards attached to the client device for authentication and
> [] System

other purposes,

‘When disabled, the server cannot access smart cards attached to
the client device.

Troubleshooting:

When using smart cards in a Citrix environment, the smart card
device driver must be installed on the server. When using a
different operating system on the client machine, it may be

o TEEIER WAN HiEhEMAERERE, AILURSMEE.

Linux VDA 2357 LU FhiZ<89 Citrix Workspace R FB12R S AR Ak

« Citrix Receiver for Windows 4.12
« iEAT Windows 89 Citrix Workspace 12+ 1808 RE Sk

EEFELERARREEFRER

o ERFIH, BERAREES

BINMERT, RELEFERAET VDA LA FERARS, £FFIH LA FERR

EEER, BRBUTSHESTEXE StoreFront b=/ default.ica x4
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[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFGE L ZARRESERERS BEEFFPHLIZERARRSERER, BMXEN StoreFront ih=# default.ica 3¢
Rz SmartCardCryptographicRedirection 24,

ERER

fFRASEEEER Linux VDA

BJLA7E SSO #13E SSO R EAEEERER Linux VDA,

o £ SSO 24, BEEAEEFEMNSRERIEFRM PIN B3B51% % StoreFront, 7 StoreFront 255 Linux
Virtual Desktop %iE8Y, PIN B3 £#%] Linux VDA LUBITEEE RSB 1ITE,

o 773k SSO =R, RFEBRTEEFIEBHEN PIN 13L& R StoreFront,

Windows Security &
Select a Certificate
Windows Security =)
| = userl
Issuer: zhusl-DC-CA . .
|F Valid From: 11/15/2017 to 11/15/2018 Rrose St Cand o des
e . - e Please enter your PIN,
= lick h vl ifi
== ddc .
y = PIN
| Issuer zhusl-DC-CA | ! i
[ valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
~ Cancel |

£ StoreFront #/=5) Linux Virtual Desktop &iERY, &7 Linux VDA BRIHEE, W TFFR. AR ARMERE
RHAIEBHIREGY, HAMEFHEN PIN BBLUAITE RS HIE,

1785 Windows VDA 18E,
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" ctx-ddc.ctxdeviocal X 4 — [m] X

<~ — * ctxdev.local Tk ‘ = :f.

Windows Security *
| Smart Card
Please enter your PIN.

PIN

Click here for more information

0K Cancel

DRERFERIETFIHRE, TREMEZISE T, Linux VDA BRBET—IMREEEFED, HIRER
tl:', EAEMEHWIEERERSEFROBERTER. EXMERT, RATRMEMEMRTUIRESERSEF.

B2, £ StoreFront i, MR R EMEEISIENREEEfEFE, StoreFront Web e RN TFRARIRHZE R,

Insert Smart Card ﬁ

@ Flease insert a smart card.

| Cancel | Details ==

PRI
ERERTSPRERME

IME, Linux VDA S RERIBIRAUERRIATA. BIHER Linux VDA EHIRERRN, RiEREEE, HERER
BAHRE,

XFFHME R~ PKCS#11 =

BRAENMNZFFIRBPNFILET OpenSC BigF, BRERUSINEAEMERERM PKCS#11 %, R Citrix 12144
RERFEERBRAR. BUMEBENEREFH PKCSHLL F, BHITUTRME:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 255



Linux Virtual Delivery Agent 2209

1. /R PKCS#11 E&i%FRE opensc-pkcsll. so %,
2. E¥ PKCS#11 FEMERFIGENEMRR, BEITUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5m&H PKCS#11 %, 30 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERARETREFRER.

E&AFR#ITHARESHIRIERIAF

April 18, 2024
BRBAXEERERZFHEIINRIE, L&t Linux VDA LUERILINEEN TRITHIRE,
pE=

B REZSNIWITNRIEN, EE ERIEMBESIHAZ IR 2IEMEEERT Android 89 Citrix Workspace
MAEF LR RHE,

BIRREFHIIENNBEE

E7% Linux VDA LR EFMHRIENRIE, EEMA StoreFront el kE S HI0IEH N RIS,

ERMAFRARESHIIER AR

HRIRBRZESMRIENNARERS, EXMEPBAREZSHRIINAR UZRAZSGHRIENRIE, BERMEAFTR
BAREZBMHIIEMERF, 1538 Citrix Virtual Apps and Desktops St4FB9i5 B TIR1E,

REREZFHRIENRIET HYE

KREGHIEIINSIFNEIAT NBATEZE 10 98, IhERELEMEIEZE AnonymousUserldleTime #1TE
B, AILUEMA ctxreg TREFENILE, FlI0, SLILEMRIGEIRN 5 28

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©
X00000005

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 256


https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/create-store-unauthenticated.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html

Linux Virtual Delivery Agent 2209

KREREZSMWIENAFRNEASE
EiFEREGMRITNAFPNRAKE, EEREMET MaxAnonymousUserNumber. HI&ERHIEE A Linux
VDA ERBEITHRESHIIENSIER. AR ctxreg TREE I IMFRIGE, 60, HZEREN 32:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

Xx00000020
<!--NeedCopy-->

BE.
REIREZEZMDIIENSIEL. NREANBHAXZ=IE, VDA aJfestilnE, EPaiFERARE.

HEHR

REXREZSHRIENZIEN, BEERUATEI
o BEERIREZSHEIENRIE,
BINEIMERREEEREETUTRE (REN0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik nesd RS RS EEIETT, BEEB NS passwd &7=F:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

MREEA, 5% Passwd EFTEIGEN no , AFEHRER nesd RS, BRI EGERREREEH T Linux
VDA,

+ £ KDE B REF M IIENIEP R RBIFZH.

BRINER T RESMHRIENRIEPRABRIRANSZE, B, ©IMIAIESRE KDE F, £ KDE A, EXHERFE
BSiRRAMES, HEUTTHNEEE XS $Home/.kde/share/config/kdeglobals &, fi40:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

B2, MRELBEEMN kdeglobals X (@1 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #3 KDE Action Restrictions 2#REAFAE,

BREERBFEER.
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BRI, BERAFATEEN kdeglobals UMk [KDE Action Restrictions] &5HH
[$1] 472, HEECARGTENRERZAYRRANRSE, 5% KDE BEMNEAEE, 8285 KDE System
Administration/Kiosk/Keys Bi#o

X

October 31, 2022
KESIABTEEUTER:
o XHEHIFIHNG
o XL

A E A RENG

November 4, 2022

AR ERAAREEREHBEANRERERIESAME P it Z B S HIFIMEME S, tIhaERE Citrix Virtual Apps
and Desktops 2006 SHE=irZ< LU KiEATF Windows 89 Citrix Workspace M AB#EF 1903 SES R,

ERINE RIS M, EHR:

- XHFHRAHERET 20,
o RAXMHFA/NAREEE 200 MB,
o Nautilus XHEIEEERET Linux VDA BN LA R,

LM Linux & 1ThR

XHEHIFAEMEINEEEATF Linux VDA ZH89FRE Linux X1ThR.

FER R

T B IRREE SECEThAEER. BXBIMAREEIIFAES, BEARKZIFTIR,

o BPImBIEIRERER
o BIMEARIEFEIET
o TEERBEMEL
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} =r

AR

BERXHEHIMMMETIEE, JE7E Citrix Studio PIREFIHEIEREEMREIGERRL,

PR

o AR, BYIXHBERBAAES,

o RIZFHER.

s FAERFEHBER

o XHERIFMWELIIZIRFRIT. RBEMRERIFEMN E— X HE, FREHT— XA

&N

November 4, 2022

ZFHE Linux VDA MZE FiRi& & 2 BT XX LR, YBPHIEEETIRH HTMLS D2 MR Web I5288Y, 1t
ThEERI M. HTMLS DaEMAFEAERERT HTMLS #1 Chrome # Citrix Workspace Rz Ri2FFiA R KR E
MR AR,

AR

iEAF HTML5 #1 Chrome #9 Citrix Workspace MBI A& Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. EEXHENAER
ik & EHE Linux VDA, &8 Citrix Workspace R AREF LA LM EHENR, ABMXXEIHEEFERHAE
BIX . BREXHM Linux VDA THEIZFIHIEE, B THEN. AIMELSER THIRPRNIX . —R&ZH
LU 100 2.

=

AR

Z7E Linux VDA 5&F P imig& 2B EEM T HseH, BB/ Citrix Workspace BRI AR,
B LUE R A YRR Citrix Workspace B2 FARZS

B FEREX 4 EmAIERIIE, THEEE VDA EMRFIRMIGE B RGBT REIE A IRgE.
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AR

BHof THERBATEIRES TR RZEEAXAEMNMEE FHXARBISE N .

TEEEH RN LR

o THXHURERIHNIRE

HEEAXHHMEEM Web JHRBRUAEFSIEFR, M Web i S THAIH A URES VDA EHREFFIHKIEE
BRH, WMESHERITFHEE. BERMEDTH, FRRIER Web FIRBHEATHERRENREER

RHEE, HEBITERT HTMLS 5 Chrome 8 Citrix Workspace B12F8I Web 55238 Fig B At T
HER.

o BB EREREFIRNIRE

AERBHNRERIER, EREFXE, AERESHHAEFEREHNRNREBRT, UEESTFRRE LA

Ho

XL R

A LER Citrix Studio @B X HEHMHEE. RINBAXHER.

[ Console Root
w i Citrix Studio (site)
O Search
g Machine Catalogs
£ Delivery Groups
ﬂ Applications
[= Policies
[# Logging
~ [Fs Configuration
£ Administrators
Controllers
E Hosting
4% Licensing
m StoreFront
@ App-V Publishi
O Zones

~ § Citrix StoreFront

m Stores

[E5] Server Group

ERB&IIRA

Policies

Palicies Policy0

| Overvew | settings | Assgneato

¥ Allow file transfer between desktop and client
User setting - ICAFile Redirection
Prohibited (Default: Allowed)

¥ Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICAVFile Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

1 Polig0

2 Unfiltered

¢ ATERESEPHZEMERNG. AFRMAELERFTE Citrix Virtual Apps and Desktops &iE5Hi&& 28

ERIX o

o MSEE FHX M. AYFSELEAFESIHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,

o BXHLEHIRE. AYHELERFEXHEMEIGE EHF Citrix Virtual Apps and Desktops i,
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AR

NHERMKRE FEXEE G LB RERBEN, FRATERES TR IHZEERX 4 RERIRE NI

fERER

E\BLEATF HTMLS &9 Citrix Workspace [ A2 ERXHERINEE, BRITUTRIE:

1. 7£ Citrix Studio #1, % WebSocket EZHErRIGE 2 iFo

] Console Root
~ % Citrix Studio (site)

O Search

Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators| | SRR | Ovenvew | ettings | Assignedto |

£5| Controllers » Allow file transfer between desktop and client
Hosting 2 Unfiltered User setting - ICA\File Redirection

& Licensing Prohibited (Default: Allowed)

m StoreFront } Download file from desktop

@ App-V Publishi User setting - ICA\File Redirection

@ Zones Allowed (Default: Allowed)

¥ Upload file to desktop

User setting - ICA\File Redirection
3 Stores
Server Grou Allowed (Default: Allowed)
s P » WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

v~ §4 Citrix StoreFront

2. 1z Citrix Studio /1, &3 LA #HEHHRER R A HHEHTNEE,

3. 7z Citrix StoreFront EEizHlath, BENAHEE, EREIE Receiver for Web ii= T, AE@EE®ER
1822158 Receiver for HTML5 %13k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) #EAmMEl Chrome LU Citrix Workspace M B#2F#1N%] Google Chrome i,

3. £ “Chrome AR ELEE “EATF Chrome # Citrix Workspace B2,
4. BAEEEN StoreFront ABEH URL.

MREZHEANT Z URL, BB L5,
5. BoENSEENAEFSIE, 7 Linux VDA 5FFIRgE 2 EHRIT— MR Z N XHEER.

Bl

November 4, 2022
KESABTEE LT E:
+ Bx&h DPI 485
o BRIHBEMREET
o BEECEME
« HDX RRH=E

« 3FVGPU B+

Add to Chrome
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o 2TEIKEN

o Thinwire ##RAER

Bxh DPI 481K

April 18,2024

Linux VDA #5585 DPI i, HAFRITAEMKENEARFRIEN, S1EH8 DPI ExBmERULREE kL
8 DPIi&&,

TERSIINEERXETEDL.

 ZINBEERE 7 Citrix Workspace =/ DPI Lz, 34 FiERF Windows B Citrix Workspace MR,
BERFERE, ERANSMEIER, BXxRERT Windows i Citrix Workspace M BIEFEE DPI &1k
BFEMAER, HSE DPI 4,

s BERZVBRESETHEARTEMER, YIERHEERN DPIREXNSAERRH#ITIE. FZFES DPI A%,
NRFEAFRRER DPI & EREE R E%, Linux VDA X FiERREMNAR/) DPI &,

+ ZINBEEXT MATE. GNOME. GNOME Classic #1 KDE =/, &/ KDE 3% MATE BY, &R TEI:

- XF7E Mate KEIFEFRIEITH KDE EINSE:

* AT INER KDE Plasma 5 iE S ks,

* ERIBEEITNENEFF iR LW DPIEBERAFP IHHERER,
- XF1E Mate KREIFEFRIZEITH MATE B Sm:

* ANSZIEEL A 140 2,
* ERIEETHNEREFH LN DPIISEERAFRIHEAERER,

o EBMIERH DPI ERRIERE A L DPI IRBEBHEN. B, R HFBHERENAEMELE, fa0
100% #1200%., SIRERFIRECERBRLFIRE N DL, EPE DPUBRIE T RERNEBHBMRLLE. =
Bl WNRFEMLELFIS 125%, DPIEFEX 100%,

&P IREREL5) i =iE DPI
INFHFETF 174% 96 (1x96)

175%-274% 192 (2 x 96)
275%-399% 288 (3 x96)
AFHETF 400% 384 (4 x 96)
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P IREERSER

November 4, 2022

Linux VDA BT EE AH EREMKEETR g SNBSS, RINERT, WHERTFERRE, ERFUThE
89 Citrix Workspace M2 :

« JEAT i0S 1y Citrix Workspace i BiER

« EAT Linux B9 Citrix Workspace B fB1EF

« EATF Mac i Citrix Workspace R R1EF (FZ#hR4s 2204.1)

« EAT Windows # Citrix Workspace MBiEF (FxiFhias 2204.1)

B

HAPTFEMKERN, MITEMUE Linux REREHPERBET. BHERRTEEFHIENEIRS. BEF
RREMERNEDLL, BRELHEBET. X706, BFELUTESEE:

[l 2n-ubu1804-binz - Desktop Viewer - [m} X

Activities Tue 17:02 B enr O~

unpluoged 74%

FRMEMEMERTAENEBRS. BXEHR, FERTE:
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Bt ER TERE pE RNkl HRBMEHRNEDLL

EERE, B+ fSRT &, BRBRR

=80%
EEZE, A ¢ fFsRr &, AERERT
=20% #1 <80%
EERE, B¢ skt € BOexRT <20%
ﬁ KR7EHE, B <7 SRR =, ARBRR
=80%
Q K3eHE, B <7 fFSRR B, BIEIRGERT
=20% #0 <80%
ﬁ K7cHE, B 7 fFSRR £, BLERR <20%
E A RN RN

[y

HRIMERT, BEREBRERESERLFEARS.
B RizIee, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "Ox00000000"
<!--NeedCopy-->

EERItINEE, WETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000001"
<!--NeedCopy-->

AR

ERGBESREMRBRINGE, ZINESEF KBRS ETRHEZ Mobile Receiver Eiiki&EiE (MRVC),

RIBIERIAITIR, SERATEIMNIT R
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1. NREFHKE GNOME £% 8 RHEL 8.x 8% SUSE 15.x, i3 GNOME shell k£ B ¥ B, UBEH
AppIndicator &Z#:

a) i&178< gnome-shell --version L&z GNOME shell iz,
MK

b)

https://extensions.gnome.org/extension/615/appindicator-support T GNOME shell
MRBY B. a0, MREM shell kxR 3.28, MWETLUEEFY BARZS 24 5% 26,

Extensions Add yours Installed extensicons: About

application.
“  Clickhere 1o install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

Adds Applndicator, KStatusNotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hitps:/lgithub.com/ubuntulgnome -shell-extension- appindicator

Downlaad 128 bl Extension vérsion.. ¥

C) MEBTHNZMHE, B ANREEN metadata.json X8 uuid EEi&E ) appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv @< L% appindicatorsupport@rgcjonas.gmail.com B®#52| /usr/share/
gnome-shell/extensions/ FTAKIE,

e) i&fT chmod a+r metadata.json &< LU metadata.json st ATt E fth B/ 352EY,
B

BINBERT, RAHRAATLURE appindicatorsupport@rgcjonas.gmail.com R+ 8
metadata.json X, EXRHRREHEE, BHREEMAF A% metadata.json 3f4,

f) %% GNOME Tweaks,

g) EREHEP, BIRIFFKRALt+F2, r M1 Enter @xi@idiEfT killall -SIGQUIT
gnome-shel L &<REHME GNOME shell,

h) £ &@FEH, =17 GNOME Tweaks, A5 Tweaks T At /3 A KStatusNotifierltem/Ap-
pindicator 3%,

2. NRBEARE GNOME —f£2% %8 Debian 11.3 5 Debian 10.9, Ei U THFBRULEHEA GNOME &
SHEREERR:

a) &7 sudo apt install gnome-shell-extension-appindicator &%, AfE
GNOME g By RIEF, ERRCGIUTHEBERER.

b) EEREBPIEE Tweaks.
c) 7£ Tweaks TEHERT B,
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d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Move applications to specific workspaces when they create windows. e

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

Bl ECE M A

April 18,2024
AIESMETER Linux VDA 2-REEMHE,

BXFAER, BERAARERMLEAED,

icE
SRR AR IE 28 31T 48

Thinwire 2 Linux VDA RERMNETRABZRMER AR, ZREARF—EIHTEN LERNER G (BEENS) 3
F—AEN EHITER.

fE AR ARES 25 1T B E I RIRERUABFARTN, HE X RERABFIRA LT R

o REFERMER, XERIARE. TERTHMEE, ©AHERNFAE Citrix EiZ%ER Thinwire, B Thinwire B
HYHASHmITEAHETT BE. FRME8BGRREAEmEI Rk,
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o HNENMRER, A Thinwire 1225 H.264 3¢ H.265, USIEu#AFPARAHREEREREITRK, LE
REKREMEM 3D EFRERT.

o FXERNTUMKI, Thinwire PHBEEN S TRAIRFBHE G (WA, 5575 3D). EREEKREEBN
BED PR H.264, EFMER H.264 1304EE8 255 HDX Thinwire N R B TE B2 HER
H.264 MR AERD S X Kt 1THRED. N TFRENHRES (BEXEMEZER), DHSEREGESE (JPEG,
RLE) M{IE%EF. BAAREUTHLS: SAERNHRE. REMINSREUNTEMUBRSTRN AR
EREEG. BERALLINE, BRERMMRMELSEHTERRBELNRIFNER FHNRE) HHWEHE
KR, AXFAER, BERETRKRILE. BAIIhEEEA H.264 BB 4RD, 53R H.264 554D,

Use video codec for compression

Do not use video codec
Use when preferred
FDr actively changlng regu:ms

7.6 Desktop O3, 7.7 Server 05, 7.7 Desktop OF, 7.8 Server
.0 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
0s, 7. 12 Desktop GS 7.13 Server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop 05, 7.15
Server 05, 7.15 Desktop O5

Description
This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly), When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compressien and bitmap caching,
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered videc and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optirize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LEHMKRKIRE (BEUTHMERERIRE) JURTYERZEAERARNEEHRTTE:
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o BREENEEAERE
o BfRhIESR

o ML/

b

H.264 4wk
ERISR DS R RS SREE A FEMEEN (MRATA) B ERIEREERRITR. MRILREFRT]
F, VDA Z[EREIERRAIMmZIGRET CPU 8948,

BhR7s 2204 #2, Linux VDA SHREFMME H.264 B4 RRIGRA T T UK, tIhaer & CPU ML
HERBIEG L, HREEGREMNSHNE (FPS). EEAILIHEE, BERITUTRME:

1. BRERINLR RS 23RV RhD SR,
2. BRERIRREGIHTERRE, ARERHWEHTERHIXIE,

ST TR ESE

AT TR ELE RIS AT B ERA R TRES, MARRENLTHES. B TEIELTHNESE, RETHI6E
RSN, BERFEMRE ERZRIENERIRK. HIREREXANRERENENERS .

RIAMERT, AFAREREERBLATRERARS. ERAMRRTHRESE, BRATARERERZRENERA, Bl
RREREILE N TR,

MR E SRR ARED 2 (TR RBIR BN A LA INRRRIGEE, WRRETRESESNAEFRHSEGRRE. WREGE
SRR ES 1T R RIS E A NMER SR RIS LUMIERARS, MANSETRESEB AR H.264 45,

T &R imFEEE H.264:

« Citrix Receiver for Windows 4.9 2/ 4.12

Citrix Receiver for Linux 13.5 2/ 13.10

« EMAT Windows # Citrix Workspace M FBi2F 1808 RE Sk
« iEAT Linux B9 Citrix Workspace FZfBi2F 1808 ME =R

BRI REMNERIMARIDSRHITERRIRBENFAEE, FSRANTE EREREENETERLE,

¥ H.265 MT4RFD 23
M 7.18 hiiE2, Linux VDA #F5EF H.265 MST4RAFIE2E T 2 ERZ A STt 1 TRE 4 IR
ALK IhREA T

« Citrix Receiver for Windows 4.10 % 4.12
« iEATF Windows 89 Citrix Workspace R F#2F 1808 RE Sk
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EMIUILTNEER EE, 1E7E Linux VDA MEFin LR AIIhAE. MRZFF i GPU R #5EM DXVA #205#17 H.265 f#
18, “EfZM H.265 #i8” BRIGERRAE, JIEBEIRIER H.264 MIIFREER. BXFHAES, H5H H.265
MIRLRES o

27E VDA L/2A H.265 BB 4D, BHITLATRIE:

1. BRERINYRRIDE B RIDRE,

2. ERAX 3D Ef T IFRAHMLILRES,

3. WRERIRRERATERRBRARRE, NRENHNBIRER.
4. WIRMTEFRERIEARIRE N TR TIRE T

EAEZFIELBA H.265 B4R, EF5 H.265 4.

15 YUV444 RS

Linux VDA 3% YUV444 #5458, YUV R ARELSASMEIRESENEGE. EYUVE, Y RREEHE
Tuma &, UV XREes chroma &, E=1LUTE Citrix Receiver for Windows 4.10 % 4.12 #0iEBF Windows
B Citrix Workspace R 2% 1808 MEShkas_EEAIEINEE,

SME—HY. U VEHNESE 8 UHE—1FT. YUV444 BUBEIILL 24 (1/GRIEREEF . YUVA22 #iREa]
ERMEEZEHREZ UMV E, NTSBEEIEEEER 16 fi/GR. TRERT YUV444 71 YUVA20 ZEll9EXREL
Bo

YUV444 YUV420

72 VDA LB R YUV444 4R, BHITLAITRME:

1. HRFBERRRED SR HITERERBIRENH BN FR.
2. HRBMARERERBIZENBATHRRTHREE,

B RREBR

HOFEEM Linux 2IFFEBITHERRSETRIRATEa TERRERR. ZARENTEIEGRESREZEK
B IE#B9F o
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EERBR, BREAUTIE:

1. 7£ Citrix Studio F /8 FER RSB T ERERE,

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and mpnitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAREHET ctxslider &%, WRHEERBER U,
AR

MREFMTERERGENRATIRNLRE, NWAZERBR UL

Image Quality - X
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

HFE R LUR AL LT T

- EENEGRE, BBEBR, BRZHFHSEEN 0-9
s EEARRAEXIRE, BEFILRFRE,
o BEYMEIEHIRN, BERRERE.

RIEF AR EIARTHERER

BERIBHRGEERBRTYMES, Citrix 1858 7 HDX 3D Pro BE#4RIE,
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A HDX 3D Pro BEf+4gEZES, VDA AT LABIER MMt it BB TR HAAR AR B RID I ADERR, X—HtEIN6E
feft Y —h B M E AR E BN H

RINER T BRI EXMILINEE, BEITUTHS

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

BT ERLLINEEZ S, EIRATLUBTTIA T i< AR AWM ENRZE. AverageBitRatePercent 71 MaxBitRate-
Percent S8BT RERABRNE DL, KENEYS, ERHEEH, ERmESR. BINMEETEERN 50 F
100,

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

ERBTIMUERN, MRENFREERIFAE, NSEHNNEATREERS, BARLXEMNNN, BB
EEHNRERESRENRNM, AR LRI,

A% Linux VDA Thinwire ZHFHSRERHTRETIR, BSHHERKZHYIR,
HX Linux VDA tWZ BB ENES, B5E CTX220128,

HiTRIE
Thinwire B LUEIE HITRIBF LTS RIZS SFME (FPS), BEk CPU SBEMFHEIRE. BABERT, LIhkes
a:**ﬁﬁ:{kluo gF‘FﬁﬁtIﬂﬁb: 1ﬁE;{§E@ VDA J:li?i’L/(_F Ap ? .
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

EEHR
REIEAERMHERRI

BITUT L KEEEEERBHEMR (0 7R TW+, 1 RR2FIREDSR)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->
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HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

BITUTHRSRCERTERMEM H.264 (0 RiRFEFEM. 1 RREEFER):

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

EREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

HMERTIEEEA H.265

TUTHSREERSEEFERALRE H.265 (0 RiRkFR. 1 RTEERER):

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

REIEEERMM YUV EIDS =

BITU T e RGBT EREAHF YUV RFEHR (0 FR7 YUV420; 1RTYUVA22; 2 RRYUV444):
AR NHEEERMMARIGEN, YUVFormat BIEABEX.

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force
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KERTIEEER YUVA44 4R

BITUT L REERRIETMER YUVA44 BR44RED .

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

Y YUVA44 e Fia1TIRSEY, 45REMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FERBEMHHED

ETUTHS (0 RFRER, 1 RREARER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

S—MAERER nvidia-smi &<, MREEFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
|=:==::=:::::::::::::::::==:=:==+=::=::=:=::=:==::::::=+:==:::=::=::==:=:=::::
| © GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/JA  42C PO 14W / 31w | 207MiB / 4095MiB | 8%

Default |
e e e +
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| Processes: GPU
Memory |
| GPU PID Type Process name

[ 0 2164 C+G /usr/local/bin/ctxgfx

| 0 2187 G Xorg

o +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 off | 0000:00:05.0 off |

off |

| N/JA  20C PO 37W / 150W | 19MiB / 8191MiB | 0%

Default |
o e it Fom +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [

<!--NeedCopy-->
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NERGEFHNRE:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro Z 588 E%nM

MREFEEMABER LLKEBELAH, H1E NVIDIA GRID FaER SR A

1¥E Xorg HiRAE

Xorg WEEXHinZ LT Xorg.{DISPLAY}.log, 1T [var/log/ x4,

E R 7] Kz PR
3F vGPU, Citrix Hypervisor #ithiz4 48 27 ICA SEASERE

RS BEETUTHSER VM ikt VGA 15518 :
33F Citrix Hypervisor 8.1 &EShRA:
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

x4F 8.1 Z#i#9 Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

EREF Gnome 3 EEEREIE

XZ Gnome 3 KEESIEBEIHIRE,

7£iA% Citrix Workspace R AZFEAA/NE, HL OpenGL/WebGL N AEFTERIFHEN

1A% Citrix Workspace AREFEOKXNNRHRERBESYE, NVIDIA ZARHNEFBRFELRNIPRES, HATHE
RN BRI AR, Fi50, WebGL Exxk lightgl.js Flee 24 MR, 57 Rendering to this
texture 1is not supported (incomplete frame buffer),
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HDX BFEH=

November 4, 2022

pu

Linux VDA S5 HttEMRE LNRIEAR A Z 8 SNBSS EFS,
UT TSI SERAZERENEEEMARRENEE,
BEHERE, BRITUTRE:

1. EEHNKSENENKES, BHREHZENHERAZHNES,

i - Desktop Viewer - [m] b4

Activities

Share my screen

View someone else's screen

2. BERERIFHXHA.
HAHNERAEABE—ERYE, BEIEFLELAENABHEZERS.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer

- o X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X
P e HDX Screen Sharing Viewer I:]
6. EXRETERHERIIEOKR), FREHERITERSLHNET.
[* L Desktop Viewer - a x

Activities [& Unknown =

HDX Screen Sharing Viewer x

R0 Disable scaling Aug 27 23123 ® zh~ o -
i
Cy

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. 7£ Citrix Studio #/a BEIF IR SIERIB R,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4. EERNPMERAVERIRKO 52525-52625,

5. (A1) tNREFEAR GNOME %ty RHEL 8.x. Debian 11 3 SUSE 15.x, &% GNOME shell &£ A
My B, LWEA Applndicator &z#%:

a) E7H< gnome-shell --version MtZE GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T% GNOME shell
HRBYT B, fla, MRE shell lRzK 3.28, MATLUEEY Bk 24 5% 26,

v #
.lc GNOME Extensions Add yours Installed extensicns: About
ErTIRSIoHs

application.
=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

Adds Applndicator, KStatusMotifierlterm and legacy Tray icons support to the Shell

Extension Homepage  htt ithub.comfubuntu/gnome - shell -extension- appindicator

Download 328 bl Extension version.. ~

Extension version...

26

C) BMEETHMHEE, BWIAEEEN metadata.json X8 uuid EEIRE N appindicatorsup-
port@rgcjonas.gmail.com,

d) i&fT mv 88$ LU appindicatorsupport@rgcjonas.gmail.com B£#50% /usr/share/
gnome-shell/extensions/ FAMNME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t F %A,
B

BUNBERT, RAERAATTLULE appindicatorsupport@rgcjonas.gmail.com B R+
metadata.json Xff, EXIFRELEE, EHFEME P HAERIRE metadata.json 314,

f) =% GNOME Tweaks,

g) HEEIFEP, EBIRIRFR ALL+F2, r M Enter @xi@idizfT killall -SIGQUIT
gnome-shell ss<REFHME GNOME shell,

h) #=2®@FEH, i&17 GNOME Tweaks, #AG7E Tweaks T /3 F KStatusNotifierltem/Ap-
pindicator % #%

6. (A1i%) WNRBMEARM GNOME —ii2% %M Debian 10, BERRUTHFEUREHEA GNOME R4 EE:
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a) 17 sudo apt install gnome-shell-extension-appindicator &%, AfE
GNOME EBERZY BIEF, ErRu U HEEENER.

b) EEIREDIER Tweaks.,
c) 7£ Tweaks TEFERET R,
d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Move applications to specific workspaces when they create windows e
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

ARE

- REHZIEETRZE H.265 MST4RMES 2R,
- BRRAEYRNNAEFRIEFTA.

c BIABAT, RERENAFRRZAUS 0N EEEHZEHRERE. EEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE B, LHiXEH
AHEN, AFZRBEZTIIMIERERNSHIUET,
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EVGPU E+

March 11,2024

3F VGPU B 2T NVIDIA 8l GPU (VGPU) RS RWE . AXRMBEXERI VGPU BERHIER,

EFAIEVGPU Bk, B

« ¥ XDamage fEAN&EHR M. BEBRT, XDamage 21/ XServer i BiERF.
o ERE Linux VDA BHE CTX_XDL_HDX_3D_PROI&EBHN Y. BXNELTENGER, BEATE
BT R R R,
ficE
f&eg Xorg Bo &4

EAT NVIDIA B+ REFEARZ NVIDIA Rapigx, WeBoheEMigBEEXH.

BRATREMEF SHREHREAE /etc/X11/ THEMRRBENF:

o ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, ST TIRIEREIEREE M4
1. 3% driver_name & AL IREHIERF B R
flgn, MREMIREHIEFZIN intel, TUBREXHFEFENRN ctx-intel-1.conf,
2. RIS EHIE 1S B

FMEREEXHHB—EEEA “Device” NES, XBOWIRE, ARNBIRDRFES. BEHRM
THASAREIEFE R ZAIATRATASR. ERAEABOIRNE, FHITUTIRE:

a) BEABERNISHRENEEUTRES SR ATUERASNESEXF. WIAERIET Linux VDA £
EN, EREREREERAYEEXAHNAIFRHEEEER M.

b) BANE B “Device” #5E%12 ctx-driver_name-1.conf,

3. BITUTEHSRIGE MR, LUEE Linux VDA BERZIRBITES R 1 RIREMEE N H&E R,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy—-->

BRI vGPU Ef

BUAERT, 3EvGPU B INEER T 2R, TLUEfTU Ti<$¥ XDamageEnabled EiZEH 1 EHBR.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

511 Remote PC Access VDA H9=H
SHFERIE vGPU £/ Remote PC Access VDA, Linux VDA 15412 B RE8iEmk, HI%RIhAEnIISE R R
HETY BEMERED (Extensible Virtual Display Interface, EVDI) B ERes.

AR

EVDI A BRI ERAKRER LITHRM R

BREsEkERATF Ubuntu 20.04. Debian 11.3 1 Debian 10.9 VDA, EffB 22888, ERMU TR NS E:

1. BRIBER Linux £1ThHR%%E evdi-dkms REE:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. BREREREEES EVDI:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "0Ox00000001" --force

<!--NeedCopy-->

3. MREEANE Intel B+, FRARTERS, TN, Intel RERETEERSA, TEAT Citrix ZERIE,

sudo systemctl disable --now gdm
<!--NeedCopy-->
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HEHIRR
FCE 2440 B EI A i h 9 ELBD

WMREA L EAMIEIT 3D NABRERF, BFfFERENIER, WELXEFAEXER AL HELBERE N, EER
Jopt/Citrix/VDA/bin/setlog #¥ GFX_X11i&&# “verbose” FUKEIRRERES B LUHITIEIR.

7

FREHI TR RIS

e Ih R S H AR BT

=IEIKED

October 31, 2022

RNEKENA B FRIBAN B AHIEGIRNREIE. RIFEEASERELETR, WERENNREEEZISENRAR
BERBER. SaLUEKENEEAXARHTE alpha @& PNG B, ZKENEEIMRIERBLETR, BRRK
TRIEHEBIR R

BHE:

RIEKENFB—HREIEE. EFETEEIEMIERS, ERURE—ELNEBRIERMAIRE", ERILLINEE
B, HMNARECENEE BN, Bk, RMNENERKESEMRERRARE WRER) F5FH.

RIFKENFESATREMESGNERS. RERNHEREZREESNZENAANSH (BIHERZREHITR
B AT EBRMIRREIELR, FEERSH[BAETF i Internet ittt UK &R EIFHME .

ERBAFEE, BERUTSIEKNERIIERE RS EAME B MKENINL.

SIEKENEIRIGE

BRESIEKE

BRTIIEEN, *IEERRELLREEE—EBETRIERERE BNRERKE, EMKENGEERNRATIIEENE R,
ZINBERT, SIFKENLTERRS.

BIEZ P IP it

BRTHRER, SIEFETHRINEFR IP itk
BIAERT, 8EFFE IP it FERRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 288



Linux Virtual Delivery Agent 2209

BUEEIZE

BRTIGEER, SIEKENEEREERE. 8 A yyyy/mm/dd hhimm, ERE9EEIEUAT R4S $hFET X,

E‘kl}\ rﬁ IR—F > @;EL#%E__“E—IJL?**}EH jk/l_.\o

BEERARA

BRTHKRER, RIEBRETHANERBFARERKE, 271EHN USERNAME@DOMAINNAME, ZAiTEARF
BREZEE 20 NFR. HAFREE 20 N FHH, ARIHIB/NNFEANIERT, BETKEIBER .

AINERT, EEERAFRILTERARS.

4% VDA &

BRTHSEN, SiERETHA ICASIER VDA EHE1FAKEL,

BABERT, 8 VDA ENZLTFERERS.

4% VDA IP it

BAETINEER, 2IBEEr%a1 ICA £3589 VDA IP st EjKED,

ZRIA IEE/R_F: @*E VDA IP ﬂi’iﬂ:i?*’kﬁﬁﬁuo

RIEKENEER

G EFHE R RBNKENNAITEERREZMIE, BN ‘B ThHRESEHEFEZ B,
BXREMERIER, BHRRAANPIIKENBEXXEE 5.

ZPMEBERIEDESR S5 NKEFE, BEfh 1 MrEERLETR, B4 MELBET.
BAMEESIETOETR 1 KENRE,

BIAERT, EKEERREAZD

IKENEREE

AILGEENT 0 2 100 ZiEp/kENBERE, fEENEMA, KEIEAER,
BMIANBERT, BER 17,
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IKENBRE XX Z

BINERT, ZEAT. AUBANEEFRH, REBEULRFES, XECRESHAUEREKNPET. =
FRBSTHREIHF 25 1 Unicode F/f, REMNFRBIZHEMTA 25 MNFR.

BN, R SRBRIRE N LU TE:

<date> <time><newline><username><style=single><fontsize=40><font=

Ubuntu><position=center><rotation=0><newline><serverip><newline><

clientip><newline>Citrix Linux VDA<newline>Version 2207

BXAEEAERIRAE, B TER!

BYIRE (ROKRN

BRI BiER 5) BiAE &
<style> KENFRBEER xsty'le, xstyle -
single, tile,
horizontal
<position> JKENIE center. center REmEERIRER
topleft. BB
topright.
bottomleft.
bottomright
<rotation> KENFERE—ERE -180-180 0 -
< JKENARFEERE 0-100 17 -
transparency
>
<font> - RESZFNFH Sans -
<fontsize> - 20-50 0 (BmitH) -
<fontzoom> ‘i 0- 100 -

<fontsize>#
<image> &BH

FHRMEGKNNE
payid
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BIRE

<image>

<date>

<time>

<domain>

<username>

<hostname>

<clientip>

<serverip>

3

AR

WA

PNG 7KED

SIEEE BN i
# (YYYY/MM/DD)
SIEEIE A i
# (HH:MM)

PP E S S (S

HEERBFRENG
fuff (FEERFK
)

VDA BB ST

EPim P #tkey &
(K
VDA 9 IP a5
fUfF

BRIRE (ROKRN
B) AINE

VDA LRI PNG B &R
BB

TiEF TiEF
TiEF TiEF
B B
RiEF TiEF
TR TR
TiEF TR
TEF TiEF

&

LEEARCE PNG K
El, (NZHFHE
alpha i&&# PNG,
5588 PNG 7KENEY,
RF <style>.
<position>.
<rotation>. <
transparency
>
<fontzoom> i&
TRETA B o

NREABERRNELREREKNBEXXAE, NWEZKIREBSIEKENZINIFRE Eth=iEKENSRER,

MRKEEIBFETNNEFHIRENFHFE, WERERIAME.

PR

s EEANKERTEERNIIEPFIIIRIEKE, BEASIEKENLNE, BSCRANKERNTEEM.
o MRSEEFEAIARR NVIDIA BREpIEFRI2REMGINE H.264 3¢ H.265 RIBEN Tin(T, WAZFSIEKED,

HERETSIEKE, (FEXMERT, FMERFM NvCaptureType &84 2.)

o KENRIEERIIERA Mo
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« WMREIZ Print Screen HRER, £ VDA RHERNERSRBFEIEKE, HIZNEREHEREFRE
R

Thinwire i#XE =

November 4, 2022

REROUAERTREISLEREEPRMER. FI90, 7 Web TE LRSI, TSk, BEF BT
IRFRTRE SN R TERZEH.

ET.17 IR, BEBEARBRERRERTESRE, FERRERENRUNRERE, HERERMNVHAERE (16
fiisg 8 (IE), BR, BHAMEAF REMMEERE, HDX Thinwire RERIBNER RS IAEHSEGRRE,

Bk 7.18 2, EUTE—ERT, HDX Thinwire AR TIREHH# X EHE :

o AATERET 2 Mbps.
o PILZIEREEE 200 =F),
ELHERT:

pign, ETES, FHAERRALTENRS, F8 FH e AFEEESK, BREREESE. LA AT EERETER
SAE, NMESEGRMXAIRBRE, HHERIERE M.

Features

BFRELESRERER, BENEGMXIEZHHREIITHRYER. §iW, ETEHR, FEFBESRaR %, BRI

RREE T

Features
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NTFEG, RUERRIIRIKEGZE. XNTXE, RUSTIFERBERNENEED. HUIERES MM L#EHIT. LFZE
LB R AR SN AR AL IET HIIER,

BTG () el BEN BRsiEFEl H.264 #1TEIE,

nfAfE AR AE TR

RIANERT, HEANMERERKIZES. B RHARE) MNEMSATFRIVESERRS.
FELUTERTESIXE (FER) HElR:
o MHERE = RATHRITHITE

- BRELNEZEAERE =8 U
o ERSIRARIDSHITES = HNBIER (FE2F H.264 1Y)

AR TR ESERARESE, MRBIMUTERZ—, NEABALRR:

» ATA®EET 2 Mbps
o MKIEIREBE 200 =7

RERATME, HZEAPRIZEEE 10 Foehatia), BIERESSR G AFI IRtk

EUERIITA

AILLEEIE T T e Bt SR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hep, <value>:

0 =R%&XH (EEMABERTHBRER)

1=8z (REMZRITR, BAE)

2 =1REFR

RFEHRR (1) B, FTLUETUTH$Z— B e E:

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hep <value> 73 <518, W Kbps A&l > (ERINE =2048)
il 4096 = IEH IR T 4 Mbps BYFF B R
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrb <value> 7y < HfE, UZEW LM > (BIAME=200)

il 100 = FEMLZIERETF 100 ZEM A RI#HAET.

B

October 31, 2022
KESABTEEUTER:

o PG IME

« ¥R IME BRREREY

o ISEERRED

o XFLHEBEZTHAN

ERinmNEHmESE (IME)

October 31, 2022

5%

B IME IARFTFR, flhx. BEMSEIEFR. BI5EFH L Citrix Workspace T2 FREH
£ IME (%30 Windows 7s#]l CJK IME) SBALLEFF

[
ik

%% Linux VDA BY, =BRIREIIIEE.
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ERER
FEEITFF Citrix Virtual Apps 5% Citrix Virtual Desktops &i%,
RIEREARF i EESERENEUFFaERE i IME ThEE,
E2xia]=
o WA E Google BFRISHMEBETIE, AREMEAE i IME hEEERTRPRNFTR.

« ARE B FROBHEAZEF T IME Thig
+ IME AP REATEBAKIRPREE T,

EFim IME AR R ERT

November 4, 2022

5%

E5AE, EFE IMEBFRRE (BEEEEOMNREEN) EFRBALA. NIRRT, SNEEXFRBAX
BRI AARRIT |

Composition and candidate windows

Text input area

Citrix g2 T o] BltE, H#E—PRETE i IME AR &R, MTFFR:
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f#©) ~ @A

72 < 8
TidHsdassdussdissdussdf
FHHEFHY

TARG

FEH

FHHE

N

Ctrl + Delete to remaove this candidate

ERLIHEER H BN B E R
1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4 LEH IBus MWIER, &
SRIRER R MBI EIRERE. Fla0:

« Ubuntu: https://help.ubuntu.com/community/ibus

» CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

+ SUSE: https://documentation.suse.com/sles/15-SP2/html|/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZIMEERETIRE, BELITERIZINELEERTE,

BRMZAZINEE
HRANFATEZEEREFE IME BFRRERS . EEBHZAILINEE, FLERFIHRERBRT M IME cUEITHEE
B, BT ctxreg LAERFREIME.

AR

FRIRREERFBRETS M IME SUHINERENMARS T EMRIRE, TUNAREEENAPMITENN R
RHABPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRERIE,

« REFXFIRBEBRBERIS M IME cO#Ihae RS AREAE G IME AR REED IhEE:

1. 72 Studio H, ARBEHE, AEEZFIRER,
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2. BREFHBERFBERFATM IME SUHEIHRERE,

Create Policy
Studio Select settings
(Al Versions) v || Al Settings “ || Keyboard Layout syneT X |
| Settings: 0 selected || View selected only
Settings

) | ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Not Configured (Default: Disabled)

Summary

3. BEHRBRBMEILANLR,
4. RER,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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EZAZEE, BEITUTHS:!
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000000"
<!--NeedCopy-->

SRERRED

November 4, 2022

IAFT, Linux VDA MEFimigE ERNREHRBLIER, Fi0, HEFIHEELNREREM “RiB B|ih 58,
{87 VDA LREREY, AIRESHIREIRGY ),

Citrix @3 Bz% VDA MREFRSEFIRRENRERBRL KRR D, TLANEAIREELNRER/HLR
T, VDA EHEHLEHEIAR,

AR

EATF HTML5 89 Citrix Workspace M BEEFAZHSBETRRES NEE.

ficE

RINERT, BhSRERBETHELTEARS. EEANEALIIE, FIRETF REEHEEDS N IME cL#In6E
HREE, BT ctxreg AR EEIMER.
AR
FRIREERFBETS M IME SUHINERENMARS T EMRIRE, TUNAREEENRAP BN R
RHNPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRE RIS,
« REFZFIRBEEBFBERETSM IME SUHINERE S AR ASRENBE S IEE:
1. 7£ Studio Fp, HRREE, AEEFEIREK,

2. BREFPHBERFEEFATM IME SUHEIHRER,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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SZAILThEE, BEITUTH !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,
N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

MpEE

November 4, 2022

BJLATE Linux B AN ARFSIEPEAREERE. REESECWASBFRNTERN 2 RIHRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un gmm -a' ;(
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AR

ZIheeERTF RHEL 7.9. RHEL 8.4. RHEL 8.6. Rocky Linux 8. SUSE 15.3. Ubuntu 22.04. Ubuntu
20.04 #1 Ubuntu 18.04, ERAT i0S #1 Android 89 Citrix Workspace [ 2R 2% I08E,

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio #, ¥ BEmERREAKKIZER AT,
3. (AI3%) ¥¥F RHEL 7 #1 CentOS 7, BT TH<IEZEEMARL (IBus) BREREIA IMBRSS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANRERELERIFIETEEEREF YR RIEEN.

PRI

ZINEETE Google Chrome, LibreOffice M E MR A2 T A RETCIALE i51To

EEFHRENREEBRETE, BREFHATER, ARBRRETHIEATR.

£ Web FBEEFM—MRANFRRIBES—MANTEREN, RERETEFET. BRI, BRI
BMAFER, ARELEEFHATR.

EThEEFRZ#F Unicode FRANFTFR (53, FX. BEBMEHEFH).

RREBFEATERBANTR.
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MRS5S HIBATRES, EXMERT, BBMINAREFEOXE LRSFERUISHAFTREEIRS
(1L SEVA=1

« BT Citrix Workspace R A 25 Huawei AR BIEERA MR, FIEMEEET YIRS, Wi
B ERE Huawei FiR B L,

XFZIESHEA

November 4, 2022

B Linux VDA kg7 1.4 &2, Citrix FiNTWERHBHNBREFIZE. AFPAIMUERS Linux KEFRNIER AR
FREEH Linux RZ A2

B2, HFESES Linux KEFRSESEMN, Fib, Linux VDA ERNA#IES =N T ELAHINARZERA A,
b, AREEUEE IMERIES (B0, X, BiESEiE) BAND. TUAREFRIERE, BRHBTEERERE
Z B,

AT RRXERER, NN EIXAMANELAGTNBREFREESE. 8d1EEE, BRUUENBREFIEHRE
AR SS280n IME LUNFERERE Z BT,

[T

TEILIGEA ctxreg SEARRFRANZALIIE GUABERTERER). A% Linux VDA RSS2 LAINEERCE R A%
VDA LR #HHIFRE N ABERF.

FeEEmRmA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, %
E4% DWORD,

EERILINEE, EETUTEH:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

ERAILLINEE, BEITUTa<!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000000"

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 305



Linux Virtual Delivery Agent 2209

fERER

AR o
1. B8,
2. HRAMERXARANERBHNARERF. AREPVAEFSUSETIES .
3. MTHIRSPEFKIFMES LRNARIES GNR) .

£ T ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4, MNTFhgamiksR IME SiBEHE,
5. A% IME SiBE2HERBNES,
AR

« 7£ VDA IS L ENRER RN, EHIRTIETT Citrix Workspace M AEFHIZE F ik L (EAHE

FRRERR.
« UK accountsservice R BALKEIRE 0.6.37 ESRAS, 7 HeEXKISMIBS I HEEFRIT
®E,
o | < | Region & Language ‘ Login Screen ‘ [ = x
anguage English (United States
Formats United States (English)
Input Sources | Options ‘
French
German

L] =l
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ZIRK

October 31, 2022
KESABTEE T EA:
o ES0ThRE
s NEBRNEEEH

« HDX MR EHMIESS

RIS

August 8, 2023

BENEMRINEFERARS. BT Citrix Workspace M FR2F% Fif:

« EAT Windows # Citrix Workspace MBER - 2109 RESARES
« EMATF Linux 8 Citrix Workspace 12/ - 2109 REShkZ
« iEAT Mac 89 Citrix Workspace R RER - 2109 RES A

LERAAEIIRTHEF RN, BENSMEELREIBMRE5M.

ERBEN SN, BEFFoHE VDA LEESNHEERR, BENSMAIIREMSFRGHSEE

BRI B 501K,

TRETT BBNENS RIREMZ BIAILLIRE

BiEMN S0 |[BRRE 7
BAEIMREE: 48 kHz BRASIIFREE: 8kHz
MAKEEE BEE

e

i&1E RHEL 8.x E1EMA PulseAudio 13.99 s{E S ks,

i57E SUSE 15.3 +{#M PulseAudio 14.2 s{E Shk7s,

B R,
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MR ERABEER

November 4, 2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4

Linux VDA:

« VDA tRyI%EEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 iERARE

FEENSENEEEMD

1. 7z Citrix Studio #, ECEHRMELISENHENBTEEMNIAKFHIRM URL ELEFIR, BIAMERT, RKEEMN

BREEMRENIFo

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

(All Versions) - vAII Settings ~ | | Browser

Settings: 1 selected
»

v

v

v

X

Browser Content Redirection

Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

[_] View selected only

Select

Select

MERABREER ACL EEIRERE I UEANKEBABTEER URL BIATFTIR.
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(A" Versions) - v ﬂ Settings "‘ ’ Browser X
‘ Settings: 1 selected [ View selected only
Settings
y ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. % VDA £Ay Add to Chrome (7102 Chrome), M Chrome W _EREBIEAM Citrix F SN BRNEEER
Y BIEF. XiFMEETF VDA LRREasN (EESMEIN) URL BES5AYFSIREAELESIRITE.

BE:
BRI EARFEIY BIEF. X7 VDA L7310,

Chrome I REFETEMAFRRE, FTREEMESWGEIEIRNEMIRYT BER.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

312



Linux Virtual Delivery Agent 2209

i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 313



Linux Virtual Delivery Agent 2209

HDX W RS ARSRESE

March 28,2023

pu

7 Linux VDA &iEHiE Ta0in = I N T2 89 B P IL7E ] LAGE A HDX MR GHASTE BT RER SRR SN FRIA
BERTERZMEE. HINEWNERLRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LI ARAMBRENRN, XML ERGVAELSE S H.264 RERLIXEITTE
MRIEPEITHMRR N AERF. HDX MEREGENMSAEREERRETE A IHRERRNSREAERRARBIR R BHTR
IREBSR, HWHHITEIRABMES. BRIENHESRHBNGERRNLRRAEX AR ENIREDIERF .

ERIRGIESMEBRGENEERS. 25, FRROGIRZEFTUERETEHRSSE. RSBFEERSMRRE
M, BEERAIEENKETAERMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured
video
stream Meeting
B ——
HDX webcam server _bDecode O:‘k@ _— conference
server
Encode and send Send througha
. through the HDX . native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

AR
o ZINAERERTF Azure itEH, A Azure iTEH EFINZINAERT A videodev MIZIRIR,
o IINEERZHFR B Citrix Workspace MAREFZFEF 8 H.264 M4,

o ZEHNRERGN PR 48x32 F) 1920x1080 Z &,

o EAMKERGIE, E7M Citrix Workspace iZRi2F TEEZHIEZFER USB 1%, TN, FJREREM

ESMEYERR,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

% #% Citrix Workspace [ BiZF

HDX ML BEMASRESE 2 7L FhRZ<H Citrix Workspace B2 :

Fa 1223
iEATF Windows 89 Citrix Workspace R RTERF iEATF Windows & Citrix Workspace R RIEF 1

XenApp #1 XenDesktop 7.17 XE=hr7A L@@ 32 {iI
0 64 N FAEFNNEREIISAESE. TREBRAEF,
iEATF Windows A9 Citrix Workspace R BEF %

¥ 32 (I AR

iEATF Chrome 19 Citrix Workspace R B2 BT ARM Chromebook 375 H.264 453,
ith, RE 32 U ARF A UERM K HDX MEEHREG
MIAELEo

T2 MWIHFIME RGN

AREMMZBEEHIRHARNMIRE, FEERREINNEEMITLLE, Citrix FHEUTMEZIEEG#ITHRINER
JiE:

+ Logitech HD Webcam C270
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+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

icE

HRINBERTEALINEE. EFER, ETMU TRIENERE:
e

Citrix Workspace R B2 B ] LUET %% Desktop Viewer £ NAMEIRENIREREERBEBRIAL

=1
Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Preferred \Webcam

|O Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(0) Do not connect
(® Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA RE%mE, Wik VDA 25 #Em7E Delivery Controller #5E M, URB AR Linux fSESIEEEHE
51 Windows ZEm B .

2. WREEI VDA T LA Internet, #AEE1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
B UREMERGEE, WREN VDA XEihiR Internet, BREITSE 3

PE =
uname -r SRRk ZETESRERNZALE, FLiisS% ctxwecamcfg.sh ik, BIEH

5 HDX MBIRENISAESE, 151517 sudo apt-get dist-upgrade, #1550 VDA, REEFHIET
ctxwcamcfg.sh 7S,

SNREH VDA 8E7E Debian L, EMAREARMNNZAMRAE LT, &, BEETU TS UERESHN
RItZhR S :
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sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy—-->

WS VDA Z8E7E SUSE 15.3. SUSE 15.2 8 SUSE 12.5 L, BT U TS UEMIISRMIAZRAHER
Bah:
zypper up kernel-default

reboot
<!--NeedCopy-->

ctxwcamcfg.sh ilZG8TF:

a) 7£ VDA k%# kernel-devel MaidsRziER% 1 (DKMS) 2%,

« kernel-deve |l BFHWERBERRAHEMMEBENAIZER,
« DKMS BFahSEEEMMERENANZRIR,

=

=W

£ RHEL #1 CentOS k%% FiRiZFES, ctxwcamcfg.sh MAEEHN VDA L REHER
AT

« &AT Enterprise Linux (EPEL) B985 E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS £ v4 12 loopback,
v41l2loopback —MAFEIE VAL2 IR EIE &HIRIZIER,

€) i5 17 sudo service ctxwcamsd restart & <, Linux VDA MR KB EG N RS -

ctxwcamsd - EFEshFHNE HDX MR ETMSAELETIEER v4 12 loopback Mgk,

3. WREH VDA TiEihinl Internet, BES—AITEN EME val2loopback AZiER, REBEESHIRE
B VDA,

a) HEE—BREEIAIN Internet ERZAERZAS VDA BRINERIHEN. uname -r SSTBBEHRRIZAR
7,

b) EERITEN L, 51T sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x* ME89 VDA E%IZI /var /xdl/ FANERITEN.

d #ERITEMN L, 517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
BAZER WREZGSSHNET, WaE /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®051bd227a9c94cl/$(uname -r)/x86_64/
module/ BET8IE v4l2loopback.ko 3tf, RBRTEETT ctxwcamcfg.sh BIZBI B aE & HER RO §4

Ro
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e) ¥ v4l2loopback.ko MERITENEHIZEN VDA HKEETF /opt/Citrix/VDA/1lib64/
7.

f) &M VDA £, 1T sudo service ctxwcamsd restart (S UEHRBHNEBEIR
SHE val2loopback mizi&ER,

RIMANER VDA

November 3, 2022

REBR
3% Citrix DaaS 33 RMAER VDA, %5iER Machine Creation Services (MCS), 7 &gt Citrix DaaS #16l
BRI VDA, EREMNSEBNT:

1. EEERE VDA RAEERIR VM ELIREMR G, FILER R MRENRIZEMNEFRIINIES VDA,
2. EAERGEIETENBR. &E&F MCS (EATTENEE L, ARERRMNSEIEAETERFEIRITEN

BIFRIR.

BXRIFMER, 1BSAER Machine Creation Services (MCS) g Linux VM M EHARIR,

EATFARIAERY VDA B9IhEE
TERIMANEE VDA Lo Z2EHIEERMNZAMAR

RN VDA EHRENXIER, VDA 2BmtIEEERINEENAE P, VDA BiREEAFER Citrix
Workspace MAREFNEBAZAIEAMAR, TOLUEERAEY, SERFANAPIRKAR (UID). 41D (GID). £
BRMESR shell, ZFEAILLINE, BERAUATSE:
1. BT TFa< UBRIZI8E:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. £ VDARMRERRETH /var/xdl/getuidgid.sh MadisEUTREG:
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B B AE tAA
uid R BPHRAA (UID) 2/ Linux o844

AZTNS M APNES. ERER
PRI R L R H R

gid W (AFRIRTT (GID) ERFRTISEAN
S

homedir Ak Linux X ERE2HERFPHNER.

shell A% &R shell EEAFRERERPIKP

BR AR AP B9 shell

TERZ getuidgid. sh MR AE:

3+ =

e =

BRREEHNRPEENBEE Y.

#!/bin/bash

HUHHHHH A A A A A AR HHHHHHH RS AR R RS A AR R R R R R

#

# B F Linux # Citrix Virtual Apps and Desktops Bl #&: R A P 3%
B uid 1 gid

#

# R AE (c) Citrix Systems, Inc. R & Ff & I F,
#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/s$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1<!--NeedCopy-->

RBEZHFYI &R

November 4, 2022
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Linux VDA B8z #55I%

Studio EME

KBS mafR KR 23 ZiME
A%  UselLocalFimeOfCli€@Mrt AR
PR Xizhl  Sese
HhEE] X

ICA#E  IcaRoundiir@lheckEAdledE S A
R1THE Z£Apr (1)

I8 W50

ICAE IcaRoundifrEilheckBhyiRd 15

R1THE KRP

& gyl

]

=NE  IcaRoundifiplheckivhEnidlE& 2
= 3= S (0)

ICAE gyl

R1THE

HE

B22iE  LimitOver@tBw ICA\& 0

o PR 5

il

EiNE LimitAudi@Bw ICA# 0

ERTH i)

BEPRI

EME  LimitAudi@BwPercéoh\' 0

EEH k5

Ba PR

Epand

EPIw  LimitUSBBW ICA# 0

USB B

"EE

ElH

B PR
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Studio
R

R
USB
REE
TE [T
CA=Ps)
tt
BIMGHR
BEM
MR
1
BIMGER
BEM
HEIfR
=Ry
tt

XHE
TE T
BEIRH!
XHE
TE [T
BPREY
Bt

FTENHL
BEM
HEIfR
1

FTENH]
BEM
HEIIR
LRy
kb

=i
B KE E32S

LimitUSBB#Percen€A\#

et

LimitClipBBW  ICA\%

et

LimitClipgBWPertEAt =

il

LimitCdnB ICA\#

il

LimitCdnmBmwPerce@A\w

&t

LimitPrinBBrBw  ICA\TF

et

LimitPringBrBwPert@AYw

&t

BIAME

0

WebSocketceptWelh Shifket siidWetittrkets

JEZE
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Studio EMR
R BITE= i B RINE

WebSock&#tbSocket&®iirt 1CA\WebSead&ts

HOS

WebSockeBTrustediFiginSdOAM b Sockets

IR

ARss 8%

5z

ICAR  SendICAKe¢&MlivedCAR  FTERZE

FED #eEsh  ICAR

RE K& 155E5h
REH
£ (0)

ICAR  ICAKeepAthE#TimedCA R 60 %

FpEDD FEEDD

REHE RE

By

ICAfi IcalistenetBoWtNurtider 1494

I 28

as

HDX HDXoverGb&#  ICA Preferred(2)

BiERN

4

£iEA AcceptSessiEmRelidbAigConfidetions
Ek Pt EE (1)

5 1

E#iE  ReconnedtighiliTrdGsn®end0%vel
# Ul PimE

BEAE hEH

&5 EE

RIEFA]  SessionRétligilityA€A\s 2598
M ETIE

as k3

=i&A]  SessionRetighility TicAgaut 180 #
M ELIE

B 1%
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Studio
R

el
FTENH
BEM
el
2 PDF
WA
EN#

FTENH
Ixzhiz
FrBR G
MEE
i3

R
LY
BEM

=i
B KE RIR

AllowAutdgientRetofzect
FinE
MER

EiZ
AllowAud®BRedirecEdn

AllowPrinfigeRedir TED

AutoCreaf8PDFPririef

DriverMagiingList $TEN

AllowClipBirard Re iR

BIAME

S
(1)

Microsoft
XPS

Document

Writer

*,

Deny
5
Send
to
Microsoft

OneNote

*,

Deny

SIF
(1)
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Studio

REE
TE [
y

BanE
&ESE

IR
BE%S

Bir&
[EBES

fERMR
SRR
P3a38Y
YR
B3
FVFAL
BILH
4

=i
B KE RIR BIAME

AllowUSBRedir  USB Rk

USBDevida@Rules USB ¢ EFis  USBDevid@Rules

usB
BEE
E R
Ty
MovinglnfageCom Jiteissid reCEfiEuration
(1)
ExtraColof¥dmpreJdianwire E2H
(0)
Targeted MiRimum AraimesRetSdpsnd

FramesPe&Eecond Thinwire 30 fps

VisualQuaEy Thinwire & (3)

VideoCodgs Thinwire &igat
/R
(3)

UseHardvi@reEncodhighdr¥igigaBodec
(1)

AllowVisugtyLoss|d¢sitariTp reggigin
(0)
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Studio
R

;s
3D
FIfE
A=Ay
14

& B
iZ:N)=]

EA
e
BEM
RAR
EE

HEE
RUB

BRE
Hl28 5
R

BI NG
pric = =2l
R
FIETE
RNEE
R
=5

speex

=
PAS=:)

=i
B KE RIR BIAME

OptimizeFRE3dWorkhdadire BH
(0)

PreferredgistorDepthinwire 24
i/t%&&
(1)

it

SoundQuality =g

O ]
55
Kt

S

AllowMicr@phoneRgdir RiF
(1)

MaximumiNgriberFfsitEsion250
I

ConcurreitEagonsTofeEance
i

EnableAuiti#E pdatedfticaltroftafs
Deliv- (1)
ery
Agent
"E

Clipboard8glectioriipdateMdde

PrimarySélectionUgdgaiieMode

MaxSpee@@ality =7 5
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Studio
R

BEh&E
N
IR T
a5

el
FRIK

PILRIK
B
el
Ixzhas
BEM
R
P imIR
Bl
i)
BEE
R

RVFTE
KEHS
B
PAR
Xt
M=m|
TEX
(53

=i
B KE E32S

AutoConrBetDrivest &

&
19/CDM

AllowCdr@@wDrives X4 &

E
&/CDM

AllowFixegiBrives X#4=

&
19/CDM

AllowFlopByDrivesxX &

E
©/CDM

AllowNetvgrrkDrivek (&

=

&
19/CDM

AllowDriveRedir xX#E&

=

E
m/CDM

ReadOnly#egp ped DiiflE

=

E
&/CDM

AllowAutdgeyboardrRlUp

AllowFileFagnsfer xf¢t%
L]

AllowFileERswnloadc 1%
L]

BIAME

BB
(1)

s
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Studio EMR
REZ BITE= i B RINE

Bt AllowFileBptoad xX#E  aiF

&3 L]
1]
£iF%  EnableSeSionldleBift BE=HA
PN IHRY N (1)
2
2% Sessionldi@Fimerintafeal 1440
IR Y28 paKs:
EIEI
BrF=  EnableSefSnDiscanfuctTirAdE A
JEIHAS g (0)
2
BrF=  SessionDiEm®nnectEithurPeridd0
. an:N] Y28 paxz:
I

AE:

3% Windows Virtual Delivery Agent (VDA) 3z3#%i@id A 7 #B IR 1Y (UDP) %447, Linux VDA <3z
B, BX¥4EER, B2N@ETAAEHIERY (UDP) LA EH S,

AIUMER LT Citrix $KE&I&B7E Citrix Studio FERERIEEEITETES:

o [ETWITITE . WERDNTHNSIERH SSHERE PR,

o RIETAITETSENFE: RETHSIERNITEIRS, MRFIFTAITEREEANEERA, HEEDRFTIZENN
BIRREEIBFEN, SIEBFTIEE,

o WIFEZENRIEITEISE . WHE ST XNMIEZNSIEEE ST ERRE],

o WIFFEESIEITETERIENG: IR B SR SIE A Z AiRIETElERR.

EEMREIRERN, BFHRXEREEREPRE—H

TRRENEIRGEIZEN, BET—FESER. AXTA, BEIUTHEEHE: RBEXAESHES, BLEE
El%f%?%/ﬁﬁj.”klu\o g@ 1%1%?%/%511){*&.\, 1E$E1#m)ﬂ§ﬁ)\l'/(§§f|ﬂl+ﬁj’%§o
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Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

BJLAFE Citrix Studio 7.12 i & E SR AP ECE LA T 5B,

+ MaxSpeexQuality
& (¥%): [0-10]
BRINME: 5
HAER:

ESREANPEE, SMEERKA Speex RIS SIMBIEH1TRID (BBRATIRER), Speex 2—
MEBRFEER, XEREEIFURANESESREEREITES. SHM—EIESTRFENDRAR, XAz
HI1E R EMELAFE 2 PRI, AL EEHE Speex figI 2@ SBEE 0 3 10 ZEMRESHITH, &

BiS, RS,

= Speex RERESIREMNHRRE (FSHTMEEOHRERHIRE) EFRE Speex REX SHERE
Wi, MRSTHIMHRENT, FEBFLTEFRN, XERERERRS. IRSTINRENR, FEFFLTE
HIRI, XBEREFRIFRRIR. BRI Speex REARENRA TERRLLER, &E Speex REHIAR
AIERR AT R

- FET&EE Speex BR&,
- HILRBERFFINFHERS,
BXIRE: SR8, SMEEMT RS
+ PrimarySelectionUpdateMode
& #&):[0,1,2,3]
FiAE: 3
HHER:
EERHEH SR T BTG EIERN, RERIEERS.
g EITH Linux VDA MIZFiG LN T REARTERE ] UEXN A Bk LB, F0MEE:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BERABREEREAEZR I LU REEN EEH
Linux VDA EHMEREABTEERERZ A i EHEIMER. FRKENIREABTEEFRENR Linux
VDA ERIZINGIR,

- INEERNREEREMEZFiH
Linux VDA M EARABEEAEHZFF iH EHFIINR. BARKREMNEXERNTEEEH Linux VDA
LRI NEAR,

- BPEERBTEREREIEMN
Linux VDA EM i EABETEETHZFF iF EHFIINR, BRKEEMNEXEERBTIEEAEH Linux VDA
LRI NEAR,

- EERAREERNERFHMEN LER
Linux VDA EMEEENBLEEEHEF in LEINGIR,. BF K LT REABLEEEH Linux VDA £
BUBIMEAR. LEET A ERINE
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BXIRE: BEREEADEHRER
+ ClipboardSelectionUpdateMode
& (#2): [0,1,2,3]
#AINME: 3
HAER:

HEEEREMEHPHIBEREE S8 JELREAEMREERNS, flBIMNREREFEE “E
#”, BIMERIEEABEERTF Microsoft Windows BIlkiRi&E, MEEERNBST Linux s 2m—,

It EEBgiEH Linux VDA fiE P i ERBIIEIRIEE AR T E R T 0] LEX AR LB . FEMEED:

Edit Setting
Clipboard selection update mode
I Value: |Selection changes are updated on both client and hast ~ -
Studi( " Uee Selection changes are not updated on neither client nor host haost
Host selection changes are not updated to client
v A_F'Pl Client szlection changes are not updated to host X
Virtu changes are updated on both dient and host O5, 7.1 Desktop O5, 7.5 Server edail
Setti 0s, = P T e o, Feror oo Desktop 05, 7.8 Server 05, 7.8 LAY
= Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 08, 7.12 Server 05, 7.12 Select
Users & Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 05, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18 )
Summg Desktop OS, 1808 Server OS, 1808 Desktop O3S, 1811 Server 05, 1811 Desktop OS ST
¥ Description
This setting is supported only by Linux VDA version 1.4 onwards, It)

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

¥ Related settings
Primary selection update mode ﬁ
lancel

ﬁ Cancel

- EERNATFEREAEE G L AREEN _EFH
Linux VDA ERIBIMEIREE AR T EAEHMEFF Im EMEINLIR. B iR EMBIMLIREERNRTEAEH
Linux VDA EAIEINEIR

- FNEEABREEAENIEF IR
Linux VDA EM S RIEE AR T ERAERNZF A In MR, XA E EMEMRIEE NS TEER
Linux VDA EAIEINEIR,

- BRIHEERABTZEREMEEN
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Linux VDA EMEIMIRIEEAR T EETFME P in LM MR, BRIG EMNEIEIRAERNBS T EARAER
Linux VDA ERIEINEHR,

- EEABTEERNERTFIHMNEN LEH
Linux VDA ERBIMEREE A AL EEHZF in LEINGIR, & F i LBV EIRIEE A B L EEH Linux
VDA ERIBINEIR. IthikT9BRIA(E,

HEXIZE: TEERBIEMER
AE:

Linux VDA X #FBIIREEANBMEEEAND. EizHl Linux VDA 5EFimZ BREHIFMIETH, HITERN
ERRKEREE AT EMRAN EEEARTERELIRENERNE,

FTEN

October 31, 2022
EHLARBEUTER:
o FTENSRIEMUE

« PDF#TED

FTENSRAEMOE

November 4, 2022

IR ME RTENRIESLEBIER.

Eoes3
Linux VDA ZRFIES/E A cups 71 foomatic idiE3s, £X % VDA BRI EE. EAILIRBY X BERFohREDE
83, f5Iun:
ZRHEL7 L:
sudo yum -y ‘install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->
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&

Citrix 124 7 = Fh2E B 00ERITENHIRENTER (postscript. pcl5 # pcl6). BZ, BRITEMIRGHIEF TS EME
PITENN R D, EXMERT, FHRAHHME—EFNERE ~/.CtxlpProfileSCLIENT_NAME BB . BEhR
75 1906 2, FAILUERMNTE Citrix Studio HEREITENHIREHIZ FF BT AN A M SRR,

£7¢ Citrix Studio FECEITENHIRENIZFIRET IR A M SRR, IBMITLATIRIE:

1. EFFTEDHIREHAZ Fr BRES NS M R BK

2. BEHRM.
3. AR IRITENMNIRIEF BFES IRGHIZF & 7. MNREMERT Linux & Citrix Workspace M ABER,
BEHAIETITENH B o

4. EEERAHBEN VDA LHIREHIERFE X HFRIET R,

Edit Setting

Printer driver mapping and compatibility

' Driver Name - Action - Settings - S¢
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
i@ Edit driver mapping X
Add | | Driver Name:
FX FPS Color Class Driver
| Use defaulty g™ Deny
() Allow
- Applies to.tl ) Do not create -
g'ﬁ“algse'? O Create with universal driver only [C})SS 7??3
enver = . y
Server 0S. 7| ° Replace with | /usr/share/ppd/cupsfilters/Fuji_Xerox p 0S, 7.12
Server 05, 7 sktop OS,
7.15 Server | OK ” Cancel 7 Desktop

05, 7.18 ServerUs, 7.15 USSKIOp US
¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an -

“ | Cancel
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} =r

AR

o {N3z#F PPD RohiZF XX,
o AFEFFTENNIRENIE R IRES AN FR A M SRIEAVE Mk Tl. RBEBIRNEN.

fERER

AUMBRGAHREMERFBHEARFIT, XREFIBIRIMTEMNAIMRSIE) Linux VDA 1%, WFREMEARER,
FTENN B ARAEo

o SHFAFNEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskS$SSESSION_ID

o SFAEHNERER:
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID

F=3

AR

NMRE—AFRENTATEATHNRENELRGHNNAER, IERILUARRMTENN. TEEERGRNNARE
FRIEFHSETEN LITED, BEEEERBHNRERIEFRBINAZFFTEIN LTEN,

EEHR
FoIEFTED

FTENFTAE B TIERY, B ETENFIFZR ctxlpmngt F1 CUPS #2232,

FTENSFIFIZR ctxlpmngt B—MRRIE#IE, MAERIERIERIET, SITUTHSURINTIFIFEFRSEEE
7. R ctxlpmngt K517, BEMHSITHFE ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

WMRMTEITED, BT CUPS 1E28, ctxcups lRSATFHTEINERE, #5 Linux CUPS 2RBIE, #HBESMT
BLEE—, TBEIBITUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wtk CUPS BHERESING B

g CUPS B, BETUTar<UEE CUPS lRSX ., &N, CUPS BHEXAIZRE hdx.log !
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sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

LA BN R R R BRITENH SRR E, FERRELT, TENHIESR, AAXEHE CUPS %2
o

FTEN4g SO ELES

TN BHEFARETESSHBHED. RAPASIAPRETRDEFEE, REEEIRE
~[.CtxlpProfile$CLIENT_NAME & > #1 TR &,

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:
printername ZRAESHNEYUMEZ A IREGATEINBNE TR, ER2—TRIME. B7HE,

TEEERTIEEFER ppdpath. model 71 drivertype, EMETHYITENH REEEREP—NFE,

o MRBAITENNIRIEFSEFIHITEINARES, BHEA model= EMAE ANFTENNEDIZFHE S, AL
A pinfo ST IRITENA LIRS EFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 334



Linux Virtual Delivery Agent 2209

<!--NeedCopy-->

ARA LIS ER S LUSFTENY LA :

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o NRBAITENNREIZF 5B P HITEINARS, BEEAVITENNERZF PPD X#Z. ppdpath &
RANUTENNIIRENIE F X BIBIT B 1R
flgn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#&#E— ppd B&hiz:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER. ppd
<!--NeedCopy-->

o Citrix 2t 7 =B 0B RITENVIRENIERF (postscript. pcl5 # pcl6) . A LURIBITENHE 1B BIRTHIZ
FPEL,
BN, NREFFIHBINTENNIREHIZFEE R PCL5, 5% drivertype i¢E5:

drivertype=pcl5
<!--NeedCopy-->

il P ANV S
SR EAEMERAITEIN., H=iEA CutePDF #1 PDFCreator Z 2589 EHAFTENH LARARE LRI R T 5 T ENHLIR
MEFE X

FTENPEALBUR T2 P i BRIAAT N T ENM IR BNA2fre S0 BARE HADE R IREIZF KB, MREFIRITENNERNZ
PCL5 IEzhigRs, i Linux VDA i&#ZEHIZE Postscript IRzhigR, NS HIMimR,

INRITENHIRENERFRBUIER, AILUAITIA TS BERIAER R :
1. BRIEBLHHNRERE.
2. 517 vi ~/.CtxlpProfileSCLIENT_NAME &<,
3. RN TFFERTE Linux VDA LIRERESITENS f4:

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. TEIXAY U E MR FITENE , §E —1 spool X4 1%7Z7 [var/spool/cups-ctx/$logon_user/$spool_file
To

6. RERBITNRBE AT, MR spool XHEKXNAE, RRBEM, BEKA Citrix 23§ GHRHEHTENAE) LRI

BEZES.
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7. R spool K/NAAE, M ZXGEFZEF . spool XHERBEURTE P IHBIAFTENASFTENHIREHTE
FRRY, WNRBRTRIITENN, (&xH1) IREHIZR = postscript, FIIMEETE Linux B2ER L _LITF spool Xt
RERNBSRSIER.

NREEITENXMHZ PCL, EFFIHRIERSGRE Windows, NEERITENNXHEFIZIRF IS, HERTREN
FTENHIRBHFE R 7E R P I TENA 4T EMZ S

8. RRSTHYITENH BB ERARRMFTENIRENER, TILL PostScript & R isiTENH 9 fl:
a) BRENRIE, AR HEE LTSRS,
b) TFHTENERII,:

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BGTEMW). IIRMEEREREERNR,

d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (#1i&7) 1 Model (25) FE+, M Citrix UPD Rapi2 s iEiE REBVITENHIREIIE R,
9, MR%=ET CUPS-PDF EHMTENN, BJLA%EE “Generic CUPS-PDF Printer” (i@F CUPS-PDF
TENH) WRopizF. REES.

f) RS, We1E .CtxlpProfile$CLIENT_NAME R BIRsNIZFHI PPD SXH4HERR, WUAY
BRESBYFTENHL (6 IR MY IR BN T o

BEA0ia)

THEREMHEMTE Linux VDA LITENBTF/EY R :

CTXPS RzpizF 5880 PLCATENNIARE

MRREFTENRLIRR , B ITENHIREDIZ R i2 B A BIE R R R A TENHIIRENIE T

FTENR S HLBTHTEME A8

EAME A IHITENN EFTENAX AR, XS BPRS[BERHITER. NMREZNEERIE, FRURFTERKHE
&,

FEMIEPEETEMNAITEN(F k@A

Linux M=iE#&5 Windows 1#(ERFETRE,. Bk, FrEBFRBIKABRSGEENEN. ErIUZRXLEEM, 54
SEH CUPS BBEXfF: [etc/cups/cupsd.conf,
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KB HRECER LRI ERE B TR

DefaultPolicy default

WMRKERB A default, NRELUTITARINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF #TED

October 31, 2022

fERZHF PDF $TEDRY Citrix Workspace R RBI2FHRZS, aJLITEDM Linux VDA &iEREi%i%8 PDF. SiEFTENE
W AXFRET Citrix Workspace M REFHAM T BN, fEauit&EN £, ATLUERFTE PDF EER(ITH
PDF, HTEFMEFTENMN L#ITHTEN,

Linux VDA 2357 LU FhiZ<89 Citrix Workspace M2 L#17 PDF $TE0:

+ Citrix Receiver for HTML5 A4s 2.4 3 2.6.9. ZAF HTML5 & Citrix Workspace FZF#2R 1808 RE&
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

Remote PC Access

November 4, 2022

BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops 89 B2, TEALEBEMMAFRTIURZENA
RERBANEMEDAE PCo NRBPALUFREDAE PC, tiTAILUARITMR TR ENFRENAER. RIENE
Bo

Remote PC Access R T EIAEmA N AERF KR Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access BIERFFIZSEBE Citrix Virtual Apps and Desktops FrEMERFRIZER, XirgE—4E
RET—HES—WEREER, BrEdER Citrix HDX T HIZEHDAE PC &%, REREAF LK,

BXiEMER, BB Citrix Virtual Apps and Desktops xierE) Remote PC Access.

=l

XEFEEDE Linux VDA HE1#:

o TEMIENE, E1X7EIE 3D BHX TR Linux VDA, BF NVIDIA Rzpi2 F9BRE, BT HDX 3D #x,
PC WAt RETEFL, BRILREFETEENEZ2NM,

o EXE Linux HENEARSIERERALENITENE R,
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o BatAFRDRAERT Linux it8il. BEEmAFR SR, APESHER PCHREBmRESRASENITE
o EREBERTANER TRITIHE R, EF K LM Citrix Workspace R Bi2FH UEEBIB P £ Remote
PC Access RERIERIFIAINAZE PC _LHMFAEFFIIE.

« MRAFRBEAMBERIE PC, ZidM StoreFront E5) PC LK.
o TEBANEA T Linux iHE .

[T

231 Linux PC 1%, BEB4R PC £R%# Linux VDA, ¢/Z Remote PC Access XZMITENER, AEIE
ZAHE, LEHENE RPN PCAMERBGENAAER. UTEHFANAT ZIE:

$% 1- 12845 PC £%% Linux VDA

BWEERENZERRE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,

S8 2 - 872 Remote PC Access R+ BN ER

1. 7 Citrix Studio #, ARBHUENER, AEMREREFEFURHTENER.

&% Citrix Studio
Machine Cataloa + | Machine type No. of machines Allocated machines

File Action View Help
e 2nm
| Console Root

~ § Citrix Studio (site)

O Search
= Machine Cat=lone

£ Delivery Gra Create Machine Catalog Single-session OS5 (Remote PC Access) 1
ﬂ Application: Wrzm N Single-session 05 (Remote PC Access) 1
g Policies Single-session OS (Remote PC Access) 1
@ Logging Refresh

~ [E» Configuratic
8 Adminis  Help
Controllers
=1 Hosting
&% Licensing
3 StoreFront
@ App-V Publishi
@ Zones
v &3 Citrix StoreFront
3 Stores
Server Group __________________________________________________—— _________________________________________________]
Details - RemotePC-suse125

Details | Machines | Delivery Groups =~ Administrators

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session 05 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Setto VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. BEENTIE LN TP,
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tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ Don't show this again

3. TERER%KTUE Li%EE Remote PC Access.
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o FERAZFEIGITHER: Remote PC Access &1t 25,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

=&

October 31, 2022
KESABTEE LT EA:

o BiERfEH

. FARNEERER

o RTWRAIER

o SIEAEM

» Rendezvous V1

» Rendezvous V2

« FATLS RIFAFPRIERSE

« £A DTLS RIFAFPRERE

Epeivagg

November 4, 2022

BiEnfEimE Citrix Virtual Apps and Desktops BB EaHFl, IHEMEEEIR, BEAT BY, ST A
FRXEM, FREEEHEMETIES WAN 7 Internet EiZHBEMEER, BXxBEMEHNFMAEER, BE2FE
SETVAEZ =N

BRBENEE

7z Citrix Studio #, i HDX BERFMEIKIEEAERTERISHREN. ERBALFERRES,

o Hit: RAEEFERET Enlightened Data Transport (EDT) BB &R &4, HEHEE TCP,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 350


https://docs.citrix.com/zh-cn/tech-zone/design/design-decisions/remote-pc-access.html
https://docs.citrix.com/zh-cn/tech-zone/design/reference-architectures/remote-pc.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/adaptive-transport.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/logon-with-temp-home-directory.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/publish-apps.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/session-reliability.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/rendezvous-v1.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/rendezvous-v2.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/secure-user-sessions-using-tls.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2209/configure/session/secure-user-sessions-using-dtls.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html

Linux Virtual Delivery Agent 2209

o 2l RR: BEISAE EDT, HEAELRE TCP,

HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

ML Diagnostic mode  JallGEILUE
Virtuaroemrery mgene 1z server 05, 7.13 Desktop 05, 7.14 Server OF, 7.14 Desktop 05, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audic and

Framehawk.
B HABRIEMNER

BERMBEERN SR, 1&7E Citrix Studio #i§ HDX BEREHIKERIZE A%,

MEELRATBENEE

210%E UDP AR 2 S EEETT, RBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERERERT, BHRMTFUTHT.
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udp 0 0 0.0.0.0:2598 0.0.0.0:%

udp 0 0 :::1494 R
<!--NeedCopy-->

EDT MTU %3}

EDT TR RIEN BEMAERAEFRENM (MTU). MR LEHINATRER SR TR T ERZIRIEN EDT
EEER.

RIREK:

e Linux VDA 2012

« EATF Windows 89 Citrix Workspace MR 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBRAREAEN

MREANEFIHT SERAERZF I8, WAIUREESEHRNEENX EDT MTU, BXEAESR, BESHMIR
i E CTX231821,

==
=

I

AMRFEFALRSHTENG, FESHEEEMRERERSR, Citrix TERIEIFIMREFERECHAFLS
BHIMBIIRAAE IS 1T AR, EREMRRIESRFHIENG, ERIEIMERZE, BSLHITED.

7£ VDA =A% EDT MTU k3

ZFINERT, EDT MTU XM FEARS.

o« EEAEDT MTU %M, BEAUTHSIZE MtuDiscovery FMEM, EFE6) VDA, AE%E# VDA
JERR:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« M EDT MTU %3, &R MtuDiscovery FMERME,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 352


https://support.citrix.com/article/CTX231821

Linux Virtual Delivery Agent 2209

EHEIZ A LR EDT MTU 231
A LUEETE ICA X MtuDiscovery %, &Pk LHEFEIEE EDT MTU X3, BERAILINGE, 5
£ Application 9 FIRE L THE:
MtuDiscovery=0ff
ESfHEAILINEE, EM ICA ik MtuDiscovery 8,
BE:

ZEL ICA XS E1EM, 157 VDA £ EDT MTU &I, 1R %7 VDA £EEH EDT MTU &I, M ICA
XHESHTS.

ZEERER LHBEEXERMEEES

October 31, 2022
AUERAUTHISREEXEREEHEBERRNIREERRER. ERREERRREAMEREENERER, 7
LUSHEIR H B RN B E RE&F.

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --
force

<!--NeedCopy-->

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force
<!--NeedCopy-->

7t SUSE 15.3 EfEMZINEE, #BM http://download.opensuse.org/distribution/leap/15.3/repo/oss/ &
ZEimlib2,

e

WNRfEA LogonDisplayString FINBEXERES, NRKIAERT, ERRRERNEE,

ZRIEAPYDHBEEX REFER

October 31, 2022
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AILAfER CTX_XDL_DESKTOP_ENVIRONMEN

TENZEAFEERENR. B 2209 ke, SIERFAMUB

EXBHCHNEEFIR, “IRsI7E VDA LREREIFE, FEERAItThEe.

TRETTZFRSIFAFPUSNEEXKEIFEN Linux KTHRMKEIFRENTIR,

Linux £17hR

Debianl11.3. Debian 10.9
RHEL 8.6. RHEL 8.4

RHEL 7.9

Rocky Linux 8.6

SUSE 15.3

Ubuntu 22.04. Ubuntu 20.04. Ubuntu 18.04

SETIRBL

SR BARENR, BEIIEPETHERAS S

MREMFREIFRN:

GNOME

GNOME Classic

MATE

KDE

KDE &7~

XFNKE

MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic
MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic. KDE
MATE. GNOME. GNOME-Classic
MATE. GNOME. GNOME-Classic. KDE

BITUA TS

Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh GNOME-CLASSIC
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh MATE
Jopt/Citrix/VDA/bin/
ctxdesktopswitch.sh KDE

« Magnus FJ8E27E KDE FERIBYINE, (FAfRTE, EELBEIEIT sudo apt remove magnus

SEER Magnus {46,

« Z2 A KDE B I QT &, 5L root AR SBERMUTREREE /usr/share/qt5/

gtlogging.ini:

gt.gpa.xcb.xcberror.error=false
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gt.gpa.xcb.warning=false
gt.gpa.xcb.error=false

<!--NeedCopy-->

+ KDE WREMUATRER KM, (FARRTGZE, RITRNERRARENBMERE.

EARENEERER

October 31, 2022

7£ Linux VDA EREHSHIMBENERT, JUEERNEER. MREETRNEER, WHEKIFERMEE
HRAMNET—FET. BRHEZEREHEETRNEERT.

TERNEBTHMTRETHE B RAVERRDL

SRR 5598 PR
LogNoHome ZEAREEAMERETERMNE create -k "HKLM\

HomeMountPoint

ATERRE. RINMER 1, RTR.
MR ZEREN 0, WFERATE
BEBRNZEER.

£ Linux VDA L& BAcihiEd =,
fign, R /mnt/home B =,
MAFRKEESRHA /mnt/home/
domain/<user_name>, ¥R
EHRSENIRERNEFREERE
o

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome'"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SZ"-v "

||<A
directory where the

NFS share is to be

mounted>"--force

HomeMountPoint'"-d
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AR tEA e
TempHomeDirectoryPath  #£ Linux VDA LigEIGNEER, create -k "HKLM\
MABpEE = HIKEE, BRINMER System)\
/tmp. EMERBECRT CurrentControlSet)\

HomeMountPoint, &A% Control\Citrix"-t "
MBEHSFTENASEN. AR REG_SZ"-v "

MiEEE B R7A TempHomeDirectoryPath
/tmp/domain/user_id, "-d "</tmp by default
>"--force
RemoveHomeOnLogoff ERIRSERFAHEBRIGNEE  create -k "HKLM\
Fo 1 RTRB. 0 RTE System)\
CurrentControlSet)\

Control\Citrix"-t "

REG_DWORD"-v "

RemoveHomeOnLogoff"-d
"Ox00000000"--force

AN ARER

October 31,2022

f&Bh Linux VDA 7.13 hiz, Citrix MFFERZREH Linux FEFRNT LN BRREFTE. FRENTEMFERRD
FERNA] e A It ThAE,

m:

7£ Linux VDA 1.4 &, Citrix 18507 X B &R H BN AIEFMSIEH ZIhRERZH.

&£ Citrix Studio k&N FBIEF

EAI R AT S N BIEF AMEIIMA R FAR &% Linux VDA L REMNBIERF. Zdi25%% Windows
VDA LLEMNAEFEM. BXFMELR, 15505 Citrix Virtual Apps and Desktops x#%  (Ri#E#B# Citrix
Virtual Apps and Desktops ki) .

AR

o BRERMAN, FRAERMEERENSENNBEFINHBEF.
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e Linux VDA 1.4 REBRALZFHFLHNAER. B2, Linux VDA RZFESEMNARR R HAERN
HEN. BFRIRE, HNTENEANAEFNEEREZREMITHE,

o BEERATENAER, B707E StoreFront EEATEER, TEEXBIALTERARS. IREEETIE
B “TWIMode=0ff" Z2RZEX, BEMIRIIZRE, MIFKHEEBERA “TWIMode=0n", BNERELER
HERHRRE,

PR

Linux VDA R8N AF BoE—RAREFNZ N HREG.
ENREFSER, IERETNAREFNRES XA ERIEET.

EA0a)

ERHNAREFRERR T ATEMR-:

s AZWEKAFEL. BOMNBATESETRS SRS =,

s FEFMBATHNNARFISEONRNS.

+ 1B17%1 LibreOffice AR, [EHE—MEIMNARERZRE Citrix Studio £, EAXEN AR
=g,

» “Dolphin” ZEXMWEF QIS WEBAGNARFIEFERER. EMRRIRM, FESEMILLA https:
//wiki.archlinux.org/title/Qt B ZE,

Rendezvous V1

November 4, 2022

£/ Citrix Gateway AR5 E¢, Rendezvous iR E4%:d Citrix Cloud Connector, UEHER£MEET)
Citrix Cloud #=#I¥&.

ERMERNRETEER: 1) 5 VDA EMMNSIENENRE; 2) HDX SiFRE.

Rendezvous V1 #iF HDX &iEm&4ed Cloud Connector, BEEK Cloud Connector KIEFFEIEHEIRE L
#17 VDA M iERIE,

2K

« £/ Citrix Workspace # Citrix Gateway BRSiA 1R 1E,
o % @E: Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BRS3)
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+ Linux VDA kg7 2112 s &SRS,

- hR7< 2112 2IREER HTTP ARSI,
- hR7s 2204 2:EPANIEM SOCKSS RIBF R RIEIRZS,

£ Citrix B8 /= A Rendezvous i, BXFMER, ESiH Rendezvous MY HEEEIEE,

VDA &3t https://*.nssvc.net AEHENIR, SEFMEFEH. NMRELTEBIZHREREFH
FINBRE, BEXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

« ERESIER, Cloud Connector & 713KEX VDA B9 FQDN, BLIULB4F, &A= EA DNS f@#if: /8
Citrix DaaS$ iz#2 PowerShell SDK, iaf78n% Set-BrokerSite -DnsResolutionEnabled

$true, B Citrix DaaS izi2 PowerShell SDK 4= 8., 5518 SDK #1 AP,

RERE

VDA #n@it HTTP #1 SOCKSS5 {I8%17 Rendezvous &,

RIBEEFED

7 Rendezvous HERREN, HEEUTER:

 ZH5ARERR HTTP RIEA SOCKSS 3,
o AEPBUIEBRENNE, BERE, WE VDA 5MXIRSZEN ICA REFZRIZE. BEILE, BN, &
Bl

o HTTP RIBEIEAIIEHM Kerberos SR IEIEMMYZFETIHHENNSHIIE, EERERSSH, hEs
HIIEH FES B %R Kerberos i, Kerberos £ Linux VDA ZiFmiM—A 2,

=W

ZfFE A Kerberos, HAANNRERSSBZIERS EEZR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA ERBRISERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEMEITEFREN, MRAFBIE SPN, BHEIEEEK,

o HAIRZHER SOCKSS RE#HITH I, NREMA SOCKSS K3, BAEREFI, UERFERXIRS L
RE (EEXRPIEE) USRI SHEIE.

« 2B SOCKS5 fiExzHnmd EDT #178dEER. XIF HTTP 38, &M TCP 17 ICA BEHthi.

BEAAIE

Rendezvous %#5%EEA HTTP I8, MRFEMLEHEAEANE, WAFEE VDA L#iTHMEE.
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IFZERARE
EMERERIFEARIEN, B E Rendezvous LIEECEIRE. BAZIKESRS, 5 VDA$EE HTTP 5 SOCKSS5 1
ik, LT REERMPE fln:

o fR¥EMIE: http://<URL or IP>:<port>g socks5://<URL or IP>:<port>

Rendezvous I&3iF

MREHEFAEER, BRETHSBRIIERSELMEMA Rendezvous:

1. 7 VDA LEmhimms.
2. 1517 Jopt/Citrix/VDA/bin/ctxquery -f 1P,
3. RiaMNIERRIE A

o TCP Rendezvous: TCP-TLS-CGP -ICA

« EDT Rendezvous: UDP-DTLS-CGP -ICA
« @it Cloud Connector fX3#: TCP - PROXY - SSL - CGP - ICA g UDP - PROXY - DTLS - CGP - ICA

Rm:

WMERBAT Rendezvous B VDA TiE#EiHA Citrix Gateway BRsS, VDA #[@iEE#@id Cloud Connector
12 HDX =18,

Rendezvous H T ERIE

TEH#ART Rendezvous HEEHRE,

BRESERT BRI,

1. E#3l Citrix Workspace.
2. 1z Citrix Workspace F#iNER,
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3. WMRFEAAH Active Directory, Citrix DaaS ¥ Cloud Connector i@i&i&@id Active Directory 31
BHITIIE,
Citrix Workspace &7 Citrix DaaS M5 R,
M Citrix Workspace #i%## %8, Citrix DaaS @ VDA RX—%HE, UEAEASTEHTES,
Citrix Workspace ¥ ICA x#%i%=2I8% Citrix Cloud £ m#I STA ZiFMIH =,
i s Citrix Gateway RS, RHZEERI VDA BEIE, Citrix Cloud $%IEZEiE,
Citrix Gateway fR £ % i # 15 2 %% % Cloud Connector, Cloud Connector HEE#E &~ Ren-
dezvous &, HEEE%REET VDA,
9. VDA 115 Citrix Gateway lREMEZEERE.
10. IR XA VDA 5 Citrix Gateway fRSZiEEi Bi%EHE, VDA %@ Cloud Connector RIEEHEE,
11. Citrix Gateway fREEiH=S5 VDA Zai2iriE%,
12. VDA &g Cloud Connector &8 Citrix DaaS iEE ATk,
13. Citrix DaaS &z Cloud Connector & VDA &ZEXIEHRE, XLEBEREMNA.

90.“9”.0":“

Rendezvous V2

November 4, 2022

£/ Citrix Gateway AR5 E¢, Rendezvous il i E4e:d Citrix Cloud Connector, UEER£MEET
Citrix Cloud =%l &,

ERMAXENREFTEESE: 1) 54 VDA HMNSIERENRE; 2) HDX RiEFRE.

Rendezvous V1 #iF HDX &iEm&4e3 Cloud Connector, BEEK Cloud Connector KIBFAEIEHIRE L
#17 VDA FMFASERIE,

TR T A7E AD EAHHENMKRIMNERITENIE Rendezvous V2 58 &FEMZSIE Linux VDA BB &ER, %t
FRMAERITEN, Rendezvous V2 72 HDX sigflissliigssd Cloud Connector,

£

£/ Rendezvous V2 IERE:

« {£/ Citrix Workspace #0 Citrix Gateway RS iA R 1E,
o @ : Citrix DaaS (LLEi#RA Citrix Virtual Apps and Desktops ARs3)
o VDA hiiZx 2201 S E S hRk s,

- hR# 2204 2 HTTP #1 SOCKS5 RIBFr RIS AR A,

7£ Citrix ZEBEE A Rendezvous thi¥e BXFAREE, B3 Rendezvous iV EKIEE,
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o« VDA XFIF https://*.nssvc.net EFHANE, SFEFREFE, MRELIELZARNIGFHREFE
FINBRE, ERAER https: //*.c.nssvc.netfMhttps://*.g.nssvc.net, BXF4HA
&8, 152 Citrix Cloud xx# (£ Virtual Apps and Desktops IR T 74) 89 Internet EEZEREBHF%
IR E CTX270584,

+ VDA AIHEmSEZ T E R FIRY L :

- £ TCP 443 £, BT TCP Rendezvous,
- £ UDP 443 £, B7F EDT Rendezvous,

REERE

£ Rendezvous B¥, VDA Z#@EdRIBERITHIFREN HDX £1ER8, AL AN RENERIEIEEIAE,
ALiEFHEES,

EHREREEEEM

= HTTP {1,

AL FRIBRERENNE, REFIS, LUE VDA Citrix Cloud =4I FEZ BNEFIRERSWER. BENR
wE, BN, EE/FEW.

FPRFRIESHIIIE,

o ENERFIRERENE, BIRNTARFEEIME:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy—-->

HDX /llbg1tigijz%=\$I)ﬁ\

o ¥ HTTP #1 SOCKS5 i,
« EDT R&E5 SOCKS5 RE—iEfER.
« EXHDX REEENRIE, 15FEMA Rendezvous HIEAEHRIKIEE,

o ALBHIEEMENNE, BEEFIS, LUE VDA F Citrix Cloud £4IFEE 2 EH HDX REFSwIEZE,. AR
HFeE, TN, EFERM.

o HTTP RIEE:SERNEN Kerberos BHIIEMMYZIFET HENN B M, EERRIBRS SN, hEs
RIE A ES BEhER Kerberos i, Kerberos 2 Linux VDA #5HM—A5 %,
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} =

=W

ZfE A Kerberos, % AANNRERSSBZVIERS EEZTR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA BRI SERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEKITEFRERN, MRAFCIE SPN, BHEIEEERL,

o HEIARSZHER SOCKSS RE#HITE I, MRFEA SOCKSS K1, BHEEFI, UEREMXARS L
BRE (EERPIEE) UKL SHEIE,

+ 2B SOCKS5 RiExz#pilid EDT #17#iEE R, xtF HTTP K32, &R TCP £ ICA BN,

BEANE

Rendezvous #5%&8A HTTP 12, MNREMLEPERBEANRE, WREERE VDA L#HTHARE.

n{afEzE Rendezvous V2

TEHEEEMIFEDESE Rendezvous HIFE:

1. BHERBEMEEZXR,
2. B VDA G, BITUTHSLUSEMENEMRI
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

X00000001" --force
<!--NeedCopy—-->

3. E#RzN VDA itE .
4. o) Citrix SRR EREN TR

« % Rendezvous Y& Ei& H 7%
o BEEHIEHIZE Citrix HEBTIES. ZFEBEBTEERA Rendezvous B+ E.
o EHER Citrix SRIEEB ERNMER, URBESEMRKE,

Rendezvous i

BREJEZTIEEMER Rendezvous hi¥, EELEHETT /opt/Citrix/VDA/bin/ctxquery -f
iP %,

ERBEm ISR AR

« TCP Rendezvous: TCP-TLS-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
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« @12 Cloud Connector K#E: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA
WRIFEFHE Rendezvous V2, k4G Ex 2.0,
e

MEEAT Rendezvous BF VDA EixE 4\ Citrix Gateway RS, VDA ¥[EliE2i&@d Cloud Connector
RIE HDX 1%,

£/ DTLS RIFAFRRIERE

October 31, 2022

M 7.18 frzA#e, DTLS MER—MxeRZ M. BRIABRT, LIEEE VDA LAFEARS. BXFHAER,
BERREZ 2.

/EF DTLS 1%
WirBENERESERA

7z Citrix Studio #, I HDX BERFiEISIE N ERTER ISR,

7z Linux VDA =/ SSL iz

7£ Linux VDA L, &8 Jopt/Citrix/VDA/sbhin L/ enable_vdassl.sh TEER (FZ/A) SSLME, %I H
FE BENETNER, 3EiafT /opt/Citrix/VDA/sbin/enable_vdassl.sh -h®&%,

=

AR

AT, Linux VDA %35 DTLS 1.0 #1 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 siiEBTF
Windows £ Citrix Workspace M 2R 1808 i Emhfiads. MREHEF in{Xz#F DTLS 1.0 (fin Citrix
Receiver for Windows 4.11), i&{EF enable_vdassl.sh T2 SSLMinVersion &5 TLS_1.0, %
SSLCipherSuite i&&% COM = ALL,

£ TLS RIFAFRIER SR

November 4, 2022

BhRZs 7.16 2, Linux VDA XFAFRIFAFRSIEREM TLS &, BMERT, TLS MELFEAKRS.
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BR TLS m#&

EEARTHRIPAFRIELSM TLS 10%, &7 Linux VDA 71 Delivery Controller (Controller) EREEHHE
F TLS %,

7 Linux VDA t&3&3E+H

FREX PEM #SARVARSS 2EHH CRT IUAMRIESR. RS[IEFEELUATED !
o B
o RINZEZHFLA
o FRENEH (FIik)

RS BRIEFH G
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

November 4, 2022
Citrix BI1ERISEMBES INFIEZIFM Linux F 4. SIETEMERIABER TATERRARS.

RNEA MR ML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMEEMNZIER
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEHESH HDX RSB UMEIEBEE M, WR7E Citrix Studio 1@ T FEKIGEIZE TIROS, NIEZK Linux
VDA EMIZE, #fR VDA LRI ASEEE AR L@ IR B OEFRMNE TR,

o BRSEBRENE P UnREHECHIRSE 8] EIFR

REFEPGEEEES (B, LERMBHEREERH) B, B1E Linux VDA 5&FFIRZ B R X REEEHREHE S
REESNRSHEBATRNEAIRESNHAIME. MREFmLEMAE, WEERE, BIIFFREMER. RERE
ERPRFESDRSEEZERRNHE. RAERTREELRE. BNHEHHTEE, HETUTHS (L10#HA
)
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIREIARSS S REHECHINSE 8] [BIFR
LG BIEFE M ICA BFIHAZEE Linux VDA WAESBEREEMIRSEE ZEERIT ., RINERTREELILEE, B
WHEBHTAEE, BETUTHS (X 10 #Afl).

/Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HPEHEER

BEREKEBAREAIEME, TERHRIE.

ERRRIERIR, BHITATHRIE:
1. 7 Citrix Studio FiB I SR BERARIEARMEE, BESYRILITFEFHREE) VDA BRSH HDX RS,
2. £ VDA £, BITUTaH<LURIESERTSEY TCP iARERETET (MU0 2598 Afl).

netstat -an | grep 2598
<!--NeedCopy-->

MRSEAEM RO LRE TCP flrgs, HziTU TR BARNIAS.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy—-->

USB £EM

November 4, 2022

USB i&#&7z Citrix Workspace R A#2F5 Linux VDA REZEH=, ¥ USB REEEMIIKEE, ERIUERER
ZHERERY USB IR E BB A IZIR &

e

LHMLBIERETF 100 2508, FHAVZINGER USB EER. HMKIERET 200 26, E77EH USB EEM.

USB EEmE&=1"FEHEMNIIAE:
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o FHRIE S (VHCI)
« VHCI &%
+ USB Bk

FFiE VHCI:

XE5 USB EXMIhAERET @B IP WERNER USB IREHZRS. EMH Linux RZEEFM—LAFREREA
BY, XEEFE R LS AR EhiE i {s LUREXFRE USB #4dE. £ Linux VDA sE3iA, Citrix EA VHCI BYAZIRED
12/, 182, Linux VDA 5 Citrix Workspace R FB#2F 2 al#9FH USB $uiREHmER L1 Citrix ICA iR 4E
#,

VHCI AR
VHCI BR$3 2 Citrix 2Rk S VHC| mizEi@E A iERS. RS VHCI 5 Citrix USB RS ZEIHIM %,
USB ARrs3:

USB RS BEEIE USB i&& LR BN SR Z MR Citrix B3R,

USB EERIVIIELI

BEBRT, MR USBRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREENFRIATERN Linux VDA 2%, USB RERMTERDEFARERER, BELRERERHHIED
12, WMRHKRREMIREIZR, &) Linux VDA 2IETEEAEERM USB %%, HR USB iR&EMEE, BR
RIRNIZFH EREE RS,

Linux VDA X #F— Al EEAEEF HHIMEFIHEER USB &%,

S USB 1£&
THHEEBEHIAZ I Linux VDA irads, SILEEFEREMIEE, BEEEIER:
AE:

Linux VDA {%32%F USB 2.0 1%

USB AR EFHILE VID:PID XHRY
Netac Technology Co., 0dd8:173c FAT32
Ltd

Kingston Datatraveler  0951:1625 FAT32
101 IT
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USB AR EFEIEE VID:PID XHRRE
Kingston Datatraveler  1567:8902 FAT32
GT101 G2

SanDisk SDCZ86 flash 0781:5580 FAT32
drive

WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID
3DConnexion SpaceMouse Pro 046d: c62b

USB 13#&(Y VID:PID

Epson Perfection V330 photo 04B8: 0142

ficE USB EE A

B Citrix SREESEH TR ANER USB I#&EE M, XaJLUERA Delivery Controller SRESIEEIREXE, A
Linux VDA E2E& USB EE MY, JEEIE LU SRBEFIAM :

« BPim USB IREEEMERK
« BPiH USB g EERAMN

BRUSBEEH
7 Citrix Studio #, BA (HER) 5FFHziEM USB REEER ((RPEIEWEEN).
EHREIREIEES:

1. EEAW.
2. BEWE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

%E USB EE @M

B USB Exmes/E, A Citrix Studio IREEEAMN, HERBEEAV (FIEE) 7E Linux VDA LIERML
8’

£ “BFiE USBIREEEMMN” XiEEF:

1. BEHEIERANEEEAN, HBEEREBOTHENN,
2. gl (4REE) MG, RERE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNMAEEER USBEE@MEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1 VHCI izt

USB EEm#k#tF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERRDEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIEIE Linux RITRAZHITRIE, BRTER:

S Linux Z17hR AR
Amazon Linux 2 4.14.281-212
Debian 11.3 5.10.0-12
Debian 10.9 4.19.0-20
RHEL 8.x. Rocky Linux 8 4.18.0-372
RHEL 7.9, Cent0S 7.9 3.10.0-1160
SUSE 15 5.3.18
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B Linux &1ThR AIZhRZ

Ubuntu 22.04 5.15.0-37

Ubuntu 20.04 5.4.0-117

Ubuntu 18.04 4,15.0-184
BE:

MRENITENBINZS A Linux VDA ZHRENIEFFRS, USB RSETRRTERHN. EXMERT, N
Tty B 289 VHCI RIZAERE, A eefEA USB EE ML,

HINERRIZS Citrix WENERET—H

FEL1TL, BITUTHLKBANZZRE B

insmod /Jopt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

-

NReLIBITRTY, NRZERERINME, BhAS Citrix REBER—,

MRGBLETEETRER, WAKRS Citrix BRFA—, SMEHWE,

i

EE VHCI ZER

NRENRIZIEIRS Citrix BIRRET—3, BHRITUUTERE:
1. M Citrix T#is& % LVDA J&{E3, %% Linux Virtual Delivery Agent (sources) 2543 FHIX 5,

2. i2HY citrix-linux-vda-sources.zip X, S#iZzl linux-vda-sources/vhci-hcd-1.15.zip, AEER
unzip vhci-hcd-1.15.z17p &2 VHCI SR

3. BWIRLET Linux VDA BRHE, ARETUTHSZ—!:
+ sudo bash ctxusbcfg.sh dkms
ERLLH S, A LUERSNIZIERE T (DKMS) 2R EE VHCI iR, DKMS RiEMF SUSE,
AR
sudo bash ctxusbcfg.sh dkms &< &E&EH VDA ER% kernel-devel 7l

DKMS #2F. 7£ RHEL fl CentOS LR &#2FHY, &< RTE VDA LR%EH B Extra Packages
for Enterprise Linux (EPEL) Zf#%.

E ¥

BHITEAANZAR (BIE0, MR 4.xy ALEIRRZ 5.x.y) B, DKMS mJgeeitaiE VHCI
2R

(usb-vhci-hcd.ko # usb-vhci-iocif.ko), #1%8 DKMS &K, EEXIE
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7sudo bash ctxusbcfg.sh dkms,
« sudo bash ctxusbcfg.sh build
e SRR DKMS EImAIER T2 =% VHC IiER,
2R USB EEMInA

EIRIBEATPRE SERAEEREA Linux VDA BT REBEIM & i T,

TEHHBERR USB &

Linux VDA EREENREEM Citrix Workspace ZRiEFEERMFE USB i, UMRRBFRE&EEEIHNE

EMEgE. Hit, EREFEREENREIZEIZS,
r <

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

fZILEE R USB RN HEX

snREA Citrix Workspace AEFHNTAZIZAEILEER USB #iiE, ZEHE HENHIBRNXHIIER
Ko HILABAZRANERHIET AXERAN, RAEXNGRADPERRNFET. BEARSAEEESS., NRER
Citrix Workspace R ARZFHM T A ELEER, WEENEBEERMEHE, MNMSBEIEREX. ATHRAILIE
B, BEATERLERRSSSRBERMERE, ARBFLEUSBEEM.

F ]

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel7dwork ~]1%
[userl@rhel7dwork ~]% sync
[userl@rhel74dwork ~1%
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Citrix Workspace M BEFHN T EEZDTLIES

B, EAaexEE R Citrix Workspace MABR2FHN I AEFEETIHEE, XR7EFHT USB BEEM, MRB
Blje)iR, B TR

« RIEEEENAIT USB EER
o IRRREEHIRNZRS

e | = W P - Pl .

Home Ctri+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

AR

REFEMEEZEAT Linux 89 Citrix Workspace W REZFEH AR M.

Y4 USB i&%7£ Citrix Workspace WBREFMN T EZHETR, EXEIGEHITEZHEKBHIE, EEmKK

HILLLREREY, ERITLATRE:

o EZE Linux VDA BRI BEE M,

o EREE Citrix Workspace N BREFHEMEBTREE T EMEHMEERE, BREIMRBRLH
DeviceRules, LU{RILIGEKRIELIE)ZIGE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXREMER, BSRAMIRFL
XZE How to Configure Automatic Redirection of USB Devices ({f@EtE USB i &MWEMIEEM).

USB R &EMINERER, BXEEEPER

BEBELT, REEEAZHFN USB i&&E. HMSETEtaEEmELER Linux VDA £iE, WFEMNEERBIL
&, MBRERS [dev BEFRIBAFPAENTR. B2, AFPEEAIURNERSEARMEFNRERE. NRE
RIUAE (BIEN) MEMEETERE, ERZEERNERZIRE R,

AR

- F USB IRzhes, Linux VDA RECEMEHEE. AR (EXRLEEMMEE) TRRITEAEMEERIRH

ZHiE. REESEZZRIEETIRPIIZETREREXME R,
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EiEE SDK (3L5414)

October 31, 2022

EBMERATF Linux VDA MEINEEZREHF L2 TEA (SDK), ERUAEEER VDA LiEiTHRS RikN BREF. 53X
MEE, E2F Citrix Virtual Channel SDK for the Linux VDA G&RTF Linux VDA B Citrix @& SDK) X
o

@ Linux VDA i Citrix E2#X3&1& SDK aJ M Citrix Virtual Apps and Desktops TH A mE#1T F 2. BFFHEMNAR
Zs#9 VDA Citrix Virtual Apps and Desktops #F & 44 LUERE T Linux VDA,


https://developer-docs.citrix.com/projects/citrix-virtual-channel-sdk-for-linux-vda/en/latest/
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
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