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October 9, 2022
BE:
WAREETNE T YaikR4s (CR) MKHAARSRAS (LTSR) 897~ G4 o A HASRER,

Linux Virtual Delivery Agent (VDA) Z#EFEAMEM LT Citrix Workspace R B2FHEMI&&EAIA Linux
RN ARRFHRHE,

EEILURIBSZ 24580 Linux ZIThRRS BN ARFSRE, 7EEH Linux PN LR VDA %4, BE Delivery
Controller, #AEfERA Citrix Studio AP RMHXLERN AIZFMREHE,

HTIEThEE

October 9, 2022

2207 FHIFIEINAE

Linux VDA 2207 R E83E LA T8 ThRe MG 52 TIAE -

7£3E SSO RPIFBE LA BN RIES %

LIET, EERTRAER (SSO)WERT, ARTUERTRENAFR&ER Citrix Workspace AEFMRIE, BA
WRAEE, BPRAIUERRAFEREERER. BXEAESRE, 5519 SSO 534Kk,

BT ERESIEKENREthEn

FNAKENBEXXAREARNT LD, AFE#R—PBEEXIEKE. i, ATLUEKENBEXXAFIRE RN
<image=VDA Lt PNG EI%HEEZ >, LUAITE PNG KED, BXFMER, BBHSIEKH,

KVM E I E R 55

EF AR (KVM) 2533 Linux BISSEFFREIMEEE R, ER Linux 8—34, A& Linux iHEN%
MARMNEERRF, WEENTLIEES MREHNEMN (VM). Linux VDA B]7 KVM B EER2RF L IEEIET.
B2, FZHERK KVM EMNERRZRFS MCS —RERREIEEM.
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NXHEEFFIIERTHAE SR Linux Z1ThR

LR, XHEHIMAELINEEMUERTF Debian 10, RHEL 7.9 #1 Ubuntu 18.04, BZkRZSES, ZIhEER B3I Linux
VDA ZH8IFE Linux R1ThR. BXRFAER, BESEXXHEHIFIMENL,

FHARR AR INRE

BXTE 1912 LTSR 2 2206 CR Z ERMHIRITHRPEESHMIEINEE, BSHMIEERLIZF,.

BEEERIRE

October 9, 2022

5 Linux Virtual Delivery Agent 2206 #8tk, Linux Virtual Delivery Agent 2207 & & RIMEAMEE.

B[Rl
July 14,2023
AR R HE T LTI

« YiE#H B Cloud Connector 3¢ Delivery Controller B, Linux VDA BI8EXEUHEE M. [CVADHELP-
21256]

o Linux VDA =z#(EH SecurelCA #1711%, 7£ Linux VDA EEH SecurelCA 8B 2IER IR K.
+ £ GNOME fE=IEHd, SXFXNESERETEa%K, [CVADHELP-15639]

s EXRTNVIELTENAREFAURSERMEFARL, Mutter A% ST mutter-3.28.3-4 RAG S HIT LR
B, EfFALE, A mutter-3.28.3-4 skE R4S, [LNXVDA-6967]
o XHTHRIBFHABIINED. ZEOFSEWXE THEE, HAE—RNEESBMHEK. [LNXVDA-5646]

+ PulseAudio WRIANEBESSRERETHIRSBEFEL T REHNRE 20 #EEH, &4 PulseAudio &
HEd, EMBEAEER. BEfRRILIAE, 5% /etc/pulse/daemon.conf X HFHIEE exit-idle-time=-1,
[LNXVDA-5464]

o« BT SSLMEZEHBEZRATRIETEMERN, TEEERT Linux & Citrix Workspace M AREFHEHIRIE,
[RFLNX-1557]

« Ubuntu E#: £ HDX 3D Pro #, &% Desktop Viewer A/NG, MAREFEERGESER—2IE,
EENERRETRNER,
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AHERIER, BTREARMIBR Linux VDA FTENETE M 62 AYFTENL,
BRIPBEREXHNFERNEZER (DM XHNREFHEASXEHER, NS HIILEE,
EAhRAER, NXFEIFEIEESEA UTF-8 4.

ERTF Android 89 Citrix Workspace R BEFH CapsLock SRS RISERERIEBFHHEIR K, BHS5E
FF Android 89 Citrix Workspace [z B2 a9l G E#%ES, Caps Lock IRSATRERE R, MRS E: £
¥ R#E by Shift BEAS 5/ Z &1k,

fEMERT Mac i Citrix Workspace M AZFZERZZE Linux VDA BY, & Alt BIRIERBE RN REIEM. BHAS
F, SSFAEMFAM Options/Alt 8, iERTF Mac 89 Citrix Workspace MAREF#HS K% AltGr, &7 1L
7 Citrix Workspace M BRZFI&BEHREHRIITH, BRERRARENNBRFTR.

Linux VDA EFMAEREM LK. EFHMNEER—HEL I Kerberos 58, B2, Broker alie=iRIE
Seaify—4H Kerberos ZAEREFMER VDA BREZEHE, VDA =iX%1%%3I Broker B, Broker AJge L5
VDA BiiREIZE F X, &IWERE VDA FMEK,
VDA [RESEEIHHEITE, HRERESBITHRR. B2, ATRSZENEVEREK, FtoseEE2RKN
ialo
RRT % 5 Broker WEIRERR, =B Broker 572 Broker LUEEBE RS M MBSIRTEOEITUT
[TERO

klist -1i Ox3e4 purge

<!--NeedCopy-->

Itan S =7 Citrix Broker Service IB1TFR7ERIMAARS TAFFEM LSA BEPHAMERSER. tH<h
=MBRE M VDA BERS RIE, RMAIESEmAMIRS. B2, MRFFERAERMN, BAXERSUESR
E0SM KDC EFRIVX LRSS TR,

FARFFEIMEMEEN A, SRR EMHRIREERIIT P HITEN, AT ICA 2IEPREITZM. WRE
BT BMRFINAEFEERBRLE, VAREFAEITMN, RtEAEEENR. MRERHHAIE
R THIRILE, FIRERHILRMBYR,

EATF Windows B Citrix Workspace R fBiEF Al sE R EAR HIHAIEB 2 F Rk B R,

SE=7ER

October 9, 2022

Linux Virtual Delivery Agent 2207 (PDF T#i)

It Linux VDA RRZASAIRE B & RIBIZ XIS P E XM FRIFEI AN E = AR
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A

October 9, 2022

AXHPHERRANBAEIETEHEANTEA. Citrix =RMIhee, UEEEBREIELSRE, Citrix BERER
ERBERNRBURERRINE,. EESEMATEHITERESEEN, ARF2EES T FRIFESIRE.
AR RESAPLFNFMAES, E57 Product Lifecycle Support Policy (F=@R4mBEHSZIFHRR) —.

FRAMMBER

TRETRTEFBHEMRNTFS. Citrix =mFIhEE,

EFANTEARSIEMER, Citrix FEIhRAPSEZ LR, BRERRNLFRAFIEERR. 7 Linux VDA
7,

BRI R ERBIPRH R BR < .

e BEAEPERFHIMRE EEE P MIFRAIARZ
Sz#f Debian 10.9 2206 2210
%#§ SUSE 15.2 2206 2209
¥+ RHEL 8.2 2206 2209
*#F RHEL 8.1. RHEL 8.3 2203 2206
%# RHEL 7.8, Cent0S 7.8 2203 2204
¥ #5 CentOS 8.x 2110 2201
%5 SUSE 12.5 2109 2204
%#f Ubuntu 16.04 2109 2203
*# RHEL7.7. CentOS 7.7 2006 2009
%% SUSE 12.3 2006 2006
%% RHEL 6.10. Cent0S6.10 2003 2003
%% RHEL 6.9, Cent0S6.9 1909 1909
¥+ RHEL 7.5, CentOS 7.5 1903 1903
%4 RHEL 7.4, CentOS 7.4 1811 1811
%+ RHEL 6.8. Cent0S 6.8 1811 1811
¥+ RHEL 7.3, Cent0S 7.3 7.18 7.18
%+ RHEL 6.6. Cent0S 6.6 7.16 7.16
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=] BEHTERF AR BEE TR
SUSE11.4 7.16 7.16
RBER

October 31, 2022

Linux VDA 89 &8tk 5 Citrix Virtual Apps and Desktops #&F—. ©EXAGERERMARLREERELAMN Citrix
Virtual Apps and Desktops IR #Ak A, BIREVE X Citrix =REHAPNES, UKk THRAEL Citrix 2ELEZHE
FEEBF= SRS, 1520 Citrix 7= @4 F#R,

Linux VDA 5 Windows VDA HEC & 3 12B8 5 E5. FrE Delivery Controller &880 Windows # Linux =&
RERIERS.

AP RSRAOAMH (190 Citrix Workspace MAERF) MARKERETHE BHSHEEPHITIRA,
BRIEKHAIRS IR (LTSR) IFEHER YaThRAS (CR) MUREAERE RRBENES, BESHMIRTLNE,

Linux £17hR
Linux VDA Z#LUF Linux %17hR:
BERR:

LIRMERSENAIREN T ERRT, Citrix fRRRIAVEES A RERZ EIRE,
NFEFANEMFNTE, BERFA.

« Amazon Linux

- Amazon Linux 2
« CentOS Linux

- Cent0S 7.9
« Debian Linux

- Debian11.3
- Debian 10.9

» Red Hat Enterprise Linux

- Workstation 8.4

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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T ik 8.2
TIRIET7.9
Server 8.4

Server 8.2

Server 7.9

+ SUSE Linux Enterprise:

- Server 15 Service Pack 3
- Server 15 Service Pack 2

« Ubuntu Linux

Ubuntu Desktop 20.04
Ubuntu Server 20.04
Ubuntu Desktop 18.04
Ubuntu Server 18.04
Ubuntu Live Server 18.04

AR

1HR .2 /5, CentOS Stream E4k4: FE Red Hat Enterprise Linux 89 Ei(FR) DX B X FMER , BB
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

A Xt Linux VDA kA 89 Linux &% 1ThRF Xorg hRZAs7IR, BRI TR, BXEHMER, ESH XorgMod-
uleABIVersions.

Linux Z17hR Xorg hRzs THRNEHE

Amazon Linux 2 1.20 MATE. GNOME. GNOME Classic

Debian 11.3. Debian 10.9 1.20 MATE. GNOME. GNOME Classic

RHEL 8.4. RHEL 8.2 MATE. GNOME. GNOME
=1.20.8 Classic. KDE

RHEL 7.9. Cent0S 7.9 1.20 MATE. GNOME. GNOME

Classic. KDE

SUSE 15.3. SUSE 15.2 1.20 MATE. GNOME. GNOME Classic

Ubuntu 20.04 1.20 MATE. GNOME. GNOME Classic

Ubuntu 18.04 1.19 MATE. GNOME. GNOME Classic

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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e

15707 Ubuntu £fEA HWE kernel i HWE Xorg.

MRELRE—NEHE, AJLIEE ctxinstall.sh 3 ctxsetup.sh MiAigEE BESIEFMEAR GNOME 5t MATE

KHEFR,

THRAFR AU SR EREERN systemd BEMN, EX systemd AR ZIEENEMES, &

SRAF [BEREE.

SERENTF S FMEPLIFE

o BRNARSEE

« Amazon Web Services (AWS)
Citrix Hypervisor

+ Google =iHF& (GCP)

EHF RIZBIERIUAN (KVM)
Microsoft Azure

Microsoft Hyper-V

.

VMware vSphere Hypervisor
Nutanix AHV

F=3

AR

EFREIRAT, ZFERIBIERRITIYN x86-64,

B Citrix Virtual Apps and Desktops 7 2003 2/ 2112, 2% Citrix DaaS (LLgi#r% Citrix Virtual Apps
and Desktops ARs3) 357 Microsoft Azure. AWS #1 GCP £3£% Linux VDA, B 2203 hiig, &R U7
XEeNH = LA Citrix DaaS # Citrix Virtual Apps and Desktops #£%& Linux VDA, EEXEAE=ENIE
#ZAmE Citrix Virtual Apps and Desktops #$E, EEERSNRIFAIL. BXESNRIFAIENGES, &

SIRERRANREIRAFA R (TTU),

Active Directory £ &

Linux VDA 35T Active Directory MBS~ 5

Winbind SSSD Centrify PBIS Quest
Amazon Linux £ = = = )
2
Debian 11.3 = = = = S
Debian 10.9 2 = =z = 5

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Winbind SSSD Centrify PBIS Quest

RHEL 8.4 = = = = )

RHEL 8.2 = = = = )

RHEL 7.9. b= = = b Z (Questv4.l

Cent0S 7.9 KESIRA)

SUSE 15.3 = = = = S

SUSE 15.2 2 = = = S

Ubuntu20.04 2 = =z =z £ (Questv4.l
REERE)

Ubuntu18.04 2 = =z = £ (Questv4.l
REERA)

HDX 3D Pro

&Bh Citrix Virtual Apps and Desktops # HDX 3D Pro, &a] LA {3fERER LS (GPU) # TR 4IRS &
EMRENKRENNARER.

B EERERF

3FF Linux VDA, HDX 3D Pro 5IAFEMNNEEREFRS:

« Citrix Hypervisor

« VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google =iHF & (GCP)

3

AR

EVBEREFSELE Linux X1THR3ER.
3+ Amazon Linux 2 &£/ HDX 3D Pro, 12N EZREE NVIDIA IR&hiERFE 470,

GPU

ETRIEM Linux Z1TARZ#FH NVIDIA GPU &, iE#E NVIDIA = @2is5IR, RAREEEMEERZFRENE
ERA. REFFmEE. BAFHHRERIERAZH.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12


https://docs.nvidia.com/grid/latest/product-support-matrix/index.html

Linux Virtual Delivery Agent 2207

iR A GPU RLE T &MH vGPU IRzh#2F. Bai, Linux VDA &&3z#% VGPU 13, BXi#4iMz 8, &2 NVIDIA
M GPU #3558 GPU,

E7E AU

October 9, 2022

D R Ie S BT LA T EE:

ERARMREHITRERE (%, EAT2MER)

BEFE# Linux RITHRNFoRE

5 MCS 81 Linux VM

£ Citrix DaaS Standard for Azure (WL ai#iA “EAF Azure i Citrix Virtual Apps and Desktops
Standard”) #eIEEMNFFERIMANEE Linux VDA

&R Citrix Provisioning €l Linux VM

73 XenDesktop 7.6 &R HAkR4A<EZE Delivery Controller

ERABMTEHTRERE (HF)

October 9, 2022
5E:
o SWFEMRE, BUESHARNLHITIRRRE, ACEITNBNAERRMRERZEMEE Linux

VDA, BMREANNET], SFEHREML, BERZTHE. EUBIEHNRELFNREEHEEX
BB HREBN &L E Linux VDA BIBE1TIF R,

o %Z{ERA Machine Creation Services (MCS), 7 &ERIZERIMNER VDA, BXFAER, ESHER
Machine Creation Services (MCS) ¢l Linux VM,

o ETHBSATRINNER VDA BIhEE, BEHFIRMAES VDA,

S8 1 #EREESM Linux itE

WERMLERFHNUTERERES

o ENA - ERE Linux VDA ITENBENE
o HBARSS R IP ik
o NTP BRs32889 IP ik s F /IR R FR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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o 1% - 5HH NetBIOS &#5
o SIHBR - Kerberos 4R & 1
o M LREESR (FQDN)

BE.

o BERE Linux VDA, BHIARSTE Linux IHEN_EIERRIN T FiE2%E,
s ERHRIE, BEHINESLET X Windows M@ IR,

o BABRT, TRARTEER, BEEHHRRBEX IR, BHRITUTERE:

a. 7£ Linux VDA it B#1 L 8I# tmp/ctxinstall.conf 315,
b. ¥ “wworkgroup=<your workgroup>" {T#RINEIX P HRFEFRHMAIER,

« Centrify & #548 IPv6 DNS 2 &, /etc/resolv.conf FELFEEH — M ERB IPv4 #9 DNS BR £ 28,
adclient #geE#HEH AD RS

BE:

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

ez Centrify REREMREN, BRAULEM, EHRITIUTRE:

a. feiEiEhlas LITHEET A,
b. 1%#% Active Directory i =F1ARS .
C. AFRFARNINEREIF ML,

o B VDA EEZENTE OU, BT TIRIE:
1. #REESIR EEFESER OU,
BX7H OV, FEHTENESEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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File Action View Help

e 2o s0XDe= Bm teaTadh

[ Active Directory Users and Compute
7] Saved Queries
4 F wdlocal
B Lo Builtin
[ Computers
2 Domain Controllers
~| ForeignSecurityPrincipals
] Managed Service Accounts
2l Users
4 3] Linux
p 2] redhat
3] suse
[2] ubuntu|

NN

a5 ues

2. 7£ VDA EgUE /tmp/ctxinstall.conf 32t

3. ¥ ou=<your ou> fTFME /tmp/ctxinstall.conf s,

OU (&R AD 75 ZHARMR. FER T&.

1BR1FR% Winbind

SSSD

Centrify

PBIS

Amazon Linux 2 ou="Linux/

amazon"

Debian ou="Linux/
debian"
RHEL 8 ou="0U=
redhat,0U=
Linux"
RHEL 7 ou="Linux/
redhat"
SUSE ou="Linux/
suse"
Ubuntu ou="Linux/

ubuntu"

ou="Linux/
amazon"

ou="Linux/
debian"

ou="0U=
redhat,0U=
Linux"

ou="L1inux/
redhat"

ou="Linux/
suse"

ou="Linux/
ubuntu"

ou="XD.LOCAL
/Linux/
amazon"
ou="XD.LOCAL
/Linux/
debian"
ou="XD.LOCAL
/Linux/
redhat"
ou="XD.LOCAL
/Linux/
redhat"

ou="XD.LOCAL
/Linux/suse"

ou="XD.LOCAL
/Linux/
ubuntu"

ou="Linux/
amazon"

ou="L1inux/
debian"

ou="Linux/
redhat"

ou="Linux/
redhat"

ou="Linux/
suse"

ou="L1inux/
ubuntu"

o« BLinuxVDAT.16 {2, BMREZIFLM IPV6, AT REHMRFIER:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- MAREBER Linux Z6EE, URFRENITENAILUEE A IPv6 ME THAMERMG 8.
- 7£4f IPv6 MEHhAR L Centrify,

AR

MREMMEZA IPv6, HEFRBRAYRAREHN IPv6 13X, VDA ¥i&Z IPv6 i Delivery
Controller ;*fft. MREHMLEB RS IPv4F IPV6 BLE, 55— DNS IP it A R ERER
IPv4 2R IPV6 K,

o WR%ELE Centrify FERMNEN %, ctxinstall.sh HAEE Centrify . ctxinstall.sh 388X Centrify
RGBT EEMM:

- BMRETEBIATIM Internet TF Centrify %8, TEESMN&ITHRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Mz RAPIREX Centrify B, EH5E Centrify REEBHWER, BRITUTERIE:

a. 7£ Linux VDA BR$28 L 8I# tmp/ctxinstall.conf Xt (MIREZXHEREE) o
b. XM “centrifypkgpath=<path name>" 17,

flgn:

cat /tmp/ctxinstall.conf

set “centrifypkgpath=/home/mydir”

1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r——-r-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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http://edge.centrify.com/products/centrify-suite/2016-update-1/installers/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956
http://edge.centrify.com/products/centrify-suite/2016-update-1/installers/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
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124 -rw-rw-r——. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 Hdnstall-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh

12 -r--r--r—--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r-——-r--r—-—-. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r—--r—--r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o SNREF PBIS fEAMNERA %, ctxinstall.sh HIAFEE PBIS %46, ctxinstall.sh 3REX PBIS &8y
Vabr =i i

- BMREAEPBEIM Internet T& PBIS &, TEREMR1THRAY URL:

Amazon Linux 2, CentOS7. RHEL 8. RHEL 7. SUSE 15.3. SUSE 15.2: wget https://
github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis
-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS # {4 B M9 RERR S, ik, EEER Jopt/Citrix/VDA/sbin/ctxinstall.sh s
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 17,

B, EERUTREEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

TR 2. EEEINEEER

EXFNEHVIEERRZRF L Linux VDA SEEPIVIZITH, FEEH—LEN. RIBEEERANEMNERERT
AU TER, MREFERVEMG LIETT Linux T8N, WEREHEMER.

&%E Citrix Hypervisor R &) E25 a0

BT Citrix Hypervisor BYEIRIF THRERY, fEE M EIMEAY Linux VM 1, E#E&F) NTP #0 Citrix Hypervisor
HiRE, MEMZEEERANH, HEENHSHMRSERES, BHES Linux TN RKN#HES NTP
BE, XMERERZAENRERS, THE HVM EXT#HITEAER.
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MBI ETEEITHEEIME Linux Ri%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHER<RE 0 5% 1:

o 0-BERSIREERA, BHMEA,

o 1-WERSHEERR, TRKRIERMERE,
R /proc/sys/xen/independent_wallclock X8 FEE, MNAFERTUTEE,
WMRERA, FRIEEZXHEAN 1 UEANERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBHNENAEY, 1E4E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V &S/ EE:F R&@

LET Hyper-V Linux £/BRSSH Linux VM AIRZ A Hyper-V Bt aElE]5 TAER A VIR ER AT E, AHRER
FETPPIRLKERT S, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7F Hyper-V EE2BEHIA,
2. 3F Linux VM B9i& &, i51%$% Integration Services (£IRS).
3. HRE%REF Time synchronization (BFEIEF).

AR

t757%5 VMware # Citrix Hypervisor R, X#Efr=maBZBENNERSINEE, U%ES5 NTP REHE,
Hyper-V BS{alRFZ IS NTP BYEIRES HEH B b
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware REIRS IR, FEEMNFEIMEEY Linux VM B, EH<BE NTP IS EREF R, mEE
HERS RSN, MBRNHSEMRSERES, BHRE Linux ERNHPNRENHEHS NTP AF, XME
MERZAENHEREY .

WMRIFEIETRET VMware Tools BIE B Linux l%:

#TFF vSphere Client,

458 Linux VM 1§ &,

7z Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%3 VMware Tools,

£ Advanced (54) &, BUHi%ES Synchronize guest time with host (5EHEREFAE).

ok wh e

S 3 REXEHH.NET Runtime 6.0

£%% Linux VDA Z &1, 53 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iHBAZEE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, =17 which dotnet ¢ EHEHIEITITEE R,

RS SR, RENET Runtime Z# &I #ERZ, i, WRHSHL S /aa/bb/dotnet, 1EER /aa/bb £
79.NET Z#HIS 12,

S8 4: T3 Linux VDA #i{48

#%Z Citrix Virtual Apps and Desktops F#miE, BFMHERMNARZH Citrix Virtual Apps and Desktops, G
HAGUTHS Linux Z1TARILEZRY Linux VDA &,

$IE 5. %% Linux VDA #46

Eh Linux VDA BRI, FETUTHS,
3tF RHEL %1 CentOS %£17hk:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

AR

33F RHEL #1 CentOS, &%c&%: EPEL 778, AEZREMRINZE Linux VDA, BXiAR%E EPELMER,
15217 https://docs.fedoraproject.org/en-US/epel/ LiRHAHER,

3tF Ubuntu/Debian &17hk:
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sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f
<!--NeedCopy-->

AR

+ Ejy Debian 11.3 Z{TIRREXBHKIIN, &% deb http://deb.debian.org/debian
/ bullseye main{T7mM2 /etc/apt/sources.list x5,

« &J Debian 10.9 X TIRZEMNEBH KT, iE1E deb http://deb.debian.org/debian
/ oldstable main 170zl /etc/apt/sources.list XXt

*FF SUSE K1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

1% 6. =% NVIDIA GRID Rzhig

B HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] %% NVIDIA GRID EzpiERF.

EERTERIWEERERF L2 RMEE NVIDIA GRID &4l GPU &128: (ENIRIER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EREMEE NVIDIA GRID k= VM IE&higk, EHIT TEMNEMSE:

1. ®WERRE VM EXHF,

2. FEMWEREFERERT, VM DE—1 GPU,
3. BE VM,

4. VM ERERE VM Bapigir.

SR REBTTHIMEUTER TR

L% Linux VDA ¥ 8/5, /A ctxinstall.sh HAREEBTHE. ATUERBRAHTRFER FaiTizias,
AR
EREBEBETRTEZA, BHRREEENRERZETRET en_US.UTF-8 XifigE., MNBRZKIFEEEEN

BIERSFARA, EiE1T sudo locale-gen en_US.UTF-8 &%, XF Debian, i&E@EIECHEHLF
# en_US.UTF-8 UTF-8 17k4%i8 /etc/locale.gen xt, #AEiE1T sudo locale-gen

A
AP <o
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REEN:
AREREA TRABMREGRTSE A

« &fFsudo /Jopt/Citrix/VDA/sbin/ctxinstall.sh&%, AEEGSITRETNEMETR
R TIRAEXSH.

« £ VDA WEmHFEFETT /opt/Citrix/VDA/bin/easyinstall &<, ARKRBRRENRE GUI
IR BRITIRE,

Easy Install £

+ EasyInstall - Click Check to check your environment or click Mexk to skip.
Naeie i Nt

Install Dependencies
Jaoin Domain

Check Environment

Configure Runtime Variables
Finish

Check Mexk

Linux distribution: Ubuntu Linux 18.04

Bz GUI B3| SETmM A TRE:

o WERRIFE

o REARMIN

+ 1 VDA MMAEEE
o« BEEIBTTHRIFE

TRTRI:

ERETRTEATEABNTE, BRRBEUTIMEEE, AEHIETT ctxinstall.sh,

o CTX_EASYINSTALL_HOSTNAME=host-name - &7 Linux VDA RS 2BMENZ.

« CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS # |P #hiit,

« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP k532889 IP it s{ =T R R R,
« CTX_EASYINSTALL_DOMAIN=domain-name - iy NetBIOS &#F,

« CTX_EASYINSTALL_REALM=realm-name - Kerberos $iig& #r.

o CTX_EASYINSTALL_FQDN=ad-fqdn-name
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+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %% Active Direc-
tory &£ A%,

« CTX_EASYINSTALL_USERNAME=domain-user-name - & RERAFHNE#; BFIMANE,

« CTX_EASYINSTALL_PASSWORD=password - {51 H P HNEE; BTN,

ctxsetup.sh HIAERAUTEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA % #%f#/H DNS CNAME i2®#s5E Delivery
Controller &#F.

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tia=1& 5 FBHI Delivery Controller 2¢
REEE (FQDN) 51K BT m Delivery Controller s, %A= DEE— FQDN 5 CNAME,

« CTX_XDL_VDA_PORT=port-number - Linux VDA &z TCP/IP #5005 Delivery Controller i&fz,
+ CTX_XDL_REGISTER_SERVICE=Y | N - 722zt B#/E/E5H Linux Virtual Desktop AR,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA BR$3 ER #.iF5 NRILEIEIZ @I RAR A IE, &
AIERFBAASET B DA Linux Virtual Desktop $TAFErERO (BRiAEO 80 71 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNRAERFNEMLKT, NR%EET HDX 3D Pro, ME RN VDI £FE (i) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - I+ BEHNEEN LT AEERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro %1%, KizEREN Y,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, E#& DNS BRERRE|
ARHIER, MIEE DNS mBi. MRAFE, AILUSHIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk .4 ¥ LDAP AR$3 28, #N% DNS
TiER Mt LDAP RS IER, B URHEUZHR 2R LDAP FQDN (% H LDAP v 0O) &k, 40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥ LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEIBEEHFHIE D LDAP RS, IRE x MREMy D
LDAP AR$528, Linux VDA B3HEHIT X R Y REM, MERANEBIHRE, RIEERAERIKK. BB
FERN LDAP &1, FEETHIR EERALBRER, HISHEXN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (9 &
RERZE W LDAP (140, DC=mycompany,DC=com) ., NIESE R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). RFTHFE, AILIEHIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IIEARSS (FAS) BRS5 % 2813 AD A HRE S 5,
Linux VDA Rz #f AD 4ARES, BERIUBARMELS S 2R FAS BRERMTIR, IRFHMSTE AD AR
BEPEEMNIRFEHER. MRMRT EMARS S, BER <none> XAFHFREZHETH, HEFER
MRS BMUNIRF, BES FAS RESBVEMRBERE, BREMMNNIEOSSE FAS RSR/ LIEENHOS —
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2, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number;fas_server_2_url: port_number;
fas_server_3_url: port_number’,

+ CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %#.NET Runtime 6.0
5 Broker REBRRSE (ctxvda) R, BRIAEER /usr/bin,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE SiFHFEAN
GNOME . GNOME Classic 3t MATE R&EFiE, RKIEELE, NER VDA LHTIRENEE, B2,
RUBRENEEA MATE, NIATEE2EIREN mate,

A LB TR T BRERErSIEREFPNEEFE:
1. 7£ VDA t# $SHOME/<username> BER T JE—1 .xsession & . Xclients X, MNRE

FRAME Amazon Linux 2, &8I . Xclients X, MBREEEEREMEITHR, BOE—T
.Xsession Xf§.

2. #H5E . xsession 8 . Xclients XEURIBAITHRIEE REIFE,
- EAF Amazon Linux 2. Debian. RHEL 8. SUSE 15 #1 Ubuntu £ MATE =&

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- iEMA7F Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 71 Ubuntu t# GNOME
Classic 2@
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session —-session=gnome-classic
fi

- AT Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 #1 Ubuntu % GNOME
L]
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—sessi on
£

3. SEHFRIEAPHEE 700 XHNR.
+ CTX_XDL_START_SERVICE=Y | N - =ik &S, & E5h Linux VDA iR,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,
+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout @fE89iwH, BAIAIROA 7502,

MBKRIGEEASE, REFRRIRERDR, BTAPEN. BIHETERE THRESEHE, ctxinstall.sh Bz
2RTAPBAZZE NET Runtime 6.0 BERR,
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AEERAERT, BIETUTHSLUEBERETE, REE1T ctxinstall.sh s,
export CTX_EASYINSTALL_HOSTNAME=host-name
export CTX_EASYINSTALL_DNS=1ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name
export CTX_EASYINSTALL_PASSWORD=password

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate |
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

'<
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sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

BT sudo TR, BA -ERTUARMEHFRTEFBAECERNF shell, HRMNBINEERAFENGSHME
#!/bin/bash {ERHE—1TREIEZ shell BZ

o, EEILERE N GRTEERE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

$ 1% 8: 1517 XDPing

EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEENELEERE. BXiF4
58, E21A XDPing,
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$18 9: i517 Linux VDA

B5h Linux VDA:
B Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
{Z1k Linux VDA BRS3 :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

=1k ctxvda # ctxhdx fREZ#i, 1Ei5fT service ctxmonitorservice stop &<LUE
LIRS STIFIER. BN, BHURSTFIFERRERBHEELENRS,

EFAEGH Linux VDA:

E#Esh Linux VDA BRS :

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA B9RES
ERE Linux VDA BRSBIEITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT EN B RAMAHM Linux VDA i+ EHHE 2 5%4%8 Windows VDA A& M. BXINAIEMXLEESHEMF
MYHEE, FEECIEITEN ERNERTENE R
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:

o WTFRIERSE, BERE:

- ZRIFRERFHEN T FREHZEERMHTER),
- BSERERSEDN 3T VDI EEEERTER),
o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

o =W

BHARRAHY Citrix Studio F%3#F “Linux 2ER4” WIS, B2, %EHE Windows Server 2 {ER LIRS
RIERSETNERTFERIEEEZZEMER, 1%F Windows SEiER S R EIRERFETNER F(F

BEITEN—1T AP RSEE,
e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

$18 11: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

IR MAMRINES Linux VDA IHENMEITEN B RIEES Windows VDA B/ LFHEE, BXRINAETERHIXLE
ESHEMFAEIRA, BFSREEZTH,

BUEEH Linux VDA i+ B B REZ AR @G TRE:

o WREME AD BRAABEREE, seiEER3 Linux VDA 8.
o BENAFREZEEMRIIN (BER) BRER.
o FEPERMATREANEE Windows iHEHNMITENER.

BE.
Linux VDA 1.4 REERAXF L HBNEREF. B2, Linux VDA RG2S mAN ARRF A EREN T E.

BXRNAIETENBERMRGHNEE, 1E21 Citrix Virtual Apps and Desktops 7 2206,

BEHEER

BRI ALLER S FEYE B XY A RER SRR TR INRET 5 | R RYIE 1 TE R HE R

5 SSSD MK

SN EN RS HIER, BHEMNOT (E#HITREITHN, BFRIERS):
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Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)

with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRRIEERIR, EHITATRIE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 28



Linux Virtual Delivery Agent 2207

BT rm -f Jetc/krb5.keytab &%,

T net ads leave SREALM -U Sdomain-administrator &<,
7z Delivery Controller Efipgit &N B RMTH,

i&1T Jopt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller L8+ &N B M3 (T4H,

ok wpn e

Ubuntu SE&IZETRKE

BEIRIENSHIILRE, MEEEESETEIEBIIRIEEE, b, FEREAMAFKFERE, HEINES &1
ERXR.

BRI, BEHRITUTRE:

1. i5fT sudo apt-get update &%,

2. izfTsudo apt-get install unity lightdm#&<,

3. @m/etc/lightdm/lightdm.conf s TFT:
greeter-show—-manual-login=true

BTFHROEER, RidEs Ubuntu SESIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

LR EIRARER S EANREERIEETER,

BRI, ERITATIRIE:
1. E&<1TH, %A pam-auth-update,
2. EERBIIHEES, HiIARE LS Create home directory login (RIEZTERERER).
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1 pu i 7 It
] Pa configuration |
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the systes, as well a3 allowing configuration of additionsl sctions to teke when
tarting user sessions

Some PAM mcdule packages provide profiles that can be used to sutomstically sdjust the behavior of all PAM-using applications on the systes. Plesse indicate which of these behavicrs you wish to ensble.

PAM profiles to enable

REFRD, BRRELERHEZT dbus H#HiR

/var/log/messages (GZRTF RHEL =% CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

g&, XF Ubuntu &17hR, &R BES /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

RLAFRRESHBHET REN. MRAEFHN dbus #HiRER, RITBNEERBHRAHER.

SELinux aJUF51E SSHD sl =B

BRAUBEERIE, BFEER.
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-2a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkxk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**xxxx Plugin catchall (11.6 confidence) suggests
AAKAKARARARARAARKAA ARk Ak kkhkkhkkhkhkhkhkhkhhkk
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If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

ERRRILIEE, BRITUTIRME:
1. @d3d Jetc/selinux/config #1T U TEEREEZA SELinuX,
SELINUX=disabled
2. E#EH VDA,

Fih%iEEAT Amazon Linux 2. CentOS #1 RHEL &9 Linux Virtual Delivery
Agent

September 25,2023
EERR:

SFEMTE, BNEERABMETENRHITRERZE, BNTEEARNNYES], SAXPIFERNFIZERL, ER
SFH5E

$I 1. #E Linux X1Thl %% VDA

S la: WIEMEERE

HREEEH EWRECEMS, FN, HKH7E Linux VDA EEZE DNS RSS2,

$% 1b: EBFNNE

NBREB/SHBEVNENR, BEX [etc/hostname x4, FENXEEHENMNENR,

hostname
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TR 1c: AENBDEHRE I

HBRERIRSEITENN DNS HE2MELRERHE (FQDN), iEF /etc/hosts XHFBLUTT, FEHEATFRD

% B85 FQDN #1E#E:

127.0.0.1 hostname-fgdn hostname localhost localhost.localdomain

localhost4 localhost4.localdomain4

fugn:

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain

localhost4 localhost4.localdomain4
MX R E Mt B Rt hostname-fqdn = hostname KT EIE M|,
AR

Linux VDA Z#iARz#F NetBIOS &k, EHEFRFEE 15 MNFHF.

REEBAFA a-z. A-Z. 0-9 MEFF (), BBRERATUL (). =HENEM

MEFRLEE. EMNbERTF Delivery Controller £#142,

FE1d: REEHNZ

WIEENRIRERTIERTIR:

hostname
<!--NeedCopy-->

WEHSMOREITENNENE, MAREETELREEZ (FQDN),
JiE FQDN RER B IEHELIR:

hostname -f
<!--NeedCopy-->

Itas <R ETEHE FQDN.

TR le: KERMBFMARS FIARE

I AT LUgEAT FQDN Hdigizh2s#0 Delivery Controller $147 ping ##1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn

nslookup delivery-controller-fqdn

FHNERFUHRFF XM
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ping delivery-controller-fqdn
<!--NeedCopy-->

WNRT AN FQDN 8 Ping B ERE—ItEN, BRREEXTE, AEBYE,

& 1f: RE#RES (chrony)

#1R VDA, Delivery Controller figiiz#l23 Z BIMBS HIaLAEMA S EXEE. & Linux VDA HEAEMWATRES

SENHREERD. HTFIER, RFERIZEZRERSKESBYE,
RHEL 8 5t RHEL 7 A& EM Chrony sFiP#2RF (chronyd) #TR$REIY .

ficE Chrony R3S Ul root BF B4, iRiE [etc/chrony.conf HAE N2 EIRSB/FAN—MRSRER:

server peerl-fgdn-or-ip-address -iburst

server peer2-fqdn-or-ip-address iburst
<!--NeedCopy-->

TEHBVERER, BRIMAHIFITHIZREY, MAREZM QL NTP RS ERY, HigHsE1 Active Directory 13

IEHISR AN — RS 2R RE.

MpRT HAERIE RS 2858, S3ERE] IP ik, localhost UK RS 2S *.pool.ntp.org B,

FEEXHEHES Chrony PR :

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$g 1g: & OpenJDK 11

Linux VDA Z3k77E OpenJDK 11,

« MRFEABZ CentOS 5 RHEL, MX&E%=4 Linux VDA BY, OpenJDK 11 £ BaI{fEAKEBIUHITRE,

« WMRFEABR Amazon Linux 2, EEITUTH<LUBAHZE OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

HiARRA 2 S ER:

sudo yum info java-ll-openjdk
<!--NeedCopy-->

FseEEn OpenJDK aTaey R 8k As, B2 OpenJDK 11:
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sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

2% 1h: =% PostgreSQL

Linux VDA 2 PostgreSQL, LA T#< M Linux VDA BRiF @ %% PostgreSQL (iEAF Amazon Linux 2. RHEL
7 %1 CentOS 7 #9 PostgreSQL 9 U Xi&FF RHEL 8 #9 PostgreSQL 10),

sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

WREERIT—LEREGSE, UWEMRCEIERE, HHRRIRSEITENE M B, tig(ERTE [var/lib/pgsql/data
TRIBHEIEREX .

sudo postgresql-setup initdb
<!--NeedCopy-->

S8 1i: /A5 PostgreSQL

BB B ARSI ANEEhARSS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ERAUTm<$0E PostgreSQL has:

psql —--version
<!--NeedCopy-->

(IR RHEL7) £/ psql s < 1TEAREFHIAKIEEREIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR2. EEEINEEER

EZFHEMVEERF £ Linux VDA SEEIMNEITE, FEEH—LEN, RIBEEFERNENNERERT
AMHIUATER, MRIEERNES LETT Linux T8, WEREHERNER.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMMEAY Linux VM 1, EE&F) NTP #0 Citrix Hypervisor
MiEE, WEHXEBERZNM, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEIEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
MREEH, FBERZXHEAN 1 REANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7£ Microsoft Hyper-V L& ErgaEE:F RE®

RET Hyper-V Linux £/BRSH Linux VM AIRZ A Hyper-V Bt alE]2 ThAER R EVIRER AR E, ABRER
FETHPIRLEAT R, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

B VMware RERS IR, SN EEIMEH Linux VM &1, EH<iB3 NTP FEMNEERIEFNR—. mEER
HERS RZANEH, NERNHSHEMRSERES, BEHERS Linux ERIHPRNRZNSHEHS NTP BF, XHE
REREZERENEEIED .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok w

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Services
+ Centrify DirectControl

« SSSD

« PBIS

RIEFER S %, FIREBHRITIR IR,

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

RENEMABRAE:
x+F RHEL 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->
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tF Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

FitENENERERBN Winbind s717#2F  Winbind sFiri2E S AECE 1T BB BED:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

E0E Winbind S%3iE  @i2ER Winbind it EHEE T Kerberos S48 :
1. ST T&HS,
*¥F RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Hr1, REALM 25 Kerberos $iigi&#5, m domain 2159 NetBIOS &#7,
WREEBT DNS T KDC RS B[BMVHZFF, BHRFU TR MEBRINERENSS:
--enablekrb5kdcdns --enablekrb5realmdns

BB authconfig ®<REIMNEX winbind REXEZRHINEMEIR, authconfig BRAEITE
MERMANENE R TRE winbind BRSE, TTaEa HIIXLESHIR,

2. 17 |etc/samba/smb.conf HE LU T£BFMNZ [Global] B9 T7, BEKE authconfig TE%EM
N EE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (IXFE RHEL 8) #T# [etc/krb5.conf #7E [libdefaults]. [realms] #1 [domain_realm]
B THRMEE:

7z [libdefaults] 9 T:
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default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] SHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7= [domain_realm] B9 TF:

realm = REALM
.realm = REALM

Linux VDA RZEF R &4t keytab xxff /etc/krb5.keytab LA ITH B 38EH @ Delivery Controller Eft. &
BRI, #iEs kerberos method i&&#3&%I Winbind tliZ2 &4 keytab X,

A Windows 1 8ISz HI B F A ihE, MAGSKFAEEENIGITENRMEIEM Active Directory B
P

xyF RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

tF Amazon Linux 2 #1 RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#k, user 28U ENFMEIREBF,

73 Winbind &2& PAM  ZRiAER T, Winbind PAM &R (pam_winbind) MEE RS A Kerberos EiEEEM
FTERMEIE, $TFF [etc/security/pam_winbind.conf, #7f [Global] #5 FHMIEXRUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBREMRBEFNEMFNES S. XEBRBEREFHBE Winbind FiFigF:

sudo /sbin/service winbind restart
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

17 [etc/krb5.conf 335 [libdefaults] B TFTAMUTREM KEYRING B2k FILE 38:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wb S Delivery Controller 2k VDA it&#] (Windows #1 Linux VDA) #8Z7£ Active Directory
PE-MTEIXN R,

iz17 Samba Y net ads S WIEHHENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMIEM T BN RESR

sudo net ads 1info
<!--NeedCopy-->

1%iF Kerberos i2& HTHifR Kerberos BEEHEEE AT S Linux VDA BR&1ER, BRIERS keytab XH2H
BRIRHEAENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANERRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
B EABS

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMARBMUTIEERAT, RS (§) BAEARML (\) #1T8EX, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {Ud B AR, EHRERERMUAEMT. WRILHSHINET, WFA2ETERKL,
ERUTHLIIETEIKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERUTHLSRETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->
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WIEAASMIE A wbinfo TRXIEREaIARKIEBAAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMER AD 5%, A Kerberos $ilEi&#R. 3+F bash shell, #ERSZ—MNRFHIIS REHT (\) Z5F
THEX, H<RE—FRINHKKOES.
ZI0IF Winbind PAM 2 BEEEHEE, BEERUAKRERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I Kerberos RIREFTHNEIBERTEMERTH:

klist
<!--NeedCopy-->

BHRIE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 126 & e LURITRMATNIR. E#TEHMANIEGERERITIE 6: 2% Linux VDA,

Quest Authentication Services

EigiEsI2s LA E Quest  {REMEEE Active Directory 134128 EREHEE T Quest #F, MABRSFEEN
R, B Active Directory Hha|EHENNR,

AFFHAFER Linux VDA TN AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory HFPIITENEEEHIEH, AZBFKFITH Active Directory R E .
%% Unix Account (Unix k) &I+,

i%&s Unix-enabled (22 Unix),

¥ Primary GID Number (&5% GID #S) &E NEfREAFANA ID,

> wn e

=3

AR

XEGARSTFIREEAR, UEMITUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA tFf2E Quest
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SELinux SRBEEHITHERART % BA RHEL IRMBR3EHISTHE SELinux, IE32HIThAES RN Quest BRI/ Unix i
BT IPCHF, HELSAAER.

ORI BN R EENSERZA SELinux, Ll root BR 514, 418 [etc/selinux/config 3 E ek SELinux i&
B

SELINUX=permissive
I ENEREHBEITEN:

reboot
<!--NeedCopy-->

BE.

FEEERALIRE. BAEENRA SELinux RIBEHILESSHT2YE, BMERX root BFRMEMAMA
F 2 0it,

F2E VAS sFiPi2F S BH T B5h4iT Kerberos ZiRIhaE, HMZBEMIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A 9 /BT (32400 #) , BOELLERIARY 10 /NNEBEGGEERE 1/, BEERBEGARRENR
% LR BERIRHIE,

f2E PAM f1NSS EEA@id HDX #1THE AP B RIUKREAARS (5130 su. ssh #1 RDP), EETUTHSUF
apEgE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A\ Windows &, &/ Quest vastool #5535 Linux itE#10AZ Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AAEBIEITHEMIMA Active Directory HHEMISAF. domain-name 735 DNS & #7, #l0 exam-
ple.com,
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory fE—MIENR, KWIE Quest IIAK Linux i+ ENEBE T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREHSZ, MRITBEVRMNEMER, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERF BHIIE EIRIE Quest BFAEREIL PAM S A P #1T B0, EERUAIRERANIEAF KA SR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE N id -u &$RER UID g1 T M Kerberos EiREFEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEIREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BH=E,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE =% 8 B A LURITRMETNIR. B TEIMANIIERHSMITHS R 6: %% Linux VDA,

Centrify DirectControl

O Windows 1 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<¥ Linux i+&#4Lm
A Active Directory i3:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory /. domain-name 2% Linux
THEANIMANRIBIIR A FRo
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
RE—MTENNR, EIE Centrify IR Linux BN EE T
su -

adinfo
<!--NeedCopy-->

I3 Joined to domain EEEEMUK CentrifyDC mode 2%i&[E T connected, MNRERMAEEBIRES,
NIZRE[ Centrify EF R8T T RS BEZED SN WIER,
ERUTHTRAREELENAARMIZHER:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6. 24 Linux VDA,

SSSD

MBEERRE SSSD, BRI hAIREEHITIR(E, KEDEESHEXNME Linux VDA HEHIA Windows
A9 BA L R dN I ER E Kerberos B4 1IEMIES,

272 RHEL #1 CentOS Ei&E SSSD, BHITULT#E:

PONIEFHBIZEM keytab
%8 SSSD

BF SSSD

39iF Kerberos EtE
WIEAP SR I0IE

ok wpn

MANEFHEIZEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory E - ixIhEE,
AR adcli. realmd = Samba,

EEARNBNAETERATF Amazon Linux 2 #1 RHEL 7 #9 Samba 552U &&EAF RHEL 8 B9 adc 11 A%, WF
realmd, 2% RHEL 5 CentOS XY, HMEEE SSSD Z HiiTiX L 1%,

« Samba (Amazon Linux 2 1 RHEL 7) :

TRAEMARREE:
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sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LUTXH8 Linux ZFIEE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

Bt ENEE J#1T Samba 1 Kerberos S19183iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

<!--NeedCopy-->

Hrh, REALM 2A5H Kerberos 4fii5&#, domain 2 Active Directory #9558 NetBIOS &#7F,

AR

AXHHEEEATRIE. PMRE, RIFERM AD Eit4EHECE Kerberos.,

WMREFEET DNS &k KDC RE[BMTIHZHR, BB U TR METRNEF @SS
--enablekrb5kdcdns --enablekrb5realmdns

$1FF [etc/samba/smb.conf H LU T%B%HMNE [Global] #9 T74, BEK#E authconfig TE4ERAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows i, iERfRgzHI2E eI AE, MEZREEINEITENRMENRM Active Directory FAFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AE5# Kerberos $iisi &k, user 2EMUSHENRMEIHAEAF,
« Adcli (RHEL 8):
REREMFAERHEE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Bt SN A E Ji#1T Samba 1 Kerberos S19383iF:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy—-->
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FT7F [etc/krb5.conf H1E [realms] 1 [domain_realm] &89 FHI&R:

£ [realms] HHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 284 F:

realm = REALM
.realm = REALM

X Windows 12, E# RGBSR, MEEEFEREITENRMERN Active Directory BF#KF.,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos $gi& R, user 2ERUEIHENRMENIRHIHAF

1%E SSSD  18E SSSD MFBINT .

« BEEfT sudo yum -y install sssd &< Linux VDA E%=# sssd-ad #4E,
o WEMH (F120 sssd.conf) H#HITELEE K.
+ 35 sssd RS-

RHEL 7 89 sssd.conf BE2ER=f (R LURIEEERMEFIMNGER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad

auth_provider = ad
access_provider
ldap_id_mapping
ldap_schema = ad

ad
true

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FHM .

({XPE RHEL 8)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
%25s\\%1Ss
/home /%d/%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

BF SSSD X F RHEL 8:
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BT Tan< LUB A SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig =/ SSSD, %% oddjob mkhomedir LIFREERBIES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

IRIF Kerberos B2E WIEZ#%4t keytab X BT ELIEHBSEMEFHN:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEREEBEFASAIANERYIR. BT Kerberos kinit &<, UERAXERHARSIEH2E0
BT EYBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEEHBITIRERAS . RS (§) BAEARBAT (\**) #TEX, URRE shell Bit, ERLIFE
1, DNS &5 Kerberos {UH BT AR, EHRREAMREM. WRILHSHINGET, WA2ETRERKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERFPSMBIE A getent s LHINSHFHIBEREA LR NSS BELIE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRNEE. IRFTECEAS—HERK, B5LEMR getent a5 #1710,
SFNEREWNT:

o EKFIBERLH: DOMAIN\username
« UPN: username@domain.com
o NetBIOS s1&#&=: username@DOMAIN
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ZI05E SSSD PAM IRAR B EIEMELE, BFERAMUFIRERIFEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEHSIREMN uid SIZ TN Kerberos EiREE X!

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIEA B Kerberos EiEEEFIHNEREETERAFRTH,
klist
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6: 2% Linux VDA,

PBIS

THFER PBIS G

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

& PBIS R&ERAR T
chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS ik
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

N Windows 1 @aUigiiEHI S8 AAEE, MAGSHKREEENIETENFRMNEIER Active Directory BB K
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G T BN Active Directory 1 #9135 B 7. domain-name 733 # DNS & #%, I exam-
ple.com,

FR: E¥ Bash 8B HRZIA shell, 5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,
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Wb &1 Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
hE—MTENNR. WEMANT PBIS # Linux +BNE2E M Fig+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMATE M, e RREEXHFIMAN AD 5 OU NiER. &N, RETENSZ.

IIEAF B4IIE EIIE PBIS 2& 85 i@:d PAM ST A #ITE MR, BERAUFIRERNEBAFPKPESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE R id -u 55$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RHRIE,

exit
<!--NeedCopy-->

TEFTIHINANRIEESEMITEE 6: 2% Linux VDA,

S 4. 2RNEWHE.NET Runtime 6.0

fE%% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#HBAREE.NET Runtime 6.0,

%% NET Runtime 6.0 5, @17 which dotnet &< EMIEIT R,

R SR, RENET Runtime Z#HIXXHERZ. M, WRHLHL A /aa/bb/dotnet, 1B /aa/bb 1
79.NET Z#HIS AR 1Z,

$I8 5. T Linux VDA #i{f

%2 Citrix Virtual Apps and Desktops F#itimE, BFHEE R4 Citrix Virtual Apps and Desktops, AE&%
FAHLUTHS Linux Z1THRICEZR Linux VDA &,

H1% 6: L Linux VDA

AT 2 R B MBI M hRAH LTSR ARAARIME RE
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RITEMRE

1. (FI3%) #EN#EIRkRA
NRZETBRETAIBIFENhRAH LTSR iR Z SN RERRRAS, B EREMhMRAZ BS EE R,
a) {21k Linux VDA BR%3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

71k ctxvda # ctxhdx BR$3 281, 155517 service ctxmonitorservice stop &< LUE
SRS FIPER, B, WAURSTIEFBEERSHEELNRS.

b) ENFHIRHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

2. T# Linux VDA #4-€1

¥ % Citrix Virtual Apps and Desktops F#5imE. BFFHERNARZH Citrix Virtual Apps and Desktops,
AREBEHAHUTES Linux X1TARICER Linux VDA £,

3. &% Linux VDA
AR
s¥F RHEL #1 CentOS, &% %4 EPEL R, REAREMIIRE Linux VDA, BXifi&s EPEL
BEE, E2i https://docs.fedoraproject.org/en-US/epel/ L2 1A%,
o fEA Yum &2 Linux VDA 3.
3¢+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

x$F RHEL 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->
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%iF CentOS 7 #1 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64
<!--NeedCopy-->

o {#F RPM B4+ B BB %% Linux VDA #ift, 7ELbZfl, EATRRR T RERIN:
3tF Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

%fF RHEL 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%iF CentOS 7 #1 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 89 RPM {&#im5|&k:
gt5-gtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
jcoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8

dbus-common >= 1.12.8

.rpm

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

52



Linux Virtual Delivery Agent 2207

dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy-->

Amazon Linux 2. CentOS 7 71 RHEL 7 59 RPM &X#iIR5IK
gt5-gtbhase >= 5.5~

libmspack >= 0.5
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ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10

libXrandr >= 1.4.1

TibXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
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openldap >= 2.4

cyrus-sasl >= 2.1

cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy—-->

AR
BRILARZASE Linux VDA £#5#9 Linux &1ThRHN Xorg hRASIFIR, BESHRKER.

£ RHEL 7.x £%% Linux VDA [5, i5fT sudo yum install -y python-websockify
x1llvnc &%, BREFoIRE python-websockify #l x1lvnc WERSIEEF AL, A%
HAER, FERAERRIE.

FEMERE
A LM TR MR Z<F0 LTSR iRAFARHING 225,
FE:
ARMEREREE [etc/xdl THEEX M, EHTHRZE, BSHEMDXLEHF,
o BER Yum AREMIERE, BHRITUTIRE:
3+F Amazon Linux 2:

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

xtF RHEL 8:

sudo yum ‘install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%iF CentOS 7 #1 RHEL 7:
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sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

« EFH RPM R4 BEESARENIRGE, HRITUUTRE:
%tF Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

%fF RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 71 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
WMREFEHANZE RHEL 7, BSHEET ERARBLTETRUATSE:

1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force Lli& & IF # 89.NET Runtime &

4
Zo

2. E¥EEN ctxvda RS,

BE.
FREREFHR B Linux VDA 8.

$IET: Z% NVIDIA GRID Rzhig

BH HDX 3D Pro EXREEEIMNEIRIZFF VDA i+ EH L% NVIDIA GRID IREhiER.
AR
E3f Amazon Linux 2 /8 HDX 3D Pro, EAEINEZE NVIDIA IxshiER 470, EXEMEE, BEHEA
FHER,

EERERIWEERERF L2 RMEE NVIDIA GRID &4l GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV
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ZREMEE NVIDIA GRID k& VM Eapizz, BHRITUTHE:
1. WREE VM ExiHl,
2. 72 XenCenter &, 7 VM 53E—" GPU,
3. Bsh VM,
4. 73 NVIDIA GRID IFzhigrr A& VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. i&#&8 Red Hat Enterprise Linux iy B %% NVIDIA GRID R&hiEFRF.
=W
2% GPU ahiziAiel, A MNARLERIIAZR (no).

BE:

A GPU Biglg, T;72E®d XenCenter ifial Linux VM, {ER SSH #1TiE#E,

nvidia-smi

o - +
| NVIDIA-SMI 352.70 Driver Version: 352.70

| ==——mm— e ————— R e ——————————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
| ===============================}======================{ ====================== |
\ 0 Tesla M60 Off | 0000:00:05.0 off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
R it et o o - +
o +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage

NERZEFHNEE:
etc/X11l/ctx-nvidia.sh

EFABOWENZ BNEETHEE, BHREAEMH NVIDIA FaIE. EHRIEFANE, EER “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” =@ X4 HITIR(E,
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#1128 EE Linux VDA

RERMGERE, BIUETT ctxsetup.sh BZREIE Linux VDA, PUTEMERZ A, ZMAEIWIEINE, HERFAE
RPMMERE., MELE, ATUBNENMETZEAUERIZE,

AILUEIRB R FENETTHIZA, tha] LIRAMGEENIAN B STz, BEUR(FRT, BEEZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RnERE

BTSRRI EMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEREN, BIMRTRRMIEMAFTFENET. NRMFENMELENREE, WEATFIRTEREERAER.
XPFNFREEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#5%E Delivery
Controller &, ZHANBERTIEERN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2tl=1& 5 FREY Delivery Controller 52
REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5E— FQDN 2 CNAME 314,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP iz (ERIA RO 80) 5 Delivery
Controller &z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - EE&hit BH/EE5 Linux VDA RS, BIANERT, ZERER
Yo

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IR E R # i 5 ALK IEIZ @I RAR A IE, &
B AE RGBS A &R B A Linux Virtual Desktop $TAFIEmA (BIARIRO 80 #1 1494) . BRIAERTiE
gAY,

+ CTX_XDL_AD_INTEGRATION=1| 2| 3| 4|5 -Linux VDA R Kerberos A2 &i& & Delivery
Controller #1785 #%3iE. Kerberos BEBERIER S LELREMNEEER Active Directory ER T EWE, I8
EEHBEZZIFM Active Directory &5 74!

- 1 -Samba Winbind
- 2 -Quest Authentication Services
- 3-Centrify DirectControl
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- 4-SSSD
- 5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU m&E#R, EEMRKE
FEERNBREFINEIMEKT, WREET HDX 3D Pro, MEX VDI £&E (BxiE) #&ENEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - $ i+ BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro i1, HHEEBIREN Y. RINERT, LEEIRERN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, E¥#& DNS BRERRE|
ML R, MHEE DNS it &, BINERT, KEEIEEH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zifj DNS &3 LDAP BR$525. #E DNS
TiEiR Mt LDAP RS IER, B URMHEUZT®R 2R LDAP FQDN (% # LDAP i 0O) &, #i40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥ LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEIEEHFHE LDAP RS, IRE x MREMy D
LDAP AR$528, Linux VDA SB3EHIT X R Y REM, MRRANEBIHRE, RIEERAERIKK. BB
FER LDAP &1, FEEiTHIR LERALBER, HIGHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIRE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& B /5 Active Directory i3 iR v &
RHERE W LDAP (40, DC=mycompany,DC=com) ., NS E R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). BRIAERT, LLEZIEEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 28281t AD AKREEE M,
Linux VDA R3z#5 AD A%ER, BEALIBCHREIS S 7R FAS RS ENTIR, IMFHAS5E AD A%
BEPEENIRFEHER. MRMPRTEMARS (MU, BER <none> XAFHFREZHETH, HEFXER
RS BMUITF, ES FAS RSB EHIBE, BHAEMMMNIKEOS 57 FAS lRSE LIEEMNHKOS —
B, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUz 3%y Broker IBARSS (ctxvda) MR, BRINEREZEH Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} E EE S EHFERAN
GNOME . GNOME Classic 5t MATE £ Ef iR, MRKIEETE, NFEHA VDA LU ENEE, B
2, NRYFREMNEmA MATE, NIXTRETEEIZEN mate,

TR LB e A TS BAR BN BTIER A NREIFE:

1. 7 VDA t# SHOME/<username> ER F8IE— . xsession & . Xclients X, RE
fFAME Amazon Linux 2, B8IE . Xclients X, MREEEFAEMEITHR, BeIE—
.xsession X%,

2. B . xsession 5 . Xclients XEURIBAITHRIEE REIFE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 59



Linux Virtual Delivery Agent 2207

- ERAT Amazon Linux 2 1 RHEL 8 t# MATE =&
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session

fi

- AT Amazon Linux 2. CentOS #1 RHEL t# GNOME Classic =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- EAT Amazon Linux 2. CentOS 71 RHEL t# GNOME =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessi on
£

3. SEHFRIERFHEE 700 XHR.

« CTX_XDL_START_SERVICE=Y | N -7£525§ Linux VDA B2& /5, 2&RB5h Linux VDA fRs3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0y Citrix Scout WEZEFiHO. BAiAimO7A 7503,
+ CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @f=iim0. ZKINEwOR 7502,
RERTSHIZTREMA:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' '<none>'
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export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

17 sudo <R, BN -ERTARMERR T EFRLHGEMNH shell. RINBNWEERTENGSHMLE
#!/bin/bash {FHE—1TREIZ shell B,

S, BRI LUERR N RIEEFE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
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CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FRACE ek

ERLERT, EaeFREMR ctxsetup.sh MIAXEREFMAIEZ, BREH Linux VDA K&,
HEIR(FRT, BEBRUMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

MFRECEERK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

LRI MEEERIBRFI B BB #E, MfE Linux VDA AR,

EEHE

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LEREIR, HBEMEESANREE HEXH [tm-
p/xdl.configure.log:

EHEE Linux VDA BRSS, HREREM.

S, 9: 517 XDPing

EizfT sudo /opt/Citrix/VDA/bin/xdping M®E Linux VDA FBEEENELEER@E. GXi¥4H
58, E21A XDPing,

412 10: i=17 Linux VDA

5/ ctxsetup.sh BIAFRE Linux VDA /&, AILUETA T an<3RizH Linux VDA,
E%h Linux VDA:

Bz Linux VDA BRS3:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#1=1E ctxvda fl ctxhdx RS ZHi, #EE T service ctxmonitorservice stop <Lz
LESMARSTIFER. BN, BRSTIFEFBERBEFLRS,
EFAEGH Linux VDA:
B350 Linux VDA RS
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

%2 Linux VDA BUIRTS:
ERZE Linux VDA BRESBIEBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$38 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F
BIEITEN B RFAM Linux VDA it B80S I2 51548 Windows VDA 75421, B XA mX S HMEmE
RVIER, ESRCIEITEN ERMERITENE R,

BIEEE Linux VDA it BT EN B RIS SEIE—LLRE, #EiZ3iEFRTH Windows VDA it EHSIETE
BR:

o WTFRIERSE, BERE:

- ZRERERFEN (WFREAZRERMRE),
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- BXERMERFEN 3F VDI EREERTER),
o BEMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
AR
B HAkRAH Citrix Studio A% “Linux i#ERL” WIS, B2, 1% Windows Server 1&1E R A ARS
RIBERSENMER T ERALERLZSEMER, %% Windows SEIRERAAHE IR ERSOENER T &
BEEN—T AP R(GEE,
e

INRMIBRITENEFEEHRIMA Active Directory 15, NAFMFRITEN, ARBEEHRRNEIHENE R,

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F16/i232 {44

BB FEMBFIMES Linux VDA BT EN B RHEES Windows VDA HENLFHERE. BXIAITRXLE
ESNEMFARIIHEE, BSHCIER T H,

B2 &% Linux VDA i+ 84 B R AR S EIE TR

o WRFTE AD BRAAEEHREE, BEBERE Linux VDA itEH,
s BPNARTRESHRIEN (BER) AFRER.
o BENERMGHEFENEE Windows itENHIHENE R,

HE:
Linux VDA 1.4 XEERAZiFL£HNAER, B2, Linux VDA A% SEM N BIZFE R AAERNITEN.

BXRNAIETEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 7 2206,

Fh% % Linux Virtual Delivery Agent for SUSE

February 9, 2024
BEERR:

WFEHRE, BNEERRNZEBTIRERERE, BINRELNNEN, SAXPIHRNFEIZEMRL, EXR
ST,

PBL: HERE

S 1a: Fa)YaST TH

SUSE Linux Enterprise YaST TERTFMHRERARITH A EENE S,
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BrpEFXAR YaST TA:
su -

yast
<!--NeedCopy-->

ZEFmETF Ul B YaST T8, BT TigE:
su -

yast2 &
<!--NeedCopy-->

S 1b: EEWKEE

UTEEDNAT WREE Linux VDA RANEMMKZIZEMRS. MKEERT YaST TAKIT, MASERHEM
7%, f5lan Network Manager, UTRRBANBHNRERAET Ul 89 YaST TAMBR. wrIUEREF XA YaST

IR, ESMAEHEERE, MLEKENR.

B XM A EZFY (DNS)
1. BapEF UIMYaST TR,
2. ERRL, AREENERE.,

3. ${TFF Hostname/DNS (3#1%&/DNS) &£,

4. 73 Set Hostname via DHCP (&2 DHCP igEE#HK) %EFE no (&) %D,

5. Af&ek DNS ECE & B E X RIKIED,

6. HIBLUTRAE, URMFATERMNEIRE:

o BESENS - AT ENE DNS M2,

« ZiTBRSSES - 70 DNS ARSS284Y IP sk, BERZ AD SiTHISZHY IP sthilt,

o HIERTIR - A0 DNS &,

7. B /etc/hosts XU TITUES FQDN MIENMBERTIRINRE:

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost

3

AR

Linux VDA ZiFiFR3%#F NetBIOS &#f#&if, Eit, EHEREETL 15 MFRo

e
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QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBREATHE (). SEMEMTS. ENBFEURFILM
PUEFRFER, EHNWERT Delivery Controller E#%.

REINZ BWEFNRIKRERSERTLIR:

hostname
<!--NeedCopy-->

WEHSOREITENNENE, MRREETELREEE (FQDN),
I FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

Iteep <R El+ B FQDN.

0T ZMRETMARS AIAEMY  iART LR FQDN HxdigiizH28#0 Delivery Controller #1417 ping #&1F:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

IMRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTRE, AEBHLE,

S8 1c: BCE NTP ik

437 VDA, Delivery Controller figiizHl23 2 BIMBS HHIALAEMA S EXERE. & Linux VDA BEAEMWATRES

SHNHREMNR, HFER, SIFFERIZE NTP RSRERNEIRD, BANTP &EREREF—LEN.
x#F SUSE 15.3 1 SUSE 15.2:

1. EspEF UIM YaST TR,

2. EEWKIRSS, AGiERE NTP iRE,

3. 7z Start NTP Daemon (Ez) NTP sFiri2R) #843, %% Now and on Boot (MR7E/X%51SHY),

4. NEEREERDS.

5. RIBFEFRM NTP fRS28. NTP IRESEEIEETE Active Directory igizHias .

6. 7£ /etc/chrony.conf SiBREEERIUATIT FIREE).

include /etc/chrony.d/*.conf
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w48 chrony.conf 5, &fEsh chronyd BRS.

sudo systemctl restart chronyd.service
<!--NeedCopy-->

$12 1d: %% Linux VDA &zt

IEAF SUSE Linux Enterprise # Linux VDA & F LU TG

+ Postgresql13-server 13 &Sk A

» OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 s{E & kR4
+ Cups 1.6.0 XEEHRA

+ ImageMagick 6.8 E=E A

WINEGEE  BRT ImageMagick 254, EWERILUME AEMEERRIA S MM FNREE, BRI ImageMagick
Wb, EER YaST U T&H<EA sle-module-desktop-applications EZf&E:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

%% Kerberos i %% Kerberos i, £ Linux VDA 5 Delivery Controller 2 @St IR & S5 583E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P E &k TERERR Active Directory EmiA %, EEIR TEMIRA.

Z%#% OpenJDK 11 Linux VDA Z3k7F7 OpenJDK 11,
Z&% OpenJDK 11, FEITUTHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

%% PostgreSQL E%# Postgresql, EETUTHS:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

WNEBERITRERSE, UEVIRTEIEERS, HifR PostgreSQL EitE BB Bzh:
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sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BIBEXMHNOIT /var/lib/pgsql/data.

HI 2. NEIMNEEREREES Linux VM

EXRHEMVEIRZF £ Linux VDA SEEIMAIEITE, FEEH—LEN, RIBETERNEMNERER T
AU TER, MRIEERNBEME LETT Linux T8, WEHEHETER.

&£ Citrix Hypervisor _t it a)[E): a0

WMREBEAT Citrix Hypervisor BYEIRS ThEE, EE N FEIMEEI Linux VM &, EE8<5& %) NTP #0 Citrix Hypervisor
i, HELAEBEERAZNM. NERNHSHMRSERAS, BERE Linux RETHNRZENHS NTP BF,
XMEREREAINNERED, THE HIM EX T #HITEMER,.

MBI ETEIEITHEEME Linux A%, FEZET Citrix VM Tools, Marki#zs Citrix Hypervisor Bt alE2 IhaE
BEEE, UREEBE Linux VM RE/A:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

A <$RE 0 5% 1:

- 0-EEEFIREEBAE, BEXMEA,

o 1-WERESIHECRA, TREREMEE
MR /proc/sys/xen/independent_wallclock X#4F%EZE, NAREERITUTESE,
MNREBA, HEEMZXHEAN 1 REANERShEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BEFEBERRAKAER, HEEFRBSHENAEN, BRE [etc/sysctl.conf SXEH MU TIT:
xen.independent_wallclock = 1
BEINEXLEN, BEMBoRS:

reboot
<!--NeedCopy-->

BEfEsE, RIESERTIER:
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sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr <R EE Lo

&5 Microsoft Hyper-V LitaES a5

%7 Hyper-V Linux £AREH Linux VM "I Hyper-V B EIR S ThEERER ENIRIEFR AN IE. AHERER
SFEIPAAEIRRI S, B—RBALIEES NTP RS,

NERRIFRSH:

1. $T7F Hyper-V EEBEHI&,
2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HRE%RER Time synchronization (BFEIEN).

AR

tb77%:5 VMware 1 Citrix Hypervisor RE, XE#=meZRAENNERS IR, RS NTP RE MR,
Hyper-V Bt{alRAFZ IS NTP BYjElES HEH B4k,

&5 ESX fl ESXi _EHBETiE]E AR

MRBAT VMware BHEIESTHEE, EEMNFEIMEEY Linux VM 1, EHBE NTP FEiM EREF R,
EMHAERD RAENH, NBRNHSEMRSBRAS, HHED Linux REFNREN#HS NTP FF, X#HER
ERBAEHNEFRS,

WMRIFEIETRE T VMware Tools BIE B Linux l%:

#T7F vSphere Client,

4m3E Linux VM 1§ &,

£ Virtual Machine Properties (FEEiM#EM) SHEESH, FT7F Options (£ &M+,

%% VMware Tools,

7£ Advanced (54) 19, BUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w e

S 3: @ Windows 15700 Linux Ei4# (VM)

Linux VDA 5% % Active Directory (AD) 13700 Linux I &A%

+ Samba Winbind
» Quest Authentication Service
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+ Centrify DirectControl
« SSSD
« PBIS

RIEFMEN TS %, IREHRITIRIF,

AR

73 Linux VDA rradzsstitk =0 AD a9tk A ERERNAR B8, SIERAIESAK.

Samba Winbind

A Windows 1 ezt S8 malifin), HEESAEEEREIHENRMEHA Active Directory APtk

P

. BN YaST, #EMERS, AE%EE Windows R &1,
. ETURER:

o s T1E4EIE A Active Directory iSR9Z FRaigizHI2889 P #itlt, MREE AKE,

« % Use SMB information for Linux Authentication (3 Linux B{383iE#R SMB 58).
- % Create Home Directory on Login (& RESIBEER).
- 3% Single Sign-on for SSH (3 SSH FERAEEER).
- HfRKRiks Offline Authentication (BRHZHHIE), HEMS Linux VDA TFEE,

. BEHRE. MRARRTEREZLRGE, F2E Install (£F),

. WNRILEEEFIZE, WEREREEMNE. BH.

. HIUETRE, BABSEHENRNIENEBFRNERE, AGREE OK (HBE).
. FoiEHBHMRSHEMBIITEN. HINENEENBITEN:

su -
reboot
<!--NeedCopy-->

WIEEMESH  Delivery Controller ZRFrE VDA it&#H1 (Windows #1 Linux VDA) #Z7E Active Directory
HE—MTEHNR,

iz1T Samba 19 net ads &< LU ENEE SN

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEM T BN RER !

sudo net ads 1info
<!--NeedCopy-->
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1iF Kerberos ifE HRRS keytab XA REELIBH B SEMER:

sudo klist - ke
<!--NeedCopy-->

¢ BREMEFEMESBBREAASTTANERYIR, B1T Kerberos kinit &<, FERXLEEAREITHEER
BT ENBISH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAAABRUTIEERIAT, RS (§) BAEARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS &5 Kerberos U &#AR, BWRERTHEM. MRILHSRINET, WRKERE@HEL,
BEBUTHLEIETEKAR TGT REEETF:

sudo klist
<!--NeedCopy-->

BEAUTHSEETEKAIFEES:

sudo net ads status
<!--NeedCopy-->

AP SMIE /A wbinfo TERIFEEZTEIREIBRAFNE®%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 52, AR Kerberos §ugi&#. 33F bash shell, ¥FERF—MREMIITRAMT (\) FRI#H
THEX, HLREI—FMINHEKIE S,
IiE Winbind PAM 23 B ER T Eff. Ait, EERAUEIRERTHIZA A ERE Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5$REM uid SIE TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BIEAF K Kerberos RIEEFHHNRIBRTEMERTH:

klist
<!--NeedCopy-->

BHZE,
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exit
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGEHRERITSE 6: %% Linux VDA,

Quest Authentication Service

FEEGHRLEE Quest BELEEEHEHEZLLEHRET Quest i, MEERSEENR, BNE
Active Directory Ha|EHENNNR,

AFFHAFER Linux VDA HEH AT iHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

7£ Active Directory BF T ENEEIEHI&H, RZAFKFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&5% GID #S) && NEFREAFANA ID,

> wnh e

=

E

XEGARSTIREEAR, UEMIIIUERERG. RDP. SSH siEMEMITZNIHITER.

7% Linux VDA tF2E Quest

FoE VAS sFiriEF WS AHETFF B5h4ET Kerberos ZEiRThag, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

I SR ERITIEFRIR S 9 /B (32400 #) , BILERAIARY 10 /NYERIBESREERE 1/, BESREEGARBENR
4% Lig BERIENE,

fcE PAM f1 NSS EFA&ET HDX #iTMEs AP E R UNEMARS (FI40 su. ssh #1 RDP), &F&hEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFIHENMAN Active Directory iHEEIHAF. domain-name Ji%#) DNS &#5, i exam-
ple.com,

Wirtm R &1 Delivery Controller EskFr VDA i &#1 (Windows 1 Linux VDA) #E7#%E Active
Directory fE—MIENNNR, BWIEMAT Quest B Linux HENEEFMTIET, EHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, a<LREEHSZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFBHMEIE  WiE Quest G RILLEE PAM 333 AP #1TEMIIE, ALk, EFEREIRERIHEEF kP
ERE| Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFRE N id -u 5<$RER uid SIE TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

BE#ER Gnome g{ KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,
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Centrify DirectControl

A Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin @< Linux it &I
Active Directory i3:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERIGITENIN Active Directory 15894E{a Active Directory 1B~ . domain-name 2% Linux it&
10PN Spe =0k it

WiEEE S Delivery Controller 2k VDA it&#1, (Windows # Linux VDA) #8Z7£ Active Directory
PE—MTENN R, BRIEMAT Centrify 89 Linux BB FIEP, ERITUTIRE:

sudo adinfo
<!--NeedCopy-->

I5F Joined to domain EEEE MUK CentrifyDC mode 2%iR[E T connected, MEERMAEELEER
shiRES, WIZREA Centrify EF R8T 7RSS SRIEZRR SR IIER,

BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos ARSHIER.

adinfo —--test
<!--NeedCopy-->

ERTEMNISEEAEAITS T 6 %2 Linux VDA,

SSSD

WRETE SUSE EER SSSD, BRI ER 53 R AR B # TR (F. WD EEE X WMAE Linux VDA i+ &M DN
Windows 1595 BB A ANMAIEC B Kerberos B4 18ERNIES.

27£ SUSE £i&& SSSD, ERRIUTHE:

IASEFHEIEEMN keytab
73 SSSD EZE PAM

1®E& SSSD

BRI SSSD
ISR 53 B 19

ok W
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6. I%iF Kerberos &
1. Wit &35k

mAEFHIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 89 Active Directory B inIh#E,
AR AER Samba 7%, EECE SSSD 281, ERMUTESE.

1. =1E#2 B Name Service Cache Daemon (NSCD) srP#i2,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. ®EEHRZFM Chrony BHERE,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. RERABMATURMEE:

sudo zypper install samba-client sssd-ad
<!--NeedCopy-->

4, Bl root BREW4EE /etc/krb5.conf X, MsiF kinit LEREFSBRE#HITERE. 7 [libde-
faults]. [realms] #1 [domain_realm] &/ FHRMUTEE:

=

AR
RIBER AD ERILMELE Kerberos, UT&EERAT 8. SMIER,
[Tibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fqdn-of-domain-controller
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}
[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm 2 Kerberos i 93 #, f5l40 example.com. REALM 2 A 5 #9 Kerberos %33 & #, 140
EXAMPLE.COM,

5. LU root AR BH44E /etc/samba/smb.conf, LA net LHAERFSBIMEHITERE. BUTEE
#inzl [global] Z85:

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain 2 Active Directory 15#9&%2 NetBIOS &#5, i EXAMPLE,
6. &% /etc/nsswitch.conf xX#Hay passwd F group & B LUIERTE A ARS8 SSSD,
passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. EAEEEM Kerberos B IH LI EIE R & 141 BARE#HTHHIIE,

kinit administrator
<!--NeedCopy-->

8. M net TABRFRBAAMNEHERZES Keytab X4,
net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U

administrator
<!--NeedCopy-->

77 SSSD F2& PAM 729 SSSD BCE PAM Zai, BRENEHATHNREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->
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¥ PAM RRECE Jyil@id SSSD #1TRF BHIIE, HARAFPEREIEEBER.

sudo pam-config --add --sss
sudo pam-config --add --mkhomedir
<!--NeedCopy-->

®E SSSD

1. Uroot AR &4 /etc/sssd/sssd.conf, UaiF SSSD sriFieE S BARE #1785, sssd.
conf BBETRH (AILURIEZEERMEAIMNIER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD s-ide

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive
<!--NeedCopy-->
domain-dns-name 2 DNS &%, i example.com,
AR

ldap_id_mapping i& &% true, LUE SSSD 7 & 1 553 Windows SID 5t %) Unix UID, &I,
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Active Directory % Figem512 Mt POSIX " Bi2F. & ad_gpo_access_control &5 permissive
BBALE Linux £iFHITRERHEIR. 527 sssd.conf #l sssd-ad WFMT.
2. 3 sssd.conf B XHFIENRFIIE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

BRI SSSD  BEITUTHSTURRSRBMNEAHER SSSD FirigR:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

WIS A R 5159
1. iz¥7 Samba i net ads S<URIFIHENEREEMNE:

sudo net ads testjoin
<!--NeedCopy-->

2. BITUTHLRIESIMNIEHMTENNRER:

sudo net ads 1info
<!--NeedCopy-->

1F Kerberos i2E HRHRY keytab XA REELIBH B SEMER:

sudo klist -ke
<!--NeedCopy-->

e < BEREME AR TS BNEFASATBNERIIR.
=17 Kerberos kinit &<, MUERXLRARNTHISRIIEITENNSH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBIIBERAT . ETHS (§) BAEARKAT (\**) #TEX, UERE shell Fit, ERLIRE
#, DNS i#& 5 Kerberos (UHZ#RRE. EHRERTRER, MRILHSHNET, WF2EREFREL.
BEAUTHLEIETEKAR TGT RiEEETF:

sudo klist
<!--NeedCopy-->
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE kst <RER Kerberos BIBRGERTZAFHEHRITH.
B root AP &%, WIEREZERFEMN 1d —u HREM uid BIBBN N EZIBEE X :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 A LURITRMATNIR. E#TEIMANBRIEGHRERITSE 6: %% Linux VDA,

PBIS

THFER PBIS FE  filu0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REfIAA AT FlUn:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i3 Uiz Hlgs 4 maifinl, HAEKAEEERGITENRIMEI%A Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 79


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2207/installation-overview/redhat.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2207

user A BRI EM AR ME Active Directory 1H #9315 FH . domain-name 71 DNS & #5, 10 exam-
ple.com,

R B¥ Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikt R & Delivery Controller ExkFiE VDA i+ B #l (Windows #1 Linux VDA) #E 7 Active
Directory E—NMIBENNR. ERIEMAT PBIS 8 Linux itBNEEMFIEFR, BHRITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MR BENEINFENE, e FREHAXHRMAR AD 25750 OU iER. BN, REFENSZ.

WITRAFP BMIIE  IRIE PBIS 2FAEHZ1E:E PAM TR P #1T B0, Ak, 5T ER SRR P k-
%3 Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIFRE R id -u 55$3RER UID 81 TRA Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

ER TN EALAITS T 6 %% Linux VDA,

S 4: REXEHH.NET Runtime 6.0

£% % Linux VDA Z &1, 53 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#BAZEE.NET Runtime 6.0,

%% .NET Runtime 6.0 /5, =17 which dotnet & $ & EHIEITITRRZ,

RiEHSHE, RENET Runtime Z#EIXHERZ, i, WRHSHL A /aa/bb/dotnet, 1B /aa/bb 1
7.NET Z#tHIx iz,
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$I8 5. T Linux VDA #i{44

#Z% Citrix Virtual Apps and Desktops T#E, EBF#EMARAH Citrix Virtual Apps and Desktops, #AiG#
HAMHLTHS Linux Z1TARICEZAY Linux VDA 2,

H1% 6: L Linux VDA
S 6a: HEIBARAE

WNRLE T BRI MhRZAF LTSR A 2 MR HRRRAS, IBTEREHThRZ Z A HEN R,

1. {1k Linux VDA BR%3:

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

+ =

AR

fEf21k ctxvda fl ctxhdx R 2 70, &iE1T service ctxmonitorservice stopd
LLUBLSERS TIRER. BN, BARSTIFEFRERBMEELERRS,

2. ENEERME:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BEERR

T MERFTBOFR MR AT A o

AR

1&EI LU7E [opt/Citrix/vda/ T EI B REEMA M

BiniTme, TERMTERE; HE, LU [opt/Citrix/VDA/sbin #1 Jopt/Citrix/VDA/bin iz %

FERiZo

S 6b: %% Linux VDA

£/ Zypper &3 Linux VDA 34!

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

£/ RPM BB E1E23 % Linux VDA 34
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sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4& Linux VDA (F]3%)

A LUMSEBTRI RN hRZSFD LTSR MRAEARINE &2,
AR

ARMERERES [etc/xdl THREX ., EHITHRZA, BFSYBEHXLE M,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #9 RPM &¥iIi %Iz :
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
motif >= 2.3.4
pam >= 1.3.0
bash >= 4.4
findutils >= 4.6
gawk >= 4.2

sed >= 4.4
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cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->

BERETR

EAFREERBR Linux VDA i+&#l,

FRT: =% NVIDIA GRID Kzpigrr

EF HDX 3D Pro EXREEEHHEIEZRFH VDA 1+EH] %% NVIDIA GRID E=pi2R.

BEERTERIWEERERF L 2EMEE NVIDIA GRID & GPU &128: (ENIREIER), BSRLTERE:

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

EREMECE NVIDIA GRID RE VM Bapigk, EHRIT TEMNEMSE:

1. BRKE VM BXiF,

2. FEMWEREEFERERT, I VM DE— GPU,
3. BEIVM,

4. £ VM ERERE VM EKihigrr.

+$1% 8: & Linux VDA

RERHBGE, HAEiT ctxsetup.sh #4REE Linux VDA, MZABERIESRZ A, HWIEFE, HRR
FRIERBTEERE, MALE, AJUBNERNEITZHAUENRE,

A LRBRIR R F e THIZA, el IRAMERENMN B E TS HERFal, BEEERMNANENEER:
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RTECE

BITSRTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BohicE

BEREN, BIETERMREMAFIFIET. MRABENMEXENEE, WEAFIRTEREERAER.

SR T EEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA Z#%fERH DNS CNAME 2155 Delivery
Controller &#F. BIAERTIEEHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2f#ti=1& 5 FRH Delivery Controller 22
REiHE (FQDN) 57IRUAT®E Delivery Controller s, #AMZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRiA R %O 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - ZE&hit BH/EEE Linux VDA RS, BIAERT, ZERER
Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA BR$3 ER #.iF15 AR EIZ @I RAR A IE, &
BIERGASERENA Linux VDA FTHFAFRED (BRINAEEO 80 1 1494) . BABERTIREN Yo

+ CTX_XDL_AD_INTEGRATION=1|2 | 3|4 -Linux VDA ExkfEf Kerberos E2&i& &7 Delivery Con-
troller #1783, Kerberos BEBIRIERS LEREMBAEER Active Directory ET EME. IEEE
B2 150 Active Directory 7534

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRARERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),
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+ CTX_XDL_VDI_MODE=Y | N - $+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 31, BHERBIREN Y. RINERT, LTEIRERN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, E¥#& DNS BRERRE|
AR, MIEE DNS im&#. FAERT, LEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk &I LDAP AR$3 28, #N% DNS
LA M LDAP RS IER, B URHEUZ®R 2R LDAP FQDN (% F LDAP i 0O) &k, 40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEREHFHE LDAP RS2, IIRE x MREMy D
LDAP AR$528, Linux VDA B3HEHIT X R Y REH. MRRANEBIHRE, RIEERAERIKK. ER
FER LDAP &1, FEEEHIR EERLBER, HIGHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIRE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& B /5 Active Directory i3 iR (v 12
RERZE W LDAP (40, DC=mycompany,DC=com) ., NS E R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). BRIAERT, LLEZIEEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 28281t AD AKREEE M,
Linux VDA R3z#5 AD A%EE, BEF LIEBCAREINS S 2R FAS RS ENTIR, IMFHASE AD A%
BEPEEMNIRFEHER. MRMRTEMARS (MU, EBER <none> XAFHREZHETH, HEXERE
RS BMUITF, ES FAS RS BEHIBE, BHEMMMNIKEOS 57 FAS lRSE LIEEMNHKOS —
B, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUz i%siy Broker IBARSS (ctxvda) MR, BRINEREZEH Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} E EE S EHFERAN
GNOME . GNOME Classic 5t MATE £ Ef iR, MRKIEETE, NFEHA VDA LY RENEE, 8
2, MRYFREMNEmA MATE, NIXTRETEEIZEN mate,

BRI LB e TS BREN B g AP NREFIE:
1. 7 VDA k& SHOME/<username> BER FoIE—1 . xsession X%,
2. BiE . xsession XHLURERITIRIEEREIFE,
- &ATF SUSE 15 1) MATE =&
MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- EFATF SUSE 15 t# GNOME Classic &

GSESSION="$(type -p gnome-session)"
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if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- EAT SUSE 15 £1 GNOME =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessi on
£

3. SEHRIERFHEE 700 XHR.

« CTX_XDL_START_SERVICE=Y | N 72525 Linux VDA B2& /5, & RB5h Linux VDA fRS3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ fmiffr Citrix Scout MEZEFiHO. EiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout #=Mim . BiAimOX 7502,
WENR T EHEITEEM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3]|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 86



Linux Virtual Delivery Agent 2207

export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTUBUERELEEFBLELZNH shell. HMNBIVEERFENGSHME
#!/bin/bash {ERHE—1TREIE shell BA

o, EEILERE N GaTEEE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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HIFRECE B

ERELEERT, EuEEEMRR ctxsetup.sh B3I BBFFEIER, BAREE Linux VDA 36,
PRETIRVERT, BEBEIHIANENEER:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECE S K-

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BERETR

LA S MEBUREMIBRFR B ECE 28, MiMfE Linux VDA A fER.

RERE

ctxsetup.sh f ctxcleanup.sh fiix=7EizH g LR REIR, HEEMERS NRBEBRSEX4:
/tmp/xdl.configure.log
E#Esh Linux VDA BRSS, HREREN.

$& 9: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREE @, &XiE4H
55, EB1A XDPing,

41 10: i17 Linux VDA

/8 ctxsetup.sh iiZEE Linux VDA 5, aJLUETTIATa<RESl Linux VDA,
50 Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{£1F Linux VDA:

2121k Linux VDA BRSS, iBHITUATIRIE:
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
£1=1E ctxvda #l ctxhdx fREZ /i, 18517 service ctxmonitorservice stop @<LUE
IESEAARS TR ERF. BN, BARS TR EFRERRSHESLLERRS,

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

© 2 Linux VDA IR
ERE Linux VDA [REBBIEITIRE, BHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 11: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops #8I|Zi+EHNER

BRI ENLE RAAM Linux VDA itEHBZ 2 5E 48 Windows VDA 7 3E£ M. B XINATEMXLEAESHIEME
MEVIRER, BERACEITENERMEEITENE .

BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:
o WFRERY, FIEER:

- ZRIERERSEDN TFREEEZEEmRHTRER),
- BAERAERSET (3T VDI EEEEFER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEiEN— AP REE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H
BIERAAAMARMEE Linux VDA I+ EHBIHEN B RMiEi25 Windows VDA i+ B LFAEE. BXIMNAISEMIXLE
ESHNEMFMRIIHEE, BSHCER T AE,

BUEEH Linux VDA i+ B B RERZ AR @KL TRE:

o WBRATIER AD BFPMABEREE, sIUERE Linux VDA i+5E.
s BFTMATRESHRIEN (ER) AFRER.
o BENERMEFEANEE Windows i+EHHITENER.

HERR

Linux VDA 1.4 R ESRAZ LGN AREF. B2, Linux VDA R 2§ REM L AR R SEERNITEN.

BXRNAIETEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 7 2206,

Frh% 2 Linux Virtual Delivery Agent for Ubuntu

October 9, 2022
BERR:

WNFEHRE, BNEEARMLTEUHITRERR, BINREENNXNET], SAXPIFROFHREMELL, EF
ST,

+$12 1. 73 VDA 2i&% Ubuntu

$I¥ 1a: BIEMKEEE

HBREERHEREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

MEEMEARZ Ubuntu 18.04 Live Server, EHEIZE MR 2817 [etc/cloud/cloud.cfg EoE XL TE
4

preserve_hostname: true
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S 1b: KEFHA

HHREHBIBRSITENHNENS, 5EK [etc/hostname X, FEHNXEEITENHNENSZ,

hostname

S8 1c. AENBHEIFEIE
HRIT BN DNS HE2MT LB EHZ (FQDN) EftiEERE. HiAREHN [etc/hosts XHHLUTITURE
FODN fIENBERNFREI&ZE:
127.0.0.1 hostname-fqdn hostname localhost
fugn:
127.0.0.1 vdadl.example.com vda0l localhost
MBI E MK B BERX hostname-fqdn & hostname BEREMSIA.
AR

Linux VDA Z#iR3z#F NetBIOS & ##&kif, Flt, ENBREFBE 15 MNF5.

2l
=l

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATIE (). SEMEMTS. ENBFEURFH LM
LUEFRLER, tEMNERT Delivery Controller £412,

SE1d: 0EENSF

WIEENRIRERSIEWHTIR:

hostname
<!--NeedCopy-->

LR EH BN ENS, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <R El+ BN FQDN.

T le: ZHA%%E DNS

BINEEBEBAT 24 DNS (mDNS), MiX2SHAMRITERT—He.
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Z2 M\ mDNS, 548 [etc/nsswitch.conf HEXE S U TREWIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. EBRBTMRS AR

HiART A2 FQDN H33ig#= 512870 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN F Ping Ri@ L RE—ItEH, BANERXTR, AEBHRSR,

S8 1g: RERHES (chrony)

tfatx VDA, Delivery Controller FigizH38 2 BIMBHIALIEMAIS EXEE, ¥ Linux VDA BEAEPW ATsER
SHNHRERD. HTHERER, RFERTENERSKELEIE,.

%% chrony:

apt-get install chrony
<!--NeedCopy-->

L root BFR &1, 4RiE [etc/chrony/chrony.conf H A& NTiZM RSB HFIM— MRS H/ER:!

server peerl-fqdn-or-ip-address -1iburst
server peer2-fqdn-or-ip-address -iburst

FEHAEER, AREMAHIFITHIERES, MAREEM L NTP MRS EBES . HEFHE Active Directory 5
RIS AIN— RS EFE.

HiERT HAERIE M server ¢ pool 8, S#EIRE] IP ihik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REERHERBS Chrony SFFIERF:

sudo systemctl restart chrony
<!--NeedCopy-->
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#% 1h: %% OpenJDK 11

Linux VDA Z5k#F7E OpenJDK 11,
7£ Ubuntu 20.04 #1 Ubuntu 18.04 k&, AL T&H<$RE Open)JDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

S 1i: R4 PostgreSQL

Linux VDA Z3k7£ Ubuntu %% PostgreSQL 9.x h&:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

$E 1j: =R% Motif
sudo apt-get install -y libxm4

<!--NeedCopy-->

SB 1k: REHMWRHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. EEEINEEER

EXFNEMVIEERRZRE B Linux VDA SEERPWISITH, FEMEH—LEN. RIBEEERANEIMEEERT
AMHIUTER, MRIEEFRNEMS LETT Linux 8, WEREHEFNER.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMMEAY Linux VM 1, EE&F) NTP #0 Citrix Hypervisor
MiEE, WEHXEBERZNM, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEIEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
WREEH, FBERZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7£ Microsoft Hyper-V L& ErgaEE:F RE®

%% T Hyper-V Linux £aARs38 Linux VM BJLUER Hyper-V B8] [EH ThaeskE B IR IER SRR E, JiF
R HIRLAEHTI R, E—RBALIEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

B VMware RERS IR, SN EEIMEH Linux VM &1, EH<iB3 NTP FEMNEERIEFNR—. mEER
HERS RZANEH, NERNHSHEMRSERES, BEHERS Linux ERIHPRNRZNSHEHS NTP BF, XHE
REREZERENEEIED .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok w

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIEFER S %, FIREBHRITIR IR,

=3

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

RN EHAARRMLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo systemctl enable winbind
<!--NeedCopy-->

3 =

AR

R winbind BA&MF /etc/init.d T

ftE Kerberos Ll root AP 514, 117 [etc/krb5.conf HEEELUTIZE:

AR

RIBER AD ERLEEEE Kerberos, UTIEEERA TR, RMIRE,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk £ Fxx## domain-dns-name 205 DNS 153, i example.com. REALM X5 Kerberos s &

#r, #5150 EXAMPLE.COM,

f2 & Winbind 5438IF FzhEE Winbind, EX Ubuntu ;2%53% RHEL % authconfig 1 SUSE ##J

yast2 X£TH,

17 Jetc/samba/smb.conf HEE L TISE:
[global]

workgroup =WORKGROUP
security = ADS

realm =REALM
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encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP £ REALM 9% —1FE, REALM X5 Kerberos g &,

ECE nsswitch $T7F Jetc/nsswitch.conf 335 winbind iz T1T:

passwd: compat winbind
group: compat winbind

A Windows 13 @&avigiiz e84 n] iR, B EXAEEETGITENARMENIE Active Directory Bk
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2KXE5# Kerberos $UBZ#, user 2E80&+EVIFMENEANEAF,

BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind i Z PAM 51T TH<, #{%%H Winbind NT/Active Directory authentication (Winbind
NT/Active Directory 513383F) #1 Create home directory on login (EEREEIEEER) EW:

sudo pam-auth-update
<!--NeedCopy-->

e

LI ENMAEE, winbind FiF2F A 2BEFRFET.

Wirgm R 5% Delivery Controller 35kFr & VDA i+ & #Hl (Rt Windows &£ Linux) #E 7 Active
Directory RBE—MTENITR,

iz17 Samba Y net ads S HIEHENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->
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BITU T e LRIEFSMIFEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos F2E EINiF Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
HEAEHESENER:

sudo klist -ke
<!--NeedCopy-->

&S BEREMEFIMSEEEFASTANTHYIR. &7 Kerberos kinit <, LUfERXERHARGEH 280
I EN S5

sudo kinit -k MACHINES$S@REALM
<!--NeedCopy-->

ﬁ%ﬂﬂ%ﬁ%%ﬂﬁﬁiﬁkﬁo%ﬁﬁ%Wﬁ%ﬁﬁﬁﬁﬁmﬂvﬁﬁ%X,u%ﬁiﬁmuﬁﬁofigﬁﬁ¢,
DNS # &5 Kerberos U B#AR, BWERERTHEM. MRILHSRINET, WRKERE@HL,
AU THLIIETENKAE TCT RIEEERF:

sudo klist
<!--NeedCopy-->

ERUTaHLEETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TERIFRTZ A HEIRRIBRAFNE%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEBHEENEN AD 5&, MAE Kerberos $ilgi&#, 33F bash shell, #FERZ—MREHTIREHT (\) FRF#
TEX. HSiREI—FMINTEMHE S,
EIF Winbind PAM 2B B EHECE, 5ERAURKRERNEAFA KA E R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAHERIETT.
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BIERE RN id -u 5$:3REH uid B T XRA Kerberos EIREFX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ISIERAFH Kerberos EiEEEFTHNEEETERE R IH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#ER Gnome g KDE 1=H] 8 B A LURITRMEINIL. E#TEIMANIIERHSSMITHS R 6: %% Linux VDA,

NREREIKA B RN IIMITRA MWL, EXEERENEHE, BEFRBHITENHER,.

Quest Authentication Service

EiEfEHlgs EBCE Quest  {REEETE Active Directory igiah2s EREHEE T Quest 3, MEBRESEEN
iR, B&E Active Directory Ha|EHENNR,

AYHAAFPER Linux VDA I8 AT IiHEAFEEM7E Linux VDA 18 £z HDX &iE:

£ Active Directory BT ENEBEH &, RZAFHFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&% GID #S) &&NEFREAFANA ID,

> wnh

AR

XEGARSTIREEAR, UEM(IUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA L#E Quest

SELinux SRBESRGILHERRAR % BIA RHEL IRBR58HISTHE SELinux, LLs2HIThAES RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

Rt BN REENSEZEZA SELinux. L root AR &1, 48 [etc/selinux/config # 4 SELinux i&
=

SELINUX=d1isabled
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B BEKREM BT EM:

reboot
<!--NeedCopy-->

BHE:

BEEERALIRE. BAEENRA SELinux RIKEFILESSHTLYE, BMERX root BFRMEMAMA
F 2t

FoE VAS SFiPiEF WS AH T B5h4ET Kerberos EiRThag, HMBASMHIIE (BRNER) IhEE

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A O /BT (32400 #) , BRELERIARY 10 /NNEBEGELE L/, BEEIRBEGARRENR
EIRERKHE,

& PAM F1NSS ZE MA@ HDX #1THE AP B RIUKREAARSS (530 su. ssh #1 RDP), EETUTHSUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

PN Windows 35 f/ Quest vastool &% Linux it&#LINAE Active Directory ig=:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREHHEN N Active Directory 158915 i -~ .domain-name Ji%#g DNS & #5, il example.com.

Wik A &% Delivery Controller Z3kFrE VDA it &#l (Rie R Windows &2 Linux) #BZE7E Active
Directory 1 E—MTEMITR, IIiE Quest AR Linux itBHE2E Tt

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aSREEHSZ, MRITBEVRMNEMEH, NSERUTHEIR:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFPBHWIE ZEIIE Quest 2T HETSE T PAM XA #THHIGE, BERAURNKERANERAAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5<$3RER UID g1 T4RA Kerberos EIREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BTN ESSEMITIE 6: 24 Linux VDA,

Centrify DirectControl

A Windows 15 %% Centrify DirectControl Agent /5, &/ Centrify adjoin @543 Linux i+ E#IA
Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 HBERCGITENIMA Active Directory i589Efa Active Directory . domain-name S 2%
Linux it&EH A ZIRYIHEI 2 FFo

Wit B &1 Delivery Controller xkFrE VDA i+ &E#HL (FiL2 Windows £ 2 Linux) #ZE7E Active
Directory hE—MTEHITKR, WIE Centrify SIAK Linux i+ BENEE M T

su -

adinfo
<!--NeedCopy-->
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15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
&, NIZKeA Centrify P mi@3 T RS B/IEET S B IIEAZ,

FRUTHSAREESCEMNRANIZHER:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

EFTIHIANRIEESEMITEE 6. 2% Linux VDA,

SSSD

it E Kerberos infTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EFE Kerberos, 3ELL root BF &153T7F [etc/krb5.conf HEE LU TSk
pE=
RIBMEH AD ERLEH9ECE Kerberos, U TIgBEATF I, S,

[Tibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It EFXH8 domain-dns—-name £%% DNS 5%, /30 example.com. REALM R KE# Kerberos g
B, Hlan EXAMPLE.COM,
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NS %20 SSSD EeE A Active Directory fERE &3 1R1E2FH EEM Kerberos #1781 KRIE. B,
SSSD HARMEA TN EE RS keytab xR AD B IRINAE, AT A adcli. realmd = Samba.

AE:
AEHABNIRM adcli 71 Samba KES:
o MEREER adcli IMNE, BERBEUTHE:

1. %% adcli,

sudo apt-get install adcli
<!--NeedCopy—-->

2. &3 adcli A,
ERUTaHSHIBRIBRS keytab SXHFH NG
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->

user EERUGITENRMEIRNIFEAF. hostname-fqdn 2itE #1189 FQDN #&XHENE.

FE -H %W, adcli AaeEmMERA host/hostname-fqdn@REALM 9 SPN (Linux VDA EXRfER L&
R)o

3. WIBHRRES %,
s3F Ubuntu 20.04 i+8#, #&izfT adcli testjoin®<,

3¢F Ubuntu 18.04 i+%#l, i&izfT sudo klist -ket®<, adcli TENINEEER, ZTATRMEN
R BENREEMNENGE. RESAHEARRELIERYS keytab X, BIFSMENNEERE ST
AN RIS B AE L AD,

o WRAFEHA Samba MM, BEREUTSE:

1. R,

sudo apt-get 1install samba krb5-user
<!--NeedCopy-->

2. B2& Samba,
FT7F [etc/[samba/smb.conf HEZE LI TigE:
[global]

workgroup =WORKGROUP
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security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XEH Kerberos Ui &#r,
3. f5H Samba A,

TR HIE A AR]IAE, 1B ESAREERIEIHENRMEEE Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $ligi& 15, user ARG ENRMEIHAEEF,

RE SSSD LRI EMFATRME:
MREARRE, BEREFFEN SSSD MECERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WERNHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZIABERT, Ubuntu fpZs 32 BaEcE nsswitch.conf 71 PAM & Ri&EiR,

F2d®E SSSD /=%h SSSD FiiEF 2 Hi, BEE SSSD BL B, Xt FHELEARAH SSSD, BIAFT R [etc/sss-

d/sssd.conf BB, HAFHEIE, L root AR SHeI1EHITH [etc/sssd/sssd.conf HERB LTSS
[sssd]

services = nss, pam

config_file_version = 2

domains =domain-dns—-name

[domain/domain-dns—-name]

id_provider = ad

access_provider = ad
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auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_ renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5 renew_1interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i&& % true, LUE SSSD Z& & 15545 Windows SID B4$%] Unix UID, &, Active Di-
rectory & MgEmBIRE POSIX ¥ BI2F. PAM R$3 ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk = Fxx 8 domain-dns-name £ DNS 5%, 130 example.com. REALM 2AE# Kerberos 4
&R, flal EXAMPLE.COM, FAEZEEE NetBIOS 153,

EXEEIRENEE, 5519 sssd.conf #l sssd—ad HWFEMTL,

SSSD SriFiEF EREEX U IXEBFIEE RIUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B5h SSSD <FiFiERF  IZfTUAU T ar<iZBIEsN SSSD PP, UREFIFEREITEN BN B
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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PAM 28 E1TATa<, HfRiktH SSS authentication (SSS &1433E) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

Wik K & & 19 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) #ZE1E Active
Directory fE—MIENINNR,

o tNREEA adcli BB R S, Ei517 sudo adcli info domain-dns—-name &<$UEREE
B

« MNRMEA Samba WIHFEM A F, 1EiE1T sudo net ads testjoin @LRIEHENIETEMAT
i, &7 sudo net ads info HLWIEEMIMIEIITENTRER.

IiF Kerberos itE E i Kerberos @G B EMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BEBASEENENR:

sudo klist -ke
<!--NeedCopy-->

AL EREMEARENEBBEHASTRANERYIR. 517 Kerberos kinit &<, ERXERAMEEFER
IEHEABSR:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMARZMUTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hig, ERELEREHR,
DNS 5% 5 Kerberos {Ud B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ETRERREL,
ERLUTa<LIIETEHKAE TGT EETF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FE#HEIFIFEFRHATUXSMEIINGSTITTR, Rig@d PAM T,
LI91E SSSD PAM ERIRB B EEMREE, 1FEAMURIRERIFAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->
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I53F klist s5$3REIH Kerberos ZRE B ER T XA FH A KiTH,
LL root AR B3, WIFESEEETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LL@Id &R KDE 3¢ Gnome Display Manager 4728 ARMIR, B ITIIMNIEGSALEHMITS T 6: <% Linux
VDA,

PBIS

THFER PBIS e

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh

<!--NeedCopy-->

£ PBIS &4 rI T
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS Tk
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1 fEayigiz bS8 alifin), MEESAEEEREIHENRMEHA Active Directory APtk
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } &G+ BN M AN Active Directory 1 #9135 B 7. domain-name J35# DNS & #%, 0 exam-
ple.com,

FE: E¥% Bash igERZIA shell, i&is1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash

A
~o

Wik X & & 1 Delivery Controller K Fr & VDA i+ &#H (Windows # Linux) #ZE1E Active
Directory E—NMIBENNR. RIEMAT PBIS 89 Linux iHEHMBS U TFiEF:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRFBENEMAE M, e RREEXHFIMAR AD 5 OU NiER. &N, RETENZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

S8 4: REXEHNH.NET Runtime 6.0

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &EHEHEITIIERR,

Wi SHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
ANET Z#HIXHEEZ,

S 5: T# Linux VDA #{4&

#Z Citrix Virtual Apps and Desktops T#mE, BF#ELNARZAH Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARICEZR Linux VDA 2,

S 6: =% Linux VDA

S 6a: &% Linux VDA

£/ Debian &I %% Linux VDA Hfs:

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->
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3tF Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 9 Debian f&#im5|x:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 19 Debian {&#iIf5|%:

libgt5widgets5 >= 5.7~

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 109



Linux Virtual Delivery Agent 2207

libmspackod >= 0.6

ibus >= 1.5

libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3

imagemagick >= 8:6.8.9.9

ufw >= 0.35

ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xserver—-xorg-core >= 2:1.18
xserver-xorg-core << 2:1.19
x1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->
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} =r

AR

BXIbhRAR Linux VDA #5549 Linux R1THRF Xorg IRAMTIR, ESHARAER.

12 6b: F4& Linux VDA (F]%)

AILAMSERTBI RN RRAF LTSR RRAARINE LE,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BSHEHXLEH,

$8 7. =% NVIDIA GRID Rzpigrr

B HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] L% % NVIDIA GRID EzpiEF.

EERERIWEERER L2 RMEE NVIDIA GRID &t GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM EapigrRr, EHITTEMEMSE:

1. HBREE VM BXH,

2. FEMWEREFERERT, VM DE—1 GPU,
3. BE VM,

4. £ VM ERERE VM EKihigrr.

1% 8: & Linux VDA

RERGEE, BIETT ctxsetup.sh MZREZE Linux VDA, HATEMERZ A, ZHAELWIEINE, WERFAE
RMPEERE, MALE, FJUBNERNETZIALUENRRE,

AILURRB R FENETTHIZA, thal LIRAMGEENIAN B BTz, HSUg(Fa, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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RRECE

BITaERREMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

Epoi=

BERER, REMAFMFNEN AR REERME. MRAFENFMEEENEE, WHEFERTAPRMEMAREE,
MBS AT R 12,

XPFNIFIREEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %##/8 DNS CNAME i2®#s5%E Delivery
Controller &#F. BIAERTIREHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ti =& FRH Delivery Controller =&
REHE (FQDN) IR AT @ Delivery Controller 5Eit,. #AZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA N0 80) 5 Delivery
Controller &1z,

o CTX_XDL_REGISTER_SERVICE=Y | N - =20t EN/ERBS) Linux VDA BRS. ZIABERTIREN Y,

. CTX_XDL_ADD_FIREWALL_RULES=Y| N -Linux VDA REEXR A FENMEZEZE L RFAEH NG, &
AIATERABA AIEAR BEhA Linux VDA sTHEIERRO (RRIAAmO 80 #1 1494) . KIABERTIKER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 |5 -Linux VDA Bk f#f Kerberos B2 &2 B Delivery
Controller #T& 3 %IE. Kerberos BEBRIERS LEREMBEE Active Directory £ T BHfE. 5
EEHBEZZIFM Active Directory 574!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#5 HDX 3D Pro, X2—4 GPU &R, EEMKRHLE
BN AREFNEMNLKT, MNRiEET HDX 3D Pro, MER VDI £&E (Bxif) #EAEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - it BHEEHEAKER(TRE (VD) E=RREEXZRKERTRE, WF
HDX 3D Pro 3%1%, BIHZRIREN Y, BIAERAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei% DNS RERRE!
ML, MHE DNS iR &iF. BINERT, KEEIREN <none>,
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o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk 4 Il LDAP AR%3 28, #N% DNS
T LR it LDAP lRSZ12R, T URM U= S FRAY LDAP FQDN (%% LDAP 1w O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, &% LDAP
IHOSHEEN 389, Linux VDA BERIGER TEIGEEHFHE D LDAP RSEE. IRE x MEREMy ™
LDAP fRs52%, Linux VDA 23817 X RELY XEM, MNRBLANEBEEHE, RIEBRAEIKN. BR
FERMN LDAP &1, BFEETHIR EERALBRER, HiIEHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i#&iti& &4 Active Directory iHiRFI1E &
FEEk#Ei LDAP (fflan, DC=mycompany,DC=com) . B2, NiESERKEE, TLUHsEEREM (Bl
OU=VDI,DC=mycompany,DC=com), BINERT, LLLEEiEE I <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IEARSS (FAS) BRS5 8 2:@:3 AD A HRE S 5,
Linux VDA Rz #F AD 4A%ER, BERURARELUS S DR FAS IRS2RMTIR, IRFHASTE AD A
BERECEMINFEEE. WMRMBR T EMARS S, EEM <none> XAFHFREZHTH, HEFRER
MRS B MUIRF, BS FAS RS B[BEHIBRE, BHREMMMNIKEOS 57 FAS lRSE LIEEMNHOS —
B, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - 2% .NET Runtime 6.0
LUz Broker IBARSS (ctxvda) MR, TRINERZEH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {5 EEEZSEHFERAN
GNOME . GNOME Classic 3% MATE K &@f 5. MIRKEETE, WFEH VDA LYFITENEE, B
2, NRYFRENEEmA MATE, NHXIETEEIRE N mate,

BRI LB SR U TS BREN B iERAPNREFIER:
1. 7£ VDA L SHOME/<username> BER TF8IE— . xsession X,
2. 1 . xsession XHLURIBRITIRIEE REFE.
- XF MATE £E
MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
4

- EMATF GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- X+ GNOME £H
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GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
exec gnome-session
fi
3. SEHFRIERAFHEE 700 XHR,

+ CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2&/5, 2FBE5 Linux VDA RS, RIAMERT
®EA Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - ¥+ fmiffr Citrix Scout MEZEFiHO. BiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout i@&=89ix0. BINiHOR 7502,
WENRTEHEITEEM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>"'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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iE17 sudo R, BA -EXTMUBUERELEEFBLATENH shell. HMNBINEERFENGSHME
#!/bin/bash {EAE—1TREIZ shell A,

S, BRI LUERR N RIEEFRESE
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'Tl1ist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFRECE ek

ERLBERT, R EMR ctxsetup.sh MIAXEREFMAVEZ, BREE Linux VDA REE.
HYEIR(FRT, BEBUMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->
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HIFFECE S K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:
A= MEIREBRFRE B E 2R, MMME Linux VDA TE (R,

EERE

ctxsetup.sh 71 ctxcleanup.sh A EZEHE LETHEIR, HEHEMEESAEEHE X4 [tm-
p/xdl.configure.log:

E#Esh Linux VDA BRSS, MRENREN.

#1%; Linux VDA

Et0F Linux VDA REEREHEEECRERGENRE, BFBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEEZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEH Linux VDA B4, BHITUUTERME:

dpkg -r xendesktopvda
<!--NeedCopy-->

= .
AR

E0% Linux VDA B2 MIBRXBX8Y PostgreSQL MEMEBE IR, B2, FEMIBRTERE Linux VDA ZEIRE
B9 PostgreSQL X4+ 8 E ik F R 4+ &

e

AT HRIEERNBEIE PostgreSQL ERRIKRIR N4 S HIMIBRIZ1E.

£ 9: =17 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping i&®E Linux VDA RIEEAENEREE S, 5XiE4HA
58, B2 XDPing,
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41 10: i=17 Linux VDA

£/ ctxsetup.sh iI4<EE Linux VDA 5, BERUTa<EE Linux VDA,
E5) Linux VDA:
BEh Linux VDA BRS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

=1k Linux VDA:
fS1E Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
E121E ctxvda # ctxhdx RS 280, 1EiE17 service ctxmonitorservice stop m<LUE

IEEMARSS TIFIEF. BN, MRS TIFEFRBERRBHEFELERNRS.

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

#2 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT ENE RAMAM Linux VDA i+ EHHE 2 5% 48 Windows VDA AiE% M. BXINAISEMXLEESEMEF
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:
o WTRERYT, 1EER:

- ZRERFRAEN (WFREAZRERMRE),
- BRERFRAED (WTF VDI TAKERMER),

o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

=z

o =W

SHRRZACH Citrix Studio FZ#F “Linux BERG WS, B, %1% Windows Server 2{FRGZ RS
BIRERFENFRATEAREEZRERMRE, %F Windows SEIRIFRSG SR ERIERFIETNER TE
BETEN— AP IEE,

e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

$ 18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6233 {F4H

IR MAMRINES Linux VDA IHENMEITEN B RIEES Windows VDA B/ LFHEE, BXRINAETERHIXLE
ESHEMFAEIRA, BFSREEZTH,

BUEEH Linux VDA i+ B B REZ AR @G TRE:

o WafRATIE AD BFAIABERERE, sBERE Linux VDA 18,
s BFTNATRESHRIEN (ER) AFRER.
o BENERMEFREANEE Windows iHEHHITENER.

BXRNELIRITEN B RMRFAENES, ESIA Citrix Virtual Apps and Desktops 7 2206,

Fh% % Linux Virtual Delivery Agent for Debian

October 9, 2022
BERR:
WNFeMmieE, BEFERBRMETELHTRRERE, BINREENNEN, SEAXFEFERNFHLEMRL, R
ST 5.
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H1% 1: #% Debian LUE#HIT VDA &%
$E la: BiIrNKELE

HBIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

S 1b: KEFNE

HHREHIBRESITENNENS, EERK [etc/hostname XX, FEEHNXEEITENHNENSZ,

hostname

S8 1c. AENBHEIFEIE
MR EHE DNS HE2MT LR EHZ (FQDN) EMtiRERE, 228K [etc/hosts XU TITUEE
FODN f1EN B ENFIRI%E:
127.0.0.1 hostname-fqdn hostname localhost
fugn:
127.0.0.1 vdaO@l.example.com vda®l localhost
MR E At B ipgzt hostname-fqdn 5 hostname BEREMSI A,
AR

Linux VDA Z#iARz#F NetBIOS Z##&klT, EHBFRFEBE 15 MNFHo

&
8

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERTHE (). SEMEMTS. ENBFREURFH LM
PIEFRFER, EHNWERT Delivery Controller E#E.

SR 1d: wEINSE

WIEENRIRERTIERTIR:

hostname
<!--NeedCopy-->

L URETENBENS, mAREE FQDN,
3IE FQDN RER B IERTIR:

hostname -f
<!--NeedCopy-->

Iteep <R a1+ B FQDN.
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P le: ZH%IE DNS

BINEBERAT % DNS (mDNS), MX2SHAMBIFLERT—H.

EZ2/8 mDNS, 548 [etc/nsswitch.conf HEXLLTIT:

hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

SR 1. wEBRBAMRS ARt

HaIAAT LURAT FQDN #H3digixhI23#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

IMRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBHE,

S8 1g: RER#EYS (chrony)

t#atk VDA, Delivery Controller fligiizilas > BB SALKIEMAIS EXEE, & Linux VDA B NEMVATEES
SHENHRENR, HFIFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZMERSB/HFIM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

TEHAVERER, MEMAHIFITHIREY, MAREEM R NTP RS ERY, HiEHHE 1 Active Directory 13
EHISS RN — RS EERE.

IRy HBERIE M server 5 pool £ 8, S#ERE| IP ik, localhost F1AARSSS: *.pool.ntp.org £8,
REERHEFRBE Chrony T2
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sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

S 1i: RITFEEUREN BRI

3 F Debian 11.3, &% deb http://deb.debian.org/debian/ bullseye main {TiRME
Jetc/apt/sources.list xR,

33F Debian 10.9, i&# deb http://deb.debian.org/debian/ oldstable main {T5HmMEl
/etc/apt/sources.list X,

$18 1j: &% PostgreSQL

Linux VDA Z3k7£ Debian L%% PostgreSQL:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

TR 2. HEEEINEEERF

EXFFHEMVEIERF E3 Linux VDA SEEIMNIEITE, FEEH—LEN, RIBETFERANEMNEEREFRT
BHUTER, MREERVEMS LIETT Linux iHEH, WEFEHEMER.

1&& Citrix Hypervisor _t#yida][EH )@

BT Citrix Hypervisor Bt EIRF IhEERT, EEMHEIMKE Linux VM &, &#<iB% NTP #0 Citrix Hypervisor
MR, MEHAEEERZNMY, HERNHSHEMRSERRS, BHREED Linux ERHFRNRFNHERS NTP
BF. XMERERZEAENRERS . THE HVM EXTHITEAENR.

MBEEEEITHEEMNLE Linux Rz, FBE%ET Citrix VM Tools, MaTi#z Citrix Hypervisor Bt alE% Thag
BEEE, URERBEBE Linux VM RiEA:
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su -
cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iean<iR([E 0 5 1:

« 0-BEIRASHEERM, ENMEA.

o 1-BHEIRISIAEE A, TRREUEMIRIE.
R /proc/sys/xen/independent_wallclock X#4F7F7E, WFAEBEHRITUTS R,
WMRERA, BEEEZXHEAN 1 UZRENERSIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BEMERRAKAER, HEEMRSHENAEN, ERIE [etc/sysctl.conf SXHH MU TIT:
xen.independent_wallclock = 1
ERIEXLEEN, EENBIRSA:

su -
cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<iREE Lo

£ Microsoft Hyper-V L{&& eGP a0

&7 Hyper-V Linux £ RS Linux VM 5] LUER Hyper-V BY{aIRS ThEeRE R ENIRIER LGN IE. AHEF
R HIAEIEIHAR S, F—RBALIEES NTP RS,

MEBIRERGF:
1. ¥T7F Hyper-V EEBEHIA.

2. 3F Linux VM B9i& 8, &% Integration Services (£/HRS).
3. HfRE%RR Time synchronization (BFEIEF).

F=3

AR

tbA7%S VMware #1 Citrix Hypervisor REl, XF#~RaZRAENEERTIE, M%S5 NTP R4 WK,
Hyper-V italR$ a5 NTP BaR$ £EH B4,

&8 ESX #1 ESXi LM iE]F A

BA VMware REIRLS IR, &M EEIMEH Linux VM &1, EH<iB3 NTP MEMNEERIEFNR—. HEER
HERS RGN, HBERNHSHMRSHERRY, FHESD Linux ERNFNRENHES NTP RF, XHiE
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MERZAENERY .

WMRIFFEIETEET VMware Tools B9 E#ME Linux RiZ:

#TFF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (FE#M#ZE) 3HEFEH, 177 Options (G£I) &M+

%3 VMware Tools,

£ Advanced (54) &, BUHi%ES Synchronize guest time with host (5EHEREFHAE).

ok W

$1% 3: @ Windows 1570 Linux g1 (VM)

Linux VDA 5% #hE Active Directory (AD) 13700 Linux HH&E#HBYA%:

» Samba Winbind
* Quest Authentication Service
« Centrify DirectControl
« SSSD
« PBIS

RIBFMER S 7%, HRIEBHITIRIE,
AR

73 Linux VDA frgvzssthik =0 AD Rtk ERERMNAR B, SI1EREEEKN.

Samba Winbind
LR EMFARRLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERDN Winbind 7i7#25F  Winbind SHPEF SRR E AEITENEBYEEH:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

HE winbind Bz F /etc/init.d T

ficE Kerberos Ll root AR &%, 117 [etc/krb5.conf HEELUTIRE:
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} =r

AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name £#5) DNS 1%, #ii1 example.com, REALM K5 Kerberos g &

¥R, 140 EXAMPLE.COM,

& Winbind 5438iF 377 [etc/samba/smb.conf HEE L TIZE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95 —1FE, REALM 2A5H Kerberos $ig& #r.
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& nsswitch 177 [etc/nsswitch.conf #i& winbind MNE L TIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1 fEHyIgiiz %ISR el ihin), MEESAEEEREIHENRMEHA Active Directory AP ik
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $iZ#:, user 2E80& i+ EVIFMEEAEAF,

B 250 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind i28 PAM 517U T&%, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{3%13E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

WIEEAED Delivery Controller E5RFrE VDA HHEH (Fie2 Windows X2 Linux) #BE7 Active
Directory fE—MIENINNR,

iz17 Samba #Y net ads S WIEHENEEEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE E i Kerberos EEBIEMEENTIS Linux VDA BB&ER, iBRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIFRErIARKIEHEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIE N AD 582, A2 Kerberos ssi&#f, ¥+F bash shell, #FERS— MR REHT (\) FrFs
T8, HSiRE—EMINTFEMHE S,
EIF Winbind PAM iR 2B B EHECE, 5ERAURKRERMNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EmThiziT SSH #88<, 1Btk SSH EBBHIERIETT.

IERE R id -u 5<$REIM uid SIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA P Kerberos EiREEFHHNERETENEKRTH:

klist
<!--NeedCopy-->

BRHZE,
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exit
<!--NeedCopy-->

HiEE R Gnome 5 KDE =580 A LRITRMBTIR. R TRMARIEGERERITIE 6: 22 Linux VDA,
e

MREAEKAERRIIRITRARSHRIE, EXEETENRHE, BEMBHDITEN, ARER,

Quest Authentication Service

EiisHlgs EALE Quest  REEEE Active Directory igisH128 EREHEE T Quest i, MEBKSEEN
IR, B Active Directory HhelEHENIR,

AWFAFRER Linux VDA 81l AT iHRAAEETE Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

W

f

ol

S

*
XEGARY TS EFHAR, UEMITIUERESISE. RDP. SSH T MEMTEMIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32HIThAESRM Quest A/ Unix i
EEF IPCHF, HELSABAER.

R BNREENSERZA SELinux. Ll root BFR &%, 4KiE [etc/selinux/config 3 E ek SELinux &
=

SELINUX=disabled
WWEREREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIZEHLHSSETLE, BMERX root AR FE A
P2t
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foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE S O /B (32400 #4) , BILLERIARY 10 /NYERIBE S AR 1/, BERIEEGARRENR
% IR BERIEAE,

& PAM F1NSS ZE MA@ HDX #ITHE AP B RIUAKREAARSS (530 su. ssh #1 RDP), EETU TS UF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

PO Windows 15 /A Quest vastool &< Linux itEHINAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user B RIFITEH I N Active Directory B . domain-name ik #y DNS &5, £l exam-
ple.com,

Wb A ED Delivery Controller EskFiE VDA H&#H (Fie2 Windows iX2 Linux) #BE7# Active
Directory fE—MIENNNR, KWIE Quest IIAK Linux i ENEE M T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
WRITBENEMNE, <SRBT, NRITEVRMAEEE, WsERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE EIRIF Quest EFEEEIY PAM ST AP # TR ML, BFEAURIREANIEAP KA ESR
Linux VDA,

ssh localhost -1 domain\username
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id -u
<!--NeedCopy-->

BIERE R id -u 5$:3&ER UID gIE T Kerberos EiREE 1 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

ERTEMNISEEAEAITS T 6: %2 Linux VDA,

Centrify DirectControl

A Windows 13 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&E#1m0
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user SHABBEITENIMA Active Directory 1 E 1 Active Directory i P, domain-name 2 2%
Linux it&EH A ZIRYIEHHI Z 5o

Wikl A &% Delivery Controller Z3kFrE VDA it E#Hl (Fie 2 Windows &2 Linux) #ZE7E Active
Directory E—MTENITR, WIE Centrify MINM Linux BT M T4

su -

adinfo
<!--NeedCopy-->

I83F Joined to domain EE2EEM LUK CentrifyDC mode 2%;&[E T connected, {RERMIAEEREIR
&, MEBA Centrify B HBE 7 IRSBEZEH S D WA,
FRUTHSAREECEMNRANIZHESR:

adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

SSSD

& Kerberos z{TLATa<LI%E Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZALE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L TSK:
AR

RIBER AD ERLEFEE Kerberos, UTIEEERA TR, RMIRE,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—-name = REALM

b EFxH domain-dns—name £%% DNS 5%, i example.com, REALM @ AE# Kerberos i3
Z#%, %0 EXAMPLE.COM,

NI U SSSD EZE AER Active Directory fEAE B MREREFH BER Kerberos #1785 %k, B2,
SSSD HAREBFMNFMEER RS keytab X85 AD BRiRIIAE. AT A6 adcli. realmd 5 Samba.
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} =r

AR
EHAA NI adcli 11 Samba HWES:

o NREGER adcli N, BRRUTSE:
1. %% adcli.

sudo apt-get 1dinstall adcli
<!--NeedCopy-->

2. &3 adcli A,
ERUTaHSHIBRIBRS keytab XHFHIMAG:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqgdn
<!--NeedCopy—-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN BXWEHN 2,

FZ -H %W, adcli FaeEKR N host/hostname-fqdn@REALM 89 SPN  (Linux VDA ER{ER Ib#&
o

3. WiE&R% keytab,
izfT sudo klist -ket ®<UBREYS keytab XHEBIE,
WIFS MR EBE S SRt BN EE TS,
 WNRMEA Samba MAE, BERRUATTE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. fi2& Samba,
17 Jetc/samba/smb.conf HEE L TiSE:
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes

client use spnego = yes

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 131



Linux Virtual Delivery Agent 2207

kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos Ui &#r,
3. A Samba A,

TR EIRR ARSI, RESMAEBEICEFITENRMENEN Windows 1Kk,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrp, REALM 2AEH Kerberos S &#R, user 2HRUEIHENRMEIRHIRAF

RE SSSD LRI EMPATIRME:
MREARRE, BEREFMFEHN SSSD MR BERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

=z

AR

BIMER T, Ubuntu %21 Ba1ECE nsswitch.conf fl PAM B R1&k,

B E SSSD Enh SSSD iR 2 hl, EEE SSSD it &, WFHELERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BELEXX 4+, H%AFEIRIE, U root BASHEIEEITH [etc/sssd/sssd.conf HEE LU TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days
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krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUfE SSSD #&x& 1 553& Windows SID B54%] Unix UID, &, Active
Directory #aEmEiR M POSIXH B.PAM iRSS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk EFxx+# domain-dns-name £%75 DNS 5%, I30 example.com, REALM 2 A5 Kerberos 1
&R, flal EXAMPLE.COM, FEERE NetBIOS 157,

BXEEIRENEE, 5209 sssd.conf #1 sssd—ad HFMTL

SSSD sFiriEF EREE X N A BFIEE REMR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD FiFiERr IETTUA T <L BNEEh SSSD FiFiER, MRETIFiERE I ENSEITEE:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMEE BT T&S, BWiRES SSS authentication (SSS 513383F) #1 Create home directory on
login (EEREAIEEER) &

sudo pam-auth-update
<!--NeedCopy-->
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WiEiE L & & 1 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) # & Active
Directory #E—MTENITR,.

o tNRMEA adcli BIBEM RS, 55T sudo adcli info domain-dns—name &<$UBRESE
B

o MNRMEA Samba WIHEM A F, 1EiE1T sudo net ads testjoin dLRIEHENIETEMAT
%, iB17 sudo net ads info HLWIEFIMEHITENTRER.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BEIBRHEEENER:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
AU TRLEIET KA TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFIEN PBIS o
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS R A A 4T
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

<!--NeedCopy-->

1517 PBIS &4
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 13 @&aVigiiz e84 Ain] iR, B EXREEEIEITENARMENIE Active Directory Bk
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 3B/ I EH 0N Active Directory i3 1913 F§ 7. domain-name #1389 DNS & #, 140 exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, iEiz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

Wirim L 5 & 19 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) #8 &£ Active
Directory mE—NMTENIR, WIEMAT PBIS 89 Linux it BN 2 FigH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMARE MK, e RREEXHFIMAN AD 5 OU WiER. &N, RETENSZ.

IEAF BHI0E EIIE PBIS & 8@ PAM ST A #ITE ML, BERAUFIRERNEAFPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->
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IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BH=E,

exit
<!--NeedCopy-->

FEFTIHIMANRIEESSEMITSE 6. 2% Linux VDA,

HIE 4 LRNEWE.NET Runtime 6.0

£% % Linux VDA Z &1, B3 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iBAZEE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, &7 which dotnet &< EHIEITERR,

Wi SHE, ®ENET Runtime Z#HIXHERZ, i, WRHSHL A /aa/bb/dotnet, 15 /aa/bb £
ANET Z#HIXH K,

£ 5: T# Linux VDA 48

#%% Citrix Virtual Apps and Desktops T#m&E. BFHERkAR Citrix Virtual Apps and Desktops, G
HAHLITHS Linux Z1TARICEY Linux VDA &,

£ 6: ®% Linux VDA

S 6a: &% Linux VDA

£/ Debian B4+ @ &8 %% Linux VDA #ft:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 11.3 fyk#iIn5I K

postgresql >= 13
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 136


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2207/installation-overview/ubuntu.html#step-6-install-the-linux-vda
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers

Linux Virtual Delivery Agent 2207

util-Tlinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9,53~
libmspack0 >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5,5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0
libimlib2 >= 1.5.1
<!--NeedCopy-->

Debian 10.9 FYKHII5I K :
libgt5widgets5 >= 5,5~
ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~
<!--NeedCopy-->

AR
BxIbhRASHY Linux VDA 23589 Linux &1ThR# Xorg lrAM5IR, ESRRAER,
$Z 6b: #4& Linux VDA (%)

RAILAMSERTBO R RRAF LTSR lRAARIME L E,
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sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES /etc/xd| THEEX M, EHITARZAE, BSHERXLEH,

$I8 T7: =% NVIDIA GRID &zpigrr

BF HDX 3D Pro EXREEEMHEIZZRFH VDA 154 %% NVIDIA GRID EmpiEF.

EERTERIWEERERF L 2RMEE NVIDIA GRID &4t GPU E128s (ENIRIER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELREMEE NVIDIA GRID RE VM IFapi2F, EHRITTENENSE:

1. HREKE VM BXiH,

2. FEMNEBEEFERERT, VM DE— GPU.
3. B&h VM,

4. VM ERERE VM EK&higrr.

#1128 EE Linux VDA

RERGEG, BIIET ctxsetup.sh BIZAREE Linux VDA, HITEAEXRZEI, ZBHRLIWITFE, WRFIE
RFIER D T2, MENKE, rlUKERNEFETIZAUERIEE,

A LRI R FehiEiTHIZAS, tHrl LURBFLE BN BEhaiTHIZAS, 4402(Fal, BT ZBIANERIER

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RrERE

BITaRTEMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BEEcE

BERER, REMAMENENA R REERME. MRAFENMEEENEE, WHEFRRTAPRHEMAREE,
MMAFES AT RET 12,

XPFNFREEEE:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %#5f5f DNS CNAME i2 &g Delivery
Controller £, ZHABERTIEEHN No

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tR =15 kR0 Delivery Controller 52
REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5E— FQDN = CNAME 314,
CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP iz (FAIA RO 80) 5 Delivery
Controller &=,

CTX_XDL_REGISTER_SERVICE=Y | N - ZE2 a0+ E#EEH Linux VDA RS, BABERTIRER Y.

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZE R # ¥ E N\ IERES R AR XK, &
B AR RGFRAAER BTN A Linux VDA STHPAFMEEO (BAINAEEO 80 #1 1494), BABERTIREAN Yo

CTX_XDL_AD_INTEGRATION=1 |2 | 3 | 4 |5 -Linux VDA Zxk &/ Kerberos B2 &i& &7 Delivery
Controller #{T& 3 %IE. Kerberos EREIRIER A LEREMBEEM Active Directory £ T AT, 5
EEEHBEZZIFM Active Directory £ 4:

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %3#% HDX 3D Pro, X2—% GPU M&ER, SEMRHKE
BN AREFNEMEKT, MNRiEET HDX 3D Pro, MER VDI £&E (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N - §+BHEEN T AEERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 3%1%, BIHZERIGEN Y, BIAERT, HTEREN N,

CTX_XDL_SITE_NAME=dns-name - Linux VDA i& DNS &3 LDAP fR5588. Z¥ DNS 1ERERIRE
AAHIES, NASE DNS =2 5. BIAERT, LEEIKEHN <none>,

CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif DNS sk 23 LDAP fR5388, 02 DNS
TiER it LDAP RS 12R, T UIRM U= D RA LDAP FQDN (%% LDAP i 0O) %k, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥ LDAP
IHOSHEE R 389, Linux VDA BER IR TEBEEHFHS D LDAP fRSEE. IRE x MMy
LDAP fR$528, Linux VDA 233817 X kUL Y XEMH, MRV ANEBEEHE, RIEFBRAEREN. BR
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BERM LDAP &, BEiEicHIss EERAERES, HIEHEXH LDAP IROSIEEN 3268, KIAERT, It
TEiGE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3i& & /3 Active Directory iHRHiE R
EXRZEi LDAP (fig0, DC=mycompany,DC=com) ., B2, NiRSELEMEE, TLUIETEREM (FlN
OU=VDI,DC=mycompany,DC=com). BIAERT, LTZEEHN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -Bx& 513 3IERRSS (FAS) BRS2882&8d AD HARIEREN.
Linux VDA Rz #F AD A5, BERI U ARELUD S 2R FAS IRS2BMTIR, IRFHASTE AD A
BERERENIRFEER, NRMBER T EMARSSFMUL, EER <none> XAFREBERHETH, HEFREE
MRS BMUIRF, BS FAS RS B[EHIBRE, BREMMMNIKEOSSE FAS lRSE LIEENHOS —
B, 5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# .NET Runtime 6.0
LUz #53rR9 Broker RIBARSS (ctxvda) BIERR. ZRIAERIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - i T EEZSFHFEAN
GNOME . GNOME Classic 5t MATE £ @EfiE, MRKIEEETE, NEHA VDA LU RENEE, 8
2, NMRYFREMNEEHAN MATE, NIXTRTEEIZEN mate,

HRJLUBE SR U TS BR B BfraiEA P NEEIFE:
1. 72 VDA Lt SHOME/<username> BER FIE— . xsession Xf.
2. BiE . xsession XHURERITIRIEE REIFE.
- XF MATE £
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

3. SEHFRIERFHEE 700 XA,
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« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &/g, 2T BE5h Linux VDA RS, RIMERT
KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0y Citrix Scout WEHZFiHO. BiAimOr 7503,
« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout i@589i%0. BIA#OR 7502,
REMR TS HEITIEEMA:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBERRELEEXBLATLENT shell. HMNBIWEEAFENGSHME
#1/bin/bash {ERHE—1TREIZ shell B,
F5, ERLUERRN SR IEERBESH:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
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CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIECEFMAYERR, BFREH Linux VDA R,
SR IFRl, BERIMENEES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 142



Linux Virtual Delivery Agent 2207

BE:
A= MEIREBRFRAE B E SR, MMME Linux VDA AR,

RERE

ctxsetup.sh 71 ctxcleanup.sh A EZEHE LETHIR, HEHEHMEESANEEHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXRAEN.

#1%; Linux VDA

Et0E Linux VDA REEREHEEERERGENRE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEH Linux VDA B4, EHITUUTRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

==
AR

ENE Linux VDA B2 MIBRXBX8Y PostgreSQL MEMEBE IR, B, FEMIBRTERE Linux VDA ZEIRE
B9 PostgreSQL X4+ 81 H Ak F AR 4+ &

"’
ATHARNEBRNAEIE PostgreSQL £ BRI B RIMIBRIZ 1,
S 9: =17 XDPing

#Ei&fT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEFENELEER@E. AXiF4H
58, 521 XDPing,

41 10: i=17 Linux VDA

£/ ctxsetup.sh IAEE Linux VDA 5, BERUTa<H Linux VDA,
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B5h Linux VDA:
Bz Linux VDA BRS3:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

=1k Linux VDA:
{21k Linux VDA RS
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

F=3

AR
#fZ1kE ctxvda # ctxhdx RS 281, 5E1T service ctxmonitorservice stop @<$LUfE
LEEMARSTIFER. BN, BRSTIFEFBERBDEFLRS,
E#B5 Linux VDA:
E#E50 Linux VDA RS :
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

7 Linux VDA IR
107 Linux VDA IREHIEITIRE, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$38 11: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F1¢/2i+ BN B F
BIEITEN B FAAM Linux VDA i+ BHME 2 5% 458 Windows VDA /&2, B XA TS MM
MRVFER, IBBRCIEITEN ERMEEITENE R,

BIEEE Linux VDA it BT BN B RIS SEIG—LERG, #EiZ3iEFRTF R Windows VDA it EHSIETEN
BR:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 144


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-manage.html

Linux Virtual Delivery Agent 2207

o WTRIERYE, Bk

- ZRERERFEDN (WFREAZRERMRE),
- BRERERSEER (WTF VDI EAKERGERRE),

o FER—MTENBERPESMEA Linux 71 Windows VDA i+ &1,
AR

BHARRAHY Citrix Studio Ax3#F “Linux I2ERL” WIS, B2, %EHE Windows Server 2{ER LIRS
RIMERSHETNERTFERITEEZSEMER, 1%F Windows SEi&ER S R EIRERETE R F (&
BEITEN— TR R(SEE,

em:

MRMERHBENERBEEFRIA Active Directory 18, NIt EN, AEBEERFNZIHENER.

$18 12: 1£ Citrix Virtual Apps 3% Citrix Virtual Desktops #1633 {34H

BIERRMAAMRINES Linux VDA BN EN B RIEES Windows VDA B/ LFEE, B XINATERMIXLE
ESHEMFARYIRER, FSHACIE(T4H,

BIEEH Linux VDA I+ HE 1 B R ATAR @Ik TFRE:

o WIRFTE AD BRAAEEHREE, sEBERE Linux VDA itEH.
s BIATRESHRIEN (ER) AFRER.
o BENERMMEFEANEE Windows iHEHHITENER.

BXRNAIRITEN B RMRZHHENEE, B2 Citrix Virtual Apps and Desktops 7 2206,

£ Citrix DaaS Standard for Azure $6/Z Linux VDA

June 16, 2023

a7 7E Citrix DaaS Standard for Azure (UUaEi#FA “ERF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard”) HEIEEMNFAAKRIMANIZES Linux VDA, LUEEIARAEFMKEM Microsoft Azure {3 EIE AL &,
BXFMMES, 521 Citrix DaaS Standard for Azure,

S Linux Z17hR

LBUF Linux %f1ThRZ#F1tLIh8E

« RHEL 8.2
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« Ubuntu 20.04
+ Ubuntu 18.04

p

7z Citrix DaaS Standard for Azure 812 Linux VDA, EXRHRIUTHE:

1. 72 Azure AR M.
AR

tesh, EERRTLUER Linux VDA BENEMIBERIT NG BhEH. EXLMULLER, BEEERE LD
etc/xdl/mcs/mces_local_setting.reg X /iR mMa <47,
fBign, BILURINLA R aR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->
a) £ Azure #, AIEZFEINAITARA Linux VM,
b) MMBEKE, &7 Linux VM L RESEIFIE,

c) VM Lk, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B93tBAZREE.NET Runtime 6.0,

d) (¥R Ubuntu) 7% /etc/network/interfaces sl source /etc/network
/interfaces.d/* 17

e) (XM Ubuntu) &3 /etc/resolv.conf i@ /run/systemd/resolve/resolv.
conf, miEKHEIER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->
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f) =% Linux VDA 3,

g) B /etc/xdl/mcs/mcs.conf T E, mcs.conf BEXHHEEATIZE MCS # Linux VDA

NTEE,

> =

=W

B dns TEREAFRIEE,

NRELR T BN B RINEFFHSHAEN LR, #H&E VDI_MODE=Y,

h) i&1F /opt/Citrix/VDA/sbin/deploymcs.sh,

i) £ Azure th, =ik (SHEUHSE) VM, BHERSEHAEINER (VHD) X4 SAS URL, EaLUE
BX M BIFEREREEZEM VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

Disk

==

P Search (Ctrl+/) | < Generate 2 secure URL and download it directly.
8 oOverview URL expires in (seconds) *
W Activity log | 3600
fa Access control (IAM)
L Tags
Settings

& Configuration
Encryption
o Disk Export
' Properties
B Locks

4 Export template

Support + troubleshooting

2 MNew support request

j) (FI3%E) EEMEERBENRMKIGE, TOMUER ctxreg TARREHRMKIGE, i, UTHISER
PDF $TENE EE5heIE PDF @ B$TEN 5L,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

2. M Azure EANEHE,

a) EEEEGIRT, BRAMNERG, ERAERIE Citrix REHEEUREEMNSNHRE,

R RS ASZHER EE BT BEEMNENTHIRSETER, IZE—TERE, BEEHIRE
£&F3 Citrix Cloud #i%£# Managed Desktops (ItExm) RSE/EEEIE5E.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

b) RESNEE.
c) MNETE Azure FAERMM VHD X8 SAS URL, #%#% Linux e EBERRY,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my_ Ur?

Master image type
() Windows

(@ Linux

Name The New Master Image

‘ E.g. “Windows 10 + My Apps”

d) ZREBESFHETER SN EMEAIRIE.

3. SIBITENER.
PR EETHIR, RARREEEBR. IETENEREN, HERZatIENEME,
AR

FREEMREET VM FiE@:d SSH ¢ RDP /e, 2ipie) VM, &£ Azure [P REIRITER &,
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&3 Machine Creation Services (MCS) ¢/ Linux VM

January 4, 2024

SHRNEITHR

Winbind SSSD Centrify PBIS
Debian 11.3. = = & =
Debian 10.9
RHEL 8.4. RHEL 2 S z =
8.2
RHEL 7.9. = = z =
Cent0S 7.9
SUSE 15.3. SUSE =2 = & =
15.2
Ubuntu 20.04. = = S =

Ubuntu 18.04

RXFFHEN EEEF

+ AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV
VMware vSphere

MREZAERZFFNEIMNEEEF DN EMED EREF DESEEME, JRIEINBINER.

£/ MCS 2 Linux VM
AE:

B Citrix Virtual Apps and Desktops 7 2003 % Citrix Virtual Apps and Desktops 7 2112, 2% Citrix
DaaS (BLEi#FA Citrix Virtual Apps and Desktops AR%3) %1 Microsoft Azure. AWS #1 GCP L#EE
Linux VDA, B 2203 frite, Ea]fExEA B =X Citrix DaaS # Citrix Virtual Apps and Desktops £
& Linux VDA, EEXLENE=ENERZEARME Citrix Virtual Apps and Desktops Z8E, EEERESINRIF
i, BXESNRFENENGES, BSRAERRENIRERMARIEMN (TTU).
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FEFFRENRS 285 MCS & E A LRIEEIML.

INREREFA PBIS 3k Centrify 3& MCS gIZa9i+EAMMAE Windows i, BFMMUTFES:

o EERITEN L, 7 /etc/xd1l/mcs/mcs. conf X#hEZE PBIS 5 Centrify #iiF & FHRZEH
BHigER%E PBIS 5 Centrify #F8,

« #iafT fopt/Citrix/VDA/sbin/deploymcs.sh Zgi, EIE—MALE L (OU), %4848
BAXTEFEME MCS SIZMIHEN AT S ANNEREEBENR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh =zTEEHRRBH MCS tIEHTEN /I,
BIRIEERIEREE Delivery Controller 2 Citrix Cloud Connector EizfT klist -11 0x3e4
purge,

({XFE Nutanix) 8 1: L& Nutanix AHV &4

M Nutanix 53kEX Nutanix AHV {&f#F . 7E&89 Citrix Virtual Apps and Desktops Figsh @i HEMiziE . &
XEMER, ESHE Nutanix 25717 ig#ey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#R%1Em)

$1% 1a: A7t Delivery Controller 225341 Nutanix AHV #f %2 Citrix Virtual Apps and Desktops
&, %1 Delivery Controller £%% XD MCS AHV i,

ﬁ Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type '
Choose the setup type that best suits your needs \
NUTAMNIL

MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed

() PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back Next > Cancel

4+ & 1b: A =% Delivery Controller %%t 7 5+ it Nutanix AHV &+ %R H 2 & E A T Citrix Cloud
Connector 8 CWA MCS AHV §&4, 7 Citrix Cloud f:EmB9FrA Citrix Cloud Connector % it BN
f& Citrix Cloud Connector 788 AHV IER FIRIEERMAE, W4F5EM Citrix Cloud Connector,

TR 1c: REFBHRTRUTIE
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o WIFRAEEC: \Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l27T Nutanix Acropolis xff3,

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £ Delivery Controller &%= 5h Citrix Host Service. Citrix Broker Service #1 Citrix Machine
Creation Service, 5¢#&7z Citrix Cloud Connector L E#E5h Citrix RemoteHCLServer Service,

b7

HAEIEEREREH Nutanix AHV #E#8=1EH E#H B 5h Citrix Host Service, Citrix Broker
Service #1 Machine Creation Service,

TR2: QIBENER

BEDABRFESERIES Azure. AWS, GCP. Nutanix AHV #1 VMware vSphere Bt &EiEE:

« 7£ Citrix Studio g5 Azure ML E &R

7z Citrix Studio FREIES AWS Bt E &R

7z Citrix Studio el 5 GCP poitEiEsz

7£ Citrix Studio #giE5 Nutanix BT EiEsE

e
#£ Citrix Studio FgJi25 VMware Bt EiEE

7£ Citrix Studio 8725 Azure HTEERE

1. £ Citrix Cloud £p9 Citrix Studio &, EREE > T8 > FINEENERLULIES Azure BIEE,

53 Citrix Studio (Cloudsasite)
e

2. EEEESR Microsoft Azure,
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Stu d io Connection

() Use an existing Connection

azure o
Connection i
(®) Create a new C eti

Details i

_ Connection type: | Microsoft® Azure™ -]
Region
Network Azure environment: | Azure Global -J
Summary

Create virtual machines using:

(®) Studio tools (Machine Creaticn Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. BAEE Azure tkPBIITE ID, ARBNEERZT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)

Region Learn more:

Network Setting up an Azure Active Directory account

Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

8 Citrix Studio (site)

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine

4ol Add Connection and Resources
O Stor
[

@ Zont Refresh

View >

Help

7z Citrix Studio F¢/Z5 AWS pyitEER

1. 7£ Citrix Cloud &9 Citrix Studio /1, EREE > 118 > FINEENRRUGES AWS MiEE,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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7£ Citrix Studio #8125 GCP WitEiEiE 1RIE Google min T & mINKIFFIRBEMN GCP 15, ABFTMIUT
SRLEIES GCP Bt E &,

1. 7 Citrix Cloud £ Citrix Studio &, #ZEE > 118 > RINEEMNZRULIES GCP MiE,

Citrix Cloud Virtual Apps and Desktops Service

Overview Manage ~ BRYL[IG]

O\ Search Add Connection and Resources

[0 Machine Catalogs Name 1 Type Address
ﬁaﬁﬁ Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

ﬁ Applications
Policies

D;? Logging (Preview)

8@ Administrators (Preview)

— Click an item to view the details.
=

==

Hosting

2. ##% Google Cloud Platform (Google mixF &) (EAEESE,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform Y ‘

4 Summary Service account ID:

ZOne name: l GCP ' l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

. FA GCP tkF HIARSS 1K S B EAH BN ERZ R T
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q sere
b Machine Catalogs
== 9 Name L Type Address

%ﬁﬁ' Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1
El Applications

Policies

Dﬁ’ Logging (Preview)

LQ@ Administrators (Preview)
Click an item to view the details.

] Hosting

==

7£ Citrix Studio #1¢/7#5 Nutanix FITE iEE

1. 33 FZ#h Delivery Controller, &7 H#n Citrix Studio FEREE > & > FMEENE R WF=
Delivery Controller, &7 Citrix Cloud EHEF Web 89 Studio =4l & iR EIE > 18 > HRINEEM
iR, UEIES Nutanix B EERIZFEE,

2. ERIEENZ RS PREZE LXE Nutanix AHV fEREZREE, RAEEEEUDNEERERF L. FiE
UKEZER R, ERNENEL, EEATFRERTHNE,
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flgn, ey Citrix Studio

Add Connection and Resources

Studio Metwork

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.

+ Connection
Metwork

Summary Select one or more networks for the virtual machines to use:

™ ! Name !
[J INTERNAL_1
O wvM

Back || oo |