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August 9, 2022
BE:
EEREBANA T Haihras (CR) MKEIARSRAS (LTSR) B9 5 4 65 B HA SR BS.

Linux Virtual Delivery Agent (VDA) Z#EEMIEMLET Citrix Workspace M REFHEMIEEAR Linux
AR 2 IR o

AT LURIBS 2150 Linux Z1THRX M EINN BIEFM S, EEM Linux B _ER%E VDA ##F, EE Delivery
Controller, #A/E1EM Citrix Studio mMAFIRMHXLEN BIEF S H,

HTIEINRE

July 7,2022

2204 rIFTIEIIEE

Linux VDA 2204 R & 4E A T8 ThAERN 58 TR |

BRI REEF R AR 2R

H.264 EHEBUFINERTENRR, NAENERMMATENTANKIE, thIhEEr R CPU {ISIESR HHEH%%
G L, FHREEGRENSHNE (FPS). EXMABMILINAENES, BEREREENHA,

XEFEdIRREERER

BAhRZASES, EELA Linux VDA ERRBRAKMEREERNEER. MREETRNEIER, WBEKIEER
B R R M BT —RIET. ARHEZEREETERREERT. AXFAER, FEREIRNEIERER.

SOCKSS5 {i251F Rendezvous HDX s

Linux VDA 72 B T X1 Rendezvous iEiZER) SOCKS5 RIEx 1%, BXFEMEE, 5%1@ Rendezvous V1 #l
Rendezvous V2,
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3t Rendezvous FEEARIES 15

Rendezvous MIEZFER HTTP (UIB, INREMBHEAZEARIE, WRFEEE VDA L#HTHMEE.

%1% GNOME Classic =@

It iR Z< & GNOME Classic 7 i0 /3 &£ @& & W, & & W £ ctxsetup.sh F i@ i CTX_XDL_DESKTOP
_ENVIRONMENT {67, X ¥ 4EE, BSRAEFTEMN KX TMH Linux GNOME Classic VDA R # XX

=
o

NMREFESERE DA

LD, EE—SIERETHERGNNARFNEESIERESEHA—1ME. BFRRESE, BIE—TNAEFNS
PMEOLTFIARE, SMEARFHEETA—MESERE,

FHARR A RIS TN RE

BXTE 1912 LTSR 2 2203 LTSR Z /ERMHEM L ITHRPE 2 EVIEINEE, ESRIETREL LIER.

S =L

July 7,2022

B Linux Virtual Delivery Agent 2203 LTSR &2, U TREEES:

o EHEHEMERE!T Ubuntu B9 Linux VDA 2iEBY, Gnome KEY BAIBET ARE. [CVADHELP-19038].

o EEERXTERELEH Mozilla Firefox R B2FRFIE, SHiXITH ETFTXRBHHEETEILK. £
TWISeamlessFlag B9f&EI&EE R 8 (BINME) WIERTEAIEATF Windows 89 Citrix Workspace R 2R
B=HItEE, tisHEsEe, RAERIVEK. EBRELMEE, 7 Linux VDA EE1TUT&H$:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\TWI" -t "REG_DWORD" -v "

SeamlessFlags" —-d "0x00000008" --force
<!--NeedCopy—-->

[CVADHELP-18648]

o Linux VDA RIBES ZRFEME AN HIMERFANRESHFREASEMAMZEERER E
[CVADHELP-19037]
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« 2iti@d M Desktop Viewer FH#HRM KA RIEFEHARELSBIRRXARE. 7 NFS FEXHREA
AutoFS RSB ILLE#, [CVADHELP-19384]

« 2B Linux VDA £iER, RIEFTREREIIMREHETRRE. [CVADHELP-19556]

2R 8]E
July 14,2023
TEAhRASHHE T LA TRl

o Linux VDA R SecurelCA #1712, £ Linux VDA E£E A SecurelCA £8HSiERB IR M,
« £ GNOME fE=E+ P, 2iIXFNESERE ISk, [CVADHELP-15639]

s BRI ENBIEFIRSERMETIARLE, Mutter A% ETF mutter-3.28.3-4 ARAEF S HIT LR
A, EfARLIRZE, BFER mutter-3.28.3-4 KB RHRZE, [LNXVDA-6967]
o XHTHIRBHHEABIIED. ZEOFSHEXE TEIEE, FAE—RNEESBHEK. [LNXVDA-5646]

+ PulseAudio HBINEESSHERETHRSBEFELTFREDRE 20 /EEBH. %4 PulseAudio B
HES, BB AEER, BERRILIEE, 5% /etc/pulse/daemon.conf X HHIRE exit-idle-time=-1,
[LNXVDA-5464]

« BAT SSLMEHBZATRIEAEMN, TEEERT Linux 8 Citrix Workspace K AREFHRBEHHRIE,
[RFLNX-1557]

« Ubuntu E#: & HDX 3D Pro #, 8% Desktop Viewer ByA/\E, MWBREFEERESER—EE, =
EENERRETARE,

s SEHERIERE, ATRERAMIBR Linux VDA fTENEE M eI EBAFTEI.

- BRPEEAEXHNFERNSERX CDM XHINREFHEASXEHER, WeJkaHIItE=,

o TEARRRASH, XEFRXSFRIBBESEA UTF-8 4o

« iEATF Android 89 Citrix Workspace W B2 CapsLock SBIRS I RERERIT SRR E. BF5E
FF Android 89 Citrix Workspace B2 aEl G E#%ES, Caps Lock IRSATRERE R, MRS E: £
¥ REE EW Shift BEAS 5/ Z a1k,

 fERIEATF Mac 89 Citrix Workspace A EFEEE Linux VDA BT, & Alt B9RIERENTREEM, BRIAE
F, SHFAMFIEM Options/Alt 8, iERTF Mac 89 Citrix Workspace MABEF#R %X AltGr, &R
7 Citrix Workspace M BRZFI&BEHEHRIITH, BRERRRENNBREFTR.

o Linux VDA EHIINIEBSEMEM. EFHMNEER—ELHM Kerberos &5, B2, Broker aJaESiRIE
Seaify—4H Kerberos ZAER ST VDA BREZE1E, VDA 2iX%1%%3I Broker B, Broker AJge L5
VDA BiLiREIZE F X, &IWERE VDA FMEK,
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VDA RS ZREIHHEITE, LREAKAZETHRR B2, ATRSFENERHRK, FEILAEFERKH
i&o

fRRTE: 5B Broker WERERE., £ BE Broker {7 Broker LB EBRSHMGSIRRBGEITUT

A
CTEAC N

klist -1i 0x3e4 purge
<!--NeedCopy—-->

Itan S =7EbR Citrix Broker Service IZB1TFR7EMIMAARS TAFFEM LSA BEPHAMERSER. i<
=MBRE M VDA BERS RIE, RMAIESEmAMIRS. B2, MRFFIERMERM, BAXERSDES
E0fM KDC EFRIVX LRSS TR,

o REFEHENGERIA. ERIMERSMBERIGEERIZTRIHITEN, ABFIETE ICA ZFEPRFISHM. NR7E
BT BMRFINAEFEEEHRIRE, YAREFARITMN, RtEAEEENR. MRERHHAIE
IRTHIRIRE, FIRERHILRMBYIR,

« J&EATF Windows B9 Citrix Workspace R BiZF Al fERE E MR IR BB 2 SIRAERE,
E=FmEA

August 11,2022
Linux Virtual Delivery Agent 2204 (PDF T %)

It Linux VDA RRZASAIRE B ERIBIZ X P E X FRITFEIRANE =S R
A

July 7, 2022

AN AR SERIENEEEZNEANTS. Citrix =SMIhEE, UEEEBRIEEIL S RE, Citrix FLMEr
FERERMRRURELRENE, EEEREAPEARESEEN, REASEES N FHENFESINEE.
X RESASENEMAES, B3 Product Lifecycle Support Policy (PR AEALIHHER) —X.

FRAMMBIER

TRETTEFBIEMRNFS. Citrix =mFIHEE,

EFANBEARSIEMBR, Citrix 7EIhRA PSS XL E , BRBTERRN LFRRAFIEERMR. 7 Linux VDA
&,

BRI B ERBIBRH R BR <F.
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mA EEHEPERFTHRAE BEEARIFRAIRRA
%# RHEL 8.1. RHEL 8.3 2203 2206
%# RHEL 7.8, Cent0S 7.8 2203 2204
F#F CentOS 8.x 2110 2201
¥#F SUSE 12.5 2109 2204
Z# Ubuntu 16.04 2109 2203
$#F RHEL7.7. CentOS 7.7 2006 2009
F#F SUSE12.3 2006 2006
¥#F RHEL 6.10. Cent0S 6.10 2003 2003
%#f RHEL 6.9. Cent0S6.9 1909 1909
%# RHEL 7.5, CentOS 7.5 1903 1903
%# RHEL 7.4, CentOS 7.4 1811 1811
%#f RHEL 6.8. Cent0S6.8 1811 1811
%# RHEL 7.3, CentOS 7.3 7.18 7.18
% RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16
RABER

October 31, 2022

Linux VDA g9 ¥aikk45 Citrix Virtual Apps and Desktops #F—. ©XRAGERERMARLREERELN Citrix
Virtual Apps and Desktops Rk A, BIREVEX Citrix =REHAPNES, UKk T AL Citrix 2ELEZHE
FEEBF= SR, 1520 Citrix 7= @46 F#R,

Linux VDA 5 Windows VDA WEEE 1288 E £5. FrE Delivery Controller 1#B8E5 Windows #1 Linux £m&
RERERS,

AP RSRAOAMH (190 Citrix Workspace MAER) MRKERETHE BASHEEPHITIRA,
BREKHAIRSRA (LTSR) IFEHER YaTARAS (CR) MUREAE RRBENES, BESHMIRFH O E,
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Linux %1TAR

Linux VDA #5 U F Linux &1ThR:

HERR

HIRERFHN IR EM TR AR, Citrix fRIERIBE NI RER
NTFEFAAENFNTE, BESHAFH.

« Amazon Linux

Amazon Linux 2

o CentOS Linux

Cent0S 7.9

« Debian Linux

Debian 10.9

» Red Hat Enterprise Linux

« SUSE

Workstation 8.4
Workstation 8.3
T1Euf 8.2
Workstation 8.1
TEuL 7.9
Server 8.4
Server 8.3
Server 8.2
Server 8.1
Server 7.9

Linux Enterprise:

Server 15 Service Pack 3
Server 15 Service Pack 2

« Ubuntu Linux

Ubuntu Desktop 20.04
Ubuntu Server 20.04
Ubuntu Desktop 18.04
Ubuntu Server 18.04
Ubuntu Live Server 18.04

=
P4

Py
X!

PR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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AR

CentOS B X FME RN E CentOS Stream, 1579 RHEL 8 ER, CentOS Linux 8 ¥F 2021 F[K£&
LER .2 /5, CentOS Stream #4842 FE Red Hat Enterprise Linux 8 Ei(FR) DX B X FMER, BESR
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

BRI Linux VDA R A #5889 Linux R1ThRF Xorg R AFI%R, SR TR, AXFMESR, ESH XorgMod-

uleABIVersions,

S E

Linux Z17hR Xorg k7
Amazon Linux 2 1.20
Debian 10.9 1.20

RHEL 8.4, RHEL 8.3, RHEL 8.2,

MATE. GNOME. GNOME Classic
MATE. GNOME. GNOME Classic
MATE. GNOME. GNOME

RHEL 8.1 =1.20.8 Classic. KDE
RHEL 7.9. Cent0S 7.9 1.20 MATE. GNOME. GNOME
Classic. KDE
SUSE 15.3. SUSE 15.2 1.20 MATE. GNOME. GNOME Classic
Ubuntu 20.04 1.20 MATE. GNOME. GNOME Classic
Ubuntu 18.04 1.19 MATE. GNOME. GNOME Classic
m:

&1 Ubuntu £ER HWE kernel 3t HWE Xorg,

WMEDRE—NREE, AJLUEN ctxinstall.sh = ctxsetup.sh fiZA&iEEBEXIERFERALN GNOME 3t MATE

SEIFE,

BHAFREEAMATE LS REESW systemd B0, Ex systemd AFRIEENFHAEE, &

BIAAP [HETEE.

SERENTF S FEPLIFE

o WHBRSER
Citrix Hypervisor

.

VMware vSphere Hypervisor

Microsoft Hyper-V

Nutanix AHV

Microsoft Azure

Amazon Web Services (AWS)
Google =¥ & (GCP)

.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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AR
EFRERAT, ZFERIBIERFRITIYN x86-64,

B Citrix Virtual Apps and Desktops 7 2003 2| Citrix Virtual Apps and Desktops 72112, R% Citrix
DaaS (LAgi#rA Citrix Virtual Apps and Desktops Ag3) Z#1E Microsoft Azure. AWS #1 GCP L#t&
Linux VDA, B 2203 frit2, ERITEXLENE = A Citrix DaaS #1 Citrix Virtual Apps and Desktops £
& Linux VDA, BiEXtENE=ENEZ R Citrix Virtual Apps and Desktops 288, EEERANRYEF
ik, BXEENRFANENGESR, 1ESRERRESNRERMAREY (TTU),

Active Directory &£/ 4+8

Linux VDA 35U T Active Directory MRS~ 5

Winbind SSSD Centrify PBIS Quest

Amazon Linux 2 = = = £

2

Debian 10.9 = =z =z = S

RHEL 8.4 = = = = £

RHEL 8.3 = = = = £

RHEL 8.2 = 2 2 = &

RHEL 8.1 = 2 2 = &

RHEL 7.9. = = = b 2 (Questv4.l

Cent0S 7.9 KEBIRA)

SUSE 15.3 b= 2 2 = &

SUSE 15.2 = 2 2 = &

Ubuntu20.04 2 = =z =z £ (Questv4.l
KEBIRA)

Ubuntu18.04 2 = =z =z 2 (Questv4.l
REERA)

HDX 3D Pro

1&8f Citrix Virtual Apps and Desktops #1895 HDX 3D Pro IhaE, ErRILfHERER AL (GPU) #1TRLEINE
LSRN KB AR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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I ERREF

4F Linux VDA, HDX 3D Pro 5 TFEIMEEREFRS!

« Citrix Hypervisor

» VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google =iHF A (GCP)

} =r

AR

EMNEEEFSEE Linux R1THRFES.
3¢ Amazon Linux 2 &£/ HDX 3D Pro, AN EZRE NVIDIA IREHIERFE 470,

GPU

ET7HRER Linux &1ThRSz2#589 NVIDIA GPU +, 18#%EI NVIDIA =R iH51R, AEEEENEEREFHENE
ERA. REFmEPE. BAFNRERIERAF .

iR GPU £ =& T &MH vGPU k512, Baf, Linux VDA &5%#F vGPU 13, BXi¥4ER, B2 NVIDIA
B GPU #2189 GPU,

g2 AU

July 7, 2022
LEER B S IESER L T A2

o BRABMREH#HTRERE (K%, ERTLHRE)

EFEM Linux RITRRNFohREE

/A MCS 1 Linux VM

« 1£ Citrix Daa$S Standard for Azure (LLgi#A “EHF Azure 89 Citrix Virtual Apps and Desktops
Standard”) #eIZEMNFFAKIMANIEEE Linux VDA

« {E/ Citrix Provisioning 8% Linux VM

73 XenDesktop 7.6 &R #ikr4<E & Delivery Controller

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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ERRMTRHITRERE (#F)

August 11,2022
BE:
o WF2MRE, BUESRAAXUHITRERE, AXEATNRBMEERBEMRERZEMEE Linux

VDA, BMREANNET, SFEHREML, BERZTHE. EUBIAHNRELFENREEHEEX
FoE S HREBNEILE Linux VDA BIB1TIF R,

« %FfER Machine Creation Services (MCS), 7 gEgIEZARIMAIGEA VDA, BEXFAMER, BSAFER
Machine Creation Services (MCS) ¢Z Linux VM,

o ETHBSATRINNIER VDA BIhEE, BEHFIRMAED VDA,

S8 1 #EREESM Linux itE

WERM R ERFHNUTERERES

o EHK - BRE Linux VDA B ENBIENS
o AR RN [P ik

o NTP R$23H9 IP st sl F RT R B FR

* 3% - 5A NetBIOS &5

o SURBH - Kerberos SUHZ TR

o M2 REES (FQDN)

BE:

o BER%E Linux VDA, EMIARSTE Linux BN EIEFRIN T FiEE,
- EREAIE, BRINRERET X Windows R4 KEIFE,

o FOAERT, TRARTRESR. BEEHNIFEREEXTEH, BFRITUTERE:

a. 7£ Linux VDA i+8E# L aIE tmp/ctxinstall.conf x4,
b. ¥ “wworkgroup=<your workgroup>" fTRMEIXHFHHFEEFRHIER,

« Centrify "% #% 4 IPv6 DNS & &, /etc/resolv.conf FELEEH —NEA IPv4 B9 DNS IR 5 23,
adclient FgEEHEH AD RS-

BE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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ADSITE : Check that this machine's subnet is in a site known by

AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

tiEme Centrify REEBMEN. EFORIEM, BHITUTERIE:

a. fEigiiEhlss EIT A EET A,
b. #%#% Active Directory i SFIARSS .
C. AFRFRINIE MR F ML,

o E5 VDA EEEIRTE OU, iBHITIATRME:

1. mfRigd=HIR EFEERER OU
BX56 OV, FEATENFSEHE,

i ALCLIVE LATeCLOny LUsers an
File Action View Help

o M0 XD BHm d Tk

[ Active Directory Users and Compute i
| Saved Queries ﬁ -‘h
4 3 wdlocal U165 u1es
I | Builtin
f | Computers

2. Domain Controllers
| ForeignSecurityPrincipals
Managed Service Accounts
| Users
4 3] Linux
B 2] redhat
3] suse
2| ubuniu

2. 7£ VDA EgUi /tmp/ctxinstall.conf 3¢t
3. ¥ ou=<your ou> fTRME /tmp/ctxinstall.conf s,

OU (&R AD 75 ZHARMR. FER T&.

1R1ERS Winbind SSSD Centrify PBIS
Amazon Linux 2 ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
amazon" amazon" /Linux/ amazon"
amazon"
Debian ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
debian" debian" /Linux/ debian"
debian"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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BRIERR Winbind SSSD Centrify PBIS

RHEL 8 ou="0U= ou="0U= ou="XD.LOCAL ou="Linux/
redhat,0U= redhat,0U= /Linux/ redhat"
Linux" Linux" redhat"

RHEL 7 ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
redhat" redhat" /Linux/ redhat"

redhat"

SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"

Ubuntu ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/

ubuntu"

ubuntu"

/Linux/

ubuntu"

ubuntu"

« B LinuxVDA7.16 2, BMLEZRA IPV6, LUTFARFHAMPRENEH:

- MAEEE Linux 5, UBRENHEN B IPV6 W& TR RRES.
- 745 IPV6 MRS Centrify,

PR =

MREHNWERA IPv6, HEMBERMAYRABIEEM IPv6 #&3L, VDA %5&:iZ IPv6 [ Delivery
Controller ;xfft. MREHMLERF RS IPv4AF IPV6 BLE, 55— DNS IP iR R ERER
IPv4 2R IPv6 kit

o WR%EE Centrify fERIMNIEBI A, ctxinstall.sh HAEE Centrify #4+8, ctxinstall.sh 3kEx Centrify
REaNSEEmHmA:

- BMRETEBETIM Internet TF Centrify %8, TEESMNLITHRM URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/insta
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

lle

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-servic

es

/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350

071.1592881996-604509155.1572850145

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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http://edge.centrify.com/products/centrify-suite/2016-update-1/installers/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956
http://edge.centrify.com/products/centrify-suite/2016-update-1/installers/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
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- M BERHIRE Centrify #48, BHsE Centrify REEHNER, BERITUTRE:

a. 7£ Linux VDA BR$3283 L 8I# tmp/ctxinstall.conf X (MIREZXHEREE) o
b. TEX i “centrifypkgpath=<path name>" 17,

flgn:

cat
set
1s

/tmp/ctxinstall.conf

“centrifypkgpath=/home/mydir”
-1ls /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r——-r——-r—--. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r-—-r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r——-r—-r-—. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r—--r--r—-. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 qinstall-
express.sh -> dinstall.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh

12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r--r-—-r--. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt

4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt

12 -r--r—-r—--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

<!--NeedCopy-->

o WEER PBIS fERMAIER AR, ctxinstall.sh filZsZEZE PBIS ¥, ctxinstall.sh 3XEX PBIS #{&&#

FER M.

- BMREAHEBBM Internet T PBIS %F&. TEESMRITRR URL:

CentOS 7. RHEL 7: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.rpm.

sh

Amazon Linux 2. RHEL 8. SUSE 15.3, SUSE 15.2: wget https://github.com
/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open
-9.1.0.551.1linux.x86_64.rpm.sh
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Debian. Ubuntu: wget https:

- M Internet 3XEX PBIS x4 G095 ERR s, ik, BT /opt/Citrix/VDA/sbin/ctxinstall.sh szt
8947 “pbisDownloadPath”, LUiE%E PBIS #4887 URL,

BEXTA, FEHAUTREEE:

pbisDownloadPath_RHEL="https://github.com/BeyondTrust/pbis-open/releases/download/ pbis-open-8.

pbisDownloadPath_Ubuntu="https://github.com/BeyondTrust/pbis-open/releases/downloa 0/pbis-open-

TR 2. EEEINEEER

R EMVIEIERF £3 Linux VDA SEEIMNIEITE, FEEH—LEN, RIBETFERANEMNERERT
BMHUTER, MREERIEMG LIETT Linux T8N, WEREHEMER.

&£ Citrix Hypervisor _t it a)E% a5

BT Citrix Hypervisor Bt EIR S IhEERT, EEMHEIMKE Linux VM &, &#<iB% NTP #0 Citrix Hypervisor
M, MEXEBEERZN M, NERNHSHEMRSETRS, FHRESD Linux ERFRNRFN#HERS NTP
BE. XMERERZRAENRERS ., THE HVM EXTHITEAENR.

MBEEEEITHEEMNLE Linux A%, FBE%ET Citrix VM Tools, MaTLi#zE Citrix Hypervisor Bt alE% Thag
BEEE, URETREBE Linux VM RE/A:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

L@ <iRE 0 5% 1:

« 0-BEIESIHEEERA, BEXARA,

o 1-WNEESHEERA, BERIEMREE,
R /proc/sys/xen/independent_wallclock X4FEE, WARZEEHITUTHE,
MRERA, BRZmEXHEA 1 UEBNERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BHELESRAKAER, HEEHBENAER, EHhRiE [etc/sysctl.conf SXHHRINUTIT:
xen.independent_wallclock = 1

RIIEXEEY, BERBHRSR:
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sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr <R EE Lo

7% Microsoft Hyper-V & E8djEIES a5

%7 Hyper-V Linux £AREH Linux VM "I Hyper-V B EIR S ThEERER ENIRIEFR AN IE. AHERER
SFBIPAAR BRI SR, UO—RBALIEES NTP BRS.

NERRIFRSH:

1. $T7F Hyper-V EEBEHI&,
2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HRE%RER Time synchronization (BFEIEN).

AR

tb77%:5 VMware 1 Citrix Hypervisor RE, XE#=meZRAENNERS IR, RS NTP RE MR,
Hyper-V Bt{alRAFZ IS NTP BYjElES HEH B4k,

&5 ESX fl ESXi _EHBETiE]E AR

B VMware RERS IR, S MEEIMEH Linux VM /1, EH<iBE NTP MEMNEEIEFNR—. mEER
HERS R4, HEENHSEMRSERRS, BHERS Linux ERNPRNRKNSHEHS NTP AS, X
MEREZERENEEIES .

WMRIFEIETRE T VMware Tools BIE B Linux l%:

#T7F vSphere Client,

4m3E Linux VM 1§ &,

£ Virtual Machine Properties (FEEiM#EM) SHEESH, FT7F Options (£ &M+,

%% VMware Tools,

7£ Advanced (54) 19, BUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w e

HI 3. LRNEWHE.NET Runtime 6.0

7E%% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#93iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 5, i=17 which dotnet & <& ERIEITIIRZ,
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RSB SHE, RENET Runtime Z#HIXHEREZ, M, WRHSHL A /aa/bb/dotnet, 1B /aa/bb 1
7.NET Z#HIXX 1R,

S8 4: T3 Linux VDA #i{4+

%2 Citrix Virtual Apps and Desktops F#ifim, BFEE R4 Citrix Virtual Apps and Desktops, AE&%
HAHLUTHS Linux Z1TARCEZAY Linux VDA &,

S 5. L% Linux VDA #if4£

EJ Linux VDA & BIF R, BiETUTHS,
3tF RHEL %1 CentOS %£17hk:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian &17hR:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f
<!--NeedCopy-->

AR

Ef Debian X THRZHE XK ENKH M, B deb http://deb.debian.org/debian/
oldstable main 1730zl /etc/apt/sources.list x4,

x¢F SUSE &1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

I8 6: =% NVIDIA GRID FKzpigrr
BF HDX 3D Pro EREEEHHNEIRZRFH VDA 1584 %% NVIDIA GRID E=piER.
BERTERIMWEERER L REMEE NVIDIA GRID & GPU &128s (ENIREIERF), HSRLTERE:

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

BZREMEE NVIDIA GRID k& VM Kapigfr, EHIT TENERD R
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1. H®REE VM BXiF,

2. RN EEREFEFIERT, A VM DE— GPU,
3. BE1IVM,

4. £ VM LRERE VM EK&higrr,

SRT: REBTTHIFMEUTER TR

L%t Linux VDA Bt B/E, A ctxinstall.sh HAREB TR, AUERERERHLTRTER TaiTizis,
FE:

EIRBISTRIMEZ ], ERREEEHIRERAFTRET en_US.UTF-8 X8, MR ZXIFIEBEEEN
BERSHATA, 51T sudo locale-gen en_US.UTF-8 &%, 3fF Debian, iE@EIECEHLF
# en_US.UTF-8 UTF-8 173k%4E /etc/locale.gen ¥, #AFiETT sudo locale-gen

<o
RER:
ARXRERA MERBRNREGRMGE:

« izfT sudo /opt/Citrix/VDA/sbin/ctxinstall.sh®%, AREGRSTRETNEMER

R TIRANEXSH
o £ VDA WEEFEHETT /opt/Citrix/VDA/bin/easyinstall &%, AEKBENLRE GUI
IR TR,

W Click Check to check your enwvironment or click Mext to skip.

install Dependencies Check Environment
Join Domain

Configure Runtime Variables

Finish

Check | Mext

Linux distribution: Ubuntu Linux 18.04
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BRE GUI F5|SETRIATRIE:

. RERKIFR
REMKFAIN

¥ VDA I NIEE

o REEIETTRIIFER

TiRTER
ERTRAMEA TMERARNRE, BEISEUTIHETE, AEBETT ctxinstall.sh,

o CTX_EASYINSTALL_HOSTNAME=host-name - &7 Linux VDA IR ENZ.

« CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS # |P bt

« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fRs32589 IP it i =T R R R,

« CTX_EASYINSTALL_DOMAIN=domain-name - iy NetBIOS &#F.,

« CTX_EASYINSTALL_REALM=realm-name - Kerberos $iig& #r.

+ CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - &= Active Direc-
tory &R A%,

« CTX_EASYINSTALL_USERNAME=domain-user-name - XREHAFPNEFR; BAFMNE,

« CTX_EASYINSTALL_PASSWORD=password - {58 H L ; BFMAG.

ctxsetup.sh Iz ERAUTEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#g%E Delivery
Controller &#F.

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tER =15 kR0 Delivery Controller &2
RE% (FQDN) 5)& LU BT @ Delivery Controller ;3. &H=EgE— FQDN 5 CNAME,

+ CTX_XDL_VDA_PORT=port-number - Linux VDA &z TCP/IP iz 5 Delivery Controller i&fs.
+ CTX_XDL_REGISTER_SERVICE=Y | N - 72 2zhitB#/E=E5h Linux Virtual Desktop ARs3

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop AR ER 2 & AR EZET &
Gk AIE. ERIERZAR AEFRBRNA Linux Virtual Desktop $THFEERO (BRINEEO 80 #1 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %z#§ HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRRERFNEMLKT, NRi%EET HDX 3D Pro, MERN VDI £FE (BxiF) #HAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - i+ BHHNEEN T ARERIEE (VD) TRREEHZRERFER, WF
HDX 3D Pro ##15%, HZEREN Y,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS ERERRE!
AAHIER, MIEE DNS im& . MRAFE, AILUEHIREN <none>,
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o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS sk % Il LDAP R 28, MR
DNS Ti&#R# LDAP RS IZR, TR LURH T 2 RA LDAP FQDN (#%& LDAP #%0) 5K, #i0
adl.mycompany.com:389, MIRAHE, AILKEHIEEN <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3 & & /5 Active Directory i3 iR (9 ¥
RERZE B LDAP (fli0, DC=mycompany,DC=com) ., RiIREE Rk, TLUSEERERM I
OU=VDI,DC=mycompany,DC=com)., MIRFAFE, AJLUEEIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IEARSS (FAS) BR55 8 2@:3 AD A HRE S 5,
Linux VDA Rz %5 AD 4A%REE, BERTIBCRIRMIIS S 2R FAS RS B/ITIR. IRFHRSTE AD A5
PERENIRFER, MEMRT EMARSEUUE, EGER <none> XAFHRIEZETH, HEREEIRS
2RHAAIIRF

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LUz #53r Broker RIBARSS (ctxvda) MR, ZRIAKIZRH /usr/bin,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE 2 iFFFEAN
GNOME . GNOME Classic 2 MATE SEfE. MIRFKIEETE, WA VDA LLHpiREMNSEEm, B2, 1
RUpiREMNSEEAN MATE, NIXTEETEEIZEN mate,

TR LGB e A TS BAR B BIRIER A NREIFE:

1. 7£ VDA t# SHOME/<username> ER F8IE—1 . xsession & . Xclients Xff, RE
fFABZE Amazon Linux 2, iB8IE . Xclients X, MREEEFAEMEITIHR, BeIE—
.Xxsession X,

2. R . xsession 5 . Xclients XHELIRIBAITHRIEE S EIfE,
- 3&FA7F Amazon Linux 2. Debian. RHEL 8. SUSE 15 71 Ubuntu £ MATE =&

MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
fi

- iEMA7F Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 71 Ubuntu £/ GNOME
Classic 2@
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session —--session=gnome-classic
fi

- &FAF Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 #1 Ubuntu t# GNOME
S\

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then
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exec gnome—sessﬁ on
£

3. SEBRRIEAFHE 700 XHIR.

+ CTX_XDL_START_SERVICE=Y | N - =ik &S, EE5h Linux VDA BRS,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout :&fEmim0, FRINEHOR 7502,

MBRIGEEASE, REFRRIRERDS, BTAPEN. BIHBETERE THRESEHKE, ctxinstall.sh Bz
2RTAPBAZZE NET Runtime 6.0 B9ERR,

ELERTEXT,

export
export
export
export
export
export

export

MIVETUTHLLUEBIMETE, ABIEIT ctxinstall.sh #izs,
CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fqgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user—-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N
CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'

CTX_XDL_LDAP_LIST='"list-ldap-servers' '<none>"'
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export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

iE17 sudo R, BA -ERTUUKNEHFRRTEFEAECERNHF shell, RMNBNEERFENSSHME
#!/bin/bash {FHE—1TREIZ shell B,

S, BRI LUERR N RIEEFE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
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CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

S8 8: 51T XDPing

&

, &85 XDPing,

#1% 9: =17 Linux VDA

A% Linux VDA:
Bz Linux VDA RS :
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

fZ1k Linux VDA:
{1k Linux VDA BRSS:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

PE=W
121k ctxvda #l ctxhdx RS 281, 5E1T service ctxmonitorservice stop &< UUEF
ISR S SFIFIER. BN, MMRSTIFEFRERBHEELNRS,

E#E5 Linux VDA:

EFBE5N Linux VDA BRSS :

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

EizfT sudo /opt/Citrix/VDA/bin/xdping Mi® Linux VDA FBEEENELEERE. GXi¥4H
2
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% Linux VDA FIR7S:
g*ﬁ L| nux VDA HEQE,JL‘??)IKIU: 15%.?51';{—[:;7%{’?:

sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #¢|Zi+EHN B R

BRI EALE RAAM Linux VDA itEHBiE 2 5%E 48 Windows VDA 73£ M. B XINATEMXLEAESHIEME
AEVIRER, FERACEITENERMERITENE R

BIEES Linux VDA itENMITEN E RN S@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IE T B
BR:
o WTFIRERYT, 1EIER:

- ZRERERAEN WFREAZRERTER),
- BRERERAHER (WTF VDI EAKERGERE),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#1.

3

AR

SHRZACH Citrix Studio FZ#F “Linux BERSA WS, B8R, %1% Windows Server 2{FRS5ZARS
BRERAFENFRATEARELZRERMERE, %Z Windows SERIFRAS S KR ERIERFIENER TFE
BETEN— AP EE,

e

RBIBR T BENEFEEHRIMA Active Directory 15, NAFMFRITEN, AEBEEHRFNIIHENE R,

$3% 11: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F16/7232 {34

BIERAMARMES Linux VDA itEHBIHEN B RAiZE S5 Windows VDA i+EH/LFHERE. BXINETEMmIXLE
ESHNEMFAEIRPA, FSREEEZ T,

BUEEH Linux VDA i+ B B RE AR E G TFRE:
o WafRATIE AD BFPAIABERERE, s£%BERE Linux VDA 18,

o BORRESHEIEN (BER) BFRER.
o BENERMEFRAEE Windows iHEHNHITENE R,
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BE:

Linux VDA 1.4 B EhRAZIF LGN AER. B2, Linux VDA RZIFGSmEMN AEF T AERNITEN.

BXRUNAETETERNRHGANES, ESH Citrix Virtual Apps and Desktops 7 2203,

HPEHEER

BRI ALLER D FEYE B XY A AR L AR AR AR R R INRET 5 | R BYIR) B s TE PR HEERo

fEF8 SSSD MIANIEK K

SEMANE AT RS HIEIR, WHEMNT (E#H1ITREITHN, FRIERS) :

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is 1in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.
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2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false
2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.
<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRRIERNR, EHRITATHRIE:

Trm -f /etc/krb5.keytab &%,
izfTnet ads leave $REALM -U $domain-administrator &%,
7£ Delivery Controller EfiBi+E#B RM3Z {4,
i&1T /opt/Citrix/VDA/sbin/ctxinstall.sh.
7£ Delivery Controller L8l i+ EN B RM3(T4H,

1
4

o w e

Ubuntu SEXIEETRKRE

BEHENSHIIER, BEFTERKETRMEIEEHRIEDE. b, ERAMAFAKFERN, TENNER N
BRIKERo

ERRRIERIR, BHRITATHRIE:

—_y—

1. i5fT sudo apt-get update &%,

2. izfTsudo apt-get install unity lightdm®&<,

3. m/etc/lightdm/lightdm. conf fifEmULTT:
greeter-show-manual-login=true

BFHLOEER, EidE5 Ubuntu KESRIELRK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.
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2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

e
iR mMIRERERRENREERETE R,
EBRERILIR, BHRITUTIRE:

1. E&<1TH, $A pam-auth-update,
2. EERBIIHEES, HiIARE LS Create home directory login (RIEFERERER).

1 afiguration |

] P2 configur
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the system, as well a3 allowing configuration of additional scticas to take when
starting user sessions

Some PAM module packages provide profiles thet can be used to sutomstically adjust the behsvior of all PAM-using spplicstions on the systes, Plesse indicate which of these behsviors you wish to ensble.

P profiles to enable

RERBR, BRRELERHET dbus iR

/var/log/messages (GERTF RHEL g CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1l,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 CentO0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
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<!--NeedCopy-->

gi#&, F Ubuntu &17hR, EEMRBES /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes 1include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy

blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally
<!--NeedCopy-->

REAFRRESHMBMET REN. MRAEFH dbus #HiREE, RITBNEEFRBHRAHER,

SELinux a7 ABs1E SSHD iAia =B R

RPAIBEhRIE, BFREER,
/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux 1is preventing /usr/
sbin/sshd from setattr access on the directory /root.
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**x*%*x Plugin catchall_boolean (89.3 confidence) suggests
kkhkhkkkhkkkhkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%xxx Plugin catchall (11.6 confidence) suggests
KA A A AARAARKAAAAkAkkkkkhkhkhkhkhkhhhkx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

BRI, ERITUTERE:
1. @igxd Jetc/selinux/config #1TIA T ESREA SELinux.
SELINUX=disabled

2. E¥Esh VDA,

FrhREEAT Amazon Linux 2. CentOS #1 RHEL £ Linux Virtual Delivery
Agent

September 25, 2023
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BERETR

WFEHRE, BNEEABRMETRUHITRERE, BINREENNXNET], SEAXPFROFHREMELL, EF
STt

$IB 1. #E Linux X1Thll%% VDA

S la: WITMKEE

BIREERHEREEMS, 90, HH7E Linux VDA EFEZE DNS RS2,

S 1b: RBEENE

HHRERIBRESIHENNENS, EFK [etc/hostname XX, FEEHNXBEIHENNENSZ,

hostname

TR 1c: AENB D ERE I
AMRERIREITENN DNS BT LMRERS (FQDN), EEH /etc/hosts XHEHRMLUTT, EEAFHD
%87 FQDN fEME:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

fpuan:

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

MR E % B kRt hostname-fqdn = hostname g9ERE 5|,
AR

Linux VDA Z#iR3z#F NetBIOS & #r#klf, EHBFRFEBE 15 MNFHo

QEEFAFTH a-z. A-Z. 0-9 FIIEFH (-). BBRERATHE (). SEMEMTS. INBFEURFI LM
LUEFRIER, EMNBiERT Delivery Controller E#3,

$E1d: REINSE

WIEENBIRERTIERLIR:
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hostname
<!--NeedCopy-->

WEHSOREITENNENE, MRREETELREEZ (FQDN),
JiE FQDN IRER B IEHELIR:

hostname -f
<!--NeedCopy-->

Itas <R ETEHE FQDN.

TR le: WERMETMARS FILRE

HIART A2 FQDN H33ig#= 412540 Delivery Controller $147 ping 1&/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WNRT AN FQDN g Ping B ERE—ItEN, BRREEXTE, AEBYE,

7 1f: FRER#ES (chrony)
#af® VDA. Delivery Controller fligiiz 28 Z [BIAVBISALERRAILS EXEE, # Linux VDA EEREMNATHES
SHEMREND, HTFWRER, RFERIZZERSRESBE,

RHEL 8 5 RHEL 7 A& EA Chrony sFiP#2R (chronyd) #HTR RIS,

BitE Chrony R3S Ul root BF B4, RiE [etc/chrony.conf HAE N2 EIRSB/HFN— M RSRER:
server peerl-fgdn-or-ip-address -iburst

server peer2-fqdn-or-ip-address diburst
<!--NeedCopy-->

EHRERES, MEMEHIRIEHISREY, MAREEMALE NTP HIRESR(ED. AiEFE1 Active Directory iz
EHIgERIN— RS8R E,

MipRT HAERIE RS 285 B, S3EIRE] IP ik, localhost UK AARSS2S *.pool.ntp.org B,
REENHENHBE Chrony sFiPiER:
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sudo /sbin/service chronyd restart
<!--NeedCopy-->

$g 1g: &% OpenJDK 11

Linux VDA 25k#7E OpenJDK 11,
o MRFEANZ CentOS 3% RHEL, MH&=2 Linux VDA BY, OpenJDK 11 & BmfERKRBIIUHITRE,
« WMRFEARE Amazon Linux 2, EEITUTH<LUBAH LTS OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

HiARA 25 EH:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

s iRy OpenJDK FIaE N R HRRRAS, E#1El OpenJDK 11:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->

S 1h: =% PostgreSQL

Linux VDA £ E PostgreSQL., LU T#<M Linux VDA B8 %%E PostgreSQL GEATF Amazon Linux 2. RHEL
7 #0 CentOS 7 #9 PostgreSQL 9 UXi&fF RHEL 8 89 PostgreSQL 10),

sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

HREERITLERERTE, UERLEIRRE, HRRRSEITENBRNER. ILRFRTE [var/lib/pgsql/data
TRIBEIEREX .

sudo postgresql-setup initdb
<!--NeedCopy-->

$1 1i: 55h PostgreSQL

EIt BB B ARSI BB EhARSS ©
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sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ERUTH<$0E PostgreSQL has:

psql —--version
<!--NeedCopy-->

(IR RHEL7) £/ psql < TSEAREFHIAKIEEREIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEINEEER

EXFFHEMVEERF £ Linux VDA SEEIMNIEITE, FEEH—LEN, RIBEEFERANENNERERT
AMHIUTER, MRIEERINEMS LETT Linux T8, WEREHERNER.

&%E Citrix Hypervisor &) [E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, FEE M EIMMEAY Linux VM 1, E#&%F) NTP #0 Citrix Hypervisor
MiEE, WESXEBERANM, HERNHSHMRSSERAS, ERESD Linux ERHPNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXT#ITEAER.

MBEETEEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<&RE 0 5% 1:

o 0-BERSIHREERA, BHMEMA,

o 1-NEESHEERA, BERIEDERE.
R /proc/sys/xen/independent_wallclock X#-FEE, MNAFEERTUTEE.
MREBH, FBERZXHEA 1 REANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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EFHERHAKAER, HEENBNENATY, 1E4%HE [etc/sysctl.conf XHH RN TAT:
xen.independent_wallclock = 1
RIIEXEEN, BERBHRSA:

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

7£ Microsoft Hyper-V L{&E /g EE:F RE®

%7 Hyper-V Linux £ARE 9 Linux VM "I Hyper-V B EIR S ThEERER ENIRIEFR LN IE. AHERER
SFBIHIAARIEIRRI S, A —RBALIIEES NTP BRS.

NERRFRSH:

1. ¥T7F Hyper-V EEBEHIA,
2. 3F Linux VM B9i& &, i51%$% Integration Services (£IRS).
3. HRE%RE Time synchronization (BFEIER).

=3

o =W

It 7A%5 VMware #1 Citrix Hypervisor RE, X~ RaZAEHNEIRS I, U%S5 NTP A4 HR,
Hyper-V iaR$ A US NTP BaRS £EH B4,

&E ESX #1 ESXi LHETiE]E )R

BEA VMware RERS IR, S MEEIMEH Linux VM /1, EH<BE NTP FEMNEEIEFNR—. mEER
HERS RSN, NEENHSHEMRSERRS, BHERS Linux ERNHPRNRKNSHEHS NTP AS, X
MERZRAENERY,

WMRIFEIETEE T VMware Tools BIFE#ME Linux RiZ:

F1FF vSphere Client,

458 Linux VM i& &,

£ Virtual Machine Properties (R#i#lE) HEES, 177 Options (£I) &M+

%#%# VMware Tools,

7£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEFHAE),

ok wpn =

S 3: @ Windows 155700 Linux Ei4# (VM)

Linux VDA 5% %@ Active Directory (AD) 1g7x00 Linux HH&E#HBI A%
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Samba Winbind
Quest Authentication Services

Centrify DirectControl
+ SSSD
« PBIS

RIBFMIZIN TS 7%, FRIGEAHITIRME.
AR

73 Linux VDA sravzsitsik = # AD FRESIK A EFRERMNA R B, S1ERThRERKK.

Samba Winbind

RENENFARREE:
xyF RHEL 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

3tF Amazon Linux 2. CentOS7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

TitEN R ERERN Winbind sFiPi2F  Winbind sFiFEE4AECE RIEIH BB B!

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

B0E Winbind S%3iE  @i2ER Winbind it EHEE 1T Kerberos S48 :
1. ST T&HS,
*¥F RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

3+F Amazon Linux 2 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain —--smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
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<!--NeedCopy-->

Hrh, REALM 25 Kerberos $iigi&#5,  domain 2159 NetBIOS &#7,
MREFEET DNS & KDC IRSBMTIHZHFR, BB U TR METRNEF TGS :
--enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig ®<REIMNE X winbind REXZBINEMEIR, authconfig BRAEITE
MR IMNERE R FTREEI winbind BRSE, TIieaHITXLESEIR,

2. ¥T7F [etc[samba/smb.conf F LU T BEFM2 [Global] #45T7, BEMAE authconfig TE%R
HEDEE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. ({XfR RHEL 8) #T7F etc/krb5.conf #7 [libdefaults]. [realms] # [domain_realm]
R THRMEZR:

77 [libdefaults] 29 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] BHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7= [domain_realm] 9 T:

realm = REALM
.realm = REALM

Linux VDA EEERH &4 keytab Xt /etc/krb5.keytab W 1TH B IIEFH A Delivery Controller . i+
BRI/, &imE kerberos method i€ &&3&%] Winbind tli2%4: keytab x4,

N Windows 1, {EAUSiEHI SR M AR IAE, MAGHKREEENETENFRMNEIER Active Directory B ik
P

x¢F RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

3+F Amazon Linux 2 #1 RHEL 7:
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sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2 AE 1 Kerberos $# &R, user 2 BRI EAARMENEHIRAF

7 Winbind &2& PAM  ZHAERT, Winbind PAM &k (pam_winbind) WEEEFRE R Kerberos EiREEFH
TERMEIE, 7 [etc/security/pam_winbind.conf, #7f [Global] #5 FHRMFERUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

BERBIRE MEBEFNERFES S, XEBREREFHBE Winbind sFiFiER:

sudo /sbin/service winbind restart
<!--NeedCopy-->

m:

REHBIMNEE, winbind SRR 4 SBERISET.

17 |etc/krb5.conf 335 [libdefaults] o FHMIUTIEEM KEYRING Bk FILE 258!

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

WIEEME S Delivery Controller ZRFrE VDA it&#H1 (Windows #1 Linux VDA) #Z17E Active Directory
HE—MTEHNR,

i&17 Samba 19 net ads i S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI BN RES:

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos i2& HTHifR Kerberos BIEMELE AN A S Linux VDA EE&1ER, IBRIERS keytab XHES
BRIRHEEENER:

sudo klist -ke
<!--NeedCopy-->

¢ EREMEFREMESBREAASTTANERTIR, B17 Kerberos kinit &<, FERAXEREAREITHEER
BT ENBS 5
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sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANMABMUBTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ERERREL,
ERUTaHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

AU THRLREITENKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIERAAPBHMIIE 8 wbhinfo TERIIEE I EERIEEEFRNEHR:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEBHEENEAN AD 5%, MAE Kerberos $its&#. 3T bash shell, #FERS—MNRFAHIITRAHT (\) F8Fi#
TEX, H<RE—FMINHEKOES.
EIE Winbind PAM 2T EEHERE, AFERURKRERNIEAF KA ESR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,

Quest Authentication Services

EiEiEhlgs EBCE Quest  REEETE Active Directory s h2s EREHEE T Quest i, MEBRESEEN
iR, BE Active Directory Hha|EHENINR,
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AFFAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+8# L1 HDX &iE:

1. 7£ Active Directory AFPMITENEBIEHEH, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix ikf) &R+,

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BAEFHABAANA 1D,

=3

AR

XLEFAEYTFIGEIEAR, WEMITIUEREH &, RDP. SSH S AEITZMiHTER.
7£ Linux VDA tF2E Quest

SELinux SRBSIRGICHERRART % BIA RHEL IRBR38HISTHE SELinux, LL32HITHAESR RN Quest A/ Unix 1
E1EF IPCHIH, HEEARER.

R BN REENSEZZA SELinux. L root BFR &1, 4iE [etc/selinux/config H# =4 SELinux i&
=

SELINUX=permissive
I EREREHBEITEN:

reboot
<!--NeedCopy-->

HE:

BEEFEALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root BFRMEMAMA
F 2t

FoE VAS SFiFiEF WS AT Bah4ET Kerberos ZiRThaE, HMBRASMHIIE (RNER) k.

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

Lea L EITIERRIR A O /NBY (32400 #4), BENELEIARY 10 /MNEIBEGERRE 1/, BEZSEEHARRENR
4% LigBERIENE,

fFoE PAM 1 NSS ZEEMAiEd HDX #1THE AP B RIUKREAMARSS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:
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sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 13 /A Quest vastool &% Linux it&#INAE Active Directory fg=:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIFITEMNMA Active Directory HHEMIFEAF. domain-name Jig# DNS & #7, £190 exam-
ple.com,

Wikt A & Delivery Controller xkFiE VDA i+ B #l (Windows #1 Linux VDA) #E7E Active
Directory AE—MIENTR, WIE Quest IINK Linux i+ BN IS FiE+:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SEREEHSZ, MRITBEVRMNEME, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

EAFP BHMIIE EWIF Quest 2T aER @D PAM ST B #1TB ML, BERURIRERNIERAKFRESR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERERN id -u 5<$3RER UID 81 T34RAY Kerberos EIREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RHRIE,

exit
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<!--NeedCopy-->

BE#ER Gnome g KDE 126 8 e LURITRMATNIR, E#TEHMANIEGEHRERITSE 6: 2% Linux VDA,

Centrify DirectControl
A Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux iHE#1
A Active Directory i3:

su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user BEABERUEITENIN Active Directory 1##91Ef Active Directory B, domain-name 2% Linux
THENIMANRIBIIR A E FRo

Wirtm R &1 Delivery Controller EskFr VDA i &#1 (Windows 1 Linux VDA) #E7#% Active
Directory fE—MIENINR, WIE Centrify SINK Linux HEN 2B TEG:
su -

adinfo
<!--NeedCopy-->

I53F Joined to domain EEEBEM UK CentrifyDC mode 2FiR[E T connected, SNRERMARERIIRE,
MzRPA Centrify ZP imB 2l 7 RS 2EZE N F 9 W0 R,
FRUTHSAREESENASGMIZHES:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mix5&H Active Directory #1 Kerberos ARSHIER.

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESEMITIE 6. 2% Linux VDA,

SSSD

WMRIGFERAE SSSD, BHIRBILERD PR BEHITIERE, 2 EE3EX0EE Linux VDA i+EHIMA Windows
B R ENEIACE Kerberos B4 8IEMNIES.

272 RHEL #1 CentOS Ei&E SSSD, BHITUUT#E:

1. M EN keytab
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ok w

IRE SSSD

=R SSSD

39iF Kerberos EtE
WIEAF SRR

MANEFHEIEEN keytab  SSSD HRREATFMNEMEIE RS keytab X489 Active Directory E - ixIhEE,
AIUMAEER adcli. realmd g Samba,

EEPABNABTERTF Amazon Linux 2 #1 RHEL 7 89 Samba A2 KiERTF RHEL 8 #9 adc i Ak, XWF
realmd, &% RHEL 5% CentOS XY, HMEEE SSSD Z HiiiTiX L I,

« Samba (Amazon Linux 2 1 RHEL 7) :

TRAEMARREE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy—-->

EIEWHECE T LUTXHE Linux FFIEE:

- /etc/krb5.conf
- Jetc/samba/smb.conf:

Bt YA E Ji#1T Samba 1 Kerberos S5 483E :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-
controller --update

<!--NeedCopy-->

Hreh, REALM X5/ Kerberos $itgi&#:, domain 2 Active Directory ia9f&%E NetBIOS &#r,
AR

AXHHIEEEATRIE. PMRE, RIBEM AD EitEHEE Kerberos.

WMRFEBET DNS Tk KDC RE[FMGUHZFR, B U TR METRINET @GS
--enablekrb5kdcdns --enablekrb5realmdns

TFF [etc/samba/smb.conf H LU T£BHMNZ [Global] #49 T74, BEKE authconfig TE4RLAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows 2, igHREIzHI2R eI AE, MEZREEIEIHENRMENR Active Directory FAFKF
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sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2A5H Kerberos s Z#F, user 2EREITENFMBNRABRRF
+ Adcli (RHEL 8):
RREFENFIRRGE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

Bt SN A E Ji#1T Samba 1 Kerberos S8 :

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

17+ |etc/krb5.conf 3 7E [realms] #1 [domain_realm] 282 FH&8:

£ [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 24 TF:

realm = REALM
.realm = REALM

A Windows i, iEffRigzHI2R el AR, MEZREEIEIHENRMENHM Active Directory FAFKF,

sudo realm join REALM -U user
<!--NeedCopy—-->

REALM 2AS5# Kerberos siisi &k, user 2EMUSHENRMEIEAEAF,

%8 SSSD 18E SSSD WA BT

« BEEIT sudo yum -y install sssd#@<7E Linux VDA E=%: sssd-ad 4,
o WFEME (FIE0 sssd.conf) #HITELEEX,
« 550 sssd BRS.

RHEL 7 89 sssd.conf BE2E7R=f (I LIRIEEERMEFIMNIER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad

auth_provider = ad
access_provider
ldap_id_mapping
ldap_schema = ad

ad
true

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FHM .

({XPE RHEL 8)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
%25s\\%1Ss
/home /%d/%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

BF SSSD X F RHEL 8:
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BT Tan< LUB A SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig BA SSSD. %% oddjob mkhomedir LR EE R 6125 SELinux #4:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

IRIF Kerberos B2E WIEZ#%4t keytab X BT ELIEHBSEMEFHN:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEREEBEFASAIANERYIR. BT Kerberos kinit &<, UERAXERHARSIEH2E0
BT EYBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEEHBITIRERAS . RS (§) BAEARBAT (\**) #TEX, URRE shell Bit, ERLIFE
1, DNS &5 Kerberos {UH BT AR, EHRREAMREM. WRILHSHINGET, WA2ETRERKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERFPSMBIE A getent s LHINSHFHIBEREA LR NSS BELIE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRNEE. IRFTECEAS—HERK, B5LEMR getent a5 #1710,
SFNEREWNT:

o EKFIBERLH: DOMAIN\username
« UPN: username@domain.com
o NetBIOS s1&#&=: username@DOMAIN
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ZI05E SSSD PAM IRAR B EIEMELE, BFERAMUFIRERIFEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEHSIREMN uid SIZ TN Kerberos EiREE X!

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIEA B Kerberos EiEEEFIHNEREETERAFRTH,

klist
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6: 2% Linux VDA,

PBIS

T#HFFER PBIS 5i+& M0, x+F CentOS7 # RHEL 7:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/

pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

fflgn, ¥+F Amazon Linux 2 #1 RHEL 8:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REFIAFAIT  fI40, x4F CentOS 7 RHEL 7:

chmod +x pbis-open-8.8.0.506.1inux.x86_64.rpm.sh
<!--NeedCopy-->

f5lgn, ¥¥F Amazon Linux 2 #1 RHEL 8:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz1T PBIS R4 fIg0, 33F CentOS 7 # RHEL 7:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
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<!--NeedCopy-->

g0, ¥¥F Amazon Linux 2 #1 RHEL 8:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 33 @puigishlass MAlifin, mEEKAEEEREHENRMEIKN Active Directory B ik
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 BRI EH M A Active Directory 1 #915 F§ . domain-name 73 # DNS & #%, 0 exam-
ple.com,

FE: E¥§ Bash igERZiA shell, #5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,

WIFE M R 5% Delivery Controller 25kFr&E VDA i+t E#H (Windows #1 Linux VDA) #E7# Active
Directory #E—MIENINR, WIEMAT PBIS 9 Linux BN S FiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE M, S RREHXHFIMAN AD 5 OU MiERS. &N, RETENSZ.

WITAF BHIE EI8F PBIS 2&sEM5@:d PAM ST A BT M EIE, BERAUFRERNEBPKPESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIEREN id -u S<IRER UID 2 7IRH Kerberos EHREF X :

ls /tmp/krb5cc_uid
<!--NeedCopy-->

RHRIE,

exit
<!--NeedCopy-->

TEFTIHIANRIEESEMITIE 6. 2% Linux VDA,
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S 4: REXEHH.NET Runtime 6.0

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £RYEA%RE NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &HEHEITRER,

R SR, RENET Runtime Z#HIXXHERZ. M, WRHSHE A /aa/bb/dotnet, B /aa/bb 1
79.NET Z#HI3 AR 12,

S8 5. T Linux VDA #i{+

%2 Citrix Virtual Apps and Desktops F#itimE, BFEEAR4H Citrix Virtual Apps and Desktops, AE®
FAHLUTHS Linux Z1TARICER Linux VDA &,

HI% 6: L Linux VDA

AILRIT R T EIMRIBIM MR LTSR iRAARINE T,

RITEMRE

1. (FI3%) #ENEIRkRA
INRLRE T IRFEAIBIF MR LTSR i Z SN RHRRR A, BT RRHThRAS Z A HEI%,
a) {21k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

AR
#7121k ctxvda # ctxhdx BR$3 286, 155517 service ctxmonitorservice stop &< LUE
SRS FIFER. B, BMRSTFIFEFEERBHEFELNRS.

b) E#EHHHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->
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BnTH<, RERETERE; &, WATLUE [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
ME RS,

2. F# Linux VDA #&a

#Z Citrix Virtual Apps and Desktops T#mmE. BHFMERARZAR Citrix Virtual Apps and Desktops,
REBHAHUTHS Linux Z1TARTER Linux VDA €,

3. %% Linux VDA
o A Yum %% Linux VDA {4 :
3tF Amazon Linux 2:

sudo yum 1dinstall -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

x$F RHEL 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xfF CentOS 7 701 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o {#FA RPM B4+ BB %%E Linux VDA #ift, 7ELbZHl, SRR T REHIN:
3tF Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

x$F RHEL 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 71 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 19 RPM {&#i5|&K:
gt5-gtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0

gperftools-libs >= 2.4
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cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
icoutils >= 0.32

firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
TibXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-lTinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.4

findutils >= 4.6
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gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy—-->

Amazon Linux 2. CentOS 7 71 RHEL 7 # RPM {&#i1%!|%:
gt5-gtbase >= 5.5~
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2

xorg-xll-server—-Xorg >= 1.20.4
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TibXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

AR
BXIEARZAR Linux VDA £3589 Linux Z1ThRHN Xorg RRAMTIR, ESIRRAEK,

£ RHEL 7.x %% Linux VDA [F, iafT sudo yum install -y python-websockify
xllvnc &%, BMEFoh%E python-websockify #l x1lvnc LUERSIEEFINEE, %
HAER, BRRAEXRIE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 55


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/system-requirements.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configuration/session-shadowing.html

Linux Virtual Delivery Agent 2204

AERIMERE

AT LU SRR MARASHD LTSR ARAFRIME R,
AR
AEMBERERES [etc/xdl THEEX . EHITHRZA, BSUEMXLEXH,
o EEA Yum FRERNRE, BRITUTIRE:
3¢+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

xtF RHEL 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xtF CentOS 7 #1 RHEL 7:

sudo yum 1dinstall -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

« EFH RPM R4 BEESARKENIRGE, HRITUUTRE:
+F Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

x$F RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xtF CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

=W
MREERNE RHEL 7, ESMEST LRARGLSETRUTSE:

1. iz 7 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31l/root/usr/bin/"--force I1i& & IF # 89.NET Runtime &
(e

2. E¥EEN ctxvda RS,
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BE.

FRIREEEMBE Linux VDA i+EH,

$IET: 2% NVIDIA GRID Rzhig

B R HDX 3D Pro EXREEEIMH EIRIZEH VDA i+ & %3 NVIDIA GRID IEEH1ER.
EE:
Z3t Amazon Linux 2 8 HDX 3D Pro, {12 E%%i NVIDIA IREhiERF 470, BEXEFMEE, BSHEA
FER,

EERTERIWEERERF L2 EMECE NVIDIA GRID & GPU &128: (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID & VM ERahigrr, BHRITUTIRE:

1. HRERE VM BXH,
2. 7£ XenCenter #1, 73 VM 53— GPU,
3. B&h VM,
4. 73 NVIDIA GRID Rehig2R & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. 3&#%E Red Hat Enterprise Linux >xi4s a9 B %% NVIDIA GRID RzhigR.

=

AR
L%t GPU IEEhi2EHAIE, A NREERRINEE (no).
5E:

ZEA GPU Higlg, T;2Ei®3 XenCenter ifial Linux VM, R SSH #1TiEE,
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nvidia-smi

e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[m e o - +
GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
‘===============================+======================+======================|
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150W | 19MiB / 8191MiB | 0% Default |
e o - 1
- 1
| Processes: GPU Memory |
| GPU PID Type Process name Usage
| ============================================================================= |
|  No running processes found |
- 1

NERGEFHNRE:
etc/X11l/ctx-nvidia.sh

DRSS BENZ EMIEITIEE, EFEEEMH NVIDIA FaE, BERIEVAIE, &R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” /= @XM ITIE(F.

1% 8: EE Linux VDA

RERBEG, BIETT ctxsetup.sh BIAREE Linux VDA, FUITEMERZEI, ZBIAEKWITRE, WRFIE
KM ELLE, NEVE, AIUENEINETZASUERIEE,

A IR R Feha T4, tHal LISRBFLE BN BEhaiTHIZAS, 4482(Fal, BEEZHIANEREE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
R E

BTSRRI EMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
BoificE

BEREN, BIMRTERMREMAFIFENED. NRAFENMELEENEE, WEAFIRTEREERAER.

XPBNFREERE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#55%E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

. CTX_XDL_REGISTER_SERVICE=Y| N - TR ENERBSN Linux Virtual Desktop BRSS. BINERT,
ZEREN Y,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop BREE R s iF 8 N\EIEZ@EE &
FH AR, ERILUE RSB AEHR ESHA Linux Virtual Desktop ITHFFAERO (BA RO 80 1 1494), 2K
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2|3 |4 |5 -Linux VDA EkfEf Kerberos B2 Ei& & Delivery

Controller #1784 3iE. Kerberos EEERIER S LB LREMEEER Active Directory ER T EME, 15
EBEHBESZIFM Active Directory /754

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#5 HDX 3D Pro, X2—4 GPU &R, SEMLE
R R N AR EIM KT, NREET HDX 3D Pro, MEHR VDI K& (BxiF) #XNEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - #itBHEEHETAKERTRE (VD) ERREEZRKERTRE, WF
HDX 3D Pro 3%1%, BILZERIREN Y, BUIAEAT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS BRERRH!
AEHIER, MIEE DNS mZ . RIAMERT, HEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS & % Il LDAP fR 5588, MR
DNS FEix1R 4t LDAP RS IER, B LURMHUTIE SR LDAP FQDN (%% LDAP i%0) HIK. a0
adl.mycompany.com:389, RIMERT, LLEEIEESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory 3 1R 918
RERZEI LDAP (0, DC=mycompany,DC=com) ., AR SEHE M, TLUIETIEEEM {0
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) IR% 28 2581 AD A HREZEL B HY,
Linux VDA 325 AD HERER, BERILISUARIELS S 2REY FAS BRSE8RMTIR, INFHH51E AD AR
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PEEMNINFHEE. NRMERT EMARSS [, FERA <none> XAFFFHERTHATH, HEFEEKRS
AT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUz i%siy Broker IBARSS (ctxvda) MR, BRINEREZER Jusr/bin,

o CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {s T E&Z i FE AN
GNOME . GNOME Classic 5t MATE £ EfiE, MRKIEETE, NFEHA VDA LY RENEE, B
2, NRYTREMNEmA MATE, NIXTRTEEIZEN mate,

AR LB SRR TS BRER BTGRP NREFE:
1. 7 VDA t# SHOME/<username> ER F8IE—1 . xsession & . Xclients X, WRE

FEAME Amazon Linux 2, 58l . Xclients X, MBEEFEFEAHEMEATHR, BHIE—
.Xsession Xff,

2. #HHE . xsession 5 . Xclients XEURIBAITHRIEE REIFE,
- AT Amazon Linux 2 71 RHEL 8 /) MATE =&
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

- EAT Amazon Linux 2. CentOS 1 RHEL t# GNOME Classic s2&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=class’ic

exec gnome-session --session=gnome-classic
fi

- EAT Amazon Linux 2. CentOS 71 RHEL t# GNOME =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessi on
£

3. SEHRIERFHEE 700 XHR.

« CTX_XDL_START_SERVICE=Y | N 72525 Linux VDA B2E /5, 2&RB5h Linux VDA fRS3. RINERT
BEA Yo

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiff Citrix Scout WEZEF KO, BiAimON 7503,

+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout @fE89i%0, BAIAIROA 7502,

REWEREHIZTREMZ:
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export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUEHNBARETEELBLHECZNF shell. HMNBWEEAFENSSHME
#!/bin/bash {FRHE—1TREIZ shell Bz,

o, BRILERSEI T aTIEEMBE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \
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CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFRECE ek

HERLBERT, TR EMR ctxsetup.sh MIASEREFMAVEZ, BREE Linux VDA REE.
HEIR(FRT, BEBLMARNTEDES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

HIFFECEE LK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:
A= MEIREIBRFRrE B EE0E, MMME Linux VDA LA,

RERE

ctxsetup.sh 71 ctxcleanup.sh A EZEH A LETHIR, HEHEHMEESANEEH T X4 [tm-
p/xdl.configure.log:
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BfEnh Linux VDA BRSS, HHIRERER.

$18 9: i&fT XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping L& Linux VDA KIEEAENENERENE, GxF4HA
B

{58, %5 XDPing,

#1% 10: =17 Linux VDA

58 ctxsetup.sh iiZ<EZE Linux VDA 5, aJLUETTIATan<RER Linux VDA,
B5h Linux VDA:
B Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3 :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

==
#fZ1k ctxvda #l ctxhdx RS 281, #5E1T service ctxmonitorservice stop m<LUfE
IESMARS TIFIER. BN, HMRSTIFEFSERRBHEELERNRS.
#1250 Linux VDA:
EFEsh Linux VDA BRS:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

2 Linux VDA BOIRTS

E1E Linux VDA IRSENEITIRES, BHITUTERME:
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sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

418 11: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops H oIt EHNER

BRI ENLE RAAM Linux VDA it EHBiZ 25 %489 Windows VDA 735£ M. BXIMATEMXLEESHIEME
MEVIRER, FERACEITENERMEREITENE R

BIEES Linux VDA itBHMITEN B RN S@EIG—LRE], FEiZdiERRTFH Windows VDA i+ B 8IEE T B
Bx:
o WFRERYT, 1EER:

- ZRERERHEN WFREAZRERGER),
- BRERERSHER (WTF VDI EAKERGERE),

o FMER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,
FE:

FHARRAHY Citrix Studio Fx3#F “Linux 2ER4” WIS, BR, % Windows Server &R LIRS
BRIERSHETNERTFERIEEEZZEMER, 1%F Windows SEi&ER S R EIRERFETNE R F(F

BEtEN— R HER,
e

MRMERHENERBEEFRIA Active Directory 15, NaZMERItEN, AEBEERFNZIHENER.

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H
BIERMAAMARMEE Linux VDA i+ EHBIHEN B RHiEi25 Windows VDA i+ &L FAEE. BXINAISEMIXLE

ESHEMFAIREA, BFSREEZ T H,
BUEEH Linux VDA I8 B R AHAR @Ik TFRE:

o WafRATIE AD BFPAIABERERE, sBERE Linux VDA 1+E .
s BFIMATRESHRIEN (ER) AFRER.
o BEPNERMEFREANEE Windows iHEHHITENER.

BE.
Linux VDA 1.4 REERAXFLHNERER. B2, Linux VDA RG2S EmAN AEF A ERENITE.

BXRNAIETEN B RMRGHNEE, 1521 Citrix Virtual Apps and Desktops 7 2203,
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Frh%i Linux Virtual Delivery Agent for SUSE

February 9, 2024
BEERR:

WNFERE, BNEEABRMSREUHITRERE, BIMNREENNXNET], SAXPFROFHREMLL, EF
ZF i,

P L HEERE
S 1a: B5YaST T

SUSE Linux Enterprise YaST TERFXRERARNITA A EENEE,
BEhET AR YaST TR
su -

yast
<!--NeedCopy-->

EFmET Ul B YaST TH, BT TigE:
su -

yast2 &
<!--NeedCopy-->

S8 1b: EEWKEE

UTEEHNEB T MFEEE Linux VDA EAMNESHMEIRENIRS. WEREED YaST TERIT, MASEREM
&, 0 Network Manager. WUTFEBN BN EERET Ul 89 YaST TEMIER,. WAIUGERETF AR YaST
TH, BRMAEHEETRR, WHASRENE.

RETHZMEE 5% (DNS)
1. BE=hEF UIW YaST ITE,
2. EBRRGR, AREENEILE,
3. 77 Hostname/DNS (E#1%&/DNS) &M+,
4. 71 Set Hostname via DHCP (& DHCP i#EX# &) % no (&) &N,

5. Af&ck DNS ECE &R B E X RIIED,
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6. HIBLUTRE, URMFATERMNEIZE:

o BSENS - FITENE DNS MR,
o ZBRSSES - R0 DNS BRSS 2849 IP sk, 3EE2 AD iEHI23H IP sthik,
o IHIRERFIEK - 00 DNS =&,

7. B /etc/hosts XHFMUTTUES FQDN MIEMBEARRNEE:
127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
AE:

Linux VDA ZifiR%#s NetBIOS &#f#&if. Eit, EHMEREEL 15 MFRo

'

REEEAFHR a-z. A-Z. 0-9 FEFF (). BBEEATUEL (). SENEMTS. INEFEURFHLM
MEFRLERE. MNbERTF Delivery Controller #4142,

OEFNE RIEFNRRETSEHBTIR:

hostname
<!--NeedCopy-->

WEHSMOREITENNENE, MRREETELREEZ (FQDN),
IIE FQDN IRER B IEHELIR:

hostname -f
<!--NeedCopy-->

Iteap <R El+ B FQDN.

RERAMBARS AR HIART LU FQDN Hxdigiizhl2g#l Delivery Controller #4147 ping #1E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTERRM FQDN & Ping Ri@ LRE—ItEN, BARERXTR, RGBSR,

$8 1c: ECE NTP iR

¢#47 VDA, Delivery Controller #1igiZh38 2 BB SALAEHRRIL EXERE, & Linux VDA REREIWIEEES
SHEHRENR. HFHER, SIFERITE NTP IRSFREFNEIRED, RIANTP RERREEF—LEEN.
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x¢F SUSE 15.3 #1 SUSE 15.2:

1. BepEF Ul YaST ITH,
2. FEEREMRS, AGEEE NTP RE,
3. 72 Start NTP Daemon (Ez) NTP srii2) 254, 4% Now and on Boot (M7EX%35ISHY),
4. REEREEFEDHS,
5. RIEFEHRM NTP BRSS28. NTP IRSEEHETE Active Directory =2 o
6. 7z /etc/chrony.conf SIBREEERIUATIT FIREE).
include /etc/chrony.d/*.conf
w18 chrony.conf i, EEsh chronyd BRS.

sudo systemctl restart chronyd.service
<!--NeedCopy-->

S8 1d: %% Linux VDA k#3146

iEATF SUSE Linux Enterprise 89 Linux VDA 34 &#i T LA 3R 46 :

+ Postgresqll3-server 13 {ES x4

« OpenJDK 11

« Open Motif Runtime Environment 2.3.1 {E= k7
+ Cups 1.6.0 AESRE

+ ImageMagick 6.8 sk &= A4

HRINTFEGEE  BRT ImageMagick Z4bh, ERTILUME S FHEEPIRINAZHMNENRGE, BIRE ImageMagick
W4, R YaST sl Tam< BB sle-module-desktop-applications 7#iE:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

%4 Kerberos i &% Kerberos &, 1£ Linux VDA 5 Delivery Controller 2 @St A S5 503E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P IGERE k¥t TFr{E AR Active Directory /A%, EEII TEMMRA,
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%% OpenJDK 11 Linux VDA Z3k77 OpenJDK 11,
ER%#% OpenJDK 11, BEEBETUTEHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

%% PostgreSQL EL%E Postgresql, EETUTHS:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IR ERTREGTE, UEMRMEIBERS, Hi#fR PostgreSQL EitEHEEIRYEED:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BIBRESNOIT /var/lib/pgsql/data.

HI 2. NEIMNEEREEES Linux VM

EXFNEMVIEERRERF B Linux VDA SEERPIVIZITH, FEEH—LEN. RIBEEERANEMERERT
BMHUTER, MREFERIEMG LIETT Linux T8N, WEREHEMER.

&%E Citrix Hypervisor R a)E):5 a0

MRBAT Citrix Hypervisor Bt EIE F Ihike, & FEIMEE Linux VM 5, 888 i&%) NTP #1 Citrix Hypervisor
WiEE, HELLEBERGNM, NERNHSHMRSSERAS, BERES Linux RETNRZNHS NTP BF,
XMERAERBATNNERY, THE HVM EX T#HITEREN.

MREIEEETHEEINLN Linux iz, FERET Citrix VM Tools, MeTLlie® Citrix Hypervisor B a][E) T
BEEE, UKREEE Linux VM i5/A:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ieas<RE 0 8¢ 1:

. 0-WERSMEDEA, BLFEM
. 1-WERSHEERA, TERIMEMERIE.
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R [proc/sys/xenf/independent_wallclock SXER7ZE, NAZEHITUTSE,
MREEH, BEIEZXHS AN 1 R2ANERES IhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BENERRAKAER, HEEMBHHENAEN, ERIE [etc/sysctl.conf SXHH MU TIT:
xen.independent_wallclock = 1
EIIEXEEN, HEMBRS:

reboot
<!--NeedCopy-->

EfEsE, RIESERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<iREE Lo

&2 Microsoft Hyper-V LS a][FES 6

27T Hyper-V Linux £mARSEH Linux VM IR A Hyper-V B g B $ ThEERER EMIRER KRB E, AHFRA
SFETTPIRLRERTI R, E—RBALThEES NTP RS,

MNEBIRERGF:

1. #T7 Hyper-V 285548,

2. 3#F Linux VM B9i& 8, 5% Integration Services ((£RS).
3. HRE%ERE Time synchronization (BSEIFEE).

AR

b A7%S VMware #1 Citrix Hypervisor AR, XE#M=RaZAENERTIE, M%S5 NTP K4E WK,
Hyper-V ijaR$ A US NTP BaRS £EH B4,

&8 ESX #1 ESXi LM BRI AR

WMRBAT VMware BEEFINEE, EEMFEMEE Linux VM Fh, EESBE NTP MBI BERFNR—, &
EMRERT RAEH. BN SEHMIRSETRY, ERE Linux RERFNRENHS NTP AF, XMER
ERBAENERD,

WMRIFFEIETEET VMware Tools BIFE#ME Linux RiZ:
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ok wbn =

f1FF vSphere Client,

448 Linux VM 1§ &,

£ Virtual Machine Properties (EEil#EM) YHEESH, 17 Options (G£EI) &M+,

%% VMware Tools,

7£ Advanced (54) &, BEUGHi%ES Synchronize guest time with host (5EHEFEAHAE).

$12 3: @ Windows & 570 Linux E34# (VM)

Linux VDA 5% %@ Active Directory (AD) 1570 Linux HH&E#HBYA%:

Samba Winbind

Quest Authentication Service
Centrify DirectControl

SSSD

PBIS

RIEFMEN TS %, IREBAHRITIRIF,

} =

AR

73 Linux VDA fravzsitiik =0 AD ARSIk ERERMNAR B, SIEREEREKN.

Samba Winbind

A Windows 1% &Rz SIS %A AT iA1R], HBEKAAEBEEITENRMEIER Active Directory A ik

P

. B YaST, EEMERS, AEEE Windows iHR 5517,

BT EN:
o BT 1EHIEH Active Directory 1B R PRk IEHIESHY IP sk, HRIEEHATS,
+ 3% Use SMB information for Linux Authentication (5 Linux B{3%3E#R SMB 58).
- % Create Home Directory on Login (EERFSIBEBER).

- & Single Sign-on for SSH (5 SSH ERBEER),
- HaREKiE+H Offline Authentication (BN HHIIE), &S Linux VDA AR

. BEWRE. MRARRTEREZLRGE, F2E Install (%),

R BFIEHIEE, WRWEEEEEMAE. BHR.
HIURTE, ARG TENRINZIREEBRNERE, AR%EE OK (HE).
FoiEFBRSHEFB I EN. HNRNEEMBHITEN:
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su -
reboot
<!--NeedCopy-->

Wb S Delivery Controller 2K VDA it&#1 (Windows #1 Linux VDA) #BZ7£ Active Directory
PE-MTEIXNR.

iz17 Samba i net ads &< URIEITEN T EMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMIEM I BN RER

sudo net ads info
<!--NeedCopy-->

1iF Kerberos it HifRAS: keytab XHEREELIRFH B ESEMEN:

sudo klist - ke
<!--NeedCopy-->

S EREMEREMSTEEFAAF ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT EBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEMR. WRILHSHINET, WFR2ETERKEL,
BEERUTHLHRIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

BEAUTHSEEITEIKAFAES:

sudo net ads status
<!--NeedCopy-->

WIERFSMIRIE A wbinfo TARIERERIASIIENAFNSH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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XEBIEERNEAN AD 5%, MAE Kerberos & #, 31T bash shell, #AFERS—MNREHIITRAHT (\) Fr7i#
THEX. HLRE—ZFMINFEKE S
IiE Winbind PAM {83 MECER T Eff. Hit, EEMALUEIRERTAIZA A ER3 Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

IERE R id -u 5$REIM uid SIZ TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

IEAFH Kerberos EiREEFHTHNEREETENEKRTH:

klist
<!--NeedCopy-->

BHRIE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 126 & e LURITRMATNIR. E#TEHMANIEGERERITIE 6: 2% Linux VDA,

Quest Authentication Service

EETEHI2R LECE Quest BRELCEEHIEHELLEHRET Quest i, MEERTEENR, ENE
Active Directory Ha|EHENMNR,

AFFHAFER Linux VDA TN AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory HFPIITENEEEHIEH, AZBFKFITH Active Directory R E .
%% Unix Account (Unix k) &I+,

i%&s Unix-enabled (22 Unix),

¥ Primary GID Number (&5% GID #S) &E NEfREAFANA ID,

> wn e

=3

AR

XEGARSTFIREEAR, UEMITUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA tFf2E Quest
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foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE S O /B (32400 #4) , BILLERIARY 10 /NYERIBE S AR 1/, BERIEEGARRENR
gt LIS ERIRRE,

f2E PAM #1 NSS ZEFHET HDX #TH AP E R UNEMARS (B340 su. ssh #1 RDP), &FshEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 15 /A Quest vastool &<% Linux itEHINAZE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREIHENMA Active Directory HHE %A, domain-name Jig%#) DNS &#F, g exam-
ple.com,

Wirgm A &1 Delivery Controller E5RFrE VDA it &#1 (Windows 1 Linux VDA) #E7#% Active
Directory fE—MIENNNR, BERIEMAT Quest 8 Linux HENEEMFIEF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREEHSZ, MRITBEVRMNEMER, NSERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERAF B%BIIE  IIE Quest S LUER PAM 3$i3 B P # 1T B HI0IE. Aitt, EEREIRERZHEREF kP
Z#3 Linux VDA,
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ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

BIERE R id -u 5$REM uid I TIHA Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFFHNRERTERERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BE#ER Gnome g{ KDE 1251 8 A LURITHRMBINIR. B TEIMANIEREHSEMITSE 6: 2% Linux VDA,

Centrify DirectControl

X Windows 33 % Centrify DirectControl Agent /&, &R Centrify adjoin #5<4& Linux i+ &4
Active Directory i3:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERGITENIAN Active Directory iZ#9E(T Active Directory i~ . domain-name 2% Linux it
MDA BIRYIE A 2 #Ro

WIEEMES  Delivery Controller ZRFrE VDA it&#HL (Windows #1 Linux VDA) #%Z17E Active Directory
FE—MTENXNR, ERIEMAT Centrify 89 Linux BT U FIHP, BEHRITUTIRE:

sudo adinfo
<!--NeedCopy-->

15 Joined to domain EE2EE MUK CentrifyDC mode 2%iR[ET connected, MEERMAREEER
ERE, MIEREA Centrify FAIRIER 7 RS 2$EZHF HIIERI-,

BEAUTHIIREELANRSKNIZIHES:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

SSSD

WREE SUSE LER SSSD, Bz BILE 92 AR M TR, W2 ESHE X W@IE Linux VDA i+&EHIMA
Windows 159 B K NfalEC & Kerberos S5 18IEMIE S,

27£ SUSE £1&& SSSD, ERIATHE:

IONIEFHBIZEM keytab
79 SSSD E2& PAM

®E SSSD

BF SSSD
Eran3ciadaE=gv,)

183 Kerberos B2 &
AR S M

No oA DN

mAEHeIZEN keytab  SSSD H R RHAFIMNFMEER RS keytab XX ##9 Active Directory & F B ThEE,
B AR Samba ik, 1EECE SSSD ZAl, BRI TSR,

1. E1EH2 A8 Name Service Cache Daemon (NSCD) SrPi#i2,

sudo systemctl stop nscd
sudo systemctl disable nscd
<!--NeedCopy—-->

2. WEEMEM Chrony BHERES,

hostname
hostname -f
chronyc traking
<!--NeedCopy-->

3. RERABMATURMEE:

sudo zypper install samba-client sssd-ad
<!--NeedCopy-->

4. Llroot BRE#HIE /etc/krb5.conf X, Ll kinit SEEFSBFE#TES. 1 [libde-
faults]. [realms] #1 [domain_realm] &4 FHMUTELE:
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=W

RIBEH AD ERtEWERE Kerberos, MTFEBEZA TR, BMELR,

[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm 2 Kerberos $ii #9 & #7, f5l40 example.com., REALM 2 X5 1y Kerberos 47iig & #7, 0
EXAMPLE.COM,

5. L root BF &344E /etc/samba/smb.conf, LA net LRREFSBIMEHITER. HUTEE
&zl [global] &84

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain 2 Active Directory 1#9&%2 NetBIOS &#5, f5iin EXAMPLE,
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6. &% /etc/nsswitch.conf xX{Ha passwd F1 group & B LUIERT R A ARSI B SSSD,
passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. EACEEMN Kerberos B FifUEIER &40 @BREHTS 85,

kinit administrator
<!--NeedCopy-->

8. £ net TARFRAFKMNIEHERFRYS Keytab 32,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator
<!--NeedCopy-->

73 SSSD F2&E PAM 7279 SSSD ECE PAM Z a0, BRESEHMENREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM #BRECE Ji@id SSSD #1TRF SHKIE, HARAFREREEEER.

sudo pam-config --add --sss
sudo pam-config —--add --mkhomedir
<!--NeedCopy-->

%E SSSD

1. Llroot BRB#4EE /etc/sssd/sssd.conf, UaiF SSSD sriPiERF 5 BiniE#1Ti@15, sssd.
conf BRERG (AILURBZEERINFIMNIIER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
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krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy—-->

domain-dns-name 2 DNS g%, %3 example.com,
AR
ldap_id_mapping i€ &% true, LUE SSSD 7z & fa 54 Windows SID 432 Unix UID, F M,

Active Directory & igem532 1t POSIX i B2, ¥ ad_gpo_access_control i& &5 permissive
BUBALE Linux £1EHIITAE REIR. 521 sssd. conf #l sssd-ad BFM 5L,

2. ¥ sssd.conf B XHFIENRFIIE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

BRI SSSD EEITUTa<SUERABINBRAHBEN SSSD FiFiER:
sudo systemctl enable sssd

sudo systemctl start sssd
<!--NeedCopy-->

B RY 53 B 19
1. 517 Samba # net ads < LUIEIETEVIER EMANE:

sudo net ads testjoin
<!--NeedCopy-->

2. BITUTHLRIEFIMNIEMTENNRER:

sudo net ads info
<!--NeedCopy-->
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1iF Kerberos ifE HRRS keytab XA REELIBH B SEMER:

sudo klist -ke
<!--NeedCopy-->

< EREMERBMEBEEFESTRANERTIR.
51T Kerberos kinit &<, EAXEREAmEBIEHBRIETENNSG:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBTIEERAT . EFS (§) BAEARKAT (\**) #TEX, UERE shell Bit, ERLIRE
B, DNS &5 Kerberos (UFZ#iRRE. ERRERTRER, MRILHSHET, WFR2EREFREL.
BEBUTHLEIETBEIKARN TCT RFEETF:

sudo klist
<!--NeedCopy-->

WIERFPBMIRIE SSSD FEHEI TFIFEFRHATURSMIIINGSITIA, Reg@T PAM .
LI91E SSSD PAM ERIRZ B EEMREE, BEAMURIRERRIFAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

IE k11 st é8$REIR Kerberos ERE/ERFZAF HAB R ITHA,
L root AR &%, WITISEFERNFEMN 1d —u d$SREM uid QIBENNEIREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

E#ER Gnome g KDE 125 8 A LURITRMEINIR. E#TEIMNIIERHSMITHSE 6: 2% Linux VDA,

PBIS

THFAEN PBIS BEE  fla0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->
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& PBIS REFIAAHIT  Flan:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS RERIZA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 15,  ZEaUisiisHISs 4 mA AR, HEAEKAEEERISHENRMEIEA Active Directory B Kk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user J BRI EMHFME Active Directory 1589315 FH . domain-name 71 DNS & #5, 140 exam-
ple.com,

R E¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikt A & Delivery Controller ExkFrE VDA i+ E#l (Windows #1 Linux VDA) #E % Active
Directory E—NMIBENNR. ERIEMAT PBIS 8 Linux itBNEEMFIEF, BERITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEMNFENE, e FHREEXYFMAR AD #5750 OU MiER. BN, REFENSZ.

WIEAF BMIIE  IE PBIS @E8ER @ PAM SHHA P #1TEMIIE. Altt, 156 UEIRERIIAE AP k-
%3 Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

WIERER id -u 55$3REIR UID I T RA Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->
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TEBTIHINANRIEEHEHMITSE 6: 23 Linux VDA,

S8 4: REXEHH.NET Runtime 6.0

fE% % Linux VDA Z &1, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers ERYEA%RE NET Runtime 6.0,

%% NET Runtime 6.0 /5, 1T which dotnet ¢ & EHIEITAITER R,

RiEmSHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb 1
FNET 2R,

$I8 5. T Linux VDA #i{+

#%% Citrix Virtual Apps and Desktops T#M&E. BFHERkAR Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1ThRICESAY Linux VDA &,

$IE 6. R Linux VDA
w1 6a:; HHIBhRZS

MRRE T FREFBIR MRZAF LTSR A Z NI RHIRRZS, IBEREMRA Zmi HENR,

1. =1t Linux VDA RS

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

=W

121k ctxvda # ctxhdx RS 251, &7 service ctxmonitorservice stopd
SUREILSMRSFIFRER, B, BURSFIFEFRENRDDEELENRS,

2. ENEERME

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BERER
S F5 MBI MR ASEITH R

=3

AR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 81


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/installation-overview/suse.html#step-6-install-the-linux-vda
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers

Linux Virtual Delivery Agent 2204

ZAI L7 [opt/Citrix/vda/ THEIBLENHE M,

BiEfTHS, TEIRMETEREFE; &, LAkl [opt/Citrix/VDA/sbin #1 [opt/Citrix/VDA/bin Finz &

FERizo

#12 6b: % Linux VDA

5/ Zypper &2 Linux VDA 3i4:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

£/ RPM 4B EIRBE R4 Linux VDA 3144

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

S8 6C: F Linux VDA (T]3%)

BILAMSERTRIR R AF] LTSR RRAARINE L.

} =r

FE:
FAEMEREEESE [etc/xd|l THEBEXH, EHITHEZE, BESHEMH XL,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #9 RPM k¥l 5l
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
1ibXpm4 >= 3.5.12

libXrandr2 >= 1.5.1
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libXtst6 >= 1.2.3
motif >= 2.3.4
pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->

HERR

EAREERER Linux VDA &,

HB T: =% NVIDIA GRID Kzpigrr

[BF HDX 3D Pro ERIETEEMN EEZFH VDA i+EH %3 NVIDIA GRID BEzpigr.

ETEERIEERER E2EMEE NVIDIA GRID E# GPU &3228 (ENIREER), ESHUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ZLEMEZE NVIDIA GRID RE VM Fehigrs, EHIT TENENLE:

1. HREE VM BXiF,
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2.
3.
4,

FEEMMNEEEFESERT, VM SE8E—1 GPU,
Bzh VM,
£ VM E&=ERE VM RapigRF.

#1128 EE Linux VDA

RERHEE, BIET ctxsetup. sh fZKEE Linux VDA, MAMEBERERZH, HRWIERE, HAER
FRIERBIEERE, NALE, AJUBNERETZEAUENZE,

AILUZRB R FoETHIZA, el LUIRAMGEENIAN BoiEiTHIZA, HEIg(FRT, BEREZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RRECE

BEITaRTEMEENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEEcE

BEREN, BEFRTRRMIEMAFIENET. NRMFENMELENEE, WEATFIRTEREERAER.

SN T EEE:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z ##f#/H DNS CNAME i2®#g55E Delivery
Controller &, ZHABERTIEERN No

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ExRigEH =152 kR0 Delivery Controller &£
REE (FQDN) 7IRUAT® Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

CTX_XDL_VDA_PORT=port-number -Linux VDA &t TCP/IP ix O (ZRIA R %O 80) 5 Delivery
Controller &fz,

CTX_XDL_REGISTER_SERVICE=Y | N - Z£EzhitEH/EE5 Linux VDA RS, BIMERT, ZELER
Yo

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IREER AV ENMEEZEL RAH A IE, &
B E RGP ASEF BENA Linux Virtual Desktop $TAFERDO (BAIARIEO 80 #1 1494) . BINERTIE
gAY,

CTX_XDL_AD_INTEGRATION=1| 2| 3 | 4 -Linux VDA ZkfEf Kerberos E2&i& & Delivery Con-
troller #1THHKIE. Kerberos FRBIRIERZ LEREMEREM Active Directory ERTEAWE, 1EEE
R B= 215/ Active Directory 574!
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1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRAERFNEMLKT, NRi%EET HDX 3D Pro, ME A VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - §+BHNEEN LT AEERTEE (VD) TRABHERERHER, WF
HDX 3D Pro 3%15, BILZERIGEN Y, BIAERAT, HTEREN N

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei% DNS RERRE!
AL, WHE DNS iR &iF. BINERT, KEEIREH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP R 28, MR
DNS X121t LDAP BRSBiER, BRI LURH UK 72 Re0 LDAP FQDN (& LDAP ix0) %k, il
adl.mycompany.com:389, ZIAERT, LEZIEESH <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory & 1R 9%

RERZEIH LDAP (g0, DC=mycompany,DC=com) ., AR SE RN, TLUIEETEEEM {0
0OU=VDI,DC=mycompany,DC=com). BIAERT, LT ZiEEHN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 343EBRS (FAS) BREZ 28 2@it AD AR E M.
Linux VDA Rz#¥ AD 4A5RBS, BERTLIBUARMIS S 2R FAS lRS8BITIR, IRFHRSTE AD AR
PEEMNIRFER. NRMIRT TMIRS S, EFER <none> XAFHRIEFTATH, HEREEBHRS
ALV

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % NET Runtime 6.0
W53 Broker REBRRSE (ctxvda) R, BRIAEER /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {s T EHZ i FE AN
GNOME . GNOME Classic 5t MATE £ EfiE, MRKIEELTE, NFEHA VDA LY ENEE, B
2, MRYFREMNEmA MATE, NIXTRTEEIZEN mate,

EALUBE TR U TS B RERERSIERFNEEIME:
1. 72 VDA t# SHOME/<username> ER F8JE—1 . xsession X,
2. {RiE . xsession XHLUIRIBEITHRIEE SEFE,
- &EFATF SUSE 15 £/ MATE &
MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
£

- i&AF SUSE 15 ) GNOME Classic =&
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GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- J&ATF SUSE 15 1 GNOME =&

GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome-session

fi

3. SEHFRIERFHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -7£525 Linux VDA B2 &S, EFE5h Linux VDA BRSS. BINERT
BEA Y,

+ CTX_XDL_TELEMETRY_SOCKET_PORT - AF il Citrix Scout WEZF#HO. BiAimOrA 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @m0, BRIAwO7A 7502,
REWRTEHETIEEM 4

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'
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export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo SRS, BN -E XML ERET2FBLE BT shell, RITBNEEATNENGSHME
#!/bin/bash {EA%—173R eI shell Bz 4.

o, EBRILERSEIaTIEEMBE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='"list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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HIFRECE B

ERELEERT, EuEEEMRR ctxsetup.sh B3I BBFFEIER, BAREE Linux VDA 36,
PRETIRVERT, BEBEIHIANENEER:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECE S K-

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BERETR

LA S MEBUREMIBRFR B ECE 28, MiMfE Linux VDA A fER.

RERE

ctxsetup.sh f ctxcleanup.sh fiix=7EizH g LR REIR, HEEMERS NRBEBRSEX4:
/tmp/xdl.configure.log
E#Esh Linux VDA BRSS, HREREN.

$& 9: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREE @, &XiE4H
55, EB1A XDPing,

41 10: i17 Linux VDA

/8 ctxsetup.sh iiZEE Linux VDA 5, aJLUETTIATa<RESl Linux VDA,
50 Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{£1F Linux VDA:

2121k Linux VDA BRSS, iBHITUATIRIE:
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
£1=1E ctxvda #l ctxhdx fREZ /i, 18517 service ctxmonitorservice stop @<LUE
IESEAARS TR ERF. BN, BARS TR EFRERRSHESLLERRS,

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

© 2 Linux VDA IR
ERE Linux VDA [REBBIEITIRE, BHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 11: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops #8I|Zi+EHNER

BRI ENLE RAAM Linux VDA itEHBZ 2 5E 48 Windows VDA 7 3E£ M. B XINATEMXLEAESHIEME
MEVIRER, BERACEITENERMEEITENE .

BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:
o WFRERY, FIEER:

- ZRIERERSEDN TFREEEZEEmRHTRER),
- BAERAERSET (3T VDI EEEEFER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEiEN— AP REE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIERAAAMARMEE Linux VDA I+ EHBIHEN B RMiEi25 Windows VDA i+ B LFAEE. BXIMNAISEMIXLE
ESHNEMFMRIIHEE, BSHCER T AE,

BIE&% Linux VDA i+8E#H B R FARN < EIE LU TRE]:

o WBRATIER AD BFPMABEREE, sIUERE Linux VDA i+5E.
s BFTMATRESHRIEN (ER) AFRER.
o BENERMEFEANEE Windows i+EHHITENER.

HERR

Linux VDA 1.4 R ESRAZ LGN AREF. B2, Linux VDA R 2§ REM L AR R SEERNITEN.

BXRNAIETEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 7 2203,

Frh% 2 Linux Virtual Delivery Agent for Ubuntu

July 7, 2022
BERT:

WNFeMTRE, BIVEERBEMREN#HITRELE, BMRELENNXNES, SAXPFRNFHREMRLL, BEFX
2T i,

$18 1:. 73 VDA 2i#% Ubuntu

S8 1a: WirNKEEE

HREEEHEWREEMS, F0, HH7E Linux VDA EEZE DNS RSS2,

MEEMEARZ Ubuntu 18.04 Live Server, EHEIRE E WA ZHiTE [etc/cloud/cloud.cfg FRE X4 il FE
4

preserve_hostname: true
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S 1b: KEFHA

HHREHBIBRSITENHNENS, 5EK [etc/hostname X, FEHNXEEITENHNENSZ,

hostname

S8 1c. AENBHEIFEIE
HRIT BN DNS HE2MT LB EHZ (FQDN) EftiEERE. HiAREHN [etc/hosts XHHLUTITURE
FODN fIENBERNFREI&ZE:
127.0.0.1 hostname-fqdn hostname localhost
fugn:
127.0.0.1 vdadl.example.com vda0l localhost
MBI E MK B BERX hostname-fqdn & hostname BEREMSIA.
AR

Linux VDA Z#iR3z#F NetBIOS & ##&kif, Flt, ENBREFBE 15 MNF5.

2l
=l

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATIE (). SEMEMTS. ENBFEURFH LM
LUEFRLER, tEMNERT Delivery Controller £412,

SE1d: 0EENSF

WIEENRIRERSIEWHTIR:

hostname
<!--NeedCopy-->

LR EH BN ENS, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <R El+ BN FQDN.

T le: ZHA%%E DNS

BINEEBEBAT 24 DNS (mDNS), MiX2SHAMRITERT—He.
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Z2 M\ mDNS, 548 [etc/nsswitch.conf HEXE S U TREWIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. EBRBTMRS AR

HiART A2 FQDN H33ig#= 512870 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN F Ping Ri@ L RE—ItEH, BANERXTR, AEBHRSR,

S8 1g: RERHES (chrony)

tfatx VDA, Delivery Controller FigizH38 2 BIMBHIALIEMAIS EXEE, ¥ Linux VDA BEAEPW ATsER
SHNHRERD. HTHERER, RFERTENERSKELEIE,.

%% chrony:

apt-get install chrony
<!--NeedCopy-->

L root BFR &1, 4RiE [etc/chrony/chrony.conf H A& NTiZM RSB HFIM— MRS H/ER:!

server peerl-fqdn-or-ip-address -1iburst
server peer2-fqdn-or-ip-address -iburst

FEHAEER, AREMAHIFITHIERES, MAREEM L NTP MRS EBES . HEFHE Active Directory 5
RIS AIN— RS EFE.

HiERT HAERIE M server ¢ pool 8, S#EIRE] IP ihik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REERHERBS Chrony SFFIERF:

sudo systemctl restart chrony
<!--NeedCopy-->
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#% 1h: %% OpenJDK 11

Linux VDA Z5k#F7E OpenJDK 11,
7£ Ubuntu 20.04 #1 Ubuntu 18.04 k&, AL T&H<$RE Open)JDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

S 1i: R4 PostgreSQL

Linux VDA Z3k7£ Ubuntu %% PostgreSQL 9.x h&:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

$E 1j: =R% Motif
sudo apt-get install -y libxm4

<!--NeedCopy-->

SB 1k: REHMWRHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. EEEINEEER

EXFNEMVIEERRZRE B Linux VDA SEERPWISITH, FEMEH—LEN. RIBEEERANEIMEEERT
AMHIUTER, MRIEEFRNEMS LETT Linux 8, WEREHEFNER.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMMEAY Linux VM 1, EE&F) NTP #0 Citrix Hypervisor
MiEE, WEHXEBERZNM, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEIEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
WREEH, FBERZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7£ Microsoft Hyper-V L& ErgaEE:F RE®

%% T Hyper-V Linux £aARs38 Linux VM BJLUER Hyper-V B8] [EH ThaeskE B IR IER SRR E, JiF
R HIRLAEHTI R, E—RBALIEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 94



Linux Virtual Delivery Agent 2204

} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

B VMware RERS IR, SN EEIMEH Linux VM &1, EH<iB3 NTP FEMNEERIEFNR—. mEER
HERS RZANEH, NERNHSHEMRSERES, BEHERS Linux ERIHPRNRZNSHEHS NTP BF, XHE
REREZERENEEIED .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok w

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIEFER S %, FIREBHRITIR IR,

=3

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

RN EHAARRMLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo systemctl enable winbind
<!--NeedCopy-->

3 =

AR

R winbind BA&MF /etc/init.d T

ftE Kerberos Ll root AP 514, 117 [etc/krb5.conf HEEELUTIZE:

AR

RIBER AD ERLEEEE Kerberos, UTIEEERA TR, RMIRE,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk £ Fxx## domain-dns-name 205 DNS 153, i example.com. REALM X5 Kerberos s &

#r, #5150 EXAMPLE.COM,

f2E Winbind 54%iE  FzhEcE Winbind, E% Ubuntu :&%3&% RHEL #89 authconfig # SUSE &K

yast2 X£TH,

17 Jetc/samba/smb.conf HEE L TISE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM
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encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP £ REALM 9% —1FE, REALM X5 Kerberos g &,

& nsswitch 177 [etc/nsswitch.conf 3% winbind KmNELFT:

passwd: compat winbind
group: compat winbind

A Windows 13 @&avigiiz e84 n] iR, B EXAEEETGITENARMENIE Active Directory Bk
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2KXE5# Kerberos $UBZ#, user 2E80&+EVIFMENEANEAF,

BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind i Z PAM 51T TH<, #{%%H Winbind NT/Active Directory authentication (Winbind
NT/Active Directory 513383F) #1 Create home directory on login (EEREEIEEER) EW:

sudo pam-auth-update
<!--NeedCopy-->

e

GBS, winbind SHPEFAF RIARIFET,

Wik R &1 Delivery Controller EkFrf VDA i+&# (FigZ Windows F2 Linux) #ZEE Active
Directory AE—MTENTR.

i&17 Samba 1 net ads S S EIFHEV ST EMAE:

sudo net ads testjoin
<!--NeedCopy-->
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BITU T e LRIEFSMIFEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos F2E EINiF Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
HEAEHESENER:

sudo klist -ke
<!--NeedCopy-->

&S BEREMEERZMERBEAHETRNERTIR. &7 Kerberos kinit &<, ERAXLEFRHAMIGEH 28K
I EN S5

sudo kinit -k MACHINES$S@REALM
<!--NeedCopy-->

ﬁ%ﬂﬂ%ﬁ%%ﬁﬁﬁiﬁkﬁo%ﬁﬁ%%ﬁ%ﬁﬁﬁ&ﬁmﬂvﬁﬁﬁi,u%ﬁiﬁmuéﬁofigﬁﬁ¢,
DNS # &5 Kerberos U B#AR, BWERERTHEM. MRILHSRINET, WRKERE@HL,
AU THLIIETENKAE TCT RIEEERF:

sudo klist
<!--NeedCopy-->

ERUTaHLEETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TERIFRTZ A HEIRRIBRAFNE%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD 55, AR Kerberos (& #R. 33F bash shell, BFERS— MR RFUT (\) Frv
TR X e LREl—F MK BOE o

EIF Winbind PAM 2B B EHECE, 5ERAURKRERNEAFA KA E R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAHERIETT.
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BIERE RN id -u 5$:3REH uid B T XRA Kerberos EIREFX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ISIERAFH Kerberos EiEEEFTHNEEETERE R IH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#ER Gnome g KDE 1=H] 8 B A LURITRMEINIL. E#TEIMANIIERHSSMITHS R 6: %% Linux VDA,

NREREIKA B RN IIMITRA MWL, EXEERENEHE, BEFRBHITENHER,.

Quest Authentication Service

EiEfEHlgs EBCE Quest  {REEETE Active Directory igiah2s EREHEE T Quest 3, MEBRESEEN
iR, B&E Active Directory Ha|EHENNR,

AYHAAFPER Linux VDA I8 AT IiHEAFEEM7E Linux VDA 18 £z HDX &iE:

£ Active Directory BT ENEBEH &, RZAFHFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&% GID #S) &&NEFREAFANA ID,

> wnh

AR

XEGARSTIREEAR, UEM(IUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA L#E Quest

SELinux SRBESRGILHERRAR % BIA RHEL IRBR58HISTHE SELinux, LLs2HIThAES RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

Rt BN REENSEZEZA SELinux. L root AR &1, 48 [etc/selinux/config # 4 SELinux i&
=

SELINUX=d1isabled
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B BEKREM BT EM:

reboot
<!--NeedCopy-->

BHE:

BEECALLIRE, RAEEHRBA SELinux HEEF LSRN TLME, BERY root AR FME A
F 2t

FoE VAS SFiPiEF WS AH T B5h4ET Kerberos EiRThag, HMBASMHIIE (BRNER) IhEE

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A O /BT (32400 #) , BRELERIARY 10 /NNEBEGELE L/, BEEIRBEGARRENR
EIRERKHE,

& PAM F1NSS ZE MA@ HDX #1THE AP B RIUKREAARSS (530 su. ssh #1 RDP), EETUTHSUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

PO Windows 35 /A Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIFITENIAN Active Directory B89 . domain-name 35 DNS & 75, fli0 example.com,

WiIBH RS Delivery Controller EkFrE VDA it&EH (Rig2 Windows X2 Linux) #EE Active
Directory E—MIENR, WIE Quest IIAK Linux i+ ENEE T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aSREEHSZ, MRITBEVRMNEMEH, NSERUTHEIR:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFPBHWIE ZEIIE Quest 2T HETSE T PAM XA #THHIGE, BERAURNKERANERAAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5<$3RER UID g1 T4RA Kerberos EIREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BTN ESSEMITIE 6: 24 Linux VDA,

Centrify DirectControl

N Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+E#10
A Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iHFH . domain-name £ 2%
Linux i+&EHIAZIRYIHHI 2 FFo

Wb A S Delivery Controller EkFrE VDA H&#H (Fie2 Windows iX2 Linux) #BE7# Active
Directory fE—MIENNR, KWIE Centrify IR Linux HENEE M TFiEH:

su -

adinfo
<!--NeedCopy-->
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15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
&, NIZKeA Centrify P mi@3 T RS B/IEET S B IIEAZ,

FRUTHSAREESCEMNRANIZHER:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

EFTIHIANRIEESEMITEE 6. 2% Linux VDA,

SSSD

it E Kerberos infTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EFE Kerberos, 3ELL root BF &153T7F [etc/krb5.conf HEE LU TSk
pE=
RIBMEH AD ERLEH9ECE Kerberos, U TIgBEATF I, S,

[Tibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It EFXH8 domain-dns—-name £%% DNS 5%, /30 example.com. REALM R KE# Kerberos g
B, Hlan EXAMPLE.COM,
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M ZiE SSSD B E AfER Active Directory (FAE S B RMEFH BE R Kerberos #1754 31E. 8
2, SSSD HAEMATMABRMEIERY keytab X85 AD B iEIhEE, AT AR adcli. realmd
Samba,

=3

AR
AEHRANIEME adcli # Samba MEE.

o MREM adcli MAEE, BERRUTSE:
1. &¥&E adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. /A adcli A,
FEAUTHSHIBRIBE RS keytab STEFHINGEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->

user EERUFITENFIMEIHNEHAF . hostname-fqdn 2itE## FQDN X ENZ.

TE-H%®EW, adcli AgeEmiig=} host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt
%)

3. WIER4: keytab,
s¢F Ubuntu 20.04 i+%#l, #&iE1T adcli testjoin &<LLUNKERSTEMNE,
FF Ubuntu 18.04 it8#1, =17 sudo klist -ket {LUAERERES keytab XHFEBIE.
BRIFS MR EBE S SRt ENIN SR EE TS,
o WNREMA Samba MINEHE, BEFRMUATSE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy—-->

2. B& Samba,
17 Jetc/samba/smb.conf HEE L TiSE:
[global]

workgroup =WORKGROUP
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security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XEH Kerberos Ui &#r,
3. £/ Samba A,

TR HIE A AR]IAE, 1B ESAREERIEIHENRMEEE Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $ligi& 15, user ARG ENRMEIHAEEF,

RE SSSD LRI EMFATRME:
MREARRE, BEREFFEN SSSD MECERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WERNHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZIABERT, Ubuntu fpZs 32 BaEcE nsswitch.conf 71 PAM & Ri&EiR,

F2d®E SSSD /=%h SSSD FiiEF 2 Hi, BEE SSSD BL B, Xt FHELEARAH SSSD, BIAFT R [etc/sss-

d/sssd.conf BB, HAFHEIE, L root AR SHeI1EHITH [etc/sssd/sssd.conf HERB LTSS
[sssd]

services = nss, pam

config_file_version = 2

domains =domain-dns—-name

[domain/domain-dns—-name]

id_provider = ad

access_provider = ad
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auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_ renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5 renew_1interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i&& % true, LUE SSSD Z& & 15545 Windows SID B4$%] Unix UID, &, Active Di-
rectory & MgEmBIRE POSIX ¥ BI2F. PAM R$3 ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk = Fxx 8 domain-dns-name £ DNS 5%, 130 example.com. REALM 2AE# Kerberos 4
&R, flal EXAMPLE.COM, FAEZEEE NetBIOS 153,

EXEEIRENEE, 5519 sssd.conf #l sssd—ad HWFEMTL,

SSSD SriFiEF EREEX U IXEBFIEE RIUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B5h SSSD <FiFiERF  IZfTUAU T ar<iZBIEsN SSSD PP, UREFIFEREITEN BN B
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->
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PAM 28 E1TATa<, HfRiktH SSS authentication (SSS &1433E) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

Wik K & & 19 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) #ZE1E Active
Directory fE—MIENINNR,

o WIRMEA adcli WIHERRASH, 5517 sudo adcli info domain-dns—name &#$UETRE
EE.

o MNRMEA Samba WIHEM BB, 3Ei5fT sudo net ads testjoin G<LRIEBHTENESTEMAE
%, 517 sudo net ads info HLWIEFIMEEITENTRER.

IiF Kerberos itE E i Kerberos @G B EMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BEBASEENENR:

sudo klist -ke
<!--NeedCopy-->

AL EREMEARENEBBEHASTRANERYIR. 517 Kerberos kinit &<, ERXERAMEEFER
IEHEABSR:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMARZMUTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hig, ERELEREHR,
DNS 5% 5 Kerberos {Ud B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ETRERREL,
ERLUTa<LIIETEHKAE TGT EETF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FE#HEIFIFEFRHATUXSMEIINGSTITTR, Rig@d PAM T,
LI91E SSSD PAM ERIRB B EEMREE, 1FEAMURIRERIFAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->
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I53F klist s5$3REIH Kerberos ZRE B ER T XA FH A KiTH,
LL root AR B3, WIFESEEETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

IS E R KDE 5t Gnome Display Manager #1728 89 i, ERITIHMARIEEHESMITI E 6. 24 Linux
VDA,

PBIS

THFEN PBIS BEE  fia0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REFIAAHIT  HlaN:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 13 &avigiiz g8 Air] ihie), i BESAEEETFITENRMENIE Active Directory Bk
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 BRI B M A Active Directory 1913 i . domain-name 73 # DNS & #%, £l exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

Py
o

Wiri L 5 & 19 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) #8 & £ Active
Directory mE—NMTENNR, WIEMAT PBIS 89 Linux it BN 2E M FigH:
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/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEMANENE, oS HREEXYFMAR AD =55 OU MiER. &N, REFENS.

WIFAR BHWIE EIIF PBIS 2% a5 PAM st A A BT M EIE, BERAUFIRERNEARKAESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE R id -u 5$3REM UID 81 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEHITEMANRIEESSHITHE 6. 22 Linux VDA,

S 4 2RNEWE.NET Runtime 6.0

fE% % Linux VDA Z &1, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers ERYEA%RE NET Runtime 6.0,

%% NET Runtime 6.0 /&, 3=1T which dotnet s $ & EHEITITIRR,

RS SR, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb 1
FNET 2SR,

$I8 5. T Linux VDA #i{4&

#Z Citrix Virtual Apps and Desktops FT#imE, BF#ERARZHY Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARCEZAY Linux VDA £,

S8 6. L% Linux VDA
$I2 6a: % Linux VDA

£/ Debian B4 @& %% Linux VDA 3.
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3tF Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 9 Debian &k#m5I%K:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules—-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
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<!--NeedCopy-->

Ubuntu 18.04 4y Debian f&#iy|zx:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18

Xxserver—-xorg-core << 2:1.19
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x1llvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

pE=

B XILhRZASAY Linux VDA #5589 Linux R1THRF Xorg hi Az, BSHARAER,

+2 6b: F4& Linux VDA (7]i%)

AILAMSERTBIR R ASF LTSR RRAARINE L L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

=

ARMERERES /etc/xd| THEEX M, EHITARZA, BESHEHXLEXH,

HIE 7. =% NVIDIA GRID &g

[BF HDX 3D Pro ERIETEEMN EZIZFH VDA 1+EH %3 NVIDIA GRID Ezpigr.

ETERERIEERER L 2EMEE NVIDIA GRID E# GPU &8 (ENIREER), BESHUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EZLEMEE NVIDIA GRID RE VM IEmpigRr, BHITTENENSE:

1. HREKE VM BXiF,

2. EEHNEEREFEFIERT, A VM DE— GPU,
3. BE1VM,

4. £ VM LRERE VM EK&higr.

#1128 BE Linux VDA

REWHERE, BHETT ctxsetup.sh BIZASKEZE Linux VDA, HITEMERZ A, ZMABRIWIEFE, BRFIE
RPMMERE. MEVE, AILUENEMETZEAUERIRE,

A LRBRIR S FanE THIZA, Rl IRABMERENMN B METHIZAS. HERFa], BEERMNANEDESR:
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTECE

BITSRTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BohicE

BEREN, REMNAFRRENENARFMEEERM, NRFMENMEXEERETE, WHAFTSRETAFRETARES,
M IFEI A TER RET I,

SENIFIRTEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %#%f#8 DNS CNAME i2®#5%E Delivery
Controller &#F. BIAERTIREHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZti =& FRH Delivery Controller 2¢
FEEZ (FQDN) IR UBTF @ Delivery Controller s:#t, %A= bisE—1 FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP i5 O (ZRIA A% O 80) 5 Delivery
Controller &z,

« CTX_XDL_REGISTER_SERVICE=Y | N - EEshit&#/ERA5H Linux Virtual Desktop RS, BIAERT
REAY,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop BREE R 8 NMEZIEZEL &
FH NS, ERILERSHAIEHRBEEH Linux Virtual Desktop $TFRFERD (ZHARERO 80 1 1494), B
INBERTIEER Yo

+ CTX_XDL_AD_INTEGRATION=1 |2 | 3| 4|5 -Linux VDA 2k F3 Kerberos B2 &i& & @ Delivery

Controller #7843k, Kerberos EEERIER A LEREMBEEN Active Directory ER T AT, 15
EEHBESZIFM Active Directory &5 4!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS
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+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNRAREFNEMLKT, MNRiEET HDX 3D Pro, ME A VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - §+BEHNEEN L AEERTEE (VD) TRABHERERHER, WF
HDX 3D Pro 3%1%, BILZERBIGEN Y, BIAERAT, HTEIREN N,

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS #BRERRH!
AAHIER, MIEE DNS mZ#. RIAMERT, HEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP flR 528, IR
DNS FE£12 LDAP RS 12R, ErRIUREUTESEH LDAP FQDN (#%F LDAP #%0O) Fl&. i
adl.mycompany.com:389, BAERT, LtEZIEEH <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&iti& &} Active Directory ISR 2 &
EERZE i LDAP (f1g0, DC=mycompany,DC=com) ., B2, NitmiERNEE, TLUIEEEREM (Flw
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEHN <none>,

+ CTX_XDL_FAS_LIST=list-fas-servers-Ex& 5 IRIEARS (FAS) lR5S28=2iBLAD Group Policy
FEEM. Linux VDA F3z5F AD HHKEE, BEA LUK ARMEIUSD SO FAS IRSBHTIR. FIBHE5TE
AD Group PolicysEEMIRFER. MRMRT EEARSEMUL, EER <none> XAFHFRIETH
=H, FAEFEERRS IUIRF.

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - 2% .NET Runtime 6.0
LUy Broker IBARSS (ctxvda) MR, ZRINEREZEH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {5 EEEZSEHFERAN
GNOME . GNOME Classic 3% MATE K &@Fi5. MIRKIEEETE, WEHA VDA LY ENEE, B
2, NRYHRENSEERN MATE, XA EEEIZEN mate,

ERJLUBE SRR TS BRER Bfr iR P NEEIFE:
1. 7 VDA k&) SHOME/<username> BER FoIE—1 . xsession X,
2. 1 . xsession XHLURBRITIRIEE R EFE.
- 3F MATE £@
MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
£

- iEATF GNOME Classic &

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —-session=gnome-classic
fi
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- ¥ GNOME =@
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—sessﬁ on
£

3. SEHNRIERFHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -7£52/ Linux VDA B2 &S, EFB5h Linux VDA BRSS. BINERT
BEA Y,

+ CTX_XDL_TELEMETRY_SOCKET_PORT - A i Citrix Scout WE#ZF I, BRiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @M, BRINmOR 7502,
REWRTEHETREEM 4

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>"'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N
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sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo LR, BN -EEMUKNERET2FBLTIRMNF shell, RITBWNEEATENGSHME
#!/bin/bash {ERHE—1TREIEZ shell BZ

o, EEILERE N GRTEERE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFFECE B

ERLERET, EEEEMRR ctxsetup.sh A3 B BFAEIER, BAREE Linux VDA 36,
YRETIRVERT, BT EIHIANENES .
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help

<!--NeedCopy-->

MpRECEERK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:
ItERA S MBI ERIBRFRE BB EIE, MIMME Linux VDA &R,

ERERT

ctxsetup.sh 1 ctxcleanup.sh xS E#HH A LEREIR ABHMEESANRBE AT XH [tm-

p/xdl.configure.log:
E#E50 Linux VDA iRSS, HRERE.

1% Linux VDA it

ERE Linux VDA BREREHETECRENGBIMRE, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZFAGER:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B4, EHITLUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

E# Linux VDA B MIBRXEXH PostgreSQL FIE A B iR, BR,

89 PostgreSQL 4 & E ki 4 &,
e

ATHEBRNEBEIE PostgreSQL E AR H S RIMIPRIR 1o

REMIBRTERSE Linux VDA Z RIS E
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$1%9: 517 XDPing

¥EizfT sudo /opt/Citrix/VDA/bin/xdping M#E Linux VDA FBEENELEERE. GXi¥4H
B

{58, B8 XDPing,

412 10: i=17 Linux VDA

/8 ctxsetup.sh HIAEE Linux VDA /5, EERU TS Linux VDA,

Bzh Linux VDA:
Bz Linux VDA BRS3:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

&1k Linux VDA:
{S1E Linux VDA R :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR

£1=1k ctxvda # ctxhdx RS Z#i, 1Ei5fT service ctxmonitorservice stop &<LUE

IESARS TIPERF. BN, BARSTIFEFRERBHESLERRS,

E#H A5 Linux VDA:
EFREE Linux VDA RS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

K2 Linux VDA R7S:
Z1E Linux VDA BRSHVEITIRES, BT TERIE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->
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$1% 11: 7£ Citrix Virtual Apps =§ Citrix Virtual Desktops #¢I|Z2i+ENNER

BUEITEN B RAARM Linux VDA BN S5Z4H Windows VDA 77#2M. B XINAEMX L SRIEM#
MEVIRER, FEMACETENERMEEITENE .

SIEEE Linux VDA HENMITEN B RESEIG—EERE, #5232 FRTH Windows VDA i+ B EIZTEN
BR:
o WFRERYE, FIEER:

- ZRERERFED (WFREAZRERMRE),
- BRERERHER (WTF VDI EAKERMGERE),

o FIER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,

=z

AR

PHARRAR Citrix Studio FZ#F “Linux 2ERS” WIS, B2, %% Windows Server &ER SRS
BRERFENZFRATEAREEZRERTEE, %ZF Windows SEIRIFRA K EIRIERFETNER TE
AEHBEN—TRAP R,

'

MRBERENERBEEFRIA Active Directory 15, NZMERIHEN, AEBEERFNZIHENER.

418 12: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops F 67235 {4H

BIERRMAAMARINES Linux VDA IHEMAIHEN B RIEES Windows VDA B LFEE, BXINATERMIXLE
ESHEMFARYIRER, FSHAEIE(T4H,

8 &% Linux VDA it B4 B RH(TAR S EIGA T RS

o WIRFTER AD BRFABEREE, BJUERE Linux VDA it&EH.
« BNATRESHRIEN (ER) AFRER.
o BENERMMEFEANEE Windows i+EHHIHENER.

BXRN@EETEN B RMZAANEE, ESR Citrix Virtual Apps and Desktops 7 2203,

Fh% % Linux Virtual Delivery Agent for Debian

July 8, 2022
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BERETR

WFEHRE, BNEEABRMETRUHITRERE, BINREENNXNET], SEAXPFROFHREMELL, EF
STt

$8 1. #% Debian LUE#HTT VDA &3
S la: WITMKEE

BIREERHEREEMS, 90, HH7E Linux VDA EFEZE DNS RS2,

S 1b: RBEENE

HHRERIBRESIHENNENS, EFK [etc/hostname XX, FEEHNXBEIHENNENSZ,

hostname

FB 1c. AENRHEIFELE
HRITEN DNS HEMTLREE S (FQDN) EMtEERE, AR EX [etc/hosts XHHIUTITUES
FQDN f1EN B ERFIRI&E:
127.0.0.1 hostname-fqdn hostname localhost
fpI4n:
127.0.0.1 vda0l.example.com vda0l localhost
MR E A B ipgzt hostname-fqdn 5 hostname BEREMSI A,
AR
Linux VDA ZigiR3z#F NetBIOS &##klf, EHEBFFEE 15 MNFF.

e .

[T

QREFEAFR a-z. A-Z. 0-9 MEFH (-). BBREATHE (). SEMEMTS, TNBEREURFFLM
LUEFRFER, ERNtERT Delivery Controller E#%.

H18 1d: BEINE

WIEENRBIRERSIERTIR:

hostname
<!--NeedCopy-->
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e L RE BN EN S, MAREE FQDN.
3IE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R AT BN FQDN.

$IE le: ZHZ% DNS

BHARBERAT %% DNS (mDNS), MX2SHAMBIFERT—H.

EZ2H mDNS, &4 [etc/nsswitch.conf HEX LU TIT:

hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1f. EZIMERARS TiAEE

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 1&/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WMRFT AN FQDN 8 Ping F@ LRE—ItEN, BROREEXTE, AEBYLE,

S8 1g: RER#EYS (chrony)

#afx VDA, Delivery Controller #igiz#38 2 BB #HIALAEHMAEIS EXEE, & Linux VDA BN EIMLATRER
SHENMREDR, HTFIWRERA, RFERIZZNERSRESBYE,

2% chrony:

apt-get install chrony
<!--NeedCopy-->

L root BFR &1, 4wiE [etc/chrony/chrony.conf 3 hE M EigitiERE S FIM— MRS REE:
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server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst

fEBAVERER, BN AHIFITHIREY, MAREEM R NTP MRS ERY, HigHsE 1 Active Directory 13
EHISE AN — RS EFE.

HipRT HEEFRIE  server ¢ pool 8, S#EIR[El IP ik, localhost F1A#ARSS: *.pool.ntp.org £H,
REERHERBE Chrony SFiFER:

sudo systemctl restart chrony
<!--NeedCopy-->

$% 1h: RERHE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

S 1i: % oldstable FiE

3} Debian £1TIRREV BRI, 5K deb http://deb.debian.org/debian/ oldstable
main {3%&mel /etc/apt/sources. list xtf,

S 1j: =i PostgreSQL

Linux VDA Z3k7£ Debian k%% PostgreSQL hg4s 11:
sudo apt-get 1install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

TR 2. HEEINEERER

EXFNEMVIEERRERF L Linux VDA HEERPVISITH, FEEH—LEN. RIBEEERANEMNEREERFT
BMEIUTER, MREARNEHS LIETT Linux 86, WERFHERDEN,

&£ Citrix Hypervisor &) [E):5 a5

BT Citrix Hypervisor Bt BRI Ih&ERT, EEMHEIMLE Linux VM &, &#<iB% NTP #0 Citrix Hypervisor
M, MEHREEERANT, NBEENHSHMRSERRY, EHES Linux ERTFHNARZE IS NTP
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BT, XMERBERZEBENRERT. THE HVM EXTHITEAENR.

MBEEEEITHEEMLE Linux A%, FE%ET Citrix VM Tools, MaTL&E Citrix Hypervisor Bt alE4 IhaE
BEEE, UREEEE Linux VM F2A:
sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itap<iE 0 8¢ 1:

« 0-HiERPIEERH, BBHER.

o 1-EEPSThEEERA, TERBEMIEE.
MR /proc/sys/xen/independent_wallclock X&FEE, MNAREBHITUTHE,
WMRERA, FRIEEZXHEEAN 1 UERANERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFHERBAKAER, HEENBHNENATY, 1E4%E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V &S/ EE:F RE®
RE7T Hyper-V Linux £mARE# Linux VM BTLUER Hyper-V B iBIRES Thae sk ER ENIRIER AN E, HHEER
RENIRLIERRISE, E—RBALIEES NTP RS,
NEIBIRERSH:
1. #T7F Hyper-V EE28BEHIA,
2. 33F Linux VM B9i& &, i51%$% Integration Services (£IRS).
3. HRE%E Time synchronization (BFEIER).
AR

Itb7537%5 VMware #1 Citrix Hypervisor 7R, X@##=maRAINNERSHEE, URS NTP REHR,
Hyper-V BtjalEF eI L5 NTP BYiEES HEH E b
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&E ESX f1 ESXi LHETiE]EF 1a)RR

B VMware RERS IR, SN FEIMEE Linux VM /1, EH<BE NTP FEMN EEIEFNR—E,. mEER
HERS RZ5NEH, NERNHSHEMRSERRS, BHERS Linux ERIHPHNRZNSHHS NTP AF, X
MERZAENEREY .

WMRIFEIEITEE T VMware Tools B L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

$12 3: @ Windows & 5700 Linux Ei4# (VM)

Linux VDA 5% #hE Active Directory (AD) 15700 Linux i+&E#HBYA%:

+ Samba Winbind
Quest Authentication Service

+ Centrify DirectControl
« SSSD
« PBIS

RIBFMIZIN TS 7%, IRIGEAMITIRME.
AE:

73 Linux VDA sravzsitiik = # AD ARSIk ERERMNAR B, SIERIEEEKK.

Samba Winbind
ZRYEHFRRLES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN EREREN Winbind s7i#2F  Winbind sFiri2F S AECE RTEIT BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

AR
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R winbind fizuF /etc/init.d T

fitE Kerberos Ll root AP 513, 17T [etc/krb5.conf HEEELUTIRE:
AE:

RIBEE AD ERtZEMEIE Kerberos, UTIRBERATFEIEH. 2MIER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos $igi&

#r, #5130 EXAMPLE.COM,

ftE Winbind S538iE 177 [etc/samba/smb.conf HEE L TIGE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no

kerberos method = secrets and keytab

winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM FHE—1FE, REALM 2XEH Kerberos s & #F.
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& nsswitch 177 [etc/nsswitch.conf #i& winbind MNE L TIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1 fEHyIgiiz %ISR el ihin), MEESAEEEREIHENRMEHA Active Directory AP ik
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $iZ#:, user 2E80& i+ EVIFMEEAEAF,

E# B0 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind i28 PAM 517U T&%, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{3%13E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

WIEEAED Delivery Controller E5RFrE VDA HHEH (Fie2 Windows X2 Linux) #BE7 Active
Directory fE—MIENINNR,

i&17 Samba 19 net ads S S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE E i Kerberos EEBIEMEENTIS Linux VDA BB&ER, iBRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIFRErIARKIEHEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIE N AD 582, A2 Kerberos ssi&#f, ¥+F bash shell, #FERS— MR REHT (\) FrFs
T8, HSiRE—EMINTFEMHE S,
EIF Winbind PAM iR 2B B EHECE, 5ERAURKRERMNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EmThiziT SSH #88<, 1Btk SSH EBBHIERIETT.

IERE R id -u 5<$REIM uid SIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA P Kerberos EiREEFHHNERETENEKRTH:

klist
<!--NeedCopy-->

BRHZE,
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exit
<!--NeedCopy-->

HiEE R Gnome 5 KDE =580 A LRITRMBTIR. R TRMARIEGERERITIE 6: 22 Linux VDA,
e

MREAEKAERRIIRITRARSHRIE, EXEETENRHE, BEMBHDITEN, ARER,

Quest Authentication Service

EiisHlgs EALE Quest  REEEE Active Directory igisH128 EREHEE T Quest i, MEBKSEEN
IR, B Active Directory HhelEHENIR,

AWFAFRER Linux VDA 81l AT iHRAAEETE Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

W

f

ol

S

*
XEGARY TS EFHAR, UEMITIUERESISE. RDP. SSH T MEMTEMIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32HIThAESRM Quest A/ Unix i
EEF IPCHF, HELSABAER.

R BNREENSERZA SELinux. Ll root BFR &%, 4KiE [etc/selinux/config 3 E ek SELinux &
=

SELINUX=disabled
WWEREREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIZEHLHSSETLE, BMERX root AR FE A
P2t

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 127


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/installation-overview/ubuntu.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2204

foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

LEEr SRELRITIENFRIE D O /B (32400 #4) , BMLLEAIARY 10 /NYERIBE S AR 1 /08, BEREEGARBRENR
% IR BERIRAE,

& PAM F1NSS ZEAiEd HDX #ITHEAF B RIUAKREAMARSS (5130 su. ssh #1 RDP), EETU TS UF
spfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A Windows & &M Quest vastool &<3¥ Linux i+ E#MIIAZI Active Directory 3

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIFITENIAN Active Directory 1889 - . domain-name 35 DNS & 75, fli0 example.com,

WIEEAED Delivery Controller ExkFrE VDA HHEH (Fie2 Windows X2 Linux) #BE7 Active
Directory AE—MIENTR, WIE Quest IINK Linux BN IS M FE+:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
MBITENEMANE, HSRREIFHZ. MRITEVRMANEEDE, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIIF Quest BFAESEIE PAM SHE AP # TR MINIE, BERUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 128



Linux Virtual Delivery Agent 2204

IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

19 Kerberos EiREFTHNEREEERERITH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

ER TN EALAITS T 6 %% Linux VDA,

Centrify DirectControl
A Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+&E#10
A Active Directory i3:

su -

adjoin -w -V -u user domain—-name
<!--NeedCopy-->

user 2H B IHEMNIMA Active Directory 1 #9E{a Active Directory i ~. domain-name 2# 2%
Linux i+&EH I FIRYIHH Z Ko

Wikl A S % Delivery Controller 5kFr VDA it &#l (FRie 2 Windows 2 Linux) #BE7E Active
Directory E—MTENITR, WIE Centrify SN Linux it B E2E M

su -

adinfo
<!--NeedCopy-->

I5F Joined to domain EE2E A% LUK CentrifyDC mode 2%iE[E T connected, MEERMIAREREIR
&, MFEBA Centrify TP BRI 7 RS B/IEEHZ D WL R,

FRUTHSAREELENRANIZHES:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos RS HIER.
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adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEESEMITEE 6: 2% Linux VDA,

SSSD

it E Kerberos i=fTLlTa$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

BEIE Kerberos, 3ELL root BF &193T7F [etc/krb5.conf HEZE LTS

AR

RIBEE AD ERtZEMEIE Kerberos, UTIRBERATFEIEH. EMIER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

It EFXH# domain-dns—name £%% DNS 5%, i example.com, REALM 2 AEH Kerberos iz

&R, 530 EXAMPLE.COM,

A %5 SSSD EeBAER Active Directory fEAESMIREREFHBMEA Kerberos #1754
i, B2, SSSD H N REAFMNFMEE RS keytab X8I AD BFimINEE. AT AR adcli. realmd

8 Samba,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/installation-overview/ubuntu.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2204

} =r

AR

KD ABNIRM adcli #1 Samba B LS.
o NREGER adcli N, BRRUTSE:

1. =& adcli,

sudo apt-get 1dinstall adcli
<!--NeedCopy-->

2. M adc i A,
ERUTaHSHIBRIBRS keytab XHFHIMAGE:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqgdn
<!--NeedCopy—-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN BXWEHN 2,

FE -H %M, adcli A#EEmMER A host/hostname-fqdn@REALM ) SPN (Linux VDA ERfEA 1L
=5

3. WiE&R% keytab,
&1 sudo klist -ket &<LUMRRS keytab XHEBIE,
WIFS MR EBE S SRt BN EE TS,
o WRFEA Samba MAEE, BERAATIE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. 28 Samba,
17 Jetc/samba/smb.conf HEE L TiSE:
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos Ui &#r,
3. A Samba MmN,

TR EIRR ARSI, RESMAEBEICEFITENRMENEN Windows 1Kk,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrp, REALM 2AEH Kerberos S &#R, user 2HRUEIHENRMEIRHIRAF

RE SSSD LRI EMPATIRME:
MREARRE, BEREFMFEHN SSSD MR BERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

=z

AR

BIMER T, Ubuntu %21 Ba1ECE nsswitch.conf fl PAM B R1&k,

B E SSSD Enh SSSD iR 2 hl, EEE SSSD it &, WFHELERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BELEXX 4+, H%AFEIRIE, U root BASHEIEEITH [etc/sssd/sssd.conf HEE LU TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days
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krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUfE SSSD #&x& 1 553& Windows SID B54%] Unix UID, &, Active
Directory #aEmEiR M POSIXH B.PAM iRSS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk EFxx+# domain-dns-name £%75 DNS 5%, I30 example.com, REALM 2 A5 Kerberos 1
&R, flal EXAMPLE.COM, FEERE NetBIOS 157,

BXEEIRENEE, 5209 sssd.conf #1 sssd—ad HFMTL

SSSD sFiriEF EREE X N A BFIEE REMR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD FiFiERr IETTUA T <L BNEEh SSSD FiFiER, MRETIFiERE I ENSEITEE:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMEE BT T&S, BWiRES SSS authentication (SSS 513383F) #1 Create home directory on
login (EEREAIEEER) &

sudo pam-auth-update
<!--NeedCopy-->
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WiEiE L & & 1 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) # & Active
Directory #E—MTENITR,.

o NRMFEA adc i1 WIBEKREH, 5517 sudo adcli info domain-dns—-name &a$ LU ERIE

.
55,

o MNRMEA Samba WIHEM B S, 3EizfT sudo net ads testjoin <LERIEBTENESTEMAE
i, &7 sudo net ads info HLWIEMIMNGEIITENTRERS.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BEIBRHEEENER:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
AU TRLEIET KA TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFER PBIS & fla0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REMARHIT  Hlan:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

M Windows 1 fEayigiiz s S8 a]ifin), MEESAEEEEIHENRMEHA Active Directory AF ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G B M AN Active Directory 1 #9315 B 7. domain-name 735 #9 DNS & #%, 0 exam-
ple.com,

FE: B3 Bash igERZIA shell, i&is1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash

A
o

Wik X & & 17 Delivery Controller K Fr & VDA i+ &#H (Windows # Linux) # &1 Active
Directory E—NMIENNR. KWIEMAT PBIS 8 Linux iHEHMES U FiEF:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FREHAXLFIMAR AD 25750 OU iER. BN, REFENSZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

S 4. 2RENEWHE.NET Runtime 6.0

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

Z# NET Runtime 6.0 5, i=17 which dotnet & $ & EHIEITIIRZ,

Wi SHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
ANET Z#HIXHEEZ,

$B 5: T# Linux VDA 48

#Z Citrix Virtual Apps and Desktops T#mE, BF#ELNARZAH Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARICEZR Linux VDA 2,

S 6: =% Linux VDA

S 6a: &% Linux VDA

£/ Debian #{ 8BIBE L% Linux VDA #4:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.9 89 Debian &§iIf5|&:
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libgt5widgets5 >= 5.5~
ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~
libsasl2-modules-gssapi-mit >= 2.1.~

<!--NeedCopy-->

} =r

AR

BRILARZAH Linux VDA Z#5#9 Linux &1ThR# Xorg hRAMFIR, ESHRARER.

%1% 6b: 7% Linux VDA (F]3%)

RAILAMSERTBIR N RRAF LTSR RAARIME LE,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

} =

AR

ARMERERESE [etc/xdl THREX . EHITHRZE, BESYBEMXLEH,

$I8 T: =% NVIDIA GRID Rzpigrr

BF HDX 3D Pro EXREEEMHNEIEZRFH VDA 1+ EH] %% NVIDIA GRID EmpiEF.

EERTERIWEERRER L ZRMEE NVIDIA GRID & GPU &8s (ENIRIER), B TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV
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EREMECE NVIDIA GRID K& VM EKahigrr, BHRIT TENEITE:

1. HREE VM BXiF,

2. FEMNEEEFERERT, VM DE—1 GPU.
3. BE1VM,

4. £ VM LRERE VM EK&higrr,

#1128 EE Linux VDA

REWHERE, BHETT ctxsetup.sh BIZASKEZE Linux VDA, HITEMERZ A, ZMABIRIEFE, BRFIE
KPMMERE., MEVE, AILUENEMETZEAUERIRE,

AILUEIRIB R FENEITHIZA, thal LIRATCEENION BEhEiTHIZA, HEURIFRT, BERZMANTEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTECE

BTSRRI EMRENFERE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BoicE

BEREN, REMNAFRFENENAIRFMGEERM, NRMFNMELERET, WHAFTSRETAFREEAES,
MMAFEI AT R T 12,

SR EEEE!

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %35/ DNS CNAME ie ®#57 Delivery
Controller &#F, BIAERTIREHRN N,

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ti =& FRH Delivery Controller 2¢
REiE (FQDN) IR AT @ Delivery Controller 5Eft,. #MZE/DIEE—1 FQDN 3 CNAME 3%,
o CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP i5 O (ZRiARi%O 80) 5 Delivery

Controller &fz,

+ CTX_XDL_REGISTER_SERVICE=Y | N - Z£ B hit B #H/EE5h Linux Virtual Desktop AR, ZRAERT
KREAN Y.
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+ CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop AR ER i & AL EZED &
SN, ERILIE RS S B EDM Linux Virtual Desktop $TFFRERD (BRANERO 80 1 1494), B
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 |5 -Linux VDA ER &/ Kerberos B2 &g &4 Delivery
Controller #{TB 3 %IE. Kerberos BRBRIERS LEREMBAEER Active Directory £ T BHIE. 5
EEFEHABEZZHM Active Directory S/ A

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNREFNEMLKT, NRi%EET HDX 3D Pro, ME AR VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - $i+BHHNEEN L ARERFEE (VD) TRABHZRERFER, WF
HDX 3D Pro 3#1%, HHERBIREN Y. RINERT, HEEIRERN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS RERRH!
AAEMIER, WHE DNS R & k. BINERT, KEEIREH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA # i) DNS 3k &£ Il LDAP [R5 28, 1R
DNS X i&#2 4 LDAP RS IZR, ErRILURHUTE 2 RE LDAP FQDN (%%& LDAP #%0) FIXR. a0
adl.mycompany.com:389, ZIAERT, LtE=ZIEEHR <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3i& & /3 Active Directory iHRiE R
EEskZE i LDAP (130, DC=mycompany,DC=com) . B2, NIREILRMEE, ATLUSTEERERM (HIin
OU=VDI,DC=mycompany,DC=com). EIAERT, LLLTZi&EHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Bt& 54 IEARSS (FAS) BR55 % 2:@:3 AD A HRE S 5,
Linux VDA R3z#F AD A%, BEATLIBNIREIUS S 7R FAS IRS2BMFIR. IRFHMSTE AD HFEK
FEEENINFER. MNRBIPRT EAIRSSEMUL, BHFEH <none> XAFHBIEFTETH, HEFEBKHRS
BHIERYIR

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - £# .NET Runtime 6.0
LUz Broker RIBARSS (ctxvda) MIERR. ZRIAERIZH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} EEEZSEHFEAN
GNOME . GNOME Classic 3% MATE K &mF 5. MNRKIEBETE, WEH VDA LY ENE®E, B
2, MRYHRENSEEN MATE, XK EEEIZEN mate,

TR LB e A TS BA BN BRRIER AWK EIFE:

1. 7£ VDA t#y SHOME/<username> BER FRIE—1 . xsession X,
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2. 418 . xsession XHLUURBRITHRIEE REFR,

- X+ MATE £H

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

i&FAF GNOME Classic £@&

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic

4

- X+ GNOME £H

GSESSION="S$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. SEMHRIERFHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2&fg, 2&BE5 Linux VDA RS, RIAMERT

BEAY,

+ CTX_XDL_TELEMETRY_SOCKET_PORT - BF il Citrix Scout W&

=au

FimHo

BiAimO2 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @80, BAIAMKOAN 7502,

REWRT8HIETREMZ:

export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2]|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N
CTX_XDL_VDI_MODE=Y|N

CTX_XDL_SITE_NAME=dns-site—-name '<none>"
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export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo R, BN -E XM ERET2FBLTIRMNF shell, RITBNEEATMENGSHME
#1/bin/bash {ERHE—1TREIE shell B,

o, EBRILERSEI T aTIEEMBESE
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST='l1ist-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='"Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \

CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
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CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE Bk

ERUEBEET, EERFEME ctxsetup.sh MZAIIECEFMAYERR, BFREH Linux VDA R,

SR iERl, BEBMMENEYES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

LR A S MEBUREEMIBRFR B BCE 248, MiMfE Linux VDA TiAfER.

ERERE

ctxsetup.sh 71 ctxcleanup.sh i A2 EEH A LETHEIR, HEHMEESANERE B EXH [tm-

p/xdl.configure.log:
B2 Linux VDA RS, MFREREK.

H# Linux VDA ¢

ERE Linux VDA BREREHEEESRENM SIS, BETUTHL:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEESFAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

EEIE Linux VDA 34, EHRITUUTIRME:
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dpkg -r xendesktopvda
<!--NeedCopy-->

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHIE, B2, FEMIBRERE Linux VDA ZEIRE
B9 PostgreSQL %X+ &1 E ik F AR 4+ &

e

ATHREERNTAELE PostgreSQL EARRIKIE 4 L HIMIFRIE 1o

$189: i5f7 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lia® Linux VDA FIEEENEREE M@, &XiE4H
=8, HSE XDPing,

41 10: i17 Linux VDA

fE/ ctxsetup.sh fIA<EE Linux VDA 5, iBERUTa<EH Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{21k Linux VDA:
=1k Linux VDA BRS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

3=
21k ctxvda fl ctxhdx RS ZHi, EiE1T service ctxmonitorservice stop @<UE
IEEIMARS TIPERF. B, BAMRSTIFEFEENRBMEFILNRS
E#B5 Linux VDA:
E#E5 Linux VDA ARSS:
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sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

% Linux VDA IR
Z10% Linux VDA IRSHIEITIRES, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$3% 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT EN B RAMAM Linux VDA i+ BB 2 5%48 Windows VDA A& M. BXINAIEMXLEESHEME
AEVRPR, FERCETENERMEETENE R

BIEES Linux VDA it BT BN B RISSEIG—LERE], #5232 FRTH Windows VDA i+ B SIE &
BR:
o XWTFIRERY, FIER:

- ZRERGRFEDN (NWFREAZRERMRE),
- BRIERERAED (WTF VDI TAKERMER),

o BENER—MTENBERFREMEA Linux 1 Windows VDA it+HE#l.

} =

AR

Bk AR Citrix Studio RZ#F “Linux BERS” WIS, B2, %% Windows Server &ERFG RS
BREAFRENFRATEARELZREARMRE, %F Windows SEIRFRAASKRERIERFENER FE
BEEN— TR IEE,

e

INRMIBFITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRNEIHENE R,

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #1623z {44

BIERTAMARMES Linux VDA itBEHBIHEN B RMiZE S5 Windows VDA i+ EHLFER. BXINETEMIXLE
ESEVEIIFAETIRER, ESFEIER T,

8 &8 Linux VDA it BB RHZTAR SEIGIA T RS
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o WIRFTER AD BRMABEREE, BJUERE Linux VDA itEHL,
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows itENHIHENE R,

BXRNAIETEN B RMRGHMNEE, 1521 Citrix Virtual Apps and Desktops 7 2203,

7z Citrix DaaS Standard for Azure $6J% Linux VDA

June 16, 2023

aJ L7 Citrix DaaS Standard for Azure (Lai#fA “ERTF Azure 8 Citrix Virtual Apps and Desktops Stan-
dard”) #EIEEMNEAMKRMAEE Linux VDA, USRI ARZFMKEM Microsoft Azure R {FBIEMIE &,
BXFMMES, 521 Citrix DaaS Standard for Azure,

X #589 Linux Z17hR

WUF Linux R1ThRZFFIEThRE:

« RHEL 8.3
« RHEL 8.2
« Ubuntu 20.04
« Ubuntu 18.04

p

7z Citrix DaaS Standard for Azure F#iIE Linux VDA, ERRIUTHE:

1. £ Azure iR MG
AR
tesh, EERTLIER Linux VDA BENEMIEERIT IR G B EHR. EXLMULER, BEEEZBRE LD
etc/xdl/mcs/mcs_local_setting.reg Xt ZRmM& <17,
fBign, BILURIILA R aR<1T:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 145


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-daas-azure.html#domain-joined-and-non-domain-joined
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configuration/linux-vda-self-update.html

Linux Virtual Delivery Agent 2204

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->
a) £ Azure /b, BIEZHEINAITAREY Linux VM,
b) MMBEKE, E#E Linux VM L RESEFE,

c) VM k, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers Ei9EA%REE.NET Runtime 6.0,

d) (¥R Ubuntu) 7= /etc/network/interfaces X source /etc/network
/interfaces.d/* 17

e) ({XPR Ubuntu) &% /etc/resolv.conf @ /run/systemd/resolve/resolv.
conf, miEKHEER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

f) =% Linux VDA 3,

g) B /etc/xdl/mcs/mcs.conf T E, mcs.conf BEXHHEEATIZE MCS # Linux VDA
N2,

=W

B dns TEREAFRIEE,

RELR T BN B RINEFFFSHAEN LR, Hi&E VDI_MODE=Y,

h) i&1F /opt/Citrix/VDA/sbin/deploymcs.sh,

i) £ Azure th, =ik (SHEUHSE) VM, BH#RSEHAEINER (VHD) X4 SAS URL, EaILUE
BX M BIEEREREEEM VM,
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g3 rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

"= Disk
P Search (Ctrl+/) | < Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *
B Activity log | 3600
fa Access control (IAM)
] Tags
Settings

& Configuration
Encryption

&4 Disk Export

It properties

8 Locks

&1 Export template

Support + troubleshooting

2 MNew support request

j) (%) EEME ERBASEKIGE, TOMUER ctxreg TARREASERKIGE, i, UTHSER
PDF TENE R BxhtliE PDF :@ABITENNL AR,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy—-->

2. M Azure S\ FE,

a) EEEEFIRT, BAEMNERG, ERRERETIE Citrix REN TG UREENSNHRE,

BN IRSMASHER REHBBIEEMBEMTFIREITER, BE—ERE, BRITHIRE
£EH3| Citrix Cloud #i%# Managed Desktops (ITE=mH) RE/EEGIBE.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

b) BESAME,
C) WNTE Azure MK VHD 2589 SAS URL, 3% Linux fEREBEGEE,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my_ Ur?

Master image type
() Windows

(@ Linux

Name The New Master Image

‘ E.g. “Windows 10 + My Apps”

d) ZREBESFHETER SN EMEAIRIE.

3. SIBITENER.
PR EETHIR, RARREEEBR. IETENEREN, HERZatIENEME,
AR

FREEMREET VM FiE@:d SSH ¢ RDP /e, 2ipie) VM, &£ Azure [P REIRITER &,
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&3 Machine Creation Services (MCS) ¢/ Linux VM

January 4, 2024

THEHNAITHR

Winbind SSSD Centrify PBIS
Debian 10.9 2 = S =
RHEL 8.4. RHEL bt &= = =
8.3. RHEL 8.2,
RHEL 8.1
RHEL 7.9. b b} = =
Cent0S 7.9
SUSE 15.3. SUSE £ = S =
15.2
Ubuntu 20.04. 2 z FS =

Ubuntu 18.04

RXFNENERER

« AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV

» VMware vSphere

MREZRER N EMNEEEF LOMIEMED EEERF DESTRE, FJRSHABINGSR.

£/ MCS 82 Linux VM
FE

B Citrix Virtual Apps and Desktops 7 2003 2| Citrix Virtual Apps and Desktops 72112, R% Citrix
DaaS (LAgi#rA Citrix Virtual Apps and Desktops fg$3) %#1E Microsoft Azure. AWS #1 GCP L3t
Linux VDA, B 2203 frit2, ERITEXLENE = A Citrix DaaS #1 Citrix Virtual Apps and Desktops £
& Linux VDA, BiEXENE=ENIEZ R Citrix Virtual Apps and Desktops 288, EEERANRYF
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ik, BXRENRFTIENGEE, BERERRANPRIRAALBRY (TTU),
FEFRENARS 285 MCS & E A RIZEE M.

WNREMER PBIS 5% Centrify 3% MCS 21289+ EMMAE Windows 1, 1E5ER U TES:

o EERITENLE, 7 /etc/xdl/mcs/mcs. conf X#hEiE PBIS 5 Centrify 38 FHERE
BiER% PBIS 3 Centrify 341,

o #izfT /fopt/Citrix/VDA/sbin/deploymcs.sh Z&i, EeIE—1EL % (W (OU), %4B48
BANEREMNE MCS SIZMITBETNEEE ANNEEEENR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh EETEEHRER MCS tIEHITEN Z 8,
BIRIBERIEREE Delivery Controller  Citrix Cloud Connector £izfT klist -1 0x3e4
purge,

({2FR Nutanix) $2 1: L334 Nutanix AHV 54

M Nutanix £3%EX Nutanix AHV §&#FE, &89 Citrix Virtual Apps and Desktops B R HEMi%iE . &
KiEMEE, B8 Nutanix 2171 5piREA (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS i+ =2E38/)

4% 1a: JZit Delivery Controller 225541 Nutanix AHV i+ %2 Citrix Virtual Apps and Desktops
&, #%#H1E Delivery Controller %% XD MCS AHV &t

#5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type L d
Choose the setup type that best suits your needs \.
MNUTARNET

[ MCS Plugin for Citrix ¥enDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MC5 Plugin for Citrix Cloud Connector will be installed

(O PVS AHV Plugin

@ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

% 1b: 3 =i Delivery Controller %2 % 7 3+ i1 Nutanix AHV & ¢ %1% 37 % 33&E A F Citrix Cloud
Connector 89 CWA MCS AHV §&f4, 7 Citrix Cloud fAEmB9FRAE Citrix Cloud Connector % ittt Bl
f& Citrix Cloud Connector 75588 AHV B R TREERMAE, 4F5EM Citrix Cloud Connector,
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TR 1c: REFBHFRTRUTIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreat:
\v1.0.0.0 5¢)ET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« f£7<#h Delivery Controller E&#/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, %7z Citrix Cloud Connector EE#g5h Citrix RemoteHCLServer Service,

e

HNNBWNEERELEH Nutanix AHV iG#8SE 1 FH Z# B3 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

TR2: IBRENERE

IS ABEESELIES Azure. AWS. GCP. Nutanix AHV #1 VMware vSphere Bt EiEiE:

o 7£ Citrix Studio FgJiE5 Azure WITEEE

7 Citrix Studio HeliZ25 AWS W& ER

7z Citrix Studio el 5 GCP puitEiEsz

7£ Citrix Studio g5 Nutanix Bt EiEE

7£ Citrix Studio #1835 VMware Wt EiEiE

7£ Citrix Studio T8/ 5 Azure HUIEEESRE

1. 7 Citrix Cloud £# Citrix Studio 1, #EZFEE > 118 > RMIEENRRULIES Azure BEE,

& Citrix Studio (Cloudsdsite)
Search

2. EREREZER Microsoft Azure,
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Stu d io Connection

() Use an existing Connection

azure o
Connection i
(®) Create a new C eti

Details i

_ Connection type: | Microsoft® Azure™ -]
Region
Network Azure environment: | Azure Global -J
Summary

Create virtual machines using:

(®) Studio tools (Machine Creaticn Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. BAEE Azure tkPBIITE ID, ARBNEERZT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)

Region Learn more:

Network Setting up an Azure Active Directory account

Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

8 Citrix Studio (site)

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine

4ol Add Connection and Resources
O Stor
[

@ Zont Refresh

View >

Help

7z Citrix Studio F¢/Z5 AWS pyitEER

1. 7£ Citrix Cloud _E&9 Citrix Studio /1, EFEE > 5 > FIMEENRRUGES AWS HiEE,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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7£ Citrix Studio #8125 GCP WitEiEiE 1RIE Google min T & mINKIFFIRBEMN GCP 15, ABFTMIUT
SRLEIES GCP Bt E &,

1. 7 Citrix Cloud £ Citrix Studio &, #ZEE > 1% > FINEENRRULIES GCP #%E#,

Citrix Cloud Virtual Apps and Desktops Service

Overview Manage ~ BRYL[IG]

O\ Search Add Connection and Resources

[0 Machine Catalogs Name 1 Type Address
ﬁaﬁﬁ Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

ﬁ Applications
Policies

D;? Logging (Preview)

8@ Administrators (Preview)

— Click an item to view the details.
=

==

Hosting

2. ##% Google Cloud Platform (Google mixF &) (EAEESE,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform Y ‘

4 Summary Service account ID:

ZOne name: l GCP ' l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

. FA GCP tkF HIARSS 1K S B EAH BN ERZ R T
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q sere
b Machine Catalogs
== 9 Name L Type Address

%ﬁﬁ' Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1
El Applications

Policies

Dﬁ’ Logging (Preview)

LQ@ Administrators (Preview)
Click an item to view the details.

] Hosting

==

7£ Citrix Studio #1¢/7#5 Nutanix FITE iEE

1. 33 FZ#h Delivery Controller, &7 H#n Citrix Studio FEREE > & > FMEENE R WF=
Delivery Controller, &7 Citrix Cloud EHEF Web 89 Studio =4l & iR EIE > 18 > HRINEEM
iR, UEIES Nutanix B EERIZFEE,

2. ERIEENZ RS PREZE LXE Nutanix AHV fEREZREE, RAEEEEUDNEERERF L. FiE
UKEZER R, ERNENEL, EEATFRERTHNE,
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flgn, ey Citrix Studio

Add Connection and Resources

Studio Metwork

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.

+ Connection
Metwork

Summary Select one or more networks for the virtual machines to use:

™ ! Name !
[J INTERNAL_1
O wvM

Back || oo | [ cancel
%0, £ Citrix Cloud EHEF Web 89 Studio #ZHl&:
Add Connection and Resources
o Connection (@ Create anew Connection
2 Network Connection type: Nutanix AHV ~
3 Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location ~
Connection name:
Create virtual machines using:

3. EMKE L, EFATRERTHMNS,
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7£ Citrix Studio #1¢/725 VMware B9t &iEE

1. 72 vSphere 5 %% vCenter Server, BXi¥4Ms8, B8 VMware vSphere,

2. 1£ Citrix Studio &, #EFREE > {8 > RINEZEMNEBRLULIES VMware vSphere 1.

5 Citrix Studio (Cloudsdsite]

T

Microsoft® Azure™ hitps://m: o/

v [ Configuration
£ Administrators
= Hostir~
[ storef | Add Connection and Resources
[ appy e, >

@ Zones

3. % VMware vSphere fEREZ2E,

Studio Connection

() Use an existing Connection

| RanConnection -
Connection

F=y .
‘ ®) Create a new Connection

Storage Management ]
; Connection type: I [ VMware vSphere ® - ] |

Storage Selection

Nt Connection address: | Example: hitps://vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic taals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next Cancel
e [ cencel |

4. 2N VMware tFp9iEiEtht (vCenter Server URL). &R P & A1 2205 U KR o
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :

| 'f!:' Create a new Connection
Storage Management

: | Connection type: [ VMware vSphere ® = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back T Next J [ Cancel

BEREERFER—NMTER.

£ Citix Studio
File Action View Help
es am
8 Citrix Studio (site)

D search

= Machine Catalogs

# Applications Vmware ‘VMuware vSphere & Enabled

Policies =
[# Logging
~ [ Configuration
& Administrators
(= Controllers
= Hosting
. Licensing
3 Storefrant
[y App-V Publishing

@ Zones

$7 3 BEEE

(1XFR Citrix Hypervisor) #% 3a: % Citrix VM Tools  7£##iR VM %% Citrix VM Tools, LUfEE VM
#EM xe CLI ¢ XenCenter, BRIFREXLETH, BN VM EEEATRESRIR, MBEEXLETH, TERTUTE
CIEEge

o WIRXE. EFBNEIER VM,
o 7£ XenCenter EE VM HEEEIE,
o EBEETTHVM (GEiE XenMotion),
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« QBB FEARNE RER) NHRE, UREREIHRE,
o FIEFEE(TH Linux VM EiF% vCPU ¥4,

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,
sudo mount /dev/cdrom /mnt
<!--NeedCopy-->
2. 1RIBEM Linux R1ThR, BETUTHTRE xe-guest-utilities BRHE,
33F RHEL/CentOS:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3+F Ubuntu/Debian:

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

s+ SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 72 XenCenter AR EFLET £ LIOERIR VM BEIMERES, NRIEMRLTET Citrix VM Tools, MEMHKIR
SHEM K.

(GERTF Azure. AWS 71 GCP) #Z 3b: v Ubuntu 18.04 2= cloud-init
1. ERFREEFHEDHEL VM B VDA THEPAEE, BETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

#aiATE /etc/cloud/cloud.cfg ey system_info #84 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. Ef£R SSH izizinia) AWS £ MCS €28 VM, IERRERSHIIE, FAXE VM KEWMBERARM. 1R
EREERITUTERM.
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« #g1E cloud-1init BEEXMH /etc/cloud/cloud.cfg. #ifF ssh_pwauth: true 1772%. MbREE
% set-password 7RI T1T (WAREH).

users:
- default
<!--NeedCopy-->

o MREHHIERBE c loud-1nit BIBMEIAERF ec2-user L ubuntu, MeaTLUfER passwd
WL BERAPRE, FENRER, WENUEETESR MCS SIZH VM,

o 41§ /etc/ssh/sshd_config X UBREELTT:

PasswordAuthentication yes
<!--NeedCopy-->

RIFZXHHET sudo service sshd restart &%,
H18 3¢: 7EiEiR VM %% Linux VDA 348
AR
B(EAYBIEDSETH VDA fENRIR VM, BT bS8,

EIER VM £%% Linux VDA #8281, 15ZZ.NET Runtime 6.0,

RIBEM Linux Z1ThR, BfTUT®&<$A Linux VDA IREFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

£ 3d: SREHEEURE tdb-tools #4& X+ RHEL 7 fR$5%8:

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

x3F RHEL 7 T{Fifk:
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subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

$1% 3e: (£ RHEL 71 CentOS L) REFLUEMH ntfs-3g 19 EPEL =f%%E 7£ RHEL 8. RHEL 7 #1 CentOS 7
%% EPEL 7768, WEMEETT deploymcs.sh %% EPEL FEaiR a9 ntfs-3g BifF &, BXMARE
EPEL 89158, 1205 https://docs.fedoraproject.org/en-US/epel/ LiR#tAI35ER,

$18 3f. (£ SUSE ) Frhk ntfs-3g 72 SUSE & L, FriAEMEESTRE ntfs-3g, THRAE, HiFHF
&% ntfs-3g:

1. %% GNU Compiler Collection (GCC) HmiZBALH B RIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fa,
3. fRIE4SE ntfs-3g Wik a:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RIFEMERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:
./configure
make

make 1install
<!--NeedCopy-->

H 3g. 4RiE MCS BLE X

1. &% /etc/xd1l/mcs/mcs.conf AHNTE,
o BRATRIMANENZS

SFRIMNEFRITE, TS /etc/xdl/mcs/mcs.conf PHNETERGAKRIEEHERIEEES
HUTEE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
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VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
START_SERVICE:Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

.

ZiINER T, /Jetc/xdl/mcs/mcs.conf 189 AD_INTEGRATION Z£38 E K
Winbind., BIAMEXRMNEHIHSEE T,

o ERTEMNEBTR

B /etc/xdl/mcs/mcs.conf FMZTE, mcs. conf REXHRMHATFIEE MCS # Linux
VDAMZE, TEREITUREEEZENTS:

- Use_Existing_Configurations_Of_Current_VDA: HEREERAYMIEEE
1THI VDA BT AD X B (/etc/krb5.conf. /etc/sssd.conf #1 /etc/samba/smb.conf),
MRIKENY, MCS QIEMNITEN EMEEXHES HFIEEE1TH VDA EMER X HER, BE,
EHAKAEE dns M1 AD_INTEGRATION Z&, BIAMEA N, XEGETME EHEEER
ASRHAE MCS 8l BN ERIBEE X4

- dns: &BES1 DNS ARS32889 IP ik, ERZATLUSE N DNS ARSS 28,

- NTP_SERVER: i&& NTP fr532889 IP sthiik, BRIESITIRAA, TN Ztib2ERTISITHIZRHY IP 3t
tk,

- WORKGROUP: B ITFARBRMITENERE AD HEER NetBIOS 2 (K9 K/NE) » &N,
MCS ¥ ERAFEBPEMITENENZZENBLEANTEAGN. G, WMRITENKS S
userl.lvda.citrix.com, MCS &/ lvda fEATIEARTR, M citrix BEMRNIER, BSH
EHSE TIEARTR,

- AD_INTEGRATION: i&E& Winbind. SSSD. PBIS & Centrify, Hx MSC z#89 Linux &
TRRFFION T ENTIZR, ESRAR P RN L TR,

- CENTRIFY_DOWNLOAD_PATH: i&&TF# Server Suite Free (Lgi#kA Centrify Express)
BEEMNEKR, 38 AD_INTEGRATION Z&i&E R Centrify B, ZEASEXK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&&F# Centrify Samba ##amiER, 24
¥ AD_INTEGRATION Z&igE X Centrify B, ZEAREHK.
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- PBIS_DOWNLOAD_PATH: €& T % PBIS R4+ EnEEFE. RERK AD_INTEGRATION %
2188 PBIS B, ZEASEK.

- UPDATE_MACHINE_PW: EHASZRABMEMITENKFER, XERES, BSHE0E
Mt BEIKF 21,

- F%ILinux VDARRBZTE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N

SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

X mcs.conf BRfAl, FERLTENREEE,
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome

SUPPORT DDC_AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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2. i&f7 fopt/Citrix/VDA/sbin/deploymcs.sh,

3. EERITEN L, B&HSiTHmal /etc/xdl/mecs/mcs_local_setting.reg XFLUIRIEEES
ANEEIMRE, RETRIEEIEIISEE MCS BT BN ESRER BN EL,
/etc/xdl/mcs/mcs_local_setting.reg XthrhE—THERTIREREFMEMREN—
GIERcaN
fign, ERAILUEL T anLfTRmEl /etc/xdl/mcs/mcs_local_setting.reg X#mh, URHE
AR B RE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v
"Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "@
x00000003"

<!--NeedCopy—-->

$E 3h: SIEFE
1. i5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (WRFAYFIEEIEITH VDA EARER VM, BEUSIEP B,) EiER VM L, EHEEEIRBE XS ENFR
B VM L£##E* /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X,

3 F Winbind BF, 8% /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #iR,

34F SSSD BF, EE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

34 F Centrify B, #E8# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl ##R,

AR
BFREERXEIEANNERIAHAEHATE, f0 SWORKGROUP. SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. RIBEERANAE B EMGHIREBHGZ,

« (&R T Citrix Hypervisor. GCP 71 VMware vSphere) ik VM k%% N BIEF H X H#EiR
VM, @IZHrE ERERIRE,
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« (EAT Azure) EiER VM LRENBIEFE, M Azure TJFXFAER VM, HFEER VM BERRES
71 Stopped (deallocated) (Ef=1E (BEGERE)) . BIELABERARI, 7 Azure LEREME
BURET B EZE Mo

&> Comnect P Start @ Restart | M Stop | @) Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mes thel-sssd-temp

Status

Stopped (deallocated)
Location

East Asia

Operating
Linu:
Size

an

Subscription (change)

Subsmit\cn 1D

Tags (change)
Click here to add tags

« (EAT AWS) TR VM &M AERE, M AWS EC2 T1P XFRIR VM, #fRiER VM EIRRES
AEEL. ARBEEER VM, AEEFRE > ¢I2RG. BAEEHREFTEHRTIRE, BHEIERE,

Create Image X

Instance ID i-011€
Image name

Image description

No reboot
Instance Volumes

Volume Delete on

Type DE—,VICE Snapshot (i) S“,::e IcE) Volume Type (i) 10PS (i) Throughpul Termination Enrcrypied
o) (i = (i = = (MBIs) (i) ® ()
Root Idevisdal ggap- 40 |General Purpose SSD (gp2) v| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECECINENE

+ (AT Nutanix) 7£ Nutanix AHV L, xR VM, eIEHHE EMREGRIRE,

=

=W

HHTE Acropolis REBZ#RETIN_E /148 XD_ 7 #E7E Citrix Virtual Apps and Desktops # &R,
RIBEEREA Acropolis i A EGmERE, EGZREBE, EMREIEERASURERIFE
IR,

SR4. QIRHENER

7z Citrix Studio /1, RIEZIHENERHETEEERTEIEN VM HE, IZHENBERN, BFERENERE. T
E=/LN A
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Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

+ [ntroduction s If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Crtri VDA installed,
+ Operating System

0 Don't see the resource group you want?

¥ Machine Management

Master Image b [&]jc-WestUs2 N
) b @] LinuxVDA

Storage and License Ty...

Virtual Machines 8 Azure-1604_0sDisk_1_0b3977506¢1447909bF42373ac0c6a05

Resource Groups & azure-client_OsDisk_1_See3cd35a6d744c 1994502863283

Network Cards = azure-de_OsDisk_1_f047ecO78ebad26bb0d03c0f92869e67

c ter Ac &= Azure-jT7 Jisk_1_adf0f65861d44Ta5bad06606632 a812¢
omputer Accounts

8 Asure-jcjeT7_OsDisk_1_echeddBd75e74bb08159c8e4d837254e
8 Asure-jerhel7T_OsDisk_1_685abfc05e0c4fdfacac?b2Be3bd0e04 -
Summary =8 Asure-jerheld]_OsDisk_1_571a0c329a2340¢e8cTd385a645¢034
@ Select the minimum functional level for this 7.6 (or newer) -
catalog:

Domain Credentials

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back | Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

£ Nutanix J25#) Container (F88) FiE.L, WEREZANRIR VM IBENSR. EEMEREL, BEREKIRE,
FEEHNITE L, REEM CPU MEEUKRE ™ vCPU B0,

==

R Delivery Controller EHitBEH B REEBIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% %
Preparation FitBHNER, X7 2GFAEHMITOIETSZ,

RIERERITHMREES. EXEAES, BSREA Studio tIBITENER.

SRS SIBERMA

ZYARM—IHEZ NI EN B RPEFNIHTENNES, SREEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

£/ MCS E#HE/ Linux VDA

EEH MCS B#EH Linux VDA, EHRITUUTIRE:
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1. 7% Linux VDA B2 HalhRA 2 /1, EWHREZE.NET Runtime 6.0,
2. EERITEMN LEH Linux VDA:
AR
ItEsh, EFERTLUER Linux VDA BEIEMINEERITRIR G BahERH. BRIMUILER, BERIRITEN LM

etc/xdl/mcs/mcs_local_setting.reg XM <17,
Ban, AILURIILA T aR<1T:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x$F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

x¢F RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

x$F SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy—-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->
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3. 448 /etc/xdl/mcs/mcs.conf Ml /fetc/xd1l/mcs/mcs_local_setting.reg.
4. LR,

5. 1£ Citrix Studio &, EEFAFEHMITEN B RIFIRE, EEEUHBENENBHZE, FE—BIE. B2F
MEHBITEN.

B EHFITENKF 255
BIANBERT, TENKFZEELEITENERE 30 Xidfi. ERIEEBIHHURBeIEHITENKFERD, EHRT
LU 21E:
1. #3517 Jopt/Citrix/VDA/sbin/deploymcs.sh 2 &1, BUTEBEZRME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh i, 17 /etc/cron.d/mcs_update_password_cronjob LL
REEMNENME, RASESAZEHAZRE 2:30 EMITENKAEE,

SREHMITENMWFZEBGE, Delivery Controller ENZEIFEEFET LR, HETE /var/log/xdl/jproxy.log F7]
BEs I TR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

EHMREEIR, EEHIEMREIEET. AITEFRA Delivery Controller stigiizhies ERHEFFEES,

7£ MCS ¢85y VM E/=H FAS

AR AT &1TAR LIZTTRY MCS SIERIEIMNL LB A FAS:

Winbind SSSD Centrify PBIS
RHEL 8 = £ S =
RHEL7. CentOS7 = = = =
Ubuntu 20.04 2 S S S
Ubuntu 18.04 = S = =
Debian 10.9 = £ £ £
SUSE 15.3 = £ & &
SUSE 15.2 2 S & S
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ERMR VM L& FIRGESE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. 517 ctxfascfg.she BXEMER, BESHIETT ctxfascig.sh
3. &t /etc/xdl/mcs/mcs.conf HEBELE,
AR
WAfE [etc/xdl/mecs/mcs.conf HigEREVENTE, RAXLETERE VM BaiitiER.
a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIREHN Y.
b) ¥ FAS_LISTZEi8ERNER FAS RSBt s £ FAS RS 8Bthit, BH SRS i
i, HAERSISEE - HZ A FERFR, Hlw FAS_LIST="'<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>"',
c) RIEFEREHMTE, flg0 VDI_MODE,

4, 517z /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS ¢35 VM £/i5H FAS

NRFIN_EPIRIEEAR T BN LB A FAS, WAIESD MCS 8128 VM EEA FAS.
E7E MCS ¢899 VM L2A FAS, BHRITUTRE:
1. 7£ Jetc/xdl/mcs/mcs.conf FigBETE,
AR
wE fetc/xdl/mes/mcs.conf FIEEFREXENTE, FAXLETEZE VM BafEARN.
a) ¥ Use_Existing_Configurations_Of_Current_VDAK{EIREHN Y.

b) #& FAS_LIST Z2igEH FAS AR5 28ithit,
c) RIEREZEHMETE, fitn VDI_MODE,

. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. Bf7ilZs /opt/Citrix/VDA/sbin/ctxfascfg.sh., BX#MER, ESRAETT ctxfascfg.sh,
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& Citrix Provisioning 8% Linux VM

September 1, 2022

ASREE XBEBIT TR AMZE Linux BAREENER. FRLTEE, EaRTLEREE Citrix Virtual Apps and Desktops
B RFAES Linux B S@E,.

F#LUTF Linux 2X1ThR:

« Ubuntu 18.04
« Ubuntu 20.04
« RHEL 8.4

« RHELS8.3

« RHEL7.9

« SUSE 15.2

« SUSE 15.3

HE:

o BATEWEER Citrix Provisioning aJH1f73¢tf Citrix_Provisioning_2203.so izt
H AT ARES, BRIEERN Linux ZITRRERZZREE, ZEA Linux TEAREXEAE 2109 XES
ks, TERE Citrix Provisioning iR5588 2109 X E=hRrZS,

« fEH Citrix Provisioning LUBE R AR#X Linux BAMg&EE, B RENEZHEMREGOE LM ER
AKX, LB EBEISIE R BT,

o BFBRFEA btrfs X WEITSX, GRUB2 & btrfs # X HILA SRR, GRUB % GRand
Unified Bootloader.

BXFAER, 1B Citrix Provisioning X#4FRESE D i A X Linux Bfig&E.

77 XenDesktop 7.6 X EHihkAEE Delivery Controller

July 7,2022

XenDesktop 7.6 XBRAFEE XA BT Linux VDA, XFXLERAR, BEGBTENMEFRENIIZE, REM
WIHEBEAX PR M.

&t Delivery Controller id &

3+F XenDesktop 7.6 SP2, &Rz Hotfix Update 2 3 Linux s E#Y Broker, Hotfix Update 2 aIfE LT
UEHE:
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CTX142438: Hotfix Update 2 - @R F Delivery Controller 7.6 (32 {i1) - Z&xhi

33 F2F XenDesktop 7.6 SP2 #9hiizs, AIfEAZ N Update-BrokerServiceConfig.ps1 89 PowerShell s
SkEE# Broker Service BiE, TSP REILLA#ZN

o citrix-linuxvda-scripts.zip
xti7AE9E4 Delivery Controller EELUTHE:

1. 3% Update-BrokerServiceConfig.psl fiiz<E %% Delivery Controller i+&#1.
2. EAHERER FTXHITH Windows PowerShell #241&,

3. W%2E% Update-BrokerServiceConfig.psl BRI 4%,

4. i&fT Update-BrokerServiceConfig.ps1 fizs:

.\Update-BrokerServiceConfig.psl

<!--NeedCopy-->
B
PowerShell H2RIAEZE B2 LEA1T PowerShell Bl4s, WREAEITERM, E%EL PowerShell H1175588,
AEBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.psl =/ Linux VDA FrErEh WCF iz =85t Broker Service BEREX %,
AIEEF BN Broker Service, Ziila~s B ah#iE Broker Service REEXHHE. RASKER—TERT ARG
FREXHRIR&Y, HEXHEHm prelinux.

XEFRFFME S AERRE—1 Delivery Controller 1589 Windows VDA 8932, — Controller AR
T EEMAIE Windows #1 Linux VDA B&iE,

1%F Delivery Controller fi2E

YA EMEEEXE KA TF Delivery Controller B¢, EndpointLinux = % # & 7 %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config sttt I H R,

£ Windows &< REOR, UFAHBERERSHERHITRE:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->
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HRB&#0 LDAP fRS 23318

September 1, 2022

Citrix Studio FHVEERIEE

E7£ Citrix Studio FIGBHER, HEHITIUATRE:

#TFF Citrix Studio,
IR RS E R

B OIERE,
RIBEREE S 155 RIG B 5L,

A

VDA £/ LDAP fR58318 8

W IR, VDA £89 LDAP RSZEIRERANEN, EXTZSEMSEMIFER, ZIREBLV TN, RIBRSZFELIR
B R EXEFEPHIT LDAP 2%,

2% Linux VDA RHEE, BITUTH<:

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENAENBNEE LDAP RS 2%: BAEEIMEM LDAP =R (FQDN) (% LDAP %) FI&E (i
adl.mycompany.com:389 ad2.mycomany.com:389).

. value not set

The Virtual Delivery A t ult gueries DNS to discover LDAP servers, however if DNS is unable to provide
LDAP servic cords 7 i a space-separated |ist of LDAP Fully Qualified Domain Names (FODMNs) with
LDAP port (e.g. : pa

of at least one LDAP server. [<none>]: Il

ERLUBITIETT ctxreg sr SIS EEIZE MR
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.

mycompany.com:389 ad2.mycomany.com:389" --force
<!--NeedCopy-->

i1

July 7,2022
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EEBRABFANAT Linux VDA BIThEE, EIETHREIREE. ECEMBIEHRR.

B

July 7,2022

ETBORBEEUTER:

« CEIP

HDX Insight

5 Citrix Telemetry Service £/

@M Citrix DaaS Standard for Azure B9 Linux VDA BRE#

Linux VM #0 Linux £i&3E#r

ERAbES

ST bR

RER

BARS TIFER

TEMKAER

Hth

AT HTMLS5 B Citrix Workspace M AEFZ 1%
Bl Python3 EiIFiR

# NIS 5 Active Directory £/

IPv6

LDAPS

Xauthority

Citrix P 430ekEi+%) (CEIP)

July 7, 2022

25 CEIP B, &%z m Citrix RXEZFITHIBENERBERESLURS Citrix =RIREMMERE, s, EBEN

BIAB#KXE) Google Analytics (GA) LU#TIRE. BHMIH. RIAMERT, GA RFRAKRS.
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AMRIRE

BINERT, BERE Linux VDA B&2BhE5 CEIP, AAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRAAIRE,

« CEIPSwitch
BR%ZA CEIP fEMRigE (FRIAME=0):
{iiZE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##5: CEIPSwitch
E: 1=284, 0=28
KIgER, CEIP &FEARE,
AIATER Fif EIETT AT e S5k A CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
BRASEA GAREMRRIEE BHAE=1):
{iiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##r: GASwitch
& 1=28, 0=BH
KIEEET, GA LA FEARS.
AIER iR EEfT U TR $RER GA:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
EHBIRRERFIEMRIZE (BIAE = /var/xdl/ceip):
fiiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
B: FHR

AILUEITIA R an e R B ML ERIR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178



Linux Virtual Delivery Agent 2204

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERFRETHRIARZER,

M Linux VDA W51 CEIP %R

TREHTWENERERNEETA, HEPFESEMREHERETFAFEAER.

BiER TR RIS FR BiEA

&M GUID machine_guid TRIRMELREREIREY T BN

AD fBRSR ad_solution RRITENBRIN S EZN X EF R
=S

Linux Mizhzz kernel_version RN ENAZAR AN X A F R &

LVDA ks vda_version FREER Linux VDA FRZSHI XA
FRBE,

LVDA & efi&s update_or_fresh_install RREESHREFFHRLF Linux
VDA BB X A F R &

LVDA =% install_method Fr@EdER MCS. PVS, Rk
WFNRERET Hai Linux VDA
REBENXEFTSR,

2EBRA HDX 3D Pro hdx_3d_pro RIAELBEITEN LEEHE HDX 3D
Pro MIXAF i &R

EEEA VDI #E vdi_mode REAEEEA VDI E{H A F RS

REXIIE system_locale R BN X & B SR FRF
&5

LVDA X E/RSS LR EH S hAda ctxhdx ctxvda ctxhdx # ctxvda RREM X

EMHEshaYE, B R
dd-hh:mm:ss, %0 10-17:22:19

GPU 38! gpu_type RNITENA GPU 28

CPU Rz cpu_cores FITENN CPU MiZiaEEEk

CPU #fi= cpu_frequency F CPU siEpZ m# (WMHz A
(1)

YHEREFRN memory_size RTYEBAFEANNESR (LLKB A
1)

B RIE session_launch RAEMNEE IR ST EN LB

& (BEREMER) WIEHRHIRLY
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HiER

Linux &FRFER AR

JEEEIERYE]

SIEFEEATE]
Receiver ZFumsEHE!

Receiver Z P igiRras

FTENIT ¥R
USB EE MK

Gfx fRfitIZF KA

it
FPREES

BRFEE@IT

HDX Insight

April 18,2024

RN

ERRIE TR

0S_nhame_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Linux VDA &4 3z#% HDX Insight Thgk,

iR

RNITEN Linux 2ERAZ A
FRASBIXX A F T R
MR MEIREVEIRER 218

RRBNSIENRIRRBR AT
e |=@ak <appname>

BT REXIENEME, — P RiE
BB ZAERE, BRASIETLU
WP B
AFRENERIIHNRIEREN
i)

KTATFR=IER Citrix
Workspace [z Ri2FFHIZE B EE SR
KTATRRIEM Citrix
Workspace [z Fi2F IR 2SS 2
FRE

RINAIEFEATTENThRERUR BT 21

RRSIEFER USB I§& MR EEVEE

#
BRAENERR R LR XA
TR

RISIERETHIRAEIELL
BERPERNFIEIEENAEGKT
(SE=:]
RTERFEERATRIEFNARE
FHIEERMAR S HEIERIREK
HYEE LK
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b
T

REKHREETERR,

fEAER
HDX Insight #5#m3@id Citrix Workspace Fz#2F#1 Linux VDA Zial#y Citrix ADC {23289 ICA JE 2., Fig HDX
Insight #3E393 B NSAP EiEEH UKREE SN AR, NSAP EIGEEBAL T B ARS.
U Ter$ o032 AMER NSAP EihEiE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

-—force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

R HR
FETREASIER

AIREE M NREA:
+ HDX Insight RIEHEE,
B30, 7£ Citrix ADC L= AppFlow, 3¢#&7E Citrix ADM LEEE 7 RERH Citrix ADC 36,
« 72 Linux VDA ka5 ICA 1ZHIEILEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.

FEREANAREFHRER

BWIARS R T TEEIEE B TENBERF EEET.

5 Citrix Telemetry Service &5}

July 7,2022
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@35 Linux VDA 2 &m A Citrix Telemetry Service (ctxtelemetry), &aLETT Citrix Scout, FAEfE

B /opt/Citrix/VDA/bin/xdlcollect.sh fiiAskuggEHE % Linux VDA B S,

&8 Citrix Scout -

Collect

Select or add machines to collect data from:

s

o

+ Add machine Filter by machine name Q, ‘
Mame Type Status
[0 rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[  rggbe-lvda-3.bvt.local Linux VDA
[0 rggbe-lvda-31.bvt.local Linux VDA
[0  rggbe-lvda-5.bvtlocal Linux VDA
[0  rggbe-lvda-6.bvt.local Linux VDA
rggbe-lvda-8.bvt local Linux VDA Verified
[J  rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-session VDA

+" 1 machine selected. Back m

AR

M Linux VDA 1912 R ERRRAFA LG, DREHz(T /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix

Telemetry Service (ctxtelemetry) W E, AXXETENFMEE, BSRABNRE,

BERFZA Citrix Telemetry Service

« BEAZRS, 15517 sudo systemctl enable ctxtelemetry.socket <,
1

T
ERRERS, BET

sudo systemctl disable ctxtelemetry.socket,

EYin)

Um M

BIAERT, Citrix Telemetry Service (ctxtelemetry) /8 TCP/IP 0O 7503 fifF Citrix Scout,

Delivery Controller £# TCP/IP %0 7502 5 Citrix Scout #1715,

R4 Linux VDA B, BJLEARIAROSHE BT U T EEERHO.

EfEA
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« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiff Citrix Scout WEZEF KO, BiAixON 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @fE89i%0, BAIAIROA 7502,

E7E%E VDA EEImO, EHITATgME:
1. EFENATS Scout BEMEHO, HETU TR,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. EEHM0F Scout WERFIHA, EEITUTHSUITHHEE ctxtelemetry.socket 32t

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTHSUERBHERFIR O,
sudo systemctl daemon-reload
sudo systemctl stop ctxtelemetry.socket

sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4. EAMEEERBAHRBO.

Fan, MREFERANE Ubuntu, 5517 sudo ufw allow 7503 < LIS AikO 7503,

IR
3R Citrix Telemetry Service iR A NIETT, WATLEABRERRBERR,

1. EEAERER, BEETUTHLUITH ctxtelemetry X, #AE% DebugMode EEHH 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->
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ELRGIAR, ATLLETT AT < REL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEZE &R Linux VDA #1£ /var/log/xdl/ m&E#
telemetry-debug.log,

AR5 F A

THAEZFTIRON systemd sFiFEFRIABHERLVEX R, Citrix Telemetry Service BHARFELLRES, #H
{R7EM Delivery Controller X H HEWEBRINEE, HEWETRE, RESSHMNVKEIBTR, FEER 15
D8, MRGEEAKREBER, WaBFXEL, AILUETUTHSEESFNE,. &/MER 10 D8, WRIGENE/NF
10 %0, NSIVE 10 DHREN. REFFNEG, ELEHERBIRS.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

Coanyes

EFBRERERS ZE, BIENHFHEENSaITENBMETT. XENXFHFRACXLEER, NRESITENHN
MKW, Scout BET—FHEE, RUBINNEIEER. HXEIENXMIFAEES, ES1 Citrix Scout XAEHEILE
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IEN BB 53

@32 Azure #17 Linux VDA BEEIEH

May 30, 2024

1t IhAEH B F 3 Bk 7E it XIRIBY I8l B EhE i Linux VDA 3, H&7E Citrix DaaS Standard for Azure (LLgT#RA
“SEAT Azure 89 Citrix Virtual Apps and Desktops Standard”) &6 Linux VDA BHEEHE R, &7 Azure &
FEE VM NEAEERNR. BXFAES, BSEE Citrix DaaS Standard for Azure 8 Linux VDA,

icE

BEMALLINEE, BRMUTSRE:

FE 1. BEHESFH VDA & L& E Azure B3

& la: 7£ Azure 7F{#EIKF T RIR— N B RH K ERIHRAF11&E 5 Blob (Anonymous read access for blobs
only) (Blob (2R blob HE & EEVAIINE)) .

AR

Azure B2 blob LI THAFFEFEMEE, Citrix WHEMZ2REFREERT, I THEIERSMERMER
i, BEESREBEREEARIFELTZE N Private (no anonymous access) (FAZF (EERIFIEER)).

Steplb: ¥ VDA E3fs B & #2184 Updatelnfo.json B9 JSON XX, BXRXMHENARA, ESFEAUTHR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)

{

"TargetOS": "RHEL8_3",

"PackageName'": '"XenDesktopVDA-21.04.200.4-1.el8_x.x86_64.rpm",

"PackageHash'": "
a6f2aba23b84bbc3a4640294a8bb92474e0cacbable5ae33416c0a4473a28d73"

}
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)

{

"TargetOS": "UBUNTU18_04",

"PackageName": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash": "4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

{

"TargetOS": "UBUNTU20_04",
"PackageName'": "",
"PackageHash'": ""

}

]
}

<!--NeedCopy-->

Hrh, “Version” R5#8 VDA Bz, “Distributions” E—4HFHNR, S NEREE=/HH:

« “TargetOS”: %2 “RHEL7_9” (EATF RHEL 7. CentOS 7 #1 Amazon Linux 2) .” RHEL8_3".”
UBUNTU18_04" = “UBUNTU20_04", ctxmonitorservice BHRFHEMEMELIThR-

+ “PackageName”: i8E 48y VDA BiFEHNEHE,

+ “PackageHash”: £/ shasum -a 256 <pkgname> &<itHE# SHA-256 f&,

Steplc: ¥ JSON X Linux VDA B4E 83k A EHEEH Azure 2%,

S 2 EXMREEE VDA LB BEBENIIEE

RIAMERT, BREFRVFRZAERS, MR Citrix DaaS Standard for Azure 8 Linux VDA, %7 mg
HITIEEBR B, &N, HEEES T Bir VDA LBRIZINEE.

EERABRER, BETERMTUTREMNGS, U4miE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
TR MR

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "@
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRNBTAEMRILE,

AMRIGE iBA

fEnabled B RET, BIAMERT, ZEN 0, REREN
B2, AIURHIGEN 1 ISR ERER.

Url LGB ANET, BIRE Azure F28 URL LUREXEH
= BMFH VDA HiFa,

ScheduledTime B AIET, ALUGHIEE R Immediately =

NextStart, Immediately =& T2 VDA Bt a1/G
Y ANETEH. S THEREREEENENIEEERH,
IABUER, B2, MR THRGENFEALNRIE,
AT e A A A%, NextStart EkEE T REDH
ctxmonitorservice BARTEH. HTHEER
SHEHENERAESE, WETER,

CaCertificate LGB ATEIRE. ©i%E PEM IEBMSEERZURIE
Azure =238 URL, 33F Azure blob, ©a L2 M
B RHERN PEM 89 portal.azure.com BIIEH,
ATREER, BMNBNERMIGEMRIGE, BNE
Ubuntu E3%#, # RHEL L, B&E#EZ curls
SH—LE NSS F, HRIEEIEPHRIENER,

EFER ctxmonitorservice B, BE%LE Url LIFKE Updatelnfo.json ¢, #AEM JSON Xrié
REHMAS, A/ ctxmonitorservice fREMRES HFARAHITHER, MRLFRFRE, ZRSEM
Azure TH#kZAH VDA NGB HIGHREESH, 25, ©iRIE ScheduledTime Mg BEITEH. X T4
E, EuLEESERB ctxmonitorservice L&A EH., B2, £ Citrix DaaS Standard for Azure &,
&3t VM S EBEANE, REEEHEE VDA HENEEFRSE ctxmonitorservice, MIREHEK, &
8 VDA 3$EIREIIA ki dso

AR

o TAREREEME LREREMRIRE,

o WIRIFFHRIFAE VM RN THREER, NUNEaTESHE,

o WIREMHMEIRHRK, AREERER,

o MREFRMEBEIRM, F—MEHEF ARG RREMZAD Linux VDA, XMERFZ&RER T
- EIMBEEERE/SHEIEST8ETEM. Citrix Studio Fi&ERSIERES.
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Linux VM #1 Linux £iE1E#x

August 11,2022

TRIIE T —EEATF Linux VM # Linux £iE836R.

81T PREBIERIK VDA itz

ERFEAE 2109

iR

EERERIEN—MES,
ZIEREAFM Citrix
Workspace [ BiEFFA
EETI R R RIERXE
BtEl, BEEERIENET,
&5l Citrix DaaS (LLai
#5749 Citrix Virtual Apps
and Desktops AR%3)

B AET R, Monitor
%LU Director =41 8897
R, LU Citrix
Virtual Apps and
Desktops Zigikiz<#0
LTSR EREHXF Hi#1THpE
Hibg, EIETLETEL, &
HPIERFFENE S R
WEELEEE. EERK
BETIE L, RBEIREHH
g5 A A MR T,

&

{RIEEMB AT Ao
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=L

REEERER T

TIRBYIE]

Linux VM py#TE45%R

i

ICARTT

FREBIERIK VDA hivzs

2109

2103

2103

1909

1903

WA

EEERIETHNENENE
R, EIRREBIE,
REFMHBREZNAULE
BRERTE, RIEEHE
MEFIT TR ETRIEN
EhEMEER . iEH
SEUHE G ESEMERE
RESENEY, KBEH ‘B
BIEE . BXRIEEN
EENFEAER, BB
iH. BXREEMNIFAES,
EBRE P in B EERE
REISIE BN SIS ] SRR
®E.

EiRRILAENR, EBITIERE
HiEsE > RE>FERIE
FTAFBERIETIH.

Linux VM ML T E361R
AT CPU &R, AfE
K BERBSUR LI
s CPU MREFI A=
Linux 1EREmImE
ERIEFAE BTGRP E
7 UDP & TCP,

ICA #iRBFiE] (RTT) 2M
TR T ENRE IR S I
E&im LA MEtEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l ICA
HRITIEITERM ICA 1R
(= BN

gnfarifia) Citrix Director 1453028 A9 S FRIEITHI R G

o BERIFLATE]

&

7z Citrix Director #ni5#%
ST

17£ Citrix Director #0i5#%
23HIY T A,

£ Citrix Director #0i&#%

IR A,

7z Citrix Director #0451

A

7z Citrix Director #0541
23R Ao

1. 72 Citrix DaaS s iliEm+ L, BHFHYERFENEIDFNEEHEBES,
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d Deskto)

Overview  Manage ~  Monitor Downloads

Ut Cormrocton Fardures @

Total Failed Multi-session OS Machines
jrdata B9
[

jrecata

Sessions Connected

Average Logon Duration
L]

2. EERMETEL, KRETIEFN.

= CilnX  virtual Apps and Desktoj

Overview  Manage “ Monitor  Downloads E. o 8 Q
Dashboard Filters Alerts  Applications o Seach
Logon Perfarmance o Exalusat x  Capacity Manage MachineUsage  Resource Utdiza Fai be Results € setwork e (@ 4B

Logon Performance

Delivery Group

Time Pesiod Last 24 Hours y Ending

—— Awerage Logon Duration === Previous 2 Hours Average B Number of Lagons

verage Logon Duration

Numnber of Logons

3. BENAUARKE RIFEIEET.

iFri%

Overview  Manage ~ | M Downloads . 0O 85 | & Q
Dot Fun’  Abma  deicwons | Cofgwatin  Sewh
Logon Performance Lo B . v S Rrsource tiz - . o e . . c (@ 8-
Ending
Apply

Avarsge Logon Durstion
Mumber of Logons
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o CPU i #h. WEA/N. BEAE, UK Linux VM BYFIFIFHSE CPU RREM AR
Eifia) Linux VM ROXtE3EsR, 151E Citrix Director (/411 23h# 2% VM, AREETENIFAEE@iR.
u:

DIFEC'[OF @ ﬁ‘ﬁ' .‘ - . '0‘ il

Dashboard  Trends  Filters Mlerts  Applications Configuration  Analytics

Machine Details Machine Utilization

Te—— —Ta—

Machine name

Display name wserver

Delivery Group wserver

Machine Catalog wserver

Remote PC access No

Site name 100%
Windows
Connection Setting
Registration state Registered
0S type Windows 2016
Allocation type Random
Machine IP

Organizational unit

VDA version 2103006178

CcPU Memory 10PS

Logon Enabled

Hosting Connection
Name

Host Name nla
VM name nla

nla

vCPU 4
Memory 4088 MB
Hard disk 200 GB

Avg. disk
secftransfer
Current disk queue
length

Microsoft RDS
License

Load evaluator

0.002

Time (last minute)

Sessions
index No of sessions
Connected
Disconnected
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. "M 'i_ L1} i
Director @ oGt & A o i oo

Dashboard ~ Trends Filters Nerts  Applications Configuration  Analytics
B —— ¢

< Back to Machine Details

Historical Machine Utilization Export
Time period: Last 2 hours v | Ending | now =
Apply G e [Last Applied: 03/02/2021 19:06]
QNS DM &40 DAA ANEDNA 210 DAA
Select Chart: CPU Memory
CPU
M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM GO5PM 610PM G15PM 620PM 625PM 6:30PM 635PM G40PM 645PM 650PM 6:55PM

Zoom is not available for the selected time range.

Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM 605PM 610PM G15PM 620PM 625PM 6:30PM 635PM 640PM 645PM 6:50PM 6:55PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. thi¥

EEE Linux 2IF0IE1T, HETHETIES > 25 > IASEIARELERE, REHNS5MEaE
1R BHRSEMESER, BITHRESERE, ARREEFFUFNLEHEERME, Fin:
Coer]

Activity Manager Machine Details Session Details

po—— r— seso it~ s | i

Machine 3} 3

name Session State Active

:;s"ﬂay sin-ubt18 Application State Desktop
Application Name o Status Anonymous No

Delivery - ’
o sin-ubt18 Time in state 56 minutes

Machine
Catalog

Remote PC
access

[] userl@ubti8-sin: ~ Running
sin-ubt18 Endpoint name

Endpoint IP

No Connection type HDX
Protocol uDP
Citrix Workspace App Version ~ 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT

Registration — ICA Latency
state egee Launched via

OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot refrieve the data.

Organization S _ _
al onit CN=UINF18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

s RIEEEDENEEITH
EEEREPHNEDEMERRL, BHREENE, REFHHEENAUE MERER TR,
REBEIERITHIIE R T REN B ERER R fla0:
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= CilrIX

e

o TABYE]

Filters - All Sessions
View: O Machines © essions O Conections O Appication instances
Fiter by 5 = @ =

Session Start Time Anonymous Endpoint Name Endpoint 1P Gitrix Workspace App Version  Machine Name

20272021 208PM No 10.157.13.68
Usert Active 20272021 209PM No 10.157.13.65 22012142

HEUE

July 7,2022

5%

WEBEHEMFBMAIE T ICWRE, HERETBFEE, BIMERT, Linux VDA BB EREINRER T B AR,

[y

ctxlogd sr#rigF#l setlog SLAEFEIEE Linux VDA FRA#HEH, RiIAMERT, ctxlogd SFiPEFE
EREHEE Linux VDA BEH.
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ctxlogd <Fipiiz

RERPIE HAMRSHMET ctx logd FiriEF. MRFFERER Linux VDA, FJLELEL ctxlogd sFiFEF.

setlog SLHiERF

ASWENEERFER setlog LARERFREN, ZEFMT Jopt/Citrix/VDA/bin/ 2 F. RE root AR AN
BITZIEF. ATUER GUI iETHSREEMNERRE, BEETUTHSLUIRERER setlog SREFNERE
B

setlog help
<!--NeedCopy-->

& EINMERT, Log Output Path (BEimHERR) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
K/ &EBHR 200 MB, ZRZELUTE Log Output Path (BEMHRE) TREMRNIHEEX .

EEYRIMN setlog f&:
setlog values
log_path (Log Output Path) = /var/log/xdl/hdx.log
log_size (Max Log Size (MiB)) = 200

log_count (Max Old Log Files) = 2
<!--NeedCopy-->

EERKRER) setlogE:

setlog value <name> [<value>]
<!--NeedCopy-->

4.

setlog value log_size 100
<!--NeedCopy-->

&3 FANERT, BEEIERENES (FREDARNE).
BEEENTEHEFRENBERS, BETUTHL:

setlog levels
<!--NeedCopy-->

BIREASES (B81F “BREA". B4R, ¥4, BR7. “EF. ‘HBR M WHHER), HETUTHL:
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setlog level <class> [<level>]
<!--NeedCopy-->

B5E3 HEBH (FRHANE)
B2A x

B4k g

EZ 4

Hs =8

B B

58ig S

Hanhiz G

<class> ZTE|IEE Linux VDA 9—PAM, BREBFABAMY, BREREN “287. fH:

setlog level all error
<!--NeedCopy-->

& FOAERT, RSIREWNT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false

CLASS = false

LEVEL false

FUNC = true

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

195



Linux Virtual Delivery Agent 2204

FILE = false
<!--NeedCopy-->

ERLUHITS:

setlog flags
<!--NeedCopy-->

BEENRERASAE:

setlog flag <flag> [<state>]
<!--NeedCopy-->

EREHMIME  BFFERG. mENEERERIMNRE:

setlog default
<!--NeedCopy-->

B5E:

ctxlogd BR52:ER [var/xdl/.ctxlog XHEER, RA root AFREBEIRZX . HtAFIHZXHE
BEEANR. ENZIN root BFAERAEMAFETFEAIR. SN2SH3 ctxlogd #ITERRER TR
BE, T miRsSEEMERE, HMEMAF AL,

HEHER

[var/xdl/.ctxlog >x#E%k (Flan, BEIMAER) BY, ctxlogd SFFRRFRN, EEFEEEFM B ctxlogd iR

%,
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BRI, B root AR &13iE1T setlog UEMEIE [var/xdl/.ctxlog . RAEEHBEMRSFAE
Fiy ctxlogd BRS.
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DER ?LEE

April 18,2024
BESEEIENEE, HEBERALUE Intranet EEFRFH ICA 2iF. ZI18EER noVNC ZiZE ICA i,
AR

B(ERIZIEE, BFEA Citrix Director 7.16 SiEShA,

REMECE

KRR

REFBFEEM MK EIXER python-websockify #l x11vnc, fE&% Linux VDA BFsh&E python
-websockify #fl x1lvnc.

3+F RHEL 7.x 71 Amazon Linux2:

BETUTHSURE python-websockify fl x11lvnc (x1lvnc kg4s 0.9.13 SEEARA) :

sudo pip3 1install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

ZfRAR python-websockify # x11vnc, &% RHEL 7.x L2/ Extra Packages for Enterprise Linux
(EPEL) #0713%H9 RPM 72fi#iFE:

« EPEL
x1llvnc FZ EPEL &R, EEiTUTa<USA EPEL 74k
yum install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-7.noarch.rpm
<!--NeedCopy-->

o A% RPM
EESATEMN RPMs FEEURE x11vnc N—ERHIERER, FETUTaS

subscription-manager repos --enable rhel-7-server-optional-rpms
-—-enable rhel-7-server-extras-rpms
<!--NeedCopy-->

¥+ RHEL 8.x:

BEEITUTHSURE python-websockify Ml x11lvnc (x11lvnc kg4 0.9.13 HESkRAS) -
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sudo pip3 1install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

Zf#it x11vnc, #&REA EPEL #1 CodeReady Linux Builder =&

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos -—--enable "codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

34 F Ubuntu:
BETUTHSURE python-websockify fl x11lvnc (x1lvnc hg4s 0.9.13 BEARA)
sudo pip3 install websockify

sudo apt-get 1install xllvnc
<!--NeedCopy-->

xtF SUSE:
BETUTHSURE python-websockify fl x11lvnc (x1lvnc kg4s 0.9.13 EEARE) :
sudo pip3 1install websockify

sudo zypper install xllvnc
<!--NeedCopy-->

3¢F Debian:
BETUTHSURE python-websockify Ml x11lvnc (x1lvnc kg4s 0.9.13 EEARA) :

sudo pip3 1install websockify
sudo apt-get 1install x1llvnc
<!--NeedCopy-->

] m|

RFEF AR BHiERE 6001-6099 WM E A OREIM Linux VDA R Citrix Director m&Es. Hit,
AIUHITERH ICA SIERFMEEE 99 1. FHFEERBRIRORARBRENER, LHESRIEER.

AR

TRIE THEXEME:
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MR A BRIAE
EnableSessionShadowing BRNEARIEEXE 1 (BRA)
ShadowingUseSSL R AT Linux VDA # Citrix 0 (A

Director Z [a|#9EE N

BJ7E Linux VDA EiE1T ctxreg ;s REBUEMRME, AN, BEASIELFRE, BEETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director zZ a8y noVNC &% B WebSocket #hi¥. M FRIFEF, BRIETR LN
“ShadowingUseSSL” jEtRRiEZFE ws: // Hwss:/ /o BRIAMERT, &R ws:/ /. BR, HFRLEH, &
IMBRNEFER wss: / /, #EEA Citrix Director EFisf1&E & Linux VDA AR 88 ER4EIE. Citrix IE£EFIBE
Bws://#17 Linux VDA IEEFNERZL R T,

FERSS EIEPFIR SSLIER  IEPMAMATEIERMANE (CA) BX,
SHIFEEHEPEE SSL WSS Linux VDA lRE28FKiR, MEE—HRMMIRSIZIIIE (81FFH). RSF[IEBITRF
ERITEN, FESTNEEARSEBNTLEEMNEEZ (FQDN), Ea B MIERBRTIER. EXMERT,
B NEDHEE R
5 Linux VDA #@&=z898 Citrix Director P it BEIRIEP. RIEBIMIMARSIZIEHNE— CA K15,
A LUMILT CA RERS[IMEFIHIER:
o S5EMNIRIERFIRGE—EEN CA
o 1k CA (AL AFEIAIRA CA)
o REBRERFIRHPE—EEH CA
BEWEALHNETLER, THEOIEEEREMAARIREBUER,
BE.
cMREBIFFHNABLBYSME Linux VDA Y] FQDN X E L S EHMBER & MNIE F &, 4 W
vdal.basedomain.com g *.basedomain.com,

o IBHREE (845 SHALM MDS) MFHFIERFHERMS A, FEXKHENH. Ak, SHA-256 f5EH
RIRAR I,
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Z=&1 Citrix Director i LR ERIEH RFERS IS ERERANEFT EMROEREME, HILERTLUER
[IS 5% Microsoft EigzHla (MMC) IEREB S TRERIEH, W CANIERRE, a7 IS FEHF Web RS2
EPES, RAERASHLREZIER. S, ERIUEFER MMC HRIERENRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome S NREMEIRER S LMIEH, XF Mozilla
Firefox, HfEIEHEIREEH Authorities (F&MH) EH+ ESNEMIR SSLIEH,

#S4 Linux VDA fRS28 F RERSV/IEBRERH BRSJBIEBHEH “shadowingcert™”, HKEPH
#H “shadowingkey” (* #5418z, a0 shadowingcert.pem # shadowingkey.key) . &R 23IEBMNE
PN HRIERRZ [etc/xdl/shadowingssl T, H 5/ RANRIE Lt L TRIP, MRZFRKEERER, Linux
VDA B EHFFENIEBRBRNM, MISHS Citrix Director MEEANK.

fERER

#£ Citrix Director f, HEIBHFRIE AERHRFFAFEESMERNER UM Linux VDA RIXEFE
Ko

Session Details

Session Control - Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICARTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127001

Policies Hosted Applications SmartAccess Filters

EEMBRLE, ICAREREPE (RE Citrix Director FFim) LRET—FHIVES, EXRAPATNS
EHITER
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/\ Allow an administrator to shadow this session?

Mo Yag

MRAFPEER, WCitrix Director WRER—1NEN, IBREEEY ICARIE

BXAZERIEMEE, 52F Citrix Director 324,

PR

o RIFEFMUERAT Intranet, EREATIINEEMLE, BMEE Citrix Gateway iE#Eth2itk, Citrix IE425i8
TESMEB IR Pi#1T Linux VDA SiEEEMEAERE,

- BRATRIEERG, HEERREETE ICARIE, BTREEATHITH.

s BERHECitrix Director #BEEEGE, RAKER—FHIVER, ERAPATNRIEHITER.
REERIEAF AFETRENSIEHRITER.

- AIERRNEIAVESEENRE], B 20 7, BiE, ERIERERK.

s — I RIFREH—(IBERHITER. fliWl, NMREER B ARKIEFEER A REERIBER, REHAFPRRAHIA
EESENHIERFEE L MRAFAR, EER ANEREEEEL, HATER B WERNERER.
MREBERAR—RIELEZ—NEFIER, ERIUEBERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 XESARZS,.

o Citrix Director ZFisER FQDN MAZ IP #uht3kiEiER B4R Linux VDA BRSE 28, EiItt, Citrix

Director EFiRAMEEHBMMT Linux VDA fR%52889 FQDN,

HPEHEER

MRKFEFKN, BE Citrix Director FFmM Linux VDA Li# 1T,

7Z Citrix Director X i +

BENRBHIFAARIE, EEHAEMFEREREES. HEEMLKET £ LZE ShadowLinuxSession
APl ¥Rz, RETRREAFASRNHINGE S, BEEEILKLK, EF 5 ping VDA B FQDN BUIGIE Citrix
Director 2% FQDN, MR wss: // EZEHMEA, ERBEHTES,
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7 Linux VDA t

HWIAEEDERIERN, ERETERAFATFNRILER. R&E, 0% vda.log 1 hdx.log st LURERIEX
%E, BIRE vda.log XiF, ERITUUTERE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUER vda.logBiiE:
Log4jConfig="/etc/xd1l/log4j.xml"
2. 117 [etc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WMTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &<$UEHBE ctxvda RS,
WRERIEEREH IR

1. RERBEEAMAERFIELESEERZTHIRD.
2. 7R SSLEYERT, HWIANEEBEMGRIEBMNERXYE, FEHETERIRIZE T,
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIBER,.

wALARSS STIPIER

July 7,2022

BURSTIFEFRETHITERAEREMXBERS, WNRIREN, ZTIFEFSENBHHELRSHE, HER
HEREUBRKZR. wNTHNREIERE [var/log/xdl/ms.log X,

icE

Y&BE5 VDAY, BMARSTIFEF B BRALN.

A LLfE A B E R NIREE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf
whitelist.conf X #+EE % IhhE,

Z(# scanningpolicy.conf. rulesets.conf 7l whitelist.conf XX+ EREN, BBRITUTHSUERBE
BRSFIFERF,
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service ctxmonitorservice restart
<!--NeedCopy-->

+ scanningpolicy.conf

REXHEARERBARSTIFER. ERERSCNNEER, HiEERSRERNINEE,

MonitorEnable: true/false (BRAEX true)

DetectTime: 20 (afui: #, BAE: 20, H/IME: 5)

AutoRepair: true/false (BAfEH true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

ttEEEXfHEE B BMNBERRS. RABR TELMRSEMANRS, NTENFSEEFT.

EREERANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3

- ProcessName: <> (#IZRMFEEET, HATLITHE,)
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- Operation: 1/2/4/8 (1=®KRNZIFEHMEILRS. 2 = NFRERLILRS, 4= EHBHRS. 8
= ;512 Xorg #i25% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf s E M BiriREZ 4 Fi7E whitelist.conf Xl E, O 2REES TS MMEE
iprin

EfRRBEREE, 157 whitelist.conf XX SHEEH (UATLER) . EXRFl, ESETENRE
BE,

EfFlk ctxvda. ctxhdx fl ctxpolicyd REZHi, 15517 service ctxmonitorservice
stop < UELEMRS TIFER. TN, SNRSTFEFEENBHEFLENRS.

TEMSZARER

May 8, 2023
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SFHIETWLARER

BITREMNLBER ctxsdecutil AAFEWSE Linux VDA LHRIEHIE, EZi8 VDA LRENFAERIER
RHERIENLU TR, 1517 /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] &%, [-c] SHFRREVHER—REIE.

s RAREHE

o MHAEHE.

s MERERRE

o MR - EXRIER

o fHiRITIZAY(E]

+ it ThinWire %3

o HHEMHE

o HLITEDH®

&t

o BINIKRhESH

il

o IHIREDERE

et

xdlcollect Bash HiZx

BTFWEREM xdlcollect Bash fizAi§ &L 2 Linux VDA Z & rhH i1 F [opt/Citrix/VDA/bin T, &%
Linux VDA /&, AIliafT bash Jopt/Citrix/VDA/bin/xdlcollect.sh®m<$kkERS. BEWE
TG, BESHABBNXXGRFER—MNEBHWBEXH, xdlcollect Bash HAmIgERBAER TR ELS
# B2 L& EF Citrix Insight Services (CIS), MRERE, xdlcollect ¥E LH=MRERE upload_ID.
FHR2MNER AT BRI ESEN B E . HEftEA I UER upload_ID iAiE CIS B EXH.

XDPing

Linux XDPing TAR— " &s¢TRARF. EFUBMRITIRE Linux VDA FRHHE I B R@HE R,
Linux XDPing TEZERLFHIT 150 ZMRIREGMIL, XEMAABS LM T:

« BEREHE Linux VDA RFAER

s RBIMERTENEE, 84E Linux X1ThR

o #F Linux RZMEA MY

o WEREEEEATEESM Linux VDA 12EM B Linux Z1ThRIEE
o HOELZ LR Linux (SELinux) EXESM

IR EOHF O ERMEILE
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o EEFED XA BREE S8

o RETBENENNAREE

+ 2% DNS BEEHHITERNIR

o RABAEHUNEERFHOEEMNEE, X

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o WENENEEHICE ML ER L RS A UETT

+ 1% PostgreSQL RSB E EMEEEMIEZTT

. REBAEREERREMBRORTEITH

+ 107 Kerberos FRBEHMITH B IIEMNIR

+ 1% LDAP ERIMEPRARIRIRS S| Z

« 1% Active Directory EMEEEEMISE, URHFIHENESTEMNG, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory & Linux i+E#H3 RV M
o REAIERSHRIEER (PAM) i2E

o ERZOEMEER

o WBEZDARET Linux VDA FRENREE

* iR5I Linux VDA R+ EH IO ERENTE Y

« 1% PostgreSQL FMFRIEERNTEN

+ 1% Linux VDA fRS B EEEMRREMNITIT

« 0% VDA 1 HDX BRE R 24

« RNEEERSE Delivery Controller, LUl Broker Service @& aliAial. 1T B MR ER
« REHENZEEERE Delivery Controller a3

o WESMENSMIFEEN HDX 2IFRE

s PIEABEXMHPEEREES Linux VDA EXHIEIRMES
+ 1% Xorg MIREERER

£/ Linux XDPing T2

=

AR

izf7 ctxsetup.sh R& %% XDPing, aLiEfT sudo /opt/Citrix/VDA/bin/xdping &
XDPing.

Ita ST S 61E— XDPing FRER Python3 EilIFiE, MRS T EIR Python3 ENIFLE, EiRIEE
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2 Python3 ESIFIRHEREAF AN EIZIZIFIR,

TRREMER pip TENTIAESIBRIAY SSL EZEIR, BEREUTIEENRME /etc/pip.conf St
[global]
trusted-host =

pypi.org

files.pythonhosted.org
XDPing KfHE M@ < shel iZ8789% R xdping BIEANARIT
BRREpITIRD, EFEA —h Em:

sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

EET2ENR, BERMEAEAGHITERMNER FIET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

BERE Linux VDA B ZRIRERE, EE1T pre-flight Mit:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUSITRERMIALS (5130, BSEINIRA Kerberos MIR) , &R —T 3EI:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRNEEEM XenDesktop 156128, BHRITUUTIRME:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

ThlEE  TERIETT Kerberos XK R :
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NONME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:
Verify Kerberos system keys for UPN exist [ERROR]
Verify KDC authentication [ERROR]
Hith
July 7, 2022

KESABFEEUTER:
o iEATF HTML5 89 Citrix Workspace W BEEFE =
Bl Python3 EINIFE
« ¥4 NIS 5 Active Directory s/

o |[Pv6

LDAPS

« Xauthority

iZATF HTMLS &9 Citrix Workspace M FHiEF%#F

July 7,2022

AIERERTF HTML5 89 Citrix Workspace R Ri2FRE# AR Linux I\ AEFSE, MEEKEEFmE
1£3 Citrix Gateway, BxiEATF HTML5 8 Citrix Workspace BZBEEFHES, &S Citrix (i,

ERILLINEE

ROINERT, IR TERRS. BERAIZINEE, BHITUTERE:
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1. 7z Citrix StoreFront #, ERERTF HTMLS5 89 Citrix Workspace [ B1EF,
BXREFEMIE, FBRAFIRFOE CTX208163 8 “SE 17,
2. BH WebSocket &%,

a) 7 Citrix Studio &2, 1% WebSocket HEiZ 5K E J 11T

BT LIS B EH ith WebSocket 5B&, B* WebSocket HEIRMTETIR, 1585 WebSockets 58&i&
=

b) #£ VDA t, ERILIAFEHER ctxvda BREM ctxhdx RS, MUERBEERK.
c) 7 VDA L, BT Ta4$ kT WebSocket il 2 B EEIETTo

netstat -an | grep 8008

WebSocket il 2s b FIZ{TIRESE, S<mtBmTATR:

tcp O @ :::8008 :::%x LISTEN

EE BEFILUSA TLS mELURIP WebSocket T2, BXBH TLS MEMESR, BESRER TLS
RIFAPRIER S,

83 Python3 EIfiE

November 27, 2023
MBEEEIIMEG, izfT sudo Jopt/Citrix/VDA/bin/xdpingsk /opt/Citrix/VDA/sbin/
enab'le_ldaps.sh @<alblelE Python3 EIFE, BR, MEXLEGSTAME Python3 EHIAFE, MED
ELEMEEE, UIUFHEE SOFENET IEEEMBIEZN Python3 EBHIFENMSESHNT B,
WEZ M

o WMEEBEENEEAEER /opt/Citrix/VDA/sbin/ctxpython3 BR.

« Python3 BiHERARRXHEEEME. AIUM https://pypi.org/ FTERLX M

8l Python3 EilifiE

ETRU TS ELUSIE Python3 EHIIFE:
1. =% Python3 &#ili,

%fF RHEL:
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yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

AR

EBrRIEMARRSEFEREST BT EF LA T, XF RHEL 7, 1517 subscription-
manager repos --enable rhel-7-server-optional-rpms <. %F RHEL
8, #EIE 1T subscription-manager repos —--enable=rhel-8-for-x86_64-
appstream-rpms <,

%tF Ubuntu. Debian:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

%+ SUSE:

zypper —-i -n ‘dinstall python3-devel python3-setuptools krb5-devel
gcc libffi48-devel
<!--NeedCopy-->

2. gl Python3 EiMIFE,
AR

ERROREERA pip TANTIEERIBEIM SSL IEEHIR, BHERGUTEEENARME /etc/pip.conf X
b

[global]

trusted-host =

pypi.org
files.pythonhosted.org
34F RHEL. Ubuntu. Debian:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

33F SUSE:
sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install

setuptools==40.6.2
<!--NeedCopy-->

3. %% LDAPS #&#iIn,

3tF RHEL. Ubuntu. Debian:
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sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
1ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2,20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

<!--NeedCopy-->

xfF SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_dinstall
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2,20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

<!--NeedCopy-->

4. R%E XDP1ing ki,
%tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
1ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping-*.whl
<!--NeedCopy-->

3+ SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
1ldap3==2.8.1 netifaces==0.10.9 pg800O==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

¥ NIS 5 Active Directory 5%

July 7, 2022

A B METE Linux VDA B SSSD 3% NIS 5 Windows Active Directory (AD) &%, Linux VDA ##14
Citrix Virtual Apps and Desktops B— 4. Hlt, ©5 Windows AD IFMEEZELES,
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/A NIS (3E AD) e UID #1 GID iRIEfEFEXRMKAEE (AR RMZBAS) £ AD 1 NIS i8R,
AR

i AD BRSSBHRITE M IIE. F3<H NIS+. sIRFERA NIS 58 UID 7 GID R#tigr, WABREARE
Windows fR552889 POSIX B4,

e

A ERREF AR Linux VDA BRZ 7%, XMAENATFHHAM, ¥F RHEL/CentOS &17hR, BRER
% Linux Virtual Delivery Agent for RHEL/CentOS sr#9i%BE#17i2(E, 33F Ubuntu &1ThR, AREERE
Linux Virtual Delivery Agent for Ubuntu sr#9i5BR## 1T 1E,

SSSD 2ft4?

SSSD RRGFIFERF. HXEINRERN T RIBE I A RGIRMEF BN A8 BIESKIRA T2 R IRH I H
HITHHIIE. Tieft PAM 1 NSS AR, FRAIUAT BAFEEXFET D-BUS WiZ0. IIMNERRMELF
BYERIE e SRAF A ANt AR K P ADY R AR P 3R

¥ NIS 5 AD #8%/K

23 NIS 5 AD &5, BRI THE:

$12 1: % Linux VDA 7% NIS i

BB NIS B!

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

%8 NIS #5:

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7£ [etc/hosts F7Rin NIS BRSS28FF A imaY IP bt
{ NIS server IP address } server.nis.domain nis.domain
i#@d authconfig@id& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update
<!--NeedCopy-->

nis.domain %75 NIS IRE2E05Z. server.nis.domain £ NIS fRSZ2RMEHZ, HETLUE NIS RS20 IP #h
ik,
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EE NIS BRS:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

Rk NIS BCE LER:

ypwhich
<!--NeedCopy-->

WIERTM NIS BRSEBRIBIKFEE:

getent passwd nisaccount
<!--NeedCopy-->

AR

nisaccount £~ NIS ARZ 28 FAISERR NIS 1k, #fR UID. GID. XBERMEF shell LE EMHEE,

$18 2: £/ Samba fIAiFH8IEEN keytab

SSSD HFRMEAFIMNHEFMEER RS keytab XHHI AD BFIEINEE, LILXLINRERILUIRA/LMAE, GF:

« adcli

» realmd
e Winbind
« Samba

fEF Samba MAEFHeIZEEN keytab:
EIEMRECE 7 LUFXXHR Linux EF i L

« /etc/krb5.conf
+ Jetc/samba/smb.conf:

RiIHENEE Samba 1 Kerberos S I83F:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-controller --update
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $ii2#%, m domain 215 NetBIOS &#F,

NRFEET DNS &k KDC RS SZFMMARIR, BFLU TR NEDARINERIEIEGR
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--enablekrb5kdcdns --enablekrb5realmdns

17 [etc/samba/smb.conf #E LU TE£BFHME [Global] 29 T4, {EEMk#E authconfig TE4EMMES S
m:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows SZskiEayigiztlsgelinie, mEESEEEREITENRMEIERN AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#F, user 28U ENFMEIEBF,

$B 3. 19E SSSD

1% E SSSD WF BN

o £ Linux P imit 8 _ E2% sssd-ad 1 sssd-proxy 1,
o WERMXHE (Y0 sssd.conf) HITEREEX.
+ B35 sssd BRS.

Jetc/sssd/sssd.conf sssd.conf BEERA] (AJLURBEBEERNE LX) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]1+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (*(?P<name>[*@\\]1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
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# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

¥ ad.domain.com. server.ad.example.com Zift BN ME, BXFAEE, HS# sssd-ad(5) - Linux
FM,

33 sssd.conf & B XX HFFRERAIRR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

S 4: 2B NSS/PAM

RHEL/CentOS:

/8 authconfig =8 SSSD, %% oddjob mkhomedir LIFREB REIZES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

m:

f2E Linux VDA i& BT, B SSSD Z (& LiRigfE, Mixd Linux VDA BF G ERHIZE, X1 F ctxsetup.sh
BN REERIMNBIR 5 5, RERRIAE,

S22 3. I8iF Kerberos it &
AT H1R Kerberos BIEMEE NS Linux VDA BREER, ERERY keytab X 2R ECEHEAERE
£A:

sudo klist -ke
<!--NeedCopy-->

WaH<C B REMEGRBEMSEREFASR BNZHETIR. E1T Kerberos kinit <, MUERAXLEARIIEHEH0
BT ENBS7 !
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sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENANMABMUBTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ERERREL,
ERUTaHLIIETENKAE TCT RIEEEE:

sudo klist -ke
<!--NeedCopy-->

SR 5. BWILAF SH3RIE

fEF getent s LHAIASTIFHIE R NSS BE L1E:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRREE. IRFTEEAS—HEREN, BLER getent a5 #1710,
SPFNEREWNT:

o EKFIERLZI: DOMAIN\username
« UPN: username@domain.com
« NetBIOS giZ#&: username@DOMAIN

ZI05E SSSD PAM IRIRR B EIEMELE, BFERABAF KA ER Linux VDA, ZFAF kA LIFIR B ERT,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BEEENUTHSIREMN uid BIE TR Kerberos EiREE X!

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

BB Kerberos EiEEEFHNEIEEEERERIH:

klist
<!--NeedCopy-->
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IPv6

July 7,2022

Linux VDA z#F IPv6 LUES Citrix Virtual Apps and Desktops R —%. FERLLIIEER, &FETEmR:

o WFACHRIFE, BRIFEXNEA IPve, SNER IPv4,
o MR IPV4 IFEHREAT IPV6, Linux VDA BEL£1E1T.

HE:

o BEANMKIFEMTN IPV6, MIERE ST Linux VDA,
+ Centrify 73544 IPv6,

Z% Linux VDA BY, REEST IPV6 HiTEMRISHRINIREES.

7 Linux VDA E2& IPv6

B Linux VDA WEREB Z &1, BHRIEMN Linux EIAFLLIFIZE IPV6 MEHIETT,. BEMNS IPv6 BEBEHE XAEME
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i & 1 7 #E7E Linux VDA LS/ IP6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

R Linux VDA 5Z4M&ED, MELER ControllerRegistrationlPv6Netmask 5 AT Linux VDA 7
AREIRLEIEO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }
" ——force
<!--NeedCopy-->

5% {IPv6 netmask} & E AWML (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ## IPv6 SERIFMES, BB IPv4/IPv6 Z#5,
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HEHER

A E IPve MLZIFEF A ping6 #Z AD #1 Delivery Controller & a4,

LDAPS

July 7,2022
LDAPS RRE B RiAa Y (LDAP) R £hk4x, He LDAP @S/ TLS/SSL #17m=E=,

BIARINZEZR P iR SRS 28 M A 2R 28189 LDAP &S, & LDAPS, &R LUfRIF Linux VDA 5 LDAP fRSS 28 28]
#9 LDAP ZigRA,

AR Linux VDA 4241 LDAPS E#EBKHIN:

+ Broker {#: Linux VDA ;x##%l Delivery Controller &
o HEERARSS: SRESIT(E

ECE LDAPS ISR A TI 12!

« 7£ Active Directory (AD)/LDAP Br328 /=R LDAPS
« SUHIR CA LUEEFImER

o 7£ Linux VDA L= R/%2HA8 LDAPS

s NE=AFAEE LDAPS

+ Fg& SSSD

+ E2E Winbind

+ fi2E& Centrify

o BZE Quest

AR
AILUETT AT e < /9 LDAP fRE 28 EISMAER, BRIAMEN 15 5%, BEEIBHEHIZEN 10 755,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

7z AD/LDAP fgs523 /= LDAPS

A LUEE R Microsoft IEBMAH# (CA) 53k Microsoft CA 124V = [E M HYIE FH 3K B fB@id SSL #9 LDAP
(LDAPS),
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R’

fEiginles t 2R CA B EE1E A LDAPS,
BXRNAREEHHIIE LDAPS EZMIFME S, 1E21@ How to enable LDAP over SSL with a third-party
certification authority (Wnaf&Bh5E=7AIEBM LN IEHET SSL # LDAP),
YEBE - ZRIEBMEANARRENN, EEEEHR L F28mERTF LDAPS SHEIENSEIES.

EXNMAERZBIEEMENEBERE NI EH 22 H LDAPS {8, 352 LDAP over SSL (LDAPS)
Certificate (&3> SSL &9 LDAP (LDAPS) ifH) —3

B ARIEBIE AAG LAHE F i (e A
ERiRGIER LDAP BRSZEREER CA MRENER. EANRFHEA LDAPS B 3IE, BRHR CAIEBIANERE
ERVE AR,

BXRMNMASHIR CAMIFEHMES, ES1A Microsoft 3 #F Web 3455 89 How to export Root Certification
Authority Certificate (A0S HIRIERBMENM) o

7£ Linux VDA t/=/=i2 M LDAPS

Z7£ Linux VDA EEABZEA LDAPS, BETUTHZA (TUEERSHERN):
L BIEEREUTAR:
o BIETRMHAIR CAEREAET SSL/TLS #9 LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

 FAEESE®S SSL/TLS =/ LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

=

AR

RFBESRERR CAIEBXIRA PEM 18, NREBA LDAPS FiEm1he)i Python3 EINFIE, 18
1ZEREIZ Python3 BRI EAF BB RIZIF R,

BRI pip TANTIRERIBEIA SSL EEHEIR, BHEREUTIEENARME /etc/pip.conf X
4.

[global]

trusted-host =

pypi.org

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 220


https://support.microsoft.com/zh-cn/kb/321051
https://support.microsoft.com/zh-cn/kb/321051
http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.aspx
http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.aspx
https://support.microsoft.com/zh-cn/kb/555252
https://support.microsoft.com/zh-cn/kb/555252
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configuration/create-a-python3-virtual-environment.html

Linux Virtual Delivery Agent 2204

files.pythonhosted.org

+ ELBEIREBA SSL/TLS #9 LDAP

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L AT LDAPS 1 Java ZAEM T [etc/xdl/.keystore, ZHMrEMERMEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

NE=FFAEE LDAPS
B Linux VDA A#5b, TESIMHEF ARt EESR S LDAP 19 VDA ME =A% 44A 4, #Iw SSSD. Winbind.
Centrify #1 Quest, W T&EBHNAT s0fa@id LDAPS. STARTTLS = SASL &Mt E R < LDAP,

e

HAPMEXLMAA B ERM MR SSL kM 636 kiffRR e LDAP, HEAZ#ETE LDAPS (%0 636 L@l
SSL 8 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIEEIER O 636 im0 389 LA E SSSD 24 LDAP 2. BXEFEMER, ESIA SSSD LDAP Linux F#
prs

Winbind

Winbind LDAP #&i#{£F ADS 73%. Winbind 7Ei% 0 389 V4% StartTLS A%, S ECE X4 [etc/sam-
ba/smb.conf 71 [etc/openldap/ldap.conf (33+F RHEL) =% [etc/ldap/ldap.conf (3¢F Ubuntu), =T
Frn B X e S

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain
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« ldap.conf

TLS_REQCERT never

5, FLUEIT SASL GSSAPI &8 MitEfEL e LDAP, BR85S TLS/SSL 77, EE/ SASL &, BEX
smb.conf fi2&:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7£i% 0 636 £z #F LDAPS, BE7Ein0 389 LML LME. EXEMER, BB Centrify ik,

Quest

Quest Authentication Service %0 636 L323F LDAPS, {B7Eix0 389 LEREMAERHEREME,

HEHER

fEFILIhRERI ATRE RS & LA T IE)ER :
« LDAPS fR&5AT A4
Bk LDAPS %2257 AD/LDAP fR5528 ERTA. RIMERT, K07 636,
+ BA7T LDAPS Bt Linux VDA 5E i
I0IE LDAP RS S#BMIBORSEERAE, BE5L0ER CAIES, HWRES AD/LDAP ARS8 ILAT,
o BIMEIRMEBEOCEM R

INREXRER enable_ldaps.sh WER TEINEH T LDAPS #8XHEMRIN, WEIBERTRIF LDAPS At
BOMRII,

« LDAP iiE7Fi@id SSL/TLS M Wireshark siE @ EtML& SN T AMNE
ZRIN22F LDAPS, =17 [opt/Citrix/VDA/sbin/enable_ldaps.sh 324517,
« %5%kE8 Wireshark siE@E ML EREEMN T AN LDAPS &
&% Linux VDA 1A SRBSIT(EET 2 HE LDAP/LDAPS &,
« FTikEid1E AD AR5523 £i=1T ldp connect 163F LDAPS =A%

f£F AD FQDN 73E IP ik,
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o TiE@dE1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh iiZ<S \iR CA iF+H

ERM CAIEBMTERE, HBIMR CAIEBMXERTER. ERSZXRFMAZEH Java Keytool 285%
Bo MREREZIFFIRFIIE, ERILCERER, NRBEBEPERIED, RIVBZEMER base64 4igHy
PEM &z,

o TiEET Keytool -list 2R~ CAEH

#@idiE1T /opt/Citrix/VDA/sbin/enable_ldaps.sh BB LDAPS BF, iEBEHEANE
Jetc/xdl/.keystore &, HIEEZBURIPZERE, WRSIETEB, AUEMIZITZMA LU EZH
[E=

Xauthority

July 7,2022

Linux VDA A X11 BRIheE (81F xterm# gvim) #TRERZZAIENRE, LINEEREXENZ SN
#1LUH1R XClient 5 XServer Zalf@&ER 4.

AILUBE AT A ERRLE R 2B ERNRE 2!

« Xhost, BiLfERT, Xhost RaiFathEHN XClient 5 XServer #1Ti@E, WMERERFR2IFITIE XClient 358
XServer, ME1T Xhost S B FIHFEHENINIR. HE, WATLUER xhost + LIAYFER XClient
%E1%% XServer,

« Xauthority, JUESTBEFNIEZRFHE . Xauthority X, ERFEEIREMEE xauth EAMN
cookie FLIATF 3 XServer #1THHYIE, B&h XServer 321 (Xorg) /&, % cookie BEATFHS5ZIFEETR
HIERHIT B 0,

THFRE

Xorg BBy, .Xauthority X#E#EEES Xorg, 1k . Xauthority XFEEUTTE:

- BTREE
o JEIRIERIIY
« cookie 18

AILAERA xauth ss< RIS, Hign:
# xauth -f ~/.Xauthority
# > list

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908f11624b
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<!--NeedCopy-->
R XClient izi2iEiEE Xorg, MATHRRMUEEMEF:

& Eixiz XServer 19 DISPLAY IfiR L&,
o FKEEE Xorg FREFP—1 cookie #EM . Xauthority X,

fcE Xauthority

Z7£ Linux VDA L/2H Xauthority LU#1Tixi2 X11 8B/R, HAeIETEMR N EMRR:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\

CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

EA Xauthority 5, Faigi@dEHAZEERE . Xauthority %3 XClient:

o Fohig . Xauthority xfEiss XClient

B5h ICA £3&/G, Linux VDA 34 XClient £8 . Xauthority X, HEZXGEFHEEERREFPNER
=, T . Xauthority & 2ziE XClient i+&#1, ##i&E DISPLAY #1 XAUTHORITY
BT 2, DISPLAY 2% . Xauthority Xtf#HmETRS%S, XAUTHORITY 2 Xauthority #32
HE&R, N, EEBUTHS:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy—-->
AR

NRK1%E XAUTHORITY ifi5% &, MEINEA ~/ . Xauthority Xt

o BEEHHZFERE . Xauthority x#EiEE XClient

REFNARNENERBPEHRETER, Y Linux VDA B8 ICA 2EH, BEERAFNEIERTOE
.Xauthority xtf. IRLkFBRS XClient £=, AARFEFshEILL . Xauthority X#Eiasl
XClient, E#i&Z DISPLAY #1 XAUTHORITY IfEL /5, §B5h7E XServer S @ Ex GUL,
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HEHER

9N Xauthority TEERETT, BRBHIEHRS BHITIRIE:

1. EH root INRMEER F13IREXFIHE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

&S R B Ehidi2h%#El Xorg 9 Xorg #iZfI&#. FI—ME8HERMEAN . Xauthority X, fl
u:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£/ Xauth &< E7 cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. A Xauth <8R ~/ . Xauthority #&&M cookie, MRETRHSHER, NETH cookie BA5
Xorg # XClient 89 . Xauthority xx### cookie 18,

3. R cookie HHFE, EREZETHEBMERA Linux VDA 1 IP #iibisRizZ B xmA, HEEATHNEENER

e,
a0, 7£ XClient I+ EM BT TR

telnet 10.158.11.11 6160
<!--NeedCopy—-->

mAS 4 6000 + \< 2R¥E\> HEM,

INRUE Telnet $R1ERK, BHASERTAEIERELEIEK,

F1P5IE
July 7,2022
KESABTEE LT EA:

s WHRRBERERSMIIE
o BREBHRIERS
s SEBRMEE

- BHEE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 225


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/authentication/single-sign-on.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/authentication/federated-authentication-service.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/authentication/session-launch-credentials.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/authentication/support-for-smart-cards.html

Linux Virtual Delivery Agent 2204

o RESHRIENRIE

WX R B RER B PIIIE

July 7,2022

A LUK A Fisia StoreFront R A& ER AP EIEENEBERTF Linux # Citrix Workspace [z B #2F# Citrix
Receiver for Linux 13.10 # AuthManager &k, JENG, EEUERZE PR Linux BIMKSESIEFRE
WREMNBER, MEFBREANRFAEE,

AR

i&ATF Linux B9 Citrix Workspace 2 Citrix Receiver for Linux 13.10 &#51thIhag,

ERALIIRE, BHRITU TR
1. 7 Linux VDA £, %#:ERAT Linux B9 Citrix Workspace A2 Citrix Receiver for Linux 13.10,
M Citrix Workspace B2, Citrix Receiver 89 Citrix &5 FHABRN N BIEF.

k=279 [opt/Citrix/ICAClient/, MNREKLAREFRETEHMEZF, 5% ICAROOT FELEiE
BENiEMRRREREZ.

2. 7£ Citrix StoreFront E1BixH|&mH, NBEFHNARERN HTTP EX5HIIEA %,
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
| Method | Settings
#  User name and password
[ | SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -

Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o [T

3. BT AMRMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EZARSHIIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. BEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BITUT < UBRAZIN6E:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x0000000601"

<!--NeedCopy-->

6. Bh Linux EMKESIFEMZRIEFHERT Linux B9 Citrix Workspace Rz f#2RF =k Citrix Receiver for
Linux 13.10,
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BREzp Citrix Workspace AREFE, RARRTERANNABEKF. UEERUBHERTZAHEEN
N ARmEfE,

= .
=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - »

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

K& B NIRIERS

June 16, 2023

AILUMERBE A B PIIEARS (FAS) X4& R Linux VDA BB P #1TSHIIE, 3T FAS ZRIhkE, Linux VDA &
5 Windows VDA R Windows 18, Bx5 FAS BE2E& Windows IFBHER, BESHEES B HRIERS. &
SR THFETF Linux VDA BIERIME B

AR
Linux VDA R #FIEHRTTHEKREE,
Linux VDA &S FAS BRS 2 EHEUIE,

Linux VDA Rgg@idinO 80 5 FAS fRSE 281 TiE .
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7 Linux VDA LtFfZE FAS
RHEL 8 45 FAS

FAS &1 F pam_krb5 &%, ZiEik7E RHEL 8 FEF M. B7 RHEL 8 L/ FAS, &I TAiAME pam_krb5
R

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J5{3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,

2. 7£ RHEL 8 :#iH=% pam_krb5 &k,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

185 FAS k5328

EELHM Linux VDA REHRER FAS, 575817 ctxinstall.sh 8¢ ctxsetup.sh B3N NE & FAS ARsZ2889 FQDN,
BT Linux VDA R3z3% AD RS, ERILIERAIRHELIS S SR FAS RS 8BMTIR, MRMIERT EAARSS 25t
JEEH <none> XAFRHREFZETH, HEFREEHARSSHIMIRFE.

EFAHIMAR Linux VDA R%, AILUEHIGT ctxsetup.sh FKigHE FAS IRE88. &, HALUBTUTHSR
IRE FAS BR$338, HEFEDN ctxvda RREUFEIREER.

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" —-v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

E@Eid ctxreg B FAS fR%SE8, BETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 229


https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html

Linux Virtual Delivery Agent 2204

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ZRIED

BEISERAFPRSES, 57 VDA ERER CAIEBLUNFREHRERER, fli0, BRER CAIES, iEMATEHNM Microsoft
CA (7£ AD 7h) 1% CAEBP BHIKEYAD RIEH, EBEMIR CARS® http: //CA-SERVER /certsrvTF
# DER BXBNZIEP.

AR

U TS &R FEERIELES,

BITEMI TS DER Xt (.crt. .cer. .der) %)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

ARG, BITEMINTH&HSIER CAIEBRESR openss L BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

=,
AR

BEDRER CAIEBET [root BET, TN, FAS BAUZEUR CAIEH,

i517 ctxfascfg.sh

izfT ctxfascfg.sh fiZ<UEEE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINFETE, UE ctxfascfg. sh TUESRRIER TiaT:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: %= Active Directory &£ 5%,
ZFEERRE CTX_EASYINSTALL_ADINTEGRATIONWAY B39 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFIEECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECSHERE,

+ CTX_FAS_CERT_PATH =<certificate path>: {5EEMERITFBHAE PEEBHTERRIR.

+ CTX_FAS_KDC_HOSTNAME: 7£i%#% PBIS BHEEZHATHL (KDC) BENA,
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« CTX_FAS_PKINIT_KDC_HOSTNAME: #5%E PKINIT KDC £/ &, MRIESHHE, TWZBEHEH
CTX_FAS_KDC_HOSTNAME,

EIRIEHERY Active Directory &pi757%, AERAEMIIERRE (H1W0 /etc/pki/CA/certs/).
HIAPEE R krb5-pkinit #1 pam_krb5 -, HigBEBEXMEREX 4.

PR

 FAS X#FEMIRM Linux £&H AD Mm%, ESHUTYIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 = = = =
RHEL 8.4 = = = =
RHEL 8.3 = = = =
RHEL 8.2 = = = =
RHEL 8.1 = = = =
RHEL 7.9/Cent0S = = = =
7.9

SLES 15.3 = S = =
SLES 15.2 z S = &
Ubuntu 20.04 = £ = ES
Ubuntu 18.04 = S = £

o FAS BAXHEBERE. MRESEPREUERT, WEEER FAS ERERZRIE.

o BCRRANZIFH S 513 RIERS ARSI EA— X R ERNE I FAS 218, F81E Windows 10 Azure AD
S

HUEHRR
7EXt FAS BHTHIEHIR Z 7, ERAREREH EMRECE Linux VDA, HEFUERERSHIRIEEE BNABEFRK
hiRzhak FAS &i%,

WNRAE FAS 2EBEFEIETT, HFREREHN HDX BELIREN “VERBOSE”, 3% VDA BEL7IREN “TRACE™,
BXIAA Linux VDA BRRERASIERNER, ESRAFIRH0XE CTX220130,
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FAS RS323ECEHIR

M FAS N EBIEBh=IER K.
#% [var/log/xdl/hdx.log HEHL MM TRENEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix—-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fRAE  BITUTHSLUIA Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auther
REIZE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMBECERER, BFRBAEIZE FAS RSBSBIREUERLE,

CAEREEHIR

M FAS NBBERHERK. BET—TMREEQ, FENPHEER.
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Invalid Login

ﬂl(l

2021-01-28 01:47:46.210 <P30656:S5>
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5>

17 [var/log/xdl/hdx.log HEHKL MM TRENEIRAE:

citrix-ctxlogin:

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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RAERE WIHEREERE /etc/krb5. conf REWHIEEEMEIR CAEBMAEDEIIPHTERRR, TEERRZ
WA

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

MRMBREFER, BRRBAIENZ SIS BERNEH#TIRE,
gE, WER CAIEBREEN.

SO P BR ST FHR

FASEZET SAML 513183, ADFS FIF7E ADFS ERTTH HMANAFRRMENLGE, T THER.

There was a failure with the mapped account.

ItbEAIRFRPAEALINIIE ADFS BB, B AD B BEEEMEXAF.

fRA%E 1L AD LIRBEBERIKF.

KECE ADFS

ZHER FAS NAREIEPHIATHEIR:
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The Identity Provider has not been configured by the
StoreFront Administrator

3 FAS R FEEIEECERER SAML S4583E, B ADFS BER, SHIIRR,
RRBR NKAFHNIEARSEE ADFS IdP, BXEMER, BBIAKE SHIEARS ADFS 21Z,

BXES

« JBF FAS BREBEEXS B HIIEARSS (R RS EHA — S Hh i LABESE.
o BRESNRIIRSSRALE—BEPRIINT “BIESE XE,

Ea)

WIRIEEMEA FAS, NRRBEEEFREFHTNELATRENANBEFRIEN, AESKK.

& C | A Not secure | bttps:;//ddc.yw.local/Citrix/FASWeb/ W

Cannot start desktop |Er€ceiBafive TUET

testwHMRHELT4"

BRI E

£ CA TAFAEH T Manage Templates (ZIEiEiR) LU Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BTt Active Directory 52##&) s Supply in the request (£
ERAPIRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

3F SSO S 3IE

August 8, 2022

&% Citrix Workspace N A#EFfE, AILUERFRRIEREESN Citrix Virtual Apps and Desktops £i&, ZEALL
Ihée, BRI Linux VDA BT T®<:

1 Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

2 <!--NeedCopy-->

BRItYEERE, BEIRENIRERERARE. UTFAITHRHILIN6E:
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« RHEL 8.4

« RHEL 7.9/Cent0S 7.9
» Debian 10.9

« SUSE 15.3

« SUSE 15.2

July 7,2022

F R Linux Virtual Desktop &8, AILUERERTIEF HIGENEERHITSHRIE. HIhEERET ICA S5
EPEEHITHE R REEMRAN. RAIUERIEFTEREEF. BOISERXXEPRINIBFER. MEXEZBF
B ARz [E) Web i 34T S 501,

st FIkTEE, Linux VDA A5 Windows VDA HHEIMEE. BXEMAESR, BSRAXPNLES ERIFEEHD.

} =r

AR

FZHFE Linux VDA iR ERBSTIIEEERE R Citrix Gateway.

WS

BRFERSMNIEIEA T AMEUR T LT &4
« &89 Linux VDA 2EFE TEEP—NRIThRH:

RHEL 8

RHEL 7/Cent0S 7
Ubuntu 20.04
Ubuntu 18.04
Debian 10.9

FER %% VDA 5, iBIIEEM VDA 2% 8E557E Delivery Controller F5Ea%, UREFEEE%ER Windows
ERITHABELEHN Linux KERIE.

o A OpenSC XMW EEEF. BXFMER, BSRWHR OpenSC ZHFEREF,
« 1/ Citrix Workspace for Windows BIN B2,

1R OpenSC iFHaEF£

OpenSC 2 RHEL 7.4+ LIz RN ERERIENERF. 1 CoolKey WRERAENM, OpenSC ZiFZMAERM
EHe£ (3FBH Red Hat Enterprise Linux FREEEER) o
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EAXH, YubiKey 4 BacEREEBPEBH M, YubiKey 4 2— &R USB CCID PIV i&%, AIUBRBZHM
Amazon EMSEHEMELMEE, OpenSC RahigFZHF YubiKey 4,

ﬂ}

MRERALFTEFEHOWESRNERF, BES—ARET Linux %1THR=l OpenSC B+ B EN. B X
OpenSC ZEMNER, BERLETEFIRDER, BAEEE, REBTUTHSLUSIA OpenSC 2B IFEHE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

[T

HEERIES

RIEBATRIFERF EMER. TRUTIRUTHHALRERIER,.

1. 3REX PEM f&zCRIMRIES, BEM CA BRSSEHIREL

AT LUEITEMIN TR S UG DER X4 (*.crt. *.cer. *.der) iy PEM, f FTEM &< RAIH, certnew.cer
73 DER 14,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. T openss| BRHPRERIES, certnew.pem X4BIERG,

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy—-->

BHNRRERIEBNRR, B&1T sudo mdkir -p <path where you install the
root certificate>,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 238


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/authentication/support-for-smart-cards.html#install-the-smart-card-driver

Linux Virtual Delivery Agent 2204

72 RHEL 8 13 pam_krb5 &k

BRER B MIOIEARIT pam_krb5 #&3R, Z##R7#E RHEL 8 LBF A, E7 RHEL 8 LERSERSMINIE, B%M
TERRME pam_krb5 #ir:

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 B3,
2. 7£ RHEL 8 L3 %=4% pam_krb5 &R,
yum install -y opensc pcsc-lite pcsc-lite-1libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make

make install
<!--NeedCopy-->

3. I pam_krb5.s0 @& EFET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy—-->

BT RERIFR

AILUERA ctxsmartlogon.sh AR BEE s RIMERF el iR E.
(%3 1) /8 ctxsmartlogon.sh A B sEFIFE
AR

ctxsmartlogon.sh 4 PKINIT 5 2R MEIFR NG, ATLLEE [etc/krb5.conf FRE X 4 EEktbiRE,

BEREREREEZAI, EE1T ctxsmartlogon.sh iz AL E & 8E-FIFIE,
=’

WNREERE SSSD M, EEIETT ctxsmartlogon.sh FEE#HENZ SSSD BRS.

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMFUTRS:
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inux VDA, which
es automatic installation of the necessary packages and changes to
# the configuration files.

. You can

3w

Step l:Enable smart
Do you enab r rd logon? (y/n)lyl y
ry integration method.
ctive Directory integration method to use:

ent packages.
, please wait...
5] already installed.
d] [pcsc-lite-1libs][coolkey] already installed.

ify the path to the root CA (e.g., /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
/krb5.conf :onflgL successfully.

path to the smalt card PKCS11 driver (e.g., /usr/1ib64/pkcsll/1libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
xfsc configure successfully.
card-auth configure successfully.
ctxsmartlogon.sh ed successfully. SmartCard is ready.

Ltkgh, fEE R LUBEIE T ctxsmartlogon.sh Ak EZ RS EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

SEREMTUTARS:

s N
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration fTiles.

txsmar'tl_:::gcjn sh adds pkinit information to the default realm. You can
; conft configuration fil

B M K K W M

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)lyl]
ctxsmartlogon.sh exit.

(£ 2) FHIELBEEEIFE Linux VDA 85 Windows VDA MR EsEEIFE, EiZIMED, DAERES
MNMAH, \iEEEEI28. Microsoft IFFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace R A2, BXEF YubiKey 4 BaEEWERE RS, BERFIRFLXE CTX206156,

JERIT I NP EZH, PRECEERLEEFSAFHERBMNAFIER THIEEE, HAEEBERSERKI
&% Windows VDA,

%3t PC/SC Lite #if& PCSC Lite 8 MAHEMN/E8E+£ (PC/SC) M Linux LI, ©iRHSEEES
FE#HTIEER Windows EaER##O, Linux VDA MR sEREEBEE PC/SC &3SEIWMAY,

SETLFASARE PC/SC Lite Btk a:
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RHEL 7/CentOS 7. RHEL 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

ZRERFIERE  OpenSC BIzEAMNERERREIER. MRK%ZE OpenSC, HETUTHLTLUHITRE:
RHEL 7/CentOS 7. RHEL 8:

yum install opensc
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->

REATERFSHIIEN PAM & ST T&H< =% pam_krb5 #1 krb5-pkinit &k,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 R 2 EIENFHIRIERR, BRI PAM B AR A UEA ERIGE BB IURMEHRLTHO (KDC)
REEEEFRE. krb5-pkinit BREE RWEF HEABIIESM KDC REIBERN PKINIT &4,

f2E pam_krb5 =k pam_krb5 &5 KDC X B LUFERE g5 HIEHIREX Kerberos ZiR, E1E PAM 12
F pam_krb5 S3301E, EETUTHS:
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authconfig --enablekrb5 --update
<!--NeedCopy-->

7z [etc/krb5.conf FRE (R, RIFLFRAIL AR PKINIT 58,

AR

pkinit_cert_match %S EE A HIEBER TR PKINIT B4 siSRITERFN, TTEMNAEEE
N

[relation-operator] component-rule -

Hep relation-operator Ak &&, ®RFAEAHMMNKFAE, WAL ||, RRRE—FAHAN
WAZIIL AL,

FEE—MEA krb5.conf SXEERIREGI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature

pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

N PKINIT 5875, ZHEEXHRIM TR,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerfAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature
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i E PAM S41IE  PAM BEEEXH{ETAT PAM SHIIERER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SRR MUTT:

auth [success=done qdgnore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SNSR(EEMA SSSD, MMERRFIZECE X AR I TFITo

#%PAM-1.0
# This file is auto-generated.
ill be destroyed the next time authconfig is run.
pam_env.so
ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
pam_permit.so
pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient .

account [defau ds ser gnore] pam_s55.50

account d ds auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
account required

optional
required
optional

pam_sss.so
pam_Krb5.s50

(FIif) EABERFHITERER

B EER (SSO) 2—1 Citrix h8E, AF LM ENSEMNAREFEHNEES MBI, IINERETBREAE
PIN 13894k, E3§ SSO 5 Linux VDA &4/, BERE Citrix Workspace M AEF., %A ES Windows VDA
A, BXFMEE, BHSAFRHP0E CTX133982,

7£ Citrix Workspace M2 ECBA R, BRI TRTEASEEESHRIT,
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File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,
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ERER
EAEERER Linux VDA

BJLA7E SSO #13E SSO R EAERERER Linux VDA,

o £SSO 8%, BEFEAREEFMNERERIEFRM PIN BB5hE R StoreFront, 7£ StoreFront 25 Linux
Virtual Desktop &iE8Y, PIN B¥£#%) Linux VDA LUEITEEE RSB 1T,

« £3ESSO =9, RLABRTEEEBEBHRBA PIN BBLIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
p—— lick h Wi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
[l valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
ok J[ concer | e

£ StoreFront faah Linux Virtual Desktop £1&6t, 25 Linux VDA BERIHEE, WTFFR. AR ZENEEE
RHAIEBAHIREGY, HAMEHEAN PIN BBLUHITE RS HIIE,

14785 Windows VDA #[F.
" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ =5 :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, 7£ StoreFront i, MR ZRAEIMEEISIENREZEE fEE, StoreFront Web mJRESIR N TFAAIRIRHEER,

Insert Smart Card @

@ Flease insert a smart card.
| Cancel | Details ==

PR
BREFIBPRERME

7E, Linux VDA B BERBIRUEARBINTRN. BINER Linux VDA FHRERERE, SIERISEE, HERER
BAHE,

XFFHEMERERT PKCS#11 %

BABNNZFTRBDNFIET OpenSC e+, BR2EAUSXFEREMEEEM PKCS#11 &, EX Citrix {24
BREEREETABRAAR. EUNRISENSEERI PKCSH#11 EF, BHITUUTIRE:
1. 5 PKCS#11 E&FRE opensc-pkcsll. so i,
2. E¥E PKCS#11 FERRRFIGENEMR, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1E89 PKCS#11 &, 130 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERARELREFRER.

E&AFA#ITHAREZESHIRIERIAF

April 18,2024
RBAXEEREREZSMNRIENRIE, L% Linux VDA UERLLINEERN TRFHILE.
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} =r

AR

LB REZ SN IIENRIEN, BE ERIEMEHHAZ L. KIEMBHEEATF Android 1 Citrix Workspace
R REF Lt A2 X,

BIEREFHRIENN RS

£7% Linux VDA EXIFREFMHIWIERISIE, EERM StoreFront 8IEKES HIIENIN AEE.

ERXNAEFERRESHRIERNAER

ERRBAREFHNRIENNABERE, EXMNEPBARESHRIENAF UZHRESHRIENSIE, BEXNETR
BREZGHIIIMAR, 5% Citrix Virtual Apps and Desktops >4 893 BB TR,

R B REFNIRIENSIES ET(E])
KREFHEIINIFNEIAT NBIAERZ 10 28, IhEREDEMEIEE AnonymousUserldleTime # 1T
B, AILUER ctxreg TAFENILE, Fl0, SLILEMRIGEIRHN 5 28
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

X00000005
<!--NeedCopy-->

BEREZEMRIINBFRHNRAHE
BREBRAZFHRIINAFRNRAKE, BEEREMERT MaxAnonymousUserNumber. [tHi&ERHIE Linux
VDA LRBEITHREZE SR IIENRIER. LR ctxreg TRAREIIMFRIZE, 50, HZELEN 32:
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d ©

X00000020
<!--NeedCopy-->

BE:

REIRZFMIIENZIER. NREANBHAZZIE, VDA FGEZHIEE, EHEEERTARZ.

HEHER

RERZSHRIENSIEN, HEEUTEI

o TEBRIREZSHRIENSTE,
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BINEMREGEEREETUTRE (REN0):

sudo /Jopt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik ncsd fREREIETEIETT, BEERBENEH passwd £7=:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

MREEH, 5% Passwd EETEi8E N no , AREFHEH ncsd RS, BEXUMEREREREEESTHZE Linux
VDA,

+ £ KDE B RE S M RIENSIEP B TRBIRZE.

RINERTARESMRIENKEPZAYRRHAMER, B2, SIMNETRE KDE F, 7£ KDE /1, EXHSERFZ
BYRREMES, BEUTTANEEEX S $SHome/.kde/share/config/kdeglobals &, 40:

[KDE Action Restrictions]
action/lock_screen=false
<!--NeedCopy-->

BE, MRELBEEEMN kdeglobals X (0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions 8#EEAFAE,
APREERTEER,

BRI, BERAFATEEN kdeglobals xR [KDE Action Restrictions] &5HH
[$1] 472, HEEEARSTENRERZAYRLAMNESE, 5% KDE BEMNFAEE, %25 KDE System
Administration/Kiosk/Keys Bi&o

X

July 7, 2022
KESABFEEUTER:
o XHEHIFIHNG

o XL
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X E HIFIHENG

July 7,2022

BFRAUERAARE LTRSS RARBREIIESAMEF KBS FIFMUE 4. IHEEEE Citrix Virtual Apps
and Desktops 2006 S E S R4 LUKER T Windows B Citrix Workspace ZBiEFF 1903 SE =R

ERINE RIS M, FHR:

¢ XHFHNERRHEFEE 20,
o RAXHFARNAREE 200 MB,

BZE R

XA ERFAEMLAT AT

« RHEL7.9
« Ubuntu 18.04
« Debian 10

GEE S

T Bt EREE S ECETNREM R, BXEMARRIEBIFAER, BB

o BPIHEILIREER
o BIMEHRIEREIEL
¢ TEERATEMEL

AR

BERXHEHMMINEE, 1E7E Citrix Studio PREEFHFIMIREEAREIEE N AL,
PR
o AR, BYIXHBERBAAES,

o RIZFHER.
s FAERFEHBER.
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SR

July 7,2022

572 Linux VDA f1&E P iRig & Z B T XX EH, B IRIEEIETZE HTMLS D aE %0 Web %236y, 1t
IhEERT A, HTML5 WEEMAFrAAERERT HTML5 #1 Chrome 89 Citrix Workspace R 2141 BN EE
MR AR,

AR

EATF HTML5 #1 Chrome 89 Citrix Workspace N R2F I LRI A,

HEEAGHNARFNRERIER, XHERHAFE Linux VDA 5EFPIHIEEZE LHNTHX G EEXENER
iHi% & E#HE Linux VDA, &% Citrix Workspace ARF T A M EHER, ABRMXEIHEERIEZEFRE
BN, BRXMHM Linux VDA THEIRFIHIEE, BRE THER. JUELHA TRIBPHMXG. —RKRZH
LUE4 100 32,

AR

Z7£ Linux VDA 5& P imig& 28 LEM T Hoet, BB Citrix Workspace MBEFH I AR,
BT LUE R A YHERCCERY Citrix Workspace W BIZFARZS.

B THEX M ERHAIEIRINEE, FHIZ T VDA LNEREIIBNIREE RN XEEEHER TP IRIEE,
AR

B FTHERFATEIRASE A RZEERXEMNMRE FEXARBIRENRIT.

THEISEMN FEIN—LRAF):
o TEMALUREFIIENIES
HEBAHHEEM Web JEBNAREFSIET, M Web M TEHAXHATLFEERI VDA EHFREEIFRMNILES
BR%, UWEHDERAZEF RS, EXUANTH, HEIEFR Web BB BATHEREBENRED
BHEE, HESBTERT HTMLS 5 Chrome 89 Citrix Workspace M E2F8I Web 5538 hig B At T
HER.
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o BB EHERFRRNILE

AERFBNKERIET, ERENXN, AERESSHHEFNREFIRNREERP, UEERFHRELH
Ao

XL R

BLER Citrix Studio REBE XML, BRINBAXHER.

[ Console Root
~ i Citrix Studio (site)

D Search

Machine Catalogs
£\ Delivery Groups
y Applications Policies
= Policies
(7 Logging Policies Policyd
~ [ Configuration
& Administrators| | [N | overview | Settings | assgnedto |
Centrollers b Allow file transfer between desktop and client
Hosting 2 Unfiltered User setting - ICA\File Redirection
de Licensing Prohibited (Default: Allowed)
3 StoreFront ¥ Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ zones Allowed (Default: Allowed)
~ &4 Citrix StoreFront ¥ Upload file to desktop ol
[ Stores User setting - ICA\File Redirection
Allowed (Default: Allowed)
Server Group — =
} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)
N .
ERIELER

¢« ARERESEREZEERXE. AFSEIERAATE Citrix Virtual Apps and Desktops iE5HI&&E 8
BRI 1o

o MEE FHXMH. AYFHALEAFESXHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o Btk LHEISE. AFHELERPRESXHEMEIRE EHE Citrix Virtual Apps and Desktops i
AR

AWEMEE FHXANEX A LHEKERBEX, BREATTIRESEFR RZEERX A RIBIRE NI

fERER

Zi@idiEATF HTML5 89 Citrix Workspace R A2 ERXHEEINEE, BEHRITUTIRME:

1. 7£ Citrix Studio #, ¥ WebSocket iEi5E1EE 1 2o
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7] Console Root

~ % Citrix Studio (site)
D Search
Machine Catalogs
£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

£ Administrators 1 Policyd
2] Controllers

» Allow file transfer between desktop and client

Hosting ?  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)

I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Tones Allowed (Default: Allowed)

v §3 Citrix StoreFront ¥ Upload file to desktop
m Stores User setting - ICA\File Redirection

Server Group Allowed (Default: Allowed)

= » WebSockets connections

Computer setting - ICA\WebSockets

Allowed (Default: Prohibited)

2. 1z Citrix Studio 1, &3 bR tHEHHRER R AX HHEHTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEFEEIE Receiver for Web ii=T5, AEEEER
14215 Receiver for HTML5 %5k 5 A Citrix Receiver for HTML5,

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.
Internal network only
Web sites:

Web site URL
http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Classic Experience

StoreFront Deploy Citrix Receiver
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance _
Deployment option: u eivel
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods. Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts
Deploy Citrix Receiver
Session Settings
Weorkspace Control
Client Interface Settings
Advanced Settings

4, BEohEEEE Web JImRHARFSIE, £ Linux VDA 5E P& ZEHMIT— NSNS,
E@diEAT Chrome & Citrix Workspace W B2 ERAXGHEHThEE, BRITUTIRGE:

1. @ BRI ERER B A R R,
2. M Chrome M_ERZREHIREX Citrix Workspace [z R12F.
MREERFERTF Chrome 19 Citrix Workspace M B2 HNEl “Chrome NMBERF" Tm, BT LS E,
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a) 7 Google Chrome FIERIEHENERT Chrome #9 Citrix Workspace, #HiEREET,
b) EERERS, BEigm Chrome M_EMAE (21 Citrix Workspace RZFB1EF) #9 URL,

£~ chromeweb store e d

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Overview Reviews Support Related

@000

c) BEHEFME Chrome LU Citrix Workspace R #Z2F#RI1Z Google Chrome 1,

3. £ “Chrome BAER" WELEE “ERBTF Chrome & Citrix Workspace R BIEF",
4. BAEEEN StoreFront MABEHN URL.

MREZHIBENT % URL, BB S,
5. BEEMEEHNAEFSE. & Linux VDA 58 FIFIEEZERIT— MR Z N X%,

I

July 7,2022
KESABTEEUTER:
o EREEMHA
« HDX REHZE

- 3£ GRID 3D B
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o EFXABEIEKE]

o Thinwire ##RAER

BB &R

April 18,2024
eSS MA5ER Linux VDA EREEFHIE.

BXFAER, BERAARERMLEAED .

(=1

Thinwire 2 Linux VDA RERMNETABZRAER AR, ZREARF—BITEN LERNER G (BEENS) 3

F—aHEN EH#TET.
ERMIIR RIS 1T EEER RS ERABRRARR, HHXNFRAGIRMELTED:

o RIFBIER. XERIANEE. TRATHMEE. EaHRAFME Citrix E#5%#Z Thinwire, B Thinwire B
MU SEITEAREAT BE. HSRMEEEGREFEEI M.

o HWENRHE, A Thinwire i2(t2R H.264 5 H.265, L HBRAEMTFRERERBTMHE, £H
REASER 3D BFEMNER T

o HXEHTUBIXIH, Thinwire FHBEEN ETHEAIRBBNE SR (M. 57 3D). BIEEREEBH
BRI PER H.264, EZFMEMFER H.264 MA%FIS2E 21 HDX Thinwire i R REAVRE RIS HEH
H.264 SRR H#H1THRID. WTFRENHEHRES (XA METER), MR EREGES (JPEG.
RLE) fiEERF. APAFRBUTHEL: SHERNHRE. REMMASRE UREEMUBRB\EMAER
BREER. BRALINEE, HEERIGEFERAMMARRIDSHITERERIFINER (BHARE) HExtx
MEUNXKE, BXFAES, BEREREIRLE. ERIINEEEA H.264 RS, ESRS I ERE L
XigEF MR H.264 B 4mEDLS.
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIZE (BEUTHMERERIZE) JUATHERZEAERARNEEH#TTE:

o BRENEEEERE
o BfRhnEER
» MIRERE
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HiTRIE
Thinwire I LB HITRHIBR AT S RIZS SFMEL (FPS), B2k CPU SAEMFHEIRS. BAMERLT, LtIhkER
FERARS. BERERALLINEE, BEELZN VDA LiETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

P EREANKIFEZF M ER H.264 EHRAEDEE
Bhi7s 2204 #2, Linux VDA ZEREFMMIE H.264 B4 RRIGRA T T UMK, tIhaea & CPU ML
HERBIEG L, HREEGREMNSH L (FPS). EEMILIIEE, BEHRITUTRME:

1. ERERINYRRIEE B RIDRE,
2. ERERMMREDIRHATES R, ARERHYENTLREKE,

£ Thinwire #3§ H.264 BT “EimE”

AIANBERT, MENTFBES, ARERERKIKENTHRTEZEZDA H.264 A2 JPEG.

H.264 (RIS rIiRH m MR E R E, ERMMRRIESRHITERRBITEIZE R, RINRENRIFIIER. ZRHIT
PR ER JPEG, BRERISMRED SRR TR R E NN AR EDSR. MREFIRAZRNEEN H.264,
TIREIRER A, THRWZERKELRE JPEG,

T &R imsFkEE H.264:

« Citrix Receiver for Windows 4.9 2| 4.12

« Citrix Receiver for Linux 13.5 % 13.10

« iEAT Windows 89 Citrix Workspace 12+ 1808 E Sk
EAF Linux 89 Citrix Workspace M2 1808 RE=HRZA

BXUEREMERIMARIDSRHITERRIRENFAGEE, FERNL ERERLENET ERILE,

<1 H.265 MIT4RAFRD 23
M 7.18 hRiEE, Linux VDA 2#5EM H.265 MASRFIDEE X ITi2 B A AR TRE A NI
LR IhRER T

« Citrix Receiver for Windows 4.10 % 4.12
« iEATF Windows 89 Citrix Workspace R F#2F 1808 REShr 4
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EMIUILTNEER EE, 1E7E Linux VDA MEFin LR AIIhAE. MRZFF i GPU R #5EM DXVA #205#17 H.265 f#
18, “EfZM H.265 #i8” BRIGERRAE, JIEBEIRIER H.264 MIIFREER. BXFHAES, H5H H.265
MIRLRES o

27E VDA L/2A H.265 BB 4D, BHITLATRIE:

1. BRERINYRRIDE B RIDRE,

2. ERAX 3D Ef T IFRAHMLILRES,

3. WRERIRRERATERRBRARRE, NRENHNBIRER.
4. WIRMTEFRERIEARIRE N TR TIRE T

EAEZFIELBA H.265 B4R, EF5 H.265 4.

15 YUV444 RS

Linux VDA 3% YUV444 #5458, YUV R ARELSASMEIRESENEGE. EYUVE, Y RREEHE
Tuma &, UV XREes chroma &, E=1LUTE Citrix Receiver for Windows 4.10 % 4.12 #0iEBF Windows
B Citrix Workspace R 2% 1808 MEShkas_EEAIEINEE,

SME—HY. U VEHNESE 8 UHE—1FT. YUV444 BUBEIILL 24 (1/GRIEREEF . YUVA22 #iREa]
ERMEEZEHREZ UMV E, NTSBEEIEEEER 16 fi/GR. TRERT YUV444 71 YUVA20 ZEll9EXREL
Bo

YUV444 YUV420

72 VDA LB R YUV444 4R, BHITLAITRME:

1. HRFBERRRED SR HITERERBIRENH BN FR.
2. HRBMARERERBIZENBATHRRTHREE,

RIEHRARERRTIIMER

BRI R G B ERABREYMES, Citrix 1858 7 HDX 3D Pro BE#4RIE,
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£/ HDX 3D Pro t@4migay, VDA 7] LU ERIM MG 1+ R4S 0 B H A8 Mt A 2 B D U (LR E, X—HTIETHEE
R T —FEEEM EN R E R .
HRINBERT BRI, EREAILTHEE, HETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

MRTERLLINEEZ S, EIRAILUBTTIA T o< AR EMENRZE. AverageBitRatePercent 71 MaxBitRate-
Percent SHUSIBEHRERBERINE DL, RBENEYS, BFEHMEEN, BRMERR. BINISETER 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FRBMIMERRE, MRENFEEEFRIAE, NS TREERES, RARLXEMNEN, BidHH
REHENAEESRENRNN, BRI LRI R,
B % Linux VDA Thinwire SZFHSRIEHITETIR, BBIAEKZFIIR,

A% Linux VDA EMZ MR IFEENER, 155 CTX220128,

B RERR

FAEEM Linux 2IERBEITHEFRSIERBRIATES TRFRERR, ZBREMTERGRESKEMEZEHK
EI| IE R 18,

BERBR, BRAUTSE:

1. 7£ Citrix Studio fEAERRSIE TR HE,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAREHET ctxslider &%, WERHEERE5 U,
AR

MRERMAREFERBIRENRATHRALHETE, WAZERBER Ul

Image Quality - =
Let the system decide Pixel perfect (lossless)
4
Bektter Better
Interactivity Image Quality

BUTE AT AR (LA .

 EENEGRE, BBBER, BRZFHSEEN 0-9
 EFARAEXIRE, BERILRFIRE,
o EUMEIEHRN, BEREERTE.

HUEHERR
WEIEEERMMHERRI

BITUT L KEEEEERBHEMR (0 7R TW+, 1 RR2FIREDSR)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->
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HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

BITUTHRSRCERTERMEM H.264 (0 RiRFEFEM. 1 RREEFER):

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

EREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

HMERTIEEEA H.265

TUTHSREERSEEFERALRE H.265 (0 RiRkFR. 1 RTEERER):

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

REIEEERMM YUV EIDS =

BITU T e RGBT EREAHF YUV RFEHR (0 FR7 YUV420; 1RTYUVA22; 2 RRYUV444):
AR NHEEERMMARIGEN, YUVFormat BIEABEX.

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force
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KERTIEEER YUVA44 4R

BITUT L REERRIETMER YUVA44 BR44RED .

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

Y YUVA44 e Fia1TIRSEY, 45REMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FERBEMHHED

ETUTHS (0 RFRER, 1 RREARER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

S—MAERER nvidia-smi &<, MREEFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
|=:==::=:::::::::::::::::==:=:==+=::=::=:=::=:==::::::=+:==:::=::=::==:=:=::::
| © GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/JA  42C PO 14W / 31w | 207MiB / 4095MiB | 8%

Default |
e e e +
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| Processes: GPU
Memory |
| GPU PID Type Process name

[ 0 2164 C+G /usr/local/bin/ctxgfx

| 0 2187 G Xorg

o +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 off | 0000:00:05.0 off |

off |

| N/JA  20C PO 37W / 150W | 19MiB / 8191MiB | 0%

Default |
o e it Fom +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [

<!--NeedCopy-->
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NEFREIEHRNEE:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro %5128 E421n&

MREFEEMABER LLKEBELAH, H1E NVIDIA GRID FaER SR A

1¥E Xorg HiRAE

Xorg WEEXHinZ LT Xorg.{DISPLAY}.log, 1T [var/log/ x4,

E R 7] Kz PR
3F vGPU, Citrix Hypervisor #ithiz4 48 27 ICA SEASERE

RS BEETUTHSER VM ikt VGA 15518 :
33F Citrix Hypervisor 8.1 &EShRA:
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

x4F 8.1 Z#i#9 Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 R FZHEEBEN T#1T YUVA44 TEH-4RE5
W RIS E B AT TR, 7£6A NVIDIAK2 ERMERT, AR BN ARF/KESENSHIRRERERE,

HIizEEZE N NVIDIA K2 ERAXFAEEBERNA T#HT YUVA44 BRI, BXIFAER, BSRIMRmE IR
18 GPU X#51%R,

R Gnome 3 fEEETRRIE

X2 Gnome 3 KESIEFNHIRS.
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7% Citrix Workspace M AEFEHOA/NN, B OpenGL/WebGL M AEFTERIFHEN

8% Citrix Workspace MARFEOANRKRLERFEIYE. NVIDIA ZRRHEFRBEHFELNICRES, HIIEE
KN AR F I ARR MR, 150, WebGL ExEk lightgl.js ATeE 24 M 5%, 5= Rendering to this
texture is not supported (incomplete frame buffer).

HDX BREH=

November 4, 2022

BhR

Linux VDA S5 HttENRE LNRIEAR HZ 8 SHNEINKEEFR,
UT TSI SERRAZRENEEEMARRENIE,
BEHERR, BRITUTERE:

1. EEHNKSENENKEF, BHRESHZENMHERAZHNES.
d - Desktop Viewer - [u] X

Activities

Share my screen

View someone else's screen

2. BEERIFHXA.
HAHNRREAEABE—ERYE, BEIGFLELAERAEEZERE.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer

- o X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X
P e HDX Screen Sharing Viewer I:]
6. EXRETERHERIIEOKR), FREHERITERSLHNET.
[* L Desktop Viewer - a x

Activities [& Unknown =

HDX Screen Sharing Viewer x

R0 Disable scaling Aug 27 23123 ® zh~ o -
i
Cy

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. 7£ Citrix Studio #/a BEIF IR SIERIB R,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4. EERNPMERAVERIRKO 52525-52625,

5. (Ai%) NREEAR GNOME 2489 RHEL 8.x 3 SUSE 15.X, &4 GNOME shell R &AM B, WA
Applndicator &#F:

a) E7H< gnome-shell --version MtZE GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T% GNOME shell
HRBYT B, fla, MRE shell lRzK 3.28, MATLUEEY Bk 24 5% 26,

v #
.lc GNOME Extensions Add yours Installed extensicns: About
ErTIRSIoHs

application.
=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0
i Adds Applndicator, KStatusMotifierlterm and legacy Tray icons support to the Shell

Extension Homepage  htt ithub.comfubuntulgnome -shell-sxtension- appindicator

Download 328 bl Extension version.. ~

C) BMEETHMHEE, BWIAEEEN metadata.json X8 uuid EEIRE N appindicatorsup-
port@rgcjonas.gmail.com,

d) i&fT mv 88$ LU appindicatorsupport@rgcjonas.gmail.com B£#50% /usr/share/
gnome-shell/extensions/ FAMNME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t F %A,
B

BUNBERT, RAERAATTLULE appindicatorsupport@rgcjonas.gmail.com B R+
metadata.json Xff, EXIFRELEE, EHFEME P HAERIRE metadata.json 314,

f) =% GNOME Tweaks,

g) HEEIFEP, EBIRIRFR ALL+F2, r M Enter @xi@idizfT killall -SIGQUIT
gnome-shell ss<REFHME GNOME shell,

h) #=2®@FEH, i&17 GNOME Tweaks, #AG7E Tweaks T /3 F KStatusNotifierltem/Ap-
pindicator % #%

6. (A1i%) WNRBMEARM GNOME —ii2% %M Debian 10, BERRUTHFEUREHEA GNOME R4 EE:
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a) 87T sudo apt install gnome-shell-extension-appindicator &<, HfE
GNOME g ERIZY B, B REEIHEEENER.

b) EEIREDIER Tweaks.,
c) 7£ Tweaks TEFERET R,
d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Move applications to specific workspaces when they create windows e
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

ARE

- REHZIEETRZE H.265 MST4RMES 2R,
- BRRAEYRNNAEFRIEFTA.

c BIABAT, RERENAFRRZAUS 0N EEEHZEHRERE. EEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE B, LHiXEH
AHEN, AFEREBESTHEMERERNSEIRT.
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EVGPU E+

March 11,2024

3F VGPU B 2T NVIDIA 8l GPU (VGPU) RS RWE . AXRMBEXERI VGPU BERHIER,

EFAIEVGPU Bk, B

« ¥ XDamage fEAN&EHR M. BEBRT, XDamage 21/ XServer i BiERF.
o ERE Linux VDA BHE CTX_XDL_HDX_3D_PROI&EBHN Y. BXNELTENGER, BEATE
BT R R R,
ficE
f&eg Xorg Bo &4

EAT NVIDIA B+ REFEARZ NVIDIA Rapigx, WeBoheEMigBEEXH.

BRATREMEF SHREHREAE /etc/X11/ THEMRRBENF:

o ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, ST TIRIEREIEREE M4
1. 3% driver_name & AL IREHIERF B R
flgn, MREMIREHIEFZIN intel, TUBREXHFEFENRN ctx-intel-1.conf,
2. RIS EHIE 1S B

FMEREEXHHB—EEEA “Device” NES, XBOWIRE, ARNBIRDRFES. BEHRM
THASAREIEFE R ZAIATRATASR. ERAEABOIRNE, FHITUTIRE:

a) BEABERNISHRENEEUTRES SR ATUERASNESEXF. WIAERIET Linux VDA £
EN, EREREREERAYEEXAHNAIFRHEEEER M.

b) BANE B “Device” #5E%12 ctx-driver_name-1.conf,

3. BITUTEHSRIGE MR, LUEE Linux VDA BERZIRBITES R 1 RIREMEE N H&E R,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy—-->

BRI vGPU Ef

BUAERT, 3EvGPU B INEER T 2R, TLUEfTU Ti<$¥ XDamageEnabled EiZEH 1 EHBR.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

HFEHEER
FCE iz 440 B I i h 9 ELBD

MREALTEAMIEIT ID NBERERFR, BFfFERENIER, WELEAFHHIER AL HELBRE NG EER
Jopt/Citrix/VDA/bin/setlog ##i& GFX_X111i&&# “verbose” FRUtEREREELUHITIAIRE,

FREHI TR 4RD

i ANEZELACEIER

BT XA IEKED

July 7,2022

BT XANSIEKNEMTEENEARESIERG I, BEEREESERELER, WERABNNREREEHE R
EHIEZGITAEEERIER. JMIEE—BXEKEH, XEAREENMNKIERELETR, EREHFEBXIEBNA
o
HE:
BETFNANKIEKENRBTFREMEE, RS RERETLMEILEIELRS, EaLRE—EAINNERIERFE
ERERME, FERALLIHEER, BIMNTRIIRENEETEMME, B2, HRITBNEELINGESEMR2ERAE (R
ER) £56R,
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RIFKENBTF XA, FERTRAFPRENZE. STEKNTEERTREMEREGNES. REENMIERTHESE)
BETREEGNIEFIENERAFNE M. AT EFRREHIELR, BEERSBREFFUE Internet #Hilitit
AR A [B) 5 HAE B

ZPBAFKR, BEASIEKNERCELERE LRRE I ENKENSNL,

PRI

s EFEANKENTEEANRIEPRZRHRIEKED, BEAXIEKENINEE, BSUEANKERNTEE M.

o WNRFEMEAIBAR NVIDIA IRshiZF IS REGINR H.264 3 H.265 &wi3iER Tiz1T, MARLZIFSIEKE,
HERBTRREKE, (FEXMIERT, EMFRFTHN NvCaptureType i8&EH 2,)

o IKEDSTRIEEFINAERA] Mo

o WNRIEIZ Print Screen BHIARR, £ VDA mHRNREREAREIEKE, RITRINERIUEHEESHIRE
k.

Thinwire iH#=XE =

July 7,2022

REROUAERTEISLEREEPRMER. FiI0, 7 Web E LRSI, TSI, BEM BT
BRIFI R e T B B,

ET.17 IR, EEBEARRRERERTRESRE, FERRSERENRURERE, HERERMNVHAERE (16
fiisg 8 (iE), BR, BHATMEAF REMEMERE, HDX Thinwire RERIBRER RS IAEHSEGRRE,

BiRA 7.18 2, EUTE—ERT, HDX Thinwire BUIASYNIREH#EXEFER

. AAHFEET 2 Mbps.
o PMILEIEIREBIT 200 =7,

R T

pign, ETES, FHAERRALTENRS, ¥ FH e AFEERESK, BREREESE. AR EERETER
SAE, NMESEGMXAIRBRE, HHERIERE M.

Features
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BRFLESRIEREE, BRENEGIXIFZHHRUEITHER. FW, £ TEF, FBFBEEcRalE, BRI

RREET.

Features

NFE&, RUERBIIRIKSGZ WFXE, HESIFEHABRNENED. RUIERES MM EHT, I5E
Al SR AN IR B N R BB AL MBS HHELAEIR

TRE R0 (hidd BEN 2TEERE H.264 #1TEE,

nfAIERHE IR

BINMERT, HHIEANMNERERKRES. P RUARE) NEMSLATRESERRKS.
FEUTERTEREIXE (FER) AR

o MHRE = BATHRRLHTE
o FRETNEEHERE =8 I
o ERMMRRIESRHITES = HTNBIER (FE2RF H.264 5)

AR FREFE S ERARESE, MREMUTERZ—, WERINBALERR:

. EIFHEET 2 Mbps
. AR 200 25

REERYIRE, ERRAPREREESE 10 #eedia), BMEMERGERRF IR,

BUUETURIVITA

LB BT U T e L Bt SR BT

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hrh, <value>:

0 =1a2&XiF (EERERTEHAER)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 275



Linux Virtual Delivery Agent 2204

1=85 (REMZRTTR, RINE)
2 =1RRTF R
RFEHRR (1) B, TLUETUTHSZ—BeRinE e E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < H1E, W Kbps A1 > (BRIAE =2048)
fj: 4096 = EHRIET 4 Mbps B EHERIE

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Heh <value>Jy < @&, UZEF RS> (BRIAME =200)
A 100 = ERKILRET 100 2R FEHHAER.

B

July 7,2022

KESABTEE T EA:
o BPFu% IME

« ZFiG IME BFRRERS
o ERERRBED
o HRE

s XFZEEHA

B P imENEHmEeS (IME)

July 7,2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 276


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/keyboard/client-ime.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/keyboard/client-ime-user-interface-synchronization.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/keyboard/dynamic-keyboard-layout-synchronization.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/keyboard/soft-keyboard.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2204/configure/keyboard/configure-server-ime.html

Linux Virtual Delivery Agent 2204

BhR

HIED IME RANFTHFR, flihx. BEMSAEHEFR. B 5EFiE LM Citrix Workspace AEFHEH

£ IME (%30 Windows 7s#], CJK IME) SBALEFF.

[rmp
I

fER% Linux VDA BY, 2BEzhR#EILIhEE,

fERER

FREITF Citrix Virtual Apps 3¢ Citrix Virtual Desktops &i#.

RIEFEEEF i L BRERNRNEUFEERE A% IME Thig,

BEANia)

o BN E Google BFRISFWETIE, FREFEAEF I IME HEEE R TRFRANFH.

o RRTE B FRYPBHEAEF K IME 1588
« IME AP REAFERAKIEPRIE AT,

ZFin IME R RERS

July 7,2022

ik

EShlk, BRI IMEBRRE (BEFEEEEOMEEEN) ETRRALA. UAIRRMET, ANEBXERAK

BB FATIRIZ -
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Composition and candidate windows

Text input area

Citrix 2 Te] M, H#E—FRETEF K IME WAFKLRE, WTHAR:

A0 v | A
72 =< s
TdHsdissdissdissdissdf
FEHEFEH
TAS
FHH

ERLLIRER ARV ERMA

1. 7 Linux VDA E£2H Intelligent Input Bus (IBus). BxM@7E Linux #ER4% LEE IBus MWER, &
BERERFHU B REHXE, Fla0:

« Ubuntu: https://help.ubuntu.com/community/ibus

» CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

+ SUSE: https://documentation.suse.com/sles/15-SP2/html|/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMRERETIRE, BEBITERIZINELEERE,
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BRMZRZIEE
RIANBERTREAZF G IME AR RERDS . ERANEALLINE, HEEEFIRRERFBEDSM IME S0#IHEES
Bg, sl ctxreg SERRFREEEME.
AR
EPmERTH/BETH IME BUETIEE RSN Mt Aa T EMRISE, AIUNAREIEENEFPMITENT R,
SHRHIFEXR. A% Linux VDA EATEMRISENAEIZ VDA ERFrE =R,
« KEERFIRBEHRERLSH IME SO IhRERRUB AR EAT i IME AP REED IhEE:

1. 72 Studio ¥, ARPHEE, AEEFCIRER,
2. BREFIHREEHF/ELM IME UHHREREE,

Create Policy
Studio Select settings

:7({\[' Y%ESI‘GHS) | All Settings ot I Keyboard Layout Sync] X I
Settings: 0 selected [] View selected only

Settings

! ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRMZNER,
4. REHRE,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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EZAZEE, BEITUTHS:!
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000000"
<!--NeedCopy-->

SRERRED

July 7,2022

IAFT, Linux VDA MEFimigE ERNREHRBLIER, Fi0, HEFIHEELNREREM “RiB B|ih 58,
{87 VDA LREREY, AIRESHIREIRGY ),

Citrix @3 B5p% VDA WREH /S5 IHEENRER BRI RERIL D, TeANEF LS LNRRTHLR
T, VDA EHEHLEHEIAR,

== .
AR

EATF HTML5 89 Citrix Workspace M BEEFAZHSBETRRES NEE.

ficE

RINERT, BhSRERBETHELTEARS. EEANEALIIE, FIRETF REEHEEDS N IME cL#In6E
HREE, BT ctxreg AR EEIMER.
AR
FRIREERFBETS M IME SUHINERENMARS T EMRIRE, TUNAREEENRAP BN R
RHNPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRE RIS,
« REFZFIRBEEBFBERETSM IME SUHINERE S AR ASRENBE S IEE:
1. 7£ Studio Fp, HRREE, AEEFEIREK,

2. BREFHREEHF/FESM IME SHEERES,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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SZAILThEE, BEITUTH !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,
N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

MpEE

September 1, 2022

BJLATE Linux B AN ARFSIEPEAREERE. REESECWASBFRNTERN 2 RIHRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIhgEiERF RHEL 7.9, RHEL 8.1, RHEL 8.2, RHEL 8.3, SUSE 15.3. SUSE 15.2. Ubuntu 18.04 #1
Ubuntu 20.04, i&MATF i0S # Android 89 Citrix Workspace R BiERF 3z 1% I08E,

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio #, ¥ BEmERREAKKIZER AT,
3. (AI3%) ¥¥F RHEL 7 #1 CentOS 7, BT TH<IEZEEMARL (IBus) BREREIA IMBRSS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANRERELERIFIETEEEREF YR RIEEN.

PRI

ZINEETE Google Chrome, LibreOffice M E MR A2 T A RETCIALE i51To

EEFHRENREEBRETE, BREFHATER, ARBRRETHIEATR.

£ Web FBEEFM—MRANFRRIBES—MANTEREN, RERETEFET. BRI, BRI
BMAFER, ARELEEFHATR.

EThEEFRZ#F Unicode FRANFTFR (53, FX. BEBMEHEFH).

RREBFEATERBANTR.
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MRS5S HIBATRES, EXMERT, BBMINAREFEOXE LRSFERUISHAFTREEIRS
(1L SEVA=1

« BT Citrix Workspace R A 25 Huawei AR BIEERA MR, FIEMEEET YIRS, Wi
B ERE Huawei FiR B L,

XRZESHEA
July 7, 2022

B Linux VDA kg7 1.4 &2, Citrix FiNTWERHBHNBREFIZE. AFPAIMUERS Linux KEFRNIER AR
FREEH Linux RZ A2

B2, HFESES Linux KEFRSESEMN, Fib, Linux VDA ERNA#IES =N T ELAHINARZERA A,
b, AREEUEE IMERIES (B0, X, BiESEiE) BAND. TUAREFRIERE, BRHBTEERERE
Z B,

AT RRXERER, NN EIXAMANELAGTNBREFREESE. 8d1EEE, BRUUENBREFIEHRE
AR SS280n IME LUNFERERE Z BT,

[T

TEILIGEA ctxreg SEARRFRANZALIIE GUABERTERER). A% Linux VDA RSS2 LAINEERCE R A%
VDA LR #HHIFRE N ABERF.

FeEEmRmA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, %
E4% DWORD,

EERILINEE, EETUTEH:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

ERAILLINEE, BEITUTa<!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000000"

<!--NeedCopy-->
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fERER

AR o
1. B8,
2. HRAMERXARANERBHNARERF. AREPVAEFSUSETIES .
3. MTHIRSPEFKIFMES LRNARIES GNR) .

£ T ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4, MNTFhgamiksR IME SiBEHE,
5. A% IME SiBE2HERBNES,
AR

« 7£ VDA IS L ENRER RN, EHIRTIETT Citrix Workspace M AEFHIZE F ik L (EAHE

FRRERR.
« UK accountsservice R BALKEIRE 0.6.37 ESRAS, 7 HeEXKISMIBS I HEEFRIT
®E,
o | < | Region & Language ‘ Login Screen ‘ [ = x
anguage English (United States
Formats United States (English)
Input Sources | Options ‘
French
German

L] =l
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ZIRK

July 7, 2022
KESABTEEUTER:
o ESMTRE

¢ NEBRABEEM

» HDX MERENASAESS

ENTEE

July 7, 2022

BENESRRIAL FERARE. ©XFLT Citrix Workspace R BEFEFiG:

« iEAT Windows 89 Citrix Workspace R 2R - 2109 KE= R
« AT Linux 89 Citrix Workspace R 12 - 2109 hEShk4
« iEATF Mac 89 Citrix Workspace R BER - 2109 REEHRZA

YEERFEIIRPNEF RN, BENSMEIREBREM.

ERREN SN, BEFFHTE VDA LRESMHEER, BENFMMRIEMZFENSERIMRFLLE,
LURM M B S 5RALE,

TRETTBENSZMS RIREMZ BBILLIRE

BiEN S0 =l a=gi
BAEIMEREER: 48 kHz BAEMEEE: 8kHz
MK BEE

e

7 RHEL 8.x k1A PulseAudio 13.99 s{E =k,

7£ SUSE 15.3 1A PulseAudio 14.2 s{®Eshikas, #£ SUSE 15.2 Ef#ER PulseAudio 13.0 SiE S ks,
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MR ERABEER

July 7,2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4

Linux VDA:

« VDA #21E%&4:: Ubuntu 20.04. Ubuntu 18.04. RHEL 8.2, RHEL 8.1
+ VDA tHyRI%IEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 SiERARE

EENRBATEER

1. 7 Citrix Studio #1, ECEHELIEENHENBTEEMNIAWFHIRM URL ELEFIR, RIAMERT, RKEEN

AREEMRENRIF.

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

(All Versions) < || Al settings “|[ Browser X

Settings: 1 selected [ View selected only
»

v

v

v

Browser Content Redirection
Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

MEBABEER ACL IEEIRBIEE AT UEANSRABTEERR URL BIRIFFIR,
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(A" Versions) - v ﬂ Settings "‘ ’ Browser X
‘ Settings: 1 selected [ View selected only
Settings
y ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. % VDA £Ay Add to Chrome (7102 Chrome), M Chrome W _EREBIEAM Citrix F SN BRNEEER
Y BIEF. XiFMEETF VDA LRREasN (EESMEIN) URL BES5AYFSIREAELESIRITE.

BE:
BRI EARFEIY BIEF. X7 VDA L7310,

Chrome I REFETEMAFRRE, FTREEMESWGEIEIRNEMIRYT BER.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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294



Linux Virtual Delivery Agent 2204

i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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HDX W RS ARSRESE

March 28,2023

pu

7£ Linux VDA £iEHIE{THISAS N R A2 A A A ITEB] LAER HDX M BEATSIERE IR IS B G FIA
BERTERALIIEE. HANTEWNERALRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LI ARAMBRENRN, XML ERGVAELSE S H.264 RERLIXEITTE
MRIEPEITHMRR N AERF. HDX MEREGENMSAEREERRETE A IHRERRNSREAERRARBIR R BHTR
IREBSR, HWHHITEIRABMES. BRIENHESRHBNGERRNLRRAEX AR ENIREDIERF .

ERIRGIESMEBRGENEERS. 25, FRROGIRZEFTUERETEHRSSE. RSBFEERSMRRE
M, BEERAIEENKETAERMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured N
video
)\ stream Meeting
- -
HDX webcam server _bDecode Oiic@ _— conference
server
Encode and send Send througha
. through the HDX . native app

Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams looks and acts like a
with dedicated on-board normal webcam to the
video compression (UVC application.

H264).

AR

o IIhEER TSR B Citrix Workspace MBEFZ P H.264 15T,

o SEFMIMEIRET 9 ERAE 48x32 2 19201080 2z id.

o {FEREMSIRENE, BE7M Citrix Workspace R BIEF T A= iERER USB i8%, &N, mlaEsHM
=g N: Ol

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 296



Linux Virtual Delivery Agent 2204

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

S #59 Linux Z17hR

« RHEL 8.4

« RHEL 8.3

« RHEL 7.9/Cent0S 7.9
« Ubuntu 20.04

« Ubuntu 18.04

» Debian 10

« SUSE 15.3

« SUSE 15.2

% #% Citrix Workspace M BiEF

HDX MR ENANSAESE Sz 75 ThiAshy Citrix Workspace M2 :
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T8

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B LUET %% Desktop Viewer £ NA MG IRENIRE R EERBEBRIAE

%O
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic
(@) Ask me I

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect

(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA 2¥%m/E, WIE VDA 2% 8587 Delivery Controller 3, UKRBEAEM Linux SESIEEEEE
B4R Windows EIERIhE .

2. WREEI VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
B LUSEHRMNEREVESR, WREMN VDA Ti5i40 Internet, B%2SE 3,

INREH VDA EE7E Debian 10 L, EHEEESHNAZMRA LET. T, BEITUATHSUEREISH
BRIz :

sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy-->

N VDA #ZE7E SUSE 15.3. SUSE 15.2 8¢ SUSE 12.5 t, BT Fan< UEM ISR MBN AR H EH

Bah:
zypper up kernel-default
reboot
<!--NeedCopy-->
ctxwcamcfg.sh MizEEF:

a) £ VDA k%% kernel-devel fziARZiERTE (DKMS) 2R,

« kernel-devel BFHERERRAHEINNEBENAIZER,
+ DKMS BT ahSEEEMMERENAZRIR,
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=

AR
£ RHEL 71 CentOS %% FRf2FE, ctxwcamcfg.sh MASEER VDA LREHEH
U8R

« &AT Enterprise Linux (EPEL) B985 R E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback & F# v412loopback FiEAEH A
DKMS £ v412loopback,
v41l2loopback —MaFELIE VAL2 IR EIE & HIRIZIER,

¢) i 1T sudo service ctxwcamsd restart @ %, Linux VDA KM LB GV R S -
ctxwcamsd - EFBEIFINE HDX MLEIBENAMSAELRINEEN v4 12 Lloopback WiziER,

3. REH VDA FixihiE Internet, EES—AITEN _EMEZ v4l2loopback WiziER, REBEEEHTE
B9 VDA,

a) HEE—AHEIFIN Internet ERZARZAS VDA BRINER T EN. uname -r HSTBBEHRRIZAR
s,

b) EEMITEMN L, &fF sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x M&EK VDA E%IE) /var /xdl/ FTANERITEN.

d #ERIHTEMN L, 517 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
MAZIER, MBZHSMMETT, Wi /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®051bd227a9c94cl/$(uname -r)/x86_64/
module/ BE T8I v4l2loopback.ko 3tff, RERTEETT ctxwcamcfg.sh BIZBI ] gE & HER RO 4
Ro

e) ¥ v4l2loopback.ko MNERITENEHIZIEM VDA FIEHEETF /opt/Citrix/VDA/lib64/
7

f) #ZH VDA L, %7 sudo service ctxwcamsd restart &s$UEFBIHMLREIR
3 E v4l2loopback RiziER,

RIDA1EHT VDA

July 8,2022
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REBR
3% Citrix DaaS i RIMAER VDA, %JifER Machine Creation Services (MCS), 7 &k Citrix DaaS #16l
EARMNER VDA, BIERISEBINT:

1. ERERE VDA RFERIR VM LEIZEME, AILIEASMREGKZEMNEFRIMNIER VDA,
2. EAXRGEIZITENBR. &EF MCS (EATENEESZE, ARERRMNSEEAETERFEIRITEN

BIFRIR,

BXFAER, E2EER Machine Creation Services (MCS) #12 Linux VM 3 EHATIE,

EATARIALER VDA BYIhEE
TERIMAIEE VDA LeIZ2BEIEERBMHNAMAR

FTFARMANIER VDA ERENRIER, VDA BEMIEERRINBENEAR., VDA BREEZBEFTER Citrix
Workspace BiEFHAF B RERAF . XaLiEEAF BN, SERAFNAFPIRRF (UID). 41D (GID). *
BRMER shell, EFERALINGE, BRERUTSE:
1. BT TS UERIZThEE:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. £ VDAKMRERRETH /var/xdl/getuidgid.sh MadisEUTREL:

B WFEEANE iR
uid OFE FAP#RRFA (UID) @A Linux HEc4

AP TNAFNES. ©RAER
FRILAA R RA R TR

gid WE 4AFRIRTT (GID) BRFRTISTEAM
B

homed-ir E1pvi Linux TEZER¥EAFRPMNBER,

shell Eipvis E%F shell EEBFREZREBAAKF,

BR A FAF B9 shell,

TER getuidgid. sh MzERE:
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=W

ERREEMNARPEENBEE Y.

#!/bin/bash

HAHHHAH A R R R R R R R R R R R R R R R

#

# B F Linux # Citrix Virtual Apps and Desktops Bl #&: R B ~ 3
B uid # gid

#

# MR FFAE (c) Citrix Systems, Inc. R & FF B I F,

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"

echo "gid:1003"

echo "homedir:/home/s$1"
echo "shell:/bin/sh"

}

get_uid_gid_for_user $1<!--NeedCopy-->

RES S HFIER

September 1, 2022

Linux VDA HBE%1551%R

Studio Em=E
HE WMZFE EH IR ZINE

A%  UselocalRimeOfCli€aM\r  {EBAR
PR XizHl 52
] X
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Studio
R

ICAE
RITIE
B
ICA#E
RITIE
HHEIE
]
TINE
1Y
ICA#E
RITIE

HE

% o
S
Psii)

i

i
b
He

g mloof
I
H#

i
&

BEE
e
3L
=R
usB
BEE
e
RES
b

=i
B KE RIR BIAME

IcaRoundirEpflheckEAdled EE A
£EP (1)
L)
IcaRoundiirgpflheckbAdmd 15
LR
g

IcaRoundrEpheckiyenidlE 2B
£EP (0)

L)

LimitOvef@ltBw ICA\# 0

st

LimitAudi@Bw ICA® 0

&t

LimitAudi@BwPercé@A\is 0

et

LimitUSBEA#" ICA® 0

&t

LimitUSBB&Perced€A\E 0

&t
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Studio EMR
R BITE= i B RINE

MGtk LimitClipBgBW  ICA\# 0
BEMW
HHR
il

EIEiR  LimitClipglBWPer¢€AtH 0
BEM
HHR
G
e

Xtf®  LimitCdnB  ICA# 0
TR

IR

et

i

&t

X#E  LimitCdmBwPercet@A\'F 0
EEH
BEPRI
Bt

st

FTENM  LimitPrinEBBw  ICA\& 0
BEM
IR
il
TENHL  LimitPrinfBrBwPert@AYs 0
BEM
TR
G
e
WebSocketceptWelh ShifketsiiaWedtitgrkets
R

WebSockétbSocket&Ptirt ICA\WebRd@ts
mas
WebSock&ETrustediiginSd6AWED Sockets
SR

ARs52%

LIES

i

&t
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Studio
R

ICA R
FeEDh
W&

ICA {%
FeADh
TS
i)

ICA i
I 231%
Hs
HDX
BiEN
3

=EF
FME
£
Egipt3
# Ul
BERAE
&5

=EA
SR
s
=IEF
St
i)
el
BEE
E3

=)
R
g

At oof o
a 5 T
b St

=i
B KE RIR BIAME

SendICAK&&HifilivedCA R &I

#FEs  ICAR
RE 155E5h
K&
£ (0)
ICAKeepAttE@TimedCA 7 60 7
Em
RE

IcaListenetBoift Nurdser 1494

HDXoverUb®E#  ICA Preferred(2)

AcceptSess@&nRelidbAigConftéEtions

FaE (1)

1
Reconnedti&gnliTrd@shd@en30%vel

A=

EhEH

EE
SessionRétifilityPGA\s 2598

JEA S

1
SessionReétigiility TiGAkgut 180 7

ELIE

1%
AllowAutdgiientRetofiect 2iF

FPwmE (1)

HEH

ERE
AllowAudmBRedirectdin SiF

(1)
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Studio
R

R
FTENHL
BEM
Skl
# PDF
WA
EN#

FTENHL
IRzhiz
- BR G
MHEE
%

Eal
ELYL
BEM
EA
UsB
REE
TE[R]

=i
B KE RIR

AllowPrinf@eRedir #TED

AutoCreaf8PDFPrinie

DriverMapgpingList $TEN

AllowClipBirard Redifhitx

AllowUSBRedir  USB

BIAME

SF

Microsoft
XPS

Document

Writer

*,

Deny
5
Send
to
Microsoft

OneNote

*,

Deny

R
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Studio
R

R
usB
REE
TE [
Ty

20
BIE%

ESE
BESs

BirE

[ipES

e
54 AR
Pg2389
W
B3

FVFAL
R/

E4%8

£y
3D
FIfE
A=Ay
%

=i
B KE RIR BIAME

USBDevid@Rules USB “ =P USBDevid@Rules

USB
BEE
TE R
y
MovinglmageCom Jiteissic nCBriguration
(1)
ExtraColof@®dmpre3tionwire 22/
(0)
Targeted MiRrimum AraimesRetSdpsnd

FramesPe®econd Thinwire 30 fps

VisualQuaHty Thinwire /1 (3)

VideoCod@e Thinwire &igat
M

(3)

UseHardvi@reEncod@highdr¥igksmEodec
(1)

AllowVisugkyLoss|dssiteriTpregdisgn
(0)

OptimizeF@r3dWorkboadire B2/
(0)

USB

u\on
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Studio
R

&P
ESA
BEM
RAR
PR

HEE
RURB

BRE
Hl28 5
R

BINLIR
RS
iR
FiEE
RNEE
s
=1
speex
FAk=S
BhiE
BEEA
IRIREh
2=

=i
B KE RIR BIAME

PreferredgistorDepthinwire 24
/&%
(1)

SoundQuality =g

ot
m

of T
=
b

S

AllowMicr@phoneRgdir RiF
(1)

MaximumiNgriberFfstEsion250
I

ConcurreitiagonsTofeEance
b

EnableAuit#E pdateOfticaltroftafs
Deliv- (1)
ery
Agent
RE

Clipboard8glectioriipdateMdde

PrimarySélectionUgdgaieMode

MaxSpeex@@ality =1 5

AutoConrBetDriveskiq&E BEREHA
E (1)
\/CDM
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Studio
R

R
FeRIK
EfEs

el
& E IX
Ehas

el
WA
Ehas

el
PILRIK

BHohE
TR

RIFTE
KES
EIaN
PAR
Xt

M=E
TE
(53
Bt
E#HE
KMH

=i
B KE E32S

AllowCdr@wDrives X+ &

&
19/CDM

AllowFixegiBrives XH4=E

=

E
m/CDM

AllowFloppyDrivesxftE

=

E
&/CDM

AllowNetvwasrkDriveg 4=

=

E
®/CDM

AllowDriveftedir X#&

[~

E
&/CDM

ReadOnly#epped DiifteE

=

E
®/CDM

AllowAutdgeyboardflUp

AllowFileFaansfer %
%

AllowFileBgrwvnloadx 4%
o]

AllowFilertoad tftfE

L]

BIAME

RIF

RIF

R
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Studio JEffE
SR B KE E32S BIAME

2iF%F  EnableSeBinldleBifet EBEEA

TR Y28 (1)
25
=i3&F%F  Sessionldi@Fimerlrdafial 1440
PN IHRY N PaK:
G
#rFF<  EnableSeSBnDiscénhdctTimaE A
JEIAY Y28 (0)
25
#rF=  SessionDiE®NnnectEifurPeridd0
JEIHAS g Pak:
EEIE]

AR

2% Windows Virtual Delivery Agent (VDA) 3z #F&id B P #iB 1R #hiX (UDP) 1243 4f, Linux VDA 7%
. BX¥4ER, B2N@ETAAEIERMNY (UDP) LB EHE M.

ATLUERLT Citrix HFMIGE® Citrix Studio FEBESIEEEITAIE:

o SFFWITE: BEEEWTHNRIERE| LR E R,

o DETAITHNRNR: RETHAKIENNERS, MRKIETHITNERECENCBH, HEEHRIETIRENE
EIRERKERPREAN, SIEEHTEE,

o WIFFEENRIEITEYES: HER S XM EEN<IE RS STHERT a1 BR .

o BRFFEEMRIEITEIERIEING: IR EMEEMN SIS 2 RiRIetEERR.

ENEARKIREN, FRARXEREENEPRE—H.

TRIENREIRGIZIEN, RER—FRESHB. BXTM, BERUTREREHE: BREXAESHEE, BLARE
RERFETIRS. BEESIERFTENRES, FRHEAPRAUEETNITIEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay.

OK

BI A7 Citrix Studio 7.12 iR BSR4 PECE LA T 5REK.
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+ MaxSpeexQuality
& (E%0): [0-10]
AAINME: 5
HRES:

ESREAPEE, SHMEERRA Speex RIS SIMBIEH1TRID (BBATIRER), Speex 2—
MESRFEER, XEREEIFURNESESREEREITES. SHM—EIESTRELRTRE, XAz
HI1E B EM LR 2 PRI . AL EEHE Speex figI 2@ SBEE 0 3 10 ZEMRESHIEH, &
Bum, thRER.

= Speex RERESIREMNHRERS (BFSHSTMEE @S FERHRE) EERE Speex FREX SHEIE
Wi, MRSHMHRENT, FEBFLTEFRN, XEKRERERRS, UIRSTINRENR, FEFFLTE
HIRI, XREREFRIFRRIR. BRE Speex REARENRA TEARRILEER, &E Speex REHIAR
AIERR AT A

- T&TF&s Speex B&.
- HILRBERFFINFHERS,
BXIGE: SHRE. SMEEMHERF
« PrimarySelectionUpdateMode
& (#):[0,1,2,3]
FRIME: 3
FAER:
SRR ETIR T BRI EIEN, RERIEERS.
g EiH Linux VDA B R iG EN T REABTERE ] UEXN A Bk LB, F0MEE:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BERABREEREAEZR I LU REEN EEH
Linux VDA EHMEREABTEERERZ A i EHEIMER. FRKENIREABTEEFRENR Linux
VDA ERIZINGIR,

- INEERNREEREMEZFiH
Linux VDA M EARABEEAEHZFF iH EHFIINR. BARKREMNEXERNTEEEH Linux VDA
LRI NEAR,

- BPEERBTEREREIEMN
Linux VDA EM i EABETEETHZFF iF EHFIINR, BRKEEMNEXEERBTIEEAEH Linux VDA
LRI NEAR,

- EERAREERNERFHMEN LER
Linux VDA EMEEENBLEEEHEF in LEINGIR,. BF K LT REABLEEEH Linux VDA £
BUBIMEAR. LEET A ERINE
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BXIRE: BEREEADEHRER
+ ClipboardSelectionUpdateMode
& (#2): [0,1,2,3]
#AINME: 3
HAER:

HEEEREMEHPHIBEREE S8 JELREAEMREERNS, flBIMNREREFEE “E
#”, BIMERIEEABEERTF Microsoft Windows BIlkiRi&E, MEEERNBST Linux s 2m—,

It EEBgiEH Linux VDA fiE P i ERBIIEIRIEE AR T E R T 0] LEX AR LB . FEMEED:

Edit Setting
Clipboard selection update mode
I Value: |Selection changes are updated on both client and hast ~ -
Studi( " Uee Selection changes are not updated on neither client nor host haost
Host selection changes are not updated to client
v A_F'Pl Client szlection changes are not updated to host X
Virtu changes are updated on both dient and host O5, 7.1 Desktop O5, 7.5 Server edail
Setti 0s, = P T e o, Feror oo Desktop 05, 7.8 Server 05, 7.8 LAY
= Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 08, 7.12 Server 05, 7.12 Select
Users & Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 05, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18 )
Summg Desktop OS, 1808 Server OS, 1808 Desktop O3S, 1811 Server 05, 1811 Desktop OS ST
¥ Description
This setting is supported only by Linux VDA version 1.4 onwards, It)

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

¥ Related settings
Primary selection update mode ﬁ
lancel

ﬁ Cancel

- EERNATFEREAEE G L AREEN _EFH
Linux VDA ERIBIMEIREE AR T EAEHMEFF Im EMEINLIR. B iR EMBIMLIREERNRTEAEH
Linux VDA EAIEINEIR

- FNEEABREEAENIEF IR
Linux VDA EM S RIEE AR T ERAERNZF A In MR, XA E EMEMRIEE NS TEER
Linux VDA EAIEINEIR,

- BRIHEERABTZEREMEEN
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Linux VDA EMEIMIRIEEAR T EETFME P in LM MR, BRIG EMNEIEIRAERNBS T EARAER
Linux VDA ERIEINEHR,

- EEABTEERNERTFIHMNEN LEH
Linux VDA ERBIMEREE A AL EEHZF in LEINGIR, & F i LBV EIRIEE A B L EEH Linux
VDA ERIBINEIR. IthikT9BRIA(E,

HEXIZE: TEERBIEMER
AE:

Linux VDA X #FBIIREEANBMEEEAND. EizHl Linux VDA 5EFimZ BREHIFMIETH, HITERN
ERRKEREE AT EMRAN EEEARTERELIRENERNE,

FTEN

July 7, 2022
AEBIABTEE LT EM:
o ITENERAEMIE

« PDF#TED

FTENSRAEMOE

September 1, 2022

IR ME RTENRIESLEBIER.

Eoes3
Linux VDA ZRFIES/E A cups 71 foomatic idiE3s, £X % VDA BRI EE. EAILIRBY X BERFohREDE
83, f5Iun:
ZRHEL7 L:
sudo yum -y ‘install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->
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&

Citrix 124 7 = Fh2E B 00ERITENHIRENTER (postscript. pcl5 # pcl6). BZ, BRITEMIRGHIEF TS EME
PITENN R D, EXMERT, FHRAHHME—EFNERE ~/.CtxlpProfileSCLIENT_NAME BB . BEhR
75 1906 2, FAILUERMNTE Citrix Studio HEREITENHIREHIZ FF BT AN A M SRR,

£7¢ Citrix Studio FECEITENHIRENIZFIRET IR A M SRR, IBMITLATIRIE:
1. EFFTEDHIREHAZ Fr BRES NS M R BK

2. BEHRM,

3. AR IRITENMNIRIEF BFES IRGHIZF & 7. MNREMERT Linux & Citrix Workspace M ABER,
BEHAIETITENH B o

4. EEERAHBEN VDA LHIREHIERFE X HFRIET R,

Edit Setting

Printer driver mapping and compatibility

' Driver Name - Action - Settings - S¢
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
i@ Edit driver mapping X
Add | | Driver Name:
FX FPS Color Class Driver
| Use defaulty g™ Deny
() Allow
- Applies to.tl ) Do not create -
g'ﬁ“algse'? O Create with universal driver only [C})SS 7??3
enver = . y
Server 0S. 7| ° Replace with | /usr/share/ppd/cupsfilters/Fuji_Xerox p 0S, 7.12
Server 05, 7 sktop OS,
7.15 Server | OK ” Cancel 7 Desktop

05, 7.18 ServerUs, 7.15 USSKIOp US
¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an -

“ | Cancel
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} =r

AR

o {N3z#F PPD RohiZF XX,
o AFEFFTENNIRENIE R IRES AN FR A M SRIEAVE Mk Tl. RBEBIRNEN.

fERER

AUMBRGAHREMERFBHEARFIT, XREFIBIRIMTEMNAIMRSIE) Linux VDA 1%, WFREMEARER,
FTENN B ARAEo

o SHFAFNEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskS$SSESSION_ID

o SFAEHNERER:
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID

F=3

AR

NMRE—AFRENTATEATHNRENELRGHNNAER, IERILUARRMTENN. TEEERGRNNARE
FRIEFHSETEN LITED, BEEEERBHNRERIEFRBINAZFFTEIN LTEN,

EEHR
FoIEFTED

FTENFTAE B TIERY, B ETENFIFZR ctxlpmngt F1 CUPS #2232,

FTENSFIFIZR ctxlpmngt B—MRRIE#IE, MAERIERIERIET, SITUTHSURINTIFIFEFRSEEE
7. R ctxlpmngt K517, BEMHSITHFE ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

WMRMTEITED, BT CUPS 1E28, ctxcups lRSATFHTEINERE, #5 Linux CUPS 2RBIE, #HBESMT
BLEE—, TBEIBITUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wtk CUPS BHERESING B

g CUPS B, BETUTar<UEE CUPS lRSX ., &N, CUPS BHEXAIZRE hdx.log !
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sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

LA BN R R R BRITENH SRR E, FERRELT, TENHIESR, AAXEHE CUPS %2
o

FTEN4g SO ELES

TN BHEFARETESSHBHED. RAPASIAPRETRDEFEE, REEEIRE
~[.CtxlpProfile$CLIENT_NAME & > #1 TR &,

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:
printername ZRAESHNEYUMEZ A IREGATEINBNE TR, ER2—TRIME. B7HE,

TEEERTIEEFER ppdpath. model 71 drivertype, EMETHYITENH REEEREP—NFE,

o MRBAITENNIRIEFSEFIHITEINARES, BHEA model= EMAE ANFTENNEDIZFHE S, AL
A pinfo ST IRITENA LIRS EFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
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<!--NeedCopy-->

ARA LIS ER S LUSFTENY LA :

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o NRBAITENNREIZF 5B P HITEINARS, BEEAVITENNERZF PPD X#Z. ppdpath &
RANUTENNIIRENIE F X BIBIT B 1R
flgn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#&#E— ppd B&hiz:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER. ppd
<!--NeedCopy-->

o Citrix 2t 7 =B 0B RITENVIRENIERF (postscript. pcl5 # pcl6) . A LURIBITENHE 1B BIRTHIZ
FPEL,
BN, NREFFIHBINTENNIREHIZFEE R PCL5, 5% drivertype i¢E5:

drivertype=pcl5
<!--NeedCopy-->

il P ANV S
SR EAEMERAITEIN., H=iEA CutePDF #1 PDFCreator Z 2589 EHAFTENH LARARE LRI R T 5 T ENHLIR
MEFE X

FTENPEALBUR T2 P i BRIAAT N T ENM IR BNA2fre S0 BARE HADE R IREIZF KB, MREFIRITENNERNZ
PCL5 IEzhigRs, i Linux VDA i&#ZEHIZE Postscript IRzhigR, NS HIMimR,

INRITENHIRENERFRBUIER, AILUAITIA TS BERIAER R :
1. BRIEBLHHNRERE.
2. 517 vi ~/.CtxlpProfileSCLIENT_NAME &<,
3. RN TFFERTE Linux VDA LIRERESITENS f4:

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. TEIXAY U E MR FITENE , §E —1 spool X4 1%7Z7 [var/spool/cups-ctx/$logon_user/$spool_file
To

6. RERBITNRBE AT, MR spool XHEKXNAE, RRBEM, BEKA Citrix 23§ GHRHEHTENAE) LRI

BEZES.
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7. R spool K/NAAE, M ZXGEFZEF . spool XHERBEURTE P IHBIAFTENASFTENHIREHTE
FRRY, WNRBRTRIITENN, (&xH1) IREHIZR = postscript, FIIMEETE Linux B2ER L _LITF spool Xt
RERNBSRSIER.

NREEITENXMHZ PCL, EFFIHRIERSGRE Windows, NEERITENNXHEFIZIRF IS, HERTREN
FTENHIRBHFE R 7E R P I TENA 4T EMZ S

8. RRSTHYITENH BB ERARRMFTENIRENER, TILL PostScript & R isiTENH 9 fl:
a) BRENRIE, AR HEE LTSRS,
b) TFHTENERII,:

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BGTEMW). IIRMEEREREERNR,

d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (#1i&7) 1 Model (25) FE+, M Citrix UPD Rapi2 s iEiE REBVITENHIREIIE R,
9, MR%=ET CUPS-PDF EHMTENN, BJLA%EE “Generic CUPS-PDF Printer” (i@F CUPS-PDF
TENH) WRopizF. REES.

f) RS, We1E .CtxlpProfile$CLIENT_NAME R BIRsNIZFHI PPD SXH4HERR, WUAY
BRESBYFTENHL (6 IR MY IR BN T o

BEA0ia)

THEREMHEMTE Linux VDA LITENBTF/EY R :

CTXPS RzpizF 5880 PLCATENNIARE

MRREFTENRLIRR , B ITENHIREDIZ R i2 B A BIE R R R A TENHIIRENIE T

FTENR S HLBTHTEME A8

EAME A IHITENN EFTENAX AR, XS BPRS[BERHITER. NMREZNEERIE, FRURFTERKHE
&,

FEMIEPEETEMNAITEN(F k@A

Linux M=iE#&5 Windows 1#(ERFETRE,. Bk, FrEBFRBIKABRSGEENEN. ErIUZRXLEEM, 54
SEH CUPS BBEXfF: [etc/cups/cupsd.conf,
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BRI AL E R AT REE B R
DefaultPolicy default
INREBERFS default, MELITITARINEIBRIAERS XML 3Rep:

<Policy default>
# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF #TED

July 7, 2022

fERZHF PDF $TEDRY Citrix Workspace R RBI2FHRZS, aJLITEDM Linux VDA &iEREi%i%8 PDF. SiEFTENE
W AXFRET Citrix Workspace M REFHAM T BN, fEauit&EN £, ATLUERFTE PDF EER(ITH
PDF, HTEFMEFTENMN L#ITHTEN,

Linux VDA 2357 LU FhiZ<89 Citrix Workspace M2 L#17 PDF $TE0:

+ Citrix Receiver for HTML5 A4s 2.4 3 2.6.9. ZAF HTML5 & Citrix Workspace FZF#2R 1808 RE&
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

Remote PC Access

July 7, 2022

BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops 89 B2, TEALEBEMMAFRTIURZENA
RERBANEMEDAE PCo NRBPALUFREDAE PC, tiTAILUARITMR TR ENFRENAER. RIENE
Bo

Remote PC Access R T EIAEmA N AERF KR Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access BIERFFIZSEBE Citrix Virtual Apps and Desktops FrEMERFRIZER, XirgE—4E
RET—HES—WEREER, BrEdER Citrix HDX T HIZEHDAE PC &%, REREAF LK,

BXiEMER, BB Citrix Virtual Apps and Desktops xierE) Remote PC Access.

=l

XEFEEDE Linux VDA HE1#:

o TEMIENE, E1X7EIE 3D BHX TR Linux VDA, BF NVIDIA Rzpi2 F9BRE, BT HDX 3D #x,
PC WAt RETEFL, BRILREFETEENEZ2NM,

o EXE Linux HENEARSIERERALENITENE R,
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o BatAFRDRAERT Linux it8il. BEEmAFR SR, APESHER PCHREBmRESRASENITE
o EREBERTANER TRITIHE R, EF K LM Citrix Workspace R Bi2FH UEEBIB P £ Remote
PC Access RERIERIFIAINAZE PC _LHMFAEFFIIE.

« MRAFRBEAMBERIE PC, ZidM StoreFront E5) PC LK.
o TEBANEA T Linux iHE .

[T

231 Linux PC 1%, BEB4R PC £R%# Linux VDA, ¢/Z Remote PC Access XZMITENER, AEIE
ZAHE, LEHENE RPN PCAMERBGENAAER. UTEHFANAT ZIE:

$% 1- 12845 PC £%% Linux VDA

BWEERENZERRE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,

S8 2 - 872 Remote PC Access R+ BN ER

1. 7 Citrix Studio #, ARBHUENER, AEMREREFEFURHTENER.

&% Citrix Studio
Machine Cataloa + | Machine type No. of machines Allocated machines

File Action View Help
e 2nm
| Console Root

~ § Citrix Studio (site)

O Search
= Machine Cat=lone

£ Delivery Gra Create Machine Catalog Single-session OS5 (Remote PC Access) 1
ﬂ Application: Wrzm N Single-session 05 (Remote PC Access) 1
g Policies Single-session OS (Remote PC Access) 1
@ Logging Refresh

~ [E» Configuratic
8 Adminis  Help
Controllers
=1 Hosting
&% Licensing
3 StoreFront
@ App-V Publishi
@ Zones
v &3 Citrix StoreFront
3 Stores
Server Group __________________________________________________—— _________________________________________________]
Details - RemotePC-suse125

Details | Machines | Delivery Groups =~ Administrators

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session 05 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Setto VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. BEENTIE LN TP,
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tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ Don't show this again

3. TERER%KTUE Li%EE Remote PC Access.
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EZHER

TE=Z Remote PC Access MEMER:

o FERAZFEIGITHER: Remote PC Access &1t 25,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

=&
July 7,2022
KESABTEE LT EA:

o BiERfEH

. FARNEERER

o RTWRAIER

o SIEAEM

» Rendezvous V1

» Rendezvous V2

« FATLS RIFAFPRIERSE

« £A DTLS RIFAFPRERE

Epeivagg

July 7,2022

BiEnfEimE Citrix Virtual Apps and Desktops BB EaHFl, IHEMEEEIR, BEAT BY, ST A
FRXEM, FREEEHEMETIES WAN 7 Internet EiZHBEMEER, BXxBEMEHNFMAEER, BE2FE
SETVAEZ =N

BRBENEE

7z Citrix Studio #, i HDX BERFMEIKIEEAERTERISHREN. ERBALFERRES,

o Hit: RAEEFERET Enlightened Data Transport (EDT) BB &R &4, HEHEE TCP,
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o 2l RR: BEISAE EDT, HEAELRE TCP,

HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

ML Diagnostic mode  JallGEILUE
Virtuaroemrery mgene 1z server 05, 7.13 Desktop 05, 7.14 Server OF, 7.14 Desktop 05, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audic and

Framehawk.
B HABRIEMNER

BERMBEERN SR, 1&7E Citrix Studio #i§ HDX BEREHIKERIZE A%,

MEELRATBENEE

210%E UDP AR 2 S EEETT, RBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERERERT, BHRMTFUTHT.
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udp 0 0 0.0.0.0:2598 0.0.0.0:%

udp 0 0 :::1494 R
<!--NeedCopy-->

EDT MTU %3}

EDT TR RIEN BEMAERAEFRENM (MTU). MR LEHINATRER SR TR T ERZIRIEN EDT
EEER.

RIREK:

e Linux VDA 2012

« EATF Windows 89 Citrix Workspace MR 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBRAREAEN

MREANEFIHT SERAERZF I8, WAIUREESEHRNEENX EDT MTU, BXEAESR, BESHMIR
i E CTX231821,

==
=

I

AMRFEFALRSHTENG, FESHEEEMRERERSR, Citrix TERIEIFIMREFERECHAFLS
BHIMBIIRAAE IS 1T AR, EREMRRIESRFHIENG, ERIEIMERZE, BSLHITED.

7£ VDA =A% EDT MTU k3

ZFINERT, EDT MTU XM FEARS.

o« EEAEDT MTU %M, BEAUTHSIZE MtuDiscovery FMEM, EFE6) VDA, AE%E# VDA
JERR:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« M EDT MTU %3, &R MtuDiscovery FMERME,
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EHIZE P LR EDT MTU X3

BILUETTE ICA XA MtuDiscovery 8%, E&EF G LB EFHIES EDT MTU 23, EXALIIE, 18
£ Application 9 FIRE L THE:

MtuDiscovery=0ff

EEMBALIIEE, BM ICA Xl MtuDiscovery 8%,

BHE:

ZEL ICA XS E1EM, 157 VDA £ EDT MTU &I, 1R %7 VDA £EEH EDT MTU &I, M ICA

XHESHTS.

FERIERNERRER

July 7,2022

7£ Linux VDA EREHQHIMBENERT, JUEERNEER. MREETRNEER, WHEKIEERIMEE
HRAMNET—FIET. BRHEZEREHEERNEERT.

TERNMATHBTRELNE B REMRIL

FERRERIN iEA e

LogNoHome EHIRAPEREAUESETESRMNE create -k "HKLM\
ATERRIE. RIMER 1, "R, System)\
MBI ZEREN O, MIEZEARE  CurrentControlSet)

HomeMountPoint

AEERNZEER.

1£ Linux VDA LigEasthEH 5,

Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

g0, R /mnt/home B%#H=, System)

MBAFPMEERA /mnt/home/ CurrentControlSet)\
domain/<user_name>, #f® Control\Citrix"-t "
RHRSENIRERNAEFREERME  REG_SZ"-v "

o

HomeMountPoint'"-d "<A
directory where the
NFS share 1is to be

mounted>"--force
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AR tEA e
TempHomeDirectoryPath  #£ Linux VDA LigEIGNEER, create -k "HKLM\
MABpEE = HIKEE, BRINMER System)\
/tmp. EMERBECRT CurrentControlSet)\

HomeMountPoint, &A% Control\Citrix"-t "
MBEHSFTENASEN. AR REG_SZ"-v "

MiEEE B R7A TempHomeDirectoryPath
/tmp/domain/user_id, "-d "</tmp by default
>"--force
RemoveHomeOnLogoff ERIRSERFAHEBRIGNEE  create -k "HKLM\
Fo 1 RTRB. 0 RTE System)\
CurrentControlSet)\

Control\Citrix"-t "

REG_DWORD"-v "

RemoveHomeOnLogoff"-d
"Ox00000000"--force

AN ARER

July 7,2022

f&Bh Linux VDA 7.13 hiz, Citrix MFFERZREH Linux FEFRNT LN BRREFTE. FRENTEMFERRD
FERNA] e A It ThAE,

m:

7£ Linux VDA 1.4 &, Citrix 18507 X B &R H BN AIEFMSIEH ZIhRERZH.

&£ Citrix Studio k&N FBIEF

EAI R AT S N BIEF AMEIIMA R FAR &% Linux VDA L REMNBIERF. Zdi25%% Windows
VDA LLEMNAEFEM. BXFMELR, 15505 Citrix Virtual Apps and Desktops x#%  (Ri#E#B# Citrix
Virtual Apps and Desktops ki) .

AR

o BRERMAN, FRAERMEERENSENNBEFINHBEF.
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e Linux VDA 1.4 REBRALZFHFLHNAER. B2, Linux VDA RZFESEMNARR R HAERN
HEN. BFRIRE, HNTENEANAEFNEEREZREMITHE,

o BEERATENAER, B707E StoreFront EEATEER, TEEXBIALTERARS. IREEETIE
B “TWIMode=0ff" Z2RZEX, BEMIRIIZRE, MIFKHEEBERA “TWIMode=0n", BNERELER
HERHRRE,

PR

Linux VDA R8N AF BoE—RAREFNZ N HREG.
ENREFSER, IERETNAREFNRES XA ERIEET.

EA0a)

ERHNAREFRERR T ATEMR-:

s AZWEKAFEL. BOMNBATESETRS SRS =,

s FEFMBATHNNARFISEONRNS.

+ 1B17%1 LibreOffice AR, [EHE—MEIMNARERZRE Citrix Studio £, EAXEN AR
=g,

» “Dolphin” ZEXMWEF QIS WEBAGNARFIEFERER. EMRRIRM, FESEMILLA https:
//wiki.archlinux.org/title/Qt B ZE,

Rendezvous V1

October 9, 2022

£/ Citrix Gateway AR5 E¢, Rendezvous iR E4%:d Citrix Cloud Connector, UEHER£MEET)
Citrix Cloud #=#I¥&.

ERMERNRETEER: 1) 5 VDA EMMNSIENENRE; 2) HDX SiFRE.

Rendezvous V1 #iF HDX &iEm&4ed Cloud Connector, BEEK Cloud Connector KIEFFEIEHEIRE L
#17 VDA M iERIE,

2K

« £/ Citrix Workspace # Citrix Gateway BRSiA 1R 1E,
o % @E: Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BRS3)
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+ Linux VDA kg7 2112 s &SRS,

- hR7< 2112 2IREER HTTP ARSI,
- hR7s 2204 2:EPANIEM SOCKSS RIBF R RIEIRZS,

£ Citrix B8 /= A Rendezvous i, BXFMER, ESiH Rendezvous MY HEEEIEE,

VDA &3t https://*.nssvc.net AEHENIR, SEFMEFEH. NMRELTEBIZHREREFH
FINBRE, BEXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

« ERESIER, Cloud Connector & 713KEX VDA B9 FQDN, BLIULB4F, &A= EA DNS f@#if: /8
Citrix DaaS$ iz#2 PowerShell SDK, iaf78n% Set-BrokerSite -DnsResolutionEnabled

$true, B Citrix DaaS izi2 PowerShell SDK 4= 8., 5518 SDK #1 AP,

RERE

VDA #n@it HTTP #1 SOCKSS5 {I8%17 Rendezvous &,

RIBEEFED

7 Rendezvous HERREN, HEEUTER:

 ZH5ARERR HTTP RIEA SOCKSS 3,
o AEPBUIEBRENNE, BERE, WE VDA 5MXIRSZEN ICA REFZRIZE. BEILE, BN, &
Bl

o HTTP RIBEIEAIIEHM Kerberos SR IEIEMMYZFETIHHENNSHIIE, EERERSSH, hEs
HIIEH FES B %R Kerberos i, Kerberos £ Linux VDA ZiFmiM—A 2,

=W

ZfFE A Kerberos, HAANNRERSSBZIERS EEZR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA ERBRISERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEMEITEFREN, MRAFBIE SPN, BHEIEEEK,

o HAIRZHER SOCKSS RE#HITH I, NREMA SOCKSS K3, BAEREFI, UERFERXIRS L
RE (EEXRPIEE) USRI SHEIE.

« 2B SOCKS5 fiExzHnmd EDT #178dEER. XIF HTTP 38, &M TCP 17 ICA BEHthi.

BEAAIE

Rendezvous %#5%EEA HTTP I8, MRFEMLEHEAEANE, WAFEE VDA L#iTHMEE.
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IFZERARE
EMERERIFEARIEN, B E Rendezvous LIEECEIRE. BAZIKESRS, 5 VDA$EE HTTP 5 SOCKSS5 1
ik, LT REERMPE fln:

o fR¥EMIE: http://<URL or IP>:<port>g socks5://<URL or IP>:<port>

Rendezvous I&3iF

MREHEFAEER, BRETHSBRIIERSELMEMA Rendezvous:

1. 7 VDA LEmhimms.
2. 1517 Jopt/Citrix/VDA/bin/ctxquery -f 1P,
3. RiaMNIERRIE A

o TCP Rendezvous: TCP-TLS-CGP -ICA

« EDT Rendezvous: UDP-DTLS-CGP -ICA
« @it Cloud Connector fX3#: TCP - PROXY - SSL - CGP - ICA g UDP - PROXY - DTLS - CGP - ICA

Rm:

WMERBAT Rendezvous B VDA TiE#EiHA Citrix Gateway BRsS, VDA #[@iEE#@id Cloud Connector
12 HDX =18,

Rendezvous H T ERIE

TEH#ART Rendezvous HEEHRE,

BRESERT BRI,

1. E#3l Citrix Workspace.
2. 1z Citrix Workspace F#iNER,
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3. WMRFEAAH Active Directory, Citrix DaaS ¥ Cloud Connector i@i&i&@id Active Directory 31
BHITIIE,
Citrix Workspace &7 Citrix DaaS M5 R,
M Citrix Workspace #i%## %8, Citrix DaaS @ VDA RX—%HE, UEAEASTEHTES,
Citrix Workspace ¥ ICA x#%i%=2I8% Citrix Cloud £ m#I STA ZiFMIH =,
i siEHE R Citrix Gateway iRSS, #RftiZiEsI VDA MZEIE, Citrix Cloud ¥33E%ZEiE,
Citrix Gateway fR £ % i # 15 2 %% % Cloud Connector, Cloud Connector HEE#E &~ Ren-
dezvous &, HEEE%REET VDA,
9. VDA 115 Citrix Gateway lREMEZEERE.
10. IR XA VDA 5 Citrix Gateway fRSZiEEi Bi%EHE, VDA %@ Cloud Connector RIEEHEE,
11. Citrix Gateway fREEiH=S5 VDA Zai2iriE%,
12. VDA &g Cloud Connector &8 Citrix DaaS iEE ATk,
13. Citrix DaaS &z Cloud Connector & VDA &ZEXIEHRE, XLEBEREMNA.

90.“9”.0":“

Rendezvous V2

October 9, 2022

£/ Citrix Gateway AR5 E¢, Rendezvous il i E4e:d Citrix Cloud Connector, UEER£MEET
Citrix Cloud =%l &,

ERMAXENREFTEESE: 1) 54 VDA HMNSIERENRE; 2) HDX RiEFRE.

Rendezvous V1 #iF HDX &iEm&4e3 Cloud Connector, BEEK Cloud Connector KIBFAEIEHIRE L
#17 VDA FMFASERIE,

TR T A7E AD EAHHENMKRIMNERITENIE Rendezvous V2 58 &FEMZSIE Linux VDA BB &ER, %t
FRMAERITEN, Rendezvous V2 72 HDX sigflissliigssd Cloud Connector,

£

£/ Rendezvous V2 IERE:

« {£/ Citrix Workspace #0 Citrix Gateway RS iA R 1E,
o @ : Citrix DaaS (LLEi#RA Citrix Virtual Apps and Desktops ARs3)
+ VDA hr7k 2201 i EShias,

- hR# 2204 2 HTTP #1 SOCKS5 RIBFr RIS AR A,

7£ Citrix ZEBEE A Rendezvous thi¥e BXFAREE, B3 Rendezvous iV EKIEE,
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o« VDA XFIF https://*.nssvc.net EFHANE, SFEFREFE, MRELIELZARNIGFHREFE
FINBRE, ERAER https: //*.c.nssvc.netfMhttps://*.g.nssvc.net, BXF4HA
&8, 152 Citrix Cloud xx# (£ Virtual Apps and Desktops IR T 74) 89 Internet EEZEREBHF%
IR E CTX270584,

+ VDA AIHEmSEZ T E R FIRY L :

- £ TCP 443 £, BT TCP Rendezvous,
- £ UDP 443 £, B7F EDT Rendezvous,

REERE

£ Rendezvous B¥, VDA Z#@EdRIBERITHIFREN HDX £1ER8, AL AN RENERIEIEEIAE,
ALiEFHEES,

EHREREEEEM

= HTTP {1,

AL FRIBRERENNE, REFIS, LUE VDA Citrix Cloud =4I FEZ BNEFIRERSWER. BENR
wE, BN, EE/FEW.

FPRFRIESHIIIE,

o ENERFIRERENE, BIRNTARFEEIME:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy—-->

HDX /llbg1tigijz%=\$I)ﬁ\

o ¥ HTTP #1 SOCKS5 i,
« EDT R&E5 SOCKS5 RE—iEfER.
« EXHDX REEENRIE, 15FEMA Rendezvous HIEAEHRIKIEE,

o ALBHIEEMENNE, BEEFIS, LUE VDA F Citrix Cloud £4IFEE 2 EH HDX REFSwIEZE,. AR
HFeE, TN, EFERM.

o HTTP RIEE:SERNEN Kerberos BHIIEMMYZIFET HENN B M, EERRIBRS SN, hEs
RIE A ES BEhER Kerberos i, Kerberos 2 Linux VDA #5HM—A5 %,
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} =

=W

ZfE A Kerberos, % AANNRERSSBZVIERS EEZTR (SPN), HIEHE S5/ IER Active Directory
kP xB. VDA BRI SERERER A HTTP/<proxyURL> # SPN, EF{E URL 2 M
Rendezvous {IEHEKITEFRERN, MRAFCIE SPN, BHEIEEERL,

o HEIARSZHER SOCKSS RE#HITE I, MRFEA SOCKSS K1, BHEEFI, UEREMXARS L
BRE (EERPIEE) UKL SHEIE,

+ 2B SOCKS5 RiExz#pilid EDT #17#iEE R, xtF HTTP K32, &R TCP £ ICA BN,

BEANE

Rendezvous #5%&8A HTTP 12, MNREMLEPERBEANRE, WREERE VDA L#HTHARE.

n{afEzE Rendezvous V2

TEHEEEMIFEDESE Rendezvous HIFE:

1. BHERBEMEEZXR,
2. B VDA G, BITUTHSLUSEMENEMRI
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

X00000001" --force
<!--NeedCopy—-->

3. E#RzN VDA itE .
4. o) Citrix SRR EREN TR

« % Rendezvous Y& Ei& H 7%
o BEEHIEHIZE Citrix HEBTIES. ZFEBEBTEERA Rendezvous B+ E.
o EHER Citrix SRIEEB ERNMER, URBESEMRKE,

Rendezvous i

BREJEZTIEEMER Rendezvous hi¥, EELEHETT /opt/Citrix/VDA/bin/ctxquery -f
iP %,

ERBEm ISR AR

« TCP Rendezvous: TCP-TLS-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
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« @12 Cloud Connector K#E: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA
WRIFEMHE Rendezvous V2, thiXhrdEER 2.0,
e

MEEAT Rendezvous Bt VDA EixE#EAA Citrix Gateway RS, VDA ¥[EliE2i&@d Cloud Connector
32 HDX &1

£/ DTLS (RIFAFPRER S

July 7, 2022

M T7.18 fr7fe, DTLS MER—Me2RXFFHIEE FIABRT, LINEETE VDA LAFEARS. BXFAER,
BERGRELZ2E.

BF DTLS &
WirBENERESERRA

7z Citrix Studio #, IR HDX BER Zia RIS E A ERTER ISR,

£ Linux VDA L=/ SSL &

7£ Linux VDA E, &£ [opt/Citrix/VDA/sbin £# enable_vdassl.sh TEER (@&HA) SSLMNE, &
XTI ERARAMERNER, EiafT /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AR
Lai, Linux VDA %45 DTLS 1.0 #1 DTLS 1.2, DTLS 1.2 £ Citrix Receiver for Windows 4.12 =&
F Windows & Citrix Workspace M A 2R 1808 X E= R4S, IREME F iR Z#F DTLS 1.0 (40,

Citrix Receiver for Windows 4.11) , i&f#/H enable_vdassl.sh T3 SSLMinVersioni&&
TLS_1.0, ¥ SSLCipherSuiteig&f COM=; ALL,

£ TLS RIFAFRIER SR

July 7,2022

BhRZs 7.16 2, Linux VDA XFAFRIFAFRSIEREM TLS &, BIMERT, TLS MELFEAKRS.
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BR TLS m#&

EEARTHRIPAFRIELSM TLS 10%, &7 Linux VDA 71 Delivery Controller (Controller) EREEHHE
F TLS %,

7 Linux VDA t&3&3E+H

FREX PEM #SARVARSS 2EHH CRT IUAMRIESR. RS[IEFEELUATED !
o B
o RINZEZHFLA
o FRENEH (FIik)

RS BRIEFH G
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

July 7,2022
Citrix BiETEMINEES INFIE M Linux £ &, SIETEHERIMER TR TFERRS.

RNEA MR ML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMEEMNZIER
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEHESH HDX RSB UMEIEBEE M, WR7E Citrix Studio 1@ T FEKIGEIZE TIROS, NIEZK Linux
VDA EMIZE, #fR VDA LRI ASEEE AR L@ IR B OEFRMNE TR,

o BRSEBRENE P UnREHECHIRSE 8] EIFR

REFEPGEEEES (B, LERMBHEREERH) B, B1E Linux VDA 5&FFIRZ B R X REEEHREHE S
REESNRSHEBATRNEAIRESNHAIME. MREFmLEMAE, WEERE, BIIFFREMER. RERE
ERPRFESDRSEEZERRNHE. RAERTREELRE. BNHEHHTEE, HETUTHS (L10#HA
)
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIREIARSS S REHECHINSE 8] [BIFR
LG BIEFE M ICA BFIHAZEE Linux VDA WAESBEREEMIRSEE ZEERIT ., RINERTREELILEE, B
WHEBHTAEE, BETUTHS (X 10 #Afl).

/Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HPEHEER

BEREKEBAREAIEME, TERHRIE.

ERRRIERIR, BHITATHRIE:
1. 7 Citrix Studio FiB I SR BERARIEARMEE, BESYRILITFEFHREE) VDA BRSH HDX RS,
2. £ VDA £, BITUTaH<LURIESERTSEY TCP iARERETET (MU0 2598 Afl).

netstat -an | grep 2598
<!--NeedCopy-->

MRSEAEM RO LRE TCP flrgs, HziTU TR BARNIAS.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy—-->

USB £EM

September 1, 2022

USB i&#&7z Citrix Workspace R A#2F5 Linux VDA REZEH=, ¥ USB REEEMIIKEE, ERIUERER
ZHERERY USB IR E BB A IZIR &

e

LHMLBIERETF 100 2508, FHAVZINGER USB EER. HMKIERET 200 26, E77EH USB EEM.

USB EEmE&=1"FEHEMNIIAE:
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o FHRIE S (VHCI)
« VHCI &%
+ USB Bk

FFiE VHCI:

XE5 USB EXMIhAERET @B IP WERNER USB IREHZRS. EMH Linux RZEEFM—LAFREREA
BY, XEEFE R LS AR EhiE i {s LUREXFRE USB #4dE. £ Linux VDA sE3iA, Citrix EA VHCI BYAZIRED
12/, 182, Linux VDA 5 Citrix Workspace R FB#2F 2 al#9FH USB $uiREHmER L1 Citrix ICA iR 4E
#,

VHCI AR
VHCI BR$3 2 Citrix 2Rk S VHC| mizEi@E A iERS. RS VHCI 5 Citrix USB RS ZEIHIM %,
USB ARrs3:

USB RS BEEIE USB i&& LR BN SR Z MR Citrix B3R,

USB EERIVIIELI

BEBRT, MR USBRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREENFRIATERN Linux VDA 2%, USB RERMTERDEFARERER, BELRERERHHIED
12, WMRHKRREMIREIZR, &) Linux VDA 2IETEEAEERM USB %%, HR USB iR&EMEE, BR
RIRNIZFH EREE RS,

Linux VDA X #F— Al EEAEEF HHIMEFIHEER USB &%,

S USB 1£&
THHEEBEHIAZ I Linux VDA irads, SILEEFEREMIEE, BEEEIER:
AE:

Linux VDA {%32%F USB 2.0 1%

USB AR EFHILE VID:PID XHRY
Netac Technology Co., 0dd8:173c FAT32
Ltd

Kingston Datatraveler  0951:1625 FAT32
101 IT
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USB AR EFEIEE VID:PID XHRRE
Kingston Datatraveler  1567:8902 FAT32
GT101 G2

SanDisk SDCZ86 flash 0781:5580 FAT32
drive

WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID
3DConnexion SpaceMouse Pro 046d: c62b

USB 13#&(Y VID:PID

Epson Perfection V330 photo 04B8: 0142

ficE USB EE A

B Citrix SREESEH TR ANER USB I#&EE M, XaJLUERA Delivery Controller SRESIEEIREXE, A
Linux VDA E2E& USB EE MY, JEEIE LU SRBEFIAM :

« BPim USB IREEEMERK
« BPiH USB g EERAMN

BRUSBEEH
7 Citrix Studio #, BA (HER) 5FFHziEM USB REEER ((RPEIEWEEN).
EHREIREIEES:

1. EEAW.
2. BEWE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

%E USB EE @M

B USB Exmes/E, A Citrix Studio IREEEAMN, HERBEEAV (FIEE) 7E Linux VDA LIERML
8’

£ “BFiE USBIREEEMMN” XiEEF:

1. BEHEIERANEEEAN, HBEEREBOTHENN,
2. gl (4REE) MG, RERE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNMAEEER USBEE@MEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1 VHCI izt

USB EEm#k#tF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERRDEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIEIE Linux RITRAZHITRIE, BRTER:

S Linux Z17hR AR
RHEL 8.x 4.18.0-240
RHEL 7.9. CentOS 7.9 3.10.0-1160
Ubuntu 20.04 5.4.0-81
Ubuntu 18.04 4.15.0-154
Debian 10 4.19.0-17
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BE:

MRENITENBIRNZS A Linux VDA ZHIRENIEF RS, USB IRSEIRETEB. EXMIERT, N
EHZ B S VHCI RIZARIRES, 7 8efEA USB EEMINEE.

HIAERINZS Citrix IEMIRRET —

EHLITL, BITUTHLTRBIARNZEST

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

INREFLITITEY), WAZERERMIINE, Bhrd5 Citrix REMEIR—K,
MRGBLEITEETRER, WARS Citrix BIRF—, BMEHWE,

EHE VHCI iR

NRENANIZIEIRS Citrix BIRRETR—3, BHRITUTIRE:
1. M Citrix &5 T35 LVDA &3, % Linux Virtual Delivery Agent (sources) 543 RIS,

2. i2HY citrix-linux-vda-sources.zip X, £#iZl linux-vda-sources/vhci-hcd-1.15.zip, SAEER
unzip vhci-hcd-1.15. z1p &<42E VHCI iR,
3. BIREET Linux VDA BRHE, ARETUTHSZ—!:
» sudo bash ctxusbcfg.sh dkms
EALH S, S UERMSNIZIERTTE (DKMS) 2R EE VHCI Wiz, DKMS RiEAF SUSE,

AR

sudo bash ctxusbcfg.sh dkms &< =E &K VDA £&% kernel-devel
DKMS #2%. £ RHEL 1 CentOS L R#2FHT, iz <a7E VDA LR#EH B Extra Packages
for Enterprise Linux (EPEL) Zfi&.

HEHITERNZAR (F1I0, MR 4.x.y AEEIRRZ 5.x.y) B, DKMS sJaei&igE VHCI B
#ZiER (usb-vhci-hcd.ko#fusb-vhci-iocif.ko), 1% DKMS &K, EBFXIE
47 sudo bash ctxusbcfg.sh dkms,

+ sudo bash ctxusbcfg.sh build
ESEREEA DKMS EIMAIER T %5 VHCI IZESR,
R R USB EE Aaj&

EIRIBEATTPRE SR REEREA Linux VDA B A AEB R & Fhin T,
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TEHHEERH USB i

Linux VDA EREEIREEM Citrix Workspace 2R EEMMNFE USB i, UHRRREFMEEMEBIHNE
EmBigE. Alt, BReEeEREENRNHIRE.
[ 4 . |

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

{Ei- B USB MR SO £ 5

R Citrix Workspace ZARFHN T AEZIUEIEEER USB #if, EEHE BN BIXHRIES
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