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BE:
EHERBERETNAT HaikRas (CR) MKEAARSHRAS (LTSR) 897 &4 5 B HASRES

Linux Virtual Delivery Agent (VDA) Z#EEMIBEMLET Citrix Workspace M AEFHEMIEEAR Linux
RRAAE 2 1R o

AT LURIBS 215/ Linux Z1THRR S BRI BIEF S, EEM Linux EM_ER%E VDA i, EE Delivery
Controller, #A/E1EMA Citrix Studio mAFIRHXLEN BEF S H,

HTIEINAE

November 27, 2023

RKFAEH 4 (CU4) £ Linux Virtual Delivery Agent 2203 LTSR H&#hk4s. 5 Linux Virtual Delivery Agent #9
2203 LTSR CU3 hr#s#8EL, CU4 BT =MEE,

%35 RHEL 8.6. RHEL 8.8. Rocky Linux 8.6 71 Rocky Linux 8.8

B CU4 irasiEE, Linux VDA 3FLAT Linux X 1ThR:

» RHEL 8.6
» Rocky Linux 8.6
+ RHEL 8.8
+ Rocky Linux 8.8
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tERRASHR A E FNE) 7R

Fr AN IRR
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2203 LTSR CU4 2 Emin]&
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B Linux Virtual Delivery Agent 2203 LTSR CU3 i2, M TFRABEE:

« 7 Linux VDA £, BAT B5heIZE PDF @RITENVIERRSE, =iAfER Citrix @AITENEER (UPD) $TED
PDF XX#aTRERRM, ZE#E VDA WH LA SIEBE 10 MeHBttEE, [CVADHELP-22619]

+ £ Linux VDA EE2E Machine Creation Services (MCS) B, ©alge T4 m Citrix Cloud 5. [CVADHELP-
23600]

o FREEHEEEUN, VDA FMaTsERKK, [CVADHELP-23789]
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RKFAFEH 3 (CU3) M7 MEEo
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ItEhR 2 Hr B9 E R 5] 7R

Fr AN MIER
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2203 LTSR CU3 2 Emin&A

July 14,2023

B Linux Virtual Delivery Agent 2203 LTSR CU2 2, UTFR@E#E

o ctxgfx #iZh I segfault #IRT eSS Linux B BEFNSEEIMEH. [CVADHELP-18646]
« XAz Linux VDA KIEFTRERSHURR, MNISHRIERAMERE. [CVADHELP-21079]

o HEEHBE Cloud Connector B, Linux VDA aJseREUHE M. [CVADHELP-21256]

o SIEITERG, SeRHZEAN CPU TaEE M. [CVADHELP-21480]

« BF RPM @&, BB RARSNLIERRESKRK. ER, FiXALE Linux VDA R4 LTSR CU1 3% CU2 %
M, [CVADHELP-21793]

o BfE VDA R F:AHIRE, ZidEsh Linux VDA 2iEFtHATRERL K, [CVADHELP-21832]

o WEERRTRERM. BXFAER, BHSHMIRFLXE CTX559370,

SRS 2 (CU2)

December 12, 2022
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KT Itbhirzs

5 Linux Virtual Delivery Agent #9 2203 LTSR £#3%#1 1 lR4s#8tt, Linux Virtual Delivery Agent 2203 LTSR
FFNEH 2 (CU2) T BE,

Linux Virtual Delivery Agent 2203 LTSR £f3%# 1 (CU1)

Linux Virtual Delivery Agent (¥1%4kRk2x)

ItehR A< ER R B &R

FF AR

Citrix =mEZARRS AKBH

2203 LTSR CU2 R E B ERIE=E

December 12,2022

B Linux Virtual Delivery Agent 2203 LTSR CUL i2, M TFRABEE:

£i8381d M Desktop Viewer F#HRMKERIFPEHATELSSBRBEXRAGRE, 79 NFS ZHEXH4XE R
AutoFS RS HltkR#, [CVADHELP-19384]

MR ERIA shell i€ E A /bin/csh, EiRXER Linux VDA FTRE A M BIEF A RES kM, [CVADHELP-
20140]

Linux BiRg& IR 2R, HET—REIREE, RAFAZREHEIMNHTIRIEE N, [CVADHELP-
20560]

ERBS FHIIEARS (FAS) BY, AAAaE2IKE Invalid login (EXER) S, [CVADHELP-20715]

27FEH 1 (CU1)

August 11,2022

A#HHA: 202288 3H

KT Itbhirzs

5 Linux VDA 2203 LTSR B9##akR4s48LE, Linux Virtual Delivery Agent 2203 LTSR £f2&# 1 (CU1) #iT7N
MEE,
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tehR A HR R B R E) R

F MR

Citrix F=mE ZARRSERBE

2203 LTSR CU1 FE2&E s

August 11,2022

B Linux Virtual Delivery Agent 2203 LTSR #l#akr7Ai2, UTFRESES:

EWHEMERIZIT Ubuntu B9 Linux VDA £iE8Y, Gnome SS@E¥ BAIBEELARE. [CVADHELP-19038]
=idBEsp Linux VDA iEl, SiETESRBIMREHERKE, [CVADHELP-19556]
BF NSAP EiliBiE/5, Linux VDA EJRESHiIiMtaERIRE, SBHTIEATEEM, [CVADHELP-19776]

B EMATF HTMLS 89 Citrix Workspace RZ B2 M Linux VDA THEI A4 RAN X4 A fESWE S
#o [CVADHELP-19868]

B3 B 5h1$ A Machine Creation Services (MCS) ¢l 28 Linux VDA B, winbind lR5 a8t &= 1k,
[CVADHELP-19908]

IEERRT BRAREHHH RPN HIMAEEERRM, [CVADHELP-19942]

KT IbhRs

August 11,2022

IBThEE

2203 LTSR HAYETETNAE

Linux VDA 2203 R &83E LA T8 ThRe MG 52 TIAE -
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£E%# Rendezvous V2

fE /A Citrix Gateway AR %58+, Rendezvous il s iFmELed Citrix Cloud Connector, UEER£MEZEE
Citrix Cloud =&,

ERMEEREREELR: 1) &6 VDA FHMAKIERENTE; 2) HDX K&,

Rendezvous V1 #iF HDX iwE4ed Cloud Connector, BE{HEX Cloud Connector REBFFEIEHIRE LUHT
VDA JFMFI=iEIE,

THEMA T ARE AD AT ENMKR NN ENVIE Rendezvous V2 58 £iZME4IE Linux VDA BB &1ER, Xt
FERMAEMITEN,, Rendezvous V2 #iF HDX SigflizsliiEssd Cloud Connector,

BEXFMER, 1B21W Rendezvous V2,

BIRE GUI BT

E, SREERMLITREREARMRE, WRARETEMZE GUI, AIiERETTH U TRE:

o MBERFIER
o REMRPIN

¥ VDA fONfERES
o BEEIBTTRIFG

BERARMRE GUI, BEEM VDA MEmEmFERIz(T /opt/Citrix/VDA/bin/easyinstall &%, &
KIEMEE, BEERERBRMREHTHRRRZE (#E) —XHRERAIHS.

HDX EfZ L II4E

Thinwire MR LS HTRER AT S RIZE S ML (FPS), BE4& CPU SAENFHEES. AT, LI
MEERRS. BXEAER, BERLEET —XBHITLERD,

FHBR AP BIFTIEINAE

BX1E 1912 LTSR z/ai@:id 2201 CR 2 CR EERIFTIETIRE, ESRMILIIEH£I1ER.

2203 LTSR FEEERIRHA

August 11, 2022

B Linux Virtual Delivery Agent 2201 &2, I FiEE~E:
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« MRBAT Remote X11 #B 5 X11 BRFESIEM TCP iwOEEFERHR, WL EBhRiE [CVADHELP-

19090]
B A1)
July 14,2023
ERRAFHE T LU a5

o L EHEE Cloud Connector 5 Delivery Controller B, Linux VDA TT8E&BUHEE M. [CVADHELP-
21256]

+ 7£1E/ Kerberos #8389 RC4_HMAC_MDS mMZEHREKERT, Linux VDA RIBETARAIEHIES A, FHIM
MTFHIRER:
Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled) (52i: 7€ GSS-API RFIFRIEFEHIE (MEIKF: FA2#F/REHE HMAC
IN#ZE RC4))

BRI, EEEM Active Directory i/ (&, EFEiHE OU &) ZH RC4_HMAC_MDS5, =&
A Linux VDA EERSEINERE, 25, EERA klist -li 0x3e4 purge &< i&k Controller # Citrix
Cloud Connector +4&7F8 Kerberos i, SARE#H AN Linux VDA,

EE&8 Active Directory 15ifh 2 H2 A RC4_HMAC_MDS5, EXMUTHE:

TR BRI S,

REIBRE, AE%ERF Default Domain Policy (BAIAIEERES),

a2 E Default Domain Policy (BRIMEHNER) #Hi%iZ Edit (4RiE). AREEEHERKITH.
EFRITBEE > 5 > Windows i85 > 288 > A > K8,

WikMLZL2e: BB Kerberos #FpIINZsEE,

EY jH % - DES_CBC_CRC. DES_CBC_MD5 #1 RC4_HMAC_MDS £ & &, R g i& #
AES128_HMAC_SHA1l. AES256_HMAC_SHA1 # BRAmn=sE!,

I e

T A7 Linux VDA LIEMSSMEAE, ERmUFHE:
AR
SSINELRBFEENEER SR KT,
1. 7£ Linux VDA L3TFF /etc/krb5.conf x5,
2. 7z [libdefaults] 29 FHRMUTIRE:

allow_weak_crypto= TRUE

o Linux VDA R"x##H SecurelCA #1712, 7£ Linux VDA L& SecurelCA 28 &IERHRK.
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+ £ GNOME fERIEH, ZiERREHRFIEREK, [CVADHELP-15639]

s BAGHIETENARFAIRESERMNEFAARL, Mutter A4%&ET mutter-3.28.3-4 Mk A= I LR
B, EfALA, AR mutter-3.28.3-4 skE R4S, [LNXVDA-6967]

« H&fEA NVIDIA GRID 3D RBF/ZH HDX 3D Pro B, Linux VDA R#zFiRiz 7. SUSE 12.5 FxtiEiilt
mE, REARZ OpenGL EFREEEXL Linux KITHRIEIR RGEHHTE,
o XHTHIBFHABIIED. ZEOFRSTEXE TEIEE, HAET—RNEERBHEK. [LNXVDA-5646]

« PulseAudio HBINRESSHERETHRSBEFELTFREDRE 20 #/EEBH. % PulseAudio B
HEd, BB AEER, BERRRILIEE, 5% /etc/pulse/daemon.conf X HHIRE exit-idle-time=-1,
[LNXVDA-5464]

« SUSE12.548 libtcmalloc 4.3.0 FEEaSEHIEEIMNEH,

« £ SUSE 12.5VDA £, ctxhdx lRESAIEEREIMRE, Itim#s7E GNU C E (glibc) 2.22 3 2.24 kg
H;M. ZEBEEE glibc 2.25 REE. MREMA SUSE 12.5 £1ThRk, AILIR%E SUSE RI#ERIIEHIE
MBS LtiEE, [LNXVDA-4481]

« BAT SSLMEHBZATREAEMN, TEEERT Linux 8 Citrix Workspace K AfEFHRBHH=IE,
[RFLNX-1557]

« Ubuntu E#2: £ HDX 3D Pro &, j8% Desktop Viewer A/NG, MBAEFARTESET—T2E, &
EENERRETARE,

o SEHRIER, ATEETRSMIER Linux VDA FTENEE M A AIFTENL,

« BRTPEEAEXHNFERNREL CDM XHENMREFIHEASXHHER, WIS IR,

o TEARIRAH, REFXFRIBEBESEA UTF-8 4B,

« iEATF Android 89 Citrix Workspace W B2 CapsLock SRS RERERIH BRI R . BF51E
FF Android 89 Citrix Workspace M B2 A ERER, Caps Lock SRS e EK, MRA%: £/
I ESEE £ Shift BEAT 5/\BZiatik.

o fFRAERT Mac B Citrix Workspace M BIEFEZZE Linux VDA B, & Alt (WIREERERTEER. BAS
R, SHFAEMFAAM Options/Alt 8, EBTF Mac i Citrix Workspace MBREF#= %% AltGr, EaT1L
7£ Citrix Workspace [ AZFI&E gt iTh, BRERRRENENBZEFTR.

o Linux VDA EHIINIEBSEMEM. EFHMNEER—ELHHM Kerberos &5, B2, Broker AJaESIRIE
Seaif—4H Kerberos ZAEREFHER VDA BREZE1E, VDA £iX%E1ZZ3I Broker B, Broker AJgeTi(5
VDA BiLREIRE E T, ERAERE VDA JEMKK.

VDA IREZIESHIHEITE, RERELKEITRR. B2, HTRESZIENEXHEK, FLoTsEREERKE
ialo
fRRTE: 5B Broker WERERR., 3BT Broker 5{7E Broker LB EBRS MM SIRABOGEITUT

A
Y.
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klist -1i 0x3e4 purge
<!--NeedCopy-->

tan < =7E Citrix Broker Service IB1TFRTERIMAARS TAFFEM LSA BEEPHAMERSEE. e
=MBREAM VDA BERS RIE, AMAIgES®MAMIRS. B2, RFFIERAERM, BAXERSEE
ZBfM KDC EFREVX LRSS TR

o AXFFESMEMERN A, ERILSEREMHBRIREERTTAWITEN, AEHEE ICA XEPRFEISM. WRE
BT EMRFINAREFEEERRIRE, YARFAIRITMN, RtESITEEENR. MRERHHAIE
IRTHIRIRE, FIRERHILRMBYR],

+ AT Windows & Citrix Workspace [ BiZF Al BERE S SRR HIHAELE R SRk Hia A,

B=HEHA

August 11, 2022
Linux Virtual Delivery Agent 2203 (PDF &)

Itk Linux VDA RRAE] 8e B ERIBZ SIS P E X FRIFEI AN E = AR M.

A

August 11, 2022

AXEREERINEMEEEZHAANES. Citrix =RFIhEE, MUEREBRNHIELSRE, Citrix FEIEr
FERBERMR G UBELRLMNE, EESEMATPERATTRESEEN, ARfTa8iEs M FRNEHIEE,
X RESAPZFNFMAREE, 5587 Product Lifecycle Support Policy (FR4EmEHRZIFER) —X.

FRAMMER

TRETRTEFAHIMPRETFE. Citrix =RMIhEE,

BFANDEARSIEMMER, Citrix ELARAPSESIHXLEE, BRHERRNYFRAFFEEMR. 7 Linux VDA
#,

BRI B SERE S 2.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/downloads/lvda-v2203-third-party-notices.pdf
https://www.citrix.com/support/product-lifecycle/

Linux Virtual Delivery Agent 2203 LTSR

mA EEHEPERFTHRAE BEEARIFRAIRRA
%# RHEL 8.1. RHEL 8.3 2203 2206
%# RHEL 7.8, Cent0S 7.8 2203 2204
F#F CentOS 8.x 2110 2201
¥#F SUSE 12.5 2109 2204
Z# Ubuntu 16.04 2109 2203
$#F RHEL7.7. CentOS 7.7 2006 2009
F#F SUSE12.3 2006 2006
¥#F RHEL 6.10. Cent0S 6.10 2003 2003
%#f RHEL 6.9. Cent0S6.9 1909 1909
%# RHEL 7.5, CentOS 7.5 1903 1903
%# RHEL 7.4, CentOS 7.4 1811 1811
%#f RHEL 6.8. Cent0S6.8 1811 1811
%# RHEL 7.3, CentOS 7.3 7.18 7.18
% RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16
RABER

February 9, 2024

Linux VDA g9 ¥aikk45 Citrix Virtual Apps and Desktops #F—. ©XRAGERERMARLREERELN Citrix
Virtual Apps and Desktops Rk A, BIREVEX Citrix =REHAPNES, UKk T AL Citrix 2ELEZHE
FEEBF= SR, 1520 Citrix 7= @46 F#R,

Linux VDA 5 Windows VDA WEEE 1288 E £5. FrE Delivery Controller 1#B8E5 Windows #1 Linux £m&
RERERS,

AP RSRAOAMH (190 Citrix Workspace MAER) MRKERETHE BASHEEPHITIRA,
BREKHAIRSRA (LTSR) IFEHER YaTARAS (CR) MUREAE RRBENES, BESHMIRFH O E,
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#H Linux £17hR. Xorg MRasFSmifiz

B XIEhRZAB Linux VDA 28589 Linux R17hR. Xorg IRAMIKEIFENTIR, EBA TR, AXFMES, ESH
XorgModuleABIVersions,

Linux Z17hR Xorg s B2 520 i

Amazon Linux 2 1.20 MATE. GNOME

Debian 10.9 1.20 MATE. GNOME

Rocky Linux 8.8/8.6 1.20 MATE. GNOME. GNOME
Classic. KDE

RHEL 8.8. RHEL 8.6. RHEL8.4. >= 1.20.8 MATE. GNOME. KDE

RHEL 8.3. RHEL 8.2. RHEL 8.1

RHEL 7.9. RHEL 7.8. CentOS 1.20 MATE. GNOME. KDE

7.9. Cent0S 7.8

SUSE 15.3. SUSE 15.2 1.20 MATE. GNOME

SUSE 12.5 1.19 GNOME. KDE

Ubuntu 20.04 1.20 MATE. GNOME

Ubuntu 18.04 1.19 MATE. GNOME

AR

LIRERFAMNFRMNOIIETHN, Citrix BRAFMNENTRESZ IR, X FEFAHERRHT

8, BZHEFA.

o WREMDRE—NEHE, FILUET ctxinstall.sh 3¢ ctxsetup.sh fiZEisE BEXIEFERN GNOME ¢
MATE £mifig,

« B707E Ubuntu £fER HWE kernel st HWE Xorg.

o BHARZEAMLATE Ha EREERN systemd BEMN, Bx systemd AR ZEENIFMAE
B, BBRAAR/AaME

SERENT S MEPLIFE

BRABRSs 28
Citrix Hypervisor

VMware vSphere Hypervisor

Microsoft Hyper-V
Nutanix AHV
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+ Microsoft Azure
« Amazon Web Services (AWS)
+ Google =ixF& (GCP)

=

AR
EFREBLT, SXEFMNLIERLHIYH x86-64,

B 2203 k7Ai2, &7 LUTE Microsoft Azure. AWS #1 GCP L3 Citrix Virtual Apps and Desktops #0 Citrix
DaaS (WLi#F7 Citrix Virtual Apps and Desktops &%) #£& Linux VDA, BEXENT = ENEZRNE
Citrix Virtual Apps and Desktops #&, &FEE Citrix Universal iTHZSE S RFAIIE. B Universal
ITRAMEESMNRIFAIERE S, 1526 Citrix Universal STREIEFAARIEY (TTU),

Active Directory &£/ 4+6

Linux VDA Z3#3LUF Active Directory SRS~

Winbind SSSD Centrify PBIS Quest
Amazon Linux 2 = = = ES
2
Debian 10.9 = = = = =
Rocky Linux = = S & &2 (Questv4.1
8.8/8.6 K EShRES)
RHEL 8.8 = = = = & (Questv4.l
REShRA)
RHEL 8.6 = = = = & (Questv4.l
NEShRA)
RHEL 8.4 b = = = & (Questv4.l
NEShRE)
RHEL 8.3 = = z = £ (Questv4.l
NEShRES)
RHEL 8.2 = = = = £ (Questv4.l
NEShRES)
RHEL 8.1 = = = = Z (Questv4.l
K EShRs)
RHEL 7.9. = = = = & (Questv4.l
Cent0S 7.9 K EShREs)
RHEL 7.8. =3 = = = & (Questv4.l
Cent0S 7.8 KEEARA)
SUSE 15.3 2 = = = z
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SUSE 15.2
SUSE 12.5

Ubuntu 20.04

Ubuntu 18.04

HDX 3D Pro

1&8p Citrix Virt

Winbind SSSD Centrify

=
R=

]
i

il
all
all

il
i
il

#i0
i
el

ual Apps and Desktops ## HDX 3D Pro I8, f

T REMENSEMNBER.

EIEEREF

34F Linux VDA, HDX 3D Pro 5T EIMEEREFRA!

« Microso
« AWS

Citrix Hypervisor
VMware vSphere Hypervisor
Nutanix AHV

ft Azure

+ Google =ixF& (GCP)

AR

EIWIEERREFSHEL Linux RITRFES.

23 Amazon Linux 2 /8 HDX 3D Pro, E1&ZiN&EZ%E NVIDIA IRshigRs

GPU

PBIS

i

il

il

il

F 470,

Quest

=

£ (Questv4.l
KESRE)

2 (Questv4.l
RESIRZA)

2 (Questv4.l
KE=HRAR)

EE] AR E PR B Rb 3228 (GPU) s TREMFINE

ETRIEM Linux Z1TARZIFH NVIDIA GPU &, iEHE NVIDIA = @2i5lR, AREEEMIERZFRNE
ERA. REFmEBE. BAFHNRERIERAZF .

iR GPU £ =& T &1 vGPU k518, Bai, Linux VDA &5X%#F vGPU 14, BXi¥4ER, 52 NVIDIA
R GPU 34324589 GPU,
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January 31,2023
IEER e SIS A T d A2

o ERRMTEGZIMA T VDA

£ MCS eIERIMAEER Linux VDA

A MCS gl Linux VDA

f# A Citrix Provisioning 8l Linux VDA

7z Citrix DaaS Standard for Azure #81& Linux VDA

o FRHRE Linux VDA

7£ Amazon Linux 2. CentOS #1 RHEL EF&h%%t Linux VDA

7£ SUSE EFmp%E Linux VDA

72 Ubuntu EFzh%% Linux VDA

7% Debian EFzh% % Linux VDA

ERBRMZECZEIMANLR VDA

May 30, 2024
BE:

o WF2WRE, BUESRAAXUHITRERE, AXEITNBNEERBEMRERZEMEE Linux

VDA, BMREANNET], SFEHREMLL, BERZTHE. EUBIAENRELSFNREEHEEX
BB HREBNEIEE Linux VDA MIB1TIF R,

« %FfER Machine Creation Services (MCS), 7 geIERIMAILEA VDA, BEXFMER, BSHALNE
FRIINEAY Linux VDA,

o BTBSHATRMNER VDA BIhEE, BEHREIRIMANIZEL VDA,

S8 1: #EEREESM Linux itEH

WERM R RAFENUTERERES !

o EHE - BRE Linux VDA BB ENZ
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o HAARS RN [P ikt

o NTP R$32389 IP sthit s 1T BB FR
« % - 5A NetBIOS &

o SURBH - Kerberos SUHZ TR

o EHE2REES (FQDN)

BE:

o BERE Linux VDA, EMIARSTE Linux BN EIEFRIN T FiEE,
- EREAIE, BRINRERET X Windows R4 KEFE,

AREM

o FOAMERT, ITRARTRESZ. BEENIFEREEXTEH, FRITUTERE:

ao 7 Linux VDA i+&# LAl tmp/ctxinstall.conf <,
b. ¥ “wworkgroup=<your workgroup>" fTRMNEIXHFHHFEEFRHINER,

« Centrify &% # 45 IPv6 DNS & &, /etc/resolv.conf ZFELEEBH — A IPv4 B9 DNS iR 5 28,
adclient ZgEEHEH AD RS-

BE:

ADSITE : Check that this machine's subnet 1is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->
thim@E Centrify RERBMAN, BREALEM, BHRITUTIRE:

a, TEiiEHIEs EITAEETA,
b. #%#% Active Directory i =F1ARSS .
C. NFMARINERRAF ML,

o E5 VDA EEZIIRE OU, BT TIRIE:
1. mfRigd=HIR EFEERER OU
BX56 0V, EE A TEHNFEEE
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File Action View Help

e 2o s0XDe= Bm teaTadh

[ Active Directory Users and Compute [ i
7] Saved Queries ﬁ ﬁ
4 F wdlocal U165 u1es

B Lo Builtin
| Computers
2 Domain Controllers

~| ForeignSecurityPrincipals
] Managed Service Accounts

7 Users
4 3] Linux
b &l redhat
3] suse

2. 7 VDA Eg8IE /tmp/ctxinstall.conf xxft

3. ¥ ou=\< & ou\> 17 INZEI /tmp/ctxinstall.conf 2,

OU fEE AD B RIMR. TRRIRTIHRREHEFHNTE OU . AIUERARPEREMNH
ft2 OU & 7%,

BRIFRS

Winbind

SSSD

Centrify

PBIS

Amazon Linux 2

Debian

RHEL 8. Rocky

Linux 8

RHEL 7

SUSE

Ubuntu

ou="Linux/
amazon"

ou="Linux/
debian"

ou="0U=
redhat,0U=
Linux"

ou="Linux/
redhat"

ou="Linux/
suse"

ou="Linux/
ubuntu"

ou="Linux/
amazon"

ou="Linux/
debian"

ou="0U=
redhat,0U=
Linux"

ou="Linux/
redhat"

ou="Linux/
suse"

ou="Linux/
ubuntu"

ou="XD.LOCAL
/Linux/
amazon"

ou="XD.LOCAL
/Linux/
debian"

ou="XD.LOCAL
/Linux/
redhat"

ou="XD.LOCAL
/Linux/
redhat"

ou="XD.LOCAL
/Linux/suse"

ou="XD.LOCAL
/Linux/
ubuntu"

ou="Linux/
amazon"

ou="Linux/
debian"

ou="L1inux/
redhat"

ou="Linux/
redhat"

ou="L1inux/
suse"

ou="Linux/
ubuntu"

« B LinuxVDA7.16 {2, BMREZFFA IPV6, UTRZMHFIREIER:
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- WAREBER Linux FiEE, URFRENITENAILLBE A IPV6 ME THAMERG 8.
- 7£44 IPV6 MR #F Centrify,

AR

MREHMLE R4 IPv6, HEFMEHAYRMAEER IPv6 #&3(, VDA Ki@2 IPv6 A Delivery
Controller ;#fit, MREMMLREES IPv4 1 IPV6 BLE, 55— DNS IP it 9B R E R ER
IPv4 =2 A IPV6 KA,

o WR%ELE Centrify FERMNEN %, ctxinstall.sh HAEE Centrify . ctxinstall.sh 388X Centrify
RGBT EEMM:

- BMRETEBIATIM Internet TF Centrify %8, TEESMN&ITHRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Mz RAPIREX Centrify B, EH5E Centrify REEBHWER, BRITUTERIE:

a. 7 Linux VDA ARs588 L8l tmp/ctxinstall.conf Xt (MIREXHEFRERE)
b. XM “centrifypkgpath=<path name>" 17,

flgn:

cat /tmp/ctxinstall.conf

set "centrifypkgpath=/home/mydir"

1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r——-r-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
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124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 Hdnstall-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh

12 -r--r—--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r-——-r--r—-—-. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r--r——-r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o WMERER PBIS fERMAIER AR, ctxinstall.sh filZsEZE PBIS ¥t a, ctxinstall.sh 3XEX PBIS #Ea#
FiEBEmh:

- BMREAEPBEIM Internet T& PBIS &, TEREMR1THRAY URL:

CentOS 7. RHEL 7. SUSE 12.5: wget https://github.com/BeyondTrust/
pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.
X86_64.rpm.sh

Amazon Linux 2. RHEL 8. Rocky Linux 8. SUSE 15.3, SUSE 15.2: wget https://
github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis
-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS #{4 B A9 ERR S, ik, EEER Jopt/Citrix/VDA/sbin/ctxinstall.sh
#17 “pbisDownloadPath”, ¥ PBIS #4-&#I URL,

BXRH, BERAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

TR 2. EEEINEEER

EZFHEMVEERF £ Linux VDA SEEIMNEITE, FEEH—LEN, RIBEEFERANENNERERT
AMHIUTER, MREERINES LETT Linux T8, WEREHERNER.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMMEAY Linux VM 1, EE&F) NTP #0 Citrix Hypervisor
MiEE, WEHXEBERZNM, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEIEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
MREEH, FBERZXHEAN 1 REANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

&E Microsoft Hyper-V L#tia][E4 a2

LT Hyper-V Linux £BRSH Linux VM AR A Hyper-V Bt alEH ThEERE R ENIRER A E, AMRER
FETHPIRLEAT R, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

7% 5 VMware # Citrix Hypervisor RE, XE#H~=SRaZRAENNERDS IR, UERS5 NTP 24 H5,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

B VMware RERS IR, SN EEIMEH Linux VM &1, EH<iB3 NTP FEMNEERIEFNR—. mEER
HERS R4, HEENHSEMRSERRS, BHERS Linux ERNPRNRKNSHEHS NTP AS, X
REREZERENEEIED .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok wn =

S8 3: REANERH.NET Runtime 6.0

7£%% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#93iBAZRE.NET Runtime 6.0,

L% NET Runtime 6.0 /5, =17 which dotnet &< &R ENE TR,

RS SHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, EER /aa/bb £
ANET Z#hIXHEEZ,

S8 4: T Linux VDA #i{48

#%% Citrix Virtual Apps and Desktops F#biE. BFHERMAR Citrix Virtual Apps and Desktops, G
HAHLITHS Linux Z1TARICEHY Linux VDA &,

S8 5: 2% Linux VDA #4481

EH Linux VDA & BIfE, EEITUTHS.
3¥F RHEL/CentOS/Rocky Linux %77hx:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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} =r

AR

72 GCP L EM RHEL 8.x %% Linux VDA |5, LUIKMIEZATRESEFF, VM EFEshER8ET£1A18 Linux
VDA, EffRItinE, BEEFHBE VM 2T T
nmcli dev connect eth0

systemctl NetworkManager restart
<!--NeedCopy-->

33F Ubuntu/Debian %17hk:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get install -f
<!--NeedCopy-->

AE

ZE J Debian TR ZE K EWNKFH I, B deb http://deb.debian.org/debian/
oldstable main 174zl /etc/apt/sources.list 3t

xtF SUSE &1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

#18 6: =% NVIDIA GRID Rzpigrr

/BF3 HDX 3D Pro EXREEEMHEIEZRFH VDA 154 %% NVIDIA GRID E=piEF.

EEREEIWEERER ELZRMEE NVIDIA GRID &4 GPU E128 (ENIRER), BRI TERE:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EREMEE NVIDIA GRID RE VM Fehi2F, EHRITTENENSE:

1. HREE VM BXiH,

2. FEMNEREFERERT, VM DE—1 GPU.
3. BEI VM,

4. £ VM LZRERE VM EKahigrF.

SET. REBTTRIFR USSR RE

2% Linux VDA a5, A ctxinstall.sh MZAREBIZTHR, AIUEREERARERTER FETZEZS,
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=

EIRBITITHIMRZ A1, ERRETEMNRERFATRET en_US.UTF-8 XiFigE, RZKIFIEEEEN
BUERGZTAAA, 15517 sudo locale-gen en_US.UTF-8 &%, XIF Debian, i&E&EIEUEHE
# en_US.UTF-8 UTF-8 173k%4E /etc/locale.gen xxff, #AFiETT sudo locale-gen

Dlj?o

REEN:
EXERR TERRMEEGmAE:

« &fFsudo /Jopt/Citrix/VDA/sbin/ctxinstall.sh &%, AEEGSITRETNEMETR
(AR INGEES

« £ VDA WEmEIFEHRETT /opt/Citrix/VDA/bin/easyinstall &%, AEKRBENRE GUI
LAY RRHTIRE,

W Click Check to check your enwvironment or click Mext to skip.

install Dependencies Check Environment
Join Domain

Configure Runtime Variables

Finish

Check | Mext

Linux distribution: Ubuntu Linux 18.04

BRE GUI F5|SETRIATRIE:

o WERGIFEG

o REARPIN
+ ¥ VDA MAEEH
o BEEIE{TRIIFR

TR

BELRTMEXNTERARNETE, BREBEUTHMEEE, ABBIET ctxinstall.sh.
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« CTX_EASYINSTALL_HOSTNAME=host-name - 7= Linux VDA IR 38MENSB.

« CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS # |P #hiit,

« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fks38:89 IP it si =T R R FR,

« CTX_EASYINSTALL_DOMAIN=domain-name - 5 NetBIOS &,

o CTX_EASYINSTALL_REALM=realm-name - Kerberos $i5i & #f.

+ CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %% Active Direc-
tory &R A%

« CTX_EASYINSTALL_USERNAME=domain-user-name - XREAFPNZF; AFMANE,

o CTX_EASYINSTALL_PASSWORD=password - {5 EiZAFANEE; BTN,

ctxsetup.sh IAFERUTEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA Z#%f#RH DNS CNAME i2®#55%E Delivery
Controller &#F.

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2fti =& FRH Delivery Controller =&
IREEE (FQDN) 51k LUEF M@ Delivery Controller 53, %A= VigE—1 FQDN 5 CNAME,

« CTX_XDL_VDA_PORT=port-number - Linux VDA &2 TCP/IP i 5 Delivery Controller i&fz,
. CTX_XDL_REGISTER_SERVICE=Y| N - =2t ENEBE) Linux Virtual Desktop AR,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop iR B3R i i & AR EZED &
FiBh AR, ERIUTE RS AR BEA Linux Virtual Desktop 1A Fr&mOA (BRiAimO 80 1 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#5 HDX 3D Pro, X2—4 GPU &R, EEMKRHLE
BN EREFNEMNLKT, NRiEET HDX 3D Pro, MEAR VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - #itBHEEHETAKERTRE (VD) ERREEZRKERTRE, WF
HDX 3D Pro #1%, HZEREN Y,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS BRERRH!
ARG, FIEE DNS iR Bif. RFFE, AJLUSHIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i) DNS 3k &£ II LDAP R 28, MR
DNS X i&#2 LDAP RS IZR, ErRILURH U= 2 REY LDAP FQDN (%A LDAP #%0) FIxR. i
adl.mycompany.com:389, MIRAFE, AILUIEHIZE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 79 Active Directory 3 1R 918
RERZEI LDAP (0, DC=mycompany,DC=com) ., AR SEHE M, TLUIETIEEEM {0
OU=VDI,DC=mycompany,DC=com), MRFRE, AJUEEIZEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) IR% 28 2581 AD A HREZEL B HY,
Linux VDA 325 AD HERER, BERILISUARIELS S 2REY FAS BRSE8RMTIR, INFHH51E AD AR
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PEEMNINFHEE. NRMERT EMARSS [, FERA <none> XAFFFHERTHATH, HEFEEKRS
AT

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LUz 3%y Broker IBARSS (ctxvda) MR, ZRINEREZEH Jusr/bin,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - s B iFF A GNOME ¢ MATE =&
g, WMRKIEELTZE, NEEA VDA LHRIRENEE, B2, NRYTRENSEE N MATE, NHETSE
%E N mate,

B OB SERIA TS BRELBFRIEAFNEEFIE:
1. 7£ VDA t#9 SHOME/<username> BER FRIE—1 .xsession & . Xclients X, MRE
EAMZE Amazon Linux 2, iBE8lE . Xclients X, NREBEEEREMELITR, BHIE—

.Xsession Xf4.
2. /1 .xsession & . Xclients XHLIRERTHRIEE SEIfE,
- 3&FA7F Amazon Linux 2. Debian. RHEL 8. SUSE 15 71 Ubuntu £ MATE =&

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
i

- EFATF CentOS. RHEL. SUSE 15 #1 SUSE 12.5 £/ GNOME =&
GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session --session=gnome-classic
fi

- i&AF Amazon Linux 2. Ubuntu 1 Debian :# GNOME £&
GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome—sessi on
fi

3. SEHRIEAFHEE 700 XHR.
+ CTX_XDL_START_SERVICE=Y | N - =ik &S, EB5h Linux VDA FRS,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

MBRIGEMABE, REFRRIXERR, RTAFPEN. BIHBETEIRE THRESH, ctxinstall.sh Bz
SRTAPBARE NET Runtime 6.0 MR,

HEXRRAEXT, BIMETUTHTLUEBERRESE, ARIET ctxinstall.sh f4s,
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export
export
export
export
export
export

export

CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=1ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST="'1list-ddc-fqdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'1list-ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->
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B17 sudo <R, BN -E MU EHFRTEECBAHGIEMNH shell, RINBNEERIEN S SHME
#!/bin/bash {FRHE—1TREIZ shell Bz,

I, BRI LUERRE N RIEEFRESE
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tl1ist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

£ 8: i51T XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA RIEEENEREE S, &XiE4HA
55, 1&8@ XDPing.
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$18 9: i517 Linux VDA

B5h Linux VDA:
B Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
E(Z1E Linux VDA BRSS, EHITLUTIRME:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
£f21k ctxvda #1 ctxhdx RS i, 1&iE1T systemctl ctxmonitorservice stop @<Ll
FIEEMRSFIFER, SN, BMRSTIFEFRENRIEELENRS.

EFAEGH Linux VDA:

BB Linux VDA BRS:

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA B9RES
ERE Linux VDA BRSBIEITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

SE10: gIRITBENER

BT EN B RAMAHM Linux VDA i+ EHHE 2 5%4%8 Windows VDA A& M. BXINAIEMXLEESHEMF
MYHEE, FEECIEITEN ERNERTENE R
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:

o WTFRIERSE, BERE:

- ZRIFRERFHEN T FREHZEERMHTER),
- BSERERSEDN (EAT VDl EEEER(TER),
o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

o =W

BHARRAHY Citrix Studio F%3#F “Linux 2ER4” WIS, B2, %EHE Windows Server 2 {ER LIRS
RIERSETNERTFERIEEEZZEMER, 1%F Windows SEiER S R EIRERFETNER F(F

BEITEN—1T AP RSEE,
e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

SR 11 SIEA

IR MAMRINES Linux VDA IHENMEITEN B RIEES Windows VDA B/ LFHEE, BXRINAETERHIXLE
ESHEMFAEIRA, BFSREEZTH,

BUEEH Linux VDA i+ B B REZ AR @G TRE:

o WREME AD BRAABEREE, seiEER3 Linux VDA 8.
o BENAFREZEEMRIIN (BER) BRER.
o FEPERMATREANEE Windows iHEHNMITENER.

BE.
Linux VDA 1.4 REERAXF L HBNEREF. B2, Linux VDA RG2S mAN ARRF A EREN T E.

BXRNAIETEN B RMRGHNEE, 1E21 Citrix Virtual Apps and Desktops 7 2203,

BEHEER

BRI ALLER S FEYE B XY A RER SRR TR INRET 5 | R RYIE 1 TE R HE R

5 SSSD MK

SN EN RS HIER, BHEMNOT (E#HITREITHN, BFRIERS):
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Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)

with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRRIEERIR, EHITATRIE:
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BT rm -f Jetc/krb5.keytab &%,

T net ads leave SREALM -U Sdomain-administrator &<,
7z Delivery Controller Efipgit &N B RMTH,

i&1T Jopt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller L8+ &N B M3 (T4H,

ok wpn e

Ubuntu SE&IZETRKE

BEIRIENSHIILRE, MEEEESETEIEBIIRIEEE, b, FEREAMAFKFERE, HEINES &1
ERXR.

BRI, BEHRITUTRE:

1. i5fT sudo apt-get update &%,

2. izfTsudo apt-get install unity lightdm#&<,

3. @m/etc/lightdm/lightdm.conf s TFT:
greeter-show—-manual-login=true

BTFHROEER, RidEs Ubuntu SESIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

LR EIRARER S EANREERIEETER,

BRI, ERITATIRIE:
1. E&<1TH, %A pam-auth-update,
2. EERBIIHEES, HiIARE LS Create home directory login (RIEZTERERER).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 34



Linux Virtual Delivery Agent 2203 LTSR

1 pu i 7 It
] Pa configuration |
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the systes, as well a3 allowing configuration of additionsl sctions to teke when
tarting user sessions

Some PAM mcdule packages provide profiles that can be used to sutomstically sdjust the behavior of all PAM-using applications on the systes. Plesse indicate which of these behavicrs you wish to ensble.

PAM profiles to enable

REFRD, BRRELERHEZT dbus H#HiR

/var/log/messages (GZRTF RHEL =% CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

g&, XF Ubuntu &17hR, &R BES /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 35



Linux Virtual Delivery Agent 2203 LTSR

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

RLAFRRESHBHET REN. MRAEFHN dbus #HiRER, RITBNEERBHRAHER.

SELinux aJUF51E SSHD sl =B

BRAUBEERIE, BFEER.
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-2a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkxk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**xxxx Plugin catchall (11.6 confidence) suggests
AAKAKARARARARAARKAA ARk Ak kkhkkhkkhkhkhkhkhkhhkk
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If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

ERFRUCIE, BRITUTIRIE:
1. @idxd Jetc/selinux/config #1TIA TEMRE A SELinux.
SELINUX=disabled

2. EffEs0 VDA,

£/ MCS fIZKRIMAER Linux VDA

May 30, 2024
343 |S&ER Machine Creation Services (MCS) 7£ Citrix DaaS g eIk Linux VDA,
BE:

o Citrix DaaS RN VDA,
- EEFIFEaArE Citrix DaaS £EE,
- AUEAESEAMEEROIFERIMNEH VDA, RiIINEH VDA | Citrix DaaS iy HFE
BHITEE,
- ALK Rendezvous V2 Fg& 4 Citrix Cloud Connector, &M, #47i%% Cloud Connector
7 8% VDA 5151 F EiE.
o BRIERMANIZS VDA, %R MCS,
- MCS REHEFRIARS 280
o LUTFIOEEERFARIMANIER Linux VDA:
- TERMANER VDA LelZABIEERENAARF
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- 3E SSO BHIIE
- Rendezvous V2

({¥FE Nutanix) $8 1. REH34 Nutanix AHV &4

M Nutanix 523KEX Nutanix AHV {8, &8 Citrix Virtual Apps and Desktops g @ H 3 MiziEt. &
KIFAME R, B2 Nutanix 235717 12489 (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS &L EEm) o

$1% 1a: Azt Delivery Controller 223514t Nutanix AHV &

%%t Citrix Virtual Apps and Desktops f&, #&#%F31E Delivery Controller %% XD MCS AHV #f%,

15 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type '
Choose the setup type that best suits your needs \.
NUTARML

ﬁ MC5 Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
o

(O PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
a]

= Back Mext = Cancel

$12 1b: A=l Delivery Controller #3141 Nutanix AHV 4

WEERAREEERTF Citrix Cloud Connector B9 CWA MCS AHV &4, 1Em@ Citrix Cloud # P EMBIFRE Citrix
Cloud Connector t&%&#H#, BIE Citrix Cloud Connector 72586 AHV MIER FIREZFEME, B4 F M
Citrix Cloud Connector,

TR 1 REFBHRTRUATIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreat:
\v1.0.0.0 #¢)ET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,
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« f£4#h Delivery Controller E&E#/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, %7z Citrix Cloud Connector +&E#/E5h Citrix RemoteHCLServer Service,
e

RAE UGS ERESRFEHR Nutanix AHV &4 1EH E# B 5 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Services,

TR2. CIEENER

FNRECHRRUEFERANEMNEREFHTRS. EPBAFEIEE DaaS BTSN LB VM BENER.
FAESEERARUE. TNKE. HiaEE. BEEANEMEFEUREN L VM BJ LIEARRLL ML,

BE.

BIEER AT, BORRUBERNINEZR (FEMMNS) BHATH.

1. &% Citrix Cloud,

2. A LANRED, #EEFEHNRS > Daas.

3. £EE > RERER, ERLNEEFNIEE,

4. TEIREERIERRINERENE R,

5 ARSI SEERUTAE. HENBNBATIMEEELE, ERE—ZE, BEET—%, BIFIXHE
EniALk,
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S8 2a:; EE

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
) Network
@ Scopes @ Create anew connection
Zone name
@ Summary

Cennection type:

Google Cloud Platform

Service account key:
mport key..

Service account ID:
Connection name:

Create virtual machines using:
@) Citrix provisioning teols (Machine Creation Services or Citrix Provisioning)

Other tools

=)

EEETE L

o BERIE—NEE, BAFENEE. EETSUAEEEEMNINNESEEZ— 1 EE, BEaRERNEEE,
REEFRRER,

o EXERMFRPEE— X, SIEERENFERRUE,

o EEEXATFRPEREMNEEEFHRRS. ENEEEKEF EHRTEEHNEMEERZFNRRS.
;E, EAILER PowerShell 854 Get-HypHypervisorPlugin -ZoneUid $KERFmEX Al
ANEIN EERREFEGTIR.

o MINEERM, RMEERTEEEETREF.

o ERBATRREMNMIA: Machine Creation Services =k Citrix Provisioning,

EENE ENEEERGERNEN (EEEE) MR, i, A Azure Resource Manager B, AILUERMBERS
FAEFENE—DER,
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S 2b: BIEEFMHE

Add Connection and Resources X

@ connection Storage Management
@ Storage Management Configure virtual machine storage resources for this connection
Select acluster.

@ Storage Selection
Browse

@ Network
Select an eptimization method for available site storage.
@ Summary @ \Use storage shared by hypervisors
Optimize temporary data on available local storage

Use storage local to the hypervisor

BXEFHEEREMAZENGES, BERINFE
WNREEES Hyper-V 5 VMware ENANER, BN HEBRERMHER 2. AERLEAFEREDT.
ERFEERES A B EEREFAENEESUEDW SRR A tEFE.

o IREFENBEREFHEZNERE, FEHEEEETANEMESE L REFEIRI SR, (AT UEERILLEZENT
BB RPIETEIEBGAGRTEEAND) FI5h: EREERMES (CSV) BF, Microsoft System Center Virtual
Machine Manager R A EAMEETAENIGRBIBEEHR, 2REEBENATREZEMRERILE
e

wnRMEA Citrix Hypervisor M H =%, BHELEETEMEA IntelliCache REEHZFMEIEE LNH R, ES
i Citrix Hypervisor E#MEIF1E,
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S8 2C: FHEER

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Management operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

BXFEERNFAES, BERIIEE

BEONSHEANMIERER— N INEHRE, EL-TIEPEENFEEEG AR ML TE L TR
EXRE, URNEDABHRIIFOMIELMER—MFERE, TRE&SHNRSHHT—RH,.

MR EERAEINT SEEFEE=NFEH S AT Optimize temporary data on available local storage (i
R A TF AR AV IRETEUR) , NEREHEIEMN THEIIREEBTLEE X, Ko LUARERTEEIGESURRZA
MEFEMEIEE (ER—EMTEEEFH),

AR ETHAERNEFHREHE (FERY, Bx BEE 1 1MEF#RE). BRIFEFERFE LN, RERME
RENBT (RIEREEEMIRE).

1. EFEEREFERECRNEFERE.
2. EEFEFMHEEET, EPHEUHEPFEREEEE, AEERRE.

S 2d: Xig

(N FELENHBER,) KEEZFET VM WBEUE, KFL, BERE—IMSEERFEESHRERARREFHIK
1o

$I% 2e: ML

BARBRHNEM, KEMEEREHAPET, URRSEEXKNFENMKZAES,
73R VM R — P Z ML,
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RLEiEa (190 Azure Resource Manager) &5IE VM 2FERANFM, HEE—1THES N FM.

SE2f. HE

MEMANER, MREMHEN, BERRLOE E— 1 ESHE. STRAER, BHEETM.
EiD: MRERMEEIREEEE, Wl UELIEESERLEENITENNE RN A IR IR EIFRIAE.
AR

FAETTEHNREZEZNIERE. BXFAER, FENEER. AEMERE.

BXIFAER, BB ENEEEE.
T3 HEETE
e

BT LAfEF 82 MRESREIZ B ISR R IR VDA,

(2B Citrix Hypervisor) & 3a: %# Citrix VM Tools

T‘$§$& VM k%% Citrix VM Tools, LS VM & xe CLI 5f XenCenter, BRIFREXLETH, F VM B4

AIRERRIE, MRSEXLETEH, TERITUTEMERE:

o MIRXHE. EFEHHIERE VM,

+ 7£ XenCenter H&EE VM MEELIE,

o IRETEETHVM (@i XenMotion),

o QIERBHHEENGT (0ER) HRE, URERIIRE,
o EIEFERTTHY Linux VM EiFE vCPU %,

1. BT Ta<$EHE R guest-tools.iso B9 Citrix VM Tools,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. RI\EH Linux R1THR, BITUTH<LRE xe-guest-utilities B,
33F RHEL/CentOS:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy—-->

3tF Ubuntu/Debian:
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sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

s+F SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 1% XenCenter REYEHET £ LRERIR VM HEPMERES, MREHLZET Citrix VM Tools, TEMERK
SHEM K.

(GE&ATF Azure. AWS 71 GCP) #Z 3b: v Ubuntu 18.04 2= cloud-init

1. EMEREEMBEIFELL VM B VDA ENRMAEE, BIETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

#aik1E /etc/cloud/cloud.cfg Xt/ # system_info 285 FEE LU TT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. EfE/ SSH iz#2isiE AWS £ MCS tI2E VM, ERAZEBSHIIE, RAXE VM REHMNERER. 1R
EFERITUTERE.

o 4518 cloud-1init BEEXMH /etc/cloud/cloud.cfg. HifF ssh_pwauth: true 177=%. HbRZE
7% set-password TFILTT (MIREHE).

users:
- default
<!--NeedCopy-->

o MREIHIEARE c loud-Tnit QIBMBIABF ec2-user st ubuntu, MATLUER passwd
WLERAAERE, HoERBE, WEUERTESR MCS 88 VM,
o {58 /etc/ssh/sshd_config XEUBRREEUTIT:

PasswordAuthentication yes
<!--NeedCopy—-->

REZXHHIETT sudo systemctl sshd restart @<,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 44



Linux Virtual Delivery Agent 2203 LTSR

S8 3¢ 728K VM £ NET 7 Linux VDA {46

EE

EFERAYFIEEIEITH VDA fERIEIR VM, BTt E 1,
E1ER VM £Z%% . NET Runtime 6.0, ZABRIEEM Linux RITARIZITUL Ta<$R%E Linux VDA:
337 RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

4= .
AR

7£ GCP L3EER RHEL 8.x £%% Linux VDA 5, UXMIEZEIRES M, VM EfEEER 88T %151 Linux
VDA, EffRILIER, BEEEHBE VM ZANEITU THR<:

nmcli dev connect eth0
systemctl NetworkManager restart
<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xJF SUSE:

sudo zypper -1 dinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

(IR RHEL7) $% 3d: ER#Ei#ENURE tdb-tools &

x3F RHEL 7 ARZ528:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

%3F RHEL 7 T{Eih:

subscription-manager repos --enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

4% 3e: ({X[R RHEL 7] CentOS) RiEF[LUR(H ntfs-3g 1 EPEL 72f5% 7€ RHEL 8. RHEL 7 #1 CentOS 7
L%t EPEL F6EE. BXARE EPEL 958, 1557 https://docs.fedoraproject.org/en-US/epel/ iz
HH935% R,
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S 3f: ((GEATF SUSE) Fih%# ntfs-3g

£ SUSE F& L, FrafEiEEETRM ntfs-3g. THRAE, HmFHFRE ntfs-3g:

1. =% GNU Compiler Collection (GCC) {RiXBRAZHIEHERIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. F#H ntfs-3g e,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g R4 BRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$%3g: KEMCS ZE

EEEmEE /etc/xdl/mcs/mcs. conf X#4EE MCS T8,
TEREAMUARMNENZREEN MCS TE, AUFERRIATEEREREZTEEEXEE (FK):

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE=Y|N

(FIi%) H% 3h: SASEH MCS 89EMRE

ERRTEN L, B¥HSTHmEl /etc/xdl/mecs/mcs_local_setting.reg XHLURIBEEESEARE
HEMRE, MWRETRLIEEIEFIZERE MCS it BN S REFH BN EK,
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/etc/xdl/mcs/mcs_local_setting.reg Xt E—THRATREREF IMREN—1 %
)

flgn, ERILUEUTa<iTARmel /etc/xdl/mcs/mcs_local_setting.reg s, URFNEANHE
MEMERAE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "Ox00000003"
<!--NeedCopy-->

SR 3i: SIEEME

1. i&5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. RIBEEANAERIZIREIREHBR,.

« GEAT Citrix Hypervisor. GCP 71 VMware vSphere) =&k VM LR %N BEF H X HER
VM, Bl anE EMIGRATIRER,

+ (EAT Azure) EFEIR VM ERENBREEFRE, M Azure TP XFER VM, HFER VM 8BRS
7 Stopped (deallocated) (21t (BEGHSED)) . IBELARERARI. £ Azure LEHRENE
BUGBTRBIZ A M,

** Comnect P Start @ Reciz B Siop | @ Capture  => Move [ Delete

Resource group (change)
mcs

Status
Stopped (deallocated)

« (EAT AWS) TR VM =M AERE, M AWS EC2 TJP XF&ER VM, #fRER VM BEIRRES
AEEL. ARBEEER VM, AEEFRE > eIERG. RAGEHREFTEHRTIRE, BHeIERE,
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Create Image X

Instance ID (i) i-011€
Image name (i)
Image description (i)

No reboot (i)

Instance Volumes

Volume Delete on

Type Deylce Snapshot (i) SI{B 12K Volume Type (i) 10PS (i) Through9ut Termination En::rypled
0] 0 = @ - Y e () 0]
Root Idev/sdal Sgap— la0 |Génera\ Purpose SSD (gpé) v| 120/3000 N/A o Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECEICHINELT

o GEATF Nutanix) 7= Nutanix AHV £, XHAER VM, IR EIERRTIRE,
FE

HHTE Acropolis RIBZFRETIN_E /14 XD_ 7 #E7E Citrix Virtual Apps and Desktops # R,
RIBEEREA Acropolis iZH A EGERE, EGZREBE, EMREIEERASUREBRIFE
HIFIR,

TR4: gIBHBENER

1. &= Citrix Cloud,

N

. BELANRER, EEKXHIRS > Daas,
3. HEE > =RBEED, EFHENER.

N

. ZASESISEETEE R,
7£ Nutanix J258) Container (A8) AL, #EREZEIAER VM IEENESS.
EEMETE L, EFREIRE,

EEMNITE L, REEM CPU WHREUKRE VCPU M0, 1EF MCS (ERIHENEIE %, ARERE
RMNZEAEE B R EIRBIHTENEIRR,

RIBZENTHMREETS. BXEAEE, BESRIETEINER.
AR

%R Delivery Controller ERiItEH B REBIBFEAENE, EEZE Nutanix Prism HFahiTH 157
Preparation Bt EHMER. X7 2EFHEHITOIRSIZ,
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SES: SIERIA
ZYARM—THEZ N EN B RPEFNIHTENNES, SHEEPLEAFATUEAXLEITEN, UNAIHXLERFE

BHNAEFIRE. BXFEAER, BSRACER A,

&M Machine Creation Services (MCS) ¢/ Linux VDA

June 4, 2024

BILAGER MCS I TR VDA, RE487E Citrix DaaS IR Linux VDA, EaJUE
ZEIINXERA MCS RIS Linux VDA,

SEFHIRITHR

Winbind SSSD Centrify PBIS
Debian 10.9 = b= ES =
RHEL 8.8. RHEL = ) = =
8.6. RHEL 8.4,
RHEL 8.3. RHEL
8.2. RHEL8.1
RHEL 7.9. RHEL = = = =
7.8. CentO0S 7.9,
Cent0S 7.8
Rocky Linux 2 = & )
8.8/8.6
SUSE15.3. SUSE =2 b= ES =
15.2
Ubuntu 20.04. = = ES =

Ubuntu 18.04

» Citrix fEA LT Centrify ARZATEHX Linux Z1TAR E#HITHISATIAEIRIE :

Linux %17hR Centrify ks
RHEL 5.8.0
SUSE 5.7.1
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Linux %17hR Centrify ks

Debian. Ubuntu 5.6.1

EREMARAR Centrify ATAERSBHIMEIR, E7EMA Centrify KERITENIMNEIHH,
o MREER PBIS 5 Centrify % MCS 8IZR9IHEMMAE Windows 1%, &MU TES:
- ERERITEN L, £ /etc/xdl/mcs/mcs. conf X#HERE PBIS 5 Centrify & F#i&i2
HEERE PBIS 5 Centrify i+ 8,
- &7 /opt/Citrix/VDA/sbin/deploymcs.sh Zal, Eel@—NALRE W (OU), %4
L UNHRMEME MCS BIZMNIHENAEE ANNZBEENIR,

- £ /opt/Citrix/VDA/sbin/deploymcs.sh mmETEERBsh MCS CIEMNITEN 281,
EIRIEEREBEE Delivery Controller g Citrix Cloud Connector EizfT klist -11 0x3e4
purge,

SR EN SRR

« AWS

« Citrix Hypervisor
+ GCP

+ Microsoft Azure
« Nutanix AHV

« VMware vSphere

MRERRERZIFNEDNEREF DIMIEMEDWEEER DESTRE, TRSHRBINGR,

£/ MCS 12 Linux VM
FEED

« B 2203 kA2, &8 U7E Microsoft Azure. AWS #1 GCP £ Citrix Virtual Apps and Desktops MU
Citrix DaaS (L{gi#FA Citrix Virtual Apps and Desktops Bg$3) #£% Linux VDA, BEXENEENIE
##AR = Citrix Virtual Apps and Desktops #E&, &EZ Citrix Universal JTIRZE SN RIFAIIE. BX
Universal ITHFAR&MPRFANENIE R, ESHEA Citrix Universal iTEERAFARIEE (TTU),

o FEEFERNRS RS MCS L5 ER UG EML.
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({XFE Nutanix) £ 1: LEH#:34 Nutanix AHV &4

M Nutanix 538EX Nutanix AHV f&fEE, &/ Citrix Virtual Apps and Desktops IFiEFRREH EMZES. &
XEMER, 1ESE Nutanix 257 igdey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix

Acropolis MCS &R %£18/)

$1% 1a: 7 Delivery Controller 22714t Nutanix AHV i#fF % Citrix Virtual Apps and Desktops

&, #%#FFH1E Delivery Controller %% XD MCS AHV #Eft,

15 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard

Setup Type
Choose the setup type that best suits your needs

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
L

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
o5

< Back Next >

X
7
“

NUTAML

Cancel

$ 1% 1b: 5 =% Delivery Controller = 3 3 3+ it Nutanix AHV & &R H R E A F Citrix Cloud
Connector B9 CWA MCS AHV #&f4, 7Em@ Citrix Cloud #3EM#9FR A Citrix Cloud Connector &2, A

f& Citrix Cloud Connector 788 AHV IER TRIZRMAE, W4F5EM Citrix Cloud Connector,

TR 1 RE/BHRTRUATIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l27T Nutanix Acropolis 323,

« &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins

.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\vl.0.0.0"

AA
AR ~o

« 7£7<#h Delivery Controller E&#i/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine

Creation Service, 5{#7£ Citrix Cloud Connector L E# 25 Citrix RemoteHCLServer Service,

e

HANBWNEERELEH Nutanix AHV &S Z 1 H Z# B Citrix Host Service. Citrix Broker

Service #1 Machine Creation Service,
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TR2: QIBRENER

FEDRBZEGIRA T MMEEIES Azure. AWS. Citrix Hypervisor. GCP. Nutanix AHV #1 VMware vSphere
MENIERE. BXFAEE, ES5 Citrix Virtual Apps and Desktops SR 6I E N EIRIEZFZE R A Citrix
DaaS Xt EMEREEE,

o 1% Citrix Studio Fg)E 5 Azure BIEMNERE

7z Citrix Studio FReIES AWS BN

7£ Citrix Studio #8325 Citrix Hypervisor BIENZEZ
7z Citrix Studio oI5 GCP B9EME#E

7£ Citrix Studio #8725 Nutanix BIENERE
o

#£ Citrix Studio #gli25 VMware ByEMN

£

7z Citrix Studio #1825 Azure BEHER
1. &= Citrix Cloud,
2. TELANFEH, ®EFEHIRS > Daas.
3. HEE > TERER, EFENERFHREE,
4, FEREEPERERINEENTR,

Add Connection and Resources X
() connection Connection
@ Region ) Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary ‘ |

Connection type:

‘ Google Cleud Platform |

Service account key:
Import key...

Service account ID:

Connection name:

Create virtual machines using:
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other tools

7

=D, 7
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5. %&#F “Microsoft Azure” {Ejuikizeay,

6. MSRK5ISFETRETNE. BERNEARTIURTFFMEEREE, TlE—NZE, BERT—¥, B

BTN, BXEMER, BFSRECIERMNEE Linux VDA =B 2. Sl TN EE,

7z Citrix Studio FeIZ5 AWS sy &

1. 7£ Citrix Cloud &9 Citrix Studio /1, EFEE > 5 > HINEENE .

2. %# Amazon EC2 {EJiEiEsEl,

Import keys file:

Studio Connection

() Use an existi ng Connection
Connection 4 =

(®) Create a new Connection
VM Location

Connection type: | Anviaon EC2

MNetwork
Summary

Your cloud administrator should provide the following information.

Use a file to automatically enter

APl key and Secret key.

AP key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

3. BN AWS tKFPEY API ZAFIER, ARBNENERERT.

2

]

2

Back

Cancel

Ipusic]
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Add Connection and Resources

Studio Connection

Connection

0)
VM Location
Metwork

Summary

Use an existing Connection
awsec? =

Create a new Connection

Connection type: Amazon EC2 |'|

Your cloud administrator should provide the following information.

Import keys file: [ Browse. | Useafi
: AP key
AP key:
Secret key:
0 Learn about user permissions
Connection name: | Example: MyConnection

Cancel

API ZARERYIARESR ID, ZAZ
1, WA LARIERZIRRZAH IR S —

a) BR AWS RS,

MhEER. BEIEIFRER, FHRITUTIRE:

b) SMEISHFIHEERE (IAM) =Hl&

C

e
f

)
)
) EEMSMERF, EEAF.
d) #EEERAPHA TRBUERR 2 ERET .
) ATFRSHBEHUEANER. LR —MED,
) BETH.cSV XHHFHRBRRET — M REMUE.

7£ Citrix Studio 1¢I5 Citrix Hypervisor fE#1i%

F”S'”PS*’!\’!—‘

&3 Citrix Cloud,

A LAMKER, EEFHIRS > Daas.
TEE > RBEEYD, EFANERFHNREE

TR R I E M H R,

1#%#% Citrix Hypervisor {EEiEZRE,
#AIEH Citrix Hypervisor ik a9zt (Citrix Hypervisor URL). EHMAF 2 MZE UK IEHIEES

Mo

THMEISEER, XERARANIAEBAN. MREEKT B /T
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f£ Citrix Studio F6Ii25 GCP WEMNEE IRIE Google =i & EIMLIMEIREEH GCP 115, ARBTHIMUT
TRUCIES GCP WEMESE,

1.

2.

%% Citrix Cloud,

TELANFEH, ®FEHIRS > Daas.

EEE > RERER, EEANEETHREE,

TR PR R INER I R,

i%+% Google Cloud Platform (Google mimF&) 1EAEERLEL,
S\ GCP kP BIRRS K S PAHBNERE BT,

. BRESIREERE T H. BERAASIURTMEERRE, TRE—N2ZE, BEFET—F, BEEEE

ETTAL, BXEMER, BSRECERMANED Linux VDA —XHBIFE 2: BIEETER,

7z Citrix Studio $¢/725 Nutanix f9E#EsE

1.

3¢ F a3t Delivery Controller, & &z Citrix Studio FIiRREE > 18 > FIEZENER. T =
Delivery Controller, &7 Citrix Cloud ERIETF Web 89 Studio #Hl & AR EE > 115 > HINEEN
ER, LEIES Nutanix SV EEEFIEE,

ERIMEENARASPIEEIE Li%EF Nutanix AHV fERERRE, RAEIEEENYSEREFIE £
UK EZR R, ENENE L, &ERATFRERTHNS,

f5lgn, x4t Citrix Studio &
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Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the

+ Connection

Network connection.
Summary Select one or more networks for the virtual machines to use:
™ ! Name I
[] INTERNAL_1
O wum
Back ] | Next | [ Cancel

7£ Citrix Studio #1825 VMware s %
1. 72 vSphere 5/ %% vCenter Server, HXi¥4MsE, E5E VMware vSphere,

2. 7£ Citrix Studio &, #EFEE > {8 > FIMEEMZRLULIES VMware vSphere #iE#,

3. % VMware vSphere fEREZ2E,
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Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

(®) Create a new Connection

Connection type: I [VMware vSphere® = ] |

Connection address: | Example: httpsy//vmware.example.com/sdk |

o Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name: | Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Senvices)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

4. 2N VMware tk P 895EiE#E (vCenter Server URL). &M B2 U REE R R

Studio

Connection

Storage Management
Storage Selection
Network

Summary

Connection

() Use an existing Connection
RanConnection -

@ Create a new Connection

Connection type: [VMware vSphere® k.4 ]

Connection address: | Example: httpsy/fvmware.example.com/sdk |

o' Learn about user permissions

User name: | Example: domain\username |

Password: | |

Connection name:

| Example: MyConnection |

Create virtual machines using:

@ Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next |
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BEREERFER—NMTER,

S, 3. HEEEREK

(1XFR Citrix Hypervisor) # 1% 3a: % Citrix VM Tools  7£##iR VM E£Z% Citrix VM Tools, LUfEE VM
#6EM xe CLI 5% XenCenter, FRIFREXLT R, TN VM B94EERTRERRIE. MBEBEXETH, TERITUTE

IR 1E:

o WIERXHE. EFBHIERE VM,

« 7£ XenCenter HZ&E VM MEELIE.

o IBEFEETHVM (@3 XenMotion),

o QIERBHHFEANTF (QER) BRE, URERIRE,
o FEIETEIE{THY Linux VM EiE% vCPU 4,

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,

sudo mount /dev/cdrom /mnt
<!--NeedCopy—-->

2. RI\EH Linux R1THR, BITUTHLRE xe-guest-utilities 4a,
34F RHEL/CentOS/Rocky Linux:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

xF SUSE:
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sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy—-->

3. £ XenCenter R EFMET £ L0 EEIR VM BEIMEIRTS. NREMERET Citrix VM Tools, MEMLIR
SHEMK.

(G&AF Azure. AWS #1 GCP) #& 3b: 7 Ubuntu 18.04 E2E cloud-init
1. EMRFRESHBoIEEL VM BY VDA EMZAREE, HETUTaS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

#aiATE /etc/cloud/cloud.cfg ey system_info #84 FEELUTT:
system_info:
network:

renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. Ef£F SSH izizinpia)l AWS £ MCS g2/ VM, ERAERSHIIE, FARE VM ZEWMNERARM. 1R
ERERITUTEMF.

« 448 cloud-init BEEXH /etc/cloud/cloud.cfg. #f% ssh_pwauth: true 17777, MERE
# set-password T TT (MREHE).

users:
- default
<!--NeedCopy-->

o MREITRERED c loud-1nit QIBMBAAF ec2-user St ubuntu, M LIEERA passwd
mLERBAEE, BSERTE, WELUERTESR MCS tIEH VM,
o 4tE /etc/ssh/sshd_config Xt UBREETIT:

PasswordAuthentication yes
<!--NeedCopy-->

R HiET sudo systemctl sshd restart &<,

$I8 3c: EiER VM L% .NET #1 Linux VDA ¥4
AR

EfEASEIETIZITH VDA fFARIR VM, EBhI It P B,
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7E1EIR VM _ERZE .NET Runtime 6.0, ABERIBER Linux Z1THBEITU T < RRE Linux VDA:
33F RHEL/CentOS/Rocky Linux:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$18 3d: SREEEURE tdb-tools #4& 4+ RHEL 7 fR$528:

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

x3F RHEL 7 T{Fuk:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

$ 1% 3e: (¥R RHEL 71 CentOS) =#mLURM ntfs-3g 19 EPEL 77fi&F 1 RHEL 8. RHEL 7 #1 CentOS 7
%% EPEL 78, BxifA%%E EPEL W58, 581 https://docs.fedoraproject.org/en-US/epel/ £
A9 BR,

S8 3f. ((LEBT SUSE) FaikE ntfs-3g 7£ SUSE £ 4 L, FrEEEESRIRM ntfs-3g, THIFERR, HiF
HFoh&# ntfs-3g:
1. %% GNU Compiler Collection (GCC) HmiZBALHIBMNHRIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFE,
3. fRE4E ntfs-3g T E:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->
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4. $N ntfs-3g RFEHIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy—-->

$ 3g: fmiE MCS &4
1. 2 /etc/xdl/mcs/mcs.conf ANZEE,

o BRTFRIIANERNZR

HFRIMNENZS, TE /etc/xdl/mcs/mcs. conf ANEERBAKRIEEHERIEZEE
HUTES:
DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
DESKTOP_ENVIRONMENT=gnome | mate
VDA_PORT=port-number

REGISTER_SERVICE:Y|N
ADD_FIREWALL_RULES=Y|N

HDX_3D_PRO=Y|N

VDI_MODE=Y|N

SITE_NAME=dns-site-name| ‘<none>’
SEARCH_BASE=search-base-set| ‘<none>’
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

BN
BHINERT, Jetc/xdl/mcs/mcs.conf 89 AD_INTEGRATION T 238 E Ky
Winbind, BIAMEXRMNHAIGSEE R MM,

s ERATEMAENZ S

B /etc/xdl/mcs/mcs.conf FMZTE, mcs. conf REXHRMHATFIEE MCS # Linux
VDAMZE, TEREITUREEEZENTS:

- Use_Existing_Configurations_Of_Current_VDA: HERBERAYUMIEEE
1THI VDA BTN AD #8XEeE > (/etc/krb5.conf. /etc/sssd.conf 1 /etc/samba/smb.conf),
MRIKEANY, MCS SIENITEN EMNEREXHE S HailEEiEiTH VDA EMERXX4HER,. B,
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TANAMAELE dns M1 AD_INTEGRATION T&, BIAMER N, XEEEME LM ERR
ASRHE MCS SIZ29T B EMEEX A

- dns: &BESE1 DNS AR532889 IP ik, ERZATLUSEI A DNS RS 28,

- NTP_SERVER: i&& NTP fr532889 P sthiik, BRIESITIRAA, BNZtib2IEATISIEHIZHY IP 3t
ik,

- WORKGROUP: B I{EHBMIKENETE AD FEEH NetBIOS B2 (KHFK/NE) , T,
MCS ¥ EREEFPEMITENENZZENBLEANTIEARMN. Fla, WMRITENKS S
userl.lvda.citrix.com, MCS &/ lvda fEATIEARTR, T citrix REMRNIER, BSH
EHISE TEARTR,

- AD_INTEGRATION: i&& Winbind. SSSD. PBIS 5§ Centrify, % MSC Z## Linux %
IThRAINNTTERIFIR, BEBRERX PRI RITR

- CENTRIFY_DOWNLOAD_PATH: i & F# Server Suite Free (LL#i#75 Centrify Express)
REEWERE. I8% AD_INTEGRATION Z2i&E 4 Centrify By, ZEA %M.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& F# Centrify Samba %+ @MiEE. R4E
¥ AD_INTEGRATION Z&i&&EXR Centrify BY, ZEASER.

- PBIS_DOWNLOAD_PATH: &&T# PBIS R4+ GRIREFE, RHK AD_INTEGRATION Z&
E1REN PBIS B, ZEAREK.

- UPDATE_MACHINE_PW: BRASZRAEMEMITENKFZL, XERES, BSHE0E
Mt EYIKP 2,

- 5 Linux VDA BRCET &

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y| N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N

SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

B*mcs.conf BRfl, BN TENRERE:
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome

SUPPORT DDC_AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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2. i&f7 fopt/Citrix/VDA/sbin/deploymcs.sh,

3. EERITEN L, B&HSiTHmal /etc/xdl/mecs/mcs_local_setting.reg XFLUIRIEEES
ANEEIMRE, RETRIEEIEIISEE MCS BT BN ESRER BN EL,
/etc/xdl/mcs/mcs_local_setting.reg XthrhE—THERTIREREFMEMREN—
GIERcaN
fign, ERAILUEL T anLfTRmEl /etc/xdl/mcs/mcs_local_setting.reg X#mh, URHE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v
"Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "@
x00000003"

<!--NeedCopy—-->

$1% 3h: flEEmE
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (NRFERAYFIETEEITH VDA EREIR VM, EBGI P B,) EiEiR VM £, EFHREEEEIREEXEIEER
B VM kX /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X1,

33 F Winbind AP, #&E# /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xdl/
mcs/winbind_smb.conf.tmpl #iR,

34F SSSD BF, EE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

34 F Centrify B, #E8# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl ##R,

AR
BFREERXEIEANNERIAHAEHATE, f0 SWORKGROUP. SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. RIBEERNAE R EMENIREBHGE,

« (&R T Citrix Hypervisor. GCP 71 VMware vSphere) ik VM k%% N BIEF H X H#EiR
VM, @IZHrE ERERIRE,
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« (EAT Azure) EiER VM LRENBIEFE, M Azure TJFXFAER VM, HFEER VM BERRES
71 Stopped (deallocated) (Ef=1E (BEGERE)) . BIELABERARI, 7 Azure LEREME

TFFES
BRGETEEEZ R T,
&> Comnect P Start @ Restart | M Stop | @) Capture =D Move [ Delete ) Refresh
Resource group (change) Computer name
mcs rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
rhel-sssd-temp-ip
Subscription ID Virtual ne k/subnet
— Virtual_Network_1/default
DNS name
Configure

Tags (change)

Click here to add tags

« (EAT AWS) TR VM &M AERE, M AWS EC2 T1P XFRIR VM, #fRiER VM EIRRES
AEEL. ARBEEER VM, AEEFRE > ¢I2RG. BAEEHREFTEHRTIRE, BHEIERE,

Create Image X

Instance ID i-011€
Image name
Image description

No reboot

Instance Volumes

Volume Delete on

Type DE—,VICE Snapshot (i S”,:e 12k Volume Type (i) 10PS (i) Throughpul Termination Enrcrypied
a (i = i = = (MBIs) (i) G )
Root Idevisdal ggap- 40 |General Purpose SSD (gp2) v| 120/3000 N/A & Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECECINENE

+ (AT Nutanix) 7£ Nutanix AHV L, xR VM, eIEHHE EMREGRIRE,

=

=W

HHTE Acropolis REBZ#RETIN_E /148 XD_ 7 #E7E Citrix Virtual Apps and Desktops # &R,
RIBEEREA Acropolis i A EGmERE, EGZREBE, EMREIEERASURERIFE
IR,

(3FF GCP) # 3i: 7£ RHEL 8.x FECELIAMEE 72 GCP tiEE/Y RHEL 8.x %% Linux VDA &, UKW
FEIET[ RSB, VM EEFESIER T E1A1A Linux VDA, EfRIbIA, BEEHRBEE VM ZahizfTUTHS:
nmcli dev connect eth0

systemctl NetworkManager restart
<!--NeedCopy-->
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TR4. IRHENER

7z Citrix Studio #, SIZItENBERHEEEEZERPLIEN VM K8, SIZITENBRN, BEFRENERG, T
ER/LNREG:

Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.
+ Introduction = If you select a VHD attached to a VM, the VM must be stopped.

0 - » Make sure the selected master image has a Crtri VDA installed,
perating Systemn
o Don't see the resource group you want?

¥ Machine Management

Master Image 3 .f.ljc—Weer.JSZ .
5 T - b [@]LinuxvDA
t —
R &
Virtual Machines & Arure-1604_OsDisk_1_0b3977596¢1447909bf42373ac0c6a05
Resource Groups & arure-client_OsDisk_1_See3cd35a6d744c 1994502863283
P
Network Cards & azure-de_OsDisk_1_f047ecO78ebad26bb0d03c0fI2869e67
. . &= Asure-jT7_OsDisk_1_adf0f65861d447a5bad066ch
omputer counts
o & Aoure-jejc77_OsDisk_1_echcddBd75e74bb08150cBe4d83T254e
Domain Credentials & Azure-jerhel7T_OsDisk_1_685abfc05eOc4fdBacac?b2Be36d9e04 »
Surnmary & Asure-jerheld_OsDisk_1_51a0c329a234%e8c7d30e 52648934
@ Select the minimum functional level for this 7.6 (or newer) -

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back | m Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

£ Nutanix J25#) Container (F88) FiE.L, WEREZANRIR VM IBENSR. EEMEREL, BEREKIRE,
FEEHNITE L, REEM CPU MEEUKRE ™ vCPU B0,

==

R Delivery Controller EHitBEH B REEBIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% %
Preparation FitBHNER, X7 2GFAEHMITOIETSZ,

RIERERITHMREES. EXEAES, BSREA Studio tIBITENER.

SRS SIBERMA

ZYARM—IHEZ NI EN B RPEFNIHTENNES, SREEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

£/ MCS E#HE/ Linux VDA

EEH MCS B#EH Linux VDA, EHRITUUTIRE:
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1. 7% Linux VDA B Z| HaThRA 2 /1, BHREREEZENET Runtime 6.0,

2. EERITEMN LEH Linux VDA:

== .
AR

Ltesh,

EERTLAER Linux VDA BEVEMTHEER TR G B o EH. EXRIMILER, BERRITEN LR

etc/xdl/mcs/mcs_local_setting.reg XM <17,
g, IR T e <$1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x$F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

33F RHEL 8/CentOS 8/Rocky Linux 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

x$F SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy—-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->
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3. 448 /etc/xdl/mcs/mcs.conf Ml /fetc/xd1l/mcs/mcs_local_setting.reg.
4. LR,

5. 1£ Citrix Studio &, EEFAFEHMITEN B RIFIRE, EEEUHBENENBHZE, FE—BIE. B2F
MEHBITEN.

B EHFITENKF 255
BIANBERT, TENKFZEELEITENERE 30 Xidfi. ERIEEBIHHURBeIEHITENKFERD, EHRT
LU 21E:
1. #3517 Jopt/Citrix/VDA/sbin/deploymcs.sh 2 &1, BUTEBEZRME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh i, 17 /etc/cron.d/mcs_update_password_cronjob LL
REEMNENME, RASESAZEHAZRE 2:30 EMITENKAEE,

SREHMITENMWFZEBGE, Delivery Controller ENZEIFEEFET LR, HETE /var/log/xdl/jproxy.log F7]
BEs I TR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

EHMREEIR, EEHIEMREIEET. AITEFRA Delivery Controller stigiizhies ERHEFFEES,

7£ MCS ¢85y VM E/=H FAS

AR AT &1TAR LIZTTRY MCS SIERIEIMNL LB A FAS:

Winbind SSSD Centrify PBIS
RHEL 8. Cent0S8 = £ S =
RHEL7. CentOS7 = = = =
Rocky Linux 8 = £ £ £
Ubuntu 20.04 = S = £
Ubuntu 18.04 = ES & ES
Debian 10.9 = £ ES £
SUSE 15.3 = £ & S
SUSE 15.2 = ) S £
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Winbind SSSD Centrify PBIS

SUSE 12.5 = £ £ £

ERMR VM L& T IRRESE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. &7 ctxfascfg.sh, BXFMER, ESMIETT cixfascig.she
3. £ /Jetc/xd1l/mcs/mcs.conf FigETE,
AR
WE [fetc/xdl/mes/mcs.conf FIEEREXENTE, FAXLETEZE VM BE1EHERN.

a) ¥ Use_Existing_Configurations_Of_Current_VDAMI{EIREHY,

b) ¥ FAS_LIST T2 BHNEM FAS RS \/IMAH S FAS RS Bitit. AP SHRS it
i, HABISKH-—THSOtutiEER, Flw FAS_LIST="<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>',

c) RIEREGEHMETE, itn VDI_MODE,

4, &f7#4 /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS ¢1iZr VM L5 FAS

MRRIEXFTREERITEN LB FAS, WaTifeE ™ MCS €138 VM EEH FAS,

212 MCS 8128 VM EiEA FAS, BT TRE:
1. 7 Jetc/xdl/mcs/mcs.conf higBELE,
AR
WHE [fetec/xdl/mecs/mcs.conf FEBEREXENTE, FAXLETEZE VM BEIERN.
a) ¥ Use_Existing_Configurations_Of_Current_VDAK{EIREHN Y.
b) ¥ FAS_LIST ZTEI&E N FAS IR 2830,
C) RIBEREREHMTE, a0 VDI_MODE,
. BAIR CAESR,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy—-->
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3. BTz /opt/Citrix/VDA/sbin/ctxfascfg.sh, BXFMER, ESRET ctxfascfg.sh,

& Citrix Provisioning 8 Linux VDA

May 30, 2024
AILUER Citrix Provisioning UM VDA,

RXIRMH XBIETEAKE Linux BIREENER. FERALLIIAE, EATEREE Citrix Virtual Apps and Desktops
FERIIES Linux BISmE.

F#LUTF Linux 2X1ThR:

« Ubuntu 18.04
« Ubuntu 20.04
« RHEL 8.4

« RHELS8.3

« RHEL7.9

« SUSE12.5

« SUSE 15.2

« SUSE 15.3

BHE:

o BATRIWEEER Citrix Provisioning al#f732# Citrix_Provisioning_2203.1iso Fizf#
RYHATARARE . BREER Linux RITHRERIZREE. 2EA Linu RERAEERE 2109 RES
7, FEZE Citrix Provisioning AREE28 2109 E S RN,

« £/ Citrix Provisioning i@ R #iE Linux BIR&EE, BEXMBEMHEZHEMGOIERMNERD
X, UEFRECHYIEERESIER B

o FEHGEER btrfs BRXUERMH K, GRUB2 E&E# btrfs H# X HIMA LA FH, GRUB RR
GRand Unified Bootloader,

BXiFMES, 5507 Citrix Provisioning XASHRGED R AR Linux BiRigE,

7£ Citrix DaaS Standard for Azure $¢JZ Linux VDA

May 30, 2024

A L7 Citrix DaaS Standard for Azure eI ZBE MM NS RIMNNER Linux VDA, LUSEMNBEFMSEM
Microsoft Azure 324 EIEMI&E. BXFMEL, 15587 Citrix DaaS Standard for Azure,
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S #9 Linux Z17hR

WUF Linux R1ThRZ#5IEThRE:

« RHEL 8.8

+ RHEL 8.6

+ RHEL 8.3

« RHELS8.2

« RHEL7.8

« Rocky Linux 8.8/8.6
« Ubuntu 20.04

« Ubuntu 18.04

S8 1. 71 Azure FERTME
AR
L4, @R LLER Linux VDA BBV EFIER TR GBEchEfH. EXLHL B IR, BEEZMRE LN
etc/xdl/mcs/mcs_local_setting.reg XshiRIa <17,
g, BILURINA T8 <1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "0Ox00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Url" -d "<Your-Azure-Container-Ur1>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force

<!--NeedCopy-->

1. 7 Azure /, BIEZFBIRITAREY Linux VM,

2. MEKE, B Linux VM EREKEIFR,

3. £ VM L, #R4E https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
LE89i5BA% % NET Runtime 6.0,

4, (X BB Ubuntu) 7 /etc/network/interfaces x# %N source /etc/network/
interfaces.d/* 17

5. (1XFR Ubuntu) &% /etc/resolv.conf @ /run/systemd/resolve/resolv.conf,
mIEEHEER /run/systemd/resolve/stub-resolv.conf:
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unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy—-->

6. &% Linux VDA B8,

7. B Jetc/xdl/mcs/mcs.conf T E, mcs. conf EEEXHHEEATFIEE MCS 1 Linux VDA WL £,
AR
B dns TEREBARIEE,
MR ITEN B REEFFASHFEN LR, 15188 VDI_MODE=Y,

8. 1517 fopt/Citrix/VDA/sbin/deploymcs.sh,

9. £ Azure th, =ik (FEVESE) VM. RERESEAEINER (VHD) X4 SAS URL, ERILUSZH

FEEMGRBIEEM VM,
rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export
= Disk
£ search (Ctrl+)) | « Generate a secure URL and download it directly.

8 Overview URL expires in (seconds) *
Activity log | 3600

Ao Access control (1AM}

‘ Tags

Settings

& Configuration

. Encryption

Disk Export
HY properties
8 Locks
[+ ]

Export template

Support + troubleshooting

2 New support request

10. (A1) EEME FECEAEKIKIGE, ERUER ctxreg TRRBEAKKIGE. o, UTaw<iEN PDF
FTENE A BxheliE PDF i@AFTENH 5REE,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "
AutoCreatePDFPrinter" -d "0Ox00000001" - force

<!--NeedCopy-->
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$1E 2: M Azure SNIEME

1. EEEESIRD, BAAMNERG. ERABREIIE Citrix RHHHEMREURELIZIS N,
b7
LEARSSHIA 2 #E TR RIE AR E T BIEM G MITFIRHITER, QIRE— 1 BRE, EBRIIREEER
%l Citrix Cloud #3%# Managed Desktops (& =m) RSEBE5E0.

\Eﬂl‘j Master Images X

#Z Build Image 4+ Import Image

O Powered Off

@ Ready to use S

2. BEHESARG,
3. WAETE Azure AERM VHD X8 SAS URL, #%#% Linux £ EBERRY,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find oy Urd?

Master image type
() Windows

(@) Linux

Name The New Master Image

E.g. “Windows 10 + My Apps”

4. FREAFPIIHATER SN T REAIRE,
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TE3. QIEHBENER

BREEERR, ARELEUEER. SIBTHENBRE, HEFZACZEmRE,

AR

FREERER VM %@ SSH 8¢ RDP iiial. Ei518] VM, 156 Azure NP RBVERITIEH &,

FrhZ% Linux VDA
May 30, 2024

BIATELLF Linux &17hik EFEh%4E Linux VDA:
» 7£ Amazon Linux 2. CentOS. RHEL # Rocky Linux EFz&%# Linux VDA
« 7£ SUSE EFzh%=4 Linux VDA
« £ Ubuntu EFzh%%E Linux VDA

o 12 Debian EF&h%E Linux VDA

£ Amazon Linux 2. CentOS #1 RHEL -F5i%% Linux VDA

May 30, 2024
HE:
HFEHRE, BINBENEERARMRERITRERE, BNRELARNYEN, SaXTPERNFHREMLL, &

& T i
SR 1. ARRERESH Linux T8
H la: BIENKRE

HREEEH EWRICEMS, FN, KH07E Linux VDA EEZE DNS ARS8,

$7 1b: GEEINSE

HHRERIBRESIHENNENS, EFK [etc/hostname XX, FEEHNXBEIHENHNENSZ,

hostname
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TR 1c: AENBDEHRE I

HBRERIRSEITENN DNS HE2MELRERHE (FQDN), iEF /etc/hosts XHFBLUTT, FEHEATFRD

% B85 FQDN #1E#E:

127.0.0.1 hostname-fgdn hostname localhost localhost.localdomain

localhost4 localhost4.localdomain4

fugn:

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain

localhost4 localhost4.localdomain4
MX R E Mt B Rt hostname-fqdn = hostname KT EIE M|,
AR

Linux VDA Z#iARz#F NetBIOS &k, EHEFRFEE 15 MNFHF.

REEBAFA a-z. A-Z. 0-9 MEFF (), BBRERATUL (). =HENEM

MEFRLEE. EMNbERTF Delivery Controller £#142,

FE1d: REEHNZ

WIEENRIRERTIERTIR:

hostname
<!--NeedCopy-->

WEHSMOREITENNENE, MAREETELREEZ (FQDN),
JiE FQDN RER B IEHELIR:

hostname -f
<!--NeedCopy-->

Itas <R ETEHE FQDN.

TR le: KERMBFMARS FIARE

I AT LUgEAT FQDN Hdigizh2s#0 Delivery Controller $147 ping ##1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn

nslookup delivery-controller-fqdn

FHNERFUHRFF XM
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ping delivery-controller-fqdn
<!--NeedCopy-->

WNRT AN FQDN 8 Ping B ERE—ItEN, BRREEXTE, AEBYE,

SR 1f. BRENHES

#1R VDA, Delivery Controller #1igi#=H38 Z MBI $IALERE S EXEE, ¥ Linux VDA REREMH (VM)
ARSSENNRERNS. HTWERER, RFERITZENREMRSRED I8,

RHEL 8 3t RHEL 7 iAfiEEA Chrony sFiP#2RF (chronyd) #TR R,

ficE Chrony R3S Ul root BF B4, iRiE [etc/chrony.conf HAE N2 EIRSB/FAN—MRSRER:
server peerl-fgdn-or-ip-address -iburst

server peer2-fqdn-or-ip-address iburst
<!--NeedCopy-->

EHRERE S, MEMEHIRIEHISREY, MAREEMAE NTP HIRESR(ED. NiEF S Active Directory 15
EHIgRIN— MRS EEE,

MpRT HAERIE RS 2858, S3ERE] IP ik, localhost UK RS 2S *.pool.ntp.org B,
REENHENHBE Chrony sFiPiER:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$g 1g: & OpenJDK 11

Linux VDA Z35k7#F7E OpenJDK 11,
o WREAHE CentOS 5 RHEL, NY&EZE Linux VDA B, OpenJDK 11 & BEIfERERIITHHITRE,
« WMRFEABR Amazon Linux 2, EEITUTH<LUBAHZE OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

HiARRA 2 S ER:

sudo yum info java-ll-openjdk
<!--NeedCopy-->

FseEEn OpenJDK aTaey R 8k As, B2 OpenJDK 11:
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sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

$% 1h: =% PostgreSQL

Linux VDA & PostgreSQL.

« AT Amazon Linux 2, RHEL 7 #1 CentOS 7 # PostgreSQL 9
+ J&AF RHEL 8 # Rocky Linux 8 iy PostgreSQL 10

EBITU T A< %% PostgreSQL.:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

IR BB RIT L REGIRIE, UEMREIIBEHRRRSEITEIEMNER. IRIFRTE [var/lib/pgsql/data
TelREIEEX .

sudo postgresql-setup initdb
<!--NeedCopy-->

S 1i: B5h PostgreSQL

EHEN B B EIARS M EN B RARSS
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

EERAUTHR<SIZE PostgreSQL hivzs:

psql —--version
<!--NeedCopy-->

(IXPR RHEL 7) A psql e < 1T BREFHINMIBEERERE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEPNEEER

EXFFNEMVIEERERF 3F Linux VDA HE VM izTH, REMEH-LEN. REEEEANEMNEREFTS
AT B, MREERNES LIE1T Linux itEH, NEFBEHERER,
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMMEAY Linux VM 1, EE&F) NTP #0 Citrix Hypervisor
MiEE, WEHXEBERZNM, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEIEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
MREEH, FBERZXHEAN 1 REANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

&E Microsoft Hyper-V L#tia][E4 a2

LT Hyper-V Linux £BRSH Linux VM AR A Hyper-V Bt alEH ThEERE R ENIRER A E, AMRER
FETHPIRLEAT R, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

B VMware RERS IR, SN EEIMEH Linux VM &1, EH<iB3 NTP FEMNEERIEFNR—. mEER
HERS RZANEH, NERNHSHEMRSERES, BEHERS Linux ERIHPRNRZNSHEHS NTP BF, XHE
REREZERENEEIED .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok w

#1123 1% VM H10% Windows 15+

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Services
+ Centrify DirectControl

« SSSD

« PBIS

RIEFER S %, FIREBHRITIR IR,

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

ZRAEMARREE:
34F RHEL 8 #1 Rocky Linux 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->
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tF Amazon Linux 2. CentOS 7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

FitENENERERBN Winbind s717#2F  Winbind sFiri2E S AECE 1T BB BED:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

EE Winbind S%3E  @i2ER Winbind it EHEE T Kerberos S4583E:
1. BETUTHS
%F RHEL 8 #1 Rocky Linux 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

3tF Amazon Linux 2 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Hr1, REALM 25 Kerberos $iigi&#5, m domain 2159 NetBIOS &#7,
WREEBT DNS T KDC RS B[BMVHZFF, BHRFU TR MEBRINERENSS:
--enablekrb5kdcdns --enablekrb5realmdns

BB authconfig ®<REIMNEX winbind REXEZRHINEMEIR, authconfig BRAEITE
MERMANENE R TRE winbind BRSE, TTaEa HIIXLESHIR,

2. 17 |etc/samba/smb.conf HE LU T£BFMNZ [Global] B9 T7, BEKE authconfig TE%EM
N EE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. ({XPR RHEL 8 # Rocky Linux 8) #TFF [etc/krb5.conf 37 [libdefaults]. [realms] # [
domain_realm] A THRMEE:

7z [libdefaults] 9 T:
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default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] SHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7= [domain_realm] B9 TF:

realm = REALM
.realm = REALM

Linux VDA RZEF R &4t keytab xxff /etc/krb5.keytab LA ITH B 38EH @ Delivery Controller Eft. &
BRI, #iEs kerberos method i&&#3&%I Winbind tliZ2 &4 keytab X,

A Windows 1 @8z HI RS A AR, HEGHFEEENIEITENRMEIEM Active Directory B %
P

3F RHEL 8 1 Rocky Linux 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

tF Amazon Linux 2 #1 RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#k, user 28U ENFMEIREBF,

73 Winbind &2& PAM  ZRiAER T, Winbind PAM &R (pam_winbind) MEE RS A Kerberos EiEEEM
FTERMEIE, $TFF [etc/security/pam_winbind.conf, #7f [Global] #5 FHMIEXRUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBREMRBEFNEMFNES S. XEBRBEREFHBE Winbind FiFigF:

sudo /sbin/service winbind restart
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

17 [etc/krb5.conf 335 [libdefaults] B TFTAMUTREM KEYRING B2k FILE 38:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

WIEEMES  Delivery Controller 5kFr# VDA i+E#1 (Windows #0 Linux VDA) #3Z7£ Active Directory
PE—MTEHNNR,

iz1T Samba 19 net ads &< LIRIFIT BV T 2NN

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMIEM T BN RESR

sudo net ads 1info
<!--NeedCopy-->

1%iF Kerberos i2& HTHifR Kerberos BEEHEEE AT S Linux VDA BR&1ER, BRIERS keytab XH2H
BRIRHEEEENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANERRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
B EABS

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMARBMUTIEERAT, RS (§) BAEARML (\) #1T8EX, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {Ud B AR, EHRERERMUAEMT. WRILHSHINET, WFA2ETERKL,
BEERUTHLHIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

BEAUTHSEETENKAFAEE:

sudo net ads status
<!--NeedCopy-->
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WIEAASMIE A wbinfo TRXIEREaIARKIEBAAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMER AD 5%, A Kerberos $ilEi&#R. 3+F bash shell, #ERSZ—MNRFHIIS REHT (\) Z5F
THEX, H<RE—FRINHKKOES.
ZI0IF Winbind PAM 2 BEEEHEE, BEERUAKRERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I Kerberos RIREFTHNEIBERTEMERTH:

klist
<!--NeedCopy-->

BHRIE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 126 & e LURITRMATNIR. E#TEHMANIEGERERITIE 6: 2% Linux VDA,

Quest Authentication Services

EigiEsI2s LA E Quest  {REMEEE Active Directory 134128 EREHEE T Quest #F, MABRSFEEN
R, B Active Directory Hha|EHENNR,

AFFHAFER Linux VDA TN AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory HFPIITENEEEHIEH, AZBFKFITH Active Directory R E .
%% Unix Account (Unix k) &I+,

i%&s Unix-enabled (22 Unix),

¥ Primary GID Number (&5% GID #S) &E NEfREAFANA ID,

> wn e

=3

AR

XEGARSTFIREEAR, UEMITUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA tFf2E Quest
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SELinux SRBEEHITHERART % BA RHEL IRMBR3EHISTHE SELinux, IE32HIThAES RN Quest BRI/ Unix i
BT IPCHF, HELSAAER.

ORI BN R EENSERZA SELinux, Ll root BR 514, 418 [etc/selinux/config 3 E ek SELinux i&
B

SELINUX=permissive
I ENEREHBEITEN:

reboot
<!--NeedCopy-->

BE.

FEEERALIRE. BAEENRA SELinux RIBEHILESSHT2YE, BMERX root BFRMEMAMA
FB 2t

F2E VAS sFiPi2F S BH T B5h4iT Kerberos ZiRIhaE, HMZBEMIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A 9 /BT (32400 #) , BOELLERIARY 10 /NNEBEGGEERE 1/, BEERBEGARRENR
% LR BERIRHIE,

FcE PAM A NSS ZEAET HDX #{TH0EAF B RUKREMARS (6190 su. ssh # RDP), BEITUTHTUF
apEgE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A\ Windows &, &/ Quest vastool #5535 Linux itE#10AZ Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AAEBIEITHEMIMA Active Directory HHEMISAF. domain-name 735 DNS & #7, #l0 exam-
ple.com,

ANEEEHRES Linux &

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 85



Linux Virtual Delivery Agent 2203 LTSR

Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory fE—MIENNR, BIIEMAT Quest B Linux i ENMBEMTIEF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREHSZ, MRITBEVRMNEMER, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERF BHIIE EIRIE Quest BFAEREIL PAM S A P #1T B0, EERUAIRERANIEAF KA SR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE N id -u &$RER UID g1 T M Kerberos EiREFEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEIREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BH=E,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE =% 8 B A LURITRMETNIR. B TEIMANIIERHSMITHS R 6: %% Linux VDA,

Centrify DirectControl

O Windows 1 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<¥ Linux i+&#4Lm
A Active Directory i3:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory /. domain-name 2% Linux
THEANIMANRIBIIR A FRo
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory fE—MTENNR, BIIEMAT Centrify 89 Linux HENEBMTIHG, BRITUTERE:
su -

adinfo
<!--NeedCopy-->

I%iF Joined to domain ERE AR UK CentrifyDC mode 8Fi&ET connected, MNRER MR EEIELERBE
R, MREA Centrify R IHEE 7 RS 3EE XS DRI,
BEAUTHTHREELANRFMNIZEHESR:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6. 24 Linux VDA,

SSSD

MBEERRE SSSD, BRI hAIREEHITIR(E, KEDEESHEXNME Linux VDA HEHIA Windows
A9 BA L R dN I ER E Kerberos B4 1IEMIES,

272 RHEL #1 CentOS Ei&E SSSD, BHITULT#E:

PONIEFHBIZEM keytab
%8 SSSD

BF SSSD

39iF Kerberos EtE
WIEAP SR I0IE

ok wpn

MANEFHEIZEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory E - ixIhEE,
AR adcli. realmd = Samba,

KEARBNETIERTF Amazon Linux 2 1 RHEL 7 #9 Samba 755% U K& HAF RHEL 8 89 adcli A5%, X F
realmd, F2i% RHEL 5 CentOS xx#4, H%MEEE SSSD Z R ITIXLE S,

« Samba (Amazon Linux 2 1 RHEL 7) :

TRAEMARREE:
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sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LUTXH8 Linux ZFIEE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

BitEHEE J#1T Samba 1 Kerberos S48 :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

<!--NeedCopy-->

Hrh, REALM 2A5H Kerberos 4fii5&#, domain 2 Active Directory #9558 NetBIOS &#7F,

AR

AXHHEEEATRIE. PMRE, RIFERM AD Eit4EHECE Kerberos.,

WMREFEET DNS &k KDC RE[BMTIHZHR, BB U TR METRNEF @SS
--enablekrb5kdcdns --enablekrb5realmdns

$1FF [etc/samba/smb.conf H LU T%B%HMNE [Global] #9 T74, BEK#E authconfig TE4ERAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

PO Windows 33, iEHREEHIZE AR, HEEEFEERIEITENRMEIHN Active Directory FF P :

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AE5# Kerberos $iisi &k, user 2EMUSHENRMEIHAEAF,
« Adcli (RHEL 8 #1 Rocky Linux 8):
REREMFAIERGEE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Bt SN A E J#1T Samba 1 Kerberos S48 :

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy—-->
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FT7F [etc/krb5.conf 1% [realms] #1 [domain_realm] 29 FHI% B,

£ [realms] HHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 284 F:

realm = REALM
.realm = REALM

IO Windows i, iE#fRIgiEHIgATAIE, HEEAEFEIUEITENRMENEN Active Directory AAFIKF :

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos $gi& R, user 2ERUEIHENRMENIRHIHAF

1%E SSSD  18E SSSD MFBINT .

« BEEfT sudo yum -y install sssd &< Linux VDA E%=# sssd-ad #4E,
o WEMH (F120 sssd.conf) H#HITELEE K.
+ 35 sssd RS-

RHEL 7 89 sssd.conf BE2ER=f (R LURIEEERMEFIMNGER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad

auth_provider = ad
access_provider
ldap_id_mapping
ldap_schema = ad

ad
true

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FHM .

({XPE RHEL 8)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
%25s\\%1Ss
/home /%d/%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

BB SSSD %3F RHEL 8 #1 Rocky Linux 8:
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BEEITU TS UBHA SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig BA SSSD. %% oddjob mkhomedir LR EE R 6125 SELinux #4:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

IRF Kerberos B2E WiFZ#%4t keytab X4 EFELIEHBESEMFN:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEREEBEFASAIANERYIR. BT Kerberos kinit &<, UERAXERHARSIEH2E0
BT EYBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEEHBITIRERAS . RS (§) BAEARBAT (\**) #TEX, URRE shell Bit, ERLIFE
1, DNS &5 Kerberos {UH BT AR, EHRREAMREM. WRILHSHINGET, WA2ETRERKEL,
BEAUTHLIIETEIKA TGT REEEF:

sudo klist
<!--NeedCopy-->

WIERFPSMBIE A getent s LHINSHFHIBEREA LR NSS BELIE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRNEE. IRFTECEAS—HERK, B5LEMR getent a5 #1710,
SFNEREWNT:

o EKFIBERLH: DOMAIN\username
« UPN: username@domain.com
o NetBIOS s1&#&=: username@DOMAIN
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ZI05E SSSD PAM IRAR B EIEMELE, BFERAMUFIRERIFEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEHSIREMN uid SIZ TN Kerberos EiREE X!

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIEA B Kerberos EiEEEFIHNEREETERAFRTH,

klist
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6: 2% Linux VDA,

PBIS

T#HFFER PBIS 5i+& M0, x+F CentOS7 # RHEL 7:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/

pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

fflgn, ¥+F Amazon Linux 2 #1 RHEL 8:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REFIAFAIT  fI40, x4F CentOS 7 RHEL 7:

chmod +x pbis-open-8.8.0.506.1inux.x86_64.rpm.sh
<!--NeedCopy-->

f5lgn, ¥¥F Amazon Linux 2 #1 RHEL 8:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz1T PBIS R4 fIg0, 33F CentOS 7 # RHEL 7:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
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<!--NeedCopy-->

g0, ¥¥F Amazon Linux 2 #1 RHEL 8:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i3 @puigiishlass MAlifin, HEEXAEEEREHENRMEIEN Active Directory B ik
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A E MK I E A ME Active Directory 1593 FH <. domain-name 715 # DNS &R, 130 exam-
ple.com,

FE: E¥§ Bash igERZiA shell, #5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,

WIFE M R 5% Delivery Controller 25kFr&E VDA i+t E#H (Windows #1 Linux VDA) #E7# Active
Directory mBE—NMTENNNR, BEIEMAT PBIS 8 Linux #HEN2EATIEF, BEHRTUTRE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE M, S RREHXHFIMAN AD 5 OU MiERS. &N, RETENSZ.

WITAF BHIE EI8F PBIS 2&sEM5@:d PAM ST A BT M EIE, BERAUFRERNEBPKPESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIEREN id -u S<IRER UID 2 7IRH Kerberos EHREF X :

ls /tmp/krb5cc_uid
<!--NeedCopy-->

RHRIE,

exit
<!--NeedCopy-->

TEFTIHIANRIEESEMITIE 6. 2% Linux VDA,
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S8 4. % . NET Runtime 6.0

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £RYEA%RE NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &HEHEITRER,

R SR, RENET Runtime Z#HIXXHERZ. M, WRHSHE A /aa/bb/dotnet, B /aa/bb 1
79.NET Z#HI3 AR 12,

S8 5. T Linux VDA #i{+

%2 Citrix Virtual Apps and Desktops F#itimE, BFEEAR4H Citrix Virtual Apps and Desktops, AE®
FAHLUTHS Linux Z1TARICER Linux VDA &,

HI% 6: L Linux VDA

AILRIT R T EIMRIBIM MR LTSR iRAARINE T,

RITEMRE

1. (FI3%) #ENEIRkRA
INRLRE T IRFEAIBIF MR LTSR i Z SN RHRRR A, BT RRHThRAS Z A HEI%,
a) {21k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

AR
=1k ctxvda Ml ctxhdx BRE 28, 751517 systemctl ctxmonitorservice stop @< 11
LSRG FIFERF. SN, HMRSTIFEFRENBHEFLNRS.

b) E#HMRMHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->
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BnTH<, RERETERE; &, WATLUE [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
ME RS,

2. F# Linux VDA #&a

#Z Citrix Virtual Apps and Desktops T#mmE. BHFMERARZAR Citrix Virtual Apps and Desktops,
REBHAHUTHS Linux Z1TARTER Linux VDA €,

3. %% Linux VDA
o A Yum %% Linux VDA {4 :
3tF Amazon Linux 2:

sudo yum 1dinstall -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

33F RHEL 8 #1 Rocky Linux 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xfF CentOS 7 701 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o {#FA RPM B4+ BB %%E Linux VDA #ift, 7ELbZHl, SRR T REHIN:
3tF Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

3+F RHEL 8 #1 Rocky Linux 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 71 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 71 Rocky Linux 8 #9 RPM {Xk#i5 % :
gt5-gtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0

gperftools-libs >= 2.4
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cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
icoutils >= 0.32

firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
TibXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-lTinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.4

findutils >= 4.6
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gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy—-->

Amazon Linux 2. CentOS 7 71 RHEL 7 # RPM {&#i1%!|%:
gt5-gtbase >= 5.5~
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2

xorg-xll-server—-Xorg >= 1.20.4
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TibXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

AR
BXIEARZAR Linux VDA £3589 Linux Z1ThRHN Xorg RRAMTIR, ESIRRAEK,

£ RHEL 7.x %% Linux VDA [F, iafT sudo yum install -y python-websockify
xllvnc &%, BMEFoh%E python-websockify #l x1lvnc LUERSIEEFINEE, %
HAER, BRRAEXRIE.
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AERIMERE

AT LU SRR MARASHD LTSR ARAFRIME R,
AR
AEMBERERES [etc/xdl THEEX . EHITHRZA, BSUEMXLEXH,
o EEA Yum FRERNRE, BRITUTIRE:
3¢+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

%4F RHEL 8 #1 Rocky Linux 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xtF CentOS 7 #1 RHEL 7:

sudo yum 1dinstall -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

« EFH RPM R4 BEESARKENIRGE, HRITUUTRE:
+F Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

x$F RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xtF CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
WMREFEHANZE RHEL 7, BSHEET ERARGSTETRUATSE:

1. iz 7 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31l/root/usr/bin/"--force I1i& & IF # 89.NET Runtime &
(e

2. E¥EEN ctxvda RS,
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BE.

FRIREEEMBE Linux VDA i+EH,

$IET: 2% NVIDIA GRID Rzhig

B R HDX 3D Pro EXREEEIMH EIRIZEH VDA i+ & %3 NVIDIA GRID IEEH1ER.
EE:
Z3t Amazon Linux 2 8 HDX 3D Pro, {12 E%%i NVIDIA IREhiERF 470, BEXEFMEE, BSHEA
FER,

EERTERIWEERERF L2 EMECE NVIDIA GRID & GPU &128: (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID & VM ERahigrr, BHRITUTIRE:

1. HRERE VM BXH,
2. 7£ XenCenter #1, 73 VM 53— GPU,
3. B&h VM,
4. 73 NVIDIA GRID Rehig2R & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. 3&#%E Red Hat Enterprise Linux >xi4s a9 B %% NVIDIA GRID RzhigR.

=

AR
L%t GPU IEEhi2EHAIE, A NREERRINEE (no).
5E:

ZEA GPU Higlg, T;2Ei®3 XenCenter ifial Linux VM, R SSH #1TiEE,
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nvidia-smi

e ———————————————— +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| = e o e et +
| GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
| ========s=s==ss=ssss=ssssss=s=ssss=s== f=ssss=ssssssssss=sss=s== t =Sss=s==ssss=s==s======== |
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150w | 19MiB / 8191MiB | 0% Default |
o e S e L L e L L P Fmmm +
e e e e ——————————————————— +
| Processes: GPU Memory |
GPU PID Type Process name Usage
| ============================================================================= |
No running processes found |
e e e e ——————————————————— +
HNEFRGEFHRNEE:

etc/X11l/ctx-nvidia.sh

EF BRI WENZ BNETHEE, BHREENH NVIDIA FrIE. ZHRIEFANE, R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” =@ X4 HITIR(E,

412 8: EE Linux VDA
AR
EREETHNITIEZH, FRREELCHRERAPIRET en_US.UTF-8 XIF &8, MR ZXHIKER
BIRERADF A, 15217 sudo locale-gen en_US.UTF-8 1<, 3JF Debian, @idBUH R #

.

en_US.UTF-8 UTF-8 173k4R4E [etc/locale.gen xxff, 7A/5i=1T sudo locale-gen &%,

RERMGERE, BIUETT ctxsetup.sh BIZREIE Linux VDA, PUTEMERZ A, ZMAEIWIEINE, HERFAE
ERBMEERE, NELE, JUBNERETZHAUENEE.,

AILUERB R FENEITHIZA, tha] LIRAMGEENIAN B STz, BEUR(FRl, BEEZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTECE

BIIsRTEMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BEEcE

BERERN, BERREERMIEMNAFMEIET. MRAFENMELEENET, WEATRTEREERNES.
SERNIFIRTEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA % #%f#/H DNS CNAME i2®$5E Delivery
Controller &#F. BIABERTIREN N,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2HtFa=1& 5 FBH Delivery Controller =&
FREHZ (FQDN) IR UBTF @ Delivery Controller i3, %A= LisE— FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ixs O (ZRIA A% O 80) 5 Delivery
Controller &f=,

« CTX_XDL_REGISTER_SERVICE=Y | N - 72 hit B #U/E /2 Linux Virtual Desktop fB55. BHAERT,
ZERER Y.

« CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop fR%E ER A s A\ EEZET R
Gk AIE. ERIERGAEHRBERA Linux Virtual Desktop $TAFZRO (BRIAAERO 80 1 1494), B
IMERTIREA Y,

« CTX_XDL_AD_INTEGRATION=1 |2 |3 | 4|5 -Linux VDA ER{EF3 Kerberos B2 &g & Delivery

Controller #7843k, Kerberos BEBEERIERZA LEREMBEEM Active Directory ER T AME. 15
EBFEABEZZHN Active Directory SR A%

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMKE
FEERN BREFIEIMEKTE, WREEFET HDX 3D Pro, MEXR VDI £&E (B=iE) #NEE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - $+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 3#1%, BILZEIRERN Y, BIAERT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5528, E#& DNS BRERRE
AEHIER, MIEE DNS m&#. FIAMERT, LEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP R 28, MR
DNS Ti&#R# LDAP BRSIZR, ErRILURHUTE 2 RA LDAP FQDN (#7%& LDAP #%0) 5K, #40
adl.mycompany.com:389, ZIAERT, LEZIEESH <none>,
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+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (v 1%
RERZE W LDAP (140, DC=mycompany,DC=com) ., NS E Rk, TUIEEEREM Bl
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IIEMRSS (FAS) BR55 8 2@:1d AD A HRE S 5,
Linux VDA Rz#§ AD 4A%RBE, BERIIBCRIRMILS S HMRH FAS RS BHTIR. IRFHRSTE AD A5
FEEENINFER. NRMPRT EARSEMUL, BHFEH <none> XAFHBEFTETH, HEFREBKRS
e ubilden] (528

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% NET Runtime 6.0
LUz Broker RIBARSS (ctxvda) BIERR. ZRIAEIZH /usr/bin,

CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 € EE=iEHFEHK GNOME 5 MATE £
R, WRKIEETE, NEAR VDA LLHFIRENETE. B2, NRYZENEEmA MATE, MLHRELE
{Ei%E N mate,

TR LB e U TS BR B BTG NREIfE:

1. £ VDA t# SHOME/<username> BER F8IE—1 . xsession & . Xclients Xff. RE
EAME Amazon Linux 2, iEglE . Xclients X, MREEREEREMELITR, BOIE—
.Xxsession X,

2. FHE . xsession 8 . Xclients XHELUIRIBAITHRIEE S EIFE,
- AT Amazon Linux 2 71 RHEL 8 £/ MATE =&

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- iEATF CentOS #1 RHEL +#Y GNOME £&E

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- &FAF Amazon Linux 2 £# GNOME £&

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. SEHFRIEARHEE 700 XHNR.

+ CTX_XDL_START_SERVICE=Y | N -7£525 Linux VDA B2 &S, RFE5h Linux VDA BRSS. BINERT
BEAN Y.
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« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WE#EFHO, BiAimOR 7503,

+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE89imH. BAIAIROA 7502,

REWRTEHIETREMA:

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port—-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBERRETEEXBLHECZNF shell. HMNBWEEAFENSSHME
#1/bin/bash {ERE—1TREIZ shell B,

F5h, EELERB M eSIEEME S

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST='"list-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

EREBET, EERFEME ctxsetup.sh MZAIIECEFMAYER, BFEH Linux VDA R,
HEURIFRT, FERIMENEES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECEE K-

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
e A MBI EERIBRFRE BEC B EIE, MIMME Linux VDA &R,
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==k

ctxsetup.sh 71 ctxcleanup.sh A EZEH A LERHIR, HEHEMEESANEEHEXH [tm-
p/xdl.configure.log.

B2 Linux VDA RS, HFERER.

S 9: 517 XDPing

1#

g

517 sudo Jopt/Citrix/VDA/bin/xdping e Linux VDA FIEEENERERER#E,. BXE4H
£, &2 XDPing,

$ % 10: 517 Linux VDA

5/ ctxsetup.sh BIAERE Linux VDA /5, ATLUEITA T an<3kiEH Linux VDA,
BEzh Linux VDA:
B Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{Z1E Linux VDA:
E{Z1E Linux VDA BRSS, EHRITLATIRIE:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

21k ctxvda #l ctxhdx [RE 1, EiEfT systemctl ctxmonitorservice stop @<L
EILSMRS TIFRF. TN, BURSFFEFEENRHEELNRS

/250 Linux VDA:

EFEsh Linux VDA RS
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->
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2 Linux VDA fIR7E
ERE Linux VDA [RSBRIEITIRE, BERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

SE1L: ¢IEHBENER

BRI EALE RAAM Linux VDA itEHBiE 2 5%E 48 Windows VDA 73£ M. B XINATEMXLEAESHIEME
AEVIRER, FERACEITENERMERITENE R

BIEES Linux VDA itENMITEN E RN S@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IE T B
BR:
o WTFIRERYT, 1EIER:
- ZRFERERFEDT I TFREXZEEZERMTERER),
- BXERMERSEN GERAT VDI TRERERIER),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#1.

3

AR

BHARRAHY Citrix Studio Fx3#F “Linux 2ER4” B9HS. B2, %R Windows Server 2R L HARS
BIRFRASENMER T ERARERAZEZELMER, %F Windows SEIRFRAAHE IR ERSOENER T &
BEITEN—1T AP R(GEE,

e

RBIBR T BENEFEEHRIMA Active Directory 15, NAFMFRITEN, AEBEEHRFNIIHENE R,

ST 12: BIE(IA

BIERAMARMES Linux VDA itEHBIHEN B RAiZE S5 Windows VDA i+EH/LFHERE. BXINETEMmIXLE
ESHNEMFAEIRPA, FSREEEZ T,

BUEEH Linux VDA i+ B B RE AR E G TFRE:

o WafRATIE AD BFPAIABERERE, s£%BERE Linux VDA 18,
o BORRESHEIEN (BER) BFRER.
o BENERMGEFRENEE Windows HENHITENER.
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BE:
Linux VDA 1.4 B ERA LN AERF, B2, Linux VDA AL SEM N BIZFERMAERNITE.

AXRNELETEN B RN AHNEE, E2F Citrix Virtual Apps and Desktops 7 2203,

7 SUSE - Fzh%% Linux VDA

May 30, 2024
BE:

WNFEHRE, HNEBVNEERBMREHATRERE, BMREENNXESN, SAXPERNFHREMLL, B
e FHE,

S8 1. FEEEEREEN Linux 54
#¥ 1la: BxhYaST LA

SUSE Linux Enterprise YaST TERTFMHEERARITH A EENESE.
BaEF AR YaST TA:
su -

yast
<!--NeedCopy-->

ZEshETF Ul B9 YaST TH, EHITUTRE:
su -

yast2 &
<!--NeedCopy-->

S8 1b: REMSKEE

UTEHANEBTIMMAEE Linux VDA FERINEMMSIEEMIRS. MEREET YaST TEKT, MABEREM
%, 540 Network Manager. WUTFRBANANRERET Ul 9 YaST TREMIER,. Al UERETF XA YaST
I8, BSMAEEERRE, MLARSCRIENB,
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B XM A EZFY (DNS)

1. BohEF U8 YaST &,

2. EERY, RFEEMELE,

3. 1¥FR SLED 12: 7z Global Options (£&i£m) £+ L, & Network Setup Method (M4 E A7%)
B Wicked Service (Wicked BR%3).

4. #T7F Hostname/DNS (E#1%/DNS) %~
5. 3&#% Assign Hostname to Loopback IP (&if[E IP & EHR),
6. BUHEEH Change hostname via DHCP (i@d DHCP B EHA),
7. i#%#% Assign Hostname to Loopback IP (B3F[E] IP SEENA).
8. Mf&e4 DNS FLE M B E X RIKIED,
9. RBELUTHE, URMFIERINEILE:
o EHA - HINITENA DNS EHE,
o HHE - AN ENA DNS 5E,
o BWARSSES - 00 DNS BRS8349 P sthsik, @5 2 AD 1i5HI2349 P sthit,
o HIERTIR - 0 DNS =&,
AR

Linux VDA ZiFiFR3%#F NetBIOS &#F#&lf, Eit, FHMBEREETL 15 MFRo

e

QEEFAFR a-z. A-Z. 0-9 FIIEFFR (-). BBREATE (). SEMNEMTS. ENBREBURFH LM
LUEFRER, EHINtERT Delivery Controller E#%.

#H%HE DNS 257 SLED £, BASBASBA%ZIE DNS (MDNS), MXT4ELSHEMMBIFERR—8. B
JMERT, SLES EREA mDNS, HEEET @i,

#=m mDNS, &4 [etc/nsswitch.conf HEXEEUTREMNIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
Bk

hosts: files dns

OEFNE RIEFNBIRERSERTIR:

hostname
<!--NeedCopy-->

WA MREIHENMENE, MREEETLBESE (FQDN),

¥oiif FODN R ER B IEHEIR:
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hostname -f
<!--NeedCopy-->

IteEp <R ElTEHEY FQDN.

QEZIFEINAMARS AR BIARTLURMT FQDN H3digiiz#128#0 Delivery Controller $147 ping 1&1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WMRFT AN FQDN 8 Ping B ERE—ItEN, BRREEXTE, AEBYLE,

SR 1c: BE NTP fRs5

#:37 VDA, Delivery Controller #1igiZH38 Z iBIfYBI $IALEHRE S EXEE, ¥ Linux VDA REREMH (VM)
ARERSBNHRERD, HFUHERR, RIFFERRE NTP RSREFNEIRESL. BANTP IRETEEEE—LE
o

xJF SUSE 15.3 71 SUSE 15.2:

1. BEepEF Ul YaST ITE,
2. EEWERS, AEEE NTPEE,
3. 7£ Start NTP Daemon (5% NTP FiP#2F) #43, %8 Now and on Boot (M7EK5ISH),
4. AREBREFEDS.
5. {RIBFEZEFIM NTP fRS588, NTP RSEEHETE Active Directory igizHias .
6. 7£ /etc/chrony.conf RMFREERIATIT (MREE).
include /etc/chrony.d/*.conf
w18 chrony.conf i, E#Esh chronyd RS

sudo systemctl restart chronyd.service
<!--NeedCopy—-->

xfF SUSE 12.5:

1. #T7 YaST & “NTP Configuration” (NTP E2E), #A/5i%#F General Settings (E#IgE) %W+,
2. 72 “Start NTP Daemon” (Ezh NTP srP#2F) 243, %+ Now and on Boot (M7EX3ISH).
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3. wWR7%E%E Undisciplined Local Clock (LOCAL) (Eastifdsh (LOCAL)) IR, 3EFi%T, AfG% & Delete
(FRIBR) o

4. g% Add (&), FmM— NTP fRE285%E.

5. &% Server Type (BR&5#3%EE), AFHEE Next (T—%),

6. 7 “Address” (dhtit) FEREN NTP AR553389 DNS &#F. LIRS EEIEETE Active Directory i#izHigs L,

7. % “Options” (#£IM) FEFRFRE,

8. i Test (Mik) I8 NTP RSB SR,

9. EHEMN—RIITAOPF—EHEE OK (FAE) REEX.

AR

xfF SLES 12 327, NTP spiriEFrae=E SUSE 5 AppArmor HREEE XMN— BB M LA RBD. &
BRBRART BEMER.

#12 1d: %% Linux VDA &zt

AT SUSE Linux Enterprise # Linux VDA & F LU TG

+ Postgresql10-server 10.12 S{E= A

« OpenJDK 11

« Open Motif Runtime Environment 2.3.1 i{E SRz
+ Cups 1.6.0 XEEHRA

» Foomatic iZiE28 3.0.0 LEFhRA

+ ImageMagick 6.8 i &= A4

ARINTEfEE  ATLUM SUSE Linux Enterprise #1474 T A (SDK) HhikER—LeFEHH4 6, Bl PostgreSQL
# ImageMagick, BIREUXLER G, &R YaST #xin SDK 7264, & T& SDK B, REFERUTHS
TEA TS

sudo mkdir -p /mnt/sdk

sudo mount -t is09660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

%% Kerberos Z/iin 2% Kerberos /3%, 7£ Linux VDA 5 Delivery Controller 22 8] SRELI% & & {4 301 :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P inERE &k TERERM Active Directory £/ %, EEIR TEMIRA,
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%% OpenJDK 11 Linux VDA Z3k77 OpenJDK 11,
ER%#% OpenJDK 11, BEEBETUTEHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

%% PostgreSQL 72 SLED/SLES 12 th, RELITHEE:
sudo zypper install postgresql-init
sudo zypper install postgresqllO-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IRFEERTEEES R, UENRKEIEERS, HHR PostgreSQL 7EitEHEmBEh:
sudo systemctl enable postgresql

ux virtual masudo systemctl restart postgresql
<!--NeedCopy-->

BUBREXHOIT /var/lib/pgsql/data.

MBREfEE ERETHEXRGENERT, ST TGRS URREFIIRERN SDK FEEMEHRGE:
sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

TR 2. EEEPNEEER

TR FHEDVERERF L Linux VDA HE VM E1TH, REFH—LEN. RIBEEEANESMNEERREF TS
LT ER, WMREFERNEN LIZTT Linux itEH, WEFBEHERES.

&%E Citrix Hypervisor &) [E): a0

SNRBA T Citrix Hypervisor BHEES I8, EE M EEIMLAT Linux VM &, 1848583 NTP #1 Citrix Hypervisor
Hin, MEHIEEERAR T, HEENHSHEMRSSEARAS, 81 Linux ERTHRHNRARHEHLAS NTP
BE, XMEAERZAENNERY, BHEEHVM R THITERER.
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MBI ETEEITHEEIME Linux Ri%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1HE<$iRE 0 3¢ 1:

« 0-HiERFPIEERH, BXHER.

o 1-HNEESHEERA, BERIEMDERE
R [proc/sys/xenf/independent_wallclock SXER7ZE, WAEEHITUTSE,
MREBA, BEIMZXHEAN 1 REAHNEIRSTHEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BERERRAKAER, HEEMRSHEMAEN, ERE [etc/sysctl.conf SXHH MU TIT:
xen.independent_wallclock = 1
EIEXLEEN, BEMBRS:

reboot
<!--NeedCopy-->

BEfEsE, RIECERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

&£ Microsoft Hyper-V L g9idia]E4% a2k

4T Hyper-V Linux £mMARSH Linux VM IRz Hyper-V BiaRIS TaEsR B mE TNIRE R IE. AREER
S RIALAEIRRI S, B—RBALLIIAES NTP RS,

NEBRRIERSH:

1. #T7 Hyper-V 238554,
2. 3F Linux VM B9i& B, 15 Integration Services (£/RS).
3. HRE%ERE Time synchronization (BSEIFEE).
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

MRBAT VMware BHEIEFTHEE, EEMFEIMERY Linux VM 1, EHBE NTP FEiM EREF R,
ERHAERD KA, N8RS HEMRSBAEAS, HHED Linux REFNREN#HS NTP FF, X#HER
ERBAEHNEFRS,

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok wn =

#1123 1% VM H10% Windows 15+

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIBFMERTS 7%, RIRBAHRITIRM.

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

A Windows 15  EaUisisHIBs 4 mA bR, HEAEKAEEEMISHENRMEIEA Active Directory B A%
P
1. B0 YaST, #EERMLKRS, AE%ERE Windows 5 R 515,

2. BITUTEN:
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o Rl T1E4HIE A Active Directory R Z FRakigizHIssn [P itk MEEZBAKE,

« % Also Use SMB information for Linux Authentication (FBf# Linux 5#438iEER SMB
8

« 3% Create Home Directory on Login (E&ERMEIEETER)

« i%h Single Sign-on for SSH (5 SSH FRBEER),

+ HaR*K%EF Offline Authentication (BN HHIIE). LHETS Linux VDA RERE

3. BEME, MRERREFLERMEE, BFLRE Install (%),

4. MRHEFITHIZE, WSHREREEMNEG BE=.

5. HIRREY, ARSI ENFNEIRARAFHEE, AG%8E OK (HE).
6. IENZER—FER, WERIEMI.

7. NRRWTRERL samba # krb5 K48, ERE Install (L),

YaST Alge S M BAREENTEEN Rt ENH LIRS, BRIVENEENBITEN:
su -

reboot
<!--NeedCopy-->

12 PR SUSE 12: &% 7 Kerberos EiEEEF &% SUSE 12 B4 B\ Kerberos EEEEFZRMMTETMNERN
FILE:/tmp/krb5cc_%{uid} E%4 DIR:/run/user/%{uid}/krb5cc, X2 DIR &7 55%5 Linux VDA &
BB, BIAHITFEHER. L root BRE1Y, i [etc/krb5.conf } 7z [libdefaults] 29 FTHRMUTIEE (MIR
HARIRE)

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

WiEEMESH  Delivery Controller ZRFE VDA itE 41 (Windows # Linux VDA) #%Z17E Active Directory
HE—IMHEHNNR.

iz17 Samba Y net ads < LUIRIETENE T EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L BIEFSMYFEMN I BN RER

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos itE 7 THifF Kerberos BIEMEEENAIS Linux VDA BR&fEH, IBRIERS keytab XHRE
BolEHBEESEREN:
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sudo klist - ke
<!--NeedCopy-->

HHSEREMEREMSTBEEFAAT ANRRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
I EABSG

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMAZRUTIEERAS ., ERS (§) BAEARMML (\) #THEX, URERE shell Hig, EFLEFEHR,
DNS 5% 5 Kerberos {UH & A E, EHREREADAEMR. WRIHSHINETT, WFRE2EREREL,
BEAUTHLEIETEIIKAR TGT RiEEETF:

sudo klist
<!--NeedCopy-->

BEAUTHSEEITEIKFIFAES:

sudo net ads status
<!--NeedCopy-->

WIEAFSMRIE A wbinfo TRARIERSARRIIERAFHNSH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEFERIEN AD 5%, MARZ Kerberos &, 34T bash shell, “FERAS—RAIHRIML (\) FiFi
TH X A< IRE—F MBI EMBEE S
EIHE Winbind PAM 2B EEHERE, EERAURERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE R id -u $:REM uid I TXHA Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BIEFAF K Kerberos RIREFHFHNRIBRTEMERTH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->
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E#ER Gnome ¢ KDE 2% 8 A LURITIMAINIR. B TEIMANIEGHEMITSE 6: 2% Linux VDA,

Quest Authentication Service

EigisHlgs EALE Quest  REEEE Active Directory 1gisHI38 EREHEE T Quest i, MEBKSEEN
R, BME Active Directory Hg|EHENNR,

AYRAFER Linux VDA T8 AT IHEAF BT Linux VDA I8 L2237 HDX &iE:

£ Active Directory APt BN EEEHI &R, RZAFHFITH Active Directory AP B,
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (&% GID 43) &BHLFHAEF A4 ID.

A

AR

XERBESTFIREESAR, WEMNATUEREFIS. RDP. SSH S AHEMITEMINEITER.

£ Linux VDA LF2& Quest

F2E VAS sFiFiEF WS AHUTF B5h4IT Kerberos EiRThaE, SMBERASMHINIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IeEnSHBLEITIEIRRIZ A O /BT (32400 #) , BIELLERIARY 10 /NNEBEGELE L/, BEEIRBEGARRENR
EIRERKAE,

& PAM F1NSS Z MA@ HDX #THE AP B RIUKREAMARSS (5190 su. ssh #1 RDP), EETU TS IUF
spfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFITEN AN Active Directory HHEMIHAF. domain-name Jig# DNS &7k, i exam-
ple.com,

MAEEE#HE Linux 8l

WIEEM RS Delivery Controller ZRFrE VDA itE#41 (Windows # Linux VDA) #Z17E Active Directory
PE—MIENNR. BRIEMAT Quest B Linux HEMNIZEMFIZHP, EHRITUTRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRHABENEMNE, HaHLRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFP SHWIE ZERIE Quest ETFEEHEE PAM ST AR #1TH M, AR UFIRERINIZAF KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERE R id -u 5$REM uid I TIHA Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFFHNRERTEMEKRTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BE#ER Gnome g{ KDE 2% 8 A LURITIRMBINIR. B TEIMANIIEGEHSEMITHSE 6: 2% Linux VDA,
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Centrify DirectControl

A Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin @< Linux it &I
Active Directory i3:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERIGITEHNIN Active Directory 1#9E{a Active Directory i ~. domain-name 2% Linux it&
MUINAZIRIE R 2 FRo

Wb S Delivery Controller 2K VDA it&#] (Windows #1 Linux VDA) #BZ7£ Active Directory
PE—MTENN R, BRIEMAT Centrify 8 Linux itBNE2E M TFEF, BRITUTERE:

SU =

adinfo
<!--NeedCopy-->

I5F Joined to domain EE2EE MUK CentrifyDC mode 2%iR[E T connected, MEERMAEEEER
EPRE, MIEREE Centrify FAIHIEE 7 RS 2$EZEHFHIIERIE,

BEAUTHIIREELANRFNIZIHES:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEESEMITSE 6. 2% Linux VDA,

SSSD

WRETE SUSE EER SSSD, 1Bz BRILER 5 AR B 1TIR(F. WE D BEEHE X WMAE Linux VDA i+ &M DN
Windows 159 BRI K ANfaIEC & Kerberos B4 I18ERIES.

Z7£ SUSE £i&&E SSSD, MU THE:
1. IO FHeIEZEMN keytab

2. 7 SSSD E2& PAM
3. 1&& SSSD
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BF SSSD

DN dndab=gv
39iF Kerberos EtE
WIEAF SRR

N ook

MAEHOIZEEN keytab  SSSD HFRRERFMNRFAEE R4 keytab 32489 Active Directory & imINEE,
BILIBCAfER Samba AE. ERRE SSSD 2, ERMMTHE,

1. =1EH22H Name Service Cache Daemon (NSCD) sripi#ig,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy—-->

2. RENEMAARRGE:
sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->

3. Uroot AR E#M4IE /etc/krb5.conf xxtf, LA kinit LHEFS BiMR#HITERS, 1 [libde-
faults]. [realms] 71 [domain_realm] &5 FHMUTEE:

Pa =

RIBEEY AD ERZEMELIE Kerberos, UTIEBEERATEE. EMIEER,

[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller
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[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm 2 Kerberos g 892 #7, {5130 example.com, REALM 2 Kerberos $fisif9 X 5 & #7, 540
EXAMPLE.COM, fqdn-of-domain-controller 21554123/ FQDN,

4. Ll root AP B194R48 /etc/samba/smb.conf L2 net SLBERF S BiFE#HTER. BUTZEHRMNE
[global] 243 :

[global]
workgroup = domain

realm = REALM

security = ADS

kerberos method = secrets and keytab
client signing = yes

client use spnego = yes
<!--NeedCopy-->

domain 2 Active Directory 1#9E%2 NetBIOS &#5, a0 EXAMPLE,
5. &4 Jetc/nsswitch.conf xx{F#y passwd #1 group £ B LR B A F4AR 5|8 SSSD,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

6. A Windows i, ARGz HIEERNAE, HEEAEBEIUEITENRMENHN Active Directory AFHKF

+ XF SUSE 15.3 # SUSE 15.2:

sudo net ads join -U user
<!--NeedCopy—-->

« XF SUSE 12.5:

sudo realm join REALM -U user
<!--NeedCopy-->

user NERFIHTENINEEIEAF o

71 SSSD F2&E PAM 7279 SSSD ECE PAM Z &, BRESEHMMENREE:
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sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM BRRECE Jyil@id SSSD #1TRF BHIIE, HARAFPEREEEER.

sudo pam-config --add --sss
sudo pam-config --add --mkhomed-ir
<!--NeedCopy-->

1% & SSSD

1. Ll root AP B134EE [etc/sssd.conf, LUIsiF SSSD srriEfF S BAREN#1TES, sssd.conf BRERA (7]
LRI R ERINERIMOER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy—-->

domain-dns-name 2 DNS i#%&, %3 example.com,
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=W

ldap_id_mapping i€ &% true, L& SSSD & & fa 5% Windows SID 432 Unix UID, &M,
Active Directory % Fiaei5i2 it POSIX i Bi2F, ¥ ad_gpo_access_control &7 permissive
LBALE Linux 2IFHII TR E RIEIR. 5217 sssd.conf 1 sssd-ad HIFAT,

2. Xf sssd.conf G B XA NFIIE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

BF SSSD  BEBITUTHTURERLRMNERHER SSSD FirigR:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

WIEE A 5 B 1
1. iz77 Samba 89 net ads &< LI BN ERE EMNE:

sudo net ads testjoin
<!--NeedCopy-->

2. BITUTHLRIEIMNIEHAT ENNRER:

sudo net ads info
<!--NeedCopy-->

I Kerberos itE E i Kerberos EGBEMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BELIBRHEGSBENER:

sudo klist -ke
<!--NeedCopy-->

WSS EREMEGEMEBEREGASTANERYIR, &7 Kerberos Kinit &3¢, MUERAXERARGIEHR0
BT ENBISH !

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMREHBIIEERAT, EHS (§) BAEARKT (\**) #TEX, UERRE shell Fit, ERLIRE
#, DNS 15 & 5 Kerberos (UHZ#RE. EHRERTRER, MRILHSHDET, WFREEREFREL.

BEBUTHLEIETEKAR TCT RiEEETF:
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sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEEHEIFIFEFRHATUXSMEIINGSITTA, Rig@d PAM T,
ZIIE SSSD PAM R B EIEMECE, BFEAURIRFERMIEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE kst <RER Kerberos BIBREERTZAFHEH KT H.
I root AR &1, WIERTERFEMN 1d —u H<SRER uid BIRIBN A EIBEF X!

ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 8 e LURITR MBI E#THIMANBIEGHSERITIE 6: 2% Linux VDA,

PBIS

THFEN PBIS BR4-E  flin:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551. linux.x86_64.rpm.sh
<!--NeedCopy-->

& PBIS REFIAAHIT  Flin:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfIZA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->
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A Windows 1 Ea9igiiEHI S8 H A A, HEGHKREEENIETENFRNEIER Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A B KB HFME Active Directory 358935 FH . domain-name 715 # DNS & #F, a0 exam-
ple.com,

FR: E¥ Bash 8B HRZIA shell, 5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wb S Delivery Controller ZRfrE VDA it&#1 (Windows # Linux VDA) #BZ17£ Active Directory
FE—MENN R, EWIEMAT PBIS 89 Linux IHENMESMTIES, BERITUTIRE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

R BENEINFENE, e FREHAXHRIMAR AD 5750 OU iER. BN, REFENZ.

WIEAF BMWIE ERiE PBIS @FEEME @ PAM ST AP #TE A, BERUFIRERANEBFRIKFESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u H<IRER UID 2 73IRA Kerberos EIREF X1 :

1s /tmp/krb5cc_uid
<!--NeedCopy-->

BH=IE,

exit
<!--NeedCopy-->

TEFTHIANRIEESSEMITIE 6. 2% Linux VDA,

$1E 4: 2% NET Runtime 6.0

E%R% Linux VDA Z &, &8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EB9BA%E.NET Runtime 6.0,

Z# NET Runtime 6.0 5, i=17 which dotnet &5 $EHEIEITIRERZ,

RiEmSHE, RENET Runtime Z#&IXHERZ, i, WRH<SHL A /aa/bb/dotnet, 1EER /aa/bb £
ANET Z#HIX .
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$I8 5. T Linux VDA #i{44

#Z% Citrix Virtual Apps and Desktops T#E, EBF#EMARAH Citrix Virtual Apps and Desktops, #AiG#
HAMHLTHS Linux Z1TARICEZAY Linux VDA 2,

H1% 6: L Linux VDA
S 6a: HEIBARAE

WNRLE T BRI MhRZAF LTSR A 2 MR HRRRAS, IBTEREHThRZ Z A HEN R,

1. {1k Linux VDA BR%3:

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

+ =

AR

{21k ctxvda Ml ctxhdx RS Z#i, 1Ei5f7 systemctl ctxmonitorservice stop
L USRS TIPERF. BN, HARSTIFEFBERBHEFLRNRS.

2. ENEERME:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:

TR MERIBF MR FHITH R,
AR

REAHNAIT Jopt/Citrix/VDA/ .,

BiniTee, FEREREREZ; otE, A& [opt/Citrix/VDA/sbin 1 /opt/Citrix/VDA/bin Finz &
FRiZo

$1% 6b: %% Linux VDA

5/ Zypper &3 Linux VDA 34 :
3+F SUSE 15:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->
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xyF SUSE 12:

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm

<!--NeedCopy-->

£ RPM B4+ 2 &R E Linux VDA B, ELLZET, BRI TREm:
xfF SUSE 15:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

xJF SUSE 12:

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

S 6C: F4& Linux VDA (7))

A LUMSEETRIRE N hRZASFD LTSR MRAEARINE &2,
AR

AERMBRERES [etc/xd|l THEREXH. EHITARZAE, BESUEHXLEXH,

xtF SUSE 15:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

xJF SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #9 RPM k#1751 :
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2

dbus-1-x11 >= 1.12.2
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xorg-x11 >= 7.6_1
1ibXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
motif >= 2.3.4

pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->

SUSE 12 # RPM #1513k :
1ibQt5Core5 >= 5.5~
mozilla-nss—-tools >= 3.47.1
postgresql-server >= 10.12
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11

ImageMagick >= 6.8
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dbus-1 >= 1.8.8

dbus-1-x11 >= 1.8.8

libXpm4 >= 3.5.11

libXrandr2 >= 1.4.2

libXtste >= 1.2.2

motif >= 2.3

pam >= 1.1.8

bash >= 4.2

findutils >= 4.5

gawk >= 4.1

sed >= 4.2

cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1

cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

libmspacked >= 0.4

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1
libtcmalloc4 >= 2.5

libcap-progs >= 2.22
xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg—- xll-server = 7.6_1.19.6
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xorg-x11 = 7.6_1
postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24
libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

BHE:

FEAFEERBR Linux VDA &,

HIET: 2% NVIDIA GRID RzhigR

BF HDX 3D Pro EXREEEMHEIEIZFH VDA 1+EH] %% NVIDIA GRID Ezpi2RF.

EERTERIWEERERF LT RMEE NVIDIA GRID &t GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EREMEE NVIDIA GRID = VM Exhigk, EHRIT TEMNEMSE:

1. BWRRE VM EXiHF.

2. FEMWNEREFERERT, VM DE— GPU,
3. BE VM,

4. VM ERERE VM EKihigrF.

1% 8: & Linux VDA
FE:

FRBBTNIFEZA, FREREEENRERFAFRET en_US.UTF-8 XiFigE, MR ZXHIGERE
BIZIER LD AT A, 15217 sudo locale-gen en_US.UTF-8 @<, 3IF Debian, @idBUH R #
en_US.UTF-8 UTF-8 173k4%48 [etc/locale.gen X1, #A/5i=17 sudo locale-gen &<,

RERGEERE, BIETT ctxsetup.sh BlAREZE Linux VDA, RUITERER A, ZBIAEKWITRE, WRFIE
R IMEA ERE, WELE, JUMENENSETZHEUERIZE.

A LRBRIR S F NG THIZA, Al LIRABMEEENMN B METHZAS. BT, BEERMANEDESR:
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RTECE

BITSRTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BohicE

BEREN, BIETERMREMAFIFIET. MRABENMEXENEE, WEAFIRTEREERAER.
SR T EEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA Z#%fERH DNS CNAME 2155 Delivery
Controller &#F. BIAERTIEEHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2f#ti=1& 5 FRH Delivery Controller 22
REiHE (FQDN) 57IRUAT®E Delivery Controller s, #AMZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRiA R %O 80) 5 Delivery
Controller &=,

. CTX_XDL_REGISTER_SERVICE=Y| N - TR ENERBSN Linux Virtual Desktop BRSS. BINERT,
ZEREN Y.

« CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop BREE R s iF 8 NMEZIEZ@EL &
GH IS, BRI RS ISR EENN Linux Virtual Desktop $TFRERD (BRARERO 80 1 1494), Bk
INERATIRERN Y.

+ CTX_XDL_AD_INTEGRATION=1|2 | 3 |4 -Linux VDA ZxfEf Kerberos E2&i& &7 Delivery Con-

troller #1781 %IE. Kerberos EBEIRIER L EEREFMBEEM Active Directory ETEMHRTE. IEEE
i B 2158 Active Directory &5 7%

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA 3%z#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRRERNEMLKT, NRi%EET HDX 3D Pro, MERN VDI £E (BxiF) #HEAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 131



Linux Virtual Delivery Agent 2203 LTSR

+ CTX_XDL_VDI_MODE=Y | N - $+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 31, BHERBIREN Y. RINERT, LTEIRERN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS #BRERRH!
AAEMIER, WHE DNS R &iF. BINERT, WEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i) DNS 3k £ Il LDAP [R5 28, MR
DNS xRt LDAP RS IER, B LUIRMUTE SR LDAP FQDN (#% LDAP i50) FI&K. a0
adl.mycompany.com:389, ZIAERT, LWERIEEH <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (v 12
RERZE W LDAP (40, DC=mycompany,DC=com) ., RNIESE R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). BRIAERT, LLEZIEEN <none>,

« CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 363IEBRS (FAS) BRE 23 2@it AD AR E M.
Linux VDA Rz#¥ AD 4A5RBS, BERTLIBUARM IS S 2R FAS lRSBHTIR. IRFHRSTE AD AR
PEEMNIRFER. NRMIRT TMIRS S, EFER <none> XAFHRIEZAETH, HEREBKRS
Ers bzl =

CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUz i%siy Broker IBARSS (ctxvda) MR, ERINEREZER Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5t Ex21EH#E A GNOME 5 MATE £
B, WRAIEETE, NER VDA LLHFIRENETE. B2, NRYTENEEA MATE, NLHRELE
{Ei%E N mate,

EAI LB FER A TS BR BN BARRIEA A WREIFE:
1. 7£ VDA Lt SHOME/<username> ER F8IE—1 . xsession X,
2. 1 . xsession XHLURIBRITIRIEE R EIFE.
- EATF SUSE 15 19 MATE £&

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- J&ATF SUSE 15 1 SUSE 12.5 t#y GNOME =H&

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

3. SERRIEAFHE 700 XHR,

+ CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &j5, 2T B5 Linux VDA RS, BRIMERT
K’EAN Y.
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« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WE#EFHO, BiAimOR 7503,

+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE89imH. BAIAIROA 7502,

REWRTEHIETREMA:

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2]|3|4
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port—-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBERRETEEXBLHECZNF shell. HMNBWEEAFENSSHME
#1/bin/bash {ERE—1TREIZ shell B,

F5h, EELERB M eSIEEME S

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST='"list-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

EREBET, EERFEME ctxsetup.sh MZAIIECEFMAYER, BFEH Linux VDA R,
HEURIFRT, FERIMENEES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECEE K-

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
e A MBI EERIBRFRE BEC B EIE, MIMME Linux VDA &R,
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EERT

ctxsetup.sh # ctxcleanup.sh i E G ERETREIR, HEEMERENREREXXH:
/tmp/xdl.configure.log
BB Linux VDA BRSS, HRERER.

S 9: i51T7 XDPing

¥EizfT sudo /opt/Citrix/VDA/bin/xdping M#® Linux VDA FBEEENELEER@E. GXi¥4H
=8, 2% XDPing.

41 10: i17 Linux VDA

£/ ctxsetup.sh IAEE Linux VDA 5, aJLUETTIAT @< RES Linux VDA,
B Linux VDA:
BEh Linux VDA ARS3 :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{Z1k Linux VDA:
E(=1E Linux VDA IRSS, BHITLUTIRME:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

#=1E ctxvda fl ctxhdx RS 251, EE1T systemctl ctxmonitorservice stop @<l
FLEEMRS FIFER. TN, BURSTIFEFRENRHEELNRS

E#H AR Linux VDA:
E#H AR Linux VDA BRS:

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->
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17 Linux VDA R&:
ERE Linux VDA [RSBRIEITIRE, BERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

SE1L: ¢IEHBENER

BRI EALE RAAM Linux VDA itEHBiE 2 5%E 48 Windows VDA 73£ M. B XINATEMXLEAESHIEME
AEVIRER, FERACEITENERMERITENE R

BIEES Linux VDA itENMITEN E RN S@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IE T B
BR:
o WTFIRERYT, 1EIER:
- ZRFERERFEDT I TFREXZEEZERMTERER),
- BXERMERSEN GERAT VDI TRERERIER),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#1.

3

AR

BHARRAHY Citrix Studio Fx3#F “Linux 2ER4” B9HS. B2, %R Windows Server 2R L HARS
BIRFRASENMER T ERARERAZEZELMER, %F Windows SEIRFRAAHE IR ERSOENER T &
BEITEN—1T AP R(GEE,

e

RBIBR T BENEFEEHRIMA Active Directory 15, NAFMFRITEN, AEBEEHRFNIIHENE R,

ST 12: BIE(IA

BIERAMARMES Linux VDA itEHBIHEN B RAiZE S5 Windows VDA i+EH/LFHERE. BXINETEMmIXLE
ESHNEMFAEIRPA, FSREEEZ T,

BUEEH Linux VDA i+ B B RE AR E G TFRE:

o HIRFTER AD BFRMABEREE, sJUERE Linux VDA it&E#,
o BORRESHEIEN (BER) BFRER.
o BENERMGEFRENEE Windows HENHITENER.
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BE:

Linux VDA 1.4 REShRAZ LGN AER. B2, Linux VDA RZHHESEML AR R TEERNITEN.

BXRNAIERTEN B RMRGANEE, 1§21 Citrix Virtual Apps and Desktops 7 2203,

7£ Ubuntu - Fzh% % Linux VDA

May 30, 2024
BE:

WFEHRE, HNNBVEERBMREHTRERE, BMREANNES, 5AXPIFRNFHREMLL, &
5Tt

S8 1. HFEEEEM Linux i8]
$® 1a: BiENKEEE

HBREERHEWREEMS, 0, HH7E Linux VDA EEZE DNS RSS2,

MEBEMEARZ Ubuntu 18.04 Live Server, EHIZE MR 2817 [etc/cloud/cloud.cfg BoE XL TE
o

preserve_hostname: true

S 1b: KEENE

AHBREBIRSITENNEN S, 1EEK [etc/hostname X4, FEHMNBESHTENBNENSE,

hostname

S8 1c. AENBZHECIFEIE

BRI ENE DNS HEaMT LB ERZ (FQDN) EftiRERE. HAREHN [etc/hosts XHHLUTITURE
FODN fIEHBERNFREI&E:

127.0.0.1 hostname-fqdn hostname localhost

f5Ign:

127.0.0.1 vda0l.example.com vda0l localhost

MBI E At B ipgzt hostname-fqdn 5 hostname BERmEMSI A,
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=z .
AR

Linux VDA Z#iR3z#F NetBIOS & ##&klf, Hlt, ENBFRFBE 15 NFH.

e -

S

REEERFR a-z. A-Z. 0-9 MEFH (), BBREATUL (). SHEMNEM

PUEFRFER, EHNWERT Delivery Controller E#%.

FE1d: REINSE

WIEENRIRERTIERTIR:

hostname
<!--NeedCopy-->

s URETENNENS, mAREE FQDN,
¥IE FQDN IRER B IEHELIR:

hostname -f
<!--NeedCopy-->

Itear <R El+E A FQDN.

$IZ le: ZH%#%E DNS

BINEBERAT % DNS (mDNS), MX2SHAMBIFLERT—H.

Z22 M8 mDNS, 5448 [etc/nsswitch.conf HEXB S LU TRBMIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

FI8 1. B AMBITFIIRS A%

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

ENBREUEFFRM
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INRTEMMN FQDN 2 Ping @ ERE—ItEN, BRREEXTRE, AEBHE,

S8 1g: RER#EYS (chrony)

#af® VDA. Delivery Controller fligiiz %38 Z BB $hIALEMEIS ZXEE, ¥ Linux VDA FEE AESIM (VM)
AIRERSHNMRERR, BFIERR, RFERTZNERSRESL I,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& MNEiEM RS SBHN— MRS BEE:!

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -+iburst

TEHAVERER, MEMAHIFITHIREY, MABEEM R NTP RS ERY, NS Active Directory 13
EHISS AN — RS EFE.

MIEsTIH M EEth server 5 pool 58, &3FIF[E IP #itit, localhost F1R#ARS32E *.pool.ntp.org B,
REERHEFRBE Chrony FHHERF:

sudo systemctl restart chrony
<!--NeedCopy-->

$% 1h: = OpenJDK 11

Linux VDA Zk7#1f OpenJDK 11,
7£ Ubuntu 20.04 #1 Ubuntu 18.04 £, EALTa<$ %% OpenJDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

£ 1i: 2% PostgreSQL

Linux VDA Z3k7E Ubuntu %% PostgreSQL 9.x h&:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->
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S 1j: =% Motif

sudo apt-get 1install -y libxm4
<!--NeedCopy-->

SR 1k REHMRHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. HEEEINEEERF

EXFFNEMVIEERZRF 3 Linux VDA HE VM iz{TH, REBMEH—LEN. REBEEEEANEMNEREFTS

HUATER, MREFTENES LBIT Linux T8, NWEREHERES.

1&& Citrix Hypervisor _t/yidia][EH 8]

BT Citrix Hypervisor Bt EIRF IhEERT, EEMHEIMKE Linux VM &, &#<iB% NTP #0 Citrix Hypervisor
M, MEHAEEERAZNMY, NERNHSHEMIRSERRS, BHRESD Linux ERTFRNRFNHERS NTP

BT, IMERBERZEBENRERST. THE HVM EXTHEITEAENR.

MBEETEEITHEEMNLE Linux A%, FBE%ET Citrix VM Tools, MaTi#z Citrix Hypervisor Bt alE% Thag

BEFE, UREBEERE Linux VM FEA:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<ixE 0 8 1

- 0-BHEEPIEEERA, BXHEMA,
o 1-EEPSHEERA, TERBEMIEZIF.

MR /proc/sys/xen/independent_wallclock Xt FEE, MAFBHITUTL B,
MREBA, BEEEZXHEAN 1 REANERSIEE:
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sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAER, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHRMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMARLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

&% Microsoft Hyper-V a98diaE% a2

%7 Hyper-V Linux £ RS Linux VM B LUER Hyper-V BS{EIR S ThEERE R ENIRIER LN IE. AHER
AREHIRAEIRA S, B—REALIEES NTP RS,

MEERRERSH:

1. ¥T7F Hyper-V EEBEHI&,
2. 3F Linux VM B9i& 8, &% Integration Services (£mRS).
3. HRE%RE Time synchronization (BFEIEF).

=

AR

te77%5 VMware # Citrix Hypervisor RE, XE#H~=GRaZRAENNERDSIHEE, NGRS NTP ZEH5E,
Hyper-V BfjalE$ TS5 NTP BYEIES H1ZH Eib,

&5 ESX fl ESXi _LHBETiE]EH AR

BEA VMware RERS IR, S MFEIMEH Linux VM /1, EH<BE NTP FEMNEEIEFNR—E,. mEER
HERS R4, NERNHSEMRSERRS, BHERS Linux ERIHPHNRKNSHEHS NTP AS, X
MERZRAENBEREY .

WMRIFEIETEE T VMware Tools BIE B Linux Wi%:

$1FF vSphere Client,

4m3E Linux VM &€&,

£ Virtual Machine Properties (E##lE) HEES, 177 Options (G£I) &M+

%% VMware Tools,

7£ Advanced (54) 1, EUHi%ES Synchronize guest time with host (5EHEFEFHAE),

o bk e
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$1 3: ¥ Linux VM 710% Windows 154

Linux VDA 5% % Active Directory (AD) 15700 Linux I &A%

« Samba Winbind
Quest Authentication Service

Centrify DirectControl
« SSSD
PBIS

RIEFMEN TS %, FIREBAHITIRIF,
AR

73 Linux VDA fravzssthik =0 AD ARtk ERMERIMNAF B, SI1EREEEKN.

Samba Winbind
TR EHRRLT
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FEitENENERERN Winbind s71#2F  Winbind sFiri2F S AECE RHTEIT BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

#iFwinbind #iz{iF /etc/init.d T

ficE Kerberos Ll root AP &%, 117F [etc/krb5.conf HEELTIRE:
AR

RIEEH AD ERtEMEE Kerberos, UGB EATHIE. BMiER,

[Tibdefaults]
default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
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kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

Itk E F3x## domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos 4igi#&
¥R, {5130 EXAMPLE.COM,

f2E Winbind 543IE  FzhE2E Winbind, E% Ubuntu i&%&3&m RHEL ## authconfig #1 SUSE ##y
yast2 XETH,

17 Jetc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP £ REALM % —1FE, REALM X5 Kerberos g & .

& nsswitch 177 [etc/nsswitch.conf #i& winbind MNELTIT:

passwd: compat winbind
group: compat winbind

N Windows i, {ERURiEHISSHUAAIGE, HEEHREEENEITENRMNEER Active Directory B ik
A

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $UBZ#, user 2 E800& i+ EVIFMENEAUEAF,
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BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind 28 PAM 217l T <, HfRit+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &1333E) #1 Create home directory on login (EERIGIETER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

REHBNMNEE, winbind SRR 4 SBERSET.

Wb R &1 Delivery Controller 2RFrE VDA i+&# (FigZ Windows £ Linux) #ZE1E Active
Directory E—MTENITR,

iz17 Samba # net ads < LIGIFT BV B EMANG:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI BN RES !

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos i2E EINiE Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
HEAEHEBEAENEH:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTHEEFAAT ANERYIR, 517 Kerberos kinit &<, ERAXERAMIIITHIRE
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMAZRUTIEERAAS, /S (§) BAEARRML (\) #THEX, UREKE shell Hig, EFLFRH,
DNS 5% 5 Kerberos {UH B AR, EHRERERAMUAEM. WRILHSHINGET, WARE2ERERKEL,
BEAUTHLEIETBIKARN TGT REEETF:

sudo klist
<!--NeedCopy-->

BEAUTHSEETENNKAFAEE:
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sudo net ads status
<!--NeedCopy-->

BIERAPBHIIE  EH wbinfo TER ISR I EERIEREFRNEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEHA AD 55, AR Kerberos (& #R. 31F bash shell, BFERS—MRIIIRFUT (\) Frv
T8 A LRE—FMIHKRBIE S
ZIE Winbind PAM RR B EEWREE, 15ER URIRERNIHAF KA ESR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EIhiz{T SSH 8%, 1EHtR SSH EBAHERIETT

BIERE R id -u $REM uid I TIHA Kerberos EiREF 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

IFA P Kerberos EREEFETHNERETENAKRITE:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiZEF Gnome 5 KDE =518t ] LIRITRIMBSINR . TR TIINAIIERBERITS B 6: L% Linux VDA,
e

NREREKF ERNIIMITRA M RIE, EXEERENKEHE, BFEFRBHITENHER,.

Quest Authentication Service

EigisHlgs LB E Quest  REEEE Active Directory 1isHIg8 EREHEE T Quest Fift, MABREEEN
IR, BME Active Directory HglEI+ENNR.
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AFFAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+8# L1 HDX &iE:

1. 7£ Active Directory AFPMITENEBIEHEH, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix ikf) &R+,

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BAEFHABAANA 1D,

=3

AR

XLEFAEYTFIGEIEAR, WEMITIUEREH &, RDP. SSH S AEITZMiHTER.
7£ Linux VDA tF2E Quest

SELinux SRBSIRGICHERRART % BIA RHEL IRBR38HISTHE SELinux, LL32HITHAESR RN Quest A/ Unix 1
E1EF IPCHIH, HEEARER.

R BN REENSEZZA SELinux. L root BFR &1, 4iE [etc/selinux/config H# =4 SELinux i&
=

SELINUX=d1isabled
HWEREREFBDITEN:

reboot
<!--NeedCopy-->

HE:

BEEFEALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root BFRMEMAMA
F 2t

foE VAS SFiPiEF WS AU B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

Lea L EITIERRIR A O /NBY (32400 #4), BENELEIARY 10 /MNEIBEGERRE 1/, BEZSEEHARRENR
4% LigBERIENE,

fFoE PAM 1 NSS ZEEMAiEd HDX #1THE AP B RIUKREAMARSS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:
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sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I\ Windows 15 /A Quest vastool &<# Linux itE#INAZE Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREITENMA Active Directory 18935 A -~ . domain-name 7159 DNS & #5, il example.com.
MABEEFRBED Linux i+84.

Wb A ED Delivery Controller skFrE VDA HH&EH (Fie2 Windows X2 Linux) #BE7# Active
Directory fE—MIBENNNR, BERIEMAT Quest 8 Linux HENEBEMFIEHF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREEHSZ, MRITBEVRMNEMER, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFP BHIIE EIRIE Quest EFEEEIY PAM ST A P # 1T ML, BFERUAIRERANIEAP KA ESR
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE R id -u 5$:3&ER UID gIE T Kerberos EiREEE:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8 Kerberos EiREFTHNEREE AR ERITH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,
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exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHITS I 6: 2% Linux VDA,

Centrify DirectControl
O Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<% Linux iH&E#4Lm
A Active Directory i3:

Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B AERIEITENMAE Active Directory HIE(T Active Directory 15 . domain-name S 2%
Linux I+EMIMNBIBSHEIE R,

Wit mE &% Delivery Controller E5RFr VDA itEHl (Rt Windows X2 Linux) #8E7 Active
Directory E—1MHENT R, BRIEMAT Centrify 8 Linux HENMEE M FEF, BEHITUTER
E:

SU =

adinfo
<!--NeedCopy-->

I5F Joined to domain EEEE MUK CentrifyDC mode 2FiR[E T connected, MNEERMARIEEER
PR, MIEKRPA Centrify ZP B2l 7 RS 3EIE S &1 WA,

BEAUTHIAIRBELANRSKNIZIES:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEESSEMITSE 6. 2% Linux VDA,

SSSD

it E Kerberos EB1T T l%iE Kerberos:
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sudo apt-get install krb5-user
<!--NeedCopy-->

ZAE Kerberos, &L root AP &13T7F [etc/krb5.conf HELE L THEk:

=z

AR

RIEEH AD ERtEWELE Kerberos, UTIEBEAT S, BmiER,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

I EFXH8 domain-dns—-name &% DNS 5%, I3 example.com. REALM 2 XS H Kerberos g

&%, %0 EXAMPLE.COM,

NI U SSSD EEE NER Active Directory fEAE B MREREFH BER Kerberos #1785 %k, B2,
SSSD HARREBFMNFMEER RS keytab X85 AD BRiRTIAE. AT A adcli. realmd 5 Samba.

} =r

AR
FEHAB MRS adcli 1 Samba B8,

o WMREMEA adcli A, BERBEUTIE:
1. =% adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. &3 adcli N,
EERUTHSMERIE RS keytab SXHFHIINGL:
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su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user RERUFITENRMEIZMNIFEAF. hostname-fqdn 2itE#1#9 FQDN XA ENE.

FE -H Em, adcli Fae4EmEA host/hostname-fqdn@REALM 89 SPN  (Linux VDA ER{ER L&
H)o

3. WIEEE S,
s#F Ubuntu 20.04 i+5#, #&izfT adcli testjoina&<,

s+F Ubuntu 18.04 i+&#l, #&i5fT sudo klist -ket &<, adcli TENINEERR, FRAEWIIHTE
MEEEIMNENTSE. RESAFEARRELIBRES keytab X, RIS MENNEEEE S ITENM
NI B9ES {E]AE LA,

o WNREA Samba MAE, BRRUATSE:
1. RERHE,

sudo apt-get 1install samba krb5-user
<!--NeedCopy-->

2. fi2& Samba,

17 Jetc/samba/smb.conf HEE L TiSE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM FHE—1FE, REALM 2XE# Kerberos Uiz &R
3. A Samba A,

ERYHITHIER A AR]IAE], HBESTAREEERIEITENRMEHR Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2XE5# Kerberos sUBZ#, user 2E8EHENIFMEIAIRBEF,
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RE SSSD LRI EMPATIRME:
MREARRE, BEREFRFERN SSSD MEERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRERERMGE, MENHITER:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINERT, Ubuntu AmREZI2EEEECE nsswitch.conf 1 PAM ZR1&1R,

E2E SSSD /=5h SSSD P22 al, EEER SSSD ieE, W F HLfRaAH SSSD, BiAF L% [etc/sss-
d/sssd.conf BB, HAFEhEIE. MU root BFBHEIESITIH [etc/sssd/sssd.conf HEEE L TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_ renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value

ldap_id_mapping = true
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override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
AR

[dap_id_mapping i&&7 true, LUE SSSD A& 153 Windows SID BR54%] Unix UID, &M, Active Di-
rectory 4 aeiBiE At POSIX i Bi2F. PAM BRSS ctxhdx Bzl ad_gpo_map_remote_interactive,

Itk X8 domain-dns-name £ DNS 1%, a0 example.com, REALM 2AE# Kerberos 41
&R, a0 EXAMPLE.COM, F~EZEEE NetBIOS 153,

BEXEEIZENEE, 15519 sssd.conf #l sssd—ad HWFEMTL,

SSSD SriFiEFEREEX AU IXEBFIEE REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bah SSSD FiFfERr IEfTUA T e < iBNEsh SSSD sFiFiER, MURETFIFiEFEIt BN S Ea:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMERE 1T T®H<, HiERES SSS authentication (SSS 514383F) #1 Create home directory on
login ((EERENOIZEEER) %M.

sudo pam-auth-update
<!--NeedCopy-->

Wikt A & Delivery Controller xkFiE VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory FE—MTENER,

o NRMEA adcli BIBEM RS, 5z1T sudo adcli info domain-dns—-name &<$UEREE
Bo

« WNRMEA Samba WIBFEMEF, 15T sudo net ads testjoin @LRIEHENZETEMAE
i, 51T sudo net ads info H<LWIEFIMUEEITENTRER.

IiF Kerberos itE E i Kerberos EGBEMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BELIBHEGSBENER:
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sudo klist -ke
<!--NeedCopy-->

¢ EREMEFREMEBREHASTTANERTIR, B17 Kerberos kinit &<, FERXLEREAREITHER
BT ENBS 5!

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABIRUTIEERAS, RS (§) BAEARMML (\) #1TEX, URERE shell Hig, EFLEFEHR,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEM. WRILHSRINGTT, WREERERREL,
BEBUTHLEIETBEYKAE TGT EETE:

sudo klist
<!--NeedCopy-->

WIERFPSMIRIE SSSD FEHEI TFIFEFRHATURSMIIINGTITIA, Reg@T PAM .
LI91E SSSD PAM ERIRB B EEMREE, BHEAMUFIRERIZAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

ISF klist s5$REIR Kerberos BB EA T AR HE KR T,
Ll root AR &, WIIEFERNFIEMN id -u S$IRER uid SIEERINEIRETZ S

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

A LLEId &R KDE 3¢ Gnome Display Manager #4738 ARMIi, FEHITIIMNIIERHEMITIE 6: <% Linux
VDA,

PBIS

THFEN PBIS 46 flin:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->
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& PBIS REFIAAHIT  Flan:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS RERIZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

XN Windows i3, ERygiEHIssHAa im0, HEEKREEEREHEN RN Active Directory AP ik
A

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user AE MG ENZINE Active Directory K15 A . domain-name Ji 9 DNS 75, i exam-
ple.com,

EE: B¥ Bash i@ERERIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash =

A
~o

WIEEMES  Delivery Controller 3kFr% VDA &1 (Windows # Linux VDA) #Z7£ Active Directory
PE—MTENNR, BWIEMAT PBIS 8 Linux iHBNEE M FiES, BRITUTRE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRABNEMARE M, e RREEXHFIMARN AD M OU NiER. &N, RETENZ.

WIrAFRBHRRIE EIE PBIS 2F8Ei5i@iY PAM ST AR # 1T MR, EERUIRERNIZRPKARER
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE RN id -u 5<$3RER UID g1 TR Kerberos EIREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEIE,
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exit
<!--NeedCopy-->

TEFTIHINANRIEESEMITEE 6: 2% Linux VDA,

S 4: 2% .NET Runtime 6.0

fE% % Linux VDA Z &1, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers ERYEA%RE NET Runtime 6.0,

%% NET Runtime 6.0 5, @17 which dotnet &< EMITITERR,

RIS, RE.NET Runtime Z##IX &2, i, MRH<HL 7 /aa/bb/dotnet, &M /aa/bb £
79.NET Z#HI &2,

S8 5. T Linux VDA #i{4&

#%% Citrix Virtual Apps and Desktops T#M&E. BFHERkAR Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARILESAY Linux VDA &,

$I% 6. L Linux VDA
$I2 6a: % Linux VDA

£ Debian #4 8BEBELE Linux VDA #f:
3tF Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 9 Debian &#m5I%:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~

postgresql >= 12
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libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10

ufw >= 0.36

ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.34
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 9 Debian f&k#im5|x:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11

gtk3-nocsd >=3
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imagemagick >= 8:6.8.9.9

ufw >= 0.35

ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19
x11lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

4=
AR

B X ILhRZSHY Linux VDA 2589 Linux &Z17hRH Xorg i AsmI5IR, BSHARAER,

S22 6b: F4& Linux VDA (7]3%)

BILUMSERTRIRNRAF LTSR RRAARINE L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->
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} =r

AR

ARMERERESE [etc/xdl THREX ., EHITHRZE, BESHBEMXLE M,

$I8 T: =4 NVIDIA GRID &zpigrr

BF HDX 3D Pro EXREEEMHNEIEZRFH VDA 1+EH] %% NVIDIA GRID EmpiERF.

EERTERIWEERERF L2 RMEE NVIDIA GRID &4 GPU &8s (ENIRIER), B TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM Eapigrr, BHITTEMEMSE:

1. HBREE VM BXH,

2. FEMWEEEFERERT, VM DE— GPU.
3. BE VM,

4. VM ERERE VM Kihigrr.

12 8: & Linux VDA
FE

FIRBETHWTEZH, BFREREEENRERATRTET en_US.UTF-8 XIFikE. MR ZXIFIGETE
BIRIER AR AT A, 15217 sudo locale-gen en_US.UTF-8 &5<, 3 F Debian, @idEUH R #
en_US.UTF-8 UTF-8 173k4%:8 [etc/locale.gen xXff, #A/5i17 sudo locale-gen &%,

REWHERE, BHEIT ctxsetup.sh BIZSKEZE Linux VDA, HITEMERZ A, ZMABRIKIEFE, BRFIE
RPMERE. MEVE, AILENEMETZEAUERIRE,

A LRBRIR R Fana T, el IRAMERENMN BE TS HER(Fal, BEEERMNANEDESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RRECE

BITaERTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BEEcE

BERER, REMAMENENA R REERME. MRAFENMEEENEE, WHEFRRTAPRHEMAREE,
MMAFES AT RET 12,

XPFNFREEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z ##f#/H DNS CNAME i2®$g5E Delivery
Controller £, ZHABERTIEEHN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tl=1& 5 FReY Delivery Controller 52
REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5E— FQDN = CNAME 314,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &t TCP/IP iz (BRIA RO 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - £Ezhit B#ERE5 Linux Virtual Desktop iR, BRIMERT
BEA Y.

« CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop BRS ER ¥ E N\REEZEL R
SBH IS, ERILFER SR ASEFR B RN Linux Virtual Desktop 3 TAFFERDO (BRiAAHEO 80 #1 1494), 2k
INERTIEER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 |5 -Linux VDA Ek /A Kerberos A2 &g & Delivery
Controller #{TB 3 %IE. Kerberos BRBRIERS LEREMBAEEM Active Directory £ T EHE. 5
EEFEABEZZHM Active Directory /A

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#¥ HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiF) #HAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - $i+BHHNEEN L ARERFEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 3#1%, HFHEEBIREN Y. RINERT, LEEIREN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&iZ DNS &I LDAP fR$528. ¥ DNS #ERER R
AAEMIER, MHEE DNS iR &iF. BINERT, KEEIEEN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP R 328, IR
DNS FE£12 LDAP RS 12R, ErRIURHEUTESEH LDAP FQDN (#%F LDAP #%0O) %k, fim
adl.mycompany.com:389, BHAERT, LEERIEEHN <none>,
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+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&iti& &} Active Directory iHiRHIE &
EERZE i LDAP (fig0, DC=mycompany,DC=com) ., B2, NitmiEENEE, TLUIEEEREM (Flw
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEN <none>,

« CTX_XDL_FAS_LIST="list-fas-servers-Ex & S HIEARS (FAS) lREe2@ I AD Group Policy
FEEM, Linux VDA RZ#F AD LAXKES, BEAIUIBARMELUS S 2R FAS BRE[M5IR. FHISRSE
AD Group Policy®HEEBEMIRFER. NRMERT MRS SR, EFER <none> XAFFFRETH
A, FEFEEHARSBIHUMIRT.

o CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% NET Runtime 6.0
LUz Broker RIBARSS (ctxvda) BIERR. ZRIAEIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -{s B &1EH#E A GNOME 5 MATE £
R, WRKIEETE, NEAR VDA LLHFIRENETE. B2, NRYZENEEmA MATE, MLHRELE
{Ei%E N mate,

BRI LB SRR TS BR B BfiriE AP NEEIFE:
1. 7£ VDA Lt SHOME/<username> ER T 8IE—1 . xsession X,
2. BiE . xsession XHLUREBRITIRIEE REfE.
- X+ MATE £@
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
4

- ¥F GNOME £m
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—seSS'i on
£

3. SERRIEAFPHE 700 XHR,

« CTX_XDL_START_SERVICE=Y | N 72525 Linux VDA B2E /5, 2&B5h Linux VDA fRS3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WEZEF KO, BiAHON 7503,
+ CTX_XDL_TELEMETRY_PORT - AT 5 Citrix Scout i@fE8iHH. BAIAIROA 7502,
REWRREHIZTREMA:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 160



Linux Virtual Delivery Agent 2203 LTSR

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iz17 sudo 4R, BN -EEMLUENERBETEFBLEUEN shell, HMNBENEERATE@NGSHMLE
#!/bin/bash ERNE—1T3AIE shell iz,

o, EEILERE N aTEEMESI:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \
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CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='"Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFRECE ek

ERLBERT, TR EMR ctxsetup.sh MIAXEREFMAVEZ, BREE Linux VDA &,
HEIR(FRT, BEBLMARNTEDES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

HIFFECE B LK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:
A= MEIREIBRFRE B E 2R, MMME Linux VDA LA,

RERE

ctxsetup.sh 71 ctxcleanup.sh A EZEHE LERHIR, HEHEMEESANEEHEXH [tm-
p/xdl.configure.log.

E#ED Linux VDA BRSS, HRERAEN.
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#1%; Linux VDA

EWE Linux VDA 2 EHEEELRERGEIRE, FETUTHS

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEEZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEE Linux VDA B, BHITIATIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

=

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHHE, B2, FTEMIBRERE Linux VDA ZEIZE
B9 PostgreSQL X4+ &M E ik # R 4+ &,

m:

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.

S 9: =17 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lie®E Linux VDA RIEEENENEE S, &XIE4H
8, B2 XDPing.

41 10: i=17 Linux VDA

£/ ctxsetup.sh BIZA<EE Linux VDA 5, BERUTa<E Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{£1F Linux VDA:

E{Z1k Linux VDA BRSS, EHITUUTIRIE:
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sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
21k ctxvda fl ctxhdx fRE i, EiEfT systemctl ctxmonitorservice stop @<L
FIEEMBRS FIFREF. BN, HURS TIFEFBEMBHEFLENRS.

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

#2 Linux VDA R
1 Linux VDA BRSHIEITIRE, ERITIATIRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

I 11: QETENER
LI EN BRI Linux VDA HENMERESESAM Windows VDA 75352, B X iNE5pX S MEMF
R, BFERCEITENBEZNEETENE R,
BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:

o WFRERS, HER:

- ZRERERSET HTFREHZEERAER),
- BAERERIET EBT VDI EHEEEIER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEiEN— AP REE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

SE12: GIER(IA

BIERRZMAAMRMES Linux VDA IHEMAIHEN B RIEES Windows VDA BN/ LFEE, B XINAETEMIXLE

ESHEMFAIREA, FSEEZ A,
8 E%F Linux VDA it B4 B RHTAR S EIGA T RS

o WRFTE AD BRAAE EHREE, sEBERE Linux VDA itEH,
s BIAFRESHRIEN (BER) AFRER.
o BENERMMGHEFENEE Windows itENBIHHENE R,

AHRUMEAETEN B RMNHANEL, 525 Citrix Virtual Apps and Desktops 7 2203,

7z Debian £F&%% Linux VDA

May 30, 2024
BHE:

WNFEMRE, HNBVNEERBMRERTRERE., BMREANNES, S5AXPFRNFHREMRLL, &

e T,

SR 1. #EREESM Linux itE

$IE la: WITMKEE

HMREEEHEMRIREMSE, fli0, Z7E Linux VDA LFE2E DNS RS2, AILUGTTAT@H<:

echo "nameserver <dns ip address>" > "/etc/resolv.conf.custom"
echo "#!/bin/bash
#
# Description: script to override default resolv.conf file
# with customized file.
cp -f /etc/resolv.conf.custom /etc/resolv.conf">"/etc/
NetworkManager/dispatcher.d/15-resolv"

chmod +x /etc/NetworkManager/dispatcher.d/15-resolv
<!--NeedCopy-->
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S 1b: KEFHA

HHREHBIBRSITENHNENS, 5EK [etc/hostname X, FEHNXEEITENHNENSZ,

hostname

S8 1c. AENBHEIFEIE
MRt ENLE DNS HZ M7 LR EHE (FQDN) Ef#EEIRSE, 22 EX [etc/hosts XHHUTITUES
FODN fIENBERNFREI&ZE:
127.0.0.1 hostname-fqdn hostname localhost
f5lgn:
127.0.0.1 vdadl.example.com vda0l localhost
MBI E MK B BERX hostname-fqdn & hostname BEREMSIA.
AR

Linux VDA Z#iAR3%z#F NetBIOS & ##&klT, EHBRFBE 15 MNFHo

2l
=l

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATHE (). SEMNEMTS. ENBFEURFI LM
PUIEFRER, EHNWERT Delivery Controller E#%.

SE1d: 0EENSF

BRI ENARIEENRIRERTIER:

hostname
<!--NeedCopy-->

LR EH BN ENS, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <R El+ BN FQDN.

T le: ZHA%%E DNS

BINEEBEBAT 24 DNS (mDNS), MiX2SHAMRITERT—He.
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=M\ mDNS, 548 [etc/nsswitch.conf HEXLLTIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. EBRBTMRS AR

HiART A2 FQDN H33ig#= 512870 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN F Ping Ri@ L RE—ItEH, BANERXTR, AEBHRSR,

S8 1g: FRERHFEY (chrony)

#af® VDA. Delivery Controller #ig#= %128 2 BIMET $hIALEREL EXEE, & Linux VDA FEEREMH (VM)
AIRERSBNMRER, HTFHERER, RIFFERTENERS KRR E,

%4 chrony:

apt-get install chrony
<!--NeedCopy-->

L root BFR &1, 4RiE [etc/chrony/chrony.conf H A& NTiZM RSB HFIM— MRS H/ER:!

server peerl-fqdn-or-ip-address -1iburst
server peer2-fqdn-or-ip-address -iburst

FEHAEER, AREMAHIFITHIERES, MAREEM L NTP MRS EBES . HEFHE Active Directory 5
RIS AIN— RS EFE.

HiERT HAERIE M server ¢ pool 8, S#EIRE] IP ihik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REEXHEFRBDH Chrony sFPERE:

sudo systemctl restart chrony
<!--NeedCopy-->
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S8 1h: RERHGE

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

S8 1i: RINIBRIEENEFIEE

B} Debian R1THRLZEMBEHMKRFIN, 158 deb http://deb.debian.org/debian/ oldstable
main {7&mel /etc/apt/sources. list X,

S 1j: =i PostgreSQL

Linux VDA Z:3k7£ Debian £%&% PostgreSQL kg4 11:
sudo apt-get update
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

TR 2. HEEEINEEERF

TR EDVIEREZRF L Linux VDA HE VM E1TH, REFH—LEN. RIBEEEANEMNEERREFTE
HIATER, MREFBRNEMS EiETT Linux T8, NERELEFER.

&£ Citrix Hypervisor _t i8] E% a5

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMEAY Linux VM 1, E#<&%F) NTP #0 Citrix Hypervisor
miEE, MEHREEERAN. NBENHSHMRSERRY, EHEES Linux ERIFHN RIS NTP
BE, XMERERZAENNERS, THEE HVM EXTHITEAER.

MBEEEEITHEEMNLE Linux Rz, FE%ET Citrix VM Tools, MaTi#z Citrix Hypervisor Bt alE% Thag
BEEE, URETBEBE Linux VM RiE/A:

su -
cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ieas <R E 0 8¢ 1

+ 0- WERSMEERER, AAREM.
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o 1-EEZHEERA, TERBEMIEIF.

MR /proc/sys/xen/independent_wallclock Xt FEE, MNAFBHITUTE B,
MREBMA, BEIRZXEEAN 1 RERANEEDIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAER, HEENBMENAEHY, 1EHRE [etc/sysctl.conf XHHFMUTAT:
xen.independent_wallclock = 1
BIIEXLEEY, BENBHRSA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iREE Lo

&E Microsoft Hyper-V it aE5 a8

R 7T Hyper-V Linux £mAR$SH Linux VM "I LUER Hyper-V B EIES ThaERER ENIRIER KM E, AR
AR PIRLERT R, E—RBALThEES NTP RS,

MNEIBIRERGH:
1. $T7F Hyper-V EE3BEHI&,

2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HRE%RER Time synchronization (BFEIER).

=3

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRfAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V BS{alRFZ TS NTP BYEES HEH B4k,

&5 ESX fl ESXi _EABETiE]E AR

BEA VMware RERS IR, S MEEIMEH Linux VM /1, EH<iBE NTP FEMNEERIEFNR—R. mEER
HERS 24, NEENHSEMRSERRS, BHERS Linux ERNHPRNRKNSHEHS NTP AF, X
MEREZERENEEIED .

WMRIFEIETEET VMware Tools BIE B Linux Wi%:

1. #T7 vSphere Client,
2. 458 Linux VM i& &,
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3. 1 Virtual Machine Properties (E#\WEM) 34iEES, 17 Options (£IN) ET+,
4. %% VMware Tools,
5. £ Advanced (54) #ES, EGEES Synchronize guest time with host (5EHELEF A E).

$18 3. % VM 5% Windows 5+

Linux VDA 5% #E Active Directory (AD) 15700 Linux I &A%

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RAIBFMER TS %, FIREBARITIRIE.

AR

73 Linux VDA fra9zsstitk = AD a9tk ~ ERERNAFR 28, SIERIAIESAK.

Samba Winbind
TR EHRRRLT
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitENESNEAERM Winbind #iPi2F  Winbind SFPEF S REE A1EITEN B E5h:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

BWRwinbind BT /etc/init.d T

it E Kerberos Ll root BF &1, 117 [etc/krb5.conf HEIELITIRE:
AR

RIBEH AD ERtEEMAIE Kerberos, UTIREERTFHIR. SEMIER,

[lTibdefaults]

default_realm =REALM
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dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk £ Fxx## domain-dns-name 204 DNS 153, i example.com. REALM X5 Kerberos s &

#r, #5150 EXAMPLE.COM,

it E Winbind 5%58F 517 vim [etc/samba/smb.conf &5<$377F [etc/samba/smb.conf, SAGEEIUT

KE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP 2 REALM B —1FER, REALM 2 KB 1 Kerberos $isi& ¥,

& nsswitch 177 [etc/nsswitch.conf 355 winbind MmNELFT:

passwd: systemd winbind
group: systemd winbind
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A Windows 1 Ea9igiiEHI S8 H A A, HEGHKREEENIETENFRNEIER Active Directory Bk
P

sudo net ads join <Kerberos realm name in uppercase> -U <domain user
with permission to add computers to the domain>
<!--NeedCopy-->

EH 250 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind 28 PAM a7 T#H<, #fRit+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &133iF) #1 Create home directory on login (EERINAIETER) %M

sudo pam-auth-update
<!--NeedCopy-->

e

RYFBIINGE, winbind SRR SBERISET.

WiIBs RS Delivery Controller EkFrE VDA iH&EH (Rig2 Windows X2 Linux) #EE Active
Directory fE—MIENINR,

i517 Samba 89 net ads &< LURIFHH BN 2EEMNEL:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI ENNRES:

sudo net ads 1info
<!--NeedCopy-->

%iF Kerberos BtE E i Kerberos 2R BEMEENAS Linux VDA BR&ER, iBRIERS keytab it 2
EEREHBEESENENA:

sudo klist -ke
<!--NeedCopy-->

tEH<¢ EREMEFEMEBBREMHASTTANERYIR, B17 Kerberos kinit &<, FERXLEEAREIEHEER
BT ENBISH !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->
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ﬁ%ﬂﬂ%ﬁ%ﬂﬂﬁﬁiﬁkgo%ﬁﬁ%Wﬁ%ﬁﬁﬁ&ﬁmﬂvﬁﬁ%X,u%ﬁiﬁmﬂﬁﬁofiﬁﬁﬁ¢,
DNS # &5 Kerberos U &#AR, BWRERTIHEM. MRIHSRINET, WRKERE@HL,

BEAUTHLEIETEKAR TGT REEETF:

sudo klist
<!--NeedCopy-->

BEAUTHSEETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIERASMIE /A wbinfo TRKIEREAIARKIEEAFNSH%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEHA AD 55, AR Kerberos (& #R. 33F bash shell, BFERS—MRIIITRFUT (\) Frv
TR X Ias<RE—FRAIHKBOE o

EIF Winbind PAM 2B B EHECE, BERAURIKRERNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EINIETT SSH 85, 18R SSH EBRAHERIETT.

BIFRE RN id -u 5<$RER uid S TR Kerberos EIREEX 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

KIEA P Kerberos EiREEFHHNERETENAKRITH:

klist
<!--NeedCopy-->

RHRIE,

exit
<!--NeedCopy-->

E#ER Gnome g KDE 1251 8 A LURITRMAINIR. B TEIMANBIEGHERITHSE 6: %% Linux VDA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 173


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/installation-overview/manual-installation-overview/debian.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2203 LTSR

e

NREAEKAERRIIRITARSHRIE, EXEETENRH, BEMBHHITEN, ARER,

Quest Authentication Service

EigEHIgs LA E Quest  {BRELEEE Active Directory 1354123 L REHEE T Quest B, MABKEBEEN
iR, BE Active Directory HelEHENIR,

AVFAFRER Linux VDA i8]l AT iH®AAEEB7E Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

Hw N

P =W

XERBESTFIREESAR, WEMINAUEREFIS. RDP. SSH S AHMITEMINEITER.

#£ Linux VDA L E Quest

SELinux SRBEEHITHERAR % BIA RHEL IRMER3EHISEHE SELinux, IE32HIThAES RN Quest BEAMY Unix i
BT IPCHF, HELSABAER.

ORI BN REENSERZA SELinux. Ll root BF &%, 4iE [etc/selinux/config H#E ek SELinux &
=

SELINUX=disabled
WWENEREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIREHLHSSETLE, BMERX root AR FE A
FB 2t

FoE VAS sFiPiEF S BHERFF B h4ET Kerberos ZiRThaE, HMBASMHIIE (BRNER) IhEE:
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sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A O /BT (32400 #) , BRELLERIARY 10 /NNEBEGELE L /NN, BEERBEGARRENR
% LR BRIRAIE,

& PAM F1NSS Z MA@ HDX #ITHEA P B RIUKREAMARSS (5190 su. ssh #1 RDP), EETU TS UF
spfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I\ Windows 15 /A Quest vastool &<# Linux itEHINAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFITEMNIMA Active Directory 15 - . domain-name Jig# DNS &#5, 40 example.com,
MANBEEFER Linux 8l

WIEEAED Delivery Controller sRFrE VDA HH&EH (Fie2 Windows X2 Linux) #BE7 Active
Directory #E—MIENNNR, BERIEMAT Quest 8 Linux HENEBEMFIEHF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SEREEHSZ, MRITBEVRMNEMER, NSERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIFAFBHWIE ZEIIF Quest 2T aEN5E T PAM S #1THHIGE, BERAURKERANERAAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u
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<!--NeedCopy-->

IERE R id -u 55$3RER UID I TR Kerberos EiREEX M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6. 24 Linux VDA,

Centrify DirectControl

A Windows 35 %%t Centrify DirectControl Agent /5, 51/ Centrify adjoin &<3§ Linux 3+&#10
A Active Directory 3;:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2EAEREITENIMANE Active Directory HIES Active Directory 15 F. domain-name 22
Linux i+&EHINZIYIHEI Z #Fo

WirEm &% Delivery Controller ExkFrE VDA i+ &#l (RiL2 Windows i£2 Linux) #8ZE £ Active
Directory E—MTENTR, BRIEMAT Centrify 89 Linux HHENEEMTIHT, BRITUTERE:

su -

adinfo
<!--NeedCopy-->

15 Joined to domain EEE A% LUK CentrifyDC mode 2%iE[E T connected, MEERMARELEER
shiRES, NIZRFA Centrify B IHBE T RS BIEZERH 1 I0IERIT,

BEAUTHIAIREELANRSKNIZIHES:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 176


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/installation-overview/manual-installation-overview/debian.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2203 LTSR

Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

SSSD

o= Kerberos 5T TandiZet Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZALE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L TSK:
AR

RIBER AD ERLEFEE Kerberos, UTIEEERA TR, RMIRE,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false

rdns = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

b F Fxx#8 domain-dns—-name £%% DNS 5%, I3 example.com. REALM R K5 # Kerberos g
&%, Blan EXAMPLE.COM,

AN U SSSD ERE AR Active Directory 1EAE B3R IEFH BER Kerberos #7141 1IE. BR,
SSSD HARRMEATFIMNBAEE RS keytab X489 AD FFimIhaE. AR adcli. realmd 5 Samba.
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} =r

AR
AEHARANIEHE adcli 71 Samba HEE.,

o NREGER adcli N, BRRUTSE:
1. ®% adc'li,

sudo apt-get 1dinstall adcli
<!--NeedCopy-->

2. M adc i A,
BEAUTHSHIBRIBRS keytab XHFHMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqgdn
<!--NeedCopy—-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN BXWEHN 2,

FE -H %M, adcli A#EEmMER A host/hostname-fqdn@REALM ) SPN (Linux VDA ERfEA 1L
=5

3. WiE&R% keytab,
izfT sudo klist -ket ®<UBREYS keytab XHEBIE,
WIFS MR EBE S SRt BN EE TS,
 WNRMEA Samba MAE, BERRUATTE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. fi2& Samba,
17 Jetc/samba/smb.conf HEE L TiSE:
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos Ui &#r,
3. A Samba A,

ERIRIEHIZR A AANSE, HBEUMEBEICEITENRMENEN Windows 1k,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrp, REALM 2AEH Kerberos S &#R, user 2HRUEIHENRMEIRHIRAF

RE SSSD LRI EMPATIRME:
MREARRE, BEREFMFEHN SSSD MR BERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

B E SSSD /E5h SSSD PR 2 A1, EEE M SSSD FiRE, XWFHLRRAR SSSD, BiIAF LR [etc/sss-
d/sssd.conf BRE XX, %FFNEIE, UL root AP SMEIRHITH [etc/sssd/sssd.conf HEE L TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d
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# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& & 7 true, LI {& SSSD #& & fa % ¥ Windows SID B 4F # Unix UID.
M, Active Directory # 7 8 % 12 #t POSIX # B 18 . PAM fg 5 ctxhdx B & i
ad_gpo_map_remote_interactive,

iy

ez}

Itk X+ domain-dns-name £#75 DNS 1%, I30 example.com, REALM 2 A5 Kerberos 1
&R, flal EXAMPLE.COM, FHEERE NetBIOS 153,

BEXERBISBEMEE, 5217 sssd.conf #l sssd—-ad HFMTL

SSSD FriEF EREEE XN A BFEE REMR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bzh SSSD FiFiERF  BITUU T < iLBIEsh SSSD FiFiERF, UNEFIFEREITENEEINB5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMERE 1T T&S, BiERES SSS authentication (SSS 53343F) # Create home directory on
login (EERNCIRETAR) %KM

sudo pam-auth-update
<!--NeedCopy-->
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory #E—MTENITR,.

o NRMFEA adc i1 WIBEKREH, 5517 sudo adcli info domain-dns—-name &a$ LU ERIE

.
55,

o MNRMEA Samba WIHEM B S, 3EizfT sudo net ads testjoin <LERIEBTENESTEMAE
i, &7 sudo net ads info HLWIEMIMNGEIITENTRERS.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BECIEHEGSENENR:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
BEAUTHLEIETEKFN TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFER PBIS & fla0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REMARHIT  Hlan:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

N Windows 13, @aUgiEHI SR M AAEE, HEGHREEENETENFHRMEIER Active Directory BBk
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A BRI E M HFME Active Directory 3H #9315 FH . domain-name 715 # DNS & #F, I exam-
ple.com,

FE: B3 Bash igERZIA shell, i&is1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash

A
~o

Wikt R & Delivery Controller xkFig VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory fE—MIBENNR, BIIEMAT PBIS 89 Linux itBEF M TS, EHTUTIRE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FREHAXLFIMAR AD 25750 OU iER. BN, REFENSZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

$12 4: % .NET Runtime 6.0

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

Z# NET Runtime 6.0 5, i=17 which dotnet & $ & EHIEITIIRZ,

Wi SHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
ANET Z#HIXHEEZ,

$B 5: T# Linux VDA 48

#Z Citrix Virtual Apps and Desktops T#mE, BF#ELNARZAH Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARICEZR Linux VDA 2,

S 6: =% Linux VDA

S 6a: &% Linux VDA

£/ Debian #{ 8BIBE L% Linux VDA #4:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.9 89 Debian &§iIf5|&:
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libgt5widgets5 >= 5.5~
ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~
libsasl2-modules-gssapi-mit >= 2.1.~

<!--NeedCopy-->

} =r

AR

BRILARZAH Linux VDA Z#5#9 Linux &1ThR# Xorg hRAMFIR, ESHRARER.

%1% 6b: 7% Linux VDA (F]3%)

RAILAMSERTBIR N RRAF LTSR RAARIME LE,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

} =

AR

ARMERERESE [etc/xdl THREX . EHITHRZE, BESYBEMXLEH,

$I8 T: =% NVIDIA GRID Rzpigrr

BF HDX 3D Pro EXREEEMHNEIEZRFH VDA 1+ EH] %% NVIDIA GRID EmpiEF.

EERTERIWEERRER L ZRMEE NVIDIA GRID & GPU &8s (ENIRIER), B TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV
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EREMECE NVIDIA GRID K& VM EKahigrr, BHRIT TENEITE:

1. HREE VM BXiH,

2. FEMNEREEFERERT, VM DE—1 GPU.
3. BEI VM,

4. £ VM LZRERE VM BahigiF.

#1% 8: & Linux VDA

AR

FIRBETHNWTIEZE, BFREREEENRERFATRTET en_US.UTF-8 XIFikE. MR ZXIFIGETE
EHIRERLDR AR A, 15517 sudo locale-gen en_US.UTF-8 é5<, X F Debian, @idEGHE TR #
en_US.UTF-8 UTF-8 173k4%48 [etc/locale.gen X1, #A/5i=17 sudo locale-gen &<,

RERHEGE, VST ctxsetup.sh fZSKACE Linux VDA, #ITEMENRZHT, ZHIAERIWIEFE, BRFAE
RMPEERE, WMALE, FJUBNERNETZIALUENRRE.,

AILUERB R FaNETHIZA, el LIRAMGEENIAN BoiEiTHIZA, HEUg(Fa, BEEEZMANAEESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RRECE

BITaRREMRENFEERE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BicE

BEIRERN, REMARENENHIMET 2R, NRFAENFEEELEEE, WHEARSRETAFPREETAER,
MM AFEE I ATE R &Lz,
THEHNFIRETE8E:
o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2&#55%E Delivery
Controller &, ZHANBERTIEEHN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tl=1& 5 FReY Delivery Controller 52
REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5E— FQDN 2 CNAME 314,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP iz (ZRIA RO 80) 5 Delivery
Controller &=,
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« CTX_XDL_REGISTER_SERVICE=Y | N - 7 Szhit&#EE 5N Linux Virtual Desktop RS, BINERT
"EAY,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N - Linux Virtual Desktop AR B3R 2 & AR IEZET &
FAE, ERIUERSHAEFRBRH Linux Virtual Desktop TSRO (BRiAAIwE 80 A1 1494), 2k
INERTIREA Yo

+ CTX_XDL_AD_INTEGRATION=1 |2 |3 | 4|5 -Linux VDA Rk Kerberos B2 &i& & @ Delivery

Controller #1784k, Kerberos BEEERIER S LB REMBEEM Active Directory ER T AT, 15
EEEHBEZZIFM Active Directory &5 4!

1 -Samba Winbind
2 -Quest Authentication Service

3 -Centrify DirectControl
4 -SSSD
5-PBIS

« CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %35 HDX 3D Pro, X2—% GPU &R, SERLE
E 5 A B LK E, 808 %E$% T HDX 3D Pro, MIEH VDI SE (#aiE) &S VDA - (87
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - §+BHNEEN L AEERTEE (VD) TRABHEZSERHER, WF
HDX 3D Pro 3%1%, BILZERIGEN Y, BIAERAT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP BRs328. E¥5 DNS #Z3RERIRH!
AAEMER, NMAETE DNS IRB . RIMERT, HLEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z if) DNS 3k £ ¥l LDAP [R5 28, MR
DNS xRt LDAP RS iER, B LUIRMUTE SR LDAP FQDN (#% LDAP i50) HI&K. a0
adl.mycompany.com:389, ZIAERT, LLERIEEHN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3i& & /3 Active Directory iHRiE R
EEXRZEi LDAP (fig0, DC=mycompany,DC=com) ., B2, HiRSELERMEE, TLUIETIRREM (Fin
OU=VDI,DC=mycompany,DC=com). EIAERT, LLETZiEEHN <none>,

« CTX_XDL_FAS_LIST=" list-fas-servers’ -Bx& &% IIERRSS (FAS) RS 28R @i AD AR EN.
Linux VDA F3z#5 AD 4HERBK, BERILINRIELS S 2 RRY FAS BRSE8RMTIR, INFHHI51E AD AR
HPEEMIMFHEE. NRMERT EMIRSS B[, FERA <none> XAFFFHERTHATH, HEFTEEKRS
SRHIUERYIT

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% NET Runtime 6.0
LUz isiy Broker IBARSS (ctxvda) MR, BRINEEZEH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -isEEEiFHFE A GNOME 5% MATE £
R, MRKIEETE, NIFEAR VDA LLUFIRENEE, B2, NMRYRENEEAN MATE, N:RAELTE
{Ei%E N mate,
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ERILOEE e A TS BR B BArRIEA AR EFER:
1. 7= VDA k8 SHOME/<username> BER FoIE—1 . xsession X,
2. 58 . xsession XHLURIBRITHRIEE REFER,
- XF MATE £@

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
i

- X+ GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. 5EH=IERAHEE 700 XHRR,

+ CTX_XDL_START_SERVICE=Y | N - #EZ &5 Linux VDA EEE/E/E5h Linux VDA RS, BINER

TIREA Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZF K, BRiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @m0, BRIAwO7A 7502,

WENRTEHEITEREM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
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export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo RS, BN -EEMUKNERET2FBLHIBNHF shell, RITBWNEEATMENGSHME
#1/bin/bash {ERHE—1TREIZ shell BA

S, BRILEREI T TIEEMBE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='"Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \

CTX_XDL_START_SERVICE=Y|N \
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Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECEE

EREEERT, EuEEEMRR ctxsetup.sh B3I B BFFAIENR, BAREE Linux VDA 3RiFa,
YRETIRIERT, IBERIMANERIER:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

LA S MEBUREMIBRFR B ECE 2, MifE Linux VDA A fER.

RERS

ctxsetup.sh 71 ctxcleanup.sh i A EEH A LETHEIR, HEHMEESANERE B EXH [tm-

p/xdl.configure.log.
E#Esh Linux VDA BRSS, HIIREREN.

#N%; Linux VDA it

E1E Linux VDA BREREHEEESRENM SIS, BETUTHL:

dpkg -1 xendesktopvda
<!--NeedCopy-->

BEESFAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

EEIE Linux VDA #{, EHRITULUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->
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AR

ENE Linux VDA B2 MIBRXEXY PostgreSQL MEMEBEHHE, B2, FEMIBRERE Linux VDA ZEIZE
B9 PostgreSQL #X 4+ 80 H Ak F AR 4+ &

e

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.

1 9: 1517 XDPing

#FiefT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEENELEERE. HXiF4H
58, 217 XDPing,

41 10: iz17 Linux VDA

/8 ctxsetup.sh HZEE Linux VDA /5, EERUTH<ES Linux VDA,
B35 Linux VDA:
Bzh Linux VDA BRS:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{Z1k Linux VDA:
Z{Z1E Linux VDA BRSS, 1BHITLATIRIE:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
£f21k ctxvda # ctxhdx RS Z i, i&iE1T systemctl ctxmonitorservice stop @<L
FIESEMRSFIFER, SN, BNRSTIFEFRENBRIEELENRS.
EFiA5H Linux VDA:
Z#Esh Linux VDA RS
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx
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sudo systemctl restart ctxvda
<!--NeedCopy-->

2% Linux VDA R
EE Linux VDA BRESMIEITIRE, BHRITUUTRE:

sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

F$E11. BB NER
LI EN BRI Linux VDA HENMEESESEM Windows VDA 75352, B X INE5erX S MEMF
MHiseE, EBRACEITENEZNEETENE S,
BIEES Linux VDA i+ EHATEY B RN SEIF—LRE, F15iZ3i2RETH Windows VDA &M BIEITEN
BR:

o IWTFIRERY, EIER:

- SRERFRAAEN WFREAZRERTERR),
- BRIFRERSET (ERT VDI THAKERTER),

o BEMER—MNMTENBRFEAMEA Linux #1 Windows VDA &1,
AR

B HAMRZAAY Citrix Studio Az “Linux #ER4” MIES. B2, %E Windows Server 21ERFK RS
SIRMERSENMER T ERAEELZSEMER, %% Windows SEI2ERAAHE IR ERFENZER FE
BEITEN—TEPR(GEE,

m:

MRBERHBENERBEEFRIA Active Directory 18, NZMERIHEN, AEBEERFNZIHENER.

ST 12: BIER(IA

BIERFAMARMES Linux VDA itEHBIHEN B RHiZE S5 Windows VDA i+EH/LFHERE. BXINETEMIXLE
ESHEMFAEIRPA, BFSREEEZ T,

8148 Linux VDA it BB R ZTAR SEIRIA TR

o WIRFMER AD BRMABEREE, sJUERE Linux VDA itEH,
o BOAWKRESHREIEN (BER) AFRER.
o BENERMMGHEPENEE Windows IHENHITENER.

BXRUNALIETETESMNRHGANES, ESH Citrix Virtual Apps and Desktops 7 2203,
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ficZE Linux VDA

July 7,2022

FERNABFANABT Linux VDA WIHEE, SIETHREER. EEMBIEHER.

B

January 4, 2024
KESABTEE LT ER:

« CEIP

+ HDX Insight

« 5 Citrix Telemetry Service £8%

« Linux VDA BEIE#H

 Linux VM # Linux &I&E4R

« AEWE

o RETTFRIE

o HMRSTIFIERF

o EREEHIR

BE Citrix 2/ (4%3E11%) (CEIP)

July 7, 2022

25 CEIP i, R&Ziam Citrix £ XEZRHEIENERB REELUES Citrix =RMBREMMEE, i, ERIHIEN
Bl S 2125 Google Analytics (GA) LUHTIRIE, St o

AMRIRE

BUNBERT, BERE Linux VDA 2855 CEIP, KAEZZRE Linux VDA EXEE—R EHEHIE, sTUEE
MRAERRINLE,
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« CEIPSwitch

BAmZA CEIP /EsRIgE BRHAE=0):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z7#5: CEIPSwitch
& 1=2/A, 0=-BH8
*igErt, CEIP & FBRARE,
AR P iR EIEfTI T e <SR CEIP:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
BERANERH GARIMRIEE RLHAME=1):
fiiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#5: GASwitch
& 1=28, 0=2H
KRIEER, GALFEAKS.
AR EEITUTaR<RER GA:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
EHRISIBRERANEMRICE (BRIAME = /var/xdl/ceip):
{i1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#: DataPersistPath
&: FRER
AILUBIT A T an S RIGE M RETZ
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREBENRERFERLENE, HERRETHRIARREDR,
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M Linux VDA Ug£#9 CEIP #iE

TREMTRENEREENEETA, SEPFEEEMRIHERETFIFAER,

HiER

HEH GUID
AD fRIRTT %

Linux WiZzikas
LVDA ks

LVDA BT

LVDA =& 7%

ZSEBA HDX 3D Pro

=EEA VDI &
RAEXIHIGE

LVDA XERRS LR EFEEAYE

GPU 2w
CPU mitx
CPU $7i

MEBERERN

B SIEE

Linux 2ERF A M ARE

RIEEH

AR

TERRIE 7R

machine_guid

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0s_name_version

session_key

resource_type

WiEA

R MEREXEIERTIT B

RN BN BN ZN XA F T
]
KT ENBRZRAEIX AR F T &

RRRER Linux VDA FRZBI XA
FRE,
RREEESHLTEFFEHRLF Linux
VDA R4 BRI X AF R &
FKTBEER MCS. PVS, Biigat
HFehRERET Ha0 Linux VDA
REENXEFR S,

R BEITEN LEA HDX 3D
Pro X #AFR &

KEETEMA VDI MM AFFE

KRB XSG BN AT R
=S

ctxhdx 1 ctxvda RSH LR
EiEnetE, XA
dd-hh:mm:ss, 0 10-17:22:19

FRRITEN GPU X3
RiTENS CPU AR

& CPU SIRpF =gk (LWL MHz A
E41)

RTERATFEANNEE (LLKB A
E41)
RS IR RETEN LB
& (BERAEMER) WRIEHRHIRY
FKITENB Linux @ER KB
FRASBIX A F TR

R MEIRER IR 21E

RRBINSIENRRERN AT
& K@ <appname>

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

194



Linux Virtual Delivery Agent 2203 LTSR

HiER

A=A A

SIEFE4EAYE)
Receiver EF iR

Receiver Z P iiRras

FTENIH ¥R
USB EE Mt

Gfx fRfftiZ KR

witH
AP EES

BRREEMIT

HDX Insight

April 18,2024

1k

ERRIE TR

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Linux VDA #8433z #% HDX Insight Thag.

RE

REKHREETERR,

iR

BT REXIENEME, — P RiE
BB ZAEREE, BASIETLU
WP [ E
AFRENBERIIHNRIEREN
i)

KTATFRIRIEMN Citrix
Workspace [z 2 BIE B EEL
KTATRRIEM Citrix
Workspace [z A2 IR SIS 2
FRE

RINRIEEFAFTENTNREH R SHIEE $R
RTSIEFER USB i8S HIREAIEE

5
RIIENER R R LRI
FAF R

RISIEREFHIRAHIELL

BERPERNFIAESINASKT
(SE=:

RTERFEERATRIEFNARE
FHZIEERMAR S HEIEFIREK

R
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fERER

HDX Insight #&43#ri@id Citrix Workspace R F#2F#1 Linux VDA Zial#j Citrix ADC %3&# ICA H 8. Figs HDX
Insight #3458 NSAP EHEEH LIKESES KX, NSAP ESLBERINLETRARS.

TS oRIZEMEA NSAP EiEE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
--force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

EEHR
FEREAEBIER

BRI RE:
« HDX Insight RIEHEEE,

fgn, 7 Citrix ADC L=/ AppFlow, Z¢#&7E Citrix ADM LEE T REHRY Citrix ADC 324,
 7£ Linux VDA LtR/E50 ICA 1= BLEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.
FEREANAREFHRER

EWINEE BT T EINRE B TENARERF ETIET.

5 Citrix Telemetry Service £}

July 7,2022

@35 Linux VDA #{4 s A Citrix Telemetry Service (ctxtelemetry), &a BT Citrix Scout, FAEfE
A /opt/Citrix/VDA/bin/xdlcollect.sh fiiz<3klUksEHE % Linux VDA BB S
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&4 Citrix Scout — H

Collect 0

Select or add machines to collect data from:

+ Add machine Filter by machine name Q, ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rgghe-lvda-31.bvt.local Linux VDA
[  rggbe-lvda-5.bvtlocal Linux VDA
[0 rggbe-lvda-6.bvtlocal Linux VDA
rggbe-lvda-8.bvt.local erified
a rggbe-tsvda-1.bvt.local VDA
[J  rggbe-vda-1.bvtlocal

+* 1 machine selected.

AR

M Linux VDA 1912 B RRAFA LG, HAEHiz{T /opt/Citrix/VDA/sbin/ctxsetup.sh LLEZE Citrix
Telemetry Service (ctxtelemetry) WEE, BXXETEMWIFMESR, BSRBNRE,

BAMZA Citrix Telemetry Service

« EEAZRSE, 51T sudo systemctl enable ctxtelemetry.socket @<,
« BEMIZIRS, 15517 sudo systemctl disable ctxtelemetry.socket.

o]

BIAERT, Citrix Telemetry Service (ctxtelemetry) /R TCP/IP #A 7503 fiifF Citrix Scout, ©ERA
Delivery Controller L& TCP/IP #%0 7502 5 Citrix Scout #1Ti@(=,

ERE Linux VDA BY, AIMEARINGAREEIUATEEE XK.

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAimOR 7503,
+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE8imH. BAIAIROA 7502,
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B VDA EENImO, BT TRME:
1. EFEHATFS Scout BENHA, BETUATHL,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. EFEHMIA Scout WEEFIRO, BEETUTHSLITAHEE ctxtelemetry. socket xxff,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

X% VD& telemetry

3. BITUTHSUENBHERFIR .
sudo systemctl daemon-reload
sudo systemctl stop ctxtelemetry.socket

sudo systemctl start ctxtelemetry.socket
<!--NeedCopy—-->

4, R AEERRE RS BHIEO,
fFlgn, WREFERHE Ubuntu, &iz1T sudo ufw allow 7503 &5 < LIS A#O 7503,

FEIRER
R Citrix Telemetry Service T &RMAA RNIETT, WAIBRARSERRBERE.,

1. EEAERER, BEETUTHLUITH ctxtelemetry xX#, #AE% DebugMode EEH 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

2. FahfELk Citrix Telemetry Service, H&EERF 15 SELUERS BahfELE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 198



Linux Virtual Delivery Agent 2203 LTSR

FELRGIF, BTLLETIA T e RELE Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy—-->

3. EE#H A Citrix Telemetry Service, 3&ETE Scout LiEEEM Linux VDA #7£ /var/log/xdl/ &
telemetry-debug.log,

AR S5 1FASa]

HIAEEFIRON systemd SFrEFBIABEIHER L EFR, Citrix Telemetry Service A FEIERES, #
1X1EM Delivery Controller £t BEWEIERN BRI, AEKRETRE, RESFFMOKEISER, FENER 15
o8, NREZERFBEERK, WEEREL, MBI U THTERESFHNE,. &/IMEN 10 580, MRGENENTF
10 7%, MsIVE 10 PHEER. RESFHNERG, FLEHERBMRS.
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicelIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

FOIE i

EFRRERERZET, BIENRRHEENEE BN B6ET, XEMNHEHEXLEER, MRESITENN
MIAKM, Scout BET—FHFHER, REBNUNEERE. EXWIENXFIFAES, H55 Citrix Scout XA
IEMEER S

i®d Azure #1T Linux VDA BEIE#h

May 30, 2024
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W IhEE BB F I BN i+ R MRS B B EhEHT Linux VDA B, 1552 41 Citrix DaaS Standard for Azure (1L
mFRA “ERTF Azure By Citrix Virtual Apps and Desktops Standard”) &€& Linux VDA BSiEEER. &%
Azure FRAEE VM NEMAEERNIR. BXxFMER, i52E Citrix DaaS Standard for Azure F8# Linux
VDA,

[y

BfEMALLINEE, BRMUTIRE:

FE 1. BEHESFH VDA & LEHE Azure B3

I la: 7£ Azure 7Z{EIKF T RIR— N B RH K ERIHRAF11EE 5 Blob (Anonymous read access for blobs
only) (Blob (XFR blob BIEREEGARMNIR)) o

AR

Azure Z23#0 blob £ THEFIFEMEE, Citrix WETARSEEREERT. AT HERIUBEL MM A%
I, BEESREBEREEARIFELIZE N Private (no anonymous access) (FAZ (EERIFIER)).

Steplb: ¥ VDA E3fs B & #2184 Updatelnfo.json B9 JSON XX, BXRXMHERNARA, ESFEALUTR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)

{

"TargetOS": "RHEL8_3",

"PackageName'": '"XenDesktopVDA-21.04.200.4-1.el8_x.x86_64.rpm",

"PackageHash": "
a6f2aba23b84bbc3a4640294a8bb92474e0cacbable5ae33416c0a4473a28d73"

}

)

{

"TargetO0S": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": 4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

)
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{
"Target0S": "UBUNTU20_04",
"PackageName": "",
"PackageHash": ""

}
]

}

<!--NeedCopy-->
Heh, “Version” F#i#y VDA fr4s, “Distributions” E—4HEHW R, EMMKEBE=1HH:

« “TargetOS” : #4iE “RHEL7_9” (EATF RHEL 7. CentOS 7 #1 Amazon Linux 2) .” RHEL8_3”.”
UBUNTU18_04" s “UBUNTU20_04", ctxmonitorservice TEIRFHEMEME TR,

- “PackageName”: iEE 489 VDA RiFEHNERE,

- “PackageHash”: £/ shasum -a 256 <pkgname> &<itEH SHA-256 {&,

Steplc: ¥ JSON X Linux VDA B4 BB ARAE L& EIEH Azure Bas.

$R 2. EEMEHEN VDA LEABBERAE

ZHNBERT, BRFHATFEERS., R7E Citrix DaaS Standard for Azure 81 Linux VDA, #%77E X
HITIHREB B. BN, BEIEES 1845 VDA LERHZINkEE.

ECBEEREN, BETEMTFUTRENG S, UmE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
TR EMRI

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "@
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TERAMAETEMTRIRE.
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AMRIE

fEnabled

Url

ScheduledTime

CaCertificate

WA

LGB RNIET, BIAMERT, ZER 0, REEREM
BE2H. AIUEEISERN 1 UBABEEH.
g B ANET, TIRE Azure 2289 URL LUKENERT
= BF0FH VDA S48,

LIS BERMIET, ATLEHIGE SN Immediately ¢
NextStart. Immediately &% & 7% VDA Hifraig
Y ENE{TEM. S THERERSEENENIEEZAH,
IATUER, B2, MR THARGEANEEMALNRIE,
Nelgex kAP Ak, NextStart EkEE T RED
ctxmonitorservice BRITEH. Y THERESR
SEENERTESMN, WETEA,

LGB ATHEIRE., ©igE PEM IEBMSEEREURIE
Azure =2389 URL, 33F Azure blob, ©aLIZ MRS
B RH N PEM 89 portal.azure.com BIEH,
ATREEN, RITENERMLEMRIGE, BNE
Ubuntu 3%, £ RHEL £, ©&B#EE curld
STH—LE NSS E, HRIEE U PBRIRIENIR,

BfEs ctxmonitorservice B, BE%EW Url LIEREX Updatelnfo.json xf4, ABM JSON Xt
REHMA. AfF ctxmonitorservice a¥EMRAES HFIARAHITHR, MRLFRETRE, ZRSEM
Azure THHh AR VDA REEHBHREEDRM, 25, EIRIE ScheduledTime Mg B iZTEH. T2t

, WA LEEENBE ctxmonitorservice itk EH., B2, 7£ Citrix DaaS Standard for Azure &,
&3t VM & B BB ENR, RecEEH AR VDA HENGERE ctxmonitorservice, MABHEM, &

89 VDA R EIREI A AR Ao

AR

o TAEEMEFHRA ERERNIMRISE,

o MRIFFHFAE VM RN THREGE, FMEAIESEE,

o MREFMERIGKY, BREERER.

o MREFRMEBEIRM, F—MEHBIEFATRERERREMRZAD Linux VDA, XMERFE&RER T

o EIEEFR/LOTITIE A BETEM.

Linux VM #1 Linux £iZiE#x

April 18,2024

Citrix Studio H&BRSIERES,
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TRIE T —EEATF Linux VM # Linux S1E893ER.

BT FRERAYERAE VDA Rz
BRI 2109
RIEBERERITE 2109
TINETE] 2103

EEERIEN—MES,
ZIERIEAF M Citrix
Workspace [ BiEFFA
R TR A RIERXE
Btial, BEEBIAIERET,
342l Citrix DaaS 19
FHEW £, Monitor 3§14
Director {=#I1&H 5 1R
i, LU Citrix Virtual
Apps and Desktops
BIARZ<HN LTSR SFBHTH
BHTHEHRR, 1S
*L, RHETFHERFLEN
BE D PHEEREESE,
HERMENEL, KBS
R HBEENA UL
EtTo

I BEEERIEPNEER
ERRE, BB
B, wEXFHHBENAMU
GMERERTERE, 2iEE
MEMERITITIRETRR
ENBDERERRS, &
EREMHEFEER
EERERENE, KERE
MEMEE. BXREER
EEMERNEAES, 18
BIAUTXE,

2iE

= P B B E T E R REIR

REA REMREIRE
EiEtiEtR, BETERE
TiEes > 2E > FARE
fIAFRBERIETTH,

&iE

REEMIBFAT A

17x Citrix Director #0i&#®
23h39aT A,

17z Citrix Director F0i&®
3P Ao
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¥etn FrEM SRR VDA frzs
Linux VM fy#&TE4545 2103

i 1909

ICARTT 1903

HEWE

January 4, 2024

5%

WA

Linux VM By LA T 25645
AIA: CPU L. WE
K BERESURLEFIMN
s CPU MAERI A=
Linux &R E g
TRIEFAE BIERIRPE
71 UDP 5 TCP,

ICA EiRBtE (RTT) @M
TR T RN RE DI
&G LR MRt al, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l% ICA
HR1TIEITEM ICA R
1721 BB iE) B PR SR BS.

&

7z Citrix Director #0541
23R Ao

17z Citrix Director Fni&®

=PI A

17z Citrix Director F0i&®
2R Ao

WEBSHENRARE T I2RE, HARKRTHAAKE. “SRRE NERTUREMIETFE, RENERIATY

Linux VDA BA.

[Ty

ctxlogd sr#rigFfl setlog LAEFMEEIE Linux VDA RREHMEEH, BINERT, ctxlogd s7ipig

FEELREHRE Linux VDA B35,

ctxlogd <Fipiiz

RERPIE HAMRSHMET ctx logd FirigF. MRFAFERER Linux VDA, FLELE ctxlogd sFiFEF.
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setlog SLHiEF

‘BRER WEERER setlog SREFEEN, ZZFT [opt/Citrix/VDA/bin/ B2 T, 2% root BFRE
BITIZIEF. ATLUER GUI RinfTHSRKEENERERE, BETUTHSLUIREER set'log SLREFNEEE
IS

setlog help
<!--NeedCopy-->

& BiAERT, Log Output Path (BEiHR<R) RE R [var/log/xdl/hdx.log, Max Log Size (fFABE
A/ &EHR 200 MB, ZR%ELUE Log Output Path (BEMHRRE) TREMNABRSEX 4.

EEYIMN setlog f&:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) = 2
<!--NeedCopy-->

EEHILER N setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

f5I4n:

setlog value log_size 100
<!--NeedCopy-->

ZH BIAERT, BERINFRENES (FRHKNE),
EEENTEARMRENBTRS, BETUTHS:

setlog levels
<!--NeedCopy-->

BREBSES (B8F “BREA". B4R, FH. BER7. “EE. HE M WHHER), BETUTHL:

setlog level <class> [<level>]
<!--NeedCopy-->
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B3 HEEH (FRHANE)
BZA %
B4k Y7
=2 i
B B8
BL B
#i2 S
Mtz B

<class> ZTH|IEE Linux VDA W—MAM, BERZFABAN, BRERERN “257. fHi:

setlog level all error
<!--NeedCopy-->

& FAERT, RSREWNT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false
CLASS = false
LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

BERYFIS:
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setlog flags
<!--NeedCopy-->

BEENRERASAE:

setlog flag <flag> [<state>]
<!--NeedCopy-->

RRFINME  BARERF. HSHERREIFINRE:

setlog default
<!--NeedCopy-->

HE:

ctxlogd RS2 [var/xdl/.ctxlog XHEER, RE root BFREBLIEZZX M. HMAFTZXHE
BEEAR. EAZIN root BFABREMAFETEAIR. ZNRSH ctxlogd #ITERRER TR
BB, T miRSSEEMERE, HMRMAF AL,

SFE S

A s 1T bash /opt/Citrix/VDA/bin/xdlcollect.sh ®<$¢ K K&ERDE. BTUREDEN
xdlcollect Bash #izZig&£m 3l Linux VDA #tHF [opt/Citrix/VDA/bin T,

HEWETRE, BESHAERNXHRFER—MEENBEEXH. xdlcollect Bash HARTER AR E
BEBES N EEXH _EH P Citrix Insight Services (CIS). MREEE, xdlcollect ¥ LHEMRFIRE
upload_ID, E#HF&MEMZAMITENPRIFRESERN BEX . EftAFALUER upload_ID i4ial CIS RBIEEX
o

HEHEER

[var/xdl/.ctxlog >xF &%k (Fldn, BEIMHER) BY, ctxlogd SFFRRFARN, BB T EEFMB ctxlogd iR

%,
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->
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EfR R, B root AP 8%i51T setlog UEHOIZE [var/xdl/.ctxlog st tf, REEFHEhEMRSE
F# ctxlogd BRS.

April 18,2024
BEEXRIETRE, HEBERFUE Intranet FEFAFW ICA 21E. %TheefER noVNC E#E ICA &1,
AR

EEAZIhEE, BEMA Citrix Director 7.16 {E SRS,

REMICE
AR
KFEFREM MK EIXR python-websockify fl x11lvnc, %% Linux VDA BEF5h&EE python
-websockify#lxllvnc,
34F RHEL 7.x #1 Amazon Linux2:
BBITUTHSURE python-websockify i x1lvnc (x1lvnc kg7 0.9.13 ESRE)
sudo pip3 install websockify

sudo yum 1install xllvnc
<!--NeedCopy-->

Zfg)R python-websockify # x11vnc, &% RHEL 7.x £/Z M Extra Packages for Enterprise Linux
(EPEL) #I7T3%49 RPM 72Aif

« EPEL
x1llvnc &E EPEL Ffi#FE, EaTUTa<USH EPEL =68
yum install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-7.noarch.rpm
<!--NeedCopy-->

A& RPM
ESAREN RPMs EEEMRE x11vnc N—EERMIRGE, EEiTUTHS:
subscription-manager repos --enable rhel-7-server-optional-rpms

-—enable rhel-7-server-extras-rpms
<!--NeedCopy—-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 208



Linux Virtual Delivery Agent 2203 LTSR

33F RHEL 8.x #1 Rocky Linux 8:
BETUTHSURE python-websockify #l x11lvnc (x1lvnc kg4 0.9.13 HEEARES) .
sudo pip3 install websockify

sudo yum 1install xllvnc
<!--NeedCopy-->

Ef#tr x11vnc, iEBA EPEL #1 CodeReady Linux Builder Zfi#EE:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos --enable "codeready-builder -for-rhel-8-

x86_64-rpms"
<!--NeedCopy-->

34 F Ubuntu:
BETUTHSURE python-websockify fl x11lvnc (x1lvnc hg4s 0.9.13 SEEARA) :
sudo pip3 install websockify

sudo apt-get 1install xllvnc
<!--NeedCopy-->

xtF SUSE:
BETUTHSURE python-websockify fl x11vnc (x1lvnc hg4s 0.9.13 SEEARA) :
sudo pip3 install websockify

sudo zypper install xllvnc
<!--NeedCopy-->

34+ Debian:
BETUTHSURE python-websockify fl x11lvnc (x1lvnc hg4s 0.9.13 SEEARE)
sudo pip3 install websockify

sudo apt-get 1install xllvnc
<!--NeedCopy-->

A

imHA

RIFEFINAER Bhi%ERE 6001-6099 A A A AREIM Linux VDA R Citrix Director M. Hit,
AILFHTERR ICA ZIEMANEET 99 1 FHRFARAEBIIHORTARBEENER, LTHEZRIEET.

AR

TRIIHTHEXERE:
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MR A BRIAE
EnableSessionShadowing BRNEARIEEXE 1 (BRA)
ShadowingUseSSL R AT Linux VDA # Citrix 0 (A

Director Z [a|#9EE N

BJ7E Linux VDA EiE1T ctxreg ;s REBUEMRME, AN, BEASIELFRE, BEETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director zZ a8y noVNC &% B WebSocket #hi¥. M FRIFEF, BRIETR LN
“ShadowingUseSSL” jEtRRiEZFE ws: // Hwss:/ /o BRIAMERT, &R ws:/ /. BR, HFRLEH, &
IMBRNEFER wss: / /, #EEA Citrix Director EFisf1&E & Linux VDA AR 88 ER4EIE. Citrix IE£EFIBE
Bws://#17 Linux VDA IEEFNERZL R T,

FERSS EIEPFIR SSLIER  IEPMAMATEIERMANE (CA) BX,
SHIFEEHEPEE SSL WSS Linux VDA lRE28FKiR, MEE—HRMMIRSIZIIIE (81FFH). RSF[IEBITRF
ERITEN, FESTNEEARSEBNTLEEMNEEZ (FQDN), Ea B MIERBRTIER. EXMERT,
B NEDHEE R
5 Linux VDA #@&=z898 Citrix Director P it BEIRIEP. RIEBIMIMARSIZIEHNE— CA K15,
A LUMILT CA RERS[IMEFIHIER:
o S5EMNIRIERFIRGE—EEN CA
o 1k CA (AL AFEIAIRA CA)
o REBRERFIRHPE—EEH CA
BEWEALHNETLER, THEOIEEEREMAARIREBUER,
BE.
cMREBIFFHNABLBYSME Linux VDA Y] FQDN X E L S EHMBER & MNIE F &, 4 W
vdal.basedomain.com g *.basedomain.com,

o IBHREE (845 SHALM MDS) MFHFIERFHERMS A, FEXKHENH. Ak, SHA-256 f5EH
RIRAR I,
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Z=&1 Citrix Director i LR ERIEH RFERS IS ERERANEFT EMROEREME, HILERTLUER
[IS 5% Microsoft EigzHla (MMC) IEREB S TRERIEH, W CANIERRE, a7 IS FEHF Web RS2
EPES, RAERASHLREZIER. S, ERIUEFER MMC HRIERENRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome S NREMEIRER S LMIEH, XF Mozilla
Firefox, HfEIEHEIREEH Authorities (F&MH) EH+ ESNEMIR SSLIEH,

#S4 Linux VDA fRS28 F RERSV/IEBRERH BRSJBIEBHEH “shadowingcert™”, HKEPH
#H “shadowingkey” (* #5418z, a0 shadowingcert.pem # shadowingkey.key) . &R 23IEBMNE
PN HRIERRZ [etc/xdl/shadowingssl T, H 5/ RANRIE Lt L TRIP, MRZFRKEERER, Linux
VDA B EHFFENIEBRBRNM, MISHS Citrix Director MEEANK.

fERER

#£ Citrix Director f, HEIBHFRIE AERHRFFAFEESMERNER UM Linux VDA RIXEFE
Ko

Session Details

Session Control - Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICARTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127001

Policies Hosted Applications SmartAccess Filters

EEMBRLE, ICAREREPE (RE Citrix Director FFim) LRET—FHIVES, EXRAPATNS
EHITER
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/\ Allow an administrator to shadow this session?

Mo Yag

MRAFPEER, WCitrix Director WRER—1NEN, IBREEEY ICARIE

BXAZERIEMEE, 52F Citrix Director 324,

PR

o RIFEFMUERAT Intranet, EREATIINEEMLE, BMEE Citrix Gateway iE#Eth2itk, Citrix IE425i8
TESMEB IR Pi#1T Linux VDA SiEEEMEAERE,

- BRATRIEERG, HEERREETE ICARIE, BTREEATHITH.

s BERHECitrix Director #BEEEGE, RAKER—FHIVER, ERAPATNRIEHITER.
REERIEAF AFETRENSIEHRITER.

- AIERRNEIAVESEENRE], B 20 7, BiE, ERIERERK.

s — I RIFREH—(IBERHITER. fliWl, NMREER B ARKIEFEER A REERIBER, REHAFPRRAHIA
EESENHIERFEE L MRAFAR, EER ANEREEEEL, HATER B WERNERER.
MREBERAR—RIELEZ—NEFIER, ERIUEBERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 XESARZS,.

o Citrix Director ZFisER FQDN MAZ IP #uht3kiEiER B4R Linux VDA BRSE 28, EiItt, Citrix

Director EFiRAMEEHBMMT Linux VDA fR%52889 FQDN,

HPEHEER

MRKFEFKN, BE Citrix Director FFmM Linux VDA Li# 1T,

7Z Citrix Director X i +

BENRBHIFAARIE, EEHAEMFEREREES. HEEMLKET £ LZE ShadowLinuxSession
APl ¥Rz, RETRREAFASRNHINGE S, BEEEILKLK, EF 5 ping VDA B FQDN BUIGIE Citrix
Director 2% FQDN, MR wss: // EZEHMEA, ERBEHTES,
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7 Linux VDA t

HWIAEEDERIERN, ERETERAFATFNRILER. R&E, 0% vda.log 1 hdx.log st LURERIEX
%E, BIRE vda.log XiF, ERITUUTERE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUER vda.logBiiE:
Log4jConfig="/etc/xd1l/log4j.xml"
2. 117 [etc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WMTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &<$UEHBE ctxvda RS,
WRERIEEREH IR

1. RERBEEAMAERFIELESEERZTHIRD.
2. 7R SSLEYERT, HWIANEEBEMGRIEBMNERXYE, FEHETERIRIZE T,
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIBER,.

wALARSS STIPIER

July 7,2022

BURSTIFEFRETHITERAEREMXBERS, WNRIREN, ZTIFEFSENBHHELRSHE, HER
HEREUBRKZR. wNTHNREIERE [var/log/xdl/ms.log X,

icE

Y&BE5 VDAY, BMARSTIFEF B BRALN.

A LLfE A B E R NIREE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf
whitelist.conf X #+EE % IhhE,

Z(# scanningpolicy.conf. rulesets.conf 7l whitelist.conf XX+ EREN, BBRITUTHSUERBE
BRSFIFERF,
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service ctxmonitorservice restart
<!--NeedCopy-->

+ scanningpolicy.conf

REXHEARERBARSTIFER. ERERSCNNEER, HiEERSRERNINEE,

MonitorEnable: true/false (BRAEX true)

DetectTime: 20 (afui: #, BAE: 20, H/IME: 5)

AutoRepair: true/false (BAfEH true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

ttEEEXfHEE B BMNBERRS. RABR TELMRSEMANRS, NTENFSEEFT.

EREERANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3

- ProcessName: <> (#IZRMFEEET, HATLITHE,)
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- Operation: 1/2/4/8 (1=®KRNZIFEHMEILRS. 2 = NFRERLILRS, 4= EHBHRS. 8
= ;512 Xorg #i25% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf xx s EM BiniRSE 4 517E whitelist.conf X EE, OZ 2B LSRR
THIESs,

ERCBEHEE, 57T whitelist.conf XX EHEBEN (BATLER) . BXRF, ESATENES
BE,

=

AR

21k ctxvda. ctxhdx # ctxpolicyd RE 2 ai, =T service ctxmonitorservice
stop S UELEMRSTFIFER. T, BMRSTIFEFEENRMEELNRS.

R AR

January 4, 2024

EXNAT WEEER XDPing #iTHFEHIR U R IMEER ctxsdeutil SAEFEERHRIEHIE.
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XDPing

Linux XDPing TER— 1 ap$1TRARF. ERUBMRITIRE Linux VDA FRHHE LB RmEE,
Linux XDPing TREEAZFHIT 150 2RI, XEMXAR I LN T:

« WERTHE Linux VDA RAEER.

o RHIMEBTHBENESR, 81 Linux R1ThR.

« 1% Linux RizB9EE .

o MERSFEEMATEERN Linux VDA IRMERN BN Linux Z1ThRIAI,
o BERLLER Linux (SELinux) XM RE M,

o RAIMEEOHOENZIRE,

o WEFMHED XM ANEETE,

o RETENENNEBES,

+ 2% DNS EEEHHITEHRNIK.

o RABEEHUNEERFHOEEMNEE, X5

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o HEEIEBEHOEMENIERY S 0 LIS T,

0% PostgreSQL RS R B IEMRBEENIZTT,

- WERAEERTERAEMBHARSTETH.

+ 1% Kerberos BEBHMITEHIIEMI,

127 LDAP #RIFIFEHRARIKIRS S %,

0% Active Directory £EEREEEHRILE, UNYFIITENETEMAL, ZiF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« % Active Directory & Linux i+ EHITRHZE ML

o REAIERSHRIEER (PAM) FEE.

o EROFEEEN.

« REREBRET Linux VDA FRERIRFE,

+ AR50 Linux VDA R+ EHIEERENTEM,

« 1% PostgreSQL FMFRIGEERNTEM,

+ 1% Linux VDA IR 2 EE EMRREMIZT.

« 0% VDA #1 HDX EBEHTE 4,

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. iEfT EME R,
« REHENZEEE Delivery Controller 53,
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o BB MENRUTFIEREN HDX SIERRES.
o PEBEXMHPEEEES Linux VDA BXHEIZMES,
127 Xorg MRARTES,

&/ Linux XDPing T&
AR
iz1T ctxsetup.sh *& %% XDPing, T Liz17 sudo /opt/Citrix/VDA/bin/xdping k&
XDPing,
tf$Ea8lE— XDPing FrEH Python3 EilIFiR, MRIH<STA0E Python3 EINFE, EREL
2 Python3 EHIFIE YR BAF o o) 2 ZIF R

ERREMER pip TENTAESIBEIAY SSL EEHEIR, BERIEUTAEENGRIE /etc/pip.conf !
[global]
trusted-host =

pypi.org

files.pythonhosted.org
XDPing iM% shell ;BT8R xdping BENETRIT
BRRMIITIED, EFEA —h &

sudo /opt/Citrix/VDA/bin/xdping —h
<!--NeedCopy-->

EET2ENR, BEEREREASSTENNER TET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

BERE Linux VDA B ZHIERIE, 1E51T pre-flight Mit:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUSITRERMIAER (5130, BSEINIRA Kerberos MR , &R —T 3Em:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRNRFE XenDesktop =428, EHITIUTIRIE:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

ThlEE  TERIETT Kerberos MiAA AL |
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NONME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

RNERET WL BIER

BIVRENLBER ctxsdcutil AAFEWSA Linux VDA LWRIEHIE, EZi8 VDA LIEBMRAERIEEN
HERIERL TR, EB1T /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] &%, [-c] SRRV HEE—REUE.

s RARIEHE

s BHSIER.

. RHKERRE

o R - ERIER

o FHIRITIZAY(E]

+ %tk ThinWire 53

o MHFIMHE

o HITENNLH

il

o MNIERNEEE

et

o AHIREDERH

&t

HAth

July 7,2022

FHOABTEEUTE-:
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« EATF HTMLS5 8y Citrix Workspace M ABiEF X
« 8l Python3 EINIFIE

+ ¥ NIS 5 Active Directory &£k

« IPv6

» LDAPS

Xauthority

Fi5EAT HTMLS 9 Citrix Workspace N B2

July 7, 2022

MULERZSFF8E, EaERZERT HTMLS 89 Citrix Workspace W B 2R SR EZA1R Linux EIAN BIZFMSm,
MmEHEEF imERERl Citrix Gateway, BxiEATF HTML5 B Citrix Workspace MBEFRIER, &SR Citrix
X,

BALLINEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7£ Citrix StoreFront &, BRAERTF HTML5 & Citrix Workspace MAERF.
BXIFAERE, BSRMRAFPOXE CTX208163 1 “FE 17,
2. BH WebSocket &%,
a) 1 Citrix Studio &1, 3% WebSocket i&E 258 E R 72.1Fo

IR LIS B EHith WebSocket 588, B* WebSocket HFEBRMTZESIR, i55E WebSockets F8&i&
=

b) £ VDA L, #ERItIRFEHAS) ctxvda BREM ctxhdx BRE, UFEEEEK.
c) VDA L, BITUTa$#kiazE WebSocket il 2882 EEIE T.

netstat -an | grep 8008

WebSocket g b FizTRSH, HSEEEOTAT:

tcp © @ :::8008 :::%x LISTEN

EE: BEAILUSA TLS mELURIF WebSocket T2, EXBA TLS MEMER, BSRER TLS
RIFAFPRIER 2.
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872 Python3 EiIFiE

November 27, 2023

MBEEZIIME, 5897 sudo Jopt/Citrix/VDA/bin/xdpings /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<aLIglE Python3 EHIFE, B2, MREXLEHSTELIE Python3 EIIFE, NED
ESBEMEERE, WAIUFHOIE, RCEANET RSB MLEEN Python3 BINFEHKERHT R,

wEEMF

o WMEABEENERAEERR /opt/Citrix/VDA/sbin/ctxpython3 BR.
« Python3 RGBSR HEEEME, AIMM https://pypi.org/ FTERE M.

8z Python3 EilifiE

BEERU TS ELUIE Python3 EHIEFE:

1. =% Python3 &#ii,
%#F Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

3tF RHEL #1 Rock Linux:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

=

=W

TBOREMTERAREEREAERETLRBT. ¥ F RHEL 7, #EiE17 subscription-
manager repos --enable rhel-7-server-optional-rpms &<, %+ RHEL
8, & 17 subscription-manager repos --enable=rhel-8-for-x86_64-
appstream-rpms &%,

3tF Ubuntu. Debian:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

+F SUSE:
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zypper -n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

AR

EageEA SUSE_Linux_Enterprise_Software_Development_Kit_12_SP5_x86_64
TFHERE A RE R AL T LEAR R,

2. fli Python3 E#IIFE,
AR
EEOREMA pip TENTTRESIBEIR SSL EZHEIR, BERBUTAEENFME /etc/pip.conf X
e
[global]
trusted-host =

pypi.org
files.pythonhosted.org

33F RHEL. Rocky Linux. Ubuntu. Debian:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy—-->

xtF SUSE:
sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
setuptools==40.6.2
<!--NeedCopy—-->

3. %% LDAPS #K#if,
34F RHEL. Rocky Linux. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
1ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.,20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

<!--NeedCopy-->

+F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
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pyasnl==0.4.8 pycparser==2.,20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0
<!--NeedCopy-->

4, R%E XDP1ing ki,
33F RHEL. Rocky Linux. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy—-->

+F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy—-->

¥ NIS 5 Active Directory &5

July 7, 2022

AN BIMETE Linux VDA dhfER SSSD #§ NIS 5 Windows Active Directory (AD) 8. Linux VDA #1154
Citrix Virtual Apps and Desktops H¥1— R, HEit, ©5 Windows AD IMEEZLE S,

fEA NIS (fi3E AD) £ UID M GID iRftiEFERKFEE (AP &MEBAS) 72 AD # NIS 48R,
PE=W
A AD RS BHRITE M IIE, F2#H NIS+. NRERA NIS £ UID M GID R#tigr, WABFERAXE
Windows fzs528#9 POSIX B4,
R
A ERREF AR Linux VDA BRE 7%, XMAENAFHHAM, ¥F RHEL/CentOS X17hR, BRER
% Linux Virtual Delivery Agent for RHEL/CentOS Ar#9i%BE#1Ti2(E, 33F Ubuntu &17hR, EiRERE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 223


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/installation-overview/redhat.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/installation-overview/redhat.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/installation-overview/ubuntu.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/installation-overview/ubuntu.html

Linux Virtual Delivery Agent 2203 LTSR

Linux Virtual Delivery Agent for Ubuntu s#935 BR# 1732/,

SSSD Bft4?

SSSD RARALTIFIERF. HEEINRERN T RILEE 7] LA R GHR HEF MR @ BER KR IZIE R RH Y H
HITEHEIE. TiRM4t PAM 1 NSS mifiEiR, RKRaILiai RAFEEXFET D-BUS B0, IIbEERMELTF
BUERIE e SRAF B ANt AR K P A0 R AR P 3R

¥ NIS 5 AD &/

¥ NIS 5 AD &5, BRMUTHE:

32 1: ¥ Linux VDA 705 NIS Z g

EE NIS ZFis:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

188 NIS 5:

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7% [etc/hosts SN NIS BRSZ2FNZ A iR P ithit
{ NIS server IP address } server.nis.domain nis.domain
i@d authconfig@id& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain %75 NIS IREZ21i5Z. server.nis.domain £ NIS fRSZ2MEHZ, HWELUE NIS PRS2 IP #h
ik,

BEE NIS BRS:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

R NIS ECE LER:

ypwhich
<!--NeedCopy-->
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WIEAT M NIS BRSSSRGKAER

getent passwd nisaccount
<!--NeedCopy-->

AR

nisaccount &'~ NIS A58 EHSEPR NIS P, #fR UID. GID. XERMER shell FEEHEE.

$8 2: fEH Samba MAEFHEIZEEN keytab

SSSD HFRMEAFIMNHEFMER RS keytab XHHI AD BFIEINEE, LILXLTNRERILURA/LMAE, GE:

« adcli

« realmd
e Winbind
« Samba

ERRNE Samba Ak, 34F realmd, 35 RHEL 5 CentOS HIEEHINY, HAERE SSSD Z ik

fEF Samba MAEFHeIZEN keytab:
EIEMRRE 7 LUTFXHH Linux B L

« Jetc/krb5.conf
« Jetc/samba/smb.conf:

A+ ENEE Samba #1 Kerberos S{5381E

sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Hr1, REALM 2AE# Kerberos $fitgi& %5, m domain 2159 NetBIOS &#7F,
WMRFEE T DNS & KDC IRSBMGURBFE, BB U TR METRNZEGTENHS:
--enablekrb5kdcdns --enablekrb5realmdns

17+ [etc/samba/smb.conf H#E LU T£BHMNE [Global] #9T 4, EEMk#E authconfig TEAEMMIEH G
m|:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZ keI alinin, MASEEEREITENRMEIEN AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->
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REALM 2KXE# Kerberos sUZZ#F, user 2SS ENFMEIRAEBF,

S 3. igE SSSD

& SSSD WFBINT .

o £ Linux EP iRt B %% sssd-ad 71 sssd-proxy H4a,
o XFEFHE (B0 sssd.conf) HITEREETX.
« 550 sssd BRS.

[etc/sssd/sssd.conf sssd.conf B2E G (FTLURIBEERMNE ZIEM)

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM s not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

¥ ad.domain.com. server.ad.example.com Zift BN E, BXFAEE, ESH sssd-ad(5) - Linux
FM.
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33 sssd.conf & E XX HFFRERAIRR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

S 4: & NSS/PAM

RHEL/CentOS:

£/ authconfig /A SSSD., %% oddjob mkhomedir LIFREERBIES SELinux #A:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e

f2& Linux VDA i& BT, B SSSD Z (& Lirig(E, Mixd Linux VDA BF G ERHIZE, 1T ctxsetup.sh
MR RERIMBR S 2R, 1BERRINME,

+$1% 3: 1iF Kerberos it &

7T H1xR Kerberos BIEMEE N A5 Linux VDA BREER, ERERY keytab X ERECIEHERENE
£A:

sudo klist -ke
<!--NeedCopy-->

EaH<C R REMEFRBMSHLEFAAR BNERTIR, E17 Kerberos Kinit s, LUEAXLRARISIEFER
B EABSG

sudo kinit - k MACHINE$@REALM
<!--NeedCopy-->

HENAMAABMUTIEERAT, RS (§) BAERARML (\) #1758, UEREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHERERMUABM. WRIELHSHINET, AR TERKLH,
AU THLIIETENKAR TCT RIEEERF:

sudo klist -ke
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 227



Linux Virtual Delivery Agent 2203 LTSR

SR 6. BWILAFSHRIE

fEF getent sy LHAIASTIFRIE RBIULIR NSS BE L F:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S##5mEEL SR, IRFEEAS—HEREN, BEER getent s S #H 1T,
SPFPNEREWNT:

o EEKFERLZF: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS #i&t&=: username@DOMAIN

EI0IF SSSD PAM R BB EHERE, BFEREAF A ER Linux VDA, Z#AF kP LIETR G FERE,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESERNUTHSREMN uid g1 TIEH Kerberos EiREE 4

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

@B Kerberos REEFTFHNRIERTEMERTH:

klist
<!--NeedCopy-->

ficE IPv6

July 7,2022

Linux VDA 3% IPv6 LUES Citrix Virtual Apps and Desktops R —. ERLLIIEER, &FETEmR:

o WFICHRIFE, BRIFEXNEA IPve, TNER IPv4,
o WNER7E IPVAIMEFREAT IPV6, Linux VDA ¥EEE1T.

BE:
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o BEANREIFBELTA IPV6, MAERESRT Linux VDA,
+ Centrify 73544 IPv6,

%4 Linux VDA B, REEXY IPv6 HITEMFFHRINIZEES.

73 Linux VDA 2 E IPv6

E4 Linux VDA WERE 2 i, IBMERER Linux EBIWLLIEITE IPv6 ML a7, B4 5S IPv6 iBEE XHEME
I
“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”
“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”

-v  “ControllerRegistrationIPv6Netmask”
<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i =5 1 A #E7E Linux VDA LEA IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

R Linux VDA &1 M&E0, MELER ControllerRegistrationlPv6Netmask 5= BT Linux VDA £

EIRILEIEO:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }

" ——force
<!--NeedCopy-->

&% {IPv6 netmask} Bk HESSHIMLAEI (a0 2000::/64),
A% Citrix Virtual Apps and Desktops &89 IPv6 ZERIFMER, BB IPv4/IPV6 25,

HPEHEER

A E IPve MLEIFEFH A ping6 #Z AD #1 Delivery Controller & a4,

FcE LDAPS

July 7, 2022
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LDAPS 2R B RiAAMN (LDAP) R £k, HH LDAP &SR TLS/SSL #17M%,

BINRINZEE P ik SRS 2R A2 2 8189 LDAP &S, &I LDAPS, &8RP Linux VDA 5 LDAP RSS2 28]
1) LDAP &N,

AT Linux VDA A4 LDAPS E#EH K.

+ Broker {#2: Linux VDA ;%I Delivery Controller &
o REEARSS: SRERITAH

ECE LDAPS ;5 R AT iE:

« 7 Active Directory (AD)/LDAP Br%533 /= A LDAPS
o SR CA LEEFIHER

o £ Linux VDA E/=R/% A LDAPS

« NE=AF&EE LDAPS

+ E2E SSSD

+ E2E Winbind

+ B2E Centrify

o F2E Quest

AR
AILUETTIA T 8<% LDAP RS 2:&E LA FNMEN 15 28, BEDRHIZE N 10 558,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

72 AD/LDAP frs323 L= LDAPS
AT LLEE 22 Microsoft IEFB M A (CA) 23k Microsoft CA 2R EMBYIEFH KB B&:d SSL #9 LDAP
(LDAPS),

e

TEEiEHIgs R lAR CA BHEBEIE A LDAPS,

BXRUMEAIREEBHIIE LDAPS E#Emi#4M= S, 505 How to enable LDAP over SSL with a third-party
certification authority (Jfa{EBNE =IEBMANAEAED SSL 89 LDAP),

YEBE N ZRIEBMANARRENN, ETEEEHs LA 8B RT LDAPS BHEIENSEIER.

BEXMAERZBRIEBMENEB RSN N EH 82 H LDAPS 8958, &2 LDAP over SSL (LDAPS)
Certificate (&2 SSL &9 LDAP (LDAPS) ifH) —3
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B RRIEBMR A LR P intE A
ZRiRGIER LDAP BRS3EREER CA MRHNES. EANRFIHEA LDAPS H130IE, BRHR CAIEBIANERE
ERER AR,

BXRMNMASHIR CAMIFEHMES, BS1 Microsoft 3 #F Web #4552 89 How to export Root Certification
Authority Certificate (U0 HRIERBMENM) o

7z Linux VDA = B=i2FE LDAPS

27 Linux VDA L2 EA LDAPS, BEITUTHA (FUBERSHERN):
e LR EEEUTRR:
o BIRERIR CAIEBEAEET SSL/TLS #9 LDAP:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

« FIRBESE®T SSL/TLS ;B LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

PE =

AT EERERR CAIEBHIRA PEM &, WNREA LDAPS TiEmINeIZ Python3 BINIFIE, &
RS Python3 EIMIFE RN B F R eI & IZIF R,

ERRORTEER pip TANTIAERIBEIM SSL IEEHEIR, BHERGUTIEENARME /etc/pip.conf X
b

[global]

trusted-host =

pypi.org
files.pythonhosted.org
« ELREIZREA SSL/TLS 9 LDAP

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L BT LDAPS # Java ZAE( T [etc/xdl/.keystore, SEMAGEIMRINEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy

HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
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HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

NE=FFAEE LDAPS

P& Linux VDA A5, TESMMIETFIaELRELR S LDAP 89 VDA =S H4A M, g0 SSSD. Winbind.
Centrify #1 Quest. UTFEEH AT W@ LDAPS, STARTTLS 3k SASL &R ER S LDAP,

e

HIAFFE XL A MM TR SSL ixM 636 KHfR% 2 LDAP, HEKXZ#EiE LDAPS (%0 636 i@l
SSL 89 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIBIEE IR O 636 Him O 389 LEE SSSD Z4 LDAP 8. BXIFMES, iHS1@ SSSD LDAP Linux F##
b

~o

Winbind

Winbind LDAP Z&iff# 8 ADS 7%, Winbind 7Ei% 0 389 £{X i3 StartTLS 7535, B¥MMEBEXHE N [etc/sam-
ba/smb.conf 1 [etc/openldap/ldap.conf (33F RHEL) = /etc/ldap/ldap.conf (3+F Ubuntu), #&mT
FRrm BB B L ST 1

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

&, ATLUBE SASL GSSAPI R MHERER S LDAP, BARgES TLS/SSL 77, EER SASL N, EEX
smb.conf f2E:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal
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Centrify

Centrify 7£i% 0 636 Rz #F LDAPS, BE7Ein0 389 L= 2. EXEMER, BB Centrify ik,

Quest

Quest Authentication Service %0 636 L32#F LDAPS, Bl 389 LEREMAERHEREME,

HEHER

fEFILINRERI ATRE RS & LA T Ia)ER :
« LDAPS fR&5AT A4
Bk LDAPS %2257 AD/LDAP RS2 LRI, RIMERT, #6074 636,
+ AT LDAPS Bt Linux VDA 5E kg
30IE LDAP RS #BMBOREEIEREE, BE5E0ER CAIES, HBRES AD/LDAP ARS8 ILAT,
o BIMEIRHBERUEMRIN

NREAEA enable_ldaps.sh (Y15 R T2 E#H LDAPS #8X0 MR, NrTAERKIF LDAPS Af#Y
RFI

« LDAP iiE2Fi@id SSL/TLS M Wireshark si{EmHE MK M T AN
ZRiN22F LDAPS, i5iz1T [opt/Citrix/VDA/sbin/enable_ldaps.sh 325317,
« %B3%E Wireshark ST mMHAMLEZEEM T AN LDAPS g
&% Linux VDA JHAFI4E SRS IT(ER 2 HE LDAP/LDAPS &,
o FTixEidE AD ARS8 £i51T ldp connect 183F LDAPS AT A1t
£/ AD FQDN fidE IP ik,
« TiE@dE1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh iiZ<S \iR CA iE+H

B CAIEBMTERE, HAIMR CAIEBMXERTER. ERSZXRAZE Java Keytool 2685
Bo NREREZIFFIRPFFIL, ERILTERER, NRBEBERERIRD, RIBIEMER base64 JigHy
PEM #&3L,

o L@ Keytool -list £7R~iR CAEH

#EidiEfT /opt/Citrix/VDA/sbin/enable_ldaps.sh B M LDAPS B, iEHBEHENE
[etc/xdl/ . keystore i, HIGBERBURIPERE, MESICTED, AIUERSTZHAUAEZR
=
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Xauthority

July 7,2022

Linux VDA 35 X11 BRI8E (81 xterm# gvim) #TRERXZEVIBWINE, LINEERENENREN
#1LUF1R XClient 5 XServer Zalf@E L4,

AILLEE R A ERRILER EBENNRE 2!

« Xhost, BiLfERT, Xhost RaiFathEHN XClient 5 XServer #1Ti@E, WMRERFR2IFITIZ XClient 358
XServer, MiE1T Xhost fi B FIHFEHENINR. HE, tLATLUER xhost + LA IFEE XClient
% 1%% XServer,

« Xauthority, JUESTBEFHNIEZRFHE . Xauthority Xtt. EBEFEEIREMEE xauth EAMN
cookie FLIATF 3 XServer #1THHIIE, B&h XServer 321 (Xorg) /&, % cookie EATFHS5ZIFEETR
HIEEHIT B 0,

TRRE

Xorg Bahet, . Xauthority X#igH%E#Esl Xorg, It . Xauthority XFE&EUTTE:

. BTREE
o IEFEERIMY
« cookie &

AL xauth s, fin:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->

R XClient izi2iEiE2 Xorg, MATHRMMUEEMEF:

o i&EiniE XServer #9 DISPLAY HiET &£,
« JFENEE Xorg hEEF—1 cookie #iE2H . Xauthority X,

ficE Xauthority

Z7£ Linux VDA t/=F Xauthority LUs#1TiEeE X11 B/R, HAEIETEA MR
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

EF Xauthority /5, Fasi@diEHA=EEERE . Xauthority £z XClient:

o Fohig . Xauthority xfEiEss XClient

B5h ICA &3&/G, Linux VDA 34 XClient £ . Xauthority X, HEZXGEFHEEERFZEFPNER
FH, AILKELE . Xauthority X#EHIEIZE XClient i+58#l, #i&E DISPLAY #1 XAUTHORITY if
BT 2, DISPLAY 277 . Xauthority XtFHmETRSES, XAUTHORITY 2 Xauthority #32
iR, fla0, FEFEUTHL:

export DISPLAY={
Display number stored in the Xauthority file }
export XAUTHORITY={
the file path of .Xauthority }
<!--NeedCopy-->
AR

INRFKIEE XAUTHORITY IFET 2, MEIAER ~/ . Xauthority X,

o BEEHHZFERE . Xauthority x#&iEE XClient

REENAXNENERAFAEHEEETEIER. Y Linux VDA B350 ICA £3EH, BEEFAFPNEIERTOE
Xauthority Xff. MREFEERS XClient £#2, BPABEFoRL . Xauthority XtEHE
XClient, [F#i&E DISPLAY 71 XAUTHORITY I ETE/5, EBNE XServer KEHER GUI,

HEHEER

9N Xauthority TEERETT, BRBHIEHRS BHITIRIE:

1. LUEA root RUIRMEIE R BHIRENFIE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

lEa SR 2RBENIEREEE Xorg B Xorg #HIEMSH, S—MSHEBREAN . Xauthority Xt fl
-
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/var /xd1l/xauth/.Xauthorityl10
<!--NeedCopy-->

£ Xauth &< 8% cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. A Xauth &2 &R ~/ . Xauthority ®@&M cookie, MRRTRFESHEE, METH cookie BH5

Xorg #1 XClient 9 . Xauthority Xf&# cookie &,

3. 3R cookie HE, FREZETREMBMERM Linux VDA B IP ipibifaini2 Bnis0, HREEAXHHKENER

we.
Blan, 7£ XClient &M BT TFH<:

telnet 10.158.11.11 6160
<!--NeedCopy-->

iHO579 6000 + \< 2R¥E\> BRI,

DRI Telnet $1ERKL, B AERTAE/ERELEIER,

SRk

July 14, 2023
AEBHABTEELTEA:
s WEARBERBERSHIIE
o XA SMNIIERS
. BEEF
s RIERDIER
o REFHWIENRIE
o REGHIIEN (BR) BFR#HITIAR

WX R B RERININIE

July 7,2022
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A LUK A Fisia StoreFront A& ER AP EIEFENEIERTF Linux # Citrix Workspace [z B 2 Citrix
Receiver for Linux 13.10 # AuthManager &k, JENG, EEUERZEFHARE Linux BIMSESIEFRE

MEENNAER, MERBRXRARRRE.

AR

i&ATF Linux B9 Citrix Workspace [z Citrix Receiver for Linux 13.10 #51tIh#E.

EREALLINEE, BHRITUTHRE:

1. 7 Linux VDA £, %#iERAT Linux B9 Citrix Workspace R A#2F 5 Citrix Receiver for Linux 13.10,

M Citrix Workspace B2, Citrix Receiver 89 Citrix FE T FHARRN N BIEF.

Bik=& 27 /opt/Citrix/ICAClient/, MNRERLAREFRETHMEZF, 15§ ICAROOT iFt

BNiEMRRRERZ,

2. 7£ Citrix StoreFront EBixHI& T, NBEFHNARERN HTTP EX5MIIEA %,

-3 =S
RTS8

banage Authentication Methods - two

Select the methods which users will use to authenticate and access resources,

i)

Method | Settings

% User name and password
[] SAML Authentication

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

| Srnart card
Can be enabled [/ disabled separately on Receiver for Web sites

HTTP Basic

| | Pass-through from MetScaler Gateway

Installing and uninstalling the authentication methods and the
authentication service settings are included in the advanced options.

3. BT EMRMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17

HTTP B S{¥iiE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
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</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. BEITUTHSUEEE B RPRERIES,
cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BITU TS UBEAZINEE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "@
Xx00000001"

<!--NeedCopy-->

6. B Linux EBSEESIENZSIETHERT Linux B Citrix Workspace B2 F 5 Citrix Receiver for
Linux 13.10,

&Rz Citrix Workspace AREFE, RARRTERMANABEKF . UEERUBHERTZEEN
Nz FAmIE.

AR

N HTTPS URL fEAEHIN RIS

Citrix Receiver - x

Add Account

Enter your work email or server address provided by
wyour [T departrment.

https:/j

Cancel Add
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EER S B PIIERSS

November 27, 2023

B U ERBES S IRIEARSS (FAS) &R 2 Linux VDA AP #TEAIIE. T FAS 28, Linux VDA %16
A5 Windows VDA #E# Windows 1%, Hx FAS BE2& Windows IFEHER, EBRABE S HRIERS. &
XM THETF Linux VDA BEIME Bo

AR
Linux VDA R FRIEHIT R,
Linux VDA 8% S FAS BRS 2B EHEUIE,

Linux VDA Riei@idin[ 80 5 FAS fRS28#H TR,

7£ Linux VDA L#iE FAS
RHEL 8 #1 Rocky Linux 8 3715 FAS

FAS i F pam_krb5 #&1k, zi=#7E RHEL 8 #1 Rocky Linux 8 EEZ M. £7£ RHEL 8 #1 Rocky Linux 8 Ef&#
F3 FAS, BRINTFFRMEE pam_krb5 #&R:

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J5{3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 7£ RHEL 8 #1 Rocky Linux 8 E#aEH =% pam_krb5 ik,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

12 E FAS k5328

BHEL2HH Linux VDA RERMER FAS, 1575E1T ctxinstall.sh 2 ctxsetup.sh B ENE & FAS BR532569 FQDN,
BT Linux VDA Rz 5 AD (A5EEE, ERIIBCRIRHS S 2 FRAY FAS BRS8BH5IR. INRMIBR T ERARS 23itbht,
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AR <none> XAFFHERETRH, FEFEEMIRSSFUMUNITNT.

EREIIAR Linux VDA K%, TJUEHEBIT ctxsetup.sh Ki&E FAS IRSE2S. &, LAILLETUTHSK
RE FAS RS2, HEHBE ctxvda RSUFEIREER.
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

BB ctxreg B# FAS RE28, BT TaR<:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

LEIEH

ZIERAFHIED, 1B57E VDA £R&ER CAERURAE RIEiES, fiin, ER&ER CAES, BEMFITEHM Microsoft
CA (£ AD ) 1% CAEBFZBHPIREAD RIEH, SEMIR CARRSEE http: //CA-SERVER /certsrv
# DER #8z{ANZIEHo

AR

UTFap<tiEAFREPEIES.

BT TSI DER Sttt (.crt. .cer. .der) i)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

ARG, BITEMINTHHSER CAIERERES openss | BS:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

= .
AR

EEIR CAIERET [root BET. &N, FAS TAUZEUR CA IEH,
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i517 ctxfascfg.sh

iz1T ctxfascfg.sh fiZ<UEEE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINFETE, UE ctxfascfg. sh JUESRER 75517

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: %= Active Directory &£ 5%,
ZFEERE CTX_EASYINSTALL_ADINTEGRATIONWAY B39 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFIEECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECSHERE,

+ CTX_FAS_CERT_PATH =<certificate path>: {5EEMERITFBHAE PEEBHTERRIR.
o CTX_FAS_KDC_HOSTNAME: 7£:%#% PBIS BsEZAL1TH0 (KDC) HEMNRo

« CTX_FAS_PKINIT_KDC_HOSTNAME: #5%E PKINIT KDC £# &, RIS HHE, TUWZEZFH
CTX_FAS_KDC_HOSTNAME,

WEFRIEHRY Active Directory SR A%, ARBAERIEPERE (Bl /etc/pki/CA/certs/).
AR %2 krb5-pkinit #1 pam_krb5 #ft &1, Hig&BRXHIECE .

PR

o FAS BRI Linux &/ AD &A%, ESHEUTHIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 = = = =
RHEL 8.8 = = = =
RHEL 8.6 = = = =
RHEL 8.4 = = = =
RHEL 8.3 = = = =
RHEL 8.2 = = = =
RHEL 8.1 = = = =
RHEL7.9/Cent0S 2 = = =
7.9

RHEL 7.8/Cent0S 2 = = =
7.8
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Winbind SSSD Centrify PBIS

Rocky Linux = = ES £
8.8/8.6

SLES 15.3 b S = S
SLES 15.2 = S = &
SLES 12.5 = S = =
Ubuntu 20.04 = ES = ES
Ubuntu 18.04 = & = ES

« FAS HAXFIRAE. MREZEPREVERE, WEEER FAS EMBERZRIE.

o ICARANZ IS B IIERS (A R EM A — X hEHERN E T FAS 32, 7a4% Windows 10 Azure AD
B3,

BE AR
fEXT FAS BTHIEHIBR Z /i, BWHEREREHIEMAE Linux VDA, HERIUUERAZBSHIIEEEBNABERRK
IhiEahdk FAS 1%,

WNRAE FAS REEFEIETT, FREREH HDX BELIREN “VERBOSE”, 3% VDA BELIREN “TRACE™,
BXRIAA Linux VDA BRRERASERIER, BESRFIRHOXE CTX220130,

FAS fRSSBECEHIR

M FAS R BEIER=IERK,.
1% [var/log/xdl/hdx.log HEHE MM TRENEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list
is well configurated in condb
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
)

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fRRAE BITUTHSLUEIA Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auther

E&TIEE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMEGERER, BRBAERISE FAS RSESBDIBIZELUENRE,

CAIEHEEHEIR

M FAS NBBERHEIERY. BET—MREEN, FENMHEER.

Invalid Login

DKl

1% [var/log/xdl/hdx.log HEHXXMINTABHHEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...
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2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

citrix-ctxlogin:

citrix-ctxlogin:

citrix-ctxlogin:

citrix-ctxlogin:

citrix-ctxlogin:

query_fas: query

fas_base64_decode:

fas_base64_decode:

certificate success

citrix-ctxlogin:

citrix-ctxlogin:

cache_certificate:

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:
pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->

fRRAR WIEEREZEE /etc/krb5.conf RIEMIEEZFHR CA EBHMFAERENEBHTEREZ, TEREZ

WITFRRR:
[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

MRMBREFER, BRBAANZ SIS BERNEH#TIRE,

&, ER CAIEBREEN.

MK BREYEE IR

FASEZET SAML S1318iE, ADFS AF7E ADFS ERTTHE LMANAFRBMENLGE, JiRsHIUTHER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

244


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/configuration/federated-authentication-service.html#install-certificates

Linux Virtual Delivery Agent 2203 LTSR

was a failure with the mapped account.

IEsEIRRBAE RLINILIE ADFS P, B7E AD LiRBREEREFAF.

BARBEE 7EAD LiREERKF,

RECE ADFS

ZHER FAS MABEIERHIALTHIR:

The Identity Provider has not been configured by the
StoreFront Administrator.

4 FAS W AmERENER SAML S4351E, {85/ ADFS ZRER, SHIMLLET,

RRFR  NREBMHRIERSEE ADFS IdP. BXIFMER, BEBREESHINIERS ADFS 5E,

BXES

« JBF FAS BRETEELS 5 M IIEARSS (R RS IHA — S H il LABESE.
o BEEHRIERS SRELEE—EPRSINT “BEFE XE,

BE1a)

RIEEMERA FAS, WRREEEFREFHNELAFRANNBREFZIEN, ATESKK,
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& C | A Mot secure | bitps://ddc.yw.local/Citrix/FASWeb/ w

Cannot start desktop |EiHécesBathveTET

testwHMRHELT4"

fRRTTE

£ CA TEFAE ST Manage Templates (ZIEiEiR) LUE Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BT itt Active Directory 5 2#%) B8 Supply in the request (£
TERAPIRMH)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

3F SSO S 3IE

November 27,2023

&% Citrix Workspace N A#EFfE, AILUERFRRIEREESN Citrix Virtual Apps and Desktops £i&, ZEALL
Ihée, BRI Linux VDA BT T®<:

1 Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

2 <!--NeedCopy-->

BRItYEERE, BEIRENIRERERARE. UTFAITHRHILIN6E:
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« RHEL 8.8

« RHEL 8.6

+ RHEL 8.4

« RHEL 7.9/Cent0S 7.9
+ Rocky Linux 8.6

» Rocky Linux 8.8

+ Debian 10.9

+ SUSE 15.3

+ SUSE 15.2

April 18, 2024

B R Linux Virtual Desktop =&Y, AILUERERTIEF HIRENEERHITSHRIE. HIHERET ICASEER
EHLEEHITHEREFEEMRRN, ERIUESEREREEF. BHISERXEPRNEFES. NENBREBF
R ARz [E) Web i 34T S 501,

sFFtkThEE, Linux VDA 8B5S Windows VDA #REMERE., EXFAEE, B8R PWE B ZERHFIRES.
pE=

FEFFE Linux VDA i ERRETIIE sERER Citrix Gateway.

WEFM

BReFERBMNIEIER T AEEUR T LT &4
o &89 Linux VDA REE TEREP—NKRIThHRH:

- RHELS8

- Rocky Linux 8

- RHEL 7/CentOS 7
- Ubuntu 20.04

- Ubuntu 18.04

- Debian 10.9

FER %% VDA 5, iBIIFEM VDA 2% 48E557E Delivery Controller F5E8%, UREFEEE%ER Windows
ERITABELEHN Linux KE=IE.

+ M OpenSC LB REF. BXIFMER, BESREWAFAR OpenSC ZHFEEE+,
« f#A Citrix Workspace for Windows I B2,
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Hy1% OpenSC &R F
OpenSC 2 RHEL 7.4+ LIz ERANSERIEENERF. E4 CoolKey WRE%AEN M, OpenSC ZiFZFAEAM
EHe£ (358M Red Hat Enterprise Linux FREYEEER) .

43X, YubiKey 4 BacEREEBE BN A, YubiKey 4 2— &R USB CCID PIV i&%&, aIUBRBZ MM
Amazon EMBEMRNELMWE, OpenSC EapiEFHF YubiKey 4.

MRRALFTEFLHMESHNEEF, BEE—BRET Linux X1ThR=X OpenSC R4+ BHMEN. BX
OpenSC ZEMER, BERALEEEEFIRDIERF, BASEE, REBTUTHSLUKIA OpenSC B2E X IFEHE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

icE
HEERIES

RIEBATEIFERFLMER. TRUTHIRUTHHARERIER,.

1. 3REX PEM t8ZCRUMRIES, BEM CA BRSSP IREL

AILUSITZMNN TS S LUE DER X5 (*.crt. *.cer. *.der) #ity PEM, = TEM &S TREIH, certnew.cer
71 DER x4,

openssl x509 —-inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. £ openssl BRHPRERIESE. certnew.pem X4BIERHG,

cp certnew.pem <path where you install the root certificate>
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<!--NeedCopy-->

ENRLERIEPWNERE, 517 sudo mdkir -p <path where you install the
root certificate>,

7£ RHEL 8 #1 Rocky Linux 8 t#57 pam_krb5 &1

LR BMWIEKRIHT pam_krb5 &1k, iz RHEL 8 tEF* M. Z7 RHEL 8 #1 Rocky Linux 8 LfEA%EAE
REMHIIE, FRWTATEE pam_krb5 &3

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 B3,
2. 7£ RHEL 8 #1 Rocky Linux 8 E#aEH =% pam_krb5 ik,
yum install -y opensc pcsc-lite pcsc-lite-1libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make

make install
<!--NeedCopy-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

EEEERERIFR

aILUERA ctxsmartlogon.sh AR EE s RIMER F el i E.
(%3 1) 1/ ctxsmartlogon.sh A B sEFIFE
==

ctxsmartlogon.sh 73 PKINIT 5 2R MEIFR NG, ATLLEE [etc/krb5.conf FRE X 4 EetbigE,

BEREREREE2ZAI, BT ctxsmartlogon.sh iz AR E & 8E-FIFIE,
R

WMREFERA SSSD M, EEIETT ctxsmartlogon.sh FEEHENZ SSSD BRS.
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sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTRE:

5 up smart 1 logon for the Linux VDA, which
nstallation of the necessary packages and changes to
nfiguration files.

ealm. You can

p l:Enable -
Do you want enab r logon? (y/n)lyl vy
e Di ration muthod
egration method to use:

Centrify
t one of the above options (1-3)[1] 1
nstall dep nt packages.
Installing, please wait
pkinit] [pam_kr already installed.
11t~][p=5:-1 d c-lite-libs][coolkey] already installed.

root CA (e.g., /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
successfully.

driver (e.g., fusr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/libcoolkeypkll.so
ssfully.
re successfully.
ed successfully. SmartCard is ready.

Ltesh, EE A L& IEST ctxsmartlogon.sh Iz R sE+:

sudo /Jopt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTHEA:

#:ﬁ:ﬁ# o X o - o o o
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration files.

e d e

*ﬁ HoH W oH H W

Stup 1:Enable smart card 1ogon.
Do you want enable smart card logon? (y/n)[vy]
ctxsmartlogon.sh exit.

(%71 2) FHERBEAERIFE  Linux VDA B 5 Windows VDA HEIME 8ERIF18, EiZfED, ¥HEES
MNMAH, \iEEEHI28. Microsoft IEFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace M ABi2F. BX*ET YubiKey 4 BEcEMEEE R, BESRAIRFLNE CTX206156,

PRERITTINTEZH, BHEEEEHEEFRFEAHHERBMAFIER THIEREE, HFREREBEREEERI
&5 Windows VDA,
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2% PC/SC Lite #f#  PCSC Lite 2 AHEH/E8E+ (PC/SC) #BTE Linux PRI, ERHUSEEFRMIR
FEHITIEER Windows BEEF#ZO. Linux VDA FHEEEREERRZE PC/SC HK3IEIA.,

BT T @< aIRE PC/SC Lite #iFa:
RHEL 7/CentOS 7. RHEL 8 #1 Rocky Linux 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

LREBHEFRIEFRE  OpenSC B zEAMNEERIREIEF. MRKLTLE OpenSC, BHETUTHSLUHITRE:
RHEL 8. Rocky Linux 8. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->

R TF RS MM PAM 3R  ETU TH<ERE pam_krb5 # krb5-pkinit &1k,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8 #1 Rocky Linux 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 #RZAEN S A IRIEELR, B]IRBI PAM 895 B2F o] LUIEAERGEZB URMEHRLZTH0 (KDC)
REEEEFRE. Krb5-pkinit BREE AR HEAFBFIESM KDC REFIAERN PKINIT &4,
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fZE pam_krb5 =ik pam_krb5 &5 KDC R B LUFERE 5 HIEHIREX Kerberos ZiR, E1E PAM 8
A pam_krb5 BHIIE, EEITUTHS:

authconfig --enablekrb5 --update
<!--NeedCopy-->

7t [etc/krb5.conf ERE (A, RIESCARAISEARD PKINIT 58,
FE:
pkinit_cert_match &g EZ P IERERATEIL PKINIT S4I8IE2 B4 AICERIFN, TLERLNAIEE
7

[relation-operator] component-rule ---
Hep relation-operator A} &&, RRFIEAHMMNKAE, BWALR ||, RERE—FAHAN
WATIILHAD,

AmEme—MEA krb5.conf X4RIRAE

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

0 PKINIT 5875, ZEEXHRIN T,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit _kdc _hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit _eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature
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i E PAM S41IE  PAM BEEEXH{ETAT PAM SHIIERER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SRR MUTT:

auth [success=done qdgnore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SNSR(EEMA SSSD, MMERRFIZECE X AR I TFITo

#%PAM-1.0
# This file is auto-generated.
ill be destroyed the next time authconfig is run.
pam_env.so
ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
pam_permit.so
pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient .

account [defau ds ser gnore] pam_s55.50

account d ds auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
account required

optional
required
optional

pam_sss.so
pam_Krb5.s50

(FIif) EABERFHITERER

B EER (SSO) 2—1 Citrix h8E, AF LM ENSEMNAREFEHNEES MBI, IINERETBREAE
PIN 13894k, E3§ SSO 5 Linux VDA &4/, BERE Citrix Workspace M AEF., %A ES Windows VDA
A, BXFMEE, BHSAFRHP0E CTX133982,

7£ Citrix Workspace M2 ECBA R, BRI TRTEASEEESHRIT,
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File Action View Help

@2
Local Computer Policy * || Setting State Comment
fie= C.omputer Cunflguratlon |i=| Kerberos authentication Mot configured Mo
» || Software Settings =
= Wind Setti |iz| Local user name and password Enabled Mo
= 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates
4 || Citrix Components & Smart card authentication o x |
4 || Citrix Receiver
_ AutoUpdate E} Smart card authentication e ] I Next Setting
E cap
| Client Engine i )
— Di g ) Not Configured Comment: -
_| Diagnostics
" | Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
T SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards .
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
4 __;_iwmdows Settingi £ Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be
N ol
RFEREFRER

RIEEEERZHNMAETF HDX PC/SC WEREFREEMMEH, £
BXFAER, BEREEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« iEAT Windows 89 Citrix Workspace 12+ 1808 E Sk

EEFELERARREEFRER

[WFClient]

HER WAN R EAERERAY, AILUES AR,

RIANERT, RESEEEERINAETE VDA LA TFERARS, EFF LA TFEZ2AR
T EEP, ERARESERER, BEUTSHESEXE StoreFront 5= default.ica sxte:

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
£ iks SmartCardCryptographicRedirection 4%,
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ERER
EAEERER Linux VDA

BJLA7E SSO #13E SSO R EAERERER Linux VDA,

o £SSO 8%, BEFEAREEFMNERERIEFRM PIN BB5hE R StoreFront, 7£ StoreFront 25 Linux
Virtual Desktop &iE8Y, PIN B¥£#%) Linux VDA LUEITEEE RSB 1T,

« £3ESSO =9, RLABRTEEEBEBHRBA PIN BBLIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
p—— lick h Wi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
[l valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
ok J[ concer | e

£ StoreFront faah Linux Virtual Desktop £1&6t, 25 Linux VDA BERIHEE, WTFFR. AR ZENEEE
RHAIEBAHIREGY, HAMEHEAN PIN BBLUHITE RS HIIE,

14785 Windows VDA #[F.
" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ =5 :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, 7£ StoreFront i, MR ZRAEIMEEISIENREZEE fEE, StoreFront Web mJRESIR N TFAAIRIRHEER,

Insert Smart Card @

Q Please insert a smart card.

| Cancel | Details ==

PRI
ERERTSPREEME

Linux VDA 34 8E R BRXEARINITH. MINER Linux VDA E#REEERE, RIEFRMERE, HERTERERH

TEo

TIFHEHME e~ PKCS#11 =
RABRNNLZFTRBPNFIET OpenSC e+, BR2EAUSRAEREMEEEM PKCS#11 &, EX Citrix 1244
BEREEREETABRAAR. EVNRIISENEERI PKCSH#11 EF, BHITUUTIRE:
1. f#F PKCS#11 E&#FiE opensc-pkcsll. so 56l
2. B PKCSH#11 EMERFIGENEMRR, BEITUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1E89 PKCS#11 F, 140 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERAREEREFRER.

REFHWIER (ER) AFR#TIAR

April 18,2024

EEI AR RN BEFSE, mABER StoreFront 5 Citrix Workspace MBRFIZIIER, BERAXES
PRIEIEM AP ETIHRNE, EXNHEERES DI StoreFront NEBEIE, HAXMNMARKRESHIITINBAE
R R,
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} =r

AR
QEMANTIHW VDA 7 ZHFRE S D IIERI A P #1TiHR,

RESGHRIENABFRAZFHRIETNBE. RIEWBHEERTF Android # Citrix Workspace AR LR
BXH

BIEEKRZ FHIIER StoreFront N E®EE

1. 72 Citrix StoreFront BEi=H SNANERPRENABET R, ARTRIEERPREIZNARE,
2. CNABESMNEL, IEENABENER, ERENAFRESHIIEN (ER) BRisRLNASE, AR
EE—F_ﬂ;o

BXFAER, BESRACIERESHIENN AR,

ERMAFNRE S HWIERNAF B RLIERER

ZYARM—THZ N EN B RPEFNIHTENNES, BETUEARXNATNNAEFNKENAAN, ERTLL
BRZSHIVENAFARTIHEINR. BXFAER, FSH
ellfE SR

NREF MR AR 2518 E = MBI AYE)

REGHWIENBAFPSIENRIATHEBN A 10 55, HFFIRHFEEN, XEFEaTH LB ERRIE
Z AnonymousUserldleTime E2E B E X = HiBAETE, §li0, BEFEEXTRBNEEEERNA DT, BETIU
T
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0

X00000005
<!--NeedCopy-->

RERESHWIENAFPHRANE

EFEREGMRITNAFPNRAKE, BEEREMEXT MaxAnonymousUserNumber., 1HI&ERFIEE A Linux
VDA tRFETHRESHIIENBAF 21548 AR ctxreg TREE I IMFIGE, G0, ERERLEN 32, i
BT TS
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d 0

x00000020
<!--NeedCopy-->
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BE:
REIREZSMNIVENAF RIER. RFEANBHAZRIE, VDA AJftxBlinE, EhaiEERuARNE,

HPEHEER

EEREZSHNIINARSIEN, FESUTE:
o TERERIRESHIIENZIE,
BINEIMERREEEREETUTRE (REN0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik nesd fRE RS EEIETT, BEEBNEA passwd EE:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

WREEH, 5% Passwd EETEi8E N no , AREFHEH ncsd RS, BEXUMERERERREEESTHTE Linux
VDA,

£/ KDE B RE5HIIENAF RIERETHREE,

RINER T RESHRIENBFR SIEPEAMFRENNSR, B2, ENMNEIExRE KDE A, 7 KDE A, EHFER
FEBESRIEHANER, BEUTTAMEEEX G $SHome/.kde/share/config/kdeglobals &, u0:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

B2, NRELBEEMN kdeglobals X (@ /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions S#EEANTAE,
BREEBFEER,

BRRIR, BEERAFATEN kdeglobals X LUMIER [KDE Action Restrictions] o5
[$7] 78, REEFERRSEENEERZAYRIRAMTES, X KDE BEMNFAREE, 5281 KDE System
Administration/Kiosk/Keys Bi&.

X

July 7,2022
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FHOPABTEEUTER:
o XHEHIFIHENG
o XL

X E HIFIHENG

March 11,2024

BRAUFERAEREERENRARBREIESAMEF KBS SR 4. IHEEEE Citrix Virtual Apps
and Desktops 2006 s E = R4 LUKER T Windows B Citrix Workspace BEFF 1903 S E =R

ERINE RIS M, BHR:

¢ XHFHNERHEFEE 20,
o RAXHARNAEBEE 200 MB,
o XHRXEE ASCI F7F, FEEFHFN.

XEFHFE

XHERFMAEMLAT AT

« RHEL7.9

« RHEL7.8

« SLES12.5

« Ubuntu 18.04
« Debian 10

FER R

T B MR RE S ECETIREME X, BXEUARRIEBIFAER, BERAERKZHETIR.

s BRGRELIREER
o BIMEARIEFBHET
o TEERBEMEL

AR

BERAXHEHIMMMETIEE, JE7E Citrix Studio PIREFIHEIEREEMREIEERZLL,
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PR

o RFFEY). BIIXMERBAA AN EHIRIF.

FFHER

FRIFEFER.

XA ERMAEMLSTIRIRFHIT. SERDEFRMMYE E—MXHE, FRERT—1IXH,

SR

May 30, 2024

7 Linux VDA M1ZE P IRIE & Z BT XX HHEH, HBEFPHIZEETF HTMLS D2 B Web 53807, It
Theerl M. HTMLS PR=EMAFRAAEMRERT HTMLS #1 Chrome # Citrix Workspace [z 2R i iRk = E
M B ERF.

AR

X EEIHERTF HTMLS #1 Chrome 89 Citrix Workspace M AEF AT H.

EERGHNNARFMEESIED, XHEEHAFE Linux VDA SEFPHREZE BN THX 4. BEEXHENAER
imig & EHE Linux VDA, &8 Citrix Workspace R ABEF LA LM EHENR, ABMXXEIHEEFERHAE
BIX . BREXHM Linux VDA THEIEFIHIGE, B THEN. AIME ISR THIRPRNIX G, —R&ZH
LU 10 N3

AR

Z7E Linux VDA 5& P imig& 2 ie LEM T Hse, BB Citrix Workspace MBEFHN I AR,
B LUE R A YFERCCERY Citrix Workspace N BIZFARZS

B FHEXHERAERTEE, THIEEIE VDA ENREFRIFRNIGE B RO EEEmER IR P iHigSE,.

AR

BE PTHERBATERAS TR nZ B HX AN MEE N XA REIRE N RIT.

TEZBH THN—LERM:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 261



Linux Virtual Delivery Agent 2203 LTSR

o TEXHLUFRERIZRNRE

HEEAGHEEM Web J RSN ARFRIED, M Web IS THXHITUFEES VDA LHNRERIZRNILE
BR+, UWEBDERAZEFHLE, BEXMAMTH, HERIEF Web JBEHNBATHAEREBENRED
BHEE, HESTERT HTMLS 5 Chrome #9 Citrix Workspace R BZFH) Web 35538 ig B4t T
HE R

o BXHBoHEREIREFRIREIRE

AERBNKERIET, EREFXN, AERESHHEFZREFIRNREERP, UEERFPHRELH
Ao

XL R

ALER Citrix Studio BB XHEHMHEE. RINBAXHER.

[ Console Root
~ ¥ Citrix Studio (site)
O Search
= Machine Catalogs
£ Delivery Groups
ﬂ Applications Policies
[= Policies
(# Logging Policies Policyd
~ [+ Configuration
& Administrators| | [ERRSE) | oveniew | settings | assignedto |
Controllers » Allow file transfer between desktop and client
E Hosting 2 Unfiltered User setting - ICAFile Redirection
% Licensing Prohibited (Default: Allowed)
[ StoreFront }» Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)
~w §§ Citrix StoreFront ¥ Upload file to desktop
[ Stores User setting - ICA\File Redirection
B Server Group Allowed (Default: Allowed)
¥ WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)
SRERIER

- AFERESEFEZEEEX . AFEEIEAFE Citrix Virtual Apps and Desktops &iE5Hi&& 28]
RHIX 1,

o MEETHXM, AWFSRLEAFEXEM Citrix Virtual Apps and Desktops £iE FHEIHIEE,
o Btk EHEISE. AFHELRAPRESXHEMERE EHE Citrix Virtual Apps and Desktops i

AR
NFHRMNEE FHXEME XS LHISEmERBEN, BEATFTEESEF iR EERX 4 RIZEE R
ERER

Ei@idiEATF HTML5 89 Citrix Workspace M A2 ERXHEIAINEE, BEHRITUTIRME:
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1. 7z Citrix Studio A1, 3% WebSocket iEiEZ5HEKIEE Ao

7] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

8 Administrators 1 Poligy0 LMJ Settings LmJ

Controllers » Allow file transfer between desktop and client
Hosting ?  Unfiltered User setting - ICA\File Redirection

&% Licensing Prohibited (Default: Allowed)

I StoreFront } Download file from desktop

@ App-V Publishi User setting - ICA\File Redirection

Allowed (Default: Allowed)
b Upload file to desktop
User setting - ICA\File Redirection

O Zones

v §3 Citrix StoreFront

St

m ares Allowed (Default: Allowed

[=5] Server Group 3 i
WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. 1£ Citrix Studio 1, &3 LR #HEHaHRER R A AL HTNEE,

3. 7z Citrix StoreFront EEiEHIAt, BENAREE, EEFEEIE Receiver for Web ii= T, AGEEER
14215 Receiver for HTML5 %5k = A Citrix Receiver for HTML5,

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage. bn Enabled

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddexd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... l [ Configure... l l Remove ]
For the best user experience, Receiver far Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance - =
Deployment option: | Always use Receiver for HTMLS - |
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service:  http://qzw53-ddc Website Shortcuts
Deploy Citrix Receiver
Session Settings

Workspace Control
Client Interface Settings

Advanced Settings

4., BEohEEEE Web JINRHARFSIE, £ Linux VDA 5E P& ZEHRIT— NSNS,
E@diEA T Chrome & Citrix Workspace W B2 ERAXGEHThEE, BRITUTIRE:
1. @ ERHEERER S A R AT AR,

2. M Chrome M _ER A REFFRER Citrix Workspace M 2.
MREEEERT Chrome 1 Citrix Workspace R ARFHINE “Chrome NARRF” 0@, EPHILFE,
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a) 7 Google Chrome FIERIEHENERT Chrome #9 Citrix Workspace, #HiEREET,
b) EERERS, BEigm Chrome M_EMAE (21 Citrix Workspace RZFB1EF) #9 URL,

£~ chromeweb store e d

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Overview Reviews Support Related

@000

c) BEHEFME Chrome LU Citrix Workspace R #Z2F#RI1Z Google Chrome 1,

3. £ “Chrome BAER" WELEE “ERBTF Chrome & Citrix Workspace R BIEF",
4. BAEEEN StoreFront MABEHN URL.

MREZHIBENT % URL, BB S,
5. BEEMEEHNAEFSE. & Linux VDA 58 FIFIEEZERIT— MR Z N X%,

I

July 7,2022
KESABTEEUTER:
o EREEMHA
« HDX REHZE

- 3£ GRID 3D B
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o EFXABEIEKE]

o Thinwire ##RAER

BB &R

April 18,2024
eSS MA5ER Linux VDA EREEFHIE.

BXFAER, BERAARERMLEAED .

(=1

Thinwire 2 Linux VDA RERMNETABZRAER AR, ZREARF—BITEN LERNER G (BEENS) 3

F—aHEN EH#TET.
ERMIIR RIS 1T EEER RS ERABRRARR, HHXNFRAGIRMELTED:

o RIFBIER. XERIANEE. TRATHMEE. EaHRAFME Citrix E#5%#Z Thinwire, B Thinwire B
MU SEITEAREAT BE. HSRMEEEGREFEEI M.

o HWENRHE, A Thinwire i2(t2R H.264 5 H.265, L HBRAEMTFRERERBTMHE, £H
REASER 3D BFEMNER T

o HXEHTUBIXIH, Thinwire FHBEEN ETHEAIRBBNE SR (M. 57 3D). BIEEREEBH
BRI PER H.264, EZFMEMFER H.264 MA%FIS2E 21 HDX Thinwire i R REAVRE RIS HEH
H.264 SRR H#H1THRID. WTFRENHEHRES (XA METER), MR EREGES (JPEG.
RLE) fiEERF. APAFRBUTHEL: SHERNHRE. REMMASRE UREEMUBRB\EMAER
BREER. BRALINEE, HEERIGEFERAMMARRIDSHITERERIFINER (BHARE) HExtx
MENNXKE, BXFAER, ESREREKLE,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIZE (BEUTHMERERIZE) JUATHERZEAERARNEEH#TTE:

o BRENEEEERE
o BfRhnEER
» MIRERE
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HiTRIE
Thinwire I LB HITRHIBR AT S RIZS SFMEL (FPS), B2k CPU SAEMFHEIRS. BAMERLT, LtIhkER
FERARS. BERERALLINEE, BEELZN VDA LiETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

7£ Thinwire 3% H.264 BT “TitE”

RINERT, MENFEHES, NREREBRKIENTHRTREZDA H.264 A2 JPEG.

H.264 w3 rIiRH = MR EGR R E, ERMMRRIESHITERRBIZEIZEED, RINRENRIFIMER. Z&F1T
PR ER JPEG, ERERMMRRL AT ERRRENTERIRRGESR. MREFIHAZRERE H.264,
THREIRER T4, THRMEZERELRE JPEG,

U ERim<FEES H.264:

« Citrix Receiver for Windows 4.9 2/ 4.12

« Citrix Receiver for Linux 13.5 % 13.10

« iEAT Windows 89 Citrix Workspace B2 1808 RE Sk
« JEAT Linux & Citrix Workspace FZfBi2F 1808 ME =R

BRI REMNERMARIDSRHITERRIRENFAEE, FSRANT EREREENETERILZE,

¥ H.265 MT4R RS 23

M 7.18 hRiE2, Linux VDA 2#5EM H.265 MA4RFISEE X ITiE E A M AR TRE M IR
IR IhRER T :

+ Citrix Receiver for Windows 4.10 %/ 4.12

« iEATF Windows 9 Citrix Workspace R F#2F 1808 RE Sk

o EMILITHRER &, 1E7E Linux VDA M1E ik £ R Ak IhEE, WREF A GPU R DXVA EO#1T
H.265 fi#65, “EAZ89 H.265 f#h3” RESIRERFRBEE, IHFOREER H.264 MR FERDSR. BXIFAE
B, 1F5R H.265 14D,

£12 VDA LB F H.265 B4Rk, BHITIATERE:

1. BRERMMYRIDEESRIDRE,
2. B 3D B TEAHM LR,
3. HRERMIRERSHATERARBRARRE, NRENHNBIER.
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4. WHIRMEFRERIEARIRE N TR TIBE TR,

BEEF IR EEA H.265 w3, 1550 H.265 5145,

%1% YUV444 2t 4mig

Linux VDA Z#F YUV444 34 4RB, YUV RREARsASMEEIREEMACE, YUV E, Y REEERIH
luma &, UV F®xReAs; chroma &,

ALUSILLIIEE R T

« Citrix Receiver for Windows 4.10 % 4.12
« iEAT Windows 89 Citrix Workspace 12 1808 RE Sk

S0NE—HY. UV EHYNES 8 s —1FH. YUV444 3R 24 (I/GEMEREER, YUV422 BURS A
ERMEEZEHZE UV E, MMERTEREERRN 16 (iI/18R, TRET T YUV444 0 YUV420 ZEIBEWLL
L3038

Yuv4a44 YUV420

Ch (L[ (| P | =

272 VDA LB R YUV444 IR44E5, EHITLUTIRME:

1. BWRGER MR EL SRR TEERBRENHNENRER.
2. HRBARERERBIKENBETHRREHRTE,

RIEHRARERBTIIERR

BERIBH R EEERBRTYMES, Citrix 1858 7 HDX 3D Pro B4R,

fEF HDX 3D Pro #+4i2RT, VDA mILLEIERIE LIt B HREHIRET RAEERBRERGOIMBIDER, X—#H
1EThEERR 1t T — M ENE M E AR E BIHLE.

RINER TR, ERAIIIEE, HETUTH<:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

BRTERLLINAEZ Sh, ERAILUETTIU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent S#iCEFRERBRNE L. KENERS, EFMRBEN, ERMERE. BNAETEERN 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENFREEFRIEFE, WSEHNNRLATREERE, RARKEEMHOIN. BEBIEH
EEHEN A ERBRENRNN, BUSIFA LARRILL R,
B Linux VDA Thinwire ST#FHISRIEHIEETIR, BSRHEREZ IR,

BX Linux VDA EMZBEMBXFEENER, 1551 CTX220128,

ERRERR

BAVEEM Linux 2IFPETHERRSETRTATETELRERR, RGN TEEGRESXEMZEHK
B EFARY T o
EEMABER, BERUATIE:

1. 7£ Citrix Studio /8 BER RSB TR R,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 269


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/configuration/policy-support-list.html
https://support.citrix.com/article/CTX220128

Linux Virtual Delivery Agent 2203 LTSR

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAREHET ctxslider &%, WERHEERE5 U,
AR

MRERMAREFERBIRENRATHRALHETE, WAZERBER Ul

Image Quality - =
Let the system decide Pixel perfect (lossless)
4
Bektter Better
Interactivity Image Quality

BUTE AT AR (LA .

 EENEGRE, BBBER, BRZFHSEEN 0-9
 EFARAEXIRE, BERILRFIRE,
o EUMEIEHRN, BEREERTE.

HUEHERR
WEIEEERMMHERRI

BITUT L KEEEEERBHEMR (0 7R TW+, 1 RR2FIREDSR)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->
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HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

BITUTHRSRCERTERMEM H.264 (0 RiRFEFEM. 1 RREEFER):

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

EREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

HMERTIEEEA H.265

TUTHSREERSEEFERALRE H.265 (0 RiRkFR. 1 RTEERER):

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

REIEEERMM YUV EIDS =

BITU T e RGBT EREAHF YUV RFEHR (0 FR7 YUV420; 1RTYUVA22; 2 RRYUV444):
AR NHEEERMMARIGEN, YUVFormat BIEABEX.

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000000"--force
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KERTIEEER YUVA44 4R

BITUT L REERRIETMER YUVA44 BR44RED .

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

Y YUVA44 e Fia1TIRSEY, 45REMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FERBEMHHED

ETUTHS (0 RFRER, 1 RREARER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

S—MAERER nvidia-smi &<, MREEFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
|=:==::=:::::::::::::::::==:=:==+=::=::=:=::=:==::::::=+:==:::=::=::==:=:=::::
| © GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/JA  42C PO 14W / 31w | 207MiB / 4095MiB | 8%

Default |
e e e +
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| Processes: GPU
Memory |
| GPU PID Type Process name

[ 0 2164 C+G /usr/local/bin/ctxgfx

| 0 2187 G Xorg

o +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60 off | 0000:00:05.0 off |

off |

| N/JA  20C PO 37W / 150W | 19MiB / 8191MiB | 0%

Default |
o e it Fom +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [

<!--NeedCopy-->
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NEFREIEHRNEE:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro %5128 E421n&

MREFEEMABER LLKEBELAH, H1E NVIDIA GRID FaER SR A

1¥E Xorg HiRAE

Xorg WEEXHinZ LT Xorg.{DISPLAY}.log, 1T [var/log/ x4,

E R 7] Kz PR
3F vGPU, Citrix Hypervisor #ithiz4 48 27 ICA SEASERE

RS BEETUTHSER VM ikt VGA 15518 :
33F Citrix Hypervisor 8.1 &EShRA:
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

x4F 8.1 Z#i#9 Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 R FZHEEBEN T#1T YUVA44 TEH-4RE5
W RIS E B AT TR, 7£6A NVIDIAK2 ERMERT, AR BN ARF/KESENSHIRRERERE,

HIizEEZE N NVIDIA K2 ERAXFAEEBERNA T#HT YUVA44 BRI, BXIFAER, BSRIMRmE IR
18 GPU X#51%R,

R Gnome 3 fEEETRRIE

X2 Gnome 3 KESIEFNHIRS.
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7% Citrix Workspace M AEFEHOA/NN, B OpenGL/WebGL M AEFTERIFHEN

8% Citrix Workspace MARFEOANRKRLERFEIYE. NVIDIA ZRRHEFRBEHFELNICRES, HIIEE
KN AR F I ARR MR, 150, WebGL ExEk lightgl.js ATeE 24 M 5%, 5= Rendering to this
texture is not supported (incomplete frame buffer).

HDX BREH=

November 4, 2022

BhR

Linux VDA S5 HttENRE LNRIEAR HZ 8 SHNEINKEEFR,
UT TSI SERRAZRENEEEMARRENIE,
BEHERR, BRITUTERE:

1. EEHNKSENENKEF, BHRESHZENMHERAZHNES.
d - Desktop Viewer - [u] X

Activities

Share my screen

View someone else's screen

2. BEERIFHXA.
HAHNRREAEABE—ERYE, BEIGFLELAERAEEZERE.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer - s} X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X
P e HDX Screen Sharing Viewer I:]
6. EXRETERHERIIEOKR), FREHERITERSLHNET.
[* L Desktop Viewer - a x

Activities [& Unknown =

HDX Screen Sharing Viewer x

EITRLGL Disable scaling Aug 2 3 -] zh = q
i
@ )

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. 7£ Citrix Studio #/a BEIF IR SIERIB R,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4. EERNPMERAVERIRKO 52525-52625,

5. (Ai%) NREEAR GNOME 2489 RHEL 8.x 3 SUSE 15.X, &4 GNOME shell R &AM B, WA
Applndicator &#F:

a) E7H< gnome-shell --version MtZE GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T% GNOME shell
HRBYT B, fla, MRE shell lRzK 3.28, MATLUEEY Bk 24 5% 26,

v #
.lc GNOME Extensions Add yours Installed extensicns: About
ErTIRSIoHs

application.
=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0
i Adds Applndicator, KStatusMotifierlterm and legacy Tray icons support to the Shell

Extension Homepage  htt ithub.comfubuntulgnome -shell-sxtension- appindicator

Download 328 bl Extension version.. ~

C) BMEETHMHEE, BWIAEEEN metadata.json X8 uuid EEIRE N appindicatorsup-
port@rgcjonas.gmail.com,

d) i&fT mv 88$ LU appindicatorsupport@rgcjonas.gmail.com B£#50% /usr/share/
gnome-shell/extensions/ FAMNME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t F %A,
B

BUNBERT, RAERAATTLULE appindicatorsupport@rgcjonas.gmail.com B R+
metadata.json Xff, EXIFRELEE, EHFEME P HAERIRE metadata.json 314,

f) =% GNOME Tweaks,

g) HEEIFEP, EBIRIRFR ALL+F2, r M Enter @xi@idizfT killall -SIGQUIT
gnome-shell ss<REFHME GNOME shell,

h) #=2®@FEH, i&17 GNOME Tweaks, #AG7E Tweaks T /3 F KStatusNotifierltem/Ap-
pindicator % #%

6. (A1i%) WNRBMEARM GNOME —ii2% %M Debian 10, BERRUTHFEUREHEA GNOME R4 EE:
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a) 87T sudo apt install gnome-shell-extension-appindicator &<, HfE
GNOME g ERIZY B, B REEIHEEENER.

b) EEIREDIER Tweaks.,
c) 7£ Tweaks TEFERET R,
d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Move applications to specific workspaces when they create windows e
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

ARE

- REHZIEETRZE H.265 MST4RMES 2R,
- BRRAEYRNNAEFRIEFTA.

c BIABAT, RERENAFRRZAUS 0N EEEHZEHRERE. EEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE B, LHiXEH
AHEN, AFEREBESTHEMERERNSEIRT.
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EVGPU E+

March 11,2024

3F VGPU B 2T NVIDIA 8l GPU (VGPU) RS RWE . AXRMBEXERI VGPU BERHIER,

EFAIEVGPU Bk, B

« ¥ XDamage fEAN&EHR M. BEBRT, XDamage 21/ XServer i BiERF.
o ERE Linux VDA BHE CTX_XDL_HDX_3D_PROI&EBHN Y. BXNELTENGER, BEATE
BT R R R,
ficE
f&eg Xorg Bo &4

EAT NVIDIA B+ REFEARZ NVIDIA Rapigx, WeBoheEMigBEEXH.

BRATREMEF SHREHREAE /etc/X11/ THEMRRBENF:

o ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, ST TIRIEREIEREE M4
1. 3% driver_name & AL IREHIERF B R
flgn, MREMIREHIEFZIN intel, TUBREXHFEFENRN ctx-intel-1.conf,
2. RIS EHIE 1S B

FMEREEXHHB—EEEA “Device” NES, XBOWIRE, ARNBIRDRFES. BEHRM
THASAREIEFE R ZAIATRATASR. ERAEABOIRNE, FHITUTIRE:

a) BEABERNISHRENEEUTRES SR ATUERASNESEXF. WIAERIET Linux VDA £
EN, EREREREERAYEEXAHNAIFRHEEEER M.

b) BANE B “Device” #5E%12 ctx-driver_name-1.conf,

3. BITUTEHSRIGE MR, LUEE Linux VDA BERZIRBITES R 1 RIREMEE N H&E R,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy—-->

BRI vGPU Ef

BUAERT, 3EvGPU B INEER T 2R, TLUEfTU Ti<$¥ XDamageEnabled EiZEH 1 EHBR.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

HFEHEER
FCE iz 440 B I i h 9 ELBD

MREALTEAMIEIT ID NBERERFR, BFfFERENIER, WELEAFHHIER AL HELBRE NG EER
Jopt/Citrix/VDA/bin/setlog ##i& GFX_X111i&&# “verbose” FRUtEREREELUHITIAIRE,

FREHI TR 4RD

i ANEZELACEIER

BT XA IEKED

July 7,2022

BT XANSIEKNEMTEENEARESIERG I, BEEREESERELER, WERABNNREREEHE R
EHIEZGITAEEERIER. JMIEE—BXEKEH, XEAREENMNKIERELETR, EREHFEBXIEBNA
o
HE:
BETFNANKIEKENRBTFREMEE, RS RERETLMEILEIELRS, EaLRE—EAINNERIERFE
ERERME, FERALLIHEER, BIMNTRIIRENEETEMME, B2, HRITBNEELINGESEMR2ERAE (R
ER) £56R,
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RIFKENBTF XA, FERTRAFPRENZE. STEKNTEERTREMEREGNES. REENMIERTHESE)
BETREEGNINSIENERBANSMN. AT BERHRRMELR, BEERS[BJFA I Internet thistiak
AR A [B) 5 HAE B

RIREAAKR, BEASIEKIEREERERE ERREMEMKENINL,

PR

s EEANNBNBTEEANSIERRZIHIRIEKE, EFEARIEKENINEE, BESLZANKBABTEER.

o MBXIEEFEAIEAR NVIDIA IRchiZF ML REM IR H.264 5% H.265 RBER TiafT, WALZHFSIEKED,
FARBRRIEKE, (FEXWERT, FMFRFPH NvCaptureType €875 2.)

o KENXF BB R THAER AT Wlo

o WREIZ Print Screen BHRRE, 7 VDA RN EREETEIEKE, RITENERIEHSEREFIRE
iR,

Thinwire i#XE T

July 7, 2022

REROUARTREISLEREEZEPRMELR, Fla0, 7 Web E LR TITESTIR. T SMTBELE, BEMRAT
BF RN e T ER B,

E7.17 R, EEBEARRRIERERTRESAE, FERRSERENRURERE, HERERENHARRE (16
fiisg 8 (IE), BR, BHTHEAF REFEMEEE. HDX Thinwire RERIEMER RS IAEHSEGRRE,

BiRA 7.18 2, EUTE—IERT, HDX Thinwire BUIASNIREM#XEFER

 BIAHEMRT 2 Mbps.
o MBIEREEE 200 =70,

EUAEX T

o FIERSEGERREESE.
o XAERERER,

pign, ETEF, AHEXAERRALTENRS, ¥ FH e RAEEGESG, BGEREESE. LA EFEERETEE
SAE, MMESEGMXREREERE, H#HSERE M,
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Features

BRFLESRIEREG, BRENEGNXAFZRHUEITHMR. W, £ TEF, FBFBEsREaRiE, BGRU

RREET

Features

NFEG, RUERBTIRIKAG R WTFXE, HESIFEHBRANENED. RUIERES M LHET, LA
Al SR AR B N R B B AL MY HELAEIR

BRETE (D MEdBEENETRIEFN H.264 #1TEE,

NI fE R AT TR T
BINMERT, HHIEANUERERKRES. F RUARE) NEMSLATRESERKS.
FEUTERTEREXEA (FER) HElR:

o MERE = AT LHE
- BREELNEZEAERE =8 U
o ERTSIRMRIDRHITES = HNBIER (FE2F H.264 1Y)

AR TR ESERARSE, MREMUTERZ—, NIRRT

. AIEWEETF 2 Mbps
. FAIDRIB 200 =

REEXRE, ERRAPRERKEE 10 #0ehedia), BMEMSRGEARF IR,
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BUUETURIVITA

LGB BT U T e L Bt SR BT

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hep, <value>:

0 =9a&XA (EREABERTHBRER)

1=85 (REMEZRRTIR, RINE)

2 =1RFR

RFEHRR (1) B, FLUETU TSz B UE e EE:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrh <value> Jy < @&, L Kbps J&Ef> (BiAfE =2048)
5l 4096 = EH AT 4 Mbps A BE#HINER
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRHREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B AR HEL,

R

July 7,2022
ABHNBLEUTEE:
. ZAuIME
. B IME AR RERS
. HBREHBES

o R
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o XFLHEZTHA

ERinEmNEHmESE (IME)

July 7,2022

R

HIED IME RANFTHFR, flinhx. BEMSAEHEFR. B S5EFiE LM Citrix Workspace ARFHEH

£ IME (%30 Windows 7s#]l, CJK IME) SBALEFF.

[l = =
T

fER% Linux VDA BY, 2BEzhR#EILIhEE.

fERER

BE$TFF Citrix Virtual Apps = Citrix Virtual Desktops &i%,

RIEFEEEF K L BRENRNEUFEERE A% IME Thig,

BA0ia)

o BN E Google BFRIZFWETIE, FREFEAEF I IME IR R TRFRANFH.
« RRTE B FRPBHEAEF K IME 1588
+ IME AP REAFERANKI PRI AT,

%Fin IME R RERS

July 7,2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

288


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/configure/keyboard/configure-server-ime.html

Linux Virtual Delivery Agent 2203 LTSR

R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ERILLIRER ARG ERMN

1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4% LEE IBus MER, &
SRIRERR B EIRER Y, Fla0:

o Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods
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+ Debian: https://wiki.debian.org/118n/ibus
« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMRERETIRE, BELHSTERIZNETEERTE,

BRMZRZINEE
HKINBRATEZREEF G IME BFRRERS . ERANEALINEE, BRERFIRRERFBRT M IME SUETHEESR
B, @@l ctxreg LAERFRE MR,
AR
ERPIREZMBERESHM IME BUHIHEERMM AR S T EMRIGE, TUNAEEEENEPITENIT R
SHRMEFEXR. A Linux VDA EREMFRISENAEIZ VDA EHFrERIE,
- KERFIRREMERTSH IME SUETHEERE LS B ZEAET % IME B RERSIhEE:
1. 7£ Studio &, HBEBELEFER, REEFLIEFERE,
2. BREFPIREEERERTSHM IME SUHINEESRE,

Create Policy
Studio Select settings

. [-Nl V%r?ians) i | All Settings - I Keyboard Layout SyncT X I
Settings: 0 selected || View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRTZANER,
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4. REER,

Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled &
Disabled

Support dynamic client keyboard layout synchronization

|:| Use

¥ App Support dynamic client keyboard layout synchronization and IME improvement

Virtuar DEMVETy RGNl ZUU0 NIOTSESSION UJ, 2000 JIMgE=SESSTOn U, Z00> Wioises 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization” equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019.
The default is "Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For non-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|ICA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE =TTk

- BEA: ZHsSEEGRESNEA i IME AR RERY,

- ZEEMSEFIHBERTERY . BRASBEEGREEY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;3% DWORD {&.

- XEDSEFHBEEMFEES N IME I BRDSEREGRERASMERE IMEBRR
"R, mAZEEUF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1mAy DWORD &,

o BE ctxreg TRERFHFEIMRUBHEHERAZFiG IME BFRRERPEE:
ERRZIEE, BETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
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SyncClientIME" -d "0x00000001"
<!--NeedCopy-->

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "0Ox00000000"

<!--NeedCopy—-->

SEERREY

July 7, 2022

AFT, Linux VDA MEFimigE ERREBHRBLIER, Fi0, HEFIREELNREHREMN ‘KB BEh 58,
87 VDA LREREY, AIRERHIIRRIRGYR),

Citrix @3 Bz VDA WREF /ST IHEENRER BRI KRR D, ToANEFHRE LNREFHR
£, VDA BEEER MG LR,

AR

iEAF HTMLS 89 Citrix Workspace M AEF A2 H5ahSREBH/EE S L.

ficE
BRINERT, SEEFRESPELTEARS. EEAREALLINEE, BRETF HREHRBRFETSH IME SU#IN6E
HBg, i@ ctxreg LRAREFRETMER.
AR
ERinEEHAERS M IME B#HINEERRNRALAS TEMRIGE, TUNAIEREENRPMITENN R
RPHFIENR. 47E Linux VDA EREMRIGEN A% VDA LB RIS,
« REXPIHBEEFFESH IME SU#IIERK B AN ERMNSRERBRPIEE:
1. 7£ Studio A, HRPEE, AEEFCIRERK,
2. BREFHREHF/REDM IME BUHEERE,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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SZAILThEE, BEITUTH !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,
N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

MpEE

November 27, 2023

BJLATE Linux B AN ARFSIEPEAREERE. REESECWASBFRNTERN 2 RIHRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIheeiEA T RHEL 7.8. RHEL 7.9. RHEL 8.1. RHEL 8.2, RHEL 8.3, RHEL 8.6. RHEL 8.8. Rocky Linux
8.6. Rocky Linux 8.8, SUSE 15.3. SUSE 15.2, SUSE 12.5. Ubuntu 18.04 #1 Ubuntu 20.04, &@AF
iOS #1 Android #9 Citrix Workspace W B12F 5z 1% I8k,

BRNEZRZINEE
ZINERT, ZINEETERARE. FTLUER ctxreg SLREFERANEZERIZINEE. 4% Linux VDA EMThEERREN A
Fiz VDA LA HHFIERIE.
EEBIINEE, BHRITUTIRME:
1. BEEBETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "

Enabled" -d "0x00000001"
<!--NeedCopy-->

2. 7£ Citrix Studio 1, BEMETRERIKIZENRIF.
3. (713%) 3¥F RHEL 7 #1 CentOS 7, EfTUTHIEZEEMANLL (IBus) BEREIA IMBRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

ERMIZIEE, BEITUTHS

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR
ZHIMIEEBESERIFSIEREHEERE R ST IERE M.

PRI

ZIhseTE Google Chrome. LibreOffice ME fthi FZF P AIRET A IE HiBlTo
EEFURBENREEERETE, BREFEATER, AGBRRETHIBATR.

£ Web HS 8P M—MANFRRE B HES—MANTEREN, RREAFTEFET. ERRILEE, F2EF
BMATE, AREEEFEATR.

EThEEFR 245 Unicode FRMNFTFA (F3, FX. BIBNEHEFR).

RRBFEATEBRATR.
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MRS5S HIBATRES, EXMERT, BBMINAREFEOXE LRSFERUISHAFTREEIRS
(1L SEVA=1

« BT Citrix Workspace R A 25 Huawei AR BIEERA MR, FIEMEEET YIRS, Wi
B ERE Huawei FiR B L,

XRZESHEA
July 7, 2022

B Linux VDA kg7 1.4 &2, Citrix FiNTWERHBHNBREFIZE. AFPAIMUERS Linux KEFRNIER AR
FREEH Linux RZ A2

B2, HFESES Linux KEFRSESEMN, Fib, Linux VDA ERNA#IES =N T ELAHINARZERA A,
b, AREEUEE IMERIES (B0, X, BiESEiE) BAND. TUAREFRIERE, BRHBTEERERE
Z B,

AT RRXERER, NN EIXAMANELAGTNBREFREESE. 8d1EEE, BRUUENBREFIEHRE
AR SS280n IME LUNFERERE Z BT,

[T

TEILIGEA ctxreg SEARRFRANZALIIE GUABERTERER). A% Linux VDA RSS2 LAINEERCE R A%
VDA LR #HHIFRE N ABERF.

FeEEmRmA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, %
E4% DWORD,

EERILINEE, EETUTEH:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

ERAILLINEE, BEITUTa<!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000000"

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 298



Linux Virtual Delivery Agent 2203 LTSR

fERER

AR o
1. B8,
2. HRAMERXARANERBHNARERF. AREPVAEFSUSETIES .
3. MTHIRSPEFKIFMES LRNARIES GNR) .

£ T ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4, MNTFhgamiksR IME SiBEHE,
5. A% IME SiBE2HERBNES,
AR

« 7£ VDA IS L ENRER RN, EHIRTIETT Citrix Workspace M AEFHIZE F ik L (EAHE

FRRERR.
« UK accountsservice R BALKEIRE 0.6.37 ESRAS, 7 HeEXKISMIBS I HEEFRIT
®E,
o | < | Region & Language ‘ Login Screen ‘ [ = x
anguage English (United States
Formats United States (English)
Input Sources | Options ‘
French
German

L] =l
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ZIRK

July 7, 2022
KESABTEEUTER:
o ESMTRE

¢ NEBRABEEM

» HDX MERENASAESS

ENTEE

July 7, 2022

BENESRRIAL FERARE. ©XFLT Citrix Workspace R BEFEFiG:

« iEAT Windows 89 Citrix Workspace R 2R - 2109 KE= R
« AT Linux 89 Citrix Workspace R 12 - 2109 hEShk4
« iEATF Mac 89 Citrix Workspace R BER - 2109 REEHRZA

YEERFEIIRPNEF RN, BENSMEIREBREM.

ERREN SN, BEFFHTE VDA LRESMHEER, BENFMMRIEMZFENSERIMRFLLE,
LURM M B S 5RALE,

TRETTBENSZMS RIREMZ BBILLIRE

EPEIVA=Li IRARE T
BRATIURER: 48 kHz RATIURER: 8kHz
IAERE BEE

e
7 RHEL 8.x k1A PulseAudio 13.99 s{E =k,

7£ SUSE 15.3 1A PulseAudio 14.2 s{®Eshikas, #£ SUSE 15.2 Ef#ER PulseAudio 13.0 SiE S ks,
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MR ERABEER

July 7,2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4
Linux VDA:

« VDA #1E%&%:: Ubuntu 20.04. Ubuntu 18.04. RHEL 7.8, RHEL 8.2, RHEL 8.1. SLES 12.5
+ VDA tHyRI%IEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 SiERARE

EENRBATEER

1. 7 Citrix Studio #1, ECEHELIEENHENBTEEMNIAWFHIRM URL ELEFIR, RIAMERT, RKEEN
AREEMRENRIF.

Edit BrowserContentRedirection

. ! 1
Studio Select settings
(All Versions) o All Settings ~ | | Browser X
Settings: 1 selected __| View selected only
Settings

Browser Content Redirection

Users and Machines Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites Select

Summary

v

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

v

v

MEBABEER ACL IEEIRBIEE AT UEANSRABTEERR URL BIRIFFIR,
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 303



Linux Virtual Delivery Agent 2203 LTSR

Edit BrowserContentRedirection

Studio Select settings
[(A" Versions) - v ﬂ Settings "‘ ’ Browser X
‘ Settings: 1 selected [ View selected only
Settings
y ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. % VDA £Ay Add to Chrome (7102 Chrome), M Chrome W _EREBIEAM Citrix F SN BRNEEER
Y BIEF. XiFMEETF VDA LRREasN (EESMEIN) URL BES5AYFSIREAELESIRITE.

BE:
BRI EARFEIY BIEF. X7 VDA L7310,

Chrome I REFETEMAFRRE, FTREEMESWGEIEIRNEMIRYT BER.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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HDX W RS ARSRESE

March 28,2023

pu

7£ Linux VDA £iEHIE{THISAS N R A2 A A A ITEB] LAER HDX M BEATSIERE IR IS B G FIA
BERTERALIIEE. HANTEWNERALRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LI ARAMBRENRN, XML ERGVAELSE S H.264 RERLIXEITTE
MRIEPEITHMRR N AERF. HDX MEREGENMSAEREERRETE A IHRERRNSREAERRARBIR R BHTR
IREBSR, HWHHITEIRABMES. BRIENHESRHBNGERRNLRRAEX AR ENIREDIERF .

ERIRGIESMEBRGENEERS. 25, FRROGIRZEFTUERETEHRSSE. RSBFEERSMRRE
M, BEERAIEENKETAERMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured N
video
)\ stream Meeting
- -
HDX webcam server _bDecode Oiic@ _— conference
server
Encode and send Send througha
. through the HDX . native app

Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams looks and acts like a
with dedicated on-board normal webcam to the
video compression (UVC application.

H264).

AR

o IIhEER TSR B Citrix Workspace MBEFZ P H.264 15T,

o SEFMIMEIRET 9 ERAE 48x32 2 19201080 2z id.

o {FEREMSIRENE, BE7M Citrix Workspace R BIEF T A= iERER USB i8%, &N, mlaEsHM
=g N: Ol
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings

(O Connect automatically Preferred Webcam
(O) Do not connect Automatic

(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

S #59 Linux Z17hR

« RHEL 8.4

« RHEL 8.3

« RHEL 7.9/Cent0S 7.9
« Ubuntu 20.04

« Ubuntu 18.04

» Debian 10

« SUSE 15.3

« SUSE 15.2

« SUSE12.5

% #% Citrix Workspace M Bi2F

HDX MR EGANSAESE S 7 FhiiAs#9 Citrix Workspace M2 :
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T8

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B LUET %% Desktop Viewer £ NA MG IRENIRE R EERBEBRIAE

%O
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic
(@) Ask me I

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect

(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA 2¥%m/E, WIE VDA 2% 8587 Delivery Controller 3, UKRBEAEM Linux SESIEEEEE
B4R Windows EIERIhE .

2. WREEI VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
B LUSEHRMNEREVESR, WREMN VDA Ti5i40 Internet, B%2SE 3,

INREH VDA EE7E Debian 10 L, EHEEESHNAZMRA LET. T, BEITUATHSUEREISH
BRIz :

sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy-->

N VDA #ZE7E SUSE 15.3. SUSE 15.2 8¢ SUSE 12.5 t, BT Fan< UEM ISR MBN AR H EH

Bah:
zypper up kernel-default
reboot
<!--NeedCopy-->
ctxwcamcfg.sh MizEEF:

a) £ VDA k%% kernel-devel fziARZiERTE (DKMS) 2R,

« kernel-devel BFHERERRAHEINNEBENAIZER,
+ DKMS BT ahSEEEMMERENAZRIR,
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=

AR
£ RHEL 71 CentOS %% FRf2FE, ctxwcamcfg.sh MASEER VDA LREHEH
U8R

« &AT Enterprise Linux (EPEL) B985 R E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback & F# v412loopback FiEAEH A
DKMS £ v412loopback,
v41l2loopback —MaFELIE VAL2 IR EIE & HIRIZIER,

¢) i 1T sudo service ctxwcamsd restart @ %, Linux VDA KM LB GV R S -
ctxwcamsd - EFBEIFINE HDX MLEIBENAMSAELRINEEN v4 12 Lloopback WiziER,

3. REH VDA FixihiE Internet, EES—AITEN _EMEZ v4l2loopback WiziER, REBEEEHTE
B9 VDA,

a) HEE—AHEIFIN Internet ERZARZAS VDA BRINER T EN. uname -r HSTBBEHRRIZAR
s,

b) EEMITEMN L, &fF sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x M&EK VDA E%IE) /var /xdl/ FTANERITEN.

d #ERIHTEMN L, 517 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
MAZIER, MBZHSMMETT, Wi /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®051bd227a9c94cl/$(uname -r)/x86_64/
module/ BE T8I v4l2loopback.ko 3tff, RERTEETT ctxwcamcfg.sh BIZBI ] gE & HER RO 4
Ro

e) ¥ v4l2loopback.ko MNERITENEHIZIEM VDA FIEHEETF /opt/Citrix/VDA/lib64/
7

f) #ZH VDA L, %7 sudo service ctxwcamsd restart &s$UEFBIHMLREIR
3 E v4l2loopback RiziER,

FIMNER Linux VDA

January 31,2023
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BhR

RIDNEH VDA £FH 3 VDA S0 Active Directory 15#17 VDA I 51, SIEZRMAEN VDA R, &F
ERMATERY, AR VDA TMAISZFITE, Eit, FEREMA Active Directory 38, AR MARIMNIEH
VDA Eah=iElY, VDA ERAFATER Citrix Workspace BRI F & el A#Bg kS, VDA HE—1
BEMERD, AHUBRETIKF EMRZED#HIT SSO MAFIFEMERE. NMREER THENEN, SSO MIIFEMERFRK.
A SSO, ESIE SSO S5k,

BE.

+ Citrix DaaS Z#RIMANEH VDA,
- EEHITEsaE Citrix DaaS £&BE,
- AUEAEZHRASMEIETOIBERMANIEE VDA, Citrix DaaS a9 FmEm SRR NG VDA,
- A& Rendezvous V2 EZE R4%id Citrix Cloud Connector, &N, #471% % Cloud Connector
7 8e%% VDA 5T EERE.
o WJfER Machine Creation Services (MCS), 7 &EBIZRIMAIEA VDA,
- MCS REHEFRNARSS 3]0

EATFARMAIEA Linux VDA HIh8E
TERIMANIEE VDA LeliZEFIEERMNAMAR

FTFARMANIER VDA EREN=IER, VDA EMIEEFRINBENEARF, VDA BREEZBETER Citrix
Workspace M BIEFHBA A NIEAMAF . FALIEERAF BN, SERPMNAFIRAR (UID). 4 ID (GID). *
BRMER shell, EFERALLINEE, BREUTHSE:
1. BT TS AIZThEE:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. £ VDAMRERRETH /var/xdl/getuidgid.sh MadisEUTREL:

B MBI AE tAA
uid B APHRART (UID) 28 Linux 94

RAEPNENAFHNES. ©AER
PRI R L R E R

gid WE (AFRIRTT (GID) ERFRTISTEAN
/S
homedir AJiE Linux X EZE2HERFPNER.
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B WEEANE iR
shell A B shell REAFEREAFKF

BRI AP B9 shell,

TER getuidgid. sh M#ERE:
AR

BHREEMNAPIEENBIEE M.

#!/bin/bash
HUAHHBHH AR HHAHH A HH R U H AR AU H U HH A H AR H U H AR H U H AR HH ARG HE RSB HHRHHHH

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"

echo "gid:1003"

echo "homedir:/home/s$1"
echo "shell:/bin/sh"

}

get_uid_gid_for_user $1
<!--NeedCopy-->

3E SSO S A3

ZHABERT, Linux VDA BERESER (SS0), APER—AEIEE R Citrix Workspace M F1EFH VDA £i%,
EiLRAPERA—ARRNEIESE R VDA £3F, i57F Linux VDA L2 SSO, BXEMEE, i525083E SSO 5%k
jlEo

Rendezvous V2

FiFRIMNIEA VDA {8 Rendezvous V2 £33 Citrix Cloud Connector, BX3FHE L8, 218 Rendezvous
V2,
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BIERIMAER Linux VDA

i MCS 7£ Citrix DaaS #alZERMNER Linux VDA, BXFMES, BESRIERIMAER Linux VDA,

RBRSZHFTI &R

September 1, 2022

Linux VDA 5REE S 1551 %

Studio  EME

i mEMR  KE EER BIAE
A%  UselLocalFimeOfCli€Mrt  fERAMR
AT %N Xizhl  SERAY
B E] X
ICA®E IcaRoundiirgpflheckEndhledERA
R1THE £@Ep (1)
HE )

ICA#E  IcaRoundiirlheckbAiRd 15
R1THE £BP

THEIE L)

F&

FNE  IcaRoundifirplheckihEnidlE& 2
ey £EF (0)
ICAF H54R

RITHE

tE

i

&
RS
Pz}

i
b
]

PR

g mloof
It
H#

LimitOvef@ltBw ICA\& 0

&t

LimitAudi@Bw ICA\® O

i
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REE
ERH
BE PRI
Ea

REE
RE [T
BED
e

ByMEAR
BEM
HEIIR
!

ELY
BEM
HEIIR
L EDz)
tt

XHE
TE [T
IR
XHE
E R
BRI
Bttt

FTENH]
BEM
HEIIR

Gl

=i
B KE E32S

LimitAudi@BwPercéoA\w

et

LimitUSBEA#? ICA\T

i

LimitUSBBMPercen€A\

&t

LimitClipBBW  ICA\%

il

LimitClipEgBWPer¢€AtH

&t

LimitCdmBee ICA\i

&t

LimitCdnmB®PerceEA\F

il

LimitPring8rBw  ICA\T&

&t

BIAME

0
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Studio EMR
R BITE= i B RINE

FTEDML  LimitPrinEBrBwPertéAYs 0
BEM
HHIR
HE?
id

WebSockitceptWeb ShifketsiConWeatiSsrkets
i

et

WebSockétbSocket&Piirt 1CA\WebSead&ts

HOS

WebSockéBTrustedEiginSdGAsbSockets

AR

AR5 28

FR

ICAR  SendICAKd&pHilivedCAR  FRix

REED #HEs  ICAR

7N 7N FED
REH
£ (0)

ICAR  ICAKeepAthE#TimedCA R 60 %

FEDD FEDD

& K&

B

ICA {5t IcaListenetBiftNurtder 1494

I 88

as

HDX HDXoverGb&#  ICA Preferred(2)

Bi&R

£

R®iED]  AcceptSessi@nRelidbAMEConftéEtions
FME EaE (1)

£ i3
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Studio EMR
R BITE= i B RINE

E#iE  ReconnedtighiliTrdaspn®end0%vel

Z Ul FisE
BEIAE EE i
&5 EE
fiFA  SessionRelighilityPGA\s 2598
Edka EEIE
as i3
=iEA]  SessionRétighility TieAgsut 180 #»
S8 EEIES
At i3
ZFim  AllowAutdEfientRetOMviect i
BEE FwmE (1)
Wk E L

EE
ZPig  AllowAudBRedirecEdn SAF
EINE (1)
EM
Zrig  AllowPrin@eRedir $TED AW
FTENHL (1)
BEM
Bzl  AutoCrea8PDFPrinef [EE4
# PDF (0)
BT
EN#
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Studio

ERE

FTENHL
xzhig
- BRS
MEE
i3

BRI
BIMER
BEM
el
UsB
REE
E[
el
USB
REE
TE R
Ty

%)
&ESE

IR
BE%Rs

=i
B KE E32S

DriverMagingList $TED

AllowClipBirard Rediftitx

AllowUSBRedir  USB

USBDevid@Rules USB

BIAME

Microsoft
XPS

Document

Writer

*,

Deny
5
Send
to
Microsoft

OneNote

*,

Deny

ZpPim  USBDevidg@Rules USB
UsB

&S

E M

]

MovinglnrgeComiteissiareCayfiuration

(1)

ExtraColofdmpre3dionwire BEZH

(0)

“\On
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Studio EMR
R BITE= i B RINE

Birsz  TargetedMirimumHAtaimesieiSdpsnd
MR

Birti  FramesPe®econd Thinwire 30 fps

MyE/mE  VisualQuaty Thinwire & (3)

==}

FERAM  VideoCod&r Thinwire &%t

SRR Gz

Foagis (3)

17ESE

fEAM  UseHardvi@reEncodihighor¥itkaEodec

SRR (1)

SR

4w

B

A AllowVisu@kyLoss|@dsi@arirpredsigin

BT (0)

E48

£ OptimizeF@EBdWorkhdadire E2 /A

3D (0)

RIE

AR

%

E®E  Preferred@otorDepthinwire 24

iZiNI=] fi/&&

EERE (1)

RE

B SoundQuAlRy =3 B5-5

2 EMIE
el

S
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Studio
R

B NG#R
b2 =2l
gz
FIRE
ARE
R
=3
speex
&
BrhiE
BEF
ImIREh

=i
B KE RIR BIAME

AllowMicr@phoneR&dir Y
(1)

MaximumiNgiberFfSEEsion’50
I

ConcurreitEagonsToEance2
b2

EnableAuit#EpdateOfticaitroftefs
Deliv- (1)
ery
Agent
®E

Clipboard8glectioriipdateMdde

PrimaryS#&ectionUgdaeMode

MaxSpeed@@ality = 5

AutoConrBetDriveskf& BEREH
E (1)
@/CDM

AllowCdrémnDrivesXff&  fRiF
E (1)
®/CDM

AllowFixegibrives X#E  AiF
E (1)
5/CDM
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Studio
R

R
WA
Eh2s

el
[T
Ehas

el

BHhE
TR

RIFTE
KES
&P
Zialf%
Xt

Mem
THX
s
Xt
=]
S
2iEe
R
%
RiES
R
SEm

AR

e KR TRIR

AllowFlopByDrivesx &
E
5/CDM

AllowNetvgaosrkDriveg &
E
©/CDM

AllowDrivefedir Xf&
E
i/CDM

ReadOnly#epped DiitfeE
E
©5/CDM

AllowAutdieyboardRlp

AllowFileFaansfer %

L]

AllowFileErwnloadc 41z

W

AllowFilertoad xftfE
L]

EnableSession|dle Bt
B 28

Sessionldi@Fimer|rgaiisl
N

BIAME

RIF

FVF

R

S=):

1440
Ak
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Studio JEffE
SR B KE E32S BIAME

#rFF=  EnableSeSBnDiscénhnctTimeE A

JEITHEY Y28 (0)
2
BrF=  SessionDiE®nnectEiBurPeridd0
JEIHEY NER] Sh
2RE10E

AR

2% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB 1R #hiX (UDP) 1245 4R, Linux VDA 7%
. BXFEER, BFSNEL AP BRI (UDP) RREH S,

ALUERT Citrix HF£#IGEE Citrix Studio FEBSIEEEITATEE:

o RETWITIIR . WERDXY TR IIERHISEHER 8 FRH

o [ETHITIIRIRE. RETHSIENREIRY. MRFEFTWNITNFHKENECRA, HEEDRIEFTIRENN
ERREEIRRRA, IERFEFER.

o BiFEEIRIEITHES . BESS A ERNSIERSISSE RS,

o BFEENRIETNSER: REMAERNRIETHEZ AR EER.

ENEARKIREN, FREXEREENEPRE—H.

TRIENREIRGIZIEN, RER—FRESHB. BXTM, BERUTRERHE: BREXAESHEE, BLARE
RERFETIRS. BEESIERTENRES, FRHEAPRAUEETNITIER.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay.

OK

A L7E Citrix Studio 7.12 ik EShRADE E LU T RS,

« MaxSpeexQuality
& (B#): [0-10]
AAINME: 5
HAEE:
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ESREAPEN, SMETERKA Speex iR SMHBHITRID (BBRNSMRER), Speex B—
MERERGSR, XEREESPRRNESESREERATES. SHM—EEZRMEEHETE, XAILUT
HEREM LT R Z BN G, KZHEIZE Speex HiTEZ@EIEETE 0 3 10 Z BN RESHIEEH, &
Bus, hERES.

&= Speex RERESIMREBNTERE (BEASMETERFEEMRGIRRE) ERRE Speex REX SHEIE
g, MRBIMEENF, FESKATETRN, XEKREXFRRE. NRSFNHREAR, FEJFLTE
HIRI, XBFREFRFRRK, HRE Speex REARENRA TEARRRILEER, KE Speex REHIER
RERBIUATHMA:

- F&TF&E Speex &,
- HIUBEREFINFTHEERS
BXIRE: SR8, SMEE[SRERE
« PrimarySelectionUpdateMode
& (&2): [0,1,2,3]
#AINME: 3
FHER:
EFHIEHET IR T BT RANGEIERN, REREEERR.

IR EES Linux VDA 1B P iR ENEREABR L ER S o] IE S VEMGR L E#. SO MEED:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
s +uesktop O35, 7.8 Server 05, 7.8
Desk‘top 05, ? 9 Senrer 05,79 Desl-:top 05 7.1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BERABREEREAEZR I LU REEN EEH
Linux VDA EHMEREABTEERERZ A i EHEIMER. FRKENIREABTEEFRENR Linux
VDA ERIZINGIR,

- INEERNREEREMEZFiH
Linux VDA M EARABEEAEHZFF iH EHFIINR. BARKREMNEXERNTEEEH Linux VDA
LRI NEAR,

- BPEERBTEREREIEMN
Linux VDA EM i EABETEETHZFF iF EHFIINR, BRKEEMNEXEERBTIEEAEH Linux VDA
LRI NEAR,

- EERAREERNERFHMEN LER
Linux VDA EMEEENBLEEEHEF in LEINGIR,. BF K LT REABLEEEH Linux VDA £
BUBIMEAR. LEET A ERINE
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BXIRE: BEREEADEHRER
+ ClipboardSelectionUpdateMode
& (#2): [0,1,2,3]
#AINME: 3
HAER:

HEEEREMEHPHIBEREE S8 JELREAEMREERNS, flBIMNREREFEE “E
#”, BIMERIEEABEERTF Microsoft Windows BIlkiRi&E, MEEERNBST Linux s 2m—,

It EEBgiEH Linux VDA fiE P i ERBIIEIRIEE AR T E R T 0] LEX AR LB . FEMEED:

Edit Setting
Clipboard selection update mode
I Value: |Selection changes are updated on both client and hast ~ -
Studi( " Uee Selection changes are not updated on neither client nor host haost
Host selection changes are not updated to client
v A_F'Pl Client szlection changes are not updated to host X
Virtu changes are updated on both dient and host O5, 7.1 Desktop O5, 7.5 Server edail
Setti 0s, = P T e o, Feror oo Desktop 05, 7.8 Server 05, 7.8 LAY
= Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 08, 7.12 Server 05, 7.12 Select
Users & Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 05, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18 )
Summg Desktop OS, 1808 Server OS, 1808 Desktop O3S, 1811 Server 05, 1811 Desktop OS ST
¥ Description
This setting is supported only by Linux VDA version 1.4 onwards, It)

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

¥ Related settings
Primary selection update mode ﬁ
lancel

ﬁ Cancel

- EERNATFEREAEE G L AREEN _EFH
Linux VDA ERIBIMEIREE AR T EAEHMEFF Im EMEINLIR. B iR EMBIMLIREERNRTEAEH
Linux VDA EAIEINEIR

- FNEEABREEAENIEF IR
Linux VDA EM S RIEE AR T ERAERNZF A In MR, XA E EMEMRIEE NS TEER
Linux VDA EAIEINEIR,

- BRIHEERABTZEREMEEN
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Linux VDA EMEIMIRIEEAR T EETFME P in LM MR, BRIG EMNEIEIRAERNBS T EARAER
Linux VDA ERIEINEHR,

- EEABTEERNERTFIHMNEN LEH
Linux VDA ERBIMEREE A AL EEHZF in LEINGIR, & F i LBV EIRIEE A B L EEH Linux
VDA ERIBINEIR. IthikT9BRIA(E,

HEXIZE: TEERBIEMER
AE:

Linux VDA X #FBIIREEANBMEEEAND. EizHl Linux VDA 5EFimZ BREHIFMIETH, HITERN
ERRKEREE AT EMRAN EEEARTERELIRENERNE,

FTEN

July 7, 2022
AEBIABTEE LT EM:
o ITENERAEMIE

« PDF#TED

FTEN

September 1, 2022

IR ME RTENRIESLEBIER.

Eoes3
Linux VDA ZRFIES/E A cups 71 foomatic idiE3s, £X % VDA BRI EE. EAILIRBY X BERFohREDE
83, f5Iun:
ZRHEL7 L:
sudo yum -y ‘install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->
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&

Citrix 124 7 = Fh2E B 00ERITENHIRENTER (postscript. pcl5 # pcl6). BZ, BRITEMIRGHIEF TS EME
PITENN R D, EXMERT, FHRAHHME—EFNERE ~/.CtxlpProfileSCLIENT_NAME BB . BEhR
75 1906 2, FAILUERMNTE Citrix Studio HEREITENHIREHIZ FF BT AN A M SRR,

£7¢ Citrix Studio FECEITENHIRENIZFIRET IR A M SRR, IBMITLATIRIE:

1. EFFTEDHIREHAZ Fr BRES NS M R BK

2. BEHRM.
3. AR IRITENMNIRIEF BFES IRGHIZF & 7. MNREMERT Linux & Citrix Workspace M ABER,
BEHAIETITENH B o

4. EEERAHBEN VDA LHIREHIERFE X HFRIET R,

Edit Setting

Printer driver mapping and compatibility

' Driver Name - Action - Settings - S¢
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
i@ Edit driver mapping X
Add | | Driver Name:
FX FPS Color Class Driver
| Use defaulty g™ Deny
() Allow
- Applies to.tl ) Do not create -
g'ﬁ“algse'? O Create with universal driver only [C})SS 7??3
enver = . y
Server 0S. 7| ° Replace with | /usr/share/ppd/cupsfilters/Fuji_Xerox p 0S, 7.12
Server 05, 7 sktop OS,
7.15 Server | OK ” Cancel 7 Desktop

05, 7.18 ServerUs, 7.15 USSKIOp US
¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an -

“ | Cancel
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} =r

AR

o {N3z#F PPD RohiZF XX,
o AFEFFTENNIRENIE R IRES AN FR A M SRIEAVE Mk Tl. RBEBIRNEN.

fERER

AUMBRGAHREMERFBHEARFIT, XREFIBIRIMTEMNAIMRSIE) Linux VDA 1%, WFREMEARER,
FTENN B ARAEo

o SHFAFNEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskS$SSESSION_ID

o SFAEHNERER:
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID

F=3

AR

NMRE—AFRENTATEATHNRENELRGHNNAER, IERILUARRMTENN. TEEERGRNNARE
FRIEFHSETEN LITED, BEEEERBHNRERIEFRBINAZFFTEIN LTEN,

EEHR
FoIEFTED

FTENFTAE B TIERY, B ETENFIFZR ctxlpmngt F1 CUPS #2232,

FTENSFIFIZR ctxlpmngt B—MRRIE#IE, MAERIERIERIET, SITUTHSURINTIFIFEFRSEEE
7. R ctxlpmngt K517, BEMHSITHFE ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

WMRMTEITED, BT CUPS 1E28, ctxcups lRSATFHTEINERE, #5 Linux CUPS 2RBIE, #HBESMT
BLEE—, TBEIBITUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wtk CUPS BHERESING B

g CUPS B, BETUTar<UEE CUPS lRSX ., &N, CUPS BHEXAIZRE hdx.log !
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sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

LA BN R R R BRITENH SRR E, FERRELT, TENHIESR, AAXEHE CUPS %2
o

FTEN4g SO ELES

TN BHEFARETESSHBHED. RAPASIAPRETRDEFEE, REEEIRE
~[.CtxlpProfile$CLIENT_NAME & > #1 TR &,

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:
printername ZRAESHNEYUMEZ A IREGATEINBNE TR, ER2—TRIME. B7HE,

TEEERTIEEFER ppdpath. model 71 drivertype, EMETHYITENH REEEREP—NFE,

o MRBAITENNIRIEFSEFIHITEINARES, BHEA model= EMAE ANFTENNEDIZFHE S, AL
A pinfo ST IRITENA LIRS EFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
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<!--NeedCopy-->

ARA LIS ER S LUSFTENY LA :

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o NRBAITENNREIZF 5B P HITEINARS, BEEAVITENNERZF PPD X#Z. ppdpath &
RANUTENNIIRENIE F X BIBIT B 1R
flgn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#&#E— ppd B&hiz:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER. ppd
<!--NeedCopy-->

o Citrix 2t 7 =B 0B RITENVIRENIERF (postscript. pcl5 # pcl6) . A LURIBITENHE 1B BIRTHIZ
FPEL,
BN, NREFFIHBINTENNIREHIZFEE R PCL5, 5% drivertype i¢E5:

drivertype=pcl5
<!--NeedCopy-->

il P ANV S
SR EAEMERAITEIN., H=iEA CutePDF #1 PDFCreator Z 2589 EHAFTENH LARARE LRI R T 5 T ENHLIR
MEFE X

FTENPEALBUR T2 P i BRIAAT N T ENM IR BNA2fre S0 BARE HADE R IREIZF KB, MREFIRITENNERNZ
PCL5 IEzhigRs, i Linux VDA i&#ZEHIZE Postscript IRzhigR, NS HIMimR,

INRITENHIRENERFRBUIER, AILUAITIA TS BERIAER R :
1. BRIEBLHHNRERE.
2. 517 vi ~/.CtxlpProfileSCLIENT_NAME &<,
3. RN TFFERTE Linux VDA LIRERESITENS f4:

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. TEIXAY U E MR FITENE , §E —1 spool X4 1%7Z7 [var/spool/cups-ctx/$logon_user/$spool_file
To

6. RERBITNRBE AT, MR spool XHEKXNAE, RRBEM, BEKA Citrix 23§ GHRHEHTENAE) LRI

BEZES.
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7. R spool K/NAAE, M ZXGEFZEF . spool XHERBEURTE P IHBIAFTENASFTENHIREHTE
FRRY, WNRBRTRIITENN, (&xH1) IREHIZR = postscript, FIIMEETE Linux B2ER L _LITF spool Xt
RERNBSRSIER.

NREEITENXMHZ PCL, EFFIHRIERSGRE Windows, NEERITENNXHEFIZIRF IS, HERTREN
FTENHIRBHFE R 7E R P I TENA 4T EMZ S

8. RRSTHYITENH BB ERARRMFTENIRENER, TILL PostScript & R isiTENH 9 fl:
a) BRENRIE, AR HEE LTSRS,
b) TFHTENERII,:

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BGTEMW). IIRMEEREREERNR,

d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (#1i&7) 1 Model (25) FE+, M Citrix UPD Rapi2 s iEiE REBVITENHIREIIE R,
9, MR%=ET CUPS-PDF EHMTENN, BJLA%EE “Generic CUPS-PDF Printer” (i@F CUPS-PDF
TENH) WRopizF. REES.

f) RS, We1E .CtxlpProfile$CLIENT_NAME R BIRsNIZFHI PPD SXH4HERR, WUAY
BRESBYFTENHL (6 IR MY IR BN T o

BEA0ia)

THEREMHEMTE Linux VDA LITENBTF/EY R :

CTXPS RzpizF 5880 PLCATENNIARE

MRREFTENRLIRR , B ITENHIREDIZ R i2 B A BIE R R R A TENHIIRENIE T

FTENR S HLBTHTEME A8

EAME A IHITENN EFTENAX AR, XS BPRS[BERHITER. NMREZNEERIE, FRURFTERKHE
&,

FEMIEPEETEMNAITEN(F k@A

Linux M=iE#&5 Windows 1#(ERFETRE,. Bk, FrEBFRBIKABRSGEENEN. ErIUZRXLEEM, 54
SEH CUPS BBEXfF: [etc/cups/cupsd.conf,
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BRI AL E R AT REE B R
DefaultPolicy default
INREBERFS default, MELITITARINEIBRIAERS XML 3Rep:

<Policy default>
# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF #TED

July 7, 2022

fERZHF PDF $TEDRY Citrix Workspace R RBI2FHRZS, aJLITEDM Linux VDA &iEREi%i%8 PDF. SiEFTENE
W AXFRET Citrix Workspace M REFHAM T BN, fEauit&EN £, ATLUERFTE PDF EER(ITH
PDF, HTEFMEFTENMN L#ITHTEN,

Linux VDA 2357 LU FhiZ<89 Citrix Workspace M2 L#17 PDF $TE0:

+ Citrix Receiver for HTML5 A4s 2.4 3 2.6.9. ZAF HTML5 & Citrix Workspace FZF#2R 1808 RE&
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

Remote PC Access

July 7, 2022

BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops 89 B2, TEALEBEMMAFRTIURZENA
RERBANEMEDAE PCo NRBPALUFREDAE PC, tiTAILUARITMR TR ENFRENAER. RIENE
Bo

Remote PC Access R T EIAEmA N AERF KR Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access BIERFFIZSEBE Citrix Virtual Apps and Desktops FrEMERFRIZER, XirgE—4E
RET—HES—WEREER, BrEdER Citrix HDX T HIZEHDAE PC &%, REREAF LK,

BXiEMER, BB Citrix Virtual Apps and Desktops xierE) Remote PC Access.

=l

XEFEEDE Linux VDA HE1#:

o TEMIENE, E1X7EIE 3D BHX TR Linux VDA, BF NVIDIA Rzpi2 F9BRE, BT HDX 3D #x,
PC WAt RETEFL, BRILREFETEENEZ2NM,

o EXE Linux HENEARSIERERALENITENE R,
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o BatAFRDRAERT Linux it8il. BEEmAFR SR, APESHER PCHREBmRESRASENITE
o EREBERTANER TRITIHE R, EF K LM Citrix Workspace R Bi2FH UEEBIB P £ Remote
PC Access RERIERIFIAINAZE PC _LHMFAEFFIIE.

« MRAFRBEAMBERIE PC, ZidM StoreFront E5) PC LK.
o TEBANEA T Linux iHE .

[T

231 Linux PC 1%, BEB4R PC £R%# Linux VDA, ¢/Z Remote PC Access XZMITENER, AEIE
ZAHE, LEHENE RPN PCAMERBGENAAER. UTEHFANAT ZIE:

$% 1- 12845 PC £%% Linux VDA

BWEERENZERRE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,

S8 2 - 872 Remote PC Access R+ BN ER

1. 7 Citrix Studio #, ARBHUENER, AEMREREFEFURHTENER.

&% Citrix Studio
Machine Cataloa + | Machine type No. of machines Allocated machines

File Action View Help
e 2nm
| Console Root

~ § Citrix Studio (site)

O Search
= Machine Cat=lone

£ Delivery Gra Create Machine Catalog Single-session OS5 (Remote PC Access) 1
ﬂ Application: Wrzm N Single-session 05 (Remote PC Access) 1
g Policies Single-session OS (Remote PC Access) 1
@ Logging Refresh

~ [E» Configuratic
8 Adminis  Help
Controllers
=1 Hosting
&% Licensing
3 StoreFront
@ App-V Publishi
@ Zones
v &3 Citrix StoreFront
3 Stores
Server Group __________________________________________________—— _________________________________________________]
Details - RemotePC-suse125

Details | Machines | Delivery Groups =~ Administrators

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session 05 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Setto VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. BEENTIE LN TP,
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tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ Don't show this again

3. TERER%KTUE Li%EE Remote PC Access.
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

336



Linux Virtual Delivery Agent 2203 LTSR

5.

tachine Catalog Setup

Studio

+ Introduction

+ Operating System

Machine Accounts

Summary

BRITENER.

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l [ Mext l l Cancel
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EZHER

TE=Z Remote PC Access MEMER:

o FERAZFEIGITHER: Remote PC Access &1t 25,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

=&
July 7,2022
KESABTEE LT EA:

o BEMNfEH

o KW AIERF

o RIEAEEM

+ Rendezvous V1

» Rendezvous V2

o A TLS RIFBASIER S
« A DTLS RIFAFRRERSE

EPEIVALE]

July 7,2022

BiERfEHE Citrix Virtual Apps and Desktops ByiEE NGl EREREER, BARYT BY, X#7TRAR
FHREM, HEEAEHEERNZES WAN f Internet EEH B ER, §XEEMERNEMES, BERE
EIVALE I

ERBEN G

7z Citrix Studio #, i HDX BERNFHEKIEENERTERISIER. EEBALFIERRES,

o Hit: RAgEERET Enlightened Data Transport (EDT) B9 BER {55, FHEEER| TCP,
o ZiF B BEISA EDT, HERERE TCP,
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HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

MG Diagnostic mode  aliGEILUE
Virtuaroemveryagere s server 05, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and

Framehawk.
B HABIEMNER

BERRBEERN SR, 1&7E Citrix Studio #i& HDX BEREHIRERIZE X,

MEELRAT BENEE

210%E UDP filrRE & EEETT, BBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERRERT, BHRMTFUTHT.

1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
2
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udp 0 0 :::1494 388%
<!--NeedCopy-->

EDT MTU &%

EDT ERIRIEN BEIRERAEREBM (MTU), XEHETAR L EMATRER S B FRAT AR RIEN EDT
EaER,

RIEEXR:

Linux VDA 2012
+ EATF Windows # Citrix Workspace M2 1911
Citrix ADC:

- 13.0.52.24
- 12.1.56.22

WAEARIER] 5

MEFERANEF RTS8 HRASAZIFIINE, WAUREESEHENBENX EDT MTU, BXFEAEE, 58HAIR
i E CTX231821,

gt

cg==4
= .

EMRBEFTLHESETEND, JHRSEFEEMTERERA, Citrix TERIERIMRFBERIEEFLS
HHIBRIR SIS LURR, EREMRRIBSRFEIENIG, ERIEIMERZE, BSLEITED.

7£ VDA L5 =EH EDT MTU &

ZINERT, EDT MTU XA FEARS.

« EEH EDT MTU &1, EFEREUTHSIEE MtuDiscovery EMRIM, EfFEs VDA, REEH VDA
A

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EZFHEDT MTU £, MR MtuDiscovery F&E,
EHIZE PR LR EDT MTU X

AILGBIETE ICA XN MtuDiscovery 88, &G LB EZFEMES EDT MTU 2. ERALLINEE, &
£ Application S92 FIRE L THEK:
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MtuDiscovery=0ff
BEHBAILIhEE, BEM ICA X4 fiE MtuDiscovery 88,
B5E:

ZE ICA XS E1ER, 157 VDA £BR EDT MTU &I, 1R %7 VDA £EH EDT MTU &I, M ICA
XHESHTKo

AN ARER

July 7,2022

&8 Linux VDA 7.13 iR, Citrix MR Linux FEHRRNT TEN AR FRENTEMFERED
FERNA] e A b Th g,

e

7£ Linux VDA 1.4 &, Citrix 18107 X B &R H BN AIEFMSIEH ZIhRER .

1=/ Citrix Studio X% AR

A TSR (T HSIE R B F A MBI E XA &% Linux VDA ERENNARER. %3125 %% Windows
VDA EREMNNBREFEM. BXIFMEE, E5A Citrix Virtual Apps and Desktops x4  (1R#EERAHY Citrix
Virtual Apps and Desktops ki) o

AR
. TATARY, BHRRTEEIRE N EEAN BIEFHN BEF.

¢ Linux VDA 1.4 RESHRAZIFRMNARERF, B, Linux VDA AXFREEMNAREFRZNHAERD
BN, E2RERIRE, HITENEANAREFNKEREZBRIZTHE,

- RERATENARER, B707E StoreFront EREATEEN. TEEXRINLTEARS. IREEELIR
B “TWIMode=0ff" ZRZ&EX, BEMIFILIZE, MIFKEEBERA “TWIMode=0n", ENEEETLER
B R HBRIRE,

PR

Linux VDA R 8 AF BaE—R AR SN HREG.
ENREFRER, IERETNARFNRES A ERIEAET.
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BA0ia)

ERTNAREFHERR T A TEME-:

s FEFEKARED, BONLATRESERRSSHHE R

s AEEMNBRATHNNBREFMNEONNES,

+ B17%1 LibreOffice NAREFEN, [EE—TBoINMNARERFERE Citrix Studio £, BAXLENEREFHE
=R,

» “Dolphin” ZEXMWEF QIS WEBAGNARFIREFERER. EERIRM, ESEMILA https:
//wiki.archlinux.org/title/Qt 893,

o BE— ICAREPETHNERAGNARFNAEESERATASER MR, ERRIRM, ERESIEZEYE
RBATHEEESIERE,

Rendezvous V1

October 9, 2022

£/ Citrix Gateway RS HIFEH, Rendezvous ¥ s HDX &iE4eid Citrix Cloud Connector HigR 2
#%E#EF Citrix Cloud =% E,

2K

f# R Citrix Workspace # Citrix Gateway BRSSi5aiFiE,

%1 mE: Citrix DaaS (LL#T#RA Citrix Virtual Apps and Desktops B&3)

Linux VDA iz 2112 B Sk,

7 Citrix %RB8h/2H Rendezvous i, BXFMES, E2H Rendezvous YL E,

« VDARGIRE https://*.nssvc.net AFIHENRIR, BEFMREFEH. MRELEBSZAKEREFH
TINBRE, BERAFERA https://*.c.nssvc.netfhttps://*.g.nssvc.net, BX¥H
&8, %A Citrix Cloud 344 (7£ Virtual Apps and Desktops IR F7A) B Internet EEEREHFIH
RO E CTX270584,

o ERIELIER, Cloud Connector %73KEY VDA B9 FQDN, ES:MIL B4R, BAuE=/2A DNS #ir: £58

Citrix DaaS iz#2 PowerShell SDK, z17%< Set-BrokerSite -DnsResolutionEnabled
Strue, & Citrix DaaS izi2 PowerShell SDK p9i¥4HE 5, 52 SDK # AP,

RIBECE

VDA i@t HTTP {3221z Rendezvous i%E#,
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RIFERFED

7£ Rendezvous HfEAARIER, HEEUTEM:

o ZFFIRZEA HTTP A3,
¢ AXFFMIEEBRENNSE, BERE, WE VDA SMXRSZZEN ICA REFSRI=H. BEHNE, SN, &
BT,

o HTTP RIBEIFEAINEM Kerberos BHEIEMMEIFETIHENNSHINIE, EEINRERSSH, hEs
MISIF A RS B %R Kerberos thiX. Kerberos £ Linux VDA i3mE—HZ,

AR

Z{E A Kerberos, S AANNREIRSBOIERS EEZR (SPN), HISHES/IER Active Directory
B X B, VDA ER I SERNEMKRK I HTTP/<proxyURL> #9 SPN, HE#{E URL M
Rendezvous RIEFEKIGETIOERN, NREAFCIE SPN, BHIIEEAK.

o WF HTTP R3E, &fER TCP 1EJ ICA BRI

EERRNE
EMEPERIFEARIERN, ERE Rendezvous RIERERE. BAKIKER, & VDATEE HTTP RBithit, 1L
TRREERMAME, F0:

o KE#uHE: http://<URL or IP>:<port>

Rendezvous &3

MBEHERAEER, BREBETISBRIIEEEEMER Rendezvous:

1. % VDA EEnhims,
2. 1517 fopt/Citrix/VDA/bin/ctxquery -f 1P,
3. fEEINIERREEIE:

« TCP Rendezvous: TCP-TLS - CGP - ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
+ &3 Cloud Connector £3: TCP - CGP - ICA

e

MEBEAT Rendezvous BF VDA TixE#E41A Citrix Gateway RS, VDA ¥[EliE2i@:d Cloud Connector
12 HDX =18,
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Rendezvous B TERIE

TEH#ART Rendezvous HEEHE,

BRESERT BRI,

1. E#3l Citrix Workspace.
2. 1z Citrix Workspace F#iNER,
3. WMRFEAAH Active Directory, Citrix DaaS # /M Cloud Connector i@i&i&@id Active Directory 31

© N o 0 ok

10.
11.
12,
13.

EFHITIIE.

Citrix Workspace 27 Citrix DaaS F#IE &R,

M Citrix Workspace #i%###% B, Citrix DaaS @ VDA RX—%HE, UEAEANSTEHTES,

Citrix Workspace ¥ ICA x#%i#=I8% Citrix Cloud £ A STA ZiFHIH =,

i siEE S Citrix Gateway RS, RHZEERI VDA KEIE, Citrix Cloud $¥IEZEiiE,

Citrix Gateway RS 1§25 B %2 2 Cloud Connector, Cloud Connector i€ EZEEF H Ren-
dezvous &%, HEEE%REET VDA,

VDA #115 Citrix Gateway lREMEZERE.

WMRFE A VDA 5 Citrix Gateway FRSZ il Ei#%E#, VDA ¥i@d Cloud Connector KEHEE,
Citrix Gateway BRESEIR RS VDA Z B2 &,

VDA i@ Cloud Connector f&Bf Citrix DaaS 3iEH ¥ AT,

Citrix DaaS i@ Cloud Connector [ VDA ZESIEHRES, XLEBKERN A,

Rendezvous V2

October 9, 2022

fi£F Citrix Gateway BR55EY, Rendezvous i stiFm&E%eid Citrix Cloud Connector, LUEER & MEREE
Citrix Cloud =%,
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EFMMERNREZTEEE: 1) 54 VDA EMNSIERENRE; 2) HDX 2iFRE,
Rendezvous V1 #3F HDX &iFm&4ud Cloud Connector, BE{IER Cloud Connector RIBFRGIZ4EIRE L
#17 VDA EMASIERE,

SEMATARE AD HAHHENMR NN EVIE Rendezvous V2 58 £iFMEAIE Linux VDA BB &1ER. Xt
FERMAEZEMITEN, Rendezvous V2 #iF HDX SigflizslEssd Cloud Connector,

2K

{#F Rendezvous V2 HIERE :

« {E/ Citrix Workspace # Citrix Gateway BR$SiA R 1B,

o %@ Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BRS3)

+ VDA hiiZs 2201 SE S kRS,

« 1£ Citrix 5kEEF /S A Rendezvous i, BXiF4MES, ESE Rendezvous MRS E,

o VDA https://*.nssvc.net AFIHENIR, SEMREFEH. MRELEBIZAEREFH
HINBRE, ERAFERA https: //*.c.nssvc.netfhttps://*.g.nssvc.net, BX¥H
58, 15587 Citrix Cloud xx#4 (#£ Virtual Apps and Desktops BR$3T7) B Internet iEZEERE S
IR E CTX270584,

VDA % 7RETSIEER| LR EIR L :

- £ TCP 443 £, AF TCP Rendezvous,
- £ UDP 443 £, BT EDT Rendezvous,

RIBECE

Linux VDA YfifA @I A EE 17 Rendezvous V2 #EiE,

{2 E Rendezvous V2

TEREENIFEREE Rendezvous K E:
1. BMERBEFEER,
2. REVDA G, BITUTHLLUSEMENEMRI
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

Xx00000001" --force
<!--NeedCopy-->

3. E¥Esh VDA it&E .
4. o) Citrix SRIENEREN R
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+ ¥ Rendezvous Y& &g R 7%,
o BEYIERKE Citrix HRITEE. ZEKEBTEERA Rendezvous BIi+E L.
o iEHER Citrix RIEEGEHMNMRELR, URBEHMEK,

Rendezvous &3

ERERIZEZH[IEEMEA Rendezvous hi¥, EELmPE!T /opt/Citrix/VDA/bin/ctxquery —-f

BB RN E AR

« TCP Rendezvous: TCP-TLS-CGP-ICA
« EDT Rendezvous: UDP - DTLS-CGP -ICA
« 3k Rendezvous: TCP - CGP -ICA

WMRIEFEER Rendezvous V2, #YhRAEETR 2.0,
R
WMRBEAT Rendezvous B VDA T iE#iA1A Citrix Gateway Bgs3, VDA #[EEE#@:d Cloud Connector
12 HDX =18,

£/ DTLS (RIFAFPSER S

September 1, 2022

M 7.18 hrzi2, DTLS MEZERB—Wxe R FMIIEE, BIABRT, tINEEE VDA LA FEARS. BXFARER,
BEREGRELZ2E.

/BF DTLS 1%
BN SPE VA i =)

7z Citrix Studio /1, I%if HDX BEM(FHEKIEENERTE R ISR,

£ Linux VDA L/=F SSL &

7£ Linux VDA L, &8 Jopt/Citrix/VDA/sbhin L4 enable_vdassl.sh TEER (FZ/A) SSLME., %I A
PRIBETER, 1EiE1T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h &%,
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AR

AT, Linux VDA %35 DTLS 1.0 #1 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 s{iiEB T
Windows £ Citrix Workspace M 2R 1808 i E S s, MREWEF in{Xz#F DTLS 1.0 (%0 Citrix
Receiver for Windows 4.11), i&f£/A enable_vdassl.sh T3 SSLMinVersion i/ TLS_1.0, &
SSLCipherSuite i&&% COM = ALL,

£/ TLS RIFAFSIER S

July 7,2022

Bh7s 7.16 #2, Linux VDA XA FRIFAFPRIER2M TLS &, RAERT, TLS MELFEARS.

B TLS m#&

ERARTRIFPAFSIERLM TLS 1028, 57 Linux VDA # Delivery Controller (Controller) EREEHH A
B8 TLS 1z,

7Z Linux VDA L& &35+

FREX PEM #p9ARS3 2HIEHM CRT BARIER, RSBF[EREELUATES!

o IEH
o RINFEIRLTR
o BRENES (FIiE)

ARSS ST B
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

ggkAy8NnC8dcB32EWEQYIYT. q6: 4

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s
Ve 1BULSEYY1GKCGCWO3pc7sPKqb8pGBRI S/dygb+geFk1Q7KyVbuOTjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKyNTI VUSX
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

zhsc 1C60B71zL: 12CFKHN3ZGI17p89pdyjketiMs1Vedw
acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG] g 1EP)

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. §dcB32EWDQYIKOZ: QADGYEAIZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11
UNCLXWNXRU1D400tESLX9ACUNH3I9 4yx0gujksOSBNi21jjZTvFBB 32Rmr 508y g

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

July 7,2022
Citrix BiETEMINEES INFIE M Linux £ &, SIETEHERIMER TR TFERRS.

RNEA MR ML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMEEMNZIER
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 357


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx.html#auto-client-reconnect-and-session-reliability
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx.html#auto-client-reconnect-and-session-reliability
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2203-ltsr/configuration/secure-user-sessions-using-tls.html

Linux Virtual Delivery Agent 2203 LTSR

&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BENREE HDX RS UEIRBEE M. MR Citrix Studio PEBIKRIGIRBIRE TIHOS, IR Linux
VDA EBYIRE, R VDA LRI ASEENARILETIREROGRMNERE.

o BRSEBRENE P UnREHECHIRSE 8] EIFR

REFEPGEEEES (B, LERMBHEREERH) B, B1E Linux VDA 5&FFIRZ B R X REEEHREHE S
REESNRSHEBATRNEAIRESNHAIME. MREFmLEMAE, WEERE, BIIFFREMER. RERE
ERPRFESDRSEEZERRNHE. RAERTREELRE. BNHEHHTEE, HETUTHS (L10#HA
)
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIREIARSS S REHECHINSE 8] [BIFR

LG BIEFE M ICA BFIHAZEE Linux VDA WAESBEREEMIRSEE ZEERIT ., RINERTREELILEE, B
SWHE#ITECE, BETU TS (K10 #Af),.

/Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HPEHEER

BEREKEBAREAIEME, TERHRIE.

ERRRIERIR, BHITATHRIE:
1. 7 Citrix Studio FiB I SR BERARIEARMEE, BESYRILITFEFHREE) VDA BRSH HDX RS,
2. £ VDA £, BITUTaH<LURIESERTSEY TCP iARERETET (MU0 2598 Afl).

netstat -an | grep 2598
<!--NeedCopy-->

MRRKEFAEMIRO LEE TCP mifes, BT U TH<SBRAZMNIASE.
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy—-->

FcE USB EEM

November 27, 2023

USB i&#&7z Citrix Workspace R A#2F5 Linux VDA REZEH=, ¥ USB REEEMIIKEE, ERIUERER
ZHERERY USB IR E BB A IZIR &

e

LHMLBIERETF 100 2508, FHAVZINGER USB EER. HMKIERET 200 26, E77EH USB EEM.

USB EEmE&=1"FEHEMNIIAE:
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o FHRIE S (VHCI)
« VHCI &%
+ USB Bk

FFiE VHCI:

XE5 USB EXMIhAERET @B IP WERNER USB IREHZRS. EMH Linux RZEEFM—LAFREREA
BY, XEEFE R LS AR EhiE i {s LUREXFRE USB #4dE. £ Linux VDA sE3iA, Citrix EA VHCI BYAZIRED
12/, 182, Linux VDA 5 Citrix Workspace R FB#2F 2 al#9FH USB $uiREHmER L1 Citrix ICA iR 4E
#,

VHCI AR
VHCI BR$3 2 Citrix 2Rk S VHC| mizEi@E A iERS. RS VHCI 5 Citrix USB RS ZEIHIM %,
USB ARrs3:

USB RS BEEIE USB i&& LR BN SR Z MR Citrix B3R,

USB EERIVIIELI

BEBRT, MR USBRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREENFRIATERN Linux VDA 2%, USB RERMTERDEFARERER, BELRERERHHIED
12, WMRHKRREMIREIZR, &) Linux VDA 2IETEEAEERM USB %%, HR USB iR&EMEE, BR
RIRNIZFH EREE RS,

Linux VDA X #F— Al EEAEEF HHIMEFIHEER USB &%,

S USB 1£&
THHEEBEHIAZ I Linux VDA irads, SILEEFEREMIEE, BEEEIER:
AE:

Linux VDA {%32%F USB 2.0 1%

USB AR EFHILE VID:PID XHRY
Netac Technology Co., 0dd8:173c FAT32
Ltd

Kingston Datatraveler  0951:1625 FAT32
101 IT
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USB AR EFEIEE VID:PID XHRRE
Kingston Datatraveler  1567:8902 FAT32
GT101 G2

SanDisk SDCZ86 flash 0781:5580 FAT32
drive

WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID
3DConnexion SpaceMouse Pro 046d: c62b

USB 13#&(Y VID:PID

Epson Perfection V330 photo 04B8: 0142

ficE USB EE A

B Citrix SREESEH TR ANER USB I#&EE M, XaJLUERA Delivery Controller SRESIEEIREXE, A
Linux VDA E2E& USB EE MY, JEEIE LU SRBEFIAM :

« BPim USB IREEEMERK
« BPiH USB g EERAMN

BRUSBEEH
7 Citrix Studio #, BA (HER) 5FFHziEM USB REEER ((RPEIEWEEN).
EHREIREIEES:

1. EEAW.
2. BEWE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

%E USB EE @M

B USB Exm&EeEfE, A Citrix Studio RBEEMMN, FERIEBEAW (FUEL) 7£ Linux VDA LERHL
8’

EEF I USB iREEE @AM XIEED:

1. BEHEIERANEEEAN, HBEEREBOTHENN,
2. gl (4REE) MG, RERE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNMAEEER USBEE@MEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1 VHCI izt

USB EEm#k#tF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERRDEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIEIE Linux RITRAZHITRIE, BRTER:

S Linux Z17hR AR
RHEL 8.x. Rocky Linux 8 4.18.0-240
RHEL 7.9. CentOS 7.9 3.10.0-1160
RHEL 7.8. CentOS 7.8 3.10.0-1160
SUSE 12.5 4.12.14
Ubuntu 20.04 5.4.0-81
Ubuntu 18.04 4.15.0-154

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 363


http://support.citrix.com/article/CTX137939

Linux Virtual Delivery Agent 2203 LTSR

XM Linux £17AR AIZhRZ
Debian 10 4,19.0-17
BE:

MRENITENMAZS 7 Linux VDA 2R IREhZF A RS, USB RS FIRE

e B S VHCI MIZEIRET, 7 aefeM USB EEMIhEE,

HINEMMIZS Citrix MENERET—H

EHLITL, BITUTHLTRBIARNZEST

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

WMRBLIBITATY, MAREIRERIIMNE, BhiAES Citrix RENRIR—K,
MRBLIBETREEREIR, WAKS Citrix BRA—, BAEHEE,

EHiE VHCI miziEs

IMREHIAZLAEIRS Citrix BARAT—E, BEHRITUTERE:

AR, EXMBERT, XY

1. M Citrix T#iuss T8 LVDA J&H{E3, %% Linux Virtual Delivery Agent (sources) 543 RIS,

2. 12HY citrix-linux-vda-sources.zip xXtf, S#i%l linux-vda-sources/vhci-hcd-1.15.zip, SAGER

unzip vhci-hcd-1.15.z1p &<$42E VHCI B
3. MRRET Linux VDA B8, RBEEBETUTHSZ—:

+ sudo bash ctxusbcfg.sh dkms

EALLE S, R UERBSNIZER%HS (DKMS) BFREE VHCI mixiER, DKMS RiERF SUSE.

=

=

sudo bash ctxusbcfg.sh dkms @&<¢ &% & VDA E&% kernel-devel #l
DKMS #2F. £ RHEL #1 CentOS ER &R FH, Zam<a1E VDA LREH B Extra Packages

for Enterprise Linux (EPEL) 7#fi#R.

HEHITERRZAR (F10, MR 4.xy AREIRRZ 5.x.y) B, DKMS mJgeAMZ VHCI A

%igEHR (usb-vhci-hcd.ko#lusb-vhci-iocif.ko).

47 sudo bash ctxusbcfg.sh dkms,

« sudo bash ctxusbcfg.sh build
e LS TEAREER DKMS IEMAYER TR VHC] iz,

R DKMS R, EBRIE
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fi#R USB EEM AR

EIRBEARTPRE SFEREEREA Linux VDA BYE]REBEIM E i) T,

FTEEHEERA USB Hif

Linux VDA fEEEPREEM Citrix Workspace A2FEEMMFAA USB i, URERREMEEREBIHNE

EMANIEE. Eit, EREEFEREENRNEIZE,
4 |

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

f=IEEE M USB BN XHEX

nREEMA Citrix Workspace ZARFHN T A= BEIEEER USB #if, BEHE LB BIXHRIER
Ko HILABZRNEFHIRT AXHRGN, RAEXGRATEHRNTFET. BEARSAEELS., NREA
Citrix Workspace A#FHIT A FILEER, WEHNEFHERNERE, MMSBEBIERK. AT RRILR
A, BREXIRERRY R EIERFE#E, AFBFLE USB EER.

F "

userl@rhel7dwork:~ - O x

File Edit View Search Terminal Help

[userl@rhel7d4work ~1%
[userl@rhel7dwork ~]% sync
[userl@rhel74work ~1$%

Citrix Workspace B2 T AP LIRS

B, ZAaexEE S Citrix Workspace MARRFHN T ARFEEYIHEE, XRTEEHTT USB EEM, MRB
BielE, BRI
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« REEEECENAIF USB EER
s RZIERSEHARRS

- = %, v . ae-

Home Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

AR

REEMEEEAT Linux 89 Citrix Workspace M AERHARA A,

% USB ig#&7z Citrix Workspace BEZFHNTAEZHPER, BXLGEEHIIEZHRIEREN, EEMARK

HIELLLIEERRY, EHRITLATRE:
+ BCE Linux VDA HBELUBREEM.

« BB A Citrix Workspace EAREFHEMRFEE T EMHE MRS FRTIMRBERPH
DeviceRules, LUFRILIGERIELISIRIZIEE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXFAEE, BEHAIRFAO
x& How to Configure Automatic Redirection of USB Devices (J1fAIECE USB & &M BMEER).

USB isEEMINERER, BXEERIETER

BEBELT, REEEEAZ R USB &&, HRERBSEEREER Linux VDA 2iF, NFESIMEEMRIR
&, WERAERY [dev BETRIZAFHEENT R, B2, AFPREURINERREHENEFNERERE, MRE
RIAE (BHEAN) NEMKELENE, BHZIRENNEFZ R RE,

AR

xF USB Ixzp2g, Linux VDA SECEMEHEE. AR (BXRRECHAEE) THRITEAEMBECERRS
BlZHE. RESERHRETIRPHIKETEFRXMER.

EiEE SDK (3L3414)

July 7,2022
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EBNEMTF Linux VDA ME#EEREH A TEE (SDK), B RS ER VDA LiE1THRS BIBNARERF. BXiF
MEE, E2F Citrix Virtual Channel SDK for the Linux VDA G&RTF Linux VDA B Citrix @& SDK) X
[=1

mEr Linux VDA B9 Citrix gE3bli@iE SDK s M Citrix Virtual Apps and Desktops FEHTE# 1T FH. BHIEMNAR
Z#9 VDA Citrix Virtual Apps and Desktops F & HAHFLUARETHM Linux VDA,
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