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HTIEThAE

January 26,2022

2112 pIFTIETEE

Linux VDA 2112 hr&4E A FHI8ThAERI G52 TN AE

%1 Amazon Linux 2 (S23&14)

ER—INSEEMETHAE, FATARINT Amazon Linux 2 fEARXIFNEITHR. BXFAER, BBHARER,

TeX%iF HDX RREH=E

HDX FEHZLIFIE/EIMEThaRRM, MENTLZ IR, TUSHMENRE ENSIERAFRHEENENKENE
%o ﬁ%;j\: jJ EQJ('LAL:_FMFWKMW ﬁ*ﬁﬁﬁ:ﬂ_” -lﬁ%lm HDX E%/\?D

&Y HTTP 32#1 Rendezvous &

Linux VDA IM7Ez#@idE A TCP 9 ICA pufEtathil sy HTTP 32217 Rendezvous &, EXiFAER, 55
i# Rendezvous i,

Rendezvous {I2 59543

IR Linux VDA BL7ER LA A FE 1L Rendezvous EIZEMARIBIRS B HITHMEIL, BXEFMER, BESH
Rendezvous il

SFFEENEM

BHEMNEMRINE TFBRARS. FRABEMNEMN, BXEFHE VDA LEESIHRERRK, BIEMN I IREMSE
FURSAREMFF LR, URERRNSNER. EXFAEER, BEHEEN S,

THEEFRH Linux SR A#EZEBITIEE

SHF Linux TR AREEIIAE, UTMRERAMER IR

« SUSE Linux Enterprise Server 15 SP2 (SUSE 15.2)
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« SUSE Linux Enterprise Server 15 SP3 (SUSE 15.3)

BXIEMESR, EBA Citrix Provisioning S HREEID R A#X Linux BiRigE,

REMEETIERINEE

7£ WFCLIENT.ini X4 #% KeyboardLayout i& &/ Server Default /5, LFERNBERARESELEERERE
IREEERS,

REMN\IE5RIhEE

BINNBEMBRT LR, HEEITWESSHFFNRERS I3RS,

BEERIRE

March 1, 2022

B Linux Virtual Delivery Agent 2110 &2, U FiEE~E:

« HIEMIETT Microsoft Windows B9t EMZERES Linux VDA £iF, HEZEBERXITENNESSIRESR
BR FHITEMRE . “RIE” 5 “HBR" Y, AIResBRNEHRENE VDA 2iEH, [CVADHELP-18438]

« {#/ PowerBroker Identity Services (PBIS) 3 AWS &9 SUSE 15 VDA i\ Windows 1gias, 2 MiX
Lt SUSE 15 VDA Bah=iEigki. [LNXVDA-10874]

[=ZNE)

July 14,2023

TEARRAHHE T LA TR

« 72 GNOME fESIEF, SAENREHRFIESKK, [CVADHELP-15639]

s ERXTNIELENBIEFFIRESERMETFARLY. Mutter A% ETF mutter-3.28.3-4 WARA G HILLE]
B, BffALA, &M mutter-3.28.3-4 skE R4S, [LNXVDA-6967]

« Hi&{ER NVIDIA GRID 3D =X /ZHA HDX 3D Pro BY, Linux VDA R#ZffAiE T, RHEL 7.7 RESRhRAS.
SUSE 12.5 R ERhRZAF Ubuntu 16.04 Eadiglttip, RERZA OpenGL ERAEEXLE Linux R1ThR
NEFRFHHE,
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o XHTHRIBFHABIINED. ZEOFSEWE THEE, FAE—RNEESBMHEK. [LNXVDA-5646]

o PulseAudio HBINRBESSBERETHRSBEFELTREDIRS 20 #/EEBH. & PulseAudio ;B
Hed, EMBEAEER. BEfRILIAE, 5% /etc/pulse/daemon.conf XHHIEE exit-idle-time=-1,
[LNXVDA-5464]

« SUSE 1257 Libtcmalloc 4.3.0 ATREESSFHIEEIMNERLE,

+ 7£ Ubuntu 16.04 #1 SUSE 12.5 VDA £, ctxhdx [REaIgEREIMBRH, LhiAHi=E GNU CE (glibc)
2.22 5 2.24 kRh L, Zim@EE glibc 2.25 higE, MNREFEM SUSE 12.5 %1ThR, A% % SUSE
RIEMEMEFUES LA, £7 Linux VDA BY, &8i&ATF Ubuntu 16.04 BEHZR. [LNXVDA-4481]

o BET SSLMEZEHBZRT KIEAIEME, TAEERAT Linux 8 Citrix Workspace M AREFHEHRIE.
[RFLNX-1557]

« indicator-datetime-service #BREH STZ BT E, YEFABNSFEMTFFARMNNXE,
Ubuntu 16.04 Unity Desktop L& unity Bk EREFiHETE. [LNXVDA-2128]

« Ubuntu E#2: 7£ HDX 3D Pro &, 8% Desktop Viewer A/NG, MAEFARTESET—T2E, &
EENERRETHER,

o SEHERIERE, ATRERRMIBR Linux VDA fTENEE H eI EAFTEN.

« BRPEEAEXHNTFERNREL CDM XHEMREFIHEASXHHER, WelsESHILTLR,

o TERRRAH, REFXIFRIBIEBESEA UTF-8 4B,

« EAT Android B9 Citrix Workspace M2 CapsLock RS T2 ERTEERPEIR K., EF5E
AT Android 89 Citrix Workspace [ Ri2FHEIEEER, Caps Lock BRESAIRERER, MRAE: FH
T REE LW Shift BEAS 5/ Z @ik,

« EAERT Mac 89 Citrix Workspace MABEFEREZE Linux VDA B, & Alt FIRIERENTEER. BRINE
AT, SHFAMFAN Options/Alt 8, ERTF Mac # Citrix Workspace R BigF#s &% AltGro EaTIL
£ Citrix Workspace M A& BHEHRILITH, BRERRARENNBREFTR.

o Linux VDA EHIDNIEBSEMEM. EFHMNEER—ALHFHM Kerberos &5, B2, Broker AJaESIRIE
AR —4 Kerberos ZiAEAEFNIMT VDA BRSZ42, VDA £iXi%1£%5) Broker i, Broker AJgE L5
VDA BiREZ e E T, ERIERZE VDA JFMEK,

VDA RS EIBIHHEITE, BRASBITHRR. B2, BTRSERENENIERK, ALFTERERKE
i8lo
fRRF%: &k Broker WEIRETF, EFBH Broker 7% Broker EUBE RS MM SR TIEOEBTUT
e

klist -1i 0x3e4 purge

<!--NeedCopy-->

Itban <=7 Citrix Broker Service iZB1TFR7ERIMAARS T A LSA BEFEPHAMERSER. e
=MFREM VDA WIRS RIE, AMAIESTMEMARS. B, WREFERAERN, RAXLERSAIER
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ZBfM KDC EFRIVX LRSS TR

o RXFFESMEMERNA. ERILSEREMHBRIREERTTAmITEN, AEHEE ICA XEPRFEISM. WRE
BT EMRFINAREFEEEHRILE, YARFAIRITMN, RtESITEEENR. MRERGHAIE
IRTHIRIRE, FIRERHILEMBYR,

« &AF Windows # Citrix Workspace M HEF A fEsE SN HIHAEB R Sk Ein .,

BE=7EHA

August 11, 2022
Linux Virtual Delivery Agent 2112 (PDF T#)

Itk Linux VDA RRAE] BE B ERIBZ SIS E X FRIFEI AN E = AR

A

March 11,2022

A AR SERIENEEEZEANTS. Citrix =SMIhEE, UEEEBRIEEIL S RE, Citrix FLMEr
FERBERMRRURELRENE, EEERAPEARGESEEN, TREASEES N FHENFESIhEE.
X RESRASENEMARESR, B3 Product Lifecycle Support Policy (PR sAEALISHER) —Xo

F AR

TRERTEFATIMEIFA. Citrix ~=mMnEe.

EFANIMEARSIEMMER, Citrix TEHARAPUEZIFXETE, BRERRNLFIREFEEMRER. 7 Linux VDA
®,

EMFREII R ERBIBRH T BZ 2.

=] EEHPERFANMRE BEEESBIEREIARE
%#F CentOS 8.x 2110 2201
£+ SUSE 12.5 2109 2204
*# Ubuntu 16.04 2109 2203
%+ RHEL 7.7. CentOS 7.7 2006 2009

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 7
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e BAEEPERFHMRE BEEE P MIFRAIARZ
%4 SUSE 12.3 2006 2006
%4 RHEL 6.10. Cent0S6.10 2003 2003
%+ RHEL 6.9, Cent0S 6.9 1909 1909
%# RHEL 7.5, Cent0S 7.5 1903 1903
%# RHEL 7.4, Cent0S7.4 1811 1811
%#RHEL 6.8, Cent0S6.8 1811 1811
¥# RHEL 7.3, Cent0S 7.3 7.18 7.18
%#RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16

January 26, 2022

Linux %1TAR
AR
RS ARS R BIAY (B0 Citrix Workspace RFERF) MARBEREER BHSREEFHITIHE,

ER % Linux VDA Z g, i&#% 8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-
package-managers t#itBA%%.NET Core iz1767 3.1,

Linux VDA Rz#55H SecurelCA #17M%Z, £ Linux VDA LB SecurelCA 2SR AI1EBIKK.
BXRUEKIRSARA (LTSR) FEREAL HaiARAS (CR) UKk EME @R EFEEE, ESRMIRFLX
o

Linux VDA Z#5LUF Linux R1T7AR:
BERTR:
LiIRERAEN IR EMNZEHIEART, Citrix fRRAIEAIEE T RESZRIRR T,

NTFEFAHENFNTE, BESRAFH.

« Amazon Linux

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- Amazon Linux 2

o CentOS Linux

CentOS 8 (2105)
Cent0S 8.3
Cent0S 8.2
Cent0S 8.1
Cent0S 7.9
Cent0S 7.8

+ Debian Linux
- Debian 10.9
+ Red Hat Enterprise Linux

- Workstation 8.4
- Workstation 8.3
- TfEu4 8.2
- Workstation 8.1
- TfFE57.9
- TfFuL 7.8
- Server8.4
- Server8.3
- Server 8.2
- Server8.1
- Server7.9
- Server7.8

« SUSE Linux Enterprise:

Server 15 Service Pack 3

Server 15 Service Pack 2
Server 12 Service Pack 5 + SUSE Linux Enterprise Workstation Extension 12 SP5

Server 12 Service Pack 5

« Ubuntu Linux

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04
- Ubuntu Desktop 16.04

- Ubuntu Server 16.04

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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+ CentOS MBI XEMERTIHE] CentOS Stream, £/ RHEL 8 B9&E %, CentOS Linux 8 ¥ 2021
FRAILRME, Z/E, CentOS Stream ¥4¢4 A 1€ Red Hat Enterprise Linux B_Eil (FFk) 9%, &
XiFMEE, BB https://www.redhat.com/en/blog/centos-stream-building-innovative-
future-enterprise-linux.

« /A Citrix Provisioning LUBIE i A#EZ Linux BAREEE, BN ENMEEZHEMEGOIERIMNEEH
DX, UEMERRIRSEEBES R,

o BFBRMEA btrfs B WETH X, GRUB2 & btrfs /X HIAERR@, GRUB % GRand
Unified Bootloader,

Xt Linux VDA kA& Z#89 Linux % 1ThRF Xorg hRAS7IR, B8R TR, EXEHER, ESH XorgMod-
uleABIVersions,

Linux Z17hR Xorg hRz&
Amazon Linux 2 1.20
Debian 10.9 1.20
RHEL 8.4. CentOS 8 (2105) 1.20.10
RHEL 8.3. Cent0S 8.3 1.20.8
RHEL 8.2, Cent0S 8.2 1.20.8
RHEL 8.1, Cent0S8.1 1.20.8
RHEL 7.9. Cent0S7.9 1.20
RHEL 7.8. CentOS 7.8 1.20
SUSE 15.3 1.20
SUSE 15.2 1.20
SUSE 12.5 1.19
Ubuntu 20.04 1.20
Ubuntu 18.04 1.19
Ubuntu 16.04 1.18

&7 Ubuntu EfFER HWE kernel s HWE Xorg.

7£ RHEL 8.x #1 CentOS 8.x LM PulseAudio 13.99,

£ SUSE 15.3 LM PulseAudio 14.2, £ SUSE 15.2 tfE/ PulseAudio 13.0,
EFEERT, SR EREEI97 x86-64-

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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} =r

AR

GNOME #0 KDE &£ CentOS 7. CentOS 8. RHEL 7. RHEL 8 #1 SUSE 12 f1&%#%, R A& Ubuntu
16.04 %% Unity &£@&. Amazon Linux 2. Debian 10.9. SUSE 15. Ubuntu 20.04 #1 Ubuntu 18.04 #F
%+ GNOME @, Linux VDA Z#FHFE Linux Z1ThR#EBz#F MATE =@, {8 SUSE FRob, EDMLs—
FRE,

Citrix Virtual Desktops

Linux VDA 5 X #iFrE =M Citrix Virtual Apps and Desktops kA< 7&. E#HKEE* Citrix = RE BN
8, UKT#EEN Citrix 2F L FFEN Mk, 155 Citrix = a4 E R,

Linux VDA 5 Windows VDA MECE 22885 E5. 82, FiE Delivery Controller %#B#E% Windows #1 Linux
KERMHRERS.

SERENT S MEPLIFE

o HHARSS 2R

« Citrix Hypervisor

« VMware ESX #1 ESXi

« Microsoft Hyper-V

« Nutanix AHV

+ Microsoft Azure Resource Manager
« Amazon Web Services (AWS)

+ Google =iHF& (GCP)

e
BXRSHIFFEENIIR, BSRENEHIE,
AR

Azure. AWS #1 GCP %5 Citrix Virtual Apps and Desktops BRSZF# &, R MCS SIZEIMNET, BHAR
ERIZEHF.

Active Directory £ 4a

Linux VDA %35 LT Active Directory EM B8~ m:

« Samba Winbind

» Quest Authentication Services v4.1 S{E Sk
« Centrify DirectControl

« SSSD

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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« PBIS (5 RHEL 7. Ubuntu #1 Debian #%&)

Winbind SSSD Centrify PBIS Quest
Amazon Linux £ = = = 5
2
Debian 10.9 =z = = = S
RHEL 8.4. E = = = S
Cent0S 8
(2105)
RHEL 8.3. = = b= = &=
Cent0S 8.3
RHEL 8.2. = = b~} = S
Cent0S 8.2
RHEL 8.1. = = = = &
Cent0S 8.1
RHEL 7.9. = = = = =
Cent0S 7.9
RHEL 7.8. = = = = =
Cent0S 7.8
SUSE 15.3 2 z = = 5
SUSE 15.2 2 2 = = S
SUSE 12.5 2 2 = =3 =
Ubuntu20.04 £ =2 =z = =
Ubuntu 18.04 £ =2 =z = =
Ubuntu 16.04 £ =2 = = =

HDX 3D Pro

{&8f Citrix Virtual Apps and Desktops 59 HDX 3D Pro Ih8E, &R AR ERLELS (GPU) #1TRE A INE
T REMENKENNARERF.
B EEERF

s¥F Linux VDA, HDX 3D Pro 5T EHWEEIZFREN GPU BBl GPU BIMLERARS:

« Citrix Hypervisor
« VMware ESX #1 ESXi

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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o Nutanix AHV

AR

D BN EBEEEFRSELE Linux RITHRES.

GPU

BT HRER Linux &1ThRSZ#589 NVIDIA GPU +, 18#%%| NVIDIA =R iH51R, RAEEEENEEREFENE
ERF. R~ mEE. BAHNRERERFZF. WHIRA GPU RLET &N VGPU K&higr. BXIFHARE

B, ESi# NVIDIA &l GPU #2158 GPU,
TEEHNEH GPU BEi@fl GPU @it zimnidid sy GPU .
BIES GPU BE@lifids GPU:

+ NVIDIAGRID - Tesla T4

« NVIDIA GTX750Ti

+ NVIDIA GRID - Tesla M60
« NVIDIA GRID - K2

» NVIDIA GRID - Tesla P40
+ NVIDIA GRID - Tesla P4

+ NVIDIA GRID - Tesla P100

BATESY vGPU M2 s GPU:

+ NVIDIAGRID - Tesla T4

+ NVIDIA GRID - Tesla V100
+ NVIDIA GRID - Tesla M60
+ NVIDIA GRID - Tesla M10
» NVIDIA GRID - Tesla P40
+ NVIDIAGRID - Tesla P4

+ NVIDIA GRID - Tesla P100

January 26, 2022
LEER SR S ISR L T d 12

o EARMTEHITRERE (EF, ERT2NRE)
o BEFEM Linux RIThROFehRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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 {E/A MCS 81 Linux VM

o TEERAT Azure iy Citrix Virtual Apps and Desktops Standard s a2 B IMNEFARINNER Linux VDA
« f#A Citrix Provisioning 8l Linux VM

+ 73 XenDesktop 7.6 & F#AkkAFE2E Delivery Controller

ERRMTRHITRERE (HF)

June 21,2022
BEERER:

NFLWMRE, BESRAAXUHITRERE, AXREITNBNRERBMTERZEMEE Linux VDA,
BMRERENNXE, 5FHLEMEL, ER5THE. e0EE BoRELNFIIRE I BEXEE X HRE
B E Linux VDA BIETTIRER,

SB 1. ARRERESH Linux T8

WERMRERFEHNUTERERES !

o ENE - BERE Linux VDA BT ENBIEN A
o HERSEM P ot

o NTP fR$23H IP #hlt sk F TR BZHR

o 15 - 1989 NetBIOS &#7

o SUREB - Kerberos SHZ TR

o TSR EES (FQDN)

BE.

o BERE Linux VDA, EMINEETE Linux i+EH EIEFRRIN T FiEE,
s EREHRIE, BHIAREERET X Windows RAEMKEIFE,

o BABERT, TFARTEER, BEEEHNRRARBEX TR, BHRITUTERE:

a. 7£ Linux VDA it B#1 L 8I# tmp/ctxinstall.conf 315
b. ¥ “wworkgroup=<your workgroup>" {T#RINEIX P HRFEFRHAIER,

« Centrify R 4% 4 IPv6 DNS & &, /etc/resolv.conf f =L EEH— N EA IPv4 9 DNS AR 55 22,
adclient FgEE#HEH AD RS

BE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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ADSITE : Check that this machine's subnet is in a site known by

AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

tiEme Centrify REEBMEN. EFORIEM, BHITUTERIE:

a. fEigiiEhlss EIT A EET A,
b. #%#% Active Directory i SFIARSS .
C. AFRFRINIE MR F ML,

o E5 VDA EEEIRTE OU, iBHITIATRME:

1. mfRigd=HIR EFEERER OU
BX56 OV, FEATENFSEHE,

i ALCLIVE LATeCLOny LUsers an
File Action View Help

o M0 XD BHm d Tk

[ Active Directory Users and Compute i
| Saved Queries ﬁ -‘h
4 3 wdlocal U165 u1es
I | Builtin
f | Computers

2. Domain Controllers
| ForeignSecurityPrincipals
Managed Service Accounts
| Users
4 3] Linux
B 2] redhat
3] suse
2| ubuniu

2. 7£ VDA EgUi /tmp/ctxinstall.conf 3¢t
3. ¥ ou=<your ou> fTRME /tmp/ctxinstall.conf s,

OU (&R AD 75 ZHARMR. FER T&.

1R1ERS Winbind SSSD Centrify PBIS
Amazon Linux 2 ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
amazon" amazon" /Linux/ amazon"
amazon"
Debian ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
debian" debian" /Linux/ debian"
debian"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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BRIERR Winbind SSSD Centrify PBIS

RHEL 8 ou="0U= ou="0U= ou="XD.LOCAL ou="Linux/
redhat,0U= redhat,0U= /Linux/ redhat"
Linux" Linux" redhat"

RHEL 7 ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
redhat" redhat" /Linux/ redhat"

redhat"

SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"

Ubuntu ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/

ubuntu"

ubuntu"

/Linux/

ubuntu"

ubuntu"

« B LinuxVDA7.16 2, BMLEZRA IPV6, LUTFARFHAMPRENEH:

- MAEEE Linux 5, UBRENHEN B IPV6 W& TR RRES.
- 745 IPV6 MRS Centrify,

PR =

MREHNWERA IPv6, HEMBERMAYRABIEEM IPv6 #&3L, VDA %5&:iZ IPv6 [ Delivery
Controller ;xfft. MREHMLERF RS IPv4AF IPV6 BLE, 55— DNS IP iR R ERER
IPv4 2R IPv6 kit

o WR%EE Centrify fERIMNIEBI A, ctxinstall.sh HAEE Centrify #4+8, ctxinstall.sh 3kEx Centrify
REaNSEEmHmA:

- BMRETEBETIM Internet TF Centrify %8, TEESMNLITHRM URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/insta
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

lle

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-servic

es

/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350

071.1592881996-604509155.1572850145

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- MZsHE RHZE Centrify B8, BIEE Centrify F @B R, BRITUTIERE:
a. 7£ Linux VDA BR$3283 L 8I# tmp/ctxinstall.conf X (MIREZXHEREE) o

b. TEX i “centrifypkgpath=<path name>" 17,

flgn:

cat
set
1s

/tmp/ctxinstall.conf

“centrifypkgpath=/home/mydir”
-1ls /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r——-r——-r—--. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r-—-r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r——-r—-r-—. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r—--r--r—-. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 qinstall-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh

12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r--r-—-r--. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r--r—-r—--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

<!--NeedCopy-->

o WEER PBIS fERMAIER AR, ctxinstall.sh filZsZEZE PBIS ¥, ctxinstall.sh 3XEX PBIS #{&&#

FER M.

- BMREAHEBBM Internet T PBIS %F&. TEESMRITRR URL:

CentOS 7. RHEL 7. SUSE 12.5: wget https://github.com/BeyondTrust/
pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.
Xx86_64.rpm.sh

Amazon Linux 2. CentOS 8. RHEL 8, SUSE 15.3. SUSE 15.2: wget https://github
.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open
-9.1.0.551.1linux.x86_64.rpm.sh
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Debian. Ubuntu: wget https:

- M Internet 3XEX PBIS x4 G095 ERR s, ik, BT /opt/Citrix/VDA/sbin/ctxinstall.sh szt
8947 “pbisDownloadPath”, LUiE%E PBIS #4887 URL,

BEXTA, FEHAUTREEE:

pbisDownloadPath_RHEL="https://github.com/BeyondTrust/pbis-open/releases/download/ pbis-open-8.

pbisDownloadPath_Ubuntu="https://github.com/BeyondTrust/pbis-open/releases/downloa 0/pbis-open-

TR 2. EEEINEEER

R EMVEIERF E5 Linux VDA SEEIMNIZITE, FEEH—LEN. RIBERNENIEEEFTAE
HUTER, MREFRNES LBIT Linux T8N, NWEREHEFES.

&£ Citrix Hypervisor _t it a)E% a5

BT Citrix Hypervisor BYEIRS IhEER, fEEMNFEBME Linux VM &, &R E NTP # Citrix Hypervisor &8
FRBERANE, NBRNHSHMRSEREY, BHERED Linux ERTRNARGEHES NTP B, XHiE
AERBAINNERY, THE HM ERX THITERDENR.

FEHELE Linux ZThR S, MREAEBTHEEMK Linux Rix, HRET Citrix VM Tools, Ea i #E Citrix
Hypervisor HERIF EER E=FE, UKRRBHEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

L@ <iRE 0 5% 1:

« 0-BEIESIHEEERA, BEXARA,

o 1-WNEESHEERA, BERIEMREE,
R /proc/sys/xen/independent_wallclock X4FEE, WARZEEHITUTHE,
MRERA, BRZmEXHEA 1 UEBNERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BHELESRAKAER, HEEHBENAER, EHhRiE [etc/sysctl.conf SXHHRINUTIT:
xen.independent_wallclock = 1

RIIEXEEY, BERBHRSR:
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sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr <R EE Lo

7% Microsoft Hyper-V & E8djEIES a5

%7 Hyper-V Linux £AREH Linux VM "I Hyper-V B EIR S ThEERER ENIRIEFR AN IE. AHERER
SFBIPAAR BRI SR, UO—RBALIEES NTP BRS.

MNEIBIRERGH:
1. $T7F Hyper-V EEBEHI&,

2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HRE%RER Time synchronization (BFEIEN).

AR

tb77%:5 VMware 1 Citrix Hypervisor RE, XE#=meZRAENNERS IR, RS NTP RE MR,
Hyper-V Bt{alRAFZ IS NTP BYjElES HEH B4k,

&5 ESX fl ESXi _EHBETiE]E AR

BRT VMware BaIESTHEEER, EEMFEMWE Linux VM /1, L3 NTP 1BV SEEFHEIAATS R4
o NBENHSHEMIRSHFRY, BEREED Linux ERTFNRZRHES NTP BE, XMERERZREN
BER

WMRIFEIETRE T VMware Tools BIE B Linux l%:

#T7F vSphere Client,

4m3E Linux VM 1§ &,

£ Virtual Machine Properties (FEEiM#EM) SHEESH, FT7F Options (£ &M+,

%% VMware Tools,

7£ Advanced (54) 19, BUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w e

£ 3: (YR Ubuntu 16.04) %% OpenJDK 11

7£ Ubuntu 16.04 L, @35 U THERE OpenJDK 11:

1. M https://jdk.java.net/archive/ T&E&## OpenJDK 11,
2. iBfT tar zxf openjdk-11.0.2_Tlinux—-x64_bin.tar.gz sa{LURE TFHNREE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 19


https://jdk.java.net/archive/

Linux Virtual Delivery Agent 2112

3. (Ai%) BwfTmv jdk-11.0.2/ <target directory> &% Open)DK FEEBEITERT.
4, 417 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 15T java -version &% UIE Java BURRZS,

S8 4: T Linux VDA #4481

#%% Citrix Virtual Apps and Desktops F#biE. BFFHERMAR Citrix Virtual Apps and Desktops, G
HAHLITHS Linux Z1TARCECHY Linux VDA &,

S8 5: L% Linux VDA #i{4+8

E7 Linux VDA 1§ BIF 18, BT THS,
3t+F RHEL #1 CentOS &17hk:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3#F Ubuntu/Debian %17hk:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get install -f
<!--NeedCopy-->

AR

Z J Debian TR LZE VBRI, B deb http://deb.debian.org/debian/
oldstable main 74zl /etc/apt/sources.list 3t

*fF SUSE &1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

#18 6: =% NVIDIA GRID Rzpigrr

/BF8 HDX 3D Pro EREE MW EIRIZRFH VDA 1+ 84 %% NVIDIA GRID ER&pigr,
BEERTEEIWEERERF L REMEE NVIDIA GRID &) GPU &1228 (ENMIRIER), ESRLUTERE:
« Citrix Hypervisor

« VMware ESX
« Nutanix AHV
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EREMECE NVIDIA GRID K& VM EKahigrr, BHRIT TENEITE:

1. HREKE VM BXiH,

2. FEMNEBEFERERT, VM DE—1 GPU.
3. BE VM,

4. VM ERERE VM K&higrr.

FTET. KEGETHNMELSTERRE
=
FREBITHNFIEZ g, BRFEERERATZET en_US.UTF-8 XiFi&E, MRZKIFIKETENIE

ER%HAAA, EETT sudo locale-gen en_US.UTF-8 &%, F Debian, i&E@idBUHE#LE
# en_US.UTF-8 UTF-8173k4iE /etc/locale.gen xft, #A/FiE1T sudo locale-gen

A
AP <o

%t Linux VDA ¥t 8/E, A ctxinstall.sh HAREEZTHIR, AUERBRXHTRTER FiaiTiziZx,
AE:

T#,.NET Core Runtime (ZiE{TBdA/NEEIE 27 MB) BY, BIARERRERERZEMN, BXTEHHE, 1§
&%& /var/log/ctxinstall.log,

REEN:
BERITFHEE, BETUTHSHES METRLBANEESE,

sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

TRTRR
BELRTEXN TERRNTE, BREBUTHMETE, ABBIET ctxinstall.sh.

o CTX_EASYINSTALL_HOSTNAME=host-name -%7= Linux VDA [RSE 288 EN 2.

« CTX_EASYINSTALL_DNS=ip-address-of-dns -DNS &y IP #hiit,

« CTX_EASYINSTALL_NTPS=address-of-ntps -NTP fR538389 |P it s =T R B F7F,

« CTX_EASYINSTALL_DOMAIN=domain-name -5y NetBIOS &7k

o CTX_EASYINSTALL_REALM=realm-name -Kerberos Ui &#F.

« CTX_EASYINSTALL_FQDN=ad-fqdn-name

« CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %R Active Direc-
tory &7 7%,

« CTX_EASYINSTALL_USERNAME=domain-user-name -XREBFNEM; BFMANE,

+ CTX_EASYINSTALL_PASSWORD=password -i5EigAF L ; BTN,

ctxsetup.sh IARFERUTEE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &#F5.

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tEH =15 kR0 Delivery Controller &2
REEE (FQDN) 5I%k LB F M@ Delivery Controller 53, %A= igE—1 FQDN 5 CNAME,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &z TCP/IP x5 Delivery Controller i&fs.
+ CTX_XDL_REGISTER_SERVICE =Y | N -7£2zhit&#/ERE50 Linux Virtual Desktop AR%3.

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$ ER s & ARLEZET &
Gk AIE. ERIERZAR AEFRBRNA Linux Virtual Desktop $THARERO (BRINEO 80 #1 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %3#% HDX 3D Pro, X2—4 GPU m&E#R, EERKE
ERNRERNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiF) #HAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -t BHEBENEBRAXTIRE (VD) FRABEEZSERHEE, T
HDX 3D Pro 1%, ¥ZEIKEN Y.

o CTX_XDL_SITE_NAME=dns-name -Linux VDA i&X DNS %31 LDAP Bz5528. Ei5 DNS €L RRH!
NS, BIEE DNS i & . MRAEE, AILUIGHIGERN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS 3k % Il LDAP R 328, IR
DNS Fi£1R 1 LDAP FREBiER, TR LURHE U= 2 FRH LDAP FQDN (& LDAP i%A) %Ik, filan
adl.mycompany.com:389, MIRAREE, AILUGHIEEHR <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&i¥i& & Jv Active Directory 13 iR #9 1&
RERZE W LDAP (140, DC=mycompany,DC=com) ., RS E R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). IRFTHFE, AILEHIZEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 5% IEMRSS (FAS) BRS5 %8 2:@:d AD A HRE S 5,
Linux VDA R3%z#5 AD A%RBE, BIETTLIBARMES S 2EH FAS RS EMIR, IRFESRSTE AD AR
HERENIRFEER. WMRMERT EMRSSSMUE, EFER <none> XAFFRIEXRETH, HFEAFREBMRS
SHEHIRE

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % #*.NET Core
Runtime 3.1 LIz Broker RIBARS (ctxvda) MERR. ZRIAKIZH /usr/bin,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - isE B #EAA GNOME 5 MATE =&
E, NRAIEETE, WER VDA LHHRENEE, B2, MEYFRENEEA MATE, NXTEETEE
®E N mate,

PE =W
EA] LGB e TS B R ER BTGRP N RERE:
1. 72 VDA Lt SHOME/<username> ER F)E— . xsession Xf,

2. Y58 . xsession XHLURIBRITHRIEE REFER,
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For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

Emr CentOS £/ GNOME £&

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
**For GNOME desktop on Ubuntu and Debianx*x

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHRIERAHE 700 XHNR.

+ CTX_XDL_START_SERVICE=Y | N -t E &S, 2T E5h Linux VDA BRS.
+ CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZF K, BiAixOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @E89i0, BAIAMKOA 7502,

MBKRIGEEABE, REFRRIXERDR, BTAFPEN. BIHBETEIRE TRESHK, ctxinstall.sh Bz
SRTAPBMAZZE NET Core Runtime 3.1 ME&12,

EERRTERT, PAETUTHLSLULBEINRTE, REETT ctxinstall.sh fizs,
export CTX_EASYINSTALL_HOSTNAME=host-name
export CTX_EASYINSTALL_DNS=1ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name
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export CTX_EASYINSTALL_PASSWORD=password

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

BT sudo ®<H, BA -E BTN EFRTEFBATEENT shell. BRMNBWEEAFENSSHME
#!/bin/bash {FAHE—1TREIZ shell B,

FE, BAIUERR I HIEEMESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \
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CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

$18 8. i5f7 XDPing

BT sudo Jopt/Citrix/VDA/bin/xdping LU#®E Linux VDA FEEENE NEERZE. BX¥4H
=8, 520" XDPing.

#1129 =17 Linux VDA

B5h Linux VDA:
Bz Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{£1F Linux VDA:
=1k Linux VDA BRSS:

sudo /sbin/service ctxvda stop
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sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#fZ1k ctxvda #l ctxhdx RS 281, 51T service ctxmonitorservice stop m<LUE
IESMARS TIFIERE. BN, HMRSTIFEFSERRBHEELERNRS,.
#1250 Linux VDA:
Z|#Esh Linux VDA RS
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

## Linux VDA HIRES:
ERE Linux VDA BRSBIEITIRE, EHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F
BIEITEN B FHAM Linux VDA it B2 5&4H Windows VDA A2, B X INASERX TS MBI
MRVHER, IBBFECIEITETERMEEITENE R,
B8 2 Linux VDA BN EN B R S@EIE—LRE], F15%3ERETF R Windows VDA i+BEHBIEIHE
BR:
o XAFIRIERST, FEIFE:
- ZRIFERERFAD (W TFREHZEERMER),
- BRRMERSETN (WTF VDI THEERGER),
o BENER—MTENBERPESMEA Linux 71 Windows VDA i+ &1,
PED =W

Bk AR Citrix Studio RZ#HF “Linux BERS” WIS, B2, %% Windows Server &ERFT RS
BRFAAEDNZRTEARERZRERTEE, %F Windows SERFRAHKERIFRAENER TE
BEEN— TR IEE,
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e

INRMIBRITENEEEEHIMA Active Directory 15, NAFMFRITEN, AEBEEHRRNEIHENE R,

$1% 11: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #6233 {44

BIERSAMRMES Linux VDA IHEMAIIHEN B RNEES Windows VDA BN LFEE, B XINATEMIXLE
ESEVEIIFAETRER, ESFIER T,

8l E%8 Linux VDA it BH1 B RHZTAR SEIG AT RE:

o WIRFTER AD BRFABEREE, sJUERE Linux VDA itEH.
« BPNARTRESHRIEN (BER) AFRER.
o BNERMGHEFENEE Windows itENHIHHENE R,

BE:

Linux VDA 1.4 REBRAZ LGN AER. B2, Linux VDA R SEMNAER R HAERITENL.

BXMABIRTEN B RMRAANE SR, 3ESH Citrix Virtual Apps and Desktops 72112,

HEHEER

BRI R ILERD R E SN T BRI E AR TR 5| R BV U TR HR.

fEF SSSD AIANIE KK

SEMNENTRESHIMER, WHEMNT (EHRTRETN, FRIEAT):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:
Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')
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Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers 1in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

BRRRILIRNE, EHRITUATRIE:

iBfrrm -f Jetc/krb5.keytab &%,

i5fTnet ads leave $REALM -U $domain-administrator &<,
7£ Delivery Controller EfiBi+E#H B R34,

i&1T Jopt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller E8IZHEN B R {I4H,

o W

Ubuntu fSESIEETRE

BHSENSHIIEZR, BEFTERKETRELERHRIEDE. b, ERAMAFKFRERN, TENNER N
BTRF.
ERRRILIEE, BRITUTIRE:

1. i&fT sudo apt-get update &%,
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2. &fTsudo apt-get install unity Llightdm®&%,
3. @ /etc/lightdm/lightdm.conf SFEmMmUTIT:
greeter-show-manual-login=true

BFHRLOEER, ZidEE Ubuntu KRESIERNK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

'
tiRENIREAREREENREERUETER.
EfRRILIRRE, BHITUTRE:

1. E@217H, %A pam-auth-update,
2. EERBIIHEES, HiIARE LD Create home directory login (RIEFERERES).

T

] Pam configuration |
Pluggeble Authenticetion Modules (PAM) determine how authentication, suthorizetion, and password changing are handled on the system, a3 well a3 allowing configuretion of sdditicnsl sctions to teke when
starting user sessions

Some PAN mcdule packages provide profiles that can be used to sutomatically adjust the behavior of all PAM-using spplications on the systes. Plesse indicate which of these behaviors you with to ensble.

PAM profiles to enable

REFBH, BRRRLERHER dbus iR

/var/log/messages (GZRT RHEL 5% CentOS):

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0
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Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 CentO0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0OS7 gnome-session: aborting...
Oct 27 04:17:18 CentO0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

gi#&, F Ubuntu &17hR, EEMRBES /var/log/syslog:

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l1-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally

<!--NeedCopy-->

REAFRRESHBMET EN. MRAEFHN dbus #HIREE, RITBNEEFRBHRAHER,
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SELinux A B5.E SSHD isialEB R

BRALURIRIE, BREER.

/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing

/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**xxxx Plugin catchall (11.6 confidence) suggests
AAKRAKRARARARARKAAA ARk khkkkhkhkhkhkhkhhkkx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

ERFRUCIE, BRITUTIRIE:
1. @E3d Jetc/selinux/config #17 U TEEAFEEZA SELinuX,
SELINUX=disabled
2. EfEE VDA,
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FrpLEiERT Amazon Linux 2. CentOS #1 RHEL #9 Linux Virtual Delivery
Agent

June 21,2022
BERT:

WFEHRE, BNEEABRMTRUHITRERE, BINREENNXNET], SAXPFROFHREMLL, EF
ZF .

$E 1. & Linux K1ThRARE VDA
$%% 1a: WIFMARE

HREEEH EHICEMS, I, HBH7E Linux VDA EEZE DNS RSS2,

$E 1b: KEEHA

HNBRERIRSITENNEN S, 1EEK [etc/hostname X4, GHMNBSHTENNENS,

hostname

S8 1c. RAENEZSEIFELE
ABMRERIREITENN DNS HEMTLRERS (FQDN), EEH /etc/hosts XHHRMLUTT, EEAFHD
% B FQDN fMEMNA:
127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain localhost4 localhost4.localdomain4
f5Ign:
127.0.0.1vdaOl.example.comvda0l localhostlocalhost.localdomain localhost4 localhost4.localdomain4
MX R E Mt B Rt hostname-fqdn = hostname KT AE M| A,
AR
Linux VDA Zi#iRz#5 NetBIOS &#R& kT, Eitt, ENBEFREEL 15 MFRo

BN .

S

REEFEAFR a-z. A-Z. 0-9 FIEFH (-). BBRFEATUEL (). SENEMATS. ENEREURFF LM
MEFRLEE. MNbERT Delivery Controller 4148,
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SR 1d: WETNE

WIEENRIRERTIERTIR:

hostname
<!--NeedCopy-->

WEHSOREITENNENE, MRREETELREEE (FQDN),
¥oiiE FODN R ER B IEHEIR:

hostname -f
<!--NeedCopy-->

Iteas <R ETEHE FQDN.

TR le: WERMEAMARS FIGRE

I AT LUgRAT FQDN Hdigizhi2s#0 Delivery Controller $147 ping ##1E:

nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WNRFT AN FQDN ¢ Ping B ERE—itEN, BRREEXTE, AEBYLE,

$7 1f: FRER#ES (chrony)

#afR VDA, Delivery Controller figiz#I28 2 ERBHIALIEMAIS EXEE, ¥ Linux VDA B AR ATRESR
SENMREND, HFHERER, RFERIZENERSRESBYE,

RHEL 8/RHEL 7 ZUiAiEER Chrony sFPIER (chronyd) #TR$RY,

BicE Chrony R3S Ul root BF B4, RiE [etc/chrony.conf HAE N2 EIRS[/HFIN— M RSRER:
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

TEHBIERE R, BRI MASHIFITHIBRES, MAREEM R NTP RS RBES . HiHHE Active Directory 5
IEHISR AN — RS2 B,
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MERT HERIE M server &8, S3ERE IP #ik. localhost 12 ARSE2: *.pool.ntp.org £H.
REENHENHBE Chrony sFiPiER:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$Ig 1g: &= OpenJDK 11

Linux VDA Z3k#F7E OpenJDK 11,
o MRFEHEE CentOS 5 RHEL, MYELE Linux VDA B, OpenJDK 11 &BEE{ERKBITUAITRE,
« WMRFFEABRE Amazon Linux 2, EEITUTH<LUBAH%ZE OpenJDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

HiARAZ B ER:

sudo yum info java-ll-openjdk
<!--NeedCopy-->

FseEEn OpenJDK aTaeu R #AMRAS, E#% OpenJDK 11:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->

$ 1h: =% PostgreSQL
Linux VDA 23k7f RHEL 8 EfEF PostgreSQL 10.5 StE=hk4s, si&7E RHEL 7 LA PostgreSQL 9.2 SiES
ks,
LZERUTREGE:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

WREERIT —LEREGSE, UWEMRCIIERE, HHRIRS T ENE M B, tig(ERTE [var/lib/pgsql/data
TRIEEUBEX S, tap<TE PostgreSQL 10 #1 9 EBFERI:

sudo postgresql-setup initdb
<!--NeedCopy-->
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S8 1i: A5 PostgreSQL

Eit BB B EIARS LBV B RIARSS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

FERAUTHE<$RE PostgreSQL hs:

psql --version
<!--NeedCopy-->

(IR RHEL7) £/ psql < 1TEARFHIAKIEEREIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEINEEER

EZHEMVEERF £ Linux VDA SEEIMNIZITE, FEEH—LEN. RIBERNENNEEEFTAE
HUTER. MREFEVEM LIETT Linux iT84, NEFEREAEN,

&%E Citrix Hypervisor A a)E):25 a0

BT Citrix Hypervisor BYE|RS AR, FEEMNFEBME Linux VM &, &=&3 NTP # Citrix Hypervisor b
RRBERFNE, NERNHSHMRSEREY, BHERED Linux ERTIRNAZEHES NTP B, XHE
MERZAENEEIRD. £EE HVM EX THITERMER.

EFEL Linux R1ThR®, MRELBTHFEMWN Linux Rz, HRE T Citrix VM Tools, EaI#ZE Citrix
Hypervisor BRI HEER E=FE, UKRRBHEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itbep <R[ 0 8¢ 1:

. 0-BHEARSHEEEER, BAFRA,
. 1-FHEARSMEDRA, TERIULMEIE,

MR /proc/sys/xen/independent_wallclock X#&FEE, MNAREBHITUTHE,

MREEA, FEIMZXHEA 1 UERNEED IhEE:
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sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAER, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHRMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMARLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

7£ Microsoft Hyper-V L{&E i EE:S RH

%7 Hyper-V Linux £AREH Linux VM 5 A Hyper-V B EIR S ThEERER ENIRIEFR LN E. AHERER
SFBTPIAARREIRR S, WO —RBALIIEES NTP BRS,

MEERRERSH:

1. ¥T7F Hyper-V EEBEHI&,
2. 3F Linux VM B9i& 8, &% Integration Services (£mRS).
3. HRE%RE Time synchronization (BFEIEF).

=

AR

te77%5 VMware # Citrix Hypervisor RE, XE#H~=GRaZRAENNERDSIHEE, NGRS NTP ZEH5E,
Hyper-V BfjalE$ TS5 NTP BYEIES H1ZH Eib,

&5 ESX fl ESXi _LHBETiE]EH AR

BRT VMware BEIESTHEER, ESMFEME Linux VM /1, =23 NTP 1B EEEFHEIAR TS R4
o NBENHSHMIRSHFRY, BRESD Linux BRTFNRZRHES NTP BE, XMERERZREN
BHEIRS .

WMRIFEIETEET VMware Tools B9 B Linux Wi%:

$1FF vSphere Client,

4m3E Linux VM &€&,

£ Virtual Machine Properties (E##lE) HEES, 177 Options (G£I) &M+

%% VMware Tools,

7£ Advanced (54) 1, EUHi%ES Synchronize guest time with host (5EHEFEFHAE),

o bk e
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$1% 3: @ Windows &7 0 Linux &34 (VM)

Linux VDA z#5%#E Active Directory (AD) 1870 Linux H &A%

« Samba Winbind
Quest Authentication Services

Centrify DirectControl
+ SSSD
« PBIS

IRIBFMIEN S %, FRIAEBHMITIRME.
AR

73 Linux VDA frg9zssthik =0 AD Rtk ERERIMNAF &, SI1ERAIEEKNK.

Samba Winbind

RENEMFARRE:
%fF CentOS 8 #1 RHEL 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

FEiENENERESN Winbind s717#2F  Winbind spiri2E S AECE 1T BB BED:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

B E Winbind 5%3iE  @i2ER Winbind $i+BHE B 1T Kerberos S14383E:
1. BITUTSHS
¥+ RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->

3¥F Amazon Linux 2 #1 RHEL 7:
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sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Hrh, REALM 2A5# Kerberos $itgi&#5, m domain 21589 NetBIOS &#7,
MRFEEY DNS T KDC RS BMGIHZHE, BB U TR METRNEZEG @SS
--enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig @<REINAEX winbind REXLEBHIEMEIR. authconfig BREHE
MEKRMANEHERTER winbind RS, ATRESHILXEEIR,

2. T7F |etc/samba/smb.conf HE LI T BAMEI [Global] #4974, EBEKE authconfig TR%EM
&R fEE

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (IXPE RHEL 8) #T7F [etc/krb5.conf X7 [ libdefaults]. [realms] # [domain_realm]
o TARMEE:

77 [libdefaults] 29 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7 [realms] BHT:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] HT:

realm = REALM
.realm = REALM

Linux VDA ZEF R &4t keytab Xt /etc/krb5.keytab LT H 33 E Delivery Controller . 8
BRI/, & kerberos method i€ & #3&%I Winbind eliZ2 &4 keytab X,

A Windows 13 &avigiiz g8 Air] AR, B EXNAEEETFITENRMENIE Active Directory Bk
Fo

xyF RHEL 8:
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sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

3tF Amazon Linux 2 #1 RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#F, user 28U ENFMEIRAEBF,

77 Winbind &2Z PAM  ZRiAER T, Winbind PAM &R (pam_winbind) MEE RSB Kerberos ZiEEEM
FTERMENE, 1TFF [etc/security/pam_winbind.conf, #7f [Global] #4%9 FHMIEXRUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBRE MREFNEMFES S. XEBREREFHBE Winbind FiFigR:

sudo /sbin/service winbind restart
<!--NeedCopy-->

e

{LHBNANGE, winbind SPEFAF RIARIFET,

17 [etc/krb5.conf 335 [libdefaults] B TAMUTIREM KEYRING B2k FILE 38:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wik R &1 Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory
B MHENXNR.

i&1T Samba 1 net ads S WRIFH BN E2EEMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L RIEFSMIEM T BN RESR !

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos .28 HTHifR Kerberos BEEHELE AT S Linux VDA BR&ER, IBRIERS keytab XH2H
BRIRHEAENER:
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sudo klist -ke
<!--NeedCopy-->

¢ EREMEFREMEBREHASTTANERTIR, B17 Kerberos kinit &<, FERXLEREAREITHER
BT ENBS 5!

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABIRUTIEERAS, RS (§) BAEARMML (\) #1TEX, URERE shell Hig, EFLEFEHR,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEM. WRILHSRINGTT, WREERERREL,
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERUTHLRETENKAFRES:

sudo net ads status
<!--NeedCopy-->

WIEAASMIE A wbinfo TRXIEREaIARKIEBAAFHS7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 5&, MR Kerberos §ugi&#. 33F bash shell, #AERF—MREMIITRAMT (\) FRI#H
THEX, HLRE—FMINFEKE S
EI0IF Winbind PAM 2 BB EHEE, EERUAKRERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BB R Gnome 5 KDE $2HI 8 W AT AATSMBINL, E#ITEMANIERSRSEMITSE 6. %% Linux VDA,
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Quest Authentication Services

EigiEsI2s AR E Quest  REMLEEE Active Directory 134128 EREHEE T Quest #F, MABKEBFEEN
IR, BNTE Active Directory B ITENITR,

AFFHAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

1. 7£ Active Directory AFPMITENERIEE&H, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix if) &EBF.

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BALFHABAANA 1D,

=

E

XEGARSTFIREEAR, UEMIUERERG. RDP. SSH siE M EMITZHIHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRAR T % BIA RHEL IRBR38HISEHE SELinux, LL32FITHAESR RN Quest A/ Unix 1
E1ZF IPCHIH, HEIEARER.

ORI BN REENSEZZZMA SELinux. L root AR &1, 4iE [etc/selinux/config H#5=4 SELinux i&
=

SELINUX=permissive
B EREFH BT EN:

reboot
<!--NeedCopy-->

HE:

BEEFERALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root BFRME MM
F 2t

foE VAS SFiFiEF WS AT Bah4ET Kerberos ZiRThat, HMBRASMHINIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->
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LA EITIERRIR A O /NBY (32400 #), BENELEAIARY 10 /MNEIBEGERRE 1/, BEZEEGARRENR
4% LigBRENE,

FE PAM f1NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 /A Quest vastool &% Linux it&#LINAZE Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIFITEMMA Active Directory HHE @IS AF. domain-name 73 DNS Z#7, £ exam-
ple.com,

BIEEM A SR Delivery Controller 2kFi%E VDA it##l (Windows #1 Linux) #Z7£ Active Directory &
B—MIHENXNR. BIE Quest AR Linux itENZEMLFEH:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
WRITBENEMNE, <SRBI E, MRITEVRMAEEE, WsERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFP BHWIE EIRIE Quest BTEEMRET PAM ST A P BT BRI, BEERURIRERIIEAF KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFRE R id -u 55<$3RER UID g1 TRA Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:
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/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BE#ER Gnome { KDE 125 8 A LURITIRMBINIR. B TEIMANBIEGHSEMITSE 6: %% Linux VDA,

Centrify DirectControl

A Windows 33 %% Centrify DirectControl Agent /&, &%/ Centrify adjoin @&<% Linux it&#l0
A Active Directory i3:
sSuUu -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user SEABEREITENIIA Active Directory 14 Active Directory . domain-name 2% Linux
TTENIINRIRIE R B o

WiEERE &1 Delivery Controller kFiE VDA it&#L (Windows # Linux) #BZ7£ Active Directory &
B—MHENINR, WIE Centrify AR Linux BN EMFiEH:
Su =

adinfo
<!--NeedCopy-->

I53F Joined to domain EEEBEM LUK CentrifyDC mode 2FiR[E T connected, SNRERMARERIIRE,
MZRPA Centrify FPimB 2l 7 RS 2EZE R F D W0 R,
FRUTHSAREESENASKMIZHES:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos IR H9EE,

adinfo --test
<!--NeedCopy-->

TEBTIHINANRIEESEMITS B 6: 2% Linux VDA,
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SSSD

MBEERAKE SSSD, BRI hAIREEHITIR(E. EDEESHEXNME Linux VDA HHEHIA Windows
ERHBA U K ENEIACE Kerberos B4 RIEMNIES.

272 RHEL #1 CentOS Ei&E SSSD, BHITUUT#E:

ok w e

IONIEFH B EM keytab
%8 SSSD

BF SSSD

39iF Kerberos EBtE
WIEAPF SR I0IE

MAEFHEZEN keytab SSSD HFRRMAFMAFMEE RS keytab X Active Directory B iEIhAE,
RIS AR adcli. realmd 8 Samba,

AP ABNABTERTF Amazon Linux 2 #1 RHEL 7 89 Samba A2 U KiERTF RHEL 8 #9 adc i A%k, XWF
realmd, &% RHEL 5% CentOS XY, HMEEIE SSSD Z HiiTiXEE %,

« Samba (Amazon Linux 2 1 RHEL 7) :

TRAEMARRGEE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EIEWECE T LUTXHE Linux ZFIEE:

- /etc/krb5.conf
- Jetc/samba/smb.conf:

HitENEE Samba 1 Kerberos S14I%3iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Hreh, REALM 2K 5 Kerberos $itsi&#:, domain 2 Active Directory i#9f&%E NetBIOS &#r,

AR

AXHHIEEEATRIE. PR, RIFERM AD EitEHEE Kerberos.

SNRFEET DNS &k KDC RSB BMMAZM, ER U TR METRNERImAIas<

--enablekrb5kdcdns --enablekrb5realmdns
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fTFF [etc/samba/smb.conf H LU T£BHMNZ [Global] 549 T4, BEKE authconfig TE4RLAY
B fem:

kerberos method = secrets and keytab
winbind offline logon = no

M Windows i, igHREIzHI2R AR, MBZREEINEITENRMER Active Directory FAFIKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AE# Kerberos $ils&#, user EERUGIHENFMAIEEEF,
+ Adcli (RHEL 8):
REREMFAERGE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Hi+ENEE Samba 1 Kerberos S14I%3iE:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

17+ |etc/krb5.conf 3 7E [realms] #1 [domain_realm] 282 FHN& 8 :

7z [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 24 T:

realm = REALM
.realm = REALM

A Windows i, iERfRgIzHI2E eI AR, MBZREEINEIHENRMENRM Active Directory FAFKF,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AE5# Kerberos $isi &k, user 2EMUSHENRMEIHAIEAF,

%8 SSSD 18E SSSD WA BT

« BEEIT sudo yum -y install sssd@<7E Linux VDA E=% sssd-ad 4,
o WEFH (I sssd.conf) #HITREER.
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o 25 sssd RS,

RHEL 7 89 sssd.conf B2&R=f (R LUIRIEEEFRIMEFIMNGER) :

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

#% ad.example.com. server.ad.example.com i NHENKIE, EXIFMES, BB sssd-ad(5) - Linux
FHM DT,

(1XPR RHEL 8)
T7F |etc/sssd[sssd.conf 3 7E [domain/ad.example.com] 9 FHRIMUTRE:

ad_gpo_access_control = permissive

full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%

3t sssd.conf i& B X EFRA AR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf
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/5 SSSD X3 F RHEL 8:
BT Tas< UBA SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3¢ F Amazon Linux 2. CentOS 7 #1 RHEL 7:

A authconfig /BA SSSD, %% oddjob mkhomedir LiHFEER6IES SELinux #&:
authconfig --enablesssd --enablesssdauth --enablemkhomedir - -update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

1iE Kerberos itE WiF& 4 keytab X 2R EIBRHBEBERMEHA:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEZREEREFASRANERYIR, BT Kerberos Kinit &<, UERXERHARGIEH R0
BT ENBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMURZHBTIEERAT, RS (§) BAEARKAT (\**) #TEX, UERE shell Hit, ERLIRE
#, DNS &5 Kerberos {UH B TR, EHRERMABM. WRILHSHINET, WA2ETEFKLH,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

BItAFPSMRIE £/ getent S SHIAZFNERBI LR NSS BE (!

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 EERREE. IRFEEAZ—HEREN, HEERA getent s #H1THIE,
SFFHNERBWT:

o EELFERLZF: DOMAIN\username
« UPN: username@domain.com
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o NetBIOS s1&#&=: username@DOMAIN
05 SSSD PAM IR B EIEMELE, BFERAMFIRERIEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEH$IREM uid BIE TR Kerberos EiREE X!

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

BIEFAF R Kerberos RIREFHHNRIBREEMARITH,

klist
<!--NeedCopy-->

TEBTIHINANRIEESEMITSE 6: 2% Linux VDA,

PBIS

THFFER PBIS 5i+E 140, x+F CentOS7 # RHEL 7:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

a0, 3$F Amazon Linux 2. CentOS 8 #1 RHEL 8:
wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

& PBIS REFIAFAIT  fI40, x4F CentOS 7 RHEL 7:

chmod +x pbis-open-8.8.0.506.11inux.x86_64.rpm.sh
<!--NeedCopy-->

f5lgn, 3¢F Amazon Linux 2. CentOS 8 #1 RHEL 8:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->
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iz17 PBIS REfiIA  flg0, x3F CentOS 7 # RHEL7:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

f5lgn, 3¢F Amazon Linux 2. CentOS 8 #1 RHEL 8:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 13 &avigiiz e84 Ain] iR, i1 BESNAEEEIEITENRMENIEN Active Directory Bk
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A HRF I B A Active Directory iH 891 i P domain-name Ji5# DNS & #f, #10 exam-
ple.com,

R E¥% Bash 8B AZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikgm R & Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
E—MENNR, WIEMAT PBIS 8 Linux i+ B2 S M Fid+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMAE MK, S RREEXHFIMAN AD 5 OU WiERS. &N, RETENSZ.

WIrTAR BHMRIE EIE PBIS 2F8EM5iEiY PAM ST E R # TR R, EERUIRERNIZRPKFARER
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u 5$:3&EH UID gIE T A Kerberos EiREE

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHESHITS B 6: 23 Linux VDA,
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S8 4. REXEW4.NET Core Runtime 3.1

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iBA%REE.NET Core Runtime 3.1,

%% NET Core Runtime 3.1 /5, i517 which dotnet <& EREITIIRZR,

RiEas <ML, 1&E.NET Core Runtime Z#&IXHIER. FIa0, MRe<LHH N /aa/bb/dotnet, & /aa/bb
ER.NET Z#FIXHF R,

S8 5. T Linux VDA #i{+

%2 Citrix Virtual Apps and Desktops F#itimE, BFEEAR4H Citrix Virtual Apps and Desktops, AE®
FAHLUTHS Linux Z1TARICER Linux VDA &,

HI% 6: L Linux VDA

AILRIT R T EIMRIBIM MR LTSR iRAARINE T,

RITEMRE

1. (FI3%) #ENEIRkRA
INRLRE T IRFEAIBIF MR LTSR i Z SN RHRRR A, BT RRHThRAS Z A HEI%,
a) {21k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

AR
#7121k ctxvda # ctxhdx BR$3 286, 155517 service ctxmonitorservice stop &< LUE
SRS FIFER. B, BMRSTFIFEFEERBHEFELNRS.

b) E#EHHHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->
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BnTH<, RERETERE; &, WATLUE [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
ME RS,

2. F# Linux VDA #&a

#Z Citrix Virtual Apps and Desktops T#mmE. BHFMERARZAR Citrix Virtual Apps and Desktops,
REBHAHUTHS Linux Z1TARTER Linux VDA €,

3. %% Linux VDA
o A Yum %% Linux VDA {4 :
3tF Amazon Linux 2:

sudo yum 1dinstall -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

%¥F CentOS 8 #1 RHEL 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xfF CentOS 7 701 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o {#FA RPM B4+ BB %%E Linux VDA #ift, 7ELbZHl, SRR T REHIN:
3tF Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

3¥F CentOS 8 #1 RHEL 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 71 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

CentOS 8 1 RHEL 8 #y RPM ##im5IzR
gt5-gtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0

gperftools-libs >= 2.4
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cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
icoutils >= 0.32

firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
TibXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-lTinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.4

findutils >= 4.6
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gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy—-->

Amazon Linux 2. CentOS 7 71 RHEL 7 # RPM {&#i1%!|%:
gt5-gtbase >= 5.5~
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2

xorg-xll-server—-Xorg >= 1.20.4
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TibXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

AR
BXIEARZAR Linux VDA £3589 Linux Z1ThRHN Xorg RRAMTIR, ESIRRAEK,

£ RHEL 7.x %% Linux VDA [F, iafT sudo yum install -y python-websockify
xllvnc &%, BMEFoh%E python-websockify #l x1lvnc LUERSIEEFINEE, %
HAER, BRRAEXRIE.
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AERIMERE

AT LU SRR MARASHD LTSR ARAFRIME R,
AR
AEMBERERES [etc/xdl THEEX . EHITHRZA, BSUEMXLEXH,
o EEA Yum FRERNRE, BRITUTIRE:
3¢+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

xtF CentOS 8 71 RHEL 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xtF CentOS 7 #1 RHEL 7:

sudo yum 1dinstall -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

« EFH RPM R4 BEESARKENIRGE, HRITUUTRE:
+F Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

x$F CentOS 8 i1 RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

xtF CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
WMREFEHANZE RHEL 7, BSHEET ERARGSTETRUATSE:

1. iz 7 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31l/root/usr/bin/"--force I1i& & IF # 89.NET Runtime &
(e

2. E¥EEN ctxvda RS,
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BE.
AL REFHR B Linux VDA 8.

$B8 T: =4 NVIDIA GRID Rzpigrr
EF HDX 3D Pro EXREEEMHNEIEZRFH VDA 1+ EH] %% NVIDIA GRID Ezpi2RF.
EERTERIWEERERF LT EMEE NVIDIA GRID & GPU &128: (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EREMEE NVIDIA GRID k= VM Eapigk, BHRITUTERE:

[

. BfREKE VM BXH,

N

. £ XenCenter #1, VM HE—1 GPU,

3. B&h VM,

4. 73 NVIDIA GRID RehiZRe & VM:

yum install gcc

yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. ¥ Red Hat Enterprise Linux >i4s 9B %% NVIDIA GRID iz,
AR

R4 GPU IRzhizrrifial, AEMNamEERIAER (no).

L

=2 H GPU B&fa, TEmimid XenCenter i45i8] Linux VM, {8 SSH #1Ti%#,
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nvidia-smi

e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[m e o - +
GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
‘===============================+======================+======================|
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150W | 19MiB / 8191MiB | 0% Default |
e o - 1
- 1
| Processes: GPU Memory |
| GPU PID Type Process name Usage
| ============================================================================= |
|  No running processes found |
- 1

NEFEISBIEMRNEE:
etc/X11l/ctx-nvidia.sh

DRSS BENZ EMIEITIEE, EFEEEMH NVIDIA FaE, BERIEVAIE, &R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” /= @XM ITIE(F.

1% 8: EE Linux VDA

RERBEG, BIETT ctxsetup.sh BIAREE Linux VDA, FUITEMERZEI, ZBIAEKWITRE, WRFIE
KM ELLE, NEVE, AIUENEINETZASUERIEE,

A IR R Feha T4, tHal LISRBFLE BN BEhaiTHIZAS, 4482(Fal, BEEZHIANEREE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
R E

BTSRRI EMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
BoificE

BEREN, BIMRTERMREMAFIFENED. NRAFENMELEENEE, WEAFIRTEREERAER.

XPBNFREERE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

. CTX_XDL_REGISTER_SERVICE=Y| N - TR ENERBSN Linux Virtual Desktop BRSS. BINERT,
ZEREN Y,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BR$SE K 7 iF(E N\MKZEZ @ &
FH AR, ERILUE RSB AEHR ESHA Linux Virtual Desktop ITHFFAERO (BA RO 80 1 1494), 2K
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2|3 |4 |5 -Linux VDA EkfEf Kerberos B2 Ei& & Delivery

Controller #1784 3iE. Kerberos EEERIER S LB LREMEEER Active Directory ER T EME, 15
EBEHBESZIFM Active Directory /754

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKLE
BN EREFNEMLKT, NRiEET HDX 3D Pro, MEAR VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N -i§itBHEEHETAKERTRE (VD) E=RRAEEZRKERTRE, WF
HDX 3D Pro 3%1%, BILZERIREN Y, BUIAEAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, E¥#& DNS BRERRH!
AEHIER, MIEE DNS mZ . RIAMERT, HEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS & % Il LDAP fR 5588, MR
DNS FEix1R 4t LDAP RS IER, B LURMHUTIE SR LDAP FQDN (%% LDAP i%0) HIK. a0
adl.mycompany.com:389, RIMERT, LLEEIEESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & 4 Active Directory 15 18 19 1%
RERZEIW LDAP (0, DC=mycompany,DC=com) ., AR SEHE M, TLUIETEEEM (0
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) IR% 28 2581 AD A HREZEL B HY,
Linux VDA 325 AD HERER, BERILISUARIELS S 2REY FAS BRSE8RMTIR, INFHH51E AD AR
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FERENIRFER. MRBERT ERRS S, BEA <none> XAFFHRIERAETH, FEREEHRRS
AT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % .NET Core
Runtime 3.1 LA #E##H Broker RIEBARSS (ctxvda) MR, BHARRREZEN Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -is B siFHFE A GNOME 5% MATE £
EFE, MRKIEELTE, NER VDA LHBIRENEHE, B2, IRHFRENSEE A MATE, NIKTIET S
Ei%E N mate,

PE= W
ER LB e A TS BR B BITRIER N REIFER:
1. 7£ VDA Lt SHOME/<username> EZ F8IE— . xsession X,
2. 418 . xsession XHLURIBAITIRIEE R EFE,
For MATE desktop on Amazon Linux 2, CentOS, Debian, and Ubuntu

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

iEAF Amazon Linux 2 f1 CentOS 1 GNOME =&

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIEAPHE 700 XHNR.
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T E5 Linux VDA RS, RIMERT
K®EAN Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

REWREEHIETREMZ:
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export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNERRELEEXBLATLENF shell. HMNBIWEEAFENGSHME
#!/bin/bash {EA%—173R eI shell Bz 4.

HE, ERAILERRE N SEEMESN

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \

CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

IFRECE Bk

ERLBERT, EReREMR ctxsetup.sh MIASEEFMAVEZ, BREH Linux VDA BRE4&.
HEIR(FRT, BEBUMARNTEDES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

R A S MEBUREMIBRFR B ECE 58, MimfE Linux VDA A fER.

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEH A LETHEIR, HEHMEESANEREHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXREN.
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$& 9: 517 XDPing

¥EizfT sudo /opt/Citrix/VDA/bin/xdping M#E Linux VDA FBEENELEERE. GXi¥4H
B

{58, B8 XDPing,

412 10: i=17 Linux VDA

5 ctxsetup.sh iiAEZE Linux VDA 5, aJLUBTIA T o< RER Linux VDA,

Bzh Linux VDA:
Bz Linux VDA BRS3:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{£1F Linux VDA:
{Z1k Linux VDA BRS3:

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

£1=1k ctxvda # ctxhdx RS Z#i, 1Ei5fT service ctxmonitorservice stop &<LUE
LIRS STIFIER. BN, BHRSTIFERRERBHEELENRS,

E#E5 Linux VDA:
BB Linux VDA BRSS :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

7 Linux VDA BYIR7S:
Z#0% Linux VDA BREMEITRES, BEHRITUUTRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->
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$1% 11: 7£ Citrix Virtual Apps =§ Citrix Virtual Desktops #¢I|Z2i+ENNER
BIEITEN B RAAM Linux VDA it BHAE 2 5458 Windows VDA 7342, B XA S MBI
AR, BEERCEITENERNEETENE R,

BIEES Linux VDA it BT EN B RINSEIG—LERE], #FiZ32FRTH Windows VDA it B SIE &
BR:

o WFHRIERSE, BER:

- ZRERERHET NWFREAZRERGER),
- BRERERGHER (WTF VDI EAKERGERE),

o BEMER—MIBENBRFEAMEA Linux #1 Windows VDA 1.
AE:
FHARRAHY Citrix Studio A% “Linux 2ERL” BIHS. B2, %R Windows Server 2R LTRSS

BREAFETNFRATEARELZRERMRE, %F Windows SEIRIFRAS S K ERIERFIETNER FE
BETEN— AP IEE,

e

INRBIBR T ENEFEEFIMA Active Directory 15, NAFMFRITEN, AEBEEHRRNIIHENE R,

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIERFAMARMES Linux VDA itBEHBIHEN B RHiZE S5 Windows VDA i+EH/LFHERE. BXIETEMIXLE
ESHNEMFAEIRPA, BFSREEEZ T,

8 &% Linux VDA it BH B R (TAR SEIG AT RE:

o WIRFER AD BFRMABEREE, sJUERE Linux VDA itHEHL,
o BEMATRESHIIEN (ER) ARER.
o BENERMEFRRAEE Windows iHEHNHITENE R,

BE.
Linux VDA 1.4 RESRAXFLHBNEREF. B2, Linux VDA RG2S @m0 N ARRF A ERN T E.

BXRUMALETEVERNRGANES, 5 Citrix Virtual Apps and Desktops 7 2112,

Fh% % Linux Virtual Delivery Agent for SUSE

June 23,2022
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BERETR

WFEHRE, BNEEABRMETRUHITRERE, BINREENNXNET], SEAXPFROFHREMELL, EF

2T,

PEL: EERE

$2 la: 25 YaST T2

SUSE Linux Enterprise YaST TEAFHRERARITA AEENERE.
BohEF XA YaST TA:
su -

yast
<!--NeedCopy-->

ZEshETF Ul B9 YaST T8, ERITUTRE:
su -

yast2 &
<!--NeedCopy-->

S8 1b: EEWKEE

LUTEIHNE T IOMEERE Linux VDA ERANSHMEILENIRS. WEREED YaST TERTT, MARERAEM
%, 40 Network Manager. WUTFIRBANANRERAET Ul 9 YaST TAEMIER,. Al UERETFXAER YaST

I8, BSMAERERE, MEAXKENE,

ECEEHRH DNS

1. BapEF UIMYaST ITE,
2. ERRY%, AREENERE.,

3. {XPR SLED 12: 7£ Global Options (£/:%1) %+ L, ¥ Network Setup Method (M4Ei&E %)

Ek Wicked Service (Wicked fR3).
FT7F Hostname/DNS (E#1%&/DNS) %,

Af&eq DNS ECE R B E X RIKIED,
RELUTAS, URMFIENMSLZIRE:

© o N o oA

#%#% Assign Hostname to Loopback IP (B3f[El IP SEENA).
EHi%ts Change hostname via DHCP (&t DHCP EXEHR) o
%#% Assign Hostname to Loopback IP (&£ [E IP 2EEENRZ),
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FENE - ARINHENB DNS EH 2.

5% - A0t EAE DNS 5%,

EFRARSSE8 - AN DNS ARSS23R0 P utik, @E 2 AD isi=HIRaY IP sthdik,
B ZRTIE - 7800 DNS =8

=3

AR

Linux VDA Z#iARz#F NetBIOS & # &k, HAlt, ENBFRFBE 15 NFH.

'

REEEAFHR a-z. A-Z. 0-9 FEFF (). BBEEATIL (). TENEMTS. TNEFEURFFLM
MEFRLERE. MNbERTF Delivery Controller #4142,

BHZ#EDNS =B SLED £, BAEBEABAZE DNS (MDNS), MXAERSHBMMBIFERT—B. R
INERT, SLES EXRER mDNS, EEFRERRF

E2E mDNS, E4HiE [etc/nsswitch.conf HEXREE U TRABHIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

REINZ BEFNRIRERSEWHTLIR:

hostname
<!--NeedCopy-->

A OREITENNENSE, MAREETELREEZ (FQDN),
3IE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <R ET BN FQDN.

OB ZMRATFARS ATAEIE  HRiART LURRAT FQDN Hxdigiiz 12840 Delivery Controller 147 ping 1&1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->
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INRTEMMN FQDN 2 Ping @ ERE—ItEN, BRREEXTRE, AEBHE,

S8 1c: ECE NTP BRSS

#47 VDA, Delivery Controller #1igiZhi38 2 BMIB SALAEHRRIS EXERE, & Linux VDA REREIWIEEES
SHEMRERNT. HFHER, SIFERITE NTP RSFEFEEIRD, RIANTP SERRFEEF—LEEN.

x3F SUSE 15.3 #1 SUSE 15.2:

1. BE=hEF Ul YaST ITE,
2. EEFERBIRS, SARERE NTP EE,
3. 7z Start NTP Daemon (=) NTP FiP#2F) #8599, %3 Now and on Boot (7E/K5ISEY),
4. AREBREFEDS,
5. {RIBFEZEFIM NTP fRS528, NTP RS EEFEETE Active Directory igizHies .
6. 7£ /etc/chrony.conf FRiBREEGEFR U TIT (WAREFTE).
include /etc/chrony.d/*.conf
w18 chrony.conf /g, E#Esh chronyd RS

sudo systemctl restart chronyd.service
<!--NeedCopy-->

xfF SUSE 12.5:

1. #T7F YaST & “NTP Configuration” (NTP E2&), #A/5i%#% General Settings (HiigE) %M+,

2. 7£ “Start NTP Daemon” (&zh NTP F#P#2F) #4, %+ Now and on Boot (I7EX%35ISH).

3. wWR7%E%E Undisciplined Local Clock (LOCAL) (Easiipdsh (LOCAL)) I, iz, ARG %L Delete
(FRIBR) o

4. g% Add (&), FmM— NTP BRES285%E.

5. & Server Type (BR&5#3%EER), AFEE Next (T—4),

6. £ “Address” (tifit) FEXEAN NTP BRSS23H DNS &5, LIRS EHILETE Active Directory =28 L.

7. % “Options” (#£I) FEFRFRE,

8. i Test (M) I8 NTP RS2SR,

9. EHEMN—RIITAOF—EHEE OK (FAE) REEX.

} =

AR

xfF SLES 12 327, NTP spiriEFrae=RE SUSE 5 AppArmor REEE xMN— BB m LA B5h. &
BEBRARTHREMES.
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S8 1d: %% Linux VDA k#3146

iBMAF SUSE Linux Enterprise # Linux VDA 3 & T LA TR E:

+ Postgresql10-server 10.12 S{E= A

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 s{E & kR4
+ Cups 1.6.0 XE=HRA

« Foomatic 27828 3.0.0 i E=RA

+ ImageMagick 6.8 st E = A4

AINTEGEE  ATLUM SUSE Linux Enterprise #4474 T A (SDK) HhikER—LeFHH4 6, Bl PostgreSQL
1 ImageMagick, BFRENXLEDG6, B YaST Fi0 SDK =&, & TH SDK &, AEERUTHS
TEA TS

sudo mkdir -p /mnt/sdk

sudo mount -t is09660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

%% Kerberos i &% Kerberos /i, 1£ Linux VDA 5 Delivery Controller 2 @St IR A S5 583E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos & IGECE ki TFREMR Active Directory £/l %. EEIR TEMRA,

Z4t OpenJDK 11 Linux VDA EXk77E OpenJDK 11,
EL% OpenJDK 11, HETUTHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

%% PostgreSQL 72 SLED/SLES 12 th, RELITHREFE:
sudo zypper install postgresqgl-init
sudo zypper install postgresqllO-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->
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ERNFERITREET R, UERHHIERFRS, H#afR PostgreSQL £t BRI EE):

sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BIRESHITF /var/lib/pgsql/data.

MibRrFEMEE ERETHEHXRGENERT, BITUTHSUMRETIZER SDK ZEEMIEHRIIEGE:
sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

SB2: AR EEEFEE Linux VM

EXRHEMVERRZF £ Linux VDA SEEIMAIEITE, FEEH—LEN. RIBEANENIEEEFTAE
HIATER, MRIEERIEBEMS LETT Linux T8N, WEREHEFTER.

&£ Citrix Hypervisor _t &) E):4 a0

WRBAT Citrix Hypervisor BYalEZ Ihae, MESMFEHME Linux VM d, %3 NTP #1 Citrix Hypervisor
BEZREERFANT, NBERNHSHMRSERES, S Linux ERIFNELNHELAS NTP AE, Xt
BERERZAENEERS, THEE HVM & T HTERER.

EELE Linux X1T7hR®, MRBEETTHEEMWL Linux %, FRET Citrix VM Tools, @A L ZE Citrix
Hypervisor B[RS R EHFE, UKRRHET Linux VM B!

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ieas<RE 0 8¢ 1:

- 0-BEEPIEEERA, BBHEA,
o 1-EEZHEERA, TERBEMIEIF.

iR [proc/sys/xenf/independent_wallclock SXtER7Z7E, NAZEHITUTSE,
MREBA, FEIAZXGHEAN 1 UZANERPThEE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 68



Linux Virtual Delivery Agent 2112

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFEERRAKAER, HEEMSHENAEN, ERE [etc/sysctl.conf SXEHRMUTIT:
xen.independent_wallclock = 1
BINEXLEN, BEMBoRS:

reboot
<!--NeedCopy-->

BEfEsE, RIEERRIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

teEp<iREIE Lo

£ Microsoft Hyper-V L{&& eGP a0

R 7T Hyper-V Linux &R H Linux VM RIRZA Hyper-V Bt {ElEF ThaERE A ENIRER ST E, ABEFRER
St PInR KBRS, F—RBAILLIEES NTP RS,

NEIBIRERSGH:
1. ¥T7F Hyper-V EE3EHIA,

2. 3F Linux VM Bi& &, i5%3% Integration Services (£RIRS).
3. HRE%RE Time synchronization (BFEIEF).

=z

P =W

tbA7%S VMware #1 Citrix Hypervisor AR, XFH#MF~RaZRAENEERTPINEE, MRS5S NTP KEHR,
Hyper-V BSia]E$ A L5 NTP BYjEIRT £EZHE .

&8 ESX #1 ESXi LM iE]F AR

WMRBAT VMware BYEEFIHEE, MESMNFEME Linux VM B, B2RH NTP MEMN EBEFHERRAS
RGN, ABEENHSHMRSEARS, HEED Linux REFHNARSGRSHS NTP @5, XMERERZHEN
BHEIRES .

WMRIFEIETRET VMware Tools BIEEHE Linux l%:

1. #T7 vSphere Client,
2. 458 Linux VM i& &,
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3. 7 Virtual Machine Properties (EilfEMN) HiEES, 77 Options (GEI) EHE,
4. %% VMware Tools,
5. £ Advanced (54) #ES, EGEES Synchronize guest time with host (5EHELEF A E).

$1% 3: @ Windows &7 Linux &34 (VM)

Linux VDA 5% #E Active Directory (AD) 15700 Linux I &A%

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMIEN S %, FRIAEBHMITIRME.
AR

73 Linux VDA fra9zsstitk = AD a9tk ~ ERERNAFR 28, SIERIAIESAK.

Samba Winbind

A Windows 1 fZayigiiz %I S8 Ma]ihim), MEESAEEEREIHENRMEHA Active Directory AP ik
Fo

1. /Bah YaST, #EEMERS, RELEE Windows iHR R F17.
2. HITUTFER:

o BTN Active Directory iip9Z FRaiIZEI2RH IP Hitit, BRIAE HAKTS,

« % Also Use SMB information for Linux Authentication (FB$ Linux 5 3&iE#ER SMB
58,

+ 3%t Create Home Directory on Login (& RMNEIEETER).

+ %t Single Sign-on for SSH (y SSH EREEESR),

« HafRKiEF Offline Authentication (BiMSHIIE), LEETS Linux VDA A% A,

3. BEWRE, MRETREFLERGE, FRE Install (RK),

N

. INRILEIEEZEE, WREREEMANE. BEH.

(631

. HIWRTRE, BABREHHENRIZIRENSARNERE, AR%EE OK (HE).

6. ENSER—FHER, REBRIEMRD.

~

. MNRIBRLEFL samba Ml krb5 B, ERE Install (L),
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YaST AJge R AR EB AR EEM BT ENH—LERS. HENEEHRBHITEN:
su -

reboot
<!--NeedCopy-->

{XPR SUSE 12: &%+ 7 Kerberos EiEEEFZ# SUSE 12 BB\ Kerberos EIREEFZMMTMNE B
FILE:/tmp/krb5cc_%{uid} &= DIR:[run/user/%{uid}/krb5cc, Xfte 3 DIR £7F 4555 Linux VDA R
®B, BIAHTFHER. L root BREY, i [etc/krb5.conf H 7 [libdefaults] 25 THRMUTIRE (MIR
HRIEE)

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wik R &1 Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory
B MIHENNR,

i&1T Samba 1 net ads S WIFH BN E2EEMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T L RIEFSMIEA T ENNRER !

sudo net ads 1info
<!--NeedCopy-->

i Kerberos it & 717 #iff Kerberos EEEMELE RN AIS Linux VDA BR&ER, BRIERS keytab XHRE
BRIRHABEENER:

sudo klist - ke
<!--NeedCopy-->

S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS 7!

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANMARMUBTIEERAT, TS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEM. WRILHSHINET, WFR2ETRERKEL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->
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ERUTHRLRETBEIKAIFAER:

sudo net ads status
<!--NeedCopy-->

WIERFSMIRIE A wbinfo TARIERERIASIIENAFNSH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIRENEA AD 55, AR Kerberos dugE#. 4F bash shell, ¥FERS—MRFINRFL (\) Frrt
178 AR E—FAIHRMIE S

BIOIE Winbind PAM 2B EEHERE, EERUEIRERNEAFP KA ZER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE R id -u 5$:REH uid I TIHA Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

KIFA P Kerberos EREEFHHNERETENAKRITE:

klist
<!--NeedCopy-->

BH=E,

exit
<!--NeedCopy-->

E#ER Gnome g{ KDE 1261 8 A LURITRMBTNIR. E#TEIMANBRIEGHERITHSE 6: %% Linux VDA,

Quest Authentication Service

EiEfEHIgE FEE Quest  {REEEE Active Directory igisH28 R EHEE T Quest #ifF, MABKEEEN
MR, BMUE Active Directory Sl B ENIXR,

AFFAFER Linux VDA HEH AT IHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory AP It BN EBIEHI &, RZAFHFITH Active Directory AP B,
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEHA Unix).

¥ Primary GID Number (&i% GID 4RS) 18& ALhrsi A 44 ID,

> wnN e
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=

E

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

F2E VAS sFiriEF S AHETFF B 5h4ET Kerberos ZiRThas, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

I R LRITIEFRIR /D 9 /B (32400 #4) , BNLERAIARY 10 /NYEIRESREEARE 1/, BEREEGARRENR
% LigBRIRNE,

f2E PAM 1 NSS ZEEMiEid HDX #1THE AP & RIUKREAARS (5130 su. ssh #1 RDP), EETUTHSUF
=hfEdE PAM #1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 /A Quest vastool &<# Linux itEHIN AR Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREITEMNMMA Active Directory B EMiE A ~. domain-name Ji# DNS &#, 40 exam-
ple.com,

Wik R &1 Delivery Controller ZRFrE VDA it&#H (Windows #1 Linux) #BZE7E Active Directory
E—MTENTR, WiE Quest AR Linux HEN ST AT

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aLREEESZ, MRITBEVRMNEMSE, NEERUTHER:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFP BHWIE EIRIE Quest BT EEHBEE PAM ST A P #1TH M, BERURIRERINIZAF KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE R id -u $REM uid I TR Kerberos EiREFX 4 :

1s /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFFHNRIERTERERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#ER Gnome ¢ KDE 125 8 ] LURITRMBINIR. E#TEIMANBIEGHEMITSE 6: %% Linux VDA,

Centrify DirectControl
A Windows 33 %% Centrify DirectControl Agent /5, &R Centrify adjoin #5<34& Linux i+ &4
Active Directory 3:

SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AHERIGITENIAN Active Directory iZ#9E{a Active Directory i~ . domain-name 2% Linux it&
MDA RIRYIE & #Ro

WiEERE &1 Delivery Controller kFiE VDA it &4l (Windows # Linux) #BZ7E Active Directory &
B—MHENINR, WIE Centrify iMAK Linux i BHEEMFiEH:

SU =

adinfo
<!--NeedCopy-->
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15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR

&, NIZKeA Centrify P mi@3 T RS B/IEET S B IIEAZ,
FRUTHSAREECEMNRANIZHESR:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5& % Active Directory 1 Kerberos BRSSH9EE,

adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEEHEMITSE 6. 2% Linux VDA,

SSSD

R &7E SUSE £ SSSD, BRI E D hB R BA#HTIRME. KH D EEHFXMER Linux VDA ITEHIMA

Windows 159 BRI K ANfAIEC & Kerberos B4 18IEMIES.
E1£ SUSE LigE SSSD, E=HRUTHE:

MNEHBIZEEN keytab
753 SSSD F2& PAM

%8 SSSD

BF SSSD

DN dndab=gv

I9iF Kerberos BtE
WIEAF SR I0IE

Nk W

mAEHEIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 89 Active Directory B inIh#E,

ALK AER Samba Ak, 7EERE SSSD Z#i, BERMUTHE,
1. E1EH#2 8 Name Service Cache Daemon (NSCD) srPi#i2,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. RENEMAARRMGE:
sudo zypper install krb5-client

sudo zypper install samba-client
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<!--NeedCopy-->

3. K root AP B4mEE [etc/krb5.conf 3¢, LAY kinit SSBERS BfFE#TEE. £ [libdefaults].
[realms] 1 [domain_realm] 9 FHIMUTEE:

=W

RIBEHY AD ERiZEMELE Kerberos, UTIEBERATEE. BEMIEEL,

[lTibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}
[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm 2 Kerberos g 89 & #7, f5l#0 example.com. REALM 2 Kerberos i f9 A 5 & #R, {540
EXAMPLE.COM, fqdn-of-domain-controller 2i5i=4128# FQDN,

4, Il root BR & 154RiE /etc/samba/smb.conf LI net LAERFES BFE#ITEE. BUTELERME
[global] 2643 :

[global]
workgroup = domain

realm = REALM
security = ADS

kerberos method = secrets and keytab
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client signing = yes

client use spnego = yes
<!--NeedCopy—-->

domain 2 Active Directory 1#JE%2 NetBIOS &#5, a0 EXAMPLE,
5. &4 Jetc/nsswitch.conf xxfF# passwd #1 group £ B LR R A A4S A SSSD,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

6. M Windows i3, EHRIGIERIERIAR, fEEEEERFITENRINEIEER Active Directory FFIKF.

+ XF SUSE 15.3 # SUSE 15.2:

sudo net ads join -U user
<!--NeedCopy-->

« XF SUSE 12.5:

sudo realm join REALM -U user
<!--NeedCopy-->

user AERUEITENIINEESEAF.

71 SSSD F2&E PAM 7279 SSSD ECE PAM Z &, BRESEHMMENREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM BRRECE Jyil@id SSSD #1TAF SHIIE, HAAFREREEEER.

sudo pam-config --add --sss
sudo pam-config --add --mkhomed-ir
<!--NeedCopy-->

®E SSSD

1. Ll root AP B4R fetc/sssd.conf, LLsiF SSSD SFPIERF S BARE#1T @5, sssd.conf BBERG (7]
DIRIEZEERINENINTIEIN) ©

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name
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[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name 2 DNS 5%, %1 example.com,
AR
ldap_id_mapping i & true, LUE SSSD #& & 155 Windows SID 432 Unix UID, &0,
Active Directory & Figefiziz (it POSIX # 8. % ad_gpo_access_control i &/ permissive L,
BALE Linux iEHIIEME REIR. 1521 sssd.conf Al sssd-ad BWFM T,
2. 3 sssd.conf i& B XX HFRA AR :

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD BT TS UERE RN BAHRE SSSD FiriER:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

JIEER 5 & 17

1. i&%7 Samba B9 net ads < IIEHHEN ST EMAE:
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sudo net ads testjoin
<!--NeedCopy-->

2. BITUTaLBIEFSMIEMT BNNRES:

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos if& EWiE Kerberos @G B EMEBENAS Linux VDA BREMER, EWRIERS keytab X2
BEIRAERANER:

sudo klist -ke
<!--NeedCopy-->

tEH ¢ EREMEFEMEBBREHASTTANERTIR, B17 Kerberos kinit &<, FERXLEEAREIEHER
BT ENBSH !

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMEEHBIIEERAS . RS (§) BAEARMAT (\**) #HTEX, UERRE shell Bit, ERLIFE
#, DNS &5 Kerberos {UHEHAE, EHREREAMREM. WRILHSHINGTT, WASEREREL,
ERUTHLIIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FE#HEE FIFEFRHATUXSMNEIENGSITTA, Rg@d PAM Tl
LI SSSD PAM IRIRB B EEMREE, 1FHEAMUIRERRIFAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

IIE kst <RER Kerberos ZIEREERTZAFHEH KT H.
B root AP &%, WIEREZEAFEMN 1d —u HREM uid QIREN N EIBEEH:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome g KDE 1=HI 8 A LURITRMEINIR. E#TEIMANIIERHSEMITHSE 6: %% Linux VDA,
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PBIS

THFEN PBIS BR4-E  flin:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551. linux.x86_64.rpm.sh
<!--NeedCopy-->

& PBIS REFIAAHIT  FlUn:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i fZEyigiiz &I S8 elihin), MEESAEEEREIHENRMEHA Active Directory AP K
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } &G+ BN Active Directory 1 #9135 B 7. domain-name 35 # DNS & #§, 0 exam-
ple.com,

R E¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wik R &1 Delivery Controller 2RFrE VDA it&# (Windows #1 Linux) #BZE7E Active Directory
B—MTENR, WIEMAT PBIS & Linux HEN 2B TFiE+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MR BENEMNFENE, e FHREAEXLFMAR AD 25750 OU MiER. BN, REFENSZ.

WIEAFP BMEIE  ERIE PBIS @F 818180 PAM ST AF #ITEMRIE, BERAUFIRERNERFKAER
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->
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IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6: 24 Linux VDA,

S 4 LREMEHLE.NET Core Runtime 3.1

%% Linux VDA Z &, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £r9i#BA%%E.NET Core Runtime 3.1,

2% NET Core Runtime 3.1 7, =17 which dotnet <& ENEITIRIER R,

RiEfm <L, ®E.NET Core Runtime Z# &I #ERZ, i, WRaH<HLH /aa/bb/dotnet, R /aa/bb
ER.NET Z#HIS 48812

$I8 5. T Linux VDA #i{

#Z Citrix Virtual Apps and Desktops T#imE, BF#ERMNARZSHY Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARCEZAY Linux VDA &,

$I 6. L% Linux VDA
$IE 6a: EE AR

WMRRTET BRIV MhRAF LTSR A Z SNV RERRRZAS, iBTEREMRES 2 i 2 EE,
1. {=ik Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=W

2121k ctxvda # ctxhdx RS 2 /i, #EE1T service ctxmonitorservice stopis
CUEEERSTIFER, SN, BURSTIFEFBEERBEELENRS,

2. ENFERME
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sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE.
MR MR HTHR.
AR

REAHMT [opt/Citrix/VDA/ +,

]

5

,
fER 1R

A}

+$1% 6b: %% Linux VDA

5/ Zypper &2 Linux VDA 34 :
%tF SUSE 15:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

xfF SUSE 12:

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

/A RPM R4-E BRI REE Linux VDA . TELLZ AT, IERRRLITFREIN:

xtF SUSE 15:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

xJF SUSE 12:

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4& Linux VDA (F]3%)

AILAMSERTBOR R AF] LTSR RRAARIME L L.

AR

ARMERERESE /etc/xdl THREX ., EHITHRZA, BESYBEMXLE M,

% F SUSE 15:

TR, FERMERERE; &, WALl [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin Finz &
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sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

xJF SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #y RPM #1155k
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
1ibXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
motif >= 2.3.4
pam >= 1.3.0
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9
libmspack0d >= 0.6

ibus >= 1.5
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libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->

SUSE 12 #Y RPM ##i1i5! 3%
1ibQt5Core5 >= 5.5~
mozilla-nss-tools >= 3.47.1
postgresql-server >= 10.12
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.8
dbus-1 >= 1.8.8
dbus-1-x11 >= 1.8.8
libXpm4 >= 3.5.11
libXrandr2 >= 1.4.2
libXtst6 >= 1.2.2
motif >= 2.3
pam >= 1.1.8
bash >= 4.2
findutils >= 4.5
gawk >= 4.1
sed >= 4.2
cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1
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cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

libmspacke >= 0.4

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1
libtcmalloc4 >= 2.5

libcap-progs >= 2.22

xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg- xll-server = 7.6_1.19.6

xorg-x11 = 7.6_1

postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24

libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

BE:

TEAREEMBDN Linux VDA i+8#,

HB T: =% NVIDIA GRID Kzpigfr

BF HDX 3D Pro ZRIETEEIMN EEZFH VDA 1+ £ %3 NVIDIA GRID BEzpig.

ETEEEERINEERER L 2EMECE NVIDIA GRID E## GPU &2 (ENIREER), ESHUTER:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV
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EREMECE NVIDIA GRID K& VM EKahigrr, BHRIT TENEITE:

1. BWRRE VM EXHF,

2. FEMNEREEFERERT, VM DE—1 GPU,
3. Bz VM,

4. VM ERERE VM Kihigr.

#1% 8: BE Linux VDA

RERHERE, BIETT ctxsetup.sh BIAREZE Linux VDA, FUITEMEXRZ AT, ZBAMKWITRE, BRFIE
RIFMBERE, NBEMKE, oILUREREF S TZHEUESRIGE.,

AILUERB R FENETTHIZA, thal LIRAMGEENIAN BohiEiTHIZA, BSUR(Fa, BEEEZMANAEBES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RRECE

BITRRREMEENFHEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BmicE

BEREN, BOETERMREMAPIFIET. MRFABNMEXZENETE, WEAFIRTEREEAER.
SENIFIRTEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/ DNS CNAME 12357 Delivery
Controller &5, BIAERTIEEHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ti=1& 5 FRHI Delivery Controller 2¢
BEEE (FQDN) IR EFm Delivery Controller s:t, #%M=E/DEE— FQDN 5 CNAME 1%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP iz (ZRIA RO 80) 5 Delivery
Controller &z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - =&zt B#EREE Linux Virtual Desktop iR, BRIAERT,
ZEREAN Yo
« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$ B3R i & ARLKEZET &

Sibh AR, ERILERGRASEFR EEA Linux Virtual Desktop $THFERmmA (BRiAZimA 80 1 1494), Bk
IMBERTIREN Y,
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+ CTX_XDL_AD_INTEGRATION=1 | 2| 3| 4 -Linux VDA ER{&F Kerberos F2&i& & Delivery Con-
troller #1T5H%KIE. Kerberos FRBERIBERA LEREMEEEM Active Directory EMTEMHE, 1EEE
ERBZXIFM Active Directory &£/ A#:

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
- 4-SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
BN BEREFNEMEKT, MNRiEET HDX 3D Pro, MEA VDI £&E (Bxif) #EAEE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+BHNEEN L ALERTEE (VD) TRABHERERFER, WF
HDX 3D Pro 3%1%, BItZEIREN Y, BIAERT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS %I LDAP fk5588. E¥& DNS BRERRHE
AL S, MHEE DNS it &, BINERT, KEEIEEH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP flR 328, IR
DNS FE£12 LDAP RS 12R, ErRIURHEUTE SR LDAP FQDN (#%F LDAP #%0O) %k, i
adl.mycompany.com:389, BAERT, LEEZIEEH <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & 4 Active Directory 13 1R #91%
REFREIW LDAP (i, DC=mycompany,DC=com) ., AR SiEHE M, TLUIETIEEERM (0
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEIEEHN <none>,

« CTX_XDL_FAS_LIST=" list-fas-servers’ -Bx& 5% I0iERRSS (FAS) RS 28R @i AD AR EN.
Linux VDA 325 AD 4HEREE, BERILIBCARIELUS S 2 REY FAS BRSEBRMTIR, IMFHH51E AD AR
HPEEMINFHEE. NRMERT EMIRSS [, FEA <none> XAFFFHEFTHETH, HEFTEBKNRS
SRHIUERYINT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % .NET Core
Runtime 3.1 LIk #Fr# Broker RIBARSS (ctxvda) MR, ZRIAKIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 EE21EH#E A GNOME 5 MATE £
R, WRKIEETE, NER VDA LLHFIRENEHE. B2, NRYZENEEA MATE, MR AEEE
{Ei%E N mate,

AE:
TR UBE U TS BRENBirsiE AP NEEfE:

1. 7 VDA t#y SHOME/<username> B FaIE—1 . xsession X,
> 1. 474 . xsession XHLIRIBAThRIEE SEFE,

mm[ Cent0S. Ubuntu #1 Debian £/ MATE £&:
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MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then
exec mate-session
fi
<!--NeedCopy—-->

Emr CentOS £/ GNOME RE:
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi
<!--NeedCopy-->

&m Ubuntu 71 Debian -9 GNOME =&:

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
exec gnome-session
fi
<!--NeedCopy-->

1. 5EHmEERARHEE 700 SXHERR.

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T E5 Linux VDA RS, RIMERT

®EAY.
+ CTX_XDL_TELEMETRY_SOCKET_PORT - A0 Citrix Scout WEHZFiHO. BiAimOr 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

WENRTEHEITEREM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name '<none>"'
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export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>"'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iB17 sudo <SR, BA -EXTUBUERELEEFBLATLIENF shell. HMNBINEERFENGSHME
#!/bin/bash {ERHE—1TREIZ shell Bz,

HE, BALUERRE N REERESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
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CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MFRECE Bk

ERLBERT, SRR EME ctxsetup.sh HIAXEEEFMBVEZ, BREH Linux VDA R4,
HEIR(FRT, BEBIMANTENES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE L

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

RS MEBUREMIBRFR B BB 88, MimfE Linux VDA TiAfER.

EE% E 1ICA

ctxsetup.sh f ctxcleanup.sh xS 7EEH & L EREIR, FHiGEMEES NEEBHEXMH:
/tmp/xdl.configure.log
EFEsh Linux VDA BRSS, HREREN.

S 9: i51T7 XDPing

BiE1 -'Jsudo Jopt/Citrix/VDA/bin/xdping LUZE Linux VDA FBFEENE NE B RM, BXi¥4H
58, %@ XDPing.

$%% 10: 517 Linux VDA

58 ctxsetup.sh iiZ<EZE Linux VDA 5, aJLUBTTIA T < RES Linux VDA,
E5) Linux VDA:

B Linux VDA BRSS:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#1=1E ctxvda fl ctxhdx RS ZHi, #EE T service ctxmonitorservice stop <Lz
LESMARSTIFER. BN, BRSTIFEFBERBEFLRS,
EFAEGH Linux VDA:
B350 Linux VDA RS
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

2 Linux VDA IR7:
ERZE Linux VDA BRESBIEBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$38 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F
BIEITEN B RFAM Linux VDA it B80S I2 51548 Windows VDA 75421, B XA mX S HMEmE
RVIER, ESRCIEITEN ERMERITENE R,

BIEEE Linux VDA it BT EN B RIS SEIE—LLRE, #EiZ3iEFRTH Windows VDA it EHSIETE
BR:

o WTFRIERSE, BERE:

- ZRERERFEN (WFREAZRERMRE),
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- BXERMERFEN 3F VDI EREERTER),
o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#1.
AR

FHpkRZAH Citrix Studio FZ#F “Linux BEREA S, B, %% Windows Server 2{ERG RS
BRAEAFENZATERRERZRETER, %F Windows REIRFRAHKEIRIFRAENEF R TFE
ASHBEN—TAP AR,

Tm:

MRMERHBENERBEEFRIA Active Directory 18, NZMERItEN, AEBEERFNZIHENER.

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #6233 {44

BIERTAMARMES Linux VDA itBEHBIHEN B RMiZE S Windows VDA i+ EH/LFER. BXINAETEMIXLE
ESEVEIIFAETRER, ESFIER T,

81 E&48 Linux VDA it BB R ZTAN SEIRIL TR

o HEIRFTER AD BPRFABEHRESE, JUERED Linux VDA HEL.
o BNAFRZEMWIEN (BER) BRER,
o EPIERMGATREANEE Windows iENMITENBE R,

HE:
Linux VDA 1.4 B ERAZIFL£HNAER. B2, Linux VDA A% SEM N BIER R HAERNITEN.

BXIMABIRTEN B RMRAANE S, 3ESH Citrix Virtual Apps and Desktops 72112,

Fh% % Linux Virtual Delivery Agent for Ubuntu

June 21,2022
BERR:

WNFeMTE, BVEERBEMNRENRHITRERE, BMEREENNXES, SAXPIFRNFHRERL, EFR
%?H:IJTEIO

$18 1: 73 VDA 2i&#% Ubuntu
S la: WIFMEERE

BIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,
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NREEARZ Ubuntu 18.04 Live Server, BB X & ZHi7E [etc/cloud/cloud.cfg FRBE XML TE

o

preserve_hostname: true

SE 1b: KEINE

HHBREBIRSITENNENS, 1EEX [etc/hostname x4, FEHMNBEITENBNENS,

hostname

TR 1c: AENZDEHREIE

HRITENE DNS Z T LREFHE (FQDN) EMiREIRSE, HE2EX [etc/hosts XHHUTITUES

FQDN FENMBAENFIRNRE !

127.0.0.1 hostname-fgdn hostname localhost

fugn:

127.0.0.1 vda0l.example.com vda0l localhost

MBI EME B hBiERxt hostname-fqdn & hostname BEREMSI A,

AR

Linux VDA Zi#iR3z#F NetBIOS &# &k, Fit, EHMEFREEL 15

e

0

\

=

VEFRER, HNtERTF Delivery Controller E#3.

SE1d: 0EEHNE

WIEENBIRERTIERTIR:

hostname
<!--NeedCopy-->

s URETENNENS, mAEREE FQDN,
3IE FQDN IRERBIEHELIR:

hostname -f
<!--NeedCopy-->

IteEp <R El+ B FQDN.

BEERFR a-z. A-Z. 0-9 MEFH (-). BBEFEATIL (). SRNEMFS. ENBEFEURFHXM
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P le: ZH%IE DNS

BINRBBA T %% DNS (mDNS), MX2SREHRIFERT—.

E28 mDNS, 5448 [etc/nsswitch.conf HEXEE U TRAMIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
BN

hosts: files dns

SR 1. wEBRBAMRS ARt

HaIAAT LURAT FQDN #H3digixhI23#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

IMRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBHE,

S8 1g: RER#EYS (chrony)

t#atk VDA, Delivery Controller fligiizilas > BB SALKIEMAIS EXEE, & Linux VDA B NEMVATEES
SHENHRENR, HFIFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZMERSB/HFIM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

TEHAVERER, MEMAHIFITHIREY, MAREEM R NTP RS ERY, HiEHHE 1 Active Directory 13
EHISS RN — RS EERE.

IRy HBERIE M server 5 pool £ 8, S#ERE| IP ik, localhost F1AARSSS: *.pool.ntp.org £8,
REERHEFRBE Chrony T2
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sudo systemctl restart chrony
<!--NeedCopy-->

$1% 1h: %% OpenJDK 11

Linux VDA Z5k7#F7 OpenJDK 11,
£ Ubuntu 16.04 L, EMUTHEURE OpenJDK11y:

M https://jdk.java.net/archive/ T#Hi&## OpenJDK 11,

i&fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &< UHEETHNREE,
(%) &fTmv jdk-11.0.2/ <target directory> &<L¥ Open)DK REEBIFERH,
i 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 1517 java -version &< UIE Java BURRZs,

Hw N

#£ Ubuntu 20.04 #1 Ubuntu 18.04 L, FAMUT#H<$RE OpenJDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->
£ 1i: %% PostgreSQL

Linux VDA Ex7t Ubuntu E£%2% PostgreSQL 9.x fi:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

S8 1j: %3 Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->

SR 1k REHMRMEE

sudo apt-get install -y libsasl2-2
sudo apt-get install -y libsasl2-modules-gssapi-mit

sudo apt-get 1install -y libldap-2.4-2
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sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. EEEINEEER

EZFFHEDVEERF £ Linux VDA SEEIMNIZITE, FEEH—LEN. RIBERNEMNNEEEFTAE
HUTER. MREFEVEM LIETT Linux iT8, NWEFEREAEN,

&%E Citrix Hypervisor AT a)E):5 a0

BT Citrix Hypervisor BYE|RS AR, FEEMNFEBME Linux VM &, &=& 3 NTP #1 Citrix Hypervisor B
R BERFNG, HMBERNHSHMRSEREY, BHERED Linux ERTRNARZEHES NTP B, XHiE
MERZAENEEIRD. £EE HVM EX THITERMER.

EFEL Linux R1ThR®, MRELBTHFEMK Linux Az, HRET Citrix VM Tools, EaT iz Citrix
Hypervisor BEIRIF HEER E=FE, UKRRHEX Linux VM 2!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHEr<RE 0 5% 1:

o 0-HERSIREERA, BXNMEMA,

o 1-HNEESHEERA, BERIEDERE
MR /proc/sys/xen/independent_wallclock XtEFR7EE, MAZRERITUTSE,
WREBH, FBEEZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERHAKAER, HEENBNEMNATY, 1E%E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
BIBXLEEN, BENBDRA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREIE Lo
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7£ Microsoft Hyper-V L& S8 E:F R

LT Hyper-V Linux £pBRSH Linux VM 8] LAUER Hyper-V YIRS THAERE A EVURIER KRBT B, FHRR
R HIRANERTR S, F—RBALIEES NTP RS,

MERIRFRSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. M{FEi%#E Time synchronization (FfEREY).

AR

b 77%5 VMware # Citrix Hypervisor RE, X#E#H~=GRaRAENNERDP IR, UES NTP LM,
Hyper-V BS{alRFZ IS NTP B EIES HEHE b,

&8 ESX f1 ESXi LHETiE]FF A

BT VMware BEIRSTHEER, S MFEME Linux VM 1, BRI NTP IS SERFHSIRE DS R4
o NEENHSHEHMRSERRS, FRES Linux BRIHHNRZNSHEHS NTP AS, XMERERZRBEN
BEIE S .

WMRIFEIETEET VMware Tools BIEE#ME Linux WiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

$1% 3: @ Windows 1770 Linux gEZ#4#1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux i &8I %:

» Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind
RENENAFRLS — = — = —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERN Winbind s7i#2F  Winbind sFiri2E S AECE RTEITH BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

== .
AR

R winbind fiZ{iF /etc/init.d T,

ftE Kerberos Ll root AP &1, 117 [etc/krb5.conf HEEELUTIZE:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBER TN, EMIER,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It £ Fxx## domain-dns-name 204 DNS 1%, i example.com. REALM 2X 5 Kerberos s &
R, %0 EXAMPLE.COM,
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fE Winbind 5%%iE  FzhEcE Winbind, E% Ubuntu :&%3&# RHEL 89 authconfig # SUSE K
yast2 XETH,

17 Jetc/samba/smb.conf HEE L TISE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP 2 REALM 9% —1FE, REALM XS Kerberos g & #F.

& nsswitch 177 [etc/nsswitch.conf #i& winbind MNELTIT:

passwd: compat winbind
group: compat winbind

A Windows 1 fEEyigiiz %I S8 alifin), MEESAEEEREIHENRMEHA Active Directory APtk
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $i&#:, user 2E800EHEVIRMEIEAEAF,

EHBE winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind 28 PAM 517U T&<, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &13%1E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

Wikl RS % Delivery Controller 5RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory AHE—MTENIT R

i&17 Samba 19 net ads S S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT e LRIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE EIiF Kerberos EEBIEMEENTS Linux VDA BB&ER, BRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->

tE ¢ B REMEFREMESBBREMHASTTANERTIR, B17 Kerberos kinit &<, ERAXLERAREITHLE0
BT ENBS7 !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENMAEZIRUTIEENAT. ETHS (§) BAEARFIL (\) #ITEN, UERRE shell Hif, ERLERIEH,
DNS 5% 5 Kerberos {UH & AE, EHRERERADUAEMR. WRILHSHINET, WFRE2EREKL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHRSREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TRKIFREaIARKIBEAFHE7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFT (\) Frv
TR X e REI—F MK BOE o

BEI0IE Winbind PAM 2B EEHERE, 1EEAUEIRERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAH EEIETT.

BIFRE RN id -u 5<$RER uid S T RA Kerberos EiREEX 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

IEFA P Kerberos EiREEFHHNERETENEAKRITH:

klist
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

HiEER Gnome g KDE =H &t Al LURITRMBIMIR, ER TN IGSEFSEMITHE 6 L2 Linux VDA,
'

NRERHKAERRIIRITRAR BHRIE, EXEETENRHE, BEMBIITENHER,.

Quest Authentication Service

EiEE 28 LBCE Quest  BREME B Active Directory giixh2s FREHFIE T Quest 3, MABRESEEMN
R, BIUE Active Directory el Bt ENITR.

AVFEAFES LinuX VDA i8], R TitsBFAESS7E Linux VDA i+ E# L2137 HDX &£iF:

£ Active Directory AP It BN EEBEHI &, RZAFHFITH Active Directory AP B,
#%#% Unix Account (Unix /) &M+,

% Unix-enabled (EEHA Unix).

¥ Primary GID Number (&% GID 4%&5) &BRLIrHAF A4 ID,

> e
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} =r

AR

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

AR FENREENAEZZA SELinux, B root BAR B4, 41 [etc/selinux/config 7 F & SELinux i&
=N

SELINUX=d1isabled
IHWEREREFHBNITEN:

reboot
<!--NeedCopy-->

HE:

BEEERALIRE. BAEENRA SELinux RIKRFILESSHTLYE, BMERX root AR ME MM
F 2t

foE VAS sFiPi2F WS AT B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE D O /B (32400 #4) , BMLLERIARY 10 /MY EIBE S AR 1 /08, BERIEEGARRENR
gt LIS ERIRRE,

EE PAM F1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIETENIN Active Directory @9l . domain-name 7359 DNS & 7R, fli0 example.com,

WirEm R &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows i 2 Linux) #8ZE7E Active
Directory :E—MTENITR, HKIE Quest IIAEY Linux it B2 ST

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIE Quest BF/AESEIT PAM SHE AP # TR MHIEIE, BEARUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERER id -u 55$REIR UID I TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIMANRIEESEMITSE 6. 2% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iH~. domain-name 2% 2%
Linux i+&EH A ZIBYIHHI Z #Fo

WirEm A & Delivery Controller ExkFrE VDA i+ &#l (Rt 2 Windows £ 2 Linux) #8Z £ Active
Directory FE—MTEMITR, WKiE Centrify IIAM Linux BB FiHH:

SU =

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEEBSIIR
&, NZKEA Centrify P mi@% T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEESEMITSE 6. 2% Linux VDA,

SSSD

it E Kerberos izfTLl Tan$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

b E Ty domain-dns—name £%% DNS5%&, 0 example.com, REALM @ AEH Kerberos i3
B, Hia0 EXAMPLE.COM,

NI g SSSD B E A fER Active Directory tE R E & %212 B M Kerberos #1754 163E, 8
2, SSSD HRREATMNEMEERS keytab XHEHY AD FFiRThEE. ATBAER adcli. realmd 5
Samba,

AR
AEHAREMEME adcli 71 Samba 1EE.

o MEFEA adcli MAEHE, BRERUTSE:
1. & adclio

sudo apt-get install adcli
<!--NeedCopy—-->

2. /A adcli A,
ERUTaSHIFRIBRS keytab XHHMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

FE-H%®EW, adcli AgeEmiig= host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt
%)

3. WIF&%: keytab,
s¢F Ubuntu 20.04 i+%#l, #&iE1T adcli testjoin &<LUNERSTEMNE,

s$F Ubuntu 18.04 st Ubuntu 16.04 i+%#l, i&izfT sudo klist -ket < LUHBREAES keytab X
HELIZ,

SRR ERE ST ENMNIE R B8 I,
o NERMEA Samba MAERZ, BRUTETE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. E@& Samba,

17 Jetc/samba/smb.conf HEE L TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XEH Kerberos Ui &,
3. fH Samba MmN,

ERYITHIE L AR, 1B ESAEEERIEITENRMEHE Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr, REALM K51 Kerberos {Uf &, user @ERUEITENARMEIEMEHAR,

RE SSSD LRI EMFAATIMHE:
MREARRE, BEREFMFERN SSSD MEERHE:
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sudo apt-get install sssd
<!--NeedCopy-->

MRERERMGE, NWENHITERR:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINBERT, Ubuntu AMRESI2EEEEE nsswitch.conf 1 PAM Z R &1k,

B E SSSD E5h SSSD PR 2 Al, EEEH SSSD fifE, WFHLERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BEEXX 1, BHAFaNEIE. L root AP B4 IENITH [etc/sssd/sssd.conf HEEL TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u
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default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

dap_id_mapping i&&» true, LUE SSSD A& £1554% Windows SID BRg3%I Unix UID, &M, Active Di-
rectory #geIsIR M POSIX i BIEF. PAM RS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk X+ domain-dns-name £#73 DNS 1%, 30 example.com, REALM A5 Kerberos 1
&R, Flal EXAMPLE.COM, FHEERE NetBIOS 153,

BEXEREBISBEMNEE, 5217 sssd.conf #l sssd—-ad HFMTL

SSSD SriFiEF EREEX AU IXEB A E REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

25 SSSD <FirfERr IEfTUA T A< iBNEsh SSSD sFiFiER, MURETIFiEREIt BN S Ea:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMECE BT Ta<, HWiFikH SSS authentication (SSS &14343E) #1 Create home directory on
login (EERHNAIREBRR) %M

sudo pam-auth-update
<!--NeedCopy-->

WiEERE &1 Delivery Controller kFiE VDA it&#l (Windows # Linux) #BZ7E Active Directory &
BB R,

o NRMFEA adcli WIBERREH, E51T sudo adcli info domain-dns—-name &a$ LU BRI
FE,

o MNRMEA Samba WIHEM B S, 3EizfT sudo net ads testjoin &<LBRIEBTENESTEMAE
%, &7 sudo net ads info GLWIERMIMNIEMITENITRES.

1%iF Kerberos it& ERiE Kerberos BEEEHEENAS Linux VDA BBE A, ERIERS keytab X2
BECIBRHEAENER:

sudo klist -ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLHRIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEHEIFIFEFRHATUXSMNEIINGSITTE, Rig@d PAM 7.
ZI0IE SSSD PAM ER2 R EIEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I83F klist s5$R[EH Kerberos EIRETEATFZAF HEEFRTHA,
LA root AR B, WIFEEENEEM id -u <$IRE/ uid SIEREN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LLGEId &R KDE 3% Gnome Display Manager 4728 AR, B TIMNIIEGALERITSE 6: L% Linux
VDA,

PBIS

THFER PBIS 3F&  fu0:
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

£ PBIS REMARHIT  Hl:
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sudo chmod +x pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fIy0:

sudo sh pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

O Windows i, {ERUSiEHI S MR ATIAE, MEGSHKREEENETENRMEER Active Directory P ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } & /G BN Active Directory 1 #9135 B 7. domain-name i3 # DNS & #%, 0 exam-
ple.com,

EE: B¥ Bash i@ ERERIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash =

A
~o

Wikgm R &M Delivery Controller ExRFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
E—MHENINR, WIEMAT PBIS & Linux i+ BB M Fidh:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRIHBENEMANENE, oS HREFXYFMAR AD =55 OU MiER. &N, XERENS.

WITAFR BHRRIE EI0E PBIS 2T/ 8EHi@1Y PAM S A R # TR R, BEERUAIRERNIZRERPKFAE S
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u 5$:RER UID gIE T M Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->
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TEBTIHINANRIEEHEHMITSE 6: 23 Linux VDA,

S 4. 2RNEWHE.NET Core Runtime 3.1

£% % Linux VDA Z &1, 53 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers t#9tBAZREE.NET Core Runtime 3.1,

2% NET Core Runtime 3.1 7, =17 which dotnet s $&EHR EHEITIHER R,

WRiEss <, €8.NET Core Runtime Z#&IXHEER, FIa0, MRH<LHL A /aa/bb/dotnet, & /aa/bb
ERNET Z#SIS 4R,

S8 5: T Linux VDA #i{4+8

#Z Citrix Virtual Apps and Desktops FT#imE, BF#ERNARZSHY Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARCEZAY Linux VDA &,

$1E 6: R%E Linux VDA
$I2 6a: % Linux VDA

£/ Debian # {4 8 &BE L% Linux VDA 24!
3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 1) Debian &#m5I%:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~

postgresql >= 12
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libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10

ufw >= 0.36

ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.34
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 19 Debian #i#fim5I%:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11

gtk3-nocsd >=3
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imagemagick >= 8:6.8.9.9

ufw >= 0.35

ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19
x11lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

Ubuntu 16.04 19 Debian f&#im5|x:
libgt5widgets5 >= 5.5~
libmspack0d >= 0.5
python-pkg-resources >= 20.7.0
libnss3-tools >= 2:3.28
postgresql >= 9.5

libpostgresql-jdbc-java >= 9.2
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imagemagick >= 8:6.8.9.9

ufw >= 0.35

ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19
x1llvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

N
AR

BRILARZAH Linux VDA Z#5#9 Linux &1ThRH Xorg hRAMFIR, ESARAKER.

$Z 6b: F4 Linux VDA (F[i%)

BAILAMSERTRIRNRAF LTSR RAARINE L L,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->
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} =r

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BSHEHXLEH,

$B T: =% NVIDIA GRID Rzpigrr

BF HDX 3D Pro EREE RN EERERH VDA i+ 8 EZ % NVIDIA GRID R&higrR.

EEREEIWEERER LZRMEE NVIDIA GRID &l GPU E188 (ENIRER), BRI TERE:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

BZREMEE NVIDIA GRID k& VM Kapigfr, EHIT TENERS R

1. BRKE VM BXiF,

2. FEMNEBEEFERERT, I VM DE— GPU,
3. BEIVM,

4. £ VM LRERE VM EKihigrr.

412 8: K E Linux VDA

REMGEERE, BIEIT ctxsetup.sh BlaREZE Linux VDA, RUITEREXRZ A, ZBIALKEITRE, WRFIE
KHIMEA ERE, WELE, JUMENENSETZHEUERIZE.

A LURIRIR R F s THI A, e IR AL B AE B s ThIZdS, EIR1ERT, BERZBIANEHER:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
RREE

BITRRREMEENFHEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B E

BEREN, REMNAFRRIENAIRMEEERM, NRFMFHMEREREE, WHAFSRETAFRETAES,
MR IFEI A TER RET I,

PR EERE:
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CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

- CTX_XDL_REGISTER_SERVICE =Y | N -7£/5 &+ BAUSSh Linux Virtual Desktop AR5, BHAERT
BEA Y

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop RS ER A FE \MEKEZEL 5
G NEE, SR RS AR E 5 Linux Virtual Desktop $TFFFRTESO (BRiAJIEM 80 71 1494), 2
IMERTRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 |5 -Linux VDA Zk & Kerberos B &g B Delivery

Controller #1754 3iE. Kerberos EEERIER S LB REMEEER Active Directory ER T AME, 15
EBEHBESZIFM Active Directory /754

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKLE
BN EREFNEMLKT, NRiEET HDX 3D Pro, MEAR VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N -i§itBHEEHETAKERTRE (VD) E=RRAEEZRKERTRE, WF
HDX 3D Pro 3%1%, BILZERIREN Y, BUIAEAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, E¥#& DNS BRERRH!
AEHIER, MIEE DNS mZ . RIAMERT, HEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS & % Il LDAP fR 5588, MR
DNS FEix1R 4t LDAP RS IER, B LURMHUTIE SR LDAP FQDN (%% LDAP i%0) HIK. a0
adl.mycompany.com:389, RIMERT, LLEEIEESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&@i¥i& &/ Active Directory BRI R
EERZE i LDAP (i1, DC=mycompany,DC=com) . B2, NIREIERMEE, ATLUETEEREM (flu
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) IR% 28 2581 AD A HREZEL B HY,
Linux VDA 325 AD HERER, BERILISUARIELS S 2REY FAS BRSE8RMTIR, INFHH51E AD AR
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FERENIRFER. MRBERT ERRS S, BEA <none> XAFFHRIERAETH, FEREEHRRS
AT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % .NET Core
Runtime 3.1 LA #E##H Broker RIEBARSS (ctxvda) MR, BHARRREZEN Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -is B siFHFE A GNOME 5% MATE £
EFE, MRKIEELTE, NER VDA LHBIRENEHE, B2, IRHFRENSEE A MATE, NIKTIET S
Ei%E N mate,

PE= W
TR OB ST TS BER B Bfr2iE A NREIFE:
1. 7£ VDA Lt SHOME/<username> EZ F8IE— . xsession X,
2. 418 . xsession XHLURIBAITIRIEE R EFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

Em CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIEAPHE 700 XHNR.
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T E5 Linux VDA RS, RIMERT
K®EAN Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

REWREEHIETREMZ:
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export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNERRELEEXBLATLENF shell. HMNBIWEEAFENGSHME
#!/bin/bash {EA%—173R eI shell Bz 4.

HE, ERAILERRE N SEEMESN

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \

CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

IFRECE Bk

ERLBERT, EReREMR ctxsetup.sh MIASEEFMAVEZ, BREH Linux VDA BRE4&.
HEIR(FRT, BEBUMARNTEDES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

R A S MEBUREMIBRFR B ECE 58, MimfE Linux VDA A fER.

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEH A LETHEIR, HEHMEESANEREHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXREN.
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#1%; Linux VDA

Et0E Linux VDA EEEREHEEERERMGERE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEEZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEE Linux VDA B, BHITIATIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

=

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHHE, B2, FTEMIBRERE Linux VDA ZEIZE
B9 PostgreSQL X4+ &M E ik # R 4+ &,

m:

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.

S 9: =17 XDPing

#EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEFEENELEER@E. AXiF4H
58, 521 XDPing,

41 10: i=17 Linux VDA

£/ ctxsetup.sh BIZA<EE Linux VDA 5, BERUTa<E Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{£1F Linux VDA:

=1k Linux VDA BRSS:
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sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
£1=1E ctxvda #l ctxhdx fREZ /i, 18517 service ctxmonitorservice stop @<LUE
IESEAARS TR ERF. BN, BARS TR EFRERRSHESLLERRS,

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

%7 Linux VDA R7:
Z10% Linux VDA IREHIEITIRE, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$1% 11: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops #8I|Zi+EHNER

BRI ENLE RAAM Linux VDA itEHBZ 2 5E 48 Windows VDA 7 3E£ M. B XINATEMXLEAESHIEME
MEVIRER, BERACEITENERMEEITENE .

BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:
o WFRERY, FIEER:

- ZRIERERSEDN TFREEEZEEmRHTRER),
- BAERAERSET (3T VDI EEEEFER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 121


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-manage.html

Linux Virtual Delivery Agent 2112

BEITEN— AP (GEE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIRRZMAMRINES Linux VDA IHEMAITEN B RIEES Windows VDA B/ LFEE, BXINAETERMIXLE
ESHEMFAEIRA, BFSREEZ T,

BUEEH Linux VDA i+ B B RERZ AR @KL TRE:

o WBRATIER AD BPAIABERERE, FIUERE Linux VDA 18,
s BFTMATRESHRIEN (ER) AFRER.
o BENERMEFEANEE Windows i+EHHITENER.

BXRMNAIERTEN B RMRGHNER, 1E21F Citrix Virtual Apps and Desktops 72112,

Fp% % Linux Virtual Delivery Agent for Debian

June 21, 2022
BERT.

WFeHRE, BNEFERARNZELHITHIREZE, BMNLEANNE N, 5SAXFIFERNFIREMEL, EX
SF 4.

1% 1: #% Debian LUE#H1T VDA &%

S8 la: WIrMBEE

HBIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

$B 1b: EEEHE

HHREHBIBRSIHENNENS, EEK [etc/hostname XX, FEHNXBEIHENHNENSZ,

hostname
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SB 1c. AENRHECIFEMLE
HfRITENA DNS HE ML REES (FQDN) EftEERE, HiAREN [etc/hosts XHMUTITUES
FQDN MENMBAERFIARNEZE !
127.0.0.1 hostname-fqdn hostname localhost
f51gm:
127.0.0.1 vda0l.example.com vda®l localhost
MR E At B PfIBEt hostname-fqdn 8 hostname BERIEMSI A,
AR
Linux VDA Z#iARz#F NetBIOS & ##&klf, HAlt, ENBFRFBE 15 NFH.

e -

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBREATIE (). SEMEMTS. ENBREURFILM
PUEFRFER, EHNERT Delivery Controller E#%.

FE1d: REEHNZ

BIEFNBIRERBIERTIR:

hostname
<!--NeedCopy-->

e L REH BN EN S, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <A+ BN FQDN.

S le:. ZH% DNS

BINREBEEA T %% DNS (MDNS), MiX2SREHFMIFERFT—,

EZ2H mDNS, 5458 [etc/nsswitch.conf HEX B AU TRBHNIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
BN

hosts: files dns
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S8 1. EBRBAMRS AR

HIART U4 FQDN FH3dig#5 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBYSLE,

$E 1g: REN#ES (chrony)

#afR VDA, Delivery Controller fligiiz %28 Z [BIAVBT SHIALERRAIS EXEE, # Linux VDA EEREMVATHES
SHENHREMNM, HFUFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZRERSB/HRM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -tiburst

FEHAIERE R, BB IFITHISRES, MAREEM L NTP MRS RES . NiEHHE Active Directory 5
ISR — RS R E.

MRS HRERIE A server ¢ pool &8, SEIRE] IP #hitk, localhost F1A#ARSS: *.pool.ntp.org £H,
REENHEHBE Chrony sFiPiER:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHGE

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->
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S 1i: FINIBRIBENEFIEE

Z} Debian £1TIRREVEMRIIN, 5K deb http://deb.debian.org/debian/ oldstable
main {3%&mel /etc/apt/sources. list xtf,

TR 2. EEEINEEER

TS B EIRIR E3§ Linux VDA MIEEMALETTE, BEfH—LEY, RIEERNEMESEEFTAME
BB T EY, MREERNES BET LinuGHEm, NEBEHEAER,

&£ Citrix Hypervisor _t it a)E:% a5

BT Citrix Hypervisor BYEIRI S IhEERY, fEEMFEIME Linux VM &, =& NTP #0 Citrix Hypervisor &8
RIRBERFANE, HMBRNHSHMRSEREY, BEHRED Linux ERTRNRZEHES NTP B, XiHE
MEKRZREENNERS, BEFE HVM EX TR TERMER.

EFEL Linux R1ThR®, MREABTHFEMK Linux Rz, HRE T Citrix VM Tools, EaT iz Citrix
Hypervisor BRI HEER E=FE, UKRRBHEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

L@ <iRE 0 5% 1:

- 0-HiERFPIEERA, BXHER.

o 1-BEESIHEECRA, TERBEMIEE
R /proc/sys/xen/independent_wallclock X#4FEE, WREEHITUTHE,
MRERA, BBEEEZXHEAN 1 UEBNEIRSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAES, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHFMUTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBMRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteep<iREE Lo
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7£ Microsoft Hyper-V L& S8 E:F R

LT Hyper-V Linux £pBRSH Linux VM 8] LAUER Hyper-V YIRS THAERE A EVURIER KRBT B, FHRR
R HIRANERTR S, F—RBALIEES NTP RS,

MERIRFRSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. M{FEi%#E Time synchronization (FfEREY).

AR

b 77%5 VMware # Citrix Hypervisor RE, X#E#H~=GRaRAENNERDP IR, UES NTP LM,
Hyper-V BS{alRFZ IS NTP B EIES HEHE b,

&8 ESX f1 ESXi LHETiE]FF A

BT VMware BEIRSTHEER, S MFEME Linux VM 1, BRI NTP IS SERFHSIRE DS R4
o NEENHSHEHMRSERRS, FRES Linux BRIHHNRZNSHEHS NTP AS, XMERERZRBEN
BEIE S .

WMRIFEIETEET VMware Tools BIEE#ME Linux WiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

$1% 3: @ Windows 1770 Linux gEZ#4#1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux i &8I %:

» Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind
RENENAFRLS — = — = —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERN Winbind s7i#2F  Winbind sFiri2E S AECE RTEITH BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

== .
AR

#1® winbind Bz F /etc/init.d To

ftE Kerberos Ll root AP &1, 117 [etc/krb5.conf HEEELUTIZE:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBER TN, EMIER,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It £ Fxx## domain-dns-name 204 DNS 1%, i example.com. REALM 2X 5 Kerberos s &
R, %0 EXAMPLE.COM,
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BE Winbind 5438iF 377 [etc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95— FE, REALM X5 # Kerberos $iigi& #F.

& nsswitch 77 Jetc/nsswitch.conf 3§ winbind KNEIATIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1% fZryigizhIss el ifie), MESSAEEENEITENRIME A Active Directory FF K

Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 251 Kerberos $UBZ#, user 2880+ EVIFMENRAUHAF,

B#Ash Winkind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind 28 PAM 517U T#%<, HfRik+ Winbind NT/Active Directory authentication (Winbind

NT/Active Directory 513383E) #1 Create home directory on login (EERMEAEFER) &M

sudo pam-auth-update
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

Wikl RS % Delivery Controller 5RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory AHE—MTENIT R

i&17 Samba 19 net ads S S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT e LRIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE EIiF Kerberos EEBIEMEENTS Linux VDA BB&ER, BRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->

tE ¢ B REMEFREMESBBREMHASTTANERTIR, B17 Kerberos kinit &<, ERAXLERAREITHLE0
BT ENBS7 !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENMAEZIRUTIEENAT. ETHS (§) BAEARFIL (\) #ITEN, UERRE shell Hif, ERLERIEH,
DNS 5% 5 Kerberos {UH & AE, EHRERERADUAEMR. WRILHSHINET, WFRE2EREKL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHRSREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TRKIFREaIARKIBEAFHE7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFT (\) Frv
TR X e REI—F MK BOE o

BEI0IE Winbind PAM 2B EEHERE, 1EEAUEIRERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAH EEIETT.

BIFRE RN id -u 5<$RER uid S T RA Kerberos EiREEX 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

IEFA P Kerberos EiREEFHHNERETENEAKRITH:

klist
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

HiEER Gnome g KDE =H &t Al LURITRMBIMIR, ER TN IGSEFSEMITHE 6 L2 Linux VDA,
'

NRERHKAERRIIRITRAR BHRIE, EXEETENRHE, BEMBIITENHER,.

Quest Authentication Service

EiEE 28 LBCE Quest  BREME B Active Directory giixh2s FREHFIE T Quest 3, MABRESEEMN
R, BIUE Active Directory el Bt ENITR.

AVFEAFES LinuX VDA i8], R TitsBFAESS7E Linux VDA i+ E# L2137 HDX &£iF:

£ Active Directory AP It BN EEBEHI &, RZAFHFITH Active Directory AP B,
#%#% Unix Account (Unix /) &M+,

% Unix-enabled (EEHA Unix).

¥ Primary GID Number (&% GID 4%&5) &BRLIrHAF A4 ID,

> e
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} =r

AR

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

AR FENREENAEZZA SELinux, B root BAR B4, 41 [etc/selinux/config 7 F & SELinux i&
=N

SELINUX=d1isabled
IHWEREREFHBNITEN:

reboot
<!--NeedCopy-->

HE:

BEEERALIRE. BAEENRA SELinux RIKRFILESSHTLYE, BMERX root AR ME MM
F 2t

foE VAS sFiPi2F WS AT B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE D O /B (32400 #4) , BMLLERIARY 10 /MY EIBE S AR 1 /08, BERIEEGARRENR
gt LIS ERIRRE,

EE PAM F1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIETENIN Active Directory @9l . domain-name 7359 DNS & 7R, fli0 example.com,

WirEm R &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows i 2 Linux) #8ZE7E Active
Directory :E—MTENITR, HKIE Quest IIAEY Linux it B2 ST

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIE Quest BF/AESEIT PAM SHE AP # TR MHIEIE, BEARUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERER id -u 55$REIR UID I TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIMANRIEESEMITSE 6. 2% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iH~. domain-name 2% 2%
Linux i+&EH A ZIBYIHHI Z #Fo

WirEm A & Delivery Controller ExkFrE VDA i+ &#l (Rt 2 Windows £ 2 Linux) #8Z £ Active
Directory FE—MTEMITR, WKiE Centrify IIAM Linux BB FiHH:

SU =

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEEBSIIR
&, NZKEA Centrify P mi@% T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEESEMITSE 6. 2% Linux VDA,

SSSD

it E Kerberos izfTLl Tan$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

b E Ty domain-dns—name £%% DNS5%&, 0 example.com, REALM @ AEH Kerberos i3
B, Hia0 EXAMPLE.COM,

NI g SSSD B E A fER Active Directory tE R E & %212 B M Kerberos #1754 163E, 8
2, SSSD HRREATMNEMEERS keytab XHEHY AD FFiRThEE. ATBAER adcli. realmd 5
Samba,

AR

KD ABNIRM adcli #1 Samba B E.
o NREMER adcli A, BRAUTHE:
1. &% adcli,

sudo apt-get install adcli
<!--NeedCopy—-->

2. /A adcli A,
ERUTaSHIFRIBRS keytab XHHMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

FE-H%®EW, adcli AgeEmiig= host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt

1B
3. WIF&%: keytab,
BT sudo klist -ket &<UUBRES keytab XHERIE,
BRIFSMENNEBE S St BN SR B a8 LA,
o WNREA Samba MMANEHE, BERRUATSE:
1. RERHEE,

sudo apt-get 1install samba krb5-user
<!--NeedCopy-->

2. B2& Samba,

FT7F [etc/[samba/smb.conf HEZE LI TiZE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM FHE—1FE, REALM 2XE# Kerberos Uiz &R
3. fH Samba MAE.

ERRIEHIBR A AATISIE, 1RSSR MEBEREITENRMENEN Windows ik,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2XE# Kerberos $UBiZ#, user 2E8EHENIFMEIANRBF,

RE SSSD LR EMAAFURMHE:
MREARRE, BREFFERN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->
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NRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

3 =

AR

BINERT, Ubuntu prRER2KB51EE nsswitch.conf f1 PAM & RiZR,

ECE SSSD  /=B5) SSSD SFiriEF 2 ai, EEER SSSD iEE, YW FHELEARAH SSSD, ZRINFR L [etc/sss-
d/sssd.conf BEE XX, HAFEE, L root AP SHEIESITH [etc/sssd/sssd.conf HEE L TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime 1s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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=z .
AR

ldap_id_mapping i&& % true, LUE SSSD Z& & f155% Windows SID B§$%] Unix UID, &, Active Di-
rectory #7aeisiEdt POSIX i Bi2F. PAM BRSS ctxhdx Bzl ad_gpo_map_remote_interactive,

Itk +Fxx## domain-dns-name £ DNS 5%, a0 example.com, REALM 2 AE# Kerberos 4
&R, fla0 EXAMPLE.COM, F~EZEEE NetBIOS 153,

BEXEEIRENEE, 15519 sssd.conf #1 sssd—ad WFEMTL,

SSSD sFPiEF EREE XA MNEB A B REMNIR

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bzh SSSD FiFiERF BT T < iLBIEsh SSSD PR, UNETFIFEREITENEEINB5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMERE 17U T&<, BiRES SSS authentication (SSS 513383F) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

Wik R &1 Delivery Controller ZRFrE VDA it&# (Windows #1 Linux) #BZE7E Active Directory
B MIEXNR,

o MNRMFEAE adcli WIEERREH, &51T sudo adcli info domain-dns—-name &a<$ LU BRI

o
BEE,

o WNRMER Samba WM R E®Y, &7 sudo net ads testjoin GSWIEHBENEEEMAE
i, i&17 sudo net ads info HLWIEFIMENITENTRER.

1%iF Kerberos it& ERiE Kerberos BEEEMEENAS Linux VDA BBE MR, ERIERS keytab X2
BECIBRHEAENER:

sudo klist -ke
<!--NeedCopy-->

tE ¢ B REMEFEMESBBREAASTANERTIR, 517 Kerberos kinit &<, ERAXLERAREITHLER
BT ENBS7 !
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sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANMABMUBTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ERERREL,
ERLUTa<LIIETENKAE TGT EEEF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEEHEI FIFEFRHATUXSMEIINGSTITTE, Rig@d PAM T,
ZI0IE SSSD PAM B2 B EIEHECE, BEAURIRERIEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I%3F klist s5$R[ER Kerberos EiRETEATFZAF HEEFRITHA,
Ll root AR &1, BWIIEEENFIEMN id -u S$IRER uid SIEER N ERET S

ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT L@ &R KDE 5t Gnome Display Manager uiT25IMBMNIR. TEHTIRIINRIERSERITSE 6: L% Linux
VDA,

PBIS

THFER PBIS FE  flu0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh
<!--NeedCopy-->

£ PBIS REfIAAAIT  fldn:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->
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iz17 PBIS REfIA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 13 &aVigiiz e84 Ain] iR, B EXREEEIGITENARMENIE Active Directory Bk
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 3B/ I EH M0 Active Directory i3 8913 8 7. domain-name #1389 DNS & #, 140 exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
~o

Wik R &1 Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BZE7E Active Directory
B—MIENNR, WIEMAT PBIS 89 Linux HEH 2B TEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE M, e RREHXHFIMAN AD 51 OU WiERS. &N, RETENSZ.

WITAFP BHIIE EIF PBIS 2&sEM5@:d PAM ST A BT EMHEIE, BERAUFRERNEBPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

WIEREN id -u S<IRER UID 2 73IRA Kerberos EHREF X :

ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

TEFTIHIANRIEEHEMITIE 6. 2% Linux VDA,
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S 4 LRENEHH.NET Core Runtime 3.1

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers Er9i#BA%%E.NET Core Runtime 3.1,

Z% NET Core Runtime 3.1 7, =17 which dotnet s $&EHR EHEITIRHER R,

RiEas <ML, 1&E.NET Core Runtime Z#&IXHIER. FIa0, MRe<LHH N /aa/bb/dotnet, & /aa/bb
ER.NET Z#FIXHF R,

$185: T# Linux VDA %148

#%Z Citrix Virtual Apps and Desktops T #iTim, BF#EE R4 Citrix Virtual Apps and Desktops, AE®
FAHLUTHS Linux Z1TARICER Linux VDA &,

$12 6: K% Linux VDA

$1% 6a: i Linux VDA

£/ Debian B4 @ &8 %% Linux VDA %ft:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.9 #9 Debian #&#im5%

libgt5widgets5 >= 5.5~
ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9,27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

i

libsasl2-modules—-gssapi-mit >= 2.1.~

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 140


https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers

Linux Virtual Delivery Agent 2112

<!--NeedCopy-->
==

BRUIEhRASHY Linux VDA 23589 Linux &1Thi# Xorg hRAMIFIR, BESRRAER.

#12 6b: F4& Linux VDA (F]3%)

BILAMSERTRIRNRAF LTSR RAARINE L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

3

AR

ARMERERES /etc/xd| THEEX MG, EHITARZA, BESHEDXLEH,

HIET: =% NVIDIA GRID RzhigR

BF HDX 3D Pro EREE RN EERERH VDA i+ 8 E& % NVIDIA GRID RzhigrR.

EERTERIWEERER L 2EMEE NVIDIA GRID & GPU &8s (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID & VM Eapigrr, BEHRITTENEISE:

. BfREKE VM BXH,

. EEPWEERREFESERD, A VM DE— GPU,
. BEI VM,

. £ VM ERERE VM REpiER.

A W N

S 8: BE Linux VDA

RERHERE, BIETT ctxsetup.sh BIAREIE Linux VDA, FUITEMEXRZET, ZBAEKWNITRE, WRFIE
RIFMBERE, NBEMVE, oLURER SIS TZMEUESIGE.,

AILUZRB R FANETHIZA, el LUIRAMGEENIAN BoiEiTHIZA, HEUg(Fe, BEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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RRECE

BITsRTEMRENFEEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEIREN, REMNAFRRIENARMEEERM, NRFIFHMEREREE, WHAFTRETAFRETAES,
MmaIFEIHATE R RETE,

SENIFIRTEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA 33/ DNS CNAME i2 &35 Delivery
Controller &#F. BIANERTIRERN N,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tia=1& 5 FBH Delivery Controller 2¢
FREHZ (FQDN) IR LUABT @ Delivery Controller i3, #AZELisE—1 FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP ixs O (ZRIA RO 80) 5 Delivery
Controller &1z,

+ CTX_XDL_REGISTER_SERVICE =Y | N -#ZEzhitE#ERE5) Linux Virtual Desktop AR%. BRIMERT
®EA Y.

o CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BR$3 B K 7 i E A\MEEZ@EL &
G NI, ERILERSAIERBAEH Linux Virtual Desktop i THFRERD (ZHARERO 80 1 1494), B
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 |5 -Linux VDA Z3k £/ Kerberos &2 &i& & Delivery
Controller #1783k, Kerberos EBERIERZA LEREMBEEBR Active Directory ER T AME. 15
EEERBEZZIFM Active Directory &5 74!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %3#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRAEFNEMLKT, NRi%EET HDX 3D Pro, ME R VDI £FE (£xiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 1%, BILZEEIREN Y, BIAERAT, HTEREN N,
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+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, Ei& DNS #BRERRH!
AEMIER, MIEE DNS mZ . RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS 3 % Il LDAP fR55 88, MR
DNS FTix1R it LDAP RS IER, B LUIRMUTE SR LDAP FQDN (%% LDAP i50) HIK., a0
adl.mycompany.com:389, RIMERT, LLEEIZESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&@i¥i& &/ Active Directory BRI R
EERZE i LDAP (0, DC=mycompany,DC=com) . B2, NIREIERMEE, ATLUETEHEREM (flu
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEiEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) BRS 38 2581 AD A HRIEE B,
Linux VDA 325 AD 4HERER, BRI LIBCAIRIELUS S 2RHY FAS BRSE8RMTIR, IMFHH51E AD AR
FEEMIRFHER. MRMERT ERARSS SBMAL, BEA <none> XAFFHREFHTH, HFETEBHRS
ERHUEAYINT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % # NET Core
Runtime 3.1 L5 Broker RIBARSS (ctxvda) MR, BRHIARKRREN /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 EE1EFHFEAMN GNOME 3¢ MATE £
iR, WRKIEELTE, NFER VDA T HFIRENEHE. B2, NRHFETENEEA MATE, MHRETE
EIRE 7 mate,

AR
ER LB ST T R B Bir21EA AN REIFE
1. 7£ VDA k9 SHOME/<username> ER TFglE— . xsession X,
2. 41 . xsession XHLURIBRITIRIEE REFE.
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session

fi

mmE CentOS £/ GNOME £&E

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
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if

[-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIERPHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -7£525 Linux VDA B2 &S, 2T B5h Linux VDA BRSS. BINERT

BEAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WE#FHO, BikmOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @80, BAIAMKOAN 7502,

REMREEHIETEEEM A

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4]|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS _LIST= ‘list-fas-servers’ | "<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BT sudo <R, BA -EXTLUBHNARRLTEEXBLATLZNT shell. HMNBWEEAFENHSHME

#!/bin/bash {ERE—1TREIZ shell a2,

FE, BAIUERR I HIEEMESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFFECE B

ERLEERET, EEEEMRR ctxsetup.sh B3I BLBFFEIER, BAREE Linux VDA 36,
PRERIRVERT, BT EIHIANENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

HFFECE S K-
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:
A= MEIREIBRFRrE B EE0IE, MMME Linux VDA LA,

EERE

ctxsetup.sh 71 ctxcleanup.sh A EZEH E LERHIR, HEHEMEESANEEHEXH [tm-
p/xdl.configure.log:

E#Esh Linux VDA BRSS, HIREREN.

#1%; Linux VDA

Et0E Linux VDA REEREHEEECRERMGENRE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZFAGER:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B4, EHITIUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

EE Linux VDA B2 MIBRXBX89 PostgreSQL MEMEEHIE, B2, FEMIBRTERE Linux VDA ZEIRE
B9 PostgreSQL X+ 81H H ik #i AR 4+ &

e

AT HREERNTAEIE PostgreSQL EARRIKIE 4 S HIMIFRIE 1o

$& 9: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping ie®E Linux VDA FIEEENERRE @, &XiE4H
55, E2A XDPing,
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41 10: i=17 Linux VDA

£/ ctxsetup.sh iI4<EE Linux VDA 5, BERUTa<EE Linux VDA,
E5) Linux VDA:
BEh Linux VDA BRS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

=1k Linux VDA:
fS1E Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
E121E ctxvda # ctxhdx RS 280, 1EiE17 service ctxmonitorservice stop m<LUE

IEEMARSS TIFIEF. BN, MRS TIFEFRBERRBHEFELERNRS.

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

#2 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT ENE RAMAM Linux VDA i+ EHHE 2 5% 48 Windows VDA AiE% M. BXINAISEMXLEESEMEF
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:
o WTRERYT, 1EER:

- ZREBRERFEN WFREAZRERGER),
- BRERERAER (WTF VDI EAKERGERE),

o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

=3

o =W

EHAkRZAAY Citrix Studio Fk#F “Linuxi#ER4 MBS 2, %1% Windows Server i&ERAHIRS
RIERSETNERTFERIEEEZZEMER, 1%F Windows SEiER S R EIRERFETNER F(F
BesitEN— AP R (HHEE,

e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

$ 18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6233 {F4H

BIERMAAMARMEE Linux VDA i+ EHBIHEN B RHiEi25 Windows VDA i+ 8L FAEE. BXINAISEMIXLE
ESNEMFMRIIHEE, BSHECER T AE,

BIE&% Linux VDA i+8E#H B R FARN < EIE LU TR :

o HIRFMER AD BPAIABIEHRESE, AUERT Linux VDA &,
o BENAFREZEEMRIIN (BER) BRER.
o FEPERMATREANEE Windows iHEHNMITENER.

BXRNAIERTEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 72112,

£iEAT Azure 19 Citrix Virtual Apps and Desktops Standard #6/7 Linux
VDA

June 16, 2023

AIEE AT Azure 89 Citrix Virtual Apps and Desktops Standard s8I BEIINEEFARIMAEES Linux VDA,
LU AR B2 SEM Microsoft Azure RIFEIEMIEE. BXIFMER, BESRIEAT Azure 9 Citrix Virtual
Apps and Desktops Standard,
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S #9 Linux Z17hR

T Linux R1ThRZ#FIEThRE:

« RHEL 8.3
« RHEL 8.2
« RHEL7.8
« Ubuntu 20.04
Ubuntu 18.04
Ubuntu 16.04

p

ZEERAT Azure B Citrix Virtual Apps and Desktops Standard 812 Linux VDA, BRI THE:

1. 72 Azure AR T ME&:
AR

tboh, SRR LUER Linux VDA BEWEMIEERIT IR GBohEH. EXLMILER, BEEZRE LD
etc/xdl/mcs/mces_local_setting.reg xR mMa<4T.
Blgn, BILURINLA R eR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

a) £ Azure /1, BIEBZIFHIRITARA Linux VM,
b) MBEHKE, 57 Linux VM L &ESHEHIFE,

c) & VM Lk, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EB93iEA%R%E.NET Core iz178Y 3.1,

d) (¥R Ubuntu) 7% /etc/network/interfaces x#dFil source /etc/network
/interfaces.d/* 17,
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e) ({XPR Ubuntu) &% /etc/resolv.conf @ /run/systemd/resolve/resolv.
conf, miEKHEER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy—-->

f) %% Linux VDA &,

g) B /etc/xdl/mcs/mcs.conf T E, mcs.conf BEXHHEEATIZE MCS # Linux VDA
T2,
AR
EE dns TERBRKIEE,

RELR T BN B RINEFEFSHAEN LR, H&E VDI_MODE=Y,

h) i1 /opt/Citrix/VDA/sbin/deploymcs.sh,

i) 7£Azure &, fEiE (SREUEHE) VM. BERESEEMNER (VHD) XHER SAS URL, ERILUE
2 BRE G SREIZEE M VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

== -
Disk

P Search (Ctrl+/) | « Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *
Activity log | 3600
fa Access control (IAM)
® Tags
Settings

& Configuration

. Encryption

Disk Export
It properties

Locks

u= =]

Export template

Support + troubleshooting

2 New support request

j) (ANk) EEMEG EERBARIKISE, EALUER ctxreg TARREARKIGE. Fifl, UTHSRR
PDF $TENZFE BnhtliE PDF i@ B1TENHL SRS,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v
"AutoCreatePDFPrinter" -d "Ox00000001" - force
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<!--NeedCopy-->

2. M Azure S ANTRE,

a) EEEESIRT, BRGMNERG, ETABREIIE Citrix REHNEEUREIENSNHRE,

R RS ASHEREREEBEE EEMENZFHIRSETER, QIZE—TERE, BEEHIRE
&3 Citrix Cloud #i%:# Managed Desktops ((TE=mE) RESEBEEBEG.

L_@ Master Images X

¢ Build Image + Import Image

b) BHESNME,
C) MNTE Azure F4ERERY VHD SX##9 SAS URL, 38 Linux £ MG AL,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

Master image type
Windows

® Linux

Name The New Master Image

d) ZEmSPERATERS A EHERRIRIE,

3. SIEHENER.
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IREEERIR, ARELEEER. SIBHENBRE, HEEZAtIZNEMRE.

&/ Machine Creation Services (MCS) ¢/ Linux VM

May 8, 2023
A MCS Bl Linux VM 35 L RS
1. TEEEEOER VM DESTIME, SZER VM STLURERE VM, HBalLlE MaiEEET4 VDA,

2. 7 Citrix Studio HeIZItENE R,
3. BUERRfY4,

AR

MEEEIRTE Citrix Hypervisor. Microsoft Azure. VMware vSphere. AWS. GCP = Nutanix AHV X
SNVEMEIWEIRREF DES TG, TRRSHIBIMNER,

B Citrix Virtual Apps and Desktops 7 2003 2, Microsoft Azure. AWS #1 GCP 7% %#F, B2, &aIkl
#rs(E R Citrix Virtual Apps and Desktops RS HHIE.

SRR ITHR
Winbind SSSD Centrify PBIS

Cent0S 8 (2105) 2 & 2 =
Cent0S 8.3 = = = =
Cent0S 8.2 = S = =
Cent0S 8.1 = S = =
Cent0S 7.9 = = = =
Cent0S 7.8 = = = =
Debian 10.9 b= = £ =
RHEL 8.4 = S = =
RHEL 8.3 = = = =
RHEL 8.2 = S = =
RHEL 8.1 =z £ = =
RHEL 7.9 = = = =
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Winbind SSSD Centrify PBIS
RHEL 7.8 =z = = =
SUSE 15.3 = = S =
SUSE 15.2 = = S =
SUSE 12.5 = = S =
Ubuntu 20.04 = = £ =
Ubuntu 18.04 = = ES =
Ubuntu 16.04 = = = =

AR
MEREER PBIS 5% Centrify 3§ MCS tI2ait &EiERESl Windows 1, BRI TES:

o EERITENLE, 7 /etc/xdl/mcs/mcs. conf X#EE PBIS 5 Centrify #iF & FHRZEH
HiER%E PBIS 5 Centrify 2 8,

« #iafT fopt/Citrix/VDA/sbin/deploymcs.sh Zgi, EeIE—MALE L (OU), %4848
BATEFEME MCS SIEMIHEN AR S ANNEREEBNR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh =mzTEEHREH MCS tIEHITEN 8,
EIRIBERIEREE Delivery Controller 2 Citrix Cloud Connector EizfT klist -11 0x3e4
purge,

& MCS 7£ Citrix Hypervisor t8IZ Linux VM
$E L EEEME

FMGEESRERA. IERIMUNARER. VDA MEMRG. BESTME, BRITUTRE:

S 1a: £ Citrix VM Tools  75#Eik VM £%3% Citrix VM Tools, LUESE VM #RaefEA xe CLI 8§ XenCenter,
FRIEREXET A, BN VM BWHEETTRESRIE, MNREGEXETR, TERITUTEMIEE:

HIRXE. EFBEZEE VM,

7 XenCenter H#&F VM HEEEUE,

FRIEFEETH VM (@2 XenMotion),
BIRRBHFEANTFT WER) BRE, URERTIRE,
EIEFEE1TH Linux VM £ vCPU %4,

.

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,
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sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. 1RIBEH Linux R17hR, BTUTHTRE xe-guest-utilities R,
3+F RHEL/CentOS:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy—-->

3+F Ubuntu/Debian:

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

3+F SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 1 XenCenter gy EMET+ 0 EER VM BEIMLIRS, MNREMmZET Citrix VM Tools, MEIELIR
SHEML:

XenCenter
Storage  Templates Tools Help

id New Server New Pool % New Storage E New VM @ Shut Down % Reboot 0 Suspend
Q[ — o —
A

General | Memory | Storage I Metworking | Console | Performance | Snapshots | Search
VM General Properties
Expsndall  Collapse all
General | (&
Name: Rhel69s-1
Description:
Tags: <None>
Folder: <Nonex
Operating System: Red Hat Enterprise Linux Server release 6.9 (Santiage)
Virtualization mode: Hardware-assisted Virtualization (HVM)
BIOS strings copied: No
I Virtualization state: Optimized (version 7.0 installed)
Time since startup: 27 minutes
, Home Server: <Nonex
vu: I
Boot Options | &2
CPUs | ()
Read Caching | &
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4% 1b: ({¥fR Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 Lk, @MU THERE OpenJDK
11:

M https://jdk.java.net/archive/ THi&#HH OpenJDK 11,

51T tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNNEE,
(A3%) =fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEIFERH.
& 17 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. i8fT java -version &< LURIE Java BURRZS,

> wnh

$IE 1c: 72481k VM £%% Linux VDA 6
FE:
EFERAYFIEITH VDA fERIEIR VM, BBkt S,

1R VM 2% Linux VDA #1482 81, i5%%2.NET Core Runtime 3.1,

RIBEM Linux Z1ThR, BT TSR Linux VDA & BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$ 1d: BREEEURE tdb-tools & 33 F RHEL 7 iR5533:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

xtF RHEL 7 T{Euh:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->
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S 1le: RERLURM ntfs-3g 19 EPEL 7f&% 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =%
B, LUEHEIETT deploymces.sh &% EPEL FEFIRIER ntfs-3g R4S,

S8 1f: 72 SUSE EFmhRiE ntfs-3g 72 SUSE F& L, FraEEELTRE ntfs-3g. THENRR, &HiFHFoh
2% ntfs-3g:
1. %% GNU Compiler Collection (GCC) HmiZBALH B RIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fa,
3. fRIE4SE ntfs-3g Wi E:

sudo tar -xvzf ntfs-3g_ntfsprogs-—<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g G BHIEKRE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$]1g: IBIn{TNIFE 51T deploymces. sh Zal, EHRITUTRE:

o« Btk Jetc/xdl/mcs/mcs.conf BMZTR, mcs.conf BBEBXHRMHEATFIEE MCS f Linux VDA
NTE, UTEEAURIBEEESENTE:

Use_Existing_Configurations_Of_Current_VDA: MEREER YR EEETHN
VDA MWIERE. MRIEENY, MCS SIEMITEN EMEENXHES HFiEEziTh VDA ERER
HHEE, B2, EMAYAEE dns M1 AD_INTEGRATION &, BAMEA N, XEKEEME L
HIBC BER f2 SfE MCS IR B LB E X1,

dns: 8BS DNS fR55E80 IP #tutit, B&EZFILUSKEM DNS RS 28,

NTP_SERVER: %E NTP Br35238Y P #tisit, BRIEZ1TIHAR, B[NZit2EpsETHIZERY IP sthik,

WORKGROUP: RETFARTR, MRETEAD SEE, N NetBIOS &#F (RHKNE). &M, T
TRAALFRRIA A Eo
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AD_INTEGRATION: i&& Winbind. SSSD. PBIS 5 Centrify, 3% MSC %589 Linux &1Th&
MIHIINTTEZNTIR, FSHREREIZFHI R IThR.

CENTRIFY_DOWNLOAD_PATH: & T# Centrify 4 8rE&E, IH3% AD_INTEGRATION
T2igEN Centrify BY, ZEFREM.

CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T # Centrify Samba R BMER. REH
AD_INTEGRATION Z&igEX Centrify B, ZEASEHK,

PBIS_DOWNLOAD_PATH: RET# PBIS i EmERE. RBF AD_INTEGRATION ZEigE
7 PBIS BY, ZEASENK.

UPDATE_MACHINE_PW: BAXZREMEMITENKFAZE. EXFARER, BEHEERIT
B 2D,

5 Linux VDA ieE T £

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
DESKTOP_ENVIRONMENT=gnome | mate\
SUPPORT_DDC_AS_CNAME=Y | N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y| N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>’
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

Bxmcs.conf 8RR, EE2RNTENEEEE.
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome
SUPPORT DDC AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 158



Linux Virtual Delivery Agent 2112

o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ABEHEMRE, LIRERIREEHIENIZERE MCS FiEH it BN &SR EN B ohi &K,

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
[iTERC

filgn, ERILUE Ta<1TRMmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHNE
AR EREMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "©
x00000003"

<!--NeedCopy-->

S 1h: SIEXME
1. i5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (ANRERYFIEEEITH VDA (EAER VM, BRSSP 18,) ERIR VM £, EHEEEREE X SIZMFT
B VM k##Ex /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X,

33 F Winbind BF, BE# /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #ik.

33F SSSD AF, i5%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

33 F Centrify B, E8% /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

AR

BREBERXGTEANNEBERIAFEAZTE, F W SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. 1£ Citrix Hypervisor £, Xk VM, IEFH a3 EBRAIRE,

SE2: SIBHBENBER

7£ Citrix Studio &, SIEZIHENBERHEEEEERPLIEN VM HE2. REFENTHMEBES. BXEAEE,
ESAER Studio BIBIHHENBE R,
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TR 3 SERNA

ZYARM—THEZ N EN B RPEFNIHTENNES, SHEEPLEAFATUEAXLEITEN, UNAIHXLERFE

BHNAREFMRE. BXEAER, BSHCIERZMH,

£ MCS 7 Azure 812 Linux VM

$8 1: 7z Citrix Studio #1812 5 Azure Kt EEE

1. £ Citrix Cloud £p9 Citrix Studio &, ®EREE > 18 > FINEENERLULIES Azure MIiEE,

£8 Citrix Studio (Cloudxdsite)

O search

Machine Catalogs.
s

__
re

Microsoft® Azure httpsy//management azure.com/

n
8 Administrators

Hostir - =

D storef| Add Connection and Resources
(& Ay ey,

@ Zones

Refresh

Help

2. EEEESA Microsoft Azure,

Studio Connection

) Use an existing Connection

azure -
Connection g
| ®) Create a new Conngeti

Details | :

. Connection type: [ Microsoft® Azure™ -]
Region
Network Azure environment: 1 Azure Global = ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

3. BAER Azure tkF BT ID, ARBNERERERAT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)
feryon Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine
4o lice Add Connection and Resources
View >

Refresh

Help

PR 2. ERIR VM LESETREG

TRGEESRERR. EEMUNEERF. VDA MEMRMG. BESIMRE, BFRITUTERE:
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$1% 2a: Jy Ubuntu 18.04 it E cloud-init EWMFEEEFHESISHELE VM 83 VDA ENZMAEE, BBITUT

DA
AR <o

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99_hostname.
cfg
<!--NeedCopy-->

HafR1E /etc/cloud/cloud.cfg XtFAEy system_info 285 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

£ 2b: ({XfR Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, @#I=MUTH ERE OpenJDK
11:

M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNEE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. i&fT java -version &<URIE Java B9kRES,

> wnd e

HI 2¢: 7EiEiR VM %% Linux VDA 348
FE:
EEHEHEIETTH VDA AR VM, BBLI P E,

E1EiR VM 2% Linux VDA #1482 81, 15%%.NET Core Runtime 3.1,

RIBEM Linux X1ThR, iB1TLAT&<$ R Linux VDA IR EBIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

13 SUSE:
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sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$12 2d: BREHEENURE tdb-tools #itaE  ¥+F RHEL 7 RS 28:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

*fF RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 2e: REFLURM ntfs-3g 19 EPEL =6%% 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =%
B, LUERSEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g i,

S8 2f: 72 SUSE tFzhR4 ntfs-3g 72 SUSE FAa L, FiBFMELFIRE ntfs-3g, THIRAE, HEHFD
2% ntfs-3g:

1. %% GNU Compiler Collection (GCC) HiZBRALHIBUHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #a,
3. fRESs ntfs-3g T E:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. $ ntfs-3g RFERIEERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy-->

S8 2g: IRBITNINE  EiafT deploymes. sh Z&l, EHRITUTERE:
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o B Jetc/xdl/mcs/mcs.conf FMZEE, mcs.conf BBEXHZMATFIEE MCS # Linux VDA
HETE, THAE—LTE, HFMFIEE dns f1 AD_INTEGRATION:

ARMRA—NLERESME, FRXEEREE LRSI SHHATIESIR. 190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEEREMEAYRIELIZTH
VDA MWIERE. MRIEENY, MCS SIZMITEN EMEENXHFS HFiEEizEiTh VDA ERER
HHEE, B2, EMAYAERE dns M1 AD_INTEGRATION L&, BAMEA N, XEKEEME L
HIBC BER f2 SfE MCS IR B LB E X,

- dns: i€ES DNS RS20 IP ik, ERZAILUEE DNS RS 28,
- NTP_SERVER: i%E NTP Br352309 P #tisit, BRIES1TIHER, B[NZit2EpsiTHIZsay IP sthik,

- WORKGROUP: RETIRHARTR, MRETE AD hEE, N NetBIOS & (RHANE), &M, T
TRAAZTRRIAAEE

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %#¥# Linux Z1ThR
MM ZNFIR, BEHEXPHIFHLITR

- CENTRIFY_DOWNLOAD_PATH: i&& T# Centrify % @mE8R. 253 AD_INTEGRATION
T2igE N Centrify BY, ZEFRXEM.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& T & Centrify Samba %R+ BN K RE. RE6E
AD_INTEGRATION Z&i&EH Centrify i, ZEASEK,

- PBIS_DOWNLOAD_PATH: RET# PBIS % EmiRiZ. RBF AD_INTEGRATION ZE2i8E
71 PBIS B, ZEASENK.

- UPDATE_MACHINE_PW: BRAsZRAEDEMITENKFAZEL, EXERER, FEREMNERIT
B D,

- F%ILinux VDARRBZT=:

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
DESKTOP_ENVIRONMENT=gnome | mate \
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES:Y| N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>’
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
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START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

X mcs.conf R, EELTENRESE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 165



Linux Virtual Delivery Agent 2112

#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome
SUPPORT DDC AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ANREFEMRE, WRETRHIEEEIIRET MCS kit ENSREH BN EK.

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
o
fFign, EEILUE LT &L1THRMEl /etc/xdl/mecs/mcs_local_setting.reg Xfd, UBHTE
AN EFEMERE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S 2h: SIEEME
1. 57 /opt/Citrix/VDA/sbin/deploymcs.sh,
2. (MNRFEAHFIEETEITHN VDA EREIR VM, EBLIFR,) F&EIR VM £, EMEEERIRLEE X EIERER

B VM k##Ex /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X,

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ik.

33F SSSD AF, i5%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

33 F Centrify B, E8% /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

TR BREERXGTERANNERAAERTE, fli0 SWORKGROUP, SREALM. Srealm.
S${new_hostname} #1 SAD_FQDN.,

3. EER VM ERENBIEFRE, M Azure A XEFER VM, HRER VM BERIRS R Stopped (deallo-
cated) (B (BECEHDED)), iBEIMREREARZIR, FAzure LEHREHEMEREEZZ,
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%> Connect

P start

Resource group (change)
mcs

Q! Restart

Status

Stopped (deallocated)
Location

East Asia

Subscription (change)

Subs:rlinon 1D

Tags (change)
Click here to add tags

- e
Stop | 0%, Capture

=> Move Q) Refresh

ﬁ Delete

Computer name
rhel-sssd-temp

Operating system

Linux

Size

Standard D2s v3 (2 vcpus, 8 GB memory)
Public IP address

rhel-sssd-temp-ip

Virtual network/subnet
Virtual_Network_1/default

DNS name
Configure

»

TE3: tIRHBENER

7z Citrix Studio /1, eI2I+ENERHIEEEEZE RPEIEN VM HE,

eI EN B R,

APEFEMRE, HEHER VM 89 VHD,

MIEIR VM FRIBRYR IR

Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

¥ Machine Management
Master Image
Storage and License Ty...
Virtual Machines
Resource Groups
Metwork Cards
Computer Accounts
Domain Credentials

Summary

Master Image

Browse the resource groups below and select the managed disk. snapshot, or VHD to use as the
master image for all machines in this catalog.

» If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Gitnix VDA installed,

0 Don't see the resource group you wani?

b (@)jc-WestUs2
b @) LinuxVDA
& Arure-1604_OsDisk_1_0b3977596c1447009bf42373ac0cBa05
& arure-client_OsDisk_1_See3cd35a6d744c 1994502846383
& arure-de_OsDisk_1_f047ec0782bad26bb0403c0f92860e67
i c_1_adf0f65861d447a5bad06606632a812¢
!A.lure-jt_jc??_OsDisk_'l_etbcddE-d?Sn‘:]"4bbDB'I591:8454d63?254e
EAzure-jtrhel??_D:-Disk_l_ﬁESablcﬂiegdfdﬁacac?_bZBeS&dgeM
EA.!LIre-jr.rhelﬁ'l_D:-Disk_l_5f1301:329412349{:&?113&5&648:934
@ Select the minimum functional level for this
catalog:

7.6 (or newer) b

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back

|

Cancel

RIERERITHMREES. EXEAES, BSRER Studio tIBITENER.
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SE 4 SIERGA

ZYARM—THEZ N EN B RPEFNIHTENNES, SHEEPLEAFATUEAXLEITEN, UNAIHXLERFE

BHNAREFMRE. BXEAER, BSHCIERZMH,

5/ MCS 7£ VMware vSphere L2 Linux VM

$18 1: 7 Citrix Studio #6125 VMware it &k

1. 7£ vSphere FfigEh#% s vCenter Server, BXFAER, E2E VMware vSphere,

2. 1£ Citrix Studio /1, #EEREE > 18 > KIEZENZRRULES VMware vSphere 1iE#,

8 Citrix Studio (Cloudsdsite]

3. % VMware vSphere fEREZAE,

hitps://management azure.com/

Add Connection and Resources

Studio Connection

. Use an existing Connection

Connection
®) Create a new Connection
Storage Management
Connection type:
Storage Selection

MNetwork Connection address:

Summary

User name:
Password:

Connection name:

_) Other tools

| ’ VMware vSphere ®

Create virtual machines using:

Example: httpsy//vmware.example.com/sdk

o Learn about user permissions

| Example: domain\username

| Example: MyConnection

®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

4. 32X VMware ik p9EiE#nt (vCenter Server URL). &/ A R F1Z365 U REE R o

Cancel
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :
'f!:' Create a new Connection

Storage Management

: Connection type: [ VMware vSphere @ = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back " Next J [ Cancel

BEREERTER—MER.

8 Citrix Studio
File Action View Help
| 7m

B8 Citrix Studio (site)
ea

TR2: FEEEME

FMGEESRERA. EEIMUNAER. VDA MEMRG. EESIME, BRITUTRE:

S 2a: (IXE Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, @I5=MUTHSERE OpenJDK
11:

1. M https://jdk.java.net/archive/ T#&## OpenJDK 11,
2. i&fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<LURETHNRGE,
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3. (Ai%) BwfTmv jdk-11.0.2/ <target directory> &% Open)DK FEEBEITERT.
4, 417 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 15T java -version &% UIE Java BURRZS,

S8 2b: 7EiEiR VM £%% Linux VDA 3+
AR
EFERAYFIHEITH VDA fERIRIR VM, EBT IS B,

fERMR VM E=4 Linux VDA R#4-8 2 #1, 5% %.NET Core Runtime 3.1,

RIBEM Linux X1ThR, iB1TLATE<$ R Linux VDA IR BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xF SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

T 2¢: BAFMEENRE tdb-tools #f+E 3+ RHEL 7 fRs52::

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

xtF RHEL 7 T{Euh:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

£ 2d: REFLIRM ntfs-3g 19 EPEL %7f8%E £ RHEL 8/CentOS 8. RHEL 7/CentOS 7 £%&# EPEL =14
B, LUEREIETT deploymcs.sh %% EPEL EHiRER ntfs-3g R4,

S8 2e: 72 SUSE EFoh%# ntfs-3g 72 SUSE & L, FraEfEEFRM ntfs-3g. THRAE, &HFHFoh
R ntfs-3g:
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1. %% GNU Compiler Collection (GCC) HmiZBALHIEHRHRIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFE,
3. fRIE4SE ntfs-3g WiFa:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. %A ntfs-3g RAEBMBE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy—-->
5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy-->

S8 2f: I§BBTNINE  EiafT deploymes. sh Z&l, BHRITUTERE:
o Bt /Jetc/xdl/mcs/mcs.conf M8, mcs.conf BEEXHRMATFIEE MCS # Linux VDA
T8, TAE—LTE, HANHEE dns 1 AD_INTEGRATION:
AR UNRA—ATERESME, EEXEERBEEHES I SRHATE DR 5190, LDAP_LIST="aaa.lab:389
bbb.lab:389.

- Use_Existing_Configurations_Of_Current_VDA: MEREERAYNEEETH
VDA WL EERE. MNRIZEAN Y, MCS SIEMNITEN EMEE XA S LEIEEIZITH VDA EMER
HiER. BE, BNMAKMEE dns #1 AD_INTEGRATION ZT&, ZiAMEN N, XEKE MG L
BIERE AR S R HAE MCS B8 B LB E X

- dns: B DNS RSEE P thht, BHRZSALUEEND DNS IRSES,

- NTP_SERVER: i&E NTP Brs32309 IP stidit, BRIESITIHER, TNiZiit2EagizHI2Sey IP sk,

- WORKGROUP: i&BT{EHBR, SNREE AD HE2E, M NetBIOS B (KR ANE), &M, T
FRBZREIA NI

- AD_INTEGRATION: &2 Winbind. SSSD. PBIS & Centrify, Hx MSC 58 Linux %1ThR
FUFIONFENTIR, BESRAPHIZ RN EITAR.

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify @182, 253 AD_INTEGRATION
T2igE N Centrify BY, ZEFRXEM.
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CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T # Centrify Samba K- BME#R. REH

AD_INTEGRATION Z&igEX Centrify B, ZEAREHK.

PBIS_DOWNLOAD_PATH: RET# PBIS % ERRE. REHF AD_INTEGRATION ZEigE

7 PBIS BY, Z{EA %M.

UPDATE_MACHINE_PW: BRZZREHEMITEINKAER. EXEAEE, BSHAEEMT

BHK P 2D,

T% Linux VDA ECET &

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime\

DESKTOP_ENVIRONMENT=gnome | mate
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

’

BXmcs.conf 8RR, FE2RLTENEEEE.
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome
SUPPORT DDC AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ANREFEMRE, WRETRHIEEEIIRET MCS kit ENSREH BN EK.

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
[iTERC

fFign, EEILUE LT &L1THRMEl /etc/xdl/mecs/mcs_local_setting.reg Xfd, UBHTE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S 2g: BRTIG
1. 57 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (ANRERYFIEEEITH VDA (EAER VM, BRSSP 18,) ERIR VM £, EHEEEREE X SIZMFT
B VM EpEx /etc/krb5.conf. /etc/samba/smb.conf #1 /etc/sssd/sssd.conf 32,

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl M /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix.

FF SSSD AF, iEE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

3t F Centrify B, EE#H /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

FE EREERXHTIERANNERAAERTE, FlW SWORKGROUP, SREALM. Srealm.
S${new_hostname} #1 SAD_FQDN.,

3. #ERIR VM LREMARFE, M VMware iTJF X@#ER VM, BIZER VM BRI,

TRE3: RHENER

7z Citrix Studio #, SIZIEHBERHEEEEERPEIEN VM K8, SIZIHENBERN, BMRBYIRPEEE
BR1R,
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

RIERERTHMEEES. EXFAER, BESREA Studio BIEITENER.

TRA4: QIBRRMA

ZTHRM—THS NI BN ERFERNHBENNES, SEEMEAF T UERXETEN, UKAEHXERARE
BN AEFNSE. BXEAES, BEHEIEZMHE,

£ AWS LfEFR MCS 8 Linux VM

$I% 1: 7£ Citrix Studio H8IE5 AWS HItEEE

1. 7 Citrix Cloud £y Citrix Studio &, ##ZFERE > 118 > FINERMZRULIES AWS MiEs,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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TR 2. FEEIME

TG ESRERA. ERIMUNARER. VDA MEMRG. BESETME, BRITUTERE:

$1% 2a: BE cloud-init
1. EHFESHEMNHFELE EC2 I8t VDA EMBMAEE, HETUTHSLURE VDA £413.

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

34F Ubuntu 18.04, &#R7E /etc/cloud/cloud.cfg xfeh@g system_info &9 FEELUTIT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. EfEF SSH izizinia) AWS £ MCS g2/ VM, ERAZERSHIIE, FARE VM ZEWMNERARM. 1R
ERERITUTEF.

« 458 cloud-1init BEEXH /etc/cloud/cloud.cfg. 1% ssh_pwauth: true 17777, MERE
% set-password THILUTT (WIREE).
users:

- default
<!--NeedCopy-->

o MRETERET c loud-1nit QIBMBIAAR ec2-user tubuntu, MATLIEEA passwd
WLERAAERE, BLENRTE, WEUERTER MCS fIEH VM,

o {518 /etc/ssh/sshd_config XEURREEUTIT:

PasswordAuthentication yes
<!--NeedCopy—-->

R1ZZXHEHIET sudo service sshd restart#®%,

£ 2b: ({XfR Ubuntu 16.04) =i OpenJDK 11 7f Ubuntu 16.04 L, &id5Em U THERE Open)JDK
11:

M https://jdk.java.net/archive/ T#i&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz ¥ UEETHAREE,
(A1) isftmv jdk-11.0.2/ <target directory> &<LU& OpenJDK REEBEIFERH,
im 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. &fT java -version &< LURIE Java BIRRZS,

> wn e
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HIE 2¢: 7EiER VM %% Linux VDA #4-8
FE:
EEAHANETTH VDA AR VM, BBLI IS B,

1R VM 2% Linux VDA #8281, 15%%Z.NET Core Runtime 3.1,

RIEEH Linux &17hR, BT F&<$H Linux VDA & B
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$7 2d: SREHEENRE tdb-tools %8 33F RHEL 7 fR%28:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

x3F RHEL 7 T{Fifk:

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 2e: REFLURM ntfs-3g 89 EPEL =% 72 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 7=
FE, LUEM/GiaTT deploymcs.sh 2% EPEL E{REM ntfs-3g HRiFE,

S 2f. 72 SUSE LFmh% % ntfs-3g 72 SUSE & L, FiEFEESRRME ntfs-3g. THIRMAE, mFHF
R4 ntfs-3g:

1. %% GNU Compiler Collection (GCC) HmiFBASZHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy—-->
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2. T ntfs-3g #fFE,
3. fRIE4E ntfs-3g f6:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->
5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

T8 2g: IGBIzTNIFE 51T deploymces. sh Zal, EHRITUTERE:
o B /Jetc/xdl/mcs/mcs.conf FMZE, mcs.conf BBEXHRMATIEE MCS # Linux VDA
NTE, TEAE—ETE, HhpUMIGE dns F1 AD_INTEGRATION:

AR MRA—NEBRESME, EREXLEEREERS I SHHATHEIR. a0, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDA I BERE, MRIZKEHRY, MCS IEMIHEN EMNREX M5 HaIERITITH VDA ERNFEMX
18R, B2, ENAKAERE dns ;1 AD_INTEGRATION T2, BIAMERN N, XEKEEME L
WECEEMR G STHE MCS SUZAITEN _EMECE X .

- dns: &ES1 DNS RS589 IP itk ERZATLUSE A DNS ARS8,
- NTP_SERVER: igE NTP fR532309 |P tthiik, FRAESITUHER, BN Zthb2EAvISIEHIZRRY [P stht,

- WORKGROUP: &ET{EHARTR, MREEAD HEE, WA NetBIOS B (XRHANE), &M, T
REABFRRIA AR

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %3#%# Linux £1ThR
MM ZENTIR, BESRAEXPRTFFNEITR

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify %+ @mi812,. 53 AD_INTEGRATION
T2igE RN Centrify BY, ZEARXEXN.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i€ & T # Centrify Samba it iR ZE. REH
AD_INTEGRATION Z&igEHX Centrify 8, ZEASEHK.

- PBIS_DOWNLOAD_PATH: iRET# PBIS % EmERE. RBF AD_INTEGRATION Z8igE
7 PBIS B, ZEASENK.
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- UPDATE_MACHINE_PW: BRsZAEEMITENKAZL. EXEAER, BEREMERIT

B 2D,

- F%lLinux VDAERREBZE:

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime\

DESKTOP_ENVIRONMENT=gnome | mate
SUPPORT_DDC_AS_CNAME=Y | N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE:Y| N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

)

X mcs.conf R, HEELTENRESE,
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome
SUPPORT DDC AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 183



Linux Virtual Delivery Agent 2112

o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ABEHEMRE, LIRERIREEHIENIZERE MCS FiEH it BN &SR EN B ohi &K,
/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
[iTERC
fFign, EEILUE LT &L1THRMEl /etc/xdl/mecs/mcs_local_setting.reg Xfd, UBHTE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S 2h: SIEEME
1. 57 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (ANRERYFIEEEITH VDA (EAER VM, BRSSP 18,) ERIR VM £, EHEEEREE X SIZMFT
B VM k##Ex /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X,

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ik.

33F SSSD AF, i5%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

33 F Centrify B, E8% /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

TR BREERXGTERANNERAAERTE, fli0 SWORKGROUP, SREALM. Srealm.
S${new_hostname} #1 SAD_FQDN.,

3. MR VM ERENABEFE, M AWS EC2 A XHAER VM. HRIER VM HERRSHERLL.
4. ARBEEER VM, ZAEEERERE > QIRRE. BAGEHREFEHITIRE, REHIERG,
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Create Image X

Instance ID

Image name ‘ |

Image description () ‘ |

No reboot (i) @

Instance Volumes

Volume - . . Delete on
Device Size (GiB) Throughput T Encrypted
Type Snapshot (i) Volume Type (i} 10PS (i) Termination
| (MBIs)
L9 0] ® ®
Root Idevisdal gg""p' lao |  [General Purpose SSD (gp2) ¥| 120/3000 N/A @ Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GIB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RELECINEEH

SE 3 RHENER

7z Citrix Studio #, SIZItENBRHEEEEETPEIEN VM HE, QIZHENE RN, HEREENITEIRIR
(ZHIBIZMERE) , RAREF—ITHZ M L24H,

Studio Machine Template

Select the machine template that the virtual machines will be based upon.

= A
" Introduction - | Name | Description
i) T6RHELV100 (ami- 1] o
+ Operating System P
S Mochine Maugerme it J ) erTT_mes 1912 (ami-0: )
Machine Template \ @ i B
Security ‘ () crhel?_mes 1909r (ami-0 " T T )
aal Mahaes | :3 cs123_mes_1912 (ami-0:2 e)
@ 8)
Metwork Cards = <
() cs123clean (ami-0 3)
Eei i O es123fix (ami-0 )
Surmmary () cul604_mes_1912 (ami-Ok 3
() culbmestest (ami-0 i)
) cul804_mes_1912 (ami-0f ]
o Select the minimum functional level for this 7.9 [or newer) | - |
catalog: :

Machines will require the selected VDA version (or newer] in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Studio Security

Select one or more security groups for the virtual machines. The virtual private cloud in the
selected Resource supports a maximum of 5 security groups per virtual machine.

¥ Introduction E | Mame + | Description

|:J I;um;h-wli.z,ard-z Iaunch-wiz,ard-é created éU'iB-lilé-22ﬁﬁ:48:24.t144+08:60
|:| launch-wizard-3 launch-wizard-3 created 2019-05-20701:33:55.776-04:00
I:I launch-wizard-4 launch-wizard-4 created 2019-07-23T12:43:41.277+08:00
[] launch-wizard-5 launch-wizard-5 created 2019-09-17T10:51:39.273+08:00
Security |:| launch-wizard-7 launch-wizard-7 created 2019-04-28T10:56:02.540+08:00
Wirtual Machines I:] launch-wizard-8 launch-wizard-8 created 2019-04-28T10:5%:43.246+08:00
Metwork Cards []  launch-wizard-9 launch-wizard-2 created 2019-04-28714:22:23.235+08:00

[]  Inxvda mes test finuxvda mcs on aws

" Operating System
+ Machine Management

+ Machine Template

Computer Accounts

temp1 security group for mes

Summary

How would you like your machines to be deployed in the cloud? Learn more

(®) Use shared hardware
This setting is suitable for most deployments.

'C:_'.'J Use hardware that is dedicated to my account
This setting is more suitable for deployments with specific security or compliance
requirements,

RIERERITHMEEES. EXEAER, BSAEA Studio tIBITENER.

SE4: QIRRMA

ZHRM—PHS M EN ERPERNHBENNES, SEEMEAA T UERXEEN, URAEHXERF R
BHNAREFNRE. BXEAER, BEHRIERZGH,

£ GCP LA MCS ¢/ Linux VM
$E1: 1#E GCP IfH

BXFMER, 1H81A Google minF & EIMLIFE,

$8 2: 7£ Citrix Studio H8I25 GCP WitE L

1. 7£ Citrix Cloud _E&9 Citrix Studio /1, EFEE > 18 > FINEENERUSES GCP MiElE,
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Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYLIIGH

C)\ Search Add Connection and Resources

l':lg Machine Catalogs

Name & Type Address
3 .
a¥s Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications
Policies

Dﬂ Logging (Preview)

é—z@ Administrators (Preview)

- Click an item to view the details.
I% Hosting

2. i#%#% Google Cloud Platform (Google mitF &) EREELEE,

Add Connection and Resources

o Connection @ Create a new Connection

2 Region Connection type: ‘ Google Cloud Platform o ‘

3 Network Service account key:

Service account 1D:

4 summary

Zone name: l GCP o l

Connection name: ‘

Create virtual machines using:

@ sStudio tools (Machine Creation Services)

() othertools

3. § A GCP 1k B9ARSS 1K S BAHBNIER B o
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q seven
b Machine Catalogs
== 9 Name L Type Address
GCP Google Cloud Platform  https//cloud.google.com

%ﬁ'ﬁ Delivery Groups
El Applications
Policies

Dﬁ’ Logging (Preview)

GCP1

83 Administrators (Preview)
Click an item to view the details.

= i
== Hosting

TR 3. FEEEMRE

FMGEESRERA. FEMKNBER. VDA MEMRYG, EESIME, BRITUTERME:

#% 3a: (YR Ubuntu 16.04) <% OpenJDK11 7 Ubuntu 16.04 t, @ITMUTHELE Open)DK
11:
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M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNREE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. iBfT java -version &<URIE Java B9kRZS,

> wnd e

$18 3b: 7E#81k VM £%% Linux VDA 3468
AE:
EFERAYFIHEITH VDA fERIRIR VM, EBT IS B,

EIER VM £2% Linux VDA B8 281, i5LE.NET Core Runtime 3.1,

RIBEM Linux X1ThR, iB1TATE<$ R Linux VDA R BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

1+ SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S 3¢c: BAFMEENRE tdb-tools #f+E ¥+ RHEL 7 fRs52::

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

xfF RHEL 7 T{Eu4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

$18 3d: REALURME ntfs-3g 19 EPEL 77f&%E 1€ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =&
B, LUEHEIETT deploymces.sh &% EPEL FEFIRIER ntfs-3g R4S,
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S8 3e: £ SUSE LFzh%e# ntfs-3g 7 SUSE FF& L, FraTFMESTRE ntfs-3g, THRNE, HEHFoh
R4 ntfs-3g:
1. %% GNU Compiler Collection (GCC) HmiFBAFKHBERHEIREN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFa,
3. fRESs ntfs-3g T :

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy—-->

4. A ntfs-3g R BHIEKRE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R®# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$18 3f: IRBBTHIFE  EiafT deploymes. sh Z&, BEHRITUTERE:
o« Btk Jetc/xdl/mcs/mcs.conf BMZTR, mcs.conf BB XHRMEATFIEE MCS f Linux VDA
T8, TEAER—ETE, HAhNHEE dns 1 AD_INTEGRATION:

AR IMBA—NEBREZME, BEEXLEEREERS I SHHATHEIMR. a0, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEEEHEAYRIELIZTH
VDA WIERE. MNRIEENY, MCS SIZMITEN EMEENXHES HFiEEizEiTh VDA ERNER
HHERE, B2, EMAYAERE dns M1 AD_INTEGRATION L&, BAMEA N, XEKEEME L
HIBC B SR f2 SfE MCS IR B LB E X,

- dns: i&ES DNS BRS3238 IP ik, ERZATLUSE N DNS ARS8,
- NTP_SERVER: igE NTP fR532389 |P tthiik, FRIESITHER, BNZthib2EavsiEnHI2say [P shit,

- WORKGROUP: &ET{FHARTR, MREEAD HEE, WA NetBIOS B (XRHKNE), W, T
RAABTRRIA AR

- AD_INTEGRATION: &% Winbind. SSSD. PBIS = Centrify, % MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESHRECREISZFHI L IThR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 190



Linux Virtual Delivery Agent 2112

CENTRIFY_DOWNLOAD_PATH: i&&F# Centrify X+ @ &R, RB¥K AD_INTEGRATION

TEIRE N Centrify B, ZEASENK.

CENTRIFY_SAMBA_DOWNLOAD_PATH: i&&TF# Centrify Samba R KR RER

AD_INTEGRATION Z&ig&X Centrify B, ZEAR4EM,

PBIS_DOWNLOAD_PATH: &% PBIS B4 ERIERZ,

71 PBIS B}, ZEASEK.

B AD_INTEGRATION ZEigE

UPDATE_MACHINE_PW: ERXZAEMEMRITENKFZE. BXFARER, BEREHERIT

BHKF 2D,
5| Linux VDABLEZ £:

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime\

DESKTOP_ENVIRONMENT=gnome | mate\
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE:Y| N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>’
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
START_SERVICE=Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

X mcs.conf BRfAl, FERLTENREEE.,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

191


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2112/installation-overview/use-mcs-to-create-linux-vms.html#automate-machine-account-password-updates
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2112/installation-overview/use-mcs-to-create-linux-vms.html#automate-machine-account-password-updates

Linux Virtual Delivery Agent 2112

#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome
SUPPORT DDC AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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ERIRIHTEN L, BHS1TRmel /etc/xdl/mcs/mcs_local_setting.reg XHLIRIBEES
ANREFEMRE, WRETRHIEEEIIRET MCS kit ENSREH BN EK.

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—

A A
AP <o

fFign, EEILUE LT &L1THRMEl /etc/xdl/mecs/mcs_local_setting.reg Xfd, UBHTE
AR EREMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

FIE 3g:. GIEEMER

1.

2.

3.

i&5fT /opt/Citrix/VDA/sbin/deploymcs.sh,

(ANRERYRIEEITITH VDA 1ERER VM, BBt E,) 1EER VM £, SHEEERUETE X EIEMNER
B VM k##Ex /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X,

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ik.

33F SSSD AF, i5%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

33 F Centrify B, E8% /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

AR

BREBERXGTEANNEBERIAFEAZTE, F W SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

TR VM ERENARRFERE, M VMware TR XAER VM, SIE#ER VM BIIRER,

B4 QIBHBENBER

7z Citrix Studio #, SIZIEHBERHEEEEERPLIEN VM K8, SIZIHENERN, BMRBYIRPEEE

BR1R,
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Machine Catalog Setup

Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a snapshot (or a virtual machine):

¥ Operating e
P » [ RHELES @
¥ Machine Manageme
» (W] RHEL74 @
Saster hmage b ] sles123 @
Virtual Machines » [ ubuntuls @
Computer Accounts (=] vesa @
Summary
0 Select the minimum functional level for this [7a {or newer - recommended, to acc... * |
catalog:
Machines will require the selected VDA version {or newer) in order to register in Delivery Groups

that reference this machine catalog. Learn more

Back I I Cancel |

RIERERITHMEEES. EXEAER, BSRAEA Studio eIEITENER.

SRS R4

RYARM—IHZ MTEN B RPERNHBENNES. SREWERF I UERXEITEN, UNAIHXERFE
BHNNAREFMRE. BXEAEE, BSHCIERZ M,

{&F MCS 7£ Nutanix AHV 17 Linux VM
$E 1 REH T Nutanix AHV &4

M Nutanix #23KEX Nutanix AHV {8, &8 Citrix Virtual Apps and Desktops g @& H M iziEH. B
XEMER, ESE Nutanix 257 igdey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#=%E18/)

$ 1% 1a: 7 Delivery Controller 223714t Nutanix AHV i % Citrix Virtual Apps and Desktops
&, ##F#H1E Delivery Controller %% XD MCS AHV #Eft,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
o

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
o

< Back MNext = Cancel

$12 1b: J =i Delivery Controller 2235541 Nutanix AHV i %2 Citrix Virtual Apps and Desktops
&, EEHLREFAT Citrix Cloud Connector #5 CWA MCS AHV 4, £/ Citrix Cloud fF53MHIFTE Citrix
Cloud Connector L& %, ENfE Citrix Cloud Connector £:8% AHV MIE R TR ZREME, WS4 TEM
Citrix Cloud Connector.,

TR 1 RE/BHRTRUATIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.0 #¢)ET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\v1l.0.0.0" &%,

« f£7<#h Delivery Controller E&#i/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, %7z Citrix Cloud Connector EE#/F5h Citrix RemoteHCLServer Service,

e

HNNBWNEERELEH Nutanix AHV Gt Z 1 H Z# B 5h Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

#H12 2: 7z Citrix Studio #4125 Nutanix it EEIE

1. st F 74 Delivery Controller, &£ 4 Citrix Studio FIEREE > HE > FIMEENER. WF=
Delivery Controller, &7 Citrix Cloud LrETF Web B Studio =l & iR EIE > 1£E > HFINEEN
HIE, LUBIES Nutanix S EIREFI0EE,
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2. EAMEENRRRSPREEITE LERE Nutanix fEREZELE, ARKEEEDNERERZF L. FEUKR

EEAT. EMEELE, EEREATHERTHMNE,
540, tEAH Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

+ Connection

MNetwork connection.

Summary Select one or more networks for the virtual machines to use:

The name helps identify the storage and network combination associated with the

[] | Name
[] INTERNAL_1
O wm

Cancel

40, £ Citrix Cloud ER9ETF Web 89 Studio &=HI&H:

Add Connection and Resources

o

o Connection @ Create a new Connection
2 Network Connection type: Nutanix AHV
3  Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location

S

Connection name:

Create virtual machines using:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

196



Linux Virtual Delivery Agent 2112

3. EMLE L, EEFEATIHEERTHNES,

HE 3. TEER VM LS MR

FIEERRERS. FFEMMCRZAER. VDA MEMMRY, ZESIME, BRBUTHIE:

$I2 3a: TR VM %% Linux VDA %ta
FE
EFERAYFIEITH VDA fERIER VM, BTt 1,

EIER VM £%% Linux VDA B8 281, 15ZZ.NET Core Runtime 3.1,

RIBEH Linux Z1ThR, BT &< Linux VDA & BHFIE:
337 RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$1% 3b: SRAEMEENRSE tdb-tools & x3F RHEL 7 fR%28:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

%3F RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 3¢ RETLURM ntfs-3g 19 EPEL 776 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 721
B, LUEREEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g i,
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S8 3d: 7£ SUSE LF=h%%E ntfs-3g 12 SUSE T & L, FraEfELTIRE ntfs-3g, THRNE, HEHFh
R4 ntfs-3g:
1. %% GNU Compiler Collection (GCC) HmiFBAFKHBERHEIREN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFa,
3. fRESs ntfs-3g T :

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy—-->

4. A ntfs-3g R BHIEKRE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R®# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

S 3e: RBIZfTRFE #EizfTdeploymcs. sh Zgi, ERITUTIRE:
o« Btk Jetc/xdl/mcs/mcs.conf BMZTR, mcs.conf BB XHRMEATFIEE MCS f Linux VDA
T8, TEAER—ETE, HAhNHEE dns 1 AD_INTEGRATION:

AR IMBA—NEBREZME, BEEXLEEREERS I SHHATHEIMR. a0, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEEEHEAYRIELIZTH
VDA WIERE. MNRIEENY, MCS SIZMITEN EMEENXHES HFiEEizEiTh VDA ERNER
HHERE, B2, EMAYAERE dns M1 AD_INTEGRATION L&, BAMEA N, XEKEEME L
HIBC B SR f2 SfE MCS IR B LB E X,

- dns: i&ES DNS BRS3238 IP ik, ERZATLUSE N DNS ARS8,
- NTP_SERVER: igE NTP fR532389 |P tthiik, FRIESITHER, BNZthib2EavsiEnHI2say [P shit,

- WORKGROUP: &ET{FHARTR, MREEAD HEE, WA NetBIOS B (XRHKNE), W, T
RAABTRRIA AR

- AD_INTEGRATION: &% Winbind. SSSD. PBIS = Centrify, % MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESHRECREISZFHI L IThR.
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CENTRIFY_DOWNLOAD_PATH: i&&F# Centrify X+ @ &R, RB¥K AD_INTEGRATION

TEIRE N Centrify B, ZEASENK.

CENTRIFY_SAMBA_DOWNLOAD_PATH: i&&TF# Centrify Samba R KR RER

AD_INTEGRATION Z&ig&X Centrify B, ZEAR4EM,

PBIS_DOWNLOAD_PATH: &% PBIS B4 ERIERZ,

71 PBIS B}, ZEASEK.

B AD_INTEGRATION ZEigE

UPDATE_MACHINE_PW: ERXZAEMEMRITENKFZE. BXFARER, BEREHERIT

BHKF 2D,
5| Linux VDABLEZ £:

DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime\

DESKTOP_ENVIRONMENT=gnome | mate\
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE:Y| N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none>’
LDAP_LIST= list-ldap-servers’ | ‘<none>’
SEARCH_BASE=search-base-set| ‘<none>’
FAS_LIST= list-fas-servers’ | ‘<none>’
START_SERVICE=Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

X mcs.conf BRfAl, FERLTENREEE.,
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome
SUPPORT DDC AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ABEHEMRE, LIRERIREEHIENIZERE MCS FiEH it BN &SR EN B ohi &K,

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
[iTERC

filgn, ERILUE Ta<1TRMmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHNE
AR EREMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "©
x00000003"
<!--NeedCopy-->
$ % 3f: 72 Nutanix AHV L, XAk VM, SIEH S EBGHIRE
AR

WIFE Acropolis HREBZ #raiil_ErT4 XD_ 7 &7 Citrix Virtual Apps and Desktops £, RIBEERE
H Acropolis ZHIEEHREIRE. EHEREE, EMEMCIEERASLERERIFENTIR,

TE4: RHBENER

7z Citrix Studio #, RIRITHENERHEEEAEERPEIEN VM &8, 72 Nutanix 1458 Container (F28) W
EHL, BREZAIARIR VM EEENS R, AERENEL, ERRERR. TEMVIE L, REEMN CPU BIHRELL
K& vCPU B9t

RIBBRENITHMEEMES. BXFAER, BBRERA Studio BIZIHENE R,
AR

%R Delivery Controller ERitBEN B REEIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% A
Preparation HitBEHMEIR, X5 EGBFA4SMITOIRIZ,
FES: SIERMA

ZYARM—THZ N EN B RPEFHNIHTENNES, XA EEEWLERF T UERXEEN, Uk HXER
FPEBNNABEFNRE. EXEAER, BSHCIERZTH,
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/A MCS E#HE/ Linux VDA

EEA MCS FHEM Linux VDA, EHITUTIRE:
1. 7£%% Linux VDA B3| HeihRA 2 81, BEHFRELE.NET Core Runtime 3.1,
2. EERITEN _EE#H Linux VDA:
AR

kg, EARILAER Linux VDA BEIEMIEERIT RGBT M. ELILER, BEERITEN LN
etc/xdl/mcs/mces_local_setting.reg X ZRmM& <17,
Bign, BILURINLA R aR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

xF RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

3#F RHEL 8 #1 CentOS 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%+ SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

3+F Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:
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sudo dpkg -1 xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3. 448 /etc/xdl/mcs/mcs.conffl /fetc/xd1l/mcs/mcs_local_setting.reg.
4, EREHTIRER,

5. 1£ Citrix Studio #, EEFAFEHMITEN B RIFHIRE, EEEUHBENENBHZE, FE—BIE. B2F
MEHBITEN.

B EHITENKF 255
BIANBERT, HENKFZEELEITENERE 30 Xidfi. ERIEEBSHHURBeIEHITENKFERD, BT
LU I21E:
1. #3517 Jopt/Citrix/VDA/sbin/deploymcs.sh 2 &1, BUTEBEZRME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh i, 17 /etc/cron.d/mcs_update_password_cronjob LL
REEMNENME, RASESAZEHARZRE 2:30 EMITENKAEE,

SREHMITENMKFZEBG, Delivery Controller ENZEIFEEIFET LN, HETE /var/log/xdl/jproxy.log F7]
B I TR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

THMREEIR, EEHIEMREIEEF. AITEFRA Delivery Controller stigiizhies FRHEFFIEES,

7£ MCS ¢85 VM E£/=/ FAS

IR T & 1ThR £E3E1TRY MCS SUERIEIAML LB A FAS:

Winbind SSSD Centrify PBIS
RHEL 8. Cent0OS8 =2 ES £ =
RHEL7. CentOS7 = = = =
Ubuntu 20.04 = £ S S
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Winbind SSSD Centrify PBIS
Ubuntu 18.04 = & & ES
Ubuntu 16.04 = & & £
Debian 10.9 = & & ES
SUSE 15.3 = S ES £
SUSE 15.2 = S ES ES
SUSE 12.5 Z S £ S

TERIR VM L& T REEE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. iB17 ctxfascfg.she BXFMER, ESRIETT ctxfascfg.sh,
3. £ /Jetc/xd1l/mcs/mcs.conf FigBETE,
AR
WATE [etc/xdl/mecs/mcs.conf REgEREVENTE, RAXLETERE VM BEiiiER/.
a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIRERN Y.
b) 3 FAS_LIST TEIRENEH FAS RSB HERD SHOMABANIIS5IRRAZ FAS RS 8
ik, 90 FAS_LIST="<FAS_SERVER_FQDN>;<FAS_SERVER_FQDN>",
c) RIEEEREHMTE, §W VDI_MODE,

4, &f7#l4 /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS 1328 VM £/5F FAS

WMRKIN EXPTRERRITEN LEA FAS, WATLES™ MCS 81289 VM LB/ FAS,
E7E MCS €289 VM L2A FAS, BHRITU TR E:

1. 7£ Jetc/xdl/mcs/mcs.conf FigBETE,
AR
WATE [etc/xdl/mecs/mcs.conf higBEREVENTE, RAXLETERE VM BEiiiEAR.

a) ¥ Use_Existing_Configurations_Of_Current_VDAM{EZREHNY,
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b) #& FAS_LIST Z2i&EH FAS BRSS28ithit,
c) RIEREREHMT =, itn VDI_MODE,

. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. &f7fizs /opt/Citrix/VDA/sbin/ctxfascfg.sh, BXE¥MER, ESRETT ctxfascfg.sh,

& Citrix Provisioning ¢/ Linux VM

September 1, 2022

RXRME XBIETEARKE Linux BIMEENER. FEALLIIAE, EATIERETE Citrix Virtual Apps and Desktops
IRBERTRES Linux EEASE.

FHFLUTF Linux £1ThR

« Ubuntu 16.04
« Ubuntu 18.04
« Ubuntu 20.04
« RHEL 8.4

« RHEL 8.3

« RHEL7.9

« SUSE 125

« SUSE 15.2

« SUSE 15.3

BE:

o BATEWEMER Citrix Provisioning aJH1f73¢t Citrix_Provisioning_2112.17so gt
ML FIRRARER, FHIREER Linux RITHREBZHREE. BEEA Linu RRAKEAE 2109 RES
HRas, TEZRE Citrix Provisioning BR52% 2109 {EShR A,

o {EA Citrix Provisioning LUEI FifA#ERE Linux BIRI&EE, B BENEZHEMEG IR BN EEH
DX, BTSSR IER B,

BXEMER, ESIA Citrix Provisioning A% s AES i A Linux BRigE,
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77 XenDesktop 7.6 & E#AhrAE.E Delivery Controller

March 29, 2022

XenDesktop 7.6 B RMAFEFHRABEZHF Linux VDA, XFXLERRAR, BEBITENMEFRENEIZE, REM
WIHEBEAX PR M.

&t Delivery Controller i &

3¢F XenDesktop 7.6 SP2, &R A Hotfix Update 2 & Linux S EH Broker, Hotfix Update 2 AJ7£ LR
U BEHKE:
CTX142438: Hotfix Update 2 - iZf@F Delivery Controller 7.6 (32 fi1) - Z3zhi

s+ FFTF XenDesktop 7.6 SP2 B9h4s, AIfER& R Update-BrokerServiceConfig.psl # PowerShell iz
SkE# Broker Service BtE., WU TR iR EIAEZ:

o citrix-linuxvda-scripts.zip
FHHAEIEA Delivery Controller E8 LU T E:

1. ¥ Update-BrokerServiceConfig.psl il E %%l Delivery Controller i+ &1,
2. EAMERR ETFXHITH Windows PowerShell =41 &.

3. W¥FE% Update-BrokerServiceConfig.psl BlARIX 4%,

4. 1517 Update-BrokerServiceConfig.ps1 fil4s:

.\Update-BrokerServiceConfig.psl
<!--NeedCopy—-->

e
PowerShell WEIAELE 22 1EH1T PowerShell filds, MRMAEITRK, EHLENR PowerShell #175R88,
REBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy—-->

Update-BrokerServiceConfig.ps1 iz~ Linux VDA FrE#93r WCF 5283 Broker Service BR&XX 14,
SRIGEH BTN Broker Service, A= B5hHE Broker Service BREXHMNME, RASER—MNERT RS
BREXHOIRED, HEXHGRK prelinux,

XLEFRARFMEEE RERR— Delivery Controller 7 Windows VDA #{1, — Controller 7] [EBT
THEEMAE Windows # Linux VDA M=iE,
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1%iF Delivery Controller i2 &

YFFEMREEEXE KA T Delivery Controller B¢, EndpointLinux = #f £ = # %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config ({7 R,

7£ Windows <R REOP, UAHERRSHERHITHS:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

fidE Linux VDA

March 1, 2022
EERNATIFENAT Linux VDA MTHEE, SIETHEEINHEA. ECEFSPEHR,
R’
&% Citrix Workspace ARG, AIUERRREBERES) Citrix Virtual Apps and Desktops i&. &
BRItIhEE, BEEM Linux VDA LiEf7 U T&H$:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "

fPromptForDifferentUser" -d "Ox00000001" --force
<!--NeedCopy-->

BRLERE, BHRENSRERERARE. UTFATRSFILINEE:

« RHEL 8.4/ CentOS 8 (2105)
o RHEL 7.9/Cent0S 7.9

« Ubuntu 16.04

+ Debian 10.7

« SUSE 15.3

« SUSE 15.2

¥ NIS 5 Active Directory &5}

January 26, 2022

A BETE Linux VDA B SSSD 3 NIS 5 Windows Active Directory (AD) £/, Linux VDA ##15
Citrix Virtual Apps and Desktops HM—MAfF. HAltt, ©5 Windows AD IFEEZELS,
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fE/ NIS (f3EAD) E UID #1 GID IRIHEFERIKFERS (AR RMEEAS) 72 AD # NIS H4EE.

AR

i AD BRSBHRITE M IIE. F3<H NIS+. sIRFERA NIS 158 UID 7 GID R#tigr, WABREARE

Windows BRs32:89 POSIX B4

e

7 ERREFAY Linux VDA BEFE, XM EXABTRHAR. 33F RHEL/CentOS R17iR, BRERR
# Linux Virtual Delivery Agent for RHEL/CentOS #ra935tBR#1T#%E. 33F Ubuntu &1ThRt, 1BHRIRRLE

Linux Virtual Delivery Agent for Ubuntu ma935 BB Ti21E,

SSSD 2ft4?

SSSD R&LFiFiEF. HEBEINRERN T RIBE A A R GHRHE F M @ BER KR IZIZ R RH Y H

HITEHWIE. TiRMt PAM 1 NSS miiEiR, RKRaILiai RAFEEXFET D-BUS p90. It

BORR B RAF (B At A P K P ALY R AR P 3

¥ NIS 5 AD 185/

3 NIS 5 AD &5, BHITIATIRME:

¥ Linux VDA 70 NIS B ik

£/ Samba mAFEHAIEEN keytab
%& SSSD

foE NSS/PAM

iF Kerberos B2 &

I03E A P B3 303E

ok~ w N

3% Linux VDA 71059 NIS Z 5

ECE NIS &/ i

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

RE NIS 15
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7z Jetc/hosts 750N NIS BRSZERFNZ A uRAY P it

{ NIS server IP address } server.nis.domain nis.domain

TR B
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i@d authconfig@id& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain %75 NIS fRE 205 E. server.nis.domain £ NIS fRSZ2MEHZ, A LE NIS PRS2 IP #h
ik,

BEE NIS BRS:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

#atr NIS ECEIER:

ypwhich
<!--NeedCopy-->

IERTM NIS RS 2BRRGKFIER

getent passwd nisaccount
<!--NeedCopy-->

AR

nisaccount £ NIS REZ 2 AR NIS 1k, R UID. GID. XERMEF shell IR EMHEE,

{5 Samba mMAFEHIZEEN keytab

SSSD HFRMEAFIMNEFEE RS keytab X AD BFIRINEE, SEILXLTNRERILURAVMAE, GIE:

« adcli

« realmd
e Winbind
« Samba

TIXLE I,
£/ Samba MAEFHeIEEH keytab:
EEHEET U TFXHM Linux BFPELE:

+ Jetc/krb5.conf
+ Jetc/samba/smb.conf:

HiIHENEE Samba 1 Kerberos SI83F
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sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqgqdn-of-domain-controller --update
<!--NeedCopy-->

Hr1, REALM 2AE# Kerberos $fitgi& %5, m domain 2159 NetBIOS &#7F,
WMRFEE T DNS &k KDC FREBB[BMUHZ R, BEUTHEMETRNIEFENSS:
--enablekrb5kdcdns --enablekrb5realmdns

$TFF [etc[samba/smb.conf HIE LU T BHMNE [Global] 284775, {EEME authconfig TEERMNH DG
H:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZ ks aliniE, MASEFERITENRMEIEN AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2ABH Kerberos $si&#k, user 2ENIGHENRMEISAEAS,

% E SSSD

%8 SSSD WP BT

« 7£ Linux EPimit BN LR sssd-ad # sssd-proxy #4E,
o IRFHE (40 sssd.conf) HITEREEX.
+ 25 sssd RS,

Jetc/sssd/sssd.conf sssd.conf B2E G (FTLURIBEZERMNE ZIEM)

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad
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# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

¥ ad.domain.com. server.ad.example.com Zift HiEMHIE. BXFAES, ESF sssd-ad(5) - Linux
FM.

5t sssd.conf i& B X HFTE IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

f2& NSS/PAM

RHEL/CentOS:

£/ authconfig =/ SSSD, %# oddjob mkhomedir LIF#REEZEREIES SELinux #&:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e

BCE Linux VDA IRERY, £y SSSD &5 Lidig(E, xy Linux VDA BFRIHLEHHFHIRE. W TF ctxsetup.sh
BN RBERIMER 5 5, IRERRIAME,
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I9iF Kerberos ftE
77 HafR Kerberos EIEMECE A A5 Linux VDA BR& R, iR E RS keytab X 2EZEQIBH B S EHE
£A:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEZRSEREFASAANZNRAYIR, &7 Kerberos kinit &<, UERAXERHARRIEH2R0
BT ENBIS 7!

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMTEZIRUTIEERNART ., ETHS (§) BAEARFML (\) #ITHEN, UERRE shell Hift, ERLFEH,
DNS 5% 5 Kerberos {UH & AE, EHREREAMAEMR. WRILHSHINET, WFRE2ETERKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist -ke
<!--NeedCopy-->

WAEFRF S 1IE

fEF getent s LHAIASTIFHIE RIEALIR NSS BE L1E:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREELRNEE. IRFECEAS—HEREN, BLER getent a5 < #H1TI0IIE,
SPFNEREWNT:

o EEKFERLZI: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS miZg&: username@DOMAIN

ZI05E SSSD PAM IRRR B EIEMELE, BFERABAF KA ER Linux VDA, ZFAF KA IR B ERT,.
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BEEENUTHSIREMN uid BIE TN Kerberos EiREE X!

1s /tmp/krb5cc_{
uid }
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<!--NeedCopy-->

HERF Kerberos EiREEFTNEIREEZEMERTH:

klist
<!--NeedCopy-->

RGNAER

July 7,2022

f&Bh Linux VDA 7.13 hiz, Citrix MFFAERZRH Linux FEFRNT LN BREFTE. FRENTEMFERRD
FERNA] e A b ThAE,

m:

7£ Linux VDA 1.4, Citrix 18507 X B &R H BN AIEFMSIEH ZIhEERZH.

£ Citrix Studio XN FBIEF

A R AT S N BIEF AMEIMA R FAR &% Linux VDA L REMNABIERF. Zidi25%% Windows
VDA ELEMMNAEFREM. BXFMELR, 15505 Citrix Virtual Apps and Desktops x#%  (iRi#E#B#Y Citrix
Virtual Apps and Desktops ki) o

AR
. TATARY, BHERRTEEIRE N ESEAN BIEFHN BEF.

¢ Linux VDA 1.4 RESMRAZFRHBNAERF. B2, Linux VDA RXFEKEMNAERFZTAERN
BN, EZFERIRE, HITENEANAREFNEEREZREMRITHE,

o BEERATHENAER, E/01E StoreFront EERATERN. TERARINLTBARS. NREEELIE
B “TWIMode=0ff" ZRZEX, BEMFILIZE, MIFKHEEBEHA “TWIMode=0n", ZNEEETLER
HERHRRE,

PR

Linux VDA R8N BF BaE—RAREFNZ N FHREG.
ENREFSER, IERETNAREFNRES A RIIET.
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BA0ia)

ERTNAREFHERR T A TEME-:

s AEFEKATLEND. BONBAFIRERETRSSHHE R

s AEEMNBRATHNNBREFMNEONNES,

o B, TEEXZIFUTEOSEES: Mutter. Metacity #1 Compiz (Ubuntu 16.04), Kwin flEthE O
BEAZLE. FHRRENENEERETSIHNEOEES,

+ 1&17%4 LibreOffice AR, REE— BN ARERF ERE Citrix Studio b, FAXENAEFHE
=R,

» “Dolphin” ZXMWETF QIS WERGNARF AR ERER. ERILEM, FSHMILLA https:
//wiki.archlinux.org/title/Qt B &,

o B— ICA RERETHELRGNARFHNAEESERATARER—MEHR, ERRILEM, ERESEEY
REATHEESEIZE,

Linux VDA BB/E#H

November 27, 2023

ItbIhEE B BYF 1L B SR7E it XY AV BT i8] B Zh B #T Linux VDA Bt 5B HEEEA T Azure 1 Citrix Virtual Apps
and Desktops Standard #8I Linux VDA BYIEEE A, &&%E Azure 79 VM WEERRENR, BX¥MESR, 1B
SiFEEAT Azure B9 Citrix Virtual Apps and Desktops Standard /8% Linux VDA,

=

BEMALLINEE, BRMUTSRE:

$ 1. BEMEEMNH VDA € L& T Azure 523

S la: 7 Azure ZiEtK P FRIE— N BRHERERIHRKFILE 5 Blob (Anonymous read access for blobs
only) (Blob (1XFR blob BIERZEGARNIR)) o

} =

=W

Azure B30 blob L IHFFEFEEMEE, Citrix WHAERZ2BEFREBRT. I THERIEBERSMEANMER
R, BEHEESXERENEEARIANAZIZE N Private (no anonymous access) (FA% (TERIHIENIE)).

Steplb: ¥ VDA E3fs B & #2184 Updatelnfo.json B9 JSON XXfhh, BXRXMHENARA, B2 TR:
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He,

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)
{

"TargetOS": "RHEL8_3",

"PackageName'": "XenDesktopVDA-21.04.200.4-1.el8_x.x86_64.rpm",

"PackageHash": "
a6f2aba23b84bbc3a4640294a8bb92474e0cacbable5ae33416c0a4473a28d73"

}

)
{
"TargetO0S": "UBUNTUl6_04",
"PackageName": "",
"PackageHash": ""

}

)
{

"TargetOS": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": '"4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

>

{

"Target0S": "UBUNTU20_04",
"PackageName'": "",
"PackageHash": ""

}

]
3

<!--NeedCopy-->

“Version” XT38 VDA hRZ, “Distributions” E—4AFEHW R, SIMWKREES=/ A

“TargetOS”: 72 “RHEL7_9” GEMF RHEL 7. CentOS 7 #1 Amazon Linux2).” RHEL8_3".”
UBUNTU16_04".” UBUNTU18_04".” UBUNTU20_04", ctxmonitorservice TAiRMEAE
bR 1ThRo

“PackageName”: i5EhRAH VDA Ri-EHEE,
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- “PackageHash”: £/ shasum -a 256 <pkgname> &%itEH SHA-256 {&,

Steplc: ¥ JSON Xf4#0 Linux VDA BB RFIRA L EEH Azure B88.

SR 2. EXMEHES VDA LR BEBEHINEE

BINERT, BREFRLTEARS. NREEATF Azure 8 Citrix Virtual Apps and Desktops Standard #6
2 Linux VDA, %7z £ ERITIhRER . TN, BEZEES B4 VDA LEA%IEE.

EERBARER, BEETEMTFUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
TREMRDT

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "@
x00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRNBTEMTRILE,

AMFRILE iEA

fEnabled G ERHIED, RRINERT, ZEHR 0, REEHEH
BEEMH, AJLREIZERN 1 WSAEHEN.

Url LGB ANET, TIRE Azure F2389 URL LUKENEH
5 BMFEY VDA 36,

ScheduledTime LB AXET, AJLUGHIEEHR Immediately 5

NextStart, Immediately Z0k& T# VDA 4 a5
MENEITEM. YTHRERSBENEHNIEE R0,
ETNER, B2, IR THRGEENBEFIENEIE,
AT BE R4, NextStart EEE T REDH
ctxmonitorservice BARITEH. Y THERELR
SEENERTESN, WETER.
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AMRIE WA

CaCertificate g BATHEIRE, ©IigE PEM IEBMEEERF LT
Azure A28 URL, #F Azure blob, BaILIZMNE
SR HER N PEM 89 portal.azure.com BIEH,
ATREER, BRITEUERMLFEMRIEE, BNE
Ubuntu E3%#, £ RHEL &, B&EfEE curls
SH—LE NSS F, HFRIEEIUEPBHRIENER,

BFAS ctxmonitorservice B, ©E%%EiE Url LFEEX Updatelnfo.json X, SABEM JSON X
KEREHMMRA, AfF ctxmonitorservice KK EMRAS HaikAH#ITHR. MRHFRERE, %R
SZRM Azure THFTHRZH VDA G B H B EREESRM, 25, ©IiRIE ScheduledTime #9ig B iZ1THE .
FAMIEE, EAUEZEEHRBE ctxmonitorservice UL EH. B2, EEMT Azure i Citrix
Virtual Apps and Desktops Standard /1, &3t VM & EEERANIRE, REEETEFH B VDA T EHEEHBE
ctxmonitorservice, MREHKY, EH VDA BEIRIMEhRA,

=

o TEEREEME LREREMRIRE,

MRIFBRBPRE VM B FERGE, AHNER RS,

o WIREMHMEIRIRK, ARHERER,

o MREFRMEBEIRMD, F—MEHEF ARG RREMZAD Linux VDA, XMERFE&RER T
s EINBERE/LOMIEA8ESEM. Citrix Studio FIEEREEREE.

Remote PC Access

April 21,2022

BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops B BiZF. BEFEANGEBRREWNMATFRTIUREMS
RITAZHREMBIAE PCo MMRAFAILUARIENAE PC, tiIaILUARSER LIEFrEMRER AR SUBRME
o

Remote PC Access R34 S @mH L A2 F R Citrix Virtual Apps and Desktops A, SFEFMEE
Remote PC Access IERFFFZSEBE Citrix Virtual Apps and Desktops LA {4 B E R EHIE RN FIZAE
o XFF—RET —HEH—NEERER, AP EIEA Citrix HDX ZNHZBEDAE PC 21E, RBREAFK

¥,

BXFMEER, E2F Citrix Virtual Apps and Desktops xx#4s#9 Remote PC Access,
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ATEI

XEEFEEDR Linux VDA RE19:

o TE¥PIEN L, 1BX7EIE 3D X TEEA Linux VDA, BF NVIDIA IRzhizFa9R%, HEAT HDX 3D e,
PC AR RETAEL, HETRIENERN,. ETUBRRETEENT2NR,

o EXIE Linux it BN AR SIERERALXENITENE R,

« BEIAFPSEBAERT Linux i8N, BdEmAF S, ARERMER PCHSBHEESRASENITE
o EREEERTNBELTRITLHER, @EEFTFIHILE LT Citrix Workspace MEBiERF, BFAH
17 Remote PC Access RERIEFIFRINAE PC LN BIEFEHIE,

o MNMRAFPEESMEREIE PC, 2idM StoreFront Bah PC 5%,
o PEEEMAEAT Linux &L
[T

BT Linux PC £i&, EEEHR PC £E2% Linux VDA, £l Remote PC Access £EWITEN B R, AGLE
RFA, UETENB RSP PC aliERiAaRNAFER. U TEMEENA T iZIE:

#1121 - 2845 PC £%% Linux VDA

BWEERENZERRE Linux VDA, EREdEH, ¥ CTX_XDL_VDI_MODE ZEMEREN Y,

1% 2 - Al Remote PC Access ZEWIHENBER

1. 7£ Citrix Studio 1, ERBHITENER, AENREZEREZFIZHENER,
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83 Citrix Studio

File Action VWiew Help
«=| 5w HE
] Console Root

v § Citrix Studio (site)

1O Search

% Machine Cat=lnnc || Machine Cataloa
£ Delivery Gro Create Machine Catalog

[# Application:

View
% Policies
@ Legging Refresh

~ [E» Configuratic
£ Adminis 2
Contrallers
= Hosting
&% Licensing
3 StoreFront
sy App-V Publishi
@ Zones

v B Citrix StoreFront

3 Stores

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Single-session OS (Remaote PC Access) 1
Single-session OS (Remate PC Access) 1

Server Group [———— ]

Details - RemotePC-suse125

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Machine Cataleg

Name:

Machine Type:

Set to VDA Version:
Scopes:

Zone:

2. BEENTIELN TP,

tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Machine
RemotePC-susel25 Installed VDA Version: 20.09.0.3
Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
7.9 (or newer)
All
Primary
.
Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

netwaork interface card configuration.

Learn more

[ Don't show this again

3. ERERS%TIE Li%EE Remote PC Access,
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix Virtual Apps and Desktops RS
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o RAEIGITHER: Remote PC Access &1+ RE,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

FTED

September 1, 2022

AXIRME RTENREREMIER.

TR
Linux VDA ZXRFIEd/E A cups 71 foomatic idiE2s. T& % VDA BRI ER. EAILURIBS ZERFohREDE
83, f5lan:
ZRHEL7 L:
sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

[T

Citrix 12487 = # 2B B RITENNIRENTERF (postscript. pcl5 # pcl6). B2, BRITEMIRGHIZEF A e S5 EME
PIRTENN AR D, EXFERT, PR —EZRE %S ~/.CtxlpProfileSCLIENT_NAME E2&x 1, BiR
75 1906 2, ALk TE Citrix Studio FEZEFTENHIREHIZE Fr BRESAD A M B,

Z7£ Citrix Studio REEITENIRENFZF G AR DI REE, BHRITUTIRIE:

1. EEFTENH IR NI R R AN IR A1 R BE
2. BEHEFM.

3. FEREFRTENRHIZFERMES IREIEF B F. MREMEMT Linux B9 Citrix Workspace MBI,
BRAESITENN BT,

4. EFERNHEN VDA EHIRENIEFE S IEIT IR R,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

fERER
FIUMBRFHMSEMERTBHRAREFIT, NEFHRINTEMN SIS Linux VDA if, WFREMNARER,
FTENNZFRAEo

o WFAMIEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskSSESSION_ID

s WFRHHEZAER:
CitrixUniversalPrinter:$SCLIENT_NAME:app$SSESSION_ID

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 230



Linux Virtual Delivery Agent 2112

AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
ToIEFTED

FTENFTAIE R TIERY, 1B EITENFIFER ctxlpmngt F1 CUPS #E232,

FTENSFIFRER ctxlpmngt B—MRAIEHE, MAERIEBENET. SITUTHSURIMTETFIFEF T EEE
7. SR ctxlpmngt Kiz17, BEMHSITHFRRER ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

MRMTEITED, BT CUPS 1E28, ctxcups RSB TFHEINERE, #5 Linux CUPS 2RB15, t#HBES Mt
BNLEE—, IBIBTUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wegk CUPS HERIERSM S

Ze&k CUPS B, BEiTUATH<UERE CUPS RS, &M, CUPS BEXAIERE hdx.log #:
sudo service cups stop
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

AL ENE B I R R BRI TENH SRR E, FERRERT, TENHIESE, AAXsm=E CUPS %2
%,
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FTEN%E L A ELRS
TEN BN EFARETRISREHEALD. RRAPASTAFRRETRDEFEE, ZRETEIRE
~[.CtxlpProfileSCLIENT_NAME E2& X f+#1TE &,

[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
<!--NeedCopy-->

5E:
printername ZE G SN2 UMEFIHRIATEINBNETR. E2—PRIE. BDHRE.
TEEERIEEFER ppdpath. model 71 drivertype, EMETHITENH REEERER—NFE,
o MRBAITENNIRGIEF SEFPHITEINA RS, E6EH model= XA EARVITEINIEIZFHNES, A1
£/ lpinfo L EIITEMNM L MBS BFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ARTILUSER S LUSFTENYIITAD

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o HIEERITEWIREN IR SE P BTN ARS, BRESIITEWIRHI2FN PPD %2, ppdpath (&
RANTEMHIRTIR R X BB B2,
fitn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#E—4" ppd BahieR:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy—-->

o Citrix {217 =B 0B RITENVIRENIERF (postscript. pcl5 1 pcl6) . "I LURIBITENHE 1E B BIRTHIE
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N, MREFFHBRIATENNIRENEFLE R PCLS5, 153 drivertype i B 5!

drivertype=pcl5
<!--NeedCopy—-->

ANV S
SR EREMSERBITEIN., H=iER CutePDF #1 PDFCreator Z 2589 EHAFTENH AR RE LRI R T 5 T ENHLIR
MEFEX.

ITENMEWBURF B PR EIAFTENAITENNIRChIE R, ST HEEshIRsiEFLE, NREFHITEINERNZE
PCL5 Ixzh#2R, m Linux VDA %2892 Postscript IRapigF, Msttin@,

NRFTENNIRENIZFF KB IERA, AIUATIA TS BR A E R RE
1. ERIELAHEHNRAERIE.
2. i517 vi ~/.CtxlpProfileSCLIENT_NAME %<,
3. FINLUFFERLTE Linux VDA LIREE G ITENS M4

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. FTENSCRYIAEMRIBEITENE , 3B —1 spool X {{%727E [var/spool/cups-ctx/$logon_user/$spool_file
To

6. MEFAITINREAET, MR spool XHEX/NAT, KRB, EER Citrix 28 GHREMTENAE) IRE
BEiES.

7. NR spool KNFAE, WHEZXHEHFZF K. spool XHERBEURTFEF mERIAFTENVIAIFTENHIREHTE
PR, WNRBATHIITENN (45H1) IRh#ZRF 2 postscript, BIIERETE Linux BIERS LITH spool X%,
KERB RS Ef.

MREEITENXMHRE PCL, HEZFHIRERSRE Windows, NIKESITEIXHERIRIZF I, HERATRN
FTENHIRENAE A FE R P U T ENA 4T ENZ S Mo

8. WEBSHIITENN B N R RERIITENHIREHIZRE. FHILL PostScript & siTENHL Jafl:
a) BREDSIE, HEFRSEE TS,
b) FTFHTENEEI IR

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BUTEMW). IIRMEEREREERNR,
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d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (%i&%) 1 Model (215) FE, M Citrix UPD IRehigF FisERREITENNIREIZR .
9, MR%EET CUPS-PDF EHMTENH, JLAE#E “Generic CUPS-PDF Printer” (i@F CUPS-PDF
FTENHL) EhiERF. REFEL.

f) RS, WeTE .CixlpProfile$CLIENT_NAME EBIRsNIZFHI PPD X4, WA
BRETHYHT ENHLE A R R IR BN IZ o

B0ia)

TEIRBHEMTE Linux VDA LITENBSTFIEY I :

CTXPS RzpizF 58857 PLCATENHIARE

MRREFTENLIRR, B ITENHIREDIZ R 12 B A BIE R R R A TENHIIRENIE T

FTENR S HBTHTEMEEARE

EAME FIHITENN LITENASMEE, XS @BIRSSERH#TERE. IRERNEERE, FRTEFERKH
&,

EHMAIEPEIFTENNAFTENMEL B

Linux WL1E#SS5 Windows IB2ERFTRR. ALt, FIERAFHSRERFTENBEM. S URHAXLER, 5k

SEH CUPS BREXfF: [etc/cups/cupsd.conf,

KEIXHHEERN S RIERIEZ R

DefaultPolicy default

WMRKERB A default, NRLUTITHRINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 234



Linux Virtual Delivery Agent 2112

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

X E HI RS

January 26, 2022

BPAERIES AT P in 2 88 FIFIAENGS . tbIhEEE R Citrix Virtual Apps and Desktops 2006 S E Sk
mURER T Windows 89 Citrix Workspace A2 1903 SiE=hRZS. EHIFMENGED A B BB EIRES

NEEFR.
ERIHE RIS M, BHR:

¢ XHHNRAHKEFET 20,
o RAXHFARNAEEE 200 MB,

XIFHFE

XA ERMAEMIREER T

« RHEL7.8

« SLES12.5

« Ubuntu 16.04
« Ubuntu 18.04
» Debian 10
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FER R

T B MR EREE S ECETNRENE R, BXEIMRREZBIFAER, BERARKHIF.

s BRGELIREER
o BIMEARIEFEBHIET
¢ TEERBEMEL

=3

AR

BRANMHEHIFIMENETHEE, 7E7E Citrix Studio PREFIHE LR EE RHRIEIEERRLL,

PR

o RERE), BYIXHFBERBAANES,
o RIZFHER.
s FAEFEHBER

SR H

April 21,2022

72 Linux VDA M1Z P IRIG & ZE# T X4 EH. HEFRIREETZRH HTMLS DaEHa Web 3155230, &
LUERLLThEE, HTMLS DaEM AP EREERTF HTMLS #1 Chrome 1 Citrix Workspace R B2 iR B4
KEMMBRER,

AR

iBEAF HTML5 #1 Chrome #9 Citrix Workspace MBI &R Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. BEEXHENAER
g EHE Linux VDA, &8 Citrix Workspace R ABREF LA LM EHENR, SABMXXEHEEFERHAE
BIX . BREXHM Linux VDA THEIEFIHIGE, B THEN. AIME ISR THIRPRNIX . —R&ZH
LU 100 2.
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AR

Z7£ Linux VDA 5& Pimig& 2 el EHM T H 4, EHHEER Citrix Workspace AR I AR,
BT LU AFHERCSC Y Citrix Workspace N R2FhRZN.

BE FEREX 4 EmAIERINE, THEEHE VDA EHNREFFRNGEE RN G B ERIE R iHRE,

AR

BE FTHEREATERES TR HZEEFRX MM EE FEX A REIE N

TEZBH FHHN—LEAM:

o TEXHLUFRERIZRNRE

HEEAXHHEEM Web JKRBUAEFRIEFR, M Web iix FHAIHAUREES VDA ENREFIIHKIEE
BRP, UWEENFRIEFHEE. EXNUEDTH, BERIEFH Web JRBHRIATHERIZBEHRED

BHEE, HESBITERT HTMLS 5 Chrome 89 Citrix Workspace M BZF8I Web 5538 ig B At T
HER.

o BXHBoHENEREFIRNIRE

AEBAGNKERIET, EREFXN, AERKEBSHHEFZREFRNREERD, UEERFPHRELH

A

XL RS

BILUEEA Citrix Studio @B X HERER, BRINBAXHER,

[ Console Root
~ ¥ Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups
E Applications
[= Policies
[# Logging
~ [+ Configuration
£ Administrators
Controllers
Hosting
% Licensing
m StoreFront
@ App-\ Publishi
O Zones
~ $4 Citrix StoreFront
m Stores

Server Group

ERBRIEA:

Policies
Palicies Policy0
1 Policyd
¥ Allow file transfer between desktop and client
2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)

» Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICA\File Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

« AFERESEFEZEMEEXS. AFEELIEAFE Citrix Virtual Apps and Desktops &iE5Hig& 28]

RRIX o
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o MEE FHXMH. AYFHALERAFESXHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o BXHLEHIISEE. AYHELEAPEXHMEIGE EHF Citrix Virtual Apps and Desktops i,
AR

NHRMKRE FEXEEXG LB RERBEN, FRATERES TR IHZEERX 4 REFIRE NI

fERER

Ei@diEAT HTML5 89 Citrix Workspace W RIEFEEAXHEHThEE, BEHRITUTIRE:

1. 7£ Citrix Studio A1, % WebSocket EEHERIGE 2 iF.

] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators 1 Policyd LMJ Settings LW&J
Controllers » Allow file transfer between desktop and client

Hosting 7 Unfiltered User setting - ICA\File Redirection
& Licensing Prohibited (Default: Allowed)
m StoreFront » Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ § Citrix StoreFront » Upload f.ile to dESth -
[T stores User setting - ICA\File Redirection
Allowed (Default: Allowed)

B s G
erver Group b WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. 1z Citrix Studio /1, &3 bR & HRER R A AL HTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEREIE Receiver for Web ii= T, AEEEER
1a22{E 8 Receiver for HTML5 %15k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store o
@ Citrix Workspace
Cffered by Citrix
b & & ¢ 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) BEHEFME Chrome LU Citrix Workspace B Z2F#RI1ZI Google Chrome 1,

3. £ “Chrome AR tELEEH “EATF Chrome 1 Citrix Workspace AR
4. BNEEREM StoreFront RZARER URL,

MREZHAT Z URL, BB LS,
5. BaEMKREENARFSIE, 7 Linux VDA 5FFiHig& ZEHRIT— RSN X E .

PDF #TED

January 26, 2022

fEMA 15 PDF $TEN8Y Citrix Workspace M AEFhRA, AILUITEDM Linux VDA &iERERF%IRE) PDF, SIEFTENE
A & ix5 =% T Citrix Workspace M ARFHAMITEN. EAMITEN L, ATUGEMAFE PDF £581TH
PDF, HTERMEITENN _E#ITITEN,

Linux VDA Z3F7E LU Fhiz<iy Citrix Workspace A2 L##1T PDF $TED:

« Citrix Receiver for HTML5 hg4s 2.4 2 2.6.9. AT HTMLS5 89 Citrix Workspace R 2/ 1808 RES
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

EcE B

April 18,2024
AIESMA5ER Linux VDA B-EEEMHIE.

BXEMER, BERRARERMZEMARED.

[T

Thinwire 2 Linux VDA FEAN ETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS RS 23 1T R E R RIRBERUABRARI, HH XN REBAFHRA LT R

o RIFRER, XBHINEE, TRERTEMESE, RISLIEETHERAFME Citrix E#%i%4#F Thinwire, B
Thinwire B WHRESETFAHERY BYE. HFRENESBEGREFELSIMK,

o HNENRER, A Thinwire 124257 H.264 3¢ H.265, USIEu#AFP ARG REEREREITRK, LE
EEXREMER 3D BFMNERLT.

o HXNEMTUMKIE, Thinwire PHBEENSTRARIRFBHE G (A, 57 3D), HREEGBHNFRE
B ERA H.264, EZFM4ER H.264 15M4RED2E 21 HDX Thinwire 12N FRAIEEHES (HII0RAA
&), HEA H.264 MSMRMAELSEN H##1THRID. WTFRENERED (BEXANRZER), DASERER
E4% (JPEG. RLE) MIEERF. BREURBUTEL: EARETR. ReEWMANSREUREHMUERS
ERXAHEREER. BERAIINE, HRREIEERMMERIESRHITEREELNRIFIER BHARE)
FEHWEHEUHKE. BXEFAER, BERAETRRILE,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIZE (BEUTHMERERIZE) JUATHERZEAERARNEEH#TTE:

o BRENEEEERE
o BfRhnEER
» MIRERE
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£ Thinwire #3§ H.264 BT “EiE”

MIANBRT, HENTBES, ARRERKIKENTHRTEZEETA H.264 MAE JPEG.

H.264 4 rTiR M SN EGRRE, FERAMMGRIDISRHTERERISEHIZEIRD, BIMEENRIFNER, EREIE
PR JPEG, HEERIMAMRLDSEHITERERRILE N NERTIMRFLESE. IREFIFAZFRHEREME H.264,
TILEMIRBE R4, THRWEERIGEEEI JPEG, Citrix Receiver for Windows 4.9 2/ 4.12. Citrix Receiver for
Linux 13.5 2 13.10. &AT Windows 89 Citrix Workspace M B#2F 1808 RE=Shiads, MUAERT Linux 89
Citrix Workspace M A2 1808 RESMRAZEHER Y H.264, B X5 REMNERMINIRARED 23 T ESERELIE
BENFMES, BESRUNEREEEENEREKLE,

¥ H.265 MIT4RARRD 23

M 7.18 hiit2, Linux VDA Z3¥ER H.265 (IR ARIE ST ITiZE R A IS TR IR, f&aT LUTE Citrix Receiver
for Windows 4.10 2 4.12 #i&ATF Windows B9 Citrix Workspace M B2 1808 MBSk LEAILtIEE. B
MIETHEES &, E7E Linux VDA f1E Fif LB ALLIhEE. MREFF iR GPU R #r6EA DXVA #0317 H.265 ##

“EIfZ89 H.265 f#18” BRIGERRAK, SIEEEIRZIER H.264 MSiF#EIERE. BXFHAES, H5H H.265
M*ﬁﬂéﬁ{'ﬂ%o

27E VDA L/2A H.265 BEfH4E3, BHITLATRIE:
1. ERERINYRRIEEERIDRE,
2. ERHX 3D B TIFRAHMLIULRES,

3. WRERIIRRLRATERRBRARKE, NRENHNBIRR.
4. WHIRMEFRERIERIRE N TR TIRE T

BEEF EBA H.265 BAmS, 1550 H.265 545,

15 YUV444 3R 4RES

Linux VDA #f YUV444 B 4mE8, YUV REEARLSASMEIBREENEGE. EYUVE, Y RREERH
Tuma (&, UV RREies chroma &, EaLLTE Citrix Receiver for Windows 4.10 % 4.12 #0iEBF Windows
#9 Citrix Workspace [ZFA#2F 1808 REShA LA Linux VDA 89X —IfEE,

SiNE—HY. URVEYES 8 s —1FH. YUV444 $iEE L 24 (I/GEHNEREER., YUV422 BURSE
ERMEEZEEZ UMV E, MNTSHREIEEERERRN 16 {i1/18=, TRET T YUV444 1 YUV420 ZEIRNEWEL
L3038
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YUV444 YUV420

O (W | =

£17E VDA LB H YUVA44 IRE4RES, BT TRME:

1. WRGER MR ELDSRH T ERRBRENHNENRER.
2. BRBMAREREREIRENIBE TR TRE,

RIS AR EIRARTYLRER

B RER R A EEARTYMEE, Citrix 18587 HDX 3D Pro BE44RiS,

£/ HDX 3D Pro f+4F3Rt, VDA mILLBIERIE M LIt MEHREHRET EABERBERGOIMBIDER, X—H#
HEIhRER it T — T B E AR E B Ho

AN R T BRI, BERAILINEE, FHETUT®H<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

BRTERLINAEZ Sh, ERATLUETTU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent SR EFTHEABERNE DL, KENEEE, BRMEEW, ERDEME. BNMIETBER 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENEFREEFRFFE, WSEHNMRLATREERE, RARKEEMHIN. BEBIEH
EEHEN L ERBRENRNN, BT LARRIL R,

A% Linux VDA Thinwire StiFMERITESIR, BRHERZIEYIR,
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BX Linux VDA EMZBEMBXFEENER, 551 CTX220128,

ERRERR

HOVEEM Linux 2IFFEBITHERRSETRIATEE TERRERR, ZERENTEIEGRESREEZEK

B EHBF i,
EEMABER, BERUATIE:

l. T:E CItI‘IX Stud|0 qﬂ)*'ﬁﬁ.ﬂ)lku?ﬁﬁ%%%ﬂ]ﬁo

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off

Releases of CVAD 2101 and laler \nclude an \mage quality slider to help the user find the right

«

2.
AR
MRERKANTFRERIEIGE NRA T LHEE, WAEERER Ul
Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

R LUR AL T T

- EENEGRE, BBIER, BRZHFHSEEN 0-9
 EFARAEXIRE, BEFRILRFRE,
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o BEYMEIEHIRN, BERERERRE.

BEHR
KREEEERAMHERRN

BITUTHLREBEEEAPHERER (0 7T TW+; 1 RT2FMRERGES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

HEREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "Ox00000000"--force

KERBIEERA H.264

BITUTaLREEETERMEH H.264 (0 RRKREEM; 1 RTEEFER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

LEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

KWEETIEER-R H.265

BITUTHTREERTERERASR H.265 (0 RinkfFER; 1 RTEREER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

QEIETEEAWM YUV &353R

BITUATa<RIGEIERERBM YUV HiZHE (0 =7 YUVA20; 1 REYUVA22; 2 KRR YUV444):

AR (NHIEREAERDESEN, YUVFormat EZABEN.
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

RERBIEEEA YUVA44 RG4S

AU TR RIGER TSR YUVA44 BRIHRD:

=

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIETTIRSE, SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FEREMHHED

BITUTHL (0 RRKRER; 1 RTEERER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

FERIEMTF:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

S—MAERER nvidia-smi &<, MRETFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
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| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |
N/A |
| N/A 42C PO 14w /31w | 207MiB / 4095MiB | 8%
Default |
o o e +
e +
| Processes: GPU
Memory |
| GPU PID Type Process name
Usage [
|:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[ 0 2164 C+G J/usr/local/bin/ctxgfx
106MiB |
| 0 2187 G Xorg
85MiB |
sttt et it L T e T +
<!--NeedCopy-->
t#aik NVIDIA GRID B/ ik =i2F 2B EEWRE
Zfik NVIDIA GRID B2 iR shiEF RS B EMRKTE, 1EiE1T nvidia-smi, EREMUTF:
+ ______________________________________________________
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ e it ittt e e T e +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
[ 0 Tesla M60 Off | 0000:00:05.0 off
off |
| N/A 20C PO 37w / 156w | 19MiB / 8191MiB 0%
Default |
o et +
o +
| Processes: GPU
Memory |
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| GPU PID Type Process name

<!--NeedCopy-->

NEFREIEHNECE:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro %5123 E42n)

MREFEENBEELLKEBLA, HKZE NVIDIA GRID FeERE R A

E Xorg HiRAE

Xorg WBEEXHiEEMUTF Xorg.{DISPLAY}.log, 1T [var/log/ sx#desh,

B X017) 77 Kz PR
34+ vGPU, Citrix Hypervisor itz & 271 ICA SEASTERE

fRRT % BREBEITUTHSERA VM B4 VGA =515
34F Citrix Hypervisor 8.1 REEiRA:
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

x4F 8.1 Z#i#I Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 ERAXHFEEBEREN T#1T YUVA44 54 IR

W RIS E R T TR, 7£6A NVIDIAK2 ERMERT, AP EMEAEF/KESENSHNERERKER,
HizEAEZE N NVIDIA K2 ERFAXFEEBRN T#HT YUVA44 BRI, BXIFAER, FSRIMRmD IR
18 GPU X#51I%R,
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EZ R Gnome 3 REEERRIE

XZ Gnome 3 KEIEB IR,

1A% Citrix Workspace R Bi2FEOA/NG, BL OpenGL/WebGL N AR2F T ARIFHIEI

1A% Citrix Workspace ZAREFEHEOXNRHERESHE. NVIDIA ZRRIEFSBRELRIPRE, HolaE
RE BIEF AN AR, BN, WebGL FErt lightgl.js TaEREMEEIR, 15~ Rendering to this
texture 1is not supported (incomplete frame buffer),

Thinwire i#XETR

April 21, 2022
SEXNEMAERFENBEREETRME. fit, WFHENTF 2 Mbps S3ERB 200 ZHMERE, £ Web R
LRHAEATEES. TMNHFEE. RENRIHRETM R HETENER.

ET7.17 R, EEBEARRRERERTRESAE, FEARRSERENRURERE, HERERAENHAERRE (16
fiisg 8 iE), BR, EHTEAF REMEMEERE. HDX Thinwire REREMER RIS IAEHSEGRRE,

M 7.18 hRiE2, HAIAHFET 2 Mbps SAMLEIERET 200 278, HDX Thinwire 2EIATHEEH# X ERHIE.
AR

s FrERSEGEREREESE.
o XAEFRERR,

B, ETESR, IHAEFEALTEDRS, FZFH e AEEERE, BGEREESE. LA ETEERETR
SAE, NTESEGMXARERRE, HA#HKIERE M.

Features

BRFLESRIEREG, BRENEGNXIFZRHRUEITHER. FW, £ TEF, FBFBEcRalE, BRI

RREET.
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Features

NFEG, RUERRINRIKSGZE. NTFXE, RESIFERBRNE NS, HUIERES M L#HIT. FE
Al SR AR BB N R B AL MBS HELAEIR

BTG (D) mEdBEN BREiEEFEl H.264 #1TEIE,

snfAfE A AH TR

BINMERT, HHIREANMNERERKRES. F RUARE) MEMSLATHESERKS.
FEUTERTREIXE (FER) HElRX:

s MERE = AT LHIE
- BRELNEZEAERE =8 U
o ERTSIRMRIEIRHITES = HNBIER (FE2F H.264 8Y)

AR TR ESERARESE, MRBIMUTERZ—, NIRRT

. AIFEWEET 2 Mbps
. FAIERIB 200 =

REEXRE, ERRAPRERELE 10 #ehedia), BMEMSFRHEARF IR,

BAATMEIT N

AILGEEIETT LA T e < Bt TR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hrh <value>:
0=t&xH (EEABRTEHAER)
1=851 (RIEMSKTE, BIAE)
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2=0REFE
T BEHRR (1) B, ALUBTTU TS 2 —EXiEimE SRR E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hreh <value> < FifE, L Kbps J&fi> (BIAE =2048)
Tl 4096 = FEH KT 4 Mbps B E#ER

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B A RIHEL,

iE GRID 3D E

March 11,2024

pu

WiF I ThaEIaR, Linux VDA R{Xz#F NVIDIA GRID 3D &, mEAE&##E GRID 3D *.

T
EZ{EAIE GRID 3D EfsThEE, Esdl:

% XDamage A& &S, BEBRT, XDamage 21ER XServer i BiEF.
%% Linux VDA B CTX_XDL_HDX_3D_PROEEBA Y. BXHRETENEE, BSRLSET: &E
IEITRIMR U TER RS,

- %
63

icE
Xorg B & 1+

MREH 3D RIEEIEFZE NVIDIA, N BEhREMIGEREN .
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HhEAR 3D +

INREH 3D RRENEFFZ NVIDIA, MpNTEHRERE /etc/X11/ TENEMIAREE X 4.

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

Ll ctx-driver_name-1.conf 3fjl, $17UTIRERESIEIRECE XM

1. ¥ driver_name & L FRMIIREHIERFE B Fo
a0, MBEMIREHIEFRIA intel, ATLEEREXHRBERN ctx-intel-1.conf,
2. HINMSAIEEHIZER(E B

SMRIREEXHH—MEERN “Device” MBS, XEOWERFE, ATHTBMMBDIEFES. BERM
TR EIEFE R ZAIATRETAR. BRAXHNOINE, BRITUTERE:

a) BESHEAISERMN 3D R THREERES. PTUERESNEEXH. HIATERER Linux VDAICA &
R, &R 3D REERAANEEXHNAIFEREREERER.

b) BAHMEBEXHR “Device” HHEHIE ctx-driver_name-1.conf,
3. BITUTHSKIGE MR, LUE Linux VDA BEIZIRFIES I 1 FigBMERE X HRZ M.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

EF3E GRID 3D Ef/Ih4E

AR T, 3E GRID 3D B Thse b FERRS, AILUET T <i§ XDamageEnabled i&&5 1 kEBE.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "Ox00000001" --force
<!--NeedCopy-->

HEHEER
FEE S H B E Az 4 H O ELED

MREA L EAMIEIT ID NBEER, BFFERENIER, WELXEFHHIER AL HELBRE NG EER
Jopt/Citrix/VDA/bin/setlog ##i& GFX_X111i&&# “verbose” RUtERREREELUHITIAIRE,
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7

FREHITIEMH RIS

iAnANEZE AL IER

o & R

April 21, 2022

ot
ik

RBREXERAEE Linux VDA,

R

ESUERE Linux VDA 48 2 5 REE X LARHITI,
RHEL/CentOS:
sudo yum -y install openldap
sudo yum -y install libxml2
sudo yum -y install cyrus-sasl

sudo yum -y install cyrus-sasl-gssapi
<!--NeedCopy-->

SLES/SELD:
sudo zypper install openldap2
sudo zypper install libxml2
sudo zypper install cyrus-sasl

sudo zypper install cyrus-sasl-gssapi
<!--NeedCopy-->

Ubuntu:
sudo apt-get install -y libldap-2.4-2
sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
<!--NeedCopy-->
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&

Citrix Studio FHEIRISE

Z7£ Citrix Studio FIGEHREE, FRITUTIRIE:

#TFF Citrix Studio,
IR RS E R

B OIE RS,

RIS 157/ B L,

W

VDA i LDAP fR55858 &

ST eiEFEE, VDA LAY LDAP RSB B[IGB B ENEN, B FTHIRMBEMIFIE, ZIRBEEVEN. RIBRSEEIIE
B REEXEINERHIT LDAP 1835,

2% Linux VDA #ii+81/5, BITUTHS:

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENBENBNFE LDAP RS2 TR LDAP =2 EE K (FQDN) (%% LDAP i%0O) FIE (i
adl.mycompany.com:389 ad2.mycomany.com:389).

Checking CTX_XDL_LDAP_LIST... wvalue not set

S to di er LDAP servers, however if DNS is una
sparated | »f LDAP Fully Qualified Domain Names

If required, please ( ort of at least one LDAP server. [<none>]: l

TR LUEEIETT ctxreg s SR ILISEHES NEMER:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->

SREESZFYIR

April 21,2022

Linux VDA FERL 15X
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Studio &

fEFRZE F iRt 8]
ICA HRTTIEHE
ICA HiR1TIZIT &8
]

TREER ICA FiR

Bt

Pk USB Ig&E
RE [R5 B2 PR
EFiR USBIR&EE
ERHEEDL
LR EE M EEIR
!
IR EE M B IR
B

XA EE R R

X4 EE R RS
Bt

TENNEE MR
&l
FTENN EE MR
B
WebSocket iz

WebSocket izO0=

WebSocket a1{ZiR
i E=E 3B
ICA RIFENIRTS

ICA REFERPRTSHEE
i)
ICA flrg8im S

HDX Bi&Rz &4

AR AR KE

UselLocalTimeOfCliem
IcaRoundTripCheckEt&ied
IcaRoundTripCheckPe#otd

IcaRoundTripCheckW#Enidle

BF
BF
LimitAudioBwPercenig ~

LimitOverallBw

LimitAudioBw

LimitUSBBw AR
LimitUSBBwPercent AP
LimitClipbdBW RF
LimitClipbdBWPerceatr

LimitCdmBw BF

LimitCdmBwPercentBF~
LimitPrinterBw BF

LimitPrinterBwPerceftr

AcceptWebSocketsCotiéttions
WebSocketsPort i+

WSTrustedOriginSeri¢BLifit

SendICAKeepAlives it&#l

ICAKeepAliveTimeoutt &

IcaListenerPortNumbeg,

HDXoverUDP HEN

1RIR

ICA\BY X =45
ICAAZLRF 5
ICAAZLRF 51

ICARLRF 5T

et

ICA\F
ICA\F

et

ICA\

H
et

ICA\

H
e

ICA\

H
et

ICA\T

i

ICA\

i
gt

et

ICA\H
ICA\

H
et

ICA\

H
e

ICA\#

=

ICA\WebSockets
ICA\WebSockets
ICA\WebSockets

ICA REFERNRTS

ICA REFERIRES

ICA
ICA

FRINE

fERRSS BRI
BEA (1)
15

FRIE ICA (REFEDD
KREHR (0)
60

1494
Preferred(2)
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Studio &

REA] s
=ik Ul BERE
&5
FERIE
RIEA] Ry

B FIR B EIEE

Wy

BEF IS MEER
B IFTENNEE R

Hznel#E PDF &M
FTENH
FTENH IR BhAZ PR BR ST
AN

EFIREMREE M
EFif USBIR&E
E[R

PR USB IR&E
TE RN

B ERESE

IR R SE
BirE(EnuER
R
RTEFRE

fERLSRYR ARG 23
1748
fERIRY AR 258y
BB 4mBED
RAVFIL T TR ESE

AR AR KE

AcceptSessionReliabitigflonnections

ReconnectionUiTransg&EincyLevel

SessionReliabilityPost &1
SessionReliability Tinregdht
AllowAutoClientRecomrect

AllowAudioRedirectidir
AllowPrinterRedir HBF

AutoCreatePDFPrintgg~

DriverMappingList AP

AllowClipboardRedirBF

AllowUSBRedir BF

USBDeviceRules BF

1RIR

ICA\=IERT M
ICA\ZEFiHEHENR
PEE3

ICA\RIERT £
ICA\RIERT S 14
ICA\R it B 5 EH
R

iR

TED

TEN

FTED

BIMEAR
USB

USB

MovinglmageCompré&ssionConfiguration Thinwire

ExtraColorCompressis
TargetedMinimumFr#asesPerSecond
FramesPerSecond RF
BF
BF

VisualQuality
VideoCodec

UseHardwareEncodifgForVideoCodec

AllowVisuallyLosslessg@mpression

Thinwire
Thinwire
Thinwire
Thinwire

Thinwire

Thinwire

Thinwire

FRINE

R (1)
80%

2598
180 #
A (1)

R¥F (1)
RF (1)
BEZH (0)

"Microsoft
XPS Document
Writer =,
Deny;Send to
Microsoft

OneNote *,

Deny"
7 (1)
=1k (0)

“\0”

BEA (1)
E£A (0)

10 fps

30 fps

= (3)
EHERGEA (3)

BEA (1)

E%HA (0)
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Studio &8 TERFRINE R -3 IR BRINE

ft3f 3D BRI 1Efh  OptimizeFor3dWork g Thinwire M (0)

itk

EEEmNEEgie  PreferredColorDepthi Thinwire 24 fi/%% (1)

R

EiiRE SoundQuality =)= =l B - AN EEIm

(2)

ZERiEERNEED  AllowMicrophoneRedar =Ll ¥ (1)

BRARIEHR MaximumNumberOfSe&dibns hHEE 250

HEABRBEE ConcurrentLogonsTolEEgifice AHER 2

BRE4IREMEHR  EnableAutoUpdateOf€&ntrollers Virtual Delivery ¥ (1)
Agentig&

BNbiRiEREHIER  ClipboardSelectionUgdateMode BIMEHR 3

FREABTEMRNX  PrimarySelectionUpdateMode BIREAR 3

&= speex Big MaxSpeexQuality FAF L 5

BEEEE KIS AutoConnectDrives PR X#EER/CDM BB (1)

2

B imtRIERNER AllowCdromDrives HF X#EER/CDM 23 (1)

B PG E RIS AllowFixedDrives P X#EER/CDM 7 (1)

BRI ENEE AllowFloppyDrives RF X#EER/CDM ¥ (1)

E P i MEIRENES AllowNetworkDrives BF X#HEER/CDM 7 (1)

Pk ETEHR  AllowDriveRedir BF

XHEER/CDM A (1)

RiFFFIHRENEE  ReadOnlyMappedDrifgs™
7]

x#EEE/CDM B2 (0)

Shukasay AllowAutoKeyboardFBpUp MRVC B2H (0)
AFERESEFE  AllowFileTransfer AP XHEH Y
ZIBEHI M

MRE XM AllowFileDownload AP MR pigas
Bt EHE S| AllowFileUpload AR MR Y
RIETENITHET 28 EnableSessionldleTirfer KBRS BEA (1)
KiETWitESEsiEfE  SessionldleTimerlnteRval KIEITATES 1440 5%+
A =iEiTATes EnableSessionDiscorm@ectTimer =IEITETES 22 (0)
Wi =iEitedesiEfE  SessionDisconnectTimerPeriod SIETTE 2R 1440 5%
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} =r

AR

3% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB1R #hiX (UDP) 1245 4f, Linux VDA 7%
. BXFEER, BSNET AP BRI (UDP) LREHE .

AIUER LT Citrix $EE&I&E7E Citrix Studio HEREERIEEZITET S

o RETWITIIR . WERDXWTHIIERHISEHER B FRE

o [ETHITIIRIRE. RETHASIENREIRG. MRFJETWITBREEA, FREDZETIRENRBEIAR
WEIRFRA, IEREFER.

o BIFFEZASIEITIYER . WER DX IEENSIERGISEHERTE FRE

o BIFFERIEITISRIENR: IREMERNRIETHZ AR E)E]FR.

EERRIREN, FHARXEREEDEPRIT B

TRIENREIRGIZIEN, BER—FREESHB. BXRM, BERUTERHE: KREXAESHEE, BLARE
RERFATIRS. BESERTENRES, BFRHEAPRAUEETNITEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

A L7E Citrix Studio 7.12 ik EShRADE E L T 5HRER,

« MaxSpeexQuality

& (E%): [0-10]
BiAE: 5
HRES:
BIMRENPEN, SMETEMRA Speex FAFLEXN SIMEEHITHID (FSHASMRERRK), Speex 2—
MERFREDR, XEREERTHRNESESREEREITES. SHM—EIESTHRFELDRTRE, XA
FIEREMLAFE 2 EFF AR E. AZEEHE Speex fi3IIZ @I SEEE 0 2 10 ZEMWRESHIEH, &
BlHE, RS,
&= Speex RERBEESMREMHRRE (FSHSMETEMHRIRGIRE) EFERE Speex FREX S/MEE
i, MRBMREBAP, FIEBBATEHEL, XBERERFXRE. NMRSMRENE, FOBELTE
HIRI, XRFREREERIE, BRI Speex REARENKRR TERRMILEER, &iE Speex REHINAR
KIEFHTE LT &M

- F&F&e Speex |BE,

- HILRREFINFHRERS,
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HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE

Linux VDA EMIEINEHR,

- FNEEAREBEAREMEIZF I

RNEZBAREH

Linux VDA LW BIERIEERN R T EARAEHEF K EWEILER, BEFE EWEERIEERNB T EEHN
Linux VDA MBI,

- BFMEERABREEAREMEEMN

Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA Z#5BIMGMRIERE

NBEEEREN

REMERERND. Ei=Hl Linux VDA 5F P ik 2 BRI E SIFAENEITH, NI
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TENEEEREEABTERNEAN T EERNSENELIRENERNE,

fcE IPVv6

January 26, 2022

Linux VDA z#F IPv6 LUES Citrix Virtual Apps and Desktops R —. ERLLIIEER, &FETER:

o WFACHRIFE, BRIFEXEA IPve, SNER IPv4,
o WNR7E IPVAIMIEHREAT IPV6, Linux VDA ¥E%E1T.

BE:

o BEANMKIFEMTN IPV6, MIERE ST Linux VDA,
« Centrify 73544 IPv6,

%4 Linux VDA B, REEXY IPv6 HITEMFHRINIEEES.

73 Linux VDA 2 E IPv6

E4 Linux VDA WERE 2 i, IBMEFRER Linux EBIWLLIEITE IPv6 ML a7, B4 5S IPv6 iBREE XHEME
Im:

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i &5 1 A #E7E Linux VDA L/EA IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

IR Linux VDA &1 ML&EO, MELER ControllerRegistrationlPv6Netmask 5= BT Linux VDA £
REImLEREEO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" —-—force
<!--NeedCopy-->
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5% {IPv6 netmask} Hik n E AL (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ¢4 IPv6 SBEMIFMES, 1ESH IPv4/IPv6 255,

B

KRERA IPv6 MEFIEHER ping6 12 AD # Delivery Controller & a4,

Ao Citrix ZF&%0cgEitLl (CEIP)

January 26, 2022

25 CEIP i, &4izm Citrix KZEZFITEURMNERBEREE LIRS Citrix =R REMMERE, i, EREN
BlAE# %% 5 Google Analytics (GA) LUBTHUE. SRt 4.

AMRIZE

BINERT, EBERE Linux VDA 2825 CEIP, XAAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRARE,

« CEIPSwitch
BRZXEA CEIP AEMRIEE (BAME=0):
{i1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#: CEIPSwitch
&: 1=%/8, 0=BA
KIgER, CEIP & FREARS.
AR i BT T < REMA CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch

BRI GAEMRIRE (BIAE=0):
fiig: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP

£%F: GASwitch
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&: 1=28, 0=5H
KIEER, GARFRARS.
AR P EIETT U T e <R A GA:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "1"
<!--NeedCopy-->

+ DataPersistPath
EHISIBRERFNEMRIZE (BIAE = /var/xdl/ceip):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
&: FrRH
AILUBITA T ap @RI E IR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERRETHRIARZER,

M Linux VDA y5#9 CEIP #3E

TREHTWENEREENEETA, SEPFESEMREERTFNFAER.

RS R RINZ TR 588

i+ E# GUID machine_guid PR MEFREREIERIIT B

AD AR5 ad_solution RRITENBSEIIN T AR AR FRF
3]

Linux W#Zzhikas kernel_version RTENAZAR XA F /TR

LVDA fr7s vda_version FRREEM Linux VDA fRASHIX 2
FRER

LVDA & e & update_or_fresh_install RREESHREFLFHRLF Linux
VDA # BN XA F RS

LVDA =754 install_method Fro@EidfERE MCS. PVS, Bingi
HFHRERE T LI Linux VDA
RN EFERT S
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HiER

S&EBA HDX 3D pro

EEEA VDI &5
REXIFHIGE

LVDA £ Z/RS EREH B EhATIE

GPU 3
CPU W%
CPU i

MEBERERN

BERIE

Linux B ERFAMRMARZ

AR RIERTE

SIERRAY A

Receiver ZPimsER!

Receiver Z P iR

FTENIT ¥R
USB EEMit¥#

Gfx Rtz LR

ERRIE TR

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

iR

RTERETENLEEA HDX 3D
Pro X AFfF &
KRB RA VDI XM AF R &R

AL BN XSG BN EFR
&$

ctxhdx # ctxvda RREM X
EiEmeTE, XA
dd-hh:mm:ss, %0 10-17:22:19

RTITENE GPU %3
RTENS CPU AR EEL

& CPU SIRpFE =#8 (LWL MHz A
1)

RTYIERFAR NS (LLKBH
B11)
RS IR RN LB
& (BERFENER) WRIEHROEHR
RITEN Linux 2ERSKZ A
ARASEI XA F 7

TR MEIREV IR 21E

RTBHNRIENTREN AT
& £@E <appname>

BT RESIENEME, — P 2iE
AIE ZEREYE], ERRIERTIL
W E
BFRENERIFHENSIERFERN
i)

KRBT EIEIERN Citrix
Workspace [z Fi2F I B HYEE$K
RTATFRIRIEM Citrix
Workspace [z F#2F IR SIS 2
FRER
RINRIEFEAITENTHRER R BB 2K
RIARIEER USB I8&HIREAVEE
#
RESIENERRHIEF LB A
FRIER
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HiES ERRIZ IR 588

E- A shadow_count RIASIEWER BRI EEER

BRERES ctxism_select BERAPEENAMEESHNAE KT
o=

BREREEMITE scard_redirecting_count REBRFREEMATRIERNAR
FHSIEERAR BHIRIERRER
ByEE K

fifE USB EEM

April 21,2022

USB 1&#&7z Citrix Workspace A#2F5 Linux VDA SEZEIHRE, § USB REEEMIIKERS, AP UE
fERR A ERER USB & MEERTE.

e

HMLBIERETF 100 2508, FHAVZIWER USB EER. HMKEIERET 200 26, B776EH USB EEM.

USB EEmB&=1"FEHEIIEE:

* FHRIE A (VHCI)
« VHCI BR55
« USB BR%S

FFiE VHCI:

XE5 USB EEMINAERE T BT IP WERLER USB REHZRS. B Linux RZEEFEM—LAPRREA
Y, XEEFEEERIIS NIZIERNTE RIS LIRENFRE USB #B, £ Linux VDA 23, Citrix A VHCI BIRZIRED
. 182, Linux VDA 5 Citrix Workspace R F#2F 2 [B#9FrH USB #uBEia#Rii &z Citrix ICA thiXH#a
S

VHCI fRs5:

VHCI Brss 2 Citrix e itk 5 VHCl MR RBENFRIRS. 1ARS 7Y VHCI 5 Citrix USB BRSS ZiEBIRI X,
USB Aks5:

USB BRSS#E% FEIE USB 1&& LAFRE RIMEAMEURERRY Citrix IR,
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USB EERMIIEAT

BEBRT, MR USBIRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREBNFEATERDN Linux VDA £i%, USB RERMTEREFARERER, BELREREHHIE
12, WMRHKRRMIRENIER, &N Linux VDA 2IETEEAEEMM USB %%, HR USB iREMEEM, BR
RIRIZFH EREE RS,

Linux VDA 25— Al EEMEZFIHMIMNEFHEEMN USB 8%, I, EmEHRE (CHR USB #i)
&, BRAMAELLAE#EE, MERHITEMEMESR,

X#H USB &&

THIEEBEMIAZIFL Linux VDA irds, AILEEFREMIESE, BEEINME
AR

Linux VDA {%3z#5 USB 2.0 ¥

USB ABE=FHIEE VID:PID XHRFE
Netac Technology Co., Ltd 0dd8:173c FAT32
Kingston Datatraveler 101 Il 0951:1625 FAT32
Kingston Datatraveler GT101 G2 1567:8902 FAT32
SanDisk SDCZ80 iXz3rEh28 0781:5580 FAT32
WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB 3f&{Y VID:PID

Epson Perfection V330 i85 04B8: 0142

icE USB EEM

B Citrix ISR R TR ANEA USB IREEEM, Ittsh, EaILUEEA Delivery Controller SBSIEE R &L,
7 Linux VDA BCE USB EE MY, J5ECE AT EREEFIMN .
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« BPi% USB IgEEEMERK
« B USB iREEE@MNY

BAUSBEEH

7z Citrix Studio #, BA (HER) 5FFiHziEs USB R&EEER ((RPEIIEHEEN).
TR EIEES:

1. EEAW.
2. BEWE,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(®) Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

& USB EEMHMN

B USB EEm%es/E, A Citrix Studio IRBEEMMN, HERIEEAN (FIEL) 7£ Linux VDA LIERHIL
B’
£ “BEPFim USB IREEE@MU” SHEEH:

1. SEWMBEANEEMN, REHEELTINER.
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2. gl (4REE) MG, REHRE.

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNAEEER USB EE@EMEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1932 VHCI RIZARIR

USB EEm#k#ftF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERROEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIERM Linux RITHRAZHITRIE, BRTR:

ZHFH Linux Z17hR N EATTES
RHEL 8.3. Cent0S 8.3 4.18.0-240
RHEL 8.2. Cent0S 8.2 4.18.0-240
RHEL 8.1. Cent0S 8.1 4.18.0-240
RHEL 7.9, Cent0S 7.9 3.10.0-1160
RHEL 7.8. CentOS 7.8 3.10.0-1160
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T Linux %1ThR AT

SUSE 12.5 4.12.14

Ubuntu 20.04 5.4.0-81

Ubuntu 18.04 4.15.0-154

Ubuntu 16.04 4.4.0-210

Debian 10 4.19.0-17
HE:

MRERITENBAZS 7 Linux VDA MEZNIREIZF RS, USB BRSAIRET AR, EXMERT, XH
i B S VHCI Rizt&IRE, 7aefeA USB EEMIhEE.

HINEHMMIZS Citrix MERNRRET—H

FELITL, BITUTHLRKBIARZEE -

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

NRBLEBITHY, WRZEREMINE, BRAS Citrix RRAER—E

poe ol

MRBLETRERBIR, WAHZS Citrix BRA—, BREHGE,

i

B9 VHCI IZRIR

MBEHAIZIRIRS Citrix AR F—2, BERITUATRE:
1. M Citrix THuG= T35 LVDA &3, %#F Linux Virtual Delivery Agent (sources) S5 a S04,

2. i2HY citrix-linux-vda-sources.zip X, E#iZzl linux-vda-sources/vhci-hcd-1.15.zip, AEER
unzip vhci-hcd-1.15. z1p &< VHCI R,
3. BIRERET Linux VDA R, AREITUTHSZ—!:
+ sudo bash ctxusbcfg.sh dkms
ERLH <, SR UERAMSRIZERS R (DKMS) 2R &R VHCI miziEik, DKMS RERF SUSE,
AR

sudo bash ctxusbcfg.sh dkms @< <% VDA ELRERZF LM DKMS i2F. &
RHEL #1 CentOS EZRERZFER, zan$21E VDA EREH B Extra Packages for Enterprise
Linux (EPEL) Zf&E,
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LEHITERRZAR (190, MR 4.x.y AEEIRRES 5.x.y) B, DKMS algexi£iE VHCI A
ZiER (usb-vhci-hcd.ko#flusb-vhci-iocif.ko). #% DKMS %k, EFRIE
47 sudo bash ctxusbcfg.sh dkms,
+ sudo bash ctxusbcfg.sh build
EsSERERA DKMS EImpER T % & VHCI RIZIEIR,

fi#)R USB EEM AR

BIRBEAT RS SFEREEERA Linux VDA BYF]REB R & Fhin) T,

TEHHEERA USB &

A7 3$M Citrix Workspace B2 EERMFTA USB B3 1TiAEES], Linux VDA RAEENREIRMEXL

®E, MRIAGAEEAEHNEEONRE. Elit, REEENRNAFAFEHHIRE,
| & . |

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

21LEE M USB R AKX

IR USB EETEMIREH=REENZEE (I, EHE FelR—LxH), ARLEER Citrix Workspace
NAREFNIAEEFLEEER, WEEHHEIBHNXHRIEEEER. HILAFRRRNEEBIRT ARG, &%
EXHRERERANTET. BEHREANEELS. WNREA Citrix Workspace EARZFHIARELEER,
RERERFEERRERE, NMSBEBIERR. ATHRRIEE, BEELXRERRL L RBIERTE#]E, AR
B{EL1E USB EEM.
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userl@rhel7dwork:~ - O x

File Edit View Search Terminal Help

[userl@rhel7d4work ~1%
[userl@rhel7dwork ~]% sync
[userl@rhel74work ~1$%

Citrix Workspace B2 T AP LIRS

B, ZAaEES Citrix Workspace ARRFH T AEZFEETIHIEE, XRT&FHTT USB EER, MRBEZ
ZiaER, EHRINA TSI

« RIEEECENAIF USB EER
¢ ARRRRSEHAZRS

e | B p -, P .

Home Ctrl+Alt+Del Preferences evices Full-screen Disconnect Shortcuts

AR

WREFEMEEZEAT Linux 89 Citrix Workspace W REZFH A A,

% USB i¢#%&7z Citrix Workspace i BEZFHTAZHER, BXLGEEIIEZRIEREN, EEHEAK

HELLLRIERY, HHRITU TR
+ BCE Linux VDA HREELUBREEM.

- &R EE Citrix Workspace W EEFHIMRPEE T EMEARIERE, BFREIMRBEPH
DeviceRules, LRI ERIELISRIZISE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXHAEE, BERAIRFO
& How to Configure Automatic Redirection of USB Devices (#1fA&2E USB & &M EEE M)
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USB isEEMINERER, BXEERIETER

BEBELT, REEEEMZ L USB &&E, HR&ETRESEERIER Linux VDA 2iF, NFESMEEMRIKR
&, WEERS [dev BETRIZAFHEENT R, B2, AFPREURINMERREHENEFNERERTE, MRE

RIAE (BHEAN) BNEMRELENE, BHZIRERNEFR R R,

AR

YNRZE USB Ikzp2, Linux VDA EEEMRHHE. AR (BXIRRETHFEE) TRITEMEMEERR]

R, RESERFNRETRPIIRETEFZXME L

January 26, 2022
BENEMBRINEFEARS. BT Citrix Workspace M FA2FZ Fif:

« EAT Windows #9 Citrix Workspace M B2 - 2109 KESRES
o JEATF Linux 1 Citrix Workspace B2 - 2109 REShkas
« iEAT Mac 89 Citrix Workspace B2 - 2109 RES R

HEERAEIIRTHNEF RN, BENEM=ELREIBMREM,

EHBIENEMEY, BEFFohE VDA LEBESMAEHEE, BiENEMA LRIBMSEZ M S RESIMRELLRE,

LR RE SRR
TRETT BENENS RIREMZ BAILLARE

BiEN E5T |BRREZ 57
BRABIRER: 48 kHz RAEIIRIEE: 8 kHz
VALY BEE

HDX W RSN RS0 ESE

March 28,2023
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BhR

7£ Linux VDA SiERiE T80 = IR FAT2 89 B P E7E ] LAGE A HDX MR RS ASTE BT RER ISR B 5. BRIA
BRTRALEE. RITRNEKRARTEERER HDX M BREAASIELSELEE.

HDX M BEHNMAELE LA R UMBRENER. XMPEBHIMERENAELSEF H.264 IEZR KX ETEE
MSIERTITHSAZ N BIEF. HDX MBBRENSAEREERRE TE A IRRFRARNSRAEREABIRK B MR
IREHT, FHXEH#THRIRABNES. BRRENFIESREENRERARZRRARREFREMNENIET.

ZERIRMIESMEBRGIEERE. 25, FRROGIMAZIFTUERETENRSSE. RSB[BFEEERSMNERREK
MiBfE, BEERAIEENKEPAEIRMERNER, Workspace ZAREFSEFMMUATEER, H1E WAN 17
SPEEME-E.

Webcam Workspace app VDA
Captured N
video a
stream Meeting
- S
HDX webcam server Me O\:@ > conference
server
Encode and send Send througha
. through the HDX . native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

R
o IhINREN IR B Citrix Workspace MABEFZFiRM H.264 15,
o TERNMEEEGEN S PEE 48x32 2 1920x1080 Zial.
o ERAMSEREGNE, E7M Citrix Workspace M AR TAizFikiFiEA USB i&%, TN, aleEsHIl
BIMYIRLER,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings

(O Connect automatically Preferred Webcam
(O) Do not connect Automatic

(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

S #59 Linux Z17hR

« RHEL 8.4/CentOS 8 (2105)
« RHEL 8.3/Cent0S 8.3

« RHEL 7.9/Cent0S 7.9

« Ubuntu 20.04

« Ubuntu 18.04

« Ubuntu 16.04

» Debian 10

« SUSE 15.3

« SUSE 15.2

« SUSE12.5

% #% Citrix Workspace [ BiZF

HDX MR G IANSAESE S 75 ThiiAsp9 Citrix Workspace 2R :
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T8

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B LUET %% Desktop Viewer £ NA MG IRENIRE R EERBEBRIAE

%O
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic
(@) Ask me I

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect

(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA 2¥%m/E, WIE VDA 2% 8587 Delivery Controller 3, UKRBEAEM Linux SESIEEEEE
B4R Windows EIERIhE .

2. WREEI VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
B LUSEHRMNEREVESR, WREMN VDA Ti5i40 Internet, B%2SE 3,

INREH VDA EE7E Debian 10 L, EHEEESHNAZMRA LET. T, BEITUATHSUEREISH
BRIz :

sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy-->

N VDA #ZE7E SUSE 15.3. SUSE 15.2 8¢ SUSE 12.5 t, BT Fan< UEM ISR MBN AR H EH

Bah:
zypper up kernel-default
reboot
<!--NeedCopy-->
ctxwcamcfg.sh MizEEF:

a) £ VDA k%% kernel-devel fziARZiERTE (DKMS) 2R,

« kernel-devel BFHERERRAHEINNEBENAIZER,
+ DKMS BT ahSEEEMMERENAZRIR,
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=

=W

£ RHEL 71 CentOS %% FRf2FE, ctxwcamcfg.sh MASEER VDA LREHEH
U8R

« &AT Enterprise Linux (EPEL) B985 R E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback & F# v412loopback FERAEH B
DKMS &1 v412loopback,
v4l2loopback 2—MaiFELE VAL IFELE EHRIZIER,

¢) 35817 sudo service ctxwcamsd restart @ %, Linux VDA KM LB GRS -
ctxwcamsd - E#EzhFHME HDX MERENMIAELGEINGER v4 12 Lloopback MR,

3. MERE VDA E&iAiA Internet, EES—&ITEN LWE v4l2loopback WiziER, REERHESH X
B VDA,

a) EE—AEBILE Internet BRZARZS VDA HBRIAERITEN. uname -r &< AIEHEBIEHRRZAR
s,

b) EERITEN L, 51T sudo mkdir -p /var/xdl &%,
c) ¥ /var/xdl/configure_x M&EK VDA E%IZ) /var /xdl/ TANERITEN.

d #ERITEMN L, 517 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
MAZIER, MBZHSMMETT, W% /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl/$ (uname -r)/x86_64/
module/ & T8I v4l2loopback.ko 3tf, RERTEETT ctxwcamcfg.sh BIZBI BT 4E & HER RO 4
Ro

e) ¥ val2loopback.ko MEMIT BN EHIZEM VDA HEHETF /opt/Citrix/VDA/lib64/
T

f) #&M VDA £, w17 sudo service ctxwcamsd restart ss$UEHRBRHINEBREIR
3 ME v4l2loopback RiZiEIR,

HDX FEH=

November 4, 2022

B

Linux VDA G5 HEtENKE EWRIEAFP AZ B SN ENRERR.
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UT TSI FETRAZRENEER

&
e
H
I
=
i
I-OHIJ

EHERE, BRITUTRE:

1. EEMKERNENXEF, fSEREAZEMHERAZERNRER.

i - Desktop Viewer — [m] X

Activities

Share my screen

View someone else's screen

2. BERERIFHXHA.
HEINRRHAZEABRRE—ERE, BEHEFLEAERABHERR.

[ F Desktop Viewer - [m] X

Activities gfxindicator ~ it g 2T 22m30

Citrix screen sharing

|| ©close
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e

HELHWREN, FEREE—MIEUE, RREE#HITHSR,

3. SHttENRE (BE5EHELENER) LNRIEFARHZEHIRIN,

4. EAFENERREHENES, BERRTERN, AEEREEENET. EFLERTFERN, EHEREZE
AR,

Activities

Stop sharing my screen

Give control

< viewer-user3

5 EFILHERSR, BERELAZTRNRER.

[ | Desktop Viewer - o X

Stop sharing my screen

Give control
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EEEHMANRES, FHITUTEE:

1. EEMKENENXES, REREAZFEMTEREEEMANES.

._ Desktop Viewer - o *
& Applications  Places T @ © zh Tuels0? & ) O

Share my screen

Stop sharing my screen

( View someone else's screen
o X
- . .

Home

2. MNETENRENEERD, ARREHEE.
.-r'e'..t"r Viewer — o x

Activities [&] Unknown ~ Fri 23:00 2z 7, 0 O~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

l

@ Cancel

3. FRREHEERREMIER. fla0:
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i L Desktop Viewer - o x
Activities gfxindicator ~ Aug 2T 2308

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? | @ Cancel | OQK

T’

s EHEEFME, Linux RARHITEAIEREL LBA,
o WIRHZERTT 30 WAEREIIER, EREREIHHETRT.

4, REAZEEIRTHREEZENERE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB P RiEE.

[} Desktop Viewer - o *

Activities  [& Unknown ~

HDX Screen Sharing Viewer

0 "

4 Activities

5 BFEREHHENRR, BREEE LANRITERT.
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e
o WIRHZHRE 30 MRBEZEMNIER, EHNHEREIH,
o —RAR/F—NEEERHHEZRE,

BB ERATERAI RN R ERERITHI.
©Q ® @ zh Tue17‘;7 &0 0

d Desktop Viewer
o X

& Applications  Places  HDX Screen Sharing Viewer
HDX Screen Sharing Viewer

o e HDX Screen Sharing Viewer

6. ERAETRERIEREIEOKA/), BRERIFERS LR ET.
- a ®

en~ 7, W O~

HDX Screen Sharing Viewer x
Aug 2 zh = L

I Desktop Viewer

Activities [& Unknown ~

BTN Disable scaling

PN
o

284
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&

REHAZDRRANCTREARS. BERMA%INEE, BRmUTRE:

=

. 7 Citrix Studio # /= BERRSIE R RER,
2. 34F Citrix Virtual Apps and Desktops 2112 &kE= k4, &7 Citrix Studio FERRBHEHEE,

3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE Rk, H=TUTH<LE Linux VDA LERAR

BH=:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "0Ox00000001"

<!--NeedCopy-->

4. EERNPMERAVERIKO 5252552625,

5. (%) MREEAR GNOME 2489 RHEL 8.x 3 SUSE 15.x, 3&5 GNOME shell R &AM B, WA
AppIndicator &#%:

a) B178< gnome-shell --version L&z GNOME shell k7,
M

https://extensions.gnome.org/extension/615/appindicator-support T# GNOME shell
MRBY B. a0, MREM shell krash 3.28, MWETLUEEFY BARZS 24 5§ 26,

Extensions Add yours Installed extensions. About

application.
=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2u100

Adds Applndicator, KStatusMotifierltern and legacy Tray icons support to the Shell

Extension Homepage  https:figithub.com/ubuntu/gnome -shell -gxtension- appindicatar

Download 128 - Extension version.. ¥

C) MEBTHNDMHE, B RGN metadata.json X8 uuid EEi&E 5 appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv &< L% appindicatorsupport@rgcjonas.gmail.com B #3552l /usr/share/
gnome-shell/extensions/ FTAKE,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t B /35,
"R

BINBERT, RARAATLUIEE appindicatorsupport@rgcjonas.gmail.com B R+ 8
metadata.json X, EXIFRELEE, EHFEME P HAERIRE metadata.json 314,

f) =% GNOME Tweaks,
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g) EREIFEP, BIRIFFR ALL+F2. r 1 Enter @xi@idiEfT killall -SIGQUIT
gnome-shel'l &<kEH M GNOME shell,

h) EE£EKEP, 51T GNOME Tweaks, #AE7 Tweaks T A /2 A KStatusNotifierltem/Ap-
pindicator % #%

6. (AIi%) NREMEARE GNOME —feR%m Debian 10, ERANUTHBRUREH EA GNOME RFHERER:

a) i&17 sudo apt install gnome-shell-extension-appindicator &%, HfE
GNOME 8B ERIZYT B, ErkEEIHEEENER.

b) EEMRERHIER Tweaks,
c) 7£ Tweaks TEHERT B,
d) BHA Kstatusnotifieritem/appindicator 3%,

Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. fe

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Maove applications to specific workspaces when they create windows. fed

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

ATEI

ZTHEERZHF H.265 {R4R#EID2S.

. FREH
- BRAEDRNNAEFRIEFTH.

« BRZAUS 10 MRIERFAHERS.
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RRERIERSE

January 26,2022
Citrix BFTEMINEES INFRIE M Linux £ &, SIETEHERIMER TR TFERERS.

SIET RIS EMK RN T4ASHERE ICA 2%, BX2E0RMNEAEE, BFRRT P REENEENSIER
N

AR BMERT, BEREAENERCRNRIERAXENRE. HTReEE, RINBNESA TLS &, &X
TLS mEEF4ER, BESRERA TLS ®RIFBFSEL S,

[Ty
Citrix Studio KRR E

AT UFE Citrix Studio FASIETTESIZE LT HREK:

BRI SRR

IERT SRR

« REAEMROS

o EiEE Ul ERERS)

w

BEXFAER, BERAXENRERBRENE P KB EMEERIKIRE,
AR RESETREEESNSIFETREMIROSHKEGE, HRILIAFZERHE5 VDA RS HDX RS, UEIREEN.

Linux VDA t89i88

- BRIZAXIETSEE TCP (il

BIAERT, Eiw0 2598 EEAMMIf=iEnI sl TCP filfss. EEMRMNAEE, BEITUTH .

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR HEWBH HDX RS UGIRELEN. 2 TCP RS FsZASIETEN, MeEnEdHMmmres (Flan SSL)
REREUVEM, ARREIRIENREERRIRERAT I8k,

o RIEAEMRO

5&
din

ERAILMERU T aLRERENEERAS (KOS 2599 A6
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Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEENBE HDX RS UFEIRBE M. R Citrix Studio PEIERERIGBIRE TiHOS, NIEZBE Linux
VDA EBVIRE, #fR VDA LRI ASEENARILETIRE RGBS RE.

o BRSEBREIE P IR R ECHIRSE 8] EIFR
RIEFREER (B, REBIRSE. RERRBEH) B, 7£ Linux VDA ICA BRiGZiB R ESIE T M RITERD
REHB. REFEDIRSHBATRNEF HEET MM, MREFmIEMN, NEERE, BRFFAREMERE,

HIRBEERPREENRSERZEERHNT . RAEATREELRE, EXEH#TRE, BBITUTHS (U
10 ®Af).

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o B IREIARSS SRRFDERRSH E)E R
IREEEM ICA BEFIHREE Linux VDA BBBREESIIRSEE Z BRI . RIMERTREERRE. &
WHEBHTEE, BETUTHS (L 10 #BAfl).

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HEHEER

BERBEKEERREAIEME, TEBHRIE.

BRRRILIRNE, EHRITIUATRIE:
1. 7£ Citrix Studio FiB I SRR BERARIEAIRMEE, BESSRILITFERF5) VDA BRSH HDX BRS.
2. £ VDA £, BITUTa<URIESER SN TCP MIARERETIEIT (MUiwA 2598 Af).

netstat -an | grep 2598
<!--NeedCopy-->

MRZEAEM RO LRA TCP filrgs, BT T BRARMNIAS.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy-->
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R

September 1, 2022

BJLFE Linux MK ESEARFRIEFRARERIE. RRESECHARNBHUNTRN ERRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIneeiERF RHEL 7.8 RHEL 7.9, RHEL 8.1. RHEL 8.2, RHEL 8.3. SUSE 15.3. SUSE 15.2. SUSE
12.5. Ubuntu 16.04. Ubuntu 18.04 #1 Ubuntu 20.04. &/ F iOS #1 Android #9 Citrix Workspace [z
FRERF 2 FFi%IRe.

B RMERZIIEE

BINERT, ZIBERTFRARS, FILUER ctxreg SERREFEAREAZINGE. 4 Linux VDA LMThEEECERN A
Fiz VDA LR HHIFRERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "Ox00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio &, F¥BEmHEREERIKIZER T,
3. (AN3%) x4F RHEL 7 #1 CentOS 7, BT TH<IETEEMARL (IBus) BREARIA IM BRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

BERMIZIEE, BETUTEHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

H==.
AR

ZHNREREEERIFIETEEERED YR RIEER.

PRI

ZIN#ETE Google Chrome. LibreOffice M1 #hR A2 A GET A E BT To
ERFHRENREEBRAETE, BRHIFHATER, ARBXEHHIBATR.

£ Web JBEBEFM—MRANFRNRIBES—MANTFTEREN, RERETEFET. BERRILRA, BRI
BMAFER, ARBELEEFHATR.

IEThEEFR 24 Unicode FRMXFTFA (Flw, #X. BEBMEHEFR).

s RBEETERTERBATR.
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s RBEROUESSHNBAFTRES. EXMBERT, BEINAEFEONR LDRSRERELFMAFRB RS
(1L SEVA=1

+ BT Citrix Workspace R #2FH Huawei PR BRI Z BIfFERA MR, FIEMEEETYIERS, WR
B2 ERE Huawei FiRER L.

ERimmNEmES (IME)

January 26, 2022

5%

B IME IARFTFR, flhx. BEMSEIEFR. BI5EFH L Citrix Workspace T2 FREH
£ IME (%30 Windows 7s#]l CJK IME) SBALLEFF

[
Ik

f£% % Linux VDA BY, =BEzh&REILINEE,

ERER

FRETF Citrix Virtual Apps 3¢ Citrix Virtual Desktops i%.

RIEFEEEF K LERERNRN AU BERE iR IME 2588,

EA0ia)

o BN E Google BFRISHETIE, FREEAEF I IME HEEERTRFRANFH.
« FARTE B FRPBHEAEF K IME 1588
+ IME AP REA RN RIE AT,

SZEES=EL N

April 21, 2022
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B Linux VDA ks 1.4 2, Citrix FilT WER BN AREFNIF. APAUEEE Linux SEFENER TR
FREM Linux M EER.

B2, BFESES Linux SEIRERESER, B, Linux VDA EMAMEBESE=NFELAGHNARFRIH. A
b, BREEUFE IMERIES (B0, X BiEsFHE) BAND. TAREFRIERE, BRUTEERERE
Z a4k,

AT RRRXLER, NIRRT ANEATNBREFRHIESE. BIESE, APAIUENAREFSEHRE
WERARSS 8% IME LURERERR Z BTk,

icE
TRILUER ctxreg SSARFRANZAIIIE GHABRTER). 4% Linux VDA BRS3 238 ETHEEECE R A F1E1%
VDA EAHBIFIE N ARERF.

EEEMRIA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 3
7% DWORD,
EERItINEE, WETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

EZAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

fERRBER
FERE &,
1. B8

2. HRALIERXFMANEL TN ARERF. EREPVAEFZIRERESIZ.
3. MTHIRBEPERKFMIES LAIMAERIES AR
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o fr L ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4., MNTFhigamiksR IME SiBEHE,
5. EAMEN IME HERGREENES.
PE =

« £ VDA IRBEE= L EREEA B, EREERTT Citrix Workspace R AEFHE P s EEAHE

FIREER.
« WU accountsservice B ALEIRRA 0.6.37 EShRAS, 7 HEXKIGMIBES I HEEFRIT
"E,
= |T| Region & Language ‘ Login Screen ‘ - b

& Tanguage English (United States)  —=»

Formats United States (English)
Input Sources | Options ‘

French

German

el -] =l

SRETRRED

April 21, 2022

IU#6, Linux VDA FIZE Fi%igE FREH B4 AER. i, NREFHEE CWREGERM TE BN E
i, 1812 VDA LkEH, REERMSHATMHIFLEE, EE VDA LERH SHiE .

Citrix B3 H5hi VDA WREH B SEF HRENREHERAS RRAILAT. TLANE Bt LNREHRE
44, VDA BEEERS I HAIEEE,
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AR

AT HTML5 #9 Citrix Workspace M BREF RS BE GBI hEE,

[l
RINBERT, hSHERRERTINELTR2RARS. EERANZALLIEE, HETFIHEREERERTSH IME SGHINEE
HBg, i@ ctxreg LRARFREETME.
AE
EFIRERABERTSH IME BUHIHEERIRMM AR S TEMRIGE, TUNAEEEENEPTENIT R,
REPMFIENR, A% Linux VDA LR EMFRIEENBEIZ VDA EHFIESTE,
« RERFIREERBERTSH IME BUHIHEERIE S A2 ASRERRRT .

1. 7£ Studio A, HRREE, AEEFCIREK,
2. BREFHREHF/EDM IME BHEERES,

Create Policy
Studio Select settings

!_[AII Versions) v ‘ All Settings " 1 [ Keyboard Layout SyncT X I
Settings: 0 selected [ View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. REHRBBIFEZURER,
4. REHR,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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ERAILINEE, BETUTHR<L!

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,

N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

ZFin IME AR RERS

April 21,2022
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R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ERILLIRER ARG ERMN

1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4% LEE IBus MER, &
SRIRERR B EIRER Y, Fla0:

o Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods
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+ Debian: https://wiki.debian.org/118n/ibus
« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMRERETIRE, BELHSTERIZNETEERTE,

BRMZRZINEE
HKINBRATEZREEF G IME BFRRERS . ERANEALINEE, BRERFIRRERFBRT M IME SUETHEESR
B, @@l ctxreg LAERFRE MR,
AR
ERPIREZMBERESHM IME BUHIHEERMM AR S T EMRIGE, TUNAEEEENEPITENIT R
SHRMEFEXR. A Linux VDA EREMFRISENAEIZ VDA EHFrERIE,
- KERFIRREMERTSH IME SUETHEERE LS B ZEAET % IME B RERSIhEE:
1. 7£ Studio &, HBEBELEFER, REEFLIEFERE,
2. BREFPIREEERERTSHM IME SUHINEESRE,

Create Policy
Studio Select settings

. [-Nl V%r?ians) i | All Settings - I Keyboard Layout SyncT X I
Settings: 0 selected || View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRTZANER,
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4. REER,

Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled &
Disabled

Support dynamic client keyboard layout synchronization

|:| Use

¥ App Support dynamic client keyboard layout synchronization and IME improvement

Virtuar DEMVETy RGNl ZUU0 NIOTSESSION UJ, 2000 JIMgE=SESSTOn U, Z00> Wioises 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization” equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019.
The default is "Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For non-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|ICA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE =TTk

- BEA: ZHsSEEGRESNEA i IME AR RERY,

- ZEEMSEFIHBERTERY . BRASBEEGREEY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;3% DWORD {&.

- XEDSEFHBEEMFEES N IME I BRDSEREGRERASMERE IMEBRR
"R, mAZEEUF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1mAy DWORD &,

o BE ctxreg TRERFHFEIMRUBHEHERAZFiG IME BFRRERPEE:
ERRZIEE, BETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
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SyncClientIME" -d "0x00000001"
<!--NeedCopy-->

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "0Ox00000000"

<!--NeedCopy—-->

HDX Insight

April 18,2024

5u

Linux VDA &84 2#% HDX Insight 1. HDX Insight 2 Citrix Application Delivery Management (ADM) #y
—24, BEFTI@ERARE AppFlow, @it HDX Insight, IT aJ LR Ats@ Citrix ADC =% Citrix SD-WAN Rz
EFEMEEEER Citrix ICA BERIFIARENHIIG WY, MMEMEMAF AL, EXFAER, 558 HDX
Insight,

Erg=S

REKHREETERR,

fERER

HDX Insight #&s34fi@id Citrix Workspace R F#2F#1 Linux VDA Zia# Citrix ADC %:&# ICA H 8. Fig HDX
Insight #3958 NSAP EBHLEEHUKESES XL E. NSAP BINBERIALTREARES.

UT a2 2512 BMEA NSAP Eil@E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
-—force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
--force

<!--NeedCopy-->
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HEHIRR
FETREASER

AR NREA:

+ HDX Insight RIEHEE,

fgn, 7 Citrix ADC E/Z/ AppFlow, =t#7E Citrix ADM EEE T REHAY Citrix ADC 324,
o £ Linux VDA k=5 ICA = EHNEE,

ps aux | grep -i ctxctl

MR ctxctl KizfT, HSEERHERLUA Citrix RETHRAE,

RERMEANAEFERER

BWIARSRRAT TEEINEE B TENBEF R T —ERBYE,

Rendezvous Y

October 9, 2022

=5/ Citrix Gateway RS HIFHE+, Rendezvous X s HDX =i&4eid Citrix Cloud Connector HigR £
#iE#EE| Citrix Gateway BRS.

XK

« £/ Citrix Workspace # Citrix Gateway BR$iA R 1E,

o #=%)FmE: Citrix Virtual Apps and Desktops AR5 (Citrix Cloud).

o Linux VDA kg7 2112 S{E=HRA,

« 1£ Citrix 5kE&F/E A Rendezvous i, BXiF4MsS, ESE Rendezvous MRS,

« VDARGRE https://*.nssvc.net AFIHENIR, BEFMREFEH. MRELEBSZAEREFH
HINBRE, BERAFERA https: //*.c.nssvc.netfhttps://*.g.nssvc.net, BX¥H
58, 15587 Citrix Cloud x#4 (#£ Virtual Apps and Desktops BR$3T7) B Internet iEZEERE S
IRALCE CTX270584,

+ ERE%iER, Cloud Connector %4 %i3kEX VDA 89 FQDN, EXL Itk B4R, B Hh /S A DNS f#if:
£ A Citrix Virtual Apps and Desktops it #2 PowerShell SDK, =178 < Set-BrokerSite -
DnsResolutionEnabled $true, &% Citrix Virtual Apps and Desktops iz 2 PowerShell
SDK Mi#4fs R, 1B SDK A AP,
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RERE

VDA Z#h@is HTTP {I221I Rendezvous iE#E,

RIFEEFEM

7£ Rendezvous HERARER, HEEUTER:

o ZFFRZEA HTTP AIE,

s AXFFMIEERENNSE. BERE, WE VDA SMXRSZEN ICA REFSRIZH. BEHNE, BN, &
BT,

o HTTP RIBEIFEAIIEHM Kerberos BHRIEIEIMMYZFETIHENNSHIIE, EERERSSH, hE5
HIIEH ESBE%E Kerberos thi¥. Kerberos £ Linux VDA ZiFsir—A 2,

AR

Z{E A Kerberos, S AMANRERSBOIERS EEZR (SPN), HISHES5KIER Active Directory
bk A X B, VDA R I SENERK RN HTTP/<proxyURL> 89 SPN, HEf I URL M
Rendezvous RIEHREISEFIOZTEMN, WRAREIE SPN, HHIIEERM,

o XF HTTP 38, BfER TCP 1E7 ICA BIEHITHIN.

IFEANE

EMEPERIFEANRERN, EEE Rendezvous RIEREIRE. BAZIKER, & VDAIEE HTTP R1E#hit, 1L
TRREERMAE, F10:

o KE#uHt: http://<URL or IP>:<port>

Rendezvous &3

INREHEMEER, BRBTHSERIERTEESEMA Rendezvous:

1. £ VDA LB5hims,
2. B&fTsu root -c "/opt/Citrix/VDA/bin/ctxquery -f quStdP",
3. RRYIERRIE R

« TCP Rendezvous: TCP-SSL - CGP - ICA
« EDT Rendezvous: UDP - DTLS - CGP -ICA
+ &3 Cloud Connector {£3#: TCP - CGP - ICA
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e

WMRF AT Rendezvous, # B VDA T E#Zih 1A Citrix Gateway ARs5, T VDA ¥ [al5E 2@ Cloud
Connector {12 HDX %1%,

Rendezvous 9T {FRIE

TEH#R T Rendezvous &R,

Citrix Cloud

BIRBS BT HRE.

1. E#13 Citrix Workspace.
2. 7z Citrix Workspace F#NER,
3. SRR Active Directory, Citrix Virtual Apps and Desktops BR&¥#& /A Cloud Connector i&i&
i@id Active Directory 3+ E3E# T30,
4. Citrix Workspace &7 Citrix Virtual Apps and Desktops BRSZ HBIMEE IR,
5. M Citrix Workspace #i%#¥#%& 8, Citrix Virtual Apps and Desktops BR$3E VDA Ri2—%&HEE, UEAR
FENRIEMIT S
6. Citrix Workspace # ICA x# % %582 Citrix Cloud &£RH STA EiEH#H =,
7. imsUERER Citrix Gateway RS, 1R#E#%3 VDA WEIE, Citrix Cloud ¥310IE%ZEIE,
8. Citrix Gateway fR 3§ &%= 2 23X 2 Cloud Connector. Cloud Connector HEEZE TN A Ren-
dezvous &, HEEE%REET VDA,
9. VDA 115 Citrix Gateway [REMEZEERE.
10. wR XA VDA 5 Citrix Gateway RS z Bl HiZERE, VDA i#E" Cloud Connector RIZEIEE,
11. Citrix Gateway fREER=S VDA ZiaiEIiEE,
12. VDA &g Cloud Connector &8 Citrix Virtual Apps and Desktops AR HIEE ¥ a5k,
13. Citrix Virtual Apps and Desktops Bgszi@id Cloud Connector [ VDA %X &iEHRER, XEBERBEMN A,
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BiEN &

April 21, 2022

BiERz 4= Citrix Virtual Apps and Desktops B¥uEEmE, ILEFRREER, SARYT BY, B# 7T RARE
FHRZXEY, #ETEABEHEMRIZEER WAN i Internet EiEH Enhit 58, BXBENERNEAEE, BEHAE
EIVALE I

BRBEENER

7£ Citrix Studio &, 38if HDX BEMFAKIKIRENERER ISR, EERIALFERRS,

o Hif: RAgEERET Enlightened Data Transport (EDT) 89 B&R (%4, FHEEZ TCP,
o T 1B EHISA EDT, HZHEIRE TCP,

HDX Adaptive Transport

JA versions
vy server 05, 7.13 Desktop O35, 7.14 Server 05, 7.14 Desktop O35, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop OS

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow control,

* Appli Diagnostic mode
STTYET T = E

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (ECT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes only.

Mone of these sethings affects other services that depend on UDP transpert, such as UDP Audic and
Framehawk.
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ZRBEN G

BERMBEERNEH, 1&7E Citrix Studio #i& HDX BERFHIKERIZE X,

NERTRRT BENEHE

Z10%E UDP firBRE S EEETT, BBITUTH<,

netstat -an | grep "1494|2598"
<!--NeedCopy-->

FEEBBERT, BHEMAFU TR,
udp (0] 0 0.0.0.0:2598 0.0.0.0:%

udp 0 0 :::1494 R
<!--NeedCopy-->

EDT MTU %17

EDT RIS HEMERAERE (MTU). KA L I AR SHMAE RIS AR I 2IEM EDT 2
BEE.

BEER:

« Linux VDA 2012
« EATF Windows # Citrix Workspace R AERF 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBRARIEAEN

MREAAFULTNREN T P IR T ATARE, BFSRMIRFOXE CTX231821, LUF4AT @A XNAEESSEIRR
KMBEEX EDT MTU,

g

H .
=

AMRFEFRLHLSHTENG, AESHBFEEMRERERS, Citrix TERIEIFIMREFEREHAFLS
BHIBREAE SIS LARIR, EREMRRIESSFEIENIL, ERIEIMERZE, BSLEITED.

7 VDA L2AEA EDT MTU &3

FINERT, EDT MTU XM FEBRKS.
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« EFAEDT MTU %3, BEFEAMUTHLIZE MtuDiscovery iFMERM, EF/E6) VDA, REERF VDA
AR

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EZFHEDT MTU &3, MR MtuDiscovery F&E.

IR BT EVEERER, MM ZRFNE P ImEENRER1E.

=HIE Fim LR EDT MTU &30

AILUEIETE ICA XA MtuDiscovery 88, TR iR LHEFEIES EDT MTU 23, EZALLINEE, 18
£ Application 89 FIRE L THK:

MtuDiscovery=0ff

EEHEALLINEE, BM ICA XiBg MtuDiscovery 28,
BE:

ZFEL ICA XHSEGEER, 157 VDA LB EDT MTU &3, Rk VDA LB EDT MTU &3, M ICA
XHESHTS.

5 Citrix Telemetry Service £}

April 21, 2022

@it 5 Linux VDA 3 sm#y Citrix Telemetry Service (ctxtelemetry), &aLLiE1T Citrix Scout, REER
Jopt/Citrix/VDA/bin/xdlcollect.sh fzskutgEH % Linux VDA B8 &,
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&4 Citrix Scout — H

Collect 0

Select or add machines to collect data from:

+ Add machine Filter by machine name Q, ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rgghe-lvda-31.bvt.local Linux VDA
[  rggbe-lvda-5.bvtlocal Linux VDA
[0 rggbe-lvda-6.bvtlocal Linux VDA
rggbe-lvda-8.bvt.local erified
a rggbe-tsvda-1.bvt.local VDA
[J  rggbe-vda-1.bvtlocal

+* 1 machine selected.

AR

M Linux VDA 1912 B RRAFA LG, HAEHiz{T /opt/Citrix/VDA/sbin/ctxsetup.sh LLEZE Citrix
Telemetry Service (ctxtelemetry) HEE, EXXETENFMES, BBAENTE,

BAMZA Citrix Telemetry Service

« EEAZRSE, 51T sudo systemctl enable ctxtelemetry.socket @<,
« BEMIZIRS, 15517 sudo systemctl disable ctxtelemetry.socket.

5H0

BUAERT, Citrix Telemetry Service (ctxtelemetry) &/ TCP/IP %0 7503 fiff7 Citrix Scout. ©fE/ Delivery
Controller £ TCP/IP #%0 7502 5 Citrix Scout #{T&(=,

£%% Linux VDA BY, aIUMERAZRIARARE BT U TEEFERH,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAimOR 7503,
+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE8imH. BAIAIROA 7502,
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B VDA EENImO, BT TRME:
1. EFEHATFS Scout BENHA, BETUATHL,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. EFHMIA Scout WEEFIRO, BEETUTHSLITHHEE ctxtelemetry.socket 3

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

X% VD& telemetry

3. BITUTHSUENBHERFIR .
sudo systemctl daemon-reload
sudo systemctl stop ctxtelemetry.socket

sudo systemctl start ctxtelemetry.socket
<!--NeedCopy—-->

4. ERAMEEERREARBO.
B, MREFEMHZ Ubuntu X17hR, 151E1T sudo ufw allow 7503 &< LUSAiRO 7503,

FEIRER
R Citrix Telemetry Service T &RMAA RNIETT, WAIBRARSERRBERE.,

1. EEAERER, EETUTHLUITH ctxtelemetry X, #A5% DebugMode %A 1,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

2. FahfELk Citrix Telemetry Service, H&EERF 15 SELUERS BahfELE.
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FELRGIF, BTLLETIA T e RELE Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy—-->

3. EE#H A Citrix Telemetry Service, 3&ETE Scout LiEEEM Linux VDA #7£ /var/log/xdl/ &
telemetry-debug.log,

AR S5 1FASa]

HIAEEFIRON systemd SFrEFBIABEIHER L EFR, Citrix Telemetry Service A FEIERES, #
1X1EM Delivery Controller £t BEWEIERN BRI, AEKRETRE, RESFFMOKEISER, FENER 15
o8, NREZERFBEERK, WEEREL, MBI U THTERESFHNE,. &/IMEN 10 580, MRGENENTF
10 7%, MsIVE 10 PHEER. RESFHNERG, FLEHERBMRS.
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicelIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

FOIE i

EFRRERERZET, BIENRRHEENEE BN B6ET, XEMNHEHEXLEER, MRESITENN
MIAKM, Scout BET—FHFHER, REBNUNEERE. EXWIENXFIFAES, H55 Citrix Scout XA
IEMEER S

B FAERER

January 26, 2022
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BER
WEBEHENRBURIETIZURE, HFEBRRTRFRER, “BREE IheE UEKILIETE, RERINEEEIART
Linux VDA BA.

(=

ctxlogd sriPi2F#l setlog LAEFMERIE Linux VDA AR EEF, ZRAMERT, ctxlogd spipig
FEEREHEE Linux VDA BB,

ctxlogd sFirigR

RERPIE MRS HMET ctx logd FiriEF. MRFAFERER Linux VDA, FJLELE ctxlogd sFiFEF.

setlog LHiERF

‘BRER WHERER setlog SRAREFEEN, ZEFMT [opt/Citrix/VDA/bin/ 2T, 2% root BFEN
BITZIEF. ATUER GUI iETHSREEMERERE, BETUTHLLUIRERER setlog SREFNERE
B

setlog help
<!--NeedCopy-->

E EINMERT, Log Output Path (BEimHERRF) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
KN RERN 200 MB, ZER%Z AL Log Output Path (BEMHRER) TREARMAEEX 4.

EEYRIMN setlog f&:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) = 2
<!--NeedCopy-->

EERKRER) setlogE:

setlog value <name> [<value>]
<!--NeedCopy-->

4.
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setlog value log_size 100
<!--NeedCopy-->

&nl BAERT, BERINFRENES FRAKNE),
EEENTEAEMRENBTRS, BETUTHS:

setlog levels
<!--NeedCopy-->

BIRBEAERS (B “BEA". “B4%7. FH . ER7. “BE. “HiR" N “HWHEiR”

setlog level <class> [<level>]
<!--NeedCopy-->

BERH wLEH (FXBKANE)
22H x

[SE297 Ly 3

L 4

== =S

&% =

iR iR

iR S

<class> TEIEE Linux VDA B9—MEH. BERSFIAAN, BRHERER “287, fu:

setlog level all error
<!--NeedCopy-->

S BAMERT, IFSREWT:

setlog flags

DATE true
TIME = true

NAME

true

PID = true

), BIETU TR
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TID = false
SID = true
UID = false
GID = false

CLASS = false
LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

BEELHIITS:

setlog flags
<!--NeedCopy-->

BEERRER M EERS:

setlog flag <flag> [<state>]
<!--NeedCopy-->

RRFINME  BARERF. RSHERREIFNRE:

setlog default
<!--NeedCopy-->

B

ctxlogd RS2 [var/xdl/.ctxlog XHEER, RF root BFREBLIEZZXMH. HMAFRZXHE
BEEAR. EANZIX root BFAEREMAFETEAIR. FNRSHN ctxlogd #ITERREN TR
BE, XEaTmiRsSEEMEaE, HMTMAF A,

HEHR

[var/xdl/.ctxlog sxtF &% (lan, BEIMAER) BY, ctxlogd SFFRRFARN, BB FEEEF B ctxlogd iR

o

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.
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Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BRRIE, B root AP 8%ia1T setlog UEHBIE [var/xdl/.ctxlog xtf, AEEHBoHEMRSHE
Fiy ctxlogd ARS.

April 21, 2022

BESIFERIIEE, HEEBAALUE Intranet FEFBF K ICA £3F, Z308efEA noVNC ZE#EE ICA £3%, X RHEL
7.x ¥ Ubuntu 16.04 =#5i%Th8E,

4= .
pa =W

Citrix Director BYRRZASATNA 7.16 SRESHRA, FrEERASIEELINEE

LEMEE
R

SEEFEEMMNINKREIXE python-websockify #M x11lvnc, 7 Ubuntu 16.04 %% Linux VDA B,
KBHMEE python-websockify fl x11vnc #&#imM, 7 RHEL 7.x £, #MERE Linux VDA Z5Foh%
% python-websockify fi xllvnc,

£ RHEL 7.x L BT TH S UZE python-websockify fl x11vnc (x1lvnc kg 0.9.13 HEShR
),

sudo yum 1install -y python-websockify xllvnc
<!--NeedCopy-->

BfgR python-websockify # x11lvnc, &% RHEL 7.x EBRUTEERE:

« EMATF Enterprise Linux (EPEL) B84 R 16
python-websockify #M x11lvnc #BEE EPEL iR, BTUTaH<UEA EPEL 7645

sudo yum install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-$(rpm -E '%{

rhel }

') .noarch.rpm
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<!--NeedCopy-->

@3 RPM
ZFATERN RPM FEE LS x11vnc H—EKEIMGE, JETUTE—m<S:
X F ITIFu:
subscription-manager repos —--enable=rhel-7-workstation-optional-

rpms
<!--NeedCopy-->

I F ARS8

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy—-->

] m|

RIFEFINEER BnhikEF 6001-6099 WAYR]AimOAREILM Linux VDA 2| Citrix Director #i%E#, Fitt, ®JUHT
B ICA IEHANEBE 99 1 FHRRAEBBHHOTARBELHNER, LTHEZRIEET.

AR

TR THEXEME:

MR A BRINE
EnableSessionShadowing BRARZARIEERIIE 1 (BA)
ShadowingUseSSL ER ST Linux VDA # Citrix 0 (A

Director Z [a|f9&EE N

BJ7E Linux VDA LiE1T ctxreg s REBUEMRME, AN, BEASIELFRE, BEETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director Zia#9 noVNC ZE#ZEA WebSocket thi¥e SFRIFES, HeIEERMN “Shad-
owingUseSSL” sEfRMEERE ws: // Hwss:/ /. BIABERT, #EFEws: / /. BR, BTFRLFER, HilE
WEER wss://, HESA Citrix Director EFinfI&E & Linux VDA BRE 28 E=RE#EH, Citrix {E4£FIBER
ws: // #47 Linux VDA £iFEENEAR &R T,
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IREXARSS BRIEBAMR SSLIEH  IEBMAATEIERMENM (CA) EX.

WFEEHFEE SSL 898 A Linux VDA RS8R, MEE—HRIRNRSBIES (BEFFN). RSB[IEPIRIRE
EHITEN, RtERMMNESERSBNTLRENEE (FQDN). AT AERR, ErUMEMGERBERMEH.
EXMERT, BuRELDHEER,

MTESERSR LRE—MIRSS/IEBZI, EHTIES Linux VDA BRE23:@ERE Citrix Director P im L&
EME— CA SREXBIIRIER. RIEBAIMMARSSFIEBHE— CARE. BRIULERBUT CA RS H|IERNE
FIRIEH: SENRERSEIRS CA, Bl CA (BRFFEHENIRA CA), B8ESERIRIERFRSM CA, 15
BWEHARNL2ERN, 7RI FEEERWHS ERIRBIES,

5E.

e REBIUEPHNLBZHHE Linux VDA RS BWHL] FQDN X EV S EHRMNEE T NS FER. 0
vdal.basedomain.com g *.basedomain.com,

o BFEFZE (83F SHAL 1 MD5) XFHFIERHNERMS A5E, FLENKEBAZH, Eit, SHA-256 I5E R
RN,

=8 Citrix Director ZF i FRERIER RIFEXS IS ERERNET EMRIGEREME, FiLERILUER
[1S 5 Microsoft &E#zHl&a (MMC) IERER R TR ERIES. KE CAWIEBRE, T IS PEHE Web ARSS 28
EBES, RAELASHREZIER. Hb, EEIUEFER MMC HEERERRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome S NLEEIRERF LHIES. 3T Mozilla
Firefox, HAEIEHEIEEEM Authorities (W&#MH) &£ S NERR SSLIEH,

754 Linux VDA [RS8 L RERSI[EBREATH BRSJ|IUEBHEA “shadowingcert””, HIEEPX M
ZA “shadowingkey.*” (* aJUERIE=, 5140 shadowingcert.csr #l shadowingkey.key). RS BIEHBZE
PN HMIERRZ [etc/xdl/shadowingssl T, H 52 RANRIE Lt #HTRIP. MRBIRABWERER, Linux
VDA BEEHREFEMERRBAXH, MMmSHS5 Citrix Director B9ZEEK K,

fERBER

7z Citrix Director 2, #FBiFRIE, ARRERIEFAESNEFHNERZLUME Linux VDA REEFIER,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EENBKE, ICAIEERE (F2 Citrix Director &%) ESBET—FHINEE, EXAPATNSIEHITE

=
o

/\ Allow an administrator to shadow this session?

@

IMRAFEEHRZ, W Citrix Director HIFET—1MEM, EREEER ICARiE

BXEZEIEAEE, 1E50 Citrix Director 32,

PRI

s REBRMNEAT Intranet, EREAFIMNBEML, BIE@EE Citrix Gateway &t 2Ntk, Citrix E425E
TESMEBRILE 1T Linux VDA SIEEEME AR,

- BRATRIEERRE, HBEERAREETE ICARIE, BLENTESEANHE.

« 1R Citrix Director PR EEXE, RAREFR—FHIVER, ERAPATNRIEHITEN. RBER
ERAR AR ENRIEHITER.

o FIERRIHEINESEBIIRE, B 20, BrE, EXERBELAK.
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« 7£— Citrix Director &0, — 1 ICARIERER—UBERER. IRET ICAXEEHEER AER,
bRy, BIER B AZXEXIER, WREAFPKE LERHNERBFAATNHIVER. IRAFER, WEER
AMEBEREEREL, HAHEER B AR FNERER. IRFA—UIBEBERLESZ— M XE— ICA 21EHN
BRIER, LREEER.

« EFHERIEER, E%XE Citrix Director 7.16 AE &R

« Citrix Director ZFi%fER FQDN MR R IP #ifikRE#F B4% Linux VDA fR%288. Eit, Citrix Director
B IRAMEESREMT Linux VDA BR$38589 FQDN,

HPEHER

MREIFFRLMK, 357 Citrix Director 2P i#0 Linux VDA E£#1TiAH,

7z Citrix Director Z /i +

EEHRBNAFLARTIE, AEHaERELHEEREAT, HEEMNKET £ 2 ShadowLinuxSession API
BN, SNREMT ERALAFNHINGES, BXEEILERE, EF s ping Linux VDA # FQDN LUEIE Citrix
Director 2% E]LUEM FQDN, IR wss: // EEHMRE, BeEEABER,

£ Linux VDA t
HBINEHIMERERN, BEERERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log X LIREXEX
ZFR, B vda.log X, BRITUTERIE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUEA vda.log BiE:

Log4jConfig=" /etc/xdl/log4j.xml”
2. $77F [etc/xdl/log4j.xml, #ZI com.citrix.dmc &4, Hi§ “info” BkA “trace”, MTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc'">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &$UEHBE ctxvda RS,
WRERIIEEEHIEIR:

1. RERSHEEABIERFIBLESIEEZITH R .
2. 7R SSLYERT, MIMEBMERXHREERGS, FREEBRNEET.
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIER.
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MR ERABEER

April 21, 2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4

Linux VDA:

+ VDA %% Ubuntu 16.04. Ubuntu 18.04. RHEL 7.8, RHEL 8.2, RHEL 8.1, SLES 12.5

+ VDA tHyRI%IEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 SiERARE

EENRBATEER

1. 7 Citrix Studio #1, ECE—1REE, ZHREIBEE R UEANNERNBTEEMH URL MAFFIRURRREMER

AEBRABEE@R URL BIMALETIR, BUAERT, NEBRNBEEMRIGEN AT

Edit BrowserContentRedirection

X

Browser Content Redirection
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

Summary

www.youtube.com/*)

Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

v

v

v

Studio Select settings
(All Versions) < || Al settings m [ p—
Settings: 1 selected
Settings

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://

| View selected only

Edit | Unselect

Select

MEBRABTEER ACL EEEIREREAIUEANRBABTEERN URL BIARTFIIR.
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 321



Linux Virtual Delivery Agent 2112

Edit BrowserContentRedirection

Studio Select settings
[(AII Versions) - v WI Settings "‘ [ Browser X
J Settings: 1 selected [ View selected only
Settings
) ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. B VDA Laontadsien (SMEH) URL BES5AWHIRIMELLTIRLTE, EM Chrome W LR FAEZRIM
Citrix JHBANBEERY BIEF. 2 VDA LHHFME Chrome,

BE.
ERim EAEEIY BIEZEF. X7E VDA L7,

Chrome I BEFETEMAFRE, FEEEHESWGAITRNSEMIRT BIERF.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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S#FEAT HTMLS5 89 Citrix Workspace N AR

January 26,2022

MILRRATFE, ERILERER T HTMLS 89 Citrix Workspace R B2 REZ R Linux BN BAEFSE,
MEEBZF EEE Citrix Gateway, H*ERBF HTML5 # Citrix Workspace MERRFEHER, 521 Citrix
X,

ERILLINEE

BIAMBERT, IR TFERRS. ERRIZMEE, BFHITUTERE:
1. 7 Citrix StoreFront &1, BAERT HTML5 # Citrix Workspace R 12
BXFMAIRE, BESEMAFOXE CTX208163 1 “SE 17,
2. BH WebSocket i&#%,

a) 7z Citrix Studio &, % WebSocket ZFiZHI8iEE 7 21T

AR B LIS B Hith WebSocket 588, B* WebSocket FHERMTEETIXR, 525 WebSockets FB&i&
Bo

b) Z VDA L, #HRItIAFEHRBE ctxvda RSH ctxhdx RS, UEIBBLEM.
c) £ VDA L, BEfTUT&H<RZE WebSocket I8 & ETEIETT,

netstat -an | grep 8008

WebSocket fiigs b FIE{TRESH, SSHbENTAR:

tcp 0 @ :::8008 :::%x LISTEN

AR BERILUBA TLS mMELUFRIF WebSocket T2, BXBA TLS MEMER, BESRAER TLS
RIFAPRER 2,

% Linux VM #1 Linux £iF

August 11,2022

TRIIE T —EEATF Linux VM # Linux £iE836HR.
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=L

BRI

SIEBCHEREEITL

TIRETE]

FREBIERIK VDA hivzs

2109

2109

2103

WA

EEERIEN—MES,
Zidie@isAP M Citrix
Workspace [z Ri2FF 4
EE TR R RIERXEL
BYiEl, BEEERIEAIET,
&%= Citrix Virtual
Apps and Desktops iR
SHIETLET R, Monitor
$ LU Director #=HI& 07
R, LU Citrix
Virtual Apps and
Desktops Zigikiz<#0
LTSR ZBEH X EHITHE
HibRo, EIEALETIRLE, 8
HPERFENE I R
WEERLES, EERY
BETIE L, REIREHH
6 R A AR G ETT.
EEERIENEIEREE
RE, EBEEBNE, &
BRMHPEMAUSE )V
RERTE, RIFEHER
EFITHIIBERRIENE
MEMEER . RIETE
M & i B EITEEE
BREXMET, BEA “‘BmE
ER, BXRAIEENE
BEAER, FEES
iHo AXKEERIFMAEE,
BEREFIREENEE
RIRIEBMRIER SRR
®E,

EiRRIAETR, BB EE
iEeE > RiE > FERIE
HHARBERIERE,

&

{RIEE MBI PR Ao

£ Citrix Director #0¥&#%
23HP3Y O A,

1z Citrix Director F0¥a®
23R ET A,
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=LA FREEBIRAR VDA Rz WiRA &F

Linux VM gy 24645 2103 Linux VM LA F#rE4ets  7£ Citrix Director fis
5. CPU k. m7E  SBFHETA,
K BEEEE U HF
s CPU MR7EFIAX

i 1909 Linux SiEEmMICE 7z Citrix Director fis1
IRIEFAGEREFRPE B[P,
7~ UDP g TCP,

ICARTT 1903 ICA #izB¥ia] (RTT) @M 7 Citrix Director F144%

TR T RN RE DI
LR EFREE EYEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l% ICA
HRITIEITEM ICA FR
17121 BB 8) EIPR SR RS,

BRI A

snfarifsia) Citrix Director 45X 28R AY-E FHEIRHI R

o BERISLETE]

1. £ Citrix Virtual Apps and Desktops RS EEM £ £, BEHFIHFRIFENEHDPNEERE

= | CilnX virtual Apps and De

2. FERMENEL, RELREFH.
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= | Cilrx virtual Apps and Desktops Service

Overview  Manage ~ Monitor Downloads| €D @. o [ & Q
Dashisoard Filters Merts  Applications Configuration Se
Legon Peformance e (o A8
Logon Performance
Delivery Graup
Time Period Ending
—_ e LI

verage Logon Duration

Number of Logons

3. BENAUARKERIFEEEET.

=  CilmX  Virtual Appsar

Overvew  Menage v Downloads [oz) M. o =) s Q
Fien At Coguracon Searth

Legen Preformance

« CPU #Z . REXD. BRAE, UK Linux VM WEFIFIHS CPU RREFIBE

Ei5ia) Linux VM #YiXLesstn, i51E Citrix Director S5 2s ik EIZ VM, AREEITENIFAEEEIR. 7
i

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 328


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/monitor

Linux Virtual Delivery Agent 2112

Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. #iX
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BEE Linux 23503517, HEDERLRE > 21F > FEFTAMELERE, AEHHLEHAEEE
K. EHRREFAELER, BTARELENE, ARLEEETEHNLEHERSME, Flin:
Co]

Activity Manager Machine Details Session Details

pr— [ o scsn s+ [ o | sroves

Machine D 3
name Session State Active
Display sin-ubt18 Application State Desktop
name
licatic Anonymous No
Application Name a Status Delivery sin-ubt18 Ti - tat 56 minut
G ime in state minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running

sin-ubt18 Endpoint name
Endpoint IP

No Connection type HDX
Protocol ubP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT na

S ICA Latency na

Registration

state Registered Launched via 80:....
OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.
Organization
al unit

VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

s REAMENERIT
ETETENEMEIMERRL, FHREENE, REFHHRENA U MERERTE,
REAEIERIT R E RSB B ERER R FIa0:

Dlivery Getng

Time Period 7 by Ending

b o Sisio

, S

Session Details

L
LN sesion kuto Recosnect Eount shows aut recannacts oty for WA version 1303 o ates, Ensore thiat VDAS anet St are nuseing the 13 wesion 10 ol the et featuves.

Avocisted User T Maching Name Devery Groun Senson Stat Time Seavion End Tme Seision uratice

. SIREE

flgn:
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[+

Anonymous Endpoint Name Endpoint 1P Gitrix Workspace App Version  Machine Name 1P Address.

...............

BRARS TIPERF

April 21,2022

BRRSTIFEFBIRITERRRREAXERS. RUEREN, ZTFEFIEMBHNFLRSEE, HERK
HIEFR R UK R, NN EEIiERE [var/log/xdl/ms.log >,

[Ty

H&EE VDA B, mMARSTFEF BB REL.

AILUEREERNIEEY scanningpolicy.conf. rulesets.conf 71 whitelist.conf X4EEZhEE, ELEXH
{iiF Jopt/Citrix/VDA/sbin T,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, BBRITUTHSUERBE
BMBRS FIFER.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IREXHEARERBARSTIFER. ERERSNNEER, HiEERSRELNINEE,

MonitorEnable: true/false (ERIAEN true)

DetectTime: 20 (afu: #, BAE: 20, &/IVE: 5)

AutoRepair: true/false (BAfER true)

MultBalance: false

ReportAlarm: false
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« rulesets.conf

ItEEEX HEE B HANBERRS. ARARA TELEMRBNNRS, NTENFSEEFT.

EREBRANENRS, FREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (HZZIFREERT, SN2 ILE,)

- Operation: 1/2/4/8 (1=®NERERELRS. 2 = 0NEFENELRS, 4= EHERS. 8=
7EIE Xorg #i2HE.)

- DBRecord: false

« whitelist.conf

7z rulesets.conf i €M BIRRS L MTE whitelist.conf XS, HEEREZ RS MHHHED
[ibrin:

ERREARYE, 157 whitelist.conf X REEHERT (BATLLE). BXTH, B2 TENFE
BE,
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=r

=W

£fFlk ctxvda. ctxhdx # ctxpolicyd RS ZHi, 15517 service ctxmonitorservice
stop S UELEENRSTIFER, BN, SMRSTIFEFRERBIEELENRS,

£ TLS RIFAFRIER SR

April 21, 2022
EIkR7s 7.16 #2, Linux VDA ISATFRIPAASIER SN TLS . BAERT, TLS MELFREARS.
BF TLS &

EEARATRIFBFP2IEL LK TLS 0%, 357 Linux VDA # Delivery Controller (Controller) EFRBGERH S
F TLS mz,

FREVES

MBSIERMANM (CA) REX PEM R HIBRSS SIE B CRT MARIER. RSBEBEIUTES:
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o B
o RINZBFAA
o FRENEHR (FIik)

AR5 BB
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

72 Linux VDA E =R TLS 12 £ Linux VDA L, f§/ enable_vdassl.sh TEBER (S&2AH) TLS M
. ZTENT [opt/Citrix/VDA/sbin BER+, BXTEHTAMNENNESR, &7 /opt/Citrix/VDA/
sbin/enable_vdassl.sh -help &%,

BR: BAESA Linux VDA RSB ERERSH[IEH, URMBTESAE Linux VDA IRESB[MNE PN ERERIE
P

7z Controller == TLS M=

AR

REEEANRZMNARBA TLS NE. FEABENBREFBA TLS mE.

7£ Controller £ PowerShell &0, RIAFETUTHS U BRI GABA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled S$true

=

FE
ZR ICASIEXHRNE S VDAFQDN,® 7 iz T Set-BrokerSite -DnsResolutionEnabled

$true &<, %@H<KEH DNS @i, MRZAT DNS fi##r, ICA RIEXHSER VDA IP ik, HXh5
TLS #8xmImE (g0 SSLProxyHost #1 UDPDTLSPort) #21# FQDN,

E7f Controller £2/8 TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

HPEHEER

SRAIERHHNRERIEN, EAF Windows 89 Citrix Workspace ZAEFH Al sERHI TEA “TiEHERIER
BOMIAE” IR
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Desktop Viewer ot

@ The connection to "“" failed with status (Can't assign

requested address).

QK
fR7%: m hosts SXUERM—1N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M E, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

£ DTLS WR2BF&IE

January 26,2022

M 7.18 frzie, DTLS ER—WxeR M. RIABRT, tINEEE VDA LA FEARS. BXFHAER,
BEAGRELR 2.

BF DTLS m#
WirBENERESEEA

7z Citrix Studio #, IRiE HDX BER RIS E A ERTER ISR,

7z Linux VDA /= SSL =

#£ Linux VDA t, #B enable_vdass'l.sh TEBRA (82A) SSL %, T AT [opt/Citrix/VDA/sbin,
BxITERIAETNESR, 51T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AE

L&, Linux VDA %35 DTLS 1.0 #0 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 s3&FH
F Windows & Citrix Workspace W A2 1808 X EE R4S, (IREHME iRz #F DTLS 1.0 (F40,
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Citrix Receiver for Windows 4.11) , i&f&/H enable_vdassl.sh T2 SSLMinVersion &&
TLS_1.0, ¥ SSLCipherSuite#&5 COMg; ALL,

BT XARZIEKE]

January 26,2022

ETFNANZIE KA TREBNEBRERIEZG . X—ARENGEEASERELET, WERBENNREREE
E&RNSENRIERGTAEERIRER. AILUEE—BXAKE, ZKEFERBTIIERELER, BEFRZERR
XHEHINE.

HE:

BEFXANREKENRB TR 8. ARG REAETEMBIEHIESS, BUURE—ERNERERME
IRERIE. EAILTIAERY, BN TRIIZTENESTERE. B, HNENEHBLIESEMREMRARE (R
B EEER.

SIEKEBF XA, FERTRAFRENSE. SIEKNPEERETREKIESGNER. REENHERETHEHTA
ET7TREEGNETSIENERAFANS M. A7 EGXMREREELRE, BEERSH/IHEFiE Internet thiltsit
MUK A R F HAE B

ZRBAFAR, BEASIEKNERLELERE ERRE I EMKENSNL,

PR

EEANRSBRNREERANREPIZIFRIE K, BEEASIEKENDE, BSUERANEERNETEEM.
MRIFEEAIEAR NVIDIA RehiEFr 2 FEMHNE H.264 5 H.265 FRERXTiET @G,
NvCaptureType 7EFMRFIEEN 2), WAZRRIEKE, HETREBRAIEKE,

o KENWSIEERIEER T Mo

o WMREIR Print Screen EMRER, 7T VDA HHRNESBFEIEKE, HMNBIWERIEHESEREHRE
3R,

SFFERER

April 21, 2022

&= Linux Virtual Desktop =i&pt, AJMEREERIF P HISENEEEHITEMNIIE. LIhEERET ICA ZEE+
EPNBEH#HITHE E REEMLNN,. FaIUERIEFERAEEFR. AFSERAXEPRNBFIE. NZE R
BB AR B RS EE £ B IIER Web M5 # 1T B HIE,
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FFUkhEE, Linux VDA EBS Windows VDA #HRMERE. EXFMAER, BSRAXTNE ESERHFIRLHS,
AR

BEAAEZIFE Linux VDA i ERFHNE sERE R Citrix Gateway.

BERMN

BReFERBMNIEIER T AEEUR T LT &4
o &f Linux VDA REFE TFTEER— P KITHRH:

- RHEL 8/Cent0S 8
- RHEL 7/CentOS 7
- Ubuntu 20.04

- Ubuntu 18.04

- Ubuntu 16.04

- Debian 10.9

VDA ZE#5emifE, 3iE VDA 2% 8e857E Delivery Controller driEat, UKRBLRHM Linux RESIEEEHE
BER Windows EiERINE R,

+ M OpenSC LB EEF. AXIFMER, BESREMIFAR OpenSC LHFEEE+,
« f#A Citrix Workspace for Windows HIZ B2

1R OpenSC i3 84EF
OpenSC 2 RHEL 7.4+ LIz RN ERERIEENER. 1FH CoolKey WRERAENM, OpenSC ZiFLMAERM
EHe£ (3FB7 Red Hat Enterprise Linux FEEEER) o

A, YubiKey 4 BaERIEEBREENTH, YubiKey 4 2—18F USB CCID PIV 8%, SRS S MM
Amazon HEMEEMTELBE, OpenSC R %#5 YubiKey 4.
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MRRALTERLEHMESRNEE R, BEE—BRET Linux X1ThRk OpenSC R4+ BHMEN. BX
OpenSC ZERER, BERALESERIRDIER, mASE R, RABEEBTUTHLUIA OpenSC BE X FEHE
+:

m}

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

[T

HEERIES

RIEBATRIFEREF LANER, TRUTIRUTHHALRERIER,.

1. 3REX PEM f&zCAIMRIES, BEM CA BRSSSHIREL

AT LUEITEMIN TR S UG DER X4 (*.crt. *.cer. *.der) iy PEM, £ FTEM &S RFIH, certnew.cer
73 DER ¢f4,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. ffopenss | BRHPREIRIES. certnew.pem XHAIERSG,

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy-->

BHRRERIIEBNRR, B&1T sudo mdkir -p <path where you install the
root certificate>,
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72 RHEL 8/CentOS 8 Lty pam_krb5 &t

BREE B MR T pam_krb5 #iR, %R RHEL 8/Cent0S 8 LE#H. &7 RHEL 8/Cent0S 8 Lf#H
BHRSMNRIE, BRNMTAREE pam_krb5 f&R:
1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 B3,
2. 7£ RHEL 8/CentOS 8 g =4 pam_krb5 &R,
yum install -y opensc pcsc-lite pcsc-lite-1libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make
make install
<!--NeedCopy-->
3. I pam_krb5.s0 @& EFET /usr/lib64/security/ T
1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy—-->
ECEERERIFIR

AILUERA ctxsmartlogon.sh AR BEE s RIMERF el iR E.
(%3 1) /8 ctxsmartlogon.sh A B sEFIFE
AR

ctxsmartlogon.sh 4 PKINIT 5 2R MEIFR NG, ATLLEE [etc/krb5.conf FRE X 4 EEktbiRE,

BEREREREEZAI, EE1T ctxsmartlogon.sh iz AL E & 8E-FIFIE,
=’

WNREERE SSSD M, EEIETT ctxsmartlogon.sh FEE#HENZ SSSD BRS.

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMFUTRS:
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inux VDA, which
es automatic installation of the necessary packages and changes to
# the configuration files.

. You can

3w

Step l:Enable smart
Do you enab r rd logon? (y/n)lyl y
ry integration method.
ctive Directory integration method to use:

ent packages.
, please wait...
5] already installed.
d] [pcsc-lite-1libs][coolkey] already installed.

ify the path to the root CA (e.g., /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
/krb5.conf :onflgL successfully.

path to the smalt card PKCS11 driver (e.g., /usr/1ib64/pkcsll/1libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
xfsc configure successfully.
card-auth configure successfully.
ctxsmartlogon.sh ed successfully. SmartCard is ready.

Ltkgh, fEE R LUBEIE T ctxsmartlogon.sh Ak EZ RS EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

SEREMTUTARS:

s N
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration fTiles.

txsmar'tl_:::gcjn sh adds pkinit information to the default realm. You can
; conft configuration fil

B M K K W M

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)lyl]
ctxsmartlogon.sh exit.

(£ 2) FHIELBEEEIFE Linux VDA 85 Windows VDA MR EsEEIFE, EiZIMED, DAERES
MNMAH, \iEEEEI28. Microsoft IFFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace R A2, BXEF YubiKey 4 BaEEWERE RS, BERFIRFLXE CTX206156,

BERITTINTBZE, BHREMELHGHEEHEE, MBMNAFIEPHE THIEEE, FREEBEREEER
1% % Windows VDA,

%3t PC/SC Lite #if& PCSC Lite 8 MAHEMN/E8E+£ (PC/SC) M Linux LI, ©iRHSEEES
FE#HTIEER Windows EaER##O, Linux VDA MR sEREEBEE PC/SC &3SEIWMAY,

SETLFASARE PC/SC Lite Btk a:
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RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

REZBEFIEFRE OpenSC I ZEAMNSERERRIER. MRKRE OpenSC, BETUTHSLUAITRE:
RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install opensc
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->

REATERFSHIIEN PAM & ST T&H< =% pam_krb5 #1 krb5-pkinit &k,
RHEL 7/CentOS 7:

yum i