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HTIEThAE

May 31, 2022

2110 aYFIEINAE

Linux VDA 2110 R 83E LA T8 The G52 AE

%5 SUSE 15.3 #] SUSE 15.2

BA1BL%MT SUSE Linux Enterprise Server 15 SP3 (SUSE 15.3) #1 SUSE Linux Enterprise Server 15 SP2
(SUSE 15.2) fFAZIINEITIR. BXEAEE, BBHRAENR,

HDX MZ RGN 57ESE2$F SUSE 15.3. SUSE 15.2 #1 SUSE 12.5

7£ SUSE 15.3. SUSE 15.2 #1 SUSE 12.5 2iEFIzf TR SN A28V A - ITE R LUEA HDX MR G
EZETNRERIMB RGN BXRIFMES, EZSI HDX WA EGMITESE.

FAS Z35EF PBIS &3 MCS 812 VM

IMERT USRS B0 I8IERRSS (FAS) 3318 PowerBroker Identity Services (PBIS) ZREIE2MA Windows 15
B9 MCS 878 Linux VDA MR P #1TB MR, BXFEMER, BSRRERRSHIIEARSME MCS eIER VM
LB FAS,

ctxfascfg.sh hiRmM7TwHNMNFEL S

Bfi 17 ctxfascfg.sh HFMTUTEE:

+ CTX_FAS_KDC_HOSTNAME: 7£i&#% PBIS BY1EEZH LT (KDC) MENZ,
« CTX_FAS_PKINIT_KDC_HOSTNAME: #57E PKINIT KDC £#. &, BRIESZE WA, TUWZEH A
CTX_FAS_KDC_HOSTNAME,

BXEMES, EBIETT cixfascfg.sh,

ER5ATER Citrix Workspace W BIEFHNEERARENEREHSIE

&% Citrix Workspace N A#EFfE, AILUERFRRIERESN Citrix Virtual Apps and Desktops £i&, ZEALL
IhRE, BEEZR Linux VDA LiEfTlFad:
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

<!--NeedCopy-->

BRItYEERE, BERENIRERERARRE. UTFAITHRHILIN6E:

+ RHEL 8.4/ CentOS 8 (2105)
« RHEL 7.9/Cent0S 7.9

« Ubuntu 16.04

» Debian 10.9

« SUSE 15.3

+ SUSE 15.2

BEERIR)E

January 26, 2022

B Linux Virtual Delivery Agent 2109 2, U FiEE~E:

o ENMERTRER, WKEIRMEEXXAFMBEEHRATEaER, [CVADHELP-18222]

E X 9]
July 14, 2023
TEARRRAARHE T AT R

« {#/ PowerBroker Identity Services (PBIS) 3 AWS &9 SUSE 15 VDA i\ Windows 1Zias, 2t MiX
£t SUSE 15 VDA BEh&iERAK. [LNXVDA-10874]

+ £ GNOME £ERIEH, ZiERRERFIESKN. [CVADHELP-15639]

s BREHNIFTLENARFIRSERMEFRAARL, Mutter A%&ET mutter-3.28.3-4 Mk A I LR
o BRI, EFER mutter-3.28.3-4 B R R4S, [LNXVDA-6967]

« L&A NVIDIA GRID 3D R1EF/EH HDX 3D Pro Bf, Linux VDA R#LZfifAiz 7. RHEL 7.7 RERARZA.
SUSE 12.5 & ERkR4F Ubuntu 16.04 EadiBlttin,. RERZ OpenGL EREEIEXLE Linux R1ThR
HNEF RGP HE,

o XHTHIBFHABIINED. ZEOFSHWE THIEE, HAE—RNEESBMHEK. [LNXVDA-5646]
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+ PulseAudio MBINEBRSBIERGITHRS BEFEL T RERS 20 #/5RH. H PulseAudio B
HES, BB AEER, BERRILIEE, 5% /etc/pulse/daemon.conf X HHIRE exit-idle-time=-1,
[LNXVDA-5464]

« SUSE12.588 libtcmalloc 4.3.0 FREaSEHIEEIMNEH,

+ 7£ Ubuntu 16.04 #1 SUSE 12.5 VDA £, ctxhdx [REaIgESEIMEH, 1hiaHisE GNU C E (glibc)
2.22 31 2.24 hxHE, ZEFMBE glibe 2.25 BEE, MNREBMER SUSE 12.5 %1ThR, ATl%EE SUSE
RIEMEMEFUEE LA, %7 Linux VDA BY, &8i&ATF Ubuntu 16.04 BEHER. [LNXVDA-4481]

« BAT SSLMEHBRATREAIEMN, TEEERT Linux 8 Citrix Workspace K AfEFHRBIHHRIE.
[RFLNX-1557]

« indicator-datetime-service #ERER STZ BT 8, YEFFBANSIEUTFARMNNKA,
Ubuntu 16.04 Unity Desktop £# unity @ik T EREF imaediE. [LNXVDA-2128]

« Ubuntu E#%: 7£ HDX 3D Pro &1, 8% Desktop Viewer BA/NG, NBREFARTESET—MEE, &
EENERERETNER,

o EHRIEE, TTEEARARMIER Linux VDA $TENEE R SIZAFTEIN.
+ BRPEEAEXHNFERNERR CDM XHNREFIHREASXHHER, WAlsESHILL R,
o TERRRAR, (SZRGIFRIFESER UTF-8 4id.

« i&FAF Android #9 Citrix Workspace R ATEFH CapsLock RS ERERITERPEIRE, BF51E
FF Android 89 Citrix Workspace M B2V A EHER, Caps Lock BERESHIgEREK. MRAE: FH
7 ERE L Shift BREAT 5/N\B ZiEik.

 ERIEATF Mac B9 Citrix Workspace A#EFEEE Linux VDA BT, & Alt BHERERNTEER, BRINE
F, EFAMFIEM Options/Alt 8, iERTF Mac 89 Citrix Workspace MABEF#2 %X AltGr, &rTIL
7 Citrix Workspace MBI BEHREHRIITH, BRERRRENNBREFTR.

o Linux VDA EFMNIER EMEK. EFHMNEER—EH2HH Kerberos &5, B2, Broker AIgE&iRIE
Seaipy—4H Kerberos ZAFEREFMNERT VDA BRESEHE, VDA 2i%1%1%%5I Broker B, Broker AJgE L5
VDA BiREIZE F X, &IWERE VDA FMEK,

VDA REZIBSHIHEITE, RFERLSETRR. B2, HTRSZIENEXHERK, FALrTEREERK
ialo
RRTT%: Bk Broker WEIRER. EFEE Broker 5¢7E Broker LUBEBR B M MNSGLSIRTIEOEITUT

LA .
GIEAC N

klist -1i 0x3e4 purge
<!--NeedCopy-->

e =& Citrix Broker Service IB1TFR7EHIMAEARS TAFFEM LSA BEPHAMERSERE. i<t
=MBREAM VDA BERS RIE, RMAIESEMAMIRS. B2, MRFFIERAERM, BAXERSUES
E8TM KDC EFTIRENX LRSS R
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o AIFEIENMGEEIA. ERISERSMHERIeEERIFTRHITEN, ARFIRE ICA ERPRFISEM. NR7E
BaT EMRFINAREFEERHRIRE, VARFIURIEMN, FREBFRESEHRBR. MRERHGIRE
IRTHHIRIRE, FIRERHINEMBYRRR,

« EATF Windows #9 Citrix Workspace [ AiZF RIRERTE S SMR HIHAELB T SHKE A,

E=7EA

August 11, 2022
Linux Virtual Delivery Agent 2110 (PDF )

It Linux VDA hRZSAIRE B & RIBIZ X P E XM FRIFEIRANE =S R

A

March 11, 2022

AXFEPASERANBMEETZHAANFES. Citrix =RAINEE, UEEEBREFIE LS RE, Citrix BENEF
ERERMRRURE LR L E, EEERATERTESEEN, AASEIEE N7 HENREZThEE.
AR RESAPLHNEMAES, E57 Product Lifecycle Support Policy (@4 mEHRSZIFRRKR) —

FRAMMBIER

TRERTEFATIMIFA. Citrix =mMIIEE.

EFANBEASIEMER. Citrix ZEIhRAPSSEZFFXLETE , ERERRNLFRAFIEERR. 7 Linux VDA
7,

E MR B ERBIPRH R BR <.

=] BEEPERFHIMRE BEEEPMIFRAIARZ
%4 CentOS 8.x 2110 2201
%5 SUSE 12.5 2109 2204
#f Ubuntu 16.04 2109 2203
¥+ RHEL7.7. CentOS 7.7 2006 2009
¥+ SUSE 12.3 2006 2006
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mA EEHEPERFTHRAE BEEARIFRAIRRA
%#F RHEL 6.10. Cent0S6.10 2003 2003

%# RHEL 6.9. Cent0S6.9 1909 1909

%# RHEL 7.5, Cent0S 7.5 1903 1903

$#F RHEL 7.4, CentOS 7.4 1811 1811

¥+ RHEL 6.8. Cent0S 6.8 1811 1811

F#F RHEL 7.3, Cent0S 7.3 7.18 7.18

¥+ RHEL 6.6. Cent0S 6.6 7.16 7.16

SUSE11.4 7.16 7.16

FAER

December 22,2021

Linux %1TAR
FE
RS RS R BIAY (F120 Citrix Workspace RFERF) MAREREER BHSREEFHITIRE,

£R % Linux VDA Z g, i&#% 8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-
package-managers t#itBA%%.NET Core iz1767 3.1,

Linux VDA R3z#5#EH SecurelCA #1712, 7£ Linux VDA LB SecurelCA S 2IER IR,
BRERKRS AR (LTSR) IFERER I Y FIARA (CR) UREME MRSEEENFAEE, BEHMRHLX
=,
Linux VDA 35U F Linux 21ThR:
BERR:
LIRMERSHENEIRESZ T HAR, Citrix fRRRIAEE IR sES = IR,
SFEFAHEMBRTES, BHERFTH.
« SUSE Linux Enterprise:

- Server 15 Service Pack 3

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- Server 15 Service Pack 2
- Server 12 Service Pack 5 + SUSE Linux Enterprise Workstation Extension 12 SP5
- Server 12 Service Pack 5

+ Red Hat Enterprise Linux

- Workstation 8.4
- Workstation 8.3
- IfFu58.2
- Workstation 8.1
- TfFE57.9
- TfEuL 7.8
- Server8.4
- Server 8.3
- Server 8.2
- Server8.1
- Server7.9
- Server7.8

o CentOS Linux

Cent0S 8 (2105)
Cent0S 8.3
Cent0S 8.2
Cent0S 8.1
Cent0S 7.9
Cent0S 7.8

« Ubuntu Linux

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04
- Ubuntu Desktop 16.04

- Ubuntu Server 16.04

« Debian Linux
- Debian 10.9

==

AR

o CentOS mBE XM LTSI CentOS Stream, 9 RHEL 8 (&, CentOS Linux 8 ¥F 2021

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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FRAILRME, Z/E, CentOS Stream #4¢4 A 1E Red Hat Enterprise Linux B_Eils (FF%) 9. &
KiIFMEE, BB https://www.redhat.com/en/blog/centos-stream-building-innovative-
future-enterprise-linux.

« /A Citrix Provisioning LUB A AR Linux BARM&SEE, BW BN EZHEMEOIEBIRMNESH
S, LERAILEEEBIE RS,

 JEEREA btrfs X EMS XK. GRUB2 EZE K btrfs 2 X &S I A E6IAI M, GRUB f£%& GRand
Unified Bootloader,

Bkt Linux VDA RRZASZ #3519 Linux &Z17hR# Xorg ki A&5I%R, BESRTR. BXFMELS, BB XorgMod-
uleABIVersions.

Linux Z17hR Xorg hRz&
RHEL 8.4. CentOS 8 (2105) 1.20.10
RHEL 8.3. Cent0S 8.3 1.20.8
RHEL 8.2, Cent0S 8.2 1.20.8
RHEL 8.1, Cent0S 8.1 1.20.8
RHEL 7.9. Cent0S 7.9 1.20
RHEL 7.8. CentOS 7.8 1.20
Ubuntu 20.04 1.20
Ubuntu 18.04 1.19
Ubuntu 16.04 1.18
Debian 10.9 1.20
SUSE 15.3 1.20
SUSE 15.2 1.20
SUSE 12.5 1.19

3&707E Ubuntu LR HWE mizsk HWE Xorg.
7£ RHEL 8.x #1 CentOS 8.x £/ PulseAudio 13.99,
£ SUSE 15.3 1M PulseAudio 14.2, £ SUSE 15.2 tfEf PulseAudio 13.0,
HFEFEERT, SRR IEERMIYH x86-64,
AR

GNOME #1 KDE =@ 7£ SUSE 12, RHEL 7. CentOS 7. RHEL 8 #1 CentOS 8 %1%, 248 Ubuntu 16.04

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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F# Unity @, SUSE 15. Ubuntu 20.04. Ubuntu 18.04 #1 Debian 10.9 &#f GNOME £m&, Linux
VDA Z#HIFrE Linux Z1Thi#lz#F MATE 2@, 18 SUSE Bgob. EDMMRE—FPEME,

Citrix Virtual Desktops

Linux VDA 5%4aiFrE 252358 Citrix Virtual Apps and Desktops irZA&E S, BIREVE X Citrix = REm AN
=8, UKTREN Citrix 2FLEXEFERNFmhika, 155 Citrix = mA s E R,

Linux VDA 5 Windows VDA WE2 B3 #2885 =51, B2, FiF Delivery Controller #8867 Windows # Linux
KERHRERS.

SFERENTF S MEPLIFE

o BWHBRSS 2R

« Citrix Hypervisor

« VMware ESX #1 ESXi

+ Microsoft Hyper-V

« Nutanix AHV

+ Microsoft Azure Resource Manager
« Amazon Web Services (AWS)

+ Google =iHF & (GCP)

T
BXZIHFTFANTIR, BESRENERIN,
FE:

Azure. AWS #1 GCP x5 Citrix Virtual Apps and Desktops RS #A. A MCS SIEE WA, BEVAR
SRR

Active Directory &£/ 46

Linux VDA 35 LU F Active Directory ER B 5~ M:

« Samba Winbind

Quest Authentication Services v4.1 SiES R
« Centrify DirectControl

« SSSD

PBIS (5 RHEL 7. Ubuntu #1 Debian #%&)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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RHEL 8.4.
CentOS 8
(2105)
RHEL 8.3.
Cent0S 8.3
RHEL 8.2.
Cent0S 8.2
RHEL 8.1.

Cent0S 8.1
RHEL 7.9.

Cent0S 7.9
RHEL 7.8.

Cent0S 7.8
Ubuntu 20.04

Ubuntu 18.04
Ubuntu 16.04
Debian 10.9
SUSE 15.3
SUSE 15.2
SUSE 12.5

HDX 3D Pro

BT RN EIREFH NVIDIA GRID™ GPU 7 8&2#F HDX 3D Pro.

EIMWEEREF

Winbind

=
=

]

]

]

il

il

il

il

il

il

il

]

]

« Citrix Hypervisor
« VMware ESX #1 ESXi
« Nutanix AHV

=

AR

D BN EERERSEL Linux RITHRES.

SSSD

i

all

all

all

i

i

f0

i

i

il

all

all

all

Centrify

=
R=

all

all

all

i

i

il

i

il

all

all

all

Pl

PBIS

i

]

il

]

il

il

il

il

il

il

il

]

]

Quest

7|

el i i iy iy iy

i

17 B 17 B 17 B

all
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12



Linux Virtual Delivery Agent 2110

GPU

Linux VDA %#UF GPU BF GPU BHi&:

+ NVIDIAGRID - Tesla T4

+ NVIDIA GTX750Ti

+ NVIDIA GRID - Tesla M60
« NVIDIAGRID - K2

» NVIDIA GRID - Tesla P40
+ NVIDIAGRID - Tesla P4

+ NVIDIA GRID - Tesla P100

Linux VDA #LF GPU BF vGPU:

+ NVIDIAGRID - Tesla T4

+ NVIDIA GRID - Tesla V100
+ NVIDIA GRID - Tesla M60
+ NVIDIA GRID - Tesla M10
+ NVIDIA GRID - Tesla P40
+ NVIDIAGRID - Tesla P4

+ NVIDIA GRID - Tesla P100

December 22,2021
LIRS EER AT EE:

o ERARMTEHITRERE (BF, EATENER)

o BEFEH Linux RITHRVFohRE

+ A MCS 8 Linux VM

o TEERT Azure 84 Citrix Virtual Apps and Desktops Standard saIZBEIMNEFAARINNER Linux VDA
f# A Citrix Provisioning €l Linux VM

+ 3 XenDesktop 7.6 &2 #AkkAFE2E Delivery Controller

ERABMTEHITRELE (HF)

June 21, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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BERETR

NF2MRE, BESRAAXUHITRERE, AXEITNBNRERBMTERZEMEE Linux VDA,
BMTZEREANNXE, 5FHLEMEL, ER5THE, e 0EE BoREXNFIIRA I BEXEE X HRE
BNEIgE Linux VDA BIETTIRE,

S8 1. HEREESMN Linux itE

WEBMREMFENUTEERES:

o ENE - BERE Linux VDA BT ENBIENA
o HERSRM P ot

o NTP BRSS 2389 IP it s FRF R B #R

o 15 - 13989 NetBIOS &#7

o SUHEBM - Kerberos SHZ TR

« JEEDIEEY FQDN - T2 REES

BE.

o ERE Linux VDA, EMINEETE Linux i+EH EIERRIN T FiEE,
- ERIRIE, BRINRERET X Windows R4 KEIFE.

==

o BANBERT, TRARMEREZ. BEEHNIFEREEX TR, FRITUTERE:

a. 7£ Linux VDA i+&# L &IE tmp/ctxinstall.conf x4,
b. ¥ “wworkgroup=<your workgroup>" 1TAMEIXHHRHREZEFFMIIER,

o Centrify R #% 4 IPv6 DNS & &, /etc/resolv.conf f ELEEH—NEA IPv4 9 DNS AR 55 23,
adclient FgEEHEH AD RS

==
G .

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

tiER Centrify REEBMAN. BRORIEM, BRITUTERIE:

a. EiEESIZs LITHEET A,
b. 3%#% Active Directory i5 = fARS
C. AFMARNINIERREF M,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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o B VDA EEZEIRTE OU, BT TIRIE:

1. HREESSR EEFERER OU,
BEXTAIOU, ESRTENFSEE.

_—

File Action View Help

ALLIVE LATeCiony Lsers an

a e ol {0 XEEE B RO A
1 Actrve Directory Users and Compute . .
Saved Queries H"‘-J- &
4 53 xddocal 1S U185
I Builtin
Computers
2 Demain Contrallers
ForeignSecurityPrincipals
Managed Senice Accounts
Lsers
4 |3 Linux
b a2l redhat
2] Susg
2| ubuntu
2. 7 VDA Eg8IE /tmp/ctxinstall.conf {5
3. ¥ ou=<your ou> 177RMNE /tmp/ctxinstall.conf 3¢,
OU &R AD AZNFRREMR. BEEL TR,
BRERSR Winbind SSSD Centrify PBIS
RHEL 8 ou=" ou=" ou=" ou="
OU=redhat,0U=LinuxdU=redhat,0U=LinuXD.LOCAL/Linux/redhattix/redhat”
RHEL 7 ou=" ou=" ou=" ou="
Linux/redhat” Linux/redhat” XD.LOCAL/Linux/redhattix/redhat”
Ubuntu ou=" ou=" ou=" ou="
Linux/ubuntu” Linux/ubuntu” XD.LOCAL/Linux/ubulntuix/ubuntu”
SUSE ou=" Linux/suse” ou=" Linux/suse” ou=" ou=" Linux/suse”
XD.LOCAL/Linux/suse”
Debian ou=" ou=" ou=" ou="

Linux/debian” Linux/debian”

XD.LOCAL/Linux/debliamtix/debian”

« B LinuxVDA7.16 2, B LR IPV6, LUTFFRFHMPRENEH:

- YAECEEH Linux Z6E%E, UHERENITENATLUEE L IPve MK T HARRG .

- 7£4f IPv6 MEHAR L Centrify,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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=W

MREHWERL IPV6, HEFMBBWMAYRABEM IPV6 15X, VDA i@ IPv6 [ Delivery

Controller ;3ft. tNRENMKZELGRES IPv4 0 IPv6 BB, %£— DNS IP it pyR B R E Z1ER

IPv4 122/ IPv6 xR,

o WR%EE Centrify AN %, ctxinstall.sh HAEE Centrify . ctxinstall.sh 388X Centrify

RGBT ERMM:

- BMREAEBBASIM Internet TF Centrify B8, TEES M %1THRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

Cent0S: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe

rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers

/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- MZH B RPIREX Centrify B, E8E Centrify REGNER, BRITUTERIE:

a. 7£ Linux VDA BR$383 L 8I# tmp/ctxinstall.conf X (MIREZXHEREE) .
b. M “centrifypkgpath=<path name>" 17,

flgn:

cat
set
1s

/tmp/ctxinstall.conf

“centrifypkgpath=/home/mydir”
-1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—--. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——-r—-r-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r——-r--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
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0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 -install-
express.sh -> install.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install

.sh

12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-
notes-agent-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 3732 Aug 24 2015 release-

notes-da-rhel4-x86_64.txt

4 -r—--r—--r——. 1 root root 2749 Apr 7 2015 release-

notes-nis-rhel4-x86_64.txt

12 -r--r--r--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o WIR%EE PBIS fEAMANER AR, ctxinstall.sh BIZ<ZEE PBIS 24, ctxinstall.sh kB PBIS 24 &/
FiEE .

- BMREAHEPBM Internet & PBIS &, TEREMA1THRAY URL:

RHEL 7/CentOS 7/SUSE 12.5: wget https://github.com/BeyondTrust/pbis-
open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64
.rpm.sh

RHEL 8 / CentOS 8 / SUSE 153 / SUSE 15.2: wget https://github.com
/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open
-9.1.0.551.1linux.x86_64.rpm.sh

Ubuntu/Debian: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS S+ @M ERRA. Mk, BEEK Jopt/Citrix/VDA/sbin/ctxinstall.sh sxfmh
8947 “pbisDownloadPath”, Lg% PBIS ##&H URL.

BRI, BERAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

TR 2. EEEINEEER

EXFFHEMVEIERZF E5 Linux VDA SEEIMAIZITE, FEEH—LEN. RIBERNENTEEEFTAE
HUTER, MREFRIES LBIT Linux T8N, NWERELERES.

&£ Citrix Hypervisor _t it a)EH a5

BT Citrix Hypervisor BYEIR S IhEERY, fEEMNFEIME Linux VM &, =& NTP #0 Citrix Hypervisor &8
RAEERFNE, NBERNHSEMRSERAS, BHESD Linux ERIHRNRZKN#HES NTP B, XMHE
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MERZAENHERY. £FE HM B FTHITERENR.

FEFELE Linux X1ThR S, MREESTHEEMK Linux Rk, HRET Citrix VM Tools, Ea i #E Citrix
Hypervisor B[RS EER E=FE, UKRIFBHE Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1te#p<$iRE 0 8¢ 1:

« 0-BYEIESIHEEERA, BEXARMA,

o 1-WNEESHEERA, BEREMREE,
IR /proc/sys/xen/independent_wallclock Xt FEE, WARZEEHITUTHE,
MRERA, BBEEEZXHEA 1 UEBNEIRSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFEIERRAKAEN, HEEMBHENAEN, EHE [etc/sysctl.conf SXHHRMUTT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBMRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iREE Lo

£ Microsoft Hyper-V L{&&nta|E:5 a0

Z4#T Hyper-V Linux &R Linux VM BT A Hyper-V Bt EIRS ThEERER ENIRIER AT EL, ARRR
SR ARIERAI S, UM —RBALLIIEES NTP ARS,.

MNEERRERGH:
1. #T7 Hyper-V S28EH 48,

2. 3F Linux VM B9i& 8, i5i%#% Integration Services (£RS).
3. HRE%ERE Time synchronization (BSEIFEE).

=

AR
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b A7%S VMware #1 Citrix Hypervisor R, XE#M~RaZRAENERTPINE, M%S5 NTP K4 W%,
Hyper-V BaRE$ AU S NTP BaRS £EH B4,

&8 ESX #1 ESXi LHETiE]F )RR

BRAT VMware BEIFESTHEER, S MFEME Linux VM &, BRI NTP 1SN EERFHZRR DS R4
o NEENHSHMRSERRAS, ERESD Linux BRHHRNRZNSHEHS NTP AY, XMERERZRBEN
BHEIE S .

WMRIFEIEITEE T VMware Tools B9 E#ML Linux WiZ:

$TFF vSphere Client,

#m4E Linux VM 18 &,

£ Virtual Machine Properties (EEil#EM) 3HEESH, 77 Options (G£EI) &M+,

%% VMware Tools,

7£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok w e

$2 3: (¥R Ubuntu 16.04) % OpenJDK 11

£ Ubuntu 16.04 L, @d5EmITHERE OpenJDK 11:

M https://jdk.java.net/archive/ T#Hi&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz n$UEETHREE,
(m3%) Bfrmv jdk-11.0.2/ <target directory> &<LUi& OpenJDK REEZEEIFERH,
iz 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. &fT java -version &< URIE Java BIkRZS,

> wn e

2 4: T Linux VDA #{46)

#%% Citrix Virtual Apps and Desktops F#0iE. BFFHERzMAR Citrix Virtual Apps and Desktops, #AE%
HAGUTHS Linux Z1TARILER Linux VDA &,

HIE 5 223 Linux VDA 348

2 Linux VDA I8 EIF1R, EETUTHL,
xyF RHEL #1 CentOS & 17hk:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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3tF Ubuntu/Debian &17hk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f
<!--NeedCopy-->

AR

EJ Debian X fTHRZE XK ENKRH M, B deb http://deb.debian.org/debian/
oldstable matin 174zl /etc/apt/sources.list x4,

FF SUSE R1ThR:

zypper —i dinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE 6. KB ITNIFE LSS T
AR

EIGEETRIMEZE], BRREBERERAAPRET en_US.UTF-8 XiFHigE, MNRZXFIEEEENIE
ER%HAAA, EETT sudo locale-gen en_US.UTF-8 &%, F Debian, j&E@idBUHE#LE
# en_US.UTF-8 UTF-8 17k4%i8 /etc/locale.gen xt#, #AEiE17T sudo locale-gen

ALA
AR <o

2% Linux VDA B 8J5, A ctxinstall.sh MIZAREEBETIFE, IUERERAHETRTER FIEITIZHS,
AR

T#H.NET Core Runtime (ZizfThIA/NEBiE 27 MB) B, BMRERTGEEERSENN,. BX THHE, &
#& /var/log/ctxinstall.log,

REER:
ERITFoIELE, BEITUTHSHEIE METABNEXEH,
sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->
TR
EARLRFER TEARRRE, BERBUTHELTE, AEHBT ctxinstall.sh,
o CTX_EASYINSTALL_HOSTNAME=host-name -%’= Linux VDA R30I EN R,
« CTX_EASYINSTALL_DNS=ip-address-of-dns -DNS &y |P b,

« CTX_EASYINSTALL_NTPS=address-of-ntps -NTP fR532589 |P it s =T R &R,
« CTX_EASYINSTALL_DOMAIN=domain-name -5 NetBIOS &
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o CTX_EASYINSTALL_REALM=realm-name -Kerberos & #F.

+ CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %% Active Direc-
tory &R A%,

« CTX_EASYINSTALL_USERNAME=domain-user-name -X-REBFANEH; BFMNE,.

o CTX_EASYINSTALL_PASSWORD=password -i5EiHAFANZL; BTN,

ctxsetup.sh IARFERUTEE:

o« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/ DNS CNAME 2357 Delivery
Controller &#F5.

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2f#ti=1& 5 FRH Delivery Controller 22
IREEE (FQDN) 51k LUEF M@ Delivery Controller 53, %A= VigE—1 FQDN 5 CNAME,

« CTX_XDL_VDA_PORT=port-number -Linux VDA ¥:& TCP/IP 5 Delivery Controller &f=,
o CTX_XDL_REGISTER_SERVICE=Y | N -EEshitE#NEREs Linux Virtual Desktop RS,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$ ER & AR EZED &
FBh AR, ERIUTE RS AR BEA Linux Virtual Desktop 1A Fr&mOA (BRiAImO 80 1 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—% GPU &R, EEMKRKLE
BN BREFNEMNLKT, INRi%EET HDX 3D Pro, ME R VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N -i§itBEHEENETAKERTRE (VD) E=RREXZRKERTRE, WF
HDX 3D Pro ##1%, HZEREN Y,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, Ei DNS BRERRH!
AEHIER, MIEE DNS iR Bif. RFFE, FJLUSHIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA # i) DNS X % ¥l LDAP R 528, MR
DNS FEix1R it LDAP RS IER, B LUIRMHUTIE SR LDAP FQDN (%% LDAP i%0) FI&K, a0
adl.mycompany.com:389, MIRAEE, AILUFHIEEN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & 4 Active Directory 15 1R #91%
REXRE# LDAP (40, DC=mycompany,DC=com) ., HiZSE R MEE, TLIETEHEEM (Fl
OU=VDI,DC=mycompany,DC=com), MEFRE, AJUEEIZEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) BR$ 238 2581 AD A HRIEE B,
Linux VDA 325 AD HERES, BERILIBCAIRELUS S 2 RH FAS BRSEBRMTIR, IMFHHS51E AD AR
HPEERMINFHEE. NRMERT EMARSS S[thut, FEA <none> XAFFFHEFTHETH, HEFTEBMRS
ERHIUEAYIRT

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % #*.NET Core
Runtime 3.1 L5 Broker RIBARSS (ctxvda) MR, BHIARRREN /usr/bin,
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+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - s B iEH A GNOME 3¢ MATE =&
FiE, NRKIEETE, NFER VDA LHFIRENEE, B2, NRUTRENEE N MATE, NIXTETEE
%E N mate,

PE =
EA] LB ST T R B Bir21ER AN REIFE:
1. 7£ VDA Lt# SHOME/<username> BER T OIE—1 . xsession X,
2. 41 . xsession XHLURIBRITIRIEE REIFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

Em CentOS £y GNOME £

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHFRIERRHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y |N -E5=mEERE, Z A3 Linux VDA BRSS.
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAimOR 7503,

+ CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @fE8iw0, BAIAIROA 7502,

MBKRIGEEASE, REBRRIZERR, BRTAFPEN. BIFBETEIRE TRESHN, ctxinstall.sh Bz
SIRTAPBMALZE NET Core Runtime 3.1 B95&12,

EERTEAT, BABRTUTHSLUREWFIRTE, AFIETT ctxinstall.sh iz,
export CTX_EASYINSTALL_HOSTNAME=host-name

export CTX_EASYINSTALL_DNS=1ip-address-of-dns
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export
export
export
export

export

CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

B17 sudo <R, BN -E MU EHFRTEECBAC RN shell, RNBNEERIEN S SHME
#!/bin/bash {FHE—1TREIZ shell Bz,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 23



Linux Virtual Delivery Agent 2110

HE, BAIUERRE N RTEERESEH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

$B T: 1517 XDPing

#FizfT sudo /opt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEENELEER@E. BXiF4H
58, E21A XDPing,

418 8: i=17 Linux VDA

B5h Linux VDA:

B Linux VDA BRSS:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#1=1E ctxvda fl ctxhdx RS ZHi, #EE T service ctxmonitorservice stop <Lz
LESMARSTIFER. BN, BRSTIFEFBERBEFLRS,
EFAEGH Linux VDA:
B350 Linux VDA RS
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

%2 Linux VDA BUIRTS:
ERZE Linux VDA BRESBIEBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$18 9: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops H1¢|ZitBEHNE R
BIEITEN B RFAM Linux VDA it B80S I2 51548 Windows VDA 75421, B XA mX S HMEmE
RVIER, ESRCIEITEN ERMERITENE R,

BIEEE Linux VDA it BT EN B RIS SEIE—LLRE, #EiZ3iEFRTH Windows VDA it EHSIETE
BR:

o WTFRIERSE, BERE:

- ZRERERFEN (WFREAZRERMRE),
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- BXERMERFEN 3F VDI EREERTER),
o BEMER—MIENBRFEAMEA Linux #1 Windows VDA HE .
AR

Bk AR Citrix Studio RZ#F “Linux BERS” WIS, B2, %1% Windows Server &ERF RS
BREAZRENFRATEARELZREARMEE, %F Windows SEIRIFRSASKERIERFENER FE
BEtEN— TR R AEE,

e

INRMIBRITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEERRNEIHENE R,

$1% 10: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #1623z {44

BIERZTHEMAFMES Linux VDA itEHAITENIE RMiZES5 Windows VDA HHENLFAER. B XINA5eX L
ESHEMFMRISEE, HSRCIER T H,

BIEEE Linux VDA it B B RV AN <EIE LT BRS:

o WIRFTER AD BRMABEREE, sJUERE Linux VDA it&EH.
o BORWKRESHREIEN (BER) AFRER.
o BEPNERMEFRANEE Windows IHEHNBITENER.

HE:
Linux VDA 1.4 REERAZiFL£HENAER, B2, Linux VDA A% SEM N BIZFERZHAERNITEN.

BXRN@EETEN B RMZATAENES, E2F Citrix Virtual Apps and Desktops 7 2109,

HPEHEER

B ALLER D FEYE B XY A SR E RN R E M 5 | R BB B TEPEHE R

f&EFE SSSD MIANIEK K

SEMANEE AT RS HIEIR, WHEMNT (EHITREITHN, BFRIERS) :

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:
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2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@QCITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

BRI, EHRITUATRIE:

iBfrrm -f Jetc/krb5.keytab &%,

izfTnet ads leave SREALM -U $Sdomain-administrator &<,
7z Delivery Controller Eip&i+EN B R T4H,

i&17 /opt/Citrix/VDA/sbin/ctxinstall.sh,

W
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5. 7z Delivery Controller LoIZitEH B RMZTE,

Ubuntu SE&ZER~KE

BEH=ENSHIIER, BEFTERKETREIEEHRIEDE. hih, ERAMBFAKFAEREN, HTENES SN
BRIKEo

ERRRILIEE, BRITUTIRE:

1. i5fT sudo apt-get update &%,

2. izftsudo apt-get install unity lightdm#&<,

3. @ /etc/lightdm/lightdm.conf s TFT:
greeter-show—manual-login=true

BFHROEER, HidEs Ubuntu SESIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

e
inmMIRERERRENREEREEE R,
BRI, BFHRITUTIRE:

1. E&<1TH, %A pam-auth-update,
2. EERBIIHEES, HiIARE LS Create home directory login (RIEZTERERER).

~ T

| P configuration |

Pluggeble Authentication Modules (PAM) determine how suthentication, suthorizstion, snd password changing sre handled on the systes, as well ss sllowing configurstion of sdditionsl scticas to teke when
ting user sessions

Some PAM module packages provide profiles that can be used to sutomstically adjust the behavior of all PAM-using spplications on the systes. Plesse indicate which of these behaviors you wish to ensble.

PAM profiles to enable
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RIERRDD, BRRELERHEZT dbus H#HiR

/var/log/messages (GZRT RHEL 5% CentOS):

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

&, XF Ubuntu &17hR, MBS /var/log/syslog:

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
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blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user®l-HVM-domU citrix-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

RLARERESHEMET 2EM. MREEPHN dbus FHIREE, BNBNEENEHRFEHER,

SELinux A LB5LE SSHD isiAlEB R

RAPAEUBEIRIE, BRERER.
/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698

-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*%%x Plugin catchall_boolean (89.3 confidence) suggests
kkhkhkkkhkkkhkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%xxx Plugin catchall (11.6 confidence) suggests
KAAARAKRKRKRARAKRAA Ak kkkkhkhkhkhkhkhkkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do

allow this access for now by executing:
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# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

BRI, EHRITUTRE:
1. @ig3d Jetc/selinux/config #1T U TEEAEEZA SELinux,
SELINUX=disabled

2. E¥Esh VDA,

Frp% i Linux Virtual Delivery Agent for RHEL/CentOS

June 21,2022
EERR:

SHFEHMRE, BNEERARMRELMITRERE, BINREENNXNEN, SAXPIFERWFoIRERLL, BEX
ST HE.

$12 1. 73 VDA 2% #% RHEL 8/CentOS 8. RHEL 7/CentOS 7

$% 1a: BiIENKEE

HBREEEHEWREEMS, 0, HH7E Linux VDA EEZE DNS RSS2,

$B 1b: EEEHAE

HHRERIBRESIHENNENS, EFK [etc/hostname XX, FEHNXBEIHENNENSZ,

hostname

H8 1c: AENESEIREMuE

AFREFRIRESITENA DNS 8B Mx LR EHZ (FQDN), EEX /etc/hosts XHFHHILUTT, EEATRD
%8B FQDN MEMNZ:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain localhost4 localhost4.localdomain4
Bign:

127.0.0.1vdaOl.example.comvda0l localhostlocalhost.localdomain localhost4 localhost4.localdomain4
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MR E % B kRt hostname-fqdn = hostname f9ERE 5|,
AR

Linux VDA Z#iR3z#F NetBIOS & ##&kif, Flt, ENBRGFBE 15 NF5.

=] .
eI .

s

QEEFRAFH a-z. A-Z. 0-9 FIIEFH (-). BBRERTHE (). SEMEMTS. INBFREURFILM
PIEFRHFER, HNWERT Delivery Controller E#%.

SE1d: 0EENE

WIEENRBIRERTIERTIR:

hostname
<!--NeedCopy-->

A (OREITENMENS, MAEEETLREEE (FQDN),
¥IE FQDN RERBIEHTLIR:

hostname -f
<!--NeedCopy-->

IteEp <R a1+ B FQDN.

SR le. WERMERTFIRS FIihEE

HiART A2 FQDN H33ig#= 512870 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTERM FQDN & Ping Ri@ LRE—ItEH, BANEEXTR, RGBSR,

S8 1f: EE#FES (chrony)

H#afr VDA, Delivery Controller #1igi= 38 2 BB FALAEHRRIL EXER, & Linux VDA REREMWIEEES
SENREERZ. HTIERRE, SFERIZIZERSKES IYE,

RHEL 8/RHEL 7 BB Chrony PP (chronyd) #1TadshES,
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ficE Chrony RS Ll root AR 514, 4RiE [etc/chrony.conf HAENTiZrEIRSS/FIN—NRSB/ER:
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

FEHREES, MEMAMIREHSEY, MAREEMAHE NTP RSB ED, HNiEFmSE Active Directory 15
EHgsARMm— MRS 2E%E,

MRS HBERIE M server £ 8B, S#EFE IP #hit. localhost M1 AARS s *.pool.ntp.org £H,
REERHEFRBE Chrony g

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$E 1g: =i OpenJDK 11

Linux VDA Z3k7F7E OpenJDK 11, =% Linux VDA BY, B1TRIFERFAKRBIMBEIRE,
HiARR A BB IER:

sudo yum info java-1l-openjdk
<!--NeedCopy-->

e a OpenJDK AIgE N R Ak As, E#Z OpenJDK 11:

sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

$1% 1h: =% PostgreSQL
Linux VDA Z3k7f RHEL 8 Lf#f PostgreSQL 10.5 st Em kR4, &7 RHEL 7 LA PostgreSQL 9.2 SES
kxS,
REUTHRGE:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

IRFERT-ERERSE, WEBLKIERE, FHERSEITEVSME B tigEa%E [var/lib/pgsql/data
TRIBEIBEX . Lbam<7E PostgreSQL 10 19 LHFRES:

sudo postgresql-setup initdb
<!--NeedCopy-->
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S8 1i: A5 PostgreSQL

Eit BB B EIARS LBV B RIARSS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

FERAUTHE<$RE PostgreSQL hs:

psql --version
<!--NeedCopy-->

(IR RHEL7) £/ psql < 1TEARFHIAKIEEREIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEINEEER

EZHEMVEERF £ Linux VDA SEEIMNIZITE, FEEH—LEN. RIBERNENNEEEFTAE

HUTER. MREFEVEM LIETT Linux iT84, NEFEREAEN,

&%E Citrix Hypervisor A a)E):25 a0

BT Citrix Hypervisor BYE|RS AR, FEEMNFEBME Linux VM &, &=&3 NTP # Citrix Hypervisor b
RRBERFNE, NERNHSHMRSEREY, BHERED Linux ERTIRNAZEHES NTP B, XHE

RERZRAEINEERD. THE HYM R THITEREN.

FEFEL Linux RIThR, MREFEITHFEMNK Linux Rz, H=ET Citrix VM Tools, &rT & ZE Citrix

Hypervisor BRI HEER E=FE, UKRRBHEX Linux VM B!
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itbep <R[ 0 8¢ 1:

. 0-BHEARSHEEEER, BAFRA,
. 1-FHEARSMEDRA, TERIULMEIE,

MR /proc/sys/xen/independent_wallclock X#&FEE, MNAREBHITUTHE,

MREEA, FEIMZXHEA 1 UERNEED IhEE:
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sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAER, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHRMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMARLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

7£ Microsoft Hyper-V L{&E i EE:S RH

%7 Hyper-V Linux £AREH Linux VM 5 A Hyper-V B EIR S ThEERER ENIRIEFR LN E. AHERER
SFBTPIAARREIRR S, WO —RBALIIEES NTP BRS,

MEERRERSH:

1. ¥T7F Hyper-V EEBEHI&,
2. 3F Linux VM B9i& 8, &% Integration Services (£mRS).
3. HRE%RE Time synchronization (BFEIEF).

=

AR

te77%5 VMware # Citrix Hypervisor RE, XE#H~=GRaZRAENNERDSIHEE, NGRS NTP ZEH5E,
Hyper-V BfjalE$ TS5 NTP BYEIES H1ZH Eib,

&5 ESX fl ESXi _LHBETiE]EH AR

BRT VMware BEIESTHEER, ESMFEME Linux VM /1, =23 NTP 1B EEEFHEIAR TS R4
o NBENHSHMIRSHFRY, BRESD Linux BRTFNRZRHES NTP BE, XMERERZREN
BHEIRS .

WMRIFEIETEET VMware Tools B9 B Linux Wi%:

$1FF vSphere Client,

4m3E Linux VM &€&,

£ Virtual Machine Properties (E##lE) HEES, 177 Options (G£I) &M+

%% VMware Tools,

7£ Advanced (54) 1, EUHi%ES Synchronize guest time with host (5EHEFEFHAE),

o bk e
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$1% 3: @ Windows &7 0 Linux &34 (VM)

Linux VDA z#5%#E Active Directory (AD) 1870 Linux H &A%

« Samba Winbind
Quest Authentication Services

Centrify DirectControl
+ SSSD
« PBIS

IRIBFMIEN S %, FRIAEBHMITIRME.
AR

73 Linux VDA frg9zssthik =0 AD Rtk ERERIMNAF &, SI1ERAIEEKNK.

Samba Winbind

RERFMAARRGE:
3+F RHEL 8/CentOS 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

33F RHEL 7/CentOS 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

FEiENENERESN Winbind s717#2F  Winbind spiri2E S AECE 1T BB BED:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

B E Winbind 5%3iE  @i2ER Winbind $i+BHE B 1T Kerberos S14383E:
1. BITUTSHS
¥+ RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->

x$F RHEL 7:
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sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Hrh, REALM 2A5# Kerberos $itgi&#5, m domain 21589 NetBIOS &#7,
MRFEEY DNS T KDC RS BMGIHZHE, BB U TR METRNEZEG @SS
--enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig @<REINAEX winbind REXLEBHIEMEIR. authconfig BREHE
MEKRMANEHERTER winbind RS, ATRESHILXEEIR,

2. T7F |etc/samba/smb.conf HE LI T BAMEI [Global] #4974, EBEKE authconfig TR%EM
&R fEE

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (IXPE RHEL 8) #T7F [etc/krb5.conf X7 [ libdefaults]. [realms] # [domain_realm]
o TARMEE:

77 [libdefaults] 29 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7 [realms] BHT:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] HT:

realm = REALM
.realm = REALM

Linux VDA ZEF R &4t keytab Xt /etc/krb5.keytab LT H 33 E Delivery Controller . 8
BRI/, & kerberos method i€ & #3&%I Winbind eliZ2 &4 keytab X,

A Windows 13 &avigiiz g8 Air] AR, B EXNAEEETFITENRMENIE Active Directory Bk
Fo

RHEL 8:
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sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#F, user 28U ENFMEIRAEBF,

77 Winbind &2Z PAM  ZRiAER T, Winbind PAM &R (pam_winbind) MEE RSB Kerberos ZiEEEM
FTERMENE, 1TFF [etc/security/pam_winbind.conf, #7f [Global] #4%9 FHMIEXRUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBRE MREFNEMFES S. XEBREREFHBE Winbind FiFigR:

sudo /sbin/service winbind restart
<!--NeedCopy-->

e

{LHBNANGE, winbind SPEFAF RIARIFET,

17 [etc/krb5.conf 335 [libdefaults] B TAMUTIREM KEYRING B2k FILE 38:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wik R &1 Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory
B MHENXNR.

i&1T Samba 1 net ads S WRIFH BN E2EEMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L RIEFSMIEM T BN RESR !

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos .28 HTHifR Kerberos BEEHELE AT S Linux VDA BR&ER, IBRIERS keytab XH2H
BRIRHEAENER:
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sudo klist -ke
<!--NeedCopy-->

¢ EREMEFREMEBREHASTTANERTIR, B17 Kerberos kinit &<, FERXLEREAREITHER
BT ENBS 5!

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABIRUTIEERAS, RS (§) BAEARMML (\) #1TEX, URERE shell Hig, EFLEFEHR,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEM. WRILHSRINGTT, WREERERREL,
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERUTHLRETENKAFRES:

sudo net ads status
<!--NeedCopy-->

WIEAASMIE A wbinfo TRXIEREaIARKIEBAAFHS7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 5&, MR Kerberos §ugi&#. 33F bash shell, #AERF—MREMIITRAMT (\) FRI#H
THEX, HLRE—FMINFEKE S
EI0IF Winbind PAM 2 BB EHEE, EERUAKRERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BB R Gnome 5 KDE $2HI 8 W AT AATSMBINL, E#ITEMANIERSRSEMITSE 6. %% Linux VDA,
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Quest Authentication Services

EigiEsI2s AR E Quest  REMLEEE Active Directory 134128 EREHEE T Quest #F, MABKEBFEEN
IR, BNTE Active Directory B ITENITR,

AFFHAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

1. 7£ Active Directory AFPMITENERIEE&H, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix if) &EBF.

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BALFHABAANA 1D,

=

E

XEGARSTFIREEAR, UEMIUERERG. RDP. SSH siE M EMITZHIHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRAR T % BIA RHEL IRBR38HISEHE SELinux, LL32FITHAESR RN Quest A/ Unix 1
E1ZF IPCHIH, HEIEARER.

ORI BN REENSEZZZMA SELinux. L root AR &1, 4iE [etc/selinux/config H#5=4 SELinux i&
=

SELINUX=permissive
B EREFH BT EN:

reboot
<!--NeedCopy-->

HE:

BEEFERALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root BFRME MM
F 2t

foE VAS SFiFiEF WS AT Bah4ET Kerberos ZiRThat, HMBRASMHINIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->
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LA EITIERRIR A O /NBY (32400 #), BENELEAIARY 10 /MNEIBEGERRE 1/, BEZEEGARRENR
4% LigBRENE,

FE PAM f1NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 /A Quest vastool &% Linux it&#LINAZE Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIFITEMMA Active Directory HHE @IS AF. domain-name 73 DNS Z#7, £ exam-
ple.com,

BIEEM A SR Delivery Controller 2kFi%E VDA it##l (Windows #1 Linux) #Z7£ Active Directory &
B—MIHENXNR. BIE Quest AR Linux itENZEMLFEH:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
WRITBENEMNE, <SRBI E, MRITEVRMAEEE, WsERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFP BHWIE EIRIE Quest BTEEMRET PAM ST A P BT BRI, BEERURIRERIIEAF KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFRE R id -u 55<$3RER UID g1 TRA Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:
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/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BE#ER Gnome { KDE 125 8 A LURITIRMBINIR. B TEIMANBIEGHSEMITSE 6: %% Linux VDA,

Centrify DirectControl

A Windows 33 %% Centrify DirectControl Agent /&, &%/ Centrify adjoin @&<% Linux it&#l0
A Active Directory i3:
sSuUu -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user SEABEREITENIIA Active Directory 14 Active Directory . domain-name 2% Linux
TTENIINRIRIE R B o

WiEERE &1 Delivery Controller kFiE VDA it&#L (Windows # Linux) #BZ7£ Active Directory &
B—MHENINR, WIE Centrify AR Linux BN EMFiEH:
Su =

adinfo
<!--NeedCopy-->

I53F Joined to domain EEEBEM LUK CentrifyDC mode 2FiR[E T connected, SNRERMARERIIRE,
MZRPA Centrify FPimB 2l 7 RS 2EZE R F D W0 R,
FRUTHSAREESENASKMIZHES:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos IR H9EE,

adinfo --test
<!--NeedCopy-->

TEBTIHINANRIEESEMITS B 6: 2% Linux VDA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 42


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2110/installation-overview/redhat.html#step-6-install-the-linux-vda
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2110/installation-overview/redhat.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2110

SSSD

MBEERAKE SSSD, BRI hAIREEHITIR(E. EDEESHEXNME Linux VDA HHEHIA Windows
ERHBA U K ENEIACE Kerberos B4 RIEMNIES.

272 RHEL #1 CentOS Ei&E SSSD, BHITUUT#E:

ok w e

IONIEFH B EM keytab
%8 SSSD

BF SSSD

39iF Kerberos EBtE
WIEAPF SR I0IE

MANEFHEIEEN keytab  SSSD HRREATFTMNHMEE RS keytab X489 Active Directory E P ixIhEE,
RIS AR adcli. realmd 8 Samba,

AEHPABEHRNNE RHEL 7 #1 RHEL 8 8 Samba # adc 11 A%, 3F realmd, iE£iE RHEL 5 CentOS X
. HIEERE SSSD Z M iTiX B I,

+ Samba (RHEL 7):

TRAENARREE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EIEWECE T LUTXHE Linux ZFIEE:

- /etc/krb5.conf
- Jetc/samba/smb.conf:

HitENEE Samba 1 Kerberos S14I%3iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Hreh, REALM 2K 5 Kerberos $itsi&#:, domain 2 Active Directory i#9f&%E NetBIOS &#r,

AR

AXHHIEEEATRIE. PR, RIFERM AD EitEHEE Kerberos.

SNRFEET DNS &k KDC RSB BMMAZM, ER U TR METRNERImAIas<

--enablekrb5kdcdns --enablekrb5realmdns
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fTFF [etc/samba/smb.conf H LU T£BHMNZ [Global] 549 T4, BEKE authconfig TE4RLAY
B fem:

kerberos method = secrets and keytab
winbind offline logon = no

M Windows i, igHREIzHI2R AR, MBZREEINEITENRMER Active Directory FAFIKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AE# Kerberos $ils&#, user EERUGIHENFMAIEEEF,
+ Adcli (RHEL 8):
REREMFAERGE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Hi+ENEE Samba 1 Kerberos S14I%3iE:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

17+ |etc/krb5.conf 3 7E [realms] #1 [domain_realm] 282 FHN& 8 :

7z [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 24 T:

realm = REALM
.realm = REALM

A Windows i, iERfRgIzHI2E eI AR, MBZREEINEIHENRMENRM Active Directory FAFKF,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AE5# Kerberos $isi &k, user 2EMUSHENRMEIHAIEAF,

%8 SSSD 18E SSSD WA BT

« BEEIT sudo yum -y install sssd@<7E Linux VDA E=% sssd-ad 4,
o WEFH (I sssd.conf) #HITREER.
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o 25 sssd RS,

RHEL 7 89 sssd.conf B2&R=f (R LUIRIEEEFRIMEFIMNGER) :

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

#% ad.example.com. server.ad.example.com i NHENKIE, EXIFMES, BB sssd-ad(5) - Linux
FHM DT,

(1XPR RHEL 8)
T7F |etc/sssd[sssd.conf 3 7E [domain/ad.example.com] 9 FHRIMUTRE:

ad_gpo_access_control = permissive

full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%

3t sssd.conf i& B X EFRA AR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf
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/5 SSSD RHEL 8:
BT TFas< UBA SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

RHEL 7/CentOS 7:

A authconfig /BA SSSD, %% oddjob mkhomedir LifFEER6IES SELinux #&:
authconfig --enablesssd --enablesssdauth --enablemkhomedir - -update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

1iE Kerberos itE WiF& 4 keytab X 2R EIBRHBEBERMEHA:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEZREEREFASRANERYIR, BT Kerberos Kinit &<, UERXERHARGIEH R0
BT ENBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMURZHBTIEERAT, RS (§) BAEARKAT (\**) #TEX, UERE shell Hit, ERLIRE
#, DNS &5 Kerberos {UH B TR, EHRERMABM. WRILHSHINET, WA2ETEFKLH,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

BItAFPSMRIE £/ getent S SHIAZFNERBI LR NSS BE (!

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 EERREE. IRFEEAZ—HEREN, HEERA getent s #H1THIE,
SFFHNERBWT:

o EELFERLZF: DOMAIN\username
« UPN: username@domain.com
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o NetBIOS s1&#&=: username@DOMAIN

05 SSSD PAM IR B EIEMELE, BFERAMFIRERIEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEH$IREM uid BIE TR Kerberos EiREE X!

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

BIEFAF R Kerberos RIREFHHNRIBREEMARITH,

klist
<!--NeedCopy-->

TEBTIHINANRIEESEMITSE 6: 2% Linux VDA,

PBIS

THEFER PBIS R4+& 13, ¥F RHEL7/CentOS 7:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/

pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

30, 3¢F RHEL 8/CentOS8:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

&£ PBIS RERIAEIAIT B0, ¥3F RHEL 7/CentOS 7:

chmod +x pbis-open-8.8.0.506.11inux.x86_64.rpm.sh
<!--NeedCopy-->

540, ¥+F RHEL 8/CentOS 8:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->
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iz1T PBIS R&HIA i3, x3F RHEL7/CentOS7:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

a0, +F RHEL 8/CentOS 8:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 13 &avigiiz e84 Ain] iR, i1 BESNAEEEIEITENRMENIEN Active Directory Bk
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user A HRF I B A Active Directory iH 891 i P domain-name Ji5# DNS & #f, #10 exam-
ple.com,

R E¥% Bash 8B AZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikgm R & Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
E—MENNR, WIEMAT PBIS 8 Linux i+ B2 S M Fid+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMAE MK, S RREEXHFIMAN AD 5 OU WiERS. &N, RETENSZ.

WIrTAR BHMRIE EIE PBIS 2F8EM5iEiY PAM ST E R # TR R, EERUIRERNIZRPKFARER
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u 5$:3&EH UID gIE T A Kerberos EiREE

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHESHITS B 6: 23 Linux VDA,
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S8 4. REXEW4.NET Core Runtime 3.1

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#iBA%REE.NET Core Runtime 3.1,

%% NET Core Runtime 3.1 /5, i517 which dotnet <& EREITIIRZR,

RiEas <ML, 1&E.NET Core Runtime Z#&IXHIER. FIa0, MRe<LHH N /aa/bb/dotnet, & /aa/bb
ER.NET Z#FIXHF R,

S8 5. T Linux VDA #i{+

%2 Citrix Virtual Apps and Desktops F#itimE, BFEEAR4H Citrix Virtual Apps and Desktops, AE®
FAHLUTHS Linux Z1TARICER Linux VDA &,

HI% 6: L Linux VDA

AILRIT R T EIMRIBIM MR LTSR iRAARINE T,

RITEMRE

1. (FI3%) #ENEIRkRA
INRLRE T IRFEAIBIF MR LTSR i Z SN RHRRR A, BT RRHThRAS Z A HEI%,
a) {21k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

AR
#7121k ctxvda # ctxhdx BR$3 286, 155517 service ctxmonitorservice stop &< LUE
SRS FIFER. B, BMRSTFIFEFEERBHEFELNRS.

b) E#EHHHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->
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BnTH<, RERETERE; &, WATLUE [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
ME RS,

2. F# Linux VDA #&a

#%% Citrix Virtual Apps and Desktops F# &, BFMERAAR Citrix Virtual Apps and Desktops,
ARERTHAEUTHS Linux Z1TARICER Linux VDA &,

3. %% Linux VDA
o A8 Yum &% Linux VDA {4
3+F RHEL 8/CentOS 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy—-->

33F RHEL 7/CentOS 7:

sudo yum ‘install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o fFf RPM R4+ 0 583 RE Linux VDA Bk, TR, EATHRRRLUT ARG :
34F RHEL 8/CentOS 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

33F RHEL 7/CentOS 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8/CentOS 8 9 RPM ki«
gt5-qtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6

java-1ll-openjdk >= 11
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icoutils >= 0.32

firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8

dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8

dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4

1ibXpm >= 3.5.12

libXrandr >= 1.5.1

libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9

cups-filters >= 1.20.0

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

51



Linux Virtual Delivery Agent 2110

ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy—-->

RHEL 7/CentOS 7 19 RPM kil
gt5-gtbase >= 5.5~
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
TibXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2
motif >= 2.3.4
pam >= 1.1.8

util-Tlinux >= 2.23.2
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bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9

openldap >= 2.4

cyrus-sasl >= 2.1

cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy—-->

AR
BXILARAE Linux VDA £ Linux Z17hRH Xorg A5z, BERIRRAERK,

£ RHEL 7.x E%% Linux VDA 3, izfT sudo yum 1install -y python-websockify
x1llvnc &%, BREFI%E python-websockify #l x11lvnc LUERSIEEFNEE. X
HHER, BBRERXRIE,

AEIMERE
AILAMSERTBOR R ASF LTSR RRAARINE L L.
AR
ARMERERES [etc/xdl THEREXH, EHITHRZA, BESYBEHXLE M,
o EEA Yum AREHVIRMG, BRITUTERME:
31+ RHEL 7/CentOS 7:
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sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

. B RPM R OB BEAREHMG, HRTUTRAE:
%tF RHEL 7/CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
MREFERNE RHEL 7, BS4EETERARGSETRUATTE:

1. 58 17 Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31l/root/usr/bin/"--force Lli& & IE # 89.NET Runtime &

P
Zo

2. EFEE) ctxvda RS,

BHE:
ARG REFHEE Linux VDA i+81.

$I8 T: =4 NVIDIA GRID Rzpigrr

B HDX 3D Pro ZERITEIMIRES T, LUTEEMIIERZRF VDA it B L RE L ENERRIERF.
ECE L TMIRE:

1. Citrix Hypervisor
2. VMware ESX

RIEFMENEIMN EIRERT, RIATRBRITIREE.

Citrix Hypervisor:

EB IR AN B anfafE Citrix Hypervisor EREMEE NVIDIA GRID REhiER.
VMware ESX:

BERBAIEETESNESHITRIE, 5 VMware ESX REMAEE NVIDIA GRID ERahigr.
VDA it &#l:

RBXLESBE RS Linux VM BERNREMNREBERHIZRF:

1. Fre4#, EHR Linux VM E%iF,
2. 7£ XenCenter &, #4F GPU Ei@#E{sI GPU HFIME VM,
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3. B/ RHEL VM,
EEEITENLUER NVIDIA GRID IRapigR, BETUTH<:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

3E¥&H8 Red Hat Enterprise Linux s2i4f iy B =% NVIDIA GRID IR&1fER.
AR
R4 GPU IRzhizrpiial, AEMNaEERIAER (no).
BE:
ZBA GPU BEidle, T:x2BiEid XenCenter ifial Linux VM, M SSH #1T&EE,

nvidia-smi

o e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
Rt et e LT o e ————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
‘===============================+======================+======================|
\ 0 Tesla M60 Cff | 0000:00:05.0 Cff | Cff |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
e e Fmm e e e +
e e e e +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage
=============================================—=============================== |
| No running processes found |
+

NEFRFRIEBIERNEE:
etc/X11l/ctx-nvidia.sh
B AEOHERMZLMIETHEE, BEEEXH NVIDIA ¥, BEREFLNE, E%E “GRID Licensing Guide.pdf

- DU-07757-001 September 2015” /= @XI4HITIE(
$1% 8: EE Linux VDA

RERMGEE, BIETT ctxsetup.sh HIZREZE Linux VDA, HATEMERZ A, ZHAELWIEINE, WERAE
RMPERERE, WMALE, FJUBNERNETZHEALUENRRE.,
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AR R FENEITHIZA, thal LIRAMCEENIAN B STz, HEUR(FRT, BERZMANTEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RECE

BITaRTEMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BmicE

BEREN, BIMREERMREMAFIFENED. NRFAFENMELENEE, WEAFIRTEREERAER.
SENIFIRTEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA %#%ff DNS CNAME i25#5% Delivery
Controller &, ZNBERTIEEN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tEH=1& 5 kR0 Delivery Controller &2
REEE (FQDN) 7IRUAT® Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP in O (ERIA RO 80) 5 Delivery
Controller &=,

« CTX_XDL_REGISTER_SERVICE=Y | N - =&zt B#EREE Linux Virtual Desktop iR, BRIAERT,
ZEKEAN Yo

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop AR ER s iFE N\MEEZE LR
Gibh g, ERIUTERSGFA A& BEIA Linux Virtual Desktop s TAFREIRO (BiARiHE 80 #1 1494), 2k
INERATIREA Yo

« CTX_XDL_AD_INTEGRATION=1|2|3| 4|5 -Linux VDA ExRfEF Kerberos 2 &i& & @ Delivery

Controller #1785/ 3iE. Kerberos EEERIER S LB LREMEEER Active Directory ER T EME, 15
EEEHBZ IS Active Directory &5 74:

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS
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+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRAREFNEMLKT, NRiEET HDX 3D Pro, ME AR VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - i+ BHEE AN EARER[IER (VD) F2EABHEZRAXTEE, WF
HDX 3D Pro 1%, BT 2iEEAN Y, BIAERT, LE2IREA N,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA ;&2 DNS %3 LDAP fR$325. 3% DNS £ RERIRF
AARMEE S, FAEE DNS i Z#f. BRINERT, HWTEIREHN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z if) DNS 3k &£ Il LDAP [R5 28, MR
DNS T i&#R# LDAP RS IER, TR LURH U= 2 RH LDAP FQDN (%% LDAP #%0) 5K, #I0
adl.mycompany.com:389, ZIAERT, LWEZIEEHN <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&i¥ i& & Jv Active Directory 13 1R #9 12
RHERZEW LDAP (40, DC=mycompany,DC=com) ., RNIEEE R, TUIEEEREM HIa
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -BX& 5 RIEARS (FAS) iRS 2B 2Eid AD AREREMN,
Linux VDA Rz #F AD A58, BIETILIBAIREIUS S 2RI FAS lRS2/MFIR. IRFHMSTE AD AR
PEENIRFER. NRMIRT TMIRS S, EFER <none> XAFHHRIEFZATH, HEREBKRS
FRHIUEAVIR

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % .NET Core
Runtime 3.1 LIk #FrAY Broker RIBARSS (ctxvda) MR, ZRIAKIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5t EE&1EH#E A GNOME 5 MATE £
R, WRAIEETE, NEAR VDA LLHFIRENETE. B2, NRYZENEEmA MATE, MLHRELE
{Ei%E 7 mate,

EE
ER] LB ST T R B Bir=IER AN REIFE
1. 72 VDA Lt SHOME/<username> ER FeIE— . xsession X,
2. B4 . xsession XHURERITIRIEE REIFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session
fi

Em CentOS £/ GNOME £&

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then
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export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHRIERAHE 700 XHNIR.

+ CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &g, 2T BE5 Linux VDA RS, BRIMERT
KEA Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - AF 10 Citrix Scout WEZFHO. BiAimOr 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @m0, BRIAwOR 7502,
REWRTEHETIEEM A
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 58



Linux Virtual Delivery Agent 2110

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBARRTEEXBLATLZNT shell. HMNBWEEAFENHSHME
#1/bin/bash {FRHE—1TREIZ shell Bz,

FE, BAIUERR R IEEMESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MFRECE Bk

HERLEBET, EJRFEMR ctxsetup.sh A ECEFRMMAIERL, BFEH Linux VDA B4,
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HEIR(FRT, BEBRLMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MpsECEERL

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
A= MBIREIBRFRrE BB 2R, MMME Linux VDA TE[ER.

ERERT

ctxsetup.sh 1 ctxcleanup.sh iz 2 #ZEH A LEREIR, HABEMEESANEE HEXH [tm-
p/xdl.configure.log:

EF BN Linux VDA IR, HREREM.

S8 9: =17 XDPing

#iE17 sudo /opt/Citrix/VDA/bin/xdping Ll Linux VDA FiB%7EE NERENE, 4%%MA
{58, B8 XDPing,

$1% 10: iz17 Linux VDA

5/ ctxsetup.sh BIAFRE Linux VDA /&, BILUETA T an<3RizH Linux VDA,
% Linux VDA:
& Linux VDA BRS3 :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
{Z1k Linux VDA BR3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->
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AR

=1k ctxvda # ctxhdx fREZ#1, 1Ei5fT service ctxmonitorservice stop &<LUE
LIRS STIFIER. BN, BURSTFIFERRERBHEELENRS,

=250 Linux VDA:

E#Esh Linux VDA RS
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA 9IRS
ERE Linux VDA BRSBIEITIRE, EHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT EN B RAMAM Linux VDA i+ BRI 2 5%4%8 Windows VDA A& M. BXINAIEMXLEESNEME
Ve, FEECIEITEN ERMEETENE R,

BIEES Linux VDA it BT EN B RINSEIG—LLRE], #1523 FRTH Windows VDA i+ B SIETE
BR:
o XTFIRERY, FIER:

- ZRERERFEN NWFREAZRERTRE),
- BRIERERAED (WTF VDI TAKERMER),

o BENER—MTENBRFREMEA Linux 1 Windows VDA it+&#l.

=

AR

SHARRACH Citrix Studio R#F “Linux BERA” #UES, B, %1% Windows Server 2{FRATARS
BREAZETNFRATEARERZRERMEE, %F Windows SEIRFRAS KERIERFENER FE
BEEN— TR MEE,

e
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MRBERTENERBEEFRIA Active Directory 18, NZMERItEN, AEBEERFNZIHENER.

$18 12: 1£ Citrix Virtual Apps =% Citrix Virtual Desktops F18/7232 {34

BIERFAMARMES Linux VDA itEHBIHEN B RHiZE S Windows VDA i+ EH/LFERE. BXINETEMIXLE

ESHNEMFAEIRPA, BFSEEEZ T,
81248 Linux VDA it BB RHZTAN SEIRIA T RS

o WIRFMER AD BRAABEREE, sJUERE Linux VDA itHEH,
o BEMATRESHIIEN (ER) ARER.
o BENERMEFRRAEE Windows iHEHNHITENE R,

BE:
Linux VDA 1.4 RESRASIF LN AIEF. B2, Linux VDA RZiFEEmMMN BIEF T4 HEREINITENL.

BXRUAIETETERMNRGANES, SR Citrix Virtual Apps and Desktops 7 2109,

Foh=# Linux Virtual Delivery Agent for SUSE

June 23,2022
BEERT:

MTFEHRE, BNEEARMTRUHITRER R, BNRRENNE], SEAXPIFRNFHREMELL, BF
%q:tljfﬂo

TEL: £ETE
S l1a: 25 YaST T2

SUSE Linux Enterprise YaST TERAFRERARNITA A EENEE,
BEhEFXAR YaST TR
su -

yast
<!--NeedCopy-->

ZEshETF Ul B9 YaST T8, ERITUTRE:
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sSu -

yast2 &
<!--NeedCopy-->

S8 1b: EEWKEE

UTEIHNE T IMEERE Linux VDA EANSHMELILENRS. WEREED YaST TERTT, MARERAEM
A%, g0 Network Manager, UFBBANBHEEMAET Ul 89 YaST TAMNER, ol IERETF XA YaST
I8, BSMAEHEERRE, WHASCRIENE.

ECEEHR4 DNS

1. BarEF UIAYaST IT&,

2. BERSL, AREENKRE,

3. 1XPR SLED 12: 7£ Global Options (£/:%1) %I+ L, ¥ Network Setup Method (M4Ei&E 7 7%)
B Wicked Service (Wicked ARS3).

4. $T7F Hostname/DNS (F#1%/DNS) %I+,
5. % Assign Hostname to Loopback IP (&3if[E IP SEENR).
6. BHi%H Change hostname via DHCP (iid DHCP EXENA).
7. 3&#% Assign Hostname to Loopback IP (&3if[E IP 3 EEHR).
8. 7f&e% DNS ELB e B E X RIKIED,
9. REUTHE, URMENNEZIZE:
o EHE - HMNITENA DNS EHE,
o - FINENA DNS 5E,
o BARSS2E - A0 DNS ARZ52869 P Hitit, 3@ 2 AD iiEhI2sf IP st
o IHIEZRFIK - A0 DNS 153,
AR

Linux VDA ZigiR3z#F NetBIOS &k, Hlt, EHMBRGFED 15 MNFF.

e

QEEFRAFH a-z. A-Z. 0-9 FIIEFH (-). BBREATHE (). SEMNEMTS. ENBREBURFF LM
LIEFRLERE. EMNtERTF Delivery Controller 4142,

#H%HE DNS 257 SLED £, BASBASBASZIE DNS (MDNS), MXA4ELSHEMMBIFERR—8. B
IMERT, SLES EskEA mDNS, HEitTEFmMiRiE,

=2 E mDNS, ERLE [etc/nsswitch.conf HEXE S U TRBHNIT:

hosts: files mdns_minimal [NOTFOUND=return] dns
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B

hosts: files dns

OEFHE RIEFHNRRESSIERTLIR:

hostname
<!--NeedCopy-->

AL (OREITENMENS, MFEEETLREEZ (FQDN),
3IE FQDN IRERBIEHTLIR:

hostname -f
<!--NeedCopy-->

IteEr <R El+ B FQDN.

REZTRAFRSAIAEME  HIART LAY FQDN H33igi=%12870 Delivery Controller #1417 ping 1&/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTERM FQDN & Ping Ri@ LIRE—ItEN, BARERXTR, RGBSR,

#% 1c: EE NTP IS

4371 VDA, Delivery Controller Atz #I8 2 EMBY AL BREIS ZEXER, 1§ Linux VDA RENEMN TS
SEEIHREAT. TR, RIFEREENTP RSRESNERS. Bl NTP QETERSF—LBH.

%1F SUSE 15.3 71 SUSE 15.2:

1. ExpEF UIM YaST TR,

2. EEWEIRSS, AGi%EE NTP iRE,

3. 7z Start NTP Daemon (=) NTP sFiPi2R) 285, %#% Now and on Boot (II7E%35ISHY),
4. NERBREEDS.

5. RIBFEFMNTP fRES28. NTP IRESEEIEETE Active Directory igizilas .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 64



Linux Virtual Delivery Agent 2110

6. 7£ /etc/chrony.conf RFRREGEFRUTIT (WIREME).
include /etc/chrony.d/*.conf
w18 chrony.conf /g, E#Esh chronyd RS

sudo systemctl restart chronyd.service
<!--NeedCopy-->

xfF SUSE 12.5:

1. #T7F YaST 89 “NTP Configuration” (NTP E2&), #A/5i%#E General Settings (Hi#igE) %M+,

2. 7£ “Start NTP Daemon” (=Ezh NTP F#P#2F) #4, %+ Now and on Boot (I7EX%35ISH).

3. wWR7%=#E Undisciplined Local Clock (LOCAL) (Erastifdsh (LOCAL)) I, 3EZFi%T, AfG% & Delete
(FRIBR) o

4. g% Add G&Ri), FmM— NTP fRE285%E.

5. i#%&$% Server Type (AR52338Y), AAFEE Next (T—%).

6. £ “Address” (tifit) FEXHEAN NTP BRSS23H DNS &7, LIRS EHILETE Active Directory =38 L.

7. % “Options” (#£I) FEFRFRE,

8. i Test (Mik) I8 NTP RS2 S RIIAIA,

9. EHEEMN—RIITAOF—EHEE OK (FAE) REEX.

=z

AR

xfF SLES 12 327, NTP spir#EFrae=RE SUSE £5 AppArmor REEE xHN— BB m LA B5h. &
BEBRARTHEMES.

S8 1d: 2% Linux VDA k#3146

AT SUSE Linux Enterprise # Linux VDA &K F LU TR

+ Postgresql10-server 10.12 S{E= A

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 s{E & kR4
+ Cups 1.6.0 AE=HRA

« Foomatic 27828 3.0.0 S E=MRA

+ ImageMagick 6.8 st &= A4

ANTEfEE  ATLUM SUSE Linux Enterprise #1474 TA® (SDK) ShikER—LeFHHH4 6, Bl PostgreSQL
1 ImageMagick, BFRENXLEDG6, B YaST 700 SDK =%, & TH SDK &, AEFERUTHS
TEA TS

sudo mkdir -p /mnt/sdk
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sudo mount -t 1509660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

Zit Kerberos £ &t Kerberos i, 1 Linux VDA 5 Delivery Controller g S2Ei3X & &9 303 :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P IGECE k¥ TFR{EMA R Active Directory /A%, IR TEMRA,

%% OpenJDK 11 Linux VDA Z3k7#7 OpenJDK 11,
ERE OpenJDK 11, EEBETU TS

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

%% PostgreSQL  7£ SLED/SLES 12 th, RELITHEFE:
sudo zypper install postgresql-init
sudo zypper install postgresqllO-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IERFRERTREESE, WERKEIBERS, HHR PostgreSQL TitEHEmBEh:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BUBREXXHIT /var/lib/pgsql/data.

MFrFEE ERETHEXRGENERT, SITUTHSURRREFNZER SDK FiEEMIEREA:
sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->
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S 2: AR EERZFES Linux VM

EZHHEMVEERF £ Linux VDA SEEIMIIZITE, FEEH—LEN. RIBERNEMNEEEFTAE
HUTER. MREFEVEM LIETT Linux iT8H, NEFEREAEN,

&%E Citrix Hypervisor A &) [E):5 a0

MRBAT Citrix Hypervisor BflalEF IhaE, MESMFEHME Linux VM 1, 2% 8 NTP #1 Citrix Hypervisor
HEZREERANH, HERNHSHMRSBRARASL, 81 Linux EFRTRNRZEHETLAS NTP BE, X#
ERERZAENNERS ., THE HVM EXTHITEAENR.

FEEL Linux RITARF, MRIEEEBTHFEME Linux B, F#=&E7T Citrix VM Tools, &ErI U E Citrix
Hypervisor R $INEEREHFE, UNREEREAE Linux VM RiEA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1HEp<$iRE 0 8¢ 1:

« 0-HiERFPIEERH, BXHER.

o 1-EESIHEECRA, TERBEMIEE.
R [proc/sys/xenf/independent_wallclock SXER7ZE, WAEEHITUTSE,
MRERA, BREEZXHEAN 1 WA IERESIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BFERERRAKAER, HEEMSHENAEN, ERE [etc/sysctl.conf SXHHFMUTIT:
xen.independent_wallclock = 1
EIEXLEN, BEMBRS:

reboot
<!--NeedCopy-->

BEfEsE, RIEERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<iREE Lo
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7£ Microsoft Hyper-V L& S8 E:F R

%7 Hyper-V Linux £pARSSHY Linux VM RIRZA Hyper-V Bt {ElEH ThEERE A ENIRERFRETE, ABEFRER
SRR S, E—RBALIEES NTP RS,

MERIRERSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. M{FEi%#E Time synchronization (FfEREY).

AR

b 77%5 VMware # Citrix Hypervisor RE, X#E#H~=GRaRAENNERDP IR, UES NTP LM,
Hyper-V BS{alRFZ IS NTP B EIES HEHE b,

&8 ESX f1 ESXi LHETiE]FF A

WMRBAT VMware BEEZIHEE, WESMFEME Linux VM B, B2RH NTP MEMN EEEFHEREAS
RGN, NERNMSHMRSETRAS, BEREDT Linux REFHNRZNSS NTP B, XMERERZAEN
BEIE S

WMRIFEIETEET VMware Tools BIFEE#ME Linux RiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

$1% 3: @ Windows 1770 Linux gEZ#4#1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux i &8I %:

» Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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} =r

AR

73 Linux VDA shgyzsititk =0 AD etk A ERERNAF &Y, SIERIATESAK.

Samba Winbind

N Windows i, {ERUSiEHISS MR AIIAE, MEGSHKREEENETENRMNEER Active Directory P ik
Fo

1. B5hYaST, EEMLRS, AEi%ERE Windows 5/ 5 519,
2. HITUUTENR:
o gL T1ELRIE A Active Directory iR FRIIRITHIZZAT IP #hhk, HFREBAKE,
« % Also Use SMB information for Linux Authentication ([E8f} Linux 53R SMB
580
« % Create Home Directory on Login (EERIBIZEER).

« % Single Sign-on for SSH (Jy SSH FRBEER),
o MRk Offline Authentication (Bi#lS{1383E), %S Linux VDA F3#%&.

3. BERE, MRBRREZLERHEE, FLE Install (%),

4. MRHLEFITHIZE, WSAREERDEMNE, BER.

5. HIURTE, BABIOGTENMIZIENEBRNEE, AESEE OK (HBE).
6. ISR R—FHER, REBRIERD.

7. WMRBTRELEFL samba 7 krb5 #tf1, E&T Install (%),

YaST AIgER WA EBE A REEN R BN S — RS, BIIRNEERBITEN:

su -

reboot
<!--NeedCopy-->

{2 PR SUSE 12: {&%7 Kerberos £iEEEZZ# SUSE 12 B34 B\ Kerberos SR EEZRXIMMMTCMNERN
FILE:/tmp/krb5cc_%{uid} E%4 DIR:/run/user/%{uid}/krb5cc, X< DIR &7F /5545 Linux VDA R
®E, WIAHITFEHER. L root BRE1Y, 4iE [etc/krb5.conf H7E [libdefaults] 289 FTHRMUTIZE (MIR
BRIEE)

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
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Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
B MRS,

iz17 Samba i net ads <RI ENEETEMAL:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMYEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos itE 7 THiff Kerberos BIEMREEENAIS Linux VDA BL&fEH, BRIERS keytab XHRR
BRIEHEEENER:

sudo klist - ke
<!--NeedCopy-->

IS BEREMEERZMEBRREAHETRNERTIR. BT Kerberos kinit &<, ERAXLEFRHmINEH 281
I ENR S5 :

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U B#AR, BWRERTIHEM. MRIHSRINET, WRRERE@HL,
ERUTaRLIIETENKAE TCT RIEEERF:

sudo klist
<!--NeedCopy-->

ERUTHRLSRETBEIKAIFAER:

sudo net ads status
<!--NeedCopy-->

WIEAFSMRIE A wbinfo TARIERS A RINIIERAFHNSH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD 5, AR Kerberos (& #R. 33F bash shell, BFERS—MRIMIITRFUT (\) Frv
TR X e <REl—F AR BOHE o

ZIE Winbind PAM AR B EEWREE, 15ER URIRERIEAF KA ESR Linux VDA,
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ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

BIERE R id -u 5$REM uid I TIHA Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

IEA P Kerberos EREEFHTHNERETENERITE:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BE#ER Gnome g{ KDE 1251 8 A LURITHRMBINIR. B TEIMANIEREHSEMITSE 6: 2% Linux VDA,

Quest Authentication Service

i HlsR LACE Quest  {REEEE Active Directory iiizhgs LR EHEE T Quest B, MEBRSEEN

IR, BIE Active Directory el Bt BN R,

AVFHAFER Linux VDA i+&#, A TiHEAAEES7E Linux VDA i+ 8 23 HDX &iE:

£ Active Directory APt BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (&% GID 4&5) &BRLFHAF A4 ID,

A

AR

XERBESTFIREESAR, WEMNAIUERESIG. RDP. SSH S AHEMIZEMINEITER.

£ Linux VDA LF2E Quest

FoE VAS sFiPiEF WS AHUTF B5h4T Kerberos EiRThaE, HMBERASMHINIE (BRNER) IHEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400
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sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IbanSIFLEITIEIRRIZ A 9 /BT (32400 #) , BOELERIARY 10 /NNEEEGEERE 1 /0N, BEERBEGARRENR
% LigBERIRHE,

F2E PAM f1NSS ZEEAiEE HDX #ITHEAFR BERUKREMARS (5190 su. ssh #1 RDP), EETUTHSUF
spEcE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

X Windows 15 /8 Quest vastool #&43¥ Linux i+ E#ANANEI Active Directory

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREIHENMAN Active Directory iHHE@iHAF. domain-name Ji%#) DNS &#F, i exam-
ple.com,

Wik R &1 Delivery Controller 2RFrE VDA it&#l (Windows #1 Linux) #BZE7E Active Directory
E—MTENNR, KIF Quest AR Linux IHENEE M FiEHF:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNEMSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERF BHIIE EIRIE Quest BFAEMREIT PAM S A P #1TH M0, EERUAIRERANIEAF KA SR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

IFRE N id -u 5$3REIM uid 21 TR Kerberos EiREE M
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 126 & e LURITR MBI E#ITHIMANEGEHSERITI R 6: 2% Linux VDA,

Centrify DirectControl
AN Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin @< Linux i+ E#IIAN
Active Directory i3:

Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERGITEHNIN Active Directory 1g#9E{a Active Directory 1B~ . domain-name 2% Linux it&
10PN Bped= SE=4 S

Wik R &1 Delivery Controller 2RFrfE VDA it&#l (Windows #1 Linux) #BZE7E Active Directory
BE—MHENINR, WIE Centrify IMAK Linux it BHNEE M FiE+:

SU =

adinfo
<!--NeedCopy-->

153 Joined to domain EEEEX LK CentrifyDC mode 27%:&[E T connected, MEEHXTFAEIERINIR
&, NIZKBA Centrify P mB3E T RS B/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRSEH9EE,
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adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEESEMITEE 6: 2% Linux VDA,

SSSD

SnR&7E SUSE EfEF SSSD, FIRIRILE D FEIREA#1TIRME, IED B EH XWMAR Linux VDA IHEHMA

Windows 158935 BB A K SNfalER & Kerberos B4 I8IERIES.

Z7£ SUSE £i&& SSSD, EMIUATHE:

IONIEFHBIZEM keytab
73 SSSD E2& PAM

®E SSSD

BF SSSD
Eran3ciadaE=gv,

I03F Kerberos B2E
AR BRIE

No ok~ DN

MAEHIZEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory B imINEE,

AILLEAMER Samba A%, 7EELE SSSD 250, BRMUTSE,
1. E1EH#2 8 Name Service Cache Daemon (NSCD) SrPi#i2,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. RERNEMAARURMGE:
sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->

3. MU root AR BH4mEE [etc/krb5.conf xxfE, LAY kinit SBEFS BFE#HITEES, 7= [libdefaults].

[realms] 1 [domain_realm] 29 FHIMMUTEE:

P =W

RIBEH AD EREMELE Kerberos, UTIRBEER T, BEMIER,
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[lTibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}
[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm 2 Kerberos g 892 #7, f5l#0 example.com. REALM 2 Kerberos i 9 A 5 & #, {540
EXAMPLE.COM, fqdn-of-domain-controller 2i5i=4128# FQDN,

4, Il root BR &1 4RiE /etc/samba/smb.conf LI i net LAERFE S BFE#ITEE. BUTELERME
[global] 2643 :

[global]
workgroup = domain

realm = REALM

security = ADS

kerberos method = secrets and keytab
client signing = yes

client use spnego = yes
<!--NeedCopy-->

domain 2 Active Directory i&i#9E%2 NetBIOS &#5, a0 EXAMPLE,

5. &3 [etc/nsswitch.conf x4k passwd 71 group £ B LUEMEMT AP FARS3| A SSSD.
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passwd: compat sss

group: compat sss
<!--NeedCopy—-->

6. A Windows 1%, E#RigIzHIEERIAIE, MASEBEIUSITENRMENIHN Active Directory BRI,

+ XF SUSE 15.3 #1 SUSE 15.2:

sudo net ads join -U user
<!--NeedCopy—-->

+ XF SUSE 12.5:

sudo realm join REALM -U user
<!--NeedCopy-->

user AEREITENIINZBIREF,

73 SSSD F2& PAM 729 SSSD ECE PAM Zai, BRENEHATNREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM RRECE Ji@id SSSD #1TARF BHIIE, HARAFREREEEBER.

sudo pam-config --add --sss
sudo pam-config —--add --mkhomedir
<!--NeedCopy-->

% E SSSD

1. Ll root AP B#iREE /etc/sssd.conf, LAY SSSD sHPIEFS BATEHIT @S, sssd.conf BBERG (7]
LURIE S E AR INERIMNYIEIN) ©

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad
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# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD s-ide

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name 2 DNS ##&, i example.com,
P~

ldap_id_mapping i& &% true, LUE SSSD 7 & 1 553 Windows SID 5t %) Unix UID, &I,
Active Directory & Figefigig(ft POSIX # B, % ad_gpo_access_control i&E /1 permissive L,
BALE Linux SIEHII TR E REIR. 1521 sssd.conf Al sssd-ad BWFM T,

2. 3 sssd.conf i@ B XEFRANFIIIE

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD BT Ta<UERGB B AHERN SSSD FiFERF:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

Loanacdn A~ E=2vi)
1. 5&17 Samba M net ads < HIEH BV ER SN

sudo net ads testjoin
<!--NeedCopy-->

2. BITUTSLBRIEFSMIEMT BNNRES:

sudo net ads 1info
<!--NeedCopy-->
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IiF Kerberos itE E i Kerberos RGBEMEE NAS Linux VDA BEB&fEM, BXRIERS keytab X2
BEBRASEENEN:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEGAAT ANERRIIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT BEBS D!

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBTIRERAT . EFS (§) BAEARKAT (\*) #TEX, URRE shell Eit, ERLIRE
B, DNS &5 Kerberos (UHZ#iRRE. EHRERTRER, MRILHSHDET, WFR2EREFREL.
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEEHEI FIFEFRHATUXSMNEIINGSITTE, Rg@d PAM 7.
LI SSSD PAM iRIRB B EEMREE, 1BHEAMURIRERRIZAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

IIE k11st <RER Kerberos ZIBREERTZAFHEH KT H.
B root AP &%, WIEREZERFEMN 1d —u HSIREM uid BIRIBEN N EZIBEE !

1s /tmp/krb5cc_uid
<!--NeedCopy-->

E#ER Gnome { KDE 1= 8 B A LURITRMETNIR. E#TEIMNIIERHSSMITHS R 6: %% Linux VDA,

PBIS

THFAEN PBIS & #l40:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->
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& PBIS REFIAAHIT  Flan:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS RERIZA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i fEEyigiz sS4 M elifin), MEESAEEEREIHENRMEHA Active Directory AP K
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 7 & /G BN Active Directory 1 #9135 B 7. domain-name 433 # DNS & #%, I exam-
ple.com,

R E¥ Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory
B—MTENR, WIEMAT PBIS &9 Linux &N 2B TEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEMNFENE, e FHREEXYFMAR AD #5750 OU MiER. BN, REFENSZ.

WIEAFP BMEIE  EIRIE PBIS @E 818180 PAM ST AR #1TE M RIE, BERAUFIRERNERFKAESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

WIERER id -u 55$3REIR UID I T RA Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->
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TEBTIHINANRIEEHEHMITSE 6: 23 Linux VDA,

S8 4. REXNEW4.NET Core Runtime 3.1

fE% % Linux VDA Z &1, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EMBAREE.NET Core Runtime 3.1,

%3t NET Core Runtime 3.1 /5, i&17 which dotnet &< & EMEITIIERR.

RiEH<iLE, RE.NET Core Runtime Z#HISX &R, 30, R4t A /aa/bb/dotnet, &E#F /aa/bb
ER.NET 28I R,

$I8 5. T Linux VDA #i{+

#Z Citrix Virtual Apps and Desktops T#E, EBFM#EMARAH Citrix Virtual Apps and Desktops, ARG
FAHLUTHS Linux Z1TARICER Linux VDA &,

$12 6. L% Linux VDA
$IZ 6a. EHE Bk

INRRE T BRITHIBIR MhiZF LTSR hiiA 2 MR HAMR A, IBTEREHARA Z 5 HENH.

1. =1t Linux VDA RS

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

=

=W

EfZLE ctxvda fl ctxhdx BRE 270, &iE1T service ctxmonitorservice stopd
TUBLESGNRSFIFER. T, BNRSTFFEFEENRNEFELENRS,

2. ENEERMEL

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE.
MR N R A H T H R

=3

AR
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REAHALT [opt/Citrix/VDA/ +,

BiEfTHS, TEIRMETEREFE; &, LaklE [opt/Citrix/VDA/sbin #1 [opt/Citrix/VDA/bin Finz &

FERizo

#12 6b: % Linux VDA

5/ Zypper &2 Linux VDA 3i4:
3+F SUSE 15:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

xJF SUSE 12:

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

£/ RPM BR4-E BB RE Linux VDA R, TELEZHT, IERRRLIT RN
%y F SUSE 15:

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

*F SUSE 12:

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4% Linux VDA (F]3%)

AT LAMSERTRIREhRZSFD LTSR MRAEARINE 3,
AR

ARMBELRERES [etc/xdl THREX Y. EHITHRZA, BFSYBEHXLE M,

xF SUSE 15:

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

xJF SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->
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SUSE 15 # RPM #1513k :
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
motif >= 2.3.4
pam >= 1.3.0
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->
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SUSE 12 # RPM ##imi515R
1ibQt5Core5 >= 5.5~
mozilla-nss—tools >= 3.47.1
postgresql-server >= 10.12
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.8
dbus-1 >= 1.8.8
dbus-1-x11 >= 1.8.8
libXpm4 >= 3.5.11
libXrandr2 >= 1.4.2
libXtst6 >= 1.2.2
motif >= 2.3
pam >= 1.1.8
bash >= 4.2
findutils >= 4.5
gawk >= 4.1
sed >= 4.2
cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4
cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
libxml2 >= 2.9
libmspacke >= 0.4

python-requests >= 2.8.1
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rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1
libtcmalloc4 >= 2.5

libcap-progs >= 2.22

xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg—- xll-server = 7.6_1.19.6

xorg-x11 = 7.6_1

postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24

libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

BE.

EAFREERBR Linux VDA &,

$B 7. & Linux VDA

RERBERE, BIETT ctxsetup.sh BlAREZE Linux VDA, FUITEMEXRZ A, ZBAEKINITRE, WRFIE
REIMEA B LE, NEVE, AU ENERETZEASUERIEE,

A LURBRIR R FEITHIZAS, WA IRATLRENN BNE T4, AEER0Em, BEEZMEANEHER.

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RTRECE

BITaRERTEMRENFEEE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BEEcE

BERERN, BERREERMKEMNAFMTEINET. NRAFENMEXEENET, WEATIRTEREERNES.
SERNIFIRTEEE:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA &/ DNS CNAME iZR1E%E Delivery

Controller &, ZHABERTIEERN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tl=1& kR0 Delivery Controller 52

REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5xE— FQDN = CNAME 314,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &3t TCP/IP iz (ZRIA R %O 80) 5 Delivery

Controller &f5.

« CTX_XDL_REGISTER_SERVICE=Y | N - =&zt B#ERE5 Linux Virtual Desktop iR, BRIAERT,

ZEREAN Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop AR$3 ZR s iFE N\MEEZE L R
FiH NS, ERILIE RSB ASEHR B Linux Virtual Desktop sTFFAERO (BA RO 80 1 1494), 2

INMERTIREN Y,

+ CTX_XDL_AD_INTEGRATION=1|2 | 3 |4 -Linux VDA ExfEf Kerberos E2&i& &7 Delivery Con-
troller #1783, Kerberos BEBIRIERS LEREMBEER Active Directory ET EME. IEEE

5 B 5235819 Active Directory 75 74:

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %z HDX 3D Pro, X2—%H GPU m&E#A, SHERLKE
BN BREFNEMNLKT, NRi%EET HDX 3D Pro, ME AR VDI K& (BxiE) #AEE VDA - (B

CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+BHNEENEZ ARERFEE (VD) FRAEHZRERFER, WF

HDX 3D Pro 3%i%, BIZRIREN Y, BIAERAT, HTEREHN N,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, Ei& DNS BRERRH!

AAHIER, MIEE DNS mZ#. RIAMERT, HEEREN <none>,

+ CTX_XDL_LDAP_LIST="list-ldap-servers’ -Linux VDA Z if DNS k2 I LDAP fR 553, MR
DNS %24t LDAP RS IER, BRI LURMH U= 2R LDAP FQDN (#%H LDAP ix0) &k, 40

adl.mycompany.com:389, ZIAERT, LtE=ZIEEHR <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & 4 Active Directory 1% 1R iy 1%
RERZEIW LDAP (g0, DC=mycompany,DC=com) ., A SEHEMEE, TLUIETEEEM

OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZEEHN <none>,
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o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 383EBRS (FAS) BREZ 28281t AD AKREEE M,
Linux VDA Rz#F AD 4A%RBE, BERIIBURIRMILS S HPRM FAS RS BHTIR. IRFHRSTE AD A5
FEEMIRFEER. NRMEET EARSEMU, BEA <none> XAFRBEZHTH, HEFEBHRS
RHAAIIRF

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % # .NET Core
Runtime 3.1 A%z #5#9 Broker {I2ARSS (ctxvda) MERR. BAIARREA /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 B &1 FE AN GNOME 5 MATE £
R, WRKIEETE, NER VDA L LHFIRENETE. B2, NRYFETENEEmA MATE, MLWXRELTE
{EIZE N mate,

AR
TA BT e U TS BR BN BT iEAP NEEIfE:

1. 72 VDA Lt SHOME/<username> ER FgIE—1 . xsession Xf,
> 1. R4E . xsession X LURIBRITHRIEE SEFiR,

mEm[ CentO0S. Ubuntu #1 Debian £/ MATE £&:

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then
exec mate-session
fi
<!--NeedCopy-->

mmE CentOS 49 GNOME £im:

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi
<!--NeedCopy-->

&mE Ubuntu 71 Debian -#9 GNOME =&

GSESSION="S$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
exec gnome-session
fi
<!--NeedCopy-->

1. 5BRF=ERRHE 700 XHR.

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA iR &jg, 2T E5 Linux VDA RS, RIMERT
KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,
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« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout i@&=89i% . BINHOR 7502,
REMRE ST EMA:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2]|3|4
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo TR, BN -EEMUKNERET2FBLTIRMNF shell, RITBNEEATENGSHME
#1/bin/bash {ERHE—1TREIZ shell B,

HE, BRIUERARI aIEEMESR:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \
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CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE B

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIECEFMAYERR, BFREH Linux VDA R,
GEURIFRT, BERIMENEYES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE L

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

LA S MEBUREMIBRFR B BB 2, MimfE Linux VDA TiAfER.
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EERT

ctxsetup.sh # ctxcleanup.sh i E G ERETREIR, HEEMERENREREXXH:
/tmp/xdl.configure.log
BB Linux VDA BRSS, HRERER.

S 8: i51T XDPing

517 sudo /opt/Citrix/VDA/bin/xdping i Linux VDA B 7 MBS, 4%
{58, % XDPing,

S8 9: izf7 Linux VDA

£/ ctxsetup.sh IAEE Linux VDA 5, aJLUETTIAT @< RES Linux VDA,
B Linux VDA:
BEh Linux VDA ARS3 :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{Z1k Linux VDA:
{Z1E Linux VDA BRSS:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
121k ctxvda #1 ctxhdx [RE 250, BT service ctxmonitorservice stop m<LUl(E

ISR TIPIERF. BN, BARSTIFEF B ERBHEEERIRS,

E#H AR Linux VDA:
E#H AR Linux VDA BRS:

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

2|
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17 Linux VDA R&:
g*ﬁ L| nux VDA HEQE,JL‘??)IKIU: 15%.?51';{—[:;7%{’?:

sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #¢|Zi+EHN B R

BRI EALE RAAM Linux VDA itEHBiE 2 5%E 48 Windows VDA 73£ M. B XINATEMXLEAESHIEME
AEVIRER, FERACEITENERMERITENE R

BIEES Linux VDA itENMITEN E RN S@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IE T B
BR:
o WTFIRERYT, 1EIER:

- ZRERERAEN WFREAZRERTER),
- BRERERAHER (WTF VDI EAKERGERE),

o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#1.

3

AR

SHRZACH Citrix Studio FZ#F “Linux BERSA WS, B8R, %1% Windows Server 2{FRS5ZARS
BRERAFENFRATEARELZRERMERE, %Z Windows SERIFRAS S KR ERIERFIENER TFE
BETEN— AP EE,

e

RBIBR T BENEFEEHRIMA Active Directory 15, NAFMFRITEN, AEBEEHRFNIIHENE R,

$3% 11: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F16/7232 {34

BIERAMARMES Linux VDA itEHBIHEN B RAiZE S5 Windows VDA i+EH/LFHERE. BXINETEMmIXLE
ESHNEMFAEIRPA, FSREEEZ T,

BUEEH Linux VDA i+ B B RE AR E G TFRE:
o WBIRATIER AD BFPAIABEREE, ATUERE Linux VDA 18,

o BORRESHEIEN (BER) BFRER.
o BENERMEFRAEE Windows iHEHNHITENE R,
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BE:

Linux VDA 1.4 REShRAZ LGN AER. B2, Linux VDA RZHHESEML AR R TEERNITEN.

BXRUMAETEVERNRGANER, E5R Citrix Virtual Apps and Desktops 7 2109,

Fp% 2 Linux Virtual Delivery Agent for Ubuntu

June 21,2022
HERR

WFEHRE, BNEEABRMTRUHITRERE, BINREENNXNET], SAXPFROFHREMLL, EF
ZF i,

#18 1:. 79 VDA 2% Ubuntu
S8 la: RIEMBEE

HBREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

MREEAKZ Ubuntu 18.04 Live Server, iE#Ei&BF B ZHi7E [etc/cloud/cloud.cfg BB H#IUTE
2

preserve_hostname: true

$E 1b: KEEHA

HHREHIBRSITENNENS, EEK [etc/hostname X, FEEHNXEEITENNENSZ,

hostname

S8 1c. AENESEIFELE

HRITENE DNS Z T LR EFHE (FQDN) EMiREIRSE, HE2EX [etc/hosts XHHUTITUES
FQDN MEHMZERFIRNKE:

127.0.0.1 hostname-fqdn hostname localhost

f51gm:

127.0.0.1 vdaO@l.example.com vda®l localhost

MBI E At B ipgzt hostname-fqdn 5 hostname BERmEMSI A,
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=z .
AR

Linux VDA Z#iR3z#F NetBIOS & ##&klf, Hlt, ENBFRFBE 15 NFH.

e -

S

REEERFR a-z. A-Z. 0-9 MEFH (), BBREATUL (). SHEMNEM

PUEFRFER, EHNWERT Delivery Controller E#%.

FE1d: REINSE

WIEENRIRERTIERTIR:

hostname
<!--NeedCopy-->

s URETENNENS, mAREE FQDN,
¥IE FQDN IRER B IEHELIR:

hostname -f
<!--NeedCopy-->

Itear <R El+E A FQDN.

$IZ le: ZH%#%E DNS

BINEBERAT % DNS (mDNS), MX2SHAMBIFLERT—H.

Z22 M8 mDNS, 5448 [etc/nsswitch.conf HEXB S LU TRBMIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

FI8 1. B AMBITFIIRS A%

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

ENBREUEFFRM
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INRTEMMN FQDN 2 Ping @ ERE—ItEN, BRREEXTRE, AEBHE,

S8 1g: RER#EYS (chrony)

#fR VDA, Delivery Controller #1igi#=Hl38 2 BMIB SALAEHRRAIS EXERE, & Linux VDA REREIWIEEES
SENREERNZ. HTIERER, SFERIZIZERSKESBYE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& MNEiEM RS SBHN— MRS BEE:!

server peerl-fqdn-or-ip-address -tiburst

server peer2-fqdn-or-ip-address -+iburst

TEHAVERER, MEMAHIFITHIREY, MABEEM R NTP RS ERY, NS Active Directory 13
EHISS AN — RS EFE.

MIEsTIH M EEth server 5 pool 58, &3FIF[E IP #itit, localhost F1R#ARS32E *.pool.ntp.org B,

REERHEFRBE Chrony FHHERF:

sudo systemctl restart chrony
<!--NeedCopy-->

$% 1h: = OpenJDK 11

Linux VDA Z3k7z7f OpenJDK 11,

7 Ubuntu 16.04 L, AU THELIZRE Open)DK 11 y:

> wn e

5.

M https://jdk.java.net/archive/ T#Hi&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz n$UEETFHREE,
(m3%) iBftmv jdk-11.0.2/ <target directory> &< L& OpenJDK REEEIRERH,
iz 4T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

iZfT java -version &< LUIRIE Java BIRRES,

7£ Ubuntu 20.04 #1 Ubuntu 18.04 £, EALTa<$ %% OpenJDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->
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S 1i: 2% PostgreSQL

Linux VDA k7 Ubuntu £%&% PostgreSQL 9.x hx:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

ST 1j: =3 Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->

SR 1k: REHMRAEE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. EEEINEEER

EXRHEMVERRZF £ Linux VDA SEEIMAEITE, FEEH—LEN. RIBERNENIEEEFTAE
HUTEN. MREEENESH LETT Linux i8N, WEHELERER.

&£ Citrix Hypervisor IRt a)[E % 85

BT Citrix Hypervisor BYEIR S ThEERY, fEEMNFEIME Linux VM &, &=&H NTP #0 Citrix Hypervisor &8
FIREERFANT, NERNHSHMRSERED, BHERE D Linux ERTFHNRZKNHES NTP BF, XME
AERBATNNERY, THE HM ERX THITERDENS.

EFELE Linux X1ThR S, MRELBTHEEMK Linux Rix, HRET Citrix VM Tools, Ea i Citrix
Hypervisor BERIFEER E=FE, UKRFBHET Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
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<!--NeedCopy-->
L@ <iRE 0 5% 1:
« 0-EiERFIHEEERH, BERHEM.
o 1-ERSHEERA, THEREMEE.
R /proc/sys/xen/independent_wallclock X#4EFEE, WRFEEHITUTHE,
MRERA, BBEEEZXHEA 1 UERNEIRSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERRAKAER, HEENBMENAEHY, 1EHRE [etc/sysctl.conf XHHFMUTAT:
xen.independent_wallclock = 1
EWIEXLLE, BFEHMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

£ Microsoft Hyper-V L{&& eGP a0

RET Hyper-V Linux £aBRSH Linux VM 8] LUER Hyper-V BYEIRS THAER A EVURIER KRBT B, RHRR
RSN HIRERRTAISE, F—RBALINES NTP RS,

MNEREERGH:
1. #T7 Hyper-V 2383558,

2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. MW1RBi%#EF Time synchronization (FHERES),

3 =

AR

tb77%:5 VMware 1 Citrix Hypervisor RF, XE#=amaZRAENNERS IR, UES NTP RE MW,
Hyper-V Bt{alRAFZ eI LS NTP BjElES HEH B4k,

&5 ESX fl ESXi _EHBTiE]EF AR

BT VMware BEIRSTHEER, EEMFEME Linux VM B, BSEE NTP IS SERFHRIRE DS R4
o NEENHSHEHMRSERRS, EHRES Linux BRIHHNRZNEHEHS NTP AE, XMERERZBEN
BB .
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WMRIFEIEITEE T VMware Tools B9 E#L Linux %

F1FF vSphere Client,

448 Linux VM ig &,

£ Virtual Machine Properties (R#i#lE) HEES, 177 Options (£I) &M+

%#%# VMware Tools,

7£ Advanced (54) &, EGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok w e

S 3: @ Windows 5700 Linux &4 (VM)

Linux VDA 5% #h@ Active Directory (AD) 1570 Linux &8I %:

» Samba Winbind
+ Quest Authentication Service
« Centrify DirectControl
« SSSD
« PBIS
RIBFMIER 5 7%, FRIBARITIRIE,
P =

73 Linux VDA srgvzsitiik =0 AD FRESIK A ERERMNAR B8, SI1ERmIEEEKK.

Samba Winbind
ZRYEHFRRLES - = - = -
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FEitEN BN ERERN Winbind s71#2F  Winbind sFiri2F S AECE 1T BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

=

AR

HiFwinbind #iz{iF /etc/init.d T,

ficE Kerberos Ll root AP &1, 117 [etc/krb5.conf HEEELUTIZE:

F=3

AR
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RIBEE AD ERtLEMEIE Kerberos, UTIRBEERATFHRIH. SMIER,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk E Fxx 8 domain-dns-name £#5 DNS 1%, 31 example.com, REALM 2K E5# Kerberos $igi#&

#F, #5130 EXAMPLE.COM,

ftE Winbind 5438iE FaiEE Winbind, FJ Ubuntu i&&i#&% RHEL 89 authconfig #1 SUSE ##y

yast2 XX TH,

117 |etc/samba/smb.conf HERE LI TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP 2 REALM #H9%—1FE, REALM 2AFH Kerberos $ig#& #r.
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& nsswitch 177 [etc/nsswitch.conf #i& winbind MNE L TIT:

passwd: compat winbind
group: compat winbind

A Windows 1 fEHyIgiiz %ISR el ihin), MEESAEEEREIHENRMEHA Active Directory AP ik
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $iZ#:, user 2E80& i+ EVIFMEEAEAF,

EHEF winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind i28 PAM 517U T&%, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{3%13E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

Wikl A 5% Delivery Controller RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory FE—MTENIT R

i&17 Samba 19 net ads S S EIFHEV ST EMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE E i Kerberos EEBIEMEENTIS Linux VDA BB&ER, iBRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIFRErIARKIEHEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIE N AD 582, A2 Kerberos ssi&#f, ¥+F bash shell, #FERS— MR REHT (\) FrFs
T8, HSiRE—EMINTFEMHE S,
EIF Winbind PAM iR 2B B EHECE, 5ERAURKRERMNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EmThiziT SSH #88<, 1Btk SSH EBBHIERIETT.

IERE R id -u 5<$REIM uid SIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA P Kerberos EiREEFHHNERETENEKRTH:

klist
<!--NeedCopy-->

BRHZE,
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exit
<!--NeedCopy-->

HiEE R Gnome 5 KDE =580 A LRITRMBTIR. R TRMARIEGERERITIE 6: 22 Linux VDA,
e

MREAEKAERIRIIHITRARSHRIE, EXEETENRHE, BEMBHDITENHER,

Quest Authentication Service

7EiEEHI28 LBCE Quest  BEEEE Active Directory gii5H2s FREHFE T Quest 2, MABRESEEMN
R, BUE Active Directory el Bt ENITR,

AWFAFRER Linux VDA 81l AT iHRAAEETE Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

W

=z

P =W

XERBESTIREESAR, WEMINAUERESIG. RDP. SSH S AHEMITEMINEITER.

#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32HIThAESRM Quest A/ Unix i
EEF IPCHF, HELSABAER.

R BNREENSERZA SELinux. Ll root BFR &%, 4KiE [etc/selinux/config 3 E ek SELinux &
=

SELINUX=disabled
WWEREREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIZEHLHSSETLE, BMERX root AR FE A
P2t
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foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

A S LRITIEMRIZ /9 O /B (32400 #4) , BRELERIARY 10 N\BSRIBE AR 1 /08, BEREEHERRIENR
4% LigBRIENE,

F2E PAM #INSS ZEEAi@ET HDX #ITHE AR BERUKREMARS (5190 su. ssh #1 RDP), EE{TUTaHSUF
EHEZE PAM 1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A Windows i /A Quest vastool &< Linux itBE#INAZI Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFITEMNIMA Active Directory 135 . domain-name Jig# DNS &#5, 40 example.com,

WirEm A &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows £ 2 Linux) #8ZE7E Active
Directory AE—MTEMITR, WiF Quest MMAK Linux itENES U FiEH:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRHBENEMNE, HaH<LRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITRAP BHIIE ZEIRIE Quest EF/EEEEIY PAM ST AP # TR ML, BEAUAIREANEAP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
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<!--NeedCopy-->

IERE R id -u 55$3RER UID I TR Kerberos EiREEX M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6. 24 Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<% Linux i&#Li
A Active Directory 3;:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2H ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iHH~. domain-name £2# 2%
Linux i+&EH N ZIBYIHHI 2 #Fo

WirEm &% Delivery Controller ExkFrE VDA i+ &#l (RiL2 Windows i£2 Linux) #8ZE £ Active
Directory E—MIEHT R, WIE Centrify MIAB Linux it BN EE T

su -

adinfo
<!--NeedCopy-->

I5F Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
A, NIZKeA Centrify P mi@3 T RS W/IEET S B IIEAA,
FERUTHSAREELENASKMIZHES:

adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

SSSD

& Kerberos z{TLATa<LI%E Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZALE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L TSK:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBERTFHIH. SMIER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

b EFxH domain-dns—name £%% DNS 5%, i example.com, REALM @ AE# Kerberos i3

&R, %0 EXAMPLE.COM,

M Zig SSSD B E A fER Active Directory 1E R E B 9 1R 2R H BE A Kerberos #7541 E, 8
&, SSSD HRREATFTMNEMEERS keytab X AD BEFimThEE. AITBAER adclic realmd 5%

Samba.
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} =r

AR

EEHHNANIEM adc1i # Samba KEE.
o NREA adcli MAEE, BFRRUTHE:

1. ®¥ adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. /A adcli A,
ERUTaHLHIBRIBRS keytab SXHFH NG
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2EMEHENHRMENEAILAF. hostname-fqdn 2itEH 89 FQDN B EN 2,

FE-H %W, adcli AgeEMERA host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAILL
%),

3. W& keytab,
FF Ubuntu 20.04 it8#1, =17 adcli testjoin @<L EREFEMAG,

53F Ubuntu 18.04 5 Ubuntu 16.04 i+%#1, #5517 sudo klist -ket s<UMRES keytab X
HEBIE,

BiES MRV ER RS SRt EVINERIE B,
o WMRFEA Samba MAEE, BEREATIE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. 28 Samba,
$17F Jetc/samba/smb.conf HEE L TIEE:
[global]
workgroup =WORKGROUP
security = ADS

realm =REALM
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client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM F19%—1FE, REALM 2XE# Kerberos $ugi&#f.
3. A Samba MmN,

TR IEHIBR A ATISIE), RSN MAB BRI ENRMENRN Windows 1k,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr1, REALM 2AS5# Kerberos &5, user ARG ENRMEBRAEEF

RE SSSD R EMPATIRME:
MREARRE, BREFFEN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->

NRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

BINMERT, Ubuntu prZRE 2 B50EE nsswitch.conf 1 PAM & RIEIR,

ECE SSSD =255 SSSD FiriEF 2 i, EEHER SSSD iRE, MW FHEERAH SSSD, ZRINFLE [etc/sss-
d/sssd.conf EeEX 4, HAFheliE. LU root R BHBIESITH [etc/sssd/sssd.conf HEBE L TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5

krb5_realm =REALM
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# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUE SSSD Z& & £33 Windows SID B54%) Unix UID, &M, Active Di-
rectory #aeisiR it POSIX i BiIEF. PAM RS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk T2+ domain-dns-name £# DNS 5%, 30 example.com, REALM A5 Kerberos 41
&%, fisn EXAMPLE.COM, REZEEE NetBIOS 153,

EXEBIGEMESR, 5517 sssd.conf #1 sssd—ad HFEMT.

SSSD SriFiEF EREEX U IXEBFIEE REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B5h SSSD FiFfERr IETTUA T A< iLBNEsh SSSD sFiFiER, MUKREFiFiEREIt BN S Ea:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMERE 1T T®H<, HiRES SSS authentication (SSS 514383F) #1 Create home directory on
login (EERHNAIREER) %M

sudo pam-auth-update
<!--NeedCopy-->
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Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
B MRS,

o NRMFEA adc i1 WIBEKREH, 5517 sudo adcli info domain-dns—-name &a$ LU ERIE

o
= léxo

o MNRMEA Samba WIHEM B S, 3EizfT sudo net ads testjoin <LERIEBTENESTEMAE
i, &7 sudo net ads info HLWIEMIMNGEIITENTRERS.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BEIBRHEEENER:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
AU TRLEIET KA TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFER PBIS & fla0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REMARHIT  Hlan:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

M Windows 1 fEayigiiz s S8 a]ifin), MEESAEEEEIHENRMEHA Active Directory AF ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G B M AN Active Directory 1 #9315 B 7. domain-name 735 #9 DNS & #%, 0 exam-
ple.com,

FE: B3 Bash igERZIA shell, i&is1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash

A
o

Wik R &1 Delivery Controller ZRFrE VDA it&#H (Windows #1 Linux) #BZE7E Active Directory
B—MIENR, WIEMAT PBIS & Linux BN 2B TFiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FREHAXLFIMAR AD 25750 OU iER. BN, REFENSZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

SB 4: RENEHNH.NET Core Runtime 3.1

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £r9i#BA%%E.NET Core Runtime 3.1,

%% NET Core Runtime 3.1 /5, =17 which dotnet &< &5 EHITITITER R,

RiEH<SiE, RE.NET Core Runtime Z#HIX &R, 30, SRt A /aa/bb/dotnet, 1&#F /aa/bb
ERNET #5214 8812,

S 5: T# Linux VDA #{4&

#Z Citrix Virtual Apps and Desktops T#mE, BF#ELNARZAH Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARICEZR Linux VDA 2,

S8 6: L% Linux VDA
$I 6a: L% Linux VDA
£/ Debian #{ 8BIBE L% Linux VDA #4:

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->
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3tF Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 9 Debian &k#m5I%K:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules—-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
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<!--NeedCopy-->

Ubuntu 18.04 4y Debian f&#iy|zx:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18

Xxserver—-xorg-core << 2:1.19
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x11lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

Ubuntu 16.04 1y Debian &k#iIm5I%:
libgt5widgets5 >= 5.5~
libmspack0d >= 0.5
python-pkg-resources >= 20.7.0
libnss3-tools >= 2:3.28
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18

Xxserver—-xorg-core << 2:1.19
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x11lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

AR

BXRILHRZAHY Linux VDA 24589 Linux R1ThRH Xorg IRAMFIR, ESHRARER.

+2 6b: F4& Linux VDA (7]i%)

AILAMSERTBIR R ASF LTSR RRAARINE L L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES /etc/xd| THEEX M, EHITARZA, BESHEHXLEXH,

S8 T: iBE Linux VDA

REREERE, BIBIT ctxsetup.sh BlAREZE Linux VDA, RUITEREXR A, ZBIALKWITRE, WRFE
RMIMEA ERE, WELE, JUENENETZHEUERILE.

A LURBRIR R FohiziTHI A, e IR AL E AR Behic THladS, REIRIERT, BERZMANERESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh —--help
<!--NeedCopy-->

RTECE

BITaRTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BmicE

BEREN, REMNAFRRENENARMEEERM, NRFMFNMEEEREE, WHAFTSRETAFREEAESR,
MR ITEI A TER RET I,
SR EEEE!
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CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

« CTX_XDL_REGISTER_SERVICE =Y | N - 725 5hi EHUE &5 Linux Virtual Desktop BRss. BAERT
BEH Vo

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop RS ER A FE \MEKEZEL 5
G NEE, SR RS AR E 5 Linux Virtual Desktop $TFFFRTESO (BRiAJIEM 80 71 1494), 2
IMERTRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 |5 -Linux VDA Zk & Kerberos B &g B Delivery

Controller #1754 3iE. Kerberos EEERIER S LB REMEEER Active Directory ER T AME, 15
EBEHBESZIFM Active Directory /754

1 -Samba Winbind

2 -Quest Authentication Service
3 - Centrify DirectControl

4 -SSSD

5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKLE
BN EREFNEMLKT, NRiEET HDX 3D Pro, MEAR VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N -i§itBHEEHETAKERTRE (VD) E=RRAEEZRKERTRE, WF
HDX 3D Pro 3%1%, BILZERIREN Y, BUIAEAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, E¥#& DNS BRERRH!
AEHIER, MIEE DNS mZ . RIAMERT, HEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS & % Il LDAP fR 5588, MR
DNS FEix1R 4t LDAP RS IER, B LURMHUTIE SR LDAP FQDN (%% LDAP i%0) HIK. a0
adl.mycompany.com:389, RIMERT, LLEEIEESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&@i¥i& &/ Active Directory BRI R
EERZE i LDAP (i1, DC=mycompany,DC=com) . B2, NIREIERMEE, ATLUETEEREM (flu
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) IR% 28 2581 AD A HREZEL B HY,
Linux VDA 325 AD HERER, BERILISUARIELS S 2REY FAS BRSE8RMTIR, INFHH51E AD AR
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FERENIRFER. MRBERT ERRS S, BEA <none> XAFFHRIERAETH, FEREEHRRS
AT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % .NET Core
Runtime 3.1 LA #E##H Broker RIEBARSS (ctxvda) MR, BHARRREZEN Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -is B siFHFE A GNOME 5% MATE £
EFE, MRKIEELTE, NER VDA LHBIRENEHE, B2, IRHFRENSEE A MATE, NIKTIET S
Ei%E N mate,

PE= W
TR OB ST TS BER B Bfr2iE A NREIFE:
1. 7£ VDA Lt SHOME/<username> EZ F8IE— . xsession X,
2. 418 . xsession XHLURIBAITIRIEE R EFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

Em CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIEAPHE 700 XHNR.
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T E5 Linux VDA RS, RIMERT
K®EAN Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

REWREEHIETREMZ:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 115



Linux Virtual Delivery Agent 2110

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNERRELEEXBLATLENF shell. HMNBIWEEAFENGSHME
#!/bin/bash {EA%—173R eI shell Bz 4.

HE, ERAILERRE N SEEMESN

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \

CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

IFRECE Bk

ERLBERT, EReREMR ctxsetup.sh MIASEEFMAVEZ, BREH Linux VDA BRE4&.
HEIR(FRT, BEBUMARNTEDES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

R A S MEBUREMIBRFR B ECE 58, MimfE Linux VDA A fER.

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEH A LETHEIR, HEHMEESANEREHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXREN.
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#1%; Linux VDA

Et0E Linux VDA EEEREHEEERERMGERE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEEZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEE Linux VDA B, BHITIATIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

=

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHHE, B2, FTEMIBRERE Linux VDA ZEIZE
B9 PostgreSQL X4+ &M E ik # R 4+ &,

m:

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.

S 8. i=17 XDPing

#EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEFEENELEER@E. AXiF4H
58, 521 XDPing,

418 9: i=17 Linux VDA

£/ ctxsetup.sh BIZA<EE Linux VDA 5, BERUTa<E Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{£1F Linux VDA:

=1k Linux VDA BRSS:
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sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
£1=1E ctxvda #l ctxhdx fREZ /i, 18517 service ctxmonitorservice stop @<LUE
IESEAARS TR ERF. BN, BARS TR EFRERRSHESLLERRS,

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

%7 Linux VDA R7:
Z10% Linux VDA IREHIEITIRE, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps =f Citrix Virtual Desktops #¢I|Z2i+EHNBER

BRI ENLE RAAM Linux VDA itEHBZ 2 5E 48 Windows VDA 7 3E£ M. B XINATEMXLEAESHIEME
MEVIRER, BERACEITENERMEEITENE .

BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:
o WFRERY, FIEER:

- ZRIERERSEDN TFREEEZEEmRHTRER),
- BAERAERSET (3T VDI EEEEFER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEITEN— AP (GEE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops #6232 {F4H

BIRRZMAMRINES Linux VDA IHEMAITEN B RIEES Windows VDA B/ LFEE, BXINAETERMIXLE
ESHEMFAEIRA, BFSREEZ T,

BUEEH Linux VDA i+ B B RERZ AR @KL TRE:

o WBRATIER AD BPAIABERERE, FIUERE Linux VDA 18,
s BFTMATRESHRIEN (ER) AFRER.
o BENERMEFEANEE Windows i+EHHITENER.

BXRMNAIERTEN B RMRGHNER, 1E2F Citrix Virtual Apps and Desktops 72109,

Fp% % Linux Virtual Delivery Agent for Debian

June 21, 2022
BERT.

WFeHRE, BNEFERARNZELHITHIREZE, BMNLEANNE N, 5SAXFIFERNFIREMEL, EX
SF 4.

1% 1: #% Debian LUE#H1T VDA &%

S8 la: WIrMBEE

HBIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

$B 1b: EEEHE

HHREHBIBRSIHENNENS, EEK [etc/hostname XX, FEHNXBEIHENHNENSZ,

hostname
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SB 1c. AENRHECIFEMLE
HfRITENA DNS HE ML REES (FQDN) EftEERE, HiAREN [etc/hosts XHMUTITUES
FQDN MENMBAERFIARNEZE !
127.0.0.1 hostname-fqdn hostname localhost
f51gm:
127.0.0.1 vda0l.example.com vda®l localhost
MR E At B PfIBEt hostname-fqdn 8 hostname BERIEMSI A,
AR
Linux VDA Z#iARz#F NetBIOS & ##&klf, HAlt, ENBFRFBE 15 NFH.

e -

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBREATIE (). SEMEMTS. ENBREURFILM
PUEFRFER, EHNERT Delivery Controller E#%.

FE1d: REEHNZ

BIEFNBIRERBIERTIR:

hostname
<!--NeedCopy-->

e L REH BN EN S, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <A+ BN FQDN.

S le:. ZH% DNS

BINREBEEA T %% DNS (MDNS), MiX2SREHFMIFERFT—,

EZ2H mDNS, 5458 [etc/nsswitch.conf HEX B AU TRBHNIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
BN

hosts: files dns
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S8 1. EBRBAMRS AR

HIART U4 FQDN FH3dig#5 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBYSLE,

$E 1g: REN#ES (chrony)

#afR VDA, Delivery Controller fligiiz %28 Z [BIAVBT SHIALERRAIS EXEE, # Linux VDA EEREMVATHES
SHENHREMNM, HFUFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZRERSB/HRM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -tiburst

FEHAIERE R, BB IFITHISRES, MAREEM L NTP MRS RES . NiEHHE Active Directory 5
ISR — RS R E.

MRS HRERIE A server ¢ pool &8, SEIRE] IP #hitk, localhost F1A#ARSS: *.pool.ntp.org £H,
REENHEHBE Chrony sFiPiER:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHGE

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->
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S 1i: FINIBRIBENEFIEE

Z} Debian £1TIRREVEMRIIN, 5K deb http://deb.debian.org/debian/ oldstable
main {3%&mel /etc/apt/sources. list xtf,

TR 2. EEEINEEER

TS B EIRIR E3§ Linux VDA MIEEMALETTE, BEfH—LEY, RIEERNEMESEEFTAME
BB T EY, MREERNES BET LinuGHEm, NEBEHEAER,

&£ Citrix Hypervisor _t it a)E:% a5

BT Citrix Hypervisor BYEIRI S IhEERY, fEEMFEIME Linux VM &, =& NTP #0 Citrix Hypervisor &8
RIRBERFANE, HMBRNHSHMRSEREY, BEHRED Linux ERTRNRZEHES NTP B, XiHE
MEKRZREENNERS, BEFE HVM EX TR TERMER.

EFEL Linux R1ThR®, MREABTHFEMK Linux Rz, HRE T Citrix VM Tools, EaT iz Citrix
Hypervisor BRI HEER E=FE, UKRRBHEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

L@ <iRE 0 5% 1:

- 0-HiERFPIEERA, BXHER.

o 1-BEESIHEECRA, TERBEMIEE
R /proc/sys/xen/independent_wallclock X#4FEE, WREEHITUTHE,
MRERA, BBEEEZXHEAN 1 UEBNEIRSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAES, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHFMUTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBMRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteep<iREE Lo
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7£ Microsoft Hyper-V L& S8 E:F R

LT Hyper-V Linux £pBRSH Linux VM 8] LAUER Hyper-V YIRS THAERE A EVURIER KRBT B, FHRR
R HIRANERTR S, F—RBALIEES NTP RS,

MERIRFRSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. M{FEi%#E Time synchronization (FfEREY).

AR

b 77%5 VMware # Citrix Hypervisor RE, X#E#H~=GRaRAENNERDP IR, UES NTP LM,
Hyper-V BS{alRFZ IS NTP B EIES HEHE b,

&8 ESX f1 ESXi LHETiE]FF A

BT VMware BEIRSTHEER, S MFEME Linux VM 1, BRI NTP IS SERFHSIRE DS R4
o NEENHSHEHMRSERRS, FRES Linux BRIHHNRZNSHEHS NTP AS, XMERERZRBEN
BEIE S .

WMRIFEIETEET VMware Tools BIEE#ME Linux WiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

$1% 3: @ Windows 1770 Linux gEZ#4#1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux i &8I %:

» Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind
RENENAFRLS — = — = —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERN Winbind s7i#2F  Winbind sFiri2E S AECE RTEITH BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

== .
AR

#1® winbind Bz F /etc/init.d To

ftE Kerberos Ll root AP &1, 117 [etc/krb5.conf HEEELUTIZE:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBER TN, EMIER,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It £ Fxx## domain-dns-name 204 DNS 1%, i example.com. REALM 2X 5 Kerberos s &
R, %0 EXAMPLE.COM,
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BE Winbind 5438iF 377 [etc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95— FE, REALM X5 # Kerberos $iigi& #F.

& nsswitch 77 Jetc/nsswitch.conf 3§ winbind KNEIATIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1% fZryigizhIss el ifie), MESSAEEENEITENRIME A Active Directory FF K

Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 251 Kerberos $UBZ#, user 2880+ EVIFMENRAUHAF,

B#Ash Winkind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind 28 PAM 517U T#%<, HfRik+ Winbind NT/Active Directory authentication (Winbind

NT/Active Directory 513383E) #1 Create home directory on login (EERMEAEFER) &M

sudo pam-auth-update
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

Wikl RS % Delivery Controller 5RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory AHE—MTENIT R

i&17 Samba 19 net ads S S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT e LRIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE EIiF Kerberos EEBIEMEENTS Linux VDA BB&ER, BRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->

tE ¢ B REMEFREMESBBREMHASTTANERTIR, B17 Kerberos kinit &<, ERAXLERAREITHLE0
BT ENBS7 !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENMAEZIRUTIEENAT. ETHS (§) BAEARFIL (\) #ITEN, UERRE shell Hif, ERLERIEH,
DNS 5% 5 Kerberos {UH & AE, EHRERERADUAEMR. WRILHSHINET, WFRE2EREKL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHRSREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TRKIFREaIARKIBEAFHE7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFT (\) Frv
TR X e REI—F MK BOE o

BEI0IE Winbind PAM 2B EEHERE, 1EEAUEIRERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAH EEIETT.

BIFRE RN id -u 5<$RER uid S T RA Kerberos EiREEX 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

IEFA P Kerberos EiREEFHHNERETENEAKRITH:

klist
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

HiEER Gnome g KDE =H &t Al LURITRMBIMIR, ER TN IGSEFSEMITHE 6 L2 Linux VDA,
'

NRERHKAERRIIRITRAR BHRIE, EXEETENRHE, BEMBIITENHER,.

Quest Authentication Service

EiEE 28 LBCE Quest  BREME B Active Directory giixh2s FREHFIE T Quest 3, MABRESEEMN
R, BIUE Active Directory el Bt ENITR.

AVFEAFES LinuX VDA i8], R TitsBFAESS7E Linux VDA i+ E# L2137 HDX &£iF:

£ Active Directory AP It BN EEBEHI &, RZAFHFITH Active Directory AP B,
#%#% Unix Account (Unix /) &M+,

% Unix-enabled (EEHA Unix).

¥ Primary GID Number (&% GID 4%&5) &BRLIrHAF A4 ID,

> e
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} =r

AR

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

AR FENREENAEZZA SELinux, B root BAR B4, 41 [etc/selinux/config 7 F & SELinux i&
=N

SELINUX=d1isabled
IHWEREREFHBNITEN:

reboot
<!--NeedCopy-->

HE:

BEEERALIRE. BAEENRA SELinux RIKRFILESSHTLYE, BMERX root AR ME MM
F 2t

foE VAS sFiPi2F WS AT B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE D O /B (32400 #4) , BMLLERIARY 10 /MY EIBE S AR 1 /08, BERIEEGARRENR
gt LIS ERIRRE,

EE PAM F1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIETENIN Active Directory @9l . domain-name 7359 DNS & 7R, fli0 example.com,

WirEm R &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows i 2 Linux) #8ZE7E Active
Directory :E—MTENITR, HKIE Quest IIAEY Linux it B2 ST

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIE Quest BF/AESEIT PAM SHE AP # TR MHIEIE, BEARUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERER id -u 55$REIR UID I TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIMANRIEESEMITSE 6. 2% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iH~. domain-name 2% 2%
Linux i+&EH A ZIBYIHHI Z #Fo

WirEm A & Delivery Controller ExkFrE VDA i+ &#l (Rt 2 Windows £ 2 Linux) #8Z £ Active
Directory FE—MTEMITR, WKiE Centrify IIAM Linux BB FiHH:

SU =

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEEBSIIR
&, NZKEA Centrify P mi@% T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

TEFTIHINANRIEESEMITSE 6. 2% Linux VDA,

SSSD

it E Kerberos izfTLl Tan$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

b E Ty domain-dns—name £%% DNS5%&, 0 example.com, REALM @ AEH Kerberos i3
B, Hia0 EXAMPLE.COM,

NI g SSSD B E A fER Active Directory tE R E & %212 B M Kerberos #1754 163E, 8
2, SSSD HRREATMNEMEERS keytab XHEHY AD FFiRThEE. ATBAER adcli. realmd 5
Samba,

AR

KD ABNIRM adcli #1 Samba B E.
o NREMER adcli A, BRAUTHE:
1. &% adcli,

sudo apt-get install adcli
<!--NeedCopy—-->

2. /A adcli A,
ERUTaSHIFRIBRS keytab XHHMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

FE-H%®EW, adcli AgeEmiig= host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt

1B
3. WIF&%: keytab,
BT sudo klist -ket &<UUBRES keytab XHERIE,
BRIFSMENNEBE S St BN SR B a8 LA,
o WNREA Samba MMANEHE, BERRUATSE:
1. RERHEE,

sudo apt-get 1install samba krb5-user
<!--NeedCopy-->

2. B2& Samba,

FT7F [etc/[samba/smb.conf HEZE LI TiZE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM FHE—1FE, REALM 2XE# Kerberos Uiz &R
3. fH Samba MAE.

ERRIEHIBR A AATISIE, 1RSSR MEBEREITENRMENEN Windows ik,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2XE# Kerberos $UBiZ#, user 2E8EHENIFMEIANRBF,

RE SSSD LR EMAAFURMHE:
MREARRE, BREFFERN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->
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NRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

3 =

AR

BINERT, Ubuntu prRER2KB51EE nsswitch.conf f1 PAM & RiZR,

ECE SSSD  /=B5) SSSD SFiriEF 2 ai, EEER SSSD iEE, YW FHELEARAH SSSD, ZRINFR L [etc/sss-
d/sssd.conf BEE XX, HAFEE, L root AP SHEIESITH [etc/sssd/sssd.conf HEE L TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime 1s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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=z .
AR

ldap_id_mapping i&& % true, LUE SSSD Z& & f155% Windows SID B§$%] Unix UID, &, Active Di-
rectory #7aeisiEdt POSIX i Bi2F. PAM BRSS ctxhdx Bzl ad_gpo_map_remote_interactive,

Itk +Fxx## domain-dns-name £ DNS 5%, a0 example.com, REALM 2 AE# Kerberos 4
&R, fla0 EXAMPLE.COM, F~EZEEE NetBIOS 153,

BEXEEIRENEE, 15519 sssd.conf #1 sssd—ad WFEMTL,

SSSD sFPiEF EREE XA MNEB A B REMNIR

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bzh SSSD FiFiERF BT T < iLBIEsh SSSD PR, UNETFIFEREITENEEINB5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMERE 17U T&<, BiRES SSS authentication (SSS 513383F) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

Wik R &1 Delivery Controller ZRFrE VDA it&# (Windows #1 Linux) #BZE7E Active Directory
B MIEXNR,

o MNRMFEAE adcli WIEERREH, &51T sudo adcli info domain-dns—-name &a<$ LU BRI

o
BEE,

o WNRMER Samba WM R E®Y, &7 sudo net ads testjoin GSWIEHBENEEEMAE
i, i&17 sudo net ads info HLWIEFIMENITENTRER.

1%iF Kerberos it& ERiE Kerberos BEEEMEENAS Linux VDA BBE MR, ERIERS keytab X2
BECIBRHEAENER:

sudo klist -ke
<!--NeedCopy-->

tE ¢ B REMEFEMESBBREAASTANERTIR, 517 Kerberos kinit &<, ERAXLERAREITHLER
BT ENBS7 !
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sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANMABMUBTIEERAT, RS (§) BAEARML (\) #THEX, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEM. WRILHSHINET, WFRE2ERERREL,
ERLUTa<LIIETENKAE TGT EEEF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEEHEI FIFEFRHATUXSMEIINGSTITTE, Rig@d PAM T,
ZI0IE SSSD PAM B2 B EIEHECE, BEAURIRERIEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I%3F klist s5$R[ER Kerberos EiRETEATFZAF HEEFRITHA,
Ll root AR &1, BWIIEEENFIEMN id -u S$IRER uid SIEER N ERET S

ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT L@ &R KDE 5t Gnome Display Manager uiT25IMBMNIR. TEHTIRIINRIERSERITSE 6: L% Linux
VDA,

PBIS

THFER PBIS FE  flu0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh
<!--NeedCopy-->

£ PBIS REfIAAAIT  fldn:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->
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iz17 PBIS REfIA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 13 &aVigiiz e84 Ain] iR, B EXREEEIGITENARMENIE Active Directory Bk
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 3B/ I EH M0 Active Directory i3 8913 8 7. domain-name #1389 DNS & #, 140 exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
~o

Wik R &1 Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BZE7E Active Directory
B—MIENNR, WIEMAT PBIS 89 Linux HEH 2B TEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE M, e RREHXHFIMAN AD 51 OU WiERS. &N, RETENSZ.

WITAFP BHIIE EIF PBIS 2&sEM5@:d PAM ST A BT EMHEIE, BERAUFRERNEBPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

WIEREN id -u S<IRER UID 2 73IRA Kerberos EHREF X :

ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

TEFTIHIANRIEEHEMITIE 6. 2% Linux VDA,
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S 4 LRENEHH.NET Core Runtime 3.1

7E%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers Er9i#BA%%E.NET Core Runtime 3.1,

Z% NET Core Runtime 3.1 7, =17 which dotnet s $&EHR EHEITIRHER R,

RiEas <ML, 1&E.NET Core Runtime Z#&IXHIER. FIa0, MRe<LHH N /aa/bb/dotnet, & /aa/bb
ER.NET Z#FIXHF R,

$185: T# Linux VDA %148

#%Z Citrix Virtual Apps and Desktops T #iTim, BF#EE R4 Citrix Virtual Apps and Desktops, AE®
FAHLUTHS Linux Z1TARICER Linux VDA &,

$12 6: K% Linux VDA

$1% 6a: i Linux VDA

£/ Debian B4 @ &8 %% Linux VDA %ft:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.9 #9 Debian #&#im5%

libgt5widgets5 >= 5.5~
ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9,27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

i

libsasl2-modules—-gssapi-mit >= 2.1.~
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<!--NeedCopy-->

AR

BRUIEhRASHY Linux VDA 23589 Linux &1Thi# Xorg hRAMIFIR, BESRRAER.

#12 6b: F4& Linux VDA (F]3%)

BILAMSERTRIRNRAF LTSR RAARINE L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

3

AR

ARMERERES /etc/xd| THEEX MG, EHITARZA, BESHEDXLEH,

S 7. BE Linux VDA

RERHERE, BIETT ctxsetup.sh BIAREIE Linux VDA, FUITEMERZ AT, ZBIAEKIITRE, WRFIE
R ERE, WEXE, TR ERETZIAUERILE.

A LURBRIR R FohiziTHIA, WA IR AL B AR Behic TS, HEIRIERT, FERZMANERESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RRECE

BITaRTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEEcE

BEIREN, REMNAFRRIENARMEEERM, NRFIBHMEREREE, WHAFTSRETAFRETAES,
M IFETHATE R RETE,

RPFNIFIREEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA 33/ DNS CNAME i2 &35 Delivery
Controller &#F. BIAERTIREN N,
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« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2Hti =15 FRHI Delivery Controller 2¢
BEEE (FQDN) 51K EBFm Delivery Controller 53, #M=E/DEE— FQDN 5 CNAME 1%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP ixs O (ZRIA A% O 80) 5 Delivery
Controller &1z,

« CTX_XDL_REGISTER_SERVICE =Y | N -#ZEzhitE#/E/E5h Linux Virtual Desktop AE%5. BIAMERT
BEAN Y.

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop AR ER i E NMEEZE LR
SBH IS, ERIE RSB ASEFR B R0 Linux Virtual Desktop $3TFFFEO (BiAAEEO 80 #1 1494), 2k
INERTIEREN Yo

« CTX_XDL_AD_INTEGRATION=1 | 2| 3| 4 |5 -Linux VDA k& Kerberos &2 &3 & Delivery
Controller #{T&{3%IE. Kerberos EEEIRIER S LEREMBEEM Active Directory £ T BT, 5
EBEEHBEZSIFM Active Directory /5%

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRERNEMLKT, NRiEET HDX 3D Pro, ME RN VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+tBEHNEEN L ARERFEE (VD) FREBHEZRERFER, WF
HDX 3D Pro 3#1%, BHERBIREN Y. RINERT, HEEBIRERN No

« CTX_XDL_SITE_NAME=dns-name -Linux VDA i&d DNS &I LDAP k55288, Ei& DNS BRERRE!
AL, WHE DNS iR &iF. BINERT, KEEIREH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA # i) DNS X %X Il LDAP R 28, MR
DNS FEix1R 4t LDAP RS IER, B LUIRMHUTE SR LDAP FQDN (%% LDAP i%0) HI&K. a0
adl.mycompany.com:389, RIMERT, LLEEIZESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&@idi& & 5 Active Directory BRI R
EXZEi LDAP (flg0, DC=mycompany,DC=com) ., B2, HiESELEMEE, TLUIETIEREM (Fln
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZiEEHN <none>,

« CTX_XDL_FAS_LIST=" list-fas-servers’ -5 & 5% IIEARS (FAS) iR 28 2581 AD A RERFRE B,
Linux VDA F3z#5 AD 4HERER, BERILICNRELS S 2 RAY FAS BRSEBRMTIR. INFHH51E AD AR
FEEMNIMFHEE. NRMERT EMARSS [, FERA <none> XAFFHETHATH, HETEEKRS
SRHIUERYIT

o CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % NET Core
Runtime 3.1 LIz Broker RIBARSS (ctxvda) MR, ZRIAKIZH /usr/bin,
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« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 EEI1EFHFEAMN GNOME 3¢ MATE £
iR, WRKIEELTE, NFER VDA FHFIRENEHE. B2, NRHFETENEEA MATE, MXRAETE
{Ei%E N mate,

AR
ER LB e TS BR B BITRIER A NWREIFER:
1. 7£ VDA t#y SHOME/<username> BER FolE—1 . xsession X,
2. 4B . xsession XHLURIBAITIRIEE R EIFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

Em CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then
export GNOME_SHELL_SESSION_MODE=classiic

exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EH=IERAHEE 700 XHNR,
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T BE5 Linux VDA RS, RIMERT
®EAY.
« CTX_XDL_TELEMETRY_SOCKET_PORT - A0 Citrix Scout WEZEFHO. BiAimOrA 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &fsm9im. FRINEHOR 7502,
REMRTSHIZTREMA:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number
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export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port—-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo BT EY, A -EEMUKNERET2FBLATIRMNHF shell, RITBWNEEATMENGSHME
#!/bin/bash {ERE—1TREIEZ shell Bz,

HE, BRIUERAR I aIEEMESR:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns—-name \
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CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

IPRECE ek

ERELEERET, EEEENFR ctxsetup.sh A B BFFEIENR, BAREE Linux VDA 36,
YREIRIERT, REELMANENER:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

FsECE ERK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:
A= MEUIREPRFRAE B E SR, MMME Linux VDA AR,

ERERT

ctxsetup.sh 71 ctxcleanup.sh A EZZEHE LETHIR, HEHEMEESANEEHE X4 [tm-
p/xdl.configure.log:

BB Linux VDA RS, HRERER.

#1%; Linux VDA

E10F Linux VDA REEREHEECRERGENRE, BFBITUTHS:
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dpkg -1 xendesktopvda
<!--NeedCopy-->

BEEESHAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEH Linux VDA B4, BHITUUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

E0% Linux VDA BB X BX8Y PostgreSQL MEMEBEHHE, B2, FTEMIBRTERE Linux VDA ZEIRE
B9 PostgreSQL X4+ 8180 E ik F AR 4+ &o

e

AT HRIEERNBEIE PostgreSQL ERRIKRIR N4 S HIMIBRIZ1E.

£ 8: i51T XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA RIEEENEREE B, &XE4HA
&8, B2 XDPing,

$12 9: =17 Linux VDA

£ ctxsetup.sh BIZAEE Linux VDA 5, i&EEMALU Tan<E Linux VDA,
Bz Linux VDA:
B&h Linux VDA BRS3:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

=1k Linux VDA:
{21k Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->
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AR

=1k ctxvda # ctxhdx fREZ#1, 1Ei5fT service ctxmonitorservice stop &<LUE
LIRS STIFIER. BN, BURSTFIFERRERBHEELENRS,

=250 Linux VDA:

E#Esh Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

7 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/i2i+ BB F

BT EN B RAMAM Linux VDA i+ BRI 2 5%4%8 Windows VDA A& M. BXINAIEMXLEESNEME
Ve, FEECIEITEN ERMEETENE R,

BIEES Linux VDA it BT EN B RINSEIG—LLRE], #1523 FRTH Windows VDA i+ B SIETE
BR:
o XTFIRERY, FIER:

- ZRERERFEN NWFREAZRERTRE),
- BRIERERAED (WTF VDI TAKERMER),

o BENER—MTENBRFREMEA Linux 1 Windows VDA it+&#l.

=

AR

SHARRACH Citrix Studio R#F “Linux BERA” #UES, B, %1% Windows Server 2{FRATARS
BREAZETNFRATEARERZRERMEE, %F Windows SEIRFRAS KERIERFENER FE
BEEN— TR MEE,

e
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MRBERTENERBEEFRIA Active Directory 18, NZMERItEN, AEBEERFNZIHENER.

$18 11: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIERAAAMARMES Linux VDA BB EN B RHiZi25 Windows VDA B LFHEE. BXIMAISEMXLE
ESHEMFMRIIHEE, HESHCIER T H,

BIE2A7 Linux VDA i EIHLE RETRAS4ARY REIG N FIRS:

o WBIRATIER AD BPAIABERERE, FIUERE Linux VDA i+E .
s BFMATRESHIIEN (BER) ARER.
o BEPMERMEFREAEE Windows iHEHHITENER.

AXRNEETENBERMZAAHNEE, E2F Citrix Virtual Apps and Desktops 7 2109,

£iEBTF Azure 19 Citrix Virtual Apps and Desktops Standard # 6/ Linux
VDA

June 16, 2023

AT UEEAF Azure B9 Citrix Virtual Apps and Desktops Standard s el EMAEFAI ARG Linux VDA,
LUK MR 2R IR EM Microsoft Azure FEIEMIGE. BXIFMER, ESRIEHT Azure (9 Citrix Virtual
Apps and Desktops Standard,

LM Linux 21788

T Linux R1ThRZHIEThie:

« RHEL 8.3
« RHEL 8.2
« RHEL7.8
« Ubuntu 20.04
« Ubuntu 18.04
« Ubuntu 16.04

TR

BEERT Azure By Citrix Virtual Apps and Desktops Standard &6l Linux VDA, BRI THE:

1. 72 Azure AR M.
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=W

teoh, EERTLUER Linux VDA BENEHRINEER TR G BhEH. ELMILBET, BETBRE LN
etc/xdl/mcs/mces_local_setting.reg X/ mMan$47.
fBan, AILURIILA T aR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0x00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

a) 1£ Azure /b, BIEZFMNAZITARAY Linux VM,
b) tIEKE, &7 Linux VM L RESEIFE,

c) VM Lk, iR https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers ERRBALRE.NET Core 531781 3.1,

d) (¥R Ubuntu) 7 /etc/network/interfaces XM source /etc/network
/interfaces.d/* 17,

e) (IXFR Ubuntu) %% /etc/resolv.conf i@ /run/systemd/resolve/resolv.
conf, miAE¥HEIEA /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

f) %% Linux VDA #{F8,

g) B Jetc/xdl/mcs/mcs.conf FEZEE, mcs.conf EBEXHFEEBETIRE MCS # Linux VDA
NTE,
AR
BE dns TERBRFKIEE,

NRELR T BN B RINEFERSHAEN LR, FHi&E VDI_MODE=Y,

h) i&f7 /opt/Citrix/VDA/sbin/deploymcs.sh,
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i) £ Azure th, =ik (SHEUHSE) VM, BH#RSEHAEIMER (VHD) X4 SAS URL, EaILUE
BXFRIFEREREEEM VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

Disk

==

A Search (Ctrl+)) | « Generate a secure URL and download it directly.
8 Overview URL expires in (seconds) *

@ Activity log | 3600

fa Access control (IAM)

® Taos

Settings

& Configuration
Encryption
5 Disk Export
' Properties
B Locks

4 Export template

Support + troubleshooting

2 MNew support request

j) (ANi%) EEMEG EEBARIKILE, EAIUFER ctxreg TARBEAKKIZE., F1, UTHER
PDF $TENZFE BnhtliE PDF & B1TENHL SRS,

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

2. M Azure EANEIE,

a) EEEESIRT, BRGMNERG, ERAEREIE Citrix REHEEUREIEMNSNHRE,

BN WWARS IR S HER RIEmhEBE BEMBENEFIREITERE, BE— N ERE, BEEHIRE
£EF3| Citrix Cloud #:1%# Managed Desktops (ITE=mE) RS/EEEIEE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 148


https://docs.citrix.com/zh-cn/citrix-daas-azure/reference.html#dashboards

Linux Virtual Delivery Agent 2110

L‘{f@ Master Images X

Z Build Image + Import Image

b) RESNEE.
) HNTE Azure AR VHD SXHI SAS URL. 3% Linux fER EBMERKEL,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

Master image type
Windows

@ Linux

Name The New Master Image

d) ZEmSPHRATTRS N\ EHERAIRIE,
3. tIBHENER.
IBREEERIR, AREEEZER. SIRHTENBRE, HEFZAtIZNEREK.

R RperE Citrix 20 Azure TR SRR IMANIES Linux HENB R
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&3 Machine Creation Services (MCS) ¢/ Linux VM

May 8, 2023

EEFA MCS 82 Linux VM, ETE GBI EREF S TG, LIRS SHEER VM £24 VDA, 7 Citrix
Studio FEIBIHENER. QIBRGHURPITRLEREES,

==
NREER7E Citrix Hypervisor. Microsoft Azure. VMware vSphere. AWS. GCP 5 Nutanix AHV L{
SNNEMEIAMERRE R DES TR, fTRestlBIMESR,

B Citrix Virtual Apps and Desktops 7 2003 &2, Microsoft Azure. AWS #1 GCP AZx%#F, B2, &alL
#rsE A Citrix Virtual Apps and Desktops RS HEIEM.

SEHIRITHR
Winbind SSSD Centrify PBIS

RHEL 8.4 = S = =
CentOS 8 (2105) 2 & = b
RHEL 8.3 z £ = =
Cent0S 8.3 Z £ P~ =
RHEL 8.2 = S = =
Cent0S 8.2 = ES = =
RHEL 8.1 = ) = =
Cent0S 8.1 z £ = =
RHEL 7.9 = = = =
Cent0S 7.9 = Z Z =
RHEL 7.8 = = = =
Cent0S 7.8 = z z %
Ubuntu 20.04 = = S =
Ubuntu 18.04 = = £ =
Ubuntu 16.04 = = ES =
Debian 10.9 = = S =
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Winbind SSSD Centrify PBIS
SUSE 15.3 =z =z S =
SUSE 15.2 = = S =
SUSE 12.5 = = S =
AR

WNREMER PBIS 5% Centrify 3% MCS 21289t EMERES Windows 1, 1E5ER U TES:

o EERITENLE, 7 /etc/xdl/mcs/mcs. conf X#EZE PBIS 5 Centrify 38 FHERZEN
BHiE%%E PBIS 5 Centrify #48,

« #izfT Jopt/Citrix/VDA/sbin/deploymcs.sh Zai, EoIE—NELE N (OU), Z4HE8
BATEFEME MCS SIZMIHENEE S ANNZEEEBENR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh ZmETEEHR B MCS tIEMITEN Z 8,
EIRIEEAIEREE Delivery Controller g Citrix Cloud Connector EizfT klist -1i 0x3e4
purge.

5/ MCS 7£ Citrix Hypervisor L6 Linux VM
7 e

FMGESRERA. ERINCNARZER. VDA MEMRG. BESTME, BRITUTRE:

S la: & CitrixVM Tools 72484k VM %% Citrix VM Tools, LUES VM #rae(ER xe CLI 8 XenCenter,
FRERExETH, BN VM BEEEmTAES RIS, MRZEXETE, TERITUTEMIREE:

o HRXE. EFNBmFIER VM,

7z XenCenter &EF VM MaE4E,

FBIEFEETH VM (@id XenMotion),
PIBRBREERNE (BER) WIRE, UREFRIIRR,
o FEIEFEEITH Linux VM L% vCPU %,

.

1. BT Ta<$EEHE R guest-tools.iso B9 Citrix VM Tools,

sudo mount /dev/cdrom /mnt
<!--NeedCopy—-->

2. HRBEM Linux Z1ThR, BITUTHLRE xe-guest-utilities R,
3+F RHEL/CentOS:
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sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3+F Ubuntu/Debian:

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

1+ SUSE:

sudo rpm -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 1 XenCenter gy EMET+ TR VM BEIMLIRS, MNREMmEET Citrix VM Tools, MEILIR
SHBML:

XenCenter
Storage  Templates Tools Help

id New Server New Pool E New Storage E Mew VM @ Shut Down % Reboot 0 Suspend
Q[ — o
~

General | Memory | Storage | Networking | Console | Performance | Snapshots | Search
VM General Properties
Expandaall  Collapse all
General | (&)
Name: Rhel69s-1
Description:
Tags: <Nones
Folder: <None>
Operating System: Red Hat Enterprise Linux Server release 6.9 (Santiago)
Virtualization mode: Hardware-assisted Virtualization (HVM)
BIOS strings copied: No
I Virtualization state: Optimized (version 7.0 installed)
Time since startup: 27 minutes
, Home Server: <MNone>
vuip: I
Boot Options | &2
CPUs | &2
Read Caching | ()

$3% 1b: (YR Ubuntu 16.04) =% OpenJDK 11 7 Ubuntu 16.04 L, @id5em U T B L% OpenJDK
11:

1. M https://jdk.java.net/archive/ F#i&## OpenJDK 11,
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2. i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz s LURE THNEGE,

3. (Fi%) BfTmv jdk-11.0.2/ <target directory> &%LU§ OpenJDK REEEIFE R+,

4, iz 17 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. i8fT java -version &% URIE Java BURRZS,

H8 1c: 7EEHR VM £%% Linux VDA it &
=
EFRHFIEITH VDA fERIEIR VM, BBk It B,

EEIR VM _ER% Linux VDA -8 2 /i1, 7EXRE.NET Core Runtime 3.1, BXFAEER, BEEIRNRERR,

RIBEM Linux X1ThR, iB1TATE<$ R Linux VDA R EIFE:
33F RHEL/CentOS:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xF SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$ 1d: SREEMHENRE tdb-tools 3i4& 33F RHEL 7 fR5523:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

%fF RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S le: REALUIRME ntfs-3g 19 EPEL =fiE £ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =%
B, LUEREEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g .
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S8 1f: 72 SUSE - FohRi ntfs-3g 72 SUSE F& L, FraEELFIRE ntfs-3g, THERD, HEHF
R4 ntfs-3g:
1. %% GNU Compiler Collection (GCC) HmiFBAFKHBERHEIREN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFa,
3. fRESs ntfs-3g T :

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy—-->

4. A ntfs-3g R BHIEKRE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R®# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

SB1g: I§BETHNFE  EisfT deploymcs. sh Zal, EHRITUTRE:
o Bt /Jetc/xdl/mcs/mcs.conf FMZE, mcs.conf BBEXHRMATIEE MCS # Linux VDA
HTE, UTREAUREEEIENTE:

- Use_Existing_Configurations_Of_Current_VDA: HiEREFERYRIEEETH
VDA WM BEEE, WRIKEAY, MCS IZMITEN EMEEXHES HaEEEITH VDA ERNERX
HHEE, B2, EMAKAERE dns 1 AD_INTEGRATION &, ZKIAMEAR N, XEETHE L
R EER A THE MCS SIEAITEN LB E .

- dns: &€& DNS IP hit,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS = Centrify, % MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESRECREISZ IR IThR.

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify i+ @a9isi2. I3 AD_INTEGRATION
T2iGEN Centrify BY, ZEFREM.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T# Centrify Samba % amigiR. REH
AD_INTEGRATION Z&i&&X Centrify By, ZEFREX.

- WORKGROUP: 137t AD HECE T TIEH, HRETFASH (KDKANE),
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o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ABEHEMRE, LIRERIREEHIENIZERE MCS FiEH it BN &SR EN B ohi &K,

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
[iTERC

filgn, ERILUE Ta<1TRMmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHNE
AR EREMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "©
x00000003"

<!--NeedCopy-->

S 1h: SIEXME
1. i5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A]i) HERIRVM £, EFESERUEENIENFFE VM EBHEX /etc/krb5.conf. /etc/
samba/smb.conf Ml /etc/sssd/sssd.conf 3¢t

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix.

FF SSSD AF, iEE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

st F Centrify BP, i8E# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

=W

BFREBERXEIEANNERIAEETE, 0 SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. 7£ Citrix Hypervisor £, XiFA&EiR VM, BIEH 68 T IREEIIRER,

TR2: SRHENER

7z Citrix Studio &, SIEIHHENBERHIEEEEERPLIEN VM B8, REFENTHMEBEES. EXEAEE,
ESFER Studio tIEITENER.
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TR 3 SERNA

HENEREM D HS MBI ERPEROTEINES. HENBRIEEMER A I UERAXLEEN, UKkA

HXERPEANNAEFMIRE. EXEAEER, BEMACIERZE,

£ MCS 7 Azure 812 Linux VM

$8 1: 7z Citrix Studio #1812 5 Azure Kt EEE

1. £ Citrix Cloud £p9 Citrix Studio &, ®EREE > 18 > FINEENERLULIES Azure MIiEE,

£8 Citrix Studio (Cloudxdsite)
O search
Machine Catalogs.

I

Microsoft® Azure™ httpsy//management azure.com/

n
8 Administrators

Hostir - =

D storef| Add Connection and Resources
(& Ay ey,

@ Zones

Refresh

Help

2. EEEESA Microsoft Azure,

Studio Connection

) Use an existing Connection

azure -
Connection g
| ®) Create a new Conngeti

Details | :

. Connection type: [ Microsoft® Azure™ -]
Region
Network Azure environment: 1 Azure Global = ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

3. BAER Azure tkF BT ID, ARBNERERERAT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)
feryon Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine
4o lice Add Connection and Resources
View >

Refresh

Help

PR 2. ERIR VM LESETREG

TRGEESRERR. EEMUNEERF. VDA MEMRMG. BESIMRE, BFRITUTERE:
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$1% 2a: Jy Ubuntu 18.04 it E cloud-init EWMFEEEFHESISHELE VM 83 VDA ENZMAEE, BBITUT

DA
AR <o

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99_hostname.
cfg
<!--NeedCopy-->

HafR1E /etc/cloud/cloud.cfg XtFAEy system_info 285 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

£ 2b: ({XfE Ubuntu 16.04) %% OpenJDK 11 7t Ubuntu 16.04 L, @Eid5em I TS B RE OpenJDK
11:

M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNEE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. i&fT java -version &<URIE Java B9kRES,

> wnd e

HI 2¢: 7EiEiR VM %% Linux VDA 348
FE:
EEHEHEIETTH VDA AR VM, BBLI P E,

EIEIR VM %% Linux VDA #8281, %% .NET Core Runtime 3.1, X8, 52 FLEMR,

RIBEM Linux X1ThR, iB1TLAT&<$ R Linux VDA IR EBIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

13 SUSE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 158


https://jdk.java.net/archive/
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2110/installation-overview.html

Linux Virtual Delivery Agent 2110

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$12 2d: BREHEENURE tdb-tools #itaE  ¥+F RHEL 7 RS 28:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

*fF RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 2e: REFLURM ntfs-3g 19 EPEL =6%% 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =%
B, LUERSEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g i,

S8 2f: 72 SUSE tFzhR4 ntfs-3g 72 SUSE FAa L, FiBFMELFIRE ntfs-3g, THIRAE, HEHFD
2% ntfs-3g:

1. %% GNU Compiler Collection (GCC) HiZBRALHIBUHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #a,
3. fRESs ntfs-3g T E:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. $ ntfs-3g RFERIEERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy-->

S8 2g: IRBITNINE  EiafT deploymes. sh Z&l, EHRITUTERE:
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o B Jetc/xdl/mcs/mcs.conf FMZEE, mcs.conf BBEXHZMATFIEE MCS # Linux VDA
HETE, THAE—LTE, HFMFIEE dns f1 AD_INTEGRATION:

ARMRA—NLEERESME, BRXEERETE RS SHHATIEIR. 590, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HiEREERYRIEEEITH
VDARMBERE, WMRIZERNY, MCS SIZMITEN LHNEREXHRFS HRIEEEITH VDA ERNFERX
18R, B2, ENAKAERE dns M1 AD_INTEGRATION Z&, BIAMER N, XEKEEME L
WECEEMR G THE MCS SUZAITEN EMECE X o

- dns: i&E DNS IP #htit,

- AD_INTEGRATION: 3&Z Winbind. SSSD. PBIS g Centrify, Hx MSC 58 Linux %1ThR
FFIMNFENTIR, BESREXHRZRHFNEITIR

- CENTRIFY_DOWNLOAD_PATH: & T# Centrify i+ ®IMER 12, RE% AD_INTEGRATION
TEIRE R Centrify B, ZEASEK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& T # Centrify Samba #i 6 &R, REF
AD_INTEGRATION Z&i&&H Centrify 8%, ZEAFREK,

- WORKGROUP: %7 AD HECE T TIEH, BRETIFARH (KDKNE),

o ERIRGTEN L, BHSTHRmE /etc/xdl/mecs/mes_local_setting.reg XHLUIREEES
ABEFEMRE, HIRERMIEEIENIRERE MCS iR B EREH BN EX,

/etc/xdl/mcs/mcs_local_setting.reg XM E—1THERFIRBEREFMEMREN—
BT
g0, EEILUE TR 1TAME /etc/xdl/mcs/mcs_local_setting.reg Xfd, UDHTE
AR EFEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

£ 2h: tlEEmE
1. i5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A]) HERIRVM £, EFESRRUEENCIENFRE VM EHHEX /etc/krb5.conf. /etc/
samba/smb.conf # /etc/sssd/sssd.conf 3.
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33 F Winbind BF, 8% /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix,

3F SSSD AR, iE%E#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl#M /etc/xdl/mcs/sssd_smb.conf.tmpl &ix.

34 F Centrify BF, E#H /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

TR BREERXGTEENMERIAERETE, Fliw SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. #EEIR VM LRENARRFERE, M Azure TP XEAIRIR VM, HafRiER VM BEJEIRA S Stopped (deallo-
cated) (BEf=1t (BECEDED)). IBELANERARI, £ Azure LERENEMENERIZAM.

** Comect P> Start @ Restz W S [\’a] Capture  =» Move [0 Delete 0 Refresh

Resource group (change) Computer name
mcs rhel-s e
Status Operating system
Stopped (deallocated) Linux

Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)

Subscription (change)

| rhel-sss P
Subscription ID Virtual n /subnet
— Vil Network 1defaul
DNS name
Configure
Tags (change)

Click here to add tags

S 3. gIBHBENBER

7z Citrix Studio /1, QIEIHENBERHIEEEEZERPIEN VM B2, IBIHENBREN, MER VM FRENER
HAREIFERE, HEHER VM 89 VHD,
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Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.
+ Introduction s If you select a VHD attached to a VM, the VM must be stopped.

. - = Make sure the selected master image has a Citrix VDA installed.
Operating System

o Don't see the resource group you want?

¥ Machine Management
-
Master Image b [§%]jc-WestU52 -
5 ” T b [@]LinuxVDA
t
A B
Virtual Machines & Azure-1604_OsDisk_1_0b3977596¢1447909b42373ac0c6a05
Resource Groups & arure-client_OsDisk_1_See3cd35a6d744c199f4502/8d63a83
Network Cards azure-dc DsDisk_1_f047ect78ebad26bbld03.c0f9286967
&= Azure-jT7_OsDisk_1_adff65861d447a5bad 06606632 a812¢
Computer Accounts r— e— "
= Azure-jcjcTT_OsDisk_1_ecbcddBd75eT4bb08159cBe4d837254e
Domain Credentials £ Azure-jerhelTT_OsDisk_1_685abfc05e0c4fdBacac2b28e36d904 -
Surnmary gﬁ.zure—jcrhelﬂ'l_Dlesk_‘I_Sf130(329&2349(&&?{'1351&5.3548:934
@ Select the minimum functional level for this 7.6 (ar newer) -

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | Cancel

RIESERTHMEEES. EXFMER, ESREA Studio BIEITENER.

SR4. QIRRMA

ZTHRM—PHS NI EN BERPERNHBENNES, JOTAEEWERF T UERXETEN, UNAIHxXER
FERNNAEFNKEH. BXFRAER, BERERZ T

&M MCS 72 VMware vSphere t¢/7 Linux VM
$1% 1. £ Citrix Studio H6/#5 VMware it E1%EiE

1. 7£ vSphere g% % vCenter Server, BXFMES, H5R VMware vSphere,
2. 7£ Citrix Studio /1, EFEE > 118 > FIMNEEMZRRLULIES VMware vSphere 89iE#.
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£ Citrix Studio (Cloudsdsite)
Search
™ Machine Catalogs
£ Delivery Groups
# Applications

S

Microsoft® Azure™ httpsy//management.azure.com/

[= Policies
[#@ Logging
v [ Configuration
8 Administrators

3. % VMware vSphere fEAEZSEL,

Studio Connection

— G, :
() Usean existing Connection

| RanConnection -
Connection 4 o
® Create a new Connection

Storage Management :
: Connection type: I [ WMware vSphere ® - ] |

Storage Selection

v Connection address: | Example: https./vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back M Cancel

4. 2N VMware tk P p95EiE#E (vCenter Server URL). &M P BRI U REE R .
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :
'f!:' Create a new Connection

Storage Management

: Connection type: [ VMware vSphere @ = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back " Next J [ Cancel

BEREERTER—MER.

8 Citrix Studio
File Action View Help
| 7m

B8 Citrix Studio (site)
ea

TR2: FEEEME

FMGEESRERA. EEIMUNAER. VDA MEMRG. EESIME, BRITUTRE:

S 2a: (IXE Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, @I5=MUTHSERE OpenJDK
11:

1. M https://jdk.java.net/archive/ T#&## OpenJDK 11,
2. i&fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<LURETHNRGE,
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3. (Ai%) BwfTmv jdk-11.0.2/ <target directory> &% Open)DK FEEBEITERT.
4, 417 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 15T java -version &% UIE Java BURRZS,

S8 2b: 7EiEiR VM £%% Linux VDA 3+
AR
EFERAYFIHEITH VDA fERIRIR VM, EBT IS B,

EiEIR VM E%&% Linux VDA B8 270, 1E%%.NET Core Runtime 3.1, BXFAER, BEIRNRERR,

RIBEM Linux X1ThR, iB1TLATE<$ R Linux VDA IR BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xF SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

T 2¢: BAFMEENRE tdb-tools #f+E 3+ RHEL 7 fRs52::

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

xtF RHEL 7 T{Euh:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

£ 2d: REFLIRM ntfs-3g 19 EPEL %7f8%E £ RHEL 8/CentOS 8. RHEL 7/CentOS 7 £%&# EPEL =14
B, LUEREIETT deploymcs.sh %% EPEL EHiRER ntfs-3g R4,

S8 2e: 72 SUSE EFoh%# ntfs-3g 72 SUSE & L, FraEfEEFRM ntfs-3g. THRAE, &HFHFoh
R ntfs-3g:
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1. %% GNU Compiler Collection (GCC) HmiZBALHIEHRHRIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFE,
3. fRIE4SE ntfs-3g WiFa:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g R EHIERE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy—-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy-->

S8 2f: I§BBTNINE  EiafT deploymes. sh Z&l, BHRITUTERE:
o Bt /Jetc/xdl/mcs/mcs.conf M8, mcs.conf BEEXHRMATFIEE MCS # Linux VDA
T8, TAE—LTE, HANHEE dns 1 AD_INTEGRATION:
AR UNRA—ATERESME, EEXEERBEEHES I SRHATE DR 5190, LDAP_LIST="aaa.lab:389
bbb.lab:389.

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITHN
VDA I BEERE, MRIKENY, MCS IZMIHEN EMNEREX MRS HaIERIZITH VDA ERNFMX
18R, B2, FNAKAEE dns ;1 AD_INTEGRATION T2, BIAMEHRN N, XEKREEME L
WECEER G THE MCS eI EN ERNEEX .

- dns: &% DNS IP ik,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESHREREISZIFHI R IThR.

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify @8R, 543 AD_INTEGRATION
T2igE RN Centrify BY, ZEARXEXN.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i€ & T # Centrify Samba i B iR E. REH
AD_INTEGRATION Z&i&EX Centrify By, ZEFREX,

- WORKGROUP: 137t AD HECE T TIEH, HRETFASH (KDKANE),
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o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ANREFEMRE, WRETRHIEEEIIRET MCS kit ENSREH BN EK.

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
[iTERC

fFign, EEILUE LT &L1THRMEl /etc/xdl/mecs/mcs_local_setting.reg Xfd, UBHTE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S 2g: BRTIG
1. 57 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (AE)EiEIR VM L, EREERR B E X BIZMERE VM ERFEX /etc/krb5.conf./etc/samba/smb.conf
0 Jetc/sssd/sssd.conf x4,

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix.

FF SSSD AF, iEE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

3t F Centrify B, EE#H /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

FE EREERXHTIERANNERAAERTE, FlW SWORKGROUP, SREALM. Srealm.
S${new_hostname} #1 SAD_FQDN.,

3. #ERIR VM LREMARFE, M VMware iTJF X@#ER VM, BIZER VM BRI,

TRE3: RHENER

7z Citrix Studio #, SIZIEHBERHEEEEERPEIEN VM K8, SIZIHENBERN, BMRBYIRPEEE
BR1R,
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

RIERERTHMEEES. EXFAER, BESREA Studio BIEITENER.

TRA4: QIBRRMA

ZTHRM—THS M BN ERFERNHENNES JTAEEWERF I UERXETEN, UNAIHXER
FEBNNBEFIRE. EXEAES, BSHCIERZTH,

£ AWS LfEFR MCS 8 Linux VM

$I% 1: 7£ Citrix Studio H8IE5 AWS HItEEE

1. 7 Citrix Cloud £y Citrix Studio &, ##ZFERE > 118 > FINERMZRULIES AWS MiEs,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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TR 2. FEEIME

TG ESRERA. ERIMUNARER. VDA MEMRG. BESETME, BRITUTERE:

$1% 2a: BE cloud-init
1. EHFESHEMNHFELE EC2 I8t VDA EMBMAEE, HETUTHSLURE VDA £413.

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

34F Ubuntu 18.04, &#R7E /etc/cloud/cloud.cfg xfeh@g system_info &9 FEELUTIT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. EfEF SSH izizinia) AWS £ MCS g2/ VM, ERAZERSHIIE, FARE VM ZEWMNERARM. 1R
ERERITUTEF.

« 458 cloud-1init BEEXH /etc/cloud/cloud.cfg. 1% ssh_pwauth: true 17777, MERE
% set-password THILUTT (WIREE).
users:

- default
<!--NeedCopy-->

o MRETERET c loud-1nit QIBMBIAAR ec2-user tubuntu, MATLIEEA passwd
WLERAAERE, BLENRTE, WEUERTER MCS fIEH VM,

o {518 /etc/ssh/sshd_config XEURREEUTIT:

PasswordAuthentication yes
<!--NeedCopy—-->

R1ZZXHEHIET sudo service sshd restart#®%,

£ 2b: ({XfR Ubuntu 16.04) =i OpenJDK 11 7f Ubuntu 16.04 L, &id5Em U THERE Open)JDK
11:

M https://jdk.java.net/archive/ T#i&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz ¥ UEETHAREE,
(A1) isftmv jdk-11.0.2/ <target directory> &<LU& OpenJDK REEBEIFERH,
im 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. &fT java -version &< LURIE Java BIRRZS,

> wn e
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HIE 2¢: 7EiER VM %% Linux VDA #4-8
FE:
EEAHANETTH VDA AR VM, BBLI IS B,

EiEIR VM £E%% Linux VDA B8 2 /i1, 15%%.NET Core Runtime 3.1, BXFHER, BESIRNTERR,

RIEEH Linux &17hR, BT F&<$H Linux VDA & B
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$7 2d: SREHEENRE tdb-tools %8 33F RHEL 7 fR%28:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

x3F RHEL 7 T{Fifk:

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 2e: REFLURM ntfs-3g 89 EPEL =% 72 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 7=
FE, LUEM/GiaTT deploymcs.sh 2% EPEL E{REM ntfs-3g HRiFE,

S 2f. 72 SUSE LFmh% % ntfs-3g 72 SUSE & L, FiEFEESRRME ntfs-3g. THIRMAE, mFHF
R4 ntfs-3g:

1. %% GNU Compiler Collection (GCC) HmiFBASZHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy—-->
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N

w

4

B

. T ntfs-3g #iFE,
. FREZE ntfs-3g iFa:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

. I\ ntfs-3g REEMERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

%% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

2g: &BETHFE &7 deploymes. sh 2, EHRITUTERE:
« Btk Jetc/xdl/mcs/mcs.conf AMTE, mcs.conf BEXHRHEATFIEE MCS f Linux VDA
HEE, TEE—LETE, HPHFLEE dns #1 AD_INTEGRATION:

ARIMRA—NEERESME, EREXLEEREERS I SHHATHEI IR, 5Id0, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDA WEEREE. MRIEERNY, MCS SIEMITEN EMEEXHES SFiEEiziTh VDA ERMER
1R, B2, EMAYAERE dns M AD_INTEGRATION &£, BAMEA N, XEKETME L
B ERR L SR HE MCS IR BN LB E X1,

- dns: &= DNS IP b,

- AD_INTEGRATION: &2 Winbind. SSSD. PBIS g Centrify, Hx MSC #F# Linux %1ThR
FMFIMNFENTIR, ESREXHHZRHFNEITIR

- CENTRIFY_DOWNLOAD_PATH: i#&TF# Centrify #8882, RE3E AD_INTEGRATION
TEIGE RN Centrify B, ZEASEN,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& T & Centrify Samba %+ B KR. REE
AD_INTEGRATION Z&i&&H Centrify B, ZEASEM.

- WORKGROUP: %7 AD HEET T{EH, HEETFARTE (KOANS),

o EERITEN L, BeSTRmel /etc/xdl/mcs/mcs_local_setting.reg XHLURIBEES
ANBEHEMRE LIRIEAREIEEIRFIZEE MCS MBI B SR ENR BN EL,

/etc/xdl/mcs/mcs_local_setting.reg XthrhtE—THERTIREREFMEIMREN—

A
AP <o
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fBign, EEILUE L TF&HL1TAME /etc/xdl/mcs/mcs_local_setting.reg Xfd, UDHTE
AR EHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S8 2h: SIETME
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (i) ERIRVM £, EFEEERUEENXNENFFE VM EBEX /etc/krb5.conf. /etc/
samba/smb.conf 1 /etc/sssd/sssd.conf Xt

3 F Winbind BF, B8# /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix,

FF SSSD AR, iEE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl#M /etc/xdl/mcs/sssd_smb.conf.tmpl #&ix.

34+ F Centrify AP, 8% /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #iR,

TR BREERXGTERENMERIAERETE, Fli SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. EEIR VM ERENAEFE, MAWS EC2 NP XHARIR VM. HERER VM HEFRSAHERLE.
4. ERBEER VM, AEEEFERE > IRREG BAGBHREFTEHITIRE, REHLIERE,
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Create Image X

Instance ID

Image name ‘ |

Image description () ‘ |

No reboot (i) @

Instance Volumes

Volume - . . Delete on
Device Size (GiB) Throughput T Encrypted
Type Snapshot (i) Volume Type (i} 10PS (i) Termination
| (MBIs)
L9 0] ® ®
Root Idevisdal gg""p' lao |  [General Purpose SSD (gp2) ¥| 120/3000 N/A @ Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GIB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RELECINEEH

SE 3 RHENER

7z Citrix Studio #, SIZItENBRHEEEEETPEIEN VM HE, QIZHENE RN, HEREENITEIRIR
(ZHIBIZMERE) , RAREF—ITHZ M L24H,

Studio Machine Template

Select the machine template that the virtual machines will be based upon.

= A
" Introduction - | Name | Description
i) T6RHELV100 (ami- 1] o
+ Operating System P
S Mochine Maugerme it J ) erTT_mes 1912 (ami-0: )
Machine Template \ @ i B
Security ‘ () crhel?_mes 1909r (ami-0 " T T )
aal Mahaes | :3 cs123_mes_1912 (ami-0:2 e)
@ 8)
Metwork Cards = <
() cs123clean (ami-0 3)
Eei i O es123fix (ami-0 )
Surmmary () cul604_mes_1912 (ami-Ok 3
() culbmestest (ami-0 i)
) cul804_mes_1912 (ami-0f ]
o Select the minimum functional level for this 7.9 [or newer) | - |
catalog: :

Machines will require the selected VDA version (or newer] in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Studio Security

Select one or more security groups for the virtual machines. The virtual private cloud in the
selected Resource supports a maximum of 5 security groups per virtual machine.

¥ Introduction E | Mame + | Description

|:J I;um;h-wli.z,ard-z Iaunch-wiz,ard-é created éU'iB-lilé-22ﬁﬁ:48:24.t144+08:60
|:| launch-wizard-3 launch-wizard-3 created 2019-05-20701:33:55.776-04:00
I:I launch-wizard-4 launch-wizard-4 created 2019-07-23T12:43:41.277+08:00
[] launch-wizard-5 launch-wizard-5 created 2019-09-17T10:51:39.273+08:00
Security |:| launch-wizard-7 launch-wizard-7 created 2019-04-28T10:56:02.540+08:00
Wirtual Machines I:] launch-wizard-8 launch-wizard-8 created 2019-04-28T10:5%:43.246+08:00
Metwork Cards []  launch-wizard-9 launch-wizard-2 created 2019-04-28714:22:23.235+08:00

[]  Inxvda mes test finuxvda mcs on aws

" Operating System
+ Machine Management

+ Machine Template

Computer Accounts

temp1 security group for mes

Summary

How would you like your machines to be deployed in the cloud? Learn more

(®) Use shared hardware
This setting is suitable for most deployments.

'C:_'.'J Use hardware that is dedicated to my account
This setting is more suitable for deployments with specific security or compliance
requirements,

RIERERITHMEEES. EXEAER, BSAEA Studio tIBITENER.

SE4: QIRRMA

ZIHRM TS M EN BRPERNHENNES, KNAREWLERF I UERXEITEN, URAfhxe
FERNNAEFNKEEH. BXFRES, BERERZ T

£ GCP LA MCS ¢/ Linux VM
$E1: 1#E GCP IfH

BXFMER, 1H81A Google minF & EIMLIFE,

$8 2: 7£ Citrix Studio H8I25 GCP WitE L

1. 7£ Citrix Cloud _E&9 Citrix Studio /1, EFEE > 18 > FINEENERUSES GCP MiElE,
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Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYLIIGH

C)\ Search Add Connection and Resources

l':lg Machine Catalogs

Name & Type Address
3 .
a¥s Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications
Policies

Dﬂ Logging (Preview)

é—z@ Administrators (Preview)

- Click an item to view the details.
I% Hosting

2. i#%#% Google Cloud Platform (Google mitF &) EREELEE,

Add Connection and Resources

o Connection @ Create a new Connection

2 Region Connection type: ‘ Google Cloud Platform o ‘

3 Network Service account key:

Service account 1D:

4 summary

Zone name: l GCP o l

Connection name: ‘

Create virtual machines using:

@ sStudio tools (Machine Creation Services)

() othertools

3. § A GCP 1k B9ARSS 1K S BAHBNIER B o

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 177



Linux Virtual Delivery Agent 2110

Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q seven
b Machine Catalogs
== 9 Name L Type Address
GCP Google Cloud Platform  https//cloud.google.com

%ﬁ'ﬁ Delivery Groups
El Applications
Policies

Dﬁ’ Logging (Preview)

GCP1

83 Administrators (Preview)
Click an item to view the details.

= i
== Hosting

TR 3. FEEEMRE

FMGEESRERA. FEMKNBER. VDA MEMRYG, EESIME, BRITUTERME:

#% 3a: (YR Ubuntu 16.04) <% OpenJDK11 7 Ubuntu 16.04 t, @ITMUTHELE Open)DK
11:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 178



Linux Virtual Delivery Agent 2110

M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNREE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. iBfT java -version &<URIE Java B9kRZS,

> wnd e

S8 3b: &R VM £%% Linux VDA 3468
AE:
EFERAYFIHEITH VDA fERIRIR VM, EBT IS B,

EIEIR VM %% Linux VDA #8281, %3 .NET Core Runtime 3.1, X8, 52 FLEMR,

RIBEM Linux X1ThR, iB1TATE<$ R Linux VDA R BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

1+ SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$1% 3¢c: BRAEMEEURE tdb-tools #iEa  ¥+F RHEL 7 iR 28!

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

xfF RHEL 7 T{Eu4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 3d: RETTLURM ntfs-3g 19 EPEL 77fi#%F 12 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =&
B, LUEHEIETT deploymces.sh &% EPEL FEFIRIER ntfs-3g R4S,
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S8 3e: 7£ SUSE L F5h%%E ntfs-3g 72 SUSE & £, FrEEEERM ntfs-3g, THREAR, HFiZHFH
R4 ntfs-3g:
1. =% GNU Compiler Collection (GCC) {RixBRAFZHIEHERIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. F#H ntfs-3g e,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$18 3f: I§BnTINIFE 51T deploymes. sh 2, EHRITUTRE:

« Btk Jetc/xdl/mcs/mcs.conf AMZTE, mcs.conf BBEXHIRHEATFIEE MCS # Linux VDA
HEE, TEE—LTE, HPHFLEE dns #1 AD_INTEGRATION:

AR MBA—ANEEBRESME, EREXLEENEERS I SHHATHEIR. a0, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: MEREEAYNEEETH
VDAKMERE, MRIEEHRY, MCS SIBMITEN LHEE XA S i EEEiTH VDA ERNFERX
H1EE, B, EIMANKMEE dns M1 AD_INTEGRATION &£, BIAMEA N, XEKSEEME L
HECERR S =i MCS SIEAHHEN LM E X4,

- dns: i&E DNS IP #htit,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %3#¥# Linux £1ThR
MIHIINTTEZRTIR, ESHRECREISZFHI R IThR.

- CENTRIFY_DOWNLOAD_PATH: i&&TF# Centrify 485 #ZE. RE% AD_INTEGRATION
T2igEN Centrify BY, ZEFRXEN.
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- CENTRIFY_SAMBA_DOWNLOAD_PATH: i& & T # Centrify Samba i MR E. REH
AD_INTEGRATION Z&i&EX Centrify By, ZEFREX,

- WORKGROUP: $3R7 AD HEEET TFAH, BRETFAESN (KOKNE),

o ERIRTEN L, BHTHRmE /etc/xdl/mecs/mes_local_setting.reg XHLUIREEES
ABEIEMRE, IRERMIEEIEIIRERE MCS MR B EXREFR BN EK,

/etc/xdl/mcs/mcs_local_setting.reg X#HmME—THERTRERBMEMREN—
o
Blgn, ERILUEU T a<fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X, USRS
AR EFEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy—-->

S8 3. tIEEmE
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A%) EHERVM £, BHEERRUEEXIENRE VM £EMHEX /etc/krb5.conf. /etc/
samba/smb.conf #l /etc/sssd/sssd.conf Xt

3FF Winbind BF, 8% /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #ix,

F SSSD AR, E%E# /etc/xd1l/mcs/sssd.conf.tmpl., /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iRk,

33 F Centrify B, #E8E#H /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&k,

=

AR

EREERXGREANNERRAAERAETE, § W SWORKGROUP. SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. ERIR VM LRENBIEFE, M VMware [TJP X8R VM, SIE#EIR VM BRI,
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TR4: SIRHBENAER

7z Citrix Studio /1, RIEZIHENERHETEEERTEIEN VM HE, CIZHENE RN, BENREBYIRPIEEFEE
BR{R,

Machine Catalog Setup

Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (& master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

+ Introduction

Select a snapshot (or a virtual machine):

¥ Operat
2 . » (W] RHELG.S @
« Machine Management
» W] RHEL74 @
Master inge b [ sles123 @
Virtual Machines » [ ubuntuls @
Computer Accounts (=] vcsa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:
Machines will require the selected VDA version {or newer) in order to register in Delivery Groups

that reference this machine catalog. Learn more

Back Cancel

RIERERITHMEEES. EXEAER, BSREA Studio tIBITENER.

WS SIERMA

RIFERMN— T EZMTEN B FHERNHTENNES. RAHEEEWMLERF e UERXETEN, Uka#XtA
FERNNBEEFMEE. EXEFEAEE, BSR0IERTH,

{&F MCS 7£ Nutanix AHV 17 Linux VM

HIB 1. REHTM Nutanix AHV &t

M Nutanix 538EX Nutanix AHV f&#F&. &8 Citrix Virtual Apps and Desktops iR REH EMZiES. &
KIFMER, 1E21 Nutanix 21 1RER (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS R EERE)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 182


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/machine-catalogs-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://portal.nutanix.com

Linux Virtual Delivery Agent 2110

£ 12 1a: A7t Delivery Controller 223514t Nutanix AHV i %% Citrix Virtual Apps and Desktops
&, ##F#1E Delivery Controller £%% XD MCS AHV #Eft,

#5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard >
Setup Type ’
Choose the setup type that best suits your needs \.
MNUTAMNL

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

MCS Plugin for Citrix Cloud Connector will be installed
4

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
a]

< Back MNext = Cancel

$12 1b: J =i Delivery Controller 2235541 Nutanix AHV i %2 Citrix Virtual Apps and Desktops
&, EEHLEFEAT Citrix Cloud Connector #5 CWA MCS AHV 4, £/ Citrix Cloud fAF53MHIFTE Citrix
Cloud Connector L &%k, ENfE Citrix Cloud Connector £:8% AHV ISR TR ZRME, WX FEM
Citrix Cloud Connector,

$B 1. REFBHETHRUATIER
o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreat:
\Vv1.0.0.0 #¢JET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\vl.0.0.0" &%,

» f£7#h Delivery Controller E&#i/=5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, 3#&7x Citrix Cloud Connector E&E#/g5h Citrix RemoteHCLServer Service,

e
HNNBWNEERELEH Nutanix AHV i&# 83 F 1 H Z# B3 Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

$18 2: £ Citrix Studio #6725 Nutanix Bt E &R

1. 33 F7#h Delivery Controller, & #E#th Citrix Studio FIEEREE > £ E > FMEZENER WF=
Delivery Controller, &% Citrix Cloud EHEF Web 89 Studio #£4|& iR EIE > 118 > RINEEN
EIR, LUBIES Nutanix BN EREFNERE.
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2. EAMEENRRRSPREEITE LERE Nutanix fEREZELE, ARKEEEDNERERZF L. FEUKR

EEAT. EMEELE, EEREATHERTHMNE,
540, tEAH Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

+ Connection

MNetwork connection.

Summary Select one or more networks for the virtual machines to use:

The name helps identify the storage and network combination associated with the

[] | Name
[] INTERNAL_1
O wm

Cancel

40, £ Citrix Cloud ER9ETF Web 89 Studio &=HI&H:

Add Connection and Resources

o

o Connection @ Create a new Connection
2 Network Connection type: Nutanix AHV
3  Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location

S

Connection name:

Create virtual machines using:
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3. EMLE L, EEFEATIHEERTHNES,

HE 3. TEER VM LS MR

FIEERRERS. FFEMMCRZAER. VDA MEMMRY, ZESIME, BRBUTHIE:

$I2 3a: TR VM %% Linux VDA %ta
FE
EFERAYFIEITH VDA fERIER VM, BTt 1,

ERRIR VM £E&% Linux VDA B8 2 F1, 15%%.NET Core Runtime 3.1, BXFHEER, BESRRERR,

RIBEH Linux Z1ThR, BT &< Linux VDA & BHFIE:
337 RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$1% 3b: SRAEMEENRSE tdb-tools & x3F RHEL 7 fR%28:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

%3F RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 3¢ RETLURM ntfs-3g 19 EPEL 776 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 721
B, LUEREEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g i,
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S8 3d: £ SUSE EFshRi ntfs-3g 72 SUSE & £, FREEMHEBTIRM ntfs-3g, THRAR, HFiZHFH
R4 ntfs-3g:
1. =% GNU Compiler Collection (GCC) {RixBRAFZHIEHERIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. F#H ntfs-3g e,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

£ 3e: IRBEBETHNIFE 7#EfTdeploymcs. sh Zal, BERITUTIRE:

« Btk Jetc/xdl/mcs/mcs.conf AMZTE, mcs.conf BBEXHIRHEATFIEE MCS # Linux VDA
HEE, TEE—LTE, HPHFLEE dns #1 AD_INTEGRATION:

AR MBA—ANEEBRESME, EREXLEENEERS I SHHATHEIR. a0, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: MEREEAYNEEETH
VDAKMERE, MRIEEHRY, MCS SIBMITEN LHEE XA S i EEEiTH VDA ERNFERX
H1EE, B, EIMANKMEE dns M1 AD_INTEGRATION &£, BIAMEA N, XEKSEEME L
HECERR S =i MCS SIEAHHEN LM E X4,

- dns: i&E DNS IP #htit,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %3#¥# Linux £1ThR
MIHIINTTEZRTIR, ESHRECREISZFHI R IThR.

- CENTRIFY_DOWNLOAD_PATH: i&&TF# Centrify 485 #ZE. RE% AD_INTEGRATION
T2igEN Centrify BY, ZEFRXEN.
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- CENTRIFY_SAMBA_DOWNLOAD_PATH: i& & T # Centrify Samba i MR E. REH
AD_INTEGRATION Z&igEX Centrify B, ZEAREHK.

- WORKGROUP: #%7 AD FEE T IE4A, HREIEART (RHANE).

o EERITENLE, EmSTRmEl /etc/xdl/mcs/mcs_local_setting.reg XLUIRIBEES
ABEHEMRE, LIRERIREEHIENIZERE MCS FEEH It BN &SR EN B ohi &K,
/etc/xdl/mcs/mcs_local_setting.reg XthrhE—THERTIREREMEIMREN—
iR
fign, ERAILUEL T e fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHE
AR EFEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S8 3f. 7£ Nutanix AHV L, Xk VM, gIE2H &3 TEHIRE
AR

WBTE Acropolis RIEZ FRETiN_ERT43 XD_ 7 8E7E Citrix Virtual Apps and Desktops #fEf. RIBFEE
F3 Acropolis IZHIEEHERE, EGERERE, ENRIEIEERASUREBRIFENTIR.

TR4. IRHENER

7z Citrix Studio &1, SIEHENBRHETEEEFTOIEMN VM &2, 7£ Nutanix J2EH Container (828) &
L, EREZEAERR VM IEENASR, TFEBEGRE L, ERRERE, EEMNAE L, EEIN CPU 9=
& vCPU Btz Ek,

REFENTHMEERES. EXFEAER, ESRER Studio tIEITENE R,
AR
%R Delivery Controller EHIHEN B ROIEIIEZFERE0E, 5 ZE Nutanix Prism FFoiTH#IZ A
Preparation Bt EHMEIR, X5 EGFA4SMITOIRIZ,

SRS IERMA

RPARM—IHZ MTEN B RPERNHENNES. XNAEEWLERFR AT UERAXEITEN, URAIHXER
FERNNAEFNEEH. BXIFRES, BERERZTE
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/A MCS E#HE/ Linux VDA

EEA MCS FHEM Linux VDA, EHITUTIRE:
1. 7£%% Linux VDA B3| HeihRA 2 81, BEHFRELE.NET Core Runtime 3.1,
2. EERITEN _EE#H Linux VDA:
AR

kg, EARILAER Linux VDA BEIEMIEERIT RGBT M. ELILER, BEERITEN LN
etc/xdl/mcs/mces_local_setting.reg X ZRmM& <17,
Bign, BILURINLA R aR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

xF RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

3#F RHEL 8 #1 CentOS 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%+ SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

3+F Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:
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sudo dpkg -1 xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3. 448 /etc/xdl/mcs/mcs.conffl /fetc/xd1l/mcs/mcs_local_setting.reg.
4, EREHTIRER,

5. 1£ Citrix Studio #, EEFAFEHMITEN B RIFHIRE, EEEUHBENENBHZE, FE—BIE. B2F
MEHBITEN.

B EHITENKF 255
BIANBERT, HENKFZEELEITENERE 30 Xidfi. ERIEEBSHHURBeIEHITENKFERD, BT
LU I21E:
1. #3517 Jopt/Citrix/VDA/sbin/deploymcs.sh 2 &1, BUTEBEZRME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh i, 17 /etc/cron.d/mcs_update_password_cronjob LL
REEMNENME, RASESAZEHARZRE 2:30 EMITENKAEE,

SREHMITENMKFZEBG, Delivery Controller ENZEIFEEIFET LN, HETE /var/log/xdl/jproxy.log F7]
B I TR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

THMREEIR, EEHIEMREIEEF. AITEFRA Delivery Controller stigiizhies FRHEFFIEES,

7£ MCS ¢85 VM E£/=/ FAS

IR T & 1ThR £E3E1TRY MCS SUERIEIAML LB A FAS:

Winbind SSSD Centrify PBIS
RHEL 8. Cent0OS8 =2 ES £ =
RHEL7. CentOS7 = = = =
Ubuntu 20.04 = £ S S
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Winbind SSSD Centrify PBIS
Ubuntu 18.04 = & & ES
Ubuntu 16.04 = & & £
Debian 10.9 = & & ES
SUSE 15.3 = S ES £
SUSE 15.2 = S ES ES
SUSE 12.5 Z S £ S

TERIR VM L& T REEE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. iB17 ctxfascfg.she BXFMER, ESRIETT ctxfascfg.sh,
3. £ /Jetc/xd1l/mcs/mcs.conf FigBETE,
AR
WATE [etc/xdl/mecs/mcs.conf REgEREVENTE, RAXLETERE VM BEiiiER/.
a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIRERN Y.
b) 3 FAS_LIST TEIRENEH FAS RSB HERD SHOMABANIIS5IRRAZ FAS RS 8
ik, 90 FAS_LIST="<FAS_SERVER_FQDN>;<FAS_SERVER_FQDN>",
c) RIEEEREHMTE, §W VDI_MODE,

4, &f7#l4 /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS 1328 VM £/5F FAS

WMRKIN EXPTRERRITEN LEA FAS, WATLES™ MCS 81289 VM LB/ FAS,
E7E MCS €289 VM L2A FAS, BHRITU TR E:

1. 7£ Jetc/xdl/mcs/mcs.conf FigBETE,
AR
WATE [etc/xdl/mecs/mcs.conf higBEREVENTE, RAXLETERE VM BEiiiEAR.

a) ¥ Use_Existing_Configurations_Of_Current_VDAM{EZREHNY,
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b) #& FAS_LIST Z2i&EH FAS BRSS28ithit,
c) RIEREREHMT =, itn VDI_MODE,

SR CAiEHo

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. BTl /opt/Citrix/VDA/sbin/ctxfascfg.sh, BXFMER, EBIWs(T ctxfascfg.she

&/ Citrix Provisioning ¢/ Linux VM

December 22,2021

ASURMBE KB TR AME Linux BIMgEIER, FEALLIhAE, Ear B #E Citrix Virtual Apps and Desktops
R APIES Linux IS E.

LT Linux £17hR

Ubuntu 16.04
Ubuntu 18.04
Ubuntu 20.04
RHEL 8.4
RHEL 8.3
RHEL 7.9
SUSE 12.5

BE

o EABIERER Citrix Provisioning a7 Citrix_Provisioning_2109.1iso FiZf
MR A RES, BRIEEN Linux ZITARERZZDHEE, BFEA Linux BEAREZAE 2109 XES
ks, FE=RE Citrix Provisioning AR$528 2109 B =hRr7s,

o {Ef Citrix Provisioning LUBI R ARH#IE Linux BARg&&EE, 1EX RN EEZHE MG OIR 2RI E5h
DX, UEMERRIRSEBES R,

BXiEMER, BB Citrix Provisioning A4 sRE fid A Linux BRigE,

77 XenDesktop 7.6 & E#AhrAE.E Delivery Controller

March 29, 2022
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XenDesktop 7.6 B RIAFEEHRA BT Linux VDA, XFXLERAR, BEETENMEFRENIIZE, REM
WIHEBEAX PR M.

&t Delivery Controller &2 &

3+F XenDesktop 7.6 SP2, &R Hotfix Update 2 S Linux E#MsE#Y Broker, Hotfix Update 2 a[#E LT
B

CTX142438: Hotfix Update 2 - i&f@F Delivery Controller 7.6 (32 i) - Z&thi

33 F2F XenDesktop 7.6 SP2 #9hiias, AIfEAZ N Update-BrokerServiceConfig.psl 89 PowerShell s
SkE# Broker Service BtE., WU HIRALEZ:

o citrix-linuxvda-scripts.zip
f1HMAEA Delivery Controller EE LU THE:

1. ¥ Update-BrokerServiceConfig.psl filz<E %%l Delivery Controller i+ &1,
2. fEAHBEER FTXHITH Windows PowerShell 2418,

3. W¥2E% Update-BrokerServiceConfig.psl BlZRIX 3%,

4. i&fT Update-BrokerServiceConfig.ps1 fizs:

.\Update-BrokerServiceConfig.psl

<!--NeedCopy-->
R
PowerShell MEIAERE B2 1EH4T PowerShell Blzs, WMEMZANEITERY, ELEZ PowerShell HiTHeg,
AEBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy—-->

Update-BrokerServiceConfig.psl =6/ Linux VDA FrEyEh WCF i =85t Broker Service BREX 4,
AIEEF BN Broker Service, ZiilZ~s B nh#iE Broker Service BEXHHUE. RASKER—TERT ARG
FREXHRIR&Y, HEXHEHm prelinux.

XEFNARAXFME S AERR—1 Delivery Controller 189 Windows VDA #9112, —-> Controller rIRAY
FTHEEMAE Windows # Linux VDA &1,

153K Delivery Controller i2 &

LUFEMBEEEXE N A T Delivery Controller i, EndpointLinux = 7 & & % %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config 2 H R,
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£ Windows s<RRAEOH, UAMEERERFHERHITOSE:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

ficE Linux VDA

December 22,2021
RERABFANBT Linux VDA BITHEE, BIETHAEIRER. ECEMBFEHR,
R

« BTUWEREM xdlcollect Bash fla3E£mM 2 Linux VDA /3 1F /opt/Citrix/VDA/bin
TFo =% Linux VDA i/, ALLE T bash Jopt/Citrix/VDA/bin/xdlcollect.sh®%
RWERE, BEWETRE, EENBEXHFFESHABRNXXHREFER, xdlcollect AL
WRERTIEESENEE X L E Citrix Insight Services (CIS), MR EEE, xdlcollect &
FLHEREERE upload_ID, EHA=MEMAHITENARBRESENBEESX S, EttAF I UER
upload_ID ixial CIS FEy BES .

&= Citrix Workspace ARG, AILUERRERNZERE Citrix Virtual Apps and Desktops &
&, ERMLINEE, 1E7E Linux VDA BT T &<
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\WinStations\tcp" -t "
REG_DWORD" -v "fPromptForDifferentUser" -d "0Ox00000001" --

force
<!--NeedCopy-->

BRILINEER, BMRENSRRERATERE. T AT FFIbIh6E:

-RHEL 8.4/ CentOS 8 (2105)
-RHEL 7.9/ Cent0S 7.9
-Ubuntu 16.04

- Debian 10.7

-SUSE 15.3

-SUSE 15.2

% NIS 5 Active Directory £5%

December 22,2021
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A BAIAETE Linux VDA shfER SSSD 3 NIS 5 Windows Active Directory (AD) £/, Linux VDA ##14

Citrix Virtual Apps and Desktops #9—4f+. EIt, ©5 Windows AD iR HLE S,

fEMA NIS (f3E AD) 1E2 UID A GID {eftizFEXRIKFEE (AR BMEWBAS) 7 AD # NIS 48R,

AR

e AD ARS8 MITE M I0IE. A32H NIS+, WRfEA NIS fF8 UID 7 GID =## 12, WABEAXE

Windows 532889 POSIX B4,

e

A ERREFAN Linux VDA BBE S %, XMAERATRHFAG. F RHEL/CentOS £1Thk, 1BiRR=R

# Linux Virtual Delivery Agent for RHEL/CentOS #r93tBE#17#2¢F. %3 F Ubuntu £17hR, 1BEREBR

Linux Virtual Delivery Agent for Ubuntu s#935% BE# 1732/,

SSSD Bft4?

b
#

SSSD B&LFiriEF. HEBEINAERN T KIBE o] AR GHRMEF BN SR 008 AR KIR A T2 R IRH X H
HITHHIIE. TRt PAM 1 NSS mMiEiR, FRAILUAYT BAFEEXFEFET D-BUS B9iE0. ItINERiEHELR

BUERIE S RAF B At A P Ik P ALY R AR P 3R

¥ NIS 5 AD 15/

2R NIS 5 AD &£/, FHITUTRIE:

¥ Linux VDA 7% NIS BEFif

&/ Samba MAEHEIEEMN keytab
®& SSSD

foE NSS/PAM

I3 Kerberos f2&

WIER P S 5IE

I e o

¥ Linux VDA 7109 NIS i

ECE NIS EFis:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

1%E NIS 5:

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->
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7% [etc/hosts F7510 NIS FRSS2BMZ A imaY P tthit:
{ NIS server IP address } server.nis.domain nis.domain
@3 authconfig@& NIS:

sudo authconfig —--enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update
<!--NeedCopy-->

nis.domain %75 NIS IREZ2EMIEEZ. server.nis.domain 2 NIS fRSZ2MENZ, HATLE NIS BRSZ2/ P b
ik,

B E NIS iR
sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

R NIS BCEER:

ypwhich
<!--NeedCopy-->

BIERTM NIS BRSEBRIBIKFEE:

getent passwd nisaccount
<!--NeedCopy-->

AR

nisaccount £ NIS ARZ 28 FAISERR NIS tkFP, 1R UID. GID. XERMEF shell L EMHERE,

{5 Samba mMAEHIZEEN keytab

SSSD HFREAFIMANIMEERFRS keytab X8 AD BFiHINEE, LIXLINEER LUIRA/LMAZE, GFE:

« adcli

« realmd
e Winbind
« Samba

AFHERENE Samba A%, 3F realmd, &2i% RHEL 5 CentOS MBI, HAEAEE SSSD ZHit
TIXLE I,

fEF Samba mMAFHeIZEN keytab:

EIEWECE T LUFX 89 Linux BFIRLE:
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« Jetc/krb5.conf
+ Jetc/samba/smb.conf:
R+ EHEE Samba 1 Kerberos S{5381iE

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Hr1, REALM 2AE# Kerberos $ftgi& %5, m domain 2159 NetBIOS &#7F,
WMRFEEE T DNS &k KDC FREB[BMGUHZFE, BEUTHEMETRNEFENSS:
--enablekrb5kdcdns --enablekrb5realmdns

$TFF [etc[samba/smb.conf HIE L T BHMNE [Global] 28477, {EEHE authconfig TEERMNE DG
H:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iHZREayigiEIzaliAiE, MASEFEITENRMEIEN AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2ABH Kerberos $si&#k, user 2ENIGHENRMEISAEAS,

% E SSSD

%8 SSSD WP BT

« 7£ Linux EPimit BN LR sssd-ad # sssd-proxy #4E,
o IRFHE (40 sssd.conf) HITEREER.
+ 25 sssd RS,

[etc[sssd/sssd.conf sssd.conf B2E R (FATLURIBEERINESZIEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]1+)$))

id_provider = proxy
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proxy_Llib_name = nis
auth_provider = ad
access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
<!--NeedCopy-->

% ad.domain.com. server.ad.example.com & AN HE, BXFAEE, ESF sssd-ad(5) - Linux
FH

33 sssd.conf i&E X HFFRE AR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

fdE NSS/PAM

RHEL/CentOS:

&/ authconfig 5/ SSSD. %% oddjob mkhomedir LR EBEREIES SELinux &
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e

f2& Linux VDA i& BT, EJ SSSD F & LiRg(E, Mt Linux VDA BEF G ERHIZE, Xt F ctxsetup.sh
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BN REERIMR 5 5, IRERRIAE,

I8iF Kerberos it &
AT 1R Kerberos BEIEMEEENA S Linux VDA BR&FE R, BT RS keytab X 2T EAEHBSENE
£A:

sudo klist -ke
<!--NeedCopy-->

WSS EREMEGEREBEREGASTTANERYIR, 1E17 Kerberos Kinit &3¢, MUEAXERARGIEHR0
BT ENBISH

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENAMABRUTIEERIAT., EFS (§) BAEARFML (\) #THEX, URERE shell Hig, EFLEFRHR,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEM. WRILHSRINGTT, WREEREREL,
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist -ke
<!--NeedCopy-->

WIEFRF S 3IE

fEF getent s LHAIASTHFHIE R LR NSS BE L1E:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 28R HER AR, IRFEEAZ—HEREN, 1BEER getent sp < #H 1T,
SFFHNERBNNT:

o RFZFNERKZFR: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS mig#&: username@DOMAIN

IG5 SSSD PAM IR B EIEMRELE, BFERBAF A ER Linux VDA, Z3F APk LIFTR B ER,.
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BEZERUTHSREMN uid g THRH Kerberos EIEEEX 4
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ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

@B Kerberos EEEFFHNRIBERTEMERTH:

klist
<!--NeedCopy-->

RGN RER

July 7,2022

&8 Linux VDA 7.13 i, Citrix mFFERZHF Linux FEHRRNT TENARRFIE FRENTEMFERED
FZENRIfE AL TIRE.

e

72 Linux VDA 1.4 &, Citrix 18107 X BRI N AIEFHSIEH = IhREM 2.

1/ Citrix Studio X wN AR

EA U HAR BN BIEF A MEIIMA R FA &% Linux VDA ERENNBRERF. Z3i25%% Windows
VDA L&MW BAEFRE M. BXiFMER, 155805 Citrix Virtual Apps and Desktops x4  (iRiE#EB# Citrix
Virtual Apps and Desktops k&s) .

AR
o EEXRMARN, BHARXMEERENSENNAEFNNARER.

¢ Linux VDA 1.4 REShRAZIFAHNARERF, B, Linux VDA FZFRIEMNARERZHAERD
HEN. EFERIEE, HITZNENNBEFNSERZIEIRBRIRTH,

o BERATENBER, B701E StoreFront EREATLERN, TERARINLTEARS. IREEE DR
B “TWIMode=0ff" ZRZ&EX, BEMFILIEE, MIFKEEBERA “TWIMode=0n", ZNEIRETLER
HEA IR HE.

PRI

Linux VDA R #F8 AP BohR—NBEFHNZ N H AL,
ENAEFER, RERETNREFRES A BIRIHEIETT.
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BA0ia)

ERTNAREFHERR T A TEME-:

s AEFEKATLEND. BONBAFIRERETRSSHHE R

s AEEMNBRATHNNBREFMNEONNES,

o B, TEEXZIFUTEOSEES: Mutter. Metacity #1 Compiz (Ubuntu 16.04), Kwin flEthE O
BEAZLE. FHRRENENEERETSIHNEOEES,

+ 1&17%4 LibreOffice AR, REE— BN ARERF ERE Citrix Studio b, FAXENAEFHE
=R,

» “Dolphin” ZXMWETF QIS WERGNARF AR ERER. ERILEM, FSHMILLA https:
//wiki.archlinux.org/title/Qt B &,

o B— ICA RERETHELRGNARFHNAEESERATARER—MEHR, ERRILEM, ERESEEY
REATHEESEIZE,

Linux VDA BB/E#H

November 27, 2023

ItbIhEE B BYF 1L B SR7E it XY AV BT i8] B Zh B #T Linux VDA Bt 5B HEEEA T Azure 1 Citrix Virtual Apps
and Desktops Standard #8I Linux VDA BYIEEE A, &&%E Azure 79 VM WEERRENR, BX¥MESR, 1B
SiFEEAT Azure B9 Citrix Virtual Apps and Desktops Standard /8% Linux VDA,

=

BEMALLINEE, BRMUTSRE:

$ 1. BEMEEMNH VDA € L& T Azure 523

S la: 7 Azure ZiEtK P FRIE— N BRHERERIHRKFILE 5 Blob (Anonymous read access for blobs
only) (Blob (1XFR blob BIERZEGARNIR)) o

} =

=W

Azure B30 blob L IHFFEFEEMEE, Citrix WHAERZ2BEFREBRT. I THERIEBERSMEANMER
R, BEHEESXERENEEARIANAZIZE N Private (no anonymous access) (FA% (TERIHIENIE)).

Steplb: ¥ VDA E3fs B & #2184 Updatelnfo.json B9 JSON XXfhh, BXRXMHENARA, B2 TR:
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"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)
{

"TargetOS": "RHEL8_3",

"PackageName'": "XenDesktopVDA-21.04.200.4-1.el8_x.x86_64.rpm",

"PackageHash": "
a6f2aba23b84bbc3a4640294a8bb92474e0cacbable5ae33416c0a4473a28d73"

}

)
{
"TargetO0S": "UBUNTUl6_04",
"PackageName": "",
"PackageHash": ""

}

)
{

"TargetOS": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": '"4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

>

{

"Target0S": "UBUNTU20_04",
"PackageName'": "",
"PackageHash": ""

}

]
3

<!--NeedCopy-->

Hrh, “Version” X5 VDA B4, “Distributions” E—4HFHNR, S NNEKREE=1HH:

« “TargetOS”: #4712 “RHEL7_9” (&RF RHEL7 #1 CentOS 7).” RHEL8_3".” UBUNTU16_04".”
UBUNTU18_04" 3 “UBUNTU20_04", ctxmonitorservice THiRBEMEMEITIRG

+ “PackageName”: iEEMAH VDA REEHLA,

« “PackageHash”: £/ shasum -a 256 <pkgname> &%itEH SHA-256 {&,
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Steplc: ¥ JSON Xf4# Linux VDA BB RFIRA L EEH Azure Beso

H 2. EEMEHES VDA LB BEEEHINEE

BINERT, BREMLTZERARS. MEEEAT Azure 8 Citrix Virtual Apps and Desktops Standard =6l
2 Linux VDA, %77z & ERITIhRER . SN, BEZEES B4 VDA LEA%IEE.

EEREBARENR, BFETEMTUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
T AR

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0
x00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRNBTEMRILE,

AMRIGE iBA

fEnabled B RAIET, RIAMERT, ZEN 0, REREN
B, AIURKHIGER 1 SR EREH.

Url LGB ANET, BIRE Azure F23 URL LUREXEH
= SF0FH VDA B4,

ScheduledTime I BRMIET, ATLUEHIGE N Immediately ¢

NextStart, Immediately E & T3 VDA HitEEE
Y ENE{TEM. S THEREREEENENIEEERH,
IEBUER, BE, MRTHRGERNEEMENRIE,
AT gE= BT A A%, NextStart EkEE T REBDH
ctxmonitorservice MHITERH. YTHEER
SEENERTESN, ETUER.
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AMRIE WA

CaCertificate g BATHEIRE, ©IigE PEM IEBMEEERF LT
Azure A28 URL, #F Azure blob, BaILIZMNE
SR HER N PEM 89 portal.azure.com BIEH,
ATREER, BRITEUERMLFEMRIEE, BNE
Ubuntu E3%#, £ RHEL &, B&EfEE curls
SH—LE NSS F, HFRIEEIUEPBHRIENER,

BFAS ctxmonitorservice B, ©E%%EiE Url LFEEX Updatelnfo.json X, SABEM JSON X
KEREHMMRA, AfF ctxmonitorservice KK EMRAS HaikAH#ITHR. MRHFRERE, %R
SZRM Azure THFTHRZH VDA G B H B EREESRM, 25, ©IiRIE ScheduledTime #9ig B iZ1THE .
FAMIEE, EAUEZEEHRBE ctxmonitorservice UL EH. B2, EEMT Azure i Citrix
Virtual Apps and Desktops Standard /1, &3t VM & EEERANIRE, REEETEFH B VDA T EHEEHBE
ctxmonitorservice, MREHKY, EH VDA BEIRIMEhRA,

=

o TEEREEME LREREMRIRE,

MRIFBRBPRE VM B FERGE, AHNER RS,

o WIREMHMEIRIRK, ARHERER,

o MREFRMEBEIRMD, F—MEHEF ARG RREMZAD Linux VDA, XMERFE&RER T
s EINBERE/LOMIEA8ESEM. Citrix Studio FIEEREEREE.

Remote PC Access

April 21,2022

BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops B BiZF. BEFEANGEBRREWNMATFRTIUREMS
RITAZHREMBIAE PCo MMRAFAILUARIENAE PC, tiIaILUARSER LIEFrEMRER AR SUBRME
o

Remote PC Access R34 S @mH L A2 F R Citrix Virtual Apps and Desktops A, SFEFMEE
Remote PC Access IERFFFZSEBE Citrix Virtual Apps and Desktops LA {4 B E R EHIE RN FIZAE
o XFF—RET —HEH—NEERER, AP EIEA Citrix HDX ZNHZBEDAE PC 21E, RBREAFK

¥,

BXFMEER, E2F Citrix Virtual Apps and Desktops xx#4s#9 Remote PC Access,
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ATEI

XEEFEEDR Linux VDA RE19:

o TE¥PIEN L, 1BX7EIE 3D X TEEA Linux VDA, BF NVIDIA IRzhizFa9R%, HEAT HDX 3D e,
PC AR RETAEL, HETRIENERN,. ETUBRRETEENT2NR,

o EXIE Linux it BN AR SIERERALXENITENE R,

« BEIAFPSEBAERT Linux i8N, BdEmAF S, ARERMER PCHSBHEESRASENITE
o EREEERTNBELTRITLHER, @EEFTFIHILE LT Citrix Workspace MEBiERF, BFAH
17 Remote PC Access RERIEFIFRINAE PC LN BIEFEHIE,

o MNMRAFPEESMEREIE PC, 2idM StoreFront Bah PC 5%,
o PEEEMAEAT Linux &L
[T

BT Linux PC £i&, EEEHR PC £E2% Linux VDA, £l Remote PC Access £EWITEN B R, AGLE
RFA, UETENB RSP PC aliERiAaRNAFER. U TEMEENA T iZIE:

#1121 - 2845 PC £%% Linux VDA

BWEERENZERRE Linux VDA, EREdEH, ¥ CTX_XDL_VDI_MODE ZEMEREN Y,

1% 2 - Al Remote PC Access ZEWIHENBER

1. 7£ Citrix Studio 1, ERBHITENER, AENREZEREZFIZHENER,
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83 Citrix Studio

File Action VWiew Help
«=| 5w HE
] Console Root

v § Citrix Studio (site)

1O Search

% Machine Cat=lnnc || Machine Cataloa
£ Delivery Gro Create Machine Catalog

[# Application:

View
% Policies
@ Legging Refresh

~ [E» Configuratic
£ Adminis 2
Contrallers
= Hosting
&% Licensing
3 StoreFront
sy App-V Publishi
@ Zones

v B Citrix StoreFront

3 Stores

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Single-session OS (Remaote PC Access) 1
Single-session OS (Remate PC Access) 1

Server Group [———— ]

Details - RemotePC-suse125

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Machine Cataleg

Name:

Machine Type:

Set to VDA Version:
Scopes:

Zone:

2. BEENTIELN TP,

tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Machine
RemotePC-susel25 Installed VDA Version: 20.09.0.3
Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
7.9 (or newer)
All
Primary
.
Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

netwaork interface card configuration.

Learn more

[ Don't show this again

3. ERERS%TIE Li%EE Remote PC Access,
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix Virtual Apps and Desktops RS
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o RAEIGITHER: Remote PC Access &1+ RE,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

FTED

September 1, 2022

AXIRME RTENREREMIER.

TR
Linux VDA ZXRFIEd/E A cups 71 foomatic idiE2s. T& % VDA BRI ER. EAILURIBS ZERFohREDE
83, f5lan:
ZRHEL7 L:
sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

[T

Citrix 12487 = # 2B B RITENNIRENTERF (postscript. pcl5 # pcl6). B2, BRITEMIRGHIZEF A e S5 EME
PIRTENN AR D, EXFERT, PR —EZRE %S ~/.CtxlpProfileSCLIENT_NAME E2&x 1, BiR
75 1906 2, ALk TE Citrix Studio FEZEFTENHIREHIZE Fr BRESAD A M B,

Z7£ Citrix Studio REEITENIRENFZF G AR DI REE, BHRITUTIRIE:

1. EEFTENH IR NI R R AN IR A1 R BE
2. BEHEFM.

3. FEREFRTENRHIZFERMES IREIEF B F. MREMEMT Linux B9 Citrix Workspace MBI,
BRAESITENN BT,

4. EFERNHEN VDA EHIRENIEFE S IEIT IR R,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

fERER
FIUMBRFHMSEMERTBHRAREFIT, NEFHRINTEMN SIS Linux VDA if, WFREMNARER,
FTENNZFRAEo

o WFAMIEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskSSESSION_ID

s WFRHHEZAER:
CitrixUniversalPrinter:$SCLIENT_NAME:app$SSESSION_ID
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AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
ToIEFTED

FTENFTAIE R TIERY, 1B EITENFIFER ctxlpmngt F1 CUPS #E232,

FTENSFIFRER ctxlpmngt B—MRAIEHE, MAERIEBENET. SITUTHSURIMTETFIFEF T EEE
7. SR ctxlpmngt Kiz17, BEMHSITHFRRER ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

MRMTEITED, BT CUPS 1E28, ctxcups RSB TFHEINERE, #5 Linux CUPS 2RB15, t#HBES Mt
BNLEE—, IBIBTUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wegk CUPS HERIERSM S

Ze&k CUPS B, BEiTUATH<UERE CUPS RS, &M, CUPS BEXAIERE hdx.log #:
sudo service cups stop
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

AL ENE B I R R BRI TENH SRR E, FERRERT, TENHIESE, AAXsm=E CUPS %2
%,
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FTEN%E L A ELRS
TEN BN EFARETRISREHEALD. RRAPASTAFRRETRDEFEE, ZRETEIRE
~[.CtxlpProfileSCLIENT_NAME E2& X f+#1TE &,

[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
<!--NeedCopy-->

5E:
printername ZE G SN2 UMEFIHRIATEINBNETR. E2—PRIE. BDHRE.
TEEERIEEFER ppdpath. model 71 drivertype, EMETHITENH REEERER—NFE,
o MRBAITENNIRGIEF SEFPHITEINA RS, E6EH model= XA EARVITEINIEIZFHNES, A1
£/ lpinfo L EIITEMNM L MBS BFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ARTILUSER S LUSFTENYIITAD

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o HIEERITEWIREN IR SE P BTN ARS, BRESIITEWIRHI2FN PPD %2, ppdpath (&
RANTEMHIRTIR R X BB B2,
fitn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#E—4" ppd BahieR:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy—-->

o Citrix {217 =B 0B RITENVIRENIERF (postscript. pcl5 1 pcl6) . "I LURIBITENHE 1E B BIRTHIE
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N, MREFFHBRIATENNIRENEFLE R PCLS5, 153 drivertype i B 5!

drivertype=pcl5
<!--NeedCopy—-->

ANV S
SR EREMSERBITEIN., H=iER CutePDF #1 PDFCreator Z 2589 EHAFTENH AR RE LRI R T 5 T ENHLIR
MEFEX.

ITENMEWBURF B PR EIAFTENAITENNIRChIE R, ST HEEshIRsiEFLE, NREFHITEINERNZE
PCL5 Ixzh#2R, m Linux VDA %2892 Postscript IRapigF, Msttin@,

NRFTENNIRENIZFF KB IERA, AIUATIA TS BR A E R RE
1. ERIELAHEHNRAERIE.
2. i517 vi ~/.CtxlpProfileSCLIENT_NAME %<,
3. FINLUFFERLTE Linux VDA LIREE G ITENS M4

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. FTENSCRYIAEMRIBEITENE , 3B —1 spool X {{%727E [var/spool/cups-ctx/$logon_user/$spool_file
To

6. MEFAITINREAET, MR spool XHEX/NAT, KRB, EER Citrix 28 GHREMTENAE) IRE
BEiES.

7. NR spool KNFAE, WHEZXHEHFZF K. spool XHERBEURTFEF mERIAFTENVIAIFTENHIREHTE
PR, WNRBATHIITENN (45H1) IRh#ZRF 2 postscript, BIIERETE Linux BIERS LITH spool X%,
KERB RS Ef.

MREEITENXMHRE PCL, HEZFHIRERSRE Windows, NIKESITEIXHERIRIZF I, HERATRN
FTENHIRENAE A FE R P U T ENA 4T ENZ S Mo

8. WEBSHIITENN B N R RERIITENHIREHIZRE. FHILL PostScript & siTENHL Jafl:
a) BREDSIE, HEFRSEE TS,
b) FTFHTENEEI IR

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BUTEMW). IIRMEEREREERNR,
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d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (%i&%) 1 Model (215) FE, M Citrix UPD IRehigF FisERREITENNIREIZR .
9, MR%EET CUPS-PDF EHMTENH, JLAE#E “Generic CUPS-PDF Printer” (i@F CUPS-PDF
FTENHL) EhiERF. REFEL.

f) RS, WeTE .CixlpProfile$CLIENT_NAME EBIRsNIZFHI PPD X4, WA
BRETHYHT ENHLE A R R IR BN IZ o

B0ia)

TEIRBHEMTE Linux VDA LITENBSTFIEY I :

CTXPS RzpizF 58857 PLCATENHIARE

MRREFTENLIRR, B ITENHIREDIZ R 12 B A BIE R R R A TENHIIRENIE T

FTENR S HBTHTEMEEARE

EAME FIHITENN LITENASMEE, XS @BIRSSERH#TERE. IRERNEERE, FRTEFERKH
&,

EHMAIEPEIFTENNAFTENMEL B

Linux WL1E#SS5 Windows IB2ERFTRR. ALt, FIERAFHSRERFTENBEM. S URHAXLER, 5k

SEH CUPS BREXfF: [etc/cups/cupsd.conf,

KEIXHHEERN S RIERIEZ R

DefaultPolicy default

WMRKERB A default, NRLUTITHRINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default
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<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

X E HI RS

December 22,2021

BPAERIES AT P in 2 88 FIFIAENGS . tbIhEEE R Citrix Virtual Apps and Desktops 2006 S E Sk
mURER T Windows 89 Citrix Workspace A2 1903 SiE=hRZS. EHIFMENGED A B BB EIRES

NEEFR.
ERIHE RIS M, BHR:

¢ XHHNRAHKEFET 20,
o RAXHFARNAEEE 200 MB,

XIFHFE

XA ERMAEMIREER T

« RHEL7.8

« SLES12.5

« Ubuntu 16.04
« Ubuntu 18.04
» Debian 10
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FER R

T B MR EREE S ECETNRENE R, BXEIMRREZBIFAER, BERARKHIF.

s BRGELIREER
o BIMEARIEFEBHIET
¢ TEERBEMEL

=3

AR

BRANMHEHIFIMENETHEE, 7E7E Citrix Studio PREFIHE LR EE RHRIEIEERRLL,

PR

o RERE), BYIXHFBERBAANES,
o RIZFHER.
s FAEFEHBER

SR H

April 21,2022

72 Linux VDA M1Z P IRIG & ZE# T X4 EH. HEFRIREETZRH HTMLS DaEHa Web 3155230, &
LUERLLThEE, HTMLS DaEM AP EREERTF HTMLS #1 Chrome 1 Citrix Workspace R B2 iR B4
KEMMBRER,

AR

iBEAF HTML5 #1 Chrome #9 Citrix Workspace MBI &R Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. BEEXHENAER
g EHE Linux VDA, &8 Citrix Workspace R ABREF LA LM EHENR, SABMXXEHEEFERHAE
BIX . BREXHM Linux VDA THEIEFIHIGE, B THEN. AIME ISR THIRPRNIX . —R&ZH
LU 100 2.
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AR

Z7£ Linux VDA 5& Pimig& 2 el EHM T H 4, EHHEER Citrix Workspace AR I AR,
BT LU AFHERCSC Y Citrix Workspace N R2FhRZN.

BE FEREX 4 EmAIERINE, THEEHE VDA EHNREFFRNGEE RN G B ERIE R iHRE,

AR

BE FTHEREATERES TR HZEEFRX MM EE FEX A REIE N

TEZBH FHHN—LEAM:

o TEXHLUFRERIZRNRE

HEEAXHHEEM Web JKRBUAEFRIEFR, M Web iix FHAIHAUREES VDA ENREFIIHKIEE
BRP, UWEENFRIEFHEE. EXNUEDTH, BERIEFH Web JRBHRIATHERIZBEHRED

BHEE, HESBITERT HTMLS 5 Chrome 89 Citrix Workspace M BZF8I Web 5538 ig B At T
HER.

o BXHBoHENEREFIRNIRE

AEBAGNKERIET, EREFXN, AERKEBSHHEFZREFRNREERD, UEERFPHRELH

A

XL RS

BILUEEA Citrix Studio @B X HERER, BRINBAXHER,

[ Console Root
~ ¥ Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups
E Applications
[= Policies
[# Logging
~ [+ Configuration
£ Administrators
Controllers
Hosting
% Licensing
m StoreFront
@ App-\ Publishi
O Zones
~ $4 Citrix StoreFront
m Stores

Server Group

ERBRIEA:

Policies
Palicies Policy0
1 Policyd
¥ Allow file transfer between desktop and client
2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)

» Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICA\File Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

« AFERESEFEZEMEEXS. AFEELIEAFE Citrix Virtual Apps and Desktops &iE5Hig& 28]

RRIX o
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o MEE FHXMH. AYFHALERAFESXHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o BXHLEHIISEE. AYHELEAPEXHMEIGE EHF Citrix Virtual Apps and Desktops i,
AR

NHRMKRE FEXEEXG LB RERBEN, FRATERES TR IHZEERX 4 REFIRE NI

fERER

Ei@diEAT HTML5 89 Citrix Workspace W RIEFEEAXHEHThEE, BEHRITUTIRE:

1. 7£ Citrix Studio A1, % WebSocket EEHERIGE 2 iF.

] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators 1 Policyd LMJ Settings LW&J
Controllers » Allow file transfer between desktop and client

Hosting 7 Unfiltered User setting - ICA\File Redirection
& Licensing Prohibited (Default: Allowed)
m StoreFront » Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ § Citrix StoreFront » Upload f.ile to dESth -
[T stores User setting - ICA\File Redirection
Allowed (Default: Allowed)

B s G
erver Group b WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. 1z Citrix Studio /1, &3 bR & HRER R A AL HTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEREIE Receiver for Web ii= T, AEEEER
1a22{E 8 Receiver for HTML5 %15k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store o
@ Citrix Workspace
Cffered by Citrix
b & & ¢ 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) BEHEFME Chrome LU Citrix Workspace B Z2F#RI1ZI Google Chrome 1,

3. £ “Chrome AR tELEEH “EATF Chrome 1 Citrix Workspace AR
4. BNEEREM StoreFront RZARER URL,

MREZHAT Z URL, BB LS,
5. BaEMKREENARFSIE, 7 Linux VDA 5FFiHig& ZEHRIT— RSN X E .

PDF #TED

December 22,2021

fEMA 15 PDF $TEN8Y Citrix Workspace M AEFhRA, AILUITEDM Linux VDA &iERERF%IRE) PDF, SIEFTENE
A & ix5 =% T Citrix Workspace M ARFHAMITEN. EAMITEN L, ATUGEMAFE PDF £581TH
PDF, HTERMEITENN _E#ITITEN,

Linux VDA Z3F7E LU Fhiz<iy Citrix Workspace A2 L##1T PDF $TED:

« Citrix Receiver for HTML5 hg4s 2.4 2 2.6.9. AT HTMLS5 89 Citrix Workspace R 2/ 1808 RES
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

EcE B

April 18,2024
AIESMA5ER Linux VDA B-EEEMHIE.

BXEMER, BERRARERMZEMARED.

[T

Thinwire 2 Linux VDA FEAN ETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS RS 23 1T R E R RIRBERUABRARI, HH XN REBAFHRA LT R

o RIFRER, XBHINEE, TRERTEMESE, RISLIEETHERAFME Citrix E#%i%4#F Thinwire, B
Thinwire B WHRESETFAHERY BYE. HFRENESBEGREFELSIMK,

o HNENRER, A Thinwire 124257 H.264 3¢ H.265, USIEu#AFP ARG REEREREITRK, LE
EEXREMER 3D BFMNERLT.

o HXNEMTUMKIE, Thinwire PHBEENSTRARIRFBHE G (A, 57 3D), HREEGBHNFRE
B ERA H.264, EZFM4ER H.264 15M4RED2E 21 HDX Thinwire 12N FRAIEEHES (HII0RAA
&), HEA H.264 MSMRMAELSEN H##1THRID. WTFRENERED (BEXANRZER), DASERER
E4% (JPEG. RLE) MIEERF. BREURBUTEL: EARETR. ReEWMANSREUREHMUERS
ERXAHEREER. BERAIINE, HRREIEERMMERIESRHITEREELNRIFIER BHARE)
FEHWEHEUHKE. BXEFAER, BERAETRRILE,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIZE (BEUTHMERERIZE) JUATHERZEAERARNEEH#TTE:

o BRENEEEERE
o BfRhnEER
» MIRERE
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£ Thinwire #3§ H.264 BT “EiE”

MIANBRT, HENTBES, ARRERKIKENTHRTEZEETA H.264 MAE JPEG.

H.264 4 rTiR M SN EGRRE, FERAMMGRIDISRHTERERISEHIZEIRD, BIMEENRIFNER, EREIE
PR JPEG, HEERIMAMRLDSEHITERERRILE N NERTIMRFLESE. IREFIFAZFRHEREME H.264,
TILEMIRBE R4, THRWEERIGEEEI JPEG, Citrix Receiver for Windows 4.9 2/ 4.12. Citrix Receiver for
Linux 13.5 2 13.10. &AT Windows 89 Citrix Workspace M B#2F 1808 RE=Shiads, MUAERT Linux 89
Citrix Workspace M A2 1808 RESMRAZEHER Y H.264, B X5 REMNERMINIRARED 23 T ESERELIE
BENFMES, BESRUNEREEEENEREKLE,

¥ H.265 MIT4RARRD 23

M 7.18 hiit2, Linux VDA Z3¥ER H.265 (IR ARIE ST ITiZE R A IS TR IR, f&aT LUTE Citrix Receiver
for Windows 4.10 2 4.12 #i&ATF Windows B9 Citrix Workspace M B2 1808 MBSk LEAILtIEE. B
MIETHEES &, E7E Linux VDA f1E Fif LB ALLIhEE. MREFF iR GPU R #r6EA DXVA #0317 H.265 ##

“EIfZ89 H.265 f#18” BRIGERRAK, SIEEEIRZIER H.264 MSiF#EIERE. BXFHAES, H5H H.265
M*ﬁﬂéﬁ{'ﬂ%o

27E VDA L/2A H.265 BEfH4E3, BHITLATRIE:
1. ERERINYRRIEEERIDRE,
2. ERHX 3D B TIFRAHMLIULRES,

3. WRERIIRRLRATERRBRARKE, NRENHNBIRR.
4. WHIRMEFRERIERIRE N TR TIRE T

BEEF EBA H.265 BAmS, 1550 H.265 545,

15 YUV444 3R 4RES

Linux VDA #f YUV444 B 4mE8, YUV REEARLSASMEIBREENEGE. EYUVE, Y RREERH
Tuma (&, UV RREies chroma &, EaLLTE Citrix Receiver for Windows 4.10 % 4.12 #0iEBF Windows
#9 Citrix Workspace [ZFA#2F 1808 REShA LA Linux VDA 89X —IfEE,

SiNE—HY. URVEYES 8 s —1FH. YUV444 $iEE L 24 (I/GEHNEREER., YUV422 BURSE
ERMEEZEEZ UMV E, MNTSHREIEEERERRN 16 {i1/18=, TRET T YUV444 1 YUV420 ZEIRNEWEL
L3038
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YUV444 YUV420

O (W | =

£17E VDA LB H YUVA44 IRE4RES, BT TRME:

1. WRGER MR ELDSRH T ERRBRENHNENRER.
2. BRBMAREREREIRENIBE TR TRE,

RIS AR EIRARTYLRER

B RER R A EEARTYMEE, Citrix 18587 HDX 3D Pro BE44RiS,

£/ HDX 3D Pro f+4F3Rt, VDA mILLBIERIE M LIt MEHREHRET EABERBERGOIMBIDER, X—H#
HEIhRER it T — T B E AR E B Ho

AN R T BRI, BERAILINEE, FHETUT®H<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

BRTERLINAEZ Sh, ERATLUETTU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent SR EFTHEABERNE DL, KENEEE, BRMEEW, ERDEME. BNMIETBER 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENEFREEFRFFE, WSEHNMRLATREERE, RARKEEMHIN. BEBIEH
EEHEN L ERBRENRNN, BT LARRIL R,

A% Linux VDA Thinwire StiFMERITESIR, BRHERZIEYIR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 230


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2110/configuration/policy-support-list.html

Linux Virtual Delivery Agent 2110

BX Linux VDA EMZBEMBXFEENER, 551 CTX220128,

ERRERR

HOVEEM Linux 2IFFEBITHERRSETRIATEE TERRERR, ZERENTEIEGRESREEZEK

B EHBF i,
EEMABER, BERUATIE:

l. T:E CItI‘IX Stud|0 qﬂ)*'ﬁﬁ.ﬂ)lku?ﬁﬁ%%%ﬂ]ﬁo

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off

Releases of CVAD 2101 and laler \nclude an \mage quality slider to help the user find the right

«

2.
AR
MRERKANTFRERIEIGE NRA T LHEE, WAEERER Ul
Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

R LUR AL T T

- EENEGRE, BBIER, BRZHFHSEEN 0-9
 EFARAEXIRE, BEFRILRFRE,
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o BEYMEIEHIRN, BERERERRE.

BEHR
KREEEERAMHERRN

BITUTHLREBEEEAPHERER (0 7T TW+; 1 RT2FMRERGES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

HEREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "Ox00000000"--force

KERBIEERA H.264

BITUTaLREEETERMEH H.264 (0 RRKREEM; 1 RTEEFER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

LEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

KWEETIEER-R H.265

BITUTHTREERTERERASR H.265 (0 RinkfFER; 1 RTEREER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

QEIETEEAWM YUV &353R

BITUATa<RIGEIERERBM YUV HiZHE (0 =7 YUVA20; 1 REYUVA22; 2 KRR YUV444):

AR (NHIEREAERDESEN, YUVFormat EZABEN.
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

RERBIEEEA YUVA44 RG4S

AU TR RIGER TSR YUVA44 BRIHRD:

=

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIETTIRSE, SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FEREMHHED

BITUTHL (0 RRKRER; 1 RTEERER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

FERIEMTF:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

S—MAERER nvidia-smi &<, MRETFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
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| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |
N/A |
| N/A 42C PO 14w /31w | 207MiB / 4095MiB | 8%
Default |
o o e +
e +
| Processes: GPU
Memory |
| GPU PID Type Process name
Usage [
|:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[ 0 2164 C+G J/usr/local/bin/ctxgfx
106MiB |
| 0 2187 G Xorg
85MiB |
sttt et it L T e T +
<!--NeedCopy-->
t#aik NVIDIA GRID B/ ik =i2F 2B EEWRE
Zfik NVIDIA GRID B2 iR shiEF RS B EMRKTE, 1EiE1T nvidia-smi, EREMUTF:
+ ______________________________________________________
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ e it ittt e e T e +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
[ 0 Tesla M60 Off | 0000:00:05.0 off
off |
| N/A 20C PO 37w / 156w | 19MiB / 8191MiB 0%
Default |
o et +
o +
| Processes: GPU
Memory |
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| GPU PID Type Process name

<!--NeedCopy-->

NEFREIEHNECE:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro %5123 E42n)

MREFEENBEELLKEBLA, HKZE NVIDIA GRID FeERE R A

E Xorg HiRAE

Xorg WBEEXHiEEMUTF Xorg.{DISPLAY}.log, 1T [var/log/ sx#desh,

B X017) 77 Kz PR
34+ vGPU, Citrix Hypervisor itz & 271 ICA SEASTERE

fRRT % BREBEITUTHSERA VM B4 VGA =515
34F Citrix Hypervisor 8.1 REEiRA:
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

x4F 8.1 Z#i#I Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 ERAXHFEEBEREN T#1T YUVA44 54 IR

W RIS E R T TR, 7£6A NVIDIAK2 ERMERT, AP EMEAEF/KESENSHNERERKER,
HizEAEZE N NVIDIA K2 ERFAXFEEBRN T#HT YUVA44 BRI, BXIFAER, FSRIMRmD IR
18 GPU X#51I%R,
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EZ R Gnome 3 REEERRIE

XZ Gnome 3 KEIEB IR,

1A% Citrix Workspace R Bi2FEOA/NG, BL OpenGL/WebGL N AR2F T ARIFHIEI

1A% Citrix Workspace ZAREFEHEOXNRHERESHE. NVIDIA ZRRIEFSBRELRIPRE, HolaE
RE BIEF AN AR, BN, WebGL FErt lightgl.js TaEREMEEIR, 15~ Rendering to this
texture 1is not supported (incomplete frame buffer),

Thinwire i#XETR

April 21, 2022
SEXNEMAERFENBEREETRME. fit, WFHENTF 2 Mbps S3ERB 200 ZHMERE, £ Web R
LRHAEATEES. TMNHFEE. RENRIHRETM R HETENER.

ET7.17 R, EEBEARRRERERTRESAE, FEARRSERENRURERE, HERERAENHAERRE (16
fiisg 8 iE), BR, EHTEAF REMEMEERE. HDX Thinwire REREMER RIS IAEHSEGRRE,

M 7.18 hRiE2, HAIAHFET 2 Mbps SAMLEIERET 200 278, HDX Thinwire 2EIATHEEH# X ERHIE.
AR

s FrERSEGEREREESE.
o XAEFRERR,

B, ETESR, IHAEFEALTEDRS, FZFH e AEEERE, BGEREESE. LA ETEERETR
SAE, NTESEGMXARERRE, HA#HKIERE M.

Features

BRFLESRIEREG, BRENEGNXIFZRHRUEITHER. FW, £ TEF, FBFBEcRalE, BRI

RREET.
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Features

NFEG, RUERRINRIKSGZE. NTFXE, RESIFERBRNE NS, HUIERES M L#HIT. FE
Al SR AR BB N R B AL MBS HELAEIR

BTG (D) mEdBEN BREiEEFEl H.264 #1TEIE,

snfAfE A AH TR

BINMERT, HHIREANMNERERKRES. F RUARE) MEMSLATHESERKS.
FEUTERTREIXE (FER) HElRX:

s MERE = AT LHIE
- BRELNEZEAERE =8 U
o ERTSIRMRIEIRHITES = HNBIER (FE2F H.264 8Y)

AR TR ESERARESE, MRBIMUTERZ—, NIRRT

. AIFEWEET 2 Mbps
. FAIERIB 200 =

REEXRE, ERRAPRERELE 10 #ehedia), BMEMSFRHEARF IR,

BAATMEIT N

AILGEEIETT LA T e < Bt TR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hrh <value>:
0=t&xH (EEABRTEHAER)
1=851 (RIEMSKTE, BIAE)
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2=0REFE
T BEHRR (1) B, ALUBTTU TS 2 —EXiEimE SRR E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hreh <value> < FifE, L Kbps J&fi> (BIAE =2048)
Tl 4096 = FEH KT 4 Mbps B E#ER

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B A RIHEL,

iE GRID 3D E

March 11,2024

pu

WiF I ThaEIaR, Linux VDA R{Xz#F NVIDIA GRID 3D &, mEAE&##E GRID 3D *.

T
EZ{EAIE GRID 3D EfsThEE, Esdl:

% XDamage A& &S, BEBRT, XDamage 21ER XServer i BiEF.
%% Linux VDA B CTX_XDL_HDX_3D_PRO&EBA Y. BXHETENEE, BSRALSE6: &E
IEITRIMR U TER RS,

- %
63

icE
Xorg B & 1+

MREH 3D RIEEIEFZE NVIDIA, N BEhREMIGEREN .
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HhEAR 3D +

INREH 3D RRENEFFZ NVIDIA, MpNTEHRERE /etc/X11/ TENEMIAREE X 4.

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

Ll ctx-driver_name-1.conf 3fjl, $17UTIRERESIEIRECE XM

1. ¥ driver_name & L FRMIIREHIERFE B Fo
a0, MBEMIREHIEFRIA intel, ATLEEREXHRBERN ctx-intel-1.conf,
2. HINMSAIEEHIZER(E B

SMRIREEXHH—MEERN “Device” MBS, XEOWERFE, ATHTBMMBDIEFES. BERM
TR EIEFE R ZAIATRETAR. BRAXHNOINE, BRITUTERE:

a) BESHEAISERMN 3D R THREERES. PTUERESNEEXH. HIATERER Linux VDAICA &
R, &R 3D REERAANEEXHNAIFEREREERER.

b) BAHMEBEXHR “Device” HHEHIE ctx-driver_name-1.conf,
3. BITUTHSKIGE MR, LUE Linux VDA BEIZIRFIES I 1 FigBMERE X HRZ M.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

EF3E GRID 3D Ef/Ih4E

AR T, 3E GRID 3D B Thse b FERRS, AILUET T <i§ XDamageEnabled i&&5 1 kEBE.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "Ox00000001" --force
<!--NeedCopy-->

HEHEER
FEE S H B E Az 4 H O ELED

MREA L EAMIEIT ID NBEER, BFFERENIER, WELXEFHHIER AL HELBRE NG EER
Jopt/Citrix/VDA/bin/setlog ##i& GFX_X111i&&# “verbose” RUtERREREELUHITIAIRE,
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7

FREHITIEMH RIS

iAnANEZE AL IER

o & R

April 21, 2022

ot
ik

RBREXERAEE Linux VDA,

R

ESUERE Linux VDA 48 2 5 REE X LARHITI,
RHEL/CentOS:
sudo yum -y install openldap
sudo yum -y install libxml2
sudo yum -y install cyrus-sasl

sudo yum -y install cyrus-sasl-gssapi
<!--NeedCopy-->

SLES/SELD:
sudo zypper install openldap2
sudo zypper install libxml2
sudo zypper install cyrus-sasl

sudo zypper install cyrus-sasl-gssapi
<!--NeedCopy-->

Ubuntu:
sudo apt-get install -y libldap-2.4-2
sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
<!--NeedCopy-->
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&

Citrix Studio FHEIRISE

Z7£ Citrix Studio FIGEHREE, FRITUTIRIE:

#TFF Citrix Studio,
IR RS E R

B OIE RS,

RIS 157/ B L,

W

VDA i LDAP fR55858 &

ST eiEFEE, VDA LAY LDAP RSB B[IGB B ENEN, B FTHIRMBEMIFIE, ZIRBEEVEN. RIBRSEEIIE
B REEXEINERHIT LDAP 1835,

2% Linux VDA #ii+81/5, BITUTHS:

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENBENBNFE LDAP RS2 TR LDAP =2 EE K (FQDN) (%% LDAP i%0O) FIE (i
adl.mycompany.com:389 ad2.mycomany.com:389).

Checking CTX_XDL_LDAP_LIST... wvalue not set

S to di er LDAP servers, however if DNS is una
sparated | »f LDAP Fully Qualified Domain Names

If required, please ( ort of at least one LDAP server. [<none>]: l

TR LUEEIETT ctxreg s SR ILISEHES NEMER:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->

SREESZFYIR

April 21,2022

Linux VDA FERL 15X
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Studio &

fEFRZE F iRt 8]
ICA HRTTIEHE
ICA HiR1TIZIT &8
]

TREER ICA FiR

Bt

Pk USB Ig&E
RE [R5 B2 PR
EFiR USBIR&EE
ERHEEDL
LR EE M EEIR
!
IR EE M B IR
B

XA EE R R

X4 EE R RS
Bt

TENNEE MR
&l
FTENN EE MR
B
WebSocket iz

WebSocket izO0=

WebSocket a1{ZiR
i E=E 3B
ICA RIFENIRTS

ICA REFERPRTSHEE
i)
ICA flrg8im S

HDX Bi&Rz &4

AR AR KE

UselLocalTimeOfCliem
IcaRoundTripCheckEt&ied
IcaRoundTripCheckPe#otd

IcaRoundTripCheckW#Enidle

BF
BF
LimitAudioBwPercenig ~

LimitOverallBw

LimitAudioBw

LimitUSBBw AR
LimitUSBBwPercent AP
LimitClipbdBW RF
LimitClipbdBWPerceatr

LimitCdmBw BF

LimitCdmBwPercentBF~
LimitPrinterBw BF

LimitPrinterBwPerceftr

AcceptWebSocketsCotiéttions
WebSocketsPort i+

WSTrustedOriginSeri¢BLifit

SendICAKeepAlives it&#l

ICAKeepAliveTimeoutt &

IcaListenerPortNumbeg,

HDXoverUDP HEN

1RIR

ICA\BY X =45
ICAAZLRF 5
ICAAZLRF 51

ICARLRF 5T

et

ICA\F
ICA\F

et

ICA\

H
et

ICA\

H
e

ICA\

H
et

ICA\T

i

ICA\

i
gt

et

ICA\H
ICA\

H
et

ICA\

H
e

ICA\#

=

ICA\WebSockets
ICA\WebSockets
ICA\WebSockets

ICA REFERNRTS

ICA REFERIRES

ICA
ICA

FRINE

fERRSS BRI
BEA (1)
15

FRIE ICA (REFEDD
KREHR (0)
60

1494
Preferred(2)

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

242



Linux Virtual Delivery Agent 2110

Studio &

REA] s
=ik Ul BERE
&5
FERIE
RIEA] Ry

B FIR B EIEE

Wy

BEF IS MEER
B IFTENNEE R

Hznel#E PDF &M
FTENH
FTENH IR BhAZ PR BR ST
AN

EFIREMREE M
EFif USBIR&E
E[R

PR USB IR&E
TE RN

B ERESE

IR R SE
BirE(EnuER
R
RTEFRE

fERLSRYR ARG 23
1748
fERIRY AR 258y
BB 4mBED
RAVFIL T TR ESE

AR AR KE

AcceptSessionReliabitigflonnections

ReconnectionUiTransg&EincyLevel

SessionReliabilityPost &1
SessionReliability Tinregdht
AllowAutoClientRecomrect

AllowAudioRedirectidir
AllowPrinterRedir HBF

AutoCreatePDFPrintgg~

DriverMappingList AP

AllowClipboardRedirBF

AllowUSBRedir BF

USBDeviceRules BF

1RIR

ICA\=IERT M
ICA\ZEFiHEHENR
PEE3

ICA\RIERT £
ICA\RIERT S 14
ICA\R it B 5 EH
R

iR

TED

TEN

FTED

BIMEAR
USB

USB

MovinglmageCompré&ssionConfiguration Thinwire

ExtraColorCompressis
TargetedMinimumFr#asesPerSecond
FramesPerSecond RF
BF
BF

VisualQuality
VideoCodec

UseHardwareEncodifgForVideoCodec

AllowVisuallyLosslessg@mpression

Thinwire
Thinwire
Thinwire
Thinwire

Thinwire

Thinwire

Thinwire

FRINE

R (1)
80%

2598
180 #
A (1)

R¥F (1)
RF (1)
BEZH (0)

"Microsoft
XPS Document
Writer =,
Deny;Send to
Microsoft

OneNote *,

Deny"
7 (1)
=1k (0)

“\0”

BEA (1)
E£A (0)

10 fps

30 fps

= (3)
EHERGEA (3)

BEA (1)

E%HA (0)
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Studio &8 TERFRINE R -3 IR BRINE

ft3f 3D BRI 1Efh  OptimizeFor3dWork g Thinwire M (0)

itk

EEEmNEEgie  PreferredColorDepthi Thinwire 24 fi/%% (1)

R

EiiRE SoundQuality =)= =l B - AN EEIm

(2)

ZERiEERNEED  AllowMicrophoneRedar =Ll ¥ (1)

BRARIEHR MaximumNumberOfSe&dibns hHEE 250

HEABRBEE ConcurrentLogonsTolEEgifice AHER 2

BRE4IREMEHR  EnableAutoUpdateOf€&ntrollers Virtual Delivery ¥ (1)
Agentig&

BNbiRiEREHIER  ClipboardSelectionUgdateMode BIMEHR 3

FREABTEMRNX  PrimarySelectionUpdateMode BIREAR 3

&= speex Big MaxSpeexQuality FAF L 5

BEEEE KIS AutoConnectDrives PR X#EER/CDM BB (1)

2

B imtRIERNER AllowCdromDrives HF X#EER/CDM 23 (1)

B PG E RIS AllowFixedDrives P X#EER/CDM 7 (1)

BRI ENEE AllowFloppyDrives RF X#EER/CDM ¥ (1)

E P i MEIRENES AllowNetworkDrives BF X#HEER/CDM 7 (1)

Pk ETEHR  AllowDriveRedir BF

XHEER/CDM A (1)

RiFFFIHRENEE  ReadOnlyMappedDrifgs™
7]

x#EEE/CDM B2 (0)

Shukasay AllowAutoKeyboardFBpUp MRVC B2H (0)
AFERESEFE  AllowFileTransfer AP XHEH Y
ZIBEHI M

MRE XM AllowFileDownload AP MR pigas
Bt EHE S| AllowFileUpload AR MR Y
RIETENITHET 28 EnableSessionldleTirfer KBRS BEA (1)
KiETWitESEsiEfE  SessionldleTimerlnteRval KIEITATES 1440 5%+
A =iEiTATes EnableSessionDiscorm@ectTimer =IEITETES 22 (0)
Wi =iEitedesiEfE  SessionDisconnectTimerPeriod SIETTE 2R 1440 5%
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} =r

AR

3% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB1R #hiX (UDP) 1245 4f, Linux VDA 7%
. BXFEER, BSNET AP BRI (UDP) LREHE .

AIUER LT Citrix $EE&I&E7E Citrix Studio HEREERIEEZITET S

o RETWITIIR . WERDXWTHIIERHISEHER B FRE

o [ETHITIIRIRE. RETHASIENREIRG. MRFJETWITBREEA, FREDZETIRENRBEIAR
WEIRFRA, IEREFER.

o BIFFEZASIEITIYER . WER DX IEENSIERGISEHERTE FRE

o BIFFERIEITISRIENR: IREMERNRIETHZ AR E)E]FR.

EERRIREN, FHARXEREEDEPRIT B

TRIENREIRGIZIEN, BER—FREESHB. BXRM, BERUTERHE: KREXAESHEE, BLARE
RERFATIRS. BESERTENRES, BFRHEAPRAUEETNITEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

A L7E Citrix Studio 7.12 ik EShRADE E L T 5HRER,

« MaxSpeexQuality

& (E%): [0-10]
BiAE: 5
HRES:
BIMRENPEN, SMETEMRA Speex FAFLEXN SIMEEHITHID (FSHASMRERRK), Speex 2—
MERFREDR, XEREERTHRNESESREEREITES. SHM—EIESTHRFELDRTRE, XA
FIEREMLAFE 2 EFF AR E. AZEEHE Speex fi3IIZ @I SEEE 0 2 10 ZEMWRESHIEH, &
BlHE, RS,
&= Speex RERBEESMREMHRRE (FSHSMETEMHRIRGIRE) EFERE Speex FREX S/MEE
i, MRBMREBAP, FIEBBATEHEL, XBERERFXRE. NMRSMRENE, FOBELTE
HIRI, XRFREREERIE, BRI Speex REARENKRR TERRMILEER, &iE Speex REHINAR
KIEFHTE LT &M

- F&F&e Speex |BE,

- HILRREFINFHRERS,
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HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE

Linux VDA EMIEINEHR,

- FNEEAREBEAREMEIZF I

RNEZBAREH

Linux VDA LW BIERIEERN R T EARAEHEF K EWEILER, BEFE EWEERIEERNB T EEHN
Linux VDA MBI,

- BFMEERABREEAREMEEMN

Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA Z#5BIMGMRIERE

NBEEEREN

REMERERND. Ei=Hl Linux VDA 5F P ik 2 BRI E SIFAENEITH, NI
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TENEEEREEABTERNEAN T EERNSENELIRENERNE,

fcE IPVv6

December 22,2021

Linux VDA z#F IPv6 LUES Citrix Virtual Apps and Desktops R —. ERLLIIEER, &FETER:

o WFACHRIFE, BRIFEXEA IPve, SNER IPv4,
o WNR7E IPVAIMIEHREAT IPV6, Linux VDA ¥E%E1T.

BE:

o BEANMKIFEMTN IPV6, MIERE ST Linux VDA,
« Centrify 73544 IPv6,

%4 Linux VDA B, REEXY IPv6 HITEMFHRINIEEES.

73 Linux VDA 2 E IPv6

E4 Linux VDA WERE 2 i, IBMEFRER Linux EBIWLLIEITE IPv6 ML a7, B4 5S IPv6 iBREE XHEME
Im:

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i &5 1 A #E7E Linux VDA L/EA IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

IR Linux VDA &1 ML&EO, MELER ControllerRegistrationlPv6Netmask 5= BT Linux VDA £
REImLEREEO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" —-—force
<!--NeedCopy-->
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5% {IPv6 netmask} Hik n E AL (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ¢4 IPv6 SBEMIFMES, 1ESH IPv4/IPv6 255,

B

KRERA IPv6 MEFIEHER ping6 12 AD # Delivery Controller & a4,

Ao Citrix ZF&%0cgEitLl (CEIP)

December 22,2021

25 CEIP i, &4izm Citrix KZEZFITEURMNERBEREE LIRS Citrix =R REMMERE, i, EREN
BlAE# %% 5 Google Analytics (GA) LUBTHUE. SRt 4.

AMRIZE

BINERT, EBERE Linux VDA 2825 CEIP, XAAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRARE,

« CEIPSwitch
BRZXEA CEIP AEMRIEE (BAME=0):
{i1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#: CEIPSwitch
&: 1=%/8, 0=BA
KIgER, CEIP & FREARS.
AR i BT T < REMA CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch

BRI GAEMRIRE (BIAE=0):
fiig: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP

£%F: GASwitch
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&: 1=28, 0=5H
KIEER, GARFRARS.
AR P EIETT U T e <R A GA:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "1"
<!--NeedCopy-->

+ DataPersistPath
EHISIBRERFNEMRIZE (BIAE = /var/xdl/ceip):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
&: FrRH
AILUBITA T ap @RI E IR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERRETHRIARZER,

M Linux VDA y5#9 CEIP #3E

TREHTWENEREENEETA, SEPFESEMREERTFNFAER.

RS R RINZ TR 588

i+ E# GUID machine_guid PR MEFREREIERIIT B

AD AR5 ad_solution RRITENBSEIIN T AR AR FRF
3]

Linux W#Zzhikas kernel_version RTENAZAR XA F /TR

LVDA fr7s vda_version FRREEM Linux VDA fRASHIX 2
FRER

LVDA & e & update_or_fresh_install RREESHREFLFHRLF Linux
VDA # BN XA F RS

LVDA =754 install_method Fro@EidfERE MCS. PVS, Bingi
HFHRERE T LI Linux VDA
RN EFERT S
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HiER

S&EBA HDX 3D pro

EEEA VDI &5
REXIFHIGE

LVDA £ Z/RS EREH B EhATIE

GPU 3
CPU W%
CPU i

MEBERERN

BERIE

Linux B ERFAMRMARZ

AR RIERTE

SIERRAY A

Receiver ZPimsER!

Receiver Z P iR

FTENIT ¥R
USB EEMit¥#

Gfx Rtz LR

ERRIE TR

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

iR

RTERETENLEEA HDX 3D
Pro X AFfF &
KRB RA VDI XM AF R &R

AL BN XSG BN EFR
&$

ctxhdx # ctxvda RREM X
EiEmeTE, XA
dd-hh:mm:ss, %0 10-17:22:19

RTITENE GPU %3
RTENS CPU AR EEL

& CPU SIRpFE =#8 (LWL MHz A
1)

RTYIERFAR NS (LLKBH
B11)
RS IR RN LB
& (BERFENER) WRIEHROEHR
RITEN Linux 2ERSKZ A
ARASEI XA F 7

TR MEIREV IR 21E

RTBHNRIENTREN AT
& £@E <appname>

BT RESIENEME, — P 2iE
AIE ZEREYE], ERRIERTIL
W E
BFRENERIFHENSIERFERN
i)

KRBT EIEIERN Citrix
Workspace [z Fi2F I B HYEE$K
RTATFRIRIEM Citrix
Workspace [z F#2F IR SIS 2
FRER
RINRIEFEAITENTHRER R BB 2K
RIARIEER USB I8&HIREAVEE
#
RESIENERRHIEF LB A
FRIER
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HiES ERRIZ IR 588

E- A shadow_count RIASIEWER BRI EEER

BRERES ctxism_select BERAPEENAMEESHNAE KT
o=

BREREEMITE scard_redirecting_count REBRFREEMATRIERNAR
FHSIEERAR BHIRIERRER
ByEE K

fifE USB EEM

April 21,2022

USB 1&#&7z Citrix Workspace A#2F5 Linux VDA SEZEIHRE, § USB REEEMIIKERS, AP UE
fERR A ERER USB & MEERTE.

e

HMLBIERETF 100 2508, FHAVZIWER USB EER. HMKEIERET 200 26, B776EH USB EEM.

USB EEmB&=1"FEHEIIEE:

* FHRIE A (VHCI)
« VHCI BR55
« USB BR%S

FFiE VHCI:

XE5 USB EEMINAERE T BT IP WERLER USB REHZRS. B Linux RZEEFEM—LAPRREA
Y, XEEFEEERIIS NIZIERNTE RIS LIRENFRE USB #B, £ Linux VDA 23, Citrix A VHCI BIRZIRED
. 182, Linux VDA 5 Citrix Workspace R F#2F 2 [B#9FrH USB #uBEia#Rii &z Citrix ICA thiXH#a
S

VHCI fRs5:

VHCI Brss 2 Citrix e itk 5 VHCl MR RBENFRIRS. 1ARS 7Y VHCI 5 Citrix USB BRSS ZiEBIRI X,
USB Aks5:

USB BRSS#E% FEIE USB 1&& LAFRE RIMEAMEURERRY Citrix IR,
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USB EERMIIEAT

BEBRT, MR USBIRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREBNFEATERDN Linux VDA £i%, USB RERMTEREFARERER, BELREREHHIE
12, WMRHKRRMIRENIER, &N Linux VDA 2IETEEAEEMM USB %%, HR USB iREMEEM, BR
RIRIZFH EREE RS,

Linux VDA 25— Al EEMEZFIHMIMNEFHEEMN USB 8%, I, EmEHRE (CHR USB #i)
&, BRAMAELLAE#EE, MERHITEMEMESR,

X#H USB &&

THIEEBEMIAZIFL Linux VDA irds, AILEEFREMIESE, BEEINME
AR

Linux VDA {%3z#5 USB 2.0 ¥

USB ABE=FHIEE VID:PID XHRFE
Netac Technology Co., Ltd 0dd8:173c FAT32
Kingston Datatraveler 101 Il 0951:1625 FAT32
Kingston Datatraveler GT101 G2 1567:8902 FAT32
SanDisk SDCZ80 iXz3rEh28 0781:5580 FAT32
WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB 3f&{Y VID:PID

Epson Perfection V330 i85 04B8: 0142

icE USB EEM

B Citrix ISR R TR ANEA USB IREEEM, Ittsh, EaILUEEA Delivery Controller SBSIEE R &L,
7 Linux VDA BCE USB EE MY, J5ECE AT EREEFIMN .
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« BPi% USB IgEEEMERK
« B USB iREEE@MNY

BAUSBEEH

7z Citrix Studio #, BA (HER) 5FFiHziEs USB R&EEER ((RPEIIEHEEN).
TR EIEES:

1. EEAW.
2. BEWE,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(®) Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

& USB EEMHMN

B USB EEm%es/E, A Citrix Studio IRBEEMMN, HERIEEAN (FIEL) 7£ Linux VDA LIERHIL
B’
£ “BEPFim USB IREEE@MU” SHEEH:

1. SEWMBEANEEMN, REHEELTINER.
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2. gl (4REE) MG, REHRE.

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNAEEER USB EE@EMEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1932 VHCI RIZARIR

USB EEm#k#ftF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERROEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIERM Linux RITHRAZHITRIE, BRTR:

ZHFH Linux Z17hR N EATTES
RHEL 8.3. Cent0S 8.3 4.18.0-240
RHEL 8.2. Cent0S 8.2 4.18.0-240
RHEL 8.1. Cent0S 8.1 4.18.0-240
RHEL 7.9, Cent0S 7.9 3.10.0-1160
RHEL 7.8. CentOS 7.8 3.10.0-1160
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T Linux %1ThR AT

SUSE 12.5 4.12.14

Ubuntu 20.04 5.4.0-81

Ubuntu 18.04 4.15.0-154

Ubuntu 16.04 4.4.0-210

Debian 10 4.19.0-17
HE:

MRERITENBAZS 7 Linux VDA MEZNIREIZF RS, USB BRSAIRET AR, EXMERT, XH
i B S VHCI Rizt&IRE, 7aefeA USB EEMIhEE.

HINEHMMIZS Citrix MERNRRET—H

FELITL, BITUTHLRKBIARZEE -

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

NRBLEBITHY, WRZEREMINE, BRAS Citrix RRAER—E

poe ol

MRBLETRERBIR, WAHZS Citrix BRA—, BREHGE,

i

B9 VHCI IZRIR

MBEHAIZIRIRS Citrix AR F—2, BERITUATRE:
1. M Citrix THuG= T35 LVDA &3, %#F Linux Virtual Delivery Agent (sources) S5 a S04,

2. i2HY citrix-linux-vda-sources.zip X, E#iZzl linux-vda-sources/vhci-hcd-1.15.zip, AEER
unzip vhci-hcd-1.15. z1p &< VHCI R,
3. BIRERET Linux VDA R, AREITUTHSZ—!:
+ sudo bash ctxusbcfg.sh dkms
ERLH <, SR UERAMSRIZERS R (DKMS) 2R &R VHCI miziEik, DKMS RERF SUSE,
AR

sudo bash ctxusbcfg.sh dkms @< <% VDA ELRERZF LM DKMS i2F. &
RHEL #1 CentOS EZRERZFER, zan$21E VDA EREH B Extra Packages for Enterprise
Linux (EPEL) Zf&E,
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LEHITERRZAR (190, MR 4.x.y AEEIRRES 5.x.y) B, DKMS algexi£iE VHCI A
ZiER (usb-vhci-hcd.ko#flusb-vhci-iocif.ko). #% DKMS %k, EFRIE
47 sudo bash ctxusbcfg.sh dkms,
+ sudo bash ctxusbcfg.sh build
EsSERERA DKMS EImpER T % & VHCI RIZIEIR,

fi#)R USB EEM AR

BIRBEAT RS SFEREEERA Linux VDA BYF]REB R & Fhin) T,

TEHHEERA USB &

A7 3$M Citrix Workspace B2 EERMFTA USB B3 1TiAEES], Linux VDA RAEENREIRMEXL

®E, MRIAGAEEAEHNEEONRE. Elit, REEENRNAFAFEHHIRE,
| & . |

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

21LEE M USB R AKX

IR USB EETEMIREH=REENZEE (I, EHE FelR—LxH), ARLEER Citrix Workspace
NAREFNIAEEFLEEER, WEEHHEIBHNXHRIEEEER. HILAFRRRNEEBIRT ARG, &%
EXHRERERANTET. BEHREANEELS. WNREA Citrix Workspace EARZFHIARELEER,
RERERFEERRERE, NMSBEBIERR. ATHRRIEE, BEELXRERRL L RBIERTE#]E, AR
B{EL1E USB EEM.
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userl@rhel7dwork:~ - O x

File Edit View Search Terminal Help

[userl@rhel7d4work ~1%
[userl@rhel7dwork ~]% sync
[userl@rhel74work ~1$%

Citrix Workspace B2 T AP LIRS

B, ZAaEES Citrix Workspace ARRFH T AEZFEETIHIEE, XRT&FHTT USB EER, MRBEZ
ZiaER, EHRINA TSI

« RIEEECENAIF USB EER
¢ ARRRRSEHAZRS

e | B p -, P .

Home Ctrl+Alt+Del Preferences evices Full-screen Disconnect Shortcuts

AR

WREFEMEEZEAT Linux 89 Citrix Workspace W REZFH A A,

% USB i¢#%&7z Citrix Workspace i BEZFHTAZHER, BXLGEEIIEZRIEREN, EEHEAK

HELLLRIERY, HHRITU TR
+ BCE Linux VDA HREELUBREEM.

- &R EE Citrix Workspace W EEFHIMRPEE T EMEARIERE, BFREIMRBEPH
DeviceRules, LRI ERIELISRIZISE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXHAEE, BERAIRFO
& How to Configure Automatic Redirection of USB Devices (#1fA&2E USB & &M EEE M)
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USB isEEMINERER, BXEERIETER

BEEAT, REEEEAZ LN USB k&, HR&TRBSEEREER Linux VDA 2iF, NFESIMEEMAIR
&, HERS [dev REFRIZAFAENT R, B2, ARRSTURINERREHEHEFMEERE, NRE
RIAE (BIEAN) NEMRELENLE, BHZIRENNEIFZ R R,

=,
AR

YNRZ USB Ikzpes, Linux VDA EEEMRHHE. AR (BXIRRETHAEE) TRUTEFEMEERR]
BREH R, RESERSHFRETRPIIRETEFRXME L

HDX MZZ BRGS0 E4E

March 28,2023

ik

7£ Linux VDA £iEHIE{TRVISAS IR A2 A A A ITE B] LARER HDX M B EAASIERE RIS B &N FIA
BERTERILIIEE. HATERWERAXRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LA RAMBRGNRN, XML EREVAELSE H.264 IERLIXEITTE
MREPEITHMRR N AERF. HDX MERENMSAEREERRETE A IHRERGN SR AELRRARBIR R BHR
IREBSR, HWHHITEIRABAES. BRIENHEHRHBENRERRNLRRAEX R RENIREDIERF .

ERIRGIESMEBRENEER. 25, FRROGIIRZEFUERETEHRSS. RSBFEERSMRRE

M, BEERAIEENKETATRMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured N
video
stream Meeting
- g
HDX webcam server [aiits * ——| conference
server
Encode and send Send througha
. through the HDX . native app
Offers several naFlv.e (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

AR

o tkIhEENZ#k B Citrix Workspace AR EFiHE H.264 157,
o SZIEFHIMSIRERTL ¥ 48x32 ) 19201080 Zjd,
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o {FRAMKIRENVE, BE7M Citrix Workspace R B T A iERER USB i8%. &N, mlaEsHM
IR,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings

(O Connect automatically Preferred Webcam
(O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[] When a new device is connected while a session is running, connect the device automatically

X #59 Linux Z17hR

« RHEL 8.4/Cent0OS 8 (2105)
« RHEL 8.3/Cent0S 8.3

« RHEL 7.9/Cent0S 7.9

« Ubuntu 20.04

« Ubuntu 18.04

« Ubuntu 16.04

« Debian 10

« SUSE 15.3

« SUSE 15.2

« SUSE12.5

% #% Citrix Workspace M Bi2F

HDX MR EMANSAESE S 75 FhiiAs#9 Citrix Workspace M2 :
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T8

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B LUET %% Desktop Viewer £ NA MG IRENIRE R EERBEBRIAE

%O
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.

Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic
(@) Ask me I

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect

(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA 2¥%m/E, WIE VDA 2% 8587 Delivery Controller 3, UKRBEAEM Linux SESIEEEEE
B4R Windows EIERIhE .

2. WREEI VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
B LUSEHRMNEREVESR, WREMN VDA Ti5i40 Internet, B%2SE 3,

INREH VDA EE7E Debian 10 L, EHEEESHNAZMRA LET. T, BEITUATHSUEREISH
BRIz :

sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy-->

N VDA #ZE7E SUSE 15.3. SUSE 15.2 8¢ SUSE 12.5 t, BT Fan< UEM ISR MBN AR H EH

Bah:
zypper up kernel-default
reboot
<!--NeedCopy-->
ctxwcamcfg.sh MizEEF:

a) £ VDA k%% kernel-devel fziARZiERTE (DKMS) 2R,

« kernel-devel BFHERERRAHEINNEBENAIZER,
+ DKMS BT ahSEEEMMERENAZRIR,
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=

=W

£ RHEL 71 CentOS %% FRf2FE, ctxwcamcfg.sh MASEER VDA LREHEH
U8R

« &AT Enterprise Linux (EPEL) B985 R E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback & F# v412loopback FERAEH B
DKMS &1 v412loopback,
v4l2loopback 2—MaiFELE VAL IFELE EHRIZIER,

¢) 35817 sudo service ctxwcamsd restart @ %, Linux VDA KM LB GRS -
ctxwcamsd - E#EzhFHME HDX MERENMIAELGEINGER v4 12 Lloopback MR,

3. MERE VDA E&iAiA Internet, EES—&ITEN LWE v4l2loopback WiziER, REERHESH X
B VDA,

a) EE—AEBILE Internet BRZARZS VDA HBRIAERITEN. uname -r &< AIEHEBIEHRRZAR
s,

b) EERITEN L, 51T sudo mkdir -p /var/xdl &%,
c) ¥ /var/xdl/configure_x M&EK VDA E%IZ) /var /xdl/ TANERITEN.

d #ERITEMN L, 517 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
MAZIER, MBZHSMMETT, W% /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl/$ (uname -r)/x86_64/
module/ & T8I v4l2loopback.ko 3tf, RERTEETT ctxwcamcfg.sh BIZBI BT 4E & HER RO 4
Ro

e) ¥ val2loopback.ko MEMIT BN EHIZEM VDA HEHETF /opt/Citrix/VDA/lib64/
T

f) #&M VDA £, w17 sudo service ctxwcamsd restart ss$UEHRBRHINEBREIR
3 ME v4l2loopback RiZiEIR,

HDX FEH=

November 4, 2022

B

TER—ISREMETIRE, Linux VDA A ESHMENKSE ENSEAF =8 ENENSERR,
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UT TSI FETRAZRENEER

3
S
bl
Eil
el
2t
b

EHERE, BRITUTRE:

1. EEMKERNENXEF, fSEREAZEMHERAZERNRER.

[ ] - Desktop Viewer - m] »

Activities

Share my screen

View someone else's screen

2. ABTHREHEAB L8 ERAGH, &Fek, ARRTRITARAEREH.
BROAEHAZRNERN, RRHEEAEHRILELZ K,

[} Desktop Viewer - o x
Activities gfxindicator « = '..-,:'_‘.‘:‘__':38
Citrix screen sharing
10.158.160.5:2152:3af] ~éaa~akea-idatrlinratersiy | @)Close

Select All Ctri+A

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 265



Linux Virtual Delivery Agent 2110

[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

3. SHMENRE (BESEHEENER) LHNSERARAZERIBINE.

4. BEAENEEREHENES, BERRTERN, AEEREEENEN. BEFLEETERN, BBREZE
BRHBo

Activities

Stop sharing my screen

Give control

< viewer-user3

5 BEFILHEZERE, BERELAZRNER.
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[ F Desktop Viewer - o x

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

7] Desktop Viewer - o W%
Activities 2.0 O~

Share my

omeone else's screen

2. GAEEENRRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

4, REHZEBIPTHERZENERE, KENREEETE Desktop Viewer H,
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[} Desktop Viewer - o v

Activities  [®] Unknown ~ - £ e 204 O~

HDX Screen Sharing Viewer

0 "

¥ Activities

5. BiEREFIHENRR, BEEE LANRITET.

" ] Desktop Viewer - o ®

Activities [ Unknown =

HDX Screen Sharing Viewer

6. ERAETRERIEREIEOKR/), FRERAFERS LR EAT.
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d L Desitop Viewer - a x

Activities E Unknown ~

HDX Screen Sharing Viewer x

Disable scaling Aug 23123 B8 zh - o

FEREHAZMRMASTREARS. BEEA%RIEE, BRMMUTRE:

iwHE 7510-7525 ETH, BFERXRMN HDX BEHZIhEE. B 2112 hRife, FHi1THwEA 52525-52625
BFReXHN HDX RERZE,

1. 7£ Delivery Controller £&9 Citrix 5B S BEARSIE RS,

2. BEETUTHESE Linux VDA tEAREHRE:

Tﬁd

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "0x00000001"

<!--NeedCopy-->

3. (A3%) NRBEAM GNOME %8 RHEL 8.x, #& GNOME shell R&£HA84 8, LUSA Applndicator
HHF

a) BfT®< gnome-shell --version Lz GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T GNOME shell
HRBY B, Fli0, REH shell kxasHy 3.28, METLUERY BRI 24 5% 26,
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e
.Ic GNOME  Extensions Add yours Installed extensions: About
ETER SOt

application.
- Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2v1n0
Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hit ithub.comfubuntulgnome -shell -extension - appindicator

Download 328 v

C) BMEBTHNZGE, B AREEN metadata.json X5 uuid EEi&E 5 appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv @< L% appindicatorsupport@rgcjonas.gmail.com BR#53 /usr/share/
gnome-shell/extensions/ TAKME,

e) i&fT chmod a+r metadata.json &< UfE metadata.json sc4ATEE 1t F /2,
R

BINERT, RERMAFTTLUEE appindicatorsupport@rgcjonas.gmail.com BR+H 8
metadata.json Xff, EXFRELE, EHFEMAF ARSI metadata.json X1

f) %% GNOME Tweaks,

g) HEEFES, EBIRIRFR ALL+F2, r M Enter Exi@idizfT killall -SIGQUIT
gnome-shel Ll &<REHME GNOME shell,

h) E=®@IFEH, ©17 GNOME Tweaks, #A/57E Tweaks T A5 FH KStatusNotifierltem/Ap-
pIndicator 3%,

4. (AIi%) WMREFEAR GNOME —e%=%m Debian 10, BERAU TS BUREHEH GNOME R4HEER:

a) 7T sudo apt install gnome-shell-extension-appindicator &<, HfE
GNOME BB B, LrkFEIHEBERER.

b) EEREHEE Tweaks,
c) 7 Tweaks TETEET R,

d) BH Kstatusnotifieritem/appindicator %%,
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General

Appearance

Windows

Workspaces

PRI

- REHAZIRERSS

Q, Tweaks Extensions

Alternatetab

Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu

Fonts Add a category-based menu for applications.
Keyboard & Mouse
Auto move windows
Startup Applications Maove applications to specific workspaces when they create windows.
Top Bar

Citrixinput source mangager
This is extension from citrix

Window Titlebars

A

Kstatusnotifieritem/appindicator support
Adds kstatusnotifieritern support to the shell

A

Launch new instance

Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

H.265 MsRmAEEDES.

- BRAEDRNNAEFRIERTH.

RERIERSE

December 22,2021

Citrix BIEPT M IRES I NFIE M Linux FA, RIFEFEMERINER TLATEARS.

E MR ML T EERE ICA 21E, BXIFAEERFAEE, I

s

SIRE P is o EEENSIER

AR RINERT, BEREAREERCRNBUIERAXAHIE. HTFRe2EE, HNENERA TLS mE. X

TLS mERFAES, FS

FER TLS RIFAR RIER 2,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BENREE HDX RS UEIRBEE M. MR Citrix Studio PEBIKRIGIRBIRE TIHOS, IR Linux
VDA EBYIRE, R VDA LRI ASEENARILETIREROGRMNERE.

o BRSEBRENE P UnREHECHIRSE 8] EIFR

RIEFREER (B, REBIRSE. RERREH) B, £ Linux VDA F ICA BRiGZiB R ESIER EMRETERD
WEHB. REFEIRSHERATRNEFHEETAMN, MREFmLEMN, NEERE, BAFFREMER.
HIREEERPREENRSERZEERNT . RAELTREELRE, EXEH#TERE, BBTUTHS (X
10 #Af60).
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o B IREIARSS SRRFDERPRSE 88 R
IR BRREM ICA BFIHZEE Linux VDA BIBSBRIFESIRSE B Z BEIERHT . RIMERTREEERIRE, B
WEHITECE, BETUTa< (L 10 BAfl).

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HEHR

BERKREBASETELE, TERHRIE.

ERRRIERNR, EHITATHRIE:
1. 7z Citrix Studio FiB I SRIEIG BB ARIEARMEE, BESHRILITFEFREE) VDA BRSH HDX RS,
2. 7£VDA £, BITUTa<LURIESERSEY TCP fiARERETET (MUiwA 2598 Af).

netstat -an | grep 2598
<!--NeedCopy-->

MRSIEAEMRA LEE TCP RS, EETU T i< BRI,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy-->

IR

September 1, 2022

BILATE Linux ERESNAREFRIEPEAREEDRE. REESELHANBFRATRI TR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 274



Linux Virtual Delivery Agent 2110

M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIneeiERF RHEL 7.8 RHEL 7.9, RHEL 8.1. RHEL 8.2, RHEL 8.3. SUSE 15.3. SUSE 15.2. SUSE
12.5. Ubuntu 16.04. Ubuntu 18.04 #1 Ubuntu 20.04. &/ F iOS #1 Android #9 Citrix Workspace [z
FRERF 2 FFi%IRe.

B RMERZIIEE

BINERT, ZIBERTFRARS, FILUER ctxreg SERREFEAREAZINGE. 4 Linux VDA LMThEEECERN A
Fiz VDA LR HHIFRERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "Ox00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio &, F¥BEmHEREERIKIZER T,
3. (AN3%) x4F RHEL 7 #1 CentOS 7, BT TH<IETEEMARL (IBus) BREARIA IM BRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy-->

BERMIZIEE, BETUTEHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

H==.
AR

ZHNREREEERIFIETEEERED YR RIEER.

PRI

ZIN#ETE Google Chrome. LibreOffice M1 #hR A2 A GET A E BT To
ERFHRENREEBRAETE, BRHIFHATER, ARBXEHHIBATR.

£ Web JBEBEFM—MRANFRNRIBES—MANTFTEREN, RERETEFET. BERRILRA, BRI
BMAFER, ARBELEEFHATR.

IEThEEFR 24 Unicode FRMXFTFA (Flw, #X. BEBMEHEFR).

s RBEETERTERBATR.
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s RBEROUESSHNBAFTRES. EXMBERT, BEINAEFEONR LDRSRERELFMAFRB RS
(1L SEVA=1

+ BT Citrix Workspace R #2FH Huawei PR BRI Z BIfFERA MR, FIEMEEETYIERS, WR
B2 ERE Huawei FiRER L.

ERimmNEmES (IME)

December 22,2021

5%

B IME IARFTFR, flhx. BEMSEIEFR. BI5EFH L Citrix Workspace T2 FREH
£ IME (%30 Windows 7s#]l CJK IME) SBALLEFF

[
Ik

f£% % Linux VDA BY, =BEzh&REILINEE,

ERER

FRETF Citrix Virtual Apps 3¢ Citrix Virtual Desktops i%.

RIEFEEEF K LERERNRN AU BERE iR IME 2588,

EA0ia)

o BN E Google BFRISHETIE, FREEAEF I IME HEEERTRFRANFH.
« FARTE B FRPBHEAEF K IME 1588
+ IME AP REA RN RIE AT,

SZEES=EL N

April 21, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 277



Linux Virtual Delivery Agent 2110

B Linux VDA ks 1.4 2, Citrix FilT WER BN AREFNIF. APAUEEE Linux SEFENER TR
FREM Linux M EER.

B2, BFESES Linux SEIRERESER, B, Linux VDA EMAMEBESE=NFELAGHNARFRIH. A
b, BREEUFE IMERIES (B0, X BiEsFHE) BAND. TAREFRIERE, BRUTEERERE
Z a4k,

AT RRRXLER, NIRRT ANEATNBREFRHIESE. BIESE, APAIUENAREFSEHRE
WERARSS 8% IME LURERERR Z BTk,

icE
TRILUER ctxreg SSARFRANZAIIIE GHABRTER). 4% Linux VDA BRS3 238 ETHEEECE R A F1E1%
VDA EAHBIFIE N ARERF.

EEEMRIA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 3
7% DWORD,
EERItINEE, WETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

EZAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

fERRBER
FERE &,
1. B8

2. HRALIERXFMANEL TN ARERF. EREPVAEFZIRERESIZ.
3. MTHIRBEPERKFMIES LAIMAERIES AR
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o fr L ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4., MNTFhigamiksR IME SiBEHE,
5. EAMEN IME HERGREENES.
PE =

« £ VDA IRBEE= L EREEA B, EREERTT Citrix Workspace R AEFHE P s EEAHE

FIREER.
« WU accountsservice B ALEIRRA 0.6.37 EShRAS, 7 HEXKIGMIBES I HEEFRIT
"E,
= |T| Region & Language ‘ Login Screen ‘ - b

& Tanguage English (United States)  —=»

Formats United States (English)
Input Sources | Options ‘

French

German

el -] =l

SRETRRED

April 21, 2022

IU#6, Linux VDA FIZE Fi%igE FREH B4 AER. i, NREFHEE CWREGERM TE BN E
i, 1812 VDA LkEH, REERMSHATMHIFLEE, EE VDA LERH SHiE .

Citrix B3 H5hi VDA WREH B SEF HRENREHERAS RRAILAT. TLANE Bt LNREHRE
44, VDA BEEERS I HAIEEE,
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AR

AT HTML5 #9 Citrix Workspace M BREF RS BE GBI hEE,

[l
RINBERT, hSHERRERTINELTR2RARS. EERANZALLIEE, HETFIHEREERERTSH IME SGHINEE
HBg, i@ ctxreg LRARFREETME.
AE
EFIRERABERTSH IME BUHIHEERIRMM AR S TEMRIGE, TUNAEEEENEPTENIT R,
REPMFIENR, A% Linux VDA LR EMFRIEENBEIZ VDA EHFIESTE,
« RERFIREERBERTSH IME BUHIHEERIE S A2 ASRERRRT .

1. 7£ Studio A, HRREE, AEEFCIREK,
2. BREFHREHF/EDM IME BHEERES,

Create Policy
Studio Select settings

!_[AII Versions) v ‘ All Settings " 1 [ Keyboard Layout SyncT X I
Settings: 0 selected [ View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. REHRBBIFEZURER,
4. REHR,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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ERAILINEE, BETUTHR<L!

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,

N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

ZFin IME AR RERS

April 21,2022
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R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ERILLIRER ARG ERMN

1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4% LEE IBus MER, &
SRIRERR B EIRER Y, Fla0:

o Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods
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+ Debian: https://wiki.debian.org/118n/ibus
« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMRERETIRE, BELHSTERIZNETEERTE,

BRMZRZINEE
HKINBRATEZREEF G IME BFRRERS . ERANEALINEE, BRERFIRRERFBRT M IME SUETHEESR
B, @@l ctxreg LAERFRE MR,
AR
ERPIREZMBERESHM IME BUHIHEERMM AR S T EMRIGE, TUNAEEEENEPITENIT R
SHRMEFEXR. A Linux VDA EREMFRISENAEIZ VDA EHFrERIE,
- KERFIRREMERTSH IME SUETHEERE LS B ZEAET % IME B RERSIhEE:
1. 7£ Studio &, HBEBELEFER, REEFLIEFERE,
2. BREFPIREEERERTSHM IME SUHINEESRE,

Create Policy
Studio Select settings

. [-Nl V%r?ians) i | All Settings - I Keyboard Layout SyncT X I
Settings: 0 selected || View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRTZANER,
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4. REER,

Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled &
Disabled

Support dynamic client keyboard layout synchronization

|:| Use

¥ App Support dynamic client keyboard layout synchronization and IME improvement

Virtuar DEMVETy RGNl ZUU0 NIOTSESSION UJ, 2000 JIMgE=SESSTOn U, Z00> Wioises 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization” equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019.
The default is "Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For non-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|ICA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE =TTk

- BEA: ZHsSEEGRESNEA i IME AR RERY,

- ZEEMSEFIHBERTERY . BRASBEEGREEY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;3% DWORD {&.

- XEDSEFHBEEMFEES N IME I BRDSEREGRERASMERE IMEBRR
"R, mAZEEUF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1mAy DWORD &,

o BE ctxreg TRERFHFEIMRUBHEHERAZFiG IME BFRRERPEE:
ERRZIEE, BETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
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SyncClientIME" -d "0x00000001"
<!--NeedCopy-->

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "0Ox00000000"

<!--NeedCopy—-->

HDX Insight

April 18,2024

5u

Linux VDA &84 2#% HDX Insight 1. HDX Insight 2 Citrix Application Delivery Management (ADM) #y
—24, BEFTI@ERARE AppFlow, @it HDX Insight, IT aJ LR Ats@ Citrix ADC =% Citrix SD-WAN Rz
EFEMEEEER Citrix ICA BERIFIARENHIIG WY, MMEMEMAF AL, EXFAER, 558 HDX
Insight,

Erg=S

REKHREETERR,

fERER

HDX Insight #&s34fi@id Citrix Workspace R F#2F#1 Linux VDA Zia# Citrix ADC %:&# ICA H 8. Fig HDX
Insight #3958 NSAP EBHLEEHUKESES XL E. NSAP BINBERIALTREARES.

UT a2 2512 BMEA NSAP Eil@E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
-—force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
--force

<!--NeedCopy-->
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HEHER

FERMEABIER

AR NREA:

+ HDX Insight RIEHEE,

fgn, 7 Citrix ADC E/Z/ AppFlow, =t#7E Citrix ADM EEE T REHAY Citrix ADC 324,

o £ Linux VDA k=5 ICA = EHNEE,

ps aux | grep -i ctxctl

MR ctxctl kiaf7, BHESEBRBKALUA Citrix RS,

RERMEANAEFERER

BWIARSRRAT TEEINEE B TENBEF R T —ERBYE,

Rendezvous Y

October 9, 2022

f£fEF Citrix Gateway RS HIIFIEH, Rendezvous il st iF HDX &iE4%:d Citrix Cloud Connector HigR %
#hiE#Z3 Citrix Gateway RS

R

fE A Citrix Workspace # Citrix Gateway BRE a1,

=)@ Citrix Virtual Apps and Desktops A3 (Citrix Cloud),

Linux VDA fz7k 2012 B Sk,

£ Citrix B8 /E A Rendezvous i, BXFMER, 1ESiH Rendezvous iV HEEEIEE,

VDA &3¢ https://*.nssvc.net BHHENR, SEMREFiE. NRETLESZAIGHE T
FINBARE, BXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

ERE=IEE, Cloud Connector &% 73k BY VDA # FQDN, E LItk B 1%, B RS/ A DNS f@f:
& A Citrix Virtual Apps and Desktops i 2 PowerShell SDK, =178 % Set-BrokerSite -
DnsResolutionEnabled $true, %3 Citrix Virtual Apps and Desktops iz 2 PowerShell
SDK BIiF4E 8, 155 SDK#1 AP,
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BE:

Rendezvous MY Az #HERANRIERERX IR, SFEANNIE, BE44FEA Cloud Connector %4 ICA &,

MEREAT Rendezvous, #E VDA TixEEiAiA Citrix Gateway BRSS, T VDA ¥ [EliB%i&Ed Cloud Connector
A2 HDX %1%,

MREHEREER, BREBETISBRIIEEEEMEA Rendezvous:

1. £ VDA kEzhifs.
2. &ftrsu root -c "/opt/Citrix/VDA/bin/ctxquery -f quStdP",
3. RS RRIE SR

« TCP Rendezvous: TCP-SSL - CGP - ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
+ &3 Cloud Connector £3: TCP - CGP - ICA

TEH#AT Rendezvous EIERIZ, BRBLSE T HMAE.

1. 413 Citrix Workspace,

2. 7z Citrix Workspace F#iNER,

3. INREEAAH Active Directory, Citrix Virtual Apps and Desktops BR$¥#& A Cloud Connector i&i&
@it Active Directory sE$E#H1TIEIE,

4. Citrix Workspace &7x Citrix Virtual Apps and Desktops fR$3 IR E R,

5. M Citrix Workspace #i%#¥#% 8, Citrix Virtual Apps and Desktops BR$3@E VDA k2—&HEE, UER
FNRIEMIT S

6. Citrix Workspace # ICA x4 %58 % Citrix Cloud 489 STA EIEMIHS,

. ImsERER Citrix Gateway iRS3, $2EEEEI VDA WEIE, Citrix Cloud $%IE%EiE,

8. Citrix Gateway R 551§ 15 8 £3% 3l Cloud Connector, Cloud Connector #iEiEE &M A Ren-
dezvous #E#%, HIZEREKEET VDA,

9. VDA 115 Citrix Gateway IREMEIEIERE,

10. MR XA VDA 5 Citrix Gateway RRSZ a2 E#%#E, VDA i@ Cloud Connector KEHER,
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11. Citrix Gateway kB Eit=5 VDA Z[aEiL%EE,
12. VDA i@ Cloud Connector f&Eh Citrix Virtual Apps and Desktops fRSZIIEE ¥ AT3E.
13. Citrix Virtual Apps and Desktops fgi&id Cloud Connector A VDA &KX iERME, XEBHKEMA,

BEN T4

April 21, 2022

BiERzfFH= Citrix Virtual Apps and Desktops B¥uEEENE, ILEFREEER, SARYT BYE, S#TRAR
FHREMY, HEEAEHEMRTRES WAN f Internet &P B EiR, EXEENERNFMES, BEHE
EIVALE IS

BRBENEE

7z Citrix Studio #, I HDX BERFMEIKIEEAERTER IR, EEBALFIERRES,

o Hit: RABEFEAET Enlightened Data Transport (EDT) BB &R &4, FHEEE TCP,
o 2B R B%IBE EDT, HEZMEELRE TCP,
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HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

MG Diagnostic mode  aliGEILUE
Virtuaroemveryagere s server 05, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and

Framehawk.
B HABIEMNER

BERRBEERN SR, 1&7E Citrix Studio #i& HDX BEREHIRERIZE X,

MEELRAT BENEE

210%E UDP filrRE & EEETT, BBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERRERT, BHRMTFUTHT.

1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
2
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udp 0 0 :::1494 388%
<!--NeedCopy-->

EDT MTU &I}
EDT BRI SIER AEBERAEREN (MTU), XEMAT U IEHI A SEIEAE TR T ZBIISIEN EDT #
EEEA,
RIEEK:
e Linux VDA 2012

« EATF Windows 89 Citrix Workspace M B#2ERF 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBERARIERSE

MREAAFUINREN T P IR T ATARE, BFSRMIRFOXE CTX231821, LUFAT @A XNAEESSEIRR
HNBEX EDT MTU,

==}
=

R4

AMRFEFHLSHT RN, ARSETEENRERERS, Citrix TERIEIRIMREEREHFES
HHIBRIR AR 1T LURR, EREMRRIBESFEIENIG, ERIEIMERZE, BSLEITEND.

72 VDA tEA=EH EDT MTU &I

ZFINERT, EDT MTU XM FEARS.

« EEAEDT MTU %3, BEFEAMUTHSIZE MtuDiscovery iFMERM, EF/E6) VDA, REERF VDA
AR

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« EEZHEDT MTU £, &g MtuDiscovery FMEE,
LG EEITBENEENER, ¥INSIRNEFIREENFRERIE,
EHIZ s LA EDT MTU 23

B LLEETE ICA XA MtuDiscovery 88, EEM S FAEEES EDT MTU 230, BRAIIIE, &
#£ Application 54 Fig®E U FE:
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MtuDiscovery=0ff
BEHBAILIhEE, BEM ICA X4 fiE MtuDiscovery 88,
5E:

ZEL ICA X2 1EMA, 1572 VDA £BA EDT MTU &3, Rk VDA £EA EDT MTU &3, M ICA
XHESHTKo

5 Citrix Telemetry Service £5%

April 21, 2022

it 5 Linux VDA #- sy Citrix Telemetry Service (ctxtelemetry), & LLiE1T Citrix Scout, SAEER
Jopt/Citrix/VDA/bin/xdlcollect.sh #zskurgEH % Linux VDA BB E,

£ Citrix Scout - X
Collect 0
Select or add machines to collect data from:
+ Add machine Filter by machine name Q, ‘
Name Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[0 rggbe-lvda-2.bvi.local Linux VDA
[0 rggbe-lvda-3.bvilocal Linux VDA
] rgghe-lvda-31.bvtlocal Linux VDA
[ rggbe-lvda-5.bvt.local Linux VDA
[ rggbe-lvda-6.bvt.local Linux VDA
rggbe-lvda-a.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvtlocal Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
AR

M Linux VDA 1912 B RiRAEFA LG, DREHiziT /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix
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Telemetry Service (ctxtelemetry) T2, BXXLETEMNFMER, BSABRMNEE,

BAMEA Citrix Telemetry Service

sudo systemctl enable ctxtelemetry.socket &n<,

 ERRA%ZRS, BIET
A sudo systemctl disable ctxtelemetry.socket,

« BERRZRS, FiaT

g1 Ol

Ryin)

U [

ZHAERT, Citrix Telemetry Service (ctxtelemetry) 8 TCP/IP 0 7503 fifft Citrix Scout. ©fFA Delivery
Controller E8 TCP/IP #1O 7502 5 Citrix Scout #1T&(=,

ERE Linux VDA B, aTUERABRINGOFRE BT U TEEER KO,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAiHOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @E89i ., BAIAMKOA 7502,

E7ERE VDA EEIHO, FHRITUTRE:
1. EFEHATFSE Scout BEMIKA, FEITUTHES,
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. BEERMIF Scout WEEFIRO, BETUTHSLUITHHEE ctxtelemetry.socket XX,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTaLUERBHERFIRO.

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy—-->
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4. ERAERESBBIRO.
a0, NREERME Ubuntu %17k, 5&z1T sudo ufw allow 7503 &< LB AHRO 7503,
AR
R Citrix Telemetry Service TEZFMEAA RIE1T, WEIABARRERRBERE.,

1. EEAEREKER, BEITUTHSUITH ctxtelemetry X, #AE% DebugMode EEEA 1.

sudo vi /Jopt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy—-->

ELRGIFR, ATLLUETT AT a<$RIELE Citrix Telemetry Service,
sudo netstat -ntlp

Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEE &R Linux VDA #1£ /var/log/xdl/ & #
telemetry-debug.log,
BRS5 E5FETE]

HIAEEFRON systemd FirEFBIABSIHER L EFR, Citrix Telemetry Service MM FEIERES,
1X1E M Delivery Controller £t BEWEIERIN BRI, AERETRE, RESFFMIKEISER, FHENER 15
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o, MRLBEEMEEBER, WSBREL, AILET A T anLEEFFIE. &/IVEN 10 D%, MRIKENENT
10 7o¢#, Ms/ME 10 DHRFER. KREFFNERE, SELEAENBRS.

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

<!--NeedCopy-->

FOIEM
EFRBEESZE, WENNEHEENES S BN BHIETT. XENHFHFRBRXLEER, WMRESITHENN

MIAKW, Scout BET—FHEE, RAUZBINNEIERERE, HXEIEVAMIFAEES, 521 Citrix Scout XAEHRILE
IEN BB 53

5 RS

December 22,2021

pu

WEREHENRFRIE T IZWRE, HEARRETHBFRFR. “SRIEE IheEUEWIETIE, RERINEEEIANT
Linux VDA EH.

ficE

ctxlogd s#ri2FM setlog SLAREFMESIER Linux VDA RRESEEH, BINERT, ctxlogd sFirig
FEEREHEE Linux VDA GE5H,

ctxlogd sFiriEF

IRERMFFE E MRS HET ctx logd FPEF. MBERFERER Linux VDA, FILELE ctxlogd sFiriER.

setlog SLHiERF

‘BREE WEERER setlog LAEFEEN, ZZFAT [opt/Citrix/VDA/bin/ (212 T, 274 root AP AN
BITZIEF. AILUER GUI SiETHh<dREEMERERE, ETUTHSLURERER setlog SEREFMEERNE
g8
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setlog help
<!--NeedCopy-->

@ ZNAERT, Log Output Path (BE4HEERR) €& [var/log/xdl/hdx.log, Max Log Size (RARE

KiN) i&EHR 200 MB, E&ZAILE Log Output Path (BEHHEKR) TRERNMNEEEXH,
EEYFIM setlog E:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

EEHIRBER setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

a0

setlog value log_size 100
<!--NeedCopy-->

&3 FRAMERT, BEEIBERERNES (FEDANE).
BEEENTERMFRENBEERS, BETUTHS:

setlog levels
<!--NeedCopy-->

RREATRS (84 “BRERA". “B4E". “BH. ER7. “BE. HR M WHHER), WsTUTHL

setlog level <class> [<level>]
<!--NeedCopy-->

m
o
el
S0
3
4
W
X%

S8 (RRHKNE)

[kt x

[RELPES 4R
e |
=8 =8
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A% HLBY (FEHANE)
B B
#i% i
MR B

<class> ZTE|IEE Linux VDA B9—PAM, BRZFABAMN, BREKREN “28. HlW:

setlog level all error
<!--NeedCopy-->

& FAERT, FSIRENT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false
LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

[}

BYUAIRS:

setlog flags
<!--NeedCopy-->

EENRER T ASAE:

setlog flag <flag> [<state>]
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<!--NeedCopy-->

ERERINME  RFAELS. mEMEERIFARE:

setlog default
<!--NeedCopy-->

BE

ctxlogd R 2fEMA [var/xdl/.ctxlog XHEEER, RA root AFREBEIRZX . HtAFIHZXHE
BEANXR. EiZIN root BFAERAEMAFEFEAIR. TNESH3 ctxlogd #ITERRERTE
BE, XEaFmiRsSEMEE, HMEmAF A

MR

[var/xdl/.ctxlog >x#E% (Flan, BSMHER) B, ctxlogd SFPRRFRN, BT EEFBR ctxlogd iR

o

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BERIER, B root AP B4iafT setlog LUEH6IZE [var/xdl/.ctxlog xtf, AEEFHBohEMRSESHE
Fiy ctxlogd ARS.

April 21,2022

BESIEERINEE, HBER LU Intranet FEERAFH ICA 21iF, ZIhEEER noVNC &3 ICA £3F, X RHEL
7.x ¥ Ubuntu 16.04 =#5i%3h8E,
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AR

Citrix Director MhRZA 79 7.16 SiERMRAS, A REFERARIEER IR,

LEMEE
R

KFEFEEM MK EIXR python-websockify #M x11lvnc, % Ubuntu 16.04 E%% Linux VDA B,
£BohRE python-websockify #l x11lvnc &#iM, £ RHEL 7.x £, #MERE Linux VDA ZEF 5%
# python-websockify #l x1lvnc,

£ RHEL 7.x EizfT U &< MU E%E python-websockify #1 x11vnc (x1lvnc kx# 0.9.13 L E SR
),

sudo yum install -y python-websockify xllvnc
<!--NeedCopy-->

EZ@AR python-websockify # x11lvnc, &% RHEL 7.x EEBUTEERE:

« AT Enterprise Linux (EPEL) B84SR 16
python-websockify # x11lvnc #$%%E EPEL =Ff&E, BT TH<S S EPEL =64

sudo yum install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-$(rpm -E '%{
rhel }
') .noarch.rpm
<!--NeedCopy—-->
A% RPM
EBEAAEN RPM EMEEMRE x11vnc H—EEBIMMRGE, EETUTE—oH<:
XY F L1k

subscription-manager repos --enable=rhel-7-workstation-optional-
rpms
<!--NeedCopy—-->

xFARSS 28

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

A

imHA

RIFERIEES BNERE 6001-6099 WAIETAIKOREIIM Linux VDA E Citrix Director B9, REitt, sILHAT
B ICA IFHANEE 99 1 FHRRAERBHHOTARBRENER, LHEZRIIFET.
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MR

TRIIE THEXERER:

AR A BIAE
EnableSessionShadowing ERRZRARIEERIIE 1 (BA)
ShadowingUseSSL RS Linux VDA #1 Citrix 0 (#Rm)

Director zZal#9EE MR

BJ7E Linux VDA EiE{T ctxreg sa¥REBUEMRE. A, ERAKECFAE, BHETUTHL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director zial#9 noVNC ZE#ZfE A WebSocket thi¥. WFIFER, HeTEERMN “Shad-
owingUseSSL” EAM&RMEEE WS : // Hwss:/ /. BRINERT, EBws:/ /. BR, HTFRLREHE, Hi1E
WiEER wss://, FES Citrix Director RS A Linux VDA RS2 EREIEH, Citrix B4R EFER
ws: // #47 Linux VDA £iFEFNEMAR =T

FRENARSS BRIEBAMR SSLIEH  EBMAARTEIERMENM (CA) EXR.

WFEEHFEE SSL#YEA Linux VDA RS8R, HMEE—HRIBRS[IES (BEFFN). RSJ[IEPIHRT
EHITEN, RtERMMNESERSBNTLRENEE (FQDN). AT AERR, ErUKEMGERBERMEH.
EXMERT, BSREDIEHSZ,

MRTESARSHE LRE—HIRSSMERZI, EHFES Linux VDA RS 28EEHIE Citrix Director BF ik E&
EME— CA REXBIRIER, RIEBAIMMA RS SFIEBHIE— CA RS, BRIULERBLUT CA RS HJIERNE
FIRIEH: SENRERSEIS CA, &l CA (AREFEHENRA CA), EESERIREFRFARSR CA, &
BWEHARNTERN, 7RI EERERWHS ERIRBIES,

gE:
e REBUEPHNLBZHHME Linux VDA RS BWHLY] FQDN EV S EHRMNEE T NG ER. 60
vdal.basedomain.com g *.basedomain.com,

o BHREE (84 SHALM MDS) MFHFIEBFHERMS A, FLEXEHERTH. Fik, SHA-256 f5EH
RIRARE,
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Z=&1 Citrix Director i LR ERIEH RFERS IS ERERANEFT EMROEREME, HILERTLUER
[IS 5% Microsoft EigzHla (MMC) IEREB S TRERIEH, W CANIERRE, a7 IS FEHF Web RS2
EPES, RAERASHLREZIER. S, ERIUEFER MMC HRIERENRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome S NREMEIRER S LMIEH, XF Mozilla
Firefox, HfEIEHEIREEH Authorities (F&MH) EH+ ESNEMIR SSLIEH,

£58 Linux VDA [RS8 LR ERSS[IIPREAEH SRS[IEBHEHR “shadowingcert””, HEEHE 4
#h “shadowingkey.*” (* ALUERE, F170 shadowingcert.csr #1 shadowingkey.key). RS EHBNE
PN RIEERZ [etc/xdl/shadowingss| T, H{ERZRANRE Y3 H#HTRIF, MRBIHIBEFEFRER, Linux
VDA B EHEIFENIEBRBANMG, MMmSHS Citrix Director BZEEEKK

fERER
7z Citrix Director #1, #FBiFRIE, ARBHEXHFMAESNEHNER LM Linux VDA RXERIER,

Session Details

Session Control Send Message

ID

Session State
Application State
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEKGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT n/a

Latency n/a

Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127001

Policies Hosted Applications SmartAccess Filters

EEAKE, ICAREERE (RR Citrix Director %) L2BT—FHIVER, EXRARANSIEHTE

=14
o
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/\ Allow an administrator to shadow this session?

Mo Yag

WMERAFBEER, W Citrix Director IigER—1MNEO, IEREEER ICARiE

BXAZERIEMEE, 152F Citrix Director 324,

PR

o RIFEFMUERAT Intranet, EREATIINEEMLE, BMEE Citrix Gateway iE#Eth2itk, Citrix IE425i8
TESMEB IR Pi#1T Linux VDA SiEEEMEAERE,

- BRATRIEERG, HEERREETE ICARIE, BTREEATHITH.

o BERTE Citrix Director R FEEE, RAKER—FHINVEE, ERAFPATFNRIEHITER, REES
EAPATETENRIEHRITER.

- AIERRNEIAVESEENRE], B 20 7, BiE, ERIERERK.

+ #£— Citrix Director &0, — 1 ICARIERER—MEERER, NREDT ICAREFEHEER AEF,
LbEY, EIER B RXEFIER, WKEAFGELERHIERAFRATFNRIVER. MEAFRE, WEER
AMEREZREL, FABER B AR— M NEREE. NRA—UBERLZXS — M XE— ICA RiEN
BRIER, LREEE .

o« BEFHRINEET, BLE Citrix Director 7.16 ES 78,

« Citrix Director P imfER FQDN m7A 2 IP #it3EZEI B 4% Linux VDA BRs588. Eitt, Citrix Director
F PR B AR Linux VDA AR32389 FQDN,

BPEHEER

MREIFFRLM, 357 Citrix Director 2 i# Linux VDA E£#1TiAH,

£ Citrix Director X i +

BERRBHALARTR, EEH&ETNFIOEREASE, HEEMEETN £ LZE ShadowLinuxSession API
BIMER, SMREMT ERAFPAFNRINES, BXERIER, EF ping Linux VDA # FQDN BU3IE Citrix
Director &8 LUf##HT FQDN, IR wss:// EEEIiEE, BRELZKIER,
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£ Linux VDA t
BINEHERERLBERN, REERERAFAFNRIVES. MREE, FRE vda.log 1 hdx.log X LRENAEX
%E, BIRE vda.log XiF, ERITUUTERE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUER vda.logBiiE:

Log4jConfig=" /etc/xd1l/log4]j.xml”
2. 117 [etc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WMTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &<$UEHBE ctxvda RS,
WRERIEEREH IR

1. RERBEEAMAERFIELESEERZTHIRD.
2. 7R SSLYERT, MIMEBMERXHREERSS, FREEBNEET.
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIBER,.

N EIRABTEER

April 21, 2022

#hR

Linux VDA 7£ Google Chrome %53 BAREEM. NUBATEEMRETETFHERAIFFIRFH
Web TiERITNEE, tEIhEESEER Citrix Workspace M AEFER FmEfIUERNEM5IE, Z51ZaM URL 128X
HTTP #1 HTTPS W&,

AR
A LAER A FFIRIEEHL Web TEAREE AT iR, IR, BJUFEAMALEFIRIEEHL Wen TEARERE
GIE| el

k& Web % B3 |5 F % LT, kT VDA L£izf7, HEFERAZ R CPU. GPU. RAM fM4E,
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RENRSEMOSIHITEER. AORNERFETABTHELXE, MONSEMIM=E, WEBREMRSEEFRER,
XL B I1E VDA £ 8eisiT,

[ aboutblank X

< C ¢ D www.youtubecom

1//@“’
Ror

Windows &/ is:
« EATF Windows #y Citrix Workspace M B2 1809 s EShia
Linux VDA:

« VDA #21E%4%:: Ubuntu 16.04. Ubuntu 18.04. RHEL 7.8. RHEL 8.2. RHEL 8.1. SLES 12.5
+ VDA ERI%EEs: AT Citrix MR BABTEEHEYT BIZFH Google Chrome v66 B =R

EENREATEER

1. 7£ Citrix Studio #, EEE—N%KEE, ZHRIEIEE T UERANKRBRABTEERH URL MATFFIRURREEER
HEBABEEMRA URL B9FELEFIR, BRINERT, NEBABREERIRENRIT.
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Edit BrowserContentRedirection

Users and Machines Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection

Summary

A

v

v

Studio Select settings
l- (Al Versions-) o v ‘ m Settings "] ’ Browser
| Settings: 1 selected [7] View selected only
Settings

Back Next

HRBABEER ACL ECEIREIEERIUIERNKNEATEERH URL B9RIF7IR,

Edit BrowserContentRedirection

» Browser Content Redirection
Users and Machines

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

Summary

v

v

Studio Select settings
l- (Al Versiuns-) AL I m Settings hd ‘ ’ Browser
| Settings: 1 selected [_] View selected only
Settings

Back Next
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Edit Setting

Browser Content Redirection ACL Configuration

Values:

| https://www.youtube.com/*

|SE
| https://www.google.com/* | B
=]

I https://www.citrix.com/*

() use default value: https://www.youtube.com/*

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS, H
1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

x]
(] View selected only

Select

Unselect

Select

Select

Select

“.m

NEBRANREERERR P EREREETEEANSHRANBEEMH URL BIFEIETR,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
l(A? Ve;io;s) v " I‘ All Settings . ‘ [ Browser X
| Settings: 1 selected [] View selected only
» Browser Content Redirection Select
Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)

v » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

» Browser Content Redirection Authentication Sites Select

User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Defal

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

Back Next
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=

=W

Linux VDA Hai R M BN A EERRIELERE,

2. B VDA Laonsadsien (SMEH) URL BES5AWHIRIELLFIRTE, EM Chrome W LR FAE RN
Citrix M BABEERY BIEF. 2 VDA LHHME Chrome,

BE:
EPim EARFEY BIEF. XE VDA LR,

Chrome I BEFETENHFRE. FEEEMESMERNEIRNSMST BREF,

& chrome web store 0

BrowserCommri e ¥ | Extensions

O Extarusions Browser Content Redirection Extension

) Thamas
o Offireed by Cityix
L Add 13 Chiome

Featuras hig exierion redinecis Webpages

Ratings
O ook

T okkok ok & Bup
O kdok &up

} k& B up

MEEALFFIR B0 https://www.mycompany.com/) F#ZE5 URL LR URL, EEEMELS
RPHKFLE, EEE (CTXCSB) 2#5: Citrix Workspace M RREFZFEEEMH D4 URL, AfF, Citrix
Workspace AR LG — N4t 2M5 |1 EH BR1EE Web 3452,

Zf&, Citrix Workspace AR &Rtk Web bR 4R NS E N K BN XIFH,
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[l Ubuntu1804DSK - Desktop Viewer

e Activities @ Google Chrome v Tue 23:58 ¢
Recycle

- E G Google
-

H‘v" $\ & C @& google.com

AMI

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

L O Type here to search

1. Citrix MR BABEE AT RIZFHELR

I BIEFEMNEEIETE Chrome I BREFIRS, HEGAUT=MHAEZ—:

o B JEShHER
o RE: FEHENATF ERER/ SR
o 4 BRIF/FEBT

2. MOREEFFiIFE -2 REEEENEE
3. Linux VDA

4, Windows & F i

BEERTR

&2 Citrix Workspace B2 FRENN BRI 7 A9 LA EN -
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Server Fetch &
Server Render

Fublic or priate
netwark

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

Fubli or private
netws rk

c RESBRMNRSREN: AT EERUSFAMBAFIIRIBEMERK, AIEEEEW. HITEERIE
VDA L2 Web @, #HEMA Thinwire x2S RER,. FEAKRBRIEHILEIRTH, XMER2SH VDA
89 CPU. RAM M EERS.

o« FRIRIREBAEFIHE: BT Citrix Workspace M AREFEEEE Web BRSE28, EILEZEEAE Internet,
EXMERT, =M Citrix Virtual Apps and Desktops ih=EIZiFrEM4E. CPU 1 RAM £R£.

[ERAH]

ERREEMBNAREIRK. fli, MREFIRTEYLEZER AR Internet, NEJgE=m VDA REI—F IR,
EXMERT, VDA LRYRISEER AT LIFEARSS 88 L E M NEH 2 I E,

S#HEAT HTMLS #9 Citrix Workspace B2

December 22,2021

MULERZSFF8E, EaUERERT HTMLS 89 Citrix Workspace W R#2R Sk E %A1 Linux EIAN BI2FMSm,
MERBE P HEZE Citrix Gateway, H*ERBT HTML5 # Citrix Workspace MAEREFHEER, 581 Citrix
X%,

BALLINEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7£ Citrix StoreFront #1, BEAERTF HTMLS5 89 Citrix Workspace R B1ER.

BXiIFATE, BESHAAFOXE CTX208163 89 “TE 17,
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2. B WebSocket iz,

a) 7z Citrix Studio #, % WebSocket iZ&5HEB8I&E AW,

AR BT LIS B HAith WebSocket 588, B* WebSocket FRMTEETIER, 525 WebSockets FB&i&
Bo

b) £ VDA L, i&ZItIRFEFHEE ctxvda BREM ctxhdx BRS, UEIEEEK.
c) VDA E, BT Td$HieZE WebSocket (il 8 2% [EEIR T,

netstat -an | grep 8008

WebSocket g b FIE{TRESH, SSHEENTAR:

tcp © @ :::8008 :::%x LISTEN

AR BEFILUBA TLS & LUFRIF WebSocket N T 2, BXBA TLS MEMER, BESRAER TLS
RIFAPRER S,

%% Linux VM #1 Linux £iF

August 11,2022

TR T —EEATF Linux VM # Linux £iER3EHR.
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=L

BRI

SIEBCHEREEITL

TIRETE]

FREBIERIK VDA hivzs

2109

2109

2103

WA

EEERIEN—MES,
Zidie@isAP M Citrix
Workspace [z Ri2FF 4
EE TR R RIERXEL
BYiEl, BEEERIEAIET,
&%= Citrix Virtual
Apps and Desktops iR
SHIETLET R, Monitor
$ LU Director #=HI& 07
R, LU Citrix
Virtual Apps and
Desktops Zigikiz<#0
LTSR ZBEH X EHITHE
HibRo, EIEALETIRLE, 8
HPERFENE I R
WEERLES, EERY
BETIE L, REIREHH
6 R A AR G ETT.
EEERIENEIEREE
RE, EBEEBNE, &
BRMHPEMAUSE )V
RERTE, RIFEHER
EFITHIIBERRIENE
MEMEER . RIETE
M & i B EITEEE
BREXMET, BEA “‘BmE
ER, BXRAIEENE
BEAER, FEES
iHo AXKEERIFMAEE,
BEREFIREENEE
RIRIEBMRIER SRR
®E,

EiRRIAETR, BB EE
iEeE > RiE > FERIE
HHARBERIERE,

&

{RIEE MBI PR Ao

£ Citrix Director #0¥&#%
23HP3Y O A,

1z Citrix Director F0¥a®
23R ET A,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

311


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/monitor
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/monitor
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/1912-ltsr.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/monitor
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/sessions.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/sessions.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/auto-client-reconnect-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/auto-client-reconnect-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/session-reliability-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/session-reliability-policy-settings.html

Linux Virtual Delivery Agent 2110

=LA FREEBIRAR VDA Rz WiRA &F

Linux VM gy 24645 2103 Linux VM LA F#rE4ets  7£ Citrix Director fis
5. CPU k. m7E  SBFHETA,
K BEEEE U HF
s CPU MR7EFIAX

i 1909 Linux SiEEmMICE 7z Citrix Director fis1
IRIEFAGEREFRPE B[P,
7~ UDP g TCP,

ICARTT 1903 ICA #izB¥ia] (RTT) @M 7 Citrix Director F144%

TR T RN RE DI
LR EFREE EYEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l% ICA
HRITIEITEM ICA FR
17121 BB 8) EIPR SR RS,

BRI A

snfarifsia) Citrix Director 45X 28R AY-E FHEIRHI R

o BERISLETE]

1. £ Citrix Virtual Apps and Desktops RS EEM £ £, BEHFIHFRIFENEHDPNEERE

= | CilnX virtual Apps and De

2. FERMENEL, RELREFH.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

312


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/monitor

Linux Virtual Delivery Agent 2110

= | Cilrx virtual Apps and Desktops Service

Overview  Manage ~ Monitor Downloads| €D @. o [ & Q
Dashisoard Filters Merts  Applications Configuration Se
Legon Peformance e (o A8
Logon Performance
Delivery Graup
Time Period Ending
—_ e LI

verage Logon Duration

Number of Logons

3. BENAUARKERIFEEEET.

=  CilmX  Virtual Appsar

Overvew  Menage v Downloads [oz) M. o =) s Q
Fien At Coguracon Searth

Legen Preformance

« CPU #Z . REXD. BRAE, UK Linux VM WEFIFIHS CPU RREFIBE

Ei5ia) Linux VM #YiXLesstn, i51E Citrix Director S5 2s ik EIZ VM, AREEITENIFAEEEIR. 7
i
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. #iX
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BEE Linux 23503517, HEDERLRE > 21F > FEFTAMELERE, AEHHLEHAEEE
K. EHRREFAELER, BTARELENE, ARLEEETEHNLEHERSME, Flin:
Co]

Activity Manager Machine Details Session Details

pr— [ o scsn s+ [ o | sroves

Machine D 3
name Session State Active
Display sin-ubt18 Application State Desktop
name
licatic Anonymous No
Application Name a Status Delivery sin-ubt18 Ti - tat 56 minut
G ime in state minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running

sin-ubt18 Endpoint name
Endpoint IP

No Connection type HDX
Protocol ubP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT na

S ICA Latency na

Registration

state Registered Launched via 80:....
OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.
Organization
al unit

VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

s REAMENERIT
ETETENEMEIMERRL, FHREENE, REFHHRENA U MERERTE,
REAEIERIT R E RSB B ERER R FIa0:

Dlivery Getng

Time Period 7 by Ending

b o Sisio

, S

Session Details

L
LN sesion kuto Recosnect Eount shows aut recannacts oty for WA version 1303 o ates, Ensore thiat VDAS anet St are nuseing the 13 wesion 10 ol the et featuves.

Avocisted User T Maching Name Devery Groun Senson Stat Time Seavion End Tme Seision uratice

. SIREE

flgn:
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[+

Anonymous Endpoint Name Endpoint 1P Gitrix Workspace App Version  Machine Name 1P Address.

...............

BRARS TIPERF

April 21,2022

BRRSTIFEFBIRITERRRREAXERS. RUEREN, ZTFEFIEMBHNFLRSEE, HERK
HIEFR R UK R, NN EEIiERE [var/log/xdl/ms.log >,

[Ty

H&EE VDA B, mMARSTFEF BB REL.

AILUEREERNIEEY scanningpolicy.conf. rulesets.conf 71 whitelist.conf X4EEZhEE, ELEXH
{iiF Jopt/Citrix/VDA/sbin T,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, BBRITUTHSUERBE
BMBRS FIFER.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IREXHEARERBARSTIFER. ERERSNNEER, HiEERSRELNINEE,

MonitorEnable: true/false (ERIAEN true)

DetectTime: 20 (afu: #, BAE: 20, &/IVE: 5)

AutoRepair: true/false (BAfER true)

MultBalance: false

ReportAlarm: false
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« rulesets.conf

ItEEEX HEE B HANBERRS. ARARA TELEMRBNNRS, NTENFSEEFT.

EREBRANENRS, FREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (HZZIFREERT, SN2 ILE,)

- Operation: 1/2/4/8 (1=®NERERELRS. 2 = 0NEFENELRS, 4= EHERS. 8=
7EIE Xorg #i2HE.)

- DBRecord: false

« whitelist.conf

7z rulesets.conf i €M BIRRS L MTE whitelist.conf XS, HEEREZ RS MHHHED
[ibrin:

ERREARYE, 157 whitelist.conf X REEHERT (BATLLE). BXTH, B2 TENFE
BE,
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=r

=W

£fFlk ctxvda. ctxhdx # ctxpolicyd RS ZHi, 15517 service ctxmonitorservice
stop S UELEENRSTIFER, BN, SMRSTIFEFRERBIEELENRS,

£ TLS RIFAFRIER SR

April 21, 2022
EIkR7s 7.16 #2, Linux VDA ISATFRIPAASIER SN TLS . BAERT, TLS MELFREARS.
BF TLS &

EEARATRIFBFP2IEL LK TLS 0%, 357 Linux VDA # Delivery Controller (Controller) EFRBGERH S
F TLS mz,

FREVES

MBSIERMANM (CA) REX PEM R HIBRSS SIE B CRT MARIER. RSBEBEIUTES:
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o B
o RINZBFAA
o FRENEHR (FIik)

AR5 BB
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

72 Linux VDA E =R TLS 12 £ Linux VDA L, f§/ enable_vdassl.sh TEBER (S&2AH) TLS M
. ZTENT [opt/Citrix/VDA/sbin BER+, BXTEHTAMNENNESR, &7 /opt/Citrix/VDA/
sbin/enable_vdassl.sh -help &%,

BR: BAESA Linux VDA RSB ERERSH[IEH, URMBTESAE Linux VDA IRESB[MNE PN ERERIE
P

7z Controller == TLS M=

AR

REEEANRZMNARBA TLS NE. FEABENBREFBA TLS mE.

7£ Controller £ PowerShell &0, RIAFETUTHS U BRI GABA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled S$true

=

FE
ZR ICASIEXHRNE S VDAFQDN,® 7 iz T Set-BrokerSite -DnsResolutionEnabled

$true &<, %@H<KEH DNS @i, MRZAT DNS fi##r, ICA RIEXHSER VDA IP ik, HXh5
TLS #8xmImE (g0 SSLProxyHost #1 UDPDTLSPort) #21# FQDN,

E7f Controller £2/8 TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

HPEHEER

SRAIERHHNRERIEN, EAF Windows 89 Citrix Workspace ZAEFH Al sERHI TEA “TiEHERIER
BOMIAE” IR
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Desktop Viewer ot

8 The connection to "u" failed with status (Can't assign

requested address).

QK
fR7%: m hosts SXUERM—1N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M E, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

£ DTLS WR2BF&IE

December 22,2021

M 7.18 frzie, DTLS ER—WxeR M. RIABRT, tINEEE VDA LA FEARS. BXFHAER,
BEAGRELR 2.

BF DTLS m#
WirBENERESEEA

7z Citrix Studio #, IRiE HDX BER RIS E A ERTER ISR,

7z Linux VDA /= SSL =

#£ Linux VDA t, #B enable_vdass'l.sh TEBRA (82A) SSL %, T AT [opt/Citrix/VDA/sbin,
BxITERIAETNESR, 51T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AE

L&, Linux VDA %35 DTLS 1.0 #0 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 s3&FH
F Windows & Citrix Workspace W A2 1808 X EE R4S, (IREHME iRz #F DTLS 1.0 (F40,
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Citrix Receiver for Windows 4.11) , i&f&/H enable_vdassl.sh T2 SSLMinVersion &&
TLS_1.0, ¥ SSLCipherSuite#&5 COMg; ALL,

BT XARZIEKE]

December 22,2021

ETFNANZIE KA TREBNEBRERIEZG . X—ARENGEEASERELET, WERBENNREREE
E&RNSENRIERGTAEERIRER. AILUEE—BXAKE, ZKEFERBTIIERELER, BEFRZERR
XHEHINE.

HE:

BEFXANREKENRB TR 8. ARG REAETEMBIEHIESS, BUURE—ERNERERME
IRERIE. EAILTIAERY, BN TRIIZTENESTERE. B, HNENEHBLIESEMREMRARE (R
B EEER.

SIEKEBF XA, FERTRAFRENSE. SIEKNPEERETREKIESGNER. REENHERETHEHTA
ET7TREEGNETSIENERAFANS M. A7 EGXMREREELRE, BEERSH/IHEFiE Internet thiltsit
MUK A R F HAE B

ZRBAFAR, BEASIEKNERLELERE ERRE I EMKENSNL,

PR

EEANRSBRNREERANREPIZIFRIE K, BEEASIEKENDE, BSUERANEERNETEEM.
MRIFEEAIEAR NVIDIA RehiEFr 2 FEMHNE H.264 5 H.265 FRERXTiET @G,
NvCaptureType 7EFMRFIEEN 2), WAZRRIEKE, HETREBRAIEKE,

o KENWSIEERIEER T Mo

o WMREIR Print Screen EMRER, 7T VDA HHRNESBFEIEKE, HMNBIWERIEHESEREHRE
3R,

SFFERER

April 21, 2022

&= Linux Virtual Desktop =i&pt, AJMEREERIF P HISENEEEHITEMNIIE. LIhEERET ICA ZEE+
EPNBEH#HITHE E REEMLNN,. FaIUERIEFERAEEFR. AFSERAXEPRNBFIE. NZE R
BB AR B RS EE £ B IIER Web M5 # 1T B HIE,
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FFUkhEE, Linux VDA EBS Windows VDA #HRMERE. EXFMAER, BSRAXTNE ESERHFIRLHS,
AR

BEAAEZIFE Linux VDA i ERFHNE sERE R Citrix Gateway.

BERMN

BReFERBMNIEIER T AEEUR T LT &4
o &f Linux VDA REFE TFTEER— P KITHRH:

- RHEL 8/Cent0S 8
- RHEL 7/CentOS 7
- Ubuntu 20.04

- Ubuntu 18.04

- Ubuntu 16.04

- Debian 10.9

VDA ZE#5emifE, 3iE VDA 2% 8e857E Delivery Controller driEat, UKRBLRHM Linux RESIEEEHE
BER Windows EiERINE R,

+ M OpenSC LB EEF. AXIFMER, BESREMIFAR OpenSC LHFEEE+,
« f#A Citrix Workspace for Windows HIZ B2

1R OpenSC i3 84EF
OpenSC 2 RHEL 7.4+ LIz RN ERERIEENER. 1FH CoolKey WRERAENM, OpenSC ZiFLMAERM
EHe£ (3FB7 Red Hat Enterprise Linux FEEEER) o

A, YubiKey 4 BaERIEEBREENTH, YubiKey 4 2—18F USB CCID PIV 8%, SRS S MM
Amazon HEMEEMTELBE, OpenSC R %#5 YubiKey 4.
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MRRALTERLEHMESRNEE R, BEE—BRET Linux X1ThRk OpenSC R4+ BHMEN. BX
OpenSC ZERER, BERALESERIRDIER, mASE R, RABEEBTUTHLUIA OpenSC BE X FEHE
+:

m}

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

[T

HEERIES

RIEBATRIFEREF LANER, TRUTIRUTHHALRERIER,.

1. 3REX PEM f&zCAIMRIES, BEM CA BRSSSHIREL

AT LUEITEMIN TR S UG DER X4 (*.crt. *.cer. *.der) iy PEM, £ FTEM &S RFIH, certnew.cer
73 DER ¢f4,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. ffopenss | BRHPREIRIES. certnew.pem XHAIERSG,

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy-->

BHRRERIIEBNRR, B&1T sudo mdkir -p <path where you install the
root certificate>,
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72 RHEL 8/CentOS 8 Lty pam_krb5 &t

BREE B MR T pam_krb5 #iR, %R RHEL 8/Cent0S 8 LE#H. &7 RHEL 8/Cent0S 8 Lf#H
BHRSMNRIE, BRNMTAREE pam_krb5 f&R:
1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 B3,
2. 7£ RHEL 8/CentOS 8 g =4 pam_krb5 &R,
yum install -y opensc pcsc-lite pcsc-lite-1libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make
make install
<!--NeedCopy-->
3. I pam_krb5.s0 @& EFET /usr/lib64/security/ T
1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy—-->
ECEERERIFIR

AILUERA ctxsmartlogon.sh AR BEE s RIMERF el iR E.
(%3 1) /8 ctxsmartlogon.sh A B sEFIFE
AR

ctxsmartlogon.sh 4 PKINIT 5 2R MEIFR NG, ATLLEE [etc/krb5.conf FRE X 4 EEktbiRE,

BEREREREEZAI, EE1T ctxsmartlogon.sh iz AL E & 8E-FIFIE,
=’

WNREERE SSSD M, EEIETT ctxsmartlogon.sh FEE#HENZ SSSD BRS.

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMFUTRS:
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inux VDA, which
es automatic installation of the necessary packages and changes to
# the configuration files.

. You can

3w

Step l:Enable smart
Do you enab r rd logon? (y/n)lyl y
ry integration method.
ctive Directory integration method to use:

ent packages.
, please wait...
5] already installed.
d] [pcsc-lite-1libs][coolkey] already installed.

ify the path to the root CA (e.g., /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
/krb5.conf :onflgL successfully.

path to the smalt card PKCS11 driver (e.g., /usr/1ib64/pkcsll/1libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
xfsc configure successfully.
card-auth configure successfully.
ctxsmartlogon.sh ed successfully. SmartCard is ready.

Ltkgh, fEE R LUBEIE T ctxsmartlogon.sh Ak EZ RS EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

SEREMTUTARS:

s N
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration fTiles.

txsmar'tl_:::gcjn sh adds pkinit information to the default realm. You can
; conft configuration fil

B M K K W M

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)lyl]
ctxsmartlogon.sh exit.

(£ 2) FHIELBEEEIFE Linux VDA 85 Windows VDA MR EsEEIFE, EiZIMED, DAERES
MNMAH, \iEEEEI28. Microsoft IFFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace R A2, BXEF YubiKey 4 BaEEWERE RS, BERFIRFLXE CTX206156,

BERITTINTBZE, BHREMELHGHEEHEE, MBMNAFIEPHE THIEEE, FREEBEREEER
1% % Windows VDA,

%3t PC/SC Lite #if& PCSC Lite 8 MAHEMN/E8E+£ (PC/SC) M Linux LI, ©iRHSEEES
FE#HTIEER Windows EaER##O, Linux VDA MR sEREEBEE PC/SC &3SEIWMAY,

SETLFASARE PC/SC Lite Btk a:
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RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

REZBEFIEFRE OpenSC I ZEAMNSERERRIER. MRKRE OpenSC, BETUTHSLUAITRE:
RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install opensc
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->

REATERFSHIIEN PAM & ST T&H< =% pam_krb5 #1 krb5-pkinit &k,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8/CentOS 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 R 2 EIENFHIRIERR, BRI PAM B AR A UEA ERIGE BB IURMEHRLTHO (KDC)
REEEEFRE. krb5-pkinit BREE RWEF HEABIIESM KDC REIBERN PKINIT &4,

f2E pam_krb5 =k pam_krb5 &5 KDC X B LUFERE g5 HIEHIREX Kerberos ZiR, E1E PAM 12
F pam_krb5 S3301E, EETUTHS:
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authconfig --enablekrb5 --update
<!--NeedCopy-->

7z [etc/krb5.conf FRE (R, RIFLFRAIL AR PKINIT 58,

AR

pkinit_cert_match %S EE A HIEBER TR PKINIT B4 siSRITERFN, TTEMNAEEE
N

[relation-operator] component-rule -

Hep relation-operator Ak &&, ®RFAEAHMMNKFAE, WAL ||, RRRE—FAHAN
WAZIIL AL,

FEE—MEA krb5.conf SXEERIREGI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature

pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

N PKINIT 5875, ZHEEXHRIM TR,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerfAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature
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i E PAM S41IE  PAM BEEEXH{ETAT PAM SHIIERER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SRR MUTT:

auth [success=done qdgnore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SNSR(EEMA SSSD, MMERRFIZECE X AR I TFITo

#%PAM-1.0
# This file is auto-generated.
ill be destroyed the next time authconfig is run.
pam_env.so
ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
pam_permit.so
pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient .

account [defau ds ser gnore] pam_s55.50

account d ds auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
account required

optional
required
optional

pam_sss.so
pam_Krb5.s50

(FIif) EABERFHITERER

B EER (SSO) 2—1 Citrix h8E, AF LM ENSEMNAREFEHNEES MBI, IINERETBREAE
PIN 13894k, E3§ SSO 5 Linux VDA &4/, BERE Citrix Workspace M AEF., %A ES Windows VDA
A, BXFMEE, BHSAFRHP0E CTX133982,

7£ Citrix Workspace M2 ECBA R, BRI TRTEASEEESHRIT,
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File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,
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ERER
EAEERER Linux VDA

BJLA7E SSO #13E SSO R EAERERER Linux VDA,

o £SSO 8%, BEFEAREEFMNERERIEFRM PIN BB5hE R StoreFront, 7£ StoreFront 25 Linux
Virtual Desktop &iE8Y, PIN B¥£#%) Linux VDA LUEITEEE RSB 1T,

« £3ESSO =9, RLABRTEEEBEBHRBA PIN BBLIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
p—— lick h Wi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
[l valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
ok J[ concer | e

£ StoreFront faah Linux Virtual Desktop £1&6t, 25 Linux VDA BERIHEE, WTFFR. AR ZENEEE
RHAIEBAHIREGY, HAMEHEAN PIN BBLUHITE RS HIIE,

14785 Windows VDA #[F.
" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ =5 :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, 7£ StoreFront i, MR ZRAEIMEEISIENREZEE fEE, StoreFront Web mJRESIR N TFAAIRIRHEER,

Insert Smart Card @

Q Please insert a smart card.

| Cancel | Details ==

PR
ERERTSPRERME

W7E, Linux VDA B BERIBFRVERARIATHN. BINER Linux VDA EBRERERN, SIENREERE, HERIE
BEEAFUE,

TIRFHME SR PKCS#11 =
BABRNNLZIFTIRDRIIET OpenSC B+, EREAUEXFEREMEEEM PKCSH#11 &, EX Citrix 212
HBRAEEREETAMRAAR. BEUNRISENSEERI PKCSH#11 F, BHITUTEE:
1. M PKCS#11 E&#FiE opensc—pkcsll.so £l
2. E¥ PKCS#11 EMRFIGENEMR, BEITUTHES:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1289 PKCS#11 &, 5130 /usr/lib64/pkcsll/opensc-pkesll.so

3. ARF IR LERREEERER.

Wk =B R E R B DI

April 21, 2022

LEThEEET i 1a) StoreFront N ABEETEHMANA L EEFEANTERT Linux 89 Citrix Workspace M BEFM
Citrix Receiver for Linux 13.10 # AuthManager &k, SENE, ERIMERZE A A Linux ESSEERIES
NEMKRENNARER, MATEENEF TR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 333



Linux Virtual Delivery Agent 2110

AR

BT Linux &9 Citrix Workspace R F#2F# Citrix Receiver for Linux 13.10 & #1thIhEE,

ERALIIRE, BHRITUTRE:
1. 7 Linux VDA £, %#:iERAT Linux B9 Citrix Workspace A 2R Citrix Receiver for Linux 13.10,
M Citrix Workspace MB#2R s Citrix Receiver 9 Citrix F2{51E FEBN N BER,.

k=& 27 /opt/Citrix/ICAClient/, MNRERLAREFRETHMEEZF, 15 ICAROOT FELEiE
BENiEmRRRERZ.

2. 7£ Citrix StoreFront EBizH|&mH, NBEFHNARERN HTTP EXSMIIEA %,

banage Authentication Methods - two

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#!|  User name and password )
[ ] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Srart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
| | Pass-through from MetScaler Gateway -
Ins.talllng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. BT EMRIAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EX&SHIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy—-->
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4. BEEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BT T < B B

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x00000001"

<!--NeedCopy-->

6. BE&) Linux EPEESIENZSIETHERT Linux B9 Citrix Workspace RZF#2F 5 Citrix Receiver for
Linux 13.10,

ERBEH Linux ESEESIETAHERT Linux 89 Citrix Workspace R #1255 Citrix Receiver for Linux
13.10 B, RARRTEERNABEWKS . UWEEIUBHERZFEENNAEE,

AR

BN HTTPS URL fERNERN AR SIS

Citrix Receiver - *

Add Account

Enter yvour work email or server address provided by
wvour [T departrment.

https://

Cancel Add

REREENIIENRIE

April 18,2024
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REAXEEREREZSHRIEMNSIE, L% Linux VDA LUER IR TRIFHILE.
AR

EEREZFHIIENSIEN, FERIEMBHNHAZ X 2IEMBEEA T Android &9 Citrix Workspace
MAEF LR EXE.

BIERE B HIIENN RS

BE7E Linux VDA EZIFREFMNIIEMKRIE, EFER StoreFront 8ERE S B IIEHIN AR E.

ERMMAFBARES BRI AR

FRIRRZSMNRIENNARERS, ERXMTEPBARESHRIENARF UZRAEZSNRIENSE BERMAFTE
BREZSMHIIEMERF, 15#%8 Citrix Virtual Apps and Desktops St4FB9i B TR0,

REREZESNRIFNSIES NBYE
FREFHEIINIFNEIAT NBATERZ 10 95, IERETEMERIGE AnonymousUserldleTime #1TE
B, AILUERA ctxreg TAFENILE, FlW0, SLICEMRIGE RN 5 28
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

Xx00000005
<!--NeedCopy-->

REREZSHWIENAFRNRAKE
ERERZGHRIINAFPNRARE, BERFMET MaxAnonymousUserNumber, & EREIE A Linux
VDA EREITHRE S HRIENSIER. AR ctxreg TRESEIIIMFRIGE, 60, FZEREN 32:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE.

REIRZFMIIENRIER. NRFANBHAZZIE, VDA AIEHIEE, EHEERRFTARZ.

BEHEER

REREZFHIRIENSIEN, FZEUTE:
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s TEBRIREZSHRIINSTE,
BINEIMREEEEMEETUTAST (RERNO0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik nesd RE RS EEIETT, BEEB NS passwd E7E:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

MRERA, 5% Passwd EFLE2REN no , ARENBD nesd iR, BAMEERERIEEREERRE Linux
VDA,

+ £ KDE BRI RE S M RIENSIEP 2 TRBIRZE,

BRINER TRESMRIENRIEPRAYRIRANSZE, B2, ©IMIAIESRE KDE . £ KDE F, EXHERFE
BSiRIRAMES, BEUTTHNEEE X $SHome/.kde/share/config/kdeglobals ., fi40:

[KDE Action Restrictions]
action/lock_screen=false
<!--NeedCopy-->

B2, WRE2BETEEMN kdeglobals x# (W0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #3 KDE Action Restrictions 2#EREEARAE,
RAFEERFREER.

BRRIA, EERAFATEN kdeglobals x#FUMIER [KDE Action Restrictions] o5y
[$1] #5i2, NEEERRASLTENEE RZAYIRRANTES, X KDE BBEMN¥AES, 1521 KDE System
Administration/Kiosk/Keys Bi&.

fcE LDAPS

December 22,2021

%4 LDAP (LDAPS) #iF#&5 Active Directory EEEME BB 2R E B R RHIL LR @S SSL (Secure
Socket Layer, Z£E#&FRE) /TLS (Transport Layer Security, f#iaEZ2M) #T@EEMNINEE

BRIARINEE P i 5 AR5 38 2R Zi8l#y LDAP i&fS. @3 SSL/TLS 89 LDAP (LDAPS), "TLURH Linux VDA
5 LDAP frss232iagy LDAP EHRA

AR Linux VDA 4241 LDAPS E#EBKHIN:

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller &
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o HRERARSS: ERE&IT(L
ECE LDAPS i5 R IA TS 1E:

« 7 Active Directory (AD)/LDAP fr%523 = F LDAPS
o SR CA LEEFIHER

« 7£ Linux VDA LER/2/A LDAPS

« NE=AF&EE LDAPS

+ E2E SSSD

« B2E Winbind

+ B2E Centrify

o FZ&E Quest

AR
BILUBTTIA T8 < /9 LDAP fRES 28 B ISMEARR, FIAMEN 15 2%, BEDBHILE RN 10 75,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0x0000000f" --force
<!--NeedCopy-->

72 AD/LDAP frs323 L= LDAPS
AT L@ 22 Microsoft IR M A4 (CA) 23k Microsoft CA 2R EMBYIEFH KB RB&E:d SSL # LDAP
(LDAPS),

m:

fEigiehes E =R CA RS BEE A& SSL/TLS # LDAP (LDAPS),

BXRIMAIREEBHIIE LDAPS EERFME S, B21A Microsoft x#ik R E# How to enable LDAP over
SSL with a third-party certification authority (nfal{&BNE=7AERMANME A SSL # LDAP),

YEE-NIZRE (BN, RERZ=R) IEBMEANERREEN, EEESTHR EF285MEAT LDAPS 5411
HNAEIES,

BXNEAFERZBIERMENMERE RTS8 E A LDAPS ME 8, 5 Microsoft TechNet b= E#9
LDAP over SSL (LDAPS) Certificate (@i SSL # LDAP (LDAPS) iE+) —X

BRRIEBME NG LUHE P inER

ERiRGIER LDAP RS EREER CA MRENES. BEARFIHEA LDAPS B130IE, BRHR CAIERBISANERE
ERER AR,
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BEXMMSHIR CARIEMAEE, E21 Microsoft 21 Web 552 E# How to export Root Certification
Authority Certificate (A0S HIRIERBMEN) o

7z Linux VDA = B2 FE LDAPS

Z7£ Linux VDA EEAB=EA LDAPS, BETUTHZA (EUEERSHERMN):
e LBIEEREUTRR:
o BIREAR CAIEBEAET SSL/TLS #9 LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

» FAEESE®T SSL/TLS =M LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

AR

RFBESRERR CAIEBXIRA PEM 1. NREBA LDAPS FEm1he)i2 Python3 EINFIE, 15
1ZEREIZ Python3 EHUREHREREAF A eI RIZIF R,

ERREMER pip TENTBERBRIN SSLIEZHEIZ, BERBUTEENFME /etc/pip.conf X
.

[global]

trusted-host =

pypi.org
files.pythonhosted.org
+ EREIRBA SSL/TLS #9 LDAP

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L HT LDAPS 89 Java ZAENM T [etc/xdl/.keystore., SV EMRIMEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UseLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->
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NE=FFAEE LDAPS
% Linux VDA A&45h, TEZ I MEFRIaeth EE LS LDAP 19 VDA BE= A 4A4E, HI0 SSSD. Winbind.
Centrify #1 Quest, W T&EBHNAT s0fa@id LDAPS. STARTTLS = SASL &Mt E RS LDAP,

e

FAEFTEX LM A M ERM MR SSL kM 636 KRR £ LDAP, HEAZEHETE LDAPS (%0 636 Lidd
SSL #9 LDAP) Fee5ikO 389 R STARTTLS #7%,

SSSD

RIBEIE RO 636 im0 389 LELE SSSD 24 LDAP RE. BXFEMESR, ESA SSSD LDAP Linux F#
pars

Winbind

Winbind LDAP #&i#{£F ADS 73%. Winbind 72i% 0 389 V4% StartTLS 3%, S ECE X4 ) [etc/sam-
ba/smb.conf #1 [etc/openldap/ldap.conf (33+F RHEL) =% [etc/ldap/ldap.conf (33F Ubuntu), =T
Frm B X e S

+ smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

&, ¥ LDAP mTLU&Ed SASL GSSAP| B2 M EHTECE, [BFEES TLS/SSL 77, EER SASL =, BE
2 smb.conf A2 & :

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7£i% 0 636 EFRz#f LDAPS, BE7EinmM 389 LiRMRLME. EXFMER, E8H Centrify i,
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Quest

Quest Authentication Service 70 636 L34% LDAPS, {B7Eix 389 LEREMA A RERSME,

HEHER

fERILIhRERI ATRE RS I & LA T IRl :
+ LDAPS fR5A1 A%
EHIA LDAPS #3525 7E AD/LDAP fR$588 ERIA. BIMERT, #0636,
+ BT LDAPS Bt Linux VDA 5E i
I93E LDAP fRSBSBMIHORSEERRE. ELNEIR CAIES, WIRHS AD/LDAP BRSS23ILE.,
o BIMEIRMBRUEMRIN

MRERER enable_ldaps.sh (9iER TESNEH LDAPS #8X00 A RN, NETAERMBIR LDAPS AfaY
RFI,

« LDAP i@t SSL/TLS M Wireshark si{EmE MRS T RN
2RI\ F LDAPS, i5=z1T [opt/Citrix/VDA/sbin/enable_ldaps.sh 324517,
« %5k E Wireshark ST HAMLEEEM T AN LDAPS g
R4 Linux VDA SEARFIZESRER (AT I LDAP/LDAPS &
o FTixiEid1E AD AR528 £i=1T ldp connect 163F LDAPS =T A%
5/ AD FQDN gk IP #thit,
o TiE@:d5E1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh iiZ<S \iR CA iE+H

ERMH CAIEBMTERE, HBIMR CAIEBMXERTER. ERSZXRFMAZEH Java Keytool 2685
Bo MREREZIFFIRFIIL, ERILEERER, NRBEBEHERIRD, RIVBZEMER base64 figHy
PEM #&z(,

o TiEET Keytool -list 2148 CAEH

®idiE1T /opt/Citrix/VDA/sbin/enable_ldaps.sh BB LDAPS B, iEHBEHENE
[etc/xdl/ keystore &, HIRBEFBEURIPERE, NMESIETER, TUEHRSTZMAUNEEZR
£

872 Python3 EiFiE

November 27, 2023
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MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpinggk /opt/Citrix/VDA/sbin/
enable_ldaps.sh @<a el Python3 iR, B2, NMRXLEHSTELE Python3 EINIFE, TED
EEEMEEE, WAIUFMEIR, ASOFANAT QIEEEMEEEN Python3 EIMIKIEHN K& HMNT R,

wEEMN

o UMEBHEENRAREHR /opt/Citrix/VDA/sbin/ctxpython3 BR.
+ Python3 R4+-BHREXHEEEMLE, AIMM https://pypi.org/ FTERE M.

B2 Python3 EiIfiE

EER TS B LLEIE Python3 EIIEFLE:

1. %% Python3 &,
%iF RHEL:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy—-->
AR

BRIV TARRSEFERETETEF LA TL, XF RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms <. F RHEL
8, 1Ei51T subscription—-manager repos --enable=rhel-8-for-x86_64-

appstream-rpms &<,

3+F Ubuntu\ Debian:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

3+ F SUSE:

zypper —-i -n install python3-devel python3-setuptools krb5-devel
gcc libffi48-devel
<!--NeedCopy-->

AR
e gesER SUSE_Linux_Enterprise_Software_Development_Kit_12_SP5_x86_64
TFEEE 7 BER L L ARRA I,

2. fli Python3 E#IFE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 342


https://pypi.org/

Linux Virtual Delivery Agent 2110

=W

ERROREER pip TANTIEERIBEI SSLIEEHIR, BHEREUTEENARME /etc/pip.conf X
fep:

[global]

trusted-host =

pypi.org

files.pythonhosted.org

3+F RHEL. Ubuntu. Debian:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

xiF SUSE:
sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
setuptools==40.6.2
<!--NeedCopy-->

3. ¥t LDAPS #K#iIi,
3tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 1ldap3==2.8.1 netifaces == 0.10.9 pgl8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

+F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg80OO == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

4. %% XDP1ing KM,
3tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 343



Linux Virtual Delivery Agent 2110

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

x3F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

THEHMKRARERF

April 21,2022

RNERET WL AIER

FATREMEARRE ctxsdecutil FBETFEEE Linux VDA EHLEHRIE. 27 VDA LIEENFIERIESR
BERIER TR, 8517 /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] &%, [-c] BHRTEVHER—REIE.

s MARIEHR

o HHRIEHR.

o BMHRIELRE

o R - ERIBR

o HRITIZETIE]

o & ThinWire #7%
o B

o GEHITEDM
o HANIRTHER
o AtHIREnES

H# oH M
& & &

XDPing

Linux XDPing TRAR— M EFa<LTHNAER, FTBEHITIRE Linux VDA IR E REERENEE,
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Linux XDPing TREERZHHIT 150 LM 2a0NNE, XEMAAKH XM T

KMESEHE Linux VDA RAER
RAMETIHENER, 81 Linux Z17hR
ME Linux RiZMzEEM

KEREFEEMMAIEERM Linux VDA 2/EIER] Linux Z{TARIAIE

HmERLIEEA Linux (SELinux) RXFEHREME
RBIMEFEOAHREMSLILE
REFES XA AREE = E
RETENENNFEZEE

2% DNS BREHMITERMR

RBIERED EEEFHOETEIMEE, 2iF:

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

WENENRE FOEMER EIED RS LUETT
1% PostgreSQL RSB E EMREENIZTT
OB AEESTERHEMERARSEITH
& Kerberos BL&HHITHHIIENH

1% LDAP £ RN BRIV RIRARS S|

## Active Directory EREEBEERIEE, UKRHIHENE

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

12 Active Directory /1 Linux it BE#3T R4
QB AR S IIEER (PAM) B2E

BB EET

KEZERET Linux VDA FRENIHGE

i85 Linux VDA R BH 0T R EMTTEM

& PostgreSQL M REIEERTE 4

¥E Linux VDA RS 2 H B EWMECEMNIETT

#ZE VDA #1 HDX B ER 24

FNEERE Delivery Controller, LU Broker Service &/ i4iR. &7 BMRRIE

REHENZE B Delivery Controller eiE A
REGMEHIFERER HDX RIERS

P BESXSFREEAS Linux VDA HaXHSHRMZE
K& Xorg WRARTES

BEMNE, %
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&/ Linux XDPing T&

=z

AR

iz{T ctxsetup.sh =% % XDPing, aLliz{T sudo /opt/Citrix/VDA/bin/xdping sk

XDPing.

S EReIE— XDPing FE#Y Python3 EHIF 5. MRILHSTELIE Python3 EIMIFE, 1E1RERe)

2 Python3 E#IFIRHREREAFENEIZIZIFR,

TRRRTEEA pip TENAIELBEIN SSL EEEe, 2SI TR ENARME /etc/pip.conf SXfd:

[global]
trusted-host =

pypi.org
files.pythonhosted.org

XDPing Mi# M < shell BTM& A xdping MEBEANTTRIT .
BRRMLITIER, BHFERA ——help &n:

sudo /opt/Citrix/VDA/bin/xdping —--help
<!--NeedCopy-->

EET2ENR, BERMEAEAGSITERMNER FIET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

BERE Linux VDA B ZHIIGEIRE, &7 pre-flight Mik:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUBITRERMIALS (5130, BSEINIRA Kerberos MIR) , i&(ER — T EI:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos

<!--NeedCopy-->

ERFNEEERN XenDesktop &=5128, EHITUTIRIE:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net

<!--NeedCopy-->

ThlEE  TERIETT Kerberos MidH R :
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:
Verify Kerberos system keys for UPN exist [ERROR]
Verify KDC authentication [ERROR]
fdE Xauthority

December 22,2021

Linux VDA #5# X11 BRI0EE (81F xterm# gvim) #HTRERTEAIENIFE, HIEEREXIENT 2N
H)LUF1R XClient 5 XServer Z@f@ER L,

LB S ERERE RSB EINRERE:

o Xhost, BiANERT, Xhost X aiFaiEH XClient 5 XServer #1T&(E, WREFRAVFRIE XClient iAiE)
XServer, MHF5z1T Xhost sp B FIHEE I ENNIE, 2E, tWAILER xhost + LI #FEE XClient
%#% XServer,

« Xauthority, AIUESMNBANEBRHDIKE . Xauthority X, ERTIEEIEFME xauth FBH

cookie FLUATF T XServer #TEBYIE, /B5h XServer sLffl (Xorg) /&, % cookie AT WS ZFERET
TR WL,

THFRE

Xorg BBy, .Xauthority X#E#EEES Xorg, 1k . Xauthority XFEEUTTE:

- BTR¥E
o EIRIFRIY
« cookie #12

AILUER xauth SRS s, Flan:
# xauth -f ~/.Xauthority

# > list
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# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908f11624b
<!--NeedCopy-->

R XClient iZf2EZE Xorg, MAFUHRM MBEERMF:

o IREInFE XServer #9 DISPLAY HFiE T £,
« FRENEE Xorg EAF—4 cookie #i2r . Xauthority X

ficE Xauthority

Z7£ Linux VDA £/EF Xauthority M#1Tizte X11 /R, HMeIZ2 FEm MEAR:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

B Xauthority &, Fohsi@d#EHBEZEERE . Xauthority x#E#E XClient:

o Fohig . Xauthority xffEiss XClient

B0 ICA 23&/G, Linux VDA ¥ XClient £k . Xauthority ff, HEZXHEEESZRAFNES
FH, ALUSILE . Xauthority X#EHIZIEIE XClient i+ &#H, HFi&E DISPLAY #1 XAUTHORITY
ETE, DISPLAY 2%f#7%E . Xauthority X#rHMER%HES, XAUTHORITY 2 Xauthority B
iR, a0, BEEBUTHL!

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy-->
AR
INRFIEE XAUTHORITY IFELE, MEIMEA ~/ . Xauthority .

o BUEHHZEFERE . Xauthority x#&iEE XClient

REFNARZANERAPEHEZTEER, % Linux VDA B351 ICA 2iEH, BEEFRAFNEIERTOE
.Xauthority xtf. IRLEFBERS XClient £Z, APAFEFohELL . Xauthority &Rz
XClient, F#n&E DISPLAY #1 XAUTHORITY IiEL 8/, ¥BEHE XServer K@ ER GUI,
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HEHER

IR Xauthority FEE(ER, BRIBHIEHIRS BHITIRME:

1. EH root INRMEER F13IREXFIHE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

&S R B Ehidi2h%#El Xorg 9 Xorg #iZfI&#. FI—ME8HERMEAN . Xauthority X, fl
u:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£/ Xauth &< E7 cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. A Xauth <8R ~/ . Xauthority #&&M cookie, MRETRHSHER, NETH cookie BA5
Xorg # XClient 89 . Xauthority xx### cookie 18,

3. W& cookie [, FEERTHEBMA Linux VDA K IP sk (130 10.158.11.11) iAEiEi2 2 Ris0, #
CEEAXHREZTHE (650 160).

7£ XClient & EETUTa<:

telnet 10.158.11.11 6160
<!--NeedCopy—-->

mAS 4 6000 + \< 2R¥E\> HEM,

INRUE Telnet $R1ERK, BHASERTAEIERELEIEK,

FEIKS B NIRIERSS

May 8, 2023

AILUE RS B PIIEARS (FAS) 3& R Linux VDA BB P #1TSI8IE, 3T FAS ZRIhaE, Linux VDA &
5 Windows VDA #8RE# Windows If18, BxJ FAS BE2& Windows IFEBEREER, BB S B HIIERS. 2
SR THEETF Linux VDA BIERAME B

AR

Linux VDA RZ3FKERITHEE,
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Linux VDA 2FR5EEES FAS RS SEEMEIR.

£ Linux VDA LFZE FAS
RHEL 8/CentOS 8 5t FAS i3z #¥

FAS #&#iF pam_krb5 #&3®, zi&R#E RHEL 8/Cent0S 8 LB A, &7 RHEL 8/Cent0S 8 Lf#F FAS, &%
WNTFFrRME pam_krb5 f&ik:

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J5{H3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 7£ RHEL 8/CentOS 8 Lz %%t pam_krb5 &1k,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

185 FAS k5328

MR B LT E Linux VDA, EEH FAS, & E# 1T ctxinstall.sh 3¢ ctxsetup.sh Z 2P FE R ER iR #
CTX_XDL_FAS_LIST 6%, NS FAS BRZ2389 FQDN. HBF Linux VDA R3Z#5 AD 4A5RAE, &R LIBCRIRELS
SMRE FAS BRS8BHTIR, MRBIBE T EAARS 2RI, EEER <none> XAFRBEFRHTH, FEFREBEIR
S5 ERHIERYIRRE

MREAFEMAEL Linux VDA L%, AIUEHIZT ctxsetup.sh HKigHE FAS BRE88. &, taLlsTU TS
LHIGE FAS RE2S, HEFBSN ctxvda RREUEIRBEN.
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->
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E@id ctxreg B# FAS BR533, BEBTUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

LEIEH

ERIEAFPRIES, 572 VDA ERER CAEBURFAE PIENER. 190, ERER CAIES, EMETERM Microsoft
CA (£ AD ) 1% CAEBFZBEHIRERAD RIEH, stEMIR CARS http: //CA-SERVER/certsrvF
# DER & z{ANZIEHo

N
AR

AT ERATFEERELES,

BITERMII T <% DER X4 (.crt. .cer. .der) %%ty PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

RE, BITEMIM TSR CAIEHERES openss 1 BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

} =

AR

BN CAIEBET [root BET, TN, FAS BAUZEUR CAEH,

i517 ctxfascfg.sh

iz17 ctxfascfg.sh I LIERE FAS &%

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINFETE, UEctxfascfg. sh JUESRER TiET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: &7 Active Directory £mM753%,
ZAEERE CTX_EASYINSTALL_ADINTEGRATIONWAY Bt79 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFKIBECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECHNERE,
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+ CTX_FAS_CERT_PATH =<certificate path>: {EEE#IRIEBFAEPEIEBHTTERR,
+ CTX_FAS_KDC_HOSTNAME: 7fi%#% PBIS BY1EEZHLITHL (KDC) BENZ.

« CTX_FAS_PKINIT_KDC_HOSTNAME: #5 % PKINIT KDC £#M&, BFRIESHHE, TWZEHFH
CTX_FAS_KDC_HOSTNAME,

WERRIEHR Active Directory SR A%, ARBANERIGEPRERE (B0 /etc/pki/CA/certs/)o
BZARES %3 krb5-pkinit #1 pam_krb5 #ift- &1, HigBRXNEE XM

PR

o FAS ZH8MRH Linux &7 AD &%, BSHUTIIR:

Winbind SSSD Centrify PBIS

RHEL 8.4/ bt = =z =
CentOS 8 (2105)

RHEL 8.3/Cent0OS 2 b=t = =
8.3

RHEL 8.2/Cent0OS 2 = = =
8.2

RHEL 8.1/Cent0OS 2 = = =
8.1

RHEL 7.9/Cent0OS 2 = = =
7.9

RHEL 7.8/Cent0OS 2 = = =
7.8

Ubuntu 20.04 2 5 = 5
Ubuntu 18.04 bt & = £
Ubuntu 16.04 2 5 = 5
SLES 15.3 z = = S
SLES 15.2 2 s 2 S
SLES 12.5 b~} &= = S

« FAS HAXFRAE. MREZEPREVERE, WEEER FAS EMBERZRIE.

o WA S 510 RIEIRS AR SR — X R ERE I FAS #E, F83E Windows 10 Azure AD
Bz,
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HEHIRR
fEXT FAS BATHIEHIBR Z /i, BWHREREHIEMAE Linux VDA, LUERILUERZBSHIIEEREBNABEERRK
IhiEahiE FAS =1,

YNRIE FAS RIEEHEIETT, FREREHN HDX BELIREN “VERBOSE”, 3% VDA BE£3iREN “TRACE™,
BXIARA Linux VDA BARERAERERIER, ESRFIRHOXE CTX220130,

FAS fRSSBECEHIR

M FAS N BB ERBH=IER K.
1% [var/log/xdl/hdx.log HEHEMINTABMEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
)

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERAE BITUTHSLUEA CitrixEMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auther
EFIRE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMBEKERER, BRBAERISE FAS RSBSBIZELUENRE,
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CAEBEEHIR

M FAS NBBEBHEERY. BET—MREEQ, FENUHEER.

Invalid Login

DKl

#% [var/log/xdl/hdx.log HEHL MM TRENEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix—-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query
to server success

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin:
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
input size 1888

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: fas_base64_decode:
output size 1415

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: get logon certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin: cache_certificate:
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:
pam_authenticate err,can retry for user userl@CTXDEV.LOCAL
<!--NeedCopy-->
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fRRFE  WIERETE /etc/krb5.CONFs RIEMISE T 77 (%R CAIEBHAME PEIEBHTERF. TEREMTAHR

N
[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

MRMBREFER, FRRIENZ SIS REMNEHATIRE.,
FE, BER CAIEBREEN.

SO P BRES FEHR

FASECET SAML 5#%%E, ADFS FAF7E ADFS ERTIE LBRMAAFRZMNENLG, ARSHAUTHEIR.

There was a failure with the mapped account.

IEsEIRRBAE RLINIEIE ADFS AR, B7E AD LiRAREERERAF.

BARPEE 7EAD LigEERKF,
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KRECE ADFS

2B R FAS MABEIERHIL T HER:

The Identity Provider has not been configured by the
StoreFront Administrator.

3 FAS N AHBSIEECENER SAML 54%IE, B ADFS BERY, SHIMIR,
BRAAR ARKESMRIEARSIEE ADFS IdP, BXEMER, BESRKE S HINIEARS ADFS 5%,

BXES

« JBF FAS BRETEES 5 M IIEARSS (A R IEHA — S H i ABESE.
o BESHRIERS SREE—ERSINT “BEFE XE,

B 1A

WREFEREM FAS, NRXBBEESFREFHNELATREANNAREFRIEN, ATEIKK.

& C | A Mot secure | bitps://ddc.yw.local/Citrix/FASWeb/ w

Cannot start desktop |EiHécesBathveTET

testwHMRHELT4"

BRRTTE

£ CA TEFAEH T Manage Templates (BIEiEiR) LUE Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BT it Active Directory 5 2#%) 20 Supply in the request (£
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ERPEM)

Superseded Templates | Edensions | Secuity | Server
General | Compatibiity | Request Handing | Cryptography | Key Attestation
Subject Mame | lzsuance Requirements

(®) Supply in the reguest

ij existing certificates for autoenrolment

renewal requests ()

() Build from this Active Directory information

names and to

simplify cerificate administration.

Subject name format;
| Mane W |

[ ] Include e-mail name in subject name

Include this information in atemate subject name:
[ E-mail name

[ ] DNS name

[ User principal name (UPN)

[ Service principal name (SPN)

* Control is disabled due to compatibility settings.

|| Cancdl |
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