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HTIEThAE

November 8, 2021

2107 FEYFTIEINRE

Linux VDA 2107 R &83E LA T8 The Mg 52 TI4E

s+ MCS 889 RHEL 7/CentOS 7 #1 RHEL 8/CentOS 8 i+%#1#9 Centrify 1%

AL T 3TN MCS ¢I289 RHEL 7/CentOS 7 #1 RHEL 8/CentOS 8 &M Windows i5#9 Centrify
i, BXFMAER, 158RER Machine Creation Services (MCS) g Linux VM,

B 7 R USB EERMANIZIRIRERE

FATIMETE Linux VDA JBAHES X citrix-linux-vda-sources.zip 2t ctxusbcfg. sh, &BABBTELE
BMARERISRZERE I (DKMS) s VHCI miiER (usb-vhci-hcd.ko#usb-vhci-iocif
ko) MMEISE, EALAZE, DKMS BBIFEIER VHCI BizER, BXFAEE, BSRRE USBETE
Mo

#¥ RHEL 8.4 71 CentOS 8 (2105)

ﬁﬂ]e /?;DDT RHEL 8 4 *D Centos 8 (2105) ﬂEjli'Z?%E'JkﬁHﬁo ﬁ;&‘ﬁéémfm [Nl 1@%'%‘?\’%%*0

st Debian BB EE R 1S

FF Linux Virtual Desktop £iERY, AILUEREZEEIRFIHIRENEERHTEMRIE, FRRAZERYEE Debian
10 7 lﬁq:‘ﬁﬁﬁ%lﬁﬁ ~o ﬁ;&ﬁéﬁﬁm Sy .lﬁ%[ﬂi*%%ﬁlé ~o

BEERIRE

January 26, 2022

B Linux Virtual Delivery Agent 2106 2, U TEHEEE:

« AmazonWeb Services (AWS) 3E£&# Linux VDA RTAET %@ Citrix Cloud 5£M.3§ CTX_XDL_VDA_PORT
RERN 80 LR OB & HEItkaRT, [CVADHELP-17889]
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2 X0in)
July 14,2023
TEARRRARHE T LA R

+ £ GNOME fERIEH, ZiERREHRFIESKN, [CVADHELP-15639]

s ERTMVIELENAREFIURSERMEFARLE, Mutter A% ST mutter-3.28.3-4 RAEGE S HIT LR
B, EfALE, AR mutter-3.28.3-4 skE R4S, [LNXVDA-6967]

o L&A NVIDIA GRID 3D R{EFR/ZH HDX 3D Pro Bf, Linux VDA R#Zfffiz 7. RHEL 7.7 RERARZ.
SUSE 12.5 &ERhAFM Ubuntu 16.04 EadItiaE, REZZ1 OpenGL EFREEEXL Linux R1TAR
NERRFRHLE,

o XHTHIBFHABIIED. ZEOFSTEXE THIEE, HAE—RNEESBHEK. [LNXVDA-5646]

+ PulseAudio MBINEBRSBIERGITHRS BEFEL T REDRS 20 #/FRBH, X PulseAudio B
HES, BB AEER, BERRILIEE, 5% /etc/pulse/daemon.conf X HHIRE exit-idle-time=-1,
[LNXVDA-5464]

« SUSE12588 libtcmalloc 4.3.0 FReaSEHIEEIMNEH,

+ 7£ Ubuntu 16.04 #1 SUSE 12.5 VDA £, ctxhdx RREmTEESEIMEE, Ltia@sE GNU C E (glibc)
2.22 5 2.24 iy I, ZinAEE glibec 2.25 hEE, NREREA SUSE 12.5 X17hR, AIA% % SUSE
RFHEHMERF MBS LRI, &7 Linux VDA BY, &HERATF Ubuntu 16.04 B9iE#ER, [LNXVDA-4481]

« BAT SSLMEHBRATREAEMN, TEEERT Linux 8 Citrix Workspace K AfEFHRBIHH=IE.
[RFLNX-1557]

« indicator-datetime-service #ERER STZ BT 8, YEFBMNSIEMUTFARMNNKA,
Ubuntu 16.04 Unity Desktop L& unity @ik T EREF a9 E, [LNXVDA-2128]

« Ubuntu E#2: 7£ HDX 3D Pro &, J3% Desktop Viewer 9 kNG, NAEFRABENESKET—MRE, =
EENERERETHAEE,

o FHRIEE, TTEEARAEMIER Linux VDA $TENEE RSIZAIFTEIN.
« BRAEEAEXAMFERHIER (DM XHFORFFHBEASXHHER, WAESHIITRE,
o FEAARAER, ZFIFREBESEA UTF-8 4.

« i&MAF Android #9 Citrix Workspace R ATEFH CapsLock RS ESERITERPER K, EF51E
FF Android # Citrix Workspace [z B#2FmHl B %R, Caps Lock BIRSAIRERER. RS E: £
¥ ERE L Shift BEAT 5/M\BZiEik.

o EAERT Mac#y Citrix Workspace B FfZFEEZE Linux VDA BY, & Alt BUREEBAERTRIER, BAE
AT, JFFAMAMAN Options/Alt #, EATF Mac # Citrix Workspace M BEF#= %1% AltGr, &R
£ Citrix Workspace M A& BEREHRUILITH, BRERARENNARZFTR.
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Linux VDA EFMNEESEMEL. EHRMANBER—AHLHH Kerberos 50, B2, Broker AJRE£RIE
AR —4H Kerberos ZiAEAEFMIM VDA BRSZ4E, VDA £iXi%12%5) Broker i, Broker AJgE L5
VDA BiiREIZE ETX. &WERE VDA FMLM,

VDA IREZIESHIHEITE, RERELKEITRR. B2, HTRESZENEXHEK, FLoTsEEERKR
i&lo

BRRTFE: 5% Broker WERERE., 3BT Broker (7 Broker LB ER S MM SIRABOGITUT

ANA .
Gl

klist -1i 0x3e4 purge
<!--NeedCopy-->

Itban < =iER Citrix Broker Service iB1TFR7ERIMAARS TAFFEM LSA BEFEPHAMERSER. e
=MFREM VDA RIRS RIE, AMAIESMEMRS. B, IWREFERAERN, BAXLERSAIER
M KDC EFRIVX LRSS TR,

FFFEIMEMEEN A, SRR SRS ERIIT P WITEN, ARFEE ICA 2IEFREITM. WRE
BET SMRFINAREF EERHRIRE, VAREFIURIEMN, FEtEBFREERBR. NRERGIRE
IRTHHIRIRE, FIRERHINAMBYRR,

EATF Windows 1 Citrix Workspace [ B2 AlRESE SR HIHAEIE R S K Einld,

SB=7EA

August 11, 2022

Linux Virtual Delivery Agent 2107 (PDF T#)

It Linux VDA RZASAIRE B & RIBIZ X P E XM FRIFEIRANE =S R

z=
=

H

September 30, 2021

AXFEPASERANBMEETZHAANFES. Citrix =RFINEE, UEEEBREFIE LS RE, Citrix BENEF
ERERMRRURE LR L E, EEERAPERTRESAEEN, ARASEIEE N T HENREIhEE.
BXFRESAPLHNFMAES, E5R Product Lifecycle Support Policy (@4 mEHSZIFRKR) —

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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FRAMMER

TRETTEFAIEMBRMNTS. Citrix *=mFINEE.

EFANBEARSILEMBR, Citrix 7EIhRA PSS XL E , BRBTERRN LFRRAFIEERMR. 7 Linux VDA
&,

BRI B ERBIBFHFBZ HF.

Y= =EES YD) A BRhi s
¥# RHEL7.7. CentOS 7.7 2006 2009
¥+ SUSE 12.3 2006 2006
%#f RHEL 6.10. Cent0S6.10 2003 2003
%% RHEL 6.9, Cent0S 6.9 1909 1909
%% RHEL 7.5, CentOS 7.5 1903 1903
%% RHEL 7.4, CentOS7.4 1811 1811
%% RHEL 6.8. Cent0S 6.8 1811 1811
%% RHEL 7.3, Cent0S 7.3 7.18 7.18
%5 RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16

November 8, 2021

Linux &1ThR
FE:
AR R R BIRE (140 Citrix Workspace MABIER) MASEREES B EF#H1TIR A,

&% Linux VDA Z &, 5% 8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-
package-managers EEEAREE.NET Core iE178Y 3.1,

BXE KRS RA (LTSR) IR EALL LaThk4s (CR) R EALE RinAEEHIEMAER, BSRIATLE,

Linux VDA Z#5LLF Linux &1ThR:
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BERT:
LIRMERSENAIRMEN TR, Citrix fRRRIMAVEES A sESZ IR K,
« SUSE Linux Enterprise:

- Server 12 Service Pack 5 + SUSE Linux Enterprise Workstation Extension 12 SP5
- Server 12 Service Pack 5

» Red Hat Enterprise Linux

- Workstation 8.4
- Workstation 8.3
- IfFu58.2
- Workstation 8.1
- TfEe57.9
- TfEuL 7.8
- Server8.4
- Server8.3
- Server8.2
- Server8.1
- Server7.9
- Server7.8

o CentOS Linux

Cent0S 8 (2105)
Cent0S 8.3
Cent0S 8.2
Cent0S 8.1
Cent0S 7.9
Cent0S 7.8

« Ubuntu Linux

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04
- Ubuntu Desktop 16.04

- Ubuntu Server 16.04

« Debian Linux

- Debian 10.7

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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FRAILRME, Z/E, CentOS Stream ¥4¢4 A 1€ Red Hat Enterprise Linux B_Eil (FFk) 9%, &
XiFMEE, BB https://www.redhat.com/en/blog/centos-stream-building-innovative-
future-enterprise-linux.

« f# A Citrix Provisioning LUE AR H#EX Linux BAR&ER, BB N ZHAMRGIRERMET
HX, UEMERHIREBEBIEE B,

o EBRER btrfs X HWEMHP X, GRUB2 E&E# btrfs 2 XE I A A @, GRUB % GRand
Unified Bootloader,

Linux VDA #%#% Linux i+8#5 Microsoft Active Directory (AD) &£ifA%:

Winbind SSSD Centrify PBIS Quest

RHEL 8.4 = = = = =
Cent0S 8 3 % = =z £
(2105)

RHEL 8.3 = = = = S
Cent0S 8.3 2 z Z = S
RHEL 8.2 = = = = ES
Cent0S 8.2 I~ z Z z £
RHEL 8.1 = = = = ES
Cent0S 8.1 2 z z = £
RHEL 7.9 = = = = =
Cent0S 7.9 = = = = =
RHEL 7.8 = = = = =
Cent0S 7.8 = = = = =
Ubuntu20.04 2 = = = =
Ubuntu 18.04 2 b = = =
Ubuntu 16.04 =2 b z = =
Debian 10.7 = b = = ES
SUSE 12.5 3 = z z =

BRI Linux VDA i A2 #589 Linux R1ThR# Xorg ki AFI%R, EEHA TR, AXFHMER, FSH XorgMod-

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9
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uleABIVersions.

Linux Z1ThR Xorg hRz
RHEL 8.4, CentOS 8 (2105) 1.20.10
RHEL 8.3. Cent0S 8.3 1.20.8
RHEL 8.2, Cent0S 8.2 1.20.8
RHEL 8.1. Cent0S 8.1 1.20.8
RHEL 7.9. Cent0S 7.9 1.20
RHEL 7.8. CentOS 7.8 1.20
Ubuntu 20.04 1.20
Ubuntu 18.04 1.19
Ubuntu 16.04 1.18
Debian 10.7 1.20
SUSE 12.5 1.19

3&/07E Ubuntu LR HWE mizsk HWE Xorg.
7 RHEL 8.x #1 CentOS 8.x kf£f PulseAudio 13.99,
EFRERERT, SXENLIEEEEMIYHN X86-64,

AR

+ GNOME #1 KDE 7 SUSE 12, RHEL 7. CentOS 7. RHEL 8 #1 CentOS 8 %1%, 245 Ubuntu
16.04 3% Unity £m@. Ubuntu 20.04. Ubuntu 18.04 #1 Debian 10.7 z# GNOME £, Linux
VDA Z#FFE Linux R1ThR#Bz#F MATE S, {8 SUSE 12.5 fRob, EOMMRE—MEE,

Citrix Virtual Desktops

Linux VDA 5%4aiFrE 5252358 Citrix Virtual Apps and Desktops irZA&ES., BIREVE X Citrix &= SEm AN
S8, UKRT#EE Citrix 2FLEZHSENS~mIRE, E55E Citrix =mEmEiR.

Linux VDA 5 Windows VDA WE2 B3 #2885 =51, B2, FiF Delivery Controller #8867 Windows # Linux
KERHERERS.

ERENTF S FMEPLIFE

o BRUBRSER

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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« Citrix Hypervisor

VMware ESX #1 ESXi

« Microsoft Hyper-V

« Nutanix AHV

+ Microsoft Azure Resource Manager
« Amazon Web Services (AWS)

+ Google =ixF& (GCP)

R
BXSIHTANYIR, BSRENERE,
AR

Azure. AWS #1 GCP x5 Citrix Virtual Apps and Desktops RS EE. £ MCS S E AT,
SRAT T

Active Directory £/ 4a

Linux VDA Z#5LUF Active Directory ERH B3~ m:

« Samba Winbind

» Quest Authentication Services v4.1 Si{E SRz

« Centrify DirectControl

« SSSD

+ PBIS (5 RHEL 7. Ubuntu #1 Debian %%)
R

BXZZRHTEMTIR, 1ESiH Active Directory S a4 B BT AT,

HDX 3D Pro

R U T R EIEE=H NVIDIA GRID™ GPU 7 8&2#F HDX 3D Pro.

EINEERREF

« Citrix Hypervisor
o VMware ESX #0 ESXi
« Nutanix AHV

BRALAR

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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AR

- EPWEERERSELE Linux KIThHRFES.

GPU

Linux VDA =#LUF GPU BF GPU Hi&:

+ NVIDIAGRID - Tesla T4

+ NVIDIA GTX750Ti

+ NVIDIA GRID - Tesla M60
« NVIDIAGRID - K2

» NVIDIA GRID - Tesla P40
+ NVIDIAGRID - Tesla P4

+ NVIDIA GRID - Tesla P100

Linux VDA 2#LLF GPU BF vGPU:

+ NVIDIAGRID - Tesla T4

+ NVIDIA GRID - Tesla V100
+ NVIDIA GRID - Tesla M60
+ NVIDIAGRID - Tesla M10
+ NVIDIA GRID - Tesla P40
+ NVIDIA GRID - Tesla P4

+ NVIDIA GRID - Tesla P100

September 30, 2021
LEEB R S BT L T A2

o FRARMTEHITRERE (BF, EATENER)

ETFEM Linux RITRRNFohRE

* {5 MCS 8l Linux VM

« TEIEAT Azure B9 Citrix Virtual Apps and Desktops Standard F8IEEIINZEFARMNIE Linux VDA
£/ Citrix Provisioning 1 Linux VM

73 XenDesktop 7.6 &R HAkR4SAEZE Delivery Controller

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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ERRMTRHITRERE (#F)

June 21,2022
BERTR:
WFEHMEE, BESRHAXLETRERE, AXEITNBUAFERBEMRRIERTEMAEE Linux VDA,

=z
BMREENNXE], SFHREMEL, ERZTHE, e iEd BsiRENFIIHEHFBEXEEX RS
BZE E Linux VDA BUIE1TIRE,

S8 1: #EREESM Linux itEH

WERM R ERFEHNUTERERES !

o ENB - BRE Linux VDA Bt ENBIEN R
o HEZRSERM IP ik

o NTP FRS328MY IP Hult s F AT R B HR

o 185 - 15889 NetBIOS &7

o SURRBHR - Kerberos SHZ TR

o JEENEEY FQDN - 22 REEHZ

HE:

o B2 Linux VDA, BHIARSETE Linux ItEN _EIEHRINT F68E.
o EEHSIE, BHRIARERET X Windows 2N EEIFE,

ARED

o BAERT, TFARTEER, BEEENRRHREEXTEAR, BHRITUTERE:

a. 7£ Linux VDA it E#1 L 8I# tmp/ctxinstall.conf 315,
b. ¥ “wworkgroup=<your workgroup>" fTRMEIXHFHHFREEFRHINER,

« Centrify % #%44 IPv6 DNS &2 &, /etc/resolv.conf fELEEH—NEA IPv4 89 DNS IR & 23,
adclient A BEEHZEH AD ARS.

BE:

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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1BIFR%

RHEL 8

RHEL 7

Ubuntu

SUSE 12.5

Debian

ttiEme Centrify RERBEMEN. BRI,

a. EiEgEFIS HITAEET A,
b. %% Active Directory i5= AR
C. AFMARINIERREF M,

o E¥ VDA EEIEE OU, BHRITIITERME:
1. HREESSE EEFERER OU,
BXR6 OV, FEATENFEEHE,

File Action View Help
da o & O XE 7]
] Actrve Directory Users and Compute . ‘l
Saved Queries s
4 54 wddocal U165
I Builtin
Computers

= Demain Contrgllers
FareignSecurityPrincipals
Managed Service Accounts
Users

4 |3 Linux

b a2l redhat
il suse
2 | ubunty

2. 7£ VDA EgUE /tmp/ctxinstall.conf 3¢t

EHATULTR(E:

ALCLIVE LNTECiony Users dar

3. ¥ ou=<your ou> 177RMNZE /tmp/ctxinstall.conf 3¢,

OU {ERA AD 75 ZHARMR. FER T&.

Winbind SSSD Centrify PBIS

ou=" ou=" ou=" ou="
OU=redhat,0U=LinuxdU=redhat,0U=LinuXD.LOCAL/Linux/redhattix/redhat”
ou=" ou=" ou=" ou="
Linux/redhat” Linux/redhat” XD.LOCAL/Linux/redhattix/redhat”
ou=" ou=" ou=" ou="
Linux/ubuntu” Linux/ubuntu” XD.LOCAL/Linux/ubulntuix/ubuntu”
ou=" Linux/suse” ou=" Linux/suse” ou=" ou=" Linux/suse”

XD.LOCAL/Linux/suse”
ou=" ou=" ou=" ou="

Linux/debian”

Linux/debian”

XD.LOCAL/Linux/debiamix/debian”

« BLiNnuxVDAT.16 2, BMBREZIFA IPV6, LUITRRFHFMBHIEA:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- MAREBER Linux Z6EE, URFRENITENAILUEE A IPv6 ME THAMERMG 8.
- 7£4f IPv6 MEHhAR L Centrify,

AR

MREMMEZA IPv6, HEFRBRAYRAREHN IPv6 13X, VDA ¥i&Z IPv6 i Delivery
Controller ;*fft. MREHMLEB RS IPv4F IPV6 BLE, 55— DNS IP it A R ERER
IPv4 2R IPV6 K,

o WR%ELE Centrify FERMNEN %, ctxinstall.sh HAEE Centrify . ctxinstall.sh 388X Centrify
RGBT EEMM:

- BMRETEBIATIM Internet TF Centrify %8, TEESMN&ITHRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Mz RAPIREX Centrify B, EH5E Centrify REEBHWER, BRITUTERIE:

a. 7£ Linux VDA BR$28 L 8I# tmp/ctxinstall.conf Xt (MIREZXHEREE) o
b. XM “centrifypkgpath=<path name>" 17,

flgn:

cat /tmp/ctxinstall.conf

set “centrifypkgpath=/home/mydir”

1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r——r——-r-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
https://downloads.centrify.com/products/infrastructure-services/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350071.1592881996-604509155.1572850145
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124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 Hdnstall-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh

12 -r--r—--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r-——-r--r—-—-. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r--r——-r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o WMERER PBIS fERMAIER AR, ctxinstall.sh filZsEZE PBIS ¥t a, ctxinstall.sh 3XEX PBIS #Ea#
FiEBEmh:

- BMREAEPBEIM Internet T& PBIS &, TEREMR1THRAY URL:

RHEL 7/CentOS 7/SUSE 12.5: wget https://github.com/BeyondTrust/pbis-
open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64
.rpm.sh

RHEL 8/CentOS 8: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.rpm.
sh

Ubuntu/Debian: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS #{4 B A9 ERR S, ik, EEER Jopt/Citrix/VDA/sbin/ctxinstall.sh
#17 “pbisDownloadPath”, ¥ PBIS #4-&#I URL,

BXRH, BERAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

TR 2. EEEINEEER

EXFNEMVIEERZRF L Linux VDA SEEDINIZITH, FSEFH—LEX. RIBEANENINEERREZFTAME
HUTER. MREAEVEM LIETT Linux iT84, NEFEREMAEN,
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYE|RAS AR, & MFEBME Linux VM &, &=&3 NTP #1 Citrix Hypervisor b
RIRBERFNE, NBERNHSHMRSEREY, BHERED Linux ERTRNAZEHES NTP B, XHE
MERZAENEEIRD. £EE HVM EX THITERMER.

EFELE Linux Z1ThR®, MR EABTHFEMK Linux A%, HRE T Citrix VM Tools, EaT i ZE Citrix
Hypervisor EIRIL HEER E=FE, UKRREEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
WREEH, FBERZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7£ Microsoft Hyper-V L& ErgaEE:F RE®

RET Hyper-V Linux £/BRSH Linux VM AIRZ A Hyper-V Bt alE]2 ThAER R EVIRER AR E, ABRER
FETHPIRLEAT R, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

BRT VMware BaIESTHEEE, EEMFEME Linux VM /1, 223 NTP M1EMT EEEFHEIAR S R4
o NBENHSHMIRSHFRY, BEREESD Linux ERTFNRARHES NTP BF, XMERERZREN
BHEIES .

WMRIFEIEITEE T VMware Tools B9 E#ML Linux Ri%:

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok wn =

S 3: (¥R Ubuntu 16.04) %% OpenJDK 11

7£ Ubuntu 16.04 L, @35 U THERE OpenJDK 11:

M https://jdk.java.net/archive/ T#H&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz s> LUMREFEHNREE,
(Ai%) &fTmv jdk-11.0.2/ <target directory> &<L¥ Open)DK REEBIFERT,
iz 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 1517 java -version &< UIE Java BURRZS,

W

S8 4: T Linux VDA #i{48

#%% Citrix Virtual Apps and Desktops F#biE. BFHERMAR Citrix Virtual Apps and Desktops, G
HAHLITHS Linux Z1TARCEY Linux VDA &,

S8 5. L% Linux VDA #4481

7 Linux VDA IREIFIE, BT @<,

333 RHEL #1 CentOS %17hk:
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sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian %17hk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f
<!--NeedCopy-->

AR

Z J Debian X fTHRZE VBRI, B deb http://deb.debian.org/debian/
oldstable main 74zl /etc/apt/sources.list 3t

tF SUSE R1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

T 6. KEEITHMEL SR RE
=

FEIRBITTRNIRZ A, BRABERERFFTRET en_US.UTF-8 XiFigE., MRZXIFIEBEEEZNIZ
ERZHAAA, 15517 sudo locale-gen en_US.UTF-8 &%, ¥ Debian, i&E@EIEGH#E
# en_US.UTF-8 UTF-81473k4ig /etc/locale.gen xft, #A/FiE1T sudo locale-gen

DA
AP <o

2% Linux VDA % af5, A ctxinstall.sh MR EIZTHR, AIMEREERARERTER FETZEZS,

AR

T#,.NET Core Runtime (ZE{7BdA/NE8IE 27 MB) BY, BIARERRERIERZEMN, BXTEHHE, &
#&& /var/log/ctxinstall.log,

REEN:
BRITFEHDEE, BETUTHSHES MERABAEXSE,

sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

TRTR
BEERMMEX TEARNRE, ELEBUTHETE, RAFHIETT ctxinstall.sh.

o CTX_EASYINSTALL_HOSTNAME=host-name -%7= Linux VDA [RS8 EN 2.
o CTX_EASYINSTALL_DNS=ip-address-of-dns -DNS &9 |P ithit,
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CTX_EASYINSTALL_NTPS=address-of-ntps -NTP AR532:/ |P it s =R R 2 FF
CTX_EASYINSTALL_DOMAIN=domain-name -5y NetBIOS &7k
CTX_EASYINSTALL_REALM=realm-name -Kerberos 5 #F.
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - & Active Direc-
tory &£k 55

CTX_EASYINSTALL_USERNAME=domain-user-name -XRIEHFHE; BAFIONE.
CTX_EASYINSTALL_PASSWORD=password -i5EEBFHNZE; BT MANE,

ctxsetup.sh HIAERAUTEE:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3{#/ DNS CNAME i2 &35 Delivery
Controller &#F.

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZtR =15 FRAY Delivery Controller &£
REEE (FQDN) 51K BT m Delivery Controller 5. #MZEDEE— FQDN 5 CNAME,

CTX_XDL_VDA_PORT=port-number -Linux VDA &z TCP/IP #5005 Delivery Controller i&f=.
CTX_XDL_REGISTER_SERVICE =Y | N - B &1t EHEE5 Linux Virtual Desktop AR,

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BR$ B3R 715 N\RLEEiZiEE &
SIS, ERILERZ AT ERNH Linux Virtual Desktop $THERERO (BAINEEO 80 70 1494),

CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA 2§ HDX 3D Pro, X2—4 GPU MEHER, SEMRKE
ERNRERNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N - ¥+ BEHNEEN L ARERTEE (VD) TRABHERERFER, WF
HDX 3D Pro 4%, HEREN Y,

CTX_XDL_SITE_NAME=dns-name -Linux VDA i&id DNS k¥ LDAP fg5588. Z DNS 1ERERIRE
AEHIER, MIEE DNS ihmB . MRAFE, AILUSHIREN <none>,

CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP R 28, MR8
DNS %12 it LDAP RS iER, BRI LUIRMU=E IR LDAP FQDN (#% LDAP i50) 5K, I
adl.mycompany.com:389, MIRAREE, AILUGHIEEHR <none>,

CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&iZ i& & 4 Active Directory i3 18 19 1%
RERZE W LDAP (40, DC=mycompany,DC=com) ., NIESE R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). RFTHFE, AILIEHIEEN <none>,

CTX_XDL_FAS_LIST=" list-fas-servers’ -Et & 5 13IEARSS (FAS) BR55 2 2:@:d AD A HREE 5,
Linux VDA Rz#§ AD 4A%REE, BERTIBCRIRMIS S 2R FAS RS BITIR. IRFHRSTE AD A5
FEEENINFER. NRMIPRT EARSEMUL, BHFEH <none> XAFHREFTETH, HEFEBKMRS
e bl (528
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« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % #*.NET Core
Runtime 3.1 Liz#§#89 Broker RI2ARSS (ctxvda) BIE&RE, BRIAREER /usr/bin,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - s ExxiEH A GNOME ¢ MATE £m&
g, WRKIEELTE, NEER VDA LHRIRENEHE, B2, NRYFIRENSEE N MATE, NHETEE
RE N mate,

AR
ER] LB ST T R B Bir2IER AN REIFE:
1. 7 VDA t#y SHOME/<username> B FeIEZ—1 . xsession X,
2. BiE . xsession XHURERITIRIEE REIFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

Em CentOS £/ GNOME £&E

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
**For GNOME desktop on Ubuntu and Debianxx

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHRIERAHE 700 XHNR.

+ CTX_XDL_START_SERVICE=Y | N -t E &S, 2T E5h Linux VDA BRS.
« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiff Citrix Scout WEEFHO, BiAimON 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout :&fEmim0,. FRINEHOR 7502,

MBKRIGEEASE, REFLRIIREERDR, BTAPEN. BIHBETERETHRESEHE, ctxinstall.sh Bz
212 TAPMALTE NET Core Runtime 3.1 B9i&12,

EXRRAEXT, BIMETUTHTLUSBERREE, ARIET ctxinstall.sh f4s,

export CTX_EASYINSTALL_HOSTNAME=host-name
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export CTX_EASYINSTALL_DNS=ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fqgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name

export CTX_EASYINSTALL_PASSWORD=password

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->
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BT sudo ®<H, BA -E ETUURREFRTEFBATEENT shell. BRMNBWEEAFENSSHME
#!/bin/bash {FHE—1TREIZ shell B,

HE, EAIUERR I HIEERMESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

$B T: 1517 XDPing

#iEf7 sudo /opt/Citrix/VDA/bin/xdping Ll Linux VDA FiB%7EE NRERNE, & %%
{58, %5 XDPing,
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4% 8: i&17 Linux VDA

B5h Linux VDA:
B Linux VDA BRSS:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
{Z1k Linux VDA BRS3 :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

=1k ctxvda # ctxhdx fREZ#i, 1Ei5fT service ctxmonitorservice stop &<LUE
LIRS STIFIER. BN, BHURSTFIFERRERBHEELENRS,

EFAEGH Linux VDA:

E#Esh Linux VDA BRS :

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA B9RES
ERE Linux VDA BRSBIEITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$18 9: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops H1¢|ZitBEHNE R

BT EN B RAMAHM Linux VDA i+ EHHE 2 5%4%8 Windows VDA A& M. BXINAIEMXLEESHEMF
MYHEE, FEECIEITEN ERNERTENE R
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:

o WTFRIERSE, BERE:

- ZRIFRERFHEN T FREHZEERMHTER),
- BSERERSEDN 3T VDI EEEERTER),
o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

o =W

BHARRAHY Citrix Studio F%3#F “Linux 2ER4” WIS, B2, %EHE Windows Server 2 {ER LIRS
RIERSETNERTFERIEEEZZEMER, 1%F Windows SEiER S R EIRERFETNER F(F

BEITEN—1T AP RSEE,
e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

$1% 10: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

IR MAMRINES Linux VDA IHENMEITEN B RIEES Windows VDA B/ LFHEE, BXRINAETERHIXLE
ESHEMFAEIRA, BFSREEZTH,

BUEEH Linux VDA i+ B B REZ AR @G TRE:

o H{RFMER AD BPRFABEHRESE, FUERED Linux VDA HEL.
o BENAFREZEEMRIIN (BER) BRER.
o FEPERMATREANEE Windows iHEHNMITENER.

BE.
Linux VDA 1.4 REERAXF L HBNEREF. B2, Linux VDA RG2S mAN ARRF A EREN T E.

BXRNAIETENBERMRGHNEE, 1E21 Citrix Virtual Apps and Desktops 7 2106,

BEHEER

AR R I ER D R E BN A SRR E AR LR M5 | & BV A TR HR.

5 SSSD MK

SN EN RS HIER, BHEMNOT (E#HITREITHN, BFRIERS):
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Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)

with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRRIEERIR, EHITATRIE:
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BT rm -f Jetc/krb5.keytab &%,

T net ads leave SREALM -U Sdomain-administrator &<,
7z Delivery Controller Efipgit &N B RMTH,

i&1T Jopt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller L8+ &N B M3 (T4H,

ok wpn e

Ubuntu SE&IZETRKE

BEIRIENSHIILRE, MEEEESETEIEBIIRIEEE, b, FEREAMAFKFERE, HEINES &1
ERXR.

BRI, BEHRITUTRE:

1. i5fT sudo apt-get update &%,

2. izfTsudo apt-get install unity lightdm#&<,

3. @m/etc/lightdm/lightdm.conf s TFT:
greeter-show—-manual-login=true

BTFHROEER, RidEs Ubuntu SESIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

LR EIRARER S EANREERIEETER,

BRI, ERITATIRIE:
1. E&<1TH, %A pam-auth-update,
2. EERBIIHEES, HiIARE LS Create home directory login (RIEZTERERER).
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1 pu i 7 It
] Pa configuration |
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the systes, as well a3 allowing configuration of additionsl sctions to teke when
tarting user sessions

Some PAM mcdule packages provide profiles that can be used to sutomstically sdjust the behavior of all PAM-using applications on the systes. Plesse indicate which of these behavicrs you wish to ensble.

PAM profiles to enable

REFRD, BRRELERHEZT dbus H#HiR

/var/log/messages (GZRTF RHEL =% CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

g&, XF Ubuntu &17hR, &R BES /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

RLAFRRESHBHET REN. MRAEFHN dbus #HiRER, RITBNEERBHRAHER.

SELinux aJUF51E SSHD sl =B

BRAUBEERIE, BFEER.
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-2a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkxk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**xxxx Plugin catchall (11.6 confidence) suggests
AAKAKARARARARAARKAA ARk Ak kkhkkhkkhkhkhkhkhkhhkk
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If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

BRIEE, ERITUTERE:
1. @idxd Jetc/selinux/config #1TIA TEMRE A SELinux.
SELINUX=disabled

2. E#Esh VDA,

Fp% i Linux Virtual Delivery Agent for RHEL/CentOS

June 21,2022
BERETR:

WNFeHRE, BVEEREMRENFHITRELRE, BMREENXET], SAXPIFRNFHRERLL, BFX
ZF .

£ 1: 5 VDA K% 4% RHEL 8/CentOS 8. RHEL 7/CentOS 7

$8 la: BIENKRE

HREEEH EWRICEMS, F0, HH7E Linux VDA EEZE DNS RSS2,

SE 1b: REINE

HHRERIRSIHENNENSE, EBK [etc/hostname XX, FENXEEHENNENSZ,

hostname
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TR 1c: AENRZ D EHREMIE

ABMRERBIRSITENN DNS HEMTLRERS (FQDN), FEH /etc/hosts XHRMIUTT, EEATFHD

% B85 FQDN #1E# 2.

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain localhost4 localhost4.localdomain4

fpIan:

127.0.0.1vda0l.example.comvda01 localhost localhost.localdomain localhost4 localhost4.localdomain4

MR E At B R3S hostname-fqdn = hostname FEEE M5 A,

=,
AR

Linux VDA Z#iR3z#F NetBIOS & ##&klf, Hlt, ENBFREFBE 15 NFH.

=] .
eI .

S

REEEAFA a-z. A-Z. 0-9 FMEFF (). BBRERTUL (). THEMNEM

PUEFRER, EHINERT Delivery Controller E#%.

SE1d: 0EENSE

WIEENRIRERSTIEWHELIR:

hostname
<!--NeedCopy-->

A MOREIENBENSE, MREEETLBEESE (FQDN)
3IE FQDN IRERBIEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R E+ B FQDN.

SR le. WERMERFMRS EIiAEE

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

ENBREUEFFRM
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INRTEMMN FQDN 2 Ping @ ERE—ItEN, BRREEXTRE, AEBHE,

S8 1f: EE#HFES (chrony)

tfax VDA. Delivery Controller FigizH38 2 BB HIALIEMAIS EXEE, ¥ Linux VDA BEAEIWI ATsER
SHHRERZ. HTHER, RFERIRERERSKELEIE,

RHEL 8/RHEL 7 BiNFFEMER Chrony PP (chronyd) #1TadshES,

fcE Chrony iR LA root BF &%, 448 [etc/chrony.conf H A& MTi2nt B RSB HRIN— MRS SBREE
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

FERBIES, MEMEHIRIEHREY, MAREEMATE NTP HERESRES, HiEFHSE Active Directory 15
EHIgSRIM— RS8R E,

MipRT HAERIE M server &8, S#ERE IP #itk. localhost 1R 2s *.pool.ntp.org £H.
FEEXHEHBE Chrony FiPIERF:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$IE 1g: % OpenJDK 11

Linux VDA Z3k7#1£ OpenJDK 11, &% Linux VDA BY, S{TRIFESIEAKEIN B R,
HiARA 25 EH:

sudo yum info java-1l-openjdk
<!--NeedCopy-->

FasctEny OpenJDK mAIgE R HARRZAS, EHiE OpenJDK 11:

sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

$1% 1h: =% PostgreSQL

Linux VDA Z3k7E RHEL 8 Ef#F PostgreSQL 10.5 St E=hk4s, si&7E RHEL 7 LA PostgreSQL 9.2 SiES
R0

REUTRAE:
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sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

R BRERTEREGT R, WEMRLEIRE, HHERRSEIH BB B, ItigE=1E [var/lib/pgsql/data
TOIREIREX . Lthd<$7E PostgreSQL 10 19 EHFFER!:

sudo postgresql-setup initdb
<!--NeedCopy-->

£ 18 1i: /55 PostgreSQL

BN A B ARSI AN EEARSS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ERMUTH$1E PostgreSQL hxAs:

psql —--version
<!--NeedCopy-->

(IR RHEL7) £/ psql s 1TEAREFHIAKIEEREIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEPNEEER

EXRHEMVERRZF £ Linux VDA SEEIMAEITE, FEEH—LEN. RIBERANENIEEEFTAE
HUTER. MREEFEVES LETT Linux T8N, WEHELERER.

&£ Citrix Hypervisor &) [E): a0

BT Citrix Hypervisor BYIEIEIF AR, EEMFEHME Linux VM A, &AM NTP #1 Citrix Hypervisor B
DR BERFANE, HBERNHSHMRSEREY, BEHERED Linux EFRTRNARZEHES NTP B, XiHE
AERBAINNERY, TEE HM EX THITERDENS.

EELE Linux X1ThR®, MREETTEEBWL Linux R#%, FZET Citrix VM Tools, @A ZE Citrix
Hypervisor BEIRIF THEER EFE, UKRREEX Linux VM B!
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <RE 0 5% 1:

- 0-BEEFSIIEEERA, BERAEMA,

o 1-ERESHEERA, THREMEE.
MR /proc/sys/xen/independent_wallclock X#:FEE, MAFBEHITUTE B,
MREBA, HEEMZXHEAN 1 RN EIE S IEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBMENAEY, 1EHRE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
EIEXLEEN, BFENBHARL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

7£ Microsoft Hyper-V &S/ EE:F R@

LHE T Hyper-V Linux £/BRSSH Linux VM AIRZ A Hyper-V BB ThAER A IR ER AT E, AHRER
FBTPALIEIRARI S, WA —RRBALLINEES NTP iRS.

NEIBIRERSH:

1. ¥T7F Hyper-V EEEHIA,
2. 3F Linux VM B9i& &, i5%$% Integration Services (£IRS).
3. HRE%RE Time synchronization (BFEIER).

AR

I£753%5 VMware 1 Citrix Hypervisor 7, XAM~=@ag2MENNERSNEE, Uk NTP £4E45%,
Hyper-V E{iEIRSEI LS NTP BtialFs £ 5 B,
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&E ESX f1 ESXi LHETiE]EF 1a)RR

BRT VMware EEIRESTHEER, TS MFEME Linux VM 1, ZB2E3 NTP 1SN EEREFHEAR TS R4
M, NEGENHSHMRSERRAYL, FRESD Linux ERHHFHNRZNSHEHS NTP AY, XMERERZEREN
BHEIRS .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

$12 3: @ Windows & 5700 Linux Ei4# (VM)

Linux VDA 5% #hE Active Directory (AD) 15700 Linux i+&E#HBYA%:

« Samba Winbind
+ Quest Authentication Services
+ Centrify DirectControl
« SSSD
« PBIS
RIBFMIEN 57, FRIBAHITIRIE,
AR

73 Linux VDA sravzsitiik = # AD ARSIk ERERMNAR B, SIERIEEEKK.

Samba Winbind

ZRUENFARREE:
34F RHEL 8/CentOS 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

33F RHEL 7/CentOS 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

E0E Winbind S%33E  @i2ER Winbind i+ EHEE 1T Kerberos S14I83E:
1. BITUTF®S
*¥F RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->

fF RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth —-
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fqgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $fii2#7, ™ domain 215 NetBIOS &%,
WREEBT DNS Tk KDC BB BB R, BRHUTHEMEBRINERENGS:
-—enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig @<REINAX winbind REXLEBHIEMEIR. authconfig BREHE
MEKRMANEHERTER winbind RS, ATRESHILXLEEIR,

2. 1T7F [etc/samba/smb.conf HiG LU T&BHFME [Global] #4FA, BEME authconfig TR4ER
BER S fEmE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (IXFE RHEL 8) #T# [etc/krb5.conf #7E [ libdefaults]. [realms] #1 [domain_realm]
B THMEE:

7z [libdefaults] 9 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] o TF:
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REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] BHT:

realm = REALM
.realm = REALM

Linux VDA £E#E B # 4 keytab stF /etc/krb5.keytab LT & 458EF A Delivery Controller . &M
BERINESE, & kerberos method i&&#&3&%] Winbind tli2 %4t keytab x4,

N Windows i, {EAUSiEHI S MR AT IAE, MEGSHREEENETENRMEEA Active Directory P ik
Fo

RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2KE5# Kerberos sUBi2#F, user 28U ENFMEIEEBF,

71 Winbind 28 PAM  ZXAERT, Winbind PAM #3ik (pam_winbind) WECEREA Kerberos ZiEE M
TERMENE, 1TFF [etc/security/pam_winbind.conf, #7f [Global] #9 FHMFEXRUTERE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBRE MRBEFNERFES S, XEBREREHBE Winbind FiFigR:

sudo /sbin/service winbind restart
<!--NeedCopy-->

e

RYHEHMINEE, winbind SHEFFSBEEHFET

$1FF [etc/krb5.conf 335 [libdefaults] #45 THRIUTIREM KEYRING E2th FILE 28!

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 37



Linux Virtual Delivery Agent 2107

Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
B MRS,

iz17 Samba i net ads <RI ENEETEMAL:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMYEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos itE 7 THiff Kerberos BIEMREEENAIS Linux VDA BL&fEH, BRIERS keytab XHRR
BRIEHEEENER:

sudo klist -ke
<!--NeedCopy-->

IS BEREMEERZMEBRREAHETRNERTIR. BT Kerberos kinit &<, ERAXLEFRHmINEH 281
I ENR S5 :

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

ﬁ%ﬂﬂﬁﬁ%%ﬂﬁﬁiﬁkgo%ﬁﬁ%iﬁ%ﬁﬁﬁ&ﬁmﬂvﬁﬁﬁﬂ,u%ﬁiﬁmﬂﬁﬁofigﬁﬁ¢,
DNS # &5 Kerberos U B#AR, BWRERTIHEM. MRIHSRINET, WRRERE@HL,
ERUTaRLIIETENKAE TCT RIEEERF:

sudo klist
<!--NeedCopy-->

ERUTHLRETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIERASMIE A wbinfo TRKIEREAIARKIEEAFHNSH%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD 5, AR Kerberos (& #R. 33F bash shell, BFERS—MRIMIITRFUT (\) Frv
TR X e <REl—F AR BOHE o

ZIE Winbind PAM AR B EEWREE, 15ER URIRERIEAF KA ESR Linux VDA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 38



Linux Virtual Delivery Agent 2107

ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

I Kerberos RIEEFFHRIERTEREKRTH:

klist
<!--NeedCopy-->

BH&E,

exit
<!--NeedCopy-->

E#ER Gnome ¢ KDE 1251 8 ] LURITHEMBINR. B TEIMANIEGHERITSE 6: %% Linux VDA,

Quest Authentication Services

EigEHI2s AR E Quest  {REEEE Active Directory 134128 EREHEE T Quest #F, MABKEBFEEN
IR, BXTE Active Directory I ZiITENITR,

AFFHAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+ 84 L1 HDX &iE:

7£ Active Directory P BN EEEHI&H, AZAFKFITH Active Directory R E .
%% Unix Account (Unix #k/) 3ET+,

i%&s Unix-enabled (EZA Unix),

¥ Primary GID Number (5% GID #S) &E NFREAFANA ID,

> wn e

3

AR

XEGARSTFIREEAR, UEMITLUERERG. RDP. SSH siEfEMITZHINHITER.

7£ Linux VDA t#E Quest

SELinux SRBSSRGILHERRAR % BN RHEL SRBR38HISEHE SELinux, LL32HIThAESR RN Quest A/ Unix i
E12F IPCHIH, HEIEARER.

RN BNREENSERZA SELinux, Ll root BFR &1, 418 [etc/selinux/config 3 E ek SELinux i&
=

SELINUX=permissive
B EREH BT EMN:

reboot
<!--NeedCopy-->
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BE:

HEREALIRE, ZABEMBA SELinux BIKEFILHESHTLBE, BEREX root BFRMEthZMA
P2t

F2E VAS SFiriEF S AT Bah4ET Kerberos ZiRThat, HMBRASMHIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

A S ERITIEMRIZ S O /B (32400 #4) , BRELBAIARY 10 N\BYRIELE AR 1 /08, BEREERERRENR
4% HigBRIENE,

FZE PAM f1NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh #1 RDP), EETUTHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 {8/ Quest vastool &% Linux it&#INAZE Active Directory ig:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEBIFITEMIMA Active Directory HHEMIFEAF. domain-name Jig# DNS Z#7, £140 exam-
ple.com,

WiEERE S Delivery Controller kFiA VDA it&#L (Windows # Linux) #BZ7E Active Directory &
B—NMTENNR. BIE Quest AR Linux itENE B FiEF:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, aLEEHSZ, MRITBEVRMNERE, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain
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AR SMHRIE IR Quest EHEERBET PAM WHAFP#ITH MR, BFERAUGIRERMNEAFRIKFAER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERE R id -u 5$:3&EH UID gIE T Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8 Kerberos EiREFTHNEREE AR ERITH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#E% Gnome g KDE 125 8 B A LURITRMEINIR. E#TEIMANIIERHSMITSE 6: %% Linux VDA,

Centrify DirectControl

A Windows 15 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+E#10
A Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory A/, domain-name 2% Linux
THENIANRBIIRAE FRo

Wikgm R &M Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
BE—MTENNR. Wik Centrify SIAK Linux BN 2SI FiH:
SU =

adinfo
<!--NeedCopy-->

I53F Joined to domain EEEBEM UK CentrifyDC mode 2F;iR[E T connected, SNRERMARERIIRE,
NZREA Centrify P imBE T IRS SEE B 5 10IERIT,

ERUTRLARSEELENRATISHES:
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adinfo --sysinfo all
adinfo - diag
<!--NeedCopy-->

Mif5&H Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEHITEMANRIEESSEHITI R 6. 2% Linux VDA,

SSSD

WMRIGFERAHE SSSD, BHIRBILERD PR BEHITIERE, S EE3EXMEE Linux VDA i+EHIA Windows
RSB R ANRIAC E Kerberos S5 1IERES.

27 RHEL #1 CentOS £i&E SSSD, EHITLATHELE:

INIEFHBIZEM keytab
%& SSSD

EF SSSD

I0iF Kerberos B2&E
IR P S5 8IE

ok wh e

MAEHEIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 489 Active Directory B imII#E,
AT AER adclic realmd 5% Samba,

AEHAARBEHRNNE RHEL 7 #1 RHEL 8 8 Samba #1 adc 11 A%, 3F realmd, i&%i8 RHEL 5 CentOS X
B, SMITECE SSSD ZHithiTXLEL I,

+ Samba (RHEL 7):
RREFENAERGE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LUTFXH8 Linux FFIELE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

Fi+ENEE Samba # Kerberos S{43%3iE:
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sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Heh, REALM 2K 5 Kerberos $it#i&#:, domain 2 Active Directory i#A9f&%2 NetBIOS &#r,
PE =

AXHHIEEEATRE. PMRE, RIBEM AD EitEHEE Kerberos.

WMRFEET DNS Tk KDC RZBFTUHZFR, B U TR METRINEFIENGS:
--enablekrb5kdcdns --enablekrb5realmdns

fTFF [etc/samba/smb.conf HE LU T£BHMNZ [Global] #49 T74, BEKE authconfig TE4ERLAY
B iam:

kerberos method = secrets and keytab
winbind offline logon = no

X Windows 1, E# RGBS, EEEEERIEITENRMERN Active Directory BRI,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AE5H Kerberos s &#E, user 2EMEITENFMBBRAABER,
+ Adcli (RHEL 8):
RENEHRNRGE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy—-->

Hi+ENEE Samba 1 Kerberos S141&3iE:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

17 |etc/krb5.conf 3 7£ [realms] #1 [domain_realm] 285 FAN& 8 :

7Z [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 289 T:
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realm = REALM
.realm = REALM

X Windows 1, E# RGBSR, EEEFEREITENRME)RN Active Directory BF#KF,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2A5 Kerberos s &%k, user 2ERUSIHTENRMENEAIHAF.

%8 SSSD 18E SSSD WA BT

« BEEIT sudo yum -y install sssd#&<7E Linux VDA E=%: sssd-ad %4,
o WFEME (FIE0 sssd.conf) #HITELEEX,
« 550 sssd fRS.

RHEL 7 89 sssd.conf BE2E/R=f (R LUIRIEEEFRMEFIMIER) :

[sssd]
config _file version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

#% ad.example.com. server.ad.example.com i NENKIE, EXFMES, BB sssd-ad(5) - Linux
FHMTTo

(2R RHEL 8)
FTFF |etc/sssd/sssd.conf 37 [domain/ad.example.com] 9 FHMUTRE:
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ad_gpo_access_control = permissive
full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3F sssd.conf & B X HEFRAE IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

/BF SSSD RHEL 8:
BT TS LUEHRA SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

RHEL 7/CentOS 7:

8 authconfig B SSSD, %% oddjob mkhomedir LIFRERR6IES SELinux #7:
authconfig --enablesssd --enablesssdauth --enablemkhomedir - -update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

1iF Kerberos i28 WiE%#%: keytab X+ R EELIEHEAEREH:

sudo klist -ke
<!--NeedCopy-->

WSS EREMEGEMEBREGASTANERYIR, E17 Kerberos Kinit &3¢, MUERAXERARGIEHE0
BT ENBSH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBTIEERAT . EFS (§) BAEARKAT (\**) #TEX, UERE shell Bit, ERLIRE
B, DNSi#& 5 Kerberos (UHZ#iRRE. EHRERTRER, MRILHSHDET, WFR2EREFREL.

ERUTaLIIETENKAE TCT RIEEEE:
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sudo klist
<!--NeedCopy-->

WIERFSMBIE A getent (s LHINSHFHIBEREA LR NSS BEI1E:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 25 HEER AR, IRFEEAZ—HEREN, 1BEER getent sn < #H1TIIE,
SFNEREWNT:

o RBZFNERZFR: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS mig#=: username@DOMAIN

65 SSSD PAM IR B EIEMRERE, BFERAMUFIRERIEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

WIERE AU T HREIN uid BT WA Kerberos EiEEF 4!

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIERA P B Kerberos EiEEEFIHNEEEEERAFRIH.

klist
<!--NeedCopy-->

TEBTIHINANRIEEHEMITSE 6. 2% Linux VDA,

PBIS

THFEN PBIS #4a g0, 33F RHEL 7/CentOS 7:
wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/

pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

40, 3 RHEL 8/CentOS8:
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wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551. linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS RERIAEIAIT B0, ¥3F RHEL 7/CentOS 7:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

540, ¥+F RHEL 8/CentOS 8:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz1T PBIS R&HIA i3, x3F RHEL7/CentOS7:

sh pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

540, +F RHEL 8/CentOS 8:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

M Windows 1 fEayIgiz %I S8 a]ihiR), MEESAEEEREIHENRMEHA Active Directory APtk
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }& /G T BN M Active Directory 1 #9135 B 7. domain-name J35 # DNS & #%, £l exam-
ple.com,

FR: E¥ Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wik R &1 Delivery Controller 2RFrfE VDA it&# (Windows #1 Linux) #BE7E Active Directory
B—MIENR, WIEMAT PBIS 89 Linux HEHN2E M TEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMARE M, e RREEXHFIMAN AD 5 OU WiER. &N, RETENZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

S 4. 2RNEWE.NET Core Runtime 3.1

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £r9i#BA%%E.NET Core Runtime 3.1,

Z# NET Core Runtime 3.1 /5, 31T which dotnet s<$EHEHBEITRER,

RiEH<SiE, RE.NET Core Runtime Z#HIX &R, 30, SRt A /aa/bb/dotnet, 1&#F /aa/bb
ERNET #5214 8812,

S 5: T# Linux VDA #{4&

#Z Citrix Virtual Apps and Desktops F#mE, BFMERMNARAH) Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARICEZR Linux VDA 2,

$I1% 6. L% Linux VDA

AT 2 LR M TRIBIM MRAH LTSR RAARIMERE

WiITERRE

1. (Fn) #ENEIRkRZA
NIRRT FRFTAIBIR MhiRZAF LTSR A Z SN RHAMR A, IGTEREHRAS Z G HE1#H,.
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a) {21k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
7=k ctxvda # ctxhdx BR$52 81, 15517 service ctxmonitorservice stop =< LU=
SRS FIIERF. TN, MRS TR R EH RS ELARRS.

b) EN#HMRHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

2. F#i Linux VDA #4¢a

#%Z Citrix Virtual Apps and Desktops T #imiE, BFHERMARAR Citrix Virtual Apps and Desktops,
REBHAHUTEHS Linux Z1THRICEZR Linux VDA £,

3. %% Linux VDA
o A Yum L% Linux VDA {4
3tF RHEL 8/CentOS 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

34+ RHEL 7/CentOS 7:

sudo yum ‘install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o M RPM 4052822 Linux VDA Bk, TR, EATRRRLIT AR :
3+F RHEL 8/CentOS 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

33F RHEL 7/CentOS 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->
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RHEL 8/CentOS 8 1 RPM f&ifiIn5I*:
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3
motif >= 2.3.4
pam >= 1.3.1
util-Tlinux >= 2.32.1

util-linux-user >= 2.32.1
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xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy—-->

RHEL 7/CentOS 7 19 RPM ki
libmspack >= 0.5
ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12

xorg-xll-server-utils >= 7.7
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xorg-x1ll-xinit >= 1.3.2

libXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

AR
BXILARAEY Linux VDA £#89 Linux Z17hRH0 Xorg iiZAsivFizR, BERIRRAER,

£ RHEL 7.x %% Linux VDA 5, 15T sudo yum install -y python-websockify
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xllvnc &%, BMNEFoiZE python-websockify #l x1lvnc UWERSIEEF IR, %

FHER, FEHAERRIE.

FHRMBRE

A LUMSEBTRIRNhRZASFD LTSR MRAHRINE &2k,
AR
FARMEREEESE [etc/xd|l THEBEXH, EHITHLEZE, BESHEMHXEH,
o EER Yum ARERVRE, BRITUTIRE:
%+F RHEL 7/CentOS 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

« EffA RPM R G EESEAREHRM, FHITUATRE:
5tF RHEL 7/CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
MREEANE RHEL 7, ESMEST ERAARGLSETRUTSE:
1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force LLi& & IE # B9.NET Runtime &

p
o

2. EfESN ctxvda RS,

BE:
AR REFBE Linux VDA HE#.

HB T: =% NVIDIA GRID Kzpigrr
B HDX 3D Pro FE2RTESINNR RS R, LIEEIWIEERZFM VDA it B L RELESHER ENIEF.
ECEUTRE:

1. Citrix Hypervisor
2. VMware ESX
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RIBFTER BN BRI, RIATRBRITIRE.

Citrix Hypervisor:

B RN BanfaTE Citrix Hypervisor ER#EMEZE NVIDIA GRID Rhiz.
VMware ESX:

BRBAEETEENESHITIZNE, I VMware ESX R#EMEE NVIDIA GRID BRxhizgr,
VDA it+&#l:

BRXLESE RS Linux VM BEPNRENEERSHIZR:

1. FaeET, BHEFE Linux VM BXH,
2. 7 XenCenter 1, ¥4F GPU BE@#EXm GPU H#IZE VM,
3. B& RHEL VM,

EERTENMLUER NVIDIA GRID IRzhi2F, EETUU TS
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

JE¥2H8 Red Hat Enterprise Linux s2i4fiy28 B =% NVIDIA GRID IR&1iERF.
AR
R4 GPU IRzhizisiiial, AEMNamEERIAER (no).
BE:

EEH GPU B&@fa, Timmid XenCenter 3508 Linux VM, {8 SSH #1TiE#E,

nvidia-smi
e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| === e S e L L e L L P Fmmm +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
|m====—mm——mmmmm e e e e e e e e |
\ 0 Tesla M60 Off | 0000:00:05.0 Cff | Off |
| N/A 20C PO 37w/ 150w | 19MiB / 8191MiB | 0% Default |
R e e L e e e e e T e e e e e e e L et e e e e +
B ettt et +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage
m=mm————————————————————————m——=———————————————————————————=======—========== |
| No running processes found |
o e e +
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NEFEIEBIEHRNEE:
etc/X11l/ctx-nvidia.sh

EFAEWENS BRI, BEEHMH NVIDIA ¥FaE. BHRIESFAIE, &R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” =@ X4 HITIZ(E,

$12 8: & Linux VDA

RERBERG, BIETT ctxsetup.sh BIaREZE Linux VDA, FUITEMEXRZ AT, ZBAEKIITRE, WRFIE
RFMBERE, NBEMKE, oILURER SIS TZMEUESRIGE.,

A LRBRIR R F e T, Rl IRAMERENMN B a T HERFal, BEEERMNANEDESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RRECE

BITaRREMRENFEEE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEEcE

BEIREN, BIFETE2RMISEMARENEDT, NRMENMEEEHET, HAFTKRTEREEAER,
TENFIETEEE:
« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA %33/ DNS CNAME i2 &35 Delivery
Controller &#F, BIAERTIREHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ti=1& 5 FRH Delivery Controller 2¢
REiE (FQDN) IR AT @ Delivery Controller iEft. #AZE/DIEE—1 FQDN 5 CNAME 313,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRIA RO 80) 5 Delivery
Controller &z,

. CTX_XDL_REGISTER_SERVICE=Y| N - =B shit AR Linux Virtual Desktop BRZ. BAERT,
ZEREN Y,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$ B3R i & ARLKIEZET &
Gibh AR, R R ASEFR EEA Linux Virtual Desktop $TAFEmRA (BAiAZiEO 80 1 1494), &
INERTIRER Yo
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« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4| 5 -Linux VDA ERf&f Kerberos &R B2 B Delivery
Controller #1785 #%3iE. Kerberos BBERIER S LELREMNEEER Active Directory ER T EWHE, I8
EEHBEZZIFM Active Directory &5 74:

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiF) #HABE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - $i+BEHNEENE ARERFEE (VD) FRABHEZRERER, WF
HDX 3D Pro 3#1%, HFIHERBIREN Y. RINERT, LEEIREN No

« CTX_XDL_SITE_NAME=dns-name -Linux VDA i&id DNS &I LDAP fR$528. Z¥ DNS #ERERRH
AAEMIER, MHEE DNS iR &iF. BINERT, KEEIREN <none>,

o CTX_XDL_LDAP_LIST="list-ldap-servers’ -Linux VDA Z i) DNS 3k % Il LDAP R 28, IR
DNS FT£12 4 LDAP IR 12R, ErRIUREUTE SR LDAP FQDN (#%F LDAP #%0O) Fl&. i
adl.mycompany.com:389, BHAERT, LEEZIEEH <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & v Active Directory i3 18 9 %
EKEFRZ I LDAP (fitd, DC=mycompany,DC=com) ., AR EIER 4L, TLUIETEEERERM (Flu0
OU=VDI,DC=mycompany,DC=com). BIAERT, LLESIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -E£t& 5% IIEMRSS (FAS) BRSS 8 2@t AD HAHREE 89,
Linux VDA 2 #§ AD 4A%REE, BERIUBURIRMIS S HPRH FAS RS BHTIR. IRFHMSTE AD A5
HPEERMINFEE. NRMPRT EAARSSBthut, EER <none> XAFHHEFTHETH, HEFEBHRS
SRHIERIRE

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % # NET Core
Runtime 3.1 LU #5#H Broker RERS (ctxvda) R, BUIARRREN /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate - {5 B 1P EAMN GNOME 5 MATE £
R, RKIEETE, NER VDA T LHFIRENETE. B2, NRHEZENEEmA MATE, MWXRETE
{Hi%E N mate,

AR
TR LB e T B R ER BirRIEA A M SEmfE:
1. 72 VDA Lk SHOME/<username> ER F¢IE— . xsession Xf,

2. RiE . xsession XHELIREXRITHRIEE SEIFE,
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For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

Emr CentOS £/ GNOME £&

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=clas

sic

exec gnome-session --session=gnome-classic fi
**For GNOME desktop on Ubuntu and Debianx*x

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHRIERAHE 700 XHNR.

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T BE5 Linux VDA RS, RIMERT

REAN Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A0y Citrix Scout BWE#

]

FimHo

ARiARO A 7503,

« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout &m0, FRINEHOR 7502,

REMRESHETIEEMA:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name '<none>"'
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export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>"'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iB17 sudo <SR, BA -EXTUBUERELEEFBLATLIENF shell. HMNBINEERFENGSHME
#!/bin/bash {ERHE—1TREIZ shell Bz,

HE, BALUERRE N REERESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
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CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MFRECE Bk

ERLBERT, SRR EME ctxsetup.sh HIAXEEEFMBVEZ, BREH Linux VDA R4,
HEIR(FRT, BEBIMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE L

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
teRi A MBI ERIBRFRE BB EIE, MIMME Linux VDA T& R,
BEERE

ctxsetup.sh 71 ctxcleanup.sh i A& EEH A LETHEIR, HEHMEESARE B EXH [tm-
p/xdl.configure.log:

E#E50 Linux VDA BRSS, HREHEX.
$18 9: i&fT XDPing

Ei&1T sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA FEBEEFEENELEERE. AXiFHA
&8, E21A XDPing,

$ % 10: 517 Linux VDA

/8 ctxsetup.sh ilZ<EZE Linux VDA 5, aILUETTIA T o< RES Linux VDA,
%) Linux VDA:

B Linux VDA BRSS:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#1=1E ctxvda fl ctxhdx RS ZHi, #EE T service ctxmonitorservice stop <Lz
LESMARSTIFER. BN, BRSTIFEFBERBEFLRS,
EFAEGH Linux VDA:
B350 Linux VDA RS
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

%2 Linux VDA BUIRTS:
ERZE Linux VDA BRESBIEBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$38 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F
BIEITEN B RFAM Linux VDA it B80S I2 51548 Windows VDA 75421, B XA mX S HMEmE
RVIER, ESRCIEITEN ERMERITENE R,

BIEEE Linux VDA it BT EN B RIS SEIE—LLRE, #EiZ3iEFRTH Windows VDA it EHSIETE
BR:

o WTFRIERSE, BERE:

- ZRERERFEN (WFREAZRERMRE),
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- BXERMERFEN 3F VDI EREERTER),
o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#1.
AR

FHpkRZAH Citrix Studio FZ#F “Linux BEREA S, B, %% Windows Server 2{ERG RS
BRAEAFENZATERRERZRETER, %F Windows REIRFRAHKEIRIFRAENEF R TFE
ASHBEN—TAP AR,

Tm:

MRMERHBENERBEEFRIA Active Directory 18, NZMERItEN, AEBEERFNZIHENER.

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops #6233 {44

BIERTAMARMES Linux VDA itBEHBIHEN B RMiZE S Windows VDA i+ EH/LFER. BXINAETEMIXLE
ESEVEIIFAETRER, ESFIER T,

81 E&48 Linux VDA it BB R ZTAN SEIRIL TR

o HEIRFTER AD BPRFABEHRESE, JUERED Linux VDA HEL.
o BNAFRZEMWIEN (BER) BRER,
o EPIERMGATREANEE Windows iENMITENBE R,

HE:
Linux VDA 1.4 B ERAZIFL£HNAER. B2, Linux VDA A% SEM N BIER R HAERNITEN.

BXINABIRTEN B RMRFANE SR, 3ESH Citrix Virtual Apps and Desktops 7 2106,

Fh% % Linux Virtual Delivery Agent for SUSE

June 23,2022
BERETR:
WFEMEE, BENEERRMRTRELHITIRERE, BNTRERNNEN, SAXFIFERNFHREMEL, BF

%?H:IJTEIO
ST AEERE
S la: Fa)YaST TH

SUSE Linux Enterprise YaST TERTFMHRERARITH A EENE S,
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BrpEFXAR YaST TA:
su -

yast
<!--NeedCopy-->

ZEFmETF Ul B YaST T8, BT TigE:
su -

yast2 &
<!--NeedCopy-->

S8 1b: FREMSKERE

LUTEIANEBT IOEERE Linux VDA ERNSHMELIEENIRS. MEREEE YaST TERTT, MAREREM
A%, Bis0 Network Manager, IUFBBANBHRERET Ul 89 YaST TEMNER, ol UERET XA YaST

IR, BSMAEHEERE, MHEAXKENE,

ECE XM 24 DNS
1. #T7 YaST MKig&E.

2. 1¥FR SLED 12: 7z Global Options (£/&i£m) #EH £ L, & Network Setup Method (M4 E 7A7%)
B4 Wicked Service (Wicked fR%).
3. 77 Hostname/DNS (E#1%&/DNS) #%Em-&,
4, BEyE%EH Change hostname via DHCP (&id DHCP B EHR),
5. & Assign Hostname to Loopback IP (&3f[E IP S EENR).
6. WEUTHE, URMFAENMEILE:
o EME - HINTEMNB DNS EHE,
o T - FINITENA DNS 38,
« BTRARSSES - A0 DNS BRSS2809 IP sk, @E 2 AD EiTHI2aY IP sk,
o HHIERTIK - 0 DNS =&,
AR

Linux VDA Z#iAR3Z#F NetBIOS & ##&kif, Ht, EHMBFRGFEE 15 MNF5.

e

>a

=

WEFRLER. WMNERT Delivery Controller £#13,

REEAFR a-z. A-Z. 0-9 MIEFH (1), BBREA T (L), SHRMEMFS. ENBREUBFF XM

2HZEDNS RABEESLED b, RINEEBEAFRBEASHE DNS (MDNS), MiXAfERSBEBHRIFERT—H. R

INERT, SLES EXRBA mDNS, ETHEMERE
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Z2m mDNS, &44E [etc/nsswitch.conf #EXEE U TREMNIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

REINZ BIEFNRIRERSEHLIR:

hostname
<!--NeedCopy-->

A OREITENNENSE, MFREETELREEE (FQDN),
3IE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <A+ BN FQDN.

KREZFMERFIARS ATAEM  HIATT LR FQDN Hxdigiiz%12840 Delivery Controller 1147 ping 1&1F:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRT AR FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBHLE,

S8 1c: BCE NTP BRS

#:37 VDAL Delivery Controller fligiziilas > BB SALKIEMAIS EXEE, & Linux VDA B NEMVIATEES
SHEMHRERR. BTHEE, RIFFERITE NTP RSRFESNEIRT. BANTP &BfeFEEF—LFER:

1. $T7F YaST # “NTP Configuration” (NTP E2®), #A/5i%#% General Settings (E#igE) #EM+.

2. 7£ “Start NTP Daemon” (Bzh NTP FiP#2FF) #4%, %+ Now and on Boot (BR7E/%51SHY).

3. WR7%=% Undisciplined Local Clock (LOCAL) (EFasitifdsh (LOCAL)) IR, 3EZFiZI, AfGeEHE Delete
(RRIBR) o

4. g Add GRiD), FI— NTP BRS8E%E,

5. 1% Server Type (BR&33:3%EE), AFHEE Next (T—¥),

6. £ “Address” (hiit) FEEEEN NTP ARs52889 DNS &#5, LIRS EEITEE Active Directory #1285 L,
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7. % “Options” (&) FEFRFFE,
8. 2 Test (MiX) IE NTP BRE_RE AR,
9. EHEN—RFIEOR—EHRE OK (AE) REEX.

AR

xfF SLES 12 327, NTP spir#EFrae=RE SUSE £5 AppArmor SREEE XM— BB m LA BD. &
BRERARET BAMER.

$12 1d: L% Linux VDA &EiEa

iEATF SUSE Linux Enterprise 89 Linux VDA 34 &#i T LU AR 46 :

+ Postgresql10-server 10.12 iE =4

« OpenJDK 11

+ OpenMotif Runtime Environment 2.3.1 SiE &k 4
e Cups 1.6.0 HEShA

+ Foomatic 537828 3.0.0 S EShA

+ ImageMagick 6.8 HEF R4S

AINTEAEE  ATLUM SUSE Linux Enterprise #1474 T A8 (SDK) HhIkER—LeERHH4 6, Bl PostgreSQL
# ImageMagick, BEREUXLEME, JEFER YaST &0 SDK 6%, & T3 SDK MG, REERAUTHS
TEAHIBI TR

sudo mkdir -p /mnt/sdk

sudo mount -t is09660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

%3t Kerberos & in %% Kerberos i, £ Linux VDA 5 Delivery Controller g sSE IR A S 15583 :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P IR E k¥t TFr{E AR Active Directory /A%, ESII TEMMRA,

%% OpenJDK 11 Linux VDA Z3k7F7 OpenJDK 11,
E%% OpenJDK 11, BEFUTHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->
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%% PostgreSQL 72 SLED/SLES 12 th, RELITHEE:
sudo zypper install postgresql-init
sudo zypper install postgresqllO-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IENEERTREGT R, UEMRMIBIBERS, H#k PostgreSQL EitBEHEahABah:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BUBREXHIT /var/lib/pgsql/data.

MERTFEE ERETHEXRGENERT, SITUTHE<SURRREFNIZERN SDK FAEEMIEHEA:
sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

S 2: AR BERZFEE Linux VM

EXFFHEMVIEIERF £ Linux VDA SEEIMNIEITE, FEEH—LEN. RIBERNENEREEFTAE
HUTER, MREFRIES LTIT Linux T8, NWEREHERES.

&£ Citrix Hypervisor _t &) E):4 a0

WRBAT Citrix Hypervisor BYalEF Ihse, MESMFEDME Linux VM 1, =% 3 NTP #1 Citrix Hypervisor
BEZHXEERANH. NBENHSHMIRSHFARY, 1 Linux ERIRNRZNHEHLIS NTP BF, X
BERERBAENMNERS, THE HVM EXTHITEAER,

EELE Linux X1T7hR9®, MREETTEEBWL Linux R#%, FZET Citrix VM Tools, @A ZE Citrix
Hypervisor B EIR S IEER B FE, UKREEEE Linux VM FEHE:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteep<iR[E 0 8% 1
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. 0-FERSHECER, BURRA,
. 1- HEARASHETRE, TERREAEE,

MR /proc/sys/xen/independent_wallclock X##F%ZE, NAREEHITUTESE,
MREER, HFEIAZXEEAN 1 URANERTIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BENERRAKAER, HEEMRSHENAEN, ERIE [etc/sysctl.conf SXHH MU TIT:
xen.independent_wallclock = 1
ERIDXLEEN, EEMBRLA:

reboot
<!--NeedCopy-->

BEfEsE, RIESERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7% Microsoft Hyper-V L& E8dEIES a5

27T Hyper-V Linux £mARS M Linux VM IR A Hyper-V B ia|E$ ThEERER ENIRER AN E, AHFRR
ZINHALKERT R, E—RBALIEES NTP RS

MNEERIRIERSH:
1. #T7 Hyper-V 12385458,

2. 3F Linux VM B9i& 8, &% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),

=

AR

I 753%5 VMware #1 Citrix Hypervisor R, XM~ RsSRENRERSIE, UE5 NTP REHRE,
Hyper-V BiEIRIS A LS NTP HislFS 725 Eih

&8 ESX #1 ESXi LvEd R [

WMRBAT VMware BEEFINEE, WESMFEME Linux VM B, B2XI NTP MEMN EEEFHEREAS
RGN, NERNMSHMRSETRAS, BERED Linux REFHNRZNSS NTP B, XMERERZAEN
BB .
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WMRIFEIEITEE T VMware Tools B9 E#L Linux %

F1FF vSphere Client,

448 Linux VM ig &,

£ Virtual Machine Properties (R#i#lE) HEES, 177 Options (£I) &M+

%#%# VMware Tools,

7£ Advanced (54) &, EGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wpn =

$12 3: @ Windows #5710 Linux E34i (VM)

Linux VDA 5% #h@ Active Directory (AD) 1570 Linux &8I %:

» Samba Winbind
+ Quest Authentication Service
« Centrify DirectControl
« SSSD
« PBIS
RIBFMIER 5 7%, FRIBARITIRIE,
P =

73 Linux VDA srgvzsitiik =0 AD FRESIK A ERERMNAR B8, SI1ERmIEEEKK.

Samba Winbind

A Windows 1% fEayigiz sl s el ifie), MESSAEEENEIHENRIMEHA Active Directory FF K
Fo

1. TF YaST #9 “Windows Domain Membership” (Windows M5 514).
2. BITUUTENR:
o BEE T ELRIE A Active Directory iSrIZ Fratidii=hl sy IP ik, MRIEZAKE,
« % Also Use SMB information for Linux Authentication ([F8f} Linux 53R SMB
580
« % Create Home Directory on Login (EEREOIZEER).

+ 3% Single Sign-on for SSH (y SSH FRAEEER).
« HafRkixs Offline Authentication (BR#Z3%IE), HEMS Linux VDA THA,

3. BEME, MRBRREFLEREE, HFLRE Install ().
4. IRIHEEIEHEE, WEREEEEMAE, BER.
5. HIRTE, BAERSHENRINZIEAEAFRNEE, AR2E OK (HE).
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6. WRNEER—FHES, HREARERD.

7. WMRBTELEFL samba 7 krb5 461, E&T Install (%),

YaST A e WXL ENFTEEMB It BN LIRS, RITRNEERBIHEN:
su -

reboot
<!--NeedCopy-->

12 PR SUSE 12: &% 7 Kerberos E£iEE#EF&# SUSE 12 BB\ Kerberos SR EEZZMATMNERN
FILE:/tmp/krb5cc_%{uid} E%4 DIR:/run/user/%{uid}/krb5cc, X2 DIR &7F/5%5 Linux VDA &
®E, WIAHITFEHER. L root BRE1Y, i [etc/krb5.conf H7E [libdefaults] 9 FTHRMUTIZEE (MIR
HARIGE) :

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wik R &1 Delivery Controller ERFrE VDA it&#l (Windows #1 Linux) #BZE7E Active Directory #
B MHENXNR.

iz17 Samba 1Y net ads S S IRIFH BN ETEMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L RIEFSMIEN I BN RESR

sudo net ads 1info
<!--NeedCopy-->

1%iF Kerberos if& 7 THifR Kerberos BIEHELE AT S Linux VDA BE&1ER, BRIERS keytab XH2H
BRIEHEEBENER:

sudo klist - ke
<!--NeedCopy-->

tEH ¢ BREMEFEMEBBEMHESTTANEHRYIR. BT Kerberos kinit &<, FERXLEAmGITHE0
IEHEABS5

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMAABMUTIEERAT, ETHS (§) BAEARML (\) #1758, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B AE, EHERERMABN. WRILHSHINET, AR TERKL,

ERAUTRLIIETENKAR TCT RIEEERF:
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sudo klist
<!--NeedCopy-->

AU THLRETBEIKAIFAER:

sudo net ads status
<!--NeedCopy-->

WIERFRSMIRIE FAwbinfo TARIEREAIAMIIEBHAFNSH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 5Z, MAE Kerberos §ugi&#. 33F bash shell, #FERF—MREMIITRAMT (\) FR#E
THEX. HLiREI—FMINHEKE S
EI0IF Winbind PAM 2 BEEEHEE, BEERUAKRERNFEAF KA SR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE R id -u $REM uid I TIHA Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

WIEAF K Kerberos EiREFTHNEREE AR A RITHA:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 8 e LURITR MBI, E#TEIMANBRIEGERERITSE 6: 2% Linux VDA,

Quest Authentication Service

EigisHlgs EALE Quest  REEEE Active Directory igisHI38 EREHEE T Quest i, MABKSEEN
IR, BUE Active Directory Sl B HENIITR,

AYAAFER Linux VDA T8 AT IiHLEAF 87 Linux VDA I8 L2 HDX &iE:

1. 7£ Active Directory AR MItENERIZH AR, RZAFIKFITH Active Directory BF B4,
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2. 3% Unix Account (Unix t§P) &+,
3. %9 Unix-enabled (2EH Unix),
4. ¥ Primary GID Number (&3 GID 4RS) 8B ALFREAFHNA ID,

AR

XEGARSTFREEAR, UEMITLUERERG. RDP. SSH siEfEMITZNINHITER.

7£ Linux VDA tEE Quest

F2E VAS sFiriEF S BHERFF B h4ET Kerberos ZiRThaE, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

IbEnSIELEITIEIRRIZ A 9 /BT (32400 #) , BIELERIARY 10 /NNEEEGEERE 1/ KN, BEEREGARRENR
% LigBERIEHE,

F2E PAM f1NSS ZEEAiEE HDX #ITHEAFR BERUKREMARS (5190 su. ssh #1 RDP), EETUTHSUF
spEcE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

X\ Windows 15 5/ Quest vastool #&43¥ Linux i+ E#ANANEI Active Directory 5

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREITEN AN Active Directory HHEMIHAF. domain-name Jig#y DNS &#5, %0 exam-
ple.com,

Wik R &1 Delivery Controller EkFrE VDA it&#l (Windows #1 Linux) #BZE7E Active Directory
E—MIENNR, KIF Quest AR Linux IHENEE M FiEHF:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->
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MRTBENEMAE, a<SREREEHSZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFP BHWIE EIRIE Quest BT EERET PAM ST A P #1THHIIIE, BERURIRERIIZAF KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERE A id -u &$iRER uid B TIIRAY Kerberos EiREF !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I9IF Kerberos EiREFETNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

RHRIE,

exit
<!--NeedCopy-->

E#ER Gnome g{ KDE 1251 8 A LURITRMAINIR. E#TEIMANBRIEGHRERITSE 6: %% Linux VDA,

Centrify DirectControl

A Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<3& Linux it &I
Active Directory i3:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERGITENIAN Active Directory 1Z#9E(T Active Directory i~ . domain-name 2% Linux it&
19D b= SR vitS

IR RS Delivery Controller E3kFrE VDA it&E#HL (Windows # Linux) #8Z7E Active Directory &
B—MIENR, WIE Centrify SONK Linux HENE2E M FiEH:
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SU =

adinfo
<!--NeedCopy-->

I5F Joined to domain EE2E AWK CentrifyDC mode 2%iE[E T connected, MNEER{MAEESIIR
A, NIZKeA Centrify P mi@% T RS W/IEET S BRI,
FRUTHSAREELENASKMIZHESR:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos ARSHIER.

adinfo —--test
<!--NeedCopy-->

ER TN EASAITS T 6: %% Linux VDA,

SSSD

MR ETE SUSE EfER SSSD, BRI E8 5 AR B 1TIR(F. WE D EEHE X WM Linux VDA i+ &M DN
Windows 159 BRI K ANfAIEC & Kerberos B4 I18IERIES.

Z7E SUSE £i&& SSSD, EmIATHE:

NIEFHBIZEM keytab
73 SSSD Fg& PAM

IRE SSSD

BF SSSD
Urnac i dab=gv

I9IF Kerberos E2E
WA S1AI0IE

Nk w

mAEHeIZEN keytab  SSSD H R RHAFIMNFMEE RS keytab XX ##9 Active Directory & F ik ThEE,
B AR Samba ik, 1EECE SSSD ZAl, BRI TSR,

1. E1EH#2 8 Name Service Cache Daemon (NSCD) P2,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy—-->
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2. REHEMAATREGE:

sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->

3. Ll root P &44E /etc/krb5.conf XX, LAY kinit LEERSBRE#TERS. 7 [libdefaults].
[realms] #1 [domain_realm] 20 FHMUTEE:

=

RIBEEY AD ERLEMELE Kerberos, UTIRBERATHEE. BEMIER,

[Tibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm 2 Kerberos $iig #9 & #7, f5l40 example.com, REALM 2 Kerberos 59 A5 & #, fl0
EXAMPLE.COM, fqdn-of-domain-controller 214122/ FQDN,

4. L root AP B4R [etc/samba/smb.conf LA net LEREFSBiFE#ITERS, BUTEXEHFME
[global] 243 :

[global]
workgroup = domain
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realm = REALM

security = ADS

kerberos method = secrets and keytab
client signing = yes

client use spnego = yes
<!--NeedCopy—-->

domain 2 Active Directory 1i#9E%2 NetBIOS &#5, a0 EXAMPLE,
5. &4 Jetc/nsswitch.conf xx{F#y passwd #1 group % B LR R A M4ARS| A SSSD,
passwd: compat sss

group: compat sss
<!--NeedCopy-->

6. A Windows 1%, EHfRigIzHIEERIAIE, MAZEBEIUEITENRMENIHN Active Directory BFIKF,

sudo realm join REALM -U user
<!--NeedCopy-->

user NERFIHTENINERIEHAF o

77 SSSD F2&E PAM 7279 SSSD ECE PAM Z &, BRESEHMMENREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM RRECE Jil@id SSSD #1TRF SHKIE, HARAFREREEEER.

sudo pam-config --add --sss
sudo pam-config —--add --mkhomedir
<!--NeedCopy-->

2E SSSD

1. Ll root AP B#%RLE /etc/sssd.conf, LA SSSD P2 S BiriE#T@ S, sssd.conf BBERG (7]
BURIE R ERINEIMER) ©

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
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auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name

ad_server = fqdn-of-domain-controller

ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the

AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES@REALM

is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name 2 DNS 5%, %0 example.com,

== .
P =

ldap_id_mapping i€ &% true, L& SSSD 7 & fa 5% Windows SID 432 Unix UID, &M,
Active Directory & 7gEfiBi 1 POSIX # B, # ad_gpo_access_control i& &5 permissive LI

BiLE Linux £1EHITMERHEIR. 15217 sssd.conf 1 sssd-ad BIFEM T,

2. %t sssd.conf iR E X R RFIIR

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy—-->

BRI SSSD BT TR UERS RN BAHRE SSSD FiriER:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

WIEA 5 S 17

1. i=%7 Samba B net ads <L WIEHH BN ST EMAE:
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sudo net ads testjoin
<!--NeedCopy-->

2. BITUTaLBIEFSMIEMT BNNRES:

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos if& EWiE Kerberos @G B EMEBENAS Linux VDA BREMER, EWRIERS keytab X2
BEIRAERANER:

sudo klist -ke
<!--NeedCopy-->

tEH ¢ EREMEFEMEBBREHASTTANERTIR, B17 Kerberos kinit &<, FERXLEEAREIEHER
BT ENBSH !

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMEEHBIIEERAS . RS (§) BAEARMAT (\**) #HTEX, UERRE shell Bit, ERLIFE
#, DNS &5 Kerberos {UHEHAE, EHREREAMREM. WRILHSHINGTT, WASEREREL,
ERUTHLIIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FE#HEE FIFEFRHATUXSMNEIENGSITTA, Rg@d PAM Tl
LI SSSD PAM IRIRB B EEMREE, 1FHEAMUIRERRIFAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

IIE kst <RER Kerberos ZIEREERTZAFHEH KT H.
B root AP &%, WIEREZEAFEMN 1d —u HREM uid QIREN N EIBEEH:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome g KDE 1=HI 8 A LURITRMEINIR. E#TEIMANIIERHSEMITHSE 6: %% Linux VDA,
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PBIS

THFEN PBIS BR4-E  flin:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506. linux.x86_64.rpm.sh
<!--NeedCopy-->

& PBIS REFIAAHIT  FlUn:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i fZEyigiiz &I S8 elihin), MEESAEEEREIHENRMEHA Active Directory AP K
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } &G+ BN Active Directory 1 #9135 B 7. domain-name 35 # DNS & #§, 0 exam-
ple.com,

R E¥% Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wik R &1 Delivery Controller 2RFrE VDA it&# (Windows #1 Linux) #BZE7E Active Directory
B—MTENR, WIEMAT PBIS & Linux HEN 2B TFiE+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MR BENEMNFENE, e FHREAEXLFMAR AD 25750 OU MiER. BN, REFENSZ.

WIEAFP BMEIE  ERIE PBIS @F 818180 PAM ST AF #ITEMRIE, BERAUFIRERNERFKAER
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->
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IIFRE N id -u 5$3RER UID g1 TR Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6: 24 Linux VDA,

S 4 LREMEHLE.NET Core Runtime 3.1

%% Linux VDA Z &, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £r9i#BA%%E.NET Core Runtime 3.1,

2% NET Core Runtime 3.1 7, =17 which dotnet <& ENEITIRIER R,

RiEfm <L, ®E.NET Core Runtime Z# &I #ERZ, i, WRaH<HLH /aa/bb/dotnet, R /aa/bb
ER.NET Z#HIS 48812

$I8 5. T Linux VDA #i{

#Z Citrix Virtual Apps and Desktops T#imE, BF#ERMNARZSHY Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARCEZAY Linux VDA &,

$I 6. L% Linux VDA
$IE 6a: EE AR

WMRRTET BRIV MhRAF LTSR A Z SNV RERRRZAS, iBTEREMRES 2 i 2 EE,
1. {=ik Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=W

2121k ctxvda # ctxhdx RS 2 /i, #EE1T service ctxmonitorservice stopis
CUEEERSTIFER, SN, BURSTIFEFBEERBEELENRS,

2. ENFERME
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sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:
RSB AR AH T AR
AR

REAMIT Jopt/Citrix/VDA/ .,

BiEfTHS, FTEIRETERRFE; oE, LaLlE [opt/Citrix/VDA/sbin 1 [opt/Citrix/VDA/bin FHinz &
FERiZo

$1% 6b: %% Linux VDA

5/ Zypper &2 Linux VDA 4 :
+F SUSE 12:

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

£ RPM B4 B BB RE Linux VDA B, bz AT, BRI TR
+F SUSE 12:

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4& Linux VDA (F]3%)
AT LAMSERTRI R M hRASFD LTSR MRAFHRINA L3k,
FE

ARNMERERESE [etc/xdl THREX . EHITHRZAE, BESHBEMXL M,

+F SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

SUSE 12 #9 RPM &K#i1m%I3k :
mozilla-nss-tools >= 3.47.1

postgresql-server >= 10.12
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postgresql-jdbc >= 9.2
java-ll-openjdk >= 11

ImageMagick >= 6.8

dbus-1 >= 1.8.8

dbus-1-x11 >= 1.8.8

libXpm4 >= 3.5.11

libXrandr2 >= 1.4.2

libXtste >= 1.2.2

motif >= 2.3

pam >= 1.1.8

bash >= 4.2

findutils >= 4.5

gawk >= 4.1

sed >= 4.2

cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

libmspacked >= 0.4

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1
libtcmalloc4 >= 2.5

libcap-progs >= 2.22
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xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg- xll-server = 7.6_1.19.6
xorg-x11 = 7.6_1
postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24
libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

HE:
EAEEEHBG Linux VDA i+& .

$ T BE Linux VDA

RERBEG, BIETT ctxsetup.sh BIAREIE Linux VDA, FUITEMERZEI, ZBIAEKWITRE, WRFIE
KM ELLE, NEVE, AUENEINETIZAS U ERIEE,

A LRI R FEhaiTHIAS, Al LISRBFKLE BN BEhaiTHIZAS, 4482(Fal, BEEZBIANEEIEE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

fRRECE

BITSRTEMEENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BERERN, BERREERMIEMNAFMTEINET. NRAFENMEXEENET, WEATIRTEREERES.
SERNIFIRTEEE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

. CTX_XDL_REGISTER_SERVICE=Y| N - TR ENERBSN Linux Virtual Desktop BRSS. BINERT,
ZEREN Y,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BR$SE K 7 iF(E N\MKZEZ @ &
FH AR, ERILUE RSB AEHR ESHA Linux Virtual Desktop ITHFFAERO (BA RO 80 1 1494), 2K
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 -Linux VDA ERf#H Kerberos Bt Ei&E @ Delivery Con-

troller #1781 %IE. Kerberos EBEIRIER S EEREFMBEEM Active Directory ETEME. IEEE
i B2 #5M Active Directory 7534

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %3#% HDX 3D Pro, X2—4 GPU m&E# R, EERKE
ERNRRERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiF) #HAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+BEHNEENEZ ARERFEE (VD) FRABHEZRERFER, WF
HDX 3D Pro 315, BUILZERBIREN Y, BIAMERAT, HTEREHN N,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA i&id DNS &I LDAP 5528, ¥ DNS #ERER R
AL, WHE DNS iR &iF. BINERT, KEEIREH <none>,

o CTX_XDL_LDAP_LIST="list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP R 28, IR
DNS FT£12# LDAP lR512R, ErRIUREU=E SR LDAP FQDN (#%F LDAP #%O) Fl&R. i
adl.mycompany.com:389, ZHAERT, LEEZIEEH <none>,

o CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & v Active Directory i3 18 9 %
RERE W LDAP (40, DC=mycompany,DC=com) ., RNEEE R, TLUIEEEREM I
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZiGEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 5% IIERSS (FAS) BRSS 8 2@t AD HHREE 8,
Linux VDA Rz #F AD 4A%REE, BERIIBURIRMIIS S HFRH FAS RS BHTIR, IRFHRSTE AD A5
FEEEMIRFER. NRMIPRT EMARS I, EFEA <none> XAFHBEFTETH, HEFREBHMRS
ERs bzl 1=
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« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % #.NET Core
Runtime 3.1 Lz #§#89 Broker RI2ARSS (ctxvda) MIE&ERE, BRIAREER /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate - {5 B 1P FE AN GNOME 5 MATE £
R, WRKIEETE, NER VDA T HFIRENEHE. B2, NRYEZENEEmA MATE, MLWXRELTE
{EIZE N mate,

FE
TR UBEERU TS BRENBIrSIEA P NEEfE:

1. 7£ VDA Lt SHOME/<username> ER FeIE— . xsession X,
> 1. RiE . xsession XHLURIBRTHRIEE SEIFE,

i Cent0S. Ubuntu #1 Debian +#9 MATE £&:

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then
exec mate-session
fi
<!--NeedCopy-->

Em CentOS £y GNOME =RH:

GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi
<!--NeedCopy-->

@ © Ubuntu 1 Debian L% GNOME s2m&:
GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session
fi
<!--NeedCopy-->

1. SEfFSERPHEE 700 XHR,

+ CTX_XDL_START_SERVICE=Y | N 72525 Linux VDA B2E /5, 2&B5h Linux VDA fRs3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WE#FIHO, BikmOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @E8i0, BAIAMKOA 7502,
REWRRE8HIZTREMZ:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
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export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>"'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <SR, BA -EXTUBUERELEEFBLATLIENF shell. HMNBINEERFENGSHME
#!/bin/bash {ERE—1TREIEZ shell Bz,

HE, BALUERRE N RTEERESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3]4 \

CTX_XDL_HDX_3D_PRO=Y [N \
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CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \

CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE Bk

ERLBET, SRR EMR ctxsetup.sh MIAXEEEFMBVEZ, BREH Linux VDA B4,
HYEIR(FRT, BEBUMARNTENES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:
IR A MBI ERIBRFRE BB ERIE, MIMME Linux VDA &R,

RERE

ctxsetup.sh f ctxcleanup.sh HAESEEH & LEREIR, FHIGEMEES NEEBHEXXMH:
/tmp/xdl.configure.log
EFEsh Linux VDA BRSS, HIREREN.
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S 8: 1517 XDPing

¥EizfT sudo /opt/Citrix/VDA/bin/xdping M#E Linux VDA FBEENELEERE. GXi¥4H
B

{58, B8 XDPing,

#1129 =17 Linux VDA

5 ctxsetup.sh iiAEZE Linux VDA 5, aJLUBTIA T o< RER Linux VDA,

Bzh Linux VDA:
Bz Linux VDA BRS3:

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{£1F Linux VDA:
{Z1k Linux VDA BRS3:

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

£1=1k ctxvda # ctxhdx RS Z#i, 1Ei5fT service ctxmonitorservice stop &<LUE
LIRS STIFIER. BN, BHRSTIFERRERBHEELENRS,

E#E5 Linux VDA:
BB Linux VDA BRSS :
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

17 Linux VDA IR
Z#0% Linux VDA BREMEITRES, BEHRITUUTRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->
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$1% 10: 7£ Citrix Virtual Apps =§ Citrix Virtual Desktops #8I|Z2i+ENNER
BIEITEN B RAAM Linux VDA it BHAE 2 5458 Windows VDA 7342, B XA S MBI
AR, BEERCEITENERNEETENE R,

BIEES Linux VDA it BT EN B RINSEIG—LERE], #FiZ32FRTH Windows VDA it B SIE &
BR:

o WFHRIERSE, BER:

- ZRERERHET NWFREAZRERGER),
- BRERERGHER (WTF VDI EAKERGERE),

o BEMER—MIBENBRFEAMEA Linux #1 Windows VDA 1.
AE:
FHARRAHY Citrix Studio A% “Linux 2ERL” BIHS. B2, %R Windows Server 2R LTRSS

BREAFETNFRATEARELZRERMRE, %F Windows SEIRIFRAS S K ERIERFIETNER FE
BETEN— AP IEE,

e

INRBIBR T ENEFEEFIMA Active Directory 15, NAFMFRITEN, AEBEEHRRNIIHENE R,

$18 11: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIERFAMARMES Linux VDA itBEHBIHEN B RHiZE S5 Windows VDA i+EH/LFHERE. BXIETEMIXLE
ESHNEMFAEIRPA, BFSREEEZ T,

8 &% Linux VDA it BH B R (TAR SEIG AT RE:

o WIRFER AD BFRMABEREE, sJUERE Linux VDA itHEHL,
o BEMATRESHIIEN (ER) ARER.
o BENERMEFRRAEE Windows iHEHNHITENE R,

BE.
Linux VDA 1.4 RESRAXFLHBNEREF. B2, Linux VDA RG2S @m0 N ARRF A ERN T E.

BXRUNMALETEVERNRGANER, E5 Citrix Virtual Apps and Desktops 7 2106,

Fp% % Linux Virtual Delivery Agent for Ubuntu

June 21,2022
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BERETR

WFEHRE, BNEEABRMETRUHITRERE, BINREENNXNET], SEAXPFROFHREMELL, EF
STt

$8 1. 5 VDA 4% Ubuntu

S la: WITMKEE

BIREERHEREEMS, 90, HH7E Linux VDA EFEZE DNS RS2,

MREEARZ Ubuntu 18.04 Live Server, E#Ei&B B Z#HiTE [etc/cloud/cloud.cfg BB H#IUTE
B#

preserve_hostname: true

S 1b: KBEENE

HHRERBIBRESIHENNENS, EFRK [etc/hostname XX, FEEHNXBEIHENNENSZ,

hostname

FB 1c. AENRHECIFELE
HRITEN DNS HEMTLMRES S (FQDN) EftEERE, AR EX [etc/hosts XHHUTITUES
FQDN f1EN & ERFIRI&E:
127.0.0.1 hostname-fqdn hostname localhost
f5I4n:
127.0.0.1 vda0l.example.com vda0l localhost
MR E At B ipgzt hostname-fqdn 5 hostname BEREMSI A,
AR
Linux VDA ZigiAR3z#F NetBIOS & #i#&klf. Hlt, EHMBFGFED 15 MNFF.

BN .

S

QREFEATFR a-z. A-Z. 0-9 MEFH (-). BBREATIHE (). SEMEMTS, TN FEURFFLM
MEFRLEE. MNbERTF Delivery Controller 4142,
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SR 1d: WETNE

WIEENRBIRERTIERELIR:

hostname
<!--NeedCopy-->

e URET BB EN S, MAREE FQDN,
IIE FQDN RERBIEHTLIR:

hostname -f
<!--NeedCopy-->

IteEr <Al EHBY FQDN.

$IE le: ZHZHE DNS

BINZEBA T %% DNS (mDNS), MiX2SREHRIFERFT—.

Z2E mDNS, 548 [etc/nsswitch.conf HEXEE U TREWIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. WEZRBTMRS DAY

HaIAAT LUEAT FQDN #H3ds#z%28#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN % Ping Ri@ LRE—ItEH, BANERXTR, RGBSR,

$& 1g: RER#HES (chrony)

H#fr VDA, Delivery Controller #1igiZH38 2 BB SALAEHRRIL EXERE, & Linux VDA REREIWIEEES
SENMREERZ. HTIERERE, sFERIZIZERSKES BYE,

%% chrony:
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apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf HhHENTZMERSB/HFM— P RS BER:

server peerl-fqdn-or-ip-address -tiburst

server peer2-fqdn-or-ip-address -1iburst

TEHAIERE S, RHEIMASHIFITHIBRES, MAREEM R NTP MRS RES . NiFHE1 Active Directory 5
EHISE AN — RS EER B,

HiERT HRERIE A server ¢ pool &8, S#EIRE] IP #hitk, localhost 1 2RSS *.pool.ntp.org £H,

REEHHEFHB Chrony FPi2RF:

sudo systemctl restart chrony
<!--NeedCopy-->

$% 1h: %% OpenJDK 11

Linux VDA Esk7z7£ OpenJDK 11,

7£ Ubuntu 16.04 £, ERUTHELURSE OpenJDK 11 y:

A

5.

M https://jdk.java.net/archive/ T#Hi&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz s LUMRETEHNREE,
(%) i&fTmv jdk-11.0.2/ <target directory> &<L¥ Open)DK REEBIFERH,
iz 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

izfT java —version ¥ LT Java BIkRZS,

7£ Ubuntu 20.04 #1 Ubuntu 18.04 t, A T&H$RE OpenJDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

S8 1i: % PostgreSQL

Linux VDA Exk7t Ubuntu E£%2% PostgreSQL 9.x fi:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->
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S 1j: =% Motif

sudo apt-get 1install -y libxm4
<!--NeedCopy-->

SR 1k REHMRHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. HEEEINEEERF

EXFFHEMVEIERZF £ Linux VDA SEEIMAIEITE, FEEH—LEN. RIBERNENEEEFTAE
HUTER, MREFRIES LBIT Linux T8N, NWEREHERES.

1&& Citrix Hypervisor _t/yidia][EH 8]

BT Citrix Hypervisor BYEIRIS IhEERY, fEEMNFEIME Linux VM &, &=&H NTP #0 Citrix Hypervisor &8
FIREERFNT, NBRNHSHMRSEREY, BHERED Linux EFRTFRNRZEMES NTP BF, XMiE
AERBAINNERY, THE HM ERX THITERDENS.

R Linux Z£17hRS, MBEFETHEEDL Linux W%, HRET Citrix VM Tools, & Lz Citrix
Hypervisor B EIRI S IhRER BFHE, URRBEEXE Linux VM FigHA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEp<ixE 0 8 1

- 0-BHEEPIEEERA, BXHEMA,
o 1-EEPSHEERA, TERBEMIEZIF.

MR /proc/sys/xen/independent_wallclock Xt FEE, MAFBHITUTL B,
MREBA, BEEEZXHEAN 1 UEANERSThEE:
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sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAER, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHRMUTIT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMARLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

7£ Microsoft Hyper-V L{&E i EE:S RH

%7 Hyper-V Linux £ RS Linux VM B LUER Hyper-V BS{EIR S ThEERE R ENIRIER LN IE. AHER
AREHIRAEIRA S, B—REALIEES NTP RS,

MEERRERSH:

1. ¥T7F Hyper-V EEBEHI&,
2. 3F Linux VM B9i& 8, &% Integration Services (£mRS).
3. HRE%RE Time synchronization (BFEIEF).

=

AR

te77%5 VMware # Citrix Hypervisor RE, XE#H~=GRaZRAENNERDSIHEE, NGRS NTP ZEH5E,
Hyper-V BfjalE$ TS5 NTP BYEIES H1ZH Eib,

&5 ESX fl ESXi _LHBETiE]EH AR

BRT VMware BEIESTHEER, ESMFEME Linux VM /1, =23 NTP 1B EEEFHEIAR TS R4
o NBENHSHMIRSHFRY, BRESD Linux BRTFNRZRHES NTP BE, XMERERZREN
BHEIRS .

WMRIFEIETEET VMware Tools B9 B Linux Wi%:

$1FF vSphere Client,

4m3E Linux VM &€&,

£ Virtual Machine Properties (E##lE) HEES, 177 Options (G£I) &M+

%% VMware Tools,

7£ Advanced (54) 1, EUHi%ES Synchronize guest time with host (5EHEFEFHAE),

o bk e
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$1% 3: @ Windows &7 0 Linux &34 (VM)

Linux VDA 5% % Active Directory (AD) 15700 Linux I &A%

« Samba Winbind
Quest Authentication Service

Centrify DirectControl
« SSSD
« PBIS

RIEFMEN TS %, FIREBAHITIRIF,
AR

73 Linux VDA fravzssthik =0 AD ARtk ERMERIMNAF B, SI1EREEEKN.

Samba Winbind

ZEAEMAFRLES

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FEitENENERERN Winbind s71#2F  Winbind sFiri2F S AECE RHTEIT BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

#iFwinbind #iz{iF /etc/init.d T

ficE Kerberos Ll root AP &%, 117F [etc/krb5.conf HEELTIRE:
AR

RIEEH AD ERtEMEE Kerberos, UGB EATHIE. BMiER,

[Tibdefaults]
default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
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kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

Itk E F3x## domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos 4igi#&
¥R, {5130 EXAMPLE.COM,

f2E Winbind 543IE  FzhE2E Winbind, E% Ubuntu i&%&3&m RHEL ## authconfig #1 SUSE ##y
yast2 XETH,

17 Jetc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP £ REALM % —1FE, REALM X5 Kerberos g & .

& nsswitch 177 [etc/nsswitch.conf #i& winbind MNELTIT:

passwd: compat winbind
group: compat winbind

N Windows i, {ERUSiEHI S MR ATIAE, MEGHKREEENETENRMEER Active Directory B ik
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $UBZ#, user 2 E800& i+ EVIFMENEAUEAF,
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BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind 28 PAM 217l T <, HfRit+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &1333E) #1 Create home directory on login (EERIGIETER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

REHBNMNEE, winbind SRR 4 SBERSET.

Wirgm B &% Delivery Controller kFrE VDA i+ 8 # (FRit2 Windows £ 2 Linux) #8ZE7E Active
Directory HE—MTENITR.

i&17 Samba 19 net ads S ¢RI EV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI BN RES !

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos i2E EINiE Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
HEAEHESENER:

sudo klist -ke
<!--NeedCopy-->

a ¢ BTREMEFREMERBEMAS T ANERTIR, B17 Kerberos kinit &<, FRAXLEEAmEGITH R0
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMAZRUTIEERAAS, /S (§) BAEARRML (\) #THEX, UREKE shell Hig, EFLFRH,
DNS 5% 5 Kerberos {UH B AR, EHRERERAMUAEM. WRILHSHINGET, WARE2ERERKEL,
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLRETENNKAFAEE:
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sudo net ads status
<!--NeedCopy-->

BIERAPBHIIE  EH wbinfo TER ISR I EERIEREFRNEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEHA AD 55, AR Kerberos (& #R. 31F bash shell, BFERS—MRIIIRFUT (\) Frv
T8 A LRE—FMIHKRBIE S
ZIE Winbind PAM RR B EEWREE, 15ER URIRERNIHAF KA ESR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EIhiz{T SSH 8%, 1EHtR SSH EBAHERIETT

BIERE R id -u $REM uid I TIHA Kerberos EiREF 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

IFA P Kerberos EREEFETHNERETENAKRITE:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiZEF Gnome 5 KDE =518t ] LIRITRIMBSINR . TR TIINAIIERBERITS B 6: L% Linux VDA,
e

NREREKF ERNIIMITRA M RIE, EXEERENKEHE, BFEFRBHITENHER,.

Quest Authentication Service

EigisHlgs LB E Quest  REEEE Active Directory 1isHIg8 EREHEE T Quest Fift, MABREEEN
R, BME Active Directory Hhel 2t BN R,
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AFFAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+8# L1 HDX &iE:

1. 7£ Active Directory AFPMITENEBIEHEH, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix ikf) &R+,

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BAEFHABAANA 1D,

=3

AR

XLEFAEYTFIGEIEAR, WEMITIUEREH &, RDP. SSH S AEITZMiHTER.
7£ Linux VDA tF2E Quest

SELinux SRBSIRGICHERRART % BIA RHEL IRBR38HISTHE SELinux, LL32HITHAESR RN Quest A/ Unix 1
E1EF IPCHIH, HEEARER.

R BN REENSEZZA SELinux. L root BFR &1, 4iE [etc/selinux/config H# =4 SELinux i&
=

SELINUX=d1isabled
HWEREREFBDITEN:

reboot
<!--NeedCopy-->

HE:

BEEFEALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root BFRMEMAMA
F 2t

foE VAS SFiPiEF WS AU B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

Lea L EITIERRIR A O /NBY (32400 #4), BENELEIARY 10 /MNEIBEGERRE 1/, BEZSEEHARRENR
4% LigBERIENE,

fFoE PAM 1 NSS ZEEMAiEd HDX #1THE AP B RIUKREAMARSS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:
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sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I\ Windows 35 /A Quest vastool &<# Linux itEHINAE Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFITEMNMA Active Directory KI5 - . domain-name Jig# DNS &#5, 40 example.com,

Wi R 5% Delivery Controller k& VDA HE#H (FieE Windows i£ 2 Linux) #BE 7 Active
Directory AE—MTENITR, HKIE Quest MR Linux it BN 2 S FE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMANERSE, WEEBRUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIF Quest BFAESEIE PAM SHE A A # TR MINIE, BERUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE A id -u s$iRER UID 812 T XM Kerberos EREEFX 4!

1s /tmp/krb5cc_uid
<!--NeedCopy-->

IIE Kerberos RIEEFFHNRERTEMEKRTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->
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TEBTIHINANRIEEHEHMITSE 6: 23 Linux VDA,

Centrify DirectControl

A Windows 15 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+&E#10
A Active Directory i3
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user S ABBEITENIMA Active Directory 1 E 1 Active Directory 1P, domain-name 2 2%
Linux i+&EH A ZIRYIEHI Z FFo

Wikl A &% Delivery Controller 25k FrE VDA i+t &#l (Rie 2 Windows &2 Linux) #ZE7E Active
Directory E—MTENITR, WIE Centrify MINB Linux it B 2E M T

su -

adinfo
<!--NeedCopy-->

I83F Joined to domain EE2EE MUK CentrifyDC mode 2%;&[E T connected, {RERMIAREREIR
7, NIZKEA Centrify BB T RS B[IEER S B I,

FRAUTHSAREELEMNRAMNIZHES:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&F Active Directory # Kerberos BRSSH9EZ,

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6: 24 Linux VDA,

SSSD

Bt E Kerberos izfTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

BEE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L THEk:
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AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

b E Ty domain-dns—name £%% DNS5%&, 0 example.com, REALM @ AEH Kerberos i3
B, Hia0 EXAMPLE.COM,

NI g SSSD B E A fER Active Directory tE R E & %212 B M Kerberos #1754 163E, 8
2, SSSD HRREATMNEMEERS keytab XHEHY AD FFiRThEE. ATBAER adcli. realmd 5
Samba,

AR
AEHAREMEME adcli 71 Samba 1EE.

o MEFEA adcli MAEHE, BRERUTSE:
1. & adclio

sudo apt-get install adcli
<!--NeedCopy—-->

2. /A adcli A,
ERUTaSHIFRIBRS keytab XHHMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

FE-H%®EW, adcli AgeEmiig= host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt
%)

3. WIF&%: keytab,
s¢F Ubuntu 20.04 i+%#l, #&iE1T adcli testjoin &<LUNERSTEMNE,

s$F Ubuntu 18.04 st Ubuntu 16.04 i+%#l, i&izfT sudo klist -ket < LUHBREAES keytab X
HELIZ,

SRR ERE ST ENMNIE R B8 I,
o NERMEA Samba MAERZ, BRUTETE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. E@& Samba,

17 Jetc/samba/smb.conf HEE L TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XEH Kerberos Ui &,
3. fH Samba MmN,

ERYITHIE L AR, 1B ESAEEERIEITENRMEHE Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr, REALM K51 Kerberos {Uf &, user @ERUEITENARMEIEMEHAR,

RE SSSD LRI EMFAATIMHE:
MREARRE, BEREFMFERN SSSD MEERHE:
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sudo apt-get install sssd
<!--NeedCopy-->

MRERERMGE, NWENHITERR:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINBERT, Ubuntu AMRESI2EEEEE nsswitch.conf 1 PAM Z R &1k,

B E SSSD E5h SSSD PR 2 Al, EEEH SSSD fifE, WFHLERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BEEXX 1, BHAFaNEIE. L root AP B4 IENITH [etc/sssd/sssd.conf HEEL TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u
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default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

dap_id_mapping i&&» true, LUE SSSD A& £1554% Windows SID BRg3%I Unix UID, &M, Active Di-
rectory #geIsIR M POSIX i BIEF. PAM RS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk X+ domain-dns-name £#73 DNS 1%, 30 example.com, REALM A5 Kerberos 1
&R, Flal EXAMPLE.COM, FHEERE NetBIOS 153,

BEXEREBISBEMNEE, 5217 sssd.conf #l sssd—-ad HFMTL

SSSD SriFiEF EREEX AU IXEB A E REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

25 SSSD <FirfERr IEfTUA T A< iBNEsh SSSD sFiFiER, MURETIFiEREIt BN S Ea:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMECE BT Ta<, HWiFikH SSS authentication (SSS &14343E) #1 Create home directory on
login (EERHNAIREBRR) %M

sudo pam-auth-update
<!--NeedCopy-->

WiEERE &1 Delivery Controller kFiE VDA it&#l (Windows # Linux) #BZ7E Active Directory &
BB R,

o NRMFEA adcli WIBERREH, E51T sudo adcli info domain-dns—-name &a$ LU BRI
FE,

o MNRMEA Samba WIHEM B S, 3EizfT sudo net ads testjoin &<LBRIEBTENESTEMAE
%, &7 sudo net ads info GLWIERMIMNIEMITENITRES.

1%iF Kerberos it& ERiE Kerberos BEEEHEENAS Linux VDA BBE A, ERIERS keytab X2
BECIBRHEAENER:

sudo klist -ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLHRIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEHEIFIFEFRHATUXSMNEIINGSITTE, Rig@d PAM 7.
ZI0IE SSSD PAM ER2 R EIEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I83F klist s5$R[EH Kerberos EIRETEATFZAF HEEFRTHA,
LA root AR B, WIFEEENEEM id -u <$IRE/ uid SIEREN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LLGEId &R KDE 3% Gnome Display Manager 4728 AR, B TIMNIIEGALERITSE 6: L% Linux
VDA,

PBIS

THFER PBIS 3F&  fu0:
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

£ PBIS REMARHIT  Hl:
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sudo chmod +x pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fIy0:

sudo sh pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

O Windows i, {ERUSiEHI S MR ATIAE, MEGSHKREEENETENRMEER Active Directory P ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } & /G BN Active Directory 1 #9135 B 7. domain-name i3 # DNS & #%, 0 exam-
ple.com,

EE: B¥ Bash i@ ERERIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash =

A
~o

Wikgm R &M Delivery Controller ExRFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
E—MHENINR, WIEMAT PBIS & Linux i+ BB M Fidh:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRIHBENEMANENE, oS HREFXYFMAR AD =55 OU MiER. &N, XERENS.

WITAFR BHRRIE EI0E PBIS 2T/ 8EHi@1Y PAM S A R # TR R, BEERUAIRERNIZRERPKFAE S
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u 5$:RER UID gIE T M Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->
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TEBTIHINANRIEEHEHMITSE 6: 23 Linux VDA,

S 4. 2RNEWHE.NET Core Runtime 3.1

£% % Linux VDA Z &1, 53 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers t#9tBAZREE.NET Core Runtime 3.1,

2% NET Core Runtime 3.1 7, =17 which dotnet s $&EHR EHEITIHER R,

WRiEss <, €8.NET Core Runtime Z#&IXHEER, FIa0, MRH<LHL A /aa/bb/dotnet, & /aa/bb
ERNET Z#SIS 4R,

S8 5: T Linux VDA #i{4+8

#Z Citrix Virtual Apps and Desktops FT#imE, BF#ERNARZSHY Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARCEZAY Linux VDA &,

$1E 6: R%E Linux VDA
$I2 6a: % Linux VDA

£/ Debian # {4 8 &BE L% Linux VDA 24!
3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 1) Debian &#m5I%:
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
postgresql >= 12

libpostgresql-jdbc-java >= 42.2

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 106


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2107/installation-overview/ubuntu.html#step-6-install-the-linux-vda
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers

Linux Virtual Delivery Agent 2107

openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacke >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 {1y Debian #&#im%I%:
libmspackd >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9

ufw >= 0.35

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 107



Linux Virtual Delivery Agent 2107

ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xxserver—-xorg-core >= 2:1.18
Xserver—-xorg-core << 2:1.19
x1l1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

Ubuntu 16.04 19 Debian #&i#fim5I%:
libmspacked >= 0.5
python-pkg-resources >= 20.7.0
libnss3-tools >= 2:3.28
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
imagemagick >= 8:6.8.9.9
ufw >= 0.35

ubuntu-desktop >= 1.361
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libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsas12-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19
x1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

=

B XILhRZASAY Linux VDA 2589 Linux Z1ThRH Xorg i AsmI5IR, BEHARAER,

$1Z 6b: F4 Linux VDA (F]i%)

BILAMSERTRIRNRAF LTSR RRAARINE L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

=

ARMBEREREE [etc/xdl THEEX M. EHITARZA, BSUEHXLEXH,
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H T BE Linux VDA

RERMGERE, BIUETT ctxsetup.sh BZREIE Linux VDA, PUTEMERZ A, ZMAEIWIEINE, HERFAE
RPMMERE., MELE, ATUBNENMETZEAUERIZE,

AILUEIRB R FENETTHIZA, tha] LIRAMGEENIAN B STz, BEUR(FRT, BEEZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RnERE

BTSRRI EMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEREN, REMNARRENENARIMFEERM, NRFAFNMELERET, WHATSRTAFREEAESR,
MMAFES AT R T 12,

SFNIFREEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA 3% DNS CNAME ;2355 Delivery
Controller &, BIANERTIEERN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZtEH =15 FREY Delivery Controller &2
REEE (FQDN) IR UAT® Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EiA~ixO 80) 5 Delivery
Controller &=,

« CTX_XDL_REGISTER_SERVICE =Y | N -7£ /5 &+ BAUS S Linux Virtual Desktop AR5, BHAERT
BEA Y

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop R ER A ¥FE \MEEZEL F
G NS, EEIFE RSN AR E 5 Linux Virtual Desktop $TFFFRTEHO (BRiAJIE0 80 71 1494), B
IMERTRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 |5 -Linux VDA Zk &8 Kerberos B &g B Delivery

Controller #1785/ 3iE. Kerberos EEERIER S LB LREMEEER Active Directory ER T AME, 15
EEEHBESSIFM Active Directory /754!

- 1-Samba Winbind
- 2 -Quest Authentication Service

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 110



Linux Virtual Delivery Agent 2107

- 3- Centrify DirectControl
- 4-SSSD
- 5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRRERFNEMLKT, NRi%EET HDX 3D Pro, MERN VDI £FE (BxiF) #HAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+tBEHNEENEZ ARERIEE (VD) FREBEHZRERFER, WF
HDX 3D Pro 315, BUILZERIREN Y, BIAERAT, HTEREHN N,

+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, Ei% DNS BRERRE!
AAEMIER, WHE DNS iR &iF. BINERT, KEEIREH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z if) DNS X % Il LDAP R 28, MR
DNS FEix1R it LDAP RS IER, B LUIRMHUTE IR LDAP FQDN (%% LDAP i50) HIK. a0
adl.mycompany.com:389, ZAERT, LtEZIEEHN <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA & 2i& &} Active Directory iHiREIIE R
EEkZE 18 LDAP (i, DC=mycompany,DC=com) . B2, AIREIEERMEE, ATLUEEHREM (Hla0
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZIEEHN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 343IEBRS (FAS) BREZ 28 2@t AD AKREEE M.
Linux VDA Rz#¥ AD 4A5RBS, BERTIBUARMLIS S 2R FAS lRSBITIR. IRFHRSTE AD AR
PEEMNIRFER. NRMIRT TMIRS S, AFER <none> XAFHRIEZATH, HEREEBHRS
2HEAIIRE

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % # NET Core
Runtime 3.1 {5333 Broker KIEARSS (ctxvda) BERRR., BIAKRRA /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 Ex 1P FEAHN GNOME 5 MATE £
R, WRKIEELTE, NFER VDA T HFIRENEHE. B2, NRHETENEEmA MATE, MLWXRAETE
{Hi% & mate,

==
ER] LB ST T R B Bir2IER AN REIFE:
1. 72 VDA Lty SHOME/<username> ER FgIE— . xsession X,
2. 1 . xsession XHLURIBRITIRIEE R EFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session
fi
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M CentOS £ GNOME R

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIEAPHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -7£52f Linux VDA B2 &S, EFB5h Linux VDA BRSS. BRINERT
BEA Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0 Citrix Scout WEZFiHO. BiAimOr 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @m0, BRINHOR 7502,
WENRTEHEITEEM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
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export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBARRETEEXBLATLZNF shell. HMNBWEEAFENHSHME
#!/bin/bash {ERHE—1TREIZ shell B,

HE, BEIUGERAR M GEEMESR:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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HIFRECE B

ERELEERT, EuEEEMRR ctxsetup.sh B3I BBFFEIER, BAREE Linux VDA 36,
PRETIRVERT, BEBEIHIANENEER:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECE S K-

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:
A= MEUIREPRFAE B E SR, MMME Linux VDA TE (R,

EERE

ctxsetup.sh 71 ctxcleanup.sh A EEZEH A LETHIR, HEHEHMEESAEREH T X4 [tm-
p/xdl.configure.log:

Z#Esh Linux VDA BRSS, HMREREX.

#1%; Linux VDA

Et0F Linux VDA REEREH BB RERGENRE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEEZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

L Linux VDA 84, BHITUUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

E0% Linux VDA 2= MIFRKEXRY PostgreSQL IR MEEHIE. B, FaMBRERE Linux VDA ZAEIHRE
B9 PostgreSQL R4+ 8 E ik F R 4+ €.
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AT FHMERERNBEIE PostgreSQL £ AR 4 B RIMIBR IR E.

$ % 8: 1517 XDPing

#EiefT sudo /opt/Citrix/VDA/bin/xdping Li&®E Linux VDA MBEEENELEERE. HXiF4
58, E21A XDPing,

41 9: iz17 Linux VDA

A ctxsetup.sh BiZ<EE Linux VDA i3, AU T&<ESI Linux VDA,
55 Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

f21E Linux VDA:
{21k Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
21k ctxvda # ctxhdx fR$SZHi, BT service ctxmonitorservice stop &<LUE
IEEMARSSTIFIER. BN, MRS TIFEFRBERRBHEF LRSS,
/250 Linux VDA:
E#Esh Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

7 Linux VDA K7

E10Z Linux VDA IRSHIBITIRS, BEHMITUTIRME:
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sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$1% 10: 7£ Citrix Virtual Apps = Citrix Virtual Desktops #8|Zi+EHNER

BRI ENLE RAAM Linux VDA it EHBiZ 25 %489 Windows VDA 735£ M. BXIMATEMXLEESHIEME
MEVIRER, FERACEITENERMEREITENE R

BIEES Linux VDA itBHMITEN B RN S@EIG—LRE], FEiZdiERRTFH Windows VDA i+ B 8IEE T B
Bx:
o WFRERYT, 1EER:

- ZRERERHEN WFREAZRERGER),
- BRERERSHER (WTF VDI EAKERGERE),

o FMER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,

AR

FHARRAHY Citrix Studio Fx3#F “Linux 2ER4” WIS, BR, % Windows Server &R LIRS
BRIERSHETNERTFERIEEEZZEMER, 1%F Windows SEi&ER S R EIRERFETNE R F(F

BEITEN—T AP R(AEE,
e

MRMERHENERBEEFRIA Active Directory 15, NaZMERItEN, AEBEERFNZIHENER.

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops #6232 {F4H

IR MAAMRIMES Linux VDA IHEMEITEN B RINEES Windows VDA B/ LFHEE, BXINAETERMIXL
ESHEMFAIREA, BFSREEZ T H,

BUEEH Linux VDA I8 B R AHAR @Ik TFRE:

o WBRATIER AD BPFAIABERRE, FIUERE Linux VDA 18,
s BFIMATRESHRIEN (ER) AFRER.
o BEPNERMEFREANEE Windows iHEHHITENER.

BXMABIRTEN B RMRAANES, 3ESH Citrix Virtual Apps and Desktops 7 2106,
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Fp%zi Linux Virtual Delivery Agent for Debian

June 21,2022
BERTR:

WNFeMEE, BVEEREMREN#HITRERE, BMREENNXNES], SAXPFRNFHREMRLL, BEFX
2T,

H1% 1: E% Debian LUE#HIT VDA &%
$I2 1a: WiIrMKREE

HREEEH EWRICEMS, 0, HH7E Linux VDA EEZE DNS RS2,

FE1b: REEHNZ

HHBRERIRSITENNENZ, 1EEX [etc/hostname x4, FEHMNBEIHTENNENS,

hostname

$E 1c. AENRHEIFEMIE
HRITEHE DNS HEaMT LB ERE (FQDN) EftiEEIRE. HEAREH [etc/hosts XHHLUTITURE
FODN f1ENBERNFIRI&E:
127.0.0.1 hostname-fqdn hostname localhost
4.
127.0.0.1 vda0l.example.com vda0l localhost
MR E A B bRt hostname-fqdn &% hostname MEMEMSI B,
=

Linux VDA Z#iR3z#F NetBIOS & ##&kif, Flt, ENMBFREFEBE 15 MNF5.

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATHE (). SEMEMTS. ENBFEURFH LM
LUEFRLER. tEMNERTF Delivery Controller E41%2,
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SR 1d: WETNE

WIEENRBIRERTIERELIR:

hostname
<!--NeedCopy-->

e URET BB EN S, MAREE FQDN,
IIE FQDN RERBIEHTLIR:

hostname -f
<!--NeedCopy-->

IteEr <Al EHBY FQDN.

$IE le: ZHZHE DNS

BINZEBA T %% DNS (mDNS), MiX2SREHRIFERFT—.

Z2E mDNS, 548 [etc/nsswitch.conf HEXEE U TREWIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. WEZRBTMRS DAY

HaIAAT LUEAT FQDN #H3ds#z%28#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN % Ping Ri@ LRE—ItEH, BANERXTR, RGBSR,

$& 1g: RER#HES (chrony)

H#fr VDA, Delivery Controller #1igiZH38 2 BB SALAEHRRIL EXERE, & Linux VDA REREIWIEEES
SENMREERZ. HTIERERE, sFERIZIZERSKES BYE,

%% chrony:
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apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf HhHENTZMERSB/HFM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -1iburst

TEHAIERE S, RHEIMASHIFITHIBRES, MAREEM R NTP MRS RES . NiFHE1 Active Directory 5
EHISE AN — RS EER B,

HiERT HRERIE A server ¢ pool &8, S#EIRE] IP #hitk, localhost 1 2RSS *.pool.ntp.org £H,
REEHHEFHB Chrony FPi2RF:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

S 1i: FIIBRIEENEFIEE

E} Debian Z1THRREVEIMRFIN, 1§ deb http://deb.debian.org/debian/ oldstable
main f7&mEl /etc/apt/sources. list Xff,

TR 2. EEEINEEER

EZHEMVEERF £ Linux VDA SEEIMNIZITH, FEEH—LEN. RIBERNEMNEEEFTAE
HUTER. MREFEVEM LIETT Linux iT8H, NEFEREAEN,

&%E Citrix Hypervisor &) [E):25 a0

BT Citrix Hypervisor BYE|RAS AR, & MNFEBME Linux VM &, &=&3 NTP #1 Citrix Hypervisor B
SREERFAN, ABRRNHSEMRSHERTEAS, BREFEED Linux BRPIFNRANSHES NTP S, Xiis
MERZHENNERS, BHE HYM ZX THITERER,

EFEL Linux Z1ThR®, MREAEBTHFEMK Linux Rz, HRE T Citrix VM Tools, EaT 2 Citrix
Hypervisor BRI HEER EFE, UKRREEX Linux VM B!
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <RE 0 5% 1:

- 0-BEEFSIIEEERA, BERAEMA,

o 1-ERESHEERA, THREMEE.
MR /proc/sys/xen/independent_wallclock X#:FEE, MAFBEHITUTE B,
MREBA, HEEMZXHEAN 1 RN EIE S IEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBMENAEY, 1EHRE [etc/sysctl.conf XHHRMUTAT:

xen.independent_wallclock = 1
EIEXEEN, BEMBIRS:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

7£ Microsoft Hyper-V &S/ EE:F R@

237 Hyper-V Linux MRS Linux VM FTLUER Hyper-V B ElE 5 ThaE R E MR R A0RTIEL, SRR

R WIRERBRTAISE, F—RBALLIES NTP RS,
NEIRIRER S

1. ¥T7F Hyper-V EEEHIA,
2. 3F Linux VM B9i& &, i5%$% Integration Services (£IRS).
3. HRE%RE Time synchronization (BFEIER).

AR

Ib753%5 VMware # Citrix Hypervisor R, X@#=maRAINNERSIEE, URS5 NTP REHR,

Hyper-V BiEIRS A LS NTP BialFS 725 Eih
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&E ESX f1 ESXi LHETiE]EF 1a)RR

BRT VMware EEIRESTHEER, TS MFEME Linux VM 1, ZB2E3 NTP 1SN EEREFHEAR TS R4
M, NEGENHSHMRSERRAYL, FRESD Linux ERHHFHNRZNSHEHS NTP AY, XMERERZEREN
BHEIRS .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

f1FF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (EEiM#EM) YHEESH, 17 Options (G£EI) &M+,

#%#¥ VMware Tools,

£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

ok wph e

$12 3: @ Windows & 5700 Linux Ei4# (VM)

Linux VDA 5% #hE Active Directory (AD) 15700 Linux i+&E#HBYA%:

+ Samba Winbind
Quest Authentication Service

+ Centrify DirectControl
« SSSD
« PBIS

RIBFMIZIN TS 7%, IRIGEAMITIRME.
AE:

73 Linux VDA sravzsitiik = # AD ARSIk ERERMNAR B, SIERIEEEKK.

Samba Winbind
ZRYEHFRRLES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN EREREN Winbind s7i#2F  Winbind sFiri2F S AECE RTEIT BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

AR
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H#f® winbind Bz F /etc/init.d T

fitE Kerberos Ll root AP 513, 17T [etc/krb5.conf HEEELUTIRE:
AE:

RIBEE AD ERtZEMEIE Kerberos, UTIRBERATFEIEH. 2MIER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos $igi&

#r, #5130 EXAMPLE.COM,

ftE Winbind S538iE 177 [etc/samba/smb.conf HEE L TIGE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no

kerberos method = secrets and keytab

winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM FHE—1FE, REALM 2XEH Kerberos s & #F.
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B E nsswitch 177 Jetc/nsswitch.conf 33§ winbind HNEILLTIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1 fEHyIgiiz %ISR el ihin), MEESAEEEREIHENRMEHA Active Directory AP ik
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $iZ#:, user 2E80& i+ EVIFMEEAEAF,

B 250 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind i28 PAM 517U T&%, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &{3%13E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

Wikl A 5% Delivery Controller RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory FE—MTENIT R

i&17 Samba 19 net ads S S EIFHEV ST EMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE E i Kerberos EEBIEMEENTIS Linux VDA BB&ER, iBRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIFRErIARKIEHEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIE N AD 582, A2 Kerberos ssi&#f, ¥+F bash shell, #FERS— MR REHT (\) FrFs
T8, HSiRE—EMINTFEMHE S,
EIF Winbind PAM iR 2B B EHECE, 5ERAURKRERMNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

EmThiziT SSH #88<, 1Btk SSH EBBHIERIETT.

IERE R id -u 5<$REIM uid SIE TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

SIEA P Kerberos EiREEFHHNERETENEKRTH:

klist
<!--NeedCopy-->

BRHZE,
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exit
<!--NeedCopy-->

HiEE R Gnome 5 KDE =580 A LRITRMBTIR. R TRMARIEGERERITIE 6: 22 Linux VDA,
e

MREAEKAERIRIIHITRARSHRIE, EXEETENRHE, BEMBHDITENHER,

Quest Authentication Service

7EiEEHI28 LBCE Quest  BEEEE Active Directory gii5H2s FREHFE T Quest 2, MABRESEEMN
R, BUE Active Directory el Bt ENITR,

AWFAFRER Linux VDA 81l AT iHRAAEETE Linux VDA 18 #] L&z HDX £1&:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) i&BRLFREAFA894A ID.

W

=z

P =W

XERBESTIREESAR, WEMINAUERESIG. RDP. SSH S AHEMITEMINEITER.

#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32HIThAESRM Quest A/ Unix i
EEF IPCHF, HELSABAER.

R BNREENSERZA SELinux. Ll root BFR &%, 4KiE [etc/selinux/config 3 E ek SELinux &
=

SELINUX=disabled
WWEREREHBEHITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHNBA SELinux RIZEHLHSSETLE, BMERX root AR FE A
P2t
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foE VAS sFiPi2F WS AU Bh4T Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

A S LRITIEMRIZ /9 O /B (32400 #4) , BRELERIARY 10 N\BSRIBE AR 1 /08, BEREEHERRIENR
4% LigBRIENE,

F2E PAM #INSS ZEEAi@ET HDX #ITHE AR BERUKREMARS (5190 su. ssh #1 RDP), EE{TUTaHSUF
EHEZE PAM 1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A Windows i /A Quest vastool &< Linux itBE#INAZI Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFITEMNIMA Active Directory 135 . domain-name Jig# DNS &#5, 40 example.com,

WirEm A &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows £ 2 Linux) #8ZE7E Active
Directory AE—MTEMITR, WiF Quest MMAK Linux itENES U FiEH:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRHBENEMNE, HaH<LRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITRAP BHIIE ZEIRIE Quest EF/EEEEIY PAM ST AP # TR ML, BEAUAIREANEAP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
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<!--NeedCopy-->

IERE R id -u 55$3RER UID I TR Kerberos EiREEX M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEFTIHIMARIEESEMITSE 6. 24 Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<% Linux i&#Li
A Active Directory 3;:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2H ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iHH~. domain-name £2# 2%
Linux i+&EH N ZIBYIHHI 2 #Fo

WirEm &% Delivery Controller ExkFrE VDA i+ &#l (RiL2 Windows i£2 Linux) #8ZE £ Active
Directory E—MIEHT R, WIE Centrify MIAB Linux it BN EE T

su -

adinfo
<!--NeedCopy-->

I5F Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
A, NIZKeA Centrify P mi@3 T RS W/IEET S B IIEAA,
FERUTHSAREELENASKMIZHES:

adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITIE 6: 24 Linux VDA,

SSSD

& Kerberos z{TLATa<LI%E Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

ZALE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L TSK:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBERTFHIH. SMIER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

b EFxH domain-dns—name £%% DNS 5%, i example.com, REALM @ AE# Kerberos i3

&R, %0 EXAMPLE.COM,

M Zig SSSD B E A fER Active Directory 1E R E B 9 1R 2R H BE A Kerberos #7541 E, 8
&, SSSD HRREATFTMNEMEERS keytab X AD BEFimThEE. AITBAER adclic realmd 5%

Samba.
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} =r

AR

KD ABNIRM adcli #1 Samba B LS.
o NREGER adcli N, BRRUTSE:

1. =& adcli,

sudo apt-get 1dinstall adcli
<!--NeedCopy-->

2. M adc i A,
ERUTaHSHIBRIBRS keytab XHFHIMAGE:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqgdn
<!--NeedCopy—-->

user 2EMVSHENFMEIEAEAF. hostname-fqdn 2itE#89 FQDN BXWEHN 2,

FE -H %M, adcli A#EEmMER A host/hostname-fqdn@REALM ) SPN (Linux VDA ERfEA 1L
=5

3. WiE&R% keytab,
&1 sudo klist -ket &<LUMRRS keytab XHEBIE,
WIFS MR EBE S SRt BN EE TS,
o WRFEA Samba MAEE, BERAATIE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. 28 Samba,
17 Jetc/samba/smb.conf HEE L TiSE:
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos Ui &#r,
3. A Samba MmN,

TR EIRR ARSI, RESMAEBEICEFITENRMENEN Windows 1Kk,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrp, REALM 2AEH Kerberos S &#R, user 2HRUEIHENRMEIRHIRAF

RE SSSD LRI EMPATIRME:
MREARRE, BEREFMFEHN SSSD MR BERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

=z

AR

BIMER T, Ubuntu %21 Ba1ECE nsswitch.conf fl PAM B R1&k,

B E SSSD Enh SSSD iR 2 hl, EEE SSSD it &, WFHELERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BELEXX 4+, H%AFEIRIE, U root BASHEIEEITH [etc/sssd/sssd.conf HEE LU TIRE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days
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krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

dap_id_mapping i&&7 true, LUE SSSD A& £1554% Windows SID g% Unix UID, &M, Active Di-
rectory A MaETEIR M POSIX i BI2F. PAM fR$3 ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk EFxx+# domain-dns-name £%75 DNS 5%, I30 example.com, REALM 2 A5 # Kerberos {1
&R, flal EXAMPLE.COM, FEEERE NetBIOS 157,

BXEEIRENEE, 5209 sssd.conf # sssd—ad HFMTL

SSSD sFiriEF EREE X N A BFIEE REMR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD FiFiERr IETTUA T <L BNEEh SSSD FiFiER, MRETIFiERE I ENSEITEE:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMEE BT T&S, BWiRES SSS authentication (SSS 513383F) #1 Create home directory on
login (EEREAIEEER) &

sudo pam-auth-update
<!--NeedCopy-->
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Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
B MRS,

o NRMFEA adc i1 WIBEKREH, 5517 sudo adcli info domain-dns—-name &a$ LU ERIE

o
= léxo

o MNRMEA Samba WIHEM B S, 3EizfT sudo net ads testjoin <LERIEBTENESTEMAE
i, &7 sudo net ads info HLWIEMIMNGEIITENTRERS.

1%iF Kerberos if& ZEWiE Kerberos REEEMEENAS Linux VDA BEBEMERA, BRIERS keytab X2
BEIBRHEEENER:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENANAABRUTIEERAT, RS (§) BAEARKML (\) #1T8EX, UREE shell Hif, EFLEREH,
DNS 5% 5 Kerberos {UH B A E, EHREREAMABM. WRIELHSHINET, WFR2ETERKLH,
AU TRLEIET KA TGT EETF:

sudo klist
<!--NeedCopy-->

BIEAFPS%IE SSSD FEHEITFIFEFRHATURSMNEIENGLSITIAR, Ratdd PAM 7Tl
EI0IE SSSD PAM R 2R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REIH Kerberos ZREERER T XA FH A KIS,
LL root AR B3, WIFEEERETEMN id -u &<$IREM uid SIERIEN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager $475ME0Mist. 7ETINIIEEAEITHS T 6: 24 Linux
VDA,

PBIS

THFER PBIS & fla0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REMARHIT  Hlan:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

M Windows 1 fEayigiiz s S8 a]ifin), MEESAEEEEIHENRMEHA Active Directory AF ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G B M AN Active Directory 1 #9315 B 7. domain-name 735 #9 DNS & #%, 0 exam-
ple.com,

FE: B3 Bash igERZIA shell, i&is1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash

A
o

Wik R &1 Delivery Controller ZRFrE VDA it&#H (Windows #1 Linux) #BZE7E Active Directory
B—MIENR, WIEMAT PBIS & Linux BN 2B TFiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FREHAXLFIMAR AD 25750 OU iER. BN, REFENSZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

S 4. 2RNEWE.NET Core Runtime 3.1

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £r9i#BA%%E.NET Core Runtime 3.1,

Z# NET Core Runtime 3.1 /5, 31T which dotnet s<$EHEHBEITRER,

RiEH<SiE, RE.NET Core Runtime Z#HIX &R, 30, SRt A /aa/bb/dotnet, 1&#F /aa/bb
ERNET #5214 8812,

$B 5: T# Linux VDA 48

#Z Citrix Virtual Apps and Desktops T#mE, BF#ELNARZAH Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARICEZR Linux VDA 2,

S 6: =% Linux VDA

S 6a: &% Linux VDA

£/ Debian #{ 8BIBE L% Linux VDA #4:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.7 89 Debian {&§fiIf5|&:
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ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tlinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9,27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~

-

<!--NeedCopy-->

} =r

AR

BRILARZAH Linux VDA Z#5#9 Linux &1ThR# Xorg hRAMFIR, ESHRARER.

%1% 6b: 7% Linux VDA (F]3%)

RAILAMSERTBIR N RRAF LTSR RAARIME LE,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

} =

AR

ARMERERESE [etc/xdl THREX . EHITHRZE, BESYBEMXLEH,

$ T BE Linux VDA

RERGEE, BIETT ctxsetup.sh MZREZE Linux VDA, HITEMERZ A, ZHAELKIEINE, WERFAE
RMPEERE, MALE, FJUBNERNETZIALUENRRE,

AILURR B R FENETHIZA, thel LIRAMGEENIAN BoiEiTHIZA, H5Ug(Fal, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
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RRECE

BITsRTEMRENFEEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEIREN, REMNAFRRIENARMEEERM, NRFIFHMEREREE, WHAFTRETAFRETAES,
MmaIFEIHATE R RETE,

SENIFIRTEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA 33/ DNS CNAME i2 &35 Delivery
Controller &#F. BIANERTIRERN N,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tia=1& 5 FBH Delivery Controller 2¢
FREHZ (FQDN) IR LUABT @ Delivery Controller i3, #AZELisE—1 FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP ixs O (ZRIA RO 80) 5 Delivery
Controller &1z,

+ CTX_XDL_REGISTER_SERVICE =Y | N -#ZEzhitE#ERE5) Linux Virtual Desktop AR%. BRIMERT
®EA Y.

o CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BR$3 B K 7 i E A\MEEZ@EL &
G NI, ERILERSAIERBAEH Linux Virtual Desktop i THFRERD (ZHARERO 80 1 1494), B
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 |5 -Linux VDA Z3k £/ Kerberos &2 &i& & Delivery
Controller #1783k, Kerberos EBERIERZA LEREMBEEBR Active Directory ER T AME. 15
EEERBEZZIFM Active Directory &5 74!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %3#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRAEFNEMLKT, NRi%EET HDX 3D Pro, ME R VDI £FE (£xiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 1%, BILZEEIREN Y, BIAERAT, HTEREN N,
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+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, Ei& DNS #BRERRH!
AEMIER, MIEE DNS mZ . RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS 3 % Il LDAP fR55 88, MR
DNS FTix1R it LDAP RS IER, B LUIRMUTE SR LDAP FQDN (%% LDAP i50) HIK., a0
adl.mycompany.com:389, RIMERT, LLEEIZESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&@i¥i& &/ Active Directory BRI R
EERZE i LDAP (0, DC=mycompany,DC=com) . B2, NIREIERMEE, ATLUETEHEREM (flu
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEiEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) BRS 38 2581 AD A HRIEE B,
Linux VDA 325 AD 4HERER, BRI LIBCAIRIELUS S 2RHY FAS BRSE8RMTIR, IMFHH51E AD AR
FEEMIRFHER. MRMERT ERARSS SBMAL, BEA <none> XAFFHREFHTH, HFETEBHRS
ERHUEAYINT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % # NET Core
Runtime 3.1 L5 Broker RIBARSS (ctxvda) MR, BRHIARKRREN /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 EE1EFHFEAMN GNOME 3¢ MATE £
iR, WRKIEELTE, NFER VDA T HFIRENEHE. B2, NRHFETENEEA MATE, MHRETE
EIRE 7 mate,

AR
ER LB ST T R B Bir21EA AN REIFE
1. 7£ VDA k9 SHOME/<username> ER TFglE— . xsession X,
2. 41 . xsession XHLURIBRITIRIEE REFE.
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session

fi

mmE CentOS £/ GNOME £&E

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
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if

[-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIERPHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -7£525 Linux VDA B2 &S, 2T B5h Linux VDA BRSS. BINERT

BEAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WE#FHO, BikmOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @80, BAIAMKOAN 7502,

REMREEHIETEEEM A

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4]|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS _LIST= ‘list-fas-servers’ | "<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BT sudo <R, BA -EXTLUBHNARRLTEEXBLATLZNT shell. HMNBWEEAFENHSHME

#!/bin/bash {ERE—1TREIZ shell a2,

FE, BAIUERR I HIEEMESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFFECE B

ERLEERET, EEEEMRR ctxsetup.sh B3I BLBFFEIER, BAREE Linux VDA 36,
PRERIRVERT, BT EIHIANENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

HFFECE S K-
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:
A= MEIREIBRFRrE B EE0IE, MMME Linux VDA LA,

EERE

ctxsetup.sh 71 ctxcleanup.sh A EZEH E LERHIR, HEHEMEESANEEHEXH [tm-
p/xdl.configure.log:

E#Esh Linux VDA BRSS, HIREREN.

#1%; Linux VDA

Et0E Linux VDA REEREHEEECRERMGENRE, BBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZFAGER:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B4, EHITIUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

EE Linux VDA B2 MIBRXBX89 PostgreSQL MEMEEHIE, B2, FEMIBRTERE Linux VDA ZEIRE
B9 PostgreSQL X+ 81H H ik #i AR 4+ &

e

AT HREERNTAEIE PostgreSQL EARRIKIE 4 S HIMIFRIE 1o

S 8: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping ie®E Linux VDA FIEEENERRE @, &XiE4H
55, E2A XDPing,
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$18 9: i517 Linux VDA

£/ ctxsetup.sh iI4<EE Linux VDA 5, BERUTa<EE Linux VDA,
E5) Linux VDA:
BEh Linux VDA BRS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

=1k Linux VDA:
fS1E Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
E121E ctxvda # ctxhdx RS 280, 1EiE17 service ctxmonitorservice stop m<LUE

IEEMARSS TIFIEF. BN, MRS TIFEFRBERRBHEFELERNRS.

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

#2 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$18 10: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BUERITEA B RAAM Linux VDA it BB 5E 58 Windows VDA 757E£ M. B XA TFEMXEAESHIEME
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:
o WTRERYT, 1EER:

- ZREBRERFEN WFREAZRERGER),
- BRERERAER (WTF VDI EAKERGERE),

o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

=3

o =W

EHAkRZAAY Citrix Studio Fk#F “Linuxi#ER4 MBS 2, %1% Windows Server i&ERAHIRS
RIERSETNERTFERIEEEZZEMER, 1%F Windows SEiER S R EIRERFETNER F(F
BesitEN— AP R (HHEE,

e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

$18 11: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIERSEMBMES Linux VDA BT EN B RHEES Windows VDA HHENLFHEE. BXIAITRXLE
ESNEMFMRIIHEE, BSHECER T AE,

BIE&% Linux VDA i+8E#H B R FARN < EIE LU TR :

o HIRFMER AD BPAIABIEHRESE, AUERT Linux VDA &,
o BENAFREZEEMRIIN (BER) BRER.
o FEPERMATREANEE Windows iHEHNMITENER.

BXRNAIERTEN B RMRGHNER, 1521 Citrix Virtual Apps and Desktops 7 2106,

£iEAT Azure 19 Citrix Virtual Apps and Desktops Standard #6/7 Linux
VDA

June 16, 2023

AIEE AT Azure 89 Citrix Virtual Apps and Desktops Standard s8I BEIINEEFARIMAEES Linux VDA,
LU AR B2 SEM Microsoft Azure RIFEIEMIEE. BXIFMER, BESRIEAT Azure 9 Citrix Virtual
Apps and Desktops Standard,
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S #9 Linux Z17hR

T Linux R1ThRZ#FIEThRE:

« RHEL 8.3
« RHEL 8.2
« RHEL7.8
« Ubuntu 20.04
Ubuntu 18.04
Ubuntu 16.04

p

ZEERAT Azure B Citrix Virtual Apps and Desktops Standard 812 Linux VDA, BRI THE:

1. 72 Azure AR T ME&:
AR

tboh, SRR LUER Linux VDA BEWEMIEERIT IR GBohEH. EXLMILER, BEEZRE LD
etc/xdl/mcs/mces_local_setting.reg xR mMa<4T.
Blgn, BILURINLA R eR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

a) £ Azure /1, BIEBZIFHIRITARA Linux VM,
b) MBEHKE, 57 Linux VM L &ESHEHIFE,

c) & VM Lk, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EB93iEA%R%E.NET Core iz178Y 3.1,

d) (¥R Ubuntu) 7% /etc/network/interfaces x#dFil source /etc/network
/interfaces.d/* 17,
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e) ({XPR Ubuntu) &% /etc/resolv.conf @ /run/systemd/resolve/resolv.
conf, miEKHEER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy—-->

f) %% Linux VDA &,

g) B /etc/xdl/mcs/mcs.conf T E, mcs.conf BEXHHEEATIZE MCS # Linux VDA
T2,
AR
EE dns TERBRKIEE,

RELR T BN B RINEFEFSHAEN LR, H&E VDI_MODE=Y,

h) i1 /opt/Citrix/VDA/sbin/deploymcs.sh,

i) 7£Azure &, fEiE (SREUEHE) VM. BERESEEMNER (VHD) XHER SAS URL, ERILUE
2 BRE G SREIZEE M VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

== -
Disk

P Search (Ctrl+/) | « Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *
Activity log | 3600
fa Access control (IAM)
® Tags
Settings

& Configuration

. Encryption

Disk Export
It properties

Locks

u= =]

Export template

Support + troubleshooting

2 New support request

j) (ANk) EEMEG EERBARIKISE, EALUER ctxreg TARREARKIGE. Fifl, UTHSRR
PDF $TENZFE BnhtliE PDF i@ B1TENHL SRS,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v
"AutoCreatePDFPrinter" -d "Ox00000001" - force

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 144



Linux Virtual Delivery Agent 2107

<!--NeedCopy-->

2. M Azure S ANTRE,

a) EEEESIRT, BRGMNERG, ETABREIIE Citrix REHNEEUREIENSNHRE,

R RS ASHEREREEBEE EEMENZFHIRSETER, QIZE—TERE, BEEHIRE
&3 Citrix Cloud #i%:# Managed Desktops ((TE=mE) RESEBEEBEG.

L_@ Master Images X

¢ Build Image + Import Image

b) BHESNME,
C) MNTE Azure F4ERERY VHD SX##9 SAS URL, 38 Linux £ MG AL,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

Master image type
Windows

® Linux

Name The New Master Image

d) ZEmSPERATERS A EHERRIRIE,

3. SIEHENER.
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IREEERIR, ARELEEER. SIBHENBRE, HEEZAtIZNEMRE.
AR RAeTE Citrix FEER Azure ITIRFPEUERIDNER Linux HENBR.

&3 Machine Creation Services (MCS) ¢ Linux VM

May 8, 2023

EEFA MCS 8UZ Linux VM, SR GBI EREF S TG, ISR SHEER VM £24 VDA, 7 Citrix
Studio FEIBIHENBER. QIBRGEURPITRLEREES,

AR
NREER7E Citrix Hypervisor. Microsoft Azure. VMware vSphere. AWS. GCP 5 Nutanix AHV L{
SNVEMEMN EIRERF DA TG, JRSHIEIMER.

B Citrix Virtual Apps and Desktops 7 2003 &2, Microsoft Azure. AWS #1 GCP 725, B2, &aLL
#rsE A Citrix Virtual Apps and Desktops RS HEIEM.

SEHIRITHR
Winbind SSSD Centrify PBIS

RHEL 8.4 = S = =
CentOS 8 (2105) 2 & = b
RHEL 8.3 z £ P~ =
Cent0S 8.3 = £ P~ =
RHEL 8.2 = S = =
Cent0S 8.2 = ES = =
RHEL 8.1 = ) = =
Cent0S 8.1 = £ = =
RHEL 7.9 = = = =
Cent0S 7.9 = Z Z =
RHEL 7.8 = = = =
Cent0S 7.8 = z z b
Ubuntu 20.04 = = S =
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Winbind SSSD Centrify PBIS
Ubuntu 18.04 2 z 5 =
Ubuntu 16.04 2 z 5 =
Debian 10.7 2 z FS =
SUSE 12.5 b = S =
AR

INREREFA PBIS 3t Centrify 3& MCS gI2avitEHEES Windows 1, BFEMMUTFES:

o EERITENLE, 7 /etc/xdl/mcs/mcs. conf X#hEZE PBIS 5 Centrify #iF & FHRZEH
BHiERE PBIS & Centrify 4 ,

« #iafT fopt/Citrix/VDA/sbin/deploymcs.sh Zgil, EIE— ML E L (OU), %448
BAXTEFEME MCS SIZMIHENEE S ANNZEBEBENR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh ZETEEHRRBH MCS tIEAIITEN /I,
EIRIEERIEREE Delivery Controller 2 Citrix Cloud Connector Eizf7 klist -11 0x3e4
purge,

& MCS 7£ Citrix Hypervisor £ Linux VM
FB L EFEMG

FMGESRERA. ERIMCNAER. VDA MEMRG. BESTME, BRITUTRE:

$E la: & CitrixVM Tools 72484k VM 22 Citrix VM Tools, LUESE 1 VM #rae(ER xe CLI 8 XenCenter,
MRERExEETH, BN VM BILEERTAER RIS, MRREXETE, TERITUTEMIREE:

o HIRXHE. EFBEHER VM.

+ 7£ XenCenter H&E VM MaEEUIRE,

o IBEFEETHVM (@d XenMotion),

o QIERBHHFENT (0ER) HRE, URERIIRE,
o FEIETEIETTHY Linux VM LiE%E vCPU %%,

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. RI\EH Linux R1THR, BITUTHLRE xe-guest-utilities B,
33F RHEL/CentOS:
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sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3+F Ubuntu/Debian:

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

x$F SUSE 12:

sudo rpm -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 1 XenCenter gy EMET+ TR VM BEIMLIRS, MNREMmEET Citrix VM Tools, MEILIR
SHBML:

XenCenter
Storage  Templates Tools Help

id New Server New Pool E New Storage E Mew VM @ Shut Down % Reboot 0 Suspend
Q[ — o
~

General | Memory | Storage | Networking | Console | Performance | Snapshots | Search
VM General Properties
Expandaall  Collapse all
General | (&)
Name: Rhel69s-1
Description:
Tags: <Nones
Folder: <None>
Operating System: Red Hat Enterprise Linux Server release 6.9 (Santiago)
Virtualization mode: Hardware-assisted Virtualization (HVM)
BIOS strings copied: No
I Virtualization state: Optimized (version 7.0 installed)
Time since startup: 27 minutes
, Home Server: <MNone>
vuip: I
Boot Options | &2
CPUs | &2
Read Caching | ()

$3% 1b: (YR Ubuntu 16.04) =% OpenJDK 11 7 Ubuntu 16.04 L, @id5em U T B L% OpenJDK
11:

1. M https://jdk.java.net/archive/ F#i&## OpenJDK 11,
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2. i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz s LURE THNEGE,

3. (Fi%) BfTmv jdk-11.0.2/ <target directory> &%LU§ OpenJDK REEEIFE R+,

4, iz 17 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. i8fT java -version &% URIE Java BURRZS,

H8 1c: 7EEHR VM £%% Linux VDA it &
=
EFRHFIEITH VDA fERIEIR VM, BBk It B,

EEIR VM _ER% Linux VDA -8 2 /i1, 7EXRE.NET Core Runtime 3.1, BXFAEER, BEEIRNRERR,

RIBEM Linux X1ThR, iB1TATE<$ R Linux VDA R EIFE:
33F RHEL/CentOS:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xJF SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$ 1d: SREEMHENRE tdb-tools 3i4& 33F RHEL 7 fR5523:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

%fF RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S le: REALUIRME ntfs-3g 19 EPEL =fiE £ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =%
B, LUEREEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g .
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S8 1f: 72 SUSE 12 tFrhRi# ntfs-3g 72 SUSE 12 ¥ & £, FrEEMESTIRE ntfs-3g, THIRNR, HiF
HFrhRE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HmiFBAFKHBERHEIREN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFa,
3. fRESs ntfs-3g T :

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy—-->

4. A ntfs-3g R BHIEKRE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R®# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

SB1g: I§BETHNFE  EisfT deploymcs. sh Zal, EHRITUTRE:
o Bt /Jetc/xdl/mcs/mcs.conf FMZE, mcs.conf BBEXHRMATIEE MCS # Linux VDA
HTE, UTREAUREEEIENTE:

- Use_Existing_Configurations_Of_Current_VDA: HiEREFERYRIEEETH
VDA WM BEEE, WRIKEAY, MCS IZMITEN EMEEXHES HaEEEITH VDA ERNERX
HHEE, B2, EMAKAERE dns 1 AD_INTEGRATION &, ZKIAMEAR N, XEETHE L
R EER A THE MCS SIEAITEN LB E .

- dns: &€& DNS IP hit,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS = Centrify, % MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESRECREISZ IR IThR.

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify i+ @a9isi2. I3 AD_INTEGRATION
T2iGEN Centrify BY, ZEFREM.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T# Centrify Samba % amigiR. REH
AD_INTEGRATION Z&i&&X Centrify By, ZEFREX.

- WORKGROUP: 137t AD HECE T TIEH, HRETFASH (KDKANE),
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o EERITEN L, EmSTRmEl /etc/xdl/mcs/mecs_local_setting.reg XFLIRIBEES
ABEHEMRE, LIRERIREEHIENIZERE MCS FiEH it BN &SR EN B ohi &K,

/etc/xdl/mcs/mcs_Tlocal_setting.reg XM E—THER T REXFMEMREN—
[iTERC

filgn, ERILUE Ta<1TRMmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHNE
AR EREMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "©
x00000003"

<!--NeedCopy-->

S 1h: SIEXME
1. i5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A]i) HERIRVM £, EFESERUEENIENFFE VM EBHEX /etc/krb5.conf. /etc/
samba/smb.conf Ml /etc/sssd/sssd.conf 3¢t

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix.

FF SSSD AF, iEE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

st F Centrify BP, i8E# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

=W

BFREBERXEIEANNERIAEETE, 0 SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. 7£ Citrix Hypervisor £, XiFA&EiR VM, BIEH 68 T IREEIIRER,

TR2: SRHENER

7z Citrix Studio &, SIEIHHENBERHIEEEEERPLIEN VM B8, REFENTHMEBEES. EXEAEE,
ESFER Studio tIEITENER.
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TR 3 SERNA

HENEREM D HS MBI ERPEROTEINES. HENBRIEEMER A I UERAXLEEN, UKkA

HXERPEANNAEFMIRE. EXEAEER, BEMACIERZE,

£ MCS 7 Azure 812 Linux VM

$8 1: 7z Citrix Studio #1812 5 Azure Kt EEE

1. £ Citrix Cloud £p9 Citrix Studio &, ®EREE > 18 > FINEENERLULIES Azure MIiEE,

£8 Citrix Studio (Cloudxdsite)
O search
Machine Catalogs.

I

Microsoft® Azure™ httpsy//management azure.com/

n
8 Administrators

Hostir - =

D storef| Add Connection and Resources
(& Ay ey,

@ Zones

Refresh

Help

2. EEEESA Microsoft Azure,

Studio Connection

) Use an existing Connection

azure -
Connection g
| ®) Create a new Conngeti

Details | :

. Connection type: [ Microsoft® Azure™ -]
Region
Network Azure environment: 1 Azure Global = ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

3. BAER Azure tkF BT ID, ARBNERERERAT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)
feryon Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine
4o lice Add Connection and Resources
View >

Refresh

Help

PR 2. ERIR VM LESETREG

TRGEESRERR. EEMUNEERF. VDA MEMRMG. BESIMRE, BFRITUTERE:
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$1% 2a: Jy Ubuntu 18.04 it E cloud-init EWMFEEEFHESISHELE VM 83 VDA ENZMAEE, BBITUT

DA
AR <o

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99_hostname.
cfg
<!--NeedCopy-->

HafR1E /etc/cloud/cloud.cfg XtFAEy system_info 285 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

£ 2b: ({XfE Ubuntu 16.04) %% OpenJDK 11 7t Ubuntu 16.04 L, @Eid5em I TS B RE OpenJDK
11:

M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNEE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. i&fT java -version &<URIE Java B9kRES,

> wnd e

HI 2¢: 7EiEiR VM %% Linux VDA 348
FE:
EEHEHEIETTH VDA AR VM, BBLI P E,

EIEIR VM %% Linux VDA #8281, %% .NET Core Runtime 3.1, X8, 52 FLEMR,

RIBEM Linux X1ThR, iB1TLAT&<$ R Linux VDA IR EBIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

3 SUSE 12:
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sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$18 2d: RETLURM ntfs-3g 19 EPEL 77&% & RHEL 8/CentOS 8. RHEL 7/CentOS 7 £%% EPEL 721
B, LUEREEIETT deploymces.sh %% EPEL EHiRER ntfs-3g R,

S % 2e: 7£ SUSE 12 tFrh% % ntfs-3g 72 SUSE 12 £ &+, FraEMEESRFRM ntfs-3g. THEFEAD, HiF
HFRhRE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBRALHIBUHRIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fFa,
3. fRIE4E ntfs-3g f6:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. %A ntfs-3g RFEMERE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

S8 2f. §BETRIFE  #iEfTdeploymes. sh Z#l, BHITUTRE:

« Btk Jetc/xdl/mcs/mcs.conf BMETE, mcs.conf BEXHRERATFIEE MCS # Linux VDA
HETE, TaE—LT=E, HFNMHIEE dns 1 AD_INTEGRATION:

ARURA—NEERESME, BRXEEREE RS SHHATIESIR. 190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HiEREERYRIEEEITH
VDA I BERE, MRIZKEHRY, MCS QIEMIHEN EMNREX M5 HaIERITITH VDA EMFEMX
18R, B2, EHAKMAERE dns ;1 AD_INTEGRATION ZE, BIAMEHRN N, XEKREEME L
WECEEMR G THE MCS SUZAITEN _EMECE X
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- dns: &% DNS IP hit,

- AD_INTEGRATION: i&& Winbind. SSSD. PBIS g Centrify, Hx MSC Z#F# Linux %1ThR
FHINNTFENTIR, ESRARILZ RN LT

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify - @#E8R, 253 AD_INTEGRATION
T2igE N Centrify BY, ZEARXEM.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T# Centrify Samba k- amigiR. REH
AD_INTEGRATION Z&i&&X Centrify By, ZEFREX.

- WORKGROUP: %7 AD HEE T ITFA, HREIIEABT (RAKNE),.

o ERRTEN L, BHTHRmE /etc/xdl/mecs/mes_local_setting.reg XHLUIREEES
AREFEMRE, IRETRHIEEIEFIZET MCS MEMNITENSREHR BN EX.

/etc/xdl/mcs/mcs_local_setting.reg XthrE—1THER TIEBEREFEMKREN—
BT
Bign, ERILUEL T an<fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X, USRS
AR EFEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S 2g: DIEEME
1. i5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A]) HERIRVM £, EFMESERUEENIENFFE VM EHHEX /etc/krb5.conf. /etc/
samba/smb.conf Ml /fetc/sssd/sssd.conf xxf

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix.

FF SSSD AF, iE%E#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

s F Centrify BP, 8E%# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&,

TR BREERXGTEENMERIAERTE, Fliw SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,
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3. ERIR VM LRENBERFE, M Azure P XEER VM, HFRER VM MEJRKES Stopped (deallo-
cated) (Ef=it (BEEUHAER)). iBEIRAMZERART, 7 Azure LERENEMENEEZE .

&> Connect P Start @ Rectart

Resource group (change)
mcs

Status
Stopped (deallocated)

Location
East Asia

Subscription (change)

|
Subscrlinon 1D

Tags (change)
Click here to add tags

) Capture  => Move @ Delete ) Refresh

Computer name
rhel-sssd-temp

Operating system

Linux

Size

Standard D2s v3 (2 vepus, 8 GB memory)
Public IP address

rhel-sssd-temp-ip

Virtual network/subnet
Virtual_Network_1/default

DNS name
Configure

SR3. RHENER

7z Citrix Studio #, IEIHENBERHIEEEEZERFEN VM HE, IBIHENBREN, MER VM FRENER
AREFR TR, FHEHER VM 8 VHD,

Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

¥ Machine Management
Master Image
Storage and License Ty...
Virtual Machines
Resource Groups
Metwork Cards
Computer Accounts
Domain Credentials

Summary

Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

= If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Citrix VDA installed.

o Don't see the resource group you want?

] je-WestUS2

- ()
& | LinuxVDA

& Azure-1604_0sDisk_1_0b3977596¢1447909bf42373ac0c6a05

& arure-client_OsDisk_1_See3cd35a6d744c 1994502846383

& arure-de_OsDisk_1_f047ec978eba426bb0d03c0f92869e67

& Azure-jT7_OsDisk_1_adf0f65861d447a5bad066c663228f2c

&8 Azure-jcjc77_OsDisk_1_ecbeddBd75e74bb08150cBedd83T7254e
- AL re-jerhel77_OsDisk_1_685abfc05e9¢c4fdBacaclb28e3bd9edd
#B Azure-jerhel1_OsDisk_1_5f1a0c329a2349ceBc7d38e5a648c034

@ Select the minimum functional level for this
catalog:

7.6 (or newer) b

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn maore

Back | Cancel

RIERERITHMEEES. EXEAESR, BSAEA Studio tIBITENER.
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SE 4 SIERGA

ZYARM—THZ NI EN B RPEFNIHTENNES, XA EEEWLERF T UERXEEN, Uk HXER
FPEBNNABEFMIRE. EXEAER, BSHCIERZTH,

5/ MCS 7£ VMware vSphere L2 Linux VM
$ 1. 7£ Citrix Studio F6i#5 VMware Hit &%

1. 7£ vSphere FfigEh#% s vCenter Server, BXFAER, E2E VMware vSphere,

2. 1£ Citrix Studio /1, #EEREE > 18 > KIEZENZRRULES VMware vSphere 1iE#,

8 Citrix Studio (Cloudsdsite]

hitps://management azure.com/

<

3. % VMware vSphere fEREZAE,

Add Connection and Resources

Studio Connection

. Use an existing Connection

nnection e

Connection
®) Create a new Connection

Storage Management
: Connection type: ’ VMware vSphere ® - ]

Storage Selection

Metwork Connection address: Example: httpsy//vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

_) Other tools

Next Cancel

4. 32X VMware ik p9EiE#nt (vCenter Server URL). &/ A R F1Z365 U REE R o
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :
'f!:' Create a new Connection

Storage Management

: Connection type: [ VMware vSphere @ = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back " Next J [ Cancel

BEREERTER—MER.

8 Citrix Studio
File Action View Help
| 7m

B8 Citrix Studio (site)
ea

TR2: FEEEME

FMGEESRERA. EEIMUNAER. VDA MEMRG. EESIME, BRITUTRE:

S 2a: (IXE Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, @I5=MUTHSERE OpenJDK
11:

1. M https://jdk.java.net/archive/ T#&## OpenJDK 11,
2. i&fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<LURETHNRGE,
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3. (Ai%) BwfTmv jdk-11.0.2/ <target directory> &% Open)DK FEEBEITERT.
4, 417 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 15T java -version &% UIE Java BURRZS,

S8 2b: 7EiEiR VM £%% Linux VDA {46
AR
EFERYFIEITH VDA fERIEIR VM, BBkt B,

7RI VM £E&% Linux VDA B8 2 /i1, 15%%.NET Core Runtime 3.1, BXFHEE, BESRRERR,

RIBER Linux Z17hR, BT T&H <R Linux VDA & BIFE
337 RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xyF SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S8 2¢c: RETLURM ntfs-3g 19 EPEL 7= 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 7=fi%
B, LUEREEIETT deploymces.sh %% EPEL EHiRER ntfs-3g R4,

$182d: £ SUSE 12 EFsh%# ntfs-3g 72 SUSE 12 & £, FrEEMEESTRM ntfs-3g, THENAE, &HiF
HF R ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiFBASHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g fFE,
3. fRESs ntfs-3g T EL:
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sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. $N ntfs-3g RFERIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->
5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

S8 2e: IRBEITRITE  #iEfT deploymcs. sh Z#l, BHRITUTERE:
o« Btk Jetc/xdl/mcs/mcs.conf BMZTR, mcs.conf BBEXHRMHEATFIEE MCS f Linux VDA
T8, TAE—ETE, HhXHEE dns M1 AD_INTEGRATION:
FRINRA—ATERBESME, EEXEERBEEHES| SRHATE DR 5190, LDAP_LIST="aaa.lab:389
bbb.lab:389.

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDA MWIERE. MRIEERNY, MCS SIZMITEN EMEEXHES SFiEEiziTh VDA ERNER
HHEE, B2, EMAYAERE dns M1 AD_INTEGRATION L&, BAMEA N, XEKEEME L
HIBC B SR S STiE MCS IR B LB E X,

- dns: &€& DNS IP uit,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESHRECREISZFHI R IThR.

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify 2 G2, RE¥% AD_INTEGRATION
TEIRE N Centrify B, ZEASENK.
- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& T # Centrify Samba %+ 8K Z. REE
AD_INTEGRATION Z&i&&EH Centrify B, ZEASEM
- WORKGROUP: %7 AD #EE T TEAH, BIREIFHAENR (KHANE),
o EERITEN L, FHSITHME /etc/xdl/mcs/mcs_local_setting.reg XHLURIBRES
ABEFEMRE LIRIERGIEEIEIZEE MCS BRIt BN S R ENB RN EX,
/etc/xdl/mcs/mcs_local_setting.reg XthhtvE—THERTIREREMEIMREN—

A A
AP <o

g0, EEILUE TR 1TAMEl /etc/xdl/mcs/mecs_local_setting.reg Xffd, UNDHTE
ANBEIEMRE:
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create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S8 2f. BIEEME
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. () EER VM L, EFREEER I EE X IBMETE VM £ /etc/krb5.conf./etc/samba/smb.conf
0 Jetc/sssd/sssd.conf x4,

3 F Winbind BF, #B8# /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #iR,

3F SSSD AR, iB%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl i&ix,

3t F Centrify B, #E8# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #R,

TR BREERXGTERENMAERIAERETE, flW SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. EEiR VM LREMARFE, M VMware ITJF X@EIR VM, 8IEER VM BIIRER,
SR 3. IRHENER

7z Citrix Studio A1, SIBIHENERHEEEEERPIEN VM HE. IEITENBE RN, EMRBIIRPEZFE
BRR,
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

RIERERTHMEEES. EXFAER, BESREA Studio BIEITENER.

TRA4: QIBRRMA

ZTHRM—THS M BN ERFERNHENNES JTAEEWERF I UERXETEN, UNAIHXER
FEBNNBEFIRE. EXEAES, BSHCIERZTH,

£ AWS LfEFR MCS 8 Linux VM

$I% 1: 7£ Citrix Studio H8IE5 AWS HItEEE

1. 7 Citrix Cloud £y Citrix Studio &, ##ZFERE > 118 > FINERMZRULIES AWS MiEs,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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TR 2. FEEIME

TG ESRERA. ERIMUNARER. VDA MEMRG. BESETME, BRITUTERE:

$1% 2a: BE cloud-init
1. EHFESHEMNHFELE EC2 I8t VDA EMBMAEE, HETUTHSLURE VDA £413.

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

34F Ubuntu 18.04, &#R7E /etc/cloud/cloud.cfg xfeh@g system_info &9 FEELUTIT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. EfEF SSH izizinia) AWS £ MCS g2/ VM, ERAZERSHIIE, FARE VM ZEWMNERARM. 1R
ERERITUTEF.

« 458 cloud-1init BEEXH /etc/cloud/cloud.cfg. 1% ssh_pwauth: true 17777, MERE
% set-password THILUTT (WIREE).
users:

- default
<!--NeedCopy-->

o MRETERET c loud-1nit QIBMBIAAR ec2-user tubuntu, MATLIEEA passwd
WLERAAERE, BLENRTE, WEUERTER MCS fIEH VM,

o {518 /etc/ssh/sshd_config XEURREEUTIT:

PasswordAuthentication yes
<!--NeedCopy—-->

R1ZZXHEHIET sudo service sshd restart#®%,

£ 2b: ({XfR Ubuntu 16.04) =i OpenJDK 11 7f Ubuntu 16.04 L, &id5Em U THERE Open)JDK
11:

M https://jdk.java.net/archive/ T#i&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz ¥ UEETHAREE,
(A1) isftmv jdk-11.0.2/ <target directory> &<LU& OpenJDK REEBEIFERH,
im 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. &fT java -version &< LURIE Java BIRRZS,

> wn e
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HIE 2¢: 7EiER VM %% Linux VDA #4-8
AR

EEALHFNETTH VDA ERER VM, BRE TR,

7RI VM £E&4% Linux VDA B8 2 Fi1, 15%%.NET Core Runtime 3.1, BXFHAEE, BESRRERR,

RIBEM Linux Z1ThR, BT TF&<A Linux VDA I§EFE .
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

x$F SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S 2d: REALURM ntfs-3g 9 EPEL 77fi&%F 72 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %4 EPEL 7#f#

B, LUEREEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g R,

$I% 2e: 12 SUSE 12 -FzhRr4k ntfs-3g 72 SUSE 12 F& L, FiEEEESTRM ntfs-3g. FTHIRAE, HiF

HFERE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiFBASKHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g fFa,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz

<!--NeedCopy-->

4. SN ntfs-3g RFEHIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy—-->
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5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$7 2f: GBETNIFE  7EiEfT deploymes. sh Zl, BHRITUUTRE:

« Btk Jetc/xdl/mcs/mcs.conf AMTE, mcs.conf BEXHRHEATFIEE MCS # Linux VDA
HE2, TEE—LETE, HPHFEE dns #1 AD_INTEGRATION:

ARUMRA—NLEERESME, BRXEEREE RS SHHATIESIR. 190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDA MWIERE. MRIEERNY, MCS SIZMITEN EMEENXHES SFiEEiziTh VDA ERNER
HHEE, B2, EBMAYAERE dns M1 AD_INTEGRATION L&, BAMEA N, XEKEEME L
HIBC BER S S fE MCS IR B LB E X,

- dns: &% DNS IP #thit,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %3#¥# Linux Z1ThR
FUHMANT EZNFIR, BEHEXPHIFHLRITR

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify @182, 253 AD_INTEGRATION
T2igE N Centrify BY, ZEFRXEXN.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: & & T # Centrify Samba %4 @miKiR. REF
AD_INTEGRATION Z&igEX Centrify By, ZEFTREX.

- WORKGROUP: #1537t AD HECE T TIEH, HRETFART (KDKNE),

o EIERITEN L, EmSTiRmEl /etc/xdl/mcs/mcs_local_setting.reg XLUIRIBEES
ABBFEMRE, LHIRERIBEEIENIZERE MCS M EN &SR EN BN EK,

/etc/xdl/mcs/mcs_Tlocal_setting.reg X#hME—THERTREREMIMREN—
o
fBign, EEILUE AT &HL1TAMNE /etc/xdl/mcs/mes_local_setting.reg Xffd, UDHTE
AN EFEMKRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "Ox00000003" --force
<!--NeedCopy—-->
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update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "@
x00000003"

<!--NeedCopy-->

HI 2g: IETMME
1. 517 /fopt/Citrix/VDA/sbin/deploymcs.sh,

2. (A%) EERVM £, BHEERRUEEXNENFE VM EMEX /etc/krb5.conf. Jetc/
samba/smb.conf #l /etc/sssd/sssd.conf 3,

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix.

FF SSSD AR, iE%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl#M /etc/xdl/mcs/sssd_smb.conf.tmpl &ix.

3t F Centrify B, #E8#H /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl ##R,

TR BREERXGTIERANNERAAERTE, fli0 SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN.,

3. 7R VM ERENAEFE, M AWS EC2 A XHAER VM. HRIER VM HERRSHERLL.
4. ERETER VM, AEEFERE > IRRG, BAGEHREFTEHITRE, RHtIERE

Create Image X

Instance ID  (7) i-011€

1

Image name  (j
Image description (j
No reboot  (j

Instance Volumes

Volume - . o Delete on
Type De__VIGE Snapshot (i Slz_e iGin) Volume Type (i) 10PS (i) ThroughPut Termination En_crypted
= a - i - U mes @ T @

snap-

Root [dev/sdal 02

40 iGénera\ F"urpose Ssb(gbé) ¥| 120/3000 N/A v Mot Encrypted

Add New Volume

Total size of EBS Volumes: 40 GIB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ =l] Createimage

TR 3. RHENER

7z Citrix Studio /1, RIEZIHENERHETEEERTEIEN VM HE, CIZHENE RN, BHEFENITENIER
(ZHIBIZNERE), RAREF— I HE M T24,
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Studio Machine Template
Select the machine template that the virtual machines will be based upon.
= —
+ |ntroduction | Mo | Drzcnption
) THRHELV100 (ami- ) [
# Operating System o
+ Machine Management @ o e 1012 (a0 3
Machine Template @ i B
Security () crhel?7_mes_1909r (ami-0 " T 77T 7)
i ) £5123_mes 1912 (ami-0: e
e 8)
Metwork Cards =
() es123clean (ami-0 3)
v et O cs123fix (ami-0 )
Summary () cul604_mes_1912 {ami-Ok 3
Q culémestest (ami-0 1)
) cul804_mes_1912 (ami-0f ]
o Select the minimum functional level for this 7.9 [or newer) | v'|
catalog: ]
Machines will require the selected VDA version (or newer] in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Studio Security

Select one or more security groups for the virtual machines. The virtual private cloud in the
selected Resource supports a maximum of 5 security groups per virtual machine.

¥ Introduction E | Mame + | Description

|:J I;um;h-wli.z,ard-z Iaunch-wiz,ard-é created éU'iB-lilé-22ﬁﬁ:48:24.t144+08:60
|:| launch-wizard-3 launch-wizard-3 created 2019-05-20701:33:55.776-04:00
I:I launch-wizard-4 launch-wizard-4 created 2019-07-23T12:43:41.277+08:00
[] launch-wizard-5 launch-wizard-5 created 2019-09-17T10:51:39.273+08:00
Security |:| launch-wizard-7 launch-wizard-7 created 2019-04-28T10:56:02.540+08:00
Wirtual Machines I:] launch-wizard-8 launch-wizard-8 created 2019-04-28T10:5%:43.246+08:00
Metwork Cards []  launch-wizard-9 launch-wizard-2 created 2019-04-28714:22:23.235+08:00

[]  Inxvda mes test finuxvda mcs on aws

" Operating System
+ Machine Management

+ Machine Template

Computer Accounts

temp1 security group for mes

Summary

How would you like your machines to be deployed in the cloud? Learn more

(®) Use shared hardware
This setting is suitable for most deployments.

'C:_'.'J Use hardware that is dedicated to my account
This setting is more suitable for deployments with specific security or compliance
requirements,

RIERERITHMEEES. EXEAER, BSAEA Studio tIBITENER.

SE4: QIRRMA

ZIHRM TS M EN BRPERNHENNES, KNAREWLERF I UERXEITEN, URAfhxe
FERNNAEFNKEEH. BXFRES, BERERZ T

£ GCP LA MCS ¢/ Linux VM
$E1: 1#E GCP IfH

BXFMER, 1H81A Google minF & EIMLIFE,

$8 2: 7£ Citrix Studio H8I25 GCP WitE L

1. 7£ Citrix Cloud _E&9 Citrix Studio /1, EFEE > 18 > FINEENERUSES GCP MiElE,
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Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYLIIGH

C)\ Search Add Connection and Resources

l':lg Machine Catalogs

Name & Type Address
3 .
a¥s Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications
Policies

Dﬂ Logging (Preview)

é—z@ Administrators (Preview)

- Click an item to view the details.
I% Hosting

2. i#%#% Google Cloud Platform (Google mitF &) EREELEE,

Add Connection and Resources

o Connection @ Create a new Connection

2 Region Connection type: ‘ Google Cloud Platform o ‘

3 Network Service account key:

Service account 1D:

4 summary

Zone name: l GCP o l

Connection name: ‘

Create virtual machines using:

@ sStudio tools (Machine Creation Services)

() othertools

3. § A GCP 1k B9ARSS 1K S BAHBNIER B o
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q seven
b Machine Catalogs
== 9 Name L Type Address
GCP Google Cloud Platform  https//cloud.google.com

%ﬁ'ﬁ Delivery Groups
El Applications
Policies

Dﬁ’ Logging (Preview)

GCP1

83 Administrators (Preview)
Click an item to view the details.

= i
== Hosting

TR 3. FEEEMRE

FMGEESRERA. FEMKNBER. VDA MEMRYG, EESIME, BRITUTERME:

#% 3a: (YR Ubuntu 16.04) <% OpenJDK11 7 Ubuntu 16.04 t, @ITMUTHELE Open)DK
11:
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M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNREE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. iBfT java -version &<URIE Java B9kRZS,

> wnd e

$18 3b: 7E#81k VM £%% Linux VDA 3468
AE:
EEHAYFNE1TH VDA fEAEIR VM, EBLS LS 1,

EiEIR VM E%% Linux VDA B8 2/, 1E5%%.NET Core Runtime 3.1, BXFMAER, BSIRNTERR,

RIBEM Linux X1ThR, iB1TATE<$ R Linux VDA R BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

13 SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$I8 3c: RETLURM ntfs-3g (W EPEL 776 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 7=1&
B, LUEHEEIETT deploymces.sh &% EPEL FEFIRIER ntfs-3g R4S,

S8 3d: 72 SUSE 12 - F&h%% ntfs-3g 72 SUSE 12 ¥4 &, FrAEMHEEESFRME ntfs-3g, THEARD, HiF
HFohi# ntfs-3g:

1. =% GNU Compiler Collection (GCC) {RiXBRAZHIEHEEIZERN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fa,
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3. fRIE4SE ntfs-3g WiFa:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$7 3e: &BETRINE 7EiEfT deploymcs. sh Z#i, ERITUTRE:
o« Btk Jetc/xdl/mcs/mcs.conf AMZT R, mcs.conf BBEXHRMHEATFIEE MCS f Linux VDA
HEE, TEE—LETE, HPHHEE dns #1 AD_INTEGRATION:

AR IMBEAANEBREZME, BEREXLEEREERS I SHHATHEIR. 550, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITHN
VDA I BEERE, MRIKENY, MCS IEMIHEN EMNEREX MRS HaIERIZITH VDA ERFEMX
18R, B2, ENAKAEE dns ;1 AD_INTEGRATION T2, BIAMEHRN N, XEKREEME L
WECEER G THE MCS eI EN MR E X .

- dns: i&E DNS IP ik,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS = Centrify, &% MSC %% Linux £1ThR
FUKIANT EZNFIR, BEHAEXPHZIFHRITR

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify @ MERE. RE% AD_INTEGRATION
T2iGEN Centrify BY, ZEFREMN.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: && T# Centrify Samba % amiKiR. REH
AD_INTEGRATION Z=2i&&EXH Centrify B, ZEASEK.

- WORKGROUP: %7 AD HEEET TR, BEETEAET (KRAKNE),

o ERIRTEN L, BHTHRmE /etc/xdl/mecs/mes_local_setting.reg XHLIREEES
AREFEMRE, RETRHIEEIEFIIZERT MCS MEMITENSREHR BT EX.

/etc/xdl/mcs/mcs_local_setting.reg XthrHME—1THERTIRBEREFMEMKREN—

AA
AR~ o
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fBign, EEILUE L TF&HL1TAME /etc/xdl/mcs/mcs_local_setting.reg Xfd, UDHTE
ANBEIEMRRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "Ox00000003" --force
<!--NeedCopy—-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S8 3. tlEEME
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (i) ERIRVM £, EFEEERUEENXNENFFE VM EBEX /etc/krb5.conf. /etc/
samba/smb.conf# /etc/sssd/sssd.conf xXt,

3 F Winbind BF, B8# /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix,

FF SSSD AR, iEE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl#M /etc/xdl/mcs/sssd_smb.conf.tmpl #&ix.

34+ F Centrify AP, 8% /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #iR,

AR

BFREERXEIEANNERIHAEEALTE, 0 SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. 78R VM L RENARFE, M VMware 17 XHER VM, SIEER VM BYIRER,

SR4. QRHENER

7z Citrix Studio /1, RIEZIHENERHETEEERTEIEN VM K2, CIZHTENBE RN, BENREBYIRPIEEFEE
BR{R,
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Machine Catalog Setup

Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a snapshot (or a virtual machine):

¥ Operating e
P » [ RHELES @
¥ Machine Manageme
» (W] RHEL74 @
Saster hmage b ] sles123 @
Virtual Machines » [ ubuntuls @
Computer Accounts (=] vesa @
Summary
0 Select the minimum functional level for this [7a {or newer - recommended, to acc... * |
catalog:
Machines will require the selected VDA version {or newer) in order to register in Delivery Groups

that reference this machine catalog. Learn more

Back I I Cancel |

RIERERITHMEEES. EXEAER, BSRAEA Studio eIEITENER.

SRS R4

RPARM—IHZ MTEN B RPERNHBENNE S, XNAEEMERFR A UERAXEITEN, URAIHXER
FEBNNBEFIRE. EXEAES, BSHCIERZTH,

{&F MCS 7£ Nutanix AHV 17 Linux VM
$E 1 REH T Nutanix AHV &4

M Nutanix #23KEX Nutanix AHV {8, &8 Citrix Virtual Apps and Desktops g @& H M iziEH. B
XEMER, ESE Nutanix 257 igdey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#=%E18/)

$ 1% 1a: 7 Delivery Controller 223714t Nutanix AHV i % Citrix Virtual Apps and Desktops
&, ##F#H1E Delivery Controller %% XD MCS AHV #Eft,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
o

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
o

< Back MNext = Cancel

$12 1b: J =i Delivery Controller 2235541 Nutanix AHV i %2 Citrix Virtual Apps and Desktops
&, EEHLREFAT Citrix Cloud Connector #5 CWA MCS AHV 4, £/ Citrix Cloud fF53MHIFTE Citrix
Cloud Connector L& %, ENfE Citrix Cloud Connector £:8% AHV MIE R TR ZREME, WS4 TEM
Citrix Cloud Connector.,

TR 1 RE/BHRTRUATIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.0 #¢)ET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\v1l.0.0.0" &%,

« f£7<#h Delivery Controller E&#i/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, %7z Citrix Cloud Connector EE#/F5h Citrix RemoteHCLServer Service,

e

HNNBWNEERELEH Nutanix AHV Gt Z 1 H Z# B 5h Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

#H12 2: 7z Citrix Studio #4125 Nutanix it EEIE

1. st F 74 Delivery Controller, &£ 4 Citrix Studio FIEREE > HE > FIMEENER. WF=
Delivery Controller, &7 Citrix Cloud LrETF Web B Studio =l & iR EIE > 1£E > HFINEEN
HIE, LUBIES Nutanix S EIREFI0EE,
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2. EAMEENRRRSPREEITE LERE Nutanix fEREZELE, ARKEEEDNERERZF L. FEUKR

EEAT. EMEELE, EEREATHERTHMNE,
540, tEAH Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

+ Connection

MNetwork connection.

Summary Select one or more networks for the virtual machines to use:

The name helps identify the storage and network combination associated with the

[] | Name
[] INTERNAL_1
O wm

Cancel

40, £ Citrix Cloud ER9ETF Web 89 Studio &=HI&H:

Add Connection and Resources

o

o Connection @ Create a new Connection
2 Network Connection type: Nutanix AHV
3  Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location

S

Connection name:

Create virtual machines using:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

179



Linux Virtual Delivery Agent 2107

3. EMLE L, EEFEATIHEERTHNES,

SR 3. EER VM LS ERE

FTEESRERS. EEIMLNARERS. VDA MEMIG, EEEEME, BRRUTSE:
1% 3a: TR VM %% Linux VDA 348
AR

BfERAYRIETTRY VDA (ERER VM, BBLI IS B,

ERIR VM _£E%4 Linux VDA B2 /i, 15R%.NET Core Runtime 3.1, BXi#4ER, ESRTERR,

RIBEM Linux X1TAR, iB1TATE<$ R Linux VDA R EBIFIE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xyF SUSE 12:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

1% 3b: REALURMH ntfs-3g 9 EPEL 776 72 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %4 EPEL 7#f#

B, LUEREEIETT deploymces.sh 2% % EPEL FEiRER ntfs-3g i,

S 3¢c: 7£ SUSE 12 FFmh%4%E ntfs-3g 72 SUSE 12 ¥ &+, FrEEMEEETIRME ntfs-3g. THIRAE, HiF

HFRE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBASHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fHa,
3. fRIE4SE ntfs-3g WiFE:
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sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. $N ntfs-3g RFERIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->
5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$18 3d: REETRFE EiEfTdeploymes. sh Zail, BERITUTIRE:
o« Btk Jetc/xdl/mcs/mcs.conf BMZTR, mcs.conf BBEXHRMHEATFIEE MCS f Linux VDA
1TE, TEAER—ETE, HHhHHUEE dns 1 AD_INTEGRATION:
FRINRA—ATERBESME, EEXEERBEEHES| SRHATE DR 5190, LDAP_LIST="aaa.lab:389
bbb.lab:389.

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDA MWIERE. MRIEERNY, MCS SIZMITEN EMEEXHES SFiEEiziTh VDA ERNER
HHEE, B2, EMAYAERE dns M1 AD_INTEGRATION L&, BAMEA N, XEKEEME L
HIBC B SR S STiE MCS IR B LB E X,

- dns: &€& DNS IP uit,

- AD_INTEGRATION: &% Winbind. SSSD. PBIS =% Centrify, &% MSC %% Linux £1ThR
MIHIINTTEZNTIR, ESHRECREISZFHI R IThR.

- CENTRIFY_DOWNLOAD_PATH: i&&T# Centrify 2 G2, RE¥% AD_INTEGRATION
TEIRE N Centrify B, ZEASENK.
- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&& T # Centrify Samba %+ 8K Z. REE
AD_INTEGRATION Z&i&&EH Centrify B, ZEASEM
- WORKGROUP: %7 AD #EE T TEAH, BIREIFHAENR (KHANE),
o EERITEN L, FHSITHME /etc/xdl/mcs/mcs_local_setting.reg XHLURIBRES
ABEFEMRE LIRIERGIEEIEIZEE MCS BRIt BN S R ENB RN EX,
/etc/xdl/mcs/mcs_local_setting.reg XthhtvE—THERTIREREMEIMREN—

A A
AP <o

g0, EEILUE TR 1TAMEl /etc/xdl/mcs/mecs_local_setting.reg Xffd, UNDHTE
ANBEIEMRE:
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create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"
<!--NeedCopy-->
# % 3e: 7£ Nutanix AHV L, XFiEiR VM, BIZH &3 EMEGHIRE
AR

WBTE Acropolis REBZ #RETiN_EaT43 XD_ 7 &E7E Citrix Virtual Apps and Desktops #fEf, RIEFEE
F Acropolis ZHI&EmEREB, EGINERE, EMEHEIEERASLURIRIFENTIR.

B4 QIBHBENBER

7z Citrix Studio #, QIRITENERHIEEEAZERPIEN VM &, 7£ Nutanix J25# Container (&2) ;T
EL, BREZAIARR VM EEENS R, EXRENEL, ERRERR. TEDWE L, REEN CPU BI%RELL
&4 vCPU MtZ 3,

RIEEBERTEMEEES. §XFAELRE, B2REA Studio tIEITENE S,
=

%R Delivery Controller ERi+EH B REIEIEFEAENE, EH%E Nutanix Prism HFohiTF a1 %
Preparation Bt EHMEIR, X7 E2GNFASHMITORSIZ,

HES: BIERMA

RPARM—IHZ MTEN B RPERNHBENNES. XNAEEMNLERFR A UERAXEITEN, ULAIHXER
FEBNNABEFRE. EXEAES, BSHCIERZTH,

£/ MCS E#H &/ Linux VDA

Z(EA MCS EHER Linux VDA, BHATUUTRE:

1. 2% Linux VDA B3| gk A2 /i, EHHRERSE.NET Core Runtime 3.1,

2. EEIRITEN_LEH Linux VDA:
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AR

kg, EEBTLUER Linux VDA BEBIEFIEERITRIG BohEfH. BSLIILER, BEERITEN LN
etc/xdl/mcs/mces_local_setting.reg X/ mMan$47.
fBan, AILURIILA T aR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0x00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x§F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

x¢F RHEL 8 #1 CentOS 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

x$F SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

3tF Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy—-->

31+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
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<!--NeedCopy-->

3. 448 /etc/xdl/mcs/mcs.conf#l /fetc/xdl/mcs/mcs_local_setting.reg.
4, ERFRIRER,

5. 1£ Citrix Studio &, EEFEAFEMITEN B RHIRE. EESUENENRRHZE, FE—RIE. B2F
shEFBEITEN.

BohEITENK 2R
BINERT, HENKFZEANRITENBERE 30 XiZH, E/IEZBESHHUNBHEHITENKFPZE, BT
LA #g1E:
1. #£3817 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, BUTEBEARME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh /&, $T7F /etc/cron.d/mcs_update_password_cronjob 14
REEMNEME, BRASESAZHRER 2:30 EFITENKAE,

SREHMITENWFEBGE, Delivery Controller EWZIFEEFIET ALK, HETE /var/log/xdl/jproxy.log Fa]
BESHIBI THIR:
[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.

Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

EHRREIR, AEHBMREILER. TUIEFTA Delivery Controller siigiiztiss F RHEFBRES,

7£ MCS ¢8I VM ti=H FAS

RAILATELL T & 1ThiR £3E1THY MCS SIS LB A FAS:

Winbind SSSD Centrify
RHEL 8. CentOS 8 z S &
RHEL 7. CentOS 7 = = =
Ubuntu 20.04 = £ £
Ubuntu 18.04 = ES £
Ubuntu 16.04 z £ £
Debian 10.7 = £ £

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 184



Linux Virtual Delivery Agent 2107

Winbind SSSD Centrify

SUSE 12.5

=
=

S

ERIR VM L& T REESZ A FAS
1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. 517 ctxfascfg.sh.

. 7 Jetc/xd1l/mcs/mcs.conf FigELE,

a) ¥ Use_Existing_Configurations_Of_Current_VDAK{EIREHN Y.

b) ¥ FAS_LIST Z2i&ENEM FAS RSB NEMR D SHRWHBEWNGI SIS FAS fRS 21
ik, fIan FAS_LIST="<FAS_SERVER_FQDN>;<FAS_SERVER_FQDN>",
c) RIEREREHMT =, fitn VDI_MODE,

iB{THIZA /opt/Citrix/VDA/sbin/deploymcs.sh,
7£ MCS 83289 VM E=E R FAS
MBRIN_EXFPRERRITEN LEA FAS, NaUES™ MCS a8 VM B FAS,

27E MCS 889 VM ESA FAS, BHITUATRIE:

1. 7 Jetc/xdl/mcs/mcs.conf higBELE,

a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIRERN Y.
b) % FAS_LIST ZT&i&E R FAS BRSS23#hit,

c) RIERZREHAMT =, ltn VDI_MODE,

2. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. BTl /opt/Citrix/VDA/sbin/ctxfascfg.sh,

AR

W%AE fetc/xdl/mcs/mcs. conf RIGBEFREVENTE, RAXETEZE VM BEEERN.
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& Citrix Provisioning 8% Linux VM

November 8, 2021

ASREE XBI TR AMZE Linux BARMEENER. FRLTEE, ErTL &R Citrix Virtual Apps and Desktops
R RIIES Linux EEIASE,

FHFLLTF Linux £17hR

« Ubuntu 16.04
« Ubuntu 18.04
« Ubuntu 20.04
« RHEL 8.3

B

o EABIERER Citrix Provisioning a7 Citrix_Provisioning_2106.iso FiZf
HH AT A RES, BREEN Linux ZTRRERZZREE, EEA Linux BEARHEZEAE 2106 XES
ks, MEEZE Citrix Provisioning k5328 2106 s E = kR4S,

« fEH Citrix Provisioning LUBE R AR#X Linux BAMg&EE, EWBENEZHEMREGOE S MM ER
A, UBEFIRCAISERERBIEE BT,

BXFAER, 1B Citrix Provisioning 4R SE D i A X Linux BfigE,

71 XenDesktop 7.6 & E ki E Delivery Controller

March 29, 2022

XenDesktop 7.6 RERIAFEE XA BEZ#F Linux VDA, WFXEhrA, BBIEITENEFRAEFRME, REM
WIEE B EAX PR,

& Delivery Controller i2&

3#F XenDesktop 7.6 SP2, &R A Hotfix Update 2 3 Linux s mE#Y Broker, Hotfix Update 2 aI7ELLF
I EKE:

CTX142438: Hotfix Update 2 - i&f@F Delivery Controller 7.6 (32 1) - Zthi

3+ FETF XenDesktop 7.6 SP2 Bikk4x, AIfERA& % Update-BrokerServiceConfig.psl # PowerShell iz
SREE# Broker Service Bt&. MU TRHEEHRRELLMZ:
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« citrix-linuxvda-scripts.zip
sf1HMEEA Delivery Controller EE L THE:

1. ¥ Update-BrokerServiceConfig.ps1 fizE %1% Delivery Controller it&#l.
2. ERMEER FTFXHITHF Windows PowerShell #&51&,

3. MK EES Update-BrokerServiceConfig.psl il z<fys 43,

4. =17 Update-BrokerServiceConfig.ps1 fil4s:

.\Update-BrokerServiceConfig.psl

<!--NeedCopy-->
R
PowerShell MEIAERE B2 1E4T PowerShell fids, WEMZANEITERY, ELEZR PowerShell HiiTHeg,
REHER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.ps1 iz {#R Linux VDA FrE893r WCF 525831 Broker Service BRBEXX 14,
A EH BN Broker Service, zld&BEan#iE Broker Service BEXHMAIE, RAASER—TBRTHNERE
RREXHEIREY, HBXHEHM prelinux.

XLEBERRFMEE RERR— Delivery Controller 7 Windows VDA {1, — Controller %I [E8¢
TLEEEFMNE Windows A Linux VDA 1%,

==
pa =W

Linux VDA Rxz##EMA Secure ICA #1712, 7E Linux VDA L2 HA Secure ICA 2SR SIER LMK,

153K Delivery Controller B2 &

LUFEMEEEXE N A T Delivery Controller i, EndpointLinux = 7 & & % %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config 2 H I H R,
£ Windows @a$i2mE0OF, UAMBEERSHERETRE:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->
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ficZE Linux VDA

September 30, 2021
KERABTFANET Linux VDA B9ThEE, BIETHAENFA. BCEFMPEHRR,
R

BFUWEREM xdlcollect Bash BzAE £ EI Linux VDA ##FehH41F /opt/Citrix/VDA/bin Fo %
% Linux VDA |&, aLliafT bash Jopt/Citrix/VDA/bin/xdlcollect.sh &<RikERHE,

BEKERRE, EENBEXHEESHAERNSERFER, xdLlcollect ALUTIAEREEESENE
T E#E Citrix Insight Services (CIS), MR&ERE, xdlcollect ¥ L& 5em/aERE upload_ID,
EFHAS NERN AT B R HERERN RS . iR A LUER upload_ID iAial CIS ffy B ES .

¥ NIS 5 Active Directory &5}

November 8, 2021

AN BT Linux VDA dfER SSSD # NIS 5 Windows Active Directory (AD) £5. Linux VDA #1154
Citrix Virtual Apps and Desktops B9—4f+. EIt, ©5 Windows AD B EHLE S,

A NIS (MiE AD) £ UID A1 GID 1RIEEFEXRKFES (BFRRaNZEBAS) 17 AD M NIS i8R,
AR

e AD BRSSEBBMITE M I0IE. A32H NIS+, WRfEA NIS fF8 UID 7 GID 212, WABEAXE
Windows frs328#9 POSIX E1%.

2
A ERREF AW Linux VDA BEFS %, XM ENBFR®AG. 33F RHEL/CentOS R17hR, 1BRER
# Linux Virtual Delivery Agent for RHEL/CentOS #ra93tBR#1T#&E. 33F Ubuntu &1ThR, 1BHRIRRE
Linux Virtual Delivery Agent for Ubuntu @93t BR 1 Ti21E,

SSSD Bft4?

SSSD BRES TR, HEBEINAERN T RIBE f] AR GHRMEF BN SR a0E AR KIR A T2 R IRH X H
HITHMIIE. TRt PAM 1 NSS mMiEiR, FRAILUAYT BAFEEXFEFET D-BUS B9iE0, ItIMNERiEHELy
BYERIE S RAF B A A P Ik P ALY R AR P 3R

¥ NIS 5 AD 185

23 NIS 5 AD &5, 1BHITATRIE:
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¥ Linux VDA #hnA NIS B ik

/A Samba MAFEHEIEZEMN keytab
%8 SSSD

foE NSS/PAM

I%3F Kerberos E2&

CoandzZ)ak=gy Eand

SAEE A A

¥ Linux VDA 71059 NIS 5

ECE NIS &P is:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

RE NIS i3:
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7% [etc/hosts F7580 NIS BRSS2BFZ A imaY P tthit:
{ NIS server IP address } server.nis.domain nis.domain
&g authconfig&& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update
<!--NeedCopy-->

nis.domain £ NIS IRE2EMIEEZ, server.nis.domain 2 NIS fRZ2MENZ, HWAILE NIS BRSZE/ P #h
ik,
BE NIS fRS:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

R NIS BCE LEM:

ypwhich
<!--NeedCopy-->

WIEATM NIS BRSBIRSIKFER

getent passwd nisaccount
<!--NeedCopy-->
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} =r

AR

nisaccount & NIS ARS8 EAYSERR NIS ik, #1R UID. GID. ZERMER shell IR EHEE,

5/ Samba mMAEHoIZE XN keytab

SSSD HFREAFIMANIMEERFRS: keytab X8 AD BFiHINEE, LIXLINEER LURA/LMAE, GIE:

« adcli

« realmd
e Winbind
« Samba

AFHERENE Samba A%, 3F realmd, &Zi% RHEL 5 CentOS N EAX 1Y, HAEAEE SSSD Z it

£/ Samba MAFHEIZ N keytab:

TEIEMERE T LUFXHH Linux BF L

« Jetc/krb5.conf
« /etc/samba/smb.conf:

FiHENEE Samba #1 Kerberos S4383F:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

He1, REALM 2AE# Kerberos $figi&#5, m domain 2159 NetBIOS &#7F,
WMRFEEBT DNS T KDC RSB BMBHZFR, HBEUTHEMEIANEFmIGS:
—-—-enablekrb5kdcdns --enablekrb5realmdns

17+ [etc/samba/smb.conf H# 5L TE£BFHME [Global] 9 T4, EEMk#E authconfig TE4EMHIES S
m|:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZskiEayigiztlsgelinie, mEESEEERETENRMEIER AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos §Ufi&#F, user 2EMISHENRMEIZAIZEAS,,
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% E SSSD

& SSSD WF BN T

« 7£ Linux EPimit BN LR sssd-ad # sssd-proxy #4E,
o IRFHE (BIE0 sssd.conf) HITERETR,.
+ 25 sssd RS,

|etc[sssd/sssd.conf sssd.conf B2E G (FILURIBEZERIMNE ZIEM)

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

¥ ad.domain.com. server.ad.example.com Zift HiEMHIE. BXFAEE, ESF sssd-ad(5) - Linux
FH .

3t sssd.conf i& B X HEFRERFIR :
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chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

fd& NSS/PAM

RHEL/CentOS:
&/ authconfig =/ SSSD., %% oddjob mkhomedir LR EBREIES SELinux &

authconfig --enablesssd —--enablesssdauth —--enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e
BCE Linux VDA i& &R, B9 SSSD & LikigfE, M3t Linux VDA B i TLEISH*ISE, X TF ctxsetup.sh
HARREIMR RS R, BEAZNAE.

18iF Kerberos it &
AT 1R Kerberos BEIEMEEE AR5 Linux VDA BR&1E R, ERE RS keytab X 2EEAIBEHBESENE
£A:

sudo klist -ke
<!--NeedCopy-->

WSS EREMEGEREEREGASRTANERYIR, 1E17 Kerberos Kinit &3¢, MUERAXERARGIEHR0
BT ENBSH !

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUBTIEERAT, RS (§) BAEARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRRERMABM. WRILHSHINET, WFA2ETERKEL,

ERUTaHLIIETENKAE TCT RIEEEE:

sudo klist -ke
<!--NeedCopy-->

WIERF B IE

fEF getent s LHAIASTIFHIE REALIR NSS BE LE:
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sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 HERREE. IRFEEAZ—HEREN, BEER getent s #H 1T,
SN EREWNT:

o EEFERLZF: DOMAIN\username
« UPN: username@domain.com
o NetBIOS #iZ4&=: username@DOMAIN

05 SSSD PAM IRIRR B EIEMELE, BFERBAF KA ZER Linux VDA, ZFAF KA LIFIR B ERT,.
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESERNUTHSREMN uid g1 TIHEH Kerberos EiREEFE 4 :

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

HERF Kerberos EiEEEFTNEIREEZEMEFRIH:

klist
<!--NeedCopy-->

AN AER

July 7, 2022

HBh Linux VDA 7.13 hR, Citrix MFIBERZHFM Linux FEFRMNT TENBREFIRE. FRENTEMFERED
TERN A fE A b ThRE.

e

7£ Linux VDA 1.4 /1, Citrix 1807 S ERBHIELLEN BEFMIEHZIEENXE,

{E/ Citrix Studio A& BIERF

AR A S N BIEF AMEIMA R FAR &% Linux VDA L RENNABIER. Zi3i25%% Windows
VDA EREMNNBREFEM. BXFMERE, E5 Citrix Virtual Apps and Desktops x4 (1R#EERAHY Citrix
Virtual Apps and Desktops k&) o
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o BEERMARN, BHAXMNERRENSENNAEFNNAER.

 Linux VDA 1.4 RESHRAZIFRFBNARF. BRF, Linux VDA AXFRIEMNAEFRZNLERN
HEN. EFRIEER, HITZNENNBEFSKERYEIRSRIRTEH,

o BERTENAER, B707E StoreFront EEATEER, TEEARALTEARS. IREEBTIR
B “TWIMode=0ff" 2miz&=, EMRILIZE, MIBEEEZS “TWIMode=0On", BNRRET AR
HERHRIRE,

PRI

Linux VDA A% 8M AR BEIR—RARFH SN H KR LR
ENBAEFSER, RERETNREFRES N SIRTENETT.

B1A)

ERMRNBREFRERI T A TEHMRR:

s AEFEKATEEND. BONLAFIREEETRSRHE Ro

s FEFMBATHNAREFNEONNE.

o B, THEEXZHBUTEOLES: Mutter. Metacity 1 Compiz (Ubuntu 16.04), Kwin M1EtEOE
BREATTE. BHRENENEEEETSZRHNEOEESR,

+ 1&17%4 LibreOffice AEFE, REE— BN ARERF 2T Citrix Studio £, FAXENAEFHE
=g,

+ “Dolphin” ZEXHWEF QIS WEBAGNARF ISR ERER. EMRRIRM, FESREMILLA https:
//wiki.archlinux.org/title/Qt B E,

o B— ICAERETHNER TN ARFHNAEESIEZRAHARER—NMA. ERRILER, HRESEEY
RERTHEESIERA,

Linux VDA BEE#

May 31, 2022

Ltk ThaEH Bh F 31 BP R 7 31 X A9 (81 B BhEE#7 Linux VDA 34, 1312 Y EEER T Azure B9 Citrix Virtual Apps
and Desktops Standard #8i% Linux VDA BY3EEE R, &&%F Azure 19 VM MBI RINR, BXIFHESR, 18
SREEAT Azure 89 Citrix Virtual Apps and Desktops Standard s8I Linux VDA,
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&

EEAILINEE, BRRUATIE:

S8 1: BEHEEMF VDA £ LH2| Azure 2%
S8 la: 1£ Azure KA FRIBR— BB HERBIHRLS1&E S Blob (Anonymous read access for blobs
only) (Blob ({8 blob KIE R %ZEUARIIE))

AR

Azure Z25 blob ZIIHEEFEFHFENEIE, Citrix WHEMAZ2RIBARFEEBRE, NRFRKIBERSMEFMR N
X, BEESRAREFREEARIARLTIGE N Private (no anonymous access) (o5 (TERZiHIRR)).

Steplb: % VDA EF{EE & #2827 Updatelnfo.json #9 JSON R, BXXMAEARAE, BSFHUTHR:

{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash": ""

}

)

{

"TargetOS": "RHEL8_3",
"PackageName'": "XenDesktopVDA-21.04.200.4-1.el8_x.x86_64.rpm",

"PackageHash": "
a6f2aba23b84bbc3a4640294a8bb92474e0cacbable5ae33416c0a4473a28d73"

}

)
{
"Target0S": "UBUNTUl6_04",
"PackageName'": "',
"PackageHash": ""

}

)

{

"TargetO0S": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": 4148
cc3f25d3717e3chc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

)
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{
"Target0S": "UBUNTU20_04",
"PackageName": "",
"PackageHash": ""

}
]

}

<!--NeedCopy-->
Heh, “Version” F#i#y VDA fr4s, “Distributions” E—4HEHW R, EMMKEBE=1HH:

« “TargetOS”: #/iE “RHEL7_9” (ERF RHEL 7 #1 CentOS 7).” RHEL8_3”.” UBUNTU16_04".”
UBUNTU18_04" s “UBUNTU20_04", ctxmonitorservice TEIRFHEMEME TR,

- “PackageName”: iEE 489 VDA RiFEHNERE,

- “PackageHash”: £/ shasum -a 256 <pkgname> &<itEH SHA-256 {&,

Steplc: ¥ JSON X Linux VDA B4 BB ARAE L& EIEH Azure Bas.

$R 2. EEMEHEN VDA LEABBERAE

BINERT, BBEHRLTEARS. NEEERT Azure 8 Citrix Virtual Apps and Desktops Standard 561
2 Linux VDA, %77t XM ERITIhRER . TN, BEZEES B4 VDA LEA%IEE.

ECBEEMEN, BB TEMTFUTRENG S, UmE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
TR EMRI

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "@
x00000001" - force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" - force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" - force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TERAMAETEMTRIRE.
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AMRIE

fEnabled

Url

ScheduledTime

CaCertificate

WA

LGB RHIET, BIAMERT, ZER 0, RnEENEH
B2, AILEEIGERN 1 USHABBIEH.
g B ANET, TIRE Azure 2289 URL LUKENERT
= BF0FH VDA S48,

LIS BERMIET, ATLEHIGE SN Immediately ¢
NextStart. Immediately &% & 7% VDA Hifraig
Y ENE{TEM. S THERERSEENENIEEZAH,
IATUER, B2, MR THARGEANEEMALNRIE,
Nelgex kAP Ak, NextStart EkEE T RED
ctxmonitorservice BRITEH. Y THERESR
SEENERTESMN, WETEA,

LGB ATHEIRE., ©igE PEM IEBMSEEREURIE
Azure =2389 URL, 33F Azure blob, ©aLIZ MRS
B RH N PEM 89 portal.azure.com BIEH,
ATREEN, RITENERMLEMRIGE, BNE
Ubuntu 3%, £ RHEL £, ©&B#EE curld
STH—LE NSS E, HRIEE U PBRIRIENIR,

EfEsh ctxmonitorservice B, E&%&%E 8 Url LI3REX Updatelnfo.json 3¢, SAEM JSON i
REREMMAE, RE ctxmonitorservice @R EMIRAS HaiRAHITLR, MBRHFIRARE, %R
SR M Azure THITARZEHN VDA R HBEHREESM, 25, EiRIE ScheduledTime Wi B 1T B #.
NFAMEIBE, B UEZEHRBE ctxmonitorservice UL EH. B2, EEBT Azure B Citrix
Virtual Apps and Desktops Standard /1, &3t VM (& EEERANR, REEEEFH SN VDA BN EEHEE
ctxmonitorservice, MREHMKW, & VDA B EREIT G,

=z

AR

o TAEEMEFMRA ERERNIMRISE,

MRIFBEHBPRE VM B TGS, FiRNERsEE,

o NREHMEREERY, BFEHIERER.

MREMKMEBEIRT), F—MKZHIEF BB FREMZAR Linux VDA, XMMERFBRERB .
o EIEEFR/LOFTIEA BETEM.

Remote PC Access

April 21, 2022

Citrix Studio H&BRSiERES,
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BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops 89 B2, TEALEBEMMAFRTIURENA
RTAZH R EMIENAE PCo MERAPAILUAAENAE PC, tiilaILUARTR TIEFRENFAENBER. FIBE
Ro

Remote PC Access R EIAEmA N AEF MR Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access BFIERFFIZSEBE Citrix Virtual Apps and Desktops M3 {4 B E R BRI BRI FIZE
Bo XMFE—MRMT —HELE—NEEGFR, BPEdER Citrix HDX ZTHIZEHAE PC &%, RBRERFE

¥,

BXEMER, E2F Citrix Virtual Apps and Desktops xx#4#9 Remote PC Access,

AEEI

XESFEEIE Linux VDA 5819

o EYIENE, 1E(N7EIE 3D X TAEA Linux VDA, BT NVIDIA IRzpigraifREl, HEAT HDX 3D &R,
PC IAMRRLAFL, HETRIENER. ERLERETAENT2NM,

o IEXIE Linux it B AR SIERERALENITENE R,

o BEAFSERNERT Linux itE¥. @IBEmMAFR S, APEANER PCHNSEMBESRASENITE
Mo EEEBTERTMNERL FTRITLESR, BEEZTFHEE LinfTH Citrix Workspace N ABERF, AP
LUTE Remote PC Access RERIEFRIFIANAZE PC LRI FAERFMEIE.

« NRAPEEFHERIE PC, ZilM StoreFront Bzh PC 8L,
o FHEIEIMAER T Linux i+E4H1.
&

£t Linux PC 1%, BEBHR PC £R%# Linux VDA, ¢/Z Remote PC Access XEMITENER, AEIE
YA, ETENBE RS PC AMERIARNARER. UTEDFEENTAT ZdiE:

£ 1- 77845 PC L&%# Linux VDA

BIWEERENZERRE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,

1 2 - 67 Remote PC Access EEHIHENBF

1. 7 Citrix Studio 7, ARBHUENER, ZAEMNREREFEFURIHTENER.
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83 Citrix Studio

File Action VWiew Help
«=| 5w HE
] Console Root

v § Citrix Studio (site)

1O Search

% Machine Cat=lnnc || Machine Cataloa
£ Delivery Gro Create Machine Catalog

[# Application:

View
% Policies
@ Legging Refresh

~ [E» Configuratic
£ Adminis 2
Contrallers
= Hosting
&% Licensing
3 StoreFront
sy App-V Publishi
@ Zones

v B Citrix StoreFront

3 Stores

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Single-session OS (Remaote PC Access) 1
Single-session OS (Remate PC Access) 1

Server Group [———— ]

Details - RemotePC-suse125

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Machine Cataleg

Name:

Machine Type:

Set to VDA Version:
Scopes:

Zone:

2. BEENTIELN TP,

tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Machine
RemotePC-susel25 Installed VDA Version: 20.09.0.3
Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
7.9 (or newer)
All
Primary
.
Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

netwaork interface card configuration.

Learn more

[ Don't show this again

3. ERERS%TIE Li%EE Remote PC Access,
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix Virtual Apps and Desktops RS
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o RAEIGITHER: Remote PC Access &1+ RE,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

FTED

September 1, 2022

AXIRME RTENREREMIER.

TR
Linux VDA ZXRFIEd/E A cups 71 foomatic idiE2s. T& % VDA BRI ER. EAILURIBS ZERFohREDE
83, f5lan:
ZRHEL7 L:
sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

[T

Citrix 12487 = # 2B B RITENNIRENTERF (postscript. pcl5 # pcl6). B2, BRITEMIRGHIZEF A e S5 EME
PIRTENN AR D, EXFERT, PR —EZRE %S ~/.CtxlpProfileSCLIENT_NAME E2&x 1, BiR
75 1906 2, ALk TE Citrix Studio FEZEFTENHIREHIZE Fr BRESAD A M B,

Z7£ Citrix Studio REEITENIRENFZF G AR DI REE, BHRITUTIRIE:

1. EEFTENH IR NI R R AN IR A1 R BE
2. BEHEFM.

3. FEREFRTENRHIZFERMES IREIEF B F. MREMEMT Linux B9 Citrix Workspace MBI,
BRAESITENN BT,

4. EFERNHEN VDA EHIRENIEFE S IEIT IR R,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

fERER
FIUMBRFHMSEMERTBHRAREFIT, NEFHRINTEMN SIS Linux VDA if, WFREMNARER,
FTENNZFRAEo

o WFAMIEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskSSESSION_ID

s WFRHHEZAER:
CitrixUniversalPrinter:$SCLIENT_NAME:app$SSESSION_ID
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AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
ToIEFTED

FTENFTAIE R TIERY, 1B EITENFIFER ctxlpmngt F1 CUPS #E232,

FTENSFIFRER ctxlpmngt B—MRAIEHE, MAERIEBENET. SITUTHSURIMTETFIFEF T EEE
7. SR ctxlpmngt Kiz17, BEMHSITHFRRER ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

MRMTEITED, BT CUPS 1E28, ctxcups RSB TFHEINERE, #5 Linux CUPS 2RB15, t#HBES Mt
BNLEE—, IBIBTUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wegk CUPS HERIERSM S

Ze&k CUPS B, BEiTUATH<UERE CUPS RS, &M, CUPS BEXAIERE hdx.log #:
sudo service cups stop
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

AL ENE B I R R BRI TENH SRR E, FERRERT, TENHIESE, AAXsm=E CUPS %2
%,
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FTEN%E L A ELRS
TEN BN EFARETRISREHEALD. RRAPASTAFRRETRDEFEE, ZRETEIRE
~[.CtxlpProfileSCLIENT_NAME E2& X f+#1TE &,

[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
<!--NeedCopy-->

5E:
printername ZE G SN2 UMEFIHRIATEINBNETR. E2—PRIE. BDHRE.
TEEERIEEFER ppdpath. model 71 drivertype, EMETHITENH REEERER—NFE,
o MRBAITENNIRGIEF SEFPHITEINA RS, E6EH model= XA EARVITEINIEIZFHNES, A1
£/ lpinfo L EIITEMNM L MBS BFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ARTILUSER S LUSFTENYIITAD

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o HIEERITEWIREN IR SE P BTN ARS, BRESIITEWIRHI2FN PPD %2, ppdpath (&
RANTEMHIRTIR R X BB B2,
fitn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#E—4" ppd BahieR:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy—-->

o Citrix {217 =B 0B RITENVIRENIERF (postscript. pcl5 1 pcl6) . "I LURIBITENHE 1E B BIRTHIE
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N, MREFFHBRIATENNIRENEFLE R PCLS5, 153 drivertype i B 5!

drivertype=pcl5
<!--NeedCopy—-->

ANV S
SR EREMSERBITEIN., H=iER CutePDF #1 PDFCreator Z 2589 EHAFTENH AR RE LRI R T 5 T ENHLIR
MEFEX.

ITENMEWBURF B PR EIAFTENAITENNIRChIE R, ST HEEshIRsiEFLE, NREFHITEINERNZE
PCL5 Ixzh#2R, m Linux VDA %2892 Postscript IRapigF, Msttin@,

NRFTENNIRENIZFF KB IERA, AIUATIA TS BR A E R RE
1. ERIELAHEHNRAERIE.
2. i517 vi ~/.CtxlpProfileSCLIENT_NAME %<,
3. FINLUFFERLTE Linux VDA LIREE G ITENS M4

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. FTENSCRYIAEMRIBEITENE , 3B —1 spool X {{%727E [var/spool/cups-ctx/$logon_user/$spool_file
To

6. MEFAITINREAET, MR spool XHEX/NAT, KRB, EER Citrix 28 GHREMTENAE) IRE
BEiES.

7. NR spool KNFAE, WHEZXHEHFZF K. spool XHERBEURTFEF mERIAFTENVIAIFTENHIREHTE
PR, WNRBATHIITENN (45H1) IRh#ZRF 2 postscript, BIIERETE Linux BIERS LITH spool X%,
KERB RS Ef.

MREEITENXMHRE PCL, HEZFHIRERSRE Windows, NIKESITEIXHERIRIZF I, HERATRN
FTENHIRENAE A FE R P U T ENA 4T ENZ S Mo

8. WEBSHIITENN B N R RERIITENHIREHIZRE. FHILL PostScript & siTENHL Jafl:
a) BREDSIE, HEFRSEE TS,
b) FTFHTENEEI IR

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BUTEMW). IIRMEEREREERNR,
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d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (%i&%) 1 Model (215) FE, M Citrix UPD IRehigF FisERREITENNIREIZR .
9, MR%EET CUPS-PDF EHMTENH, JLAE#E “Generic CUPS-PDF Printer” (i@F CUPS-PDF
FTENHL) EhiERF. REFEL.

f) RS, WeTE .CixlpProfile$CLIENT_NAME EBIRsNIZFHI PPD X4, WA
BRETHYHT ENHLE A R R IR BN IZ o

B0ia)

TEIRBHEMTE Linux VDA LITENBSTFIEY I :

CTXPS RzpizF 58857 PLCATENHIARE

MRREFTENLIRR, B ITENHIREDIZ R 12 B A BIE R R R A TENHIIRENIE T

FTENR S HBTHTEMEEARE

EAME FIHITENN LITENASMEE, XS @BIRSSERH#TERE. IRERNEERE, FRTEFERKH
&,

EHMAIEPEIFTENNAFTENMEL B

Linux WL1E#SS5 Windows IB2ERFTRR. ALt, FIERAFHSRERFTENBEM. S URHAXLER, 5k

SEH CUPS BREXfF: [etc/cups/cupsd.conf,

KEIXHHEERN S RIERIEZ R

DefaultPolicy default

WMRKERB A default, NRLUTITHRINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default
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<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

X E HI RS

November 8, 2021

BPAERIES AT P in 2 88 FIFIAENGS . tbIhEEE R Citrix Virtual Apps and Desktops 2006 S E Sk
mURER T Windows 89 Citrix Workspace A2 1903 SiE=hRZS. EHIFMENGED A B BB EIRES

NEEFR.
ERIHE RIS M, BHR:

¢ XHHNRAHKEFET 20,
o RAXHFARNAEEE 200 MB,

XIFHFE

XA ERMAEMIREER T

« RHEL7.8

« SLES12.5

« Ubuntu 16.04
« Ubuntu 18.04
» Debian 10
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FER R

T B MR EREE S ECETNRENE R, BXEIMRREZBIFAER, BERARKHIF.

s BRGELIREER
o BIMEARIEFEBHIET
¢ TEERBEMEL

=3

AR

BRANMHEHIFIMENETHEE, 7E7E Citrix Studio PREFIHE LR EE RHRIEIEERRLL,

PR

o RERE), BYIXHFBERBAANES,
o RIZFHER.
s FAEFEHBER

SR H

April 21,2022

72 Linux VDA M1Z P IRIG & ZE# T X4 EH. HEFRIREETZRH HTMLS DaEHa Web 3155230, &
LUERLLThEE, HTMLS DaEM AP EREERTF HTMLS #1 Chrome 1 Citrix Workspace R B2 iR B4
KEMMBRER,

AR

iBEAF HTML5 #1 Chrome #9 Citrix Workspace MBI &R Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. BEEXHENAER
g EHE Linux VDA, &8 Citrix Workspace R ABREF LA LM EHENR, SABMXXEHEEFERHAE
BIX . BREXHM Linux VDA THEIEFIHIGE, B THEN. AIME ISR THIRPRNIX . —R&ZH
LU 100 2.
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AR

Z7£ Linux VDA 5& Pimig& 2 el EHM T H 4, EHHEER Citrix Workspace AR I AR,
BT LU AFHERCSC Y Citrix Workspace N R2FhRZN.

BE FEREX 4 EmAIERINE, THEEHE VDA EHNREFFRNGEE RN G B ERIE R iHRE,

AR

BE FTHEREATERES TR HZEEFRX MM EE FEX A REIE N

TEZBH FHHN—LEAM:

o TEXHLUFRERIZRNRE

HEEAXHHEEM Web JKRBUAEFRIEFR, M Web iix FHAIHAUREES VDA ENREFIIHKIEE
BRP, UWEENFRIEFHEE. EXNUEDTH, BERIEFH Web JRBHRIATHERIZBEHRED

BHEE, HESBITERT HTMLS 5 Chrome 89 Citrix Workspace M BZF8I Web 5538 ig B At T
HER.

o BXHBoHENEREFIRNIRE

AEBAGNKERIET, EREFXN, AERKEBSHHEFZREFRNREERD, UEERFPHRELH

A

XL RS

BILUEEA Citrix Studio @B X HERER, BRINBAXHER,

[ Console Root
~ ¥ Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups
E Applications
[= Policies
[# Logging
~ [+ Configuration
£ Administrators
Controllers
Hosting
% Licensing
m StoreFront
@ App-\ Publishi
O Zones
~ $4 Citrix StoreFront
m Stores

Server Group

ERBRIEA:

Policies
Palicies Policy0
1 Policyd
¥ Allow file transfer between desktop and client
2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)

» Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICA\File Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

« AFERESEFEZEMEEXS. AFEELIEAFE Citrix Virtual Apps and Desktops &iE5Hig& 28]

RRIX o
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o MEE FHXMH. AYFHALERAFESXHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o BXHLEHIISEE. AYHELEAPEXHMEIGE EHF Citrix Virtual Apps and Desktops i,
AR

NHRMKRE FEXEEXG LB RERBEN, FRATERES TR IHZEERX 4 REFIRE NI

fERER

Ei@diEAT HTML5 89 Citrix Workspace W RIEFEEAXHEHThEE, BEHRITUTIRE:

1. 7£ Citrix Studio A1, % WebSocket EEHERIGE 2 iF.

] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators 1 Policyd LMJ Settings LW&J
Controllers » Allow file transfer between desktop and client

Hosting 7 Unfiltered User setting - ICA\File Redirection
& Licensing Prohibited (Default: Allowed)
m StoreFront » Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ § Citrix StoreFront » Upload f.ile to dESth -
[T stores User setting - ICA\File Redirection
Allowed (Default: Allowed)

B s G
erver Group b WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. 1z Citrix Studio /1, &3 bR & HRER R A AL HTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEREIE Receiver for Web ii= T, AEEEER
1a22{E 8 Receiver for HTML5 %15k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store o
@ Citrix Workspace
Cffered by Citrix
b & & ¢ 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) BEHEFME Chrome LU Citrix Workspace B Z2F#RI1ZI Google Chrome 1,

3. £ “Chrome AR tELEEH “EATF Chrome 1 Citrix Workspace AR
4. BNEEREM StoreFront RZARER URL,

MREZHAT Z URL, BB LS,
5. BaEMKREENARFSIE, 7 Linux VDA 5FFiHig& ZEHRIT— RSN X E .

PDF #TED

October 9, 2021

fEMA 15 PDF $TEN8Y Citrix Workspace M AEFhRA, AILUITEDM Linux VDA &iERERF%IRE) PDF, SIEFTENE
A & ix5 =% T Citrix Workspace M ARFHAMITEN. EAMITEN L, ATUGEMAFE PDF £581TH
PDF, HTERMEITENN _E#ITITEN,

Linux VDA Z3F7E LU Fhiz<iy Citrix Workspace A2 L##1T PDF $TED:

« Citrix Receiver for HTML5 hg4s 2.4 2 2.6.9. AT HTMLS5 89 Citrix Workspace R 2/ 1808 RES
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

EcE B

April 18,2024
AIESMA5ER Linux VDA B-EEEMHIE.

BXEMER, BERRARERMZEMARED.

[T

Thinwire 2 Linux VDA FEAN ETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS RS 23 1T R E R RIRBERUABRARI, HH XN REBAFHRA LT R

o RIFRER, XBHINEE, TRERTEMESE, RISLIEETHERAFME Citrix E#%i%4#F Thinwire, B
Thinwire B WHRESETFAHERY BYE. HFRENESBEGREFELSIMK,

o HNENRER, A Thinwire 124257 H.264 3¢ H.265, USIEu#AFP ARG REEREREITRK, LE
EEXREMER 3D BFMNERLT.

o HXNEMTUMKIE, Thinwire PHBEENSTRARIRFBHE G (A, 57 3D), HREEGBHNFRE
B ERA H.264, EZFM4ER H.264 15M4RED2E 21 HDX Thinwire 12N FRAIEEHES (HII0RAA
&), HEA H.264 MSMRMAELSEN H##1THRID. WTFRENERED (BEXANRZER), DASERER
E4% (JPEG. RLE) MIEERF. BREURBUTEL: EARETR. ReEWMANSREUREHMUERS
ERXAHEREER. BERAIINE, HRREIEERMMERIESRHITEREELNRIFIER BHARE)
FEHWEHEUHKE. BXEFAER, BERAETRRILE,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIZE (BEUTHMERERIZE) JUATHERZEAERARNEEH#TTE:

o BRENEEEERE
o BfRhnEER
» MIRERE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 222


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html

Linux Virtual Delivery Agent 2107

£ Thinwire #3§ H.264 BT “EiE”

MIANBRT, HENTBES, ARRERKIKENTHRTEZEETA H.264 MAE JPEG.

H.264 4 rTiR M SN EGRRE, FERAMMGRIDISRHTERERISEHIZEIRD, BIMEENRIFNER, EREIE
PR JPEG, HEERIMAMRLDSEHITERERRILE N NERTIMRFLESE. IREFIFAZFRHEREME H.264,
TILEMIRBE R4, THRWEERIGEEEI JPEG, Citrix Receiver for Windows 4.9 2/ 4.12. Citrix Receiver for
Linux 13.5 2 13.10. &AT Windows 89 Citrix Workspace M B#2F 1808 RE=Shiads, MUAERT Linux 89
Citrix Workspace M A2 1808 RESMRAZEHER Y H.264, B X5 REMNERMINIRARED 23 T ESERELIE
BENFMES, BESRUNEREEEENEREKLE,

¥ H.265 MIT4RARRD 23

M 7.18 hiit2, Linux VDA Z3¥ER H.265 (IR ARIE ST ITiZE R A IS TR IR, f&aT LUTE Citrix Receiver
for Windows 4.10 2 4.12 #i&ATF Windows B9 Citrix Workspace M B2 1808 MBSk LEAILtIEE. B
MIETHEES &, E7E Linux VDA f1E Fif LB ALLIhEE. MREFF iR GPU R #r6EA DXVA #0317 H.265 ##

“EIfZ89 H.265 f#18” BRIGERRAK, SIEEEIRZIER H.264 MSiF#EIERE. BXFHAES, H5H H.265
M*ﬁﬂéﬁ{'ﬂ%o

27E VDA L/2A H.265 BEfH4E3, BHITLATRIE:
1. ERERINYRRIEEERIDRE,
2. ERHX 3D B TIFRAHMLIULRES,

3. WRERIIRRLRATERRBRARKE, NRENHNBIRR.
4. WHIRMEFRERIERIRE N TR TIRE T

BEEF EBA H.265 BAmS, 1550 H.265 545,

15 YUV444 3R 4RES

Linux VDA 3z YUV444 4Rt YUV RERARSAESMRENESENREE, EYUV S, Y RR=ER Luma
&, UV RREEE chroma 8. &8 LL7E Citrix Receiver for Windows 4.10 F 4.12 f15& B F Windows # Citrix
Workspace [Zf#2F 1808 RE= RS LEA Linux VDA BIX—Ih8E,

SiNE—HY. URVEYES 8 s —1FH. YUV444 $iEEK L 24 (I/GEHNEREER., YUV422 HURSE
ERMEEZEEZ UMV E, MNTSHREIEEERERRN 16 {i1/18=, TRET T YUV444 1 YUV420 ZEIRNEWEL
L3038
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YUV444 YUV420

O (W | =

£17E VDA LB H YUVA44 IRE4RES, BT TRME:

1. WRGER MR ELDSRH T ERRBRENHNENRER.
2. BRBMAREREREIRENIBE TR TRE,

RIS AR EIRARTYLRER

B RER R A EEARTYMEE, Citrix 18587 HDX 3D Pro BE44RiS,

£/ HDX 3D Pro f+4F3Rt, VDA mILLBIERIE M LIt MEHREHRET EABERBERGOIMBIDER, X—H#
HEIhRER it T — T B E AR E B Ho

AN R T BRI, BERAILINEE, FHETUT®H<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

BRTERLINAEZ Sh, ERATLUETTU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent SR EFTHEABERNE DL, KENEEE, BRMEEW, ERDEME. BNMIETBER 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENEFREEFRFFE, WSEHNMRLATREERE, RARKEEMHIN. BEBIEH
EEHEN L ERBRENRNN, BT LARRIL R,

A% Linux VDA Thinwire StiFMERITESIR, BRHERZIEYIR,
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BX Linux VDA EMZBEMBXFEENER, 551 CTX220128,

ERRERR

HOVEEM Linux 2IFFEBITHERRSETRIATEE TERRERR, ZERENTEIEGRESREEZEK
B EHBF i,
EEMABER, BERUATIE:

l. T:E CItI‘IX Stud|0 qﬂ)*'ﬁﬁ.ﬂ)lku?ﬁﬁ%%%ﬂ]ﬁo

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off

Releases of CVAD 2101 and laler \nclude an \mage quality slider to help the user find the right

«

2.
AR
MRERKANTFRERIEIGE NRA T LHEE, WAEERER Ul
Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

R LUR AL T T

 EENEGRE, BBBR BRFHSEEN 0 F 9
 EFARAEXIRE, BEFRILRFRE,
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o BEYMEIEHIRN, BERERERRE.

BEHR
KREEEERAMHERRN

BITUTHLREBEEEAPHERER (0 7T TW+; 1 RT2FMRERGES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

HEREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "Ox00000000"--force

KERBIEERA H.264

BITUTaLREEETERMEH H.264 (0 RRKREEM; 1 RTEEFER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

LEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

KWEETIEER-R H.265

BITUTHTREERTERERASR H.265 (0 RinkfFER; 1 RTEREER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

QEIETEEAWM YUV &353R

BITUATa<RIGEIERERBM YUV HiZHE (0 =7 YUVA20; 1 REYUVA22; 2 KRR YUV444):

AR (NHIEREAERDESEN, YUVFormat EZABEN.
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

RERBIEEEA YUVA44 RG4S

AU TR RIGER TSR YUVA44 BRIHRD:

=

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIETTIRSE, SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FEREMHHED

BITUTHL (0 RRKRER; 1 RTEERER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

FERIEMTF:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

S—MAERER nvidia-smi &<, MRETFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
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| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |
N/A |
| N/A 42C PO 14w /31w | 207MiB / 4095MiB | 8%
Default |
o o e +
e +
| Processes: GPU
Memory |
| GPU PID Type Process name
Usage [
|:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[ 0 2164 C+G J/usr/local/bin/ctxgfx
106MiB |
| 0 2187 G Xorg
85MiB |
sttt et it L T e T +
<!--NeedCopy-->
t#aik NVIDIA GRID B/ ik =i2F 2B EEWRE
Zfik NVIDIA GRID B2 iR shiEF RS B EMRKTE, 1EiE1T nvidia-smi, EREMUTF:
+ ______________________________________________________
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ e it ittt e e T e +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
[ 0 Tesla M60 Off | 0000:00:05.0 off
off |
| N/A 20C PO 37w / 156w | 19MiB / 8191MiB 0%
Default |
o et +
o +
| Processes: GPU
Memory |
© 1999-2024 Cloud Software Group, Inc. All rights reserved. 228



Linux Virtual Delivery Agent 2107

| GPU PID Type Process name

<!--NeedCopy-->

NERGEEHNRE:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro %5128 &40

MREFEENBEELLKEBLA, HKZE NVIDIA GRID FeERE R A

E Xorg HiRAE

Xorg WBEEXHiEEMUTF Xorg.{DISPLAY}.log, 1T [var/log/ sx#desh,

B X017) 77 Kz PR
34+ vGPU, Citrix Hypervisor itz & 271 ICA SEASTERE
fRRF I BEIBEITU TSR VM KAt VGA =615

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 ERAXHEEBEN T#T YUVA44 B4R
WY R E R AT TR, R NVIDIAK2 ER0ERT, AFRBRMEARR/fSESIENSHIRRIK R,

HIizEEZEN NVIDIA K2 ERFAXFEEBERN T#HT YUVA44 BRI, BXIFAER, FSRIMRmE IR
18 GPU X#51%R,

R Gnome 3 SEETRRIE

XZ Gnome 3 £SESIEBEIHIRE,
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7% Citrix Workspace M AEFEHOA/NN, B OpenGL/WebGL M AEFTERIFHEN

8% Citrix Workspace MARFEOANRKRLERFEIYE. NVIDIA ZRRHEFRBEHFELNICRES, HIIEE
RE B2 AN AR, BN, WebGL FErtk lightgl.js TaE24EmMEIR, 18~ Rendering to this
texture is not supported (incomplete frame buffer).

Thinwire i#XE =

April 21,2022

SEREMAERTEEISEREEHRMER. §i0, XNFHF/NF 2 Mbps sIEREE 200 ZMERE, £ Web TiE
ERAFTRESTREE. TMEHFRE. BENBAMRETRSSEETERZEH.

ET7.17 R, EEBEARBRIERERTRESRE, FERRSERENRUNRERE, HERERMNVHAERRE (16
fiisg 8 (IE), BR, BHATMEAF REMMIERE, HDX Thinwire RERIBRER RS IAEHSEGRRE,

M 7.18 hRiE2, HRIAHEET 2 Mbps AMLKIEREBT 200 278, HDX Thinwire 2EIATIEEH# X EMHIE.
R T

s FrE#HSEGREEREES.
o XARERR,

pign, ETES, FIHAERRALTENRS, ¥ FH e AFEEER, BREREESE, i EEREHER
SHAE, NMESEGMXXAIRURE, H#HRIERE .

Features

BRELESRERER, BEANEGMXIGZHREIITHRYR. §iW, ETEHR, FEFBESRaR %, BRI

RRERT.
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Features

NFEG, RUERRINRIKSGZE. NTFXE, RESIFERBRNE NS, HUIERES M L#HIT. FE
Al SR AR BB N R B AL MBS HELAEIR

BTG (D) mEdBEN BREiEEFEl H.264 #1TEIE,

snfAfE A AH TR

BINMERT, HHIREANMNERERKRES. F RUARE) MEMSLATHESERKS.
FEUTERTREIXE (FER) HElRX:

s MERE = AT LHIE
- BRELNEZEAERE =8 U
o ERTSIRMRIEIRHITES = HNBIER (FE2F H.264 8Y)

AR TR ESERARESE, MRBIMUTERZ—, NIRRT

. AIFEWEET 2 Mbps
. FAIERIB 200 =

REEXRE, ERRAPRERELE 10 #ehedia), BMEMSFRHEARF IR,

BAATMEIT N

AILGEEIETT LA T e < Bt TR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hrh <value>:
0=t&xH (EEABRTEHAER)
1=851 (RIEMSKTE, BIAE)
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2=0REFE
T BEHRR (1) B, ALUBTTU TS 2 —EXiEimE SRR E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hreh <value> < FifE, L Kbps J&fi> (BIAE =2048)
Tl 4096 = FEH KT 4 Mbps B E#ER

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B A RIHEL,

iE GRID 3D E

March 11,2024

pu

WiF I ThaEIaR, Linux VDA R{Xz#F NVIDIA GRID 3D &, mEAE&##E GRID 3D *.

T
EZ{EAIE GRID 3D EfsThEE, Esdl:

% XDamage A& &S, BEBRT, XDamage 21ER XServer i BiEF.
%% Linux VDA B CTX_XDL_HDX_3D_PRO&EBA Y. BXHETENEE, BSRALSE6: &E
IEITRIMR U TER RS,

- %
63

icE
Xorg B & 1+

MREH 3D RIEEIEFZE NVIDIA, N BEhREMIGEREN .
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HhEAR 3D +

INREH 3D RRENEFFZ NVIDIA, MpNTEHRERE /etc/X11/ TENEMIAREE X 4.

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

Ll ctx-driver_name-1.conf 3fjl, $17UTIRERESIEIRECE XM

1. ¥ driver_name & L FRMIIREHIERFE B Fo
a0, MBEMIREHIEFRIA intel, ATLEEREXHRBERN ctx-intel-1.conf,
2. HINMSAIEEHIZER(E B

SMRIREEXHH—MEERN “Device” MBS, XEOWERFE, ATHTBMMBDIEFES. BERM
TR EIEFE R ZAIATRETAR. BRAXHNOINE, BRITUTERE:

a) BESHEAISERMN 3D R THREERES. PTUERESNEEXH. HIATERER Linux VDAICA &
R, &R 3D REERAANEEXHNAIFEREREERER.

b) BAHMEBEXHR “Device” HHEHIE ctx-driver_name-1.conf,
3. BITUTHSKIGE MR, LUE Linux VDA BEIZIRFIES I 1 FigBMERE X HRZ M.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

EF3E GRID 3D Ef/Ih4E

AR T, 3E GRID 3D B Thse b FERRS, AILUET T <i§ XDamageEnabled i&&5 1 kEBE.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "Ox00000001" --force
<!--NeedCopy-->

HEHEER
FEE S H B E Az 4 H O ELED

MREA L EAMIEIT ID NBEER, BFFERENIER, WELXEFHHIER AL HELBRE NG EER
Jopt/Citrix/VDA/bin/setlog ##i& GFX_X111i&&# “verbose” RUtERREREELUHITIAIRE,
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7

FREHITIEMH RIS

iAnANEZE AL IER

o & R

April 21, 2022

ot
ik

RBREXERAEE Linux VDA,

R

ESUERE Linux VDA 48 2 5 REE X LARHITI,
RHEL/CentOS:
sudo yum -y install openldap
sudo yum -y install libxml2
sudo yum -y install cyrus-sasl

sudo yum -y install cyrus-sasl-gssapi
<!--NeedCopy-->

SLES/SELD:
sudo zypper install openldap2
sudo zypper install libxml2
sudo zypper install cyrus-sasl

sudo zypper install cyrus-sasl-gssapi
<!--NeedCopy-->

Ubuntu:
sudo apt-get install -y libldap-2.4-2
sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
<!--NeedCopy-->
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&

Citrix Studio FHEIRISE

Z7£ Citrix Studio FIGEHREE, FRITUTIRIE:

#TFF Citrix Studio,
IR RS E R

B OIE RS,

RIS 157/ B L,

W

VDA i LDAP fR55858 &

ST eiEFEE, VDA LAY LDAP RSB B[IGB B ENEN, B FTHIRMBEMIFIE, ZIRBEEVEN. RIBRSEEIIE
B REEXEINERHIT LDAP 1835,

2% Linux VDA #ii+81/5, BITUTHS:

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENBENBNFE LDAP RS2 TR LDAP =2 EE K (FQDN) (%% LDAP i%0O) FIE (i
adl.mycompany.com:389 ad2.mycomany.com:389).

Checking CTX_XDL_LDAP_LIST... wvalue not set

S to di er LDAP servers, however if DNS is una
sparated | »f LDAP Fully Qualified Domain Names

If required, please ( ort of at least one LDAP server. [<none>]: l

TR LUEEIETT ctxreg s SR ILISEHES NEMER:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->

SREESZFYIR

April 21,2022

Linux VDA FERL 15X
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Studio &

fEFRZE F iRt 8]
ICA HRTTIEHE
ICA HiR1TIZIT &8
]

TREER ICA FiR

Bt

Pk USB Ig&E
RE [R5 B2 PR
EFiR USBIR&EE
ERHEEDL
LR EE M EEIR
!
IR EE M B IR
B

XA EE R R

X4 EE R RS
Bt

TENNEE MR
&l
FTENN EE MR
B
WebSocket iz

WebSocket izO0=

WebSocket a1{ZiR
i E=E 3B
ICA RIFENIRTS

ICA REFERPRTSHEE
i)
ICA flrg8im S

HDX Bi&Rz &4

AR AR KE

UselLocalTimeOfCliem
IcaRoundTripCheckEt&ied
IcaRoundTripCheckPe#otd

IcaRoundTripCheckW#Enidle

BF
BF
LimitAudioBwPercenig ~

LimitOverallBw

LimitAudioBw

LimitUSBBw AR
LimitUSBBwPercent AP
LimitClipbdBW RF
LimitClipbdBWPerceatr

LimitCdmBw BF

LimitCdmBwPercentBF~
LimitPrinterBw BF

LimitPrinterBwPerceftr

AcceptWebSocketsCotiéttions
WebSocketsPort i+

WSTrustedOriginSeri¢BLifit

SendICAKeepAlives it&#l

ICAKeepAliveTimeoutt &

IcaListenerPortNumbeg,

HDXoverUDP HEN

1RIR

ICA\BY X =45
ICAAZLRF 5
ICAAZLRF 51

ICARLRF 5T

et

ICA\F
ICA\F

et

ICA\

H
et

ICA\

H
e

ICA\

H
et

ICA\T

i

ICA\

i
gt

et

ICA\H
ICA\

H
et

ICA\

H
e

ICA\#

=

ICA\WebSockets
ICA\WebSockets
ICA\WebSockets

ICA REFERNRTS

ICA REFERIRES

ICA
ICA

FRINE

fERRSS BRI
BEA (1)
15

FRIE ICA (REFEDD
KREHR (0)
60

1494
Preferred(2)
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Studio &

REA] s
=ik Ul BERE
&5
FERIE
RIEA] Ry

B FIR B EIEE

Wy

BEF IS MEER
B IFTENNEE R

Hznel#E PDF &M
FTENH
FTENH IR BhAZ PR BR ST
AN

EFIREMREE M
EFif USBIR&E
E[R

PR USB IR&E
TE RN

B ERESE

IR R SE
BirE(EnuER
R
RTEFRE

fERLSRYR ARG 23
1748
fERIRY AR 258y
BB 4mBED
RAVFIL T TR ESE

AR AR KE

AcceptSessionReliabitigflonnections

ReconnectionUiTransg&EincyLevel

SessionReliabilityPost &1
SessionReliability Tinregdht
AllowAutoClientRecomrect

AllowAudioRedirectidir
AllowPrinterRedir HBF

AutoCreatePDFPrintgg~

DriverMappingList AP

AllowClipboardRedirBF

AllowUSBRedir BF

USBDeviceRules BF

1RIR

ICA\=IERT M
ICA\ZEFiHEHENR
PEE3

ICA\RIERT £
ICA\RIERT S 14
ICA\R it B 5 EH
R

iR

TED

TEN

FTED

BIMEAR
USB

USB

MovinglmageCompré&ssionConfiguration Thinwire

ExtraColorCompressis
TargetedMinimumFr#asesPerSecond
FramesPerSecond RF
BF
BF

VisualQuality
VideoCodec

UseHardwareEncodifgForVideoCodec

AllowVisuallyLosslessg@mpression

Thinwire
Thinwire
Thinwire
Thinwire

Thinwire

Thinwire

Thinwire

FRINE

R (1)
80%

2598
180 #
A (1)

R¥F (1)
RF (1)
BEZH (0)

"Microsoft
XPS Document
Writer =,
Deny;Send to
Microsoft

OneNote *,

Deny"
7 (1)
=1k (0)

“\0”

BEA (1)
E£A (0)

10 fps

30 fps

= (3)
EHERGEA (3)

BEA (1)

E%HA (0)
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Studio &8 TERFRINE R -3 IR BRINE

ft3f 3D BRI 1Efh  OptimizeFor3dWork g Thinwire M (0)

itk

EEEmNEEgie  PreferredColorDepthi Thinwire 24 fi/%% (1)

R

EiiRE SoundQuality =)= =l B - AN EEIm

(2)

ZERiEERNEED  AllowMicrophoneRedar =Ll ¥ (1)

BRARIEHR MaximumNumberOfSe&dibns hHEE 250

HEABRBEE ConcurrentLogonsTolEEgifice AHER 2

BRE4IREMEHR  EnableAutoUpdateOf€&ntrollers Virtual Delivery ¥ (1)
Agentig&

BNbiRiEREHIER  ClipboardSelectionUgdateMode BIMEHR 3

FREABTEMRNX  PrimarySelectionUpdateMode BIREAR 3

&= speex Big MaxSpeexQuality FAF L 5

BEEEE KIS AutoConnectDrives PR X#EER/CDM BB (1)

2

B imtRIERNER AllowCdromDrives HF X#EER/CDM 23 (1)

B PG E RIS AllowFixedDrives P X#EER/CDM 7 (1)

BRI ENEE AllowFloppyDrives RF X#EER/CDM ¥ (1)

E P i MEIRENES AllowNetworkDrives BF X#HEER/CDM 7 (1)

Pk ETEHR  AllowDriveRedir BF

XHEER/CDM A (1)

RiFFFIHRENEE  ReadOnlyMappedDrifgs™
7]

x#EEE/CDM B2 (0)

Shukasay AllowAutoKeyboardFBpUp MRVC B2H (0)
AFERESEFE  AllowFileTransfer AP XHEH Y
ZIBEHI M

MRE XM AllowFileDownload AP MR pigas
Bt EHE S| AllowFileUpload AR MR Y
RIETENITHET 28 EnableSessionldleTirfer KBRS BEA (1)
KiETWitESEsiEfE  SessionldleTimerlnteRval KIEITATES 1440 5%+
A =iEiTATes EnableSessionDiscorm@ectTimer =IEITETES 22 (0)
Wi =iEitedesiEfE  SessionDisconnectTimerPeriod SIETTE 2R 1440 5%
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} =r

AR

3% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB1R #hiX (UDP) 1245 4f, Linux VDA 7%
. BXFEER, BSNET AP BRI (UDP) LREHE .

AIUER LT Citrix $EE&I&E7E Citrix Studio HEREERIEEZITET S

o RETWITIIR . WERDXWTHIIERHISEHER B FRE

o [ETHITIIRIRE. RETHASIENREIRG. MRFJETWITBREEA, FREDZETIRENRBEIAR
WEIRFRA, IEREFER.

o BIFFEZASIEITIYER . WER DX IEENSIERGISEHERTE FRE

o BIFFERIEITISRIENR: IREMERNRIETHZ AR E)E]FR.

EERRIREN, FHARXEREEDEPRIT B

TRIENREIRGIZIEN, BER—FREESHB. BXRM, BERUTERHE: KREXAESHEE, BLARE
RERFATIRS. BESERTENRES, BFRHEAPRAUEETNITEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

A L7E Citrix Studio 7.12 ik EShRADE E L T 5HRER,

« MaxSpeexQuality

& (E%): [0-10]
BiAE: 5
HRES:
BIMRENPEN, SMETEMRA Speex FAFLEXN SIMEEHITHID (FSHASMRERRK), Speex 2—
MERFREDR, XEREERTHRNESESREEREITES. SHM—EIESTHRFELDRTRE, XA
FIEREMLAFE 2 EFF AR E. AZEEHE Speex fi3IIZ @I SEEE 0 2 10 ZEMWRESHIEH, &
BlHE, RS,
&= Speex RERBEESMREMHRRE (FSHSMETEMHRIRGIRE) EFERE Speex FREX S/MEE
i, MRBMREBAP, FIEBBATEHEL, XBERERFXRE. NMRSMRENE, FOBELTE
HIRI, XRFREREERIE, BRI Speex REARENKRR TERRMILEER, &iE Speex REHINAR
KIEFHTE LT &M

- F&F&e Speex |BE,

- HILRREFINFHRERS,
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HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE

Linux VDA EMIEINEHR,

- FNEEAREBEAREMEIZF I

RNEZBAREH

Linux VDA LW BIERIEERN R T EARAEHEF K EWEILER, BEFE EWEERIEERNB T EEHN
Linux VDA MBI,

- BFMEERABREEAREMEEMN

Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA Z#5BIMGMRIERE

NBEEEREN

REMERERND. Ei=Hl Linux VDA 5F P ik 2 BRI E SIFAENEITH, NI
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TENEEEREEABTERNEAN T EERNSENELIRENERNE,

fcE IPv6

November 8, 2021

Linux VDA 32#% IPv6 LUES Citrix Virtual Apps and Desktops fR##—%. FEALLIHEER, EFRUTEmR:

o WFANCHRIFE, BRIEEXNEA IPv6, TNER IPv4,
o WNER7E IPVAIMIEHREAT IPV6, Linux VDA 3% 1T.

BB

o BEANMKIFEMITN IPV6, MIERE ST Linux VDA,
+ Centrify 73544 IPv6,

Z% Linux VDA BY, REESRT IPV6 HITEMRISHRINIREES.

7 Linux VDA E2Z& IPv6

B4 Linux VDA NEEE Z i, BHFREN Linux EIMVLLFIZE IPv6 MEHiaTT. BT S IPv6 BBBE XA EM R
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i@ &4 1 7 &E7E Linux VDA EE A IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

IR Linux VDA &1 ML&EO, MELER ControllerRegistrationlPv6Netmask 5= BT Linux VDA £
REImLEREEO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" —-—force
<!--NeedCopy-->
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5% {IPv6 netmask} Hik n E AL (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ¢4 IPv6 SBEMIFMES, 1ESH IPv4/IPv6 255,

B

KRERA IPv6 MEFIEHER ping6 12 AD # Delivery Controller & a4,

Ao Citrix ZF&%0cgEitLl (CEIP)

September 30, 2021

25 CEIP i, &4izm Citrix KZEZFITEURMNERBEREE LIRS Citrix =R REMMERE, i, EREN
BlAE# %% 5 Google Analytics (GA) LUBTHUE. SRt 4.

AMRIZE

BINERT, EBERE Linux VDA 2825 CEIP, XAAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRARE,

« CEIPSwitch
BRZXEA CEIP AEMRIEE (BAME=0):
{i1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#: CEIPSwitch
&: 1=%/8, 0=BA
KIgER, CEIP & FREARS.
AR i BT T < REMA CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch

BRI GAEMRIRE (BIAE=0):
fiig: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP

£%F: GASwitch
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&: 1=28, 0=5H
KIEER, GARFRARS.
AR P EIETT U T e <R A GA:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "1"
<!--NeedCopy-->

+ DataPersistPath
EHISIBRERFNEMRIZE (BIAE = /var/xdl/ceip):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
&: FrRH
AILUBITA T ap @RI E IR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERRETHRIARZER,

M Linux VDA y5#9 CEIP #3E

TREHTWENEREENEETA, SEPFESEMREERTFNFAER.

RS R RINZ TR 588

i+ E# GUID machine_guid PR MEFREREIERIIT B

AD AR5 ad_solution RRITENBSEIIN T AR AR FRF
3]

Linux W#Zzhikas kernel_version RTENAZAR XA F /TR

LVDA fr7s vda_version FRREEM Linux VDA fRASHIX 2
FRER

LVDA & e & update_or_fresh_install RREESHREFLFHRLF Linux
VDA # BN XA F RS

LVDA =754 install_method Fro@EidfERE MCS. PVS, Bingi
HFHRERE T LI Linux VDA
RN EFERT S
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HiER

S&EBA HDX 3D pro

EEEA VDI &5
REXIFHIGE

LVDA £ Z/RS EREH B EhATIE

GPU 3
CPU W%
CPU i

MEBERERN

BERIE

Linux B ERFAMRMARZ

AR RIERTE

SIERRAY A

Receiver ZPimsER!

Receiver Z P iR

FTENIT ¥R
USB EEMit¥#

Gfx Rtz LR

ERRIE TR

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

iR

RTERETENLEEA HDX 3D
Pro X AFfF &
KRB RA VDI XM AF R &R

AL BN XSG BN EFR
&$

ctxhdx # ctxvda RREM X
EiEmeTE, XA
dd-hh:mm:ss, %0 10-17:22:19

RTITENE GPU %3
RTENS CPU AR EEL

& CPU SIRpFE =#8 (LWL MHz A
1)

RTYIERFAR NS (LLKBH
B11)
RS IR RN LB
& (BERFENER) WRIEHROEHR
RITEN Linux 2ERSKZ A
ARASEI XA F 7

TR MEIREV IR 21E

RTBHNRIENTREN AT
& £@E <appname>

BT RESIENEME, — P 2iE
AIE ZEREYE], ERRIERTIL
W E
BFRENERIFHENSIERFERN
i)

KRBT EIEIERN Citrix
Workspace [z Fi2F I B HYEE$K
RTATFRIRIEM Citrix
Workspace [z F#2F IR SIS 2
FRER
RINRIEFEAITENTHRER R BB 2K
RIARIEER USB I8&HIREAVEE
#
RESIENERRHIEF LB A
FRIER
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HiES ERRIZ IR 588

E- A shadow_count RIASIEWER BRI EEER

BRERES ctxism_select BERAPEENAMEESHNAE KT
o=

BREREEMITE scard_redirecting_count REBRFREEMATRIERNAR
FHSIEERAR BHIRIERRER
ByEE K

fifE USB EEM

April 21,2022

USB 1&#&7z Citrix Workspace A#2F5 Linux VDA SEZEIHRE, § USB REEEMIIKERS, AP UE
fERR A ERER USB & MEERTE.

e

HMLBIERETF 100 2508, FHAVZIWER USB EER. HMKEIERET 200 26, B776EH USB EEM.

USB EEmB&=1"FEHEIIEE:

* FHRIE A (VHCI)
« VHCI BR55
« USB BR%S

FFiE VHCI:

XE5 USB EEMINAERE T BT IP WERLER USB REHZRS. B Linux RZEEFEM—LAPRREA
Y, XEEFEEERIIS NIZIERNTE RIS LIRENFRE USB #B, £ Linux VDA 23, Citrix A VHCI BIRZIRED
. 182, Linux VDA 5 Citrix Workspace R F#2F 2 [B#9FrH USB #uBEia#Rii &z Citrix ICA thiXH#a
S

VHCI fRs5:

VHCI Brss 2 Citrix e itk 5 VHCl MR RBENFRIRS. 1ARS 7Y VHCI 5 Citrix USB BRSS ZiEBIRI X,
USB Aks5:

USB BRSS#E% FEIE USB 1&& LAFRE RIMEAMEURERRY Citrix IR,
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USB EERMIIEAT

BEBRT, MR USBIRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREBNFEATERDN Linux VDA £i%, USB RERMTEREFARERER, BELREREHHIE
12, WMRHKRRMIRENIER, &N Linux VDA 2IETEEAEEMM USB %%, HR USB iREMEEM, BR
RIRIZFH EREE RS,

Linux VDA 25— Al EEMEZFIHMIMNEFHEEMN USB 8%, I, EmEHRE (CHR USB #i)
&, BRAMAELLAE#EE, MERHITEMEMESR,

X#H USB &&

THIEEBEMIAZIFL Linux VDA irds, AILEEFREMIESE, BEEINME
AR

Linux VDA {%3z#5 USB 2.0 ¥

USB ABE=FHIEE VID:PID XHRFE
Netac Technology Co., Ltd 0dd8:173c FAT32
Kingston Datatraveler 101 Il 0951:1625 FAT32
Kingston Datatraveler GT101 G2 1567:8902 FAT32
SanDisk SDCZ80 iXz3rEh28 0781:5580 FAT32
WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB 3f&{Y VID:PID

Epson Perfection V330 i85 04B8: 0142

icE USB EEM

B Citrix ISR R TR ANEA USB IREEEM, Ittsh, EaILUEEA Delivery Controller SBSIEE R &L,
7 Linux VDA BCE USB EE MY, J5ECE AT EREEFIMN .
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« BPi% USB IgEEEMERK
« B USB iREEE@MNY

BAUSBEEH

7z Citrix Studio #, BA (HER) 5FFiHziEs USB R&EEER ((RPEIIEHEEN).
TR EIEES:

1. EEAW.
2. BEWE,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(®) Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

& USB EEMHMN

B USB EEm%es/E, A Citrix Studio IRBEEMMN, HERIEEAN (FIEL) 7£ Linux VDA LIERHIL
B’
£ “BEPFim USB IREEE@MU” SHEEH:

1. SEWMBEANEEMN, REHEELTINER.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 249



Linux Virtual Delivery Agent 2107

2. gl (4REE) MG, REHRE.

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNAEEER USB EE@EMEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1932 VHCI RIZARIR

USB EEm#k#ftF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERROEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIERM Linux RITHRAZHITRIE, BRTR:

ZHFH Linux Z17hR N EATTES
RHEL 8.3. Cent0S 8.3 4.18.0-240
RHEL 8.2. Cent0S 8.2 4.18.0-240
RHEL 8.1. Cent0S 8.1 4.18.0-240
RHEL 7.9, Cent0S 7.9 3.10.0-1160
RHEL 7.8. CentOS 7.8 3.10.0-1160
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T Linux %1ThR AT

SUSE 12.5 4.12.14

Ubuntu 20.04 5.4.0-70

Ubuntu 18.04 4.15.0-140

Ubuntu 16.04 4.4.0-206

Debian 10 4.19.0-16
5E

MRENTENBRZS A Linux VDA ZHIREEFF#RS, USB IRRSAIRETEB. EXMERT, N
e B Sy VHCI MIzEIREY, 7 aefeA USB EEmIhEE.

HiAERINIZS Citrix ENIRRET —

EmPTLE, BITUTHSEBIARNZEST

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

MRBLEBITRTY, NWARBRERINNE, BhiAES Citrix REMNRIR—,
MRGBLIETREEREIR, WRZS Citrix BRA—, BAEHE,

B VHCI RiZRIR

NRIEWRIZIRRS Citrix BAREST—3, BHRITUTERE:
1. M Citrix T#is=T# LVDA &3, %% Linux Virtual Delivery Agent (sources) Z9 & &89

2. i2HY citrix-linux-vda-sources.zip X, S#i3l linux-vda-sources/vhci-hcd-1.15.zip, SAGER
unzip vhci-hcd-1.15.z17p &%$42E VHCI R4

3. WBIRRET Linux VDARHE, ABRETUTHSZ—!:
+ sudo bash ctxusbcfg.sh dkms
ERLAH<, EAIUIERASNZERS R (DKMS) 27 R EE VHC] Wik, DKMS REAF SUSE,
AR

sudo bash ctxusbcfg.sh dkms &< &7 VDA E2ERNZF L DKMS 127, £
RHEL #1 CentOS %2R, %< 21E VDA LR EH B Extra Packages for Enterprise
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Linux (EPEL) 7#fi#R:,

LEHITERRZAR (10, MARZ 4.x.y FHEEIRRZS 5.x.y) BF, DKMS aTgex s VHCI A
ZiEHR (usb-vhci-hcd.ko M usb-vhci-iocif.ko). #1E DKMS &K, EBFXIE
7sudo bash ctxusbcfg.sh dkms,

+ sudo bash ctxusbcfg.sh build

IteEr LTEARER DKMS MBI ER THZM =R VHC] RIZER,

fi# R USB EE M n)et

BREATIFHEBBREIERM Linux VDA B F] aEiB 2RI S MR,

TR EERR USB #i

AT IFM Citrix Workspace R B2FEEBMETA USB M TiAniEH], Linux VDA RBEENREEEFIA XL
%%, BIREREREEAENNEETANIEE. BEit, SEEERRMNAF FEHHIEE.
4 ¥

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

ZILEE R USB BB XHEX

NRF USB EEEMIIREHRNERZMERE (F1, THE EeIE—LxH), AFLMEMA Citrix Workspace
NAEFNIARZELEER, WEEAHLIBIXAFESER, HIMLRERRANERHIEEAXGRAR, KRR
EXHRATERNEFER. BEHRTNEEERS, MREMA Citrix Workspace ARFHITAZELEEER, N
RERERFHRERRERE, NMSBBIEER. ATHRRIRE, BEELXREBRI K RIERIFTE#RE, AR
Bfelk USB EEM,
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userl@rhel7dwork:~ - O x

File Edit View Search Terminal Help

[userl@rhel7d4work ~1%
[userl@rhel7dwork ~]% sync
[userl@rhel74work ~1$%

Citrix Workspace B2 T AP LIRS

B, ZAaEES Citrix Workspace ARRFH T AEZFEETIHIEE, XRT&FHTT USB EER, MRBEZ
ZiaER, EHRINA TSI

« RIEEECENAIF USB EER
¢ ARRRRSEHAZRS

e | B p -, P .

Home Ctrl+Alt+Del Preferences evices Full-screen Disconnect Shortcuts

AR

WREFEMEEZEAT Linux 89 Citrix Workspace W REZFH A A,

% USB i¢#%&7z Citrix Workspace i BEZFHTAZHER, BXLGEEIIEZRIEREN, EEHEAK

HELLLRIERY, HHRITU TR
+ BCE Linux VDA HREELUBREEM.

- &R EE Citrix Workspace W EEFHIMRPEE T EMEARIERE, BFREIMRBEPH
DeviceRules, LRI ERIELISRIZISE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXHAEE, BERAIRFO
& How to Configure Automatic Redirection of USB Devices (#1fA&2E USB & &M EEE M)
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USB isEEMINERER, BXEERIETER

BEEAT, REEEEAZ LN USB k&, HR&TRBSEEREER Linux VDA 2iF, NFESIMEEMAIR
&, HERS [dev REFRIZAFAENT R, B2, ARRSTURINERREHEHEFMEERE, NRE
RIAE (BIEAN) NEMRELENLE, BHZIRENNEIFZ R R,

=,
AR

YNRZ USB Ikzpes, Linux VDA EEEMRHHE. AR (BXIRRETHAEE) TRUTEFEMEERR]
BREH R, RESERSHFRETRPIIRETEFRXME L

HDX MZZ BRGS0 E4E

August 11,2022

ik

7£ Linux VDA £iEHIE{TRVISAS IR A2 A A A ITE B] LARER HDX M B EAASIERE RIS B &N FIA
BERTERILIIEE. HATERWERAXRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LA RAMBRGNRN, XML EREVAELSE H.264 IERLIXEITTE
MREPEITHMRR N AERF. HDX MERENMSAEREERRETE A IHRERGN SR AELRRARBIR R BHR
IREBSR, HWHHITEIRABAES. BRIENHEHRHBENRERRNLRRAEX R RENIREDIERF .

ERIRGIESMEBRENEER. 25, FRROGIIRZEFUERETEHRSS. RSBFEERSMRRE

M, BEERAIEENKETATRMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured N
video
stream Meeting
- g
HDX webcam server [aiits * ——| conference
server
Encode and send Send througha
. through the HDX . native app
Offers several naFlv.e (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams
with dedicated on-board
video compression (UVC
H264).

looks and actslike a
normal webcam to the
application.

AR

o tkIhEENZ#k B Citrix Workspace AR EFiHE H.264 157,
o SZIEFHIMSIRERTL ¥ 48x32 ) 19201080 Zjd,
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o {FRAMKIRENVE, BE7M Citrix Workspace R B T A iERER USB i8%. &N, mlaEsHM
IR,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O Do not connect Automatic
(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[] When a new device is connected while a session is running, connect the device automatically

X #59 Linux Z17hR

« RHEL 8.4/Cent0OS 8 (2105)
« RHEL 8.3/Cent0S 8.3

« RHEL 7.9/Cent0S 7.9

« Ubuntu 20.04

« Ubuntu 18.04

« Ubuntu 16.04

« Debian 10

T2 MIHFIME RGN

AR ZBBEEHIRHARNMIER, FEERREINNSEMITLLE, Citrix EHEUTMEZIEEGN#ITHHRIIER
JE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000
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&

RINBERTERALINEE. EFEA, Bl TRIENERE:
e

Citrix Workspace B2 B A AT LGS %R Desktop Viewer R NAMMEIRENIRE R EERBEEIIAL

%O
Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Preferred \Webcam

| () Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect

(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[] When a new device is connected while a session is running, connect the device automatically

1. VDA RE%mE, Wik VDA 25 #E887E Delivery Controller #3EMt, UMB AR Linux SEXIEEEEE
5EA Windows EiEmMINE .

2. WRERI VDA LKA Internet, #4517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
Y LUSERMEIRENEE. NREMN VDA Ti5i5E Internet, &3P 3,

INEEH VDA ZE1E Debian 10 L, BHEEERNAZIRZE LiE1T, BN, HETU TS UEHMEIRHN
HIPZAR S :

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy-->

ctxwcamcfg.sh iilZG8hT:

a) £ VDA L&% FFmpeg. kernel-devel MohdSHiziER%HF (DKMS) 2.

« FFmpeg BAFsRfERD,.
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« kernel-devel BFHRBERRAHEIMMEBENAIZER,
« DKMS BFaiSERENMBREN RIZIRIR,

AR

£ RHEL #1 CentOS k%% EiRiZFA, ctxwcamcfg. sh A EEH VDA LL2EHEA
LU EERE:

« EAT Enterprise Linux (EPEL) BZRsM {4+ 81
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS &2 v412loopback,
v41l2loopback @—MAFEIE VAL2 IREIE EHINZIER,

c) & 17 sudo service ctxwcamsd restart & %, Linux VDA M M KB G H R S -
ctxwcamsd - EFEEIFHINE HDX MLEBENMAERINEER v4 12 Lloopback izigEiR,

3. IREH VDA TiEihinl Internet, BES—&ITEN LR v4l2loopback AZigER, REBEESHIRIE
B VDA,

a) EE—AEBEILE Internet BRZARZS VDA BRIAERITEN. uname -r < AT RZAR
s,

b) HEMITEMN L, 15T sudo mkdir -p /var/xdl &%,
c) ¥ /var/xdl/configure_x* M&#9 VDA E%IZI /var/xdl/ FANERITEN.

d #ERHEMN L, 517 sudo Jopt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
BRAZER WMRZHSHMMET, Wa%E /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl/S$ (uname -r)/x86_64/
module/ BEZETFoIE v4l2loopback.ko 3tff. ZBEIEIETT ctxwcamcfg.sh B Bl e BBV 4

%o

e) ¥ vil2loopback.ko NEMITENEFIZEN VDA HEHEETF /opt/Citrix/VDA/lib64/
A

f) &M VDA £, 1T sudo service ctxwcamsd restart (S UEHRBHNEBEIR
SHE val2loopback mizi&ER,

g) BHREIEME VDA LR%E FFmpeg 12, AAEA HEMER HDX MR EHMSAES A
ECERIEA S

November 8, 2021
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Citrix B2IEATEMINEES I NFIE I Linux £&, KIEATEHERIMER TR FRARS.

SIEA R EME PN EEEIEE ICA 215, EXRIEUREMNEAEE, BBREF K EEMEENSiER
M

AR AMERT, BEREAENERCRNRIERAXEHE. HTFReER, RINBNESA TLS &, &X
TLS mZEFAER, BESREA TLS ®RIFBFSEZ S,

[T

Citrix Studio HH5EERIGE

A LL7E Citrix Studio FASIERTEMHIRE LU T HRER:

o RIEATRMIERE
o REAFE4EY
o RFARKIRAOS
o EFEE Ul EEERS
BXHEAER, BFERREUEMERIEENE PGB EMEERIRILE,

AR REREUREERNIEIREMIROS RIS, BRILIAFEHEE VDA RS HDX ARSS, UEIREEK.

Linux VDA g &

- BRIZASIETSEE TCP (filrss

BIAERT, EiR0 2598 EEAMmIrsiEnI st TCP filrss. EEMRMAEE, BEITUTH .

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENRR HDX RS UEREEN. BA TCP iR FaEASET RS, Mu@dEMmirss (550 SSL)
REA RN, REBEISIEFENERERIREA T &Mk

o RIEFAIEEIED

As

‘a‘ie

ERILERAUTaHLRESETELRAS (KOS 2599 A6

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d  "2599"
<!--NeedCopy-->
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AR BENBE HDX RS UFEIREE M. R Citrix Studio PEEIHRERIGBEIRE TIHOS, NIEZBE Linux
VDA EB9IRE, #iR VDA MBI ENARILET IREROERMNERE,
o IRSEBREIF P InREHEEHINSE B){EIFR

=IEFREER (B, KBRS, RERBEMN) B, £ Linux VDA M ICA BR iR Z B RESIE A EEREERD
REHER. REEIRSEERTRUEFRESIRAIMM, MREFWLEME, WEERE, BT REMER.
iR B ERPRIDENRSEE Z BRI, RAFRTREELRE, EXHH#ITERE, HETUTHS (U
10 #Af0).

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIREIARSS S RFETHIRZSET 8] (BIFR
HIREEEM ICA BEFIHAEE Linux VDA BBBRENESIRSE RS ZBEIRIT . RINMERTREERRE. &
WHBHTEE, BETUTHS (L 10 #BAfl).

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

BEHEER

BERBKEERASEAIEME, TEBHRIE.

BRRRILRNE, EHRITUTRIE:
1. 7z Citrix Studio FiB I REEIG B BARIERIRMEE, BESURILITFEFHREE VDA BRSH HDX BRSS.
2. £ VDA £, BITUTa<URIERIERSEM TCP (iARERETIET (MU0 2598 Hfl),

netstat -an | grep 2598
<!--NeedCopy-->

SIRZEATFEM RO L%E TCP (A2, ESTU T o< BRZ0TESE.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy-->
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R

September 1, 2022

BJLFE Linux MK ESEARFRIEFRARERIE. RRESECHARNBHUNTRN ERRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIhEEEA T RHEL 7.8, RHEL 7.9, RHEL 8.1, RHEL 8.2, RHEL 8.3, SUSE 12.5. Ubuntu 16.04. Ubuntu
18.04 #1 Ubuntu 20.04, i&fATF i0S #1 Android #9 Citrix Workspace M B2 Z3F1% I8k,

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio #, ¥ BEmERREAKKIZER AT,
3. (AI3%) ¥¥F RHEL 7 #1 CentOS 7, BT TH<IEZEEMARL (IBus) BREREIA IMBRSS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANRERELERIFIETEEEREF YR RIEEN.

PRI

ZINEETE Google Chrome, LibreOffice M E MR A2 T A RETCIALE i51To

EEFHRENREEBRETE, BREFHATER, ARBRRETHIEATR.

£ Web FBEEFM—MRANFRRIBES—MANTEREN, RERETEFET. BRI, BRI
BMAFER, ARELEEFHATR.

EThEEFRZ#F Unicode FRANFTFR (53, FX. BEBMEHEFH).

RREBFEATERBANTR.
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s RBEROUESSHNBAFTRES. EXMBERT, BEINAEFEONR LDRSRERELFMAFRB RS
(1L SEVA=1

+ BT Citrix Workspace R #2FH Huawei PR BRI Z BIfFERA MR, FIEMEEETYIERS, WR
B2 ERE Huawei FiRER L.

ERimmNEmES (IME)

September 30, 2021

5%

B IME IARFTFR, flhx. BEMSEIEFR. BI5EFH L Citrix Workspace T2 FREH
£ IME (%30 Windows 7s#]l CJK IME) SBALLEFF

[
Ik

f£% % Linux VDA BY, =BEzh&REILINEE,

ERER

FRETF Citrix Virtual Apps 3¢ Citrix Virtual Desktops i%.

RIEFEEEF K LERERNRN AU BERE iR IME 2588,

EA0ia)

o BN E Google BFRISHETIE, FREEAEF I IME HEEERTRFRANFH.
« FARTE B FRPBHEAEF K IME 1588
+ IME AP REA RN RIE AT,

SZEES=EL N

April 21, 2022
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B Linux VDA ks 1.4 2, Citrix FilT WER BN AREFNIF. APAUEEE Linux SEFENER TR
FREM Linux M EER.

B2, BFESES Linux SEIRERESER, B, Linux VDA EMAMEBESE=NFELAGHNARFRIH. A
b, BREEUFE IMERIES (B0, X BiEsFHE) BAND. TAREFRIERE, BRUTEERERE
Z a4k,

AT RRRXLER, NIRRT ANEATNBREFRHIESE. BIESE, APAIUENAREFSEHRE
WERARSS 8% IME LURERERR Z BTk,

icE
TRILUER ctxreg SSARFRANZAIIIE GHABRTER). 4% Linux VDA BRS3 238 ETHEEECE R A F1E1%
VDA EAHBIFIE N ARERF.

EEEMRIA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 3
7% DWORD,
EERItINEE, WETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

EZAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

fERRBER
FERE &,
1. B8

2. HRALIERXFMANEL TN ARERF. EREPVAEFZIRERESIZ.
3. MTHIRBEPERKFMIES LAIMAERIES AR
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o fr L ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4., MNTFhigamiksR IME SiBEHE,
5. EAMEN IME HERGREENES.
PE =

« £ VDA IRBEE= L EREEA B, EREERTT Citrix Workspace R AEFHE P s EEAHE

FIREER.
« WU accountsservice B ALEIRRA 0.6.37 EShRAS, 7 HEXKIGMIBES I HEEFRIT
"E,
= |T| Region & Language ‘ Login Screen ‘ - b

& Tanguage English (United States)  —=»

Formats United States (English)
Input Sources | Options ‘

French

German

el -] =l

SRETRRED

April 21, 2022

IU#6, Linux VDA FIZE Fi%igE FREH B4 AER. i, NREFHEE CWREGERM TE BN E
i, 1812 VDA LkEH, REERMSHATMHIFLEE, EE VDA LERH SHiE .

Citrix B3 H5hi VDA WREH B SEF HRENREHERAS RRAILAT. TLANE Bt LNREHRE
44, VDA BEEERS I HAIEEE,
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AR

AT HTML5 #9 Citrix Workspace M BREF RS BE GBI hEE,

[l
RINBERT, hSHERRERTINELTR2RARS. EERANZALLIEE, HETFIHEREERERTSH IME SGHINEE
HBg, i@ ctxreg LRARFREETME.
AE
EFIRERABERTSH IME BUHIHEERIRMM AR S TEMRIGE, TUNAEEEENEPTENIT R,
REPMFIENR, A% Linux VDA LR EMFRIEENBEIZ VDA EHFIESTE,
« RERFIREERBERTSH IME BUHIHEERIE S A2 ASRERRRT .

1. 7£ Studio A, HRREE, AEEFCIREK,
2. BREFHREHF/EDM IME BHEERES,

Create Policy
Studio Select settings

!_[AII Versions) v ‘ All Settings " 1 [ Keyboard Layout SyncT X I
Settings: 0 selected [ View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. REHRBBIFEZURER,
4. REHR,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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ERAILINEE, BETUTHR<L!

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,

N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

ZFin IME AR RERS

April 21,2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

268



Linux Virtual Delivery Agent 2107

R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ZIhRERERTF RHEL 7.x.CentOS 7.x.Ubuntu 16.04.Ubuntu 18.04 #1 SUSE 12.x. & F Windows
#1 Mac &9 Citrix Workspace MAB#EF L%,

E7E RHEL 7.x S EIEHRERZINEE, ¥BHE IBus, i, ¥AFRREmESRENEE IMEBANIES,
5% GTK_IM_MODULE=ibus 7zl ${HOME}/.config/imsettings/xinputrc scft,

ZINRER BhRER, BELNBRAIZINE, FTHERE.
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BRMZRZIEE
RIANBERTREAZF G IME AR RERDS . ERANEALLINE, HEEEFIRRERFBEDSM IME S0#IHEES
Bg, sl ctxreg SERRFREEEME.
AR
EPmERTH/BETH IME BUETIEE RSN Mt Aa T EMRISE, AIUNAREIEENEFPMITENT R,
SHRHIFEXR. A% Linux VDA EATEMRISENAEIZ VDA ERFrE =R,
« KEERFIRBEHRERLSH IME SO IhRERRUB AR EAT i IME AP REED IhEE:

1. 72 Studio ¥, ARPHEE, AEEFCIRER,
2. BREFIHREEHF/ELM IME UHHREREE,

Create Policy
Studio Select settings

:7({\[' Y%ESI‘GHS) | All Settings ot I Keyboard Layout Sync] X I
Settings: 0 selected [] View selected only

Settings

! ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRMZNER,
4. REHRE,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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ERREINGE, BEITUTHL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

HDX Insight

April 18,2024

ik

Linux VDA 843325 HDX Insight 118, HDX Insight 2 Citrix Application Delivery Management (ADM) #9
—&85y, EFTEBARE AppFlow, @3 HDX Insight, IT aJLUR#di@E Citrix ADC 5k Citrix SD-WAN [ZF
12 mLHafEEe Citrix ICA BERIFRENRIFAI NS, MMERSHHABAER, BXFMES, S HDX
Insight,

RE

RERBRGEFTERE,

fERER

HDX Insight 1§55 #fri@ig Citrix Workspace R ATEF# Linux VDA Zia#y Citrix ADC 1£:&#9 ICA B 2. Fie HDX
Insight #2395k B NSAP EHLEEHUKESES X KE, NSAP BINBERALTEARES.

a2 D3I BMER NSAP Eil@E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
-—force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->
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HEHER

FERMEABIER

AR NREA:

+ HDX Insight RIEHEE,

fgn, 7 Citrix ADC E/Z/ AppFlow, =t#7E Citrix ADM EEE T REHAY Citrix ADC 324,

o £ Linux VDA k=5 ICA = EHNEE,

ps aux | grep -i ctxctl

MR ctxctl kiaf7, BHESEBRBKALUA Citrix RS,

RERMEANAEFERER

BWIARSRRAT TEEINEE B TENBEF R T —ERBYE,

Rendezvous Y

October 9, 2022

f£fEF Citrix Gateway RS HIIFIEH, Rendezvous il st iF HDX &iE4%:d Citrix Cloud Connector HigR %
#hiE#Z3 Citrix Gateway RS

R

fE A Citrix Workspace # Citrix Gateway BRE a1,

=)@ Citrix Virtual Apps and Desktops A3 (Citrix Cloud),

Linux VDA fz7k 2012 B Sk,

£ Citrix B8 /E A Rendezvous i, BXFMER, 1ESiH Rendezvous iV HEEEIEE,

VDA &3¢ https://*.nssvc.net BHHENR, SEMREFiE. NRETLESZAIGHE T
FINBARE, BXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

ERE=IEE, Cloud Connector &% 73k BY VDA # FQDN, E LItk B 1%, B RS/ A DNS f@f:
& A Citrix Virtual Apps and Desktops i 2 PowerShell SDK, =178 % Set-BrokerSite -
DnsResolutionEnabled $true, %3 Citrix Virtual Apps and Desktops iz 2 PowerShell
SDK BIiF4E 8, 155 SDK#1 AP,
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5B

Rendezvous thiX A #HEAREHEXRIE, EEAMNNRIE, HH#4EA Cloud Connector £ ICA &,
MEEAT Rendezvous, #H VDA EixE#EHiA Citrix Gateway BRSS, M VDA #[a1iE2i&@id Cloud Connector
A2 HDX =i&.
MREHBAEER, BREBETISBRIIERIEEMEA Rendezvous:

1. £ VDA LEnhims.
2. &fTsu root -c "/opt/Citrix/VDA/bin/ctxquery -f juStdP",
3. RN HE R

« TCP Rendezvous: TCP-SSL-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
« @ Cloud Connector {¥2: TCP - CGP - ICA

TE#HRT Rendezvous E#ERZ, BIRBLE T RRIE.

1. 413 Citrix Workspace,

2. 1z Citrix Workspace F#NER,

3. IREEAAH Active Directory, Citrix Virtual Apps and Desktops BR$53& /A Cloud Connector i&i&
@i Active Directory &R #1TIEIE,

4. Citrix Workspace &7 Citrix Virtual Apps and Desktops BR$3 I &= R,

5. M Citrix Workspace #i£#Z#& 8, Citrix Virtual Apps and Desktops BR$3 @ VDA %2—&HEE, UER
BANREMIT S

6. Citrix Workspace # ICA x#&x%I82 Citrix Cloud £REH STA EiEHH =

7. mauEER Citrix Gateway RS, #Rf#iEESI VDA MZIE, Citrix Cloud ¥3IE%EIE,

8. Citrix Gateway BR$5 1§ % # 15 8 2% 3l Cloud Connector, Cloud Connector #iEiEE &N A Ren-
dezvous %%, HigEE %% VDA,

9. VDA #1715 Citrix Gateway ARSI EIZEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 274



Linux Virtual Delivery Agent 2107

10. R FEAE VDA 5 Citrix Gateway RSz Bl BigiEl%, VDA ¥i&id Cloud Connector RIEBHERE,
11. Citrix Gateway fREEH=S VDA ZalEiEE,

12. VDA i@ Cloud Connector {&Eh Citrix Virtual Apps and Desktops AR IIEE ¥ AT3E.

13. Citrix Virtual Apps and Desktops fg33&id Cloud Connector A VDA &ZEIERE, XEBHKEMN A,

Epcivaig

April 21, 2022

BiEn &z Citrix Virtual Apps and Desktops BB aFl. IEMEEER, BEAT BY, SGH T HNHAE
FRZEM, FATEEYEMATIES WAN # Internet EZh B4 ER, BXBENEHNIEAREE, B2HE
SETVAEZ =T

BRBENEE

7z Citrix Studio /1, i HDX BERFHMBEIKIRE N ERTERICHEN. ERBIALFERRES,

o Hit: RAEFEAET Enlightened Data Transport (EDT) BB &R &4, FHEHEE TCP,
o 2lr R BEIBE EDT, HE2MAELRE TCP,
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HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

MG Diagnostic mode  aliGEILUE
Virtuaroemveryagere s server 05, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and

Framehawk.
B HABIEMNER

BERRBEERN SR, 1&7E Citrix Studio #i& HDX BEREHIRERIZE X,

MEELRAT BENEE

210%E UDP filrRE & EEETT, BBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERRERT, BHRMTFUTHT.

1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
2
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udp 0 0 :::1494 388%
<!--NeedCopy-->

EDT MTU &I}
EDT BRI SIER AEBERAEREN (MTU), XEMAT U IEHI A SEIEAE TR T ZBIISIEN EDT #
EEEA,
RIEEK:
e Linux VDA 2012

« EATF Windows 89 Citrix Workspace M B#2ERF 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBERARIERSE

MREAAFUINREN T P IR T ATARE, BFSRMIRFOXE CTX231821, LUFAT @A XNAEESSEIRR
HNBEX EDT MTU,

==}
=

R4

AMRFEFHLSHT RN, ARSETEENRERERS, Citrix TERIEIRIMREEREHFES
HHIBRIR AR 1T LURR, EREMRRIBESFEIENIG, ERIEIMERZE, BSLEITEND.

72 VDA tEA=EH EDT MTU &I

ZFINERT, EDT MTU XM FEARS.

« EEAEDT MTU %3, BEFEAMUTHSIZE MtuDiscovery iFMERM, EF/E6) VDA, REERF VDA
AR

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« EEZHEDT MTU £, &g MtuDiscovery FMEE,
LG EEITBENEENER, ¥INSIRNEFIREENFRERIE,
EHIZ s LA EDT MTU 23

B LLEETE ICA XA MtuDiscovery 88, EEM S FAEEES EDT MTU 230, BRAIIIE, &
#£ Application 54 Fig®E U FE:
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MtuDiscovery=0ff
BEHBAILIhEE, BEM ICA X4 fiE MtuDiscovery 88,
5E:

ZEL ICA X2 1EMA, 1572 VDA £BA EDT MTU &3, Rk VDA £EA EDT MTU &3, M ICA
XHESHTKo

5 Citrix Telemetry Service £5%

April 21, 2022

it 5 Linux VDA #- sy Citrix Telemetry Service (ctxtelemetry), & LLiE1T Citrix Scout, SAEER
Jopt/Citrix/VDA/bin/xdlcollect.sh #zskurgEH % Linux VDA BB E,

£ Citrix Scout - X
Collect 0
Select or add machines to collect data from:
+ Add machine Filter by machine name Q, ‘
Name Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[0 rggbe-lvda-2.bvi.local Linux VDA
[0 rggbe-lvda-3.bvilocal Linux VDA
] rgghe-lvda-31.bvtlocal Linux VDA
[ rggbe-lvda-5.bvt.local Linux VDA
[ rggbe-lvda-6.bvt.local Linux VDA
rggbe-lvda-a.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvtlocal Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
AR

M Linux VDA 1912 B RiRAEFA LG, DREHiziT /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix
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Telemetry Service (ctxtelemetry) T2, BXXLETEMNFMER, BSABRMNEE,

BAMEA Citrix Telemetry Service

sudo systemctl enable ctxtelemetry.socket &n<,

 ERRA%ZRS, BIET
A sudo systemctl disable ctxtelemetry.socket,

« BERRZRS, FiaT

g1 Ol

Ryin)

U [

ZHAERT, Citrix Telemetry Service (ctxtelemetry) 8 TCP/IP 0 7503 fifft Citrix Scout. ©fFA Delivery
Controller E8 TCP/IP #1O 7502 5 Citrix Scout #1T&(=,

ERE Linux VDA B, aTUERABRINGOFRE BT U TEEER KO,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAiHOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @E89i ., BAIAMKOA 7502,

E7ERE VDA EEIHO, FHRITUTRE:
1. EFEHATFSE Scout BEMIKA, FEITUTHES,
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. BEERMIF Scout WEEFIRO, BETUTHSLUITHHEE ctxtelemetry.socket XX,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTaLUERBHERFIRO.

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy—-->
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4, TER5AIEECE SRR,
a0, REEAME Ubuntu %17k, 15517 sudo ufw allow 7503 &< LIS AR 7503,

IR
R Citrix Telemetry Service TEZFMEAA RIE1T, WEIABARRERRBERE.,

1. EEAEREKER, BEITUTHSUITH ctxtelemetry X, #AE% DebugMode EEEA 1.

sudo vi /Jopt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy—-->

ELRGIFR, ATLLUETT AT a<$RIELE Citrix Telemetry Service,
sudo netstat -ntlp

Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEE &R Linux VDA #1£ /var/log/xdl/ & #
telemetry-debug.log,

AR S5 F AT E]

HIAEEFRON systemd FirEFBIABSIHER L EFR, Citrix Telemetry Service MM FEIERES,
1X1E M Delivery Controller £t BEWEIERIN BRI, AERETRE, RESFFMIKEISER, FHENER 15
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o, MRLBEEMEEBER, WSBREL, AILET A T anLEEFFIE. &/IVEN 10 D%, MRIKENENT
10 7o¢#, Ms/ME 10 DHRFER. KREFFNERE, SELEAENBRS.

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

<!--NeedCopy-->

FOIEM
EFRBEESZE, WENNEHEENES S BN BHIETT. XENHFHFRBRXLEER, WMRESITHENN

MIAKW, Scout BET—FHEE, RAUZBINNEIERERE, HXEIEVAMIFAEES, 521 Citrix Scout XAEHRILE
IEN BB 53

5 RS

November 8, 2021

pu

WEREHENRFRIE T IZWRE, HEARRETHBFRFR. “SRIEE IheEUEWIETIE, RERINEEEIANT
Linux VDA EH.

ficE

ctxlogd s#ri2FM setlog SLAREFMESIER Linux VDA RRESEEH, BINERT, ctxlogd sFirig
FEEREHEE Linux VDA GE5H,

ctxlogd sFiriEF

IRERMFFE E MRS HET ctx logd FPEF. MBERFERER Linux VDA, FILELE ctxlogd sFiriER.

setlog SLHiERF

‘BREE WEERER setlog LAEFEEN, ZZFAT [opt/Citrix/VDA/bin/ (212 T, 274 root AP AN
BITZIEF. AILUER GUI SiETHh<dREEMERERE, ETUTHSLURERER setlog SEREFMEERNE
g8

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 281


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/cis/scout.html#verification-tests
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/cis/scout.html#verification-tests

Linux Virtual Delivery Agent 2107

setlog help
<!--NeedCopy-->

@ ZNAERT, Log Output Path (BE4HEERR) €& [var/log/xdl/hdx.log, Max Log Size (RARE

KiN) i&EHR 200 MB, E&ZAILE Log Output Path (BEHHEKR) TRERNMNEEEXH,
EEYFIM setlog E:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

EEHIRBER setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

a0

setlog value log_size 100
<!--NeedCopy-->

&3 FRAMERT, BEEIBERERNES (FEDANE).
BEEENTERMFRENBEERS, BETUTHS:

setlog levels
<!--NeedCopy-->

RREATRS (84 “BRERA". “B4E". “BH. ER7. “BE. HR M WHHER), WsTUTHL

setlog level <class> [<level>]
<!--NeedCopy-->

m
o
el
S0
3
4
W
X%

S8 (RRHKNE)

[kt x

[RELPES 4R
e |
=8 =8
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A% HLBY (FEHANE)
B B
#i% i
MR B

<class> ZTE|IEE Linux VDA B9—PAM, BRZFABAMN, BREKREN “28. HlW:

setlog level all error
<!--NeedCopy-->

& FAERT, FSIRENT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false
LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

[}

BYUAIRS:

setlog flags
<!--NeedCopy-->

EENRER T ASAE:

setlog flag <flag> [<state>]
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<!--NeedCopy-->

ERERINME  RFAELS. mEMEERIFARE:

setlog default
<!--NeedCopy-->

BE

ctxlogd R 2fEMA [var/xdl/.ctxlog XHEEER, RA root AFREBEIRZX . HtAFIHZXHE
BEANXR. EiZIN root BFAERAEMAFEFEAIR. TNESH3 ctxlogd #ITERRERTE
BE, XEaFmiRsSEMEE, HMEmAF A

MR

[var/xdl/.ctxlog >x#E% (Flan, BSMHER) B, ctxlogd SFPRRFRN, BT EEFBR ctxlogd iR

o

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BERIER, B root AP B4iafT setlog LUEH6IZE [var/xdl/.ctxlog xtf, AEEFHBohEMRSESHE
Fiy ctxlogd ARS.

April 21,2022

BESIEERINEE, HBER LU Intranet FEERAFH ICA 21iF, ZIhEEER noVNC &3 ICA £3F, X RHEL
7.x ¥ Ubuntu 16.04 =#5i%3h8E,
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AR

Citrix Director MhRZA 79 7.16 SiERMRAS, A REFERARIEER IR,

LEMEE
R

KFEFEEM MK EIXR python-websockify #M x11lvnc, % Ubuntu 16.04 E%% Linux VDA B,
£BohRE python-websockify #l x11lvnc &#iM, £ RHEL 7.x £, #MERE Linux VDA ZEF 5%
# python-websockify #l x1lvnc,

£ RHEL 7.x EizfT U &< MU E%E python-websockify #1 x11vnc (x1lvnc kx# 0.9.13 L E SR
),

sudo yum install -y python-websockify xllvnc
<!--NeedCopy-->

EZ@AR python-websockify # x11lvnc, &% RHEL 7.x EEBUTEERE:

« AT Enterprise Linux (EPEL) B84SR 16
python-websockify # x11lvnc #$%%E EPEL =Ff&E, BT TH<S S EPEL =64

sudo yum install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-$(rpm -E '%{
rhel }
') .noarch.rpm
<!--NeedCopy—-->
A% RPM
EBEAAEN RPM EMEEMRE x11vnc H—EEBIMMRGE, EETUTE—oH<:
XY F L1k

subscription-manager repos --enable=rhel-7-workstation-optional-
rpms
<!--NeedCopy—-->

xFARSS 28

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

A

imHA

RIFERIEES BNERE 6001-6099 WAIETAIKOREIIM Linux VDA E Citrix Director B9, REitt, sILHAT
B ICA IFHANEE 99 1 FHRRAERBHHOTARBRENER, LHEZRIIFET.
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MR

TRIIE THEXERER:

AR A BIAE
EnableSessionShadowing ERRZRARIEERIIE 1 (BA)
ShadowingUseSSL RS Linux VDA #1 Citrix 0 (#Rm)

Director zZal#9EE MR

BJ7E Linux VDA EiE{T ctxreg sa¥REBUEMRE. A, ERAKECFAE, BHETUTHL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director zial#9 noVNC ZE#ZfE A WebSocket thi¥. WFIFER, HeTEERMN “Shad-
owingUseSSL” EAM&RMEEE WS : // Hwss:/ /. BRINERT, EBws:/ /. BR, HTFRLREHE, Hi1E
WiEER wss://, FES Citrix Director RS A Linux VDA RS2 EREIEH, Citrix B4R EFER
ws: // #47 Linux VDA £iFEFNEMAR =T

FRENARSS BRIEBAMR SSLIEH  EBMAARTEIERMENM (CA) EXR.

WFEEHFEE SSL#YEA Linux VDA RS8R, HMEE—HRIBRS[IES (BEFFN). RSJ[IEPIHRT
EHITEN, RtERMMNESERSBNTLRENEE (FQDN). AT AERR, ErUKEMGERBERMEH.
EXMERT, BSREDIEHSZ,

MRTESARSHE LRE—HIRSSMERZI, EHFES Linux VDA RS 28EEHIE Citrix Director BF ik E&
EME— CA REXBIRIER, RIEBAIMMA RS SFIEBHIE— CA RS, BRIULERBLUT CA RS HJIERNE
FIRIEH: SENRERSEIS CA, &l CA (AREFEHENRA CA), EESERIREFRFARSR CA, &
BWEHARNTERN, 7RI EERERWHS ERIRBIES,

gE:
e REBUEPHNLBZHHME Linux VDA RS BWHLY] FQDN EV S EHRMNEE T NG ER. 60
vdal.basedomain.com g *.basedomain.com,

o BHREE (84 SHALM MDS) MFHFIEBFHERMS A, FLEXEHERTH. Fik, SHA-256 f5EH
RIRARE,
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Z=&1 Citrix Director i LR ERIEH RFERS IS ERERANEFT EMROEREME, HILERTLUER
[IS 5% Microsoft EigzHla (MMC) IEREB S TRERIEH, W CANIERRE, a7 IS FEHF Web RS2
EPES, RAERASHLREZIER. S, ERIUEFER MMC HRIERENRIMNERRTRMNITEN L, TF
HENIEB. BIAERT, Internet Explorer #1 Google Chrome S NREMEIRER S LMIEH, XF Mozilla
Firefox, HfEIEHEIREEH Authorities (F&MH) EH+ ESNEMIR SSLIEH,

£58 Linux VDA [RS8 LR ERSS[IIPREAEH SRS[IEBHEHR “shadowingcert””, HEEHE 4
#h “shadowingkey.*” (* ALUERE, F170 shadowingcert.csr #1 shadowingkey.key). RS EHBNE
PN RIEERZ [etc/xdl/shadowingss| T, H{ERZRANRE Y3 H#HTRIF, MRBIHIBEFEFRER, Linux
VDA B EHEIFENIEBRBANMG, MMmSHS Citrix Director BZEEEKK

fERER
7z Citrix Director #1, #FBiFRIE, ARBHEXHFMAESNEHNER LM Linux VDA RXERIER,

Session Details

Session Control Send Message

ID

Session State
Application State
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEKGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT n/a

Latency n/a

Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127001

Policies Hosted Applications SmartAccess Filters

EEAKE, ICAREERE (RR Citrix Director %) L2BT—FHIVER, EXRARANSIEHTE

=14
o
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/\ Allow an administrator to shadow this session?

Mo Yag

WMERAFBEER, W Citrix Director IigER—1MNEO, IEREEER ICARiE

BXAZERIEMEE, 152F Citrix Director 324,

PR

o RIFEFMUERAT Intranet, EREATIINEEMLE, BMEE Citrix Gateway iE#Eth2itk, Citrix IE425i8
TESMEB IR Pi#1T Linux VDA SiEEEMEAERE,

- BRATRIEERG, HEERREETE ICARIE, BTREEATHITH.

o BERTE Citrix Director R FEEE, RAKER—FHINVEE, ERAFPATFNRIEHITER, REES
EAPATETENRIEHRITER.

- AIERRNEIAVESEENRE], B 20 7, BiE, ERIERERK.

+ #£— Citrix Director &0, — 1 ICARIERER—MEERER, NREDT ICAREFEHEER AEF,
LbEY, EIER B RXEFIER, WKEAFGELERHIERAFRATFNRIVER. MEAFRE, WEER
AMEREZREL, FABER B AR— M NEREE. NRA—UBERLZXS — M XE— ICA RiEN
BRIER, LREEE .

o« BEFHRINEET, BLE Citrix Director 7.16 ES 78,

« Citrix Director P imfER FQDN m7A 2 IP #it3EZEI B 4% Linux VDA BRs588. Eitt, Citrix Director
F PR B AR Linux VDA AR32389 FQDN,

BPEHEER

MREIFFRLM, 357 Citrix Director 2 i# Linux VDA E£#1TiAH,

£ Citrix Director X i +

BERRBHALARTR, EEH&ETNFIOEREASE, HEEMEETN £ LZE ShadowLinuxSession API
BIMER, SMREMT ERAFPAFNRINES, BXERIER, EF ping Linux VDA # FQDN BU3IE Citrix
Director &8 LUf##HT FQDN, IR wss:// EEEIiEE, BRELZKIER,
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£ Linux VDA t
BINEHERERLBERN, REERERAFAFNRIVES. MREE, FRE vda.log 1 hdx.log X LRENAEX
%E, BIRE vda.log XiF, ERITUUTERE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUER vda.logBiiE:

Log4jConfig=" /etc/xd1l/log4]j.xml”
2. 117 [etc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WMTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &<$UEHBE ctxvda RS,
WRERIEEREH IR

1. RERBEEAMAERFIELESEERZTHIRD.
2. 7R SSLYERT, MIMEBMERXHREERSS, FREEBNEET.
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIBER,.

N EIRABTEER

April 21, 2022

#hR

Linux VDA 7£ Google Chrome %53 BAREEM. NUBATEEMRETETFHERAIFFIRFH
Web TiERITNEE, tEIhEESEER Citrix Workspace M AEFER FmEfIUERNEM5IE, Z51ZaM URL 128X
HTTP #1 HTTPS W&,

AR
A LAER A FFIRIEEHL Web TEAREE AT iR, IR, BJUFEAMALEFIRIEEHL Wen TEARERE
GIE| el

k& Web % B3 |5 F % LT, kT VDA L£izf7, HEFERAZ R CPU. GPU. RAM fM4E,
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RENRSEMOSIHITEER. AORNERFETABTHELXE, MONSEMIM=E, WEBREMRSEEFRER,
XL B I1E VDA £ 8eisiT,

[ aboutblank X

< C ¢ D www.youtubecom

1//@“’
Ror,

Windows &/ is:
« EATF Windows #y Citrix Workspace M B2 1809 s EShia
Linux VDA:

« VDA #21E%4%:: Ubuntu 16.04. Ubuntu 18.04. RHEL 7.8. RHEL 8.2. RHEL 8.1. SLES 12.5
+ VDA ERI%EEs: AT Citrix MR BABTEEHEYT BIZFH Google Chrome v66 B =R

EENREATEER

1. 7£ Citrix Studio #, EEE—N%KEE, ZHRIEIEE T UERANKRBRABTEERH URL MATFFIRURREEER
HEBABEEMRA URL B9FELEFIR, BRINERT, NEBABREERIRENRIT.
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Edit BrowserContentRedirection

Users and Machines Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection

Summary

A

v

v

Studio Select settings
l- (Al Versions-) o v ‘ m Settings "] ’ Browser
| Settings: 1 selected [7] View selected only
Settings

Back Next

HRBABEER ACL ECEIREIEERIUIERNKNEATEERH URL B9RIF7IR,

Edit BrowserContentRedirection

» Browser Content Redirection
Users and Machines

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)

Browser Content Redirection ACL Configuration Edit
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration

User setting - ICA\Multimedia

Not Configured (Default: )

Summary

v

v

Studio Select settings
l- (Al Versiuns-) AL I m Settings hd ‘ ’ Browser
| Settings: 1 selected [_] View selected only
Settings

Back Next
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Edit Setting

Browser Content Redirection ACL Configuration

Values:

| https://www.youtube.com/*

|SE
| https://www.google.com/* | B
=]

I https://www.citrix.com/*

() use default value: https://www.youtube.com/*

¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS, H
1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

x]
(] View selected only

Select

Unselect

Select

Select

Select

“.m

NEBRANREERERR P EREREETEEANSHRANBEEMH URL BIFEIETR,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
l(A? Ve;io;s) v " I‘ All Settings . ‘ [ Browser X
| Settings: 1 selected [] View selected only
» Browser Content Redirection Select
Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)

v » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

» Browser Content Redirection Authentication Sites Select

User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Defal

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

Back Next
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=

=W

Linux VDA Hai R M BN A EERRIELERE,

2. B VDA Laonsadsien (SMEH) URL BES5AWHIRIELLFIRTE, EM Chrome W LR FAE RN
Citrix M BABEERY BIEF. 2 VDA LHHME Chrome,

BE:
EPim EARFEY BIEF. XE VDA LR,

Chrome I BEFETENHFRE. FEEEMESMERNEIRNSMST BREF,

& chrome web store 0

BrowserCommri e ¥ | Extensions

O Extarusions Browser Content Redirection Extension

) Thamas
o Offireed by Cityix
L Add 13 Chiome

Featuras hig exierion redinecis Webpages

Ratings
O ook

T okkok ok & Bup
O kdok &up

} k& B up

MEEALFFIR B0 https://www.mycompany.com/) F#ZE5 URL LR URL, EEEMELS
RPHKFLE, EEE (CTXCSB) 2#5: Citrix Workspace M RREFZFEEEMH D4 URL, AfF, Citrix
Workspace AR LG — N4t 2M5 |1 EH BR1EE Web 3452,

Zf&, Citrix Workspace AR &Rtk Web bR 4R NS E N K BN XIFH,
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[l Ubuntu1804DSK - Desktop Viewer

e Activities @ Google Chrome v Tue 23:58 ¢
Recycle

- E G Google
-

H‘v" $\ & C @& google.com

AMI

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

L O Type here to search

1. Citrix MR BABEE AT RIZFHELR

I BIEFEMNEEIETE Chrome I BREFIRS, HEGAUT=MHAEZ—:

o B JEShHER
o RE: FEHENATF ERER/ SR
o 4 BRIF/FEBT

2. MOREEFFiIFE -2 REEEENEE
3. Linux VDA

4, Windows & F i

BEERTR

&2 Citrix Workspace B2 FRENN BRI 7 A9 LA EN -
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Server Fetch &
Server Render

Fublic or priate
netwark

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

Fubli or private
netws rk

c RESBRMNRSREN: AT EERUSFAMBAFIIRIBEMERK, AIEEEEW. HITEERIE
VDA L2 Web @, #HEMA Thinwire x2S RER,. FEAKRBRIEHILEIRTH, XMER2SH VDA
89 CPU. RAM M EERS.

o« FRIRIREBAEFIHE: BT Citrix Workspace M AREFEEEE Web BRSE28, EILEZEEAE Internet,
EXMERT, =M Citrix Virtual Apps and Desktops ih=EIZiFrEM4E. CPU 1 RAM £R£.

[ERAH]

ERREEMBNAREIRK. fli, MREFIRTEYLEZER AR Internet, NEJgE=m VDA REI—F IR,
EXMERT, VDA LRYRISEER AT LIFEARSS 88 L E M NEH 2 I E,

S#HEAT HTMLS #9 Citrix Workspace B2

November 8, 2021

MULERZSFF8E, EaUERERT HTMLS 89 Citrix Workspace W R#2R Sk E %A1 Linux EIAN BI2FMSm,
MERBE P HEZE Citrix Gateway, H*ERBT HTML5 # Citrix Workspace MAEREFHEER, 581 Citrix
X%,

BALLINEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7£ Citrix StoreFront #1, BEAERTF HTMLS5 89 Citrix Workspace R B1ER.

BXiIFATE, BESHAAFOXE CTX208163 89 “TE 17,
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2. B WebSocket iz,

a) 7z Citrix Studio #, % WebSocket iZ&5HEB8I&E AW,

AR BT LIS B HAith WebSocket 588, B* WebSocket FRMTEETIER, 525 WebSockets FB&i&
Bo

b) £ VDA L, i&ZItIRFEFHEE ctxvda BREM ctxhdx BRS, UEIEEEK.
c) VDA E, BT Td$HieZE WebSocket (il 8 2% [EEIR T,

netstat -an | grep 8008

WebSocket g b FIE{TRESH, SSHEENTAR:

tcp © @ :::8008 :::%x LISTEN

AR BEFILUBA TLS & LUFRIF WebSocket N T 2, BXBA TLS MEMER, BESRAER TLS
RIFAPRER S,

¥4 Citrix Director 99 Linux VM 0 Linux £i%

June 16, 2023

#&=X5)H 7T Citrix Director a] BT Linux VM # Linux iEMY—LE3E1R.

Linux VM B9E45

Eifia) Linux VM #3645, 1&7E Citrix Director 321z VM, ABKREIHENI¥4HE BER.
B Linux VDA hix4s 2103 #2, Citrix Director #igft T LA Linux VM BI3E4%.

« CPU LM% E

s RTFEARN

- BEAS

o HEifIasE CPU MAEFIAE
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@] Mok el i

Director Dashboard  Trends Blerts Analyti

Machine Details

Filters Applications Configuration

Machine Utilization

View Historical Utilization Average IOPS -

Maintenance mode

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Load evaluator
index

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

Memory

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

i . ko]

Trends  Fiters Applications Configuration  Analytics

Ending

Memory

Time period: |Last 2 hours

| Apply
Select Chart: Memory
CPU

now

Administrator ¥

4

|Average I0PS]

cif

Export

Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
NS DN G101 DAA ANE DAA A0 DAA
M Average CPU M Previous 2 Hours

Peak Concurrent Sessions

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GOOPM 60SPM G10PM 615PM 620PM 625PM 630PM G35PM G40PM G45PM 650PM 655PM
Zoom is not available for the selected time range.
M Average Memory M Previous 2 Hours
505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GOOPM GOSPM G10PM G15PM 620PM 625PM 630PM 635PM G40PM

645PM G50PM  6:55PM

Zoom is not available for the selected time range.
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Linux £iE89E45

Z|

EEE Linux 2iERIER, BBITEETIER > 21F > MERETAMERERE, RBEHEAFFAEEER. Bih
BSEFAEEER, BITAMERIENE, ARREEFIENAREENEESEAE. fl0:

Activity Manager

Activity Manager Machine Details Session Details

Applcations Seston onto Senc essge

Machine D 3
name Session State Active
Display Sin-ubt18 Application State Desktop

name

Gmup" sin-ubt18 Time in state 56 minutes
] userl@ubti8-sin: ~ Running '

achine sin-ubt18 Endpoint name

= ‘:9 re Endpoint IP

.emote "
o No Connection type HDX
Protocol uoP

Site name
Windows Citrix Workspace App Version 20.12.1.42

Connection Logon Enabled
Setting ICARTT na
Registration e ICA Latency na
state egistere! Launched via 80::...

OS type Ubuntu 18.04.2 LTS Connected via =.net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.

Organization . _ v
e CN=UINT18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

« ICARTT

B Linux VDA 1903 frit2, aJIAEE ICARTT #2515, B&E ICARTT #&£3845, 1M Citrix Director
1903 S E S RAFH1E Citrix Studio ol ICA FiRTTIZHEMN ICA FRTTIZ T EE)E R, BXeIEE
BHEE, F25ER Studio BIEEK,

o Y

B Linux VDA 1909 fgi2, AJUAEEMUER. Linux KIEMERIMCEERIEFMRERIERRPET9 UDP
% TCP,

o TABYE]

B Linux VDA kg7 2103 it2, =W Efetral BT Linux 2i%, Eipialtists, BB FRITIES > 215> Fr
SIE B RIERH.

Bl arinsntor e Cf

Resulls updated every minute | C.

Filters - All Sessions.

View: O Machines ® Sessions O Connections O Application Instances

Fiter by: S5 = B E

Session Start Time Anonymous Endpoint Name

Gitrix Workspace App Version  Machine Name

20272021 208PM No

Active 22272021 209PM No 2012142
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BAARS SFiPIERF

April 21, 2022

BRRSTIFEFBIRITERRRREAXERS. RUEREN, ZTFEFIEMBMNFLRSEE, HERK
HIBZEUBKER. RNEHNREIZRE [var/log/xdl/ms.log S,

[Ty

HEEE VDA B, mMARS TIFEF B BREEh.

AILUEREERNIEEY scanningpolicy.conf. rulesets.conf 71 whitelist.conf X{4EEZIhEE, ELEX
{iiF Jopt/Citrix/VDA/sbin T,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBRITUTHSUERBE
BRSSP IER.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IREXHEARERBARSTIFEF. ERERSNNEER, HiEERSEERNINEE,

MonitorEnable: true/false (ERIAER true)

DetectTime: 20 (afi: #, BAE: 20, &/IME: 5)

AutoRepair: true/false (BiAfER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

tEEEXHEE B BANBERRS. AR TEOMRBMANRS, NTENFSEEFT.
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EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (H#EZMTRERT, HNLLE,)

- Operation: 1/2/4/8 (1 =#NBIRENELRS. 2= RUFSENZLRS, 4= EMERS. 8=
TEIE Xorg #iE5%E,)

- DBRecord: false
« whitelist.conf

7z rulesets.conf s EM BiriRSE 4 7i7E whitelist.conf X EiE, O 2REES TSR
THikes.

ERRBEREE, 157 whitelist.conf XX SHEEH (MATLER) . EXRFl, ESETENRE
BE,
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=r

=W

£fFlk ctxvda. ctxhdx # ctxpolicyd RS ZHi, 15517 service ctxmonitorservice
stop S UELEENRSTIFER, BN, SMRSTIFEFRERBIEELENRS,

£ TLS RIFAFRIER SR

April 21, 2022
EIkR7s 7.16 #2, Linux VDA ISATFRIPAASIER SN TLS . BAERT, TLS MELFREARS.
BF TLS &

EEARATRIFBFP2IEL LK TLS 0%, 357 Linux VDA # Delivery Controller (Controller) EFRBGERH S
F TLS mz,

FREVES

MBSIERMANM (CA) REX PEM R HIBRSS SIE B CRT MARIER. RSBEBEIUTES:
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o B
o RINZBFAA
o FRENEHR (FIik)

AR5 BB
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

72 Linux VDA E =R TLS 12 £ Linux VDA L, f§/ enable_vdassl.sh TEBER (S&2AH) TLS M
. ZTENT [opt/Citrix/VDA/sbin BER+, BXTEHTAMNENNESR, &7 /opt/Citrix/VDA/
sbin/enable_vdassl.sh -help &%,

BR: BAESA Linux VDA RSB ERERSH[IEH, URMBTESAE Linux VDA IRESB[MNE PN ERERIE
P

7z Controller == TLS M=

AR

REEEANRZMNARBA TLS NE. FEABENBREFBA TLS mE.

7£ Controller £ PowerShell &0, RIAFETUTHS U BRI GABA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled S$true

=

FE
ZR ICASIEXHRNE S VDAFQDN,® 7 iz T Set-BrokerSite -DnsResolutionEnabled

$true &<, %@H<KEH DNS @i, MRZAT DNS fi##r, ICA RIEXHSER VDA IP ik, HXh5
TLS #8xmImE (g0 SSLProxyHost #1 UDPDTLSPort) #21# FQDN,

E7f Controller £2/8 TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

HPEHEER

SRAIERHHNRERIEN, EAF Windows 89 Citrix Workspace ZAEFH Al sERHI TEA “TiEHERIER
BOMIAE” IR
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Desktop Viewer ot

@ The connection to "“" failed with status (Can't assign

requested address).

QK
fR7%: m hosts SXUERM—1N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M E, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

£ DTLS WR2BF&IE

October 9, 2021

M 7.18 frzie, DTLS ER—WxeR M. RIABRT, tINEEE VDA LA FEARS. BXFHAER,
BEAGRELR 2.

BF DTLS m#
WirBENERESEEA

7z Citrix Studio #, IRiE HDX BER RIS E A ERTER ISR,

7z Linux VDA /= SSL =

#£ Linux VDA t, #B enable_vdass'l.sh TEBRA (82A) SSL %, T AT [opt/Citrix/VDA/sbin,
BxITERIAETNESR, 51T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AE

L&, Linux VDA %35 DTLS 1.0 #0 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 s3&FH
F Windows & Citrix Workspace W A2 1808 X EE R4S, (IREHME iRz #F DTLS 1.0 (F40,
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Citrix Receiver for Windows 4.11) , i&f&/H enable_vdassl.sh T2 SSLMinVersion &&
TLS_1.0, ¥ SSLCipherSuite#&5 COMg; ALL,

BT XARZIEKE]

October 9, 2021

ETFNANZIE KA TREBNEBRERIEZG . X—ARENGEEASERELET, WERBENNREREE
E&RNSENRIERGTAEERIRER. AILUEE—BXAKE, ZKEFERBTIIERELER, BEFRZERR
XHEHINE.

HE:

BEFXANREKENRB TR 8. ARG REAETEMBIEHIESS, BUURE—ERNERERME
IRERIE. EAILTIAERY, BN TRIIZTENESTERE. B, HNENEHBLIESEMREMRARE (R
B EEER.

SIEKEBF XA, FERTRAFRENSE. SIEKNPEERETREKIESGNER. REENHERETHEHTA
ET7TREEGNETSIENERAFANS M. A7 EGXMREREELRE, BEERSH/IHEFiE Internet thiltsit
MUK A R F HAE B

ZRBAFAR, BEASIEKNERLELERE ERRE I EMKENSNL,

PR

EEANRSBRNREERANREPIZIFRIE K, BEEASIEKENDE, BSUERANEERNETEEM.
MRIFEEAIEAR NVIDIA RehiEFr 2 FEMHNE H.264 5 H.265 FRERXTiET @G,
NvCaptureType 7EFMRFIEEN 2), WAZRRIEKE, HETREBRAIEKE,

o KENWSIEERIEER T Mo

o WMREIR Print Screen EMRER, 7T VDA HHRNESBFEIEKE, HMNBIWERIEHESEREHRE
3R,

SFFERER

April 21, 2022

&= Linux Virtual Desktop =i&pt, AJMEREERIF P HISENEEEHITEMNIIE. LIhEERET ICA ZEE+
EPNBEH#HITHE E REEMLNN,. FaIUERIEFERAEEFR. AFSERAXEPRNBFIE. NZE R
BB AR B RS EE £ B IIER Web M5 # 1T B HIE,
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FFUkhEE, Linux VDA EBS Windows VDA #HRMERE. EXFMAER, BSRAXTNE ESERHFIRLHS,
AR

BEAAEZIFE Linux VDA i ERFHNE sERE R Citrix Gateway.

BERMN

BReFERBMNIEIER T AEEUR T LT &4
o &f Linux VDA REFE TFTEER— P KITHRH:

- RHEL 8/Cent0S 8
- RHEL 7/CentOS 7
- Ubuntu 20.04

- Ubuntu 18.04

- Ubuntu 16.04

- Debian 10.7

VDA ZE#5emifE, 3iE VDA 2% 8e857E Delivery Controller driEat, UKRBLRHM Linux RESIEEEHE
BER Windows EiERINE R,

+ M OpenSC LB EEF. AXIFMER, BESREMIFAR OpenSC LHFEEE+,
« f#A Citrix Workspace for Windows HIZ B2

1R OpenSC i3 84EF
OpenSC 2 RHEL 7.4+ LIz RN ERERIEENER. 1FH CoolKey WRERAENM, OpenSC ZiFLMAERM
EHe£ (3FB7 Red Hat Enterprise Linux FEEEER) o

A, YubiKey 4 BaERIEEBREENTH, YubiKey 4 2—18F USB CCID PIV 8%, SRS S MM
Amazon HEMEEMTELBE, OpenSC R %#5 YubiKey 4.
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MRRALTERLEHMESRNEE R, BEE—BRET Linux X1ThRk OpenSC R4+ BHMEN. BX
OpenSC ZERER, BERALESERIRDIER, mASE R, RABEEBTUTHLUIA OpenSC BE X FEHE
+:

m}

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

[T

HEERIES

RIEBATRIFEREF LANER, TRUTIRUTHHALRERIER,.

1. 3REX PEM f&zCAIMRIES, BEM CA BRSSSHIREL

AT LUEITEMIN TR S UG DER X4 (*.crt. *.cer. *.der) iy PEM, £ FTEM &S RFIH, certnew.cer
73 DER ¢f4,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. ffopenss | BRHPREIRIES. certnew.pem XHAIERSG,

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy-->

BHRRERIIEBNRR, B&1T sudo mdkir -p <path where you install the
root certificate>,
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72 RHEL 8/CentOS 8 Lty pam_krb5 &t

BREE B MR T pam_krb5 #iR, %R RHEL 8/Cent0S 8 LE#H. &7 RHEL 8/Cent0S 8 Lf#H
BHRSMNRIE, BRNMTAREE pam_krb5 f&R:
1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 B3,
2. 7£ RHEL 8/CentOS 8 g =4 pam_krb5 &R,
yum install -y opensc pcsc-lite pcsc-lite-1libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make
make install
<!--NeedCopy-->
3. I pam_krb5.s0 @& EFET /usr/lib64/security/ T
1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy—-->
ECEERERIFIR

AILUERA ctxsmartlogon.sh AR BEE s RIMERF el iR E.
(%3 1) /8 ctxsmartlogon.sh A B sEFIFE
AR

ctxsmartlogon.sh 4 PKINIT 5 2R MEIFR NG, ATLLEE [etc/krb5.conf FRE X 4 EEktbiRE,

BEREREREEZAI, EE1T ctxsmartlogon.sh iz AL E & 8E-FIFIE,
=’

WNREERE SSSD M, EEIETT ctxsmartlogon.sh FEE#HENZ SSSD BRS.

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMFUTRS:
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inux VDA, which
es automatic installation of the necessary packages and changes to
# the configuration files.

. You can

3w

Step l:Enable smart
Do you enab r rd logon? (y/n)lyl y
ry integration method.
ctive Directory integration method to use:

ent packages.
, please wait...
5] already installed.
d] [pcsc-lite-1libs][coolkey] already installed.

ify the path to the root CA (e.g., /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
/krb5.conf :onflgL successfully.

path to the smalt card PKCS11 driver (e.g., /usr/1ib64/pkcsll/1libcoolkeypkll.so):/usr/1ib64/pkcsll/1libcoolkeypkll.so
xfsc configure successfully.
card-auth configure successfully.
ctxsmartlogon.sh ed successfully. SmartCard is ready.

Ltkgh, fEE R LUBEIE T ctxsmartlogon.sh Ak EZ RS EE+:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

SEREMTUTARS:

s N
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration fTiles.

txsmar'tl_:::gcjn sh adds pkinit information to the default realm. You can
; conft configuration fil

B M K K W M

Step 1l:Enable smart card logon.
Do you want enable smart card logon? (y/n)lyl]
ctxsmartlogon.sh exit.

(£ 2) FHIELBEEEIFE Linux VDA 85 Windows VDA MR EsEEIFE, EiZIMED, DAERES
MNMAH, \iEEEEI28. Microsoft IFFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace R A2, BXEF YubiKey 4 BaEEWERE RS, BERFIRFLXE CTX206156,

BERITTINTBZE, BHREMELHGHEEHEE, MBMNAFIEPHE THIEEE, FREEBEREEER
1% % Windows VDA,

%3t PC/SC Lite #if& PCSC Lite 8 MAHEMN/E8E+£ (PC/SC) M Linux LI, ©iRHSEEES
FE#HTIEER Windows EaER##O, Linux VDA MR sEREEBEE PC/SC &3SEIWMAY,

SETLFASARE PC/SC Lite Btk a:
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RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.7:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

REZBEFIEFRE OpenSC I ZEAMNSERERRIER. MRKRE OpenSC, BETUTHSLUAITRE:
RHEL 7/CentOS 7. RHEL 8/CentOS 8:

yum install opensc
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04. Debian 10.7:

apt-get install -y opensc
<!--NeedCopy-->

REATERFSHIIEN PAM & ST T&H< =% pam_krb5 #1 krb5-pkinit &k,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8/CentOS 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 10.7:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 R 2 EIENFHIRIERR, BRI PAM B AR A UEA ERIGE BB IURMEHRLTHO (KDC)
REEEEFRE. krb5-pkinit BREE RWEF HEABIIESM KDC REIBERN PKINIT &4,

f2E pam_krb5 =k pam_krb5 &5 KDC X B LUFERE g5 HIEHIREX Kerberos ZiR, E1E PAM 12
F pam_krb5 S3301E, EETUTHS:
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authconfig --enablekrb5 --update
<!--NeedCopy-->

7z [etc/krb5.conf FRE (R, RIFLFRAIL AR PKINIT 58,

AR

pkinit_cert_match %S EE A HIEBER TR PKINIT B4 siSRITERFN, TTEMNAEEE
N

[relation-operator] component-rule -

Hep relation-operator Ak &&, ®RFAEAHMMNKFAE, WAL ||, RRRE—FAHAN
WAZIIL AL,

FEE—MEA krb5.conf SXEERIREGI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature

pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

N PKINIT 5875, ZHEEXHRIM TR,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerfAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature
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i E PAM S41IE  PAM BEEEXH{ETAT PAM SHIIERER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SRR MUTT:

auth [success=done qdgnore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SNSR(EEMA SSSD, MMERRFIZECE X AR I TFITo

#%PAM-1.0
# This file is auto-generated.
ill be destroyed the next time authconfig is run.
pam_env.so
ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
pam_permit.so
pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient .

account [defau ds ser gnore] pam_s55.50

account d ds auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
account required

optional
required
optional

pam_sss.so
pam_Krb5.s50

(FIif) EABERFHITERER

B EER (SSO) 2—1 Citrix h8E, AF LM ENSEMNAREFEHNEES MBI, IINERETBREAE
PIN 13894k, E3§ SSO 5 Linux VDA &4/, BERE Citrix Workspace M AEF., %A ES Windows VDA
A, BXFMEE, BHSAFRHP0E CTX133982,

7£ Citrix Workspace M2 ECBA R, BRI TRTEASEEESHRIT,
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File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,
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ERER
EAEERER Linux VDA

BJLA7E SSO #13E SSO R EAERERER Linux VDA,

o £SSO 8%, BEFEAREEFMNERERIEFRM PIN BB5hE R StoreFront, 7£ StoreFront 25 Linux
Virtual Desktop &iE8Y, PIN B¥£#%) Linux VDA LUEITEEE RSB 1T,

« £3ESSO =9, RLABRTEEEBEBHRBA PIN BBLIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
p—— lick h Wi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
[l valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
ok J[ concer | e

£ StoreFront faah Linux Virtual Desktop £1&6t, 25 Linux VDA BERIHEE, WTFFR. AR ZENEEE
RHAIEBAHIREGY, HAMEHEAN PIN BBLUHITE RS HIIE,

14785 Windows VDA #[F.
" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ =5 :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, 7£ StoreFront i, MR ZRAEIMEEISIENREZEE fEE, StoreFront Web mJRESIR N TFAAIRIRHEER,

Insert Smart Card @

Q Please insert a smart card.

| Cancel | Details ==

PR
ERERTSPRERME

W7E, Linux VDA B BERIBFRVERARIATHN. BINER Linux VDA EBRERERN, SIENREERE, HERIE
BEEAFUE,

TIRFHME SR PKCS#11 =
BABRNNLZIFTIRDRIIET OpenSC B+, EREAUEXFEREMEEEM PKCSH#11 &, EX Citrix 212
HBRAEEREETAMRAAR. BEUNRISENSEERI PKCSH#11 F, BHITUTEE:
1. M PKCS#11 E&#FiE opensc—pkcsll.so £l
2. E¥ PKCS#11 EMRFIGENEMR, BEITUTHES:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1289 PKCS#11 &, 5130 /usr/lib64/pkcsll/opensc-pkesll.so

3. ARF IR LERREEERER.

Wk =B R E R B DI

April 21, 2022

LEThEEET i 1a) StoreFront N ABEETEHMANA L EEFEANTERT Linux 89 Citrix Workspace M BEFM
Citrix Receiver for Linux 13.10 # AuthManager &k, SENE, ERIMERZE A A Linux ESSEERIES
NEMKRENNARER, MATEENEF TR
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AR

BT Linux &9 Citrix Workspace R F#2F# Citrix Receiver for Linux 13.10 & #1thIhEE,

ERALIIRE, BHRITUTRE:
1. 7 Linux VDA £, %#:iERAT Linux B9 Citrix Workspace A 2R Citrix Receiver for Linux 13.10,
M Citrix Workspace MB#2R s Citrix Receiver 9 Citrix F2{51E FEBN N BER,.

k=& 27 /opt/Citrix/ICAClient/, MNRERLAREFRETHMEEZF, 15 ICAROOT FELEiE
BENiEmRRRERZ.

2. 7£ Citrix StoreFront EBizH|&mH, NBEFHNARERN HTTP EXSMIIEA %,

banage Authentication Methods - two

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#!|  User name and password )
[ ] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Srart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
| | Pass-through from MetScaler Gateway -
Ins.talllng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. BT EMRIAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EX&SHIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy—-->
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4. BEEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BT T < B B

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x00000001"

<!--NeedCopy-->

6. BE&) Linux EPEESIENZSIETHERT Linux B9 Citrix Workspace RZF#2F 5 Citrix Receiver for
Linux 13.10,

ERBEH Linux ESEESIETAHERT Linux 89 Citrix Workspace R #1255 Citrix Receiver for Linux
13.10 B, RARRTEERNABEWKS . UWEEIUBHERZFEENNAEE,

AR

BN HTTPS URL fERNERN AR SIS

Citrix Receiver - *

Add Account

Enter yvour work email or server address provided by
wvour [T departrment.

https://

Cancel Add

REREENIIENRIE

April 18,2024
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REAXEEREREZSHRIEMNSIE, L% Linux VDA LUER IR TRIFHILE.
AR

EEREZFHIIENSIEN, FERIEMBHNHAZ X 2IEMBEEA T Android &9 Citrix Workspace
MAEF LR EXE.

BIERE B HIIENN RS

BE7E Linux VDA EZIFREFMNIIEMKRIE, EFER StoreFront 8ERE S B IIEHIN AR E.

ERMMAFBARES BRI AR

FRIRRZSMNRIENNARERS, ERXMTEPBARESHRIENARF UZRAEZSNRIENSE BERMAFTE
BREZSMHIIEMERF, 15#%8 Citrix Virtual Apps and Desktops St4FB9i B TR0,

RERESHIENRIETINTIE

FREFHEIINIFNEIAT NBATERZ 10 95, IERETEMERIGE AnonymousUserldleTime #1TE
B, AILUERA ctxreg TAFENILE, FlW0, SLICEMRIGE RN 5 28
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

Xx00000005
<!--NeedCopy-->

REREZSHWIENAFRNRAKE
ERERZGHRIINAFPNRARE, BERFMET MaxAnonymousUserNumber, & EREIE A Linux
VDA EREITHRE S HRIENSIER. AR ctxreg TRESEIIIMFRIGE, 60, FZEREN 32:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE

REREFHEIENZIER. WRFANBHAZRIE, VDA FJggshiiliadE, EPaEERABRRE.
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HEHER

RERZSHRIENSIEN, HEEUTEI
o BERERIRESHIENZIE,
BINEIMERREEEREETUTRE (REN0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik ncsd RS R EIEEIETT, BEEREBENEH passwd £7=:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

WMREEH, 5% Passwd EFL8IRE ) no , ARENEE ncsd RS, BERHEERERERFEENRZE Linux
VDA,

+ £ KDE B RE S M IRIENSIEP B TRBIFRE.

BINBRTRESHRIENS TP RERABERHEMIER, BZ, eI MNFE2RE KDE ., 7 KDE /1, ESERRE
BSiRIRAMES, HEUTTHNEEE X $Home/.kde/share/config/kdeglobals ., fi40:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

BE, MRELBEEEMN kdeglobals X (0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions S#EEANFAE,
BREBEBTEER,

BRAILEE, BEERRESTEN kdeglobals XtEUMBE [KDE Action Restrictions] a4
[$7] #7iE, REERERRASTENRERZAMFERANTESE, 5% KDE BEBFHAES, B85 KDE System
Administration/Kiosk/Keys Hif.

fFcE LDAPS

November 8, 2021

%4 LDAP (LDAPS) #iF#&5 Active Directory EEEME BB 2R E B R A ML LR @S SSL (Secure
Socket Layer, Z£E#&FRE) /TLS (Transport Layer Security, f#iaEZ2M) #T@EEMNINEE
BARINBEF IR SRS BN AERF 2 a8 LDAP &5, 3&idfER SSL/TLS &9 LDAP (LDAPS), ATLURF Linux VDA
5 LDAP fR$528 2889 LDAP EiAA,
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AT Linux VDA 4241 LDAPS E#EH K.

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller #
o HEEARSS: SRERIT(E

ECE LDAPS ;5 R AT I 2!

« 7 Active Directory (AD)/LDAP Br%533 = A LDAPS
o SR CA LEEFIHER

o £ Linux VDA L=/ LDAPS

« NE=AF&EE LDAPS

+ E2E SSSD

+ E2E Winbind

+ B2E Centrify

o F2E Quest

} =

AR
B LUETTIA T ar< 7 LDAP RS 2GS ERMAER. FHONMEN 15 28, BEDRHEHIZEN 10 558,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

72 AD/LDAP %528 /= LDAPS
AT LUEE 22 Microsoft IEB M A4 (CA) 23k Microsoft CA 2R EMBYIE KB B&@id SSL #9 LDAP
(LDAPS),

R

fEigiehes ERE IR CA BEBEEAET SSL/TLS # LDAP (LDAPS),

BXRMAREERBHIIE LDAPS E M FMER, 1521 Microsoft Z#Fih= E# How to enable LDAP over
SSL with a third-party certification authority (n{a{&BISE=AiEBMANME MA@ SSL 9 LDAP),

YEE—IZRE (BN, RERZ=R) IEBMEANERREE, EEESEFSR EF2858EAT LDAPS 5451
HNEEIES,

BEXUNEAERZRIERMENMERE RIEES BB A LDAPS M58, 5% Microsoft TechNet ih = E#Y
LDAP over SSL (LDAPS) Certificate (i@id SSL # LDAP (LDAPS) iE+) —X
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B RRIEBMR A LR P intE A
ZRiRGIER LDAP BRS3EREER CA MRHNES. EANRFIHEA LDAPS H130IE, BRHR CAIEBIANERE
ERER AR,

BEXMMSHIR CARIEMAEER, B2 Microsoft 2 # Web 3552 £ How to export Root Certification
Authority Certificate (U0 HRIERBMENM) o

7z Linux VDA = B=i2FE LDAPS

27 Linux VDA L2 EA LDAPS, BEITUTHA (FUBERSHERN):
e LR EEEUTRR:
o BIRERIR CAIEBEAEET SSL/TLS #9 LDAP:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

« FIRBESE®T SSL/TLS ;B LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

PE =

AT EERERR CAIEBHIRA PEM &, WNREA LDAPS TiEmINeIZ Python3 BINIFIE, &
ZEROIZE Python3 EMIFE R BAFRIEEIZINE,

ERRORTEER pip TANTIAERIBEIM SSL IEEHEIR, BHERGUTIEENARME /etc/pip.conf X
b

[global]

trusted-host =

pypi.org
files.pythonhosted.org
« ELREIZREA SSL/TLS 9 LDAP

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L BT LDAPS # Java ZAE( T [etc/xdl/.keystore, SEMAGEIMRINEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy

HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
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HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

NE=FFAEE LDAPS

P& Linux VDA A5, TESMMIETFIaELRELR S LDAP 89 VDA =S H4A M, g0 SSSD. Winbind.
Centrify #1 Quest. UTFEEH AT W@ LDAPS, STARTTLS 3k SASL &R ER S LDAP,

e

HIAFFE XL A MM TR SSL ixM 636 KHfR% 2 LDAP, HEKXZ#EiE LDAPS (%0 636 i@l
SSL 89 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIBIEE IR O 636 Him O 389 LEE SSSD Z4 LDAP 8. BXIFMES, iHS1@ SSSD LDAP Linux F##
b

~o

Winbind

Winbind LDAP Z&iff# 8 ADS 7%, Winbind 7Ei% 0 389 £{X i3 StartTLS 7535, B¥MMEBEXHE N [etc/sam-
ba/smb.conf 1 [etc/openldap/ldap.conf (33F RHEL) = /etc/ldap/ldap.conf (3+F Ubuntu), #&mT
FRrm BB B L ST 1

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf
TLS_REQCERT never
F&, &2 LDAP mILUiEe SASL GSSAPI &2 M #E#1TEEE, BAREES TLS/SSL #7177, B4/ SASL %, EE
2 smb.conf F2E:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal
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Centrify

Centrify 7£i% 0 636 Rz #F LDAPS, BE7Ein0 389 L= 2. EXEMER, BB Centrify ik,

Quest

Quest Authentication Service %0 636 L32#F LDAPS, Bl 389 LEREMAERHEREME,

HEHER

fEFILINRERI ATRE RS & LA T Ia)ER :
« LDAPS fR&5AT A4
Bk LDAPS %2257 AD/LDAP RS2 LRI, RIMERT, #6074 636,
+ AT LDAPS Bt Linux VDA 5E kg
30IE LDAP RS #BMBOREEIEREE, BE5E0ER CAIES, HBRES AD/LDAP ARS8 ILAT,
o BIMEIRHBERUEMRIN

NREAEA enable_ldaps.sh (Y15 R T2 E#H LDAPS #8X0 MR, NrTAERKIF LDAPS Af#Y
RFI

« LDAP iiE2Fi@id SSL/TLS M Wireshark si{EmHE MK M T AN
ZRiN22F LDAPS, i5iz1T [opt/Citrix/VDA/sbin/enable_ldaps.sh 325317,
« %B3%E Wireshark ST mMHAMLEZEEM T AN LDAPS g
&% Linux VDA JHAFI4E SRS IT(ER 2 HE LDAP/LDAPS &,
o FTixEidE AD ARS8 £i51T ldp connect 183F LDAPS AT A1t
£/ AD FQDN fidE IP ik,
« TiE@dE1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh iiZ<S \iR CA iE+H

B CAIEBMTERE, HAIMR CAIEBMXERTER. ERSZXRAZE Java Keytool 2685
Bo NREREZIFFIRPFFIL, ERILTERER, NRBEBERERIRD, RIBIEMER base64 JigHy
PEM #&3L,

o L@ Keytool -list £7R~iR CAEH

#EidiEfT /opt/Citrix/VDA/sbin/enable_ldaps.sh B M LDAPS B, iEHBEHENE
[etc/xdl/ . keystore i, HIGBERBURIPERE, MESICTED, AIUERSTZHAUAEZR
=
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872 Python3 EiIFiE

November 27, 2023

MBEEZIIME, 5897 sudo Jopt/Citrix/VDA/bin/xdpings /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<aLIglE Python3 EHIFE, B2, MREXLEHSTELIE Python3 EIIFE, NED
ESBEMEERE, WAIUFHOIE, RCEANET RSB MLEEN Python3 BINFEHKERHT R,

wEEMF

o WMEABEENERAEERR /opt/Citrix/VDA/sbin/ctxpython3 BR.
« Python3 RGBSR HEEEME, AIMM https://pypi.org/ FTERE M.

8z Python3 EilifiE

BEERU TS ELUIE Python3 EHIEFE:

1. =% Python3 &#ii,
%+F RHEL:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

=

AR

BRIV AN EFERESETEFLEABTL, XF RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms ®<. %F RHEL
8, #EIE 1T subscription-manager repos —--enable=rhel-8-for-x86_64-

appstream-rpms &<,

3+F Ubuntu)\ Debian:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

+F SUSE:

zypper —-i -n install python3-devel python3-setuptools krb5-devel
gcc libffi48-devel
<!--NeedCopy-->
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=W

e EE SUSE_Linux_Enterprise_Software_Development_Kit_12_SP5_x86_64
TFHERE A RE R AL T LEAR R,

2. fli Python3 E#IIFE,

=W

BRREER pip TANTRERIBE
R

[global]

trusted-host =

pypi.org
files.pythonhosted.org

B SSL IEHEEIR, BEEEIFUTEEENARME /etc/pip.conf X

%tF RHEL. Ubuntu. Debian:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

33F SUSE:
sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
setuptools==40.6.2
<!--NeedCopy-->

3. ¥t LDAPS #&K#iIR,
%tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

+F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg80OO == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

4. =% XDP1ing f#HI,
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%tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

x$F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg800O == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping-*.whl
<!--NeedCopy-->

XDPing

April 21, 2022

iR

Linux XDPing TAR— M ETFaH<THNRARER, SJAEITIRZE Linux VDA IFEHE IR ERHANEE,
Linux XDPing TREFERZHHIT 150 ZHRMATNIE, XEMHXARSIEMT:

« RBEREHE Linux VDA RAER

RBIFERTENES, 8% Linux Z17hR

o #F Linux RZMEA MY

o WEREEEEATEESM Linux VDA 12EM B Linux Z1ThRIEE
o HOEZLIEEA Linux (SELinux) EXESM

o IRBIMEREOHREMLILE

o MBS XA AR E

o REITENENNHZEE

+ 1% DNS EEEHHITERIR
IRBIBRRESNEBEFHOETEMNES. ZH:

/

/
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- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o IOENEIGEHIOEMENEIEDS BT UETT

0% PostgreSQL lRS R B EMRELEMIEIT

s WERAEEEEBAEMERASTETH

+ 1% Kerberos EEBHHMITEHRIEN

+ 107 LDAP RIFIEPHIARIEIRS 5| Z

9% Active Directory £EREREEEHRISE, UNYFIITENSTEMAL, ZiF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

2% Active Directory & Linux it B3t RE95ZEE 4

» REAGERSHRIERIR (PAM) BB

o WBEROEERT

+ WERERET Linux VDA FRENIRHE

+ A3 Linux VDA R+ BHILEREMTEY

+ 1% PostgreSQL iFMRBUBEN TR

+ 1% Linux VDA IR B EE EWEENIETT

+ 7 VDA #1 HDX BC BB M4

« RNEEERS Delivery Controller, LUl Broker Service @& aliAial. 51T B MR HE
« WEIHENEEBEE Delivery Controller it

o WESMENSMIFEEN HDX 21F0RE

o IFHBENMHPREEES Linux VDA HBXMBIRMNES
« 1% Xorg MRAREES

&/ Linux XDPing TR

=3

AR

izf7 ctxsetup.sh A% % XDPing, A LlizfT sudo /opt/Citrix/VDA/bin/xdping sk
XDPing,

e < E 281 XDPing FiEE#Y Python3 EIFiE, WNRIH ST IR Python3 EHURIE, BIREEIE
Python3 EHAIFE VIR BBF shol EIZIF R,

BRREMER pip TENTIAESIBRIAY SSL EEHEIR, BEREUTIEENRME /etc/pip.conf St
[global]
trusted-host =
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pypi.org
files.pythonhosted.org

XDPing Kf#H Maa< shell iZ17M9% 7 xdping BN EIHITXH

o
ED
S|

SSAITIED, EER ——help &m:

sudo /opt/Citrix/VDA/bin/xdping --help
<!--NeedCopy-->

EET2ENR, BERMEAEASSITERMNER FIET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

E7ER% Linux VDA BB ZFiEIRE, BT pre-flLight lid:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

ESITRERMIALR (5130, BSEINIRA Kerberos MR , &R —T 3Em:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRNEEEM XenDesktop 156188, BHRITIUTIRME:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

Tl

TERIE1T Kerberos iR pR G4 H |

sudo xdping -T kerberos

Root User ----------ccccmmccmcccccmccccccccmcccmmccmcmmmcmmmeam

User: root
EUID: é
Verify user is root

Kerberos ----------------c-cmmmcmmmmmmm e m e m s mmm e m e mm e

Kerberos version: 5

Verify Kerberos available

Verify Kerberos version 5
KRBSCCMNAME: [Not set]

Distro default FILE:/tmp/krbScc_%{uid}

KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]

Verify KRBSCCNAME cache type

Verify KRBSCCNAME format
Configuration file: /etc/krb5.conf [Exists]

[Pass]
[Pass]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for SPN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALES . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 330



Linux Virtual Delivery Agent 2107

fcE Xauthority

November 8, 2021

Linux VDA 35 X11 BRI8E (81 xterm# gvim) #TRERXZEVIBWINE, LINEERENENREN
#1LUF1R XClient 5 XServer Zalf@E L4,

AILLEE R A ERRILER EBENNRE 2!

« Xhost, BiLfERT, Xhost RaiFathEHN XClient 5 XServer #1Ti@E, WMRERFR2IFITIZ XClient 358
XServer, MiE1T Xhost fi B FIHFEHENINR. HE, tLATLUER xhost + LA IFEE XClient
% 1%% XServer,

« Xauthority, JUESTBEFHNIEZRFHE . Xauthority Xtt. EBEFEEIREMEE xauth EAMN
cookie FLIATF 3 XServer #1THHIIE, B&h XServer 321 (Xorg) /&, % cookie EATFHS5ZIFEETR
HIEEHIT B 0,

TRRE

Xorg Bahet, . Xauthority X#igH%E#Esl Xorg, It . Xauthority XFE&EUTTE:

. BTREE
o IEFEERIMY
« cookie &

AL xauth s, fin:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->

R XClient iZi2iEZ2 Xorg, MBIUHEHMBEEMG:

& &iniE XServer 89 DISPLAY IfiET =,
« JFENEE Xorg hEEF—1 cookie #iE2H . Xauthority X,

ficE Xauthority

Z7£ Linux VDA LB/ Xauthority LU#1TiZE X11 2R, HAeIER TEAE NIRRT
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force

<!--NeedCopy-->

BA Xauthority &, Foigii@d#EHHAZEERE . Xauthority s XClient:

o Fohig . Xauthority xfEiEss XClient

B5h ICA =i&f&, Linux VDA 35 XClient £8% . Xauthority X, HEZXGEHEEESEFNER
FH, AILEL . Xauthority x##E#IZizE XClient it&#l, #i&& DISPLAY #1 XAUTHORITY
IFET R, DISPLAY B%f#7E . Xauthority X#HMERHES, XAUTHORITY & Xauthority #9
&2 Blg0, FEFEUTHL:

export DISPLAY={
Display number stored in the Xauthority file }
export XAUTHORITY={
the file path of .Xauthority }
<!--NeedCopy-->
AR

NRKEE XAUTHORITY IFRLE, NEIAER ~/ . Xauthority 3

o BEEHHZFERE . Xauthority x#&iEE XClient

REENAXNENERAFAEHEEETEIER. Y Linux VDA B350 ICA £3EH, BEEFAFPNEIERTOE
.Xauthority xtf. MRLFBERSE XClient £=, AFFAFEF#HL . Xauthority X
XClient, E#i&E DISPLAY #1 XAUTHORITY HiET &G, ¥ BhiE XServer KEAFET GUI,

HEHEER

9N Xauthority FE(EA, BRBHIEHRS BHITIRIE:

1. LUEA root RUIRMEIE R BHIRENFIE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

lEa SR 2RBENIEREEE Xorg B Xorg #HIEMSH, S—MSHEBREAN . Xauthority Xt fl
-
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/var /xd1l/xauth/.Xauthorityl10
<!--NeedCopy-->

£ Xauth &< 8% cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. FH Xauth &€ 8% ~/ . Xauthority @48 cookie, MNRERFESHERE, METH cookie M5
Xorg #1 XClient 9 . Xauthority Xf&# cookie &,

3. W& cookie [, FERTEMBMEA Linux VDA K IP sk (g0 10.158.11.11) AiiEi2 2Ris0, #
KEEBAFREETHE (1 160).

7£ XClient i#HEH LiBTUTHS:

telnet 10.158.11.11 6160
<!--NeedCopy-->

iHO579 6000 + \< 2R¥E\> BRI,

DRI Telnet $1ERKL, B AERTAE/ERELEIER,

B S B IRIEARSS

May 8, 2023

Linux VDA Z# /A FAS ER&H Citrix Virtual Apps and Desktops #f18, ©A S5 Windows VDA #HEH
Windows IFiE3k#1T FAS ERIM8E. BXA FASEE Windows FFIEIMER, ESRBEENRITRS. A3RE
THET Linux VDA BZRIME B

FE

Linux VDA RZH1ERIT R,

Linux VDA EA%2iE#E5 FAS IRSS S EHEUE.

7= Linux VDA LtFZE FAS

RHEL 8/CentOS 8 5t FAS i3z 4§

FAS #&#iF pam_krb5 3%, zi&R#E RHEL 8/Cent0S 8 LB A, &7 RHEL 8/Cent0S 8 Lf#F FAS, &%
WTFErRME pam_krb5 f&ik:
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1. MBUF Web 5% pam_krb5-2.4.8-6 J&{H3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 7£ RHEL 8/CentOS 8 Ly Zit pam_krb5 &k,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. I8 pam_krb5.s0 @& EF#ET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

1258 FAS k5328

MR B2 RE Linux VDA, EEH FAS, &7 17 ctxinstall.sh = ctxsetup.sh S E & Z E K2 1#t
CTX_XDL_FAS_LIST B¢, NS FAS BRSS2889 FQDN, BT Linux VDA R323% AD 4H5RES, ERILIBCRIRELS
SRR FAS AR5 83MIFIR. MRMFR T EAIARSS S3ht, EFER <none> XAFRHIERHETH, HETEBHR

EEg bl ) ] 8

MRBAFIMAER Linux VDA R, AIUENIE!T ctxsetup.sh RI&E FAS RE88. &, HaILLUETU T

$RIGE FAS 528, HEFB ctxvda RSUBIEBEEK.

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ

" -v "Addresses" -d "<Your-FAS-Server-List>" --force
service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

E@id ctxreg E# FAS BR$533, BEBETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->
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REIEH

EISFAFRIES, 157 VDA ERE4R CAEBUNFEHRIERER, fia0, BRER CAIES, iI5MATEMM Microsoft
CA (7£ AD 7) 12 CAEBLBHFKEAD RIEH, HBEMIR CARRS8E http: //CA-SERVER /certsrv T
# DER =XBNZIEF,

AR

UTFan<tiEATFREPEIES.

BT TSI DER Sttt (.crt. .cer. .der) i)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

RE, BTEMIMTHH SR CAIEBRESR openss | BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

AR

EDEIR CAIERET [root BET. &N, FAS TAUREUR CA IEH,

i517 ctxfascfg.sh

517 ctxfascfg.sh MIZLUFRE FAS £

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINAIHETE, UE ctxfascfg. sh JUESRRIER TiET:

« CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify -5 Active Directory &£/ 753%, BT
7E48E CTX_EASYINSTALL_ADINTEGRATIONWAY BdfER CTX_EASYINSTALL_ADINTEGRATIONWAY
o SNRKIBECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECHNERE,

+ CTX_FAS_CERT_PATH =<certificate path> - {5EZERIEBHFTE P EIEBHTERR.

WEFRIEHEY Active Directory £ A%, ARBAERBEPERE (B /etc/pki/CA/certs/).
fZcpEE %% krb5-pkinit #1 pam_krb5 #xF&, HigBEHRXNEEXH,

PR

o FAS Z#8MRK Linux £&F AD &5 ZE. BB THIR:
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Winbind SSSD Centrify
RHEL 8.3/Cent0S 8.3 2 = =
RHEL 8.2/Cent0S 8.2 = = =
RHEL 8.1/Cent0S 8.1 = = =
RHEL 7.9/Cent0S 7.9 = = =
RHEL 7.8/Cent0S 7.8 = = =
Ubuntu 20.04 = £ =
Ubuntu 18.04 = £ =
Ubuntu 16.04 = ES =
SLES 12.5 = = =

o FAS BAZFBERE. MRESERREUERT, WEEER FAS ERERZRIE.

o IARANZ IS B P IIERS A REWIEA—X P RENE R FAS 22, F81% Windows 10 Azure AD
BRI,

U HER
fExt FAS BATHIEHIBR Z /i, BWHEREREHEMAE Linux VDA, LUERILUIERZBSHIIEEREBNABERRK
InEahdE FAS =1,

YNRIE FAS REEHEIETT, HFREREHN HDX BELIREN “VERBOSE”, 3% VDA BEL7iREN “TRACE™,
BXIEA Linux VDA BEAREHETIERNESR, BSREMIRPOXE CTX220130,

FAS fRSSBECEHIR

M FAS N BB ERBH=IER K.
1% [var/log/xdl/hdx.log HEHXMINTRBMEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
)

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERAE BIUTHSLUEIA Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auther
2H/IEE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

MRMEKERER, BRBAEISE FAS RSESBDBIRELUENRE,

CAEHEEHIR

M FAS NBBERHEIERY. BET—MREEN, HENUHEER.

Invalid Login

oK |

1% [var/log/xdl/hdx.log HEHXMINTRBMEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]
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2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

citrix-ctxlogin:

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...
2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query

to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

citrix-ctxlogin:

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:

get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

certificate success

citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->

FRRAR  WIERETE /etc/krb5.CONFs RIEFIZE T 7 i#1R CA IEBAMATE HiElE BT ERE,

[realms]

EXAMPLE.COM = {

pkinit_anchors =

<!--NeedCopy-->

MRMBREFER, FRBAENZ RS BERNEH#T

DR CAIEBEEE.

FTRRZM TR

DIR:/etc/pki/CA/certs/

S

®E,
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SO P IR G FEHR

FASECET SAML 5#%%8iE, ADFS FAF7E ADFS ERXTIH LMAAFRZMNENLG, ARSHALUTHEIR.

There was a failure with the mapped account.

IEFEIRRBAE BLINIEIE ADFS AP, B7E AD LiRAREERERAF.

fERAE TEAD LIRBEEFIKF,

KRECE ADFS

ZHER FAS NAREIEPHILIATHEIR:

The Identity Provider has not been configured by the
StoreFront Administrator

2 FAS R RBIEEE ER SAML 45381, B/ ADFS ZRER, SHIMLLER,

RRBR RNBKASHNIEARSEIE ADFS IdP, BXEMER, 1BEBIAKE SHIEARS ADFS 21E,

BXES

« JBA FAS BREBEEX S B HIIEARSS (R RS EHA — S Hh il ABEE.
o BRESNRIIRSSRLE—BEPRIINT “BIESE XE.

BEA0a)

WREAMER FAS, NERHBHESFEREFNNELATRANNABEFRIEN, AIEIKRK.
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& C |A Mot secure | hitps://ddcyw.local/Citrix/FASWab/ ﬁ| E

[w]m]
Citrix StoreFront I - oo = v

FAVORITES DESKTOPS APPS

g ER i €oesBatfive FEC testwlth RHEL74

[ cannot start desktop Jexecessatiue Huae

. o
‘ Yz H Deal testwHRHELT4"

fRRTSE

£ CA TEFAE ST Manage Templates (ZIEiEiR) LUE Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BT itt Active Directory 5 2#%) B8 Supply in the request (£
ERARRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information
i ic¥t names and to

simplify ceificate administration.

Subject name format;

| Mone W |

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |
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