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HTIEThAE

November 8, 2021

2106 RYFTIEIEE

Linux VDA 2106 hr&4& LA T #i8 T AEF1 152 TN AE

Linux VDA BBhE3

Ltk ThaER Bh F L BP 73t X AT (81 B BhEEH Linux VDA 3, #3112 Y EEEMR T Azure B9 Citrix Virtual Apps
and Desktops Standard #8I# Linux VDA BHIEEHE A, EAKESE Azure i VM WEERRIR, BXEAE
B, &8 Linux VDA BEIE#.

7£ Nutanix AHV L% Machine Creation Services (MCS)

g, ErILfEA MCS 72 Nutanix AHV £8JE Linux VM, BxXFAEE, B2 Nutanix AHV EER MCS ¢l
Z Linux VM,

PBIS =35 MCS ¢/289it B4 Windows i3

FATA&M T PBIS 343 MCS gIZrit B A Windows B M % i5Ihae, BXFHER, ESRER Machine
Creation Services (MCS) gz Linux VM,

15 HDX MR BB MSRESE

7£ Linux VDA KiEHRIETHIR IR B2 HI A P IE R LUER HDX M B AN SAEREIRER ML B &, HDX
B IREANASAE R AR A LACBZBGNIE XFPRB MR RENAAELER H.264 TSTERAERTEENS
ERIETIIAR NN ARERF. HDX MABRENISIERERRE TEP RRERASNSEEERRARRREHIRIRE
BORRSR, FWEHITRIRABMELSE. RIANERTEALINE. HITENERERAREMER HDX MERENMESS
Ihee. BXIFMER, ESHE HDX MERENMINESE.

B RREBR

HOFEEM Linux 2IFFEBTHERRSETRIATEa TERRERR. ZARENTEAGRESR A ZEK
FEmTE. AXFAER, BFSHETREER,
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% +57E CGP i EFEZER T ER F&d Secure Browser 1 BI5KEE

Linux VDA MEX#7E CGP iR EFmEREL i TEM N BEE Secure Browser lREHIEBEN AP HERNHRE, X
LT 5RES:

o BINLIR

- BFRHEIEREER
- BIMAIREREMIRT
- EEEATEREL

- BRIGITENNERER
- Bzt PDF BRATEIN

o R

- AFERESEFHZEERX T
- MNRETHXH
- Bt EHERE

3¢ RHEL 8.3 71 Ubuntu 18.04 9 Linux i R#Ex 1%

WHIE AR M INAER M, WAL HEMAT RHEL 8.3 #1 Ubuntu 18.04 #9 Linux F# R #EXINEE. & Linux
M ARMIEINGES Citrix Provisioning &M, &rILEEE Citrix Virtual Apps and Desktops & fiifd
Linux EM=E. BXEMER, HSFERA Citrix Provisioning 8l Linux VM,

BEEERIRE

January 26, 2022

B Linux Virtual Delivery Agent 2104 2, U TiEEEE:

o FEAZMRAH Java B, Linux VDA aJgexix@ Delivery Controller . [CVADHELP-17504]
« BEAHDX3D Prof5, ZidfFRAREBERES®RE Linux VDA FTRERKMK,. [CVADHELP-17713]

=i CentO0S 8.3 i Linux VDA R B R fE B & B A IIEARSS Y, ctxfascfg.sh AIaE& KK, [CVADHELP-
17289]

o Linux XDPing T Aa g F %7 SSUSE Linux Enterprise Server (SLES) 12.5 tiz{7, [CVADHELP-
17528]
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2 X0in)
July 14,2023
TEARRRARHE T LA R

+ £ GNOME fERIEH, ZiERREHRFIESKN, [CVADHELP-15639]

s ERTMVIELENAREFIURSERMEFARLE, Mutter A% ST mutter-3.28.3-4 RAEGE S HIT LR
B, EfALE, AR mutter-3.28.3-4 skE R4S, [LNXVDA-6967]

o L&A NVIDIA GRID 3D R{EFR/ZH HDX 3D Pro Bf, Linux VDA R#Zfffiz 7. RHEL 7.7 RERARZ.
SUSE 12.5 &ERhAFM Ubuntu 16.04 EadItiaE, REZZ1 OpenGL EFREEEXL Linux R1TAR
NERRFRHLE,

o XHTHIBFHABIIED. ZEOFSTEXE THIEE, HAE—RNEESBHEK. [LNXVDA-5646]

+ PulseAudio MBINEBRSBIERGITHRS BEFEL T REDRS 20 #/FRBH, X PulseAudio B
HES, BB AEER, BERRILIEE, 5% /etc/pulse/daemon.conf X HHIRE exit-idle-time=-1,
[LNXVDA-5464]

« SUSE12588 libtcmalloc 4.3.0 FReaSEHIEEIMNEH,

+ 7£ Ubuntu 16.04 #1 SUSE 12.5 VDA £, ctxhdx RREmTEESEIMEE, Ltia@sE GNU C E (glibc)
2.22 5 2.24 iy I, ZinAEE glibec 2.25 hEE, NREREA SUSE 12.5 X17hR, AIA% % SUSE
RFHEHMERF MBS LRI, &7 Linux VDA BY, &HERATF Ubuntu 16.04 B9iE#ER, [LNXVDA-4481]

« BAT SSLMEHBRATREAEMN, TEEERT Linux 8 Citrix Workspace K AfEFHRBIHH=IE.
[RFLNX-1557]

« indicator-datetime-service #ERER STZ BT 8, YEFBMNSIEMUTFARMNNKA,
Ubuntu 16.04 Unity Desktop L& unity @ik T EREF a9 E, [LNXVDA-2128]

« Ubuntu E#2: 7£ HDX 3D Pro &, J3% Desktop Viewer 9 kNG, NAEFRABENESKET—MRE, =
EENERERETHAEE,

o FHRIEE, TTEEARAEMIER Linux VDA $TENEE RSIZAIFTEIN.
« BRAEEAEXAMFERHIER (DM XHFORFFHBEASXHHER, WAESHIITRE,
o FEAARAER, ZFIFREBESEA UTF-8 4.

« i&MAF Android #9 Citrix Workspace R ATEFH CapsLock RS ESERITERPER K, EF51E
FF Android # Citrix Workspace [z B#2FmHl B %R, Caps Lock BIRSAIRERER. RS E: £
¥ ERE L Shift BEAT 5/M\BZiEik.

o EAERT Mac#y Citrix Workspace B FfZFEEZE Linux VDA BY, & Alt BUREEBAERTRIER, BAE
AT, JFFAMAMAN Options/Alt #, EATF Mac # Citrix Workspace M BEF#= %1% AltGr, &R
£ Citrix Workspace M A& BEREHRUILITH, BRERARENNARZFTR.
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Linux VDA EFMNEESEMEL. EHRMANBER—AHLHH Kerberos 50, B2, Broker AJRE£RIE
AR —4H Kerberos ZiAEAEFMIM VDA BRSZ4E, VDA £iXi%12%5) Broker i, Broker AJgE L5
VDA BiiREIZE ETX. &WERE VDA FMLM,

VDA IREZIESHIHEITE, RERELKEITRR. B2, HTRESZENEXHEK, FLoTsEEERKR
i&lo

BRRTFE: 5% Broker WERERE., 3BT Broker (7 Broker LB ER S MM SIRABOGITUT

ANA .
Gl

klist -1i 0x3e4 purge
<!--NeedCopy-->

Itban < =iER Citrix Broker Service iB1TFR7ERIMAARS TAFFEM LSA BEFEPHAMERSER. e
=MFREM VDA RIRS RIE, AMAIESMEMRS. B, IWREFERAERN, BAXLERSAIER
M KDC EFRIVX LRSS TR,

FFFEIMEMEEN A, SRR SRS ERIIT P WITEN, ARFEE ICA 2IEFREITM. WRE
BET SMRFINAREF EERHRIRE, VAREFIURIEMN, FEtEBFREERBR. NRERGIRE
IRTHHIRIRE, FIRERHINAMBYRR,

EATF Windows 1 Citrix Workspace [ B2 AlRESE SR HIHAEIE R S K Einld,

SB=7EA

August 11, 2022

Linux Virtual Delivery Agent 2106 (PDF )

It Linux VDA RZASAIRE B & RIBIZ X P E XM FRIFEIRANE =S R

z=
=

H

November 8, 2021

AXFEPASERANBMEETZHAANFES. Citrix =RFINEE, UEEEBREFIE LS RE, Citrix BENEF
ERERMRRURE LR L E, EEERAPERTRESAEEN, ARASEIEE N T HENREIhEE.
BXFRESAPLHNFMAES, E5R Product Lifecycle Support Policy (@4 mEHSZIFRKR) —
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FRAMMER

TRETTEFAIEMBRMNTS. Citrix *=mFINEE.

EFANBEARSILEMBR, Citrix 7EIhRA PSS XL E , BRBTERRN LFRRAFIEERMR. 7 Linux VDA
&,

BRI B ERBIBFHFBZ HF.

Y= =EES YD) A BRhi s
¥# RHEL7.7. CentOS 7.7 2006 2009
¥+ SUSE 12.3 2006 2006
%#f RHEL 6.10. Cent0S6.10 2003 2003
%% RHEL 6.9, Cent0S 6.9 1909 1909
%% RHEL 7.5, CentOS 7.5 1903 1903
%% RHEL 7.4, CentOS7.4 1811 1811
%% RHEL 6.8. Cent0S 6.8 1811 1811
%% RHEL 7.3, Cent0S 7.3 7.18 7.18
%5 RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16

November 8, 2021

Linux &1ThR
FE:
AR R R BIRE (140 Citrix Workspace MABIER) MASEREES B EF#H1TIR A,

&% Linux VDA Z &, 5% 8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-
package-managers EEEAREE.NET Core iE178Y 3.1,

BXE KRS RA (LTSR) IR EALL LaThk4s (CR) R EALE RinAEEHIEMAER, BSRIATLE,

Linux VDA Z#5LLF Linux &1ThR:
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« SUSE Linux Enterprise:

- Server 12 Service Pack 5 + SUSE Linux Enterprise Workstation Extension 12 SP5
- Server 12 Service Pack 5

» Red Hat Enterprise Linux

- Workstation 8.3
- T{Eu4 8.2
- Workstation 8.1
- ITfRu57.9
- TfFuL 7.8
- Server8.3
- Server8.2
- Server8.1
- Server7.9
- Server7.8

o CentOS Linux

Cent0S 8.3
Cent0S 8.2
Cent0S 8.1
Cent0S 7.9
Cent0S 7.8

« Ubuntu Linux

- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04
- Ubuntu Desktop 16.04

- Ubuntu Server 16.04

« Debian Linux

- Debian 10.7

=z

AR

CentOS M B #XEME RSl CentOS Stream, £ RHEL 8 (W&, CentOS Linux 8 F 2021 FR&
LHR .2 /5, CentOS Stream §484: FF Red Hat Enterprise Linux 89 Li(FR) DX B X FMER , BB
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,
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Linux VDA %% Linux iHE#5 Microsoft Active Directory (AD) /B 4:

Winbind SSSD Centrify PBIS Quest
RHEL 8.3 = = = = S
Cent0S 8.3 = = Z = &
RHEL 8.2 = = = = S
Cent0S 8.2 = = Z b &
RHEL 8.1 = = = = S
Cent0S 8.1 I~ 2 2 z £
RHEL 7.9 = = = = =
Cent0S 7.9 = I~ 2 z z
RHEL 7.8 = = = = =
Cent0S 7.8 = = = = =
Ubuntu20.04 & % = = =
Ubuntu 18.04 = = = = =
Ubuntu 16.04 = = = = =
Debian 10.7 = = = = £
SUSE 12.5 = 3 2 = =

BRIt Linux VDA AR Z#89 Linux & 1ThRFD Xorg hRASFIER, B8R THR. BXEHAESR, EHSH XorgMod-
uleABIVersions,

Linux Z17hR Xorg hixzs
RHEL 8.3. Cent0S 8.3 1.20.8
RHEL 8.2, Cent0S 8.2 1.20.8
RHEL 8.1. Cent0S 8.1 1.20.8
RHEL 7.9. CentOS 7.9 1.20
RHEL 7.8. CentOS 7.8 1.20
Ubuntu 20.04 1.20
Ubuntu 18.04 1.19
Ubuntu 16.04 1.18
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Linux Z17hR Xorg hixzs
Debian 10.7 1.20
SUSE 12.5 1.19

3&07E Ubuntu R HWE Rzt HWE Xorg.
72 RHEL 8.x #1 CentOS 8.x 1§/ PulseAudio 13.99,
EFEBRT, SRR x86-64.

AR
o HIRMERAHNERMEMNZERTEAR, Citrix fRRIEBAVEE N TTEERZ EIRRS,

+ GNOME #1 KDE £ SUSE 12, RHEL 7. CentOS 7. RHEL 8 #1 CentOS 8 &%, 2 Ubuntu
16.04 4% Unity =@, Ubuntu 20.04. Ubuntu 18.04 #1 Debian 10.7 3% GNOME £&, Linux
VDA Z#5IPRE Linux &1ThR#z#F MATE £, {8 SUSE 12.5 fRob, EDMARE—TEE,

Citrix Virtual Desktops

Linux VDA 5% 8iFiE 2% Citrix Virtual Apps and Desktops a5, EFKEE* Citrix = REmE LN
=8, UKRT @M Citrix 2FLERFFFEN~RRE, 1525 Citrix = REmE R,

Linux VDA 5 Windows VDA MELE 22885 £5. 82, Fid Delivery Controller %#B#E% Windows # Linux
SERMHERERS.

SERENTF S MEPLIFE

o HHARSSES

Citrix Hypervisor

VMware ESX #1 ESXi

Microsoft Hyper-V

Nutanix AHV

+ Microsoft Azure Resource Manager
« Amazon Web Services (AWS)

+ Google =iHF& (GCP)

.

e
BEXZTIHFTFENTIR, HSRMENEIINE.

=3

AR
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Azure. AWS #1 GCP x5 Citrix Virtual Apps and Desktops [RE#ZE. 8 MCS SIEEIIWIET, BEYAR
SRAT TR,

Active Directory £/ &

Linux VDA Z3#5LUF Active Directory £ 837~

« Samba Winbind

« Quest Authentication Services v4.1 SFES R
+ Centrify DirectControl

« SSSD

« PBIS (5 RHEL 7. Ubuntu #1 Debian #%&)

e

BEXSIRTEMTIR, 15817 Active Directory SERI A SR AR HIIH,

HDX 3D Pro

AU T RN EIEE=H NVIDIA GRID™ GPU 7 8&2#F HDX 3D Pro.

EINEEEF

« Citrix Hypervisor
» VMware ESX 1 ESXi
« Nutanix AHV

3

AR

D BN EEER 5L Linux R1THRES.

GPU

Linux VDA 2# LU F GPU BF GPU Hi&:

+ NVIDIAGRID - Tesla T4

« NVIDIA GTX750Ti

+ NVIDIA GRID - Tesla M60
« NVIDIA GRID - K2

+ NVIDIA GRID - Tesla P40
+ NVIDIA GRID - Tesla P4

+ NVIDIA GRID - Tesla P100

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Linux VDA T GPU ABF vGPU:

+ NVIDIAGRID - Tesla T4

+ NVIDIA GRID - Tesla V100
+ NVIDIA GRID - Tesla M60
+ NVIDIAGRID - Tesla M10
» NVIDIA GRID - Tesla P40
+ NVIDIA GRID - Tesla P4

+ NVIDIA GRID - Tesla P100

REMR

November 8, 2021

BEMEREEEARSE Linux VDA, EJLURITEM LRI M LRI MRAH LTSR lRAARNE L,

<

o BiNRE, EiHENLERE Linux VDA BREESE, FILUER ctxinstall.sh fi4RECE EEIETHIFR. BXE
g,

£ BRENRE,
o TEEMAT Azure 9 Citrix Virtual Apps and Desktops Standard 561 Linux VDA: aIIEERTF Azure
9 Citrix Virtual Apps and Desktops Standard eI EMNHFARIMANIEE Linux VDA, LUEEHAR A

EFEMEEM Microsoft Azure RFEIMEMIEE. BXFAES, BESREEMT Azure 89 Citrix Virtual
Apps and Desktops Standard #61# Linux VDA,

o MCS, TILUfER MCS kit26I2t %R T Linux VDA #4EEM Linux VM, BXi¥4ER, ES5EER MCS
Bl Linux VM,

« £/ Citrix Provisioning 8% Linux VM: & L{E# 7 Citrix Virtual Apps and Desktops ¥ 1% & i &g
Linux ElEm. BXFMER, H8F Citrix Provisioning S p0EI R A #IE Linux Bifig .

o FriRE, BAUERUTEMSBERRTE Linux VDA, EMTFINFEDSRELITRHITIER. BXF4A
B8, EBRERE Linux Virtual Delivery Agent for RHEL/CentOS. %2 Linux Virtual Delivery Agent
for SUSE #1% 2% Linux Virtual Delivery Agent for Ubuntu #1% % Linux Virtual Delivery Agent for
Debian,

HEERE,

EERUWEERER.

@ Windows &0 Linux @81 (VM)

=% Linux VDA,

B2 & Linux VDA,

7£ Citrix Virtual Apps 2 Citrix Virtual Desktops F8IZi+EHE .
7£ Citrix Virtual Apps 5 Citrix Virtual Desktops FrolE23c 148,

N R~ N
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XDPing

BJLAfERA Linux XDPing TE#E Linux VDA IREHHE REE M, BXFHER, 152 XDPing,

Z#.NET Core =787 3.1 {FAMEIN

7£%% Linux VDA Z &1, B3 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#9iPA%E.NET Core izf7H 3.1,

%% NET Core i&178¢ 3.1 /5, 517 which dotnet &< & EMITITITERZ,

RiEs <L, RENET Core iIZfTB Zi#HIX#HERZ, 90, WRH<SHLA /aa/bb/dotnet, 15fER /aa/bb 1
F.NET 2R R,

ficE Delivery Controller

March 29, 2022

XenDesktop 7.6 R ERIAFEENA REZHF Linux VDA, ST FXLERRA, BEDITERMEFEMIE, REM
WIEE BEANX PR,

& Delivery Controller &2 &

33F XenDesktop 7.6 SP2, &R A Hotfix Update 2 & Linux = EH Broker, Hotfix Update 2 aJ7£ L F
k=g
CTX142438: Hotfix Update 2 - ZFF Delivery Controller 7.6 (32 fi) - Z&xthi

3t FFTF XenDesktop 7.6 SP2 #kiias, mIfER& 7 Update-BrokerServiceConfig.psl ) PowerShell fii4s
SREE# Broker Service Bb&. WU TR HRRELLMZ:

« citrix-linuxvda-scripts.zip
xti7AEE4 Delivery Controller EE LU THE:
1. ¥ Update-BrokerServiceConfig.ps1 fizE %1% Delivery Controller it&#l.
2. EAMEERR ETFXHITH Windows PowerShell iz#1&
3. ¥%2E% Update-BrokerServiceConfig.psl AR 3%,
4. =17 Update-BrokerServiceConfig.ps1 fil4s:

.\Update-BrokerServiceConfig.psl
<!--NeedCopy—-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2106/configuration/xdping.html
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
http://support.citrix.com/article/CTX142438

Linux Virtual Delivery Agent 2106

e

PowerShell WEIAEEE 2 1EH 1T PowerShell filds, MNEMATITRK, EHLER PowerShell #1758,
REBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.psl =/ Linux VDA FrE#vst WCF iz 8 #7 Broker Service BEREX %,
RIGEH BN Broker Service, ZilaaBEaHE Broker Service BEEXHMMI B, RESER— BRI HREA
FREXHOIR&Y, FHaxXHEHm prelinux.

XEFHFFMEE HERR—1 Delivery Controller 1589 Windows VDA 932, — Controller HaIRA
THEEMMNE Windows A Linux VDA &1,

AR

Linux VDA R/ Secure ICA #1T7113%, 7 Linux VDA E£EH Secure ICA 28X &IEBIEM,

1%F Delivery Controller fi2E

YFFEMREEEXE KA T Delivery Controller B, EndpointLinux = #f £ = # %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config st {4+ I 7%,
7£ Windows &$RTmEOF, UKHMBERERSHERHTRE:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\

findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

NS

June 21, 2022

M Linux VDA 7.13 hRi2 245 BRI, LIhEEET BaiR R4 FNRGaH B E XEEX HREEIZE Linux VDA
BIB1THF R,

ERREMTE

RERALLINEE, BHRITUATRE:

1. AEHEEERM Linux &,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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2. &% Linux VDA B4 8,
#%% Citrix Virtual Apps and Desktops FT# &, BFMERAAR Citrix Virtual Apps and Desktops,
REELEAEGEUTES Linux K1ThRLEZR Linux VDA .

3. ®EBITIIFREUSER Linux VDA &5,

SR 1. ASREESM Linux iH5

WERM R RAFEHNUTERERES !

o IHH - BRE Linux VDA B EBEHBIENS
o HEZ ARSI P st

o NTP R532889 IP sthhit s FF B R

o 3% - 158 NetBIOS &FF

o SRR - Kerberos s B R

o SEHIEAY FQDN - se2fREES

HE:

o B2 Linux VDA, EHIARSTE Linux BN EIEFRIN T FiEE,
s ERHRIE, BHIARERET X Windows RAMKEIFIE,

o BUABRT, TEABHEEE. EECNNEREEN TR, BRITUTERE:
a. 7£ Linux VDA it B#1 L 8I# tmp/ctxinstall.conf 1.
b. ¥ “wworkgroup=<your workgroup>" fTRMEIXHFHHFEZEFFMIER,

« Centrify % #%4f IPv6 DNS &2 &, /etc/resolv.conf fELEEH— N EA IPv4 89 DNS IR & 28,
adclient A BEEHZEH AD ARS.

BE:

ADSITE : Check that this machine's subnet 1is in a site known by
AD : Failed
: This machine's subnet is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

iR Centrify REREMEN, BRAULEM, FHRITIUTRE:

a. TEiEIEHIg HITHEET A,
b. #%#% Active Directory i =F1ARSS.
C. AFMARINIERAF ML,

o E¥ VDA EEIESE OU, BHITIUTHERE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2106

1. HREESSR EEERER OU,
BX7H 0V, FEHTENFSEE,

] ALLIVE LATeCiony LUsers an

File Action View Help

- = -;T-l SO0 XE =z B e TE%

7] Active Directory Users and Compute . !

Saved Queries -ﬁh
4 F4 wdlocal U6s U1Es
I || Builtin
i | Computers

2| Domain Controllers
FareignSecurityPrincipals
. Managed 5ervice Accounts
| Userg
4 (3] Linux
2l redhat
5 suse
2| ubuntu

2. 7£ VDA EgUE /tmp/ctxinstall.conf 32t

3. ¥ ou=<your ou> 177RINZE /tmp/ctxinstall.conf 3¢,

OU {ERA AD 75 ZBIAFRMR. FER TR,

1BIERS Winbind SSSD Centrify PBIS

RHEL 8 ou=" ou=" ou=" ou="
OU=redhat,0U=LinuxdU=redhat,0U=LinuXD.LOCAL/Linux/redhattix/redhat”

RHEL 7 ou=" ou=" ou=" ou="
Linux/redhat” Linux/redhat” XD.LOCAL/Linux/redhattix/redhat”

Ubuntu ou=" ou=" ou=" ou="
Linux/ubuntu” Linux/ubuntu” XD.LOCAL/Linux/ubulntuix/ubuntu”

SUSE 12.5 ou=" Linux/suse” ou=" Linux/suse” ou=" ou=" Linux/suse”

XD.LOCAL/Linux/suse”

Debian ou=" ou=" ou=" ou="

Linux/debian” Linux/debian” XD.LOCAL/Linux/debiamix/debian”

« B LinuxVDA7.16 2, BMLEZRA IPV6, LUTFARFHMPRENEH:

- MAECEEH Linux Fi#EE, UHERENITHEN A LUBE L IPv6 W& T HAARRG .

- 14 IPv6 MEH AR Centrify,

e =

MREMMERA IPv6, HEFMBRAYRABREHN IPv6 13X, VDA Ki&Z IPv6 [ Delivery
Controller ;xfit. MREHIMNLRFES IPv4 1 IPV6 BELE, 55— DNS IP #it i EE R ERER
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IPv4 224 IPV6 KM,

 WR%EE Centrify FERIMNIZERIAE, ctxinstall.sh HAEE Centrify #+8, ctxinstall.sh 3XEx Centrify
RGBS EERM:

- BMRETAEBATIM Internet TF Centrify B8, TEESMN&ITHRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Mz B RHIZE Centrify #iE8, BiEE Centrify SMEENE R, BRITUTERE:

a. £ Linux VDA AR 88 L8132 tmp/ctxinstall.conf Xt (MIREZXHEREE)o
b. EXX#HF “centrifypkgpath=<path name>” 17,

flgn:

cat /tmp/ctxinstall.conf

set “centrifypkgpath=/home/mydir”

1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r--r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r—-r—-r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r--r—--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 qnstall-
express.sh -> install.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh
12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt
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4 -r—--r--r—--. 1 root root 3732 Aug 24 2015 release-
notes-da-rhel4-x86_64.txt
4 -r—--r—--r——. 1 root root 2749 Apr 7 2015 release-
notes—-nis-rhel4-x86_64.txt
12 -r—--r--r--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o SNREF PBIS fEAMNERA %, ctxinstall.sh HIAFEE PBIS #%46. ctxinstall.sh 3REX PBIS 88y
Vabr =i i

- BMREAHEPBEZM Internet T PBIS #h&E. TEREMATTHRAY URL:

RHEL 7/CentOS 7/SUSE 12.5: wget https://github.com/BeyondTrust/pbis-
open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64
.rpm.sh

RHEL 8/CentOS 8: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.rpm.
sh

Ubuntu/Debian: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.
sh

M Internet 3XEX PBIS S B8EERRA. Hitt, iEE /opt/Citrix/VDA/sbin/ctxinstall.sh x4
8947 “pbisDownloadPath”, i PBIS #4887 URL,

BXRTA, EERUTREEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

$8 2: ({XF Ubuntu 16.04) %% OpenJDK 11

7£ Ubuntu 16.04 L, @35 U THERE OpenJDK 11:

> wn e

M https://jdk.java.net/archive/ T#i&## OpenJDK 11,
i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<UREFHMDREE,.
(m3%) Bfrmv jdk-11.0.2/ <target directory> &<LUi& OpenJDK REEZEBEIFERH,

7 update-alternatives --install /usr/bin/java java <custom

directory>/bin/java 2000 &<LUI&E Java Runtime,
5T java -version @< LRI Java BIkRZS.

$1% 3: L% Linux VDA #46

5 Linux VDA R BB, EETUTH S,
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x3F RHEL #1 CentOS &17hk:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3+F Ubuntu/Debian &1ThR:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get dinstall -f
<!--NeedCopy-->

AR

Z J Debian X TR ZE K EWNKFH I, B deb http://deb.debian.org/debian/
oldstable main 174zl /etc/apt/sources.list Xt

*fF SUSE R1ThR:

zypper —-i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FRE 4. REBBITRHIFRUSTERER
AR

EIgBEITRIEZ A, BRFEEERERATRET en_US.UTF-8 XiZigE. R ZzKIFIZEEENIZ
ERGH AR A, 15517 sudo locale-gen en_US.UTF-8 &%, ¥ Debian, i&E@EIEGH#E
# en_US.UTF-8 UTF-8 173k%4E /etc/locale.gen xxff, #AFiETT sudo locale-gen

A
AP <o

2% Linux VDA B af5, A ctxinstall.sh AR EIZTHR, AIMEREERARERTER FETZEZS,
AR

T#.NET Core Runtime (Zzf7BS A8 27 MB) BY, BRI RETREFRKEEMN, BXTHHEE, &
#& /var/log/ctxinstall.log,

RE#EN:

BERITFHEE, BETUTHIHES METLARNEXS .

sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

TR
BEERMMEX TERARNRE, ELEBUTHETE, RAFHIETT ctxinstall.sh.

+ CTX_EASYINSTALL_HOSTNAME=host-name -%&’x Linux VDA BREZ 2 EH 2o
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CTX_EASYINSTALL_DNS=ip-address-of-dns -DNS &y |P b,
CTX_EASYINSTALL_NTPS=address-of-ntps -NTP fR532589 |P it s =T B &R,
CTX_EASYINSTALL_DOMAIN=domain-name -i5iy NetBIOS &#F
CTX_EASYINSTALL_REALM=realm-name -Kerberos $fis{ & ¥,
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %R Active Direc-
tory &R A%,

CTX_EASYINSTALL_USERNAME=domain-user-name -XREBANEH; BFMNE,
CTX_EASYINSTALL_PASSWORD=password -5 E A NEE; AFmAE,.

ctxsetup.sh HIZAERUTEE:

CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA 3%/ DNS CNAME i2 &% Delivery
Controller &#F.

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ER =15 kR0 Delivery Controller &£
e (FQDN) 5)& BT @ Delivery Controller ;¥ft, #H=EgE— FQDN 5 CNAME,

CTX_XDL_VDA_PORT=port-number -Linux VDA &z TCP/IP #5005 Delivery Controller i&fs.
CTX_XDL_REGISTER_SERVICE =Y | N - =B shit EH1/SE 5 Linux Virtual Desktop AR,

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BREZE R s i 15 AREEEED R
Gk kg, ERIERZAR AEFRBRNA Linux Virtual Desktop THAIERO (BRINEEO 80 #1 1494),

CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA 3§ HDX 3D Pro, X2—4 GPU MEHKER, SEMRKE
ERNRRERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiF) #HAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N - it BEHNEEN L ARERTEE (VD) FRABEHZRERFER, WF
HDX 3D Pro 1%, HZEREN Y,

CTX_XDL_SITE_NAME=dns-name -Linux VDA i&i2 DNS &l LDAP R385, ZEi% DNS 1 RLERIRH!
AAHIER, MIEE DNS m& . MRAFE, AILUEHIREN <none>,

CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z ifj DNS 3k % I LDAP R 28, IR
DNS FT£12# LDAP lR512R, ErRIUREU=E SR LDAP FQDN (#%F LDAP #%O) Fl&R. i
adl.mycompany.com:389, MIRAEE, AILUGEHIEEHR <none>,

CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA &3 i& & 4 Active Directory 5 iR 8942
RERE W LDAP (40, DC=mycompany,DC=com) ., RNEEE R, TLUIEEEREM I
OU=VDI,DC=mycompany,DC=com). IRFTHFE, FILIEHIZEN <none>,

CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 5 1IERS (FAS) REER 28 AD AEKE S M.
Linux VDA Rz #F AD 4A%REE, BERIIBURIRMIIS S HFRH FAS RS BHTIR, IRFHRSTE AD A5
FEEEMIRFER. NRMIPRT EMARS I, EFEA <none> XAFHBEFTETH, HEFREBHMRS
ERs bzl 1=
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« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % #*.NET Core
Runtime 3.1 Liz#§#89 Broker RI2ARSS (ctxvda) BIE&RE, BRIAREER /usr/bin,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - s ExxiEH A GNOME ¢ MATE £m&
g, WRKIEELTE, NEER VDA LHRIRENEHE, B2, NRYFIRENSEE N MATE, NHETEE
RE N mate,

AR
ER] LB ST T R B Bir2IER AN REIFE:
1. 7 VDA t#y SHOME/<username> B FeIEZ—1 . xsession X,
2. BiE . xsession XHURERITIRIEE REIFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

Em CentOS £/ GNOME £&E

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
**For GNOME desktop on Ubuntu and Debianxx

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHRIERAHE 700 XHNR.

+ CTX_XDL_START_SERVICE=Y | N -t E &S, 2T E5h Linux VDA BRS.
« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiff Citrix Scout WEEFHO, BiAimON 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout :&fEmim0,. FRINEHOR 7502,

MBKRIGEEASE, REFLRIIREERDR, BTAPEN. BIHBETERETHRESEHE, ctxinstall.sh Bz
212 TAPMALTE NET Core Runtime 3.1 B9i&12,

EXRRAEXT, BIMETUTHTLUSBERREE, ARIET ctxinstall.sh f4s,

export CTX_EASYINSTALL_HOSTNAME=host-name
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export CTX_EASYINSTALL_DNS=ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fqgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name

export CTX_EASYINSTALL_PASSWORD=password

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N

export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->
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BT sudo ®<H, BA -E ETUURREFRTEFBATEENT shell. BRMNBWEEAFENSSHME
#!/bin/bash {FHE—1TREIZ shell B,

HE, EAIUERR I HIEERMESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B

BERILLER D FEYE B XY A RER AR L ThRET 5| & BB 1T PR HERRo

fEF SSSD MK

SEMNE TS HIER, WHEMNT (EH1ITREITHN, BFRIERS) :
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Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)

with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214'")

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[

ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRRIEERIR, EHITATRIE:
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BT rm -f Jetc/krb5.keytab &%,

T net ads leave SREALM -U Sdomain-administrator &<,
7z Delivery Controller Efipgit &N B RMTH,

i&1T Jopt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller L8+ &N B M3 (T4H,

ok wpn e

Ubuntu SE&IZETRKE

BEIRIENSHIILRE, MEEEESETEIEBIIRIEEE, b, FEREAMAFKFERE, HEINES &1
ERXR.

BRI, BEHRITUTRE:

1. i5fT sudo apt-get update &%,

2. izfTsudo apt-get install unity lightdm#&<,

3. @m/etc/lightdm/lightdm.conf s TFT:
greeter-show—-manual-login=true

BTFHROEER, RidEs Ubuntu SESIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

LR EIRARER S EANREERIEETER,

BRI, ERITATIRIE:
1. E&<1TH, %A pam-auth-update,
2. EERBIIHEES, HiIARE LS Create home directory login (RIEZTERERER).
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1 pu i 7 It
] Pa configuration |
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the systes, as well a3 allowing configuration of additionsl sctions to teke when
tarting user sessions

Some PAM mcdule packages provide profiles that can be used to sutomstically sdjust the behavior of all PAM-using applications on the systes. Plesse indicate which of these behavicrs you wish to ensble.

PAM profiles to enable

REFRD, BRRELERHEZT dbus H#HiR

/var/log/messages (GZRTF RHEL =% CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#01l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
<!--NeedCopy-->

g&, XF Ubuntu &17hR, &R BES /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.Cc: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

RLAFRRESHBHET REN. MRAEFHN dbus #HiRER, RITBNEERBHRAHER.

SELinux aJUF51E SSHD sl =B

BRAUBEERIE, BFEER.
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-2a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**x*xxx Plugin catchall_boolean (89.3 confidence) suggests
khkkkhkkkkkkhkkkkkkkxk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**xxxx Plugin catchall (11.6 confidence) suggests
AAKAKARARARARAARKAA ARk Ak kkhkkhkkhkhkhkhkhkhhkk
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If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

BRIEE, ERITUTERE:
1. @idxd Jetc/selinux/config #1TIA TEMRE A SELinux.
SELINUX=disabled

2. E#Esh VDA,

£iEB T Azure #9 Citrix Virtual Apps and Desktops Standard # 6/ Linux
VDA

June 16, 2023

AT AEER T Azure B9 Citrix Virtual Apps and Desktops Standard el EmAEFIRIMNER Linux VDA,
LUK MR B2 R A EM Microsoft Azure FEIEMIGE. BXFMMER, ESRIEAT Azure i Citrix Virtual
Apps and Desktops Standard.

9 Linux Z17hR

LUF Linux &1ThRZ#F1tLIh8E

« RHEL 8.3
« RHEL 8.2
« RHEL7.8
« Ubuntu 20.04
« Ubuntu 18.04
« Ubuntu 16.04
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p

EEERT Azure By Citrix Virtual Apps and Desktops Standard &6l Linux VDA, BT E:

1. 72 Azure AR EME&:

=

AR

teoh, EERRTLUER Linux VDA BEWEMINEERIT IR G BohEH. EXLMILBER, BEEERE LD
ete/xdl/mcs/mces_local_setting.reg X /iR MaE<1T.
Blan, AL R e <1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->
a) 1 Azure /b, BIBRZHINALITARAY Linux VM,
b) MMBEKE, E7E Linux VM L RESEIFIE,

c) & VM Lk, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers EB3iEA%E.NET Core iz178Y 3.1,

d) (¥R Ubuntu) # /etc/network/interfaces Xl source /etc/network
/interfaces.d/* 17

e) ({XFR Ubuntu) 3% /etc/resolv.confim@m /run/systemd/resolve/resolv.
conf, miEKHEIEA /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

f) =% Linux VDA {4,

g) ®|k /etc/xdl/mcs/mcs.conf &, mcs.conf BEXHHEEHETIEE MCS M Linux VDA

NTE,
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=

=W

B dns TEREAFRIEE,

NRECRIT BN B RINEFESHAEN KR, H&E VDI_MODE=Y,

h) &7 /fopt/Citrix/VDA/sbin/deploymcs.sh,

i) 7£ Azure F1, {1t (HECGESED) VM. BHHEESHNEINES (VHD) X% SAS URL, ERILUE
Z M REE MG REIZE M VM,

173 rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

= :
Disk

P Search (Ctrl+/) | < Generate 2 secure URL and download it directly.
8 overview URL expires in (seconds) *
E Activity log | 3600
fa Access control (IAM)
] Tags
Settings

& Configuration
Encryption

&4 Disk Export

Y Properties

B Locks

&1 Export template

Support + troubleshooting

2 MNew support request

j) (F3%E) EEMEERBERRKRIGE, TSR ctxreg TARREARRKIGE, i, UTHIER
PDF $TENZ R B5htlE PDF @ RBITENV SRS,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

2. M Azure S AT,

a) EEEEFIRT, BREAMNERSG, ERAERETIE Citrix REHNEEUREENS NHIRE,

"R WRSHASHEREE BT EENENEFIRHITER, EE—BRGE, BEEFRE
£EH3 Citrix Cloud #i%# Managed Desktops (ItE =) RE/EHEGIB5E0.
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L‘{f@ Master Images X

Z Build Image + Import Image

b) RESNEE.
) HNTE Azure AR VHD SXHI SAS URL. 3% Linux fER EBMERKEL,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

Master image type
Windows

@ Linux

Name The New Master Image

d) ZEmSPHRATTRS N\ EHERAIRIE,
3. tIBHENER.
IBREEERIR, AREEEZER. SIRHTENBRE, HEFZAtIZNEREK.

R RperE Citrix 20 Azure TR SRR IMANIES Linux HENB R
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&3 Machine Creation Services (MCS) ¢/ Linux VM

May 8, 2023

EEFA MCS 82 Linux VM, ETE GBI EREF S TG, LIRS SHEER VM £24 VDA, 7 Citrix
Studio FEIBIHENER. QIBRGHURPITRLEREES,

==
NREER7E Citrix Hypervisor. Microsoft Azure. VMware vSphere. AWS. GCP 5 Nutanix AHV L{
SNNEMEIAMERRE R DES TR, fTRestlBIMESR,

B Citrix Virtual Apps and Desktops 7 2003 i2, Microsoft Azure. AWS #1 GCP 72 %%, B2, &aLl
#rsE A Citrix Virtual Apps and Desktops RS HEIEM.

SEHIRITHR
Winbind SSSD Centrify PBIS

RHEL 8.3 z £ S =
Cent0S 8.3 = £ £ =
RHEL 8.2 = S = =
Cent0S 8.2 2 S £ =
RHEL 8.1 = S = =
Cent0S 8.1 = & & =
RHEL 7.9 = = = =
Cent0S 7.9 = = ES =
RHEL 7.8 = Z & =
Cent0S 7.8 = Z & =
Ubuntu 20.04 = = £ =
Ubuntu 18.04 = = S =
Ubuntu 16.04 = = ES =
Debian 10.7 = = £ =
SUSE 12.5 2 z £ =
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AR
WNREMER PBIS #& MCS eIt ENIZERES Windows 13, BRI TES:

o EERIRITEN L, &' /etc/xdl/mcs/mcs.conf XHHEE PBIS i THERFHEEZERE
PBIS 4 t,

« #iafT fopt/Citrix/VDA/sbin/deploymcs.sh Zgi, BeIE—NELE (W (OU), %4848
BAUNEFEMNE MCS SIZNIHETNAEEEANNZEEENR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh =EzTEEHRRBH MCS tIEHTEN /I,
EIRIBEAIERETE Delivery Controller 5 Citrix Cloud Connector EizfT klist -11 0x3e4
purge,

& MCS 7£ Citrix Hypervisor £ Linux VM
$E L EEEME

TG ESRERA. IERIMUNARER. VDA MEMRG. BESTME, BRITUTIRE:

S 1a: £ Citrix VM Tools  72#Eik VM £%3% Citrix VM Tools, LUES VM #RaefEA xe CLI 8§ XenCenter.
FRIERiEXEET A, FN VM BWEEETTRESRIE, MNRQGEXETR, TERITUTEMIEE:

o WIRXHE. EFBHTIERE VM,

« 7£ XenCenter HZ&E VM MEELIE,

o IREFEETHVM (@2 XenMotion),

o QERBHHFENEF (QER) BRER, URERERDIHRE,
o FEIEFERTTHY Linux VM EiEE vCPU %,

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. RI\EH Linux R1THR, BITUTH<LRE xe-guest-utilities Ha,
33F RHEL/CentOS:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm
<!--NeedCopy-->

%tF Ubuntu/Debian:

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }
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_all.deb
<!--NeedCopy-->

x¢F SUSE 12:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

7£ XenCenter By EHLETF LI TR VM MEMERTS. INREHRET Citrix VM Tools, MEHMELR
SHBMK:

XenCenter
Storage  Templstes Tools  Help

1d New Server New Pool £5) New Storage [ ew vt | (@) ShutDown () Reboot (([]) Suspend
Q|| I -

|| General Memory | Storage | Metworking | Console | Performance | Snapshots | Search
VM General Properties

Properties Expandall Collapseall
General | A )
MName: Rhelb0s-1
Description:
Tags: <MNone>
Folder: <None>
Qperating System: Red Hat Enterprise Linux Server release 6.9 (Santiago)
Virtualization mode: Hardware-assisted Virtualization (HVM)
BIOS strings copied: Mo
Virtualization state: Optimized (version 7.0 installed)
Time since startup: 27 minutes

, Home Server: <Nones
wu: I
Boot Options | ()
CPUs |@
Read Caching | ()

$% 1b: (YR Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, &35/ THERLE Open)DK

11:

Hw N

M https://jdk.java.net/archive/ THi&#H# OpenJDK 11,

1T tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETHNREE,
(m%) sftmv jdk-11.0.2/ <target directory> &<LU& OpenJDK REEEIRERH,
i 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LIi&E Java Runtime,

z

iBfT java —version @< RIE Java BIkkZ,

S 1c: 72481k VM £%% Linux VDA 46
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AE:
EEHAYFNEITH VDA fEAEIR VM, 1BBLS Lt S 8,

EiEIR VM _£E%% Linux VDA - &2/, 1E5%%.NET Core Runtime 3.1, BXFMER, BESINTERR,

RIBEM Linux X1ThR, 317U TE<$ R Linux VDA R EBIFE:
3+F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xJF SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S8 1d: EHREFEMEENRSE tdb-tools %@  34F RHEL 7 fR55288:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

%3F RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 1le: REAFLUEM ntfs-3g 19 EPEL =% 72 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 721
B, LUEREEIETT deploymces.sh 2%% EPEL FEHiRER ntfs-3g R4,

S 1f: 72 SUSE 12 tFmhR% ntfs-3g 72 SUSE 12 L& £, FrBEMEESTIRE ntfs-3g, THERR, HiF
HFMRE ntfs-3g:

1. %% GNU Compiler Collection (GCC) ‘miFSBRLHIGHHFRIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g #fFE,
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3. fRIE4SE ntfs-3g WiFa:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. fN ntfs-3g RFERIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy—-->

S'1g: REETRIFE #EiafTdeploymes. sh Z#l, BHRITUUTIRE:

o B /Jetc/xdl/mcs/mcs.conf HMZTE, mcs.conf BEEBEXHRMATIEE MCS # Linux VDA
NTE, TEAREAILUIREEERENTS.:

- Use_Existing_Configurations_Of_Current_VDA: HiEREFERYRIEEEITH
VDARIIBREE. MRIREN Y, MCS SIZERITEN _EMEEE X5 HaiEEIEITH VDA EMER
18R, BR, E{HAKARE dns #1 AD_INTEGRATION Z8, BAERN N, XEKSE &G L
WECEER A THE MCS SIEITEN EMERE X .

- dns: &E DNS IP #hik,

- AD_INTEGRATION: i&& Winbind. SSSD g PBIS, &> MSC &z Linux Z{ThRFZEINNT
EMTIR, FBRAN R Z R R TR

- WORKGROUP: %7 AD BT T{FA, EEBETEAZT (KHANE),

o ERIRTEN L, BHSTHRME /etc/xdl/mcs/mes_local_setting.reg XHLUIREEES
ANREFEMRE, IRETRRIEEIEFIZET MCS R ENSREFR B EX.

/etc/xdl/mcs/mcs_local_setting.reg Xt:rtME—1THERFIRBEREMEMKREN—

O A
AR o

fBign, EEILUE AT &L 1TAMEl /etc/xdl/mcs/mcs_local_setting.reg Xfd, UDHE
AR EHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x0000000603"
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<!--NeedCopy—-->

S8 1h: SIEEME&E
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A%) EERVM £, BIHEERRUEEXIENRE VM EMEX /etc/krb5.conf. /etc/
samba/smb.conf#l /etc/sssd/sssd.conf X,

3 F Winbind BF, 8% /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #iR,

F SSSD AP, E%E# /etc/xd1l/mcs/sssd.conf.tmpl, /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iRk,

=

=W

BERERIRX P ERNINERRHEREE, 5130 SWORKGROUP.SREALM. Srealm #1 SAD_FQDN,

3. 7 Citrix Hypervisor £, XH&EiR VM, U H a2 EBURHIRE,

SR2: QRHENER

7z Citrix Studio /1, SIBITENEBRHETEEERTIEN VM 88, REFENTHMEEES. EXEAER,
ESIRAER Studio tIEITENER.

HIE 3. BIERMA

HENEREM—IHZ MTEN B RPERNHENNES. TEVNERIEEPLERFP ATUEAXETEN, UkA
HXERFEANNAEFIRE. EXEAEER, BSRACIERZE,

£/ MCS 7£ Azure t81Z Linux VM
S 1: 7z Citrix Studio #6125 Azure NITEEE

1. 7£ Citrix Cloud £# Citrix Studio 91, #EZFEE > 1£E > RMIEENRRULIES Azure BEE,

ess
hitps://management.azure.com/
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2. EEEESR Microsoft Azure,

Stu CI io Connection

) Usean existing Connection

azure B
Connection =
(®) Create a new C eti

Details :

i Connection type: I Microsoft® Azure™ = }
Region
Network Azure environment: IAzure Global i ]
Summary

Create virtual machines using:

(®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. BNER Azure IR BIITI ID, ARBNERNERSZT,
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)
feryon Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine
4o lice Add Connection and Resources
View >

Refresh

Help

PR 2. ERIR VM LESETREG

TRGEESRERR. EEMUNEERF. VDA MEMRMG. BESIMRE, BFRITUTERE:
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$1% 2a: Jy Ubuntu 18.04 it E cloud-init EWMFEEEFHESISHELE VM 83 VDA ENZMAEE, BBITUT

DA
AR <o

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99_hostname.
cfg
<!--NeedCopy-->

HafR1E /etc/cloud/cloud.cfg XtFAEy system_info 285 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

£ 2b: ({XfE Ubuntu 16.04) %% OpenJDK 11 7t Ubuntu 16.04 L, @Eid5em I TS B RE OpenJDK
11:

M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNEE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. i&fT java -version &<URIE Java B9kRES,

> wnd e

HI 2¢: 7EiEiR VM %% Linux VDA 348
FE:
EEHEHEIETTH VDA AR VM, BBLI P E,

EIEIR VM %% Linux VDA #8281, %% .NET Core Runtime 3.1, X8, 52 FLEMR,

RIBEM Linux X1ThR, iB1TLAT&<$ R Linux VDA IR EBIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

3 SUSE 12:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 41


https://jdk.java.net/archive/
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2106/installation-overview.html

Linux Virtual Delivery Agent 2106

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$18 2d: RETLURM ntfs-3g 19 EPEL 77&% & RHEL 8/CentOS 8. RHEL 7/CentOS 7 £%% EPEL 721
B, LUEREEIETT deploymces.sh %% EPEL EHiRER ntfs-3g R,

S % 2e: 7£ SUSE 12 tFrh% % ntfs-3g 72 SUSE 12 £ &+, FraEMEESRFRM ntfs-3g. THEFEAD, HiF
HFRhRE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBRALHIBUHRIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fFa,
3. fRIE4E ntfs-3g f6:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. %A ntfs-3g RFEMERE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

S8 2f. §BETRIFE  #iEfTdeploymes. sh Z#l, BHITUTRE:

« Btk Jetc/xdl/mcs/mcs.conf BMETE, mcs.conf BEXHRERATFIEE MCS # Linux VDA
HETE, TaE—LT=E, HFNMHIEE dns 1 AD_INTEGRATION:

ARURA—NEERESME, BRXEEREE RS SHHATIESIR. 190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HiEREERYRIEEEITH
VDA I BERE, MRIZKEHRY, MCS QIEMIHEN EMNREX M5 HaIERITITH VDA EMFEMX
18R, B2, EHAKMAERE dns ;1 AD_INTEGRATION ZE, BIAMEHRN N, XEKREEME L
WECEEMR G THE MCS SUZAITEN _EMECE X
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- dns: &= DNS IP ik,

- AD_INTEGRATION: i&& Winbind. SSSD g PBIS, &> MSC z#i#J Linux Z{ThRFZEINNT
AR, BESRNN RN RITAR.

- WORKGROUP: #%7% AD HEET TFA, NIRETEHEBIT (RAKNE),.

o ERIRTEN L, BHTHRmE /etc/xdl/mecs/mes_local_setting.reg XHLUIREZREES
ANKEFEMRE. LIREABHEEIBNIGET MCS kit ENSREHRB AL,
/Jetc/xdl/mcs/mcs_Tlocal_setting.reg X#dME—TMERTREXEMIMREN—
TR
g0, EEILUE A TR 1TAME /etc/xdl/mcs/mcs_local_setting.reg Xfd, UDHTE
AN EFEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S 2g: QIERTMME
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A%) ERIRVM £, BHEERRUEEXIENRE VM EMHEX /etc/krb5.conf. /etc/
samba/smb.conf #l /etc/sssd/sssd.conf X,

3 F Winbind BF, #B8# /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #iR,

34F SSSD BF, EE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl i&ix,

AR ERGERX P ERNRERRHERLEE, 51 SWORKGROUP.SREALM. Srealm #1 SAD_FQDN,

3. #EEIR VM LRENARRFERE, M Azure TP XEAIRIR VM, HafRIER VM B9EJEIRA S Stopped (deallo-
cated) (BEf=1t (BECEDED)) . IBELANERARI, £ Azure EERENEMENERIZAM.
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%> Connect

P start

Resource group (change)
mcs

Q! Restart

Status

Stopped (deallocated)
Location

East Asia

Subscription (change)

Subs:rlinon 1D

Tags (change)
Click here to add tags

- e
Stop | 0%, Capture

=> Move Q) Refresh

ﬁ Delete

Computer name
rhel-sssd-temp

Operating system

Linux

Size

Standard D2s v3 (2 vcpus, 8 GB memory)
Public IP address

rhel-sssd-temp-ip

Virtual network/subnet
Virtual_Network_1/default

DNS name
Configure

»

TE3: tIRHBENER

7z Citrix Studio /1, QIBIHENERHIEEEEZERPIEN VM HE, IBIHENEREN, MER VM FRENZER
APEFEMRE, HEHER VM 89 VHD,

Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

¥ Machine Management
Master Image
Storage and License Ty...
Virtual Machines
Resource Groups
Metwork Cards
Computer Accounts
Domain Credentials

Summary

Master Image

Browse the resource groups below and select the managed disk. snapshot, or VHD to use as the
master image for all machines in this catalog.

» If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Gitnix VDA installed,

0 Don't see the resource group you wani?

b (@)jc-WestUs2
b @) LinuxVDA
& Arure-1604_OsDisk_1_0b3977596c1447009bf42373ac0cBa05
& arure-client_OsDisk_1_See3cd35a6d744c 1994502846383
& arure-de_OsDisk_1_f047ec0782bad26bb0403c0f92860e67
i c_1_adf0f65861d447a5bad06606632a812¢
!A.lure-jt_jc??_OsDisk_'l_etbcddE-d?Sn‘:]"4bbDB'I591:8454d63?254e
EAzure-jtrhel??_D:-Disk_l_ﬁESablcﬂiegdfdﬁacac?_bZBeS&dgeM
EA.!LIre-jr.rhelﬁ'l_D:-Disk_l_5f1301:329412349{:&?113&5&648:934
@ Select the minimum functional level for this
catalog:

7.6 (or newer) b

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back

|

Cancel

RIERERITHMREES. EXEAES, BSRER Studio tIBITENER.
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SE 4 SIERGA

ZYARM—THZ NI EN B RPEFNIHTENNES, XA EEEWLERF T UERXEEN, Uk HXER
FPEBNNABEFMIRE. EXEAER, BSHCIERZTH,

5/ MCS 7£ VMware vSphere L2 Linux VM
$ 1. 7£ Citrix Studio F6i#5 VMware Hit &%

1. 7£ vSphere FfigEh#% s vCenter Server, BXFAER, E2E VMware vSphere,

2. 1£ Citrix Studio /1, #EEREE > 18 > KIEZENZRRULES VMware vSphere 1iE#,

8 Citrix Studio (Cloudsdsite]

hitps://management azure.com/

3. % VMware vSphere fEREZAE,

Add Connection and Resources

Studio Connection

. Use an existing Connection

nConnection -

Connection
®) Create a new Connection

Storage Management

: Connection type: | ’ VMware vSphere ® - ] |
Storage Selection

Connection address:

Example: httpsy//vmware.example.com/sdk |

Network

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

_) Other tools

Next Cancel

4. 32X VMware ik p9EiE#nt (vCenter Server URL). &/ A R F1Z365 U REE R o
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :
'f!:' Create a new Connection

Storage Management

: Connection type: [ VMware vSphere @ = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back " Next J [ Cancel

BEREERTER—MER.

8 Citrix Studio
File Action View Help
| 7m

B8 Citrix Studio (site)
ea

TR2: FEEEME

FMGEESRERA. EEIMUNAER. VDA MEMRG. EESIME, BRITUTRE:

S 2a: (IXE Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, @I5=MUTHSERE OpenJDK
11:

1. M https://jdk.java.net/archive/ T#&## OpenJDK 11,
2. i&fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<LURETHNRGE,
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3. (Ai%) BwfTmv jdk-11.0.2/ <target directory> &% Open)DK FEEBEITERT.
4, 417 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 15T java -version &% UIE Java BURRZS,

S8 2b: 7EiEiR VM £%% Linux VDA {46
AR
EFERYFIEITH VDA fERIEIR VM, BBkt B,

7RI VM £E&% Linux VDA B8 2 /i1, 15%%.NET Core Runtime 3.1, BXFHEE, BESRRERR,

RIBER Linux Z17hR, BT T&H <R Linux VDA & BIFE
337 RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xyF SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S8 2¢c: RETLURM ntfs-3g 19 EPEL 7= 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 7=fi%
B, LUEREEIETT deploymces.sh %% EPEL EHiRER ntfs-3g R4,

$182d: £ SUSE 12 EFsh%# ntfs-3g 72 SUSE 12 & £, FrEEMEESTRM ntfs-3g, THENAE, &HiF
HF R ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiFBASHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g fFE,
3. fRESs ntfs-3g T EL:
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sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

T 2e: IRBEBETHNIFE &7 deploymcs. sh Zal, BERITUTRE:

« B /etc/xdl/mcs/mcs.conf FMZE, mcs.conf BEXHZMAETFIEE MCS # Linux VDA
NTE, TAE—LTE, HFMHIEE dns 1 AD_INTEGRATION:

ARMRA—NEERESME, BRXEEREE LS| SHHATIESIR. 5190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDAKWIMBERE, MNRIGEHRY, MCS IZMITEN LMEEXHRES LI EEEITH VDA EHNERX
18R, B2, FNAKMAEE dns M1 AD_INTEGRATION T2, BIAMEHRN N, XEKREEME L
MECEER G STHAE MCS IR ITEN EMEE X .

- dns: i&E DNS IP #it,

- AD_INTEGRATION: i&& Winbind. SSSD = PBIS, &% MSC Z#5# Linux Z1TARFIHIMANT
ENFIR, BEHAXPIZRFHRITR

- WORKGROUP: #%R7E AD HEET ITFA, MEBETIEHAEZT (KPANE),

o ERIRTEN L, BHSTHRME /etc/xdl/mcs/mes_local_setting.reg XHLUIREEES
AN B EMRE, HIRERRIEEIENIRERE MCS MR B EXREH BN EX,

/etc/xdl/mcs/mcs_local_setting.reg XthrhE—THERTIREREFMEMREN—
LIRS

Blgn, ERILUE T e TRmEl /etc/xdl/mcs/mcs_local_setting.reg X#mh, URHE
AR EFEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy-->
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update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

$8 2f. gEEMEK
1. i&5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (ALE)7EIER VM L, EFHE BRI EE X IBMETE VM L% /etc/krb5.conf. /etc/samba/smb.conf
#0 /etc/sssd/sssd.conf x4,

3 F Winbind B P, & B # /etc/xdl/mcs/winbind_krb5.conftmpl # /etc/xdl/mcs/win-
bind_smb.conftmpl ##x.

3t F SSSD B F, 5 B # /etc/xdl/mcs/sssd.conftmpl. /etc/xdl/mcs/sssd_krb5.conftmpl #
Jetc/xdl/mcs/sssd_smb.conftmpl #&iRx.

AR ERGEREPERNIRERAHEREE, H14 SWORKGROUP.SREALM. $realm #1 SAD_FQDN,
3. EEiR VM L RENBEFE, M VMware [TJF X8R VM, SR VM BIIREE,

TSR3 SIBRHENAER

7z Citrix Studio /1, RIEZIHENERHETEEERTEIEN VM HE, SIZHENE RN, BENRBYIRPIEEFEE
BR{R,
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

RIERERTHMEEES. EXFAER, BESREA Studio BIEITENER.

TRA4: QIBRRMA

ZTHRM—THS M BN ERFERNHENNES JTAEEWERF I UERXETEN, UNAIHXER
FEBNNBEFIRE. EXEAES, BSHCIERZTH,

£ AWS LfEFR MCS 8 Linux VM

$I% 1: 7£ Citrix Studio H8IE5 AWS HItEEE

1. 7 Citrix Cloud £y Citrix Studio &, ##ZFERE > 118 > FINERMZRULIES AWS MiEs,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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TR 2. FEEIME

TG ESRERA. ERIMUNARER. VDA MEMRG. BESETME, BRITUTERE:

$1% 2a: BE cloud-init
1. EHFESHEMNHFELE EC2 I8t VDA EMBMAEE, HETUTHSLURE VDA £413.

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

34F Ubuntu 18.04, &#R7E /etc/cloud/cloud.cfg xfeh@g system_info &9 FEELUTIT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. EfEF SSH izizinia) AWS £ MCS g2/ VM, ERAZERSHIIE, FARE VM ZEWMNERARM. 1R
ERERITUTEF.

« 458 cloud-1init BEEXH /etc/cloud/cloud.cfg. 1% ssh_pwauth: true 17777, MERE
% set-password THILUTT (WIREE).
users:

- default
<!--NeedCopy-->

o MRETERET c loud-1nit QIBMBIAAR ec2-user tubuntu, MATLIEEA passwd
WLERAAERE, BLENRTE, WEUERTER MCS fIEH VM,

o {518 /etc/ssh/sshd_config XEURREEUTIT:

PasswordAuthentication yes
<!--NeedCopy—-->

R1ZZXHEHIET sudo service sshd restart#®%,

£ 2b: ({XfR Ubuntu 16.04) =i OpenJDK 11 7f Ubuntu 16.04 L, &id5Em U THERE Open)JDK
11:

M https://jdk.java.net/archive/ T#i&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz ¥ UEETHAREE,
(A1) isftmv jdk-11.0.2/ <target directory> &<LU& OpenJDK REEBEIFERH,
im 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. &fT java -version &< LURIE Java BIRRZS,

> wn e
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HIE 2¢: 7EiER VM %% Linux VDA #4-8
AR

EEALHFNETTH VDA ERER VM, BRE TR,

7RI VM £E&4% Linux VDA B8 2 Fi1, 15%%.NET Core Runtime 3.1, BXFHAEE, BESRRERR,

RIBEM Linux Z1ThR, BT TF&<A Linux VDA I§EFE .
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

x$F SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S 2d: REALURM ntfs-3g 9 EPEL 77fi&%F 72 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %4 EPEL 7#f#

B, LUEREEIETT deploymces.sh 2% % EPEL FEHiRER ntfs-3g R,

$I% 2e: 12 SUSE 12 -FzhRr4k ntfs-3g 72 SUSE 12 F& L, FiEEEESTRM ntfs-3g. FTHIRAE, HiF

HFERE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiFBASKHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g fFa,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz

<!--NeedCopy-->

4. SN ntfs-3g RFEHIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy—-->
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5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$7 2f: GBETNIFE  7EiEfT deploymes. sh Zl, BHRITUUTRE:

« Btk Jetc/xdl/mcs/mcs.conf AMTE, mcs.conf BEXHRHEATFIEE MCS # Linux VDA
HE2, TEE—LETE, HPHFEE dns #1 AD_INTEGRATION:

ARUMRA—NLEERESME, BRXEEREE RS SHHATIESIR. 190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDA I EERE, MRIKENY, MCS IZMIHEN EMNREX MRS HaIERIEITH VDA ERNFEMX
18R, B2, FNAKAEE dns M1 AD_INTEGRATION T2, BIAMEHRN N, XEKREEME L
WECEER G STHAE MCS IR ITEN EMEE X 4.

- dns: i&E DNSIP #hhk,

- AD_INTEGRATION: & Winbind. SSSD & PBIS, &% MSC &#5# Linux Z1TARFIHIMANT
ENFIR, BEHAXPIZRFHRITR

- WORKGROUP: #%R7E AD FEET ITFA, MEBETEAEZT (KFANE),

o ERIRTEN L, BHSTHRmME /etc/xdl/mcs/mes_local_setting.reg XHLUIREEES
ABEFEMRE, HIRERPIEEIEIIRERE MCS MR B SR EH BN EX,

/etc/xdl/mcs/mcs_local_setting.reg XthrhtE—1THERTIREREFMEMREN—
GIERcaN

flgn, ERILUE T an<fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S8 2g: CIEFME
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,
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2. (A%) EERVM £, BHEERRUEEXIENFRE VM EMHEX /etc/krb5.conf. /etc/
samba/smb.conf #l /etc/sssd/sssd.conf xff

3 F Winbind BF, #8% /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xdl/
mcs/winbind_smb.conf.tmpl #ik.

34F SSSD B, E®#H /etc/xd1l/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iRk,

AR ERGEREPERNIERRHERLEE, §1a SWORKGROUP.SREALM. $realm #1 SAD_FQDN,
3. MR VM ERENABERFE, M AWS EC2 A XHER VM. HRIER VM HERRSHERLE.
4. ARBEER VM, AEEERE > IERE, BAGEHREFEHITIRE, REHEIERE,

Create Image X

Instance ID  (j i-011€
Image name (i
Image description (j

No reboot  (j

Instance Volumes

Volume Delete on

Devit . Size (GIB| - : Th hput ST B ted
Type e_ylc:e Snapshot (i |zg[ iB) Volume Type (i) 10PS (i oL Pu Termination nrcryp "
i i i = = (MBIs) (i) . i)
Root Idevisdal E;ap' 40 | General Purpose SSD (gpé) | 120/3000 N/A 4 Mot Encrypted

Add New Volume

Total size of EBS Volumes: 40 GIiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[Tl Create Image

TR 3 SIBHBENAER

7z Citrix Studio #, BIZIENBERHEEEEZERPEIEN VM HE, QIZHENERN, HEEENITEIRIR
(ZHIBIZMERE), RAREF—ITHZ I L2H,
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Studio Machine Template
Select the machine template that the virtual machines will be based upon.
= —
+ |ntroduction | Mo | Drzcnption
) THRHELV100 (ami- ) [
# Operating System o
+ Machine Management @ o e 1012 (a0 3
Machine Template @ i B
Security () crhel?7_mes_1909r (ami-0 " T 77T 7)
i ) £5123_mes 1912 (ami-0: e
e 8)
Metwork Cards =
() es123clean (ami-0 3)
v et O cs123fix (ami-0 )
Summary () cul604_mes_1912 {ami-Ok 3
Q culémestest (ami-0 1)
) cul804_mes_1912 (ami-0f ]
o Select the minimum functional level for this 7.9 [or newer) | v'|
catalog: ]
Machines will require the selected VDA version (or newer] in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Studio Security

Select one or more security groups for the virtual machines. The virtual private cloud in the
selected Resource supports a maximum of 5 security groups per virtual machine.

¥ Introduction E | Mame + | Description

|:J I;um;h-wli.z,ard-z Iaunch-wiz,ard-é created éU'iB-lilé-22ﬁﬁ:48:24.t144+08:60
|:| launch-wizard-3 launch-wizard-3 created 2019-05-20701:33:55.776-04:00
I:I launch-wizard-4 launch-wizard-4 created 2019-07-23T12:43:41.277+08:00
[] launch-wizard-5 launch-wizard-5 created 2019-09-17T10:51:39.273+08:00
Security |:| launch-wizard-7 launch-wizard-7 created 2019-04-28T10:56:02.540+08:00
Wirtual Machines I:] launch-wizard-8 launch-wizard-8 created 2019-04-28T10:5%:43.246+08:00
Metwork Cards []  launch-wizard-9 launch-wizard-2 created 2019-04-28714:22:23.235+08:00

[]  Inxvda mes test finuxvda mcs on aws

" Operating System
+ Machine Management

+ Machine Template

Computer Accounts

temp1 security group for mes

Summary

How would you like your machines to be deployed in the cloud? Learn more

(®) Use shared hardware
This setting is suitable for most deployments.

'C:_'.'J Use hardware that is dedicated to my account
This setting is more suitable for deployments with specific security or compliance
requirements,

RIERERITHMEEES. EXEAER, BSAEA Studio tIBITENER.

SE4: QIRRMA

ZIHRM TS M EN BRPERNHENNES, KNAREWLERF I UERXEITEN, URAfhxe

FERNNAEFNKEEH. BXFRES, BERERZ T

£ GCP LA MCS ¢/ Linux VM
$E1: 1#E GCP IfH

BXFMER, 1H81A Google minF & EIMLIFE,

$8 2: 7£ Citrix Studio H8I25 GCP WitE L

1. 7£ Citrix Cloud _E&9 Citrix Studio /1, EFEE > 18 > FINEENERUSES GCP MiElE,
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Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYLIIGH

C)\ Search Add Connection and Resources

l':lg Machine Catalogs

Name & Type Address
3 .
a¥s Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications
Policies

Dﬂ Logging (Preview)

é—z@ Administrators (Preview)

- Click an item to view the details.
I% Hosting

2. i#%#% Google Cloud Platform (Google mitF &) EREELEE,

Add Connection and Resources

o Connection @ Create a new Connection

2 Region Connection type: ‘ Google Cloud Platform o ‘

3 Network Service account key:

Service account 1D:

4 summary

Zone name: l GCP o l

Connection name: ‘

Create virtual machines using:

@ sStudio tools (Machine Creation Services)

() othertools

3. § A GCP 1k B9ARSS 1K S BAHBNIER B o
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q seven
b Machine Catalogs
== 9 Name L Type Address
GCP Google Cloud Platform  https//cloud.google.com

%ﬁ'ﬁ Delivery Groups
El Applications
Policies

Dﬁ’ Logging (Preview)

GCP1

83 Administrators (Preview)
Click an item to view the details.

= i
== Hosting

TR 3. FEEEMRE

FMGEESRERA. FEMKNBER. VDA MEMRYG, EESIME, BRITUTERME:

#% 3a: (YR Ubuntu 16.04) <% OpenJDK11 7 Ubuntu 16.04 t, @ITMUTHELE Open)DK
11:
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M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNREE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. iBfT java -version &<URIE Java B9kRZS,

> wnd e

$18 3b: 7E#81k VM £%% Linux VDA 3468
AE:
EEHAYFNE1TH VDA fEAEIR VM, EBLS LS 1,

EiEIR VM E%% Linux VDA B8 2/, 1E5%%.NET Core Runtime 3.1, BXFMAER, BSIRNTERR,

RIBEM Linux X1ThR, iB1TATE<$ R Linux VDA R BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

13 SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$I8 3c: RETLURM ntfs-3g (W EPEL 776 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 7=1&
B, LUEHEEIETT deploymces.sh &% EPEL FEFIRIER ntfs-3g R4S,

S8 3d: 72 SUSE 12 - F&h%% ntfs-3g 72 SUSE 12 ¥4 &, FrAEMHEEESFRME ntfs-3g, THEARD, HiF
HFohi# ntfs-3g:

1. =% GNU Compiler Collection (GCC) {RiXBRAZHIEHEEIZERN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fa,
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3. fRIE4SE ntfs-3g WiFa:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$7 3e: &BETRINE 7EiEfT deploymcs. sh Z#i, ERITUTRE:

o« Btk Jetc/xdl/mcs/mcs.conf AMZT R, mcs.conf BBEXHRMHEATFIEE MCS f Linux VDA
MTE, TEAR—LTE, HFMHIEE dns #1 AD_INTEGRATION:

AR IMBEAANEBREZME, BEREXLEEREERS I SHHATHEIR. 550, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITHN
VDA MWEERE. MRIEERNY, MCS SIEMITEN EMEEXHES HFiEEiziTh VDA ERMER
#HHEE, B2, EMAYAERE dns M AD_INTEGRATION &£, BAMEA N, XEKETME L
BECERR L S=HE MCS IR BN LB E X1,

- dns: &= DNS IP b,

- AD_INTEGRATION: 3&& Winbind. SSSD g PBIS, &> MSC &z Linux ZfThRF1ZE NN
AR, BSRAN RN A 1ThR.

- WORKGROUP: %7 AD #EET TEA, NIRBTIERBT (KAANE),.

o EERITEN L, EmSTRmEl /etc/xdl/mcs/mcs_local_setting.reg XHLUIRIBEES
ANREFEMERE, REATRLIESIEFIZETE MCS R ENSREFH B EX.

/etc/xdl/mcs/mcs_local_setting.reg XthrE—THERTIREREMEIMREN—
[IERCoN

g0, ERAILUEL T e fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy-->
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update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

SE 3f. QIEEmMG
1. i&5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A1) EERVM Lk, BFREEERUEEXENRE VM EMiExX /etc/krb5.conf. /etc/
samba/smb.conf # /etc/sssd/sssd.conf .

33 F Winbind BF, BE# /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #ik.

33F SSSD AF, i5%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

AR

ERGER SR ERNIEENHERETE, 5171 SWORKGROUP.SREALM. Srealm #1 SAD_FQDN.

3. ERIR VM LREFAERE, M VMware i"JF XE#ER VM, SIZIER VM BYIRER,

TE4: RHBENER

7 Citrix Studio #, SIZIEHERHEEEEZERPEIEN VM BB, SIZIHHENERN, BMRBIIRPEEE
BR1R,
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Machine Catalog Setup

Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a snapshot (or a virtual machine):

¥ Operating e
P » [ RHELES @
¥ Machine Manageme
» (W] RHEL74 @
Saster hmage b ] sles123 @
Virtual Machines » [ ubuntuls @
Computer Accounts (=] vesa @
Summary
0 Select the minimum functional level for this [7a {or newer - recommended, to acc... * |
catalog:
Machines will require the selected VDA version {or newer) in order to register in Delivery Groups

that reference this machine catalog. Learn more

Back I I Cancel |

RIERERITHMEEES. EXEAER, BSRAEA Studio eIEITENER.

SRS R4

RPARM—IHZ MTEN B RPERNHBENNE S, XNAEEMERFR A UERAXEITEN, URAIHXER
FEBNNBEFIRE. EXEAES, BSHCIERZTH,

{&F MCS 7£ Nutanix AHV 17 Linux VM
$E 1 REH T Nutanix AHV &4

M Nutanix #23KEX Nutanix AHV {8, &8 Citrix Virtual Apps and Desktops g @& H M iziEH. B
XEMER, ESE Nutanix 257 igdey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#=%E18/)

$ 1% 1a: 7 Delivery Controller 223714t Nutanix AHV i % Citrix Virtual Apps and Desktops
&, ##F#H1E Delivery Controller %% XD MCS AHV #Eft,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed
o

(C)PVS AHV Plugin

PVS Plugin for Citrix Provisioning Console will be installed
o

< Back MNext = Cancel

$12 1b: J =i Delivery Controller 2235541 Nutanix AHV i %2 Citrix Virtual Apps and Desktops
&, EEHLREFAT Citrix Cloud Connector #5 CWA MCS AHV 4, £/ Citrix Cloud fF53MHIFTE Citrix
Cloud Connector L& %, ENfE Citrix Cloud Connector £:8% AHV MIE R TR ZREME, WS4 TEM
Citrix Cloud Connector.,

TR 1 RE/BHRTRUATIE

o WIERAEC:\Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.0 #¢)ET Nutanix Acropolis X3,

« Bf7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins

\CitrixMachineCreation\v1l.0.0.0" &%,

« f£7<#h Delivery Controller E&#i/E5h Citrix Host Service. Citrix Broker Service # Citrix Machine
Creation Service, %7z Citrix Cloud Connector EE#/F5h Citrix RemoteHCLServer Service,

e

HNNBWNEERELEH Nutanix AHV Gt Z 1 H Z# B 5h Citrix Host Service. Citrix Broker
Service #1 Machine Creation Service,

#H12 2: 7z Citrix Studio #4125 Nutanix it EEIE

1. st F 74 Delivery Controller, &£ 4 Citrix Studio FIEREE > HE > FIMEENER. WF=
Delivery Controller, &7 Citrix Cloud LrETF Web B Studio =l & iR EIE > 1£E > HFINEEN
HIE, LUBIES Nutanix S EIREFI0EE,
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2. EAMEENRRRSPREEITE LERE Nutanix fEREZELE, ARKEEEDNERERZF L. FEUKR

EEAT. EMEELE, EEREATHERTHMNE,
540, tEAH Citrix Studio &

Add Connection and Resources

Studio Network

Name for these resources:

+ Connection

MNetwork connection.

Summary Select one or more networks for the virtual machines to use:

The name helps identify the storage and network combination associated with the

[] | Name
[] INTERNAL_1
O wm

Cancel

40, £ Citrix Cloud ER9ETF Web 89 Studio &=HI&H:

Add Connection and Resources

o

o Connection @ Create a new Connection
2 Network Connection type: Nutanix AHV
3  Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location

S

Connection name:

Create virtual machines using:
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3. EMLE L, EEFEATIHEERTHNES,

SR 3. EER VM LS ERE

FTEESRERS. EEIMLNARERS. VDA MEMIG, EEEEME, BRRUTSE:
1% 3a: TR VM %% Linux VDA 348
AR

BfERAYRIETTRY VDA (ERER VM, BBLI IS B,

ERIR VM _£E%4 Linux VDA B2 /i, 15R%.NET Core Runtime 3.1, BXi#4ER, ESRTERR,

RIBEM Linux X1TAR, iB1TATE<$ R Linux VDA R EBIFIE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xyF SUSE 12:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

1% 3b: REALURMH ntfs-3g 9 EPEL 776 72 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %4 EPEL 7#f#

B, LUEREEIETT deploymces.sh 2% % EPEL FEiRER ntfs-3g i,

S 3¢c: 7£ SUSE 12 FFmh%4%E ntfs-3g 72 SUSE 12 ¥ &+, FrEEMEEETIRME ntfs-3g. THIRAE, HiF

HFRE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBASHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fHa,
3. fRIE4SE ntfs-3g WiFE:
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sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$8 3d: ®BEETNFE EisfT deploymes. sh 2, BERITUUTERE:

« B /etc/xdl/mcs/mcs.conf FMZE, mcs.conf BEXHZMAETFIEE MCS # Linux VDA
NTE, TAE—LTE, HFMHIEE dns 1 AD_INTEGRATION:

ARMRA—NEERESME, BRXEEREE LS| SHHATIESIR. 5190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDAKWIMBERE, MNRIGEHRY, MCS IZMITEN LMEEXHRES LI EEEITH VDA EHNERX
18R, B2, FNAKMAEE dns M1 AD_INTEGRATION T2, BIAMEHRN N, XEKREEME L
MECEER G STHAE MCS IR ITEN EMEE X .

- dns: i&E DNS IP #it,

- AD_INTEGRATION: i&& Winbind. SSSD = PBIS, &% MSC Z#5# Linux Z1TARFIHIMANT
ENFIR, BEHAXPIZRFHRITR

- WORKGROUP: #%R7E AD HEET ITFA, MEBETIEHAEZT (KPANE),

o ERIRTEN L, BHSTHRME /etc/xdl/mcs/mes_local_setting.reg XHLUIREEES
AN B EMRE, HIRERRIEEIENIRERE MCS MR B EXREH BN EX,

/etc/xdl/mcs/mcs_local_setting.reg XthrhE—THERTIREREFMEMREN—
LIRS

Blgn, ERILUE T e TRmEl /etc/xdl/mcs/mcs_local_setting.reg X#mh, URHE
AR EFEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy-->
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update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"
<!--NeedCopy-->
# % 3e: 72 Nutanix AHV L, X&FiEiR VM. BIZH &3 EBEGIIHRE
AR
WATE Acropolis 1REEZ #aimn_E&i4% XD_ A 8E7E Citrix Virtual Apps and Desktops &R, RIBZEERF
F Acropolis FHla EmEHRER. EGIRERE, EMEEIEERASLIRERIFENTIR.

TR4. SIRHENER

7z Citrix Studio #, SIRIHBEVERHIEEEEERHOIEN VM %2, 7£ Nutanix J258) Container (F2) ;
HL, BREZAIARR VM EEENS R EERENEL, ERRERR. TEMVIRE L, REEMN CPU BIRELL
K& vCPU 8920 %

RIEEEHRTHMEETS. BXFAEER, 52EA Studio gIEITENER.
AR

R Delivery Controller ERitBEH B REBIEFEARENE, EH%ZE Nutanix Prism HFahiTHa15 A
Preparation HitBHMERIR, X5 EGBNFA4SMITOIRIZ,

SES: ERMA

RTARM =TS M BN BERFERNHBENNES JOTAEEWERF T UERXETEN, UNAIHXER
FEBNNABEFIRE. EXEAER, BSHCIERZTH,

£/ MCS E#E/ Linux VDA

ZEA MCS E#E8 Linux VDA, EHATUUTRIE:

1. 7£% Linux VDA E#2| HaihRA 2 B, BEHFRERE.NET Core Runtime 3.1,
2. ERERITEN LB Linux VDA:

=

AR

tesh, EIRRTLUER Linux VDA BBYEMINEERIT IR BhEN. BEXIMILBER, BEEIRITEN LS
ete/xdl/mcs/mces_local_setting.reg xR mMa <47,
a0, AL R a<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
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SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x¢F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

*¥F RHEL 8 #1 CentOS 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

3+F SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

3+F Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy—-->

3+F Ubuntu 18.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3. 448 /etc/xdl/mcs/mcs.conf#l /fetc/xdl/mcs/mcs_local_setting.reg.
4. LR,

5. 1£ Citrix Studio &, EEFAFEMITEN B RFHIRE, EEEUHBENENBHZE, FE—BRIE. B7F
hEFBEITEN.
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B BRI BN EE
BINERT, HENKFZEENEITENERE 30 XA, E/IEZESHAUNBHEHRITENKPZE, #HHRT
LU IR1E:
1. 7Ei517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, U TEBHFME /etc/xdl/mcs/mces.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh /&, 17 /etc/cron.d/mcs_update_password_cronjob 14
WEEHMRNEMAE, RALESEAERERRE 2:30 EMiTENKFZEE,

FREHITENKFEEGE, Delivery Controller ENZEFEEFET ATEX, HEE /var/log/xdl/jproxy.log &7
BESH I TR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

THREIR, BEIEREIEIEE. dERE Delivery Controller siigiisH2s L R HEFE RIS,

7£ MCS ¢1E28 VM =M FAS
BIATE AT & 1ThR EizfT89 MCS I8 EHW B FAS:

Winbind SSSD Centrify

17|
17|

RHEL 8. CentOS 8

all

7|

RHEL 7. CentOS7

all

o Al
7|

Ubuntu 20.04

all

7|
7|

Ubuntu 18.04

all

iy
iyl

Ubuntu 16.04

all

iyl
iyl

Debian 10.7

Pl

iy
iy

SUSE 12.5

il

ERMR VM L& T IRGESE A FAS

. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->
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2. 517 ctxfascfg.sh.

3. £ /Jetc/xd1l/mcs/mcs.conf FigBELE,

a) ¥ Use_Existing_Configurations_Of_Current_VDAK{EIREHN Y.

b) % FAS_LIST ZTE2igBANEM FAS RS\ HEH D S HRHBWEI SRS FAS RS 38
ik, 190 FAS_LIST="<FAS_SERVER_FQDN>;<FAS_SERVER_FQDN>",

c) RIEREREHMET =, fitn VDI_MODE,

4, &f7#lA /opt/Citrix/VDA/sbin/deploymcs.sh.

7£ MCS 1328 VM £/5F FAS

WMBRIN_EXFPRERRITEN LEA FAS, NaUESN MCS tIZEH VM B FAS,
E7E MCS 8IZm VM EB R FAS, EHITUTRE:
1. 7z /etc/xdl/mcs/mcs.conf RISET &,

a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIREA Y.
b) % FAS_LIST Z2i&& 5 FAS iR 2t
c) IRIEFEEREHMETS, 0 VDI_MODE,

. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. BTl /opt/Citrix/VDA/sbin/ctxfascfg.sh,
AR

WFfE fetc/xdl/mcs/mcs. conf FIRBFIEXNENTE, RAXETERE VM BEERR.

& Citrix Provisioning ¢ Linux VM

July 27,2021

ARMBE XBE R AMEE Linux BIMg&EIER, EALLINEE, EaIE#EE Citrix Virtual Apps and Desktops
B HRFIED Linux EEIASRE,

F#FLLTF Linux £17hR

« Ubuntu 16.04
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« Ubuntu 18.04
« Ubuntu 20.04
« RHEL 8.3

B

Bl TEWESER Citrix Provisioning ATt Citrix_Provisioning_2106.1so FiEHEr e
MRAREE, FHRBEN Linux RITHRERZRHE, EFA Linux RRAEERIE 2106 RESHRE, WHEE
Citrix Provisioning fg%52% 2106 sk E= R A,

BXiFMER, 557 Citrix Provisioning XA4HREID M A Linux BiRigE,

%% Linux Virtual Delivery Agent for RHEL/CentOS

June 21,2022

AILUEZRIRRAN RN S BHITFRE, BEUERENZE#ITENRENLE, BINREEANNXEN, 5FHR
FiatE, ERSTFHE,

=

AR

BT MR EFERRENREINR. BNERENTEFHNERE,
$18 1. 7 VDA 2% &% RHEL 8/CentOS 8. RHEL 7/CentOS 7
$¥ 1a: BIEMKEE

BTN ERERF ERELENS, ARBURSERE,

$2 1b: EBENE

ANFRREBRESHENNENSE, EFX [etc/hostname x4, FEHNEEITENMNENZ,
hostname

FE 1¢c. AENBHEIFEMIE

HBRERIRSEITENN DNS HE2MTLRERHE (FQDN), iEF /etc/hosts XHFBLUTFIT, FEHEATFHRD
%8B FQDN fMEMZ:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain localhost4 localhost4.localdomain4
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f513m:
127.0.0.1vda0l.example.comvda01 localhostlocalhost.localdomain localhost4 localhost4.localdomain4
MX B E % B R3S hostname-fqdn = hostname FEEE M5 A,

AR

Linux VDA Z#iR%z#F NetBIOS & #&kT, AL, EHNBRFBE 15 NFH.

=R

QREFEAFR a-z. A-Z. 0-9 FIEFH (-). BHREATIE (). SEMNEMTS, TN REURFFFLM
PUEFRFER. EHNERT Delivery Controller E#1%.

SR 1d: wEINE

BIEENBIRERTIERTIR:

hostname
<!--NeedCopy-->

A OREITENNENSE, MRREETELREEE (FQDN),
3IE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <R BB FQDN.

TR le: WNERMEAMARS AR

HIART LU FQDN FH3digi= 512840 Delivery Controller $147 ping 1&/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

NRTEMM FQDN 2 Ping @ ERE—tEN, BRREEXTRE, AEBHE,
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S 1f: EE#ES (chrony)
#af® VDA. Delivery Controller fligiiz #1282 BB $HALERRALS EXEE, ¥ Linux VDA EEREMVIATHES
SHHRERR. HTHERE, RIFERITENERS KRS E,

RHEL 8/RHEL 7 2RiAIFiEER Chrony sFiRi2R (chronyd) #1784 RES .

fcE Chrony iR Ll root AP &%, 448 [etc/chrony.conf H A& MTi2rt B RSB HRIN— N RS BREE
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

EARIES, MEMEHIEEHSREY, MAREREMAHE NTP MiRESRES, HiEFHNSE Active Directory 15
EHBEARIN— MRS 8REKE,

MipRT HAERIE M server 8, SERE P #hitk. localhost F1A£ARSE2s *.pool.ntp.org £H,
REERHERBE Chrony FiriER:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$g 1g: &% OpenJDK 11

Linux VDA Exk7z7f OpenJDK 11, =¥ Linux VDA BY, ETRFERENKBIMEsIRE,
AR Z S ER:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

FascEtEry OpendDK AIgE N R HARRAS. EHEI OpenJDK 11:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->

£ 1h: =% PostgreSQL

Linux VDA Z3k7f RHEL 8 EfEF PostgreSQL 10.5 St E=hk4s, si&7E RHEL 7 LA PostgreSQL 9.2 SiES
R0
ZRELUTRHE:

sudo yum -y install postgresql-server
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sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

WRBEERIT—LEREGSE, UWEMRCIIERE, HRRIRS I ENE B, tig(Fa7E [var/lib/pgsql/data
TRIEEUREXH, tan<TE PostgreSQL 10 #1 9 EBFER!:

sudo postgresql-setup initdb
<!--NeedCopy-->

$12 1i: /55 PostgreSQL

EHEN B BRI EN B RARSS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ERAUTHLKRZE PostgreSQL hitzs:

psql —--version
<!--NeedCopy-->

({XPR RHEL 7) £/ psql <17 RAEFRIASIEERBIRE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEINEEER

EXRHEMVERRZF £ Linux VDA SEEIMAIEITE, FEEH—LEN. RIBEANENIEEEFTAE
HUTER. MREEENES EIETT Linux i8N, NEHELERER.

&£ Citrix Hypervisor _t#9iYa][EH )@

BT Citrix Hypervisor BYEIRS ThEER, fEEMNFEBME Linux VM &, &K E NTP # Citrix Hypervisor &8
SRR BERFNE, NERNHSHMRSEREY, BHERED Linux ERVIRNRGEHES NTP B, XHiE
AERBAINNERY, THE HM ERXTHITERDES.

EELE Linux Z17AR®, MBEESTHEEDL Linux W%, HRET Citrix VM Tools, @7 Lz Citrix
Hypervisor BHEIRS NEERTEE, UNEREE Linux VM REHA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->
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1t#<$iRE 0 3¢ 1:

« 0-HEEPIEEEBH, BEXANER,

o 1-mEESIHEECRA, TERBEMIEE
R /proc/sys/xen/independent_wallclock X#4F#EE, WAREEHITUTHE,
MREBA, BEIMZXEEAN 1 URERANEEDSINEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFELENRAKAES, HEEMNBMENAEY, EHRE [etc/sysctl.conf XHHFMUTIT:
xen.independent_wallclock = 1
EWIEXLL T, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteep<iREE Lo

7£ Microsoft Hyper-V &S EE:S R&

L7 Hyper-V Linux £aARSEH Linux VM B8 Hyper-V B jalR S ThEERER ENIRER LM E. NHRE
SR LRERT R, HA—REBBLINEES NTP RS,

NEBRERST:

1. #T7F Hyper-V 28558,

2. 33F Linux VM B9i& 8, 5% Integration Services (£IRE).
3. WIREi%#EF Time synchronization (FfERES),

=W

b A7%S VMware #1 Citrix Hypervisor R, XF#M~RaZRAENERTIEE, M%S5 NTP K4 WK,
Hyper-V italR$ A5 NTP BaRS £EH B4,

&5 ESX fl ESXi _EHBETiE]EP a0

BHRET VMware BHEREFThaEst, TSN EEMY Linux VM B, S5 NTP MEIW SIBEF iR EL R5kMN
s, ABERHSEMIRSERES, BHEREN Linux ZRATHRMNAKRAES NTP @, XMIERERZAEN
S IEI 2

WMRIFFEIEITEE T VMware Tools B E#L Linux WiZ:
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f1FF vSphere Client,

#m4E Linux VM 188,

£ Virtual Machine Properties (EEil#EM) YHEESH, 17 Options (G£EI) &M+,

%% VMware Tools,

7£ Advanced (54) &, BEUGHi%ES Synchronize guest time with host (5EHEFEAHAE).

ok wpn e

$12 3: @ Windows & 570 Linux E34# (VM)

Linux VDA 5% %@ Active Directory (AD) 1570 Linux HH&E#HBYA%:

« Samba Winbind
Quest Authentication Services

+ Centrify DirectControl
» SSSD
« PBIS

RIBFMIZN TS 7%, IRIGEAMITIRME.
AE:

73 Linux VDA fravzsitiik =0 AD ARSIk ERERMNAR B, SIEREEREKN.

Samba Winbind

RERUENARREE:
34F RHEL 8/CentOS 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

33F RHEL 7/CentOS 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

FEitEN BN ERERDN Winbind 71125 Winbind SHPREF SRR B AETENSEYEH:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->
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BE Winbind 5%33iE @R Winbind 1§t EHEE 1T Kerberos S48 :
1. BITUTF®ES
*¥F RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

*¥F RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Hr, REALM 2AS# Kerberos $i5i& %5, m domain 21589 NetBIOS &#7,
MREFEEEY DNS & KDC IRSBMTIHZHFR, BB U TR METRNEGENHS:
--enablekrb5kdcdns --enablekrb5realmdns

BB authconfig ®<REIMNEX winbind REXEZRHNEMEIR, authconfig BAEITE
FUERIMNERE R TRE winbind RS, TTaES HITXLEEEIR,

2. 7% [etc/samba/smb.conf #E LI T BAMEI [Global] #4F4, EEKE authconfig TREM
MRS EmE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. ({XfR RHEL 8) #T7F Jetc/krb5.conf 37 [ libdefaults]. [realms] # [domain_realm]
O TARMEE:

7z [libdefaults] 29 TF:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7 [realms] BHT:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] HTF:

realm = REALM
.realm = REALM
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Linux VDA £EF R %4t keytab 1 /etc/krb5.keytab LA ITH B IIEFH @ Delivery Controller . 8
BRI, BIER kerberos method R E X385 Winbind 12 %4 keytab sxcf%,

A Windows 1 &avigiiz e84 Ain] iR, 1B ESNAEEEIEITENRMENIE Active Directory Bk
Fo

RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AE Kerberos $H &R, user BRI EAARMENEFIRAF

7 Winbind &2 PAM  ZiAiER T, Winbind PAM &R (pam_winbind) BB E RS A Kerberos ZiEEEM
TERMLIE, T [etc/security/pam_winbind.conf, 37E [Global] B4 FHRMAERIUTEE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

BERBRE MEBEPNEANES S, XEBREREHRB Winbind FiFigRF:

sudo /sbin/service winbind restart
<!--NeedCopy-->

'

RYHBNMNEE, winbind SPEF4SBEREET.

#17F |etc/krb5.conf 335 [libdefaults] 9 FAMUTIREM KEYRING Bk FILE 258!

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wik R &1 Delivery Controller 2RFrE VDA it&#l (Windows #1 Linux) #BZE7E Active Directory
B MRS,

iz17 Samba i net ads <RI ENEETEMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMIEN I BN RER
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sudo net ads 1info
<!--NeedCopy-->

iF Kerberos itE 7 THifF Kerberos BIEHERENTIS Linux VDA BL&fEH, BRIERS keytab XHRE
BRIEHBEEENEH:

sudo klist -ke
<!--NeedCopy-->

tEH<¢ EREMEFEMESBBREAASTTANERTIR, B1T Kerberos kinit &<, FERXLEEAmEIEHER
BT ENBSH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAAABRUTIEERIAT, RS (§) BAEARML (\) #1THEX, UEREE shell Hig, EFLEFEH,
DNS &5 Kerberos U B AR, BWRERTIHEM. MRILHSRINET, WRKERE@HEL,
ERLUTa<LIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLRETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFPSMIE /A wbinfo TERIFERZTEIRRIBRAFNE%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 5&, AR Kerberos $ugi&#. 33F bash shell, ¥FAERF—MREMIITRAMT (\) FRI#H
THEX, HLREI—FMINFHEKE S
EI0IF Winbind PAM 2 BB EHEE, EERUFRERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

iE Kerberos ZiEEFHHNRIERTHMARTH:

klist
<!--NeedCopy-->

BHEE,
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exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 e LURITRMATNIRL. E#TEIMANBRIEGERERITSE 4: 2% Linux VDA,

Quest Authentication Services

EiEfEHlgs EECE Quest  {REEEE Active Directory s h8s EREHEE T Quest 3, MEBREEEN
MR, BE Active Directory el B2t BN R.

AFFHAFER Linux VDA HEH AT iHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

7£ Active Directory BF T ENEEIEHI&H, RZAFKFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&5% GID #S) && NEFREAFANA ID,

> wnh e

=

E

XEGARSTIREEAR, UEMIIIUERERG. RDP. SSH siEMEMITZNIHITER.

7% Linux VDA tF2E Quest

SELinux SHREISSHERASE BN RHEL IFES58%IS0H SELinux, It3REITHAESEM Quest A/ Unix i
EEF IPCHNE, HELEAFER.

AR ENRERENAEZZZA SELinux, Ll root B B4, 418 [etc/selinux/config 7+ F & SELinux i&
=N

SELINUX=permissive
I EREREHBRITEN:

reboot
<!--NeedCopy-->

HE:

BEREALIRE. BAEENRA SELinux RIKEFILESSHTLE, BMERX root BFRME MM
F2anitt,
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FoE VAS SFiPiEF WS AT Bah4T Kerberos ZiRThat, “MBERASMHINIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

LeEnSHELITIERRIZ A 9 /NBY (32400 #) , BIELLERIARY 10 /NNEBEGELE L /0N, BEEBESARRENR
gt LIS ERIRRE,

& PAM F1NSS ZE MA@ HDX #ITHE AP B RIUAKREAARSS (530 su. ssh #1 RDP), EETU TS UF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A Windows 35 &8 Quest vastool #5535 Linux itE#10AZ Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AE MG ITEMIMA Active Directory iHHE @IS A . domain-name A DNS & #7, §Ii0 exam-
ple.com,

Wikgm R & Delivery Controller ExRFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
B—NMTENNR. BIE Quest I Linux itENE B FiEH:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREEHSZ, MRITBEVRMNEMER, NSERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFP EHIIE EIRIE Quest EFEEEIY PAM ST A P #1TH ML, BFERUAIRERANIEAP KA ESR
Linux VDA,
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ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

WIEREN id -u H<IRER UID )2 73IRA Kerberos EIREF X :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 8 e LURITRMATNIR. E#TEMANRIEGERERITIE 4: 2% Linux VDA,

Centrify DirectControl

A Windows 33 %% Centrify DirectControl Agent /&, &%/ Centrify adjoin @&<% Linux it&#0
A Active Directory i3
sSuUu -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERGITEMNIA Active Directory 1#94Efa Active Directory A/, domain-name 2% Linux
THENIMNRIBIIRAE FRo

Wik R &1 Delivery Controller 2RFrfE VDA it&#l (Windows #1 Linux) #BZE7E Active Directory
BE—MHENINR, WIE Centrify IMAK Linux BN E M FiEH:
su -

adinfo
<!--NeedCopy-->

I3 Joined to domain EEEBMUK CentrifyDC mode 2%iR[E T connected, MNRERMAEERBIRES,
NZREA Centrify B IHBE T RS BEZR H 5 I0IERIT,
ERUTHTARGESENARMIZHER:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->
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Mif5&# Active Directory #1 Kerberos RS HIER.

adinfo —--test
<!--NeedCopy-->

FEFTIHIMARIEESSEMITE B 4. 2% Linux VDA,

SSSD

WMRIEFERNZE SSSD, BHRBILERD PR ITIRE, kS EEEXNME Linux VDA i+EHIIA Windows
ERHBA U R ENEIACE Kerberos B8 RIENIES.

272 RHEL #1 CentOS Ei&E SSSD, BHITUUT#RE:

ok w e

IONIEFHBIZEM keytab
IRE SSSD

BF SSSD

393F Kerberos EBtE
WIEAPF SR I0IE

MANEFEIEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory B ixIhEE,
AR adcli. realmd 8 Samba,

AEHPABEHRNNE RHEL 7 #1 RHEL 8 8 Samba # adc 11 A%, 3F realmd, i&£i% RHEL 5 CentOS X
o WMTERRE SSSD Z HiH{TiX LS I,

+ Samba (RHEL 7):

RENEMAARRE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LT Linux ZFIELE:

- /etc/krb5.conf
- Jetc/samba/smb.conf:

Ri+ENEE Samba # Kerberos S14I%3iF:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy-->

Hreh, REALM 2K 5/ Kerberos $it5i&#, domain 2 Active Directory i#9f&%E NetBIOS &#r,
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} =

=W

AXHHIGEEATRE. PMRE, RIBER AD EitEHEE Kerberos.

WREEBT DNS T KDC IREB[BMVHZFF, 5B U TR METRINERENSS:
--enablekrb5kdcdns --enablekrb5realmdns

TFF [etc/samba/smb.conf H LU T£BHMNE [Global] #9 T74, BEKE authconfig TE4ERLAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

X Windows i3, iERFEEHIgs AR, MEEEEERIEITENRINEREM Active Directory BRIk,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2A5# Kerberos SR &%k, user 2ERUSHENRMENIRAIHAEF,
 Adcli (RHEL 8):
REREMFAIEREE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Hi+ENEE Samba # Kerberos S143%3iF:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

FT7F [etc/krb5.conf H1£ [realms] #1 [domain_realm] 289 FH&R:
7z [realms] HH T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 24 T:

realm = REALM
.realm = REALM

A Windows i, iERfREzHI2E eI AR, MEZREEINEITENARMENRM Active Directory FAFIKF,

sudo realm join REALM -U user
<!--NeedCopy—-->

REALM 2A5 Kerberos SR &%k, user 2ERUSIHTENRMENEAIHAEF,
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%8 SSSD 18E SSSD WA BT

« BEEIT sudo yum -y install sssd @< Linux VDA E=% sssd-ad 4,
o WEME (FIE0 sssd.conf) #HITEEEX,
« 550 sssd BRS.

RHEL 7 89 sssd.conf ECE R (A LUREEERNEIMNOER)

[sssd]

config_file version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true

ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5Scc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥4 ad.example.com. server.ad.example.com it NENEIE, BXFMAEL, ES sssd-ad(5) - Linux
FMIL

({XPR RHEL 8)
117+ [etc/sssd[sssd.conf 37 [domain/ad.example.com] #9 FHRIMUTRE:

ad_gpo_access_control = permissive

full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3F sssd.conf & B SRR A IR :
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chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

/BRI SSSD RHEL 8:
BT T < LUEH SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

RHEL 7/CentOS 7:
8 authconfig BA SSSD, %% oddjob mkhomedir LIFREBR6IZES SELinux #7&:
authconfig --enablesssd --enablesssdauth --enablemkhomedir - -update

sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

1iE Kerberos i28 WiE%#%4: keytab X+ R EELIEHEAERZH:

sudo klist -ke
<!--NeedCopy-->

WS EREMEGEREBEREGASTANERYIR, 1E17 Kerberos Kinit &3¢, MUERAXERARGIEHR0
BT ENBSH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMEHBTIBERAT . RS (§) BAEARMAT (\**) #TEX, URRE shell Bift, ERLIRE
f, DNS &5 Kerberos (UHZ#iRRE. EHRERTRER, MRILHBSHEET, WFR2EREFREL.
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERFSMRIE £ getent (s LHIASHFHIERBA LR NSS BETE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->
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DOMAIN S8R EERRESR. MIRFEEAZ—MHEREN, BLEA getent &
SFFHNERENNT:

o EEFERZM: DOMAIN\username
« UPN: username@domain.com
o NetBIOS gi8#&=: username@DOMAIN

EI0IF SSSD PAM R 2R EEHECE, BEAURIKRERMEAFIKFAER Linux VDA,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIFRE RN THSREMN uid g TIHEH Kerberos EiEEEZEX 4

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

IEAF K Kerberos EREFTHNEREE AR AR,

klist
<!--NeedCopy-->

EFTIHIMANRIEESSEMITSE 4. 2% Linux VDA,

PBIS

TEFIER PBIS R-& 4130, ¥F RHEL 7/CentOS 7:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/

pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

40, 3 RHEL 8/CentOS8:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/

pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS RE&RIAEIAIT B0, ¥3F RHEL 7/CentOS 7:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

g0, *3F RHEL 8/CentOS 8:

LTI,
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chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.rpm.sh
<!--NeedCopy-->

izfT PBIS R#&HIA i3, 33F RHEL7/CentOS7:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

40, 3 RHEL 8/CentOS 8:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 13 @avigiiz e84 Ain] iR, B ESAEEETEITENRMENIE Active Directory Bk
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 BRI EH M A Active Directory 1 #9135 i . domain-name 73 # DNS & #%, 0 exam-
ple.com,

FE: Ei§ Bash igERZA shell, #5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wik R &1 Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
BE—MIENNR, WIEMAT PBIS 89 Linux HEH 2B TEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRFBENEMAE MK, S RREHXHFIMAN AD 5 OU MiERS. &N, RETENSE.

WITAF BHIIE EIGF PBIS 2&sEH5i@:d PAM ST A BT M EIE, BERAUFRERNEBPKAESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u H<IRER UID 82 73IRH Kerberos EHREF X1 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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BHZE,

exit
<!--NeedCopy-->

FEFTIHIMARIEESEMITI B 4. 2% Linux VDA,

HIE 4 23 Linux VDA

AT R B MBI MR AH LTSR iRAARIME RE

RITEMRE

1. (FI%) #ENEIRkRA
NRLRE T IREAAIF MhRRAF LTSR i Z SN R HARR A, BT R EHThRAS Z A HEN %,
a) {21k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

FE
7E{E1E ctxvda 1 ctxhdx RS2 A1, 151517 service ctxmonitorservice stop &< LUE
IESMARETIFIERF. BN, MRS TIFEFEEHRBEELENRS,

b) ENEIREE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

2. T# Linux VDA #4-€1

#%% Citrix Virtual Apps and Desktops F# &, BHFHERAAR Citrix Virtual Apps and Desktops,
AEBHABELUTHS Linux Z1TARITER Linux VDA &,

3. %% Linux VDA
o A Yum %% Linux VDA {4 :

3+F RHEL 8/CentOS 8:
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sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

3fF RHEL 7/CentOS 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

o £/ RPM BB EEIERE Linux VDA 3, 7RItz ai, AR T RN
%+F RHEL 8/CentOS 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

34+ RHEL 7/CentOS 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8.2/CentOS 8.2 1 RPM {&i#fim7Iz:
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-1ll-openjdk >= 11
jcoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12

libXrandr >= 1.5.1
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TibXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy—-->

RHEL 7/CentOS 7 &9 RPM fk#fiIn%I:
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12

xorg-xll-server-utils >= 7.7
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xorg-x1ll-xinit >= 1.3.2

TibXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1
libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-1libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

AR

B XIbhRZAB9 Linux VDA 328589 Linux R1THRF Xorg lRAHFIR, EFSHRFER.
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AR

7£ RHEL 7.x £ % % Linux VDA /5, i&17 sudo yum 1install -y python-websockify
xllvnc &%, BWEF % python-websockify #l x11lvnc UERASIEEFINEE. BXFAE

B, FEHERRIE.

ARIMERE

AT LAMSERTBI R RZSAD LTSR ARZASFHR G L&k,
AR
FHEIMAEREEEE [etc/xd| THEEX . EHFHITHARZE, BSHEMHXLEH,
o EFER Yum ARERE, ERITUTIRE:
33F RHEL 7/CentOS 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

« EfEA RPM R A EESEAREHRM, FHITUATRE:
34+ RHEL 7/CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
NREEMAZE RHEL 7, S5 4EBIT LRAARSBLETHRUATIE:

1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force Ll i& & IE # B9.NET Runtime &
(=N

2. E¥E&) ctxvda RS,

BgE:

ARRMGEEH R Linux VDA i+5E .

$IE 5. =% NVIDIA GRID Kzpigrr

B HDX 3D Pro ZERITESMIRES B, UTEEMIIEERZF VDA it 8 L RENENERRHIZF,

ECE U TIRE:
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1. Citrix Hypervisor
2. VMware ESX

RIEFMEREIMN EIRER, RIATRBRITIRE.

Citrix Hypervisor:

B RN BanfarE Citrix Hypervisor ER#EMEZE NVIDIA GRID Rhiz.
VMware ESX:

BERBAIEETESNESHITRIE, 5 VMware ESX REMAEE NVIDIA GRID Exhigrs.
VDA i+ &#l:

RBXLESBEAE Linux VM BERNREMNREBERNIZRF:

1. Frgamn, BHMR Linux VM B,
2. 7 XenCenter &, 4 F GPU Ei@#EHX 8 GPU HFIMME VM,
3. Bah RHEL VM,

EEZITENLUEEA NVIDIA GRID IR&pigF, EETUTHS:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

75#2ER Red Hat Enterprise Linux >2i4##95 B %% NVIDIA GRID RRahi2F.
AR
R4 GPU Rzhigisiial, AEMEERIIAER (no).
BE:

ZEA GPU Biglg, T;2E®3d XenCenter ifial Linux VM, {ER SSH #1TiE#E,
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nvidia-smi

e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[m e o - +
GPU Name Persistence-M| Bus-Id Disp.A | Veclatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
‘===============================+======================+======================|
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150W | 19MiB / 8191MiB | 0% Default |
e o - 1
- 1
| Processes: GPU Memory |
| GPU PID Type Process name Usage
| ============================================================================= |
|  No running processes found |
- 1

NEFEISBIEMRNEE:
etc/X11l/ctx-nvidia.sh

DRSS BENZ EMIEITIEE, EFEEEMH NVIDIA FaE, BERIEVAIE, &R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” /= @XM ITIE(F.

$1% 6: EIE Linux VDA

RERBEG, BIETT ctxsetup.sh BIAREE Linux VDA, FUITEMERZEI, ZBIAEKWITRE, WRFIE
KM ELLE, NEVE, AIUENEINETZASUERIEE,

A IR R Feha T4, tHal LISRBFLE BN BEhaiTHIZAS, 4482(Fal, BEEZHIANEREE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->
R E

BTSRRI EMRENFHRE:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
BoificE

BEREN, BIMRTERMREMAFIFENED. NRAFENMELEENEE, WEAFIRTEREERAER.

XPBNFREERE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

. CTX_XDL_REGISTER_SERVICE=Y| N - TR ENERBSN Linux Virtual Desktop BRSS. BINERT,
ZEREN Y,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BR$SE K 7 iF(E N\MKZEZ @ &
FH AR, ERILUE RSB AEHR ESHA Linux Virtual Desktop ITHFFAERO (BA RO 80 1 1494), 2K
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2|3 |4 |5 -Linux VDA EkfEf Kerberos B2 Ei& & Delivery

Controller #1784 3iE. Kerberos EEERIER S LB LREMEEER Active Directory ER T EME, 15
EBEHBESZIFM Active Directory /754

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKLE
BN EREFNEMLKT, NRiEET HDX 3D Pro, MEAR VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N -i§itBHEEHETAKERTRE (VD) E=RRAEEZRKERTRE, WF
HDX 3D Pro 3%1%, BILZERIREN Y, BUIAEAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, E¥#& DNS BRERRH!
AEHIER, MIEE DNS mZ . RIAMERT, HEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS & % Il LDAP fR 5588, MR
DNS FEix1R 4t LDAP RS IER, B LURMHUTIE SR LDAP FQDN (%% LDAP i%0) HIK. a0
adl.mycompany.com:389, RIMERT, LLEEIEESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & 4 Active Directory 15 18 19 1%
RERZEIW LDAP (0, DC=mycompany,DC=com) ., AR SEHE M, TLUIETEEEM (0
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) IR% 28 2581 AD A HREZEL B HY,
Linux VDA 325 AD HERER, BERILISUARIELS S 2REY FAS BRSE8RMTIR, INFHH51E AD AR
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FERENIRFER. MRBERT ERRS S, BEA <none> XAFFHRIERAETH, FEREEHRRS
AT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % .NET Core
Runtime 3.1 LA #E##H Broker RIEBARSS (ctxvda) MR, BHARRREZEN Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -is B siFHFE A GNOME 5% MATE £
EFE, MRKIEELTE, NER VDA LHBIRENEHE, B2, IRHFRENSEE A MATE, NIKTIET S
Ei%E N mate,

PE= W
TR OB ST TS BER B Bfr2iE A NREIFE:
1. 7£ VDA Lt SHOME/<username> EZ F8IE— . xsession X,
2. 418 . xsession XHLURIBAITIRIEE R EFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

Em CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIEAPHE 700 XHNR.
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T E5 Linux VDA RS, RIMERT
K®EAN Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

REWREEHIETREMZ:
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export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNERRELEEXBLATLENF shell. HMNBIWEEAFENGSHME
#!/bin/bash {EA%—173R eI shell Bz 4.

HE, ERAILERRE N SEEMESN

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \

CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

IFRECE Bk

ERLBERT, EReREMR ctxsetup.sh MIASEEFMAVEZ, BREH Linux VDA BRE4&.
HEIR(FRT, BEBUMARNTEDES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

R A S MEBUREMIBRFR B ECE 58, MimfE Linux VDA A fER.

RERE

ctxsetup.sh 71 ctxcleanup.sh A EEH A LETHEIR, HEHMEESANEREHE X4 [tm-
p/xdl.configure.log:

E#E5 Linux VDA BRSS, HREXREN.
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S8 7. i517 Linux VDA

1/ ctxsetup.sh iiAEE Linux VDA 5, aJLUEITIATa<RES Linux VDA,
5 Linux VDA:
BEh Linux VDA BRS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{Z1E Linux VDA:
{Z1E Linux VDA BRS:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
E121E ctxvda # ctxhdx RS 280, 1EiE17 service ctxmonitorservice stop m<LUE

IEEMARSS TIFIEF. BN, MRS TIFEFRBERRBHEFELERNRS.

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

1% Linux VDA HIRE :
ERZE Linux VDA BRSBIBITIRE, EHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 8: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops H1¢|ZitEHNNE R

BT ENE RAMAM Linux VDA i+ EHHE 2 5% 48 Windows VDA AiE% M. BXINAISEMXLEESEMEF
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:
o WTRERYT, 1EER:

- ZRERFRAEN (WFREAZRERMRE),
- BRERERAER (WTF VDI EAKERGERE),

o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

=z

o =W

BHARRAHY Citrix Studio F%3#F “Linux 2ER4” WIS, B2, %EHE Windows Server 2 {ER LIRS
RIERSETNERTFERIEEEZZEMER, 1%F Windows SEiER S R EIRERFETNER F(F

BEITEN—1T AP RSEE,
e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

$18 9: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops #6232 {F4H
BIERSEMBMES Linux VDA BT EN B RHEES Windows VDA HHENLFHEE. BXIAITRXLE

ESHEMFAEIRA, BFSREEZTH,
BUEEH Linux VDA i+ B B REZ AR @G TRE:

o H{RFMER AD BPRFABEHRESE, FUERED Linux VDA HEL.
o BENAFREZEEMRIIN (BER) BRER.
o FEPERMATREANEE Windows iHEHNMITENER.

BE.
Linux VDA 1.4 REERAXF L HBNEREF. B2, Linux VDA RG2S mAN ARRF A EREN T E.

BXRNAIETENBERMRGHNEE, 1E21 Citrix Virtual Apps and Desktops 7 2106,

%% Linux Virtual Delivery Agent for SUSE

June 21, 2022

AILUERRRAN RN T BEITFIRE, BAUERENZEHITEMRENMEE, BNREEANYEN, 5FHR
Ak, BAS T Ui,
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} =r

AR

BN ERREERBNRENE, BIERAENLEERTNERE,

P L. FERE
$1% 1la: BshYaST TH

SUSE Linux Enterprise YaST TERFXHRERARITA A EENEE,
BEnEF AR YaST TA:
su -

yast
<!--NeedCopy-->

ZRopETF Ul B YaST T8, BFHITUTERE:
su -

yast2 &
<!--NeedCopy-->

S8 1b: ELEMNRERE

UTEEHNEB T AMFEEE Linux VDA EAMNSHMEIRENIRS. WEREED YaST TERIT, MASEREM
#i%, 5130 Network Manager, WU TF#BBNBHEEAET Ul 19 YaST TEMNIER,. HAIUGEHEETF AR YaST
TH, BSMAEHEETRR, WHARSRENE.

EcEXH240 DNS

1. $T7F YaST MK E,

PR SLED 12: 7£ Global Options (£/3i%1) %M+ L, ¥ Network Setup Method (M4Ei&E 7 7%)
Bih Wicked Service (Wicked BR%3),

FT7 Hostname/DNS (E#1%&/DNS) &+,

EHi%s Change hostname via DHCP (&t DHCP EXEHR)o

it Assign Hostname to Loopback IP (& [E IP 2EEENRZ),

HIBUTHES, URMFERNNEILE:

N

o AW

o EHB - AMNHEHE DNS 4B,

o % - A0 EAE DNS &,

o ZAFRARSSES - A°00 DNS BRES288Y |P bk, @52 AD igi=H12389 IP ik,
o BIERTIR - A0 DNS =&,
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AR
Linux VDA Z#iR3z#F NetBIOS & ##&klf, Hlt, ENBFRFBE 15 NFH.

e -

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERA T (). SEMEMTS. ENBFEURFILM
PUEFRFER, EHNWERT Delivery Controller E#%.

ZHZ#EDNS RBE7ESLED £, BAEBEABA%HE DNS (MDNS), MXAERSHEMMBIIERT—B. R
INERT, SLES EXRERA mDNS, ETHRERRE

Z2m mDNS, &44E [etc/nsswitch.conf #EXEE U TRENIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

REINZ BIEFNRIRERSEBHLIR:

hostname
<!--NeedCopy-->

A MOREIHENBENE, MREEETLBEES (FQDN)
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteep <R E+EHEY FQDN.

KEZTRARS AR AT LAY FQDN H3digiz%128#0 Delivery Controller $117 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

IMRTEMEMN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBHLE,
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S8 1c: BCE NTP ik

437 VDA, Delivery Controller fiigiiz#l23 2 BIMBS HIALAEMA S EXEE. & Linux VDA HE AEBIWATRES
SEEHREND. HFIER, SFERZE NTP RSEFRFIEIRS. FIANTP REFAGEFERE—LEN:

1. #TFF YaST & “NTP Configuration” (NTP E2E&), /5% General Settings (E#igE) %W+,
2. 7£ “Start NTP Daemon” (FEzh NTP sFiF#2F) 843, %+ Now and on Boot (HEKSISH),
3. &R Undisciplined Local Clock (LOCAL) (Easttibgsh (LOCAL)) B, #E4FiZ I, 5% E Delete

(FRIBR) o

gF Add (RN, HiN—NNTP lRB28E%E.

it#F Server Type (AR%523£8), AFEE Next (F—H),

£ “Address” (i) FEEHEN NTP BR$52389 DNS &#5. LHARSEE I ETE Active Directory EixHas L,
¥ “Options” (£M) FERHFRFHAE,

g Test (k) IIE NTP RREZE A,

EREN—RIEOR—EEE OK (BE) REFH.

AR

fF SLES 12 54,
BRRRART BEMER.

NTP sririErrTeE=E SUSE £5 AppArmor REREXN—IEXM BT LB, 15

$2 1d: L% Linux VDA &kEEa

BT SUSE Linux Enterprise # Linux VDA 3 & F LA TR

Postgresql10-server 10.12 K ES R4S

OpenJDK 11

OpenMotif Runtime Environment 2.3.1 SiEShkas
Cups 1.6.0 ESkRA

Foomatic 52528 3.0.0 SiEERZAE

ImageMagick 6.8 st &= ARk

AINEMEE A LUM SUSE Linux Enterprise 3 & TA S (SDK) shiREX—Leh B3R, fig PostgreSQL
# ImageMagick, EIREUXLEI46, &M YaST 700 SDK Z=6&EE, & TH SDK MG, RAEERAUTHS
TEZHHATIER

sudo mkdir -p /mnt/sdk

sudo mount -t is09660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->
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%4 Kerberos i &% Kerberos &/, 1£ Linux VDA 5 Delivery Controller 2 i@ SE X A S5 503E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos & IBERE k¥t TFr{E AR Active Directory /A%, ESII TEMRA,

%% OpenJDK 11 Linux VDA Z3k7F7 OpenJDK 11,

E2% OpenJDK 11, BEEITUTHL:

sudo zypper install java-ll-openjdk
<!--NeedCopy--> " °

%% PostgreSQL  7£ SLED/SLES 12 th, RELITHEFE:
sudo zypper install postgresql-init
sudo zypper install postgresqllO-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IERFRERTREESE, WERKEIBERS, HHR PostgreSQL TitEHEmBEh:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BUBREXXHAIT /var/lib/pgsql/data.

MbRTFEE ERETHEXRGENERT, SITUTHSURRREFNIZER SDK FiEEMIERERE:
sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

S 2: AR EERZFES Linux VM

EZHEMVEERF £ Linux VDA SEEIMNIZITE, FEEH—LEN. RIBERNEMNNEEEFTAE
HUTER. MREFEVEM LIETT Linux iT8, NEFEREAEN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 107



Linux Virtual Delivery Agent 2106

&%E Citrix Hypervisor A a][E):25 a0

WRBAT Citrix Hypervisor BYalEZ Ihge, MESMFEDME Linux VM, =% 3 NTP #1 Citrix Hypervisor
BEZXEERANH. MBEENHS5HMIRSHRRY, 1 Linux ERIRNRKRNHEHLIS NTP BF, X
BERERBAENMNERS, THE HVM EXTHITEAER,

FEFEL Linux RIThRF, MREFEBTHFEMN Linux Az, H=E T Citrix VM Tools, &EaT#ZE Citrix
Hypervisor BRI R E=FE, UKRBHET Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

teEp<$iRE 0 3¢ 1:

« 0-HiERFIEEERH, BEXHER.

o 1-HNEESIHEERA, BEREMERE
iR [proc/sys/xenf/independent_wallclock SXER7EE, NAEBHITUTSE,
MRERA, BREEZXHEAN 1 UEAIERESIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BERBERAAKAER, HESHEHENAER, EHE [etc/sysctl.conf SXHHFINLUTT:
xen.independent_wallclock = 1
EEXEEN, BFENBHAL:

reboot
<!--NeedCopy-->

BEfEsE, RIEERRIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e iREE Lo

7£ Microsoft Hyper-V &S/ EE:F R@

=47 Hyper-V Linux £ RS Linux VM "I Hyper-V B EIRS ThEERER ENIRIER LGN E. AHERER
SFEIPAAEIRAI S, B—RBALIES NTP RS,

NERIRFRSH:
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1. #T7 Hyper-V SE1238EH 8,
2. 3F Linux VM B9i& &, 5% Integration Services (£RS).
3. HRE%ERE Time synchronization (BSEIFE).

AR

tbA7%S VMware #1 Citrix Hypervisor R, XE#M~maZRAENERTIE, M%S5 NTP K4 W%,
Hyper-V italR$ AT US NTP BalRES £EH B,

&8 ESX #1 ESXi LHIET BRI AR

MREBEAT VMware BHEIEISThEE, MESMEEME Linux VM B, BRI NTP flE EEEFBERREL
RZEH, NERNHSHMRSBAEY, BEEE Linux REFHNRFNTHS NTP B, XMERERZREN
BEIRES .

WMRIFEIEITERE T VMware Tools BIFE#ME Linux RiZ:

#TFF vSphere Client,

448 Linux VM i& &,

£ Virtual Machine Properties (EiHEM) sHEES, 77 Options (GE) %I+,

%% VMware Tools,

£ Advanced (5%) &, BUHi%ES Synchronize guest time with host (5EHEFEFE).

ok wph

$1% 3: @ Windows &7 Linux &34 (VM)

Linux VDA 5% #E Active Directory (AD) 15700 Linux HH &A%

« Samba Winbind
» Quest Authentication Service
« Centrify DirectControl
« SSSD
« PBIS
RIBFMER 7%, 1RIEBRITIRME.
AR

73 Linux VDA fra9zsstitk =0 AD etk A ERERNAR 28, SIERAIESAK.

Samba Winbind

A Windows 13 &avigiiz g8 im0, B ESNAEEEIFITENRMENIE Active Directory Bk
Fo
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1. #T7 YaST #9 “Windows Domain Membership” (Windows /G &%)
2. BITUUTFER:

o sl TR A Active Directory BRI & Fraigiizsiasey IP iitt, MRIEE AKE,

« % Also Use SMB information for Linux Authentication (Bt Linux B43EiEER SMB
BER)o

% Create Home Directory on Login (EERNAIEEER).

% Single Sign-on for SSH (5 SSH EABSAER).

#afRKiz+ Offline Authentication (BiHEZHIIE). %S Linux VDA RHA.

3. BEME, MRETREFLRMEE, BHRE Install (%),

4. NRENFITHEE, WKEEAEEEEMAE, BER.

5. HIIRREY, BABROSHHENFMNEIRASEBFHEE, AG%eE OK (HE).
6. EREZER—FHER, REBRIEMRI.

7. MRBTRRERL samba # krb5 #4+-8, EEE Install (R,

YaST aJge 2 i AR E BN FEEEM BT ENH—LERS. HINZNEEHRBHITEN:
su -

reboot
<!--NeedCopy-->

{XE SUSE 12: &% T Kerberos £iE&EE&# SUSE 12 B 2RI\ Kerberos SR EHFKMMTEMNEAN
FILE:/tmp/krb5cc_%/{uid} Ec&5 DIR:/run/user/%{uid}/krb5cc, X< DIR &7F54%5 Linux VDA &
¥R, WFHTFEHER. U root BREH, KiE [etc/krb5.conf 37 [libdefaults] 289 FHRMUTIRE (IR
HARIEE)

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

WiEEE &3 Delivery Controller kFiE VDA it&#l (Windows # Linux) #BZ7E Active Directory &
E—NMIENNR,

i&17 Samba 19 net ads i S EIFHEV ST EMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI BN RESR !

sudo net ads 1info
<!--NeedCopy-->
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iF Kerberos i2E HTHifR Kerberos BIEMELE A A5 Linux VDA BEE&1ER, IBRIERS keytab XH2EE
BRIRHEEENER:

sudo klist - ke
<!--NeedCopy-->

¢ EREMEFEMEBBEAASTTANERTIR, B17 Kerberos kinit &<, ERXLEREAREITHER
BT ENBS 5

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMABIRUTIEERAT ., RS (§) BAEARMML (\) #1THEX, URERE shell Hig, EFLEFRH,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEM. WRILHSHINGTT, WREEREREL,
ERUTHLIIETENKAN TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHRLREITEIKAFAER:

sudo net ads status
<!--NeedCopy-->

WIERASMIIE HAwbinfo TRARIEEREAIARIIENAFNS%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEBIEERNEA AD 183, mMAZ Kerberos §lii&#, 33F bash shell, #AERS—MNREHIITREHT (\) Fr7#
THEX, H<RE—FMINHEKOES.
ZI0IF Winbind PAM 2 BEEEHERE, EERUFRERNFEAFP KA SR Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE RN id -u H<$RER uid S TR Kerberos EIREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BIEAF K Kerberos SIREFHFHNRIBRTEMERTH:

klist
<!--NeedCopy-->

BHEE,
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exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 e LURITRMATNIRL. E#TEIMANBRIEGERERITSE 4: 2% Linux VDA,

Quest Authentication Service

EiEfEHlgs EECE Quest  {REEEE Active Directory s h8s EREHEE T Quest 3, MEBREEEN
MR, BE Active Directory el B2t BN R.

AFFHAFER Linux VDA HEH AT iHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

7£ Active Directory BF T ENEEIEHI&H, RZAFKFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&5% GID #S) && NEFREAFANA ID,

> wnh e

=

E

XEGARSTIREEAR, UEMIIIUERERG. RDP. SSH siEMEMITZNIHITER.

7% Linux VDA tF2E Quest

FoE VAS sFiriEF WS AHETFF B5h4ET Kerberos ZEiRThag, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

I SR ERITIEFRIR S 9 /B (32400 #) , BILERAIARY 10 /NYERIBESREERE 1/, BESREEGARBENR
4% Lig BERIENE,

FZE PAM 1 NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh #1 RDP), EETUTaHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFITEN AN Active Directory HHEMIHAF. domain-name Jig# DNS &7k, i exam-
ple.com,

BIEEM A S Delivery Controller 2kFi%E VDA itE#L (Windows #1 Linux) #Z7£ Active Directory &
B MIHENXNR. BIE Quest AR Linux itENZ T FEH:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, a<LREEHSZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIEAF BARIE ZE1IIE Quest BHaEMET PAM SHHAF #1THHIIE, BERAURIRERNEBAFRKAER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFRE N id -u 5<$RER uid SIE TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 e LURITRMATNIR. B TEIMANBRIEGRERITSE 4: 2% Linux VDA,
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Centrify DirectControl
A Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin @< Linux it &I
Active Directory i3:

Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERIGITEHNIN Active Directory 1#9E{a Active Directory i ~. domain-name 2% Linux it&
MUINAZIRIE R 2 FRo

Wb R &1 Delivery Controller ERFrE VDA it&#l (Windows #1 Linux) #BZE7E Active Directory
BE—MHENINR, WIE Centrify IMAK Linux i BHNEE M FiE+:

SU =

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEEBSIIR
&, NZKEA Centrify P mi@% T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

EFTIHIMANRIEESSEMITSE 4. 2% Linux VDA,

SSSD

WRETE SUSE EER SSSD, 1Bz BRILER 5 AR B 1TIR(F. WE D BEEHE X WMAE Linux VDA i+ &M DN
Windows 159 BRI K ANfaIEC & Kerberos B4 I18ERIES.

Z7£ SUSE £i&&E SSSD, MU THE:
1. IO FHeIEZEMN keytab

2. 7 SSSD E2& PAM
3. 1&& SSSD
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BF SSSD

DN dndab=gv
39iF Kerberos EtE
WIEAF SRR

N ook

MAEHOIZEEN keytab  SSSD HFRRERFMNRFAEE R4 keytab 32489 Active Directory & imINEE,
BB AMER Samba 7. EfRE SSSD Z#i, ERMUTHE,

1. =1EH22H Name Service Cache Daemon (NSCD) sripi#ig,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy—-->

2. RENEMAARRGE:
sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->

3. Llroot AR &R Jetc/krb5.conf x4, LsiF kinit LHEERFSBMEFHTERES. 7T [libdefaults].
[realms] #1 [domain_realm] 284 FHRMU T8

Pa =

RIBEEY AD ERZEMELIE Kerberos, UTIEBEERATEE. EMIEER,

[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller
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[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm 2 Kerberos iz 892 #7, f5l#0 example.com., REALM 2 Kerberos i f9 A 5 & #7, 40
EXAMPLE.COM, fqdn-of-domain-controller 2i5i=4128# FQDN,

4, Il root BR & 154RiE /etc/samba/smb.conf LI i net LAEE S BFE#ITEE. BUTELERME
[global] 2643 :

[global]
workgroup = domain

realm = REALM

security = ADS

kerberos method = secrets and keytab
client signing = yes

client use spnego = yes
<!--NeedCopy-->

domain 2 Active Directory igi#9Ei%2 NetBIOS &#5, a0 EXAMPLE,
5. &3 [etc/nsswitch.conf 24k passwd 71 group £ B LUEfEMT AP FARS3| A SSSD.

passwd: compat sss

group: compat sss
<!--NeedCopy-->

6. 1N Windows i3, EHRIGIERIZRAIAR, fEEEBERITENRINZEIRR Active Directory AR KA,

sudo realm join REALM -U user
<!--NeedCopy-->

user AERITENIINZRIREF,

73 SSSD F2& PAM 729 SSSD ECE PAM Zai, BRENEHATNREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM R3RECE Jvi@id SSSD #1TRF SHIIE, HARAFPEREEEBER.
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sudo pam-config --add --sss
sudo pam-config --add --mkhomedir
<!--NeedCopy-->

% E SSSD

1. Ll root AP B4R [etc/sssd.conf, LIsiF SSSD sririEF S BAREN#ITEE, sssd.conf BRERA (7]
LURIEFE Z AR INEIMYIEIN) |
[sssd]
config_file_version = 2

services = nss,pam
domains = domain-dns-name

[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive
<!--NeedCopy-->
domain-dns-name 2 DNS 5%, 40 example.com,
AR

ldap_id_mapping i€ &% true, L& SSSD #& & fa 5% Windows SID 432 Unix UID, &M,
Active Directory #Figetigteft POSIX #28. & ad_gpo_access_control i& &/ permissive L,
Brik Linux 2iFHIEME FEIR. 15515 sssd.conf 7 sssd-ad BFM T

2. Xf sssd.conf & B XA FIIE:
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sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

BRI SSSD BT T e UERKRIIIBRAH RGN SSSD FiFiEfF:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

WIS R 515
1. i&%7 Samba B9 net ads S IEH BN ST EMAE:

sudo net ads testjoin
<!--NeedCopy-->

2. BITUTHLRIEFIMNIEHMTENNRER:

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos itE E i Kerberos RGBEMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BEBRASEENENR:

sudo klist -ke
<!--NeedCopy-->

EH<¢ ETEMEFEMESBREHASTTANERTIR, B17 Kerberos kinit &<, FRXLERAREITHER
BT ENBSH

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEHBTIEERAT . EFS (§) BAEARBAT (\**) #TEX, UERE shell Bift, ERLIFE
#, DNS &5 Kerberos {UH&MAE, EHREREATREM. WRILHSHINGTT, WAREEREHEL,
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERFSMIIE SSSD FEEBI TREFRMAB TS MHIIENGSITIR, REEET PAM M.

E30IF SSSD PAM R B R EEMACE, BEAURIKRERNEAFIKFAER Linux VDA,
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ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

IIE kst <RER Kerberos ZIEREERTZAFHEHKRITH.
B root AR &1, WIEREERFEMN 1d —u HSRER uid BIRIEN N EIBEF !

1s /tmp/krb5cc_uid
<!--NeedCopy-->

E#ER Gnome g KDE 125 8 B A LURITRMEINIR. E#TEIMANIIERHSEMITSE 4: 2% Linux VDA,

PBIS

THFAEN PBIS & fl40:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REfIAR AT flUn:

chmod +x pbis-open-8.8.0.506.1inux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfIZA  fly0:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

N Windows 1 fEEyIgiz %ISR M Al iA1R), EESAEEEREIHENRMEHA Active Directory APtk
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 BRI EH M A Active Directory 1 #915 F§ . domain-name 735 # DNS & #%, )0 exam-

ple.com,

FE: E¥§ Bash igERZA shell, #5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,
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Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
B—MTENR, WIEMAT PBIS &9 Linux &N 2B TFiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMARE M, e RREEXHFIMAN AD 58 OU NiER. &N, RETENZ.

WIEAF B4IIE EIIE PBIS 2% 8EM5i@:d PAM TR #ITB ML, BERAUFRIRERNEAFPKPESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u &<$iRER UID 82T XM Kerberos EHREEE X!

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

FERTEMARSERMEEAITSE 4 2% Linux VDA,

$1E 4: 2% Linux VDA
w1 4a:; HFHIBRRZS

WMRZETRRTRINFMhRAF LTSR RAZ SN RHARRZA, BTE LIRS 2 ARG HEE,
1. =1k Linux VDA fRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR

121k ctxvda # ctxhdx RS 2 /i, #EE1T service ctxmonitorservice stopis
CUELEERSTIFER, TN, BRRSTIFEFBEERBEELENRS,

2. ENEERME
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sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:

SNSRI MRASHITAR.
AR

REAMHIT Jopt/Citrix/VDA/ .

Binftme, TERMUTERE; 3E, LALUE [opt/Citrix/VDA/sbin #1 Jopt/Citrix/VDA/bin Finz %

GiikiZo

$1% 4b: T Linux VDA #{4&

#%Z Citrix Virtual Apps and Desktops F#mE, BFMHERMARAH Citrix Virtual Apps and Desktops, G
HAALITHS Linux Z1TARICECHY Linux VDA &,

$I 4¢; T Linux VDA

5/ Zypper &4 Linux VDA 34 :
33F SUSE 12:

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

/A RPM R4+-E BRI REE Linux VDA B, TELLZ AT, IERRRLITFREIN:
xyF SUSE 12:

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

S22 4d: 74 Linux VDA (7]3%)
AT LUM S RT RO MRZSFD LTSR ARAFRINE L3k,
AR

ARMBELRERES [etc/xdl THREX Y. EHITHRZA, BFSYBEHXLE M,

3¥F SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->
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SUSE 12 9 RPM f&#iIn %Ik

postgresql-server >= 9.3
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11

ImageMagick >= 6.8

dbus-1 >= 1.8.8

dbus-1-x11 >= 1.8.8

libXpm4 >= 3.5.11

libXrandr2 >= 1.4.2

libXtst6 >= 1.2.2

motif >= 2.3

pam >= 1.1.8

bash >= 4.2

findutils >= 4.5

gawk >= 4.1

sed >= 4.2

cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1

Tibxml2 >= 2.9

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1

libtcmalloc4 >= 2.5
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libcap-progs >= 2.22
xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg- xll-server = 7.6_1.19.6
xorg-x11 = 7.6_1
postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24
libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

HE:
EAREEFHER Linux VDA i+E .

#12 5: FE Linux VDA

REREAG, BIIET ctxsetup.sh BIZAEEE Linux VDA, HITEMAEXRZHI, ZHRLIWITFE, WRFIE
RFIE D T2, MNEME, vl KRN EFiaTIZRAUERILE,

A LRI R F s THIA, WAl LIRBFLE BN BEhaiTHIZAS, 4402(Fa1, BT ZBIANEERIER

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RnERE

BTSRRI EMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEEcE

BEREN, BIFRTERMIEMAFIFENED. MRMENMELENEE, WEATFIRTEREERAER.

XPFNFIREEEE:
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o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

. CTX_XDL_REGISTER_SERVICE=Y| N - TR ENERBSN Linux Virtual Desktop BRSS. BINERT,
ZEREN Y,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BR$SE K 7 iF(E N\MKZEZ @ &
FH AR, ERILUE RSB AEHR ESHA Linux Virtual Desktop ITHFFAERO (BA RO 80 1 1494), 2K
INERTIRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 -Linux VDA ERf#H Kerberos Bt Ei&E @ Delivery Con-

troller #1781 %IE. Kerberos EBEIRIER S EEREFMBEEM Active Directory ETEME. IEEE
i B2 #5M Active Directory 7534

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %3#% HDX 3D Pro, X2—4 GPU m&E# R, EERKE
ERNRRERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiF) #HAEE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+BEHNEENEZ ARERFEE (VD) FRABHEZRERFER, WF
HDX 3D Pro 315, BUILZERBIREN Y, BIAMERAT, HTEREHN N,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA i&id DNS &I LDAP 5528, ¥ DNS #ERER R
AL, WHE DNS iR &iF. BINERT, KEEIREH <none>,

o CTX_XDL_LDAP_LIST="list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP R 28, IR
DNS FT£12# LDAP lR512R, ErRIUREU=E SR LDAP FQDN (#%F LDAP #%O) Fl&R. i
adl.mycompany.com:389, ZHAERT, LEEZIEEH <none>,

o CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & v Active Directory i3 18 9 %
RERE W LDAP (40, DC=mycompany,DC=com) ., RNEEE R, TLUIEEEREM I
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZiGEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 5% IIERSS (FAS) BRSS 8 2@t AD HHREE 8,
Linux VDA Rz #F AD 4A%REE, BERIIBURIRMIIS S HFRH FAS RS BHTIR, IRFHRSTE AD A5
FEEEMIRFER. NRMIPRT EMARS I, EFEA <none> XAFHBEFTETH, HEFREBHMRS
ERs bzl 1=
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« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % #.NET Core
Runtime 3.1 Lz #§#89 Broker RI2ARSS (ctxvda) MIE&ERE, BRIAREER /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 B E AN GNOME 5 MATE £
R, WRKIEELTE, NFER VDA T HFIRENEHE. B2, NRHEZENEEA MATE, MWK RETE
{EIZE N mate,

PE =W
ER] LB ST T R B Bir21ERA AN REIFE:
1. 7£ VDA k9 SHOME/<username> ER F8IE—1 . xsession X,
2. 1 . xsession XHLURIBRITIRIEE REIFE.
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

M CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHFRIERRHEE 700 XHR.
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA iR &jg, 2T BE5 Linux VDA RS, RIMERT
REAN Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ iiff Citrix Scout WEEFHO, BiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @80, BAIAMKOA 7502,
REWREEHIETREMA:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
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export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '"<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iE17 sudo <R, BA -EXMUBUERELEEFBLATENT shelle HMNBINEERFENGSHME
#!/bin/bash {FHE—1TREIZ shell B,

HE, BAIUERR N RIEERESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \

CTX_XDL_HDX_3D_PRO=Y|N \
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CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \

CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MFRECE E ek

ERLBERT, TR EMR ctxsetup.sh MIAXTEEFMAIEZ, BREH Linux VDA &,
HEIR(FRT, BEBUMANENES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFFECEERK

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:
A= MBIREBRFRTE BB 2R, MMME Linux VDA TE R,

ERERT

ctxsetup.sh # ctxcleanup.sh fiixsEizH G ER TR, HEEMERSENREREXXH:
/tmp/xdl.configure.log
EfEEh Linux VDA BRSS, HRENREM.
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418 6: i=17 Linux VDA

1/ ctxsetup.sh iiAEE Linux VDA 5, aJLUEITIATa<RES Linux VDA,
5 Linux VDA:
BEh Linux VDA BRS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{Z1E Linux VDA:
{Z1E Linux VDA BRS:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
E121E ctxvda # ctxhdx RS 280, 1EiE17 service ctxmonitorservice stop m<LUE

IEEMARSS TIFIEF. BN, MRS TIFEFRBERRBHEFELERNRS.

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

% Linux VDA R
ERZE Linux VDA BRSBIBITIRE, EHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$18 7: 7% Citrix Virtual Apps 5§ Citrix Virtual Desktops H1¢|ZitEHNE R

BUERITEA B RAAM Linux VDA it BB 5E 58 Windows VDA 757E£ M. B XA TFEMXEAESHIEME
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:
o WTRERYT, 1EER:

- ZRERFRAEN (WFREAZRERMRE),
- BRERERAER (WTF VDI EAKERGERE),

o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.

=z

o =W

BHARRAHY Citrix Studio F%3#F “Linux 2ER4” WIS, B2, %EHE Windows Server 2 {ER LIRS
RIERSETNERTFERIEEEZZEMER, 1%F Windows SEiER S R EIRERFETNER F(F

BEITEN—1T AP RSEE,
e

MRMERENERBEEFRIA Active Directory 18, Nt EN, AEBEERFNZIHENER.

$18 8: 7£ Citrix Virtual Apps = Citrix Virtual Desktops #6232 {F4H
BIERSEMBMES Linux VDA BT EN B RHEES Windows VDA HHENLFHEE. BXIAITRXLE

ESHEMFAEIRA, BFSREEZTH,
BUEEH Linux VDA i+ B B REZ AR @G TRE:

o H{RFMER AD BPRFABEHRESE, FUERED Linux VDA HEL.
o BENAFREZEEMRIIN (BER) BRER.
o FEPERMATREANEE Windows iHEHNMITENER.

BE.
Linux VDA 1.4 REERAXF L HBNEREF. B2, Linux VDA RG2S mAN ARRF A EREN T E.

BXRNAIETENBERMRGHNEE, 1E21 Citrix Virtual Apps and Desktops 7 2106,

%% Linux Virtual Delivery Agent for Ubuntu

June 21, 2022

AILUERRRAN RN T BEITFIRE, BAUERENZEHITEMRENMEE, BNREEANYEN, 5FHR
Ak, BAS T Ui,
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} =r

AR

BN ERREERBNRENE, BIERAENLEERTNERE,

$18 1:. 73 VDA 2i£#% Ubuntu
S la: WIFMRERE

BINEWERERH EWIENLS, ARBRFIEIF.

MREFEAKZ Ubuntu 18.04 Live Server, B#EI&B XN B ZHITE [etc/cloud/cloud.cfg FRBE X H ML TE
G

preserve_hostname: true

$% 1b: &BFNNE

HHREHIBRSITENNENS, 5EK [etc/hostname X, FEHNXBEITENHNENSZ,

hostname

$B 1c. AENRHEIFEMLE
HRITENE DNS HEaMT LB EHE (FQDN) EftiEERE. HAREHN [etc/hosts XHHLUTITURE
FODN fIEHBERNFREI&E:
127.0.0.1 hostname-fqdn hostname localhost
fugn:
127.0.0.1 vdadl.example.com vda0l localhost
MBI E K B BERX hostname-fqdn & hostname BEREMSIA.
AR
Linux VDA Z#iR3z#F NetBIOS & # &k, Flt, ENBREFBE 15 NFH.

BN

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATHE (). SEMNEMTS. ENBFEURFILM
LUEFRLER, tEMNERT Delivery Controller £4142,

$E1d: REEINSE

WIEENRIRERTIEWHELIR:
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hostname
<!--NeedCopy-->

LR E BB EN S, MAREE FQDN.
¥IE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R El+ B FQDN.

$E le: ZH%#%E DNS

BUNSEBEBAT 24 DNS (mDNS), MiX2SHAMRITERT—H.

Z2 A mDNS, 5418 [etc/nsswitch.conf AEXE S LU TRENIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

SR 1. 0ERRBAMRS AR

HiART AR FQDN FH33ig#= 512840 Delivery Controller $147 ping 1&/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WMRT AR FQDN 8 Ping FB LRE—ItEN, BRREEXSE, AEBYLE,

S$B 1g: BEN#HES (chrony)

tfax VDA. Delivery Controller FigizH38 2 BB HIALIEMAIS EXEE, ¥ Linux VDA BEAEIW ATsER
SHNHRERM. HTFLHERERE, RFERTENERSREPEIE,.

%% chrony:

apt-get install chrony
<!--NeedCopy-->
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L root BFR &1, 4wiE [etc/chrony/chrony.conf 3 hE M EigitiERE S FIM— MRS REE:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -iburst

TEHAERER, MEMASHIFITHIREY, MAREEM R NTP RS ERY, NS Active Directory 13
EHISS AN — RS ERE.

BT H M EMEth server 5 pool 58, &3FIF[E IP #utit, localhost F1RARS328 *.pool.ntp.org £B,
REEHRHEFHB Chrony P2

sudo systemctl restart chrony
<!--NeedCopy-->

$% 1h: %% OpenJDK 11

Linux VDA Z35k77E OpenJDK 11,
7£ Ubuntu 16.04 £, SERUTHELURE OpenJDK 11 y:

M https://jdk.java.net/archive/ FTH&#HH OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz a< UEETHMNREE,
(A3%) =fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEIFERH.
iz 17 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. i&fT java -version &<$URIE Java B9kRES,

> wn

7£ Ubuntu 20.04 71 Ubuntu 18.04 £, AU Tm<RE OpendDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->
S 1i: %% PostgreSQL

Linux VDA Zx7£ Ubuntu £%2%: PostgreSQL 9.x fi:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

S8 1j: ©i Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->
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SR 1k: REHMREE

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. EEEINEEER

EZHEMVEERF £ Linux VDA SEEIMNIZITH, FEEH—LEN. RIBERNENNEEEFTAE
HUTER. MREFEVEM LIETT Linux iT8, WEFERETAEN,

&%E Citrix Hypervisor At a)E):25 a0

BT Citrix Hypervisor BYE|FAS AR, FEEMNFEBME Linux VM &, &=&% NTP #1 Citrix Hypervisor b
RRBERFNE, NERNHSHMRSEREY, BEHERED Linux EFRTRNARZEHES NTP B, XHE
MERZAENEEIRD. £EE HVM EX THITEMER.

EFEL Linux Z1ThR®, MR EAEBTHFEMK Linux A%, HRE T Citrix VM Tools, EaT 2 Citrix
Hypervisor BRI EER E=FE, UKRREEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEEERA, BERIEMDERE
iR /proc/sys/xen/independent_wallclock X#8FEE, MNAFEERITUTE B,
WMREEH, FBERZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:

xen.independent_wallclock = 1
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RIIEXEEY, BRERBHRSR:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREE Lo

£ Microsoft Hyper-V L{&& a5 a0

27T Hyper-V Linux £mARSES A Linux VM "I LR Hyper-V B EIE S ThEERER EVIRIER LMY El, AR
RANPIRLIERAIR, E—RBEALThEES NTP RS,

NERRFRSH:

1. #T7 Hyper-V 1238558,
2. 3F Linux VM B9i& &, 1% Integration Services (£mRS).
3. HRE%ERE Time synchronization (BSEIFEY).

F=3

=
It 7AE5 VMware #1 Citrix Hypervisor RE, X@f~=maZAEHNEIRS I, U%S5 NTP R4 HR,
Hyper-V itjalR$ IS NTP BalRS £EH b

&5 ESX #1 ESXi LHET BRI a7

BAT VMware BaIEIHEER, EEMFEEMWK Linux VM /B, 223 NTP ISV SEEFHEIAETS R4
e NEEINMSHMIRSBTRY, BHRESD Linux BRTFHNRARHES NTP BE. XMEREREREN
BB .

WMRIFEIEITERET VMware Tools FIHE#ME Linux %

#T7F vSphere Client,

448 Linux VM 1§ &,

£ Virtual Machine Properties (FEEi#EM) 3HEES, FT7F Options (G£M) &M+,

7% VMware Tools,

£ Advanced (F4) &, BUHiES Synchronize guest time with host (5EHEFEFE),

ok wnoe

$1% 3: @ Windows 170 Linux &34 (VM)

Linux VDA z#5%#hE Active Directory (AD) 15700 Linux HHEHEAE:

« Samba Winbind
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Quest Authentication Service

Centrify DirectControl
SSSD
« PBIS

RAEFMER 5 7%, RIABBRITIRMF.

AR

73 Linux VDA sr#9zsstutk = # AD vtk R ERERN AR &8, RIERENA

Samba Winbind

REATHAAFRLES

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERDN Winbind 71125 Winbind SHPREF SRR B AETENEBEH:

sudo systemctl enable winbind
<!--NeedCopy-->

AR

R winbind #4iiF /etc/init.d T

it E Kerberos Ll root AR5, 117 [etc/krb5.conf HEEL TigE:

AR

RIEEH AD ERtEMELE Kerberos, UTIEEEAT B, BMiER,

[Tibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
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domain-dns—-name = REALM
.domain-dns—-name = REALM

Ltk E Fxx##9 domain-dns-name £#05 DNS 15, %ii1 example.com, REALM 2K E5# Kerberos $igi&
¥R, 520 EXAMPLE.COM,

f2E Winbind 54%iE  FzhEcE Winbind, E% Ubuntu ;&%3&# RHEL #8 authconfig # SUSE K
yast2 XETH,

17 Jetc/samba/smb.conf HEREL TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM F#%—1FE, REALM 2KEH Kerberos g & #F.

& nsswitch 177 [etc/nsswitch.conf #i& winbind MNELTIT:

passwd: compat winbind
group: compat winbind

A Windows i3  @puigiishlass MAlifin, mEEKAEEEREHENARMEIE Active Directory B ik
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2AEH) Kerberos Ui &#, user 2HAUEITENRNEIHAIZAF.

BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->
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71 Winbind i Z PAM  iEfTTH<, #%%5 Winbind NT/Active Directory authentication (Winbind
NT/Active Directory B{43%iF) #1 Create home directory on login (fERHNAIETER) EH:

sudo pam-auth-update
<!--NeedCopy-->

'

RYHBNMNEE, winbind P24 SBEREET.

Wit A S#% Delivery Controller 5kFr VDA it &#l (Rie 2 Windows &2 Linux) #BZE7E Active
Directory HE—MTENITR.

i&1T Samba 1 net ads S WIFH BN E2EEMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L RIEFSMIEA T BN RER

sudo net ads 1info
<!--NeedCopy-->

i Kerberos i2& EI0IF Kerberos @G EEMEE NS Linux VDA BREER, BERIERS keytab <42
BERABRENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTBEEFAAF ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHRE
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMARMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEN. WRIHSHINET, WFR2ETERKL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->
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WIEAASMIE A wbinfo TRXIEREaIARKIEBAAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD &, A= Kerberos (& #i. 33F bash shell, ¥FERS—MRAMIITRIMT (\) FRFH
T8 AR E—FAIHRMIE S

EIF Winbind PAM R 2B B EHECE, 5ERAUAKRERNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAHERIETT.

BIFEE R id -u $REM uid I TR Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AP H Kerberos EiREFTHNEREE AR A RITHA:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiEEF Gnome 5 KDE =581 A LIRITIMBTIIR. ERHTHMARIEGRRERITSE 4. 22 Linux VDA,
e

NREAEKA ERIRIIHITRAR BHRIE, EXEETENRHE, BEMBIDITENHER,

Quest Authentication Service

EiEfEHlgs FEDE Quest  {REEETE Active Directory igiah2s EREHEE T Quest 3, MEABREEEN
MR, BMUE Active Directory el B2t BEHR,

AVFHAFER Linux VDA i+ &, A TiHEAAEEE Linux VDA i+8#H 23 HDX &iE:

1. 7£ Active Directory P MITBENERIEHEIEH, RZAFHFITH Active Directory AP B,
2. 3#%#% Unix Account (Unix if) &EB.
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3. i Unix-enabled (2&H Unix),
4. ¥ Primary GID Number (&% GID 4%&5) &8 ALMrgAFARA ID,

rmﬂ

AR
XSRS TR BEHA,, UWEMITTUERES&. RDP. SSH siEMEMTEMIGHTER.
£ Linux VDA LF2& Quest

SELinux SRESSRFISSAMARATSE  BA RHEL IRRR58%ISLHE SELinux, IbaafiThses®emm Quest A/ Unix i3
EEF IPCHF, HELSABAER.

R BN REENSEREZA SELinux. Ll root BFR &%, 4iE [etc/selinux/config H#E ek SELinux &
=

SELINUX=disabled
WEREREFHEDITEN:

reboot
<!--NeedCopy-->

BE.

HEREALIRE, BRGEHMBA SELinux HRIZEH LIRS SETLE, BMERX root AR FE A
FB 2t

F2E VAS SFPiEF R JUS AFHETF B5h481T Kerberos ZiEINEE, HAZAFMHRIE BRNER) IhEE

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IbanSELEITIEIRRIZ A 9 /BT (32400 #) , BIELERIARY 10 /NNEEEGELRE 1/ KN, BEEREEGARRENR
% LigBERIRHE,

F2E PAM fINSS ZEEAiET HDX #ITHSAFR BERUKREMARS (5190 su. ssh #1 RDP), EE{TUTHSUF
=HEZE PAM 1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIETENIN Active Directory @9l . domain-name 7359 DNS & 7R, fli0 example.com,

WirEm R &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows i 2 Linux) #8ZE7E Active
Directory :E—MTENITR, HKIE Quest IIAEY Linux it B2 ST

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIE Quest BF/AESEIT PAM SHE AP # TR MHIEIE, BEARUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERER id -u 55$REIR UID I TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIMANRIEESEMITSE 4. 2% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iH~. domain-name 2% 2%
Linux i+&EH A ZIBYIHHI Z #Fo

WirEm A & Delivery Controller ExkFrE VDA i+ &#l (Rt 2 Windows £ 2 Linux) #8Z £ Active
Directory FE—MTEMITR, WKiE Centrify IIAM Linux BB FiHH:

SU =

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEEBSIIR
&, NZKEA Centrify P mi@% T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

EFTIHIMANRIEESSEMITSE 4. 2% Linux VDA,

SSSD

it E Kerberos izfTLl Tan$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

b E Ty domain-dns—name £%% DNS5%&, 0 example.com, REALM @ AEH Kerberos i3
B, Hia0 EXAMPLE.COM,

NI g SSSD B E A fER Active Directory tE R E & %212 B M Kerberos #1754 163E, 8
2, SSSD HRREATMNEMEERS keytab XHEHY AD FFiRThEE. ATBAER adcli. realmd 5
Samba,

AR
AEHAREMEME adcli 71 Samba 1EE.

o MEFEA adcli MAEHE, BRERUTSE:
1. & adclio

sudo apt-get install adcli
<!--NeedCopy—-->

2. /A adcli A,
ERUTaSHIFRIBRS keytab XHHMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

FE-H%®EW, adcli AgeEmiig= host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt
%)

3. WIF&%: keytab,
s¢F Ubuntu 20.04 i+%#l, #&iE1T adcli testjoin &<LUNERSTEMNE,

s$F Ubuntu 18.04 st Ubuntu 16.04 i+%#l, i&izfT sudo klist -ket < LUHBREAES keytab X
HELIZ,

SRR ERE ST ENMNIE R B8 I,
o NERMEA Samba MAERZ, BRUTETE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. E@& Samba,

17 Jetc/samba/smb.conf HEE L TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XEH Kerberos Ui &,
3. fH Samba MmN,

ERYITHIE L AR, 1B ESAEEERIEITENRMEHE Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr, REALM K51 Kerberos {Uf &, user @ERUEITENARMEIEMEHAR,

RE SSSD LRI EMFAATIMHE:
MREARRE, BEREFMFERN SSSD MEERHE:
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sudo apt-get install sssd
<!--NeedCopy-->

MRERERMGE, NWENHITERR:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINBERT, Ubuntu AMRESI2EEEEE nsswitch.conf 1 PAM Z R &1k,

B E SSSD E5h SSSD PR 2 Al, EEEH SSSD fifE, WFHLERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BEEXX 1, BHAFaNEIE. L root AP B4 IENITH [etc/sssd/sssd.conf HEEL TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u
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default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

dap_id_mapping i&&» true, LUE SSSD A& £1554% Windows SID BRg3%I Unix UID, &M, Active Di-
rectory #geIsIR M POSIX i BIEF. PAM RS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk X+ domain-dns-name £#73 DNS 1%, 30 example.com, REALM A5 Kerberos 1
&R, Flal EXAMPLE.COM, FHEERE NetBIOS 153,

BEXEREBISBEMNEE, 5217 sssd.conf #l sssd—-ad HFMTL

SSSD SriFiEF EREEX AU IXEB A E REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

25 SSSD <FirfERr IEfTUA T A< iBNEsh SSSD sFiFiER, MURETIFiEREIt BN S Ea:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMECE BT Ta<, HWiFikH SSS authentication (SSS &14343E) #1 Create home directory on
login (EERHNAIREBRR) %M

sudo pam-auth-update
<!--NeedCopy-->

WiEERE &1 Delivery Controller kFiE VDA it&#l (Windows # Linux) #BZ7E Active Directory &
BB R,

o NRMFEA adcli WIBERREH, E51T sudo adcli info domain-dns—-name &a$ LU BRI
FE,

o MNRMEA Samba WIHEM B S, 3EizfT sudo net ads testjoin &<LBRIEBTENESTEMAE
%, &7 sudo net ads info GLWIERMIMNIEMITENITRES.

1%iF Kerberos it& ERiE Kerberos BEEEHEENAS Linux VDA BBE A, ERIERS keytab X2
BECIBRHEAENER:

sudo klist -ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLHRIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEHEIFIFEFRHATUXSMNEIINGSITTE, Rig@d PAM 7.
ZI0IE SSSD PAM ER2 R EIEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I83F klist s5$R[EH Kerberos EIRETEATFZAF HEEFRTHA,
LA root AR B, WIFEEENEEM id -u <$IRE/ uid SIEREN N EIREE !

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LLGEId &R KDE 3% Gnome Display Manager 4728 ARMI, B TIIMNIIEEALERITSE 4: L% Linux
VDA,

PBIS

THFER PBIS 3F&  fu0:
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

£ PBIS REMARHIT  Hl:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 146


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2106/installation-overview/ubuntu.html#step-4-install-the-linux-vda
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2106/installation-overview/ubuntu.html#step-4-install-the-linux-vda

Linux Virtual Delivery Agent 2106

sudo chmod +x pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fIy0:

sudo sh pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

O Windows i, {ERUSiEHI S MR ATIAE, MEGSHKREEENETENRMEER Active Directory P ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } & /G BN Active Directory 1 #9135 B 7. domain-name i3 # DNS & #%, 0 exam-
ple.com,

EE: B¥ Bash i@ ERERIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash =

A
~o

Wikgm R &M Delivery Controller ExRFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
E—MHENINR, WIEMAT PBIS & Linux i+ BB M Fidh:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRIHBENEMANENE, oS HREFXYFMAR AD =55 OU MiER. &N, XERENS.

WITAFR BHRRIE EI0E PBIS 2T/ 8EHi@1Y PAM S A R # TR R, BEERUAIRERNIZRERPKFAE S
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u 5$:RER UID gIE T M Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->
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TEBTIHINANRIEESEHMITS B 4. 2% Linux VDA,

S8 4: L% Linux VDA

#$12 4a: T# Linux VDA &%

#%%E Citrix Virtual Apps and Desktops F#TiE, BFERARZH Citrix Virtual Apps and Desktops, G

HAMLUTHES Linux KTTARICESHY Linux VDA &,

$18 4b: %3 Linux VDA

£/ Debian # {8 EIBE L% Linux VDA #4:
3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

33F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 16.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 #9 Debian f&#iIm5I&:
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8

util-Tinux >= 2.34
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gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspack® >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 #9 Debian f&#iImzIR:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42

libsasl2-modules-gssapi-mit >= 2.1.~
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python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18
Xserver—-xorg-core << 2:1.19
x1llvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

Ubuntu 16.04 #9 Debian f&#iImzI&:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
xserver—-xorg-core >= 2:1.18

xserver—-xorg-core << 2:1.19
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x1llvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

AR

BRUIEhRASHY Linux VDA 23589 Linux &1ThiH Xorg hRAMIFIR, ESRRAER.

$2 4¢: F4& Linux VDA (F]3%)

AILAMSERTBOR AR ASA] LTSR RRAARIME L L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

pE=

ARMERERES /etc/xd| THEEX M, EHITARZA, BESHENXLEXH,

#12 4d: EZE Linux VDA

RERGEE, BIETT ctxsetup.sh MZREZE Linux VDA, HATEMENRZ A, ZHAERWIEINE, WERFAE
KRPIMERE., MELE, AUBNENETZHAUERIZE,

AILUERB R FENETTHIZA, tha] LIRAMGEENIAN B BTz, BEUR(FRT, BERZMANTEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTEE BITaERESMRENFERE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BHEE B#HREN, RENAMRENENAIRFMEEERM, NRFIFENMEZERTFE, WHEFIRTAFRE
MEFEE, NMAFEIEATERREIE,

SRNIFREEEIE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA %3565/ DNS CNAME i2 R15% Delivery
Controller &#F, BIAERTIEEHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2#ti =& FRH Delivery Controller 2¢
REiE (FQDN) IR AT @ Delivery Controller 5Eft. #MZE/DIEE—1 FQDN 5 CNAME 318,
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« CTX_XDL_VDA_PORT=port-number -Linux VDA &t TCP/IP iz (BRIA RO 80) 5 Delivery
Controller &1z,

+ CTX_XDL_REGISTER_SERVICE =Y | N -#EEahit B#HE/E5 Linux Virtual Desktop BR%5. BRAERT
BEAN Y.

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop AR ER s iFE N\MEEZE L R
GiH AR, ERILIERSZBA AER BT Linux Virtual Desktop sTFFRERO (BA RO 80 1 1494), 2
INERATIREN Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3| 4 |5 -Linux VDA ERfEF Kerberos B2 &ig B Delivery
Controller #TB 3 %IE. Kerberos BEBIRIERS LEREMBEER Active Directory £ T BT, 5
EEFEABEZZHM Active Directory SR A

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %3#% HDX 3D Pro, X2—4 GPU m&E# R, EERKE
ERNRRERNEMLKT, NRi%EET HDX 3D Pro, MERN VDI £FE (BxiF) #HABE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -$i+tBEHNEENEZ ARERFEE (VD) FREBEHZRERFER, WF
HDX 3D Pro 315, BUILZERIREN Y, BIAERAT, HTEIREN N,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA i&d DNS &Il LDAP k55288, Ei% DNS ERERRE!
ML, WHE DNS iR 8iF. BINERT, KEEIREH <none>,

o CTX_XDL_LDAP_LIST="list-ldap-servers’ -Linux VDA Z i) DNS 3k % I LDAP flR 5 28, IR
DNS FT£12 LDAP lR5512R, ErRIUREU=E SR LDAP FQDN (#%F LDAP #%0O) Fl&. i
adl.mycompany.com:389, ZAERT, LEEZIEEHR <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA & 2i& &} Active Directory 1fiREIIE R
k%18 LDAP (i, DC=mycompany,DC=com) . B2, AIREIEEMEE, ATLUEEHREM (fla
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZI&EHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 5% IIERSS (FAS) RS2 2@t AD HAHREE 8,
Linux VDA R #§ AD A58, BIETILIBAIREIS S 2R FAS lRS2[MTIR. INFHMSTE AD AR
PEEMNIRFER. NRMIRT TMIRS S, EFER <none> XAFHRIEFZATH, HEREEBHRS
ALV

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % # NET Core
Runtime 3.1 {53#53#M Broker KIEARSS (ctxvda) MERRR., BIAKRRA /usr/bin,
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« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 EEI1EFHFEAMN GNOME 3¢ MATE £
iR, WRKIEELTE, NFER VDA FHFIRENEHE. B2, NRHFETENEEA MATE, MXRAETE
{Ei%E N mate,

AR
ER LB e TS BR B BITRIER A NWREIFER:
1. 7£ VDA t#y SHOME/<username> BER FolE—1 . xsession X,
2. 4B . xsession XHLURIBAITIRIEE R EIFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

Em CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then
export GNOME_SHELL_SESSION_MODE=classiic

exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EH=IERAHEE 700 XHNR,
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T BE5 Linux VDA RS, RIMERT
®EAY.
« CTX_XDL_TELEMETRY_SOCKET_PORT - A0 Citrix Scout WEZEFHO. BiAimOrA 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &fsm9im. FRINEHOR 7502,
REMRTSHIZTREMA:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number
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export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port—-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo BT EY, A -EEMUKNERET2FBLATIRMNHF shell, RITBWNEEATMENGSHME
#!/bin/bash {ERE—1TREIEZ shell Bz,

HE, BRIUERAR I aIEEMESR:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns—-name \
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CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \

CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MipREEEER EXRLEBEHET, ST EMPR ctxsetup.sh AT B ERR, BFREIZ Linux VDA 3t
o

GERIFRT, BEBLMENEHES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
A = MEIREMBRFAE B E SR, MMME Linux VDA TE (R,

BEEHE ctxsetup.sh 7l ctxcleanup.sh &2 E#ZEHIE LETHEIR, HEEMEESAREBEHEXH
[tmp/xdl.configure.log:

BfEnh Linux VDA fRSS, HHIRERER.

% Linux VDA B+ EHZE Linux VDA REEREHEEERERHEMMA, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

BEEEZIFAGESR:
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apt-cache show xendesktopvda
<!--NeedCopy-->

EEE Linux VDA 34, ERITLUTIRE:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR
EE Linux VDA B MIBRXEXRY PostgreSQL FIEMEIE IR, B2, FaMbR7ERE Linux VDA ZHii&E
89 PostgreSQL @ ME MR,

e

KTHHEBRNEBEE PostgreSQL EMRIKBIIR A S RIMIPRIZ 1o

418 5: iz17 Linux VDA

/8 ctxsetup.sh HiZEE Linux VDA /5, EERUT&H<EH Linux VDA,
B35 Linux VDA:
Bzh Linux VDA BRSS:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{Z1k Linux VDA:
fS1E Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
#121E ctxvda #l ctxhdx RS ZHi, EiEfT service ctxmonitorservice stop &<LUE
LRSS TR, BN, BURSTIFEFEERBHEELENRS,

EFEsh Linux VDA:

EHEE Linux VDA BRS :

sudo systemctl stop ctxvda
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sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

2 Linux VDA K7
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$ 1% 6: 1% Citrix Virtual Apps g Citrix Virtual Desktops F8)| 2+ EHER

BRI BB RAAM Linux VDA it EH#E 2 5%E 48 Windows VDA 757E£ M. B XINATFEMXLEAESHIEME
MEVIRER, FERACETENERMERITENE R

BIEES Linux VDA itBHMITEN B RN S@EIG—LRE], FEiZdiERRTFH Windows VDA i+EH 81T EM
BR:
o XTTFRERY, FIERE:

- ZRIERFRFED WFREHZREMER),
- BRERFRSER (WTF VDl TAKERMERE),

o BHMER—MTIENBRTEAMEA Linux #1 Windows VDA HE#.
FE

BHAkRAR Citrix Studio RZ#F “Linux B2ERS” WIS, B2, %% Windows Server &R SRS
BRERFENSER T EAREHZRETEE, %F Windows REIRFRAAHKEIRIFRAENEFRTFE
ASHBEN—TAP AR,

'

MRBERENERBEEFRIMA Active Directory 18, NZMERIHEN, AEBEERFNEIHENER.

$18 7: 7% Citrix Virtual Apps =X Citrix Virtual Desktops F6I233 {44

BIERTHEMAFIMES Linux VDA itEHMITENE RMiZE5 Windows VDA BN LFAER,. B X INa5emiX e
ESNEMFMRIHEE, BSFCER A,

BIEE% Linux VDA i+ 8 B R FARN = EIE LU TR :

o WIRFTER AD BRAABEREE, BJUERE Linux VDA itEH.
s BIATRESHRIEN (BER) AFRER.
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o BEPNERMMHEPENEE Windows IHENHITENER.

BXRNEACIRITEN B RMRZLHENEE, ESE Citrix Virtual Apps and Desktops 7 2106,

%% Linux Virtual Delivery Agent for Debian

June 21,2022

AILUERIRR AN RN T BEITFIRE, BAUERENZEH#ITEMRENEE, BNREANXEN, 5FHR

Ei8LL, BERSZTHE.

AR

BT R EFERRNTEINGE, BNERBRNZEFHINERE,
H1% 1: £% Debian LUE#H1T VDA &%
S8 1a: WiENKEE

BIVEWERERH ERIENLS, ARBREIEIE.

S 1b: KEEFNE

HHBREBIRSITENNEN S, 1EEX [etc/hostname x4, GHXBEHTENBNENSE,

hostname

ZRB 1c: AENRZ D EREMIE

HRITEN DNS HEMTLMRES S (FQDN) EftEERE, AR EX [etc/hosts XHHIUTITUES

FQDN f1EN & ERFIRI&E:
127.0.0.1 hostname-fqdn hostname localhost
f5I4n:
127.0.0.1 vda0l.example.com vda®l localhost
MR E Mt B fipgzt hostname-fqdn 5 hostname BEMEMSI A,
AR
Linux VDA ZigiR3z#F NetBIOS & &k, Hlt, EHMBFRGFED 15 MNFF.

e
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REEEAFA a-z. A-Z. 0-9 FEFF (-). BBEEATIUL (). SEMEMFS,

PUEFRFER, EHNWERT Delivery Controller E#%.

SR 1d: wEINSE

BIEENBIRERBIERTIR:

hostname
<!--NeedCopy-->

e LR EH BN ENS, mAREE FQDN.
3iE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R AT BN FQDN.

$IE le: ZHZE DNS

BAEBERAT % DNS (mDNS), MX2SHAMBIFERT—H.

Z2H mDNS, &8 [etc/nsswitch.conf HEXEE U TRBHNIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1f. EZIERARS TiARE

HIART AR FQDN FH33igi= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTERM FQDN & Ping Ri@ LIRE—ItEH, BANERXTR, AEBHRE,

ENBREUEFFRM
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S8 1g: RER#HES (chrony)

#1R VDA, Delivery Controller #1igi#=#28 > BB $hALAEHRI S EXE R, & Linux VDA REREIMWITTEER
SHEMRENR, HFIERER, SIFERITENERS KRS E,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 48 [etc/chrony/chrony.conf H A& MNEiEn EIRS SB A IN— MRS BEE:!

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

FEEAIERER, BB MAIFITHIBEES, MAREEM R NTP RS EES ., HHHHE Active Directory 5
ERIg AN — 1 ARS B[R E.

HipR5 HAERIE t server 5 pool 8, S#EIR[El IP ihit, localhost F1AHARSSS: *.pool.ntp.org £H,
REERHERBE Chrony FirER:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHE

sudo apt-get install -y libsasl2-2

sudo apt-get 1install -y libgtk2.0-0
<!--NeedCopy-->

S 1i: RINIRRISERTFIERE

B Debian TR LEVBHKRIIN, 5% deb http://deb.debian.org/debian/ oldstable
main {74mel /etc/apt/sources. list X,

TR 2. EEEPNEERR

LIS E A EIRI2E 135 Linux VDA MEEMNIETH, BEEL—EEX, RECRNEMERERTAE
HIATEX, MBEERNEM BT Linux 84, UEBEHERSER.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYE|RAS AR, & MFEBME Linux VM &, &=&3 NTP #1 Citrix Hypervisor b
RIRBERFNE, NBERNHSHMRSEREY, BHERED Linux ERTRNAZEHES NTP B, XHE
MERZAENEEIRD. £EE HVM EX THITERMER.

EFELE Linux Z1ThR®, MR EABTHFEMK Linux A%, HRE T Citrix VM Tools, EaT i ZE Citrix
Hypervisor EIRIL HEER E=FE, UKRREEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
WREEH, FBERZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7£ Microsoft Hyper-V L& ErgaEE:F RE®

%% T Hyper-V Linux £aARs38 Linux VM BJLUER Hyper-V B8] [EH ThaeskE B IR IER SRR E, JiF
R HIRLAEHTI R, E—RBALIEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

BRT VMware BaIESTHEEE, EEMFEME Linux VM /1, 223 NTP M1EMT EEEFHEIAR S R4
o NBENHSHMIRSHFRY, BEREESD Linux ERTFNRARHES NTP BF, XMERERZREN
BHEIES .

WMRIFEIEITEE T VMware Tools B9 E#ML Linux Ri%:

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok w

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIEFER S %, FIREBHRITIR IR,

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

RN EHAARRMLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo systemctl enable winbind
<!--NeedCopy-->

} =

AR

#1® winbind Bz F /etc/init.d T.

it E Kerberos Ll root AR &%, 117F [etc/krb5.conf HEELITIRE:
AR

RIEEH AD ERtEEMEIE Kerberos, UTIRBEERATFHRIH. SBMIEER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk E F3x## domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos $igi#&

¥R, a0 EXAMPLE.COM,

B2 E Winbind B538iF 17 [etc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
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winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP Z REALM % —1FE, REALM X5 Kerberos g &,

A& nsswitch $77F Jetc/nsswitch.conf 3% winbind KNZEILATIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1 fEEygiiz %I S8 alifin), MEESAEEEREIHENRMEHA Active Directory APtk
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $iZ %k, user 2E800EHEVIFMEIEAEAF,

E#HE5 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind &2Z& PAM 51T T&<, #f%%H Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &13%1E) #1 Create home directory on login (EERNGIETER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

Wirgm 5 5% Delivery Controller 3kFr & VDA i+ & #l (Rt Windows i £ Linux) #E7E Active
Directory RE—NMTENIIR,

i&17 Samba 19 net ads S S EIFHEVE T EMAE:

sudo net ads testjoin
<!--NeedCopy-->

BT T e L RIEFSMIEA T BN RER !
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sudo net ads 1info
<!--NeedCopy-->

10iF Kerberos it 8 EWIF Kerberos EFBEEHEENAS Linux VDA Bt&#EH, BRIERS keytab X2
SERIEHEEENEHR:

sudo klist -ke
<!--NeedCopy-->

¢ BREMEFREMESBBREAASTANERTIR, B17 Kerberos kinit &<, ERAXLEREAmEITHE0
BT ENBS5 !

sudo kinit -k MACHINES$S@REALM
<!--NeedCopy-->

HENMTEZIRUTIEENART . ETHS (§) BAEARFML (\) #ITEN, UERRE shell Hif, ERLFIRH,
DNS 5% 5 Kerberos (UH & AE, EHRERERAMREMR. WRILHSHINET, WFREEREKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

AU THLREITENKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIER ErIAISKIBEAFHE?:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, ¥FERS— MR RFUT (\) Frv
TR X e REI—F MK BOE o

EIOIE Winbind PAM 2B EEHERE, EEAURERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR
EIhiz{T SSH 8%, 18R SSH EBAHEEETT.

BIERE R id -u &<$iRER uid BRI TITRAY Kerberos EiRETF S .
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

IEFA P Kerberos EiREEFHTHNERETERAKRITH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiFER Gnome o KDE =H1 & AT LIITRMBIMIR. TEFITHMARIEESESEMITHE 4: L2 Linux VDA,
e

NREREIKA B RN IIRITRA MR, EXARRENEHE, BEFRBIHITENAER,.

Quest Authentication Service

EigEsIgs LA E Quest  RESEETE Active Directory 154188 EREHAIE T Quest i, MEBRBEEN
iR, BUE Active Directory Sl ENIITR,

AYAAFER Linux VDA 8 A TIiLEAF 87 Linux VDA I8 LR HDX &iE:

7£ Active Directory BFP T BN EERESI &S, RZBFKFITH Active Directory P B,
%% Unix Account (Unix #k/) &I+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (&3% GID 4&3) &BEHLFHAF A8 ID,

> wnN

F=3

AR

XLEHEBABESTFEEAR, WEMITTUEREH S, RDP. SSH SHEAEMIZEZNI#HITTER.

£ Linux VDA L#E Quest

SELinux SMREISSHERARSE BN RHEL IFES58%IS0HE SELinux, It3REITHAES SN Quest A/ Unix i
EEF IPCHNE, HELEAFER.

Rt BN R EEN S AR ZA SELinux. L root BF &1, #iE [etc/selinux/config # 5k SELinux i&
=

SELINUX=d1isabled

B EKREM BT R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 166


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2106/installation-overview/ubuntu.html#step-4-install-the-linux-vda

Linux Virtual Delivery Agent 2106

reboot
<!--NeedCopy-->

BHE:

BEEERALIRE. ZAEENRA SELinux RIKRFILHESSHTLE, BMERX root AR MEMAMA
F 2t

foE VAS SFiPiEF WS AU B5h4ET Kerberos EiRThag, HMZASMHINIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

LeA L EITIERRIR A O /NBY (32400 #4), BNELEAIARY 10 /MNEIBESERRE 1/, BEZEEHARRENR
% LigBERIENE,

FoE PAM F1NSS ZEEMAi@Ed HDX #1THE AP B RIUAKREAARS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I\ Windows 35 /A Quest vastool &<% Linux itEHINAZE Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFITEMNMA Active Directory iK% . domain-name Jig# DNS &#5, 0 example.com.

Wikl A &% Delivery Controller Z3kFrE VDA it E#H (Rie R Windows &2 Linux) #BZE7E Active
Directory :E—MTENITR, HKIE Quest IIAEY Linux it B2 FiET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREIHSZ, MRITEVRMNERSE, NEERUTHER:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFPBHWIE ZEIIE Quest 2T HETSE T PAM XA #THHIGE, BERAURNKERANERAAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5<$3RER UID g1 T4RA Kerberos EIREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BTN ESEMITS B 4. 22 Linux VDA,

Centrify DirectControl

N Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+E#10
A Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iHFH . domain-name £ 2%
Linux i+&EHIAZIRYIHHI 2 FFo

Wirgm R 5% Delivery Controller E5kFr & VDA it & #H (Fit2 Windows &£ Linux) #ZE7E Active
Directory E—MTEMITR, WIE Centrify MINM Linux BT M TS

su -

adinfo
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 168


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2106/installation-overview/ubuntu.html#step-4-install-the-linux-vda

Linux Virtual Delivery Agent 2106

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
&, NIZKeA Centrify P mi@3 T RS B/IEET S B IIEAZ,

FRUTHSAREESCEMNRANIZHER:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

EFTIHIMANRIEESSEMITIE 4. 2% Linux VDA,

SSSD

it E Kerberos infTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EFE Kerberos, 3ELL root BF &153T7F [etc/krb5.conf HEE LU TSk
pE=
RIBMEH AD ERLEH9ECE Kerberos, U TIgBEATF I, S,

[Tibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It EFXH8 domain-dns—-name £%% DNS 5%, /30 example.com. REALM R KE# Kerberos g
B, Hlan EXAMPLE.COM,
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M ZiE SSSD B E AfER Active Directory (FAE S B RMEFH BE R Kerberos #1754 31E. 8
2, SSSD HAEMATMABRMEIERY keytab X85 AD B iEIhEE, AT AR adcli. realmd
Samba,

=3

AR

AEHRBIEM adcli # Samba BIEE.
o WMREMEM adcli MAE, BRBEUTSE:

1. =& adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. /A adcli A,
FEAUTHSHIBRIBE RS keytab STEFHINGEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy—-->

user EERUFITENFIMEIHNEHAF . hostname-fqdn 2itE## FQDN X ENZ.

TE-H%®EW, adcli AgeEmiig=} host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt
%)

3. WIER4: keytab,
BT sudo klist -ket &<LUBRES keytab XHERIE,
WIS MBI EIBRE 58t BN B8 LA,
« WRFEA Samba MAEE, BERAUTIE:
1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. 28 Samba,
FT7F [etc/[samba/smb.conf HEBE LI TigE:
[global]
workgroup =WORKGROUP

security = ADS
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realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XE#H Kerberos Ui &#f,
3. A Samba A,

ERYHITHIE A AR]AIE, 1B ESAEEERIEITENRMEEER Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr1, REALM 2S5 Kerberos $igi& 15, user ARG ENRMEBRAEEF,

RE SSSD LRI EMPATIRME:
MREARRE, BREFRFERN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZIABERT, Ubuntu mpyLi 32 BaEcE nsswitch.conf 71 PAM & Ri&ER,

f2®E SSSD /=ah SSSD FiEF 2 Hi, REEN SSSD AL B, X FHELEARAH SSSD, BIAFTRE [etc/sss-

d/sssd.conf EeEXF, HAFheliE. L root P BHBIESITH [etc/sssd/sssd.conf HE B L TIRE:
[sssd]

services = nss, pam

config_file_version = 2

domains =domain-dns—-name

[domain/domain-dns—-name]

id_provider = ad

access_provider = ad

auth_provider = krb5
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krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i€ &7 true, LUE SSSD Z& & 15545 Windows SID B54E| Unix UID, &M, Active Di-
rectory #MgeisiR it POSIX i BIEF. PAM RS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk EFxx+# domain-dns-name £#75 DNS 1%, 30 example.com, REALM 2 A5 Kerberos 1
&R, flal EXAMPLE.COM, FEERE NetBIOS 157,

EXERBISBEMNEE, 52517 sssd.conf #l sssd—ad HWFMTL

SSSD FriEF EREE XN A BFEE REMR

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bzh SSSD TPt  IBITUU T < iLBIEsh SSSD sFiFiERF, UNETFIFEREITENEEIN B5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMEE 1T T&<, HiRES SSS authentication (SSS 514383F) # Create home directory on
login (EEREAIETER) &
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sudo pam-auth-update
<!--NeedCopy-->

Wik R &1 Delivery Controller 2RFrf VDA it&#l (Windows #1 Linux) #BZE7E Active Directory
BB R.

o WRMEA adc i WIHERRASH, 53517 sudo adcli info domain-dns—-name &<$LUETE

=8

o MNRMEA Samba WIHEM RS, 3EizfT sudo net ads testjoin G<LEIEHENESTEMAR
i%, 51T sudo net ads 1info MLRIEFIMUIAITENTRES,

IiF Kerberos it & EXif Kerberos 25 BEMEE NS Linux VDA BE&ER, BRIERS keytab X2
BEARABRENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNMMABMUBTIEERAT, ETHS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEMR. WRIHSHINET, WFR2ETERKEL,
ERUTHLHIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

BWIEAFPS%RIE SSSD FEHEI FIFEFRHATUXSMNEIENGSITTA, Rig@d PAM Tl
ZI0IE SSSD PAM ER2 R EIEHECE, BEAURIRERMNEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE klist &<3&[EY Kerberos ZREEEMA T %A H B Kid .
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W root AF &1, WIEREERNIEN id -u $<REH uid BIEEN N EIBEEF M

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LLEId &R KDE 3% Gnome Display Manager 4728 ARMI, FEBTIIMNIIEGSLERITSE 4: L% Linux
VDA,

PBIS

THFEN PBIS BR4-E  flin:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REFMIARHIT  HliN:

sudo chmod +x pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS REfIZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 1% fZryigizhIss el ifie), MESSAEEENEITENRIME A Active Directory FF K
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 3B/ i EH 0N Active Directory i3 #9138 i 7. domain-name #1389 DNS & #, 140 exam-
ple.com,

FE: B¥ Bash i@ ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

BIEEME S Delivery Controller 2kFi%E VDA itE#l (Windows #1 Linux) #Z7£ Active Directory =
B MHENINR, WIEMAT PBIS 8 Linux BN &M Fig+:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRABNEMARE M, L RREEXHFIMAN AD M OU WiER. &N, RETENZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u &<$iRER UID 82T XM Kerberos EHEEE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TERTIHIMANRIEESEMITE I 4. 2% Linux VDA,

S 4: L% Linux VDA

$I2 4a: T Linux VDA {6

#%ZE Citrix Virtual Apps and Desktops F#TiE, BFHERARZH Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARICEZAY Linux VDA &,

12 4b: %% Linux VDA

£/ Debian # {8 BIBE L% Linux VDA #4:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.7 #9 Debian &5l

postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-8-jdk >= 8u252
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tlinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0
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findutils >= 4.6.0
sed >= 4.7

cups >= 2.2

ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~
<!--NeedCopy-->

AR

BXRILHRZAHY Linux VDA 4589 Linux R1ThRH Xorg IRAMFIR, ESHRARKER.

S 4¢: F4& Linux VDA (F]3%)

AILAMSERTBOR R ASF] LTSR RRAARIME L L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

FRMBRERES [etc/xdl THEREXH. EHITARZA, BESUENHXLEXH,

$18 4d: EE Linux VDA

LRNGAE, BIUETT ctxsetup.sh BIZREE Linux VDA, HITIEMENRZ AT, ZHAEHAWIFINE, BWERRE
RIMELERE, NEMKE, oLUREREREiTZHEUESILE.,

AILURBIR R Fohin TiA, thalLIRBFcE BN BahaiTild, HE2(Fal, BERZMANEEER:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTEE BITaRTEMEENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BHEiE B#REN, RENAMRENENARIMFEERM, MRFIENMEEEHEFE, WHATFIRTAFR
MEFRER, NTRVPETHATRREDE,

SFRFNIFREEIE:
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CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA z#3E/M DNS CNAME i2®$57E Delivery
Controller &, BIAERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2EER =15 FREY Delivery Controller &2
REE (FQDN) 7IRUAT®E Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA~ixO 80) 5 Delivery
Controller &=,

- CTX_XDL_REGISTER_SERVICE =Y | N -7£/5 &+ BAUSSh Linux Virtual Desktop AR5, BHAERT
BEA Y

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop RS ER A FE \MEKEZEL 5
G NEE, SR RS AR E 5 Linux Virtual Desktop $TFFFRTESO (BRiAJIEM 80 71 1494), 2
IMERTRER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 |5 -Linux VDA Zk & Kerberos B &g B Delivery

Controller #1754 3iE. Kerberos EEERIER S LB REMEEER Active Directory ER T AME, 15
EBEHBESZIFM Active Directory /754

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKLE
BN EREFNEMLKT, NRiEET HDX 3D Pro, MEAR VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N -i§itBHEEHETAKERTRE (VD) E=RRAEEZRKERTRE, WF
HDX 3D Pro 3%1%, BILZERIREN Y, BUIAEAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, E¥#& DNS BRERRH!
AEHIER, MIEE DNS mZ . RIAMERT, HEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #Z i DNS & % Il LDAP fR 5588, MR
DNS FEix1R 4t LDAP RS IER, B LURMHUTIE SR LDAP FQDN (%% LDAP i%0) HIK. a0
adl.mycompany.com:389, RIMERT, LLEEIEESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&@i¥i& &/ Active Directory BRI R
EERZE i LDAP (i1, DC=mycompany,DC=com) . B2, NIREIERMEE, ATLUETEEREM (flu
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEEEHN <none>,

« CTX_XDL_FAS_LIST=' list-fas-servers’ -EBx& 5% IIEARS (FAS) IR% 28 2581 AD A HREZEL B HY,
Linux VDA 325 AD HERER, BERILISUARIELS S 2REY FAS BRSE8RMTIR, INFHH51E AD AR
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FERENIRFER. MRBERT ERRS S, BEA <none> XAFFHRIERAETH, FEREEHRRS
AT

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % .NET Core
Runtime 3.1 LA #E##H Broker RIEBARSS (ctxvda) MR, BHARRREZEN Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -is B siFHFE A GNOME 5% MATE £
EFE, MRKIEELTE, NER VDA LHBIRENEHE, B2, IRHFRENSEE A MATE, NIKTIET S
Ei%E N mate,

PE= W
TR OB ST TS BER B Bfr2iE A NREIFE:
1. 7£ VDA Lt SHOME/<username> EZ F8IE— . xsession X,
2. 418 . xsession XHLURIBAITIRIEE R EFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

Em CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIEAPHE 700 XHNR.
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T E5 Linux VDA RS, RIMERT
K®EAN Y,
« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFH O, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOR 7502,

REWREEHIETREMZ:
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export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNERRELEEXBLATLENF shell. HMNBIWEEAFENGSHME
#!/bin/bash {EA%—173R eI shell Bz 4.

HE, ERAILERRE N SEEMESN

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \

CTX_XDL_VDA_PORT=port-number \

CTX_XDL_REGISTER_SERVICE=Y|N \

CTX_XDL_ADD_FIREWALL_RULES=Y|N \

CTX_XDL_AD_INTEGRATION=1|2|3|4|5 \
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CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MipRrEEEER HFEXREBEHET, ST EMPR ctxsetup.sh A AL BFHAIERR, BFREIZ Linux VDA 3

2
HSIRIFRT, BEBUMAREHES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECEE K-

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.:
A = MEUREPRFAE B E SR, MMME Linux VDA AR,

BEEHE ctxsetup.sh 7l ctxcleanup.sh fiZxEZEHIE LETEIR, HEEMEEEANREBEHEXH

[tmp/xdl.configure.log:
B2 Linux VDA RS, HFREREK.

H# Linux VDA  EHE Linux VDA REEREHEECRERGENIRE, BEITUTHS:
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dpkg -1 xendesktopvda
<!--NeedCopy-->

BEEESHAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEE Linux VDA B, BHITLUTIRME:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR
EE Linux VDA B MIBR<EXRY PostgreSQL A EMEIBE IR, B2, A=MIBRERE Linux VDA ZHII&E
19 PostgreSQL 48 E ki 4 &,

e

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E,

$1E 5: =17 Linux VDA

£ ctxsetup.sh BIZEE Linux VDA 5, i&ERAUTa<#E Linux VDA,
Bz Linux VDA:
B&h Linux VDA BRS3:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

&1k Linux VDA:
=1k Linux VDA BR:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
121k ctxvda #l ctxhdx [RS8, EE1T service ctxmonitorservice stop LUz

IEESARS TIPERF. BN, BARSTIFEFRERBHEELERRS.

E#H AR Linux VDA:
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E#Esh Linux VDA iRSS :
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

7 Linux VDA IR
Z10% Linux VDA IRSHIEITIRE, EHITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

418 6: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops 1 tIZ2i+tEHNER
IR EN B FHAM Linux VDA it B80S I2 5548 Windows VDA 75421, B XA aX EESMEmE
RVIER, ESRCIEITEN ERMERITENE R,
BIEEE Linux VDA i+ BN EN B RN EIE—LRE, 15232 RETFH Windows VDA HHEMBIEITEN
Bx:

o WFRIERYT, FIEEF:

- ZRERERFEN WFREAZRERTER),
- BRERERSHER (WTF VDI TAKERMERE),

o BEPNER—MIENBRFEAMEA Linux #1 Windows VDA HE .
AE:
BHARRZAHY Citrix Studio A% “Linux #B2ERL” BIS. BE, %R Windows Server 2ER LTRSS

BRFAAEDNZRTEARERZRERGEE, %F Windows SERFRAHKEIRIFRAENER TE
BEEN— TR IEE,

e

INRMIBRITBENEEEEFIA Active Directory 15, NAFMFRITEN, AEBEEHRRMNZIHENER.

$18 7: 7% Citrix Virtual Apps =X Citrix Virtual Desktops F6I233 {44

BIERRZMAMARIMES Linux VDA IHEHAIHEN B RIEES Windows VDA B/ LFEE, B XINATEMIXLE
ESHEMFARYIRER, FSHACIE(T4H,

BUEEH Linux VDA I+HE 1 B R HAR @Ik TRE:
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o WBRATIER AD BFFIABEREE, sIUBERE Linux VDA i+5E.
s BFIATRESHRIEN (BER) AFRER.
o BENERMEFEANEE Windows itENHIHENE R,

BXMABIRTEN B RMRFANE SR, 3ESH Citrix Virtual Apps and Desktops 7 2106,

ficE Linux VDA

July 22,2021
FERNARIEANBT Linux VDA MITHEE, BIEIHEEIRAR. ECEFMEEHR,
'

BTUEREN xdLlcollect Bash filaig&£m 2l Linux VDA s 41F /opt/Citrix/VDA/bin Fo %
% Linux VDA i&, dFJa1T bash Jopt/Citrix/VDA/bin/xdlcollect.sh &<$RkERE,

BEWERRE, EENBSXERESHAERNXERPER, xdlcollect AILUAMERTHESENB
S E#FE Citrix Insight Services (CIS), MR#&ERE, xdlcollect ¥ L#F5Em/aRE upload_ID,
FEHAR NER AT B PR ESEN B S, AP A LR upload_ID iAial CIS FREIEES .

¥ NIS 5 Active Directory 5%

November 8, 2021

A XA B AT Linux VDA dfER SSSD #% NIS 5 Windows Active Directory (AD) 5. Linux VDA ##15
Citrix Virtual Apps and Desktops H¥— 4. ALk, ©5 Windows AD IFMEEZELES,

fE/ NIS (f13EAD) E UID #1 GID feftiZFERIKFEE (AR BMERAS) 7 AD M NIS p1EEL
AR

P AD BRSE 23 HITE M IE, A28 NIS+, WRER NIS #E8 UID #1 GID 1R 1#t#ERF, WABMEARE
Windows fRs32:89 POSIX B4

e

7 ERREF AR Linux VDA BERS %, XM ENBFRHRAG. 33F RHEL/CentOS R17hR, 1BHREBRR
# Linux Virtual Delivery Agent for RHEL/CentOS #r#93tBR# 1T#1E. 33F Ubuntu &1ThR, 1EHRIBRE
Linux Virtual Delivery Agent for Ubuntu ##935 BR#{Ti21E,

SSSD 2fta?
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SSSD B&4FiFiEF. HEBEINEERN T RIS A AR GHRME F M 0@ BER KR IZIZ R RH Y H
HITEHWIE. TiRM4t PAM 1 NSS miEiR, RKRaI LA RAFEEXFET D-BUS p9E0. IIbEERMELF
BUERIE e SRAF (B ANt AR K P A0 R AR P 38U

¥ NIS 5 AD 185/

3 NIS 5 AD 58, 1BHITIATIRIE:

¥ Linux VDA 704 NIS B %

A Samba N FHEIEEN keytab
®E SSSD

EZE NSS/PAM

iF Kerberos B2 &

Cvandzz al=gv Evan

ok w N

3% Linux VDA 71059 NIS Z 5

ECE NIS EFim:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

188 NIS 5:

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7% [etc/hosts Si7IN NIS BRSZ2FNZ A xR P it
{ NIS server IP address } server.nis.domain nis.domain
i@ authconfig@iE NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain £ NIS IRE2EMIEEZ. server.nis.domain 2 NIS IRSZ2BMENZ, HAILUE NIS RS2/ P i
ik,

EZE NIS BRS:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->
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#iR NIS BB IEH:

ypwhich
<!--NeedCopy-->

BIERTM NIS BRSBIRGIKFER

getent passwd nisaccount
<!--NeedCopy-->

AR

nisaccount £ NIS AR5323 EAISEER NIS ik, #fR UID. GID. XBERMESH shell HIEEHERE.

fEF Samba MAFFHeIZEN keytab

SSSD HFRMEAFIMNHEFMER RS keytab X4 AD BFIRINEE, LULXLTNRERILURA/MAE, GE:

« adcli

« realmd
e Winbind
« Samba

£ Samba MAEFH6IZEN keytab:
EEMEE T LUFSUE Linux FP g L

« Jetc/krb5.conf
+ Jetc/samba/smb.conf:

HitEHNEE Samba fl Kerberos S13303iE
sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=

REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Hrh, REALM 2AE M Kerberos $iigi&#5, mm domain 2159 NetBIOS &R,
WMRFEET DNS Tk KDC FREB[BMGUHZ R, BEUATHEMETRNEFENGS:
-—enablekrb5kdcdns --enablekrb5realmdns

17 [etc/samba/smb.conf H# 5L TE£BHME [Global] 9 T4, EEMk#E authconfig TE4EMHES S
m|:

kerberos method = secrets and keytab
winbind offline logon = no
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A Windows iHZREayigiEHIz el iAE, MASEFERITENRMEIEN AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2ABH Kerberos $si&#F, user 2EMISHENRMEIEMNIEAS,

1% & SSSD

%8 SSSD WF BT

o 7£ Linux EP iRt B &% sssd-ad 71 sssd-proxy #4a,
o XEFHE (B0 sssd.conf) HITEREETX.
« 55h sssd BRS.

Jetc/sssd/sssd.conf sssd.conf B2E R (FTLURIBEERIMNE ZIEM)

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@

(?P<domain>.+$)) | (A (?P<name>[*@\\]+)$))
id_provider = proxy
proxy_Llib_name = nis
auth_provider = ad
access_provider = ad

# Should be specified as the long version of the Active Directory

domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD

side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not

available
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# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
<!--NeedCopy-->

¥ ad.domain.com. server.ad.example.com i HiEMKIE. BXFHAES, ESF sssd-ad(5) - Linux
%EHH'J\O

33 sssd.conf i& B XX HEFRAERAIRER :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

fdE NSS/PAM

RHEL/CentOS:
&/ authconfig =/ SSSD., %% oddjob mkhomedir LIFREBREIES SELinux #5:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

'

BoE Linux VDA & ERY, B9 SSSD £ & LikigtE, mxt Linux VDA BEFIHLEIFHIZRE. T ctxsetup.sh
BIZ RV ERIMBR AR, BERBIAME,

I8iF Kerberos f2&

7T HixR Kerberos BIEMEE N A5 Linux VDA BREER, ERERY keytab X 2R ECIEHERERE
£A:

sudo klist -ke
<!--NeedCopy-->

B S EREMEGEZMEEREFASRBANEAYIR, BT Kerberos Kinit &<, UERAXERARIEH R0
IEHEABS5

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMARMUTIEERAT, TS (§) BAERARML (\) #1758, UREE shell Hif, EELEREH,
DNS 5% 5 Kerberos {UH B AE, EHRERERMAEMR. WRILHSHINET, WFR2ETERREL,

ERUTH<LIIETENKAE TCT RIEEEE:
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sudo klist -ke
<!--NeedCopy-->

WAEFRF S 31IE

fEF getent s LHAIASTIFHIE R LR NSS BE LE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREELRHEE. IRFECASZ—HEREN, BLER getent a5 < #H1TL0IIE,
SPFNEREWNT:

o EEKFIERLZI: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS miZg&: username@DOMAIN

ZI05E SSSD PAM IRRR B EIEMRELE, BFERABAF KA ER Linux VDA, ZFAF kA IR B ERT,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BEEENUTHSIREMN uid BIE TN Kerberos EiREE X!

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

BB Kerberos EiEEEFHNEIEEEERERIH:

klist
<!--NeedCopy-->

RGN RER

July 7,2022

&8 Linux VDA 7.13 ki, Citrix mPRAER N Linux FERRINT TENBEFDE. FRENTENFERRTD
TERNA]fE A b ThRE,
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e

7£ Linux VDA 1.4 , Citrix 18107 X BRI N AIEFHSIEH = IhRErZH.

£/ Citrix Studio XN AR

fRE] TR B A (I A BIS N R E R R N B M 2 4ARY & %6 Linux VDA tREMNNARRRF. Zi3iE5%% Windows
VDA EREMNNBIEFEM. BXFMER, E5 Citrix Virtual Apps and Desktops x4 (1R#EEEBAHY Citrix
Virtual Apps and Desktops his) o

=z

AR
. RATAR, BRERTREISEASEMNNBEFRNBRER.

¢ Linux VDA 1.4 RESRAZFRAHNARERF, B, Linux VDA RZFRIEMNARERFRZHAERD
e, 2RRRIRE, HITENEANBREFNKSERTE)ZRRIZTHE,

o BEATENEBIER, B/ StoreFront F2ATEER ., THERBRINETERARS, NELEETIE
B “TWIMode=0Off" ZmiziE=, BEMRILILE, MIEFEBRN “TWIMode=0n", FMETEET XS
BRI RHE.

PRI

Linux VDA R 8HAF BoE—RARFN SN FHREG.
ENAEFRETR, RAERETNAREFNRES A SERIEET.

E0ia)

ERMNARFRERRT AT ERMR-:

s AEIFEKATREN. BONLATRRERETRSHHE R

s FEIFMNEBRGHNBREFMNE NN,

o B, THBEXTIFUTEOEESS: Mutter. Metacity #1 Compiz (Ubuntu 16.04), Kwin MEMEOE
BREFAZZHE. FRARENEOEESEETRIHNEOEESR,

+ 15175 LibreOffice R AEFE, REE—NBaHNARER 27 Citrix Studio £, FAXENAEFHE
=R,

+ “Dolphin” ZXMWEF QIS WERGNAREF AR ERER. EALER, F2HEMILLR https:
//wiki.archlinux.org/title/Qt #932 %,

o BE— ICAREPETHERGNARFNAEESERHATASER—NMA, ERRIRM, ERESIEZEY
RBATHESESIERE,
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Linux VDA BB/E#H

May 31, 2022

teThRE BB F I ISk £ 1t X AYBY B B Eh 8 #T Linux VDA B, %5512 HEEEA T Azure 19 Citrix Virtual Apps
and Desktops Standard #8I Linux VDA BYIEEE A, &&% Azure i) VM WEERRENR, BX¥MESR, 18
SiFEERT Azure B9 Citrix Virtual Apps and Desktops Standard s8I Linux VDA,

=

EfEMILINEE, BRRUATIE:

FIE 1. BEMEEM VDA &€ LHEF Azure 523

$ 1a: 7 Azure itk P T RIE— AR HIEARIAL5)%E 5 Blob (Anonymous read access for blobs
only) (Blob (1XFR blob BIERZEGARNIR)) o

=z
AR

Azure B2:H0 blob ZITHREFAEFEENERE, Citrix WHEMLZLBEARAIERT, MHREERSMMMER
X, BESRAREFREEARIANLIIZE N Private (no anonymous access) (o5 (EERIARR)).

Steplb: ¥ VDA s B & 2188 Updatelnfo.json B9 JSON XXfhh, BXRXMHEINARA, B2 THR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)

{

"TargetOS": "RHEL8_3",

"PackageName'": "XenDesktopVDA-21.04.200.4-1.e1l8_x.x86_64.rpm",

"PackageHash": "
a6f2aba23b84bbc3a4640294a8bb92474e0cachable5ae33416c0a4473a28d73"

}

)

{

"Target0S": "UBUNTU16_04",
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"PackageName'": "",
"PackageHash'": ""
}

)

{

"TargetO0S": "UBUNTU18_04",

"PackageName'": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash": "4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2bl5b3c5a"

}

)

{
"TargetOS": "UBUNTU20_04",
"PackageName'": "",
"PackageHash": ""

}
]

}

<!--NeedCopy-->
“Version” X H VDA fr4ds, “Distributions” 2—AFHWER, 8MNWNREE=MHRE:

“TargetOS”: 72 “RHEL7_9” (G&BF RHEL 7 f1 CentOS 7).” RHEL8_3”.” UBUNTU16_04".”
UBUNTU18_04” 3 “UBUNTU20_04", ctxmonitorservice THiRBEMEMEITIRG
“PackageName”: 15EhAH VDA EEHLE,

“PackageHash”: f§H shasum —-a 256 <pkgname> &<it&# SHA-256 (&,

Steplc: ¥ JSON Xf4#0 Linux VDA BB RFIRA L FEH Azure B88.

SR 2: EXMREESE VDA LEFRBEBERINEE

BRINERT, BBEHRLTEARS., NEEERT Azure 8 Citrix Virtual Apps and Desktops Standard &6
2 Linux VDA, %7z XM EHITIhRER . TN, BEZEES B4 VDA LEA%IEE.

EERABER,IEETEMTFUTRENS S, UHE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix

THGEMRI

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "@
x00000001" - force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" - force
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" - force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRNABTERRIEE.

AMRIGE iR

fEnabled LGB RHIET, BIAMERT, ZEN 0, REEIEH
BE2H, AILUEHIZEN 1 LUSHBEH.

Url B RNHETL, TIRE Azure 238 URL LUREXEH
{EEf#ER VDA B,

ScheduledTime G B RSHET, TTLIEHIZE RN Immediately 5

NextStart. Immediately Z0kE T# VDA #ib a5
IANETEH. STHERERSEESNEHRESEIN,
LETUER, B2, MR THRGENFEALNRIE,
N AT gE= BT A 55, NextStart EbkEE TREDH
ctxmonitorservice HHRITEH. HTHEER
SHENERREIM, WETNER,

CaCertificate G BATEIRE, ©IigE PEM IEBMSEEERZ LT
Azure A28 URL, 3F Azure blob, BaILIZMNE
s RHEN PEM 89 portal.azure.com BIEH,
ATREEN, BRITBUERMLEMRIEE, BNE
Ubuntu E3%#, 7 RHEL &, B&EfEE curls
SH—LE NSS F, HFRIEEUEPBHRIENER,

EFER ctxmonitorservice i, &%zl Url LIFEE Updatelnfo.json x4, SAEM JSON Xt
REREMM A, RE ctxmonitorservice SREMRAS SaiRAFITLLR. MRHFIRAIRE, %R
SR M Azure TEITARAHN VDA R EHBEHREESRM, 25, EiRIE ScheduledTime 19ig B 1T E#.
SFAMIE, EIUEZEEHRB ctxmonitorservice UAEH. B2, EERT Azure i Citrix
Virtual Apps and Desktops Standard /1, &3t VM & EEERANIR, REEEEFH SN VDA T BN EEHBE
ctxmonitorservice, MREHMKW, & VDA B EREIHERRA,

=3

AR

o TERERETREG LERENIMRIKE,
o IRIFIHFHRIFAE VM R THREE, NUNETESEE,
o WIREFHMEIRIRKW, BREERER,
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o MREHERMUEEIRMLN, F—MEHNAEF B RERZAH Linux VDA, XMERFBRER .
s EIBEEFE/LOHEEAEETEMR, Citrix Studio F&BERESIERSR.

Remote PC Access

April 21, 2022

B

Remote PC Access 2 Citrix Virtual Apps and Desktops B BiZF. EFEANEBREWNMATFRTUREMNS
RIEFBIHREMBHAE PCo MRAPAILUFRIENAE PC, tiIaILUAMSR LIEFrENRER BIERF. SUBME
o

Remote PC Access f# R 32 {1 BRIk E Em A0 M A2 R Citrix Virtual Apps and Desktops @, HEMEE
Remote PC Access HIERFFFZESEBE Citrix Virtual Apps and Desktops LA {4 BN E R EHE RN FRIZE
o XFFE—ERET —HEH—MNEERER, AP EIER Citrix HDX ZNHZBDAE PC 21&, RBREAFK

¥,

BXFMER, 557 Citrix Virtual Apps and Desktops xx#4erEy Remote PC Access,

ATEI

XETREDE Linux VDA RE1:

o TE¥PEEN L, 1BX7EIE 3D X TEEA Linux VDA, FBF NVIDIA IRzpi2Fa9iR%, HEAT HDX 3D e,
PC At RELAEL, HETRIENER. ETUBERETEAENT2NR,

o EXYIE Linux it BN AR SIEFRERFGLXENITENE R,

o BIAFPSERERT Linux itE8¥l. BSEmAR 2, ARESHER PCHSBEMBESEASENITE
Mo TEREBERTINER TRTLER, BSEFFIHIEE LisfTH Citrix Workspace R BER, RFA
LI7E Remote PC Access SEIERIHRIDAZE PC LRI BIZF IR,

s IRAFRBEFAMBRIE PC, Z2idM StoreFront Bz PC 1&KWK,

o WEEEMAEATF Linux iHE.

[Ty

B33t Linux PC 1%, E7EB#5 PC L%% Linux VDA, £/ Remote PC Access X2 WIHENE R, AGLE
R, LUEHENIB RS PC aliEkipRIBAFER. UTESMEANA T iZd1E:
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$2 1- 784 PC L% Linux VDA

BIWEERENZEREE Linux VDA, £R#FidEH, & CTX_XDL_VDI_MODE ZEMEIREN Y,

S12 2 - 6172 Remote PC Access AW+ EN B R

1. 7 Citrix Studio 7, ARBHIUENER, AEMNREREFEFUZIHTENER.

& Citrix Studio
File Action Wiew Help
| a1 m H

|| Console Root
v B Citrix Studio (site)

O Search

£ Delivery Gra Create Machine Catalog Single-session OS (Remate PC Access)

il Application: View N Single-session 05 (Remote PC Access) 1
g Policies Single-session 05 (Remote PC Access) 1
[# Logging Refresh

~ [E2 Configuratic
A Adminis  Help
Controllers
=1 Hosting
7 Licensing
3 StoreFront
[ App-V Publishi

O Zones

w §§ Citrix StoreFront

3 Stores
Server Group _________________________________________________—— _________________________________________________ ]

Details - RemotePC-suse125

Details \_Machlms Delivery Groups

Machine Catalog Machine

Installed VDA Version: 20.09.0.3

Name: RemotePC-susel25

Machine Type: Single-session OS5 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Set to VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. BEENTIE LN TP,
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tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ Don't show this again

3. TERER%KTUE Li%EE Remote PC Access.
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix Virtual Apps and Desktops RS
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o RAEIGITHER: Remote PC Access &1+ RE,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

FTED

September 1, 2022

AXIRME RTENREREMIER.

TR
Linux VDA ZXRFIEd/E A cups 71 foomatic idiE2s. T& % VDA BRI ER. EAILURIBS ZERFohREDE
83, f5lan:
ZRHEL7 L:
sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

[T

Citrix 12487 = # 2B B RITENNIRENTERF (postscript. pcl5 # pcl6). B2, BRITEMIRGHIZEF A e S5 EME
PIRTENN AR D, EXFERT, PR —EZRE %S ~/.CtxlpProfileSCLIENT_NAME E2&x 1, BiR
75 1906 2, ALk TE Citrix Studio FEZEFTENHIREHIZE Fr BRESAD A M B,

Z7£ Citrix Studio REEITENIRENFZF G AR DI REE, BHRITUTIRIE:

1. EEFTENH IR NI R R AN IR A1 R BE
2. BEHEFM.

3. FEREFRTENRHIZFERMES IREIEF B F. MREMEMT Linux B9 Citrix Workspace MBI,
BRAESITENN BT,

4. EFERNHEN VDA EHIRENIEFE S IEIT IR R,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

fERER
FIUMBRFHMSEMERTBHRAREFIT, NEFHRINTEMN SIS Linux VDA if, WFREMNARER,
FTENNZFRAEo

o WFAMIEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskSSESSION_ID

s WFRHHEZAER:
CitrixUniversalPrinter:$SCLIENT_NAME:app$SSESSION_ID

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 206



Linux Virtual Delivery Agent 2106

AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
ToIEFTED

FTENFTAIE R TIERY, 1B EITENFIFER ctxlpmngt F1 CUPS #E232,

FTENSFIFRER ctxlpmngt B—MRAIEHE, MAERIEBENET. SITUTHSURIMTETFIFEF T EEE
7. SR ctxlpmngt Kiz17, BEMHSITHFRRER ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

MRMTEITED, BT CUPS 1E28, ctxcups RSB TFHEINERE, #5 Linux CUPS 2RB15, t#HBES Mt
BNLEE—, IBIBTUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wegk CUPS HERIERSM S

Ze&k CUPS B, BEiTUATH<UERE CUPS RS, &M, CUPS BEXAIERE hdx.log #:
sudo service cups stop
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

AL ENE B I R R BRI TENH SRR E, FERRERT, TENHIESE, AAXsm=E CUPS %2
%,
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FTEN%E L A ELRS
TEN BN EFARETRISREHEALD. RRAPASTAFRRETRDEFEE, ZRETEIRE
~[.CtxlpProfileSCLIENT_NAME E2& X f+#1TE &,

[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
<!--NeedCopy-->

5E:
printername ZE G SN2 UMEFIHRIATEINBNETR. E2—PRIE. BDHRE.
TEEERIEEFER ppdpath. model 71 drivertype, EMETHITENH REEERER—NFE,
o MRBAITENNIRGIEF SEFPHITEINA RS, E6EH model= XA EARVITEINIEIZFHNES, A1
£/ lpinfo L EIITEMNM L MBS BFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ARTILUSER S LUSFTENYIITAD

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o HIEERITEWIREN IR SE P BTN ARS, BRESIITEWIRHI2FN PPD %2, ppdpath (&
RANTEMHIRTIR R X BB B2,
fitn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#E—4" ppd BahieR:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy—-->

o Citrix {217 =B 0B RITENVIRENIERF (postscript. pcl5 1 pcl6) . "I LURIBITENHE 1E B BIRTHIE
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N, MREFFHBRIATENNIRENEFLE R PCLS5, 153 drivertype i B 5!

drivertype=pcl5
<!--NeedCopy—-->

ANV S
SR EREMSERBITEIN., H=iER CutePDF #1 PDFCreator Z 2589 EHAFTENH AR RE LRI R T 5 T ENHLIR
MEFEX.

ITENMEWBURF B PR EIAFTENAITENNIRChIE R, ST HEEshIRsiEFLE, NREFHITEINERNZE
PCL5 Ixzh#2R, m Linux VDA %2892 Postscript IRapigF, Msttin@,

NRFTENNIRENIZFF KB IERA, AIUATIA TS BR A E R RE
1. ERIELAHEHNRAERIE.
2. i517 vi ~/.CtxlpProfileSCLIENT_NAME %<,
3. FINLUFFERLTE Linux VDA LIREE G ITENS M4

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. FTENSCRYIAEMRIBEITENE , 3B —1 spool X {{%727E [var/spool/cups-ctx/$logon_user/$spool_file
To

6. MEFAITINREAET, MR spool XHEX/NAT, KRB, EER Citrix 28 GHREMTENAE) IRE
BEiES.

7. NR spool KNFAE, WHEZXHEHFZF K. spool XHERBEURTFEF mERIAFTENVIAIFTENHIREHTE
PR, WNRBATHIITENN (45H1) IRh#ZRF 2 postscript, BIIERETE Linux BIERS LITH spool X%,
KERB RS Ef.

MREEITENXMHRE PCL, HEZFHIRERSRE Windows, NIKESITEIXHERIRIZF I, HERATRN
FTENHIRENAE A FE R P U T ENA 4T ENZ S Mo

8. WEBSHIITENN B N R RERIITENHIREHIZRE. FHILL PostScript & siTENHL Jafl:
a) BREDSIE, HEFRSEE TS,
b) FTFHTENEEI IR

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BUTEMW). IIRMEEREREERNR,
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d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (%i&%) 1 Model (215) FE, M Citrix UPD IRehigF FisERREITENNIREIZR .
9, MR%EET CUPS-PDF EHMTENH, JLAE#E “Generic CUPS-PDF Printer” (i@F CUPS-PDF
FTENHL) EhiERF. REFEL.

f) RS, WeTE .CixlpProfile$CLIENT_NAME EBIRsNIZFHI PPD X4, WA
BRETHYHT ENHLE A R R IR BN IZ o

B0ia)

TEIRBHEMTE Linux VDA LITENBSTFIEY I :

CTXPS RzpizF 58857 PLCATENHIARE

MRREFTENLIRR, B ITENHIREDIZ R 12 B A BIE R R R A TENHIIRENIE T

FTENR S HBTHTEMEEARE

EAME FIHITENN LITENASMEE, XS @BIRSSERH#TERE. IRERNEERE, FRTEFERKH
&,

EHMAIEPEIFTENNAFTENMEL B

Linux WL1E#SS5 Windows IB2ERFTRR. ALt, FIERAFHSRERFTENBEM. S URHAXLER, 5k

SEH CUPS BREXfF: [etc/cups/cupsd.conf,

KEIXHHEERN S RIERIEZ R

DefaultPolicy default

WMRKERB A default, NRLUTITHRINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default
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<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

X E HI RS

November 8, 2021

BPAERIES AT P in 2 88 FIFIAENGS . tbIhEEE R Citrix Virtual Apps and Desktops 2006 S E Sk
mURER T Windows 89 Citrix Workspace A2 1903 SiE=hRZS. EHIFMENGED A B BB EIRES

NEEFR.
ERIHE RIS M, BHR:

¢ XHHNRAHKEFET 20,
o RAXHFARNAEEE 200 MB,

XIFHFE

XA ERMAEMIREER T

« RHEL7.8

« SLES12.5

« Ubuntu 16.04
« Ubuntu 18.04
» Debian 10
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FER R

T B MR EREE S ECETNRENE R, BXEIMRREZBIFAER, BERARKHIF.

s BRGELIREER
o BIMEARIEFEBHIET
¢ TEERBEMEL

=3

AR

BRANMHEHIFIMENETHEE, 7E7E Citrix Studio PREFIHE LR EE RHRIEIEERRLL,

PR

o RERE), BYIXHFBERBAANES,
o RIZFHER.
s FAEFEHBER

SR H

April 21,2022

72 Linux VDA M1Z P IRIG & ZE# T X4 EH. HEFRIREETZRH HTMLS DaEHa Web 3155230, &
LUERLLThEE, HTMLS DaEM AP EREERTF HTMLS #1 Chrome 1 Citrix Workspace R B2 iR B4
KEMMBRER,

AR

iBEAF HTML5 #1 Chrome #9 Citrix Workspace MBI &R Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. BEEXHENAER
g EHE Linux VDA, &8 Citrix Workspace R ABREF LA LM EHENR, SABMXXEHEEFERHAE
BIX . BREXHM Linux VDA THEIEFIHIGE, B THEN. AIME ISR THIRPRNIX . —R&ZH
LU 100 2.
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AR

Z7£ Linux VDA 5& Pimig& 2 el EHM T H 4, EHHEER Citrix Workspace AR I AR,
BT LU AFHERCSC Y Citrix Workspace N R2FhRZN.

BE FEREX 4 EmAIERINE, THEEHE VDA EHNREFFRNGEE RN G B ERIE R iHRE,

AR

BE FTHEREATERES TR HZEEFRX MM EE FEX A REIE N

TEZBH FHHN—LEAM:

o TEXHLUFRERIZRNRE

HEEAXHHEEM Web JKRBUAEFRIEFR, M Web iix FHAIHAUREES VDA ENREFIIHKIEE
BRP, UWEENFRIEFHEE. EXNUEDTH, BERIEFH Web JRBHRIATHERIZBEHRED

BHEE, HESBITERT HTMLS 5 Chrome 89 Citrix Workspace M BZF8I Web 5538 ig B At T
HER.

o BXHBoHENEREFIRNIRE

AEBAGNKERIET, EREFXN, AERKEBSHHEFZREFRNREERD, UEERFPHRELH

A

XL RS

BILUEEA Citrix Studio @B X HERER, BRINBAXHER,

[ Console Root
~ ¥ Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups
E Applications
[= Policies
[# Logging
~ [+ Configuration
£ Administrators
Controllers
Hosting
% Licensing
m StoreFront
@ App-\ Publishi
O Zones
~ $4 Citrix StoreFront
m Stores

Server Group

ERBRIEA:

Policies
Palicies Policy0
1 Policyd
¥ Allow file transfer between desktop and client
2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)

» Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICA\File Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

« AFERESEFEZEMEEXS. AFEELIEAFE Citrix Virtual Apps and Desktops &iE5Hig& 28]

RRIX o
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o MEE FHXMH. AYFHALERAFESXHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o BXHLEHIISEE. AYHELEAPEXHMEIGE EHF Citrix Virtual Apps and Desktops i,
AR

NHRMKRE FEXEEXG LB RERBEN, FRATERES TR IHZEERX 4 REFIRE NI

fERER

Ei@diEAT HTML5 89 Citrix Workspace W RIEFEEAXHEHThEE, BEHRITUTIRE:

1. 7£ Citrix Studio A1, % WebSocket EEHERIGE 2 iF.

] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators 1 Policyd LMJ Settings LW&J
Controllers » Allow file transfer between desktop and client

Hosting 7 Unfiltered User setting - ICA\File Redirection
& Licensing Prohibited (Default: Allowed)
m StoreFront » Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ § Citrix StoreFront » Upload f.ile to dESth -
[T stores User setting - ICA\File Redirection
Allowed (Default: Allowed)

B s G
erver Group b WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. 1z Citrix Studio /1, &3 bR & HRER R A AL HTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEREIE Receiver for Web ii= T, AEEEER
1a22{E 8 Receiver for HTML5 %15k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store o
@ Citrix Workspace
Cffered by Citrix
b & & ¢ 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) BEHEFME Chrome LU Citrix Workspace B Z2F#RI1ZI Google Chrome 1,

3. £ “Chrome AR tELEEH “EATF Chrome 1 Citrix Workspace AR
4. BNEEREM StoreFront RZARER URL,

MREZHAT Z URL, BB LS,
5. BaEMKREENARFSIE, 7 Linux VDA 5FFiHig& ZEHRIT— RSN X E .

PDF #TED

July 27,2021

fEMA 15 PDF $TEN8Y Citrix Workspace M AEFhRA, AILUITEDM Linux VDA &iERERF%IRE) PDF, SIEFTENE
A & ix5 =% T Citrix Workspace M ARFHAMITEN. EAMITEN L, ATUGEMAFE PDF £581TH
PDF, HTERMEITENN _E#ITITEN,

Linux VDA Z3F7E LU Fhiz<iy Citrix Workspace A2 L##1T PDF $TED:

« Citrix Receiver for HTML5 hg4s 2.4 2 2.6.9. AT HTMLS5 89 Citrix Workspace R 2/ 1808 RES
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

EcE B

April 18,2024
AIESMA5ER Linux VDA B-EEEMHIE.

BXEMER, BERRARERMZEMARED.

[T

Thinwire 2 Linux VDA FEAN ETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS RS 23 1T R E R RIRBERUABRARI, HH XN REBAFHRA LT R

o RIFRER, XBHINEE, TRERTEMESE, RISLIEETHERAFME Citrix E#%i%4#F Thinwire, B
Thinwire B WHRESETFAHERY BYE. HFRENESBEGREFELSIMK,

o HNENRER, A Thinwire 124257 H.264 3¢ H.265, USIEu#AFP ARG REEREREITRK, LE
EEXREMER 3D BFMNERLT.

o HXNEMTUMKIE, Thinwire PHBEENSTRARIRFBHE G (A, 57 3D), HREEGBHNFRE
B ERA H.264, EZFM4ER H.264 15M4RED2E 21 HDX Thinwire 12N FRAIEEHES (HII0RAA
&), HEA H.264 MSMRMAELSEN H##1THRID. WTFRENERED (BEXANRZER), DASERER
E4% (JPEG. RLE) MIEERF. BREURBUTEL: EARETR. ReEWMANSREUREHMUERS
ERXAHEREER. BERAIINE, HRREIEERMMERIESRHITEREELNRIFIER BHARE)
FEHWEHEUHKE. BXEFAER, BERAETRRILE,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIZE (BEUTHMERERIZE) JUATHERZEAERARNEEH#TTE:

o BRENEEEERE
o BfRhnEER
» MIRERE
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£ Thinwire #3§ H.264 BT “EiE”

MIANBRT, HENTBES, ARRERKIKENTHRTEZEETA H.264 MAE JPEG.

H.264 4 rTiR M SN EGRRE, FERAMMGRIDISRHTERERISEHIZEIRD, BIMEENRIFNER, EREIE
PR JPEG, HEERIMAMRLDSEHITERERRILE N NERTIMRFLESE. IREFIFAZFRHEREME H.264,
TILEMIRBE R4, THRWEERIGEEEI JPEG, Citrix Receiver for Windows 4.9 2/ 4.12. Citrix Receiver for
Linux 13.5 2 13.10. &AT Windows 89 Citrix Workspace M B#2F 1808 RE=Shiads, MUAERT Linux 89
Citrix Workspace M A2 1808 RESMRAZEHER Y H.264, B X5 REMNERMINIRARED 23 T ESERELIE
BENFMES, BESRUNEREEEENEREKLE,

¥ H.265 MIT4RARRD 23

M 7.18 hiit2, Linux VDA Z3¥ER H.265 (IR ARIE ST ITiZE R A IS TR IR, f&aT LUTE Citrix Receiver
for Windows 4.10 2 4.12 #i&ATF Windows B9 Citrix Workspace M B2 1808 MBSk LEAILtIEE. B
MIETHEES &, E7E Linux VDA f1E Fif LB ALLIhEE. MREFF iR GPU R #r6EA DXVA #0317 H.265 ##

“EIfZ89 H.265 f#18” BRIGERRAK, SIEEEIRZIER H.264 MSiF#EIERE. BXFHAES, H5H H.265
M*ﬁﬂéﬁ{'ﬂ%o

27E VDA L/2A H.265 BEfH4E3, BHITLATRIE:
1. ERERINYRRIEEERIDRE,
2. ERHX 3D B TIFRAHMLIULRES,

3. WRERIIRRLRATERRBRARKE, NRENHNBIRR.
4. WHIRMEFRERIERIRE N TR TIRE T

BEEF EBA H.265 BAmS, 1550 H.265 545,

15 YUV444 3R 4RES

Linux VDA 3z YUV444 4Rt YUV RERARSAESMRENESENREE, EYUV S, Y RR=ER Luma
&, UV RREEE chroma 8. &8 LL7E Citrix Receiver for Windows 4.10 F 4.12 f15& B F Windows # Citrix
Workspace [Zf#2F 1808 RE= RS LEA Linux VDA BIX—Ih8E,

SiNE—HY. URVEYES 8 s —1FH. YUV444 $iEEK L 24 (I/GEHNEREER., YUV422 HURSE
ERMEEZEEZ UMV E, MNTSHREIEEERERRN 16 {i1/18=, TRET T YUV444 1 YUV420 ZEIRNEWEL
L3038

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 219


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/visual-display-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/graphics-policy-settings.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improve/h-265-video-encoding.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improve/h-265-video-encoding.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/improve/h-265-video-encoding.html

Linux Virtual Delivery Agent 2106

YUV444 YUV420

O (W | =

£17E VDA LB H YUVA44 IRE4RES, BT TRME:

1. WRGER MR ELDSRH T ERRBRENHNENRER.
2. BRBMAREREREIRENIBE TR TRE,

RIS AR EIRARTYLRER

B RER R A EEARTYMEE, Citrix 18587 HDX 3D Pro BE44RiS,

£/ HDX 3D Pro f+4F3Rt, VDA mILLBIERIE M LIt MEHREHRET EABERBERGOIMBIDER, X—H#
HEIhRER it T — T B E AR E B Ho

AN R T BRI, BERAILINEE, FHETUT®H<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

BRTERLINAEZ Sh, ERATLUETTU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent SR EFTHEABERNE DL, KENEEE, BRMEEW, ERDEME. BNMIETBER 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENEFREEFRFFE, WSEHNMRLATREERE, RARKEEMHIN. BEBIEH
EEHEN L ERBRENRNN, BT LARRIL R,

A% Linux VDA Thinwire StiFMERITESIR, BRHERZIEYIR,
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BX Linux VDA EMZBEMBXFEENER, 551 CTX220128,

ERRERR

HOVEEM Linux 2IFFEBITHERRSETRIATEE TERRERR, ZERENTEIEGRESREEZEK
B EHBF i,
EEMABER, BERUATIE:

l. T:E CItI‘IX Stud|0 qﬂ)*'ﬁﬁ.ﬂ)lku?ﬁﬁ%%%ﬂ]ﬁo

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off

Releases of CVAD 2101 and laler \nclude an \mage quality slider to help the user find the right

«

2.
AR
MRERKANTFRERIEIGE NRA T LHEE, WAEERER Ul
Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

R LUR AL T T

 EENEGRE, BBBR BRFHSEEN 0 F 9
 EFARAEXIRE, BEFRILRFRE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 221


https://support.citrix.com/article/CTX220128

Linux Virtual Delivery Agent 2106

o BEYMEIEHIRN, BERERERRE.

BEHR
KREEEERAMHERRN

BITUTHLREBEEEAPHERER (0 7T TW+; 1 RT2FMRERGES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

HEREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "Ox00000000"--force

KERBIEERA H.264

BITUTaLREEETERMEH H.264 (0 RRKREEM; 1 RTEEFER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

LEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

KWEETIEER-R H.265

BITUTHTREERTERERASR H.265 (0 RinkfFER; 1 RTEREER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

QEIETEEAWM YUV &353R

BITUATa<RIGEIERERBM YUV HiZHE (0 =7 YUVA20; 1 REYUVA22; 2 KRR YUV444):

AR (NHIEREAERDESEN, YUVFormat EZABEN.
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

RERBIEEEA YUVA44 RG4S

AU TR RIGER TSR YUVA44 BRIHRD:

=

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIETTIRSE, SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FEREMHHED

BITUTHL (0 RRKRER; 1 RTEERER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

FERIEMTF:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

S—MAERER nvidia-smi &<, MRETFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
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| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |
N/A |
| N/A 42C PO 14w /31w | 207MiB / 4095MiB | 8%
Default |
o o e +
e +
| Processes: GPU
Memory |
| GPU PID Type Process name
Usage [
|:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[ 0 2164 C+G J/usr/local/bin/ctxgfx
106MiB |
| 0 2187 G Xorg
85MiB |
sttt et it L T e T +
<!--NeedCopy-->
t#aik NVIDIA GRID B/ ik =i2F 2B EEWRE
Zfik NVIDIA GRID B2 iR shiEF RS B EMRKTE, 1EiE1T nvidia-smi, EREMUTF:
+ ______________________________________________________
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ e it ittt e e T e +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
[ 0 Tesla M60 Off | 0000:00:05.0 off
off |
| N/A 20C PO 37w / 156w | 19MiB / 8191MiB 0%
Default |
o et +
o +
| Processes: GPU
Memory |
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| GPU PID Type Process name

<!--NeedCopy-->

NERGEEHNRE:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro %5128 &40

MREFEENBEELLKEBLA, HKZE NVIDIA GRID FeERE R A

E Xorg HiRAE

Xorg WBEEXHiEEMUTF Xorg.{DISPLAY}.log, 1T [var/log/ sx#desh,

B X017) 77 Kz PR
34+ vGPU, Citrix Hypervisor itz & 271 ICA SEASTERE
fRRF I BEIBEITU TSR VM KAt VGA =615

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 ERAXHEEBEN T#T YUVA44 B4R
WY R E R AT TR, R NVIDIAK2 ER0ERT, AFRBRMEARR/fSESIENSHIRRIK R,

HIizEEZEN NVIDIA K2 ERFAXFEEBERN T#HT YUVA44 BRI, BXIFAER, FSRIMRmE IR
18 GPU X#51%R,

R Gnome 3 SEETRRIE

XZ Gnome 3 £SESIEBEIHIRE,
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7% Citrix Workspace M AEFEHOA/NN, B OpenGL/WebGL M AEFTERIFHEN

8% Citrix Workspace MARFEOANRKRLERFEIYE. NVIDIA ZRRHEFRBEHFELNICRES, HIIEE
RE B2 AN AR, BN, WebGL FErtk lightgl.js TaE24EmMEIR, 18~ Rendering to this
texture is not supported (incomplete frame buffer).

Thinwire i#XE =

April 21,2022

SEREMAERTEEISEREEHRMER. §i0, XNFHF/NF 2 Mbps sIEREE 200 ZMERE, £ Web TiE
ERAFTRESTREE. TMEHFRE. BENBAMRETRSSEETERZEH.

ET7.17 R, EEBEARBRIERERTRESRE, FERRSERENRUNRERE, HERERMNVHAERRE (16
fiisg 8 (IE), BR, BHATMEAF REMMIERE, HDX Thinwire RERIBRER RS IAEHSEGRRE,

M 7.18 hRiE2, HRIAHEET 2 Mbps AMLKIEREBT 200 278, HDX Thinwire 2EIATIEEH# X EMHIE.
R T

s FrE#HSEGREEREES.
o XARERR,

pign, ETES, FIHAERRALTENRS, ¥ FH e AFEEER, BREREESE, i EEREHER
SHAE, NMESEGMXXAIRURE, H#HRIERE .

Features

BRELESRERER, BEANEGMXIGZHREIITHRYR. §iW, ETEHR, FEFBESRaR %, BRI

RRERT.
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Features

NFEG, RUERRINRIKSGZE. NTFXE, RESIFERBRNE NS, HUIERES M L#HIT. FE
Al SR AR BB N R B AL MBS HELAEIR

BTG (D) mEdBEN BREiEEFEl H.264 #1TEIE,

snfAfE A AH TR

BINMERT, HHIREANMNERERKRES. F RUARE) MEMSLATHESERKS.
FEUTERTREIXE (FER) HElRX:

s MERE = AT LHIE
- BRELNEZEAERE =8 U
o ERTSIRMRIEIRHITES = HNBIER (FE2F H.264 8Y)

AR TR ESERARESE, MRBIMUTERZ—, NIRRT

. AIFEWEET 2 Mbps
. FAIERIB 200 =

REEXRE, ERRAPRERELE 10 #ehedia), BMEMSFRHEARF IR,

BAATMEIT N

AILGEEIETT LA T e < Bt TR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hrh <value>:
0=t&xH (EEABRTEHAER)
1=851 (RIEMSKTE, BIAE)
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2=0REFE
T BEHRR (1) B, ALUBTTU TS 2 —EXiEimE SRR E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hreh <value> < FifE, L Kbps J&fi> (BIAE =2048)
Tl 4096 = FEH KT 4 Mbps B E#ER

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B A RIHEL,

iE GRID 3D E

March 11,2024

pu

WiF I ThaEIaR, Linux VDA R{Xz#F NVIDIA GRID 3D &, mEAE&##E GRID 3D *.

T
EZ{EAIE GRID 3D EfsThEE, Esdl:

% XDamage A& &S, BEBRT, XDamage 21ER XServer i BiEF.
%% Linux VDA B CTX_XDL_HDX_3D_PROEEBA Y. BXHETENEE, BSRALSE 4 &E
IEITRIMR U TER RS,

- %
63

icE
Xorg B & 1+

MREH 3D RIEEIEFZE NVIDIA, N BEhREMIGEREN .
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HhEAR 3D +

INRER 3D RIRNEFARZ NVIDIA, MATUERTEE /etc/X11/ TEMNEMERERE X H:

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

Ll ctx-driver_name-1.conf 3fjl, $17UTIRERESIEIRECE XM

1. ¥ driver_name & L FRMIIREHIERFE B Fo
a0, MBEMIREHIEFRIA intel, ATLEEREXHRBERN ctx-intel-1.conf,
2. HINMSAIEEHIZER(E B

SMRIREEXHH—MEERN “Device” MBS, XEOWERFE, ATHTBMMBDIEFES. BERM
TR EIEFE R ZAIATRETAR. BRAXHNOINE, BRITUTERE:

a) BESHEAISERMN 3D R THREERES. PTUERESNEEXH. HIATERER Linux VDAICA &
R, &R 3D REERAANEEXHNAIFEREREERER.

b) BAHMEBEXHR “Device” HHEHIE ctx-driver_name-1.conf,
3. BITUTHSKIGE MR, LUE Linux VDA BEIZIRFIES I 1 FigBMERE X HRZ M.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

EF3E GRID 3D Ef/Ih4E

AR T, 3E GRID 3D B Thse b FERRS, AILUET T <i§ XDamageEnabled i&&5 1 kEBE.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "Ox00000001" --force
<!--NeedCopy-->

HEHEER
FEE S H B E Az 4 H O ELED

MREA L EAMIEIT ID NBEER, BFFERENIER, WELXEFHHIER AL HELBRE NG EER
Jopt/Citrix/VDA/bin/setlog ##i& GFX_X111i&&# “verbose” RUtERREREELUHITIAIRE,
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7

FREHITIEMH RIS

iAnANEZE AL IER

o & R

April 21, 2022

ot
ik

RBREXERAEE Linux VDA,

R

ESUERE Linux VDA 48 2 5 REE X LARHITI,
RHEL/CentOS:
sudo yum -y install openldap
sudo yum -y install libxml2
sudo yum -y install cyrus-sasl

sudo yum -y install cyrus-sasl-gssapi
<!--NeedCopy-->

SLES/SELD:
sudo zypper install openldap2
sudo zypper install libxml2
sudo zypper install cyrus-sasl

sudo zypper install cyrus-sasl-gssapi
<!--NeedCopy-->

Ubuntu:
sudo apt-get install -y libldap-2.4-2
sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
<!--NeedCopy-->
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&

Citrix Studio FHEIRISE

Z7£ Citrix Studio FIGEHREE, FRITUTIRIE:

#TFF Citrix Studio,
IR RS E R

B OIE RS,

RIS 157/ B L,

W

VDA i LDAP fR55858 &

ST eiEFEE, VDA LAY LDAP RSB B[IGB B ENEN, B FTHIRMBEMIFIE, ZIRBEEVEN. RIBRSEEIIE
B REEXEINERHIT LDAP 1835,

2% Linux VDA #ii+81/5, BITUTHS:

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENBENBNFE LDAP RS2 TR LDAP =2 EE K (FQDN) (%% LDAP i%0O) FIE (i
adl.mycompany.com:389 ad2.mycomany.com:389).

Checking CTX_XDL_LDAP_LIST... wvalue not set

S to di er LDAP servers, however if DNS is una
sparated | »f LDAP Fully Qualified Domain Names

If required, please ( ort of at least one LDAP server. [<none>]: l

TR LUEEIETT ctxreg s SR ILISEHES NEMER:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->

SREESZFYIR

April 21,2022

Linux VDA FERL 15X

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 231


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2106/configuration/policy-support-list.html

Linux Virtual Delivery Agent 2106

Studio &

fEFRZE F iRt 8]
ICA HRTTIEHE
ICA HiR1TIZIT &8
]

TREER ICA FiR

Bt

Pk USB Ig&E
RE [R5 B2 PR
EFiR USBIR&EE
ERHEEDL
LR EE M EEIR
!
IR EE M B IR
B

XA EE R R

X4 EE R RS
Bt

TENNEE MR
&l
FTENN EE MR
B
WebSocket iz

WebSocket izO0=

WebSocket a1{ZiR
i E=E 3B
ICA RIFENIRTS

ICA REFERPRTSHEE
i)
ICA flrg8im S

HDX Bi&Rz &4

AR AR KE

UselLocalTimeOfCliem
IcaRoundTripCheckEt&ied
IcaRoundTripCheckPe#otd

IcaRoundTripCheckW#Enidle

BF
BF
LimitAudioBwPercenig ~

LimitOverallBw

LimitAudioBw

LimitUSBBw AR
LimitUSBBwPercent AP
LimitClipbdBW RF
LimitClipbdBWPerceatr

LimitCdmBw BF

LimitCdmBwPercentBF~
LimitPrinterBw BF

LimitPrinterBwPerceftr

AcceptWebSocketsCotiéttions
WebSocketsPort i+

WSTrustedOriginSeri¢BLifit

SendICAKeepAlives it&#l

ICAKeepAliveTimeoutt &

IcaListenerPortNumbeg,

HDXoverUDP HEN

1RIR

ICA\BY X =45
ICAAZLRF 5
ICAAZLRF 51

ICARLRF 5T

et

ICA\F
ICA\F

et

ICA\

H
et

ICA\

H
e

ICA\

H
et

ICA\T

i

ICA\

i
gt

et

ICA\H
ICA\

H
et

ICA\

H
e

ICA\#

=

ICA\WebSockets
ICA\WebSockets
ICA\WebSockets

ICA REFERNRTS

ICA REFERIRES

ICA
ICA

FRINE

fERRSS BRI
BEA (1)
15

FRIE ICA (REFEDD
KREHR (0)
60

1494
Preferred(2)
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Studio &

REA] s
=ik Ul BERE
&5
FERIE
RIEA] Ry

B FIR B EIEE

Wy

BEF IS MEER
B IFTENNEE R

Hznel#E PDF &M
FTENH
FTENH IR BhAZ PR BR ST
AN

EFIREMREE M
EFif USBIR&E
E[R

PR USB IR&E
TE RN

B ERESE

IR R SE
BirE(EnuER
R
RTEFRE

fERLSRYR ARG 23
1748
fERIRY AR 258y
BB 4mBED
RAVFIL T TR ESE

AR AR KE

AcceptSessionReliabitigflonnections

ReconnectionUiTransg&EincyLevel

SessionReliabilityPost &1
SessionReliability Tinregdht
AllowAutoClientRecomrect

AllowAudioRedirectidir
AllowPrinterRedir HBF

AutoCreatePDFPrintgg~

DriverMappingList AP

AllowClipboardRedirBF

AllowUSBRedir BF

USBDeviceRules BF

1RIR

ICA\=IERT M
ICA\ZEFiHEHENR
PEE3

ICA\RIERT £
ICA\RIERT S 14
ICA\R it B 5 EH
R

iR

TED

TEN

FTED

BIMEAR
USB

USB

MovinglmageCompré&ssionConfiguration Thinwire

ExtraColorCompressis
TargetedMinimumFr#asesPerSecond
FramesPerSecond RF
BF
BF

VisualQuality
VideoCodec

UseHardwareEncodifgForVideoCodec

AllowVisuallyLosslessg@mpression

Thinwire
Thinwire
Thinwire
Thinwire

Thinwire

Thinwire

Thinwire

FRINE

R (1)
80%

2598
180 #
A (1)

R¥F (1)
RF (1)
BEZH (0)

"Microsoft
XPS Document
Writer =,
Deny;Send to
Microsoft

OneNote *,

Deny"
7 (1)
=1k (0)

“\0”

BEA (1)
E£A (0)

10 fps

30 fps

= (3)
EHERGEA (3)

BEA (1)

E%HA (0)
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Studio &8 TERFRINE R -3 IR BRINE

ft3f 3D BRI 1Efh  OptimizeFor3dWork g Thinwire M (0)

itk

EEEmNEEgie  PreferredColorDepthi Thinwire 24 fi/%% (1)

R

EiiRE SoundQuality =)= =l B - AN EEIm

(2)

ZERiEERNEED  AllowMicrophoneRedar =Ll ¥ (1)

BRARIEHR MaximumNumberOfSe&dibns hHEE 250

HEABRBEE ConcurrentLogonsTolEEgifice AHER 2

BRE4IREMEHR  EnableAutoUpdateOf€&ntrollers Virtual Delivery ¥ (1)
Agentig&

BNbiRiEREHIER  ClipboardSelectionUgdateMode BIMEHR 3

FREABTEMRNX  PrimarySelectionUpdateMode BIREAR 3

&= speex Big MaxSpeexQuality FAF L 5

BEEEE KIS AutoConnectDrives PR X#EER/CDM BB (1)

2

B imtRIERNER AllowCdromDrives HF X#EER/CDM 23 (1)

B PG E RIS AllowFixedDrives P X#EER/CDM 7 (1)

BRI ENEE AllowFloppyDrives RF X#EER/CDM ¥ (1)

E P i MEIRENES AllowNetworkDrives BF X#HEER/CDM 7 (1)

Pk ETEHR  AllowDriveRedir BF

XHEER/CDM A (1)

RiFFFIHRENEE  ReadOnlyMappedDrifgs™
7]

x#EEE/CDM B2 (0)

Shukasay AllowAutoKeyboardFBpUp MRVC B2H (0)
AFERESEFE  AllowFileTransfer AP XHEH Y
ZIBEHI M

MRE XM AllowFileDownload AP MR pigas
Bt EHE S| AllowFileUpload AR MR Y
RIETENITHET 28 EnableSessionldleTirfer KBRS BEA (1)
KiETWitESEsiEfE  SessionldleTimerlnteRval KIEITATES 1440 5%+
A =iEiTATes EnableSessionDiscorm@ectTimer =IEITETES 22 (0)
Wi =iEitedesiEfE  SessionDisconnectTimerPeriod SIETTE 2R 1440 5%
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} =r

AR

3% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB1R #hiX (UDP) 1245 4f, Linux VDA 7%
. BXFEER, BSNET AP BRI (UDP) LREHE .

AIUER LT Citrix $EE&I&E7E Citrix Studio HEREERIEEZITET S

o RETWITIIR . WERDXWTHIIERHISEHER B FRE

o [ETHITIIRIRE. RETHASIENREIRG. MRFJETWITBREEA, FREDZETIRENRBEIAR
WEIRFRA, IEREFER.

o BIFFEZASIEITIYER . WER DX IEENSIERGISEHERTE FRE

o BIFFERIEITISRIENR: IREMERNRIETHZ AR E)E]FR.

EERRIREN, FHARXEREEDEPRIT B

TRIENREIRGIZIEN, BER—FREESHB. BXRM, BERUTERHE: KREXAESHEE, BLARE
RERFATIRS. BESERTENRES, BFRHEAPRAUEETNITEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

A L7E Citrix Studio 7.12 ik EShRADE E L T 5HRER,

« MaxSpeexQuality

& (E%): [0-10]
BiAE: 5
HRES:
BIMRENPEN, SMETEMRA Speex FAFLEXN SIMEEHITHID (FSHASMRERRK), Speex 2—
MERFREDR, XEREERTHRNESESREEREITES. SHM—EIESTHRFELDRTRE, XA
FIEREMLAFE 2 EFF AR E. AZEEHE Speex fi3IIZ @I SEEE 0 2 10 ZEMWRESHIEH, &
BlHE, RS,
&= Speex RERBEESMREMHRRE (FSHSMETEMHRIRGIRE) EFERE Speex FREX S/MEE
i, MRBMREBAP, FIEBBATEHEL, XBERERFXRE. NMRSMRENE, FOBELTE
HIRI, XRFREREERIE, BRI Speex REARENKRR TERRMILEER, &iE Speex REHINAR
KIEFHTE LT &M

- F&F&e Speex |BE,

- HILRREFINFHRERS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 235


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio.html#audio-over-udp-real-time-transport-and-audio-udp-port-range

Linux Virtual Delivery Agent 2106

HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE

Linux VDA EMIEINEHR,

- FNEEAREBEAREMEIZF I

RNEZBAREH

Linux VDA LW BIERIEERN R T EARAEHEF K EWEILER, BEFE EWEERIEERNB T EEHN
Linux VDA MBI,

- BFMEERABREEAREMEEMN

Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA Z#5BIMGMRIERE

NBEEEREN

REMERERND. Ei=Hl Linux VDA 5F P ik 2 BRI E SIFAENEITH, NI
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TENEEEREEABTERNEAN T EERNSENELIRENERNE,

fcE IPv6

November 8, 2021

Linux VDA 32#% IPv6 LUES Citrix Virtual Apps and Desktops fR##—%. FEALLIHEER, EFRUTEmR:

o WFANCHRIFE, BRIEEXNEA IPv6, TNER IPv4,
o WNER7E IPVAIMIEHREAT IPV6, Linux VDA 3% 1T.

BB

o BEANMKIFEMITN IPV6, MIERE ST Linux VDA,
+ Centrify 73544 IPv6,

Z% Linux VDA BY, REESRT IPV6 HITEMRISHRINIREES.

7 Linux VDA E2Z& IPv6

B4 Linux VDA NEEE Z i, BHFREN Linux EIMVLLFIZE IPv6 MEHiaTT. BT S IPv6 BBBE XA EM R
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i@ &4 1 7 &E7E Linux VDA EE A IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

IR Linux VDA &1 ML&EO, MELER ControllerRegistrationlPv6Netmask 5= BT Linux VDA £
REImLEREEO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" —-—force
<!--NeedCopy-->
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5% {IPv6 netmask} Hik n E AL (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ¢4 IPv6 SBEMIFMES, 1ESH IPv4/IPv6 255,

B

KRERA IPv6 MEFIEHER ping6 12 AD # Delivery Controller & a4,

Ao Citrix ZF&%0cgEitLl (CEIP)

July 22,2021

25 CEIP i, &4izm Citrix KZEZFITEURMNERBEREE LIRS Citrix =R REMMERE, i, EREN
BlAE# %% 5 Google Analytics (GA) LUBTHUE. SRt 4.

AMRIZE

BINERT, EBERE Linux VDA 2825 CEIP, XAAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRARE,

« CEIPSwitch
BRZXEA CEIP AEMRIEE (BAME=0):
{i1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#: CEIPSwitch
&: 1=%/8, 0=BA
KIgER, CEIP & FREARS.
AR i BT T < REMA CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch

BRI GAEMRIRE (BIAE=0):
fiig: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP

£%F: GASwitch
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&: 1=28, 0=5H
KIEER, GARFRARS.
AR P EIETT U T e <R A GA:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "1"
<!--NeedCopy-->

+ DataPersistPath
EHISIBRERFNEMRIZE (BIAE = /var/xdl/ceip):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
&: FrRH
AILUBITA T ap @RI E IR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERRETHRIARZER,

M Linux VDA y5#9 CEIP #3E

TREHTWENEREENEETA, SEPFESEMREERTFNFAER.

RS R RINZ TR 588

i+ E# GUID machine_guid PR MEFREREIERIIT B

AD AR5 ad_solution RRITENBSEIIN T AR AR FRF
3]

Linux W#Zzhikas kernel_version RTENAZAR XA F /TR

LVDA fr7s vda_version FRREEM Linux VDA fRASHIX 2
FRER

LVDA & e & update_or_fresh_install RREESHREFLFHRLF Linux
VDA # BN XA F RS

LVDA =754 install_method Fro@EidfERE MCS. PVS, Bingi
HFHRERE T LI Linux VDA
RN EFERT S
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HiER

S&EBA HDX 3D pro

EEEA VDI &5
REXIFHIGE

LVDA £ Z/RS EREH B EhATIE

GPU 3
CPU W%
CPU i

MEBERERN

BERIE

Linux B ERFAMRMARZ

AR RIERTE

SIERRAY A

Receiver ZPimsER!

Receiver Z P iR

FTENIT ¥R
USB EEMit¥#

Gfx Rtz LR

ERRIE TR

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

iR

RTERETENLEEA HDX 3D
Pro X AFfF &
KRB RA VDI XM AF R &R

AL BN XSG BN EFR
&$

ctxhdx # ctxvda RREM X
EiEmeTE, XA
dd-hh:mm:ss, %0 10-17:22:19

RTITENE GPU %3
RTENS CPU AR EEL

& CPU SIRpFE =#8 (LWL MHz A
1)

RTYIERFAR NS (LLKBH
B11)
RS IR RN LB
& (BERFENER) WRIEHROEHR
RITEN Linux 2ERSKZ A
ARASEI XA F 7

TR MEIREV IR 21E

RTBHNRIENTREN AT
& £@E <appname>

BT RESIENEME, — P 2iE
AIE ZEREYE], ERRIERTIL
W E
BFRENERIFHENSIERFERN
i)

KRBT EIEIERN Citrix
Workspace [z Fi2F I B HYEE$K
RTATFRIRIEM Citrix
Workspace [z F#2F IR SIS 2
FRER
RINRIEFEAITENTHRER R BB 2K
RIARIEER USB I8&HIREAVEE
#
RESIENERRHIEF LB A
FRIER
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HiES ERRIZ IR 588

E- A shadow_count RIASIEWER BRI EEER

BRERES ctxism_select BERAPEENAMEESHNAE KT
o=

BREREEMITE scard_redirecting_count REBRFREEMATRIERNAR
FHSIEERAR BHIRIERRER
ByEE K

fifE USB EEM

April 21,2022

USB 1&#&7z Citrix Workspace A#2F5 Linux VDA SEZEIHRE, § USB REEEMIIKERS, AP UE
fERR A ERER USB & MEERTE.

e

HMLBIERETF 100 2508, FHAVZIWER USB EER. HMKEIERET 200 26, B776EH USB EEM.

USB EEmB&=1"FEHEIIEE:

* FHRIE A (VHCI)
« VHCI BR55
« USB BR%S

FFiE VHCI:

XE5 USB EEMINAERE T BT IP WERLER USB REHZRS. B Linux RZEEFEM—LAPRREA
Y, XEEFEEERIIS NIZIERNTE RIS LIRENFRE USB #B, £ Linux VDA 23, Citrix A VHCI BIRZIRED
. 182, Linux VDA 5 Citrix Workspace R F#2F 2 [B#9FrH USB #uBEia#Rii &z Citrix ICA thiXH#a
S

VHCI fRs5:

VHCI Brss 2 Citrix e itk 5 VHCl MR RBENFRIRS. 1ARS 7Y VHCI 5 Citrix USB BRSS ZiEBIRI X,
USB Aks5:

USB BRSS#E% FEIE USB 1&& LAFRE RIMEAMEURERRY Citrix IR,
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USB EERMIIEAT

BEBRT, MR USBIRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREBNFEATERDN Linux VDA £i%, USB RERMTEREFARERER, BELREREHHIE
12, WMRHKRRMIRENIER, &N Linux VDA 2IETEEAEEMM USB %%, HR USB iREMEEM, BR
RIRIZFH EREE RS,

Linux VDA 25— Al EEMEZFIHMIMNEFHEEMN USB 8%, I, EmEHRE (CHR USB #i)
&, BRAMAELLAE#EE, MERHITEMEMESR,

X#H USB &&

THIEEBEMIAZIFL Linux VDA irds, AILEEFREMIESE, BEEINME
AR

Linux VDA {%3z#5 USB 2.0 ¥

USB ABE=FHIEE VID:PID XHRFE
Netac Technology Co., Ltd 0dd8:173c FAT32
Kingston Datatraveler 101 Il 0951:1625 FAT32
Kingston Datatraveler GT101 G2 1567:8902 FAT32
SanDisk SDCZ80 iXz3rEh28 0781:5580 FAT32
WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB 3f&{Y VID:PID

Epson Perfection V330 i85 04B8: 0142

icE USB EEM

B Citrix ISR R TR ANEA USB IREEEM, Ittsh, EaILUEEA Delivery Controller SBSIEE R &L,
7 Linux VDA BCE USB EE MY, J5ECE AT EREEFIMN .
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« BPi% USB IgEEEMERK
« B USB iREEE@MNY

B USB EE MK

7z Citrix Studio #, BA (HER) 5FFiHziEs USB R&EEER ((RPEIIEHEEN).
TR EIEES:

1. EEAW.
2. BEWE,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(®) Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

& USB EEMHMN

B USB EEm%es/E, A Citrix Studio IRBEEMMN, HERIEEAN (FIEL) 7£ Linux VDA LIERHIL
B’
£ “BEPFim USB IREEE@MU” SHEEH:

1. SEWMBEANEEMN, REHEELTINER.
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2. gl (4REE) MG, REHRE.

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNAEEER USB EE@EMEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1932 VHCI RIZARIR

USB EEm#k#ftF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERROEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIERM Linux RITHRAZHITRIE, BRTR:

ZHFH Linux Z17hR N EATTES
RHEL 8.3 4.18.0-240
RHEL 8.2 4.18.0-240
RHEL 8.1 4.18.0-240
RHEL 7.9 3.10.0-1160
RHEL 7.8 3.10.0-1160
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T Linux %1ThR AT

SUSE 12.5 4.12.14

Ubuntu 20.04 5.4.0-70

Ubuntu 18.04 4.15.0-140

Ubuntu 16.04 4.4.0-206

Debian 10 4.19.0-16
5E

MREEITENBAZS 7 Linux VDA MEZNIREIZF &S, USB BRSAIRET AR, EXMERT, X4
e B S VHCI MIIEIREY, 7 eefEA USB EEmINEE.

HIAERINZS Citrix IEMIRRET —5K

FEL1TL, BITUTHLKBANZRE B

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

MREBLBITALY, MAREIRERINMNE, BhAES Citrix REFRIR—HK,

MRGBLEITEETRER, WARS Citrix BRF—, BMEHWE,

5

B VHCI IZRR

WMRISHWRIZIEIRS Citrix BARESF—, BHRITIUTIRME:
1. M Citrix THuE= T# LVDA B3, % Linux Virtual Delivery Agent (sources) Z9 & &894,

2. fRE4E citrix-linux-vda-sources.zip <. $f1Zl linux-vda-souces/vhci-hcd-1.15.tar.bz2, 3
A tar xvf vhci-hcd-1.15.tar.bz2 2% VHCI SR

3. BEF A Module.symvers XHHZRZIER, KBTS BRENZLHHRIBEND Linux 217
kel Module.symvers:

RHEL/CentOS:

yum install kernel-devel
<!--NeedCopy-->

SUSE 12:
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zypper install kernel-devel

zypper install kernel-source
<!--NeedCopy—-->

Ubuntu:

apt-get install linux-headers
<!--NeedCopy-->

e
MRREMI, BB XU T XHRIRIZHFFE:

Jusr/src/kernels/3.10.0-327.10.1.el7.x86_64

4. 7£ Jusr/src/kernels/3.10.0-327.10.1.el7.x86_64 Xtk HiAEEFE Module.symvers X, 1R
EXHRPEBIXH, F (B RIRFEITUTHS: make oldconfig. make prepare. make
modules. make) MEBRZLFKEULXH, &M [usr/src/kernels/3.10.0-327.10.1.el7.x86_64-

obj/x86_64/defaults/module* £%1tt>x 14,
5. BITUTHSURERATE,
RHEL 8. CentOS 8:

yum groupinstall 'Development Tools'

yum install elfutils-libelf-devel
<!--NeedCopy—-->

RHEL7. CentOS7:

yum groupinstall 'Development Tools'
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10:

apt install build-essential flex bison libelf-dev
<!--NeedCopy-->

Ubuntu 16.04:
apt install build-essential flex bison

<!--NeedCopy-->

6. £ vhci-hcd-1.15/Makefile xf#h, Bt VCHI &9 Makefile, 3% KDIR RBEAMZER:

#KDIR = $(BUILD_PREFIX)/lib/modules/$(KVERSION) /build

KDIR = /usr/src/kernels/3.10.0-327.10.1.el7.x86_64
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<!--NeedCopy-->
7. EXfHE vheci-hed-1.15/ &, =17 make L VHCI Rz,
AR

MEBEWERIN, WaEXHEFE vhei-hed-1.15/ #8liZ usb-vhci-hcd.ko # usb-vhci
-jocifc.ko,

8. BRI RAIHIENESR: cp -f usb-vhci-*.ko [opt/Citrix/VDA/lib64/
9. E¥ A5 USB RSS!

service ctxusbsd restart
<!--NeedCopy-->

10. FHEHEHERZIE £E USB EEREEIER.

fRRANIZAT R

ERFENZEE VHCI IR AT RS I LA TR

o ARESHI implicit declaration of function ‘copy\\_to\\_user %8, &%
RTENRREE:

onsb—vhoci-jocifoc.c-216:5: implicit decl m of function ‘copy to user’

ZHEREHATARTWEAXGELRET AR BRA5Z%: ¥ #include <linux/uaccess.h> 177510 2
vhci-hcd-1.15/usb-vhci-iocifc.c s,

a

ARERHM ‘driver\\_attr\\_debug_output’ undeclared#i®, EE2RNTENRESH

/R

‘driver attr debug cutput’ undeclared

YARZBROFTESR, BEMEIR BRA%E: 2H vhci-hed-1.15/usb-vhci-iocifc.c#
vhci-hcd-1.15/usb-vhci-hcd. c X DEBUG MZEE Xo
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« T BE & H WM ‘make[3]: *x* No rule to make target 'arch/x86/tools/
relocs_32.c', needed by 'arch/x86/tools/relocs_32.0'. Stop. #i®, &
SN TENRREE:

fig Kconfig
rget 'arch/x86/tools/relocs_32.c', needed by 'arch/x86/tools/relocs_32.0'. Stop.

pe for target 'archscripts’

linux-headers-5.4.0-1031-azure'
cc'

1 reci
[testec] 2
ng directory '/home/admin ratorl/1linuxvda-vhci®
37: recipe for target 'conf/us 1.config.h'
[conf/usb-vhei.config.hl

RS ER, A vhci-hcd-1.15/ BRERTHUTH SR SUBDIRS=$ (PWD) &ign M=$(shell
pwd) :

sed -1 's/SUBDIRS=$(PWD)/M=$(shell pwd)/g' Makefile

sed -i 's/SUBDIRS=S$(PWD)/M=S$(shell pwd)/g' test/Makefile
<!--NeedCopy—-->

e WRE 2 H M ./include/uapi/linux/stat.h:30:17: error: expected )’
before numeric constant
#define S_IRUSR 00400 $#i2, #FE&N TENREHE:

In file included from ./include/linux/stat.h:7:0,
from ./includes/linux/module.h:18,
‘home fadminis orl/vheci-hcd-1.15/usb-vhci-hed.c:24:
at.h:38:17: error: expected ‘)’ before numeric constant

vhei-hed.c:1312:34: note: 1n expansion of macro ‘S_IRUSR'
| 5 _IWUSR, show debug output, store debug output);

Run the following commands to work around the issue:

sed -i 's/show_debug_output/debug_output_show/g' usb-vhci-iocifc.
c usb-vhci-hcd.c

sed -1 's/store_debug_output/debug_output_store/g' usb-vhci-
jocifc.c usb-vhci-hcd.c

sed -i 's/static DRIVER_ATTR(debug_output, S_IRUSR | S_IWUSR,
debug_output_show, debug_output_store);/static DRIVER_ATTR_RW(
debug_output);/g' usb-vhci-iocifc.c usb-vhci-hcd.c
<!--NeedCopy—-->

s HBES I ./arch/x86/include/asm/uaccess.h:433:29: error: invalid
initializer
__typeof__(ptr)__pu_ptr = (ptr); \#i®, E2ITENRESE:
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In function ‘1oc_register’:
1d 1nitial

:2: note: 1n expansion of macro ‘_ put user_nocheck’

tr)))(x), (ptr), sizeof(*(ptr)))

torl/vhci-hed-1.15/usb-vhci-10cifc.c:219:3: note: in expansion of macro °_ put user’
r(*\e*, arg-=bus_id);

As a workaround, change the 219 line of the usb-vhci-iocifc.cfilefrom __put_user(
'"\0', arg->bus_1id);to__put_user('\0', arg->bus_id + 0);.

o TgEs M error: ‘access_ok’ undeclared (first use in this function
)
if(unlikely ((_IOC_DIR(cmd)& _IOC_READ)&& !access_ok(VERIFY_WRITE,
arg, _IOC_SIZE(cmd)))) g, B2N TEANRERE:

/root/linuxvda-vhci/usb-vhei-iocifc.c:963:46: ‘access_ok' undeclared (first use in this function)
if(unlikely(( TI0C DIR(cmd) & I0C READ) ! k (VERIFY WRITE, arg, I0C SIZE(cmd))))

./include/linux/compiler.h:77:42: note: in definition of macro ‘unlikely’
(= a)

# deTine unlike {

<) _ builtin_expect(

Run the following commands to work around the issue:

sed -i 's/VERIFY_READ, //g' usb-vhci-iocifc.c
sed -i 's/VERIFY_WRITE, //g' usb-vhci-iocifc.c
<!--NeedCopy-->

fi#)R USB EEM AR

BIRBATHNERRREEMER Linux VDA BRI 82 BRI E Fhial,

TR EERA USB Hif

AT IFM Citrix Workspace R B2FEEBMFETA USB Hiai# TiAnEs], Linux VDA RBEENREEIA XL

8%, WRABMEETREIHNEERNSSE. BEit, SEEENRNAFR FEHHIZE,
4 .

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK
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fEi- B USB RiSET SO E 5

IR USB MEETEMIRFEHZREBOZME (fln, EHE LelR—LxH), ARLBMER Citrix Workspace
NAEFNIAREFLEEER, WEEHHEIBNXHRIREER, HIRLAERRNERHIET ARG, &%
EXHRATFERNEFERF. REHRTNEEERS, MREMA Citrix Workspace ARFHITAZELEEER, N
REREGEERNERE, NMSEEBIEER. ATHRRIEE, BEELXRERRS S RBIERTE#]E, AR
BfFl USB EEM,

F ]

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel7dwork ~1%
[userl@rhel7dwork ~]$ sync
[userl@rhel74work ~1%

Citrix Workspace M BiZFH T AEHELILE
B, EATsE=ER Citrix Workspace B ARFHIEEZFEETIHIEE, XFRFEFHT USB EEMA, MEEE
ZinRR, IEMIA TSI

« REEEECEN AT USB EER
o NWIZRREEHRNZRS

e | B p P .

Home Ctrl+Alt+Del Preferences evices Full-screen Disconnect Shortcuts

AR

REEMEEEAT Linux 89 Citrix Workspace M BEFHARAI A,

% USB ig#&7z Citrix Workspace BEZFHNTAEZHER, BXLGEEHIIEZRIEREN, EEMARK

HIHLLLREREY, FHRITLATRE:
+ BCE Linux VDA HBELUIBREEM.

o BEREE Citrix Workspace M BREFHEMERTEREE T M HMEERE, BREIMRBEDH
DeviceRules, RIS EKRIELIIAIZIGE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB
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BXHAER, BEHAIRFO
x & How to Configure Automatic Redirection of USB Devices (J1fAIERE USB & &M BMERER).

USB igEEMINEER, BXEERIEPEA

BEBELT, REEEMZ 2R USB &, HttREREKEEMEIER Linux VDA £i&. XN TFEIMEEMRAMIKR
&, WRAERS [dev BETEIZAFRHAENTR. BR, AREEUUNRINERREREHDEFHMERERE, MRE
RIAE (BIEAN) NEMRELENE, BHZIRENNZIFR R R,

AR

WNRZ USB Ikzpes, Linux VDA 2EREEMRFHE. AR (BIRRECTHAEE) TRUITEFEMEERF]
BREH R, RESERFRETRPIIRETEFRXME L

HDX MRS AR ESE

August 11, 2022

pu

7£ Linux VDA SiERiE T A0SR = I R T2 B9 F3 P 37 2] LARU A HDX MR IR G ASTE BT RER ISR B 5. BRIA
BRTRALEE. RITRNERARTRERER HDX MK BEASIELETEE.

HDX M BEHNMAELE LA R UMBRENER. XMPLBHIIRMERENAELSERF H.264 IEZR R X BTTE
MIEPEBITHRR NN AIEF. HDX MBRENIMSAERERRETE A IBRERARNSRAERRARBIR KRB
IREHSR, HWEHBFITRIRABEMNES. BRSHHEHRHBNRFRARRL AR ARG R EHNIREIER

FERIRMIESMEEGIEERE. 25, FRROGIMAEIETUERETENRSSE. RSBFERERSMNRREK
MiBfE, BEERAIEENKETAEIRMERNER, Workspace ZAEFSEFMMUATEER, H1E WAN 17
SPEEMERET.

Webcam Workspace app VDA
Captured N
video ‘i;;i;
stream Meeting
HDX webcam server BEEoS O&J@ - conference
server
Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.
We also support webcams looks and actslike a
with dedicated on-board normal webcam to the
videa compression (UVC application.

H264).
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AR

o IhINEEN S HER A Citrix Workspace MAEFEZEF iR H.264 115,
o ZFEFHRERGN DY 48x32 F) 1920x1080 Z &,
o EAMEREGNE, E7M Citrix Workspace i Ai2F T Ai=+ikZi@m USB i&8%. SN, TaERHM

ESMNEYIa) R,

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams
Seasion Settings Global Settings
(O Connect automatically Preferred Webcam

(O Do not connect Automatic
(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(0) Do not connect
(® Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

S #E9 Linux £Z17hR

.

RHEL 8.3/Cent0S 8.3
RHEL 7.9/Cent0S 7.9
Ubuntu 20.04
Ubuntu 18.04
Ubuntu 16.04
Debian 10

.

MR E AN

TRINMEZBEVIREARNNEER, HEERARRINEEMITLLE, Citrix 8 UTMEREVETHBINEER
JE:

+ Logitech HD Webcam C270
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+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

ZINBER TERILIhEE. B, B TS :
m:

Citrix Workspace [z A2 P AT LGB %% Desktop Viewer ZR XAMEIRENIRE R EZERBEEZIRINEG

Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
() Connect automaticall Preferred Webcam

|O Do not connect Automatic

(®) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [] Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[] When a session starts, connect devices automatically

[] When a new device is connected while a session is running, connect the device automatically

1. VDA RE%mE, Wik VDA 25 #E887E Delivery Controller #5EMt, URB AR Linux fSESIEEEEE
i fEA Windows iR IIE .

2. WiREEI VDA T LA Internet, #AEE1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
S LUSEREMERGIRE. NREN VDA Ei&ihiE Internet, EREISE 3,

YNREM VDA #8E7E Debian 10 L, BFHAREERMARKINRA LEIT. BN, HETUTHSUEM SN
BIRIZhRZS

sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy-->

ctxwcamcfg.sh iiGET:
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a) £ VDA k%% FFmpeg. kernel-devel MandsRiER%#E (DKMS) 12/,

« FFmpeg BATF5RfERD,.

« kernel-devel BTFHEBRNARAHNEINMBZIBETAIZIER,
+ DKMS BFohSEREIMMBIBGN IZIRR,

AR

£ RHEL 71 CentOS %% FRf2FE, ctxwcamcfg.sh MASEER VDA LREHEH
AR TR

« &AT Enterprise Linux (EPEL) B985 E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback FF# v4121loopback FERBHER
DKMS £ v412loopback,
v4l2loopback 2—MAFELIE VAL2 FEHE EHIRIZIRR,

¢) & 17 sudo service ctxwcamsd restart & %, Linux VDA I M KB G W R S -

ctxwcamsd - EFEshFHINE HDX MR ETMIAEIETIEER v4 12 Loopback Mgk,

3. RER VDA EixihiaE Internet, EES—AITEN _EMEZ v4l2loopback WiziER, REBHEEHZE
B9 VDA,

a) HEE—BREEIAIN Internet ERZARZAS VDA BRINER T EN. uname -r HSTBBEHRRIZAR
7,

b) EEMITEN L, &fF sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x \E89 VDA 842 /var /xdl/ FANERHTEN.

d #ERITEMN L, 517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
BAZER WRZGSHINET, WaE /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl/$ (uname -r)/x86_64/
module/ B&ZE T8I v4l2loopback.ko 3tff, RBRTEIETT ctxwcamcfg.sh BIZBI ] gE & HERAY§4
R

e) ¥ v4l2loopback.ko MNERITENEHIZIEM VDA FIEEETF /opt/Citrix/VDA/lib64/
%

f) &M VDA L, %7 sudo service ctxwcamsd restart &a$UEFHBIHMLIRBEIR
3 E v4l2loopback RiziER,

g) EHRSIEEN VDA LR% FFmpeg 12/, AEAREER HDX MBBENISTEIEINEE.
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RRERIERSE

August 10, 2021
Citrix BRIETRMETIRES I NFIEZF Linux F&, RIEFFTEMERINER TLTFERRS.

SIET RIS EML RN TASHERE ICA 2%, BX2E0RMNEAEE, BFRRT P REENEENSER
N

AR BMERT, BEREAENERCRNRIERAXENRE. HTReEE, RINBNESA TLS &, &X
TLS mEEF4ER, BESRERA TLS ®RIFBFSEL S,

[Ty
Citrix Studio KRR E

AT UFE Citrix Studio FASIETTESIZE LT HREK:

BRI SRR

IERT SRR

« REAEMROS

o EiEE Ul ERERS)

w

BEXFAER, BERAXENRERBRENE P KB EMEERIKIRE,
AR RESETREEESNSIFETREMIROSHKEGE, HRILIAFZERHE5 VDA RS HDX RS, UEIREEN.

Linux VDA t89i88

- BRIZAXIETSEE TCP (il

BIAERT, Eiw0 2598 EEAMMIf=iEnI sl TCP filfss. EEMRMNAEE, BEITUTH .

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR HEWBH HDX RS UGIRELEN. 2 TCP RS FsZASIETEN, MeEnEdHMmmres (Flan SSL)
REREUVEM, ARREIRIENREERRIRERAT I8k,

o RIEAEMRO

5&
din

ERAILMERU T aLRERENEERAS (KOS 2599 A6
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Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEENBE HDX RS UFEIRBE M. R Citrix Studio PEIERERIGBIRE TiHOS, NIEZBE Linux
VDA EBVIRE, #fR VDA LRI ASEENARILETIRE RGBS RE.

o BRSEBREIE P IR R ECHIRSE 8] EIFR
RIEFREER (B, REBIRSE. RERRBEH) B, 7£ Linux VDA ICA BRiGZiB R ESIE T M RITERD
REHB. REFEDIRSHBATRNEF HEET MM, MREFmIEMN, NEERE, BRFFAREMERE,

HIRBEERPREENRSERZEERHNT . RAEATREELRE, EXEH#TRE, BBITUTHS (U
10 ®Af).

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o B IREIARSS SRRFDERRSH E)E R
IREEEM ICA BEFIHREE Linux VDA BBBREESIIRSEE Z BRI . RIMERTREERRE. &
WHEBHTEE, BETUTHS (L 10 #BAfl).

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HEHEER

BERBEKEERREAIEME, TEBHRIE.

BRRRILIRNE, EHRITIUATRIE:
1. 7£ Citrix Studio FiB I SRR BERARIEAIRMEE, BESSRILITFERF5) VDA BRSH HDX BRS.
2. £ VDA £, BITUTa<URIESER SN TCP MIARERETIEIT (MUiwA 2598 Af).

netstat -an | grep 2598
<!--NeedCopy-->

MRZEAEM RO LRA TCP filrgs, BT T BRARMNIAS.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy-->
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IR

September 1, 2022

BJLFE Linux MK ESEARFRIEFRARERIE. RRESECHARNBHUNTRN ERRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 260



Linux Virtual Delivery Agent 2106

AR

ZIhEEEA T RHEL 7.8, RHEL 7.9, RHEL 8.1, RHEL 8.2, RHEL 8.3, SUSE 12.5. Ubuntu 16.04. Ubuntu
18.04 #1 Ubuntu 20.04, i&fATF i0S #1 Android #9 Citrix Workspace M B2 Z3F1% I8k,

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio #, ¥ BEmERREAKKIZER AT,
3. (AI3%) ¥¥F RHEL 7 #1 CentOS 7, BT TH<IEZEEMARL (IBus) BREREIA IMBRSS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANRERELERIFIETEEEREF YR RIEEN.

PRI

ZINEETE Google Chrome, LibreOffice M E MR A2 T A RETCIALE i51To

EEFHRENREEBRETE, BREFHATER, ARBRRETHIEATR.

£ Web FBEEFM—MRANFRRIBES—MANTEREN, RERETEFET. BRI, BRI
BMAFER, ARELEEFHATR.

EThEEFRZ#F Unicode FRANFTFR (53, FX. BEBMEHEFH).

RREBFEATERBANTR.
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s RBEROUESSHNBAFTRES. EXMBERT, BEINAEFEONR LDRSRERELFMAFRB RS
(1L SEVA=1

+ BT Citrix Workspace R #2FH Huawei PR BRI Z BIfFERA MR, FIEMEEETYIERS, WR
B2 ERE Huawei FiRER L.

ERimmNEmES (IME)

July 22, 2021

5%

B IME IARFTFR, flhx. BEMSEIEFR. BI5EFH L Citrix Workspace T2 FREH
£ IME (%30 Windows 7s#]l CJK IME) SBALLEFF

[
Ik

f£% % Linux VDA BY, =BEzh&REILINEE,

ERER

FRETF Citrix Virtual Apps 3¢ Citrix Virtual Desktops i%.

RIEFEEEF K LERERNRN AU BERE iR IME 2588,

EA0ia)

o BN E Google BFRISHETIE, FREEAEF I IME HEEERTRFRANFH.
« FARTE B FRPBHEAEF K IME 1588
+ IME AP REA RN RIE AT,

SZEES=EL N

April 21, 2022
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B Linux VDA ks 1.4 2, Citrix FilT WER BN AREFNIF. APAUEEE Linux SEFENER TR
FREM Linux M EER.

B2, BFESES Linux SEIRERESER, B, Linux VDA EMAMEBESE=NFELAGHNARFRIH. A
b, BREEUFE IMERIES (B0, X BiEsFHE) BAND. TAREFRIERE, BRUTEERERE
Z a4k,

AT RRRXLER, NIRRT ANEATNBREFRHIESE. BIESE, APAIUENAREFSEHRE
WERARSS 8% IME LURERERR Z BTk,

icE
TRILUER ctxreg SSARFRANZAIIIE GHABRTER). 4% Linux VDA BRS3 238 ETHEEECE R A F1E1%
VDA EAHBIFIE N ARERF.

EEEMRIA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 3
7% DWORD,
EERItINEE, WETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

EZAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

fERRBER
FERE &,
1. B8

2. HRALIERXFMANEL TN ARERF. EREPVAEFZIRERESIZ.
3. MTHIRBEPERKFMIES LAIMAERIES AR
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o fr L ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4., MNTFhigamiksR IME SiBEHE,
5. EAMEN IME HERGREENES.
PE =

« £ VDA IRBEE= L EREEA B, EREERTT Citrix Workspace R AEFHE P s EEAHE

FIREER.
« WU accountsservice B ALEIRRA 0.6.37 EShRAS, 7 HEXKIGMIBES I HEEFRIT
"E,
= |T| Region & Language ‘ Login Screen ‘ - b

& Tanguage English (United States)  —=»

Formats United States (English)
Input Sources | Options ‘

French

German

el -] =l

SRETRRED

April 21, 2022

IU#6, Linux VDA FIZE Fi%igE FREH B4 AER. i, NREFHEE CWREGERM TE BN E
i, 1812 VDA LkEH, REERMSHATMHIFLEE, EE VDA LERH SHiE .

Citrix B3 H5hi VDA WREH B SEF HRENREHERAS RRAILAT. TLANE Bt LNREHRE
44, VDA BEEERS I HAIEEE,
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AR

AT HTML5 #9 Citrix Workspace M BREF RS BE GBI hEE,

[l
RINBERT, hSHERRERTINELTR2RARS. EERANZALLIEE, HETFIHEREERERTSH IME SGHINEE
HBg, i@ ctxreg LRARFREETME.
AE
EFIRERABERTSH IME BUHIHEERIRMM AR S TEMRIGE, TUNAEEEENEPTENIT R,
REPMFIENR, A% Linux VDA LR EMFRIEENBEIZ VDA EHFIESTE,
« RERFIREERBERTSH IME BUHIHEERIE S A2 ASRERRRT .

1. 7£ Studio A, HRREE, AEEFCIREK,
2. BREFHREHF/EDM IME BHEERES,

Create Policy
Studio Select settings

!_[AII Versions) v ‘ All Settings " 1 [ Keyboard Layout SyncT X I
Settings: 0 selected [ View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. REHRBBIFEZURER,
4. REHR,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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ERAILINEE, BETUTHR<L!

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,

N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

ZFin IME AR RERS

April 21,2022
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R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ZIhRERERTF RHEL 7.x.CentOS 7.x.Ubuntu 16.04.Ubuntu 18.04 #1 SUSE 12.x. & F Windows
#1 Mac &9 Citrix Workspace MAB#EF L%,

E7E RHEL 7.x S EIEHRERZINEE, ¥BHE IBus, i, ¥AFRREmESRENEE IMEBANIES,
5% GTK_IM_MODULE=ibus 7zl ${HOME}/.config/imsettings/xinputrc scft,

ZINRER BhRER, BELNBRAIZINE, FTHERE.
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BRMZRZIEE
RIANBERTREAZF G IME AR RERDS . ERANEALLINE, HEEEFIRRERFBEDSM IME S0#IHEES
Bg, sl ctxreg SERRFREEEME.
AR
EPmERTH/BETH IME BUETIEE RSN Mt Aa T EMRISE, AIUNAREIEENEFPMITENT R,
SHRHIFEXR. A% Linux VDA EATEMRISENAEIZ VDA ERFrE =R,
« KEERFIRBEHRERLSH IME SO IhRERRUB AR EAT i IME AP REED IhEE:

1. 72 Studio ¥, ARPHEE, AEEFCIRER,
2. BREFIHREEHF/ELM IME UHHREREE,

Create Policy
Studio Select settings

:7({\[' Y%ESI‘GHS) | All Settings ot I Keyboard Layout Sync] X I
Settings: 0 selected [] View selected only

Settings

! ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRMZNER,
4. REHRE,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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ERREINGE, BEITUTHL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

HDX Insight

April 18,2024

ik

Linux VDA 843325 HDX Insight 118, HDX Insight 2 Citrix Application Delivery Management (ADM) #9
—&85y, EFTEBARE AppFlow, @3 HDX Insight, IT aJLUR#di@E Citrix ADC 5k Citrix SD-WAN [ZF
12 mLHafEEe Citrix ICA BERIFRENRIFAI NS, MMERSHHABAER, BXFMES, S HDX
Insight,

RE

RERBRGEFTERE,

fERER

HDX Insight 1§55 #fri@ig Citrix Workspace R ATEF# Linux VDA Zia#y Citrix ADC 1£:&#9 ICA B 2. Fie HDX
Insight #2395k B NSAP EHLEEHUKESES X KE, NSAP BINBERALTEARES.

a2 D3I BMER NSAP Eil@E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
-—force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->
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HEHER

FERMEABIER

AR NREA:

+ HDX Insight RIEHEE,

fgn, 7 Citrix ADC E/Z/ AppFlow, =t#7E Citrix ADM EEE T REHAY Citrix ADC 324,

o £ Linux VDA k=5 ICA = EHNEE,

ps aux | grep -i ctxctl

MR ctxctl kiaf7, BHESEBRBKALUA Citrix RS,

RERMEANAEFERER

BWIARSRRAT TEEINEE B TENBEF R T —ERBYE,

Rendezvous Y

October 9, 2022

f£fEF Citrix Gateway RS HIIFIEH, Rendezvous il st iF HDX &iE4%:d Citrix Cloud Connector HigR %
#hiE#Z3 Citrix Gateway RS

R

fE A Citrix Workspace # Citrix Gateway BRE a1,

=)@ Citrix Virtual Apps and Desktops A3 (Citrix Cloud),

Linux VDA fz7k 2012 B Sk,

£ Citrix B8 /E A Rendezvous i, BXFMER, 1ESiH Rendezvous iV HEEEIEE,

VDA &3¢ https://*.nssvc.net BHHENR, SEMREFiE. NRETLESZAIGHE T
FINBARE, BXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

ERE=IEE, Cloud Connector &% 73k BY VDA # FQDN, E LItk B 1%, B RS/ A DNS f@f:
& A Citrix Virtual Apps and Desktops i 2 PowerShell SDK, =178 % Set-BrokerSite -
DnsResolutionEnabled $true, %3 Citrix Virtual Apps and Desktops iz 2 PowerShell
SDK BIiF4E 8, 155 SDK#1 AP,
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5B

Rendezvous thiX A #HEAREHEXRIE, EEAMNNRIE, HH#4EA Cloud Connector £ ICA &,
MEEAT Rendezvous, #H VDA EixE#EHiA Citrix Gateway BRSS, M VDA #[a1iE2i&@id Cloud Connector
A2 HDX =i&.
MREHBAEER, BREBETISBRIIERIEEMEA Rendezvous:

1. £ VDA LEnhims.
2. &fTsu root -c "/opt/Citrix/VDA/bin/ctxquery -f juStdP",
3. RN HE R

« TCP Rendezvous: TCP-SSL-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
« @ Cloud Connector {¥2: TCP - CGP - ICA

TE#HRT Rendezvous E#ERZ, BIRBLE T RRIE.

1. 413 Citrix Workspace,

2. 1z Citrix Workspace F#NER,

3. IREEAAH Active Directory, Citrix Virtual Apps and Desktops BR$53& /A Cloud Connector i&i&
@i Active Directory &R #1TIEIE,

4. Citrix Workspace &7 Citrix Virtual Apps and Desktops BR$3 I &= R,

5. M Citrix Workspace #i£#Z#& 8, Citrix Virtual Apps and Desktops BR$3 @ VDA %2—&HEE, UER
BANREMIT S

6. Citrix Workspace # ICA x#&x%I82 Citrix Cloud £REH STA EiEHH =

7. mauEER Citrix Gateway RS, #Rf#iEESI VDA MZIE, Citrix Cloud ¥3IE%EIE,

8. Citrix Gateway BR$5 1§ % # 15 8 2% 3l Cloud Connector, Cloud Connector #iEiEE &N A Ren-
dezvous %%, HigEE %% VDA,

9. VDA #1715 Citrix Gateway ARSI EIZEE,
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10. R FEAE VDA 5 Citrix Gateway RSz Bl BigiEl%, VDA ¥i&id Cloud Connector RIEBHERE,
11. Citrix Gateway fREEH=S VDA ZalEiEE,

12. VDA i@ Cloud Connector {&Eh Citrix Virtual Apps and Desktops AR IIEE ¥ AT3E.

13. Citrix Virtual Apps and Desktops fg33&id Cloud Connector A VDA &ZEIERE, XEBHKEMN A,

Epcivaig

April 21, 2022

BiEn &z Citrix Virtual Apps and Desktops BB aFl. IEMEEER, BEAT BY, SGH T HNHAE
FRZEM, FATEEYEMATIES WAN # Internet EZh B4 ER, BXBENEHNIEAREE, B2HE
SETVAEZ =T

BRBENEE

7z Citrix Studio /1, i HDX BERFHMBEIKIRE N ERTERICHEN. ERBIALFERRES,

o Hit: RAEFEAET Enlightened Data Transport (EDT) BB &R &4, FHEHEE TCP,
o 2lr R BEIBE EDT, HE2MAELRE TCP,
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HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

MG Diagnostic mode  aliGEILUE
Virtuaroemveryagere s server 05, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and

Framehawk.
B HABIEMNER

BERRBEERN SR, 1&7E Citrix Studio #i& HDX BEREHIRERIZE X,

MEELRAT BENEE

210%E UDP filrRE & EEETT, BBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERRERT, BHRMTFUTHT.

1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
2
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udp 0 0 :::1494 388%
<!--NeedCopy-->

EDT MTU &I}
EDT BRI SIER AEBERAEREN (MTU), XEMAT U IEHI A SEIEAE TR T ZBIISIEN EDT #
EEEA,
RIEEK:
e Linux VDA 2012

« EATF Windows 89 Citrix Workspace M B#2ERF 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBERARIERSE

MREAAFUINREN T P IR T ATARE, BFSRMIRFOXE CTX231821, LUFAT @A XNAEESSEIRR
HNBEX EDT MTU,

==}
=

R4

AMRFEFHLSHT RN, ARSETEENRERERS, Citrix TERIEIRIMREEREHFES
HHIBRIR AR 1T LURR, EREMRRIBESFEIENIG, ERIEIMERZE, BSLEITEND.

72 VDA tEA=EH EDT MTU &I

ZFINERT, EDT MTU XM FEARS.

« EEAEDT MTU %3, BEFEAMUTHSIZE MtuDiscovery iFMERM, EF/E6) VDA, REERF VDA
AR

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« EEZHEDT MTU £, &g MtuDiscovery FMEE,
LG EEITBENEENER, ¥INSIRNEFIREENFRERIE,
EHIZ s LA EDT MTU 23

B LLEETE ICA XA MtuDiscovery 88, EEM S FAEEES EDT MTU 230, BRAIIIE, &
#£ Application 54 Fig®E U FE:
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MtuDiscovery=0ff
BEHBAILIhEE, BEM ICA X4 fiE MtuDiscovery 88,
5E:

ZEL ICA X2 1EMA, 1572 VDA £BA EDT MTU &3, Rk VDA £EA EDT MTU &3, M ICA
XHESHTKo

5 Citrix Telemetry Service £5%

April 21, 2022

it 5 Linux VDA #- sy Citrix Telemetry Service (ctxtelemetry), & LLiE1T Citrix Scout, SAEER
Jopt/Citrix/VDA/bin/xdlcollect.sh #zskurgEH % Linux VDA BB E,

£ Citrix Scout - X
Collect 0
Select or add machines to collect data from:
+ Add machine Filter by machine name Q, ‘
Name Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[0 rggbe-lvda-2.bvi.local Linux VDA
[0 rggbe-lvda-3.bvilocal Linux VDA
] rgghe-lvda-31.bvtlocal Linux VDA
[ rggbe-lvda-5.bvt.local Linux VDA
[ rggbe-lvda-6.bvt.local Linux VDA
rggbe-lvda-a.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvtlocal Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
AR

M Linux VDA 1912 B RiRAEFA LG, DREHiziT /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix
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Telemetry Service (ctxtelemetry) T2, BXXLETEMNFMER, BSABRMNEE,

BAMEA Citrix Telemetry Service

sudo systemctl enable ctxtelemetry.socket &n<,

 ERRA%ZRS, BIET
A sudo systemctl disable ctxtelemetry.socket,

« BERRZRS, FiaT

g1 Ol

Ryin)

U [

ZHAERT, Citrix Telemetry Service (ctxtelemetry) 8 TCP/IP 0 7503 fifft Citrix Scout. ©fFA Delivery
Controller E8 TCP/IP #1O 7502 5 Citrix Scout #1T&(=,

ERE Linux VDA B, aTUERABRINGOFRE BT U TEEER KO,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAiHOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @E89i ., BAIAMKOA 7502,

E7ERE VDA EEIHO, FHRITUTRE:
1. EFEHATFSE Scout BEMIKA, FEITUTHES,
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. BEERMIF Scout WEEFIRO, BETUTHSLUITHHEE ctxtelemetry.socket XX,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTaLUERBHERFIRO.

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy—-->
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4, TER5AIEECE SRR,
a0, REEAME Ubuntu %17k, 15517 sudo ufw allow 7503 &< LIS AR 7503,

IR
R Citrix Telemetry Service TEZFMEAA RIE1T, WEIABARRERRBERE.,

1. EEAEREKER, BEITUTHSUITH ctxtelemetry X, #AE% DebugMode EEEA 1.

sudo vi /Jopt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy—-->

ELRGIFR, ATLLUETT AT a<$RIELE Citrix Telemetry Service,
sudo netstat -ntlp

Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEE &R Linux VDA #1£ /var/log/xdl/ & #
telemetry-debug.log,

AR S5 F AT E]

HIAEEFRON systemd FirEFBIABSIHER L EFR, Citrix Telemetry Service MM FEIERES,
1X1E M Delivery Controller £t BEWEIERIN BRI, AERETRE, RESFFMIKEISER, FHENER 15
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o, MRLBEEMEEBER, WSBREL, AILET A T anLEEFFIE. &/IVEN 10 D%, MRIKENENT
10 7o¢#, Ms/ME 10 DHRFER. KREFFNERE, SELEAENBRS.

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

<!--NeedCopy-->

FOIEM
EFRBEESZE, WENNEHEENES S BN BHIETT. XENHFHFRBRXLEER, WMRESITHENN

MIAKW, Scout BET—FHEE, RAUZBINNEIERERE, HXEIEVAMIFAEES, 521 Citrix Scout XAEHRILE
IEN BB 53

5 RS

July 22,2021

pu

WEREHENRFRIE T IZWRE, HEARRETHBFRFR. “SRIEE IheEUEWIETIE, RERINEEEIANT
Linux VDA EH.

ficE

ctxlogd s#ri2FM setlog SLAREFMESIER Linux VDA RRESEEH, BINERT, ctxlogd sFirig
FEEREHEE Linux VDA GE5H,

ctxlogd sFiriEF

IRERMFFE E MRS HET ctx logd FPEF. MBERFERER Linux VDA, FILELE ctxlogd sFiriER.

setlog SLHiERF

‘BREE WEERER setlog LAEFEEN, ZZFAT [opt/Citrix/VDA/bin/ (212 T, 274 root AP AN
BITZIEF. AILUER GUI SiETHh<dREEMERERE, ETUTHSLURERER setlog SEREFMEERNE
g8

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 280


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/cis/scout.html#verification-tests
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/manage-deployment/cis/scout.html#verification-tests

Linux Virtual Delivery Agent 2106

setlog help
<!--NeedCopy-->

& EZRAESRT, Log Output Path (BE#HEKRR) i&E R [var/log/xdl/hdx.log, Max Log Size (RAAE
K/N) i&EHR 200 MB, ERZALIE Log Output Path (BEiaHRR) TRERMNEREXH.

EEYHIM setlogfE:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) = 2
<!--NeedCopy-->

EEHIRBER setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

a0

setlog value log_size 100
<!--NeedCopy-->

&l BIABRT, BERINRENES,
EENTRAMFRERN RS

setlog levels
<!--NeedCopy-->

ALGEI U FaniREFA AEAS (BERA. BAA. ¥4, F8. B, HIRNBGER) .

setlog level <class> [<level>]
<!--NeedCopy-->

<class> TEETE Linux VDA —MEM, BREFMEAN, BRERER all:
setlog level all error

Setting log class ALL to ERROR.
<!--NeedCopy-->

& BAERT, IRSREWNT:
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setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

BEELHITS:

setlog flags
<!--NeedCopy-->

BEERRER M EERS:

setlog flag <flag> [<state>]
<!--NeedCopy-->

RRFINME  BARERF. RSHERREIFNRE:

setlog default
<!--NeedCopy-->

B

ctxlogd iR 2EMA [var/xdl/.ctxlog XHEER, RE root AFREBEIEZXMH. HthAFIZXH&
BEEAR. EAZIX root BFAEREMAFETEAIR. TNRSHN ctxlogd #ITERRER TR
BE, T miRSSEEMERE, HMTMAF AL,
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HEHER

[var/xdl/.ctxlog X &% (i, Z5MHBR) BY, ctxlogd SFIPREFEANK, BRI EEF B ctxlogd AR

o

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

EfRRIER, 1B root AP 84517 setlog LEHHOIZ [var/xdl/.ctxlog >t tf, AEEFHBhEMRSHE
F ctxlogd BRE.

g

April 21, 2022

BESFEFIIAE, HBEERALUE Intranet HEFBF K ICA £1F, 1Z318efEA noVNC %E#2I ICA £3F, X RHEL
7.x ¥ Ubuntu 16.04 £#%i%Thak,

AR

Citrix Director MhRZA 79 7.16 SiERMAS, A REFERARIEERINEE,

LEMEE
AR

KFEFEEM MK EIXER python-websockify #M x11lvnc, % Ubuntu 16.04 E%% Linux VDA B,
2BE#RE python-websockify # x11lvnc &#M, £ RHEL 7.x £, #FER%E Linux VDA ZGFmE
% python-websockify f x1llvnc,

£ RHEL 7.Xx L BT U TH < UZR%E python-websockify f1 x11lvnc (x1lvnc kg 0.9.13 S E Sk
7)o

sudo yum 1install -y python-websockify xllvnc
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 283



Linux Virtual Delivery Agent 2106

ZAR python-websockify # x11lvnc, &% RHEL 7.x EERUTEERE:

« AT Enterprise Linux (EPEL) B8N R 16
python-websockify fl x11vnc #HE EPEL =&, BT TH<LUSH EPEL 74&EE:
sudo yum install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-$(rpm -E '%{
rhel }

') .noarch.rpm
<!--NeedCopy-->

« @ RPM
ZEATERN RPM FEE UL E x11vnc H—EKFHIIGa, B TUTE—m<:
X FITIFu:
subscription-manager repos --enable=rhel-7-workstation-optional-

rpms
<!--NeedCopy-->

3 FARSS 2

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy—-->

A

ImHA

RIEERIEES BENERE 6001-6099 WAIETAIKOREIIM Linux VDA F Citrix Director B9, REltt, ST
B ICA IEHANEBE 99 1 FHRRARBNIKOTARBRENER, LHEZRIIFET.

MR

TRFH THEXEMER:

AR A BRINE
EnableSessionShadowing BRSERARIEERINEE 1 (BA)
ShadowingUseSSL HERER Linux VDA # Citrix 0 (ZA)

Director z ja|f9EZ N

AI7E Linux VDA LizfT ctxreg d<REMEMRE. Fil, BEZARERTLRE, BETUTHS:!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000
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SSL

Linux VDA #0 Citrix Director zZ al#9 noVNC iR WebSocket thil. SFRIEES, maimieiki “Shad-
owingUseSSL” AMKRMEXZFE WS : // B wss:/ /. BRIAMERT, &Fws://, BR, HFLLERA, HIIZ2
WEER wss://, HESEA Citrix Director EFinHIE & Linux VDA AR5 28 E=REE, Citrix {E4£&IBMEA
ws: // #%7 Linux VDA SiFEENERAR LR T

SREVARSS BIEBAMR SSLIEH  IEBMAATFIERMENM (CA) X,

WFEEHPEE SSLWEA Linux VDA RS8R, HFE—MRRIRSB|IES (BFFH) . RSJ[IEBTIRE
ERIEN, EEXTEEARSENTLRENHE (FQDN), AT HERER, Eo] UK B MAERBRAIES.
EXMERT, BuRELHMEE S,

MRTESERSB LRE—MIRSB|IEDZI, EHHES Linux VDA IS 3@ERE Citrix Director R is L&
EME— CA KEXBIRIES, RIEBAIMMARSSFIEBHIE— CARG. ERIURERBLUT CA RS HFIEFNE
FIRES: SERRERGRLSN CA, ik CA (BRRFEFHENRN CA), HRESENRIERFMLH CA 15
BWEHRNT AR, TERIIFERERMRS ERRBGES.

N

s REBIEBHNLABZHTZE Linux VDA RSB WHHL) FQDN ELV R EHMEE TN F R #li0
vdal.basedomain.com & *.basedomain.com,

o IAFEHZE (835 SHAL 1 MD5) XFHRFIEPPHNERMS A5, FLENRBAZF. FEitt, SHA-256 I5EH
RIRAFH,

Z=81 Citrix Director ZFif LR ERIEH RFEXS IS ERERANEFT EMRVEREME, FILERTLUER
[IS ¢ Microsoft &izHlAa (MMC) IEREB R TRERIES. KWE CAWEBRE, T IS PEHE Web BRSS 28
EPES, RAEKRASHLREZIER. S, ERIUEFER MMC HRIEBENRIMNERRTRMNITEN L, TF
HENIER. BIAEBERT, Internet Explorer #1 Google Chrome S NLREMEIRER S LHIESH, XF Mozilla
Firefox, #EIEHEEEH Authorities (&) E~ LS AERIR SSLiEH.

784 Linux VDA [R5 L R ERSB[EPRERE BRSB[IEBHE AR “shadowingcert”, HEZBEX 4
27 “shadowingkey” (* ATl TI&=, Bl shadowingcert.csr #1 shadowingkey.key), RS 23IEHBHE
PENXHRIERRE [etc/xdl/shadowingssl T, H 5= RANRIE H b3 L TRIP, MRZFRKEERER, Linux
VDA BT ERESERIEBREZHEXH, MMmSHS Citrix Director BIZEREK K,

fERER

7z Citrix Director #1, #FBiFRIE, ARBEXIHFAESMNEHNEZ LM Linux VDA RXERIER,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EENBKE, ICAIEERE (F2 Citrix Director &%) ESBET—FHINEE, EXAPATNSIEHITE

=
o

/\ Allow an administrator to shadow this session?

@

IMRAFEEHRZ, W Citrix Director HIFET—1MEM, EREEER ICARiE

BXEZEIEAEE, 1E50 Citrix Director 32,

PRI

s REBRMNEAT Intranet, EREAFIMNBEML, BIE@EE Citrix Gateway &t 2Ntk, Citrix E425E
TESMEBRILE 1T Linux VDA SIEEEME AR,

- BRATRIEERRE, HBEERAREETE ICARIE, BLENTESEANHE.

« 1R Citrix Director PR EEXE, RAREFR—FHIVER, ERAPATNRIEHITEN. RBER
ERAR AR ENRIEHITER.

o FIERRIHEINESEBIIRE, B 20, BrE, EXERBELAK.
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« 7£— Citrix Director &0, — 1 ICARIERER—UBERER. IRET ICAXEEHEER AER,
bRy, BIER B AZXEXIER, WREAFPKE LERHNERBFAATNHIVER. IRAFER, WEER
AMEBEREEREL, HAHEER B AR FNERER. IRFA—UIBEBERLESZ— M XE— ICA 21EHN
BRIER, LREEER.

« EFHERIEER, E%XE Citrix Director 7.16 AE &R

« Citrix Director ZFi%fER FQDN MR R IP #ifikRE#F B4% Linux VDA fR%288. Eit, Citrix Director
B IRAMEESREMT Linux VDA BR$38589 FQDN,

HPEHER

MREIFFRLMK, 357 Citrix Director 2P i#0 Linux VDA E£#1TiAH,

7z Citrix Director Z /i +

EEHRBNAFLARTIE, AEHaERELHEEREAT, HEEMNKET £ 2 ShadowLinuxSession API
BN, SNREMT ERALAFNHINGES, BXEEILERE, EF s ping Linux VDA # FQDN LUEIE Citrix
Director 2% E]LUEM FQDN, IR wss: // EEHMRE, BeEEABER,

£ Linux VDA t
HBINEHIMERERN, BEERERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log X LIREXEX
ZFR, B vda.log X, BRITUTERIE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUEA vda.log BiE:

Log4jConfig=" /etc/xdl/log4j.xml”
2. $77F [etc/xdl/log4j.xml, #ZI com.citrix.dmc &4, Hi§ “info” BkA “trace”, MTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc'">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &$UEHBE ctxvda RS,
WRERIIEEEHIEIR:

1. RERSHEEABIERFIBLESIEEZITH R .
2. 7R SSLYERT, MIMEBMERXHREERGS, FREEBRNEET.
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIER.
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MR ERABEER

April 21, 2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4

Linux VDA:

+ VDA %% Ubuntu 16.04. Ubuntu 18.04. RHEL 7.8, RHEL 8.2, RHEL 8.1, SLES 12.5

+ VDA tHyRI%IEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 SiERARE

EENRBATEER

1. 7 Citrix Studio #1, ECE—1REE, ZHREIBEE R UEANNERNBTEEMH URL MAFFIRURRREMER

AEBRABEE@R URL BIMALETIR, BUAERT, NEBRNBEEMRIGEN AT

Edit BrowserContentRedirection

X

Browser Content Redirection
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

Summary

www.youtube.com/*)

Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

v

v

v

Studio Select settings
(All Versions) < || Al settings m [ p—
Settings: 1 selected
Settings

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://

| View selected only

Edit | Unselect

Select

MEBRABTEER ACL EEEIREREAIUEANRBABTEERN URL BIARTFIIR.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

289



Linux Virtual Delivery Agent 2106

Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(AII Versions) - v WI Settings "‘ [ Browser X
J Settings: 1 selected [ View selected only
Settings
) ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. B VDA Laontadsien (SMEH) URL BES5AWHIRIMELLTIRLTE, EM Chrome W LR FAEZRIM
Citrix JHBANBEERY BIEF. 2 VDA LHHFME Chrome,

BE.
ERim EAEEIY BIEZEF. X7E VDA L7,

Chrome I BEFETEMAFRE, FEEEHESWGAITRNSEMIRT BIERF.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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S#FEAT HTMLS5 89 Citrix Workspace N AR

November 8, 2021

MILRRATFE, ERILERER T HTMLS 89 Citrix Workspace R B2 REZ R Linux BN BAEFSE,
MEEBZF EEE Citrix Gateway, H*ERBF HTML5 # Citrix Workspace MERRFEHER, 521 Citrix
X,

ERILLINEE

BIAMBERT, IR TFERRS. ERRIZMEE, BFHITUTERE:
1. 7 Citrix StoreFront &1, BAERT HTML5 # Citrix Workspace R 12
BXFMAIRE, BESEMAFOXE CTX208163 1 “SE 17,
2. BH WebSocket i&#%,

a) 7z Citrix Studio &, % WebSocket ZFiZHI8iEE 7 21T

AR B LIS B Hith WebSocket 588, B* WebSocket FHERMTEETIXR, 525 WebSockets FB&i&
Bo

b) Z VDA L, #HRItIAFEHRBE ctxvda RSH ctxhdx RS, UEIBBLEM.
c) £ VDA L, BEfTUT&H<RZE WebSocket I8 & ETEIETT,

netstat -an | grep 8008

WebSocket fiigs b FIE{TRESH, SSHbENTAR:

tcp 0 @ :::8008 :::%x LISTEN

AR BERILUBA TLS mMELUFRIF WebSocket T2, BXBA TLS MEMER, BESRAER TLS
RIFAPRER 2,

5 Citrix Director 9 Linux VM 0 Linux £i%

June 16, 2023

#&=X5)H 7T Citrix Director Fa]FF Linux VM # Linux =i&89—LE4815,
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Linux VM B93E4T

Zifia Linux VM #9345, 1&7E Citrix Director H#%Eiz VM, ZABRETENIFHAESER.

B Linux VDA Br7s 2103 #2, Citrix Director Fi2t 7 LAF Linux VM 893E4R.

CPU iyt E

o RTFERN
- ERAE

YaifnsE CPU fMINER AZE

Director

Machine Details

Maintenance mode

Machine name

Display name wserver
Delivery Group wserver
Machine Catalog wserver
Remote PC access No

Site name
Windows
Connection Setting
Registration state Registered
0S type Windows 2016
Allocation type Random
Machine IP

Organizational unit

VDA version 2103006178

Logon Enabled

Hosting Connection
Name

Host Name nla
VM name nla

nla

vCPU 4
Memory 4088 MB
Hard disk 200 GB

Avg. disk

secftransfer iz
Current disk queue

length

Microsoft RDS

License

Load evaluator

index

nfigured properly

0.8%

@ W A H Lo

Dashboard  Trends  Filters Alerts  Applications Configuration

Machine Utilization

View Historical Utilization Average IOPS -

CPU Memory 1OPS

Time (last minute)

Sessions

No of sessions
Connected
Disconnected

Analytics
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~ P a
Director @ & A o i wimiisator = Gt

Dashboard ~ Trends Filters Nerts  Applications Configuration  Analytics

B —— e M

< Back to Machine Details

Historical Machine Utilization Export
Time period: Last 2 hours v | Ending | now =
Apply G e [Last Applied: 03/02/2021 19:06]
QNS DM &40 DAA ANEDNA 210 DAA
Select Chart: CPU Memory
CPU
M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM GO5PM 610PM G15PM 620PM 625PM 6:30PM 635PM G40PM 645PM 650PM 6:55PM

Zoom is not available for the selected time range.

Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM 605PM 610PM G15PM 620PM 625PM 6:30PM 635PM 640PM 645PM 6:50PM 6:55PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

Linux SiEr9EHR

BEE Linux 2IEIEH, BBOAETES > 215 > FELEAARELENE, REBNLEAEEER. B
FEEAESER, FIAFERENE, AELSEFAESRLEHEERNE, fn:
Coo ]

Activity Manager Machine Details Session Details

_Applications Session Control * Send Message

Machine D 3

name Session State Active

:;5’:"::7 sin-ubt18 Application State Deskiop
[Apriication Status Delivary Anonymous No
Group sin-ubt18 Time in state 56 minutes
[ userl@ubtig-sin: ~ Running

Machine o Endpoint name
Catalog sin-ubt18 pol

Remote PC
access

Site name
Windows

Connection Logon Enabled
Setting ICARTT n/a

Registration - ICA Latency n/a
state egistere: Launched via 80:

S type Ubuntu 18.04.2 LTS Connected via =.net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.

Organization e _ _
il CN=UINT18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9989

Endpoint IP

No Connection type HDX
Protocol uppP
Citrix Workspace App Version 20.12.1.42

« ICARTT

B Linux VDA 1903 frit2, aTIUEE ICARTT #2igtn,. BE&E ICARTT #2845, 15EHA Citrix Director
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1903 st EmhikAH7E Citrix Studio H¢li2 ICA FiR{TI21HEM ICA HRITIZITEAT &SRR, FXeIER
BEHER, ESREEA Studio B,

o Y

B Linux VDA 1909 fRi2, BJUBEEMIUER. Linux 2IEMNERMIEESIEFAEREFRPETH UDP
5 TCP,

o ZNETE

B Linux VDA Rk 2103 &2, =RBSEHEFRI AT Linux i, ZifEttists, BEIEREDIER > 21E>
R AFRBARIENH.

.............

mALARSS STIPIER

April 21,2022

BARSTFIFEFETHITERAEREMXRRS. WNAREN, ZTIFEFIENBHHELRSHE, HERk
HIEREUBKER. NENEEIZRE [var/log/xdl/ms.log s,

=]

L&Rch VDA BY, EAARSSSFIFERF 1 BEAE.

AILEAEEANRET scanningpolicy.conf. rulesets.conf il whitelist.conf X{4+ECEi%IhEE, BB
{iiF Jopt/Citrix/VDA/sbin T,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBEITUTHSUERBE
BARS TR,

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IEEEXHERRERBARS TIFER. CRERSONNEER, HiEERSEERNENZEE,
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MonitorEnable: true/false (ERiAEN true)

DetectTime: 20 (gfu: #, BIAE: 20, B/ME: 5)

AutoRepair: true/false (BAER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

ttEEEXHEE B BANBERRS. AR TELEMRBANRS, NTENFSEEFT.

EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (#HREZFFRERT, BT EITE.)

- Operation: 1/2/4/8 (1=1KNERERFLERS. 2 =0NFFENEILRS, 4=ERBKRS. 8=
7EIE Xorg #125%E,)

- DBRecord: false
- whitelist.conf

7z rulesets.conf e EM BiriREZ 4 Fi7E whitelist.conf XX iiE, O 2REES TS MMEE
THikEes.
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ERCBEHEE, 57T whitelist.conf XX R#EBENR (BATLER), BXRF, ESATENES
BE,

£fZ1E ctxvda. ctxhdx # ctxpolicyd REZHi, 7EiEfT service ctxmonitorservice
stop S UELEEIRSTIFER. SN, SRS TIFEFBENBIEELENRS,

£ TLS RIFAFRIER S

April 21, 2022
BiRA 7.16 #2, Linux VDA SHATFRIFAFKIEREH TLS %, BMERT, TLS MBLFLARS.
B TLS mz

EEERATRIFPBFP2IEL LM TLS 0%, 357 Linux VDA #1 Delivery Controller (Controller) EFXBGEHH S
B TLS m#.
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FREVIES

MBSTERMAMM (CA) REX PEM R HIBRSS SIEHA CRT UARIER. RSBEBEIUTEHS:
o B
o RINZEBFAA
o FRENEHR (FIik)

RS BRIEFH G-
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

72 Linux VDA E =R TLS 12 £ Linux VDA L, f§/ enable_vdassl.sh TEBER (S&2AH) TLS M
. ZTENT [opt/Citrix/VDA/sbin BER+, BXTEHTAMNENNESR, &7 /opt/Citrix/VDA/
sbin/enable_vdassl.sh -help &%,

BR: BAESA Linux VDA RSB ERERSH[IEH, URMBTESAE Linux VDA IRESB[MNE PN ERERIE
P

7z Controller == TLS M=

AR

REEEANRZMNARBA TLS NE. FEABENBREFBA TLS mE.

7£ Controller £ PowerShell &0, RIAFETUTHS U BRI GABA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled S$true

=

FE
ZR ICASIEXHRNE S VDAFQDN,® 7 iz T Set-BrokerSite -DnsResolutionEnabled

$true &<, %@H<KEH DNS @i, MRZAT DNS fi##r, ICA RIEXHSER VDA IP ik, HXh5
TLS #8xmImE (g0 SSLProxyHost #1 UDPDTLSPort) #21# FQDN,

E7f Controller £2/8 TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

HPEHEER

SRAIERHHNRERIEN, EAF Windows 89 Citrix Workspace ZAEFH Al sERHI TEA “TiEHERIER
BOMIAE” IR
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Desktop Viewer ot

8 The connection to "u" failed with status (Can't assign

requested address).

QK
fR7%: m hosts SXUERM—1N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M E, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

£ DTLS WR2BF&IE

November 8, 2021

M 7.18 frzie, DTLS ER—WxeR M. RIABRT, tINEEE VDA LA FEARS. BXFHAER,
BEAGRELR 2.

BF DTLS m#
WirBENERESEEA

7z Citrix Studio #, IRiE HDX BER RIS E A ERTER ISR,

7z Linux VDA /= SSL =

#£ Linux VDA t, #B enable_vdass'l.sh TEBRA (82A) SSL %, T AT [opt/Citrix/VDA/sbin,
BxITERIAETNESR, 51T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AE

L&, Linux VDA %35 DTLS 1.0 #0 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 s3&FH
F Windows & Citrix Workspace W A2 1808 X EE R4S, (IREHME iRz #F DTLS 1.0 (F40,
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Citrix Receiver for Windows 4.11) , i&f&/H enable_vdassl.sh T2 SSLMinVersion &&
TLS_1.0, ¥ SSLCipherSuite#&5 COMg; ALL,

BT XARZIEKE]

July 27,2021

BEFXANKIEKENEHTHENEARESIESGINEE. X—URENEEERIEREELETR, XERENNRER
BRI EIERG TN EEHRIER. TUIEE—BXAKE, ZKBEEIMNIIERELER, BRNMTRE
L AP
HE:
BETFXANSIE KRBT REMEE, IR AREREET2MEIEEUERS, B LIRM—ERINERERFE
ERERME, FERALLIHEER, BINTRIIRENEEEMME, B2, HRINBNEELINGESHEMR2ERAE (IR
ER) £586H,

SIEKEBF XA, FERTRAFRENSE. SIEKNPEERETREKIESGNER. REENHERETHEHTA
ET7TREEGNETSIENERAFANS M. A7 EGXMREREELRE, BEERSH/IHEFiE Internet thiltsit
MUK A R F HAE B

ZRBAFAR, BEASIEKNERLELERE ERRE I EMKENSNL,

PR

EEANRSBRNREERANREPIZIFRIE K, BEEASIEKENDE, BSUERANEERNETEEM.
MRIFEEAIEAR NVIDIA RehiEFr 2 FEMHNE H.264 5 H.265 FRERXTiET @G,
NvCaptureType 7EFMRFIEEN 2), WAZRRIEKE, HETREBRAIEKE,

o KENWSIEERIEER T Mo

o WMREIR Print Screen EMRER, 7T VDA HHRNESBFEIEKE, HMNBIWERIEHESEREHRE
3R,

ERERERHITERSHIIIE

April 21, 2022

F% Linux Virtual Desktop £iE8Y, AP UERAEEIEFIRSENEERHITEMRIE. WHERET ICAE
BEREIMNEEHTTHNERREERALIMN, ARERUAESIEREAEE . BOSERXEPRNEFES. MEN
R TR AR MERE 8RS HIRIERN Web B8 1T B9 30E.
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FFUkhEE, Linux VDA EBS Windows VDA #HRMERE. EXFMAER, BSRAXTNE ESERHFIRLHS,
pE=

BEAFZEE Linux VDA RIEHRERMETIERERER Citrix Gateway,

BERMF

B FEBS NIRRT AMEBURF AT &4
o+ &89 Linux VDA REE TEEP—NKIThHRH:

RHEL 8/Cent0S 8
RHEL 7/Cent0OS 7
Ubuntu 20.04
Ubuntu 18.04
Ubuntu 16.04

anp
(3ay

VDA R¥E5H/E, WiE VDA 2% 8ERTE Delivery Controller 51, UKRBA AN Linux SESIERS
BER Windows EiBMRINE R,

o M OpenSC ZRMEEEF. AXIFAER, BESHAWIFHR OpenSC ZHEEF,
o f#A Citrix Workspace for Windows Iz B2,

Ha1% OpenSC ZHFEREF
OpenSC 2 RHEL 7.4+ LIz EMAMEEERIEmNERF, 1 CoolKey W2 RAENR, OpenSC HFLHAEIM
EHe£ (358 Red Hat Enterprise Linux FREYEEER) .

EAXH, YubiKey 4 BEEFRAEEAREN . YubiKey 4 2— i@ USB CCID PIV i&&, AJUREZ MM
Amazon FEMSEMTELME, OpenSC RapieF 21 YubiKey 4,
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MBERANTEFLHMESRNEEE, BES—ARET RHEL 7 3¢ RHEL 8 LIX OpenSC 48 89¥EN. &
* OpenSC ZEMER, BBRRESEEFIRIER. MASEEE, RAEETUTHLLUIA OpenSC BEZIFEEE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots

ficE
HEERIES

RIEBATRIEEREF ERIER. FRITUTRIEUTRARRERIES.

1. 3REY PEM #8XB9RIEH, BEEM CA RSS2 HPIREL

AILUEITE M TRIE < UG DER X (*.crt. *.cer. *.der) #i#: )y PEM, E FTEM & <$RAIH, certnew.cer
73 DER x4,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. ffopenss | BRHPRERIES. certnew.pem XA IESRH,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy-->

BOBERERIEPWEKRFE, §i817 sudo mdkir -p <path where you install the
root certificate>,

7£ RHEL 8/CentOS 8 t#493Z pam_krb5 &

BEEEBMRIERIT pam_krb5 ##3R, ziEik1E RHEL 8/CentOS 8 EE#FMH. E1E RHEL 8/CentOS 8 LfEMA
BERBMIIE, BRI TFIRME pam_krb5 &3R:

=

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 &3,

2. 7£ RHEL 8/CentOS 8 L#g##H %% pam_krb5 i3k,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install
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<!--NeedCopy-->

3. WIE pam_krb5.so &= T /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

ECEERERIFR

AILUER ctxsmartlogon.sh AR B R fERIFE R FRITRE B,

(#%77 1) £/ ctxsmartlogon.sh RiiZ<E & & 4EFIF 13

ctxsmartlogon.sh Biz<# PKINIT (5 2 RMEIZIAGE. ATLLEE [ete/krb5.conf EL& X HELLILE,

BRERSEEEZE, B51T ctxsmartlogon.sh iz AL B sEF IR,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTRS:

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
# includes automatic installation of the necessary packages and changes to
# the configuration files.

# Note:
# The :t/smaltlogoﬂ sh adds pkinit 1nformatlon to the :1~fault realm. You can
q /i

1:Enab
you want

Installlng, pl .
[krb5-pkinit] [pam_k already installed.
[pcsc-lite] [pesc-lite d]l[pcsc-lite-libs][coolkey] already installed.
Packages installed. [Success]
5 4:Configure krb5.conf.
ify the path to the root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
/krb5.conf configure successfully.
:(onfiguw PAM files.
/usr/1ib64/pkcsll/libcoolkeypkll.so) :/usr/1ib64/pkcs1l/1libcoolkeypkll.so

BEREETF, BHRITUTRE:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTRE:
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#:#-_' T e 0 0 0 S 3 0 0 D e 0 0 e e e 0 0 0 b e 0 0 R0 e e 0 40 2 3 0 40 2B D e 0 40 D e 0 0 e e e i e T e 0 0 R0 e 3 0 0 e e e 0 B0 D e e 0 e e e

t ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
f includes automatic installation of the necessary packages and changes to
# the configuration files.

f Note:
# The ctxsmartlogon.sh adds pkiﬂit information to the default realm. You can
th i tion file.
X 3 C 3 > WHC T T IHC D B0 IR M HC R0 MR HC B0 OB N MO M MC
Stup 1:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(£ 2) FHEBEERIFE Linux VDA 85 Windows VDA HHREIME sERIFE, HiZIFED, BAEES
MNMAY, aiEEEHI28. Microsoft IEFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace M A#EF. BXxET YubiKey 4 BEEEHNEEES, BEBRAAIAFILXE CTX206156,

PWEHMIT T NS BZE, BREAEAGHESERESE, NBHNAFIIPHE THIEEE, HE GRS ERAEERR
h&E R Windows VDA,

2% PC/SC Lite #f#  PCSC Lite 2 AIHEH/E8E+ (PC/SC) HETE Linux PRI, BRHUSEERMIR
E2HTIAEM Windows EEE+F#O. Linux VDA AMEREEEEMAEE PC/SC £RILMA.

BT T a8 %% PC/SC Lite 8,

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

LEEEEFIEFE OpenSCE RHEL £z ERREREIERF. WRAKLE OpenSC, HBITUT <L LUATT
%=

yum install opensc
<!--NeedCopy-->

REMRTEHEEFMHIIEN PAM R BT TSR pam_krb5 # krb5-pkinit #ik,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8/CentOS 8:

yum install krb5-pkinit
<!--NeedCopy-->
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Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 IR ZEHENFHIRIERIR, FIIR% PAM B ARFER UEA ERGERBIURMBEHRRTHO (KDC)
REEEEFER. krb5-pkinit BREE AR HERAFBFIESM KDC REAIHERN PKINIT &,

2 E pam_krb5 &3  pam_krb5 &5 KDC B LU RS sE-EHAYIEBIREX Kerberos EiE, E7E PAM thfE
A pam_krb5 B4, EETUTHS:

authconfig --enablekrb5 --update
<!--NeedCopy-->

£ [etc/krb5.conf ERE (4, RIBESCARAISEARD PKINIT 58,
AR
pkinit_cert_match E=HEE X FIHIFBERF IR PKINIT S985F 2~ Al AITE AN, FCEFINIAE R
H:

[relation-operator] component-rule -

Hirelation-operator Al &&, RRFAGAGMNSFATE, WallR ||, RRIBE—FAHIN
WARILEC,

AEE—MEA krb5.conf X4ryRHEI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

00 PKINIT 58/5, ZEEXHEIN TR,
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CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

ftE PAM BHI0iE  PAM BB X5~ T PAM S KIERER, BHRMN pam_krb5 fEANBHIGIEER, &M@
[etc/pam.d/smartcard-auth (RN TT:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_1identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

YNSR(EEA SSSD, MMERFIZECE X R TFro

#%PAM-1.0

# This file is o-generated.

# User changes will be destroyed the next time authconfig is run.

auth req pam_env.so

auth [success=done ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/lib/x86_64-linux-gnu/pkcs11/opensc-pkcsll.so
auth sufficient pam_permit.so

auth required pam_deny.so

account required pam_unix.so
pam_localuser.so
pam_succeed_if.so uid < 1000 quiet
d success=ok u _unknown=ignore]l pam_sss.so
d success=0k auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
required pam_permit.so

optional pam_keyinit.so revoke
required pam_limits.so
optional pam_systemd.so
optional E ddjob_mkhomedir.so umask=0077
optional E iir.so umask=0077
ore] pam_succeed_if.so service in crond quiet use_uid

pam_unix.so
L pam_sss.so
optional pam_krb5.so

BEER (SSO) 2— Citrix Th8E, AFERUAMNENKEMNARFBHNERSHIIE. WIHERETAFRRAR
PIN B3R #. E¥ SSO 5 Linux VDA &4/, 1EERE Citrix Workspace R B1ERF. %EEES Windows VDA
R, BXFAER, BSHEFMIRFLXE CTX133982,

7£ Citrix Workspace M2 HEEHAKRERE, ERNTRTERAS RS HRIL
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File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,
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ERER
EAEERER Linux VDA

FAFEIIATE SSO #13F SSO R EREEERER Linux VDA,

« £ SSO HEH, AFRBEREFNEE-RIENF PIN 38518 R StoreFront, A 7E StoreFront 1 2zh
Linux Virtual Desktop &iE8Y, PIN iB¥£#%) Linux VDA LUH#ITE RS I10IE.

« £3E SSO =, RLFRTAPERERHEAN PIN 83LIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
e lick h vi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
L || Valid From: 9/18/2017 to 9/19/2018 | [seses o |
|
ok J[ concer | e

AP 1E StoreFront #/35h Linux Virtual Desktop i&RY, 1§27 Linux VDA BRIHEE, W TFFT. AREEM
BRERPAGEBHIRIN, ARAHAEREAN PIN BLUHITE RS KR,

1T7H5 Windows VDA 18[E,

" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ = :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, 7£ StoreFront i, MR ZRAEIMEEISIENREZEE fEE, StoreFront Web mJRESIR N TFAAIRIRHEER,

Insert Smart Card @

Q Please insert a smart card.

| Cancel | Details ==

PR
ERERTSPRERME

W7E, Linux VDA B BERIBFRVERARIATHN. BINER Linux VDA EBRERERN, SIENREERE, HERIE
BEEAFUE,

TIRFHME SR PKCS#11 =
BABRNNLZIFTIRDRIIET OpenSC B+, EREAUEXFEREMEEEM PKCSH#11 &, EX Citrix 212
HBRAEEREETAMRAAR. BEUNRISENSEERI PKCSH#11 F, BHITUTEE:
1. M PKCS#11 E&#FiE opensc—pkcsll.so £l
2. E¥ PKCS#11 EMRFIGENEMR, BEITUTHES:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1289 PKCS#11 &, 5130 /usr/lib64/pkcsll/opensc-pkesll.so

3. ARF IR LERREEERER.

Wk =B R E R B DI

April 21, 2022

LEThEEET i 1a) StoreFront N ABEETEHMANA L EEFEANTERT Linux 89 Citrix Workspace M BEFM
Citrix Receiver for Linux 13.10 # AuthManager &k, SENE, ERIMERZE A A Linux ESSEERIES
NEMKRENNARER, MATEENEF TR
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AR

BT Linux &9 Citrix Workspace R F#2F# Citrix Receiver for Linux 13.10 & #1thIhEE,

ERALIIRE, BHRITUTRE:
1. 7 Linux VDA £, %#:iERAT Linux B9 Citrix Workspace A 2R Citrix Receiver for Linux 13.10,
M Citrix Workspace MB#2R s Citrix Receiver 9 Citrix F2{51E FEBN N BER,.

k=& 27 /opt/Citrix/ICAClient/, MNRERLAREFRETHMEEZF, 15 ICAROOT FELEiE
BENiEmRRRERZ.

2. 7£ Citrix StoreFront EBizH|&mH, NBEFHNARERN HTTP EXSMIIEA %,

banage Authentication Methods - two

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#!|  User name and password )
[ ] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Srart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
| | Pass-through from MetScaler Gateway -
Ins.talllng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. BT EMRIAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EX&SHIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy—-->
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4. BEEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BT T < B B

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x00000001"

<!--NeedCopy-->

6. BE&) Linux EPEESIENZSIETHERT Linux B9 Citrix Workspace RZF#2F 5 Citrix Receiver for
Linux 13.10,

ERBEH Linux ESEESIETAHERT Linux 89 Citrix Workspace R #1255 Citrix Receiver for Linux
13.10 B, RARRTEERNABEWKS . UWEEIUBHERZFEENNAEE,

AR

BN HTTPS URL fERNERN AR SIS

Citrix Receiver - *

Add Account

Enter yvour work email or server address provided by
wvour [T departrment.

https://

Cancel Add

REREENIIENRIE

April 18,2024
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REAXEEREREZSHRIEMNSIE, L% Linux VDA LUER IR TRIFHILE.
AR

EEREZFHIIENSIEN, FERIEMBHNHAZ X 2IEMBEEA T Android &9 Citrix Workspace
MAEF LR EXE.

BIERE B HIIENN RS

BE7E Linux VDA EZIFREFMNIIEMKRIE, EFER StoreFront 8ERE S B IIEHIN AR E.

ERMMAFBARES BRI AR

FRIRRZSMNRIENNARERS, ERXMTEPBARESHRIENARF UZRAEZSNRIENSE BERMAFTE
BREZSMHIIEMERF, 15#%8 Citrix Virtual Apps and Desktops St4FB9i B TR0,

RERESHIENRIETINTIE

FREFHEIINIFNEIAT NBATERZ 10 95, IERETEMERIGE AnonymousUserldleTime #1TE
B, AILUERA ctxreg TAFENILE, FlW0, SLICEMRIGE RN 5 28
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

Xx00000005
<!--NeedCopy-->

REREZSHWIENAFRNRAKE
ERERZGHRIINAFPNRARE, BERFMET MaxAnonymousUserNumber, & EREIE A Linux
VDA EREITHRE S HRIENSIER. AR ctxreg TRESEIIIMFRIGE, 60, FZEREN 32:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE

REREFHEIENZIER. WRFANBHAZRIE, VDA FJggshiiliadE, EPaEERABRRE.
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HEHER

RERZSHRIENSIEN, HEEUTEI
o BERERIRESHIENZIE,
BINEIMERREEEREETUTRE (REN0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik ncsd RS R EIEEIETT, BEEREBENEH passwd £7=:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

WMREEH, 5% Passwd EFL8IRE ) no , ARENEE ncsd RS, BERHEERERERFEENRZE Linux
VDA,

+ £ KDE B RE S M IRIENSIEP B TRBIFRE.

BINBRTRESHRIENS TP RERABERHEMIER, BZ, eI MNFE2RE KDE ., 7 KDE /1, ESERRE
BSiRIRAMES, HEUTTHNEEE X $Home/.kde/share/config/kdeglobals ., fi40:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

BE, MRELBEEEMN kdeglobals X (0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions S#EEANFAE,
BREBEBTEER,

BRAILEE, BEERRESTEN kdeglobals XtEUMBE [KDE Action Restrictions] a4
[$7] #7iE, REERERRASTENRERZAMFERANTESE, 5% KDE BEBFHAES, B85 KDE System
Administration/Kiosk/Keys Hif.

fFcE LDAPS

November 8, 2021

%4 LDAP (LDAPS) #iF#&5 Active Directory EEEME BB 2R E B R A ML LR @S SSL (Secure
Socket Layer, Z£E#&FRE) /TLS (Transport Layer Security, f#iaEZ2M) #T@EEMNINEE
BARINBEF IR SRS BN AERF 2 a8 LDAP &5, 3&idfER SSL/TLS &9 LDAP (LDAPS), ATLURF Linux VDA
5 LDAP fR$528 2889 LDAP EiAA,
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AT Linux VDA 4241 LDAPS E#EH K.

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller #
o HEEARSS: SRERIT(E

ECE LDAPS ;5 R AT I 2!

« 7 Active Directory (AD)/LDAP Br%533 = A LDAPS
o SR CA LEEFIHER

o £ Linux VDA L=/ LDAPS

« NE=AF&EE LDAPS

+ E2E SSSD

+ E2E Winbind

+ B2E Centrify

o F2E Quest

} =

AR
B LUETTIA T ar< 7 LDAP RS 2GS ERMAER. FHONMEN 15 28, BEDRHEHIZEN 10 558,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "Ox0000000f" --force
<!--NeedCopy-->

72 AD/LDAP %528 /= LDAPS
AT LUEE 22 Microsoft IEB M A4 (CA) 23k Microsoft CA 2R EMBYIE KB B&@id SSL #9 LDAP
(LDAPS),

R

fEigiehes ERE IR CA BEBEEAET SSL/TLS # LDAP (LDAPS),

BXRMAREERBHIIE LDAPS E M FMER, 1521 Microsoft Z#Fih= E# How to enable LDAP over
SSL with a third-party certification authority (n{a{&BISE=AiEBMANME MA@ SSL 9 LDAP),

YEE—IZRE (BN, RERZ=R) IEBMEANERREE, EEESEFSR EF2858EAT LDAPS 5451
HNEEIES,

BEXUNEAERZRIERMENMERE RIEES BB A LDAPS M58, 5% Microsoft TechNet ih = E#Y
LDAP over SSL (LDAPS) Certificate (i@id SSL # LDAP (LDAPS) iE+) —X
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B RRIEB IR LU E P i A

EFimpBER LDAP BRS528EE0 CA RBIEH. EATFIREA LDAPS SH1IE, HRKR CAIEBSANERE
ERERE,

EXMMASHIR CARIEHAELR, E21 Microsoft 21 Web 55 £ How to export Root Certification
Authority Certificate (AMEISHRIEBMENID) o

£ Linux VDA t/=/=i2H LDAPS

21 Linux VDA L2 EA LDAPS, BEEITUTHA (EUBERSHERN):
L BIEEREUTARAR:
o BIRERIR CAIEBEAET SSL/TLS #9 LDAP:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

 FAEESE®S SSL/TLS =/ LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

AR
AT EESERR CAIEBHIRA PEM &, WNREA LDAPS TNl Python3 BINIFIE, &
%2R BIE Python3 EIMIFE RN B F eI IZIF R,

 ELREIRBA SSL/TLS #9 LDAP

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L AT LDAPS 9 Java Z5AENM T [etc/xdl/.keystore, S MMAYEMRIMEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->
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NE=FFAEE LDAPS
% Linux VDA A&45h, TEZ I MEFRIaeth EE LS LDAP 19 VDA BE= A 4A4E, HI0 SSSD. Winbind.
Centrify #1 Quest, W T&EBHNAT s0fa@id LDAPS. STARTTLS = SASL &Mt E RS LDAP,

e

FAEFTEX LM A M ERM MR SSL kM 636 KRR £ LDAP, HEAZEHETE LDAPS (%0 636 Lidd
SSL #9 LDAP) Fee5ikO 389 R STARTTLS #7%,

SSSD

RIBEIE RO 636 im0 389 LELE SSSD 24 LDAP RE. BXFEMESR, ESA SSSD LDAP Linux F#
pars

Winbind

Winbind LDAP Z i) {8 ADS 75i%. Winbind £i% 0 389 L {Xsz#F StartTLS Ak, SEMNEEXHH
|etc/openldap/ldap.conf T #5 ldap.conf #1 /etc/samba/smb.conf T# smb.conf, % i FFIREX
XL

ldap.conf:
TLS_REQCERT never
smb.conf:

ldap ssl = start tls

ldap ssl ads = yes

client ldap sasl wrapping = plain
<!--NeedCopy-->

&, 2 LDAP aJLUE T SASL GSSAPI &2 Mt #TECE, BREES TLS/SSL #17, EfER SASL =, 58
2 smb.conf Ei& :

smb.conf:

ldap ssl = off

ldap ssl ads = no

client ldap sasl wrapping = seal
<!--NeedCopy-->

Centrify

Centrify 7250 636 £z #f LDAPS, BE7Ein0 389 LiRHL LM, EXEMER, ESH Centrify ik,
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Quest

Quest Authentication Service 70 636 L34% LDAPS, {B7Eix 389 LEREMA A RERSME,

HEHER

fERILIhRERI ATRE RS I & LA T IRl :
+ LDAPS fR5A1 A%
EHIA LDAPS #3525 7E AD/LDAP fR$588 ERIA. BIMERT, #0636,
+ BT LDAPS Bt Linux VDA 5E i
I93E LDAP fRSBSBMIHORSEERRE. ELNEIR CAIES, WIRHS AD/LDAP BRSS23ILE.,
o BIMEIRMBRUEMRIN

MRERER enable_ldaps.sh (9iER TESNEH LDAPS #8X00 A RN, NETAERMBIR LDAPS AfaY
RFI,

« LDAP i@t SSL/TLS M Wireshark si{EmE MRS T RN
2RI\ F LDAPS, i5=z1T [opt/Citrix/VDA/sbin/enable_ldaps.sh 324517,
« %5k E Wireshark ST HAMLEEEM T AN LDAPS g
R4 Linux VDA SEARFIZESRER (AT I LDAP/LDAPS &
o FTixiEid1E AD AR528 £i=1T ldp connect 163F LDAPS =T A%
5/ AD FQDN gk IP #thit,
o TiE@:d5E1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh iiZ<S \iR CA iE+H

ERMH CAIEBMTERE, HBIMR CAIEBMXERTER. ERSZXRFMAZEH Java Keytool 2685
Bo MREREZIFFIRFIIL, ERILEERER, NRBEBEHERIRD, RIVBZEMER base64 figHy
PEM #&z(,

o TiEET Keytool -list 2148 CAEH

®idiE1T /opt/Citrix/VDA/sbin/enable_ldaps.sh BB LDAPS B, iEHBEHENE
[etc/xdl/ keystore &, HIRBEFBEURIPERE, NMESIETER, TUEHRSTZMAUNEEZR
£

872 Python3 EiFiE

November 27, 2023
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MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpinggk /opt/Citrix/VDA/sbin/
enable_ldaps.sh @<a el Python3 iR, B2, NMRXLEHSTELE Python3 EINIFE, TED
EEEMEEE, WAIUFMEIR, ASOFANAT QIEEEMEEEN Python3 EIMIKIEHN K& HMNT R,

wEEMN

o UMEBHEENRAREHR /opt/Citrix/VDA/sbin/ctxpython3 BR.
+ Python3 R4+-BHREXHEEEMLE, AIMM https://pypi.org/ FTERE M.

B2 Python3 EiIfiE

EER TS B LLEIE Python3 EIIEFLE:

1. %% Python3 &,
%iF RHEL:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy—-->
AR

BRIV TARRSEFERETETEF LA TL, XF RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms <. F RHEL
8, 1Ei51T subscription—-manager repos --enable=rhel-8-for-x86_64-

appstream-rpms &<,

¥tF Ubuntu. Debian:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

3+ F SUSE:

zypper —-i -n install python3-devel python3-setuptools krb5-devel
gcc libffi48-devel
<!--NeedCopy-->

AR
e gesER SUSE_Linux_Enterprise_Software_Development_Kit_12_SP5_x86_64
TFEEE 7 BER L L ARRA I,

2. fli Python3 E#IFE,
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=W

ERROREER pip TANTIEERIBEI SSLIEEHIR, BHEREUTEENARME /etc/pip.conf X
fep:

[global]

trusted-host =

pypi.org

files.pythonhosted.org

3+F RHEL. Ubuntu. Debian:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

xiF SUSE:
sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
setuptools==40.6.2
<!--NeedCopy-->

3. ¥t LDAPS #K#iIi,
3tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 1ldap3==2.8.1 netifaces == 0.10.9 pgl8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

+F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg80OO == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

4. %% XDP1ing KM,
3tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0
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sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

xtF SUSE:
sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

XDPing

April 21,2022

WiER
Linux XDPing TRAR— M EFaH<LTHNRARER, SJAENITIRE Linux VDA IFEHE I ER#ANEE,
Linux XDPing TEERLZHHIT 150 S 2A0NNE, XEMAAKI XN T !

o WEZRHHE Linux VDA REEXR
« JABHERITENER, 83F Linux %17k
o ¥ Linux RZMESME

o MESBFEEAAAERM Linux VDA 2/EMNBEH Linux L1ThRIEIRA
o BBELLERA Linux (SELinux) IS4
o RAIMKIEAHFHIOEMLZILE

o 1EEFED XA BRI

o WETENENNEREE

+ 107 DNS EREHRITERNE

o RABEEHNEERFHOEEMNEE, 35

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o WENEIREHOENLEIEED 2SI BT
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+ 1% PostgreSQL BRS B EMEEMIEZTT
s WEMAERSEBAEMERORTETH
+ 107 Kerberos BELEFH T HHIENI
107 LDAP RIFIEHHARIRARS 5| Z

2% Active Directory £EREBEEWRIEE, URYFIIHTENSTEMAR, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory & Linux i+E#H3 RAVTE M
o IERERSHIRIEER (PAM) B2E

o WEROEHERN

o MEZBRET Linux VDA FRENHEE

« A3 Linux VDA R+ BH LB R EMTEM

+ 0% PostgreSQL JEMREIBEMN TR

« 1% Linux VDA IR R EE ERERBENIETT

o 07 VDA #1 HDX BECE R &M

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. 51T EMEEE

« EITENEEEE Delivery Controller 93+t

o WESNENRMFEEN HDX 21F0RE

o PEBEXHPEEEES Linux VDA BXHEEIRMES
« 1% Xorg WA ETES

#F Linux XDPing T&

AR

XDPing.

Lt < F = 8lE XDPing FrER Python3 EINIFIE, MRLHS

Python3 E#\F BRI BAF RIS IZIFE,

XDPing s M&< shell BT8R 8 xdping MM EIRITI 4,
BERGOTER, EEA ——help %

sudo /opt/Citrix/VDA/bin/xdping —--help
<!--NeedCopy-->

EET2ENR, BERMEAEASSITERNER FIET xdping:

sudo /opt/Citrix/VDA/bin/xdping

3

iz 1T ctxsetup.sh K& %% XDPing, aJLLiE4T sudo /opt/Citrix/VDA/bin/xdping k&%

eI Python3 EHUFIR, 151REREIZ
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<!--NeedCopy-->

BERE Linux VDA B ZHIIGEIRE, EE1T pre-flight Mhk:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUBITRERMIAES (530, BSEINIRA Kerberos MIR) , &R —T 1.

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRNSEN XenDesktop =588, BEHITIATIRME:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

Nt

TERIE1T Kerberos Mt B Rf5L :
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME : [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for SPN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALES . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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fcE Xauthority

November 8, 2021

Linux VDA 35 X11 BRI8E (81 xterm# gvim) #TRERXZEVIBWINE, LINEERENENREN
#1LUF1R XClient 5 XServer Zalf@E L4,

AILLEE R A ERRILER EBENNRE 2!

« Xhost, BiLfERT, Xhost RaiFathEHN XClient 5 XServer #1Ti@E, WMRERFR2IFITIZ XClient 358
XServer, MiE1T Xhost fi B FIHFEHENINR. HE, tLATLUER xhost + LA IFEE XClient
% 1%% XServer,

« Xauthority, JUESTBEFHNIEZRFHE . Xauthority Xtt. EBEFEEIREMEE xauth EAMN
cookie FLIATF 3 XServer #1THHIIE, B&h XServer 321 (Xorg) /&, % cookie EATFHS5ZIFEETR
HIEEHIT B 0,

TRRE

Xorg Bahet, . Xauthority X#igH%E#Esl Xorg, It . Xauthority XFE&EUTTE:

. BTREE
o IEFEERIMY
« cookie &

AL xauth s, fin:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908111624b
<!--NeedCopy-->

R XClient iZi2iEZ2 Xorg, MBIUHEHMBEEMG:

& &iniE XServer 89 DISPLAY IfiET =,
« JFENEE Xorg hEEF—1 cookie #iE2H . Xauthority X,

ficE Xauthority

Z7£ Linux VDA LB/ Xauthority LU#1TiZE X11 2R, HAeIER TEAE NIRRT
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v '"ListenTCP"
-d "Ox00000001" --force

<!--NeedCopy-->

BA Xauthority &, Foigii@d#EHHAZEERE . Xauthority s XClient:

o Fohig . Xauthority xfEiEss XClient

B5h ICA =i&f&, Linux VDA 35 XClient £8% . Xauthority X, HEZXGEHEEESEFNER
FH, AILEL . Xauthority x##E#IZizE XClient it&#l, #i&& DISPLAY #1 XAUTHORITY
IFET R, DISPLAY B%f#7E . Xauthority X#HMERHES, XAUTHORITY & Xauthority #9
&2 Blg0, FEFEUTHL:

export DISPLAY={
Display number stored in the Xauthority file }
export XAUTHORITY={
the file path of .Xauthority }
<!--NeedCopy-->
AR

NRKEE XAUTHORITY IFRLE, NEIAER ~/ . Xauthority 3

o BEEHHZFERE . Xauthority x#&iEE XClient

REENAXNENERAFAEHEEETEIER. Y Linux VDA B350 ICA £3EH, BEEFAFPNEIERTOE
.Xauthority xtf. MRLFBERSE XClient £=, AFFAFEF#HL . Xauthority X
XClient, E#i&E DISPLAY #1 XAUTHORITY HiET &G, ¥ BhiE XServer KEAFET GUI,

HEHEER

9N Xauthority FE(EA, BRBHIEHRS BHITIRIE:

1. LUEA root RUIRMEIE R BHIRENFIE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

lEa SR 2RBENIEREEE Xorg B Xorg #HIEMSH, S—MSHEBREAN . Xauthority Xt fl
-
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/var /xd1l/xauth/.Xauthorityl10
<!--NeedCopy-->

£ Xauth &< 8% cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. FH Xauth &€ 8% ~/ . Xauthority @48 cookie, MNRERFESHERE, METH cookie M5
Xorg #1 XClient 9 . Xauthority Xf&# cookie &,

3. W& cookie [, FERTEMBMEA Linux VDA K IP sk (g0 10.158.11.11) AiiEi2 2Ris0, #
KEEBAFREETHE (1 160).

7£ XClient i#HEH LiBTUTHS:

telnet 10.158.11.11 6160
<!--NeedCopy-->

iHO579 6000 + \< 2R¥E\> BRI,

DRI Telnet $1ERKL, B AERTAE/ERELEIER,

B S B IRIEARSS

May 8, 2023

Linux VDA Z# /A FAS ER&H Citrix Virtual Apps and Desktops #f18, ©A S5 Windows VDA #HEH
Windows IFiE3k#1T FAS ERIM8E. BXA FASEE Windows FFIEIMER, ESRBEENRITRS. A3RE
THET Linux VDA BZRIME B

FE

Linux VDA RZH1ERIT R,

Linux VDA EA%2iE#E5 FAS IRSS S EHEUE.

7= Linux VDA LtFZE FAS

RHEL 8/CentOS 8 5t FAS i3z 4§

FAS #&#iF pam_krb5 3%, zi&R#E RHEL 8/Cent0S 8 LB A, &7 RHEL 8/Cent0S 8 Lf#F FAS, &%
WTFErRME pam_krb5 f&ik:
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1. MBUF Web 5% pam_krb5-2.4.8-6 J&{H3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 7£ RHEL 8/CentOS 8 Ly Zit pam_krb5 &k,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. I8 pam_krb5.s0 @& EF#ET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

1258 FAS k5328

MR B2 RE Linux VDA, EEH FAS, &7 17 ctxinstall.sh = ctxsetup.sh S E & Z E K2 1#t
CTX_XDL_FAS_LIST B¢, NS FAS BRSS2889 FQDN, BT Linux VDA R323% AD 4H5RES, ERILIBCRIRELS
SRR FAS AR5 83MIFIR. MRMFR T EAIARSS S3ht, EFER <none> XAFRHIERHETH, HETEBHR

EEg bl ) ] 8

MRBAFIMAER Linux VDA R, AIUENIE!T ctxsetup.sh RI&E FAS RE88. &, HaILLUETU T

$RIGE FAS 528, HEFB ctxvda RSUBIEBEEK.

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ

" -v "Addresses" -d "<Your-FAS-Server-List>" --force
service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

E@id ctxreg E# FAS BR$533, BEBETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->
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REIEH

EISFAFRIES, 157 VDA ERE4R CAEBUNFEHRIERER, fia0, BRER CAIES, iI5MATEMM Microsoft
CA (7£ AD 7) 12 CAEBLBHFKEAD RIEH, HBEMIR CARRS8E http: //CA-SERVER /certsrv T
# DER =XBNZIEF,

AR

UTFan<tiEATFREPEIES.

BT TSI DER Sttt (.crt. .cer. .der) i)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

RE, BTEMIMTHH SR CAIEBRESR openss | BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

AR

EDEIR CAIERET [root BET. &N, FAS TAUREUR CA IEH,

i517 ctxfascfg.sh

517 ctxfascfg.sh MIZLUFRE FAS £

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINAIHETE, UE ctxfascfg. sh JUESRRIER TiET:

« CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify -5 Active Directory &£/ 753%, BT
7E48E CTX_EASYINSTALL_ADINTEGRATIONWAY BdfER CTX_EASYINSTALL_ADINTEGRATIONWAY
o SNRKIBECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECHNERE,

+ CTX_FAS_CERT_PATH =<certificate path> - {5EZERIEBHFTE P EIEBHTERR.

WEFRIEHEY Active Directory £ A%, ARBAERBEPERE (B /etc/pki/CA/certs/).
fZcpEE %% krb5-pkinit #1 pam_krb5 #xF&, HigBEHRXNEEXH,

PR

o FAS Z#8MRK Linux £&F AD &5 ZE. BB THIR:
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Winbind SSSD Centrify
RHEL 8.3/Cent0S 8.3 2 = =
RHEL 8.2/Cent0S 8.2 = = =
RHEL 8.1/Cent0S 8.1 = = =
RHEL 7.9/Cent0S 7.9 = = =
RHEL 7.8/Cent0S 7.8 = = =
Ubuntu 20.04 = £ =
Ubuntu 18.04 = £ =
Ubuntu 16.04 = ES =
SLES 12.5 = = =

o FAS BAZFBERE. MRESERREUERT, WEEER FAS ERERZRIE.

o IARANZ IS B P IIERS A REWIEA—X P RENE R FAS 22, F81% Windows 10 Azure AD
BRI,

U HER
fExt FAS BATHIEHIBR Z /i, BWHEREREHEMAE Linux VDA, LUERILUIERZBSHIIEEREBNABERRK
InEahdE FAS =1,

YNRIE FAS REEHEIETT, HFREREHN HDX BELIREN “VERBOSE”, 3% VDA BEL7iREN “TRACE™,
BXIEA Linux VDA BEAREHETIERNESR, BSREMIRPOXE CTX220130,

FAS fRSSBECEHIR

M FAS N BB ERBH=IER K.
1% [var/log/xdl/hdx.log HEHXMINTRBMEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
)

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERAE BIUTHSLUEIA Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auther
2H/IEE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

MRMEKERER, BRBAEISE FAS RSESBDBIRELUENRE,

CAEHEEHIR

M FAS NBBERHEIERY. BET—MREEN, HENUHEER.

Invalid Login

oK |

1% [var/log/xdl/hdx.log HEHXMINTRBMEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin: check_caller:
current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]
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2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

citrix-ctxlogin:

2021-01-28 01:47:46.211 <P30656:S5> citrix-ctxlogin: query_fas: waiting
for response...
2021-01-28 01:47:46.270 <P30656:S5> citrix-ctxlogin: query_fas: query

to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

citrix-ctxlogin:

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

citrix-ctxlogin: fas_base64_decode:

2021-01-28 01:47:46.271 <P30656:S5> citrix-ctxlogin:

get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

certificate success

citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->

FRRAR  WIERETE /etc/krb5.CONFs RIEFIZE T 7 i#1R CA IEBAMATE HiElE BT ERE,

[realms]

EXAMPLE.COM = {

pkinit_anchors =

<!--NeedCopy-->

MRMBREFER, FRBAENZ RS BERNEH#T

DR CAIEBEEE.

FTRRZM TR

DIR:/etc/pki/CA/certs/

S

®E,
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SO P IR G FEHR

FASECET SAML 5#%%8iE, ADFS FAF7E ADFS ERXTIH LMAAFRZMNENLG, ARSHALUTHEIR.

There was a failure with the mapped account.

IEFEIRRBAE BLINIEIE ADFS AP, B7E AD LiRAREERERAF.

fERAE TEAD LIRBEEFIKF,

KRECE ADFS

ZHER FAS NAREIEPHILIATHEIR:

The Identity Provider has not been configured by the
StoreFront Administrator

2 FAS R RBIEEE ER SAML 45381, B/ ADFS ZRER, SHIMLLER,

RRBR RNBKASHNIEARSEIE ADFS IdP, BXEMER, 1BEBIAKE SHIEARS ADFS 21E,

BXES

« JBA FAS BREBEEX S B HIIEARSS (R RS EHA — S Hh il ABEE.
o BRESNRIIRSSRLE—BEPRIINT “BIESE XE.

BEA0a)

WREAMER FAS, NERHBHESFEREFNNELATRANNABEFRIEN, AIEIKRK.
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& C |A Mot secure | hitps://ddcyw.local/Citrix/FASWab/ ﬁ| E

[w]m]
Citrix StoreFront I - oo = v

FAVORITES DESKTOPS APPS

g ER i €oesBatfive FEC testwlth RHEL74

[ cannot start desktop Jexecessatiue Huae

. o
‘ Yz H Deal testwHRHELT4"

fRRTSE

£ CA TEFAE ST Manage Templates (ZIEiEiR) LUE Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BT itt Active Directory 5 2#%) B8 Supply in the request (£
ERARRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information
i ic¥t names and to

simplify ceificate administration.

Subject name format;

| Mone W |

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |
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