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HTIEThAE

September 25,2023

2104 pYFTIEIIEE

Linux VDA 2104 R & 4E A FHI8ThAERN 58 TR |

7£ Citrix Virtual Apps and Desktops AR5z #5k M A Linux VDA

WiE, EAILUER MCS 7 Citrix Virtual Apps and Desktops BREH ol RN Linux VDA, BXiF4HER,
EEREARINN,

E£EZ OpenJDK 11

Linux VDA MEER7E7E OpenJDK 11, 7£ Linux VDA %35 Linux &17hR+, R%A Ubuntu 16.04 EREF5h
L% OpenJDK 11, EHMZ LN ELITR ERE Linux VDA BY, OpenJDK 11 £EAKBINBRIRE,

XDPing 19%

izfT ctxsetup.sh FE% % XDPing, A& sudo /opt/Citrix/VDA/bin/xdping sk
XDPing, Lth&n<EaslE— XDPing FrEE#H Python3 EiNiF R, BXiFAES, ESE XDPing

Ubuntu & gEFX#EF

& Linux Virtual Desktop £3%8Y, BA AT UFEREZIEAIRIEENEEEHITE NI, hRITELFEE
Ubuntu 20.04. Ubuntu 18.04 #1 Ubuntu 16.04 £iFHEREEEERSHRIL. BXEMAER, HE2RERE
BE R ITEES 95T,

%+ MATE £E

#117E CentOS. RHEL. Ubuntu #1 Debian 73R 2% MATE SEZR. I, &8 LUEE ctxinstall.sh.
ctxsetup.sh # deploymcs.sh BiafiRERNF T E5E MATE = GNOME @, MERIEEEZ 2, NER VDA L
HRRENRE,. B, NMRYFILTENIEE MATE, NATEIHEEEIRERN mate, BXFMAER, BHSHEN
LEMFANREXE, FlI=E Linux Virtual Delivery Agent for RHEL/CentOS,
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PBIS % RHEL 8. CentOS 8 #1 SUSE 12.5 iy ¥+

#(179% RHEL 8. CentOS 8 #1 SUSE 12.5 i+ &#MA Windows 5387 PBIS 5%

BEfEERIRE

January 26, 2022

B Linux Virtual Delivery Agent 2103 2, I TFEEEEE:

« 1E5EATF Mac 5 Linux £3&# Citrix Workspace R A2 H# Shift+Tab #8Y, XLRATRET AR
fit. [LNXVDA-9744]

=R

July 14,2023
TEARRASHRHE T LA TR

+ £ GNOME RERIEH, ZiERREFRFIESKN. [CVADHELP-15639]

« BEREHNIFTLENARFIRSERMEFAARL, Mutter A%&ET mutter-3.28.3-4 MR A S HI LR
B, BRI, &M mutter-3.28.3-4 skER A4S, [LNXVDA-6967]

o L&{EA NVIDIA GRID 3D £EAR/ZH HDX 3D Pro B, Linux VDA F#&FHAiziT. RHEL 7.7 B RhRr 4.
SUSE 12.5 &XE2hk4<# Ubuntu 16.04 ExtiIltbiag, RERZ OpenGL EREEEXL Linux &1ThR
HER RGP,

o XHTHRIBFHABIINED. ZEOFSEWXE THEE, FAE—RNEESBMHEK. [LNXVDA-5646]

» PulseAudio HBINRESSBERETHRSBEFELTREDIRS 20 #/EEH. & PulseAudio ;B
HEt, SHBERRER. ERRILAE, 5% /etc/pulse/daemon.conf X g E exit-idle-time=-1,
[LNXVDA-5464]

« SUSE12.558 libtcmalloc 4.3.0 mfEEaSEHIEEIMNER,

+ 7£ Ubuntu 16.04 #1 SUSE 12.5VDA L, ctxhdx RREMEESEBIMNEH. thir@isE GNU CE (glibc)
2.22 31 2.24 iR, ZEBAEE glibc 2.25 FEE. MNREEMA SUSE 12.5 K17hR, AILIRE SUSE
RMAYEEF LUBEILRR, &% Linux VDA BY, $&EEATF Ubuntu 16.04 1&3MER, [LNXVDA-4481]

« BAT SSLMEHBZRTSIEAEMERN, TAEERT Linux 9 Citrix Workspace R AREFFREHRIE,
[RFLNX-1557]

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 5


https://sourceware.org/bugzilla/show_bug.cgi?id=20116
https://www.suse.com/support/update/announcement/2018/suse-su-20180074-1/

Linux Virtual Delivery Agent 2104

« indicator-datetime-service #EBREH STZHBLTE, YEFABNSFEMFFARMNNXE,
Ubuntu 16.04 Unity Desktop L& unity Bk EREFiHHETE,. [LNXVDA-2128]

« Ubuntu E#: £ HDX 3D Pro #, &% Desktop Viewer A/\E, MAREFEERGESER—2IE, =
EENERRETRNEE,

o AHRIER, FIRERRMIER Linux VDA $TENEE MSIRHIFTENH.
« BRPEEAEXANFERHIER (DM XHFNREFHAEASXHHER, WA HIILER,
o FEAARAEF, RZFEIFREESER UTF-8 4.

« i&FAF Android #9 Citrix Workspace R ATEFH CapsLock RS ESERITERPERE, E51E
FF Android #9 Citrix Workspace R 2B EZET, Caps Lock BREmIgERER, MRS E: A
¥ ERE L Shift BREAT 5/\B ZiEik.

 ERIEATF Mac B9 Citrix Workspace A#EFEEE Linux VDA BT, & Alt BHERERNTEER, BRINE
T, HFAMFIEM Options/Alt 8, iERTF Mac 89 Citrix Workspace MAEF#2 %X AltGr, &aTIL
7z Citrix Workspace MBI BEHREHRIITH, BRERRRENNBREFTR.

o Linux VDA EHINNIEBSEMEM. EFHMNEER—ELEFM Kerberos &5, B2, Broker AJaESiRIE
Seaipy—4H Kerberos ZAEREFMTR VDA BREZEHE, VDA 2i%%1%%3I Broker B, Broker AJge X5
VDA BiLREIZE F X, &IWERE VDA FMEK,

VDA REZIESHIHEITE, RERELAKEITRR. B2, HTRESZIENEXHEK, FLTsEREERK
ialo
fRRTE: 5B Broker WERERE., =BT Broker {7 Broker LB ERS MM SIRABOGEITUT

A
CTEAC N

klist -1i 0x3e4 purge
<!--NeedCopy-->

¢ =&k Citrix Broker Service iB1TFRTERIMLEARS TAFFEH LSA BERHFMARS IR, LH<
=MIBREAME VDA BBRS RIE, RIS MAMIRS. B, RFFERAERM, BARLERSUEE
EISM KDC EFRIVX LRSS TR

o AAFEIMENERIA. BRI EMHRIeEERIFTRHITEN, ARFIRE ICA EPRFIEM. NR7E
BT EMRFINAREFEEERRISE, YAREFIERSTMN, RtESIGEEN R, MRERGIHAIE
IRTHIRIRE, FIRERHINAMBYR,

« JEATF Windows B9 Citrix Workspace R B2 Al fERE BRI EB 5 SIRAERE,

B=HEHA

August 11,2022
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Itk Linux VDA R E] Be B ERIBZ SIS P E X FRIFEI AN E = AR M.

A

November 8, 2021

IXFEHEERINENEEEZHEANTEE. Citrix = RFhee, WEEREBRIFIEILSRE, Citrix EEUNEF
FERBERMR G UBELRLMNE, EESEMATPERATTRESEEN, AfTx8iEe N FRNE I,
X RESAPIFNFAREE, 587 Product Lifecycle Support Policy (F@R4EmERZIFER) —X.

FRAMMER

TRERTEFAIMEEIFA. Citrix ~=mMnEe.

EFANIEARSIEMMER, Citrix TEHARAPUEZIFXETE, BRERRNLFIREFEEMRER. 7 Linux VDA
®,

BRI B ERBIBRH T BZ X .

=] EnFAMRE HIFRhR 2
%% RHEL7.7. CentOS 7.7 2006 2009
%% SUSE 12.3 2006 2006
%% RHEL 6.10. Cent0S6.10 2003 2003
%4 RHEL 6.9, Cent0S 6.9 1909 1909
¥+ RHEL 7.5, CentOS 7.5 1903 1903
%4 RHEL 7.4, CentOS7.4 1811 1811
%% RHEL 6.8. Cent0S 6.8 1811 1811
¥+ RHEL 7.3, Cent0S 7.3 7.18 7.18
¥+ RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16
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November 8, 2021

Linux %1ThR

=z

AR

AP RSRAOAMH (190 Citrix Workspace MAEER) MRKERETHE BHSHEEPHITIRA,

&% Linux VDA Z &1, 158 https://docs.microsoft.com/en-us/dotnet/core/install/linux-

package-managers tiiBEZR%.NET Core izf78] 3.1,

BXEKEPIRSRA (LTSR) IR ERLL LTk (CR) R EANE WinMAEFIEMAER, BSRFIRTRLE,

Linux VDA Z#5LUF Linux &1ThR:

« SUSE Linux Enterprise:

Server 12 Service Pack 5 + SUSE Linux Enterprise Workstation Extension 12 SP5
Server 12 Service Pack 5

+ Red Hat Enterprise Linux

Workstation 8.3
T1Euf 8.2
Workstation 8.1
TFI57.9

T 15 7.8
Server 8.3
Server 8.2
Server 8.1
Server7.9
Server 7.8

o CentOS Linux

Cent0S 8.3
Cent0S 8.2
Cent0S 8.1
Cent0S 7.9
Cent0S 7.8

« Ubuntu Linux

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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- Ubuntu Desktop 20.04

- Ubuntu Server 20.04

- Ubuntu Desktop 18.04

- Ubuntu Server 18.04

- Ubuntu Live Server 18.04
- Ubuntu Desktop 16.04

- Ubuntu Server 16.04

« Debian Linux
- Debian 10.7
EE:

CentOS MB# X FME =% CentOS Stream, 1E9 RHEL 8 BYE &, CentOS Linux 8 3§F 2021 [k
1ER M. 2 /5, CentOS Stream %44 4: F3/E Red Hat Enterprise Linux B9 Ei(F &) 9 X B X FMAE R, FEH
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

Linux VDA %% Linux iHE#5 Microsoft Active Directory (AD) SmB A 4:

Winbind SSSD Centrify PBIS Quest
RHEL 8.3 = = = = S
Cent0S 8.3 2 = Z = S
RHEL 8.2 = = = = S
Cent0S 8.2 2 = Z z &
RHEL 8.1 = = = = =
Cent0S 8.1 I~ z z z £
RHEL 7.9 = = = = =
Cent0S 7.9 2 z z = =
RHEL 7.8 = = = = =
Cent0S 7.8 = = = = =
Ubuntu20.04 = = = = =
Ubuntu 18.04 = = = = =
Ubuntu 16.04 = = = = =
Debian 10.7 = = = = =
SUSE 12.5 = Z z = =
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Xt Linux VDA kA& #89 Linux % 1ThR# Xorg hRAS7IR, B8R TR, EXEHMER, ESH XorgMod-
uleABIVersions.

Linux %77hR Xorg hixzs
RHEL 8.3. Cent0S 8.3 1.20.8
RHEL 8.2. Cent0S 8.2 1.20.8
RHEL 8.1. Cent0S 8.1 1.20.8
RHEL 7.9. CentOS 7.9 1.20
RHEL 7.8, CentOS 7.8 1.20
Ubuntu 20.04 1.20
Ubuntu 18.04 1.19
Ubuntu 16.04 1.18
Debian 10.7 1.20
SUSE 12.5 1.19

/7€ Ubuntu L&A HWE W% HWE Xorg,
£ RHEL 8.x #1 CentOS 8.x LfEM PulseAudio 13.99,
EFEERT, S EE515197 x86-64-
AR
o % Linux RERGHMNAFRMEMNZIHIHN, Citrix SHZIRIERAT MR R TH,

+ GNOME #1 KDE £&7E SUSE 12, RHEL 7. CentOS 7. RHEL 8 #1 CentOS 8 m% 1%, 245 Ubuntu
16.04 #¥ Unity £m@. Ubuntu 20.04. Ubuntu 18.04 #1 Debian 10.7 3 GNOME £, Linux
VDA Z#5FE Linux R1ThREBz#F MATE S, {8 SUSE 12.5 fRob, EOMMRE—MEE,

Citrix Virtual Desktops

Linux VDA 54 #iFrE =525 Citrix Virtual Apps and Desktops rEES. BRENVE X Citrix = REmE N
=8, UKT#EEE Citrix 2P FHFENF mhRA, 155 Citrix =Rt E R,

Linux VDA 5 Windows VDA WE2 B3 #2885 =51, B2, FiF Delivery Controller 5#88E7 Windows # Linux
KERHRERS.

ERENTF S FEPLIFE

o WHBRSER
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« Citrix Hypervisor

VMware ESX #1 ESXi

« Microsoft Hyper-V

« Nutanix AHV

+ Microsoft Azure Resource Manager
« Amazon Web Services (AWS)

+ Google =ixF& (GCP)

R
BXSIHTANYIR, BSRENERE,
AR

Azure. AWS #1 GCP x5 Citrix Virtual Apps and Desktops RS EE. £ MCS S E AT,
SRAT T

Active Directory £/ 4a

Linux VDA Z#5LUF Active Directory ERH B3~ m:

« Samba Winbind

» Quest Authentication Services v4.1 Si{E SRz

« Centrify DirectControl

« SSSD

+ PBIS (5 RHEL 7. Ubuntu #1 Debian %%)
R

BXZZRHTEMTIR, 1ESiH Active Directory S a4 B BT AT,

HDX 3D Pro

R U T R EIEE=H NVIDIA GRID™ GPU 7 8&2#F HDX 3D Pro.

EINEERREF

« Citrix Hypervisor
o VMware ESX #0 ESXi
« Nutanix AHV

BRALAR

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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} =r

AR

- EPWEERERSELE Linux KIThHRFES.

GPU

Linux VDA %#LUF GPU BT GPU Ei&:

+ NVIDIAGRID - Tesla T4

« NVIDIA GTX750Ti

+ NVIDIA GRID - Tesla M60
« NVIDIA GRID - K2

+ NVIDIA GRID - Tesla P40
+ NVIDIA GRID - Tesla P4

+ NVIDIA GRID - Tesla P100

Linux VDA XL GPU AF vGPU:

+ NVIDIAGRID - Tesla T4

+ NVIDIA GRID - Tesla V100
+ NVIDIA GRID - Tesla M60
+ NVIDIAGRID - Tesla M10
» NVIDIA GRID - Tesla P40
+ NVIDIA GRID - Tesla P4

+ NVIDIA GRID - Tesla P100

November 8, 2021
BEMEMAEEAREE Linux VDA, ATLURITEHRER MAEFTIRFE MEZAFM LTSR REAEMERE,
o BN\RE, FITEN LERE Linux VDA 815, RIUUEER ctxinstall.sh MZREEE EEETHIFE, GXiF
MR, BEBRENLE,

« BT Azure B Citrix Virtual Apps and Desktops Standard #1¢Iz Linux VDA: & UAEiERTF Azure
#9 Citrix Virtual Apps and Desktops Standard FeIZEMNHARIMANIEE Linux VDA, LUE R A
BEMEEM Microsoft Azure ZFEIEMIGE. BXFMER, BESREERT Azure 89 Citrix Virtual
Apps and Desktops Standard =&l Linux VDA,

o MCS, TILUfER MCS kit26I2t %R T Linux VDA #4EEM Linux VM, BXiF4ER, ESEER MCS
Bl Linux VM,
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« & Citrix Provisioning &1 Linux VM: & LLE#7E Citrix Virtual Apps and Desktops ¥ % # fi g
Linux IR, BXFAER, B2 Citrix Provisioning SUi4aagi@E i A #E% Linux BiRri&&E.

o FHRE, BAUERAUTEMS BRELE Linux VDA, EHEHEMBESSRLITRETIER. BXE4A
58, EB8RE%E Linux Virtual Delivery Agent for RHEL/CentOS. %% Linux Virtual Delivery Agent
for SUSE #1% %t Linux Virtual Delivery Agent for Ubuntu #1% %t Linux Virtual Delivery Agent for
Debian,

EERE,

EE RN BIEER,

@ Windows t&57i0 Linux @1 (VM)

Z%E Linux VDA,

FZE Linux VDA,

f£ Citrix Virtual Apps 5% Citrix Virtual Desktops el ENE R-
7£ Citrix Virtual Apps ¢ Citrix Virtual Desktops #8lZ3{F4H,

.\‘.C”P"PS*’!\’!“

XDPing

AILAEA Linux XDPing TR ZE Linux VDA IREHRHE WEEE R, BXEMES, ESH XDPing.

=4.NET Core iz176Y 3.1 fEAMED

E&R% Linux VDA Z &1, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £aY3iEA%RE.NET Core iz178Y 3.1,

23 NET Core iz178¢ 3.1 /5, i=1T which dotnet & $&EHREHIEITITRZ,

Wi <Htl, RE.NET Core imfThY Z#HIXHHEREZ, 90, WRe<SHH A /aa/bb/dotnet, 1EfER /aa/bb 1
79.NET Z#HI3 &2,

it & Delivery Controller

March 29, 2022

XenDesktop 7.6 RERIAFEE XA BEZHF Linux VDA, WFXEEhrZ, BBIEITIEHMEFHAEFMZE, REM
WIEE B EAX PR,

&t Delivery Controller id &

3+F XenDesktop 7.6 SP2, &Rz Hotfix Update 2 3 Linux s E#Y Broker, Hotfix Update 2 aIfE LT
UEHE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/installation-overview/debian.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/configuration/xdping.html
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
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CTX142438: Hotfix Update 2 - @R F Delivery Controller 7.6 (32 {i1) - Z&xhi

33 F2F XenDesktop 7.6 SP2 #9hiizs, AIfEAZ N Update-BrokerServiceConfig.ps1 89 PowerShell s
SkEE# Broker Service BiE, TSP REILLA#ZN

o citrix-linuxvda-scripts.zip
xti7AE9E4 Delivery Controller EELUTHE:

1. 3% Update-BrokerServiceConfig.psl fiiz<E %% Delivery Controller i+&#1.
2. EAHERER FTXHITH Windows PowerShell #241&,

3. W%2E% Update-BrokerServiceConfig.psl BRI 4%,

4. i&fT Update-BrokerServiceConfig.ps1 fizs:

.\Update-BrokerServiceConfig.psl

<!--NeedCopy-->
B
PowerShell H2RIAEZE B2 LEA1T PowerShell Bl4s, WREAEITERM, E%EL PowerShell H1175588,
AEBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.psl =/ Linux VDA FrErEh WCF iz =85t Broker Service BEREX %,
AIEEF BN Broker Service, Ziila~s B ah#iE Broker Service REEXHHE. RASKER—TERT ARG
FREXHRIR&Y, HEXHEHm prelinux.

XEFRFFME S AERRE—1 Delivery Controller 1589 Windows VDA 8932, — Controller AR
T EEMAIE Windows #1 Linux VDA B&iE,

AR

Linux VDA R #$/A Secure ICA #1713, 7 Linux VDA E£EH Secure ICA 28K E&IEBIEM,

1%3F Delivery Controller fi2E

YFFEMBREESEXE KA T Delivery Controller ¥, EndpointLinux = #f &£ = # %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config st f+sh H I 7%,
£ Windows &<¢iRmEOF, UAHEERERSHERHITRE:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14
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BINRE

June 21,2022

M Linux VDA 7.13 iREESTIF BT, ILIhEERE BT RUTNRGEH BEXEEXHRAEHEIRE Linux VDA

BT R,

fEREMRE

EERLLINEE, BHRITATRIE:

1. #E&EREBESEN Linux &,

2. &% Linux VDA %48,
# 2 Citrix Virtual Apps and Desktops T#mmE. BHFMERARZH Citrix Virtual Apps and Desktops,
REBHAHUTES Linux X1TARCER Linux VDA £,

3. RBEBITRIFELSER Linux VDA &5,

S 1. AEREESM Linux 5

WEEMRERFHNUTERERES

o IHE - BRE Linux VDA B BN EN S
o HAARS RN [P ik

o NTP iR$32389 IP it sl T R B AR

* % - 5A NetBIOS &5

o SUREBH - Kerberos SUHBZ TR

o JEENEAY FQDN - sE2REHHZ

BE:

o BERE Linux VDA, EHIARSTE Linux IHEN_EIERRIN T FiE2E,
s ERHRIE, BEHINESLET X Windows A K@ IR,

o BAMBRT, TEARTEER, BEECHHRRBEEXIEA, EFEHRITUTERE:

a. 7£ Linux VDA it B L8l tmp/ctxinstall.conf 3215
b. ¥ “wworkgroup=<your workgroup>" {T#RINEIX - HRFEFRHMAIER,

o Centrify &% # 4l IPv6 DNS # &, /etc/resolv.conf hZE LD EEH— A IPv4 89 DNS IR 5 28,
adclient FgeEHEH AD RS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15


https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/

Linux Virtual Delivery Agent 2104

BE:

ADSITE
AD : Failed

: Check that this machine's subnet is in a site known by

: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.

<!--NeedCopy—-->

tiER Centrify REEBMEN. ERORILEM, BRITUTERIE:

a. EiEgERIS HITAEET A,
b. 3%#% Active Directory i5 = fARS
C. AFMARNNIERREF ML,

o E¥ VDA ERIEE OU, BHRITIITERME:

1. HREESSR EEERER OU,
BEXTAI0U, EZRTENFSEE.

=]

File Action View Help

oo nmE F0| XD B
| ] Actrve Directory Users and Compute .
Seved Queries 1"*
4 F3 wddocal U165
I Builtin
Computers

= Demain Contrgllers
FareignSecurityPrincipals
Managed Service Accounts
Users

4 |3 Linux

b a2l redhat
il suse
2 | ubunty

2. 7£ VDA EgU# /tmp/ctxinstall.conf 3¢t

ACLIVE LATeCiony users dar

3. ¥ ou=<your ou> {TFME /tmp/ctxinstall.conf st e,

OU {ERA AD 75 7ZHARMR. FER T&.

BIERS Winbind SSSD Centrify PBIS

RHEL 8 ou=" ou=" ou=" ou="
OU=redhat,0U=LinuxdU=redhat,0U=LinuXD.LOCAL/Linux/redhattix/redhat”

RHEL 7 ou=" ou=" ou=" ou="
Linux/redhat” Linux/redhat” XD.LOCAL/Linux/redhattix/redhat”

Ubuntu ou=" ou=" ou=" ou="

Linux/ubuntu”

Linux/ubuntu”

XD.LOCAL/Linux/ubulntuix/ubuntu”
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BRIERR Winbind SSSD Centrify PBIS
SUSE 12.5 ou=" Linux/suse” ou=" Linux/suse” ou=" ou=" Linux/suse”
XD.LOCAL/Linux/suse”
Debian ou=" ou=" ou=" ou="
Linux/debian” Linux/debian” XD.LOCAL/Linux/debiamix/debian”

« B LinuxVDA7.16 2, BMLEZRA IPV6, LUTFARFHMPRENEH:

- YAEEEN Linux Z6E%E, UHERENITTENATLUEE L IPve MK T HATRRMG .
- 1244 IPv6 W& R AR Centrify,

AR

MREHNWE R IPv6, HEMBERWAYRABIEEM IPv6 &3, VDA 5&:Z IPv6 @ Delivery
Controller ;. MREHMLEF RS IPv4 1 IPV6 BLE, 55— DNS IP ity RG R ERER
IPv4 iE 2R IPv6 M.

o WR%ELE Centrify AN %, ctxinstall.sh HAEZE Centrify &, ctxinstall.sh 388X Centrify
RGBS ERRM:

- BMREAEESIM Internet T# Centrify %8, TEESM%1ThRA URL:
RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- M B RPIREX Centrify B, EEE Centrify REEBHWER, BRITUTERIE:

a. 7£ Linux VDA BR$3283 L8122 tmp/ctxinstall.conf X (MIREZXHEFREE) o
b. XM “centrifypkgpath=<path name>” 17,

f5l4n:

cat /tmp/ctxinstall.conf
set “centrifypkgpath=/home/mydir”
1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64
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4140 -r-—-r-——-r—-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm

33492 -r--r--r—--. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm

4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg

756 -r——r-——-r—-—. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm

268 -r——-r--r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm

1888 -r--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm

124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg

0 lrwxrwxrwx. 1 root root 160 Jul 9 2012 qinstall-
express.sh -> dinstall.sh

332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh

12 -r--r--r—--. 1 root root 11166 Apr 9 2015 release-
notes—agent-rhel4-x86_64.txt

4 -r——r——r—-—. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r-—-r--r—--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r--r—-r—--. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o WIR%EE PBIS fEAMANER AR, ctxinstall.sh BIZ<ZEE PBIS 24, ctxinstall.sh $kEX PBIS 24 &1
FEBEmA:

- BRLETTREBIBESIM Internet T PBIS #it4 &, TEEE N %1THRM URL:

RHEL 7/CentOS 7/SUSE 12.5: wget https://github.com/BeyondTrust/pbis-
open/releases/download/8.8.0/pbis-open-8.8.0.506. linux.x86_64
.rpm.sh

RHEL 8/CentOS 8: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.
sh

Ubuntu/Debian: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS #4945 ERR S, Jltk, EEER fopt/Citrix/VDA/sbin/ctxinstall.sh s
#947 “pbisDownloadPath”, Lg% PBIS ##&#H URL.

B, EERUTREEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="
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$%2: (¥R Ubuntu 16.04) %% OpenJDK 11

7£ Ubuntu 16.04 L, @3mU TS ERE OpenJDK 11:

M https://jdk.java.net/archive/ F#Hi&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETHMNREGE,
(A3%) =fTmv jdk-11.0.2/ <target directory> &< Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<%LUI&E Java Runtime,

5. &fT java -version &% URIE Java BIRRZS,

> w N

HIE 3: L&t Linux VDA B8

7 Linux VDA IR EIFIE, BT TS,
x¢F RHEL #1 CentOS & 17hk:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian &17hk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get 1install -f
<!--NeedCopy-->

AR

ZE J Debian X fTHRZE K EWNKFH I, B deb http://deb.debian.org/debian/
oldstable main 74zl /etc/apt/sources.list Xt

FF SUSE R1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$IE 4 GEITITIRIFE ST
FE
FIRBTITRIFEZ A, FHREFECEERERSEPRET en_US.UTF-8 XIiFigE, MR ZXEIEEELENER

ER%HAEA, BETT sudo locale-gen en_US.UTF-8 &%, %iF Debian, Ei@idBUE#LE
# en_US.UTF-8 UTF-8 173k%4E /etc/locale.gen xxff, #AFiETT sudo locale-gen

AN AN
AP <o

2% Linux VDA B 8J5, A ctxinstall.sh MIAREEBETIFE, IUERERNHLRTER FIEiTIZMs.
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} =r

AR

T#.NET Core Runtime ({7 A/NiBid 27 MB) BY, BINLETTAERRIEEMN, BXTHHE, &
#&& /var/log/ctxinstall.log.

RERRN:
BRITFHEE, BEITUTHLHES MERLBAEXSH,.

sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

TRTRR
BEERMEXN TERARNLE, BLEBUTHETE, RAFHIETT ctxinstall.sh.

o CTX_EASYINSTALL_HOSTNAME=host-name -3’ Linux VDA fRE 289 EN 2,

o CTX_EASYINSTALL_DNS=ip-address-of-dns -DNS &9 |P ithit,

o CTX_EASYINSTALL_NTPS=address-of-ntps -NTP fRs52389 IP st s = TR B 7o

« CTX_EASYINSTALL_DOMAIN=domain-name -5y NetBIOS &#F

o CTX_EASYINSTALL_REALM=realm-name -Kerberos 4fiigi & #f.

« CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %= Active Direc-
tory &£k 5o

« CTX_EASYINSTALL_USERNAME=domain-user-name -XREAFNEH; BAFMNE,

« CTX_EASYINSTALL_PASSWORD=password -{5E AP HZE; BTN,

ctxsetup.sh IARFERUTEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA 33/ DNS CNAME i2 &35 Delivery
Controller &#F.

« CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ -Linux VDA ERi2t =185 FBHI Delivery Controller 2¢
REEE (FQDN) 51K BFm Delivery Controller s, #MZEDEE— FQDN 5 CNAME,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &z TCP/IP irO5 Delivery Controller i&fs.
+ CTX_XDL_REGISTER_SERVICE =Y | N -7£Ezhit&#/ERE5 Linux Virtual Desktop AR,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$5 ER & NRLEZED &
FBh AR, ERIUTE RS AR BEA Linux Virtual Desktop 1A FrRmO (BRiAImO 80 1 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
BN AREFNEMNLKT, MNRiEET HDX 3D Pro, MEA VDI £&E (Bxif) #EAEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N -+ BHNEEN L ALERTEE (VD) TRABHESERFER, WF
HDX 3D Pro %1%, KizEKREN Y,
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+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, Ei& DNS #BRERRH!
AEHIER, MIEE DNS iR Bif. MRFAFE, FJLUSHIREN <none>,

o CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ -Linux VDA #Z i DNS & % Il LDAP fR55 88, MR
DNS FTix1R it LDAP RS IER, B LUIRMUTE SR LDAP FQDN (%% LDAP i50) HIK., a0
adl.mycompany.com:389, MIRAEE, AILUFHIEEN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & 4 Active Directory 15 18 9 1%
RERE W LDAP (fli0, DC=mycompany,DC=com) ., NiEEE Rk, TLUISTEEREM a0
OU=VDI,DC=mycompany,DC=com), MEFRE, AJUEEIZEHN <none>,

« CTX_XDL_FAS_LIST= ‘list-fas-servers’ -Ex& 5% IIEARS (FAS) BRS 238 2581 AD A HREEEL B,
Linux VDA 325 AD 4HERER, BRI LIBCAIRIELUS S 2RHY FAS BRSE8RMTIR, IMFHH51E AD AR
FEEMIRFHER. MRMERT ERARSS SBMAL, BEA <none> XAFFHREFHTH, HFETEBHRS
ERHUEAYINT

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % #*.NET Core
Runtime 3.1 L5 Broker RIBARSS (ctxvda) MR, BHIAKRREN /usr/bin,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - s B iFH A GNOME ¢ MATE =&
g, MRKIEELTZE, NEEHA VDA LHAIRENEE, B2, NRYTRENSEE N MATE, MK ETEE
%E N mate,

AR
ER LB ST T R B Bir21EA AN REIFE
1. 7£ VDA k9 SHOME/<username> ER TFglE— . xsession X,
2. 41 . xsession XHLURIBRITIRIEE REFE.
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session

fi

mmE CentOS £/ GNOME £&E

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
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if

[-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIERPHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -t E &S, 2T E5h Linux VDA IR,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WERFHO, BRikmOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @80, BAIAIKOA 7502,

MBKRIGEFASE, REBLRIRERR, BTHAPEN. BIHETEIRETHRESEHE, ctxinstall.sh Bz
IR TAPBMALZE NET Core Runtime 3.1 B3R 12,

EXRRAMEXT, BIETUTHLLUSBINREE, ABIET ctxinstall.sh #s,

export
export
export
export
export
export

export

CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fqgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user—-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N
CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'

CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ '<none>'
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export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

iE17 sudo R, BA -ERTUUKNEHFRRTEFEAECERNHF shell, RMNBNEERFENSSHME
#!/bin/bash {FHE—1TREIZ shell B,

HE, BAIUERR N RIEERESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
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CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HE AR

AR ILERD FEE SN R RERE E A LT RET 5| & B9 iR) B S 1 TeR P HERRo

fEF SSSD ORI

SEMNFENTRESHIMER, WHEMNT (EHRTRETN, FRIEAS):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)"'.

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214')

Check the following:- The system clock is 1in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.
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2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false
2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.
<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

ERRRIERNR, EHRITATHRIE:

Trm -f /etc/krb5.keytab &%,
izfTnet ads leave $REALM -U $domain-administrator &%,
7£ Delivery Controller EfiBi+E#B RM3Z {4,
i&1T /opt/Citrix/VDA/sbin/ctxinstall.sh.
7£ Delivery Controller L8l i+ EN B RM3(T4H,

1
4

o w e

Ubuntu SEXIEETRKRE

BEHENSHIIER, BEFTERKETRMEIEEHRIEDE. b, ERAMAFAKFERN, TENNER N
BRIKERo

ERRRIERIR, BHRITATHRIE:

—_y—

1. i5fT sudo apt-get update &%,

2. izfTsudo apt-get install unity lightdm®&<,

3. m/etc/lightdm/lightdm. conf fifEmULTT:
greeter-show-manual-login=true

BFHLOEER, EidE5 Ubuntu KESRIELRK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.
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2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

e
iR mMIRERERRENREERETE R,
EBRERILIR, BHRITUTIRE:

1. E&<1TH, $A pam-auth-update,
2. EERBIIHEES, HiIARE LS Create home directory login (RIEFERERER).

1 afiguration |

] P2 configur
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the system, as well a3 allowing configuration of additional scticas to take when
starting user sessions

Some PAM module packages provide profiles thet can be used to sutomstically adjust the behsvior of all PAM-using spplicstions on the systes, Plesse indicate which of these behsviors you wish to ensble.

P profiles to enable

RERBR, BRRELERHET dbus iR

/var/log/messages (GERTF RHEL g CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1l,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 CentO0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.
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<!--NeedCopy-->

gi#&, F Ubuntu &17hR, EEMRBES /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes 1include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy

blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally
<!--NeedCopy-->

REAFRRESHMBMET REN. MRAEFH dbus #HiREE, RITBNEEFRBHRAHER,

SELinux a7 ABs1E SSHD iAia =B R

RPAIBEhRIE, BFREER,
/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
Jusr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux 1is preventing /usr/
sbin/sshd from setattr access on the directory /root.
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**x*%*x Plugin catchall_boolean (89.3 confidence) suggests
kkhkhkkkhkkkhkkkhkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%xxx Plugin catchall (11.6 confidence) suggests
KA A A AARAARKAAAAkAkkkkkhkhkhkhkhkhhhkx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

BRI, EHRITATRE:
1. @3t Jetc/selinux/config #1T U TEEAEEZA SELinux,
SELINUX=disabled

2. E¥Esh VDA,

7£iE T Azure 19 Citrix Virtual Apps and Desktops Standard $6J7 Linux
VDA

June 16, 2023

AT EER F Azure B9 Citrix Virtual Apps and Desktops Standard sl EMAEFAIRIINER Linux VDA,
LU MR 2R AR EM Microsoft Azure FEIEMIGE. BXFMER, ESRISHT Azure (9 Citrix Virtual
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Apps and Desktops Standard.

LM Linux 21788

T Linux &R1ThRZHIbThie:

« RHEL 8.3
« RHEL 8.2
« RHEL7.8
« Ubuntu 20.04
« Ubuntu 18.04
« Ubuntu 16.04

p
BEERT Azure By Citrix Virtual Apps and Desktops Standard &6l Linux VDA, BRI THE:

1. 72 Azure AR M

a) £ Azure i, BIEZRINAITARAY Linux VM,
b) MBEHKE, &7 Linux VM L 2ESEIFE,

c) & VM Lk, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E893iEA%E.NET Core izf78Y 3.1,

d) (¥R Ubuntu) 7% /etc/network/interfaces x#dFil source /etc/network
/interfaces.d/* 17

e) (XM Ubuntu) &3 /etc/resolv.conf @ /run/systemd/resolve/resolv.
conf, miEKHEIER /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

f) =% Linux VDA 3,

g) Bk /etc/xdl/mcs/mcs.conf pBIEE, mcs.conf BEEEXHHEEHETFIZE MCS A Linux VDA

SR
AR
B dns TERENKRIET.

MRV ITEN B RINEFFHSHMENELE, 1588 VDI_MODE=Y,
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h) 17 /opt/Citrix/VDA/sbin/deploymcs.sh,

i) £ Azure dh, =ik (SHEUHESER) VM. BH#ESHARIMNER (VHD) X4 SAS URL, EaTLUE
B RIEERERE A M VM,

13 rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

== Disk

£ Search (Ctrl+)) | « Generate 2 secure URL and download it directly.
8 Overview URL expires in (seconds) *

W Activity log | 3600

A, Access control (IAM)

] Tags

Settings

& Configuration

Encryption

Disk Export
It properties

Locks

|= ]

Export template

Support + troubleshooting

2 MNew support request

j) (FIi%) 1EEMR HERREARISISE,

You can use the “ctxreg® tool to make group policy settings. For
example, the following command enables the **Auto-create PDF
Universal Printer*x policy for PDF printing.

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "
AutoCreatePDFPrinter" -d "0Ox00000001" - force

<!--NeedCopy--> " "°

2. M Azure EANEE,

a) EEEESIRT, BRGMNERG, ERAEREFIE Citrix REHEEUREIEMS NHIRE,

BN IRSMASHER REmEIEE BEMBEMRFIREITER, IRE— N ERE, BEITHIRE
£5 3 Citrix Cloud #i%£# Managed Desktops (ItExm) RS/EEGIEE.
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L‘{f@ Master Images X

Z Build Image + Import Image

b) RESNEE.
) HNTE Azure AR VHD SXHI SAS URL. 3% Linux fER EBMERKEL,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

Master image type
Windows

@ Linux

Name The New Master Image

d) ZEmSPHRATTRS N\ EHERAIRIE,
3. tIBHENER.
IBREEERIR, AREEEZER. SIRHTENBRE, HEFZAtIZNEREK.

R RperE Citrix 20 Azure TR SRR IMANIES Linux HENB R
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&3 Machine Creation Services (MCS) ¢/ Linux VM

May 8, 2023

EEA MCS g Linux VM, BEESHNEDVEREEFFESEREG, IR BHEEER VM L2245 VDA, 7 Citrix
Studio FEIBIHENER. QIBRGHURPITRLEREES.

==
NREER7E Citrix Hypervisor. Microsoft Azure. VMware vSphere. AWS. GCP 5 Nutanix AHV L{
SNNEMEIAMERRE R DES TR, fTRestlBIMESR,

B Citrix Virtual Apps and Desktops 7 2003 i2, Microsoft Azure. AWS #1 GCP 72 %%, B2, &aLl
#rsE A Citrix Virtual Apps and Desktops RS HEIEM.

SEHIRITHR
Winbind SSSD Centrify PBIS

RHEL 8.3 z £ £ B
Cent0S 8.3 = £ £ S
RHEL 8.2 = S = =
Cent0S 8.2 2 S £ S
RHEL 8.1 = S = =
Cent0S 8.1 = ES ES £
RHEL 7.9 = = = =
Cent0S 7.9 = 2 £ £
RHEL 7.8 = Z S &
Cent0S 7.8 = Z S &
Ubuntu 20.04 = = £ £
Ubuntu 18.04 = = S £
Ubuntu 16.04 = = ES £
Debian 10.7 = = £ £
SUSE 12.5 2 z £ B
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& MCS 7£ Citrix Hypervisor Lt Linux VM
HE 1 EEFTME

TRGEESRERR. EEMUNEER. VDA MEMRG. BESIMRE, BRITUTERE:

$IZ 1a: 2% CitrixVM Tools  %77E#&tR VM %3 Citrix VM Tools, &4 VM A 8efE A xe CLI g XenCenter,
FRIEREXETE, BN VM MESKRRK, MNESEXETE, TERITUTEMERE:

o HIRXAE. EFBFIER VM,

+ 7£ XenCenter & E VM MEEHIRE,

o IBEFEETHVM (@F XenMotion),

- QIRBREBHHFENGT (WESR) BRE, UKERIIRE.
o FEIEFEETTH Linux VM L£iF% vCPU %,

1. BT Ta$EHZ N guest-tools.iso # Citrix VM Tools,

sudo mount /dev/cdrom /mnt
<!--NeedCopy—-->

2. HRBEH Linux Z1ThR, BITUTHLRE xe-guest-utilities RHE,
33F RHEL/CentOS:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3+F Ubuntu/Debian:

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

xfF SUSE 12:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy—-->

3. 7£ XenCenter W EFET & LIOERIR VM BEIMEIRS. NREHZET Citrix VM Tools, TIEHAHIK
SHBMK:
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XenCenter
Storage  Templstes Tools  Help

1d New Server New Pool £5) New Storage [ ew vt | (@) ShutDown () Reboot (([]) Suspend

@ I -
“ || General Memory | Storage I Metworking | Console | Performance | Snapshots | Search
VM General Properties
Expendall  Collapseall
General | (a)
MName: Rhelb0s-1
Description:
Tags: <MNone>
Folder: <Nones
Qperating System: Red Hat Enterprise Linux Server release 6.9 (Santiago)
Virtualization mode: Hardware-assisted Virtualization (HVM)
EBIOS strings copied: MNo
Virtualization state: Optimized (version 7.0 installed)
Time since startup: 27 minutes
, Home Server: <None>
wop: I
Boot Options | &
CPUs | (v)
Read Caching | ()

$% 1b: (R Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, @35 TS ERLE OpendDK
11:

M https://jdk.java.net/archive/ THi&## OpenJDK 11,

1T tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETHNREE,
(mi%) sftmv jdk-11.0.2/ <target directory> &<LUi% OpenJDK REEEIRERH,
& 17 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LIi&E Java Runtime,

—

5. i&fT java -version &< LURIE Java BURRZS,

HwnN

S 1c: 72481k VM £%% Linux VDA ¥t &
AR
EEAYEIEITH VDA fEAEIR VM, 5EBRILSE,

EEIR VM %% Linux VDA 248 281, %% NET Core Runtime 3.1, BXiF¥EE, 52 FLEMR,

RIBER Linux Z1ThR, BT T <R Linux VDA & BIFE:
s+F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
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3tF Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

X F SUSE 12:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$7 1d: SREHEEURE tdb-tools #4& 4+ RHEL 7 fR528:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

x3F RHEL 7 T{Fifk:

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S le: REBS ntfs-3g 89 EPEL =fiEF 7€ RHEL 8/CentOS 8. RHEL 7/Cent0S 7 %% EPEL 7=,
WEREEETT deploymcs.sh 2REHFEEH ntfs-3g HiFE,

S 1f: 17 SUSE 12 FFzhe# ntfs-3g 72 SUSE 12 ¥ & L, &HRMHE ntfs-3g WEfEE. THRAE, HiFH
FrhRE ntfs-3g:

1. %% GNU Compiler Collection (GCC) HiFBASKHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy—-->

2. T ntfs-3g #fFa,
3. fRIE4E ntfs-3g fF:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g R EHEKRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:
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./configure
make

make 1install
<!--NeedCopy—-->

S, 1g: REBTHNIFE ®EEfTdeploymces. sh 280, BHRITUATIRE:

o Btk /Jetc/xdl/mcs/mcs.conf HWZEE, mcs.conf EEBEX4FRESHATFIEE MCS M Linux VDA
NTE, UTRETURIEEESENTE:

Use_Existing_Configurations_Of_Current_VDA: HiEREFERYRIEEEITH
VDARMBERE, WMRIZERNY, MCS SIZMItEN LHNEREXHRFS HRIEEEITH VDA ERNFERX
1R, B2, EMAKMEE dns M1 AD_INTEGRATION &, BRiAMEA N, XEkE MCS I
B9 BN ERECE X R BRI E AL B REARBATE

dns: i&E DNS IP i,

AD_INTEGRATION: i&& Winbind 3§ SSSD, &% MSC 2358 Linux RIThRFIH N5 E895
K, BERAEXPIZFNRITR

WORKGROUP: 13R7E AD HECE T TF4E, WIREBTIFABTR (ROKNE),

o EERITEN L, EmSTiRmEl /etc/xdl/mecs/mcs_local_setting.reg XLIRIBEES
ABEHEMRE, LIRERIREEIENICERE MCS R EN &SR EN BN EK,

/etc/xdl/mcs/mcs_Tlocal_setting.reg X#hME—THERTREREMIMREN—
o
fBign, EEILUE AT &HL1THRmMEl /etc/xdl/mecs/mcs_local_setting.reg Xfd, UDHTE
AN EFEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

$I& 1h: SIEEmE&
1. 17 fopt/Citrix/VDA/sbin/deploymcs.sh,

2. (A1) HERIRVM £, EFESERUEEXNENFFE VM EMEX /etc/krb5.conf. /etc/
samba/smb.conf #l /etc/sssd/sssd.conf Xt
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33 F Winbind BF, 8% /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xd1l/
mcs/winbind_smb.conf.tmpl #iR,

3F SSSD AR, iE%E#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl#M /etc/xdl/mcs/sssd_smb.conf.tmpl &ix.

=W

BERERIRX P ERNIMERRHERLEE, 5130 SWORKGROUP.SREALM. Srealm #1 SAD_FQDN,

3. 1£ Citrix Hypervisor £, XiFA&EiR VM, BIEH & T IEHIIRER,

TR2: SRHENER

7z Citrix Studio /1, SIBITENEBRHIEEEEERFIEN VM 88, REFENTHMEEES. EXEAER,
ESAERA Studio BIBITENB R,

TR 3. SERNA

RTHARM =TS M BN B RFERNHENNES. JOTAEEWERF I UERXETEN, UNAIHXER
FPEBNNABEFNIRE. EXEAER, BSHCIERZTH,

£ MCS 7£ Azure 812 Linux VM
S8 1: 7z Citrix Studio H8/i# 5 Azure Wit E &

1. 7 Citrix Cloud £# Citrix Studio /1, #ZEE > 118 > MNEENRRUIES Azure BEE,

8 Citrix Studio (Cloudsdsite]
O Search

Machine Catalogs

£ Delivery Groups.
A Applications re icrosoft® Azure™ hitps://management azure.com/

[# Legging
v [ Configuration

2. WEAEEREZA Microsoft Azure,
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Stu d io Connection

() Use an existing Connection

azure o
Connection i
(®) Create a new C eti

Details i

_ Connection type: | Microsoft® Azure™ -]
Region
Network Azure environment: | Azure Global -J
Summary

Create virtual machines using:

(®) Studio tools (Machine Creaticn Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. BAEE Azure tkPBIITE ID, ARBNEERZT.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 38



Linux Virtual Delivery Agent 2104

Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)
feryon Learn more:

Network Setting up an Azure Active Directory account
Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine
4o lice Add Connection and Resources
View >

Refresh

Help

PR 2. ERIR VM LESETREG

TRGEESRERR. EEMUNEERF. VDA MEMRMG. BESIMRE, BFRITUTERE:
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$1% 2a: Jy Ubuntu 18.04 it E cloud-init EWMFEEEFHESISHELE VM 83 VDA ENZMAEE, BBITUT

DA
AR <o

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99_hostname.
cfg
<!--NeedCopy-->

HafR1E /etc/cloud/cloud.cfg XtFAEy system_info 285 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

£ 2b: ({XfE Ubuntu 16.04) %% OpenJDK 11 7t Ubuntu 16.04 L, @Eid5em I TS B RE OpenJDK
11:

M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNEE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. i&fT java -version &<URIE Java B9kRES,

> wnd e

HI 2¢: 7EiEiR VM %% Linux VDA 348
FE:
EHEHEHAIETTH VDA EAENR VM, AL B,

EIEIR VM %% Linux VDA #8281, %% .NET Core Runtime 3.1, X8, 52 FLEMR,

RIBEM Linux X1ThR, iB1TLAT&<$ R Linux VDA IR EBIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

3 SUSE 12:
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sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$82d: REGE ntfs-3g 19 EPEL 7% 7 RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL 7=,
WEHEEETT deploymcs.sh 2REHFEEH ntfs-3g i,

$1% 2e: 7£ SUSE 12 - FHi% % ntfs-3g 72 SUSE 12 ¥4 L, &BRM ntfs-3g WEfERE. THEAD, HiF
HFrhRE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiZBRALHIBUHRIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fFa,
3. fRIE4E ntfs-3g f6:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. %A ntfs-3g RFEMERE:
sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

S8 2f. §BETRIFE  #iEfTdeploymes. sh Z#l, BHITUTRE:

« Bt /etc/xdl/mcs/mcs.conf FWEE, mcs.conf BEEXHHEESATFIEE MCS Linux VDA
HETE, TEaE—LTE, HFNHIEE dns #1 AD_INTEGRATION:

ARURA—NEERESME, BRXEEREE RS SHHATIESIR. 190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

- Use_Existing_Configurations_Of_Current_VDA: HiEREERYRIEEEITH
VDA MWEIEREE. MRIEEANY, MCS SIERMITEN EMEEXHFS SFilEEiziTh VDA ERMEH
HEE. BR, TNAKTEE dns M AD_INTEGRATION T8, ZRiAEHR N, XELE MCS eIz
BT BN EMERE X 4 B A E L ERIRAE,
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- dns: &% DNS IP hit,
- AD_INTEGRATION: i&& Winbind g SSSD (SUSE &% SSSD),
- WORKGROUP: %7 AD FEET ITEH, NIEETEERM (K9ANE),

o ERIRTEN L, BHSTHRmME /etc/xdl/mcs/mes_local_setting.reg XHLUIREEES
ABEHEMRE, HRERMIEEIENIRERE MCS iR B EXREH BN EX,

/etc/xdl/mcs/mcs_local_setting.reg X#HmME—THERTRERBFEMREN—
o
Blgn, ERAILUEL T an$fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X#h, URHE
AHEFEMRE:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -

v "Flags" -d "0x00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

S 2g: DIEEMEK
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A%) EHERVM £, BHEERRUEEXIENFRE VM EMHEX /etc/krb5.conf. /etc/
samba/smb.conf #l /etc/sssd/sssd.conf Xt

3 F Winbind BF, 8% /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xdl/
mcs/winbind_smb.conf.tmpl #ik.

34F SSSD B, E®#H /etc/xd1l/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

AR ERGEREPERNIERAHERLEE, §14 SWORKGROUP.SREALM. $realm #1 SAD_FQDN,

3. ERIR VM L REMARFERE, M Azure TP XEAER VM, HRER VM HERIRS 7 Stopped (deallo-
cated) (Bf=Lt (BEUHSER)) . BELAMERAEZR, £ Azure EEREBNEMENEEZEM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 42



Linux Virtual Delivery Agent 2104

%> Connect

P start

Resource group (change)
mcs

Q! Restart

Status

Stopped (deallocated)
Location

East Asia

Subscription (change)

Subs:rlinon 1D

Tags (change)
Click here to add tags

- e
Stop | 0%, Capture

=> Move Q) Refresh

ﬁ Delete

Computer name
rhel-sssd-temp

Operating system

Linux

Size

Standard D2s v3 (2 vcpus, 8 GB memory)
Public IP address

rhel-sssd-temp-ip

Virtual network/subnet
Virtual_Network_1/default

DNS name
Configure

»

TE3: tIRHBENER

7z Citrix Studio /1, QIBIHENERHIEEEEZERPIEN VM HE, IBIHENEREN, MER VM FRENZER
APEFEMRE, HEHER VM 89 VHD,

Machine Catalog Setup

Studio

¥ Introduction

¥ Operating System

¥ Machine Management
Master Image
Storage and License Ty...
Virtual Machines
Resource Groups
Metwork Cards
Computer Accounts
Domain Credentials

Summary

Master Image

Browse the resource groups below and select the managed disk. snapshot, or VHD to use as the
master image for all machines in this catalog.

» If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Gitnix VDA installed,

0 Don't see the resource group you wani?

b (@)jc-WestUs2
b @) LinuxVDA
& Arure-1604_OsDisk_1_0b3977596c1447009bf42373ac0cBa05
& arure-client_OsDisk_1_See3cd35a6d744c 1994502846383
& arure-de_OsDisk_1_f047ec0782bad26bb0403c0f92860e67
i c_1_adf0f65861d447a5bad06606632a812¢
!A.lure-jt_jc??_OsDisk_'l_etbcddE-d?Sn‘:]"4bbDB'I591:8454d63?254e
EAzure-jtrhel??_D:-Disk_l_ﬁESablcﬂiegdfdﬁacac?_bZBeS&dgeM
EA.!LIre-jr.rhelﬁ'l_D:-Disk_l_5f1301:329412349{:&?113&5&648:934
@ Select the minimum functional level for this
catalog:

7.6 (or newer) b

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back

|

Cancel

RIERERITHMREES. EXEAES, BSRER Studio tIBITENER.
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SE 4 SIERGA

ZYARM—THZ NI EN B RPEFNIHTENNES, XA EEEWLERF T UERXEEN, Uk HXER
FPEBNNABEFMIRE. EXEAER, BSHCIERZTH,

5/ MCS 7£ VMware vSphere L2 Linux VM
$ 1. 7£ Citrix Studio F6i#5 VMware Hit &%

1. 7£ vSphere FfigEh#% s vCenter Server, BXFAER, E2E VMware vSphere,

2. 1£ Citrix Studio /1, #EEREE > 18 > KIEZENZRRULES VMware vSphere 1iE#,

8 Citrix Studio (Cloudsdsite]

hitps://management azure.com/

3. % VMware vSphere fEREZAE,

Add Connection and Resources

Studio Connection

. Use an existing Connection

nConnection -

Connection
®) Create a new Connection

Storage Management

: Connection type: | ’ VMware vSphere ® - ] |
Storage Selection

Connection address:

Example: httpsy//vmware.example.com/sdk |

Network

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

®) Studio tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

_) Other tools

Next Cancel

4. 32X VMware ik p9EiE#nt (vCenter Server URL). &/ A R F1Z365 U REE R o
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :
'f!:' Create a new Connection

Storage Management

: Connection type: [ VMware vSphere @ = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back " Next J [ Cancel

BEREERTER—MER.

8 Citrix Studio
File Action View Help
| 7m

B8 Citrix Studio (site)
ea

TR2: FEEEME

FMGEESRERA. EEIMUNAER. VDA MEMRG. EESIME, BRITUTRE:

S 2a: (IXE Ubuntu 16.04) %% OpenJDK 11 7 Ubuntu 16.04 L, @I5=MUTHSERE OpenJDK
11:

1. M https://jdk.java.net/archive/ T#&## OpenJDK 11,
2. i&fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<LURETHNRGE,
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3. (Ai%) BwfTmv jdk-11.0.2/ <target directory> &% Open)DK FEEBEITERT.
4, 417 update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 15T java -version &% UIE Java BURRZS,

S8 2b: 7EiEiR VM £%% Linux VDA {46
AR
EFERYUFIEITH VDA fERIEIR VM, BEIRILT E,

7RI VM £E&% Linux VDA B8 2 /i1, 15%%.NET Core Runtime 3.1, BXFHEE, BESRRERR,

RIBER Linux Z17hR, BT T&H <R Linux VDA & BIFE
337 RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

xyF SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

S 20 REGS ntfs-3g W EPEL =% 7£ RHEL 8/CentOS 8. RHEL 7/CentOS 7 %% EPEL =gk, WU
BHEETT deploymcs.sh aREHFEEM ntfs-3g K.

$182d: £ SUSE 12 EFsh%% ntfs-3g 72 SUSE 12 £ &5 L, &a1RM ntfs-3g WEfEE. THEARE, &HiF
HF R ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiFBASHIBMHEIZEN:
sudo zypper install gcc

sudo zypper install make
<!--NeedCopy-->

2. T ntfs-3g fFE,
3. fRESs ntfs-3g T EL:
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sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RFEMERE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make install
<!--NeedCopy-->

$1% 2e: RBTITHRIFE 75517 deploymes. sh 280, BEHITUTIRME:

« B /etc/xdl/mcs/mcs.conf FWEE, mcs.conf BEBEXHHEESATFIEE MCS Linux VDA
HE2, TEE—LTE, HPHFEE dns #1 AD_INTEGRATION:

ARMBA—NEBRESME, EREXLEEREELS I SHHATHEIR. 5150, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

Use_Existing_Configurations_Of_Current_VDA: HiEREFERYREEEITH
VDARMBERE, WMRIRERNY, MCS SIZMIEN LHNEREXHRFS HRIEEEITH VDA ERNFERX
HHEE. B2, EMAKMEE dns M1 AD_INTEGRATION Z&, BRiMEA N, XEKE MCS I
B9 EN_ERBCE X R BRI E AL B RARBATE

dns: i&E DNS IP it

AD_INTEGRATION: i&E Winbind 5% SSSD (SUSE R3%# SSSD).

WORKGROUP: 137t AD RECE T TF4E, WIRETIFAERIR (RAKNE),

o EEIRITEN L, EeSTRmEl /etc/xdl/mecs/mecs_local_setting.reg XHLURIBEES
ANREFEMRE, REATRRIESIEFIZERE MCS Rt ENSREFH BN EX.

/etc/xdl/mcs/mcs_Tlocal_setting.reg X#HhME—THERTREXETMEMREN—

A A
AP Yo

fBign, EEILUE L TF&HL1TAMNE /etc/xdl/mcs/mcs_local_setting.reg Xffd, UDHTE
AR EHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "Ox00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x0000000603"
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<!--NeedCopy-->

S8 2f. glEEmE
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (BED&E)7EIEIR VM L, EFRECEER B E X EIEMFFE VM E#4ExX fetc/krb5.conf./etc/samba/smb.conf
#0 Jetc/sssd/sssd.conf xxt%,

s F Winbind B A, & B ¥ /etc/xdl/mcs/winbind_krb5.conftmpl #1 /etc/xdl/mcs/win-
bind_smb.conftmpl #i&.

st F SSSD B A, & F i /fetc/xdl/mcs/sssd.conftmpl. /etc/xdl/mcs/sssd_krb5.conftmpl #0
Jetc/xdl/mcs/sssd_smb.conf.tmpl iR

AR ERGER P ERNIERRHERLEE, 514 SWORKGROUP.SREALM. Srealm #1 SAD_FQDN,

3. 78R VM ERENAERG, M VMware NP XHER VM, SIEER VM BIIRER,

TR 3 SIBHENAER

7 Citrix Studio /1, RIZItBENERHETEEERTEIEN VM HE, CIZHENBE RN, BENREBTIRPIEEE
IR,
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

RIERERTHMEEES. EXFAER, BESREA Studio BIEITENER.

TRA4: QIBRRMA

ZTHRM—THS M BN ERFERNHENNES JTAEEWERF I UERXETEN, UNAIHXER
FEBNNBEFIRE. EXEAES, BSHCIERZTH,

£ AWS LfEFR MCS 8 Linux VM

$I% 1: 7£ Citrix Studio H8IE5 AWS HItEEE

1. 7 Citrix Cloud £y Citrix Studio &, ##ZFERE > 118 > FINERMZRULIES AWS MiEs,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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TR 2. FEEIME

TG ESRERA. ERIMUNARER. VDA MEMRG. BESETME, BRITUTERE:

$1% 2a: BE cloud-init
1. EHFESHEMNHFELE EC2 I8t VDA EMBMAEE, HETUTHSLURE VDA £413.

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

34F Ubuntu 18.04, &#R7E /etc/cloud/cloud.cfg xfeh@g system_info &9 FEELUTIT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. EfEF SSH izizinia) AWS £ MCS g2/ VM, ERAZERSHIIE, FARE VM ZEWMNERARM. 1R
ERERITUTEF.

« 458 cloud-1init BEEXH /etc/cloud/cloud.cfg. 1% ssh_pwauth: true 17777, MERE
% set-password THILUTT (WIREE).
users:

- default
<!--NeedCopy-->

o MRETERET c loud-1nit QIBMBIAAR ec2-user tubuntu, MATLIEEA passwd
WLERAAERE, BLENRTE, WEUERTER MCS fIEH VM,

o {518 /etc/ssh/sshd_config XEURREEUTIT:

PasswordAuthentication yes
<!--NeedCopy—-->

R1ZZXHEHIET sudo service sshd restart#®%,

£ 2b: ({XfR Ubuntu 16.04) =i OpenJDK 11 7f Ubuntu 16.04 L, &id5Em U THERE Open)JDK
11:

M https://jdk.java.net/archive/ T#i&## OpenJDK 11,

izfT tar zxf openjdk-11.0.2_linux-x64_bin.tar.gz ¥ UEETHAREE,
(A1) isftmv jdk-11.0.2/ <target directory> &<LU& OpenJDK REEBEIFERH,
im 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &<LUI&E Java Runtime,

5. &fT java -version &< LURIE Java BIRRZS,

> wn e
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HIE 2¢: 7EiER VM %% Linux VDA #4-8
AR
EFERYENETH VDA fERIER VM, BEBRILLTSE,

7RI VM £E&4% Linux VDA B8 2 Fi1, 15%%.NET Core Runtime 3.1, BXFHAEE, BESRRERR,

RIBEM Linux Z1ThR, BT TF&<A Linux VDA I§EFE .
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

3tF Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

x$F SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

$72d: 2EES ntfs-3g 19 EPEL 77f§% 7€ RHEL 8/CentOS 8. RHEL 7/CentOS 7 L% % EPEL 7Zfif,
LU EHIGE1T deploymcs.sh aREHHPEEM ntfs-3g BRFE.

$18 2e: 7£ SUSE 12 EFzh#iE ntfs-3g 72 SUSE 12 £ & L, &G1RM ntfs-3g MFMEE. THENRE, &#iF
HFERE ntfs-3g:
1. %% GNU Compiler Collection (GCC) HiFBASKHIBMHEIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g fFa,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. SN ntfs-3g RFEHIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy—-->
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5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$7 2f: GBETNIFE  7EiEfT deploymes. sh Zl, BHRITUUTRE:

« B /etc/xdl/mcs/mcs.conf FWEE, mcs.conf BEEXHHEESATFIEE MCS Linux VDA
HE2, TEE—LTE, HPHFLEE dns #1 AD_INTEGRATION:

ARUMRA—NLEERESME, BRXEEREE RS SHHATIESIR. 190, LDAP_LIST="aaa.lab:389
bbb.lab:389.’

Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITH
VDA MWIERE. MRIEERNY, MCS SIZMITEN EMEENXHES SFiEEiziTh VDA ERNER
HHEE. BE, EBHAKMEE dns M AD_INTEGRATION ZT&E, RRiAEHN N, XELkE MCS I
B9t BN _ERIED B S G EEC B IERE,

dns: 3&E DNS IP bk,

AD_INTEGRATION: i&E Winbind g SSSD (SUSE &3z# SSSD).

WORKGROUP: #n%7E AD HFEEE T TFA, MIEBTFHEBH (KHKANE),

o EERITEN L, EmSTRmEl /etc/xdl/mecs/mecs_local_setting.reg XHLURIBEES
ANREFEMRE, WREATRIEEEIIRET MCS kit ENS R EHR BN EL.

/etc/xdl/mcs/mcs_Tlocal_setting.reg X#HME—THERTREREFFMEMEREN—
[IERC

fFian, EEILUE LT &L 1TAmEl /etc/xdl/mecs/mcs_local_setting.reg xXfd, USHTE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0x00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

T 2g: QIEFME
1. i5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,
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2. (A%) EERVM £, BHEERRUEEXIENFRE VM EMHEX /etc/krb5.conf. /etc/
samba/smb.conf #l /etc/sssd/sssd.conf xff

3 F Winbind BF, #8% /etc/xdl/mcs/winbind_krb5.conf.tmpl # /etc/xdl/
mcs/winbind_smb.conf.tmpl #ik.

34F SSSD B, E®#H /etc/xd1l/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iRk,

AR ERGEREPERNIERRHERLEE, §1a SWORKGROUP.SREALM. $realm #1 SAD_FQDN,
3. MR VM ERENABERFE, M AWS EC2 A XHER VM. HRIER VM HERRSHERLE.
4. ARBEER VM, AEEERE > IERE, BAGEHREFEHITIRE, REHEIERE,

Create Image X

Instance ID  (j i-011€
Image name (i
Image description (j

No reboot  (j

Instance Volumes

Volume Delete on

Devit . Size (GIB| - : Th hput ST B ted
Type e_ylc:e Snapshot (i |zg[ iB) Volume Type (i) 10PS (i oL Pu Termination nrcryp "
i i i = = (MBIs) (i) . i)
Root Idevisdal E;ap' 40 | General Purpose SSD (gpé) | 120/3000 N/A 4 Mot Encrypted

Add New Volume

Total size of EBS Volumes: 40 GIiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[Tl Create Image

TR 3 SIBHBENAER

7z Citrix Studio #, BIZIENBERHEEEEZERPEIEN VM HE, QIZHENERN, HEEENITEIRIR
(ZHIBIZMERE), RAREF—ITHZ I L2H,
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Studio Machine Template
Select the machine template that the virtual machines will be based upon.
= —
+ |ntroduction | Mo | Drzcnption
) THRHELV100 (ami- ) [
# Operating System o
+ Machine Management @ o e 1012 (a0 3
Machine Template @ i B
Security () crhel?7_mes_1909r (ami-0 " T 77T 7)
i ) £5123_mes 1912 (ami-0: e
e 8)
Metwork Cards =
() es123clean (ami-0 3)
v et O cs123fix (ami-0 )
Summary () cul604_mes_1912 {ami-Ok 3
Q culémestest (ami-0 1)
) cul804_mes_1912 (ami-0f ]
o Select the minimum functional level for this 7.9 [or newer) | v'|
catalog: ]
Machines will require the selected VDA version (or newer] in order to register in Delivery Groups
that reference this machine catalog. Learn more
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Studio Security

Select one or more security groups for the virtual machines. The virtual private cloud in the
selected Resource supports a maximum of 5 security groups per virtual machine.

¥ Introduction E | Mame + | Description

|:J I;um;h-wli.z,ard-z Iaunch-wiz,ard-é created éU'iB-lilé-22ﬁﬁ:48:24.t144+08:60
|:| launch-wizard-3 launch-wizard-3 created 2019-05-20701:33:55.776-04:00
I:I launch-wizard-4 launch-wizard-4 created 2019-07-23T12:43:41.277+08:00
[] launch-wizard-5 launch-wizard-5 created 2019-09-17T10:51:39.273+08:00
Security |:| launch-wizard-7 launch-wizard-7 created 2019-04-28T10:56:02.540+08:00
Wirtual Machines I:] launch-wizard-8 launch-wizard-8 created 2019-04-28T10:5%:43.246+08:00
Metwork Cards []  launch-wizard-9 launch-wizard-2 created 2019-04-28714:22:23.235+08:00

[]  Inxvda mes test finuxvda mcs on aws

" Operating System
+ Machine Management

+ Machine Template

Computer Accounts

temp1 security group for mes

Summary

How would you like your machines to be deployed in the cloud? Learn more

(®) Use shared hardware
This setting is suitable for most deployments.

'C:_'.'J Use hardware that is dedicated to my account
This setting is more suitable for deployments with specific security or compliance
requirements,

RIERERITHMEEES. EXEAER, BSAEA Studio tIBITENER.

SE4: QIRRMA

ZIHRM TS M EN BRPERNHENNES, KNAREWLERF I UERXEITEN, URAfhxe

FERNNAEFNKEEH. BXFRES, BERERZ T

£ GCP LA MCS ¢/ Linux VM
$E1: 1#E GCP IfH

BXFMER, 1H81A Google minF & EIMLIFE,

$8 2: 7£ Citrix Studio H8I25 GCP WitE L

1. 7£ Citrix Cloud _E&9 Citrix Studio /1, EFEE > 18 > FINEENERUSES GCP MiElE,
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Citrix Cloud Virtual Apps and Desktops Service

Overview Manage  BRYLIIGH

C)\ Search Add Connection and Resources

l':lg Machine Catalogs

Name & Type Address
3 .
a¥s Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

El Applications
Policies

Dﬂ Logging (Preview)

é—z@ Administrators (Preview)

- Click an item to view the details.
I% Hosting

2. i#%#% Google Cloud Platform (Google mitF &) EREELEE,

Add Connection and Resources

o Connection @ Create a new Connection

2 Region Connection type: ‘ Google Cloud Platform o ‘

3 Network Service account key:

Service account 1D:

4 summary

Zone name: l GCP o l

Connection name: ‘

Create virtual machines using:

@ sStudio tools (Machine Creation Services)

() othertools

3. § A GCP 1k B9ARSS 1K S BAHBNIER B o
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q seven
b Machine Catalogs
== 9 Name L Type Address
GCP Google Cloud Platform  https//cloud.google.com

%ﬁ'ﬁ Delivery Groups
El Applications
Policies

Dﬁ’ Logging (Preview)

GCP1

83 Administrators (Preview)
Click an item to view the details.

= i
== Hosting

TR 3. FEEEMRE

FMGEESRERA. FEMKNBER. VDA MEMRYG, EESIME, BRITUTERME:

#% 3a: (YR Ubuntu 16.04) <% OpenJDK11 7 Ubuntu 16.04 t, @ITMUTHELE Open)DK
11:
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M https://jdk.java.net/archive/ FT#H&#HH OpenJDK 11,

i5fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &<URETFHNREE.
(A3%) B=fTmv jdk-11.0.2/ <target directory> &% Open)DK REEEITE RS,
& 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &%LUI&E Java Runtime,

5. iBfT java -version &<URIE Java B9kRZS,

> wnd e

$18 3b: 7E#81k VM £%% Linux VDA 3468
AE:
EEHAYFNEITH VDA fEAEIR VM, BRI,

EiEIR VM E%% Linux VDA B8 2/, 1E5%%.NET Core Runtime 3.1, BXFMAER, BSIRNTERR,

RIBEM Linux X1ThR, iB1TATE<$ R Linux VDA R BIFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

33F Ubuntu/Debian:

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

13 SUSE 12:

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

% 3¢: RIS ntfs-3g 1 EPEL 7% 7 RHEL 8/Cent0S 8, RHEL 7/CentOS 7 k%8 EPEL 75, I
{EREIE1T deploymes.sh aREHBEEH ntfs-3g REFE,

S 3d: 72 SUSE 12 tFrh%% ntfs-3g 7 SUSE 12 F& +, &EIRMH ntfs-3g WEMEE. THEAB, HiF
HFohi# ntfs-3g:

1. =% GNU Compiler Collection (GCC) {RiXBRAZHIEHEEIZERN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. T# ntfs-3g #fa,
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3. fRIE4SE ntfs-3g WiFa:

sudo tar -xvzf ntfs-3g_ntfsprogs—-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g RUGBRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. &% ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$7 3e: &BETRINE 7EiEfT deploymcs. sh Z#i, ERITUTRE:

o« B /etc/xdl/mcs/mcs.conf FWEB, mcs.conf EEEXHHESATFIEE MCS Linux VDA
NTE, TEAR—LTE, HFMHAIEE dns #1 AD_INTEGRATION:

AR IMBEAANEBREZME, BEREXLEEREERS I SHHATHEIR. 550, LDAP_LIST=aaa.lab:389
bbb.lab:389.’

Use_Existing_Configurations_Of_Current_VDA: HEREERYRIEEEITHN
VDA I BEERE, MRIKENY, MCS IEMIHEN EMNEREX MRS HaIERIZITH VDA ERFEMX
iR, B2, EMAKREE dns ;1 AD_INTEGRATION T&, BiAMEA N, XEKE MCS 8
B9t BN ERECE X B R E AL B AR BAE

dns: i&E DNS IP b,

AD_INTEGRATION: i&& Winbind = SSSD (SUSE F3z# SSSD),

WORKGROUP: %7t AD HEE T TIFA, MRBETIEAEBN (KFKNE).

o EIERITEN L, EmSTRmEl /etc/xdl/mcs/mcs_local_setting.reg XFLUIRIBEES
ABEHEMRE, LIRERIBLEEIERNIZERE MCS I BN SR EN BN AKX,

/etc/xdl/mcs/mcs_Tlocal_setting.reg X#hME—THERTREREMIMREN—
[ilERC

fFign, EEILUE AT &HL1THRmMEl /etc/xdl/mecs/mcs_local_setting.reg Xfd, UDHTE
AR EHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -
v "Flags" -d "0Ox00000003" --force

<!--NeedCopy-->
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update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy-->

SE 3f. QIEEmMG
1. i&5f7 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (A1) EERVM Lk, BFREEERUEEXENRE VM EMiExX /etc/krb5.conf. /etc/
samba/smb.conf # /etc/sssd/sssd.conf .

33 F Winbind BF, BE# /etc/xdl/mcs/winbind_krb5.conf.tmpl f /etc/xdl/
mcs/winbind_smb.conf.tmpl #ik.

33F SSSD AF, i5%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

AR

ERGER SR ERNIEENHERETE, 5171 SWORKGROUP.SREALM. Srealm #1 SAD_FQDN.

3. ERIR VM LREFAERE, M VMware i"JF XE#ER VM, SIZIER VM BYIRER,

TE4: RHBENER

7 Citrix Studio #, SIZIEHERHEEEEZERPEIEN VM BB, SIZIHHENERN, BMRBIIRPEEE
BR1R,
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

RIERERTHMEEES. EXFAER, BESREA Studio BIEITENER.

SRS SRR MA
ZTHRM—THS M BN ERFERNHENNES JTAEEWERF I UERXETEN, UNAIHXER

FEBNNBEFIRE. EXEAES, BSHCIERZTH,

/A MCS A4/ Linux VDA

EER MCS kA4 Linux VDA, iBHITLUTIRE:

1. 7% Linux VDA AREILathkA 2 /i, iEMRERERE.NET Core Runtime 3.1,
2. EBIRITEN EFAL Linux VDA:
¥+ RHEL 7 #0 CentOS 7:

1 sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
2 <!--NeedCopy-->
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*¥F RHEL 8 #1 CentOS 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

3tF Ubuntu 16.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

33F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy—-->

3. 458 /etc/xdl/mcs/mcs.conf Ml /Jetc/xd1l/mcs/mcs_local_setting.reg.
4. ERHRIRE,

5. 1£ Citrix Studio #, EZFEAFEMIHEN B RHIRE. EESUBENENRBHZE, FE—RIE. B2F
shEFBEITEN.

BEIEH I B 2

BIANBERT, HENKFAZBRELRITENERE 30 Xadf, ELEZESHUKBHEFITENKA RN, BT
LU I24E:

1. 7517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, $UTEBHFME /etc/xdl/mcs/mces.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh /&, $T7F /etc/cron.d/mcs_update_password_cronjob X
REEMNENME, RAGESAZEHRZE 2:30 EMHMITENKAEE,

SREMITENWFZEBE, Delivery Controller EWZIFEFIFET ALK, HETE /var/log/xdl/jproxy.log ]
BESHITIL AR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:

Checksum failed)
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THMREEIR, EEHIEREIEEF. AIMTEFRA Delivery Controller stigiizhiles t R HEFFIEES,

7£ MCS 812289 VM £=H FAS
BIATE AT R 1ThR EiSfT89 MCS eliZa9 i S FAS:

Winbind SSSD Centrify

RHEL 8. CentOS 8

il
A
o

RHEL 7. CentOS7

il
il
o

Ubuntu 20.04

il
o
o

Ubuntu 18.04

fil
o
o

Ubuntu 16.04

fil
o
o

Debian 10.7

fil
iy}
o

SUSE 12.5

fil
7}
iy}

EEIR VM EEETREGISER FAS
1. BTz opt/Citrix/VDA/sbin/ctxinstall.sh#gBREHETE, FlM FAS iRS2851R,
BXXEMREEBIFMER, FEHAENT

sudo /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy—-->

2. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. i5f7 ctxfascfg.sh,
4, 71 /Jetc/xd1l/mcs/mcs.conf RGBT E,
a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIRERN Y.
b) 3 FAS_LIST TEIRENEH FAS RSB[R ERD SHMABNII SIS FAS RS

bk, i FAS_LIST="<FAS_SERVER_FQDN>;<FAS_SERVER_FQDN>",
c) RIEREGEHMETE, itn VDI_MODE,

5. 517z /opt/Citrix/VDA/sbin/deploymcs.sh,
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7£ MCS ¢1iZr VM ti5H FAS

WMRKIM EXPTRERRITEN _LEA FAS, MATLES MCS 81289 VM LB/ FAS,
27 MCS 83289 VM EFF FAS, BHITUATIRME:

1. £ /etc/xdl/mcs/mcs.conf RGBT &,

a) ¥ Use_Existing_Configurations_Of_Current_VDAK{EIREHN Y.
b) % FAS_LIST ZT&i&& A FAS AR5 3ithit,
c) RIEREZEHMETE, fitn VDI_MODE,

. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy—-->

3. BfFflE /opt/Citrix/VDA/sbin/ctxfascfg.sh,

=3

AR

WafE fetc/xdl/mecs/mcs.conf FGBFFEXVENTE, RAXETEZ%E VM BaitiEAR.

A Citrix Provisioning 8 Linux VM

April 21, 2022

AR T B % Citrix Provisioning Linux i R#EEIHEERE B, A LLTHAE, ErIIE#E Citrix Virtual Apps
and Desktops IFEAHREAD Linux ENREE. BXFMER, &2 Citrix Provisioning 3244,

LT Linux £17hR

« Ubuntu 16.04
« Ubuntu 18.04.5 (s234t4)
« RHEL 8.3 (SLI814)

BE

« EULTNEEATF Ubuntu 18.04.5 #1 RHEL 8.3, 154335/ PVS Linux Streaming Agent (Ubuntu
18.04)-Experimental &% PVS Linux Streaming Agent (RHELS.3)-Experimental 3i{F
. Linux VDA T#HUmE LRt T REE,

o ERIIhEEAT Ubuntu 16.04, 3E T &E&#HHM Citrix Provisioning ISO #3#%%I Ubuntu 16.04 BB 1R

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 66


https://docs.citrix.com/zh-cn/provisioning/current-release.html
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/components/linux-vda-2012.html

Linux Virtual Delivery Agent 2104

Bk, BXFMES, 55 Citrix Provisioning XA HIERE LinuX Tt AHIEINEE,

FRED Linux BARESEN, HEEEUTEm:

o BE, TEEEFHIREIZRMF EIEEEH Linux VM &1, BRI, E7E%EE Citrix Provisioning B
IFREZRIfER service ctxcdm stop 21k CDM RS, ABRBIE!T pvs-imager s< T Hi#
1THER

o Linux i R#EEIHEEN S 7§ Winbind BfEMA Windows M T &,

« WIRA Linux &EBAT RAM &7, IBREFANMEEN 8 MB (&/IME). Linux WENEFERRAIESH
RAM, GIEFBRIARE. T FIEENRENTLRENHE, Citrix BINERETRIOMIIE, XHERE
M AW Linux BEERNEERE,

« Citrix Provisioning Imager Ul iy E#Rig&EZFREERIAN im\\_localhost, 8BS MEINERE,
WIMELULE, FRERMNBEREEETIERSE imager (<R K,

o RE (RESEH) YATBRBFRERNTER. WBRAFSHREEHRMAN:

- M su SLELIHERHNAFER,
- EZHSRIEEA sudo, Fl#, sudo yum install tdb-tools; A &H<LHEA sudo,

o WEM Active Directory =#I88FE% Linux B BRI RABTH,

« R3%#F UEFI,

o A%HF VMM,

o SABERHNBLIHENE PVS_Cache, FTHEBHBIEENEE. BERENTDKX,

o RBEAMAESETIFRELEPET.

o R SE Linux,

+ 72 XenServer EEITHIBIRMTE HVM R TiE1To

« B Linux Bifig&EE, ATEESER—5ET SE Linux ERIIKBBNESHS,

« ESXi BB Ubuntu 18.04 VM i&id DHCP A1848EIM IP ittt EfFALLRI, &% VM BRBE HfE
B MAC stusitfEmiEid DHCP 1% IP #tiitpyME— 1D,

« 3F Ubuntu 18.04.5 #1 RHEL 8.3, itE#likFZiEFR=7E Active Directory HEMEH. HEIBIHAER
VM TAIAEET, EZiR@d Citrix Provisioning =#l & EB %3,

« xF Ubuntu 16.04, fE/ Citrix Provisioning i Linux B#Ri&& 8, {XZ#F Samba 4.4 RER AR
%8 Winbind,

LRI

DAUBERRENER, TERE LInWCREAREZA G, REMBIE, UTSMME root shell L, SEMF
B sudo W% .

3o

AR

B AR AEX Citrix Provisioning Linux Birig#&, N AeIEBEERIER. SOAP ARSS2REMAY SSL
EEERETE SOAP R385 LECE X.509 IEH.
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IEHEY CAEHFEET Provisioning ARS8 Linux Binig&E L. BXAEESRIEPNES, HSHEAR
Linux i AR#Ex a2 B EZIER.
33F Ubuntu 16.04 £1Thk:
sudo dpkg -i pvs-<version>.deb

sudo apt-get -yf install
<!--NeedCopy-->

34F Ubuntu 18.04 &7ThR:
sudo apt-get -y install dracut dracut-network tdb-tools python3 python3
-distutils

sudo dpkg -i pvs_<version>_ubuntul8.04_amd64.deb
<!--NeedCopy-->

xfF RHEL 8.3 &17hk:

yum - nogpgcheck localinstall pvs_<version>_rhel8.3_x86_64.deb
<!--NeedCopy-->

A GUI 83 Linux E&m

ZRA GUI URKILTHEE, ERITUTIRIE:
1. UEBREHNER,
2. iZfTpvs-imager &%
R

pvs—imager s<HTENGRMEKE, BRIEEHMEEERTER. BZIRRANEINZILE
71 localhost. 7 RHEL8.3 Lk, i&fFEMA X11 B RRS2smiE Wayland EFLUER GUI.

BTG, BRRANERETUTAR:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 68


https://docs.citrix.com/zh-cn/provisioning/current-release/configure/farm-configure-new.html
https://docs.citrix.com/zh-cn/provisioning/current-release/configure/farm-configure-new.html

Linux Virtual Delivery Agent 2104

Citrix Provisioning Services

Imaging Tool
Sarver Information

IP Address 10.192.191.28
Part 54321
Username  administrator
Password

Comain autobots

Mot connected; Enter server name and credentials.

Target Information

Target device name

Mate: The target device name cannot be the same as the Active Directery name for this machine

Metwork Interface  ensl&0; 00:50;56:85; 1a:c3

Collection

vDisk Information

Create new wdisk

Store
wDisk Mame

viDisk Size (MB) 16384

Source Information

Source Device | /dewsda [SC51 Desk)

QK

Cancel

ERAGLTEORE Linux FREAHEIXINEE
ZRAMRTITURRIINE, BHITUTIRE:
1. UBEBERENESR.
2. BITUTHS:
pvs-imager -C
B LITREEER ML

o \-C AW EeIZEIE
o \-U RiFEEMNE SIS

UTHMERBREAT Linux R AMEEINEERIE GUI X R EIET
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Usage: ./pvs—imager \[-hCU] \[-a|--address=<IPaddr>] \[-u|--username=<
username>] \[-p|--password=<password>] \[-P|--port=<port>] \[-d|--
domain=<domain] \[-S|--store=<store>] \[-v|--vdisk=<vdisk name>] \[-
s|--size=<vdisk size] \[-D|--device=<sourceDevice>] \[-c]|--
collection=<collection>] \[-n|--name=<name>]

Non-GUI Modes:

-C - Create a new vDisk
___OR____

-U - Update an existing vDisk

General Options:

-a <server IP> - Address or hostname of PVS server

-u <username> - Username for API login

-p <password> - Password for API login

-d <domain> - AD domain for API login

-P <port> - Base port for API login (default: 54321)

-S <store> - Store containing vDisk

-c <collection> - Collection to store imaging device in

-n <name> - Device name for imaging device

-v <name> - vDisk name

-s <size> - vDisk size (Create Mode only, default: sourceDevice
size)

-D <sourceDev> - devnode to clone

-V - dncrement debug verbosity (up to 5 times)

-g <grubMode> - Supported Grub settings ( 'debug' )

BTGNS RAEIE extd, xfsabtrfs,
R
EA -VVVVV FxeIZEK pvs-imager WA BEGERIT pvs—imager TEMNXHRFOIE, BE
XHHEFA pvs-imager. log.

XTFHWEERE

s+ FARMER Citrix Virtual Apps and Desktops I BRISIE R THEREERBREHET, BEEREXUIXE
TRREWEMITIE R . 8IS PVS_Cache, aILEBREE L@ mkfs -L PVS_Cache s< oIt
R AIUNBEFERTARSKNNENXXHRS, BREINER XFS.

R’

BERFLUBIREERBIETH Bash HARNHFRREIZEMEFHEXZEEE, ZHABRERESIFER
HIEIE IR EFIREEE, THEET mkfs, REEHE.

B REF:

o Citrix Zif£ 8 Citrix Virtual Apps and Desktops igEmS¢I2 Linux BiFi&&E.
s FHRIBMERTEXDANG BRRE R,
« XE, BEREAFHHENBENER
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FRIEIBBMRENENETF

EIAERT, Citrix Virtual Apps and Desktops i& BRI S5 2BEHIINE L AT iR AIEENEE. MSSRBERMNS
HEIRBNER, BN, SAZFENRETERARASENEIETSBEINENH, HE, HENREHT MRS
HIR AT EIR AR S B IHEFN . BERRXLRA, BERIMEELEA mkfs -L PVS_Cache &5s%Fa
BIEN R,

##EA UseTemplatecache 8#8d, Citrix Virtual Apps and Desktops R BB S EIAIRN BIF&EHFE
BIEME NEEER, 7£i&1T Citrix Virtual Apps and Desktops i BRI SHE&RS S L EiE2 i 8Ffs@
MFACARS 88 £, EBUEMRIGE:

EECIERI BT EN LB U T E MR R RARRET
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ProvisioningServices
Name: UseTemplateCache

Type: DWORD

Value: ©

iz17 Citrix Virtual Apps and Desktops ¢ BEmS. EEMIE L, KaME NBEFHEA/NERR 0GB (Bilx
6 GB),

%% Linux Virtual Delivery Agent for RHEL/CentOS

June 21,2022

AILUEZRIRRAN RN S BHITFRE, BEUERENZE#HITENRENLE, BINREEANXEN, 5FHR
ALk, EARS T U,

AE:

BT e REFERRENTEINR. B7ERAENREFHNERE,
+$12 1. 73 VDA %% RHEL 8/CentOS 8. RHEL 7/CentOS 7
$E 1a: WIEMKEEE

BINBWETERH EWECENS, ARBRIEIF.

S8 1b: REINE

HBRERIRSITENNENZ, 1EEX [etc/hostname X, GHMNBEIHTENBNENS,
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hostname

SR 1. AENRHEFRE It

HBRERIRSEITENN DNS HEFTLRERHE (FQDN), iEF /etc/hosts XHFBLUTT, FEHATFHRD

%B7 FQDN flx#&:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain localhost4 localhost4.localdomain4

fpIan:

127.0.0.1vda0l.example.comvda01 localhost localhost.localdomain localhost4 localhost4.localdomain4

MX B E % B iRt hostname-fqdn = hostname FEEE M A,

==,
AR

Linux VDA S~z NetBIOS &#F#&il, Eit, EHEREETL 15 MFRo

e .

S

REEERAFR a-z. A-Z. 0-9 MEFH (), BBRERATUL (). SHEMNEMD

LUEFRFER. EHINtERT Delivery Controller E#%.

SR 1d: WEINE

WIEENRIRERTIERTIR:

hostname
<!--NeedCopy-->

AL (OREITENMENS, MFEEETLREEE (FQDN),
IIE FQDN RERBIEHTIR:

hostname -f
<!--NeedCopy-->

IteEp <R El+ B FQDN.

TR le: WNERMEAMARS AR

HIART LU FQDN FH3di55 512840 Delivery Controller $117 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn

nslookup delivery-controller-fqdn

FHNEREUEFF XM
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ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTERRM FQDN & Ping Ri@ LRE—ItEH, BARERXTR, RGBSR,

S$& 1f: REN#HES (chrony)

#af® VDA. Delivery Controller fligiiz %28 2 BB $HALERRALS EXEE, ¥ Linux VDA EEREMVATHES
SHNMRERD. HTFHER, RFERTZNERS KBS G,

RHEL 8/RHEL 7 ZiAFEER Chrony sF#P#2F (chronyd) #{TEEEREE,

ficE Chrony R3S Ul root BF B4, iRiE [etc/chrony.conf HAE N2 EIRSB/HFN— M RSRER:
server peerl-fgdn-or-ip-address -iburst

server peer2-fqdn-or-ip-address -iburst
<!--NeedCopy-->

FHBEED, RENAMIEEIRSES, MAREREMAL NTP HiRESEREAS . AEHrIE1 Active Directory 13
EHISRIN— 1 RS E%EE.

MRS HBERIE M server £ B, S#EFE IP #hit. localhost M1 ARS 2 *.pool.ntp.org %8,
REENHENHBE Chrony sFiPiER:

sudo /sbin/service chronyd restart
<!--NeedCopy-->

$I1E 1g: %% OpenJDK 11

Linux VDA Z3k7#1E OpenJDK 11, &% Linux VDA BY, S{TRIFESIERKEINE R,
HiARAE B ER:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

FiseEEEm OpenJDK mTae n 2 #AkRk A4S, E#% OpenJDK 11:

sudo yum -y update java-l1ll-openjdk
<!--NeedCopy-->

FTF389 shell, SAEHeIA Java hizs:

java -version
<!--NeedCopy-->
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e

R E Delivery Controller ik, 155 MNRE OpendDK 11, MEZLHHIBREIE EAhRAH Java.

$1 1h: =% PostgreSQL

Linux VDA Z3k7E RHEL 8 {8 PostgreSQL 10.5 XEHMRA, =& RHEL 7 LfFE/H PostgreSQL 9.2 XE=
s,

TRUTREE:
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

LR EBRIT-EREETSE, UEMRLERIEE, HFRRRSEITEVSE B, thigfEx1E [var/lib/pgsql/data
TRIBEIBEX . Lka<7E PostgreSQL 10 19 EHFES:

sudo postgresql-setup initdb
<!--NeedCopy-->

£ 1i: B5h PostgreSQL

EHEN B B EIARS M L EN B EIARSS
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

ERUT < ZE PostgreSQL hizs:

psql —--version
<!--NeedCopy-->

(IXPR RHEL 7) f£F psql s < 1T BREFHINBIEERERE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. HEEEINEEER

EXFFHEMVEIERF £ Linux VDA SEEIMNIZITE, FEEH—LEN. RIBERNENIEEEFTAE
HUTER, MREFRIES LZIT Linux T8N, WERELEFES.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYE|RAS AR, & MFEBME Linux VM &, &=&3 NTP #1 Citrix Hypervisor b
RIRBERFNE, NBERNHSHMRSEREY, BHERED Linux ERTRNAZEHES NTP B, XHE
MERZAENEEIRD. £EE HVM EX THITERMER.

EFELE Linux Z1ThR®, MR EABTHFEMK Linux A%, HRE T Citrix VM Tools, EaT i ZE Citrix
Hypervisor EIRIL HEER E=FE, UKRREEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
WREEH, FBERZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7£ Microsoft Hyper-V L& ErgaEE:F RE®

RET Hyper-V Linux £/BRSH Linux VM AIRZ A Hyper-V Bt alE]2 ThAER R EVIRER AR E, ABRER
FETHPIRLEAT R, KA —RBALINEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

BRT VMware BaIESTHEEE, EEMFEME Linux VM /1, 223 NTP M1EMT EEEFHEIAR S R4
o NBENHSHMIRSHFRY, BEREESD Linux ERTFNRARHES NTP BF, XMERERZREN
BHEIES .

WMRIFEIEITEE T VMware Tools B9 E#ML Linux Ri%:

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok w

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Services
+ Centrify DirectControl

« SSSD

« PBIS

RIEFER S %, FIREBHRITIR IR,

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

REREMAARRGE:
33F RHEL 8/CentOS 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->
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34F RHEL 7/CentOS 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

FitENENERERBN Winbind s717#2F  Winbind sFiri2E S AECE 1T BB BED:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

EE Winbind S%3E  @i2ER Winbind it EHEE T Kerberos S4583E:
1. BITUTFSHS
*¥F RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

xfF RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads --smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgqdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy-->

Hr1, REALM 25 Kerberos $iigi&#5, m domain 2159 NetBIOS &#7,
WREEBT DNS T KDC RS B[BMVHZFF, BHRFU TR MEBRINERENSS:
--enablekrb5kdcdns --enablekrb5realmdns

BB authconfig ®<REIMNEX winbind REXEZRHINEMEIR, authconfig BRAEITE
MERMNFERERTEsh winbind BRSBE, ATRESHIIXLEEIR,

2. 17 |etc/samba/smb.conf HE LU T£BFMNZ [Global] B9 T7, BEKE authconfig TE%EM
HNE D EE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (IR RHEL 8) #T7F Jetc/krb5.conf 3#1E [libdefaults]. [realms] #1 [domain_realm] &4 FHm&8:
7£ [libdefaults] 285 F:
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default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

£ [realms] E9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 4 T:

realm = REALM
.realm = REALM

Linux VDA RZEF R &4t keytab xxff /etc/krb5.keytab LA ITH B 38EH @ Delivery Controller Eft. &
BRI, #iEs kerberos method i&&#3&%I Winbind tliZ2 &4 keytab X,

A Windows 13 &avigiiz e84 n] iR, B EXREEETEITENARMENIR Active Directory Bk
Fo

RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#k, user 28U ENFMEIREBF,

73 Winbind &2& PAM  ZRiAER T, Winbind PAM &R (pam_winbind) MEE RS A Kerberos EiEEEM
FTERMEIE, $TFF [etc/security/pam_winbind.conf, #7f [Global] #5 FHMIEXRUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HBERBREMRBEFNEMFNES S. XEBRBEREFHBE Winbind FiFigF:

sudo /sbin/service winbind restart
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

17 [etc/krb5.conf 335 [libdefaults] B TFTAMUTREM KEYRING B2k FILE 38:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wik R &1 Delivery Controller ERFrfE VDA it&# (Windows #1 Linux) #BE7E Active Directory
B MHENXNR.

i&1T Samba B9 net ads S WIFH BN 2EEMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e LRIEFSMIEM T BN RESR

sudo net ads 1info
<!--NeedCopy-->

1%iF Kerberos i2& HTHifR Kerberos BEEHEEE AT S Linux VDA BR&1ER, BRIERS keytab XH2H
BRIRHEAENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANERRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
B EABS

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMARBMUTIEERAT, RS (§) BAEARML (\) #1T8EX, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {Ud B AR, EHRERERMUAEMT. WRILHSHINET, WFA2ETERKL,
ERUTHLIIETEIKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERUTHLSRETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->
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WIEAASMIE A wbinfo TRXIEREaIARKIEBAAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMER AD 5%, A Kerberos $ilEi&#R. 3+F bash shell, #ERSZ—MNRFHIIS REHT (\) Z5F
THEX, H<RE—FRINHKKOES.
ZI0IF Winbind PAM 2 BEEEHEE, BEERUAKRERNEAFP KA ER Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I Kerberos RIREFTHNEIBERTEMERTH:

klist
<!--NeedCopy-->

BHRIE,

exit
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 & e LURITR MBI, E#TEHMANBEGERERITIE 4: 2% Linux VDA,

Quest Authentication Services

EigiEsI2s LA E Quest  {REMEEE Active Directory 134128 EREHEE T Quest #F, MABRSFEEN
IR, BNTE Active Directory B ITENITR,

AFFHAFER Linux VDA TN AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

£ Active Directory HFPIITENEEEHIEH, AZBFKFITH Active Directory R E .
%% Unix Account (Unix k) &I+,

i%&s Unix-enabled (22 Unix),

¥ Primary GID Number (&5% GID #S) &E NEfREAFANA ID,

> wn e

=3

AR

XEGARSTFIREEAR, UEMITUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA tFf2E Quest
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SELinux SRBEEHITHERART % BA RHEL IRMBR3EHISTHE SELinux, IE32HIThAES RN Quest BRI/ Unix i
BT IPCHF, HELSAAER.

ORI BN R EENSERZA SELinux, Ll root BR 514, 418 [etc/selinux/config 3 E ek SELinux i&
B

SELINUX=permissive
I ENEREHBEITEN:

reboot
<!--NeedCopy-->

BE.

FEEERALIRE. BAEENRA SELinux RIBEHILESSHT2YE, BMERX root BFRMEMAMA
F 2 0it,

F2E VAS sFiPi2F S BH T B5h4iT Kerberos ZiRIhaE, HMZBEMIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IbEnSHELEITIEIRRIZ A 9 /BT (32400 #) , BOELLERIARY 10 /NNEBEGGEERE 1/, BEERBEGARRENR
% LR BERIRHIE,

f2E PAM f1NSS EEA@id HDX #1THE AP B RIUKREAARS (5130 su. ssh #1 RDP), EETUTHSUF
apEgE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

A\ Windows &, &/ Quest vastool #5535 Linux itE#10AZ Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AAEBIEITHEMIMA Active Directory HHEMISAF. domain-name 735 DNS & #7, #l0 exam-
ple.com,
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Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
F—MTENNR, KIE Quest AR Linux IHENEE M FiE+:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREHSZ, MRITBEVRMNEMER, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERF BHIIE EIRIE Quest BFAEREIL PAM S A P #1T B0, EERUAIRERANIEAF KA SR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE N id -u &$RER UID g1 T M Kerberos EiREFEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEIREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BH=E,

exit
<!--NeedCopy-->

E#ER Gnome g KDE 1= 8 B A LUAITRMETNIR. B TEIMANIIERHSEMITS R 4: 2% Linux VDA,

Centrify DirectControl

O Windows 1 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<¥ Linux i+&#4Lm
A Active Directory i3:

su -
adjoin -w -V -u user domain-name
<!--NeedCopy-->

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory /. domain-name 2% Linux
THEANIMANRIBIIR A FRo
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Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
B—MIENR, WIE Centrify IR Linux HENEE M FiEH:
su -

adinfo
<!--NeedCopy-->

I3 Joined to domain EEEEMUK CentrifyDC mode 2%i&[E T connected, MNRERMAEEBIRES,
NIZRE[ Centrify EF R8T T RS BEZED SN WIER,
ERUTHTRAREELENAARMIZHER:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

FEFTIHIMARIEESEMITEE 4. 2% Linux VDA,

SSSD

MBEERRE SSSD, BRI hAIREEHITIR(E, KEDEESHEXNME Linux VDA HEHIA Windows
ERHBA U K ENEIACE Kerberos B8 R8IEMNIES.

272 RHEL #1 CentOS Ei&E SSSD, BHITULT#E:

PONIEFHBIZEM keytab
%8 SSSD

BF SSSD

39iF Kerberos EtE
WIEAP SR I0IE

ok wpn

MANEFHEIZEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory E - ixIhEE,
RIS AR adcli. realmd g Samba,

AEHPABEHRNNE RHEL 7 #1 RHEL 8 8 Samba # adc 11 A%, 3F realmd, i&£iE RHEL 5 CentOS X
. HIEEIE SSSD Z i iTiIXEEH I,

« Samba (RHEL 7):

TRAEMARREE:
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sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LUTXH8 Linux ZFIEE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

Ri+ENEE Samba # Kerberos S14I%3iE:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgqdn-of-domain-
controller --update

<!--NeedCopy-->

Hrh, REALM 2A5H Kerberos 4fii5&#, domain 2 Active Directory #9558 NetBIOS &#7F,

AR

AXHHEEEATRIE. PMRE, RIFERM AD Eit4EHECE Kerberos.,

WMREFEET DNS &k KDC RE[BMTIHZHR, BB U TR METRNEF @SS
--enablekrb5kdcdns --enablekrb5realmdns

$1FF [etc/samba/smb.conf H LU T%B%HMNE [Global] #9 T74, BEK#E authconfig TE4ERAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows i, iERfRgzHI2E eI AE, MEZREEINEITENRMENRM Active Directory FAFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AE5# Kerberos $iisi &k, user 2EMUSHENRMEIHAEAF,
« Adcli (RHEL 8):
REREMFAERHEE:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Ri+ENEE Samba # Kerberos S14I%3iE:

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy—-->
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FT7F [etc/krb5.conf H1E [realms] 1 [domain_realm] &89 FHI&R:

£ [realms] HHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 284 F:

realm = REALM
.realm = REALM

X Windows 12, E# RGBSR, MEEEFEREITENRMERN Active Directory BF#KF.,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos $gi& R, user 2ERUEIHENRMENIRHIHAF

1%E SSSD  18E SSSD MFBINT .

« BEEfT sudo yum -y install sssd &< Linux VDA E%=# sssd-ad #4E,
o WEMHE (FIE0 sssd.conf) #HITEEEX.
+ 35 sssd RS-

RHEL 7 89 sssd.conf BE2ER=f (R LURIEEERMEFIMNGER) :

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of
the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 85



Linux

Virtual Delivery Agent 2104

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

#% ad.example.com. server.ad.example.com it NENKIE, GXIFMAER, ESF sssd-ad(5) - Linux
FHA,

(%R RHEL 8)
T7F |etc/sssd[sssd.conf 37 [domain/ad.example.com] 9 FHRIMUTRE:

ad_gpo_access_control = permissive

full
fall
# Ke
krb5
krb5s

_name_Tformat = %2$s\\%1Ss

back_homedir = /home/%d/%u

rberos settings

_ccachedir = /tmp
_ccname_template = FILE:%d/krb5cc_%U

33 sssd.conf i& B X EFRARFNIIR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

B SSSD RHEL 8:

BT TFar< LUS A SSSD:

RHEL

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

7/CentOS 7:

A authconfig /BA SSSD, %% oddjob mkhomedir LiFFEER6IES SELinux #&:

authconfig --enablesssd --enablesssdauth --enablemkhomedir - -update
sudo service sssd start

sudo chkconfig sssd on
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<!--NeedCopy-->

I5iF Kerberos itE IiF %4 keytab X2 B ERIBH B SEXFH:

sudo klist -ke
<!--NeedCopy-->

WSS EREMEGEMEBEREGASTTANERYIR, &7 Kerberos Kinit &3¢, MUERAXERARGIEHR0
BT ENBISH:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBTIEERAT . EFS (§) BAEARBAT (\**) #TEX, UERRE shell Eift, ERLIRE
#, DNS &5 Kerberos {UH&MAE, EHRREATREM. WRILHSRINGTT, WAREEREHEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

BItAFPS0RIE £/ getent S SHIAZFNERBI LR NSS BE IT{E:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 EELREE. IRFEEAZ—HEREN, FEERA getent s S #H 1T,
SPFPEREINWOT:

o RFZFNERZFR: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS mig#: username@DOMAIN

EI0IF SSSD PAM AR BB IEMERE, BFEAURIRERNIEAF A ESR Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

IFRE RN THSREM uid g1 TIHH Kerberos EiREEFE 4 :

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

IIEA P Kerberos EiREEFTHNERETERERTH.
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klist
<!--NeedCopy-->

TEFTIHINANRIEESEMITEE 4. 2% Linux VDA,

PBIS

THFEN PBIS RFE8 i, 3F RHEL7/CentOS 7:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

g0, *3F RHEL 8/CentOS8:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS RE&RIAEIAIT B0, 3F RHEL 7/CentOS 7:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

40, 3 RHEL 8/CentOS 8:

chmod +x pbis-open-9.1.0.551.11inux.x86_64.rpm.sh
<!--NeedCopy-->

izfT PBIS R#&HIA 130, ¥F RHEL7/CentOS 7:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

40, 3 RHEL 8/CentOS 8:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 1% &RIgi=HI S A AT AR, TEEKAEFEREITENRMEIL Active Directory B ik
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user } &G+ BN Active Directory 1 #9313 i 7. domain-name 35 # DNS & #§, 0 exam-
ple.com,

R B¥% Bash 8B HRZIA shell, 5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wik R &1 Delivery Controller ZRFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory
B—MTENR, WIEMAT PBIS & Linux HEN 2B TFiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MR BENEINFENE, e FREHAXHRMAR AD 25750 OU iER. BN, REFENSZ.

WIFAFR BHWIE EIIF PBIS 2% aeis@d PAM st A A BT M EIE, BERAUFIRERNEARKAESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIFRE R id -u 55$3RER UID 81 TRA Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

EHRITEMMANRIERSSHITH R 4. 225 Linux VDA,

I 4 L3 Linux VDA

AT 2 R B M TR M RAH LTSR iRAARIME RE

hITEMmRE

1. (An) ENEIRkRZA
NRRE T BRIHIBIM M LTSR hvA Z SN R HAMR A, IBTEREHARA Z 5 HENH,

a) {21k Linux VDA IR
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

AR

121k ctxvda # ctxhdx BR$3 286, 15517 service ctxmonitorservice stop &< LUE
LRSS FIFIER. BN, BURSTIFEFEERBINEEENRS,

b) E#EHHa:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

=

AR
Eiz{TH<, EERMERERR; ®E, LIl [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
MEIRZRR,

2. T# Linux VDA #48

#%= Citrix Virtual Apps and Desktops F#TiE. BFHERARZAH Citrix Virtual Apps and Desktops,
REELEHEEUTES Linux X1ThRCEZR Linux VDA &,

3. &% Linux VDA
o R Yum &% Linux VDA 14!
33F RHEL 8/CentOS 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

3¢+ F RHEL 7/CentOS 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ A RPM BB EERRE Linux VDA B, fEIbZET, BRI

3+F RHEL 8/CentOS 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

34+ RHEL 7/CentOS 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->
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RHEL 8.2/CentOS 8.2 1) RPM ki &:
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
TibXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3
motif >= 2.3.4
pam >= 1.3.1
util-Tlinux >= 2.32.1
util-lTinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4
findutils >= 4.6
gawk >= 4.2

sed >= 4.5
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cups >= 2.2
foomatic-filters >= 4.0.9
cups—-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy-->

RHEL 7/CentOS 7 ) RPM X#i1%5!%:
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12
dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
libXpm >= 3.5.10
libXrandr >= 1.4.1
libXtst >= 1.2.2
motif >= 2.3.4
pam >= 1.1.8
util-Tlinux >= 2.23.2
bash >= 4.2
findutils >= 4.5

gawk >= 4.0
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sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9

openldap >= 2.4

cyrus-sasl >= 2.1

cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-1libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

AR
BXILARZAEY Linux VDA £#89 Linux &17HRH Xorg A5z, BERIRRAERK,
AR

£ RHEL 7.x £ %% Linux VDA &, i51T sudo yum install -y python-websockify

x1llvnc @<, BREFHRE python-websockify #Ml x11lvnc UERSIEEFINEE. BXFME

B, FEHEXRIE.

AERIMERE

AT LM SCRIBYA N2 LTSR RRASFHRINE R,
o EFER Yum AREBRRE, BRITUTIRE:
33F RHEL 7/CentOS 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

« 2/ RPM R4S ERSEAREHVIRM, BHRITUTIRIE:
%3F RHEL 7/CentOS 7:
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sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

pE=
MREFEHANE RHEL 7, BEEMEETERALSSETRUATSE:

1. iz 17 /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent'"-t "REG_SZ"-v "DotNetRuntimePath'"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force Ll i& B IF # #.NET Runtime &

p
2o

2. EFEE) ctxvda kS,

HE:
ARG FEEFBE Linux VDA i+E 1.

#I8 5. =% NVIDIA GRID Rzpigrr

B HDX 3D Pro ZERITIIMIRES T, UEEMEERIZERFM VDA it B L RE L ENERIREIERF.
EEUTRE:

1. Citrix Hypervisor
2. VMware ESX

RIBFMEM I B IEZRF, RUTHEBRITIRME.

Citrix Hypervisor:

ER IR 4B anfaTE Citrix Hypervisor ER#EMEE NVIDIA GRID K512,
VMware ESX:

ERBAIRETEAMNE SHTIRIE, B VMware ESX REMEZE NVIDIA GRID R&1iERF.
VDA it+E&#1:

REBXLESERHEN Linux VM BRI LRENEERNIERF:

1. FaeE1, BHRE Linux VM BXH.
2. £ XenCenter &, #4F GPU Ei@#E{8I GPU HFIME VM,
3. B& RHELVM,

EEFITEMLUER NVIDIA GRID IEzhiZF, EETUTH<:
yum install gcc

yum install "kernel-devel-$(uname -r)"
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systemctl set-default multi-user.target
<!--NeedCopy-->

JE¥H8 Red Hat Enterprise Linux S22 %% NVIDIA GRID IR&hiER.
AR
R4 GPU Rzhizrpiiial, AEMaERIAER (no).
BE:
B GPU BE@@G, T:Am@Ed XenCenter i8] Linux VM, /8 SSH #1TiE#,

nvidia-smi

B L ettt +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| = e ——————— e ————— e ———————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
| ===============================}======================{ ====================== |
| 0 Tesla M60 off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
e e e e Rt e Lt +
e —————— - +
| Processes: GPU Memory |
GFU PID Type Process name Usage

NERRIEEERNEE:
etc/X11l/ctx-nvidia.sh

BHAE S WENS EMETHEE, BEEEMH NVIDIA FaIE, ZRIFEVFAEIE, E&RE “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” =@ X4 HITIZ(E,

$1% 6: EE Linux VDA

RERGEERE, BIETT ctxsetup.sh BlaREZE Linux VDA, RUITEMEXRZ AT, ZBIAEKITRE, WRFE
RHMIMEA ERE, WELE, JUMENENSETZHEUERIZE.,

Al LRI RF s TiA, ol IRBAMSEEENL B s T4, 4ER(Fal, BEERZMANEEER:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 95


https://access.redhat.com/solutions/1155663

Linux Virtual Delivery Agent 2104

RRECE

BITsRTEMRENFEEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEREN, BSETERMSEMAPIFIET. MRFABNMEZENEE, WEAFIRTEREEAER.
SFHNHIREEEE!

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA 33/ DNS CNAME i2 &35 Delivery
Controller &#F, BIAERTIRERN N

o CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ -Linux VDA ERiZ#ti =& FRH Delivery Controller 2¢
REiE (FQDN) IR AT @ Delivery Controller iEit. #AZE/DigE—1 FQDN 3 CNAME 313,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRiA RO 80) 5 Delivery
Controller &1z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - 72550t B#EE5 Linux Virtual Desktop BRS. ZRHAER T,
HEREN Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$ B3R s i & NRLKEZET &
S KIS, S RGBT ASE R B DR Linux Virtual Desktop $TFFF&HO (BRIAAERD 80 71 1494), B
INERTIRER Yo

+ CTX_XDL_AD_INTEGRATION=1|2|3| 4|5 -Linux VDA ExkfEf Kerberos B2 &i& & A Delivery

Controller #7843k, Kerberos EBEERIBER A LEREMEEEN Active Directory ER T AT, 15
EEFHBESZIFM Active Directory &5 4!

1 -Samba Winbind
2 -Quest Authentication Services

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
BERNAREFNEMEKT, MNRiEET HDX 3D Pro, ME A VDI £&E (BxiE) #HAEE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - ¥+ BHNEENEAEERTEE (VD) TRABHESERHER, WF
HDX 3D Pro 3%1%, BILZEEIGEN Y, BIAERAT, HTEREN N,
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+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP k55288, Ei& DNS #BRERRH!
AEMIER, MIEE DNS mZ . RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ -Linux VDA #Z i DNS 3k &£ I1 LDAP [R5, MR
DNS Xi&#2 LDAP RS IER, ErRILURHUTE S REY LDAP FQDN (%%& LDAP #%0) FIXR. fIa
adl.mycompany.com:389, RIMERT, LLEEIZESN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&id i& & 4 Active Directory 15 18 9 1%
RERE W LDAP (fli0, DC=mycompany,DC=com) ., NiEEE Rk, TLUISTEEREM a0
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTEiEEHN <none>,

« CTX_XDL_FAS_LIST= ‘list-fas-servers’ -BX& 5 1IEARS (FAS) iRS 2B 2Eid AD AREREMN.
Linux VDA 2% AD AR, BERIBURIRMILS S OIRH FAS RS BHITIR, IRFSHSTE AD A5
FEENIRFEER. MEMERT EMRSSEMAE, EER <none> XAFRBEZHTH, HEFEEBHRS
FRHIUEAVIR

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % # NET Core
Runtime 3.1 L5 Broker RIBARSS (ctxvda) MR, BRHIARKRREN /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 EE1EFHFEAMN GNOME 3¢ MATE £
iR, WRKIEELTE, NFER VDA T HFIRENEHE. B2, NRHFETENEEA MATE, MHRETE
EIRE 7 mate,

AR
ER LB ST T R B Bir21EA AN REIFE
1. 7£ VDA k9 SHOME/<username> ER TFglE— . xsession X,
2. 41 . xsession XHLURIBRITIRIEE REFE.
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session

fi

mmE CentOS £/ GNOME £&E

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
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if

[-n “SGSESSION” ]; then

exec gnome-session fi

3. SEHRIERPHEE 700 XHR.

+ CTX_XDL_START_SERVICE=Y | N -7£525 Linux VDA B2 &S, 2T B5h Linux VDA BRSS. BINERT

BEAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiffr Citrix Scout WE#FHO, BikmOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @80, BAIAMKOAN 7502,

REMREEHIETEEEM A

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4]|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS _LIST= ‘list-fas-servers’ | "<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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BT sudo <R, BA -EXTLUBHNARRLTEEXBLATLZNT shell. HMNBWEEAFENHSHME

#!/bin/bash {ERE—1TREIZ shell a2,

FE, BAIUERR I HIEEMESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFFECE B

ERLEERET, EEEEMRR ctxsetup.sh B3I BLBFFEIER, BAREE Linux VDA 36,
PRERIRVERT, BT EIHIANENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

HFFECE S K-
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
A = MEIREPRFAE G E SR, MMME Linux VDA AR,

EEERE

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LEREIR, HABEMEESANREE HEXH [tm-
p/xdl.configure.log:

S50 Linux VDA RS, HREHRE.

S8 7: &7 Linux VDA
/8 ctxsetup.sh iiZ<E2E Linux VDA [5, AJLUETTIATa<RER Linux VDA,
Bxh Linux VDA:
Bz Linux VDA BRS:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
{21k Linux VDA BR%3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

==
£fZ1E ctxvda f1 ctxhdx fR$E Z#i, 1EE1T service ctxmonitorservice stop @m<LlE
IESMRSTIFER. BN, BARSTFEFBENRBMNEELENRS,

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart
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sudo /sbin/service ctxvda start
<!--NeedCopy-->

## Linux VDA HIRES:
ERE Linux VDA BRSBIEITIRE, EHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

418 8: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops 1 tIZ2i+tEHNER

BB B RAMAM Linux VDA i+ B2 5%4%8 Windows VDA A& M. BXINAIEMXLEESHEMF
MYEE, FEECIEITEN ERNEETENE R,

SIEEE Linux VDA HENMITEN B RESEIF—LERE, F58Z32FRTH Windows VDA i+EHEIZ BN
BR:
o XTFRERY, FIEE:

- ZRERERFEDN WFREAZRERGRE),
- BRIERERFED (WTF VDI TAKERMER),

o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &1,
AE:
B HAMRAR Citrix Studio A5 “Linux#ER4” WIS, B2, 1%EE Windows Server 21ER LIRS

BRERARNER T EARERAZRERIEE, %% Windows SEIRFAARREIRIFRFEINE R TE
AEHBEN—TAP R,

'

MRMBERBENERBEEFRIA Active Directory 18, NZMERItEN, AEBEERFNZIHENER.

$1829: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops #6233 {F4H

BIERMAAMRIMES Linux VDA BN EN B RIEES Windows VDA B/ LFEE, B XINATEMIXLE
ESHEMFARYIRER, FSHAEIE(T4H,

8 &% Linux VDA it BH B RH(TAR SEIGA T RS
o WIRFTER AD BRFABEREE, FJUERE Linux VDA it&EH.

s BNATRESHRIEN (BER) ARER.
o BENERMMEFEANEE Windows it EHHIHENER.
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BE:

Linux VDA 1.4 REBRAZRA BN ARERF. B2, Linux VDA R KEMN AR R A AERITEN.

BXRUAIETENERNRHGANES, 5 Citrix Virtual Apps and Desktops 7 2103,

%% Linux Virtual Delivery Agent for SUSE

June 21,2022

AILUEZRIRRAN RN S BHITFRE, BEUERENZE#ITENRENLE, BINREEANXEN, 5FHR
FiELtL, ERS T,

=W

BN eRREERABEMREIR, BIEABRNTEERNERR,

PEL: £ERTE
$1% 1a: Bz YaST TH

SUSE Linux Enterprise YaST TERAFRERARNITA A EENRE,
BEhEF XA YaST TH:
Su -

yast
<!--NeedCopy-->

®E, BshETF UIMYaST TA:
su -

yast2 &
<!--NeedCopy-->

S8 1b: BEEMNREE

UTEEHNE T MFEEE Linux VDA EANESHMEIRENRS. WEREET YaST TERNIT, MASERAEM
5%, g0 Network Manager, UFBANBHRERET Ul 89 YaST TEMNER, bl IERETF XA YaST
TH, BRMAEHEETRR, WIHASRENE.
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ECEXH2H DNS

1. #T7 YaST Mg &,

N

Bkl Wicked Service (Wicked BR).

FT7 Hostname/DNS (E#1%&/DNS) &I+,

EHi%s Change hostname via DHCP (&t DHCP EXEHA)o
& Assign Hostname to Loopback IP (¥ [El IP 2EENR) .
HIBUTHES, URMEIERNNEILE:

o0k Ww

o EHB - AMIHTENE DNS A4S,
o 1R - A0 EAE DNS 5%,

o BFRARSSER - ANI0 DNS ARS5288Y |P thut, BE I AD =289 P ik,

o BIRRTIR - A0 DNS =&,

=,
AR

Linux VDA ZiFiR%#f NetBIOS &#f#&if. Eit, FHMEREEL 15 MFRo

=]

TN .

[

REEEAFA a-z. A-Z. 0-9 FEFF (). BBRERATUEL (). =HEMNEM

PUEFRFER, EHNERT Delivery Controller E#%.

{2 SLED 12: £ Global Options (£Ei%m) %M+ L, % Network Setup Method (M&Ei&E %)

ENMB RS UHFFRM

BHZ#EDNS RBEESLED £, BAEBEABA%ZE DNS (MDNS), MXAERSHBMMBIFERT—B. R

IMERT, SLES EREA mDNS, HitEHEAIRIE

Z2m mDNS, &4iE [etc/nsswitch.conf #EXEE U TREMNIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
Bk

hosts: files dns

REINZ BEFNRIRERTEWHLIR:

hostname
<!--NeedCopy-->

A OREITENNENSE, MRREETE2REEE (FQDN),
3IE FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R EEHE FQDN.
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RERMBAFRS AR HIART LU FQDN Hxdigiizh2gfl Delivery Controller #4147 ping #21E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

WMRT AR FQDN 8 Ping FB L RE—ItEN, BRREEXSE, AEBYLE,

SR 1c: BE NTP fRss

437 VDA, Delivery Controller figiiz 23 Z BIMBS A LAEMA S EXEE. & Linux VDA HE AEIWATRES
SENHREND. HFIER, RFERZE NTP RSEFRFREIRS. FIANTP REFTGEFERE—LEN:

1. #T7 YaST & “NTP Configuration” (NTP E2E), #A/5i%#F General Settings (E#IgE) #W+.

2. 7z “Start NTP Daemon” (=) NTP sfiFi2R) #843, i1 Now and on Boot (MR7E%51SHY),

3. wR7%E%E Undisciplined Local Clock (LOCAL) (Easiipdsh (LOCAL)) I, &M, ARG % & Delete
(FRIBR) o

4. F Add RN, FmM— NTP RESE%E.

5. &% Server Type (BR33!, AFHEE Next (T—%),

6. £ “Address” (ttihit) FEXREA NTP BR53231 DNS &7, LIRS EHEITETE Active Directory ig#=H38 L.

7. ¥ “Options” (&m) FEMHEHFFAE,

8. 2 Test (MiX) IIE NTP lRE 2SR,

9. EHEMN—RIITAOPF—EHEE OK (AE) REEX.

=

=W

xfF SLES 12 327, NTP spir#EFrae=RE SUSE £5 AppArmor HREEE XMN— BB m L AR, &
BRERART BAMER.

$12 1d: %% Linux VDA &zt

AT SUSE Linux Enterprise B Linux VDA & F LU TG

+ Postgresql10-server 10.12 &=

« OpenJDK 11

« OpenMotif Runtime Environment 2.3.1 SiEShRks
+ Cups 1.6.0 XE=HRA

» Foomatic iZiE28 3.0.0 HEFhRA

+ ImageMagick 6.8 st E =4
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HINEfEE  TIUM SUSE Linux Enterprise 3 F 4 TAS (SDK) fhiREX—LeHEMEER, fIg0 PostgreSQL
1 ImageMagick, BIRENXLEDMGE, &M YaST &0 SDK =64, & T3 SDK MG, REERUTHS
TEAHIBITEER

sudo mkdir -p /mnt/sdk

sudo mount -t 1509660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

%% Kerberos ZFif &% Kerberos /i, 7£ Linux VDA 5 Delivery Controller 2 8] SSEL 3% & & 44 3011 :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P IBERE k¥t TFr{E AR Active Directory £/, B2 TEMRA,

%% OpenJDK 11 Linux VDA Z3Xk77 OpenJDK 11,
R’
Hkga1E Delivery Controller 5k, BS54 %% OpendDK 11, MRS HMIFRERIE H k48 Java.

« SLED:

1. #£SLED £, #% OpenJDK 11 BEERE:

sudo zypper info java-ll-openjdk
<!--NeedCopy-->

2. MPRREHRENEH, EEHZT OpenJDK11:

sudo zypper update java-ll-openjdk
<!--NeedCopy—-->

3. #& Java hRZk:

java -version
<!--NeedCopy-->

« SLES:

1. £ SLES £, %% OpenJDK11:

sudo zypper install java-1ll-openjdk
<!--NeedCopy-->
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2. #& Java k7

java -version
<!--NeedCopy—-->

%% PostgreSQL 7€ SLED/SLES 12 th, RELITHRHEFE:
sudo zypper install postgresql-init
sudo zypper install postgresqll@-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

IR ERTRERTE, UEMRAEIEERS, Hi#R PostgreSQL EitEHEEIRYEED:
sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BIBRESITF /var/lib/pgsql/data.

MERFEE ERETHXRGEENELT, BITUTH<SURRREFIZER SDK FAEEMIE R EA:
sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

TB 2 ARMNEEEREE Linux VM

EXFFHEMVIEIERF £ Linux VDA SEEIMAIEITE, FEEH—LEN. RIBERNENEREEFTAE
HUTER, MREFRIES LTIT Linux T8, NWEREHERES,

1&& Citrix Hypervisor _t#yidia][EH )@

RBAT Citrix Hypervisor BYaIEF Ihae, MESMFEBME Linux VM f, =% 3 NTP # Citrix Hypervisor
BEZREERFANT, HBRNHSHMRSERES, S Linux ERNFNREANHELAS NTP AE, Xt
BERERZAENEERS ., THEE HVM EX THITEAER.

FEFEL Linux RIThR S, MREFBTHFEMN Linux Rz, H=E 7T Citrix VM Tools, &EaT#ZE Citrix
Hypervisor BRI R E=FE, UKREHET Linux VM B!
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su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1t #<$iRE 0 3¢ 1:

- 0-HiERFPIEEERH, BXHER.

o 1-HNEaESHEERA, BERIEMERE.
R [proc/sys/xenf/independent_wallclock SXERT7EE, WAEEHITUTSE,
MRERA, BREEZXHEAN 1 UEAIERESIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFENBRMAKAER, HEEMBHENATH, B5E [etc/sysctl.conf SXEEHRMTAT:

xen.independent_wallclock = 1
ERILXLEEN, EEMBIRS:

reboot
<!--NeedCopy-->

BfEsE, RIEiRERTIER:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iREE Lo

7£ Microsoft Hyper-V &S raEE:S RE®

R 7T Hyper-V Linux &R H Linux VM RIRZA Hyper-V Bt {ElEF ThaERE A ENIRER SR E, ABEFRER

St PInR KBRS, F—RBAILLIEES NTP RS,
NERIRERSH:

1. #T7F Hyper-V 28558,
2. 33F Linux VM B9i& &, 5% Integration Services (£RS).
3. W1REi%#E Time synchronization (HERES),

AR

b A7%S VMware #1 Citrix Hypervisor AR, XE#M~RaZRAENERTDIE, U%S5 NTP KE WK,
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Hyper-V BSig]EF A L5 NTP BYEIRS £EHE .

&8 ESX #1 ESXi LHIET BRI a7

MRBAT VMware BYEEFIHEE, MESMNFEME Linux VM B, B2AH NTP @M EEEFHERRAS
REHH, MBENHSEMRSHERARS, HEED Linux REFHNRSGRSHS NTP @5, XMERERZHEN
BHEIRS .

WMRIFEIETEET VMware Tools B9 E#ME Linux RiZ:

17 vSphere Client,

448 Linux VM i& &,

£ Virtual Machine Properties (EEi#EM) SHEES, 17 Options (G£EI) &M+,

% VMware Tools,

7£ Advanced (54) &, EGHi%ES Synchronize guest time with host (5EHEFEFHAE),

ok wpn =

S 3: @ Windows 1570 Linux Ei4# (VM)

Linux VDA 5% %@ Active Directory (AD) 1570 Linux &8I 4:

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBARITIRIF,

AR

73 Linux VDA sra9zsstutk =0 AD a9tk R ERERNAR &8, SIERAIESAK.

Samba Winbind
A Windows i3 a9z HIgs 4 maifiel, mAEGAEEERGHTENRMRIEA Active Directory Bk
Fo

1. T YaST 89 “Windows Domain Membership” (Windows MR 51%) .

2. BHITUTENR:

o & T1E4Ri&H Active Directory ISR FREHHIEFIZSAY |P stutik, MRABAKRE,
« % Also Use SMB information for Linux Authentication (FEf# Linux S%3%3EER SMB
=8),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 108


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/installation-overview/suse.html#samba-winbind
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/installation-overview/suse.html#quest-authentication-service
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/installation-overview/suse.html#centrify-directcontrol
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/installation-overview/suse.html#sssd
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/installation-overview/suse.html#pbis

Linux Virtual Delivery Agent 2104

« 3%t Create Home Directory on Login (EERMAIEEER).
+ i%Eth Single Sign-on for SSH (5 SSH FRBEER),
« HaREKEF Offline Authentication (BINHHIIE). LHETS Linux VDA &R

3. BEME, MRETREFLRME, BRE Install (%),

4. NRHEIFITHEE, WKEEAEEEEMAE, BER.

5. BIIRREY, BABROSHHENFNEIRASEAFHEE, AG%2E OK (HE).
6. ERZER—FHER, REBRIEMRI.

7. MRBTRERL samba # krb5 #4+-8, EEE Install (R,

YaST aJge 2 i AR E BN FEEM BT BN LRSS, HINZNEERBHITEN:
su -

reboot
<!--NeedCopy-->

{XE SUSE 12: &% 7 Kerberos £iEEE2# SUSE 12 B 2RI\ Kerberos SR EHFKMMEMNEAN
FILE:/tmp/krb5cc_%{uid} E&5 DIR:/run/user/%{uid}/krb5cc. X< DIR £&7F5%5 Linux VDA &
B2E, HIAHITFHER. U root BFR 1%, %#iE [etc/krb5.conf H7E [libdefaults] 29 FHRMUTIEE (NR
HARIEE)

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

WiEERE &3 Delivery Controller RFiA VDA it &4l (Windows # Linux) #BZ7E Active Directory &
E—NMIENNR,

i&17 Samba 19 net ads S S HEIFHEN ST EMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT LRI BN RES:

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos i2E HTHifR Kerberos BIEHMELE AN A S Linux VDA ER&1ER, BRIERS keytab XHEE
BRIBHEEENER:

sudo klist - ke
<!--NeedCopy-->
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNANMABMUBTIEERAT, RS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHREREAMUAEN. WRILHSHINET, WFR2ETERREL,
ERUTHLIETENKAE TCT REEEE:

sudo klist
<!--NeedCopy-->

ERAUTHLRETBEIKAIFAER:

sudo net ads status
<!--NeedCopy-->

WIERASMIRIE A wbinfo TARIERERIASIIENAFNSH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIRENFA AD 5%, MAR=Z Kerberos dugE#, 3F bash shell, BAERS—MRFINRFL (\) Frr
178 AR E—FAIIHRMIE S

BIOIE Winbind PAM 2 BB EHERE, EERUEIRERNEAP KA ZER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERE R id -u 5$:3REH uid I T XA Kerberos EIREF 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BIEAF Kerberos RIEEGFHHNEIBERTEMERTH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#ER Gnome g{ KDE 1=H] 8 B A LURITRMETNIR. B TEIMNIIERHSSMITSE 4: 2% Linux VDA,
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Quest Authentication Service

7EiEE g8 LECE Quest  BREEEE Active Directory giish2s EREHFIE T Quest 3, MABRESEEN
IR, B Active Directory el Bt ENITR,

AVAAFPER Linux VDA 58 AT IiHEAFEEMB7E Linux VDA I8 L7 HDX &iE:

7£ Active Directory BRI BN EEESI& S, RZBFKFITH Active Directory P E .
%3 Unix Account (Unix #k/) &7+,

% Unix-enabled (EEA Unix)o

¥ Primary GID Number (&% GID 4%&3) &BRLFRAEF A4 ID,

> w e

AR

XLHEBBASTFREEAR, WEMIITUEREH S, RDP. SSH StEAEMIZEZNI#HITER.

#£ Linux VDA L E Quest

F2E VAS sFiriEF S AHETFF B 5h4ET Kerberos ZiRThaE, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IeEr SRFLRITIEFRIZ /9 O /B (32400 #4) , BPLLERIARY 10 /NERIBE S AR 1/, BEREEGARBENR
% LR BERIRHIE,

EE PAM f1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
shEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 35 /A Quest vastool &<# Linux itEHINAE Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AEREIHENMA Active Directory FHE MR A F. domain-name Jig# DNS &#F, %0 exam-
ple.com,
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Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
F—MTENNR, KIE Quest AR Linux IHENEE M FiE+:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRABENEMANE, aH<SREHSZ, MRITBEVRMNEMER, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERF BHIIE EIRIE Quest BFAEREIL PAM S A P #1T B0, EERUAIRERANIEAF KA SR
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFEE R id -u $REM uid I TR Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEIREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BH=E,

exit
<!--NeedCopy-->

E#ER Gnome g KDE 1= 8 B A LUAITRMETNIR. B TEIMANIIERHSEMITS R 4: 2% Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &5<3& Linux it E#IA
Active Directory i3:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERIGIHENIN Active Directory 15#9E{a Active Directory 1B~ . domain-name 2% Linux it&
10PN pe= SR it

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 112


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2104/installation-overview/suse.html#step-4-install-the-linux-vda

Linux Virtual Delivery Agent 2104

Wik R &1 Delivery Controller 2RFrE VDA it&#Hl (Windows #1 Linux) #BZE7E Active Directory #
B—MIENR, WIE Centrify IR Linux HENEE M FiEH:

su -

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MNEER{MAEESIIR
A, NIZKeA Centrify P mi@% T RS W/IEET S BRI,
FRUTHSAREECEMNRANIZHESR:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

M 5&# Active Directory 1 Kerberos BRSSH9EE,

adinfo --test
<!--NeedCopy-->

TEBTIHINANRIEEHEHITS I 4. 2% Linux VDA,

SSSD

WRETE SUSE EER SSSD, BRI ER 5 AR B TR 1F. WD B EE X WM Linux VDA i+ &M DN
Windows 1595 BB A SNAIECE Kerberos B4 18EHIES.

27E SUSE £i&& SSSD, ERRIATHE:

INIEFHBIZEM keytab
79 SSSD E2& PAM

IRE SSSD

=R SSSD
Eoan3=iad=E=gv,

I83F Kerberos B2 &
IR SR I0IE

N ok w

MANEFHEIEEN keytab  SSSD HRREATFMNHMEE RS keytab X489 Active Directory E P ixINEE,
BB AER Samba 5%, EfRE SSSD Z#i, BRMUTHE,

1. E1EH2 8 Name Service Cache Daemon (NSCD) SrPi#i2,

sudo systemctl stop nscd
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sudo systemctl disable nscd
<!--NeedCopy-->

2. RERNEMAARURMGE:
sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->

3. Llroot AR &R Jetc/krb5.conf x4, LsiF kinit LEERSBREHFHITERE. 7% [libdefaults].
[realms] #1 [domain_realm] 284 FHRMU T8

=

=W

RIBER AD B4R E Kerberos, MTIEBEEATRIE. BMEER,

[lTibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true

[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm 2 Kerberos i3 #9 & #7, f5l40 example.com, REALM 2 Kerberos $iigi 9 A 5 & #, 40
EXAMPLE.COM, fqdn-of-domain-controller 215428/ FQDN,

4. 1l root B 81458 Jetc/samba/smb.conf L s iF net EARFE S BifE#TERE. BUTEEFME
[global] 243 :
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[global]
workgroup = domain

realm = REALM

security = ADS

kerberos method = secrets and keytab
client signing = yes

client use spnego = yes
<!--NeedCopy-->

domain 2 Active Directory 1i#9E%2 NetBIOS &#5, a0 EXAMPLE,
5. &4 Jetc/nsswitch.conf xx{F#y passwd #1 group £ B LUERRT R A M4AR5| A SSSD,

passwd: compat sss

group: compat sss
<!--NeedCopy-->

6. M Windows 13, 1EHRIGIERIERIAE, fEEREEERFITENRINEIEER Active Directory AP

sudo realm join REALM -U user
<!--NeedCopy-->

user NERFIHENMNEREVIHAF o

77 SSSD F2& PAM 729 SSSD ECE PAM Z a0, BRENEHAENREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

¥ PAM BRRECE Jyil@id SSSD #1TRF SHIIE, HAAFREREEEER.

sudo pam-config --add --sss
sudo pam-config —--add --mkhomedir
<!--NeedCopy-->

1% E SSSD

1. K root AF 5448 /etc/sssd.conf, LIsiF SSSD SFiFiEF S B #1TE(S. sssd.conf ERERA (7
LUARIEFZ /R INESMTETR) |

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name
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[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD s-ide

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy-->

domain-dns-name 2 DNS 5%, %171 example.com,
AR

ldap_id_mapping i &5 true, L& SSSD #& & fa =% Windows SID BR§32] Unix UID, F M,
Active Directory & Figefisig#t POSIX B, ¥ ad_gpo_access_control i &4 permissive L{
BALE Linux IEHMEMREREIR. EBA sssd.conf # sssd-ad BFM T,

2. f sssd.conf i@ E XA NFIIIE

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

BF SSSD BT Ta T UER A BB AFEs SSSD sFiFiER:
sudo systemctl enable sssd

sudo systemctl start sssd
<!--NeedCopy-->

JOIEERR 51 B 19
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1. i&%7 Samba B9 net ads S IEH BN E T EMAE:

sudo net ads testjoin
<!--NeedCopy—-->

2. BTUTHLRIEFSMIEMTENNRESR:

sudo net ads 1info
<!--NeedCopy-->

I0iF Kerberos itE E i Kerberos RGBEMEE NAS Linux VDA BEB& A, BRIERSL keytab X2
BEBALEENENR:

sudo klist -ke
<!--NeedCopy-->

E ¢ BREMEFEMESBREAASTANERTIR, 517 Kerberos kinit &<, ERAXLERAREITHLER
BT ENBS 5

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMEHBIIEERAS . RS (§) BAEARMAT (\**) #TEX, UERE shell Eit, ERLIRE
#, DNS &5 Kerberos (BB AR, EHRREATREM. WRILHSRINGTT, WAREEREFREL,
ERUTaLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERAFPSMIRIE SSSD FEHER FIFEFRHATURSMIIINGTITTA, Rg@d PAM .
191 SSSD PAM ERIRB B EEHREE, BEAMURIRERNIFAFIKFAER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

IIE kst <RER Kerberos BIEREERTZAFHEH KT H.
B root AR &1, WIEREERFEMN 1d —u H<SRER uid BIRIEN I EIBEEF 4!

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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BE#ER Gnome ¢ KDE 12HI 8 Al LURITIEMBINIR. B TEIMANIERHSERITSE 4: 2% Linux VDA,

PBIS

THFER PBIS BEE  fla0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

& PBIS REFMARHIT  FlaN:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfA  fly0:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows 15 &avigiiz g8 An] 1R, B ESAEEETEITENRMENIE Active Directory Bk
Fo

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 BRI EH M A Active Directory 1 #9135 i . domain-name 73 # DNS & #%, £l exam-

ple.com,

FE: E¥§ Bash igERZA shell, 5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wik R &1 Delivery Controller ERFrf VDA it&# (Windows #1 Linux) #BE7E Active Directory #
BE—MIENR, WIEMAT PBIS 89 Linux HEH2E M TEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMAE MK, S RREHXHFIMAN AD 5 OU MiERS. &N, RETENSE.

WITAF BHIIE EIF PBIS 2&sEi5i@:d PAM ST A A BT M EIE, BERAUFIRERNEBPKAESR
Linux VDA,
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ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIFEE N id -u RER UID g1 TIHA Kerberos EiREFE 4 :

1s /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit

<!--NeedCopy-->

EFTIHIMANRIEESSEHMITEE 4. 2% Linux VDA,

S8 4. L% Linux VDA

$B 4a: HHIBMRAE

RRE T FRFTFIBIM MRZAF LTSR A Z NI REIRRES, IBEREMARA Z a2 EE,

1. =1t Linux VDA RS

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop

<!--NeedCopy-->

AR

121k ctxvda fl ctxhdx fRE 250, 1EiafT service ctxmonitorservice stop @

LUE SRS TIFER. BN, BURSTIFEFRBERBHEEFELERRS.

2. ENFERME:

BE.

sudo rpm —-e XenDesktopVDA
<!--NeedCopy-->

ST MERFTEIR R A #H 1T Ro

AR

REAHNT [opt/Citrix/VDA/ +,

]

TR, FERMHERERE; &, WAkl [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin Finz &
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FRiZo

$12 4b: T Linux VDA %46

#%% Citrix Virtual Apps and Desktops F#0iE. BFHERMAR Citrix Virtual Apps and Desktops, #AE&
HAHLUTHS Linux Z1TARCEZAY Linux VDA £,

HIE 4¢: L% Linux VDA

R Zypper &% Linux VDA #x4:
33F SUSE 12:

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

£/ RPM BR4-E BB RE Linux VDA B, TELZHT, IERRLIT RN
xyF SUSE 12:

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

$2 4d: F4% Linux VDA (F]3%)

AILAMSERTRIRNRAF LTSR RAARINE L.
xJF SUSE 12:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

SUSE 12 9 RPM &R#iIn5IZK
postgresql-server >= 9.3
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.8
dbus-1 >= 1.8.8
dbus-1-x11 >= 1.8.8

libXpm4 >= 3.5.11
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libXrandr2 >= 1.4.2

libXtste >= 1.2.2

motif >= 2.3

pam >= 1.1.8

bash >= 4.2

findutils >= 4.5

gawk >= 4.1

sed >= 4.2

cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1

cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1
libtcmalloc4 >= 2.5

libcap-progs >= 2.22
xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg—- xll-server = 7.6_1.19.6
xorg-x11 = 7.6_1
postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24

libgthread-2_0-0 >= 2.48
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pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

BE.

EAEEEHRBL Linux VDA i+E .

#12 5: BE Linux VDA

REBEERE, BIBIT ctxsetup.sh BIlAREZE Linux VDA, RUITERER A, ZBIALKEITRE, BRFE
KRFIEE T, NENKE, al UK EETZMA U ERILE,

A RERIR R F s T4, Al LIRBFEC BN BEhiaiTHIZS, 4k402(ERl, BERZHIANEENEE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RTECE

BITaRTEMRENFEHERE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BicE

BEREN, BIMREERMREMAFIFENED. NRFAFENMELENEE, WEAFIRTEREERAER.
SENIFRTEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA %#%f5/ DNS CNAME i25#5% Delivery
Controller &, ZNERTIEEN No

o CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ -Linux VDA ERi2tER =15 kR0 Delivery Controller &2
REEE (FQDN) IR AT® Delivery Controller 5. #MZE/DIEE— FQDN 5 CNAME 1%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP in O (ZRIA RO 80) 5 Delivery
Controller &z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - =&zt BHEREE Linux Virtual Desktop iR, BRIAERT,
ZEKEAN Yo
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+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$5 ER & AR EZED &
SN, EA RGBT ASER B A Linux Virtual Desktop $T7FFRIHO (BRIAAEEO 80 71 1494), ]
INERTREN Y,

+ CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 -Linux VDA ExfE/ Kerberos E2&i& & Delivery Con-

troller #1783, Kerberos BEBIRIERS LEREMBEER Active Directory £ T EME. IEEE
R B 215/ Active Directory 574!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRAREFNEMEKT, MNRiEET HDX 3D Pro, ME A VDI £&E (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -+ BHNEENEALERTEE (VD) TRABHESERFER, WF
HDX 3D Pro 3%1%, BItZEIGEN Y, BIAERT, HTEIREN N,

+ CTX_XDL_SITE_NAME=dns-name -Linux VDA &3 DNS &I LDAP fk55288. Ei#& DNS BRERRH
AEHIER, MIEE DNS im&#. RIAMERT, LEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Z if) DNS 3k % Il LDAP R 28, IR
DNS Ti&#R# LDAP RS IER, TR LURH T 2 RH LDAP FQDN (#7%& LDAP #%0) 5IR. #i0
adl.mycompany.com:389, ZIAERT, LWEZIEESN <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA &3 i& & v Active Directory i3 iR #9 1%
REXRE#H LDAP (g1, DC=mycompany,DC=com) . HiREERME, TLUIETHEREM (i
OU=VDI,DC=mycompany,DC=com), ZINERT, LLEEiEE N <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Bt& 54 IEARSS (FAS) BR53 8 2:@:3 AD A HREE K,
Linux VDA 2+ AD 4A%REE, BERTIBCRIRMIIS S HMRH FAS RS BITIR. IRFHRSTE AD A5
PERREMNIRFER, MEBPRT EMRS I, E6ER <none> XAFHBEZTEETH, HEFRBEIRS
2RHAAIIR

o CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % NET Core
Runtime 3.1 LIz #Fr# Broker RIBARS (ctxvda) MR, ZRIAKIZH /usr/bin,

o CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 EE21EH#E A GNOME 5 MATE =
mFE, MRKIEELTE, NEER VDA LHFIRENEHE, B2, IRHFIRENSEE A MATE, NIAITETE
{Ei%E N mate,

P =

WA LOEE ST T R B Bir21EA AN REFIE:
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1. 7£ VDA t#y SHOME/<username> BER FoIE—1 . xsession X,
2. 4548 . xsession XHLURIBATIRIEESEFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if[-n “SMSESSION” ]; then

exec mate-session
fi

Em CentOS £ GNOME RH

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHRIERAHEE 700 XHNR.

+ CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &5, 2FBE5 Linux VDA RS, BRIMERT

®ERY.
+ CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZF K, BRiAixOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &fsim. FKINEHOA 7502,

WENRTEHEITEREM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4

export CTX_XDL_HDX_3D_PRO=Y|N
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export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | "<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ17 sudo <R, BA -EXTMUBUERELEEFBLATENH shelle HMNBINEERFENGSHMLE
#!/bin/bash {FHE—1TREIZ shell B,

HE, BAIUERR N RIEERESH
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
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CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FRECE ek

ERLBET, TR EMR ctxsetup.sh HIAXEEFMAVEZ, BREH Linux VDA BRE4&.
HEIR(FRT, BEBRUMANTENES:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE K

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
A= MEIRERBRFAE BB ZE, MMME Linux VDA TE[ER.

RERE

ctxsetup.sh f ctxcleanup.sh A& 7EEH & L EREIR, FHIGEMEES NEE BT 4!
/tmp/xdl.configure.log
EFEsh Linux VDA BRSS, HREREN.

418 6. i=17 Linux VDA

£/ ctxsetup.sh iiZEE Linux VDA 5, aJLUBTTIA < RES Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
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<!--NeedCopy-->

{1k Linux VDA:
{21k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

AR
=1k ctxvda # ctxhdx fRES Z#i, 18517 service ctxmonitorservice stop &m<LUE
LGRS STIFIER. BN, SRS TIFEFRERBHEFLENRS,
E#B5 Linux VDA:
B2 Linux VDA fRSS:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

12 Linux VDA IR%&:
ERZE Linux VDA BRSBIEBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

S8 7: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops #1622t EHNER
I EN B FRMAM Linux VDA HENBLIESELH Windows VDA A3EE M, B XIMNAIFEMXEESHEME
AR, EERECEITENEZRNEEITENE R,

BIEES Linux VDA itENMITEN B RN S@EIE—LRE], FEiZdiERRTFH Windows VDA i+EH8IEE T B
BR:

o WHRERYE, Bk

- ZRERERFEDN NWFREAZRERGRE),
- BRIERERAED (WTF VDI TAKERMER),

o BENER—MENBRPEAEA Linux #1 Windows VDA it &#l.
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AR

FHARRACH Citrix Studio F#F “Linux BERHA” MES. B8R, %1% Windows Server 2{FR5ARS
BREAFETNFRATEARELZRERMRE, %F Windows SEIRIFRASA S KERIERFIENER FE
BETEN— TR IEE,

e

INRMIBRITBENEFEEFIA Active Directory 15, NAFMERITEN, AEBEEHRRNIIHENER.

412 8: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F6I233 (44

BIERZMANFINE S Linux VDA HENMIHTEN B ZMiZE5 Windows VDA i+ &EHJLF4BE, B XIE5EmXLEE
ESHEMFHARIRER, BESRCIERTH,

8l &%E Linux VDA BN B RMZFAN SR TRRS:

o WIRFTER AD BRAABEREE, sJUERE Linux VDA itEH,
o BMATRESHIIEN (ER) ARER.
o BENERMEFEANEE Windows itENHIHENE R,

BHE:
Linux VDA 1.4 RESRASIF LN AIEF. B2, Linux VDA RZiFEEmMMN BIEF A4 HEREINITENL.

BXRUAIETENERNRHGANES, ESH Citrix Virtual Apps and Desktops 7 2103,

%% Linux Virtual Delivery Agent for Ubuntu

June 21,2022

AILUEEIRRAN RN S BHITFRE, BEUERENZE#ITENRENLE, BINREEANXEN, 5FHR
AL, ERSTHE,

=

FE

BT e LZEFERARNREDRE, B7NEARNZEFTHNERE,
#18 1. 73 VDA 2i#% Ubuntu
SIE la: WIEMKEEE

BINBWERERH EWECENS, ARBRIEIF.
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NREEARZ Ubuntu 18.04 Live Server, BB X & ZHi7E [etc/cloud/cloud.cfg FRBE XML TE

o

preserve_hostname: true

SE 1b: KEINE

HHBREBIRSITENNENS, 1EEX [etc/hostname x4, FEHMNBEITENBNENS,

hostname

TR 1c: AENZDEHREIE

HRITENE DNS Z T LREFHE (FQDN) EMiREIRSE, HE2EX [etc/hosts XHHUTITUES

FQDN FENMBAENFIRNRE !

127.0.0.1 hostname-fgdn hostname localhost

fugn:

127.0.0.1 vda0l.example.com vda0l localhost

MR E % B kRt hostname-fqdn = hostname g9ERE 5| A,

=,
P o=

Linux VDA ZiFiR3z#F NetBIOS & # &k, Fit, EHEREET 15

2l
>l

REEGEAFA a-z. A-Z. 0-9 FEFF (). BBEEATUL (). TENEMTS. TNEFEURFHXM

=

NEFRLER. WMNERT Delivery Controller £#13,

SR 1d: 0EEHNSE

WIFENRIRERTIERTIR:

hostname
<!--NeedCopy-->

I URETENNEN S, mAEREE FQDN,
3IE FQDN IRERBIEHLIR:

hostname -f
<!--NeedCopy-->

IteEr <R El+ B FQDN.
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P le: ZH%IE DNS

BINRBBA T %% DNS (mDNS), MX2SREHRIFERT—.

E28 mDNS, 5448 [etc/nsswitch.conf HEXEE U TRAMIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
BN

hosts: files dns

SR 1. wEBRBAMRS ARt

HaIAAT LURAT FQDN #H3digixhI23#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

IMRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBHE,

S8 1g: RER#EYS (chrony)

t#atk VDA, Delivery Controller fligiizilas > BB SALKIEMAIS EXEE, & Linux VDA B NEMVATEES
SHENHRENR, HFIFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZMERSB/HFIM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

TEHAVERER, MEMAHIFITHIREY, MAREEM R NTP RS ERY, HiEHHE 1 Active Directory 13
EHISS RN — RS EERE.

IRy HBERIE M server 5 pool £ 8, S#ERE| IP ik, localhost F1AARSSS: *.pool.ntp.org £8,
REERHEFRBE Chrony T2
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sudo systemctl restart chrony
<!--NeedCopy-->

$1% 1h: %% OpenJDK 11

Linux VDA Z5k7#F7 OpenJDK 11,
£ Ubuntu 16.04 L, EMUTHEURE OpenJDK11y:

M https://jdk.java.net/archive/ T#Hi&## OpenJDK 11,

i&fT tar zxf openjdk-11.0.2_Tlinux-x64_bin.tar.gz &< UHEETHNREE,
(%) &fTmv jdk-11.0.2/ <target directory> &<L¥ Open)DK REEBIFERH,
i 1T update-alternatives --install /usr/bin/java java <custom
directory>/bin/java 2000 &< LU&E Java Runtime,

5. 1517 java -version &< UIE Java BURRZs,

Hw N

#£ Ubuntu 20.04 #1 Ubuntu 18.04 L, FAMUT#H<$RE OpenJDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->
£ 1i: %% PostgreSQL

Linux VDA Ex7t Ubuntu E£%2% PostgreSQL 9.x fi:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

S8 1j: %3 Motif

sudo apt-get install -y libxm4
<!--NeedCopy-->

SR 1k REHMRMEE

sudo apt-get install -y libsasl2-2
sudo apt-get install -y libsasl2-modules-gssapi-mit

sudo apt-get 1install -y libldap-2.4-2
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sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. EEEINEEER

EZFFHEDVEERF £ Linux VDA SEEIMNIZITE, FEEH—LEN. RIBERNEMNNEEEFTAE
HUTER. MREFEVEM LIETT Linux iT8, NWEFEREAEN,

&%E Citrix Hypervisor AT a)E):5 a0

BT Citrix Hypervisor BYE|RS AR, FEEMNFEBME Linux VM &, &=& 3 NTP #1 Citrix Hypervisor B
R BERFNG, HMBERNHSHMRSEREY, BHERED Linux ERTRNARZEHES NTP B, XHiE
MERZAENEEIRD. £EE HVM EX THITERMER.

EFEL Linux R1ThR®, MRELBTHFEMK Linux Az, HRET Citrix VM Tools, EaT iz Citrix
Hypervisor BEIRIF HEER E=FE, UKRRHEX Linux VM 2!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHEr<RE 0 5% 1:

o 0-HERSIREERA, BXNMEMA,

o 1-HNEESHEERA, BERIEDERE
MR /proc/sys/xen/independent_wallclock XtEFR7EE, MAZRERITUTSE,
WREBH, FBEEZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERHAKAER, HEENBNEMNATY, 1E%E [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
BIBXLEEN, BENBDRA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr<iREIE Lo
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7£ Microsoft Hyper-V L& S8 E:F R

LT Hyper-V Linux £pBRSH Linux VM 8] LAUER Hyper-V YIRS THAERE A EVURIER KRBT B, FHRR
R HIRANERTR S, F—RBALIEES NTP RS,

MERIRFRSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. M{FEi%#E Time synchronization (FfEREY).

AR

b 77%5 VMware # Citrix Hypervisor RE, X#E#H~=GRaRAENNERDP IR, UES NTP LM,
Hyper-V BS{alRFZ IS NTP B EIES HEHE b,

&8 ESX f1 ESXi LHETiE]FF A

BT VMware BEIRSTHEER, S MFEME Linux VM 1, BRI NTP IS SERFHSIRE DS R4
o NEENHSHEHMRSERRS, FRES Linux BRIHHNRZNSHEHS NTP AS, XMERERZRBEN
BEIE S .

WMRIFEIETEET VMware Tools BIEE#ME Linux WiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

$1% 3: @ Windows 1770 Linux gEZ#4#1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux i &8I %:

» Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind
RENENAFRLS — = — = —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERN Winbind s7i#2F  Winbind sFiri2E S AECE RTEITH BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

== .
AR

R winbind fiZ{iF /etc/init.d T,

ftE Kerberos Ll root AP &1, 117 [etc/krb5.conf HEEELUTIZE:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBER TN, EMIER,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It £ Fxx## domain-dns-name 204 DNS 1%, i example.com. REALM 2X 5 Kerberos s &
R, %0 EXAMPLE.COM,
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fE Winbind 5%%iE  FzhEcE Winbind, E% Ubuntu :&%3&# RHEL 89 authconfig # SUSE K
yast2 XETH,

17 Jetc/samba/smb.conf HEE L TISE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP 2 REALM 9% —1FE, REALM XS Kerberos g & #F.

B E nsswitch 177 Jetc/nsswitch.conf 3% winbind MMEILLTT:

passwd: compat winbind
group: compat winbind

A Windows 1 fEEyigiiz %I S8 alifin), MEESAEEEREIHENRMEHA Active Directory APtk
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $i&#:, user 2E800EHEVIRMEIEAEAF,

BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind 28 PAM 517U T&<, R+ Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &13%1E) #1 Create home directory on login (EERNGIEFER) EM:

sudo pam-auth-update
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

Wikl RS % Delivery Controller 5RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory AHE—MTENIT R

i&17 Samba 19 net ads S S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT e LRIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE EIiF Kerberos EEBIEMEENTS Linux VDA BB&ER, BRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->

tE ¢ B REMEFREMESBBREMHASTTANERTIR, B17 Kerberos kinit &<, ERAXLERAREITHLE0
BT ENBS7 !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENMAEZIRUTIEENAT. ETHS (§) BAEARFIL (\) #ITEN, UERRE shell Hif, ERLERIEH,
DNS 5% 5 Kerberos {UH & AE, EHRERERADUAEMR. WRILHSHINET, WFRE2EREKL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHRSREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TRKIFREaIARKIBEAFHE7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFT (\) Frv
TR X e REI—F MK BOE o

BEI0IE Winbind PAM 2B EEHERE, 1EEAUEIRERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAH EEIETT.

BIFRE RN id -u 5<$RER uid S T RA Kerberos EiREEX 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

AP Kerberos EiREEFHHNEIEREEMERTH:

klist
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

HiEER Gnome = KDE =H & Al LURITRMBIMIR, E# TN IGSERSERITHE 4: 22 Linux VDA,
'

NRERHKAERRIIRITRAR BHRIE, EXEETENRHE, BEMBIITENHER,.

Quest Authentication Service

EiEE 28 LBCE Quest  BREME B Active Directory giixh2s FREHFIE T Quest 3, MABRESEEMN
R, BIUE Active Directory el Bt ENITR.

AVFEAFES LinuX VDA i8], R TitsBFAESS7E Linux VDA i+ E# L2137 HDX &£iF:

£ Active Directory AP It BN EEBEHI &, RZAFHFITH Active Directory AP B,
#%#% Unix Account (Unix /) &M+,

% Unix-enabled (EEHA Unix).

¥ Primary GID Number (&% GID 4%&5) &BRLIrHAF A4 ID,

> e
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} =r

AR

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

AR FENREENAEZZA SELinux, B root BAR B4, 41 [etc/selinux/config 7 F & SELinux i&
=N

SELINUX=d1isabled
IHWEREREFHBNITEN:

reboot
<!--NeedCopy-->

HE:

BEEERALIRE. BAEENRA SELinux RIKRFILESSHTLYE, BMERX root AR ME MM
F 2t

foE VAS sFiPi2F WS AT B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE D O /B (32400 #4) , BMLLERIARY 10 /MY EIBE S AR 1 /08, BERIEEGARRENR
gt LIS ERIRRE,

EE PAM F1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIETENIN Active Directory @9l . domain-name 7359 DNS & 7R, fli0 example.com,

WirEm R &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows i 2 Linux) #8ZE7E Active
Directory :E—MTENITR, HKIE Quest IIAEY Linux it B2 ST

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIE Quest BF/AESEIT PAM SHE AP # TR MHIEIE, BEARUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERER id -u 55$REIR UID I TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIMANRIEESEMITSE 4. 2% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iH~. domain-name 2% 2%
Linux i+&EH A ZIBYIHHI Z #Fo

WirEm A & Delivery Controller ExkFrE VDA i+ &#l (Rt 2 Windows £ 2 Linux) #8Z £ Active
Directory FE—MTEMITR, WKiE Centrify IIAM Linux BB FiHH:

SU =

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEEBSIIR
&, NZKEA Centrify P mi@% T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

EFTIHIMANRIEESSEMITSE 4. 2% Linux VDA,

SSSD

it E Kerberos izfTLl Tan$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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} =r

AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

b E T domain-dns—-name £%% DNS %%, %l example.com. REALM 2 KEH# Kerberos $ils
&%, s EXAMPLE.COM,

M g SSSD B2 & A fE R Active Directory (FAE S B 1IRMEFH BE R Kerberos #1754 1E, 8
2, SSSD HAREMATMANRMEIERYS keytab X85 AD B iEIhgE, AT AR adcli. realmd &
Samba,

== .
AR

EEHHRBIEM adcli 71 Samba HiEE.

& adcli N
Z3t adcli:
REFFENREE.

sudo apt-get 1install adcli
<!--NeedCopy-->

i@ adcli MAIE:
EAUTHESHERIBRS keytab SXEHMANGE:

sSu -
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rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqdn
<!--NeedCopy-->

user RERCFITENRMEIHMNIEAF. hostname-fqdn 2it+E##9 FQDN & ENE,

ZBE -H &M, adcli A8eEmER A host/hostname-fqdn@REALM 8 SPN (Linux VDA ERfERLE) o

KIE &% keytab:

33F Ubuntu 20.04 i+8#1, #&EiEfT adcli testjoin ;SR ERTEMAE,.

33F Ubuntu 18.04 g Ubuntu 16.04 i+&#1, EizfT sudo klist -ket @SLURERERS keytab XHEL!

2.

RIS MBI BB RS 5T BN A B B AE AT,
5 Samba mAi:

RERHE:

sudo apt-get install samba krb5-user
<!--NeedCopy-->

fd& Samba:

$TFF [etc/[samba/smb.conf HEZE LI TIgE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM FHE—1FE, REALM 2XEH Kerberos s & #f.
£/ Samba fOAiE:

EH i HIE AT IAE), RSN REEEREITENRMENE Windows A,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $UB&#, user 28800+ EVIFMENRAUEAF,
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RE SSSD LRI EMPATIRME:
MREARRE, BEREFRFERN SSSD MEERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRERERMGE, MENHITER:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINERT, Ubuntu AmREZI2EEEECE nsswitch.conf 1 PAM ZR1&1R,

E2E SSSD /=5h SSSD P22 al, EEER SSSD ieE, W F HLfRaAH SSSD, BiAF L% [etc/sss-
d/sssd.conf BB, HAFEhEIE. MU root BFBHEIESITIH [etc/sssd/sssd.conf HEEE L TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_ renewable_1lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value

ldap_id_mapping = true
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override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
AR

[dap_id_mapping i&&7 true, LUE SSSD A& 153 Windows SID BR54%] Unix UID, &M, Active Di-
rectory 4 aeiBiE At POSIX i Bi2F. PAM BRSS ctxhdx Bzl ad_gpo_map_remote_interactive,

Itk X8 domain-dns-name £ DNS 1%, a0 example.com, REALM 2AE# Kerberos 41
&R, a0 EXAMPLE.COM, F~EZEEE NetBIOS 153,

BEXEEIZENEE, 15519 sssd.conf #l sssd—ad HWFEMTL,

SSSD SriFiEFEREEX AU IXEBFIEE REUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

B SSSD FHi2F BT T &< ILENEE SSSD TR, URGEFIFEREITENSEIN E5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM it 8 17U T@<, HfFitH SSS authentication (SSS &143iE) #1 Create home directory on
login (EERMNAIREBRR) %M

sudo pam-auth-update
<!--NeedCopy-->

WiEERE S Delivery Controller kFiA VDA i+ &4l (Windows # Linux) #BZ7£ Active Directory &
B-NMENXNR,

£/ adcli WiFEMR*E:
BEETUTHSEREER:

sudo adcli info domain-dns—name
<!--NeedCopy-->

£/ Samba WiEE/H R XA

i&17 Samba 19 net ads i S EIFH BV ST EMAE:
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sudo net ads testjoin
<!--NeedCopy-->

BITUT e L RIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

1iF Kerberos i2E ERIE Kerberos RS BIEMRE B NTS Linux VDA BL&ER, BERIERS keytab X2
SERIBEHEEENER:

sudo klist -ke
<!--NeedCopy-->

a ¢ B REMEFREMESBBREAHASTANERTIR, B17 Kerberos kinit &<, ERAXLERAmEITHLE0
BT ENBS7:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENMTEZIRUTIEERNART . ETHS (§) BAEARFIL (\) #ITHEN, UERRE shell Hif, ERLFEA,
DNS 5% 5 Kerberos {UH B AR, EHRERERMUAEMR. WRILHSHINET, WFRE2ETRERKEL,
ERLUTa<LIIETEHKAE TGT EETE:

sudo klist
<!--NeedCopy-->

WIEAFPS%RIE SSSD FEEHEI FIFEFRHATUXSMEIINGSTITTE, Rig@d PAM T,
ZIIE SSSD PAM R 2B EIEMECE, BFEAUAIRFERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

%3 klist s5<R[ERY Kerberos EiRETEATFZAF HEEFRiTHA,
Ll root AR &1, BWIIEEENFIEM id -u S$IRER uid SIEMER N ERET S

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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B LLi@iT & 5 KDE 5% Gnome Display Manager 475 ME0Mis. 7ERTIIINIIEEAEITHS T 41 225 Linux
VDA,

PBIS

THFER PBIS & fla0:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REMARHIT  Hlan:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

M Windows 1 fEayigiiz s S8 a]ifin), MEESAEEEEIHENRMEHA Active Directory AF ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G B M AN Active Directory 1 #9315 B 7. domain-name 735 #9 DNS & #%, 0 exam-
ple.com,

FE: B3 Bash igERZIA shell, i&is1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash

A
o

Wik R &1 Delivery Controller ZRFrE VDA it&#H (Windows #1 Linux) #BZE7E Active Directory
B—MIENR, WIEMAT PBIS & Linux BN 2B TFiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRHBENEIMNFENE, e FREHAXLFIMAR AD 25750 OU iER. BN, REFENSZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIERE R id -u &<$iRER UID 82T XM Kerberos EHEEE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TERTIHIMANRIEESEMITE I 4. 2% Linux VDA,

S 4: L% Linux VDA

$I2 4a: T Linux VDA {6

#%ZE Citrix Virtual Apps and Desktops F#TiE, BFHERARZH Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARICEZAY Linux VDA &,

12 4b: %% Linux VDA

£/ Debian # {8 BIBE L% Linux VDA #4:
3tF Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 16.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntul6.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 # Debian f&¥IR%X
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postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10

ufw >= 0.36

ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.34
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 89 Debian f&k#im5|%&:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35

ubuntu-desktop >= 1.361
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libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2

libxm4 >= 2.3.4

util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xserver—-xorg-core >= 2:1.18
xserver—-xorg-core << 2:1.19
x11lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

Ubuntu 16.04 #9 Debian f&#imzil&:
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
libxm4 >= 2.3.4

util-Tinux >= 2.27.1
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bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xxserver—-xorg-core >= 2:1.18
Xserver—-xorg-core << 2:1.19
x1l1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

AR

BXIbhRAR Linux VDA 28589 Linux R1THRF Xorg IRAHTIR, ESHARAER.

$1% 4¢: F4& Linux VDA (F]3%)

RAILAMSERTBI R RRAF LTSR RAARIME L E,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

$12 4d: EZE Linux VDA

TEBRGEERE, BAMBTT ctxsetup.sh fZREE Linux VDA, FUITERERZ B, ZHEAMSWITRE, WRFRE
KRIIMEBERE, WEME, AJLUMENERETZERUESLE,

AILURBIR RFhiniTHA, el IRBE BN BEaiTild, S48 0Fn, BFERZMAHNEEER:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTEE EBTETEMPENFEIERE:
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BHEE B#HREN, RENARRENENAIRMEEERM, NRFIENMEZERNTFE, WHEFAIRTAFRE
MEMERS, MMAPEIHATRRETIZ,

SFNIFREEEE:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA #3/8 DNS CNAME i2®$5% Delivery
Controller &#F, BIANERTIREHAN N

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ -Linux VDA ERi2#tH= %5 R Delivery Controller &£
FEEZ (FQDN) IR IUBTF @ Delivery Controller s:#t, %A= LisE—1 FQDN 5 CNAME 3%,

CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP ix O (ZRIA R %O 80) 5 Delivery
Controller &1z,

CTX_XDL_REGISTER_SERVICE =Y | N -7£ 550t EAEES Linux Virtual Desktop BRS. BAERT
REAN Yo
CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop BRS &R s i 15 AREEZET R

GH NS, ERILERSHAEHREEN Linux Virtual Desktop $TFRERD (ZHARERO 80 71 1494), B
WBERTEERY,

CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 |5 -Linux VDA Z k& Kerberos B &g & Delivery
Controller #{T& 3 %IE. Kerberos EEEIRIER A LEREMBEEM Active Directory £ T AT, 15
EEEHBEZZIFM Active Directory 54!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#f HDX 3D Pro, X2—% GPU MEER, SERKE
BN BEREFNEMNKKT, NRiEET HDX 3D Pro, MEAR VDI £&E (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N -i§itBHEENETAKERTRE (VD) E=RRERZKERTRE, WF
HDX 3D Pro 3%1%, BILZERIREN Y, BUIAEAT, HTEREN N,

CTX_XDL_SITE_NAME=dns-name -Linux VDA i&id DNS k¥ LDAP R85, Z% DNS 1E2RLERIRH!
AAHIER, MIEE DNS mZ#. RIAMERT, HEEIREN <none>,

CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ -Linux VDA Z 5 DNS ¥ % 3 LDAP iR 528, W8
DNS FTix1R 4t LDAP RS IER, B LUIRMHUTIE SR LDAP FQDN (%% LDAP i%0) HIK. a0
adl.mycompany.com:389, RIMERT, LLEEIZESN <none>,
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CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA i&idi& & # Active Directory H1R 118 &
EERZE i LDAP (fig0, DC=mycompany,DC=com) ., B2, NitmiEENEE, TLUIEEEREM (Flw
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEN <none>,

CTX_XDL_FAS_LIST= ‘list-fas-servers’ -Et& S5 1IERS (FAS) RSB 2EE AD ARKE S M,
Linux VDA Rz#§ AD 4A%RBE, BERIIBCRIRMILS S HMRH FAS RS BHTIR. IRFHRSTE AD A5
FEBENIRFER. MEMERT EMRSEMAL, EER <none> XAFHBEZHETH, HEFEEHRS
e ubilden] (528

CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % NET Core
Runtime 3.1 LIz Broker RIBARS (ctxvda) MERR. ZRIAKIZH /usr/bin,

CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -5 € EE=iEHFEHK GNOME 5 MATE £
R, WRKIEETE, NEAR VDA LLHFIRENETE. B2, NRYZENEEmA MATE, MLHRELE
{Ei%E N mate,

AR
BRILUEE ST U TP BEREN BT RIERA P REIFIE:
1. 72 VDA Lt SHOME/<username> ER FIE— . xsession Xf,
2. YR58 . xsession XHLUREARITIRIEE REfE.
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ]; then

exec mate-session

fi

A CentOS E#Y GNOME =&

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classiic
exec gnome-session --session=gnome-classic fi
*xFor GNOME desktop on Ubuntu and Debianxx*

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHRIERAHE 700 XHNR.

« CTX_XDL_START_SERVICE=Y | N -7£525§ Linux VDA B2E& /5, 2&B5h Linux VDA fRS3. RINERT
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KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZF O, BiAimOR 7503,

« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout :&fEmim0, FRINEHOR 7502,

REWRREHIZTREMZ:

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBARELTEEXBLATLENT shell. HMNBIWEEAFENGSHME
#1/bin/bash {ERHE—1TREIZ shell B,

HE, BRUEAR T EERESH:

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ \
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CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]3]4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIpRECEER AERLEBEHET, ErIEFEMPR ctxsetup.sh MASIEL BEFHAIERR, BFREIZ Linux VDA B
o

HYEIR(FRT, BEBRUMANIEES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFrECEE L

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

LRI S MEEERIBRFR B ECE 2R, MfE Linux VDA FA M.
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EEERE ctxsetup.sh 1 ctxcleanup.sh fiASEEHIE LEREIR, HEHEMEESAEERSEXH
[tmp/xdl.configure.log:

BB Linux VDA RS, HRESRENR.

H# Linux VDA  EHE Linux VDA REEREHEEERERMGENRE, BEITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZIFAESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

EEIE Linux VDA #34, EHRITULUTIRIE:

dpkg -r xendesktopvda
<!--NeedCopy-->

AR

N Linux VDA = iBgxBxry PostgreSQL A EMEEE#IR. B2, FMIFRERE Linux VDA ZHISE
89 PostgreSQL 4@ E ki 4 &,

e

ATHHRBEERTAELE PostgreSQL FEMRIKIE 4 S RIMIFRIRFo

#1% 5: =17 Linux VDA

£/ ctxsetup.sh iIZA<EE Linux VDA 5, BERUTa<EH Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

f21E Linux VDA:
{21k Linux VDA AR5 :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 155



Linux Virtual Delivery Agent 2104

AR

=1k ctxvda # ctxhdx fREZ#1, 1Ei5fT service ctxmonitorservice stop &<LUE
LIRS STIFIER. BN, BURSTFIFERRERBHEELENRS,

=250 Linux VDA:

E#Esh Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

7 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$18 6: 7f Citrix Virtual Apps 5§ Citrix Virtual Desktops H1¢|ZitBEHNE R

BT EN B RAMAM Linux VDA i+ BRI 2 5%4%8 Windows VDA A& M. BXINAIEMXLEESNEME
Ve, FEECIEITEN ERMEETENE R,

BIEES Linux VDA it BT EN B RINSEIG—LLRE], #1523 FRTH Windows VDA i+ B SIETE
BR:
o XTFIRERY, FIER:

- ZRERERFEN NWFREAZRERTRE),
- BRIERERAED (WTF VDI TAKERMER),

o BENER—MTENBRFREMEA Linux 1 Windows VDA it+&#l.

=

AR

SHARRACH Citrix Studio R#F “Linux BERA” #UES, B, %1% Windows Server 2{FRATARS
BREAZETNFRATEARERZRERMEE, %F Windows SEIRFRAS KERIERFENER FE
BEEN— TR MEE,

e
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MRBERTENERBEEFRIA Active Directory 18, NZMERItEN, AEBEERFNZIHENER.

S8 7: 1z Citrix Virtual Apps ¢ Citrix Virtual Desktops 623 {14R

BIERFAMARMES Linux VDA itEHBIHEN B RHiZE S Windows VDA i+ EH/LFERE. BXINETEMIXLE
ESHNEMFAEIRPA, BFSEEEZ T,

81248 Linux VDA it BB RHZTAN SEIRIA T RS

o WIRFMER AD BRAABEREE, ©JUERE Linux VDA itEH.
o BEMATRESHIIEN (ER) ARER.
o BENERMEFRRAEE Windows iHEHNHITENE R,

BXRUMAETEVERNRGANER, 5 Citrix Virtual Apps and Desktops 7 2106,

%% Linux Virtual Delivery Agent for Debian

June 21, 2022

AILUERRRAN RN T BEITFIRE, BRI UERENZEHITEMRENEE, BNREEANYEN, 5FHR
ALk, BAS T,

A=

B EMTEFRRNTEDR, B7ERRMNTETRNERE,
H1% 1: #% Debian LUE#HIT VDA &%
S8 la: RIEMBERE

BIVEWERERH ERIENLS, ARBREIEE.

S 1b: KBEFHA

NBRERRESITENNENR, BEX [etc/hostname X, FEENEEHTEVNENZ.

hostname
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S8 1c. AENBHEIFE
HfRITENA DNS HE ML REES (FQDN) EftEERE, HiAREN [etc/hosts XHMUTITUES
FQDN MENMBAERFIARNEZE !
127.0.0.1 hostname-fqdn hostname localhost
f51gm:
127.0.0.1 vda0l.example.com vda®l localhost
MX B E % B R3S hostname-fqdn = hostname HEEE M5 A,
AR

Linux VDA Z#iRz#F NetBIOS & #&klf, Hlt, ENBRFBE 15 NF5.

= .
eI .

S

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATIE (). SEMEMTS. ENBFREURFI LM
PUEFRER. EHNERT Delivery Controller E#%.

SE1d: 0EENE

BIEFNBIRERBIERTIR:

hostname
<!--NeedCopy-->

e L REH BN ENS, MAREE FQDN.
3IE FQDN IRERBIEHRTIR:

hostname -f
<!--NeedCopy-->

IteEp <R ETEHE FQDN.

$E le: ZHA%% DNS

BINREEA T %% DNS (MDNS), MiX2SREHMITFERFT—

Z2 M\ mDNS, 548 [etc/nsswitch.conf HEXE S U TREWIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns
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S8 1. EBRBAMRS AR

HIART U4 FQDN FH3dig#5 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTE, AEBYSLE,

$E 1g: REN#ES (chrony)

#afR VDA, Delivery Controller fligiiz %28 Z [BIAVBT SHIALERRAIS EXEE, # Linux VDA EEREMVATHES
SHENHREMNM, HFUFER, SIFERITENERSREDIE,

%% chrony:

apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf H A& NTZRERSB/HRM— P RS BER:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -tiburst

FEHAIERE R, BB IFITHISRES, MAREEM L NTP MRS RES . NiEHHE Active Directory 5
ISR — RS R E.

MRS HRERIE A server ¢ pool &8, SEIRE] IP #hitk, localhost F1A#ARSS: *.pool.ntp.org £H,
REENHEHBE Chrony sFiPiER:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHGE

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->
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S 1i: FINIBRIBENEFIEE

Z} Debian £1TIRREVEMRIIN, 5K deb http://deb.debian.org/debian/ oldstable
main {3%&mel /etc/apt/sources. list xtf,

TR 2. EEEINEEER

TS B EIRIR E3§ Linux VDA MIEEMALETTE, BEfH—LEY, RIEERNEMESEEFTAME
BB T EY, MREERNES BET LinuGHEm, NEBEHEAER,

&£ Citrix Hypervisor _t it a)E:% a5

BT Citrix Hypervisor BYEIRI S IhEERY, fEEMFEIME Linux VM &, =& NTP #0 Citrix Hypervisor &8
RIRBERFANE, HMBRNHSHMRSEREY, BEHRED Linux ERTRNRZEHES NTP B, XiHE
MEKRZREENNERS, BEFE HVM EX TR TERMER.

EFEL Linux R1ThR®, MREABTHFEMK Linux Rz, HRE T Citrix VM Tools, EaT iz Citrix
Hypervisor BRI HEER E=FE, UKRRBHEX Linux VM B!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

L@ <iRE 0 5% 1:

- 0-HiERFPIEERA, BXHER.

o 1-BEESIHEECRA, TERBEMIEE
R /proc/sys/xen/independent_wallclock X#4FEE, WREEHITUTHE,
MRERA, BBEEEZXHEAN 1 UEBNEIRSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLENRAKAES, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHFMUTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBMRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteep<iREE Lo
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7£ Microsoft Hyper-V L& S8 E:F R

LT Hyper-V Linux £pBRSH Linux VM 8] LAUER Hyper-V YIRS THAERE A EVURIER KRBT B, FHRR
R HIRANERTR S, F—RBALIEES NTP RS,

MERIRFRSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. M{FEi%#E Time synchronization (FfEREY).

AR

b 77%5 VMware # Citrix Hypervisor RE, X#E#H~=GRaRAENNERDP IR, UES NTP LM,
Hyper-V BS{alRFZ IS NTP B EIES HEHE b,

&8 ESX f1 ESXi LHETiE]FF A

BT VMware BEIRSTHEER, S MFEME Linux VM 1, BRI NTP IS SERFHSIRE DS R4
o NEENHSHEHMRSERRS, FRES Linux BRIHHNRZNSHEHS NTP AS, XMERERZRBEN
BEIE S .

WMRIFEIETEET VMware Tools BIEE#ME Linux WiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

$1% 3: @ Windows 1770 Linux gEZ#4#1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux i &8I %:

» Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind
RENENAFRLS — = — = —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

FitEN BN ERERN Winbind s7i#2F  Winbind sFiri2E S AECE RTEITH BB BED:

sudo systemctl enable winbind
<!--NeedCopy-->

== .
AR

#1® winbind Bz F /etc/init.d To

ftE Kerberos Ll root AP &1, 117 [etc/krb5.conf HEEELUTIZE:
=

RIBEE AD ERtZEMEIE Kerberos, UTIRBER TN, EMIER,

[lTibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It £ Fxx## domain-dns-name 204 DNS 1%, i example.com. REALM 2X 5 Kerberos s &
R, %0 EXAMPLE.COM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 162



Linux Virtual Delivery Agent 2104

BE Winbind 5438iF 377 [etc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP 2 REALM 95— FE, REALM X5 # Kerberos $iigi& #F.

& nsswitch 77 Jetc/nsswitch.conf 3§ winbind KNEIATIT:

passwd: systemd winbind
group: systemd winbind

A Windows 1% fZryigizhIss el ifie), MESSAEEENEITENRIME A Active Directory FF K

Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 251 Kerberos $UBZ#, user 2880+ EVIFMENRAUHAF,

B#Ash Winkind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind 28 PAM 517U T#%<, HfRik+ Winbind NT/Active Directory authentication (Winbind

NT/Active Directory 513383E) #1 Create home directory on login (EERMEAEFER) &M

sudo pam-auth-update
<!--NeedCopy-->
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e

{SHENANGE, winbind SRR RIMARIFET,

Wikl RS % Delivery Controller 5RFiE VDA i+ &E#H (Fie 2 Windows £ 2 Linux) #BZEE Active
Directory AHE—MTENIT R

i&17 Samba 19 net ads S S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT e LRIEFSMIEA T BN RER !

sudo net ads 1info
<!--NeedCopy-->

IoiF Kerberos BLE EIiF Kerberos EEBIEMEENTS Linux VDA BB&ER, BRIERS keytab X2
HECIEHEEENER:

sudo klist -ke
<!--NeedCopy-->

tE ¢ B REMEFREMESBBREMHASTTANERTIR, B17 Kerberos kinit &<, ERAXLERAREITHLE0
BT ENBS7 !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENMAEZIRUTIEENAT. ETHS (§) BAEARFIL (\) #ITEN, UERRE shell Hif, ERLERIEH,
DNS 5% 5 Kerberos {UH & AE, EHRERERADUAEMR. WRILHSHINET, WFRE2EREKL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

ERAUTHRSREITENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TRKIFREaIARKIBEAFHE7:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->
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XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFT (\) Frv
TR X e REI—F MK BOE o

BEI0IE Winbind PAM 2B EEHERE, 1EEAUEIRERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAH EEIETT.

BIFRE RN id -u 5<$RER uid S T RA Kerberos EiREEX 4

1s /tmp/krb5cc_uid
<!--NeedCopy-->

AP Kerberos EiREEFHHNEIEREEMERTH:

klist
<!--NeedCopy-->

BHRE,

exit
<!--NeedCopy-->

HiEER Gnome = KDE =H & Al LURITRMBIMIR, E# TN IGSERSERITHE 4: 22 Linux VDA,
'

NRERHKAERRIIRITRAR BHRIE, EXEETENRHE, BEMBIITENHER,.

Quest Authentication Service

EiEE 28 LBCE Quest  BREME B Active Directory giixh2s FREHFIE T Quest 3, MABRESEEMN
R, BIUE Active Directory el Bt ENITR.

AVFEAFES LinuX VDA i8], R TitsBFAESS7E Linux VDA i+ E# L2137 HDX &£iF:

£ Active Directory AP It BN EEBEHI &, RZAFHFITH Active Directory AP B,
#%#% Unix Account (Unix /) &M+,

% Unix-enabled (EEHA Unix).

¥ Primary GID Number (&% GID 4%&5) &BRLIrHAF A4 ID,

> e
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} =r

AR

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

AR FENREENAEZZA SELinux, B root BAR B4, 41 [etc/selinux/config 7 F & SELinux i&
=N

SELINUX=d1isabled
IHWEREREFHBNITEN:

reboot
<!--NeedCopy-->

HE:

BEEERALIRE. BAEENRA SELinux RIKRFILESSHTLYE, BMERX root AR ME MM
F 2t

foE VAS sFiPi2F WS AT B5h4ET Kerberos EiRThaE, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE D O /B (32400 #4) , BMLLERIARY 10 /MY EIBE S AR 1 /08, BERIEEGARRENR
gt LIS ERIRRE,

EE PAM F1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIETENIN Active Directory @9l . domain-name 7359 DNS & 7R, fli0 example.com,

WirEm R &% Delivery Controller EkFrE VDA i+ 8 (Rit2 Windows i 2 Linux) #8ZE7E Active
Directory :E—MTENITR, HKIE Quest IIAEY Linux it B2 ST

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aHLREREHSZ, MRITEVRMNERSE, NEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIE Quest BF/AESEIT PAM SHE AP # TR MHIEIE, BEARUARERANEAFP KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIERER id -u 55$REIR UID I TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIEEFTFHNRIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

EFTIHIMANRIEESEMITSE 4. 2% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&#4Lm
A Active Directory ig:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iH~. domain-name 2% 2%
Linux i+&EH A ZIBYIHHI Z #Fo

WirEm A & Delivery Controller ExkFrE VDA i+ &#l (Rt 2 Windows £ 2 Linux) #8Z £ Active
Directory FE—MTEMITR, WKiE Centrify IIAM Linux BB FiHH:

SU =

adinfo
<!--NeedCopy-->

15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEEBSIIR
&, NZKEA Centrify P mi@% T RS W/IEET S B IIEAA,

FRUTHSAREELEMNRANIZHESR:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BRESH9EE,

adinfo --test
<!--NeedCopy-->

EFTIHIMANRIEESSEMITSE 4. 2% Linux VDA,

SSSD

it E Kerberos izfTLl Tan$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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} =r

AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

b E T domain-dns—-name £%% DNS %%, %l example.com. REALM 2 KEH# Kerberos $ils
&%, s EXAMPLE.COM,

M g SSSD B2 & A fE R Active Directory (FAE S B 1IRMEFH BE R Kerberos #1754 1E, 8
2, SSSD HAREMATMANRMEIERYS keytab X85 AD B iEIhgE, AT AR adcli. realmd &
Samba,

== .
AR

EEHHRBIEM adcli 71 Samba HiEE.

& adcli N
Z3t adcli:
REFFENREE.

sudo apt-get 1install adcli
<!--NeedCopy-->

i@ adcli MAIE:
EAUTHESHERIBRS keytab SXEHMANGE:

sSu -
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rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqdn
<!--NeedCopy-->

user 2ERUGITENRMEIRMNIEAS. hostname-fqdn 2it+&E## FQDN &M ENE,

TE -H %W, adcli AeEmE=R A host/hostname-fqdn@REALM #9 SPN (Linux VDA ERfERBIIEE).
KIE &% keytab:

izfT sudo klist -ket S<UBRES keytab XHEBIE,

WIS MER R EERE 5 BN A B R ILAS,

5/ Samba fONI:

RERMGE:

sudo apt-get install samba krb5-user
<!--NeedCopy-->

fZE Samba:

17 Jetc/samba/smb.conf HEE L TISE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM F#%—1FE, REALM 2KE5H Kerberos g & #F.
£/ Samba mOAi:

TR EIRR A ARTAR, EEUAEFENETENRMENEN Windows 1k,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 25 Kerberos $TiZ %7, user 2E80&HEVHFMEIEMEAS,

RE SSSD LRI BT
MREARRE, BREFMFEHN SSSD MEERHE:
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sudo apt-get install sssd
<!--NeedCopy-->

MRERERMGE, NWENHITERR:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZINBERT, Ubuntu AMRESI2EEEEE nsswitch.conf 1 PAM Z R &1k,

B E SSSD E5h SSSD PR 2 Al, EEEH SSSD fifE, WFHLERRAR SSSD, BIAFZRE [etc/sss-
d/sssd.conf BEEXX 1, BHAFaNEIE. L root AP B4 IENITH [etc/sssd/sssd.conf HEEL TIZE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u
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default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i&& 7 true, LUE SSSD Z& & f1554% Windows SID B§$% Unix UID, &, Active Di-
rectory #aeisiR it POSIX i Bi2F. PAM BRSS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk + T2+ domain-dns-name £#% DNS 1%, a0 example.com, REALM 2 AE# Kerberos i
&%, fign EXAMPLE.COM, REEEE NetBIOS 155,

BXEEIRENEE, 15818 sssd.conf #1 sssd—ad WEMTL

SSSD SriFiEF EREEX U IXEBFIEE RIUNR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bzh SSSD FiFiERF BT T < iLBIEsh SSSD PR, UNETFIFEREITENEEhNB5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMECE BT Ta<, HiFikS SSS authentication (SSS &14343E) #1 Create home directory on
login (EEZRMNAIREEF) EM:

sudo pam-auth-update
<!--NeedCopy-->

Wik R &1 Delivery Controller 2RFrE VDA it&#l (Windows #1 Linux) #BE7E Active Directory
B MBS,

£/ adcli BiFEBR*5:
BEETUTHSEREER:

sudo adcli info domain-dns—name
<!--NeedCopy-->

£/ Samba WiFEM R X%
i517 Samba 8 net ads S WIF T B E2EEMANEL:

sudo net ads testjoin
<!--NeedCopy-->
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BITU T e LRIEFSMIFEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

1%iF Kerberos itE ZEWiE Kerberos REEEHEENAS Linux VDA BBE MR, BERIERS keytab X2
BEIBRHEEENER:

sudo klist -ke
<!--NeedCopy-->

B EREMEARENESBBEGHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEFER
BT ENBISH !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENMAABRUBTIEERAT, RS (§) BAERARML (\) #1758, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U B#AR, BWERERTHEM. MRILHSRINET, WRKERE@HL,
ERLUTHRLEIETEHKAR TGT EETF:

sudo klist
<!--NeedCopy-->

BIERAPEH%IIE SSSD AEEEI TFIFEFRHEATUXSMNEIENGLITIR, Rat@d PAM 7Tl
ZI0E SSSD PAM IRIRB B EEMREE, 1EHEAMURIRERRIZAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

I53F klist s5$3REI8 Kerberos EREEFER T XA FH A KiTH,
LL root AR 813, WIEESEERETEMN id -u &<$IREM uid SIEREN N EIREE .

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

aLL@Id &R KDE 3¢ Gnome Display Manager 4728 AR, FEBITIIMNISERSLEHMITS T 4: <% Linux
VDA,
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PBIS

THFEN PBIS BR4-E  flin:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh
<!--NeedCopy-->

& PBIS REFIAAHIT  FlUn:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

iz17 PBIS RE/IZA  fly0:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows i3 @iz hlas A MAlifinl, mEEXAEEEREITENRMEIEN Active Directory Bk
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user } &G+ BN Active Directory 1 #9135 B 7. domain-name 35 # DNS & #§, 0 exam-
ple.com,

EE: B¥ Bash i@ERERIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash =

A
~o

WIEEME SR Delivery Controller ZkFi%E VDA itE#l (Windows #1 Linux) #Z7£ Active Directory &
BE—MTENMR, WIEMAT PBIS 8 Linux HEMNEE M Fig:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRABNEMARE M, e RREEXLFIMAN AD M OU MiER. &N, RETENZ.

WIFAFRBHRRIE EI0E PBIS 2T/ 8ei5iE1Y PAM ST A R # 1T R EIE, EERUIRERNIZRPKPRER
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
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<!--NeedCopy-->

IIFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4 :

ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHZE,

exit
<!--NeedCopy-->

FEHTEMMANRIERESSHITHE 4. 225 Linux VDA,

S8 4: L% Linux VDA
$12 4a: T# Linux VDA ¢

#%% Citrix Virtual Apps and Desktops F#HiE. BFFHERAMAR Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARCESAY Linux VDA &,

$12 4b: %% Linux VDA

£ Debian #4 8BIBELE Linux VDA #:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.7 #9 Debian #&kgim5|&:

postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-8-jdk >= 8u252
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
1ibxm4 = 2.3.8
util-Tinux 2.33
gtk3-nocsd >= 3

bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~
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libsasl2-modules-gssapi-mit >= 2.1.~

<!--NeedCopy-->

AR

BXIbhRAR Linux VDA 28589 Linux R1THRF Xorg IRAMFIR, ESHARAER.

$2 4¢: F4& Linux VDA (F]3%)

RAILAMSERTBO R RRAF] LTSR lRAARIME L E,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

$12 4d: EE Linux VDA

RERMGERE, BIETT ctxsetup.sh MIZREZE Linux VDA, HATEMERZ A, ZHAELWIEINE, WERFAE
RMBEERE, MALE, FJUBNERNETZIALUESRRE,

AILUERB R FENETHIZA, thel LIRAMGEENIAN BB THIZA, HEUR(Fa, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RTEE BZBIaRTEMEENFHEE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BHEE B#HREN, RENARRENENAIRFMEEERM, NRFIENMEZERTFE, WHAFIRTAFRE
MEMERS, NMAVPEIHATRRETZ,

RPN IREEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N -Linux VDA 33/ DNS CNAME i2 &35 Delivery
Controller &#F. BIAERTIREN N

« CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’ -Linux VDA ERiZti=1& 5 FRH Delivery Controller 2¢
BEEE (FQDN) 51K EF ™ Delivery Controller s:t, #M=EDEE— FQDN 5 CNAME 1%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRIA R %O 80) 5 Delivery
Controller &fz,
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« CTX_XDL_REGISTER_SERVICE =Y | N -7£&shit+ B#/EE5 Linux Virtual Desktop BRs3. ZRHAERT
®EAY,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux Virtual Desktop fR$ B3R i ARLKIEZET &
FAE, ERIUERSHAEFRBRH Linux Virtual Desktop TSRO (BRiAAIwE 80 A1 1494), 2k
INERTIREA Yo

+ CTX_XDL_AD_INTEGRATION=1 |2 |3 | 4|5 -Linux VDA Rk Kerberos B2 &i& & @ Delivery

Controller #1784k, Kerberos BEEERIER S LB REMBEEM Active Directory ER T AT, 15
EEEHBEZZIFM Active Directory &5 4!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N -Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
BERNBAREFNEMNLKT, MNRiEET HDX 3D Pro, ME A VDI £&E (Bxif) #EAEE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N -+ BHNEEN L AEERTEE (VD) TRABHESERHER, WF
HDX 3D Pro 3%1%, BILZERIGEN Y, BIAERAT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name -Linux VDA i&3d DNS &I LDAP fR5328, E¥5 DNS 3L RIRH!
AAEMER, NMAETE DNS IRB . RIMERT, HLEEIREN <none>,

o CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ -Linux VDA #Z i) DNS 3k £ ¥ LDAP [R5 28, MR
DNS xRt LDAP RS iER, B LUIRMUTE SR LDAP FQDN (#% LDAP i50) HI&K. a0
adl.mycompany.com:389, ZIAERT, LLERIEEHN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set -Linux VDA &g i& &5 Active Directory BB HUIE R
EEXRZEi LDAP (fig0, DC=mycompany,DC=com) ., B2, HiRSELERMEE, TLUIETIRREM (Fin
OU=VDI,DC=mycompany,DC=com). EIAERT, LLETZiEEHN <none>,

« CTX_XDL_FAS_LIST= ‘list-fas-servers’ -Bx& &% I0IERRSS (FAS) RS 28R @i AD AR EN.
Linux VDA F3z#5 AD 4HERBK, BERILINRIELS S 2 RRY FAS BRSE8RMTIR, INFHHI51E AD AR
HPEEMIMFHEE. NRMERT EMIRSS B[, FERA <none> XAFFFHERTHATH, HEFTEEKRS
SRHIUERYIT

o CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - % % NET Core
Runtime 3.1 LIk #F3rRY Broker RIBARSS (ctxvda) MR, ZRIAKIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -isEEEiFHFE A GNOME 5% MATE £
R, MRKIEETE, NIFEAR VDA LLUFIRENEE, B2, NMRYRENEEAN MATE, N:RAELTE
{Ei%E N mate,
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PE =
ER] LB ST T R B Bir21ER AN REIFE
1. 7£ VDA Lt SHOME/<username> ER F8IE— . xsession X,
2. 41 . xsession XHLURIBRITIRIEE R EIFE,
For MATE desktop on CentOS, Ubuntu, and Debian

MSESSION=" $(type -p mate-session)”
if [-n “SMSESSION” ; then

exec mate-session

fi

) CentOS £y GNOME £H

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic fi
**For GNOME desktop on Ubuntu and Debianx*x

GSESSION=" $(type -p gnome-session)”
if [-n “SGSESSION” ]; then

exec gnome-session fi

3. 5EHR=IERFAHE 700 XHRR,
« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2&f5, 2&BE5 Linux VDA RS, RIAMERT
®EARY.
+ CTX_XDL_TELEMETRY_SOCKET_PORT - A+ i Citrix Scout WEZF K, BRiAixOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &fsi9im. FKINEHOR 7502,
REWRTEHIETREMZ:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
export CTX_XDL_DDC_LIST= ‘list-ddc-fqgdns’
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N
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export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ | "<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST= ‘list-fas-servers’ | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTLUBHNBARRELEEXBLATLZNF shell. HMNBWEEAFENSSHME
#!/bin/bash {ERHE—1TREIZ shell B,

HE, BRIUERAR M GEEMESR:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST= ‘list-ddc-fqdns’® \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3|4]|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST= ‘list-ldap-servers’ \

CTX_XDL_SEARCH_BASE=search-base-set \
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CTX_XDL_FAS_LIST= ‘list-fas-servers’ \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MpRrEEEER HEXREBEHET, ST EMPR ctxsetup.sh AT AL BFHAIERR, BFREIZ Linux VDA 3
2

HRIFRT, BEBULMANEHES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

MIFRECEE K-

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
A= MEIREMBRFAE B E SR, MMME Linux VDA TE (R,

BEEHE ctxsetup.sh 7l ctxcleanup.sh A& EZEHIE LETHEIR, HEEMEESAEBEHEXH
[tmp/xdl.configure.log:

BB Linux VDA IRSS, HREREM.

% Linux VDA #fF  ZEHE Linux VDA REEREHBEECRERMGEMIRE, BEITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EREZFAGER:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZE# Linux VDA B, EHITIATIRME:
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dpkg -r xendesktopvda
<!--NeedCopy-->

AR

E1E Linux VDA B2 MIBRXEX8Y PostgreSQL MEMEBEHIE, B2, FEMIBRERE Linux VDA ZEIRE

19 PostgreSQL x4 & E ki 4 &,
e

ATHREERNTAELE PostgreSQL EARRIKIE 4 L HIMIFRIE 1o

$18 5: =17 Linux VDA

£/ ctxsetup.sh iIZA<EE Linux VDA 5, BERUTa<HEH Linux VDA,
B0 Linux VDA:
B5h Linux VDA BRSS:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{21k Linux VDA:
=1k Linux VDA BR :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR

121k ctxvda #l ctxhdx [RS8, EE1T service ctxmonitorservice stop s LUE

IEESARS TIPERF. BN, BARSTIFEFRERBHEEERIRS,

E#H AR Linux VDA:
EHRBE Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->
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% Linux VDA IR7S:
Z10% Linux VDA BREHIEITIRE, BHRITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$18 6: 7f Citrix Virtual Apps = Citrix Virtual Desktops #¢|ZitEHN B R

BRI EALE RAAM Linux VDA itEHBiE 2 5%E 48 Windows VDA 73£ M. B XINATEMXLEAESHIEME
AEVIRER, FERACEITENERMERITENE R

BIEES Linux VDA itENMITEN E RN S@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IE T B
BR:
o WTFIRERYT, 1EIER:

- ZSIERERSEDN GTTFREHEZEEmRTIRER),
- BSERERSEDN 3TF VDI EREERTER),
o BHMER—MIENBRTEAMEA Linux #1 Windows VDA HE#1.

AR

SHRZACH Citrix Studio FZ#F “Linux BERSA WS, B8R, %1% Windows Server 2{FRS5ZARS
BRFAFETNZRTEARERZRETER, %F Windows SERFRAHKERIFRALNEF R TE
BETEN— AP EE,

e

RBIBR T BENEFEEHRIMA Active Directory 15, NAFMFRITEN, AEBEEHRFNIIHENE R,

$ 18 7: 12 Citrix Virtual Apps =% Citrix Virtual Desktops 623 {14R

BIERTAMAFIMES Linux VDA itEHMITENIE RMiZi25 Windows VDA BN LFAER,. B X INasemiX e
ESNEMFMRIIHEE, BSHCER A,

BIZ&% Linux VDA i+ 8 B R TARNEIE LU TR :

o HIRFMER AD BFRAABEREE, 7JUERE Linux VDA it&H.
o BORRESHEIEN (BER) BFRER.
o BENERMGEFRENEE Windows HENHITENER.

BXRNAIETEN B RMRGHNER, 1521 Citrix Virtual Apps and Desktops 7 2103,
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ficZE Linux VDA

June 24, 2021
AERATIFMANAT Linux VDA MTheE, SIEINAEIRRA. BoBERIMIEHR,
R’R:

BFUWEREM xdlcollect Bash BzAE £ EI Linux VDA ##FehH41F /opt/Citrix/VDA/bin Fo %
% Linux VDA |&, aLliafT bash Jopt/Citrix/VDA/bin/xdlcollect.sh &<RikERHE,

BEKERRE, EENBEXHEESHAERNSERFER, xdLlcollect ALUTIAEREEESENE
T E#E Citrix Insight Services (CIS), MR&ERE, xdlcollect ¥ L& 5em/aERE upload_ID,
EFHAS NERN AT B R HERERN RS . iR A LUER upload_ID iAial CIS ffy B ES .

¥ NIS 5 Active Directory &5}

November 8, 2021

AN BT Linux VDA dfER SSSD # NIS 5 Windows Active Directory (AD) £5. Linux VDA #1154
Citrix Virtual Apps and Desktops B9—4f+. EIt, ©5 Windows AD B EHLE S,

A NIS (MiE AD) £ UID A1 GID 1RIEEFEXRKFES (BFRRaNZEBAS) 17 AD M NIS i8R,
PE=W

e AD BRSSEBBMITE M I0IE. A32H NIS+, WRfEA NIS fF8 UID 7 GID 212, WABEAXE
Windows frs328#9 POSIX E1%.

2
A ERREF AW Linux VDA BEFS %, XM ENBFR®AG. 33F RHEL/CentOS R17hR, 1BRER
# Linux Virtual Delivery Agent for RHEL/CentOS #ra93tBR#1T#&E. 33F Ubuntu &1ThR, 1BHRIRRE
Linux Virtual Delivery Agent for Ubuntu @93t BR 1 Ti21E,

SSSD Bft4?

SSSD BRES TR, HEBEINAERN T RIBE f] AR GHRMEF BN SR a0E AR KIR A T2 R IRH X H
HITHMIIE. TRt PAM 1 NSS mMiEiR, FRAILUAYT BAFEEXFEFET D-BUS B9iE0, ItIMNERiEHELy
BYERIE S RAF B A A P Ik P ALY R AR P 3R

¥ NIS 5 AD 185

23 NIS 5 AD &5, 1BHITATRIE:
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¥ Linux VDA #hnA NIS B ik

/A Samba MAFEHEIEZEMN keytab
%8 SSSD

foE NSS/PAM

I%3F Kerberos E2&

CoandzZ)ak=gy Eand

SAEE A A

¥ Linux VDA 71059 NIS 5

ECE NIS &P is:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

RE NIS i3:
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7% [etc/hosts F7580 NIS BRSS2BFZ A imaY P tthit:
{ NIS server IP address } server.nis.domain nis.domain
&g authconfig&& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update
<!--NeedCopy-->

nis.domain £ NIS IRE2EMIEEZ, server.nis.domain 2 NIS fRZ2MENZ, HWAILE NIS BRSZE/ P #h
ik,
BE NIS fRS:

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

R NIS BCE LEM:

ypwhich
<!--NeedCopy-->

WIEATM NIS BRSBIRSIKFER

getent passwd nisaccount
<!--NeedCopy-->
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} =r

AR

nisaccount & NIS ARS8 EAYSERR NIS ik, #1R UID. GID. ZERMER shell IR EHEE,

5/ Samba mMAEHoIZE XN keytab

SSSD HFREAFIMANIMEERFRS: keytab X8 AD BFiHINEE, LIXLINEER LURA/LMAE, GIE:

« adcli

« realmd
e Winbind
« Samba

AFHERENE Samba A%, 3F realmd, &Zi% RHEL 5 CentOS N EAX 1Y, HAEAEE SSSD Z it

£/ Samba MAFHEIZ N keytab:

TEIEMERE T LUFXHH Linux BF L

« Jetc/krb5.conf
« /etc/samba/smb.conf:

FiHENEE Samba #1 Kerberos S4383F:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

He1, REALM 2AE# Kerberos $figi&#5, m domain 2159 NetBIOS &#7F,
WMRFEEBT DNS T KDC RSB BMBHZFR, HBEUTHEMEIANEFmIGS:
—-—-enablekrb5kdcdns --enablekrb5realmdns

17+ [etc/samba/smb.conf H# 5L TE£BFHME [Global] 9 T4, EEMk#E authconfig TE4EMHIES S
m|:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZskiEayigiztlsgelinie, mEESEEERETENRMEIER AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos §Ufi&#F, user 2EMISHENRMEIZAIZEAS,,
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% E SSSD

& SSSD WF BN T

« 7£ Linux EPimit BN LR sssd-ad # sssd-proxy #4E,
o IRFHE (BIE0 sssd.conf) HITERETR,.
+ 25 sssd RS,

|etc[sssd/sssd.conf sssd.conf B2E G (FILURIBEZERIMNE ZIEM)

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]1+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not
available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

¥ ad.domain.com. server.ad.example.com Zift HiEMHIE. BXFAEE, ESF sssd-ad(5) - Linux
FH .

3t sssd.conf i& B X HEFRERFIR :
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chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

fd& NSS/PAM

RHEL/CentOS:
&/ authconfig =/ SSSD., %% oddjob mkhomedir LR EBREIES SELinux &

authconfig --enablesssd —--enablesssdauth —--enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e
BCE Linux VDA i& &R, B9 SSSD & LikigfE, M3t Linux VDA B i TLEISH*ISE, X TF ctxsetup.sh
HARREIMR RS R, BEAZNAE.

18iF Kerberos it &
AT 1R Kerberos BEIEMEEE AR5 Linux VDA BR&1E R, ERE RS keytab X 2EEAIBEHBESENE
£A:

sudo klist -ke
<!--NeedCopy-->

WSS EREMEGEREEREGASRTANERYIR, 1E17 Kerberos Kinit &3¢, MUERAXERARGIEHR0
BT ENBSH !

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUBTIEERAT, RS (§) BAEARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRRERMABM. WRILHSHINET, WFA2ETERKEL,

ERUTaHLIIETENKAE TCT RIEEEE:

sudo klist -ke
<!--NeedCopy-->

WIERF B IE

fEF getent s LHAIASTIFHIE REALIR NSS BE LE:
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sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 HERREE. IRFEEAZ—HEREN, BEER getent s #H 1T,
SN EREWNT:

o EEFERLZF: DOMAIN\username
« UPN: username@domain.com
o NetBIOS #iZ4&=: username@DOMAIN

05 SSSD PAM IRIRR B EIEMELE, BFERBAF KA ZER Linux VDA, ZFAF KA LIFIR B ERT,.
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESERNUTHSREMN uid g1 TIHEH Kerberos EiREEFE 4 :

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

HERF Kerberos EiEEEFTNEIREEZEMEFRIH:

klist
<!--NeedCopy-->

AN AER

July 7, 2022

HBh Linux VDA 7.13 hR, Citrix MFIBERZHFM Linux FEFRMNT TENBREFIRE. FRENTEMFERED
TERN A fE A b ThRE.

e

7£ Linux VDA 1.4 /1, Citrix 1807 S ERBHIELLEN BEFMIEHZIEENXE,

{E/ Citrix Studio A& BIERF

AR A S N BIEF AMEIMA R FAR &% Linux VDA L RENNABIER. Zi3i25%% Windows
VDA EREMNNBREFEM. BXFMERE, E5 Citrix Virtual Apps and Desktops x4 (1R#EERAHY Citrix
Virtual Apps and Desktops k&) o
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e

FERMARN, BHERRNERRENSEMNBEF NN BRER.

BE.

Linux VDA 1.4 R ESRAZ LGN ARER. B2, Linux VDA RZiFEREM L AR R SEERNITEN.
BRI, FNNBRWENNBRREFNKER 2RI HE,

AR

BEMATENAIER, B77E StoreFront EZ2ATEERN. TEEARULTEARS. MREEBIRE
TWIMode=0ff ZAZ&E, ERFRILIZE, MIEKFEEH TWIMode=0n, ENEIEETLEBELFHIRHE.

PRI

Linux VDA A8 BF BaE—RAREFNZ N FHRESG.

Eia)

ERHBUAREFRELINT U TEMB:

AEFEKAEED. EONBAARESERRSSHHE =

AERMNEAR RN AEFMEEONRNS.

Baf, THERXTIFUTEOEIESE: Mutter. Metacity #1 Compiz (Ubuntu 16.04), Kwin flEth&EOE
BREAZTE. BRRENENEERETSZHNEOEES,

i&17%4 LibreOffice AR, REE—NBINARERF 2R Citrix Studio £, FAXENAEFH
=R,

“Dolphin” ZXMWEF QIS WBAGNARF IR EREITR. EMRLIRM, BSREMILA https:
//wiki.archlinux.org/title/Qt XX &,

E— ICA RIEFEITHER G ARFNMEESERHMARER—MEHR, ERRILEM, ERESEEY
REATHEESEIZE,

Remote PC Access

April 21,2022

B

Remote PC Access & Citrix Virtual Apps and Desktops M BiZF. EFEANEBRENMATFRTIUREMS
RIEAZHREMBIAE PCo MMRAPAILUFRIENAE PC, IR LIEFrRNFER BIEF. SUBME
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TRo

Remote PC Access R4 S @mHA L A2 F#HEE Citrix Virtual Apps and Desktops A, SFEFMEE
Remote PC Access BIERFFFZSEBE Citrix Virtual Apps and Desktops LA {4 BN E TR EHE RN FIZAE
o XFF—RET —HEH—NEERER, AP EIEA Citrix HDX ZNHZBEDAE PC 21E, RBREAFK

¥,

BXFMER, 5507 Citrix Virtual Apps and Desktops x#4erE9 Remote PC Access,

ATEI

XESEFREDZ Linux VDA RE1:

o TE¥PIEN L, 1BX7EIE 3D X TEEA Linux VDA, BT NVIDIA IRzhizFa9R%, HEAT HDX 3D e,
PC AR RETAEL, HETRIENER,. ETUBRREETEENT2NR,

o IEXIE Linux it BN AR SIEFRERALENITENE R,

« BEIAPSEAERT Linux i8N, BdEmAF S, ARERMMER PCHSBHEESRASENITE
o EREEERTHNBELTRITLHER, @EEFTFIHILE LT Citrix Workspace MEBiERF, BFAH
17 Remote PC Access RERIEFIHRINAE PC LN BIEFMEHIE,

o MNMRAFPEESHEREIE PC, 2idM StoreFront B&h PC 5%,
o PEEEMAEAT Linux &ML,
[T

BT Linux PC £i%, EEEHR PC £EZ% Linux VDA, £l Remote PC Access £EWITEN B R, AGLE
RFA, UETENB RSP PC aliERiARNAFER. UTEMFEENA T iZIE:

#1121 - 845 PC %% Linux VDA

BWEERENZERRE Linux VDA, TREdEH, ¥ CTX_XDL_VDI_MODE ZEMEREN Y,

1% 2 - 8l Remote PC Access ZEWIHENBER

1. 7£ Citrix Studio 1, ARBHITENER, AENREREREZFCIZHENER,
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83 Citrix Studio

File Action VWiew Help
«=| 5w HE
] Console Root

v § Citrix Studio (site)

1O Search

% Machine Cat=lnnc || Machine Cataloa
£ Delivery Gro Create Machine Catalog

[# Application:

View
% Policies
@ Legging Refresh

~ [E» Configuratic
£ Adminis 2
Contrallers
= Hosting
&% Licensing
3 StoreFront
sy App-V Publishi
@ Zones

v B Citrix StoreFront

3 Stores

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Single-session OS (Remaote PC Access) 1
Single-session OS (Remate PC Access) 1

Server Group [———— ]

Details - RemotePC-suse125

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Machine Cataleg

Name:

Machine Type:

Set to VDA Version:
Scopes:

Zone:

2. BEENTIELN TP,

tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Machine
RemotePC-susel25 Installed VDA Version: 20.09.0.3
Single-session OS (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
7.9 (or newer)
All
Primary
.
Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

netwaork interface card configuration.

Learn more

[ Don't show this again

3. ERERS%TIE Li%EE Remote PC Access,
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 195



Linux Virtual Delivery Agent 2104

Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix Virtual Apps and Desktops RS
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o RAEIGITHER: Remote PC Access &1+ RE,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

FTED

September 1, 2022

AXIRME RTENREREMIER.

TR
Linux VDA ZXRFIEd/E A cups 71 foomatic idiE2s. T& % VDA BRI ER. EAILURIBS ZERFohREDE
83, f5lan:
ZRHEL7 L:
sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

[T

Citrix 12487 = # 2B B RITENNIRENTERF (postscript. pcl5 # pcl6). B2, BRITEMIRGHIZEF A e S5 EME
PIRTENN AR D, EXFERT, PR —EZRE %S ~/.CtxlpProfileSCLIENT_NAME E2&x 1, BiR
75 1906 2, ALk TE Citrix Studio FEZEFTENHIREHIZE Fr BRESAD A M B,

Z7£ Citrix Studio REEITENIRENFZF G AR DI REE, BHRITUTIRIE:

1. EEFTENH IR NI R R AN IR A1 R BE
2. BEHEFM.

3. FEREFRTENRHIZFERMES IREIEF B F. MREMEMT Linux B9 Citrix Workspace MBI,
BRAESITENN BT,

4. EFERNHEN VDA EHIRENIEFE S IEIT IR R,
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Edit Setting

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se

Microsoft XPS Document Writer * Do not create Unmodified

Send to Microsoft OneNote * Do not create Unmodified

FX FPS Color Class Driver Replace with /
Edit driver mapping X

Driver Name Poun

[FX FPS Color Class Driver

_| Use default | — ™ Deny
U Allow
¥ Appliestoth () Do not create =
Virtual Delivy 10§, 7.5

(O Create with universal driver only

Server OS5, 7{ oy T - 05,78
Server 0S. 7 @® Replace with |/usr/share/ppd/cupsfilters/Fuji_Xerox bp O, 7.12

Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an v

o [

AR

o {32#F PPD RohiZF XX,
o RZFHTENHIREHIEFFBRES IR A M RBSHI E ik, RBEBMNEL,

fERER
FIUMBRFHMSEMERTBHRAREFIT, NEFHRINTEMN SIS Linux VDA if, WFREMNARER,
FTENNZFRAEo

o WFAMIEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskSSESSION_ID

s WFRHHEZAER:
CitrixUniversalPrinter:$SCLIENT_NAME:app$SSESSION_ID
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AR

MRE—AFRENTATEAXTHNRENERTHNNAER, IERILIAREMTEN. TEAEERXBRNARE
FRIEPHKEITEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HEHER
ToIEFTED

FTENFTAIE R TIERY, 1B EITENFIFER ctxlpmngt F1 CUPS #E232,

FTENSFIFRER ctxlpmngt B—MRAIEHE, MAERIEBENET. SITUTHSURIMTETFIFEF T EEE
7. SR ctxlpmngt Kiz17, BEMHSITHFRRER ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

MRMTEITED, BT CUPS 1E28, ctxcups RSB TFHEINERE, #5 Linux CUPS 2RB15, t#HBES Mt
BNLEE—, IBIBTUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wegk CUPS HERIERSM S

Ze&k CUPS B, BEiTUATH<UERE CUPS RS, &M, CUPS BEXAIERE hdx.log #:
sudo service cups stop
sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false
sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

AL ENE B I R R BRI TENH SRR E, FERRERT, TENHIESE, AAXsm=E CUPS %2
%,
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FTEN%E L A ELRS
TEN BN EFARETRISREHEALD. RRAPASTAFRRETRDEFEE, ZRETEIRE
~[.CtxlpProfileSCLIENT_NAME E2& X f+#1TE &,

[DEFAULT_PRINTER]

printername=

model=

ppdpath=

drivertype=
<!--NeedCopy-->

5E:
printername ZE G SN2 UMEFIHRIATEINBNETR. E2—PRIE. BDHRE.
TEEERIEEFER ppdpath. model 71 drivertype, EMETHITENH REEERER—NFE,
o MRBAITENNIRGIEF SEFPHITEINA RS, E6EH model= XA EARVITEINIEIZFHNES, A1
£/ lpinfo L EIITEMNM L MBS BFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ARTILUSER S LUSFTENYIITAD

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o HIEERITEWIREN IR SE P BTN ARS, BRESIITEWIRHI2FN PPD %2, ppdpath (&
RANTEMHIRTIR R X BB B2,
fitn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#E—4" ppd BahieR:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy—-->

o Citrix {217 =B 0B RITENVIRENIERF (postscript. pcl5 1 pcl6) . "I LURIBITENHE 1E B BIRTHIE
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N, MREFFHBRIATENNIRENEFLE R PCLS5, 153 drivertype i B 5!

drivertype=pcl5
<!--NeedCopy—-->

ANV S
SR EREMSERBITEIN., H=iER CutePDF #1 PDFCreator Z 2589 EHAFTENH AR RE LRI R T 5 T ENHLIR
MEFEX.

ITENMEWBURF B PR EIAFTENAITENNIRChIE R, ST HEEshIRsiEFLE, NREFHITEINERNZE
PCL5 Ixzh#2R, m Linux VDA %2892 Postscript IRapigF, Msttin@,

NRFTENNIRENIZFF KB IERA, AIUATIA TS BR A E R RE
1. ERIELAHEHNRAERIE.
2. i517 vi ~/.CtxlpProfileSCLIENT_NAME %<,
3. FINLUFFERLTE Linux VDA LIREE G ITENS M4

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. FTENSCRYIAEMRIBEITENE , 3B —1 spool X {{%727E [var/spool/cups-ctx/$logon_user/$spool_file
To

6. MEFAITINREAET, MR spool XHEX/NAT, KRB, EER Citrix 28 GHREMTENAE) IRE
BEiES.

7. NR spool KNFAE, WHEZXHEHFZF K. spool XHERBEURTFEF mERIAFTENVIAIFTENHIREHTE
PR, WNRBATHIITENN (45H1) IRh#ZRF 2 postscript, BIIERETE Linux BIERS LITH spool X%,
KERB RS Ef.

MREEITENXMHRE PCL, HEZFHIRERSRE Windows, NIKESITEIXHERIRIZF I, HERATRN
FTENHIRENAE A FE R P U T ENA 4T ENZ S Mo

8. WEBSHIITENN B N R RERIITENHIREHIZRE. FHILL PostScript & siTENHL Jafl:
a) BREDSIE, HEFRSEE TS,
b) FTFHTENEEI IR

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BUTEMW). IIRMEEREREERNR,
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d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (%i&%) 1 Model (215) FE, M Citrix UPD IRehigF FisERREITENNIREIZR .
9, MR%EET CUPS-PDF EHMTENH, JLAE#E “Generic CUPS-PDF Printer” (i@F CUPS-PDF
FTENHL) EhiERF. REFEL.

f) RS, WeTE .CixlpProfile$CLIENT_NAME EBIRsNIZFHI PPD X4, WA
BRETHYHT ENHLE A R R IR BN IZ o

B0ia)

TEIRBHEMTE Linux VDA LITENBSTFIEY I :

CTXPS RzpizF 58857 PLCATENHIARE

MRREFTENLIRR, B ITENHIREDIZ R 12 B A BIE R R R A TENHIIRENIE T

FTENR S HBTHTEMEEARE

EAME FIHITENN LITENASMEE, XS @BIRSSERH#TERE. IRERNEERE, FRTEFERKH
&,

EHMAIEPEIFTENNAFTENMEL B

Linux WL1E#SS5 Windows IB2ERFTRR. ALt, FIERAFHSRERFTENBEM. S URHAXLER, 5k

SEH CUPS BREXfF: [etc/cups/cupsd.conf,

KEIXHHEERN S RIERIEZ R

DefaultPolicy default

WMRKERB A default, NRLUTITHRINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default
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<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

X E HI RS

November 8, 2021

BPAERIES AT P in 2 88 FIFIAENGS . tbIhEEE R Citrix Virtual Apps and Desktops 2006 S E Sk
mURER T Windows 89 Citrix Workspace A2 1903 SiE=hRZS. EHIFMENGED A B BB EIRES

NEEFR.
ERIHE RIS M, BHR:

¢ XHHNRAHKEFET 20,
o RAXHFARNAEEE 200 MB,

XIFHFE

XA ERMAEMIREER T

« RHEL7.8

« SLES12.5

« Ubuntu 16.04
« Ubuntu 18.04
» Debian 10
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FER R

T B MR EREE S ECETNRENE R, BXEIMRREZBIFAER, BERARKHIF.

s BRGELIREER
o BIMEARIEFEBHIET
¢ TEERBEMEL

=3

AR

BRANMHEHIFIMENETHEE, 7E7E Citrix Studio PREFIHE LR EE RHRIEIEERRLL,

PR

o RERE), BYIXHFBERBAANES,
o RIZFHER.
s FAEFEHBER

SR H

April 21,2022

72 Linux VDA M1Z P IRIG & ZE# T X4 EH. HEFRIREETZRH HTMLS DaEHa Web 3155230, &
LUERLLThEE, HTMLS DaEM AP EREERTF HTMLS #1 Chrome 1 Citrix Workspace R B2 iR B4
KEMMBRER,

AR

iBEAF HTML5 #1 Chrome #9 Citrix Workspace MBI &R Ao

HEERGHNNAREFMEESIED, XHEEHAFE Linux VDA SEFHREZE EHMN THX 4. BEEXHENAER
g EHE Linux VDA, &8 Citrix Workspace R ABREF LA LM EHENR, SABMXXEHEEFERHAE
BIX . BREXHM Linux VDA THEIEFIHIGE, B THEN. AIME ISR THIRPRNIX . —R&ZH
LU 100 2.
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AR

Z7£ Linux VDA 5& Pimig& 2 el EHM T H 4, EHHEER Citrix Workspace AR I AR,
BT LU AFHERCSC Y Citrix Workspace N R2FhRZN.

BE FEREX 4 EmAIERINE, THEEHE VDA EHNREFFRNGEE RN G B ERIE R iHRE,

AR

BE FTHEREATERES TR HZEEFRX MM EE FEX A REIE N

TEZBH FHHN—LEAM:

o TEXHLUFRERIZRNRE

HEEAXHHEEM Web JKRBUAEFRIEFR, M Web iix FHAIHAUREES VDA ENREFIIHKIEE
BRP, UWEENFRIEFHEE. EXNUEDTH, BERIEFH Web JRBHRIATHERIZBEHRED

BHEE, HESBITERT HTMLS 5 Chrome 89 Citrix Workspace M BZF8I Web 5538 ig B At T
HER.

o BXHBoHENEREFIRNIRE

AEBAGNKERIET, EREFXN, AERKEBSHHEFZREFRNREERD, UEERFPHRELH

A

XL RS

BILUEEA Citrix Studio @B X HERER, BRINBAXHER,

[ Console Root
~ ¥ Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups
E Applications
[= Policies
[# Logging
~ [+ Configuration
£ Administrators
Controllers
Hosting
% Licensing
m StoreFront
@ App-\ Publishi
O Zones
~ $4 Citrix StoreFront
m Stores

Server Group

ERBRIEA:

Policies
Palicies Policy0
1 Policyd
¥ Allow file transfer between desktop and client
2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)

» Download file from desktop
User setting - ICA\File Redirection
Allowed (Default: Allowed)

b Upload file to desktop
User setting - ICA\File Redirection
Allowed {Default: Allowed)

} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

« AFERESEFEZEMEEXS. AFEELIEAFE Citrix Virtual Apps and Desktops &iE5Hig& 28]

RRIX o
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o MEE FHXMH. AYFHALERAFESXHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o BXHLEHIISEE. AYHELEAPEXHMEIGE EHF Citrix Virtual Apps and Desktops i,
AR

NHRMKRE FEXEEXG LB RERBEN, FRATERES TR IHZEERX 4 REFIRE NI

fERER

Ei@diEAT HTML5 89 Citrix Workspace W RIEFEEAXHEHThEE, BEHRITUTIRE:

1. 7£ Citrix Studio A1, % WebSocket EEHERIGE 2 iF.

] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

il Applications Policies
[= Policies
Logging Policies Poliey0

w [E» Configuration

8 Administrators 1 Policyd LMJ Settings LW&J
Controllers » Allow file transfer between desktop and client

Hosting 7 Unfiltered User setting - ICA\File Redirection
& Licensing Prohibited (Default: Allowed)
m StoreFront » Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Zones Allowed (Default: Allowed)
~ § Citrix StoreFront » Upload f.ile to dESth -
[T stores User setting - ICA\File Redirection
Allowed (Default: Allowed)

B s G
erver Group b WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. 1z Citrix Studio /1, &3 bR & HRER R A AL HTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEREIE Receiver for Web ii= T, AEEEER
1a22{E 8 Receiver for HTML5 %15k = A Citrix Receiver for HTML5,
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Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTML3.
Customize Appearance . =
Deployment option: | Always use Receiver for HTMLS v]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts

Session Settings
Workspace Control
Client Interface Settings

Advanced Settings

4. BEHEPEEE Web XK BNARFRIE, 7 Linux VDA 5&FFimig& Z BHRIT— SN X E .
Zi@idiEATF Chrome i Citrix Workspace [ B2 FEA X HHERITIRE, 1BHRITIUTIRIE:

1. @ BRI ERER B A R RITAR.
2. M Chrome M_ERzAREFIREX Citrix Workspace K2R
MREEEERT Chrome 1 Citrix Workspace R AREFHINEl “Chrome MAREF" fm, EBLI LS E,

a) £ Google Chrome KIS ZIESENZERT Chrome I Citrix Workspace, & HiE&RE1T.

b) fEiERLERH, giEigm Chrome W EMARE (#Rft Citrix Workspace iZA#ERF) # URL,
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£~ chromeweb store o
@ Citrix Workspace
Cffered by Citrix
b & & ¢ 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) BEHEFME Chrome LU Citrix Workspace B Z2F#RI1ZI Google Chrome 1,

3. £ “Chrome AR tELEEH “EATF Chrome 1 Citrix Workspace AR
4. BNEEREM StoreFront RZARER URL,

MREZHAT Z URL, BB LS,
5. BaEMKREENARFSIE, 7 Linux VDA 5FFiHig& ZEHRIT— RSN X E .

PDF #TED

June 25,2021

fEMA 15 PDF $TEN8Y Citrix Workspace M AEFhRA, AILUITEDM Linux VDA &iERERF%IRE) PDF, SIEFTENE
A & ix5 =% T Citrix Workspace M ARFHAMITEN. EAMITEN L, ATUGEMAFE PDF £581TH
PDF, HTERMEITENN _E#ITITEN,

Linux VDA Z3F7E LU Fhiz<iy Citrix Workspace A2 L##1T PDF $TED:

« Citrix Receiver for HTML5 hg4s 2.4 2 2.6.9. AT HTMLS5 89 Citrix Workspace R 2/ 1808 RES
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

EcE B

April 18,2024
AIESMA5ER Linux VDA B-EEEMHIE.

BXEMER, BERRARERMZEMARED.

[T

Thinwire 2 Linux VDA FEAN ETARZELER R, ZRAAT—SHEN LERNEREE BRENS) 5
F—AIFENLE#ITET.

eSS RS 23 1T R E R RIRBERUABRARI, HH XN REBAFHRA LT R

o RIFRER, XBHINEE, TRERTEMESE, RISLIEETHERAFME Citrix E#%i%4#F Thinwire, B
Thinwire B WHRESETFAHERY BYE. HFRENESBEGREFELSIMK,

o HNENRER, A Thinwire 124257 H.264 3¢ H.265, USIEu#AFP ARG REEREREITRK, LE
EEXREMER 3D BFMNERLT.

o HXNEMTUMKIE, Thinwire PHBEENSTRARIRFBHE G (A, 57 3D), HREEGBHNFRE
B ERA H.264, EZFM4ER H.264 15M4RED2E 21 HDX Thinwire 12N FRAIEEHES (HII0RAA
&), HEA H.264 MSMRMAELSEN H##1THRID. WTFRENERED (BEXANRZER), DASERER
E4% (JPEG. RLE) MIEERF. BREURBUTEL: EARETR. ReEWMANSREUREHMUERS
ERXAHEREER. BERAIINE, HRREIEERMMERIESRHITEREELNRIFIER BHARE)
FEHWEHEUHKE. BXEFAER, BERAETRRILE,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIZE (BEUTHMERERIZE) JUATHERZEAERARNEEH#TTE:

o BRENEEEERE
o BfRhnEER
» MIRERE
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£ Thinwire #3§ H.264 BT “EiE”

MIANBRT, HENTBES, ARRERKIKENTHRTEZEETA H.264 MAE JPEG.

H.264 4 rTiR M SN EGRRE, FERAMMGRIDISRHTERERISEHIZEIRD, BIMEENRIFNER, EREIE
PR JPEG, HEERIMAMRLDSEHITERERRILE N NERTIMRFLESE. IREFIFAZFRHEREME H.264,
TILEMIRBE R4, THRWEERIGEEEI JPEG, Citrix Receiver for Windows 4.9 2/ 4.12. Citrix Receiver for
Linux 13.5 2 13.10. &AT Windows 89 Citrix Workspace M B#2F 1808 RE=Shiads, MUAERT Linux 89
Citrix Workspace M A2 1808 RESMRAZEHER Y H.264, B X5 REMNERMINIRARED 23 T ESERELIE
BENFMES, BESRUNEREEEENEREKLE,

¥ H.265 MIT4RARRD 23

M 7.18 hiit2, Linux VDA Z3¥ER H.265 (IR ARIE ST ITiZE R A IS TR IR, f&aT LUTE Citrix Receiver
for Windows 4.10 2 4.12 #i&ATF Windows B9 Citrix Workspace M B2 1808 MBSk LEAILtIEE. B
MIETHEES &, E7E Linux VDA f1E Fif LB ALLIhEE. MREFF iR GPU R #r6EA DXVA #0317 H.265 ##

“EIfZ89 H.265 f#18” BRIGERRAK, SIEEEIRZIER H.264 MSiF#EIERE. BXFHAES, H5H H.265
M*ﬁﬂéﬁ{'ﬂ%o

27E VDA L/2A H.265 BEfH4E3, BHITLATRIE:
1. ERERINYRRIEEERIDRE,
2. ERHX 3D B TIFRAHMLIULRES,

3. WRERIIRRLRATERRBRARKE, NRENHNBIRR.
4. WHIRMEFRERIERIRE N TR TIRE T

BEEF EBA H.265 BAmS, 1550 H.265 545,

15 YUV444 3R 4RES

Linux VDA %#5 YUV444 Bt igig, YUV RRARSASMEESE=SEMEGE, £ YUV S, Y REZESR luma
&, UV RREEE chroma 8. &8 LL7E Citrix Receiver for Windows 4.10 F 4.12 f15& B F Windows # Citrix
Workspace [Zf#2F 1808 RE= RS LEA Linux VDA BIX—Ih8E,

SiNE—HY. URVEYES 8 s —1FH. YUV444 $iEEK L 24 (I/GEHNEREER., YUV422 HURSE
ERMEEZEEZ UMV E, MNTSHREIEEERERRN 16 {i1/18=, TRET T YUV444 1 YUV420 ZEIRNEWEL
L3038
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YUV444 YUV420

O (W | =

£17E VDA LB H YUVA44 IRE4RES, BT TRME:

1. WRGER MR ELDSRH T ERRBRENHNENRER.
2. BRBMAREREREIRENIBE TR TRE,

RIS AR EIRARTYLRER

B RER R A EEARTYMEE, Citrix 18587 HDX 3D Pro BE44RiS,

£/ HDX 3D Pro f+4F3Rt, VDA mILLBIERIE M LIt MEHREHRET EABERBERGOIMBIDER, X—H#
HEIhRER it T — T B E AR E B Ho

AN R T BRI, BERAILINEE, FHETUT®H<:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0x00000001" --force
<!--NeedCopy-->

BRTERLINAEZ Sh, ERATLUETTU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent SR EFTHEABERNE DL, KENEEE, BRMEEW, ERDEME. BNMIETBER 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENEFREEFRFFE, WSEHNMRLATREERE, RARKEEMHIN. BEBIEH
EEHEN L ERBRENRNN, BT LARRIL R,

A% Linux VDA Thinwire StiFMERITESIR, BRHERZIEYIR,
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BX Linux VDA EMZBEMBXFEENER, 551 CTX220128,

BEHR
KREEEERAMHERRN

BITUTHLREBEEEAPHERER (0 7T TW+; 1 RT2FMRERGES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

HEREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "Ox00000000"--force

KERBIEERA H.264

BITUTaLREEETERMEH H.264 (0 RRKREEM; 1 RTEEFER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

LEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

KWEETIEER-R H.265

BITUTHTREERTERERASR H.265 (0 RinkfFER; 1 RTEREER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

QEIETEEAWM YUV &353R

BITUATa<RIGEIERERBM YUV HiZHE (0 =7 YUVA20; 1 REYUVA22; 2 KRR YUV444):

AR (NHIEREAERDESEN, YUVFormat EZABEN.
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

ERBTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

RERBIEEEA YUVA44 RG4S

AU TR RIGER TSR YUVA44 BRIHRD:

=

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIETTIRSE, SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTERN 3D Pro FEREMHHED

BITUTHL (0 RRKRER; 1 RTEERER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

FERIEMTF:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0Ox00000001"--force

S—MAERER nvidia-smi &<, MRETFERREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
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| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
| © GRID K1 Off | 0000:00:05.0 Off |
N/A |
| N/A 42C PO 14w /31w | 207MiB / 4095MiB | 8%
Default |
o o e +
e +
| Processes: GPU
Memory |
| GPU PID Type Process name
Usage [
|:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[ 0 2164 C+G J/usr/local/bin/ctxgfx
106MiB |
| 0 2187 G Xorg
85MiB |
sttt et it L T e T +
<!--NeedCopy-->
t#aik NVIDIA GRID B/ ik =i2F 2B EEWRE
Zfik NVIDIA GRID B2 iR shiEF RS B EMRKTE, 1EiE1T nvidia-smi, EREMUTF:
+ ______________________________________________________
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ e it ittt e e T e +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
[ 0 Tesla M60 Off | 0000:00:05.0 off
off |
| N/A 20C PO 37w / 156w | 19MiB / 8191MiB 0%
Default |
o et +
o +
| Processes: GPU
Memory |
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| GPU PID Type Process name

<!--NeedCopy-->

NERGEEHNRE:
etc/X11l/ctx-nvidia.sh
HDX 3D Pro %5128 &40

MREFEENBEELLKEBLA, HKZE NVIDIA GRID FeERE R A

E Xorg HiRAE

Xorg WBEEXHiEEMUTF Xorg.{DISPLAY}.log, 1T [var/log/ sx#desh,

B X017) 77 Kz PR
34+ vGPU, Citrix Hypervisor itz & 271 ICA SEASTERE
fRRF I BEIBEITU TSR VM KAt VGA =615

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 ERAXHEEBEN T#T YUVA44 B4R
WY R E R AT TR, R NVIDIAK2 ER0ERT, AFRBRMEARR/fSESIENSHIRRIK R,

HIizEEZEN NVIDIA K2 ERFAXFEEBERN T#HT YUVA44 BRI, BXIFAER, FSRIMRmE IR
18 GPU X#51%R,

R Gnome 3 SEETRRIE

XZ Gnome 3 £SESIEBEIHIRE,
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7% Citrix Workspace M AEFEHOA/NN, B OpenGL/WebGL M AEFTERIFHEN

8% Citrix Workspace MARFEOANRKRLERFEIYE. NVIDIA ZRRHEFRBEHFELNICRES, HIIEE
RE B2 AN AR, BN, WebGL FErtk lightgl.js TaE24EmMEIR, 18~ Rendering to this
texture is not supported (incomplete frame buffer).

Thinwire i#XE =

April 21,2022

SEREMAERTEEISEREEHRMER. §i0, XNFHF/NF 2 Mbps sIEREE 200 ZMERE, £ Web TiE
ERAFTRESTREE. TMEHFRE. BENBAMRETRSSEETERZEH.

ET7.17 R, EEBEARBRIERERTRESRE, FERRSERENRUNRERE, HERERMNVHAERRE (16
fiisg 8 (IE), BR, BHATMEAF REMMIERE, HDX Thinwire RERIBRER RS IAEHSEGRRE,

M 7.18 hRiE2, HRIAHEET 2 Mbps AMLKIEREBT 200 278, HDX Thinwire 2EIATIEEH# X EMHIE.
R T

s FrE#HSEGREEREES.
o XARERR,

pign, ETES, FIHAERRALTENRS, ¥ FH e AFEEER, BREREESE, i EEREHER
SHAE, NMESEGMXXAIRURE, H#HRIERE .

Features

BRELESRERER, BEANEGMXIGZHREIITHRYR. §iW, ETEHR, FEFBESRaR %, BRI

RRERT.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 221



Linux Virtual Delivery Agent 2104

Features

NFEG, RUERRINRIKSGZE. NTFXE, RESIFERBRNE NS, HUIERES M L#HIT. FE
Al SR AR BB N R B AL MBS HELAEIR

BTG (D) mEdBEN BREiEEFEl H.264 #1TEIE,

snfAfE A AH TR

BINMERT, HHIREANMNERERKRES. F RUARE) MEMSLATHESERKS.
FEUTERTREIXE (FER) HElRX:

s MERE = AT LHIE
- BRELNEZEAERE =8 U
o ERTSIRMRIEIRHITES = HNBIER (FE2F H.264 8Y)

AR TR ESERARESE, MRBIMUTERZ—, NIRRT

. AIFEWEET 2 Mbps
. FAIERIB 200 =

REEXRE, ERRAPRERELE 10 #ehedia), BMEMSFRHEARF IR,

BAATMEIT N

AILGEEIETT LA T e < Bt TR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hrh <value>:
0=t&xH (EEABRTEHAER)
1=851 (RIEMSKTE, BIAE)
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2=0REFE
T BEHRR (1) B, ALUBTTU TS 2 —EXiEimE SRR E:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hreh <value> < FifE, L Kbps J&fi> (BIAE =2048)
Tl 4096 = FEH KT 4 Mbps B E#ER

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> 7 < HfE, UZRREA > (BRIME=200)

il 100 = FEMLZIERETF 100 ZF B A RIHEL,

iE GRID 3D E

March 11,2024

pu

WiF I ThaEIaR, Linux VDA R{Xz#F NVIDIA GRID 3D &, mEAE&##E GRID 3D *.

T
EZ{EAIE GRID 3D EfsThEE, Esdl:

% XDamage A& &S, BEBRT, XDamage 21ER XServer i BiEF.
%% Linux VDA B CTX_XDL_HDX_3D_PROEEBA Y. BXHETENEE, BSRALSE 4 &E
IEITRIMR U TER RS,

- %
63

icE
Xorg B & 1+

MREH 3D RIEEIEFZE NVIDIA, N BEhREMIGEREN .
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HhEAR 3D +

INRER 3D RIRNEFARZ NVIDIA, MATUERTEE /etc/X11/ TEMNEMERERE X H:

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
o ctx-driver_name-3.conf
« ctx-driver_name-4.conf

Ll ctx-driver_name-1.conf 3fjl, $17UTIRERESIEIRECE XM

1. ¥ driver_name & L FRMIIREHIERFE B Fo
a0, MBEMIREHIEFRIA intel, ATLEEREXHRBERN ctx-intel-1.conf,
2. HINMSAIEEHIZER(E B

SMRIREEXHH—MEERN “Device” MBS, XEOWERFE, ATHTBMMBDIEFES. BERM
TR EIEFE R ZAIATRETAR. BRAXHNOINE, BRITUTERE:

a) BESHEAISERMN 3D R THREERES. PTUERESNEEXH. HIATERER Linux VDAICA &
R, &R 3D REERAANEEXHNAIFEREREERER.

b) BAHMEBEXHR “Device” HHEHIE ctx-driver_name-1.conf,
3. BITUTHSKIGE MR, LUE Linux VDA BEIZIRFIES I 1 FigBMERE X HRZ M.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "

DriverName" -d "intel" --force
<!--NeedCopy-->

EF3E GRID 3D Ef/Ih4E

AR T, 3E GRID 3D B Thse b FERRS, AILUET T <i§ XDamageEnabled i&&5 1 kEBE.
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "Ox00000001" --force
<!--NeedCopy-->

HEHEER
FEE S H B E Az 4 H O ELED

MREA L EAMIEIT ID NBEER, BFFERENIER, WELXEFHHIER AL HELBRE NG EER
Jopt/Citrix/VDA/bin/setlog ##i& GFX_X111i&&# “verbose” RUtERREREELUHITIAIRE,
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7

FREHITIEMH RIS

iAnANEZE AL IER

o & R

April 21, 2022

ot
ik

RBREXERAEE Linux VDA,

R

ESUERE Linux VDA 48 2 5 REE X LARHITI,
RHEL/CentOS:
sudo yum -y install openldap
sudo yum -y install libxml2
sudo yum -y install cyrus-sasl

sudo yum -y install cyrus-sasl-gssapi
<!--NeedCopy-->

SLES/SELD:
sudo zypper install openldap2
sudo zypper install libxml2
sudo zypper install cyrus-sasl

sudo zypper install cyrus-sasl-gssapi
<!--NeedCopy-->

Ubuntu:
sudo apt-get install -y libldap-2.4-2
sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
<!--NeedCopy-->
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&

Citrix Studio FHEIRISE

Z7£ Citrix Studio FIGEHREE, FRITUTIRIE:

#TFF Citrix Studio,
IR RS E R

B OIE RS,

RIS 157/ B L,

W

VDA i LDAP fR55858 &

ST eiEFEE, VDA LAY LDAP RSB B[IGB B ENEN, B FTHIRMBEMIFIE, ZIRBEEVEN. RIBRSEEIIE
B REEXEINERHIT LDAP 1835,

2% Linux VDA #ii+81/5, BITUTHS:

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENBENBNFE LDAP RS2 TR LDAP =2 EE K (FQDN) (%% LDAP i%0O) FIE (i
adl.mycompany.com:389 ad2.mycomany.com:389).

Checking CTX_XDL_LDAP_LIST... wvalue not set

S to di er LDAP servers, however if DNS is una
sparated | »f LDAP Fully Qualified Domain Names

If required, please ( ort of at least one LDAP server. [<none>]: l

TR LUEEIETT ctxreg s SR ILISEHES NEMER:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

<!--NeedCopy-->

SREESZFYIR

April 21,2022

Linux VDA FERL 15X
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Studio &

fEFRZE F iRt 8]
ICA HRTTIEHE
ICA HiR1TIZIT &8
]

TREER ICA FiR

Bt

Pk USB Ig&E
RE [R5 B2 PR
EFiR USBIR&EE
ERHEEDL
LR EE M EEIR
!
IR EE M B IR
B

XA EE R R

X4 EE R RS
Bt

TENNEE MR
&l
FTENN EE MR
B
WebSocket iz

WebSocket izO0=

WebSocket a1{ZiR
i E=E 3B
ICA RIFENIRTS

ICA REFERPRTSHEE
i)
ICA flrg8im S

HDX Bi&Rz &4

AR AR KE

UselLocalTimeOfCliem
IcaRoundTripCheckEt&ied
IcaRoundTripCheckPe#otd

IcaRoundTripCheckW#Enidle

BF
BF
LimitAudioBwPercenig ~

LimitOverallBw

LimitAudioBw

LimitUSBBw AR
LimitUSBBwPercent AP
LimitClipbdBW RF
LimitClipbdBWPerceatr

LimitCdmBw BF

LimitCdmBwPercentBF~
LimitPrinterBw BF

LimitPrinterBwPerceftr

AcceptWebSocketsCotiéttions
WebSocketsPort i+

WSTrustedOriginSeri¢BLifit

SendICAKeepAlives it&#l

ICAKeepAliveTimeoutt &

IcaListenerPortNumbeg,

HDXoverUDP HEN

1RIR

ICA\BY X =45
ICAAZLRF 5
ICAAZLRF 51

ICARLRF 5T

et

ICA\F
ICA\F

et

ICA\

H
et

ICA\

H
e

ICA\

H
et

ICA\T

i

ICA\

i
gt

et

ICA\H
ICA\

H
et

ICA\

H
e

ICA\#

=

ICA\WebSockets
ICA\WebSockets
ICA\WebSockets

ICA REFERNRTS

ICA REFERIRES

ICA
ICA

FRINE

fERRSS BRI
BEA (1)
15

FRIE ICA (REFEDD
KREHR (0)
60

1494
Preferred(2)
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Studio &

REA] s
=ik Ul BERE
&5
FERIE
RIEA] Ry

B FIR B EIEE

Wy

BEF IS MEER
B IFTENNEE R

Hznel#E PDF &M
FTENH
FTENH IR BhAZ PR BR ST
AN

EFIREMREE M
EFif USBIR&E
E[R

PR USB IR&E
TE RN

B ERESE

IR R SE
BirE(EnuER
R
RTEFRE

fERLSRYR ARG 23
1748
fERIRY AR 258y
BB 4mBED
RAVFIL T TR ESE

AR AR KE

AcceptSessionReliabitigflonnections

ReconnectionUiTransg&EincyLevel

SessionReliabilityPost &1
SessionReliability Tinregdht
AllowAutoClientRecomrect

AllowAudioRedirectidir
AllowPrinterRedir HBF

AutoCreatePDFPrintgg~

DriverMappingList AP

AllowClipboardRedirBF

AllowUSBRedir BF

USBDeviceRules BF

1RIR

ICA\=IERT M
ICA\ZEFiHEHENR
PEE3

ICA\RIERT £
ICA\RIERT S 14
ICA\R it B 5 EH
R

iR

TED

TEN

FTED

BIMEAR
USB

USB

MovinglmageCompré&ssionConfiguration Thinwire

ExtraColorCompressis
TargetedMinimumFr#asesPerSecond
FramesPerSecond RF
BF
BF

VisualQuality
VideoCodec

UseHardwareEncodifgForVideoCodec

AllowVisuallyLosslessg@mpression

Thinwire
Thinwire
Thinwire
Thinwire

Thinwire

Thinwire

Thinwire

FRINE

R (1)
80%

2598
180 #
A (1)

R¥F (1)
RF (1)
BEZH (0)

"Microsoft
XPS Document
Writer =,
Deny;Send to
Microsoft

OneNote *,

Deny"
7 (1)
=1k (0)

“\0”

BEA (1)
E£A (0)

10 fps

30 fps

= (3)
EHERGEA (3)

BEA (1)

E%HA (0)
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Studio &8 TERFRINE R -3 IR BRINE

ft3f 3D BRI 1Efh  OptimizeFor3dWork g Thinwire M (0)

itk

EEEmNEEgie  PreferredColorDepthi Thinwire 24 fi/%% (1)

R

EiiRE SoundQuality =)= =l B - AN EEIm

(2)

ZERiEERNEED  AllowMicrophoneRedar =Ll ¥ (1)

BRARIEHR MaximumNumberOfSe&dibns hHEE 250

HEABRBEE ConcurrentLogonsTolEEgifice AHER 2

BRE4IREMEHR  EnableAutoUpdateOf€&ntrollers Virtual Delivery ¥ (1)
Agentig&

BNbiRiEREHIER  ClipboardSelectionUgdateMode BIMEHR 3

FREABTEMRNX  PrimarySelectionUpdateMode BIREAR 3

&= speex Big MaxSpeexQuality FAF L 5

BEEEE KIS AutoConnectDrives PR X#EER/CDM BB (1)

2

B imtRIERNER AllowCdromDrives HF X#EER/CDM 23 (1)

B PG E RIS AllowFixedDrives P X#EER/CDM 7 (1)

BRI ENEE AllowFloppyDrives RF X#EER/CDM ¥ (1)

E P i MEIRENES AllowNetworkDrives BF X#HEER/CDM 7 (1)

Pk ETEHR  AllowDriveRedir BF

XHEER/CDM A (1)

RiFFFIHRENEE  ReadOnlyMappedDrifgs™
7]

x#EEE/CDM B2 (0)

Shukasay AllowAutoKeyboardFBpUp MRVC B2H (0)
AFERESEFE  AllowFileTransfer AP XHEH Y
ZIBEHI M

MRE XM AllowFileDownload AP MR pigas
Bt EHE S| AllowFileUpload AR MR Y
RIETENITHET 28 EnableSessionldleTirfer KBRS BEA (1)
KiETWitESEsiEfE  SessionldleTimerlnteRval KIEITATES 1440 5%+
A =iEiTATes EnableSessionDiscorm@ectTimer =IEITETES 22 (0)
Wi =iEitedesiEfE  SessionDisconnectTimerPeriod SIETTE 2R 1440 5%
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} =r

AR

3% Windows Virtual Delivery Agent (VDA) 3z #F3&id B P #iB1R #hiX (UDP) 1245 4f, Linux VDA 7%
. BXFEER, BSNET AP BRI (UDP) LREHE .

AIUER LT Citrix $EE&I&E7E Citrix Studio HEREERIEEZITET S

o RETWITIIR . WERDXWTHIIERHISEHER B FRE

o [ETHITIIRIRE. RETHASIENREIRG. MRFJETWITBREEA, FREDZETIRENRBEIAR
WEIRFRA, IEREFER.

o BIFFEZASIEITIYER . WER DX IEENSIERGISEHERTE FRE

o BIFFERIEITISRIENR: IREMERNRIETHZ AR E)E]FR.

EERRIREN, FHARXEREEDEPRIT B

TRIENREIRGIZIEN, BER—FREESHB. BXRM, BERUTERHE: KREXAESHEE, BLARE
RERFATIRS. BESERTENRES, BFRHEAPRAUEETNITEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

A L7E Citrix Studio 7.12 ik EShRADE E L T 5HRER,

« MaxSpeexQuality

& (E%): [0-10]
BiAE: 5
HRES:
BIMRENPEN, SMETEMRA Speex FAFLEXN SIMEEHITHID (FSHASMRERRK), Speex 2—
MERFREDR, XEREERTHRNESESREEREITES. SHM—EIESTHRFELDRTRE, XA
FIEREMLAFE 2 EFF AR E. AZEEHE Speex fi3IIZ @I SEEE 0 2 10 ZEMWRESHIEH, &
BlHE, RS,
&= Speex RERBEESMREMHRRE (FSHSMETEMHRIRGIRE) EFERE Speex FREX S/MEE
i, MRBMREBAP, FIEBBATEHEL, XBERERFXRE. NMRSMRENE, FOBELTE
HIRI, XRFREREERIE, BRI Speex REARENKRR TERRMILEER, &iE Speex REHINAR
KIEFHTE LT &M

- F&F&e Speex |BE,

- HILRREFINFHRERS,
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HXIEE: FHRE. SMEERHERE
« PrimarySelectionUpdateMode
& (%2): [0,1,2,3]
#IAE: 3
HAER:
EERHURHBIT IR T RATP R EURN, BEAERERNS,
g BT Linux VDA B R iH LW TREAR T ERE 0] UEXN AR E R B, HEMEED:

Primary selection update mode

) esldup 05,78 SEwer 0s, 78

Desktop OS5, ? 9 Senrer 05,79 Desktop 05, '.-" 1 Sen-'er 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop 05, 7.13 Server 05, 7.13 Desktop 05, 7.14 Server 0§, 7.14 Desktop OS5, 7.15 Server 05, 7.15

Desktop OS5, 7.16 Server OS, 7.16 Desktop 05, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- EERNARTERAEEFE U AREEN EEH
Linux VDA EF EERN AL EAEHET L iH LB MER. BF I ENEEERNBTETEAREHH Linux
VDA LEHIBINER o
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- INEERABREEFEHEZF IR
Linux VDA EMERERNB T EREME A i LOEIIR. FFHE ENTEERNBEEEH Linux VDA
ERIBINEIR,

- BRIHEEARABTEEREMEEN
Linux VDA EMEEEANBR T EEHMEF in LR, FFHELENTEERNTEEREHNR Linux VDA
Mnd: LY

- EEABTEERNEZFIHEN LEH
Linux VDA LM EEENB L EEHEFin LAVEIGIR. B iH LT REABTLEEEH Linux VDA £
VIR IEETYERIAE,

BXIRE: BWREEADEHRER
« ClipboardSelectionUpdateMode

& (#): [0,1,2,3]

AAINME: 3

FAES:

HEEEREMEHPHIBEREE S8 JELIRERAIMREERNS, B IMNREREFEE “E
#”, BIMERIEEANBEERTF Microsoft Windows BIlkiRi&E, MEEENBS Linux s 2m—,

It EEBRiTH Linux VDA MiE P ik ERBIIEIREE AR T ERE 8] LIEX A Bk LB . H0MEED:
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Studiq

Setting
Users 3

Summg

Edit Setting

Clipboard selection update mode

Walue: | Selection changes are updated on both client and host « ]

-

-

Selection changes are not updated on neither client ner host

Use host

Host selection changes are not updated to client
Appl Client selection ch anges are not updated to host

Virtu changs are updated on both client and host O5, 7.1 Desktop 05, 7.5 Server
0§, % T T eI o, T ST =1 Desktop OS5, 7.8 Server 05, 7.8

Desktop O5, ?9 Ser\rer Q5,79 Desktop 0s, 7. '|1 ServerUS 7.11 Desktop OS5, 7.12 Server 05, 7.12
Desktop OS5, 7.13 Server O5, 7.13 Desktop 05, 7.14 Server O3, 7.14 Desktop O3, 7.15 Server 05, 7.15
Desktop OS, 7.16 Server O5, 7.16 Desktop 08, 7.17 Server 08, 7.17 Desktop 0S5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server OS, 1808 Desktop OF, 1811 Server OF, 1811 Desktop 05

Description
This setting is supported only by Linux VDA version 1.4 onwards.

This setting controls whether CLIPBOARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client's clipboard. Client clipboard changes de not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPBOARD selection changes do not update a
client's clipboard. Client clipboard changes update the CLIPEOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection.

Selection changes are updated on both the dlient and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

E3

ted only
Select

lancel

o e

- BERABTEERAEZR I LU REEN EEH

Linux VDA ERBIMERIEE AR LEEAREHE P in LRSI IGIR, &P i LR B MGIREE

Linux VDA EMIEINEHR,

- FNEEAREBEAREMEIZF I

RNEZBAREH

Linux VDA LW BIERIEERN R T EARAEHEF K EWEILER, BEFE EWEERIEERNB T EEHN
Linux VDA MBI,

- BFMEERABREEAREMEEMN

Linux VDA EMBIMEREE AR T EEHME P iE LR &P i RS IiRiERE

Linux VDA ERIEINEHR,

- BEABEERNER RN EEH
Linux VDA EREIEIRIEEAAR L EEMEF i LHBIGIR. &P iH EREIERIEEA B L EEH Linux
VDA ERBINEIR, Itk BAIAE,

BXIRE: TEREABTEMERR

Linux VDA Z#5BIMGMRIERE

NBEEEREN

REMERERND. Ei=Hl Linux VDA 5F P ik 2 BRI E SIFAENEITH, NI
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TENEEEREEABTERNEAN T EERNSENELIRENERNE,

fcE IPv6

November 8, 2021

Linux VDA 32#% IPv6 LUES Citrix Virtual Apps and Desktops fR##—%. FEALLIHEER, EFRUTEmR:

o WFANCHRIFE, BRIEEXNEA IPv6, TNER IPv4,
o WNER7E IPVAIMIEHREAT IPV6, Linux VDA 3% 1T.

BB

o BEANMKIFEMITN IPV6, MIERE ST Linux VDA,
+ Centrify 73544 IPv6,

Z% Linux VDA BY, REESRT IPV6 HITEMRISHRINIREES.

7 Linux VDA E2Z& IPv6

B4 Linux VDA NEEE Z i, BHFREN Linux EIMVLLFIZE IPv6 MEHiaTT. BT S IPv6 BBBE XA EM R
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

%% OnlyUselPv6ControllerRegistration i@ &4 1 7 &E7E Linux VDA EE A IPv6:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

IR Linux VDA &1 ML&EO, MELER ControllerRegistrationlPv6Netmask 5= BT Linux VDA £
REImLEREEO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" —-—force
<!--NeedCopy-->
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5% {IPv6 netmask} Hik n E AL (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ¢4 IPv6 SBEMIFMES, 1ESH IPv4/IPv6 255,

B

KRERA IPv6 MEFIEHER ping6 12 AD # Delivery Controller & a4,

Ao Citrix ZF&%0cgEitLl (CEIP)

June 24,2021

25 CEIP i, &4izm Citrix KZEZFITEURMNERBEREE LIRS Citrix =R REMMERE, i, EREN
BlAE# %% 5 Google Analytics (GA) LUBTHUE. SRt 4.

AMRIZE

BINERT, EBERE Linux VDA 2825 CEIP, XAAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRARE,

+ CEIPSwitch
BRZXEA CEIP AEMRIEE (BAME=0):
fii&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#k: CEIPSwitch
&: 1=%/8, 0=BA
FieER, CEIP 2 FEARKE.
AIUEE PG EEITUA T <R CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch

BRI GAEMRIRE (BIAE=0):
fiig: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP

£%F: GASwitch
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&: 1=28, 0=5H
KIEER, GARFRARS.
AR P EIETT U T e <R A GA:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "1"
<!--NeedCopy-->

+ DataPersistPath
EHISIBRERFNEMRIZE (BIAE = /var/xdl/ceip):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
&: FrRH
AILUBITA T ap @RI E IR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\

Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERRETHRIARZER,

M Linux VDA y5#9 CEIP #3E

TREHTWENEREENEETA, SEPFESEMREERTFNFAER.

RS R RINZ TR 588

i+ E# GUID machine_guid PR MEFREREIERIIT B

AD AR5 ad_solution RRITENBSEIIN T AR AR FRF
3]

Linux W#Zzhikas kernel_version RTENAZAR XA F /TR

LVDA fr7s vda_version FRREEM Linux VDA fRASHIX 2
FRER

LVDA & e & update_or_fresh_install RREESHREFLFHRLF Linux
VDA # BN XA F RS

LVDA =754 install_method Fro@EidfERE MCS. PVS, Bingi
HFHRERE T LI Linux VDA
RN EFERT S
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HiER

S&EBA HDX 3D pro

EEEA VDI &5
REXIFHIGE

LVDA £ Z/RS EREH B EhATIE

GPU 3
CPU W%
CPU i

MEBERERN

BERIE

Linux B ERFAMRMARZ

AR RIERTE

SIERRAY A

Receiver ZPimsER!

Receiver Z P iR

FTENIT ¥R
USB EEMit¥#

Gfx Rtz LR

ERRIE TR

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0S_name_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

iR

RTERETENLEEA HDX 3D
Pro X AFfF &
KRB RA VDI XM AF R &R

AL BN XSG BN EFR
&$

ctxhdx # ctxvda RREM X
EiEmeTE, XA
dd-hh:mm:ss, %0 10-17:22:19

RTITENE GPU %3
RTENS CPU AR EEL

& CPU SIRpFE =#8 (LWL MHz A
1)

RTYIERFAR NS (LLKBH
B11)
RS IR RN LB
& (BERFENER) WRIEHROEHR
RITEN Linux 2ERSKZ A
ARASEI XA F 7

TR MEIREV IR 21E

RTBHNRIENTREN AT
& £@E <appname>

BT RESIENEME, — P 2iE
AIE ZEREYE], ERRIERTIL
W E
BFRENERIFHENSIERFERN
i)

KRBT EIEIERN Citrix
Workspace [z Fi2F I B HYEE$K
RTATFRIRIEM Citrix
Workspace [z F#2F IR SIS 2
FRER
RINRIEFEAITENTHRER R BB 2K
RIARIEER USB I8&HIREAVEE
#
RESIENERRHIEF LB A
FRIER
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HiES ERRIZ IR 588

E- A shadow_count RIASIEWER BRI EEER

BRERES ctxism_select BERAPEENAMEESHNAE KT
o=

BREREEMITE scard_redirecting_count REBRFREEMATRIERNAR
FHSIEERAR BHIRIERRER
ByEE K

fifE USB EEM

April 21,2022

USB 1&#&7z Citrix Workspace A#2F5 Linux VDA SEZEIHRE, § USB REEEMIIKERS, AP UE
fERR A ERER USB & MEERTE.

e

HMLBIERETF 100 2508, FHAVZIWER USB EER. HMKEIERET 200 26, B776EH USB EEM.

USB EEmB&=1"FEHEIIEE:

* FHRIE A (VHCI)
« VHCI BR55
« USB BR%S

FFiE VHCI:

XE5 USB EEMINAERE T BT IP WERLER USB REHZRS. B Linux RZEEFEM—LAPRREA
Y, XEEFEEERIIS NIZIERNTE RIS LIRENFRE USB #B, £ Linux VDA 23, Citrix A VHCI BIRZIRED
. 182, Linux VDA 5 Citrix Workspace R F#2F 2 [B#9FrH USB #uBEia#Rii &z Citrix ICA thiXH#a
S

VHCI fRs5:

VHCI Brss 2 Citrix e itk 5 VHCl MR RBENFRIRS. 1ARS 7Y VHCI 5 Citrix USB BRSS ZiEBIRI X,
USB Aks5:

USB BRSS#E% FEIE USB 1&& LAFRE RIMEAMEURERRY Citrix IR,
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USB EERMIIEAT

BEBRT, MR USBIRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREBNFEATERDN Linux VDA £i%, USB RERMTEREFARERER, BELREREHHIE
12, WMRHKRRMIRENIER, &N Linux VDA 2IETEEAEEMM USB %%, HR USB iREMEEM, BR
RIRIZFH EREE RS,

Linux VDA 25— Al EEMEZFIHMIMNEFHEEMN USB 8%, I, EmEHRE (CHR USB #i)
&, BRAMAELLAE#EE, MERHITEMEMESR,

X#H USB &&

THIEEBEMIAZIFL Linux VDA irds, AILEEFREMIESE, BEEINME
AR

Linux VDA {%3z#5 USB 2.0 ¥

USB ABE=FHIEE VID:PID XHRFE
Netac Technology Co., Ltd 0dd8:173c FAT32
Kingston Datatraveler 101 Il 0951:1625 FAT32
Kingston Datatraveler GT101 G2 1567:8902 FAT32
SanDisk SDCZ80 iXz3rEh28 0781:5580 FAT32
WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB 3f&{Y VID:PID

Epson Perfection V330 i85 04B8: 0142

icE USB EEM

B Citrix ISR R TR ANEA USB IREEEM, Ittsh, EaILUEEA Delivery Controller SBSIEE R &L,
7 Linux VDA BCE USB EE MY, J5ECE AT EREEFIMN .
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« BPi% USB IgEEEMERK
« B USB iREEE@MNY

B USB EE MK

7z Citrix Studio #, BA (HER) 5FFiHziEs USB R&EEER ((RPEIIEHEEN).
TR EIEES:

1. EEAW.
2. BEWE,

Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

(®) Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped
¥ Details and related settings

Enables or disables redirection of USE devices to and from the client (workstation hosts only),

Related Settings: Client USB device redirection rules

& USB EEMHMN

B USB EEm%es/E, A Citrix Studio IRBEEMMN, HERIEEAN (FIEL) 7£ Linux VDA LIERHIL
B’
£ “BEPFim USB IREEE@MU” SHEEH:

1. SEWMBEANEEMN, REHEELTINER.
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2. gl (4REE) MG, REHRE.

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNAEEER USB EE@EMEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1932 VHCI RIZARIR

USB EEm#k#ftF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERROEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIERM Linux RITHRAZHITRIE, BRTR:

ZHFH Linux Z17hR N EATTES

RHEL 8.3 4.18.0-240.15.1
RHEL 8.2 4.18.0-240.15.1
RHEL 8.1 4.18.0-240.15.1
RHEL 7.9 3.10.0-1160.21.1
RHEL 7.8 3.10.0-1160.21.1

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 241


http://support.citrix.com/article/CTX137939

Linux Virtual Delivery Agent 2104

T Linux %1ThR AT
SUSE 12.5 4.12.14-122.63.1
Ubuntu 20.04 5.4.0-70
Ubuntu 18.04 4.15.0-140
Ubuntu 16.04 4.4.0-206
Debian 10 4.19.0-16

5E

MREEITENBAZS 7 Linux VDA MEZNIREIZF &S, USB BRSAIRET AR, EXMERT, X4
e B S VHCI MIIEIREY, 7 eefEA USB EEmINEE.

HIAERINZS Citrix IEMIRRET —5K

FEL1TL, BITUTHLKBANZRE B

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

MREBLBITALY, MAREIRERINMNE, BhAES Citrix REFRIR—HK,

MRGBLEITEETRER, WARS Citrix BRF—, BMEHWE,

5

B VHCI IZRR

WMRISHWRIZIEIRS Citrix BARESF—, BHRITIUTIRME:
1. M Citrix THuE= T# LVDA B3, % Linux Virtual Delivery Agent (sources) Z9 & &894,

2. fRE4E citrix-linux-vda-sources.zip <. $f1Zl linux-vda-souces/vhci-hcd-1.15.tar.bz2, 3
A tar xvf vhci-hcd-1.15.tar.bz2 2% VHCI SR

3. BEF A Module.symvers XHHZRZIER, KBTS BRENZLHHRIBEND Linux 217
kel Module.symvers:

RHEL/CentOS:

yum install kernel-devel
<!--NeedCopy-->

SUSE 12:
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zypper install kernel-devel

zypper install kernel-source
<!--NeedCopy—-->

Ubuntu:

apt-get install linux-headers
<!--NeedCopy-->

e
MRREMI, BB XU T XHRIRIZHFFE:

Jusr/src/kernels/3.10.0-327.10.1.el7.x86_64

4. 7£ Jusr/src/kernels/3.10.0-327.10.1.el7.x86_64 Xtk HiAEEFE Module.symvers X, 1R
EXHRPEBIXH, F (B RIRFEITUTHS: make oldconfig. make prepare. make
modules. make) MEBRZLFKEULXH, &M [usr/src/kernels/3.10.0-327.10.1.el7.x86_64-

obj/x86_64/defaults/module* £%1tt>x 14,
5. BITUTHSURERATE,
RHEL 8. CentOS 8:

yum groupinstall 'Development Tools'

yum install elfutils-libelf-devel
<!--NeedCopy—-->

RHEL7. CentOS7:

yum groupinstall 'Development Tools'
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10:

apt install build-essential flex bison libelf-dev
<!--NeedCopy-->

Ubuntu 16.04:
apt install build-essential flex bison

<!--NeedCopy-->

6. £ vhci-hcd-1.15/Makefile xf#h, Bt VCHI &9 Makefile, 3% KDIR RBEAMZER:

#KDIR = $(BUILD_PREFIX)/lib/modules/$(KVERSION) /build

KDIR = /usr/src/kernels/3.10.0-327.10.1.el7.x86_64
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<!--NeedCopy-->
7. EXfHE vheci-hed-1.15/ &, =17 make L VHCI Rz,
AR

MEBEWERIN, WaEXHEFE vhei-hed-1.15/ #8liZ usb-vhci-hcd.ko # usb-vhci
-jocifc.ko,

8. BRI RAIHIENESR: cp -f usb-vhci-*.ko [opt/Citrix/VDA/lib64/
9. E¥ A5 USB RSS!

service ctxusbsd restart
<!--NeedCopy-->

10. FHEHEHERZIE £E USB EEREEIER.

fRRANIZAT R

ERFENZEE VHCI IR AT RS I LA TR

o ARESHI implicit declaration of function ‘copy\\_to\\_user %8, &%
RTENRREE:

onsb—vhoci-jocifoc.c-216:5: implicit decl m of function ‘copy to user’

ZHEREHATARTWEAXGELRET AR BRA5Z%: ¥ #include <linux/uaccess.h> 177510 2
vhci-hcd-1.15/usb-vhci-iocifc.c s,

a

ARERHM ‘driver\\_attr\\_debug_output’ undeclared#i®, EE2RNTENRESH

/R

‘driver attr debug cutput’ undeclared

YARZBROFTESR, BEMEIR BRA%E: 2H vhci-hed-1.15/usb-vhci-iocifc.c#
vhci-hcd-1.15/usb-vhci-hcd. c X DEBUG MZEE Xo
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« T BE & H WM ‘make[3]: *x* No rule to make target 'arch/x86/tools/
relocs_32.c', needed by 'arch/x86/tools/relocs_32.0'. Stop. #i®, &
SN TENRREE:

fig Kconfig
rget 'arch/x86/tools/relocs_32.c', needed by 'arch/x86/tools/relocs_32.0'. Stop.

pe for target 'archscripts’

linux-headers-5.4.0-1031-azure'
cc'

1 reci
[testec] 2
ng directory '/home/admin ratorl/1linuxvda-vhci®
37: recipe for target 'conf/us 1.config.h'
[conf/usb-vhei.config.hl

RS ER, A vhci-hcd-1.15/ BRERTHUTH SR SUBDIRS=$ (PWD) &ign M=$(shell
pwd) :

sed -1 's/SUBDIRS=$(PWD)/M=$(shell pwd)/g' Makefile

sed -i 's/SUBDIRS=S$(PWD)/M=S$(shell pwd)/g' test/Makefile
<!--NeedCopy—-->

e WRE 2 H M ./include/uapi/linux/stat.h:30:17: error: expected )’
before numeric constant
#define S_IRUSR 00400 $#i2, #FE&N TENREHE:

In file included from ./include/linux/stat.h:7:0,
from ./includes/linux/module.h:18,
‘home fadminis orl/vheci-hcd-1.15/usb-vhci-hed.c:24:
at.h:38:17: error: expected ‘)’ before numeric constant

vhei-hed.c:1312:34: note: 1n expansion of macro ‘S_IRUSR'
| 5 _IWUSR, show debug output, store debug output);

Run the following commands to work around the issue:

sed -i 's/show_debug_output/debug_output_show/g' usb-vhci-iocifc.
c usb-vhci-hcd.c

sed -1 's/store_debug_output/debug_output_store/g' usb-vhci-
jocifc.c usb-vhci-hcd.c

sed -i 's/static DRIVER_ATTR(debug_output, S_IRUSR | S_IWUSR,
debug_output_show, debug_output_store);/static DRIVER_ATTR_RW(
debug_output);/g' usb-vhci-iocifc.c usb-vhci-hcd.c
<!--NeedCopy—-->

s HBES I ./arch/x86/include/asm/uaccess.h:433:29: error: invalid
initializer
__typeof__(ptr)__pu_ptr = (ptr); \#i®, E2ITENRESE:
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In function ‘1oc_register’:
1d 1nitial

:2: note: 1n expansion of macro ‘_ put user_nocheck’

tr)))(x), (ptr), sizeof(*(ptr)))

torl/vhci-hed-1.15/usb-vhci-10cifc.c:219:3: note: in expansion of macro °_ put user’
r(*\e*, arg-=bus_id);

As a workaround, change the 219 line of the usb-vhci-iocifc.cfilefrom __put_user(
'"\0', arg->bus_1id);to__put_user('\0', arg->bus_id + 0);.

o TgEs M error: ‘access_ok’ undeclared (first use in this function
)
if(unlikely ((_IOC_DIR(cmd)& _IOC_READ)&& !access_ok(VERIFY_WRITE,
arg, _IOC_SIZE(cmd)))) g, B2N TEANRERE:

/root/linuxvda-vhci/usb-vhei-iocifc.c:963:46: ‘access_ok' undeclared (first use in this function)
if(unlikely(( TI0C DIR(cmd) & I0C READ) ! k (VERIFY WRITE, arg, I0C SIZE(cmd))))

./include/linux/compiler.h:77:42: note: in definition of macro ‘unlikely’
(= a)

# deTine unlike {

<) _ builtin_expect(

Run the following commands to work around the issue:

sed -i 's/VERIFY_READ, //g' usb-vhci-iocifc.c
sed -i 's/VERIFY_WRITE, //g' usb-vhci-iocifc.c
<!--NeedCopy-->

fi#)R USB EEM AR

BIRBATHNERRREEMER Linux VDA BRI 82 BRI E Fhial,

TR EERA USB Hif

AT IFM Citrix Workspace R B2FEEBMFETA USB Hiai# TiAnEs], Linux VDA RBEENREEIA XL

8%, WRABMEETREIHNEERNSSE. BEit, SEEENRNAFR FEHHIZE,
4 .

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK
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fEi- B USB RiSET SO E 5

IR USB MEETEMIRFEHZREBOZME (fln, EHE LelR—LxH), ARLBMER Citrix Workspace
NAEFNIAREFLEEER, WEEHHEIBNXHRIREER, HIRLAERRNERHIET ARG, &%
EXHRATFERNEFERF. REHRTNEEERS, MREMA Citrix Workspace ARFHITAZELEEER, N
REREGEERNERE, NMSEEBIEER. ATHRRIEE, BEELXRERRS S RBIERTE#]E, AR
BfFl USB EEM,

F ]

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel7dwork ~1%
[userl@rhel7dwork ~]$ sync
[userl@rhel74work ~1%

Citrix Workspace M BiZFH T AEHELILE
B, EATsE=ER Citrix Workspace B ARFHIEEZFEETIHIEE, XFRFEFHT USB EEMA, MEEE
ZinRR, IEMIA TSI

« REEEECEN AT USB EER
o NWIZRREEHRNZRS

e | B p P .

Home Ctrl+Alt+Del Preferences evices Full-screen Disconnect Shortcuts

AR

REEMEEEAT Linux 89 Citrix Workspace M BEFHARAI A,

% USB ig#&7z Citrix Workspace BEZFHNTAEZHER, BXLGEEHIIEZRIEREN, EEMARK

HIHLLLREREY, FHRITLATRE:
+ BCE Linux VDA HBELUIBREEM.

o BEREE Citrix Workspace M BREFHEMERTEREE T M HMEERE, BREIMRBEDH
DeviceRules, RIS EKRIELIIAIZIGE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB
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BXFAER, BESHARFL
x & How to Configure Automatic Redirection of USB Devices (J1fAIERE USB & &M BMERER).

USB igEEMINEER, BXEERIEPEA

BEBELT, REEEMZ 2R USB &, HttREREKEEMEIER Linux VDA £i&. XN TFEIMEEMRAMIKR
&, WRAERS [dev BETEIZAFRHAENTR. BR, AREEUUNRINERREREHDEFHMERERE, MRE
RIAE (BIEAN) NEMRELENE, BHZIRENNZIFR R R,

AR

WNRZ USB Ikzpes, Linux VDA 2EREEMRFHE. AR (BIRRECTHAEE) TRUITEFEMEERF]
Wz E. REBERZFHEETIRPHIZE T EREEME L.

ERIER SN

July 8,2021
Citrix BB S NRES INFIE ZFM Linux F&8, SIETRMEEIAE R TLATFERARS.

SIEA T B EME RN EEEINERE ICA 2iF. EXREURENEAEE, BEBREF KEEMERENSIED
M

AR AMERT, BEREAEEERCRNRIERAXAHE. HTFReER, RINBNERA TLS %, §X
TLS mERIFAES, B2RER TLS ®RIFAFR 5% 2,

[T
Citrix Studio I E

A L7E Citrix Studio FASIETEMIGE M T HRER:

o RIEAISEMEER

o RIEAIFEMERN

s EAEMERAS

o EfniEE Ul BEELRS

BEXEMER, BERSIETEMRKISENE A isE o EMERRIKILE,
AR REREUREEENZIETREMIROSRIE, FRILIAFZHEE) VDA BRSSH HDX ARSS, UEIREEK.
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Linux VDA 8988

- BRIZEAKIETSEE TCP (il

AIANBERT, EiwOD 2598 EEAMMIA=IEA M TCP ffilrss. BRI, BETUTHS.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UFEREEN. BA TCP iR FAaBASER RN, Men@Ed Eteiirss (Fm SSL)
REEAEMN, fiiREEIEAREERRIRER T %8k,

ERIUERAUTHLRERIFETELHROS (WIKOS 2599 K.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
_d n2599u
<!--NeedCopy-->

EE: BENBH HDX RS UEIRBE M. WRE Citrix Studio PiEIEREIGBIRE TiHOS, WKL Linux
VDA EBVIRE, R VDA LRI ASSEENARILETIREROGRMNERE.

o BRS3EBREIE P inREHECHIRSE 8] EIFR

SEFEEER (I, RERIFEE. REREEH) B, £ Linux VDAl ICA BR iR Bl A FER1ER] S RIFEDD
REEHE. FRIFWEMRESEEBTFRNEFIGERNEME, MREFHEEWN, WEERE, BIRFPHEMER.
g BEERBRIFEN RS ER ZEERINT . BRINER TREELLE, EXNERTERESE, BTUTHS (U
10 #Af),

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIREIARSS B3 RFHETHIRSE 8] EIFR

g EIREM ICA BFiR&ZXE Linux VDA BIESBEFEESNRSE S Z EIEIRMI ., BRINERTREELIZE. B
WHEHITRE, BFEITUTHS (L 10 #H6l).
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"

-d "10" --force
<!--NeedCopy-->
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HEHER

BERBKEERREAIEME, TEBHRIE.

ERRRILIRNE, FEHRITUATRIE:
1. 7 Citrix Studio B RIERBRARIEANRMLS, ESYRILINFEREE) VDA BRSH HDX BRS.
2. ZVDA £, BITUTa<UERIESET SRS TCP MIrS2E ETIETT (LKA 2598 Jfl),

netstat -an | grep 2598
<!--NeedCopy—-->

MR=EAIEM RO LA TCP fiRgs, BnTU T < BRI,

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy—-->

MR

September 1, 2022

BJLATE Linux ESEES N ARFSIEPEAREERE. REESECWANBFRNTERN 2 RHRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIhEEEA T RHEL 7.8, RHEL 7.9, RHEL 8.1, RHEL 8.2, RHEL 8.3, SUSE 12.5. Ubuntu 16.04. Ubuntu
18.04 #1 Ubuntu 20.04, i&fATF i0S #1 Android #9 Citrix Workspace M B2 Z3F1% I8k,

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio #, ¥ BEmERREAKKIZER AT,
3. (AI3%) ¥¥F RHEL 7 #1 CentOS 7, BT TH<IEZEEMARL (IBus) BREREIA IMBRSS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANRERELERIFIETEEEREF YR RIEEN.

PRI

ZINEETE Google Chrome, LibreOffice M E MR A2 T A RETCIALE i51To

EEFHRENREEBRETE, BREFHATER, ARBRRETHIEATR.

£ Web FBEEFM—MRANFRRIBES—MANTEREN, RERETEFET. BRI, BRI
BMAFER, ARELEEFHATR.

EThEEFRZ#F Unicode FRANFTFR (53, FX. BEBMEHEFH).

RREBFEATERBANTR.
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s RBEROUESSHNBAFTRES. EXMBERT, BEINAEFEONR LDRSRERELFMAFRB RS
(1L SEVA=1

+ BT Citrix Workspace R #2FH Huawei PR BRI Z BIfFERA MR, FIEMEEETYIERS, WR
B2 ERE Huawei FiRER L.

ERimmNEmES (IME)

June 24,2021

5%

B IME IARFTFR, flhx. BEMSEIEFR. BI5EFH L Citrix Workspace T2 FREH
£ IME (%30 Windows 7s#]l CJK IME) SBALLEFF

[
Ik

f£% % Linux VDA BY, =BEzh&REILINEE,

ERER

FRETF Citrix Virtual Apps 3¢ Citrix Virtual Desktops i%.

RIEFEEEF K LERERNRN AU BERE iR IME 2588,

EA0ia)

o BN E Google BFRISHETIE, FREEAEF I IME HEEERTRFRANFH.
« FARTE B FRPBHEAEF K IME 1588
+ IME AP REA RN RIE AT,

SZEES=EL N

April 21, 2022
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B Linux VDA ks 1.4 2, Citrix FilT WER BN AREFNIF. APAUEEE Linux SEFENER TR
FREM Linux M EER.

B2, BFESES Linux SEIRERESER, B, Linux VDA EMAMEBESE=NFELAGHNARFRIH. A
b, BREEUFE IMERIES (B0, X BiEsFHE) BAND. TAREFRIERE, BRUTEERERE
Z a4k,

AT RRRXLER, NIRRT ANEATNBREFRHIESE. BIESE, APAIUENAREFSEHRE
WERARSS 8% IME LURERERR Z BTk,

icE
TRILUER ctxreg SSARFRANZAIIIE GHABRTER). 4% Linux VDA BRS3 238 ETHEEECE R A F1E1%
VDA EAHBIFIE N ARERF.

EEEMRIA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 3
7% DWORD,
EERItINEE, WETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000001"
<!--NeedCopy-->

EZAIINEE, WETUTHS
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE \SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0

x00000000"
<!--NeedCopy-->

fERRBER
FERE &,
1. B8

2. HRALIERXFMANEL TN ARERF. EREPVAEFZIRERESIZ.
3. MTHIRBEPERKFMIES LAIMAERIES AR
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o fr L ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4., MNTFhigamiksR IME SiBEHE,
5. EAMEN IME HERGREENES.
PE =

« £ VDA IRBEE= L EREEA B, EREERTT Citrix Workspace R AEFHE P s EEAHE

FIREER.
« WU accountsservice B ALEIRRA 0.6.37 EShRAS, 7 HEXKIGMIBES I HEEFRIT
"E,
= |T| Region & Language ‘ Login Screen ‘ - b

& Tanguage English (United States)  —=»

Formats United States (English)
Input Sources | Options ‘

French

German

el -] =l

SRETRRED

April 21, 2022

IU#6, Linux VDA FIZE Fi%igE FREH B4 AER. i, NREFHEE CWREGERM TE BN E
i, 1812 VDA LkEH, REERMSHATMHIFLEE, EE VDA LERH SHiE .

Citrix B3 H5hi VDA WREH B SEF HRENREHERAS RRAILAT. TLANE Bt LNREHRE
44, VDA BEEERS I HAIEEE,
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AR

AT HTML5 #9 Citrix Workspace M BREF RS BE GBI hEE,

[l
RINBERT, hSHERRERTINELTR2RARS. EERANZALLIEE, HETFIHEREERERTSH IME SGHINEE
HBg, i@ ctxreg LRARFREETME.
AE
EFIRERABERTSH IME BUHIHEERIRMM AR S TEMRIGE, TUNAEEEENEPTENIT R,
REPMFIENR, A% Linux VDA LR EMFRIEENBEIZ VDA EHFIESTE,
« RERFIREERBERTSH IME BUHIHEERIE S A2 ASRERRRT .

1. 7£ Studio A, HRREE, AEEFCIREK,
2. BREFHREHF/EDM IME BHEERES,

Create Policy
Studio Select settings

!_[AII Versions) v ‘ All Settings " 1 [ Keyboard Layout SyncT X I
Settings: 0 selected [ View selected only

Settings

) » Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

3. REHRBBIFEZURER,
4. REHR,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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ERAILINEE, BETUTHR<L!

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,

N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

ZFin IME AR RERS

April 21,2022
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R

E5hE, B IMEBRRE (BEEEEOMNREEN) EFRBAELA. NIRRT, SNEEXFRAK
BRI AARIRIT |

Composition and candidate windows

Text input area

Citrix {2 Te] B, H#E—FRETEF K IME WAFKLRE, WTAR:

f#©) ~ @A

72 < 8

(IHsdissdessdiss danss df
==

TARS

=

FHHE

N

Ctrl + Delete to remaove this candidate

ZIhRERERTF RHEL 7.x.CentOS 7.x.Ubuntu 16.04.Ubuntu 18.04 #1 SUSE 12.x. & F Windows
#1 Mac &9 Citrix Workspace MAB#EF L%,

E7E RHEL 7.x S EIEHRERZINEE, ¥BHE IBus, i, ¥AFRREmESRENEE IMEBANIES,
5% GTK_IM_MODULE=ibus 7zl ${HOME}/.config/imsettings/xinputrc scft,

ZINRER BhRER, BELNBRAIZINE, FTHERE.
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BRMZRZIEE
RIANBERTREAZF G IME AR RERDS . ERANEALLINE, HEEEFIRRERFBEDSM IME S0#IHEES
Bg, sl ctxreg SERRFREEEME.
AR
EPmERTH/BETH IME BUETIEE RSN Mt Aa T EMRISE, AIUNAREIEENEFPMITENT R,
SHRHIFEXR. A% Linux VDA EATEMRISENAEIZ VDA ERFrE =R,
« KEERFIRBEHRERLSH IME SO IhRERRUB AR EAT i IME AP REED IhEE:

1. 72 Studio ¥, ARPHEE, AEEFCIRER,
2. BREFIHREEHF/ELM IME UHHREREE,

Create Policy
Studio Select settings

:7({\[' Y%ESI‘GHS) | All Settings ot I Keyboard Layout Sync] X I
Settings: 0 selected [] View selected only

Settings

! ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Summary Not Configured (Default: Disabled)

Cancel

3. BERBRMZNER,
4. REHRE,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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ERREINGE, BEITUTHL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

HDX Insight

April 18,2024

ik

Linux VDA 843325 HDX Insight 118, HDX Insight 2 Citrix Application Delivery Management (ADM) #9
—&85y, EFTEBARE AppFlow, @3 HDX Insight, IT aJLUR#di@E Citrix ADC 5k Citrix SD-WAN [ZF
12 mLHafEEe Citrix ICA BERIFRENRIFAI NS, MMERSHHABAER, BXFMES, S HDX
Insight,

RE

RERBRGEFTERE,

fERER

HDX Insight 1§55 #fri@ig Citrix Workspace R ATEF# Linux VDA Zia#y Citrix ADC 1£:&#9 ICA B 2. Fie HDX
Insight #2395k B NSAP EHLEEHUKESES X KE, NSAP BINBERALTEARES.

a2 D3I BMER NSAP Eil@E:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
-—force

<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->
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HEHER

FERMEABIER

AR NREA:

+ HDX Insight RIEHEE,

fgn, 7 Citrix ADC E/Z/ AppFlow, =t#7E Citrix ADM EEE T REHAY Citrix ADC 324,

o £ Linux VDA k=5 ICA = EHNEE,

ps aux | grep -i ctxctl

MR ctxctl kiaf7, BHESEBRBKALUA Citrix RS,

RERMEANAEFERER

BWIARSRRAT TEEINEE B TENBEF R T —ERBYE,

Rendezvous Y

October 9, 2022

f£fEF Citrix Gateway RS HIIFIEH, Rendezvous il st iF HDX &iE4%:d Citrix Cloud Connector HigR %
#hiE#Z3 Citrix Gateway RS

R

fE A Citrix Workspace # Citrix Gateway BRE a1,

=)@ Citrix Virtual Apps and Desktops A3 (Citrix Cloud),

Linux VDA fz7k 2012 B Sk,

£ Citrix B8 /E A Rendezvous i, BXFMER, 1ESiH Rendezvous iV HEEEIEE,

VDA &3¢ https://*.nssvc.net BHHENR, SEMREFiE. NRETLESZAIGHE T
FINBARE, BXAFER https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, %A Citrix Cloud 324 (#£ Virtual Apps and Desktops BRET7) B Internet EZEERE 2T
IR E CTX270584,

ERE=IEE, Cloud Connector &% 73k BY VDA # FQDN, E LItk B 1%, B RS/ A DNS f@f:
& A Citrix Virtual Apps and Desktops i 2 PowerShell SDK, =178 % Set-BrokerSite -
DnsResolutionEnabled $true, %3 Citrix Virtual Apps and Desktops iz 2 PowerShell
SDK BIiF4E 8, 155 SDK#1 AP,
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5B

Rendezvous thiX A #HEAREHEXRIE, EEAMNNRIE, HH#4EA Cloud Connector £ ICA &,
MEEAT Rendezvous, #H VDA EixE#EHiA Citrix Gateway BRSS, M VDA #[a1iE2i&@id Cloud Connector
A2 HDX =i&.
MREHBAEER, BREBETISBRIIERIEEMEA Rendezvous:

1. £ VDA LEnhims.
2. &fTsu root -c "/opt/Citrix/VDA/bin/ctxquery -f juStdP",
3. RN HE R

« TCP Rendezvous: TCP-SSL-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
« @ Cloud Connector {¥2: TCP - CGP - ICA

TE#HRT Rendezvous E#ERZ, BIRBLE T RRIE.

1. 413 Citrix Workspace,

2. 1z Citrix Workspace F#NER,

3. IREEAAH Active Directory, Citrix Virtual Apps and Desktops BR$53& /A Cloud Connector i&i&
@i Active Directory &R #1TIEIE,

4. Citrix Workspace &7 Citrix Virtual Apps and Desktops BR$3 I &= R,

5. M Citrix Workspace #i£#Z#& 8, Citrix Virtual Apps and Desktops BR$3 @ VDA %2—&HEE, UER
BANREMIT S

6. Citrix Workspace # ICA x#&x%I82 Citrix Cloud £REH STA EiEHH =

7. mauEER Citrix Gateway RS, #Rf#iEESI VDA MZIE, Citrix Cloud ¥3IE%EIE,

8. Citrix Gateway BR$5 1§ % # 15 8 2% 3l Cloud Connector, Cloud Connector #iEiEE &N A Ren-
dezvous %%, HigEE %% VDA,

9. VDA #1715 Citrix Gateway ARSI EIZEE,
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10. R FEAE VDA 5 Citrix Gateway RSz Bl BigiEl%, VDA ¥i&id Cloud Connector RIEBHERE,
11. Citrix Gateway fREEH=S VDA ZalEiEE,

12. VDA i@ Cloud Connector {&Eh Citrix Virtual Apps and Desktops AR IIEE ¥ AT3E.

13. Citrix Virtual Apps and Desktops fg33&id Cloud Connector A VDA &ZEIERE, XEBHKEMN A,

Epcivaig

April 21, 2022

BiEn &z Citrix Virtual Apps and Desktops BB aFl. IEMEEER, BEAT BY, SGH T HNHAE
FRZEM, FATEEYEMATIES WAN # Internet EZh B4 ER, BXBENEHNIEAREE, B2HE
SETVAEZ =T

BRBENEE

7z Citrix Studio /1, i HDX BERFHMBEIKIRE N ERTERICHEN. ERBIALFERRES,

o Hit: RAEFEAET Enlightened Data Transport (EDT) BB &R &4, FHEHEE TCP,
o 2lr R BEIBE EDT, HE2MAELRE TCP,
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HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

MG Diagnostic mode  aliGEILUE
Virtuaroemveryagere s server 05, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and

Framehawk.
B HABIEMNER

BERRBEERN SR, 1&7E Citrix Studio #i& HDX BEREHIRERIZE X,

MEELRAT BENEE

210%E UDP filrRE & EEETT, BBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERRERT, BHRMTFUTHT.

1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
2
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udp 0 0 :::1494 388%
<!--NeedCopy-->

EDT MTU &I}
EDT BRI SIER AEBERAEREN (MTU), XEMAT U IEHI A SEIEAE TR T ZBIISIEN EDT #
EEEA,
RIEEK:
e Linux VDA 2012

« EATF Windows 89 Citrix Workspace M B#2ERF 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBERARIERSE

MREAAFUINREN T P IR T ATARE, BFSRMIRFOXE CTX231821, LUFAT @A XNAEESSEIRR
HNBEX EDT MTU,

==}
=

R4

AMRFEFHLSHT RN, ARSETEENRERERS, Citrix TERIEIRIMREEREHFES
HHIBRIR AR 1T LURR, EREMRRIBESFEIENIG, ERIEIMERZE, BSLEITEND.

72 VDA tEA=EH EDT MTU &I

ZFINERT, EDT MTU XM FEARS.

« EEAEDT MTU %3, BEFEAMUTHSIZE MtuDiscovery iFMERM, EF/E6) VDA, REERF VDA
AR

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« EEZHEDT MTU £, &g MtuDiscovery FMEE,
LG EEITBENEENER, ¥INSIRNEFIREENFRERIE,
EHIZ s LA EDT MTU 23

B LLEETE ICA XA MtuDiscovery 88, EEM S FAEEES EDT MTU 230, BRAIIIE, &
#£ Application 54 Fig®E U FE:
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MtuDiscovery=0ff
BEHBAILIhEE, BEM ICA X4 fiE MtuDiscovery 88,
5E:

ZEL ICA X2 1EMA, 1572 VDA £BA EDT MTU &3, Rk VDA £EA EDT MTU &3, M ICA
XHESHTKo

5 Citrix Telemetry Service £5%

April 21, 2022

it 5 Linux VDA #- sy Citrix Telemetry Service (ctxtelemetry), & LLiE1T Citrix Scout, SAEER
Jopt/Citrix/VDA/bin/xdlcollect.sh #zskurgEH % Linux VDA BB E,

£ Citrix Scout - X
Collect 0
Select or add machines to collect data from:
+ Add machine Filter by machine name Q, ‘
Name Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[0 rggbe-lvda-2.bvi.local Linux VDA
[0 rggbe-lvda-3.bvilocal Linux VDA
] rgghe-lvda-31.bvtlocal Linux VDA
[ rggbe-lvda-5.bvt.local Linux VDA
[ rggbe-lvda-6.bvt.local Linux VDA
rggbe-lvda-a.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvtlocal Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
AR

M Linux VDA 1912 B RiRAEFA LG, DREHiziT /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix
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Telemetry Service (ctxtelemetry) T2, BXXLETEMNFMER, BSABRMNEE,

BAMEA Citrix Telemetry Service

sudo systemctl enable ctxtelemetry.socket &n<,

 ERRA%ZRS, BIET
A sudo systemctl disable ctxtelemetry.socket,

« BERRZRS, FiaT

g1 Ol

Ryin)

U [

ZHAERT, Citrix Telemetry Service (ctxtelemetry) 8 TCP/IP 0 7503 fifft Citrix Scout. ©fFA Delivery
Controller E8 TCP/IP #1O 7502 5 Citrix Scout #1T&(=,

ERE Linux VDA B, aTUERABRINGOFRE BT U TEEER KO,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAiHOR 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @E89i ., BAIAMKOA 7502,

E7ERE VDA EEIHO, FHRITUTRE:
1. EFEHATFSE Scout BEMIKA, FEITUTHES,
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. BEERMIF Scout WEEFIRO, BETUTHSLUITHHEE ctxtelemetry.socket XX,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTaLUERBHERFIRO.

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy—-->
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4, TER5AIEECE SRR,
a0, REEAME Ubuntu %17k, 15517 sudo ufw allow 7503 &< LIS AR 7503,

IR
R Citrix Telemetry Service TEZFMEAA RIE1T, WEIABARRERRBERE.,

1. EEAEREKER, BEITUTHSUITH ctxtelemetry X, #AE% DebugMode EEEA 1.

sudo vi /Jopt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy—-->

ELRGIFR, ATLLUETT AT a<$RIELE Citrix Telemetry Service,
sudo netstat -ntlp

Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEE &R Linux VDA #1£ /var/log/xdl/ & #
telemetry-debug.log,

AR S5 F AT E]

HIAEEFRON systemd FirEFBIABSIHER L EFR, Citrix Telemetry Service MM FEIERES,
1X1E M Delivery Controller £t BEWEIERIN BRI, AERETRE, RESFFMIKEISER, FHENER 15
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o, MRLBEEMEEBER, WSBREL, AILET A T anLEEFFIE. &/IVEN 10 D%, MRIKENENT
10 7o¢#, Ms/ME 10 DHRFER. KREFFNERE, SELEAENBRS.

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

<!--NeedCopy-->

FOIEM
EFRBEESZE, WENNEHEENES S BN BHIETT. XENHFHFRBRXLEER, WMRESITHENN

MIAKW, Scout BET—FHEE, RAUZBINNEIERERE, HXEIEVAMIFAEES, 521 Citrix Scout XAEHRILE
IEN BB 53

5 RS

June 24,2021

pu

WEREHENRFRIE T IZWRE, HEARRETHBFRFR. “SRIEE IheEUEWIETIE, RERINEEEIANT
Linux VDA EH.

ficE

ctxlogd s#ri2FM setlog SLAREFMESIER Linux VDA RRESEEH, BINERT, ctxlogd sFirig
FEEREHEE Linux VDA GE5H,

ctxlogd sFiriEF

IRERMFFE E MRS HET ctx logd FPEF. MBERFERER Linux VDA, FILELE ctxlogd sFiriER.

setlog SLHiERF

‘BREE WEERER setlog LAEFEEN, ZZFAT [opt/Citrix/VDA/bin/ (212 T, 274 root AP AN
BITZIEF. AILUER GUI SiETHh<dREEMERERE, ETUTHSLURERER setlog SEREFMEERNE
g8
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setlog help
<!--NeedCopy-->

& EZRAESRT, Log Output Path (BE#HEKRR) i&E R [var/log/xdl/hdx.log, Max Log Size (RAAE
K/N) i&EHR 200 MB, ERZALIE Log Output Path (BEiaHRR) TRERMNEREXH.

EEYHIM setlogfE:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) = 2
<!--NeedCopy-->

EEHIRBER setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

a0

setlog value log_size 100
<!--NeedCopy-->

&l BIABRT, BERINRENES,
EENTRAMFRERN RS

setlog levels
<!--NeedCopy-->

ALGEI U FaniREFA AEAS (BERA. BAA. ¥4, F8. B, HIRNBGER) .

setlog level <class> [<level>]
<!--NeedCopy-->

<class> TEETE Linux VDA —MEM, BREFMEAN, BRERER all:
setlog level all error

Setting log class ALL to ERROR.
<!--NeedCopy-->

& BAERT, IRSREWNT:
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setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

BEELHITS:

setlog flags
<!--NeedCopy-->

BEERRER M EERS:

setlog flag <flag> [<state>]
<!--NeedCopy-->

RRFINME  BARERF. RSHERREIFNRE:

setlog default
<!--NeedCopy-->

B

ctxlogd iR 2EMA [var/xdl/.ctxlog XHEER, RE root AFREBEIEZXMH. HthAFIZXH&
BEEAR. EAZIX root BFAEREMAFETEAIR. TNRSHN ctxlogd #ITERRER TR
BE, T miRSSEEMERE, HMTMAF AL,
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HEHER

[var/xdl/.ctxlog X &% (i, Z5MHBR) BY, ctxlogd SFIPREFEANK, BRI EEF B ctxlogd AR

o

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

EfRRIER, 1B root AP 84517 setlog LEHHOIZ [var/xdl/.ctxlog >t tf, AEEFHBhEMRSHE
F ctxlogd BRE.

g

April 21, 2022

BESFEFIIAE, HBEERALUE Intranet HEFBF K ICA £1F, 1Z318efEA noVNC %E#2I ICA £3F, X RHEL
7.x ¥ Ubuntu 16.04 £#%i%Thak,

AR

Citrix Director MhRZA 79 7.16 SiERMAS, A REFERARIEERINEE,

LEMEE
AR

KFEFEEM MK EIXER python-websockify #M x11lvnc, % Ubuntu 16.04 E%% Linux VDA B,
2BE#RE python-websockify # x11lvnc &#M, £ RHEL 7.x £, #FER%E Linux VDA ZGFmE
% python-websockify f x1llvnc,

£ RHEL 7.Xx L BT U TH < UZR%E python-websockify f1 x11lvnc (x1lvnc kg 0.9.13 S E Sk
7)o

sudo yum 1install -y python-websockify xllvnc
<!--NeedCopy-->
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ZAR python-websockify # x11lvnc, &% RHEL 7.x EERUTEERE:

« AT Enterprise Linux (EPEL) B8N R 16
python-websockify fl x11vnc #HE EPEL =&, BT TH<LUSH EPEL 74&EE:
sudo yum install https://dl.fedoraproject.org/pub/epel/epel-
release-latest-$(rpm -E '%{
rhel }

') .noarch.rpm
<!--NeedCopy-->

« @ RPM
ZEATERN RPM FEE UL E x11vnc H—EKFHIIGa, B TUTE—m<:
X FITIFu:
subscription-manager repos --enable=rhel-7-workstation-optional-

rpms
<!--NeedCopy-->

3 FARSS 2

subscription-manager repos --enable=rhel-7-server-optional-rpms
<!--NeedCopy—-->

A

ImHA

RIEERIEES BENERE 6001-6099 WAIETAIKOREIIM Linux VDA F Citrix Director B9, REltt, ST
B ICA IEHANEBE 99 1 FHRRARBNIKOTARBRENER, LHEZRIIFET.

MR

TRFH THEXEMER:

AR A BRINE
EnableSessionShadowing BRSERARIEERINEE 1 (BA)
ShadowingUseSSL HERER Linux VDA # Citrix 0 (ZA)

Director z ja|f9EZ N

AI7E Linux VDA LizfT ctxreg d<REMEMRE. Fil, BEZARERTLRE, BETUTHS:!

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000
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SSL

Linux VDA #0 Citrix Director zZ al#9 noVNC iR WebSocket thil. SFRIEES, maimieiki “Shad-
owingUseSSL” AMKRMEXZFE WS : // B wss:/ /. BRIAMERT, &Fws://, BR, HFLLERA, HIIZ2
WEER wss://, HESEA Citrix Director EFinHIE & Linux VDA AR5 28 E=REE, Citrix {E4£&IBMEA
ws: // #%7 Linux VDA SiFEENERAR LR T

SREVARSS BIEBAMR SSLIEH  IEBMAATFIERMENM (CA) X,

WFEEHPEE SSLWEA Linux VDA RS8R, HFE—MRRIRSB|IES (BFFH) . RSJ[IEBTIRE
ERIEN, EEXTEEARSENTLRENHE (FQDN), AT HERER, Eo] UK B MAERBRAIES.
EXMERT, BuRELHMEE S,

MRTESERSB LRE—MIRSB|IEDZI, EHHES Linux VDA IS 3@ERE Citrix Director R is L&
EME— CA KEXBIRIES, RIEBAIMMARSSFIEBHIE— CARG. ERIURERBLUT CA RS HFIEFNE
FIRES: SERRERGRLSN CA, ik CA (BRRFEFHENRN CA), HRESENRIERFMLH CA 15
BWEHRNT AR, TERIIFERERMRS ERRBGES.

N

s REBIEBHNLABZHTZE Linux VDA RSB WHHL) FQDN ELV R EHMEE TN F R #li0
vdal.basedomain.com & *.basedomain.com,

o IAFEHZE (835 SHAL 1 MD5) XFHRFIEPPHNERMS A5, FLENRBAZF. FEitt, SHA-256 I5EH
RIRAFH,

Z=81 Citrix Director ZFif LR ERIEH RFEXS IS ERERANEFT EMRVEREME, FILERTLUER
[IS ¢ Microsoft &izHlAa (MMC) IEREB R TRERIES. KWE CAWEBRE, T IS PEHE Web BRSS 28
EPES, RAEKRASHLREZIER. S, ERIUEFER MMC HRIEBENRIMNERRTRMNITEN L, TF
HENIER. BIAEBERT, Internet Explorer #1 Google Chrome S NLREMEIRER S LHIESH, XF Mozilla
Firefox, #EIEHEEEH Authorities (&) E~ LS AERIR SSLiEH.

784 Linux VDA [R5 L R ERSB[EPRERE BRSB[IEBHE AR “shadowingcert”, HEZBEX 4
27 “shadowingkey” (* ATl TI&=, Bl shadowingcert.csr #1 shadowingkey.key), RS 23IEHBHE
PENXHRIERRE [etc/xdl/shadowingssl T, H 5= RANRIE H b3 L TRIP, MRZFRKEERER, Linux
VDA BT ERESERIEBREZHEXH, MMmSHS Citrix Director BIZEREK K,

fERER

7z Citrix Director #1, #FBiFRIE, ARBEXIHFAESMNEHNEZ LM Linux VDA RXERIER,
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EENBKE, ICAIEERE (F2 Citrix Director &%) ESBET—FHINEE, EXAPATNSIEHITE

=
o

/\ Allow an administrator to shadow this session?

@

IMRAFEEHRZ, W Citrix Director HIFET—1MEM, EREEER ICARiE

BXEZEIEAEE, 1E50 Citrix Director 32,

PRI

s REBRMNEAT Intranet, EREAFIMNBEML, BIE@EE Citrix Gateway &t 2Ntk, Citrix E425E
TESMEBRILE 1T Linux VDA SIEEEME AR,

- BRATRIEERRE, HBEERAREETE ICARIE, BLENTESEANHE.

« 1R Citrix Director PR EEXE, RAREFR—FHIVER, ERAPATNRIEHITEN. RBER
ERAR AR ENRIEHITER.

o FIERRIHEINESEBIIRE, B 20, BrE, EXERBELAK.
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« 7£— Citrix Director &0, — 1 ICARIERER—UBERER. IRET ICAXEEHEER AER,
bRy, BIER B AZXEXIER, WREAFPKE LERHNERBFAATNHIVER. IRAFER, WEER
AMEBEREEREL, HAHEER B AR FNERER. IRFA—UIBEBERLESZ— M XE— ICA 21EHN
BRIER, LREEER.

« EFHERIEER, E%XE Citrix Director 7.16 AE &R

« Citrix Director ZFi%fER FQDN MR R IP #ifikRE#F B4% Linux VDA fR%288. Eit, Citrix Director
B IRAMEESREMT Linux VDA BR$38589 FQDN,

HPEHER

MREIFFRLMK, 357 Citrix Director 2P i#0 Linux VDA E£#1TiAH,

7z Citrix Director Z /i +

EEHRBNAFLARTIE, AEHaERELHEEREAT, HEEMNKET £ 2 ShadowLinuxSession API
BN, SNREMT ERALAFNHINGES, BXEEILERE, EF s ping Linux VDA # FQDN LUEIE Citrix
Director 2% E]LUEM FQDN, IR wss: // EEHMRE, BeEEABER,

£ Linux VDA t
HBINEHIMERERN, BEERERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log X LIREXEX
ZFR, B vda.log X, BRITUTERIE:

1. #3l /etc/xdl/ctx-vda.conf <, BUEAERUTITUEA vda.log BiE:

Log4jConfig=" /etc/xdl/log4j.xml”
2. $77F [etc/xdl/log4j.xml, #ZI com.citrix.dmc &4, Hi§ “info” BkA “trace”, MTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc'">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. iBfTservice ctxvda restart &$UEHBE ctxvda RS,
WRERIIEEEHIEIR:

1. RERSHEEABIERFIBLESIEEZITH R .
2. 7R SSLYERT, MIMEBMERXHREERGS, FREEBRNEET.
3. #iA 6001-6099 ZEIREH B HHIHOAFHMHNERIER.
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MR ERABEER

April 21, 2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4

Linux VDA:

+ VDA %% Ubuntu 16.04. Ubuntu 18.04. RHEL 7.8, RHEL 8.2, RHEL 8.1, SLES 12.5

+ VDA tHyRI%IEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 SiERARE

EENRBATEER

1. 7 Citrix Studio #1, ECE—1REE, ZHREIBEE R UEANNERNBTEEMH URL MAFFIRURRREMER

AEBRABEE@R URL BIMALETIR, BUAERT, NEBRNBEEMRIGEN AT

Edit BrowserContentRedirection

X

Browser Content Redirection
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

Summary

www.youtube.com/*)

Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

v

v

v

Studio Select settings
(All Versions) < || Al settings m [ p—
Settings: 1 selected
Settings

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://

| View selected only

Edit | Unselect

Select

MEBRABTEER ACL EEEIREREAIUEANRBABTEERN URL BIARTFIIR.
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(AII Versions) - v WI Settings "‘ [ Browser X
J Settings: 1 selected [ View selected only
Settings
) ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. B VDA Laontadsien (SMEH) URL BES5AWHIRIMELLTIRLTE, EM Chrome W LR FAEZRIM
Citrix JHBANBEERY BIEF. 2 VDA LHHFME Chrome,

BE.
ERim EAEEIY BIEZEF. X7E VDA L7,

Chrome I BEFETEMAFRE, FEEEHESWGAITRNSEMIRT BIERF.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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S#FEAT HTMLS5 89 Citrix Workspace N AR

November 8, 2021

MILRRATFE, ERILERER T HTMLS 89 Citrix Workspace R B2 REZ R Linux BN BAEFSE,
MEEBZF EEE Citrix Gateway, H*ERBF HTML5 # Citrix Workspace MERRFEHER, 521 Citrix
X,

ERILLINEE

BIAMBERT, IR TFERRS. ERRIZMEE, BFHITUTERE:
1. 7 Citrix StoreFront &1, BAERT HTML5 # Citrix Workspace R 12
BXFMAIRE, BESEMAFOXE CTX208163 1 “SE 17,
2. BH WebSocket i&#%,

a) 7z Citrix Studio &, % WebSocket ZFiZHI8iEE 7 21T

AR B LIS B Hith WebSocket 588, B* WebSocket FHERMTEETIXR, 525 WebSockets FB&i&
Bo

b) Z VDA L, #HRItIAFEHRBE ctxvda RSH ctxhdx RS, UEIBBLEM.
c) £ VDA L, BEfTUT&H<RZE WebSocket I8 & ETEIETT,

netstat -an | grep 8008

WebSocket fiigs b FIE{TRESH, SSHbENTAR:

tcp 0 @ :::8008 :::%x LISTEN

AR BERILUBA TLS mMELUFRIF WebSocket T2, BXBA TLS MEMER, BESRAER TLS
RIFAPRER 2,

5 Citrix Director 9 Linux VM 0 Linux £i%

June 16, 2023

#&=X5)H 7T Citrix Director Fa]FF Linux VM # Linux =i&89—LE4815,
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Linux VM B93E4T

Zifia Linux VM #9345, 1&7E Citrix Director H#%Eiz VM, ZABRETENIFHAESER.

B Linux VDA Br7s 2103 #2, Citrix Director Fi2t 7 LAF Linux VM 893E4R.

CPU iyt E

o RTFERN
- ERAE

YaifnsE CPU fMINER AZE

Director

Machine Details

Maintenance mode

Machine name

Display name wserver
Delivery Group wserver
Machine Catalog wserver
Remote PC access No

Site name
Windows
Connection Setting
Registration state Registered
0S type Windows 2016
Allocation type Random
Machine IP

Organizational unit

VDA version 2103006178

Logon Enabled

Hosting Connection
Name

Host Name nla
VM name nla

nla

vCPU 4
Memory 4088 MB
Hard disk 200 GB

Avg. disk

secftransfer iz
Current disk queue

length

Microsoft RDS

License

Load evaluator

index

nfigured properly

0.8%

@ W A H Lo

Dashboard  Trends  Filters Alerts  Applications Configuration

Machine Utilization

View Historical Utilization Average IOPS -

CPU Memory 1OPS

Time (last minute)

Sessions

No of sessions
Connected
Disconnected

Analytics
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~ P a
Director @ & A o i wimiisator = Gt

Dashboard ~ Trends Filters Nerts  Applications Configuration  Analytics

B —— e M

< Back to Machine Details

Historical Machine Utilization Export
Time period: Last 2 hours v | Ending | now =
Apply G e [Last Applied: 03/02/2021 19:06]
QNS DM &40 DAA ANEDNA 210 DAA
Select Chart: CPU Memory
CPU
M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM GO5PM 610PM G15PM 620PM 625PM 6:30PM 635PM G40PM 645PM 650PM 6:55PM

Zoom is not available for the selected time range.

Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM 600PM 605PM 610PM G15PM 620PM 625PM 6:30PM 635PM 640PM 645PM 6:50PM 6:55PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

Linux SiEr9EHR

BEE Linux 2IEIEH, BBOAETES > 215 > FELEAARELENE, REBNLEAEEER. B
FEEAESER, FIAFERENE, AELSEFAESRLEHEERNE, fn:
Coo ]

Activity Manager Machine Details Session Details

_Applications Session Control * Send Message

Machine D 3

name Session State Active

:;5’:"::7 sin-ubt18 Application State Deskiop
[Apriication Status Delivary Anonymous No
Group sin-ubt18 Time in state 56 minutes
[ userl@ubtig-sin: ~ Running

Machine o Endpoint name
Catalog sin-ubt18 pol

Remote PC
access

Site name
Windows

Connection Logon Enabled
Setting ICARTT n/a

Registration - ICA Latency n/a
state egistere: Launched via 80:

S type Ubuntu 18.04.2 LTS Connected via =.net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.

Organization e _ _
il CN=UINT18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9989

Endpoint IP

No Connection type HDX
Protocol uppP
Citrix Workspace App Version 20.12.1.42

« ICARTT

B Linux VDA 1903 frit2, aTIUEE ICARTT #2igtn,. BE&E ICARTT #2845, 15EHA Citrix Director
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1903 st EmhikAH7E Citrix Studio H¢li2 ICA FiR{TI21HEM ICA HRITIZITEAT &SRR, FXeIER
BEHER, ESREEA Studio B,

o Y

B Linux VDA 1909 fRi2, BJUBEEMIUER. Linux 2IEMNERMIEESIEFAEREFRPETH UDP
5 TCP,

o ZNETE

B Linux VDA Rk 2103 &2, =RBSEHEFRI AT Linux i, ZifEttists, BEIEREDIER > 21E>
R AFRBARIENH.

.............

mALARSS STIPIER

April 21,2022

BARSTFIFEFETHITERAEREMXRRS. WNAREN, ZTIFEFIENBHHELRSHE, HERk
HIEREUBKER. NENEEIZRE [var/log/xdl/ms.log s,

=]

L&Rch VDA BY, EAARSSSFIFERF 1 BEAE.

AILEAEEANRET scanningpolicy.conf. rulesets.conf il whitelist.conf X{4+ECEi%IhEE, BB
{iiF Jopt/Citrix/VDA/sbin T,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBEITUTHSUERBE
BARS TR,

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IEEEXHERRERBARS TIFER. CRERSONNEER, HiEERSEERNENZEE,
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MonitorEnable: true/false (ERiAEN true)

DetectTime: 20 (gfu: #, BIAE: 20, B/ME: 5)

AutoRepair: true/false (BAER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

ttEEEXHEE B BANBERRS. AR TELEMRBANRS, NTENFSEEFT.

EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (#HREZFFRERT, BT EITE.)

- Operation: 1/2/4/8 (1=1KNERERFLERS. 2 =0NFFENEILRS, 4=ERBKRS. 8=
7EIE Xorg #125%E,)

- DBRecord: false
- whitelist.conf

7z rulesets.conf e EM BiriREZ 4 Fi7E whitelist.conf XX iiE, O 2REES TS MMEE
THikEes.
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ERCBEHEE, 57T whitelist.conf XX R#EBENR (BATLER), BXRF, ESATENES
BE,

£fZ1E ctxvda. ctxhdx # ctxpolicyd REZHi, 7EiEfT service ctxmonitorservice
stop S UELEEIRSTIFER. SN, SRS TIFEFBENBIEELENRS,

£ TLS RIFAFRIER S

April 21, 2022
BiRA 7.16 #2, Linux VDA SHATFRIFAFKIEREH TLS %, BMERT, TLS MBLFLARS.
B TLS mz

EEERATRIFPBFP2IEL LM TLS 0%, 357 Linux VDA #1 Delivery Controller (Controller) EFXBGEHH S
B TLS m#.
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FREVIES

MBSTERMAMM (CA) REX PEM R HIBRSS SIEHA CRT UARIER. RSBEBEIUTEHS:
o B
o RINZEBFAA
o FRENEHR (FIik)

RS BRIEFH G-
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

72 Linux VDA E =R TLS 12 £ Linux VDA L, f§/ enable_vdassl.sh TEBER (S&2AH) TLS M
. ZTENT [opt/Citrix/VDA/sbin BER+, BXTEHTAMNENNESR, &7 /opt/Citrix/VDA/
sbin/enable_vdassl.sh -help &%,

BR: BAESA Linux VDA RSB ERERSH[IEH, URMBTESAE Linux VDA IRESB[MNE PN ERERIE
P

7z Controller == TLS M=

AR

REEEANRZMNARBA TLS NE. FEABENBREFBA TLS mE.

7£ Controller £ PowerShell &0, RIAFETUTHS U BRI GABA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled S$true

=

FE
ZR ICASIEXHRNE S VDAFQDN,® 7 iz T Set-BrokerSite -DnsResolutionEnabled

$true &<, %@H<KEH DNS @i, MRZAT DNS fi##r, ICA RIEXHSER VDA IP ik, HXh5
TLS #8xmImE (g0 SSLProxyHost #1 UDPDTLSPort) #21# FQDN,

E7f Controller £2/8 TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

HPEHEER

SRAIERHHNRERIEN, EAF Windows 89 Citrix Workspace ZAEFH Al sERHI TEA “TiEHERIER
BOMIAE” IR
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Desktop Viewer ot

8 The connection to "u" failed with status (Can't assign

requested address).

QK
fR7%: m hosts SXUERM—1N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M E, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

£ DTLS WR2BF&IE

November 8, 2021

M 7.18 frzie, DTLS ER—WxeR M. RIABRT, tINEEE VDA LA FEARS. BXFHAER,
BEAGRELR 2.

BF DTLS m#
WirBENERESEEA

7z Citrix Studio #, IRiE HDX BER RIS E A ERTER ISR,

7z Linux VDA /= SSL =

#£ Linux VDA t, #B enable_vdass'l.sh TEBRA (82A) SSL %, T AT [opt/Citrix/VDA/sbin,
BxITERIAETNESR, 51T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AE

L&, Linux VDA %35 DTLS 1.0 #0 DTLS 1.2, DTLS 1.2 &% Citrix Receiver for Windows 4.12 s3&FH
F Windows & Citrix Workspace W A2 1808 X EE R4S, (IREHME iRz #F DTLS 1.0 (F40,
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Citrix Receiver for Windows 4.11) , i&f&/H enable_vdassl.sh T2 SSLMinVersion &&
TLS_1.0, ¥ SSLCipherSuite#&5 COMg; ALL,

BT XARZIEKE]

June 25, 2021

BEFXANKIEKENEHTHENEARESIESGINEE. X—URENEEERIEREELETR, XERENNRER
BRI EIERG TN EEHRIER. TUIEE—BXAKE, ZKBEEIMNIIERELER, BRNMTRE
L AP
HE:
BETFXANSIE KRBT REMEE, IR AREREET2MEIEEUERS, B LIRM—ERINERERFE
ERERME, FERALLIHEER, BINTRIIRENEEEMME, B2, HRINBNEELINGESHEMR2ERAE (IR
ER) £586H,

SIEKEBF XA, FERTRAFRENSE. SIEKNPEERETREKIESGNER. REENHERETHEHTA
ET7TREEGNETSIENERAFANS M. A7 EGXMREREELRE, BEERSH/IHEFiE Internet thiltsit
MUK A R F HAE B

ZRBAFAR, BEASIEKNERLELERE ERRE I EMKENSNL,

PR

EEANRSBRNREERANREPIZIFRIE K, BEEASIEKENDE, BSUERANEERNETEEM.
MRIFEEAIEAR NVIDIA RehiEFr 2 FEMHNE H.264 5 H.265 FRERXTiET @G,
NvCaptureType 7EFMRFIEEN 2), WAZRRIEKE, HETREBRAIEKE,

o KENWSIEERIEER T Mo

o WMREIR Print Screen EMRER, 7T VDA HHRNESBFEIEKE, HMNBIWERIEHESEREHRE
3R,

ERERERHITERSHIIIE

April 21, 2022

F% Linux Virtual Desktop £iE8Y, AP UERAEEIEFIRSENEERHITEMRIE. WHERET ICAE
BEREIMNEEHTTHNERREERALIMN, ARERUAESIEREAEE . BOSERXEPRNEFES. MEN
R TR AR MERE 8RS HIRIERN Web B8 1T B9 30E.
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FFUkhEE, Linux VDA EBS Windows VDA #HRMERE. EXFMAER, BSRAXTNE ESERHFIRLHS,
pE=

BEAFZEE Linux VDA RIEHRERMETIERERER Citrix Gateway,

BERMF

B FEBS NIRRT AMEBURF AT &4
o+ &89 Linux VDA REE TEEP—NKIThHRH:

RHEL 8/Cent0S 8
RHEL 7/Cent0OS 7
Ubuntu 20.04
Ubuntu 18.04
Ubuntu 16.04

anp
(3ay

VDA R¥E5H/E, WiE VDA 2% 8ERTE Delivery Controller 51, UKRBA AN Linux SESIERS
BER Windows EiBMRINE R,

o M OpenSC ZRMEEEF. AXIFAER, BESHAWIFHR OpenSC ZHEEF,
o f#A Citrix Workspace for Windows Iz B2,

Ha1% OpenSC ZHFEREF
OpenSC 2 RHEL 7.4+ LIz EMAMEEERIEmNERF, 1 CoolKey W2 RAENR, OpenSC HFLHAEIM
EHe£ (358 Red Hat Enterprise Linux FREYEEER) .

EAXH, YubiKey 4 BEEFRAEEAREN . YubiKey 4 2— i@ USB CCID PIV i&&, AJUREZ MM
Amazon FEMSEMTELME, OpenSC RapieF 21 YubiKey 4,
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MBERANTEFLHMESRNEEE, BES—ARET RHEL 7 3¢ RHEL 8 LIX OpenSC 48 89¥EN. &
* OpenSC ZEMER, BBRRESEEFIRIER. MASEEE, RAEETUTHLLUIA OpenSC BEZIFEEE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots

ficE
HEERIES

RIEBATRIEEREF ERIER. FRITUTRIEUTRARRERIES.

1. 3REY PEM #8XB9RIEH, BEEM CA RSS2 HPIREL

AILUEITE M TRIE < UG DER X (*.crt. *.cer. *.der) #i#: )y PEM, E FTEM & <$RAIH, certnew.cer
73 DER x4,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. ffopenss | BRHPRERIES. certnew.pem XA IESRH,

cp certnew.pem <path where you 1install the root certificate>
<!--NeedCopy-->

BOBERERIEPWEKRFE, §i817 sudo mdkir -p <path where you install the
root certificate>,

7£ RHEL 8/CentOS 8 t#493Z pam_krb5 &

BEEEBMRIERIT pam_krb5 ##3R, ziEik1E RHEL 8/CentOS 8 EE#FMH. E1E RHEL 8/CentOS 8 LfEMA
BERBMIIE, BRI TFIRME pam_krb5 &3R:

=

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 &3,

2. 7£ RHEL 8/CentOS 8 L#g##H %% pam_krb5 i3k,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install
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<!--NeedCopy-->

3. WIE pam_krb5.so &= T /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

ECEERERIFR

AILUER ctxsmartlogon.sh AR B R fERIFE R FRITRE B,

(#%77 1) £/ ctxsmartlogon.sh RiiZ<E & & 4EFIF 13

ctxsmartlogon.sh Biz<# PKINIT (5 2 RMEIZIAGE. ATLLEE [ete/krb5.conf EL& X HELLILE,

BRERSEEEZE, B51T ctxsmartlogon.sh iz AL B sEF IR,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTRS:

# ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
# includes automatic installation of the necessary packages and changes to
# the configuration files.

# Note:
# The :t/smaltlogoﬂ sh adds pkinit 1nformatlon to the :1~fault realm. You can
q /i

1:Enab
you want

Installlng, pl .
[krb5-pkinit] [pam_k already installed.
[pcsc-lite] [pesc-lite d]l[pcsc-lite-libs][coolkey] already installed.
Packages installed. [Success]
5 4:Configure krb5.conf.
ify the path to the root CA (e.g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
/krb5.conf configure successfully.
:(onfiguw PAM files.
/usr/1ib64/pkcsll/libcoolkeypkll.so) :/usr/1ib64/pkcs1l/1libcoolkeypkll.so

BEREETF, BHRITUTRE:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTRE:
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#:#-_' T e 0 0 0 S 3 0 0 D e 0 0 e e e 0 0 0 b e 0 0 R0 e e 0 40 2 3 0 40 2B D e 0 40 D e 0 0 e e e i e T e 0 0 R0 e 3 0 0 e e e 0 B0 D e e 0 e e e

t ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
f includes automatic installation of the necessary packages and changes to
# the configuration files.

f Note:
# The ctxsmartlogon.sh adds pkiﬂit information to the default realm. You can
th i tion file.
X 3 C 3 > WHC T T IHC D B0 IR M HC R0 MR HC B0 OB N MO M MC
Stup 1:Enable smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(£ 2) FHEBEERIFE Linux VDA 85 Windows VDA HHREIME sERIFE, HiZIFED, BAEES
MNMAY, aiEEEHI28. Microsoft IEFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace M A#EF. BXxET YubiKey 4 BEEEHNEEES, BEBRAAIAFILXE CTX206156,

PWEHMIT T NS BZE, BREAEAGHESERESE, NBHNAFIIPHE THIEEE, HE GRS ERAEERR
h&E R Windows VDA,

2% PC/SC Lite #f#  PCSC Lite 2 AIHEH/E8E+ (PC/SC) HETE Linux PRI, BRHUSEERMIR
E2HTIAEM Windows EEE+F#O. Linux VDA AMEREEEEMAEE PC/SC £RILMA.

BT T a8 %% PC/SC Lite 8,

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-Tlibs
<!--NeedCopy-->

LEEEEFIEFE OpenSCE RHEL £z ERREREIERF. WRAKLE OpenSC, HBITUT <L LUATT
%=

yum install opensc
<!--NeedCopy-->

REMRTEHEEFMHIIEN PAM R BT TSR pam_krb5 # krb5-pkinit #ik,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8/CentOS 8:

yum install krb5-pkinit
<!--NeedCopy-->
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Ubuntu 20.04. Ubuntu 18.04. Ubuntu 16.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 IR ZEHENFHIRIERIR, FIIR% PAM B ARFER UEA ERGERBIURMBEHRRTHO (KDC)
REEEEFER. krb5-pkinit BREE AR HERAFBFIESM KDC REAIHERN PKINIT &,

2 E pam_krb5 &3  pam_krb5 &5 KDC B LU RS sE-EHAYIEBIREX Kerberos EiE, E7E PAM thfE
A pam_krb5 B4, EETUTHS:

authconfig --enablekrb5 --update
<!--NeedCopy-->

£ [etc/krb5.conf ERE (4, RIBESCARAISEARD PKINIT 58,
AR
pkinit_cert_match E=HEE X FIHIFBERF IR PKINIT S985F 2~ Al AITE AN, FCEFINIAE R
H:

[relation-operator] component-rule -

Hirelation-operator Al &&, RRFAGAGMNSFATE, WallR ||, RRIBE—FAHIN
WARILEC,

AEE—MEA krb5.conf X4ryRHEI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

00 PKINIT 58/5, ZEEXHEIN TR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 300



Linux Virtual Delivery Agent 2104

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit_eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature

ftE PAM BHI0iE  PAM BB X5~ T PAM S KIERER, BHRMN pam_krb5 fEANBHIGIEER, &M@
[etc/pam.d/smartcard-auth (RN TT:

auth [success=done tignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_1identity=PKCS1ll:<path to the pkcsll driver>/opensc-pkcsll.
so

YNSR(EEA SSSD, MMERFIZECE X R TFro

#%PAM-1.0

# This file is o-generated.

# User changes will be destroyed the next time authconfig is run.

auth req pam_env.so

auth [success=done ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/lib/x86_64-linux-gnu/pkcs11/opensc-pkcsll.so
auth sufficient pam_permit.so

auth required pam_deny.so

account required pam_unix.so
pam_localuser.so
pam_succeed_if.so uid < 1000 quiet
d success=ok u _unknown=ignore]l pam_sss.so
d success=0k auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
required pam_permit.so

optional pam_keyinit.so revoke
required pam_limits.so
optional pam_systemd.so
optional E ddjob_mkhomedir.so umask=0077
optional E iir.so umask=0077
ore] pam_succeed_if.so service in crond quiet use_uid

pam_unix.so
L pam_sss.so
optional pam_krb5.so

BEER (SSO) 2— Citrix Th8E, AFERUAMNENKEMNARFBHNERSHIIE. WIHERETAFRRAR
PIN B3R #. E¥ SSO 5 Linux VDA &4/, 1EERE Citrix Workspace R B1ERF. %EEES Windows VDA
R, BXFAER, BSHEFMIRFLXE CTX133982,

7£ Citrix Workspace M2 HEEHAKRERE, ERNTRTERAS RS HRIL

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 301


https://support.citrix.com/article/CTX133982

Linux Virtual Delivery Agent 2104

File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,
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ERER
EAEERER Linux VDA

FAFEIIATE SSO #13F SSO R EREEERER Linux VDA,

« £ SSO HEH, AFRBEREFNEE-RIENF PIN 38518 R StoreFront, A 7E StoreFront 1 2zh
Linux Virtual Desktop &iE8Y, PIN iB¥£#%) Linux VDA LUH#ITE RS I10IE.

« £3E SSO =, RLFRTAPERERHEAN PIN 83LIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
e lick h vi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
L || Valid From: 9/18/2017 to 9/19/2018 | [seses o |
|
ok J[ concer | e

AP 1E StoreFront #/35h Linux Virtual Desktop i&RY, 1§27 Linux VDA BRIHEE, W TFFT. AREEM
BRERPAGEBHIRIN, ARAHAEREAN PIN BLUHITE RS KR,

1T7H5 Windows VDA 18[E,

" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ = :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, 7£ StoreFront i, MR ZRAEIMEEISIENREZEE fEE, StoreFront Web mJRESIR N TFAAIRIRHEER,

Insert Smart Card @

Q Please insert a smart card.

| Cancel | Details ==

PR
ERERTSPRERME

W7E, Linux VDA B BERIBFRVERARIATHN. BINER Linux VDA EBRERERN, SIENREERE, HERIE
BEEAFUE,

TIRFHME SR PKCS#11 =
BABRNNLZIFTIRDRIIET OpenSC B+, EREAUEXFEREMEEEM PKCSH#11 &, EX Citrix 212
HBRAEEREETAMRAAR. BEUNRISENSEERI PKCSH#11 F, BHITUTEE:
1. M PKCS#11 E&#FiE opensc—pkcsll.so £l
2. E¥ PKCS#11 EMRFIGENEMR, BEITUTHES:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System)\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1289 PKCS#11 &, 5130 /usr/lib64/pkcsll/opensc-pkesll.so

3. ARF IR LERREEERER.

Wk =B R E R B DI

April 21, 2022

LEThEEET i 1a) StoreFront N ABEETEHMANA L EEFEANTERT Linux 89 Citrix Workspace M BEFM
Citrix Receiver for Linux 13.10 # AuthManager &k, SENE, ERIMERZE A A Linux ESSEERIES
NEMKRENNARER, MATEENEF TR
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AR

BT Linux &9 Citrix Workspace R F#2F# Citrix Receiver for Linux 13.10 & #1thIhEE,

ERALIIRE, BHRITUTRE:
1. 7 Linux VDA £, %#:iERAT Linux B9 Citrix Workspace A 2R Citrix Receiver for Linux 13.10,
M Citrix Workspace MB#2R s Citrix Receiver 9 Citrix F2{51E FEBN N BER,.

k=& 27 /opt/Citrix/ICAClient/, MNRERLAREFRETHMEEZF, 15 ICAROOT FELEiE
BENiEmRRRERZ.

2. 7£ Citrix StoreFront EBizH|&mH, NBEFHNARERN HTTP EXSMIIEA %,

banage Authentication Methods - two

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#!|  User name and password )
[ ] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Srart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
| | Pass-through from MetScaler Gateway -
Ins.talllng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. BT EMRIAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EX&SHIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy—-->
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4. BEEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BT T < B B

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x00000001"

<!--NeedCopy-->

6. BE&) Linux EPEESIENZSIETHERT Linux B9 Citrix Workspace RZF#2F 5 Citrix Receiver for
Linux 13.10,

ERBEH Linux ESEESIETAHERT Linux 89 Citrix Workspace R #1255 Citrix Receiver for Linux
13.10 B, RARRTEERNABEWKS . UWEEIUBHERZFEENNAEE,

AR

BN HTTPS URL fERNERN AR SIS

Citrix Receiver - *

Add Account

Enter yvour work email or server address provided by
wvour [T departrment.

https://

Cancel Add

REREENIIENRIE

April 18,2024
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REAXEEREREZSHRIEMNSIE, L% Linux VDA LUER IR TRIFHILE.
AR

EEREZFHIIENSIEN, FERIEMBHNHAZ X 2IEMBEEA T Android &9 Citrix Workspace
MAEF LR EXE.

BIERE B HIIENN RS

BE7E Linux VDA EZIFREFMNIIEMKRIE, EFER StoreFront 8ERE S B IIEHIN AR E.

ERMMAFBARES BRI AR

FRIRRZSMNRIENNARERS, ERXMTEPBARESHRIENARF UZRAEZSNRIENSE BERMAFTE
BREZSMHIIEMERF, 15#%8 Citrix Virtual Apps and Desktops St4FB9i B TR0,

RERESHIENRIETINTIE

FREFHEIINIFNEIAT NBATERZ 10 95, IERETEMERIGE AnonymousUserldleTime #1TE
B, AILUERA ctxreg TAFENILE, FlW0, SLICEMRIGE RN 5 28
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

Xx00000005
<!--NeedCopy-->

REREZSHWIENAFRNRAKE
ERERZGHRIINAFPNRARE, BERFMET MaxAnonymousUserNumber, & EREIE A Linux
VDA EREITHRE S HRIENSIER. AR ctxreg TRESEIIIMFRIGE, 60, FZEREN 32:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE

REREFHEIENZIER. WRFANBHAZRIE, VDA FJggshiiliadE, EPaEERABRRE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 307


https://docs.citrix.com/zh-cn/storefront/current-release/configure-manage-stores/create-store-unauthenticated.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html

Linux Virtual Delivery Agent 2104

HEHER

RERZSHRIENSIEN, HEEUTEI
o BERERIRESHIENZIE,
BINEIMERREEEREETUTRE (REN0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik ncsd RS R EIEEIETT, BEEREBENEH passwd £7=:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

WMREEH, 5% Passwd EFL8IRE ) no , ARENEE ncsd RS, BERHEERERERFEENRZE Linux
VDA,

+ £ KDE B RE S M IRIENSIEP B TRBIFRE.

BINBRTRESHRIENS TP RERABERHEMIER, BZ, eI MNFE2RE KDE ., 7 KDE /1, ESERRE
BSiRIRAMES, HEUTTHNEEE X $Home/.kde/share/config/kdeglobals ., fi40:
[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

BE, MRELBEEEMN kdeglobals X (0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions S#EEANFAE,
BREBEBTEER,

BRAILEE, BEERRESTEN kdeglobals XtEUMBE [KDE Action Restrictions] a4
[$7] #7iE, REERERRASTENRERZAMFERANTESE, 5% KDE BEBFHAES, B85 KDE System
Administration/Kiosk/Keys Hif.

fFcE LDAPS

November 8, 2021

%4 LDAP (LDAPS) #iF#&5 Active Directory EEEME BB 2R E B R A ML LR @S SSL (Secure
Socket Layer, Z£E#&FRE) /TLS (Transport Layer Security, f#iaEZ2M) #T@EEMNINEE
BARINBEF IR SRS BN AERF 2 a8 LDAP &5, 3&idfER SSL/TLS &9 LDAP (LDAPS), ATLURF Linux VDA
5 LDAP fR$528 2889 LDAP EiAA,
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AT Linux VDA 4241 LDAPS E#EH K.

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller #
o RBEARSS: SRERITAH

ECE LDAPS ;5 R AT I 2!

« 7 Active Directory (AD)/LDAP Br%533 = A LDAPS
o SR CA LEEFIHER

o £ Linux VDA L=/ LDAPS

« NE=AF&EE LDAPS

+ E2E SSSD

+ E2E Winbind

+ B2E Centrify

o F2E Quest

7£ AD/LDAP fr%28 /=2 LDAPS
A LUEE 22 Microsoft SEH MM & #1# (CA) 523k Microsoft CA 12X EMMIEH R E B@T SSL 19 LDAP
(LDAPS),

'

eI HI3s ERER VIR CA BHG BB MA@ SSL/TLS 89 LDAP (LDAPS),

BRINAREIEBHIEIE LDAPS EZNFMEE, 1ES1A Microsoft 3Fiuh= EH How to enable LDAP over
SSL with a third-party certification authority (nfa{&BNSE =7 iEBMANME MA@ SSL # LDAP),

HEE-1ZRE (B, BER=ZRE) IEBMAYMERREHEN, EEESIEHE EF285#ERT LDAPS 5411
HEEIER.

BEXNAERZRIERMENMR RGN HIEES BB A LDAPS M58, 5% Microsoft TechNet i = E#Y
LDAP over SSL (LDAPS) Certificate (i@id SSL # LDAP (LDAPS) iE+) —X

B RRIEB AN LR P i A
R iR IER LDAP BRSZEREER CA MRENER. BARFmEA LDAPS B 31IE, BRHR CAIEBIAERE
ERERE,

BEXMMSHIR CARIEAELR, B2 Microsoft 21 Web 5 £ How to export Root Certification
Authority Certificate (AMEISHRIEBMENI) o
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7z Linux VDA = B2 FE LDAPS

Z7£ Linux VDA EEABSEA LDAPS, BETUTHZA (TUEERSHERMN):
B LHIEEEEUTRE:
o BITRMEAR CAEREAET SSL/TLS #9 LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

» FIR@ESE®IT SSL/TLS ;B LDAP:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy—-->

AR
BT @EHER CAIERBHIARA PEM & NRZA LDAPS TixmIheliE Python3 EBINFIE, &
%R eI Python3 BN IR AR BB FEh 8 1% 1R

o [EBZIKEHA SSL/TLS B9 LDAP

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LT HT LDAPS 89 Java ZAEM T [etc/xdl/.keystore, S MY EMRIEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

NE=FFAEE LDAPS

P& Linux VDA A5, ETESMMIETFTOELRELR S LDAP 89 VDA W =A A M, g0 SSSD. Winbind.
Centrify #1 Quest. UTFEEH AT W@ LDAPS, STARTTLS 3k SASL E&fifEFRER S LDAP,

R

HIAFFTE XL A MM TR SSL ixM 636 KHfRZ 2 LDAP, HEKXZ#EiE LDAPS (%0 636 i@l
SSL #9 LDAP) Fee5iRO 389 E£RY STARTTLS #7%,
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SSSD

RIBIEM LR O 636 Him O 389 LELE SSSD &2 LDAP 8. BXIFMES, 1HSW SSSD LDAP Linux F##
ars

~

Winbind

Winbind LDAP # i) f& B3 ADS 7 7%, Winbind 7£i% 0 389 X #F StartTLS Ak, SEMMNEEXH A
[etc/openldap/ldap.conf T & ldap.conf 71 [etc/samba/smb.conf T # smb.conf, & TR EX
XL

ldap.conf:

TLS_REQCERT never

smb.conf:

ldap ssl = start tls

ldap ssl ads = yes

client ldap sasl wrapping = plain
<!--NeedCopy-->

&, ¥ LDAP aTLU&E:d SASL GSSAP| B2 M H1TECE, [BFEES TLS/SSL £77, B4R SASL =, BE
2 smb.conf A2 & :

smb.conf:

ldap ssl = off

ldap ssl ads = no

client ldap sasl wrapping = seal
<!--NeedCopy-->

Centrify

Centrify 7£i% 0 636 EFRz#f LDAPS, BE7EinmM 389 LiRMRLME. EXFMER, 1E8F Centrify i,

Quest

Quest Authentication Service 70 636 £#F LDAPS, {B7Eix0 389 LfEREMAERHR2ME,

HEHER

fERILINRERI ATRER S I & LA T IRl :
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« LDAPS fR5ATAM

EHIA LDAPS &3 2 %7E AD/LDAP fR5588 LRI A, BIMERT, WO 636,
+ BT LDAPS B Linux VDA 5k

IOIE LDAP BRSSO RESEERAE. B50ER CAIER, HWRHES AD/LDAP ARS8 0L,
o BIMEIRHEBEDCEMRIN

NREAEA enable_ldaps.sh (915 R T2 FE#H LDAPS #8X MR, NETAERIR LDAPS A48
RFIT

« LDAP 7@t SSL/TLS M Wireshark si{EmE Mg M T AN
2XiAZ2H LDAPS, i5iz1T [opt/Citrix/VDA/sbin/enable_ldaps.sh 317,
« %5kE Wireshark ST mH ML EZEEM T AN LDAPS 2
&% Linux VDA JEAF14ESRBS T4t & HE LDAP/LDAPS 2.
o FTixiEid1E AD AR528 £i=1T ldp connect 163F LDAPS =1 A%
5/ AD FQDN mdE IP #thit,
o T&Ei1551T Jopt/Citrix/VDA/sbhin/enable_ldaps.sh fiiZ<S A\1E CA i

B CAIEBMTERE, HAIME CAIEBMXERTER. ERS5ZZRAZE Java Keytool 2683
Bo NREREZIFFIRPFIE, ERILEERER, NRBEBEBERIRM, RIBIEMER base64 figHy
PEM #&=,

o TixiE Keytool -list £7R~iR CAEH

#®EiEfT /opt/Citrix/VDA/sbin/enable_ldaps.sh B M LDAPS B, iEHBEHENE
Jetc/xdl/ . keystore i, HIGBZRBURIPERE, MRS TED, AIUERSTZHAMNAEZA
Fo

832 Python3 EiMIFiE

November 27, 2023

MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpingdk /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<rLIgliE Python3 EHIIFE, B2, MRXLEHSTIECIE Python3 EINFE, MED
ELEMEEE, HIUFHEE ASOFENET IEEEMEIEEZN Python3 B ENKESHNT B,

WEFM

o WREEEEMRAEERR /opt/Citrix/VDA/sbin/ctxpython3 B=.
« Python3 FEMNREXHEESEME. ATLUM https://pypi.org/ FTEREXXH
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Bl Python3 EiIfiE

BEERU TS ELEIE Python3 EHIEFE:
1. %% Python3 i,
%#F RHEL:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

AR

BRIV NS EEMETETEFLEAMBIL, X F RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms &<, %fF RHEL
8, 151517 subscription—-manager repos --enable=rhel-8-for-x86_64-
appstream-rpms @<,

3+F Ubuntu\ Debian:
apt-get -y install python3-dev python3-pip python3-venv libkrb5-

dev
<!--NeedCopy—-->

xfF SUSE:
zypper —-i -n install python3-devel python3-setuptools krb5-devel

gcc libffi48-devel
<!--NeedCopy-->

AR

AR A= SUSE_Linux_Enterprise_Software_Development_Kit_12_SP5_x86_64
EEET fe REF LARTFIIN,

2. g Python3 EiMIFR,
3+F RHEL. Ubuntu. Debian:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy-->

xiF SUSE:
sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install

setuptools==40.6.2
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 313



Linux Virtual Delivery Agent 2104

3. %3 LDAPS #R#iIA,
3tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg80OO == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

+F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

<!--NeedCopy-->

4. =% XDP1ing KM,
3tF RHEL. Ubuntu. Debian:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2,20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

x$F SUSE:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi == 1.14.2 cryptography == 3.1 decorator == 4.4.2 gssapi
==1.6.2 ldap3==2.8.1 netifaces == 0.10.9 pg8000 == 1.17.0
psutil == 5.8.0 pyasnl == 0.4.8 pycparser == 2.20 scramp ==
1.2.0 six == 1.15.0 termcolor == 1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping-*.whl
<!--NeedCopy-->

XDPing

April 21,2022
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iR

Linux XDPing TRAR— M EFa<¢THNRARER, SJREIAITIRZ Linux VDA I EFE IR ERANEE,
Linux XDPing TEERZHHIT 150 2 RMATNIE, XEMHXARIEMT:

« WERSHE Linux VDA RAEER

o RHIMEBTIHENESR, 85 Linux Z1ThR

« 10 Linux Rz A 4

o MERDFETMATEERM Linux VDA IRMEN B Linux Z1ThRialE
o BERLLIERE Linux (SELinux) EXMRE M

o RAMEEOHENLIRE

o EFMED KM ARNEETE

o RETENENNAREE

127 DNS BEEHHITERNIR

o RABEEHUNEERFHOEEMNEE, X5

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o HEEIEBEHOEMENIERST 2SI LUETT

+ 1% PostgreSQL RS R EIEMEEEMIEZTT

- REBAEEEERREMBRORTETH

+ 107 Kerberos BREHHITH B IIEMNIR

+ 1% LDAP ERIMERRIARIIRS S Z

« 1% Active Directory EMEREEIEMILE, URHFTIHENESTEMNG, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory /2 Linux i+E#H53 REYFTE M

o REAIERSHRIEER (PAM) i2E

o EROEMEER

o WEZBRET Linux VDA FRENREE

* A% Linux VDA R+ EH IR ERENTE Y

« 1% PostgreSQL FMFRIGEENTEN

+ 1% Linux VDA fR$S B EEEMEREMNITIT

« 0% VDA 1 HDX BRE R 24

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. 1T E MR EE
« REHENZEEXE Delivery Controller 53
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o ESMNEMRETAFERN HDX 2IERE
s HHEBEXHRRBEFES Linux VDA BXMEIRME S

+ 1% Xorg MIREEERES

&/ Linux XDPing TR

= .,

AR

i&1T ctxsetup.sh R

Z % XDPing, A LlizfT sudo /opt/Citrix/VDA/bin/xdping sk
a8l XDPing FREH Python3 EilFiE. MRS TECIE Python3 EHIFE, BHiREE

XDPing,
Python3 EslEF i Fhg i AR T ah I R %R .

BEERGS
sudo /opt/Citrix/VDA/bin/xdping --help
<!--NeedCopy-->
BET2ENR, BEEAMEBEASSTERMNER FEfT xdping:
sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->
BHERE Linux VDA b B2 TS, &7 pre-flight Midk:
sudo /opt/Citrix/VDA/bin/xdping --preflight

<!--NeedCopy-->
ESTRERMIAZER (i, BSEEidH Kerberos i), &6 — T 3EM:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRNEFER XenDesktop #5488, BHRITI TIRME:
sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net

<!--NeedCopy-->

Tl

TEREE1T Kerberos Mita9R G- :

316
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sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCMAME: [Not set]
Distro default FILE:/tmp/krbScc_X¥{uid}
KRBSCCNAME type: [Supported]
KRBSCCNAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]

Verify Kerberos configuration file found [Pass]
Keytab file: /etc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NOME SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 38@ s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-jcase [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@ ]: [MISSING]
SPMN system key [host/n 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Controller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.
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Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

T ] e e T
The following tests did not pass:
Verify Kerberos system keys for UPN exist [ERROR]
Verify KDC authentication [ERROR]
fdE Xauthority

November 8, 2021

Linux VDA #5# X11 BRI0EE (81F xterm# gvim) #HTRERTEAIENIFE, HIEEREXIENT 2N
H)LUF1R XClient 5 XServer Z@f@ER L,

LB S ERERE RSB EINRERE:

o Xhost, BiANERT, Xhost X aiFaiEH XClient 5 XServer #1T&(E, WREFRAVFRIE XClient iAiE)
XServer, MHF5z1T Xhost sp B FIHEE I ENNIE, 2E, tWAILER xhost + LI #FEE XClient
%#% XServer,

« Xauthority, AIUESMNBANEBRHDIKE . Xauthority X, ERTIEEIEFME xauth FBH

cookie FLUATF T XServer #TEBYIE, /B5h XServer sLffl (Xorg) /&, % cookie AT WS ZFERET
TR WL,

THFRE

Xorg BBy, .Xauthority X#E#EEES Xorg, 1k . Xauthority XFEEUTTE:

- BTR¥E
o EIRIFRIY
« cookie #12

AILUER xauth SRS s, Flan:
# xauth -f ~/.Xauthority

# > list

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 318



Linux Virtual Delivery Agent 2104

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908f11624b
<!--NeedCopy-->

R XClient iZf2EZE Xorg, MAFUHRM MBEERMF:

o IREInFE XServer #9 DISPLAY HFiE T £,
« FRENEE Xorg EAF—4 cookie #i2r . Xauthority X

ficE Xauthority

Z7£ Linux VDA £/EF Xauthority M#1Tizte X11 /R, HMeIZ2 FEm MEAR:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->

B Xauthority &, Fohsi@d#EHBEZEERE . Xauthority x#E#E XClient:

o Fohig . Xauthority xffEiss XClient

B0 ICA 23&/G, Linux VDA ¥ XClient £k . Xauthority ff, HEZXHEEESZRAFNES
FH, ALUSILE . Xauthority X#EHIZIEIE XClient i+ &#H, HFi&E DISPLAY #1 XAUTHORITY
ETE, DISPLAY 2%f#7%E . Xauthority X#rHMER%HES, XAUTHORITY 2 Xauthority B
iR, a0, BEEBUTHL!

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy-->
AR
INRFIEE XAUTHORITY IFELE, MEIMEA ~/ . Xauthority .

o BUEHHZEFERE . Xauthority x#&iEE XClient

REFNARZANERAPEHEZTEER, % Linux VDA B351 ICA 2iEH, BEEFRAFNEIERTOE
.Xauthority xtf. IRLEFBERS XClient £Z, APAFEFohELL . Xauthority &Rz
XClient, F#n&E DISPLAY #1 XAUTHORITY IiEL 8/, ¥BEHE XServer K@ ER GUI,
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HEHER

IR Xauthority FEE(ER, BRIBHIEHIRS BHITIRME:

1. EH root INRMEER F13IREXFIHE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

&S R B Ehidi2h%#El Xorg 9 Xorg #iZfI&#. FI—ME8HERMEAN . Xauthority X, fl
u:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£/ Xauth &< E7 cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. A Xauth <8R ~/ . Xauthority #&&M cookie, MRETRHSHER, NETH cookie BA5
Xorg # XClient 89 . Xauthority xx### cookie 18,

3. W& cookie [, FEERTHEBMA Linux VDA K IP sk (130 10.158.11.11) iAEiEi2 2 Ris0, #
CEEAXHREZTHE (650 160).

7£ XClient & EETUTa<:

telnet 10.158.11.11 6160
<!--NeedCopy—-->

mAS 4 6000 + \< 2R¥E\> HEM,

INRUE Telnet $R1ERK, BHASERTAEIERELEIEK,

FEIKS B NIRIERSS

May 8, 2023

Linux VDA = #/A FAS ER&# Citrix Virtual Apps and Desktops 715, © A5 Windows VDA #8E#
Windows 18317 FAS ERIM8E, BXxN FAS B E Windows FFIERER, ESRBKEENNIERS. A3RE
THETF Linux VDA BIEIM= Bo

AR

Linux VDA RZ3FKERITHEE,
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Linux VDA ER%EERS FAS RRSS3EMEIE,

£ Linux VDA LFZE FAS
RHEL 8/CentOS 8 5t FAS i3z #¥

FAS #&#iF pam_krb5 #&3®, zi&R#E RHEL 8/Cent0S 8 LB A, &7 RHEL 8/Cent0S 8 Lf#F FAS, &%
WNTFFrRME pam_krb5 f&ik:

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J5{H3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 7£ RHEL 8/CentOS 8 Lz %%t pam_krb5 &1k,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

185 FAS k5328

MR B LT E Linux VDA, EEH FAS, & E# 1T ctxinstall.sh 3¢ ctxsetup.sh Z 2P FE R ER iR #
CTX_XDL_FAS_LIST 6%, NS FAS BRZ2389 FQDN. HBF Linux VDA R3Z#5 AD 4A5RAE, &R LIBCRIRELS
SMRE FAS BRS8BHTIR, MRBIBE T EAARS 2RI, EEER <none> XAFRBEFRHTH, FEFREBEIR
S5 ERHIERYIRRE

MREAFEMAEL Linux VDA L%, AIUEHIZT ctxsetup.sh HKigHE FAS BRE88. &, taLlsTU TS
LHIGE FAS RE2S, HEFBSN ctxvda RREUEIRBEN.
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->
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E@id ctxreg B# FAS BR533, BEBTUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

LEIEH

ERIEAFPRIES, 572 VDA ERER CAEBURFAE PIENER. 190, ERER CAIES, EMETERM Microsoft
CA (£ AD ) 1% CAEBFZBEHIRERAD RIEH, stEMIR CARS http: //CA-SERVER/certsrvF
# DER & z{ANZIEHo

N
AR

AT ERATFEERELES,

BITERMII T <% DER X4 (.crt. .cer. .der) %%ty PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

RE, BITEMIM TSR CAIEHERES openss 1 BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

} =

AR

BN CAIEBET [root BET, TN, FAS BAUZEUR CAEH,

i517 ctxfascfg.sh

iz17 ctxfascfg.sh I LIERE FAS &%

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RIMAMELE, UE ctxfascfg. sh AJUEESRIER TiE1T:

« CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify -5 Active Directory &£/ 7534, B T
E18E CTX_EASYINSTALL_ADINTEGRATIONWAY BRI CTX_EASYINSTALL_ADINTEGRATIONWAY
o SNRKIBECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECHNERE,
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+ CTX_FAS_CERT_PATH =<certificate path> - {5EZ#RIEBHFAHE FEHEBHTTERR,

EIRIERR Active Directory £/ 755%, REBANEHBINERRE (W /etc/pki/CA/certs/),
fZcREE %% krb5-pkinit #1 pam_krb5 #E&, FHigBEHRXNEEX G,

PR

o+ FAS Z#8MRK Linux £&F AD &5 ZE. ESREUTHIR:

Winbind SSSD Centrify
RHEL 8.3/Cent0S 8.3 = = =
RHEL 8.2/Cent0S82 £ 2 2
RHEL 8.1/Cent0S 8.1 = = =
RHEL 7.9/Cent0S 7.9 = = =
RHEL 7.8/Cent0S 7.8 = = =
Ubuntu 20.04 z £ =
Ubuntu 18.04 z ES =
Ubuntu 16.04 z ES =
SLES 12.5 = = =

o FAS BAZFBIRAE. MREERRHUERT, WEEER FAS ERERZRIE.

o BERRAIN 2455 & 5 D I0IEIR S (A R A — X P IEERE 0L FAS 818, R85 Windows 10 Azure AD
BXH%,

HEHER

7Ext FAS BHTHIEHIR Z /1, ERECREH EMRECE Linux VDA, LUERTUERERSHIRIEEE AN ABSEPR
ThiEehik FAS =i,

INRIE FAS 2EEFEIETT, FREREHM HDX BELIREN “VERBOSE”, 3% VDA BELNREN “TRACE™,
BXIAR Linux VDA BRRERASERIER, BESRAFIRHOXE CTX220130,

FAS fRSSBECEHIR

M FAS R EEIER=IERK,.
0 [var[log/xdl/hdx.log H&E MM TARABRNEIREE:
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2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERAE BITUTHSLUEA Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auther
E2FIRE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMBEKERER, BRBAENISE FAS RSBSBIREUENRE,

CAIEHEEHIR

M FAS NBBERHEIERY. BET—MREENQ, HFENMHEHRERK.
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Invalid Login

ﬂl(l

2021-01-28 01:47:46.210 <P30656:S5>
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5>

17 [var/log/xdl/hdx.log HEHKL MM TRENEIRAE:

citrix-ctxlogin:

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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fORAR WIERETE /etc/krb5.CONFs RIEMIZE T Z6#1R CA IEBFFTE REhEPHTER R, TEREM TR
e
[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

MRMBREFER, BRRBAIENZ SIS BERNEH#TIRE,
gE, WER CAIEBREEN.

SO P BR ST FHR

FASEZET SAML 513183, ADFS FIF7E ADFS ERTTH HMANAFRRMENLGE, T THER.

There was a failure with the mapped account.

ItbEAIRFRPAEALINIIE ADFS BB, B AD B BEEEMEXAF.

fRA%E 1L AD LIRBEBERIKF.

KECE ADFS

ZHER FAS NAREIEPHIATHEIR:
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The Identity Provider has not been configured by the
StoreFront Administrator

% FAS ZRBIEERENER SAML S350, Bk ADFS ERERN, SHIMLbRR,
RRBR NKAFHNIEARSEE ADFS IdP, BXEMER, BBIAKE SHIEARS ADFS 21Z,

BXES

« JBF FAS BREBEEXS B HIIEARSS (R RS EHA — S Hh i LABESE.
o BRESNRIIRSSRALE—BEPRIINT “BIESE XE,

Ea)

WIRIEEMEA FAS, NRRBEEEFREFHTNELATRENANBEFRIEN, AESKK.

& C | A Not secure | bttps:;//ddc.yw.local/Citrix/FASWeb/ W

Cannot start desktop |Er€ceiBafive TUET

testwHMRHELT4"

BRI E

£ CA TAFAEH T Manage Templates (ZIEiEiR) LU Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BTt Active Directory 52##&) s Supply in the request (£
ERAPIRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information
i ic¥t names and to

simplify ceificate administration.

Subject name format;

| Mone W |

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |
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