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7£ Citrix Virtual Apps 2% Citrix Virtual Desktops uhsm:
« Delivery Controller. Virtual Delivery Agent (VDA) #1 StoreFront BRE 88#H%MEF ZIFHARZS,
PE =W
FAS 7£ XenApp #1 XenDesktop 7.6 KHARRSS AR (LTSR) A= %1%,
o EREITENBRZA], %X VDA BN AEKE SHRIERSARKEE. BXFRERS, FEALEALAS
% &R Yo

ARG HEER, FEELEESTED.

LERNEE

April 24,2024

LEMRETZ

REBS BHIIEARS (FAS)

7z StoreFront ZAEERERA FAS 4
f2E Delivery Controller

[

M FAS BIRITHI S IT U TR (E:

ok w e

EE BRI
REIMEBIMANGE

a)
)

C) $2AX FAS R EHIEBIRL I
)
)

O

d) ECEHN
e) & FAS i##3| Citrix Cloud (%)

RERE B MRS

HFRLERE, Citrix BIUEHKE BHIIERS (FAS) REEEZARSE L, HEIRS BN ZE5gEH 28 IEHM
ENALEMBIRIP, STLOEE U T AR Z—%% FAS:

« Citrix Virtual Apps and Desktops 227 (HiA 1SO B BEETIIIRRER ENEES S MIRIERSEH),
o JR37 FAS RERFXMH (TF Citrix THbS _EU MSI X RE) -

X RE LA THSE:
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BT3¢ FAS #TERECER PowerShell & &5t cmdlet

FAS E1BizH 48

FAS 4BEB&1EHR (CitrixFederatedAuthenticationService.admx/adml)
TEPBIER

MEEIT S MEHAE

F+4% FAS

TR LB Rt ARG FAS AR EIEHMBIMRA. ARZA, EEBRUTEI

o PUTROIFARES, BREFE FAS RS E,

o BSMIEAR FAS Za1XHE FAS EIRITH &,

o FRRELD— FAS RS B[IREZTH. MRBATERKEFHRIERSH StoreFront BR35 8L E A IRMERARS
%, APRBLAERIBINAERF.

BE5hFR, 3EER Citrix Virtual Apps and Desktops REFZFIIHIIA FAS REZF XM RRE FAS,

1= StoreFront N B EF S A FAS it
AE:

SNSRI FAS 5 Citrix Cloud $EEEER, NWEFHRITIHT R,

E7E StoreFront 5 LS FAS £/, BERAEEAKFBITUT PowerShell cmdlet, sIRMBAEFEEFRMN
2, 5k $StoreVirtualPath,

Get-Module "Citrix.StoreFront.x" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "FASClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider "FASLogonDataProvider"

<!--NeedCopy-->

E(=1HER FAS, &EERLLT PowerShell #zs:

Get-Module "Citrix.StoreFront.*" -ListAvailable | Import-Module

$StoreVirtualPath = "/Citrix/Store"

$store = Get-STFStoreService -VirtualPath $StoreVirtualPath

$auth = Get-STFAuthenticationService -StoreService $store

Set-STFClaimsFactoryNames -AuthenticationService $auth -
ClaimsFactoryName "standardClaimsFactory"

Set-STFStoreLaunchOptions -StoreService S$store -
VdaLogonDataProvider ""
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<!--NeedCopy-->

f2E Delivery Controller

=

P =

R FAS 5 Citrix Cloud ¥BEER, NWEFTHITHTE.

E{EH FAS, 3B E Citrix Virtual Apps =k Citrix Virtual Desktops Delivery Controller U{EEa 5 HZEEMN
StoreFront fR$322: iz1T Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet, FERIBURMITIIZE, MAERFH Delivery Controller #&.

=g

AEREFAS |5, AERAREDIRMIVASEKIERIEEAFEIRS FAS RS BIEREES (FQDN).
BE:

HIRIERZIRM StoreFront RS 23X EIZHER Virtual Delivery Agent (VDA) E5418RA FQDN i2E, &
BT AR RN AR S 22 B ohR S

AEEER, UTTRAERANEERNMRBUNBTFHREEN; BR, XHFRHLEN. RE StoreFront fRS328.
VDA LIRIEFEIETT FAS EIRIzHI it BN EE 8RB FQDN 5%, FASBIRIEEI(F. BSRTRE 6,

$EL TRETFASWARS % L, 3 C\Program Files\Citrix\Federated Authentication Ser-
vice\PolicyDefinitions\CitrixFederatedAuthenticationService.admx # CitrixBase.admx X & Wl &
en-US 3%k,

PolicyDefinitions | = [= [
:(_:. - 1 | ., << Program Files » Citrix » Federated Authentication Service » PolicyDefinitions W Gl | Search PolicyDefinitions » |
~ “ Wi b iz
47 Favorites MName Date modified Type Size
B Desktop _ J en-Us File folder
& Downloads - || CitrixBase.admx 19 ADMX File 2KB
15| Recent places | CitrixFederatedAuthenticationService.admx 19/07/20 ADMX File 4 KB
I> |8 This PC
W
3 items

S8 2, FXERNFE T2, FISEHKRE®E C:\Windows\PolicyDefinitions #1 en-US Fx¢ 3,

HI8 3, iz1T Microsoft BIBiz4lE (FEHSITHET mmc.exe), MEBEEAERH > FIN/BIREESE T, Hi
AR EIR RIS,

HIRTRNARBENYREY, SRS, ARERRIAIER, &, U UERSEENTRENFIREIERHEFAENE
BEXT R, MmEIE{THE% Citrix 3 (VDAs. StoreFront fR$528. BETR) WFIBEITENRAERE.
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&8 File Action View Favorites Window Help

Consclel - [Console Root]

«s = =2 BE

] Console Roat ‘ Mame

Select Group Policy Object

Add

fou can select snap-ns for this console from those avalal
extensible snap-ns, you can configure which extensions

Mvallsble snap-ns:

Znap-n

S Device Managsr

¥ prce

=4 Disk Management

Eoons

i Enberpriss PRI

{4] Event Viewer

IFoider

2 Group Policy Management

[ Group Policy Management Editar
/' Group Palicy Object Editor

=/ Group Palicy Starter GPO Editor
Gjin‘hemet Information Services (I15...
-SIIPSemrinmnjmr

< [T |

&
£
1

£

AEREERERERERE
N

Description:

‘Welcome te the Group Policy Wizard

This snap-n allows you to edt Group Policy Dbjects whid

Group Policy Objects can be stored in the Active Directory

aron & bcal computer.

‘ F Use the Browse button to select  Group Poiicy Object.

More Actions 4

| DomaineOls |Shes | Al

Lookin: [ cirest net

vV emEgE-

Domaing. Ols and linked Group Palicy Obiects:

Hame:

or stored an a computer.

7 Domain Confrollers ciridest net

E Defaut Domain Policy

Domain

SE 4. SMBUT HENEE/ R/ EERER/Citrix A/ FHRIE" THEXE SR IRIERS KL,

8
File Action View Help

e am=zEm T

> |\ Bxtended ( Standard /

i) PolicyDefinitions scf e n CitrixBase.admx/CitrixBase.adml R348, “BESBMIIERS 5
BB NEE GPO halH, HITP B 3G, ‘BEEMRIIRS" KKSERBE “SEER" > “Citrix A% >

“BRIIE" XHFRFRTIH,

SRS, I “BRESHRIERS" KK, HEREA. XBEAWFEEZEE TR, UEE FAS BR358569 FQDN,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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&

B} Feo
ONot.
@ Enal
O Disal

CCCCC

I8 6. 1N FAS AR552:09 FQDN,
BE:

MREMAZ N FQDN, WFRMIRFE#DS57E VDAL StoreFront AR5528 (M1RA) 1 FAS ARS8+ ERAIIR
F—H, BESRARKISE,

FBRT. BPHEAERY “ARE ASHNAMRTHNAREENR. SkFEEEMBMITEN (FEGSITHET
gpupdate [force) LUFEHR4EN.
RIENTH

HEREASTER P H VDA 2iEPRUERIEEHE, ZSEIFRERNIED. ARERIERUREMERAER, 21EFH8
IERNELRRE R A BERTEIZMERIERR FAS INAFERIERERIEBRA A, REBFESREENN.

A In-session Behavior -~ o x

BRBERAERRERH A FAS AIE#HZEAF B VDA 21EHRIE1T.

PRRBRAZERHEL FAS RE#IZIE1T,

RRERE NRIEKRERR, R EARIRHAZRTAFREATNBAEFFERSIEDTIEBNAR. B=1ik
Im:
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¢ FRERE-ETRERRERTHEIRERLE.
s BARERE-SMETHNEFRIMETESREEATMA.
s BRERE-AFRREHRER, REBNATFRIEFHMEER.

EREN MREALKE, NEEENAEFIRRIRERSENRK (UM, Fi50, A 300 #8, BFRHE
USRADHEI—RIET. EERTAESREFERMLMNETAR.

WERETFFERE WRBALEE, WHAFPNERRN, BRNIIEREAER. WIhEERM TRMUT “BIRE
BE-REVERFERE” SRERMVITH, HEXWFHAFEE Active Directory BERERNERIFETH,

=

AR

PIE RSB FFERR SR IIE R T VDA EBVFRFE 21,

FERES B MRS EIRITS &
AE:

B FAS BIBITSI 8 EAT AT HIE, BE PowerShell AEIEETELESHKET, B* FAS PowerShell
cmdlet 958, E%01% PowerShell cmdlet,

FAS BIEizH B 1F R FAS M—ED %%, BT “FR” XRPET—PER (Citrix KESHEIERS) .
BXERAEEEFEHR, ER5ISETMRMBIERER. REIMEBMANAGURARN FAS ERIZIEBMENATHIZIE,
WEI L ERRERARETAFoITMEF — LS E,

BIANERT, FAS BIRIEH G ANEREIAM FAS BRS5. MRFE, ERIUEREH 6 LAREREIHMRS SFIEEET

mAEARSS.
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Initial Setup | Rules | Advanced Connect to another server | Refresh

Complete these setup steps:

Deploy certificate templates Deploy

Deploy the certificate templates in Active Diractory.

Set up a certificate authority Publish

Publish the templates on a certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

Y¥ou have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

BEIEBRIR

AT EBRRESHARENEIRIFEIR, FASRMET =4 Citrix EHERUREB 2 ER.

+ Citrix_RegistrationAuthority_ManualAuthorization
« Citrix_RegistrationAuthority
« Citrix_SmartcardLogon

e Active Directory JEATXLERR, SLHEPEIRH, KGR EHE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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- Deploy Certificate Templates -

Imnportant:

When you click "OK" the following certificate ternplates are
deployed to Active Directony:

- Citrix_Registrationfuthority_ManualAutherization
- Citrix_Registrationfuthority
- Citrix_SmartcardLogon

Deploying certificate templates may require you run this tool as a
Domain or Enterprise Administrator,

This step can also be performed manually, For mere information,
consult the online documentation.

| OK | | Cancel |

AI7ERE FAS 389 XML X1 (B A.certificatetemplate " BR) HHRIIEIRES:

C:\Program Files\Citrix\Federated Authentication Service\CertificateTemplates

MNP TANLEX LRI, HEHIR LR Active Directory IR,
EFHREXEER, ATUMEEEMERNSHFPIETUT PowerShell &%

$template = [System.IO.File]::ReadAllBytes("$Pwd\
Citrix_SmartcardLogon.certificatetemplate")

$CertEnrol = New-Object -ComObject X509Enrollment.
CX509EnrollmentPolicyWebService

$CertEnrol.InitializeImport(Stemplate)

$comtemplate = $CertEnrol.GetTemplates().ItemByIndex(0)

Swritabletemplate = New-Object -ComObject X509Enrollment.
CX509CertificateTemplateADWritable

Swritabletemplate.Initialize(Scomtemplate)

$Swritabletemplate.Commit(1l, $NULL)

<!--NeedCopy-->

1% E Active Directory ir+pks

R Citrix IEPERG, BDAE—NHZN Microsoft BASERMENEIRS BPEHEN]. BESREXNABE
Active Directory IEHAREHI Microsoft sti%.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 11
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MRREVE—BRSELLBER, WERIKEIERBMANERELFBEN] BT UABNEBIEBMANABNER S
R RITIEIRIE,

(AT LAfEMA Microsoft IEBMANAGIEH & LRI IER. )

4 Citrix FAS Administration Console - connected to localhost — O X

Initial SEtUp Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deg &4 Set Up Certificate Authority X

\/ Set up a certificate a Important

The authorization templates arg CA.
When you click "CK" the following certificate templates are

Click "Publish" to publish the td published on the certificate authority selected below:

- Citrix_RegistrationAutherity_ManualAuthorization
Authorize this servicg | CtrxRegistrationAuthority Authorize
- Citrix_SmartcardLogon
Create an authorization certicat
Publishing certificate templates may require you run this tool as
a Domain Administrator.

Create a rule _ Create
This step can also be configured manually. For more
A rule defines a smartcard-clas information, consult the online documentation.

You have no rules configurad.
Certificate Authority:

Connect

Connect to Citrix Clo

Complete this step if you wish {

RIS B HIIERSS

S BB ) FAS B9iEi. BBiEH&3%ER Citrix_RegistrationAuthority_ManualAuthorization #iREB—1
IEBIER, RERELEIBATRAZERMEBMENEZ—,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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-+ Citrix FAS Administration Console - connected to localhost =[B8] X

Initial Setup |Ru|es| Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate tg

The required templates are dg

Deploy

Click "OK" to submit a certificate request for a Registration

J Set up a certificate 4 Authority certificate to the selected Microsoft Certificate
P Authority.

Publish

The authorization templates g
The CA Administrator must sign in to the Microsoft Certificate

Click "Publish" to publish the Autherity conscle to issue the pending request.

For more information, consult the online documentation.

Authorize this servig Authorize

Certificate authority

Create an authorization certi

e . See—

Create a rule Create
A rule defines a smartcard-cla

You have no rules configured

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

EREERE, ZEREERE Microsoft IEBMANAGIEHI & MHEERMIERTIRF, R FAS itEKF REER
BIER, IERMENMERRGACIMEHIELZIER, AT REHRSFEE FAS,

FAS B GRETAE “ERERE", BREERERMANELNIL,
7 Microsoft IEHMANMESI AR, GRETMEES, REERMRRELIEBER, MRIEFME, W FAS E2
EHSREREIGET. MREFEL, WEFHERETHRER.

File Action View Help

@ 5 d= H

ﬁ Certification Authority (Local) Request ID Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request C
a j citritest-CA-1-CA - e Jeor Ile e Coubrmiccinn 27 /0700 100 CITRIXTEST\FAS-1%

[ 7] Revoked Certificates 4 View Attributes/Extensions...

7] Issued Certificates Refresh Export Binary Data...

] Pending Requests i

7] Failed Requests Help ssue

[ Certificate Templates Deny

<] n >

Contains actions that can be performed on the item.

FAS BE12izH & 2 BNt S F2A95TRAYEl, XA RERE/ L7 Fhavatia),

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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P Citrix FAS Administration Console - connected to localhost

_I:I-

Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

Publish

Authorize this service
.

There is a pending authorization request on ca-1.citrixtestnet\citrixtest-CA-1-CA.  Cancel request

Authorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

EEEMN

FAS 1S RMN#Z StoreFront WISSREBNMALZ A FEER VDA HRSIEFEANIER. SMNSEEREEE
KIEBEY StoreFront fRS588. XEMRSB[BAILUERNWAFE, UNAIERENIR VDA itE%.

FAS ZLFEQIBRMEE— N, HITENEIEZA “default” 89N, EABINERT, StoreFront KR

FAS BYiER &7 “default” B9FAM.

AT AR EAth B E AR S | A RRAGERERMMEN, HEERERAERRNEEMNR. TLUS XL NI
BAEFRE StoreFront AR 28kt Workspace £/, /A “ARIRAEE" ETREE StoreFront RSB IIRE

BEREE X,

BEEIE (G NN &R EEMN) UEmMNEIERS, ZaSHKRERTEIEMUMNES. “TN” EH+

RETSMNNREEES.

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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“ Citrix FAS Administration Console - connected to localhost I;li-

Initial SE‘tUp Rules | Advanced Connect to another server  Refresh

A rule defines a smartcard-class certificate that signs users into a Citrix envirenment.

+ Create rule

Default C W Summary
Rule name: Default
Status: oK
Template: Citrix_SmartcardLogon
Certificate authorities: ca-l.citrixtest.net\citrixtest-CA-1-CA

Certificate available in-session: Mo

Access control: Configured
Restrictions: Not configured
Cloud rule: No

BSSWEUATER:

Template (1&iR): BTFMERFIEBIIERER. X2 Citrix_SmartcardLogon #ik, HEBKEMEIE (&
BENEBIER) o

Certificate Authority GEBMEHM) . MERFIERFIEBMENM, ERBARIEBMENE LR, FAS 2%
RNZMEBMENM LR FRERBZNOHTE. STFEERNIEBMENS, BHERSER EiRATR", ES
FIEBMENEEE,

In-Session Use (£iEH#EMA) : Allow in-session use (AFSIEREHA) EHIEHIEERT VDA GE2EAILUE
FBEF.

o RERAFRFEDRFER (RN, BiER) SEPENATERRENEE, FEAPEHITENRIEETNS
je)iEH,

s BERAUSIERER—BRE#ITENRIEEENAER, AZHEFRMIERIER, M VDA £iEHis
BIMEIR (B0, Intranet Web ibmsixxEHE) aLUED Kerberos & Rt TihiE, ALLEEFERSE
FIEP,

ME%EF Allow in-session use (AFESIFERFER), MWEXFEA In-session Behavior (&iEH1TH)

HRBRFIGHN A TR VDA, AfE, AERERHIEPRETAFN N NIEREFEEXD, UHNBEFER. §)
M, MREFEEE VDA £t Web IRE 8517 TLS B HIE, NELE Internet Explorer #/RIES,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15
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Access control GiaizH]) . WIRSGERBT AR ERREIMEETENIEBAE StoreFront RS 2B ENHIT
Ro WNFREXENE, ERIUARMEIEM AD WWREE,

BE:
Access control (AinlizHl) REWTFLZEMEXETE, FILATUEEMINUEIE,
AE:

MRV FAS BRs388 5 Citrix Cloud #EER, WEZEEREHEEG. HE MM Citrix Cloud B, 3%
28 StoreFront iA1E4XR, &a1 AT Citrix Cloud Fzsith#EFERY StoreFront ERAMERAFN, ZZH N2
i StoreFront ERRY, {H=RE StoreFront iARITR,

RIMUR (BRAY “WiS5H”) BIELFERIF. Eit, SBuUMBHtRRAIT Storefront BRSB/NITHIIRME,

Securty

GI’CIIJP ar user names:

A STF-1 [CITRIXTESTVSTF-18)

Pemissions for STF-1

Assert |dentity

Restrictions (FRf#l): AILUERAFER FAS 9 VDA HHEHMMTIRURAETLGET FAS MAIEBHAF TR,

« EIE VDA RRAVFIEHSEML VDA RILUER FAS ILAP#1TER. VDA MFIRFEINRE AT EN.
- BEAFNRAFEIEEWL AP LER FAS B#R% VDA, BFRMFIRIEERINEEREAF
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1R FAS fRs3285 VDA AR BIEARE, NWBUEeLERIARRS

EI'DUI] ar user names:

' 4 Domain Computers (CITREXTEST\Domain Comput

Pemissions for Domain
Computers

Relying Party

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 17
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Securty

GI’OIJD ar user names:

Domain Users (CITRIXTEST \Domain Users)

Pemissions for Domain Users

|User Authentication

=N 87 M Citrix Workspace RS SRR EMAMM, ZE#E Citrix Cloud B, ATLUEERERTF Citrix
Cloud m9ml, 1k4h, fERIBZEES Citrix Cloud 2o r9sEEEES Citrix Cloud /&, &R AT UBEGZAN,
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Initial Setup |Ru|es | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

An authorization certificate is configured.

Deauthorize this service.

\/ Create a rule Create

You have a rule configured: Default

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

%13 Citrix Cloud

AILUER Citrix Workspace. ¥ FAS iRs323i%# 2! Citrix Cloud, &2 Citrix Workspace 3%,

1. £ “MARE” EMEHMEED Citrix Cloud T, $HiEE,

£ Comectto Gt Cloud o x

2. BEEFD Citrix Cloud, AGEAEEEINEEFFRENEEZEERE Citrix Cloud,

Citrix Cloud"

3. EREFIKF (NREM), AREEEERE FAS RSBORFMUE, REHME, AREXHAWINED.
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4. 7z FAS gizhlar, %EEFEEM Citrix Workspace 2 S 9 i s N BN BRMN, TR S5TREEE)
BN, (£ MW" &R, EERseZOAMNNSRNER B

5. 7 “WE sm, gE5EMUSER Citrix Cloud &

Citrix Cloud &:3a1 FAS BR5388, HIBEEER7E Citrix Cloud 1tk “HFEME” TTE L,

M Citrix Cloud #iFi&
M Citrix Cloud #EM EHMIER FAS R385 (30X Citrix Workspace XEZ/FriR) /5, i57EERE Citrix Cloud

IR,

SRECE

September 29, 2021

FEHRHXERETREFHRIERS (FAS) NERREMERES.

BXER

« FAS BLEMPIRRENTESE AN L ENLE
o HEARREN—XEBET ETBMH FAS BRREN, HRETERAMSESRNERENEXIINENEEZ,

IERMANMECE

September 29, 2021

BN BEE B MEIERS (FAS) WEREE, UESIERBHANG (CA) RSBERM, XLERBDNENZHERT
FAS E1BiT4| & %1F, XEiHBEBRA FAS Friztid PowerShell APl, EHITAXHHEAHBZE, ENE
& PowerShell AR,
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REMTF FAS 19%1 CA BRSS 28

SR AR B R ARIERINEY, EF FAS EIBiEHAREREZ 1 CAK FAS,

&+ Edit Rule - O X
Edit rule "Default"
Template Choose the certificate authority (CA) where user certificates will be generated.  Refresh

You can choose multiple certificate authorities for load balancing and failover.
Certificate authority

In-session use

Name Status
7 )
Access control Template available
Template available
Restrictions
Summary

Only show CAs publishing Citrix_SmartcardLogon (recommended).

o

ZiEEMFRE CA #5147 Citrix_SmartcardLogon IEH#EAR (SRAEM N AERHEAIER)

MREBERRFED CAREKFBAAFER, 15%1Z CA RITIREIEBMANIES B,

AR

BEFENED CARITERILRS SR, AATLSBREERRSGER A LUEER CA RER.
FUHRBOIT L

7EECE FAS BR58:M2 1 CABRRS 8, REFMBEREN CARSBZRISEAFIEREMES. bih, MREEN
CARRSZ Bz —R4EHE, N FAS IRSSIBFIMREIZ— AR CA fRS5E5.

ECE Microsoft iF Bk ## LL##TT TCP ihia)

ZRNERT, Microsoft IEBMAMEMER DCOM #1TihE, XESHEELMH AL L 2 THEERRITE 08,
It, Microsoft {2t 7 —NREC, AIBFHHEES TCP 0. 7 Microsoft iEBiik#ta+, 177 DCOM BEBE
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4R “CertSrv Request” DCOM R AEFHIEM

CertSrv Request Properties L?2] x
General | Location | Securty | Endoorrts | identity

DCOM Protocols and endpoirts

T ... defaull system protocols

Select DCOM protocol and endpoint G

satect the DUOM network protocol sequence that you want to
== &dd Enterthe andpoint dalals snd cick OK when you have
firnished

Protocol Sequence Correchononerted TCP AP w

Oisable protocol sequence
Use defaul endpoints
®) Use stats: endpoint 300
Use intranat range of dynamic andpoints
Use intemet range of dynamic endponts

oK | | Cancel

Leam more aboul 3otiing these properies

OK Cancel

B ‘W LUAFHSHS, HisE TCP%OS (LB 900),

BB Microsoft IEBMANMHIRZIERRIE, NREEIT netstat -a -n -b, MiZ&EF certsvr &
IfrimE 900:
TCP 0.0.0.0:636 LISTENING

[lsass.exe]

TCP 0.0.0.0:900 LISTENING

[certsrv.exe]

TCP 0.0.0.0:3268 LISTENING
[lsass.exe]

TCP 0.0.0.0:3269 LISTENING

ZEEE FAS fR523 (EMEMEAERIERMANENITEN), FXN DCOM AF— 1K@ RPC imO#1TRIT
B, HEFIHFERER DCOM B, EEEIIEHARSS2E LA DCOM RPC Service, HiERipRFERN DCOM AR
538, X2SEYTHIRO 900, #H DCOM MRS aeT FAS BRSSBANAIFITIERE,
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FRE R A FIE

Y72 FAS BRSSB[BPRMEMAF LR, REZBHERANERMIE, UTETHANANENZHZ FAS RSB TM
[lig= 3 (N

JXEX Active Directory B 1%5I%&

AILUEE & AD HISARFIREMEEIXHE (Fit.csv ) RELHIEBLERTRE, WMTEMNTFIRR.

Import-Module ActiveDirectory

$searchbase = "cn=users,dc=bvt,dc=1local" # AD User Base to Look for
Users, leave it blank to search all
Sfilename = "user_Tlist.csv" # Filename to save

if (Ssearchbase -ne ""){

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-SearchBase $searchbase -Properties UserPrincipalName | Select
UserPrincipalName | Export-Csv -NoTypeInformation -Encoding utf8 -
delimiter "," $filename

}

else {

Get-ADUser -Filter {
(UserPrincipalName -ne "null") -and (Enabled -eq "true") }
-Properties UserPrincipalName | Select UserPrincipalName | Export-Csv
-NoTypeInformation —-Encoding utf8 -delimiter "," $filename

}

<!--NeedCopy-->

Get-ADUser 2—MNAFEWAFTIRMITE cmdlet, W ERFIFEE— filter 2EUERFIE R FF ) UserPrin-
cipalName BikPREH “BEA" WAF.

SearchBase ¥4/ MEEFIERAFH AD 353, WMREEE AD FHFERF, AIHRILI, T8 &R
RIREKRERAF

CSV EMF TR
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Bl user_list.csv - Notepad

File Edit Format View Help

"Userprinci a1NamE"H
"testuserl@bvt. local”
"testuser2@bvt. local”
"testuser3@bvt. local”
"testuserd@bvt.local”
"ucs3B@bvt. local”

"ucs3io@bvt. local”
"jimeAn@bver Tasa1"

FAS FRss588

T&EH PowerShell MIZARALURIERNAFTIR, HEIBREFIEBHTIR,

Add-PSSnapin Citrix.A*

Scsv = "user_Tlist.csv"

$Srule = "default" # rule/role in your admin console
Susers = Import-Csv -encoding utf8 $csv

foreach ( $user in Susers )

{
$server = Get-FasServerForUser -UserPrincipalNames Suser.
UserPrincipalName
if( $server.Server -ne SNULL) {

New-FasUserCertificate -Address $server.Server -
UserPrincipalName $user.UserPrincipalName -
CertificateDefinition Srule" Definition" -Rule S$rule

}
if( Sserver.Failover —-ne $NULL) {

New-FasUserCertificate -Address $server.Failover -
UserPrincipalName S$user.UserPrincipalName -
CertificateDefinition Srule" _Definition" -Rule Srule

}
}

<!--NeedCopy-->

MREAEZ FAS RSS2, WEERBERFIERMR: —RITERSE LER, —REREEBRSSE EEM.

W EHAST—E % “default” pAIN., MBEAETAGANEH Bl “hello”), NRBBHMARH Srule
T,
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Initial Setup | Rules | Advanced

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

+ Create rule

Default S W Summary

hello S W

Status: (8] 4

Template: Citrix_SmartcardLogon

EFTEMNAIES
NRIEEFERAZ A FAS BRS328, NWAILLHT FAS BRI BMASEMEERNABF.
AR

WA AR GUI EH#EAY FAS:

Initial Setup |Rules | Advanced Connect to another server

Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy
The required templates are deployed in Active Directory.
\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

\/ Authorize this service

An authaorization certificate is configured.

Deautharize this service.

\/ Create a rule

You have 2 rules configured.

BTER L TREEIE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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1. BIEIIERGEH: New-FasAuthorizationCertificate

2. EEHEUTHSREINFIZSGEDLM GUID: Get-FasAuthorizationCertificate

3. EFAS REBHENLEIFRER :Set-FasServer -Address <FAS server> -MaintenanceMode

Strue

4, EWEFIEPAGES: Set-FasCertificateDefinition -AuthorizationCertificate
<GUID>

5. EFAS RERBEAEIFER:Set-FasServer -Address <FAS server> —-MaintenanceMode

Sfalse

6. MBEIRIEAGER: Remove-FasAuthorizationCertificate

BXES

o ZEMEE—E FAS RENRENTESEZ R,
o BPEARREN—HET BRNEKE S HIEIERSEHE,
o BREE—XNETHEM BIFFE XB.

FATRIRIF

November 4, 2021

kA
IERTFETE FAS BRS5 88 ERVBRARBUBREF. RINERT, & FAS fRSSSIHIMLEARSS 0K 5 NIFAE R EXEIRAEAH
RBEARMEAF TR,

BRFRERIFALA:

o SEMMAERXEMFAEA (kB Citrix_RegistrationAuthority JIEF1&1R) o
o SEPERXEBEMFAEA (kB Citrix_SmartcardLogon JEH#&EIR)

Lhr EBEmANEMNMIESR: Citrix_RegistrationAuthority_ManualAuthorization (ZRINEERH 24 /M6 &
Citrix_RegistrationAuthority (BHABMEIAFE).

EHESMHRIERS (FAS) EBEHATHNWBREERM NS BR3P, 2HIBNEN, FASRS®R
£ W —NBAN, HEEP M &N ML XS Citrix_RegistrationAuthority_ManualAuthorization 3
FPHIEBERIER XB—NIRNIESR, RIAEXE R 24 /hE. IEBMA NG T 2 B &) K LI IEH;
BAEIEBMENE EHEBERFNBNMAMBIER. —BEm FAS BRS 8 M & IEH, FAS ¥ & A Cit-
rix_RegistrationAuthority_ManualAuthorization JE# B513REX Citrix_RegistrationAuthority SE# (BiAE
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HHEBAFE) . —B Citrix_RegistrationAuthority_ManualAuthorization 3%42 Citrix_RegistrationAuthority
IEH, FAS BRSZZBRMFRERNEBNZNA,

SEAMYADIERREXEIRA RN R BUR, EAEMVWDIERRBATFEFRENLANAR N EERPECER B SMAIE
FIER. A, 1267 HZARNER A ERN B EPRER R EREIFIER,

LGB ER Tz —EE FAS R385, UERNSEMEARNREERNGEARPTASA:

o FIBSEXSEMAGIE R A FIEHAHER Microsoft 1538 RSA #1 AES mZEiR#2F 5K Microsoft 4 EATE
Rz,

o SREEMVASEB M PANE SEENTFEIER (TPM) B Microsoft FaZAEMRERER, URHA
FIEHFA$RH Microsoft 1438 RSA A1 AES INZiR{#2F 3 Microsoft - HTFERHIER.

o FEIBSEISEMVDIE R A FEBRBENEFRLER (HSM) HEENINZRS X ZHEMERERERFS HSM
]

AR EIRE

F2E FAS LUER THI=METZ — R4 4iE2s448 Citrix.Authentication.FederatedAuthenticationService.exe.config
X, EXHERAE R TATF FAS BRS 28 M Files\Citrix\Federated Authentication Service x4,

<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="Microsoft Software Key Storage Provider"/ -->
<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA RAES is 24 -—>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKey|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value="GenerateNonExportableKey" />

<!-- sSpecify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<!-- Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citrix.BAuthentication.UserCredentialService.SystemLog.LogLevel" value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!-- add key="Citrizx.Authentication.UserCredentialService.SystemlLog.Supress" value="" / ——>
<!-- Logging: Disable Key Management logs —->
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

REARS BB, FAS ASiRBUERE X, MRELTEAE, HMEFHBE FAS FiERMNIZE,
R0 TFArRi&E Citrix.Authentication.FederatedAuthenticationService.exe.config X rhEytEXE:

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp (7 CAPI 5 CNG API Zjaltn
1)
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& &3
true R CAPI API
false (ZXiN) A CNG API

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName (EFRERNIZHEIEENZM)

& &

Microsoft 1458 RSA #1 AES &R IHIEF ZXiA CAPI 121472

Microsoft i+ Z AT AEIRILIER 2k CNG R1ti2R

Microsoft & ZATFEIRILIZER A TPM Rt 2R, EEE, BICRER TPM BTFRF

ZHo (0% TPM BFEMIIEEH. WRITRITEEM K
HEHIETT FAS BRS328, B WIERT TPM FEIMH EIE
TR R B AR IA R B TFFRE AL,

HSM_Vendor CSP/Z$A#F iR (i2F M HSM iR, XN TFARBIMNE, EBPIRE.
MRETRITEERIMEIFRHIEIT FAS RSS2, 1BEEAEH
HSM 5775 LA B S R IM L.

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType ({X7£fEF CAPI AP| BHEE)

(=1 &

24 ik 1EZ1 Microsoft KeyContainerPermission-
AccessEntry.ProviderType Property
PROV_RSA_AES 24, Rzt 24, HRIEE(ER
CAPI 5 HSM #H HSM 1Rt S E M E,

Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection (¥ FAS ZSEHTAARIRIER, 1§E
BELMEERNE) BHIFAEN “exportable” #7E. AYFMEA TPM ZEEEMR QIRBEHSZRD).

& &

NoProtection AL AR,

GenerateNonExportableKey ik BEFHHA.

GenerateTPMProtectedKey ¥fER TPM B12FAA, BEETE ProviderName #ig

EH ProviderName (/40 Microsoft T & % $A7fi#ie
Hi2F) FERS
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Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength (IEEFASARIA/N, BRI

(=1 &

2048 FAINME. thAJLAfER 1024 3¢ 4096,

THUBREARET T ZEEXARE FUARKREETHAR):

CSP (CAPI API) (CNG API)
Crypt 32 Lib CNG Lib
Microsoft
Provider Enhandced . HSM Vendor HSM Vendor Microsoft
Name Cry?)r':ogé:ihic csP KSP Software KSP
Provider
8
Provider
Type
Key ) Generate Non
Protection Exportable Key
Key
Length ‘ 1024, PIZEM or 4096
[(=sESN]
AN |

WRBINRBILER Microsoft RE+EAEFMEIRMEIZFFHEMNEMIIEBIAAR AP IERAH

XERINNREGEE. THRHATHMALREE,

2

Microsoft
Platform KSP

A

!

Generate TPM
Protected Key

L RBINEEL Microsoft FAEAEFMIRMIZFZMTE FAS IRS B ERMEH TPM RECEMIIERTASH, UKk

BT Microsoft REEAFMEIRMEIZFZ MM AP IEBAH,
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A RBIGEBIRE TPM $IE R X4 7E BIOS /2 A FAS RS2SR LM TPM, HE1E Windows S #1814
TPM; %5 https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-
vista/cc749022(v=ws.10),

£ PowerShell (i#i%) #AIfEAR PowerShell BRAAIBEREMNADIESR, WFAFHBEIEBENAELEE
VEEBREZIERMAEMTNADERNALR, BIAITILRE. TEFER FAS BIEEHI 8 A HBRVEMNIERERIE
Ko

FE 1: TEABEERIEHMIT®S FAS BEEHAE, BNEREIRNT R “SBEIEPEIR" M LEIEBMANE,
F Citrix FAS Administration Console - connected to localhost |;|£-

Initial Se‘tup | Rules | Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\// Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on ancther certificate authority.

Authorize this service Authorize

Create an authorization certicate for this service,

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

HB 21 BMEN MRS 837, FRIEH#ER MMC B2 8 . 5% 8 & Citrix_RegistrationAuthority_ManualAuthorizat
REIRFIEIF B FIRIR

%1% General (F#) %MK, EREBMAERE. EIRGIFR, BFR Offline_RA, BXEIR 2 £:
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Subject Name Server lzzuance Requirements
Superseded Templates Edensions Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Template display name:
Offline_RA

Template name:
Offline_RA

Validity period: Renewal perod:

2||years 0||days

[ ] Publish certifficate in Active Directory

|| Do not automatically reenroll f @ duplicate cerificate exists in Active
Directory

S8 3: EIERBMENMRS S L, FINERMAN A MMC E128 5T, AiERT Certificate Templates (GEHIE
). % New (¥rE), sAG%E Certificate Template to Issue (BMAIFFER) . HEENIA IR AR,

S 4 11 FAS IRSZEFMNE LT PowerShell cmdlet:
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Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

S 5: 72 FAS BR552869 TPM 934 RE RSA %40, #Hidid7E FAS BRSS 28 LN IUT PowerShell cmdlet sRIZIE

PEREBER, EE: L TPM SREIZAKE. RIANBAKERN 2048 i, FSHIEERBEHZFNTAKE.,

New-FasAuthorizationCertificateRequest -UseTPM $true -address \<FQDN of

FAS Server>

f5I4n:

New-FasAuthorizationCertificateRequest -UseTPM $true -address fashsm.
auth.net

RERUTARS:

s HESSBFR, wAER IdGUID (FEtRfIFHR “5ac3d8bd-b484-4ebe-abf8-4b2cfd62ca39”),

+ ¥tk PowerShell cmdlet #A—x 4 “BE", BTFEREMTMIEBNFAS,

o HiE1Tlt cmdlet BY, 10 EE FAS BalBt MEEBE XX HRENE, UREEERNEHRKE (RiAA
2048),

« BFELFE PowerShell Zi2ryEMAAIERIPIRIER 24& -UseTPM i8& 7 Strue, RLLRFER
BEX - 5ER TPM BYFrRi& BRI N(E,

« BT cmdlet FEEREE X HPREMEE.,

o ERENBR) FAS ZEMAFIEBTATHIRIETR, BERERRN FAS B ML A LERIE,

o b4, Y FASREBMEBAIEPUERT TPM RIFHNBAIIBAEN, U UELEE X PR
KeyProtection f&i& &5 GenerateTPMProtectedKey,

EWIEATERZANN TPM, IBEERZBIE, 7£ FAS RS2 LM Windows EHEEFRHEENAEF A,
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®Information 22/07/2019 12:59:42 Citrix.Fas.PkiCore 14 MNone
@Im‘ormation 22/07/2019 12:59:41 Citrix.Fas.PlkiCore 16 Mone

1 Information 22/07/2019 12:59:41 Citric.Authentication.Federated AuthenticationService 15 Mone

Event 13, Citric.Authentication.FederatedAuthenticationService

General | Details

[515] Adrministrator [CITRIXTESTWAdministrator] creating certificate request [TPM: True] [correlation: ef1a73d7-bb61-44af-8d21-
1155d864d82e]

FE: “[[TPM: True]]”

R

Application Number ¢

Level Date and Time Source EventID Task C..
® Information  22/07/2019 12:3%:4 Citrix.Fas.PkiCore 14
1. Information 2 9 12:59:41 Citrixc.Fas.PkiCore 16 Mone
@ Information  22/07/2019 12:5%41 Citrix.Authentication. Federated AuthenticationService 15 Mone

Event 16, Citrix.Fas.PkiCore

General | Details

[516] PrivateKey:Create [Identifier afae7c8d-53ff-4cf6-bd96-75fa3e606d3e_TWIN][MachineWide: False][Provider:
[CNG] Microsoft Platform Crypto Provider][ProviderType: 0][EllipticCurve: False][KeyLength: 2048][isExportable:
False]

R “Provider: [CNG] Microsoft Platform Crypto Provider”
$E 6. RIEBFERMBOERTINARIER, HEEREFNEE ENXAE M,
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E usmcertreq - Notepad [=[alx]

File Edit Format WYiew Help

————— BEGIN CERTIFICATE REQUEST----- ~
MIICaDCCAVACAQIwIzERMBBGCgmSJomT8ixkARKWEUNpdHIpeFRydXNBRmFicmljMIIBIjANBgkqg
hkiG9w@BAQEFAAOCAQSAMITECgKCAQEAWATWOCLXIul 3y IscT8Y 5/ 7zuYqBhbHkhZVIwTNFROXW
1hCMwi7X4YpTE7CbItgiFY/95EBa95theTVpelibbgkKoZCdxydc2BwX6 INZrLiShAf1bInFPgrz+
vbG3YJKuktK35IpGgYWjUEDzKiQFaob3Dkh/pwP3V7BcEYthxBECfbal9MHOEFbepoSYOCAfunXld
snwIbXD91lc/fayN/3IF94PAFbNrjEIOHc+48y /WsPgPRgcq9¥BwRjzpGj0gOWRoIS9g22@Y5PwD 77
T IvIvoQkRy SIDOOAT J+20xYEPLp9Jul aE1WXr T1G+XP35nG,/oCCPit7iUIIcOF jGa3gTUQIDAQAE
oAMwDQY JKoZ ThwcNAQENBQADgg EBAT JVE jRIXWHIvztpjxPelzAVWB@s rLpOsCFNdvYn9u+17]8Gsr
Atul juQ+AndY2Rw/bbpZxEICVErqdSty+wtPnUZoAfbel glVht 2RVIbed/Ns6+Mc+F5bFeglHs8c
Y1ITNOtmcHFKt4Loz585E+t0w39MProEj 3p7GwF 7HrGY+05bFD38rb L1975 FNYYgMbs gyMgdREF
35magQiN3C81lyqT8z1iF4132xImQrP /AXQvr1F+TB15PM5Fx ] J6PEKWopTY ZXGz5Clufxeve 1K
+ETHOEQY IMExw3+6 TIcful@j rd8KITdCESMu7LIJuIlajTNZ5Z+1eMe1TATOSXG /ABT o=

————— END CERTIFICATE REQUEST-----

SR T: BETE FAS FR5523 £A9 PowerShell FRNUTHSBIERE R BERIBRZIEBMANIAE :

certreq -submit -attrib "certificatetemplate:\<certificate template
from step 2>" \<certificate request file from step 6>

fign:
certreq -submit -attrib "certificatetemplate:0ffline_RA" C:\Users\
Administrator.AUTH\Desktop\usmcertreq. txt
BERUTRA:

PS C:\lUsers‘Administrator_ AUTH> certreq -submit -attrib "certificatetemplatez0ffline_RA"™ C:\Users‘Administrator.AUTH\Des
ktophusmcertreq.tut

fictive Directory Enrollment Policy
{4F76160E-0BOC-4D21-A4FD-2E29502177C2}
ldap:

At , PIRERHI “Certification Authority List” GEBMANMEFIR) EO. WRGIFEBERMANEERNER
HTTP (Tn&k) #1 DCOM (&B) EAft. 1¥E#F DCOM Em (41RA) :
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Certification Authority List L-

Select Certification Authority

CA Computer
ECG DiC-2-ER-CA (Kerberos) https: ffcg-dc-2.auth. local f{CG-DIC
= CG-DC-2-ER-CA (Kerberos) cg-dc-2.auth.local
£ [[]] *
QK Cancel

EIEEIEEMAENMG, PowerShell 327 RequestID:

PS C:ilUsers‘\fidministrator AUTH> certreq -submit -attrib “certificatetemplate-0ffline_RA™ C:ilsers\fidministrator_ AUTH Des
ktoph\usmcertreq.-txt
fictive Directory Enrollment Policy

L4F76160E-DBOC-4D21-A4FD-2E29502177C2}

1da

p:
RequestId: 106
RequestId: "106™
Certificate request is pending: Taken Under Submission C0)
PS C:\lUsers\Administrator.AUTH> _

S 8. FIEPMANMARS R EAIERHALNE MMC EIB%cH, SEFMENER, iERI1ER D, ARERES
ZiEK, HikiE Issue (M1K).

$12 9: %% Issued Certificates (BEFAMIERT =), HEINMMEER (5K ID MILE), WELETFIER, %
# Details (G(¥4=8) %W+, & Copy to File (Ef12IXH), BB IRREAT . BET—FH, AXHER
IEFETFED
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Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
() DER encoded binary X.509 {,CER)
(_) Base-64 encoded X. 509 {.CER)

(®) Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7B)
[w] Indude all certificates in the certification path if possible

(") Personal Information Exchange - PKCS #12 (PFX)
[ ] Indude all certificates in the certification path if possible

[ | Delete the private key if the export is successful

[ | Export all extended properties

(_) Microsoft Serialized Certificate Store (,S5T)

BB FRE “Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)”, # B FigH
“Include all certificates in the certification path if possible” ($1RATEENEHEIEBREZDHIFREIES).

$E 10: BRUMNIEPXGEHIE FAS RS2,
SI2 11 @id7E FAS R85 A LT PowerShell cmdlet $&EMANAIER SN FAS IR 28

Import-FasAuthorizationCertificateResponzse -address <FQDN of FAS server> -Id <ID
GUID from step 5> -PkcsTCertificateFile <Certificate file from step 10>

fpuan:

Import-FasAuthorizationCertificateResponse —address fashsm.auth.net -Id Sac3ddbd-
b484-4ebe-abfl8-4bZ2cfdb2cald8 -PkcsTCertificateFile
C:\Users\Administrator.AUTH\Desktop\TFM FAS Cert.p7b

BETRUTRE:
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PS C:\Users‘Administrator AUTH> Import-UcsAuthorizationCertificateResponse -address ucshsm.auth._local -Id S5ac3d8bd-badd4-
ebe-abf8-4b2cfdé?ca3? -PkesiCertificateFile Co\lsersh\idministrator AUTH\Desktop\TPM_UCS_Cert._p?7h

Sac3d8bd-ba8i-hebe-abf8-tb2cfd62cal?
[0ffline CSR]
a5c27fec-1dd7-4c2b-8963-16ec311020fc

113

$I& 12: XFABEHBs FAS BEREITHI&,
- Citrix FAS Administration Console - connected to localhost

Initial Setup | Rulesl Advanced | Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" to publish the templates on another certificate authority.

\/ Authorize this service Reauthorize
An butharization certificate is configured,

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

AR BAULRST SRTEZREN A,

S 13: 7% FAS BRIz 5hikiF Rules (M) &Ik, HELEMLCEPIRNIEZE,

fEF FAS BIRIEHIE FAS BEERITRISTARITHIIERERBER, RALFEZNER, FRIFFARATFAEMIADIE
FHITHANIEBERITK,

W74 FAS IRER, ERZIEPERMRBIEBMEANEZE. BIRS (EERFFHLSE 3) ZA:
SR 1 BIERNITREBEEXH, WK

<add key="Citrix.TrustFabric.ClientSDE.TrustAreaJoinParameters.EeyProtection"®
value="GenerateTFMFrotectedEey" />

BXHIENZTRINT:
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreadJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. ——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName"™ value="Microsoft Software Key Storage Provider"/ -->
<!-— Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -——>

<!-- add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ -->

<!-- Specify Private Key protection [NoProtection|GenerateNonExportableKeyl|GenerateTPMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreadoinParameters.RKeyProtection" value="GenerateTPMProtectedKey' />

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" value="2048"/>

<l-= vent log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<= rix.Authentication.UserCredentialService.SystemLog.Loglevel” wvalue="3" / -->
<!-- Logging: Event IDs to not log (comma separated) —-->
<!-- add key="Citrix.Authentication.UserCredentialService.SystemLog.Supress" value="" / -->
<!-- Logging: Disable Key Management logs —-—>
<!-- add key="Citrix.TrustFabric.Logging.SystemLog" value=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,6 Version=v4.5.1"/></startup></configuration>

—4& TPM 2RHFIBHRKE, BUIARPKEN 2048 i, BSHIEERBAHZRINTRAKE,
SR 2 BINRSS

FE 3. MIEBMANMERSEF oA HERIERIER. REEMIDIERE, KEIEFHNTE 3 BEEEEN AT
BTRAEE, B, KE TPM RAEREMTMIERRFAE. RABERTZIEBNEREN 2 &

TR 4. BEEXHMENWN TR

<add keyv="Citrix.TrustFabric.ClientS5DE.TrustAreadoinParameters.EeyProtection”
value="GenerateNonExportableKey"/»

=

AR

22X FAS a]fEA TPM RIFEBSARERBFIES, ER TPM B FAREETHEERE XIS,

SI|S: EFREDD FAS, XER%IILARS BMIRMEEN G, HRMEXENE, MENEMFAPIRIERFMAFIES
A, XEREARTE TPM PEiERAEH, MREA Microsoft Software Key Storage Provider,

S8 6. £ FAS BIEIzH S iEE Rules (M) &+, HEEZEMLEFMRIIRE.,

w3

HERBINE HSM FpiZEREMAAGIEBFASAR AP IEBFAH, IWRFIRIZEERE HSM. & HSM BEBE— MR
&%, g0 “HSM_Vendor s Key Storage Provider”,

MR RITEEIMUIRIRHIETT FAS ARSS 28, BMEHN HSM HEE S 95 XEN EBRFZHINER.

SR 1. £EAEEEH A% FAS #1THRIcERE, BREREIH NS R “SBIERRR" N REIEBHAN
7o
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Initial Setup | Rules | Advanced

Connect to another server  Refresh

Complete these setup steps:

v

Deploy certificate templates

The required templates are deployed in Active Directory.

Deploy

v

Set up a certificate authority

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish” to publish the templates on another certificate authority.

Publish

Authorize this service

Create an authorization certicate for this service.

Authorize

Create a rule

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Create

Connect to Citrix Cloud

Complete this step if you wish to use this FAS service with Citrix Cloud.

Connect

S 2 FFEIEEH HSM S, UH#E HSM ProviderName BN 214, 1R HSM EAME CAPI, M
AR HIZ F AT RERR NI B AR S 1R MAZR (CSP), 1R HSM ERKE CNG, NIXIRMIEFAIEEN A Key Storage
Provider (KSP),

PR 3. RIBEEXH, WA

<add key="Citrix.TrustFabric.ClientSDE.TrustAreadJoinParameters.ProviderName"
value="HSM Vendor’s Key Storage Provider™/>

BXHIMENZTRNT:
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<?xml version="1.0" encoding="utf-8"2>
<configuration>
<appSettings>
<!-- This option switch between CAPI API (true) and CNG API (false) Cryptographic Providers -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderLegacyCsp" value="false"/>

<!-- Specify the Cryptographic Service Provider (CSP) / Key Storage Provider (KSP) Name. -—->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderName" value="HSM Vendor's Key Storage Provider"/>

<!-- Specify the Cryptographic Service Provider Type (only for CSP - not KSP). For example: PROV_RSA AES is 24 -—->
<!-— add key="Citriz.TrustFabric.ClientSDK.TrustAreaJoinParameters.ProviderType" value="24"/ —->
<!-- Specify Private Key protection [NoProtection|GenerateNonExzportableKey|GenerateTFMProtectedKey] -->

<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyProtection" value='"GenerateNonExportableKey"/>

<!-- Specify RSA Key length -->
<add key="Citrix.TrustFabric.ClientSDK.TrustAreaJoinParameters.KeyLength" valus="2048"/>

<!-—— Logging: Event log Verbosity (0 Disabled, 1 Errors, 2 Warnings, 3 Informational) -->
<!-- add key="Citriz.Authentication.UserCredentialService.SystemLog.LogLevel"” value="3" / -->
<!-- Logging: Event IDs to not log (comma separated) -->
<!—— add key="Citrix.Authentication.UserCredentialService.SystemlLog.Supress" wvalue="" / ——>
<!-- Logging: Disable Key Management logs —-->
<!-— add key="Citriz.TrustFabric.Logging.SystembLog" walue=""/ -->
</appSettings>
<startup><supportedRuntime version="v4.0" sku=".NETFramework,Version=v4.5.1"/></startup></configuration>

b 75 2 1Ri& HSM B 28 CNG, At ProviderLegacyCsp f&i& & false, 1% HSM ERA 28 CAPI, M
ProviderLegacyCsp fERIZEE R true, EFIREH HSM HE R, MHE HSM #AKZ CAPIIEZ CNG, It
4b, 1EIEIR HSM R A XA T RREE R IR RSA ZHENSZIFNEAKE, ELREFR, BHKEGERRINE
2048 fii, FMFRIEENEAKESEGZT.

SR 4. BB Citrix RESHWIERS, UMEEXXHPIRIE,

S5 72 HSM 4L RSA Z4A3Y, #iBid 72 FAS BI2izHI &89 Initial Setup (#13418 B) iEW+ L2 & Authorize
(T KEBIEBERIER,

SR 6. BERIERBEE HSM FRERZPAR, EKRE Windows EHEEHRHNARFRE!

[516] Private Key::Create [Identifier e160881 2-6693-4c54-a937-91a2e27df75b_TWIN][MachineWide: False][Provider: [CNG]
HSM_Vendor's Key Storage Provider][ProviderType: Q][EllipticCurve: False][KeylLength: 2048][isExportable: False]

& [Provider: [CNG] HSM_Vendor’ s Key Storage Provider]

SR T MIEBMANIIARS 83 ERIEBIANIE MMC f, ERFHFAIERIERT R

Request D Binary Request Request Status Code Request Disposition Message Request Submission Date Requester Name Request Country/Region
w7 - BEGIN ME...  The operation compl... Taken Under Submission 07/04/2016 14:04 AUTH\UCSHSMS

ARBEZIER, FHikE Issue (K)o
AR BRUIRS” SBREEZREN .
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Initial Setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Deploy

The required templates are deployed in Active Directory.

\/ Set up a certificate authority Publish

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA.

Click "Publish" te publish the templates on another certificate authority.

\/ Authorize this service Reauthorize

Deauthorize this service.

Create a rule Create

A rule defines a smartcard-class certificate that signs users into a Citrix environment.

You have no rules configured.

Connect to Citrix Cloud Connect

Complete this step if you wish to use this FAS service with Citrix Cloud.

S8 8. 7E FAS BITH 5 Fi%1E Rules () &R, HEBZEMLEFMRIIZE.

FAS FHEIES

FAS FfEM FAS BRZ528 89 Microsoft IEBIFERFMHEIER, ERMANEIERE,
EMEEMIMIERH GUID, 7 FAS BRS8N IUT PowerShell cmdlet:

‘ 1 Add-pssnapin Citrix.a\*
\ 2 Get-FasAuthorizationCertificate - address \<FAS server FQDN>

a0 Get-FasAuthorizationCertificate -address cg-fas-2.auth.net:
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ministrator.AUTH= Get-UcsAuthorizationCertificate cg-ucs-2. auth. local

355‘54L4 bBc3-4cac- haDd—-ebjceL4=31c
3 2.auth. TocalyCG-DC-2
: 3df77088-00e0-4dca-a47a-28060dcl6986

erti1ticateRequest :
Status : Maintenancebue

: fcb185f9-5069-4234-8625-a
: [0FfTine C5R]

ertiticateRequest

END LEF{TIFIL-«TE REQLlE_l'
: WaitingForApproval

BREAAIERIIR, BRI

Get-FasUserCertificate - address \<FAS server FQDN>

40 Get-FasUserCertificate -address cg-fas-z.auth.net

dministrator. AUTH= Get-Ucs cg-ucs-2.auth. Tocal
humbPrint 22879F40EE92125A
IzerPrincipalName : (
ole default
ertificateDefinition : default_Definition
xpiryDate : 05,/04,/2016 12:02:13
=W

fEF HSM 7#iERAERRY, HSM F28i@d GUID #174RIR. ATLUEI fEMA LA T ap<3REX HSM FRy#A$ARY GUID:

Get-FasUserCertificate - address \<FAS server FQDN> -KeyInfo S$true

fugn:

Get-FasUserCertificate - address fas3.djwfas.net -KeyInfo S$true

aufauit
default_Definition

securityCon
(piryDate
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BXES

o REMECER FAS REMEENETESE RN,
« JBF FAS BRETEELS B HIIEARSS (A RS EHA — S Hp i ABESE.
BREE—XMATHM “BFEHFE XE,

L EMMEEIE

September 2, 2022

BX& BPIIEARSS (FAS) 5 Microsoft Active Directory #1 Microsoft IEBMA LM EZER. HREUEERSM
WRAFARLIEETEE, Eit, BENIHITHISS X R B Em — I E R 2R,

XA T HE FAS RFEEEIRHR 2R, I, EHRT o] UFBHREN AR 2RI B8,

MEBIR R LR

TEETRT FAS 2R EANERAHNREEE,

B2 FAS BRSS 28 U RO BAEZNMFIGIE IS MA T2 X BREMENN—I5, EBESFIEF, Citrix Gateway
Citrix StoreFront 2al{=HATHITAF BMHIIENAH; Hfb Citrix Virtual Apps and Desktops A#FRZ5IN
FAS g2,
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Citrix Microsoft Microsoft

Federated Authenti-
cation Server

ADFS Server (with
Web Access Proxy)

Certificate Authority Domain Controller

DCOM /

FAS FAS User
2| Authorization t Certificate
Template

Windows Server Windows Server

Windows Server

UPN
TLS Server walter@auth.local

§ Certificate

) Signature

' Certificate

Certificate

Alternative UPN
walter@acdfs.ext

FAS Authorization
Certificate
1 tem plate

Encryption
Certificate
{notused)

Kerberos

Citrix Gateway

Storefront Delivery Controller VDA

Windows Server & Deskton indows Server & Desktop
Operating Systems atil

TLS server TLS Server | FASUser
f cenificate £ Certificate Certficate

\VPX indows Server

Root CA
§ Cenificare

Gateway Server
§ Certificate

ADFS Signature
§ Ccentificate

SAML SP (RP)

High Trust Intranet

BiAERER 2 M

Citrix Gateway. StoreFront 5 Delivery Controller 4z jalfvi@fsMi@idin 0 443 5 TLS R4, StoreFront
RS 28R TE HiERE, ™ Citrix Gateway (NEES A HTTPS %0 443 i@d Internet BIirAiE,

StoreFront [RE B FEHABE B4 KIER Kerberos i@id i% O 80 517 FAS RS 25, B P IIEMER FAS RS2
B Kerberos HOST/fqdn #5733 LA & StoreFront AR 53 28389 Kerberos i+ B #lik PR35, X4 M Citrix Virtual
Delivery Agent (VDA) B RBFINFAEHN—XMERN “EEOR,

HDX =xiEZE# 2 VDA B, VDA iF#:@id % 0 80 313 FAS ARSS 28, B2 IRIEGEF FAS BRSS 286 Kerberos HOST/fqdn
RRU K VDA 19 Kerberos it EHIARIR, tbsh, VDA HAURM “EiREWH" A &EIHIRNERMFAH.

Microsoft IEH Mk HNiESERET Kerberos 18iER DCOM B9@(E, rILUSHEBE NEHEERE TCP O, Lk,
IEPBMENMIEER FAS IRSSIZEETAIEEMAERIERE RN CMC HiRE,

e By AEEE O
BE B HIIERS [#A] 2F HTTP 8 Kerberos (7£ StoreFront #1

VDA &), [#H] DCOM = Microsoft I Bif& e
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ARss 28 5 A s O

Citrix Gateway BAAN] MEFBITENZE HTTPS, [BA/iH] M
HTTPS = StoreFront fR$328/ M StoreFront [REH(ZE
HTTPS, [4#i4] HDX Z VDA

StoreFront [5N] M Citrix Gateway Z HTTPS, [#H] HTTPS =
Delivery Controller, [#ith] Kerberos HTTP = FAS

Delivery Controller (3] M StoreFront fR$528E HTTPS, [HA/HH] M
VDA ZETF HTTP 89 Kerberos

VDA [ N/#4] M Delivery Controller Z&F HTTP &

Kerberos, [#iX\] M Citrix Gateway = HDX, [#iH]
Kerberos HTTP = FAS
Microsoft iE Bk H143 [#X] FAS Z DCOM EE% %

Citrix Bt & BHIEARS 5 Citrix Cloud Za8yiEE

=R A FAS 53316 A F B9tk P AR AR S5 0k i3 18] LA T stk
« FAS EEiEH G, TRFKAT

- x,cloud.com
- %, citrixworkspacesapi.net
- E=FEMREEFAENMLE NRENIFEHERT E=H S HRERER)

o FAS BRS5, EMERSMHKA T: *x.citrixworkspacesapi.net

MREMIFRDERIEIRS S, 1BER FAS BRITH St RRER PRI, s, BESHER netsh WAMHWITA
EC B MLRAR S5 bk B9t

ZEERFEM

FAS EAEMIGIES, AFERRENEAFBEMAIES. Bit, LAGEHEELT2REREP FAS RSS2, H
PRI EAN R,

FoEMRIE

FAS s 4 MAERMALAFIES. Microsoft IEBMANAG R IFERENEMAIR, IEBRRAEMRIZA LA EMA
IEBBAF.
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citrixtest-DC-CA Properties |7 [HISG
Extensions | Storage | Certificate Managen:
Genersl | PoicyModde | ExtModde |
Enolment Agents | Audéng | Recovery Agerts | Secuty
For more information see Delegated Enrollment Agents;
() Do mot restrict enmliment agents
(®) Restrict erroldment agerts
Enmalment agents:
Everore ]
Ceficate Templates:
Pemissions:
e =
Ewa Al
o T (R ]
Dery |
[ oK || Canoel || Moy || Heb |

ERT LA A S HEIE R IR IR |

o EMARIRTIRREE FAS BRSS5%.
o IEBRIRFIRNE D FAS 1R,
o WRFIRNEE R FER FAS WA, G0, BiNERLE FAS | “BI2” ot “SERIPNEF” AFHAF AR,

BEERITIREE
MECEMNE DR, EHMEEERE StoreFront lRSZ 851K, LUEMKIEREME FAS FEBRF &%, B, &

AILURENE A EMAERNAF, URAFPAIAE#HTSHIRIERN VDA itE . X3 &R E N EmTE Active
Directory S BM AR L INEERIH 780

A EIRE

5 FAS RS BMFAEEREEIE KO 80 LIEE & % 183EH Windows Communication Foundation (WCF)
Kerberos M4 iE#z,
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EMETED

FAS #1 VDA 2% 25 A\ Windows B A&, IR UBATFHRMMEZER, EHEEBATIE T aIERNES

E/IZ.\?R Eo

R ERIR

FRETASA, B5EH FAS AAFIERHIATE, 1B NERSIKF FEATISHATAE, FAS IIHMERMBEHR

ERR (NRENREREFRUAEIR) o

£ FederatedAuthenticationService.exe.config X iR T RESINMBEE, HERIEFAAN, BRAX
LiRE, FEit, ASAESERTEMIATASR (F1, 4096 i, ¥ TPM RiF) MEfTRAFIES,

2K

=%

ProviderLegacyCsp

ProviderName

ProviderType

KeyProtection

KeyLength

IERMANAEERR
FAS E125

=

StoreFront/Citrix Gateway &5

HiA

HigE 7 true BY, FAS £/ Microsoft CryptoAPI
(CAPI), &M, FAS ¥fER Microsoft Cryptography
Next Generation APl (CNG).

ZFEAR CAP| 3§ CNG RIEZFHIZ T,

27 Microsoft KeyContainerPermissionAc-
cessEntry.ProviderType Property
PROV_RSA_AES 24, RIiz$a#25 24, BRIEEER
CAPI 5 HSM # B HSM 1B S B HE.

EHTAAN FISH RS, MRBAERE, EAVER
SZEEMNTEER (TPM) BiAEME,

RSA TASAMZIAKE, XEFMEERE 1024, 2048 1
4096 (BAIAfE: 2048),

R

o

EMRRFEIEBRIFHHERR L2
ECEARIIRE
ECEIEBMA A

LHEHECE FAS IRS2%
EERFBHRIE
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B R
Citrix Virtual Desktops & fd& VDA #1 Controller

BNEERDIEHRBRERRENTENS, MAAFRBREHEERRBRASLRZ S,

ARG E

AIE FAS it B EBNBTARIRECEN “R5|S -> FQDN” ZigR#HITIRIR. h1a] FAS ARS5830Y, ZPIRIGIEIE FAS
AR%58889 HOST\ <fqdn> Kerberos #7iR. 8 FAS BRSS 82HFT G ARSS SR U A B HREM FQDN B E U EERS]
M, &M, StoreFront &1 VDA "JaexiAIaI AR FAS AR 28,

FBREERER, Citrix BEXIFRHAEITENRA—FK, B2 FAS IRSBMTIRNEIZE, 5532MbR
FEINFEEFRHF,

Rzt GPO [R#IA REE 5 FAS BRS5 28 LU MRPRELIZANEY FAS BB (FN/RIHEIER) =4, EI0RME, Uk
TERRRR FAS BRSS BN LAIEEFERAITEN FQDN &#5,

IEFER

NREARFEMFERS FAS —eiR M Citrix_SmartcardLogon iEBiElR, ERIUERENEIZ. R TER.

ERIEPER

MREHLEHE Citrix_SmartcardLogon URFEEHNARERGBBITAE, EHUM:

o SIRIEBEIREI—1EIZE, RENHESHR UFSERNARRIRG AT,
« M FAS PowerShell &s<&12 FAS, MAREERAF RE. (BEAFREEAT Citrix BRIAMEREZF.)

- {#A Microsoft MMC IEH#ER B & Ta; Publish-FasMsTemplate &< 2 mEHER, LUK
- {&F New-FasCertificateDefinition &< FAS hEE ERIEIRZ TR,

e E AR

1ER LUEOIEBRR FEYA 2o

BMEEETH . FAS RRBIEBERFAILIRE. FAS 2BMEIEBHAEZAPELSITIER.
EERMIEREE

BIIERXLEREMY, FAS 2ZBIEBERFAXEIGE, FAS 218480E %+ Allow private key to be exported
(RS HFEH) &EUE%ES Renew with same key (ERERZHLIT),
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BEDERXLERES. FAS RBBIEBERPHIXLERE,

BX FAS REVERIRE, FSHALARE,

BRI AR 1%

BMEXLREME. FAS R AIER,

BN BIRIR B 1

EMMEX LR, FAS RZHFEUUER,

By REM

1] LUB BOX LS B LIRS IR B LR 5REE,

AR FEENT BRETRESSHLARENE, HSBUEBLEER.

Bz eRE%

\

Citrix BNEBIXER BT AN FAS RSO EANIKA REFIFGEMUR, FAS RETBEEMRMINR. BL,
SEMTBRIR—, CTERE:

o AWEERIEINHE NER
o AL SHIIER AP IREUER
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Subject Name

lzzuance Requirements

General | Compatibilty | Request Handling

Superseded Templates Edensions

Cryptography | Key Attestation

Security

Group or user names:

Server

52, Authenticated Users

% Domain Admins (DJWFAS \Domain Admins)
Comain Computers (DJWFAS \Domain Computers)

Pemissions for Domain Computers

Full Control
Read
Write
Errall
Autoenroll

Advanced.

For special pemissions or advanced settings, click

R fERE R MR

Citrix BIEREERXLREY,
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&R B31%#% Build from this Active Directory information (BF it Active Directory 58#%), MMSBOEHM
ENMTEIERT BEPEEAFM SID, R T EAFM Active Directory ik 8932,

EeaiRSS 2 E %

RE Citrix R, BEMAIMBHXLERBEUNSERNARKR WNRFE).

EeMmAERREE

BIMEEXLIRE, XEGE N IZ I TFR:
Citrix_SmartcardLogon Properties |i-
| Ganeral | Compathitty | Request Handing | Cryptography | ey Attestation |

Supenzeded Templates l BEdensions | Securty | Sarver
Subject Name lssuance Requrements

Require the following for enrolment:
[] 04 cetfizate menager approval

[+ This number of authorized signatures; |1

¥ you require mors then one signature, autoenrcliment is not sllowed

Fuiw type required in signature

| Application pokicy i |
Application policy
Carficate Requast Agent W |

Fiequire the follewing for reennaliment:
(®) Same critesia as for enrcliment
() Valid existing certicate
Alove key based renewal (7]
Requires subject inforation to be pravided within the cerificate
requast.

" Control is disabled dus to compsatibify settimgs

OK Cancel || Mooy || Hep

(EEE TN Ed

IBE LB IR E, ZIRBENAME LR Windows Server 2003 CA (Z2#ahRZAs 2), B2, FAS X% Windows
Server 2008 RE=hRAH CA, IbSh, N EXFTR, FAS £Z8&&:d%+F Windows Server 2008 CA (Z2#fiR4s
3) 5 Windows Server 2012 CA (ZE#hR7s 4) sTAMNEMISE,
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IEBIA N ER

IEBMANADE R R A SRECEIEBIMAN AR SS 28 AR AIE B AR SS 23 A BIE B AR,

RIIRIR

EEIEBMANREB A E T B EIRE R HIRIREZAVIES, IEBMLNEEERBIER LB ZER.

BRENREHERERE FAS IRSHBNNEAFIMIMDIERER, HEBFRITT2RNNML IR, TEA—ME
AT, IEBMRNAEREZELLEDS ESCEMIDIEBRIERFRET2IEHEES, HEER T FAS RRSS[IRNAIE
B8,

3 ASEIR

—RIERT, IEBMANAER ST EBITFIEBME AR AEIRE, #MATFEEIENERE, IEBMENE
EESALEE DCOM TCP Mfm SN, LIERE FAS BRS5ER6EBHIFIES,

PRIEM

RIANERT, EEEMIIEBRREEREEAAFARNEMEBRIRAERAFAMAIES. NER “TRESEMA
B EBMANAREIMEEE RSB N —AIFENAR.
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| Cenficate Managers

General |

Palicy Module |

Bxit Maodule

Ervolmert Agerts | Audtng | Aecovery Agents

| Securty

(#) Do not restrict enrcliment agents
C,‘ Restrict enrcllment agents

Enrolment agents:

For more information see Delegated Enrollment Agents)

ERBEARIRAN B A%

WNTFEREE, AILUERBEXRERRKREEMNE RMEBMNK.

FAS E3%

FAS E8ZmZ21IEE,

i@ ACL [E#l StoreFront. A~ #1 VDA

FAS 2B EREIZ R IEFIHILE Kerberos ik REBS A IRITHAE

HiRRE 5 BH
StoreFront [IdP] E1EXLE Kerberos ik LU E EHIEIEE MR NS

o SNRXEENKF R MKF EHIF, ATUEIRIERH
KHEMAT FAS BEEFRAIFRIAF,
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BRKRE WA

VDA [{=5#i7] X RERGARNEBMFAARITEN, I, EEEFEA
B |dP RN EIRAWRE, EZAFERFH VDA tkF
BEZRNAARTEE,

mP XEIEHIRLEE |dP FERRMAR, EEE, XS5IEBME
MR “ZIREMAIE” REAMEFEES, —MRiR,
BIUXELYIRP B E IR, KR LELE BRI
B StoreFront KRB RIEA BIE R EIERA. BIAT
=, b ACL FRIAIHH BN,

ECEHNY

NRE LML Citrix Virtual Apps = Citrix Virtual Desktops SiZRBERER FAS ARSSSIEMLEN, MNIZERE
o SMANBE—AMIUMEERN, BAMS, FJURMEE Kerberos ifiplEHFI= (ACL)o

ECEIEBMR NIRRT

AILARRBIGERREEREREBER CA, SRECE A LUEFERIIERSEHRBNIES, REBRTIFR,
w, tRIRA HMNET APEEIEEHNNRATERSRTRRA “RE” NAFPREIEHR,.

SIERIEBN S G RIEIES

FAS EERAIUEHAFEHRIINEBREERFANRIERTA, HM, HTFIThEETRFRE “€8" iEBERE
HEl A, FRAEESMEN “BR IEBREZTREEM.

FEARIPANEZRARE

FAS BI2R R FAS BB RTERHR LR (HSM) RZEEMTFARR (TPM) hFiEfasA. Citrix BIERED
BSREMYDNEBRAFETE TPM FRRIFFATR; EETE “Bid” IEBiERI 2P M,

B, AT A A IERFAREFMETE TPM 5 HSM 1, FRERSAERRZIL “FrRISH” BREM, KENZEDH 2048 i,

EHEE

FAS RRSSSBRMIFANEEMETHNEMHAE, XEATATRATFHEEZMNNERNEH.
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EERGPNRMEETIR

FAS haiF—Lini2 EIRTIAE (A IIE Kerberos) TR, “AHMBEERA" fAX FAS BRBERBTLEHINIR,

RZFERLER LT R0

Citrix Virtual Apps. Citrix Virtual Desktops 71 VDA &5

—Rifs, 1EEM FAS B¥ R 82 Delivery Controller #1 VDA BB RNZ2&E, F7 FAS “SiRGR Rt

“Active Directory Z#3”, Controller #1 VDA BIRESTRNEETERA,. NEEHEZAEHNEHFES.

2311 Windows [RE3R% M

FRERSBMUREFMEBIMER, HREMEHMENHRSN. NRReXBEAMEMRSBRETRENY

BAE, HMFAEEHEIMNZEA EIW 4Rk,
RFHEZ B SHEH AEReMFEETETEN L.

AR AR EER RGP RDP, AR, NERAPKFAFHITEEFER, LEXNTIERBMATANENERERKAE

B,

BXES
o REMECER FAS RENMEENETESE RN,

o HEEREN—XNET FAS (AR,
o BRERE—XNATHEM BIFFE XB.

MERETTER S

September 28, 2021

FAS 835—4H R TIRER G BRI ARITERER,
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@) Performance Monitar

e D E=HE

) File Action View Window Help

@ Performance
v [ @ Monitoring Tools|
B8 Performance
[5 Data Collector Sef
_"ﬁ Reports

— O X
- 8 X
Add Counters X
Available counters Added counters
Select counters from computer:
Counter Parent Inst.. Computer
<Local computer = Browse. ..
Citrix Federated Authentication Service LIPS
Pool Key Count
Instances of selected object:
Search
Add == Remove << b0 12:08:15
[]show description Cancel beom 1.40
Counter Instance Parent Object Computer

TRIIHTHBNITEES. FRIESTRE, BN ITHHES 10 BEFR—R.

E=2u

WA

FIRERERBER (EW)

IEHITER
BOMERERBER

HEREBERBFRITER
MEEAITEL
B RAIR(F

RIETE
1B/ /B HkE

IERERIBEROTIGHREE (UZWHEMN), EAF—
DR RS H.
K& MRS EEEENIERHE,

KA SHRIERSENHAHIEREREREL, £H7
— N HBEIEITT RIS .
K& MRS EELENHLIERERIBERNEE,

ZIMP A FIEBER BROTERZ A E,

KA B MRS S D HRITRNERTAAIRIFL, £AR
— D EREIEIT RIS .
K& B MRS EFERERE VDA 2IEHE.

RIE “SOMEBETRIERE LERKESSHIIERSH
BRNOH, MEESIHER—X, EAR—2HH8k
EiITERH. B “SH#l” HEVEZSREAHTHN
FEFRRERE KB,
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717 Windows & F(a)&t

September 29, 2021

AXNAT AR ERIEBHN/HEEFERN Windows RSB EMHFIRAES. JUEAXLERSRENESNSH

IUER M e 1 TR P HE R

IERB AR

Windows Active Directory #ipfi REER P EREMEREBN S MEBEE.

« NTAuth IEH7(#: 2533 Windows #1753 IIE, SFUSEIRIRAFIES (B, FXFFEMMIERE) 9EH

MAMMKEE NTAuth ZiEF, BEEXEER, 3B certutil BEFHAUTHS: certutil -viewstore
-enterprise NTAuth,

RIEBMAREREREE: —RMsS, EPEREARIERMEMES, BAit, NREEFERIERE, FIEITEN
FHHPERERFEE AN EIEXLIEH, RIERBHAULTFRISIERFMEP, MERE _MEBSATF NTAuth
i+,

ERIEBT BEMAER: ATLUE Windows BLE F5aHIIE EKU LI EMER SRS, 15218 Microsoft xxiy:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-
R2-and-2008/ff404287(v=ws.10),

AR SRR

AllowCertificatesWithNoEKU

AllowSignatureOnlyKeys

AllowTimelnvalidCertificates

EnumerateECCCerts

X509HintsNeeded

UseCachedCRLOnNlyAnd.

IgnoreRevocationUnknownErrors

WA

AN, RS AEESERERT BEHAE (EKU),

RIMERT, Windows sidiSis R A TF#1T RSA f#EHY

IERMR. ETREERZI IS,

BIMBER T, Windows &S HIRIEH. ks
B2 TERR.

B B S {3 381,

MREMEBFEEH—MAF EAEET (UPN), &7

URHRE, MWEIERrARFaisER Windows B®

L

ZHARENE (BREESEHELIRE).

o EITHISRIES: FIERRSHBUTEERYN “PIEHIR" IEH, 7 Hexd Kerberos EE# 1T H130IE, AILUER
“EHITENIERNAEZE MMC B8P RFXETS,
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UPN 2 #RF0IEFREY

BNAFIEPEEREERENT BEPaE— M E—AR EFHE/H (UPN).

Active Directory ##J UPN &R

ZINE R T, Active Directory Rt EMNBE R MAB BRI EE R <samUsername>@<domainNetBios> #l
<samUsername>@<domainFQDN> gy &t~z EAkazt UPN, =T FQDN #FaiE7E## RootDSE £ B,
EEE, BMARATUEAEZME RootDSE FiEA#Y FQDN bk,

Ltk4h, Active Directory mivE AP #AE 23X UPN # altUserPrincipalNames, Xt:2BFIREZBFAN
UPN 8 LDAP %8,

% UPN #Z A8, Windows E5Edaig (BURTIZER UPN #93i20iR5)) hEHRER UPN, AEEHER
UPN. RSB EH, MEEHRIE UPN, XA LR BIMp ey E i,

IEPBRETARSS

MREMEBAEFEER UPN, Active Directory 85 RBTFE#L LN ARIER UM x509certificate B
RERRET, ITENAIUEZRSTALEE GUAERT, ERMNEPER), MUERAFFTTESES,
AGERAAFRHE—MNATLUEE ATNRIGER R EH BE A E BT R P ER LTI B P Ik,

MBEMBEESZ MY, FRBFKRAMRIEEE, Active Directory rootDSE 5 IE BT IRSHMNE, ZRSEE
TF2RERiItEN L, HEEMTHESHRE x509certificate BIUMEEME, BTLUER T ENNETERREM
MERERIFTRNEF K,

I R R IR F

SRR EE S MREHERN, EEHETATEORIEMEEHSEREEER, XETUBAHRRAS.

bt lpee el e

Z 53 &) Windows £ A & 89 Windows % B # T & R, 7 U@L B B Imhosts X # (\Win-
dows\System32\drivers\etc\Imhosts) FERi&E Windows B FEAITEE 28R,
ZUBBEEFE—TER Imhosts.sam WRHIN . ERBERE—1T:

1.2.3.4 dcnetbiosname #PRE #DOM:mydomai

Hep, 1.2.3.4 5 mydomain ig# &% dcnetbiosname HsgiiEHI2say IP ik,

BEFEE, Windows itENIEERZESER mydomain, i&FE, TRIARE, HIERIEE.
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IRBIEFEERRISITH 25
HRE, Windows #ERiLiZAAERMNGIEHIEE— MSDOS FIREE, EEERZTE, ERIHTRRED
HBAUTHS: echo %LOGONSERVER%.

55 M 1IEA XN B EEHEEL S RO EN R,

BRI E%EN

BIMERT, Windows i#izhBi FRATLKFBHIZAS. fIUEARKAEERPEIRLIRE PR EXRIRITHH
TiEH. BARE, BiIEHISREREAEXAPERTINMIEHAERER.

g Local Grotp Policy Editer [= [o [

File Action View Help

«= 2@ = HE

'y

Z] Local Computer Policy ~ || Palicy Security Setting
4 & Computer Configuration | Audrit account logon events Success, Failure
I 2 Software Settings | Audit account management Success, Failure

4 Windows Settings
- | Mame Resclution Pelicy

5| Audrt directary service access MNe auditing

s Audit logon events Success, Failure
&l Script_:. (Startf.up.-‘Shutdn-.'.-n] ) Audit object access Mo auditing
45 SFcurltyrS{ttlngs 2| Awdit palicy change Success, Failure
4.4 A’qum PD“CiES_ | el privilege use Failure
b 3 Password Policy . | Ausdit process tracking Me auditing
b L@ Account Leckout Policy | Ausdlit system events Success, Failure

I g Kerberos Policy
4 a4 Local Policies
b Cd Audit Policy
b g User Rights Assignment
p g Security Options

k7 Wimelmae Fisssasall with Ashiamead Tamiisitg

IERIIERE
REIEBERMN

MAEREEFRIEBSEHN DERIES FRREEFMLA) , WALBIUTHLRIEEBNMY: certutil -verify
user.cer

2R CAPI HEIZR

EEEHSMARHEN L, THFE4EESRHBA Microsoft/Windows/CAPI2/0perational Logs BIHEIZRIN

ak
BEo

A LLEE CurrentControlSet\Services\crypt32 FHyEMZRTIESI CAPI BEIERIIEE.
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& WiER

DiaglLevel (DWORD) FAR5S (0% 5)

DiagMatchAnyMask (QUADWORD) EHTEES IFEEMER Oxfffff)

DiagProcessName (MULTI_SZ) BHIZRITTIE (5190, LSASS.exe)

CAPI B3

HE 8A

AfEL %A CertGetCertificateChain #9 LSA (8fF4%)

IR #5 CertVerifyRevocation #9 LSA (BfF4R)

X509 3% EIFMERT, IEBFNERBHETIR (CRL) #E3
AppData\LocalLow\Microsoft\X5090bjects

IIEIE R #5 CertVerifyChainPolicy 9 LSA (&F&%)

HBIRHR

FEIRAED: 88

IEBFREE TR BN EREBEFAEN aE RIEBIEERAYIE
PIEERERIEH.

IEBRHOERIR TiEMIES CRL & S#EEMIEIE FEEBERH CRL,

IEBRBHEIR

Kerberos B

RBHNITRENE, WRMBELERIHER. FSHEILH
R IAEREEMER S

IEBFERTER. M, EBrEERSB[IEHHER
IEHo

EE A Kerberos AFIER, BEMERIBTNRELAFITEN LRI TEMRE:

BRI

Value name ({&&#R) {& [DWORD]

CurrentControlSet\Control\Lsa\KeEs&ea5Parameters 0x1
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BEEHT Value name ({E&R#F) {& [DWORD]
CurrentControlSet\Control\Lsa\Kekleeb®x\Pagieveters Oxffffffff
CurrentControlSet\Services\Kdc KdcDebuglLevel 0Ox1
CurrentControlSet\Services\Kdc KdcExtraLogLevel ox1f

Kerberos BEIERBHBRAEZHAETH,

o “REMFIEE" FHEAEBRENIZHT.
o TERMHRABEAGEEMRE, JUR2MZK:

- KDC_ERR_PREAUTH_REQUIRED (FBFmREFHRAEITHIBRRIBAYEITHIE)

- KA 0x4b
EHATER

KAUNAT AR ERIERERIEITHISRM TE ERTHEEHRE,

o %128 CAPI2 BE

HiEHRReAE

Virtual Delivery Agent (VDA) & HE
VDA CAPI B3

VDA #4£BE

wizhlgs CAPI2 BHE

BERIED, HIEFRFEIDRARENIES, MMERUTERAN—RIBEFRE,

Operational Number of events: &

Date and Time Task Category

{1 Information 21/06/2016 15:14:54 30 Venfy Chain Policy
{Dlnfom'iatian 21/06/2016 15:14:54 CaPI2 11 Build Chain

(i) Information 21/06/2016 15:14:54 CaPI2 90 X509 Objects

(i) Informaticn 21/06/2016 15:14:34 Capiz 41 Verify Revocation
@Int’or‘mation 21706/ 2016 15:14:54 CAPI2 40 'u'n:_-ril‘)r Revocation
@hﬁ)l‘matiﬂn 21706/ 2016 15:14:54 CAPI2 10 Build Chain

RAEHETHREEIEHE EER sass.exe, MIRHE VDA iRIEBHIEHHE—1 5%, HIRIEEARME (BEFFH).
#Riz[EA “ERROR_SUCCESS”,
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- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[ constant] [¥]

- Certificate

[ fileRef] 23BCRSAFBTF18787ADAAADSCEFOOCCTS05CA 176 .cer

[ subjectName] fred
- CertificateChain

[chainRef] [FFO3F7S9B-52F8-4C93-877A-5DFFE40B9574)

- Flags
[ value] 0
- Status
[ chainindex] -1
[ elementindex] -1
- EventAuxinfo
[ ProcessMame] lsass.exe

- CorrelationAuxinfo

[ Taskid] {FSETFD3F-628F-4CT6-9B1C-49FEDT 863 18F)

[ SeqNumber] 1
- Result

[ value] a

HiEHEReAE

FEHBRET—RINEREMN, XBEMHR 4768, HA, IEBATF L H Kerberos Ticket Granting Ticket

(krbtgt).

FUEE Z A ERE R R E T AT #ITE MM LERIFITHIR RS [T BENIKS . FIEEZEERERR

SRBFERRTEHIRITHISRHITH NI krbtgt KAFKF,
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Keywords Drate and Time Source Event ID  Task Category A
‘az‘,-ﬂwdil Success 21/06,/2016 15.14:56 Securiby-Auditing 2624 Legon
A, Audit Success 21/06/2015 15.14:56 Security-Auditing 4624 Legon
C&‘_.&udi't Success 21/06/2016 15:14:54 Security-Auditing ATE3  Kerberos Service Ticket Operations
oY Audit Success 21/06/2016 15:14:54 Securky-Auditing Kerberos Authentication Service
©, Audit Success 21/058/2016 15:14:54 Security-Auditing 4764  Kerberos Service Ticket Operations
ELAudit Success 21/06/2016 15:14:54 Security-Auditing 4634 Logoff |
gk_.ﬂ«udi‘t Success 21708/2016 15:14:54 Security-Auditing 4624 Legon
@, Audit Success 21/05/2016 15:14:54 Security-fAuditing 4624 Logon v
Event 47638, Security-Auditing x
General | Detsils |
@ Friendly View () XML View
+ System
EventData
TargetUserName fred
TargetDomainName CITRIXTEST.MET
TargetSid 5-1-5-21-390731715-1143989709-1377117006-1106
ServiceMame krbtgt
ServiceSid 5-1-5-21-390731715-1143989709-1377117006-302
TicketOptions  0x40810010
Status Ox0
TicketEncryptionType(x12
PreAuthType 16
IpAddress ffff: 192,168,010
|pPort 49348
CertlssuerName citrixtest-DC-CA
CertSerialNumber 5F0001 D1 FCA2ACI0F36879CEECOOO000001 D1 FC
CertThumbprint 23BC&SAFBTF18787ADAAADSCEFOSCCTS05C4176F
VDA 22 HE
S5&REMENA VDA Re8EZHERTE winlogon.exe %14 ID 7 4648 9% B,
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Security Mumber of events: 24

Keywords Date and Timie Source EventID Task Category |~
9 Audit Success  21/06/2016 15:14:54 Securnty-Auditing 4648 Logom .
€| [T ¥
Event 4643, Security-Auditing x
J General | Details |
® Friendly View 0 ZMIL View
+ System "
- EventData

SubjectUserSid 5-1-3-18

SubjectUserMame VDATSS

SubjectDomainMName CITRIXTEST

Subjectlogonld Ox3e7

LogonGuid {00000000-0000-0000-0000-000000000000)

TargetUserName fred

TargetDomainName CITRIXTEST

TargetlogonGuid {51B22BCC-9F90-CES5-6E44-21D7EEC2162C)

TargetServerName localhost

Targetinfo localhost

Processid Ox126c

ProcessName  Ch\Windows\System32\vwinlogon.exe

IpAddress 192.1658.09

IpPort 5117 W

VDA CAPI BE

Itt7= 51 VDA CAPI BEE T Isass.exe gy s MEMEMNIGIEIRT, BTEIEEEHEES (de.citrixtest.net).

I:D Information 21/06/2016 13:14:54 CARIZ 30 Verify Chain P...
@ Information 21/06/2076 13:14:34 CAPI2 11 Build Chain

Gj Information 21/06/2016 13:14:34 CAPI2 90 X309 Objects

I:D Information 21/06/2016 15:14:=54 cap2 41 Verify Revocat...
@ Information 21/06/2016 15:14:54 CAPI2 40 Verify Revocat..,
(1) Information 217062016 15:14:54 CAPI2 10 Build Chain |
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- UserData
- CertVerifyCertificateChainPolicy

- Policy
[ type] CERT_CHAIN_POLICY_NT_AUTH
[constant] &

- Certificate

[ fileRef] S13C6D12E1E1800EG1BEDBOTIETS6ERBD1 2BT
[ subjectName] dc.citrixtest.net

- CertificateChain

[ chainRef] (84E0B3D1-A4D4-4ACT-BAGO-5291415B343
- Flags

[ value] 0
- Status

[ chainlndex] -1

VDA #4:HE

BRAT Kerberos BEIZRY, 24iAER E 7R KDC_ERR_PREAUTH_REQUIRED (AT 2E8) L& Winlogon
2R Kerberos R INMNE B,

(1) Infarmation 21/06/2016 15:14:56 Winlegon 7001
ll;l'Ern:lr 21/0672076 15 14:54 Security-Kerberos 3
<| il | 3
Event 7001, Winlogon H
[ General | Details |
®) Friendly View () EML View
- System ~
- Provider
[ Nama] Microsoft-Windows-Winlogon
[ Guid] (DEESE383-TCF3-4331-21CC-A3CE16A3B538)
EventlD F001
Version 0
Level d
Task 1101
Opcode 0
Keywords 0x2000000000000000 .
= Timal rantard
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EHES

LUTFERTIETH FAS EHEHAEEE,

EEERMY [BRESHRIERS]

[EkR: Citrix.Authentication.FederatedAuthenticationService]

RigRXLEEMG, LML FAS RRSBHEREZ K,

AERES

[S001] ACCESS DENIED: User [{0}] is not a member of Administrators group
[S002] ACCESS DENIED: User [{0}] is not an Administrator of Role [{1}]
[S003] Administrator [{0}] setting Maintenance Mode to [{1}]

[S004] Administrator [{0}] enrolling with CA [{1}] templates [{2} and {3}]
[S005] Administrator [{0}] de-authorizing CA [{1}]

[S006] Administrator [{0}] creating new Certificate Definition [{1}]
[S007] Administrator [{0}] updating Certificate Definition [{1}]

[S008] Administrator [{0}] deleting Certificate Definition [{1}]

[S009] Administrator [{0}] creating new Role [{1}]

[S010] Administrator [{0}] updating Role [{1}]

[S011] Administrator [{0}] deleting Role [{1}]

[S012] Administrator [{0}] creating certificate [upn: {1} sid: {2} role: {3}][Certificate Definition:
{4}1[Security Context: {5}]

[S013] Administrator [{0}] deleting certificates [upn: {1} role: {2} Certificate Definition: {3} Security
Context: {4}]

[S015] Administrator [{0}] creating certificate request [TPM: {1}]

[S016] Administrator [{0}] importing Authorization certificate [Reference: {1}]
[S050] Administrator [{0}] creating new cloud configuration: [{1}]
[S051] Administrator [{0}] updating cloud configuration: [{1}]

[S052] Administrator [{0}] removing cloud configuration
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HERES

[S401] Performing configuration upgrade -[From version {0}][to version {1}]

[S402] ERROR: The Citrix Federated Authentication Service must be run as Network Service
[currently running as: {0}]
[S404] Forcefully erasing the Citrix Federated Authentication Service database

[S405] An error occured while migrating data from the registry to the database: [{0}]

[S406] Migration of data from registry to database is complete (note: user certificates are not
migrated)

[S407] Registry-based data was not migrated to a database since a database already existed
[S408] Cannot downgrade the configuration -[From version {0}][to version {1}]

[S409] ThreadPool MinThreads adjusted from [workers: {0} completion: {1}] to: [workers: {2}
completion: {3}]

[S410] Failed to adjust ThreadPool MinThreads from [workers: {0} completion: {1}] to: [workers: {2}
completion: {3}]

[S411] Error starting the FAS service: [{0}]

SIS 3R [B A B HIRIERS]

[E3RIR: Citrix.Authentication.FederatedAuthenticationService]

EiE1THAE], HAERSBEARAFERE, K1E FAS RSB LIERXLEEM,

HERES

[S101] Server [{0}] is not authorized to assert identities in role [{1}]

[S102] Server [{0}] failed to assert UPN [{1}] (Exception: {2}{3})

[S103] Server [{0}] requested UPN [{1}] SID {2}, but lookup returned SID {3}

[S104] Server [{0}] failed to assert UPN [{1}] (UPN not allowed by role [{2}])

[S105] Server [{0}] issued identity assertion [upn: {1}, role {2}, Security Context: [{3}]]
[S120] Issuing certificate to [upn: {0} role: {1} Security Context: [{2}]]

[S121] Certificate issued to [upn: {0} role: {1}] by [certifcate authority: {2}]

[S122] Warning: Server is overloaded [upn: {0} role: {1}][Requests per minute {2}].
[S123] Failed to issue a certificate for [upn: {0} role: {1}] [exception: {2}]

[S124] Failed to issue a certificate for [upn: {0} role: {1}] at [certifcate authority: {2}] [exception: {3}]
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Acting as a relying party [ 5 5 IFRS]

[E=#3kiR: Citrix.Authentication.FederatedAuthenticationService]

VDA RRPEREN, XEEMRFEETINERTE FAS BRS58 L

HEMRED

[S201] Relying party [{0}] does not have access to a password.
[S202] Relying party [{0}] does not have access to a certificate.
[S203] Relying party [{0}] does not have access to the Logon CSP

[S204] Relying party [{0}] accessing the Logon CSP for [upn: {1}] in role: [{2}] [Operation: {3}] as
authorized by [{4}]
[S205] Calling account [{0}] is not a relying party in role [{1}]

[S206] Calling account [{0}] is not a relying party

[S208] Private Key operation failed [Operation: {0}][upn: {1} role: {2} certificateDefinition {3}][Error {4}
{511.

In-session certificate server [B£& S5 1IFARSE]

[E=#3kiR: Citrix.Authentication.FederatedAuthenticationService]

HAEFERASIEFIERN, 57 FAS RS8R EEH,

BERB
[S301] Access Denied: User [{0}] does not have access to a Virtual Smart Card
[S302] User [{0}] requested unknown Virtual Smart Card [thumbprint: {1}]

[S303] Access Denied: User [{0}] does not match Virtual Smart Card [upn: {1}]

[S304] User [{0}] running program [{1}] on computer [{2}] using Virtual Smart Card [upn: {3} role: {4}
thumbprint: {5}] for private key operation [{6}]
[S305] Private Key operation failed [Operation: {0}][upn: {1} role: {2} containerName {3}][Error {4} {5}].

FAS assertion plugin [Bt & 5 518ERS]

[ERR: Citrix.Authentication.FederatedAuthenticationService]

XLEEEMH FAS i SHEHIZR.
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HERES

[S500] No FAS assertion plugin is configured
[S501] The configured FAS assertion plugin could not be loaded [exception:{0}]
[S502] FAS assertion plugin loaded [pluginld={0}] [assembly={1}] [location={2}]

[S503] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but the plugin [{2}] does
not support it)

[S504] Server [{0}] failed to assert UPN [{1}] (logon evidence was supplied but there is no configured
FAS plugin)

[S505] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] rejected the logon evidence with status
[{3}] and message [{4}])

[S506] The plugin [{0}] accepted logon evidence from server [{1}] for UPN [{2}] with message [{3}]

[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])
[S507] Server [{0}] failed to assert UPN [{1}] (the plugin [{2}] threw exception [{3}])

[S508] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but the plugin [{2}] does
not support it)

[S509] Server [{0}] failed to assert UPN [{1}] (access disposition was supplied but there is no
configured FAS plugin)

[S510] Server [{0}] failed to assert UPN [{1}] (the access disposition was deemed invalid by plugin [{2}]

BT Workspace #9 FAS [ 4 S I8IEARSS]

[=#3k&: Citrix.Fas.Cloud]

¥ FAS 5 Workspace £&ERANRIDRIXLEEH,

BERS

[S001] Rotating Citrix Cloud service keys [fas id={0}]

[S002] The FAS cloud service is starting. FasHub cloud service URL: {0}

[S003] FAS registered with the cloud [fas id: {0}] [transaction id: {1}]

[S004] FAS failed to register with the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S005] FAS sent its current configuration to the cloud [fas id: {0}] [transaction id: {1}]

[S006] FAS failed to send its current configuration to the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]
[S007] FAS unregisted from the cloud [fas id: {0}] [transaction id: {1}]
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HERES

[S009] FAS failed to unregister from the cloud [fas id: {0}] [transaction id: {1}] [exception: {2}]
[S010] The FAS service is connected to the cloud messaging URL: {0}

[S011] The FAS service is not connected to the cloud

[S012] The FAS service is available for single-sign on from Citrix Cloud

[S013] The FAS service is not available for single-sign on from Citrix Cloud.[{0}] Further details can be
found in the admin console

[S014] A call to the cloud service <service name> failed [fasid: {0}] [transaction id: {1}]
[exception: {2}]

[S015] A message from Citrix Cloud was blocked because the caller is not permitted [message ID {0}]
[transaction ID {1}] [caller {2}]

[S016] A call to the cloud service <service name> succeeded [fas id: {0}] [transaction id: {1}]

[S019] FAS downloaded its configuration from the cloud [fas id: {0}] [transaction id: {1}]

[S020] FAS failed to download its configuration from the cloud [fas id: {0}] [transaction id: {1}]
[exception: {2}]
[S021] The FAS cloud service failed to start. Exception: {0}

[S022] The FAS cloud service is stopping

Log on [VDA]

[E4 iR Citrix.Authentication.ldentityAssertion]

TEERMERTE VDA EiZRXLEEMS,

HERD

[S101] Identity Assertion Logon failed. Unrecognised Federated Authentication Service [id: {0}]
[S102] Identity Assertion Logon failed. Could not lookup SID for {0} [Exception: {1}{2}]
[S103] Identity Assertion Logon failed. User {0} has SID {1}, expected SID {2}

[S104] Identity Assertion Logon failed. Failed to connect to Federated Authentication Service: {0}
[Error: {1} {2}]
[S105] Identity Assertion Logon. Logging in [Username: {0}][Domain: {1}]

[S106] Identity Assertion Logon. Logging in [Certificate: {0}]
[S107] Identity Assertion Logon failed. [Exception: {0}{1}]
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HERES

[S108] Identity Assertion Subsystem. ACCESS_DENIED [Caller: {0}]

In-session certificates [VDA]

[E4RiE: Citrix.Authentication.ldentityAssertion]

HAPZREEASIERIERN, =7 VDA LiERXEE N,

BHERS

[S201] Virtual smart card access authorized by [{0}] for [PID: {1} Program Name: {2}][Certificate
thumbprint: {3}]
[S203] Virtual Smart Card Subsystem. Access Denied [caller: {0}, session {1}]

[S204] Virtual Smart Card Subsystem. Smart card support disabled

IEHERMBANER [BXE S IIERS]

[E=skig: Citrix.Fas.PkiCore]

Y FAS fRS385801T B ERFIBIMEIRIERY, RIERXEEMH,

HERD

[S001] TrustArea::TrustArea: Installed certificate [TrustArea: {0}] [Certificate
{1H[TrustAreaJoinParameters{2}
[S014] Pkcs10Request::Create: Created PKCS10 request [Distinguished Name {0}]

[S016] PrivateKey::Create [Identifier {0}][MachineWide: {1}][Provider: {2}][ProviderType:
{3H[EllipticCurve: {4}][KeyLength: {5}][isExportable: {6}]
[S017] PrivateKey::Delete [CspName: {0}, Identifier {1}]

HERED

[S104] MicrosoftCertificateAuthority::GetCredentials: Authorized to use {0}
[S105] MicrosoftCertificateAuthority::SubmitCertificateRequest Error submit response [{0}]
[S106] MicrosoftCertificateAuthority::SubmitCertificateRequest Issued certificate [{0}]
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HERES

[S112] MicrosoftCertificateAuthority::SubmitCertificateRequest - Waiting for approval

[CR_DISP_UNDER_SUBMISSION] [Reference: {0}]

RABFHIRHER

AR T E Windows BERIE LEAF 2RERHEIRES.

ETHHEIRHER

HEAMSE

LA REEE

AZTFULEER, TERIEENER. /AZFZER

RRATEILEER. BTFEHRIENERFERFAIE.

HHENBEEREERMERMTAA, B Kerberos gz
HISIELE T iEE. BIA4XXH Kerberos ERE5
TR R HIR, NEFITHIRREEILES, TEXE
BEEF BT, A “Kerberos SMHIE". “EHisHls
SMWIE =X “SiEHIES” IEREMEEHIS. thigEE
BES—H, MEEREIERrA AR tELt,
REARMITEN L LEREIEBFIRIER, ESRIEHH
NEAERLEEN,

EREIE RIS TR ERISEILS LM B, 55 RSA BHA
5 (NF 2048 fiD),
EEIE

o AEREEREED: http://support.citrix.com/article/CTX206156
o BREEBEREM https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-

server-2008-R2-and-2008/ff404287(v=ws.10)

« BA CAPI BEIER: http://social.technet.microsoft.com/wiki/contents/articles/242.troublesho

oting-pki-problems-on-windows.aspx

« BA Kerberos AEFi2R: https://support.microsoft.com/en-us/kb/262177
s BXEIE=ZHIEPMEANMERASEKEERNIESEN: https://support.microsoft.com/en-

us/kb/281245

PowerShell cmdlet

September 28, 2021
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AfERBS FHRIEARS (FAS) BEEHI & RITEENIEE. Fid, PowerShell REHIRM T ELHSRIED, When
you are using options that are not available in the console, Citrix recommends using only PowerShell
for configuration.

W T i%00 FAS PowerShell cmdlet:

Add-PSSnapin Citrix.Authentication.FederatedAuthenticationService.V1l

£ PowerShell @A, AILUER Get-Help <cmdlet name> 27 cmdlet #BIEE,

A% FAS PowerShell SDK cmdlet B9i#41E 8, 52 https://developer-docs.citrix.com/projects/feder
ated-authentication-service-powershell-cmdlets/en/latest/.

BERRLEN

September 29, 2021

VI

B & BMIIERS (FAS) 2—1 Citrix 481, 5 Active Directory iFBMANAGMRER, RFAFE Citrix FEFE
ERITEMNRIE, AXENBT AIES TENBENZ TS HIIEERE,

BREE, FAS EBFPBMIIEAEESEIRAA (S StoreFront fR5588, StoreFront RE—H<EM S P IIEER,
XEETIRIEHE Web HARMWE, SRS EMET StoreFront SDK iE =75 IIS HE4#T B. EXI&HBETRE,
EAEI7E Web th R i3t B P # TR P I0IER S IR RMEEAT AT &R Citrix Virtual Apps % Citrix Virtual
Desktops #HE,

EXENET RSB RRENTAE (REXREAFH.

NEREDE

« Citrix Gateway ZpE

« ADFS SAML

B2B = B

« Windows 10 Azure AD BXiZ

M TIEMEX FAS XENHEE, NTFRAEGREN, LENLE—XEIRE FASNEESE RN,

RREMETR

FAS BE3AEEMN, BEBRELE StoreFront &43EAT Active Directory P BohiiA SEeFRIEH, XEWTARF
M APl, LUIEEEREREBNEMES R, YAF RS Citrix Virtual Apps 3k Citrix Virtual Desktops
Virtual Delivery Agent (VDA) BY, JERBiEHIMNEIHEN, H B Windows BB RMAMESERSHRIE.
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BES M IRIERS 2106

YAR BRI Citrix IF1ERY, 715 StoreFront RS EEAREXR FAS, FAS BT —1RIE, AiFe4 Citrix Virtual
Apps 3k Citrix Virtual Desktops IEFERZKIENIERHITEMHRIE. X VDA FEXWNAF#HITEHRIEN, BRI

12| FAS HREFRE, X FAS ERFRAFIEBITAE; VDA B REE N ELNBRTERE (EREFEMIEBN FAS

PATLEIRAE)
TEIERT FAS 5 Microsoft SEBMENMER, F@ StoreFront. Citrix Virtual Apps and Desktops Virtual

Delivery Agent (VDA) 2t #5AR S5,

Synchronization
<~ - =
= == Request|Certificate
SAML IdP Active Directory Microsoft
(ADFs) 4 Certification
Authority
=
B &/ :
- Fs/ ~~
o~ vy < =
I/J = L (r:? \-:‘? Assert _ » Access Logon
- X 5a; Identity Tl [ Certificate
g 58/
S S Federated
@ 57 Authentication
o 5 .
~ Service
R ; ‘-...__- g Nfuse = Citrix \
o SAML token Citrix AG Basic protocol Brokering
| Protoco
L - ~
End User Citrix Gateway Citrix StoreFront Delivery Controller Virtual Delivery Agent
NERERE

FAS AFHAERZMHEMIRIBET (8% Kerberos BERER) Rethm StoreFront T MIE, FEEIER
W2 BHIRIER Citrix HDX £3&,

XAFERETENAPZERS&E PINBAERER “BREZEER hie (120 Single Sign-On Service) #
BERTHIT Windows B4383E, XalBTFEL Citrix Virtual Apps IR HIZHE “Kerberos YRER” ER
In&E,

FrE BPHENEE CHNRIEFIHRAHARMEN (PKI) IEE, MECHEEEREERERIERILE. XHHEED
EATRINESHRIIESR, BIERMNEREFNAFEREBRNERNRAFEE- RS TR LN,

ILEERE I T — N TIE1T FAS MRS 2R, ZRSBERBRARAFMASHEEEIEBIEN. XEEBZEE

Citrix HDX FIEHF R TFERBFRRE, MAREERAEERER—1F,
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AUTH.LOCAL domain

............... > i Certificate

A
1
1

Associated with

| e |

-{ Certificate Authority

Windows Server

@ FAS User

-‘ Certificate +eessaresens]
Template

@ FAS Authorization
Certificate

i Template

StoreFront

Windows Server

TLS Server

Federated Authenti-
cation Server

Windows Server

e FAS
= ;"‘ Authorization  ...]

— Certificate

| FASUser g
3_'5 Certificates

Hardware Security
Module (Optional)

Hardware Appliance

@" Users

Private Keys

%S

M Authorization
Private Key

Login with

Domain Controller

Windows Server

UPN
walter@auth.local

VDA

Windows Server & Desktop
Operating Systems

'~ FASUser
_', Certificate

."L

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

75



BES M IRIERS 2106

HBAUEMUTFE e R BRI A XA E Citrix Virtual Apps 3k Citrix Virtual Desktops #1%, CTX206156 Xfitbi#1T
TR,

EMEHEP, iI2BERFHEREIMNEN Microsoft SERMENMETA, FHEERINI=HI2E 5 B igiz 281
Fo (FSH CTX206156 R “Fkigi=HISER" &8500)

BXER:

o BPAREFETERAR SR (HSM) SINBMZEEN T AR (TPM) th. BXRIEFMESR, BESRTLFRF—
LEMEE—XNAT MAREMEE FAS.

Citrix Gateway ZfE

Citrix Gateway HESNIIFELRM, BIEINT 5 StoreFront Ex4#9 Citrix Gateway, MiEESHBRIESBE
3 Citrix Gateway 45, Citrix Gateway @SN ERMNFHIIERIRALED, XLRT A A TFHERT ST
B AT Web i,

EE R AT & REE RS Citrix Gateway #1TEHWIEFERAFAENZRBREA PIN 5, 15, ERIFER
=2k Citrix Gateway SHEIERA, FEFE AD BB+,
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AUTH.LOCAL domain

Citrix Gateway

VPX

Root CA

Export

f (Certificate

Gateway Server

Issue

Issue

Certificate Authority

Windows Server

&

FAS User

] Certificate
Template

&

FAS Authorization

Certificate
' Template

StoreFront

Windows Server

TLS Server

f Centificate

Federated Authenti-
cation Server

' Certificate

MR EMTFE B RN AREE Citrix Virtual Apps & Citrix Virtual Desktops ¥#1%, CTX206156 3F1tbi#1T

TR,

EREHEP, iZ2BERFHEREIMNEN Microsoft IERMENMET A, FHEERiizHI2s 5 B izl 28

Associated with

oy - ?‘ Private Keys

Windows Server

FAS
Authorization

Issue

Domain Controller

Windows Server

UPN
walter@auth.local

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

Certificate

FAS User

Issue

Certificates

Hardware Security
Module (Optional)

Hardware Appliance

o users

Authorization
Private Key

- o

Login with

Fo (B2 CTX206156 8y “MAEIEHIZHER" #0)o

i Citrix Gateway EEBEN F B MRIER LS, EHR Citrix Gateway 5 StoreFront Z[alfFr G EiEaRET TLS #
R, BEMES, ESHEENE URL EMEE Rfs@ Citrix Gateway BR$ 28, FEAXABFLEBEHRH Citrix

Gateway RRSS 2 #H1TH AL,

T EAsUser

L R Cerificate

A
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StoreFront Authentication Settings

These settings specify how the remote user provides authentication credentials

|
# General Settings Varsion: [ 100 (Build 62.4) or later - |
+ Secure Ticket Authority

VServer P address:
Authentication Settings [aptional)

Summary ‘ Logon type: @ [Domain - |

| VI00: SNIP or MIE, w10.1+:VIP |

smart card fallback: MNone -

Callback URL:

itiona) | httpss//NetSealerGatewayFQON | /CitrixAuthService/AuthService.asmx

A& When no Callback URL is specified, Smart Access is not available,

rm| -

BXES:

« EFg & Citrix Gateway, &2 “W1@% NetScaler Gateway 10.5 FgEH 5 StoreFront 3.6 # Citrix
Virtual Desktops 7.6 &£&1EA".
o ZEMEEENBTINAREMEE FAS,

ADFS SAML &5E

x5 Citrix Gateway BHIIERARAYS Microsoft ADFS HB&ER, X# A AE SAML 5#R#iERF (IdP), SAML
M2 METEBITEM XML R, ARNAAEFITENRFANTE AP ik, X&RT FAS RESBAIFEAFNE
HIIEERL Microsoft ADFS fR$32s (SE ARSI SAML £ 1dP).
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AUTH.LOCAL domain

r—

Citrix Gatewa . .
v Certificate Authority
VPX ]
Hndows seret | Micosot |
Root CA ) i 8 FAS User
§ cenificate g Cenicate Domain Controller
Gateway Server Issue Template
' Certificate @ FAS Authorization Wind s
Certificate Indows server
ADFS Signature i Template
f Cenificate uPN

walter@auth.local
SAML SP (RP) Alternative UPN

walter@adfs.ext

StoreFront

Windows Server

lsue L TLS Server
§ Certificate

Federated Authenti-
cation Server
Windows Server Virtual Delivery Agent
FAS Windows Server & Desktop
=" . Issue Operating Systems
r--F-- ‘L Authorization
] =t Certificate
H :- 7 5 Certificates L § Certficate
. 4
Web Access Proxy ADFS Server !
| == Login with d
: OO PRI
. N £
Windows Server Windows Server :'§ 1
! .
1%, | Hardware Security
18 .
15 Server 13, | Module (Optional)
Certificate LI
> : : Hardware Appliance
f) Signature : 1
' Certificate ‘ : G" Users
| = =-- (‘ Private Keys
r) Encryption 1 B"
Certificate 1
' (not used) '_ . M Authorization
Private Key

ADFS Proxy SAML IdP

ADFS @2 AF Lttt B NS M LUER Internet sZi2iFR ATEE; 6190, @B TF Office 365 £,
HXER:
« ADFS SE—XE5iFAER.

o ZEMEE—NXNAT IMRREMEE FAS.
o A Citrix Gateway HEBHBEEEETEE,
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B2B

i P B

NREARATEFEERNANITENRS, ERARAGE—NEGEEXEMN Active Directory Bt & B3 10IERR
% (ADFS) R385, XHBATF—RATNAF TEHTENIIIUERS—K AT Active Directory (AD) i,

BERN, 8 APEBEAECHNREERERE,; ADFS 2B RHEMSIIRITABRM AD IFEHRHN “CFKF”,

ADFS.EXT domain

Export

- Certificate Authority

i|lssue LS Server
Certificate
o ) Signature
2 £ Certificate
g
g
& ’j Encryption
& Certificate

Domain Controller

Windows Server

UPN
walter@adfs.ext

Windows Server

ADFS Server

Windows Server

Export

AUTH.LOCAL domain

Export

Citrix Gateway
VPX
Root CA
R centificate -

Gateway Server

Issue

Issue

Certificate Authority

Windows Server

@ FAS User

1 Certificate
Template

@ FAS Authorization

Centificate
" Template

StoreFront

Windows Server

TLS Server

f Certificate

Federated Authenti-
cation Server

f Certificate

ADFS Signature

R (notused)

SAML IdP

Client

Windows / MacOs / Linux

Root CA Certificate

BXER:

f§ (fromADFS.EXTCA)

Root CA Certificate
§ (fromAUTH.LOCALCA)

Export

R Certificate

SAMLSP (RP)

Associated with

Windows Server

—=
=]
. lfi FAS User

FAS

- I
Authorization o

Certificate

Issue

Certificates

- Loginwith L

Hardware Security
Module (Optional)

Hardware Appliance

- M Private Keys

L. GA Authorization
Private Key

&% users
a*

Domain Controller

Windows Server

UPN
walter@auth.local
Alternative UPN
walter @adfs.ext

Virtual Delivery
Agent

Windows Server & Desktop
Operating Systems

] rasuser
Rl cenificae
4

o REMEE—XMATINHREMEE FAS.
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Windows 10 Azure AD Etiz

Windows 10 5| AT “Azure AD BXi%Z” m#E, EBRXS5E4%H Windows ImMA M, BEEH @
Internet” BI%HER, LLINAERRIER FEERITENMTFIREM, 5489 Windows N8R, Azure AD G4
AT Web ik SMZRER S S ERIZRAITNEE, XLEEREE R3] Internet”, AL, FMEMZEET Internet 19
UBHITIME, MIFMXMDAERIMHITIE,

Azure

H! Azure AD

Synchronization

Cloud 5 -

IEEERLIFE LA “DRAEPNELAR” BSHR6. EEXITENTE2ET Internet A& Azure AD 1f
BEFITIEMANF DI,

BAE, EHBERNEMEMEESERET IP NEEMNERIT: Aith. TERHER. Azure HEHMERERER,
Azure AD Connect E# 2885 BhiEiER Azure AD, RETRBE, RAEIERFAER Azure VM,

BXER:

o REMEEE—XMATINAREMEE FAS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 81


https://docs.citrix.com/zh-cn/federated-authentication-service/2106/install-configure.html

BES M IRIERS 2106

o Azure AD £ —XEEFAEE,

ADFS ZE

November 9, 2022

ek

E1bAN

XA T wfiE Citrix IF185 Microsoft ADFS 856,

W ZAREER ADFS BEEAPNEEHITE RS HIIEN Web MhmmIR2iAE, §Ii0, ASRIRERRRTREEHI
WABSMTHNER,; FEFEATE Windows ERERRIPXLNE,

B & B IIERRSS (FAS) & 42iF Citrix Gateway # Citrix StoreFront 5 ADFS ZRAFKAEER, ER T IiEa%
AT R TERBIER,

LthEpE &R Citrix Gateway £ Microsoft ADFS By{=#i75.
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Citrix Gateway

VPX

Root CA

Export

AUTH.LOCAL domain

f Cenificate

Gateway Server

Issue

' Certificate

ADFS Signature
f Cenificate

Web Access Proxy

ADFS Server

Windows Server

Windows Server

TLS Server
Certificate

ADFS Proxy

AR

Signature

f
&)

' Certificate
&

f

Encryption
Certificate
(not used)

-
1
1

Associated with
| e |

. M Authorization
Private Key

Certificate Authority

Windows Server

@ FAS User

' Certificate
Template

@ FAS Authorization

Certificate
i Template

StoreFront

Windows Server

TLS Server
§ Certificate

Federated Authenti-
cation Server

Windows Server

Issue

== FAS
Lf—‘ﬂ Authorization
=t Certificate

Issue

- FASUser 4
)| Certificates

Hardware Security
Module (Optional)

Hardware Appliance

ok v
- g Prsiffgste Keys

MR GEHZRIEN Windows VDA 5 Linux VDA, NEEX5,

SAML ik

RLFEMIFIZIES (SAML) B— M8 “EERIERTE B Web 3

(1%
L

Domain Controller

Windows Server

uPN
walter@auth.local
Alternative UPN
walter@adfs.ext

Virtual Delivery Agent

Windows Server & Desktop
Operating Systems

FAS User
L Certficate

4

BERRG. KEVFEUATER
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E%EMm URL [ SERARS URL]

Citrix Gateway KM AF FEHITEHNRIEN, RIETAFH Web 355887 ADFS ARS528 £3¢ SAML &R Web t1@E
MITHTTPPOST. @& https: // #ik, XK :https://adfs.mycompany.com/adfs/ s,
Itk Web i@ POST & HMES, 8% ADFS HEREMNEETIREIAFHN “REHHE",

FRIRRF [k & & #5/S244 ID]

&K ID 235 Citrix Gateway 72 ADFS &ixf9 POST #UEH B2 —+RRRT, XREi@x ADFS AR EERAER
BIARSS, Fi@X1 ADFS IRIERENAFRMSHIIERE, MREMEL, SAML SHEIE XML BERTFEREIRE
1A ID #RIRAYARSS

—MRER T, & ID 218 Citrix Gateway fRE 85 RIEM URL, EEERILUSEMAAZR, Fite: Citrix Gateway
5 ADFS #xmi#R: https://ns.mycompany.com/application/logonpage,

REHAE [%%E URL]

NREMBRIERT, ADFS E35=AF 8 Web 155883 SAML 54363 XML POST [E195214 ID BEEEMZES URL 2~
—, XiBE 2R Citrix Gateway [RS8 EM https:// #ak, =Xk https://ns.mycompany.com
/cgi/samlauth,

WMREET 218 URL ik, Citrix Gateway ®JLI7ER) ADFS &Rix#EsE POST AiEiFE—4 URL,

F2IEH [IDP IEH]

ADFS fERFASHIBE 2853 SAML 513381E XML blob #17%%, BRiIFLEHE, #AF Citrix Gateway B E 79 fE
BIEBXHHESHAANEXEE R, IEBXHFBERM ADFS BRS5 R — XA Mo

g% URL [#5035 URL]
ADFS #0 Citrix Gateway X% “poUEi” ZR4, Citrix Gateway £@/RiEHL URL LIZE SAML S48 XML
blob 2&NRTLFIERNRIE,

XE—AEINEE, FRBRE. X@ER https:// #ik, =X k: https://adfs.mycompany.com
/adfs/logout. (GEER, Ittt 5 & m%E R URL HEEL)

icE

Citrix Gateway SPEZHNAB T WA E Citrix Gateway LU EIRE LDAP SAIIEER. MINFTMIEER, AT
7£ Citrix Gateway L8IE—& A Fi#1T SAML SHIIERNFH S HIIESEE, LEREELUF AR Citrix Gateway [
SERMERIA LDAP %88,
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MetScaler » MetScaler Gateway » Policies » Authentication > SAML > Policles IF:J lﬂ H
Policies Servers
Add | | Primary VPN Global Bindings Search ~
Name Expression Request Server
StoreFrontSANL M5 _TRUE AzureAd
157c SAML EB%

A LUER 2 AT ADFS BI2ixHI &R = RECEH SAML IdP ARS28. [ZALLHREEET, Citrix Gateway SR EFE
EmE ADFS #178%, HRIFKES ADFS EZH SAML S{RIGIEhE,

Create Authentication SAML Server 5

Create Authentication SAML Server

.
Mame*
Azurend
55
Authentication Type
SAML
IDP Certificate Name* 253
AzureADSAML v +
Redwrect URL" Exa W
20f-4c20-9826-14d58484c62e /saml2
|
| Single Logout URL ntermatP A
| 20f-4c20-9826-14d 5048406 28 /sam|2 ntermetProt ",
Uzer Field
userprincipalnarme &
Signing Certificate Name
W
J L]
Issuer Name
https:;",.l’ns.citri:-csa'mlﬁernu net/Citrog* -

Reject Unsigned Assertion®

ON |

SAML Binding®

POST v
Default Authentication Group

Sk Time{mins)

5
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BXES

o REMECER FAS REMEENETESE RN,
o HEARAREN—ELET B FAS #E,
o BREE—XPNAT “BIEHE XE,

Azure AD &£5§

September 29, 2021

st
VAN

AR TB I Citrix 3F885 Windows 10 Azure AD 1haetBEER. Windows 10 55|\ 7T Azure AD, X2—1

FEVSIINIER, AJLEARIRAES Internet K@ EHEIUTEAMIAN G, UEHTEEMERER.

EXEFHRAIESEERT — M EGUTRENAS: IT ARRFHAFRMETA Windows 10 EERITENAIE L

BFER AU ALEM AR, ARBTIREEIRTHRS > X T > M\ Azure AD EIUS R AT,
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&« Settings
0% SYSTEM
Display

Motifications & actions

Apps & features

Multitasking

Tablet mode

Power & sleep

Storage

Offline maps

Default apps

About

PC

PC name

Rename PC

Organization

Join a domain

Join Azure AD

Edition
Product ID

Processor

Installed RAM
System type

Pen and touch

Find a setting D

vda-winll

WORK

Windows 10 Enterprise
00329-00000-00003-AA066

Intel{R) Xecn(R) CPU E3-1650 0 & 3.20GHz
319 GHz

2.00 GB
64-bit operating system, x64-based processor

Mo pen or touch input is available for this
display

Channs mecsdiet bes se pmaeads segir sdition of Windoss

FMEERITENGE, Microsoft Edge Web 55885i@

ol
uh = Citrix WER AR AR, MUKkHEM Azure AR (5130 Office 365),

Azure SaaS MAER Web mEBEEREIATH Web
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B Access Panel Applicatior %+

é > O ‘ |E| windowsazure.com

Microsoft Azure

applications  profile

Clfrix

AzureStoreFront oo

82016 Microsoft  Legal | Privacy

d X
)

george@

KRR

WA REMTLER Azure FHERATING, MSHEHRNEREA (§130 Azure AD 1 Office 365) #B&EM. RE

BP#EIARETEAR, BEMUTHAE Intranet LA,

AU ZERNRAIERANEERMALKMN AT, ER Azure AD Connect B ¥ RS 7] LUEE Internet #iE3)

Azure,
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Azure ’\
“E Azure AD

Synchronization

% &
) AD
Citrix Yirtual Desktop
® ;I::':=':': 2
a
Cloud “ Aot
ntity

REERNBEAESR (A LEBEIEHAENBIZEMA Kerberos/NTLM B4 5IE) ELARERTREERNS
Azure 1 SAML Zjal89 TLS &%, #FERSAEAMAE Azure AD #9 Azure R 2R, BILUER Azure =RRSH
IAAS EB453 HREYHRE Active Directory BRZ528 VM iz1TEE Active Directory WIIBE MBI (190 SQL Server %1
'’

B BEEANBIEFN, &8 Citrix Virtual Apps and Desktops £ BIZF# 1T, TRIZEEAI BIE
FE{ER Microsoft Edge K& S ERIpaEE T A/ K Azure R AEFTTEHFITERE, Microsoft iR iR {EEEMBKEFE
& Azure N EB#2FHI Android 1 i0S B2,

tIZ2 DNS X3

Azure AD EXREIEREFMAR DNS ik, HiEHgRERNERXE., Altt, SRR LUEA Azure DNS BIX3E

Thiko
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R BIMER DNS Xig& R citrixsamldemo.net,

Essentials 20 )

Fesource group Mame senver 1

citrixsamldema nst-0l.azure-dns.com,

Subscription name Mame server 2

Visual Studio Professional with MSDRN ns2-01.azure-dns.net.

Subscription D Marme serser 3

dfz2436f-d4fe-46ae-be7b-6470cdaeefca ns2-01.azure-dns.org.
Mame senser 4

nsd-,azure-dns.info.

MAME TYPE TTL VALLE

ngl-01,azure-dns.cam,
ns2-01.azure-dns net.
ns3-01.azure-dns.org.
nsd-01.azure-dns.info.

@ M3 172800

Ermail; azuredns-hostmaster,microsaft,,..
Hest: nel-01 azure-dns. cam.

Refresh: 3600

Retry: 300

Expires 2419200

Ilinirmumn TTL: 300

@ S04 3600

fs CHAME 3600 adfs-citrizsamldemewesteuropecloud... .

111}
FH A2 Azure DNS B ARZ BB M, XLEZMNEXIEITMA DNS M58 NS £EH5IH (Fla
citrixsamldemo.net. NS nl-01l.azure-dns.com)

Azt Azure 178 VM 195 | AR, SIS AZEN VM ERER Azure 3TER DNS ig&#9 CNAME #5t. o0
RVM B IP it ET Y, FEEFohEH DNS Xig>X .

I ERE RN ERFISMNER DNS #hntFi SRR —3, 1§ citrixsamldemo.net, E/HBiFk4%5 DNS (FEREB7 10.0.0.),
FIN—51H Web RBEFERIBARS8BH “fs.citrixsamldemo.net” £8H. XEHKIBMEES SHIIFRS.
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BIETARSS

THIERET — Citrix 18, HP@E—1 ADFS JRE2S7E Azure £i51T89 AD If 8, BIBT—1M=RE, &
“citrixsamldemo”,

URL

WEE APP QUICK CREATE
| @ v =

— app.net
VIRTUAL MACHINE i-"‘i CUSTOM CREATE A rEE
REGICN OR AFFINITY GROUPF

,ﬂqﬁ E MOBILE SERVICE West Europe

'f‘s
L) @ | CLOUD SERVICE
LSt

ﬁ EEI BATCH SERVICE
=l

CREATE CLOUD SERVICE v

212 Windows B,

IR A MESIRS FETTH Windows VM:

« 1%#%H128 (domaincontrol)

« Azure Connect ADFS AR%328 (adfs)

ADFS Web ipiaiE (Web MAREFRE, KRINAE)
Citrix Virtual Apps and Desktops Delivery Controller

.

Citrix Virtual Apps and Desktops Virtual Delivery Agent (VDA)
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Create virtual machine » Basics

Create virtual machine

Resgurce groups

- -
s All resources * Mame

‘[ Basics 5
Recent Configure basic settings

* User name
App Services

™

Virtual machines (classic) * Passwiord

B virtual machines

'% Subscription
SQL databases I e Visual Studio Professional with MSDN
& Cloud services (classic) * Resource group
A citrixsarmkdama ~
W security Center T Window Dat
Location
? Subscriptions Waest Europa hd

Browse »

2R

o 740 DNS AR5 2370 Active Directory RS A& LIEIE— MR Active Directory 2 (It RFIH A
citrixsamldemo.net), 7 5EmME, B Active Directory IE$RSES AT,

s BIB— N EEAPKFA AT (fli0, George@citrixsamldemo.net),

« BTFLLARS2E1TIER DNS, Flt, FraARS8ERN 5| FALLARSS 288 LUE##1T DNS f#if, LHiR(ErIEid Azure
DNS & BTIEER. (BXFMER, BSRAEFH “HWR,)

ADFS #z#128%0 Web M AEFRIERS R

o 3% ADFS BR3 2N ZF citrixsamldemo domain &1, Web MBEFRIEIRS BN AR EE IR T (E4E
, ALk, &7 AD DNS fhFzhEar DNS bk,
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o TEXLERRSZS8 Fin1T Enable-PSRemoting -Force cmdlet, LisiF PS @dhAEM AzureAD Connect

TRZEEE,

Citrix Virtual Desktops Delivery Controller 71 VDA

« JEEMANE citrixsamldemo ME RN Windows Server E%# Citrix Virtual Apps = Citrix Virtual
Desktops Delivery Controller #1 VDA,

ECEMES DNS

REFITHIRE, 155 DNS RS 2BECE HLIE citrixsamldemo.net WASIEE, FHAIEERAIMBE DNS RS2E (6

91 8.8.8.8) Ry AR,

2, DMS Manager X
File Action View Help
e R B6E Hm § 86
£, DNS MName Type [Data Timestae
4 § DOMAINCONTROL 7| _msdics
4 [ ] Forward Lookup Zones | _sites
I [z] _msdes. net|| ™ 4op
P _ _udp
B [ Reverse Lookup Zones _ DomainDnsFones
b Trl.lit.F'.l:lll'ItS | ForestDnsZones
B - E::-r::hltlfnal Forwarders ] (same as parent folder) Start of Authority (S04) [24], demaincantral. static
B (g Global Legs & (zame a5 parent folder) Narme Server (NS) domaincontral, static
] (same as parent folder) Hest (&) 1000072 135201
£l adts Host (4) 10.0.0.13 513720
r domaincontrol Huost (A) 000,012 static
His Hast (&) 100,013 static
wap Hast (A) 10.0.0.14 static
i | enterpriseregistration Huost (4] 10.0.0.13
< " ¥
AU T EIAERSIER:
+ wap.citrixsamldemo.net [Web R FRiZFHAIE VM G MNIE]
« fs.citrixsamldemo.net [NEBEX & S0 IERRSS 33041
« enterpriseregistration.citrixsaml.net [5 fs.citrixsamldemo.net 18R]
RZ3% Azure HIE{THIFRE VM EREA{ERLE DNS BRES28. AILLUEEMLEEO GUI HiTIER1E.
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Essentials ~ ¥, A <;' DINS servers @
lesource group
it e SURFORT = TROUBLESHOOTING
* Primary DMS senver
Location -
West Europe W 2uditlegs > 10.0.0.5
u MNew support request b Secondary DNS server

Sul nio
df2. d4fa-46ae-be7b-6479cdaeefca
GENERAL
Properties >
A s =¥
i 1P addresses >
B DNS servers >
0 Metwork security group >

BUIAER T, 3B IP (10.0.0.9) #utitshaS . BILUGER IP #iibg R A HES P sk, [xd Web R ARRFHIERS
BRI HI B IT LR AE,

FCESMER DNS it

VM iz{7id#89, Azure (REECDHIEAHAIE HE4 VM MM IP #ilksy DNS XigiRS 8. XE—WAEANER
Ihee, BN Azure BUAESET VM BEpEIoEC IP sk,

- DomainControl8733 = Configuration

Ecsentials ~ [<a 3. )
Ide SUPPCRT + TROUBLESHOOTING
B Auditlogs >
& Newsupport request >
VD
lafg-d6ae-beTh-647gcdacefca
GENERAL
I gs =
Properties >
Il settings =
& Configuration >
Add tiles
®
RESOURCE MANAGEMENT
Edit & Tags >
& Llocks >
ali Users >
1 Eeport template >

T% domaincontrol-citrixsamldemo.westeurope.cloudapp.azure.com #9 DNS it 43 Foéaigiis 28,

EER, mREETHE, RE Web AREFAEM Citrix Gateway VM REAAMA IP #hit, (RBEIEH, 2H
IP stk B3 F333F 15347 RDP 35i8)0)

FER2A

Azure =fERATLAM Internet BExT VM 317 TCP/UDP iAialedERRIBA AEHN. BINERT, FiE VM EBaiF
#1T RDP i5ia, Citrix Gateway #1 Web A2 UIEARSS B2IE R o VPR E 443 LBA TLS,
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s
SURPORT + TROUBLESHOOTING d 0 outbound SUPPORT + TROUBLESHOOTING
Locatian Assodated with
E Auditlogs > West Europe 0 subnets, 2 network interfaces H Auditlogs >
& Mew support request > essional with MDY & Mew support request b
su D
df22436f-d413-26ae-be7b-6479cdaefca
GEMERAL GENERAL
-------- >
Propenti > 1! Propenies >
i 1P addre > >
s > >
bl >
Subnets >

¢z ADFS iEH

ETE Microsoft IEBMAN LB Web FRSIIIEBER, XAFIRERSE (BFEFHA) R pix XHEEREE
X DNS #iftf9iEH. %AFES7E ADFS #1 Web R AR HIERS 28 EREIIES, PFX XA RER A EIET,

MAERUTERE S Web ARSEIES:

- adfs.citrixsamldemo.net [it&#1&#F]
o (EFRESRBR:

- *.citrixsamldemo.net [Xi5&¥F]
- fs.citrixsamldemo. net [DNS % E]
- enterpriseregistration.citrixsamldemo.net
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& Console] - [Co
File Action ¥ -
& File £\, sublect | General | Extensions | private Key | Certification Autherity
L | Ll L il Certificate Enrolime The subject of a certificate is the user or computer to which the certificate is issued. You
) 2
can enter informaticn about the types of subject namie and alternative name values that
'_:‘ C%WSZLT::E L can be used in a certificate.
4 7 Personal Request Certificats Subject of certificate
=] i Th ter that i iving the certificate
= Certifi You can request the fol & user or compu is receiving the certifica
b [ Trusted Rg click Enroll. Subject name: : .
b [ Enterprise Type: CM=adfs.citricsamldemo.net
b Intermedid Add > |
. C t Commen name
b [ Trusted Py [ Computer | | /
= Value:
= Untrusted [+ Web Server i < Remave
b [ Third-Pary 4 Moreindo | e
b [ Trusted Pg - Alternative name:
b L7 Client Aut The following opty T
o - I
b= Remote D Key usage: Ll * citrixsamldeme.net
b [ Runtirme_T] Application p |DN5 fe.citrixsamldemo.net
b Smart Car = R Value: istration.citrixsam
— Valid od
I | Trusted De LR |
[]5how all templates

BERSEA pfx X, BEZEERIPHNTASR.

%% Azure AD

AN B TIREF Azure AD IR BIERAERE T4 Windows 10 I\ Azure AD BB FPIRIRRIE TR,

e R

BREH Azure IPHOIE— M HHER.
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Add directory

DIRECTORY

Create new directory

MAME

CitrixSapdLDemo

DORAIN NAME

citrixsamldemo & .onmicrosoft.com

COUNTRY DR REGIDM

United Kingdam E|

[ This iz 2 B2C directory,

TR, BER—MEENE,
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citrixsamldemo

&3 useRs GROUPS  APPLICATIONS DORAIMNG DIRECTORY INTEGRATION COMFIGURE REPORTS
LICEMSES

Your directory is ready to use.

Here are a few options to get started.

] Skip Quick Start the next time | isit

IWANT TO Set Up Directory Develop Applications

GET STARTED

| | Improve user sign-in experience

Add a custorn dernain so that your users can sign in with familiar user names, Fer example, if your organization cwns
‘contoso.com’, users can sign inAzure AD with user names such as Jjoe@contoso.com’.

Add domain

Integrate with your local directory

%,

|"\

Use the same user accounts and groups inthe cloud that you already use on premises.
Dewnload Azure AD Connect

2| Get Azure AD Premium

Improve accese management expenences for end wsers and administratars, including self service password reset,
greup management, sign in customization, and reporting.

tIEeREER AP (AzureAdmin)

T Azure FRlE— 2 REER (FHRFIFHN AzureAdmin@citrixsamldemo.onmicrosoft.com)
HERFHKA R LIEER,
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user profile

FIRST MAME LAST NAME

AZuUre Admin

DISPLAY MAME

| Azure Admin

ROLE

| Global Admin

ALTERMATE EMAIL ADDRESS

MULTI-FACTOR AUTHEMNTICATION

[[] Enable Multi-Factor Authentication

7£ Azure AD IR EAIIE

BUNERT, BPEEERA <user.name>@<company>.onmicrosoft.com B9 FaR bt 1T4R

iRe

BAXERH-—SEENERTEN, ERFERTESINEFERFIL, HikitithSRERF B FHRFIK T
foaysiit: <user.name>@<company>.com

IR EE B MEHNEL ARENETE M, RFER citrixsamldemo.net,

MRBIRE ADFS LIEHITRRER, BERAZERE,
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ADD DOMAIN

Specify a domain name

Enter the name of a domain that your erganization owns,

DOMAIN MAME

citrixsamldemao.net

[+ | plan to configure this domain for single sign-on with my lecal Active Directory.

%% Azure AD Connect

Azure AD B2 & GUI 958 2 EFMEI Azure AD Connect B9 Microsoft T# 51, 7£ ADFSVM t&&EHTA, &
FERAEENTE (MIFPRIZE), LUE ADFS EAT A,
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Install required components

Express Settings

Required Components Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization

- service will be installed. @
Uzer Sign-In

Installing Visual C++ 2013 Redistributable

Optional configuration:

%R EA AD FS #1TEXE B D IIEE R B RiE,
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User sign-in

Express Settings

Required Components Select the Single Sign On method:

| usersionin  [ECESRERREAL
Connect ta AZure AD ® Federation with AD FS 9
syne | Do not configure @

Connect Directories
Domain/OU Filtering
Icemr"_,rlr'g Users
Filkenng
Optional Features
AD FS Farm
Azure AD Domain
Configure Far single sign on method, we will instzll Active Directory Federation Services (AD FS).
Werify .
For AD F5, you must have the fallowing:
= & Windows Server 2012 R2 server for the federation server
« & Windows Server 2012 R2 server for the Web Application Proxy
= An §5L Certificate for the federation service name you intend to use (example: fe.contoso.com)

Learn more about AD FS reguirements,

fERZ IR EERIKF EZE Azure,
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Connect to Azure AD

Express Settings

Required Compenents Enter your Azure AD credentials: 9
User Sign-in USERMAME
Connect to Azure AD |ﬂzurc.‘-".dmm@cntrlnsamld emo.onmicrosaft.com |
Sync
PASSWORD

Connect Directories

Azure AD sign-in
Domain/OU Filtenng
Identifying users
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Previous

PEFRAER AD #o
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& Microsoft Azure Active Directory C

Connect your directories

Express Settings

Required Components Enter connection information for your on-premises directories or forests: (7]
User Sign-In DIRECTORY TYPE

Connect to Azure AD | Active Directory |'_

Sy FOREST @)

Connect Directories |citrixsamldemc>.cloud app.net |'

Cromain/OU Filtering
USERMAME

|EITRIXSAMLDEMCh Administrater

Identifying users

Filtering
PASSWORD

nn.olnil‘ L';'E'."E-?‘k;ﬁ:‘ﬁ“

Optional Features

ADFS Farm
Azure AD Domain CONFIGURED DIRECTORIES
Configure

Verify

citrixszmidemo.cloudapp.net {Active Directory) & Remove

¥&FrEIE Active Directory 4% 5 Azure AD @,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 104



BES M IRIERS 2106

Domain and OU filtering

Express Settings

Required Companents Directory: [ citrixsamidemo.cloudappnet | =] L Goale s
User Sign-in ~ Sync all domains and Qs
Connect to Azure AD ® sync selected domains and Ols
Syne 4 [ citriksamldemo.cloudapp.net
Connect Directories [ Builtin
Domain/OU Filtering Computers

dentifying users Damain Controllers
- ForeignSecurityPrincipals
Filtering g Y p
Infrastructure
tional Fe
Optional Features LostandFound

ADFS Farm Managed Service Accounts

Azure AD Domain NTDS Quotas

Configure Program Data
Verify System
Users

RERRDERDRER R

Configuration

MREREGHIFEEE, JUKERBIRFHNAFRZRRNERNARF.
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Express Settings
Reguired Components
User Sign-In
Connact 1o AZure AD
Sync
Connect Directories
Domain/OU Filtering
Filtering
Optional Features
AD FS Farm
Azure AD Domain
Configure

WVerify

Uniguely identifying your users

Select how users should be identified in your on-premises directories, [ 7]
® Users are represented only once across all directories.

) User identities exist across multiple directories. Match using:

D and msExchiMasterdccountSID/msRTCSIP-OrginatorSID attnbutes

hailMickMName atinbutes

CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
| objectGUID [~

USER PRINCIPAL NAME @

| userPrincipalName |-

Previous

BZRIALIRRD, SERRFAMIREREN—ARENRAPMIEE,
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Filter users and devices

Express Settings

Reguired Components Far a pilot deployment, specify 2 group containing your users and devices that will be synchronized.
User Sign-In # Synchronize all users and devices
Connect to Azure AD 71 Synchronize selected @
Syne OREST GROUP
Connect Directories citrixsamldema.cloudapp.net I_;..:_T_, 2 name or DN of 3 group Resolve

Domain/CU Filtering

|dentifying users

| fiteing |
Optional Features

AD F5 Farm

Azure AD Domain

Configure

Verify

Previous

MREE, LUK Azure AD &35 Active Directory A%, BF ADFS WEMHIIEEEARARTERD,
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Optional features
Express Settings
Required Compenents Select enhanced functionality if required by your arganization.
went @

] Azure AD app and attribute filtering 9

User Sign-in

Connect to Azure AD

Syne

. - [v] Password hash synchronization
Connect Directories S Y e

Domain/oU Eiltering [ Password writeback €
|dentifying users ] Group witeback ﬂ
Filtering Device writeback 0

Optional Features [ Directory extension attribute sync @

AD FS Farm

r £
Azure AD Domain Learn more about optional features

Configure

Verify

Previous

R EE AD FS F{ERRES PFX X, 5% fs.citrixsamldemo.net ¥ DNS &#7F,
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& Microsoft Azure Active Directory Connect

AD FS Farm

Required Components I Configure a new Windows Server 2012 R2 AD F5 farm
User Sign-In

Express Settings

Conneet b Azure AD Use an existing Windows Server 2012 R2 AD F5 farm

Sync
i Specify the 551 certificate used to secure the communication between chients and AD FS,

Connect Directories i, ) .
® Provide a PFX Certificate File

Domain/GU Filterin - - . ) .

g ) Use a Certificate installed on the Federation Machines
Identifying users
Filtering CERTIFICATE FILE a

Optional Festures | C1\Users\Fred CITRIXSAMLDEMO\Desktop\adfs.pfi [l EBrowse |

|
SUBJECT NAME SUBJECT NAME PREFIX i

Federation Servers
|",:itrixsamldemn.net I'| [fs | (-] i
Proxy Servers |
Credentials FEDERATION SERVICE NAME t
Service account https://fs.citrixsam|demo.net t
]

Azure AD Domain

Configure

Verify

RTEERRIERSSEM, A wap.citrixsamldemo.net fR52s89itiiit, ERIEEZETE Web BEFRERSS
L& 5 819517 Enable-PSRemoting -Force cmdlet, L& Azure AD Connect BEBE E# TR B,
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& Microsoft Azure Active Directory Connect

Web application proxy servers

Express Settings

Required Components Specify where to install web application proxy.
User Sign-in SERVER
Connect 1o Azure AD | THOE 3 Server name or 1P address Add Browse
Sync
Connect Directories SELECTED SERVERS

Domain/QU Filtening Q VDA citriksamidemo.cloudappnet  Remove
Identifying users
Filtering
Optional Features

AD F5 Farm
Federation Servers
Credentials
Service account

Azure AD Domain

Configure

Verify

Previous

AR

MRIEF B ATzt PowerShell FERBEELK, E=HRE Web AR RS [ IMANEH,

NFASHNERSE, BEARENEERRE, H7 ADFS QIZ—MRSKF. Azure AD Connect Z EHBRRE
I0E DNS KIgHIFrE.
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Express Settings
Required Companents
User Sign-in
Conmect to Azure AD
Sync
Connect Cirectories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
AD F5 Farm
Federation Servers
Proxy Servers
Credentials
Service account
Azure AD Domain

Configure

Verify

Select the Azure AD domain to federate with your on-premises directory,

DOnaiN: &

Azure AD Domain

| citnixsamldemo.cloudapp.net |~

TXT record:

MX record:

Before we can federate this domain, we need you to confirm domain name ewnership for
citrixsamldemo.cloudapp.net by adding the record type supperted by your domain name registrar to
the DNS settings.

Taxt: M5=ms59661451

Destination: ms596671451. msv Linvalid
You will need this setting in place to complete AD FS installation.

Learn more about verifying DNS ownership for Azure Active Directory domains

3 TXT #0 MX 2 RA10%) Azure FRY DNS #itiHE R,

HAME TYPE Tl
@ NS 172800
@ S0A 3600
i A 2p00
f3 CHAME 3600

£ Azure EEITHI SR EHIIE,

WALLE

ns1-01.azure-dns.com

ns-01.azure-dns.net,

ns3-01.azure-dns.org. ree
ns4-01.azure-dms,infa,

Email: azuredns-hostraster.microsoft....
Host: ns1-01.azure-dns.com,

Fefresh: 3600

Retry: 300 rer
Expire: 24192040

Minirrurm TTL: 300

msAUT0ET3

adfs-citrinsamldermowestevrepe.cloud... .,
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CitrixSaml|Demo
&3 USERS  GROUPS  APPLICATIONS  DOMAINS
DOMAIN NAME T¥PE

citrocsamidemo. onmicrosoft.com Basic

=3

AR

DIRECTORY INTEGRATICM COMNFIGURE EPORTS LICEMSES
STATUS SINGLE SIGN-0M PRIMARY DORMAIN 2

Alrtive Mot Available fes

WNRILP B, 7ILTEIETT Azure AD Connect ZRigSiEE,

SERiE, ShERHuiL fs.citrixsamldemo.net @R 0 443 #1734,

& Microsoft Azure Active Directory Connect

10,0003

104.45.19.206

Verify

Installation complete

@ The Intranet configuration was successfully verified.

The federation service name fx citrixsamideme net Was verified and resclves to the following addresses:

& The Extranet configuration was successfully verified.

The federation service Name fs ctrwsamigeme et was venfied using an external DMS server and resolves to
the following addresses:

B Azure AD Btz

BN EBTFEp ik L{E Windows 10 gEf5,1T Azure AD BXiEZi2(ERY, J5/EM DNS BEMERMIER ADFS &y
CNAME DNSiE%: enterpriseregistration.<upnsuffix>,

FEREF, X2 fs.citrixsamldemo.net,
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enterprissreristration.citrocamibdemo.net ‘
Type

CHAME |
= TTL TTL unit

1 W | | Mlinutes W
Alias

fs citrimsamidemo.net W

INRKEALARIEBMENM, E5H7E Windows 10 1+5EH E%= % ADFS RIEH, X#¥ Windows #S1E ADFS AR

%

R Z BIERBITAER P IKF 1T Azure AD SEEXERIR(E,

l

Let's get you signed in

Work or school account

George@citrixsamldemo.net b

Password

| forgot my password
Which account should | use?

Sign in with the username and password you use with Office 365 (or other business
services from Microsoft).

Privacy statement

EER: UPN &5 ADFS 131 h28aE05iR 3R UPN IREC,
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fs.citrixsamldemo.net

Sign in with your organizational account

george@citrixzsamldemo.net

| Password

@ 3.20GHz

© 2013 Microsoft

l |
hake sure this is your organization

Make sure this is your organization

If you continue, system policies might be turned cn or other changes might be made to your PC
s this the right arganization?

Connecting to: citrixsamldemo.net
User name: george@citrixsamldemo.net
User type: Administrator

Fil
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All finished!

Your device has now been joined to your organisation in Azure AD.

5 7 A P B R AR St 18 BB BT B A B R RIIE Azure AD BHEIRIER B, BRE, BE5h Microsoft
Edge #Fi&E#EI http://myapps.microsoft.com. % Web M BEhER S R ERINEE

%% Citrix Virtual Apps 5 Citrix Virtual Desktops

AR E A E Azure REEM Citrix Virtual Apps 3k Citrix Virtual Desktops ISO %2 Delivery Controller
1 VDA E o

fEIb R fBld, StoreFront 5 Delivery Controller 2% EHRIMARS S £, VDA fEIzA Windows 2012 R2
RDS T E#iE% %, &5 Machine Creation Services £/ (REEBERMESE) . HEi2EZH, BREAP
George@citrixsamldemo.net BT EBERZEH1TEHIIE,
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« 16 ] [ T ]

Citrix StoreFront : H (-

DESKTOPRS

Q, t%ecrr_h Desktops

Details

Azure

#£ Controller £ iz 17 Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true PowerShell
cmdlet L4 iF StoreFront R{ER AP HEIE#ITR AT,

REBK GRS

7£ ADFS AR5 83 L =% FAS, # 5 Delivery Controller &2 & #1 W L 78 &4 B {5 StoreFront (& J 7 4 7= 5l =,
StoreFront %755 Delivery Controller R VM L), ERRLEMEE,

fd& StoreFront

71 Delivery Controller BRE—MTEHIES, S IS # StoreFront EEBREER HTTPS, AA= AN 443 i&
B IS 48, #i§ StoreFront E#tEXCA https:,

bodify the base URL for senvices hosted on this deployment. For multiple senver
deployments, specify the load-balanced URL for the server graup.

Base URL: | https://ddc.citrizsamldemo.net
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3§ StoreFront E2E JfEMA FAS RSS2 (EALEMEIE BRI PowerShell i7s) , SABTE Azure R TRERMNE, XU
MWRELETEE FAS IREH[ LNEHEERRHINERERNZ FAS,

File Action View Help

= nE HE

| ERUATENE Application  Mumber of eve
I g Custom V|
4 _mu Windows

& Applic

Date and Time Event D Tack C..

1. Information /312016 4T:35 AM Citric.Authentication.Federated AuthenticationService None

& securi (@) Infarmation /2006 247:35 AM Citri-Authentication Federated AuthenticationService
B setup {Dlnhmatioh 5/31/2016 94713 AM Citrix-Authentication.Federsted Authentication5ervice
(@) Infarmation 5/31/2016 %4819 AM MESCLSMICROSOFT=#WID
] Forwa @lnhm‘m{iun 5/31/2016 9:45:44 AM Citric-Authentication.Federsted AuthenticationSenvice
[ Applicatic] @Infum‘luﬁun 531720168 %4543 AM Citrie.futhentication.Federated AuthenticationService
_E Subscripti G}Infum‘luﬁon 5/31/20168 %4439 AM Citrie.futhentication.Federated AuthenticationService
@Infnrmation 531720168 %44:39 AM Citri.futhentication. Federated AuthenticationService

@Inlon’nation 53172018 9:41:23 AM MSSOLSMICROSOFTEZ2WID
(D Information 531720016 9:38:37 AM Citrix.TrustFabric
@ Information 53172016 9:38:37 AM Citris. TrustFabric

Event 204, Citrix. Authentication FederatedAuthenticationService

General | Details

[5204] Relying party [| \WDNAS] accessing the Logon CSP for [upn: george@ net] in role: [default]
[Operation: SignHash] as authorized by [ \DDCS].

Log Mame: Application

¥ StoreFront B2 & »fE/A Citrix Gateway

7£ StoreFront BEisHI & hEREIE S I % GUI % StoreFront B2 & A Citrix Gateway LT 1458
JiEo

Manage Authentication Methods - Store Service

Select the methads which users will use to suthenticate and access resources. i ]

Method

Specify whether Storefront fully delegates credential validation to NetScaler Gateway. This
setting 15 applied when users log on with smart cards.

%) Fully delegate credential validation to Nethcaler Gateway
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Z&£ g Citrix Gateway B3 IIE%EM, 58 E— Secure Ticket Authority (STA) #E2E Citrix Gateway
tk,

Enabling remote access allows users outside the firewall to securely access resources, After
you enable remote access, add a NetScaler Gateway appliance,

| Enable Remote Access

Select the permitted level of access to internal resources

() Allow users o access only resources delivered through StoreFrant (Mo VEN tunnel)

(®) Allow users to access all resources on the internal network (Full VPN tunnsl] €
Users may require the MetScaler Gateway Plug-in to establish a full VPN tunnel.

NetScaler Gateway appliances: ¥] NetscalerGateway

Default appliance: [N-m:ale-ﬁauv.ray

EE# Azure AD N REF L B 5% R 3 StoreFront

ATi6EA Azure AD SAML 2.0 2 B RINEE, ZIhAEZHAIERITHE Azure Active Directory Premium, 7£ Azure
AD BIET A, EFEHENAREFMMERFIN— R BRERF.

APPLICATION GALLERY X
Add an application for my organization to use | o|
FEATURED APPLICATIONS (1T) MAME
. ‘ Add an unlisted application my

I CUSTOM ~‘ organization is using ‘ storeFront |
ALL (2626)
BUSINESS MANAGEMENT (124) Enter the name of an application you are

using, and add it to explore single sign-on

COLLABORATION {314) integration options.

CONSTRUCTION (2)
CONTENT MANAGEMENT (37)
CRM [114)

DATA SERVICES (109)
DEVELOPER SERVICES (B&)

ERBEX > RMIKBAREERHNRTHNAREFAEHBF IR — M EEX X ARERF.
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ECEET

BUE— MR 215 x 215 GENERHE “KRE” nE-L EHZER UBIENBREFHNET.

properties

AFPLICETION TILE LOGO

cifrix

ECE SAML S{7383E
REE “NMAERT RSN EFEFIEERERER,

storefront

&3 DASHROARD USERS AND GROUPS ATTRIBUTES CONFIGURE

StoreFront has been added

[J5kip Quick Start the next time | visit

Enable single sign-on with Microsoft Azure AD

Configure simgle sign-on access to this application.
Configure single sign-on

HERE ISR SAML 2.0 B985, X5 Microsoft Azure AD 2 5 & RHEXT N,
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COMNFIGURE SINGLE S1GM-OMN

How would you like users to sign on to StoreFront?

[#i Microsoft Azure AD Single Sign-On
Establish Federation between Microsoft Azure AD and StoreFront
Learn maore

) Password Single Sign-On
Microsoft Azure AD stores account credentials for users to sign on to StoreFront
Learn more

() Existing Single Sign-On
Configures Microsoft Azure AD to support single sign-on te StoreFront using Active Directory
Federation Services or another third- party single sign-on provider,
Learn more

MRRAIURERTRSE WasmA Citrix Gateway RMHMIVEEILER) ; EibRFI$, &8 URL 7£ Citrix Gateway

R385 £ /cgi/samlauth,

COMNFIGURE SINGLE S1GN-Cip

Configure App Settings

Enter the settings of AzureStoreFront application below. Learn more

IDENTIFIER
https.//ns.citrixsamldemo.net/Citrix/StareFront & |

REPLY URL

https:f/ns.citrcsamiderno.net/ogifsamlauth /] |

[ show advanced settings (optional).

| Configure the certificate used for federated single sign-on (optional).

T—RFEEETE Citrix Gateway E2E 1 Azure AD FFiARIER.
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Configure single sign-on at AzureStoreFront

To accept the SAML token issued by Azure Active Directorny, your application will need the information below, Refer to your application's
SAML documentation or source code for details.

1. The following certificate will be used for federated single sign-ons
Thumbprint: BD1EOZEBFTCI11EDDBBD325F526053BA0E26ATIE
Expiry: 05/31/2018 11:06:20 UTC
Download Certificate (Base 64 - most commaon) @

Dowmload Certificate (Raw) @

Download Metadata (ML) (E)

]

. Configure the certficate and values in AzureStoreFront
ISSLIER LIRL
httpsy/fstswindows.net/b1aef2 1b-d2%f-4c20-2826-14d5ed84c62e/

SINGLE SIGH-0N SERVICE LIRL

https:/Aoginwindows.net/b1aef2 1b-d29f-4c20-0826-14d5ed84c62e

SINGLE SIGN-0UT SERVICE URL

https:/Meginwindows.net/blaef2 1b-d29f-4c20-0826-14d5e484 0626

[0 confirm that you have configured single sign-on as described above. Checking this will enable the current certificate to start working

for this application,

T# Base 64 Alfs X ZIEBHEHIBRIEH URL, EHHERE Citrix Gateway MR B REHHMILXLE URL,

mAF D ENAER

BE—1NSBAEBNBRERUEEERFH “myapps.microsoft.com” EHIE LER. kP BE “BPRMNAE” &
mLE5Em. S EEE Azure AD Connect RSB AF 1K BYARIRR, el UEREMH,, B2 RRRH ST IX L
KA, ERENARER <user>@<domain> &=z,
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-
storefront
&3 DASHEOARD USERS AND GROUPS ATTRIBUTES COMNFIGURE
SHOW |£|II Users v W
DISPLAY NAME USER NAME JOB TITLE DEPARTMENT ACCESS METHOD D
Azure Admin AzureAdmin@citrixsamlid.. Na Unassigned
George User george@citrixsamldemao.net Mo Unassigned
] Unassigned

On-Premises Directory Sy, Sync_ADFS_21aT£B050df...

MyApps T

ERENREFG, ZNBEFEERF AR https://myapps.microsoft.com BRERFH Azure RAREFTIRSE

o

B Access Panel Applicatior % + — O *

& > O |8 acountactivediectory windowsazure.com/a) | = #@ O
george®

Microsoft Azure

applications  profile

Clfrix

AzureStoreFront e

©2016 Microsoft  Legal | Privacy

5 Azure AD BX#%f5, Windows 10 BXERAF 2RERE Azure NARRF., REERSENNEER T ZFE
&1 SAML cgi/samlauth Web T,
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B2R8% URL

REE Azure AD EZHIIRFIEZAERF, REBWNAREFAIANESER URL, It URL BFRMH Web a1
HeIBERIEAFEMT StoreFront M “Fi8” FEREHF .

guick glance

APPLICATION TYPE
Web ﬂpplicntinn

PUELISHER
URL

SINGLE 31GN-0N URL

https:/fmyapps.microsoft.cam/signins

@ View usage report

1t URL #4504 EI Web %583 LU {R Azure AD BEB SIS EE MBI Z aiB B Citrix Gateway cgi/samlauth
Web T, XUEAFELEMNABF, FENXEET Windows 10 Azure AD WERSIFIRMEE LB R, (RAER
TEMAPEAN Azure AD £1E,)

LEEHEE Citrix Gateway

MEIBIFEERE, RFIERETT NetScaler (&R Citrix Gateway) B9Ihiz VM, BJLM Azure M ABREIEBE,
R BIER NetScaler 11.0 B9 “BHFENE” AR,

ERAX AP #ITEPRIENIEEMNEIEE R NetScaler VM, M Web I 22i5mmEr IP #thht, 1535, ST
Azure AD VM HEXHEF nsroot B9z,

AOINYFRE, ERMEMFEXHEEEENRDD, ARG DNS f#irssism Microsoft iizH2s.

iz17 Citrix Virtual Apps and Desktops Bl S

THIELEE— N 5 SAML B9E &8 StoreFront /8. ZEBE1TiE, EiHRl SAML BREK,
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XenApp/XenDesktop Setup Wizard

What is your deployment

() single Hop

Client Internet Access Gatway

What is your Citrix Integration Point?
storefront |

#®EFARE Citrix Gateway StoreFront i€ &, LbRENGEE RO 4433 (MIFiwO 443), LUE Microsoft Azure &
A, JE\E, AL Citrix Gateway BIE Web b s Tim A% AR E MRS,

NetScaler Gateway Settings

MetScaler Gateway IP Address®

w . o . 0 . 18

Port”

4433

Virtual Server Mame*
ns.citrixzsamldema.net

_| Redirect requests from port 80 1o secure port

AEBER, RN EHIERSISIES URFEEX 4TI,
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Server Certificate

Certificate Format®
| pem ™

Certificate File*

|n5.citrixsamldemu.net | | Browse I = |

[+ Frivate key is password protected
Private key password

oorien

EoE T HI2E LIEEE AD 1k

EEHEEATIKF R, Fit, FEHE IP bR nE £ S HIEIESZEP. BRWNEFEFENFRERIEI.

Primary authentication method*

| Active Directory/LDAP |i||

IF Address®

|1c|_n .0 12 |DIM
[] Load Balancing

Post®

220 |

Time out (seconds]”

E |

Base DMN*

|'CN=LI5EFS,DC= citrizsamldemao DC |
Service account®

|CN=internaIadmin.CN =Users,DC= |

|_| Group Extraction
Server Logon Name Attribute*

|userprim:ipalmame |

Password"

Confirm Password®

||||i|-|l|-[ ""|a
Secondary authentication method®
| Mone |

=
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B & StoreFront ihit

FELRBIF, B6ER HTTPS B2& StoreFront, Fitt, &% SSL thiliEmm,

StoreFront

StoreFront FQDM®
ddc.citrixsamldemao.net
Sate Path
Sotrix/StorsWeb

Single Sign-on Domain®
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