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« Device Posture 5 Microsoft Intune &£ ER &R

Device Posture 5 Microsoft Intune £FEMEER L. BXFMELR, iH2iE Microsoft Intune 5
Device Posture £5g,

2023 48H30H
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Citrix Device Posture RS AT LUET TR ATHEPMA NI ERIFIGEIIIBRAERIFREREH
15, MTBE Citrix DaaS # Secure Private Access ZBBRMISIEIAIR (BEEAIR) ., BXFAER, 55
i#fE A Device Posture fREEEISZZIEP.
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Monitor # Device Posture &4,
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« Device Posture RS

Citrix Device Posture RS R—MEFHBRAS R, FIHEBEERBEIRTERIRIEEHIHENFLER
7 #E3%42 Citrix DaaS (Virtual Apps and Desktops) 3k Citrix Secure Private Access &R (SaaS. Web
RZFA#ER. TCP #1 UDP A1) MipniiR. BXEFMER, E5iH Device Posture,

[AAUTH-90]
+ Microsoft Endpoint Manager 5 Device Posture £5§

%7 Device Posture BRERMHIZAHN TSP, Device Posture REEAI S EMhE = A RS REM.
Device Posture 5 Windows #1 macOS E£#J Microsoft Endpoint Manager (MEM) &£ E—iE, Bxi¥
EE, iESH Microsoft Endpoint Manager 5 Device Posture £5%,
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Device Posture lRSWAIEMIAENX TER, EZIEXNT, BEERMMUAELEFFIEFPEA Device Posture BRSZ Al
SHHEBTMIR. XEEEREBIIMEERSHBNREBFIGENRN, ABEREBBIESFR ZRiER L]
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Device Posture

AR

MRS E FRE EPA TP, NRAHEEARRE EPAZ %, Device Posture REsRRELAF ETR—
NTHRE, HETHNRERZF R, SWKRELBFLTEER.

BRAMRER

1. ER Citrix Cloud, REMXEEEFIEE “SHMBREE",
2. #if Device Posture &I, AGEHEEHEIE,
3. ;Bzh Device Posture B2 B X$TF.

4. FWINEOF, ERHPEEE,

A Enabling device posture will impact the subscriber
experience

Device posture scans all user devices before allowing users to log in. Users
who have already logged in must have to relogin to enable device posture
service to scan the subscriber devices.

If users have not installed the device posture app, they are prompted to
download and install it.

Device posture will be enabled to subscribers in a few minutes (sometimes
up to an hour) after it is enabled on the Device Posture page.

Enable device posture in test mode (optional) @

| understand the impact on subscriber experience.

Confirm and enable

5. BEWINFHER.

MR R TB A Device Posture fREZ AT, Device Posture TR B R—FK IBRHINX—S,
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Device Posture

Home » Identity and Access Management > Device Posture

Device Posture Device posture is enabled (Test mode) ‘

Create device posture polices to enforce application access based on the end user's device

o Device Posture is enabled in test mode. Go to the Dashboard to view activity

EERADURERERSHBNERBIML. BXFAES, FSE “EE Device Posture”, RIBHBLER, &4&H
FIRERD ARG FEAMEL, EERAUEEHIR EEEXELHIE,

EERIR EEENAREDD

1. & “Device Posture” TUELEHK “WEHIER" EW+.
PHBSERETIFIEAEM. FEMNBERBELNGEHRE,
2. BEEFMER, Frd TEES #i%
MR

EERALUMBARE THBEMNES.

FEFHEREANIRER

908 Device Posture BRSEFELEFHIRHRA, BRITUTHBRUBANEER:

£Em L, B5h “Device Posture EER" iR *%,

ER CBRIAEFEIRE RS TR WER",

BERIAHER,

WfE, @d8sh “Device Posture EEZR” A X I REBILERS.
EWIAEOS, EFELUTHNED,

ok w e

o EMiXERX T2 A Device Posture
o BT HRIHTIREFRIRNRM

6. BEWINFHEA.

CrowdStrike 5 Device Posture &7

June 19, 2024

CrowdStrike Zero Trust Assessment (ZTA) ;@i it BEE A KRRIGEN ZTA T295HM 1 5 100 k2T 258
Wi, ZTA S S ERE LIRS IRTET.
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Device Posture

Citrix Device Posture BRS3 AT LU E AR &K ZTA Sk B At Citrix EEENARSS (DaaS) #0 Citrix Secure
Private Access (SPA) ZRrTEE AR (BREAIED -

Device Posture EE G AT LUE ZTA D EBIERIEMN—2097, FBERIFERALAEM. FaM Eoinn), EEE
#aifinl, [AdR, AR LUERXF SRR EIN BEFMSE U SaasS Ml Web BREZFHIEERE (B8
iHiE) . Windows 1 macOS a4 ZTA DR,

ficE CrowdStrike £

CrowdStrike &EREEE I ED AFL
#3% 1: 7% Citrix Device Posture BR53#0 CrowdStrike ZTA IRE Z BB E1F. XX 148k,

$I8 2: EEBEHEKLUER CrowdStrike ZTA ke, 243+ Citrix DaaS # Citrix Secure Private Access

HREEBETR

#18 1: 7z Citrix Device Posture iz55#1 CrowdStrike ZTA fRSS 2RI =1F

AT T2 ELLE Citrix Device Posture BRsZ#1 CrowdStrike ZTA RSz B2 {E1E,
1. ER Citrix Cloud, REMXEEEGTIEE “BHMBREE",
2. B “Device Posture” %Ik, AFERt “BIE”,

3. BE B EWF.

Device Posture Device posture is enabled @
Create device postures and enable optional integrations to enforce application access control policies.
Device Scans Integrations About
Configure integrations from the available options below.
Microsoft Intune
nable more policy expressions in your conditional rules, such as b

MDM-enrolled, is rooted, or has anti-malware installed.

CrowdStrike Falcon® Insight XDR

»
rowemm— Integrate with CrowdStrike’s Falcon Insight XDR: Endpoint Detection and Response (EDR) platform. Connect
Learn more about CrowdStrike Falcon® Insight XDR
=,
AR

&, BPAILSAF Secure Private Access BRsz GUI £MISFMEKRTA “Device Posture” &I,
AEBTE SR E+,

4. g CrowdStrike EERMEBE SR, RFHRT “EHE . CrowdStrike Falcon Insight XDR & E&H,
5. MAEF D MEFHER, ARRE “RE
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o IEAILUM CrowdStrike iTJ7 (Z#FF1ZER > APl B HFI%E) REX ZTA AP B ID 1% Fis

EE%HO

o BRERSEETENAEGIRIMRIENCEREILEE.

KEM “KRECE” Zh “BERE” /B, BNANSERI.
WREMARY), WRASETH “FE . HNRLHERSIE, ARG "ENER

$12 2. BE Device Posture I8

PITUATIRELUBEC B SRS, LUER CrowdStrike ZTA H#fERFINI, 1243t Citrix DaaS #0 Citrix Secure Private

Access ZRIVEREHIE,

1. 8 “R&AW &D+, AREE “CIBIKEREK

s CrowdStrike

Less than < N ‘l 0-100 ‘E‘T

Ls .
{ Risk Score A J

+ Add qualifier

+ Add another rule

Create device policy X
With device posture, you can define a set of conditions that control which devices have access to various services and data sources.
Select the operating system for this device posture scan. @
Windows N
Policy rules
Select a condition and apply access rules for your services and data. (O
0]

2. RZECIRIEERNT S,

3. 7E “SRERMIN” A, %% CrowdStrike,

4. XF KiTS BRER, @EFERME, ARRARKLS .

5. B& + FIM—MRER, BATFHZE CrowdStrike Falcon ZEEEBEIE T,
AR

SR LB LRI S 79 Device Posture B & RIE M) —FSE A,

6. FETREENFRMHN RIBLER F, EFUTERZ—.
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o EREER

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: ?)

@ Compliant

The device will be considered compliant and full access will be granted.

O MNon-compliant
The device will be considered “non-compliant” and restricted access will be granted.

O Denied access

The device will be denied access to all resources.

Scan details
Name and set the priority order of this device scan. (@

Name *

crowdstrike-compliance-allow ‘

Priority * (2

o |

Enable when created

7. WARBHEMAIREMTL.

8. BEHEIE.

EX
X Device Posture BRSHAMAM A EMAEE XM o

s EMRE—RETMARENKREERBATERATNENGE, BENATUTELEAZREIMIFRE Citrix
Secure Private Access &g Citrix DaaS &R

s FEMILE - FEMEARENKREERB AW BIIIHHRHIAR Citrix Secure Private Access HIR
Citrix DaaS ZIRRE R L EIMLEMILE,

518

Device Posture RS

Microsoft Intune 5 Device Posture £

June 19, 2024

Microsoft Intune RIEESEHAEEIGAF MIEEITLXANEMIEEREFMES. EAFER Citrix Workspace Hiial,
Device Posture A LA Microsoft Intune {8 ER A MIREIRE, HERXLEE B Citrix Cloud FHIREITEN
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Device Posture

S, AEM Epipn), EEESIFRAFAERIE. Citrix DaaS # Citrix Secure Private Access RS kit
RERIGEIRAIIEE D LD A BN BEFFMEEm UK Saas #1 Web WARERRM ET>kiE (Baeihm).

B E Microsoft Intune £5%

Intune EHREER— T2 AR T EITE,

$18 1: ¥ Device Posture 5 Microsoft Intune IRSZ&EM. X2E#HTH—RMER, BMEE Device Posture
5 Microsoft Intune Zigl&izE4%,

HIB 2 EEBFERLUGEA Microsoft Intune E8.

#12 1: ¥ Device Posture 5 Microsoft Intune £&5%

1. Eipie &7 &I, BERUTAEZ—!

o TEEHYNI528 _Eifinl URL https://device-posture-config.cloud.com, fAR&EE “Gm” &M+,
« Secure Private Access ZF - 7 Secure Private Access GUI £, EAMSMERT, %k Device
Posture, AE®EEHE “GH” EW+R.

Device Posture Device posture is enabled
Create device postures and enable optional integrations to enforce application access control policies.

Device Scans Integrations About

Configure integrations from the available options below.

Microsoft Intune

' ficroso ne o enable o S5i0NS in Y . s s
Integrate with Microsoft Intune in order te enable more policy expressions in your conditional rules, such as Connect

whethe is Azure AD-managed, MDM-enrolled, is rooted, or has anti-malware installed.

Learn more about Microsoft Intune integration

2. B RS B, ARRET “EE . EERREEBE Azure AD #1THHIEIE,
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Device Posture

af Microsoft

Sl s microsoft.com

Permissions requested

Review for your organization

Device Posture Integrations
Cloud Software Group, Inc. ¢

This app would like to:
~ Read Microsoft Intune devices
. Read Microsoft Intune configuration

~ Sign in and read user profile

If you accept, this app will get access to the specified resources
for all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

-

T&RFIHE T 5 Device Posture BR$S&£EHI Microsoft Intune API #25R,
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API &R FERAME PR FF K

Microsoft Graph DeviceManagementManaggidDMdidresdtebdiie i&  HAIEF
&

Microsoft Graph DeviceManagementServiqgGb MigBeaft Witune i& NARERF
&

ERIRRM “KREE” Etdn “BRE” B, EERTUSIRRERTREL,
MREMARY), WRESETH “FE . HNRLHERSEE, ARRT “ENEE

$1% 2: F2E Device Posture 5Eg

1. 8& “g&BPE &WF, ARG “CIERERE

Create device policy

With device posture, you can define a set of conditions that control which devices have access to various services and data sources.

Platform

Select the operating system for this device posture scan. (2

Windows

Policy rules
Select a condition and apply access rules for your services and data. (@

v Microsoft Intune

Matches all of N Compliant Managed AV

+ Add another rule

Policy result
If policy conditions and rules are met, the device scan will classify the user device as one of the following: @

@® Compliant
The device will be considered compliant and full access will be granted.

O Non-compliant
The device will be considered “non-compliant” and restricted access will be granted.

O Denied access
The device will be denied access to all resources.

Scan details
Name and set the priority order of this device scan. @

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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2. WAKBRHNEIRHIREMER.

3. EECIR RN TS,

4, £ “EEHN ch, %R “Microsoft Endpoint Manager”,
5. EE—NFM, AEEEFEELA MEM 158,

o WFE—LE, KA OR &
o XF “2EPIES”, MMA AND F%,

AR
SR USRI 5 A9 Device Posture Bt &BE M0 —2 A,
6. EN&EN: B, RIBEEENSMY, ERUTERZ—

o B (BRFR2HENR)
o REH (RFZRIBANR)
o EEER

BXOIERBNBEZFAEE, BBRLE RSN ER,

1= Device Posture [REHREISEIEH

June 19, 2024

EFf Device Posture REREIKFIEPRE, EBERAMTIMEGESANMEZEIEHE, —B Device Posture g%+
EFEEMNMAEILS, EERMALUSISEIEBIREIERN Device Posture SR —E49

AEEI
+ Device Posture fREX=#F PEM ik & IEFHIEE,

o E7E Windows E#TIRBIERINE, HAEATENRLELXMLEE LN EPA B K, WTEMZE,
EARZEAMEERNR, BXZIFNAENEARES, 551 Device Posture 11,

« 272 Windows tREAFBENREN EPA B i%, 157 T3 EPA B HEHFHNABETTUTH S,
msiexec /i epasetup.msi

« f&F3 Device Posture fRSS#ITHIEFIE PR ERZFIER B HIOE,

o MREGHIEPHFEERESR, WXTEEESRIEBPEREBHTESE EHEI2 PEM X4,

Example: chain.pem

KAk kkkkhkkkkhkkkkkkhkhkkhkkkhkkkkhkkkkkkk
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Device Posture

HRKKK KKK KKK KKK KK KKK KKK KKK KKKk K Kk
————— END CERTIFICATE

EHIREIER

1. 72 Device Posture 51 L&& “188”,

2. B B, ARRT “SAMKIER.
3. T IEBREED, EFIEPER, XZH PEM 28,
4. £ EBXH Hh, BE SERIER LUARMLEIES.
5 8& YT, AEREF “|N
Import Issuer Certificate X
Issuer certificate will be added to the Endpoint. View certificate details in certificate table once created.
Certificate Type *
‘ PEM (Privacy Enhanced Mail) v ‘

Certificate File *

cgwsanitydc.pem

‘ ( =+ Choose Certificate )

FREERFITE “RE” > “MREIER Ho BRUSASMEH,

BEESANIES

1. 72 Device Posture =51 L&8& “§8”",
2. £ “‘MREBIEP &, B “EE,
3. MERHIEHREIIE T SANHMEEIER,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Issuer Certificates

Issuer
cgwsanity-DC-CA

int-CA

Issuer Certificates will be used to validate the device certificates as per the configured policies.

Certificates

cgwsanitydc.pem

combinedchain.pem

Policies

Import Issuer Certificate

Status

Valid

Valid

FERImgE L RRIFILES

Windows:

1. M “FFR” 8, T “HEHEREESE

2. WRIEPREE Certificates - Local Computer\Personal\CertificatesH,

« THR BRI EBEER P B30I,
s “RiTE” JIASEER GUI LEEBEMEITE Z AT,

S I

H=

(50 Certificates - Local Computer A
v [ Personal
_| Certificates

_| Trusted Root Certification /

| Enterprise Trust

_| Intermediate Certification /

_| Trusted Publishers

_ Untrusted Certificates

Issued To

?.134c6b0a3-e753-4009-b4b1-95d]1...

2] APACENGWAUMIMIN citrite.net
221 APACENGWAUMIm)N citrite.net

7] ele6e5a6-b87c-4725-bd2f-2f4d2...
?;] e1e6e5a6-b87c-4725-bd2f-2f4d2...

Issued By

Microsoft Intune MDM Device CA
ftlpintuneca01

ftlissuingcaO1
MS-Organization-P2P-Access [2023]
MS-Organization-Access

Expiration Date
17-10-2024
18-10-2024
18-10-2024
24-10-2023
19-10-2033

Intended Purposes

Client Authentication
Client Authentication
Client Authentication
Server Authentication
Client Authentication

Friendly Name
<None>
<None>
<None>
<None>
<None>

macOS:

1. T Keychain Access, AGER “R47,

2. BE X > “|SATB” USANIES,

ik EFROAETIEBMEERZ T,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Keychain Access @

s My Certificates Keys Certificates
-' login
APACMACCO02CXKJXML7H
Local Items Issued by: ftipintuneca01
Expires: Friday, 4 October 2024 at 9:06:09 AM India Standard Time

£ System

=) System Roots Kind Expires Keychain
> certificate 29-Mar-2025 at 6:14:10... System
v B APACMACCO2CXKJXML7H certificate 04-Oct-2024 at 9:06:09... System

? APACMACCO2CXKJXML7H private key
> [ FD31E28D-D668-4040-81CE-EC239E15D339 certificate 15-Sep-2025 at 11:27:17... System

System

£ Device Posture 53 Daa$ SLHE% seizHl

February 20, 2024
fEi@id Citrix Device Posture AR55iA1a] Citrix SEBNARS (DaaS) FiREY, A LEEHIRITE B,
AR

XAZERWEE, MEEXWAEER Device Posture A& Studio SEESHIRMG,

ELRBIR, 61T —MER Device Posture BRE45% (COMPLIANT #1 NON-COMPLIAN) #£ Citrix DaaS #iR
RS HIRNE TR HY SRS,

Z7% Citrix DaaS t75k B NON-COMPLIANT & &89 A 2 HSHIRMEINGE, BRITUTSE:
1. &£ “Citrix DaaS & i@ L, RHEEIATF,
2. BEEKRDFR,
3. RFCIREEE,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16



Device Posture

4. £ “EFIRE” B, &R “FEREIEEREER.
5. & “REIRE” B, & R, ARRE “REF .

Edit Setting

Client clipboard redirection

Allowed
This setting will be allowed.

@ Prohibited
This setting will be prohibited.

“ Description
Allow or prevent the clipboard on the client device to be mapped to the clipboard on the server, By default, clipboard redirection is allowed.

To prevent cut-and-paste data transfer between a session and the local clipboard, select 'Prohibited’. Users can still cut and paste data between
applications running in a session,

After allowing this setting, configure the maximum allowed bandwidth the clipboard can consume in a client connection using the Clipboard redirection
bandwidth limit setting or the Bandwidth limit for clipboard redirection channel as percent of total session bandwidth setting.

~ Related settings

Clipboard redirection bandwidth limit, Clipboard redirection bandwidth limit percent

6. £ “ARIMTEN EY, 8& “HENARNTEN", ARFIEREIERS HiREH.,
7. ®%E NRAPIKREREIESS, ARER HREH.

Create Policy

E) Summary

Filters: 0 selected View selected only
Filter 4 | value
|| ¥ Delivery Group
| ¥ Delivery Group type
(7] ¥ Drganizational Unit (OL)
|| ¥ Tag
“* Filtars for user settings only

¥ Access control

¥ Citrix SODWAN

¥ Client |P address

¥ Cliant nama

[_] ¥ Usoror group

8. £ “pEHEE” TIET, RE “HEiU" M EEEE NEROARE.
7z Gateway R 2517 &R, BN NON-COMPLIANT, RS s t+inA NON-COMPLIANT,
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Assign Policy

Access control

Apply policy based on the access control conditions through which a client connects.

Access control elements:

Mode Connection type Gateway farm name Access condition

Allow With Citrix Gateway Workspace NON-COMPLIAN Enable

9. MNREEHIBRM, FERIEREIVEMIRAABT KB R, Fla0, REFESMRSOHEMSRIAERIR =M
WRA (RIE)o

10. BF “5ER’s

AR

BABERT, ZREBATREARS. BRRREAIUZEENATERNVAR . ZARKAITALENARRE, MR
S EpINR ERBIRARIRINKE, FEEEAKRE, BEESTFNALLRE,

AR SRR EC &

TEM SRR RER 2 AT, BIIEEREREURRE( HRIRETT. ERERGIF:

« XfFRE COMPLIANT Li#ig&mAF, #7982 Citrix DaaS BiR, A28 HIREMLRE,
+ xF3%EH NON-COMPLIAN £imig&BAF, L5 REERIMMIREIR Citrix DaaS #HiR.

H AR R HEER

June 19,2024

AUERMIEEE Device Posture E4RHE:

« Citrix DaaS Monitor
« Citrix Secure Private Access 154 E xR
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Citrix DaaS Monitor /Y Device Posture &1t

HITUTHBEEE Device Posture REMEMHAS.

1. NREAPIREERIRMIIARIELNRIENR S D,

2. &% Citrix Cloud,

3. £ DaaSHAML L, BE “BIE, ARBE B EHE,
FEHOMAFRRES, R 321UES D, RERE HFHER,

Manage ~ Monitor

e

Bt ST Ble e
ST

Time: G7/17/2023 331 PM Endpoant windows

Transaction Details:

B Endpaint Device 4

C ace 2
Device Posture
YDA Device Poshare Senace scans the endpoint devces for compiance based on pokoes. defined by the adminstrator. Lesm More
malui 4 Beomplete - Unexpected s
StareFmont Failed 10 cave endpoet detals, (ontact O ot
ACTion taken  Logon Densed
trix - - &
! Rscommended fix oublELhooT  OF SO (e SuppoT

Secure Private Access #4IE R -#) Device Posture =4

HITUTHBEEE Device Posture lREMEMHAS.

1. &%= Citrix Cloud,
2. 1£ “Secure Private Access” B E, g “B1F”, AFEE “BHER
3. B ‘WAL BXRTHN “EEEL” $#EEUESE Device Posture EHAE,
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Diagnostic Logs (26198)  Device Posture Logs ()

Policy-Info = "Key-Word" Last1Week v

Filters

POLICY RESULT

(O Compliant

O Login Denied Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format

Tue, 11 Apr 2023 11:47:..  NoMatchingPolicy Non-Compliant ® Success Windows 85562ba3-7fc8-4839
Tue, 11 Apr 2023 1145...  NoMatchingPolicy Non-Gompliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:45:..  NoMatchingPolicy Non-Compliant @ Success Windows 2418a959-e7cd-429d.
Tue, 11 Apr 2023 T1:44:..  NoMatchingPolicy Non-Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:44:..  ms-MEM Compliant @ Success Windows 0dd908ad-bSec-484...
Tue, 11 Apr 2023 11:43...  ms-MEM Compliant @ Success Windows 0dd908ad-bBec-484...
Tue, 11 Apr 2023 11:42-.. _ms-MEM Compliant @ Success Windows cb573151-4817-45ch-.

- BERALURIEIZHBEERTNRZS ID MiEEE. SHHAHMIELN, taaREARERZS ID.

o MNRHIMEEIREFHEEK, Device Posture RE=ETRRH ID, 1tz 5 ID mJ1E Secure Private Access BR
SEHIERPIERE, MEEETEAEERREE, WRLAFPAILLS Citrix Z3FIIHREES ID LURREI-,

« Windows & /i B 58] IATE LA T RI4ER E

- %localappdata%)\Citrix\EPA\dpaCitrix.txt
- %localappdata%)\Citrix\EPA\epalib.txt

« MacOS FFimAERT ATE LR WIS E]

- ~/Library/Application Support/Citrix/EPAPlugin/EpaCloud.log
- ~/ B /R FR#ERs Support/Citrix/EPAPlugin/epaplugin.log

Device Posture 20 &

A LL7E Citrix Monitor #0 Secure Private Access #Z#IER EZEF LTS Device Posture IRSHEXMHEE, [T
Fﬁﬁl_u:ban_,\) L‘LMI@\H*% CItrIX i?%glglj%*ﬁﬁ*-/;&ﬁ%o

o RENECEBYERBRRIN

o TAEMHMhRR

o TERNIBERE/FERX

o REFELWETRIFAESEK
o TERIER B IR R RS

Device Posture &

June 19,2024

&R LUER Device Posture BRSSP FrpYiE ST AN EHERR. BEHF Device Posture fREixHIiR, B8 T
Device Posture 51 EHITHIIRIET £, BEICRMBFEHRE S £S5 Device Posture [REMBEXMIZEEE. &
AUBREEEEZHEUEEASHEAGEE. ELURESRRER (B, FEMMELER) AHER,
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Home > Identity and Access Management > Device Posture

Device POStU re Device posture is enabled

Create device posture polices to enforce application access based on the end user's
device

Dashboard Device Scans Integrations

Last 1 Week N

Logging and Troubleshooting

Diagnostic Logs (O

Device Posture ()

‘ 397

@ Compliant 162
Non-Compliant 113
@ Login Denied 122

See more

AR
Device Posture B& AT LLTE Secure Private Access RSB iF IR PR, EEEFISESRESEE, B82S
“Device Posture BE” #HiF, ERAILEIERIRER (5. FAMMNELER) AR, GXBLZiIFME

B, FZHAHAE.

&12 Device Posture k319 Citrix Endpoint Analysis ZF i

June 19, 2024

aptk/sa

Citrix Device Posture [RS2—MEFT AL R, FIFEBEEREBHIRNITRIRGELITHENRLEERA ERE
Citrix DaaS (Virtual Apps and Desktops) 5 Citrix Secure Private Access #i& (SaaS. Web ffBE#2&. TCP
1 UDP RZA#ER) BibIaIR,

]

BERIRIEE Ein1T Device Posture i, #MEi%i&&E ER % Citrix EndPoint Analysis (EPA) EP s, X2—
MR ERNAER. Device Posture lRS14ER Citrix ZHRMIRIMRAR EPA &P IHE T,
ZE EPA EF IR

7Eiz17HAiE], Device Posture RE|EETHIETREABF, THHRE EPABPIR. BXFMAER, B8R KRLH

FifiZe
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/diagnostic-logs-for-enterprise-web-and-saas-apps-access-failures
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/device-posture.html#end-user-flow
https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/device-posture.html#end-user-flow

Device Posture

#B%, EPARFPRAFTERAMEESNRET k- L THMRE, B2, ERLRLE LETREIEHRELE, ©
ML RAREERHRNRN EPA BFiR, BXTERAFTEEGHRNEN EPA BEFRHENFAES, BERELIRE

Ax
=<
B LEREREIER,

NS

AH&iERATF Windows 89 EPA B i

LHhRAH EPA BF iR LB, Windows hk EPA EFIRTEERRERRIASFAR. BRIALTHERLAFIRE
A%£1E5 Device Posture RS FRBHSHIRAE EPA BRiK LiE51T. BHITEDAR, BFUBERERIAENERE
EPA Z i,

AR

BohAR S TFISEMEL. /A https://podio.com/webforms/29214695/2384946 S+ % ARo

EPA XFPHI5 %

AIERASKNARFEERS (GACS) 55 Citrix Workspace NABIEF RERZFERN EPA #1T70%, HATLUE
RRHEBEIAS X EPA B,
« EPA EPinR#¥1EF 5 Citrix Workspace M RiEF&EmM: EPAZPmLERFSERT Windows B
Citrix Workspace RZF#2/ 2402 LTSR &5k, X&EMERLAF EEERE Citrix Workspace i R#i2F
[E8IR%E EPA B i,

Z ¥ EPA & P ik 15 & Citrix Workspace N A B F N — MO HTRE, BEAHGSITER
InstallEPAClient. #l #, ./CitrixworkspaceApp.exe InstallEPAClient

R

- BUAERT, 1ER Citrix Workspace ZRi2F—E5 1 EPA BPmRER FERARS. S
w217 Instal LEPACLient BBBERE A,

- MRAHGHEBERET EPARFIR, HEREZBFPRET Citrix Workspace HER, NG
EPA ZF IR Ro

- MBHRAZAPEH Citrix Workspace MBERE, MEIAERT, £MHN EPA BF iRt MIgES
Bk, B2, WMERKIE EPA ZFimfEAER Citrix Workspace MAEFREN—BOFHITRE,
B EPA EFIHRHRBELE P

- 5 Citrix Workspace M FfEFE/RMN EPA ERIiRRERFHM IS NetScaler —E£H, HX#
=L, 15575 NetScaler #1 Device Posture —i2 BT EE EPA B %,

« £/ GACS 7R EF ik GACS Z Citrix IRftfVfR AR, BTFEERFIRAE (&) M9 K. GACS Figfit
BB EHRS JHRARREER &M EPA A, THERLABFPFH. BX GACSHEZER, BESRWN
AERERNAEFEEERS.
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https://docs.citrix.com/zh-cn/device-posture/device-posture-certificate-check#install-the-device-certificate-on-the-end-device
https://docs.citrix.com/zh-cn/device-posture/device-posture-certificate-check#install-the-device-certificate-on-the-end-device
https://podio.com/webforms/29214695/2384946
https://docs.citrix.com/zh-cn/device-posture/device-posture-manage-epa-client-for-device-posture#manage-epa-client-when-used-with-netscaler-and-device-posture
https://docs.citrix.com/zh-cn/citrix-workspace/overview-global-app.html#how-to-use-the-global-app-configuration-service
https://docs.citrix.com/zh-cn/citrix-workspace/overview-global-app.html#how-to-use-the-global-app-configuration-service
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} =r

AR

« Windows 1&&1X%# GACS, BT 5% EPA &P i,

o EET GACS B2 EPA B/ iR, BHEKIFI&E L& % Citrix Workspace M ATERF (CWA).

o MRERLAFIEE LUBEENRERE CWA, T GACS BFERHERMNEERNIRERE EPA B i,
s MRERLAFEELUAPKERE CWA, W GACS BERAERNAFNRELRSE EPA &P i,

FERRHBETIASAE PR BERAILUET Microsoft SCCM FEHRHIBE T AN k&M EPA B %

5 NetScaler 1 Device Posture —iZfE AN EIE EPA X i

U TEES, EPA ZFigAI LS NetScaler 1 Device Posture —#2fEfa:

o {#F EPA #17&7F NetScaler WBEEN S HI&IE
o BT NetScaler mzsttipx, #%5 EPA

Device Posture lRSE R HRaH EPA B InHEX R R IRIE%E. B2, £ NetScaler £, BERA LM X EMR
23 ERY EPA 1318 ECE LU ThRASIE S :

o URER. RiF%E MY EPA ZFIER NetScaler 47 fEFRAERAIRRAS,
o & KiEg&E EH EPA FFImkRAE NetScaler LEEERSEEN,
o MR RIRREFTUREAAMRAER EPA BF IR

BEXESZER, BEREHT.

% EPA /it 5 NetScaler 71 Device Posture —i2{EHNEEEIN

%Y EPA £ %5 Device Posture BR3H1 NetScaler —&2ERE, AlaEsHIMARIGEEBETRAN EPA BRI,
il NetScaler ZEREhRAR EPA ZF s LiEfTHIE K. XATHER S NetScaler ML i & L8 EPA B IRIRATR
TS, Fitk, NetScaler AJfE 2R TRAMF RE NetScaler L7E7EM EPA B IGIRAS, B XFHRZE, AT
HITUATEREEEN:

s MREZER EPARBEANBENSHIRIE. FStFHIRIEHMXEMIRSS 2R, WEINETE NetScaler L2 EPA
EPImRIARAIE S, XEEME R THIR GACS 5 Device Posture IRSF K &3k 4y EPA B P imHIX &
IR o

o BILUEEA CLI 3% GUI & EPA RRZASIZHIZE S “MA". NetScaler 13.x REBIRAZ X LR EEH,

- CLI: R BEENBHIIEM A SR IRIEEIARS s CLI 65,
- GUI: FERAtmXEIIRS S GUlL, BXFEMER, BB Citrix Secure Access & F ImFIiEH 7+
Ko

CLI s SRl
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https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#plug-in-behaviors
https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#control-upgrade-of-citrix-secure-access-clients
https://docs.netscaler.com/en-us/citrix-gateway/current-release/vpn-user-config/how-users-connect-with-gateway-plugin#control-upgrade-of-citrix-secure-access-clients

Device Posture

add rewrite action <rewrite_action_name> insert_http_header Plugin-
Upgrade ""epa_win:Never;epa_mac:Always;epa_linux:Always;vpn_win:
Never;vpn_mac:Always;vpn_linux:Always;""

add rewrite policy <rewrite_action_policy> "HTTP.REQ.URL.CONTAINS("
pluginlist.xml")" <rewrite_action_name>

bind authentication vserver <Authentication_Vserver_Name> -policy <

rewrite_action_policy> -priority 10 -type RESPONSE
<!--NeedCopy-->

HIEaE

February 20, 2024

FERIRMHEH X Device Posture FRSIE. FHEMREBTHNER. EXED PREXNEMASTRIEYRBC itrix
AP RS MINPFEENE Xo

BRI

Citrix Device Posture 2P NAHUIEMF AWS 1 Azure =RRE S, ATSWMEAMMRSR, EMREHTIUTK
15

« AWS

- EXERD

- ENEFEIP

- KM CE=RE)
« Azure
EEFES
FaRR

T CGRrinsg)
<E R

UTERSEE. B170BEMEAHRREE M,

o ATRGHEMMAIRLBEERN Splunk RS, REZEIRE.

o BXZEAAF AR BER Citrix Analytics Service, &£ Citrix Analytics BRSHUIEAE THREZE R,

- BFEERHEZAEN Citrix Cloud REBERS. BXEMRELR, BB Citrix Cloud RSEFAREMAE
QLI LA K 3R EE I,
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https://docs.citrix.com/zh-cn/citrix-secure-private-access/service/citrix-secure-private-access-data-governance.html#definitions
https://www.citrix.com/en-in/buy/licensing/agreements.html
https://www.citrix.com/en-in/buy/licensing/agreements.html
https://docs.citrix.com/zh-cn/citrix-analytics/data-governance.html
https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/white-paper/citrix-cloud-services-data-protection-overview.pdf
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RS

Citrix Device Posture [RE A iF B EIE R @12 Device Posture Ul EEE RS, UTEF WA ZRIE Device

Posture SkBEECEFF & UINERY:

o BIERFKIRA

« Citrix Workspace B2 iRz

o MAC bt

o EEEBITH#HE

o GHIEH

o JEMAFRIEE

« Windows REFHIFMER

o 89 Windows EFiF4HERS

o XHRY - XHFR. XHBREEERE
o IHE

NFRSAHFRENZTHAE, XRESEEUTRS:

« EP/#F ID

+ i&%& ID (Citrix £MHIMHE—IRIRRT)
« Device Posture 3t

o HAISENAR IP it

E CA ]

Citrix Device Posture [R5 HE R ZFZEHEL 2 RIFHIE B,

Sl

Citrix Device Posture RS BERIFRAZFRMHX AL XA EHE L L/HEHEFRNBHNET,

BIERE

#R4E Citrix Cloud $UBREBHREE, T REHIESETITIAZIE 90 XEMRSHEM.

A& BndEr A E T ARS IR R B 5RER,

o BXEAER, BB LUEAE , TH Analytics BEMREGHRER,
+ Splunk BER®KFR, H7E 90 RERLMIER.
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https://docs.citrix.com/zh-cn/citrix-analytics/data-governance.html

HIES

FREEEN B EEFRRIEHIE S HiED,

BEIEFEZBEAM Citrix Cloud 2B EEFIA I,
Device Posture fR55i2 87 BE AT UM Citrix Analytics BR558% Secure Private Access RSB #EHIRSH A

CSV x4,

EFABZIELRIIFF P UEEFIFEREESIEIENEMEIE, Citrix BRUAIRNZE P IFEURITRS.
AERIESRSEXMNEMHER, QIEHEME. REL. FABR. TE2MNZHNIZR.
BREEkEREHN T Citrix Analytics BB RI#ERA Citrix Cloud BRS.
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