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Citrix Workspace &% Citrix Cloud iR, MMBEIME—PER ESA—HRRLAF (THE) "I ERF
B#F. Citrix Workspace WRARF ZFIUMAITINE, BEABART TR TEIHIEXAMITHRENR

%o
B Citrix Workspace 12t MARS B#ER, E&1@ET Citrix Workspace 12 =HEE RS

iTEE A UE Citrix Workspace B A ®E (Ul) pEIIGE T XLERSHEMITRENE NERNTE. £i—HNNE, 5§
% Citrix Workspace Ul ITIRERIRMNEZEE, ESREEEN Workspace 45,
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72 Workspace BB HERENEANRS. GXxBAPNAARETEXNESER, BFHRIIE Xk,

TTREFEREESH MiFREEHEE. AG7E Workspace BEEHBEANESH REEFWHE TEXHTIHE
it RE, RAKBMINHTRAEHITEMRNIE, LUiAAA Citrix Workspace WEMWEM = ERS, XEMFRER
SMHEL ANk, BXEE Workspace SMRIEMEZER, 1EHR FiF TIEX,

FraERER

Citrix Workspace 2i@:d Citrix Cloud 51818 EH, ZizHahE—1 SMRZMANEE RBN—NEH “T
EX B2B” 9 Citrix Workspace &125R &, Citrix Workspace NI THRIUTES.

1. HREEIRE NE Citrix Cloud #FH &5 325 Citrix Workspace, EaJATEEPHRITATIRE:

o IMAEF=HIBRS.
o ARICHIEREHE A
o EEEEREMZEANZEIR.

2. EEMIRBAMIHREER AU TEIEX B DR EEMKS

« Citrix Cloud &5,
« Citrix Workspace iTig%#,

3. 7£ Workspace EEBFEBEZNITEX, @E:
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o RERFISMNERIGIEL
« ¥&1z Citrix Cloud f=Hl AR BRRSEME THEXH,
o BEXTERIMNIFMITAEEREHER,
FRILEAIRESN, EEFEMET 2. RLMRIETAIHERE. KRELNZE:

o EA Citrix Bt & B HIIEARSS (FAS) 7 Citrix Workspace 2 E DaaS B S&ER (SSO). NREFERBES
BAiEA %, 180 Okta 5 Azure Active Directory, BESXMA FAS.

BXESHERURBEIRPFABNES, B2 Citrix Workspace NJ. M BRE=351S&5EMH Citrix Cloud
EHlE, HEMAEXEESMIRUBNBEARSFESHIRAE. BIAREE, EaURELRHZBEEANAKREER
BEAA ZIRPR B BIRAE Bo

i&@id Citrix Workspace 12t =L ERS
iTEHE MR Citrix Workspace iRt ERSIRENE R, TAR Citrix Cloud BEFATLUBEIS G X LIRSS
%) Citrix Workspace iR A 3R HP3RIE B 2 ZERI K F 16 Workspace #&58,

ATENABAILLA Citrix Workspace BREMEERITERS, ERBATENEN. EXNAEENEANEWERS
BRI RIS S, 3EiIAIE Citrix Workspace Ails HX&E Citrix Workspace i AFFr 2 & ThAEITEEHA, 18
£i7) Citrix Workspace Ih&EFI K.
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B#ITIRE

WMREZAH Virtual Apps and Desktops E/, Ni@id Citrix Workspace iFRIE RS FEIAGED, EERAER
PRATERERLIRINZERRAREGHRRAR, UKRBEIHHIAITINRIAE, BRXLERTNELER, B E
A Citrix Workspace 22 DaaS.

SaaS 71 Web B2, &2 Citrix Secure Private Access RS#H1TREIF

Citrix Secure Private Access (LLET#7 Secure Workspace Access FlifializliRsS) RMETEMZE Work-
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et E Web M BEFIE LS AL,

A% Citrix Secure Private Access [RSMBEMNEZEL, EiFERARER: Secure Private Access,
Citrix Gateway AR5

Citrix Gateway fzs5 (LLai#r) NetScaler Gateway fz%3) 5 Citrix Secure Private Access —i2fE/, A
F Citrix EBN R =HENIFR,
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% Citrix Remote Browser Isolation IREERZENTER S, URE Web MEHFRIPEIRLEZET RS
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BB 4¥FiTIAFE A Remote Browser Isolation, &8 & Remote Browser Isolation, #AEMiX T X URL #5
ITRERE,

Citrix Endpoint Management

Citrix Endpoint Management 24 &@ S &1, &&. NARE. BUIEMMENTER M REBIGENN
FRiEF%E, MiErNREEF S5 Citrix Workspace WERBFIRRE. Hx% Endpoint Management 5 Citrix
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Citrix Analytics 7= 5. ©{12 Citrix Analytics for Security. Citrix Analytics for Performance #1 Citrix
Analytics (ERIER). BETHEXXERSHELZES, EHE Citrix Analytics,
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Citrix B B fr2E A= o Aed@ Citrix Workspace B IR X LETHEEMNE . #iAkR AR BT Citrix P
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BXMEMRS TAMMRS KN MNAFRES, 1529 Citrix Cloud BRSHR71IY. BEMARS FEIERMT
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KaBt 7 % Citrix Workspace MRFIERMEHR, UHNFIRRITZARNE S, BidEERE Citrix Workspace B
NEH, RAREMRSAFPHNIEREHREMITNRERE,

» Workspace & /RrIFIEIIAE
» Workspace AP REHHFIEINEE
» Global App Configuration Service HI#riEIhAEE

AEF&_E# Citrix Workspace N BiEF

ERAUTHEE, HATHERTEREENTAM Citrix Workspace A2 BT ThEERIEIRINAE,

+ Android

» ChromeOS

« HTML5

« i0S

o Linux

« Mac

+ Microsoft Teams
+ Windows

» Windows ME@EE

ks, 3E&EE Citrix Enterprise Browser sRESFRIEIhAE,
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Citrix B R RIEFINEEREF =] ARYA Citrix Workspace ZF IR LETHREME . MRASHRESHNE, [N
YRR EHRERE,

WEMS, LERRBEAN, MEERNNAT Citrix AR, ARRSNATEFRRR, BFREENIRARE
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2023 11A8
EEEEE-ERX LA

BEXHBMEAEEREL. BRAMATEXKEEBEXE, XAFEERBE S EEFENERIAREHN Citrix
Workspace =Zf#. A, ERILUERLERESER cloud.com i, LUEM Web %2370 Citrix Workspace Rz
RREF#ITIAR. BXEEER, BENAEEBE X,

Aug 2023
HEESHREE O TLS SEH (TSR

W7E, EREBEX Workspace URL BY, ERIAEHBESH TLS MEH#HITHHIIE. £ LEIEBZA, BERHERIED
R T M.

» BEMNiZEXAE PEM 43,

o ENEDEETRN 30 RAFREER.

« ENEJATEENX Workspace URL, FEZERFTIER.
o IEBHRARIRNS B E XIHAETE,

o JEHER SAN ZAFEENE, RAVFEREEEMM SAN,
o IERHNEBEARREE 10 &,

ERMNEES, FSME “RHE URL” TiE, AFE “EF TLS IEBEEEET TERE RNE CrER" &,

Add your own domain X
@ overview Provide a valid URL:

Enter the URL you wish to use as your custom domain.
@ Providea URL https:/ | ‘ ‘ ‘

URL preview: None enered yet

(® Configure your DNS
@O Confirm that you or your company own the URL provided.

(@) Provision your domain

Select TLS certificate management preference

jision and renew TLS certificates for your domain automatically

ing and updating expires

@ Verify your custom domain URL and certificate management preferences are correct before procesding.
Changing this information requires deleting and starting over.

@ Domain starts provisioning when you click Next.
Back This may take up to 24 hours. Close

AR, TRILFE “AINESHIES TUE EARINERES,
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Update certificate X

Provide the TLS certificate information below ta update your certificate to the custom Workspace URL

Certificate
Paste your PEM-encoded public certificate.

---BEGIN CERTIFICATE--—-
your certificate
-—--END CERTIFICATE--—

Private Key
Paste your PEM-encoded private key.

----BEGIN RSA PRIVATE KEY--—-
your RSA private key
~—-~-END RSA PRIVATE KEY-—--

Certificate chain @
Enter a PEM-encoded certificate chain.

---BEGIN CERTIFICATE----
your intermediate certificate
---END CERTIFICATE-—
---BEGIN CERTIFICATE----
your root certificate

-—--END CERTIFICATE--

@

BEXEZER, BEAFNEE XS,

AR

R LAEFARERIE Podio RERRILTNEIhAEIR R 15t

2023 £5H
REBEEXE (%R . ERAIMATEXEEBENXE, XAFEMEREDEFERA &N Citrix Workspace

=g, AR5, ERUERILERE 2 cloud.com i3, LUEM Web 1558840 Citrix Workspace [ RIEF#1TiH
B, BXELER, BRI EEEENE (F1)

March 2023

HAARESNBEIRE . TIE, B LI Workspace ARRFHWEENBHHAF BRATIMIBEDBINIGE, BXE
58, FEHBEEXZ2EMEFARS,

2022121

HithW A XBEXATERERT: . WE, £ “AEAEXAE" EENNSNKREN, ERAUKETAKEMEREN
“TRER” =X “IRER. BXREZER, BEHAEEX LR,

TIFE(RFE, Citrix Workspace M BIR HEEERASIhRZR,
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S#EE, Citrix Workspace I E iR IBEIEMR A,

S#FBEEX Citrix Workspace M AREFIRE, BRI LUEERA Global App Configuration Service B2 &i&
AT i0S. Android. HTML5. Mac #1 Windows &8 Citrix Workspace R AEFHIEE.

2022 %8 A

2T Workspace BahiAl, HAFET Web XN BRBHHTEXE, RBELETBHRENEN. NRA
FEBMEEFRAXFANERE, RAIRTAPHTHRIA, HBMEERHRIE. EXELESR, E5H Citrix
Workspace A\i7s

202256 A

@i Safari x#5ARSESIE, Citrix Workspace Web ¥ Bl @ X i 28 ihin i A F MK mr A PR ERS E
g, BXESZER, BSRA N EERIRSES .

20225 A

BRAESHREFNMEELN: BAREAKSIHRERE, UARWEER Workspace BRRITHE #1TH A KIE,
BXEZER, BEH HEXTIEXR

Workspace W ARRFERLZFRNERFHRIEHAR: EMSHRIEAAIFITRE RS Workspace WE RS,
ERESXFNETERNEBKEIZERNIET. @3 Workspace MBAREFERN, ITAERAERREEIRES, RE
ITREERECHNNARFNRE, tIRNSEERSHEIEHEREERRS. BXLDERNFAER, BEHA A
Citrix Workspace M AR B EM S IR,

7£i0S LR IFIRSESM: ERT i0S B9 Citrix Workspace MBEFMELFIRSESM, ERX EH. AXiF4E
B, BEBRARSES,

MRARSIESM RN MNERABINERL, THEBHRRIENRSESIEERE, BXFEAER, BEARSE
z;:'l‘lito

20223 A

7£ Android #1 i0S EXiFEREELS M BEAT Android 89 Citrix Workspace BREFIBEER £, BATRSAR
SIHEMAT I0S By Citrix Workspace NARREFMNIRSES M, BX¥MER, ESRARSESM
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202252 H

5z #% Android ki Citrix Workspace FBi2F (ExX4%) fiEATF iOS 89 Citrix Workspace [ Ai2F (A
YIhR) BOBRSSIESME: RRSIESME AV P NGRSV E B AEERIIE SN Bi2FMKE. WE, EATF Android
B9 Citrix Workspace lAFEER L, i&MATF i0S 89 Citrix Workspace M BEFERARTEARF, BXi¥H
B8, BERRSES L,

ERXRBEXASNEEXERERE: NEERTFHIEEREAEEFEH, XEIhEERF Workspace BB AT Citrix
Workspace M AiEF+ ERECHEREKABBNERFABEXCHERFAINYN. BXEZEL, B BENT
EX SIS0

20215121

#Bx Citrix Content Collaboration E THMEF AFRWBIARAERRER: Citrix Workspace MEAFEATF
WNMRTAFPBARRERME. BXESER, BEH 0BG —WHFRERN

ERIEAT Mac 19 Citrix Workspace [ A2 15528 iR iE4M . Citrix Workspace Web ¥ B @it
FmpRnENBEFISENRAP T UERRSIES S, WE, BTERT Mac i Citrix Workspace R BEFH
BELFILINEE, BXEFMER, ESRRSESE.

20214 11A8

RERIRENAYERA: AT LRI Workspace ZRHMEEMER, HESDEHAME Workspace BB HHRRFEH
Féﬁo ﬁ*ﬁéﬁt: SNy .lﬁzjlﬂ E/:EXI«F':E’]yt\X)LO

20214108

BFEZRBEEXIH: BRUTEBSI, BFERNERAIHEATNENERAEEFE: 8. A5, AYFE. BB &2
BREAT. BXFMER, 587 RightSignature 21253,

FAS 252 M RRMBER KL Citrix Workspace MAEXFHBE LM RRUBREN BN AEFNSENESE
Fo boh, ALUE—PRRMUEFRH FAS RS BIEE N TR B[RS, UENEMZBRMUER FAS IRS525ER
HEPETIR, BXFMES, ESRAER Citrix RE SHRIERSN TEXERAEAE R,

202149 A

Citrix Workspace #:H5&FEF HTML5 &9 Citrix Workspace A2 ERTF HTMLS 89 Citrix Workspace
N AREFEREILE FRETMIGE AR M TR EE XERTF HTML5 & Citrix Workspace M RIEFHEZE
B, SiEHIhee, EipEERT HTMLS 89 Citrix Workspace [ 12 7= @S,
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SENRSSEREBTHARSESME: Citrix Workspace Web ¥ B {E3&@id 51 5 2815 R L i FIE P A R EAI A P AT L
ERRSIES M, kIhEeEMAT Windows i&& £ Google Chrome #1 Microsoft Edge, BXE%EE, E2A
H B HHIARS ELR

2021 7H

BESGTREVFRIMYER . S EITEEREE E X ERNINER, WEMIESERE Workspace Z a8 iR
T, BXIIINENEZER, 158 RESFE,

Workspace [ B2FERNERN FHIIEHAR: EMSHRIEEHAFTRERET Workspace B RRE,
EESRIFNE T EXEHKEIERNET. @it Workspace WAEFERN, ITREREREBEEFRE. REITH
EFERECHNAREFNREE, tIRSEERSHNRIEHEFREERRE, BXUTEIEERNFMAER, BB LS
Citrix Workspace [ B2 FHIEH 51310 IEHAR.

&t Citrix Cloud EBBMAEMIE: kT A Citrix 12t89 PowerShell fiA&sh, EMAEE AT LUEE Citrix ZEEE
FIEREMEMNE, BXLINENELZER, B2RMER BEE T ERHEENLS TIEXEZ,

202156 A5

FAS ZHZNMERMUEBMKE: Citrix Workspace MELHEZ N ERMERENENNAEFNESEMNESER, A
E—MRRMUEFH FAS RS S[IEE N ERSFNHEIIRS 2, UWEAEMBRUERN FAS RS SFZHBIETIR,
XTI INEERI¥AER, E2E &8 Citrix BES BORIERS N TEXBHRESE R,

SRR BEATRGARPAIRSELM: Citrix Workspace Web ¥ B @it K esiA R E N BREFMSmN B2
HIRSESE S, ERATSRERT Windows 1&%& £ Google Chrome #1 Microsoft Edge. EXE %58, i&
B NP HRSES M,

RS ELMERRAMY: BMETE Citrix Cloud A# S AL E=PEAE, RSELMLAITRAP EESHEINT
BEFMRE. BXEFEAER, BERRSEST

Citrix RightSignature B2 A1 A: FIA Citrix AR (Workspace Premium #1 Premium Plus Hfi#a9EE
FEEMRSER) B Citrix Workspace iERIHMEMIEE LN XIEEXESER, 157 i & Citrix RightSignature
[ AR,

202145 A

BEXEFFZATEAR: AiTHEBEX Workspace SMIBIAESZIFEEX E/M, ErILUEXLEF B ELTRMAR
H, PIR. BEXETAHHETARNNESR, UEXLERAFAFNITHETERNEIMNMNITEXER, FXEHME
L.; 1ﬁ§|§]§EXIT/F|:E’J7M}m

BFEREEXN BFEEMENEXEUTIES: £iE. A5, AVNE. BiE. AZ1EMERYX. EXFEHAE
B, &8 RightSignature i85 %%
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WP BB ITE R LUE Citrix Workspace R EIFEE, BB RERUAITHAERMEDES, WREEA
FNERIIEZEUNEREN, BXEZER, B A1FTHEELEHIKFP EE,

December 2020

RS ESM R AR BIGEFE Citrix Cloud A RAHMFIAE =RETHAE, RSESMDAIFAFEZDIE Citrix
DaaS. AXEAER, BEMARSES L,

202010 A

FedRAMP 3i4: 72 Citrix Cloud Government 8 EEY, Citrix Workspace #4F FedRAMP gi4&ik7 FedRAMP
BMEERH#AZEBNALSFERANTRSNLLIRENITR. HFE FedRAMP Ready =iRSHEEBAFALKIIER
LUER Citrix Workspace # Citrix DaaS BR324 DaaS. x4z 8., &2 Citrix Cloud Government,

20205 A

Citrix Workspace \[Ji5&: Citrix Workspace MESIEDHEE, AEMEREAREAAP XA IEX, &E
#%3512&5Em Citrix Cloud #£41&, UWEERES M RED. FNBEERUNEAIEX FHRIEMRS. BXES
BYBER AN AR T PR UR IS IRIAPR,, 15517 Citrix Workspace Ao

2019124

M ENMIARSS : B R LUHARIE MBI EE) Workspace B FA2F S ER A BB TIE VDA, X
XA THX, SEERN DaasS 2iE. AXIRSMKERPRIFAES, BRRAEAMNSEURS LIS TIFXRE

Zo

P \N\

I E AR AIEFERIBUE : “SoffEMA” M “WiExR” HmEE) Workspace 1, EItAFAIIZEREHEER
N RS E,

THRAFARE (V) Bngna

November 26, 2023

LUTFEFHFIHT Workspace Ul Y #ijirA<#1 R HA R 2 AV F TN AE,
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https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/service-continuity.html
https://docs.citrix.com/en-us/citrix-cloud-government#fedramp-ready
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-network-location.html
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-network-location.html
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} =r

AR

« BXHMUINESRER, BESIHME Workspace AR RH,
s BAXEMEESNESER, BSHA EMEES.

23.46 FBYHTIEIHAE

HEhR AR T e B R BENIARRE M B X33,

BEEREEA

EhR AR T e BAR M BERIARRE MBI X3,

[SF3E=

REFNEMR,

FHARR A

E D ABRME X BN R AR A R RV ThRe Al E R ERIIEERIE Bo

23.45
FEINEE

HEhR AR T et B A M BERI AR RE MR X35,

BfgE iR
+ Google Search &5IEM Citrix Web =i, LABALEAES URL HELTE Google MIERERH, BE, MNRE

# URL B4# Google ARSI, MATREVEHFEMS MEEZEE, BFSEM Google BRI IS
ERERDTIHE,

23.44
FEINEE

HEhRZAERR T et B M BERI RS RE MBI X3,
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B2 R

LEhRZASfRR T e ZE (A M BERIARRE M B X33

23.43

FEINEE

EhR AR T e B (R M BENIARRE M B X33

BEE 88—

EhR AR T e AR BERIARRE MBI B3,

23.42

FEINAE

HEhRZAERR T e BAR M BERIARRE MBI X3

B2 E 8RR

HEhRZAERR T et BAR M RERI AR RE MBI X33

23.41

FEINEE

HEhR AR T et B BERIASRE MBI X33

B2 R

LEhR AR T e B M BERI AR RE MR X35
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23.40

FEINEE

BRNARFNAN SRLBFAIEAUERRKIARNNNAER, MMERRIKNERRRNNAEER. 4
EERMARLBARARTNAEFN, ESARLAPNIERAREETR, FEVAEFER FERET—

MRS

@ Citrix Workspa

Good morning
Friday, September 22, 2023

Home Apps
Al
Y =
o
]
Calculator

Desktop App

o

=

Defragment and
Optimize Drives
Desktop App

»
<
Paint

Desktop App

7

="

System Information

Desktop App

ce

Desktops

1

="

Citrix Cloud Services
Connectivity Test...
Desktop App

FileExplorer
Desktop App

P

="

Recovery Drive

Desktop App

1

="

Task Manager

Desktop App

Q. Search Workspace

1

Command Prompt

Desktop App

FilePicker

Desktop App

&

Registry Editor

Desktop App

7

Windows PowerShell

Desktop App

-

Notepad

Desktop App

v wee
Magnifier
Desktop App

P

@
Resource Monitor

Desktap App

Windows PowerShell
ISE

Desktop App

Y
Character Map

Desktop App

&

e

e
Math Input Panel
Desktop App

P

="

Settings

Desktap App

Windows PowerShell
E x86

Desktop App

Citrix Health
Assistant
Desktop App

e

Microsoft Edge

Desktop App

Snipping Tool

Desktop App

)
T
@ Windows Speech
Recognition
Desktop App

CredDialogHost

Desktop App

On-Screen Keyboard

Desktop App

P

="

Steps Recorder

Desktop App

B“lnrdPad rest3

Desktop App

local

oo
Oe s

HEhRZAERR T et B M RERI AR RE MR X35,

23.39

FEINEE

HEhRZAERR T et B A M RERI AR RE MR X35,

B2 R

LEhR AR T e EE (R M BENIARRE M B X33
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23.38
FEINEE

bR AR 7 et B\ BERIAS E MBI 1o

BEER=

LEhRZASERR T e EE (R M BERIARRE M B X33,

23.37
FEINAE

23 Workspace B R@ - EX LM #8 Workspace BFRREMEBIERN L. ©5IATEBWAINRARETIAY
23 Ul Thie, mTRMEEMMNNE,. B REEEERAT Web., SEMB5HEE, BEERTLUET “Workspace E
B” > “BEX" > ‘Wi NRLAFBRZEE. BXEZER, BEAME Workspace AP fiH.

=3

AR

BAERT, RIFEERBA, SWHNAFREFXBEETEN 6 TEARLTFERRS. 6 ARG, BERIAA
FrERFPRRAMARRE, AEIMNARREAERRFR. EERFETETRN 6 TARKBERARTEER
AP fRE.

AEEER-ENAH ENEERERYRIEERNZEAFA RERENEL, EEESRE—TEAMEARIIIE,
EfAFEBEHRHEEACHER. CEIETFEEMRE LNATENRSMEMHAERNTBREFNKEEITR
RIBIERIRB TIENE, BEATUEBE “Workspace BBE” > “BEX" > “Thig” > “ExEER" AHKRLAFR
RItIhEE. BXEZER, BERERENEES.

BAR, &FEFEIREILF A EZERSHEBEFNESEEETRTE “Ei5ER BEiRkL. REBFULBTEE
2 (-) EFREHEREITE.

AL FE RSB N AR P M R E AT AT (Fo

o BIFFIERR: BPRERIE, ENAEFMREERESATENRES.

o EHED EEEEIRE. SEPHNPMENAEFBEXRA, FERREFHNXHSREER.
o XM RAFERNRE.

o BHIREH: WMRBIMEARE, FRITXHAREBIRo

o BB XHAKEHENBL.

Activity Manager A RARAF SEMAEZENVARFNKEAHITRE. BERESALISEHH DDC A
(115). BEXESER, FSA BMAEENTRREFRE.
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B2 R

LEhRZASfRR T e ZE (A M BERIARRE M B X33

[=Exalal=i

o EDEREREIRE AP HERNAEBEFREDRIE,
« BAT App Protection SERMNE BREF A FIEhEIRRIRIE, FIIEHE. WMAERS,

23.36
FEINEE
EEBDTA LNARFNTES KA IEAILUE Android #1i0S &% EEFREFIM FRFIEEBHN AIE

F, MteftfERhRMmRONAEFILERL. BEEEX, BRNE “WARER &0+, ARRE L3 T
HIFIR,
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.

Q Search Workspace

Categories v

Access 2016

Desktop App

Anaqua
Web

Ariba

Web

oOcH

Ariba Guided Buying
Web

Artifactory -repo
Desktop App

Bitbucket -code
Desktop App

Case Tracker
Desktop App

Chrome
LR R ]

Desktop App

Chrome
Desktop App

Citrite Concierge
Web

Citrix Account Unlock
Web

Citrix Blogs

Web

26 @ 010

B

B J ge

EEAAXRER, BRIBEEGFIMNEESTIRAFRINAEFNIIR, RIFEEREE, FEIETHEES
BEFXHRINAEFONMGR, BXESZER, FSRAFINXAERERER
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{ Command Line Q

D PowerShell ISE
Folder

g Windows PowerShell

Desktop App

Desktop App

g Windows PowerShell x86

@ - L g8

BYAMEEEEHERR LEEEMAIEENSIE  Activity Manager IE AT RAR P EAMSITIZE S LT
EREXNSTHNAREFNRE, HXWERITRE TEIBmRENaNREEERE, NMERLRF B
REttRENITEh. STETFFIEENRIE (BIANEEERE) REUEM AT LU (R IRE R H R RRERE.

Activity Manager

Dwsktops

o CLOBLAZOWGYDA

= CLOELAZ0AVDA L

Applications [CLOBLRVWINZOIGCW.. [21] -

 Googlo Chreme o
WordPad

3 Motepad

« BETFFEENNAEFNKSESTE TE0EER EiRE, FUBKHAERNERRT.
o BETFFERNNBEFDAEEENNZIET, R1EHERFERNERERT.
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oo
0@

Activity Manager

RUNNING REMOTELY

Desktops
B APAC Managed Desktop c2
Log out
Restart
Shutdown
Force quit

BEREHKRSERE, SEAFYUEEHAEENKE ERITUTRE:

o G FRLIEMEMAERNRE LEH. IEFHRMENAREFESREXA, FIABRRENXXHEREER.

o XML ERLLETUKH B &R R Eo
o XML MNRHIVEARNE, £ HETEREX H B A EEN S XBI IR,
o EMEE: FEALETXAHER B EMFEZNRH.

BEXEZER, BEREEESTEMFERNNAREFNRE,

B2 S8R

HEhRZAERR T et BAA M BERI AR RE MBI K38,

23.35

FHEIhEE

HEhR AR T et B M RERI AR RE MBI K3
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B2 R

LEhRZASfRR T e ZE (A M BERIARRE M B X33

23.34
FEINEE

EhR AR T e B (R M BENIARRE M B X33

BEE 88—

EhR AR T e AR BERIARRE MBI B3,

23.33
FEINAE

BEMAS XL RBAFGE SLAPAIUE Workspace AR RE L EEREFIFMFRIARNNARERF. NRD
KGR MALRRG, NRARPEEIMINNNAIEFRTEXHRENFT, B AIUEEISIRT.
LEERYENTIERNNHEBIAFRELNTAZEN, ARRASRERSANEITEE, HE €2 TH
FIRPEIISEHERo

(¢ Citrix Workspace Q. Search Workspace 8 T

Good morning
Thursday, August 17, 2023

Home Apps Desktops

All Accessibility Admin Tools Command Line Database and Connectivity Diagnostic and Troubleshooting More(11) v

> File

FileExplorer

B2 R

HEhR AR T e EE (R M BENIARRE M B X33
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23.32
FEINEE
MRAREFSEET RN EERTMURMRENNFEFEENTARER, MNMASRLHEPRARRIINBRER I SEE

=

B
Bo MEZENEANR, REBPBEI—IXHXEN, BFRENSEENITRMEE. MUNER, EBTRSE
FRPARE. BXUEXHRNMFXHERNESER, BBRIERZTH,

(© Citrix Workspace Q SearchWorkspacs

(u]m)
®0
(2]

Good morning
Wednesday, August 09, 2023

Home Apps Desktops

Admin Tools
O O 3 & -
Math Tools Tools Browser Calculator Command Prompt
Folder Folder Folder Desktop App Desktop App
. 4
N1 E
B2 ErR

HEhR AR T et AR M BERIARRE 1 I B3

23.31

FEINAE

tEhR AR T BB T oU# B M REAIR E MERYIR) L,

BEfEE 8RR

tEhR AR T BB T o B M RERITR E MERYIR) L,
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23.30
FEINEE

EENEESE (FAEER, CMEAIMUAREAFRANER EsEEE" k. RIBARKBER, ERILAMRE
ASEENAFMARABRZIEE. BAE, “EmEEE BRATENSRLAFEEREINAEFNREHSZ
_-E’.o ﬁ*E%L:IL’; .lﬁ;jlil /%Ebgig%go

AR

[EENNARREFMSEZFITINEE. ERERT Web 1 SaaS AER.

BEAENEESR, BRITUTERE:
1. #EERIFHIE L, 5itE “Workspace i2&” > “BEX" > “ThEE",
2. £ EMNEESR" Sod, TAFXUBREEERS.
3. AR, ERILURINTARBE X AR,

- ENFERLAFPBRAENERSR, HiEE “AREABRE .

New  Activity Manager

) cnabled

Users can view running apps and desktops across multiple devices and manage active sessions independently with special session and power management controls. Learn more

@ Enable for everyone

(O Enable for selected users and user groups

Save Preview

« ERNRENARNBRABRENEES, BEFNEENARNAFREARAE. AL, BRILUERBAH
BFRAFMBHER. EFENNERE, ERAUEEEXNAFRMAR4A,

New  Activity Manager

Enabled

Users can view running apps and desktops across multiple devices and manage active sessions independently with special session and power management controls. Learn more

Enable for everyone
®) Enable for selected users and user groups

Assign Users and Groups

Step 1: Choose a directory Step 2: Select a user or group
Search users or user groups Q
Type Display Name Account Name T

Save Preview
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- BAFMEARR EMEER, BXRAF*.

New  Activity Manager

(B Dpisabled

Users can view running apps and desktops across multiple devices and manage active sessions independently with special session and power management controls. Learn more

Preview

4. BERR

B2 R

tEhR AR T BB T o (A M BEAIR E MERYIR)EL,

23.29
FIEINEE

tEhR AR T BB T o (R M REAIR E MERYIR)EL,

BEE 88—

tEhR AR T BB T U B M REAIR E MERYIR) L,

23.28
HIEINEE
Internet Explorer WER A%  Citrix Workspace Ul k7 23.26 & 7£ 2023 £ R /g — A Z #i % Internet

Explorer &Jf, Citrix 7£ 23.26 IRALBEFZIFIIGIIAE. RGBEHRLBE. I, BEASKIIARIIZRF
AU BT 88 M 2 #5AY LTSR (LTSR2203 siEmbkaAs) RU@A,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 24



Citrix Workspace

B2 R

tEhR AR T BB T o (A M BEAIR E MERYIR)EL,

23.27

FEINEE

tEhR AR T BB T o R M REAIR E MERYIR)EL,

BEE 88—

o BEEE, RMTHIRORMAGLERLIE, [WSUI-7423]
« BHAKSERG, BRIEEERIME. [WSUI-T797]

23.26

FEINEE

tEhR AR T BB T o R A M REAIR E MERYIR)EL,

BfEE 898

EhR AR T BB T U B M REAIAR E M RYIR) L,

23.25
FEINAE
EEVAEFNRENER SLAFPINETUEEEEREHNAEFNKENER, XEHREETEENRZ

FREENTHALIE. MREFESITIERERE. LB, MEFFRNNARER, EfILEER.
ETENAREFAREER, BEREENEN LNEKRS, ARRE “EEFAEE.
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@Citrix WOI'kSp'amSE Q_ Search Workspace BE SN

Good evening,
Monday, July 17, 2023

Home Apps Desktops

Quick access

% 7

e ‘o "o '@ ‘m o

Open Desktop

Access 2016 Anaqua Bitbucket - code Enterprise Browser APAC Manag e
Desktop ~ Restart
Desktop App Web Desktop App Neb Desktop
Add to favorites =
3
View Details 3
—_—
A eee % .ee i
- /, ®
== / =
7 ™ :
1 o
Citrite Concierge Notepad++
Desktop App
No1E
BEEREH

ItEhR AR 7 B B Fofus B R M RERN AR RE ME A9 R,

23.24

FEINEE

ItEhR 7SR 7 5 B F ol B R M RERN AR RE M AV R) T,

B2 8=

tEhR AR T BB T o R A M REAIR E MERYIREL,

23.23

FEINAE

EhR AR T BB T o R M REAIR E MERYIR)EL,
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B2 R

tEhR AR T BB T o (A M BEAIR E MERYIR)EL,

23.22
FEINEE

SEThETRERE

A M7z, ERILLET Workspace Ul FR SN E OBKREREREMIRE LR FENRSHRAREF
KEHEH

T
TRERME, FIEERNNARFMKERSAEESFEEERNRIER,
SEEEREMENERE XHEMRANE Workspace AR REEOR, HERHZENN, ZRBIUTHAS:

o 1 ElIREL" T, NARFMNREIRMEEEERANRETE.
o £ IEEETT TR “Httig& LA TESRSHNAREFMIRE” 5%,

Activity Manager

Good afternoon, R***#* ek

ON THIS DEVICE
Wednesday, May 31, 2023

Desktops

Home  Apps  Desktops 8 APAC Managed Desktop

RUNNING REMOTELY

Applications (CITRITE\SINPAMOCOCC101)

v oo o oo o voe 7 es
P . O Adifactory - repo

ID Badge Photo OneNote 2016 eams Visio 2016 @i OneNote 2016

@ Visio 2016
ON THIS DEVICE

% Teams
Applications (CITRITEVSINPAMOCOCC101)
O Adifactory - repo
5 Notepad++
[ OneNote 2016
@ viso 2016

i Teams
RUNNING REMOTELY

BB APAC Managed Deskiop

BXEZER, F5H EnEES,
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} =r

AR

NRETEFRMERENEERSER, BFEEENEREBEXANERFERETEENEE, HTHEIEBESERD
EERERZENYLERE, ZEMARERNER. AXEZER, BEAREAEXEH,

ENE

o MRDIEWFIERE, APRBTENPIH, BHFEENRERARERE TEcIEER EiRL.
« EEMATF Mac 19 Citrix Workspace 2R L, EshEEBREIR L ERINENARFNSEIIRFIET R
EFr BN ABIEEIRIE,

23.15
FEINAE

## Workspace AP RmE  Citrix Workspace MABEFSIAT EEWMAIMMFA BRI AR R@mIge, FiRHE
EMRME., AP REERERT Web, SEMBEIEE,

HERMNERAFER YEERMREERETHMN Citrix Workspace R AERF Citrix Y, RAKBH—NFIH
HXNBAEFNES, XEVBAEFREERRE, BRFET—TEEXLENBRERFRINAE R,

RIS RAL RIS RINAETILEE I MIE RS | EhRBER, R EMAFEE Workspace AR
BHITHREEMRE R,

EEEXES

ERERR, EaATREREX Workspace RAREFNAFER, BEXEZER, BRFIUTEHS

« AP ERHE Workspace &3
s "AFRRRZRATREE

Global App Configuration Service FAYFTEINAE

November 26, 2023

W TFE45H T Global App Configuration Service Yaifl R AR AP AIFINAE.
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2023 108530 H
AN AEEREIRE

mE, EAILER Global App Configuration Service AP REREBE A MBENIZE. EREM Citrix Cloud itk
FPHEME Workspace B2E > N AEFEE UTAFER.

AR

nREE%EH Citrix Cloud 1, iEgIE Citrix NTJTTEEIZ—1

EREIRIEZ AT, BHINEEXT StoreFront URL 1258, MR Z URL B#AERR, WsERMUTRER, EALIFFE
AAEHEEREEIRE,
= cifnx 2 0 v

Home > Workspace Configuration > App Configuration > URL Configuration

| StoreFront URL Fmd ution

© View configured changes

rch Configuration Setting Q O Android O chromeos O Hrms O s 0 Mac O Windows

Updates and Plug-ins Auto Update Architecture

Allows admin way 5 build should user upe: Auto Update,
Enterprise Browser

> App Experience

Auto Update Check
) Configured, 0 Unsaved WV
> Security and Authentication Specifies i the update check must be manal o automatic
2> Session Experience
Auto Update Defer Count
> HDX and Multimedia 1 WV
Specifies the number of times that user can defer the notifications for the release updates.
> Accessories
Auto Update Rollout Priorit,
Reset all to default e i/ 0 Configured, 0 Unsaved
Controls when the app must be updated on the client device.
Auto Update To LTSR Only
C C 1 v

Enables Auto update for Workspace App LTSR

MREHAKRER URL, WEBEUTRER. B2E “AXMYABEEEIRE” 882 T “Fie” UEBRER URL BX
BLZER, BEHA N
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citrix

Home > Workspace Configuration > App Configuration
Workspace Configuration

Access  Authentication  Customize  Service Integrations  App Configuration

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out end-user settings to on-premises and cloud stores from one location. Learn more

e @ ¥ Name

Workspace kifkie4dOdod4.cloud.com

Don't see your Storefront URL listed?

You must claim a StoreFront URL before you can configure settings. Learn more

202398 28H
BHIRENE, ETSM
Global App Configuration Service BFREESZIIEE, AHRUAFPRFNIZEN L, XLEGBEERIESRLHAFH

TEREMERATT 0, BEECIEXMRMSPIFXMR, XPBENAREERRATUERMME 300 ZMg
BERSHi.

cifrix o v
Home > Workspace C > AppC > URL Cq
Workspace URL Production v
@ View configured changes

S o Q () Android (O chromeos 0 wtmLs O ios O Mac O Windows

Security and Authentication > App Protection
Updates and Plug-ins
Anti Key Logging
) Conf 0 d Vv

Eitenpriss Browsd Enables anti-keylogsing that prevents keylogsers from capturing keystrokes.

> App Experience

- Anti Screen Capture
~ Security and Authentication ) Configured, 0 Unsaved '
Enables a e that from taking screenshots and sharing andWorkspace app Ul screens.
App Protection
Authentication
Anti-DLL Injection
) Cont ( i v
Security Preferences Protects the Citrix Workspace app c libraries (DLL) or If such untrusted
madules are injected, the Citrix Workspace app detects these interventions and stops the modules from oading
> Session Experience
> ] .
HDX S Miltmedtal DLL Injection Exception List
0 Configured, q v

specific DLL: to the anti-DLL to use this with care while fully

> Accessories lows includi 1 OLLs as exoept
understanding the implications of the DLL added s an exception.

Reset all to default

Local App Protection
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202347 H28H

EECRERENEE

EEGRNAANELRET “TEEEENRE” RUKREELUMEENRE. IHNEFRRT BNEEEMRE, I
BERERENGHIIRAEERN HFIE#HT2EHFEHEERF IR,

cifrix 2 @ v
Home > Workspace Ci > AppCi > URL C
Workspace URL Production v

@ View configured changes

Q O Android (O chromeos O Hms 0 os 0 mac O Windows

Security and Authentication > App Protection
Updates and Plug-ins
Anti Key Logging
Enterprise Browser Enables anti-keylogging that prevents keyloggers from capturing keystrokes.
> App Experience
Anti Screen Capture
> Security and Authentication P 0 Configured, 0 Unsaved
Enables anti-screen capture that prevents usersfrom taking screenshots and sharing authentication and Workspace app Ul screens.
> Session Experience

> HDX and Multimedia Anti-DLL Injection
. v
> Accessor Protets the i Workspaceapfom certan unauthorsed dymamic Ik Iraries OLL o uirsted modutes 1 such uirusted
e dules are injected, the Citrix Workspace w)udc\cc ﬂ c se interventions and stops the modules from loadiny
Reset all to default
DLL Injection Exception List
‘ v

All
und

ing specific DLLs as exceptions to the anti-DLL injection control. We recommend to use this with care while fully
'& the implications of the DLL added as an exception.

Local App Protection

2023468 7H

BEERREFNENR

WIS UHIERINEE, EERAUEAGREZAINAERRENERAHTRELHZ. AMEFNRENEETTAFRE L,
EEFALELIRT “BERMRFNRE EICRARLTIR, XEEEGREBMHAENE S RIFHIENER .
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Hide Url Redirection Dialog

Hides URL isnot
opened anywner

Maximize Workspace Window

by default.

Multiple StoreFront

Self Service Mode

Enables Self Service mode. Disabling.
deskiop shortcuts.

Support Information Link

Workspace App Window Size

Default window size of the Gitrx Workspace app.

Windows un:

1024 v

e

e —

App Experience > Data Collection and Monitoring

Production. You publish now to apply

A changes to Workspace for your end users

EiE

TR LB B EHETASMEIRFREFNIRE,

=
n

@

@

1SR R E

EERNELFERANATEEEMRENRS. WEETTUTHE, EFEED

- BEkCE: ETEEREZRENTE (BFFRHRERYSE) HHE.
¢ KMRF ETEEEEHRRENRESRE

0 Configured, 0 Unsaved

0 Configured. 0 Unsaved

0 Configured. 0 Unsaved

1Configured. 0 Unsaved

0 Configured. 0 Unsaved

0 Configured. 1 Unsaved

ssaved

Review unsaved settings

You've configured the following 2 setting(s):

Previous Setings Current
Delete Password Settings > Mac

—_— Enabled
Workspace app Window Size > Windows

—_— 1024

... Y&

TR H B FRER,

v

v
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= cifnx 2 0 v
Home > Workspace > App C > URL C
Workspace URL Production v

< View configured changes

Q O Android (O chromeos O Hms O ios 0 Mac O Windows

Updates and Plug-ins Anti Key Logging

Enables anti-keylogsing that prevents keylogers from capturing keystrokes.
Enterprise Browser

> App Experience

4 Mac Enabled (@3 Configured
+ Security and Authentication a
App Protection
4 Windows Enabled Unsaved
Authentication a . @

Security Preferences

> Session Experience

> HDX and Multimedia

Anti Screen Capture

are notyet published n Production. You mey continue aditing or publish now to spply changes Review 1 unsaved setting(s) Discard Publish Draf

May 23, 2023

1E5RAVIEERINAE

W UEEIRINEE, ERANSE TIEE, FIRHEEAMEZNAL,. EERNAAIUERTR A, ANAEFEER
E LB EIPRREIRE, iR UERUTRRS .

o ERRERTHETER
EEREATLBIMATRERRPHRENXRFRENIRE, XEGFRRLEENRE, AIUNASHRERE
BXRBIARE.

o £ APLIRERHITIER
EERFTLOEFBIMANEEN APLIRERMRERIRE., WA EATERR. EAHNUENER, £AFE%
BE IR R E IR E.

EESMKENERYS

0E, SIRENGDSETSHBAXEERNTE, XMEEMERTHERAN AP IRHEAMES EHBERTIR, MK
HEA L EZRRELAREL
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Updates and Plug-ins Anti Key Logging

Enterprise

> App Experis

 Security and Authentication

App Protection
Authentication
Mac Disabled Configured
Security Preferences
> Session Experience

Windows Disabled (J)  Configured

> HDX and Multimedia

> Accessories

Reset all to default

pppppppp

App Protection Local Filter

t yet published in Production. You may continue editing or publish now to apply changes Review 2unsaved setting(s)  ( oecera ) (TTILH
- J

FraafER Citrix Workspace

November 26, 2023

& Submit Foodback

e
( Switch URL \
N J

d A~
d. v
d. v

X MKEREER TR E Citrix Workspace M EXAHFTSRNEBS R, BXFUSTRMEMNEE, BSE TIERET

b
EEEMA AR LIS ERITER Citrix Workspace 5%, &ELHNE:

B TEX AT Citrix Virtual Apps and Desktops.

- NRE@EE Workspace iRzt Virtual Apps and Desktops ZEHRIETR, ESRESRREN

IRES.

- MREIBEL, BB T2 EBE 5,

TERIERER
g0R# Citrix Workspace IRENFEF, MR 5 MEBMITIEME:

7 Citrix Cloud ##9 Citrix Workspace 7 /#&.

FRE TS RSB IRIIE,

RS A TIEX,

REE WS ERNEED (FIIEAMRLERR) BENXTIEX,
EiTEE#EH Citrix Workspace,

Lok w e

FRINAR L SRR BT ARR T RAVE S
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https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#workflow-overview
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#workflow-overview
https://docs.citrix.com/zh-cn/citrix-workspace/get-started/deliver-virtual-apps-and-desktops.html#site-aggregation-for-hybrid-solutions
https://docs.citrix.com/zh-cn/citrix-workspace/get-started/deliver-virtual-apps-and-desktops.html#site-aggregation-for-hybrid-solutions
https://docs.citrix.com/zh-cn/citrix-workspace/get-started/deliver-virtual-apps-and-desktops.html#full-migration-to-the-cloud
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#phase-1-prepare-for-citrix-workspace-in-citrix-cloud
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#phase-2-configure-subscriber-access-and-authentication
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#phase-3-integrate-services-into-workspaces
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#phase-4-customize-workspaces
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#phase-5-roll-out-citrix-workspace-to-subscribers
https://success.citrix.com/static-pages/home

Citrix Workspace

%5 1 BER: A Citrix Citrix Cloud ##9 Citrix Workspace i &%

7B E Citrix Workspace Z &1, @ M Citrix Cloud H#R#H 24 Citrix Workspace BIRARER,

WREBLR Citrix Cloud &, #E&T SHRFIFAREERNT EER, WATBE 5 2 ML REITHED
B & 4330 3E,

B 1M RNSEEE:
1. 38 Citrix Cloud.

2. HmMAS Citrix SHMEER,
3. BEUTANIREEMEN:
s SIRERUE

« %2 Cloud Connector

Fe & Citrix S5 RETFIEN—REZE (TOTP). k&7 Citrix S5 25, EETUERE Azure AD SHRIE. B*
ANEERNEEEERSMRIENESER, 1B Citrix Cloud =@ #EH EEA o

% 2B EEITAE RS HIIE

% 2 MEEw & 7E Workspace EcEEREiAREH], §Ia0 Workspace URL F19MBER.

TERIAES IR AR ERFRE— RS S RMEE, ASTE Workspace BEEFREAEFP—MERITAE
S TAEEGHT R IIENEES o

3

AR

B A AR LLAIE Citrix Workspace, —F2i@id A #1220 Citrix Workspace BERF, %N AE
F BT Citrix Receiver, aILlE &8, Re#igia Citrix Cloud lRESM T EX, i5ia Citrix Workspace
WE—MEEEBI®AE TEX URLIFI 8. BUABERT, TEX URL & FEARS, BXEBER:
https://yourcompanyname.cloud.com,

BXEZER, /R TEKARENR.

B & Workspace a1t R

TEIL7E “Workspace B2E” > “ipleiRPECE HEER, KBRS RIUATES:

s BEHBAIE X URL,
o {£/ Citrix Gateway BECE SMBIERE.

SERXMMESE, Citrix BiER%E Citrix Workspace B2, HEmiTia&#A Citrix Workspace MBERF
, LURS—BI TIEX &30,
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https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#phase-2-configure-subscriber-access-and-authentication
https://docs.citrix.com/zh-cn/citrix-workspace/get-started.html#phase-2-configure-subscriber-access-and-authentication
https://docs.citrix.com/zh-cn/citrix-cloud/overview/signing-up-for-citrix-cloud/signing-up-for-citrix-cloud.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management.html#administrators
https://docs.citrix.com/zh-cn/citrix-workspace-app.html
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#workspace-url
https://docs.citrix.com/zh-cn/citrix-workspace/experience.html#workspace-access
https://docs.citrix.com/en-us/citrix-workspace/configure-workspaces.html
https://docs.citrix.com/zh-cn/netscaler-gateway/service.html
https://www.citrix.com/downloads/workspace-app/

Citrix Workspace

B TRXB9ITE B HIIIE

EXGTHENMEIS S MNIIEUERETRXE— M2 AR NS BEE:

1. £ BMRAIMMaERER, BRESORMEER.
2. 72 Workspace BB SHI0IEF, EREEE—FHEEN T HREFIRHENSHIIESEZ—,

MREERANRKE SR MEE, WETUER Citrix B-E& 54 10IERRS (FAS) B DaasS BE =5 F (SSO).

BEXEETIMFRKITHESHRIINESER, R L2 TFX,

% 3 MR BIRSEMEITEX

RENRSEMEITEKER I AREBIE:

1. 7 Citrix Cloud HEEBEMENARS . BXRSHIR, &ifE Citrix Cloud AR,
2. 72 Workspace i2E > [RS&EMFEAWERERSHIFRNR, BXRSEMRNESER, HHR BHEMNE
FABRS5.

FA4ME: BEXIHEX
TRILUEI U T AR AFREAF BEX TEXBITRERR, Hi#EE Workspace FREHRFEHLRERK:

o BEXTEXHIINE, SERIMEEXEE. BXEEX TR, EiEE BEX TEXHI5MN.

o EERHED, FIMNAFTRESREREXNBHEHRE. BXEEXTHESHIERTEARBNEA, &
e BEX TIEXRZ B,

« BEXRANR2E, SFREBNAR. RERRRURAFTAZETEIERANENREN, EXNAEE
X Workspace fefh 1= £ SRBEHISEIE, 1EiHR) BE X Z2HRFARES,

55 5 MER: miTiE#E Citrix Workspace

Citrix B @iz E R WONIRRIGE TEX TN, HS5EAR AR 0 BERMIMEINITREE, X—M e
[ZiEshEiE:
1. M TIEX,
o HRIAERLUES ¥ s gs E RHE R Citrix Workspace R RER.
- BEIHERE R ANNAERFNSE,
o BRG] LUAIRIA] AIX M,

o NEBNESERT ERIRIFHIEDD,
o MREA, BRILEEEIUESHIRE LHRKETRER.

2. NBRiTEE,
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https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace/secure.html
https://docs.citrix.com/zh-cn/citrix-cloud/services.html
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#enable-and-disable-services
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#enable-and-disable-services
https://docs.citrix.com/zh-cn/citrix-workspace/experience/appearance.html
https://docs.citrix.com/zh-cn/citrix-workspace/experience/interaction.html
https://docs.citrix.com/zh-cn/citrix-workspace/experience/policies.html
https://success.citrix.com/static-pages/home

Citrix Workspace

« 5iTiR#& 38 Citrix Workspace &g,
o HEWEETE X URL,
o {EEMAPRE Citrix Workspace A2,

BXNHATERMIMAIERITHENESER, EiHE Citrix Workspace &£ P RAZHEFo

79 Citrix Workspace f# &

November 26, 2023

AR T # B & L Citrix Workspace UE &M BRI EIREDD. #& Citrix Workspace Frid kP B &
1&:

iR Citrix Cloud B AAMEZEEK .
&89 Citrix Workspace BIZREFZE o
ZFoiEM Citrix Cloud,

BEER A B Citrix Cloud #1 Citrix Workspace,
REEW I ERSHIEN .

& & Citrix Workspace FrEEfyERIZEM o

I e

BRI BAXMHEEZ AU, Success Center X BRI T EF MRS RN ZUATRE FRSMIFARE
Bo

Citrix Cloud F= @t IT KBMF LA RREM T HXE Citrix Cloud i Citrix Workspace Fiit SR &
HAESHNE RS,

AGMERENR

Citrix Cloud 2R TEEMNEERSTNUKIFR Workspace FREHIEH &
MREBEFT Citrix Cloud #7788, WEILBKE MEIHBEMIE PRI T E,
Bz, Citrix Cloud ZEELUTRE:

« ATERITEXITRESHIIEN Active Directory i3,

o« FMAEBUBELEM Citrix Cloud ZEiZ:.

« &4 Cloud Connector #fE—&EAITEN.

o INERERYIIEN S W FHE T EME AN

BEVDEEMAYIEBENSENY, RABTEEIEE Citrix Cloud Connector Byt EH L it HthsA %,

A% Cloud Connector EXRHEE., 1525 Citrix Cloud Connector #ARIFAE L. BX %2 Cloud Connector
M{ER, E219 Cloud Connector %3,
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https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#workspace-url
https://docs.citrix.com/zh-cn/citrix-workspace-app.html
https://www.citrix.com/products/citrix-workspace/resources/user-adoption/
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#system-and-connectivity-requirements
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#plan-your-deployment-and-rollout
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#sign-in-or-sign-up-to-citrix-cloud
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#add-administrators
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#check-your-entitlements
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#set-up-the-infrastructure
https://success.citrix.com/static-pages/home
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-overview.html
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#plan-your-deployment-and-rollout
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html

Citrix Workspace

Lteoh, HMBRR LR it RE#RME Citrix Workspace:

« https://*.cloud.com
e https://*.citrixdata.com

B Citrix Cloud BRSFIRHRIBX R TTEIIR, BB RSIEEZN,

ALK ERZ R

Citrix 2 &% Citrix Workspace XIFMERIT . A MO BEBR. EXEREFG. R3RKFHH
ERMEREE, HASEUTRE:

s BELSHRE. BRMIIRS UARAFRHAER,

« HaE A Citrix Workspace 1 & EmiZ R AER,

o HEEH Workspace HFlfk. BESHELRMGEN, HEEEGFNEIAE Workspace B & i a4 R HI
Citrix Cloud #F,

o RIS HRRFRAEMITIAENELD,

- FIEZEEABEFDE TR
- HIEBYIFERETS Eo
HITR B M A X E Do

BXML Workspace BBEMHENEZER, BEBFAMINPON RIEEIBERER,

R Citrix Cloud

MRELUHEF S/, 53R T Citrix Cloud mR#yi B 1Ti84E,

MRELNEHNHERCIZT EERKF, WEEERARTERERMIILATKF, BXEZER, BSHA FANEER
INREBEEWKF, BEMEH citrix.com. a9 Citrix ¢ Citrix Cloud &#&=R Citrix Cloud,
BXBERYIM Citrix Cloud WEZER, 15514 Citrix Cloud ARSEhIER.

RIMEERA

F—NEBRKP2E I Citrix Cloud NEURZGIEM, ARG, VRBEESTLURBEHMEEZMA Citrix
Cloudo X EE R A ERAEIAR Citrix kA SRS B HKA,

BIBEEER
BERAENEE Citrix Cloud =6 & A MSRFH FHIRFIF AR ER RNBER Citrix Cloud 1P, BMAZERMEY
EERNBFEMHIE, Bt EFEERIRBIIEE.
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements.html
https://success.citrix.com/static-pages/customer-journey/plan
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#set-up-the-infrastructure
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#add-administrators
https://success.citrix.com/resources/SuccessReadinessChecklist.pdf?token=%20&id=136&type=staticresource
https://docs.citrix.com/zh-cn/citrix-cloud/overview/signing-up-for-citrix-cloud/signing-up-for-citrix-cloud.html
https://docs.citrix.com/zh-cn/citrix-workspace/prepare.html#add-administrators
https://success.citrix.com/resources/Download_the_Citrix_Cloud_Services_Kickoff_Guide.pdf?token=%20&id=147&type=staticresource

Citrix Workspace

KeEERAME Citrix Cloud kB, BREEESHEAR/PNAGHERERNR. BRNERT, EBTLIHAN
PREVEIERA T LIS Workspace BB, BE BEXHIEANIR NWEER REEIHIREIERMINEEMARS . T UEXE
BREE GBI RIAR,

BxXAmM (MR ERRNEZER, B2 EER,

REEERSHIIE

ZAERT, Citrix Cloud fE8 Citrix @itk EREmM Citrix Cloud tk P, Citrix %R MHERMXY Citrix
Cloud EERBITEMHEIE, iTAEXNER £ TEXHFIHNSHRUE 2 —#H1TEH LRI

&89 Citrix Cloud kPRSI EIE R T ML E ZEFHIIE (MFA),

EMS R THAREERE ETHEN—XEZE (TOTP) inEMSPIIEN AER, 40 Citrix SSO. AT IRFERM,
Citrix BINEZR U TS B 2 FEFH % Citrix SSO,

EREEH Citrix Cloud kP,

ERENERE, REMNThEREPERE RNDPAER,

®E BRRE TH “RESHRIIRNARER, BR—HEETR 4 RN B TR,
HERRET, A Citrix 3&@id B FHb i RIR A AV IIER A MK 255, AEERIIE,

PR AR EE T REN—RIEERS (TOTP) iREN S HIIENBERF (B0 Citrix SSO) HiEAZH,
ZifgiA MFA EEEFRIRE, BMASHIIENARF R 6 UK, AREE ‘Wi,

R HRINHEEIRIE, ABRMA Citrix Support AT LB REEHEIESEE, MURIEENSH, U#HTS MFA
HEENEM,

8. % EMEMAE LSRR ERREIIR, NRELEFRSHINIEENAER, WA ERXLERE,
9. % “THNAW, KESEFNRBHNNAXHREEREEZTFARNGE,

10. EHZERIE, AFER TR

N ok~ DN

BXIEE MFA 89388, HATFERIIR LA Citrix Cloud PSS 4INIS B 2 & S 30F R,

AT LLER N EIERIEE Azure Active Directory (AD), &% Citrix Cloud &E5# Workspace iTHE AN S
HRUEENESER, BiHR SHRED.

RIEEIENR

EffEY Workspace FREMN B EXHIEINPR, ERITUUTIRE:

1. 7£ Citrix Cloud &, ERSMHIFEER, REEREER,

2. HEEEENEER, ERERSIRE, AEEE FEHRNR.
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https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management.html#administrators
https://docs.citrix.com/zh-cn/citrix-workspace/secure.html
https://docs.citrix.com/zh-cn/tech-zone/learn/tech-insights/authentication-totp.html
https://play.google.com/store/apps/details?id=com.citrix.CitrixVPN&hl=en_IE&gl=US
https://support.citrix.com/article/CTX272243
https://docs.citrix.com/zh-cn/citrix-cloud/overview/signing-up-for-citrix-cloud/signing-up-for-citrix-cloud.html#step-4-set-up-multifactor-authentication
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-management/identity-access-management.html#identity-providers

Citrix Workspace

« |dentity and Access Management

Authentication  Administrators APl Access  Domains  Recovery

‘ Add administrators from... ™ ‘ Bulk Actions

[0  Administrator< Full Name Status Access Identity Provider

O Active Full Citrix Cloud E

Copy Email Address

H Active Full Citrix CI¢  pelete Administrator

Edit Access
Il Active Full Citrix ClofTm

3. BE BENXIR BEERBA.

4, EXEH “Workspace B2&” HRNIR, EiEE “EHEE TH “Workspace i2E”,

O Full access

Full access allows administrators management control of Citrix Cloud and its services, as well as adding or removing other
administrators.

@ Custom access
(D) Switching to custom access will remove management access to certain services.

Custom access allows you to determine exactly which part of Citrix Cloud your administrators can manage.

Selectall | Deselect All

I:‘ General Ma nagement

D Domains

Library
Motifications

Resource Location

£ 0O 0O O

Workspace Configuration

BRiIARNRIRE, EBRTUER Citrix Cloud FHM Citrix Cloud & iiE Workspace E2E,
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X  Citrix Cloud

Home

My Services

Library

Licensing

Identity and Access Management
Resource Locations

Support Tickets

Motifications

AR

f£ Citrix Virtual Apps Essentials 1, gIZ%—1BRE, AIUM Citrix Cloud F& i1 Workspace 72
=1

BEEERIRF
&R Citrix Cloud /&, ERILBBEMEAR, BIEMER Citrix ~=RMARS. Citrix =&MARSS7E Citrix Cloud #=4)
ERFLURRBRET. EMWIMITH~RMNARS E2E B2 &5l

NRERH—IHARS, AIAIE Citrix Cloud =HIEIRMAERAEF LR BRIZAHBERETR. BRRSBANESE
8, i&iAial Citrix Cloud ARSS it A ko

MREEWEFRS, AT XBRERAEFRS, MEEEMREXIERKF. EWXERS, FI2T Citrix
Cloud ##H &4 EARLAL ID, FABFAE https://www.citrix.com/product/citrix-cloud,
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/citrix-cloud-service-trials.html
https://www.citrix.com/products/

Citrix Workspace

R EEAMZEN

1% & Citrix Workspace FriE iV EmIZERE @ T AR @2 RIEREES Citrix Cloud:

o EERNFIEREEEZS.
o EFERIERRMUE,

RRUEBEOSHENITRERESRSFAENZR. EAIUM Citrix Cloud 24| ABBEXER R, ZBRUBECERH
HNEIR, BEEUATE-RRBIRS

EREEARUE, BREEFEHEDRERD Cloud Connector,

Citrix Cloud Connector 2— 14, ©h Citrix Cloud 58N ZEMAEZ BN EEIRMESE, ZBEFERAGE
HTTPS 50 (443) #1 TCP thiVEBII 5 =MEE., FESERAENEE,

BXxE%ER, EiAE Citrix Cloud Connector,
AR
Workspace A= # R BEMA PNAgent URL EZ2H BN IBRE P ImHNiEE. NRENFEESXERR

BERim, MABAINERMEE StoreFront HERBIBRXF, ERIPXEEPIRERE, BEAMER Citrix
Gateway A2 Citrix Gateway fg3,

=¥ BUERIFEXK

Wi, EB4L A Citrix Workspace iiF 7 #&, EFRNSENT:
o EREN TIEXHIAIENIR, BIETEX URL MSMDERE,
o A 22 TFX R E TIFX S HIE,
o BIRSEME TIFX,

BENX TIEXKL:

- BEXIEXBIMNL.
- BEXIFXRRE
- BEXZEHMRMEER,

##9 Workspace BF A&

November 26, 2023

£ Workspace AP R (Ul) BRET RS2, RETHEARINEENZILNE, HFRIBEFEMRUEN Workspace
N FARERFERMINEE, MimHEREIFHIAF AR,

AXERNBTITHEERTEXREIN—EX R, HEE TR IERASZRE
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https://docs.citrix.com/zh-cn/citrix-cloud/overview/requirements/internet-connectivity-requirements.html#citrix-cloud-connector
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html
https://docs.citrix.com/zh-cn/citrix-workspace/secure.html
https://docs.citrix.com/zh-cn/citrix-workspace/integrate.html
https://docs.citrix.com/zh-cn/citrix-workspace/experience/appearance.html
https://docs.citrix.com/zh-cn/citrix-workspace/experience/interaction.html
https://docs.citrix.com/zh-cn/citrix-workspace/experience/policies.html

Citrix Workspace

AR

FiA LTSR r7#y Citrix Workspace AR #HZHFMAR AE. ©ERABMRT Internet Explorer (Citrix
Workspace Ul ks 23.26 BER4E) ZMIFRE Web %28,

BR£#H Workspace {434
A A IMB AP EA#HEN Workspace AR RE. BAE, BRAMBINAEFISEAREZ T TRE TIFREN
MR LK,
ZEEAH U, BRITUTSE:
1. TEEREHE L, %5 Workspace E2E > BEN > IT#E,

2. 7 “DUEAEFNSENERN Workspace (£38” HAHHTHFRX. BINMERT, AXLFXARS, HAZ
THRERN TR,
&k w] LUk J9FRE B B0ERE A P B A It Thigs

Home > Workspace Configuration » Customize » Features

Workspace Configuration

Access Authentication Customize Service Integrations Sites Service Continuity App Configuration

Appearance Features Preferences

Give your users a more robust experience by enabling feature-rich options to optimize their work.

New  Workspace experience focused on apps and desktops
Enabled
When enabled, users see the modern workspace experience focused on user productivity with apps and desktops, Learn more

@ Enable for everyone

() Enable for selected users and user groups

Preview

« To enable the new Ul for all end users, select Enable for everyone.

+ To enable the new Ul for selected users and user groups, select Enable for selected user
and user groups. You can then select the directory to which the users or user groups be-
long. Once the appropriate directory is selected, you can view relevant users and user
groups.
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Appearance Features Preferences

Give your users a more robust experience by enabling feature-rich options to optimize their work.

Workspace experience focused on apps and desktops & submit Feedback

When enabled, users see the modern workspace experience focused on user productivity with apps and desktops. Learn more

O Enable for everyone
@ Enable for selected users and user groups ks

Assign Users and Groups

Step 1: Choose a directory Step 2: Select a user or group

3. BEHRF.
4. &3 Workspace MAERF.
AR

EHENAFRAEREFERNEINWA EET. AFPAESERENIRRANHAF RE, MREA G EITH,
R RIRE R ERIFTDIE.

T, ERAFE

MHEEEANE T WHEN—HRAGR. 2FEBTHRESNRFRALNAFARE. MNETEREEESAIX
DEFPRMENE, SERS SN TTEHE,

Workspace [ Bi2FHE X AP AR

WREAAREN, AGsBE—TREED, RTIERF-THENSREIARES M ABERF.

MEREFEBE 20 M AER, HAMKETANBRERRNE “WEX, WSBEEERBPER, FraHEsiR
H£FPFE (Mac. Windows. Linux #1 ChromeOS) LUK#5hi&#&E (i0S #1 Android) #BiHXfhiAis, EaJLlfE
F—RERREIEC,

HEIVENAREFEREEXERAAFRRN WE %Mk L, BEEAETE DaasS i=%l&a Lk Citrix Virtual Apps
and Desktops i&&, 7£ Web #1 SaaS R EFH Secure Private Access 548 188, RIAMBERT, 2BFINA
BELAFRPRE, HAPREA, RAERT, #E NE8sWENEZAEFLTEPRES, HIAFPEFERR. &t
BILUEREMN BIEF#HITITIR, HEMRBERIRHRMNE “WEEK . FMEEENNBRREFHRSamAME “WE
*”, HREEER L,
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Personalize your home screen

Add your favorites to your Citrix Workspace home screen.

Q_ Search Workspace

Recommended Al

(] G Google Chrom. ® & GoToMeeting .
Deskiophep e Personalize your home screen

Add your favorites to your Citrix Workspace home screen.

Notepad
@ oesopivn

Q_ Search Workspace

Recommended All

O [ Ccalculator O || CLDBLR2016vDA
% Desktop App Desktop
[m} - CLDBLR2019VDA [0 -, DiskCleanup
Desklop =" Deskiop App
Google Chi & GoToMeetil
Skip
/] ] Notepad [m] ;1! Office365
“J Deskiop App Web
[ =2y On-Screen Keyboard [J W Remote Desktop Conne...
Deskiop App 29 Desktop App
[m] ® Resource Monitor [m] Settings
Desktop App Desktop App
O 4% Stack O Gy Snieping Tool
Add to Favorites

Skip

LEERIMHELHNAERFE, EEMAT Windows B9 Citrix Workspace A#ERF L, SEIIREIGAKEIREES
o
FREETHNAREFBEARFITEN, HeZTHNNSERESH.

PR

o TEIE5R AP MMEURS URIEBARSHNERBAZE, M FRIESaRENMIBEIET R, ER
SRATEREA—RMEUER, FRIEBFITICAUE.

o NREBERMNBREFPERGESHEEFTRE, N Wk PONAEFER S EEARm.

s MRKLAPFBEANARERND “WEK”, NERITH Workspace M ARRFREBEI “MEL BR.
ATBRXFER, BRITUTERE:

- End users can add one or more apps to Favorites. This prevents the personalization
screen from appearing everytime they start the app.

- Administrators can add one or more apps to Favorites for end-users by using Description
and keyword settings (keyword: Auto) in Citrix DaaS (Manage > Full Configuration >
Applications). This prevents the Personalization screen from appearing for all the end-
users. For more information, see Customize workspace interactions.
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Citrix Workspace

Workspace 1 5i#175 F 2

MHAFPARNIGTHNETEMNRENZ Blt. ATETER, ENNAER. B SEWEATAA R ERITRE.
Citrix FE—MMER, SJUNEEEREBNNAREFNSENTSMKE,

MREHNAREFLDTF 20 1, BABHANRRRZBE—NREEMENFHENNEHRAE FIENAEFNSE
BETRER—TNEL, ZFSL, ENERREFXERETR, ARERFBINFHYINREEMNBEER. FIBNARE
FEAE—EFER, ErERTRKESECHKENEAER, & AT Workspace 212 B FhiE £ 41
E, EFERATERENNAEFNE, MAXEYAEFAZEERTH,

@ Citrix Workspace

Good evening, FCfETNS
Wednesday, May 10, 2023

1 A A4

Citrix Health
Assistant

Desktop App

Calculator WordPad

Command Prompt shieldiOS_win2019

Deskiop App Desktop App Desktop Deskiop App

MREHEL 20 MAER, WEERRIHEANEN. FER L, AIEEREXNNAREFRSELHN, HXER
IEERBNAER, NREMARERF. 26 CARFNEFEREHE, BREREM “WEE" hliks. WRERE
RERBAER, WERHN AERF FE. TLERL, ENWREXELHN, ARRRTEIRFHTNRE Mt
BiEF. MREERERTRINHRBNAEFMMEIXLELR S, NSHAEHER, HATUERESENNAEFH
£l
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@ Qii{rix Workspace g

Good evening, Pl Winiss =) submit Feedback
Tuesday, May 09, 2023

Home  Apps  Deskiops
Quick access

oy 0N TN Phg b e
& (A [ | X

Access 2016 Anaqua APAC Managed Ariba Guided Buying Confluence
Desktop

eb Deskiop web

(@ Citrix Workspace
Good evening, Mo Wl BEE T
Toscay May 09, 2023

Home  Apps  Desklops

C ] APAC Managed Desktop
2 Doskiop

Ariba Guided Buying

o Confience

N FRERF 52

RALHFPEILE Workspace AR RELEEREFMFLINALNEAERF. FEIUXHREMER, BRENS
EEMTRMEEE. RUNEE, BT REBERAREE,

=

AR
EFNAERERNEXHERENT, BEAMRNANXEEER. BXELZES, BESRRNIXHELEERZ,
LEERAEMNTERNHEBIRARE LNTRTEN, AR RESRIEREANHTIEAE, HE “E%" TH

FIRAPEIEISEHERo
‘ERAFETSHRER.
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(¢ Citrix Workspace Q_ Search Workspace

Good morning
Thursday, August 17, 2023

Home Apps Desktops

All Accessibility Admin Tools Command Line Database and Connectivity

> File

FileExplorer

Diagnostic and Troubleshooting

More(11) v

EBohTat, SME NAERT &I, ARRE KR THIRUBETAEFINIIR. RIEEEREE, F£

A ETRAFIRER S E S F RN BIEFHI Mo
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.

Q Search Workspace

Categories v

Access 2016

Desktop App

Anaqua
Web

Ariba

Web

oOcH

Ariba Guided Buying
Web

Artifactory -repo
Desktop App

Bitbucket -code
Desktop App

Case Tracker
Desktop App

Chrome
Desktop App

Chrome
Desktop App

Citrite Concierge
Web

Citrix Account Unlock
Web

Qb 6 010

Citrix Blogs

x Web

> Y

B J ge

HEFAEXER, BRIBEERFMMNEE TR FENMNNBEFINTIR,
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{ Command Line Q

PowerShell ISE
Folder

g Windows PowerShell

Desktop App

Desktop App

g Windows PowerShell x86

@ B L g8

AN R BR 1R

XRBERAENEEXNAEFHNEREN,. ERREE L NRERAF BRI ILEM,
BN, BIgEXEREX A Optimisation tools/Cleaning WEAER. HiE, BiFELNBRESR, &
KEAFPMIEIRHCIA > EE, EPRCITAR—1 K5, FERETHER,
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@ Citrix Workspace
Good evening

Home Apps Desktops

All Browsers Others

Optimisation tools > Cleaning

o

-~

Disk Cleanup

Desktop App

EEXNARFRIXHRER, BRITUTIRE:
1. EEEREHA LSMET Citrix Daas.
2. ®E “NARR HREIZNARER.
3. ARBRENARR, AEEE BY

4. 7T “MARFERN FBREP, EXIXHRER.

5 BERE

Q_ Search Workspace

Application Settings

Disk Cleanup

Identification
Delivery

Location

Groups

Limit Visibility

File Type Association

Zone

Delivery

Specify how this application will be delivered to users.

Application icon

= Come)

Application category (optional):
Optimisation tools\Cleaning

‘The Category in Citrix Workspace app where the application appears.

() Add shorteut to usor’s desktop

How do you want to control the use of this application?
@ Allow unlimited use

) Limit the number of instances running at the same time to:

() Limit to one instance per user
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1ESRAVIERINGE

RIS RINAEF L EE R MIERE | EHRBLER, NETER, BR EMBMAETEEZP, RIFEE Workspace
[ RfREFHHITREEMAIER,

Q_ fiel

id
Applications
Good evening, PCfa s RA Splunk ShareFile &) Submit Feedback
Wednesday, May 10, 2023

Suggestions

Home

Apps Desktops &

Windows Explorer
Deskiop App

Quick access % F Fieldglass
A “ee 7 “ee ¥ “ee % .ee PN
@ & N L
AAAAA -
Access 2016 Ariba Anaqua APAC Managed Ariba Guided Buying

Desktop
Desktop

Desktop App Web Web

A4

ﬁu.

EBIENATE6E:

« RABRETREEANE NN AEFIRH

o EABEHRERBER, HETBHTMIIE

« BRERGEETRIOBRNENSIERHN AR UK Web 71 SaaS AER
o REERGEEAHTIER

o BRERETINETH Wik

En)E IR

November 26, 2023
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ERNEEERR Citrix Workspace —INE 2 MR AMITHEE, EEAFEBERMEERCHER, ©EIETEEM
RE EWEMNAREFIKEHITRERERRES TENER. BRIUSESE#HITEERE, ERIMATBFTEN
R1E, MNMBBREIRH ML EIEEE,

CEMEESE ERER T AMEYHNIRE LA TESIRSHEAEFNKENSGRYIR, EERMAEENRIENIT
BigE LR TFEDRS. BRAMNETRTHRE L NAZHEGRZANEHIRERBRMN EHEER BRKRER
1t71%R,

AR

NRETEERBEREBAESF Activity Manager BliR, 5E REXMNHEEEX AN EREREIREH
EEREIE. HFEIESEMNERERERZ BN EERR, ZERATRERNER. BXESZER, BENRER

EXE-,

BREEIESS
EREER, BUAETUNRLAFRERAXER “E0EER ek, REARKER, ERIUAMEASEENARHM
BFABRZYEE.

AR

REENFAF RERREDEERIE. BXM UINESER, B2RRBEA2H Workspace 738

BRAENEER, BRITUTERE:
1. ZEERITFIE L, 5iE “Workspace i2E” > “BEX" > “THEE",
2. 71 EMNEIEER" #od, TAFXUBREDEES.

3. AR, ERILURIN AR B E XA R,
« ENFTERAAFPBRAENERS, HiER “ARBABR.

New  Activity Manager

Enabled

Users can view running apps and desktops across multiple devices and manage active sessions independently with special session and power management controls. Learn more

@ Enable for everyone

(O Enable for selected users and user groups

Save Preview

« BNEENAPNBFRABREDERES, BERNMEENAFNARARR. AL, ERILERBAFH
APRAFMBNER. EFRENNERGE, ERIUEEEXNBRNAERE,
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Citrix Workspace

New  Activity Manager

Enabled

Users can view running apps and desktops across multiple devices and manage active sessions independently with special session and power management controls. Learn more

Enable for everyone
®) Enable for selected users and user groups

Assign Users and Groups

Step 1: Choose a directory Step 2: Select a user or group
cldblr.com Search users or user groups Q
Type Display Name Account Name T

Save Preview

« ERFBARR EREER, BXAFX.

New  Activity Manager

(X9 Disabled

Users can view running apps and desktops across multiple devices and manage active sessions independently with special session and power management controls. Learn more

Enable for everyone

Enable for selected users and user groups

Assign Users and Groups

Step 1: Choose a directory Step 2: Select a user or group

Type Display Name Account Name

Preview

4. BEHEFRRE

AR

REEMNAEFMKE L. ETERAT Web 1 SaaS AR,
EREThETESS

AN EESRPRENNAEFMIREIZU T AR 2 E,

o YFNRE LA TFESRSHNEAEFNKSENTIRDEE “FHREL™ T
o EHEMIRE EATEDRSHNARFMIKENTIRDEE TREEBIT To

Ep
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Good afternoon, R
Wednesday, May 31, 2023

ID Badge Photo OneNote 2016
Portal

BB APAC Managed Desktop

P

Visio 2016

ARE B B HEN MRS () RAENAREFSIKE EHITIU TR,

o BIFFERR: ERERIEBHTERE, ENAEFMIRETESATENRES.

Activity Manager

ON THIS DEVICE

8 APAC Managed Desktop

RUNNING REMOTELY
Applications (CITRITE\SINPAMOCOCC101)
O Artifactory - repo

& Notepad++

i OneNote 2016

@ Visio 2016

@ Teams

o A AHELARE. SEPNFMENAEFBEXA, FERREFHNXHRFER.

o XM RAMFFERIIRHE,

o BHIBH: MRHBMEARD, BERITXHAREBIR.

o BB XHAKEHENBG.

B ERN N BEFNSEE

Activity Manager MEA W RL AR EA MRS EUNMFEEERNE TN ARFNRE, FWHERITERGE 7
BBt ENaNREEERE, NMERLHFEBMEIMEMRIIT. MEAERNRIE (FIILEHEXH)

REVFEER] AR W EIRIE R H PR AERE.
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Activity Manager

Dusktops
o CLDELA0MEYDA
W CLOSLA201GVDA

Applications [CLOBLRVWINZOIGEW.. [11] -

& Google Chrome o
‘WordPad

Applications [CLOBLAVCWAAUTOROISVEA) -

3 Motepad

o BETFFEENNARFNKSESTE E0EER EiRE, FUBKHAERNERRT.
o BETFFEENNBEFDEEENNSIET, I1EHERAERNERRT.

(]m]
o®
Activity Manager

RUNNING REMOTELY

Desktops
B APAC Managed Desktop c
Log out
Restart
Shutdown
Force quit

BERTEESEE, KREBFYUEBHAERNSE ERITUTERE:

o ETH EALIIEEMEMERNKE LEH. STEFNRENAREFEEXH, FIARREFNXXHEHEER,
o XML ERLLEIKH B &R R E.

o XML MNRHIVEARE, £ HETEREX H B A EEN S B ERIR,

o BB FEALLEIXAHER B EMFEZNRH.

AR EER SN SIERN T AW TR

o WMREES N EERT Citrix Workspace HirHAMEIENERE, WRIEFELEETE “HEHEEL T
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BR, XAHEFRTH “EEEE &, WFERNIIERBEE “TEE1T To
o MNREEIANIZEER Citrix Workspace FBREFH A AMARIE, NEFERNSIEBMTIRFHER, B
B, "BEXAHBRENRTA TEnEESR, WA ERNIERBEE “TEET TH.

#H Citrix Workspace 3217 DaaS. Virtual Apps and Desktops

November 26, 2023

Citrix Workspace @—IM%HF &RSS, ©EMLT StoreFront, F& 284 Citrix DaaS MAEFNSEMNEE,
AN AEE, Citrix Workspace Fa2— M=, ai@d Citrix Workspace 1252 T1E. Al BHEMBENX
FIEMIA. RSMINEE.

i/ Citrix Workspace & DaaS B, EaIMUERRRERET, EIEFHNERBAT

¢ TRERBTEIBRICEERAREHRRTT R

o BEITRIAFIMNBIGIE DaaS.

= TBIRM

EERILUE A BT BRI =P, MMAFITRAE BT Workspace i5ia DaaS, 7ERIEN IT TEEMIRMETHE
Citrix FEHHI S, BLTBIREHERTEENAHED,

Citrix BIEFER BHE T REUM—IHE Mt R B RBHTSRIE, KRS RNTESREFEUTH

o3

B!

1. BERBE TREENRRE G,
2. SHENAMERE, BXILEENER, EBRSH Citrix Virtual Apps and Desktops Al &,
3. BEMBRES AP, BXILSENES, EHR FERESAE Citrix DaaS

BEXBRERENESER, EiFb TBE 5 M Tech Zone B1E15R,

BEBRAENERRS
TR UMER I AR Virtual Apps and Desktops &3 %) Citrix Workspace, ttd@aitmRs, $KkA
Citrix EERERZMEIREH | T EEEMEEN,

TR LRI R REREIRITET Workspace, REMREBE—NECHRELSD (BEF22H) AHHPESHER
., BEARAATESTHRFR—EEESEE, FRES—NRLBFER, MEFTTE2IBI.

fEEid s SR A M StoreFront %355 Workspace 2 /i, HAEENZRME RS Active Directory (AD) B2E#
Cloud Connector,

WMRBESTR=ATESE:
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Citrix Workspace

1. BRUER, hRBEREFTBENAGER. WFRRANMUEMS NG, EosEEARARNR.
2. WiE Active Directory (AD) iE#%, iTiE X AER AD [@ Citrix Workspace #{TE ML, @ittt
T Cloud Connector #9 AD 33, H#{FiTiRE T LUHTEHI8IE,

3. EEFEBRE, DA =MIEREDL

o IT EERNRX
o Citrix EEHRX
o REMX

BEXESZER, BEH EEETL

BRI

U =MEmuR A& Citrix Workspace if5ia) DaaS MR, & ARRML S BRIt

Citrix-managed
e e e, e e - - -

IT-managed gateways

IT-managed
___________________________________ >

2@

Subscriber Citrix Workspace

Citrix-managed gateways

Organization's Gateway Citrix Cloud Connector Delivery Controller

Subscriber Citrix Workspace Citrix Gateway

No gateways

?
:@—»:.e.
[ 44

Citrix Cloud Connector

Delivery Controller

2

-
1
I
!
1
1
1
1
1
I
!
1
1
I
1
1
I
1
1
1
1
1
!
I
1
1
I
1
I
!
I
1
1
1
1
I
1
1
I
1
1
!
I
1
1
I
1
I
!
1
1
1
I
1
I
!
1
I
1

Subscriber 1

1

Citrix Workspace

?
> :.’
qb [ %)

Citrix Cloud Connector

Delivery Controller
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ERRETR =

Z5 (B IT EEH) Mx MRCHEFEA B MM XS DaaS #ITIMNBER:, HEF
IR, XEEERERS 783 FI B H RIX A K AYIR o

Citrix EEaImx NREMEA Citrix Gateway iRSS 5 RN ARZFMR

ERSMNERIESE, IBIEIFLIAT, FF M VDA ZIiEm
HDX iE#z@:d Citrix Gateway RS #1THIE,

TMX (XPRAIER) MREHLEITRE X EAARMERNEFIREEH
DaaS, iEEFILET, MBITZFIGET, ITREETEE
& 5MERIAIR) DaaS,

BXERREIBMNMS RS BNESER, 1§ BE TIEX RVt EINL AEF R E,

B TR EMEMMIL

Bxi@id Citrix Workspace 2% DaaS SEMa AN S, iBiHA7E Citrix Workspace #iffifk, DaaS. Citrix 12
T B RMEHRITL TR IERYIER

o ERERIFHEERIILEE,

o WRENHEAEIRIARSS ESME, SRIBLEM,
« A Citrix K& BB IIERS (FAS) BB RN ARZFMRENERES (SSO).

FCE X TIEXRYIARIARR

November 26, 2023

Citrix BiUfE AR 4# Citrix Workspace WA FiAlal T1EX, Citrix Workspace R AZFEART Citrix
Receiver, & @] LUfEA R A8 Microsoft Edge. Google Chrome. Mozilla Firefox st #% Workspace
URL 89 Apple Safari s Workspace.,

X EETEEMERFNIMHTE:

« T{EX URL

» Citrix Workspace R F#2F (LUFi2 Citrix Receiver) ,
« Citrix Gateway st FshEiEREER) Citrix Gateway ARSS.
o AFTX TEK#TEHIIERN S H IR,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 59


https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/add-on-premises-site.html
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad.html
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#workspace-url
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#citrix-workspace-app-formerly-citrix-receiver
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#external-connectivity
https://docs.citrix.com/zh-cn/citrix-workspace/configure.html#authentication-to-workspaces

Citrix Workspace

Bk

ITRERLUBE &H TEX URL B9l a8 stidid Hig & =489 Citrix Workspace [z 2R A1 Citrix Work-
space.

TI/EX URL BATEHEXH, BAERTRTFRARS. BXEETEX URL MR, E2AHH TEX URL .

Citrix Workspace B2 EE Citrix Receiver ARHREMNR AERF, RMHET Workspace AP R & (Ul) 89
AR, &% Citrix Workspace RFTEFHIM Citrix Receiver iEiBME R, B2 H# Citrix Workspace
NWAERER (LLET#rk Citrix Receiver

R EER Citrix Gateway g Citrix Gateway BRSZECEIMNERERE, NITAZITIHE A LIRS H TIEXRISMERIAHRIAY
R. BEXBRATEHNIEXNER, ESREXHEY SMERERE

qE, ATAMEE, EaitihEma Citrix Workspace sttt E StoreFront, XFRERERE, IRaBAE
#1%E#£ 3 Virtual Delivery Agent (VDA) 89 IP ik,

Citrix Workspace ikl 20 5 1RMEm, EaLUEHEZEED Citrix Cloud, #A/57 Workspace EtE+H /SR,
L3t TEXBITIRE#TEHIGIE. HXH Workspace iTIIERE SMHRIENEER, B2REAXHHNTEX BH5%
JiEs

Citrix Workspace iF3Z#5 LU T B3 33EED :

o ShERER Active Directory ERTEXER#HITEMRIENE_IMHAR. BEXANITEXREESESHNIE
(MFA) WEZ1ER, E2H WESHRIL,

o Citrix B B{9I8IERRSS (FAS) AT7£ Citrix Workspace #19 DaaS {218 5 & R (SS0). A*fEMH FAS &8
SSO MEZEE, ESRAER Citrix BEE 50 1IEARS 7 Workspace BRESE R,

Workspace URL

Workspace URL B &4, m7E Citrix Cloud > Workspace B£E > iR 2l, EaUEEFBSA. HIEM
=/ Workspace URL.

= Citrix Cloud

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace URL: https:// .com Edit Enabled
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Citrix Workspace

BEXI{EX URL

IT#EX URLWE—BHRUTBEXH, Hl, e URL MBS https://example.cloud.com B
https://newexample.cloud.com,

SERBAIX URLE, #FEEENRE, (IR URLERR, NATEREERBR.

Z =/ Workspace URL, iES#El “Workspace i2&” > “ipinl”, REEERAXUBHEE, EMBSATIEX URL
AIHERE 10 DA AEE.
Workspace URL 8955 —Ep LK AEMA Citrix Cloud kP HIAR, HEXFEF Cloud Software Group ££FHF
il MAE=AHIRFN (BIFER) TS URL B ER2ExEE Citrix Cloud kP,
ZHEX URL, i#%%I Workspace & > ifinl, REEZFEHRE. URL WATBE XIS

o KEMUMNTF 6 5 63 M FRZE, MRER URL WrTEEXEDEHR DT 6 NF5F, 351 Citrix Cloud

AP

o BIUXEBAFEBNEFAM.

+ Rge % Unicode 1,
Ea® URL BY, |B8 URL 2 BI#EMIER, AERA. SiFITEER URL B4, REFohEHFE A Citrix
Workspace A2 LU ERAH URL,

= Workspace URL

A 2 AT EX URL LU IE A A @i Citrix Workspace #1758, fli0, CRIAEFREITRE SRR
StoreFront URL ipia)ER, Si&EEAseRmEBELIFEREIRR LR,

Citrix Cloud

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace URL: Disabled

FAIFX URL AJREEE 10 DA seER.

BHAIEX URL &£ TRME:

s FIERRSEMIIBEMA, 1THAETEM Citrix Workspace Fa9ARSS i 1a S4B F1 R AR o
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Citrix Workspace

« EEREEEX Workspace URL, &5 EFHEA URL, REA X HBITER.
o EmMiAENZ URL MAZEEERESRPWRE—FEE, BHERITER ST AN R R

Citrix Workspace S Bi2F (LA#I#RH Citrix Receiver
5E:

Citrix Receiver BAZ4EdnAMAKIE (EoL), FBEZXF. tR44ER Citrix Receiver, MFRZIFET
S ap A HARIZ AN E X P RAET, A% Citrix Receiver 2T & %98 EoL Bi2MMELR, 52 Citrix
Workspace [ B#EFFH Citrix Receiver W4 an AR 2

Citrix Workspace M HEEF AN LENNBER, BT Citrix Receiver iR TEX,

Citrix Workspace N Bi2F 3 S HIIES %

TRETT Citrix Workspace N ARRFZRNSHRIESE, ZFREES Citrix Workspace A2 FFREVEREE
Hr7s89 Citrix Receiver #XM S IIES %o

Citrix Workspace /%2  Active Directory &14%  Active Directory i<k  Azure Active Directory

F iE E=dnEans BRI
iEATF Windows 9 = = 2 (Workspace M2
Citrix Workspace FF; 1¥BR Receiver 4.9

LTSR CU2 XE&EhRZA; 1%
PR Receiver 4.11 CR X%
ShRZs)

AT Linux B9 Citrix = = 2 (Workspace M2
Workspace FF; 1¥BR Receiver 13.8
KNEBIRE)

EATF Mac 8 Citrix = = =

Workspace

iEAT i0S #y Citrix = z z

Workspace

iEATF Android #9 Citrix 2 z 2 (Workspace M2
Workspace FF; 1¥BR Receiver 3.13

SELN )

BXETFan Citrix Workspace N AZF L FFHNTHEENIEME S, E21 Citrix Workspace [ 12 FIhAES
o

B Citrix Receiver 315 TLS # SHA2 #y#EiR, &S5 CTX23226 ZHFXE,
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Citrix Workspace

M Citrix Receiver ;&% Citrix Workspace B2

Citrix Workspace i Bi2FEUXHT BT Citrix Receiver BIhgE

Citrix Workspace RREF BT 2 SER (SSO) KI8T ER M SaaS. Web MEIMN BREFHARNR, B%
THERITHERSEZNER, 588 EH Citrix B8 ORIERS I TIEREEE S5 R,

Citrix Receiver Az#FitbifiaisHIThaE, HEitt, EEMATHBMNRSESMIHEEHERT, Citrix Receiver AR N
AIUERLRERFARE, 8585 Web 1 SaaS WAER. Itsh, Citrix Receiver Rxzis x4, iTHRE T FE I X
BRIBEENT

Citrix Workspace

Welcome Anna Jonson

Favorites
> ¢ 0% w3
Windowi Media Chigeme Dutleak 2016 Cloud Waord 2016 Cloud

Player On Prem

Azure Active Directory (AAD) 15 Citrix Receiver 7%, IIRITHAEERA AAD fEA SR IIE R 2668
Citrix Receiver iial Workspace, ffiIa&E—&KHEHE, BHIZIEEFTZIHE, FARD Citrix Workspace g
FiE, tilztarisn g S TIEX,
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Citrix Workspace

L Citrix Recaiver

This Citrix Receiver platform or device is not supported.

@ Flease try your workspace URL from a browser.

citrix )
Receiver

L

F+4%%| Citrix Workspace [ZF#12F (FfER Web %588 WEFEEIMNAF RE. AXIt Ul B9iTIREEIRNE
=8, FhEEEER Workspace 45,

BT HB AP REsh, Citrix Workspace ARFEAIFTREFEREERANAEMINEE. iTRE R L&D Citrix
Gateway BRS3iA18] X1, &F DaaS LUKiAiE Web #1 SaaS M AEF.

MR EH StoreFront (Zi#h) &, M Citrix Receiver 74k 2 Citrix Workspace M AEF RSB ERITH
Citrix Workspace

@ Citrix Workspace

Citrix StoreFront [

FAVORITES

AE

£/ Citrix Workspace [ AZFZM Web 314283518 Workspace BY, Citrix Cloud Government AF=
g FRHEE Ul

ShERERR

@i Citrix Gateway 5 Citrix Gateway RRSFIMEFRMUE, HTRITAERMR LI,
Citrix S2HsLUTSMERIERE T

« Citrix & Citrix Gateway #0 Citrix ADC
o E1EAIEE Citrix Gateway # Citrix ADC
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Citrix Workspace

fZaLLiEie Workspace L& > ifin) > ShEBiEiZs) Citrix Cloud > ZRAIE RN Citrix Gateway,

< Workspace Configuration

Access Authentication Customize  Service Integrations  Sites

Workspace URL: https:/, .com  Edit Enabled

External Connectivity

Set up connectivity for each resource location that will be used for subscriber access to your warkspace.

Learn more about resource locations.

virtual Apps and Desktops:

AWS

Gateway Service

Azure

Gateway Service

My Resource Location
Gateway service

==

Workspace B2 & > i8] T EAI I8P 28 3 72 Citrix Virtual Apps Essentials 2R & f, Citrix Virtual
Apps Essentials iR fEHA Citrix Gateway RS, RS TEIMIMLE.

TR SHINIE

MTAERE TEXSMIEIED RN ER:

1. =M MHREBRPEX—THSTBHRERE. BXGRE, \HR S0M75REE
2. 7£ Workspace BEEHiEE—1E BEENSHRESFAITAEEIETXNERNSHRIES %, BXH
B, 1EIAIR) EESE S HIET .

£ ‘B MipRER" PREESSH RHIEFSE, EAILUE Workspace BLE FIARFEZIET, U7 #RITHEENME
BEREIFEX,

ST REHITR HIERN S RME

ITRERUERUTAZEZ —WE T EX#ITSHRIIE:

« Active Directory
« Active Directory mn<h
» Azure Active Directory
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Citrix Workspace

Citrix Gateway
+ Okta

« SAML 2.0

» Google

BXZRNITEKITRESHIIES ZNESER, 1FHR 22 TIFX.

Active Directory (AD) ERI&EZA# AD tsh E/ D REF 4 Citrix Cloud ##%83. & Citrix Cloud Connector
=8, &imiA Citrix Cloud Connector,

AD plus ®22AFX TEXITREHITEHRIENRIAFHIRERF, TREERETMER £ EN—RIEES
(TOTP) iR AR (a0 Citrix SSO) £RSHIFASHRIENE _BER, BXREETSRNNESHIIEN
_l;l_ Sy lﬁglﬂ iyég{ﬁq_[l«ﬁo

BENSRME

EIEX BRER, EaLUERSHRMEZFER Citrix Workspace WEESHIIEA %, EERN SR ERUM
BT SRR EERTHITRE. £ Workspace itE HENSHRMUEFSEMEESH MiHREEPEENS
R,

5 MANEETEES D REEFASERER Citrix Workspace MEBSMIIESE. B Bt BF Citrix
Workspace EEFHIIEAE, BB

1. E8% MHREEPEERNS HREER.
2. 7£ Workspace it B EXREH1RHE,

EEI LR BRI EEL Citrix Workspace WEESHIIES %, MARKIFESFIR, MRENVNHHNSHIRER, 2L
BN Citrix Cloud 4A4R, wRILUTRITEITIHE R ERETFXAYEX Workspace BELE R FHIIES %o

Saas 71 Web M AEEFMESES (SSO)

Citrix Workspace @3 FiTHEEZRET R EAMBERIZHEESE R (SSO) iz T4k, Citrix Secure
Private Access 5 Citrix Gateway iRz —i2igfitxt SaaS #1 Web R f#2FH SSO, 1EA Citrix Workspace #y%
FRAARLER S

F27T SSO 1h8ES, Citrix Secure Private Access R AR IRIR BB L £HRI. BB L U RMBED . Bx
Citrix Secure Private Access WE %58, 3E4ia Citrix Secure Private Access,

BEEF (SSO) Z Daas

7T SaaS # Web M ABiEF4, Active Directory (AD) #1 AD plus Token EZEITHEZERE T EXEH Daas
M AEFFREEH T SSO.
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Citrix Workspace

INRAITEE T Citrix Workspace W19 S R IIEEEHM S HIRME, WERIUREMEE Citrix B & FHIIE
AR5 (FAS). R FAS, iTHERBRA—REEANANAEIE DaaS, #&fERM SaasS 1 Web AEFE—#.

MBEFER LT SRR EE 2 —#4T Workspace B4 HIE, BESFRA FAS:

» Azure AD

+ Okta

« SAML 2.0

« Citrix Gateway

AR

RIEECE Citrix Gateway A, AIREFREE FAS ki#17 DaaS 89 SSO., %A E Citrix Gateway HNE %
28, 15ipiE E44# Citrix Gateway L8 OAuth IdP 588,

BXFASHEZER, #H5R EA Citrix Be SHRIERS I TEXEAERE R,

B2

oIk

B

o M Citrix BESMNRIERS I TEXBRARERER
o« SERREN . KEENRIERS
o BANEER: RES MRS

A& B E X

November 26, 2023

7&K Workspace BtE B E X33 A FEER B SiE R RinmEs Citrix Workspace =g, A5, ErRILUERILL
HAREHE cloud.com i3, UEM Web xi%28#0 Citrix Workspace [z iR i#1TiA1al,

BEXHEESEM Citrix Workspace EFPHE, 1 BEXENFZEFRRHHAZTH—, BREFFEDE
LMEMBPNEEXSE, RIFEREHREMIRZEE X,

# Citrix Cloud #%f Workspace URL A2 Al BE XA Citrix Workspace, E1EERBE AN
Citrix Workspace AR R, TEZHBEEXH,

XFNG=R
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Citrix Workspace

HE ZEH AL
BRI AD (+Token). Azure AD. Citrix Google
Gateway. Okta #1 SAML
RREH Virtual Apps and Desktops SaaS AR
iR 754 AEied (FE4E Internet -
Explorer). EHF Windows.
Mac. Linux #1i0S RAEFH
Citrix Workspace B2
fERER Workspace Cloud Connector zEBRIEHIA

54 EENX Workspace URL BaR[E

MBEEZXATFBAETBEENX Workspace URL, N&ERUTHE,
TR LVEREAL URL, RAESRERITAIEFHNSBERMBRRNEE X Workspace URL, BREWFTH-

WREAEAERE URL, BB ZETHBEX Workspace URL H##%8RFi DNS 2R A4kLE,

HEFG
o EWEILGERFEMBIEE, BALUERELBENEE. HEMARATFEHAER (your.company.com),
Citrix A% #FREARE (company.com),
« Citrix BEERE B EREE Citrix Workspace FBENI, WEESENEIUERERE.
o BEXFREEAEEM Citrix @if. 7EItahER Citrix BinzETIR,
o EEEIHAMEAE DNS FiEE, EHHREPESHER CNAME iBREFAEELAATE Citrix .
AR
%% DNS EBRE.

o BROKERWIED 64 MFFo

FREEREE N
REBEXERGE, BMAEENR URL FNEFERE, EREFEMER. WHREEZRENHSZHRTE DNS FiEE, 2

REENEEXEZA, BERFFAIEIRERN CNAME 2%,
NRERER SAMLEREISHRER, WEERTIINNTEA M SAMLEEE, BXEZER, 155 SAML,
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Citrix Workspace

AINEE X

1. &% Citrix Cloud, ®it#A https://citrix.cloud.com,
2. M Citrix Cloud &, %1% Workspace i2E, AGEFiHE,
3. 7“7 ®WEM “BEX Workspace URL” T, %% + FINE A,

Add your own domain

@ overview Provide a valid URL:

Enter the URL you wish to use as your custom domain.

(@) Providea URL https1/ ‘ | ‘ [

URL preview: None en

yet

(@ Configure your DNS
(O Confirm that you or your company own the URL provided.

@ Provision your domain
Select TLS certificate management preference

Citrix will TLS certificates for your.
O Add your own certificate
You will for managing and updating the certificate before it ext pires

@ Verity your URL and certificate
Changing this information requires deleting and starting over.

© Domain starts provsioning when you click Next -

4. Bk HR NE LETHER, ARER T—%,

5. £ “Rft URL” TTEPWANEERNEHEZ, EF “WNEHENARMEFRMEN URL”, AREEZFEH TLS
IEPEEEET, WBIAEHERENE, Citrix BIXXAREAR, ENIEBSITREELE, EXEZEER,
BEARMSITIES. 8&5T %,

NRIMTIE EHIMERES, BEIERE R4S,
MREEFREBCHED, WiRBRIEE— NN BEET M.
FECEERIRFE—LatE, ERUFFIEATIIARS, BaUEEEH#TIIFEXH,
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Citrix Workspace

Add your own domain X
@ overview Provide a valid URL:

Enter the URL you wish to use as your custom domain.
@ Providea URL ntioss/ | myva ‘ ‘ citrix ‘ ‘ com

URL preview: myvacitrix.com

(® Configure your DNS
Confirm that you or your company own the URL provided.

@ Provision your domain

Select TLS certificate management preference
@ Citrix-managed
Citrx willprovision and renew TLS certifcates for your domain automatically
O Add your own certificate
You will be responsible for managing and updating the certificate before it expires

£ Provisioning in progress... this may take up to 24 hours. Select Close and check back later while the process
continues.

Back @ You may close this page anytime without interrupting the process

6. MREFEETMETA Rt URL” TiE, “GEMLN DNS” TER B . MREEXATIE, BN 95
87 EBRRAEREEXIEEE U %5,

Home > Workspace Conflguration > Access

‘Workspace Configuration
Access Authentication Customize Service Integrations. App Configuration

Workspace URL
This is the URL your subscriber will use to access their Workspace from their browser. Customize the URL by editing it

hittps://myva.cloud.com Edit

Custom Workspace URL (Preview)
Use a URL that you own 10 access workspace in addition to your default .cloudburrito.com URL. @

https://myvirtualapplications.citrix.com

Select Continue to finish the remaining steps to set up your custom domain.

External Connectivity

al

You don't have any r that require

©

7. 88 DNS EMERENERIFRRTIHS B, AEERENEEXHAIN— CNAME i2®, ZicRiERS
BR48 188 Azure 2B IEES,

i

M “BCEZR DNS” ITESHIREEEEMNIt, RFIPIENTARR:
wsp-cd-eastus2-production-traffic-manager-profile-1-52183.trafficmanager.net

N 1&1E DNS HEE 7 EFBERMANMITEN (CAA) iBR, BERM—PAWFLRNNZ R ENIEE ERIERH
BR. iLENIMER Citrix ARAENBE SR ERIERIBEBMENM (CA). CAA BRIES TN TFFIR:
0 issue “letsencrypt.org”
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Add your own domain

& Overview
@ Providea URL
@) Configure your NS

(@) Provision your domain

<! - |

Configure your DNS

Workspace.
Custom domain URL
[——
CCNAME configuration
Goto: Add 8 CNAME
fy that ng the "I recond” puten.

(C__DotoctCNAMErocord ) Learn mora about croating a CNAME racard

the following URL:

8. 72 DNS Rt i E CNAME i2 R/, ## “©@ CNAME i2®” LUEIEEA) DNS BB R B IEM. MR
CNAME i2RECEEH, N CNAME IEENHZURLIMNEEES,

NRIMTIE EHIMERES, EEERE BRI AAS,

WNRETE DNS RIEFEE T 2 CAA TR, NsHIeme CAARE, #EF ‘KN CAAER” MIIEER
DNS ECERSGIEH., MREMN CAACREEEH, N CAAERE HHFTUSHNEEFS,

W¥IEEE DNS BcEf5, 8& “T—F7

Add your own domain

@ Overview
& Providea URL
@) Configure your NS

(@) Provision your domain

Configure your DNS

Workspace.

Custom domain URL

[E——
@ CNAME configuration

Goto: Add a CNAME

fy that ng the °C recond” butten.

Leacn more about creating a CNAME recard

@ CAA contiguration
2one. @5 0 volld CAA
portal 1o add a CAA record.
Verity that A he “Gheck tor CAA record” button.

Check for CAA record Learn mare about CAA configuration

9. XB—IAIESE. MREEFHRMNECHIES, BFERIECHIERERE HESRHESR.

SORULTIE EHIERES, BBIERE RRARL4EL,

the following URL:

Your DNS management
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WRIERHRATHE.

BRZEA PEM 45,

o ENEDEETRN 30 RAFREER.

o« ENEJATEENX Workspace URL, TEZEERFTIER.
o EBNAABMES BE XHELA,

« JEHER SAN ZAFEENE, RAVFEREEEM SAN,

o IEBOERERMET 10 &,

Add your own domain X

@ overvew Add your own certificate

Provide the TLS certificate information below to add your certificate to the custom Workspace URL.
@ rrovideaURL
Certificate

" ic certif
@ Confisure your ONS Paste your PEM-encoded public certificate.

~---BEGIN CERTIFICATE-—--
your certificate

(@ Addyour own certifica
~——END CERTIFICATE—

ks

(® Provision your domain

Private Key
Paste your PEM-encoded private key.

rrrrr BEGIN RSA PRIVATE KEY----
your RSA private key
----- END RSA PRIVATE KEY----

Certificate chain @
Enter a PEM-encoded certificate chain.

----BEGIN CERTIFICATE-——
your intermediate certificate
----END CERTIFICATE-——
----BEGIN CERTIFICATE-—-
your root certificate

---END CERTIFICATE----

AR
Citrix BB ERERALTLNMZSEERE (SHA 256 KESARA) BEH. BERELITIER. WRE
BUEPETHASENGITHE, ESRRESEITIERID,
10. XERaESE, NREFER SAML (ERBMIREE, BiRHAXEE, £ ‘I8 SAML” TTAE HESFEEE.
EEMREEPEENBIEFN, BEAUTEAGE:

Bt &

2R https://saml.cloud.com

SEIN https://<your custom domain>/saml
/acs

ACS URL 3&3iE28 https://<your custom domain>/saml
/acs
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B &

ACS H##& URL https://<your custom domain>/saml
/acs

B—F% URL https://<your custom domain>/saml
/logout/callback

11, /i3 “RHENER” TELETRNES, HFWIAGENRE, ESIFRSEN, &F “REHHSS,

RENEES BrIEFE LB BTl SR UTERFERNFFRELATTARS, BaUXHRH.

Add your own domain X

@ Overview Provisioning your custom domain url:

URL te provision:
0 Provide a URL hpsy/myva.citrix.com

& configure your DNS

@) Provision your domain [m] spec

B B 7 S5
MEPBRERBRE E XIS T AR B E XigiFE Citrix Workspace, MikREEXEGE, ER8E#A cloud.com ith
#k3im) Citrix Workspace.
iRk B EXIH AT, ERERMER DNS RtEPHiER CNAME 2R
MR EE X,
1. &= Citrix Cloud, MikA https://citrix.cloud.com,
2. M Citrix Cloud Zzgrh, i%3% Workspace E2E > iR,
3. BFFLETFXEE ()& 9pR) EMEERABEXE, REEE “BER".
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Citrix Workspace

Home » Workspace Configuration 3 Access
Workspace Configuration

Access  Authentication  Customize  Service Integrations  App Configuration

Workspace URL

This s the URL your subscriber will use to access their Workspace from thei browser. Customize the URL by editing it
hitps://myva.cloud.com ear @D
Custom Workspace URL (Preview)

Use a URL that you own to access workspace in addition te your default .cloudburrito.com URL.

https://myva.citrix.com
[

Linked to <htps:/imyva.cloud.com>  Default
Edit
Delete

External Connectivity

al

You don't have any r that require

4. 3 BRBEE XS TTHE L2 THESHBINAENRE. SEESFHEN, EF PR
MR B E SR T E— LAY B4 BETT M. ERIITEREE M EFHFREL TR, A UXHARH,.

Delete custom domain X
ple the following:

O wwwa rocora theough your

o . ¥ the deletion.

O You will need to manually update Citrix Workspace apps.

you will his domals URL on
o your
your side.

RMSITIES

1. &% Citrix Cloud,
2. M Citrix Cloud &, %% Workspace E2E > AR,
3. IEBNEHRBEREERESRATHNEEXIHEE,
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Citrix Workspace

John Doe

cifrix coiD:acme

Home > Workspace Configuration > Access
Workspace Configuration

Access  Authentication  Customize  Service Integrations  App Configuration

Workspace URL
This is the URL your subscriber will use to access their Workspace from their browser. Customize the URL by editing it

Edit

https://myva.cloud.com

Custom Workspace URL (Preview)

Use a URL that you own to access workspace in addition to your default cloud.com URL.

https://myva.citrix.com | C

1 Certificate @ Certificate is valid
5.2024

Linked to <https://myva.cloud.com>  Default

External Connectivity

You don't have any resources that require external connectivity

HERIEBRE 30 REEREN BRI, EHNEEXEHBARETRES,

citrix (]

John Doe
cei:

Home > Workspace Configuration > Access
Workspace Configuration

Access  Authentication  Customize  Service Integrations  App Configuration

Workspace URL
This is the URL your subscriber will use to access their Workspace from their browser. Customize the URL by editing it

Edit

htps://myva.cloud.com

Custom Workspace URL (Preview)

Use a URL that you own to access workspace in addition to your default .cloud.com URL.

https://myva.citrix.com | Custom Certifi

A\ Certificate expires in 29 days @
Expires on Aug 1 2023

Linked to <https://myva.cloud.com>  Default
Edit

Update certificate

External Connectivity Delete

You don't have any resources that require external connectivity

4, 11 “HIENR ETF ERFBEXEM E TR () o ®F EIER .
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Update certificate

Workspace URL.

Provide the TL

Certificate
Paste your PEM-encoded public certificate.

-—-BEGIN CERTIFICATE-—--
your certificate
----END CERTIFICATE--—

Private Key
Paste your PEM-encoded private key.

-—--BEGIN RSA PRIVATE KEY--—-
your RSA private key
-----END RSA PRIVATE KEY---

----BEGIN CERTIFICATE--
your intermediate certificate
----END CERTIFICATE----
----BEGIN CERTIFICATE-—
your root certificate

----END CERTIFICATE----

o=

5. AEMIBRELRAREER, AEFRE

NRIMETIE EHIMERES, FEERY BRI ASE,
IEBRIH RS S B E RN ER, AIUTEAEERINEE XiHo

EENEOIRMHE
F2& Okta

WNREMER Okta £ Citrix Workspace iflalf S n1RME, BERITUTSE,
1. BREM Okta LAIMBERITF, IEFIEE Citrix Cloud RN EERF.
2. B MAER, AREXREPIERE NARER.
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oo
okta Q ® BE
Dashboard i
piractory . Applications LR
Customizations v Aasign Users to App | | More +
Applications -~

Search
Applications
Sell Servics STATUS
APl Service Integrations ACTIVE
INACTIVE
Security A
Workflow ~
Raports w
Settings w
ey o
3. #TF#8ER Citrix Cloud WRZAER,
“plntm L oEm gy s «“ =9
4. £ “BARE” SoPEE “RE.
oo
okta ‘ Q | ® B8 v
Dashboard b4
Diractory -
General Settings Edit
Customizations b
APPLICATION
Applications -
App integration name Citrix Cloud
Applications
Application type Web
Self Servica
Grant type

Client acting on behalf of a user
AP Service Integrations

Authorization Code
Security ~ Refresh Token
Implicit (hybrld)

Warkflow -
Refresh Token
Reports ~
i Refresh token behavior Rotate token after every use
Settings B

Use persiztent token

LOGIN

Sign-in redirect URIs @ Allewe wildeard * in login URI redirect.

5 7 “BAgE” B “BR” BHP, A EBEREEE URIFIN—MRE, RINRERIEEUIMIEE, TFEE
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XA E, HEXTRAUTER: https://your.company.com/core/login-okta

6. EFR—&HH, FEHEER URI FII— M HE, RINFREFANEEMIIMHAE, MAESERXLENEE, HE
WARAUTEDR: https://your.company.com

7. BE “RE UEMENREE.

FoE OAuth HEBEMAE
BERT

¥ Citrix Cloud #0 Citrix Gateway &R BIERN S 305F HA Boxd#EEE—#HIE OAuth SKESME B X
RE7E OAuth IEBEKE 7 HMEH, EttBRnIsEsT Citrix Cloud 1 Workspaces Z[aIHB R,
B miEE R Workspaces B8/

it & Citrix Gateway

Citrix Cloud BB RBRUARIRMBENE Fin®H, XLEiEd Citrix Cloud 72 Citrix Gateway i 2HE “5
BIIBREE" > “GHRIE PR, OAuth BEEXXHFIHEIEH Citrix BB R7EERIRZHE Citrix Gateway EF
UJEAFEN

ZHE1z Citrix Gateway &I BHRIRENZ ik D MARMBNEFinEH, XLEIER Citrix Cloud REHER
X EN
FERINTRZAA REEA Citrix ADC #0s& <1780 (CLI) U2 OAuth HRESFIERE XX,

UTER Citrix EEARMEEFE 1D IBANNARRERG. R Citrix EEREEEIERREREFRIE, WE
E# Citrix Gateway &, iTRTERGRINBEANE,
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Create a connection with Citrix Gateway

Copy 0

Copy the Client ID and Go to your On-Premises Citrix When configuration is
Secret and Redirect URL Gateway and input your ID, Secret, completed, test your
and URL to establish the connection. Gateway connection to
Learn more enable this identity
provider.
Client ID: 3dc echd
Copy
Secret: zGr rag==
:
Redirect URL: https://accounts.cloud .com

fcore/login-cip Copy

You will not have access to the client ID and secret later. You will have to generate a new
pair if you lose track of the original. Download the key to save your ID and secret.

f# Citrix Cloud HITUTHE, /A Citrix Gateway #ZEOFRMNEIMY OAuth BB RIS :

1. MEREHEE 2 > AAA-IAREFRE > OAuth IDP, %EZHEM OAuth KBS, AFEE RN
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System

AppExpert

Traffic Management
Optimization

Security

OAuth IDP

2. HIMRREY, E2E OAuth SRERMIRTR, BHS E—FFRZFENIMERIEAR, Citrix BIEHBMFRN B

EX URL o
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<~ Create Authentication OAuth IDP Policy

3. 7£ Citrix Gateway GUI £, gIg@mB#R OAuth BBE 1+

4. & “BfF BaE-—GUIREL, B& “Hm.
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Create Authentication OAuth IDP Profile
vIDF VACtion i
C t D"
[}
' Crot
r L ) nt )
R t URL
1 name.d | /
ue I
wdence
r ent |D her G
me (mins)
Default Authentication Group
Relying Party Metadata URL
f hint
rr‘b'\‘,!ypl Token " \
Signature Service
Attributes
Send Password (i)

5. 7£ Citrix Gateway GUI £, ### OAuth SREEHERIEIM AN ZHIIE. B EIHEINIRS 28,

6. SME “RE” > “EMIRSE > “RE
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ERH<ITRE (CLI)
BERT
MREEHERLHFRE OAuth ZIEMNEIE, NWHEEMFEEHEFHERE Citrix Gateway, #H45/ Citrix Cloud
BB MinEEEREnE OAuth ZIEEHMAEMN OAuth BBEXH, REEIBEEIERARER, A ERAMEIEE
#IAE OAuth BB, BRIEERHITERE, BNREIGXEM,
1. fERAEW PUTTY 22889 SSH TRZE#EIER Citrix Gateway £,
2. gIE OAuthProfile #1 OAuthPolicy. #in&%3EiE OAuthIDPProfile,

"CustomDomain-OAuthProfile"-clientID "<clientID>"-clientSecret '<
unencrypted client secret>"-redirectURL "https://hostname.domain.
com/core/login-cip"-audience "<clientID>"-sendPassword ON

add authentication OAuthIDPPolicy "CustomDomain-OAuthPol"-rule
true -action "CustomDomain-OAuthProfile"

3. ¥ OAuthPolicy #AEZIEMRIIFHIIE. WA EITEIRS S, HRNARRTRERRE, HEFREMNER
BERYMLSTR A 10, FEMHRIEER 20, SESHIIEEMARS 2.

"CitrixGatewayAAAvServer'"-policy "CustomDomain-OAuthPol"-priority
20

[=d=peavE-gy Emld
BERT

EBEN SHIIEEMXAHE HA WX £, OAuth REXHNINZEZAMINESHAR. BERME HA MX%
EnZEZ=ZR, HEE HA X EEiTXEsH<,.

Citrix Cloud BB RAERMA MR MENEZ A H. OAuth REEMEE X4 Citrix BIEN SHIRIERSEEEM
BB, HAEAM ns.conf XHFREBIIMHEHM CLI &5k OAuth BB . T&EM Citrix ADC BF
FRERITIERE. EALBERMAZHIIE. RINAEITEMIRSFONEREESHM TR, BFHROBEEX URL
OAuthPolicy #SEZIEM AN SR, RIFHITEMRS B HIE, MERRBNEFRLHITITE, BNEH
BEIREAMIEE 10, BIERIGERMEE 20, DUAHRRERBIRE X E#TITME,

1. A% PUTTY X#¥89 SSH TREZIEHNBEN SHIIEE T R

show ha node
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2. 78&HWE OAuth BEXHHE HA MXMIEITREPREIZIT.
sh runn | grep oauth

3. &% Citrix ADC CLI B9, SIEFRBEINESH.

e T—p— o
4. BREFEL-DHEHT, HEATKRUERN CLI &<, ZHLTRAWTEEREF R ID NMBERELIZ
OAuth BBEX ., XEEGIEMAMESH.

« ¥ OAuth BB X MR FREH A CustomDomain-OAuthProfile
+ ¥ -redirectURL &34 https://hostname.domain.com/core/login-cip

XX BRG]

add authentication OAuthIDPProfile "CustomDomain-OAuthProfile"-
clientID b1656835-20d1-4f6b-addd-1a531fd253f6 -clientSecret <long
encrypted client Secret> -encrypted -encryptmethod ENCMTHD_3
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-kek -suffix 2023_04_19_09_12_25 -redirectURL "https://hostname
.domain.com/core/login-cip"-audience b1656835-20d1-4f6b-addd-1
a531fd253f6 -sendPassword ON

add authentication OAuthIDPPolicy "CustomDomain-OAuthPol"-rule
true -action "CustomDomain-OAuthProfile"

5. % OAuthPolicy S ERMSHIIE. BINFEITEMRSE, HNELAETRNERR. FERENSHE
IEEPBMFMHIIE. BN EITEIMARS B Z YA auth_vs, IEEFHRIZIMAERIEHIMELLRN 10, RIS
B&fER 20,

bind authentication vserver "auth_vs"-policy "CustomDomain-
OAuthPol"-priority 20
EXPRH!

B XRS5 R — L EAIPREINT

Workspace F£4&

- Bal, BUBEFPNIZH—TMEEXH.
o BENIHRBEHEREZIZIA Workspace URL, @it % URL haedRinayE it Workspace URL R B E X,

% URL DIREB R FAABIRATINGMEL, FIEHIEFTEEFERIA.
o MREELANRRAARFTESE T BENXE, HEIEEMSA SAML 3¢ AzureAD ¥ Citrix Workspace i4ia)4%
FRFITHRINIE, WIMRAEMBRINE BE X, WREEHBRS R LEETEHIH,

SAML

SAML ZFHXFRTFLUUTAGIZ—

« SAML aIAZ[JATF cloud.com &, EXMERT, SAML MERRKEIE Citrix Workspace A ia4RF]
Citrix Cloud BB R AR,
« SAML AIAZTRFEEXH,

Windows hf Citrix Workspace W FBi2F

« EATF Windows #9 Citrix Workspace R #2FhR4s 2305 1 2307 R&iF51thThaE, E# TSN IFIRAS,
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LM TEX

November 26, 2023

EREESR, ERILUERINTREERUTENRIES 22— ETEK#EITEHIIE:

« Active Directory (AD)

Active Directory i< 2
Azure Active Directory (AAD)
Citrix Gateway

Google

Okta

SAML 2.0

XS HIIERT A AFER Citrix Cloud BRS. BXESER, HSR KAER: Workspace 514,

Citrix Workspace £ #5# A Citrix BX& B % HEIEARS (FAS) J Citrix DaaS {2t 55 % (SSO), /A FAS 1y
SSO M TITREEEBRREASMNRIIAEZERETIEXGY DaaS #1758 MEIINEE, XfMER, B8RAE
B Citrix R& B IIERSYN TEXBRESEF,

RN ERS IS A

BEESHRHIEFR, EaLUE Workspace B2 E > 55 183F > Workspace B3 1iEFiE R ERIT A& H
Workspace #1TE {43 IIER A o

« Workspace Configuration

ey

\C

™
m
LA
LA

Authentication  Customize  Service Integrations  Sites

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace.
{.} Active Directory

Azure Active Directory
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BE:

TR S MR AIREFERKIAE D E, HFRSBUTRETIERE R, Citrix BICEESIREI7E R ER
RETER, MREHSLEITIEFERN K28 Citrix Workspace AEFZEFZ Citrix Workspace, iB&ilf
RN RFRENBRER. FRFANESIHE, MR UERRINS BRI EBRER.

Active Directory (AD)

ZUANERT, Citrix Cloud /8 Active Directory (AD) REE T EXMITINE B1338IE.

EFA AD, HFEastt AD ighE/DREFE Citrix Cloud #E#£88, X% Cloud Connector WEZER, H&
i% Cloud Connector %,

Active Directory (AD) <&

ATIRERLM, Citrix Workspace 3B FEHEISHEIER AD BEREMNWIENE-IMER.

SNFERER, Workspace EIRFITHEMNEIMEE ENSHRIELBREFRANTHE, EERZH, TREUM
EREREETEN—REEE (TOTP) fRENSHIEN AR (fitn Citrix SSO) AMHERE. B, THE—RX

RegEm—aigE.

BXEZER, B5H “BRAFE: SHRIE-TOTP” M “BARR: SHEIE-HIE".

AD plus {HHER

Active Directory < SHEIER A TEK:

« Active Directory #0 Citrix Cloud Zalf9iEs, EAMIFIBEHREDRET D Cloud Connector, HXEK
Fi%BA, S0 & Active Directory %] Citrix Cloud,

s EEHIFREENEFEMT Active Directory + SI25HIIE, HXE8, B2 5/ Active Directory
ML hE B A,

o ITIEE A B FHB A LUE ARG &

s AT TFHEMHBIENBREFNIEE,

B

TRERREMRERIT WES M IEFPIRE LTS IR EM H iR &,

BXRE R Workspace B, iTiRESRERIET & Citrix SSO MATERF. Citrix SSO R AREFE 30 EEFMANE
& LEER— T E—HN—RIER,
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BE:

EIREEMIESR, THESNRE—HE 2 IRIIRIERA B FEi . IRFAENATFEMTRENIRE. TXH
EALIRE R ERBE N E S HIRIEE R Citrix Workspace H9<h2, REMEEMEE NS HIRIENAE
FFLE BRBYIIERS 7 R ST E B (D IR IERT < Fo

BimEmgE

NRBITAEFHEREEIMNEEAFTEEMIMZILE (BIF0, MEETIEBASRE), Workspace G2 TiE
I

ol

o ITRAE T UEREMRE#HIT WESHIEFFRANEREAI EEF M HIEE. AFITRERIEEEM—
aigE, FlEmERENIMNERESMIFZAERETMR.

Scan QR or type the following code

»  Apreviously registered device for this account has been removed.
LY
&2 Please ensure you remove existing accounts from authenticator apps.

Cancel

o BERAILIZ Active Directory EMERITREHEBEHIGSE, Ak, BRI SHMNFRAEE> TS, ETX
&% Workspace BY, iTRERBEHEREHRTE,

= Citrix Cloud

« Identity and Access Management

Authentication  Administrators APl Access  Domains  Recovery

Reset Devices for Users with Tokens

Domain Username
Select a domain -~

citrix.nspmblr.com
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Azure Active Directory

M Azure Active Directory (AD) BIEiTHEN TIEXMN B HIGITE U TEK:

- B2 REEENRMAFK Azure AD, B Citrix Cloud R/ Azure AD N BREFMNENEZEER,
E217 EAT Citrix Cloud 89 Azure Active Directory R,

o 7l AD s 238 Citrix Cloud Connector, HHEHEXAIMNRL 2 Azure AD B33,

» VDA hixZs 7.15.2000 LTSR CU VDA g 7.18 HgihrasHY VDA S E & AR 2,

+ Azure AD #0 Citrix Cloud Zialf9iE#%, BX1ER, B0 & Azure Active Directory i%#%| Citrix Cloud,

¥ Active Directory R %l Azure AD BY, A HH4FEE UPN 1 SID £B. IRXLELKBFRES, Citrix
Workspace FEF L THERIG R,

I

e g==N
= .

o MNREFEANIZ Azure AD, ERE#TT CTX225819 I RIVEMRE R, HITILERATHES T Azure
AD AFHRIERBENRK.

« B DSAuthAzureAdNestedGroups EEE, ZIFE—TMHEFMNAS—MENKRE EHE). &
T @ e Citrix 2R IERFER DSAuthAzureAdNestedGroups.,

B Azure AD B4583IEG:
o gL el: HWFREERE, BoiNAREFREAEN, RASRTAFPENER. BREEEEMBFPINEER
mEEESIER VDA,
o« BRMAW: Azure AD BHBIFRUEHAES, MASEAER (SS0), iTiEAEM Azure ERTIEER, #H
72377 Citrix DaaS R alsEEEB R HITH DI,

s3F SSO, &7 Citrix Cloud iE A Citrix XE SHRIERS. BEXFMESR, EFSIHA EA Citrix BKE S HIIER
SNIKERERER.

SR EENX Azure AD IERIELE, BXEE, 1588 Microsoft X#%, & “Workspace B2E” #{THERER
BHENX (#i5) F=m Azure AD ER{&K,

TEESRT Azure AD SHARIEMIRFE,
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Citrix Cloud

1. Users access Citrix
Qoo
6. Access to Workspaces

End User Device Sppes o e inge Workspaces

: 4. User inputs ] [ 5. Redirect backto
| eredentials | Citrix Workspaces

3. Arure login page 2. Wa ce LIRL
displayed redir Ir

Citrix Gateway

Citrix Workspace L #ER 4 Citrix Gateway fFAS M REEFREBETEXMITHEZHRIE. EXELEER,
BEBRANARR: FHWIIE - Citrix Gateways,

Citrix Gateway WWER

Citrix Gateway SHIIEE U TEK:

+ Active Directory # Citrix Cloud Zial#9i&#. EXxERMBE, &SR 3§ Active Directory i%#2| Citrix
Cloud,

o JTIRBEHHZE Active Directory AR A #EBRE T EX,

o MREEFERITHES, WKTEERN AD AFRS FEKS1RME, Citrix Cloud FE AD BEA AR KTH
o

« 7t Citrix Gateway:

- Citrix Gateway 12.1 54.13 Advanced Edition s{EShii4s
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- Citrix Gateway 13.0 41.20 Advanced Edition {E=HrA

o EEHMFRERRESERA Citrix Gateway B{4383F, XBF4EME Citrix Cloud Fasifx 2 & ol EiE
BEFENEFi ID. BHMEER URL,
o EMxLE, FRERNERE ID. ZPEMEER URL B2E OAuth IdP BHI0IEHRRS,

BEXESER, BB B4 Citrix Gateway 1EA SR HimERS Citrix Cloud,

Citrix Gateway iTiF & (KL

2H Citrix Gateway SMIEE, iTREZBIUTIER:

1. iTIRABEEENRRHSMEITEX URL si/Esh Workspace 2R,

2. ITEERBHEEME Citrix Gateway B R0UHE, HEANX LEENE@SEHITHHEIE, A ETIU
= MFA. BX&. £MHipnEEE, B R CTX258331#ERNS BEEXMXERIHE, FHERRS
Workspace &RIEHEE

3. I#HITEMRIEE, BETRTHENITEX,

Google

Citrix Workspace %#%#EM Google 17 SRR EBITIAEN TIEX NS H I,

3F Google MIER

« 7t Active Directory 5 Google Cloud Zial#viE#,

+ 8% Google Cloud Platform #zHI & AR R £ B S . SIRARS W SMEZHUKRER Admin SDK API
BEEULKS .

+ 2% Google Workspace BEREFIAHAMNENERRKS, ik, 2EESTEZIRI IR APl Bk
FERA R,

o &7y Active Directory 385 Citrix Cloud zZ[alliE#E, £ “SHHiANEE TESPBEMAT Google &
BIIE, BoIRLERE, EHNERRUEFELFEEM Cloud Connector,

BEXEZER, BB K Google fERH M 1RMEIZEREE Citrix Cloud,

Google H9iTiRAALR

BH Google SHIIERE, ITHEBEIRUT IIERE:

1. TTRBEEENERPSMEITEX URL st/Esh Workspace M BER

2. iTRAEBWETBE Google BRTE, HEH Google Cloud HEENAZ (Flth, ZESMWIE. £HiH
BERERE) HITH MR,

3. R#HITEMRIEE, BETRTHENITEX,
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Okta

Citrix Workspace %##f#/ Okta fEA SR HIZFREBTEXMITRESNRIE. BXBEEELR, BESREARE
=" SHWIE - Okta.

Okta F9Ek

Okta S4%iEH U TFERK:

« 7 Active Directory 5 Okta B4R 2 iEf0E%.

« BEE A5 Citrix Cloud B2 &fEMAR Okta OIDC Web ZR#ERF. ¥ Citrix Cloud E#Z3I1E# Okta AR, &
TR S LR FAfEF X B ik 1D B P imEH.

o f&p9acH Active Directory 135 Citrix Cloud zZialiviEs, EEHMKRBERE+HEAT Okta HHIIE,

BEXEZER, HSE & Okta fEAFHiRMmEEREE Citrix Cloud,

Okta #9iTiEE 450

BH Okta SMIIERE, ITHEERERUTIER:

1. ITRABSEENSEFEMETEX URL SEsh Workspace MBER.

2. iTRAEBEHEETHE Okta ERME, HER Okta HEEMNAZE (FllN, ZRERFMRIE. FHiHREEE)
BHITHHRIE,

3. RHITEMRIEE, BERITHENIEX,

Okta SMRIFRMHKEER, MARBERER (SSO). iTHMEM Okta ERIIEERITIFX, FHETETH Citrix
DaaS HaJsER B HITEMRIE, 3F SSO, E7E Citrix Cloud 2 Citrix BEE BHRIERS. BXFAER,
ESR EA Citrix BESMRIERSAITEXEAERER .

SAML 2.0

Citrix Workspace #5EF SAML 2.0 SREEITREW TIEX NS HIIE, ErILUERE2kERN SAML 24, 5
REBEXHF SAML 2.0,

SAML 2.0 HEK

SAML S#43IEHE U TER:

o % SAML 2.0 89 SAML 124475,
« 7ith Active Directory i,
o ® Cloud Connector ZBEZIE R EHMANEER A AD 15,
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« 51889 SAML 12 fit@RY AD £65.

BXATEXEE SAML SHIIENESER, 1E51 F SAML (FrSmigdeEiEE) Citrix Cloud,

£ SAML 2.0 91T #&E K3

1. iTRBENK8HSME Workspace URL si/E5h Citrix Workspace M ABERF.

2. ITAEBREERFIHALN SAML SHRHEERNE, THAEERN SAML SHREEZFEENIHHTT
SHEIE, FINSESHIIESFREIHRIERK,

3. BI#HITEMRIEE, BERTHENITEX,

Citrix BX& 5 9I0EARS (FAS)
Citrix Workspace z##/ Citrix B¢ & B IEARSS (FAS) 3¢ Citrix DaaS #1T# S & F (SSO), fE&H FAS,
MR REREKS BORERNITIRE 2R EAERLIARAE Daas.,

BEXEZER, B8R Citrix B & SHIIERS (FAS).

PAIEIE=pE S N o]

A 8B > “F8” THM Workspace #l Azure AD BESHIZ 2. MRITHEXAN KRR MASMER T &
o, ffileResRIFE RS Azure AD BIRT.

BE:

R Citrix Workspace RAECHMTE N R 23 BES, JTHREBRIFEFE Azure AD BIIRES. XHERLBALE
Citrix Workspace @Bl x A fth Azure AD LR,

EEER
o BARIR: TEXERES

o FARNER - Citrix Workspace
 HRIEPBIER - Citrix Workspace

RS EREI TIEX

November 26, 2023

AR 7 Citrix Workspace iRINBRSFTHS RIS R, ZIRBDAFHS .
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1. 7£ Citrix Cloud HEEE MRS, EaLU7E Citrix Cloud Services A% EIE 4 Citrix Cloud BREMIFIR, X
L AR S HEIE R S AR SS AV AR
2. £ Workspace it E > [REERTER (NZH) WEERERSHIFIENNE,

FERS

M ERIBRSS K72 Citrix Cloud EHIERFPUEFFRET. BWEHNRS QIE B2 124,
BEEMEMIRS, BRITUTERE:

1. &%= Citrix Cloud,
2. EERBEMNRSHHEITTIER S8,
3. RERIREAIRBIZIRS.

BXoHERSHNEEIRE, & @i Citrix Workspace iplE = ERS.

M

REEEH—THIRS, AIURBRARET. BXRSDANESESR, &iAE Citrix Cloud ARS AR,

BRRS

RERSRE, EaUEENIERE Citrix Workspace .

IAERT, 1717 DaaS #1 Remote Browser Isolation RESIEEHEA, BIMERT, ErARITIHMNFRE Hith
RS L TEZARS.

} =

AR

Citrix Apps Essentials 5570 Citrix Daa$S 7= Workspace EEBEMRS EMEM R ERA “Citrix
Daa$S”

EHRSEA Workspace £58, EHITUTRE:

1. SME TEXEE > RSEM.
2. EERRSFONEESIEE, ARERE B
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Citrix Workspace

< Workspace Configuration
Access  Authentication  Customize  Service Integrations  Sites

Manage Service Integrations

Services can be integrated with Citrix Workspace to provide your subscribers apps and data on any device.

Content Collaboration

- ® Enabled
sharefile.com
Virtual Apps and Desktops @ Enabled
Gateway ) - Disabled
Web and Saa$ applications feed
Enable
Secure Browser ® Enabled

PRIFRERSEIETEENZRS. XF2RAITEX URL, BITEETZEM Citrix Workspace FEiZERSS
RBEEFN AR,

ERRARSOIIEXER, BFRITUTERE:
1. SME TEXEE > RSEM.

2. EERSFUNEERSIEE, ARERE BA.
3. HIRTE, EF WA UEBINTRER AL EZARSS PSRN B2 .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 95



Citrix Workspace

Subscribers will no longer have access to data and
applications from this service in Citrix Workspace

you sure you want to disable workspace integration for Virtual Apps and Desktops?

Cancel ‘ Confirm

o

EE Citrix Workspace W A1ER

November 26, 2023

Za LUER Global App Configuration Service (GACS) &2& Citrix Workspace N AB#EF. ©rRUEBEERE

MIERERE LEEBREAFPNNAEFIRE.
AILERUTAZZ—RNEIRE (Citrix Workspace) #asith (Citrix StoreFront) FiEEREIRE:

+ Global App Configuration Service BA 5 (Ul):

- BESNARNENRE
- ATHNAEERERE

« APl ZfEf APIBEE1&E, 155 Citrix Developer,

Windows. Mac. Android. iOS. HTML5 #1 ChromeOS FE &% #F RS,

E:353 0

Global App Configuration Service #iFEMEFRAEHRITLUTINEE:

o ARENFRERELERE (BHRE)
s NEIMNABELRERE

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

96


https://us.cloud.com/
https://docs.citrix.com/zh-cn/citrix-workspace/global-app-config-service/configure-gacs-cloud.html
https://docs.citrix.com/zh-cn/citrix-workspace/global-app-config-service/configure-gacs-storefront.html
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started

Citrix Workspace

o EFNEEETPENARERFNARE (B, Endpoint Analysis. ZTNA) F1E=/AHKE ({0 Zoom. Webex)
o ARABPEMEHRMER Citrix Workspace M BIER iR
o ERRLAFHEEE ZHXEHITIR

Global App Configuration Service ¥ T{FRIE

Global App Configuration Service 82— Citrix IP fB 2 AR, BTERENEERZF HENAEFIRE. ©FERUT
REFIE B R ENRERPIRELEER,

- BRIAIMRS: ©EEMHEINARE URL, FEENRELAFEBERMIINEFHEIER, REBAFALE
EERNREZABE URL.

o BEHEHRSMAEER: NELKBEA B Citrix Workspace BEFEHEISERE, SRR EMHAFR
BT A REFRRMR AR RS

o BPIGENAREFISEMER: JUEREEMIRE Citrix Workspace MABREF LHNFRERKBAFIEE, ©EE
TRER. M. BMNRIBET. RIMNAER. SEIfEFILE,

T Global app configuration services ~

Client app settings & policies

Enterprise
browser

Peripherals- Login & Data collection App

App protection audio & display authentication & monitoring preferences

Auto update service (app version)

Agent Management
ZTNA | EPA 3RP party agents - Zoom, Webex

Auto discovery services
(for email discovery & storefront url connection establishment)

wEEMN

HEEBNAEFIREZA, BRI Citrix Workspace AR RARSEFTHETIEERE. EXEZEE, ESH
T

Citrix Workspace i+ & S FER AR Z

Windows HEihRas - 2106, LTSR-2203.1
Mac 2203.1

i0S 2104

HTML5 2111

ChromeOS 2203
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Citrix Workspace MBEFFE SRRk 4

Android 2104

anafEFA Global App Configuration Service

BEEIRE, EESR Citrix Cloud 1P HEMEI Workspace F2E > WAEFEE. RIBERALNBEREHRNBIER
8B, AE, BrILUEE “AhER REFNLHENLE,
= citnx 2 @ v

Home > Workspace Configuration > App Configuration

}Xorkspace Configuration

:::::: Authe ti Cust ervice Integrations Si App Configuration
& Submit Feedback
Workspace URL 7 ~
(XD Procuction @ (“swienvr )
View configured settings N /
figuration Settings Q O Ancroia O chomeos O s 0 ios O mac O Windows
Security and Authentication > App Protection
Updates and Plug-ins
Anti Key Logging A
Enterprise Browser Enabies .
> App Experience
> Security and Authentication Mac Enabled Configured
> Session Experience
> HDX and Multimedia & windows Enabled Unsaved

> Accessories

Resstall to default

R RERRETEDR, LE©REF &R,

EEERERENHE

TralEdET “EECRENKE REXEFINEENRE. IFNLTHTRIRT BNEESIULE, FRIAEKE
RENGESYRATELEEESEEHGERF M,
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cifrix

Home > Workspace C: > App C: > URL C

Workspace URL Production v

@ View configured changes

uratio 85 Q O Android O chromeos O HiMLs O ios O Mac (O Windows
Security and Authentication > App Protection
Updates and Plug-ins
Anti Key Loggin,
y Logging 0 Configured, 0 Unsaved
Enterpriss Browser Enables that prevents keyloggers keystrokes

> App Experience

Anti Screen Capture

> Security and Authentication

d, 0 Unsaved

Enables ant-screen capture that prevents users from taking hots and sharing pace app Ul screens.
> Session Experience
> HDX and Multimedia Anti-DLL Injection

onfigured, 0 Unsaved Vv
e Protects the Citrix Workspace app from certain unauthorised dynamyc-link libraries (DLL) or untrusted modules. If such untrusted

modules are injected, the Citrix Workspace app detects these interventions and stops the modules from loading.
Reset all to default
DLL Injection Exception List

0 Configured, 0 Unsaved

Allows i

luding specific DLLs as exceptions to the anti-DLL injection control. We recommend to use this with care while fully
'8 the impl ' of the DLL added as

Local App Protection

BEERFRENENR

EAHEREZR, BURREFNELNHTREFRZ. AMREFNREHEETEAAREL, EAIEIRE “EERRE
FHNRE” ETRIGFILLTIR. EEEEBMLRENEHRIFHIRRN ER .

Hide Url Redirection Dialog

% 0 Configure v
¥ides URL Rediection disog that llows the preference foopen the URL withinse o 8 and the URL s not
apened anyunere
Maximize Workspace Window )
0 Configured v
by deteuit
Mutiple StoreFront .
0 Configured v
Enabies uses to add muttie StreFront URLS tothe Citx Workspece app.Disaing this seting allows only sinle StreFront URL
Self Service Mode
v
Ensbies Se Service mode Disabling this ccessto ertsce -
Geckion shoriouts
Support Information Link R
Configured v
Hices the Support nformationfrom the Advanced Prefere
Workspace App Window Size N

Detautt window size of the Citrx Workspace 8pp.

App Experience > Data Collection and Monitoring

d drafts that are not yet published in Pr n. You may continue editing or publish now to apply e i
P H Review 1 unsaved setting(s) viscard ) (e

Eh A LB B EH R A MR R EFNIRE.

A Yurae
changes to
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Review unsaved settings

You've configured the following 2 setting(s):
Previous Setings Current
@  Delete Password Settings > hisc
—_— Enabled
@  Workspace app Window Size > Windows

—_— 1024

Publish Drafts

IEERH AP RE

EEY R EESIIRENRS, RESIERUTHE, UEES—PHHREINAR,
- BEEE: ETEERERRENTE (FFHRERSK) HNE
« XMEF: ETEEEERRREFNRENE

Home > Workspace i ion > App Confil > URL C

Workspace URL Production v

< View configured changes

Search Configuration Settings Q O Android O chromeos O HiMLs. 0 ios O Mac

(O Windows

Anti Key Logginy
Updates and Plug-ins Y Logsing 1Configured, T Unsaved A

Enables anti-keylogging keyk keystroks
Enterprise Browser
> App Experience
Mac Enabled @) Configured
~ Security and Authentication
App Protection
4 Wi Enabled Unsaved
Authentication @ windows - @

Security Preferences
> Session Experience
> HDX and Multimedia

> Arrecenriee Anti Screen Capture o

You have saved draits that are not yet published in Production. You may continue editing or publish now to apply changes
A e e e o e Review 1 unsaved setting(s) Publish Drafts

TR SRAYIRERIE T

BRERESEILE, rJRHEBAMEENGL, EERNAERIUERTRIF, ENAEFEENE LBIMREIFRE

HIRE. TR LUERUTEERG .
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o ERIRERRHITIER

TR LB AR EEAFHREINXRFRENIRE, EATEASAFIREAXNRNEHITERENERS %o
o £ APLIRERHITI®R

TR LB N R AP IRERMRIERIRE, WWHEAWERH. ERHIMIEER, AP EBIREREIFR

BEIRE,

EESMRENERTA

WE, BIRENGDSERSHAXMERNTES. XA ENHRAAFRMEREEBE8 ERIBIERTIXR.

& submit Feedback

(D Production @ ( switchURL )
Q 0 O chromeos 0 Hmas 0 0 O wi
Updates and Plug-ins Anti Key Logging .
Anti Screen Capt
~
i
Mac Disabled (B
it
Session Exp:
Windows Disabled (B
> HDX and Multimedia
> Accessories
Reset al to default
Anti-DLL Injection
v
Protects
App Protection Local Filter Configured. 0 Unsaved \/

are not yet published in Production. You may continue editing or publish now to apply changes Review 2unsaved settingts)  ( viscerd ) (TN
users L )

IV IE B

RExLHE, TRFEN NN EEEFIHEMLE,

o EE—RIEFR, REEHMU T

Fa BN BEFR &K E
Windows i Citrix Workspace M FREF &I 6 /EY
iEATF macOS ¥ Citrix Workspace B fR2F =1 6 /EY
EATF HTML5 8 Citrix Workspace B2 =& 3/
iEATF ChromeOS #y Citrix Workspace M ABEF BRI 3/
EATF i0S #9 Citrix Workspace FBiEF &1 6 /B
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T8

iEAF Android B9 Citrix Workspace R 2

BN BEFTE &K E

R 6 /MY

+ 3F Windows #1 macOS, MRFLAFBHHAESHE Citrix Workspace MABERF, MR LI BIEIHILE.

« YRLAFPMEHE Citrix Workspace ARRFFINNABEN, ZNABENIRESBEEH.

N R BRI EIRF

BT Global App Configuration Service 4, *E—&Fa%¥HAIH, FlLEATF Windows ) GPO, RIRTFEE

RABFIRE,

NRiEid Global App Configuration Service BEBEMIRESHMTFATAREMNIEE 2R E R, MRUTIRF

RZFIRE,

¥a

Windows Hi Citrix Workspace [z
BiERF

iEATF Mac B Citrix Workspace
iR

BT HTMLS &9 Citrix
Workspace W B#EF

EATF ChromeOS # Citrix
Workspace [ B1EF

iEAT i0S B9 Citrix Workspace Rz
BiEF

AT Android #9 Citrix
Workspace M B#EF

S P R A

StoreFront 1=

StoreFront M=

StoreFront

=

StoreFront

M

StoreFront #1=

StoreFront 1=

IR

AT R (GPO) > Global App
Configuration Service > it &

MDM > Global App
Configuration Service > A%
INME

Global App Configuration
Service > Configuration.js
Global App Configuration
Service

Google EEXEL > Global App
Configuration Service >
Configuration.js

Google E12%#E > Global App
Configuration Service

Global App Configuration
Service
Global App Configuration
Service
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PR

+ Linux ~3%# Global App Configuration Service,
+ £ Windows #1 Mac £, EFREEFRMZ N #F Global App Configuration Service HIR B .

HthZ R

+ %TF Global App Configuration Service B9 AR &R

o ENEAMAE: Global App Configuration Service i€ E#1TH

o MEMTSREIXH: A Global App Configuration Service
o Citrix I18E/Y4B: Global App Configuration Service

RRERNABERIKE

November 26, 2023

B

& LUER Global App Configuration Service (GACS) A= ABEEE Citrix Workspace N ABiEFIZE. ©
AMENEERERENERBE RS LARKBAEEMEE Citrix Workspace R K. Windows. Mac.
Android. i0OS. HTML5 #1 ChromeOS F & % #51thAR S

MEEMY
« ik https://discovery.cem.cloud.us #ZFaAligE,. XEETFHEFHHH LI Global App Configura-
tion Service IEEBITFIHEN,

« HIAEERAE Citrix Cloud #kF, 30R&H, &AM https://onboarding.cloud.com/ #reliEkF. &
XEZER, B5REM Citrix Cloud,

« WIEHEREITIAT Workspace,

NN

SR IBREM Citrix Cloud tkPH M Workspace B2 & > WABREFEEPEREIRE.
TEREIREZH, BERILEET AT UTINR,
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Citrix Workspace

« Workspace iTi5: €l Workspace URL £E Workspace iTi#l. MEEEEITIH, NEARNFMES =M
P&,
& R BE B B AL B A A i R HYE I,

« Workspace URL: fMR&iTiElT Workspace Bik%FM URL, NMsERUTRER, EalEE ‘REEMK
FABERE” TR “FrR” KeIZEr URL,

REIRE

ZaT UM Citrix Cloud 17 E2& Citrix Workspace ARFHIZE. MREANENARRE TS M AEE, e
UBMEEES M AEE.

1. #ifE Citrix Cloud H#ERER Citrix Cloud £iEER.

2. Sz Workspace itE > WREEFAEE.

3. g ‘U URL” LUEREANHEEBSENNABE,

4. NEEENNAREE URL JIXG, EERMGIRENNABE, AGEE “REFE

= citnx a2 @ v

Home > Workspace Configuration > App Configuration
Workspace Configuration

Access Authentication Customize Service Integrations App Configuration

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out end-user settings to on-premises and cloud stores from one location. Learn

5. RIEEHNEREXEETEHIRE,
6. B “RHER UREFRE.

P =

ARER BN A e BB E Citrix Workspace L AIEFEFif, BXBEZEE, BESHRNEMLE
SpTES

REETHEFHANAIN

ETHFHENAIRSATREBFEREBFHFULEIER. tIILTHFREXZABE URL.
BNCNABEBRILARS, EFBERTUTIR.
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Citrix Workspace

1. FEAL

2. g E URL AYBRSY

BRI

EFEEAE, BHITA TR
1. #3%| https://adsui.cloud.com,
2. SHEIAER > & > 7R,
3. MAEREEERMNE (fld, ace.example.com),
4. BEHHIA
5. EFIRR LETH DNS <h,

6. ZeIE DNS TXT i2R, iFHEIRS MBI H70 DNS <5,

7. BEFFRWIEIIE, BHITUTERE:
a) SMEIERA >,
b) HAERMMIRE, RAEREHESHE,
C) %EF “WIHE,
d) g& “Fs4 DNS 1E”,

WiEsThfE, BREBRER/RM “FiE” By ©
BRIE",

Bl % URL pypsst

SAEIERR > 1,

REEAMENAR, ARRHERSRE,
BE “RMEMARSS2E URL™,

NG ERGT BB AR E URL,
BHRE.

ok wpn =

AN BEEREIRE

November 26, 2023
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Citrix Workspace

BhR

ZAILUER Global App Configuration Service (GACS) hz#thr FrEELE Citrix Workspace N BEFI&E. ©
AT EERENIETE RS LARKBPEEMERE Citrix Workspace MA#2F. Windows. Mac. Android.
i0OS. HTML5 #1 ChromeOS F&x#F Global App Configuration Service.

BEEM

« Hik https://discovery.cem.cloud.us #ZrAiAE, XEETFHEFHLHH LI Global App Configura-
tion Service IEEEBITFIHEN,

« HiAEERGAR Citrix Cloud P, MREFEHKS, WaJLM https://onboarding.cloud.com/ &8l
B—1, BXELER, E2HEEM Citrix Cloud,

o FEAHIFEF, BAFAERR URL, AT HEREERE. BXESES, wH5H~AH URL

NN

BRIBAMEFMENIGE, BEREM Citrix Cloud kP H S 2] Workspace B E > WABEFEE.
MREETRE CH StoreFront URL EFIEN, NSHEIMUTRR, EAMEEDFKRESLE, EXEZER, &
BRAREIREHS

= citnx 2 o

Home > Workspace Configuration > App Configuration > URL Configuration

‘ StoreFront URL Frududmn

@ View configured changes

Q 0 Android O chromeos Q Hms 0 ios Q mac O Windows
Updates and Plug-ins Auto Update Architecture . Lo
Atlows admin way itecture of buld should user Auto Update
Enterprise Browser
> App Experience
s Auto Update Check
) Configured, 0 Unsaved
> Security and Authentication Specifies if the update check must be manual or automatic.
> Session Experience
Auto Update Defer Count
Y

> HDX and Multimedia
Specifies the number of times that user can defer the notifications for the release updates.

> Accessories

Reset all to default L i 0 Configured, 0 Unsaved \/

the app must

Auto Update To LTSR Only

Enables Auto update for Workspace App LTSR

MREHAKAEFRESH StoreFront URL BIFRER, MSHMUTRE, RTEEXSREZRIRIPEN URL, BX
BEER, BEAAAMEESR URL,
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Citrix Workspace

=  cilnx

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access

Authentication ~ Customize  Service Integrations App Configuration

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out end-user settings to on-premises

Configure

e @ ¥

Workspace

Name

kifkie4dOdod4.cloud.com

and cloud stores from one location. Learn more

Don't see your Storefront URL listed?

You must claim a StoreFront URL before you can configure settings. Learn more

Claim URL

AEEAZSHY AR IERY URL

AN URL EEEIREZAT, 5 URL #1758,

£ URL, BHITUATRME:

1.

#i1E https://adsui.cloud.com/url FERER Citrix Cloud EiEE R,

SHnEIEE > URL > 710 URL,

MANEEERE URL,

BEHIA. HIEIEHBEED,

=W

MRAHIFIERREE NetScaler Gateway, MEETERITHRIETE (MPE S FR) . EXMHERT,
ERBRIENTBRITIRE 15 4, HRARINWZFHE, SHENEF ID MEEARR URL

a

QO N T

- D

> 0Q

)
)
)
)

T o = =

EFEHEORERNSH,
72 Citrix ADC Fr eI MAC B N E & (ERIImR & 58K,
LIRS EERINNEBR,

NBEAERMIGERRET NetScaler Gateway, NATLUGERU TS BRIEZHN URL,

#®ZE https://<customergatewayurl>/vpn/CitrixClaims WIEERINERNE SFHrEED

BRTIER.

IR[EAEEA > URL, #EIEHRMA URL,
BEHEEHM URL NEKS FZRET.
W “I83E URLY,

BE “FHAFRKNE” DUFFHRRIIEEIE,
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BTG, BREARERHN “FAIE" By “BRIE .

EIRE

A URL G, A LIERE Citrix Workspace B BEEFMIEE. MEBANRABERET ZMNARE, WATS5HR
BT ABERERE,

1. #ifE Citrix Cloud NP HEREHIERER.

2. &%l Workspace Fi2& > M HEFERE.

3. 2F ‘Uit URL” LUARERHEBEIRENNARE.

4. NEEEMNNAREE URL FIRT, SEEMGEENNABE URL, AERE “RE

= cifnx P v
Home > Workspace Configuration > App Configuration

Workspace Configuration

Access Authentication  Customize Service Integrations  App Configuration

About App Configuration

Centralize your client app management across all platforms and endpoints for managed and unmanaged devices. Configure, test, and roll out end-user settings to on-premises and cloud stores from one location. Learn

ront

2 * 2 2

5. RIEEHNEREBHREETSIEE,
6. B “RNER UFRELE.
AE:

ATEEBE L\ A BE IR B3 Citrix Workspace WRRFEA M, SXES(ES8, BLARNEHEE
BOSREE,

REETHE AL

ETRFHENRARSATREBFERERFHFIEIER, tIILTFREZADE URL.
BNV ABERALIERS, BFEERTUTIE.

1. =R

2. g E URL AyBRSt
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Citrix Workspace

BRI

B, RHITA TR

=

. B3 B A MRS,

2. SAnZEIAER > 15 > AN,

3. MANERERPRE (g ace.example.com),

4. BEfIA

5. ¥R%E LER DNS <h#E $I5I 51 IR,

6. E6)i2 DNS TXT iR, BERIRSEMEIIFHARM DNS <h,

7. BEFFRIIEIIE, BHITUTERE:

a) SMMEIER >,

b) BREHRMNIEE, REEELEIESRE,
) EE “WiHE,

d) ##E “Fih DNS E”,

WG, BRRBREEM “FRIE F8 “BRIE .
AR

&% eI AR 10 MEE, MREBRFETL 10 MAE, BEKER Citrix EFHREHENZEF 1D 1 URL,

B2 3] URL B9pRst

SAEIERR > 1,

REEAMENES, ARRHEBSRE,
BF “AMEAMARSEE URL",
WNGERSF BN AEE URL H R

> wn e

M STE A E

November 26, 2023

ENBARFERREZH, CTUVAEHER. STUECRITRANSE ST EHINETIE.
MR TEE R BN T BB PRI RO RN, FHRE T AR HEE.
BNHENEE, FRITU TR

1. #BE= P HEREM Citrix Cloud EIBE R,
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2. ©fnz) Workspace i E > WREEFEE.

3. RUNHRFXRIDRE WiRSTE, FRIANERT, ERER “EF7,

=  citrix 2 o v
Home > Workspace Configuration > App Configuration

Workspace Configuration

Updates and Plug-ins Auto Update Architecture

Enterprise Browser

Auto Update Check

Auto Update Defer Count

Auto Update To LTSR Only

4, RIEENEREBREETFENIEE,
5. RiE, EABEE “RHER UENRSHERAHRENILEE,
AR

Global App Configuration Service (X&ZHE N EERNMEE, —PMBESEE (BA), —M2MHEE,

ERZLBAFPIRE LREMES T
Windows

ENAEERE Windows 8% EEXMEE, AP EECIRUT MR,

Path- HKEY_CURRENT_USER\SOFTWARE\Citrix\Receiver
Name- AppConfigChannelName

Type- REG_SZ

Value- testrolloutchannell

<!--NeedCopy-->

Mac

2% Macig& LA EBREXWEE, BRREERTUTIE,

1. FERALT®4&E Global App Configuration Service Ui i@ERIRFR:
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defaults write com.citrix.receiver.nomas GACSChannelName

testrolloutchannell

<!--NeedCopy—-->

2. AU THSEHBS Citrix Workspace Helper:

launchctl unload /Library/LaunchAgents/com.citrix.ReceiverHelper.

plist

launchctl load /Library/LaunchAgents/com.citrix.ReceiverHelper.

plist

<!--NeedCopy-->

REEMBE, AR EENEE,

ios

E7I10S ®ELNHAERRAEXNWERE, HRUTHIREME,

1. &% Citrix Workspace R EF.
2. FifE 98 > ‘B > ‘NAERFEE".
3. EFENHSE,
4. BE, EILUNAEEREXMNEE,
520 -
< Advanced
Default v
Test Channel

(ML 57E)
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Android

Z7f Android & & A BB REXNEE, HRUTS BRI,
1. &= Citrix Workspace R EF.
2. @it RE” > BR > ‘NAEFEE".
3. EFEMIAIE,

4. |E, BALUNHERREXRE,

App configuration

@® Default

(O Testchannel

CANCEL

(MILSRIE)

E12EH Workspace 18

November 26, 2023

AR TITRE NSRS 5ETER, Bitie T 158 Workspace (R3H BE XET, HAEILERIRE T R
VE

Workspace i5a]#% R

ITiEE R LB MR A=A 1E Citrix Workspace:

o BEHEILIEX URL 8935588,
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o ERREFEITREIRE LM Citrix Workspace M HERF,

K BT B8 1R A PR
ITRAEEED N KIS E RN AERRMRA Edge. Chrome. Firefox 5 Safari. P AT LU fE(1# Workspace
URL Rz TN TIEX, BXEZELR, iE5H Workspace Browser &1,

ZINERT, IT1EX URL & FTERARS, B@ER: https://yourcompanyname.cloud.com, X
f2& Workspace URL M1 8, &5 Workspace URL,

Citrix Workspace B2 R

Citrix BB R R Citrix Workspace MBREFIHIEIIEX,

Citrix Workspace M AR 2 A RENN AR, BBAT Citrix Receiver, aIEF&RRE—8 Workspace A
FR@E (Ul) BR&ER. Citrix Workspace B2 ERTEMIRERS. BXIFMER, BB Citrix Workspace
[ FERF P X,

MRE—BEEER Citrix Receiver, &S B P 742l Citrix Workspace R R#ERF, WEMIIATUERRE
Workspace BF REMEE. BX&ZF&H Citrix Workspace AR HIEEMEZE R, &S Workspace [
ﬁbylj%éo

BxRiAELE Citrix Workspace BREFHER, EHE T Citrix Workspace FZ 2R,

st F T iER % Citrix Workspace M AEFRHMIEE, EHATF HTMLS 89 Citrix Workspace A2 F BT %A
HTMLS5 B9 S SRR i,

Workspace FF REMIEE

MEF. WRERHE Workspace 14538, 1TIHE R UEA R RE A ARG SR,

NEERF. NREEANRFHMAR Citrix Workspace RB#ERF, WEHENAF RAEFERTEANADHTEE
o EEIREsEIEDIBMRAR Ul
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Citrix Workspace

-
@ citrix Workspace

(G, Citrix Workspace Q. Search Workspace

Good morning, . -
Friday, March 22, 2024

Home Apps Desktops

Quick access

& oy 7%

o . —_

Enterprise Browser Azure - APAC Chrome Outlook
Managed Desktop

Web Desktop Desktop App Desktop App

Powered by CilTIX

Citrix Workspace FAF RE® & LU TINEE:

BRES (SSO)

0o
@0

1

k

Slack

Citrix Workspace 23358 B RN B S E R (SSO) WL, TNEEH M S KI8T,

ils!

NMABERF. KE. X, BFEMESDR L kR BRET. BHEOETESFAESMIRFE.

®E

ITi&E @IS %EE Workspace Ul A L ARECE X4 ERET IS AR 9887,

B BT

ITAER LUSRE LRFIMINNEEX S, MRKIGEDAKE, WEGRIANETITEER Active Directory 7R

BIRBIET.
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BR

RAPREMBHERTAMERIERPNMERR, FATITHEEEMERERPITANEER. BRELEE=
NFE

‘BT M CWEEE” LE

TTHERTUENAER. KEMXAN “&iE7 M WEK" MEZEHTER,

T LEE “WE*K , LUETE Works pace BRBE R ILThAE IR B AT #iTHEERR R A, B X7 Citrix
Workspace /B BFIZA “WEK" hEEMEAER, 1E518 nirliEs,

WESHWIE (RI%E)

TTREB R EMEILE, AEAEETE Citrix Workspace RERNESHIIE, TEEMIEE+, Workspace &R
— NI, HITREERSHRIENAREFHITEE. SHRIENRREFLIUERE ETaE— R (TOTP) 15
#, N Citrix SSO,

AR

AT IR FERGEME R, Citrix BiIUESLEBIRGE LT EHRE Citrix SSO .

EZIMWESHRIE, H51RITHE:

1. T3S, SME3 Workspace BERIE, ARIER G2

2. #domain\username ERXHWNBFR IR LFBF IR, AEER “T—%", #A&E, Citrix Cloud
SATIAE XX —H O S IR ILIERB Y B F IR,

3. HIRRETMALIERSA Active Directory ik 83, RBER “T—57
BE:
IIERS R —MIREYShE, BMEAA 24 /08y, AT EMBFRNIES. ITRERSERLRDEINESH
WIFERETEX,
4. EEHRIERNBRERFY, PE_AEHFmALRIEE,
5. % ‘=R HEBR UERIEMR.
SeRCEME, iTREERLURE Citrix Workspace ERE, MAE Active Directory EiE LUK BHIIERN BEF+
BRI,

REMBEMLE ENS DN BER ERIRIERA BZFINES DIEN . ITRERSEREMIEFRIX
BYIImBY HE F R <R
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Citrix Workspace

BEX X

B LU7E Workspace BBEHARFAF BEX TEXMITRERE, WHBHENARER,

o BEETEXE EsDR M R(F FREEEERERM, B8 BE X TIERKE,

« EEEXTITEXEIMNE (BEFAFMBEXER), EHE BE X TIEXEIIMNL

 ERFITHESHIRNREAR, FIMNAFTIREIZWERNBEHMRE, HHREEX TEXZH,

s EREXNRBRIMNLLER, BEREENLEMEMER, RIANLTLRKREOIEENNE. FREBNRLAF
HZREEEILE,

B
BEREMIIES ARIHEHAERER

ERFHRIEFHEG, BRNITAETRSEE—FEIRHES, ITHELIUEH Citrix Workspace i 5 235
Citrix Workspace M2, REEFFALN 5 DWHAEBRER. AR, TREATUERFMNSHRIES EZER,

BXEZER, BHR EENESSHEIETS %,

BEARSITIAERIE

MBLEEEXERSITIE, WTRETEEEFRIFAM Citrix Workspace M AREF. ERIFIERT Windows &y
Citrix Workspace 2R, iBHITIUTIRIE:

1. HEEE Windows R4 H Citrix Workspace BT, AEiER B4 EEM > 28 Citrix Workspace,
2. THEATF Windows 9 Citrix Workspace [z FIEFHIERE tkP > H .
3. WAIEX URL, RE%EE FHlo

S AT LUET R S a8 RIFER Citrix Workspace M B1EF. SIRMNSEaSRIH

1. HEEE Windows R4E&H Citrix Workspace Blfr, AGiER B4 E%EM > 2& Citrix Workspace,
2. 7ENEEEsHmAN Workspace URL HE S,
3. M IRE” > “HPIgE” > ‘B4 > “TH Workspace itE” THE BN

ERETH—NMBER or XM, ZXHETERRMEEN A Citrix Workspace R B2

BEXTEXHISNR

November 26, 2023
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Citrix Workspace

BHEX Workspace AF R H

AHTAMMBESEMEE > BEX > SRR ETR B EX TIEXBI5MNL.

FREAWEERETFXBENHT. ST ANEERNRY, UehRHAMESHERER.

(=0 BEORST RARY SRR
EREAT 480 x 120 &% 2MB JPEG. JPG g PNG
BEREHIT 340 x 80 & 2MB JPEG. JPG g PNG

EE RE B, WIEXINFMEIE LRI B4R

BE X ERIBIAER

AMINETREEERET. TERBITUMITHAETEREEING G, ERAIUARANETEELHP— BoHEE T

%o
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« Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites  Service Continuity
—

Appearance Features Preferences

Customize how subscribers will see their workspace.

Default Appearance
Sign-in Appearance

Logo

(&) Citrix Workspace

After Sign-in Appearance

Logo

This logo will appear after sign-in.

o}
<conPoRATioN
Colors
These colors appear in sign-in screens and within the workspace experience.
Banner color: Accent color: Banner text and icon color:
Preview
This is how your workspace will look:
Q Username 7
£ Home
Apps
Apps > Recents  Favorites
—
Desktops >
Files >
App Title App Title App Title
App Title App Title App Title

Reset to Default

Appearance themes

Apply an appearance theme to override the default for a specific set of users. Learn more

+ Add theme @
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BEXERINL

NFERNE, ERESRET. EXRNENERID (BFEHE) FRFM.

9
Citrix Workspace

Username

domain\user or user@domain.com

Password

Enter password

TR IMRFA VB LB E . EMENAR RERETERYAD A 8874 Citrix Receiver AREFH

BT

AR

BRETHNERFRZMERE=H FHRME (90 Azure AD 71 Okta) SEIEX#THHIIENAEF,

BXIMABEENX Azure AD EFRTTEMESR, E21A Microsoft 34, BxM@MEE X Okta HENEREN
=8, 1550 Okta FF & &,

f&xk e LB E X TE Citrix ADC & & A~ Workspace it 8 HEEERIZAc#h Citrix Gateway ERTIE. BXE%E
B, B8R ZRHAIRPLNE,

BEX TSR

ERBHABEITAEEREHRELERE EANEITER. FR7TERTERKERIN, EERUEX TEXREE.
BEEURXEHERE .
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Citrix Workspace

BIEZ I EENXEDR
BHE:

X2 BEAIhEE. WREMZEA R Citrix Service Provider f8F7, MEXAFIAEHSHWER(IE. Cloud
Connector M % A Active Directory i, Brifz#HH=HRMAE. Cloud Connector 1% A Active
Directory & (%%7) & Citrix Service Provider 8/,

TR E AP ERRE S Citrix Workspace TEHBEEM LR, XEBEX FRERIATE FHENRHHT
Ho MIRKREZNER, WME RN TEREBTFHRERF.

« Workspace Configuration

Access  Authentication Customize  Service Integrations  Sites  Service Continuity

Appearance Features Preferences

Customize how subscribers will see their workspace. Edit priority Add theme

Default appearance
PP AcME Edit

Applied by default to all users not assigned to another theme.

My First Policy

Ll .
cifrix - =
r group Priority 1

My Second Policy - .
(€ Citrix Workspace eve  Edit
luser group | Priority2

EEEEXER

BEERNETETAMENE-—NEEXER, HEZERHETHRIIAINLERD TRRINER,
MREELERNTETEDE—TEHEX TR, HEFNA TATIRE LHHHN £,
1. BEEENBEEXEH:

a) LEEM BF (F1i%).
b) EXi#iE. OF. XFMERAE (7).
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Add an appearance theme X

»\Doly an appearance theme to override the default for a specific set of users. Les
mo

After Sign-in Appearance » Theme Details

Logo

This logo will appear after sign-in

@ Citrix Workspace

Calors

Thess COLONS ADPASI In SIgN-in SCreens and WIthin tha WOrkSpace Sxpenence.

Banner color. Accent coler

Banner text and icon color:

Preview Cancel @

2. ERTFFFREESHNZERRA—IERXBER,
Add an appearance theme X
Apply an appearance theme to override the default for a specific set of users. Learn
more

After Sign-in Appearance e Theme Details

Name your theme

Division Name, Department Name,

Assign users and groups:

Select an identity provider

Okta ~

Search for a group to add

Search for a group Q

Preview Cancel @

3. BRAPANESLER

a
b
c
d

REIETR, BEFRFHRMERES,
BREANZBEXETENAF A,
FIZEZHMMS (+) 3248,

)
)
) &
) WERMFRRHOSMEES HITIE,
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Add an appearance theme X

Apply an appearance theme to override the default for a specific set of users, Learn more
After Sign-in Appearance Theme Details
Name your theme

My First Policy

Assign users and groups:

Select an identity provider Select a domain

Active Directory R

Search for a group to add

group Q

User groups (1)

Group 0]

4. EE MK UEBITRENENIERNEZ. THERTFERER.

=W

NEELFIERNERIENEERAFRE, I Workspace ST ERM K.

5. EESRE 13 4 DBERMEFHEEX L,

fReEREENTE
N EREERTSAEAE, SMBEPAARESTRNIENE, E8ETEE E TN EWEN T RILHTER,
SEENITAEES S T HLENEEH T,

BT

EfFEHEX TERNENRERLIEER, YIERNETETEERTIHSIEEX TR,

1 EFFEFRAE LA RMER FAE “RELER .
2. EAILLEE LU TR A N2 — X EEB R SR TERHF

o ERASMEEANF .
o EAFAREMBNFRETIRB L THER SN,

3. EMMTEmE, &R R®REFEITE.
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« Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites  Service Continuity

Features Preferences

Customize how subscribers will see their workspace. Cancel Save order

Default appearance

My Second Policy . .
v o cifrix Y
My First Poliey @y(ltanolkspacc ‘f‘
lusergroyn | Priority 2
HEXIT{EXEL)
November 26, 2023

£ “Workspace i2E” > “BEX > ‘B’ HEEXITHAESHIFRMRZREA.
INREBTEXFME REIH Workspace BETUARARARMER, 1FiAIREE X TIEX 2 2R,

MREBAENERFMERBIEXING, EHR 5EXTEXEINL

RFEE
AFEFIRETRSET Web 55883417 Citrix Workspace B9iTHRE I RE, FERAZEH Web 3% 23351 Citrix
Workspace B, Z#FEF, ERAAMRERN Citrix Workspace RBiEFE, BEFRAA.

BREERE, FEHRUETRSIMFEERFNRE L. KEERXGTHIEAR, FERITHEZSISHIIERN
BRPIRENZARITING. MEMNEIBEHEEITINE RS LM Web 7%i28 LocalStorage B,

MRBAER, WITHE T RBEH Web %285 R Citrix Workspace BHEERRINZ IR, Lhoh, iTHEER LUED
ERRE Web 355238 PavR S EURR F ohiB MRX L8R,

FOVF UL

B8 Workspace EE f2# Workspace {A3aiE P o] LA T IRE i WEA BCE YR A R B F S m A
Bo BUANERT, “AFKER" it FBARE.
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Citrix Workspace

AR

o WF—LWEEF (1£2017 F 12 BE 2018 & 4 BHAEMEA Workspace) , “AFKEFR" BRikA

‘B, BERRLUREMAEITIRE BB ILIIhEE.

FVFUREYIT IR B (AL

BR BN &, iTREDUERSK GFRFN) ARFNSE A EZ LANERERRIRS 250 1 KiExK. 4
EERWHEEN, EaNRBEATNERIAR.

@ Citrix Workspace

@ Citrix Workspace

Good afternoon,
Sunday, March 24, 2024

Home Apps

Quick access

Azure - APAC
Managed Desktop
Desktop

1

k

Slack

Web

Q_ Search Workspace

&

¢

2™

Enterprise Browser Chrome

Weh Desktop App

e®%e
[}
Jira

Web

b

Outlook

Desktop App

MRITHAEWRNZF BT 250 1, W “SRFHOUES" FHMER (SR ATREEGL LR B &R W) o

ZHE, Workspace ITHEEFRINARFNKSERAF ENES, BEFISHERXLERRN “FRERAER f 1K
mE” FRBE, WAEFMKE WX Fomfbs, REERBA WEx", NaikE,

3 =r

AR

MREENITHELTEZ RPN ERENRE, WASERMEZPRREES,
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Nz A2 AR E K 1A

FHERARALUEA Citrix DaaS 189 KEYWORDS : Auto #1 KEYWORDS : Mandatory 88 (HIE > BRE >
FFAERF) BAITIRERNKENERER.

Studio Identification

Identify this application.

Application name (for user):
| Callculator |

Delivery
Application name (for administrator):
Locati
e |Calculator |
G
= Description and keywords:
Limit Visibility | KEYWORDS: Auto I
kileType Assoctation This is the description that will be seen by the user. You can also use this field to enter keywords
Zone for StoreFront.
Learn More

ok || Cancel | | apply |

« KEYWORDS:Auto. [NAEFESKERARINA WK, 1TiE R SRR Wik,

« KEYWORDS:Mandatory, MAZFRHIEEHFNA iRk, iTHRAETESR Wik, BHENAREFNS
ERET—MHEMNERER, RREFERIUEE.
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0

dossan
Jaa

::.U

Calculator

Desktop App

AE:
MRENWBEFRENER “WE” M ‘B XBF, N “WiE” <BFLEX ‘B X8BF, HFETERER
R B2 S = .

NFREFEE “DiE” XRFHNBEFNESENITRE:

« ITA#%E REETE Workspace WEMSMBEBRTED NARER UE. KEEXTEARESSEENSES, BANA
EFEmMERmE LSRN EEFEEEX,

o ITAEEERNEERE WEK" ET+. NET ‘S’ &I+,
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NEAFERRERERE %

TRAILARBFRERSER £01, UNEENAREFIAR,

YAFPNKRE LB 20 MNAEF, IER. MRAFPE 20 MRELHNARR, NUITREI—NRES
FRANIE ZRIETBI R E.,

EREIRE, 15%5 Workspace Bt E > BEX > 5. FREIRE, AFRBRSME £0. MREXAFX, WA
FPREZHEN NAERF UE. RAERT, AXETFABRSERZPELTEARS.

Workspace Home

Enabled

Home provides quick access to favorites and recently used apps and desktops. When disabled, favorites are still available from the
individual tabs.

D | understand the impact on the subscriber experience. Learn more

BEpBERHE

BaEshEmER T aMIAE Workspace BLEf £ Workspace ABRMEF ., ZENER{UERF MR KSR T
EX,

Automatically Launch Desktop

Disabled

Enabling and Disabling Desktop Auto-Launch
When enabled, a desktop automatically launches after sign-in when only one is available.

2 (BN, ZIRE=MILE Citrix Workspace EiTHEZE RN EMEHEME. TRAESAEEREFHEHE
Mo

BRE, IRITAERE—NBENEE, WiZEEEEITREERETEXNB6hEH,
A& Workspace BHIERE WM, iTRENNAEFHIIEMEE.
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AR
Zit Citrix Workspace Bat/Esh<im, @il Internet Explorer ifia)izih S r93T & 2910 Workspace URL
AN E 22t PO BB R B RIS i == K35

KEgiRIBERIE

% Workspace BEERERBES SHREEFN, SHRIERIEREEFRHEZHSHREDT. KaFHRHBS
EIRB AT RITHAE A RSRER. BA BN B, YFEHH Workspace 2iE8, Workspace =3&#Im 513
RHUELHERRR. BAE, NRBIBEMKIEHR Workspace, NASIRRITHE RS HREEHITERRIE.

INREAIIEEH BEER Azure AD #TTEX HH1IE, MNEMEITHENSIEFEEN Microsoft SHIIES
g, BARSRTIRNERRER. BXEIRNESER, H5F CTX253779,

BN AR M SE

E#inie) Workspace BE2EfM£# Workspace RiemMEFRIUER “BaiARFNSE €8, ILERIERT
MEPHNMBERF. B2, HIENSINFRELNNEEZFHEMRE.

EERIVEATFAFTF Citrix DaasS XYM BRFFMKENAR. XAIUR Citrix Daas RS, wAIURiL=
RETIREFRIAH, B, BRIRARFMSE FERT Citrix Gateway BR$S3IH SaaS AR,

Launching apps and desktops

Select how end users must launch apps and desktops when they access their workspace from a browser. (Daa$S only)

‘ Let end users choose v Let end users choose between a locally installed version of the Workspace app or in a browser.

If end users have the right to install software, prompt them to install the latest version of the Workspace app if a local
app isn't detected automatically.

Do you want end users to download the Workspace Web Extension for a safer and more reliable app launch experience? Once
the extension is downloaded, the Workspace detection step will no longer be displayed. Learn more

O Require end users to download the Workspace Web Extension and block access to Workspace until it is detected.
@ Prompt end users to download the Workspace Web Extension but allow access to Workspace if it isn't detected.

(O Do not prompt end users to download the Workspace Web Extension.

ERUTIREZ —!:

o EARNEARERF (BN BEREZAFERAMZEN Workspace M AR AR,
o ENRBRT ERREAFERIEAT HTMLS 89 Workspace [z RI2RFHI: 4 38R S,
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Citrix Workspace

o APPSR REAPTUEARERER Workspace R ARRFIRASZ B#1Ti%E, WA LTI K23PEEI A
EFHRH.

MRKBENEF AT ARER, EANEZARFEFHIATAPEENS —MERSRTAF RESHARAR Citrix
Workspace MR, MREMITHERERERGHR, BERFRLEE,

3% Microsoft Teams 5T {EX &L

1&Bh Microsoft Teams &%, iTiEIZ B LUEE Microsoft Teams RREBESEMITHERZTH T EX EE RE
Fo

2K

« 72 Citrix Cloud 9 Se£ihin B Z A 8B A Microsoft Teams £/l. B BENXIHE NEHNERE
R3%E B A Microsoft Teams £ FAEMIR,

o MIES M MiFAEEPEE Azure AD 545 %1E, BXEE Azure AD S RIENEZESR, BSRAE
Azure Active Directory #%#%%| Citrix Cloud,

+ Microsoft Teams RgEEA—1 Azure AD £fl, MNREEEH Azure AD LFIE@EiE H Aty Citrix Cloud ik
FBAET Microsoft Teams, M:xR Citrix Cloud P B Microsoft Teams &£/,

o WEAEETR IwsMicrosoftTeams,

s WMATEXSA “BRIEFER ThEk.

» Workspace iTR&® AR E Microsoft Teams £EE F o

B A Microsoft Teams &7%

1. &% Citrix Cloud /&, %1% Workspace E2&.,
2. EFE BEX, ARERE “BEW E+.
3. /2 Microsoft Teams T, EEFEREANFX,

Enable Microsoft Teams

Disabled

When enabled, workspace subscribers can send notifications from their activity feed to Teams. Learn more

Sign in to Microsoft to update permissions

4. EFRRF

Workspace BPITERI LA EI 4% %F Microsoft Teams £ M Workspace £#Z+H. AP ATEEERI
#RR (Ctrl+F5).
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Citrix Workspace

A([i‘d’ily Date and Time
&= New Account waiting for your approval o X

A new Account has been submitted for your approval View Details
view Deta

Send to Microsoft Teams

%% Workspace R
ERALER, TEERTEMSES R, Microsoft EIER A B HES Workspace Ul REERBINR, XHEER
AN A REIG £ HZ4 Microsoft Teams.

1. BEREMIEXKAHZRAZ R,

2. R Microsoft SIER kP i kiES S Microsoft Teams E£RMMNIRE, MEEIXFEHIEEERKAER, N

ZERUTHER:
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EE Sign in to your account - Google Chrome = O >

1]

# login.microsoftonline.com/common/reprocess?ctx=rQIIAbVRv4sTQ...

a8 Microsoft
testuser1@ccadentitytest.onmicrosoft.com
Need admin approval
iws-stage-global-mst-botapp

iws-stage-global-mst-botapp needs permission to access
resources in your organization that only an admin can
grant. Please ask an admin to grant permission to this app
before you can use Iit.

Have an admin account? Sign in with that account

Return to the application without granting consent

Terms of use  Privacy & cookies

3. BESNUR, BiEE REAEEAKF? ERVENBEERAKFERZKFER. EBMA Microsoft Teams 5
Citrix Workspace #9%5Ep8, FELUTIPRA eI AEIE:
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=. Sign in to your account - Google Chrome — O >

# login.microsoftonline.com/common/reprocess?ctx=rQlIAbVRz25TQ...

a8 Microsoft -
admin@ccidentitytest.onmicrosoft.com

Permissions requested

iws-stage-global-mst-botapp
unverified

This application is not published by Microsoft or your
organization.

This app would like to:

Sign you in and read your profile

Read all users' full profiles

Read and write all users’ full profiles

Read and write all groups

Read all groups

¢ € ¢ <K

Maintain access to data you have given it access to

Consent on behalf of your organization

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. The
publisher has not provided links to their terms for you to review. You
can change these permissions at https//myapps.microsoft.com. Show

details

4, & “ETRR IHEEITFE, EFET. RRXRA[VEREAZEEREDN FiE Workspace iTHEER TR,
BN, (R EE GNP RER,

5. i #R,
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BENX R EMBABER

November 26, 2023

ARME X NAEREES Workspace ihafl S RIEEBEXERAERIIES.

BXREETEXIFIASRR S M IIERT S R P BREER, 1§iAE BB HRNR. BXNAEETEXITIRHE S %I
MR, 1BhR 22 TEX,

IRE—ARERMIZ

RTAFRMERE (OMD) BFRRRINERAFLER D FE.

@

Citrix Workspace

Employee Users

ar

Client Users

( SignIn )

cikrix

EBRIR, BSME Workspace B2 E > SHIIE > K—AFERME, AEEE BR. BRI AMERR
MR E RIET,
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9
Citrix Workspace

Username

domain\user or user@domain.com

Password

Enter password

71 Web #1 Workspace [ A12F K EAIS L& 1& BB E

£ Workspace B2 & > BE X > HiETHH Web RExNBHEERIEEITHE Ao Citrix Workspace Z &
AFHNZREE (REK 8 /M), EXRELUETIERENWEEEEN & RXMBEHILE £ Workspace MAREFER
IESERNBAYINAE,

Workspace Sessions

Inactivity Timeout for Web

After this amount of idle time (maximum of 8 hours), your subscribers will be automatically signed out of Workspace. Applies
to browser access only (not from a local Citrix Workspace app).

HOURS MINUTES

5krF DaaS IEEENFoEHAR, TRETENEHETAESNMERFS DaaS ZiEER.
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7 Citrix Workspace B2 18 B E# 55 I0IEHAR
= Workspace E2E > HEX > 5iEIHH Workspace N RIEFHNEH B IWITHRIEERIEEITAEEEE
BRERZEAILURIFEF Citrix Workspace M BIEFHIEEKE,

Reauthentication Period for Workspace App

This is the maximum time your subscribers can stay signed in to Workspace app before needing to reauthenticate (between
1and 365 days).

Current Reauthentication Period: 1 Day(s) Edit

Learn more about Workspace reauthentication periods,

BINERT, IREERITHES 24 /M6 (—X) BR—R. EFLIEEEKMNERSHIIEHAR, &RKH 365 X,
BREKNEFRFHIIEARFEITHNERES BRFERIRT. 2021 F£9 8 27 BZERENAF, ITHEFTEF 30X
BB R REBRE Ko

FEERBENEMSHIIERA, TRERRIBIERRTS, BRIFIT—RAFER 14 XRSNEKE, MRITHEE 14 X
FERKFERNAFIBENRS, NEASETREZALEETERN R IIER#TEHRIE

@i T EE PowerShell iz H2EBTHHPOEMREARE, AIUEITRENRIERY. ERERNE, THELRE
ETRE 24 NANETEXKEMNHTEHEIE

MRIEFEEH Citrix Workspace NRREFNER S XD WIEHARIZE AL T 24 /\6F, METLGEE PowerShell $1171t
1B,
BXEMER, BHSREE InactivityTimeoutinMinutes 8955,

1 Workspace BEFE A i

LU RRZE Citrix Workspace M BTEFF 251t ThaE

« EATF Windows # Workspace R RiEFF 2106 XE= RS
« iEAT Mac 89 Workspace MAERF 2106 E=hrZ
« JEATF i0S 1y Workspace R AERF 21.6.5 E=HRA
« i&ATF Android 89 Workspace M ABTER 21.6.0 iES R

XN HEIESTE

LT BRI &2 75R 13T Citrix Workspace MAEFHNERRE:

« Active Directory

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 135


https://www.citrix.com/downloads/workspace-app/powershell-script/resetting-user-re-authentication-period.html
https://support.citrix.com/article/CTX331320

Citrix Workspace

« Active Directory 1142
+ Azure Active Directory
« Citrix Gateway

+ Okta

=

AR

TIRJSERA Okta 3¢ Azure Active Directory B9 Citrix DaaS P #ERMAELK, B E Citrix B & B K IE
Azs5 (FAS). BX FASWEBEZER, E2H A Citrix BE M RIERS A THEXERARERE SR,

REFEFREHITHERR

HITHEEHIEE EE S Workspace B¢, Workspace £z Rt IRERFERRS.

Cifrix

Logged in as

Citrix Workspace is requesting additional
permission

This application would like to have access to:

Stay Signed in e

HITHAEERE “1F B, WNEERSHEIIREFREERRS. MRTHENREENRARCNEMERER, &
KRBMRRITAEEIMHITEMRIE. BF Citrix Workspace ARG, REMITEIRE LERNAEFNKH,
ENSHEIEHRME—EE N,

MRITIE LR B4, Workspace KIRRITIAEBRER. 2fG, Workspace £1RRITIRAEE 24 NEBRE
Fo

MBITAENBBREEN, WITREXFUEHEHBE Citrix Workspace NAREFENER, THESASRERENSH
IOIEHR,

FVFIT IR & B e E K P

P =

IINREEEZR S B P L, EEELETMZAT, ERIEETREIZIEE,
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Citrix Workspace

Citrix W EAn R EMINEEM = R BEF A e @A Citrix Workspace B iR X LI~ R BH. &M, Lt
WRRRBEAN. MREMNIZAT Citrix %is=, RAEZRSFNAFEFFR. B REEREHTHR™ MR
EHERRIREMRS A,

Workspace fi2E > BEX > EXIFH “RIFEHRIKF 2" REEFITREZ T UM Citrix Workspace 8
REEETE, EERUEITHERMIES, UWEMIITLRIESRARNENGRIEEIEE NN,

BA (BN &, iTRASETURERALH Active Directory i& BREFTENE T, WREZMA, Workspace 2EZH
AR TIT RS BB, Bt 1A% Workspace B AT HAMN D,

SN HIIETTE

« Active Directory
« Active Directory 1i<h2

#51 Workspace N EBEFE i

LU HRZE Citrix Workspace M BiEF 251t ThaE

« iEAT Windows 89 Workspace R B#2F 2101 SiE Sk
« EAT Mac 89 Workspace 2R 2012 SiESHrA
« EATF Chrome B9 Workspace MAETERF 2010 XFE SR
o JEATF HTML5 #9 Workspace M AB#ERF 2101 SESHRA
+ &M T Android ) Workspace MAB#EF 21.1.0 XE= A
ITREEFERRMARZAH Edge. Chrome. Firefox st Safari M4 5283418 T ¢EX BS AT LUGE AR L ThAE.

|BRRZ<#Y Citrix Workspace MAEFFERT Linux B9 Citrix Workspace R EF A iFItbIhaE,

ZES

TBRZALURN 20 MEBER, WHEBRRAKNLLRIEHHSHRMERSINT. HiTHEM Workspace # “ik
FigE” TTEEREEE, Workspace 2 XEERETHNIEE. MRERFMEMEIBER, Workspace KER
HE “EREALMNEZIEERAER.”

5E:
Citrix Workspace AT RERANNFERL, MNRITHEXEREZ Workspace EEBHEZBERATLM
T, ENSHRHESSESHTE, NEEBREN,

ERMEZEENR, FHRITUTERE:

1. Sfn%l Workspace Bi& > BEX > HiE,
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2. £ “AFERKFER" T, REZRERTERA. IREH, BEAKKRE.
3. &EE “FIMEBER,
Allow Account Password to be Changed

Enabled

When enabled, subscribers can change their password by going to "Security and Sign In” in Workspace.

Add the password requirements that are enforced by your organization's identity provider so your subscribers understand how to create
valid, complex passwaords. Warkspace displays these requirements to your subscribers, but does not validate subscribers' passwords.

If no requirements are defined, subscribers see the message: Your organization's password requirements still apply.

I -+ Add a password requirement (20 max.) I

4. MAFERARNEREBHNREERNER, i, ERILIEEEBAAABTENFHRE. ©EF FITEE
REJTE iTHE BN AR RMIESTR,

Add a password requirement X

Add the password requirernents that are enforced by your organization's
identity provider 5o your subscribers understand how to create valid. complex
passwords. Workspace displays these requirements to your subscribers, but
does not validate subscribers’ passwords.

Password must meet the following requirements:

= | Must be at least 10 characters long 0]

+ Add a password requirement (20 max.)

/A If no requirements are defined, subscribers see the message:
Your organization's password requirements still apply.

‘ Cancel
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5. ANEFRE, EE RF.
6. BRER “RE UREFHREEN.

Allow Account Password to be Changed

Enabled

When enabled, subscribers can change their password by going to "Security and Sign In® in Workspace.
#* Password must meet the following 4 requirements:
At least 7 characters in length.

Contain no personal information (Part of your name, social
security number, birthday).

Must contain 3 of the following: Lower Case Letter, Upper
Case Letter, Number, Other Character (l@#%\ ).

Must not be a password you have used before.

B

B BITIAE AL

RN

BIREITHEWIZINEENIANR, EEEEABMIREFEE—THEIN, iLiTHEET Workspace EREHZS.
T#itt PDF x¢ff , THERILIEB CRERMAIREXER SR,

BA “AYEXRWAER” 5, TRETLETE KHIgE” > “ReEMBER" £ Workspace HEMRER,
EREETBERUEREE Workspace B &g NBIFIEEK,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 139


https://docs.citrix.com/en-us/citrix-workspace/downloads/change-passwords-through-workspace.pdf

Citrix Workspace

Change Password

You'll have to sign back in to Workspace after changing your password.

Current Passwaord:

MNew Password

Confirm Passward

= Hide Password Reguirements
Passwords must meet the following requirements

*  Be at least ten (10) characters in length

«  Contain an upper case letter

«  Contain a lower case letter

«  Contain a number

«  Contain asymbol (eq., ! @. 5, %..)

+  Be different than the 24 previously reset passwords

* Do not include a commaon dictionary word

+ Do not include any part of the user or login name

*  Avoid padding passwords with consecutive or repetitive numbers (e.9. 123, 1234, 1111, etc)

ITHEEENRBESBEM Workspace 538, HEXAERHEHENRER.

REBEX RS

REBEXAEURTEEENRIVES, HIMENERRNAERE D,

BEXASEREFMEEF N (BENENBHIRE) PHMAEITRE. THEERESFINLER. THELTEZE
s, BRI SRS LR ERRRE.

M Citrix Cloud 2%, %% Workspace B8 > BEX > BER > KiZFHEX AL > BRE.
MAEZTRIH BRI A, REEZFAITHNEETESNAEA. NEMUE (MK
EEFEREEEITREEINETRHER, BER R,

ERE, EE “RE

> wnN e

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 140



Citrix Workspace

BT SRR

BIEEENEREE, UWBEEITREERETEXMBMEARNRLAAFT MY (EULA).
BRNEER, EREWEEREMEEFE (81F Web M#mhit®E) . 1TRAETUEERNEI T RKE, 115
TRESUT LIS, HAUEZIZREA BB RETIFX,

1. M Citrix Cloud &, %3#¥ Workspace B2& > BE X > EET,

2. 17 “ERER WP, EF TRE, MREFEEE, WZRAKKART “HiE .

3. EABARETHAXERZMEE.

4. 7£ SRERARRER, WINRBRAOARRL,

5. WNITAETERASNEAENERNAE, MRFE, BER—XIEFRNEMIESH AU,

6. MNREAMRIR, ITIRERIEZFZE A BERRIZE,
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Sign In Policy X

Define the company usage policy that your subscribers must read and accept before signing in and accessing resources. Learn more

Enable policy

When enabled, the policy will be displayed to end users.

Policy header

Enter the header to display above the policy text.

‘ Terms and Conditions

Policy text

Enter the text of the sign in policy you want to display to subscribers.

Normal 3 B I U

Enter policy text

Button text

Enter the text to display for the button that will allow subscribers to continue to sign in.

Accept Terms and Conditions

Preview H Cancel ‘ @'

7. ®EF TR UERITHAENBERETAEF.
8. :THfE, &EE “RE"

NRER Citrix Gateway EEE I Workspace 131215, NATAEELEERKIEIESN AAA fl nFactor &%
IR —E 5. Citrix BINEREE—MEREL, 1FAIE nFactor B4 RIEREN—I 23k EMA Citrix
Cloud BE#EHIAEREZINEE,
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£ Citrix Workspace {11t DaaS

October 12,2023

R AR TATURS DaaS AR SEr R AT A
o B R EE, m Workspace ITRERMMBHNAMENNAEFNSENE.
o fEMA BETIEREEERIIES, XPRIE Citrix Cloud FREMEWLE.

WREVHERARS E50E, SIBAEE,
£/ Citrix Bx& B3 IRIERRSS (FAS) BEE 2 2% (SSO) 2 Daas.

IERRE

I RRE A TSR A EINN AEFENSEIFERINE Workspace 1, WEITRETLUARXERRUARIEER
Ro

BXUERRENESER, BERELERTRESAME NN FZFHRH,

AXA BURFINESELR, B2 Workspace F&aT EBIEES,

BEERIFAHER

BRI FHBERERNEUEETAERMIINIRBZEIHR, ERFEEERENNBEFNSEBIEI.

EREEIEAHERE, ERIUATARNEANE R iRTIRIIEZFS Citrix DaaS, BEERHFFEEINXNIE
ZFimfl VDA Z )Ry HDX &%, BRI FAHERFEE D — M REMKMUIE,

BXEZER, BhR EREETFRHEERLEE,

ARSSELIE T HRITIAETE Citrix Cloud mbred4x4ti@mid Citrix Workspace [z #2518 X 5 A2 F A S H.

SR IEZERAEMRERET Citrix Workspace MBEFHNE P n#E E, EFPimiAR Workspace X

AR5 EL
SEHRFERELY, AR, BFIRHUBHHUERETZFI5RRY Citrix DaaS, BXEBEZER, FibE RSE

B,
S,
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Citrix Workspace

Citrix B4 5% 1IIMRS (FAS)

Citrix Workspace 338 Citrix B¢& B 9I8IEARSS (FAS) 33 Citrix DaaS #7825 % (SS0). FAS #iFEmE
BEMRERERF (30 Azure AD =t Okta) MIITHRIEEZRETEXNNAAN—RZR. WREHE FAS, NKRTER
BRESMRERNITAS SN EIE ISR E RN BEF S,

¥ FAS 5 Workspace —iE2fEfHE U TERK:
o 1RER FAS F=m3i58y 25k B FmARCERY FAS BRSS 28,
« %[ FAS BR%5285 Citrix Cloud ZialpviEs, &3 FAS REEFHH “E#ET Citrix Cloud” £,
« REBERE Active Directory 15 Citrix Cloud Zialf9iEiZ, £ Workspace BEEFEHT FAS.

BXLHE FAS WER, #ESR EA Citrix Be S RIERS A TEXEAERE R,

BE TEX At A FMEm

November 26, 2023

Tk (Virtual Apps and Desktops 28&) #mn%l Citrix Workspace, LUMEITHE D UERRENARERF
MR\ FANMERE, TAETUEERETEXEIFREMEENNAREFNKEURXEMEMZ R, IER

b P
Hﬁﬁi‘\% Ho

WEREERATFA Citrix Workspace ik, Hx&E Workspace frRA&xFE & HIHEERIFAER, B2 Citrix
Workspace Ih8E5I&,

SRR

U Citrix = mp At E TR RS

« Virtual Apps and Desktops 7 1808 s E =iz
+ XenApp #1 XenDesktop 7.0 % 7.18

iZ17IBAR XenApp = XenApp #1 XenDesktop Masithib s A #55 Citrix Workspace B2& M.
BE:

XenApp #1 XenDesktop 7.x @iFEmmEHALIE (EoL) kkds, 7.14 Z iR XenApp #1 XenDesktop iRAIE T
2018 £ 6 B 30 AEr=, f#/H XenApp # XenDesktop 7.x #9 EoL kas3dih s B AR EUR T BTN A
BEhi&R StoreFront SPEFHIEIR,

ERuRRE58% Citrix RE S HIRIERS (FAS) MAMEBELSER, SN IERLUT Citrix = RiREZ
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Citrix Workspace

+ Virtual Apps and Desktops 7 1808 sy E & hfias
+ XenApp #1 XenDesktop 7.16 2 7.18

¥ FAS 5 Citrix Workspace B2 &R EZEE#E Citrix Cloud, & FAS RS 2BZEMEIRMARAH FAS 3F, LUE
e LR Citrix Cloud. BXEMER, BESIAERE Citrix & SHRIERSH TEXERAERE R,

Workspace F& @i R4 RE

WURAY BMRSIEATF Workspace F&:

TRPRAEE SLI $&t5 SLO ={ERRH!
fEFAMRH! FrER&arAM Citrix BIMRARER 500
MREGERBHERLRAR
BN/ AR ER AR #ity Citrix B BREFMNSELR 4
p¥hE
AR

R G/ FimE A I R A EBE A, Mk SHIERE R RIS, At RIRMHARS EL MR LHC
< Fo

ESHR

s ARl Citrix Workspace B, #iNibs mISH5|I SETRUTES:

1. RMEE R HEREERANTRAUE,
2. #M=ET Cloud Connector # Active Directory i3,
3. 1#EEE7 Citrix Cloud &AL =2 EERBERE,

FIRMLE R R SR S ErE B P EEAEE A%, ik 2sh, Citrix Cloud BhitiEElt, WISIEERLSE
Za@E Cloud Connector ifial, #AiE, Citrix Cloud ¥ EREMNEFEABENTIR, WRENERUERZE Cloud
Connector, BETHHLERBNRME,

HFINEBERE, TR B S Citrix Gateway 3§ Citrix Gateway fRE. EXAFSEHE S TFR—ME LN
BRIARRAEER, HEEMNRRERISIE,

NEFMY
Cloud Connector

Cloud Connector #ifF Citrix Cloud Efi &M RH 5 ZERE. AT REFD T, Citrix BIEESRNE
Citrix Workspace Z#i%=# Cloud Connector,
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Citrix Workspace

ATEMSATAEY, Citrix BiVEDER (2) 2RSS % Citrix Cloud Connector #if4, XEEARSZ M

+ #E Cloud Connector HEARFIEHREHRNAAER,

o RREHCM Citrix 4%,

« &2 Active Directory =123,

s FR—ANENRRIBEEMEEEXEENNS.

o MAEHMLE, IMRAFESMIFHREERNERERER, BEESMIPEDLRER D Cloud Connector.
o EREERIRT DB R IS B 08 R A FLE.

o EEIEEN, BXFEMER, BERRFNIEEER,

Ax%# Cloud Connector fi¥ER, 2 Cloud Connector &2,

Web I2EE

MRENIFIEHE Web £12, 15182 Cloud Connectors 2B el UBRIFS it m e XML IREMER, BitaR
HEMN XML BRSE5mMaIE4 Cloud Connector L3 RIBYRF, E/NERERSE IP ik, 3 Cloud
Connector Xz #F40 2 FQDN,

1. B XML BRS3 287N EI R AR IR F

T‘Cloud Connector t, #E#ZEHFiE, AEEN Internet i£1,

HE R ORIR, AREE REMIEE.

£ “‘RERSE T, &7 B

£ BION T, ERNEFEAMESPEN XML RS288 FQDN, MRXLEXEFERRBEANERK
5FE, WERARETURERAN. BXELZELR, BB Citrix ZHEFAIRFOHR CTX272160,

a
b
C

)
)
)
d)

2. ANZFIKR, UE Cloud Connector REATUFEAEN]. EHLTRTIFLAEAN netsh winhttp
import proxy source=ie,
3. MRSEHIGH, E#EE Cloud Connector WE&ITEN L& E&IFTA Citrix Cloud RS, si&EFBH
Ell‘l‘%*ﬂm

Active Directory

MR R AT EERAM Active Directory Byub s,

Azure Active Directory it E ZE¥§#/ Azure Active Directory it =272l Citrix Workspace, &E &8
IRECENEE XML BRSIER. BXFMHRE, HSHAUTXE:

&% XenApp #l XenDesktop 7.x L& Virtual Apps and Desktops 7 1808 KI5 2., &S CTX236929,
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Citrix Workspace

BE:

R Azure Active Directory. Okta. SAML SiEMEXE SR REIEFS TEXML AR S —kMER, R
SRR TAP MBS E NN BERHITEHRIE,

FAS AfERBE BMIIEBHERRM T 2RER (SSO) #i. ERITAERA SSO, AFERE RN R
FCERERZRMEIM— 1S FAS BRS585.

Active Directory 5 #R&E7E Active Directory s #Ihp R A MAEFM, WERMAMIES 28, BAE
g #h%Et Cloud Connector, Citrix Cloud it &2 Midi243@:Z Cloud Connector #iNEIX KM, AT,
SR LUERMAM AR MERIBF BRI X,

PR

AINMGEEE, EEXZRAUBNRAESRSBMAFPMINEEM. BT Cloud Connector R& 5 Al gL FIEAEEM
=1£, Hit Citrix Cloud Tx@ i xtessd 9 Cloud Connector X IEMIL S, EE XN AP IRERREZERETN
HENRRAIER, AIUERXEN,. BXESZER, BER ARENEEETHN IP SEE,

HERETZEAIZEENM, RE Citrix Cloud # Citrix Workspace ZiFREAZEEMNAF, BE@E
REESHFMEMIERE, XEHPEEAER Citrix Workspace, REMNTFMREENMENAR A EERAER
Citrix Workspace, SIRRBEAZEEMMAFRZIRXE R Citrix Workspace, ffiIsKEIHIRER “CHNERED
Hi, EEMBER UYL,

5 Workspace ZRHIAZBAIMNEREE

e s ARl Citrix Workspace Migi2H, ERILIEE R R EMAF RHEX AR RNNI RSN IFIRNFR. 0
RIGTENAFAZ A @D Citrix Workspace ipia) &gt s, AP SAS S0 TFE—MEE 7 8Ein RN B
.

MREHTBEAVIMNBBARRXERR, WAL TER:

« ERAMAER Citrix Gateway a5 Citrix Cloud ZialimE. EiguhsiRmzl Citrix Workspace
2B, &g Citrix Gateway E2E R1#ER Cloud Connector £ Secure Ticket Authority (STA) BR$3 25,
XA, EEF CTX232640,

« £/ Citrix Gateway BRE A ¥ Citrix RELEBIESS Citrix Cloud Z[EIFRE, &0 LITE AR I =BT ECER
SIHARHEERS. NREBLEMT Citrix Gateway RS, NIHEEFRIERA, Citrix Cloud SNz
EH9TTIR.

=

=W

Z4E Citrix Cloud ®ZI#&# Citrix Gateway ARSS1TIR, &4 AEMEM Citrix Gateway ARSI ERIAERE]
OrgID, &% Citrix Cloud 8 OrgID WEZZ L8, &2 +4= OrgID?
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IR A EER O

e AR E Citrix Workspace #Iig#2+, Citrix Cloud £ EMis S H 0 EEIEENEFIBES A, T
Mt R 22 a5, FREU TR

« MABRIME Rk KR Citrix EERER, FitRZMEi2H, Citrix Cloud SR TEREXEEE, Citrix
Cloud FaEF#XLEREE, BRRERAEIRERIEMNIESR,

ESEUNAEENBELITERESAM XE XenApp 71 XenDesktop 7.x L% Virtual Apps and Desktops
7 1808: MEHTRERERFERMIAEE, WA Citrix Cloud EFRREAEAERNER T AIEHL
=, EigusRmnzl Citrix Workspace Z i, iE%c=miIttES,

1. FEihRmgHEDREFR D Cloud Connector,

2. 8l Active Directory 24, AERKE+H Cloud Connector FHFEIZR L4,
3. E#Es Cloud Connector,

4. 7£ Studio 1, ELERLART Rk MR,

£5 1. XML

ES B, &3R4 Citrix Cloud Bt S fEFRERUBFRENER, BRABNIHRENILRNFFIERPIEE
EAEEER, REEEFILSMNE P ZE Cloud Connectors, MEMBTULE T, INREELZET Cloud
Connectors, MaLEHIRRENEFEN .

1. M Citrix Cloud &, 2£i% Workspace E2E > i55 > HillE =,
2. EBREBERINBIA L = SRR H 4k,
Citrix Cloud &2 g P ERZFRUEN Cloud Connector, HER—NFIRMEEER,
3. T TFgEZ—:
o WMRIEHMEPEERE Cloud Connector, EXFEREEER, Citrix Cloud 212 =& T# Cloud
Connector M HTERZERZ,
o W1R%%ET Cloud Connector, Citrix Cloud &N IS BREERS, EREHMNE Citrix

Workspace BWHEBRME, WHBEMNEBRARINERUE.
o NRMEEET Cloud Connector, BENIRETR, iEEFRM,

4, ERERTAMIEHREEMEM Cloud Connector 3¢,
5. £ RS 88t AR, RNt AiEhIZsny [P shitsk FQDN, AEEE &M

AR
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INEEA FQDN, NMpHE—FiEmE LM Delivery Controller 89 DNS i2 %,

33F XenApp #1 XenDesktop 7.x ifis%, Citrix Cloud £Bz1%& W XML BR$385%0.

6. MREIMRR, FEWMANERE Citrix BERZE,

Citrix Cloud MR EZ LIEEMIE R R ERSE, KIMATRERE/LOFA RETM, BEFEURT kSR
Ko

7. MRHIMAINEE, REAEHDEIZIER, BERE U587

£% 2: Wik Active Directory %z
£ I3 Active Directory i%i#%9, Citrix Cloud $ER5EMIES—RERMIIURXEIREFREERET Cloud
Connector,

nRFEH&EHE Cloud Connector, MZFHHFHIAFEE AR Citrix Workspace i5RIEBE L BN AIEF. MR
ErEHh R E— Cloud Connector, NIAMMERR:

o EERREEZESFELETFS Cloud Connector,
o PR LEFZ Cloud Connectors , REEZER T e AEERES MNP RER MEES.

MREFAMAF DELUSFNEARRF, 15%F TEHAFYIX (.csv).

I93F Active Directory i&EiEfG, %E1E 4k4,

£55 3: EEEEEM

FELF B, EREEREATFINIAFRERRXAFAIEF @S Citrix Workspace iRl b=, AZBEREERE
HEFS5ENEREEEREREN VDA I FRE—ME L, FINERERE, ErIUERIEMNAH Citrix Gateway,
WA LIERASFER Citrix Gateway AR,

TEIEHR EIRRE > REEEPERU TRz —!
o FIMMEMX: EEFIETAIEAMBR Citrix Gateway RIHIMBIHIRIIR,

« Citrix Gateway fRs5: EFUEIMATEERS IX ARSI B ITIRA Tt S,
o (NRAEE: MRAREHMECE, HEFUGED,

MFREET AMIARX, BFHITUATRIE:

1. %% 18, ARHA Citrix Gateway B9+ URL,
2. ik Citrix Gateway EEEA#RA Cloud Connector fE STA BRS388, #01 CTX232640 HEmR,
3. 3% Mk STA”, ABEMIARINEIEE “BEE", MRMIAREKEIN, ESE CTX232517 #HITHPEHRR,
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INRi%EET Citrix Gateway iR, B Citrix Cloud #kFP R ZIRS1EAIRS IXABREIEERA, WaLLER B
60 XitA, Citrix Cloud AEBRAZRSIEANXAIR. WRZRSBERENERBAN, Citrix Cloud BiaNhiziR
SHETEMRROZARE.

e ERESE, EF %5,

£ 4: WIANERES
FERSBED, ERHIAERRE, HhaERE XML imO. XML ARS8, Active Directory 38R 2 A iR B
B,

Citrix Cloud &% E RETLUEZHN AN XML fRS 8. NRENLSHRE LD XML RS, BRERT— XML AR
5588, Citrix Cloud B2 TER. ZRRILR, ESE CTX232516,

1. £ “WARRE” B, &F XMLmO. XML BRS528. Active Directory 35 AR 2 BTERAOERE LR,
2. EE REHTR . MR HEREHRNNER.

NREBEEARE XML fR5388, WAJLEEE “REHTH EHEH R B EE,

£5 5: BERSEM

AINE—NEEE, BFBHA Virtual Apps and Desktops Zsithib s IRSERK, BIABER TLTEZRRS. EEB
ALz g, ITRELEEEIREZMIENE R,

1. S#12) Workspace E2E > AR5 > Virtual Apps and Desktops zZxith i, SAEERERS T4
RIRIERER,
2. ERRSER, METREIUERETERAETEHAPHNER,
FRENIh R E

BERAMEBIM LG

MR RZAHERIBRMBIIE A REL XML %0, WeJLUBTEHRII BRI E LA Citrix Workspace #
i,

1. EM% “Workspace i2E” > “Mi=", EREEHNILANEIRS, ABEEE “RiBES,
2. 7£ BRSSasHuhteh, AL Delivery Controller B9 IP sthhitsl FQDN, ZAG%ER Efik M.

AN & XML iR 28

b=zl Citrix Workspace BY, Citrix Cloud sBzpteillibm i XML fRS8s, HERETRZERAN XML
ARSS2R. BRI LURIEREMREERFINAMMER XML BRSS8:, RSFETAED XML RS2,
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70 XML ARs5283%

1. Sfi% “Workspace i2E” > “Uim”, ERBEMMNILRNEIRS, AEEE “REIER .
2. 7£ XML BRs58:” 2o, A XML RS 28iR0, AERIEFREEE “AH SSL”,
3. ER—MEEA:

o TR tEm AR Citrix Cloud MFIRHFENEE— XML BRSE8.

o WEEER: xR Citrix Cloud #%5HE XML RSB B[EFIRPERNIRFEAEN]. RETIRPH
F— M XMLRSA 2BTREH, BRIFZRSFAIR, ARERE-TMRSE. ERBIHEREaRSS
KIS REFTHIF o

4. EE FREES.

NRTEAM XML fRS328IBEIIR, 50 CTX232516 TS ERRT B

HREIGERE TR IP SBE

NREH VDA HZFEENU T AR FRE, WaLlAg IP EREEEEFAEEELEN IPERE, 81 IPEEE
ALUARESEXBNAERRMUE. fl, NTFRFERSETERZNRBEHENAEE— IPEE, YTFRFEY
Citrix Gateway #{TEZMER R ITENATREE— IP SEE, FAFET Citrix Gateway RS #HITIEENEEITE
M, AJEEE—1 IP 5B,

1. 1% “Workspace i2E” > “ihm”, MBFEBEMMESMNERSIZE, AERE “RiEER,
2. £ EER BT, EF FNEEARERENN IPSEE, ARKA CIDREXH IP SEE,

27 IPEHEIZRRUE, BHITUTIERE:

1. T “FIFNERUE”, RERANRAPRIFNEM.
2. 11 EFEED, ERRERMBNRAIBIARER TR Citrix Gateway 5% Citrix Gateway BRS#1T5MBIA
o

ERMNBERRUEHES IPERE, EHRITUTRE:

1. & “EENARRUE

2. ERBEFEANERLE,

3. MBREEENHRUBRRZET — Cloud Connector , FEER TR IAUEERE— IR RUBLER
NEREER.

4. FEFERM.

#INE % Active Directory i3

NRETELERHE Active Directory AP B Zigs=%E Cloud Connector, MALLTE Citrix Workspace ez
ENRE RGN REETF,
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. S “Workspace i2E” > “ihd”, MBREEEMMIESMNEIES, REERE “REILS,
2. 1 “Active Directory” T, %% “RIF"

pagzshAy =y
MR EREER Citrix Workspace A E PR AR LR, ATLUGEHZER, S UZBR MRS ERME
Citrix Workspace BIFrE sl s,

BRitRE, BPEXEEE Citrix Workspace iflalX ik Sh A i2F, B2, XLLSMEERERE, 1
REEEFBRER, WSREZESMBRIARRUE. 5. XML RESS[BMEFSE,

Rt =

1. 1% “Workspace i2E” > “ihm”, MBRERAMBRNERS, AREEE “BA
2. KRB ER—FRINVES. BREE “BRA7

BRAMB ARG
BER MR N\ NS iR, 1EZAEZH Virtual Apps and Desktops s Workspace BRSES &£/ &
XULER, EBH ZARSHTIEX SN,

EENRARN AL S HERME MR, KAEERSEMRTE L AFMEESEREA Workspace RS &
Bfo

M Citrix Workspace Fffizis =

MREAREH L Citrix Workspace FEZE Al =, WE] LAMIBRZIE = BFRu4 =BT, [k Citrix Workspace
izt amERE, Citrix Cloud AFaEXEMLE S,

EMpruaR, ESME “Workspace BtE” > “hm”, MEEBRNERNEIES, REEE B,

ERERTFRHERNEIIFXAIER

November 26, 2023

&8 Citrix Cloud R EZETFHAEHERE, ERIURECIERTNARFNSENRERE, MR HDX SiErE
. BE, WNEPMIMSMLE LR ERBIEIMBMXEREE VDA, LEMXBTRE FARAIHIES Citrix iIRMBRRSH
#mE Citrix Cloud FHZRUE. HEIIEABEZATFRNTAFPSKEMXEEEET VDA, MR mEMLETR
%E"]Lbo
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EiGE Direct Workload Connection, BEESEFIHEEHNIFER BN BIEFNSEmAAI BET MRS IE,
ERAMKREMRS (NLS) AXERFIRFAENE N AR S RIN— N A, BFRTED B MR B R

o &M Citrix Cloud Hfy MEEME FEIEW,
« £/ Citrix 121 PowerShell 1k ,

RILEALE S NER A P IEENNERN A IP SEEMENR, FIMENHAERSEZNMEMUE, Citrix Cloud FRAAE IP
HWhSRIAE B EINN AIEF REEHNME R R R WENRENEERIMNIME, MRAFAMAEMEERE, Citrix
Cloud ¥ ZEZEEHIZERBE VDA, M4 NetScaler Gateway, fNRiTREEINBERE, Citrix Cloud &3&3id
NetScaler Gateway #1188, #AGiE Citrix Cloud Connector $&iERETE AEIAZBMLE T VDA, 1R
8 Citrix Gateway RREHBEA T Rendezvous i, M Citrix Cloud s23@id MRS 1§ 7N A 7 B ER B I EB 48
HFE VDA, EEFE (EERITEN) TeafRAXEMKRBEPHERF—, EARRTEHNEFHETAE
MR ERE IR
5E:

MREHIFEELE Citrix DaaS Standard for Azure #1zts VDA, NIEEEBEIET (EAHEEESSEMARIIME
Bk

Remote Browser Isolation. Citrix Virtual Apps Essentials #1 Citrix Virtual Desktops Essentials %ig/=zh
LB RMREH, REERTEAHEETISIRSXLEBIMERE,

BN
MILEER

o BAREMIEE Wi-Fi IEXFTERIBNAE IP i, MMRENQATHIHENEHLZAE IP ik, WIHEME
EWRREERBE DaaS &i&.

s FRABAPERNNKEHNLQE IP i EE, XEMKZRNABHEABAEREEE VDA, BN, =
Workspace 2GR AF BEEHT VDA K, EBMKRNEIRAK, XRFATHEN.

« RE VDA BEMTAMMNEF, BEHLAIUERIEEEARE (W0 Microsoft Azure) MBI VDA, EFIHEH
WA BMEZRE, UEERRHAEHELERNER TR VDA, XHEEERAMEHMLEE) VDA FITEREIANLE
B VPN B%i&,

TLS &3k
ECEMKEMER, %FE PowerShell 2B TLS 1.2, E384% PowerShell /8 TLS 1.2, &R PowerShell
BIRZEERAUTHS:

[Net.ServicePointManager]::SecurityProtocol = [Net.SecurityProtocolType
1::Tls12
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Workspace £k

o f&1£ Citrix Cloud HEE T ITEXo
« Citrix DaaS B2 Workspace it & > [RE&ERFE A,

FiEBETF HTMLS5 #9 Workspace N AEFEZESHE TLS

MRISHITIIE EAERTF HTML5 i Citrix Workspace M BEF BN AEFMEE, Citrix BiEIERIEMLE S
# VDA LECE TLS. & VDA BB AER TLS EEaMRe LUEZER VDA, 1R VDA RBR TLS, NHITREEFER
iEBATF HTML5 9 Citrix Workspace 2B, #AUEEMXEENAEFMSEEDh, /A Desktop Viewer
BEIREZEIFM, XA TLS FiFERE VDA EENEZER, ESHA Citrix ZRFIRROHRH CTX134123,

B GUI RIS E

@i Citrix Cloud #1TEZETFHEEREE S RERANBHAFEENEN D ZUENAE IP i E e BRI
e

1. 7£ Citrix Cloud =418, SMEIMEME,
2. B “HRIMMEMALE
3. MNZNEMNMEUEZ AR IP s,

Add a Network Location X

Adaptive access based on natwork locations allow you to specify networks in your organization.
Administrators can now define tags for the users accessing from defined locations and use these
tags in access policy rules in Daa$S for resource enumeration and access type for the resources.

Location name

Argentina X

Public IP address range

[ X

4. BEHFRR

5. WERMNSMHMEUEEEXLES R,
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} =r

AR

BEETIFAHEEATEMUENIS, ANERRBEGBZNRNE. JEEAEENISRIIEE, RIMELERE
(Citrix Cloud > NENMLE > FMWEME > U BIRC) FHUBREFEAT L. BXFEREL, ESH BH

Bi&R 18] AL,
BER T FEBRME AL E
1. £ Citrix Cloud =#5las, MERBEM WENME,
2. REEEENMEMNE, ARPRTEKRSIRE,
‘‘‘‘‘‘‘‘ w
3. ERUTHSZ—:

o R R UERNSME, #HITERGE, BE “RE
o EFE CBERT LIBFRRSME, %F 2, BER LEIAMER. ELERUELILERE,

1= PowerShell FNFERMELIE

1&ATLAER PowerShell iz kECBHE T (En &R, mA2A Citrix Cloud EEiEHI & Rim. 8 PowerShell
HITEETIRMHEERESRUTES:

1. MENIBAEFEENS NN AE IP i EE,

2. T PowerShell &R,

3. £ Citrix Cloud & @@ 6% = APl FF i%, FHie TEF % ID MZEH.

4. 2 PowerShell =ik HERER APl B IRIFAE BEEZIMLEMRS (NLS).

5. FREBZARENLE IP ISEREAENE N2 ZNAEIE NLS xR, T REEREN R EEM
B, #=BsEm Direct Workload Connection,

6. NREWE LIS E BN ARFESEE, HRIEZEERTSIMNXEZERT VDA, EXESER, ESH
XHH ICA XHFBEEIER .

T# PowerShell &

EIRBMENE 2RI, iBM Citrix GitHub 7Z6#E T2 Citrix 3289 PowerShell i€ (nls.psm1), ERALLER, &
AILMRIEFRE N VDA R BEERHENNEIE,
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Citrix Workspace

1. 7£ Web %588, gifE https://github.com/citrix/sample-scripts/blob/master/workspace/NLS2

.psml,
2. 78T Raw RHMER#Z ALT .

Pull requests Issues Marketplace Explore

Code Issues 0 Pull requests P Wiki Security Pulse Community
Branch: master v sample-scripts / workspace / nls.psm1 Find file ~ Copy path
195 lines (164 sloc) 5.59 KB Row || Blame History [ # @
StrustBaseUrl = “nttps://trust.citrixworkspacesapi.net”
SnlsBaselrl = “https:/ sdwan-location.citrixnetworkapl.net”

3. AHBNLEFR—MUE, ARREE “RE

HENREFE

BREMENE, ERBUTUEES:

Fir)

« Citrix Cloud Z2&Fim&EF ID. P4 ID IEFHEH, BRIXLEE, ESREXHH QIBRLEFIE
o REAAERIMSHAR IP e, AXXENE IP #IBSEENESER, BSRAXHH EX.

ellfeeree ikl

1. &3 Citrix Cloud, mitR https://citrix.cloud.coms
2. M Citrix Cloud ZF&#rh, %R SHMIAAEE, ABSERE APLiARL,

3. E “R2FFIR EW+L, BTFEHNERF 1D,

« |dentity and Access Management

Authentication  Administrators APl Access Domains  Recovery

Secure Clients Product Registrations

Secure Clients are used to interact with Citrix Cloud APIs. Learn more about the APIs.

To use a secure client in a silent Cloud Connector install or to access Citrix Cloud APIs, us@' examplecorp s the customer ID parameter,

yur Secure Client Create Client

4. MABFTNE, AEEE CIBREFPE

5. EHIE R ID TP HEH.
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)

ID and Secret have been created successfully

920126a2-6663-4857-a%bc-
0b616d0bdcOd

EEMNELE

1. #T7 PowerShell < &0, AESMEIRE PowerShell #HRHERE R,
2. SAER: Import-Module .\nls.psml -Force
3. FAEREEFHTNLTLEFRIHERIREMBNEE:

« SclientId = "YourSecureClientID"
« Scustomer = "YourCustomerID"
« SclientSecret = "YourSecureClientSecret"

4. EAENREEF REEEREINEE LRS!

Connect-NLS -clientId S$clientId -clientSecret S$clientSecret -
customer $customer

5. QIEMKRE, BSREBRNSENANER ERERNREMNEENME:

New-NLSSite -name "YourSiteName" -tags @("YourTags") -ipv4Ranges @
("PublicIpsOfYourNetworkSites") -longitude 12.3456 -latitude
12.3456 -internal S$True

EiRER P titAREE, 157 Ptttk /32 fli:

New-NLSSite -name "YourSiteName" -tags @("YourTags") -ipv4Ranges @
("PublicIpOfYourNetworkSite/32") -longitude 12.3456 -latitude
12.3456 —internal $True

BE:

£ New-NLSSite <H, §M8BELEE—NME. IREETREEAGSITESRNER TIET
k&<, PowerShell &IRREASMSHBNEENE, —RREHA—ME, internal BiEE—
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NREINERA/REN, BATREMNME: BT PowerShell iEiEIBEA RER $True st SFalse, Fim,
(UI)Network Internal -> (PowerShell)-internal=$True,
BRURIENEUER, a<TEORETMEMABENFAES,
6. WHAFPEZENFMEMSUBEEESRE 5,

7. B78< Get-NLSS1 te LUREIEf#EMA NLS RREMAMIEMANTIR, HIEEFMAESESER.

BB E

EENIMEMENE, HHRITUTIRE:
1. £ PowerShell 8¢ &0, FHFAENAENMEMNE: Get-NLSSite
2. EBMIEEMSEUEN IPEE, B8

(Get-NLSSite) [N] | Set-NLSSite -ipv4Ranges @("1.2.3.4/32","
4.3.2.1/32")

Hip [N] Z55IRHPNMUE UBHX) WEHHF, "1.2.3.4/32","4.3.2.1/32" REFAN
ESHR IPSEE, i3, BEAFIHNE—MUE, BERAUTHL!

(Get-NLSSite)[0] | Set-NLSSite -ipv4Ranges @("98.0.0.1/32","
141.43.0.0/24")

BREMB A E

BRI EBEANNEUE, FHITUTIRE:

1. £ PowerShell &< &0, FIHFAENEMNMEMNE: Get-NLSSite

2. EBBRAEMENE, E8N Get-NLSSite | Remove-NLSSite

3. ERBRRITENMELE, BB (Get-NLSSite) [N] | Remove-NLSSite, Hep [N] B5%%
PRI B N T. Fia, BBRIIHNE—MIE, E8A (Get-NLSSite)[0] | Remove-
NLSSqte,

QI8 ER R ThER 25 [EH

BN EESEEAR VDA, BERUTEEZ—:

« 1@ DaaS zHla &% VDA E,
o £ ICA X BEIEFRRIIER F inE AL E S E .
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Citrix Daa$ 415

wE B > ‘B, ARRRAGEDSIENAF. ERFaNSIEFAESESF, HiE VDA ERETRN UDP
EE, MRXERETH TCP Ei,

NREE DaasS &=Hla EEFRE UDP, MusZis VDA B HDX BERFHER,

ICA X EEIER

AEFHETEN EER ICAXSRZIER, W EA launch.ica X ASIERHR, BEIRIER, REASXSFH
Ad dress #1 SSLProxyHost £ 8.,

B VDA EE XTHE#E VDA ERE, it BMHEE VDA B IP #iutflig .
LUTREFmER NLS BN AR ICA XHRF):

[Notepad++ Cloud]
Address=3;10.0.1.54:1494
SSLEnable=0ff
<!--NeedCopy-->

X HHRTFE SSLProxyHost Bft. REEINXBHINA B2 LEM.

MXZEE WTFMXEE, titE4aS Citrix Cloud STA Ziif, SSLEnable EMi&ENF, SSLProxyHost E
HEEMXH FQDN FiwO

UTREFFHET Citrix Gateway RSEINEEH BN AZFITRY ICA SXHRH:

[PowerShell ISE Cloud]
Address=;40;CWSSTA;027C02199068B33889A40C819A85CBB4
SSLEnable=0n
SSLProxyHost=global.g.nssvcstaging.net:443
<!--NeedCopy-->

TR ICAXHRRA, HEFmEIAMMKEIIERHERERRUEPEENAMNX BN BEF:

[PowerShell ISE Cloud]
Address=;40;CWSSTA;027C02199068B33889A40C819A85CBB5
SSLEnable=0n
SSLProxyHost=onpremgateway.domain.com:443
<!--NeedCopy-->

P =W

FAF 15 B R AR R 72 e AN SR E BO 23t ) 5% B ARR S5 28 i 2 VPN B #AARS5 28, A2 nFactor B4 3IEE AR
5588, nFactor BHIIEEMIRSSFXATRF FHIIE, FAEZHIR HDX 0 ICA BahiiE.
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IR

ZnHAS S EERMN. BB ZVIMUEN LT IP HISEENFRE® S, BR, BXBETMEmSE
ARITEMEBNINEE, BTz, ESH4ESM Import-Module 2 Connect-NLS 8951 10 17, 2/5, EBREE
SERITIINEEN S,

Import-Module .\nls.psml -Force

SclientId = "XXXX" #Replace with your clientId
$clientSecret = "yvyy" #Replace with your clientSecret
$customer = "CCCCCC" #Replace with your customerid

# Connect to Network Location Service
Connect-NLS -clientId S$clientId -clientSecret S$SclientSecret -customer
Scustomer

# Create a new Network Location Service Site (Replace with details
corresponding to your branch locations)

New-NLSSite -name "New York" -tags @("EastCoast") -ipv4Ranges @("
1.2.3.0/24") -longitude 40.7128 -latitude -74.0060 -internal $True

# Get the existing Network Location Service Sites (optional)
Get-NLSS1ite

# Update the IP Address ranges of your first Network Location Service
Site (optional)
= (Get-NLSS1ite) [0]

$s.ipv4Ranges = @("1.2.3.4/32","4.3.2.1/32")

\$s | Set-NLSSite

# Remove all Network Location Service Sites (optional)
Get-NLSSite | Remove-NLSSite

# Remove your third site (optional)
\ (Get-NLSSite)\[2] | Remove-NLSSite

HEHER
VDA BEzhkK

R VDA 2ELERH, BEIEEERNEREERMENAE P thitE, REMKRUEN, YAERREAFE
BB AT IP #USEERIGE Internet, BXELZER, BESREAXHH BER .

M8 VDA Bah{idid X

NRABEENE VDA RIEMEINBR B BI MKXHAITIRE, BERILEERNZREAFERNERLQE IP itk
RMIIE TR, NLS M5B QA Ptk S Beh R IRE A in B T 518 Internet AUMIAEARRY N, BEAE
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FUmREREMBI AR IP #iik, BERFFWITEN, BEERSIE, ARERREREN Y IP 247

ER—D AR BHRRNFAEE A ImESHERAERNMEZHOQE IP #iutifiE Internet, XEFFHBTREE
& VDA FRIEFWBIEEXMMERERE, ZBREAZHAERLE. BXESER, BESRAXPH EX.

723E Windows ¥4 =17 PowerShell s5 < 5t

WR7E PowerShell Core LEREMMSEIEIT cmdlet BHiBFIHIR, BIIFXIRIERTERIINIT. Fld, NRT%E
1517 New-NLSSite cmdlet BHBRI$EIR, iHE1T Get—-NLSSite URIFIkEERE6IE, BMERERINGTT, &
F PowerShell Core £ macOS & Linux & LiziTixXt cmdlet a2 S EHEEIR,

MRE7EER PowerShell 8 Windows F & HEREHRISEE!T cmdlet iTBEILRE, EHREESERNERT
kA9 PowerShell &k, XFR#HiraH PowerShell #&iR, Windows F& FFR&H I LRI,

HAEE M <55

BXREMBEEBRERR, FRREH Citrix HEARR Citrix ZHFAR,

November 26, 2023

RSB IZESMER T R AR D T STEES 2 RS R AR v AR H. T RSSO ME, P&
W BhE Citrix DaaS M AREENSH.

RS EL SRR EPIREEZTE DaaS NARFNEE, REAFEERIESHRMIBNINEEE, 7 Citrix
Cloud Al LM E=RETHEARE, AP T LEREES DaaS NAEFISEH. AP0 UEEREEIRRAUSEHED
Citrix Gateway RS #H1TiEE.

Bid e Progressive Web Apps RS TEARRAEAR RETEFRR, RSELMNET FHNBEERHRR
BYRIRER o

RS ELE MR Workspace HEiZR LR AR P EEVEAEA RN BI2FSmE. Workspace EZIHA R KEAEHE
BRI S hE, Workspace EEHAXHREMEFEERFIEE L. YAFPESR Citrix Workspace B, Workspace
EREAXHRREILGABFNE N RENAFEEX 4P, RSESERITFRATREEREA RN BREFNSE,
BNEA P MBI MR B S M AEF = E. Workspace E#EANHEEEZMMNE, H5HAFMAFPIEERXEK, B
MRS ESME, BIAMERT, Workspace EEEAAFHAFAELRALIENAREFNSE. &L Workspace
EEEARE AN ABIRRHGA 30 Ko

BFIBRHY Citrix Workspace M A#2EFES, Citrix Workspace RARERIEXE, BI1FE Workspace &L, AR
BEAEREERATSIZFH Citrix Workspace M FHZFEMSEfHR S shA P 1&&KBH Citrix Workspace [z

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 161


https://www.citrix.com/support/open-a-support-case/

Citrix Workspace

BF. ERIUERERSES S, WEERFEPRHEAELEH Citrix Workspace BB 3R Workspace EEHL,
BIANERT, HAPEREHRENEHEE, SMAFIEETHER Workspace E#ZRL.,

EEP S E%E Citrix Workspace R BEFR, WS ARSZIFIRSELS M,
B Citrix Cloud MmEI8E (BERSIELM) WRABAXE, 8@ Citrix Cloud 3%,
AR

BFEANSEAN “EEMEA" 1 Citrix DaaS 1855 Workspace EEfAZEM, RATIRS 7 PRI EE#
Mo BN, ZFANINESRSESRMETR,

BRgERE
BERUREAENARZR, APASRERALEZFER Citrix Workspace, BRARSELMN, AFPSRERHGE L
WITUTHR:

1. THHREZZIHRAR Citrix Workspace B2,

2. ¥%4B4Em Workspace URL 0%l Citrix Workspace i A#EF (flan https://example.cloud.
com),

3. &% Citrix Workspace,
YAPERER Citrix Workspace BY, BRSZESIESIE Workspace EIZHELYTHIIBAFI&E.
T# Workspace & EHEARTRERE KX 15 DHABEERER. AP AIME FHIERSEEHBELHNER.

FRETHAIEIRY AR P A IR

ERERSESME, FHHENARGRSERUTREmMSR:

o FRETAYEAY

« Citrix Workspace N A2F 2EEE TIHEBS MR

s REARPEENNAEFISEBATRERE
SHFRLERET, APAIUGEEARE DaasS, MASKEHEAFAFR, STFEMmAPE, APasEsES Workspace B9
ERARERETEN, ABRARRTAP RI—LEHETE,

R ELET RS ESMNAEBI AR AR R R RETHREI7A R N AEF MK EH.
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HhET R E RIS

Citrix Workspace BR$

BN RHE

Citrix Cloud RIERRSS

Secure Ticket Authority

Citrix Gateway iR

B _E R BB & 4

BRSS &S AR 44 B P A 1R R

Citrix Workspace M BEFIRIER
Fig#& ERAEFRE N AR
KHo

Citrix Workspace M AB#EF, HiR
BAPI&E ENAREFRENAE
FHKHE.

Cloud Connector ##9=aT AR
S21EENE, £ Cloud Broker AR
ShiEMAIFRE VDA HiaES A
MRS FiEM

Y ICA XHTER R E R,
Workspace ZE#ZH LR EI EINE
TRAIA A AR

ML E S B REREI TR
RF# Citrix Gateway IREENS
(POP),

Citrix Workspace M Bi2F1RIER
Fig& ERARMEF AN AR
KH., MRAFPSHRUEEEEN
MEERE, NEAPRERTENE
#78¢, Citrix Workspace MAB#EFE
#4239 Citrix Gateway RS,
Citrix Workspace M HigR&Eid
TCP 2598 Ex % Cloud Connector,
1@ TCP 2598 5 UDP 2598 Bx &
VDA,

BXEFREFHRREIEENELNER, BESARSESERERR.

FhifHRIE) B A P R

el AR AR R ENERE R
ARG, FFHIAR LIS ERAR
M AEFNSEE. PEATEN
BirE, RenExiERAFE VDA
RERRAEZE. EENREXAR
BRNRARFMKSENIARINE, AR
AMEHET RS “EmEED
Workspace” $EERENS
Workspace #iEi%.
BPaseEEERE Workspace,
BPeE “BiNEEHE Workspace”
ENRRELYAEFMNEE, A58
5 Workspace fRE s 2EE,
7£ VDA mE Al AR SS AT, FLE
PRI ELEEMER. NES
EARZRM, THAFRE,

RIERNFIRERE /LI #hB9RtEl,
TR

NESERRERE/ Lt REEHTE
%, THEAPRF

el BN ARSI EN 25
AR, FFBIAR LIS RERARZE
B AEFNSE. PHEATEN
BirfE, RAEFIRESIETAPE VDA
hERRAEEZE. EEHREXAHR
BNRARFMSERIARINE, AR
AIEHETREE “EmEED
Workspace” $ERENS
Workspace #9iE#,
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7£ Citrix Workspace ##rial, AP <7E Citrix Workspace FIRHEZUTHEE:: “BAERIENELERR,
—LEENN BEFNKE Y ENATH.” APAUEHERHRETUEENNBAEFTIRE. IRNBEFHSEF
ATH, EEEE,

@ Citrix Workspace - O X
o Unable to connect to some of your resources. Some virtual apps and desktops may still be available. Reconnect to Workspace

@ Citrix Workspace () Search Workspace
@ Home

Apps
E Apps > Recents Favorites This app is currently unavailable View all applications
[C] Desktops >

¢ 0%
(T Files
Chrome Outlook 2016
Desktops
Recents Favorites View all desktops

BEUTHREIAR AT ARIR, AP ERAERNFARET. MRBIMET, BABERRNZERZAEE VDA ENREA
H AD &,

EIEX SR I0IEN SR ERZFHETEAE, AR TET RS TIEXERAEE R Citrix Workspace, 40 #/3, 1t
SHEREERTE Citrix Workspace ERIRITRE,
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@ CGitrix Workspace - O *x

Store 1
mywork cloud.com

0 Having trouble signing in? Use Workspace offline

© Workspace

ZfE, %27 Citrix Workspace 5., G, AP AUETE Citrix Workspace Fr#fHAial— 518 & R.

TR ETRZE RN, WNRAFBHEHEFHBR Citrix Workspace N2, thiT#Ba L4k LEAR% R, BFEIUTE
REREZRHINRNER TERHAF &S,

RS ESMMEINEE D, WNRAAEH Citrix Workspace, M ESREE R, MREFERAEIEERENH
FHRHRCR, EEEERFFHENERE Workspace EiZHY, B8N BEBERSELS M.

#R#& Citrix Workspace M B#2F#1 VDA MELB A, 7EFErHAIE, VDA Al TAFE Windows ERAFR
EPMAEERE, MEHEIIRR, WEABMAE Active Directory (AD) EiBsE8E£ PIN LUA RN BEF S HE,
MREPUHREREZAFZE, WEERTIHSE, EHRNARFRKEZA, AR AERR VDA #1T814%
JiE,

EUTERT, AREEHEWA AD EBEaFEZEIR:

o ETERBEEFERE, Citrix Workspace AJEREHRIRENESE R,
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Enable Single Sign-on

When enabled, single sign-on remembers your credentials for

this device, so that you can connect to other Citrix applications
without having to sign in each time, You should do this only if
your IT administrator has instructed you to. This will take effect
the next time you log on to this device.

[]Enable single sign-on

For more information on configuring single sign-on, please see
article CTX133932 at citric.com/support,

« Citrix Workspace HEFEE TIHE @S HIIE. 1E Citrix Workspace slrHfial, AP EZHNZIREA
WREATRER BxAERT Windows B Citrix Workspace M AEFEEREESHIIINGESR, 15
BRSSP ERERAF RAREE S5 R,

AE
1ErhlTERE], REE StoreFront AR SBFZEH VDA,
o [EHEBEEH, BREAR— VDA LHN— 1M HRIBHERS, BIEipREEER— VDA ENN AEF IS
. RFEHZEENES VDA LR RNNAEFAREN,. EXEENAREFANESR, BER CIENAEFH,

EFFERMEES, RAASRTAPANRRRZAE VDA EfRAHR AD &iE.

ESRFRRH
MHER

o {#/ Workspace 1&3a8t, Frahka<89 Citrix DaaS #0 Citrix Daa$S Standard for Azure 1923,
o REEIFIEREEEIZA Virtual Apps and Desktops # Citrix Workspace,
o fgasth Citrix Gateway BfE ICA KEBRAZ 2. (EZ#FER Citrix Gateway (EATEX S I3EA 5.)

BRIgEER

SEMER Citrix Workspace M EERFRRZ :

« iEATF Windows B Citrix Workspace R 2R 2106
« JEATF Linux 8 Citrix Workspace A2 2106
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Citrix Workspace

« i&ATF Mac 89 Citrix Workspace M ATERF 2106

+ EMATF Android 22.2.0 #9 Citrix Workspace R 125

« EMATF i0S B Citrix Workspace 22.4.5

 i&ATF ChromeOS # Citrix Workspace R A#ERF 2301

AR

A_

BEXREERT Linux 89 Citrix Workspace N REEFNEER, BEEXLENBEF USRS ELMNE
B, E2MERT Linux B9 Citrix Workspace M B2,

o WFERANKRHRNENBEFMNSENAR:

- Google Chrome 3k Microsoft Edge,

- EEMATF Windows 89 Citrix Workspace [ #2F 2109, %#f Google Chrome #1 Microsoft
Edge.

- &AF Mac i Citrix Workspace [ F#2F & EhR4s 2112 5B F Google Chrome,

- iEAF Mac 1 Citrix Workspace A2 ZE ) 2206 ka5 Safari ¥ 2B &6

B R BPRRSES L,

BIRENZFH—TAF. AXFNFH “BihaxR" BRiIRE.

X #H Workspace S1938IEA %

« Active Directory

« Active Directory 1i<h2

» Azure Active Directory

« Okta

« Citrix Gateway (XRFEBEXIRE AD)
« SAML 2.0

= gn Eoan il

o FL#HER Citrix RESHRIEARS (FAS) #TERER. AP VDA £ Windows BERFEF AEPHANE
AD &=,

¢ AEFBBEREREI VDA,

FZFFAHBREIOKF o

o REFMAEI Azure AD B9 VDA, FiE VDA #4FUNNE AD 15,

Citrix Cloud Connector F&EFA /)

¢« 44 VvCPU EHE%
+ 4GB HEARE
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Citrix Workspace

Citrix Cloud Connector Powershell 224

BILFHITRIZIZ B RE S ENIFEN remotedSigned &, HRBAMAHIT,
HARIAHITIPR B AT LUEEEM, fian Default =t AllSigned.

Citrix Cloud Connector iz

Citrix Cloud Connector eSS https://rootoftrust.apps.cloud.com, EREHANEUSL
¥rIbERE, B Cloud Connector piAdERIER, &2 Cloud Connector (IEFIBI AIEELE,

Workspace [ BiEFMLEIEE

MREEMBIIMINEBRI R R ERERE, WAFIEE LK Workspace M BEEFE XA AL i5R Citrix Gateway
BRs3 FQDN https://*.g.nssvc.net, HFFEHAEREN A FEHRE ht
nssvc.net:433, UEAFIEEA LR EREES Citrix Gateway ARSS.

tps://global-s.g.

EIEMBIRE

AXEFERER I (EPA),

FREfEAIEI R 235 Enlightened Data Transport (EDT),
VDA E:RFPRH!

324 VDA 7.15 LTSR st 2l s R B ARV SRR 2%o

o REFFMAEI Azure AD 89 VDA, FiE VDA EATINEI AD 13,
o VDA %A FEANRTE, LUMERFEHETHRIESE VDA 2k, & VDA ZRIHitmet, VDA ZRARAA:

- AWS
- Azure
- = Delivery Controller, BRIFARSERNRZFABAT AutoScale

FRETHAEISZ5RY VDA TR &

- HEHENAREFNSE

- BE®RREENAENMEIIEFASE Gt VDl £m)
- BSIERARE

- BSKkARE, 81F Remote PC Access
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=

=W

hErEA A A X I E R B 9 6. W 2 Cloud Connector 5 Citrix Cloud Bf Jf ¥ %,
MBRINBERT, BEEBREENENENEXRKAEEFRTR BREIAIXITEEET
ReuseMachinesWithoutShutdownInOutage, EXxEZ ¥ M E L, BE BN B E
FMSExF.

BXrhirHRiEpT A VDA ThEERIFAE R, ESE PErHiiER VDA B2,

23R R BR G E SR AN PR I

RTAFE VDA LEF#TH MR Windows BRAFRAFAZFA MR RIES M. BEAWHAFERELAS
A REIE S RETEYIE R ERETRE EMHITR MR, FHMEXERFRRENRERR.

R .
=

AMRBEAEIRSHTENA, AEFEENRERERS, Citrix TEARIIREMREEREHFIESHEH
MBI RREEB IS LR R, FREMREIESRTBENK, ERiETEMRZE, BSHETED.

7£ VDA B {&Fhémig LU T MR

HKEY_USERS\ .DEFAULT\Keyboard Layout\Preload

WINEREE IR E MR P AAERIE S .,

BXSRIBFZXENBRITRFHTIR, BB EAT Windows BBEFRIRFMBENEHES,

B AR EMEERUKIMARS ES M

A B RRUBREE HESRE LAN RS, REMIMEsmE rERE.

EcE LAN REBRYERE

M Citrix Cloud 3zgaeh, #%| Workspace & E > AR R,
% EEBMN,

TR YRR 1EREIEREEE,

BHERT.

> wnh e

# Citrix Cloud Connector #1 VDA F5 A BB E i@ @AM X X (CGP) TCP %0 2598 #{THIERE. ILAS
BEERINRE,
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Citrix Workspace

FeE>k 8 LAN ShRa0i%sE

M Citrix Cloud &d, %% Workspace f2E > i8R,
TAF B EEE .

TR MXARS ERIEIERERE,

BHRE.

W

ECE3R B LAN 5SS A BRATERE

71X PowerShell &84

Set-ConfigZone -InputObject (get-configzone -ExternalUid YourResourcelocationE
)-EnableHybridConnectivityForResourcelLeases $true

% YourResourcelLocationExternalUid Bi#&EEABERINE UID,

&< A YFERRTHEAEIED TCP 2598 HiEE# 2| Citrix Cloud Connector FQDN, NS ZiEELM, NEAMX
REERNEE. AFABAF ST NXEZEEIERME DRI NEREMNER,

==,
AR

Itk PowerShell < 5EETEHEEREEM, AATBIAWRIAFSINXEEERT VDA RRKST
EXmViER, BRRSESME, BEETEABERERIEERA A,

EERSESE

BHENERBRARSESYE, FHITUTIERE:

1. M Citrix Cloud &, %% Workspace B2 & > RS EL14E,
2. % Workspace HiEZHAIRBENEH.

Authentication  Customize e Integrations  Sites  Service Continuity

Service Continuity

Connection Leasin,
9 Enabled
Alow offiine accass to Virtual Apps and Desktops senvice rasources through Workspace app. Learn more

3. Y& iR RHEAMR 1R E 9 Workspace Ei%TH B E A T 4P IEZRE. Workspace i RHARIER Ti@id &
BIIs = THIFRE Workspace iE#EfEA. Workspace EEfHAIMA P EXRE S Citrix Cloud Workspace
N AEENFR. BREXEREEaRIFT Workspace EiEHY, RESEXRFH—X. Workspace &E#EiH
HAETLE 1 X330 K. RIMENER.

4. BHRE
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BRARSESME, BALSHNRERNEARAZINE. ERARMANRSESY, BEAUT PowerShell 6

A
4

Set-BrokerDesktopGroup —name <deliverygroup> -ResourceleasingEnabled
$false

deliverygroup i3 (THMBE TR,

BIANERT, MRAFEFEHAELRY Citrix Workspace, MsMAFI&EFMIBE Workspace E#ZHL, MRFE
ERPEHEBNRERAFIEE M Workspace EiZf82Y, R T PowerShell &34

Set-BrokerSite -DeleteResourcelLeasesOnLogOff S$false

=

AR

ERPEHES5ERT Mac i Citrix Workspace AR EENAF G, TiE1E Workspace EZEHAIREN
REERAFIEE L. EAT Mac 89 Citrix Workspace &3£3%8Y DeleteResourcelLeaseOnLogOff
BHEE,

SESMNFENEE

MREERY, BPREER ICAXHRRENEZAREFNEE. SEAFPEEEMNAEFNSEBEMRE, Citrix
Workspace #8&4m— M M—89 ICA 3XfF, 81 ICA X8 &—1 Secure Ticket Authority (STA) EIEF—1
BREIE, ReRE—RURENEHNERNERGARINR, 81 ICA XHFHEIEREAL 90 #2538, #A ICA
XHFWEIEREIAE, AR EEM Citrix Workspace SRE5—1 ICA XA B RIRIR, MNRRBRIRSESE,
LR Citrix Workspace TEs£4%mE ICA X, FBfRIAESFELE A IFRIER,

TR ERAT RS ESM, Citrix Workspace AP BohEIN AEFMSEITER ICA X, BRRSES
/S, Citrix Workspace R4t Workspace &AM — 4, 5 ICAXHRE, Workspace &%
BXH2ERFESR Citrix Workspace RR4ERK, MARERF BohERNERN. HAFPER Citrix Workspace
B, ¥REGAZAPNESNEREREZEAANH. Workspace EEBAESAFAFFRERMERNES, MR
HPTSHAF TTEER Citrix Workspace ifER ICA XHARIZRIR, NEREHLE R M RAVERGA AR,

RIETEPERHREN S 5D

4P EhET e B R N A SR mAIEFRET, Citrix Workspace M B2 S ER P& & _ EHEIMEMN A Workspace
Y, SA/G, Citrix Workspace MARFRITH—MEE. IRESHENAEFISENTRUBNERES
NEZREBIEMINBER, WITHS Citrix Gateway [RENEE. IREKSHRENAEFIEANERUE
MEERR B A UEZREREMAIBNERE, WITHS Cloud Connector H%E#,

% Citrix Cloud XIB& FEEHIRASEY, Cloud Connector $&4ER Citrix Cloud {IBsREATH-N VDA 5B, ¥ Citrix
Cloud RELFEAIREE, Cloud Connector (BFASTRAMIRS) BIHBIARIERZ M0 IBEREER,

KERBIERNRP T USSERE N T (F, EMEENTEESBIREERIER, WIHERMTFARMENERE,
{BRFE &M StoreFront,
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LAFERIRERHRIEN, SERKEN, ERsiEREAT Workspace B4

@ Shield-FTL-VDA-NGS_WordPad — >

Starting...
I

[# ) tless information; Cancel

Connection leases are being resolved

BRERRERER, XEBMIEERE Workspace iE LA

Connections Session
7 Active Disconnect
S —
- (@ Accounts - \\Remote Full Screen
gﬁ Microsoft Outlook cannot connect to t -
Client Connection Status >
Version: 216025
Connected to server: T
as user: CITRITE i—
Encryption level: 2h6hit TLSw1.2in use.
Session relighility: Enabled
SpeedScreen latency reduction:  Off
SpeedScreen: Off
Compliance mode: OPEN
Transport encryption: TLSw1.2
Cipher Suite: ECDHE-RSA-AES256-GCM-SHAIE4
Launch Mode: Connection Leasing with Gateway
M.
Incoming Cutgoing
Bytes: 6602819 Bytes: 46310
Frames: 1420 Frames: 1188
Bytes/Frame: 465 Bytes/Frame: 19
Frame emors: 0 Frame emors: 0
Receive: Send:
Rose

BEEXBHREE XATBHRIEN Workspace IEEHEAMNER.

fFEIE1TIEA T Mac 89 Citrix Workspace M AREFREE £, Citrix Viewer 2 RE15 8 KA Workspace &4

RF=iEREsh:
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@

Citrix Viewer

Verslon: 21.06.0.19 (2106)
Server: Mot connected
Launch Mode : Connection Leasing with Gateway
Connected 1o global-5.g.nssve.nel using TLSVLZ with cipher
Sulte ECOHE-R5A-AES256-GCM-5HA3E4

Workspace ZE1Ef B FrE BURE 2196 A AES-256 BiBi#{TINE. Workspace EERYIPEISHER
Pimig &M — XM A5/ /FAARY, FREEEMISE LER, NENMENSREES818E LERR—HNEH,

Workspace i##2f8£977157 AppData\Local\Citrix\SelfService\ConnectionLeases RHIRAF &% £,

REESMENRLEMBEUEAABBFZ £, RUFAPEMIEHE (PKI), BEEIERHEMEBMLNG. B8R, T
BAGBKES AEERIH Citrix Cloud BRSS (HITAXMPIERMANG) REILESEE,

XHGERETRY
MRAFIEEERRFEE, REAFKFHXFZHE, WaT UL Workspace iE A, L& LES AP KB
Workspace ZEERL6, ZAPTAZEEZERZR, Citrix Cloud REAAFPERSRES TEXEZHRLY,

HISFEIESE R XBER Workspace EiEf AN, KMEIESZikF XBEMFIEIRE ENER., ErIEIERR
AP APETE B8 Workspace #3284,

ERCHRNAP R AP EMN Workspace EiEfLY, BFEALUT PowerShell &4

Set-BrokerConnectionlLeaseRevocationDate -Name username -LeaseRevocationDays
Days

Bt username SERIEEZENKP XENBEF, username & H P A UL AP AT FREK P IEE,
Days B EEmAEIERIRE,

a0, BEETEMN 7 XAMEL xd.local/userl BEE, BEREAUTREA:

Set-BrokerConnectionlLeaseRevocationDate —-Name xd.local/userl -
LeaseRevocationDays 7

EEER Workspace iE#ETELARBTIEEL, EEMALT PowerShell &<
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Get-BrokerConnectionlLeaseRevocationDate -Name username
username Bt HEBEEEHNEERNAFRRAFH,
flgn, BEEHE xd.local/userl B Workspace EiEfHLIRIBTIE]ER, EHEN:

Get-BrokerConnectionLeaseRevocationDate -Name xd.local/user2

HESBER:
FullName 5
Name : XD\user2
UPN 3
Sid : S-1-5-21-nnnnnn
LeaseRevocationDays 2
LeaseRevocationDateTimeInUtc 1 2020-12-17T17:34:25Z
LastUpdateDateTimeInUtc : 2020-12-19T17:34:257

Mitit, A&, AP xd.local/user2 7£ UTC &X 17:34:25 #5557 2020 £ 12 B 17T HE 20205 12 B
19 HAXH Workspace ZEZfRL,

BRI T Workspace EEHAMN AP KA BXIZWOERE, BERALUT PowerShell ss$#ikizik:
Remove-BrokerConnectionLeaseRevocationDate —-Name username

username EMAERBERNRAEILNBASARH, EATARIZEIAFKFZYERE, H4E8K Name &
Tilo

WX R R

INRAFEHRETZ 5B R Citrix Workspace, MIARSS &SR] LAY FENER R 7= P ETHBIEIA B IR, 7EXX
KaARP, MERFIEEEEIRET Citrix Workspace NARFHEMEE. ARG, EMNMKEEETS—MEM

&ifo

EWNRERAER, RSESERITRFEENEEAEEMER, MAEENKEIEERNA, MRENKEREHAF
B, MRS ESIEE R UTEA A RE R ZEBENERER EX EIN R IRBIIH R R,

RS IESMRENE S ZRPNYERFIRENEDIEEM A B MNE GRS, S8i8&HEBEHM Workspace
HEEEA%E, SR EYWEIRE EER Citrix Workspace B, Workspace & BB FTHAREEWIRILE
EHBAFRREXHS. ARG, BRHRENEEHERIZEMSEE LM Citrix Workspace, B, ETHS—4A
Workspace E#H4, HEAFRRBEXHREEEIMKE L, Workspace E#HAX 45 THIIHIEEHE XK,
Workspace E#ZHAXGRESH I EMEEHESFER, IERRE— AR LR, Fit, NREMKEHRFTH

KIERREIFMMAEDE, WERIEERERENDEHRE, RSESMRTEREN RN NFIEEDE@E,
Workspace AR TFERFNERZ—

UTREMZ RN EMRERNNR RS ERRSESEEN TSR .
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FEE--BIWERR ARSS EELRE A IR (AR R X BN B RO 18] -
REHZRE NRFEAFEREMNRER L LB,
REMIERFARE (Gt VDI =E) NREAFEREMSE L LI,
HSIERARE MRBAF ERERUKREINRE H REHE 5.
BSHARE FEARIRH& % 2 ko

{=HHR1a]#Y VDA EIE

MR Citrix Cloud Connector Hify 23t 44877 TheE. Y= Delivery Controller 5 Cloud Connector
ZBHERAMEY, ANENEFAFELS EAEHITERRE, ATRSESMABTMENESR, AESE
HENEFE —LEHRBIRE,

RERSES M7 Cloud Connector RERZA M ENERE, BSAMENEEZARR, 4 StoreFront 7%

=H1HAiE189 VDA BiREIE

R Cloud Connector i 7 5 Citrix Cloud F9iEE, EEETEM Citrix Cloud EWEMNEREFERE, X
BE:

o EEHIHAIE, FREENESLATRABRRES, TEBMEMERIEE, B2, BEIFEEFENEN LA VM BT
BT EZEEK,

ZiAE R T, R Cloud Connector 5 Citrix Cloud & FiE %, WBEH T ShutdownDesktop-
sAfterUse EM MU XA AFHEREENKRE VAR A THEE. S UBSERNHEALRE
ReuseMachinesWithoutShutdownInOutage tRiEREHILIEZE, LU{EE Cloud Connector BiFF 5
Citrix Cloud HEZEN A FERAXLERTA, & ReuseMachinesWithoutShutdownInOutage ¥ EXK
H Strue ATRER SRS RIFRHNBIE—EEET VDA #, HEI VDA EFEEIAL,

FREMEERETH, BREERIE,

BN EN B EhEm

NEEEEREIEDRET S, A IUERSEHITEN. EHEEREREERITH O
T EEEMMECE Remote PC Access it& . B2, IEERBREIEREIMANEERITEN T LER,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops-service/manage-deployment/local-host-cache.html
https://docs.citrix.com/zh-cn/citrix-daas/manage-deployment/local-host-cache.html#application-and-desktop-support

Citrix Workspace

TR VDA &5

MRTREFRHIXEF, REF[EENNBREFNEEAFEANIETEBIHEENZIERS,

S5FENEEFRE, RSESETUMREXEFNEEM VDA BoiAREFHRE, AiRRRRLHBESEE
H, Citrix Workspace R FA2F RIRERE E KA E 7 8B BIE BETHXIE, EAESRINFER NN TIFXERE
HRLY R BIFRA X1

B E R
ARSSELE E B RITRMRIE:

+ ¥ Workspace EEHATHEIAF18&. Workspace EZHRLAZRERM, H5 Citrix Workspace R RiERF
ik
+ fE/ Workspace &L B RIS BN BERF.

T Workspace EiZfHELItEHRR

EEI A PIRE LI BEE Workspace EZFHL,
7£ Windows i&#& t:

C:\Users\Username\AppData\Local\Citrix\SelfService\ConnectionlLeases\
Store GUID\User GUID\leases

Username 2AF A,

Store GUID 2 Workspace MABEEN2BHE—IRRM.

User GUID ZBFHN2BM—IRIRF,

£ Macig& £

$HOME/Library/Application Support/Citrix Receiver/CLSyncRoot

7l w, 4T F JUsers/luca/Library/Application Support/Citrix Receiver/
CLSyncRoot

£ Linux E:
SHOME/.ICAClient/cache/ConnectionLease
g0, 17 /home/userl/.ICAClient/cache/ConnectionlLease

Workspace #E#829=27 Citrix Workspace R FA#2F %S| Workspace R AEIERERN. EEMRFIEE LHE
MRIE, LUHE Citrix Workspace ZAiZF S EmMINE A Citrix Cloud ## Workspace E#EfH ERS.

ERFIRE LT EMREESEHEEUTENR:
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HKCU\Software\Citrix\Dazzle\Sites\store-xxxx

MBXEFEBMEEMERTH, N Citrix Workspace MABREFEBEHZIREXR Workspace iEZHEIRS

« leaselLastCallHomeTime
« leaselLastSyncStatus

3R Citrix Workspace R R 221 B5 R Workspace EiZAARE XK, W% LleaselLastCallHomeTime
BRHA LA EEEEIR:

leaselLastCallHomeTime REG_SZ 1/1/0001 12:00:00 AM

MR leaselLastCallHomeTime k##atk, Citrix Workspace MRRRFIENEFSZIRBKR TIEXEEAE
RS, BfRRILEE, EM Citrix Workspace M ABIEFHMIBRIZKS , AEEHFM.

TEXEEIRRAM Citrix Workspace BREFHiRHKHT

YAFIRE LHIRSESMHEIRN, HREEPREETHEIRAE, BREREE:

iR WiER

3000 AFEEERRx Y

3002 TR BN BIE R

3003 RXFIZROE

3004 LR ERFE

3005 ICA XFR=

3006 HEEAY BN, EFHERE Workspace,
3007 BRI TR

3008 EREARITER: =

3009 EERARIEER: T

3010 FRDBE

3020 EEEAEIERN

3021 KRB RBNARFNRRUE
3022 EREARIEER: B4

3023 Citrix Workspace [z Ri2r B8t
3024 RRFEGHT & THANEED

3025 Bl BshE R B
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IR BiEA

3026 WENER (NAEFNRE) TEBDD

ifia) selfservice.txt

Eifia selfservice. txt X UHTABMERR, BRITUTSE:

1. QB TEAXEXHHGEE enableshieldandlogging.reg,
2. BUTXAEHTIXHPHER?E:
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle]
“Tracing” =" True”

“AuxTracing” =" True”

“DefaultTracingConfiguration” =" global all -detail”
“ConnectionLeasingEnabled” =" True”

[HKEY_CURRENT_USER\Software\Citrix\Dazzle]
“RemoteDebuggingPort” =" 8088”

3. BRENXHBAEF GRS

4. selfservice.txt X H WM E A UL E U T B & & & 3: %¥LocalAppData®\Citrix\
SelfService,

M IR RIARSS ES L

Google Chrome # Microsoft Edge B¥™ B2 R X L i 2837 1) iz FAFE AR & HY Windows 1248 7 R
SESM, XL BEFEMA Citrix Workspace Web #"B#2F, A€ Chrome W _ERZFEF] Microsoft Edge Hi
INAB 1P _E 3R E,

R RT BEEERAFIRE LRESM Citrix Workspace MARRF A GEZ ISR IEE M. IR ThRA:

« E/MEATF Windows # Citrix Workspace [ZF#2R 2109, z#¥F Google Chrome #1 Microsoft Edge.
« AT Mac 1 Citrix Workspace i A#2FE/ 2112 fR. %#F Google Chrome,
« EAT Mac # Citrix Workspace A2 ZE ) 2206 iRAI 5 Safari J% 23 &R

FZ#EAT Windows 89 Citrix Workspace R B1ERF (RBEE).

Zs# Workspace R Bi2FE RN M3 BIEFHNAVIESEBRENMINS Citrix Workspace Web ¥ B i#{TiEE.
Z<# Workspace [z F#2F#1 Workspace Web #B—i2fEfA Workspace &4y, AaiFI%esm A EEEREIA
BN AERFNSHE,
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https://chrome.google.com/webstore/detail/citrix-workspace-web-exte/dbdlmgpfijccjgnnpacnamgdfmljoeee
https://microsoftedge.microsoft.com/addons/detail/citrix-workspace-service-/pmdpflpcmcomdkocbehamllbfkdgnalf
https://microsoftedge.microsoft.com/addons/detail/citrix-workspace-service-/pmdpflpcmcomdkocbehamllbfkdgnalf

Citrix Workspace

ARSI 7 SNfRITE N S 88 R REAE AR ST E LMo
BN, P EEENETT
MERAFPNAFIRERE
EENKRPEARSESM, ARPGIERRE ERITUTIR:
1. TEHAHRENGEMAF LR Citrix Workspace 2 Ri2FEhR A,
2. THHREERT Chrome 3 Edge 89 Citrix Workspace RS B2
MY RR AP AR

LAFREHNAEFYSEN, NARFIKEFITH, MASRTAFITH Citrix Workspace E5hes,

EHERBIEYX S 28 F P R 0E

BAALEREREEE N SR ENAEFNRE, REAFRERFTSHRUENMKEE,
INRAFEE N EEER Workspace BYRAEHET, MSTENRBEONHIHIETUTHES:

o c a com/Cit Web/# T @ » 8
o able to connect to some of your resources. Some virtual apps and desktops may still be available. Reconnect to Workspace
- ok
&y Citrix Workspace
Home

Apps
1 Apps Recents Favorites View all applications
[_] Desktops —

Win16NGS_Note TSVDA-Direct-

pad WordPad

RARTEIEHFEARERNEMRIGNBEEZFANNAEFNEE,. ARETUEBSRE “EMmEEs
Workspace” EIE B

Y SHEF BTN H 25 R Workspace B, RARRTAPBRNITERSKERZR. ERVIGRR BN
BREFNREE, AraeEEs FH8 Workspace,
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https://www.youtube.com/embed/AlGu103IF4o

Citrix Workspace

An earlier login was not completed successfully. If you're
having trouble logging n, you can try using Workspace
offline.

Use Workspace Offline

MBI LIE A ESAE Workspace URL 5& 2 Workspace, MEORKEEENBREREET. RiAER
T, ZEOSERFPSME Workspace URL 30 #EER. EaILUSILEIEE A 15, 30, 455 60 #b, EthaJll
BERB, RZEERE, YA S41E Workspace URL B, BERETAFP BN IENED,

ERfEERBGE, BRTAPIZENESIHNT BIEFER. FRETHNEORANZREFBNHISEBRES
B &) :

_} Citnx Workspace

Citrix Workspace Web

Workspace App Detected

Version 21.9.0.436
Login Timeout
Work Offline

Troubleshoot

( Download Logs )

Read More

MRANBBEEEMIF =S EMREBEMNIIEMR, PHAERSMALEAFER, EXMERT, BRAMENR
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F%N Workspace URL, R2ERRTAFPBNIENED. ARF4EHERBNERET2ETE .

FA P& E] LUdid LA T A A e E MR I AT R R A AR Al R
1. FERRBPRET BIZFET.
2. EEBMEOP, BE BAIE ToRH. MRASTEE, REZTER Workspace Rz ARBIERE T,
3. EHEMNEOS, BE “PHyER Workspace”,

FERLEFEERE, i REFLNE Workspace ihiae, SBmETRTAFPBNIENESED. ARLTEETE
FRBHEFRRHITEMRFRFR.

S 23 PR
SNSR A P FE R R ERIENERR A B 28 Cookie FIEMMuGEHE, NITEMAIE XM Workspace #{THRIIEZHT, RS
ELMRTAES L.

BRAEAP AT REFERSKEATIE, SNERSEXTAZHIRSESL.

A BI85 FA P B AR

7z Citrix Workspace J55 2 RIEFIKF IS BN SR X8, BERYAEFNSERHNEEIAEEETEER 6
A Citix Workspace M RiEF. MRFIETUZE S /8 Web 3533, NSNS ASZ RS ESME,
HatRXB2snE Workspace URL &, Hgshmy BERE T REE,

ETHET, FRENRRTRNT BEFER. ARRE “THAE .

/A Citrix K& S HRIERS A ITEXBAERER

November 26, 2023

Citrix Bt & B IERRSS (FAS) 157 Citrix Workspace &34 DaaS #{T8S%E R (SSO), MBEFERAUT I MR
iz —i#47 Citrix Workspace 431, EE=RA FAS:

+ Azure Active Directory
+ Okta

« SAML 2.0

« Citrix Gateway

Google Cloud Identity
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fER FAS, iTRERFRA—XEIEEAARE DaaS MAEFMKH.

MREMFERRIZ Active Directory (AD). AD plus £k#3k Citrix Gateway M4FEEE, Nt DaaS # SSO FEE
FAS. BxEE Citrix Gateway WE SR, Eisial £ Citrix Gateway 612 OAuth |dP 5B,

FAS 5325

EEMERMUED, FTLUEZ FAS RS EEET Citrix Cloud, LUE#ITHEFEENRIEERE,
Citrix Cloud X HEUTE R T#EA FAS RS2,
EXFAMHERT, BUHKE B MRERERETERMNTRERERAN— SRR SR N BEFNSEH.

B RN TR EERER FAS fRS323

MRENFRUEBLERENEMEN (B0, FENFRUESERER AD M), 53§ FAS R532358E2 VDA Fr1E
ZEROIE. SSO (NEEERT —1TEHEZ 1 FAS IRSH|HNHFRMUEL TEIRTS.

FAS [RS8 52 M BRUEHEE

MRENFRUEZBENKZERE, FEEMNTSHEMAERZEN, WAL FAS RESB5SMFRMUEERE, SSO
BEATFERIIXERRUBPHNARZFNKEDN Workspace iTiEE, EXMERT, TRFRIMN FAS RS38%E
BRI I HERUE.

THEBREMNAEFRSEHEE, Citrix Cloud 2EE5IEERNEAEFHKEMLTR—ZRUER FAS RS
28, Citrix Cloud BXRIETER FAS ARS8 LUREREIE, ZRIEE T3 FAS ARS8 L MER A FOIEBRYIAIRRIR, E5Y
ITHREHITHMIIE, VDA REREE FAS RRSS[BH BRI

fEarAxdAsAl Citrix Cloud fERERER FAS ARSS 28, HEZE EMATHN,
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https://docs.citrix.com/zh-cn/citrix-adc/current-release/aaa-tm/use-citrix-gateway-as-idp-for-citrix-cloud.html#create-an-oauth-idp-policy-on-the-on-premises-citrix-gateway

Citrix Workspace

. 1. Launch

Authority

Virtual I

App or Citrix Workspace

Desktop

2. Obtain ticket 4. Prepare

___________________________________________________ :,if:___________________________________________\_\5{__________________|
! ¥ u |
i 3. Request_ 6. Access___ _ i
i .E"E ~ certificate Gceﬂf'cate <—5. Prepare i
i , Federated VDA Cloud i
' MlU_USOft Authentication Connector |
i Certification Service :

Resource Location

ZNEROIERVSFETRML Sk

EREBS M RRAIER FAS lRSEN, IT—1MRIFEMUER FAS IRS 8 7LURHEIEMZURAER FAS ARS8
B35, 1 FAS RSB AMEIAMARUEN, REaRS[IEEN RS FNHBIRS . [ THERDENNAER
si=@m@AY, Citrix Cloud ST A AL A RRIER FAS fRSS528:

¢ BREEEAERARMUEFRIEENEIRS M FAS IRSS 23
o MRLBERSS[ATA, WEEIBENHBIARSS 269 FAS RS2,
o MIRSEHYRSRATH, WEmIaBE, BERaHTERER.

PR 53

B Citrix Workspace HBX & SR IR SHIBER, IBEWME U TR AFRISMN:
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Citrix Workspace

Citrix Tech Insight

Citrix Workspace
with

Federated Authentication Service

2K
EREK
fEF FAS BBiEHI &% FAS BR5528%#%| Citrix Cloud, ZRILUER LTSI ABE B A ITZ FAS BRS38. EEM
FAS I T{EXEM SSO, FAS EEEHIGH FAS BRSS9 3£ A 1EHI & A F BIIK A A MLEARSS 1K A 37518 LT ik
« FAS EiizHlGe, EREHaRPIKE:

- *.cloud.com
- *.citrixworkspacesapi.net
- BE=FBMREEFAENMLE NRENIFEHERT E=H S RERER)

« FASERSS, 1M “WHMARS kP!

- *x.citrixworkspacesapi.net
- https://*.citrixnetworkapi.net/

MRENFRESAIERS S, 15EA FAS BEEH SRR ERF A, 1o, BHERMEIRS K At icE
NEGERNFIR,
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https://www.youtube.com/watch?v=WQfn_rLyZWs

Citrix Workspace

FAS RBEXR

AHHMEREA TS Citrix Cloud ZEEMFRE FAS RS2,
FAS F=@3HSH RSEEREDEIR T FAS IRSBMREASRER

7t Citrix Virtual Apps and Desktops iR H#Y FAS AR5 886 MR EH A S IIEARS 2003 (ks 10.1) HE
=hRZSo

NRIMA FAS RS [BOVRAF FhRZS 10, WETLAERIRIEZZAIM Citrix TEERHE FAS REHpARIRS 2.
BIRIERERY, 1E%E FAS IRSBINZRME. SSO XIEFE FAS IRSSBNHRUBMTREE K.

BXARINE FAS RSBNEZER, 155 FAS F=mUEFH Z5MECE . F— FAS iR AT Workspace
MAtERE,

Citrix Workspace

HTE Workspace FEEEHEH Citrix DaaS. ZINERT, ITHRSE, ®E “Workspace B2&” #/2H DaaS.
BE, ZRSEREZE Citrix Cloud Connector 7 8EAiF Citrix Cloud SEMAHIFEEE,

Cloud Connector

Citrix Cloud #E#ZERXFEMNEFEMNE (VDAFrEMAE) 5 Citrix Cloud ziam&EE, FE=L#H Cloud
Connector LUFFSaTFAM, % Cloud Connector Si-MIRRS [N TR E U TEK:

+ Cloud Connector EARFIEHFIRNRFER

o REREHCM Citrix A, RSI]BAZ Active Directory i#izHI2s, AR ENERUBEMIEMNEXREEN
&N

« BN VDA FriEviE,

BXZE Cloud Connector WE SR, HESHIUTXE:

« Cloud Connector RIBMBHANISECE
« Cloud Connector %3

REMR

1. NREIBFMA FAS RS 88, 1EEE BEXR HIREBA T LEMEE FAS VIR 1TIRIE,

2. REBASCR FAS BR5588:%#%) Citrix Cloud #rFriR, & FAS RRS328:%#% %) Citrix Cloud, =RIELESE, &
B FAS RS2 iEERI BN RIRUE,

3. MREITRIRE FAS RS B[|EZINSNERMUE, HREBANF & FAS RES[AMBNSNZRAUE PHRAHTT
1B1E,
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https://docs.citrix.com/zh-cn/federated-authentication-service/current-release/system-requirements.html
https://docs.citrix.com/zh-cn/federated-authentication-service/current-release/install-configure.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/technical-details.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/proxy-firewall-configuration.html
https://docs.citrix.com/zh-cn/citrix-cloud/citrix-cloud-resource-locations/citrix-cloud-connector/installation.html

Citrix Workspace

RRMEE FAS
2B FAS 7= @4 h iR A FASREFAL BT 2 TIRE. StoreFront # Delivery Controller BES BARHKE
58

RBR:

& EI UM Citrix Cloud #4518 THEX & B IRIEIRS RE2F:

1. M Citrix Cloud 28, @EERRMUE,
2. 4% FAS fRS328 WG, PARREE TH.

¥ FAS frs528i%#%%) Citrix Cloud

128 FAS F=@ SR RS RFTR, A FAS BB 64 FAS ARSS88%%%) Citrix Cloud.

52 “%E#E3) Citrix Cloud” BRES G, Citrix Cloud £33 FAS IRERHIEH B REMEH Citrix Cloud kP #Y
“BIRAIE” TimE L.

« Resource Locations
+ Resource Location  Refresh All
Acme Worldwide-East  @® monday 2:00 AM-{UTC-05:00) Eastern Time (US & Canada) e
+ + + + 1
Cloud Connectors Connector Appliances Gateway Gateway Connectors FAS Sarvers

MRENFEHEPELMBT “BRAUE" TUHE, BERFNZIIEUAEREEME FAS BRSS28.

XFr L imiE Al

FAS MEXFHRIBH, EREMAT FAS IR0 Cloud @, EUE7EUTIER FIREB:

« FAS BRS383E XA AT Ao
+ FAS FRE2B0VEMEIENA (RA) IEBETHARENE S A,
o FAS B9ShRAFI R 2o
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https://docs.citrix.com/zh-cn/federated-authentication-service/current-release/install-configure.html
https://docs.citrix.com/zh-cn/federated-authentication-service/current-release/install-configure.html

Citrix Workspace

31 %@

7z Citrix Cloud EIizH| & BT T H IR Y. B ERTE Citrix Cloud BIREHI &4 LA ER
T, EFENEN LN “BE2E UBEMEEN. BXEZER, 555 &5,

v

a4 0

0

FAS Server RA certificate

expired. ﬁ 3

<

New FAS Server version is Notifications

( ViewAl )

FAS Server unavailable

=z

AR

RHENE, REEEEREIRRNELT, F2EHEREHIEN,

FREEMEEEZRMmAY FAS fR535288 FQDN. RAIEBZHI@BAX AR 10.10.0.14 REShRZ<HT FAS ARS5 28

J—
MIZ7]No

¥ FAS lRS3BFMEIZ N ERUE

1. M Citrix Cloud &, %8 FRME, AEERE FAS RSS2 BT+,
2. HEEEEM FAS RS2, RHEXEENWNEES (), AE%E EERSH.
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https://docs.citrix.com/en-us/citrix-cloud/citric-cloud-management/notifications.html

Citrix Workspace

« Resource Locations

Overview  FAS Servers

+ FASServer | C Refresh

My Resource Location v

Primary
Run Health Check
Manage server

Remove FAS Server

3. B TMARERUE, AEEEFENERUE,
Manage FAS Server X

Add or remove the FAS server in an existing resource location or change the FAS server’s failover ranking.

Connected resource locations:

My Resource Location Primary W X

Resource Location 3 Secondary v X

+ Add to a resource location

Cancel

4. ®F “E7 = “WBY” 1EA FAS IRSHBES MEE R RUBERSRERBZ MR,
5. &R REEN.

EEERME FAS lRS523, 1EM Citrix Cloud ik “SRME", REEE “FAS RS MM+, EBER
FREBERFRMUENFE FAS [RSHENTIR, ERTHERRMUERN FAS RS2, EMTHIIRPEFRHZRUE,

B4 FAS BR35 2338V STER

1. £ “BRUE" TEYP, EREEENERUERN FAS RS,
2. 1&4% FAS fRS585 &0+,
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Citrix Workspace

3. RIEEEN FAS IRS2R, 2EXERNNEKRS, AEEE EIERS%S.
4, HIEFRMARNZRMUE, RENTHFIRPEIFHRHMLITER.
Manage FAS Server X

Add or remove the FAS server in an existing resource location or change the FAS server’s failover ranking.

Connected resource locations:

My Resource Location Primary v b4

Resource Location 3 Secondary A X

+ Add to a resource location

Cancel

5. #ERE REEN.

NIEKBERBKE M

1. 7 Citrix Cloud 282, 3% Workspace Configuration (Workspace f2&), #A/51%#% Authentication

(BHIEIE) o
2. ®F Enable FAS (B FAS), WEXSSTRFERSHARRNAIITHESRE,
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Citrix Workspace

« Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace,

Active Directory

Active Directory + Token
.- Azure Active Directory

Okta

Citrix Gateway

Configure Authentication with the Federated Authentication Service

O FAS is disabled ‘ Enable FAS

ZE, BEFMHBIERSEXTM Citrix Workspace BaIIFE I AZFMKRER A,
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Citrix Workspace

« Workspace Configuration

Access  Authentication Customize  Service Integrations  Sites

Workspace Authentication

Select how subscribers will authenticate to sign in to their workspace,

Active Directory

Active Directory + Token
. Azure Active Directory

Okta

Citrix Gateway

Configure Authentication with the Federated Authentication Service

@ FASisenabled Disable FAS

HITREERETEXHAES FAS RSBEANZRUBESHEINNARFREEN, NARFIKERERRTHA
FEENERL T B,

AR
MRZBRMUETRIE FAS IRSH[EBEXFHATFEIFER, NAEFENERTY), BREREREREE. &%=
RRITEEWmAE AD ERELUFRS N BRSNS,

#%Bx FAS PR35 28

EMNENRRMUEMER FAS IR5583, BHITUTIRME:

1. £ “BRUE” EYD, EREEENFERUER FAS RS 2FHM.

2. 1&4% FAS BRS388 AU+~

3. HEIEEEW FAS kS58E, RLFEANNERS, ARER EERSESE.
4. REBBENRRUE, AESE X B
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Manage FAS Server *

Add or remove the FAS server in an existing resource location or change the FAS server's failover ranking.

Connected resource locations:

My Resource Location Primary A"

Resource Location 3 Secondary v X

+ Add to a resource location

Cancel

EMFEEENZRAUERER FAS IRSS2:, BHITUTRME:

1. M Citrix Cloud &, #EEZRRUE,
2. REEEENRRMUE, AEEEF FAS BRS5EE Hlk.
3. EIEMIFREY FAS BRS588, BEFEAMNERS, AREERIER FAS iR,

< Resource Locations
Overview  FAS Servers
+ FASServer | C Refresh
My Resource Location N4
Primary IE
Run Health Check
Manage server
4. 72 FAS BEEHIA (FEERZH FAS fRS28 L) 19 %13 Citrix Cloud &, %% WiFriEE, o, EaTLUED
# FAS,
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Initial setup | Rules | Advanced Connest to snother server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Configure manually

The required templates are deployed in Active Directory

oy
\/ Set up a certificate authority Configure manually

The authorization templates are published on: ca- 1.citrixtest neticitrictest-CA-1-CA

Click "publish™ to publish the templates on another certificate authority

Authorize this service Read documentation

An authorization certificate is configured

De-autharize this service

You have a rule configured: Default

\/ Create a rule Read documentation

Connect to Citrix Cloud Connect

Connected to customer: dandaviac ,

Status: Connected to Citrix Cloud and available for use

Citrix Cloud is configured to use the rule: Default - Change

HEHEER

IR FAS BRS323FATA, M FAS RRSBUE LSBT —FEEHES.

@ .acme.net e

Last known server status: Unavailable

Please check your FAS server for more information and the latest availability status.

B, BT FAS BRE25 LMY FAS BIBITHI A HKRTERS. #I80, FAS BRS2S1E FAS BRE28 GPO R %E
=

Initial setup | Rules | Advanced Connect to another server  Refresh

Complete these setup steps:

\/ Deploy certificate templates Canfigure manually

The required templates are deployed in Active Directory

\/ Set up a certificate authority Configure manuslly

The authorization templates are published on: ca-1.citrixtest.net\citrixtest-CA-1-CA

Click “publish” to publish the templates on another certificate authority

Authorize this service Read documentation

An autherization certificate is cenfigured

De-authorize this service

You have & rule configured: Default

\/ Create a rule Read documentation

Connect to Citrix Cloud Connect

Connected to customer: dandaviac - Disconnect

I Status: Connected to the cloud but NOT available for use I

The cloud is configured to use the rule: Default - Use a different rule

| Active Directory i not configured with a GPO for this service |
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https://docs.citrix.com/zh-cn/federated-authentication-service/current-release/config-manage/troubleshoot-logon.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configuring-sso-to-workspace.html
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