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Citrix Workspace W Bi2F

April 25,2024

*F Citrix Workspace . Bi2F

Citrix Workspace B FIRHENELXBAFREIEXEMENFAEZ RN, ReMELiAR, Citrix
Workspace M AEFSE LA ENEE. EMNAEFS. Web 1 SaaS MAERF, URBRARNRMESER (KME
I EMEMAILE) SIhEE,

Citrix Workspace AR R—MEF RN ARERF, AIUERKMNAIFRNIGE FEE, ©EIEUFETRH Citrix
Receiver ®zheez £, 4% HDX. Citrix Gateway #&#0 Secure Private Access & Citrix P imRE AR,

EFHNARFELEIML, PIEMEREFIHRIERALIE!T, flM Windows. macOS. Linux. iOS #1 Android,
WA LUBIE N S 88 TIh A, BRZFRMNNRNELEMES, 1FSH Workspace Browser &%,

g Citrix thi¥#1 HDX (&AL 2#2358 Citrix Workspace M BREFRESHENEMN AEFNESESIE,
TETIER, TIRERTLMNERH Internet kAR, ZABEFNSENEMEE. SRIERES.

AR

NAEFBAFREAEEERSEMS, BESE (FIB Workspace F4&) X2 a# (FIH StoreFront

8o

& % Citrix Workspace M AEFHIRENINENE S, B2 Citrix Workspace app feature matrix (Citrix
Workspace [ R#2FINEETIR)

BXLTSR 54aiAZEMERNNER, EHBIA Lifecycle Milestones for Citrix Workspace app (Citrix
Workspace [ RiZFHE AR RIZH) .

Citrix Workspace M Ai2FiE AT LA FRIERS:

« iEATF Android #9 Citrix Workspace M B12F

+ i&ATF ChromeOS @ Citrix Workspace N ABER
o AT HTML5 B9 Citrix Workspace R 2%

« iEATF i0S 1 Citrix Workspace M AB2F

« JEATF Linux B Citrix Workspace i BEF

« iEAT Mac 89 Citrix Workspace MAB12F

« iEATF Windows 89 Citrix Workspace N FB12F

« EATF Windows (RZA@EERRZ) # Citrix Workspace 2R
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BEE
73 Citrix Workspace 17 A2 BRI EEE:

I FERER Internet #91&%, Citrix Workspace M BIEFHERKEARBTEMNNE R TREESEEIH TEHA
REINGE FNEH, HEMNAFPETAM. 2EXMERE, MRIFERLEZEREX IP #itrl gl ™A S
MR, SWREFRIEPAZDES.

&3 Global App Configuration Service fZE Citrix Workspace N BiZF

Global App Configuration Service 27— &FH AT, BTFARLAFEE Citrix Workspace HAZF1
B, AIUMBENRBEACNARENAMNASEREIRE. XELERMNEATIEEREMIERLELE (BYOD). &
XiFAMER, BB Global App Configuration Service,

l]II}'

3§

&

Citrix Workspace [z A2 EAEAEREBEMIIMIEMIES PIEA. ABHABTIE T RFMARAH Citrix Workspace
R RRIES.

TRIE T EMIRERAK T A LK Citrix Workspace BRFXFIIES. ¥ RENAEFIEZECESHE

Windows
E= Android  ChromeOS HTML5 i0S Linux macOS  Windows RA&EE
e o Y| v} Y| v} Y| v} Y|
&5 o v}
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=55 o v} v} v} v} v} v} v}
i | Y| | v} v} v} v}
BEFE o | o Y| | Y| | Y|
(E7)
HiE Y| o v} v} Y|
kb o v o v} v} v} v} v}
mUIFE O v o v} v} v} v} ™
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Windows
BE Android  ChromeOS HTML5 iOS Linux macOS Windows RA®ERE
IR HIE ] i
Z{Rh i ] v} v

AT T WEEAT S BB U R Z FIhREITE I E 0 Citrix Workspace R AERF.

hEEAR S B IR

MR EFIRIEHR Citrix Workspace R A2 AR, F{iTATLUE Citrix Workspace M AEFHMSRZAZR
MmEIThEE, BMEZTIAEERMANNL. Ak, BAVEERINEERELURE R LaunchDarkly WE=75MRS. FEEM
BRI AT B AEHE LaunchDarkly 895k &, BYEEE 7L HISTENMH AR AENRIN, EXFHERT,
EARIBSRIREREIT S E URL 5 IP #usitE A& 52! LaunchDarkly B,

TR T SRR E SN BE P UK EXEN AZF 5N T AR SR R 1ThR

R THREAR S 215 R X1

iBEAF Android B Citrix 2 10.7.5 iEAF Android 89 Citrix

Workspace B f1EF Workspace R FRiEFHIZ
REITEEIE

iEATF ChromeOS #y z 1908 iEATF ChromeOS #9

Citrix Workspace M2 Citrix Workspace [z %2

r%_ }_%_E,‘JIJJ *]—\Il_a\ EEE

iEAF HTMLS 4 Citrix 2 1908 iEMATF HTMLS 9 Citrix

Workspace W BiEF Workspace [ BEFRILN
BEATSEIE

BT i0S # Citrix 2 10.4.10 BT i0S &y Citrix

Workspace B2 Workspace [z Ri2FHIT)
REMTEEIE

EATF Linux 9 Citrix = 2109 iEATF Linux B Citrix

Workspace B fR12F Workspace [ FBi2FRIL
BEATEEIE
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MFRER THREARS 2 55 hiezs X4

iEATF Mac 8 Citrix = 2010 iEATF Mac 89 Citrix

Workspace i B1EF Workspace [ BiEFRILN
REITSEIE

iBEAF Windows #y = 2012 AT Windows B9

Citrix Workspace R f#2 Citrix Workspace R 2

F FrRThBEAR S E IR

XF Citrix Receiver WEEF#

B 2018 &£ 8 A2, Citrix Workspace pREFEHA T Citrix Receiver, RAEMATT LTI IB AR Citrix
Receiver, BBZ %% T Citrix Workspace [ B2 BIHiEThaE AL 38 ThEE,

Citrix Workspace [zf#2F = Citrix WHE i, ETEARS Citrix Receiver £, HEZLAGRB AR
Citrix EhitgE#, Citrix Workspace R ABIEZFEH Citrix Receiver (W2 ZBIhRELIMIRIB R AL Citrix ZPEHIEH

Ihkk.
Citrix Workspace FzAEF#ET Citrix Receiver #R2 £, HFERE2EGBRAFE Citrix fRAZR.

BXRIFMER, BihiR Workspace Rz TR I8 B AR L Tl Ho

Citrix Workspace Web ¥ BiZF

April 25,2024

&/ Citrix Workspace Web ' &, &EE . 1ca XHEIEIEERUEEE Workspace B 2R, MEEZHER
B, BOf. FANKSET REFITALAERIRENMENARFNESERET —MIE, XEEHEBENR
BT EHEEmERREEL. Citrix Workspace Web ¥ Bitiz 1 T RREEE App Protection F1T4IRSES MM
g4k,

%%t Citrix Workspace Web i 8

BR% Citrix Workspace Web &, BHRITUTSE:
1. SMAEMNEIENEEH Web AEE:

o Chrome W_ENARE
» Microsoft Edge mn#mi
» Mac KE®EE
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-mac/system-requirements#feature-flag-management
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-mac/system-requirements#feature-flag-management
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-mac/system-requirements#feature-flag-management
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#administrator-tasks-and-considerations
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#administrator-tasks-and-considerations
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#administrator-tasks-and-considerations
https://www.citrix.com/products/workspace-app/download-citrix-workspace-app.html
https://chrome.google.com/webstore/detail/citrix-workspace-web-exte/dbdlmgpfijccjgnnpacnamgdfmljoeee
https://microsoftedge.microsoft.com/addons/detail/citrix-workspace-web-exte/pmdpflpcmcomdkocbehamllbfkdgnalf
https://apps.apple.com/dz/app/citrix-workspace-web-extension/id1622086941?mt=12

Citrix Workspace 2R

2. BEIEHIEEN AN AR E RN H AR E Citrix Workspace Web ¥ &,
3. MRFE, BEHIAEFM Web i BREFHELES.

4. (FIik) AR R BE EAHBERUEE R B[ UETF A,

5. i#%#% Add extension (Fy EBEF).

6. ERETERLUEEYT BEF.

Citrix Workspace Web " BMB% %,

A% Citrix Workspace Web i BRIiF4HE 2., 1521 Citrix Workspace web extension blog(Citrix Workspace
Web i BER),

7£ Citrix Workspace 3:f5l713T77F SaaS N AR

WMEREH Workspace 2k EH Citrix Workspace Web i Bi2F, BB TS B#H{TIRIE:

1. 72 Workspace &OREZRERK P ERE S

2. MERExHZ&dikiE Advanced (F4).

3. 1= Apps and Desktops Launch Preference (RMAEFME@mEIEED) &OFEE Use Web
Browser (£ Web ¥i23),

4, EEHEOSHIA Open Citrix Workspace Launcher (377 Citrix Workspace E5h28) -

W1E, &K SaaS BAEFIEE Citrix Workspace R REFEOFTH.

Citrix Workspace [ FHi2FINAETIR
Citrix Workspace M AIEFRIHERRT A RIRIER AP RIIFZINEE. BT IINEETIR, EAILUEREH T ARX L)
BEERET & LN A%,

BB LM Web R4 2880 Internet E M E @I+ EALER AT LUk 1A Citrix Workspace Web #7 8, A Citrix
Workspace Web " BEFIBREFINEE, SZRFLUTNMIEERE:

PR =2 i hRZs

Google Chrome BHThR S
Microsoft Edge =N
Apple Safari RS
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Citrix Workspace 2

App Protection

May 30, 2024

App Protection 2 Citrix Workspace [ B#2Fr—II04E, AI7EMER Citrix Virtual Apps and Desktops B %
HERNZHIEENT 2%, 5 StoreFront #1 Workspace £& & Bavas# Citrix Virtual Apps and Desktops &8
E# Citrix DaaS (LLai#rA Citrix Virtual Apps and Desktops iR$S) 2% App Protection Ihag, XEKERHE
TR, AHIMRRURSFRE S #F App Protection, Zif&&@id ADC Gateway #%#%| StoreFront 3¢ Workspace
Bf, #Z#F App Protection,

N REE A Citrix HDX SiERM T RBRIDRMPREHIRINEE, EAF Windows 8 Citrix Workspace R #2F
2203.1 LTSR. &MATF Mac 8 Citrix Workspace [Zf#2F 2001 stiEATF Linux 89 Citrix Workspace 12
2108 M RARIRAFEMIF SRR AT B Bh RIPEUE e R R A I R BN R M T AR,

BRRERICRE:

o RECRBEIMBHOER.
o NHBRFRIFNEOLTESREN, WIhEEA R FEKS.

BRThREHERE

+ 7£ Windows OS #1 macOS tHRFERN, IEZRIPEONNBTATH. HZFRPVEORS/VEE, LI
BERLFIERIRTS. TE Linux RIERFTD, BMERNBRETEN. TIESZRIPVEOSEES/IME, LThaeait
FIERT.

+ B Windows #2{ER 41 Print Screen ZitIERBEHERN, HIEFRSEHFIIEMR. E A Print
Screen ZHEIEZRRBEE, ExIVLAERRIFNEBER,

AL iEE PowerShell #1 Web Studio FeE %88, BXFMER, BERANEMNNBEFMNEEEZE App Protec-
tion,
WX tkThEerE, EHREA App Protection ¥,

SesRAA:

App Protection SEBEE S EMIRERAFARINENISE (HREFSRREZLTARAEZNSEE APIER) X
iT1T. MATLLIRIEERRE App Protection REEEZA LW EEXNERARZTTRRMHERIF, B2, HMEERE
RGNEE, BRESNICRBENIAERNRESEIN. RARNSHSLLRFRRX LR, BRNTERIEE
HEREMEE PR AT ENRF.

Citrix App Protection A1 5 84E ICA XHENMERRERFEMH—ESHEIT. MRIENFBEBRHRE
eeEAA M, Citrix FJRRFSRMSTR, UIRMHFR ARIRIITENS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 8
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Citrix Workspace 2R

KEZEE L% App Protection
ERATF Windows i Citrix Workspace L EiEF

B Citrix Workspace M BiEFpHR7A 2212 &2, ZRiA%%E App Protection, B2, ZAM AL TEEIRES, thalge
RFHERRE, BEEURTREP2E%ER T REEE5 App Protection Si%1E,

o 3F 2311 Z#i#Y Citrix Workspace N ABI2FhRZs :

@ Citrix Workspace et

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install Canicel

+ B Citrix Workspace A2k 2311 #&2:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9



Citrix Workspace 2

& Citrix Workspace

Add-on(s)

[__] Start App Protection after installation (i)

[

st F 2212 Z#i#y Citrix Workspace 2 2 Fhiias, X% %% Citrix Workspace M B#EFEH T S H App
Protection 5:i%iERY, App Protection 7 &%EHLAFEFHNRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 10
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.,

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.

For more information, contact your system administrator,

Install Cancel

App Protection RIGER A FEEIEREREEEBITIRS.
BRSNS, BRITUTSBZ—:

« ¥3F Citrix Workspace M A#2FARZS 2206 XESMRA, BEEITUTHL:

sc query appprotectionsvc
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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Citrix Workspace 2R

[E¥ Command Prompt

Microsoft Windows [Version 10.0.19044.2604 ]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32sc query appprotectionsvc

SERVICE_NAME: appprotectionsvc
TYPFE - 10 NTNl?iﬂWNipROFFQQ
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE_EXIT CODE : @ (0x0)
CHECKPOINT : Ox0
WAIT HINT : OxO

C: \WINDOWS\system32>

o 3F 2206 Z#i#Y Citrix Workspace MAEFRZS, BEETUTHS:

SC query entryprotectsvc
<!--NeedCopy-->

:\Users\ rims »sc guery entryprotectsvce

[SERVICE_NAME: entryprotectsvc
TYPE : 10 WIN32 OWN PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN3Z2_EXLT_CODE @ (Bx9)
SERVICE_EXIT_CODE : (exe)
CHECKPOINT
WAIT_HINT

=3

AR
£ 2212 59 Citrix Workspace M BEF AT, dNREERZE Citrix Workspace M BIEFEEEIEFRZ

F3 App Protection Si%1E, N LEETRIENGCREERSH, SERUTHIRES:

C:\Windows\system32>sc query appprotectionsvc
[SC] EnumQueryServicesStatus:0OpenService FAILED 1060:

The specified service does not exist as an installed service.

App Protection EREFEFHITH

App Protection 8917 HEUAF &34 RIECE T App Protection HBESHER, XX ERE Virtual Apps and
Desktops. W& Web N Bi2FH SaaS MAREF. ATUERSZHNEALE Citrix Workspace MAREFEF IHH
Web 355 28iA X %R, App Protection FRENEFHNITAR S

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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« AL #H Citrix Receivers =i Citrix Workspace A2 - Bt & 7 App Protection B ZRA A
Fo

+ RZLE Citrix Workspace N AEFhZs - BBE T App Protection SEBgHERER] AH EHEN.

« £/ Workspace i H#2F URL W ESBal -BLE T App Protection BN ERKEL TR, EFEH
Workspace B E URL £ Web %528 ETHE s &R, B2 IEA T Workspace SE& BT App
Protection,

« {£f StoreFront ZA#2F URL KIR&E5N - M1RKEFE StoreFront BEX, MEE T App Protection %
BRAYZERA A . BfE StoreFront M AEE URL 72 Web 15138 EmINEohER, ESEAT StoreFront
BB B5hEY App Protection,

RIFTHRETELA T R4 T A

o BRERIX - WFERTF Windows 8 Citrix Workspace M B#EFAIERTF Mac 89 Citrix Workspace [
B, MRERLALERZRFRFNED, WERLIEE. BRARIPIRE, BRIMVEFMERRIPNED. WF
iEATF Linux #9 Citrix Workspace A#2F, MREFAZRIFNWEOHRTENRS, WEBRZIE. B
BRRIPIEE, BXEAMBRFRIPHED,

o REEER - MRZBRIFVEOAL/LTFERD, WEALIE. BRRRIFDE, BEERERAS— 1T,

App Protection {RiFHiLI g ?

App Protection &®# LT Citrix §0:

o Citrix B®&0O

© Workspace

« Citrix Workspace M B#EF HDX £iF&E 0 (fli0, HE=mE)

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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Citrix Workspace 2

- BBIARSS (ABAIE) &0

(€ Citrix Workspace Q BB

‘ Hismg
Apps

= ¢ O

Desktops

Files

« Web #1 SaaS W R1EF

- EATF Windows i Citrix Workspace [z A#2FFERF Mac # Citrix Workspace R F#2F - Web
#0 SaaS iz A2 R £ Citrix Enterprise Browser RiTH. 1R XL R HEFEE A& Citrix

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 14



Citrix Workspace 2

Secure Private Access £/ App Protection %8&, App Protection @& R A,

@ Citrix Workspace

cifrix

cifrix

- J&ATF Linux 19 Citrix Workspace [Zf#2 - F3z#F Citrix Enterprise Browser,

App Protection RMRIPFHFLEIRE?

o Stz Citrix Workspace MAEFER FHUTHE:

- e
“BREET THAEE
MEfL

BB

-

o MREEFRERMRESERFRIFENRE, BRNATUEEMSRERNNNBEFPRERS, B8, XWTE
HREZIAERF, ERTEEZRRHENERFEMKE.

PR

R TE LURBRE

« BA7T App Protection # Virtual Apps and Desktops #£ RDP =i&friiabd < fE LS 5.

+ 72 RDP %i&, fFR Citrix Enterprise Browser T7# Web #1 SaaS M HEFA 3z App Protection,

o WEXSFMZ KR HEALZHF App Protection,

« MREFEANRFRZZIFH Citrix Workspace 2R Citrix Receiver k4, MRz App Protection.
EXMERT, RREREN.

* ¥ App Protection ThEEZ BEIEIN AREFMKEN, MREHNK, FHNERREZTESZIIRM,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 15



Citrix Workspace 2R

« B% App Protection Ih&e# Citrix Workspace A#EFRIfE 5 — L Hth R LR A RREALXMEERA
N RREFARD.

+ M Citrix Secure Browser f /55 & /R 3k % i@ id Remote Browser Isolation Bz & RS, RZ#F App
Protection,
o IEERAT Linux 89 Citrix Workspace R B#EFES, =% App Protection &, EX A ERRENEERF,

£ App Protection

L3 App Protection iI2{E TR T ENE, ATLURIBAF. HIgEMMERRL, BRI —IBI AP RNA App
Protection ZBg, BXEAEE, BEBRAMUTXE:

« J&FATF StoreFront B LT3 App Protection
 &ATF Workspace #9_ET32 App Protection

EEESB589 App Protection

Citrix Virtual Apps and Desktops BR & B BI8Ei@id ¥ 4285 F Citrix Workspace AR (GEBTF Web
# Citrix Workspace) , SAiE3&@:i34s#l Citrix Workspace M RIEFERN BIEF. “BRE” —ARBFEENAERT
Web #9 Citrix Workspace B2 574 Citrix Workspace B2 FIEEMERERNE R, App Protection
15 Workspace # StoreFront #HEEER. BXFMEER, BERANTXE:

« mm Workspace HR&/E5HI App Protection
- @M StoreFront BYE& B89 App Protection

RABRMFBSME
April 29, 2024
RAEK

EAR&FY, BRECERAEERNRZET Citrix Workspace AR

Citrix AHRIRAKhR A

« iEAT Linux & Citrix Workspace Rz 2R 2108
« EATF Windows 89 Citrix Workspace W A#EF 2203.1 LTSR
+ EATF Windows #9 Citrix Workspace 2R 2002

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 16
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Citrix Workspace 2R

« EATF Windows # Citrix Workspace M HER 2305.1 (AR EhRAS)

+ EMATF Mac 89 Citrix Workspace R R#2R 2001

« StoreFront 1912 LTSR

« Delivery Controller 1912

o AR Citrix ek, BXFAER, BHREMN Citrix HEARD Citrix Partner,

=3

AR

MRAFFERNIEED Workspace [ AREF AR 215 App Protection, i AIARIZEIPFHER. =
RIPIVERELE Virtual Apps and Desktops LK Web #1 SaaS MBiERF.

YFEIE

LU ER I RIB . TFEFAGIRIA T aTATF App Protection B RREIZEE BIFE]IE,

IT EEHM VDl xF IT BEH VDI BWERFBERRZS, App Protection 3{EAmMETIRME. AXFEMAES, BESRAITE
#89 VDI,

EAFBAMEEIE Citrix Daas

» Azure
+ Google
« AWS

Citrix DaaS 7t Feature Matrix for Citrix DaaS (Citrix DaaS MThEEFIR) —x &, S#1% DaaS cloud
Services (DaaS =ik%%) > Security and Monitoring (Z£#11) > App Protection,

Citrix Secure Private Access App Protection £ Citrix Secure Private Access B3Rz fi iR, BX
PAMEE, BESME Service descriptions for Citrix Services (Citrix Services IARS3#B8) —>x 8 Citrix
Cloud Services > Citrix Secure Private Access.

Citrix Universal iTi@ App Protection @& U TRS +:

« Citrix Universal Premium
« Citrix Universal Premium Plus

EFAMETRE, BUTHRE:

« Citrix Universal Advanced
« Citrix Universal Advanced Plus

BEXFAER, BERAXBEXE.
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BRFRATE

App Protection SRESIZTINREFEEMNRFITIEZNH S L, MIFREEEEETN VDA £, Aitt, REHSMIRE
RFERAREE, (App Protection aJLLEERI Citrix Virtual Apps and Desktops &4 ERPFIRMEAZ ZIF

AR ER S LHEER VDA.)
BT T RERAMIG R 255 App Protection Ihig:
+ Windows:

- Windows 11 (64 {ikR7x)
- Windows 10 (32 {ii#0 64 {ikR#x)

==
AR

B2 Arm64 ki) Windows #IERGHIEE RS2 #F App Protection,

« macOsS:
- High Sierra (10.13) RESHrA
 Linux:

- 64 1iz Ubuntu 22.04
- 641 RHEL9

- ARM64 Raspberry Pi OS (E7F Debian 11 (bullseye))

AR

3+ App Protection, BT Linux # Citrix Workspace 2 A#2FHEE Gnome Display Manager k%

RRIRIER S

FRAMTIER
ETF Citrix Cloud 89/~ @B IR

5&F Citrix Cloud 897~ &3 A8 App Protection ThaEnT:

IhgE Citrix Cloud

ERERBEAEFNSENRBEREE =2
RN RERHR

Em Web 3§ SaaS AREFHNRE =2
RICRMPRRHIR

ERATF Windows #9B5 DLL X =

Citrix Cloud Japan

il

I

2, BIAHEKRIIR (GPO)
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Ihee Citrix Cloud Citrix Cloud Japan
5 DLL A EHIR 2 1, @ GPO
Global App Configuration = £

Service (GACS)

AT Linux WEMHINIESBIRS & 2, i@ AuthManConfig.xml
RS RERP

EAT Mac WEHIIESKEEARS 2/, @F GACS 2H, @ GACS
BRHRERE

iEATF Windows MBMRIEREE & EH, @ GPO
BRSS 1R R R ARIF

CAS App Protection REHEEH = ES

LT App Protection 2 =, RAPMmE

S ol 2 2

App Protection JR&HRE = =

SN P2 A 5 R T TR 28 - = =M, &3 GPO
Windows

asih App Protection - Windows 2 =1, @3 GPO

App Protection 15

June 19, 2024

AXERNBTERTF Windows B Citrix Workspace R 2R, ERATF Linux 89 Citrix Workspace M F#2F#]
iEAF Mac B9 Citrix Workspace R ffEFZ#5#9 App Protection gk,

RBEEIZR

I NE, App Protection ThEEMM R R ICRINEESW A EVERSNFERE DRNNNAHITINEG, EEM
RERFTIATTUMAZRIRIERRRFIFAXAZE, REZICREBINAHITINEG, REEEFFHmiHREM
BRERA R IRENIEFE P IREEUBN B R ICRBBHRBENA, MIEAF EEBANRHE, App Protection HEEERN
HEEGHNBEFNSEEM, X Citrix Workspace B3 IIEHEEHR 2. MAPITAE— NS BRIETHEE
BIBB—ZIiES, &R Citrix Workspace Si&22{RiF. App Protection &#ELIRHE, BT AERHIXAIREAIREID
R

i

BRALEFEAUTRENRREARERICR:
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« Virtual Apps and Desktops
« A Web #1 SaaS MABiERF
BRIIERR

BENERSS 1M (SSP) BB

B R iR

REHRALENAEFSREENNAEFRRERSIEPENRREERRIIAR. REBRRGTEONIHRX
HRNAS, NARFEENKEETARE, HNELAEFRTEEFHNRRINI, FTHREATR, HREBHER
InEEEATF Windows £

HREMNEER. ZETAM Shift+Ctrl+Print Screen,

RERIANS — N AFIE LT GoToMeeting. Microsoft Teams 3 Zoom EEIMKINFE MBI N AEFH
EHREIE. YNARERFZERIPE, App Protection hgE7E Web fiiREIZTHRE, MMBALEEIIMNEE, LI
BERTHREUBREUER S RIMMALME, KR TFEFTREETUNENN, EAERERIEEENTEERE,

EERALOUEFNUTRENFIRE A RRRHR:

Virtual Apps and Desktops
ME Web #1 SaaS MBERF

. BINWIERE

- BBIBRSHEM (SSP) BE

=W

MREBEH T M EMRE, ER—1MENSEERTHRERMRINE, MAa— T ENSEREBHESHRY
e, PIRRHRERRNNAZIXAMNENRH, ST EZ8NEN—TENSENRREE.,

MREER/NMBRTHERHRIENSE, NWEREHIRTEENANA T EhFEERIEENENRE,

FRESER BN

stF Citrix Workspace LB#2FME, YBARESRNEAZFRIPNZRATRERRN, ERIUEEEHM. X
App Protection RIFHIZRIVER, E518 App Protection RiFHA4?
HILLL B R = Bisl:

- ZHETREBRIAENEERERZHIMNIT.
o 2%i@32 Print Screen BEINEESE,

s RERRTANSNETERANER R, NREEMBEHZIAHSNBRER, NaBXErEH,
« EIEATF Windows 1 Citrix Workspace M A2 2212 RESMATH, RIANERT, EREOMEE)
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RS (MNAEE) BARZERP.

= DLL 3N

[ DLL ENR 2R INEER B FRIP Citrix Workspace M AEF 2 R ERZWNMchASHEZE (DLL) SRR a5
RIVEE, MRENT IERFEEIR, Citrix Workspace BRI NEIXETF TR E MK LRIR, 1
5, MRERFRDZAKNEERAAZEESHEEN DLL, App Protection FEIERIFRIHERBIRES. X
ERH BB EMY AREFIRERIE,

I ERATFHRESFEIPNEMNBEFME@E M K Citrix Workspace M AIEF B MRIET O (23 I
Z/StoreFront),

YERERIPVAN LEFEFRERTEHER DLL BY, HIERIEEF I BIRH =1,

Access 2016 X

e digital signature on wficazZ.exe 15 invald.[Error s [(no error text available
I The digital sig wfica32 isi lid.[E 11786 ilable)]
— Copy text to clipboard

Close

YAREEER DLL MR LERY, ISR IhEER B@l. XAEERBREEMNNAEFNKSEZE,

@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.

REREH: I HESRERERAFAEINAE (M0 DLL FrERNSE AP BA) BARREIEFR, XEMERK
ETCEZULURERP, FHESELEEEXNE THENEETANRE, B2, BERFRANAKE, mME DLLHY
WA ERREE M. BAKNSHEIRFIMBBRXLR R, BRITTERIIERELENIBEPRETEHRP.
LEThEESZHHER T Windows 9 Citrix Workspace M BIEFhRZs 2206 RE Sk s,

AR

BT, Citrix Z9303EF0 Citrix Workspace M ARERF RRERIGRFIRITHRERANR BRIZRINEE. B2,

B 2212, XLENERIALTFEZERARS, FEFERAARIERHITEREE. X GPORENEE, ESIE App
Protection B2 & FIIE3RINEE,
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5 Microsoft Teams #9 HDX kBB A4

X 24 7£ Desktop Viewer &= T Citrix Workspace R B 2F BB T App Protection BY, & Microsoft
Teams A% FRELZ, HEE Microsoft Teams FEFHHZEANR, REEINSESIRML T%RR:

o BFHEEAITANARZEFINE DED - (XY VDA hiiadsi 2109 Sk E Sk Asi 4 & 2RIEET,
o ATHZEN VDA £E_ENABHSEEIEIR - tE{RT Citrix Workspace R REFHIUTHRAER:

- EAT Linux 8 Citrix Workspace R REF 2311 XE SRS

- iEATF Mac 89 Citrix Workspace R BIER 2308 SiE Sk

- &RAT Windows 89 Citrix Workspace R B2 2309 S EShkas
AR
SHFEATF Linux # Citrix Workspace AR, “KEHRE" ETRIALTREARS. EREBA, BEEHN
config.json <t UseGbufferScreenSharing 8%, W FFR:

mkdir -p /var/.config/citrix/hdx_rtc_engine
vim /var/.config/citrix/hdx_rtc_engine/config.json

{

"UseGbufferScreenSharing":1
}

<!--NeedCopy-->

FBRT App Protection B #£# Microsoft Teams &z #% Citrix BIMETRBHR, XAFEINEEZETENE

TE%o
PRI
o RILEMBAT App Protection B9 Microsoft Teams A #ERB A T AN BI2FiA1R (LAA) MEX

HRELIHERS
s TAEBREHEEFHEMHRNS, FIE06ER BCRANIKEBAT. IRERHAERE, FERETHER.

o

AR

SFFEATF Linux B9 Citrix Workspace B2, IINEERF ARTR TR,

Zih App Protection (FisihR)

App Protection R ftis2M L 2%, RIFEFEZRRALCIRB|URBEIMNTERRHRENERE. B, App
Protection 1h8E{X 3T Workspace &Rz, f&BILLINAE, App Protection Th&ERT LY B E i = RIS FIFE
F. BiEMAT Windows 9 Citrix Workspace R A2 2210 #2, App Protection aJAEZfAZEI Windows &#& +
B B2 o

£/ Podio R EMIRENIE T RERO T KT AR
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ERBEE ST

g0 App Protection BB R BRI R BEICREWWEALN, REEFEONIHRERIPIEAFBREMNBEFHKE
RF. MRMEIREERN, EPMVAEFIRERIERFL L,

AR

RBRE S M RETE R RBVAR A FERIN L T B AR,

REERBESMEN, BSRECERRE N,

ERMAMELE BRI AR R E SN INEER Citrix Workspace M B2 RAH /BB T App Protection SEEEIE
MR REFNSEE, EEA App Protection R&HE

=W

MEEATRENRE, HEEFEANSAZIFREKREM Citrix Workspace M AR FHRE, BB T App
Protection M SIEFRLE,

g@a%ﬂkluﬁa ) 1ﬁ%[m@a%4j(i< 37150
PR -

¥ Microsoft Azure L3E&# Windows T i VDA 5 VDA 2308 &4 FEAN, KA ESEENIEMEIET
5. LLIEHIETE VDA Rrzs 2311 MESAT SRR,

7£ DoubleHop %5+ 1ERA App Protection

W R 7 =P A5 App Protection IhgE, WEX=E187E Citrix Virtual Desktops siE/iE17# Citrix Virtual
Apps 3k Virtual Desktops &if. TENKSHRF, EALUSBAT App Protection SRESHEIN AEFMSE,
{BR=[kZF App Protection gk,

BERTF Windows # Citrix Workspace RZA#12F 2309 fr#siE, S5IAT— Windows AREER A FEENE =
HRPELEEEEAT App Protection SRESHIEINN BI2FMSEE. BXSHMKELE DoubleHop Exhig&BRIF4HE
B, #2iIBEA “fHik DoubleHop By & E,

iEFAF App Protection &9 Citrix Analytics Service

L&A Citrix Virtual Apps and Desktops BY, s4 kS HEHAIRIEAEXRMAFEH, Citrix Analytics for
Security AE—IE A BENERNINGE, ZMERIERXEAFEHHATRMEXXEEHNIR, BLEMER,
B TR, HEMAEXLERAPEG, WETRER T BT TWERFR SHHIRBESGNT™ERRNITIRE. BXBH
EZNFAER, BFSREMEER,
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HENBEFNSENEERAEEEHLE AppProtection.ScreenCapture, A¥EHERTEAS
WEIEBAET App Protection SREEHEIMN AEFRESENRREEE. AXNAERAASHIEMAEER, BBRIE
EEREI U THFEE M,

RS IRMIUATESR:

« g& ID

o RRIPHINBZEFITE
o BERFHTIMER
- FREBETIAR

- FRBETARE

Self-Service Search

FaERAIFIIR

R Citrix Workspace M #2F. Virtual Apps and Desktops = SaaS MB#EFEA T App Protection BFRE
IR, SR iERTNREHERIABRERR.

82, MERTF Windows & Citrix Workspace M ABIERF 2402 i a2, “REHRAFIIR" WA EaRER

RAVFTIRPRINN ARERF. BIIINEE, ERIUER AT BREFHBREE App Protection iR EHIRE
BERANZERNFER. ERNAEFANZREHRAAFIIRSD, BBRLERERIARITIR.

BE.
BINAEEIRE EKIEETHHNAFETHNBER, BEAXSBRRETESRN. EBERPREH= D, T
BYHMN AT BEFIENEZENRE, BIGETUTRG:

o EREEYIENIETIHM AVFEITIN B2 U BB T App Protection [ RERRINEENE .
o ERFIBESE, BIUAL LTI HNAFETHNBER.
o BEEZRERFIMKED, BNEBRERBT App Protection BFREBEINEENEZR, WEEL2M%,
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HIZHBRTIR

YEEIRE LR EAHERNAEFN, WNRBAT App Protection, App Protection DLL £33 NEIE #12
. B8Y, BHF DLL WFRAERE, XAfEaSBuEERNBEFTIEIET.

BiEAT Windows &9 Citrix Workspace M ATERF 2402 fr7EE, &0 LUSEM#HIZRINEIHEHRTIR S, LUBRE
3% App Protection DLL 3ENEIZASE#IES, HM App Protection DLL WEESENEAREMRNETHRE, B
ECEHZHRRIIR, BBRREHEZHRTIR,

BE:

FEWHRHE, BAXSRRRER R ATURERENFRRYNAEFRERRE, FRHFREUfH—
TIRE,

USB ZiE 23 ik ahizFHERR &R

e, HE&FE Citrix Workspace R BEEFHER L BRSTHIMNGERN, App Protection USB i3iE33IRzhig
FrI e ST FRA M0 BH fE L S B R R,

BIiEATF Windows i Citrix Workspace R F#2F 2402 hiAsie, USB i3IS IRahi2 FHIBRYIRIhEE A B ERE
M ID #7™~m& ID #k5 Citrix Workspace ABEEFFERA AN EM USB &%, EREMIREHRME
USB g8 IRtz mHEBRYIR S, BBRECE USB Bz FHiR715%.

F=3

AR

FEVCGKAHIRIRE. EALLThAER LU R RRR A P EAIRENRE, HRESFHRELE T AERE LR

i

ftZE App Protection

April 10,2024

App Protection aATE&fER Citrix Workspace [ AIZFEHRHIEEMNR M, ZINAERET &P in R IE R
REHBRERRMGNRNEES. App Protection AR5 IEHERE F 2 RNAF SIENKREERENEES. ZIEER
LIERAPAREEHNRREEE U R EARRIERBRENF ARRER.

IXAENAEFRREFE LR Citrix Workspace R BE2FHEE App Protection,
App Protection 7£ Citrix Workspace MAB#EF LoTA, EATFUTFEE:
+ EATF Windows # Citrix Workspace M BERF

« JEATF Linux 89 Citrix Workspace M B1EF
« iEAT Mac 8 Citrix Workspace MAB1EF

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 25


https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/process-exclusion-list
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/usb-filter-driver-exclusion-list

Citrix Workspace 2

AR

App Protection $REZTHEX IR FRFFAHBIIEENILIENIR, FERHERN AP AR s RERE IR T #E,
S

App Protection K&

REBHWEEXNETRARETIARMERIF. B2, MERFREANLR, BRESM

ERBEOFAEVESHIL. BARNSSSIRFMBRXLERZD, BRINTEREEHEEENIEPREME

FEREBIRIP,

iZATF Windows 59 Citrix Workspace N BiEF
WM

« Citrix Virtual Apps and Desktops hg4s 1912 LTSR St E= x4,

StoreFront 1912 LTSR = Workspace,

Citrix Workspace %2R 2203.1 LTSR BSR4,

B App Protection #aTiE

HABBRIA RN,
REHEHIA SR App Protection SiEEGHE R NLEZ B0 App Protection,

- 3F 2311 Z gty Citrix Workspace R BIEFFHRES

@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component.

Install

Cancel

B Citrix Workspace R A2k as 2212 &2, App Protection 427 % % Citrix Workspace M B12F
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- B Citrix Workspace R R12FFRR4s 2311 i&2:

@ Citrix Workspace

Add-on(s)

E] Start App Protection after installation (%)

[ 3

Install Cancel

e th S %EMERS, App Protection ¥EREEIEIER,

+ =

AR

MBEARBALLEEE, NI FENER App Protection 9%, App Protection 2EERBEIZF
PV E RS A BT B BNE B,

&

FEATF Windows 9 Citrix Workspace R 12 EE LT App Protection ThgE:
o RBEERBFRMHEFERER:

- 3¢F Virtual Apps and Desktops, &&i@% Virtual Apps and Desktops FRE & EEICEM RS
ko
- XF Web #1 SaaS M B#2R, &2 Web 71 SaaS WAREFEE R ERICE R,
- XFBHIIEAN B BIARS
* {£H Global App Configuration Service AP R, #E£iEE R Global App Configuration
Service B REANEMIIEMBBRSIEGRRERBEICERNHRERR
* (EFAHARIENER, HSRERESERN RN SH NI BBRSIEGELE R BRICRIPREHR
* {EF API, ESRER GACS APl BS54 RIEA BB SEHELE R BEIC R R REiEIR

EBER DLLIENINEE, ESREER DLL FNThEE,

EACE App Protection $RBgEL, ESRECE App Protection SBSEELE,
EAE App Protection R&10ZE, ESRECE App Protection RS E,
Z/=2A “fEL DoubleHop By €&, E2EL DoubleHop Exb.
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PR

o ItbIhEEIRTE Windows 11 1 Windows 10 ERERERSHZT R

o BhRZs 2006.1 %2, Windows 7 &3#% Citrix Workspace R 27, Hltt, App Protection £ Windows
7 RREER, BXEMER, BESHFTH.

o mIZRENIN (RDP) RLHFLLINEE,

B TN

B LA B /startappprotection & < 47 & ¥ /8 & App Protection 4 #, B2, £ & H /
includeappprotection AxEFH.

TREMTEXZRIPVERENGES, RERRATEE:

App Protection & ZRIFNRSE TREIPNRE

@ &7 Citrix Workspace g  BEIRSEHMSHIIEEESE/AR  EEHO. 8&. Citrix

h IERXHEE Workspace ZA#EFHIZFES. &
PIREhEMEZ. R/
7£ Controller L& E ICARIZERE (MAREFMEHE) EERD. 8%, Citrix

Workspace ZAEFHIZFES. &
ik EchEFERE. RIS

LT ERBEEN, RERFRIFNEDELET. ZUUESRFPEOMSIHNRENESHE, B2, NREA
PrtScr 23X Windows 10 i¢& LWREHE, NW4FsMEZRFHED.

Wai, Citrix H1%323EA Citrix Workspace ZFAEFRERIESINITH REHRIR BRIZRINEE. B2, 82212
e, XEMEMANSTRARS, FEERARBNREITEE.

AR

Itk GPO HEERERTF ICA # SaaS &iE. ICA# SaaS 2iE4+4:ER Delivery Controller # Citrix Secure
Private Access #1T#z1Hl,

App Protection 138 Ih4E:

EiEATF Windows #9 Citrix Workspace M ATERF 2305 XEEARAH, MNRFBRUTEEZ—, WKESHIIEM
HERSEHEFE LEARBEIIR:

- BEERUTE—FXBET App Protection:

- R IEGERES) App Protection Si%1E,
- £/ [startappprotection &% 172455 App Protection A,
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o WMRGHKERELIZH LRSS App Protection Si%1ES & %k E A [startappprotection <175
¥, NEBSE—IZHRIPNZRERBRARBRIZREF,

AR

Global App Configuration Service MRS RIGBRBER ER1T A, N, MRENXLERBEZRAT
GACS 3 GPO %88, NESHIIER SSP RE ERBARBERIZR.

iEFAF Linux #9 Citrix Workspace W A1EF

Bhi4s 2108 iE2, App Protection IhaEHlEEeE1EM. tbIhAES#F Virtual Apps and Desktops, #HBZIANLF
BRARS. B2, B4517F AuthManConfig. xml X#+HF2E App Protection Thag, 7 #EXI S0 IEEEREM

B BIARSS Hi SR E B %N R,

WEFN

App Protection ThEERE & U TRIER S LUK Gnome Display Manager:

« 64 fil Ubuntu 22.04. Ubuntu 20.04 #1 Ubuntu 18.04

+ 64 fil Debian 10 #1 Debian 9

+ 64 fil CentOS 7

« 64 fii RHEL 7

« ARMHF 32 {if Raspberry Pi OS (&7 Debian 10 (buster))
+ ARM64 Raspberry Pi OS (EF Debian 11 (bullseye))

AR

MR EFERK Citrix Workspace RAEFRETF 2204 ki, App Protection e AR ZisER glibc 2.34
HEEhRAHIRIER S,

NREER glibc 2.34 RESRAMWIRIERFADLERSAT App Protection IhgEfy Citrix Workspace iz
BiER, RIERASISEENBHRANTESEKK. EMRERZSISERETRE, BHRITUTE—IRE:

o EMRERIERSA,
o BERERGZMERN, ARFERKIFREZ Citrix Workspace MBiERF
o BILMRERAHITSIE, FMINEIRERSETHER rm —rf /etc/1ld.so.preload xff,

%% App Protection 4

1. /8 tarball & %% Citrix Workspace MBREF, BERUTHEE: EEE%R% App Protection 4
4? 4 TRERZAILThEE, HAENE Citrix Workspace N R1ER, FHEBHER, BXFAER, B5R4%
EIEREER, [default SINSTALLER_N]:
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2. WY LU%%E App Protection 4, BRIAFRZEE App Protection At

3. ENBHENITENUEESRMER, RSEEEEHBHITENG, App Protection ThaEZ BEIRTRERIZIT.

%4 RPM a8 App Protection 4B+ B kR4 2104 &2, Citrix Workspace M AEFH RPM A 13
App Protection Ih&g,

B2 App Protection A%, BERITUUTIRME:

1. %% Citrix Workspace R 2.

2. M Citrix Workspace M AEFREZEFHRE App Protection ctxappprotection<version>.
rpm#He,

3. ENRHAFKUEERRBEE,

%% Debian - &5A) App Protection A% Hhk4s 2101 i€, Citrix Workspace M2 Debian ks
¥ App Protection Thgk,

BRE App Protection 4AfF, EERE Citrix Workspace MAREF ZHIMZIHBTUTHS:

export DEBIAN_FRONTEND="noninteractive"
sudo debconf-set-selections <<< "dcaclient app_protection/
install_app_protection select yes"

sudo debconf-show -icaclient
* app_protection/install_app_protection: yes

sudo apt install -f ./icaclient_<version>._amd64.deb
<!--NeedCopy-->

BhR7s 2106 i, Citrix Workspace RZARFSINT —MED, BAFRIASHEIEERSEN RS EERES 5!
B RBEICRIP FRIHRTIEE.

EcE

FERTF Linux & Citrix Workspace B #2FECE LT App Protection Ih8E:

o BR ‘BHUIE RERERBECRNPRSHR, BSRRENSHRIEEEEEAH AuthManConfig.xmls

o Bh ‘BPRSEN RREERBREERNPEEHR, BSRLEYEDRSEGFEEA AuthManCon-
fig.xml,

« EJ Virtual Apps and Desktops 2 & kB & iCRMPHRRIR, ES7 Virtual Apps and Desktops i
BERBRICRIPARRERR,

« EfZE App Protection SREEEEY, BSIARCE App Protection SEBEERY,

« EfEE App Protection R&RZE, BSIARE App Protection K&,
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-appp-posture-check.html
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iEATF Mac i Citrix Workspace N Bi2F

7ERF Mac B Citrix Workspace M F2FELE LT App Protection IhE:

2y

Z#E/A Global App Configuration Service AP RE N & HWIEN BHEIRSIEHRE R BERICRNFER
3%, E2FER Global App Configuration Service P RE A S HIEM BBIRSIGEHFEE RIBEIZRMN
a2ttt N

E6EMA APl A MR BBRSEGHLRE RERIERMBRRER, B2RER GACS APl AEMHIIEF B
BNRSHEMHELE RBRIDRIPREHIR,

3 Virtual Apps and Desktops F2& &k B iC RAB FREIX, 1E2#7 Virtual Apps and Desktops E2
BRBRICRIPRRHER.

Z Web #1 SaaS L Ai2FRER BRICRNLFEEMIR, 5217 Web f SaaS WAREFEERERZICHE
Fbr RERR.

ZFEE App Protection HBgEeR, ESIRAE App Protection HEEE

ZACE App Protection R&10%E, ESRECE App Protection K&K E,

App Protection HIEFEMEFIERBIFSNRLMRRIF,. EEHWENIFRNMEEMRSBIAER, FJUEX

A
sz

ERFRPEAREMSIEFRBRINSERZNNEE. AXEAER, BERAERER.

& RBEICRMFERHIR

April 10, 2024

AR TN REE R #BEICRAMGFRHIR:

SHIIEN BBIARSS
Virtual Apps and Desktops
Web #1 SaaS MAiEF

AEMIIEN BBARS R ECE RIBEIC R R BiHIR

AILUER T AEA B HEIEN B BARS B ECE R BEIC RN F=EHIR:
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#using-global-app-configuration-service-ui
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https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#using-global-app-configuration-service-api
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#configure-anti-keylogging-and-anti-screen-capture-for-virtual-apps-and-desktops
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#configure-anti-keylogging-and-anti-screen-capture-for-virtual-apps-and-desktops
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#configure-anti-keylogging-and-anti-screen-capture-for-web-and-saas-apps
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#configure-anti-keylogging-and-anti-screen-capture-for-web-and-saas-apps
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-policy-tampering.html
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-appp-posture-check.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/policies-templates.html
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#configure-anti-keylogging-and-anti-screen-capture-for-authentication-and-self-service-plug-in
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#configure-anti-keylogging-and-anti-screen-capture-for-virtual-apps-and-desktops
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/configure/configure-anti-keylogging-and-anti-screen-capture#configure-anti-keylogging-and-anti-screen-capture-for-web-and-saas-apps
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iEATF Windows By

EATF Linux 89 Citrix iEATF Mac 89 Citrix Citrix Workspace Mz
BEEAE Workspace W BiEF Workspace MB#EF 52
£/ Global App & = z
Configuration Service
M = ES ES
AuthManConfig.xml
ERAREITR

1. &idiEfT gpedit.msc 177 Citrix Workspace [ BiEF AR R EEER,
2. EHENEET AT, BREBEER > Citrix 41 > Citrix Workspace,
3. BEAUTSEZ—, BEFERTERASHRIIEESREE N EBIRSIEHIEE App Protection Thig:

o SHRIEEER
ENSHRITEEREERBRIERMNFRBR, BEEAFFHRIE > E1E App Protection 58,

- BERSEERE
EHEBRSHEGCHREEERBEICRNBREEERE, EEEEERS > &2 App Protection 5E5,

4. EFRLTERZ — SR ER &

o RERICR: PIEBEICRBFHRLHE,
- BREHR:. BLAFYERREENEZHRER,

5. BENAMHE.
FHATT A
FUHRTT AR FEIA R R AR RPN FEIRS StoreFront B9757%,

£/ Global App Configuration Service BF R

Bi&RBTF Windows i Citrix Workspace R AB#2F 2302 s(iE&BF Windows 89 Citrix Workspace 12 2301
Hrzsi2, Citrix Workspace M REFAFEER Global App Configuration Service (GACS) A& % KIEREM
BENARSIRAECE App Protection,

WMREFER GACS BERRBEEICRNPFREEHBIATIAE, XMIMEREMNER TS MMIEMEMRSEERS.
AR

« £ GACS AEHRIEMBBRSFEHEERBRIERAMFEHHKERTF Windows i Citrix
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Workspace M R#ZFFERTF Mac 89 Citrix Workspace R B1ERF. IINEERERFERTF Linux 89
Citrix Workspace R A2

« GACS Be& &M T Virtual Apps and Desktops LUK Web #1 SaaS M ABEF. X3 RiG 448 E R
Delivery Controller # Citrix Secure Private Access i#f7=#l,

« BERT Mac # Citrix Workspace WBIER 2311 Fr7iE, SWFaNBAREMANERE, S8
£/ Global App Configuration Service P R &% % IEM B BHAR S EHECE App Protection,
B2, NBEEFERANEET 2311 iAs9iZATF Mac & Citrix Workspace M2, NREENERN AR
[EECE % IhRE.

EEE A LUEER Workspace BEEER - REEE App Protection:

1. EF3ER Citrix Cloud k3% Workspace & &,

B e cous

citrix

Home.

My Services v P
10 al S Q
Library
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (ViewLibrary ) (CEditor AddNew ) (CAddNew ) CviewAl )

Network Locations.

My Services (5)
Workspace Configuration
o8 mao

Support Tickets i

Analytics D:
Notifications frmanca an
System Log

Learn more

Available Services (15)

2. %#% App Configuration (R EBEFEE) > Security and Authentication (Z24MSHI8E) > App
Protection,

Home ? Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  Servicelntegrations  Sites | App Configuration

& Submit Feedback

Workspacs URL  httnsi//anpnauto.cloudcom
Production @ Switeh URL

View configured settings

[} () Andecid () Cheomeos. (0 HraLs 0 ios O Mse (O Windows

Updates and Plug-ins Antl Key Logging 1Configured, 0 Unsaved
Enables looystrokes.
Enterprise Browser
R .
App Expariance Anti Scroen Capture L Contlared. 00 ~
onfigured, 0 Unsavec
~ Security and Authentication Enables. screans.
App Protection
Authentication Mac Enabled Configured

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

3. #i Anti Screen Capture (BiREHTK) , RAEEFEXNIRIERSE (Windows 5 Mac),

4. i Enabled (EEMA) 1#ZH, A/5%# T Publish Drafts (R%ER).
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cifrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize

Workspace URL  hitpsi/techdummy.cloud.com

View configured settings

Search Configurati

Updates and Plug-ins
Enterprise Browser
> App Experience
~ Security and Authentication
App Protection
Authentication
Security Preferences
~ Session Experience
Appearance
Bidirectional content redirection
Clipboard
Connectivity

Mobile Experience

Service Integrations  Sites

Serice Continuity  App Configuration
P29 Production @
Q O Anaroid O ctromeos O wms O ios

AntiKey Logging
Enables s
Anti Screen Capture
Enables dsh soreens.

Mac Enabled Unsaved

@ windows Unsaved

Anti-DLL Injection

A\ You have saved drats that are not yet published in Production. You may contine editing or publish now to apply changes

to Workspace for your end users

Review 2 unsaved setting(s)

& submit Feedback

Switch URL

(=™ O Windows

1 Configured, 0 Unsaved v/

Configured, 2 Unsaved A

6. % Enabled (BEEA) g, sAG%T Publish Drafts (X%ER).

Access  Authentication  Customize

Workspace URL  htips:

pppauto.cloud.com

View configured settings.

Updates and Plug-ins
Enterprise Browser

> AppExperience

~ Security and Authentication
App Protaction
Authentication
Security Preferences

» Session Experience

> HDX and Multime

> Accessories

Reset all to default

7. ERFBIRENEES,

Sitos igurati

Q (O Android

O chromsos

(B3 production @

O Hrs 0 os

Anti Key Logging

Mac

[ windows

Configured

Anti Sere

n Capture

Anti-DLL Injection

link lbraries (BLL)

app dotocts these

BE=E.

& submit Feedback

Canfi

ured, 0 Unsaved

0 Configured, 0 Unsaved
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Publish Settings

Do you want to publish these settings in Production?

£/ Global App Configuration Service API

BIBRALUER AP| BEBE X App Protection ThaE, REW TFR:

- BTERRSERMREHRNILE:

”

“name” : “enable anti screen capture for auth and ssp
“value” : “true” or “false”

- BTERRSRARBEIERILE:

“name” : “enable anti key-logging for auth and ssp”
“value” : “true” or “false”

Tf5: FERE GACS # Citrix Workspace M B2 B AR SRR E2IC RINAENTF JSON XXfF:

1 {

2

3

4 "category": "App Protection",
5

6 "userOverride": true,

7

8 "assignedTo": [

9

10 "AllUsersNoAuthentication"
11

12 1,

13

14 "settings": [

15

16 {
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"name": "enable anti screen capture for auth and ssp",

"value": true

"name": "enable anti key-logging for auth and ssp",

"value": true

11}

3t &I EEEEA AuthManConfig.xml

BN TARSME SICAROOT /config/AuthManConfig. xml H4miEizxt:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
authmananti -A 1
<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeylLoggingEnabled</key>
<value>true </value>

<!--NeedCopy-->

st BB RS M R EEA AuthManConfig.xml

BRI TARRSME SICAROOT /config/AuthManConfig. xml H4migizxtt:

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i
protection -A 4
<!-- Selfservice App Protection configuration -->
<Selfservice>
<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>
<AntiKeyLoggingEnabled>true</AntiKeyLoggingEnabled>
</Selfservice>

<!--NeedCopy-->
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73 Virtual Apps and Desktops B2 & x #£&2ic R R EHR

AN R ESITEDRET RBEICERNBREERIREE. TURI TR Virtual Apps and Desktops FRE &k ##&
BRI FRER#R:

} =r

AR

BhR4s 2103 2, Citrix DaaS %3¢ StoreFront #1 Workspace 1 App Protection.

/3 Web Studio

@3 Web Studio 9 Citrix Virtual Apps 5t Citrix Virtual Desktops B2 B R B&IZRMBREHIX, BRITUT
TR

1. App Protection £Z XML 5. EEH XML 5F, BERITUTSE:

a) BEREM Citrix DaaS kP, REHEERE > 188 > 5A XML 51,

b) #TAEA XML FEF %,
2. BRARGAEE—F App Protection 3%, ERITUTEE:
a) 7 Citrix DaaS &, BEEE > 44,

b) HEE—IRIH, REERIFEFRERE,
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wwwww

PR oABNFrRaldd OB

c) i App Protection, AGiEERERBERIZRNFRRHREISE,

Edit Delivery Group X
TSVDA_1_Protected

Users App Protection

Desktops o add-on feature for the Gitrix
E The

Application Prelaunch

AccessPolicy

Restart Schedule

License Assignment

d) BHR%.

& PowerShell
EE

7£ Citrix DaaS #iEm, BEAEMITEMN (Citrix Cloud Connector i+&#B&4M) A Citrix Virtual Apps
and Desktops iz#2 PowerShell SDK ##9 cmdlet 1Tt R BYER <,

fEEa=RET Delivery Controller BIitE#, L3 =2 7 iz Studio LIk FMA PowerShell B & miitEN L,
£/ Citrix Virtual Apps and Desktops SDK 73 App Protection R {F4ABHUTEM,

+ AppProtectionKeylLoggingRequired: True
« AppProtectionScreenCaptureRequired: True

AUASTRAERMBAEFHSIER, M, AL DGl EEEREZIZRRFRIF, (N DG2 EEREHRRI.
AL DG3 BRAXMAN RS,

il
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ZHE A DG3 MARIARBAXFE KRS, T PrEM Delivery Controller LiziTIU Far<:

Set-BrokerDesktopGroup —-Name DG3 -AppProtectionKeylLoggingRequired
$true -AppProtectionScreenCaptureRequired $true

EWIERE, FHEITUT cmdlet:
Get-BrokerDesktopGroup -Property Name, AppProtectionKeylLoggingRequired
, AppProtectionScreenCaptureRequired | Format-Table -AutoSize

ks, EREB XML EE:
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

B E W RIP StoreFront 5 Broker Z [BIMMEZR e, BXFHAEE, BHESREMIRHOXE CTX236929 FER P
XenApp #1 XenDesktop XML Service 9= £,

71 Web #1 SaaS M AiEFRE R BEICRNPREHR

S FIEATF Windows 1 Citrix Workspace M BEFHIEATF Mac # Citrix Workspace Rz R#2F, Web #1 SaaS
FzFA#2R7E Citrix Enterprise Browser 3T, SNRRXLER FA2FECE i@ Citrix Secure Private Access i
A App Protection 588, App Protection &£ A,

EEAUT AR Web #1 SaaS M AREFEE App Protection:

o ENERT Workspace # Web #1 SaaS M BEFEE App Protection, E&i:&/E T Citrix Workspace
B Citrix Secure Private Access.

« ENERT StoreFront B Web #1 SaaS B2 E & App Protection, #&%i# StoreFront 4% Citrix
Secure Private Access.

FcE & DLL EAN

March 10, 2024
ZINERT, & DLLIEATIEEAFEBRS, aJUERTAERSALThEE:

o AFEIITR (GPO)
+ Global App Configuration Service (GACS)
FRARBNRHITRE

AT LUTSRERECE R DLL SENIhRE:

e R DLLIEA
o & DLLGENERRIFTIER
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A “R DLLIEN" B

ERILLREEFIEAEAAR DLL ENINEE, MRKRECELLRDE, & DLLIENIBERATRARS. AJRERENT:

« BEEH - B Citrix Authentication Manager. Citrix Workspace i B F B~ R @E# Citrix Virtual
Apps and Desktops EAKR DLL SENIhEE. BIERATLLEZRFMBRHNAMHRBAR DLL SENINEE.

« BZA - B Citrix Authentication Manager. Citrix Workspace [z F#2F B~ f @ Citrix Virtual
Apps and Desktops 2R & DLL i AIhgk,

ZEEAR DLLENSER, BHITUTHE:
1. E@ETBETU TSI Citrix Workspace R F4A R R EIEIER
gpedit.msc

2. EHENEET AT, HIEEER > Citrix 1+ > Citrix Workspace > App Protection > Anti-DLL
Injection (& DLLIEN).

2sattingls)

3. 8 Anti-DLL Injection (& DLL¥\) HB8Hi%#% Enabled (EER). FIAAMHIERS, BR, &7
LM Options (GEI) ZB SRR HYIER.
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& Anti-DLL Injection

[} Anti-DLL Injection

(O Not Configured Comment:
© Enabled
() Disabled
Supported on:
Options:

Previous Setting

All Citrix Workspace supported platforms

Help:

@ Citrix Auth Manager
Citrix Workspace app Ul

8 Citrix Virtual Apps and Desktops

Use this policy to enable/disable Anti-DLL Injection for Citrix Auth
Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
Desktops.

By default Anti-DLL injection is disabled.

When the policy is:

Not Configured - Anti-DLL injection is disabled.

Enabled - User can configure Anti-DLL injection individually for
Citrix Auth Manager, Citrix Workspace app Ul and Citrix Virtual
Apps and Desktops.

Disabled - Anti-DLL injection will be disabled for Citrix Auth

Manager, Citrix Workspace app Ul and Citrix Virtual Apps and
Desktops.

4. BEHE.

fER “&R DLLIENRRAIIR" RIS

I oK Cancel Apply

TEREBIER, R LUEAIEIEEM DLL HPR7ER DLL SENThEEZ b, Citrix BIVENER LR AIBERZE
B SIRRECEUER, NEMR DLL HARAITFIIRN—E . FIE DLLEEEER, MURMHER DLL RiF, =TEEH

BT

« BEHA - MR DLL fRIFFHBRIE AR IFFIRH ML DLL,
« BEH - BRAMEIAFTIERFE DLL 7%,

E2EA ‘R DLLANBRAWTIR" REE, BHRITUTIR:

1. E@ESIBETU T 2T Citrix Workspace R T2 F 4R SRR R EIRIER

gpedit.msc

2. EHENEET AT, H2EEER > Citrix 1 > Citrix Workspace > App Protection > Anti-DLL
Module Allow List (& DLL #ERA%FIR)
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File Adion View Help

% nm = Bm T

¥ Local Computar Policy T At DLL injection 1
- 8 Computer Configuration

Software Settings Select anten to view its description.  Setting Stote Convrant

Windows Settings ] Anti-CUL Module Allow Lst Mot configured No

Adminstrative Templates ] Anti-C Injection Mot configured No

Cteix Components
- 1 GitrixWorkspace
- (21 App Protection
) Anti-DUL Injection
cap
GurixEnterprise Browser
Ctr Secure Browser
3 itrix Workspace Updates
Clent Engine.
Compliance
Diagnostics

o7t
Fast Connect APl Support
) Global App Config Senice
Multi-Stream ICA
Hetwork routing
Remting dient devices
Selfservice
Storefront
User authentication
User experience.
1 Control Panel
Desktop
Network
Prnters

1 Server
Start Menu and Taskbar
System
Windows Components.
Al Settings
« & User Configuration
Software Settings
Windowes Settings
3 Administrative Templstes

\Etendes (Sundra]
2seting)

3. #i Anti-DLL Module Allow List (& DLL #5435 51R) $8&34%1% Enabled (BEEH).

B Anti-DLL Module Allow List O X
E‘ Anti-DLL Medule Allow List . - Mext Setting
() Not Configured  COMMent: -
© Enabled
() Disabled N
Supportedon:  apypx Migrator encountered a policy that does not have a supportedOn value. .
Options: Help:
Anti-DLL Injection Module Allow List The DLL Allow List policy allows admins to exclude any DLL from
the Anti-DLL protection.
[
s I When the policy is:
“filePath": " C\\Program Files (xB6\\trusted\"
_ Not Configured - No DLL is part of the allow list. Includes all the

DLLs during the Anti-DLL protection.

Enabled - Excludes DLLs mentioned in the allow list from the
Anti-DLL protection.

Disabled - Clears the DLL allow list. DLLs need to be configured
again when policy is enabled.

The Module Allow List field allows admins to add DLL
information that can be excluded from the Anti-DLL protection.
Sample format to add DLL to the allow list:
[

“filePath™ " C:\\Program Files (x86)\\trusted\\messageboxd|l"

4. 72 Anti-DLL Injection Module Allow List (& DLL ENERAFFIR) FEFRRMBEMR DLL RirH
PREVIZIRFI R,
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¥ DLL ZRmEI s 57 RERFINST:
L

"filePath":"C:\Program Files (x86)\trusted\messagebox.dll"

"filePath'":"%PROGRAMFILES%\trusted\logging.dll"

]
<!--NeedCopy-->

5. BEWE,

£/ Global App Configuration Service #7628

EIRR A LA GACS BEcER DLL A NIHEE, @B TFIR:

o & DLLEN - AINEREB AR DLL ENIIRERI L TIRR
o & DLL #3RAFFIR - TRINEMKR DLL (RIFHHEBRAI24FF DLL

BXFHMES, #5218 Global App Configuration Service,

TEZ%E GACS &R T Windows # Citrix Workspace MARZFEAR dILEATR dULER 4 FFIRATRE]
JSON xtf5:

{

"serviceURL": {

"url": "https://tuleshtest.cloudburrito.com:443"
}

)

"settings": {
"appSettings": {

"windows": [

{

"category": "App Protection",

"userOverride": false,

"assignedTo": [
"AllUsersNoAuthentication"

1,

"assignmentPriority": 0,

"settings": [
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"name": "anti dll injection",
"value": [
"Citrix Auth Manager",
"Citrix Virtual Apps And Desktops",
"Citrix Workspace app UI"
]
}

"name": "anti dll module allow list",
"value": [

{

"filePath": "C:\Program Files (x86)\Citrix\ICA Client

\wfica32.exe"

"filePath": "C:\Program Files (x86)\Citrix\ICA Client

\AuthManager\AuthManSvr.exe"

]
}

"name": "name",
"description": "desc",
"useForAppConfig": true

}
}

<!--NeedCopy-->

Fo B SRERE

March 10, 2024
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BEFRM

REEREESONIIEE, BHREREUTHRME:

« EATEEE - Cloud Desktop Delivery Controller fras 115 s E Sk

o ERATAHIEEE - Citrix Virtual Apps and Desktops hitzs 2308 s E = R4~

« Windows Virtual Delivery Agent REFEFHRZ 2308 HES kA

o 3 F Windows - i&BTF Windows 89 Citrix Workspace FB#2F 2309 S E Sk
« XF Mac - BT Mac # Citrix Workspace M A2 2308 EShk4s

« 3¢F Linux - AT Linux & Citrix Workspace R FERF 2308 S E SRS

ERAREREXON, EBRUFEILEEE T App Protection BIEINN BEFMEEAI TS/WS VDA EEE) Citrix
AppProtection Service,

BRITU TS B2 — LS ASRBS SR :

o ERMLETRN:

sc config ctxappprotectionsvc start=auto
sc start ctxappprotectionsvc

<!--NeedCopy-->

s EAAFRE:
1. EESENRAN, RHEER Bif. B services.msc, A5 Enter #, HGHIMRSRR,
2. %% Citrix AppProtection Service, AE#EEET,
3. A% Citrix AppProtection Service, SAGEEEM,
4. EEEN > BEE > AR, ARREHE, UHRZRSERABNN BB,
RIEE L NTHRE B BT Ao

Z0MFNELE A SRR E S MAY Citrix Workspace M BEFM R ARRES, iEEE App Protection R&HesE, &
% App Protection REKHERNEFMESR, ESHE App Protection R&HE,

Ec & App Protection K& E

March 10, 2024

EF A App Protection R&E, BEE SILLThEEMHE XA VDA Citrix 58S,
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wERMN

BHREREL T

+ EAT=EE - Cloud Desktop Delivery Controller as 115 SiES kA
EATFAMERE - Citrix Virtual Apps and Desktops hiizs 2308 s E &k

+ Windows Virtual Delivery Agent Ri£i2Fhias 2308 EShRA

FF Windows - i&FF Windows £ Citrix Workspace 2R 2309 SiE SRS
o 3+F Mac - EBTF Mac # Citrix Workspace M BiER 2308 HE SR

$FF Linux - AT Linux 8 Citrix Workspace M A2 2308 E SR

BRI TARREEERTRSKZENF VDA Citrix 588
AR

XA VDA Citrix S5B&a] LUFEESE A Citrix Studio #1 Web Studio #1781 E, U TEEREE Citrix
Studio ZpEH, ELATLIS Web Studio EREREZ,

1. 7EA#E8ZE M Desktop Delivery Controller (DDC) 477 Citrix Studio MEB 1R, HEESZEM Web
Studio £#T7F Citrix Studio NR1ER, AEEREE,

2. TEIRMET, EIRIREE > QIS
3. BEHEFAEIRE THNSE, A57 ICA TiE# App Protection,

Create Policy
Studio Select settings

[ (an versions) - || Al settings = [ search £

Settings: O selected All Settings * Lelected only
Settings

b Accelerate folder mirro| ] . A

Users and Machines Computer setting - Profi Connector for Configuration Manager 2012 =
Summary Not Configured (Defaultf[#:N

b Active Directory action|
Computer setting - Profi
Mot Configured (Default Flazh Rediraction

Protect o
Computer setting - Profi App Protection
Not Configured (Defaull  Audio
b Active write back on se . Select
Computer setting - Profi Auto Client Reconnect
Not Configured (Default Bandwidth
b Active write back reqgisf Select
Computer setting - Profi|  Bidirectional Content Redirection
Mot Configured (Default

Adobe Flash Delivery Select

Client Sensors

» Adaptive audio Select
User setting - ICA\Audio Location
Not Configured (Default T[]

» Advance warning frequ msktop Select
Computer setting - Conl  Eng User Manitoring -
Enhanced Desktop Experience

File Redirection - Juaoel
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4. %% Citrix Workspace N BAEZFHRERE, AERETIER,

Create Policy
StUdiO Select settings
(All Versions) - ” App Protection - ” Search £
Settings: 0 selected [ ] View selected only
Settings

P Posture check for Citrix Workspace App

Users and Machines Computer setting - ICA\App Protection
Summary Not Configured (Default: )

1
Back Next | Cancel

LB 2 RmEIREE .
5. BRERRIAMEEEE,
6. BERMHABMANUTHRPRIBEXE:

« Windows-AntiScreencapture

Windows-AntiKeylogging

Linux-AntiScreencapture

Linux-AntiKeylogging

Mac-AntiScreencapture

Mac-AntiKeylogging

fign, MREFMT “Windows-AntiScreencapture” #1 “Windows-AntiKeylogging”, W aFZiFRE
HmEH B BB XEEENERT Windows i Citrix Workspace M ABiERFEREI VDA,
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Edit Setting

Posture check for Citrix Workspace App

Values:

| Windows-AntiKeylogging

| Linux-AntiScreencapture

O]
B
c|[<]l<]

|
|
| Mac-AntiScreencaptu rel |

[ ] Use default value:

¥ Applies to the following VDA versions
Virtual Delivery Agent: 2308 Multi-session 05, 2308 Single-session O3

¥ Description
App Protection Posture Check

This allows you to block access to resources protected by App Protection unless they are on versions of Citrix Werkspace App
where the specific App Protection controls can be enforced.

Mote: If this feature is applied, users on the Workspace app versions that do not support App Protection Posture Check will also
be blocked from accessing protected sessions,

For more details on prerequisites and configuration refer to https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/
features.htmi#posture-check

Important considerations while creating new policy

- Each line should have only one capability.

- No space is allowed in the name of capability.

- Ensure the values are spelt commectly. Incorrectly spelt values will cause session disconnects.

AR

BIMRBEREE IR
o AAWENRERMAERTE.
o FHREHTER. HEEFERISERRERL,

o SBEHIZ Windows-. Linux- 8 Mac- BEZEZE,

1. FIFFIERHRER, BERE,
8. %E—F_ﬁo
9. BRI DECLL, > PR R MRS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved.



Citrix Workspace 2

Create Policy
- Assi licy to
Studio Sl
(OF: () All objects in the site
+ Settings User and machine objects: 0 selected [_] View selected only
Users and Machines P Delivery Group Assign
Applies to all settings
Summary
b Delivery Group type Assign
Applies to all settings
3 Organizational Unit (OU) Assign
Applies to all settings
b Tag Assign

Applies to all settings

10. ERMFEZB UL RBEOFAERRMA, ARREHE.
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Assign Pelicy

Delivery Group

Applies to: Virtual Delivery Agent: 5.6 Feature Pack 1, 7.0 Server O5, 7.0 Desktop OS, 7.1 Server OS5, 7.1 Desktop OS5, 7.5
Server 05, 7.5 Desktop OFS, 7.6 Server 05, 7.6 Desktop OS, 7.7 Server OS, 7.7 Desktop OS, 7.8 Server O3, 7.8 Desktop OS, 7.9
Server 05, 7.9 Desktop OS5, 7.11 Server OS5, 7.11 Desktop O3, 7.12 Server 05, 7.12 Desktop 05, 7.13 Server 05, 7.13 Desktop
08, 7.14 Server 05, 7.14 Desktop OS, 7.15 Server OS, 7.15 Desktop OS5, 7.16 Server O5, 7,16 Desktop OS5, 7.17 Server 0§, 7.17
Desktop OS, 7.18 Server OS, 7.18 Desktop OS5, 1808 Multi-session OS5, 1808 Single-session 05, 1811 Multi-session 05, 1811
Single-session 05, 1903 Multi-session 05, 1903 Single-session 05, 1906 Multi-session 05, 1906 Single-session O3, 1909
Multi-session 05, 1909 Single-session 05, 1912 Multi-session 05, 1912 Single-session 05, 2003 Multi-session 05, 2003
Single-session 05, 2008 Multi-session OS5, 2006 Single-session 05, 2009 Multi-session O5, 2009 Single-session 05, 2012
Multi-session 05, 2012 Single-session 05, 2103 Multi-session 05, 2103 Single-session 05, 2106 Multi-session 05, 2106
Single-session 0%, 2109 Multi-session 05, 2109 Single-session 05, 2112 Multi-session 05, 2112 Single-session O3, 2203
Multi-session OS5, 2203 Single-session 05, 2206 Multi-session 05, 2206 Single-session 05, 2209 Multi-session 05, 2209
Single-session 05, 2212 Multi-session 05, 2212 Single-session 05, 2303 Multi-session O5, 2303 Single-session O35, 2305
Multi-session 05, 2305 Single-session 05, 2308 Multi-session 05, 2308 Single-session O5

Apply policy based on the delivery group membership of the desktop running the session.

Delivery Group elements:

Maode | Controller Delivery Group |
awddc1-0001 bvtlocal:80 - —
[#] Enable RdsDesktopAndAppGroup

VdiDesktopGroup

=

11. Ea._T—F_ﬂ;o
12, ERBREBMFRPIBNRIEE, AT EARBEEE,
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Create Policy
Studio Summary
View a summary of the settings you configured and provide a name for your new policy.
Policy name: Policy1 ] 1
¥ Settings i 4 | Enable policy
+ |Jsers and Machines Descriptior:
Summary
Settings configured: 1 Assigned to: 1 user and machine objects
Posture check for Citrix Workspace... » Delivery Group
Computer setting - ICA\App Protection Applies to all settings
Windows-AntiKeylogging;Linux-
AntiScreencapture;Mac-
AntiScreencapture (Default: )
13. BETH.
REHRERRELIE,

App Protection IR&H0E KWETHITREIITH

« MRFEATREKE VDA Citrix 5k, HEEKFERANERZIFRERETIEEN Citrix Workspace M FARZFHR
&, RIEFAL, MAREREMAEIRES.
o MREFEANITIHRSHREINEER Citrix Workspace MEAREFIRA, SEBALLEHSHNERUTHIZES:

- Windows:

Citrix Workspace App

administrator.

— Copy text to clipboard

Session is terminated as the App Protection posture check failed. Contact your systern
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- Mac

Session is terminated as the App

Protection posture check failed.
Contact your system
administrator.

Please try again in a few minutes.

OK

- Linux

Citrix Workspace

Session terminated
Session is terminated as the App Protection posture check failed. Contact your system administrator.

OK

pEL- DoubleHop Exh

March 10, 2024

BHIENEK SR EE, EREREEE— MRS LETERT Windows 8 Citrix Workspace R B2F 2309 SiE=HR
7,

BEF—IMHRR LB TEERERIFE VDA:

1. EHEM GPO K&, BEXEMER, BSRAEMENE GPO %K,
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2. BEhASEERmRIERS, AR ENEE > EIEER > Citrix 44 > Citrix Workspace > App Protection
> PHiE DoubleHop Exh,

3. EREERA, ARREHE.
fHik DoubleHop B BEEREA, MRERHMITNRRBE, ZRHKAEL.

AR

Windows Server ##1ER AL #F App Protection, HAltt, MEEES— M= _LIETT Windows Server #
E&R4%, WAKETRBAT App Protection B9 Virtual Apps and Desktops.

EEERSMRAFTIR

April 25,2024
ERNAEFANIRSHRAFIIRSD, BRITUTIRE:

1. ZFREEM Citrix Cloud tkF#i%3% Workspace B E.

citrix
jome
My Ser v
4 Pa o~
’ o a2 1 1o
e Library Offerings Resource Locations Domain Notifications
nti (ViewLibrary ) (CEditorAddNew ) (ChddNew ) CViewAll )

My Services (5)

3 o 536233
Support Tickets e @

Analytics profile xaccpl
performance and usage insigh xacep

Notifications

System Log

Learn more Learn more Learn more Leammore Loorm more

Available Services (15)

2. %#% App Configuration (MAEEFEE) > Security and Authentication (Z24MS4I83E) Con-
figure (EZE) > App Protection,
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citrix

Home > Workspace Configuration > App Configuration
Workspace Configuration
Access Authentication Customize Service Integrations Sites App Configuration
& Submit Feedback

Workspace URL  httns//appnaute.cloud.com

Production @ Switeh URL
View configured settings

a 0 Anaeis O ovemeos 0 Hrmas O wos O Mae ) windows
Updates and Plug-ins Ami Key Logsing 1Configured, 0 Unsaved
Enables kaystrokos.
Enterprise Browser
> Agp
Expariance Anti Scroen Capture o N
Configured, 0 Unsaved
~ Security and Authentication Enables screans.
App Protection
Authentication Mac Enablod Configured

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

3. #i Screen Capture Allow List (REHBRANYIR), ABiE+ Windows SiE1E.

= citnix L

> URL Configuration

setings a 0 et O cwomsos O Hmus Ows O mae O o,

T
0
bt
OLLWecton Excetion it
,,,,,,,,,,,,,, .
Locat oo Protecion .
—
o a o o "
Window m

4. B Edit (4R58) ©EI0,

ItEATI% 3 Manage settings for Windows (&% Windows 18E8) R&.
5. BERMMRNAEFHEXEBRNIIREHBRAITIIRF.

i3,

"name": "ScreenshotTool_1.exe",
"signature": "ScreenshotTool_1 Signature",
"publisher": "ScreenshotTool_1 Publisher"

}
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{
"name": "Screenshottool_2.exe",
"signature": "",
"publisher™: ""
}

]
<!--NeedCopy-->

Manage settings for Windows

{
"name": "ScreenshotTool 1.exe",
"signature": "ScreenshotTool_1_Signature"”,
"publisher": "ScreenshotTool_1_Publisher"
s
{
"name": "ScreenshotTool_2.exe",
"signature": "",
"publisher": ""
}

name AMEFEE, FEY, publisher #Ml signature "E2NEFE, B2, BiIUFMEXH
publisher # signature LMERREAFTIHNNBREF A ELIRRREE.,

MEKIGE publisher Ml signature &, AANERENBREFAUEKRREE.

teoh, EEILUBZELRPRNS N EER S NN ARFERNE “REEEATFTIR F.

ERE publisher M signature 58, #HSAAWM publisher M signature &8,
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6. #i Savedraft (RZE%), A/GE T Publish Drafts (£%E%).
7. 72 Publish Settings (&%i&®) FES, £ Yes (&)

Publish Settings

Do you want to publish these settings in Production?

8 publisher #l signature 8

B publisher M signature 58, BRITUTSE:

1. TFHRERAREFNEX . exe XHNXHIE,
2. AREBEE .exe X, RARRTHEY. EIEEA— T BERERR,
3. #if Digital Signatures (#%%%). Name of signer (£&8&%%) ~publisher f&,

| @ selfService.exe Properties X
‘Security Details Pre
General Compatibility

—Dl Sig'mn — s

1 Signature list

Name of signer:  |Digest ... Timestamp
| Citrix Systems, 10 Nove...

oK Cancel Apply
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4. & Name of signer (XZEHE) hNE—1N%E, AE%E Details (¥41=8) > View Certificate
(BFIER).

General  Advanced

-»  Digital Signature Information
This digital signature is OK.

Signer information

Name: [Citrix Systems, Inc.
E-mail: Not available
Signing time: [10 November 2023 12:16:59
Countersignatures
Name of signer: E-mail ... Timestamp

DigiCert Timestamp 2023 Not av... 10 Novem...

oK

5. B Details (¥41158) > Thumbprint (550, XAEFERHAFTH signature,

I g Certificate X
General Details Certification Path
| Show:  <All>

Field Value

@Enhanced Ke... Code Signing (...

&CRL Distributi... [L]CRL Distrib...

& Certificate Po... [1]Certificate P...

& Authority Inf... [1]Authority In...

ey Usage Digital Signatu... I

L Thumbprint

Iuz;—osz;—aua:o.'.'ezu13:aben?aac.‘-cosc:bezfd ]

Copy to File...

oK

FCEHIZHIRTI &

April 29,2024
B RIERMEFIEHERT RS, FRITUTTE:

1. EF3ER Citrix Cloud k3% Workspace & &,
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Ciix Cioud ¥ start Page
S Dovendra Satram
P&l cilrix s o P ——
Home
My Services v
o e o~
\ <
10 g2 @1 0o
Library . . " X
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (ChddNew ) Cliewat )

Network Locations.

Resource Locations

Licensing
My Services (5)
Workspace Configuration
o a0 £ 36233 o a0 5 36233
Support Tickets I =% &
Analytics Daas$ service profile xaccp Remote Browser Isolation () Secure Private Access XAXD service profile xaccpl
Notifications Security, performanca and usaga insi D835 service profl xacep proect orpor fomwebbased  ZeroTr XAXD service prfile xaccg!
System Log
Loammore Learnmore Leammore Leammore Leam more
Available Services (15)

2. %&#% App Configuration (MAETEFEIE) > Security and Authentication (Z£4MSHI3E) Con-
figure (E2E) > App Protection,

citrix

Home > Workspace Configuration > App Configuration

Workspace Configuration
Accoss  Authontication  Customize  ServiceIntegrations  Sites _

Workspace URL  httns//appnaute.cloud.com

Production @ Switeh URL
View configured settings

& Submit Feedback

Q [0 Android D crwomeos 0O HmLs 0 ios 0 M 0 windows

Updates and Plug-ins Anti Key Logging

Enables. kaystrokes.
Enterprise Browser

* App Exparince Anti Screen Capture

1Configured, 0 Unsaved A
~ Security and Authentication Enablos. Ulsersons.

App Protection

Authentication Mac Enablod Configured

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

3. % Process Exclusion List (#i2HH25IR), A%+ Windows 53%1E,

Search Confguraton Sotin: Q Q niroid O chvomeos 0 s ows Qe O Windows

Updates and Plug-ns AntiKey Logeing.

0 Contgure v
I Entles i eoggin e revs efggers romcaptrin eysles
> App Experience
AntiSereen Capture
0conie v
 Security and Authentation - - .
AopProtetion
J— AntiDLL necton
o Contir “
Securty Preerences g S codmios —
> Session Experience
e Hottmedie DL njection Exception it o .
> Accessories
Resstll o defult Local App Protecton e bt
Process Excluson List

devce insrsse

windows e | Confisured

4. BF Edit (4Ri8) %,
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ItEATI% H 3 Manage settings for Windows (&% Windows 18E&) R&.

5. BERMEHIZIEXIE BRI HZHERTI R T,

fn,

[

{
"name": "sample_program.exe",
"publisher": "sample_publisherl",
"signature": "sample_thumbprintl"
+

]

<!--NeedCopy-->

Manage settings for Windows

[

{
"name": "sample_program.exe",
"publisher": "sample_publisherl”,
"signature": "sample_thumbprint1"
Ts
{
“name": "abc.exe",
"publisher"”: "sample_publisher2",
"signature": "sample_thumbprint2"
¥

]

=

« name AMIEFEE, BB, publisher #l signature FEXHIEFE, BE, BRI
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publisher #l signature LUFEEERIHIZRINENZTIFR S,
o LESh, EEILUBRELLRPFRMS A& BRIG S NERFMBHZHBRFIR A,
ERW publisher M signature =8, EBRAAEW publisher f signature 58,
6. #i Savedraft (RZE%), A% T Publish Drafts (£%6E%).
7. 1 Publish Settings (%#ig8) iEESD, BiF Yes (B)o

Publish Settings

Do you want to publish these settings in Production?

8. EfEzh Citrix Workspace MAER.

FcE USB IR a3 X shiz - HERRT IR

April 29, 2024
BB T 522 — 5 USB 184& 7 NE USB i8R IREhIER HiRFIRe

o ERARER
« £/ Global App Configuration Service BFRE

ERARIEXTR
1. @17 gpedit.msc #T7F Citrix Workspace R RIEFA RIS R SRR, GXIFMES, BEBRAS
IO EN

2. EHENEETST, #HIEEER > Citrix Components (Citrix £#) > Citrix Workspace > App
Protection > USB Filter Driver Exclusion List (USB i3 E88IkniZFHIRTIR) o
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Citrix Workspace 2

/ Local Group Policy Editor
File Action View Help
e 2@ = Bm v
! Local Computer Policy
v % Computer Configuration
Software Settings
Windows Settings
v 1 Administrative Templates
v (] Citrix Components
v Citrix Workspace
App Protection
CEIP

Client Engine
Compliance
Diagnostics

Multi-Stream ICA
Network routing

SelfSenvice
StoreFront
User authentication
User experience
Control Panel
Network
Printers
Server
Start Menu and Taskbar
System
Windows Components
Al Settings
v ¥ User Configuration
Software Settings
Windows Settings
Admiristrative Templates

<

2setting(s)

Citrix Enterprise Brows
Citrix Secure Browser
Citrix Workspace Upd.

Fast Connect API Supp|
Global App Config Ser

Remoting client devic

>

_ App Protection
Select an item to view its description.  Setting

Anti-DLL Injection

Block DoubleHop Launch

USB Filter Driver Exclusion List

Extended / Standard /

State

Not configured
Not configured

Comment

No
No

3. #%# Enabled (EER), SA/G7E Options G£EW) XAEHRHANEHRM USB i&%89 Vendor ID (5775
ID) # ProductID (=& ID),
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W/ USB Filter Driver Exclusion List

E} USB Filter Driver Exclusion List

() Not Configured Comment:

(®) Enabled

() Disabled

Supported on:

Opticns:

Previous Setting N EXE St G

ADMX Migrator encountered a policy that does not have a supportedOn value.

Help:

IUSB Filter Driver Exclusion List

{

"deviceName": "Device1",

LS Lttt

This feature is to exclude the USB devices which have compatibilty
issues with App Protection feature.

When the policy is:
Not Configured - None of the USB devices are part of the exclusion
list. USB Filter attaches to all the USB devices if App Protection is

active.

Enabled - Excludes the USB devices(Pairs of vendor ID and product
ID) mentioned in the exclusion list from the App Protection.

Disabled - Clears device exclusion list.
The USB Filter Driver Exclusion List field allows admins to add pairs
of vendor ID and product ID information that can be excluded from

the App Protection.

Sample format to add vendor IDs and product IDs to the exclusion

AR

list:

« productID# vendorID A#EFE, FEY, deviceName FEHEFE,
o tESh, ERILUBIEMRARMS KBS USB R&HRMEIHRTIRA,

EIREX productID M vendorID, i&S#ERE productID M vendorID,

4. BEHE.

£/ Global App Configuration Service A/ R H\

1. ER3&8 Citrix Cloud kP % Workspace & &,
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Ciix Cioud ¥ start Page
S Dovendra Satram

P&l cilrix s o oS m——
Home
My Services v

n10 2 &1 7o

ol =
Library . . " X

Library Offerings Resource Locations Domain Notifications
Identity and Access Management (View Library ) (CEditor AddNew ) (ChddNew ) Cliewat )
Network Locations
Resource Locations
Licensing

My Services (5)
Workspace Configuration
o a0 £ 36233 o a0 p, B 5 36233
E—_— i A & > a%a)
Analytics Daa$ service profile xaccp! Remote Browser Isolation () Secure Private Access XAXD service profile xaccpl
Notifications mance and usogo insighs. D835 service profl xacep Protect corporatanatwor from web bazed aurr XAXD service prfile xaccg!
o

System Log

Learn more Learn more Learn more Learn more Loam more

Available Services (15)

2. %&#% App Configuration (MAETEFEIE) > Security and Authentication (Z£4MSHI3E) Con-
figure (E2E) > App Protection,

citrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites | App Configuration

& Submit Feedback

Workspace URL  httns//appnaute.cloud.com

Production @ Switeh URL
View configured settings

Q [0 Android D crwomeos 0O HmLs 0 ios 0 M 0 windows

Updates and Plug-ins Anti Key Logging

1Configured, 0 Unsaved

Enables. kaystrokes.

Enterprise Browser

* App Exparince Anti Screen Capture

~ Security and Authentication Enablos. Ulsersons.
App Protection
Authentication Mac Enablod Configursd

Security Preferences

> Session Experience

(O] Windows
> HDX and Multimedia

3. & USB Filter Driver Exclusion List (USB i3 828 ka2 HR5IR) , AE%E+ Windows 53%1E,
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— T w] e
4. gF Edit (4Ri8) %M,
ItEATI% £ Manage settings for Windows (&2 Windows 18E8) B&.
5. BEXBERNMHHERNARFIEERME “USB 2SR ZFHRTIR" F,
Blgn,
[
{
"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"
+
]
<!--NeedCopy-->
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Manage settings for Windows

{
"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"

s

{
"deviceName": "",
"vendorID": "1FFF",
"productID": "1FFF"

¥

> =

=W

« productIDfl vendorID HEFEL, FEE, deviceName FE2HIEFE,
o LtbSh, ERILUBE ELERAPIFIMNZ % B R Z N USB & RINEIHBRTIZRT,

ZRE productID M vendorID, #E&I@IKE productID M vendorID,
6. i Save draft (REEH), A% Publish Drafts (X%ER).
7. 72 Publish Settings (£%i&E) HFED, 2E Yes (B).

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

65



Citrix Workspace M EBEF

Publish Settings

Do you want to publish these settings in Production?

8. EfiEsh Citrix Workspace MRS

JXEX productID #1 vendorID

BIREY productID # vendorID, EHRITUTHE:

1. TS EEIEE, RIBRMBHBRTIRMILE,

2. ARBHRERN, ARREEM. KERKHA—MEERELFS,

3. #i Details (i¥41=2), ASM Property (Eit%) 7I%K+i%#F Hardware Ids (58 ID) %3,
4. £ Value ({#) FEH, 51 VID_# vendorID WEMAIZN PID_KfEHRN productID,
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USB Composite Device Properties X
General Driver Details Events

e 4 USB Composite Device

Property

Hardware Ids v

Value

USB\VID_046D&PID_C31C&REV_4920
USB\VID_046D&PID_C31C

OK Cancel

R HEER

March 10, 2024
AXNET WA REF & £ Citrix Workspace R R#2F 89 App Protection Thag#{THEHEBR,
BXHEHRTR, FSAUTRE!

o BRAKREHRR

o ERERE UGN
+ App Protection R&azE
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iZATF Windows &9 Citrix Workspace N BiEF

1. BRASWEPRBARERS.

2. B Win+RTHF “&B17" &> A cmd > %% Enter,

o MREEAMNE 2311 ZHIFERT Windows 84 Citrix Workspace NMABEFIRZS, BEEITUTHS:

- sSC query appprotectionsvc
- sc query entryprotectdrv
- sc query epinject6

- sc query epusbfilter

o MNREERMIBERT Windows #4 Citrix Workspace MATERF 2311 RESHRAS, BEEITUTHS:

- SC query appprotectionsvc
- sc query ctxapdriver

- sc query ctxapinject

- sc query ctxapusbfilter

RMUERUKRMBEWET BARENREFER.

iZATF Mac i Citrix Workspace W Bi2F

RIRH S EFRR BB W B SRR HB S,

iZATF Linux #9 Citrix Workspace N Bi2F
1. BITERER util XHEFHIIM setlog THRITXMH. w0, /opt/Citrix/ICACLient/util/
setlog,
2. BE2HRENCER (WPRERAESE, HHRMNKEMTNES).
3. #%| “App Protection logging” (App Protection BEIER).

4. BHERITARIIERE “Verbose” (#4l) ((IZREESMEIR) , K “App Protection log level” (App
Protection HEHRS) &BH “Verbose” (i#4h).

5. B7F App Protection £HAREHHF TR, %#F Group (4) >Inherited (B4t%),

6. nwfica BAEBEE. AEEE wfica HiEiZ Verbose (¥4). 1R % k%% App Protection =& wfica i@
MZZI App Protection, MEEX [NCS] < P3563 > citrix-wfica: App Protection is not installed.

7. BEIRIEN, BERIZRIE setlog WA EHERERRIIBXXHH,
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Citrix Log Preferences

Class Level  Working Level | Expand All

2> wiica Verbose Verbose
—  Webhelper

App Protection Verbose Verbose set All Default

—  App Protectson Service  Inherited Yerbose

Collapse All

Set All Disabled
App Protection Preload Inherited Verbose

— Ant-Keylogaing S8 Inherited Verbose | Set All Inherited
Anti-Keylogging X11 Inherited verbose

— Anti-Keylogging XCB Inherited Verbose

' Anti-Screencapture X11 Inherited Verbose

— AnteScreencapture XCB Inheried Verbose

Crypto Wrapper

M| Date 3!: i _I_. Marme B Process 1D Set All Default

|| Thread ID B 5ezsion [D __|Usar ID | | GroupID

i " \ All Di

M| Log Class | | LogLevel H| Function || source File et Do

|| Thread Name Sat All Enabled
Log Output Path Narfogiatrogl CACEent. log Apply Changes
Max Log Size (MiB) 200 Load Current [
Macx Odd Log Files 2 Load Default .
Max Log Sessions 200

B RS ERRR

March 10, 2024

ER T App Protection SKEEHZFERR B RESYNAIEFH

WMREAT App Protection KM ZRRETEANMBAERFF, BRITUTSE:
1. RE Citrix Workspace M AREFMARFUTHA, EREEMIIESHNERRE:

« EAT Linux 8 Citrix Workspace R 2R 2108
+ EAF Windows #9 Citrix Workspace M 2R 2203.1 LTSR
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« iEATF Windows 9 Citrix Workspace R 2002
« EATF Windows #y Citrix Workspace M2 2305.1 (MABRERRAR)
+ EATF Mac i Citrix Workspace R R#EFF 2001

2. HWRERTE Windows ZXIERIERS (FI30 Windows 2K16 5% Windows 2K22) & Citrix Workspace
VAZEEE

3. MRHELARZHBMARETHR, BWEATHEKR Citrix EAZR. BXREATHFAREE, BBAEHSE
Wk,

ERAHN ARG, ERT App Protection SESHZRAR BRIEN HaEH

WNRE ALY ARENRENKEPETBAT App Protection SRERMZEIR, BRITUTHE:

1. EHRER Delivery Controller lRERETF 1912 fRo

} =z

=

NREFEAIE 1912 frz#189 Delivery Controller, MF3z3#% App Protection,

2. NREFEANENTF 1912 5 2203 Z[a8 StoreFront k7, ERIFEEERBAT StoreFront BENX, X
B StoreFront BEXIEERIFMER, EBREHR StoreFront BE X,

3. WMREERBE StoreFront hk4s 2308 ES A, NFTFERBHE StoreFront BEEX. 8 StoreFront fras
2308 HEESRAFHCESBIMEE, WIEEREEE StoreFront EIEMBAT App Protection LUBTTRE
BE.

4. WIHEREBARSHIERZA App Protection Ik,

5. MRHE LRFHEMRETER, BREBEHEKR Citrix AZHF, EXWERSHNEAER, BESRNE
Citrix Workspace A2 HER kS StoreFront MEE.

BiEAT App Protection K& R T2 B II R £ MIFIE

st FEATF Windows # Citrix Workspace R FIERF, SAEREIETEARESSE) App Protection 3%
1, LUHafR App Protection RS BEIIH BN R LIIR, NMREELRELEZEPREAREFESE App Protection
Si%iE, NHEBEA T App Protection HRESHIZIREY, App Protection BR&S=BEz1/E50. App Protection 7]
REEE—RETEAEERE, EREBURTRSRAE, BN, App Protection TTeEs BB, Eit, BINEREILE
ik RS E5h App Protection S3%1E, @EERT, EEMHBEEA T App Protection &R, HEXNME
UREEE, B2, NERENATESEEAT App Protection ZEIR, BEHITUTSE:

UEERSMTASGIRITHETUTHS, 0% App Protection RSB B IEEIETT:

sc query AppProtectionSvc
<!--NeedCopy—-->
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2. 30% App Protection BRERIETT, MIEEZETUTHLBEZRS:

sc start AppProtectionSvc
<!--NeedCopy-->

3. WMRMALIMEIR, BWEBTHEKR Citrix RALZR, BXWEATHFAEER, BBRHENSE,

Tk B A2 App Protection

NPT Web Studio 5t PowerShell yasttist =i 3e 3482 Ask 5 App Protection, i##iTUTH%:
1. BEERTAGMBNYIE. MEBFENIFERERAE, NEARA App Protection.
2. MBRHENBHIEETIE, WERERFR BRI E M ATIE.
3. FIMVENER, HEHEHF LIRS R 2NEREMA App Protection,

4. MEEEMNFLEN A, BEMATEERHEZR App Protection, NEEITUTHSRERTERA
TrustRequestsSentToTheXmlServicePort:
Get-BrokerSite | Select-Object

TrustRequestsSentToTheXmlServicePort
<!--NeedCopy-->

5. MMBKRBEA TrustRequestsSentToTheXmlServicePort, MEFERAUTAEZ—BA XML E
f*F:

+ £/ Web Studio:

a) BREM Citrix DaaS kP, REHEERE > 188 > BA XML 5,

b) T ERE XML EEH %,

« & PowerShell: izi7AFa<$LURA XML f51E:
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Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$true
<!--NeedCopy-->

6. BB TrustRequestsSentToTheXmlServicePort &, BXERA App Protection,

7. MRFHRELRRZMG, BINHTEBBRERA App Protection, 3EBX& Citrix AL,

App Protection 58K EHN A

1. BHRRRR TR

o IEERRREEN Citrix Workspace B Bi2Fhras,

o RTARBATIEHMINEE.

o ZINBEERETRS L,

« %7 Citrix Workspace R B#EFHERT /includeappprotection #x,

2. MRFHELREM, BIHKREHRA App Protection 588, EWEREHELR Citrix HAZF. GxUEH
EHFAER, B2 Citrix Workspace ABREFHIEE

BREHETERTIE Citrix §0:

o RMEEXRHASEMRIPR Citrix 0, 83 Citrix Workspace RA#ER.

RBEE N PE HEER

March 10, 2024

T2 MR T R AE = E ImBY— L2 8] 7 LA K SR frI R X L )t

ICA X ER, IEHEIETT

SNRBAT “App Protection SREEEUEN” ThEEM BN BRFRRERIEN ICA XHREAN, SIEBRALHE
TUTHRERZ—!:

« EATF Linux B9 Citrix Workspace B fB1EF
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Citrix Workspace

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

OK

« i&EATF Mac 89 Citrix Workspace MREF

Session is terminated as App
Protection has detected policy

tampering. Contact your system
administrator.

Please try again in a few minutes.

OK

 iEAT Windows 89 Citrix Workspace B2

Citrix Workspace App b

I Session is terminated as App Protection has detected policy tampering. Contact your
system administrator,

—» Copy text to clipboard

B2, MREME ICAXHRERXEERT “RISEHQN" 188, SIEMTEERT, WISHITUTIE:
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1. 7z Virtual Delivery Agent &1, HTLUTRE:
a) BITUTa$HRE ctxappprotectionsyv REREBEEEBIT:
sc query ctxappprotectionsvc
b) #% ctxappprotectionsvc BREXRIET, ERITUTSBUBEIZRS:
i. HETETUTHSE ctxappprotectionsve IREMEENZERER A automatic:
sc config ctxappprotectionsvc start=auto
i, HBEETUTa<RINZRS:
sc start ctxappprotectionsvc
2. EEPIED, RITUUTERE:

a) & vdappp.dll x+2F L TF Citrix Workspace MBREFHTEME, Citrix Workspace B2
BN REM BT :

« Windows - C:\Program Files (x86)\Citrix\ICA Client
o Linux - fopt/Citrix/ICAClient
+ Mac - FEH

b) s+ Fi&EMF Windows # Citrix Workspace M F1ER, &R procexp.exe 742 vdappp.dll st
LB MHEER wlica32.exe /.

c) SIFEMTF Linux 89 Citrix Workspace A2, 1B vdappp.dll XHREEMEET wlica.exe
#,

3. MRKIENTEETT, MEWEATHEKR Citrix RAZREI ), BXREBSHFAER, BSHETNE,

=#E5h Virtual Delivery Agent /5, “SESEMQN” IhEEEEIEETT

MREEHBE T Virtual Delivery Agent, i “SESHERN” TheeFbiE1T, NWAIEREAANEFRBEE App
Protection BR$%i=17. &7 Virtual Delivery Agent EHITUTHE:

1. BITUTHLHIRE ctxappprotectionsvc RERBELEITHIZE N automatic:
sc query ctxappprotectionsvc
2. MR ctxappprotectionsvc REFKETT, BRITUTHTBUBIZRS:
a) F@IIETU TSI ctxappprotectionsve REMNBHEEEK N automatic:
sc config ctxappprotectionsvc start=auto
b) EBEBEITUTHSBEMZRS:

sc start ctxappprotectionsvc
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3. IR “REEEMHN” HEEMATRIETT, FREBTHER Citrix RAZREI ). AXWERSHEAES,
BEERHAEEN S,

App Protection RS EHRPEHRR

March 10, 2024

TR T TR sE S E IR — L2 878 LA K S0 AT R X L o)t

SIFEEARIERERMEMEIRER

MREHNEINZAREFRREARERALLERETEMHEREL, BRITUTSER:
1. #&EM Citrix Workspace M AEFMARERTFUThREZ—:

« EATF Windows 89 Citrix Workspace N F#2RF 2309

+ EMAT Mac 8y Citrix Workspace R A#EFF 2308

« EAT Linux B9 Citrix Workspace [z 125 2308

FE:

R Citrix Workspace MBEFRAREFHE 1 PHIHMARA, HBEAT App Protection IRiStE
hee, ENNAREFIEKASIEREEERERIAEIZEES. B2, MR Citrix Workspace NHEF
RASTRETSE 1 h5HB9kAs, HEERT App Protection RS EINEE, RN BEFHEE

DNERARUEHEREIRES.

2. #%& App Protection RSN EINEER T ERBH.

3. R Citrix Workspace M BiZFhAS THET ZaiMMA, HERSOEEBLTENRS, MiEKEHR
EHER Citrix AZHRI ). BXKRERSHNEAER, BESRBEENRE

App Protection REHEEEA, BRIBRAHRIEREZLE

BEBRT, MEEAT App Protection R&10EINEE, HEEIEEEITRIBMZAE Citrix Workspace M Fi2RFi#
TR, MBAELERIE,
BZ, IRKFERAL, WERTUTSER:
1. 7£ Virtual Delivery Agent &1, HITLUTIRIE:
a) BITUTEH<$HIAE ctxappprotectionsvc REREFEEIET:

sc query ctxappprotectionsvc

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 75


https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/troubleshoot/log-collection
https://docs.citrix.com/zh-cn/citrix-workspace-app/app-protection/troubleshoot/log-collection

Citrix Workspace 2R

b) R ctxappprotectionsvc REKRET, BRITUTSBUBHZIRS:

i. BEEEBEBTUTHSRE ctxappprotectionsve service WEFEE TR A auto-
matic:

sc config ctxappprotectionsvc start=auto
ii. EBEETUTaSBZRS:
sc start ctxappprotectionsvc

2- * g’g )\E’J’Ij(/u\ﬁﬁf EﬁL}\—FHUgXZ_

« XFERT Windows # Citrix Workspace M B2, #i%A windows-—
o WFERATF Linux 89 Citrix Workspace 2R, BiZHA Linux—
« 3 FEATF Mac B9 Citrix Workspace R f#EF, mac—

3. RERSHEBERSREEXTEERRN, EAXLEERFEFENE,

4, & reg i E (Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\
AppProtectionPolicies) MRIEREKRERZEES Virtual Delivery Agent @A#,

5. NRHELRFIBERMY, HERIBRRAH Citrix Workspace ARFHRIENA FERRS, BRERTHK
% Citrix RAZREI ). BRXUEBSHFAER, BEHETSE,

App Protection R&EREHE—NFE BT, BES—1NFAELEEBT

BB, App Protection RS ZENBERTEEE— T & LIE1T, BES—1NFEE LELEIETT. FlW, App Protection
REKEIREEEA T Windows B Citrix Workspace R A#EFHiE1T, B7EEATF Linux 8 Citrix Workspace
R 2RI EIE T,

FEltEGRD, BRITUTIE:
1. REERANRSHEERSEBUTIRZ—:

« XWFERT Windows # Citrix Workspace M B2, #i%A windows—
o WFERATF Linux 89 Citrix Workspace R B1ERF, BiZHA Linux—
« 3TFEATF Mac B9 Citrix Workspace R fEfEF, mac—

2. RERTHUEEZRSREEXTEERRI, EAXEEETFEFENE,

3. #% Virtual Delivery Agent £ reg i & (Computer\HKEY_LOCAL_MACHINE\SOFTWARE
\Policies\Citrix\AppProtectionPolicies)UBIERERERFES Virtual Delivery
Agent A%, Ef14A5 Studio ERIEZEAITE,

4. MBRHELRFABERM, HERIBARAH Citrix Workspace AREFHIENA FEERS, BWREBRTHE
& Citrix A ). AXREATHEAER, BEHEAERE,
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AEUE

March 10, 2024

« EWEERAT Windows 8 Citrix Workspace AEFHMBE, E&A@ER Windows BIHEIEE

o BIREEAT Mac i Citrix Workspace MAEFHEE, E2RE@EE Mac BHERE,

o BUWEEAT Linux By Citrix Workspace BREFHEE, BRITUTSE:
1. BITEREMN util ERPHEIN setlog AT M. B30, /opt/Citrix/ICAClient/util/setlog.
2. (A1) REHLFRENERA, HHRBERFNAS,
3. 3% “App Protection logging” (App Protection BEIiEZR).

4. BEBITERHIERE Verbose (¥4) ((VIZRZEMHEIR), ¥ “App Protection log level” (App
Protection HEHRS) &BA “Verbose” (i#4h).

5. B7F App Protection #HHBRETHF TR, %1E Group (4) > Inherited (BE4i%),

6. £/ linux BEIEREAER (M install dir iEsh util/setlog) , FHEEPLEENBEICREFIERHA
“Verbose” (i%4h),

7. B wfica BERE. AEEE wfica 7% Verbose (3F4) . 1R k%% App Protection 55
wfica ¥ FZ2I App Protection, MBE7 [NCS] < P3563 > citrix-wfica: App Protection is
not installed,

8. & wfica #¥% winstation IREHiEFHM ATIERAIIER W Verbose (3¥4),
9. BIRIER, BEFIERA setlog HHEEiHEBRFPIREIMNHH,
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Citrix Log Preferences

Class Level Working Leviel Expand All
| -2 Whica Verbose Verbose Coll All
— Webhelper
App Protection Verbose Virbose Set All Default
= App Protection Service Inherited Verbose
| Set All Disabled
[ App Protection Preload Inherited Verbose
I— Anti-Keylogging 5B Inherited Verbose et All Inherived
| Anti-Keylogging X11 inherited verbose 1
:— Anti-Keylogging XCB Inherited Verbose
i Anti-Screencapture X11 Inherited Verbose
L Anti-Screencapture XCB Inherited Verbose
Crypto Wrapper
W] Date (] Time | Name W] Process 1D Set All Default |
|| Thread I (M) Session 1D _|UserIn || GroupID
M) Log Class [ ] Log Level B Function [ source File s D
[__| Thread Name set All Enabled
4 Log Cutput Path Nvarilogfoitrod1CACEent. log Apply Changes
Max Log Size (Mi) 200 Load Current !
|
Max Odd Log Files 2 Load Default [
Max Log Sessions 200
« EREE Virtual Delivery Agent B, BRITUTSE:
1. Ei&id CDF =HIT08EM App Protection RSBIREVRERE S, 1EERFIEER,
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Wl coFcomol
File View Tools Fiter Help

T T T

Enter module name or select a binury file: |

AppEpenence CtaCipBase Devices_Prcs WF_DLL CrvideoCodes MF_Lbeory_MMProthiarshal PE_Lbeary_CoxSens Ve LA
#opExperience_CresteProcessook Devices_Pica MF_DLL CuxWebAhnHook MF_Uibeary_SREventLog PE_Lbrary_WVc_User_bMode
AppExperience Sve: Devices._ ME_DLL QixWirdogonProv MF_Libeary_System PE_Lbrary_WVe_User_Mode64
JopExpenence CtxSenalicSve Devices_ MEZDLL Coowsapi MF_Library_Tonwatemark PE_Library_PeaSvelient
AppExperence CardC Devices, & MF_Lbrary_VCTrace PE_Lteay_SerwVelb
AopExpedence_DataTrangesCommon Devices. ME_DLL jcaPed MF_Service ¢ PE_Senvice_QixAopPrtectionSvc:
AppExpenence_| Drecter ME_DLL meVe X CodleaClsSve PE:

AppExpencnce | FAS_Coel MF_DLL IProvider MF_Service_SEMS PE_Service_ChxCenManagerSwc.
AppExpedence_GeolocSine FAS Gt ME_DLL MMHotTranspot F_Service_SEMSComPlugin PE_Service_OixCaMipSve
AppExpesience_ FAS Poes ME_DLL_MMVD MF_Senvice _ServerFTA PE_Service_ChxDndSenvice
Ao Expenence JbCipboardSvcictor GroupPolcy. ME_DLL_SMC NF_Sesson_Cortrum PE_Service_CrGiaServce
AopExpererce AT GrugPokcy_ConeLibeary MF_DLL UpQient MF_Sesson_CxPrelaunch PE_Service_CxMAiTouchSve
#opExpedence_SCardHock GrougPokcy ME_DLL UpProv MF_Session_Eueméop PE_Service_CuxhissoSve
AppExpenence_SeHook 20 GroupPolcy_CaeEngne ME_DLL Ushtor MF_Sesson_CACTLS PE_Service_CteRcpheberSie
ppExperence el GroupPobey WrsProvder HF DL Win325piHosk NF Sesson_ICAFT PE_Service_CePcgSve.
AopExperence_TaskbaG 0X W ME_DLL Wesca MF_Sesson_ICASTExe PE_Service_CixSmadCardSvc
AppExperience_TWI ME_Orver_Cplipdits MF_Session_Man PE_Service_CixSvcHont
AppExperience_vcipbd MF_Drver_CpUpDrv MF_Sesson_VertyVehiodie PE_Service_MricSvebd
AopExpetence VDAIERercestor MF_Driver_CpUpdUl MF_Sesson_) PE_Session_SurManaget
#opExperence_Vda ME_Orives_CuDVC MF_Ukiky CHSTART Polcy_kca_Setings
Brokerigert F_Onver_lcaEndport Aot Polcy,

e ts ) MF_Driver_PDCommon MF_2c_Fort 4 Portica_DLL_QudocmOmo:
BrokerAgertDatrbuted Tracng M _Drives_POCHmt MF_2¢_Sult Potica_DLL_PICAGda:
BrokerAgertEverts M Orver_PORFrame Nefwoding WebSocket Core Portica_DLLPICATW.

erigertHeatChack MF_Orver_Rod Netwodkang Web Socket Datagzram Portca_DLL_PICAWsapi
Brok ehgertLaunchSiore ME_Driver_RMPNDre Netwoking Web Socket Hub Portica_DLL WinPlughh
ok erAgertLoadBalancng M Drive_SMC WebSocket Foc Picadd
frox erAgertMontarhianager MF_Onver_TwBxpot PE_DLL Clocaton Portica_Dnver
Brok erAgert PlugnProxy MF _Driver_Wdca DLL CixlocatonAeibd Hook_PicalkTweakHook
ok e AgertSesson Mondomy F_EXE Cugin PE_DLL Cuxlibon SCCMVDILog
Brok erAgertSessonParameters M _Mgr “Oyniirk_Ciertheti ivea Settng_UPS_Prrting
o erAgert ot Enumarator MF_Ghe_PuProvider PE_OynLrk_CMPAPI StackCortrol_Agert ToStack
BrokecAgertWakeOnlan ME Ghx_StatusTool PE_DynLik_CMPAPIGS StackCortrol_Service
CdefrokerAgent HIEHodk_KemeiHook PE_DynLirk_CMPCOM StackCortrol_Stack ToAgent

Servce M Hook MiApHsck PE_DynLink_CMPCOMG4 UWACacheGeneratortilper
Ctra Ashentcstion Kerttyssserton ME_Hook Mmook PE_DLrk_CMPEMUL UWACache Sevice:
CuclocallserSy_Clent M _Hook Reglsa PE_DynLink_CMPEMULE4 w

LocallserSrv_Service HE PE_DynLrk_CMPMRVC WM Prory

MontorPugn ME_Hook _TrHook PE_DynLrk_CMPMRVCES
CarmiServicesManager_Clent MF_Hook UlHook PE_Dynkink_CMPVDO
CarServices Manager_Servce HIE_Hook _VIPHook PE_DynLrk_CMPVDOBS
DesiaophiomateaWhilLog MF Library_Agoregater PE_Ubrary,_Cubp_KeyStorsger
Deskioplioemation VI Lkislog [rars - PE_Uibrary_Clrbip_Vabdator
Devices_ CdnControl M _Lbrary_CredertialProviderPlugn PE_Lbrary_CMPS
Devices_CuRdr M Library_CoxPacket PE_Lbrary_CMPSr6a
Devices_icak2n M _Libvary_OxPrPManager PE_Libaary_OxCppBase
Devices_icak2neng MF_Lbrary_CxPhPUtis PE_Lbrary_CoiGrchBase.

e MF _brary_CxSSP1 PE_Lbrary_Cux
Devices_Pealm Library_losClsSvoActor PE_Lbasy_OxhisapProved
Devices_PcaPyr MF_Ltvary_ieaRoe PE_Lbuary_CixNisapProvKemel
Devices_PicaProvider MF_Lbr PE_Lirary_CixSensVeUbDI

2. AREBRT, HNAUELEMZT—aitBNER CDF RixEE. EUsk CDF RERER, BEEH
CTX237216,

iZAT Workspace 89 X App Protection

March 10,2024

LT App Protection 12 T AT EME, ATLURIBAF. HIgEMMENKRL, BRGAN—IBI B RE App
Protection &E&,

1 £ X App Protection

1A LUEF Broker i) SRBEHIN R E SR IEIE T 883 S0 =~ App Protection. Broker ifimsRBEE X AN
BFEHRPETIARR T, ZREA—AMNAER. SEMUEMXBKIENZGA, HROS—AEETIESRMNS
A PRAE 1

LA INERFAESS Broker i5aSRBERE— NS MM ERD SIS ILACEY, AP BRI ATAMNAIER,
BUANERT, BPERGLEESRERR A, SR URIEEREIEE S Broker ihia g, - MAMALUEAFE
— PRI, BXRIFMER, 15218 New-BrokerAccessPolicyRule,

MR AP HEZE SR SR AN E X VRS 7823 AT, W Broker i) seBE NI R A LU T2 408E0 RIBRIE LT
BHR App Protection:

» AppProtectionKeylLoggingRequired
+ AppProtectionScreenCaptureRequired
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£/ Broker i5iR SR MIN 5| BREREIAIRRIE EE — S MU ERT ISR, BSRAXTRBRANGR, 7RO

RS sEIhIHRARI&E £ X App Protection,

LT App Protection 75

THE2EXNABEE_LETX App Protection B—Ltei55:

« 79i8S Access Gateway #NKISMEBFEF 2 App Protection
« AREEI&ERBR App Protection

o RIBIGEIRSLEREA App Protection

o NYSERP4EA App Protection

DEFMN

March 10, 2024

BHRERE LTI

. M&MERS (NLS), BRTETARHONEMENES
. FEER -

- i&ATF DaaS 89 App Protection
- RETERLNERNDZNBIEN S HIIERN.

BR

April 10,2024

A= AE T I REE Access Gateway #HAHISMEE A E A App Protection,

1. EEEBEN SRR,
2. RIBEHNME M EEREBENIE,

a) & Citrix Cloud #%#1%) Network Locations (RM£&IE).
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Citrix Workspace 2

N citrix e v

fiin 11 a3 @1 na27 o

Library Offerings Resource Locations Domain Notifications Open Tickets
vty ) (Gooaaanen ) (aanen ) (VewAl)  (opemaviei )
My Services (13)
PR - E (51 % , B Y &
i & i 8 S
Analyt App Delivery and Securit A , Daas Files

Hypervisor Management ITSM Adapter for ServiceNow Intelligent Traffic Management License Usage Insight Microapp Integrations

b) ## Add Network location GRINMEMIE).

= | citrix o
= | cifrix A e v
Home > Network Locations

Network Locations

Network locations allow you to specify the internal networks in your organization. Subscribers who access their apps and desktops through tothe VD 1g the reducing latency for internal network traffic
Q ‘Add network location
Location name v Public P address range Network
BanchB e Internal
BrachA s toc

It £~ Add a Network Location GRIIMKMAE) RaE.
c) 7= Location name ({iB&#) FE&H, WABEXMMEZM,

d) 7z Public IP address range (A/ IP #iEERE) FEP, WAZENANIMEHNWE P it F
"o

e) 7£ Location tags (fiErid) FE&, i location_internal. EXIEBIFCHIFHAER, B2
L BRI,

f) 7£ Choose a network connectivity type (GEERMLIEELRE) T, &% Internal (RE).
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Citrix Workspace M AiEF

Edit a Network Location
Network locations corresponds to th

Public IP address range

MREERINABERERNIZER IP #itE Choose a network connectivity type (%%
MILEIERELRR) KB TWEE R Internal (REB), WZEFWMA—NRIEE,

3. E2E Broker iAir SEEEFLN

TINERT, AENRTALIER Broker ihia%Hg, —MRIBEMTET Access Gateway B HiEE, 5

—MNRBERTEREE, BREE0ET Access Gateway B miEs (BPSMNERERE) B/ App Protection,
EERUT S BEE Broker i SRESHIM :

a) %8 Citrix f§%& Getting started with PowerShell automation for Citrix Cloud (Citrix Cloud &9
PowerShell Bzpfb \I7]) HE9IERE, &2 Citrix PowerShell SDK #:%#%! Citrix Cloud API,

b) &17%% Get-BrokerAccessPolicyRule,

ERFENERHGAENFRE Broker AR HREEHIR,

C) HKEIEFHRMRFER DesktopGroupUid,
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Enabled

d) f#F DesktopGroupUid z17 U TS LUKBER TR AENER, EOEEMDER, HEh—EEg
89 AllowedConnections IRE 7T ViaAG, B—MNEET NotVidAG,

Get-BrokerAccessPolicyRule -DesktopGroupUid 15
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, Truel, [IfC

EREEEYD, EIUERRE:

« App Protection_AG - 18 & T ViaAG #9 AllowedConnections, X25&RTi&T Access Gate-
way B HYEIERY RS

+ App Protection_Direct -i#&7T NotViaAG 8 AllowedConnections, X 2iE R F3IEi&id Access
Gateway 27 AEZRI R

4. EERAUTHSMAINEBEREB R App Protection 588, AIMEREEZMA App Protection 5kES:

« Set-BrokerAccessPolicyRule "App Protection_AG"-IncludedSmartAccessFilt
$true -IncludedSmartAccessTags Workspace:LOCATION_internal -
AppProtectionScreenCaptureRequired $false -AppProtectionKeylLoggingRequ
$false

+ New-BrokerAccessPolicyRule "App Protection_AG_Exclude"-ExcludedsmartAc
$true -ExcludedSmartAccessTags Workspace:LOCATION_internal -
AppProtectionScreenCaptureRequired $true -AppProtectionKeylLoggingRequi
$true -DesktopGroupUid 15 -AllowedConnections ViaAG -AllowedProtocols
HDX, RDP

+ Remove-BrokerAccessPolicyRule "App Protection_Direct”

5. IiE:
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75 Citrix Workspace ARFHEMER. MIMNREZRBHZFRIPIVER. E2EET App Protection 5B
B A, EMNABEZRBERNER, BEFE—PHEERN IP HiEERMIEE, E2ET App Protection
BB,

HR

April 10,2024
HENE T MEAARZEEILE S A App Protection,
AERENRAEIREEHZEN. EXFERT, RiGHS21 (EPA) HERINEREEAEN. FAEEMIEINH
MAREERE.
1. iREBENSHLIE,

2. BEFEAUTSERT EPA RiBCIR S5 IR

a) &= Citrix ADC £# Ul, 7 Configuration (F2&) I+, SMM3 Security (&%) > AAA-
Application Traffic (AAA-BIEFRE) -> Virtual Servers (BIMIRS2S). BEEFANEIMR
%288, EAFIFA auth_vs.

CilriX. ADC AZURE AA (100)

b) £#n% Authentication Policies (5132iE5%ES) > Add Binding (FM4E).

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 85


https://docs.citrix.com/zh-cn/citrix-secure-private-access/adaptive-authentication-service.html

Citrix Workspace 2

Dashbamd Dacumantatio Downioads *
v Authentication Virtual Server
Basic Settinga £
[ P A F085I0T5
a3 Ateanced Satangy
Contifcate + Peene

x

401 Basec Vituat Srvers x

-

-

Basic Autharsication Boiicie . x @
—

Authentication Policy

| Add Binding I Noaction v
Q
Qo PRoaTy POLICY NAM EXPRESSION
0 HTTPREQCOOKIE VALUECNSC TASS") EQr manageots’ NO_AUTHN NEXT
0 Troe NEXT
[u] True NeXT Certhuth

C) BEHEFHMUUBIEREE,

Authentication Policy > Policy Binding

Policy Binding

Select Policy*

Click to select > Add

Binding Details
Priority*
130

Goto Expression*

NEXT v

Select Next Factor

Click to select > l Add |

«D

d) 1RiE EPA IR S MRS, BRMNRIRMEM, EFIRIERER EPA. RERMEIZIRME,
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tication Policy > PolicyBinding > Create Authentication Policy

Create Authentication Policy X

<

S 2R Create Authentication EPA Action (RIES{%I4E EPA 121F) BE.

Authentication Policy > Policy Binding > Create Authentication Policy > Create Authentication EPA Action

Create Authentication EPA Action X

Quarantine Group

m close

e) 7£ Create Authentication EPA Action (BIESIIE EPA 12(E) REL, MAUTHEES, &
fa%& Create (BIi2) LIBIEIRIE:

« Name (&#R): EPARIERIRF, 1EXMIER TR EPA_Action_FileEXxists,

+ Default Group (BRIA4H): WABAAMNEZ. R EPARARA True, NIKAFFRMEIZIAA
o ZFIRRIZRINAR FileExists,

+ Quarantine Group (FREA): WNRBHNZF. MR EPA XXX False, NEAF FHNE
R4,

+ Expression (RiAR): FINETHM EPA KA, 7EARHIF, MREEREXH, BIBAR EPAR
HEMA:sys.client_expr("file_0_C:\\\\\epa\\\\\avinstalled.
txt")

1%5%5:& 17 Create Authentication Policy (SIEBHIIEER) BE.

f) ERANEERPRA true, AERHOE,
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Create Authentication Policy 23

» More

«» )

TR OE SRR ERR.

g) 7£ Policy Binding ((RES4EE) RE L, RITUUTERE:
i. 1% Goto FiAT\ NEXT,

ii. 7z Select Next Factor (£ T—1EXR) #5H, &ZE7E Application Delivery Controller
(ADC) A EH5iERLER LDAP 558,

iii. BEHEHE,

Policy Binding x

Select F

» More

Binding Deta

m

3. NREIRECIREREILIRIERE:

a) 1 auth_vs BRZ 28/ Authentication Virtual Server (5IiEE#ARSZ28) TIE Li%F Smart
Access Policies (ZEEIHIRIEEL),
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Dashboard Configuration Reporting

“ Authentication Virtual Server

Basic Settings

auth_vs

Certificate

Advanced Authentication Policies

Basic Authentication Policies

+

Form Based Virtual Servers

No

No

401 Based Virtual Servers

No

Documentation Downloads

20.85.136.176
443

b) #i Add Binding (RI4E),

Authentication Smart Access Policy

Add Binding

Q

Regenerate Priorities ‘

‘ Noaction v

(m] PRIORITY POLICY NAME

o 0 SAPol_FileExists

(=] 120 SAPol_CertExists

(=] 130 SAPol_Loc_US

(m] 140 SAPol_Loc_RestofUSA
[m] 150 SAPol_Trusted

o 160 UntrustedPol

(m] 170 cwa

(m)] 180 non_cwa

EXPRESSION
AAAUSERIS_MEMBER_OF("FileExists")

AAA USERIS_MEMBER_OF("CertExists")
CLIENTIPSRC MATCHES_LOCATION(™*.US****") || CLIENTIPSRC.LOCATION.CONTAINS(" America")
CLIENTIP.SRC.MATCHES_LOCATION("*.US."* *.*").NOT && CLIENTIP.SRC.LOCATION.CONTAINS("America’).NOT
AAA USERIS_MEMBER_OF("FileExists") || AAA USER IS_MEMBER_OF("CertExists")

AAA USER.IS_MEMBER_OF("FileExists") NOT && AAA USER IS_MEMBER_OF("CertExists").NOT
HTTPREQHEADER( User-Agent”) SET_TEXT_MODE(IGNORECASE) CONTAINS("iPhone™)

HTTPREQHEADER( User-Agent”) SET_TEXT_MODE(IGNORECASE) CONTAINS("iPhone") NOT

c) 7 Policy Binding (kBE4%E) RR L, 2 Select Policy (E#ZIEE)

Authentication Smart Access Policy > Policy Binding

Policy Binding

Select Policy

Cli

k to select

Binding Details

Priority

> Add

7 Hep
Advanced Settings
+ ol
+ LoginSeh
& 83
x
x

SAProfile_FileExists
SAProfile_CertExists
SAProf_Location_US
SAProf_Location_NonUS
TrustedDevice
UntrustedProfile
cwa_profile

browser

BB SRR,

GOTO EXPRESSION

kA% £ Create Authentication Smart Access Policy (8IS HIIEEEHITER) BR.
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Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy X
Nam
X Ple:
Action’
s - [
Expres: Ex Ed

&

d) 7£ Create Authentication Smart Access Policy (8IZSHISIFEREHITER) BEL, MAERE
BRI BIR, AEBERINUCIESsEARRE X .

tAHE 2 Create Authentication Smart Access Profile (RIS HIBIEREEHNREXH) B
=1

e) FRERIME. 12 Tags (1Rid) HHA trusted (F115). HEEIETE Broker ifia) SRBSHIN 5| BIZAR
EHITEE. BhtIR.

Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy > Create Authentication Smart Access Profile
Create Authentication Smart Access Profile

Name
x Please enter value

Tags*

Comment

. Y=

15¥%5:& 217 Create Authentication Smart Access Policy (8125 HISIEEEHITNER) BR.

f) 72 Expression (FixR) HHH, WMABEREBRITIENRER, EAGH, BABZRTEREHEE
#rig, FRUERIN AAA.USER.IS_MEMBER_OF ("FileExists'"), #HnliE,

Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy x

Ex

press:

Select ~ elect v Select ~ z)

AAA.USER IS_MEMBER_OF("FileExists”

«< >

ERHEE IR ER R
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g) % End (4E) {Eh Goto Expression (Goto Fixzt), AE#® Bind (45%E).

Authentication Smart Access Policy > Policy Binding

Policy Binding X

> Add

Select Policy

Binding Details

[eno V@

«

4. AFREEIRECIREENIRIRES:
a) R E—SHRBAHITIRE, FHB Vv ViR

b) WFFHE v, i&7E Create Authentication Smart Access Profile (125 %IEIFEAEFAER
X)) REL, RBERMEM. £ Tags (17id) FHA untrusted (REIME). FEERE Broker ifial
SRERFHN S| AIZAT ST, RO,

c) WFFH B vi, i57E Create Authentication Smart Access Policy (£ 5% 381F 288158 5E08)
R&EH Expression (Rixm) ZHH, WABRIEIFCHREAR, EAGF, RABATIEIREHEE
trid, BRLliEA AAA.USER.IS_MEMBER_OF("FileExists") .NOT,

5. BoE Broker iAinIsRBEIM :

a) ¥R Citrix % Getting started with PowerShell automation for Citrix Cloud (Citrix Cloud &9
PowerShell BafE NIT]) #893iEE, &% Citrix PowerShell SDK ###%l Citrix Cloud API,

b) &17%% Get-BrokerAccessPolicyRule,
EREENFIEXTARFTE Broker iHiRSREEHTIR,
C) HRIEFXHIXTAR DesktopGroupUid,
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1icyRuletfDeliver

d) ERLTaSIREVNE AT E R THRIEDS:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7
e) BEEEAASIRENAR, BEAUTHLSEIES—1 Broker ihal%kes:

New-BrokerAccessPolicyRule —-Name CAP_Desktops_AG_Trusted-
DesktopGroupUid 7 - AllowedConnections ViaAG -AllowedProtocols
HDX, RDP -AllowedUsers AnyAuthenticated - AllowRestart $true

-Enabled $true-IncludedSmartAccessFilterEnabled $true

f) EAAE8E2 A App Protection, AARA{Ei&&E B App Protection, &R TH%:

Set-BrokerAccessPolicyRule CAP_Desktops_AG_trusted -IncludedSmartAcces
Workspace:trusted -AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false

Set-BrokerAccessPolicyRule CAP_Desktops_AG -IncludedSmartAccessTags
Workspace:untrusted -AppProtectionKeylLoggingRequired $true -
AppProtectionScreenCaptureRequired $true

6. IOIE:

748 Citrix Workspace B AREFHEHRER. MHE EPA QKGN ERERHZFRIPNER. E253
App Protection HREERMNH. MAZEENIEEBERNER, E=EE App Protection HRESER .
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HR

March 10, 2024
EHENBT MAREEERSLEREA App Protection,
1. BEEIRERSRRS:

a) &= Citrix Cloud,

b) S#nzl Identity and Access Management (1RiRF1iAREE) > Device Posture (&&RE) #
% Manage (1),

c) # Create device policy (BIEIGEHERK),
IkAHiE 27 Create device policy (fiZI&&EHEMRK) THE,

d) 7£Policy rules (ZEB&HINI) T, B Select Rule GEF#M) TS, AFiEE Citrix Workspace
App Version (Citrix Workspace R Bi2FhRA)

e) B Selectarule GEFRMN) THiSE, HikR Greater or equal to >= (KFHET >=),
f) MAEIREANEZMHM Citrix Workspace MABREFIRAS, fELRFIH, ©2 23.7.0.19,
g) 1 Policy result (GRBS4ER) T, %% Compliant (FF&15&),
h) 7 Name (&%) FEH, BWAREHE,
i) 7£ Priority (%) FEH, BANRBEHRLILR.
j) %7 Enable when created (BIZ2/5EA) SEEUELIERIEEREBA,
k) gEHelE,
2. F2E Broker ifia) SEBEFIN :
a) %@ Citrix f§% Getting started with PowerShell automation for Citrix Cloud (Citrix Cloud &9
PowerShell Baifk\I]) HE9iREA, L Citrix PowerShell SDK #i&#%| Citrix Cloud API,
b) ;&f7d< Get-BrokerAccessPolicyRule,

BTRFENFEIERFRE Broker iAiRHRERMTIR,
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C) HIEBEHMIFHEL DesktopGroupUid,

d) ERUTaH<LIREVNE A TR X TARERS:
Get-BrokerAccessPolicyRule -DesktopGroupUid 7
e) E¥ App Protection B FREIRERNILE, BEETUTHS:

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG"-IncludedSmartAccessFilterEnabled S$true -IncludedSmartAccess
Workspace:COMPLIANT

f) Zi& App Protection AT AR &IRENILE, BEITUTHS:

New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant'"-DesktopGroupUid 7 —-AllowedConnections

ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart

$true -ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTag
Workspace:COMPLIANT-IncludedSmartAccessFilterEnabled $true

3. BiiE:

78 Citrix Workspace AR, MT&I&&EHEEER Citrix Workspace MBREFREEZER. BB App
Protection &Bgk B, E#¥, M Citrix Workspace i BEFHiEH, REFERARTEIREERM Citrix
Workspace iRiEFMAER, =& App Protection HREEE .

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 94



Citrix Workspace 2R

HR
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HENAT AR ERF AR A App Protection,
LTS BANE A EANAF B App Protection:

1. EEEREFHAEFBH App Protection %EE&H Active Directory P4, TELtRFI%, Active Directory
FAF4Z ProductManagers.

2. B2E Broker i41a)SEB&F M ;

a) %@ Citrix f§% Getting started with PowerShell automation for Citrix Cloud (Citrix Cloud &9
PowerShell BatfEN]) $8935ieE, &% Citrix PowerShell SDK #i%#%| Citrix Cloud API,

b) ;&1788< Get-BrokerAccessPolicyRule,
BREENFERSANFRE Broker iAiRRIEMNGIR,
C) HABEHMI(FHEL DesktopGroupUid,

d) fERUTaSREUR A FHFER(THA SRS

Get-BrokerAccessPolicyRule -DesktopGroupUid 7
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e) EX ProductManagers B 4A~+HAEFEA App Protection 5588, iEE1TIATH<:

New-BrokerAccessPolicyRule "Example Rule Name_1"-DesktopGroupUid
7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers

Filtered -AppProtectionScreenCaptureRequired $true -IncludedUserFilte

$true -IncludedUsers domain.com\ProductManagers
f) EXFET ProductManagers B AR EF2E App Protection 588, EiziTU T@m<:

New-BrokerAccessPolicyRule "Example Rule Name_2"-DesktopGroupUid
7 -AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers

Filtered -AppProtectionScreenCaptureRequired $false-ExcludedUserFilte

$true -ExcludedUsers domain.com\ProductManagers

3. &3

R EATF Citrix Workspace B2, NEEEH. L ProductManagers Active Directory P4+
EMNAPRBHESR Citrix Workspace RBEF. BEiZFRIFHER, £252] App Protection B#EA,
748 Citrix Workspace AR, ARUAET ProductManagers Active Directory R ARNEANHRP
HNBMEHRER. BoISFRIPHNER, &3%5% App Protection EEBH.

iEFF StoreFront 19 T2 App Protection

March 10, 2024

LT3 App Protection 12 TR TN, STLURIBAF. HIgEMMEWRR, BRI —IBI AP NA App
Protection 588,

X App Protection

ZRILAGEFS Broker if5ia) SEBE XN AR TE X B9 EHET 78 288 R L6 L~ 3 App Protection. Broker if5ia) SRB&E S HIRR N
BFERIAF TN, ZRBA—AMNAR. SFMVMRKIIRNZGE, HFEOS—HEZLIERENT
)AL PRIE

LAFEERFMAESS Broker ipin) kPRI — MRS M NEIERT RS ILACEY, FAF SRS AT A A AR,
BUNBERT, BREROLRESARNERREL, ERURIEEREIEES Broker 55, 2 MAMT LA FHE
— PRI, BXRFMMES, 551" New-BrokerAccessPolicyRule,

WNR AP BERES 17 1P SRESHLN AR E X R EE ST T8 28 ILED, M Broker iAn) SRESHLI A LU T S EEEH RIFIRIE LT X
/2F App Protection:

» AppProtectionKeylLoggingRequired
+ AppProtectionScreenCaptureRequired
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f£F3 Broker AR 5k BE 5| ARV E REIS BT IS R L E T IE R, BXMEZ RIS RBNER, ESH
CTX227055, EBELUTHR, TRNMAEASEEFRHEKIZE LT App Protection,

AR

MRERMHALERT App Protection, NEIAER FEEMAE LT App Protection, ERUTHSER
{348 EZ A App Protection:
Set-BrokerDesktopGroup -Name "Admin Desktop" -
AppProtectionKeylLoggingRequired $false -

AppProtectionScreenCaptureRequired $false
<!--NeedCopy-->

WEFMN

E} StoreFront BA_ETX App Protection, 1EHiR#ENE ST DPIRIINER,

BR_LTx App Protection
1. M Citrix F#imum FEiEH T Citrix Virtual Apps and Desktops kias#9_E X App Protection %88 (3h
BER)o
2. 7£ Delivery Controller £izZf7LF PowerShell &5<:
asnp Citrixx

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true
<!--NeedCopy-->

3. BT T &< LU Delivery Controller B T App Protection:

Import-ConfigFeatureTable <path to the downloaded feature table>
<!--NeedCopy-->

fin,
Import-ConfigFeatureTable\Downloads\FeatureTable.OnPrem.

AppProtContextualAccess.xml
<!--NeedCopy-->

LT App Protection 75

TEREXINABEARZA LT App Protection fi—LEi75:

o AFEEGEIBEA App Protection
o AMET N EIESHIHR B RIEIZEZR App Protection, #7438 Citrix Workspace N BEFRIEZER A
App Protection
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Citrix Workspace 2R

« J4F%E Active Directory ARV P2 App Protection
« 1R#E EPA AR 7I%E B A App Protection
« FYSERP4EA App Protection

WEFN

March 10, 2024
ERREASUTH:

« Citrix Virtual Apps and Desktops kixads 2109 s E = Hr7s

+ Delivery Controller fg4s 2109 KE= R4S

« StoreFront ix7s 1912 LTSR s E =z

+ VPN EAARSS 28 M AR S A I RN AR SS SR FC B

+ NetScaler 5 StoreFront ZEIMIpIhiEE. BXFMER, ESFE NetScaler Gateway 5 StoreFront
351

« 7£ Citrix Virtual Apps and Desktops 2006 fras &2, FESA XML &

« 7£ Citrix Virtual Apps and Desktops kg7 2209 %%z #i, FES N LT App Protection Ih8E%

o WTFREERESIAITICHHE, 57 NetScaler Gateway LERBEEESE, BXFMER, BEASHE,

o HFAIER -

- App Protection ¥ aliE
- Citrix Gateway @A AIEEA T EAEREFARCHN TR

Lk

March 10, 2024
B ENA T AR LG &SR E App Protection,
TEEEZAWinloDesktop M3 (T4 L% iPhone P A App Protection B3 :
1. BUEB—EREIAIRERER
a) &% Citrix ADC &2 Ul,
b) EEMSMEEH, %3 Citrix Gateway > EIIRS 23,
BT VPN MRS 8/EM, XEMEEE Broker AR RS4RI,
c) B VPN BiINIRS 2. ReFINERDS, AEEHRIERE. WEEERRIERITIR,
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d) g Add Binding (Fm4sE).

VPN Virtual Server Session Policy Binding

Add Binding Regenarate Priorities Naaction
) Regenerats Priorities
PRIORITY POLICY NAME EXPRESSION
] 100 FLOOS1T2.30.200.M HTTRREQHEADER User-Agent
|_ 1o PLOWE 172302000 HTTRREQHEADER Usar-Agant”)
] 130 workspace HTTRREQHEADE R User-Agent
] 140 ehiraeme_iPhons HTTRREQHEADER[™Usar-Agant™|
. 150 temp HTTRREQHEADER User-Agant”|
Closa b

“LECONTAINS(CCirixRecelver™)

CONTAINS[CitrixRecehner),NOT

LCONTAINS[ CirixReceboer™)

LCONTAINSIPhane)

MCONTAINSPhane”)

AL D5 1T230.200.010

AC_WB_1T2.30.200.11)

Workspace

chrome_iFhaomne

temp

e) BEERMUIERIERDE,

VPN Virtual Server Session Policy Binding > Policy Binding

Policy Binding

Select Policy*

Click to select h | | Add ‘

Binding Details
Friority*

160

« >

(D % Please select value.

f) MARIBRIENEN, EHRB, R temp,
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VPN Virtual Server Session Policy Binding > Peliey Binding > Create Citrix Gateway Session Policy

Create Citrix Gateway Session Policy

x
Mame*
| temp | O
Profile*
172.30.200.111_443 v | Add | | Edit |
© Advanced Policy Classic Policy
Expression * Expression Editor
Select Select ~ Select ~ &

Press Control+Space to start the expression and then type '." to get the next set of options

Evaluate

g) BiE “MEXH FOMHFMLIEEREX M. B,

VPN Virtual Server Session Policy Binding > Policy Binding > Create Citrix Gateway Session Policy » Create Citrix Gateway Session Profile
Create Citrix Gateway Session Profile
Name*
temp | O
Unchecked Override Global check box indicates that the value is inherited from
Global Citrix Gateway Parameters
Network Configuration Client Experience Security Published Applications Remote Desktop PColP
Override Global
DNS Virtual Server
[ override Global
WINS Server IP
D Override Global
Kill Connections*
[ override Global
D Advanced Settings

h) K “&iE%E FOREHRANRIER.

i) BIEUTRARUBTFRERAREFTRPIESH iPhone:
HTTP.REQ.HEADER("User-Agent") .CONTAINS("1iPhone™")
<!--NeedCopy-->
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WPM Virtual Server Session Pebcy Binding > Policy Binding > Creste Citrix Gateway Session Policy > Expeassion Edor

Expression Editor *

j) BEHE SR SIEES,

2. I3 Broker ifial SRBE LN :

i@t Access Gateway ipiRl WinlODesktop B iPhone AP MK, BRITUTHE:

a)

b)

7£ Delivery Controller (DDC) FiafTIA T a4

Get-BrokerAccessPolicyRule
<!--NeedCopy-->

He5H T DDC HEXHIFRE Broker ifinltkES, EXFIERT, XG4HWinlODesktop i Broker
g WinloDesktop AGFIWinlODesktop_Direct. AT—MNS B FRANSE
w4l UID,

BEEAUTHES A WinloDesktop i Broker ifRSRESHNI, LU E@E Access Gateway i7in]
B iPhone BF:

New-BrokerAccessPolicyRule —-Name WinlODesktop_AG_iPhone -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart S$true -
AppProtectionKeylLoggingRequired $false -
AppProtectionScreenCaptureRequired $false -Enabled $true -
IncludedSmartAccessFilterEnabled S$true

<!--NeedCopy-->

Uid_of_desktopGroup 2:&:3E$ %8 1 51T GetBrokerAccessPolicy # M FR 3RS HI 3 (F LA AT
DesktopGroupUID,

Zyi@it Access Gateway ipEBy WinlODesktop iPhone BF %M App Protection, 531B%E
S 1 POIEMNEEEIAIRIRE temp. AT o< AR sEiHRI SR

Set-BrokerAccessPolicyRule Winl@Desktop_AG_iPhone -
IncludedSmartAccessTags Primary_HDX_Proxy:temp -
AppProtectionScreenCaptureRequired $false -
AppProtectionKeylLoggingRequired $false

<!--NeedCopy-->

Primary_HDX_Proxy RERiEmS R 1 “GIEE&EAIRIEE" S8 VPN EHIRS2EE 7,
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d) ERESKMWinlodesktop AP EA App Protection 588, &R THS:

Set-BrokerAccessPolicyRule Winl0Desktop_AG -
AppProtectionScreenCaptureRequired $true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

3. Verification (3%iF)

FF iPhone: $NR BT iPhone 3T Citrix Workspace NAB1ERF, MIGHEEH, @3 Access Gateway
EEMIMEBE RE Citrix Workspace 2R, &R LUTE StoreFront RERIFIENZIR, HEXKTZA App
Protection.

34 F iPhone LUMEIIR&E: MR EEI&E EITH Citrix Workspace RB2F, MISHEH, @it Access
Gateway ZE#EMIMEIERE Citrix Workspace A2, &rILUTE StoreFront REZIFMRMER, HEX
2R App Protection,

HR

March 10, 2024

AR AE T IR NET N S 22 R R B shiviERE 2 App Protection, LI M Citrix Workspace
2R RBEHMNEEER App Protection,

UTSBRATEMNKEEREMNEZ AL WIinloDesktop MR F4E A App Protection, F#A3k8 Citrix
Workspace [z RiZFrERE R A App Protection:

1. gUEREREIHIRIRK:

a) BIE—MEREESREIEIEM Citrix Workspace WEBEFEMINERE, MAEMNZ SN FELEIGEHER
2 App Protection FFIE X, SIRUTRER, BURERFPRIEFHFESEE CitrixReceiver:

HTTP.REQ.HEADER("User-Agent'") .CONTAINS("CitrixReceiver")
<!--NeedCopy—-->

=P, HEEpREREA cwa,

Expression*

Select Y Select Y Select ~

HTTR.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver”)
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b) sl % — S sk ih A &£ B HTTP.REQ.HEADER("User-Agent") .CONTAINS ("
CitrixReceiver'") .NOT kEFREM Citrix Workspace R BIEF BIBERE. EILEFS,
LthESBEIAIRISRBE & browser,

Expression’

‘ Select N4 ~ Select N

HTTPREQHEADER{"User-Agent") CONTAINS("CitrixReceiver") NOT

2. Bl Broker 418 SEB&FLM ;

a) i 17 GetBrokerAccessPolicyRule Ll & & WinlODesktop B # 4 Broker i
| BB ¥ F X {4 4A WinlODesktop, Broker 35 i & B8 3 WinlODesktop_AG
WinloDesktop_Direct, I8 FWinlODesktop K=& UID,

b) #FAMUT®<, AWinloDesktop tIE Broker ifin s LAIEM Citrix Workspace BahrIiERE,

New-BrokerAccessPolicyRule -Name WinlODesktop_AG_CWA -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated -AllowRestart $true -Enabled $true -
IncludedSmartAccessFilterEnabled $true

<!--NeedCopy-->

Uid_of_desktopGroup 2:&:3E$ B 1 51T GetBrokerAccessPolicy # NI FR 3RS HI 3 (4 LA RY
DesktopGroupUID,

) @3 BEEEIFIRRIE cwa, ERU TSN AET CWA BIIa9EZERA App Protection 58,

Set-BrokerAccessPolicyRule Winl0Desktop_AG_CWA -
IncludedSmartAccessTags Primary_HDX_Proxy:cwa -
AppProtectionScreenCaptureRequired S$true -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

Primary_HDX_Proxy 2EaiES % 1 “CIREREAIREEE" B2 T8 VPN EIMERS [ E .
d) ERAUTHS BN EaS R MEMEREZA App Protection 588:

Set-BrokerAccessPolicyRule WinlODesktop_AG -
IncludedSmartAccessTags Primary_HDX_Proxy:browser -
AppProtectionScreenCaptureRequired $false -
AppProtectionKeylLoggingRequired $false

<!--NeedCopy-->

3. Verification (3%ifF)

MR EITF Citrix Workspace 2R, WHEETHE. EFMER Citrix Workspace AR, REED
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Access Gateway MIMREZEBMMENER, BSBIIEAZERER App Protection 588, &idsME8iE
BEMNEREMERNER, ESEE App Protection SRESEWER.

=2
R

March 10, 2024
A= NE T R4 E Active Directory A9 EF 2 A App Protection,

LTS BATHET Active Directory 4 xd.local\sales #9 Win10Desktop AP %A App Protection,

1. i 17 Get-BrokerAccessPolicyRule X & & WinlODesktop 8 ® 4 Broker if
ia) %K Bg, X F R A H WinloODesktop, & # # Broker 35 i) 5 B8 WinlODesktop_AG
WinlODesktop_Direct, B FWinl0Desktop K=mE4A UID,

2. AWinloDesktop & Broker ifmSRBEHINI, LATHE Active Directory 4B xd . local\sales sy
AP RIRER,

New-BrokerAccessPolicyRule -Name Winl@Desktop_AG_Sales_Group -
DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers Filtered -
AllowRestart S$Strue -Enabled S$true
<!--NeedCopy-->

Uid_of_desktopGroup 2:&@id %4 8 1 51T GetBrokerAccessPolicy #NFrF£1ERI3Z{F4AH9 Desk-
topGroupUID,

3. FAMTHSERE Windows 10 fEAF (BF AD 4 xd.local\sales) # App Protection &8g:

Set-BrokerAccessPolicyRule Winl0Desktop_AG_Sales_Group -
AllowedUsers Filtered -IncludedUsers xd.local\sales -
IncludedUserFilterEnabled $true -
AppProtectionScreenCaptureRequired $false -
AppProtectionKeyLoggingRequired $false

<!--NeedCopy-->

4. ERUTHSHE xd.local\sales FHIAF ZIMVERMXEREE A App Protection 5kEg:

Set-BrokerAccessPolicyRule WinlODesktop_AG -AllowedUsers
Anyauthenticated -ExcludedUserFilterEnabled S$true -
ExcludedUsers xd.local\sales -
AppProtectionScreenCaptureRequired Strue -
AppProtectionKeylLoggingRequired $true

<!--NeedCopy-->

5. Verification (3%iF)
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HR

NREFTF Citrix Workspace R R#1ERF, NWIGEFH. LU xd.local\sales Active Directory AFMNEF &
#E=F Citrix Workspace M AEF. BohZFRIPNEIR, ESEE App Protection B#WEH.

sE§ Citrix Workspace M2, ABUTFET xd.local\sales WEFPHWEHEHRER. BIIZRIPHE
B, &3%&% App Protection EEH.

March 10, 2024

WHBRNA T WERIE EPA 1384 R 718 =H App Protection,

UTHBATFRELT EPA 3#9iI&E R A App Protection:

W

BRERERE LTI

1.

10.

SHEIE. BRMEZAFRE GERTRINEFRANRERFE) KX
LDAP BRs323ECE K EXAIREE

&3 Citrix ADC #4%%I Configuration (B2E) > Citrix Gateway > Virtual Servers (E#IiR55238),
PHRAXMEINRS S, ARRE Edit (FE).

REINENSHIRIEREX Y.

PHRAXMEINRS S, ARRE Edit (R

g Authentication Policies (5{)%iE%#8) > Add Binding (RiN4E).

£ Select Policy (i%&#F%B8) T, #E Add (RN

7 Name (&%) FEF, BASHRIEREHNEM,

72 Action Type (I2fE%E!) ThipI&RSP, %8 EPA,

£ Expression (Fixx) FEH, WA True,

Configure Authentication Policy

nnnnn

7£ Action (i&fF) T, #& Add (D).
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11
12
13

14
15
16
17
18

19
20
21
22

. £ Name (&%) FEH, BN EPARIENEN,
. BMABRGAATIREANR IR, Eltsth, BIAERKFRN FileExists, fRE4E&7FH FileNotExists,
. £ Expression (Fixz) FEH, WAUTE:

1 sys.client_expr("file_0_c:\\epa\\compliance.txt") || sys.
client_expr("file_0_c:\\epa\\trusteddevice.txt") || sys.
client_expr("file_0_/tmp/compliance.txt") || sys.client_expr ("
file_O_/tmp/trusteddevice.txt")

2 <!--NeedCopy-->

Configure Authentication EPA Action

NNNNN

. i Create (8112), AG# T Bind (47%E).

. B Session Policies (£i%%#8) > Add Binding (FI4E).
. 72 Select Policy (£#Z&HEEE) T, f2& Add (Fm).

. £ Name (&7) FEBH, WARIERIEHBT,

. 1 Expression (FiAR) FEH, WAUTE:

1 AAA.USER.IS_MEMBER_OF("FileExists")
2 <l--NeedCopy-->

. 8% Create (8132, A/%E T Bind (45E).
. EESENRED, BEEER B
. X Powershell ##77F Windows Powershell,

. AU TS @IS AEESIIRE “EPA_GW:Trusted-Device-PC” 1 E&id EPA HiEHISEEA App
Protection 8%
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Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG" -IncludedSmartAccessFilterEnabled S$true -
IncludedSmartAccessTags EPA_GW:Trusted-Device-PC -
AppProtectionScreenCaptureRequired $false

<!--NeedCopy-->

Hreh, EPA_GW 2 VPN EiiARSS 2892 T,

23. FAUTH$ES5IBEEILRIRE “EPA_GW:Trusted-Device-PC” JykakiEd EPA HiEMNIgE R A
App Protection 58

New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 17 -AllowedConnections
ViaAG -AllowedProtocols HDX, RDP -Enabled $true -AllowRestart
$true -ExcludedSmartAccessFilterEnabled $true -
ExcludedSmartAccessTags EPA_GW:Trusted-Device-PC -
IncludedSmartAccessFilterEnabled $Strue -
AppProtectionScreenCaptureRequired S$Strue

<!--NeedCopy-->

24. Verification (Z4iF)

WNREFTFF Citrix Workspace M ABTER, MEEFHE, MAEI&&EE R Citrix Workspace AR, Boi%
RIFMEIR, E2EE App Protection B2,

18 Citrix Workspace M EF, REMAZEANEIEENRER. BUISHRIPHNEAR, BEEE App
Protection EEH.

HR

November 21, 2023
HENA T ARSERF AR App Protection,
ERFEANAFBA App Protection, E&RASERFLAREA App Protection

x1i@d Workspace #1THE & /250189 App Protection 3%

March 10, 2024

Citrix Virtual Apps and Desktops R & BEIRIEEERIEAT Web # Citrix Workspace, 7AAREZANNILE
[PRANNARE URL, AG@id44 Citrix Workspace M R#2F &E HDX 5|2 EaEMN AEFSEH, “EBE”
—iAREEERAEAT Web 89 Citrix Workspace AR 54 Citrix Workspace [ Ri2RF RiEEMERA R RN
“#R,
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} =r

AR

MR EHEIR R EREAMN Citrix Workspace MARERAM, MASLERE, EA Citrix Workspace R
RIEF HDX 5143 T 2sth, inSEFRAERTF HTML5 B Citrix Workspace M AR#ER, &7 Citrix
Workspace g Citrix StoreFront £, #As30#4 535 BoXFiE o

BEEM

o BREEEFERNEESHF Citrix Workspace Web ¥ Ei2F.
« HRIEH Workspace URL B9 DNS 4279 cloud.com, HEiARLZIFEE XiH,
- EREEERNITEES— Citrix Workspace N AREFhRZS:

- EATF Windows 89 Citrix Workspace W AEF 2106 S ES A
- ERBTF macOS i Citrix Workspace M EEF 2106 HE Sk

HE&B&EA App Protection

1. EFMNAEIEZR, EANEEERE Citrix Workspace Web ¥ BIZRF. BRIBEAN SN ERAUTHEE>

« Chrome
+ Edge Chromium

REZY BREFRE, ERENSENT BEFBNEIRYT REF.
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Citrix Workspace 2

h ¥ D N

Citrix Workspace Web

Workspace App Detected
Version 22.11...

Login Timeout

Actit  work Offline

L»" Troubleshoot
(annlnad Lngs)

Read More

1 Broarracte

2. MIEBIZASHLN SRR E RN AR,

3. SMEEHTAZER > KFIRE > 5%

ENRAREFNSEBHEENSSP, AUEINARFMSESFIELZN Web JHRBHBNEFIHE 2
& Use Citrix Workspace app (&8 Citrix Workspace R RBER) .
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Advanced
Apps and Desktops Launch Preference
Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your web browser.

(Lls.e Citriz Workispace App)

snREfEmA Citrix Workspace EARFBHER, WEBIUTEDR, EXMERLT, TEHITERDER.

Advanced

Apps and Desktops Launch Preference

Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your Citrix Workspace app on your device using Citrix Workspace Browser Extension

Use Web Browser

4. IE, BALUBRFRIFEMNNAREFHRE.

w REVSE R

TEHRE-LEGR, BT 7 BHRBURINEE X LS E,

o ERSIZFRIPNNEBREFZIZAREH Citrix Workspace Web i BiZF, sHRIMUTHEIRZ— A#RE

HILXFPIER, EESFIERT Web 89 Citrix Workspace Z iR &N EBiZF.
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@ Citrix Workspace App )(:

You must use the Citrix Workspace web extension to
start this protected resource.

Lse Extension

Web Extension Required
You must use the Citrix Workspace web extension to start this protected
resource. Further assistance can be found on the Help page.

Help

o RBHERTULE S Web 315583, NSHMUTHIRZ— BEBHERMERNER Citrix Workspace
R 2R LURRILEE IR, BXIFMERE, BBRLSHE,

@ Citrix Workspace App )(:

This protected resource can't be launched. Further
assistance can be found on the Help page.

Help
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Unable to Launch Resource

This protected resource can't ba launchad. Further assistance can be

found on the Help page.

Help

31i@id StoreFront #1THE & B ohizitsy App Protection 2%

March 10, 2024

Citrix Virtual Apps and Desktops KR & Bl EE T EANNI B ERRRANLZARENE URL EREEATF Web 9
StoreFront #i@ig4s#7l Citrix Workspace R B#EFME HDX 5|2 EoiE N BEFIRE. “BE” —AREeE
BERT Web # StoreFront 574 Citrix Workspace N BEFRIEZNER B FNER,

pES =
NEREHERR ERESH Citrix Workspace BIEFAYN, WHSRERE, HF Citrix Workspace [z

FEEM HDX S| 8T R mish, X#AZEATF HTMLS &9 Citrix Workspace M B#ERF, FEE7E Citrix
Workspace gf Citrix StoreFront £, 2345 KX fdiE o

33i@3d StoreFront #1THE & B ahi A9 App Protection ZFRHEMN B ERFMBEEB T App Protection
EIRIIEES .
=W
R E%ESE Use light version (EREZAR) (X¥ER HTMLS /%) 38 Already installed (ER%)
®I, NEAT App Protection MiEEHRLE, EAENKESPARMINEME Citrix Workspace R BER.

MREERARIZ StoreFront 2308 ES AR, MR LIER Web I%23i5RIEA T App Protection [IRHIR 1S
FHSE, RiiR2EREET StoreFront, FARMEEMINKEMEIZH Citrix Workspace MRERF. MBEMFERM
=NF StoreFront 1912 = 2203 Z[a#9hRas, NIRRT EZEER 2 RFORMN A BEE Mo
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PRI

LIEERER Web ih=8S, StoreFront £ Citrix Workspace N BIZFHIRZS, SNREZ GLRET Hithhk
Zsfy Citrix Workspace W B#2F, StoreFront RaflbexX—T b, Fitt, EAESBIRMATFRZILBEE
BT App Protection SRESHIEINN AIEFMEE, Citrix BIXEE App Protection &Kz, MUEIEMARS
£ App Protection FWEREARRZH Citrix Workspace MBEFEMENNBEFNREH. BXRESNENES
58, 15219 App Protection K&K E,

i#@:d StoreFront k7~ 2308 S EShAHITHRS B

StoreFront ks 2308 ME=ERASEshZIFER T App Protection HRESHEIN BEEFNSEAVES B, BXE
StoreFront 2308 E=M AT AEEBENEA App Protection WEZE R, ESAEEET StoreFront #1749
JEBB5IR App Protection,

i@is StoreFront hikzs 1912 % 2203 #{THESETH

StoreFront iz 1912 % 2203 Z3¥ERBESXGEENBAT App Protection REEHNEINNAEFNSEERES
Bah, SITFTAR:

Citrix BiXEHZZ StoreFront 2308 s E S kAR LB EXIGE

WEFN

B App Protection FrER Citrix AHFAHER, BERAKER,

BWESE

1. T#H& A stf-customization-AppP.zip ¥y Zip X, EFEEUMEEE StoreFront RS2 ENBIFIE
B, M Citrix FEHRTEHIZXMG. RXHEEUATHE:

o WIMEHIEIRAEER bin 3X43ry DLL
o MRAFRERITITFRERN JavaScript X E A4
« deploy-solution.ps1 PowerShell fiiZs, StoreFront &IE5ERZHZAKIBEMRAS R

2. fRIE%E stf-customization-AppP.zip SXHITH— MR EIER PowerShell, fEiZIBRERXM, BT
deploy-solution.psl &%, ZHa<$RKAUTSE:

o —Action: HIZREXRIREIE. AFERNETT:

- Deploy BEUEELABEMRAR. ECIBIEBRARTENXXHNED, ERRRAREX
f, AEREMBIRS. UTES&EMATE StoreFront R385 LEIZBRRAS RN S
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Citrix Workspace 2R

EN Administrator: Windows PowerShell - [m} x

ministrator.EGt tt-customization-AppP= .\ olution. psl

ommand pipeline p
r the following p

be modified at: ~“Desk

- ApplyUICustomization XN ARE Ul NABEEXIRE, ALEZETE Already
installed (E%%) #1 Use light version (fEBEZARES) EM, HHIRIEIREITEN 2RI NIZ
M Citrix Workspace N AR, HHRESOIWILLFAZZRHNTR.

dministrator. WC6PF\Down]oads\stf-customization-AppP (2)> .\deploy-solution.psl
t command pipeline positi
Supply values for the following parameters:
Action: ApplyUTICustomization
StoreName: appp-store
Applied successfully!

PS C:\ \administrator . WC6PF\Downloads\stf-customization-AppP (2)> |

- RemoveUICustomization & Es#EGE ApplyUICustomization igfe, HBRE
T Already Installed (E%%) # Use light version (FEREZARA) &,
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« —StoreName: AIXTEREURIERIN ABENET. LSHEREIEN, X750 Dep Loy BIF—i2
&k,

o —BackupDir: aAILEMREERTRIREMH Dep loy REHERENSE, MEXED, NESEL
BIEER. HESREESH.
FE
R StoreCustomization_Input.dll 5% StoreCustomization_Launch.dll f EEAMENBEENGRE, N
BENBASRARBEXLERENILE,

NAENEEENLESR, BAT App Protection MEARFHSEARET. NRFHTZHE, NKLXNARF
ARG R,

WNEE R StoreFront B ENIEE

BRITUTEBLURRZ A8 StoreFront BENXIZE:
1. %% *\Desktop\StoreBackup< RABER R >* BRHBUTXHEFZENMNBERT: MNABER >

« StoreCustomization_Input.dll #1 StoreCustomization_Launch.dll X% *IISINETPub\Citrix<
R FAEERF >\bin* BRNABEZT >

« web.config X2 IISINETPub\Citrix\StoreWeb B

 *.js 0 style.css x5 % lISINETPub\Citrix\StoreWeb\Custom B&

=W

905 \Desktop\StoreBackup< RZ A& EZ T > BRHMRT LAXHZIMEBEMBEXIRENX
, FREFEFXEXHNEREFZEXERFT. NABER >

2. #T7F PowerShell,
3. BETU TS ISADMIN 71 CitrixSubscriptionsStore 3% :

sc stop IISADMIN
sc stop CitrixSubscriptionsStore
<!--NeedCopy-->

4, FESETUTHSESFAER IISADMIN 71 CitrixSubscriptionsStore ARs3:

sc start IISADMIN
sc start CitrixSubscriptionsStore
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 115



Citrix Workspace 2

RRIFNRRIRE S BENRL AP 4R

1. EEE 57 StoreFront RSB EHREMASRE, EERFHRERCHNARE, REE Web H2shER
URL 3408 StoreFront,

2. BEEENRBPEEMINENE Citrix Workspace AR, EREERIMAIZE DA LIRS,

x 4+ v - o x
“— C 8 nsgepa.bvtlocal/Citrix/StoreWet * &
]
DESKTOPS
Settings
About
Log off

Activate Citrix Receiver

Change Citrix Receiver

https/nigepabvtlocal/Citrix/StoreWeb/#
H L Type here to search

#ME Citrix Workspace i BiEFE, EAUEEHSFIERERET App Protection MEINN BIZFFIR
Ho

1= StoreFront - ERER

E7f StoreFront /S ARERINAE, ES IR StoreFront xxi%, IHERERAIAFRIEEIER NetScaler Gateway =iEH
BEirE R G B EREENARE,

HPEHEER

BEERT App Protection W&iERY, EHEMETHERBEIUTHEIR:
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@ X = e = =] x
. = C @ nsgepabvtiocal X T A
+

LEFEIRBIATBE AN T :

o MAEFMKEEENTENRSETITH,

Settings

About

Log off

Activate Citrix Workspace app
Dovwnioacs 3 e that 20ds this workspace o your oca Cirix Workspace 2pp

Char

itrix Workspace app
nat checks for  local Clr Workspace 3pp

nR &1 Citrix Workspace M AR MRE 2% T Use light version (EEESR), NSBRXMER,
ML TREFR:
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Just a moment, we're detecting if Citrix Receiver is already
installed.

s detected, y
aunch Application
If no window appea roceed to ¢

Workspace

B | agree with the

o MRS Citrix Workspace MR

Settings HE—]

About

Log off

itrix Workspace app
52 file that adds this workspace to

Change Citrix Workspace app
Opensap Slo

Current status:

NRE1E Citrix Workspace N AEFNIgAEI R T T Already installed (B%), NKBEIXMIER, 0
UTRE:
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@ Citrix Receiver x + ¢ = o x

<« Cc ovtlocal/Citrix/StoreWet " @ ¢

Just a moment, we're detecting if Citrix Receiver is already

installed

RS BRI ERERABEAT App Protection H&3E, KA IRER B HEK Citrix Workspace [
BiEF, AEFERNZ Citrix Workspace MR

i

g Citrix Workspace N BEFABEREsB AT App Protection &%, ABREREASBMNZFIPNAIER
&M, StoreFront BIERFILUER deploy-solution.psl &$M ApplyUICustomization igfEH
fai Use light version (&5 A7) # Already installed (B&%#) %1,

Citrix Workspace W BiZF & fRAta &

May 30, 2024

& AR T Citrix Workspace AREFERANBRAHTRMAH. REAHNBBHITRSRESE, &
A FEBRATEEEHIE . RITEFREHEENEEMEMMERE Citrix Workspace A2 FEBE.

BI UM Citrix Workspace R B#2F T UE FE#FARAS. &M TF Android # Citrix Workspace ZA#2F. &M
F i0S & Citrix Workspace M AZFFERF Windows # Citrix Workspace M REF (MAEERZA) B
UMEZEENMNABEER TH. NRERNEHTF Mac = Windows # Citrix Workspace B FER T Citrix
Workspace MZREFEH, RFARBNETES THHTEEN. BERITHRIN RSS TR, UEIEHARASA] AR
1R
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B x5 Citrix Workspace R A2 F hiRHAITHEEMIEAE S, B2 Citrix Workspace app feature matrix
(Citrix Workspace M RIZFINEETIR) o

BXEGEENER, E5R Citrix Workspace AR £ E .

Bir& TR

IF Citrix Workspace AR TFAEEESEER T —ANTE:

o Linux
*« Mac
« Windows

T Citrix Workspace MR FAEES AL G—ANTE:

« ChromeOS
« HTML5

BT Citrix Workspace MR FAEESA LK H—RNTE:

« Android
« i0S

=

AR

¥k, EATF Windows 89 Citrix Workspace R F#2RF. EATF Mac i Citrix Workspace 2R, &M
F Android #9 Citrix Workspace MABiEFFIERT i0S 89 Citrix Workspace M BEFIEE— N EERELS
FBRAMRERAE, RERAZIREZA 107, XERAFOIEE XREMMERSHNANMSGH, RE “.107
WRASTRIT & B AR EEINEE,

SEMNAEFRNEIRLZ B

Citrix

Work-

space 2024 2024 2024
NEE 2024 2024 2024 2024 2024 2024 2024 2024 F£10 £11 F£12
F £28 &38R ®4B %58 Z£6HB &7H ®88B ®98 A A A
Windows - ) ) ® - ) X - o -
WindowX - ] - X - - X - - X
LTSR

Mac - - o X o - o X - ) -
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Citrix

Work-

space 2024 2024 2024
RZFEfE 2024 2024 2024 2024 2024 2024 2024 2024 £10 £H11 £12
F F£28B %38 %4B &#5B #6B &#7H %8A %98 B A A

Chrome@ - o o o - o o o - o
n

HTML5

Linux - o - o - - o - - o -
AR

o &

SRR

FER

#, K

FExR

TRE

k2,

¥ &=

KRR

TREH

(CU)o

FHMFRERNAEFHBRA B

i&AF Android 89 Citrix Workspace R B2FFERT i0S # Citrix Workspace M R2FEEE A £H—XHT
e

Citrix

Work-

space 2024 2024 2024
MAE 2024 2024 2024 2024 2024 2024 2024 £F£10 F11 F12
=2 F£38 #®#48B 5B %6A %7R #%8A #9A A A A
Android & X U] X o X o X ] X
#Mios

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 121



Citrix Workspace 2

Citrix

Work-

space 2024 2024 2024
MAE 2024 2024 2024 2024 2024 2024 2024 #F10 F11 F12
=2 F38 %48 %£5B #6RB %7HA %8H #%#9A A A A

AR
™ s
RnE
EhRE,
X &S
RITR
EhRA,
REhR
2
NHR
BEE
KaEek
#HINEE
mEs
EHI8Y
bt
7,

SRR

HMNO~@mOF L. ZHMRTHENERMNBITRE, WAEE, BABTEMRINE. FrRHOBIRRIES
%, ATERMEEMZER. KIESTEERNRIE. AETOERNS, FERNKNTHEWERERIMNERERE.

Citrix Workspace [ BiZFIN6ETIZ«R

June 19,2024

Citrix Workspace R R#2FIRMERFET A FRERA D BT SINEE. BEULIIAETIR, ERILUERM T XL
BEEARRIT & LA, ESNESH, BT IR, EEA LR R A S IIhEERTEEE X &R

Citrix Workspace
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Thee
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(LARGI#R A
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8% SSO
ThaERy
We-
b/Saa$S
R
Citrix %
VAL
F
NBRERF
MEILAR

£

Windows

2403.1

# Win-

dows  Windows

A#E 2402 Linux
2403.1 LTSR 2405

i

=
= =

i
Fal
7}

i

=

iy
iy
iy

Jalil
17|
iz

Mac
2402.10

=
=

all

i

iy

i

i0S
24.5.0

al

all

iy

i

il

Android
24.5.0

=
=

all

all

iy

el

i

i

HTML5
2404.1

=
=

i

iyl

iy

f0

iy

iy
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=
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il
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Thig

Citrix Virtual Apps

Citrix Virtual Desktops

Citrix Secure Private Access

Citrix Enterprise Browser

A% SSO 1h#emy Web/SaaS AR

Citrix %R AZRF

Citrix BN BIEFH&

N RfERF MEWARSS

Workspace E1E

Windows
2403.1
# Win-
dows  Windows
AEE 2402
Ihge 2403.1 LTSR
FHADNS = =
EmEE
BHITBRTF
HR RN
SHEE =B =
wE

Linux
2405

=@
=

all

2402.10 24.5.0 24.5.0

iyl

EX

i@id Citrix DaasS =k Citrix Virtual Apps and
Desktops #&i%iAial Citrix Virtual Apps.

i@t Citrix DaaS g Citrix Virtual Apps and
Desktops #&#%iAia Citrix Virtual Desktops.

f&Bh Citrix Secure Private Access, IT EERATUE
By 2ty SaaS MAFIFIRINER, thoh, EBNE
R SERER, EERATLUELITIERE Web 4
=1 Web i 283 B9 5 RIRIRIPER ML REL AR
BRERZTEBERENEIBEENEE,

Citrix Workspace [ AiZFREHIEIRILI2S, ATRLH
ia] SaaS Ml Web [ B1ER.

IniafER® SSO # Secure Workspace Access BERERY
SaaS/Web RAER.

ihiae Citrix Endpoint Management (LUEi#RA
XenMobile) R&M Citrix IR BIERF.

ihiale Citrix Endpoint Management (LUEi#RA
XenMobile) R& Citrix IR BIERF.

AR MERR B AL, EaUEENAEF IR
Faep Citrix Workspace MBEFIRE B E X N RERF
B R BT,

i0S Android  HTML5

2404.1 2405

= =

= = £ =
=

£ E £ =
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Windows
2403.1
# Win-
dows iz  Windows
AEiE 2402 Linux Mac i0S Android  HTML5 ChromeQS
Ihge 2403.1 LTSR 2405 2402.10 24.5.0 24.5.0 2404.1 2405
Global = = 5 = = = = =
App
Config
Service
(Work-
space)
Global = = S = = = = =
App
Config
Service
(Store-
Front)
App £} & £} & = = £} &
Store &
#
Citrixg = = £ = S = S =
HEH
BRmE 2 = 5 = NiEH TiER NiEH TiER
BiERE
I8
Ihae EX
R DNS BnhEdE#{TE FHHR I AiFiEE BEhA ARG ERCE Citrix Workspace Mg
Fo
EHhEEILE kBEPRRSHHBIEFIZE, i Google Chrome
EiEg GPO,
Global App Config Service (Workspace) i&AF Citrix Workspace # Global App

Configuration Service f Citrix B2 R EBITEF
BIEMARSS IR M Workspace AR5 URL #1 Citrix
Workspace NBEEFIEE.
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ThRE EX

Global App Config Service (StoreFront) &M T Citrix StoreFront 8 Global App
Configuration Service #iF Citrix B2 RBIEHE
BHIRRS3 327 Citrix Workspace MABREFIRE.

App Store E#f SR B {H R 72 R PR T S RO SE

Citrix BchEH i@ Citrix BEpFARIhaeiRMAE = Windows #1 Mac
HIEH

BRimNBEFERE fi Citrix Workspace M BEF BN S L RENSIE

Secure Access Agent #1 End Point Analysis (EPA)
BEHSERERENE—F P IRNAER. HBEtthee, &
R A UM BN EIRITH & S BN E R E R,

BRRE

Windows

2403.1

# Win-

dows  Windows

AilE 2402 Linux Mac i0S Android  HTML5 ChromeOS
IheE 2403.1 LTSR 2405 2402.10 24.5.0 24.5.0 2404.1 2405
Desktop 2= = = = = = = =
View-
er/TE#
ZESL =B 2 = =z = =z = =
1
“KER = 2 = y=s = 2 = =
=i (T
X )
IhgE EX
Desktop Viewer/ T B AFEIFPEFISIENEE, FlIES TREEZERX

Ctrl+Alt+Del,

ZESIE ARFRNERZ N AEFNEHE.
KA =1F (TEXEH) AFRPEREZEEHEEEIERE RIS,
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HDX Nz
Windows
2403.1
# Win-
dows  Windows
REE 2402 Linux Mac i0S Android  HTML5 ChromeOS
IhgE 2403.1 LTSR 2405 2402.10 24.5.0 24.5.0 2404.1 2405
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HEItE
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%m0 2 = z & & & S £
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Thee EX
HER L B HDX B EDT FiLliRE T E, FZMEZMAFRM,
SDWAN 2% F#3 QoS. TCP. EFFES HIRHMRHAIT SDWAN
ijibr
RIEAIEM RIEEMEEEP N R ISR SHETERFA R
Bt
BPinEmENERE ERERME R R H ERNEERIE,
RIEHE BER—ARS R LiE1Th, BELXGHNNEAREFEEET
S5HME AN AR ERNEEIET.
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