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KT IbhRs

October 25,2022

2210 FHFEAA
ERMNERGNEE RS RIRH

iERATF Windows # Citrix Workspace R AREFIESFERAMERETNEEANE SR, 0] LUBT KT EE
I > &% > B AT SIEMEIRERS AL ThaEE,

AT Windows 11 £ Web 1 SaaS M AEFHILN AIEFRIFIEIRINEE

bR RFEFERIPIERINAEMR L T Windows 11 £#Y Web #1 SaaS MABEF AP BFIRMRZ £IEE, thIERINAERT LIS
d &M Secure Private Access &F# Citrix Enterprise Browser 3k75.

AN BIEFRIP [RATSAR]

AR RIPRHIEENT SN, RIPFEIMNNEFPESREICRE. HRRIMIEERRBENEE. B, NERER
RIFINREETXS Workspace #iFiR M, (EBIAN ARRFRIT, NARFRIPTIET BRiS ENANBAREF. B
iEBATF Windows 89 Citrix Workspace R A#2FF 2210 2, MARRFEARIPEUN AR Windows 1&& Eryasit A
(=

AILERILE Podio FREFMIEI AT S AR,
AE:
FAMERAEEFAEEFEESHIEREREFFERHTINR, HATPREEZERBENN S, Citrix RiESZ

THREFTR U hRAYSZ 3522151, (BXDIRMEUH X ETHREM R %, Citrix FIRESRIBRIRM™EYE. REHMNEEMTR
IRHITIRF. BINAERLEFHIRFEZE Beta hR4s,

PRAIAST D PR

LA P ER MR R F ik s m B B IR 53 AT LUEHR RGBS NSUE HBORSR D PR, LURL D YRED AN ARRD AR STXY X LE U ==
FEEMRI, BiERTF Windows i Citrix Workspace [z 2R 2010 2, &r]UAFEARE P inECE IR RE]X L3

$

o =W

MZROWETTHAFP REMIIWNVEEMARE, EA Microsoft Teams RS BRWEMNFIERINS5E
ERRNADEDYE,
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BRiIABERT, R#E T Citrix Workspace N HEF 20 MW EFm EZRATURE. EERHXN
HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream FiE B U FTE R IR E B, A ¥ H
A:

o At

AR KE SRl EZE

EnableSimulcast 285

i

1-3 BHIREA )

MaxOutgoingResolution % = 180. 240. 360. 540,
720. 1080 (Microsoft
Teams ZHHIDPE)
MaxIncomingResolutiol = 180. 240. 360. 540.
720. 1080 (Microsoft
Teams A HER)
MaxlncomingStreams  E#k = 1-8
MaxSimulcastLayers  #ig = 1-3 (BHIREAR )
MaxVideoFrameRate — %#k & 1-30
MaxScreenshareFramel ##k £ 1-15

PR EMRIE 7 DWORD,

Citrix Enterprise Browser

FhRAEIFEETF Chromium R4 105 B9 Citrix Enterprise Browser ki Zs 105.1.1.27, % Citrix Enterprise
Browser B4z 2, 1§55 Citrix Enterprise Browser X1,

E=dn& Citrix Workspace Browser

Citrix Workspace Browser B#E#5A Citrix Enterprise Browser, BEXZEWILEM citrixworkspace:// B
7 citrixbrowser://.

RN MR E ARSI R — N EE# TR, R R i O F .

o & UL PapRE RS mX PR E G ER ERE AR ER.
o REME (FlMs<M MS) AJRESMSRE LEIRRTR, UBLERFE P EHZE,
o HEXRF@XEURMIEF A ETFEHENEMZR (FIIIRMNEEXE) AJENHES UFINaMT.

3% Citrix Enterprise Browser i& AT {El %22 [ AT hR]

e, ALK Citrix Enterprise Browser FRBRITHER 5 1E Citrix Workspace N2 HEERIFTE TIEsk
VEEHENN BIEF. IIhRERERM T —H1E Citrix Enterprise Browser F{X3TH TFiEiEst Web #1 SaaS WA
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BB
BRI LOERE RS AN R T A EME I TIFE RSN BERF.

i@ Citrix Enterprise Browser T FiE Web #1 SaaS M RiERF

B4, Citrix Workspace 225 e AMFTBEMES Web R AREFEMIMEE SaaS [ AREF#RFE Citrix
Enterprise Browser 3T,

SZHRENYEERY B [BATASAR]

TR RN ARNEEBERIRENT BEFFME Citrix Enterprise Browser, EERAAUHE. EEMITHY
EiEF. RKZAPTLUIRIBEEE citrixbrowser://extensions TEENERZY BEF. BXEZIRE, BEHA
Global App Configuration Service,

=

AE:
IR RN PRIE R hR. EEENIMETEEER, 5ES Podio R&,

BXNAEERENEER, 1555 Citrix Enterprise Browser 3%,

£/ Global App Config Service &1 Citrix Enterprise Browser [ RFskR]

B EALUERERT Citrix Workspace B Global App Configuration Service, @3 & &EIERIARSSIZM Citrix
Enterprise Browser & &,

Global App Configuration Service E#Eit BERAEMERE Citrix Workspace f1E# Citrix Workspace 2
FigE. IIntEaFERRMEA Global App Configuration Service i§&#ig & ok 7 45 5B 57 A IR B AR IS
89 Citrix Enterprise Browser, BEERIMEA LUER Global App Configuration Service BEEEMEIELL T Citrix
Enterprise Browser i858 :

+ “Enable CWB for all apps” (HFrE R AIEFERA CWB) - 3% Citrix Enterprise Browser i& 3 BF M Citrix
Workspace M AREFTFF Web #1 SaaS M HEFRIZRIANI S

+ “Enable save passwords” (BRFREZER) - AFSELRLHRFPREZN.

+ “Enableincognito mode” (BARSER) - BAREARSER,

« “Managed Bookmarks” (HREH%) - AFEEAKHEHRET Citrix Enterprise Browser,

« “Enable developer tools” (BEFAARTA) - 7% Enterprise Browser F A ZAFEZART R,

+ “Delete browsing data on exit” GRHIEIHIBRNILEIE) - AFEERAE Citrix Enterprise Browser 72
IR B RR AR L 254

+ “Extension Install Force list” (G&%IRET BIEFTIR) - AFEERTE Citrix Enterprise Browser %
Y BIER.

« “Extension Install Allow list” (i BEEFREAWIIR) - AFEERREERAF AILURME Citrix Enterprise
Browser ¥ BI2FHIA IR, WHIRFAT Chrome W ENANE,
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B/

o WWINRERNPRIERIITNSEIR. BEEEZNIMEFRKRESHA, 58S Podio R&#,
RATEhR A HE P EEIFEFIFER B REFIFREPHITUL, HFAZFPREAZERBRNNS, Citrix R
B INRETA AR ST IFZM), EIUMRHEAUHXLETIREN R, Citrix ATRERRIBRIGMNMmERE. KB4
BN RIBHITRE. BIARBEEEFIFEREE Beta kA,
BIFFEN XD KNG,
Global App Configuration Service A H S EIE BERE T AT HS:

Pcategory”: ”browser”,
YuserOverride”: false,
YassignedTo”: [
?AllUsersNoAuthentication”

]

<!--NeedCopy-->

o BEERMALEXEISENAREEEILE. GXFMES, 52F Global App Configuration Service
X1,

2210 HERERIE)

o EFSIATRLAERI TS DPI %&£,

- RINNIERNT, ERENSYE, ik DPI T,

R IEETBY, Citrix Workspace MBREF 221X B4t Windows & s 2R 5 #4540 DPI
HEHORES HDX iE# TR, BINEMARATEHER DPI LR, LEREEAS S HEE RS
(1920x1080 A k) B,

- BEM (WIATPET BRREEN) (GEFATIEDPI RAMNIBREAER, FERBEEREERT
. EMAIRERTEE IR BRERFISIA—LRIER, FIWNE HDX SIERA TS B4
R
LUMEAELE DPIZE (B4 DPI) MERSSEETIZAM Windows EF iR, XtE— N al1THI%E
I,

AR
IS Microsoft Teams # HDX (LR EHS

- FRAE=MEMATFRIERFZBRIBE (LK “DPI BEAM”) , &M F Windows 89 Citrix

Workspace M AEF 2284 Windows E s £/ DPI 88088, FIEXT, Windows 2E&
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SFEERE Workspace R AEFH HDX 21EMY B, mGEEEMEMIE DPI BN AEE—#,
FEWNIE DPI 48R L BRI 100% HYIER M ER LER.

[HDX-43720]

- LfgiEE GPO FIMERAMNABEH®ET GUI FINRER— StoreFront ARG E M ARIER, FIER
HIM—MNERRE, RiNkFalgeskM. [CVADHELP-20776]

« YH&E2 GPO ME— StoreFront RS EERMA N AR ER, BEE S 5B EE R B850 K Ko
[CVADHELP-20655]

+ BNE3@3 GPO 2 A T Global App Config Service 58, Citrix Workspace i B2 Fth 2% iXiEE T
Global App Config Bgs528. [CVADHELP-20775]

+ 7£ Windows 2106 s E &k 4 E /A Citrix Workspace B2 F6, ik ICA RIEIhEERI B R ER.
[CVADHELP-20824]

o SWFIHAF, receiver.exe #IZAEEREINEK, EAIEEREIEAT Windows 89 Citrix Workspace [z 12
FF 2206 SiEShRA LB, [CVADHELP-20986]

o FEEIMAE Microsoft Teams AN, EFBMMNIER TMNBEE, EOIERERBEEFRET, LR
BRI, haEFFEE HAXRtcEngine.exe #i2kMES HIEL, [CVADHELP-21095]

2210 FBYER A

o YEEmATFIEE SR DPI i, Desktop Viewer TEAIfEaBEERE., [HDX-45206]
« Desktop Viewer TEZ#ELRER TAIRELEZEHET, HEETENNIRFEAER, [HDX-45189]
o BFEEEAEN, §OMNMENANTERSFFAE, [HDX-44997]

L TS

EEBOABRM T EXRANRE Citrix Workspace [ FAEFI £ 60 2208 2 FM R HAMR A P AT Th e B &
HYRIRRAY(E Bo

2209
FEIhAE
TR B B A R E [BATARAR]

i S A LEThRE, &R LSBT A AR SRR E. BALIhEeE, Citrix Workspace AR SERBIEN T
BRI EENRIE. BiiREE, IERILAET.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 7


https://www.citrix.com/support/product-lifecycle/workspace-app.html
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i, Civis Werkdple 5 W

Deskiops

¥

citrix e’

HoSsomEOnMmGE -
AR
X{WEARTF Workspace (&) &if.
BILAEEF Podio =ML RIRETAR.
AR

RAFGR AT E A ERIFEFFRFEREF IR FHITUIL, HATFRBEZRRONS, Citrix FEZ
THREFNUEhR AT IFERG, EXGRIRMEH XETIREM R R, Citrix FTRESRERIFAmEN. RBMNEENTR
IRHITIRME, BINABRELEFFIRTEIE Beta hitds,

B EhEHMhRAIES] [BATIAR]
EERIEA UEBEARPILEN B EMhRES

HE G A L@ 7E Global App Config Service Fi& & maximumAllowedVersion #1 minimumAllowedVer-
sion BRI SEEIRIEHIMR AN,

Global App Config Service f#RHI JSON ST5:

”AutoUpdate”: {

YuserOverride”: false,
?AutoUpdatePluginsSettings”: [
{

©1999-2022 Citrix Systems, Inc. All rights reserved. 8
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?pluginSettings”: {

YupgradeTolLatest”: false,

”maximumAllowedVersion”: ”22.9.0.3934”,
”minimumAllowedVersion”: ”22.9.0.3934”,
}

?pluginName”: ”WorkspaceApp”,
?pluginId”: ”1CDF566D-B2C7-47CA-802F-6283C862E1D6”
}

<!--NeedCopy-->

RETER, BAPI&E LM Citrix Workspace BREF = BsEHMEN T ERERE Z B RS A AR

MR EFK Citrix Workspace A2 BehEMEFEMAS, E1E Global App Config Service # maximumAl-
lowedVersion #1 minimumAllowedVersion BN BRAARZS,

AR

o ELIEGBHRAES, %90% Global App Config Service F#y upgradeToLatest i&&i& 4 false,
WMERIZERN true, maximumAllowedVersion #1 minimumAllowedVersion #7288,

« EMiE pluginld, EAEBEMEIEI Citrix Workspace MR

« INREERAMWKTE Global App Config Service hEEE RS, MIRINERT, Citrix Workspace R
A& B S =AY Bl AR A,

BRZIEE:
1. BElEMREES.

2. Sfn3l Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle Fftk
BBiZo

3. SIBRBLUTREMREMERE:

o ERERmLHR: Test-EnableAUVersionControl
o A8 DWORD
o H: ORTEZH, XF 0FXRTEEA

4. EFEsh Citrix Workspace B T2 MU EFR A E A o
aLLGEE Podio & ERMHAE X ILINEER R IR,
AR

RAFERAIEE A ERFEFFRHEREFIFRFHITUL, HATFRBEZRRONS. Citrix FEZ
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THREFR BT AR Y SZ 122051, (BRI BOH X L ThREM R 1% CitriX FIRERIRIERIGM™ B, RBENEZ MW R
IRHITIR(E, BINABEELEFFIRSEIE Beta hitds,

WebRTC B9F-4RHR, ERTFLRiSM LR Microsoft Teams

BT Microsoft Teams B9 WebRTC frAsE2FH & ZIkas M98,

S #%1E VDA LB &hE# Citrix Workspace N AEF
WE, ERILUBE eI N EMREE VDA LB A EhEMINEE:
£ 32 it &ML

o EMZEI: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\AutoUpdate
o JEARE: AllowAutoUpdateOnVDA

o JERAFRHEE: REG_SZ

o FEMREEE: True

£ 64 (IitEH L

o EMEm: HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\AutoUpdate
o+ JEMAEME: AllowAutoUpdateOnVDA

o KA REG_SZ

o EMEREEE: True

HET RINEARRFNSENBHAL [RATKR]
LET, Boh#EsHEENAARREARREN. EEAARIRBIIREHXHANIEE, FAEMESIFEHS.

@Cunntcllﬁg

Starting...
[

Cancel

BN AEFNRERITRESEFE. BN, HBEEERT Windows 89 Citrix Workspace R Bi2RF L2
HTRAPRIFNEL, XEMTFILAFR RN THEXBHRSHEXER, BIETERENETA.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 10
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9 6 m

RTST-APAC RTST-APAC RTST-UK 7-
XenCenter XenRTCenter Zip

All Apps

1)
RTST-UK RTST-UK RTST-UK
Desktops Access 2019 Edge Excel 2019

cifrix

£ Type here to search

iEATF Web 89 Workspace 32551k Ihig. AR EUEERXBHHENTEXHBH, MAUEHEE, MRE
ERMHERFPZRXANKE, WBT—FRESHR.

L] tru Workspace x +
s h ¢ B Y O B2 » = 0O
# Bookmark
@y Citrix Workspace
4 - commaented on ticket WSUI-8109 - "WSUI loader doesn't spins as expected in satari and
Home native cwa apps. works properly in chrome” Recent Apps
Feed

G seron

' Reported ticket commented

commented on ticket WSUI-8063 - “Rotate the access keys”

€ s
; App!

@ o

Desktops

W in
—) h
L Files

Recent Desktops
] Bl APAC Managed Deskiop

citrix Recent Files

BILAE AR AR AR B A It Thigs

1. T MRS,
2. SiEI HKLM\ SOFTWARE\WOW6432Node\Citrix\Dazzle,
3. BIEHFIM—1R A NewLaunchExpSupport BSEMERFRTE, ABIGEHMEIRERN True,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 1
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4. EFEs Citrix Workspace R T2 MUERMM A E R E Ko
pES =
X{UEART Workspace (&) &if.
AILUEE Podio REREE X ITIEEN R IR,
AR
BEARTGARAIMEE P ERIEEFIFRREREFFERETIR, FARPRERZRIGNNS, Citrix FES
IHRET R ARAY SIS 20, [EXGMIRM B XEIhEER R R, Citrix ATRESRIBRIGMNTES. KEMMEEMTR
RHATIRME BINAREREEFIFEPEE Beta ks,

Citrix Enterprise Browser (LL#i#57 Citrix Workspace Browser)

Ak A IFEETF Chromium kr4s 103 #9 Citrix Enterprise Browser kz4s 103.2.1.10, % % Citrix Enterprise
Browser f9i¥4E 8, 527 Citrix Enterprise Browser 3244,

« Citrix Enterprise Browser ft& %

EEEXHRIHEBEREE Citrix Workspace tkFHMN AR (BIMIAEIER. BE. BEMNEMIZE) HFRF
7. BFEH Workspace MABESIZEREXH, EEREBRISMTEMEMLITR BER,

AR
FEEhRA 103.2.1.10 HERERRER, REEZFRENZESERR. BXEREtMYBAREER
RER, ZERENFIESIEESEER.

BigE IR
. MALEER, YEMERT Windows # Citrix Workspace R BREFFFHEN, SETR—MIE TR
FREENERTE,
ERAIEE, BREUTIMRE:
£ 32 U RGH:

HKEY_LOCAL_MACHINE/Software/Citrix/Dazzle
&#: ShowSigninPageOnLogOff

#8: REG_SZ

f&: True

£ 64 I FRGE L

HKEY_LOCAL_MACHINE/Software/Wow6432Node/Citrix/Dazzle
&#r: ShowSigninPageOnLogOff

8 REG_SZ

f&: True

© 1999-2022 Citrix Systems, Inc. All rights reserved. 12
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[CVADHELP-19967]

o AR RAE Applocker #NBALE Citrix Gateway #&E# 5 Citrix Workspace R, Hit, £4is
£ temp XHFHBIEZMER I VPNXXXX.tmp BIRES ST, BN R B HKEY_LOCAL_MACHINE\
SOFTWARE) Citrix\ Secure Access Client 8918 DisablelconHide, th&tliEixtex#, [CVADHELP-
19709]

o B PNAgent it BRIE R M AZFEY, EATF Windows B Citrix Workspace AR = 8/~
UTHEE:
REHDHEIR,
[RFWIN-28208]

« Citrix Workspace [ BiEFERMEARETEME, {CVADHELP-20317]

2207
HrigIhae
5/ HDX #1787 Microsoft Teams it B ST MR

iEATF Windows #9 Citrix Workspace R AEFIESz A HDX #4178 Microsoft Teams b -hagis SAERIAN
HRo

TRILIRME RNEERAEEXBGBRER, FEIENELTEITRE (BAMER) REREINTFI. ZIEER
BT P2P sBiERN,

AR

ETHEEIEE 5 Microsoft Teams Ul/#ZE& M. SEOXFRENR VDA E#ME 2112 AEBRAH MU ER M.
BEXFAER, BERZEOINAHIR,

PRI

s ALIFEEBRMAPEXNE 28R,

¢ BEMRETRAERIFEZEFEEE. YEXAHEHREBD Microsoft Teams REHEE VDA BY, EEXRE
BEEAXA,

o EFEE ICARIERE, MEEXHA. B2, Microsoft Teams Ul 25— 344, IERZEIHRRMATERER
. Citrix # Microsoft EEEESE AR LA,

o EMEREGRN, REQHIEEST Internet,

=z

AR

Lt IhEER7E Microsoft Teams # H KR E MG A A, Microsoft #th ik E# A, EZEE CTX253754 Al
Microsoft 365 Public roadmap (Microsoft 365 AFFERLLE]) LUREN TR AL,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 13


https://support.citrix.com/article/CTX253754/troubleshooting-hdx-optimization-for-microsoft-teams
https://www.microsoft.com/zh-cn/microsoft-365/roadmap?filters=&searchterms=citrix%2Cgive%2Ctake%2Ccontrol
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ERMESBENEERNE REM [RATER]

iBEATF Windows 89 Citrix Workspace M BRE2FIEXHAAMERENECEONE SEM. JUERUTERR
BRLLIhEE:

« fii&: HKCU\Software\Citrix\HdxRealTime,

« &#: EnableBackgroundEffectFilter,

« Z7Y: DWORD,

- E: 0 RTEBEA, ANEMEHRTERH. NRZEFFEHEN 0, WEBRAEEREMLE, HEA
RS RAVENET > &8 > BRAERIEHEIEE,

FEIVY
X ICA £3E2#i, 5% VDA LHRRIBBHKBER.
AILGEE Podio REIRHE XILIHEERI R iR,

BU# T BEhERTAL
BEIEMIIAER BE¥ Citrix Workspace M AEFEMEISHRA, THREMABF T,

Citrix Workspace M BfEFeERCEH THIZN BAEFHNRM A ARA. Citrix Workspace NHEFRIERAFE
MAEREREE, USSR,

RETHE, BFRERUTEN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(iR~ EhEHMALLN)
R Citrix Workspace M AZFHAIEG A TEEMNERIE, Ns2REHRR.

BENEMHILIRINAE (AT AR]
Citrix Workspace N Bi2FMEX TR A TRIESHEE (PAC) M1 Web RIZB 1L MY (WPAD) #:MIES B 5h
FEffo
=W
BEARTG AR AIRE A EEIEEEFIFRREREFIMERHITIR, FARPRERZRIGNN S, Citrix FES
INREFA B ARAYSZHFZEMH), (BYUMRHEBUHXLINEEN R R, Citrix AIRERIRIBRIGIN™EE. BEMNEEMNR

© 1999-2022 Citrix Systems, Inc. All rights reserved. 14


https://podio.com/webforms/27725385/2159438
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IRHITIRME, BINAERLEFIFEHEE Beta ks,
BJLUEIE Podio FERHA X IINEEM R IR

Citrix Enterprise Browser
AhRAEEET Chromium ks 102 #9 Citrix Enterprise Browser fz4s 102.1.1.14,
« i@ Citrix Enterprise Browser T/ Fi5 Web 71 SaaS WBERF [HATRSAR]

B4, Citrix Workspace [ZA#2F+Ha] AHFTENE Web i A#2F 5B SaaS AR FEIEE
Citrix Enterprise Browser #$T7F, ®JLUER Podio & MR RFA LR,

=

=W

RATGAR A HE A EEIFEFIFEREREFRPHITUL, HATFPRHAEAZRBRONS, Citrix
THEZIRETE RN RRA, BINNRMHMHXEINENRR. Citrix JRSRERRI™EL. BB
MMEEMUN REHITRE. BNABEEFIFEREE Beta iz,

A% Citrix Workspace M B2 EHAEEEM

¥ 3& A F Windows # Citrix Workspace M A2 F M RHARR A E# 5 2207 BY, RASRTAFPER. RE
Workspace BB ES 2RTER.

BEfEER—
RIE[EE
o {i1k89 Microsoft Teams RIRE R RIEIFIEE T ik AV EINZ L&, [CVADHELP-20528]
R
L& E X7E Microsoft Teams # G RN EHEA Ao

« WNREFE Citrix Workspace AR REHIENIZET AllowAddStore=N, M&EidARIENRAHLTER
geo DNS URL EEE R ARG AERA K. [CYADPHELP-19853]

« Citrix SI0FEES (AuthManSvr.exe) JgeaEE R EIMNEH, [CVADHELP-18901]

BFRRE
- EABEX Web RABER, Citrix Workspace R ATERFRRVSHERE RSN W88 F$TH. [RFWIN-27855]

2206
FEINAE

£/ HDX i#17# Microsoft Teams L {LH & SRR (AT AR]

© 1999-2022 Citrix Systems, Inc. All rights reserved. 15


https://podio.com/webforms/23781663/1719022
https://podio.com/webforms/27292933/2103919
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E£3EATF Windows # Citrix Workspace RZAB#2R 2206 &, Citrix 5|\ T #/A HDX #4174 Microsoft Teams
LB E REAFI R AV AR TR R

WE, BAUEMSSSEREEXBGERES, HBIHEWEEETRE (BAEME3) REBEEIN . &0
BERT T P2P sEiEE1N,
AR
o TEULARTNNART, ZIhEE REE@ETEMRIUHITIER, FBAKS Microsoft Teams B R E/IEHAEN.
o MY SEFE Microsoft Teams £NALEIETEIFRE, BIEETIMERIAETRNEHITER AL, B
FEREN, ReeEHEF Microsoft Teams, ZINEEER LT, WREIMER, Jit, EEBLEOX
# (VDA 2112 EEARA) .
EYENFRESEMNYR, EBRNARMINER PR/ if s FRE T MR
fiiZE: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream

« &¥R: VideoBackgroundEffect
« XA DWORD
- E: 0 (BZA). 1 (BEA). 2 (BE=EGER, 1EEE%E VideoBackgroundimage 53t&Rm)

RYERBEMEREGMIFRME RN, FFEUTEMRERD:

+ &#: VideoBackgroundimage
o ¥AHI: REG_SZ
« {E: my_image_name.jpeg

AR

X#HZ, FI0 my_image_name.jpg (REEAXMHRENZIR) HAMBTERFI1&& £89 Citrix Workspace
NAEFLZEES C:\Program Files (x86)\Citrix\ICA Client .,

BET ERtRE

Citrix Workspace R 2R 2206 7 Intel £6% GPU {21E T B &8 EE0H
- Bz CPU HREERE, RS 7T B4R

BE T A TE:

« 72 Intel 2 10 1t GPU S EE R EBBASAE ST IIEERIE.
« Intel 1 AMD GPU k& “FEfitie” s “ard TrhBUHKIE” MREER,

R AR RIPRIESRTIAE . RAFEN [BRATYAR]
Citrix Workspace [ Bi2FIE D MRERRERNNEDEHEERE (DLL) IRZEENERE T A H R R1E,

MRERIEHEFNT EHARZEENER, Citrix Workspace N AR N B ST IHS IEMEZIER,
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tesh, MRERIEBHZAVEEARZEEREEN DLL, EARFFRIPRELRIEEHNHETEIRES. XAH
RESREENN AREFNRERIE.
BIAfERALE Podio R R T

AR

BAMBARAMEE A EEIEEEFFEREREFIMERHTINN, FATFRHEEZRENNS, Citrix FiEZ
INREFM S AR AYSZIFZ, EXINMIRHBUHXEETNREM R iR, Citrix FTRESRIERIRM™EM. SEMNEEMN K
mHITIEE, BIAREEREFIFEFEE Beta hras,

AT Windows 11 £ Web #1 SaaS N FA2F N FAEFRIFILRINAE [ ARTRSAR]

e R FRIPIESRINEEMR L T Windows 11 E# Web #1 SaaS MAEFRAF AR R S INEE, IHIGaRINEERT LIE
@@ Secure Private Access & 8 Citrix Enterprise Browser %18, &aLUGEE Podio e FMIT AT AR,
BXEMMER, BEANAERRF,

=3

AR

RAMERAIER P EHFEFHFRREREFFRHHTNE, HFATPREAZERBEHNS. Citrix FEZ
THREFR U hRAYSZ 1522151, (EXDIRMEUH X ETHREM R %, Citrix FIRESRIBRIRM™EN. REUNEEMRTR
IRITIRF. BINAERLEFHIRFEZE Beta hR4s,

BT BB AL [RATAEAR]
BohEFIees B Citrix Workspace M RIEFEF BIRMARA, TEEIMEAS T,

Citrix Workspace M BfEFsE 0T H THIZN BAEFHNRM A ARA. Citrix Workspace NHREFRIERAFE
AT (T REMNE, USSR ERFET.

ZETHE, BFERUTEMN:

& Citrix Workspace

Update done!

Open Citrix Workspace

(iR~ B EHRLTh)
9nR Citrix Workspace W BREFHFATEEATEEMNERNE, IsEREMRT.
AT LLEE Podio & HAHE RN
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} =r

AR

RAMERAER P EHFEFHFRREREFFRHHTNE, HFATPREAZERBEHNS. Citrix FEZ
DHREFRSShRBOSZIFERMA, BYGDIRHAUH XL R R, Citrix ATRERRIBRIRAI™EY. KBMNEEMXR
RHITIR(E. BINAEREFIFRDEE Beta hiids,

EF DPI &S

BHi& A F Windows # Citrix Workspace M B1EF 2206 &2, BRINE R TLE A DPI Al XEkE Citrix
Workspace iZBi2Fa=id Bei4i Windows BFiREI 25 ¥4 DPI 48008 B 5 Citrix R1E#HTE. (F
A ERRM—EBSY, Citrix Workspace RAR2FHH “BRAEIET” TRMEM “F DPI” EMAB I H. BEXEAEE,
&R Citrix RO E CTX460068,

Citrix Enterprise Browser

kA8 1FEF Chromium kg7 101 #9 Citrix Enterprise Browser k7 101.1.1.12, % % Citrix Enterprise
Browser fyIhaEsiEfaiEE , B0 Citrix Enterprise Browser XASFEIZTIETHEE,

BfEE8R=
RE. HEH. AL

« Citrix Workspace Updater [REFIRETAS R, MMISHEELN, YEFHFIEET Internet N HINLL
iB)&, [CVADHELP-19613]

SiE[EE
« £/ Citrix Workspace N2 2204.1 EShRAE, SIFTHEKTERE. REEBTREZ THHIX
% (B0 wfica.ocx) HIBREI, MHIMLLEZ, [CVADHELP-20053]
o FMRZAEE URL FExESN Citrix Workspace MBEFE, BERUTHIZES:

“f&f Citrix Workspace N RTEFE#IA1E Microsoft Edge WebView?2 BHiBEIfEIR. EEHBEHIEHIN A
BF. 7

Ligi@Eid GPO S 1T MM ARE URL HERIIEESE “/” (BIf, https://sales.example.com
/Citrix/Store/discovery/;0n;Store) BRA&HILLRIRL,

[CVADHELP-20214]

o 7EiEATF Windows 89 Citrix Workspace AR, EAHERENRAINRARE URLBY, AIREsRmRIU
THIRES!
“TEEEDIRS R,

MREF— P AEEEEBATENE, NahIItRH.
[CVADHELP-19751]
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 Mhi7 2006 HEFRRAEH Citrix Workspace RFB2FEY, RIRESMIFRINE N ABENMXMNETERE,
BRAIIERMECE, BMEHRIEXRPHIN AEEREREXRTFML, [CVADHELP-19839]

« =iAfEA Citrix Workspace AR N iR BRIB I ARFRISE I ESRK. TEOQREF i P ke
=HItkiaE, [CVADHELP-19703]

« 7£ Microsoft Teams @EH AR ZFRILARFE, BHWNEHFTESBIMRENT. HILRBRZE M
BRERRE, FINASTERALER CRESBITEN) . tRASEHIIMERRREE, BT RN
%o [HDX-38032]

BFRRE

o MBEXIIFPNAEEITHEMNSELR, Desktop Viewer TEZal8EFRA L. [CVADHELP-20253]

« BERTF Windows i Citrix Workspace BEF SR HSNAEE R —RERN, BMENFRIREH, N
RYFAER L RE O AN [HDX-38024]

« ZDDC LEA “BEMERRE" KIKE, RIFHEITRESFS 2R EMRESEMNN B &) 583 H 3 iEE
[HDX-39558]

« A USB ig&iniascat, Citrix Workspace R AR AIAE= 27RIBAR Citrix Workspace - 22 & &%
iEHE, [LCM-10369]

ARSSELRE

« Citrix Workspace [ FB#2F BRI RESE AR DA HMAN, SEHM 3002 H#HiR, tRASES#HINEE,
BMN S EFIRES RS8R LFENRBRAXMN, HARS A 25%M. [RFWIN-26540]

2205
FEINAE
=

Bk A2, 1E#F Microsoft Edge WebView2 Runtime kizs’y 99 SiEShkds. BEXIFAMER, BESHAR
RERRBM,

B Citrix Casting

LLag, Citrix Casting 7£ Citrix Workspace M AEF REHERINEB. BEERAE, RYEEREMREGER
/IncludeCitrixCasting &%3&fT Citrix Workspace M AZFRERZFRN, F =B Citrix Casting,
L@@ Citrix Workspace 2B, Citrix Casting 2 Bah8E#. B Citrix Casting M4l R, ESH
Citrix Casting,
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TR 75 1) 2R

BARRAE, ERNRERRSLERTNRARER. SREMXMG. AReHESEPH Citrix Workspace R AEF
Efr, MBHXBEHEREHTAREEAINER.

Backstage
Access 2016
Excal 2016

Wiina All Apps

Managed Win10 SIN Desktop

Wi All Desktops

Citrix Workspace

Fin to taskbar

XA Chose window

® ©

7£ Citrix Workspace [ A2FRHESTHEE X Web MAREE

% signoutCustomWebstoreOnExit BHIRE N True BF, XA Citrix Workspace MAREFEFEEEHEE
X Web M B#ERE. ALE Global App Configuration Service HE2E signoutCustomWebstoreOnExit
B,

BXFMER, ESR Global App Configuration Service X4,

SRERAMEXTITH Workspace A2

BARRZAE, EaLUER R AKERITH Citrix Workspace M A2 F. A LLTE Global App Configuration
Service Fi&E maximise workspace window B, LUE Workspace MAREFERINER T URAKEDR
17, RESREFshEAK Citrix Workspace R BIERF.

%% Global App Configuration Service Fi¥4H= 8, EBIEN 1o

Workspace 3215 Storebrowse

iEAF Windows i Citrix Workspace R A2 FI1E R BBIARS 1R Storebrowse &#¥, X Storebrowse /A
FEESSIAIE =0 Workspace Thig,
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} =r

AR
o WIHEEN N B SEFRIRM Storebrowse i,
o MAAERAERNMBREPIRINMNESZHAEEERBILLINEE,

BXFMER, B5R EAT Workspace B Storebrowse,

Citrix Enterprise Browser

o IbhRAEFEET Chromium Rz 99 #9 Citrix Enterprise Browser hxzs 99.1.1.8,, &% Citrix Enterprise
Browser fyThEESTRFEEE, 1ES15 Citrix Enterprise Browser X4 iIFTIEIN8E,

o IM7E, Y& Citrix Workspace R ARFHHITUTEM@IZIER, Citrix Workspace AR RIRERIE X
SERXIERE O

M AR IS A
TR B H N B E
EAIEAIVAEEE) S
Bk =4 0 oz PR 9 S

BEE 898

BRRE

« EEAT Windows 89 Citrix Workspace R AREFES, FEERBAF THELZETSREETHEEZ ALK
BUrEIgE, [RFWIN-26795]

RIE[EE
o YImEFHBEE Microsoft Teams B, MAR HAxRtcEngine.exe #IZRTEER 2 XM, HARRESBEI—MH
##2, [HDX-40006]

« 7E1ERA Microsoft Teams HDX ki =33 B iEHAIE, NARFEOLZAIEREAEEEHE/FLERER
TEELL, H#BEEHRBLR Citrix Workspace AR ZHl, AL AHZREFERNARFEO. /Ty
SEEIARE, [HDX-39549]

o 7EfER Microsoft Teams HDX (b #9 “BF =GN RiFHHIE, TRAFHELH SHLRUBERE RB.
[HDX-36376]

« EREREATF Windows 89 Citrix Workspace A2 2112 X ESARAciAin] VDA B, alaEsERMU
TREHE:

BN AREF EEZHSRERRERITEN HDX XHhRIRE LFEMERER.
ERHRAS, ESNEIERLRARVATNETELHHEREHI, MAZE VDA,
[CVADHELP-19636]
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&*. HEH. AR
o FEERT Windows B Citrix Workspace M BIZFFE, FIAES ORI FERIMEEMRIN:
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\WOW6432Node\Citrix
Fo & Bah e S 1T R = B I I i) T,

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Lockdown Profiles)\
A1l Regions\Lockdown\Virtual Channels\Keyboard ##) TransparentKeyPassthrough
AMRERSREE 32 iitEN L.

[CVADHELP-19625]

22041

FEINAE

BINEERIERINGE

BT MR SR AREEE (BEBEN MBS AT MRmEDS) NEMOEERS.

%#5 Web #1 SaaS M ARZFHIEERAERER (SSO) Al [HRATEAR]

ERE=ASMIRMER (IdP) B, 1tIhAERIL T NEE Web B 2 SaaS MARRRH SSO FRE, 38Ry SSO &
B RBBNMNIRBEANNL NS, EHEBRTE IdP 58HEE Citrix Secure Private Access LUEE SSO RIGRE 14 &4
& M. ERALUNERAF R, piIRESERMEREMN IdP 33 Workspace M AEFFIEERBoIHSEE Web = SaaS [
BEFH#HITEHRIIL,
AILERLE Podio RETAIER AT S AR,

AR

BAMBRAIMEE P EEIEEFIFEREREFIMERHRHTINN, FAZFRHEEEZRENVIS, Citrix FiEZ

THREFTR UG hRAYSZ 152151, (EXDIRMENH X ETHREM R 1%, Citrix FIRESRIBRIRM™ENE. REUMNEEMTR
IRHITIRE. BINAERLEFHIRFEE Beta hR7s

Citrix Enterprise Browser

tbhR & @ E F Chromium hiZs 98 89 Citrix Enterprise Browser ki Zs 98.1.2.20, % % Citrix Enterprise
Browser ThEES ERFEEE, 15517 Citrix Enterprise Browser SR EIHTIE T,

Microsoft Teams it

o THEHEPRE 7T Microsoft Teams (Citrix HDX 72 “(F/hRA” T T Hitk) B, EHUERERAY
AR ERE HEWCRBBANEEIESE, i, MREECEHESREENERRE, HEENHEREERE
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FEN, WEMEENENESMTEUASNEEIELE, Microsoft Teams LamHERKEREES. W
RIEZBEERINZNEMNRE, NBEINERERTA (BIW, BFEN), WEERKEEARS.

=

Ltk ThBE1X7E Microsoft Teams # K RMWEHGAIH. E T # Microsoft B #H L EH, ESA
Microsoft 365 roadmap (Microsoft 365 B&4E) . thalll&iE CTX253754 TRXIAEMRM AL,

« A2 FRIP 0 Microsoft Teams 143231088 HE A TN AREFRIPMIEATF Windows # Citrix
Workspace iz B2 5 X & F Desktop Viewer # 3B, Microsoft Teams 7 X #FE AMFAMREHZ,
EXREEX TRENLAREF TS 2MENINFEHLS,

B S8R
RIE[EE

o MERTF Windows 89 Citrix Workspace B2 F it &k FLe &4 ad, Citrix ADCi&&JRES R R, [HDX-
39496]

« 1£ Citrix Workspace R RIEFH, EZIFHILIT Microsoft Teams BiERY, ERIEESBEIEENEMRE, LAY
RERUTHRER:

Call could not be established. (FixzEIMEM,)
[HDX-38819]
o YR ETBIEERT Windows 89 Citrix Workspace M ABIERF Hig BRI EIEMKRENN, Z&EA
BET AR BT,
NABEER, EEMBEGVIER AR IETHE—BAHMERET. SAPXIEFEZSINEREVAIH
B, XELREEFHIEHIEE ST,
[HDX-38214]

« #0R Citrix Workspace MBREFEENE “SE” fl “FiR” RBEREFAXNXHE LI ETNBER, NE
Citrix Workspace W AIEFBEEMN “Sm” & “HB” XE SN AEFNEASIETESSEEK.
[RFWIN-26508]

« =7 Citrix Gateway URL ATaExiEIBR MR, HERUTHIZHES:
TR S IIEARSS
[CVADHELP-19415]

o MABER, &A% HKEY_CURRENT _USER Z{ HKEY_LOCAL_MACHINE &3 TWITaskbarGroup-

ingMode i% &1 GroupNone. i1, TWITaskbarGroupingMode ;¥ &m#E HKEY_LOCAL_MACHINE\SOFTWARLI

Client\Engine\Lockdown Profiles\All Regions\Lockdown\Virtual Channels\Seamless Windows
Ti2fit, [CVADHELP-19106]
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RE. HEH. AL

o UEAGEANBRERMELRSH, Workspace RERRFAIAESERIDIERIERE, [RFWIN-21122]

2202
FTIBIhEE
Storebrowse 3t Workspace #3233 [# AR AR]

BAM A, EHATF Windows B Citrix Workspace MR 2R 1 BB AR S 121 Storebrowse 1%, X Store-
browse B 8EBiA R = Workspace Th&E.

=3

AR

o IEINEE(N R S BRI M Storebrowse %5,
s BMAEZRABRMBAMEPRINBEFRAA EERLLINEE,

BXEMER, B2 EAT Workspace 89 Storebrowse,
AE:

AT AR AT E A EEIFE IR A REIRR R TN, URHERB. Citrix FEZIHRETEMRAIZ
FEERf), EXDIRMHEUHEXLEINRMRIR. Citrix ATRESRERIFMmEY. ZEMMEEUN RIRNITIRE 2
WAER Beta iR AHEEXTEF R,

Citrix Enterprise Browser

B Citrix Enterprise Browser RMLaEsiERFa1EE , 1§55 Citrix Enterprise Browser Xi4FREIHTIE TR,
AR
AT Windows A9 Citrix Workspace 2202 ESKERE BN, S0 FFR:

o FREMRIE.NET hkd7 4.8,
« FRERIRIE VCRedist hia<1 14.30.30704.0,

BEE 88—
RE. HEH. AL

s EARREBRBRSHERTEERT Windows # Citrix Workspace R FHEF Mz CU4 F+4k% CUS B,
ATRES I TR

MARZFFBIRRA TR

Citrix Workspace BB oE & RARAHBFFIHIRE, BOUHEERXLRE, TN, SFEUAFHRE
FRERS. BE “HE” U5,
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[CVADHELP-18790]

o 2HARIFEK BTN BIEF S S cannot contact store (FTEBAMNAMNE) SiREE, REISTEMNEITIEN
2R R IREE TS U IR SR GBS = HH E Ik 1) L

EHNBAREFEFIATA, BENLSHEER, ASEARAIFARBER, HIZHLTEE: cannot contact store
(EESNEBERKR)

[CVADHELP-18736]

RIE[EE
o YUEATHRAERFEPIERT Windows 89 Citrix Workspace R RiEFER & RS, Print Screen 7]
BT EmRRREEE, [RFWIN-25835]

« fEMIEATF Windows B Citrix Workspace R F#2Fi@id StoreFront 89 PNAgent i /S ah B R IR
BEFARERAN, HERUTHIRER:

TERNARERF. BERAZFARKR,
[CVADHELP-19209]
 IRFFHEBEZD NIC, EREEEF I IP tiutryiARREINM R EBIRET SR M.

Rule: Set-BrokerAccessPolicyRule -Name <rulename> -includedClientIPs <

Client ip address>
[CVADHELP-18783]

o MPZESLUIBR, WEELIREL Citrix Workspace ARF A HHNNARFHNIRES . AL, 88X
RIFTESER AT SRS BT PR P ECE X4, Mg mis= _ERI%FR/\F StoreFront ixH CPU S A&,
[CVADHELP-18609]

o BESARRERRBSEENABERS, RIEFFMENKIESF ARSI ANERSBP AETESKK, It
¥ ERTEAINRS2ES. [CVADHELP-19242]

RECREBFHERINE, BEMKENRIRETEMANERE. M Citrix Workspace ARZFBHEINEEN ST
DLk, [RFWIN-26111]

« 7£ Citrix Workspace M A2 2112.1 1, 7EHRKK Microsoft Teams #@IE T RFZIRENET, B

£# CPU FIB=EATRER RS, [HDX-37168]

2112.1
L ThaE
% Citrix Workspace [ FRF2F Szt i FTEFF &2 B

BAMRAR, BERATMUE Citrix Workspace [z 2 il B4R ENN AEF N A IAKREE, EaTLER Global
App Configuration Service REE tIhEE, BXEELLINEENES, 1E2iR Global App Configuration Service,
teIhREIEEER FE Kiosk RA TiziTaI& & LUKRE Citrix Workspace T & EHMEBIR AR o
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ARs3EL

£ Workspace &4 5%IEH SR HI2F T aTEE, AP EEET%EiE Workspace REBREFERREE R Citrix
Workspace,
Citrix Workspace 2R E RRBNIHHEETHEZ RETBERM? BiHEEH Workspace,

BEHEFHER Workspace LIKETER FihikE L FHEHAEERLINME N AEFNSE.
BARRAE, ZHERTE 40 BEBNEET. BXFMER, E2R Citrix Workspace SXHEHEIAR S EL £ 8RS

PR Y SR E AL
ARRASER I T VR EE RN E A/ N BT BOREE,

Re7T ICAXfrivR et

ERRAF, HERENNBREFNKSERIEN, ICAXGSTHEIFMEE,

fEARRRAF, A Citrix Workspace ARRFEEMNARRFNKESIEREIEIEAE ICA XHR S TURMH 7 1858
e,

Citrix Workspace 2RI A FER ICA XU EHEERFAETF, MIERBRH, Ik SEHMRREBE U
RIEAFEN TR ICA XHMERAEBERM. WIHEEBERTFEERT Web #9 Workspace EBEhRIREINEL

BEFNRERE
BXEAER, BEEEST ICAXXGZ2ERD.

BEN ENEN
fE/ UDP S4iftiany, BENZMMETA. BXFAER, BSHEEN S,

Microsoft Teams it

} =z

AR

LT Ih#E X 1E Microsoft Teams #:H IhaEE #i /5 A Ao Microsoft # Itk B, 5219 Microsoft 365
roadmap (Microsoft 365 B&4£E]), FiEEE CTX253754 LUREEEHMAM AL,

+ Microsoft Teams K% & OHIXIEIN

7z Citrix Virtual Apps and Desktops 2112 ¥ E & R4 @S HDX #1T AT, &7 LU7E Microsoft Teams
PEAZIEORITIRMNEIN, TLUBESHARBENERRIN. EXEHEONENFAEE, BHSH
Microsoft Office 365 s 8 Teams Pop-Out Windows for Chats and Meetings (Teams BF#IX
WA HED) .

MRIEEEETTIIRARASHY Citrix Workspace Rz #2RF 5 Virtual Delivery Agent (VDA) ,3&1£32 , Microsoft
BRaFHAEEORD. B2, ERMEERLZRE, EELEATANNEARIZRZINED Q2HES
k<) #9 VDA = Citrix Workspace W Bi2R iR
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- MAREFHRE
, Hw7E Citrix Studio /=2 AT HDX 3D Pro $HE&EY, E T 4R Microsoft Teams RMIREHLSZIHAE

Bi&RTF Windows 89 Citrix Workspace 2R 2112.1 # Citrix Virtual Apps and Desktops 2112 2,
BARLLKRIEE, EEUER Microsoft Teams R EHZINRERZMARERF

o BTN

AILMERR TR AZERENEFRREFSMNRNNEMAR, Z—US5&EFTLBIEE. BRIz
BRI N TIERNERAHRZENRER. WANERAILUEHIRZRS, HE AT EEFIY,

o FREUZHI

ERBHERERE, EAS5FHIURBE “BRIZFN ZHABEREFR. AE, HZREHAZATLHE
FIEALZIER. BEEHNG, ERLUITRIRENES EAREMEREN, URBRBRIERIRUE EHZEH.

PRI -

ERUBEF 5= B4 Microsoft Teams SEZEF it LA P ZiEH =38 SiBiEHAE, 1ERIEHIY
RIMAA o R AR LUINAS Y LEREGERITHIAETT,

« Dynamic e911

EAhRasH, Citrix Workspace MRBRE2FZIFSE2MM, 7 Microsoft @IFEE. B4REENEEKS
HRERRY, ERMET LUTIEE:

- ECEMRB R
- BANIR2AR

RAOEAMMKRIE R = 5178 Citrix Workspace M BREFHZFIME, mIF VDA L5178 Microsoft
Teams & Fiifo

Ray Baum Z2EXRE 911 MUENTEAEMEEZIENNAELZLNE S (PSAP), B:ERT Windows
B9 Citrix Workspace RZF#E& 2112.1#2, £ HDX B Microsoft Teams i {LiEM Ray Baum #93%7,

Citrix Enterprise Browser

AshR7H Enterprise Browser £F Chromium kg7 95,

EEEHNE
R, HE. AR

MBELAFSHRETRAMET 2109 # Workspace MAHiEF, MEERREMNMAA 2109, NHELUAF &%
BEHMERILEE, B ET Entry point not found (HARZFINOSR) HBiFHS. REHRTH, ZHERHESL, HB
Workspace W BEEFEEHEIARZ 21.0.9, [RFWIN-25008]

© 1999-2022 Citrix Systems, Inc. All rights reserved. 27



iBEAT Windows B Citrix Workspace R BiEF

BR/SHWIE

=idi@it Citrix Gateway R, #iALE Citrix Workspace MRRFEMIIERTRERk M. WRHE
15 ¥ ERIF &2 30E2 2, Citrix Workspace REZBRIER AN B FATAER B 404 SBiZEE. XRS8H
AR RESHRIERERFT, BIEXAHEMITHZLAERF. [RFWIN-25006]
AINERERERSMNRIEMNEARIETRERRK, HETUTHIRER:

LN AEEREE. FERFIERRAZR.

[CVADHELP-18647]

iBid Storebrowse 1T ARFRBEREMBEXHFRNENFRHZEIFINEFR. [CVADHELP-18773]

DE[EE

L= LE—BEEEM Delivery Controller Tixifinat, £/ Storebrowse 2 A ZEFE#€ Citrix Gateway

URL WZRATRER K, [CVADHELP-15416]

ERBAT vPrefer £MH ARETSMHAF — T RAIZBREFRHNERTERITHAEZAREF, Citrix

Director LalER HILEZAK SR, [CYVADHELP-17372]

Citrix Workspace [z A2 Al s 1 MR PRI ER R A IS RSN EB (54T MALLIEE G, IMEMEIRARIBNE

SYERR S R E S HXBRIIM XM AEE. [CVADHELP-18275]

EERTF Windows 84 Citrix Workspace B2 2109 RESREH, SRIBEFRERS, SESIETES

Wi FFiEsE, [CVADHELP-18718]

£iEATF Windows & Citrix Workspace R FT2F 2109 SiE =k dsh{ERAMN BEFFIPE, BRERkELE
ageaiRE, [CVADHELP-18831]

Microsoft Edge WebView2 Runtime Bzi#4&/5, &RTF Windows 89 Citrix Workspace i Ai2F R 2

TEHARRE. [RFWIN-25295]

Citrix Workspace M ABEFE1EiE1T. [RFWIN-25301]

WAIER AREFFPAG TR SRV EMIEAMK. [RFWIN-25358]

MR KA E Desktop Lock i E# GPO 7=, Citrix Workspace [z 12 Desktop Lock ATBE & %M.

[RFWIN-25392]

7£ Microsoft Teams /1, HEFRSIEHA/NES, HZE1E, [HDX-31858]
EZERHBEAT, HEE MlcrosoftTeams':P tZERENMAZRBEEN, BEFT—1TTHRER
[HDX-34733]

EREHERIEME, H Microsoft Teams EX4RHK T2 B REGBFIETH, BTIHERENLGINIE
BEEERRE, [HDX-34978]

& BT Mac 19 Citrix Workspace R B#2F 2109 535& B F Windows # Citrix Workspace N BiEF
2109 Zai#4T P2P @iEeY, ErlsE=BEEIEALMn, [HDX-35223]

£ Microsoft Teams MSTEIEHAIE, BEVATEERINIF, [HDX-36345]

@it 7E default.ica Xt EFREIZE N ClientName KRB E X StoreFront i, EiXEHMSIETRESSK
M. BXFMER, ES1 Citrix FIRPOXE CTX335725, [CVADHELP-19033]

BTRFRPNRERE, BFSEEHE,
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2109.1
I8 IhEE
%4 Windows 11

Windows 11 2R £ ESIFER T Windows #9 Citrix Workspace M BiERF,

B2 R

MREWEERTE Google Chrome RETIMNBY B, NWHITFEY Citrix Enterprise Browser 5%, [CTXBR-
2135]

BT@EFRPNNERE, BFERHEAEE,

2109
G IhAE
EPEIVA=p7i

ERREN SN, BEFHE VDA LEESHNHRERE, BENSMAINKIFRIRE, A EREFANEMERE,
ARt ipy A P R0,

AE:
MRS AEFEE UDP S5 t, MHAE VDA EZ2ABEEN SN, UAFEHEE] UDP S5z T,

BXFAER, BFEREENL S,

Citrix Enterprise Browser

Citrix Enterprise Browser @& FPimitEH LiEiTHZAN RIS, ©aiFAF M Citrix Workspace RAEEFAME
£FHRITH Web 1l SaaS AR,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 29


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-21091
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/audio.html

iBEAT Windows B Citrix Workspace R BiEF

@)Fiﬁri: ‘Workspace (e} st H

Apps
Recents

cilnx

Dasktops
Racoris Famnitg

o
]
-]

C C! v

cifrix

BNN—ERSBNTFEALPGE, 2FBNESENEHEREMEUT AV KERERA A AR, HESEUTIEE

« X% VPN ENFTifial 38 Web 5@
o ZRNMMBRGENZHF

o EIRIUN AL

« ZEOMNE

o AIZRiBATMMAES=

o BE

o MTATRNE EEBRESN

« AIEEXHIRE

o RESHRIEXS

o

BFEGTUETFED URL URAANAE A RB A Secure Workspace Access (LLET#RH Secure Workspace
Access) S AREFRIFER, XLEEBERRBEICR. BREEHR. TH. 17760, EGRRHEIFKENE,

BXFMER, 1557 Citrix Enterprise Browser,

StoreFront z| Workspace URL 7%

LALLM StoreFront % Workspace B, RZLBFPUAFahEH Workspace URL FHINEIHIRSi&&E £
B Workspace M BREFS, Eidltthae, SERALUGAF M StoreFront AR IE T 48T 5 Workspace AR
&, ANERFRXERERD.
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AxtEEEXFMER, ESF StoreFront 2] Workspace URL i,

SEFBEENX Web HAREE
fEitbhRAs T, EaT L@ ERF Windows B9 Citrix Workspace MR AR SRALMNEE X Web M AB/E,

EFEALLINEE, BERINTIFHIBEN Web iAREEFRME Global App Configuration Service # s iFifial8
URL 5z, #nes, a1 Citrix Workspace R AEFHIFINKF REFREEEX Web RARE URL, B
EX Web R AEERFEDRN Workspace NHBEFEOSITH.

BXEBERENX Web NABENFAEE, ESRBEEN Web MAREE,

Z#ETF Windows Hello 1 FIDO2 22 ZHH S 11
fElthRAH, ATLMER Windows Hello #1 FIDO2 &£% %A% Citrix Workspace #1785 12303F,

BXEMER, EBEN Citrix Workspace #17 S IIERIEth 5%,

MIINT Microsoft Azure Active Directory (AAD) B AAD 1 B )R HIZFMitENN S S5 S (SSO) 2 Citrix
Workspace [ BiEF

EIbhRAs R, EaUMIINT Azure Active Directory (AAD) B AAD A B G IREREFMITEN B S5 R (SSO) 2
Citrix Workspace R 2%

BXREFMER, BB Citrix Workspace #1753V Eth 5%,

1% Azure Active Directory & 4R

7EItkkRZA<HF, Workspace B GaILA@E Citrix Workspace [ BIEF#1T B 1 1WIEHN AP B EHEEIHIT Azure
Active Directory &ifia5REg,

BXRFEMER, BB Azure AD VMRl

SRS ESM

kR 4245 Citrix Workspace Web #™BHHIBRSZEL M. AIURIER T Google Chrome 3¢ Microsoft Edge &9
Workspace Web ¥ @ 5:&HF Windows 2109 9 Workspace MREEFE&FER, XEy BaE" Google W E
Rz &R Microsoft Edge mn# I Web i s 3KBY.

Workspace N RBIEFEE RN S8 B TLIE S EM S Citrix Workspace Web ¥ Ei&f&. FET, Workspace
N B2l Workspace Web i B &R Workspace #8631 51 23 F P se 8 T R B HRie) i i B i A2 Al = o
BXFAER, BBRARSELE,
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Microsoft Teams %3311
BUFIhEE(AE Microsoft Teams #H IhEEEF/E R Ao
Microsoft # It EHEY, ERIUEE CTX253754 LIREUGEEHM 2 E,
+ %5 WebRTC: Lthrasz3F WebRTC 1.0, AJ{RHEIFAIIISAR AL LUK AT E,

- RBHEIERINEE: BT UER Microsoft Teams FHRBHZERAZENUARERF. BONETRE.
fERLLIhRE MEE Citrix Virtual Delivery Agent 2109,

o NARFRPREY: BSANARRRPE, REFTLUETER HDX LIh8E8 Microsoft Teams HERZ.
EBHIEThAE, EOUEZEEEMEEPETHNNAEFETO, FERILIIsEX L E Citrix Virtual Delivery
Agent 2109,

Note:
Full monitor or desktop sharing is disabled when App Protection is enabled for the delivery
group.

o LEEBIFR: 7E Microsoft Teams B AR HENF R, AhRALZFRFSSAHMERHEEMHIAE,

Microsoft Teams i1t

iEAF Windows 89 Citrix Workspace 2109 kA5 VM BN AIEFE EE&I R LH Microsoft Teams =17
R R ESRAISEIE. BIERNAREEHEE,

%#5 Bloomberg 2 5

Ik Az #F Bloomberg $2# 5. EfEf Bloomberg & 5, 4B IHRFEER. EXMERENFMAES, B
2 Bloomberg 24 H# “B2E Bloomberg # 5” #453,

BfEE 88—
THEEO

RUEE=FUARFAIRNERRBENS, NEEtERHNNBREFREERES, [CVADHELP-16897]

BRRE

fEAEAT Windows B Citrix Workspace R F2FRY, “FriR” S RBS NAIRER S BohRIH. HINFRARER
HIEEIHHETT T ERB S IR, [CVADHELP-17122]

BFIRE SRR
/A Citrix Workspace MAREF, AAT 9 1 COM ix 0 S #TEZEMNIS S s T AE XD MES, [CVADHELP-
17734]

© 1999-2022 Citrix Systems, Inc. All rights reserved. 32


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#bloomberg-keyboards

iBEAT Windows B Citrix Workspace R BiEF

RIE[ R

« BiEATF Windows 9 Citrix Workspace R Ri2F & FIkk4s 2106 B, ERANKERSEEMNAEFRE
AR, HERUTHERES:

TEERIRS SR, BERABERRAHMRRUTHIR: EiEEHLL EXERE Citrix XenApp RS2, (B
F$4i%10060) [CVADHELP-18137]

o SiAfEH VDA EREMERT Windows 89 Citrix Workspace M B2FEEEMEIBENN, MERENT
E IR, [HDX-28691]

o MREEZ B RIBIGEFIET HDX R1LTE Microsoft Teams FHZRE, REAZERBR L EHHKED
T 28, EIMEEAMER Desktop Viewer TR fERA Desktop Lock By HELLtLAM, FiE B Rt rEs
MNERER, MEEHE—NEEHEGEP, EasEEEAT Windows B9 Citrix Workspace [ FA12F 2106 5t
Bk LB R tiE,
EAhAT, BATZEREFELZINEE:

+ WNSR7E StoreFront 5% ICA X4+ % AT Desktop Viewer, m#&
« fNR Desktop Lock IEEEAT, Rae£=F 2R3, [HDX-34200]

ETEF@PNRARE, BHEEEHRE,

2108

FEINAE

BORT CAINIKF” R

BIRASINT BHER “RINKF” B,
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@ Citrix Workspace - O X

Welcome to Citrix Workspace

Citrix Workspace &iEMFEE0B0Y

B R A LA BN ERSEBIE, NEsBEREERF BEIM Citrix Workspace SiEHiT 2 sl A RIS iNed
B2, MNRIEEEMNIEIEMRASERERIn, BRIAMIZANER, Citrix Workspace MAREFEBFHE. A5E6D
BEAREMBEEETHENN BEFMNEm=iEx Citrix StoreFront K ABIE.

BXFMER, B8R Workspace £iEHAETHEAT

EERIEEN Workspace (w) SIEE B ECHIEB,

ZEFBEEX Web RARE [ATSEAR]

fEitbhRAs R, EaT L@ ER T Windows B Citrix Workspace R ABREFFRISRALHBEEX Web MABE, BfE
RBItIhEE, BERRMIIGHHEEX Web R AREEZRME Global App Configuration Service f i #ERR URL
FIRA, FMET, EATLUTE Citrix Workspace R ARZFRRIMKF BETIRHEENX Web ZA®EE URL. BEX
Web WA EFESY Workspace R ARZFEOHTITH.

BEXEREAEX Web NABENER, BSREENX Web AR
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AR

AT AT E A EEIFE RS A REIRRR#HTUIE, URHERE. Citrix FEZIHREFEMRAIZ
R, BIGDRMHH XL R R, Citrix RS RBRIRIO™EY. REMMEEMXRIRIITIEE. 2
WAER Beta RAERBEEFIFHRH,

StoreFront 2| Workspace URL i¥#5 [ AR5 hR]

Y RBLAMAH StoreFront BZE Workspace B, RERAFBAFahGHH Workspace URL I Higmig#& L
B Workspace MAEFH, @EiILkIhEE, SERATLUSHEF M StoreFront R RREETLE:E#E Workspace AR
&, ENEARRERERD

BXIIHEERIFAES, 5205 StoreFront 2 Workspace URL 515 [ AT % AR ]
AR

RAMERAIMERE P EHFEFIFRREREFFRRH TN, UREZERBR. Citrix TEZTHEEF SR
KR, BYGDRMHIH XL R R, Citrix TS RIBRIRN™EY. BIEMMEEMXRIRMITIRE, 2
WAER Beta iR ABEEEFHFHEH,.

BiEEnnH
ER[BHRIE
e Citrix Gateway =3E#8et, Citrix Workspace @l A E BN AIEF IR R#I TR HI0IE. [RFWIN-23829]

g?ﬁz?ﬁlmmﬂ]ﬁrﬂ =19 .lﬁglﬁ.lEl%[]lE_lL}ﬁo

2107
FEINAE
EPA 15381058

BahRZAE, Citrix Workspace MBEFA U TH HE Workspace SEhZ i EPA fiff, RETRE, SH&FES
447 (Advanced Endpoint Analysis, EPA) ¥1##i& & MUK & Citrix Gateway FEEEMNHARTLER, HEz
Bfa, 2R Citrix Workspace MBREFEREO.

AE:
OEEMETEE T nFactor SHIIER, EIHREA BEX.

BX EPA PiERFAER, BBRSRIR R0 HEE.

Citrix Workspace B2 Beta iiigs
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BAhRZES, &EILUE Citrix Workspace ZARRFHIIE REBHEH IR Beta hiiAH#1TMiR. Beta iz
RUERMTEEI IR ERAEN 2 KR HASRRES, % Citrix Workspace M FR#Z2FEE N BEEME, &
R B @,

2EHE Beta i, IEMENKEE TR FIREFER Beta @iE:

o hR7S - TR ZFFIIRERRA B R
+ Beta - 2R, RN &8 FhAs 2 5 IR AY R &R

@ Citrix Workspace bt
P

Update Settings
Do you want to be notified when updates are available?
Yes, notify me

Mo, don't notify me

Lse administrator specified settings
l " You don't have sufficient privileges for changing above setting.

Select the Update channel :

Release L

Beta stable release updates.

Leam Mare

Save Cancel

=z

AR

Beta A rI it & R EHIFEFIFIRFBEREFIFFHHITUL, URHEERR, Citrix FE3% Beta hiiAryszHs
A, BEylEdRHRFERMAX LA, Citrix JRESRERBROTENE. ZEMMEELYRIFHRITERE.
BINAER Beta lRAEBEELEF IR,

BXREADEMBENFAESR, BBIA%E Citrix Workspace Rz Beta itk

SR TSR IIENS] (AR LAR]
BZhRASEE, ATLUERLUTHLEIRT Citrix Workspace M RIEF#TEHIAIIE:
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« EF Windows Hello #1 FIDO2 &£ Z A & 5181
« MBIOINT Microsoft Azure Active Directory (AAD) B AAD A & RHEEFHTEN B SER (SSO) 2
Citrix Workspace B2

Microsoft Edge WebView2 Runtime kiizs 92 s E S hR4so

AR

HHhR4s 2107 2, Microsoft Edge WebView2 Runtime % %42k Citrix Workspace MAEFRERF
T8, 7£ Workspace L FAEFREHE, TEBFRNERFHPESEE Microsoft Edge WebView2
Runtime, MRHAE, WEHITRE,

INREZHAUIFEE RS9 L% Citrix Workspace 2R, 18 Microsoft Edge WebView2 Runtime &z
£, REBELAETUTHER:

You must be logged on as an administrator to install the following

prerequisite package(s):
Edge Webview2 Runtime

ItkIh8EIN7E Workspace (Cloud) B,

B RS GRIENE
EZRASMHEIENG, EERMITRITUTIE:
1. BElEMREES.
2. SMBILITEMREE:
« UEERAE:
- XF 64 iR{ERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
- XF 32 fiR{ERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
 LIFEERAG:
- XF 64 fiugk 32 iuigfERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. QIEERUT R EMRE:
FMERBMETR: EdgeChromiumEnabled
KA. FRHRE
f&: True

4. E#Esh Citrix Workspace B FFE R LU EFR A i E o
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} =r

AR

RATAR AT E AR EIFE IR ERESIFRERER, UREZERR, Citrix FEZINETRRN R
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. REMNERURIFRITERE.

Z¥5ER Azure AD #H1T& AR [RATRAR]
EARRES, MREHNEEREE TR, ERLUERFARRHITSHRIE,

Microsoft Edge WebView2 Runtime kg4s 92 S ES kRS,
AR
B iR 2107 &2, Microsoft Edge WebView2 Runtime % %42k Citrix Workspace N AREFRERF

18, 7£ Workspace L FAEFREHE, TEBFRRERFHPESEE Microsoft Edge WebView2
Runtime, MMRHAE, Ma#HITRE

ERFMRIRERSHEIE

ZEAET Azure AD ERFHHRNSHINIE, BEIBITRITUTIE:
1. BElEMREES.
2. SMEIUTEMRERE:

o« X F 64 fil & F & 4. Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
o XF 32 fiR1ERL: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. IBABUTREMNEMRE:
FMERmMER: EdgeChromiumEnabled
KB FHHE
f&: True
4. EFEsh Citrix Workspace B FFE R LU EFR A E i E o

151 Workspace R FZF TN BZFE AW [FATSAR]

BiRrZ 2107 #2, BERAAUTE Citrix Workspace M AEFHEE A RENN BIEFNAIMKE, ERIUER
Global App Configuration Service RE2E LtIhaE. BXEELINEENES, E2H Global App Configuration
Service.

LteThEEIEEE R T2 Kiosk iR FiE1T0IR&E UK 7 Citrix Workspace i BN BIERF.
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} =r

AR

RAMERAIMER P EHEEFFRHEREFFRPER, URHEERS. Citrix TEZEM GRS TR
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. REMNERURIFRITERE.

B2 E 8
RE
REVAEFRIFE, BEBMAFTESEL HP G5 RIIEHNITENARS, [RFWIN-24103]

DE[EE
o BRETHEREEIEN, SRABRERGHNARFHNA/NTESKK, [CVADHELP-17089]

. ERAMARBEIEERBEEA M VDA B, HMBANBEEHAE Chrome #I¥%8 FATAER %K, [CVADHELP-
17430]

o FRBERERN, HEMFERA UPN EREER, ARTERARLENEBRN, SREIRIEEURESERUTHIRE
ISW

BREZREBARER. Eif. [CVADHELP-17620]
+ 7£ Microsoft Teams &iVHAiE B ahNsTiEIER, Desktop Viewer AIAES TS TN, [HDX-32435]

ETEFRPNRARE, BHSEEHE,

2106
FIEIhEE
Global App Config Service

#89iEAT Citrix Workspace B9 Global App Configuration Service fi Citrix B2 RS BT EDEIERRS IR
f#t Workspace fgs3 URL #1 Workspace MAB#EFI&E.

BxRFMER, 1521 Global App Configuration Service %,

BT&t Global App Config Service 2 H 5 HI0IE S hEMTEAERYIEIR

Citrix Workspace M FA2FIMERME T FIMIB FRILEARESE FFESHIRIESHMNET. BT IEHAREY
% (GPO) E2&4h, ErATLUEA Global App Configuration Service £ 1 EAtRiER_E 1704 B 5 I0IE S hE.

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BMi&EHN False.

BXFMER, 581 Global App Configuration Service x4,
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ARSSELE

RS ESNMERRSRAREM IR T XERS TS RAVAG T AMER&T. TIESRSHSITRRNE, BRERELL
BEEENNBEFHRE,

BXEMER, ESR Citrix Workspace XSRS ELIEEE D

Microsoft Teams 1%32I04E

Desktop Viewer #NERIEXE, AP ALUM Desktop Viewer BEHFIERBHER—INREBHITEZ, €5
O#XT, AP T UHE Desktop Viewer §0. EEEERT, APAIUMFAEREFREZE—MREHTHE,
Desktop Viewer BEOER (KA. TRIR/IVEL) B, BREZREL,

ETF Chromium U35 287353 @ URL

REAABEEBAFER URLEEENNEFHEEMIIRSB[BURMRS BEERITF K. ERIUEARSSHENER
P ERISRBEXY I 1 TECE

fFRAKEIR (GPO) BEEER, EHLUTE Delivery Controller Li&EIRS285EM, £ Citrix Workspace M A2
F Lig B Fin RS,

fELthRaAsH, B Google Chrome # Microsoft Edge 77 MM URL EE M #.
W&

« Citrix Virtual Apps and Desktops ks 2106 S E = Hxr7s.
s JEBREEMYT BIEFMA 5.0,

Z3% Google Chrome %238 EMEINE URL EEM, iEM Citrix Workspace 2 REX 4K PIZITU T

A
< .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

EMWE URL EEAAFEGHEM Google Chrome 3438, iEM Citrix Workspace R BIEFREXHFPIBETUT

AN .
<.
%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /

verbose

B x1E Citrix Workspace MAEFHEE URL EEANES, ESRNEAREE .
BEXNEBABTETANFMEL, 155 Citrix Virtual Apps and Desktops SR HBIHISE 2BERN A EE Eo
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BT ICA X R 2 [RATARIR]
ERRAF, HERENLBREFNKSERIEN, ICAXGSTHEIFMEE,

fEARRAF, A Citrix Workspace ARRFEEMNAREFMKESIEREEIEAE ICA XA TURH T 1858
e,

Citrix Workspace M ARZFIMAEATER ICA XHFEERFRNEFHR, MIFREER, LI STEHEMREREU
RIEAFEN TR ICA XHHNEREBRR M. WM ERTFEERT Web #9 Workspace E/BahRIREINEL
BEFMNRERE

BXEAER, BEAEST ICAXXHZ2EERD.

ERMBEXIILIIAENR IR, A Podio &,

BiEEMIM
RIE[EE

+ M Google Chrome. Mozilla Firefox ¢ Microsoft Internet Explorer fE42k3A PDF 5236, ZidfE
A Citrix PDF $TEDHITEN XA LK. [CVADHELP-16662]

« $EHTF Windows 1 Citrix Workspace M ABEFAEEIRRZ 1912 LTSR CU1 5 CU2 5, =iEFa5MAI4E
25K, RET Enlightened Data Transport (EDT) thikss, fNRiEER@ET Citrix Gateway Eizfy, N
SHIEE, [CYADHELP-16694]

o E#E VPN gilrFiEsE VPN B, 2ifEMiERT Windows 8 Citrix Workspace N Bi2F B EIR FAIEF I 8E
2%, [CVADHELP-16714]

o ENHE=ZER, KRR IHEIMATET A% %L Delivery Controller 5 Director. VDA hiizx 2003 XE=
hRzss e, [CVADHELP-16783]

e ¥ CurrentAccount EI&E JEMER HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount AIREFREEN. FHE— MRS MLABEKF N EILER, [CVADHELP-17229]

s APRESTEERN, 2RXERERT Windows 89 Citrix Workspace R BEEZF A e 2k, [CVADHELP-
17267]

o S THAMME FRENXHTiERKK. [CVADHELP-17337]

o EBIESINEAE, £ HDX fifbiE X T =R Microsoft Teams BY, & NIEMELSAEE 49 AT BE = NG A Eo
[CVADHELP-17398]

o ERNERHNA THXETERLAK, [CYADHELP-17438]

BFRRE

o EAPNHEBBNERER (IME) EXREFRANAKE, XERERERERBELE EANXEIEZ .
[CVADHELP-15614]

o YEESRAMREAREINBEFN, FERAE LNRESXBIRTESNGRE, 3§ Citrix Receiver for
Windows 4.9.6 74k %l Citrix Workspace R BiEFE, aHMittiEZ, [CVADHELP-16967]
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o Ei{7E ping.citrix.com EEfTEMOESRNIXATHERELK. [RFWIN-22672]

o REESMETREAZHF Windows i&& EAE Unicode PR &1{B5 Citrix Workspace ik~ {E A& A ASCII
AFEMFMERF, MR Unicode BREHEEFEBRNFRAFRLFH, Workspace E#EHEARKTERX
LHFE50, [RFWIN-23040. RFWIN-23046]

ETEFRPNRARE, BHSEEHE,

2105
FHEINEE
w301 EEMZFRFEENX URL

Citrix Workspace N B2 FIE A FERMED HTTP 301 EE @M StoreFront 5 Citrix Gateway EE &2l
Citrix Workspace # URL.

INREM StoreFront iF# = Citrix Workspace, WA Li&id HTTP 301 EE@¥% StoreFront URL EE @ = Citrix
Workspace URL, &k, #IEA StoreFront URL B, RFisBnhigEETERE Citrix Workspace.

BERR:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJAEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountss

Microsoft Teams 1&32Ih4E

o WE, ERUNREREREEEMEED,

SA1EI \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStreamHelE& I NetworkPreference
(REG_DWORD) g9 f&Rm,

RIERERFELUTEZ—:

1: AKH
2: Wi-Fi
- 3. FHMR
5:
6:

ZNE]
gE= )

BINBERT, MNRFKIZEEME, WebRTC 345 AR RETAIEL.

o EMERTUREAEIMEEEIR 2 (ADM2), UERIRREMiEER (ADM) BFOEEEZRX. 2HADM2 5§
B FREREIER SR 7 A XEAE,

E 2 ADM2, 5SS \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStream Az
—4NZ} DisableADM2 (REG_DWORD) BIEMRI, ARISEIZEERN 1,

ETEFRPNRARE, BHSEEAEE,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 42


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-2106
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-2105
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B2 R

RIE[EE

fFERERT Windows 8 Citrix Workspace M BIEFE, MARFRIPNERIELTEBNHESFEELEE
EERE L. IRSS[RERS (HlE0 Windows Server 2019) E&#EM Citrix Workspace M AREFSHI
ek, [RFWIN-22120]

£IRTE Git bash EiEfTHLmIEa%kW. BRATHARFHRIPINEER Citrix Workspace M BEF S LR
i, [RFWIN-22187]

RERIARAR Citrix Workspace R AEFG, &R StoreFront B aJgERUREIF IR, [RFWIN-22419]

=B Citrix Workspace AR IRERk K, HAF EBRRRE LI SH IR, [RFWIN-22491]
NEAEFEREREAXHENBDEFREER, BREENRESRXBHNAEFTRERK. F
Afm$TRERE Citrix Workspace R BI2FES, MRKIERE storedescription, M&HIMithER,
[RFWIN-22510]

M Citrix Files FTEX#E, FLEREXHARTRERHIMENL, [RFWIN-22516]

EEA T BHRBIAHERMRIPH B 1 HSP 3¢ CET ThaEMIER T, % 11 4 Intel Core 24#2238#01 AMD Ryzen
5000 R7Ia s RN BREFRIEEREIMRH, [RFWIN-22592]

R “HDX BER M HEKIEBE R “Bix”, #EBA7T “EDT MTU ZM”, NHER BN AEFXEHE
By, AIRERERRFENBRUR—FESHEHS. [RFWIN-22697]

EATF Windows 9 Citrix Workspace M BIEF Al s AN BIEF, HEERBRE L, ZaBSET
Intel Iris Xe Bz, [RFWIN-22952]

£ Microsoft Teams 3¢ = {57@i1EHAIE, HdXRtcEngine.exe BT TE LN, FEIHETFN
ZRETBIGBEPFSEMLEE, [HDX-28616]

M Outlook M Microsoft Teams =YY, ENKISARIGET A EE 51T, EARBDH Microsoft Teams &9
BERTFIMAS NS Bt RZE, [HDX-29558]

£ Microsoft Teams =iY#Aial, K BEATIEHBEEMIALE, WIAATRESIAMERE. [HDX-29668]

RBRE

BT HEEER gfxrender.dll, Wfica32.exe BIZARESEIMNEH. [RFWIN-22446]

L (e

7z Citrix Workspace M2 FHEERRRERMEA L, BHIFEERNIRAAF A REREBHRIRES . BX
HAER, E2A Citrix FIRPOXE CTX307794,

BTEFRPNNARE, BFSREHE,

2103.1

FEINAE

R RECERIEIRINAE
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RERBRBENTLERRS ST, ZEMA AFAKRERIR (GPO) HEgH GUI B2E,
EERRSETE, FESEPERRSHREFE, HETEEPHBETESRSBRETRRAY

BXFAER, BEREERRENES,.

BT RBEHES MW BRI
SHWIELMIMBEHEFEEREE L, IFEHAFTEERAASEENBHREFRBMANEE.

Citrix Workspace M AEFSIANT BF 2 I E A FEES DI SREINET, AT ER M, FIMERE
THERITR (GPO) HIERELE 5 1HI8IEShETEE,

pE=

HEBNESSRERIER,

BXFAER, BFERASHIIES .

Microsoft Teams 1&32Ih4E
o BINBRT, VPO MM4RiRS B MEL T EARS.

o CIFEHE. BgaEisdl. REinEEEEEINEE: SNR Microsoft Teams BB TXtkkm, Citrix EE®
B Microsoft Teams B EBERENE, BN, XEXETUFIRINEGE RN True,

e DirectWShow MEABRKIAZINES
EFRBRIAZIES, BRITUTRE:
BahEfRmiEes.

SMEIUTEREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreams.

EHLUTFE: "UseDirectShowRendererAsPrimary”=dword: 00000000

HithaRERY(E:

* 0 J{AER
* 1. DirectShow (ZkiA)

=3#B5h Citrix Workspace M B1EF,

BEfEE 8RR
BR/SHWIE

o BIEBATERRFIEFIEM don’t ask again for 60 days (60 XAREMNR) HZ G, Microsoft
Azure ZE BRI RIRERIRNEITE A INIE,
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} =

=W

BATRENAPRHENASIE, MIEMENASEFEH. NRAFER webview SHI0IE M FEBEE
FEH, RATESBRETEBTEMNIIE, FRAELEERT, Internet Explorer cookie 4§75
BB BUABRT, WEEXFEERS (7 cookie), AIUER GPO MIMZRIEE., NRZMAIE
8, cookie BAREME, HETHEIEFTER,

[CVADHELP-14814]

o TEMONT Azure Active Directory (AD) 89i&& £, & Citrix Workspace MARRFEIRISRNARE, A5
ERHREREEN, ERIRTEENER. I, TEEREMWAFIKFAER. [CVADHELP-14844]

L e

o EERETRBEAMGNZ 2%, [RFWIN-20912]

RIE[ERE

« EEERTF Windows 8974 Citrix Workspace M BE2FEE X RHIRE, 24 Citrix Workspace [z
AREFREEREAaET. BRAT ‘Mt AREFIARE" NS EILaE, [CVADHELP-15654]

o ERIEIRSB/AMEARKO 8080 MiERT, Citrix Workspace MBEFAIAET A EEEI B AN BIEFH S
. EATF Windows # Citrix Workspace [ A2 iR EROMmMCAERERRINGEO 8080 Bt H I
ki@, [CVADHELP-15977]

+ AT Windows # Citrix Workspace R BEF AT fE 2 RS IR ARG E, EIFEIBRZEH Microsoft
Windows #21ERGH etk RR, [CVADHELP-16017]

o ERAPKIEDIZT ALT + Tab #63, TaESITHERT Windows B9 Citrix Workspace B BEEFHNHEAE
M. [CVADHELP-16379]

o BMEZRIPNEOER/IVE, Print Screen Bt A BRRREEE, [RFWIN-16777]

« WRETE Microsoft Teams @IFPERMLSREH TSN, HDXrtcengine.exe AIERBBTLMMN, R
Bk ESFEEIRFILE CTX296639, [HDX-29122]

o 2iAEH IME ##5 DBCS X7, TTRERRD TRI%. Windows 10 2004 & F R HItEE, [RFWIN-
20006]

o EIRMIGE C:\ProgramData\Citrix XXMM RAT eSS Citrix Workspace M BERFEIMEH,
[RFWIN-22753]

« 7£ Microsoft Teams MSFBIF L2, BEN LA LED AIgeRE, AR ges(E 1k, [CVADHELP-
16383]

PR SRE

o B EH” ET—NRE, EBATF Windows By Citrix Workspace MBIEFRIGET A XF. fRRAZER, %EF
PR “IBH” LR Workspace R 2R, [RFWIN-21518]

ETEFRPNRERE, BHEEEHEE,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 45


https://support.citrix.com/article/CTX296639
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-21031

iBEAT Windows B Citrix Workspace R BiEF

2102
FEINEE
RES DI

Lal, EEETRESMNRIENEFIHTENLE, N Windows SIEEERTAEEREEE, WAAYER Citrix
Workspace [ RiZF#1THH I,

mE, EREBTHRESHRIINFFAIRTEN L, MEAEZIEREMEE Windows ZIREESRF, NS RIHRIE
Br, EREMAREEE. A5, Citrix Workspace MARFHRERS B ERERETE Windows EiEEEEH,
XEALUTIELTEEZRAER, ARNETEEIAR Citrix Workspace M ABEFZ8i7E Windows EiEEEEBHFF
FER,

Microsoft Teams 1&32I04E

o DE TSR IMAR,
o RS TR M,

BfEE 88—
RIE[EE

o YT RAFEABEAT vPrefer WA Citrix Workspace MREFEMB A B RE LHRETFITHFE N BIZ
B, ZMARFEITANATESER— M EHEE. NRXMEEEE—EEE, WEEBXITHZNBEER.
[CVADHELP-13237]

« [BA vPrefer &5/G, App-V BEFIRESETERSE S EBE, MiESHRSSS EB5h, [CVADHELP-
15356]

o DA HIERENAEFZMEY, StoreBrowse.exe L RAIRETERTEARNAREFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset EMFRIZEIGH False BF, EifENE Citrix Workspace M BIEFRTRES KLY
HERUTHIZEE:

tEIhREEH A,
[CVADHELP-16114]

o BEWENEERTAET AU SE CDF BRER, [CVADHELP-16587]

RBRE

+ Receiver.exe #iZAeExEIMEH, [CVADHELP-15669]
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BRRE

s EAPRNHEEBBNERER (IME) EXREFRANAKE, XERAMERERERBE EANXEEZ .
[CVADHELP-15614]

ETEFRPNRERE, BHEEEHE,

2012.1
FEIhAE

EhR AR R T BB T o B M RERIAR E MERYIR) L.

BfgE IR
+ ¥ Citrix Workspace R RT2F MR 2012 B EFHAIESHRALK, HERUTHEIRES:
“Could not load file or assemble Newtonsoft.Json” (FTAmMEX#IiEFE Newtonsoft.Json)
R¥7£ Citrix Workspace MAEEFHNEERERZENLA LER T BaEHMNA S HB LRI,
fRR7 xR, M Citrix TH i@ F# Citrix Workspace B2 R 2012.1 SiESREH FEhRE,
[RFWIN-21715]

ETEFRPNRARE, BHEEEAR,

2012
FEINAE
SFFRAHIE

iBEAT Windows B9 Citrix Workspace B2 IEREEAFIERZA

ERTES

BEWEEL T Citrix Workspace ARFWERENERE, X&AETHEE) Citrix #HTHEHE, HEHMERE
AR T B R M2 1.

WE, ERILER GUI & BE.

BEXFAER, BFERES S

#3534 Citrix Workspace # 1T EHi@ 519581

AhRASSINT S Citrix Workspace # TR E B S HIENZ 5K StoreFront (WL G 215,
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& Citrix Workspace B9TiR R B HI8IE

Citrix Workspace M B2F3IN T HEEIR (GPO) S EAE® Citrix Workspace IR RS HIEIE. LthEE
B&fE Citrix Workspace R F2FaERBTE RGBT BaIE R Citrix Workspace, NZAMANTEAI&E £/ Citrix
Workspace BETHEE (ERBER) B, AEMAILKE,

BXFAER, FEALTRTEN I,

[ 2R RIFECE AL SR INAE
LT, BUABRT, SHORIEEESENEBRSEENEER ZIRP.

FRRASINT AHEIEN R (GPO) HKEE, ZEBAVERNASHRIIEEENBMRSEHRENHRERBRIZR
MR B EHIRIIEE.

} =

AR

Itk GPO HEEFRERT ICA# SaaS £iF, ICA# SaaS &ig4+4efEA Delivery Controller # Citrix Secure
Private Access #1751l

BXFAER, BESRANAREFRIPECER LR

Microsoft Teams 1&32I04E

o WEANEAUERSHEREREIERENRF G
o WebRTC &3 |EMEFFES A inikE LI ENERS .

BieEHinHm
=&, HEH. A%

« ZiXEAFheIZaRERS R Citrix Workspace BR2FR, ZIREAXTRERWBIRR, REEMIE.
[CVADHELP-15397]

RIE[EE
s BEERBIRER, ZHARAUBRRIETESEN. EFREEENEEITENN S HIITRE, [CVADHELP-
13614]
o PUTUTRFZ—BY, AJRERHIREEEIEE:

- &M Storebrowse @< M StoreFront #£2 ICA X4,
- FH ICAXHBHRAERER, MIEMNEEE.

[CVADHELP-15221]

o ENFRZRP, ZREAFERETNRESXNBHINAEFTESEAN. IREATESMNAR LA
FERFIRE, WHHitkaE, [CVADHELP-15576]
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« & B F Windows # Citrix Workspace M AR FEEBE N EEISIENEZEIMEHK . MRM Citrix
Workspace ARFIHHAENER, NABEKFIEBERERN— M NABEKS, MIERINIFREHKS,
[CVADHELP-15728]

o 287 Microsoft Teams BIEFFHELENREAIAESSHER, [HDX-27041]

« 7£ Microsoft Teams i&iEH, HIrIseaiinsis. 2A UDP REHONSHIILEM, [HDX-27914]

RBF&R

 E3HEATF Windows B Citrix Workspace ARF#HITEMREI BN EREARIIENRER, BidR
HhRIEFRERR N, RIEBMEREETESENKERR L, A Citrix Gateway URL B2& Desktop Lock
Bt H Rtk IR) R,

=,
AR

B x#E A Citrix Gateway URL #1 Desktop Lock B2 & i& B F Windows 89 Citrix Workspace iz
HfEFE, 1 Desktop Lock HBMZRiM— B BN HIMER. MRERRIFRKEE, EEH
Ctrl+Alt+Delete GERTFIENL) # Ctrl+Alt+End GERTFEMAN) .

[CVADHELP-15334]

« MR “BDPI"RER “R” & ‘&, WiEBHKERIER, CD Viewer TEEZHRMELTTRAIRET Em LY B
WLAC &Ry a0 DPIIRE. AFIR&ER DPIIREAT 100% R tiHtkia, [CVADHELP-15418]

« ¥ Citrix Workspace RZF#2F MARZAS 1912 A& EIMRZA 1912 CUT /5, ARRFHREFTRERIE, ANEFE10H
A sESER. [CVADHELP-15766]

ETEFRPNRBRE, BHEEEAEE,

B8]
2207 B HEE

EbhR A B R IR,

2206 HRIEXE

FEIbhR A B R IR,

2205 FIEHI R

« 1£i& A F Windows # Citrix Workspace M Bi2FH, B&S5M4%E (AAC) RZ R 6 MiEE,
[CTXBR-2941]

« A USB ig&Ziniascat, Citrix Workspace R AR AIAE= 2RIBAR Citrix Workspace - R & &%
JEE, [LCM-10369]
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+ 7£DDC LEABEMETREREE, REHETEF 2 TR RSB B )33 HXIEE, [HDX-39558]

2204.1 R B
o REBEFELHRZHHTE Microsoft Edge WebView?2 B, ZEMER FTLEERT Windows B9 Citrix
Workspace M REFAIBER KM,

fRRA®: UEERBHRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEHiXREE
ATF Windows #9 Citrix Workspace M2

[RFWIN-26329]

2202 FRIE AR

« Citrix Workspace ZARRFHEHMTEREMIRIFATERISHIEIRY 10-30 5. EXEMAER, BFEH
Citrix &R0 E CTX335639, [RFWIN-25752]

2112.1 PERI R

o YEATHAREREPINERT Windows 89 Citrix Workspace R RiEFER & BSHEY, Print Screen $##]
RETEHBREREEE, [RFWIN-25835]

« Citrix Workspace Z ARRFH LM TEREMIRIEAITERISHIEIRY 10-30 5%, EXEHAEE, BFSH
Citrix &R0 E CTX335639, [RFWIN-25752]

- BRARESHEIEE, MEBT Windows & Citrix Workspace W BT A g A2 a0 [RFWIN-24813]

o SNREE Microsoft Windows 11 i+ & #1 £ Citrix Workspace MABER, ERMRFENEARESE
%, [WSP-13311]

« £ Citrix Enterprise Browser B, BEMERRIFNEOE&RIMYE, BTEBIAZ AR URL EOMNFSE
B, [CTXBR-1925]

« MREBBAT “NHBRABEEA" hEE, NTEER Google Meet, [HDX-34649]
FRRF*:
1. #1% https://www.youtube.com/* fEfIEHEHIFI TR H,
2. Haf® https://accounts.google.com/* EF B IIEIL = FIFRT,
3. EEA Google vibs (g0 YouTube) EERER Google A,
4. 7£ Google Chrome WR—%:fI+/E5h Google Meet,

« 7£ Citrix Workspace WA 2R 2112.1 /1, 7 AI Microsoft Teams {SH@IE T HFRKRIREHET, s
£8 CPU FBHATEERERS.
R E: Eimm LRI EMRE:
Computer\HKEY_CURRENT_USER\SOFTWARE\CitrixX\HDXMediaStream
&#r: UseDefaultCameraConfig
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£8: REG_DWORD
&: 0

[HDX-37168]
+ 1£ Citrix Workspace R Bi2FH, TEZINSLIT Microsoft Teams EBIEEY, ERIAERIBEEBNIEMIE, LB

BERUTHIZES:
Call could not be established. (T iIrreny,)
#RRFE: BIXEHEI Microsoft Teams &g,

[HDX-38819]

2109.1 R EHNia)

FEbhR A B R IR,

2109 HRER B

MBELAFP BHRETRAET 2109 89 Workspace AR, MEERAREMNRZN 21.0.9, WHEUAFR S
REFBERIGEN, ¥ ET Entry point not found ((FRZIAOE) HiZEE. BEHREN, ZHEBEL, HA
Workspace W BEEFEEHEIARZ 21.0.9, [RFWIN-25008]

MRENEERE Google Chrome RETIMBY B, NHITHEY Citrix Enterprise Browser ¥ %. [CTXBR-
2135]

2108 FpyER B

AFEZEEAERFRAARTFHN, FERFHTENLERNER RSELYE) T EBR. [RFWIN-23906]

2107 HRIEFER

EbhR A B R TR,

2106 HHEHIF

s ERATRSESUIRENNABETR, B ERRR. Unicode AR RBFILtia#, [RFWIN-23439]
o ZiREA VDA LREMEATF Windows i Citrix Workspace R BiEFEEBMESREIET, MEIREGNA
eI PE, [HDX-28691]

2105 FRIERIAA

o HRIEHRE, HERHOEBHHMNTHRERN, Y5SERSE FTHEMHEESTIE, [RFWIN-23152]
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2103.1 R ERNE)R

- BBRSIEGEONT, RIERINAETEMNEZARERF. HFE=F1RE, €A Intel Xe B RESEILL
A, [CVADHELP-17005]

o RIMEABE. PXIHEHE IME BEFRAGTEAEETE. BEEOELEREUE, TE2XEN. FHHEMN
N AEFIEESIEN SaaS NAEFN AR HILtRE, [RFWIN-21158]

« ZidiRM Citrix Workspace RZAZEFRIBER KM, BAF SRR TR E LN EILLER, [RFWIN-22491]

s NNAERERAEREAXHENBEDEFHREER, BREEMNRELSRXBHNAEFTRERK. F
Am$TRERE Citrix Workspace R BIZFEY, SRKIEE storedescription, M&HIithE,
[RFWIN-22510]

+ M Citrix Files T#.txt X#8, HEXHZAIAERHIMENE, [RFWIN-22516]

o HEZAER Microsoft Teams HDX (46#1T =33 SUEIERY, BIETTRER KM, R VDA R4 2103 sk &
fRhR4s, EAF Windows B Workspace MAEFH 2103 RES A, NHBLR@, Ltin@E Virtual
Delivery Agent (VDA) 2106 B EE,

2102 FFRIERNIE-R

o ZRXEE) ICA RIFAHER KM, HRERSMERRO 8080 MA R B EXimO, SHItka, [CVADHELP-
15977]

s ENARFERIED, HEE Microsoft Paint PITHEFIHMEREY, Microsoft Paint R FAEFMAELIZA
BER TS LR, EROMERN TEMKIENSEIIEA, [RFWIN-21413]

o EECE T Azure Active Directory ZESMKIIE (MFA) B8N L, BMEDERERFZEFINSH 60 XA
FHEIGEER, RAELRKERERIET. [RFWIN-21623]

« 7EBEIA Azure Active Directory 893t & #l L=idE R Citrix Workspace ZAEFAERK K. KERFH
WIFR RS HEL AR, [RFWIN-21624]

s BHEATHNRERIEN, BEMRSEHHEEREREF S, & Delivery Controller LERAaA#N AEFH
imSREEEY, SHILtA, [RFWIN-21629]

o {#F ALT + Tab BRI E O FTAES § 2 Citrix Workspace MBREFERTARR, EFOWER TR
RAEFR SR, [RFWIN-21828]

« WRETE Microsoft Teams @IFPERAMLRENHIA, HDXrtcengine.exe AIRERBFTLIMN, R
Bk ESRERFLE CTX296639, [HDX-29122]

2012.1 F89EHalE

TEIbhR AR B R IR,

2012 gy RNia R

o MREZHABZRIFVEARFFMIWER, WARSETUTER: “CHEARFHFIRTA..” ARRE
WEN, BETUTHEE: “TEFMEBER. ~ IREEERRREE, RRPFOZARFRBELRLTIL, BX
ERE MR MR, [WSP-5497]
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s ERATHNRBABTEERN Chrome R¥2sH, LEPHITHIEIN-RHTHEN, ZIEM-RAIRET AT, f#
R7EHR, 12 Pop-ups blocked (FALETI#HENO) HE+i%EF Always allow pop-ups and redirects
EEAYREEOMEEM), [HDX-23950]

« ¥ Citrix Workspace R B12F MhiiZs 2012 BRI EFRAIESHRALK, HERUTHEIZES:
Could not load file or assemble Newtonsoft.Json (E&m#ExHmi2F5% Newtonsoft.Json)
{R&7£ Citrix Workspace MBAEFHNEERERREMNIA LERA T BB M A <UL,
R %R, M Citrix TZE T2 Citrix Workspace R B#2F R 2012.1 AESREHF R,
[RFWIN-21715]

o MNRBEINARFEE, REEERT Windows B Citrix Workspace M REEFHITHEZEFLORE, MNEAR
FiR2ERENE#TIEENRS 8T, [HDX-27504]

o WMRMFERZEAT Windows i Citrix Workspace B BEFHEEEMBERHNAERFE, ZNAEFEEE
= “FHR” e ARG, [HDX-27505]

IBAR>C 1

BEXEmEPELEE (EOL) Mr=Gmhkas, ESIHIHMR L,

E=FHEA
iEATF Windows 8 Citrix Workspace Rz RIEF Al 85 & SRIBLA T S E X & FOHITIF RTINS = A 5

iEATF Windows 89 Citrix Workspace B 25 =754583 (PDF T#)

RRERMFAM

October 25,2022

BX
+ &1%1GB RAM,
+ Microsoft Edge WebView2 Runtime ig4s 99 XE = R4S,
AR

M Citrix Workspace [z fB#2RFHr7 2107 748, Microsoft Edge WebView2 Evergreen Bootstrap-
per 5 Citrix Workspace M AE2FREREFITEE—#. Evergreen Bootstrapper 2 —fU/ B R4
1B, A THSREFRALEMTERN WebView2 Runtime fRASHEA#H1TRE,
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£ Workspace M HiEF R EHE, REBEFEK
Runtime, MEHRAFE, MHTRLE,

Im}
\\N\

% 25 77 Microsoft Edge WebView2

EiERER| Internet 7 58 TEH R4 Microsoft Edge WebView2 Runtime,

MBERA I EFERANRREH T4 Citrix Workspace M2, 18 Microsoft Edge WebView?2
Runtime REE, REBEFELHETUTHER:

WALNEERRBNERTRLEUATUERGE:
Edge Webview2 Runtime”

o BENRSEHFEE NET 4.8, WEHAFEM Workspace AR REXGSTITAN BN ARFNEHE. §
KIFAER, BEREAEGSTSH

YimBid LR R AL Citrix Workspace R ATER 1904 SESHRA, B4EM.NET Framework ka7
Windows &R alfEt, Citrix Workspace M BE2FRERFE THHARERBMN.NET Framework kx
zs,

AR

LSRR ERIEEERANRLESF 4 Citrix Workspace MAERF, BRFH:&E.NET Framework
4.8 HEShRAE, REFKMK,

Sk AH Microsoft Visual C++ Redistributable,

AR
Citrix BV ERSHRAM Microsoft Visual C++ Redistributable, &M, AHIIZFEIRESHIT
BEHBIIET.

B AR 4 1904 2, Microsoft Visual C++ Redistributable %% #2 k& Citrix Workspace R 12 F =%t
EFIT 8, Workspace M REFLRELEH, REEFINERFKTETEH Microsoft Visual C++
Redistributable 28, HEXNERHFBTRE,

AR
WRIEH R F P ARFE Microsoft Visual C++ AIB X 1TAHMG®, FRHIFSIERNIELXE Citrix
Workspace [z RIRER KK,

NEEERAEBRE Microsoft Visual C++ Redistributable 21,

H%.NET Framework = Microsoft Visual C++ Redistributable it a@apoikrEkss, 5508 Citrix §38
X E CTX250044,

EE:
B EEET| Internet A BE TE A% %.NET Framework #1 Microsoft Visual C++ Redistributable,
SN, BEEFALUEHABERZE (6130 SCCM) REXLEER,
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REMIIE

Citrix Workspace M1 F 5 HaiFiE = X #58 Citrix Virtual Apps and Desktops. Citrix DaaS (LLgi#FA
Citrix Virtual Apps and Desktops Rs5) # Citrix Gateway iRA&#ZE, XERAE Citrix /= R E TR
tHo

iEMAF Windows # Citrix Workspace ARZF ST Windows 1#ERARE:

=3

AR
« EAT Windows ) Citrix Workspace FAERF 2204.1 R FUTRIERGHRE— R
- Windows 8.1
- Windows Server 2012 R2

+ Citrix Workspace [ f#2R 2009.5 R ESRAAI G LEE R ZRIRER G Li#ITRE,

« Bhr7s 2006 2, BfEEXS Windows 7 8324,

« Citrix Gateway End-Point Analysis Plug-in (EPA) #£ Citrix Workspace £33 #, 44 Citrix
Workspace WABEFES, REER nFactor BMHIIERNAZHHF, BXFMEER, 1§28 Citrix ADC X
TR T S A IR S B A 30IE EPA 318E2E A nFactor B IIEFH—ER.

o« (RYEFIKET Microsoft MERL TR BXRIFAT, 72157 Windows %3 Citrix Workspace [z
BiERF.

+ Windows ARM64 1224 AL #HEAT Windows 89 Citrix Workspace R BER.

BRIFRS

Windows 1

Windows 10 Enterprise (32 1iifl 64 {iiiR4s) . HXFREH Windows 10 ki ARF4EE, &S Windows
10 5i&FATF Windows 89 Citrix Workspace W BEEFHIEEM,

Windows 10 Enterprise (2016 LTSB1607. LTSC 2019)
Windows 10 (Home Edition*. Pro)

Windows Server 2022

Windows Server 2019

Windows Server 2016

* AR EESHIIE. Desktop Lock. FastConnect APl LIREBEMNEN Windows i+ ENHEE.

Windows 10 = 11 5B F Windows 1 Citrix Workspace WREZFH#EAM

7£ Windows 10 2 &4tH, Microsoft SINT —F#ieuA AR ME. HEMIRS Windows: Windows EIIES. #
INEEFTEEITHEEEHR (17030 1709, 1803 HFXEh4A) ., RIBEENRLEWMEFHITEIREFTH T, ILUFER
SCCM BB T AISE XL FH,
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AR

o RNFEGREAN Citrix RS RE R FFEIRERR A,

« —B Windows 10 i A ZIAARS LIRS, Zk 4G RE B Microsoft IR ARS Hz 1%, Citrix Z#¥F
EHEERZIINRERATIETHRMG, BX Windows 10 £HIRSHEE, 5205 Microsoft #9
Windows & AR N4,

T&RFIHT Windows 10 liiasS URERTF Windows 89 Citrix Workspace i B2 BIHE N A kR 2o

Windows 10 kxS AR A= Citrix Workspace M B2RFhrz
21H2 19044 21121 RESARAE
21H1 19043.928 2106 MEEARES
20H2 19042.508 2012 REEhRES
2004 19041.113 2006.1 XEFRE
1909 18363.418 191 RESERRE
1903 18362.116 1909 KEERA
1809 17763.107 1812 RE=S A7
1803 17134.376 1808 MEEhRA
AR

Windows 10 R4 512 &% H Citrix Workspace M ARZFIRAFRS. F130, Windows 10 ks 21H1 5 2106
Z B AR RS

T&RIIHT Windows 11 lrAs S LUERTF Windows 89 Citrix Workspace R B2 FHFER B AR ZS,

Windows 11 kig#5 A4S Citrix Workspace [z 2R
22H2 22621 2209 KEEhRE
21H2 22000 2109.1 REEhRA

I O] PR R =S A

TRIRMHETHXRE Citrix Workspace [ A2 FFr R iR =8 8914015 Bo

prec i) PR R

efRE 572 MB
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prec it PR R

FHR 350 MB

Citrix Workspace M A2 F R ESTR REFMBHNHATE. ZRIEELMRERFARIEZPTTH.
LRFEIRT, REBEHBTEREHNEL, HERUTIHEE,

Citrix Workspace >

requires a minimum of 503 ME of free disk space to complete

@ Insufficient disk space. Citrix Workspace for Windows
the installation successfully

E oK

Ft4& Citrix Workspace M AZFE, REFERATRANCHEL, HERUTHEE,
Citrix Workspace X
Upgrade unsuccessful due to insufficient disk space. Citrix

Workspace for Windows requires a minimum of 328 MEBE of
free disk space to complete the upgrade successfully

Ok

AR

s REEFRNERESETERNEATERITIOS.,
CHMRERTREIBPIARAENEBZTEARAE, WARERZXIEE, MEE CTXInstall\\
_TrolleyExpress—-\x.log FiEFHEIZHEE

B, IERMSHEIE
PESES

« HTTP Rz
« HTTPS MM
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« Citrix Gateway 10.5 RE Sk

iEAF Windows # Citrix Workspace AR ELEIRFER. BFEZHENEE. AL, EBAMEET
HFEHE.

- TA (BER) iIH
» Root

o BRCRHES

o FRENEH

TH (BER) iEH

WMRITEM X EFEEZTAIES, BEiHE Citrix FREMNAFIZE L REALHNEBMAE VLML RIER,
AR

NREEENTERIETZEMXAER, WEETAZREENERES. SAMEREPRVRIERNSHILT
5. AP EFRRESHASN, SETNARERFELERL.

RIEH
NFMNTEHBHEN, AJUERAREYREERIRD ZMEE CAILES.
WNFRIMANERIHEN, ARALUE—NEEXZERGBUN RH%RE CAIER, B5RAEERKARURSHE.

BECTHES
BECTHERER—EHANE MRS 2 LER.

Citrix Workspace M AEFZ#HBRFHER. BRBRAFANLSKRIEEHBEMEIR. BRMIPHERTNZEE
BRSB/BEMIIRMEREZHBM (SAN) T BIES. FAGIEBMENEAATIEBME N 7 TMRXLIES,

FRiElER

MRENIEBEFRSEEPENES, BIKFZPEIEBMIE Citrix Gateway RS 2BIEH. BXER, BESH
Configuring Intermediate Certificates (BZEIEBEHR).

SHEIE

StoreFront 5 1{4383iF
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ES

5

HEE
]

TRE SHRTE
(5 + RE Sk
SMS

ERAT Web 9
Workspace

fl A

all

Pl

StoreFront fg
Zufm (ZH)

fDl D

]

]

* EIRE ERER AR Citrix Gateway $EHFYA,

=z

AR

StoreFront.
Citrix Virtual
Apps and
Desktops (&
M). Citrix
DaaS$S

all

all

Citrix
Gateway Zli&
BT Web 1y
Workspace

]

]

]

il

]

2 (Citrix
Gateway )

Citrix
Gateway Z|
StoreFront i
Sih= (Z5)

all

il

f0

fi0

all

2 (Citrix
Gateway &)

Citrix Workspace M B#EFZ#ER Citrix Gateway % StoreFront AHRSHWNESMHRIE (O + R&<$

h&) o

IERmRETIER

IERREHEYIZR (CRL) 23F Citrix Workspace ARFRERSBIIEBREERH. EPREEFHTFHRERS SN
MESHIIE, REBFIRESRSHBZEN TLS ERNEAR 2L,

AIESZMEAIEA CRL1GZE, i, a1 Citrix Workspace NAREFEE A RREEAMIERTIR, tBolUER
BENRNEEZRMIMEIELETIR, ERLUSERRENFIEENRIEREWIETE CRLZEFATBFRER.

NRBESHTENPESIERIRE, EHBH Citrix Workspace B BERF. wEZTZ B XA Citrix Workspace
HE (BIEFEEPD).

BEXFAEER, BEACEEZ2EED.
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REMENE

October 18,2022
AILGEE L T AR &2 Citrix Workspace M ABER:

o MTHTETE CitrixWorkspaceApp.exe R¥&f, sE
o MELQEIWTHIE GIRTA).

AILGET A T ARRERGFE:

o IETETF Windows WX EXLERS, 5
o FAGSTRABALERFXHGR. REMSNRERM, BXEAGITRERE Citrix Workspace R
EFNER, BRRERDSITEH

ERBEEANIFEERNRHITRE:

FAFMEEREA R Citrix Workspace R A#2RF, NEHIEEIES (% 0IER Citrix Ready Workspace Hub 53&
FF Windows 8 Citrix Workspace i fiEF &S FERN 1 FESERIIR,

TRERT USBRARAF FHRE Citrix Workspace R AEFRNESR:

REX T REIERT

BER C:\Program Files BRSKRE
(x86)\Citrix\ICA Client

BF %USERPROFILE%\AppData\LocatEGriRiEA
Client

=

BERAUBERAPREN Citrix Workspace R BIEFHISEEI, HMIhdE R,

FERAETF Windows L& iERF

ALUBSERUTAZEFENEIT CitrixWorkspaceApp.exe ZEEFEFRZEERTF Windows B9 Citrix
Workspace MAEF:

dEA
N

BHE
o Windows &iRE&EE2R
o WRTEO

it
=

3

40

ZHNERT, REEFASMT %temp%\CTXReceiverInstalllLogs*.logs,

1. BEpCitrixWorkspaceApp.exe XH&aHER,
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2. FAEHESZ EULA, ARHSRE,

EREEEANRNEMNHNITEN L#ITREN, SHR—TREREWEER. AXFAEE, BEREE
B NIk,

4. ZBET Windows WRERFTRRE,

w

&G, Citrix Workspace ARFRERERM—IKF, BXOERMKFNES, BSEFINKF SR

AILUEISIEE A RS SITETR B E X Citrix Workspace M AREFRERF. REEFSERHITEEFZATE
REIRAIRNER. TEEREEEFXY. BPEEUREHZ M BEFEERNIGEE R,

ZEH Windows #$17%%E Citrix Workspace M R1ERF, BEMGSRTNIHE—ITHPEAUTASR:

ARANRERSHEMENT:

CitrixWorkspaceApp.exe [commands] [properties]

mLITSHYIR

BYREDEMT:

m
|
& o
E

o
<
&g
o>
(aYay
1))
&

o BETHAR RIS
o SHRIESE

Rl
3
%

2K
o /28 /help - FIHABEREMRSTEM
o /silent - ERESEHBRARENEENIRETR.

+ /noreboot - FREIEPRILBTRENRBRT. BILEETENBHRTH, RFHEKREH USBRET
EIRR. RBEEENRSIRERARHE USB &%,
. /1' ncludeSSON - ERELUEE R BN REE, &= Citrix Workspace B 2R Single Sign-On %%
o BXIFARER, BEREERS MR

« /forceinstall - BERGHREN Citrix Workspace AREFHNEMMAREXZ BN, WHAXIEER
M BEUTER T ERLFX:
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- MAFZEHHEH Citrix Workspace [z BAEFARA#HTH R

- REFHEARRI,

PR =

/forceinstall %2 /rcu FXMEH, /rcu FXBIRZ 1909 2BEFER. BXFAEE, 5
HF .

RESH
/AutoUpdateCheck

&7 Citrix Workspace R Bi2F1E8 o] A EM BT #1710,

=z

AR
/AutoUpdateCheck ANESE, HIAGEAEEEE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority EEMBE,

- B (BRIARE) - AERKEETREMNEAELLERM. A, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto,

s FRI- RAETEURAEMNARE LY BN, FohEFEH. Hlaw, CitrixWorkspaceApp.exe /
AutoUpdateCheck=manual,

- BE2H - ZBABEMEH. W, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NREE BB aERH, WalLUAREEHNRE, BXIFAER, BERLEGARERN,

o LTSR- (N BEhEFHBKIAIRS A BFREH.f90,CitrixWorkspaceApp.exe /AutoUpdateStream
=LTSR,

o Yal- BshEH IR A Citrix Workspace MR #EF. g, CitrixWorkspaceApp.exe /
AutoUpdateStream=Current,

/DeferUpdateCount
EREH T AN UREAR . BXEMES, BRI Citrix Workspace E#fio
o -1 (BUAE) - AFERERREM, Fld0, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,
c0-ETHNENTTREHER (VN KA —FBH, TEREZLEXLEFNER 60,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,
o EAEMEKT “n”- AFHREHN ‘N7 R, UGFRERENET “n” R, I, CitrixWorkspaceApp.
exe [DeferUpdateCount=<n>,
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/AURolloutPriority

MARA BREFE AN, Citrix SERERHEEHEN. FALLSE, S8 LUEHITER A RIRBIH 8T8 AT L
BT,

« B (BRINE) - EBECUiX BENZSEABRKIERH, Flw, CitrixWorkspaceApp.exe /
AURolloutPriority=Auto,
o R - EEER AR B WEIE R, Flf, CitrixWorkspaceApp.exe JAURolloutPriority=

Fast.

o - fEIETER (S HAE BB ER UK BISE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o 18 - B ER AL RNWEIEH, Flf, CitrixWorkspaceApp.exe JAURolloutPriority=
Slow,

/includeappprotection
BT REIEPHRZRELITNRERBERERNGEZMAEES, REBEERNT2M,
e CitrixWorkspaceApp.exe /includeappprotection

BXEFAER, BEANARERFR.

/InstallEmbeddedBrowser
HEB Citrix BRATUN S5 88 —#EIS2 . 3517 /InstallEmbeddedBrowser=N FFx LR ER N 2R b 22 ThAE,
RIELUFIER T A REHERR Citrix B8RO 5528 IS

¢ EHRE
o NFEE Citrix BRNTUR 528 Z# HI XA AIRR A #HITH R

MRER Citrix Workspace M ARZFRAEE Citrix SN S s s, HEEEEARIIRE 2002, MER
NTUN BT 28 B - SRR ERIE B A E

INSTALLDIR

5% Citrix Workspace AREFRENBEBENTEBR. RIAEREHRN C:\Program Files\Citrix. #l0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

/IncludeCitrixCasting

fEREI 2P %% Citrix Casting,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 63


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#app-protection

iBEAT Windows B Citrix Workspace R BiEF

AR

L& Citrix Workspace M F#2EY, Citrix Casting 2 Bzh®E#. B Citrix Casting FI¥4H= 8, &8
i Citrix Casting,

ADDLOCAL

ZE—PREZNIEENAH M. HlW, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,USB,DesktopViewer,AM,SSON,SelfService,WebHelper,WorkspaceHub,

AppProtection,CitrixWorkspaceBrowser,
AR
o BUABERT, ReceiverInside. ICA_Client #1 AM 7£% % Citrix Workspace N AEFR R %,

« ADDLOCAL FAxBFH. BXFMAER, BSHAFH.

HDX ThaeS#k
ALLOW_BIDIRCONTENTREDIRECTION

EBRREEEFHRESENZEABATNARBEER. EXEMES, 1E21 Citrix Virtual Apps and Desktops X
PR AABEE R REBIRERD .

c 0 (HRIAE) - BRI VNRAATETEARTFEARARKRS fl W, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-IETFNERBTEEBLTEARSEH0,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
=1,

FORCE_LAA

&7 Citrix Workspace R A2F % Fin A Bi2F AR A0 RE, BEAEERMNREE Workspace AT
R, LUBLLAHEERITIT. BXIFMES, 1B2H “Citrix Virtual Apps and Desktops” SXa4HrEyZs iz A2 51717,

o 0 (BUAME) - ek LEA MY ARERIARIEMG. HlE0, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1- {5 RRET RN AERFIARIEAMS. fla0, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS
EEERSHEERSITWHN AR BE XA LR XK S S 4RI ET.

+ False (BHARE) - B RSITMNN AERF B XHFER KB SRY X HEIT, RE R false BY, RIERS
B NEHEEREBMIXEER— 1 EF. BRIERFRERNEREB/MRENNBREFERESNERE
tReEM, 530, CitrixWorkspaceApp.exe LEGACYFTAICONS=False,

©1999-2022 Citrix Systems, Inc. All rights reserved. 64


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#citrix-casting
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows.html#deprecation
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/bidirectional-content-redirection.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/general-content-redirection/laa-url-redirect.html

iBEAT Windows B Citrix Workspace R BiEF

» True - RERSITRNNBREREE XM LR XBI X HENR. i, CitrixWorkspaceApp.
exe LEGACYFTAICONS=True,

ALLOW_CLIENTHOSTEDAPPSURL

FEAPE&E EBA URL EEMmIhaE, BXEMES, B2 “Citrix Virtual Apps and Desktops” X A4AREyZs 17
FR2Finial,

c0OBRINEB -EAFPRELERH URLEE R I o, CitrixWorkspaceApp.exe

ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-7EAPFI&E EER URLEEBINEE MU, CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
=1,

BETAMAR R ESH
ALLOWADDSTORE

RYFERIBEENSHEERABEE (HTTP F https).

« S BB - NAWFEHRMSMERENAREE (R HTTPS EBEE) . W, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RFEHRMSMRR LM ARE (HTTPS) MIFLLNARE (HTTP). R Citrix Workspace A2
SERBAPREN, NREM, i, CitrixWorkspaceApp.exe ALLOWADDSTORE=A,

o N-FRAFAPRNEMRE CHNARIE. 90, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

R EERMREFRABEERE. LSRUERATEA Citrix Workspace N AR MYAIN ABEE.

+ S (BINBE) - NATFREFELRLNAEENER (BEE HTTPS). i, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N-FRAFFREZR, a0, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,

o A- AFRERENARE (HTTPS) MIFReMAEE (HTTP) MZERB, fli, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A.

STARTMENUDIR
B “FHR” FRhpRESRNE R.

e <Directory Name> - BiABERT, WAREFERERE>FEER T. ALTE \Programs X
FHIEEREADNENERR, i, EXREAXKEEFIE > FAIERESF > Workspace T, EiEE
STARTMENUDIR=\Workspace,
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DESKTOPDIR
EERERESHE R,
AR
5/ DESKTOPDIR 3£IBY, 3% PutShortcutsOnDesktop T&&EAN True,

e <Directory Name> - AILUIEERFES ANBWNER. fl, EFERESFAREEFB>HREEF>
Workspace T, i&f5%E DESKTOPDIR=\Workspace,

SELFSERVICEMODE

=5133 5 BhARSS Workspace Rz 2R A R REAIAE.

o True-IERBRERIFINBEMRSBEF R, #1800, CitrixWorkspaceApp.exe SELFSERVICEMODE
=True,

« False -5 RAREZIARBBIIRS A R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE
=False,

ENABLEPRELAUNCH
ERISERRR. BXIFAES, BBRLARERF B E,

o True - IBTRRIEFBEIEER T BERS. Flf0, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,

« False - {5 RAEMBEHINEER T EARS, #1380, CitrixWorkspaceApp.exe ENABLEPRELAUNCH
=False,

DisableSetting

PREREARNMEREEAD, SHAESREENRPETR. BXFAER, BBAE ‘SREEN RHRENEE
=

o 0 (BAME) - & “BREEN RPETRESXNNEINEZEET, g0, CitrixWorkspaceApp.exe
DisableSetting=0,
o 1-1VE “BEEEN” RPETREMERET, 30, CitrixWorkspaceApp.exe DisableSetting

:lo
o 2—XE “BEEER” RPERRESIER, fI30, CitrixWorkspaceApp.exe DisableSetting
=2,

CB-HEBLAEETN RPRBREASAXNEHREFZ XD, Fl, CitrixWorkspaceApp.exe
DisableSetting=3,
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EnableCEIP

ETREE5EPGRESETL. BAXEEES, B25 CEIP,

o True (BRIAIRE) - ®IFMA Citrix B EIEERE R (CEIP), F40, CitrixWorkspaceApp.exe
EnableCEIP=True,
+ False - 3% Citrix ZP &K EITR (CEIP), 131, CitrixWorkspaceApp.exe EnableCEIP

=False,

EnableTracing

=% AlwaysOn IRERIHEE,

« True (BA&E) - BH AlwaysOn IRERTBE, flg0, CitrixWorkspaceApp.exe EnableTracing
=true,
« False - 2/ AlwaysOn RizIhfE, B0, CitrixWorkspaceApp.exe EnableTracing=false,

CLIENT_NAME

EERSB[AFRIRBI AP IRERN R,

e <ClientName> - IEERSH/ LARIRINBFRIEFEN B . FKINBT A ¥COMPUTERNAMEY%, 140,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWEFHESMSHENGMER, EOTENRRN, FREZTHEIEZEN.

B BRINEE -AFBFPFPHEFSUHENBMMER. Fl, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

o B-AAURPIHEAMSITENZFFER.A CLIENT _NAME BHIEE —MEMHI40,CitrixWorkspaceApp
.exe ENABLE_DYNAMIC_CLIENT_NAME=No.

SR IIESE
ENABLE_SSON
Workspace A#EFET /includeSSON LR ENBHERE R, EXFAEE, BESREEESHRIT.

o 2 (BAIRSE) - 57 Single Sign-on & F B AR, g0, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes.
+ & - 187 Single Sign-on & FEZARSE. Fli0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 67


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#customer-experience-improvement-program-ceip
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication

iBEAT Windows B Citrix Workspace R BiEF

ENABLE_KERBEROS

15 HDX 3| Z2 B M HEH Kerberos B4IIE, HFEREBABESEREHRIINATE, EX¥4MEE, F5
i#MER Kerberos Mg EIE S 1918,

o 2 - ¥~ HDX 5| & &% % £ B Kerberos & 4 % i, fjl #1, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=Yes,
o & -18R HDX 51ZFEMH Kerberos B438iE.F190,CitrixWorkspaceApp.exe ENABLE_KERBEROS

=Noo
kR ERBIESS, EXRAILIEES Workspace MREFEEFERNMNARE URL, RZAILIFMN 10 M ARE. EE
BUTEMERITILRE:

STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]”

f&:

o X-E#HO0E9, BFmRNARIE,

+ storename - [ ABEENEIR, WEXKTSTE StoreFront fRS528 LREERBIT—

+ servername.domain - HENAEENRSENTLRELZ.

« lISLocation - IIS KM BBEERR. MARE URL %15 StoreFront Fifcsc a9 URL — 2. MAREE
URL 8% /Citrix/store/discovery, E3REX URL, M StoreFront S H— PR, 7E
BEEFREITH, AEE4 Address ;t&+H URL,

+ [On, Off] - Off =M AVFHER (B R AN AREE, NMERFEBERETIHRXENARE. NRKIEERN
RAEERS, MEMEERTF.

« storedescription - R FAREEANEE, HISIHR App Store.

WEITRERS

5 Citrix Gatewaya A /E URL, BHRITUTRME:

CitrixWorkspaceApp.exe STOREQ= HRStorej;https://ag.mycompany.com##Storename;

On;Store

Hrh, Storename 5~ EEE BN ABIENEZ M.
AR
o Citrix Gateway M A®@/E URL 42 5IRHPHIE— URL (&% STOREO),
s ESNABERER, RAFER—# Citrix Gateway MARE URL B2 E.

o EALLAERRER Citrix Gateway RZAREE URL RZ3¥EA Citrix Gateway 89 PNA Services 4,
+ 387 Citrix Gateway MBS URL B, RHE “/Discovery” £,

TR LEMBAAHIEER M AEREE:
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CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store”
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store”

=z

AR

o BEEHENAEE URL E4E /discovery LUBIMHITEES DAL,
o Citrix Gateway A& URL 42 ERENNAREE URL FIRFHE—1%E.

=& Citrix Workspace N BiEF

EE& Citrix Workspace M BIEFHERZRINZE,
ZEE& Citrix Workspace M RiEFEt, UTHMERKES:

s FTEERENKFMEA/EE.
- BERSHEHFRHENEBRER. EEMAERRDL
o BBARSHEHCIERNSCH AR XEL,
o BEFHNXHMERENEE,
- BRAFIFMKRILE.
o BIENLZEREIMRIEE.
« AT Citrix Workspace R F#2FH Citrix Gateway JFRIZE.
ME$TREIETUT@mSUER Citrix Workspace AR :
C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe”-

cleanUser
BHRTERTEE, BEAUTHS:
C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe”/

silent -cleanUser
AR
BESHHPERKRE U
E & Citrix Workspace ZAEFAEMATAS:

« Citrix Workspace R AEEF GG RE,
o FitEN ICA BIEIRE,
« Citrix Workspace M BEFHAFIEITR (GPO) EREIREE,

ENE

EAETF Windows BEIHER:
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A AER Windows 89 “I2FFAIThEE” LR1EF (RZiMipsizrs) EN& Citrix Workspace R B1ER.
AR
£ Citrix Workspace R A2 REEH#iE, EaEI—5E# Citrix HDX RTME S4B 8RR, B EHELEE
iZlE=7

fERa<1TEO:

AT MBS U T e < EZ Citrix Workspace N AERF:

CitrixWorkspaceApp.exe /uninstall

33 F TR EH Citrix Workspace R EIER, BBITUTHX:

CitrixWorkspaceApp.exe /silent /uninstall
AR
Citrix Workspace M f2F L &R AIZHS GPO XA EMRT, AEHHERREBXLFMRT, NR
EWMEEZE, BEER gpedit EMaEF oG EMIPR,

#BE

October 25,2022
ATLLEE LU T A54ERE Citrix Workspace R BIER:

« {£/ Active Directory RIS shifl 43 2EE AT Windows B Citrix Workspace M F#ERF. B % Active
Directory MfE8, 1E2R{ER Active Directory FIRfIEIZ,

« EEENERT Web 9 Workspace Z#i, i8R%ERTF Windows B Workspace R R1EF. BXiFHAES,
EBRERERT Web # Workspace,

« M Microsoft System Center Configuration Manager 2012 R2 E®BF## 5% (ESD) TR, BXi¥4A
&5, EBRER System Center Configuration Manager 2012 R2,

« fEF Microsoft Endpoint Manager (Intune), Bxi¥4s 8, EEA7E Microsoft Endpoint Manager
(Intune) &8 Citrix Workspace M B1EF.

5/ Active Directory Rz

AILAfER Active Directory (RERERBIARIELR LA LEMERE Citrix Workspace MATERF. Citrix BiIERBIZAMIER
BL.msi X, BXBHHANENGEE, ESE Microsoft sti%,

3¢ Active Directory ERMIZ, EHRITUTRE:

1. ASMEAIE— MRS (OU).
2. ABMEIEN OU gl—MAKEXIR (GPO),
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BX7E Azure Active Directory el OU WfER, iESIRTE Azure Active Directory RS IEE IR IREAELR
fiL (OU),

L (RIS
ERASNXHIRAE D PR A TS HRRIEMZ

o HEMHBRE - EENRESBEETRIE, BMERTFE, SBBWEHLS, FW, KE DesiredVersion
= 3.3.0.XXXX LUBHILEIEERMRA. MRERE T MIRES, F903.3.0, ZESKEREBZIEK
(3.3.00111 3.3.0.7777 %) HYEIhRAEILAS,

- REEME[HEER - KBHIEEE S Citrix Workspace EAZFRERFREEHNMEHRE, BRAMA
HITHR I, BARGHZHRE R RIZER “FREAN

« HABSIERER - EFREHTHMEHZURMARH#HTEHRIENNERSZ, SUAPHLINHEXH
FEF RS AR,

¢ REBREEFHIITED - XEMIITRETREERREREF. BXMITEL, BERAERAGSTEH.

RN

Citrix Workspace M AiEFREREFEER T REMEE Citrix Workspace M AREFHNESTENMNERP 4R
B, XA FIERTF Windows # Citrix Workspace R BIEFH T,

i Eit) TEE ZMiER

FIitEN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

SR CheckAndDeployWorkspacePetlisekAng®atavdpirkspacePerUserLogo
.bat .bat

RRMBEMZ, BHITUTERE:

I AR ERERIA,

ERITENEESAFRE > %8 > Windows i§8 > #i#k,
EARBERTRI GNENERD, EREER.

ERETXN, BHENNMASEEEROXAE, ARKHANIEE,
ERMXRES, BEAN, ARERNEERHNNHEZIMZ.,

A

BHZEEAT Windows 9 Citrix Workspace N HiER, BT TFIRE:

1. FoicavRItBENRFIgEBEEIEEIZR OU f,
2. EfRMAPREHER.
3. BIEMRENRHERSEEFMINEEFTIH,

EMfiiERTF Windows 1 Citrix Workspace WARER, BHITIATiRM?E:

© 1999-2022 Citrix Systems, Inc. All rights reserved. 7


https://docs.microsoft.com/zh-cn/azure/active-directory-domain-services/create-ou
https://docs.microsoft.com/zh-cn/azure/active-directory-domain-services/create-ou
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#using-command-line-parameters
https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html

iBEAT Windows B Citrix Workspace R BiEF

1. FEEERFRA A ig&EBohEIEEIE OU H,
2. EMRMARPREHER.
3. BIEMRENRHEREREERFMINEEFRTIH,

fERERT Web 1 Workspace
EENERT Web #9 Workspace, &ERILUIGER Web FImE:&id vl 5883418 StoreFront R R[S,
EMRN BTSN AR 28, BERITUTRE:

1. REEATF Windows #9 Citrix Workspace M B2,
2. MERTF Web 89 Workspace &€ Citrix Workspace i FBERF

NRIEATF Web 89 Workspace HMNEIFREERRIRAR Citrix Workspace MR, RARKET—KIET. BT

EREBNTHHAREEAT Windows 8 Citrix Workspace RBERF.
AR
AT Web 89 Workspace Rz EF BB FHBHAIK P £,
NREAUTERE, WRTEARS S,

1. ¥ CitrixWorkspaceApp.exe THEAMITEN,
2. ¥ CitrixWorkspaceApp.exe Ef& A CitrixWorkspaceAppWeb.exe,

3. ERAEMEBS ZHEX—EmBNAIHRITXH. WMRMER StoreFront, 5% StoreFront X4 Ry & AED

BX4itE StoreFront,

&/ System Center Configuration Manager 2012 R2

AILLER Microsoft System Center Configuration Manager (SCCM) B2 Citrix Workspace M2

AR RN 24 i@d SCCM 8 Citrix Workspace R AB#ER:

] SCCM EpE 7 Citrix Workspace M HEF
NP R R

¥ Citrix Workspace [ FR2FEBE IR
PIBSEES

N =

B SCCM =pE710 Citrix Workspace R EER

1. B TFHM Citrix Workspace M AEFREXHZEHIF Configuration Manager fR% 28 EBE AL+

Bzh Configuration Manager =518,

2. #%#% Software Library (#{4%) > Application Management (N BiEFEIE), AT Application

(W FAER) H&#T Create Application (BIZNARER).
RS E R “Create Application” (RIEMARER) MS.
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3. 7 General (E#l) &g, % Manually specify the application information (FahisENBIER
=8), AEEE Next (F—%).

4. 7z General Information (E#E82) B8P, EENAREFEL, FINKF. FiERH. Wk,

5. 7z Application Catalog (AEFER) AEH, EEHMER, i, B5. NARFRER. BPREJZE,
Rt Next (T—%),

AR
BRI UEREEIEENE R,

6. 7z Deployment Type (ZEE) Hi&, i Add (Fin) LUEE Citrix Workspace R RI2Fi& B HIEB

EEHE £ “Create Deployment Type” (BIEZPERE) @S,

7. 7 General (£#) E&H: &8 Windows Installer (*.msi <) EEEEA, #%#F Manually specify
the deployment type information (FahisEHEXRRER), RE%EE Next (T—%).

8. £ General Information (EMEE) Figh: EEWBXEFMELE (HIE], Workspace HE), RiEe
#i Next (F—%).

Y]

. £ Content (RW7E) AR

a) & Citrix Workspace M ARRFREXHFIENER, Fli: SCCM frS28 LM Tools,
b) BRERFIEEAUTIHZ—:
o CitrixWorkspaceApp.exe /silent BTFRINBRRLE,
o CitrixWorkspaceApp.exe /silent /includeSSON BTFEAEERE,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false ATUIEEBIERS
#E{ %2 Citrix Workspace R BER.
¢) 3 Uninstall program(ENFiEF)5E CitrixWorkspaceApp.exe /silent /uninstall
(BH& SCCM E1#)

10. 7 Detection Method (iN755%) Higth: %% Configure rules to detect the presence of this
deployment type (BEBERTFIRNZEF/EILEELRBHMN), REETE Add Clause (FINF4).
AT 2R “Detection Rule” (Hii#inl) SHEIE,

+ ¥ Setting Type (&BA) &E X “File System” (XHHE%).
« 7t Specify the file or folder to detect the application (5&E# NN B2 XS X4 5)
T, RELUTER:
- Type (%2 - £ Thsgrd, %% File (X)),
Path (#7%) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver\
XHEHXHRZIR - receiver.exe
Property (B1%) - E FHIEEH, %% Version (ki)
Operator (GZEH7T) - FTFHIER, % Greater than or equal to (KF=HET)
Value (f&) - #A\ 4.3.0.65534
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} =

AE:
iEATF Windows B Citrix Workspace M REFAH S A LEANILAE,
11. 7£ User Experience (AP {FI) &Eigh, i&8:

+ Installation behavior (Z#174) - Install for system (hE#%ZRE)

+ Logon requirement (XREX) - AREEES

« Installation program visibility (ZREEFATMNYE) - Normal (EE)
&% Next (F—%),

AR
BRI ERE L EETE A BRI,
12. 7Z Summary (BE) &%+, BIERHEXRNGE, 25 T—%,
LR B R ThE B

13. £ Completion (&) Figth, FEPEAE (Workspace 28E) 357 Deployment types (ZZ38) T
B,

14. #& Next (F—#%), A% Close (XH).

i) 1pa A

1. 7£ Configuration Manager =%l & A # 8 & Citrix Workspace FL 12 F, #A5i%#% Distribute
Content (DERN%).

Itk E7R “Distribute Content” (9%AZE) MSF.

2. 7£ “Content Distribution” (W&%%) &R+, 2 Add (i) > Distribution Points (5345
LtEE % 2R “Add Distribution Points” (FmfaA&m) ITHEE,

3. WWERMASTH SCCM frse, AERE OK ().
£ “Completion” (5ER) EEH, BETRINES.

4. BEHEXHL

% Citrix Workspace 2 FHEEH 40
1. 7£ Configuration Manager =i E L Citrix Workspace i R1ER, SAEiEEF Deploy (HBE).
LB 2R “Deploy Software” (ZBEHRHEF) ASF.

2. EERBNAREFNES (AURKREERS, LEUIURHAFES) FikiE Browse (W), AGHE Next (T
_ﬁ)o
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3. 7= Deployment Settings (ZEi&E) Figh, ¥ Action (2F) i&EH “Install” (R%), ¥ Purpose
(&) REBH “Required” (4%F) (BAXASERE), 8FHFT—%,

4. 7z Scheduling (t%l) &igh, EEEEFRE EBEBREHITRL

5. 7£ User Experience (BF &%) &%, i&E User notifications (BF @) 1T74; #%HE Commit
changes at deadline or during a maintenance window (requires restart) ({ER/GHIIR4FRT
BRRBH (REEHED)), AE%EE Next (F—%) U5 “Deploy Software” (BEHRH) mS.

7 Completion (5Tm) ERF, BETHITES.
ENEHERRRIRE (NELRFRRENTFERIT).

EiRmigE E, Citrix Workspace MAEFER ST OFH Available Software (ATA#) TET. RIEFFERSE
BitRl, REFEMME. BUAIMRESESIEITHIREH#ITRE, REFKBE, RERSKRERGPOFER,

BIBIRERS

1. Bzh Configuration Manager =514, 7S % & Assets and Compliance (A= 5&#1%) > Overview
(#R) > Devices (i&&).

2. A% E Device Collections (1&&%4) #H3%#F Create Device Collection (8IEIZEESR).
AT £5R Create Device Collection (BIZIZEESR) WS
3. 7£ General (E#) B, BAIGEH Name (&), SAG% T Browse (%) EEREIES,

XREIGEFHER, FTE SCCM BIZNRUAIREESZ—
%E—F_ﬁ;o

4. 7£ Membership Rules (BRESHHN) EigH, RHAFITIEEEHN Add Rule GRINFM) .
kA% 2% Create Direct Membership Rule (BIZEZRRBHHN) B,

« 7£ Search for Resources (J#HZER) TRP, RIFBLIEMNILE%ER Attribute name (BHER),
FiREB MR IRAELUERIE SR,

5. BET—%, 1f “Select Resources” (EFHR) EEF, EEFEFEAREEEN—BIMIRE,
£ Completion () BiEF, BETRIES.

6. BEHEXH,

7. 1 “Membership rules” (FRASHHN) &P, KIIHFMW, 2FH “Next” (F—F),

8. 12 Completion (5Em) Eigth, BETMINEES. B Close (ki) LI5EHL Create Device Collection
(BIBIZEES) BS.

& E%E 5 157% Device Collections (&&%4) H%|4H. 7 Deploy Software (ZEIE) EFHRK
B, FgEESBTEERESN—9,
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} =r

AR

% MSIRESTARTMANAGERCONTROL EMi&E X False BF, {8 SCCM E2& Citrix Workspace T2
FalgE kM,
RIEFAIBDH, EBTF Windows 89 Citrix Workspace M BIEFH A ESBUILAMMERE, Ithsh, ZiXrATaE
REEE M.

£ Microsoft Endpoint Manager (Intune) $%8Z Citrix Workspace B2
Z1£ Microsoft Endpoint Manager (Intune) #1&& Citrix Workspace R B2 - 441 Win 32 RZ B2, 1EH
TR
1. BB k.
o ATFEELEFRENERXXHIXHEFR, F130 C: \CitrixWorkspace_Executable,
o R XERRERNHEFIMEXEAUT . intunewin XHEH,FII0C: \Intune_CitrixWorkspaceApp

o

+ Microsoft Win32 Content Prep Tool FrfE8IX 32, #iIg0 C:\Intune_WinAppTool. ItTAHE
BN FRREHEIEA . intunewin 8, EAILM Microsoft-Win32-Content-Prep-Tool F##T
aT&,

2. BREPTFBEIFIERXMAREN intunewin X#:

a) BM®SETHM, B EEE Microsoft Win32 Content Prep Tool B9 XX 3, g0 C:\
Intune_WinAppTool,

b) &7 IntuneWinAppUtil.exe %,
C) ERTRT, BMAUTER:

o BEXXHFE: C:\CitrixWorkspace_Executable

o REXMH: CitrixWorkspaceApp.exe

o BWEXMHFE: C:\Intune_CitrixWorkspaceApp

Jintunewin XHEBIE,

3. B RmEl Microsoft Endpoint Manager (Intune):

a) TFF Microsoft Endpoint Manager (Intune) #£%1&: https://endpoint.microsoft.com
/##home,

=W

LITIES REETE https://endpoint.microsoft.com/##home LT, EHA LIS
https://portal.azure.com HIMEKEE,

b) &% Apps (RFE#EF) >Windows app (Windows WR#ER), AEEE +Add (+5mM),

c) M Apptype (MEBIEFZEE) TiyxHiERE Windows app (Win 32) (Windows M ATER (Win
32))s
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d) i App package file (NEREFEXXH), 3 CitrixWorkspaceApp.intunewin X, RE#E
OK (#%E).

e) #i App information (NAEFER) HESKIAER. B HBMNLHE, AEEE OK HE).
f) gi& Program (12F), WAUTEE, AEeEE OK (BE):

JE A .
xRAPY.
N#i#&<: CitrixWorkspaceApp.exe /uninstall

o BEITH: RE

CitrixWorkspaceApp.exe /silent

i

B

t

g) ## Requirement (EX), BAFENEER, AREE OK (HE).
FR:
M “Operating System Architecture” (RERFARLEN) FIRPREIEE x64 F x32, 121
RZEhRAT AR Win 1607 KR ESRARHERRZ,

h) #3 Detection rules (#;W#N), %% Manually configure detection rules (FHiE2ERNA
M) €7 Rules format (RMEX), REEE OK (HE).

i) BE Add (FN), %EZFER Rule type (INIER), RAfFEE OK (HE).

« 412 Rule type (GRNR) A File (Xf4), MEZFLIRE C:\Program Files (x86)\
Citrix\ICA Client\wfica32.exe (Rfl).

+ % Rule type (IMIEY) } Registry GEftR), iE5 A\ HKEY_CURRENT _USER\Software
\Citrix 553 Path (B1%), %\ Key exists GI&Ii7z%) Fh Detection method (i&

MF5E) o
j) &% Return codes (GREMD), HMEBARBNRBEEEN, AEEE OK (HE).
k) g& Add (&) BRZARFERME Intune #,
4. WIFEER TN
a) #F Home (M) >Apps (ZATEF) >Windows,
b) #& Device install status (GEELERE).

RERSETRLRET Citrix Workspace MBIZFHISEHE,

250
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FohEH

MREEREERTF Windows # Citrix Workspace 12, iEM Citrix FTEHRE FHAREZNAEFHRN
hrzds, BXRENEER, BERTEMER,

SlmEE:D
#hR7s#y Citrix Workspace A2 rIAERY, Citrix 21ER# 7 Citrix Workspace B2 RSLHRHIXEH,
AR

cMREBEETHRH LA ER SSL, & 7% 1 Workspace BEsh E# & & IR 5 (https://
citrixupdates.cloud.com/) M FHME (https://downloadplugins.citrix.com
/) B4k, UM Citrix U EH.

o EHRAVAES Internet EZEA GEBEWE

o RINERT, Citrix Workspace E#i7f VDA L FERARES, X B35 RDS ZHF RS S31TEN.. VDI Al
Remote PC Access it &#l.

« Citrix Workspace Efiir =2 T Desktop Lock BitEN LA FEARS.

« EAT Web 89 Workspace AR R&EE N T & StoreFront 5ES,

+ Citrix Workspace E#{XfRTF LTSR &,

« Citrix HDX RTME for Windows F# i 7£ Citrix Workspace B# /1, 2 LTSR f1 % gikk 289 Citrix
Workspace B2 _E# HDX RTME E3aI BeY, BER—5F8H,

« BhR7 21052, &2k Citrix Workspace E# A& E. Workspace B HERFETF C:\Program
Files(x86)\Citrix\Logs . HEXHEIZRIER, BESHBEREID.

o FEERTUESERREMNTLA_EEH Citrix Workspace MBERF. SR LUEE A8 &8 @M XK e
Citrix Workspace Rz 2 FEIRHIEIFIO T BHRSTARLLIRME, REFEIMETAIATF Citrix Workspace
M AEFHNAFRENLFFMEER TR,

FohXBMENGE, EFMBEERT Windows B Citrix Workspace [z B2,

Z#t Citrix Workspace B2 Beta RiEF

¥ Citrix Workspace MAEFEENBshEHN, ERKIEFREN, BEESHNRFADLE Beta hids, ERITUT
TR

1. MRGFEITH Citrix Workspace M HERF,
2. SMBIEL&E %D > Citrix Workspace Ei.

3. Beta hRAAJ AR, MTHFIxR+$i%ERE Beta, BERE
LB 2B E Ho
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@

@

Update Settings

Do you want to be notified when updates are available?

Yes, notifty me
L
MNo| . .
Citrix Workspace x
Usy
i 1 You are about to switch to Beta channel. 5ome features might
— not waork as expected.
Select t
| Do you want to continue?
Beta
r
Leam More

Save Cancel

THIra Fary THOTICES

4, BFH" HE” BHE Beta i,
E M Beta iRt EI L ks, BHRITUTSE:

1. MERZFERITH Citrix Workspace MBIEF,
2. EMBIEHREET > Citrix Workspace Fif.
3. AEMSBERER, N “EINEE” THYIRPIEZERE, RAERHRZ.

F=3

AR
s MREEMHMEMTE, B RENEHBER.
o Beta iy tEFEEIEEFHIBERERESHERHITINN, FHERR, Citrix TES Beta izt
S, ERmETIRM IR XA, Citrix TS RIERIGAI™EY. BEMMNEEU R
PITIRME, BINAEEEFHESEE Beta hr7s.

BohEHINE&EE (Citrix Workspace )

AIUMER LT AR E Citrix Workspace E5#i:
1. AXRBENR (GPO) BIRHER
2. 7O
3. GUI
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4. StoreFront

ERAREN REREIREE Citrix Workspace Eif

1. 1&IiE1T gpedit.msc 77 Citrix Workspace i i2F AR R EBEIR, AESME “HENRE

2. ®EEIEENR > Citrix 48+ > Citrix Workspace > Workspace £,

”» 4+

T Ro

A Citrix Workspace Updates

Ei Citrix Workspace Updates

Previcus Setting

ADMX Migrator encountered a policy that does not have a supportedOn value,

() Not Configured Comment:
(®) Enabled
(") Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto ~
(] LTSR OMLY

Citrix—%orkspace—Upd ate-DeferUpdate-Count

1 w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled - Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
autormatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later opticn.

nurmber: User would see remind later options with the
given count.

Cancel Apply

3. EHREZRER - EREERAREZRAUSEREA Workspace E#f.

AR

BEERAN, RATENEHER. BEERRIMERESREEMRFTE Workspace E#itT,

4. BB - YEEMAIHN, SR EERCBHM K F e EEH. BA Workspace B#ifE, EMEH
Citrix Workspace E# 588 Thid| RPER U TR 2 —:

o Bh - RFSEE R AERNEE L i@

(RRAINRE) o

o Fof - RAEA A AEMN AL @M. FEEEH.
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5. EZFXR LTSR LUXIREX LTSR M=,
6. M Citrix-Workspace-Update-DeferUpdate-Count THi5)&RA, EFE—NMF -1 2 30 ZiEpE:

s MRZEH 0, WSLULUFRERKET, SAEHEMCEEMRNEHSET Update available (F#
AIA) o

o MNRER -1, WEBRUGEERET, H#27T Update available (B3 R) 187, EALEEE
HMHEREE R

o 1T 1-30 ZEMEEX TH%E Update available (FHaIA) 2TRHUGIREERETUL I AR
ERILRIBE L F R E X EHRREFEM. 82, Update available (FHAIA) RTKSMBEHI,
BRZ U U ERERIEI,

EEENEEHMER

#hR4<H) Workspace R AR2FRI AR, Citrix STERERXMEEHHENR. £ALLSE, G UEHERGERamg
WEB B BR BT LU U BB

BEBRTHAE, EIETT gpedit.msc UBHAKENREERIR, EIHENEETAT, BESERIR > Citrix
484 > Citrix Workspace > & B E T HMIER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EEERA, ARMERATHRESR, EFUTERZ—:

o 1R - TERXATHAPRESHIHAME tH B o
o 1 - TERXAHHABR YRR L .
o 18 - ERAHARBREE L ER

= .
AR

ERERAN, RATSENERANEH. EARAERESREEIRFIRE Workspace EHEIR

ERmLTREBE Citrix Workspace it
Eid =i Workspace M HAREFISES TR

ATLLEIETE Citrix Workspace M AREEFREHEIIEEH TS HRECE Workspace B, BXFAER, BEA%L
T
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@id R % Citrix Workspace N BiEFEFERG ST
WA R EEA T Windows B Citrix Workspace R A#2FEEE Citrix Workspace E#, £ Windows &

$178M3 CitrixReceiverUpdater.exe MIE,
i#%, CitrixReceiverUpdater.exe fiiF CitrixWorkspaceInstallLocation\Citrix\Ica Client
\Receiver, ALBTZ#FIXH CitrixReceiverUpdater.exe URZESHBHFFEMNHSITS
/0
fign,
CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast
AR
/AutoUpdateCheck AHNESE, BINEEARERE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority EEMSE,

ERER AP RmEE Citrix Workspace =5t
MBFAUERELEETEEE % Citrix Workspace BffigE, XE—METAFNWRE, HEXEIGZEN
ERAFHFAF,

1. AREEmEmxiEe Citrix Workspace [z Bi2FElfT.

2. EEERE R > Citrix Workspace &3,
3. EFBHEED, RAERHRE.

(@ Citrix Workspace =

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
() Mo, don't notify me

O Use administrator specified settings

Save Cancel

AE

e AResE Citrix Workspace [ 2R EIITHRIRME “BREE RNSBHABLINE. BXFAEER, ES
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PSR EETR A

&8 StoreFront E2& Citrix Workspace &3

1. FRAXAHIBERITH web. config X, ZXHBEEMTF C: \inetpub\wwwroot\Citrix\Roaming

directorys
2. EEZXHRRIIBAFKF TR (BHHENKSZFEA Store)
f5lgn: <account did=... name=”Store”>

£ </account> #RIEZHE, SMEZAFPHKFNEY:

<properties>
<clear/>
</properties>
<!--NeedCopy-->

3. T <clear /> ¥R RE RN B EHITID.

<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202” name=”
F84Store”

description="”” published="true” updaterType="Citrix”
remoteAccessType="None”>

<annotatedServices>

<clear />

<annotatedServiceRecord serviceRef=”1__Citrix_F84Store”>

<metadata>

<plugins>

<clear />

</plugins>
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<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check” value="auto” />

<property name="Auto-Update-DeferUpdate-Count” value
=”1” />

<property name="Auto-Update-LTSR-Only” value
="FALSE” />

<property name="Auto-Update-Rollout-Priority” value=

?fast” />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<clear />
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</properties>
</metadata>
</account>

<!--NeedCopy-->

BENE X REFREENIFAERMT:
« Auto-update-Check: #57 Citrix Workspace N Bi2FEH vl BEHA BT,

- Bz A - BERENRITER
- Fop - AR M Citrix Workspace AR RARENR 2R HOEIERNA SRIVEH
- BERA - TRITEMRE,

« Auto-update-LTSR-Only: 15REHXE*T LTSR,

- True - EMEFIEBRRERIKRITIEN LTSR BRHIEH. XEE LTSR Eif.
- False (BiA) - EMEFNE EYFAIHREH.

+ Auto-update-Rollout-Priority: i5RAIUEEEIEWEHAIITHAIE.

- R - RS HARREDIGE T AR @ AR - #E B o
- B - FERATHABR B R HAHE H BB,
- 18 - TERA(SHAPRLE RBYHEH .

+ Auto-update-DeferUpdate-Count: 157a] LIEEREFHE AR ER

=

IEENERTRENEH, TRATRRTEIEMERTER, ENAFASEEAATIERERN

iﬁlﬁio

- -1: BPAUERRIEIR BEhEH.
- 0: APETEEEUGRERIED,
- BE: BRAUEEUGREETIEER R

AI’]

October 12,2022

ACEEBNEE RS Citrix Workspace M AREFRFIRERENSE N,
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N RBEE

NABEEFBAURNNAEFNKERGE—MIE. —MTAPAUREZ NNABEHREREENAREZEY]
., BEAREESTMEENZRENEENNAEE URL, aTLi@id Citrix Workspace 2R iA1X LM ABIE,

Rz AR IS RS R

BJ A7 Citrix Workspace B2 FRIAREREL: Workspace. StoreFront. Citrix Gateway Rz
[EFIEEX Web R AE/E.

Workspace

Citrix Workspace @— 1M EF =WV AEE, @I ERIEEENETRSE— RN AREF. SENAS
(BR), X RAILIE Citrix DaaS. NARNBIERF. HABohRAIEFE. Saas M Web [ BIERE LUK R 235 A
BF. BXFMAER, 1555 Citrix Workspace 1k,

StoreFront

StoreFront 27l W B IERBER, X8 Citrix Virtual Apps and Desktops it =N AREFNSEERE
B— S TR ERNNAEEF.

BXEHER, BESR StoreFront x4,

Citrix Gateway A& E

¥ Citrix Gateway BB R A TFAF MREBMLESMERHITIERE. B0, M Internet SHmi2 U B HITIEENAF

BEX Web [ AEE

tkIThEEREMIBATF Windows B9 Citrix Workspace R BREFIARIRALNBEEN Web M ABENIR. EEMAILE
Ihee, BEERRMTUEETETEN Web RA®EEZNZ Global App Configuration Service s¥F R URL FliZ&E,

BEXARLAPRE Web ABME URL Bi¥AER, #5208 Global App Configuration Service,

f&a] LATE Citrix Workspace B BIEFRIFNM S REPIREBSEX Web MABE URL, BEX Web M AEERE
7l Workspace B RE2FE AT,

EMFREENX Web RABE, BEHEWKF > RINSMWERKF, EFEEX Web RABE URL, REREMHER.

B ARE URL 702 Citrix Workspace R FBi2EH
ERILUMER T AZR AP RSN RIS I BEF RNk ER:
- MAFPRESFIEANKFER
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FCEE T B F B AHRIK /A &R
@i CLI ARz S

o TRECX

o ERAREYRERRIR

BRFREEFHRANKPER

R Ih%&it Citrix Workspace MAREFERE, BETUTRER. BF EEHNE TR 5 IR S 2s#thht 7 gt /10 Bz B
BEFEMEHE. BPENRKANIEMAEEE, Citrix Workspace B AREFIEEIRGIEER, MRIIEMDN, Citrix
Workspace M BEEFSRTHAF ERiZKF,

@ Citrix Workspace - O X

Welcome to Citrix Workspace

EEAPRBEFHILEKRS, BESSOREERIHEENKENNARFMENGES.
» EE#%5 Workspace A E, &R Workspace URL,
o E51%%) StoreFront M A®IE, iBRH1ZARSS 2819 URL. f140: https: o

- Zi@ Citrix Gateway #17%#%, BAMERAFREEEIMEEREENNABIE, FRNEEFINEE
Citrix Gateway B T iz iRl AEE.

- ERTFAERENNARE: mAFRME Citrix Gateway Z2REHZ.
- EREISFENABENISE: RUATERARAFRE Citrix Gateway T2 REE UK ARESR:
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CitrixGatewayFQDN?MyStoreName:

g0, NERZ A SalesApps BN FBEERT serverl.com BRATZAEHE, & HRAppS B9 AR ERT
server2.com BRATIEZiAE, WA SEN:

* serverl.com?SalesApps LUifinl SalesApps, &N
* server2.com?HRApps Lifia] HRAppS.

CitrixGatewayFQDN?MyStoreName IhgE Bk A @I HAN URL sIE—MkP, HFERERT
BEF BT AN,

AR A®EE URL BE2E Workspace ARRF/GE, BIRNEEAE MRS FRMKF M EIRIZKF o

A

Account Settings
Refresh
About Citrix Workspace
Accounts
Switch Accounts
MyWaork
Store

Log Out

HEEETRESHRIINEFHITEN L, NRAEZIEREMHEE Windows SiREESRP, NERSHIIERET,
ERIEMARERZIE, A5, Citrix Workspace HAREFERIERSH[ERFEE Windows EIEEIERF, XA
LTI T4 REK, ENETEEHR Citrix Workspace MB2F 2 817 Windows SiEEER P FiHREER.

ECEE T B FERAFRIIK &I

F2& Citrix Workspace 2R USRI E F B8 FHBARIMKF RINET, ERLEHEE Citrix Workspace R AZFS
12, BPREERANECHETFIREI (TiEARS328 URL). Citrix Workspace Rz B2 #1RIBINE 24 (DNS) AR
% (SRV) iERME S B FHp il XELR Citrix Gateway 5 StoreFront RE8:., ZNARFHEFRTAPERIU
Wie RN REMR AR,

Z Citrix Workspace M AfIEREBE T BFHMFHHS &8, 52158 Global App Configuration Service 344
FRfEy Getting started (ND)s

Z 7 Citrix StoreFront =t Citrix Gateway A& EREE F B FHH4AMKF LM, E25 Configuring email-
based account discovery (EEEETHEFHIEFRIKF ZM),
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@i CLI R AwiE
LEERSMEADSITIEOLREERT Windows 89 Citrix Workspace N B#2EF,
BXEFMER, BERAGTITSHIIR,

a1 F PR HTREC S 1

StoreFront f2EFRECSCHE, AP AT LA TFRXEETREC XX 4 LUEIZ 2N AR IS

fEe] LAGER StoreFront REIZ G & 1KF AUEEIFAE BEMTEC X, BXLEXHRELEF, UEAFEBEMERE
Citrix Workspace [ f#2F. % Citrix Workspace L A#ERFfE, AR REFTHZ 34BN fi2E Citrix Workspace
AR, NREREEHT Web 89 Workspace, FFERILUMXLELERIREX Citrix Workspace [ 2B
o

BXREMER, 1BEM StoreFront SUEHRRYIY A P S R FE S FE T XX

fEFRARIEN REEIER
BEFAARERERERAFINSIERE Citrix StoreFront g Citrix Gateway, EHRITUTRE:
1. EidiEfT gpedit.msc #TFF Citrix Workspace R REFA SRS R EEIER,

2. EHENEET AT, BEEEERER > LHEEER (ADM) > Citrix £ > Citrix Workspace > Store-
Front,

3. %% Citrix Gateway URL/StoreFront ik 515K,

4. EEERMAED, REREER. NRBALEKILE, ML StoreFront A1 NetScaler Gateway
URL B9%1%%.

5. EEFEPHA URL,
6. 1I8E S Workspace R AEF—RERMNAREE URL:

STOREx="storename;http[s]://servername.domain/IISLocation/discovery;[On

, 0Off]; [storedescription]”
f&:

X-E#% 059, AFRMNARE,

storename - FZFAREIERNZ . LEXKMSTE StoreFront fRS 28 LREEMNRIF—.
servername.domain - £ EN A RIEHNRSBHNTLRETRZ.

[ISLocation - IS AW BB IERRE. MARE URL %95 StoreFront FiEd x4 URL —%. A
s URL B98z0a0F: /Citrix/store/discovery, E3XEX URL, i&EM StoreFront & H—MFifEX
, FIBERREEITH, AEEH Address stEHH URL,

[On, Off] - Off EMAKFER N ERAMMNAREIE, MMERFEBERETIHNXLENAEE. MREX
IEENABERS, MRKINEER “FF
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« storedescription - EEERHE, g0 HR App Store,
7. Am=sRE Citrix Gateway URL. #IX\ URL (9B (DS 9 :

o~ fl: CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com#i

Storename;0On;Store
Hrh #Storename 2 Citrix Gateway [SEHIR A& ERIBE o
AR

« Citrix Gateway R A@E URL 2 5IRHPNE— URL (5% STOREO),

s EZNABELER, RAFEER— Citrix Gateway &S URL B2 &,

o ERALLAEREER Citrix Gateway RZAREE URL Rz##ER Citrix Gateway 89 PNA Services s,
« 18% Citrix Gateway RA®EE URL B, REE /Discovery B,

BHhR4s 1808 it2, 37 Citrix Gateway URL/StoreFront tk/ 5 REMA N ESISEN BEF EH BEIEERIETN
B, T"RE&E,
AR
Citrix Workspace W BEF A 1808 RESRAFEEASHTEDHITER, WRALZ 1808 HESHKR
7, MHBAEE Citrix Workspace B FBIE R LUEFR AT S B AE Ko
PRI

« Citrix Gateway URL R5I#E &A@, /5R StoreFront URL,
+ AZ#F%4 Citrix Gateway URL,

AR
BPEaLGEE Web SIS 8siA RN AEE. AP A UM Web 55835 R Citrix Store, ZAEM Web EahEiMl
NARFREE. RIANAEFEEEBF BN RER Citrix Workspace N BIEFITIEE,
EXMERT, FTRERENAPRERNKF RN, XeLUBE g EREI:
o E@p Citrix 117X 3% CitrixXWorkspaceApp.exe £&%Z /3 CitrixXWorkspaceAppWeb.exe
DUEBORINK P SHEENIT R, ESRBEXM4E, FEEERRRERANKAIHEE,
o ARBERBIREIR: 7 Citrix Workspace AR RER S HIREURINM LR, BN TR, &

A RIS R BERIR P Self-Service A T2 EnableFTUpolicy, X2zt EH#ITHIZE;
EZTAERFRERF.
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A EnableFTU - .
Ei EnableFTU S .
{® Mot Configured Comment:
() Enabled
() Disabled
Supperted o [ ) Ciri Workspace supported platforms
Options: Help:
Use this to enable\disable the FTU dialog
Cancel
18R AR S5 A MR AR

s3FEA Citrix XML Service B5&RTF Windows #9 Citrix Workspace R BiERF, AILUSHEE NIERIRS 28401
ZhRs (DNS) %%, mIE IP #udk,

BERR
BR3E DNS IFIE#RBAMECE e A ILThEe, BN, Citrix BINAEEIRS 8’ LB DNS BRI,

BUAERT, DNS BT TERS B LR TFERBRS, 1 Citrix Workspace MBAERFHAFERARS, 2 DNS &R
fRITTEARSS 28 LR TR AIRASEY, 75KRIREX DNS & #R89ES Citrix Workspace R A2Fi#%&E IP #iit, 7E Citrix
Workspace M REFHAEEZA DNS A#F#fT.

ENRERFIRERA DNS BT, ERITUTRE:

INRBRSSFEBE- DNS SR, WHEBRSERFIREHIIRE, BJUNENAYIRERA DNS RM#fT.
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JINCy

AMRFESEATEUESETENE, FREERLERERS, RITTMRIEIFTIMREFEESEATESH
HILBYRREES IS LARRR . EREMRRIESRT BIEXIL, EREEMRZAT, BSBHITED.

1. =/ EEMmERM xmlAddressResolutionType 711Z HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\

Lockdown\Application Browsing,
2. KEIRENRN IPv4-Port,

3. MXAPKRENS I AR EELTEF.

ficEd

October 20, 2022

FERERT Windows 89 Citrix Workspace MABEFEN, AU TEENHNERENBEFNEHEH,

BEERESTERER

#331e T 5iFATF Windows 89 Citrix Workspace M AEEFHNERE SAXMESIFESEI,

IhEERE &8

WMREFIFFEFE Citrix Workspace R AR HIRE, FiT8 U7 Citrix Workspace R AR RS AZ /M
BThie, BMEZINREE ZMIFMLt.

Ak, BAVEEATHEETSE U E R LaunchDarkly ME=75RS. AR EMEMERERN T EAZHE LaunchDarkly
mE, BHEEE T LB REMNEAERRIENRIN, EXMERT, ERBREEREIRE URL 3 IP ik
BA%EE LaunchDarkly BiiE,

AILUEE U T AR EAEEE LaunchDarkly BomEfiEs:

BERZFEZILT URL RRE

+ events. launchdarkly.com

e stream.launchdarkly.com

e clientstream.launchdarkly.com
* Firehose.launchdarkly.com

« mobile.launchdarkly.com
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FEARFFIRPFIL IP stk

MBHFIEAVFFIRFPFILE IP sk, 35S LaunchDarkly public IP list (LaunchDarkly 28 IP 5I%), REXY
HIFAA P #UEEERTIR, PILAERLLYIRR T BRIENHASRERTEHEN, UWESEMENENRRE—. X
ERZEMTERREIFMEE, ES18 LaunchDarkly Status B,

LaunchDarkly 2£#Z%
NREE Citrix ADC LR U TRSHFMBERE X, BRIV AEFETEBS U TIRSEE:

+ LaunchDarkly BR%.
+ APNs fiinf28hRss

28 LaunchDarkly i3s3
ATLUEARA KR (GPO) HErg2 A LaunchDarkly AR,

@idiz1T gpedit.msc 77 Citrix Workspace Rz B2 4H SRBE 3T R EIRIRIR
EHENRETAT, BEEEEER > Citrix A1 > Citrix Workspace > &#11%,
EERIEAE=ARERIERBHEEIZEN “BRA7

BN AMBE.

> w N =

HEl LUEREMZREZA LaunchDarkly BRS.

1. T MRS,

2. 8 it E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix 3 HKEY_CURRENT_USER\SOFTWARE\
Citrixe

3. BIEHFNZTRA EnableLDFeature (9 ft&F 778 REG_SZ, HiGHMEIZE R False,

4, BdFHEFBEN Citrix Workspace M BiEF LUFEFIHBIE R E K,

PRI REIERIR
BTN A AR R EEEIREE L T RAFN

o MBEEH

. KBRS

« ORGSR E

- AFEEH

s EEAFIEE

o PR,
&R LS receiver.admx/receiver.adml EiRX 4B TIRERMAMIT B EIR, TR, SERAS
BEEIRITHI & SRR 4. % Citrix Workspace ARFIEBEN AT BN U RS I FRNAFIEEN, SAIFE
BER. EEREMARPIGE LHTEN, BERIRE LMNAHARKREESR S N IER S,
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Citrix ZiER Windows AT %R (GPO) BIEEIREE Citrix Workspace R AREF.

REBREIE CitrixBase.admx #fl CitrixBase.adml U R EBEBEIR X 4 (receiver.adml =

receiver.admx‘receiver.adml).
AR
admx fl.adml XtEBEFEBIMFIRFIREIF Windows ks,

N 8 k& VDA & % T Citrix Workspace R B #2 %, T ADMX/ADML X 3@ & fii T \<installation
directory>\Online Plugin\Configuration B,

IR =% Citrix Workspace B2 FE k=% VDA, W ADMX/ADML X#@® M F C:\Program Files\
Citrix\ICA Client\Configuration BR%,

BB TRIKEE % Citrix Workspace MABREEFERXGERESBUENER.
=

Citrix BIEERMERhR A Citrix Workspace M BEFIRE GPO RiRX .

X XHIE

receiver.adm <Installation Directory>\ICA
Client\Configuration

receiver.admx <Installation Directory>\ICA
Client\Configuration

receiver.adml <Installation Directory>\ICA
Client\Configuration\[MUIculture]

CitrixBase.admx <Installation Directory=>\ICA
Client\Configuration

CitrixBase.adml <Installation Directory>\ICA
Client\Configuration\[MUIculture]

} =r

AR
o FNEFK¥ CitrixBase.admx\adml #&inzlZ<it GPO, B ICA XHEZHREAEERER,
« Ft4% Citrix Workspace R AEFERY, BERMERSXGRMNEIZH GPO ., SNEFELHNIZE,
BEXEAEE, BSRUTIE:
EF it GPO i receiver.admx/adml #ix x4, EHITUTRE:
AILUER.adm BEiR X HFE B2 GPO MEFHEA GPO, E&iitE X &1 ADMX X489 Microsoft MSDN xx
=,

Z % Citrix Workspace NABREFE, EFILTFERMS:
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XA

EHIRIR

EHIBRIE

receiver.admx

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

receiver.adml Installation Directory %systemroot%\
\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]
MUIculture]receiver.
adml

CitrixBase.adml Installation Directory %systemroot%\
\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]

MUIculture]\CitrixBase
.adml

=r

AR

3 CitrixBase.admx/CitrixBase.adml # 02l \PolicyDefinitions Xk, UEEEEEIR >
Citrix 481+ > Citrix Workspace FIER 4

Nz TR RIF

AR

[z FRFE (R ERBE G T i B R R AP R INAERIAIEAIR (HRBERREBR TAAIRIE AP IBA). NA
EFRIPRIEEZEBHWEEXNTARTIARMRP. B8, MERFRAANARE, HREEMICREEN
AR RS R, BARNSHEORFIFMARRX LR, EHNTERIEEFELEMIBEPRHETENRF.

N ARFRIPE—TKINThee, A A Citrix Virtual Apps and Desktops #1 Citrix DaaS (IAgi#rA Citrix
Virtual Apps and Desktops iz$3) BYfRERMR SN, ZINEEMRS T EF RS REICRNRERRSERER
eI, HARFFRIPFAIMEEERE ENAF SBNSREERSENEER. ZIERHLEAPIREESNREREE
UK fE AR IC R B UNEEFAIFI UK o

[ 2 RIPIHAE B R IGTE 1 oI IEAR 55 88 E RIEEMIINFRTIE, E 4 M7F7E Citrix Virtual Desktops ¥ aliE. & XiFA]
BIfER, B2 Citrix Virtual Apps and Desktops XA4shRIEDE B4
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R
« Citrix Virtual Apps and Desktops fgzs 1912 S{E Sk
« StoreFront 1912 5% Workspace,
« Citrix Workspace M B R 1912 RE SRS,

NEFM:

« W7E Controller LEAMARFERIFINEE. BXFMER, B2 Citrix Virtual Apps and Desktops X
HREY R FAEF RIPER S

B LA T A EZ — R ARFERIPAMBIEE Citrix Workspace R TR

o FEAGSTRES GUI 2% Citrix Workspace R AE2FHAE], =&
o NAEFEEE (RERE),

=
o IWINEENERMERERS (5190 Windows 10, Windows 8.1) £,
« Bhir7x 2006.1#2, Windows 7 &A3z#f Citrix Workspace M AR, Eitt, MAREFFIPE Windows
T HREER. BXFHAEE, BHSHRFR.
o ZEIESEEMIY (RDP) FZiF It Ih4E,
it HDX BRI

AR REFRET RBRZIERTIRFEHETRE, XERELIEE PowerShell #17EE, RETAFEIUL
BaYRY GUL,

=z

AR
BhR4s 2103 #2, Citrix DaaS #%3¢ StoreFront #1 Workspace RN BEF R

A2 Citrix Virtual Apps and Desktops #1 Citrix DaaS MM BIEFFRIPERENGES, BBANAEEF.

A2 1R4P - Citrix Workspace MAREFHHES
AR

o NHENEERBIETEXEMEY, TENARFRIPAGEETE Citrix Workspace RAREFH,
o AN AREFRIPANG T RESFImLE ENFSEHERIEE.

7z Citrix Workspace AR REIER, AIUMERUTHEZ—BENAREF R

« GUI

o RITIEO

GUI

7 Citrix Workspace 2 R&dizd, BEAUTEERGENARFRIPAS. ERRANBREFRF, R
EREREUSTELTR,
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administrator,

Install Cancel

AR

AREIEPARABANAEFRIPFESRERSZRIFNNAEFNHIER. BRRIETLENAEFRIPA
o

a5

27O

3&1£ Citrix Workspace R BiEF R IEH, FAMLITHX /includeappprotection FIIKBREFRIPA
o

TREM#TEXRRIPVEENGES, RERRATEE:

N RREFRIFEHE RRIPHFS FRFFNER

@ &1 Citrix Workspace [Zfi2  BEBIRSEHNSHIRIEEER/A  EEHRO. &&. E[ Citrix
R FIERIHEE Workspace HRiEFHEIRHE R
EPmBEmMEERE. HRintkH
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I IR RIPERE SRIFMNEER AZFRIPFNRE
7z Controller LE2& ICASIERE (NAREFRMEMH) EEBO. 1&&. EA Citrix

Workspace HZAEFHEIRES.
BEFIREENEE. RNKF

HEERREEEN, RERRIPNEOELET. SUUEZRRIFEONTNXENEEBE. B2, IREHR
PrtScr 23X Windows 10 i&& EMRFREEE, NpMs/ VEZRIPIED.
FRERIT A
FRERIT ABURF A R AR BB ZRIFRFEIRRY StoreFront B9757%,
AR
o Citrix Bi&ERZH Citrix Workspace N BEEFBohZRIFBIRIE,
« iEAT Web 9 Workspace Er91779:

iEATF Web 89 Workspace BRB R BRFFRIFAN. FREZNARFRIPEBRIPHNNBER. X
FIRENZRINIFAES, BERAEERKR,

o FLIEFRARFEFH Citrix Workspace R ERRFRATHITA:

7z Citrix Workspace M AHEFARZS 1911 RBRRAH, 7E StoreFront AARKZESZ M RIEFRIPRISRIPH
R R,

+ 7£ Controller LA E T AR RIFIIAEN AEFHITH:

EERE T M ARFRIFIEER Controller £, MREZRBHRRIFNEARR, NARFRIPFIESRER
o AR TIHEE:

Citrix Workspace App

This app requires app protection component. Do you want to install app
protection?

Yes No

BREURENAEFRIFAG. 25, ERIUBRHRRIPHNARER.
o ERAZEKENIN (RDP) BZRIPRIENITH

- MREZEK@MY (RDP) £iF, MWERNZRIFRIEFMFERE,
- TAmEniEKE MY (RDP) 2EFHREHZHEIPHRIE.
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N 2T RIFECE AU SRINAE

LAE, BOAMERT, BRIEEESIMNBBRSHEHGNEER IR,

Bhiz 2012 2, ErRUERASHIIEESEMEMRSEHEFFRESFEERBRICRN R FRIHIATIEE, ErRILUE
FA4ASREENTR (GPO) SRESELE ThAE,

pE =
Itk GPO #ZEEERIER T ICA #1 SaaS £i&. ICA #l SaaS =iE#44{EA Delivery Controller # Citrix Secure

Private Access #1715,

HBEBERS M R ERE N AEF R

BiLiE1T gpedit.msc fT7F Citrix Workspace W BiEF AR R EEIER,
EHENRETST, BEEEEER > Citrix £ > Citrix Workspace.
EHEPRSEENEELE R BRICRNRERBR, HEEEMRS > BENBREFRIPKRE.
EELU TRz —siFEeER &

o REBEIZFR: PHLLRRICRBFHRITRE,

- REEHR: BLAFEZRREENAZERR.
5. BENBMHE.

> w N =

NEHRIIERRIEEN AREFRIF:

BiLiE1T gpedit.msc $7T7F Citrix Workspace N BiEFAKIEITR EEIER,
EHENRETAT, BREZEER > Citrix 41 > Citrix Workspace,
EREMWIEEEREERBECRNREERR, HEEFERAF MBI > EIENARERFRIPHRE.
EEFEUTERZ —FENERZE:

o RBEICR: BHLEERICRFHRIRE,

- REEHR: BLAFUEZRRBENAZHRR,
5. BEMANHBE.

>N =

MAREFRIFEIRES

BiRZA 2103 &2, MARFFRIFEEEER Citrix Workspace R R1EF BERN—I 2 #1TIRE. BXxBAEWENFHA
58, FERET IS,

BERERENEAE=FUARFEZIRELBREZFRIFASE. B2, DebugView AT ULSATF AEKE,
NMAREFFRIFAEEMENE L AL, BREXERT, BRITUTERE:
1. M Microsoft Web it R F#EH =% DebugView AR,
2. BRI RTIAHEBITU TSRS
Dbgview.exe /t /k /v /1 C:\logs.txt
MEEBTBIF, ERIUEE log. txt XHHHAE,

ZaTETUTRE:
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+ /t -DebugView R FfERFEBHXIEF UR/IME A B,
« k- BRRAEBR,

o /v - BREHARZER.

o /- FaHicREEXHo

ENEN 2 RIPAM

EHHNARREFRIPAN, BAMRGFHEE Citrix Workspace Bi2F. ENRMHAFUEERE.
AR
R B2 ARIPRTE MR A 1912 FRHAFHRBY 2255

BRI RE

o tkIhEETE Microsoft Server #2E& 4 (5140 Windows Server 2012 R2 # Windows Server 2016) H7%
%o

o WERRIHR A ZHFUILINEE,

o EfFILINAEIFEIETT, 57 VDA L2 BE A IREINER EE B 5.

N FRTERF 25!

R FAtER 3 o ¥r A P B Citrix Workspace NARRFHHEARFNES. BRIUAERRARGEZERE, H
AP — B FEERNNBEF RN BEFE,

BXFMER, ESA Citrix Virtual Apps and Desktops S48l R FAFZF 4.

’E7T ICAXHNR 2N
LEIRERI R BN AR M R E SIS B oiHAE AL R ICA XA RHRHIZRM T 2,
Citrix Workspace AR AT EEREINARFNKERIERN ICA XHEHEERARNED, MIFAEES,

LEThEE ST EMRE R E U RELMEFENTTAES KA ICA XHNEEAERRG. LIt ERTEESAT Web i
Workspace tEmMEINE ARZFMKERIE

EcE

@2 Web i5ia) Citrix Workspace ¢ StoreFront B, #32#F ICA X##R2, MRILLEL Web ipRIE i, T
PRI TR N & & . MREMEMNYI2RIA1R StoreFront, &7 StoreFront FBEH web.config XX
HhERUTEY:

StoreFront fg4s Bt
2.x pluginassistant
3.x protocolHandler
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BRI E RN ARER, ERHNN Workspace R AEF. MNRARETIZIET, HEMRNNES cookie HEH,
WNRZ Workspace ZE, NaLLELSSMEKFIZRE > 54 > NAEFNESEBHEIETCRERE A IFRILLE,
&E] LUK ENES MBI E U E R ERFEERAANTTN ICA XtBoisiE. ERUTERSE:

o BPig ERESRERNTR (GPO) BIRER,
+ Global App Config Service.
« EATF Web # Workspace,

£ GPO:
EMHIEMTERETE AR Y ICA XFBThaiE, BRITUUTERE:

@idiE1T gpedit.msc fTFF Citrix Workspace W Bi2F AR R EEIER,
EHBENEET ST, RESERIR > Citrix 414 > Citrix Workspace > Client Engine.
EEZ2 ICA XHRIERHRBHHIRENERM.

BEHMBNHE,

> N =

£/ Global App Config Service:
ATLfER Citrix Workspace FZR#EFF 2106 &89 Global App Config Service,
BREIEMTEETEAS LR BB ICA SXHFBEIRIE, BRITUTRME:
KPEIEERE ICA X EHEEREN True,
&% Global App Config Service Hi¥4ifs 2, 32 Global App Config Service 344,
fERIEAT Web 9 Workspace:
BEFERIEAT Web 89 Workspace BYE IEfEASHIBE R ETE ICA XX, BRITUUTERE:
iz17 PowerShell &%, E2#ECE DisallowlCADownload,

AR

DisallowlCADownload FEiEREATF StoreFront 2=,

SR ES

BREUME R T Citrix Workspace M BIEFUERENSTE, X REATEER Citrix HTHRIERRR, HEHIE R
BER TR MR

EEILfER GUI k&R S,
WEBRE:
1. AREBETEMXIEFH Citrix Workspace M BiEFERH ERESHRE £

2. EFATIE,
AR “BEWE” XWIFEE,
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@ Log collection - X

Modify log level only if requested by your administrator.

Log level

Medium v

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. ERUTHEERZ—:

B
.
. 4
4. BEFFANERSUENREHRERFTNES.
ARSI RIE FtA,
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@ Log collection — X

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. ENMAEGE, fHFLERERS.
6. BERFHSKBSREIMEMLE,

HDX BENEMLE

HDX BEREUErE R HEXE PSR ICA ENSEETE, BEEARNHBESTIRENRSNE,
X—RENEATERESIEHIECRIET AR, LHEESEENER,

RUEFHREMN. EROXAEE. ERPNITER. ESHNUERRMNDYPER, AIRARF ER,

RIFENESERXEMURE ICA IFFHNHEERES SN REM~ERFEM. MREMXMER, FLHEFELD,
DI R R EHIERN SIE=ENTIMH RIFME R B,

REZERTF Windows i Citrix Workspace M ATEFF 1811 XE S RA A ZH#F Ik IhEE,
BE:

HDX B &M &R IHGME R iniE 2 VDA SE THEHAK, Fit, 2R CTX125027 HrtER
in BIRERHEAKBERTEER.

BiEN E 5

BiEnN %52 Citrix Virtual Apps and Desktops # Citrix DaaS s#—##l %, A& Enlightened Data
Transport (EDT) 7 ICA EZHN L RMNAIINEE. BXi¥MER, B2 Citrix Virtual Apps and Desktops X
AR EE R EHE .

©1999-2022 Citrix Systems, Inc. All rights reserved. 104


https://support.citrix.com/article/CTX125027
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html

iBEAT Windows B Citrix Workspace R BiEF

“BREE” R

BB E BRI HR Citrix Workspace A2 FEMNARKBEHEFENBSREEMERNTAEREAR, XH¥
ALUBRAFPEBNEERATNAEEREENRE. BEME, BRI

o —EERE “BREER Ko
o ERPIREUTHEIRE:
- BURWE
- EERO
- EEENER
- REMESE
- = DPI
- XHER
- RESRMEIER
- Citrix Files
- Citrix Casting

EABEEPDEE “ERENEY ER
AL fER Citrix Workspace M RIEFARIEITR (GPO) BEERIERIEE “S&EEM” K

@3z 1T gpedit.msc 77 Citrix Workspace Rz Bi2FF4A SRBE3 T R BEIRIRIR
AHENEET ST, EEEEEIR > Citrix Workspace > BEIIRS > S4& EEBUET,
EERASREIRTRE,

EEEBAEEHMXIEHE Citrix Workspace ZAiZFERARREPIEE “SRE RN £,

N =

=W

AINERT, EERARECE XD,

£ “BREER” RPRENERE

B LUEEA Citrix Workspace A2 FAREN R ERRIRESREENRFISHAFATEENRERE. BRER
B, BERITUTERE:

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EEIRR,
2. EHENEETST, BEEEIEEIR > Citrix Workspace > HEIRSS > B4R EETHE,
3. EEERTERENIEENER,

TR T ERT LOEFANET A K8 MEEI R0 -

I 1B1F

RECE BRRE
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YEIR 1BME
== faRHgE
B BERgE

BT “BREER RPREUTRERE:

- FREHNERE

o EEHD

» = DPI

o RS

o BIBRRFAIERD

o BERMESE

o REFAMERIEE
. XHHMER

« Citrix Files

« Citrix Casting

EREMREIERT “EREIEM RHi2E “EE Workspace” £
AR EMRRIESTE ‘SR E IR RAFREEE Workspace £,

1. BohEMREIER.

2. EfEI HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

3. tlE— I FRHEETMED EnableFactoryReset Hi§HigE N U TERER:
« True - £ “BAENEI RAPER “EE Workspace” 3£
« False - £ “B&EED” KRR “EE Workspace” &I

£ “BREER” RApRE “Citrix Workspace E37” &
AR
“Citrix Workspace B#” (SRS IR R S “BREER” RPEFEENEMERTR,

@dia1T gpedit.msc 77 Citrix Workspace R B2 4H 5RBS 3T R B IRIRR
HEIHENRETAT, HEEEER > Citrix A > Citrix Workspace > Workspace Fif.
%% Workspace E#5g,

EREERAESREENRFRE “Workspace B#” &8,

>N =
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StoreFront |/ Workspace URL i¥#%

I INRETE R R TR hR iR, @it StoreFront Zl Workspace URL 3%, ERIUERBFRERVHER TERER
F* M StoreFront [ F ST 48:F# 5 Workspace MRS,

BER, ENREREZBP#RAAE Workspace B AREF RN T —4 StoreFront A& & storefront
.com, ERNEIER, ET LI Global App Configuration Service F1#2 & Workspace URL BR 53 {‘store-
front.com’:’xyz.cloud.com’} 89 StoreFront URL. Global App Config Service #thi& & #iXFIFN T Store-
Front URL storefront.com MIEEFMKITEIRE EMFETAE Citrix Workspace MAZFSHl.

KiMEIEERE, Citrix Workspace B FRIERi&E4H Workspace URL xyz. cloud. com HRiIABS— N AE
5. AP BEh# Citrix Workspace R BEREY, 3377 Citrix Workspace [ FBIE. LEIARINE StoreFront [
Ff@E storefront. com A NNE Workspace M AEFH. AFBLTUER Workspace [ BRI
FEIEIRE] StoreFront ARE storefront. com. B R A LUEHIEIET M A F HYi% =& & £89 Workspace
2R fiER StoreFront RZA®E storefront. com. MERATLLEE Global App Config Service 5emo

BERERA%IEE, BRITUTIE:

1. #£ /A Global App Config Service ¥ StoreFront & & Jy Workspace B4, & x Global App Config
Service B2, 3EZ1A Global App Configuration Service,

2. 448 App Config Service hpys#i:

”serviceURL”: {

Purl”: ”https://storefront.acme.com:443”,
"migrationUrl”: [

{

Purl”: ”https://sampleworkspace.cloud.com:443”,
?storeFrontValidUntil”: ”2023-05-01”

}

]
}

)

Psettings”: {

"name”: ”Productivity Apps”,

?description”: ”Provides access StoreFront to Workspace Migration”
)

YuseForAppConfig”: true,

YappSettings”: {
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"windows”: [

{

”category”: ”root”,
YuserOverride”: false,
YassignmentPriority”: 0,
YassignedTo”: [
?AllUsersNoAuthentication”

1,
Psettings”: [
{
”name”: ”Hide advanced preferences”,
?value”: false
}
]
+
]
+
}

<!--NeedCopy-->

=

P =

MREEEREEEM NS, FEMA POST,
NREEERENENERABEE, FEA PUT HREENERGNHEEMEZZFNIZE,

3. 7t serviceURL #3F35%E StoreFront URL storefront.com % URL Ky{&,
4. £ migrationUrl 289 AEBECZE Workspace URL xyz. cloud. com,

5. {£F storeFrontValidUntil TJi& & M Workspace M BZFH ik StoreFront BB EMMEIR, hFEE
RELEFEL, BILMRIBEMERIGE U TE:

« X7 (YYYY-MM-DD) E% B
AR

MRERM T I ARBE, WxES URL B IZENMIER StoreFront ARIE. MREIRA TIFHKAEY
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HEA, StoreFront ZAREREIRER BEAMIER.

#i% App Config Service i &G, ¥ERUTRR:

Citrix Workspace — O b

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

R gL BNz Citrix Workspace ¥, Workspace URL #7102 Citrix Workspace BiEFES, HEKE
TEHBIEHRT. AP AUERBRINETHISFIRIERZIA=R,

N 2Rt
@it Citrix Virtual Apps and Desktops #1 Citrix DaaS Rt M BEFEN, BZERERUTARUNRERFFR:

o Web iAiaiE - IR FMITEMEE, Citrix Workspace M ABEFISREE TR REIARN BEFSEmN
IheE. AILTHNE2SIAIAER T Web 89 Workspace, LUERHERFMIENNAERF. HLHERXT, T8
EARESXREETRFANEE L,

« BIIRSEER - @iTiE StoreFront tk~ 7MNZ Citrix Workspace M A2F ¥ Citrix Workspace R
BFECENiEM StoreFront Web iR, AILEE BEIRSEN. BEIRSEXRIFEM Citrix Workspace
MRREFAFAEITRNARRF, XHLRNAFARSHBNARENERABMN. TEBRSEXT, BTN
RIEFERERS. BTN UREENARFXRTIEE,

©1999-2022 Citrix Systems, Inc. All rights reserved. 109



iBEAT Windows B Citrix Workspace R BiEF

} =r

AR
ZINERT, Citrix Workspace R BIEF AFEERERE “FHR” REh B RHINAER,

o XiRFEARER - BEER A LU Citrix Workspace M BEFEE N BRI EIEE “FFR” XEhgEm EMEN
RAREFMEERESR. ®WES Citrix Workspace MAREFEIARZEM. FEIRES IER A FEEREN
Windows SMZEMHERFFEEAGHNNEER, ZUBEEREAEHIINBEFNIIE.

BXFMER, 5507 Citrix Virtual Apps and Desktops X#4HrBI8] 22 (T 4AER D

EEEBBRSRR

B BH#%¥% StoreFront i~ Z 0% Citrix Workspace W B#2F a3 Citrix Workspace M AEFEENIERA
StoreFront 5=, ATMUEEBERSER. BB RFAAM Citrix Workspace AP REITRANBIERF. XMiEiE
B P A58 5 %% 5h R A S S B9 3 AE B,

AE:

ZINERT, Citrix Workspace RABEFAFRAFERERE “THE” HehE RN BEF,.
EEMRSERXT, EOLRIESERRERES. BN UREENAEF XBFIRE,
BRBEHINR AR AN BEFIREMNIRAEEE:

s EREMNAREFIEABRENARER, UWELKIGEM Citrix Workspace N BR2F kR, BiEFRSH
KEYWORDS: Mandatory KiinZINBEFRAEEE. A=BAAFRERTBCEIT RGN BEFN ‘MR ik
Ijl,

« EAMAMERAPITRE N BEFNNBEE, BEFRE KEYWORDS: Auto MnELRREE. AFRES
ZNFARIER, BN AEFE BT, MEARAPFITHE.

- BmBREENARER, HEBEIE Citrix Workspace By “¥5ik” FIRPIIHEBNNAEFUEEESZ T
#%E, EEFHFE KEYWORDS: Featured Nz B2 % BEEHE,

ERARBE RIER B EX N AIEFRESANIE

1. #@dia1T gpedit.msc 77 Citrix Workspace Rz B2 4 SRBE3 T R EIRRIR,
2. EHENEBET ST, BEEEEER > Citrix £ > Citrix Workspace > BBIARSS.
3. %EEEE SelfServiceMode %5,
a) EREERAUEEEIRSHEF RE.
b) EREZBUFMITRNBRER. AT BRSHEFRE.
IR BN AEF RS RS,
RIBRERFIAT,
R AFHE,
BFEzh Citrix Workspace Rz RiEF LUER MBI E L E o

N o 0k
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&R StoreFront tk iR B BEX N AREFRIESANIE

1ZETLIM StoreFront b7 “FFiR” BEMSEm LIZBEREFEA R, FTLUE THIREFHINZ] <annotatedServices>

89 C: \inetpub\wwwroot\Citrix\Roaming $# web.config 34 :

o BRRESRKRESRAEL, 5% PutShortcutsOnDesktop, &&: true 5 false (BiAA false),

o EREARRIAE ‘TR F%rh, 35EMA PutShortcutsinStartMenu, 88: true 5% false (Bl true),

o B “TRIR” REBPFERAAFIRR, EER UseCategoryAsStartMenuPath, 1®E: true 5 false (BiAH
true).
AR
Windows 8. 8.1#1 Windows 10 RAKFE “Fia” REFBBRMAXNXHER, MERRERNAREFRERX

HRTERNBER. “‘MARER” @ Citrix Virtual Apps and Desktops #1 Citrix DaaS & X8 “351)”
FXHFA,

o B “FHR” RREFAMERESNRESNER, 5EMA StartMenuDir, RE: FHRME, BRRESR

B NEIX R EZ o
- EENRTECKYENNARER, E#A AutoReinstallModifiedApps. &&: true =% false (EkikA true),
s ERSELARERESRETENER, BEA DesktopDir, RE: FHHRME, ITREARTAIINX
FRBERo
« EXEE A “add/remove programs” LAIEEE, & AB DontCreateAddRemoveEntry, &&:
true g false (BkiAx false).
o EMFRNABEEFUFREECNERBRMENNAREFEXMAHREERS A Citrix Workspace Eltr, &R
SilentlyUninstallRemovedResources, i&&: true = false (ERikK false),

£ web.config X/, FEXRFMEIHFH XML 357, EEI BRI TARATIZER LS :
<account 1id=... name="”Store”
EEBD LR R </account> R,
WP ER D ERZ A, TERIJLTR SRS
<properties> <clear> <properties>
FILUEBMERINEILLER 28 <clear /> fRi2ZfE, ST EMS—1T, FHREBHMME, Flan:
<property name="”PutShortcutsOnDesktop”value="True”/>
AR
£ <clear /> IRZZ RIFINM B TR ATRERFER R M. HRINBMEAMAERMIER <clear /> ITiZBFIERE,
LU R UL ER 7 89¥ B fl -

<properties <property name="PutShortcutsOnDesktop”value="True”<property

name="DesktopDir”value="Citrix Applications”>
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BEE

EZIRS[/IER, F—ANER—ESRSBREXNRS[/AENAE, R Citrix StoreFront EBIEH| QKT
EHERMEREMIRSE S L1517, TlE, BENEERMBNEREZERIIRSH(E, WEEHBEHNEMRS
5. BXRIFMELR, 155 StoreFront i,

/8 Citrix Virtual Apps and Desktops 7.x FHENBEFREBEXNAEFRESRNUE

B LU Citrix Workspace AEFEE N BEHERT “FiR XRHTRLE ELRENAEFMSERESR. B,
BB S 2 airERTF Windows 89 Workspace krast8M. 182, ks 4.2.100 #5| N T A Citrix Virtual Apps
BNARFEERFINARFRESRARENDIRE, NRIMEPE—LUARFREET—RNUERT, LINEEIES

BH.

£ XenApp 7.6 BN AREFIREBEX N AREFRESRNUE

£ XenApp 7.6 FERCESNAREFAHRES .

1.

2.

3.

7 Citrix Studio #, HEITARFRERR.
EVAEFRERED, EFXM. FHERESR, JLUsENAnRR N NAERERF.
AN TR RIS HRVER. BEESUN SEIFrRERFR R E,

ENBEFZEIFES, ALUERIEEER Citrix Workspace R BIEF B RN BIEFHZER, Fig0, me
Z70 Microsoft Office BIEFRIIRIEAT, BN Microsoft Office,

EH RBRESNAMEAF RE ERIE,

. BEHHE,

Studio

MBI R N AEFFIRETHFESR

ELUTERT, Citrix Workspace 2 FiRHMMEHZEHI.EXE FFRAOTIEE:

« BRERN, NAEFKERSUIER, SE
 FENNAEFFRATHFESR.

LEINRES RZ SR
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1. EEPIHITEN LN AEFTFR,

2. BNRAREFEFREFTAMMERZIHRN—MERLE.

3. NERE, BESE—MANIR (HE, BIEWLIEBRERHEITER).

4, HIGEMRILUEZERTF Windows # Workspace #E53E it MMIEHE Z SHIEFRE LI X EEFR,

MEEAT RemoveappsOnLogoff 11 RemoveAppsonExit, 3 ERFESXERNERBIIN BEFHREER,
EER TR 5 RIEITER :

1. £/ regedit &0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f§ A regedit & f0 HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER i %c4k=TF HKEY_LOCAL_MACHINE,

/J\I|:,\

AMRFEFLHESBERG, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HAVR RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA], BSBHITED.

RIFTBENEREEENSLEZE LRSI RRFRARITX S

1. HEREFIRITEN L, AFENARERFLIBERAINITXG. BEMEIBERAIRITXN, EEMERARRERM
2UfEA Citrix Workspace R RI2FRIITEMN; Citrix Workspace B REFEERATHIT .
2. M%APPDATA%\Citrix\SelfService hREFRAAITXH. BREE.exe X,
3. BXLERITXHEHIZEIMEHRE,
4. FIFEMENESNIEFHITEN, FHRE U T EMRI:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v CommonStubDirectory
Jt REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
¢) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. MR R &, &
£ HKEY_CURRENT_USER Lt #& & L F & &. HKEY_CURRENT_USER # £ % %4
HKEY_LOCAL_MACHINE.
d) BHEHEHES) Citrix Workspace 5z BIER LUFEFM B E R E

W o
H o

TRIRHG:
FTEBNET AR IRES HI A H

ATAPEZEFERER “FFR” XRFHNEAERF (BBIIRS)

MREEBR T EERETAER, BATAPERERNEIWE RN A LR EFRNEER:
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RFEAPEFRRETE “FIR” REPHNAERF,

MRFLEAFERERERT ‘TR XRPONBER,
EEHEEFRENNAEFRESIREERE L.

“FFIR” REHPFARERANAREFRESR

WMRAR

L BBRSENECE Citrix Workspace R REF.
IS, EFE ] LURIB S Z 80 S B shTRECHI A58 R

RREFXRETFIRE,

T Citrix Workspace MRBEFEREEFIER, ARG
NERBERE LN/ N AEFEREZREFLE,
RIBREE A B oh A &GS AR,

—aXANEN, BT FTFTEHAFCFERENAEFRESR. FHEFERT, REBNGEEN

Yi23iin); &% Citrix Workspace MBREFEFRRITEMESR, REMNKNEERT Web # Workspace, FaILUE
Citrix Workspace [z B#2FECE /1T BBhiARM AR RES N BEEALE,

MR ILE Citrix Workspace [ FBi2F B iR A
REFREAAMEE “Fia” XEhNEFLE:

KB BEFRES NBMMER “FFiR” RENHRE L

#3 Citrix Workspace M BiEFEE
PutShortcutsinStartMenu=False, BNE7EEBIARSS
T, Citrix Workspace R REF ARG B2
FHREBE “Fria” Red, RIERASLAERIEEHT
BB

MRAFRIBRVEEARER, BRFAEGNAEFHRET ‘AR XRFHEAEL, AEREETRKELHEIXMER

s

WNRFE Citrix Workspace R FEF BehiEFra R A
BERELNBHEE “FR” FEH,

MREFERFMENAREFRESNBRELRE L.

MRERERPMEREANBRETRE LF MK,

7 Citrix Workspace R A2 FE B
SelfServiceMode=False. Fr# AL AIEFEIE
BIRTE “FHIR” g,

71 Citrix Workspace R RiEFE B
PutShortcutsOnDesktop=true, FfifaFBHIR B
FHEERERE L,

73 Citrix Workspace RZF#2FECE DesktopDir= A
FHRENRBRREFHNREX RN E R
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£ XenApp 6.5 = 7.x RSN BIEFIRE

MREBGEBREARANUEUES AR BETHERNUERIIXLERES X, EEA XenApp BNAREFRE:

NREEIENBEFISERRENBEFNREME, B Citrix Workspace MBEFERE
MECATEMRSERXTRE “FHR” ZHEER, BHIT  PutShortcutsinStartMenu=false HERENARE
LU #21E, FIRE,

N ABREFBEELR X RFIFEX R H

MRFBLENAEFEREXHRPET, BEAUTEDR:

MREHL Citrix Workspace ZAEFHETE “Frsa” A Citrix Workspace i AiZFECE
XeEPHNARFRESNEREELXBEG (X  UseCategoryAsStartMenuPath=True,
x) Ho

NRFLE Citrix Workspace M BREFHETE “FFiR” #3 Citrix Workspace B2 FEE
BN ARFAL T E XX, StartMenuDir=“F$4” F&X#FFZ .

ESHER H B IRR R 2

MREFAFERFAEEMARAZRRNEEINARER, e UEAF EHHRHRBRNARERF.

NREHEE Citrix Workspace M BIEFEE5#HEHIBR  J9 Citrix Workspace N RiEFERE

FRER Rz RemoveAppsOnLogoff=True.
NREFH L Citrix Workspace M AEF/ER MR & E Citrix Workspace MAiER, f§
R, RemoveAppsOnExit=True,

ECE AN RERH PN AR
BN AR R TR Y

o BIEEMAER A RENN AZFTIE Citrix Workspace N B2 HIRIENN AR, EMINXEF &
KEYWORDS:prefer="pattern”, LtIhEEFRH “AHthrz RIEFFHIA",

ERFWTEN L REMARFZA, Citrix Workspace AREFIFIERIEENIRN, UAERTEAESHER
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EZNARRF. MREAEAMRE, Citrix Workspace ZBRRFRHITHZNAER, BFIERESR. AF
M Citrix Workspace R FAfEF&EOPREMZEAEFE, Citrix Workspace ZAERFRBBEMAMREN (B
%) NAERF.

R AR 7E Citrix Workspace R A IMEBENE T ENEEN ATERE, TR Citrix Workspace R Ri2F
R B BGHIT R Z M BIEF. SIRAA M Citrix Workspace N REFIHEEDEHE T EMNEEN BERF,
Citrix Workspace B2 iGBUHEITIRAZN AIEF, BREH,

} =

AR

Citrix Workspace A2 iTRIEN N ARFE, BRAXEF prefer. EITHANAEFEERNIXRBTRER
EIEMA.

BIUAEN AR ZRIEEXRT prefer, RBE—MREMEITHFILXRFHAZE NN ARF. AJUEERAEH
ERAUTEN:
o BISEMAERAMRENNBZFMIE Citrix Workspace M BiEF PRI BIER, BMINXAF &
KEYWORDS:prefer="pattern”, LtIhgERN “Aith BIZFE A",

ERPIHEN ERENBIEFZH, Citrix Workspace MEBREFBERIEENER, LAETEEEESHE
EiZNAER. NREBESRMELE, Citrix Workspace MBREFEITIRZNBRER, BRBRESR. AP
M Citrix Workspace Rz B2 3HEIEF S ohiz i AR, Citrix Workspace [ HIZF1§ B oh = 2E 0
(Bit) NAER.

R AR 7E Citrix Workspace AR IMNEBENE T ENE LN ARERF, WX Citrix Workspace R RiEF
RIFEHEBGE T2 BEF. SRAA M Citrix Workspace M BREFHEIH T E N eEEi B2, Citrix
Workspace B2 BUEITIRZN AERF, B8R,
AR
Citrix Workspace N BEFITRENNBEFN, SNAXET prefer. EITRANBEFEBRNXBEFTRER
e,
BIUAEN AR ZRIBEXRT prefer, RBE—MREMEITHGILXRFHAZENNARERF. AJUEEFRASH
fERMTELR:
+ prefer="ApplicationName”
b AR IMER S B ERES A XS ETPIEENN ARSI EARAEFELE, thRBEFRER

AUR— 18, WAUE—MEE. MREEE, WEEEASIS. TR IEIERX HREN AL,
BERKDANE, MAEFZMLEEANEERFHRITHNEEIFEER.

KEYWORDS:prefer= “Programs” TayHEA EEE

Word \Microsoft Office\Microsoft 2
Word 2010

Microsoft Word \Microsoft Office\Microsoft b3
Word 2010
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KEYWORDS:prefer=

ZHlE
Virus

BHE

“Programs” FHYIREEA T

McAfee\VirusScan Console
McAfee\VirusScan Console

McAfee\VirusScan Console

« prefer="\\Folder1\Folder2\...\ApplicationName”

=R

o A

il

HITREEERN S TENRES AN HREUAR “FFia” XETHRREAEFZMELER, “Programs” X#3k
B RBEERTHFXMGE, AHTEEESTEENEEPUREZXHRPNEIRNARER. NRE
RhETE, WEEFERASIS, RREXSANE, £3BEFETEERIIE Citrix Virtual Apps and Desktops
#0 Citrix DaaS R AN EENBEREA.

KEYWORDS:prefer=

\Programs\Microsoft
Office\Microsoft Word 2010

\Microsoft Office

\Microsoft Word 2010

\Programs\Microsoft Word
2010

“Programs” TEyUEA T

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft Word
2010

« prefer="\Folder1\Folder2\...\ApplicationName”

=LA

]

iy

all

EXREFERRS “FHR” FR TREXNRES X B EAETE, REMNENBEPLNEENAREFER,
BRILUER MBS RES AR 4R, MRREFAXFBRELIRHIBNERER, LEFIFEEER. W

RBEEHETHE, WHEBEASIS, REXSKNE, BEXMRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer=

\Microsoft Office\Microsoft
Word 2010
\Microsoft Office

\Microsoft Word 2010

\Microsoft Word

“Programs” TEyUEA

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Word 2010

=LA

=
=

£

]

iyl
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BEXHEMXBFHNES, 5SIH StoreFront 4L - A50ERSD FE “HAEIN.

EMETHE

HEINRE AT EE X N AR ERENEMSENERF[. EAUETERE LR —aFRRETSFINRS/\GERES.
BJLA7E Desktop Viewer i 2 RBHBIETFHEEEINE TR, TEMNETEP, BRIUAHIKFEARETLL
BESDWMAZSIPIEMETS. RIEFFARETRSIMRNIEEB D LRI BRR.

fEe ] A AT DPI 4814e DPI IEECR BB RE818E DPl. MAERMETRMER, BRABEAXNHENERRIE,

IEENERTE2RF. RERSRERE, FEFEMERNELAHHNAER. KEEERTSIEFHEITHMER
GiER,

BE&ER T Windows 9 Citrix Workspace 2R 2106 2, £2F. ZETREASIENIIFEMETRHR. RINE
AT, BEPMETHERLTEARS. EZETRETRF, NREUERENEHTEL/ \MENERSE, ERNENE
TRRRNAIFMERIERE TR, NREIIRE, EMETHERBRZE, FNAZEERIERTR.

ALUETIRE U T EMRMEZR %S B nasigaIEe:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

2Z#: SplitAllMonitors
7. DWORD

f&:

Nz FRtE 7 B Bh R a]

ERRIETRIRER UERNAEFES RSN RS RENRNENE, MATRAFREEMRLREE,
BRI IETBIRIE. MBHRIERERFERE Citrix Workspace N AEFB St &E7E I RIMETE (J1RA
FEER) 8IE#,

RS SEREEE T ARFNERNE, AFEEAT Windows # Citrix Workspace [z AT R H iR INF K
PEER, TR T —RIEZE, REFBERTEER. BINEZARER ctxprelaunch.exe E&IEPIETT, 8
HEARE] Wo

BXFMER, BESRATEAEEZAHMN “Citrix Virtual Apps and Desktops” —XHH&IE B SIEERE
o

BIAZBARIEMEhIEE. ERARIETMEhINGE, B7E Workspace s <478 ESH ENABLEPRELAUNCH=true,
HEREMRIN EnablePreLaunch &R true. BHAEE null RRFUSSHTIAER FREARS.
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} =r

AR

MREEE P HITENEE NXIFHAERE (SSON) BHWIE, NEEHEBTER. NREEEFERIEER (SSON)
MABB#ES, 5% EnablePreLaunch ;3fRINEIZE N
false,

AMERMERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
e HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERITRE:

o ERTER - MARETEAPNEREEISNRIIZER, MEREZNREAAESRENR, BEELEER
SNEMER. BRaLLUBEEREEN Citrix Workspace M B2t & &N TS ShIhEE,

o ITRIBTEE - B EITRETE I RIME EE RN, HRINFBHXERFIREEFBEITREESEHRIEERR.
SNRELART TR BRI RBEXM &M, RERFBH. AHZMEMRSB[BAR, ZSEREITRI
BIERREEN. g0, MRITRIBFABEHITRITE 13:45 #17, ELM R 13:15 21 13:45 ZEER). BEES
MERERER.

7£ Citrix Virtual Apps fR$5 2 LEEE TS sE1E:

o SIR. BAEMERTIRTIRAER, UKk
o ERTEHITEENAREFRNAFRIEIRE,

THefEMA receiver.admx XEEXFBGITEE, BR, BB ECIMRERELTEHERE, AIUERE
iBEAT Windows 9 Citrix Workspace BiEFHia sz BESCEMERE,

« HKEY_LOCAL_MACHINE BEEEFiHZEIEFE N,
o f&r L@ HKEY_CURRENT_USER EER—itBH LRAFRNAF RERENIRE. BFLHEEENRED
AIE HKEY_CURRENT_USER {8, &R LA RARE T ERERRZ,

HKEY_LOCAL_MACHINE J:ftsRE:

3t F 64 i Windows #2 15 & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

tF 32 i Windows 1R % : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£#5: UserOverride
8. REG_DWORD

&:
0 - £ HKEY_LOCAL_MACHINE &, EnfEREA7EE HKEY_CURRENT_USER &t 2%01t,
1-fEA HKEY_CURRENT_USER & (#NRXLLEFEE); TNEEA HKEY_LOCAL_MACHINE &,

Z¥R: State
%A REG_DWORD
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&:

0 - Z2FFRETIEE.

1- BRENTR. R ERPNEREETSHRIEERBE.)
2 - BAETKINTRR. (FUREIThEERTER Schedule BRE/MEIEEE.)

##. Schedule
2% REG_DWORD

f&:
“SHIMTRETN” BIRtE (24 /B34l FIEABEHRUTERREN:

HH:MM M:T:W:TH:F:S:SU E& HH #0 1:0:1:0:1:0:0. Z=1&3Pr7E 13:15
MM F9/)\B3 $50F0 53 05 F113:45 ZiEBnh.

M:T:W:TH:F:S:SU Z—RARMEA
mBH. B, BEEEH—. BH=
MEHF 13:45 BA “HRINFE
&7, &% Schedule 8E R
Schedule=13:45

HKEY_CURRENT_USER /Fi&1&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

x4t State #1 Schedule J#it&Rm5 HKEY_LOCAL_MACHINE BB #ERE,

REABEEM

WEHAREEARBEAFEERARAZAEFHIENMENZE G URL BEERA. RS3HEEE Studio HIgE, &P
imERBENIZE Citrix Workspace [ A2 AR R EEIERPIZE,

Citrix A% P52 URL EEMRHENTEFIHREERN AT AR, B2, HITZNEMAESN Windows
ERIREANEREEE M,

AILUERU T A EZ—BARRARETEER:
1. AAXRBER (GPO) BIEER
2. EMRRIEDS

3 =

=W
o WHAARBREERELMNAERIFRLTEARSHRIERREER,
o MAERSSMNEF I EERANEABTEER, ERSSHF G E2AY, ZIEEEE
o 84% URL B, aTLUEE— URL SS9 5RE URL 51K, TILMERES (%) fER@ERT.
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EfH GPO EEEREENENEEER, BHRITUTIRE:
BEERREERT Windows 89 Citrix Workspace R BiZFi#AA RN R EEIEIRE S,

1. @idiE T gpedit.msc #77F Citrix Workspace [ A2 F4E RIS R B IR,
2. ERFRETAT, EETEER > FLHEEER (ADM) > Citrix £ > Citrix Workspace > Bk,
3. EREWEANBTEE R K.

m Bidirectional Content Redirection Previcus Selting | | Next Sefting

O Mot Configured ~ Comment:
(® Enabled
) Dizabled

All Citrze Workspace supported platforms

Opticns: Help:

Published Application/Desktop Mame: Bidirectional Content Redirection is the feature that allews URLs
to be redirected from client to server and vice versa based on
| configuration.

Above Mame is for Published Type: -Published Application/Desktop Mame : Indicates the name of
— the published application / desktop used to launch the
|ﬁppllcmn W redirected URL. This is not used when Bidirectional Content
i Redirection is enabled on any of the active ICA sessions. Whether
Allowed URLs to be redirected to VDA its Desktop or Application is decided based on the Type specified
| below.

_ Enable URL-specific published application ar -Above Name is for Published Type : This indicates the above
v desktop overides? Mame is whether Application or Desktop,

URL-specific published application or desktop =fllowed IJF_ILs to be redirected to 1|.|'|31.|51;_.' This ir:l:ljcat!s the list of
J—— URLs that will be opened on VDA, Semi Colon ;" acts as 2
delimeter, "*" can be used as wild card. For example *xyz.com.

-Enable URL-specific published application or desktop overndes :

Allowed URLS to be redirected to Client: This indicates whether the URL-specific overrides, specified

below, are active.

-URL-specific published application or desktop overrides ; This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

b

oK || Cancel || Apply |

1. AEABHNBEFRSEZTFRTD, RUATRHHEERN URL ER&AM.
AR

4% URL BY, 82D URL USSR URL 5K, TIUERES (%) (ERBERR.
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2. NEEHRERNE.AHRES, REFEEFF RN BREFNRE.
3. EAEEM@EI VDA B URL FiEH, MABMEERN URL, ASS2RIIx.
4. EEREREA URL KENERGNAEFIREEN? EHUEAR URL,

5. BEEBTRUBT—IYIR, HPEZMBASARITFEERS VDA B URL FEHRFIHAER URL i, ZEY
M5B RHINBEF BT,

URL-specific published application or desktop overrides:

Value name Value

https://www sample.com Published Browser 1

http://* intranet net Published Browser 2

6. EAWEEMEZEF K URL FE&H, BASTAMRSBEEBEZF K URL. A S2RYIR.

&4 URL BY, 8RS URL USSR URL 5IR. BILUERES () (EABERR.
7. BEHEMABNHE,
8. EHLITH, 11T gpupdate /force @%,
EfAEMREANEAREER, FHRITUTERE:

ERANAARBEER, &7 Citrix Workspace AEFZEF i £ IUKRM Citrix Workspace MR REN 4%
C:\Program Files (x86)\Citrix\ICA Client) i&fT redirector.exe /ReglE <,

BE:

o FHEREEAANFZSHHMEFEE. fla0, NRIKET VDA MNLE URL https://www.my\\
_company.com BEENEEREIZFF %K VDA, ML ERBHFEE.
« URL EEMX%HFEN URL: HINTER 5 2509thnt 1= h e AN W 28 SAT IR URL, BABURTF R
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2o

o NRETRBMERTENNBEFERZ StoreFront ik, E StoreFront tk P M ERZFIERT
BHNAEFREERIE

o FNHEEOMNE URLEEEIEF IR ER. URLEEHEE VDA R, MRHKEHEITH, EXEHN
URL BEfmam-R 1T,

o S, BFERME. PDF EXXHFRIERAEEE,

o BRNEFE—MIRSEXGEEXEK, HEFNRNBEEAERER—&SITENLIEER “BBA", Citrix
BINEERRS S/ RBXBERENANE (URL) EXAINEE, UHIA URL EEAERIET.

+ 7£ Internet Explorer 1, ##Hi&E > Internet &1 > 54, AEERNBEHO THERE=AHE
I REIRIE

PR
MREERBATFRIEBHEANRAMEM, WAREFERLENH,

ETF Chromium 893528353 E URL

REABEE [ RIFEERRSBNEF E ERNREE URL BEAINEFIREERIIRSBURMBRSBEEHEE
F o

fR53235081E Delivery Controller Li&E, B imHgTE Citrix Workspace NBTEF LIg B, XL RS LA RA%
1R (GPO) BEERHFITIZE,

Bhk4s 2106 &2, B Google Chrome # Microsoft Edge #inT Ml URL EE A% .
WEFM

« Citrix Virtual Apps and Desktops fgzs 2106 S E =R,
s FRBETERY BIEFRA 5.00

Z3%% Google Chrome %238 MM URL EER, iEM Citrix Workspace R BFREX 4K PIZITU T

A .
< .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /verbose
AR
72 Chrome 35128 EEAXLERSE, BBEM Chrome M ENARAERENERTEEHT B-

EMIE URL EEEAEGH M Google Chrome %28, &M Citrix Workspace M AR REXHKPEBITIUT
A
%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /verbose
AR
WNRTEIAFIR RSB R TTENHIUTHEIR, BRRZER:

Websocket connection to wss://... failed.
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Bx1£ Citrix Workspace i AEFHEE URL EEAMNER, BERANAEARNEEEM,
BEXNEBRNBTEETANFMEL, 155 Citrix Virtual Apps and Desktops SR HBIHI S 2R A EE Eo
51k Desktop Viewer §O%AS, EHRITUTRE:

WREAT £ Desktop Viewer &0, MEIAMERT, RFIFFHRENKEFE LR, MRAFBERNEESZ MR
E, BXXLEIENEEAIAET AR, B mEEMRRES, ERIUZRARIATAHLE Desktop Viewer &0
TR,

JINCy

AMRBEFALRSHTENG, AJEREEEMRERERS. Citrix TERIIETMRAEERERATYSHE

IR RARERB IS LURIR, BREMRFIESEF BB, EREIMRZA, BSHHITED

s FAFPKREL, RERENILRENYFIAFEEIZH SSRGS TR, EUTIRRIZ—FEIE— B

DisableDimming 9 REG_DWORD % 8. MRE#i&& LM Desktop Viewer, MEEENKE:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer
HE, ATLUBEEUTEMRIIZ —eIEERM REG_WORD £ BFRE X AKMEL, MEEEHTHE:
« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXETMERI AT, EZLER Citrix Virtual Apps and Desktops # Citrix DaaS B REEEAILINEERE
T 5REE,

RBizZBIRENETIFEME, HII0 15 true,

MRKIEEXBREFKEIRE N 0, NI Desktop Viewer 1L, MRIEET ZMEE, WIFHERUTRES.
FRANE-— N REREEHEEOSELE:

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

> w N =

Citrix Casting

Citrix Ready Workspace Hub B¥FHRRNYERRLESTE—E, ERENBETAPRINARFNHE. T8
MRSERTIRE (H—EWR), BB AREFMEREE, LeIEEEUNMmNIFE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & t#iEmik. =17 Citrix Workspace M FAZFHIZ&EFIE
%) Citrix Ready Workspace Hub, HigMAiE2F XSmRS TRANE R L, Citrix Casting {X7£ Microsoft
Windows 10 ks 1607 & EShkA<s Windows Server 2016 -3 #F,

Citrix Casting ThEE RV MISENIRE R R &M R ERN AR, HEXRELET.
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} =r

AR
« &ATF Windows 89 Citrix Casting 3z#% Citrix Ready Workspace Hub fz7x 2.40.3839 KkE=EhR 7S,

FHARRAH) Workspace Hub BTRETE R R AN E S B PR ST IR,
« &AF Windows & Citrix Workspace R 12 (RFA@IEMZA) F3z#F Citrix Casting Thig,

WEFM

s ERELBRATEFUELM Hub,

« Citrix Ready Workspace Hub #0 Citrix Workspace 5z i #B4 AL F R —M4EH,

« a¥F1EIETT Citrix Workspace R REFHII&&E S Citrix Ready Workspace Hub ziafERi#0 55555,

« 33F Citrix Casting, R1SBELEIHO 1494,

« B0 55556 #A#Ehig&E S Citrix Ready Workspace Hub zjal#y SSL EiZMBAG 0. BILL7E Raspberry
Pi Mg B E LEEE AR SSL w0, wNRELLT SSLiwO, AFR¥FES Workspace Hub Zialiaz SSL
pE:

« Citrix Casting 1%7£ Microsoft Windows 10 h4s 1607 K& E&hi4ssk Windows Server 2016 £ #

o EREHENETT /IncludeCitrixCasting &< LUBA Citrix Casting,

fZE Citrix Casting 55p
AR
A UASHE “BAERI RNLBHABHINE. BXEAEE, BSRABLRERRN” Ko
1. AREEHEMXIETH Citrix Workspace N BEFEMHERSRE X,
LB 2 R R BT IEE,
2. 3&#% Citrix Casting,

LthES % 2 R Citrix Casting XHiEHE,
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@ Citrix Casting

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save Cancel

3. ERLU TRz —!

« & - #8772 Citrix Workspace 2 EzhEtEap Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, RERzhEIEEN Citrix Casting) - 8RR 1E

Citrix Workspace R f#2F mahegEsh Citrix Casting,
%% No (&) EWMA=LX L HFIRERNRIE, ZIREXET—RES Citrix Workspace [z 28y

4. BEHEFREFUNAFEENR.

Ve

#{ai% Citrix Casting 5 Citrix Workspace N ABEFE AR

1. && Citrix Workspace MAB#iEFF, HEEZNISE EBRAES,
S 2R A Hub 7&K, %51%#& Workspace Hub 453 &289 RSSI EH .
2. ERERSFREREMN Workspace Hub, SREERUTERZ—:

. BRATENIREHBEERARRIFEEEEN Workspace Hub i&&.
o FEETE Workspace Hub & RREBEHEBRER.

} =

AR

Bt Citrix Workspace ZAiEF A~ =iRH Citrix Casting.
7£ Citrix Casting BAIHEES, M7 LUITFIEmR:

1. HaESRISERREINE.,
2. RIFET.
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3. Wi ERE, ATELYNRERTRIE

4. EREFR, BT Workspace Hub FRinEIMgE .

5. AREHBEHMXIFFH Workspace Hub EfrH %2R UM AR B RS2 IEERE, HiBE Citrix Ready
Workspace Hub,

Citrix Casting - Refresh

Current screen | Superior-Lake
casting session

Available Favorites tab

Workspace hub

raspbermypi .
set as favorite

. . a3 tes
List of available haiyang_test

workspace hubs
liangc-dev

WorkspaceHub-debao

Workspace
hub icon

BieIR
3R Citrix Workspace [ AR T AN ESEEANMEMAET A Workspace Hub # 52 #17i@E(E, BRFEEERS
SR &I

1. Citrix Workspace M A2 Citrix Ready Workspace Hub ZE#ZEIE—M4E,.

2. =B85 Citrix Workspace M BiEFMI&E BB T RF H HEFIEEIET,

3. Bz Citrix Workspace M R2F#i&#&E Citrix Ready Workspace Hub BSSEEIR (NF 10 KE&REEZ

KRB o
4. 1% Citrix Workspace M B2 F 2 sh ¥l %28, AEEAN http:
et HEERET Workspace Hub i&&8iZ4AE S,
5. 7z Citrix Ready Workspace Hub F& & RIF, HE=iXEHZERESI Workspace Hub,

B 18] Kz PR

1. %% 5 Citrix Ready Workspace Hub i&#ZIE—M% Z i, Citrix Casting REEMA,
2. MBHIMMLKEA, Workspace Hub i&& EATREEEIERERo

3. EBY B, B5h Citrix Ready Workspace MABRRFHNERBESNIFEZ R,

4. ETBRERT, FEBHBERSBGENEETRE,
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5 RELNETRELZEEIMAZAEN, FRESZENSEMNAER. fli, BEIMRLEZNK. FRARAX

ET,
6. ERERF2IEE, MRIETT Citrix Workspace M AEFIEELTHE. EBRIAKRERS, WEERNS
BREEIR,

1. A ITPRERNRIE,
8. Citrix Casting ZRMRARE S PFEN 1920 x 1440,
9. Citrix Casting %z #¥ Citrix Ready Workspace Hub ks 2.40.3839 RE=E 4. FHRAH Workspace
Hub BI8ET A R4 NS NS BUH IR T HE IR,
10. iEAF Windows B Citrix Workspace AR (RABEERE) RZHFIHINEE.
11. 7£ Windows 10 Build 1607 /1, ATAET AEMEML FH BER Citrix Casting,

& % Citrix Ready Workspace Hub #9i¥4i{s &, 35 i Citrix Virtual Apps and Desktops xx#4/#) Citrix
Ready Workspace Hub &4,

E5 USB REEEM

USB 2.1 XEEhAXZF USB E5IRENHE, BIZNFIREEIR— USB SAHZRMNERE, ERERAENE
BIrtIMEZ240EE, HP—%0S 00-ff BFMRE N Fig&E, REEBS5AEMIRIRRM USB ig&iRM
#E USB S40R AT EZM USB S4B AR,

ALREEFPRER EARMNESIRER LG ENENFNUTIRE:
s BMEAUSBgE, &
o —HHMUNTFIRE (FDIRE)

¥A84 USBiLER, BMEEENERAAIH, BARKHELENES FNAMENARERERMERILE, SERK
8 HDX izi2{a3FrsEay Citrix Workspace & i,

NFRHEMTEEH, BERERHFZIMKEM HID 238 USB BNIRE. WMRBMREEAER USB @iE#175#
%, ZigEEFEEBI ML HDX SSi@EHTEEM, BE, B MU HDX S@ELEZTMNY, TUKRNRE
3, XS5ERFNRSMENEFEDER USB ZEERLENTNAE, TAHRREN USB SHMhiNrIgESiit.
ASRENIETREBTRECEREXFAMENEMERIENESIREN -2, EhFRIIXERH, Kk
TENEGREN, ER- LARRENBRTEERLELE, ERERERIENLAREFPERI.

Efp xR, Citrix BINEIRDEGIRE, HEERREMRER USB @ENFEO. ENFITTHREMFIRE
IR E P imiG SR LN ARFEER, SRR HDX &38H Citrix Workspace R B#ERF, RBMIAIFEFER
RERRITEREHMTERIEEM,

REHN

5% USB i&&—#, EREEPIGEMIGEMNS RS EAZE % Citrix Workspace NARFEBERIEZEATELR
ME&i&E. Citrix Workspace R T2 X LEMNRTE 7 YFePE IEHLE USB & &H L FRERIE,
SMNEHBEXRT (R, EESRIES). BS (1) UWhS5HSR USB FRAFHLFEELENSIRNSNLIR
SHAMN. XEDESHWEEZTEN USB EERFRITRBSH USB k&R T oitdE.
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BREMNZSFMMNE—THHNAX, £ # FRZEEIUETR. AMNE EMTHITRAE (RIEEEFRER). KAS
REHFIROALEE—FAN, EFAEAFEIRE RO ELMNER 2B,

&N

ALLOW: vid=046D pid=0102 # &3 vid/pid A iFFEIRE

ALLOW: vid=0505 class=03 subclass=01# & subclass=01 B s iR 0505 #9EM pid
DENY: vid=0850 pid=040C # {E445Ei8% (BIEFREFILE)

DENY: class=03 subclass=01 prot=01 # B4R E T iES TERENFEIRE

CONNECT: vid=0911 pid=0C1C # #iFH B ahiEiEis € i18s

ALLOW: vid=0286 pid=0101 split=01 # F 2 L& &EH A FFRERED

ALLOW: vid=1050 pid=0407 split=01intf=00,01 # {FHH B R ¥ 2 MEO

CONNECT: vid=1050 pid=0407 split=01 intf=02 # {5 B &hiEEE0 2

DENY: vid=1050 pid=0407 split=1intf=03 # F51EiE0O 03 WiTiZikA

I LUER U MRS ES S AN N A EB R AR E

LIRS A

vid=xxxx USB & & #RzE ID (I +-7<5#HIE3)

pid=xxxx USBig&&r™& ID (mfi+7ileg)

rel=xxxx USB i&#&hRas ID (MOi+7<i#tHIRE)

class=xx USB i&&£7MRED (RAL+7EHIRED)

subclass=xx USB & FEMRED (RAL+7EHIRED)

prot=xx USB & & XA (A7 EREE)

split=1 (g split=0) EERERD (HFFD) NERRE

intf=xx [« xx. xx. ...] EFESREMFIEFEOE UESHRHMAI+S
HHILEDFIR)

BN SHERGIN BHNE USB 1%, MRKEEEFASH, ANBETEAFZSHMNEAERNIRE.

USB Implementors Forum #iFBEXZE, FRMBE ERBANETIR. USB-IF B4ipEmadtreg 1D
IR, AT EREE Windows 8BRS EMEA UsbTreeView ERE#E T ANEIFEIREMNENE. M. hads
O 1D,

LEFEN, REMIMSHGERT USB E518&E. IFNSHAEESREVIENFDRERRERFNENESR
B,

Split=1 REHFRE R RENFMEFEOFENFDIREE L,
Split=0 RRFFKRDEEIEE.
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} =r

AR
RS split 2%, MERERER Split=0,
intf SEERHIRHRIEN AZINE SI8ENREFED. MRRZE, ZIRERNATIS S RENAMEED.
EZERMFEHAAF=MEONES USB BENiLE:
o 0O 0 - BMKIGEIHRR
« M0 3-HID Xig&imm (BENEHTIRHE)
« OS5 - BB/FEHEO
BIAE A T IR B G SR 64E
o CONNECT: vid=047F pid=C039 split=1intf=03 # A FHE&EE HID i&&
« DENY: vid=047F pid=C039 split=1intf=00 # £S5k =
« ALLOW: vid=04T7F pid=C039 split=1intf=05 # 521 mgmt intf BFR B %
BRISE N RS
iEATF Windows #9 Citrix Workspace M BEFEIE—HIRINEEAN, XEMNELTEFERTTENIGEE, Ha
HERAEFEEBIIMNEELRT,
AIUE LT RGUEMRAIECE AT BRI EHN

o HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 i Windows) &
e HKEY_LOCAL_MACHINE\Software\WOwW6432Node\Citrix\ICA Client\GenericUSB (64
fiL Windows) , %% DeviceRules HZ =T EETF,

B2, E3EATF Windows i Citrix Workspace MZRi2FH, BTN A USB i&& MM SRS R 2= X Lo BRIAFIN,
B HERT Windows i Citrix Workspace N FTERF B AIEE NI, EHRTUTERE:

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EBIRR,

FRPRETAT, BEEIEER > Citrix A > Citrix Workspace > ini2iEiZE P inig&E > @A USB it
ik,

#%E USB i& &M SR,

EEERR.

7£ USB &N AHESR, ML (SREZRE) ZEEM USB g&HM,

BN AME.

N

o AW

Citrix VG R LRI IR B R P IRMHRFIARN , 757ERE RGN H BN LR BER T EEIT N,
Z# USB %%

HERERIER, 759 USB i&&7E Desktop Viewer REVIEE T2, tboh, BAILIMEIRT > &&HPEFKS USB
]
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= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320 3 | HID Device

Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

Audic Device
Manage Devices
=z

AR

CONNECT xs#FnifEmER USB k&, BE, MRFDES USB kELUARTER USB EXE@IYRER
CONNECT x%F, MHFM Desktop Viewer s OF ahiiFizig & LUEZA TR E,

ENARFRIER, 759 USB ie& B REEERLH,

@ Citrix Connection Center — >
Styles
Connections Session
'gjj Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \\Remote i
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) »
Application Manage Devices
< > Teminate

1 Server used, 1 Remote Applications

Close

REIERED, BRITUTERE:

iBEATF Windows #9 Citrix Workspace R A2 2109 5| A#) CONNECT xBFAFEEER USB i&&. 0
REBRAAFSERAENZEOERIEPEhiERE, CONNECT #LUei&is ALLOW #ml,

1. @dia1T gpedit.msc 77 Citrix Workspace Rz T2 4H 5BE 3T R B IRIRR

2. TRAFPBEBET ST, REBEENR > Citrix A% > Citrix Workspace > ZigiZigE Finig& > B USB iz
EER.

3. &4 USB & & M NIERRE,
4. EERBEBR.

5. 72 USB igEMNXANEF, FINEB=NEEN USB &%,
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%130, CONNECT: vid=047F pid=C039 split=01intf=00,03 - 4 iFFHE&I&EUKZIED 00 71 03 EOH
BEnER, HRFIZKSHEMED.

6. BENAMEERFILRE,
B USB ig & B ohiEiZE k.

Citrix Workspace R B2 iRIE /) Yl R E AR B W EER B ohiEiE+ CONNECT 2/FRICH USB 1&#&, AITE
Desktop Viewer T Ef=thEXEXEM, 1 TEFT.

— N e 1 | +f ]
» 'ﬁ# b (Saae] TR
Home Ctri+ Alt+Del Preferences Devices Full-screen Keyboard Shortcuts

-:" Citro Workspace - Preferences

File Access Connections Monitor Layout

Microphones and webcams

Session Settings Global Settings

() Connect automatically Preferred Webcam
() Do not connect Automatic

@ Ask me

ni.Ji1 al cameras and scanners Relative Mouse ':u-".1'||._;~.

T Connect automatically [ use relative mouse

) Do not connect
%) Ask me
veneric USE devices

|| When a session starts, connect devices automatically

[[] When a new device is connected while a session is running, connect the device automatically

BRRESIHNHENEEEEFIEE B LT ENEELEEFERIEPFNEE. RABERT, TERAXLERE, MNRHM
BohiEEEA USB 8%, AUEREIET,

&, BERTLUEIM Citrix Workspace M AREFAEKRN R ERERBERNNERRBS BAERT, TTUE
HIPIRAR > Citrix £ > Citrix Workspace > iZiZiEiEE P imig & > @A USB imi2iEE THEHENMA P 5.
FAR AR 2 BIFRIC A “BlE USB i&&” #1 “#r USB 188"

BHIRDIRERINRE:
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BIMBERT, EATF Windows 8 Citrix Workspace R FARi2FRIF 72 EI& &MU REAFIRIE A Split=1 WE &R &,
B2, PJUERBINGHUIFRDFIE RELEIZEANSER Split=0 M2 E &i&%.

1. @idizfT gpedit.msc $T7F Citrix Workspace 7 FiEF4A SRS R EBIRR,
2. FAPBRET AT, BEEEIEER > Citrix A > Citrix Workspace > imi2iEiZE P igig#&E > @A USB it
ik,
3. EFRDILEERE,
4. EEFEBA.
5. BENANHERELRRE,
AR
Citrix B EAEEEMNIRFFERS ST ILEHIED, MIEFHINEGEAM, IEESTERF RN
HPFH.
PR

Citrix BIWEREIFRDMEBEIBED, BRSZE: F£HRBA USBEEARBZREEEAIENMEE. BEIEM
HERtEE, BEAMIERIENEE,

Bloomberg i##

Citrix Workspace R A2 RN AR F A KRERIERER Bloomberg i, FIRHAMREGHRE, ATIU
FEREEATF Windows B Citrix Workspace [ B2 s EE R MR HmIERE A Bloomberg B2k,

S5ipggEEt, Bloomberg BEIRMHEAMINAE, BIARVFAFIHIRMSHHEBEHRITIS.
Bloomberg &R BE— M2 shell P82 USB 18 &4AR:

o B

o IELURENER

o BINRE

o ATRABEXLEIGEEETIRAM USB L4
HID #%58, BIAIESRENHE. AeZEMRARSE

BT XLRENEMINGESS, SIMNRERIFRLRGE. REFAMNEE LED,

WMEEREINREFN USB 18E, AREIEFERLTAE. KEEMAIESEMKENRIETA, ERMEIEEE
MEMSMIRE. b, TRIMERES—IRE—ERA, FRESIRIEZEHE,

FEIER Bloomberg BE# T2 N R1E, ZRBRERRIEFRPTREGER.
ficZ Bloomberg ## 5:

HRECE Bloomberg #2MEMIZEO. BEATF Windows 89 Citrix Workspace R BERF 2109 #2, SINT—1
##9 CONNECT X#F, UAWESIERHIRERANB&ERE USB 8%, HAFFE USB REJZOBMERE
B, AILAfER CONNECT x#F &, ALLOW X#F, LUTRAIEER CONNECT XEF,

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EBIRR,
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2. EHENRETRT, RESEER > Citrix A4 > Citrix Workspace > ini2 & P inig& > @A USB
ImAEER

3. IR IRE R,

4. EEREBR.

5. 7£ USB i@ &MNXAIEF, FIMUATRYN (GIRFFE).

+ CONNECT: vid=1188 pid=A101 # Bloomberg 5 £#4FE IR =R

« DENY: vid=1188 pid=A001 split=01 intf=00 # Bloomberg 5 =

« CONNECT: vid=1188 pid=A001 split=01 intf=01 # Bloomberg 5 $## HID

« DENY: vid=1188 pid=A301 split=01 intf=02 # Bloomberg 5 & Z4hi@iE

+ CONNECT: vid=1188 pid=A301 split=01 intf=00,01 # Bloomberg 5 & =47 HID

AR
BITRHHD SATRTF AR, AFEEETHEZITERRE,
6. B AMHE RFLERE,

7. AEERHOR, ERERLATF, ARBMETFSERREERN—TMHRITEEE, HENEORIMEEL
BEsEREER A,

I3 #24E Bloomberg %4 5 AIEER, XESEARKRE DENY SNsES R |NSMEERELEBA USB EE
M, Meddiir@EEH#TEER. CONNECT MUAFEIEEMELSIER. #E FARHRIRE UK S BEHE
KEVIZ R,

fic = Bloomberg $## 4 5 3:
IJ\I[:\

AMRFEFLEESBERG, JRBEENRERERA. Citrix TERIEEIMRFEREHAFLYSEE
HRRIERES 1S LURR, (EREMRRIBSFEIENIG, EREIMERZE, BSLETEN.

1. TEEMRPIREBILU T AR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. ITUUTREZ—!

o ESALkINEE, TR DWORD. &#4 EnableBloombergHID H1% 8, #EEIREN 1,
o ERAIRE, BREIREN O,

BEATF Windows MIBAHTUES 11.2 Ra4hrA+ig Bloomberg %2 3 &#¥.
Bloomberg %4 4 Z#HEMATF Windows Receiver 4.8 &RE=ARAS,
HmERSEREA Bloomberg 5835 #:

o ERTHIEHPRSBA T Bloomberg B2 HE, iEKZE Desktop Viewer tfaliks Bloomberg #
%%, MRKMEM Desktop Viewer, BILIEETHNIAESIITEN L0E MK,
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« MRKBAX Bloomberg M 4F, Desktop Viewer 27!

- WAAT Bloomberg ## 3 #91&%, 277 Bloomberg Fingerprint Scanner (Bloomberg 5
LAY 71 Bloomberg Keyboard Audio (Bloomberg $#8547)

- —PMRBETEAMIEEMAT Bloomberg 4 4. L% & 27 Bloomberg LP Keyboard 2013
(Bloomberg LP $## 2013),

« MMRBATX Bloomberg 581 1%, Desktop Viewer # ¥ ERMMEE. EP—NS5UT—HRETH
Bloomberg Fingerprint Scanner (Bloomberg 158:431#X) , 5—1E79 Bloomberg Keyboard
Features (Bloomberg $#&IN4E),

« MEXRL% Bloomberg s XFWILLE N IZRF, Bloomberg 18413 # & B ATREFR = 7E Desktop
Viewer H 2R, MR ZFK B, Bloomberg is AN AIRE R EHITEER. BMAUKRERAT
Bloomberg $# %z #09E Ath Bloomberg i&&#& .

o FALUGEFMRFNE, LUWRIAREBR T XK
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHID

MEREREEHERN O (T), WAREA Bloomberg #RMNZE, MNREHN1, WIEEAZR.
/=F Bloomberg $#&1%:

=

AR

Citrix Receiver for Windows 4.8 i&i2 SplitDevices HEE5 |\ T3 E&18&EMNEZ R B2, 3T Bloomberg
$BE 4, TXER Bloomberg R THEE R LLERES,

5t Bloomberg B IFRNTRL USB REEEMIRENH . RNER T REAIEXF.
o ERLEMEBERR, BETRem<iTH ENABLE_HID_REDIRECTION E4rERE N TRUE, #0:

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB”
ENABLE_SSON=”no”INSTALLDIR="c:\test”
ENABLE_DYNAMIC_CLIENT_NAME="Yes”
DEFAULT_NDSCONTEXT="Contextl,Context2”
SERVER_LOCATION="http://testserver.net”ENABLE_HID_REDIRECTION="TRUE”

o EREBNGEHERAXRE, BRESTRIGEGNRSZPH Windows EMR:

1. 377 “EmRmER,

2. SMEILT AR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. 1R {& EnableBloombergHID 7=1&, &#1T18K, LUEEEREN 1,

4. yNR{E EnableBloombergHID R#F7E, 562 —1&7 EnableBloombergHID # DWORD {&, #
RAERUE 1,
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2%t Bloomberg &1
B LRI AR B AR 22 A% Bloomberg B2 #2515
1. EETENEGRENREHIT A IMREER.

2. ST ERRDU:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. 3R fE EnableBloombergHID 777£, &#iTi&K, UEEEER O (T,

NR{E EnableBloombergHID ~7%F7E, NismFkBAY Bloomberg B&EMZ ., EHEERT, FRE
EEMEMRE,

ERBAZFNERT%A Bloomberg $24:
o BILMEBRAES RS A Bloomberg BERIFNER TERARE. B2, TEESMREZBHZLTHIIE,
H B RTRE B 2 F MR L8 BT AN AYIE) &L,
« Bloomberg & E:@8RENAIALRNSEMEMBEER. FRERTEAIIHIZNF.

o %70 Bloomberg BEBMEEEERAEIRIER, 7 HEEAE A Bloomberg 125, iR EEERAMZ Desktop
Viewer, MR USB &&MHIEHZAILEZM, HE Bloomberg #&EMGHT Bloomberg £
BEIRE R

o BAEIEEETERE Bloomberg 18513 ##1Y, 7 REEMRIESURENES. MRKREARMLIEIELULINRMIREHIE
F, &&RBREERUTRE:

- MRBEAIEFRENBNERISE, HE

- UAFRPIEEESTERLE,
tesh, MMRERIRIEZAIEERE Bloomberg 84, HEAMREFERRSURINBRRMNIZRF, BOURMBHRR
B, #EEREPTEER,

3

AR
s+ Bloomberg 3, BENRFRAMAL A UERIESORIEE, HETLEHE, 21k Bloomberg 4 #17E%E
Mo

BERZFEMAE Bloomberg #i:

o MREBRNIEHFEAT X Bloomberg BRI 1, BREBESIREPHZLTRBRAIE. BERBIE
$iich H BRI AR B R B9 1) &

« BA% Bloomberg ##8M & FEHEIEEE R Bloomberg B2 EMi&E. MEXARE—IHIEE. NRE
fEARIE Desktop Viewer, Lti&&#i7A “Bloomberg Keyboard Features” (Bloomberg $g#&1h8E). &=
EmELigE A AXTERELZ A Bloomberg #&3#.,

B F Bloomberg &% #5 X% Mm% A Bloomberg 12BN FiMigE, EAfASERBNELOENENHTRERE
Bz #EEd AR,
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DPI 4a1%

Citrix Workspace [ZF#2F 2%6 DPI MIhEE, 5 Windows B i EH 2RI HEF DPI 8GR E S &

M BEF MK ERIEH T,

DPI BRLLFIETBEATARYT. BONKETRES, UEBHFEMEENRIETNARERF. X4, BEMEMER TH.

RIMBERT, WINREAFBRARES, ERFIEAGINKEEFLE, B, MBEXE, EEAMNAT UERARENR (GPO)

EEER (BitENEE) K& DPI Sk,

ZEH GPO BIEERAECE DPI 4810, BHITLATRME:

E A GPO BIEERECE DPI EiK, 1EHMITUUTIRIE:

1. @dis1T gpedit.msc 77 Citrix Workspace R T2 4H 5RBS 3T R B IRIRR

2. EiItENEET AT, BEEEEIR > Citrix £F > Citrix Workspace > DPI,

3. &F= DPI %,

A High DPI O X
E‘ High DPI
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ Al Citrix Workspace supported platforms
Opticns: Help:
Scale the session for high resolution? Use this policy to manage session scaling.
Ma, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
e with.the.flexibility f!Jr the_sessiun_to change according to the DPI
Yes applied in the multi monitor session.
Enabling the policy provides two opticns
1. Yes - Scale the session
2. Mo - Use the native resolution
The policy is disabled by default. Disabling the policy lets the
operating system scale the resolution.
s | aomy
4, EFELTERZ—:
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a) - nERIEFRAS DPl
b) &, EAXHNDYEE - REHBERAREDYE,

5. BENAME.
6. T LITH, BT gpupdate /force e AR AFRMBYEN.
EHRERAF RELEE DPI £18, BHRITUTRE:

1. ABEE@EMXiEH Citrix Workspace [z Bi2F EliT.
2. EREREETHEEE DPI&E,
3. EEUTRTIZ—:
a) =B -BRERIEFNAS DPL,
b) &, FERAHOPE - 577 Workspace B2 VDA £89 DPI H3#T R .
c) Let the operating system scale the resolution (R¥FRIERABHRDME) -RINERT, LhE
W FEFIRDS. X%, B Windows %02 DPI 48/, LLETUEEKE “Ke DPI” RESIRBE R “BA",
4. BEHEFRRF
5. EfEsh Citrix Workspace MRAREF&IE U ERIRAERE K.

AR
HitiF 2=

« DPI LEZEZE Citrix Virtual Apps and Desktops hitas 1912 LTSR 5 E S AR,

s EASZHIERT, BERS, SERAEANSHE (DPI A &E.

o BINSEAFREREBR I YIELEZA Citrix Workspace M2 E8I DPI &4, % Windows EF
i DPI 8 tL 513& B 9 100% LASMSERIERT, LtiERXE TS SHEREM, WRXAZRAT TR
DPI &Lt flnI % & B a8,

« BEMK S Citrix Workspace R B#EFHE EER=IEE OMITARE Windows F s EEEER DPI
L fl, XZ2IBMINEE, BINXERZFiRZER DPI 455 100% M LB iE#EEIIHAR XenApp #
XenDesktop ¥HFEEIfER, LR ATEESSHERAEM,

BXx4 DPI Eimd st T EHRIER, BESHMIRPLXE CTX230017,

AR IRENEHES (IME)
EE:
MREEAME Windows 10 2004 hRi(ER ST, NESTEDER IME ThEEN A e BRI R R, XL
TR B=FHIRFIERN,. BXIFMER, ESE Microsoft Z#xE,
FERGSITAmEEBRAE i IME:
s EEAEAEF I IME, &M Citrix Workspace MBREFREXMHE C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on &%,
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@ Citrix Workspace >

Enabled.

IME on the client side will be used in the terminal session.

« BEEHBEAEF I IME, iEM Citrix Workspace MBEFLZEX X C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off @<,

@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

L

AR
AILERAG<SITHX wfica32.exe /localime:on BEFEREF I IME MIEEZMEED,

« BEEHBEAE, I IME, iEM Citrix Workspace MAREFLTEXHE C: \Program Files (x86)\
Citrix\ICA ClientidfTwfica32.exe /localgenericime:off &%, WHLTAEMBER

BRZRE.

@ Citrix Workspace >

Generic IME is disabled.

NREAGSITIEOZATEREF K IME, MAIMEEE{Twfica32.exe /localgenericime:on H<$H
RBRIZINEE,

©1999-2022 Citrix Systems, Inc. All rights reserved. 139



iBEAT Windows B Citrix Workspace R BiEF

@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace [ FAfZ2 FE IR AR FE)RTNAE. ATLUGTT wfica32.exe /localgenericime:on @
SREANBERA G, BR, RETBRFRENNERSTIRAX, IRBEFRRASZENX, IREFEHA
BAZFR IME,

ERERAFRAEREERE ik IME:
WAZ P IME £% VDA 7.13 R ERRRES,
AILUBY EARERBRS RERAEREF W IME Iitk. BXFHAER, BRRAREHRREY.

Citrix Workspace [z 2 A EECERRBETLUEABAR F i IME, 8] DURIEZ R EE SRA {1505 X LE5E TR
FRFEITIE R,

1. AR HBMXEF Citrix Workspace [ Bi2FEARHIEREZEP OO

2. EEERIA A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

Selecting this option consumes less bandwidth with optimum performancs

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME 82X

1. BARSES IME - 2R 74 IME BERaERERSSE LIREMNIES

2. Bk IME IRENSMHERRN - EFERRVBER TERZAM IME, iR ERR%ES e,

3. ¥&tt IME REANREFREER - ALK EAFRENER TEAZM IME, hEBSBAEHERE. RIAER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =%,

fEREMRRIE B BRREE:

BRTEREFH IME B, RILGERA Shift+F4 AREERREN IME 21, IME BN FRESERERIENEG LART.
BIAMERT, BAZFIE IME WREBLTFZERARS.

EEMERFEEEDR, S M3 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

#3% AllowHotKey HEBABEERH 1,
A LUEERA Shift+F4 ARBERIFFIERETRN IME B,
fERXLEHBASHITYIEN, IME EXNRRIENMSHIMERIENEG LA,
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Local IME Off

High IME Performance

Best IME Experience

PR

o EAEF IME &3%#F Search Ul & UWP (@H Windows &) MABRFEUK Windows 10 2ER 4K
Edge 4528, RS %H: BAERIRSSS IME,

o BAEFE IME £ FERIFREH Internet Explorer 11 e 17251, fRAZ: AILUER Internet i1
BRIPER. BE2A, BFRHEReHIUEETRERFRIFER,

H.265 #44RE5

Citrix Workspace R A2 7 2 #5fE A H.265 MIN4R LR H TR ZE R MMAE A IR, &7E VDA # Citrix
Workspace R f2FHzisH E A H.265 5n4miRIDEE. RS LAY GPU R #HEMA DXVA #0O#1T H.265 #
B3, “EfZEY H265 f#tS” SRERIRBERRZ, SIERERE H.264 MR4mEES,

WEFM

1. VDA 7.16 KEShas,
2. 7£ VDA LB Rst* 3D B TIEAEM L ERER,
3. 7£ VDA LRSS AR 23 BURE 1 4RET SRR

=

AR
1 NVIDIA GPU %=#F H.265 4&i5,
FiEHTF Windows 89 Citrix Workspace MBEFS, WIHEERIAIRBNEZA,
£ Citrix A5 %R (GPO) EIEERIF Citrix Workspace N BEFEE NEA H.265 {574 :

i@dia1T gpedit.msc 77 Citrix Workspace [z B2 4H 5RBS XS R B IRIRR
HFIHENRET AT, HEEEER > Citrix Workspace > P&,
HEREFR H265 fRIDERES,

EEERH.

BN AMBE,

ok w2

fEREMKRIESSECE H.265 TIHT4RED
£ 32 (HRERFA L RIMNFEBINE B A H.265 W54 :
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1. 7 “B17” a2 HEMA regedit B RFERS.
2. & i1 8 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,
3. tlE—1%5 EnableH265 9 DWORD #H &% EMNEIRERN 1.
£ 64 (HRMERZ LARMNFHNMERZ A H.265 1545
1. £ “iB17” S S ER regedit BahiEMRRES.
2. 2% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. fE—1% AN EnableH265 & DWORD #HE1ZBIEIREN 1,
EMEmh=IEUEERER,
AR
o WNREEATF Windows 8 Citrix Workspace R RiZFA RN R BIRERDEZR T B EF RS,
Bz H265 f#RSEIIS BRI WA, HEZBEREER.
« z1T HDX Monitor 3.x TEUMERTERIEFTBA T H.265 4588, HX HDX Monitor 3.x T
BF4ER, BESRMIRFLE CTX135817,

BEARBNIESE
BETB
AR
AT LA faEh@ s X a9 Citrix Workspace M AEFETHIREN 2SS9 “SREERN K, BXFAEER,
BRI BREEN K.
REARERS AFEERPIREE LNEEREREZETR, BINMERT, WL TEARS. BEFRBRPINEE
AWEFIRERGE ARSI EINNAEFNEERIE,
EfH GPO BIEEIREERBHRBREL, BHRITUTIRE:
=
GPO BeEML k=T StoreFront #1 GUI B2 &,

1. @idiE T gpedit.msc #77F Citrix Workspace 7 2 4E SRS R B EIER,

2. HHENRENBFEET AT, EEEEERIR > FuEEER (ADM) > Citrix 8¢+ > Citrix Workspace
> P {58,

3. EEFRRICE R,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EERBEEA, ARERUTERZ—!
o ATHSEAL - NTHIRER, EERHE. BEAFFAHREFREN, BENIBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME,
AMETUER RGBS TE M HED,
o REEERRTEL - M THERBERIER TRz —!
- REP—RK - [ERHN - EREREEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. NiBHXKEERRHE Citrix Workspace AR ELE, EEFEBREIED > BEMBESE

2 = F=E =

B B R R EMIE S A= SHEE,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 144



iBEAT Windows B Citrix Workspace R BiEF

@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—:

o (NEF—R - ZIERHIY - ERNERIERHM VDA BE RER/ —Xo
o AFMSEY - EREREPER T FF IR BRI RER /SR D E VDA
¢ FEY - EREPIRERRS S LEFENRENR.

3. BEHRF
EHH CLIRERERR/BEY, BEHRITUTERE:
MERBTF Windows 9 Citrix Workspace M BEFREXHEPIBTUTHRS,

BEBERT, Citrix Workspace L BEEF REXH XA F C:\Program files (x86)\Citrix\ICA
Client,

« EEHA: wfica32:exe /localime:on

o BEM: wfica32:exe /localime:off
FREFIRRESREETRSEEF iR IME GaXNE%RIESR). MREAHE. PXFEFHETENRAFPRAETERRS S
IME, M#Fu@EdiEEEgiziTwiica32:exe /localime:of f REBEFAREEGEET, BPEEIT—
MREN, RIERERAITZRSJIRHENBERR.
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B, UIREFRRERREEDSIEPREER, ERRILR, EM Citrix Workspace ZAEF I HHENER.

7 Windows VDA HEERERS
AR
LU MGERTF Windows Server 2016 E SRS, £ Windows Server 2012 R2 XE Rz, ZRiNIE
R EREERTS I,

1. BohiREmiESRHSMME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
2. 6 DWORD %H DisableKeyboardSync #EEBEIKEN 0.
1 ZRARETRELINEE,
3. ENBRIEUEERES.
7£ VDA #0 Citrix Workspace i BiEF tEBE#REGRGE, VIEREGREHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

hEORTSIERERBETTIRIF A IHRERR.

7Z Linux VDA tEEERBERS
BESSRATHBTUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k ”HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar”-v ”SyncKeyboardLayout”-d ”0x00000001”

E#Enh VDA LUEERER.
A% Linux VDA EHNREHRBRSINENFRES, FSHNSEERRRED.
PR EA B IRBRINIEE:

B RERFELBAMNIEE, ERUTRIEESSEETTIREETR. RETRRANFZERD A M. [BE
BHHEES, FEFH—RIEAEFIERAAS SR HIA EBNFTRN

==
=

i

AMRFEFHSSBTEND, TRFEEMTERERSR, Citrix TERIEFETMRFEREAFISHY
IMBYRREES IS LABRR, EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

fEREMRRIE SR SRR E B IHLERN X IEE:

1. B RmERFSMEI HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. #%&#5 HideNotificationWindow 82— MNE R REEMERI,

3. % DWORD EiREN 1,

4. BPEHE.

5. ENEMSIEMEERER.
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PR

o ERRERANMIR (BN, ERB|BEXMNAEFER > WEERSMIET) BTNZENBAEFLESEF KR
BRBRY. BRSE: FoEXNRSSN (VDA) LiREAEEHEREA UAC,

« MRAPRKEFE LNRERRELNRSBIZFHNGR, HTR2RER, RERREHRENEDINE. TE
IRBIERERRRANBENRZ2EWD. ENERBTREATIE, BEHEHAERERZE.

« 72 RDP £i&, TR Alt + Shift RS XNERRERR. RS ZE: £ RDP 2EPRIES RGBSR
wmhEo

BEE
BEEETSERNERBAES. RABERT, BSEESERET.
AR
tkThierE VDA 717 RESMA LETHRIER R A
£/ GPO EERIRACEIES 12!
BEEETNARFREPNEREBNES.

1. @iz 1T gpedit.msc 77 Citrix Workspace Rz B2 4 SRBE 3T R B IRIRIR
2. HIHENEEIBRAEET AT, HEBERIR > F8EEER (ADM) > Citrix 8¢+ > Citrix Workspace
> P50,
3. EFIETEERK,
4. EEERA, AREFUTERZ—:
s B-EBRENAREFRIERERESE,
o &, REBESE - BRENAREFRETRREESE.
5. BENBMHBE,

FERERAFAEREESE:
1. AEBEHAENXESH Citrix Workspace [z BEFEIGHER SR E LT,
2. REFERENMESE,
3. EFEFEETF.
4. EEUTERZ—:

a) B-EBTEREHETRETIE

2 -
b) =, REERL - ETERERREES
5. BERE

REEF IR E R,
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@
Keyboard Language bar
Display the language bar in a session?
The language bar lists the languages that you can choose in an application
session.
@ Yes.
(O No, hide the language bar.
Save Cancel
AR

o AJLTEERRIERERIRE,
o MRNEFE—MRNES, TEESERFAERERETR.

£ “BREER” RPRREIES AR
A LUEREMRITE SR B SRR P REE S 1280,

1. BErEMREES.

2. Efn%E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. gIE—- DWORD {&# ToggleOffLanguageBarFeature, HEHIREN 1 LUE “SREET” RHER
GBS ED,

USB & #¥

USB #2181 E 2] Citrix Virtual Apps and Desktops #0 Citrix DaaS B 5 & & #£H USB & #1TX H,
AT USB I BIENEITEN, AR ZREFRCEEREZEEMEE. A FIZEEEN USB & & aiENFIRED
25, HEEMIE. PDA. #TEIHL. HX. MP3 Bikes. L& TRITEN. Desktop Viewer BFRARILUER T A=
BV EETEHIRE A T Citrix Virtual Apps and Desktops #1 Citrix DaaS £/ USB i&#&.
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IESMERBIBRIEIRS SR LAN IRERES#F USB AF & (FIMMEEEN. ZRR. HESENEN) hHEnSE
EIhEE, BB AYRXEIREMAIEN Microsoft Office Communicator #1 Skype Hi - ai# TR,

ENNAEFNSEIEEEIFUTRENIRE, FHIEFER USB 24

o B

o Bin

o BEEF
BT A USBi&& (5190, Bloomberg %% 3-D Btr) ERENEMR USB %#f. BXAEE Bloomberg #EH1E
8, ESRAEE Bloomberg ##

BXREMETA USB REEEEREMUNER, BERAFNIRPOXE CTX122615,

BINERT, FXEFFELEHRAN USB i&& @i Citrix Virtual Apps and Desktops #1 Citrix DaaS #1Tinf2iE i,
Blgn, FAAETREEEEAER USB EERIRARM NIC, REEWNXMIGEHITIZREER. RMABRT, RIIFEED
MRREFNKEIEPERUTEEN USB &&E:

o IEPHiEACER

« &8 NIC

+ USB &428

« USB Efz&fces
ERBIELASEN USB IR EFRZERE, EEAREITETEER,
BIAERT, A2 T5IEER USB RERTFEMNARFAIE:

o IESHiEACER

« &8 NIC

» USB 428

+ USB Bz &ECes

o BIRE

s RBEHFMHRE

USB X TIEA R

BF#EA USBig&EE, RGRRIE USB RESHZIREHTE, WRAW, WRKHETEERIEMRE. WRHIA

RESIELERILIRE, NRREAMIEPER,

RPN USB &N, cmAFEREN, SRR RINEE. AR TMERSREZERUINGHL USB 8ERiE
ERIENKSE. E, BPAUEE USB X5, UEERKIEZAMN/HEREENNME USB REHEhTE
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RIFEE,
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HIEERT Windows B Citrix Workspace M AR 4 U EH A2 iEE 2 K@ USB 18 &1EE, LtLEH
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PN RE U E R
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XHWEIEFRRENEIRE.
o tkIhEE(NTE Citrix Virtual Apps BRS38s AT A,

ZECE USB BIRE, BRITUTERME:

1. #@dia1T gpedit.msc 77 Citrix Workspace Rz B2 4 SRBE3 T R BEIRRIR,

EFHENRET AT, BEEEIREIR > FugIPER (ADM) > Citrix 481+ > Citrix Workspace > P48,
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N
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ERHERA S, TLUESTE Citrix Studio F18E KEYWORDS:prefer="application” Ei43ksE VDA EREMRN
AR (FEASKREPFRA “ARf)”) ST eRmHMN AR B,

BhAs 4112, EXEKRZE (E Citrix Workspace M AEFERERIEN VDA £iETT) &, EIAER LUEH
Citrix Workspace NBiEF 2T R5h:

« VDA L R2ENNAREFIAMES IRAEAEYBREFER) o
s NAEFIEELM,
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IFENAI&E, Citrix Workspace B2 7E VDA B9 Windows SEMRFERNBIEFNTERRIZ, REE, N
BN RERNAREG, TN, BEENZNAERFIIEERG.

NRIE BN AIEFAE VDA £, Citrix Workspace R BEFIEEMITENAIEF. Bx StoreFront iN{mibiEas
HEEhAI¥4E R, B2 Citrix Virtual Apps and Desktops X4z HI B & R RS E _E AN B2 Bl
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ItRBEEEETEXAREEHNITIAEEREHTAETFHN—RG. LAEBARKWEN, FEXNWSHITRAENS,
BNAEE LESERER. fii, LREAESEREINSET “StoreFront” sk “Workspace”,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 154



iBEAT Windows B Citrix Workspace R BiEF

aa

Citrix Workspace 0o Q fxv
APPS
Apps
All (16)
Ce >
A S L >/ = 0%
Access 2016 Calculator Command Prompt Excel 2016 Notepad OneNote 2016 Outlook 2016

] >3 F S| % \ cl

Paint PowerPoint 2016 Publisher 2016 Skype for Business Snipping Tool Sound Recorder Windows Media
2016 Player

s E

Word 2016 Wordpad

Content Collaboration Service &5

LtehRZ5I N T Citrix Content Collaboration Service 5 Citrix Workspace N REFHER. &= LUFIA Citrix
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EF U5 Microsoft Outlook #1 Gmail H9gE R,
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EATF Windows &9 Citrix Workspace B2 #5&id Citrix Secure Private Access £/ SaaS AR, &
WZARS, EERALMIREERENNZRHMAN. £/ Single Sign-On LUIRNEIRZE,

M=3Xft SaaS MAREFEBFUTME:

o BEERSR - BTIRE. BHRMNER,
+ Single Sign-on - /A Single Sign-On BMER,
s EATARERAREFIARERR - AT AR AR #HITETERMNEE.

Citrix Workspace Rz f#2F1E Citrix Enterprise Browser (LA&1#5 Citrix Workspace Browser) E£/E5) Saas
NAEF. BXEE, 155 Citrix Enterprise Browser 3%,

PR

1. BRIRATHEENAZRT THNERTNAER, ARERIHNNBEFFHRITITNG L, AR LUR
77 PDF, fER7%. BEFEERATHINGE, BRBITEHED,
2. NMAREFPERNBISAR BE R F A,

B% Workspace ERBR#E S, &2 Citrix Cloud 89 Workspace fi &,

PDF #TE[

iEAF Windows 9 Citrix Workspace M A#EF ZIERIEF#1T PDF 4760, 3&@id Citrix PDF 3@R1TENHIR=NTE
FE, fEaLUTENGERA Citrix Virtual Apps and Desktops # Citrix DaaS L1789t E R AIEF L E/E si i,

LIEMITEDSHEIEF%ESE Citrix PDF $TEDHLEINAY, $TEDHIRENIERFE RIS PDF #3551t PDF A AH#iE
o F/alt PDF 2fEMEIAR PDF EBRBMLUETESR, FHMAEUIERZEVTENITEDL,

Citrix 2 Google Chrome ii#5283¢ Adobe Acrobat Reader &%& PDF,
a1 LA7£ Delivery Controller L/ Citrix Studio = Citrix PDF $TE0,
RN

« Citrix Virtual Apps and Desktops 7 1808 S E = ks,

o BTEEBIHEN LEVRE— PDF EEE,
Z/5F PDF #TEN, iEHITIATIRME:
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A Hardware Acceleration for graphics
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E‘ Hardware Acceleration for graphics orevious Seting o
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(O Disabled
Supperted on: [ Al Citrig Weorkspace supperted platforms
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Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

EWERENENN ICA ZTERE T REURESER TEAINE, BREUTEMERI

JEMREREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer By{EX N 2, MNREN 1, ME
REEFERET CPU pUf#ERS,

fEFRREMHARRITHAERT, TRERLATRRE]:
« MREFIREETMD GPU, #FEEF—TERFEF - GPU EATENRES, WRER CPU f#3,

o E#3 Windows Server 2008 R2 Eiz{7#4 Citrix Virtual Apps RS 2:6, BEAEEAFH Windows i&
& L EREARE, NRBALINEE, NSHMERE TR TR FREARET,
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ZRNBEA

Citrix Workspace AR HZEFHEFRNBN. AILUERRENZR XA T !

o SERYEDD, BIMNIRGBIEBIENNESN.
- RENRHILARER, FIREERF,.
o LSRRI S IARHo

Citrix Workspace ARFAF AT AR B EBS FREZEP OREAEZRIHIZGENERN. Citrix Virtual
Apps and Desktops #1 Citrix DaaS AP ®EAILLfER Citrix Virtual Apps and Desktops #1 Citrix DaaS &=&28
ENETE B S E MMM B 5.

& P i IR ohas Bt

&P IRIREhERIRGY SR N R P i Z B LR L akiE. X FHEN B MHNMEELERMG. BEFE
PRI PRI A BRSNS B SR AN IR IR L FanE =R

AIANERT, BRILIEE.
BEAIINEE, BREUTEMERD, AREHMBHRSEE:

B%1F: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#: DisableFullStreamWrite

#8: REG_DWORD

&:

0x01 - 2H,

OXRTH-BA

iEATF Windows B Citrix Workspace M B2 IFEAF I8E LMGHEE, UEXERERTUESIERER. AP
ATLAURIT AT 4815

o ZERAthiAE) AR ENRR. FTENHLA] COM im0

« ERIESAM Windows BIMEMR 2 (81178 ARG

o RITMSTERBRBIEN (REFSH.wav XHF)
B REEH, Citrix Workspace ARZF MRS HBEHAI AT kK2R, COM O LPT M. ERIAER
T, RGEREFIREEIRRG BIARSS SRERNRETT, HARFIHITENNICZARSSEBRITENAY], XER P RITENYIERR
BEERERSE, XEMSEYARIEHENAFAFTR. ENSTERAPTHEEEMEG, HERRT—XRER
N ielfe

AIERAEERRKISEMS A S, TREERNENMA. EXFHAES, iE5H Citrix Virtual Apps and
Desktops 34,

ZRBFIRERS

A LUER Windows Server Manager TEREERF&&EMST, HAEIERENE. FTEMARASER, EXAH
BRIMMFEAER, ESRIRERERSEX Y,
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EEREFHEXMRE

ERRXHREERRE T EENHRIEFIHREFAHXENARN. ERSELNEREF RESFRITE, TR
BHEFRBEARENE (UNC) HEaMMHRIRIE. YEERSELLRATEFRXHREER, HEAFER
FigE FRETERHXEXREERN, REERAFEENHI 5,

RERAFPEENXHEXRZEAN UNC #ZERERIEAN, MARBTHARE LNTEBXG RS, MRETIMRER
UNC $##%, BEPRXGHIEERIERNERAMFANIREE. EXFAEE, SENANAFREERERTFIRXHREE
i, &8 Citrix Virtual Apps and Desktops x4,

B& P imIKchas iR ey B ENUIRIKEHER R TT

& P im R )R AT I ENIR IR SR BT EEREIAF 1% & ERIREER. a0, LU Citrix AR IEFRY H IREhEseR
§2iE1TEMRT Windows 89 Citrix Workspace AREFHAFI&E 89 C IREh3s,

B PRI EhER AT IB IR B BT Citrix REEEREFH. WTF “XHEEE". Windows HREEZMEMNRA
BFME, XERGEERSEMEMMEZRGTEBE

ARELEF, ATURAEENRENNBREFRSS[EENEE P nIREhEE B aRE 2l — A4 ENIRESR R, K
INRERITIIZS M V FHIAREIF RS 2 Bcth & F in R chEs R RS 21T, MMAS EER=EFM CD-ROM IRHh2s
DE— M IREhERETT. (MIRBWEEIE T HIAREMBER.) A EAERIETRAL TGRS

B P IR ETT AR5 SR mnET AT A Rkl

A A
B B
C v
D U

AT RS EHITECE, FRSF|BLENBREBNSEFIHRRHREFALE AR, B, RSBEDHFEREELNER
IR EhER R 1T

ETHIF, KARS2ER9IERNEE C 2L M, IKEahas D et N, XiF, BRIRIREMAIUERARA CH D Raps. X
FAERERIEPE LT IREhERARET :

B IR ETT ARss 28 mldT LA T AR iAIa)

A A
B B
C C
D D
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BT &R EEREE C NIKEREFEREIEREN. FAEEMEIEREZEFM CD-ROM R R FH9RIAFHTT
i (H1m, C>M. D>N. E>0), XERpBRT RS ERMERIMLIRNRIRGIT RE R, MRERMEIRED
2R0N5T R S ARSS SRR ThER R AR R RVIREER EART , PR IRThERBRETIE TR

MRAFRAT BoEFPHISEMRS, SEAFRREEEIRSBLEMEIZTFHEN. RIARAEF HIENERT,
EENRE, BEEZERERS QHRS) RETR. WoERREREFHITHIE P RIS SN HE, X%
BREVIF4R{E S, 1520 Citrix Virtual Apps and Desktops 3%,

HDX Plug and Play USB i&&EE A

HDX Plug and Play USB i€ & EE Mo E ARG EMSEEARIRS 2. BAEIGEEEEN. AEN EEEREN
POS &%, EBHABFFILUREIFMEIREN—LISEHITEER, TRSSE LRERIENETAFI8E LN ALK, R
BETAIRE. BXFMAEER, 152 Citrix Virtual Apps and Desktops xx#4#g USB 1= F iRk sh2s F 2= W,

BE.

RIS REK AT Plug and Play USB @& ERH, BRBTLBELEKEE,

FFAEIUTE Citrix Workspace R AR FHRNRIGE HnE AT HEL IR EEETMHE TS RNERRSIHMIHITIR
o WIRBREMERFESUIIRE 2 FHEAIRE.

EREF G COM imORE EIARSS 28 COM im0, BHMITIUATHRME:

BEE iR COM iROREY, EREMERKAILUEASAFIRE COM ImOEENIRE. A UGERTAHEMKZIRE
ABFE (X EE AR AT

ALEGLRRE ORI EF K COM EH, taUFAZERE (RiKRS) BEETIRSERRBRESTF IR
COM irOIBkst, BXHBEMES, ESiA Citrix Virtual Apps and Desktops 324,

BE:
COM ikOBRET5 TAPI RES,
1. 34F Citrix Virtual Apps and Desktops &, EERAZEF i COM iOEE MKEEILE.
2. &% Citrix Workspace MB#EF.
3. EMTRERTR/AT, B
net use comx: \\\\\client\\comz:
Hrh:

« X NBRSSE L COM IROS (RO 1219 AJAFREY),
o Z HEMRENE AR COM KOS,

4, BHINZIRE, BESSRIEOPEN:
net use

REERIRGTAIREEE. LPT isOAEREG$8y COM im0,
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EEENSEINARZFRERL COM KO, BRHENAFIREREEIMSGIED. FW, WRFZFiE LR COMI
BRETEIBRS3 28 £BY COMS, BERIEFMEREH COM irMig &% EEI COM5, RIS COM imHr, maIETERE
BAFigE LR COM wmO—#,

e SR
BEULUE/\ N ERE5ERT Windows 89 Citrix Workspace M BEFESER.
ZERSRRETHNENTETRSEAFHERMGTNIHE, TR1EHE, 2RETUEERRANS RS M,
KVETLIRBUTHEMARE SN B RE3#HT:
« 2REBER, [FEPETENETRE, NAEFURERN—FEREXLERTREF,
Citrix Virtual Apps and Desktops 71 Citrix DaaS: EEFA—E9 B HTIN E RS2 Desktop
Viewer 0, BEXLRREBNERHIPEEONK), AERERAK.
« BORN, 2EPETRENETRER, NAEFFRETIZNEREF,
Citrix Virtual Apps and Desktops #1 Citrix DaaS: HFE—42E (UF#HHN “SEA”) PHNEESEREE
B, BORESRYE, 2RESBEHEENETRRETR. MRETHRELHT, W—58i8& LAIUERS T EMSEE,

MREHNNABAEFMNKEREERRE LNEIETRE, ZETHSBERAZEFHNEERSE. S, ZEPESRINHE
TEFHAEEREE.

BRAZEREXS, BREM TR

s APGERENZIHSTERS.
o BERFALNEISE ETReE. £ Windows F& L, BERIFRTRET RN, BHIIEE > RAHBEER
™ RERIASITERSERTRMET.
o WNEIERBZE:
- Citrix Virtual Desktops: f#/ Citrix itBHKIGILE “BRAERE” KEEEERRTZRS,
- Citrix Virtual Apps: RIEZEZREER Citrix Virtual Apps BRSS28hR4s:
* {EM Citrix itENRSILE “ERAERS” REEEFNEFRE,
* 7£ Citrix Virtual Apps BR552389 Citrix EIBEH AT, &F, AREESEREE:
- BHRSREM > BHRFIE R > lRS332IAE > HDX Broadcast > 2/R3
- BRSEREM > BIPTE RN > IRSHREIAME > ICA> B7R) M
* RBERATENRIENERNRARNT.

REREEEEBAR (ULKBRE), URERBNELATF. NRIKENEFBKR, EGHEENNNELTNAER
ZRBIFE—EBD BREA.

EXR s mes LA Citrix Virtual Desktops:
1. 3%4% Desktop Viewer #F & & Tk,
2. EEEO.

3. ERNEREsZEES Citrix Virtual Desktops FR. HRERENETSTANET—FRE.
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4. 7z Citrix Virtual Desktop TE#H, #EE2R.
RENEET BEIH/HEE.

B %A Citrix Virtual Apps and Desktops #1 Citrix DaaS it B2 EHNEFAEER, BELRMIAPLNE
CTX115637,

FTENM
BEAPRE LRTEINIRE

1. ERFRE L, MNAREFPRHITEIREREEFERE L.
2. EEFIHKERERTFLE, BE “BRANK, HEN ‘BERES" M ‘BEEMNFRESR ET.

EERBEEEE
ERIFEM Windows FiR BB fniz i in A FfEFFF1=m, Citrix Workspace MAREFEEUTER TEHNET
REERE:

o ISBCET XABNFERE, UK

o YIGRATIKER T TR ERETET,
EREGEE, EREERT, Citrix Workspace MBREFTHERRIINIZENER. RERSHUEEERFEH
HIAT I,
EFEAAERSENZIEETRERE, BFRITUTIERE:

o TEHKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\Configuration
\\Advanced\\Modules\\MobileReceiver H6l# REG_DWORD & DisableKeyboardPopup,
¥
- BEEKEN
AR
£ 64 {1 it & ¥ L, ¥ £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #18lE %,

REALUKEAUT 3 HAFREI:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (Z2#H) (RE#ERE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MAs#H) (REHERE): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

BEREAN

BILUEZE Citrix Workspace M AEF MR ARG RHINGENAS R, BRRERESNEKZE, ALUEE Citrix &
st. Windows BT HURSIENRERF.
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1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R ERIRR,
2. EHENEBET ST, BEEEEEIR > Citrix A% > Citrix Workspace > B {K3,
3. EFRERES TR,
4. EEERAUNFIEET,
5. E#EsN Citrix Workspace Rz fTZF 1% BRI RAIE SE K.
Citrix Workspace R BiEFZ 4 32 i@ ER:
Citrix Workspace 2R3 1F 32 g R BEIT. AT HWEENBREFRME, ESEmAUTHREERERE:

o EEPOEERRI RN AER,
o “FFIR” SEBLIK
o 51

IJ\IB\

AMRFEFLHESBERE, JRFBEENREBRERA. Citrix TEHRIEEIMRFEREHFLYSEEY
HRVIB RS IS LURR R, EREMRIRIESNTEENIL, ERIEIMERZA, BSBHITED.

ESEHEREE, B LT HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences # i M — N & A
TWIDesiredIconColor MFEREIMRBHKHIGENFEE. EIRATENEAGREN 4. 8. 160 247 32
/&R, MRMEEFRERIE, AP AIUAERERRENSERE,

ERGLITEEXNAEFRESNUE

fEF “FFHIR” RBERMNKERES NI, TLUEBLBHNAREFRESVRE Windows AR EPNKE
Lo BRFHM Citrix Workspace AP REITIHARAERF, “Fia” ReERfSmERES N EEr AP AR T
MNREAER. BERTFREU—BNA AR —A%ONBEFAF.

irE# A SelfServiceMode, BZRIAMERTIEE N True, HEE R SelfServiceMode 17EiEE R False
B, EXRHNBEBRSHEF Rm. Ak, ERIUM “FFE” RBEMMEmREA N FRRRESNER) TR
N AR,

BRMERRAUERSMEMRIRERBEXRERES NG E.

ERRESL T

s BRTHEMRREAERF. & SelfServiceMode 518 E 7 false (XA ER) BY, FABRAEFISHE
HIRFAERF. NRMKEPRERREES XERR, HAPEFBHMXEFH Citrix Workspace R FRZFEIR LY
RIFTEY, WEREEXET.

o AP REERE—MNABE, “KF7 M EERR ENAHE, TEAELAFREEESNARE, BRI
F AP EAARBYRIERFINS MIKFVEHRINR EERREALBSAER P it B EFahRNERERR
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(HideEditStoresDialog) Rig{EHFENR. MREERAAFETUAR, APRKAIUEBMKIREHES ‘&
WEI SEI, LB AR P B] AR NSRRI o

o APTAER Windows EHImiRibRE BIERF.

o ALUES AT EHEXWERRGEFNESEREAR. RAERTARMKEERESR. FEIMRLERS, EF
Bzh Citrix Workspace R BIER.

o T TRR” HPFOIRIRES R, HRABINLERIEREZ UseCategoryAsStartMenuPath,

AR

Windows 10 RAKFFE “FFia” FEPEIBMARX G, NAEFPRERHERERGERLT, B2, FEE
A Citrix Virtual Apps EXH “%5)” FXH4FHET.

o AIATERELEZHAM [/DESKTOPDIR="Dir_name”] iz, UERFMEREFARET R INHRHR, KE
PEA 2R R.

o fEREMRI AutoReInstallModifiedApps AIUEE “BoiEHLTEEBHNENNABER" Thit. BH
AutoReInstallModifiedApps &, MRS/ LEAGHNNAEFNESEBEYAMENEAENBIER
FPEHHENLEETR. 2 AutoReInstallModifiedApps &, NEEFNESEBEEFRSEH, HHEE
P in ERIBRRIRES RERIFREREME, BIABRT, AutoReInstallModifiedApps fFBAR

o

EREMRFESBEXNARFIESRNUE
AR
o RIANBRT, EMRIERFFTEE.
s FEREENABEZIESIMRT. NRESAFEETANEREEEXEMRM, BRZBFBIM:

1. &H& Citrix Workspace R 2%
2. REIMRI, AfF
3. ENECENAEE,

BT EXisH ERERE

TERIEHIThREE N AT e A A EIRE ZEBE, B TEKEFITIE, ERNIRKREERUERBNIFLZ
B#%5), MEARES MG LEFMBECSHWEARERF. T Citrix Workspace 1R, HBEEUEMRERF
Ik EEETEXIEHl, WA LIEAARBITIINEBE A img & T TIFXES),

IJ\IE,\:

AMRFEFLHESBERE, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
IERERREB S AR, EREMRRIESRTEENI, EREIMRZE, BSLHETED.

EEEmE&eE Citrix Virtual Apps iR 255617 WSCReconnectModeUser HiEk A M= WSCRe-
connectMode, B EmA UER Citrix Workspace M BREFEHNTTN.

Citrix Workspace [z AEF# WSCReconnectMode JERIEE
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o 0=FEMEZRITAMWERIE

o 1= NBEFENEmEE

o 2= NHREFRINEmEE

« 3= NAREF BRI EEE

« 4 =Citrix Workspace REITFREREE
« 8 =7t Windows BRI E#iEz

« N=3M8MAE

BRI EXITS
EXBETERIES, BOIZUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (32 i)
##r: WSCReconnectModeUser
%A REG_SZ
BHIE: 0
BT EMRBMBIAE 3 1829 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321i)
##r: WSCReconnectMode
¥8: REG_SZ
BE#dE: 0

==

MREFESEFIMRDT, ALl WSCReconnectAll sTAIRTHSEE A false,

32 it BNy EMRIT
EffERD: WSCSupported
f&: True

AR E

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
-  HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties
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- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FARm: WSCReconnectAll
&: True

AR R

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle"’

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

FAERDT: WSCReconnectMode
f&: 3
EMRIMERE:

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

EmRm: WSCReconnectModeUser
B: EREREFCIEIME.
EMRINERE

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it BB ARSI
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JEARERIN

f&@: True

WSCSupported

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelID

+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

AR

f&: True

WSCReconnectAll

AR E

RN
f&: 3

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID + \Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectMode

AR E

JEAERIN

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectModeUser

B: TREMHERSEEMRR,

AR R
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HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

Desktop Viewer

FRANEILFIEEERARMNELER, EXAFBHEENKENS NNERTESERFPNAEMELERNELTAR
B, EiEEE ISP AR AP A A B iE MR EBURTER T Windows B Citrix Workspace [ F#2
FHIRE,

LAPEESHENSERERN, 15EM Desktop Viewer, AFPMENSEAIUEEAFNEMNEHE, HaIUEH
ERETAKE. ELinRASRS, Desktop Viewer TEZNEEATFAFAERT ORI AENKEHEHAMKEA T
BHgERZEE. AP UERR—BRI&E ERZ Citrix Virtual Apps and Desktops # Citrix DaaS #E#ERi&
BEETNERAZ I KH.

AR

RZfERA Citrix Workspace NAREFEREMREE LNRESME, TEFER Windows“IEHIER” EXXRESD

Desktop Viewer :f9@ 2N
7£ Desktop Viewer 223&%, Windows ##58 +L {5@Z<itit &l
Ctrl+Alt+Delete tsmaitit B,
BB, MERANIRBEEL Microsoft HBNTHAEM IR HEE B s AT Bl
£ Desktop Viewer B9—IssBhINAE, #% Ctrl+Alt+Break i§&E3#HE O+ 2 Desktop Viewer T 2%,
Ctrl+Esc XxF)izf2 IR E.
AR

ZUNERT, 03R4 Desktop Viewer &A1k, Alt+Tab EESIFASME A EHRESET O, W8 Desktop
Viewer 2 REEANEOF, Alt+Tab BESIFBIMNINEOQZEEERE D,

AEFYIZE Citrix GiTRAES. AEaRFS (Fim, Ctrl+F1 &%) $E;M Ctrl+Alt+Delete, Shift+F2 ¥ELR
RRAME RN Z RN BERF.

AR
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Fgext Desktop Viewer P2 TRHMEMKE BIEINZARFNKSERIE) EHRAERT. B2, ERILEEA
TERGHNAER, BIEMNAEERFZIE.

EINEm
AERERET, APEAEZIIR— N ENSEE. IRAFPZSHRTIRE, BRFANEESESIENER, Eit, Citrix
i

- EERAEREE ENEFRIRRENEQDLHE—SENESR

s ARPAENSRER—SE, HACRENENERF EMEEIINE 2IEMNIES,

s ARPAENEAZEE—SENLS, HEIXEZS
FMERIBEEMEENITENNAF EIES ZEmE TERE,
TE SR & RET

o IRENAFP NENESEERIESENNBEFARNENNBER, #8

o RANFERMNENNAEFEER,

RERFLERAREERENYAREFRETNRFEE B, ERARETD, FHIRzEEERAMKZIRGDEE,
LA RS B IR R T PR IR B 2R BRETERER, IABLE MR IERNER.

REHEResEnt
SR U E M AR B RIERSTE R8s BT a K E,
EFEGENEAR, BRITUTEE:

1. BaniMREIES.
2. SMBILLTEE:

o £ 64 fii it ® Ml £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\Engine

o 1£32 fiitE#HL: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. fIEITIEMRI

o 7. REG_DWORD

o Z¥R: ST INACTIVE MS

o B 4 REHEERSERBRREK)

BLB MRS, RSIETBUAESMEL NI ., SMTHREENZ. ERILBRRSETE, BHHRITUTER
E:

1. BahEMREES.
2. SMBEILLTEE:

« 7 64 {3+ & # £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\
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o 1£32 fiitEHL: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\
3. gl AR

« ¥7I: REG_DWORD
« BFF: NotificationDelay
o B UEMNASMUNERE (BlZ0, 120000)

Workspace <iEHRERNER

BRI UREREBIE, LIEEERFP B M Citrix Workspace MBREFSIETHZ N NIYEE, MRR
5. BEFMEERENHEERARLTENRE, EiFEM Workspace #iFHH, R EBIR RS EIERNIEIMN
NARFEMEmEsiEs Citrix StoreFront AR IE,

FESHEBEHER LIS B AM 1 8% 1440 9. RINER T, FEREREEN, BEEAILUER PowerShell iR
f2& inactivityTimeoutIinMinutes B, ittt TEIEATF Citrix Workspace E2&# PowerShell 3%,

RARPARNT:

o EEHAI=NM, SHSEFOFRET—FEN, BT —TATRIEERICEHEIET.

o RAEREENNEMNEREBEATHET 5 28, BHAETo

« APAILBEERISERERENHBSERNAERS, EXMERT, FENHHNSREENERENE, BF
B H T HER YA AREENSIE,

=3

AR

EIEEREEN Workspace (&) RIEEEERERNE,

EP{xeEtR (CEIP)

W ER O PR BIBEREMA LB
FEM AR Citrix P 4eEit% (CEIP) M ttBUEHEITF Citrix 125 Citrix
EAF Windows #9 Citrix Workspace [A#EFHRE. I
Workspace [ZRIEFWEEEER  AEFMIERE, AFRALXBNEYS
ERBYE, HEDRBEEREE BRRR, #FRSKFEHEEAR
Citrix #1 Google Analytics. FREFM AR A,
WeEERY R

W EFrR, Citrix sUksE Workspace M AREFEEMEREREIE, LIRS Workspace MARFHRE. aEM4E
8, HaW Citrix A RALENELDERR, UNERRSKEHEEARREMNEMEMILE, ¥IBRNLUCRR
RNERAMOH. KPR ERMAFHETEN, BFRIRE CEIP $UBHFENRE R HITHM.
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Google Analytics WsEr4sE CEIP iR TtR E1E:

BRIERYhRA *

RIEBETTE
LEiEFIE
BRI EHTE LD
REHS /M

EEBLFAER

FETHEIIFAES

=3

AR

Workspace [ BEFHR
>

BERETRIR

RERFRS
EEFOERER
Citrix Virtual Apps

and Desktops &iEE5h
StoreFront %I
Workspace URL iF#15
REFIE

Citrix Enterprise
Browser hiizx

BEIERE

BN
BEFImRERE

N REFRIFERE
EIAR IR/ RE R

Citrix Enterprise
Browser fERER

Workspace M HEFE

il

VDA ER
NMAEELRE
BEAEIREI R A
BEEHRE

B EEE

BhRZ 2206 #2, Citrix Workspace AREFASMUTFIRE (EU). RUNEFX (EEA). WmMEE (UK) B
FAF BB E Uk CEIP 348, MNREHFLBFIALLIHEE, EEMEH Workspace M ARER.

RIS EIED

BhRZs 2205 2, AFPMEERMEILURRU TS EFIELX CEIP #iE (FEM “&32” PEENTHELENENEUET

ESES IO

1. AREBTBEMXIEFH Citrix Workspace R FBiEFEF.

2. EESREIRT

LB B RS R EDETXEE,

3. EERHIEWS.

4. EEAR, WA CEIP HEBRFE5,

5. BEHRF.

ERILERAR S0 SMEIU T EMRDHRENRER:

#%#2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

SEMRIM: Enable_CEIP

f#: False
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} =r

AR

—BEEER, HHZE Enable_CEIP EMRIUEKEN False, FalLUES SMEIU T EMRIMHILEER
FIERXREM CEIP #iEtEx (BMRIERSFH Workspace NABEFHRZA) :

#812: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SEMERI: DisableHeartbeat

f&: True

Citrix 1R#B&5 Citrix BTN S RZRBEMNEIRE, Hi= Citrix Services Security Exhibit (Citrix REZ £
MERR) FHMETEEITRIP. “Citrix Services Security Exhibit” (Citrix RS %24 RExR) a7 Citrix Trust
Center (Citrix 5FE#0) KB

XK E
Citrix Workspace M FB#2FRIEN MR H A IRENXIFIRER TAM. NiaflkF,

8 Citrix Workspace 212 2106 &2, BRI LUET “‘KIFgE” BEXKIF A, HEfMBFHERL, EXLEgEHRAR
BOEFABTBRRE, HBFRAIRENA.

AR
ET(ER T =2E,

BEXEAEER, BEAKERE,

Microsoft Teams

c BRHA=E
« RIDSRMRELE SR

o BEFOEHRE

WebRTC B9A %k, iERFLEEMH1LE Microsoft Teams

BhRZs 2209 &2, BFMRs Microsoft Teams 89 WebRTC kA2 F&EIhk4s M98,

{EF HDX #1178y Microsoft Teams b SHEMIR R

iEATF Windows #9 Citrix Workspace R A2FIIESz #EA HDX #4178 Microsoft Teams b -Ragis SAERIAN
MR
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https://www.citrix.com/about/trust-center/privacy-compliance.html
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BRILEME RSHECEREEXBGERE SR, HBIHEWNETITRE (BAMNEE) KEEBIN . &IEER
BT P2P sBiERN.

AE:
HINEEMAEE S Microsoft Teams Ul/4RHI&ER. ZEOXIFEER VDA B3 2112 B SRAHI S E F M,
EXEFMER, BSRZEOSNAR,

PRI

s FEFHEERMAREXNEREiR,

s BEMRTRAERIEZENFEETE. HEXHHERBD Microsoft Teams REHEHE VDA BY, BEEMRE
BEAXA,

o EIEE ICASIEG, MEREXH. B2, Microsoft Teams Ul ER—1 344, FERZEIREMATEAR
%o Citrix #1 Microsoft IEEH IS HfE R,

o EMEREGN, REQIEEST Internet,

AR

L INBE 1R 7E Microsoft Teams # B R EF SR Ao Microsoft #H b E# B, EZFE CTX253754 Al
Microsoft 365 Public roadmap (Microsoft 365 AFFERLE) LIFKENKHYEHMAL,

RRA=
Bhi4s 2006.1 &2, E6EA HDX k89 Microsoft Teams M ARFHE ERBHZINEEFRSINT FIIEE.

£ Microsoft Teams £ E=MRAXFET Desktop Viewer EOHIKNZE. Desktop Viewer E MK E (&
FinAHEmE. NERERF) BETHEG,

7£ Windows 10 2R %R, LUTX&R1ES Desktop Viewer EOEEHFAL(E1IHIETT:

o “FRIR” FEB. “BR” XHMN “‘ES50E",

o EESEAMNERABERZFE.

« ZIRETAE DPIRENZE 8L, MRAMNAREFS 2N FRANETRRESE, HEHDPISAS
Desktop Viewer &O#* E/~2§ DPl RITED,

s BEMBRGEESEPINEZARFNENR EN2ER “NARFMRE,

‘miDesMERE(L A8

HdxRtcEngine.exe @#AE Citrix Workspace [ fAi2F+# WebRTC ##14351%, AT 412 Microsoft Teams
EEm. B Citrix Workspace RA#ERF 1912 REShRA#, HdxRtcEngine.exe AILFf&IRSH CPU £
HIOER F A LRSS MRERIDOYIE, TTaEMER 240p. 360p. 480p. 720p #11080p.

MEETEEIE (BFFA webrtcapi.EndpointPerformance) £ HdxTeams.exe ¥ia1LEHiETIT, HEHERAE
WETFRFEHATURMNRESHE, RFRIDENETIERAEENDHE, FREBNEAIUERTES ZEH
W, BAUENESSKINRS SR ZENDE,
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NTFEEEHCHNERAIRAIHERNGRR, BEM LRSS

imm It aE RARDE AR RIUE
R 1080p (19201080 16:9 @ 30 3
fps)
720p (1280x720 16:9 @ 30 fps) 2
8 360p (640x36016:9 @ 30fps 1
5 640x480 4:3 @ 30 fps)
B 240p (320x18016:9 @30fpa O
320x240 4:3 @ 30 fps)

Citrix Workspace [ B2 PR A RERER:
SHEEMRKIR HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream gl U M=

BR KE (=1 WiBA

OverridePerformance DWORD 0;1;2;3 SREISSIF BRI RE. B
PDANFO0E32ZiEl, &
0 RRIE, 3 R

BEXEERARIERNER, BESRRLIEEGEESR.

A% Microsoft Teams bR 4AE R, ESIE Microsoft Teams i1k

AFEIEHER

AT HdxRtcEngine. exe FREIERIRINEE, ARSIt RENARSAERNE AEC THRERNINEIRERFRS
o

SHnEEMREEE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H 8 LU E A RIN:

Z#: EnableAEC

8. REG_DWORD

BiE: 0

(0 ®RomE2A AEC, 1 RTBRA AEC, 1R Regkey 7721, HdxRtcEngine MEIAfTRARERA AEC, MEILINE
R EHRE AR, )
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Microsoft Teams i {LAYIEIRINEE

« BiEAT Windows 9 Citrix Workspace MR 2R 2112.1 &2, UTFINEE (ZHOMRFEHINR/FREEHEIR)
{X7E Microsoft Teams &3k EHEA A,

Microsoft #H It E#BY, EAILEE CTX253754 LIRBCGEEHM A,

- @M@ Microsoft Teams MZEOMEXM =N 7 Citrix Virtual Apps and Desktops (2112 &=
k) e HDX fifbfa, EaTE Microsoft Teams ERZ M EABTIRAISN. ATUESE
MAXBEIHERRN. BXREEEONENFMAES, ESHE Microsoft Office 365 ih= EH Teams
Pop-Out Windows for Chats and Meetings (Teams AFHIRMEINABEED),

MRITIEEEITIIBMR <8 Citrix Workspace R #1255 Virtual Delivery Agent (VDA), Microsoft
BRABESFHETAORE, B2, EiZMEEATF LHENANAZH, BaIMARIZHZANED (2112
KE=HRA) B VDA 5t Citrix Workspace Rz FEFhRZS,

- BPEGHNR: JUERRTFEINEHEBHZRENEFINRRTFEMINNEMAR. Z—UE5EF
LoEd e, BRMERBANSITERMERRZNER. WAMAIUENEZRE, FETLUREK
B4

- REUZHIN: ERBHZERIEHE, TAS5EMAILLETERITERIZAERITENR. KRG, HER
BOARAILHLESIEE ZER, HEIZENG, ErRUESIHEZNER ENEEMBEREN, URER
FEHIRN S L HEZ I HIA,

PRI
ERAM AP Sins LiE1THZN, Microsoft Teams KEE P in LRI A Z B8 =3 Sid@iEHAE, EREHIN
EIMARI A, AR ZE: AP RIIIAR N UEREUE RITHISGEL,

- Dynamic e911: Citrix Workspace NBREFXZoh&E 2, 7 Microsoft BIEER. BEREE

MEZEBRAPERN, BiRMTATFHRITUTRIERED:

* BN E 2T

* BHIREAR
X BABKIER = £3589 Citrix Workspace M ABEFIYEINIE, MIE VDA LiziThI Microsoft
Teams &P i,
Ray Baum AR ERE ON B ENAAEMEEXINBANNAERLNE S (PSAP), BERT
Windows # Citrix Workspace [ZF#2FF 2112.1 &2, 5/ HDX B Microsoft Teams 4@ M Ray
Baum #93&##,

- MARFHE: UE, H&7E Citrix Studio /EA 7T HDX 3D Pro &R, K%M Microsoft
Teams PN EFEHZINREAZVAERF.

BERTF Windows B9 Citrix Workspace 2R 2112.1 # Citrix Virtual Apps and Desktops 2112 i2,
RREHAZINEEATETE Microsoft Teams PHZMAERF, BA HDX 3D Pro i8S, ERIUAZNARER.

« BiEAT Windows 8 Citrix Workspace S ABTER 2109.1#2, LU TFIHEERA:
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- %# WebRTC1.0: AT Windows k9 Citrix Workspace M A 2R 2109.1 235 WebRTC 1.0, &
R FFRIA IR LU FE A

- REHZHIRINEE: S UER Microsoft Teams FHREHAZERLAZTE NN ARERF. OB
RBR. EALIhEE RS Citrix Virtual Delivery Agent 2109,

- NAERFRIrRAY: BRANARRRIFE, METLESAS HDX K188 Microsoft Teams
ZNA, (EBNLLINEE, ERIMHAEEERNKSERETHNARFEO. FALIhEER MRS Citrix Virtual
Delivery Agent 2109,

AE:

ARMEBRANARFRIPN, FZEARSEMNSEEHEE,

« iEMATF Windows # Citrix Workspace B2 2109.1 # VM RE N BIEF L& k8 Microsoft
Teams Iz #HFLATINEE:

- SR BMASUEE

- BIERY

- BEH=E

« BiEHTF Windows #9 Citrix Workspace B2 2106 #2:

- Desktop Viewer & F2REEREY, HFPETLUM Desktop Viewer B=MFIERETIERE—NREHT
H=E, #EOERT, BPAURE Desktop Viewer &0, ALEERXT, BAIUMEREDER
— M REHTHE, Desktop Viewer ERHEOER (BRAK. TRIRIML) B, REEZEEIL,

« BiEAT Windows 9 Citrix Workspace R B2 2105 i2:

- TR RS E BIEMEED,

S fn B \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream # ¢l 2 & &
NetworkPreference(REG_DWORD) BRI,

MEREREUTEZ—!

* 10 LIKH
2: Wi-Fi
* 30 FHME
5:
6:

*

*

ZNE
Efa

*

BINERT, NRKFIGEEME, WebRTC 45| BIIEZF AL AR,

- EEIUBEAEMIGEER 2 (ADM2), WUEF AR EMILEER (ADM) BFNEEERR. 2H ADM2
B TRAEERSZRNE X,

E2H ADM2, 1S5 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream}
BliE—& % DisableADM2 (REG_DWORD) #9iEM&RI, AEKEILERN 1.

« BERTF Windows i Citrix Workspace WA 2R 2103.1 2:
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- RAERT, VPO MimAREESIMEL T HEANRTS,

- BIEHER. B, BEINGIEEREIRINEE: MR Microsoft Teams Bl & 7 X tekm, Citrix
EEMAM Microsoft Teams FEBEERNE, BN, XEXTIEZRIAEERN True,

- DirectWShow MEARIAEMEE.
EENENAE IR, FHITUTRE:
1. BaEfREERS.
2. SMEILITXREAE: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,
3. EHLUTE: ”"UseDirectShowRendererAsPrimary”=dword: 00000000
HETaERI(E:

* 0: {RIAEHR
* 1: DirectShow (2tiA)

4. E#B5 Citrix Workspace MBER.
« BERAT Windows i Citrix Workspace M AB#EFF 2012 2:

- NEAMETUERBHESIEFEIRTENRIFE,
- WebRTC A5 EMEZSHER P inig & LR ERNRIERS .

« BERATF Windows i Citrix Workspace M A2 2009.6 i#2:

Microsoft Teams E&EIEIG&EFIRF ERUFIER L HINEILE,

WebRTC 845 | Z 0] LUERHM R E iR = L AT REIN R ARSI, WebRTC 1R45 | BEXH#ITE R,
AR EERB BT,

Citrix Workspace MBREFREEFES Microsoft Teams #E—ETE,

EIFEHMRCOHTINEE - SN BT =LEENZE R HERXE, EIERIBERK,

- RREZZOHINGE - YEHZREHN, NUAXYAIEERER Desktop Viewer R&E, LiE, SME
Desktop Viewer & OTREHE P inads& = LE,

« BiEHTF Windows 84 Citrix Workspace M A#EF 2002 #2:

- {#H/ Microsoft Teams £Z T EX A, Citrix Workspace M ARRFRA Y EENEMBXIGAEE
BER—1MI@iNE, EREEHLE Desktop Viewer 50, EEZHMSBHNEAAET D, &/NE
Desktop Viewer 58, REEZKEHE,

fcE %l Workspace WAEFHERER
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£/ Azure Active Directory fE S &R

AEHABNB T AEER Azure Active Directory (AAD) fER F BB EER, TERE I AAD SEM AR = P fEF
EMNFEHNITEAHRILMPSER (SSO). FEALERE, @EaUEEME AAD Mif= L&A Windows Hello 5
FIDO2 &1 Workspace #4175 3383k,

} =r

AR

nREEA Windows Hello fEAIRIZI B S HI0IE, MRTLASEIRST Citrix Workspace ZAiEFHMERER, EBE,
FEIFREABHNENNAREFHESEN, RASKRTERNAFREMNEL, BRGE. BEEEEKE S HIRIER
% (FAS).

WEFN

+ 5 Citrix Cloud #95&zh Azure Active Directory i&E#%. BXiFHEE, 1E2H% Azure Active Directory i%
3| Citrix Cloud.

 Azure Active Directory TEX S50, BXFHMEE, BBRATIEXEA Azure AD S48,

s BIFEEEEERE Azure AD &%, BXEFAER, 1B51 Getting started with Azure AD Connect using
express settings (ERRRIZEFIAEER Azure AD Connect),

+ 72 Azure AD Connect L 3UEEES KR, Lo, BRIERSERMERBEDNE Azure P LESER. B
XFMMER, ESW Azure Active Directory EXEEMIIE: HRIENTo

[y
BRITUTHRE, UEEMNgE LEEE SSO:

1. A% includeSSON &M Windows s 1722 Citrix Workspace R FR#ERF:
CitrixWorkspaceApp.exe /includeSSON

1. EFBEMNILE,

2. B@Iiz{T gpedit.msc 77 Citrix Workspace [z T2 F4H SRIE3T R EIRIER,

3. BEEIEER > Citrix A > Citrix Workspace > B B3 181 > 2t A 2063,

4. EEREREBSHRIE. RIELEMNZ2IRE, EREATNAE ICARITEESHRIDATAERBEREES
R38IIE,

5. 7£ Internet Explorer g AP BHRIEIRE, BEMUEE, BHRITUTIRME:
o M “ZHIEIR” FTFF Internet B1%,
o SMAEMEY > 4 Intranet, AFELHER.
o 74t Intanet EOF, REBR, FNFEHS, RNUTAERS, ARRHXHE:

- https://aadg.windows.net.nsatc.net
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- https://autologon.microsoftazuread-sso.com
- The name of your tenant, for example: https://xxxtenantxxx.

cloud.com

6. BIZABABH prompt=Tlogin BEZAMIMISHIIERET. BXFMES, ESIE User Prompted
for Additional Credentials on Workspace URLs When Using Federated Authentication Providers
(ERBEEHRIHRERFINIRTAFPE Workspace URL EINEMENRE) . EAIELR Citrix HARZ L
ZEMAAFM prompt=login B, URWEERSER,

7. 7£ Citrix Workspace AR & it LR AR EESHRIE. BXEMAEE, BEREEESHRIL,
8. E#Enh Citrix Workspace B FIFE R LU FEFR A i E o

f£f Okta FIBX & S HRIERSHITERER

ABIRABNBUMAER Okta (EHN SN IREER URMANIRENIEEME S FHRIERS (FAS) KLMBAER
(SSO), @I UEE, EaTLUER Okta @ Workspace #1TE50E, UERBERERHBILEHIE - XERIET.
BEISHRIENFIEER, BFBE Citrix BFa BMRIERS S Citrix Cloud £&ER. BXEFAER, BHBRE
Citrix X & 511 310iEARSSE#% ) Citrix Cloud,

M
« Cloud Connector, B*%% Cloud Connector Bi¥4{5 2, 7555 Cloud Connector &,

+ Okta {E, Bx%% Okta RIEMIFMES, 55 Install the Okta Active Directory agent (&% Okta
Active Directory f{38), Ithoh, EaTLLUE Okta IWA Web RIEBEREAMEIIAN Windows B EER. &
XF=R, 8 Install and configure the Okta IWA Web agent for Desktop single sign-on (&
MREATREESERH Okta IWA Web 2)

+ 5 Citrix Cloud #;&zN Azure Active Directory &%, BXiF4HE R, SR Azure Active Directory %
%2 Citrix Cloud.

« RESNRIERS. BXEAER, BEALEKSSHEIERS.

[ih=
BERITUTSE, UEZIEE LERE SSO:
% Citrix Cloud #EiZ 21 Okta 4840

1. FEFH =% Okta Active Directory I, BX¥MES, 551 Install the Okta Active Directory agent
(%% Okta Active Directory {38),

2. &%3 Citrix Cloud, MitR https://citrix.cloud.coms

3. 1 Citrix Cloud z#rh, #%$% Identity and Access Management (S4Hi5REE).
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4. #3%| Okta, AEMNEIESHEFIER Connect (EE),
5. 12 Okta URL o1, #mA\&ErY Okta 13,
6. 7£ Okta APl Token (Okta API $48) &, A Okta AL APl S8,

7. 7 Client ID (FF 1% ID) #1 Client Secret (FFiR®) &, HAEZHIEER OIDC Web MABEFEM T
ME % ID B, BM Okta iaH &S HiXLE(E, &% Applications (MAER) HiEIEM Okta A
12/, 7£ Client Credentials (FFinEiR) T, xS MEMER Copy to Clipboard (EHIZIFIMIR) .

8. #i Test and Finish (it#52m). Citrix Cloud £I8EER Okta 3¥4015 B H ML ER,
ATEX/SFA Okta HHLIE:
1. 7£ Citrix Cloud Z#rh, %% Workspace Configuration (T{EXE&E) > Authentication (513183E),

2. %% Okta, £ RAT, i5%#F | understand the impact on the subscriber experience (37 ##x¢
ITIRE A= £ RIR) ,

3. BF Accept (%) EZIURHE,
BREE S IIEARSS

1. 7 Citrix Cloud &, %% Workspace Configuration (TEXEE), sA/5%#F Authentication (&
A383E) o

2. & Enable FAS (E/ FAS)., tERRZAEFERL S HAERAIITRESRIE,
2E, BREBHMIWIERSEEITM Citrix Workspace BohtFrE BN AEFSEEHo

HITHEERETFXHES FAS IRSSERNZRUESHENNAEFNKEN, VAEFIEEFEETEA
EENERTE.

AR

MRARMUERBFAE FAS IRSHBHEXAHLTHIFER, VAREFBRDERY, EERERKEE. RA=
RNTREBMANE AD EIBLUA RIS AEF R .

S IRIE

October 18,2022

Citrix Workspace A2, BIEHEBSMIIE (2RFRE SSON). FheRLUK Kerberos @S HRKIE, A
MR E &M RRERMN S HIIIE,

HEE (RRER) BHEIE

BEBE (2RERW SSON) AFERAEHTENIIE, FEEREMBTHHIIEENAIMEA Citrix Virtual Apps
and Desktops #1 Citrix DaaS (LAgi#F# Citrix Virtual Apps and Desktops BRS3) .

© 1999-2022 Citrix Systems, Inc. All rights reserved. 185



iBEAT Windows B Citrix Workspace R BiEF

BRE, BER (RRER) SEFENERE, XHEMATLERTIHAM Citrix AR, MAXLERTER, FHRR
THgE LNEITHEARBERIVIMG, U REREMERXR,

L& R Citrix Workspace M ABEFEE, BN BIEFM S MUK “FFia” HpigE—ief%#3l StoreFront,
RBRAERRE, EAIER Citrix Workspace AEFHBHEMNAEFNKERIE, MAREEMRAEHNE
2o

Fi5 Web ¥ 2S B EREFEAARIENR (GPO) BEEMKREE L 2 ER, BXERAARENR (GPO) BEEREIRA
BERRERNFMER, BH2RAER Citrix Gateway iEER A5 T,

TR LA U TERETE#H 1T ML EH AR L ENEE Single Sign-On:

EANEF, REHEB. 2RBRHM SSON eJUEHRERM,

LR IZPEE Single Sign-On
BELFRESETRESSER, BRTUTSE:

StoreFront LHEZE.

7z Delivery Controller LEE XML 5EARS.

&2 Internet Explorer i& &,

Z#EAH Single Sign-On & Citrix Workspace R AEF.

P w N =

7 StoreFront FEiBEHSER

BAERAFEHIHTE ML, HERRBEMEEEA Citrix Virtual Apps and Desktops #1 Citrix DaaS, A
REENMNE N ARFRREHTIHRIL,

fF Storebrowse LAEF RN AEERN, EHNEEZHBATEKENNAREFNSE—E%3T Citrix Gateway
ARS5 28, GUIE “FFI8” RRiEE, BB Single Sign-On J3, AILURIMNARE. MM BREFMKEURBFRNA
B, MERZRBNENERE,

#R#E Citrix Virtual Apps and Desktops Z&, aJLUEREEEHIS7E StoreFront LREBR SERBHWIT.

BETRTBRFARNANREZENEE:

FAfY REFMER HtfE2

StoreFront LEEER SSON &z Citrix Studio, RE®HZENA L&45 7 Citrix Workspace R
s > BEESMRIESZE - VAR 2 EFEERERN, ex8mE
& > BREER, BRRIERENSE B AR

ZMERE (WMRTA).
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FAfY REFMAES HtiE R

FEERT Web 89 Workspace  BahZA®ENE > EHF Web 89 %3&8 7 Citrix Workspace R f8

By Workspace ih= > BESHIIE EFEEEAERN, ExEIE
FiE - NAEE > BAEER. BRRIEAENSE BB

B (NRATA).

i@id Citrix Gateway EZE Single Sign-On
fEFAASREEXT REIRIRIRRT Citrix Gateway B Single Sign-On.

1. &EidiE1T gpedit.msc $TFF Citrix Workspace R A#EF GPO EIEIRR,

2. EHENEBEET AT, BEEEER > Citrix 4AF > Citrix Workspace > BF 5 13IE, AEEF@EL
Citrix Gateway 311 Single Sign-On 8%,

3. EEEBA.

4. BENAMBAE.

5. EfEsh Citrix Workspace R BERF MUERMH A E R E .

7z Delivery Controller LEE XML =1FMRS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, UWE®E R & 7 Delivery Controller L7 LT
PowerShell &%

asnp Citrix* ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$True

&4 Internet Explorer i &

1. £/ Internet Explorer % StoreFront BRS2F MBI EIE=TIR. EFHM:
a) MITHIERBE Internet 3%,
b) E&%e > Internet, ABEFIES,
LB £onZH Intranet &0,
C) ERER.
d) FINEREYA HTTP 8¢ HTTPS XA StoreFront FQDN &9 URL,
e) BEHERNAMHE,
2. 1% Internet Explorer HEXAF SHKILIEE. EEK:
a) MITHIERBE Internet 3%,
b) BHRe%EM+ > 44 Intranet,
C) BHEEENXEG. EERREIEE — 7 Intranet XIHE O,
d) ERAFSHRIEEES, ERERYRAFENEBEHESR.
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i«!‘ User Authentication
#2, Logon
(C) Anonymous logon
() Automatic logon only in Intranet zone

-:';'J Automatic logon with current user name and password

(_) Prompt for user name and password

e) BEHENAMHE,

ERGLTERORERRER

A /includeSSON Fx%# Citrix Workspace M AEFHEH S5 Citrix Workspace [ Ri2F LUEFIHAYE
B,

AR

L&A TF Windows # Citrix Workspace [ F#2 Bk &% Single Sign-On A8, RZ#HEH /
includeSSON FxF+4k2| Citrix Workspace W BiZ2FH &R ZS.

EA GUIRERRER

1. #3 Citrix Workspace MARFREXH (CitrixWorkspaceApp.exe),
2. Wik CitrixWorkspaceApp.exe UBBRERR,

3. EEARABRLTEASYF, ERBERESBERIE,

4. BET—F, RAERBIRTERRE,

TEMEREERNAF SRR Citrix Workspace NARFERINENARE (REE—NMHELABE) .

55EB T Web 89 Workspace FE&E Single Sign-On

A LAfEFRE R R EEEREEAT Web 89 Workspace EEZE Single Sign-On.

1. BiEIETT gpedit.msc $TFERTF Web # Workspace GPO &R,

2. EHENEETST, BEEBIEEIR > Citrix A% > Citrix Workspace > BF 51183,

3. EERAHAP BB REHREIEBERNE S,

4, BEEREESHWITE. ERAIFERT Web 89 Workspace EREHNERERETERSS L#HTEHR
ik,

5. BHAWWAE ICAEZERITERSHRIE, ETUEBLGI EMFHIRIERS, HATFEMEEE LEEEE,

6. BEHNAMAE.
7. EfFiEshERT Web 89 Workspace LRIV E R E K.

B RIS SRS RRIEREEREA Single Sign-on, Hi@&E ssonsvr.exe #HERBIEEIET.
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&/ Active Directory f2E Single Sign-On

BT T B LUGERA Active Directory (A55EE A Citrix Workspace [ AEFER B HiE B AT, EXMERT, 7
IUSLH Single Sign-On B4310iE, MEZEAELRHEHETAR, Fia0 Microsoft System Center Configuration
Manager,

1. T#; Citrix Workspace MABEFREX# (CitrixWorkspaceApp.exe) HEHRESENMELE L, HH
E=%&T Citrix Workspace R B2 8 B ARt BN TBEIS I RiZ L X .

2. MERTF Windows # Citrix Workspace M2 T2 EREX CheckAndDeployWorkspacePerMachineStart:
.bat &iR,

3. RERARLURM CitrixWorkspaceApp.exe MAIBEMARZS,

4. 7£Active Directory A%MERIEH &H, 8N CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEIIZE, BXIBRMAIFMAEE, ESI Active Directory 43

5. BEHENRET A, BEEIEER > HIN/MBRMERLAHN receiver.adml X

6. & receiver.adml #&iRE, HEITEVEE > EIEER > Citrix £ > Citrix Workspace > B &
HIIE, BXRRIMEREREAER, ESRARENREEER,

7. EFEAMARANEEREHRERENEER,
8. EREREBRSMNRIE, ARRENA,
9. EMBIHITENUEERER.

7 StoreFront FEiBEH S ER
StoreFront it &

1. 7£ StoreFront AR5588 £/ &M Citrix Studio, RAEERNARENE > EESMRIES X - NABE.
2. EEEER,

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway
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BRI
BRRIESRINBHFREREE L, S¥CRIREERAARIEZENBHNERBANZRE, Citrix Workspace
M RREFRET BTRILEARMEE FF0ES ORISR,

RTIER SN, RITMERETAEIENR (GPO) RISREE FHIRIES B,
AR
HERERIERBERER.
EEAARENR (GPO) KRR AEMEF RIS, FRITUTERIE:
1. #@dia{T gpedit.msc fTFF Citrix Workspace N FRiZFA SRS R EIREIR,
2. HIBNEETST, RESEER > Citrix A% > B8RS,
3. EEESHIIESHEERRD, EEUTERZ—:
- ERA BREHRIESHRE#EHE L. ABRT, ®EHR “BEBA
« BRA BTREORIESRAEFEEHRE L. RAHIIEFEMEHN, BFERMBNEHEE,
4. BEHENAMAE.

BRR4s 2106 &2, Citrix Workspace M REFREA TR ERMERE L EESHIRIESHNEMIETR, RTHE
GPO E&4h, eI LUER Global App Configuration Service 22 - fEAssthBii AR 17 B D IIE S,

£ Global App Configuration Service #, 3 Store Authentication Tokens BH¥i&EHN False.

BXFHMES, 15218 Global App Configuration Service X4,

B3
AILUERRERESRETIR, % Single Sign-On 2EFEHESE. ZIXEEAERNARAKNE SET, HETE
BHER,
1. AREE@ERXiEEE Citrix Workspace M BIEFEIR, AGBEEEREIET,
LB 8 a4k EHEXHEE.

2. BEECERESR.
g R Citrix EEBRZERED.
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(@ Citrix Workspace
Advanced Preferences s
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] w oK
About
Version 4.13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices

3. MEERERFERE SSONChecker,

4. BHiET. REF—NEESF, BERUHERES.

EEXNEREORILUTI:
1. K& EFFBERERBNEHER,

« FEERINCRAZBELEREELER.
o BEER D IETREXNERNER.
o AEK X ERRRERERRERER.

2. REERF: ETEE EETURNRRNER, E4RGF, K Single Sign-On.
3. BEff: ERUARER. fla, RE.

4. Wist: FERBEITRENIHEE .

5 HARER: RHAXNRNEMESR, SFBEINRED.

BRREEXEMERMBENERNIFAER.
FERL T AT
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1. BB Single Sign-On &,

2. BREEHR.

3. MERMBEFEM: REE “Citrix Single Sign-On” 1§ B AMEIRBIZFFIRFHE—NE, HITRLERERE
FAMBNRERA RER—MREBEEIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2EHEIETTo

5. HHEE: MIMERT, WEBEEERF KL,

6. Internet WL LXIFIGE: BESHIF Store/XenApp Service URL FINZ “Internet &I gy R £ X155
=&H,

MREIARBERELR XY, KEPHREFMELN, BEESFITASREENE O EEFIMEAIEREX,
UK BRMIR Y E RS,
7. StoreFront BWERIIES .

=z

AR

o NRBEiFEERTF Web 89 Workspace, MMRERRER,

308 Citrix Workspace N AREFEBERE Z NN AREE, WSEMEERBNNARE LETEHRIES
FEMR o

o FILRMIRERREFNRS. BRINRER . txto

R “BREER” BN “RRERER B

1. #@dia1T gpedit.msc $TFF Citrix Workspace N AEF GPO BEEiER,

2. ®%Z Citrix 424 > Citrix Workspace > HBf;55 > DisableConfigChecker.

3. BEEEARREEAEEMEFNEBEREIRIET,

4. BENBAMBEE.

5. 1517 gpupdate /force &%,
PR -
EEBERZEIRAEIE Citrix Virtual Apps and Desktops BR52s £ “i5E&1%5 XML Service BiER” BB E =,
(VNS

Citrix Workspace NBiEFAFEEREITNES (FHEERERLAEFN—BORME) RITEMRUR. SR
AT EEBNHIANEAR (ping.citrix.com) & diAEl, LiZETNR AT EEN R BN RIE BMEIRAAA) MENaTsE
BEz—., BnfTllid, EABEHEMXIEFH Citrix Workspace MBREFHERSHRE LN > BN TS, M
i#%5&K %R Beacon checke (EFFHESE) EHH B HITIT.

MIRERATBEA U TE—1ER:

« @iAial - Citrix Workspace R T2 8E8 B I BX 2R 54T
o AaMifE - Citrix Workspace M BiEF T A R 51T
o Ex A1 - Citrix Workspace Rz 2R a] LRI BRI Bk R (ST
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} =r

AR

o TEERAT Web #9 Workspace &, XLEENRAER TSR,
o MAERATURENIRS. IREKIAMETH . txto

i#d Kerberos #1TIEE (BEER) BHWIE

®EFGERFEERT Windows # Citrix Workspace M B 2 5 StoreFront. Citrix Virtual Apps and
Desktops # Citrix DaaS 2 (a3 iiEiZ.

Citrix Workspace M AF 2 AEAEERHNEERA Kerberos #1TiIEE (BRF R SSON) HHRIE,
Kerberos 2% Windows B1{538iE (IWA) hE&M—FEHI8IER %o

BAE, I E Citrix Workspace R FRf2FIEZFBENAI#1T Kerberos B850, Eitt, EHIEERAFIRE ERESR
RERZL IS RS PRAAFERAS K. AP UERTASHIIESEZERHFRNELMINER, FINESURmEEE:
YIRHE S P10 28.

FEREEEERIESE TEEFSMIIER Citrix Workspace 2. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS Y, Citrix Workspace RRiEF#:

1. 7 Single Sign-On fAiA#TRE & PIN,

2. fE/ IWA (Kerberos) @ StoreFront ik FF &14. SRS, StoreFront mf&# Workspace M BEFREE
/A Citrix Virtual Apps and Desktops #1 Citrix DaaS B 8.

=

[z/2H Kerberos LU ERIMY PIN 1278, tNR KA Kerberos #4343, Citrix Workspace Rz
FRERE R EIRER StoreFront #1TH {3 1KIE.

3. HDX Engine (Z&i#i7 ICAZFi%) KEaE+ PIN Zi4 VDA, MR &RE Citrix Workspace [
EF =&, Citrix Virtual Apps and Desktops #1 Citrix DaaS /SR EERNZ R,

3% Kerberos &1333EATF Citrix Workspace M2, EEEH Kerberos BEB 2SR AU T &M

+ Kerberos R7£ Citrix Workspace [Zf#2F 58 FHERES s Windows Server 59k S 28 2 Bl (EFH, &
EERSH/ETEIR, EILLET “Active Directory BFFITENER” TARSEZEWT,

o WTEIAD Citrix Virtual Apps and Desktops #1 Citrix DaaS LB Kerberos, A7 R &M HRERE
Fi Kerberos, &7Eig 2 AEfIE Kerberos IWA 3£,

+ Kerberos RN EATFRENERAEEASHNRIE. WBEFRAIEENERE SHALRTRAEIBNTER@EAR
FiEE.

A .
= .

i

AMRFIEREFFLTRSBE R, TRFEEMRERERR. Citrix TERIERIMRFIEREHR
HESBHMBRAEEBFURR, ERAEMRFERTEEXNR, BHEREREIMRZAHTED.
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i#id Kerberos SMMIHER (RRBR) SHRIISERFESER
EdkEREZ B, B2 Citrix Virtual Apps and Desktops X 4B RIFEFE SRS
LEFERT Windows # Citrix Workspace RBIEFE, FEES U TRSITIEm:

e /includeSSON

IHE R TR TE IO I3 893 B Al £ &= % Single Sign-On A, MMEEH TEXEE®ER IWA (Kerberos) &
StoreFront #1TH 101, LRERAMGEESEEEFE PIN 83, HDX Engine FEi8 S ae REM M ZIRITIE
%382 Citrix Virtual Apps and Desktops #1 Citrix DaaS B fEmH Itk PIN 53, Citrix Virtual Apps and
Desktops #1 Citrix DaaS Bt M B RERiEE—MERHM HDX Engine 3KEXLL PIN 83,

BINER TRA—MMAXIED ENABLE_SSON,

MRR LK LIRS B Single Sign-On, EERAERENKRERRIRAE Citrix Workspace R AR

—_

. @iiafT gpedit.msc 77 Citrix Workspace N BiEF ARSI R ERIEIR,
. EIREIRER > Citrix A > Citrix Workspace > B B3 I83F > Axth i A 21555

N

w

. EERBREBSHNIIE.
4. EFEs Citrix Workspace R T2 MUERMM A E R E o
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fd& StoreFront:

7£ StoreFront RSS2 LA E SRS, SEREE®EET, ZEBERBBAER Windows SH1RIF. TEERS
EEET, FRIEBEEERMNENE P IRERE ftFEER StoreFront,

BXREe AT StoreFront BNiFE S, 15515 StoreFront MAEHRIERE S A IIERS .

S #5 Azure Active Directory 9% 4iAia]

FfFipial Azure Active Directory safIH TR SRERFT AR TR, Workspace B &R AL AM Citrix Workspace
Nz FAFERF 1T B IE M A P ECE H a8 %IH1T Azure Active Directory £&#ihiR15EES, 21T Workspace MABEFH
Windows HE&H4HE L% Microsoft Edge WebView2 Runtime 99 siEE R4,

BXAERA Azure Active Directory Bo B & #1510 RIEHISEE ¥ 4= SHMGEA, 75818 Azure AD 4514, it
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8E(N7E Workspace (Cloud) $pEHZ R,

i@ Citrix Workspace #1754 E 75 5%

& LUfE A Citrix Workspace W AREFREUTHMRIENG. HEUTEHRIENGESEZIZEER, BT
Workspace [ R#2F# Windows i+ B4 RET Microsoft Edge WebView2 Runtime 99 siE =R s,

1. #F Windows Hello 9B 4383E - BXEBEET Windows Hello HIE#I8IEAER, EZiEE Windows
Hello f )V iR 5B BRI B - IEB{E1E, H#kR Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

AR
AISEREER (BAaEFHE SSON) WETF Windows Hello B9 Z 53851,

2. ET FIDO2 Z&ZFHFANEMRIE - FIDO2 ReBPRAC LA TRHET —HEEWMANAP ZHEBAE
TR ITEHBRIENSR. EAI A E @ Citrix Workspace #1T7EF FIDO2 Z2ZFHAMN S HKRIL. ME
HERP R FIDO2 2e%A@idH Azure AD A [ Citrix Workspace #1751, B2RBEAT
ZRRETABR, MUtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

3. Ibgh, EFEALMIIANT Microsoft Azure Active Directory (AAD) B AAD A B iR IEFMIT B &S
ZF (SSO) 2 Citrix Workspace M ABT#EF. BXEE Azure Active Directory HiREMNEZIFMER, &
@i & Azure Active Directory 5fRsS, MitH Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, X Azure Active Directory iE#Z| Citrix Cloud WE R, ESRE
Azure Active Directory #E#%%| Citrix Cloud,

=+
AT Windows 89 Citrix Workspace RZF2F L1 TR 4 S HE:

s HBBMEIE (BHER) - YAAER Citrix Workspace M ARRFN, BEESMHIGIEAI RS EEHE,
Citrix Workspace MBEFEUT AR ERBRIERE:

- FEREEEEEZ Citrix Workspace M AEEFHNBEMNEIIEE B TR EMEITRHIEEIAI S EhES
KEMNAER.

- EERZEFEENERLT, MFERMNIRIEE L5178 Citrix Workspace MEEF, BRUAHE
RENERA BRI R B AR,

BEESMIIEEEMR StoreFront # Citrix Workspace M B#EF EHELE.

o WEXFHIIE - R B DA TR EEREEESBANBFR BMBL 2 B #HTIER, TEEREEEN,
AIERALLINEE, B, BRIIBETH, ¥ANENERIREERNABES AFERNERZHEIE, Fi§
DisableCtrlAltDel /55%i& &5 False LA EREE £, WERBHIIEEE StoreFront E2E,
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BEFEANERZHIIE, StoreFront BB A] LA FHXRE—MN AR EERR P {68 89 IE Uk E
BERBPIRIE, F57AR7E StoreFront T4l & #Ti%RE, 15805 StoreFront 324,

o ZNUER - MREEFEASMES, WHAATEMEEFR. MREEEERIENERSE, WXEIEBERTFE
RPig& LETNFRE R AER, &iF Citrix Workspace MR,

o BERIREBZMHIIE - ERHEBEMRIERESER Citrix Gateway # StoreFront B2 &,

- E&d Citrix Gateway ifial StoreFront, EBREEEREEMLMEIIHITHHRIL,
- 3 Citrix Gateway SSL EcE IR EREIZ FIHIEB S M, REENRS, B2, BHEFIHILED
SIS RS HRIET RS,

o WEKRIE - MRBENH, WHEETE Citrix Workspace [ RZFMAF M EINRE Z BIRILIEE,

o LIEFERERRIN AR - IS EEEMNAEE (W Microsoft Outlook #1 Microsoft Office) aiFEFYTE
PN BREFNEESIETH X HITHREE R RN,

o IEBHMFEEERER L, MIFFEERFIEE L

« Citrix Workspace ARFRAMRERFIEREZRGER, BHERLENEZHE PIN, PIN NEAFRIEHEEEEIE
DUARER, FREFHEEEER,

o ENEREFRSE, Citrix Workspace MBREFASEMEESE,

o HNEREESMNIRIEHTRER, Citrix Workspace HARRFALIFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5EEEEEMINIELE SR, ERE Citrix Gateway {#EfF. ERAEHEEM PIN Z2 Web ;T
H, TS RERHTEHRIE. F£A Citrix Gateway {EHF BT B @S % IRIEIR StoreFront RERTE
BERAF.

« Citrix Workspace R BiEFEFIEFS citrix.com &5, B Merchandising Server 5 Citrix Gateway
NSRRI MNIIERRS,

A
=

I

RLRBERERIEIMR, IMRFERCATIUTERSHOE, JRFEENRERIERS, Citrix TARIER
EMRRIERER T S SEE IR EEEBEURRR, BHRETEREIMRZAHITED.

BREEERMNIIEEA Single Sign-0n, EHRTUTIRME:
EREEEART Windows B Citrix Workspace R BIER, BEXEHEES U THSITER:
« ENABLE_SSON=Yes

Single Sign-On 25— 1T ATEBSHIRIENAIE, BRALIEERML Citrix Workspace FAEEFE RS
= PIN 1270

o TEEMREERETD, SMIILITRREHIE SSONCheckEnabled FRBIKEN False (MNMREHKRLERS
BERAM).

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols)\

integratedwindows\
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HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

A &R I ATFE L Citrix Workspace 2R & 41 1K0IEEE 2R ZE K Single Sign-On A4, # 73F Citrix
Workspace M B#EF A StoreFront #1753 3IE,

3 StoreFront B RS EEE S/ IIETMIE Kerberos, i5A TEMN&SITEM %L %EEAT Windows B Citrix
Workspace M HiEF:

o /includeSSON RESEQER (HR) SHEIL. BRREEFUMERAETENEESHIEIE,
« MRAFEAAMSHIIESZE BINBFRRMNED) ERiER, WHaiTh!
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

B SR IIE R B IEE B R ER, H i Citrix Workspace M2/ Citrix Workspace R ARZFE S
HRiE7E A& PIN,

i@idiz1T gpedit.msc 77 Citrix Workspace R B2 4H SRBE3 T R S IRIRR

2. HEEEEIR > Citrix 481 > Citrix Workspace > B B{5I8iE > At~ {6,

3. EREAEESHRIE. REEENZLIRE, BEAWNAE ICA ITERSHIRIDATLNEEEEREES
I,

it & StoreFront:

- FRESMNIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront MIFAER, 155 StoreFront X#SHMECE 515 30IEARS .
BEAPIREXIHERAEER, BRITUTIRE:

1. BEPMENMIRIERSNIEENZHAE,
2. REMMEIMEZDRIEH,
3. REMAEE Citrix Workspace M ABEF.

EFEEBERAR, FRITUTRE:

BUAERT, MRS MEBEK, W Citrix Workspace [ AEFHIRRAF MFIRFIEFIER, AT Citrix
Workspace ZAEFERE AEARINES (RIBEEERIRMERE) SULHETHRIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERTS ERNET,

BROEBSIAE U TAERR:

o A EA LR S AT ETEIERE RN,

o EREQPLIER RSABZEEAKEN 1024 fi. 2048 sk 4096 1i.

o BIRRARNEESRTESR,

EREEAEMUAEIERF EEHEH (UPN),

o ERARPRAUNEEEEFERNEF SN IIESFRAEERRE.

o EPMKEHERPRIEBMENE Z —BALEIRS BT TLS IBFNRXMNAVFERNA A (DN) 2—.

ERUTHAEZ — A BUEBANERE S
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iBEAT Windows B Citrix Workspace R BiEF

« £ Citrix Workspace NRREFmLTH, BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry I

RINEIRT. T SmartCardDefault 8 LatestExpiry, MIRESZMEBFTEEMHE, W Citrix
Workspace [ BREFERTEFP MRERE—MIES.

e BT ERMEE MR HKEY_CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY_CURRENT _USER REXMEM LSBT HKEY_LOCAL_MACHINE E{E, PIEIFHIFERNAFEFIEH,
EfEM CSP PIN £27, BHITUT#RE:

BINERT, mAF 25 PIN I2RE:ERT Windows # Citrix Workspace M AEFMARE fE FINZRS =M
12/ (CSP) 121, Citrix Workspace ZAE2FERENIRTAFEA PIN, RS PIN 224848+ CSP, MIRE
Wik SRBEREETENRLER WRAFESHIERERIEERE PIN), WaT# Citrix Workspace [ Ai2FES
BERER CSP AHLUEIE PIN £8, 8FHA PIN BT

ERUTAZEZ—ER PIN FERMLEAR:

o 1£ Citrix Workspace NAERERaG<SITHR, 8EIEM AM_SMARTCARDPINENTRY=CSP,
o ¥ LU T I {E A N B 5E M R M HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BREFIFIMBIREL

MiERER se B, Citrix Virtual Apps 2B, R Citrix Workspace M BREEFHESEEFEEE NS HIIE
7%, BEERT Windows # Citrix Workspace [z 2R £ ERE 85 ISR BS LGRS Citrix Virtual Apps &
&, MAFTE Citrix Workspace R BREFSIEFNAFRREERRS.

PR

FREEEEMIRIEESR Citrix Workspace R AREFIEEM, ARPEETHEER.

LS5

i

BEF

RIEZREREXNMEET HDX PC/SC WEREREEMAIBGH, EHER WAN IERFEREEERI, ATLUREME,
1% Linux VDA =R EREFo

21 Citrix Workspace REFTREARESEEER, BRITUTERE:

ZINERT, WESERERE VDA LR FEARE, & Citrix Workspace MAREFHATEZRRS. BEARE
HEEEE R, BEXBEM StoreFront ity default. ica XHFFEEUTSE:
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copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

7z Citrix Workspace [ AiEF PR ARETERER, BRITUTIRE:

27z Citrix Workspace M AZFHE2RAREEAERER, EMXE StoreFront i default. ica X
Bk SmartCardCryptographicRedirection &,

BXFAER, BEREEF.

mE ) Citrix Workspace MR B HI8IE

Citrix Workspace MABEFSINT AEKIT R (GPO) HEr LB B@ERA Citrix Workspace MR TE M, i
B&fE Citrix Workspace M BREFEEBER SR BEIE R Citrix Workspace, XHAMANTEMI&E LM Citrix
Workspace EBETIHEE (BaER SSON) B, 7RI,

BEMRIGE(ER, YIREMUTHRA:

« MTBABRAER,
o ML EMRMIEERTIE SelfServiceMode ZEFIGE N OF o

BRTRTENIIE:

1. EidiE1T gpedit.msc $TFF Citrix Workspace R REF ARSI R E RN,
2. EHBENEET AT, BEEBERIR > Citrix Workspace > HEIfRS.

3. #E@Er Citrix Workspace HWER RS M IIEREEHIGHIGBENEEMA.

4. RPHENAMHAE.

FE1EEAT Windows 9 Citrix Workspace N BiEFEEFZEMAFZ

ZUNERT, ERT Windows 8 Citrix Workspace K BiEF=BHMER EXBANAF R, EXFRFP I TRINE
oA, EREBAFIEE LREMRR:

1. 8l REG_SZ & HKLM\SOFTWARE\Citrix\AuthManager\RememberUsername.
2. BHEIRE N “false”,

E2 /A Remember my password GEEBRNER) SiEEHEIEEHER, BELTETERT Windows B Citrix
Workspace [ RiZFHE Finit Bl ElE TR

« B872: HKLM\Software\wow6432node\Citrix\AuthManager
o KA. REG_SZ

« &#: SavePasswordMode

fE: MR

2
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} =r

AR

AMRFEREATYTESBENR, JRFEENRERERS. Citrix TERIEEIMRFEREHT
YSEHIMBIREAESIF LR, ERIMEREIERFEIENK, BHETHREIMRZAHTED,.

E51E4E7F StoreFront i ABEERIEE, B2 StoreFront XA IBE LEIEAF Windows #9 Citrix Workspace
M RREFEFEEMAF B,

A= RERLIEILTIES

October 18,2022

NREERHZE Citrix Workspace HAZRINLERE, FEOPHRENABT AENSRUREETUAEMHAES
EAJi:EEl_o

RIBPEIREARR TR U A Xrd =M INE B 40 A

o WREMAR: RTBESFAMANER. %ERRENAMZRNIGRES, XaLZ4H# Active Directory
(AD). Azure Active Directory (AAD) B &,

o BpRMIERF (IdP): BT M@ Citrix Workspace 12t B3 IIFRS LK, ©AFEIEZIIER

« BREBMIIERRS (FAS): BXIFMES, BERAGEA Citrix B SHRIERSEN TIEXBAESAE R,

« Virtual Delivery Agent (VDA): BxXi¥4EE, ESRARE VDA,

« VDA EBMAZR: ®R VDAZENMAZINER. BXFEARE, BRI HIRGIFIHREE,

« Citrix Workspace/VDA B8 5 & % (SSO): “2” % “&” EXR B XFEEE? Citrix Workspace
VDA,

+ Citrix Workspace MR : EXPEAER, BERATSHREIETEEERSHRNITFRERESESR

AR
SHFFTERELER, EAeEERMRAM Citrix Workspace MBEF A iEREHEIEY .

Citrix Workspace Mg Ei@sxz i35

BLERE
Citrix
HAEIAE IdP VDA EMAE Workspace BEERI VDA XY
AD s Citrix AD = Citrix fERZAH Citrix
Gateway Workspace iz Gateway {E#

FA#2r/FAS SR tiERE
Bi&=| Citrix
Workspace,
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IR EIANE

AD

AD

AD

EMANAD/EE

AD

AD

IdP

BiEN & 45%IE

Citrix
Gateway 55
—NIdP Bx&
(AAD/Okta)

Okta

AAD (fER
AAD Connect
# AD)

EEEF SAML
B 1dP (FEiE
ADFS)

AD

VDA ENINE

AD

AD

AD

AD

AD

AD

BRBERE
Citrix
Workspace

=
=

all

all

all

all

iz

BRERE VDA

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
A2 /FAS

Citrix
Workspace [
BiERF/FAS **

Citrix
Workspace [
BiERr

A3 tF

XA

EREERENS
HIE, 1ES
% BiEN 5175
IEARSS, Hi%
BB 7t
Citrix
Gateway F
S RMHIZFE
Bi@=| Citrix
Workspace &
BB TR,

fEFRECE SAML
BREREKE
IdP, #ZiRmMA
FEREHEREN
|dP 893214,

&/ Okta {5
SRR
Bi@s Citrix
Workspace.
M Azure
Active
Directory £/
B RMIEFE
Bi&% Citrix
Workspace,
ESER SAML
FR B hiRitiz
FriE#ER Citrix
Cloud, #&i
RATERERERE
B IdP B934,

TEA
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IR EIANE IdP

AD AD+OTP
AD AAD

AAD T AD BY
AAD

VDA ENINE

AD
AAD
AD

BRBERE
Citrix
Workspace

iyl

I

all

Jal

BaERE VDA

Sz
<
FAS

BRBIRNE
1o

XA

&

&

Citrix
Workspace i
F Microsoft
Edge
WebView, &
AFERFRE
Workspace.
i@t FAS 5
BOERE
VDA, BXi¥4H
=8, BEBHAE
A Citrix x5 &
HIIEARS Y T
EXBERERE
Fo

Citrix
Workspace f&
A Microsoft
Edge
WebView, &
ATRRERE
Workspace,
FERERER
Z) VDA,
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BRBERE
Citrix
Workspace

IR EIANE IdP VDA ENINE

BREREIVDA

XA

AROINNIEL XPBEEEHH  AD S
I0IERY 1P - §%

&

FAS

Citrix
Workspace &
A Microsoft
Edge
WebView, &
ARFERERE
Workspace,
i@d FAS %
BOERE
VDA, Bxi¥dl
=8, BEBEN
Citrix
Workspace i#
TEHRIENE
fth75 %o

#iF:

o AD IEERSIAIRIE AR, Kerberos A 8EE&EiniT.

« **Citrix Single Sign-on (SSONSVR.exe) ReE5EF it LA F Z R EBESER, MEAFER

Windows Hello &%, MZEZ FAS,

« IRBAT LLT ERE T RLAFETRE, RS 0RIERTETR

- BIVEEE FAS, RAEEATIE Windows F&.

R ETRT.

StoreFront X5 HE&E
BRERE
Citrix
HAE AR IdP VDA BHIAE Workspace BEERE VDA XY
AD StoreFront AD = Citrix HEESHIIE
Workspace [
BiERF
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iBEAT Windows B Citrix Workspace R BiEF

BRBERE
Citrix
I EIINE IdP VDA EIAE Workspace BEERT VDA  XHY
2N AD/E StoreFront AD 2 Citrix IWEBES %R
&/Windows Workspace iz iEFfEFA Citrix
Hello fkkfk B2 /FAS(2) E&SHNIER
SR TIEXEH
BRER.
AD Citrix AD =z Citrix
Gateway - & Workspace [
RERIIE R (3)
AD Citrix AD 2 Citrix HEBS AT,
Gateway - & Workspace [
NEHIIE R (4)
&

1. TEEMREESEF, SMEIUTERZEHE SSONCheckEnabled FREIEE N False MIREHEFRR
REQERAMN)

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols

\integratedwindows)\

The key prevents the Citrix Workspace app authentication manager from checking for the

single sign-on component and allows Citrix Workspace app to authenticate to StoreFront.

2. mMREER Windows Hello &%, MFZE FAS fUIMREEEA 8B A SSO.

3. BEXAD geBininE s, ERNEMER Kerberos,

4. BME AD TEBRFF G, HEEERIT. KEA Kerberos,

fEA4H Citrix Gateway Eh & piRtiZF15E &% Citrix Workspace

October 12,2022

5E:

AXEHFREFEEFHRIE. MREESBRMMXIEEHN IAP, EBEIE Citrix Gateway FEHEBEE
AB MBI AR .

Citrix Cloud Z#ERZHE Citrix Gateway (A SR EEFNERIE TERMITRE #TE BRI,

©1999-2022 Citrix Systems, Inc. All rights reserved.

205


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace/optimize-cvad/workspace-federated-authentication.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html#configure-domain-pass-through-as-the-authentication-method-in-the-citrix-gateway
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/domain-passthrough-to-cwa.html#configure-domain-pass-through-as-the-authentication-method-in-the-citrix-gateway

iBEAT Windows B Citrix Workspace R BiEF

wIfERA Citrix Gateway HHIIE, &AL

o SEUETIA Citrix Gateway XA #TEMIIE, WEHEEB @ Citrix Workspace iFiaZsstt Virtual
Apps and Desktops ZpEHHIHER,

+ % Citrix Gateway SHIIE. HENAEZINEES Citrix Workspace && M.

- FREBSHRIE. SiEF. T2 FHIHRER. KESHRIEFIE, NENAFRRMEET Citrix
Workspace iiialFr 2RI R,

% Citrix Gateway SPIIIES U T =Rk AESER:
« Citrix Gateway 13.1.4.43 Advanced Edition S{ESh s
NEFM:

+ Cloud Connector - Z.VEFEM & MRS 33K =%E Citrix Cloud Connector 4,
« Active Directory, H#RZE M.
« Citrix Gateway Bk

- BTEFALAKE, BEAMMX EERAERER,

- BEEEM XL Citrix Workspace BiT A& # 1T BRI, MXiE7E Y OpenID Connect £,
Citrix Cloud 5Mxz[@l#9E 27/ & OIDC ¥, ZUH RIS SEHITRFER, FAlt, EUMELEIE
PLXLESEHITE S,

- H#REYP - wFF Citrix Gateway RZ 2| NTP Etjal,

BXFMEE, 152817 Citrix Cloud X489 Prerequisites (B&%MH).

fE8Iz OAuth IdP B> 8, EFEE%IGE Citrix Workspace g Citrix Cloud, LUE7E IdP R ERRMXEN S 7%
WIRER, AXMMLBENIFMELR, ES@ Connect an on-premises Citrix Gateway to Citrix Cloud (7
Citrix %% Citrix Cloud), FERIRERE, FEMEIE OAuth IdP HEEFREMNEF % ID. ZHMEEMR URL,

MREEABE Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, N&BERERT
Web B9 Workspace Bl Ei@E, XEUMIMRNEE RN, 7BREER,

AR

MRAAEE HTMLS EFRRRESERREIERAZEF W, WAaRAEERSHIIESZ.
e 28R /E 5 StoreFront URL Y, &4 Receiver &R,
MRIGERTFHERS, BRARKEENZAIRER, MIEZRATFHEN, BXEMAEE, BFBIHA:

« Microsoft x4y URLAllowlist,
+ Google Chrome x#%#y URLAllowlists

=z

AR
Workspace W BZFE RN IRIZFE N receiver:, BEFERENAFERINEH— URL,

AP LOERZEEE, MU TRARTAIR, UEEFF RN THHEAN StoreFront URL, & S 5EHEE A
LB RIR T ISR B B
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This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LT iR T d{a# Citrix Gateway & &7 IdP,

f£743h Citrix Gateway L6z OAuth IdP 5588
i OAuth |dP BHI0IESRES S R FES:

1. 8l OAuth IdP BREX .

2. 70 OAuth IdP %B&,

3. %% OAuth IdP SREE4RE 2 AR SS 25
4. 2RHPEIES.

tliZ OAuth IdP B2 & x4

1. 268/ CLI ¢ OAuth IdP BBEXf, BESGTRTE FRAUTHL!

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret ]J[-redirectURL <URL>][-issuer <string>][-audience
<string>] [-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase ”dc=
aaa,dc=local”

ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>
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bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy-->

2. EfEA GUI 61 OAuth IdP BEE XX, EHITIATIRIE:

a) BRIEM A Citrix Gateway BEIIP, RESME Security (X%) > AAA - Application
Traffic (AAA — AEFERE) > Policies (58) > Authentication (51{,383F) > Advanced
Policies (54%m#) > OAuth IdP,

b) 72 OAuth IdP FsiE=+, % Profiles (E2Ex#) #m+, AFEE Add ().
c) E2E OAuth IdP BB&>ft
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+ M Citrix Cloud > Identity and Access Management (5 iR5IFi5REE) > Au-
thentication (BHI0IE) EM-RHEHIHMME A% ID. BPEMEER URL B, UEBILS
Citrix Cloud #9i%EiZ,

+ 1£ Issuer Name (k17& B ) =P EFRB AR X URL, 5180, https: //GatewayFQDN
. COMo

« XA LU7E Audience (Z4R) FERASHIFHMELEFE D,

« Send Password (£ix%ME): BALATMREE DB REHF, RIAMERT, EmLATFE
RIRES,

d) 7£ Create Authentication OAuth IdP Profile (8125 ¥iF OAuth IdP BE2Ex ) WEL, i&
BUTSHNE, AEET Create (BIE).

+ Name (&%) - BRRIEREXMGNER,. BAUFE. BFRTYINLFR () Fk. BMIEER
BFH. BEUREFH (). 2 (). #5 #). =% (). at 5 (@). £S5 (7). §5 (1) AT
KFR. CIEREXHE, BLEELEM.

+ ClientID (F/i% ID) - #7iR SP W —F /8, WIRSREML ID HMEFRHES, RAKE:
127,

s BPHEH - HAFRMENRSSREINBHFRB. RAKE: 239

+ Redirect URL (E%Mm URL) - #AAE LRI/ SP 8=,

o MEERBN - BERTHSHEIRSSININE. RAKE: 127, Rfl: https://GatewayFQDN.
COMo

+ Audience (ZR&) - |dP Zixp9<hERIBIRIMG A, W ARSI SR,

« Skew Time (fRZRta) - hiEBHEE Citrix ADC IEENSHE L AFHRMRE (USHRELD),
BN, MR skewTime 710, MLHEMEREAN (HF18TIE -10) 9% F (HaEEdE +10) 2%,
B3R 20 2. FIAME: 5

+ Default Authentication Group (ZI\ &K IE4H) - X IdP %R A1 nFactor 2
AMNEEXHN, NEFRNISFRNBAINRPNE ETUEEHRIEREERNRER
(AAA.USER.IS_MEMBER_OF(“xxx™)) HfEH, W#FIR5 &% 75 *x# nFactor #ifg. |&X
KE: 63

HARAMBREXHNIED, UEURBITHEIEHEIBENERR, FRTIRIEVAS, AR HIIER
THETIEEFERFINE, RAKE: 63,
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70 OAuth IdP 58

1. 7 “OAuth IdP” timEm, #i Policies (5kB), #Af%d Add (&),

2. 7z Create Authentication OAuth IdP Policy (fIiZ25#% 3% OAuth IdP 588) TiE.L, RBUTEH
KIfE, AG%E Create (8IE).

« Name (&#F) - SHIIERIZ T,

Action (12fF) - ZRiBIBRMEREXHFRIET,

Log Action (BEIR(F) - IERSILRSTANEMERANESBERIENEM. IFREIMERR.
Undefined-Result Action (REXKILERIEME) - FEIFMELERKEX (UNDEF) BN HITHIIR(E,
ERIEFEL

Expression (RiA=R) - SREEAFIRFEIERNERINEERER, B0, true.

« Comments (Fit) - IHEEHEMAITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword &7 “ON” (BRINKE AN “OFF”) bY, AR ERENZEH@L R e@EEEEE Citrix
Cloud, @idZei@EfkEAR SEAEERBLIA Citrix Virtual Apps and Desktops E/ SSO.

#% OAuthIDP :ESF0 LDAP SKBS40E B IS B IR S 28
WE, BFEER OAuth IdP Hr848E R4t Citrix Gateway EMIEIAS 1 ISIEARS 280

1. B R4 Citrix Gateway B[P, A5 S 2 Configuration (B2 E) > Security (% £) > AAA-
Application Traffic (AAA-NRI2FE) > Policies (7iZ) > Authentication (51)%3F) > Advanced
Policies (54k%m) > Actions (i2{E) > LDAP,

2. 72 LDAP Action (LDAP #&fF) B&E L, #& Add (&),

3. 7£ “Create Authentication LDAP Server” (8125 303E LDAP fR$E28) REL, REUTSHNE, A
58 Create (BI&),

« Name (&7%5) - LDAP BRSS32/EHIR T,

ServernName/serverlP (ARZ23375/ARS3: IP) - 1218 LDAP ARZ338#9 FQDN = IP,

71 Security Type (Z£2%2). Port (i%0). Server Type (BR32:2E). Time-Out (8H) %
BIEHME,

{2+ Authentication (B33

Base DN (Efii DN) - 7% LDAP i£Z=mER, $190, dc=aaa. dc=local,
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+ Administrator Bind DN (ZEZ&RE45E DN) : 453 LDAP fRSS28MAF &, FI70, adminaaa.
local,

« Administrator Password/Confirm Password (ZEXRZ6/HINE) . BT4E LDAP M3,

« B Test Connection (iXiERE) MiXEHILE.

+ Server Logon Name Attribute (FR5528&%REZEM): %8 “sSAMAccountName”,

o HtWFERABHEFE, AAILUIREEEHTTRE.

4. 2% Configuration (EZE) > Security (2£) > AAA - Application Traffic (AAA - L EEEFRE) >
Policies (%) > Authentication (5{33%iF) > Advanced Policies (Z4:%#) > Policy (58&),
5. 1£ Authentication Policies (BIIEHR) FRL, 85 Add (R,

6. 7£ Create Authentication Policy (8IS {HIIESRE) AL, REUTSHMNE, AR%ET Create (8
#).

« Name (&#5) - LDAP B{)I8iFSB8AIR o

+ Action Type (®fEXE) -i%iE “LDAP”,

+ Action (#1F) -i%#¥ LDAP 1%,

+ Expression (Fixz) - HIEA TN EIERNIINEERER. F90, true,

BirH2BH4ES VPN
BIEBeRAES VPN FE3i743# Citrix Gateway #17 CLI iAIRIRR, A Putty (28M)) 1&Bid SSH B R7AH
Citrix Gateway,
1. Behan<iTERAER, fl Putty,
2. fEF SSH B R4 Citrix Gateway.
3. BAULT®HS:
show vpn global

=

P =

REHEEAIES,

4. Z5|dacH Citrix Gateway ERNEH, BRANUTHS:

show ssl certkey
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5. EEMENAES, ARBAUTHSRIR2E4EE VPN:
bind vpn global -certkey cert_key_name
Hrh cert_key_name iEFHHIBETF,

6. BAUTHLTUREIEIREEE2BEMES VPN:

show vpn global

7£ Citrix Gateway i H@AL B N B HIIES %
seRI& Citrix Gateway &8 7 |dP &, ERITUTSELUE Citrix Gateway PR EBRE N BRI A .

BEHEBIRBE NS RIS AR, B EEER Kerberos EiEMmiEEEH#HITHHIEIL,
Citrix Gateway RSz #5EIMF Kerberos 9REik (KCD), BR, &xXNET KCD BRI, BXxFAES, &
25 CTX221696,

RENERESEU TSR

1. Kerberos AREREE
2. BEPIREE

Kerberos YR ZREE
1. 7 Active Directory #ti# KCD AR
Kerberos HEZIFE T R AHIET, UHMERRIIAFNEH, ©E5REFE. RSS[MEHS L+ 0 (KDC).

771k Kerberos IEEE1T, BFRIHHER KDCiERFEIE. FRHBSAELEREAFS. BBMEH KDC
BHITEHEIE, ARZTREIEREN AS ERNRIL

© 1999-2022 Citrix Systems, Inc. All rights reserved. 213


https://support.citrix.com/article/CTX221696

iBEAT Windows B Citrix Workspace R BiEF

IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BHAP SRS EHEF (SPN) KB,
R IRERAR XA SPN #1754 31E,

o RS EHETR (SPN): BRSEARBF (SPN) RS LHIMME—ITIRAT, Kerberos SAIRIEMER SPN %
RS LG SRS B RIKF KK, WWIHREATEF RN AEFERIKFANRSSHRIE, BEEFIRLEK
F&7r0it,

SetSPN 2AF7E Windows i&#& L& SPN M AR, £/ SetSPN, RIUEE. HEFMMIER SPN .

a) £ Active Directory fR3287, ITHS SRR,
b) EHSRIEOHR, WAUTHL:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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a) Efiik Kerberos BA#I SPN, EBTUTHS:

setspn -1 <Kerberos user>
The Delegation tab appears after running the setspn command.

a) % Trust this user for delegation to specified services only ((R{EEILAFRERAIEER
%) 37 Use any authentication protocol (EREMEMIGIENMY %, A0 Web IRESH

#EE HTTP RS,

koduser Properties

MemberOf | Diglin | Enviorment | Sessions | Remote control

General | Address | Accourt | Profile | Telephones Delegation | Organization

Delegation is a securty-sensitive operation, which allows services to acl on
behalf of another user.

Do not trust this user for delegation

Remate Deskiop Services Profle |  Personal Vitual Desktop | COM«

™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified services only
™ Use Kerberos only
{+ Use any authertication protocol
Services to which this account can present delegated credentials:

Senvice Type | User or Computer | Pod Senice
hilp WEBSERVER

ll F _FI
r Bpanded Add._ I e I

21

I 0K I Cancel Apohy Heln

3. AEFIHEIE DNS 2R UZEHM XA SPN:

7£ Active Directory #70 TXT DNS i8R,

> =

=W

Bl _Kerberos 7k, $iEMMEE B, FQDN % E R Kerberos..
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kerberos Properties

Test (TXT) Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Deetee this record when t becomes stale

Record trme stamp

Tmetobve (TTL) P 1 0 0 (DDDDD HH MM S5

e

HAOMSMNEHNE P iRER _kerberos.fqdn i&REiE. i3, MRFFEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web ih S ZEIE, B2, MRMXIEHE gateway.citrix.com —## FHMEpiE,
EPIRIRIER IS TIAIREY Kerberos i,

Fit, #elE— DNS TXT 2R, ZicREHEEEFinERK _kerberos.gateway.com #3REX Kerberos
S LGHITR I,
4. ¥ Kerberos 2B R S A IIEEZR,
a) 7 NetScaler BFelE— KCD #F, 7EXE, HITEEFINITIIZNE, BETUIE keytab .
AR
MREFEANBERAE (WEHMHIEE) , WHAEIRS SPN i& & 5 HTTP/Pub-

licFQDN.com@InternalDomain.ext

« U - Kerberos ¢, BEEENAIHEEE.

+ User Realm (AF4R) - XZMAFHAIBRELS.

+ Enterprise Realm (2r47its) - RE7%E KDC EER W AA BMIEEEZRMEL KDC ZEH
7 B ER IR,

+ Delegated User (ZkAF) - X2E/EREAILSEHRTE AD S8l KCD # NetScaler Ak
Fo WRERDIER.
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BiEREHBEDSHWIE. EMEZEMNIRS 2.
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MName

|m1.rss¢:|

Session Time-out (mans

Unchecked Owverride Global chieck biox indicates that the value

inherited from Global Session Parameters,

e
ALK

Detault Authonzation Acoon™

ALLOW

single Sign-on to Web Applications™

On *
Credential Index*

PRIMARY ol
single Sign-on Domain

readiness
HTTPONly Cookie™

YES r
Enable Persistent Cookie*

OFF v
Persistent Cookie Validity
|
KCD Account
|kn:|:|:_aer '-|+ |f
Home Page

= Configure Session Profile

as

override Global

L

1)

(EERIERE

C) BEHRIERBPBEINSHIIE. BINMEIRENRS 2, XLEREERTMNE P IHRINEDHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN SXHAFR SMEES.

AR

AILUER P shikst EPA Hi#ERX 2 BIINEAIIE

LDAP fFA B IIERIEZR.

&

FRIMANIZEEIEE, FHEH Kerberos siE
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REEMH
BAFRIESERE VDA, ERITLU TSR,
MR

o BIMAEBITEN
« BAT SSO i Citrix Workspace 2112.1 {E=Hr
. EEREEERST T2 E URL

o ISIFREEFIHM AD 89 Kerberos, EFIRIRIERFAVIUEEE] AD A #EFREX Kerberos Eiff,

TERAENSSEPESEEN—E URL:

« M3 URL g FQDN
« AD FQDN
o EEETNHRIEMEEH SSO B Workspace URL,

1. WMRIREANE Internet Explorer. %k Edge SiAFUN 588,

a) BEN%es,
b) EEFR EITFA A FRRRIES,

Show Contents

Enter the rone assgnments ham

BEHATUT#RE:

OK
Value Name Value T—
hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy
| ] 1 Lecal Group Pobey
.
hitps //pubbcnsaks doud com 1 Local Group Pobcy

a) 3 i+EHEE > Windows At > IE ¥5525 > Internet £4IHER > L2 TH,
b) #T7F “Site to zone Assignment” (WmEIXIESE) IR, REFMFILHFAE URL, ERh—(1).
c) (Fik) iB1T Gpupdate LA SRR,

2. MREEABZ Mozilla Firefox X428, EHRITUUTRIE:

a) HIFFRIsEEs,
b) EEZR=HEAN about:configs.

C) EZNRHMHLE,
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d) EHEEFEF, %A negotiate,
e) MIEZFEMEIETIRF, 10T network.negotiate-auth.trusted-uris EFi&E A EHE,

Sarterss Segetite evth irebed wes e )

T 1+ % N N1
3

XERTER T &P iR ECE,
3. &/ Workspace R A2 %25 R 2 Workspace,
EXASRTEMANT HAIEE EMNB P 2 RED.

Kerberos #pEHb
FE

BTN EIE R 7 EE T I IS BB,
EmSIRAA® Windows PowerShell /1, 27T @< LUSIE SPN BF 8 Kerberos ZiERIiE:

KLIST get host/FQDN of AD

£/ Azure Active Directory {Eh B iRE-ZFIHEEESI Citrix Workspace

October 12,2022

AT LUER Azure Active Directory (AAD) 1EA B3 1RF2F R CHE Citrix Workspace B8 5% R (SSO), Hea
SEMAENEHES/VM, E&iEs/VM f05EM T Azure AD B9 = /VM,

FERALEE, ZXRa LR Windows Hello i&@id5##1 7 AAD #imsxd Citrix Workspace #4178 R & R,

« ALUERA Windows Hello @ Citrix Workspace R BEF#1TH AT,
« &R Citrix Workspace [ AR #{TETF FIDO2 B FHIIE,
« {&Bh AAD MINAT Microsoft AAD 93+ 4L (AAD fEX IdP) #I&Hining =& R Citrix Workspace [z

RiERF,
BN EIN AEFESENE RS R, ERILURMNTREE FAS EE Citrix Workspace F 2R,

AR

SBEEER Windows Hello B, Agescie & R3 Citrix Workspace #iR. B2, EihREAHRIEINN
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AREFNKER, RARRTERABRIMNENE, 2RERIRREE, ERILUE FAS # SSO BiE 2 IR A
EFMREE,

WA

1. ¥ Azure Active Directory %%l Citrix Cloud, Bx¥4E2, E&# Citrix Cloud X459 Azure
Active Directory ##%%l Citrix Cloud.

2. |BF Azure AD M RIELUA R TEX, BXEFHMES, E50H Citrix Cloud X4+ Enable Azure AD
authentication for workspaces (AI{EXEM Azure AD FHLIIE) .

BT Citrix Workspace B SE R, BERITUTRE:

1. M includeSSON & & Citrix Workspace R HiERF-
2. 1£ Citrix Cloud 2/ prompt=login B
3. {EM Azure Active Directory Connect EZ& Azure Active Directory Hif,

fcE Citrix Workspace [ HiEF Lz iF SSO
WEFH:
« Citrix Workspace hfit4s 2109 St E Sk,
AR
WMRERER FAS #17 SSO, MAEZ Citrix Workspace Bt &.
1. MFI%EIR includeSSON MWEESH$17% % Citrix Workspace M HER:
CitrixWorkspaceApp.exe /includeSSON
2. M Windows ZF i ER BN SSON ARS8,

3. BHITENEE > EEER > Citrix A > Citrix Workspace > B~ 53814 Citrix Workspace GPO
BRI P Z %D,
AR
XEEEREE T LB Active Directory #IXEIR Fimig &, XM Web x%28iA1a Citrix Workspace Bt
TRERITHSE,

4. BRIEFSEERAIZLE.
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we ST =
— : | ] o mama szt E P iy
fie  Achon  View Mg st
e 2 s Bl T :3@
o & compan corpencfl) [ — — )
: :m’;:: Local mar samms sl possrsnd Sy Supporied 0% [ un it Werinpacs sapporiad platiam
w [ At . s dpp Pomicien |
w0 Gl Comrgtsnaniy sl ieang, I o mumbsron
v_;cmmuu. B ol whas e ot povinerd | e et
ae L0 drm Werkipars reppeded 5 Sy g o o et e by
omtvsimred | ol ety et B v e o -
_' i Engirss Vs s gty 19 h Pk 1...,:, [ Mo PR thTgh e for l 1A BT TR G
3 I:m: ﬂ-lbmlq::‘mbpﬂ s b S “$iberm ey iy 3 et T ek g Bor precmte froe
E :wlbﬂ-ﬂ ar Fos the Citre ] Uiaa il Doty st vt m‘nw unmwumnwn
8 Rt o 9 Sap """““_"‘"‘“"‘""* m—::—b:m pre =
.: nnulwtna-gs-u R Than chamt smpours castin msSrctom tpcyng mhan pn-
v L Mk routing et o be prevarded fom wm':“;”“'“hm‘"{“‘b:‘“'
v Py e Seviit MNT“M:I:* o pine oy enrervTang ekt “Alw P Tusagh
] _ Tl m“"_"‘“:"m" anbate g fps ol A gormpchinn” chock B B0 bppen e
% Swaban Wi "Dkl i st Wbt U bl bl e i aloet.
_..l'u_u_m n‘ .- F ki w Wk g Heorl [esiong Serorr arrorerad, princtng
e Ll E— L3 okt il D1y TPt it ;mwmu
¥ '-._E-m_,ﬂ._m? byl st B umar's WO cradentish.
gl N -
_ ==
& GPO RN RSl &
* https://aadg.windows.net.nsatc.net
* https://autologon.microsoftazuread-sso.com
o https://xxxtenantxxx.cloud.com: Workspace URL
& Revnan 5o
A Fde Achon Viee  Faeoetes  Window  Help -
«* "JE:_"EH Siae o Tone Arzignment Lit Properties rd
7] mmwmugm-mi Swmng | Eplan Precedence _|
uf?wimxm P -
2 Windows Sesti
:'.: I i “_‘:1' - [Enber thes pores Susgrements hese. I_ID‘
» [ Citrm Coenponenty e Mame ol g Canesl
5 21 Sysmem e asdo wrde st rntepet 1 N
w ] Windows Compenents e mtslagen micrachatunad 480 Lam ] L
» ] Basenetracy i Cwa B Chusd Com 1 4
w [ Ingemt Explores Rdd
s [ Intemet Conteed Py B
| Seounny Page
» (2] Windows Defander An
] Eatrs Registry Settings
w gl User Configraration
3 ] Software Settings |
5 0 Windgws Semtings % 3
Suppomedon A east inteert Explorer £ Windows A weh San
o Concel | | Mok | .
T — e |
‘ :|‘-.,wmﬂ.{mf
AR
%  Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle &
AllowSSOForEdgeWebview ;Et&ig &4 false Bf, AAD B SERELFEARKS.
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7£ Citrix Cloud %2 prompt=login %k
ZiAE R T A Citrix Workspace BA7T prompt=Tlogin, BMERFERERFERRESHERESEMA Azure AD,
W REHLEITH NI,

BEL R Citrix EARZIFUTE Citrix Workspace FZ M prompt=login 8#ULMBASE R, BXFAEE, BS
7 Citrix HHIRALE CTX253779,

AR

ZEMAN AAD SEMNES AAD #9i&%& £, wR AAD B1E Workspace #9 IdP, Citrix Workspace Rz 12
FARSRTRMANER. AR UERIEKP X FERIKF B5hER.

EAFAFEREMKFER, BEUTEMRIEER false,

e Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\Dazzle E14
Computer\HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle T8l E #F HM— 1 & A~ Al-
lowSSOForEdgeWebview H iR =& REG_SZ, FEHEIRE N False, &, NRAA M Citrix
Workspace ZAB#EFEH, NAFRTUEFRERNEREMKFER,

£/ Azure Active Directory Connect f2E& Azure Active Directory Ei&

o MRIEFZERRE Azure Active Directory Connect, i57E User sign-in (AP & R) D@ L% Pass-
through Authentication (E@S%HKIE) FAERAZE. BXEHAEE, ESR Microsoft SXHH
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory Hi@&1%

I BUEND)
+ 90% Microsoft Azure Active Directory Connect 7Z7£:

1. %% Change user sign-in (EAFER) 15, AG%EE Next (T—%),
2. #&#% Pass-through Authentication (H#@SHWIE) EABERA .

=r

AR

MREFFIRIGEEMAN Azure AD SiEINES Azure AD, MIRTBLI P, NRIGEZFEMN AD, NIER
kerberos S IIE#H TR E B S P IIE,

£/ Okta ER & iRIEIEFIEEESRI Citrix Workspace

October 12,2022
ATLUER Okta 1ER SR IIER (IdP) 231d Citrix Workspace B8 S5 R,
BEFM:

« Citrix Cloud
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- Cloud Connector

AE:
MBEFRHE Citrix Cloud, BEXARMUBHREEER, BNEVEEFHBERRER I EEESR B
*Nfa%E# Citrix Cloud Connector 89158, 525 Cloud Connector %,

- Citrix Workspace
- BB MHEIERS (FE)

« Citrix DaaS (Lgi#FA Citrix Virtual Apps and Desktops ARs%)

25N AD ##Y VDA s E A AD sy &

o Okta P

- Okta IWA 3 (&8 Windows B12383iF)
- Okta I8iE (AJLUMR @ E & Okta 383E) (AIiE)

+ Active Directory
1. &% Okta AD IZ:
a) 1€ Okta B 1P/, #i Directory (BX) > Directory Integrations (BR%£m).
b) #i# Add Directory (Fi1E=) >Add Active Directory (70 Active Directory).
C) BRBESAEAREHMRZEERNIEREEREER,

d) i Set Up Active Directory (i&E Active Directory) #%4#, #A/5% % Download Agent (T
RIE),

e) ¥R Install the Okta Active Directory agent (&% Okta Active Directory {{32) iR{ERIREFIE
Okta AD 2% 5 Windows AR$528 L.

AR
EREREZH, EFRFHE Active Directory integration prerequisites (Active Directory
ERHBEFRME) PRINBESRME.
2. IRBE/M Windows BHI8IE (IWA):
a) 7£ Okta BEAJP L, B8 Security (Z%2), SAG% T Delegated Authentication (ZRS#H%
IE)o
b) mTREE M E LK On-prem Desktop SSO (A& SSO) 4, sAE% & Download
Agent (THMIHE),

c) A IWA & E Routing Rules (BBEMN) . HXi#FMES, 55 Configure Identity Provider
routing rules (BB S 1RMHZFERBMN).

3. Bah Okta EFI1F,
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=

=W

« %% Okta IWA RIEBERESHEBAN, ATLUMEMA Windows HHig&EFER. EBERHI
R, #REERR WA ZERITEHEERF &R,

myWorkspace
Sgning in with Windows Authanhcation

o BXRNEARFMEMRABIEMAE S, B2 Install and configure the Okta IWA Web agent for
Desktop single sign-on (ZEMEERFRESERERM Okta IWA Web £12),

4, @3&F CitrixCloud (https://citrix.cloud.com)##EMA Okta 5 IdP, BXE 8, 558 Citrix
Tech Zone x4y Tech Insight: Authentication - Okta (EARAZR: FHIIE - Okta),

PE =

AILUM Citrix Workspace NBEFHNKEER, WEWYAIRIE Tech Zone SEIREE B AN,
5. BRI EIMNBAEFNESENEAER, EAILEE FAS 5iECE Citrix Workspace B 2R,

AR

MRKEE FAS, RARRTERNAD AFRENZHE, EXNMAEHA FASHES, BERAEESR
Workspace NAREFHESERPHN “‘BREESSHRIERS,
NEKEA FAS, BB E Citrix Workspace MBER Lz # SSO,

ZB|E

August 24,2022

ZfR Citrix Virtual Apps and Desktops Brs588 5 Citrix Workspace MABEFZEMEER S, AILERII T
TH—RFIReFARER Citrix Workspace R RIZFEE:

- Citrix Gateway: BXER, ESREATHRHERLUK Citrix Gateway 1 StoreFront X%,
kg WILERA AR AT LURHE B ARt Al O A sk pE L3R

SHRERERSM (TLS) 1.0 £ 1.2 k.

AT Citrix Workspace MWBEEFEEDEILEEX RN SRS 2.

ICA X & & RS

.
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o AR 2WH (LSA) Rip

o XBRIEMAT Citrix Virtual Apps SERNRIERSSS: SOCKS RIERSBHAL2NIEIRSH[. RIEBERSH/TE
B PR HI%S R4 B IH 1 A5k B AR RYIG R, X LRSS 2SIA 402 Citrix Workspace M R2F SRS 88 2 E0iEE,
Citrix Workspace [ZfR#2F 1% SOCKS M1z e REMNIN.

o HIARE

Citrix Gateway

Citrix Gateway (LL#i#F Access Gateway) fRiF5 StoreFront MARIENERE. L, FATFEERRIFMITH
AP KEM R BRERFRA R,

Zi&ET Citrix Gateway EEKEMUARER, EHITUTRIE:
1. ERAUTAHEZ—IEEEERRMEM Citrix Gateway URL:

- BEREABBRSAFAREN, RASRTETRNKSIHEESHAN URL,
o UEFEHAEMRSAFREN, TLUSTREEIED > P > HmEimA URL
o WMBREET storebrowse s S$EIERE, BEGSITRHA URL

Z URLIEEEMXMENAEE (EFRIEEE) !
« E%E#EE Citrix Workspace AR EINE— M AREIE, BEFEAUTHEINH URL:
- https://gateway.company.com

- BEEITENABE, BEAKIXA B https://gateway.company.com?<storename> #J URL,
tbzh7s URL BASX A IEIRERSR; 77T URLFEE = (F5FF) . MNRE@ET storebrowse EZE4F
ENABE, FIEEEEE storebrowse < AN S35 URL,

1. AR, FREMNAFE. BRNRLSHMERIIZVABE (BIMX), BXEFBRINFMAES, FSH
Citrix Gateway 2%,

BHREiETERE, BERENKENNBER.
I P A TIERE
POZ& B K35 T LAARE B ARtk A% O 28 77 3l PR L SR Bl . SNSRI ASE, iIEAF Windows 9 Citrix Workspace

N2 AT UE B A& S Web ARZ528H0 Citrix RS 281815,

A Citrix &EiE0

R it %0 HAER
Citrix Workspace [izA  TCP 80/443 5 StoreFront i&f5
12
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P Eit) wmO HHER

ICA 5% HDX TCP/UDP 1494 IR B2 AR E
BExiEAEMM ICAs®  TCP/UDP 2598 RN AR FEIAKE
HDX

ICA g HDX over TLS TCP/UDP 443 RN AR M IN R E

BXHOMFMES, BH5H Citrix FHRA0E CTX1018100

fFlaERet

FREREM (TLS) BEHK SSL (R2EHRFRE) hile ERMIRZTMNA (IETF) 1118 TLS AREUIRENF L E
$ShE, REERN TLS,

TLS B3RS B[BEHWIE. BERMBMNESTBUERE, KREXEBEENT 2, FLAR (FEXEBFNA
£) BERMEMA TLS REFEHEBENT S, XEARREERERERRIENNE, FIMBFHRESRERE (FIPS) 140,
FIPS 140 2—MnEtnit,

WERE A& Citrix Workspace R BIER, 7863 TLS BB IEEEEN. B XRIP StoreFront @815
B, #B StoreFront X#4Rmy L 23655, HXHRIP VDA BEE, 1E207 Citrix Virtual Apps and Desktops 32
RREREL M (TLS).

BT LAGEFE LA SRBE AT A TR

o SREUEMA TLS: BITENER TLS BFREAAZEENNSE (845 Internet) BER,
« 38%fEF FIPS (Federal Information Processing Standards, Ex#B{s BQEBARE) : SEEARTMINE B &
M NIST SP 800-52 Ry, XLERMEINL FREARS.
o SREERRFEMRAEY TLS M ER TLS WEEM: Citrix 28 TLS 1.0, TLS1.1M TLS 1.2 $hi%
o ERIFERS SR,
« RERTEMHERSF/IES.
o MERERIRS SJ|IEBINEL KL,
o EERRENEFHIES NRBRSB[EENEREFHIED) .
BE:
ATERREN, UWTEREGERA:
o ZMEMH RC4 #1 3DES
o HIZ%7 “TLS_RSA_*” HWEIREY
« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
o TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
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« TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
« TLS_RSA_WITH_RC4_128_SHA (0x0005)
« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

BEXZZFNBEEGNELR, 551 Citrix IR0 E CTX250104,

TLS =2#%

1. @iz {T gpedit.msc 77 Citrix Workspace R AB#EF GPO EEER,

2. EHENEBET ST, BEEEEER > Citrix Workspace > MERH, AEi%EE TLS 1S MER B R,

A TLS and Compliance Mode Configuration O >
E} TLS and Cempliance Mode Configuration Previous Setting Next Seting
(O Not Configured Comment:
(® Enabled
(O Disabled
Supported 0Nt | )| Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!nn enables Citrix Workspar_:et_o iden_tif'_f,r secure L]
connections and encrypt communication within the server.
Security Compliance Mode  |FIPS ~

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS 1.0
TLS version | TLS1.0 | TLS1.1| TLS1.2 w 2.TL5 1.1
3.TLS1.2
TLS cipherset | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5-validated cryptegraphic
Check with no network access ~ algorithms.
. - - Mone - No compliance mode is enforced.
Policy Extension OID | M - 5PE0D-52 - NIST SP200-52r1 compliance is enforced.
. - When you select SPE00-52 from the Security Compliance Mode
Client Authentication drop down , the following Certificate Revocation Check Pelicy
Not Configured - (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All
s || vy

3. EFEEABRREEEUNNERS S EFBE, IRE L TED:
AR

Citrix BifER TLS USSR £EE,
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a)

b)

EERERIIFAH EEMER TLS LGaHI Citrix Workspace ARFX 5 B X L AR F S EEE
fEMA TLS,

MR SR THITIRF, EFENIED:

i. - FEBHRTEmiEDR
ii. SP800-52 -3%+% SP800-52 LLiEM NIST SP 800-52, X AR 2eskM <&M NIST SP 800-52
EBINBY 7 BRI RN,
AR
WMR%EF SP800-52, MEBEENER FIPS #L/EMINZ, BMEREFEBE FIPS th2uitk, bk,
EBE A Windows Z2%IMA LK MNE: ¥ FIPS #ABZATME. BMEMER, &N, Citrix
Workspace WABZF AT AEERIE A BN BIZFFEH.

WNRi%EHE SP800-52, FRHIEPRFNTRIBIGE R AT ET2IHRREN CRL,

#%$% SP800-52 /5, Citrix Workspace M BAREFERIERSIIEBEEEM NIST SP 800-52 vz
Wo WMBRESBIEBREM, Citrix Workspace M BEFRIRET £1ER.

i. A FIPS - %R TU% 841 FIPS #UEMIME, toh, ERAIRERSAERPH Windows
R RN 3§ FIPS RABFAFME. BEMZE, &M, Citrix Workspace RZEER
TS T EEET B R R AEFENSE,

MAFR TLS RSB THREP, HFEHOS, FRIESHRHITIRTHR Workspace R ARERFX
EEIIEEMRS 8. FTLUBEBEMMEOS, fla, *.citrix.com: 4433 RVFEHRO 4433 L
B RFAE M citrix.com SBRMNEMRS 2R, EBHNMREMSZSIEBFHESHOER Y. MR Citrix
Workspace EZIRBISEEMEE, EEFHIELE,

M TLS WSS, EELUTERZ—:

TLS1.0. TLS1.15( TLS 1.2 - XBAUAIRE, XX TLS 1.0 ARAM A EMI S ERMA ZINUER
13T,

TLS 1.1 3¢ TLS 1.2 - fEFAIL I eI R EREGER TLS 115 TLS 1.2,
TLS1.2- MR TLS 1.2 BF WS ER, NENAER LTS,

TLS 0% - ZoafIE AR ER TLS BEE, HiEF “B”(GOV). “B%5”(COM) st “25”(ALL). &
KIEFMER, ESE Citrix 1RO E CTX250104,
MIEB R HO BRI AR, EFELUTERED:

ERIFRIMENIER TIRE - ERAIEBRHEFIRICE, NEARMIEDRHETIREE. DL
2B%, ¥IEETE SSL Relay/Citrix Secure Web Gateway RS 2852 AR S B BHIE R R HFIRK
BRI,

FRIFANE - ERMIEPRFEIIREE, FRKMIEBRERFENMED LR, NRKIEBHNH
HIER, EERRIEL. EPRHERNERTRIIEFRSSREMNRS[IEBHFIEE,
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o FER2IHAEEN CRL - ETRIER B HEIIRICE, ERIEBIAYMAIRIN. ERAMIERHRETIRE
BB DR R. WMRHENEBHIRHES, ERFREL, EHRFRMBELENELRHETRNIIEIFEE
E:28

o 2BFEZTDIHENEN CRL - EXMIEBRHFEIIRNE, BFER CA. ERAHIES S HYREFMEMAR
BNRR. MRREFEBHREER, EREHRIES, ERMBELENERREIIRNIEFEER,

o T - REREMEBHHEIIRLE,

a) fEAXKEY B OID LUk Citrix Workspace N BREFRFIAMUEZZIRE 7 HEIEBIMA REEHIRS
2. WMREZFHEEY B OID, Citrix Workspace MAEFEUIEZ R EKIEYT B OID MRS,

b) MEFIRSMHIIERSEH, HEFEUTERED:
- BEEH - BFREP RS HIIE,

RRIERIERZRER - 18RI R A EFRER.

WNRETRE, WBEhERE - (VAT LOEEREIRA AR AP

RECE - e AREER IR HEIE

EREERIES - FRE “BRIHIER” ERFHMENE P HIER.

a) BARFIFIPIEETIEEIMNEPAES, LS RUNEMIZRAR,
b) &R FAMFHERFL S,
BXREMIMBREZIEEFIRIES, B2 Citrix F3RH0E CTX250104,

AJfERRSS 2
SEREIRITRIEARSS S
Fl{ERRSS 2R ECE HKBERIARIR Citrix Workspace R AR EZEPHEEXRHBHRNITZEIXR.

eI, EERAUENEAROMRIEEERINELRGNAEFHRE. TRHEHESERS, MHEE
EENEERE. ARG, EEKESRENANERIER P .

B R It ERBE A] PR LEE R B AR R E I P B AR S5 25

RIMERT, KFIRFIEFEF HEERDINRSHBOML, ERAAMERENMER, RSJELTA Windows mlfElL
RXEFMM . You can configure this using the Windows Internet zone setting.

siE, FILUERA Address IR ERIFFIEEMRSS 2R ik, RSB MR X FHERBRFNRS B/INE S HIRTIR,

B30 cps*.citrix.coms
ERAREN R EERIRE AR ERSSHEE

W&

M Citrix Workspace MBEFAN (B1FEEFL) BH.
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@idiz1T gpedit.msc 77 Citrix Workspace M ATERF GPO EERIR,

AHENEETST, BEEEEEIR > Citrix A% > Citrix Workspace > MK H > BB Al RS REE.
BB A LGRS Citrix Workspace M ABRF#ITXIEIRS,

R EEATERSSREE, ATUEREIE P in AR SRS/ MITIRD.

7£ Windows Internet Xig FHIR &, EEEFH-RSSEMAL, IGEGERT Windows B “Blfsia=”
Xigo

6. TEHUEFELHF, B Windows WM RISIA R XIRME P inARSS astthit, a1 UERIZS 2RITI&R.

7. BEHEMEMRA,

ok w2

ERLERERSBAEIEXEDN, EEERELE, HETREIRES.
BRINERE, HHREIRIRMRSSRHFME Windows 5SS XiH, FI0, x+F SSL EiE, BRSB/HRMA
http://3¢ https://.

=W

FF SSL iE#E, HAEEERARE. XWTFIESSLEE, MR MaEHRANRERSS.
tesh, EHRERER StoreFront FQDN RNl Intranet KIS alEiaXiEH, BEXER, BEREHIIEDS
gk Internet Explorer i &,

B ImERIEEE

BT AFSPRLE SRS BRENERZ I, BRIHESEAI MEKEFRIRGINMA. e NHMEREHN SSO hiE,

Xig B 1 GIEA &l

Internet X, %M. Web A RFIARE, A SSO
Intranet Z7wX. Web B RIAE, 23 SSO
ZRREIAY S s 25 Toin a4 PR B AT RERE L&
2=E Z7wX. Web EEHE N, aiF SSO

HAFBEFENXERIAMER, FREETUTIIEE:
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HDX File Access

3§ Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files,

= No access
Do not permit your virtual desktop to access your local files,

= Read-only access

Permit your virtual desktop to read but not write to your local
files.

= Read/write access
Permit your virtual desktop to read and write to your local files.

[ Do not ask me again for this virtual desktop.

Citrix Workspace - Security Warning

An online application is attempting to access
files on your computer.

— Block access

Do not permit the application to read or change your
files.

—> Allow reading only

The application cannot change files.

— Permit all access

[] Donotask me again for this site,

©1999-2022 Citrix Systems, Inc. All rights reserved. 232



iBEAT Windows B Citrix Workspace R BiEF

HDX Microphone and Webcam
TS

\J‘ Your virtual desktop is attempting to use
- your microphone or webcam.

Do you want your virtual desktop to use these devices?

=% Mo access

Do not permit your virtual desktop to use these
devices.

= Permit use of these devices
Permit your virtual desktop to use these devices,

[7] Do not ask me again for this virtual desktop.

EE G A LB ERA RSN MR P ENEER A InE R EEEMRICRER L AINT R, EXNARERF
AR EEEMRIEFAESR, BESEFMRFOXE CTX133565,

ICA X ERIRS

ICA X E B EBMRIPE R T REDAREENN L AEFHRHE, Citrix Workspace [ Bi2FiRIEEIEHISHIAHAT
SREMNABEFHRERE, HPIEMNFEERSSEITER. SR UEAARBNRERRIR StoreFront SKES
B ICAXHFESR. BIAERT, ICAXHERIERER.

BX7 StoreFront B ICA XHEZIRSHIEE, 15217 StoreFront 3XHFHEH ICA XHEZ RS,

BEE ICA XHES

=W
WMERFK¥ CitrixBase.admx\adml FinZElZ<ith GPO, MEA ICA XHE R HIEAFERTFTE.

1. @idiETT gpedit.msc #77F Citrix Workspace [ T2 4H SR BE 3T R B IRIRR
2. EBHENEETRT, BEBEER > Citrix A4
3. EEFEMA ICA XHERREHIRIEREEZFH P — &
a) BERA - BTERUBERIEBESCRINEI R SIE PRSI A FHIRF,
b) FEILES - REERTMAFFIRPHFM AN ZIEBIEN. AIUMERIERBIEFRESHIIEEZIE
P
C) REHME - NFEBREFLUTEIZ —,
i RATEBNED (EXRL): NMATREUERSSBACEZRNNAEFNKARN. FELTHNES
B, SHReES, BTFREN, SERHEW.
ii. TEHTREBHNBHRTARF (FR2) - BHREEIXTHEENRIENBER—FHERT. 7
OSBRSS R HEUERR FRARE).
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4. BEHNAMBEREFLRRE,
5. E#REs Citrix Workspace Rz FFZF 1% BRI A E BE K.

ERHDRBFERIES:
EERHRFERIERN, RITENEMUTRARTIRPHITIER:

1. MRFHEBMENAME (CA) BE—MEBESIEHR SSL FRIEH.

2. MRENEWREELH CA, FEAZETA CASIZ— MR RIEHK SSL ERIEH.
3. EAIAR SSLIE+H.

4. QE—MR CAES, HEH GPO @S FohLERED LLRFIEE.

Atz £ (LSA) R

Citrix Workspace #2215 Windows Att2 24149 (LSA) (RiF, EAPRFHSEAMT LB AEAXNE
Bo EXFARERERME LSA BFINRFARI

B IEAR S 21 TR
RIERS A TREIMBINEF AR, HMEERTF Windows B Citrix Workspace M ABEF SRS 28
Mi%EHE, Citrix Workspace RZA#2F 2% SOCKS M1z 2R E N,

SR 88#TEERT, Citrix Workspace MBEFEREIEITERT Web B Workspace HIBRS 83 EinfZ@i BN
BRSHRIGE,

5 Web R 33t 1TiBE0Y, Citrix Workspace AR IS EREL AP && LBIA Web 3% 3889 Internet i&
BHTEEENNIERSGE. ERSARE R IEE EHIA Web %5281 Internet 8 &,

Ei@Eid StoreFront LAY ICA XXHsaFIHITHRIBIZE, 1525 Citrix iR E CTX136516,

Hib I 5

SmartControl A 1FEIREREEEMEHERMIFRNER, Fli, ERRFERLEAFBRDEMHNFETERE. &0
LUfER Citrix Gateway £ SmartControl THEESCHIRIRE,

Y Citrix Workspace M A2 Citrix Gateway BF2mMmmIt ik iy, AREKLET N, EXMERT, EF
WFTER A SmartControl ThaE, RARF I EARGFEMX, RE, ATLUERALHE ICAKE, Hik ICA RIEIHEER
¥ri&fER SmartControl Thik, BIfE Citrix Workspace FzZA#2F# Citrix Gateway SBEEFRRMAL PIRAALL,

Citrix Workspace M BiEF = #%# A NetScaler LAN RIBEmSIE, FAHMRBEGREESMNISARE, RE
BITE AR AR S 25

AILAER LR A ARC B b U

o BHSAE BIRHAEINEMEOSREERERSS.
o HANE: ALERREES DLL Z— 1S M RIERS S HEFEE MRS,
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BT LA PR A B R A B S R SR S SR B D 1R EE,
R UERIBARAES, H21 Citrix Gateway SRShAgH 5 [CA I,

HIbRIES S - ioE

AR
NRFENEE T #SRENSNIE, NahSRIRRE k.
/8 GPO EIERIRACE HIAIE:

1. @idiE T gpedit.msc #77F Citrix Workspace 7 2 4H SRS R B EIER,
2. FIENEET ST, BESEIER > Citrix Workspace > R4 H.
3. EEUTRIIZ—:
o WFEESNE: EFEFoHECE NetScaler LAN RIENRES, EREBEA, RABRRMHENZMKEOS,
o WFohASMNE: %R ER DLL &2E NetScaler LAN RIEHES, EZEEA, AGRM DLL X4
2, #la, C:\Workspace\Proxy\ProxyChooser.dll,
4. BENAMHE.

fEREMRRIES I E b IR
o WTFESHE:

- B EREIESRHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- tlI# DWORD &1, WATFFR:

?StaticProxyEnabled”=dword:00000001
”ProxyHost”="testproxyl.testdomain.com
?ProxyPort”=dword:000001bb

o XWFEEHE:

- BEEMREFEERFSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy,

- €& DWORD &M, $FFR:
”DynamicProxyEnabled”=dword:00000001
?ProxyChooserDLL”="c:\\Workspace\\Proxy\\ProxyChooser.dl11”

Storebrowse

October 25,2022

Storebrowse R—HEEFIH S5 ARG B/ ZIEHITREMN G SITEAEF, ERTX StoreFront REFRBIRIEUR M
Citrix Gateway #{TH 3 1IE,
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Eid A Storebrowse SLAER, BT L BEGIHRITUATIRE:

o IR AREIE,

- SIHBRENNASEFNE LGN AEFRE,

o BT FINEFRTAE LGN EINNLBEFFREER ICA X,
+ {EF Storebrowse &$1T4ER ICA Xt

s BEEATHHNRABER.

Storebrowse S:HiEFET Authmanager 4, Citrix Workspace MBEEFRETME, Storebrowse 2
BFEEMTF AuthManager REXX I H,

EMINEER Authmanager AF—E%E T Storebrowse LT, BREUTHMRER:

REERARE Citrix Workspace 5 FRfZF0T:

£ 32 it EN L
£ 64 fitEN L

£ 32 it BN L
£ 64 UitEH L

K

[HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst
[HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\A

AP (GEEER) Zit Citrix Workspace R FEERRY:

[HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
[HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL

« iEATF Windows 89 Citrix Workspace R F#2F 1808 SE= RS,

+ 2GBRAM.

REMTIE

1B
&V 530 MB BRI AR = 8],

Storebrowse SLREERFSUTRERARS:

1BRIFRY

Windows 10 (32 i1l 64 {ihk7x)

Windows Server 2022
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1RERY

Windows Server 2016
Windows Server 2008 R2 (64 {iikRZx)
Windows Server 2008 R2 (64 {iikRZx)

EiE
Storebrowse S BIZF T LU T LA AYERS

« HTTP R AB&EIE
« HTTPS A& I&
« Citrix Gateway 11.0 XES R

AR

EHTTP AEEES, FERH<17E Storebrowse SERAREF R EZEE,

BHIES %

StoreFront iR55:

StoreFront Z#FERAARBRN S MRS A FRNBAEE, BELEHEZHARNER, HTFRELEE, FENARE
B, FLESRIEIEAEERINE R FOATERRS.

- AFPENEE: BMABHNNAREERIEINER. BRABERLT, FUEE— NASEN, EXSMRIELTF
BARE.

o IWEE: WIMATIEN Windows itBH#TEMNRIEE, SEEMNERIINARE. BEEALLER, BERE
Citrix Workspace M RiZFNEBREESHRIE. BXPBEENFMEE, BBRREEESH NI,

« HTTP Basic: =/ HTTP Basic S43%3E, LU{E Storebrowse SLAEF#EHES StoreFront BRE2#ITE
5o BAERT, LEDTE StoreFront ARS538 LA FRARES. BH HTTP Basic S31IEA .

Storebrowse L REEFXIFBES U TE—FE#HITEHEIE:

« {EFAkE Storebrowse SLAEF A BN AuthManager, T &: £/ Storebrowse SLHEFA, &EE
StoreFront LB HTTP Basic 43iEA%. HAFER Storebrowse s SRR, LAEER.
o ALREERT Windows 89 Citrix Workspace R RIEFIRHERISME Authmanager,

@it Citrix Gateway SLME SE R

BT #ARMA Citrix Gateway Z#5z5h, MIEEALLEL EAERA Single Sign-On, EAILURMMAREEUKRFIHE
REHNRR, MERRMENAREE.

Bxi@d Citrix Gateway TP AERNFMES, BSRAZEEY Citrix Gateway EIE SEH R,
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AR

X174 Citrix Gateway B2E& 7 Single Sign-On SHKIEHNEINNIRBI BN L2351 InEE,

BHERTHRENNBIERF

REJUEEMNBRESHER, MAREER ICAXH.

B

LATFER iRt T B X T UM Storebrowse SRR ERAMGSHIIEMER.

-a. ——addstore

BiEA:

IR SIS, REMAEENE URL, MNMRREXKES, MREER,
AR
Storebrowse LARF S IFLNABIEIE,

StoreFront -p&<Rfl:

e

storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway A& <Rf1:
LA .
< .

GIE

storebrowse.exe -U *username*x -P *password* -D *domain* -a *URL of CitrixGateway

*
w5l

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>
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/?
R
{R1it5 % Storebrowse LLAEFAZENFARES,

(-1). —-liststore
BiEA:

FIH AP A INB R A S,
StoreFront &< Rfl:
.\storebrowse.exe -1
Citrix Gateway &< RHGl:

.\storebrowse.exe -1

(-M 0x2000 -E)
BiEA:

KA TR,

StoreFront L& <SR

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway ERI&<RHGI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E

<https://my.secondexample.net>

-gq. ——quicklaunch
ieA:

£/ Storebrowse LARFHEAGHNBEFMEEER ICA X, quicklaunch EMERIEE—NBEH
URL fERINU R R FEE URL, Eah URL, ATLLE StoreFront BR528, Al LUR Citrix Gateway URL. ICA X2
7 %LocalAppData%\Citrix\Storebrowse\cache BRF £,

AILUEIT A T an @ RREERE X HINBREFMKEEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery

AR ER URL S0 TFA7R:
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"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

StoreFront ER&<$RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway &< REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.secondexmaplestore.com>

-L. -—-launch
TR

{8 Storebrowse S BIEFERIFIRIE R GHNBEFMNEEFFEN ICA X, launch EMERIEHZRIZFRL
KR AERE URL, &FF, aTLLZ StoreFront BR5328, tATLLR Citrix Gateway URL. ICA X1 %LocalAppData
%\Citrix\Storebrowse\cache BRF &£,

BITUTHLURREAGHNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
Ihap< Ry T

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

ZHpia S LR 2 RIZFREE launch SEAVE NS5,
StoreFront EHIg<RA:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< REGI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. —--sessionlaunch
1R
FERLS, ELURNNARE. RIEMEELAFHNER, WETEULTIRIEASE:
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o ERRIERKIBM
« MARE URL

B, WRAFFRMEERE, AuthManager BIRTIMANEIE, ARBIIRR.
AILEITU T e L RIE A RN BEFHKENFERNZR.

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
Ihap< Ry T

"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

EZEBEE P UMEA R RNBIRAIE -S ETMHNRASE,
StoreFront EM&<$RI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway E89dn<7Rfi:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

-f. ——filefolder
TR
HEEAGHNBAEFNESENEEXBEHER ICA X,

BohEMBEX G ZTMZFEZRIENT Store URL B95IN. MARIE URL ATLAE StoreFront fRS52s, BAILLE
Citrix Gateway URL,

StoreFront ERy&<Rfl:
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &< REGI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

©1999-2022 Citrix Systems, Inc. All rights reserved. 241



iBEAT Windows B Citrix Workspace R BiEF

-t. —--traceauthentication
R

4 AuthManager AHRASE. XY Storebrowse SCREEFFEANE AuthManager WERT, A2%ERAE
£, BHEE localappdata%\Citrix\Storebrowse\logs BRH%EM,

FE:
HEM AR R AP NS STHIENRE— NS,
StoreFront EHI&< R

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway &< REI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

-d. --deletestore

BiEA:

MR E R StoreFront =% Citrix Gateway R[S,

StoreFront LHEE<Rfl:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway ERI&<REGI:

.\storebrowse.exe -d https://my.secondexmaplestore.com

@it Citrix Gateway LI B S E R F

B OEFRMEEAFENEMIHITHMIIE, HERZERMER Citrix Virtual Apps and Desktops #1 Citrix DaaS
(L F6#R 7 Citrix Virtual Apps and Desktops iRS) . ERAIUER, MEENE N AEFRXSEEMETIMNR
iE. FINMEBBEER, EHEIRIER Citrix Virtual Apps and Desktops # Citrix DaaS 1 “FFia” &g B%EE
Citrix Gateway fRZ88.

Citrix Gateway hk#s 11 KBS A1 IEE,

MR

BxmfaA Citrix Gateway E2& Single Sign-On &M, BSREEE HEBSHKIT.
Al LUEFLASRBEXTR (GPO) BiEMRk /S AiEid Citrix Gateway LAY SERINEE,

1. @dis1T gpedit.msc 77 Citrix Workspace R AB#EF GPO BIEiEIR
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2. EHENEET ST, HEEEEIR > Citrix A > Citrix Workspace > B 54 33F > i@ Citrix
Gateway 331 Single Sign-On,

3. ERAYHATLUS AR “Single Sign-On” &1,

4. BEHENANHE.

5. EFEsh Citrix Workspace M RAEFRIEUERIRAERE K.

PR

« 1£ StoreFront fR5528 LS A HTTP Basic SHRIEAE, LUEET Storebrowse SLHEEFHRITERENE
Eo

s MREBHTTP LEREE, HEAEAZEREFERIZEABEUCERBHE RGN REINEARERFMN
RE, WAZRERSGSITETRTEZRENESRE BRAEE NREREAGSTRMHEEIE, BEAMNS
AuthManager 13,

+ Storebrowse LAEF HFINZIFE MU ARE (£ StoreFront fRSas LEZE T Citrix Gateway),

« X% Citrix Gateway ERB T 2 E F {3101, 7 AR Storebrowse SRR HIVEET AT,

« Storebrowse SLEREEMGBSITEB Username (-U). Password (-P)# Domain (-D) KAK/N
5, HEXMRAAEHER,.

Z11ER ICOSDK WE=ANAERFZA SSON, Bt T EMR:

« ¥ i % Ii: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o EMRE: EZANARERNTEREZ

o SEARIEE: reg_multi_sz

w5l

« 3 M %*F IN: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA
Client\NonIEAppsWithSson

o SEMRME: C:\templ\abc.exe;C:\temp2\xyz.exe

o EMFRFEE: reg_multi_sz

AR

BRILRES RS SORNE=ZANARER.

iEATF Workspace 9 Storebrowse

July 28,2022

i A F Windows #9 Citrix Workspace i B #2FF 7 Citrix Workspace R B2 5 M B BI AR S A1 A4 th 30 B iR 2
Storebrowse %1%, TiffE Storebrowse AP aEHSAIR Cloud #1 Workspace Ihgk,
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AR

o EINREN B R ERIRH Storebrowse 55
s BMAERABRMBAMERRINBEFRAA GEERLLINEE,

mLRE
LIS 2R T BX LM Storebrowse SLAEFERNGSHIFHAES.
AR
o IthINEEERZHF CTX200337 FrigRIME M BBNRSEHE RS,
o FILEGBLRAF FHITUTH <.
e —a 7discoveryurl”: BE&GSITHRNNAREE, LHSAEEBAT SSO NUEETEMIIERT.
a0, AAD FININETD webview #THHIIERIEE, EHEMIEE L, BETREHRIERT.

- Tffl:SelfService.exe storebrowse -a ”https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery”
o —d ”discoveryurl”: BIERNARE.

- Tffl:SelfService.exe storebrowse -d ”https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery”

+ —e ”discoveryurl”: L JSON X T HHRIEHMFE S, Lt < resource.json X HEMETE %
LOCALAPPDATA%\citrix\selfservice BRI B, Citrix Workspace [ 12 F & A& FE 0K
AT, HEAPUIER.

- Tffl:SelfService.exe storebrowse -e ”https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery”
INREFAEE resource.json EEERIAMIE, WAILIEE B SHER.

- = ffl: .\SelfService.exe storebrowse -e ”https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery””C:\Users\<username>\
Documents\Fiddler2”, X & ¥ resource.json X ff 7z fif 7 C:\Users\<username>\
Documents\Fiddler2 #,

e« —q ”FriendlyName””discoveryurl”: FRILGSHITIEEERNRES R,

- Tfl:SelfService.exe storebrowse -q ”Excel 2016””https://cwawiniwstest

.cloudburrito.com/citrix/store/discovery”
« —launch ”launchcommandline”: fEH resource.json Hf “launchcommandline” Bah&E R,
PE= W

- M resource.json FEHl “launchcommandline”,
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- TERITEHRLZET, EMIE resource.json XHHIEER “launchcommandline” ks /o

- . SelfService.exe storebrowse -launch -s store®@-5c3ec0l17 -
CitrixID store®-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-e33d0695df39.
Notepad -ica ”https://cwawiniwstest.cloudburrito.com/Citrix/Store/
resources/v2/YT1lhOGUzYWMtMDk5ZCOONTc3LWI4NGUtZTMzZDA20TVKkZjM5LKk5vdGVwYWQ

-/launch/ica”-cmdline

# 17 -launch ”launchcommandline” Jg, ica X # % 77 i 7f %LOCALAPPDATA%\citrix\
selfservice\cache B, NiE ica XHLUBHAER,

« —liststore: FIHTE SSP FHFRMMINAREE, MABETIRPES storelD, S MARERNLIR URL,
- Tffl: SelfService.exe storebrowse -liststore
AR
Citrix Workspace [ Ai2F 4 FiEDIRS 7 BERIT - liststore &<,
Selfservice.exe storebrowse -liststore #%% storedetails.json X#7Zf#1E AppData
\Local\Citrix\SelfService #,

Citrix Workspace [/ 72 Desktop Lock

May 19, 2022

FEESAMEmHITREL, AJLER Citrix Workspace 2R Desktop Lock. AT Desktop Viewer
(NREEBR), BR, TAEEZ LNEBHEN—HE:

« Ctrl+Alt+Del
=30
. %%
o BFFERE,
H7% Desktop Lock IhaEaiERF Windows B4 Citrix Workspace M ABZFEEMNEAITEN LT, XEHE

MERTHEAESHEE T NAMEE, 7% PNA ES, #4&3) Citrix Receiver for Windows 4.2 S{ESRAF R
B UM Desktop Lock kRS,

A /includeSSON frE%EEER T Windows 89 Citrix Workspace M ABiEF. /A8 adm/admx XHFRH <17
B ENABENEAER, XFHER, BEERTE,

RAla, MEBRBMER Citrix THRE LREM CitrixWorkspaceDesktopLock.msi &% Citrix
Workspace [zf#2F Desktop Lock.
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+ Microsoft Visual C++ 2005 Service Pack 1 AIBL1TAME, BXFHEE, ESR Microsoft FHBIE,
« £ Windows 10 (EiZAFLIEH) M Windows 11 £,

o PRI ANIMNERES StoreFront,

o IONERYLR iR,

o APg&EKIEEE LAN 37 WAN,

I TR AR
BE

BRI BEFIFR R A F A EmiAN, FRIEEFERARETRIERASEMERIENA T T2BE. BXF
M58, 1ESR Citrix Virtual Apps and Desktops i pIEe Bt FAfEFiA1RF URL EEEEE .

&/ Citrix Workspace 1 f#2 Desktop Lock

« @TLLIE Citrix Workspace 2R Desktop Lock 5LUF Citrix Workspace M RIEFINEELE & ER:
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {4t A2 i)
- (PRIE. WESHRIERERERS DRI
« BEFF Citrix Workspace R R#2F Desktop Lock sIEREIEIE T LIRS,
+ Flash EEm7E Windows 8 RESRAHLFEARS. Flash EEMAE Windows 7 L& FEBRE.
 Desktop Viewer $t33 Citrix Workspace M FB#2f Desktop Lock #1377 fiitk, &8 “FW". “BTR". ‘&
A" BT B
« Ctrl+Alt+Del 1£ Desktop Viewer TE#= AT,
« KZ¥ Windows IREEFRISERIIZERIE, 8 Windows+L B,
« % Desktop Viewer #{TREEREES, Ctrl+F1 £fit%k Ctrl+Alt+Del,
s APERIAGHN, BELRKEE LIBRAMABFPREEXH., BIEAFIH, BREXHEAREELIRLE L,
HEETREXHERRSE,
AR
Z# 7 Desktop Lock, FF B M FEZE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle 5

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\DazzleH# LiveInDesktopDisconnectOnLo
RE R False, Hinm MARBRSENIERIRERRT, SEIR IS IER.

%% Citrix Workspace [ F#25 Desktop Lock

I R =EEATF Windows B Citrix Workspace A 2R, LUE®E A Citrix Workspace A #2F Desktop
Lock ETEHRE. BXEREERNEE, BESH

BiEFo

1. ERARMBEERKFER,
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CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store”
<!--NeedCopy-->

Z&<$ T Citrix Workspace MBEFMZENF LA Plug-ins > Windows > Citrix Workspace app
XEkh, BXHBLHMER, BESIHZETH Citrix Workspace R AEFREX I,

3. BERENFELMWE—XEH, WE CitrixWorkspaceDesktoplock.msi, IthA$IEE R Desktop
Lock A%, REBIRTIHITIZNE,

4. RETHN, ERMBRHAFIRE. IREENHRNKEHLUIAFZHER, WEA Citrix Workspace 12

%=
¢ Desktop Lock BRi%i&%&,

B UATEREZ GEERAFIEE, TEMER Shell dHBg%EE CitrixWorkspaceDesktopLock.msi Ff
FB8KF, MRZKFHEEWMER, EETEERNERILE,

23517 Citrix Workspace Desktop Lock BIERE <L, BEFERAUTH 1T

msiexec /i CitrixWorkspaceDesktoplLock.msi /qn

f2& Citrix Workspace [/ F#2+ Desktop Lock
LIEEBR BB R, Desktop Lock 2BHBEHENENEESIE,

5/ Active Directory SRESRI [ 1L B PRI SR EE N RBR AR TS
FRTEMNTANEERKAESE Citrix Workspace M ATER Desktop Lock.

« 1% receiver.admx (=% receiver.adml) #1 receiver_usb.admx (.adml) XHE2EMEHZIAHERRD (LA,
RIEHIE HENEE” IAFERE > BEIRIR > RREEER (ADMX) > Citrix A% ). .admx XHAL
F%Program Files%\Citrix\ICA Client\Configuration\ &,

« USB &iEI - BFREAEAD USB i8&E, ZitEsEMnRERIENEE, TEAFPRE, BNSEEs
USB & HREBRERF RET.

- B USB &egHinl,
- 7z Citrix Workspace N A2 > Zi2EEE P inig%E > @A USB iZi2iEiE+, BRAHEEMHE USB
R EMFRY USB 1 & K08,

« IREhESBRST - 7 Citrix Workspace N AREF > EiREEEFIRIEET, BRAHES “FP RN &
BE

+ £57 X - 7£ Citrix Workspace R A2 > mi2EER P IRSETR, BRAHEE “FrmEmN” KL,
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EEBEEERLUES Windows Desktop Lock &1

1. EcE& StoreFront,
a) ¥ XML Service F2E /£ DNS #thhitf##f, LUIKEX Kerberos %#%.
b) B & StoreFront BE= LT HTTPS ihia). eIBBEIEBMANMEZMIRSS[IER, HAZIA Web
Uk AR HTTPS 457,
BESUBREIEEFEBRINIIE GUABRA).
B Kerberos.
e) /B Kerberos MfEAE &R HITEBES DRI,
f) £ IS BIX Web = LB BERFIRHERSER Windows S13303iE,
g) 1EHR 1IS BN Web i RHEE SSL HREEE P IHIES,
2. (FRAREEETH QISR IE&E LAt B SRR,
a) M%Program Files%\Citrix\ICA Client\Configuration\ §X\ Receiver.admx 1&g,
b) #kxBFEIEER > FMBEIEER (ADMX) > Citrix 4B+ > Citrix Workspace > B 54 1iE,
C) BRESERSHRIL
d) BREAHAF %L,
3. %# Citrix Workspace FZf#2R Desktop Lock z#i, FRBRFI&#&E.
a) ¥ Delivery Controller #9 URL 702l Windows Internet Explorer Bya] {5k =5& S,
b) BE—1NJA8 URL #HmZEI Internet Explorer (A 5k =5 &R, ERE desktop://delivery-

C

)
d)
)
)

group-name #30 URL.
c) BA Internet Explorer LU{ER A S MBI B EhE RINEE,

YAFIGE ERET Citrix Workspace R fBi2FF Desktop Lock BY, =i@#lHIT—ERAVE e EBIREMR. Ft0, &0
RREH Windows BRERBIRRIRIGE R “BFEH", WARERAFEE LK Windows BRERBIRKBIEER
i, AP#BAMZBPIEETH. Desktop Lock AIRAFIEERSAFRA—HHRE, XMNEAFAE Citrix
Workspace [z 125 Desktop Lock A&,

ftir% Desktop Lock

ESHMIBRTHRIFE N ES, TFAR:
1. FERREMEE Citrix Workspace FZf#2F Desktop Lock BYFr Y ZS I B IR R B R

2. FEAEIATHIRRSEXRZERFRN Windows Thag:
« f#iB& Citrix Workspace R FB#2 Desktop Lock.
« HERERTF Windows # Citrix Workspace MBI

¥ Windows Bz E S ERERIE

AE¥ Windows RIZREEEIITERE. ATERNBRD ERRER.
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Windows

* Win+D - &/ MERE EHFEE D,

+ Alt+Tab - BECERIHE D,

o Ctrl+Alt+Delete - £/ Ctrl+F1 #1 Desktop Viewer TE#,
o Alt+Shift+Tab

+ Windows+Tab

« Windows+Shift+Tab

+ Windows+ Fr8F /78

Windows 8

o Win+C -“4T7” iBRi% .
o Win+Q -“12%K” B IRH,
o Win+H -“#=” BRIZH,
o Win+K -“1&%&” 8%,
o Win+l -“88” IR,
« Win+Q - BRH AR,

o Win+W - #2%RigHE,

o Win+F - &3t

Windows 8 [ ABEF

o Win+Z - BERNFRERFIED,

o Win+. - ZBRRFEANT.

+ Win+Shift+. - ZAEREFA T,

+ Ctrl+Tab - SN ARRFHEIER.
 Alt+F4 - XH 2R,

KMH

« Win+D - {THSHE.
« Win+, - JI¥ K,
» Win+B - R[EIKH,

Hth

o Win+U - 77 “BMERIREHL,
o Ctrl+Esc - BoiREE.
« Win+Enter - 7T7F Windows iR A,
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e Win+tX - i THEZTRIERE,
Win+PrintScrn - I RRERBHEES “BER”.
Win+Tab - T #8512,

o Win+T - MEESE=HITANE .

RFALZTAE (SDK) #1 API

April 8,2022

IEBHRIRAERS SDK

IEH1RINARR (CID) SDK % A R EIEB G, %@ Citrix Workspace BREFFEREF HITEN LR
BYIEH M StoreFront fRE2$#HITHHI0IE. CID BAFPMERERIRAERRL StoreFront fR$288, MEZFHRITETE
BEEMBHI0IE,

BXRFMER, 15817 Certificate Identity Declaration SDK for Citrix Workspace app for Windows GEBF
Windows B9 Citrix Workspace Rz Ff2FiE A RIEHIRIAERE SDK) 3244,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK {24t—£R7s#1 API, X%t API A ELURIE A RN EMMITE R
It SDK AEERMTH, RATETERT Windows 8 Citrix Workspace MBREFZEAN—E5,

} =z

AR
5BohAXEL APl FE ICA XHREAEERIMNBEFMNEESIEN BT
CCM SDK ThaetsE:

o RIEBE
- RIFERLEMR ICA XH BN BEFHRH,
o RIBEIFFER
- SEREERORITEHERIZELRM. JUNPERIEREMIE AP RITER SRR,
o RIEEH
- SERAEERORITEERELEMN, FTUNMESIEHEMIERPRITEHERE.
¢ REER
- RHAENGERRNEBHRIENEREXRES. RIEFEERASE. LARFRIENRETENA
BFE

X SDK M4 2, &2 Programmers guide to Citrix CCM SDK ({Citrix CCM SDK 2 &358)) o
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Citrix Zii@& SDK

Citrix EINBERHF L TAEE (SDK) AR ICA UMW E S RINBERES RS 2SR iHN ARFE F inRai2F.
ARSS 28w aEsNimIE R AZFE AL T Citrix Virtual Apps and Desktops fR$588 . MREBAEHMEF T E%HS RIIK
iR, 1EBR Citrix A,

REiNiEE SDK 12

« 1£ Citrix Bfz5528 AP| SDK (WFAPI SDK) s 5 EHNiBIETHAELE & 6 R LIS Fr @B /Y Citrix EEINIRENIER
R 2420 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 289 E3X5E
BRRENT RS EPIBENEE,

o Windows %% APl, BFigailsiifie U TS ICA £ERNE =AM BEFNSF,

o ARERRERANEINEERGIERNERRTE,

o EINEE SDK 2E WFAPI SDK 7 8E4R S EPAiBE AARSS 25 .

BXEMER, E2A Citrix Virtual Channel SDK for Citrix Workspace app for Windows GE&FF Windows
#9 Citrix Workspace Rz Ri2rr&meI Citrix E#@E SDK) x4,

Fast Connect 3 &1 API

Fast Connect 3 Ei24E N\ APl IRIEMIZEORF AR A& F (SSO) hEeiREA A 1R, IhREE&ERF Windows By
Citrix Workspace R BERF 4.2 NESRASTA B, @ittt API, Citrix SR LURHEEHIGIE R SSO =5,
ZremfER StoreFront KA ERIENNARFEERE, ABHARRSXEXIFNEE.

BXiFMER, E5R Fast Connect 3 Credential Insertion API for Citrix Workspace app for Windows (&
FF Windows 8 Citrix Workspace [ F#2FER# Fast Connect 3 1A API),

ICARESE

February 10, 2021

ICARBESEXHIRIIMRIGEN ICA XHIEETIR, AFEERAEX Citrix Workspace RZB#2FHTH. EiE
BT LUfERA ICA B SE 3T Citrix Workspace M AEZFH R HE1T A THEHR,

ICARES%E (PDF T#)
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