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BXEMER, EBEN Citrix Workspace #17 S IIERIEth 5%,

MIINT Microsoft Azure Active Directory (AAD) B AAD 1 B )R HIZFMitENN S S5 S (SSO) 2 Citrix
Workspace [ BiEF

EIbhRAs R, EaUMIINT Azure Active Directory (AAD) B AAD A B G IREREFMITEN B S5 R (SSO) 2
Citrix Workspace R 2%

BXREFMER, BB Citrix Workspace #1753V Eth 5%,

1% Azure Active Directory & 4R

7EItkkRZA<HF, Workspace B GaILA@E Citrix Workspace [ BIEF#1T B 1 1WIEHN AP B EHEEIHIT Azure
Active Directory &ifia5REg,

BXRFEMER, BB Azure AD VMRl

SRS ESM

kR 4245 Citrix Workspace Web #™BHHIBRSZEL M. AIURIER T Google Chrome 3¢ Microsoft Edge &9
Workspace Web ¥ @ 5:&HF Windows 2109 9 Workspace MREEFE&FER, XEy BaE" Google W E
Rz &R Microsoft Edge mn# I Web i s 3KBY.

Workspace N RBIEFEE RN S8 B TLIE S EM S Citrix Workspace Web ¥ Ei&f&. FET, Workspace
N B2l Workspace Web i B &R Workspace #8631 51 23 F P se 8 T R B HRie) i i B i A2 Al = o
BXFAER, BBRARSELE,
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Microsoft Teams %3311
BUFIhEE(AE Microsoft Teams #H IhEEEF/E R Ao
Microsoft # It EHEY, ERIUEE CTX253754 LIREUGEEHM 2 E,
+ %5 WebRTC: Lthrasz3F WebRTC 1.0, AJ{RHEIFAIIISAR AL LUK AT E,

- RBHEIERINEE: BT UER Microsoft Teams FHRBHZERAZENUARERF. BONETRE.
fERLLIhRE MEE Citrix Virtual Delivery Agent 2109,

o NARFRPREY: BSANARRRPE, REFTLUETER HDX LIh8E8 Microsoft Teams HERZ.
EBHIEThAE, EOUEZEEEMEEPETHNNAEFETO, FERILIIsEX L E Citrix Virtual Delivery
Agent 2109,

Note:
Full monitor or desktop sharing is disabled when App Protection is enabled for the delivery
group.

o LEEBIFR: 7E Microsoft Teams B AR HENF R, AhRALZFRFSSAHMERHEEMHIAE,

Microsoft Teams i1t

iEAF Windows 89 Citrix Workspace 2109 kA5 VM BN AIEFE EE&I R LH Microsoft Teams =17
R R ESRAISEIE. BIERNAREEHEE,

%#5 Bloomberg 2 5

Ik Az #F Bloomberg $2# 5. EfEf Bloomberg & 5, 4B IHRFEER. EXMERENFMAES, B
2 Bloomberg 24 H# “B2E Bloomberg # 5” #453,

BfEE 88—
THEEO

RUEE=FUARFAIRNERRBENS, NEEtERHNNBREFREERES, [CVADHELP-16897]

BRRE

fEAEAT Windows B Citrix Workspace R F2FRY, “FriR” S RBS NAIRER S BohRIH. HINFRARER
HIEEIHHETT T ERB S IR, [CVADHELP-17122]

BFIRE SRR
/A Citrix Workspace MAREF, AAT 9 1 COM ix 0 S #TEZEMNIS S s T AE XD MES, [CVADHELP-
17734]
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RIE[ R

« BiEATF Windows 9 Citrix Workspace R Ri2F & FIkk4s 2106 B, ERANKERSEEMNAEFRE
AR, HERUTHERES:

TEERIRS SR, BERABERRAHMRRUTHIR: EiEEHLL EXERE Citrix XenApp RS2, (B
F$4i%10060) [CVADHELP-18137]

o SiAfEH VDA EREMERT Windows 89 Citrix Workspace M B2FEEEMEIBENN, MERENT
E IR, [HDX-28691]

o MREEZ B RIBIGEFIET HDX R1LTE Microsoft Teams FHZRE, REAZERBR L EHHKED
T 28, EIMEEAMER Desktop Viewer TR fERA Desktop Lock By HELLtLAM, FiE B Rt rEs
MNERER, MEEHE—NEEHEGEP, EasEEEAT Windows B9 Citrix Workspace [ FA12F 2106 5t
Bk LB R tiE,
EAhAT, BATZEREFELZINEE:

+ WNSR7E StoreFront 5% ICA X4+ % AT Desktop Viewer, m#&
« fNR Desktop Lock IEEEAT, Rae£=F 2R3, [HDX-34200]

ETEF@PNRARE, BHEEEHRE,

2108

FEINAE

BORT CAINIKF” R

BIRASINT BHER “RINKF” B,
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@ Citrix Workspace - O X

Welcome to Citrix Workspace

Citrix Workspace &iEMFEE0B0Y

B R A LA BN ERSEBIE, NEsBEREERF BEIM Citrix Workspace SiEHiT 2 sl A RIS iNed
B2, MNRIEEEMNIEIEMRASERERIn, BRIAMIZANER, Citrix Workspace MAREFEBFHE. A5E6D
BEAREMBEEETHENN BEFMNEm=iEx Citrix StoreFront K ABIE.

BXFMER, B8R Workspace £iEHAETHEAT

EERIEEN Workspace (w) SIEE B ECHIEB,

ZEFBEEX Web RARE [ATSEAR]

fEitbhRAs R, EaT L@ ER T Windows B Citrix Workspace R ABREFFRISRALHBEEX Web MABE, BfE
RBItIhEE, BERRMIIGHHEEX Web R AREEZRME Global App Configuration Service f i #ERR URL
FIRA, FMET, EATLUTE Citrix Workspace R ARZFRRIMKF BETIRHEENX Web ZA®EE URL. BEX
Web WA EFESY Workspace R ARZFEOHTITH.

BEXEREAEX Web NABENER, BSREENX Web AR
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AR

AT AT E A EEIFE RS A REIRRR#HTUIE, URHERE. Citrix FEZIHREFEMRAIZ
R, BIGDRMHH XL R R, Citrix RS RBRIRIO™EY. REMMEEMXRIRIITIEE. 2
WAER Beta RAERBEEFIFHRH,

StoreFront 2| Workspace URL i¥#5 [ AR5 hR]

Y RBLAMAH StoreFront BZE Workspace B, RERAFBAFahGHH Workspace URL I Higmig#& L
B Workspace MAEFH, @EiILkIhEE, SERATLUSHEF M StoreFront R RREETLE:E#E Workspace AR
&, ENEARRERERD

BXIIHEERIFAES, 5205 StoreFront 2 Workspace URL 515 [ AT % AR ]
AR

RAMERAIMERE P EHFEFIFRREREFFRRH TN, UREZERBR. Citrix TEZTHEEF SR
KR, BYGDRMHIH XL R R, Citrix TS RIBRIRN™EY. BIEMMEEMXRIRMITIRE, 2
WAER Beta iR ABEEEFHFHEH,.

BiEEnnH
ER[BHRIE
e Citrix Gateway =3E#8et, Citrix Workspace @l A E BN AIEF IR R#I TR HI0IE. [RFWIN-23829]

g?ﬁz?ﬁlmmﬂ]ﬁrﬂ =19 .lﬁglﬁ.lEl%[]lE_lL}ﬁo

2107
FEINAE
EPA 15381058

BahRZAE, Citrix Workspace MBEFA U TH HE Workspace SEhZ i EPA fiff, RETRE, SH&FES
447 (Advanced Endpoint Analysis, EPA) ¥1##i& & MUK & Citrix Gateway FEEEMNHARTLER, HEz
Bfa, 2R Citrix Workspace MBREFEREO.

AE:
OEEMETEE T nFactor SHIIER, EIHREA BEX.

BX EPA PiERFAER, BBRSRIR R0 HEE.

Citrix Workspace B2 Beta iiigs
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BAhRZES, &EILUE Citrix Workspace ZARRFHIIE REBHEH IR Beta hiiAH#1TMiR. Beta iz
RUERMTEEI IR ERAEN 2 KR HASRRES, % Citrix Workspace M FR#Z2FEE N BEEME, &
R B @,

2EHE Beta i, IEMENKEE TR FIREFER Beta @iE:

o hR7S - TR ZFFIIRERRA B R
+ Beta - 2R, RN &8 FhAs 2 5 IR AY R &R

@ Citrix Workspace bt
P

Update Settings
Do you want to be notified when updates are available?
Yes, notify me

Mo, don't notify me

Lse administrator specified settings
l " You don't have sufficient privileges for changing above setting.

Select the Update channel :

Release L

Beta stable release updates.

Leam Mare

Save Cancel

=z

AR

Beta A rI it & R EHIFEFIFIRFBEREFIFFHHITUL, URHEERR, Citrix FE3% Beta hiiAryszHs
A, BEylEdRHRFERMAX LA, Citrix JRESRERBROTENE. ZEMMEELYRIFHRITERE.
BINAER Beta lRAEBEELEF IR,

BXREADEMBENFAESR, BBIA%E Citrix Workspace Rz Beta itk

SR TSR IIENS] (AR LAR]
BZhRASEE, ATLUERLUTHLEIRT Citrix Workspace M RIEF#TEHIAIIE:
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« EF Windows Hello #1 FIDO2 &£ Z A & 5181
« MBIOINT Microsoft Azure Active Directory (AAD) B AAD A & RHEEFHTEN B SER (SSO) 2
Citrix Workspace B2

Microsoft Edge WebView2 Runtime kiizs 92 s E S hR4so

AR

BHARZs 2107 %2, Microsoft Edge WebView2 Runtime %52k Citrix Workspace M AREFRERFT
. Workspace R 2R RIEIIIEH, REBFRNERATREEFE Microsoft Edge WebView2 Runtime,
MRHAE, WHITRE,

INREZHAUIFEER RS9 L% Citrix Workspace [ZA#2F, 18 Microsoft Edge WebView2 Runtime &7z
£, REBELAETUTHER:

You must be logged on as an administrator to install the following

prerequisite package(s):
Edge Webview2 Runtime

ItkIh8EIN7E Workspace (Cloud) B,

B RS GRIENE
EZRASMHEIENG, EERMITRITUTIE:
1. BElEMREES.
2. SMBILITEMREE:
« UEERAE:
- XF 64 iR{ERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
- XF 32 fiR{ERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
 LIFEERAG:
- XF 64 fiugk 32 iuigfERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. IZEBUTEMEMREL
FMERBMETR: EdgeChromiumEnabled
KA. FRHRE
f&: True

4. E#Esh Citrix Workspace B FFE R LU EFR A i E o
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} =r

AR

RATAR AT E AR EIFE IR ERESIFRERER, UREZERR, Citrix FEZINETRRN R
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. REMNERURIFRITERE.

Z¥5ER Azure AD #H1T& AR [RATRAR]
EARRES, MREHNEEREE TR, ERLUERFARRHITSHRIE,

Microsoft Edge WebView2 Runtime kg4s 92 S ES kRS,
AR
Bhi7 2107 #2, Microsoft Edge WebView2 Runtime R#i2F ki Citrix Workspace M BEF R ERFIT

. Workspace R 2R REIIIEH, REBFRNERATREEFE Microsoft Edge WebView2 Runtime,
MRRAR, WHHITRE,

ERFMRIRERSHEIE

ZEAET Azure AD ERFHHRNSHINIE, BEIBITRITUTIE:
1. BElEMREES.
2. SMEIUTEMRERE:

o« X F 64 fil & F & 4. Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
o XF 32 fiR1ERL: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. SIBRBUTREMAEMRI:
FMERmMER: EdgeChromiumEnabled
KB FHHE
f&: True
4. EFEsh Citrix Workspace B FFE R LU EFR A E i E o

151 Workspace R FZF TN BZFE AW [FATSAR]

BiRrZ 2107 #2, BERAAUTE Citrix Workspace M AEFHEE A RENN BIEFNAIMKE, ERIUER
Global App Configuration Service RE2E LtIhaE. BXEELINEENES, E2H Global App Configuration
Service.

LteThEEIEEE R T2 Kiosk iR FiE1T0IR&E UK 7 Citrix Workspace i BN BIERF.
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} =r

AR

RAMERAIMER P EHEEFFRHEREFFRPER, URHEERS. Citrix TEZEM GRS TR
5, EXERHAH XL R R, Citrix ATRESRIBRIRAmEN. REMNERURIFRITERE.

B2 E 8
RE
REVAEFRIFE, BEBMAFTESEL HP G5 RIIEHNITENARS, [RFWIN-24103]

DE[EE
o BRETHEREEIEN, SRABRERGHNARFHNA/NTESKK, [CVADHELP-17089]

. ERAMARBEIEERBEEA M VDA B, HMBANBEEHAE Chrome #I¥%8 FATAER %K, [CVADHELP-
17430]

o FRBERERN, HEMFERA UPN EREER, ARTERARLENEBRN, SREIRIEEURESERUTHIRE
ISW

BREZREBARER. Eif. [CVADHELP-17620]
+ 7£ Microsoft Teams &iVHAiE B ahNsTiEIER, Desktop Viewer AIAES TS TN, [HDX-32435]

ETEFRPNRARE, BHSEEHE,

2106
FIEIhEE
Global App Config Service

#89iEAT Citrix Workspace B9 Global App Configuration Service fi Citrix B2 RS BT EDEIERRS IR
f#t Workspace fgs3 URL #1 Workspace MAB#EFI&E.

BxRFMER, 1521 Global App Configuration Service %,

BT&t Global App Config Service 2 H 5 HI0IE S hEMTEAERYIEIR

Citrix Workspace M FA2FIMERME T FIMIB FRILEARESE FFESHIRIESHMNET. BT IEHAREY
% (GPO) E2&4h, ErATLUEA Global App Configuration Service £ 1 EAtRiER_E 1704 B 5 I0IE S hE.

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BMi&EHN False.

BXFMER, 581 Global App Configuration Service x4,
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ARSSELE

RS ESNMERRSRAREM IR T XERS TS RAVAG T AMER&T. TIESRSHSITRRNE, BRERELL
BEEENNBEFHRE,

BXEMER, ESR Citrix Workspace XSRS ELIEEE D

Microsoft Teams 1%32I04E

Desktop Viewer #NERIEXE, AP ALUM Desktop Viewer BEHFIERBHER—INREBHITEZ, €5
O#XT, AP T UHE Desktop Viewer §0. EEEERT, APAIUMFAEREFREZE—MREHTHE,
Desktop Viewer BEOER (KA. TRIR/IVEL) B, BREZREL,

ETF Chromium U35 287353 @ URL

REAABEEBAFER URLEEENNEFHEEMIIRSB[BURMRS BEERITF K. ERIUEARSSHENER
P ERISRBEXY I 1 TECE

fFRAKEIR (GPO) BEEER, EHLUTE Delivery Controller Li&EIRS285EM, £ Citrix Workspace M A2
F Lig B Fin RS,

fELthRaAsH, B Google Chrome # Microsoft Edge 77 MM URL EE M #.
W&

« Citrix Virtual Apps and Desktops ks 2106 S E = Hxr7s.
s JEBREEMYT BIEFMA 5.0,

Z3% Google Chrome %238 EMEINE URL EEM, iEM Citrix Workspace 2 REX 4K PIZITU T

A
< .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

EMWE URL EEAAFEGHEM Google Chrome 3438, iEM Citrix Workspace R BIEFREXHFPIBETUT

AN .
<.
%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /

verbose

B x1E Citrix Workspace MAEFHEE URL EEANES, ESRNEAREE .
BEXNEBABTETANFMEL, 155 Citrix Virtual Apps and Desktops SR HBIHISE 2BERN A EE Eo
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BT ICA XL 2 - KA
ERRAF, HERENLBREFNKSERIEN, ICAXGSTHEIFMEE,

fEARRAF, A Citrix Workspace ARRFEEMNAREFMKESIEREEIEAE ICA XA TURH T 1858
e,

Citrix Workspace M ARZFIMAEATER ICA XHFEERFRNEFHR, MIFREER, LI STEHEMREREU
RIEAFEN TR ICA XHHNEREBRR M. WM ERTFEERT Web #9 Workspace E/BahRIREINEL
BEFMNRERE

BXEAER, BERES T ICAXXFNZ 2R,
ERMBEXIILIIAENR IR, A Podio &,

BiEEMIM
RIE[EE

+ M Google Chrome. Mozilla Firefox ¢ Microsoft Internet Explorer fE42k3A PDF 5236, ZidfE
A Citrix PDF $TEDHITEN XA LK. [CVADHELP-16662]

« $EHTF Windows 1 Citrix Workspace M ABEFAEEIRRZ 1912 LTSR CU1 5 CU2 5, =iEFa5MAI4E
25K, RET Enlightened Data Transport (EDT) thikss, fNRiEER@ET Citrix Gateway Eizfy, N
SHIEE, [CYADHELP-16694]

o E#E VPN gilrFiEsE VPN B, 2ifEMiERT Windows 8 Citrix Workspace N Bi2F B EIR FAIEF I 8E
2%, [CVADHELP-16714]

o ENHE=ZER, KRR IHEIMATET A% %L Delivery Controller 5 Director. VDA hiizx 2003 XE=
hRzss e, [CVADHELP-16783]

e ¥ CurrentAccount EI&E JEMER HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount AIREFREEN. FHE— MRS MLABEKF N EILER, [CVADHELP-17229]

s APRESTEERN, 2RXERERT Windows 89 Citrix Workspace R BEEZF A e 2k, [CVADHELP-
17267]

o S THAMME FRENXHTiERKK. [CVADHELP-17337]

o EBIESINEAE, £ HDX fifbiE X T =R Microsoft Teams BY, & NIEMELSAEE 49 AT BE = NG A Eo
[CVADHELP-17398]

o ERNERHNA THXETERLAK, [CYADHELP-17438]

BFRRE

o EAPNHEBBNERER (IME) EXREFRANAKE, XERERERERBELE EANXEIEZ .
[CVADHELP-15614]

o YEESRAMREAREINBEFN, FERAE LNRESXBIRTESNGRE, 3§ Citrix Receiver for
Windows 4.9.6 74k %l Citrix Workspace R BiEFE, aHMittiEZ, [CVADHELP-16967]
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o Ei{7E ping.citrix.com EEfTEMOESRNIXATHERELK. [RFWIN-22672]

o REESMETREAZHF Windows i&& EAE Unicode PR &1{B5 Citrix Workspace ik~ {E A& A ASCII
AFEMFMERF, MR Unicode BREHEEFEBRNFRAFRLFH, Workspace E#EHEARKTERX
LHFE50, [RFWIN-23040. RFWIN-23046]

ETEFRPNRARE, BHSEEHE,

2105
FHEINEE
w301 EEMZFRFEENX URL

Citrix Workspace N B2 FIE A FERMED HTTP 301 EE @M StoreFront 5 Citrix Gateway EE &2l
Citrix Workspace # URL.

INREM StoreFront iF# = Citrix Workspace, WA Li&id HTTP 301 EE@¥% StoreFront URL EE @ = Citrix
Workspace URL, &k, #IEA StoreFront URL B, RFisBnhigEETERE Citrix Workspace.

BERR:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJAEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountss

Microsoft Teams 1&32Ih4E

o WE, ERUNREREREEEMEED,

SA1EI \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStreamHelE& I NetworkPreference
(REG_DWORD) g9 f&Rm,

RIERERFELUTEZ—:

1: AKH
2: Wi-Fi
- 3. FHMR
5:
6:

ZNE]
gE= )

BINBERT, MNRFKIZEEME, WebRTC 345 AR RETAIEL.

o EMERTUREAEIMEEEIR 2 (ADM2), UERIRREMiEER (ADM) BFOEEEZRX. 2HADM2 5§
B FREREIER SR 7 A XEAE,

E 2 ADM2, 5SS \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStream Az
—4NZ} DisableADM2 (REG_DWORD) BIEMRI, ARISEIZEERN 1,

ETEFRPNRARE, BHSEEAEE,
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B2 R

RIE[EE

fFERERT Windows 8 Citrix Workspace M BIEFE, MARFRIPNERIELTEBNHESFEELEE
EERE L. IRSS[RERS (HlE0 Windows Server 2019) E&#EM Citrix Workspace M AREFSHI
ek, [RFWIN-22120]

£IRTE Git bash EiEfTHLmIEa%kW. BRATHARFHRIPINEER Citrix Workspace M BEF S LR
i, [RFWIN-22187]

RERIARAR Citrix Workspace R AEFG, &R StoreFront B aJgERUREIF IR, [RFWIN-22419]

=B Citrix Workspace AR IRERk K, HAF EBRRRE LI SH IR, [RFWIN-22491]
NEAEFEREREAXHENBDEFREER, BREENRESRXBHNAEFTRERK. F
Afm$TRERE Citrix Workspace R BI2FES, MRKIERE storedescription, M&HIMithER,
[RFWIN-22510]

M Citrix Files FTEX#E, FLEREXHARTRERHIMENL, [RFWIN-22516]

EEA T BHRBIAHERMRIPH B 1 HSP 3¢ CET ThaEMIER T, % 11 4 Intel Core 24#2238#01 AMD Ryzen
5000 R7Ia s RN BREFRIEEREIMRH, [RFWIN-22592]

R “HDX BER M HEKIEBE R “Bix”, #EBA7T “EDT MTU ZM”, NHER BN AEFXEHE
By, AIRERERRFENBRUR—FESHEHS. [RFWIN-22697]

EATF Windows 9 Citrix Workspace M BIEF Al s AN BIEF, HEERBRE L, ZaBSET
Intel Iris Xe Bz, [RFWIN-22952]

£ Microsoft Teams 3¢ = {57@i1EHAIE, HdXRtcEngine.exe BT TE LN, FEIHETFN
ZRETBIGBEPFSEMLEE, [HDX-28616]

M Outlook M Microsoft Teams =YY, ENKISARIGET A EE 51T, EARBDH Microsoft Teams &9
BERTFIMAS NS Bt RZE, [HDX-29558]

£ Microsoft Teams =iY#Aial, K BEATIEHBEEMIALE, WIAATRESIAMERE. [HDX-29668]

RBRE

BT HEEER gfxrender.dll, Wfica32.exe BIZARESEIMNEH. [RFWIN-22446]

L (e

7z Citrix Workspace M2 FHEERRRERMEA L, BHIFEERNIRAAF A REREBHRIRES . BX
HAER, E2A Citrix FIRPOXE CTX307794,

BTEFRPNNARE, BFSREHE,

2103.1

FEINAE

R RECERIEIRINAE
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RERBRBENTLERRS ST, ZEMA AFAKRERIR (GPO) HEgH GUI B2E,
EERRSETE, FESEPERRSHREFE, HETEEPHBETESRSBRETRRAY

BXFAER, BEREERRENES,.

BT RBEHES MW BRI
SHWIELMIMBEHEFEEREE L, IFEHAFTEERAASEENBHREFRBMANEE.

Citrix Workspace M AEFSIANT BF 2 I E A FEES DI SREINET, AT ER M, FIMERE
THERITR (GPO) HIERELE 5 1HI8IEShETEE,

pE=

HEBNESSRERIER,

BXFAER, BFERASHIIES .

Microsoft Teams 1&32Ih4E
o BINBRT, VPO MM4RiRS B MEL T EARS.

o CIFEHE. BgaEisdl. REinEEEEEINEE: SNR Microsoft Teams BB TXtkkm, Citrix EE®
B Microsoft Teams B EBERENE, BN, XEXETUFIRINEGE RN True,

e DirectWShow MEABRKIAZINES
EFRBRIAZIES, BRITUTRE:
BahEfRmiEes.

SMEIUTEREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreams.

EHLUTFE: "UseDirectShowRendererAsPrimary”=dword: 00000000

HithaRERY(E:

* 0 J{AER
* 1. DirectShow (ZkiA)

=3#B5h Citrix Workspace M B1EF,

BEfEE 8RR
BR/SHWIE

o BIEBATERRFIEFIEM don’t ask again for 60 days (60 XAREMNR) HZ G, Microsoft
Azure ZE BRI RIRERIRNEITE A INIE,
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} =

=W

BATRENAPRHENASIE, MIEMENASEFEH. NRAFER webview SHI0IE M FEBEE
FEH, RATESBRETEBTEMNIIE, FRAELEERT, Internet Explorer cookie 4§75
BB BUABRT, WEEXFEERS (7 cookie), AIUER GPO MIMZRIEE., NRZMAIE
8, cookie BAREME, HETHEIEFTER,

[CVADHELP-14814]

o TEMONT Azure Active Directory (AD) 89i&& £, & Citrix Workspace MARRFEIRISRNARE, A5
ERHREREEN, ERIRTEENER. I, TEEREMWAFIKFAER. [CVADHELP-14844]

L e

o EERETRBEAMGNZ 2%, [RFWIN-20912]

RIE[ERE

« EEERTF Windows 8974 Citrix Workspace M BE2FEE X RHIRE, 24 Citrix Workspace [z
AREFREEREAaET. BRAT ‘Mt AREFIARE" NS EILaE, [CVADHELP-15654]

o ERIEIRSB/AMEARKO 8080 MiERT, Citrix Workspace MBEFAIAET A EEEI B AN BIEFH S
. EATF Windows # Citrix Workspace [ A2 iR EROMmMCAERERRINGEO 8080 Bt H I
ki@, [CVADHELP-15977]

+ AT Windows # Citrix Workspace R BEF AT fE 2 RS IR ARG E, EIFEIBRZEH Microsoft
Windows #21ERGH etk RR, [CVADHELP-16017]

o ERAPKIEDIZT ALT + Tab #63, TaESITHERT Windows B9 Citrix Workspace B BEEFHNHEAE
M. [CVADHELP-16379]

o BMEZRIPNEOER/IVE, Print Screen Bt A BRRREEE, [RFWIN-16777]

« WRETE Microsoft Teams @IFPERMLSREH TSN, HDXrtcengine.exe AIERBBTLMMN, R
Bk ESFEEIRFILE CTX296639, [HDX-29122]

o 2iAEH IME ##5 DBCS X7, TTRERRD TRI%. Windows 10 2004 & F R HItEE, [RFWIN-
20006]

o EIRMIGE C:\ProgramData\Citrix XXMM RAT eSS Citrix Workspace M BERFEIMEH,
[RFWIN-22753]

« 7£ Microsoft Teams MSFBIF L2, BEN LA LED AIgeRE, AR ges(E 1k, [CVADHELP-
16383]

PR SRE

o B EH” ET—NRE, EBATF Windows By Citrix Workspace MBIEFRIGET A XF. fRRAZER, %EF
PR “IBH” LR Workspace R 2R, [RFWIN-21518]

ETEFRPNRERE, BHEEEHEE,
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2102
FEINEE
RES DI

Lal, EEETRESMNRIENEFIHTENLE, N Windows SIEEERTAEEREEE, WAAYER Citrix
Workspace [ RiZF#1THH I,

mE, EREBTHRESHRIINFFAIRTEN L, MEAEZIEREMEE Windows ZIREESRF, NS RIHRIE
Br, EREMAREEE. A5, Citrix Workspace MARFHRERS B ERERETE Windows EiEEEEH,
XEALUTIELTEEZRAER, ARNETEEIAR Citrix Workspace M ABEFZ8i7E Windows EiEEEEBHFF
FER,

Microsoft Teams 1&32I04E

o DE TSR IMAR,
o RS TR M,

BfEE 88—
RIE[EE

o YT RAFEABEAT vPrefer WA Citrix Workspace MREFEMB A B RE LHRETFITHFE N BIZ
B, ZMARFEITANATESER— M EHEE. NRXMEEEE—EEE, WEEBXITHZNBEER.
[CVADHELP-13237]

o BA “vPrefer” ¥&Tf5, App-V MAREFIRESETERSE B LA, MIFELRMARSES EBE, [CVADHELP-
15356]

o DA HIERENAEFZMEY, StoreBrowse.exe L RAIRETERTEARNAREFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset EMFRIZEIGH False BF, EifENE Citrix Workspace M BIEFRTRES KLY
HERUTHIZEE:

tEIhREEH A,
[CVADHELP-16114]

o BEWENEERTAET AU SE CDF BRER, [CVADHELP-16587]

RBRE

+ Receiver.exe #iZAeExEIMEH, [CVADHELP-15669]
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BRRE

s EAPRNHEEBBNERER (IME) EXREFRANAKE, XERAMERERERBE EANXEEZ .
[CVADHELP-15614]

ETEFRPNRERE, BHEEEHE,

2012.1
FEIhAE

EhR AR R T BB T o B M RERIAR E MERYIR) L.

BfgE IR
+ ¥ Citrix Workspace R RT2F MR 2012 B EFHAIESHRALK, HERUTHEIRES:
“Could not load file or assemble Newtonsoft.Json” (FTAmMEX#IiEFE Newtonsoft.Json)
R¥7£ Citrix Workspace MAEEFHNEERERZENLA LER T BaEHMNA S HB LRI,
fRR7 xR, M Citrix TH i@ F# Citrix Workspace B2 R 2012.1 SiESREH FEhRE,
[RFWIN-21715]

ETEFRPNRARE, BHEEEAR,

2012
FEINAE
SFFRAHIE

iBEAT Windows B9 Citrix Workspace B2 IEREEAFIERZA

ERTES

BEWEEL T Citrix Workspace ARFWERENERE, X&AETHEE) Citrix #HTHEHE, HEHMERE
AR T B R M2 1.

WE, ERILER GUI & BE.

BEXFAER, BFERES S

#3534 Citrix Workspace # 1T EHi@ 519581

AhRASSINT S Citrix Workspace # TR E B S HIENZ 5K StoreFront (WL G 215,
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& Citrix Workspace B9TiR R B HI8IE

Citrix Workspace M B2F3IN T HEEIR (GPO) S EAE® Citrix Workspace IR RS HIEIE. LthEE
B&fE Citrix Workspace R F2FaERBTE RGBT BaIE R Citrix Workspace, NZAMANTEAI&E £/ Citrix
Workspace BETHEE (ERBER) B, AEMAILKE,

BXFAER, FEALTRTEN I,

[ 2R RIFECE AL SR INAE
LT, BUABRT, SHORIEEESENEBRSEENEER ZIRP.

FRRASINT AHEIEN R (GPO) HKEE, ZEBAVERNASHRIIEEENBMRSEHRENHRERBRIZR
MR B EHIRIIEE.

} =

AR

Itk GPO HEEFRERT ICA# SaaS £iF, ICA# SaaS &ig4+4efEA Delivery Controller # Citrix Secure
Private Access #1751l

BXFAER, BESRANAREFRIPECER LR

Microsoft Teams 1&32I04E

o WEANEAUERSHEREREIERENRF G
o WebRTC &3 |EMEFFES A inikE LI ENERS .

BieEHinHm
=&, HEH. A%

« ZiXEAFheIZaRERS R Citrix Workspace BR2FR, ZIREAXTRERWBIRR, REEMIE.
[CVADHELP-15397]

RIE[EE
s BEERBIRER, ZHARAUBRRIETESEN. EFREEENEEITENN S HIITRE, [CVADHELP-
13614]
o PUTUTRFZ—BY, AJRERHIREEEIEE:

- &M Storebrowse @< M StoreFront #£2 ICA X4,
- FH ICAXHBHRAERER, MIEMNEEE.

[CVADHELP-15221]

o ENFRZRP, ZREAFERETNRESXNBHINAEFTESEAN. IREATESMNAR LA
FERFIRE, WHHitkaE, [CVADHELP-15576]
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« & B F Windows # Citrix Workspace M AR FEEBE N EEISIENEZEIMEHK . MRM Citrix
Workspace ARFIHHAENER, NABEKFIEBERERN— M NABEKS, MIERINIFREHKS,
[CVADHELP-15728]

o 2i%7E Microsoft Teams BIEFPHEENRETRESSHER, [HDX-27041]

« 7£ Microsoft Teams @iEh, SIAnIAEBlr4i4:, 28 UDP REORaHmttkia®, [HDX-27914]

BFP#R

o« EXHEATF Windows B Citrix Workspace ARF#HITEMTEI RN ETEA RIS RER, BB
HRIFARERAK. RIERHEREEEASEHNEERRE L. A Citrix Gateway URL B2 & Desktop Lock
B IR Lk A,

=W

B xR Citrix Gateway URL #1 Desktop Lock fi2 &3i& B F Windows #9 Citrix Workspace [z
HfEFE, 1 Desktop Lock HBMZ aiM— R EINS HIME R, MRERFRIFREKEE, EEH
Ctrl+Alt+Delete GERTF¥IENL) A0 Ctrl+Alt+End GERTFEMN) o

[CVADHELP-15334]

« MR “BDPI"RBR “R” & T, WEBHKERIEN, CD Viewer TEEHARFELLTRAIGELT EZR L R
WCAEiS &M Ha0 DPI & &, MFig&ER DPIIEEAXT 100% By HtkiR#, [CVADHELP-15418]

« ¥ Citrix Workspace RZFA#2F MARZS 1912 A& EIMRZA 1912 CUT /5, BREFHREFIRERIE, ANFE10H
7 BEERX. [CVADHELP-15766]

BTEFRPNRERE, BFERHEAE,

2010
Hhigzhae

LEhRAERR T ZNE Bh F Rt B REA AR E 1BV IR,

B2 R
RE

o FARBEREN, 2ARNEXRREEESERIEE EBEM Microsoft Excel —i2iE1T. BATRNAREFR
IFThRERT S HELE IR, [CVADHELP-15410]

DE[EE

« $iEMATF Windows i Citrix Workspace [z A2 Mhias 2006 A4k EIRR4s 2008 AEERAE, HiXEE
RARFRIEERRK, BTIERE (FINHeEE) HERINITENSLIIE®E, [CVADHELP-15988]
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o BRATNAREFRIPIHEEY, Pause/Break #1 Num Lock el gEirat R EHE, [RFWIN-20083]
« EERATF Windows B Citrix Workspace MR+, FERAMARIE URL FINEKFE, faEsRRUTHE
RHES:
“TAEETIRS R, 7
URL B8&ASFESHIILR,
[RFWIN-20907]

« Microsoft Teams fit: EZERRiGEHXEAES DPI EANETRER, FHREEHRZORELEEE I 3
— N ESARERSMNEEREED., [RFWIN-20854]

« EXEATF Windows i Citrix Workspace [z B2 @M X IR 8 HEE Y, FEBITUmIS U B AP mIER
EETR. [RFWIN-21069]

BTEFRPNRERE, BFSRHEAE,

2009.6
FEINEE
%5 FIDO2 S48

FIDO2 B IRIEARFR P AAMIES FIDO2 A, ARIMERILUER FIDO2 £ Z AR EREWRFEINFIE AR
HITEMWIF, BEXTEEZEENTEAELR (TPM) 2.0 71 Windows Hello, BX#AER, 55i@ FIDO2:
WebAuthn & CTAP,

Microsoft Teams 1£38I54E

+ Microsoft Teams HE/E & &R &TIRPERUFIERIHIINEILE.

o WebRTC 18445 | Za] LUE Rl E ik = _EATREV R ARIZ D MEE, WebRTC R4S | BERFITLRINGE, MR
RANBTEE R BT,

+ Citrix Workspace M Bi2FRERZFMEES Microsoft Teams $E—# T8,

o [EFEHPREUHINGE - UNENBAB-ERENHESRRERNEY, EIERFIEE,

s RREHAZBCATIRE - T, YEHEREN, NUENIEEXHR Desktop Viewer B&E. LIgi, SN
Desktop Viewer & OTREFHIE P inas it E S L,

BEfEE 898

« {E/A VPN iZ#ZZ Citrix Workspace R REFHiERRIF N BIZFIETAT, RIFHIEETse &5k, [CVADHELP-
14418]

o MREZAEREE BBIRSERNIE R TR Citrix Workspace A#iERF, NAlRERRERT. SEMEER

ENEMRPITFRES NN EIEES P, SEBLE#E, Citrix Workspace A2 1907-2002 kA&
HILt AR, [CVADHELP-14940]
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 ERATEAMREEIAENERLT, RITARETURLTERBLANRENEIMRRT. Eit, FTRBHKERW.
[CVADHELP-15104]

o 2R7EETT Microsoft Teams ME A LAIMSIEFRAMEENRESKK, [RFWIN-20051]

o RESIEAUERBEISM TN X FTEE. BEMRSETEE NP, H1E Delivery Controller LERREIFEH
BRINBERY, SHIBEERL, [RFWIN-20557]

+ F4& Citrix Workspace 2R &, BHIKIFF AT st 2R %1 Workspace M B2 El#R. [RFWIN-20589]
o ZiRXIHAMERHEZHKE, Windows 22 5HIIHERATAERSHM. [RFWIN-20599]
s EEHEP, ZAFERARESHRIDERNABER T EEREIE. [RFWIN-20673]
o EHEP, BRERINEHLABETESEN, HETUTHRER:
“TAEETIRSS. 7

Ft4& Citrix Workspace AREFER Bt R#, RAZER, EE& Citrix Workspace B2 kbR
AEEKPHERARM, [RFWIN-20834]

BT@EFRPNRARE, BHERHEHE,

2009
G IhAE

EhR AR T BB F U B A M RERIAR E MERYIE) L.

B2 R
ItEhRZsARIR 7 A B Fofus B R M RERN AR RE M A9 R) T,

BTEFRPNRERE, BFSRHEHE,

2008

HhigThae

ATFREMBMESZNARENR (GPO) BERIREE

BRTIER GUI BiEZoh, EIIEER] LUERARIENR (GPO) BBERAEEREHBMIESIZ,

BEXFAER, BERRERREIES .

CryptoKit =i

Citrix Workspace M HERFIIES ¥ CryptoKit 14.2.1 ki,
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BEXH
iBEAT Windows B9 Citrix Workspace R AREFIEREESFIE (BFA) kR,

B3I EsRIhEE

AT RELEER, BHRIEXHEENESRERE Citrix Workspace NAREFH. NABEFMEEETEERRE
to BHRIETHIBMEHEZE, X, SEENBHRARHAENBHRIEN, FREERBANEE.

AR

S PIIERRINEENER T o EE,

N A2 fRIF T RERVLE SRINAE

Hal, SEZRtRRRIPFEONRREEN, BN FR (BEEaPRZRIPFHNARER) IEEELTNERE,
WE, HEERaEIRRFEEEN, RARRIPFNEOEFELLET. SRUEIRRARNEQMINXENREEE.,
B2, MREMA PrtScr 853K Windows 10 1&& EWRBEE, NSRS/ MEZRFHE D,

FhRAIERRIR T B N FATEFF RIP TN BERY )RR,

HR IR B EERBILESRINAE

+ cookie MEAERFETRHAGE: BEHAENEMIKEN, RAFRRNEEFWNER.
o NEBMEXFAMRRES,

EEEHNE
R, HE. FHE

o 2AERAEHMINEERB5hEH HDX RealTime Media Engine (RTME) LU Citrix Workspace Rz f#2
FrRIBERKRM. RTME TEARRIRIARA. [CVADHELP-15047]

BRI BHRIE

+ 3 Citrix Gateway E2& #i@id Citrix Workspace B2 L8 mER (SSO) B, SSO algEakM, LM
FEREEEE%. =M & FHHFRE, s, [CVADHELP-14564]

SiE[EE

« EXRERE Citrix Workspace ZAREFMIER TN “Fia” ZEEHEAFHNAREFN, AREHImTE
A, HRREERE Citrix Workspace AR, MREER CitrixReceiver.exe @<3§ PNA #isitEL & 79
STOREOQ, MsHItkia, [CYADHELP-13916]
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« 1£ Citrix Workspace M A#EFH /S vPrefer i£/E, RiXEE) App-V ZARFAIRERKRKHERUTE

RHES:
TERTh
[CVADHELP-14039]

e Mt ¥ & & HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\
Engine\Configuration\Advanced\Modules\ICA 3.0\VirtualDriver FAIGEEESERF
FAr9ThaE HDX MediaStream for Flash (40 Flash #1 Flash2) 8%805EM&E. #4 Citrix Workspace
RARFE, PRRFEEEFANIN, LAaSBERLK. [CVADHELP-14850]

« £/ Citrix Workspace i Bi2FE, BHRSEOTESEREER— 1 =ARE. [RFWIN-17563]

RBFR&R

o IEERTF Windows 84 Citrix Workspace M ABEF LEBMAENE URL RNtk as, AJaeEER KA 878
5. Hiz URL B&ikOSH, sHmitki, [CVADHELP-14051]

ETEFRPNRERE, BFSREEHE,

2006.1
Hi8ThAEE
Microsoft Teams BEHLZ14RINAE

EARIRZAS, /A Microsoft Teams £ZHAAFMNIRT Desktop Viewer FOMAZE. Desktop Viewer &5
BHXEIEWERS, HBS Desktop Viewer EEBME P IENAHN BIEFIEENEG,

BXFAGER, FEAFSE=

B3 7 Citrix Analytics RS

Citrix Workspace R A#2FZ53 10, AILUMEMII KRB ICA 2iER 2B HuRE T Citrix Analytics iR

o

A% Citrix Analytics ifafERALLE SMFMER, BRREEEBARSH Virtual Apps and Desktops 9 E BN E

BfEE 88—
REEEM

« BRATARBANREER (BCR) /&, RIFZIERN, ErRIEETEERE LNBAFTRPRANEEINE, TEIE
SHBILE-, [CVADHELP-12922]
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o ZAEEMK URL BY, URL ATRERREEMEI VDA, #H Redirector.exe #i2E5MRL, HHIAUTRE:
INVALID_CRUNTIME_PARAMETER

[CVADHELP-13197]

RIE[EE

o BEIFRERERE, BMERIEPEEATMH, [CVADHELP-13297]

o MRFERHN TR EHE N BEEFMNEERTF Windows &89 Citrix Workspace [ BiER, MIkRE
MAEERE, “BR R EA TR A®EE. [CVADHELP-13805]

o EWBkIFETD, YERHXBsHRIER, Citrix HDX Engine AlgEsEMEH, [CVADHELP-13915]

s FRZESHRIEM “Windows 22" SHEEH#ITERN, ERNABEH#TIHIIER, Active Directory
BEBHIRIERS (ADFS) SHEEF R ER. [CVADHELP-14316]

« BMERATRARRERP, SiltIERENRERRELAIEERMIN, [RFWIN-17455]

RERE

o YEEHABMEZETIIEN, wfica32.exe #IZARESEIMEEH, EATF Windows B Citrix Workspace [z
FEFH 1904.1 lRAS K LtE =, [CVADHELP-12807]

BRRE

s MAERFTRESSHESEMBHNGT S, NRYSFINKARER, EEESERNENRIRESANRE, BHAR
HAEFEIR#NT S, [CVADHELP-13071]

o BEs/MEBE AN AR IARBEHINARERFE, NARFNERATEsMNESERER, [CVADHELP-
13293]

o BAIXIGPAIRES B REIMIERT Windows B9 Workspace M Bi2FElfR. [RFWIN-17499]

ETEF@PNRARE, BHEEEAE,

2002

FEINEE

Iz FBAE 7 1R 4P
SRR

[ FAFE R R SRBS B TR e Xy BN IR(F R AR R INEERIANE] (RS RER TAFINE APLIRRA) KiETT.
MARFRIFREEZRBHTWAEEXNETARTTRRMERP, B2, MERERSNKE, HREEMIRE
BEFAES R BARNSBEORFIFMARRX LR, EBHNTERIEEFELEMIPEPRHETENRF.

N AR ERIP 2T INIhae, A A Citrix Virtual Apps and Desktops #1 Citrix DaaS (LAgi#rA Citrix
Virtual Apps and Desktops fg%s) BYiRMHIERRMNT 24, ZINRERS T EF HZRZIEINERSHREERGZM
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WEEN. MAEFFRIFAMIEEERRE LETHNAARENSREEFNEREE. ZIEANEARNREEENFES
BEURERRRICRB[ERENFARBES.

AR
Citrix BiEER A Citrix Workspace M BEFBZFIFHSIE,

£/ Controller 7£ StoreFront 5 Controller Z BB BN BIEFRIP. BX1E Controller LEENBIEFFRIPHE
B, 1583 Citrix Virtual Apps and Desktops X#4hpIN BiZ2FRIF. AMERUTE—AZET SN BERFR
PAMSEILECEN AR Citrix Workspace R RTER:

« GUI

o @ITIEEN
ATLLE Citrix Workspace MAEF RENRERE B ES N BEFFRIPAG.

AR

« LkINEE(RTE Microsoft Windows Desktop #1E&%: (g0 Windows 10. Windows 8.1 #1 Windows
7) EZ2%%%5
o mREL@EMNIY (RDP) Rt IhsE,

B %7z Citrix Workspace AR HEEN BREFRIFNER, BSANAREF R,

REIZFIEIRIIAE

ERERAT, MREBRZREAFAR RENNARRRFLFINFRESFLRE Citrix Workspace RA#ERF, NAMELE
RE,

fElbhRAsh, EERRUMETUBEESRAFREM Citrix Workspace R BEZFHISEF, HaThirsiLs

Citrix Workspace E#9ig3gIh8E
ERHARRASS, R Citrix Workspace MAREFHEERRRE, NEEERAELTENEHTER.

fElthRAT, EERRATUEEERREMLA_EEH Citrix Workspace RAER. ErILUB AR S H@HXIEH
89 Citrix Workspace [ 12 BT H IR E 0 T B RTTMILIRIE,

=

EFEIMEATMAER AT Citrix Workspace M A2FH AP RENLHIFEER R LML,

SFFHIA AR

SmartControl A FEERE X ERE, UEMEA Citrix Gateway it & Msa#I#17 Citrix Virtual Apps and
Desktops #0 Citrix DaaS WA FHIERE M. i, ErAlaeF B2 ItAFEEHEMNIHTESE. S UER
Citrix Gateway E£# SmartControl ThAESRSZI It 1F,
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82, ¥ Citrix Workspace B 2F# Citrix Gateway BF2M kP, ARSEZET K. EXMERT,
EPIRATERA SmartControl ThaE, RAZ PR ERFEMX. HR, ELUEREE ICA R, Hik ICARE
AIFEMER SmartControl 158k, BRE Citrix Workspace R R#2FF#D Citrix Gateway ZEEAREIAALIF RN,

Citrix Workspace MR #ER Citrix ADC LAN REEHRi1E, AUEBERNESNAE, WA llERHERE
BT RERAERS 2.

AILAER AR A BC B b U

o BHSAE BIRHREINEMEOSREERIERSS.
o ShSHE: AUERREES DLL E— 1M EE M RIERS B HEFEEMIERS .

FILUE LA SRS R EERIERANEM R R IE R A E H IS U,
BXHLRERIFMES, 551 Citrix Gateway XA 5 ICA RIEZH,
BXEBEHIEAENFAER, BSRAHLAIE,

Citrix BRATURI 5 28 — #HHS2f4F

TEINFE BT LAHERR Citrix ERATURI B 288 T HI fF, AR LtIhEE,

LEARASSINT — N ST R HEBR Citrix SRV 5588 = FIS2 . M Citrix Workspace MBI REMBIETT
/InstallEmbeddedBrowser=N FxLUEIEBRAIUN S ESTIEE,

AU ER T A 8EHERR Citrix BN TUX 38 s B

¢ BHRE
o MFREE Citrix BRNTUX 5288 —# HI XA AIRR A #HITH R

MR Citrix Workspace R AREFRRAE S Citrix BRAUN SR 2 FI 4, HEEEEARKEINRA 2002, Nk
AT 2R Z HHIN R EFL AR B EhEH

1287 5 Microsoft Teams S ELZIhAE

M Microsoft Teams £E I kXA, Citrix Workspace MARRFSAEYEENLNBXKBEARER— M I&iA
M. EREEHZ Desktop Viewer 50, HEXZHIMHMNI@AHED, &)\t Desktop Viewer GO, RE
HERERE,

Microsoft Teams Ayl S 4RiD 284 AE(L B 28

HdxTeams.exe 2##x A7 Citrix Workspace [ 12+ #) WebRTC ##&5|%, AT Microsoft Teams &EE
o % HdxTeams.exe HIZEHE, EaMdman CPU ERBHMNIER T AN RERDIME, ATRENE
#3 240p. 360p. 720p F11080p.

MEETEE T2 (BFFA webrtcapi.EndpointPerformance) 7 HdxTeams.exe ¥ia1LEiETT, HERAEE
WETERARERRAIURNNRESHE, AE, ENEAFZEFINES SR INRS B ZENRFLESEDEIERE
BRATREERN DR,
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BXEBERRRIERNER, BSRRDIEEEER.
BXER, 1583 Citrix Virtual Apps and Desktops 3x#4a#g Microsoft Teams itk

Citrix Analytics fRSSAUtE3RThAE

fE4<hRZ, Citrix Workspace MAEF A ULZ S B RHMEHE RN AR IP #hikZi3 Citrix Analytics BR$3.
BREFETHHMSUREILLEEE. S LUEEE Citrix Analytics RS2 IEEER TRER T SHE IR KIHE X,

BUAERT, IP#itBER%ZXS Citrix Analytics BRS. B2, ErRILUERTMKRmESRTE Citrix Workspace [
A2 A ItIETR,

E2E |P it AEEE, BESMEIUTEMREKREHE SendPublicIPAddress sE&RIUEE R Off,

o 12 64 fif Windows it8#1 L, SMiF HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle,
o 7£ 32 fif Windows i+ &# £, S#i% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

=

AR
o |PiihHEmREREB R FTAMEIEE . RE Citrix Workspace M BEEF & F B hzN BREFNE
IP sthyib, {BRLEMNERTRER .

s EHHNEFRWIER (WA Intranet FiE17) , BEREEHS LR URL https://locus.
analytics.cloud.com/api/locateip FINBRE,

A% Performance Analytics ifAERLLE BRIFEER, BSRMEEEBRS,

B EmnH
HDX MediaStream Windows Media E& A

o EZERVINEFR, HEERPRIERMER Windows Media Player 3 MP4 FI5RET, ZASARTEEREEE
TEELIERHER, B2, HEBERSEENIHEMREN, #AY BB DisplaylLink EiZiHE 2 RER
I RERSEFTRRSHMER, [CVADHELP-11848]

RIE[EE

o SR FERPEEEEEM HDX RealTime Media Engine E#iZi%EIxiE6t, HDX RealTime Media Engine
oREREIMRH. [CVADHELP-12605]

- BRI ARFWEIFSERENEINEBRERSMIEKRE, wiica32.exe #HiZrTieaEsMRE, [CVADHELP-
12855]

o REREENGE, KEUERSENTIHE, HERHABRABHRIEN, SIEEMHFIRNNEEEEZNE, HEW
R I LtRE, [CVADHELP-13017]

s BATAMEARZRFHAA Desktop Lock BY, Zf&#z Ctri+Alt+Del BERITUIRAFIHEER, AMAFRIE
AREREMEE. B2, YURSHFZRAEMEEN, VDA EZEEREERISANEENEARL, K8
KEARALER. [CVADHELP-13046]
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o TN AREFEOREREMNES BRETHRISERE, BREFHAREOK/\ AL, [CVADHELP-13108]

« Workspace Z HEEFREES AT ABNNBATRESAXNERNEERE, MREFFAA,
Workspace [z A2 B OREUZEIT. XEMATURERES IERESR. [RFWIN-15501]

« 2HBER ‘WARNSEER” K (EItENEE > BERIR > 2REERIR (ADM) > Citrix A > Citrix
Workspace > AR #ET) B, RASRRERARET URLWEE, BMEEREABET URL WRARR
FREEETL. [RFWIN-15867]

RHBRE
o 1%k CDF IRERBY, Receiver.exe #IZaIRESEIMEH, [CVADHELP-13077]

ETEFRPNRBRE, BHSREEHE,

1911
G IhEE
HEIRETHRERY Workspace

AhRAHERTF Windows 89 Citrix Workspace NBIEF#1T T i, LIELGAFIA Workspace BaELNEE. &
XiFMER, B8 Workspace Intelligence Features - Microapps (Workspace E8ETHEE - HEA) o

3§57 Citrix Endpoint Management -8 z55E /it Windows 10 i&&
AR
BEIEMINRE AR AT AR, Citrix BiUIENR IR R P ER R AR TR ARINEE,

Citrix Workspace M BEFIE A Windows 10 1&& Bzh#E Endpoint Management &3,
AR

o IthINEETE Windows 10 1&& L2 #,
o WINEENER T =EIE,

B2 S8R
RNEEEM

s BANEAREERAREGE, AFi&E LiE178 Internet Explorer Al 2 EREA P NESHE L. 5,
Internet Explorer 5888 O HIERT A, [LD1924]

=N L N

« 7£R%T Citrix HDX RealTime Media Engine #&f#&E R T, % Citrix Receiver for Windows #4 %k
& 4.9 LTSR RMEHE, BREERHRIE, [LD1814]
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THEEO

s EEAHHNEARFETRITANREON, ERGHNARFNERTESMESEPER, [LD1868]

SIE[EE

BREAMNAEFOSKEHNES, RRBHRETERSEN. Citrix EREERTHSBEHEUKR “FH”
0 “BRFFERE” 155 SN, BRERIFDH, RERINMEL, EEHERESDARTEZUE, [LD1124]
BEhE PR EHERE (ACR) EMEPHE TR SEENERRE, REEF Kt ENS HEARESEIMN AR

=%, % DPIEAFIEE ERIEERN 100% B, WURIEERT Windows 1 Workspace [ A2 > &4
EEW > = DPI i@ ik “27 8, UL, [LD1423]

}

7z Citrix Workspace ZA#2F+H/EAT Vprefer i£/E, BAHHMNARFIEREAMBE, BIEATER
BRI TR

- RARREAT B, i, %computername% {EAMSITESRERME P s EEF A PC12345, &
FHBTERXT B, W, %computername% EASmLSITERAY BEAME A IRITEN LD
PC12345,

- BT HAEEZBEE iR, Fl0, FH selfservice.exe -qlaunchIE1T http:
B, S 1TBEIERN “lexplore.exe %*” %i#, MAREIEEIEF i,

[LD1450]

SN EAREE R M HDX RealTime Media Engine E#iE#FIxiEEY, HDX RealTime Media Engine
FIREREIMRE. [LD1655]

FERERT Windows i Citrix Workspace M B2FEY, MRER/IML. BAURBAZRREA/), KEBREA
BER5REES, [LD1656]

%E#£3) USB 2.0 i O6, Plantronics Blackwire 320 USB E#lAIgEa M Citrix BENETANLEFIRPIE K,
ERHERSERRER Z R SRS HItRE, [LD1864]

FERATREFFRASN VDA EE— 1M EHRRFIETT, MEAHHNNAEFEE - MTRPEITHNRKRSET,
ARESETRUTHIRHER:

“Citrix HDX Engine has stopped working” (Citrix HDX Engine E/Z1:351T)
Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine Ef L TERE SR ZEFELERIET, BXAZERF.)

HEERAREEEXENEENE=ZANBEFAMFRNEFmREEMERNANE—RKRKEN S HIILT

1]
[LD1898]

KB =H NAEFR T E RTINS EN TN BEFIET. EO#FX (BItn, WS_DISABLED) RIiEH
R FARY & HEtE R, [LD1912]

EBRAMNARER ARG, FEATNRETRHIMLENE=FNAIEFN, FJEIHIU TR
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- /B Desktop Lock /&, ARFAGEERAKNR/NMEIREE LA, ERIBE 2 HESEHHNA
2 ERER N BERF.

- A Desktop Lock BY, HENEO (FlII/NESHIENEEED) HALTFERUE, B2, TEOHK
KA, BYHEFORBEIEEOEE. THRERENTORAZHE, HBEBEOFRZHAER.

[LD1979]
o THENAREFEORER SNSRI RSN, BREFHEREOKRNAL, [LD2124]

« N8R SelfServiceMode #7&i&E 7 false, 7f Citrix Studio P2 AN AR, WHARFREARATGENS
BRTE “FFR” Htarh, [LD2126]

RRRE

« 73 CtxUsbm.sys BARIEFRIIERRE, CtxUsbm.sys hHIRETRAIGESSRENER. b+, FET
B “IRhiZFIIERR" RSEEFIFERER, [LD1973]

BTEFRPNRERE, BFERHEAE,

1909

g Ihie

MREREFHX

IERASINT—1NEA /forceinstall WHIRERFF X,

ERLFXAIUEUTER TERRZHREMN Citrix Workspace R BRRFHE @I G REM MR

o WIEEMTZEZIFM Citrix Workspace R BEF# 1Tk,
o REXARRES,

AE:
/forceinstall #x2E /rcu FxpEHE,

BEXFAER, BEARENSPNERSN,

B E =
RIE[EE
s HERTRERERSGHN VDA EE—THRRHPET, MEATHNNAREFEE - TRRPEBITHNEKRST RSP,
FIRERETRUTHIRER !
“Citrix HDX Engine has stopped working” (Citrix HDX Engine BE{Z1Li&1T)

Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine EEIL TER E S EFFIEEEBT. EXHZER.)

© 1999-2022 Citrix Systems, Inc. All rights reserved. 44


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/about.html#known-issues-in-1911
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#common-parameters

iBEAT Windows B Citrix Workspace R BiEF

HEERREEEXENEENE = ANBEFAMFRANE A RREEMERNANE— KR KEN S HIILT
im#, [LD0479]

BEXA—TERE, AERIMARAUEARERF, BETSHEM=ZTRDIFTD, ATESHARIAER
o HEEXHENNINRSEMDPURFRNIHIULLRE, i, SEEIEVEFEEEHEEITENNS
HIRUEER, [LD1558]

EREAT Windows B Citrix Workspace A2 1902 kB = kAR, S AMERENLBER
SHIRm SRR, [LD1972]

£/ HDX Optimization for Microsoft Teams B, ¥ Userl Ba15 User2 MisiiEiE, ARHZREE,
User2 RIges B FIMSAIM B MIFH==E, [RFWIN-11863]

£/ HDX Optimization for Microsoft Teams BY, & Userl @zh5 User2 BMAEIERT, NP EBRIL
IRRIFIFEIN A, B2, & Userl A5 User2 HERERY, User2 AJge B EIRFMIELERE. £ AMD
&P ERIDEiEN S H IR, [RFWIN-11866]

Y Userl Bah5 User2 BIR8EIE, AR User3 FRNEIMSEIER, Userl MRS EET ARG, F
A Microsoft Teams # HDX {f{bid & I, Hitt, FrE B RIIRELE R NER, [RFWIN-11875]

&/ HDX Optimization for Microsoft Teams BF, % Userl MENAEFHNBE A6 RFIBGHS User2 B
MInEiE, AEHREREE, User2 AT NETIRRMIE Userl WEmE. [RFWIN-11952]

£ & M R B 2 HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\HotKeys W,
Y EnableCtrlAltEnd Et# DWORD EIgBN 16, TABMBEAHHEME. [RFWIN-12091]

&/ HDX Optimization for Microsoft Teams B, Desktop Viewer ¥ ERE QA gER TSIV EIFTIE
TI/EML, £k HDXTeams.exe #2827, Lbial@—E#F#E. [RFWIN-15231]

PR

¢ ZPNAREFETIETREMEHEFEENAEFER LR, ESEMEARNENEHNENRE,
AR WREFFHEN Flash % Windows IRAEER, ESEMEAIGELAERET. [LD1030]
o BEFEFHRBMNEARFREHETRTERTRAR ALY Citrix Receiver, [LD1427]

BARIE S PR ESR/GHE, [LD1486]

ETEFRPNRERE, BHEEEAEE,

Eia

2204.1 FRIE R

o REEFELHRZHHTE Microsoft Edge WebView?2 B, ZEMER FTLEERT Windows 89 Citrix

Workspace [ BEFRIBES KK,
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R %: UWEERSMRE MicrosoftEdgeWebView2RuntimelnstallerX86.exe, AEZEiXTEE
BT Windows #9 Citrix Workspace M B2,

[RFWIN-26329]

+ 7£DDC LEABEMETREREE, REHETEF 2 B TERSBAAN B3R HIEE, [HDX-39558]

2202 HRYE X5 R

+ Citrix Workspace L AIZF MM RE R BMIRIEATAER SHIERY 10-30 280, AXFHER, BESH
Citrix iR & CTX335639, [RFWIN-25752]

2112.1 FER A
o YUEATHNAERFEPINERT Windows 89 Citrix Workspace R RiEFER & BshRY, Print Screen $#7]
REFT AR REHE, [RFWIN-25835]
« Citrix Workspace L BEFHN LM TEREFIR RIS SHERY 10-30 28, BXFMARER, BESA
Citrix Z13R¢E CTX335639, [RFWIN-25752]
- BARESMNIIEE, MERT Windows B Citrix Workspace F B2 I BEAR A M. [RFWIN-24813]

o SNRMEE Microsoft Windows 11 i+ & #| £ Citrix Workspace MB1ER, SEFRMIREENEATAES
%o [WSP-13311]

« {8 Citrix Workspace Browser 8y, EMEREIPHNEOBR/IME, BEEEWMAZFFYN URLAONREE
#E, [CTXBR-1925]

s MREBAT “NWEBNBEER” AL, WEEER Google Meet, [HDX-34649]
BRRF %!

. W1 https://www.youtube.com/* EifREHF &R+,

. Hf® https://accounts.google.com/* ESHIEIEL M FITRF,

. TEfEfI Google FNih= (g0 YouTube) EEREM Google tkF,

. 72 Google Chrome WRE—%fI#/E5) Google Meet,

AW N =

« 1£ Citrix Workspace M2 2112.1 /1, E{RKK Microsoft Teams fST@IEFFTHMESIRENET, IH=
£# CPU #MIBEXARER RS,
AT E Eiks LT MR

Computer\HKEY_CURRENT_USER\SOFTWARE\CitrixX\HDXMediaStream
&#r: UseDefaultCameraConfig

2538 REG_DWORD

&: 0

[HDX-37168]
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+ 1£ Citrix Workspace R Bi2FH, TEZINSLIT Microsoft Teams EBIEET, ERIAERIBEIEBNIEMIE, LAY

BERUTHEIZES:
Call could not be established. (T £iirrgeny,)
RRFE: BIXEHEI Microsoft Teams &g,

[HDX-38819]

2109.1 R EHiE) R

FEIbhR A B R IR,

2109 HHEHFE

MBELAFP BHRETRAET 2109 89 Workspace AR, MEERREMNRZN 21.0.9, WHEURAFR S
MREFBEFRIGEN, ¥ ET Entry point not found ((FRZIAOE) HiZEE. BEHEN, ZHEKEL, HA
Workspace W BEEFEEHEIARZ 21.0.9, [RFWIN-25008]

NREMNEERE Google Chrome RRETINGY B, MHITFET Citrix Workspace Browser #8475, [CTXBR-
2135]

2108 FpyER

APREEEFEERFRARLFRE, RIEERFHITENLERIER (RSESYE) TEER. [RFWIN-23906]

2107 HRIEFER

FEbhR A& B R TR,

2106 HHEXI R

o EEATRSESLEIENNABIET, T ABmMAR. Unicode BFR<iBRthia, [RFWIN-23439]
o ZiAEA VDA EREMERT Windows B Citrix Workspace M BEFEEEMEIRENN, MEREGENA
BESHIIEPE, [HDX-28691]

2105 FRIERIA>A

o HRIEHRE, HERHOREEHHMNTHRERN, Y5SEFRSE FTHEMRHEESTIE, [RFWIN-23152]
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2103.1 R ERNE)R

- BBRSIEGEONT, RIERINAETEMNEZARERF. HFE=F1RE, €A Intel Xe B RESEILL
A, [CVADHELP-17005]

o RIMEABE. PXIHEHE IME BEFRAGTEAEETE. BEEOELEREUE, TE2XEN. FHHEMN
N AEFIEESIEN SaaS NAEFN AR HILtRE, [RFWIN-21158]

« ZidiRM Citrix Workspace RZAZEFRIBER KM, BAF SRR TR E LN EILLER, [RFWIN-22491]

s NNAERERAEREAXHENBEDEFHREER, BREEMNRELSRXBHNAEFTRERK. F
Am$TRERE Citrix Workspace R BIZFEY, SRKIEE storedescription, M&HIithE,
[RFWIN-22510]

+ M Citrix Files T#.txt X#8, HEXHZAIAERHIMENE, [RFWIN-22516]

o HEZAER Microsoft Teams HDX (46#1T =33 SUEIERY, BIETTRER KM, R VDA R4 2103 sk &
fRhR4s, EAF Windows B Workspace MAEFH 2103 RES A, NHBLR@, Ltin@E Virtual
Delivery Agent (VDA) 2106 B EE,

2102 FFRIERNIE-R

o ZRXEE) ICA RIFAHER KM, HRERSMERRO 8080 MA R B EXimO, SHItka, [CVADHELP-
15977]

s ENARFERIED, HEE Microsoft Paint PITHEFIHMEREY, Microsoft Paint R FAEFMAELIZA
BER TS LR, EROMERN TEMKIENSEIIEA, [RFWIN-21413]

o EECE T Azure Active Directory ZESMKIIE (MFA) B8N L, BMEDERERFZEFINSH 60 XA
FHEIGEER, RAELRKERERIET. [RFWIN-21623]

« 7EBEIA Azure Active Directory 893t & #l L=idE R Citrix Workspace ZAEFAERK K. KERFH
WIFR RS HEL AR, [RFWIN-21624]

s BHEATHNRERIEN, BEMRSEHHEEREREF S, & Delivery Controller LERAaA#N AEFH
imSREEEY, SHILtA, [RFWIN-21629]

o {#F ALT + Tab BRI E O FTAES § 2 Citrix Workspace MBREFERTARR, EFOWER TR
RAEFR SR, [RFWIN-21828]

« WRETE Microsoft Teams @IFPERAMLRENHIA, HDXrtcengine.exe AIRERBFTLIMN, R
Bk ESRERFLE CTX296639, [HDX-29122]

2012.1 F89EHalE

TEIbhR AR B R IR,

2012 gy RNia R

o MREZHABZRIFVEARFFMIWER, WARSETUTER: “CHEARFHFIRTA..” ARRE
WEN, BETUTHEE: “TEFMEBER. ~ IREEERRREE, RRPFOZARFRBELRLTIL, BX
ERE MR MR, [WSP-5497]
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s ERATHNRBABTEERN Chrome R¥2sH, LEPHITHIEIN-RHTHEN, ZIEM-RAIRET AT, f#
R7EHR, 12 Pop-ups blocked (FALETI#HENO) HE+i%EF Always allow pop-ups and redirects
(BEAFEEEAOMEEM). [HDX-23950]

« ¥ Citrix Workspace R F2F MARZs 2012 BRI EMEIESRALK, HERUTHIZES:
Could not load file or assemble Newtonsoft.Json (EEm#ExHmi2F5% Newtonsoft.Json)
1R 1£ Citrix Workspace MABEFHNEERLENLA SR T BehEHMNA S HBILRZ,
R xR, M Citrix T25UE T2 Citrix Workspace R B#2FARZ 20121 HESREH FLE,
[RFWIN-21715]

o MNRBEINARFEE, RBEEERT Windows B Citrix Workspace M BEEFHITHEZEHORE, MNAR
FEASEREMEHTHENRS ST, [HDX-27504]

o WMREAEATF Windows 8 Citrix Workspace N AREFHEEEUBERHINAREFE, ZNAEFEZEE
= ‘TR SRS ARG EE, [HDX-27505]

2010 HEHEEA

FEbhR A& B R TR,

2009.6 HRIEFER

o SiRIMbEiE AN Citrix Workspace i BiEFRE A S BRaHRAER. [RFWIN-20692]

2009 FpyERBE

TEUbhR AR H R IR,

2008 FryEAa)E

o BMESRIPNEOER/IME, Print Screen B ATET EHRRBEHE. LILAME, HREHEHB
Citrix Workspace i B2, [RFWIN-16777]

« LIEBERMFEA FastConnect API EREY, BEIRSEONT. BASERN, ERBSHEFHIESE. [RFWIN-
19804]

« BEhEMFRIFH VDA £1E6, RMEIEEZAERZHFIPH VDA LHRREREE. [RFWIN-19823]

2006.1 PRIEX A

« WNR7E Windows 2012 R2 i+ &M EENEEAERTIEE, %R 38 EREM Citrix Workspace M BIEFHIE
TSN, [RFWIN-17628]
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2002 FRIEFE R

o UIBEBAGNSIEMAMISE EB5h Microsoft Word H Mk iR ARSIER, T4 E BN A
EENSHIUTEIRER:

EEEEH Citrix Workspace F BT XN BIERE?
[RFWIN-15884]
« SWREBAT SSL 8 VDA LEshsiEasEa%K, [RFWIN-16129]
s ERFERFHKEREFR, SRENERRIPIENFEEETESKK. [RFWIN-16704]
o EETREFIERER GUI BIPRERAKIENIR (GPO) BIRER A MBI AR E#4=5. [RFWIN-16754]

« SHBEHERPRIFEFNETHNERSHRIERE. [RFWIN-16784]

1911 FHER A=A

« TEER DUO 51538iEi%#%) StoreFront, [LD1497]

s RIEFOFRKHMERS. [LD2089]

s EWMFERGRR, RIETVEKTELME. [LD2185]

« BEEEHEFHER USB EEREAMKEGLEN, RIEEEELMY, BRER. [LD2432]

o ERIEBEIHAE, #HEXERETEER... HE, MIBEENNAERFEZR. [LD2450]

« BB T Dell Wyse RAM B9& 457, Citrix Workspace R AREFRELRKHERUTHEIR:
“BRATEITFHEERIREHXMH,
[LD2480]

« EZRTRIGEH, XARREERAER, [LD2484]

o HEAKIERICHFEREERITENN, ESTE—BRREATMN, AGHRUATHEIR:
EEE T
[LD2496]

o ERARBNREERBEENAABTEERAE, HEUHETER URL FENEATNAEFIEEENIE
WY, ERERKL, FERUTHER:

REEMEZBERMETIR, BHREE—NZEHRMEIZTR,
[LD2510]
o 7 Microsoft Teams £iX/, HEIEMITIEE RFFIT, BB T RESAEINIF. [RFWIN-11993]

« 7£ Windows 10 RS 6 &4, HE&R UDT iRBRXHEAM ISR SEAMERN, BAMXIMINATRETALE
BiEiT. XBE=FMR%. A% HR, 7 DDC LA HDX BERFHIHRE. [RFWIN-15116]
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o HE-HBE—NERFEA, B —NMARPEAN, RRZFEMI 1. [RFWIN-15395]
« 7£ Microsoft Teams #1, {UARKEMFIEREIME, TN E BT EFER, [RFWIN-15539]

1909 R EXF) =R
« BATWBEABEERAG, Internet Explorer EOFRSHIMERI S, [LD1924]
o £/ Ctrl+Alt+Del 1A, BREMERISIETRESRMHTELMWA, FHIUTES:
BEEETRm
[LD2063]

o« 1EEMRRIERTIE SelfServiceMode 3£17i% B 4 False H 2 ERIFE, MARFEREARXTEM “Fia”
FErhfiER, [LD2126]

o WFEEE 2048 MFRHH URL, URL EEMKK, [LD2210]

E=HEHA
i&AF Windows 89 Citrix Workspace R 2RI BE B ERIB I T XA E X M E R ITIFRINE =S
iEATF Windows & Citrix Workspace B 2R 5 =754583 (PDF T&)

RARERNFAM
June 8, 2022
K

+ ®ff1GBRAM,
+ Microsoft Edge WebView2 Runtime hitzs 99 SXE Sk,

AR

BEhRk4s 2107 #2, Microsoft Edge WebView2 Runtime %4425 Citrix Workspace MBEFRE

EFTE,
Workspace N AEFRESREF, TEEBFSNERATRE S FE Microsoft Edge WebView2
Runtime, WRKLAE, WHITRE,

MBERAUIFBFERANRREH T4 Citrix Workspace MABTEF, 18 Microsoft Edge WebView?2
Runtime F&F7E, REREFELEHERUTHER:

“BRLEBRENERA RLRUATHERGE:
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Edge Webview2 Runtime”

- BBRSEHTE NET 4.8, IHiEHARFEM Workspace AR REHGITITAMBHNAREFNSE, §
KIFAER, BERREAGTSTSH

YR RELFALKE Citrix Workspace R FBIER 1904 SiEShA, BSEM.NET Framework kxZ<7E
Windows 4R al BT, Citrix Workspace M Ai2FRERFIF THHTEMBN.NET Framework ki
7

AR
LEZAFERIEEERNRLEHFAH Citrix Workspace WBIERF, BER%H:%%E.NET Framework
4.8 HES A, REIBKRK,

o B4 Microsoft Visual C++ Redistributable,
AR
Citrix B SRR HARAA Microsoft Visual C++ Redistributable, &M, AEKIIZHaIaESHIR
BEHBEET.

B AR 4 1904 2, Microsoft Visual C++ Redistributable &% #2 FF k& Citrix Workspace R 12 F =%t
EFT8. Workspace W BREFREDED, REREFSKNERFK D EEFE Microsoft Visual C++
Redistributable 278, HEXENBITRE,

AR

MBEHRLK R RTERE Microsoft Visual C++ B A TAHMGE, FHIEEIERNE L E Citrix
Workspace [z A2 RIBER KK,

NEEERAEBRE Microsoft Visual C++ Redistributable 251,

B %.NET Framework 5§ Microsoft Visual C++ Redistributable ZitRIEpvtkrEHrg, 5505 Citrix &138
i E CTX250044,

AR
B FEREE Internet 7 #E FH A L% Microsoft Edge WebView2 Runtime. .NET Framework #1 Mi-
crosoft Visual C++ Redistributable, &N, SRR AT UERAEESE (70 SCCM) LEXETER,

REMIIE

Citrix Workspace M B12F 5 Y aifrE 2 211 Citrix Virtual Apps and Desktops. Citrix DaaS (L gi#rA
Citrix Virtual Apps and Desktops BR5) #0 Citrix Gateway lRAEFES, XLERRATE Citrix &= mEmE 5 E= 55|
o

iEAF Windows # Citrix Workspace AZF ST Windows 1#ERARE:
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EATF Windows 89 Citrix Workspace R RIEF 2204.1 XU TRIERANRE—MRE:

- Windows 8.1

- Windows Server 2012 R2
Citrix Workspace R 2R 2009.5 RESMAS AL ERSZIFIIRIER A D# TR,
BHhR4s 2006 &2, BE1E3T Windows 7 #9325,
Citrix Gateway End-Point Analysis Plug-in (EPA) 7£ Citrix Workspace £& %%, 7E4s#l Citrix
Workspace WABEFES, REER nFactor BN 2, BXF4MEER, 52 Citrix ADC X
PR FSHIIENESHIRIE EPA $358E &) nFactor SMHIRIERHN— AR
RYEFIRET Microsoft MERZ S B ¥, 7357 Windows %% Citrix Workspace [
AiERF.
Windows ARM64 &ER AR #FERTF Windows B Citrix Workspace Rz 2R

BRIFRS

Windows 1

Windows 10 Enterprise (32 {iifl 64 {iihR4s) . BXFHEH Windows 10 FRASHIFAES, 155 Windows
10 5i&FATF Windows 89 Citrix Workspace W BEEFEHIERM,

Windows 10 Enterprise (2016 LTSB 1607. LTSC 2019)

Windows 10 (loT Enterprise*. Home edition**. Pro)

Windows Server 2022

Windows Server 2019

Windows Server 2016

* 4% Windows 10 IoT Enterprise 2015 LTSB. Windows 10 loT Enterprise 2016 LTSB. AEE#H. ¢IEEE
. MERBREE.
T ALIBEEESHEIE. Desktop Lock. FastConnect API LI BEMAEN Windows HEHMEE,

Windows 10 5:ZH7F Windows &9 Citrix Workspace N BEFHFEE

7£ Windows 10 12 &4t H, Microsoft 3INT —M3MAERME. HEMARS Windows: Windows EIRSS.
INEEFTEEITHEEE R (17030 1709, 1803 HFEXEMZL), RIEEENTLEBWMEFHITEIREFTHP. AIUFER
SCCM £ EEE T B XTI,

AR

BATRENE RN Citrix RIFhR A R E F FE4TiE kR AN,

« —B Windows 10 iR &R EIARS L ILIRES, ZhRABEFRBH Microsoft 2#tARS = #F. Citrix 2%
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EHFEEZIFNRERAPEITERMG. BX Windows 10 £RRSHER, BS1A Microsoft 9
Windows & & BHBLR N .

T&RIIHT Windows 10 ka3 URERTF Windows @9 Citrix Workspace N BIEF BN 3 AR 2so

Windows 10 kxS REBRR A S Citrix Workspace [z FEFhR s
21H2 19044 21121 XEShRAE
21H1 19043.928 2106 MkE=hRr s
20H2 19042.508 2012 XE=Ehrs
2004 19041.113 2006.1 XEERA
1909 18363.418 1911 REEhRE
1903 18362.116 1909 &EEhRA
1809 17763.107 1812 M E=hir s
1803 17134.376 1808 K E S ks
AR

Windows 10 fr4xX 512 % H) Citrix Workspace 2 hR45% S, 131, Windows 10 kk4s 21H1 5 2106
ZHIRRRARRE

YIE ] ARtk =S 8]

TRIEM T HX%E Citrix Workspace [z B2 Fr B = iE R AE S

TERE P R =S 18]
SRR 572 MB
F& 350 MB

Citrix Workspace M BRI E TR REMBHNHETE, ZRIEESMRERARIIIZPTTR,

ERRELEF, REFEURTEREREFLE, FERUTIHEE,
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Citrix Workspace >

Insufficient disk space. Citrix Workspace for Windows
requires @ minimum of 503 ME of free disk space to complete
the installation successfully

QK

F+4& Citrix Workspace [ FB2FEY, REFEMBTEIRENEL, HERUTIHEE,

Citrix Workspace >

Upgrade unsuccessful due to insufficient disk space, Citrix
Waorkspace for Windows requires a minimum of 388 ME of
free disk space to complete the upgrade successfully

Ok

AR

o REBFNEREELZEOQENHATERITAE
MR ERTIREIBFARAENEBZTEARAE, WARERZIIEE, MEE CTXInstall\\
_TrolleyExpress—\*.log FIiERHEIZHEE

B, IERM S HEIE
PESES

o HTTP RZFE/IE
« HTTPS RIS
« Citrix Gateway 10.5 RE Sk

AT Windows # Citrix Workspace 2R ELEBFER, HFEZHENEE. Fit, EBEEET
HEHBER.
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A (B%R) iH
» Root

o BERIER

o FRIEREH

TH (BER) I

WMRIEIEM X EEEEAIES, BTN Citrix ZRNAF RS _ EREALNIERMAEVMMNELSIRIES,
AR

MREERNTARETEMENIES, N2RFFEEENERES. YRNBHETRVRIEBN 2SI
wit, APEROREEHAEN, 2ERNARFEIAB.

RAEF
NFMNTEHBEN, JLUERARIENREERIRD ZMEE CAILES.
NFRIMANFRITEN, ARATUSIE—NEEXTEREEUD RHRE CAER, BE5RAEERBKARGEN,

BECFHES
BECTHERER—HARNE MRS 28 L ER.

Citrix Workspace M AF 2 HHBRFIER. BREBRAANRSRIEEHBEMEIR. BRMIPHERTMZER
ERSB/BEMIRMNERESHEN (SAN) T BIIES. FAEIEBMANEFATIEBME N A FTMRXLEIES,

HiERES

MREHEBEPEERENER, BHRKFZFELNEBMMNE Citrix Gateway RS RBIEH. BEXER, SR
Configuring Intermediate Certificates (BZEHIEBER).

BT
StoreFront 5343
StoreFront.
Citrix Virtual
Apps and Citrix Citrix
Desktops (&= Gateway Zi& Gateway %!
EHAF Webry StoreFrontfk #1). Citrix BT Web® StoreFront i
Workspace s (A1) Daa$S Workspace suhe (A1)
ER 2 =
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StoreFront.
Citrix Virtual
Apps and Citrix Citrix
Desktops (&~ Gateway %li& Gateway Z|
iEAT Web#y StoreFrontfz #1). Citrix BT Web 1y StoreFront iR
Workspace Sube (A1) DaaS Workspace Sube (FH)
i} = = = 2" 2"
HEE 2 2 2
TeShE I~ i
WE H 3 3IE o -
(% + T2 <)
SMS 2" 2"
BeeR = = = =
HFIEH 2 (Citrix 2 (Citrix
Gateway #ff) Gateway &ff)

* EIRE ERERARE Citrix Gateway $EHA,
=W

Citrix Workspace M BEFZ#ER Citrix Gateway %l StoreFront AHRSHWNESMHRIE (O + &%
) o

IEBMEHETIR
IERRHFIR (CRL) 2iF Citrix Workspace NAREFHRERSBNIINEETER Y. ERREEEHTFRERS BN
MESHIE, REBFIRESRSHEZEN TLS ERNEAR 2N,

AINEZMEFIERE CRLIZE, flg, Tl Citrix Workspace MABIEFERE N REHEAMIERFIR, HATUED
BENEREERMMNEIERTIR, ETLUSERLENFIEENRBRERIETHE CRL ZEFRITHRFER.

MBEBAEAMITENPEEIEENE, &EBW Citrix Workspace HBERF. HEZEEEXFFAE Citrix Workspace
HYE (BIFEEPD).

BEXFAER, BEACEEZ 25D,
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REMENE

June 8,2022
AILGEE L T AR &2 Citrix Workspace M ABER:

o MTHTETE CitrixWorkspaceApp.exe R¥&f, sE
o MELQEIWTHIE GIRTA).

AILGET A T ARRERGFE:

o IETETF Windows WX EXLERS, 5
o FAGSTRABALERFXHGR. REMSNRERM, BXEAGITRERE Citrix Workspace R
EFNER, BRRERDSITEH

ERBEEANIFEERNRHITRE:

FAFMEEREA R Citrix Workspace R A#2RF, NEHIEEIES (% 0IER Citrix Ready Workspace Hub 53&
FF Windows 8 Citrix Workspace i fiEF &S FERN 1 FESERIIR,

TRERT USBRARAF FHRE Citrix Workspace R AEFRNESR:

REX T REIERT

BER C:\Program Files BRSKRE
(x86)\Citrix\ICA Client

BF %USERPROFILE%\AppData\LocatEGriRiEA
Client

=

BERAUBERAPREN Citrix Workspace R BIEFHISEEI, HMIhdE R,

FERAETF Windows L& iERF

ALUBSERUTAZEFENEIT CitrixWorkspaceApp.exe ZEEFEFRZEERTF Windows B9 Citrix
Workspace MAEF:

dEA
N

BHE
o Windows &iRE&EE2R
o WRTEO

it
=

3

40

ZHNERT, REEFASMT %temp%\CTXReceiverInstalllLogs*.logs,

1. BEpCitrixWorkspaceApp.exe XH&aHER,
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2. FEEFHES EULA, RARHSSRE,

3. TEAGEEANRNEMNEIITEN L#TREN, SHR—TREREWEER. AXFAEE, BEREE
B NIk,

4. ZBET Windows WRERFTRRE,

&G, Citrix Workspace ARRFRERERM—IKF, BXROERMKFNESR, BSEFINKS TR
ARs528,

ERBLITEH

B LUBSIEE FRIM G STIETRAE X Citrix Workspace AR RERF. REEFOBEERMNRERFZAE
BEIRZIRNE R, TOEREEEFXM. BRHEURBHE T AREFEEANIRITER.

ZFA Windows f<17%% Citrix Workspace A2, ERMGSRAMHE—ITHIRAUTHE:

AANRERLSHEENT:

CitrixWorkspaceApp.exe [commands] [properties]

mLITBHRIIR

BRABPDRWT:

D
Wi 38
O W
o

O

X IhRESE
o BETMARREEH
o SHRIESE

BERASK

o /?H /help-FIHMERERSHIEM.

o /silent - EREIEFEALENHEENRT.

« /noreboot - EREIEF R B RENBRT. BUEEBRENSHRTHN, LFEHERSH USBIEEEL
EiRGl. RBEEMBhEEEASEE USB 188,

+ /includeSSON - EBXRELEERBHRE, 187  Citrix Workspace [ H#2FH Single Sign-On AR
£, EXFMER, BEEREEESHNIL

o /rcu- /roeu FRRENTSZIFNRGREAER AT BN, 55 Citrix Workspace M AREF @I HEHINE
MRASSERREH AR /rcu FXBRBRIBERRIBIIZE.,
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AR
/rcu FXBEhZE 1909 BEFH. BXIFHAEE, H2RFH.

o /forceinstall - BEB&RZH%EM Citrix Workspace WAEFHNEANEEERZ BN, KFXIEES
¥ BEUTEATERLFX:
- MAZEH#EFM Citrix Workspace [z FBEFFAR A #1TH Ko
- REFARTREII.

RESH
/AutoUpdateCheck

& Citrix Workspace [z #2725 A BB #1710

=3

AR
/AutoUpdateCheck ANESE, HIULEZEEAE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority HE Sk,

« Ba (RINRE) -AEAREEITRENNEELZHEM. fli, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto.

s FM-RAATEITREFRTARABLZLEN, FoilEEH. HlM, CitrixWorkspaceApp.exe /
AutoUpdateCheck=manual,

- BEH - ZHBmIEH. FlE, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NREE BB EERH, WalLLAEREERNRE, BXEMAER, BSREGARERER,

o LTSR-{NBEshEHEKIRSRAEINEHM,CitrixWorkspaceApp.exe /AutoUpdateStream

=LTSR,
o Yl - BhEM B FZHIMAAH Citrix Workspace M F. g, CitrixWorkspaceApp.exe /

AutoUpdateStream=Current,

/DeferUpdateCount
e B AN A LRGBS, BXIFAER, ESR Citrix Workspace B,
o -1 (ZHANE) - RAIFHEEEEREM, B30, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,

c0-EBRHENEITTAHAEHER (N K —%BH, TEREZEXLEFNEE. Fa,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,

== 0

o EFAEMHT N7- RFHIREH ‘N7 R UERBERETET “n” R, i, CitrixWorkspaceApp.

exe [/DeferUpdateCount=<n>,
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/AURolloutPriority

MhRA ARERFEA R, Citrix RTESER MR L ER, SRS, G LURHITER A EEAPRRIME- B =] 1)
EWER.
« B (BRINE) - EBECUiX BENZSEABRKIERH, Flw, CitrixWorkspaceApp.exe /

AURolloutPriority=Auto,
o R - EEER AR B WEIE R, Flf, CitrixWorkspaceApp.exe JAURolloutPriority=

Fast,

o - fEIETER (S HAE BB ER UK BISE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o 12 - EBERM AL RNKEIERH. fli0, CitrixWorkspaceApp.exe JAURolloutPriority=
STlow,

/includeappprotection
BT REIEPHRZRELITNRERBERERNGEZMAEES, REBEERNT2M,
e CitrixWorkspaceApp.exe /includeappprotection

BXEFAER, BEANARERFR.

/InstallEmbeddedBrowser

HEBR Citrix RNV SR 28 Z#EISX M, 51T /InstallEmbeddedBrowser=N FFxUHBRERNTUN 5 28 IHEE,

INSTALLDIR

$5 7€ Citrix Workspace N AREFLZENBENZEB R, HIABKEHR C:\Program Files\Citrix. 0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

/IncludeCitrixCasting
ELREFEPRE Citrix Casting.
AR

& Citrix Workspace M B#ERFEt, Citrix Casting B&hE#. B Citrix Casting Hi¥ =2, BEER
Citrix Casting.
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ADDLOCAL

ZE—PREZNIEENAH MG, HW, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,USB,DesktopViewer,AM,SSON,SelfService,WebHelper,WorkspaceHub,

AppProtection,CitrixWorkspaceBrowser,
AR

ZUAERT, ReceiverInside. ICA_Client #1 AM 7% Citrix Workspace MABEFI R,

HDX TheES ¥k
ALLOW_BIDIRCONTENTREDIRECTION

ERRAEEFHSENZEBATNARBEER. BXi¥HES, ESH Citrix Virtual Apps and Desktops X
PR EASEEEREEIEETD.

0 RINB - E-NAARNBTETRALTFEARKRS, i, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-fERNAERNBTEEBELTBARSEHIIN,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
:]_c

FORCE_LAA

87 Citrix Workspace 2% Fin A Bi2F AR A0 RE. BEAEERNREE Workspace R ATE
., LUBLLABHEERBIETT. BXIFMMEE, E21 “Citrix Virtual Apps and Desktops” X4z i FIAE 51717,

o 0 (BUAME) - ek LEAMYARERIARIAG. HlE0, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1- B RRETFPIRAMN BERFIAREAMS. fla0, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS
EEERSHEERSITWHNAERBE XA LR XK S S R ET.

+ False (BHARE) - B RSITMNN BER B8 XHER KB SR BT, &E R false BY, RERS
BRgBEHHEEFEERMMXIEER — T Eif. BIERFERNERBRNRAENEBEREREZNERE
¥R4ARR. 540, CitrixWorkspaceApp.exe LEGACYFTAICONS=False.

o True - RERSITIRNMNARERAEB X HEB RN XX HFHER, fg0, CitrixWorkspaceApp.
exe LEGACYFTAICONS=True.

ALLOW_CLIENTHOSTEDAPPSURL

EAPIEE EER URL EEEIEE. BX1IFAER, 1521 “Citrix Virtual Apps and Desktops” St H gy s [y
BEFiAR,
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c0OBRINE -ERAFPREFLEZERA URL EE @ . f W, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-7EAFiI&E EER URL EE|INEEH1%0,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
:lo

BRI AR R ESH
ALLOWADDSTORE

AT ERIBEENSHRERABE (HTTP 3 https).

* S (BUANBE) - RATEHFMEMRREEARE (EA HTTPS B2&) . I, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RAFEHRMBIMELLMEBBE (HTTPS) Mikk M AREE (HTTP), R Citrix Workspace MEBRERF
BRAPRERN, NFRER. /80, CitrixWorkspaceApp.exe ALLOWADDSTORE=A.

o N-FRAFBEFRNHMEEE SHRARBIE, 19, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

AFEEAMRENABEEE. WSHEUERTER Citrix Workspace R BR2FIHMYBIR BEE.

o« S (BINE) - NAFRERLNARENE (BEE HTTPS). i, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N- FAFREZBE, B8, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,
o A- AFRERENARE (HTTPS) MR AREE (HTTP) MZEB, Flf, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A,

STARTMENUDIR
B “FrR” hmRESRNE R.

e <Directory Name>-BRIABERT, NEABFEREFB>FERERF . AUE \Programs X
FhIgEEREA NNBEIEKR, fli0, ERRBAXNKEETIE > FAEERF > Workspace T, EIEE
STARTMENUDIR=\Workspace.

DESKTOPDIR
EERKEREAINER.
AR
f#5F DESKTOPDIR ;&EIEY, 5 PutShortcutsOnDesktop Mi&&E N True,

« <Directory Name> - AJLIEERBEAANENEKR, Hldl, EERBAXAKRETEHE >FFEER >
Workspace T, i&#8%E DESKTOPDIR=\Workspace,
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SELFSERVICEMODE

=534 B BhARSZ Workspace N ABEF AP RENIAE.

o True-IERAPERIFINBBMRS AP R, #1800, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Trueo
« False -5 mAREZIGRIBBIARS AP R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE

=False,

ENABLEPRELAUNCH
ERISETRR. BXFAES, BBRNERERF B E,

o True - IBETRREFBINEER T BARS. Fi0, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,
« False - {5 RAEMBohINEER T EARS. F180, CitrixWorkspaceApp.exe ENABLEPRELAUNCH

=False,

DisableSetting

FRREREARNMENEHAD, FHAESREENRPETR. BXFAER, BBAE "SREEN RHRENEE
=1

0 (BUAME) - 7F “BAEEN” RABRREAXMEMERZEN, §130, CitrixWorkspaceApp.exe

DisableSetting=0,

o 1-1VE “BEEEN” RPETEFMEREETL, FI30, CitrixWorkspaceApp.exe DisableSetting
=1,

o 2V “BREET” RPETRES VAT, 50, CitrixWorkspaceApp.exe DisableSetting
=2,

- BLAEEN RPRBREAFAXNNEHREZ XD, Fl, CitrixWorkspaceApp.exe

DisableSetting=3,

EnableCEIP
BREE5EPARNEET. BXiEHAES, B55H CEIP,

o True (ZRIAIRE) - BTN Citrix B ERAE R (CEIP), F%0, CitrixWorkspaceApp.exe
EnableCEIP=True,
« False - &2 Citrix PR M ETR (CEIP), 171, CitrixWorkspaceApp.exe EnableCEIP

=False,
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EnableTracing
=% AlwaysOn ERERINEE,

« True (BHA&E) - B AlwaysOn FRERThEE, I3, CitrixWorkspaceApp.exe EnableTracing
=true,
« False - 2/ AlwaysOn RE:INEE, 80, CitrixWorkspaceApp.exe EnableTracing=false.

CLIENT_NAME
EEMRSS 2 KRG A IR &R M,

o <ClientName> - EEERSH[/ LARIRIBFRIEEN B M. FKINB TN ¥COMPUTERNAMEY%, 140,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFPIHRBEMSHBENRMER, BB, FRRITEIEZENR.

B BRINEE - AUEBFFPHENSHENBMMER. fl, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

o B-AAUBPIHEIMSIHENZFFER CLIENT_NAME BHIEE —MEH,CitrixWorkspaceApp
.exe ENABLE_DYNAMIC_CLIENT_NAME=No.

BHIIES
ENABLE_SSON
Workspace WAEF@EE /includeSSON S REMNBRBELAER, AXFMAEE, BSREEBESHRIE.

o 2 (BHAIEE) - 57 Single Sign-on & F B AR, g0, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes,
+ & - 187 Single Sign-on FEZARS. Fl0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

ENABLE_KERBEROS

15 HDX 3| Z 2B FER Kerberos SMIIE, HEANERARSEREMNWIINAZE, EXi¥HAEE, 58
i#1EF Kerberos M EIE S 19 183iF,

o 2 - ¥~ HDX 5| & & % & B Kerberos & 4 % if. fjl 81, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=Yes,
o & -18R HDX51ZFEMH Kerberos B438iE.F170,CitrixWorkspaceApp.exe ENABLE_KERBEROS

=Noo
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R EREMSS, EERILIEES Workspace BREFASEANNARE URL, RZETLURN 10 MASE, &8
FLUT BT IR (F

STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]”

f&:

« X- 25059, BFHRNARE.

+ storename - ZAEER &AM, LLEXFSHE StoreFront fRS58: LECERBRIT—H,

+ servername.domain - RENAEENRSENTLRETZ.

« lISLocation - [IS AW AEERR. MAREE URL 45 StoreFront B4 H#HY URL —. MRS
URL %=L /Citrix/store/discovery, E3REX URL, M StoreFront S H— XX, 7E
IBEAPITH, HEK Address ;tHEHH URL,

+ [On, Off] - Off ‘=M AVFHER (T B R AN AREE, NTERFEBERETIHRXLENAEE. NRNARE
RESKIEE, MBINZER ON,

+ storedescription - I AREERNEE, FIZAHR App Store,

mLITRERS

EI5E Citrix Gatewaya [ AR/E URL, BHRITUTRME:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com##Storename;

On;Store

Hrh, Storename IEREERENNARENEM.
AR

« Citrix Gateway [ FAE URL B2 FIRFHE— URL (5% STOREO),

« BEZUABERER, RAVER—F Citrix Gateway &S URL BLE.

fEALL AR EM Citrix Gateway MARE URL A2+ Citrix Gateway B9 PNA Services i,
+ 158% Citrix Gateway MARE URL B, REE “/Discovery” £,

TR LERBEFHIEER M AEREE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store”
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store”

AR

o ESWENAEIE URL RE4E /discovery URTIHITEB S ML,
« Citrix Gateway ZA®/E URL 4R EEREMNMAREE URL JIRFHNE—T&B.
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=& Citrix Workspace N BiEF

&= & Citrix Workspace N BREFEERIRINGE,
EE Citrix Workspace M ABiEFH, UTHEKESR:

- FTEBEERENKF MM ARE,
- BEIRSHEMHIRENNARER. EEMRFFMRDL,
o BBIIRSHEH OIS A KEL,
o FEEFHXHNRENZERD,
- BRAFPEMKRIGE.
 BiItENTENREIMRIGE,
« EAT Citrix Workspace i A#2FH Citrix Gateway JFHRIZE.
MEmSTREmIZTU TR UESE Citrix Workspace MHER:
C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe”-

cleanUser
ERITERTER, BFERAUTHS:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe”/

silent -cleanUser

AR
BESHHPERKE U
EE& Citrix Workspace MREFFAEMUTAR:

« Citrix Workspace [ Bf2F it RE,
o FiHEN ICA BiEIRE,
« Citrix Workspace R F2ZFHIASEREITR (GPO) EEEIRECE,

ENE

ERET Windows HEHIER:
A LUER Windows 89 “I2FFA01ThEE” SRR (RIN=iMiBRizErs) ENE Citrix Workspace RIFB1ER.

AR

£ Citrix Workspace M BIEFREE, BB —5EE Citrix HDX RTME S 8RR R. B EELrs
iz

fERAHSITEA:
AT MESTTRA LT e < EE Citrix Workspace M AEER:

CitrixWorkspaceApp.exe /uninstall
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S F TR EE Citrix Workspace R AER, EBEITUTHX:
CitrixWorkspaceApp.exe /silent /uninstall
AR

Citrix Workspace M AREFRERFAEHS GPO fAXAEMED, RtENHERFREXLETMRT, MR
KUEMEZE, BFEA gpedit EFoEFoEEMBR.

#BE

February 23,2022
AILUGBIS LA T A34EBE Citrix Workspace B FEIER:

« fFM Active Directory A=l B st AR EEHF Windows 89 Citrix Workspace M B#EF. &% Active
Directory M58, &8EA Active Directory FlRfFIEIZ,

« EBEERT Web #9 Workspace Z#i, ER#EAT Windows 89 Workspace AR, BXFMAER,

SREREAT Web # Workspace.

« {#/ Microsoft System Center Configuration Manager 2012 R2 874 % (ESD) TR, Bxi¥4
=8, BEBIAEA System Center Configuration Manager 2012 R2,

« /@ Microsoft Endpoint Manager (Intune), BxX¥4E8, EZA7E Microsoft Endpoint Manager
(Intune) F#32 Citrix Workspace M ABEF.

5/ Active Directory R fIpIZ

ATLUER Active Directory (ASRBEHIASIRIEAALNLEMERE Citrix Workspace M ABIERF. Citrix EiNER#ZAMmIER
E.msi X, BXBHHENEMES, ESE Microsoft xi,

231 Active Directory E/iI4s, EHRITUUTRME:

2. ASNHEIER OU BIE—MAKREENT R (GPO),

YRiBRIZS
RSN XTI PRA TS HRRIEMZ

o HEIHRHEERE - IEENRASEEZRIE, BMEREFE, BBWEHRLE, Fid, &E DesiredVersion
= 3.3.0.XXXX LAEHRLECISERRD. MREIEETHIMAES, F1903.3.0, ZRESESEFT AR
(3.3.0.1111, 3.3.0.7777 %) BYEfThRZAHEILAD,

s MEEMB[HMEER - WBHIEEES Citrix Workspace NAREFLREREFRGENMELE, BRHME
BT, HIGHEZHEE R RPRIGER “FRIEAN
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s HIABEIERER - ERLTEAENNERZUNMMARHITEHIIENNERERZ, SAAPEHOIYHEZXH
KRG R B NR.
o MEEAREREFGIMEN - XEGIITETIRZEINLERERF, BEXRITEEL, BBREAGTSITEE

e

Citrix Workspace M A2FRERF GIF R FREMEH Citrix Workspace 2 A2FHE it EHME AP 4R
Bl XEANFERTF Windows 8 Citrix Workspace I BIZFHI T & R,

HEARE EHE ZMiER

FitEMN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

S AP CheckAndDeployWorkspacePethisekAngRetavdparkspacePerUserLogo
.bat .bat

RRMBEMZ, FHITUTERE:

I AR ERERIa,

ERITENEESAFRE > %8 > Windows 88 > #i#k,
EARBERTRI GNENERD, EERER.

ERETRXN, BHENNMASEERROXAE, ARKHANIEE,
ERMRER, BHEAFM, ARERRNSERF RN R,

ok W -

E2XZEAT Windows 19 Citrix Workspace WBIER, BT TigfE:

1. BHEHEKILEENRFIRESHEEEIZER OU 4,
2. ENRMAFPREHER
3. BEMRENRHEREEEFMINEESTH,

ZffipRiEAT Windows 9 Citrix Workspace [ BiERE, iBHITI Ti&’E:

1. FhEEEMRFRIA A ig&BohEIEeIER OU H,
2. ENERHARPRERER.
3. BIEMRENRHEREREEFMINEEFRTIH,

fERIEAT Web 1 Workspace
fEENERT Web 89 Workspace, &aJLifER Web TumiE@id ¥ 5281417 StoreFront MAREE.

EMN R EEREINAEFZH, FRITUTERE:

1. REERT Windows #4 Citrix Workspace M B2,
2. MERTF Web 89 Workspace £BE Citrix Workspace [ FBERF
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NRIEARTF Web 89 Workspace ®HMEIFREERABRAR Citrix Workspace NBEER, RAKER—FRT. BT
BEREGNTHHAREERT Windows 89 Citrix Workspace MBER.

AR

EATF Web 89 Workspace Rz & T B FHBAEHIK A &I,

MRERUTERE, WRTRANRS a3k,

1.
2.
3.

¥ CitrixWorkspaceApp.exe FHE|AHi+EN,

¥ CitrixWorkspaceApp.exe Ef& A CitrixWorkspaceAppWeb.exe,

FRBMEES £HBEX—EaANAHITX . MREEA StoreFront, iE5# StoreFront M8 EAAD
EXHEE StoreFront,

&/ System Center Configuration Manager 2012 R2

A LUER Microsoft System Center Configuration Manager (SCCM) £ Citrix Workspace R B2

AL RN ER4 @ SCCM #5 Citrix Workspace AR :

> w Ny =

i SCCM EpZrhZn Citrix Workspace M BiER
RN &R

¥ Citrix Workspace [ A2 EBE R0
PIRIEEES

i SCCM ZBErh7in Citrix Workspace N EERF

1.

¥ THM Citrix Workspace R A2FREN 4 EHF Configuration Manager ARS3 88 LR X HFH
B5h Configuration Manager =418,

#:1% Software Library (#2f4E) > Application Management (R FR2FEIE), Hige® Application
(W FATER) HET Create Application (BIENAIER).
BT 2R “Create Application” (RIERBIEF) MBS

7 General (E#1) &E&%, %% Manually specify the application information (FEiEENBRER
1%-:%\), %E%ﬂi NeXt (—F_i)c

7 General Information (BHER) &gk, BELARFES, HIWEM. SES. KRR,

7 Application Catalog (WARFER) MSF, EEAMES, f, BE. LARFEMR. BREHNE,
RAiERTE Next (F—2),

P =

AREUEEELMEERNER,

. 7= Deployment Type (ZE%2) HigH, #x Add (&) LUEE Citrix Workspace R FR12Fi& BRIER

ERE,
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AT R R “Create Deployment Type” (RIEZEXR) @S,

7. 1£ General (E#l) &< &8 Windows Installer (*.msi X)) HIEBEAE, %iF Manually specify
the deployment type information (FzhigEHEREER), AEHET Next (F—%).

8. 72 General Information (E#lE8) BiEF: HEPELEFMESE (I, Workspace ZE), RiFE
i Next (F—%).

9. £ Content (RZE) EiZH:

a) 1=t Citrix Workspace M AREFREXHFRENEER, Flan: SCCM RE28 M Tools.
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFEIABRERLE,
o CitrixWorkspaceApp.exe /silent /includeSSON BFERBIEEE,
« CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false ATLIIEEBNARS
ER &% Citrix Workspace B2,
¢) 7 Uninstall program(E1##27)fs%E CitrixWorkspaceApp.exe /silent /Juninstall
(BREE SCCM #H1#) .

10. 7z Detection Method (175 3%) &Higs: i%#F Configure rules to detect the presence of this
deployment type (FiERATRINSEFEULFERIMMN) , AGEE Add Clause (FiNFa).
bR R “Detection Rule” (EMIAIN) SHEAE,

+ 3% Setting Type (&EXE) i&E X “File System” (IR
« 7£ Specify the file or folder to detect the application (&&EE4 NN BIERF X H 5 X4 5)
T, B TEm:
- Type (3E) - ETFHEH, %F File (U)o,
Path (E812) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\
XHERXHERZIR - receiver.exe
Property (B1%) - EFHZEH, %% Version (ki)
Operator (EEf) - fEFHEEH, %1F Greater than or equal to (KFHET)
Value ({&) - %X\ 4.3.0.65534

PE=
iEATF Windows 89 Citrix Workspace M REFAHR IS LEANIAE,

11. 7£ User Experience (AP {FI) &g, i&E:

« Installation behavior (Z#174) - Install for system (hHEZRE)

+ Logon requirement (XREX) - AREEEH

+ Installation program visibility (ZZE#2FaIIM) - Normal (EE)
&34 Next (F—%),

=

P =

BRI ERE LR E AR E R,
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12. 77 Summary (E%) §&F, WIEHBELBNRE, BE T,
LB 2 TRRIIES.

13. £ Completion (&) Eigth, FIBEALE (Workspace £6E) 157 Deployment types (ZEHE) T
HllH.

14. 8 Next (F—¥), AF&T Close (i),

AN E R

1. 7£ Configuration Manager =%l & & # & & Citrix Workspace R 12, A J53%#% Distribute
Content (2 E£RWA).

BT 278 “Distribute Content” (9%HA) A

2. 7£ “Content Distribution” (W&4%&) &+, £ Add (Fi) > Distribution Points (5%55).
IthBHi &= “Add Distribution Points” (RN %sm) 3HEE,

3. MWERHEAERH SCCM fRS28, AERE OK (FE).
£ “Completion” (5EBt) EEF, BETHEIEER.

4. BEXH,

3% Citrix Workspace W BREFEHEENHEH D
1. 7£ Configuration Manager izl & hA%EE T Citrix Workspace MBER, A5k Deploy (2E).
R “Deploy Software” (HEHH) B

2. ZEMEBENAREFNES (ATURREES, WAIURHFES) FiEiF Browse (F%), ZAE2E Next (T
_ﬂ%)o

3. 7z Deployment Settings (ZEi&E) &8+, ¥ Action (1£F) 8B X “Install” (R#), ¥ Purpose
(&) REBH “Required” (4%F) (BAXASERE), 8FHFT—5,

4. 7z Scheduling (it%)) &igH, IEEEEITEE LHEREMITL,

5. 7£ User Experience (BF{ALE) H&H, R E User notifications (BF&H]) 17/; #%F Commit
changes at deadline or during a maintenance window (requires restart) (ER/SHARE44PRS
BRREX (RBEHEDH), AE%EE Next (F—%) L5 “Deploy Software” (BEHH) @S-

7z Completion (5Em) &P, BETRRITES.
ENEHENRERIZE (NVELAFRRENAFTERT).

EiRmig& Lk, Citrix Workspace MAEFEREFLFH Available Software (FTB#) TETR. RIBFFERS
BitRl, REFEMML. GHAUREFSESEITVHEHITRE, REFRE, RERSRERGHROFETR.
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ellfEba- =y

1.

B5h Configuration Manager =414, A5 % & Assets and Compliance (=5 &#1%) > Overview
(#%R) > Devices (&%),

A% T Device Collections (i8&&4) Hi%#E Create Device Collection (BIEBIEEES).

It 8= Create Device Collection (BIBIGEES) M.

. £ General (E#) &EH, BANIEEHN Name (&F), ARRTHATRAESH Browse (),

XREIREEE, AUZE SCCM gIEMNRINREESZ—
BETF—%,

£ Membership Rules (FESHMN) Figth, #HMATIIIEILEHN Add Rule GRITFND) .
kB 2= Create Direct Membership Rule (QIZEIZRESHHN) @S,

« 7£ Search for Resources (J#FZER) TP, RIBEEIIEMNIGE %R Attribute name (BHER#R),
FiRMEB MR IFAELUERIR R,

BEHET—F, 7 “Select Resources” (EEFRR) EEH, ERFEFAREESN—IIMNIEE,
7 Completion (5Em) &i&H, BERHAIIER.

. BEHXA,

£ “Membership rules” (FRFHIN) EREH, FHILFHFMM, #F “Next” (F—H).

£ Completion (52R) BEE&F, BERHIIES. B8 Close (ki) L5 Create Device Collection
(BIBEEES) S

g & E S 7E Device Collections (&&%E) #%5|d. 7 Deploy Software (HEHH) mMSHNKE
B, FgEESETFIREESHN—H59,

} =

AR

% MSIRESTARTMANAGERCONTROL Eti& &7 False iF, /8 SCCM &2 & Citrix Workspace [ 12
A gk,
RIBRAIDH, EBTF Windows B9 Citrix Workspace MWBEFHATESHUILAMNRE. Itib, EidrTaE
2fEBERIN.

£ Microsoft Endpoint Manager (Intune) 1232 Citrix Workspace B2

E7£ Microsoft Endpoint Manager (Intune) F&8& Citrix Workspace MR - 41 Win 32 NAB#ER, EHR
TTUUTRAE:

1.

BIEELUTF 3k
o AT EEREMENMAERXMGIXES, g0 C:\CitrixWorkspace_Executable,
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o HIHSUHFFRERM G RMESXHAT . intunewin XEHH,FIIIC: \Intune_CitrixWorkspaceApp

o

+ Microsoft Win32 Content Prep Tool FRrEMIX 3, fiIg0 C:\Intune_WinAppTool, ttkTAHE
BIFRBREHHFIEN . intunewin . EETLIM Microsoft-Win32-Content-Prep-Tool F&i#T
BI8,

2. BRREMENAMERXHERA intunewin XH:

a) B SRTM, B EEE Microsoft Win32 Content Prep Tool B9 XX # 3, 40 C:\
Intune_WinAppTool,.

b) &7 IntuneWinAppUtil.exe %,
C) ERATT, WAUTER:

o BEXfFE: C:\CitrixWorkspace_Executable

o RENXMH: CitrixWorkspaceApp.exe

o BEXHFE: C:\Intune_CitrixWorkspaceApp

Jintunewin XHBERIE,

3. B Rmsl Microsoft Endpoint Manager (Intune):

a) #TFF Microsoft Endpoint Manager (Intune) #5%1&: https://endpoint.microsoft.com
/ ##home,

=W

LITIE<$ REETE https://endpoint.microsoft.com/##home EHiT, EHA LIS
https://portal.azure.com HRIMEEE,

b) #F Apps (FA*ERF) >Windows app (Windows AR #ER), AESET +Add (+750).

c) M Apptype (MEIEFHERE) TiyxRHERE Windows app (Win 32) (Windows M ATER (Win
32))s

d) 2 App package file (MBR2FEXH), #%3 CitrixWorkspaceApp.intunewin X, AE&E
OK (%),

e) #i App information (MNAEFER) HESHKIAGER. B HBMLHE, AEEE OK (HBE).
f) 2 Program (2F), WAUTER, AFEE OK (E):

o REMS: CitrixWorkspaceApp.exe /silent
i %: CitrixWorkspaceApp.exe /uninstall
o RETH: BR

M “Operation System Architecture” (RIERSAAERLEM) FIRFREIIEE x64 Ml x32, 121
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RFERRAA L2 Win 1607 & E = hRASHE k4o

h) 2% Detection rules (&M, %% Manually configure detection rules (FohECE RN
m) {4 Rules format (FINER), AG%ET OK (HE).

i) BE Add (Fn), EZFFER Rule type (INIER), RAfFHE OK (HE).

« 402 Rule type (MR K File (xf4), MEZFLIRE C:\Program Files (x86)\
Citrix\ICA Client\wfica32.exe (Rfil),

+ R Rule type (IMIEY) } Registry GEftR), iE5 A\ HKEY_CURRENT _USER\Software
\Citrix £ Path (1), A Key exists GIM&ET7F#) £/ Detection method (i
MFAE)

j) #it Return codes (REID), KERIMNEERBREETEM, RAEEE OK FHE).
k) & Add (i) EREAEFERNE Intune A,
4. WIFERERTRIN:
a) & Home (M) >Apps (fZFE#ERE) > Windows,
b) #F Device install status (G8&LTERD).

RERSETRLRET Citrix Workspace M AEFHIZEHE,

=250

February 23,2022

FohEH

NREBREEHATF Windows B9 Citrix Workspace MABERF, 1iEM Citrix THRE FEHAREZNBEFNRHT
hRZAs, BXZENES, BERTEMEE,

BEhER

#ihiAH Citrix Workspace M2 RI AR, Citrix &ERE T Citrix Workspace M RiZFH RSP HIE T,
AR

CMBEEETHRKRHLAEN SSL, 15 7% 1 Workspace B E#M E E ;R F (https://
citrixupdates.cloud.com/) M FHME (https://downloadplugins.citrix.com
/) B9IEh, LM Citrix $ZURE#.

o BHRFMMEE Internet EZEA BERER.

o BUAERT, Citrix Workspace E#i7f VDA LA FERRES, X81E RDS ZAF RS2 EN. VDI

© 1999-2022 Citrix Systems, Inc. All rights reserved. 75


https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html

iBEAT Windows B Citrix Workspace R BiEF

Remote PC Access it &#lo

+ Citrix Workspace E#iff 2% 7 Desktop Lock Byt B L FERRE.

+ EATF Web 89 Workspace R FaEE TN T2 StoreFront B8,

« Citrix Workspace E#i{XFRF LTSR &,

+ Citrix HDX RTME for Windows Rt £ Citrix Workspace E#i &b, & LTSR # L a1k <9 Citrix
Workspace B2 _E# HDX RTME E#a] e, BER—F8EH,

« BhR7x 21052, &k Citrix Workspace B HERZE. Workspace E#H&EEETF C:\Program
Files(x86)\Citrix\Logs &1, ExAEBRMER, BSHBETWRELD

o FEEATUEEERRENSIF EF#H Citrix Workspace NMBERF. S LB A RS HBANXIEHH
Citrix Workspace [ 2 FEITHIEZM B B RTALIZIE. REFEFEMAIAF Citrix Workspace
Rz 2RI A P RERI LRI B8 R R RAI R,

FoiSEHEFE, EREHERT Windows 8 Citrix Workspace M BIER.

%%t Citrix Workspace /125 Beta Ri2%

¥ Citrix Workspace B2 ECE N BEHEH, TRKEIEEN, EEEHNRSLTLRE Beta liia, EHRITUT
p

1. MERZFRITH Citrix Workspace MHBIEF,
2. EMBIEREET > Citrix Workspace Fif.

3. Beta hxARJ AR, MTHI5I&RFER Beta, 2ERE.
LB 2 TERE Ho
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@

@

Update Settings

Do you want to be notified when updates are available?

Yes, notifty me
L
MNo| . .
Citrix Workspace x
Usy
i 1 You are about to switch to Beta channel. 5ome features might
— not waork as expected.
Select t
| Do you want to continue?
Beta
r
Leam More

Save Cancel

THIra Fary THOTICES

4, BFH" HE” BHE Beta i,
E M Beta iRt EI L ks, BHRITUTSE:

1. MERZFERITH Citrix Workspace MBIEF,
2. EMBIEHREET > Citrix Workspace Fif.
3. AEMSBERER, N “EINEE” THYIRPIEZERE, RAERHRZ.

F=3

AR
s MREEMHMEMTE, B RENEHBER.
o Beta iy tEFEEIEEFHIBERERESHERHITINN, FHERR, Citrix TES Beta izt
S, ERmETIRM IR XA, Citrix TS RIERIGAI™EY. BEMMNEEU R
PITIRME, BINAEEEFHESEE Beta hr7s.

BohEHINE&EE (Citrix Workspace )

AIUMER LT AR E Citrix Workspace E5#i:
1. AXRBENR (GPO) BIRHER
2. 7O
3. GUI
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4. StoreFront

ERAREN REREIREE Citrix Workspace Eif

1. 1&IiE1T gpedit.msc 77 Citrix Workspace i i2F AR R EBEIR, AESME “HENRE

2. ®EEIEENR > Citrix 48+ > Citrix Workspace > Workspace £,

”» 4+

T Ro

A Citrix Workspace Updates

Ei Citrix Workspace Updates

Previcus Setting

ADMX Migrator encountered a policy that does not have a supportedOn value,

() Not Configured Comment:
(®) Enabled
(") Disabled
Supported on:
Opticns:

Help:

Enable Citrix Workspace Update Policy
Auto ~
(] LTSR OMLY

Citrix—%orkspace—Upd ate-DeferUpdate-Count

1 w

Mot Configured - Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialeg.

Disabled - Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
autormatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-DeferUpdate-Count:

-1: User can defer any number of times.

0: User would not see remind later opticn.

nurmber: User would see remind later options with the
given count.

Cancel Apply

3. EHREZRER - EREERAREZRAUSEREA Workspace E#f.

AR

BEERAN, RATENEHER. BEERRIMERESREEMRFTE Workspace E#itT,

4. BB - YEEMAIHN, SR EERCBHM K F e EEH. BA Workspace B#ifE, EMEH
Citrix Workspace E# 588 Thid| RPER U TR 2 —:

o Bh - RFSEE R AERNEE L i@

(RRAINRE) o

o Fof - RAEA A AEMN AL @M. FEEEH.
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5. EZFXR LTSR LUXIREX LTSR M=,
6. M Citrix-Workspace-Update-DeferUpdate-Count THi5)&RA, EFE—NMF -1 2 30 ZiEpE:

s MRZEH 0, WSLULUFRERKET, SAEHEMCEEMRNEHSET Update available (F#
AIA) o

o MNRER -1, WEBRUGEERET, H#27T Update available (B3 R) 187, EALEEE
HMHEREE R

o 1T 1-30 ZEMEEX TH%E Update available (FHaIA) 2TRHUGIREERETUL I AR
ERILRIBE L F R E X EHRREFEM. 82, Update available (FHAIA) RTKSMBEHI,
BRZ U U ERERIEI,

EEENEEHMER

#hR4<H) Workspace R AR2FRI AR, Citrix STERERXMEEHHENR. £ALLSE, G UEHERGERamg
WEB B BR BT LU U BB

BEBRTHAE, EIETT gpedit.msc UBHAKENREERIR, EIHENEETAT, BESERIR > Citrix
484 > Citrix Workspace > & B E T HMIER,
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A Set the Delay in Checking for Update O >
[5] Setthe Delay in Checking for Update B Next Setting

() Mot Configured Comment:

(®) Enabled

() Disabled

Supported on: | Ay Migrator encountered a policy that does not have a supportedOn value.

Opticns: Help:

Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad.

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad.

Medium
Slow

EEERA, ARMERATHRESR, EFUTERZ—:

o 1R - TERXATHAPRESHIHAME tH B o
o 1 - TERXAHHABR YRR L .
o 18 - ERAHARBREE L ER

= .
AR

ERERAN, RATSENERANEH. EARAERESREEIRFIRE Workspace EHEIR

ERmLTREBE Citrix Workspace it
Eid =i Workspace M HAREFISES TR

ATLLEIETE Citrix Workspace M AREEFREHEIIEEH TS HRECE Workspace B, BXFAER, BEA%L
T
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@id R % Citrix Workspace N BiEFEFERG ST
WA R EEA T Windows B Citrix Workspace R A#2FEEE Citrix Workspace E#, £ Windows &

$178M3 CitrixReceiverUpdater.exe MIE,
i#%, CitrixReceiverUpdater.exe fiiF CitrixWorkspaceInstallLocation\Citrix\Ica Client
\Receiver, ALBTZ#FIXH CitrixReceiverUpdater.exe URZESHBHFFEMNHSITS
/0
fign,
CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast
AR
/AutoUpdateCheck AHNESE, BINEEARERE /AutoUpdateStream. /DeferUpdateCount.
/AURolloutPriority EEMSE,

ERER AP RmEE Citrix Workspace =5t
MBFAUERELEETEEE % Citrix Workspace BffigE, XE—METAFNWRE, HEXEIGZEN
ERAFHFAF,

1. AREEmEmxiEe Citrix Workspace [z Bi2FElfT.

2. EEERE R > Citrix Workspace &3,
3. EFBHEED, RAERHRE.

(@ Citrix Workspace =

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
() Mo, don't notify me

O Use administrator specified settings

Save Cancel

AE

e AResE Citrix Workspace [ 2R EIITHRIRME “BREE RNSBHABLINE. BXFAEER, ES
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PSR EETR A

&8 StoreFront E2& Citrix Workspace &3

1. FRAXAHIBERITH web. config X, ZXHBEEMTF C: \inetpub\wwwroot\Citrix\Roaming

directorys
2. EEZXHRRIIBAFKF TR (BHHENKSZFEA Store)
f5lgn: <account did=... name=”Store”>

£ </account> #RIEZHE, SMEZAFPHKFNEY:

<properties>
<clear/>
</properties>
<!--NeedCopy-->

3. T <clear /> ¥R RE RN B EHITID.

<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202” name=”
F84Store”

description="”” published="true” updaterType="Citrix”
remoteAccessType="None”>

<annotatedServices>

<clear />

<annotatedServiceRecord serviceRef=”1__Citrix_F84Store”>

<metadata>

<plugins>

<clear />

</plugins>
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<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check” value="auto” />

<property name="Auto-Update-DeferUpdate-Count” value
=”1” />

<property name="Auto-Update-LTSR-Only” value
="FALSE” />

<property name="Auto-Update-Rollout-Priority” value=

?fast” />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<clear />
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</properties>
</metadata>
</account>

<!--NeedCopy-->

BERE X REATRENFAESMNT:

« Auto-update-Check: 157 Citrix Workspace [z 216 ol B E AT B ah# T,
+ Auto-update-LTSR-Only: {5REHMNET LTSR,

+ Auto-update-Rollout-Priority: i5Ra]UTEHEEHERERII(SHAEL

« Auto-update-DeferUpdate-Count: 1577a] LUFER EFHEARER

Al

June 8, 2022

ACEEBNEEREE Citrix Workspace M AREFERIRERENSE Y,

WEFM:
BRBAZZRBOPIR, WIEREHEFREER,

EFFEAMER Citrix Workspace MBEFZHI, BREUTRA:

» StoreFront

o Citrix Gateway M A&EE
« FAPIKF

o BPGIREHASERET

o WEARS BRI

StoreFront

¥ Citrix Gateway EEBE AN A AP MAEMEIMB#HITER. FI130, M Internet SR B HITEREMAF
AR
MRERERPTENA/BEED, ErRIAEREEIA StoreFront BFRE.

it & StoreFront:

JE1RER StoreFront XA HFTRRERBEE StoreFront, Citrix Workspace MAEFHEE HTTPS &%, EEET
HTTP 89 StoreFront L, 1ZEBERAR<CTSHPRIGETMERDL
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} =r

AR

Citrix -t 7 —M&ER, HERATEIEERT Windows 89 Citrix Workspace [ B1EF FHih .

Citrix Gateway WAE[E
EFEAARENRERERRIMIIEE Citrix Gateway, EHITLUTRME:
1. @iz 1T gpedit.msc 77 Citrix Workspace R 12 4H SRBE3 T R B IRIR IR

2. EHENEET AT, BEEEERER > LHEIEER (ADM) > Citrix 414 > Citrix Workspace > Store-
Front,

3. #%# Citrix Gateway URL/StoreFront ik~ %%,
4, FEIRE,

o NFABIERR - 187 B AR A S & FR

« FZFAAMENE URL - femMARIER URL

« #Store name - 157 Citrix Gateway EEHN AEER T
s WABESANRES - IBREAEENRS, FHxX

o MBS - RN ARERER

5. #mnigxE Citrix Gateway URL. %A URL B9RFE (LIS S92 :

7N ffl: CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.comi##
Storename;On;Store
Hrh #Store Z#72 Citrix Gateway EE IR FAEE B o

5t Citrix Gateway URL/StoreFront ik 5| REKBEFIMBM ER TR BREFENRDEERIEPLAH. FEEE
=

AR
Citrix Workspace M B#EFhi4s 1808 REBRAARFTEETLMREFHITEE, WRALE 1808 RESHR
7, MHREE Citrix Workspace R FEER LUERRMREYE B o

PR -

« Citrix Gateway URL RZ5\#E 571, /S8R StoreFront URL,
+ RZ¥F%4 Citrix Gateway URL,
« EAXMAEEREN Citrix Gateway URL Fz##i F Citrix Gateway [EEH PNA Services b2,

BT EXizH ERERE

TERIEHIThRE N AT e BA P EIREZEBR,. Bl TEKEHITE, ERMNIRREERUERBNIFILEZ
B#5), MEABES MRS LEMBACSHNEARRF. T Citrix Workspace 1R, EBIEEUEMRERF
Ik EEETEXITHl, WA IR AR IS E A Img & T TIEXES,
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JINCy

AMRFEFAIESEENR, JRFEENRERERS. Citrix TEHRIEEIMRFERECATLESEY
IMBYRRRES IS LABRR, EREMRRIBSRT BIENI, EREIMRZAT, BSBHITED,

X RmB A Citrix Virtual Apps BRS2:+ 613 WSCReconnectModeUser H &2kl iE =1 WSCRe-
connectMode., E.#H=EE A UER Citrix Workspace MARZFHITTN.

Citrix Workspace M A#EF# WSCReconnectMode S RITUEE :

o 0= FEMEZRITAMWERIE

o 1= NRREF BN ERmERE

2 = M FRER R ERERE

3 = AR BohIRIFE EfEE

4 = Citrix Workspace RET I EHIERE
« 8 =7 Windows E RS EHERE
11=3M8WLAE

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (32 i)
Z#5: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMERINE 3 8209 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (32 i)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

MRERESEEIMERDT, ALl WSCReconnectAll sTATRTHEE A false,
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BHURSERES B

BAUNENAFRBRHRERNRSERIBETHREIKE, EERNENNE, 187 HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\ICA CLIENT\Engine\ #elE—1&J SI INACTIVE MS # REG_DWORD &, 4
REERSIETRRRER, ALK REG_DWORD EIRERN 4.

ERMPTEEXNAEFRESNUE

fEA “FHR” RBEEMRMXEEIREAINEE, AILUEE LGN AR RESKE Windows WFFREEFMEE
£o BPAHM Citrix Workspace B REITRANARERF. “FiR” RBeERMNSEREARNEET AP AR T
WREAR, HERATFEEU—RNARXHE—HiZLNBEEFNEF,.

HATEMR A SelfServiceMode, HZUABERTIREAN True, UEIERIE SelfServiceMode #7&i8& I False
BY, BEABREMRSHF R, Ak, EAUM “FHE” RBEMMESEmPUES (RANRESER) HIETIRN
N FRER.

BRMERRAUERSMEMRIRERBEXRERES G E.

fERRES I

o AP T ERRNERERF, % SelfServiceMode iT5i& B false ((IREARER) B, FAENAEFIYNE
FINBERF. IRMEEPRERRESXER, YAPEREMXigHH Citrix Workspace Rz BiEF ElfR £/
RIFEY, WWEMRASERET.

s APREERE— M NAEE. ‘A7 M “EEm EmMAR A, TEELEAFEEESNARE, SERAIIE
F AP R AR RIERFIN S MK EHNR. EEREALUBS AR iRt BN EF R EmERm
(HideEditStoresDialog) Rig{EFHINR. MREERABMAFEFULRIE, BFABTUEENXETRES G
I TN, LEBS A P AT LURIN SRR o

« AP ZEAER Windows = EiR bR 2R,

o AILUET A EHEXMEMRIGERME@EIEAR. BWAERTRAMEEREAR. SEIMRILERS, EF
BEzh Citrix Workspace R B2

o 1T “FRR” FERPRIERES R, FHRAMINESIRE UseCategoryAsStartMenuPath,

AR

Windows 8/8.1 #1 Windows 10 RAKE “FFia” REFRIBIMARN XX, HARFRRETRHERERX
B3R T, B2, REMFEA Citrix Virtual Apps EXH “51” FXH4FLHE R,

o AJLITERE LIS [/DESKTOPDIR="Dir_name”] 7=, UWEFFREREAXNKER BN HFED, @
REA A ZIFRFB R,

o FREMERIN AutoReInstallModifiedApps AUBE “BHEHTEERENNAIER" ik, BA
AutoReInstallModifiedApps &, MRS/ LEAGHWNAEFNEEB UMM EAENBER
PiRitEN LEER. 2H AutoReInstallModifiedApps &, NAEFNEEEMEASEH, HA#E
& P i ERIBREIRES NERFREAEME, BIABRT, AutoReInstallModifiedApps fFBARK

&Yo
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FEREMERFEESEEXNAEFIESRNUE
AR

o BAERT, EMRIERFFHEERN.

- FEENAREZAESERERT. NREHBFAEEAHREEBESCEMERD, EZAR LA

1. E& Citrix Workspace R BiEF
2. EEFMRI, A
3. EMiCENA®EE.

32 it BNy AR
EfRERD: WSCSupported
f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

EmRm: WSCReconnectAll
f&: True

EMRIURR

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

FaRm: WSCReconnectMode
f&: 3
EMRINERER
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- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

EmRm: WSCReconnectModeUser
B: EREHERCREME.
EMRINERE:

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it BB EARYL

iR WSCSupported
f&: True

MR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelID
+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FmERm: WSCReconnectAll
f&: True

AR E
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AR
#: 3

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID + \Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectMode

AR R

AR

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectModeUser

B EREHEFE MR,

AR R

R

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

ERILMER T A ERA PR R EMSENN BREFFENKAER

o BEEEETHFHMFRIKS LI
o FRECXX{F
« AAFPRESFHRANKFER
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BE:
Citrix BifsrLEREHRBE Citrix Workspace R BIZRE R :

o ENRMAHRERRFESRRMKS, FE
« Citrix Workspace M AREFEEBAMARELZPAFEERER USB &%,

HEBE BR— METRREMINIEE, RBERRMEKFEE, MRAFEXER Citrix Workspace AR,
AN P XPERERS E RSN\ BB F BB S AR SS SRt LU B Ko

BRI RO SYEAE

RINKASHEEENASERREN SR RER, EARMKAITIEE, 0] LU6NB TRt stARS 28 URL KRig
& Citrix Workspace [ AEF A

Citrix Workspace N BEF T Sz B F it xBiRZ Citrix Gateway. StoreFront fR$3231%2 Endpoint
Management Eili&&. A5, Citrix Workspace MREF 2R TRPERLUETHRES

BILUR LT 75 A PR I XEAE ©
1. ERKERL
@ Citrix Workspace X

Add Account

Enter your work email or server address provided
by your IT department:

|:| Do not show this window automatically at logon.

Close
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EEERNAEHEREE O IERNEA T OERTEES RN ELH,
EOHMNSERTEAFIKE, HERT Windows i Citrix Workspace MBREFEEEREE,

mITRE

MEERSMMERGTED, BEUTHXLEERT Windows 89 Citrix Workspace AR
CitrixWorkspaceApp.exe /ALLOWADDSTORE=N

XEEITENIRE, BAitt, ZITAERTZITENNRERF.

REENABENZETUTHER.

(@ Citrix Workspace >

An account is not configured, Please contact your
administrator,

QK

tesh, BILURLAT 75 AR RN P X IEAE,

B Citrix $hiT>2t:

3% CitrixWorkspaceApp.exe £&& 7 CitrixWorkspaceAppWeb.exe LU MK A 3HEHERTT A

EmBRZXMHE, “FHE” HEPRRERANKS XIEE,
ERRREES

Z M Citrix Workspace N BREFZE RS HEEEFMKAED, 5SS ME HKEY_CURRENT_USER
\Software\Citrix\Receiver % & # ¥ DWORD HideAddAccountOnRestart M ig B K

00000001 &,

ECEE T B FERAFRIIK &I

F2& Citrix Workspace R 2R USRI E F B8 FHBARIMKF RINET, ERREHEE Citrix Workspace R ZFS
12, BPREERANECHETFIN (TdEARSS28 URL). Citrix Workspace R 2 #1RIBINE 24 (DNS) AR
% (SRV) iERME S B FHb il XELR Citrix Gateway 5 StoreFront RE83., ZNARFHEFRTAPERIU

R R RE N B

BXFAER, BFSRALEE TR FEMFRIKE 2o

B A8 P ER (E FREC S

StoreFront f2EFRECSCHE, AP AT LU TFRXEETREC XX 4 LUEIZ EI N A RS

ZRILUfER StoreFront SREIZ G K, AERFAIE BN XM, BXUEXHRMARF, UWERAFEBBEE
Citrix Workspace [ f#2F. < Citrix Workspace L A#ERFfE, AP REFTHZ 34BN Ei2E Citrix Workspace
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AR, NREREEHT Web 89 Workspace, FFERILUMXLELEIREX Citrix Workspace [z A2 B
o

BXFAER, 1ESiH StoreFront XFRE9/ - S H R A B IS TEC S (o

mAFRESFRANKFER
EEAPEBFNEEKF,, ESY D RERIEENSENNAREFENER.
o EE$%E StoreFront MARIE , HRHZIRS 28 URL, fl80: https://servername.company.come

« Ei@Z Citrix Gateway #1T&#%, BAHEAFREEEIFMEBERENLARE, FRNEEEFIMNETE
Citrix Gateway BRE T =i RIN N AEE.

- ERTFAERENNARE: mAFRE Citrix Gateway Z2REHZ.
- ERESENABENIGR. RUTERXmAF RS Citrix Gateway T2 REF S AR AEEETR:
CitrixGatewayFQDN?MyStoreName:

40, 3R EZH SalesApps IR AREIERT serverl.com BA T izi2iAiE, &9 HRApps KN AREIEST server2.com
BRTIZIZAR, NWEPIEA:

« serverl.com?SalesApps LLifial SalesApps, Z&EHA
« server2.com?HRApps LLixia HRAppS.

CitrixGatewayFQDN?MyStoreName g ER#FH A @I WA URL QIE—MKFA, HETERTETHRFMRE
& Bo

FAFEARIKFBEMAE S8, Citrix Workspace AR2FFEIAI0IEERE, MNRWIEMT, Citrix Workspace [
FRREFERRAFERIZKF,

EEMkF, 1577 Citrix Workspace ARZFER, AGEEE (M), REREHKS,

BEHES N ABEKS

&

Il

AMRFIERERFLTRSRERE, FEEMRERERA. Citrix TERIEIRIMRFERERFLES
HHIMBYRREES IS LURR, EREMTRRIBESRT BN, EREIMRZAT, BSBHTED.

MREEZIMNABEK,, WALUEERT Windows 89 Citrix Workspace N BEFERE TR &N BEhiE
Z2FREK, . BEFTF Citrix Workspace MBEEFI EoHEERAK,, BHRTUTIERE:

£ 32 I RSH:
EMRIERRE: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle
EMRMAIR: CurrentAccount

f&: AllAccount
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A REG_SZ

SHF 64 UR4:

FEMERBERR: HKEY_LOCAL_MACHINE\\Software\\Wow6432Node\\Citrix\\Dazzle
FMERIETR: CurrentAccount

f&: AllAccount

HA: REG_SZ

& P iR shas Bt

iEAF Windows B Citrix Workspace M AIEFZISEAF I8 & LTS E, UEXEGEAIMERIEFER. AP
A LAIT LT IR(E:

o JEBAMIAIA AR RNRE. FTEDHLA] COM imO

o ERIESAM Windows BINGIR 22 [8]3#1T BT tFNRENG

o WIRMAIERBRNER (RAEESM.wav XH)

TBEREEH, Citrix Workspace ARRF MRS H|EHAI AT iHiEshes. COM O LPT 0. FIAMER
T, R2ERBEFIRREERRG FIARSS BB ERT, HAFF IRITEINICZARSSIITENIAT, XER P IRITEINIERR
BEEREETISE, XERSEYSAIRIEHENIFAFTR. ENSTAPTHEEERNEG, HERFRT—RER
N iRelFe

AIFERAEERRKISEMRGS A S, TREERNEMMA. EXFHAES, i52# Citrix Virtual Apps and
Desktops 34,

RRBFIRERS

A LUER Windows Server Manager TEREERF&&EMST, HHEIERENS. FTEMWARASER, BXxAH
BRIMAFAER, ESRITELERSHIEX Y,

BEEMEFFIRXHR

BERRXHREERAE T EENHRIEFIHRFAHXENAGR. ERSSELNEAEF HESERFE, TR
BHWE2FERBERAGEANE (UNC) HEamMHARIRIE. YEERSELERBTEFHXHREER, HEAFEA
Fig& FRETBEFPIHRXEXREERN, KEERAFIEENID EHS,

REAFPEBENXHERER UNC HEERERIEN, MARERAF IS LNREXHRS. NMRETFMHRER
UNC $##%, BPmXHEEERIERNERAMFNIRNE, BEXIFMEE, SENANAFRSERERTFIRXHLEE
/), E# Citrix Virtual Apps and Desktops x4,
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R& P imIXchEsiRey B ENUIRIKEHER R TT

B P im IR )R AT I ENIR IR SR BT EEREIAF1&E ERIREER. 190, LU Citrix AR IEFR H IREhEseR
§2ia1TEMRT Windows 89 Citrix Workspace ABEFHIAFI&E 89 C IREhES,

B PRI EhER AT IB IR B RN Citrix REEEREFH. WTF “XHEERE". Windows FREEZMNEMNRA
BFME, XERGEERSEMEMMZRGTEBE

ARELEF, ATURAEENRENNAREFRSS[EENEE P IR B eRE 2l — A4 ENIRESRET. K
INRERIFTIIZS M V FHIAREIF RS 2 BcLh & F in IR chEsRYIR AR 21T, MMAS EER=EFM CD-ROM IRxh2s
DE— M IREhERET. (MIRBWEEIE T HIAREMBER.) A EERIETRALUTIKEERRET

B IRIRE SRR AR5 R mn@T AT A Rk

A A
B B
C v
D U

AT RS EHITECE, FRSF|LNBRENSEFIRRHRBFALEAR, B, RESBEHEFEFEEINER
HYIREhER R 1T

ETHIF, KARS2RR9IERNEE C 2 M, Ezhes D 2 N, XiF, BRIRIREMAIUERARA CH D Rups. X
FAERERIEP R LT IREhE30RET :

PRI SR R T ARSseR @ AT ARk
A A
B B
C C
D D

BT EHRS RIS C NIRBREFEREIREREN. FIEEMEERZEFM CD-ROM Ra)sf B IFIIRIRFHTT
i (fign, C>M. D>N. E>0), XEIRENBFEFTFRESEAIMEHIMKBIXEERIRGT L E A, MREFMLEIKEH
BRIRST R 5 AR S SRR ER AT AREIRVIRENER AT, LR IRTHERBRETIE Ko

FMRIFRAT BahEAIRIRERS, SUREAFRKREERIRSB[IEMZIUZT A HRR. RIANEATFIRREERRT.

EENLE, BFETERERS BHRS) BT, Mol ERREREFHITHIE P mSSMANNHE, BX%E
BREVIFAE S, 15207 Citrix Virtual Apps and Desktops 324,
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HDX Plug and Play USB i&&EE A

HDX Plug and Play USB i€ & EE MR ARG ESEEARIRS 2. BAEIGEEEEN. BB EEEREN
POS i&&. EHAFAILUREFAE RSN —EigEHITEE M. ERSSS HFERENERP &S LN ALK, KED
BETAIRE. BXFAEER, 1525 Citrix Virtual Apps and Desktops x#4#g USB 1= F iR IR sh2sF 2= W,

BE:

NRERS2/HIEPEAT Plug and Play USB 8B E TR, BRRBLABERZRIKLE,
A U1 Citrix Workspace ZBR2FHPRIRIEENBAAFHIELEEEE AN E TS NERRENEHITIR
o WWIRBRTMERAFEUIRE Z FRANIRE.
2R EFim COM inOBRGTEIARSSE: COM im0, EHITLATRIE:

BEEFin COM iR OREY, EREMERKAILUERASAFIRE COM imOEENIRE. A UGERTAHEMKZIRE
AR X EE AR AT

AIUERSRAEOFMHAEFiG COM is0, wAUFIARERSE (LiHkRS) BETASNFERARIERESIEF K
COM mmOmksd, BXHEEMEE, 1ESH Citrix Virtual Apps and Desktops i,

BE:
COM ixOMET5 TAPI RER.
1. 3#F Citrix Virtual Apps and Desktops &, EERAEF % COM mOEEARIEILE.
2. &% Citrix Workspace MAB#EF.
3. EMRETMT, BA:
net use comx: \\\\\client\\comz:
Hep:

« x 7RSS LR COM ImOS (30 12 9 ATATFMEY),
o Z HEREIHIZE AR COM 50O S,

4. BEfNZIRE, BEEGSRABEOPEN:
net use
BTG B RRETRYIRENES. LPT i OA08Rs+A9 COM B0,

BEENKERNARFRERL COM EO, BRENAFRERETIMRGIIEO. W, WREFF iR LR COMI
BREYEIRARSS 28 EBY COMS, BESIERIERKEN COM iriREREE COMS, ARG COM iR, RINEERE
FAFigE LR COM mO—#,

2R RS RARER

sFFERA Citrix XML Service #9iEHATF Windows B Citrix Workspace R T2, AILUSHEERE fiERIRS 23491
#RRS (DNS) &#7, Mk IP #hak,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/general-content-redirection/usb.html
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BE:
F%3E DNS IFEWPAHECE AERLLIIEE, TN, Citrix BiAEERS s LB A DNS &7 RfET.

ZUANERT, DNS ZFRERTERS S LR TEANRS, & Citrix Workspace MABRRFEHATEARE. & DNS ZFF
AR ERRSS 28 L TR FIRASE, & RIXEX DNS Z#R894EM Citrix Workspace R BEF#iRE IP ik, 7£ Citrix
Workspace ZR#EFHAREEH DNS ZiF#if.

EXREAFIREZH DNS SET, BRITUTERE:
WMRARSREBEFEA DNS ZFFEEN, NHEBISERF &S HIAEN, JUXNERIEEZER DNS ZFR#ET.
JINC):

AMFTREREATITESETERNE, FELCERTTERERY. R FARIIREMEREEREATEFH
AR EER S AR, EREMRRIESRTEIENIG, EREIMERZE, BSLHITED,

1. =/ EEMERM xmlAddressResolutionType #i1Z] HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\
Lockdown\Application Browsing,

2. BEIRENRN IPv4-Port,

3. WHAFRENSMREFPES IR

BEX Web FzmAmEE

LEIEERBMIEATF Windows i Citrix Workspace R BiEFFiARISRBLAMBEENX Web B ARIENINIR. EEAL
Ihee, BERRMTUSETEEN Web A®EEZINZ Global App Configuration Service s ¥R URL FI&E,

BEXARLAPRE Web NAREIE URL BWi¥AER, 20 Global App Configuration Service,

I 1ERIUTE Citrix Workspace [ B9RMK S RREFREEEN Web MAKE URL, BEX Web MAKE
B4 Workspace M BEFE ORI,

EMiREENX Web ABE, BHREKS > RIS, EFEEX Web AEE URL, RAFREHHIR.
HEEIhAER Workspace

AhRABIERTF Windows B9 Citrix Workspace MBEF#HITT ik, UELHEIFIA Workspace H8EThEE. &
XiFAMER, EBH Workspace Intelligence Features - Microapps (Workspace £58EIhEE - HBEZA) o

fic&d

June 8,2022
fERERT Windows B9 Citrix Workspace AR, FEAUTRESARNERENBAEFHEHE,
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EERESTEEFM

#331e T 5iFATF Windows 89 Citrix Workspace W AEEFHNERE SAXMESFEEN,

DRt S EIE
WMREFIFFEHE Citrix Workspace R AR HIRIE, FiT8 U7 Citrix Workspace R AR SR AZ /M
BITHAE, BREIZTNAEE RMIRA0Lt.

ik, BAVEERINEERE U R E 7 LaunchDarkly M =4S AR EMEMAE BN EAEHEl LaunchDarkly
HmE, EBYERE T MHLEHIREMNF IS RIBR R, EXMERT, SRERREREIIFE URL 5 IP it
BA%EE LaunchDarkly BiiE,

ALLE T ARBEBEHE LaunchDarkly BREMEE:

BRERHEILLT URL BURE

+ events. launchdarkly.com

e stream.launchdarkly.com

e clientstream.launchdarkly.com
* Firehose.launchdarkly.com

* mobile.launchdarkly.com

FERFFIFRFTIL IP st

MEXTIEAYFTIRPFIH IP sk, 3BS85 LaunchDarkly public IP list (LaunchDarkly 28 IP 5I&), FKEXY
HIFRE IP MUESERMFIR, ATUERLLYIRR T RENE S ER T BthEH, UWESEMENERFRIT—H. BX
ERZEMTERREIFMEES, BB LaunchDarkly Status B,

LaunchDarkly 24 EK
MRETE Citrix ADC LU TRSHMIRMBEIRE X, BRIV AEFETEBS U TRSERE:

« LaunchDarkly BR%.
+ APNs frilfr2sfRsS

ARBENREIERIR
BTN A AR R EEEIREE L T RAFN

o MILRERER
o KERSES
« AIERRSGEHEE
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« AFERHA
o mIERFIRE
o AP,

&R LUE receiver.admx/receiver.adml iR X4 B TFIRERMAMIT B HEIRR, TR, BEHAAS
BRERIEH & SRR 4. ¥ Citrix Workspace MAEEFIRENAIEN LIRS M RRNAFIZEN, SAE
EER. BRI AP RS LHTEN, EERIRE LA A RIRRERS N IRIRS .

Citrix Zi#ER Windows A5 %R (GPO) BIE#EIRELE Citrix Workspace R BRER.

ZHRBEFEHE CitrixBase.admx f CitrixBase.adml U R BEEER X (receiver.adml 5

receiver.admx‘receiver.adml’).

AR

.admx f.adml 324 Windows Vista. Windows Server 2008 Uk EE = rAH Windows .
f7lg0: \<installation directory\>\0Online Plugin\Configuration,

MR %% Citrix Workspace B2 FBf k%2 VDA, N admx/adml X#F@ENMTF C:\Program Files\
Citrix\ICA Client\Configuration B,

BB N TRKEE X Citrix Workspace M BEFERXERESEUENE .
AR

Citrix B &ERRERIA AR Citrix Workspace MR MHE GPO #Eik 4.

et XHHiIE

receiver.adm <Installation Directory=>\ICA
Client\Configuration

receiver.admx <Installation Directory=>\ICA
Client\Configuration

receiver.adml <Installation Directory=>\ICA
Client\Configuration\[MUIculture]

CitrixBase.admx <Installation Directory>\ICA
Client\Configuration

CitrixBase.adml <Installation Directory>\ICA
Client\Configuration\[MUIculture]

AR

o FNEFK¥ CitrixBase.admx\adml #&izlZ<it GPO, B ICA XHEZHRKEAEEERER,
+ F+4& Citrix Workspace M R1EFHY, EERMIVERERMEIZEM GPO 1, SANGFRESRINIZE.
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BXIFAER, BERHUTERE!

Zmz GPO HiFM receiver.admx/adml iRiksefh, EHHRITUTRME:
B AfEA.adm RIRHERE4H GPO MEF KA GPO. ES It EXEE ADMX X8 Microsoft MSDN ¢

==
o

%% Citrix Workspace NARREFE, EFILTERSH:

XA

EHIFRIR

EHBRUE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration)\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

AR

3% CitrixBase.admx/CitrixBase.adml i#i0 %l \PolicyDefinitions X# ks, UEEEERIR >
Citrix 481+ > Citrix Workspace g9 4

N B2 fRIF
S REHA

[z FRFE (RIS BRI S B R E R AP R TIREMIAEAIR (FHRERRER TAIRNRE AP BR). MA
EFRIPRIEEZSEBHWEEXNEARTIARMRI. B8, MERERAFNKRE, BREEMCRBEN
WMAER RS R, BARNSEEIRFIFRAARXERE, EHRNTERLEFELENIBEPRHETEHRF.
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N AR EIPE—TKINIheE, A7 A Citrix Virtual Apps and Desktops #1 Citrix DaaS (LAgi#rA Citrix
Virtual Apps and Desktops k%) BYiREIERNL M, ZINEERSI T B HZRZICINRRHRGERGFM
WEEN. MARFRIFATMIEEERE LNAREENSRESFNEER. RN LEARAREEENFEESE
UK fEFR R IC R B UNENF BAEURER,

N A2 RIPIhAEE R I AIEAR S5 28 E REEMIINFAlE, EM7F7E Citrix Virtual Desktops ¥ aliE. XAl
BER, 5% Citrix Virtual Apps and Desktops Xt4HRIECE 25

=K

« Citrix Virtual Apps and Desktops ks 1912 s E =k ds.
« StoreFront 1912 5% Workspace,
« Citrix Workspace M F#2F 1912 REShi A,

AR

« W7E Controller LB AN AREFRIFINEE. BXFMER, H2iH Citrix Virtual Apps and Desktops X
HHREY R FAAE FRIPER S

AIUMER T A2 — SN BEFEIPA L 81ETE Citrix Workspace NBREFH:

o FABSITRAES GUI %% Citrix Workspace B2 HAiE], =&
o WAEFEEIEE (RERE).

AR
o IEIHEENESREIRIERS (5120 Windows 10. Windows 8.1) £33,
« BHHr7x 2006.1#2, Windows 7 &3z#% Citrix Workspace N A#EF. Eitt, MAREFFIFE Windows
TR, BXFRER, BFBHEFR.
o EEREMY (RDP) RZ#FIbINAE,
Zsith HDX &iFRIP:

AREERIEPRET REZIERNRARHETIRE, XLERELTEE PowerShel #{TEE, RETATEIUL
B8R GUL,

AR
BHhiRr7 2103 #2, Citrix DaaS z#%3¢ StoreFront #1 Workspace 1#/8 N BI2F R,

& Citrix Virtual Apps and Desktops #1 Citrix DaaS MM BIEFFRIFEENES, BBANAEFFRI.

AR R - Citrix Workspace N AEFTHEE

=,
P oy =

o NHENEERBIETEXEMEY, TN ARFRIPAHEETE Citrix Workspace RAREFH,
o AN ARERFRIPAG TSNS E LR REHRIE.

7z Citrix Workspace R 2R &2, AIUERAUTA 2 —BERRREF R
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« GUI

. BE1IED

GUI

7z Citrix Workspace AR R ELEF, BEAUTWEERCENBEFRIPAL, EERANARFRIP, A
EREREUSERE,

@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
Far more information, contact your system administratar,

Install Cancel

=z

AR

AREIEPRBANAEFRIFESRERDRRIFNNAEF BT, BRRIETZENAEFRIPA
o

3

S17E0

57£ Citrix Workspace ZRiZFRERZH, BRAGLITAX /includeappprotection RN AREFEFRIFA
o

TREMTEXZRIFVERNGES, RERRATEE:
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N RREFRIFESE RRIFNES FREFHRERE

@ &7 Citrix Workspace L1 BBIRSEHMSHIRIEEERR/A  EEHPO. &, EM Citrix

e PIEBXHEE Workspace M BEFHIZHES.
B imBohEERE. Rtk
7z Controller LB & ICA&iZRE (NARFNXEE) EED. 1&&. @ Citrix

Workspace M RIZFHEIRHES.
BFinEmENEE. RNk

ERERAT, FURZRFRFEONEREEN, B ER (BEEATRARZRIFNNARER) HWFRK.
BhRZx 2008 2, YEQIZEREREN, REZFRIPNEDFELET. EoUURZRIFEOMNKIENRESE.,
FRHEATT A
FUHATT AEUR T B R IBRIEBRRIFHIZEIRE StoreFront B9757%.
AR
o Citrix Bi&Em ) Citrix Workspace NAR2FBEZRIFHEIE,
 iEAT Web #9 Workspace E891T7:

iEATF Web 89 Workspace BRBER XM ARFRIPAN. FHREZNARFRIPFEBERIFHNARR. X
FrREENZERIIFAES, BERABERKR.

« Citrix Workspace [ A2 RA PR RN ARFRIFHITA:

7z Citrix Workspace 2k 1911 XERhAH, £ StoreFront RSN A RIFRERRIPHY
VAZZEEIE N

« 7z Controller tFZE T M AERFRIFHAEHN AEFIITA:

ERRE T M ARFRIFEER Controller £, MREZRBHZRIFNEARR, NARFRIFIEERER
o WG ER A TIHEE:

Citrix Workspace App

This app requires app protection component. Do you want to install app
protection?

Yes No

BERURENBEFRIFANG. 2E, ERAUBHRRIPHNABERF.
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o ERAZEKENN (RDP) BZRIPRIENITH

- NRBENZEKENY (RDP) =iF, WENZRIPRIEGMAES,
- TEEREKENIY (RDP) KIEFBHZFERIPHRIE,

N B2 RIFECE BILE SR INAE
Lal, BUNERT, BHEIEERENEMRS B NEERZ EIRP.

BhikZs 2012 2, Ea] LR NS HIIEEREMNBMRSEGFESFRERBEICRMRERHRINE. EIUE
FA4HSREERTR (GPO) SRESELE Ak,

AR
Itk GPO HEERERT ICA# SaaS £iF, ICA # SaaS &ig4+4fERA Delivery Controller # Citrix Secure

Private Access #1715,

FNEBRSHEG RELENBEFRP:

1. EidiEfT gpedit.msc #TFF Citrix Workspace R REFA SRS R EERIER,
2. HIHENEET ST, BEEEER > Citrix 481+ > Citrix Workspace.
3. ENEBRSEHIHEERSE R BRICRNRFEHR, HEFEERS > EENAREFRIPERRE.
4. EFUTERNZ —HRREHRZE:
o RBEICRE: BHIEERICRFHRIRE,
- REEHR: BLAFZRERBENAZHRER,
5. BEHNAMAE,

NEHIIERSREICEN BREFRIF:

1. BEis1T gpedit.msc 7 Citrix Workspace [ FHiEF AR R EEIER,
2. EHENEET AT, BEEBERIR > Citrix A > Citrix Workspace,
3. EASMRIIEERRERBRCRNRFEEHR, HEZEAF SHRIE > EENAEFRPER.
4, EFLTERZ —SHREHRZE:
s REHEIER: MLIERRICRIJHRITRE.
s REEHRK: BLAFEZRREENAZERR,
5. BHNAMAE.

N RiEFRIF IR

BhiZ 2103 &2, NAREFEFRIPEEFER Citrix Workspace N AR BEN—I2#1TIREE, B X BEWRERNF4H
=8, BERBETIE

BEELRENFERAE=ANARFE IRENAEFRIFASE, B2, DebugView MARI L4 AT AEUE.
rﬁﬁ* r%{%?FEIu\/Iﬂﬂ Uﬂﬁt&mtﬂo gu&%ﬂ‘tbﬂuy 'lﬁ#:ﬁ?LX—FEEﬂE:
1. M Microsoft Web sh s F#EH =% DebugView R ERERF.
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2. RS PRTANHBEITUTHS:
Dbgview.exe /t /k /v /1 C:\logs.txt
M EERZRGIF, EEIUEE log. txt XHEHHBEE,
ZBTHERUTAS:
+ /t-DebugView N BEFEEMNXIEF URIMLAXEDH.
o /k- BRERZERK,

o /v - BRFEARZRER.
o /- Bk REFEX K.

IR 2R RIPA M

EHHNAEFFRPALT, BAMRFEFEE Citrix Workspace AR, EMBHHRFUEERER,
AR
7 A2 R ARAPNAE AR ZS 1912 FHIAFHRET 23545,

E A ) PR -

o tkIhEETE Microsoft Server #2E&4 (170 Windows Server 2012 R2 #1 Windows Server 2016) 7%
2SN

o WERRIFHR AL FFILIhRE,

o EfFIILINAEIERIETT, 157 VDA L2 AR P mEIGIR EE M5,

N2 F 25

R R XS AR EE Citrix Workspace ABRFHHEAREFNES. BRUNERERMEZERE, A
AR — AR FEERNNAEF RN AEFA,

BXFMEE, 152017 Citrix Virtual Apps and Desktops #4896l 2N 24,

’E7T ICAXHFNR 2N
LEThRERI R BN AR M R E SIS B aiHAE AL R ICA XA RHR IR T 2,
Citrix Workspace 12 A VST B EIRINE ARRFHKESIENE ICA XHEFRERFAEHR, MIEAtizH.

LEINEE S TEEPRRE R E U REREMEN AT sE A ICA XN EMERNRM. LINEERERTEERT Web B
Workspace B ERINE AZFNKERIE

[

i®id Web ifia) Citrix Workspace sk StoreFront BY, #1324 ICA XtrRet, MRATLIEE Web iAiaE i, 0
ERIBNR I ThEETITRS &R M. MREFERNYILR51E StoreFront, iE7E StoreFront #E# web.config X
BRI TESE:
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StoreFront fg4s B
2.x pluginassistant
3.x protocolHandler

W ERE R ARIER, BRI Workspace R A1EF. MNRKBTZIRT, HBERNYEE cookie HER,
NSRRI Workspace #E, MNAILIBISMEKFIRE > BR > LAEFNKSERNEETRERE P HLIIZE,
1ER] LURENES M T U E R ERFEE RS AFRH ICA X BEI=E. RAUTERRE!

o BPi% ERERERNTR (GPO) BIRER,
+ Global App Config Service.
« EATF Web # Workspace,

A GPO:
ErH I MTEEE AR ERY ICA XEBEIAIE, BHRITIUTiRME:

BiLiE1T gpedit.msc $7I7F Citrix Workspace [ BiEFAKIEITR EEIER,
EHENEBET ST, RESERIR > Citrix 414 > Citrix Workspace > Client Engine.
EERL ICA XHRIERDREHEHIEBNERA.

BENANBE,

Fal ]

£/ Global App Config Service:

A LUER Citrix Workspace Rz 2R 2106 ®#9 Global App Config Service,
EPEIEMTFIETE AR R ERY ICA SXHFBEIRIE, BHRATLUTIRME:

¥PEIEERE ICA X EEEMIEE R True,

B Global App Config Service BWi¥4ifs 8, #&£i# Global App Config Service 3t#%,
fERIEAT Web 9 Workspace:

EEFERIEAT Web 89 Workspace BYE IEfEASHIBE R ETE ICA XX, BRITUUTERME:

i51T PowerShell #k, E&AEE DisallowlCADownload,

=3

AR

DisallowlCADownload FEEFREAF StoreFront 2=,

SRS e

BEWEEL T Citrix Workspace ZAEFWERENEE, XTI ER) Citrix #THIEHR, HEHMERT
ARIER TR,

@Al AR GUI &R,
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WEHE:
1. AEEFEmXiEe Citrix Workspace R BIE2FEIRHER SR E IR,

2. EEHTIE,
R 2R “BERE” SHEE,

@ Log collection -
Modify log level only if requested by your administrator.

Log level

Medium v

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. ERUTESRNZ—:

- R
.
. ¥4
4. SBEFHREDFUETATHUERFTHE S

BERES RS,
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@ Log collection — X

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. ENMAEGE, fHFLERERS.
6. BERFHSKBSREIMEMLE,

HDX BENEMLE

HDX BEREUErE R HEXE PSR ICA ENSEETE, BEEARNHBESTIRENRSNE,
X—RENEATERESIEHIECRIET AR, LHEESEENER,

RUEFHREMN. EROXAEE. ERPNITER. ESHNUERRMNDYPER, AIRARF ER,

RIFENESERXEMURE ICA IFFHNHEERES SN REM~ERFEM. MREMXMER, FLHEFELD,
DI R R EHIERN SIE=ENTIMH RIFME R B,

REZERTF Windows i Citrix Workspace M ATEFF 1811 XE S RA A ZH#F Ik IhEE,
BE:

HDX B &M &R IHGME R iniE 2 VDA SE THEHAK, Fit, 2R CTX125027 HrtER
in BIRERHEAKBERTEER.

BiEN E 5

BiEnN %52 Citrix Virtual Apps and Desktops # Citrix DaaS s#—##l %, A& Enlightened Data
Transport (EDT) 7 ICA EZHN L RMNAIINEE. BXi¥MER, B2 Citrix Virtual Apps and Desktops X
AR EE R EHE .

©1999-2022 Citrix Systems, Inc. All rights reserved. 108


https://support.citrix.com/article/CTX125027
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/technical-overview/hdx/adaptive-transport.html

iBEAT Windows B Citrix Workspace R BiEF

“BREE” R

BB E BRI HR Citrix Workspace A2 FEMNARKBEHEFENBSREEMERNTAEREAR, XH¥
ALUBRAFPEBNEERATNAEEREENRE. BEME, BRI

o —EERE “BREER Ko
o ERPIREUTHEIRE:
- BURWE
- EERO
- EEENER
- REMESE
- = DPI
- XHER
- RESRMEIER
- Citrix Files
- Citrix Casting

EABEEPDEE “ERENEY ER
AL fER Citrix Workspace M RIEFARIEITR (GPO) BEERIERIEE “S&EEM” K

@3z 1T gpedit.msc 77 Citrix Workspace Rz Bi2FF4A SRBE3 T R BEIRIRIR
AHENEET ST, EEEEEIR > Citrix Workspace > BEIIRS > S4& EEBUET,
EERASREIRTRE,

EEEBAEEHMXIEHE Citrix Workspace ZAiZFERARREPIEE “SRE RN £,

N =

=W

AINERT, EERARECE XD,

£ “BREER” RPRENERE

B LUEEA Citrix Workspace A2 FAREN R ERRIRESREENRFISHAFATEENRERE. BRER
B, BERITUTERE:

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EEIRR,
2. EHENEETST, BEEEIEEIR > Citrix Workspace > HEIRSS > B4R EETHE,
3. EEERTERENIEENER,

TR T ERT LOEFANET A K8 MEEI R0 -

I 1B1F

RECE BRRE
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YEIR 1BME
== faRHgE
B BERgE

BT “BREER RPREUTRERE:

- FREHNERE

o EEHD

» = DPI

o RS

o BIBRRFAIERD

o BERMESE

o REFAMERIEE
. XHHMER

« Citrix Files

« Citrix Casting

EREMREIERT “EREIEM RHi2E “EE Workspace” £
AR EMRRIESTE ‘SR E IR RAFREEE Workspace £,

1. BohEMREIER.

2. EfEI HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

3. tlE— I FRHEETMED EnableFactoryReset Hi§HigE N U TERER:
« True - £ “BAENEI RAPER “EE Workspace” 3£
« False - £ “B&EED” KRR “EE Workspace” &I

£ “BREER” RApRE “Citrix Workspace E37” &
AR
“Citrix Workspace B#” (SRS IR R S “BREER” RPEFEENEMERTR,

@dia1T gpedit.msc 77 Citrix Workspace R B2 4H 5RBS 3T R B IRIRR
HEIHENRETAT, HEEEER > Citrix A > Citrix Workspace > Workspace Fif.
%% Workspace E#5g,

EREERAESREENRFRE “Workspace B#” &8,

>N =
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StoreFront |/ Workspace URL i¥#%

I INRETE R R TR hR iR, @it StoreFront Zl Workspace URL 3%, ERIUERBFRERVHER TERER
F* M StoreFront [ F ST 48:F# 5 Workspace MRS,

BER, ENREREZBP#RAAE Workspace B AREF RN T —4 StoreFront A& & storefront
.com, ERNEIER, ET LI Global App Configuration Service F1#2 & Workspace URL BR 53 {‘store-
front.com’:’xyz.cloud.com’} 89 StoreFront URL. Global App Config Service #thi& & #iXFIFN T Store-
Front URL storefront.com MIEEFMKITEIRE EMFETAE Citrix Workspace MAZFSHl.

KiMEIEERE, Citrix Workspace B FRIERi&E4H Workspace URL xyz. cloud. com HRiIABS— N AE
5. AP BEh# Citrix Workspace R BEREY, 3377 Citrix Workspace [ FBIE. LEIARINE StoreFront [
Ff@E storefront. com A NNE Workspace M AEFH. AFBLTUER Workspace [ BRI
FEIEIRE] StoreFront ARE storefront. com. B R A LUEHIEIET M A F HYi% =& & £89 Workspace
2R fiER StoreFront RZA®E storefront. com. MERATLLEE Global App Config Service 5emo

BERERA%IEE, BRITUTIE:

1. #£ /A Global App Config Service ¥ StoreFront & & Jy Workspace B4, & x Global App Config
Service B2, 3EZ1A Global App Configuration Service,

2. 448 App Config Service hpys#i:

”serviceURL”: {

Purl”: ”https://storefront.acme.com:443”,
"migrationUrl”: [

{

Purl”: ”https://sampleworkspace.cloud.com:443”,
?storeFrontValidUntil”: ”2023-05-01”

}

]
}

)

Psettings”: {

"name”: ”Productivity Apps”,

?description”: ”Provides access StoreFront to Workspace Migration”
)

YuseForAppConfig”: true,

YappSettings”: {
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"windows”: [

{

”category”: ”root”,
YuserOverride”: false,
YassignmentPriority”: 0,
YassignedTo”: [
?AllUsersNoAuthentication”

1,
Psettings”: [
{
”name”: ”Hide advanced preferences”,
?value”: false
}
]
+
]
+
}

<!--NeedCopy-->

=

P =

MREEEREEEM NS, FEMA POST,
NREEERENENERABEE, FEA PUT HREENERGNHEEMEZZFNIZE,

3. 7t serviceURL #3F35%E StoreFront URL storefront.com % URL Ky{&,
4. £ migrationUrl 289 AEBECZE Workspace URL xyz. cloud. com,

5. {£F storeFrontValidUntil TJi& & M Workspace M BZFH ik StoreFront BB EMMEIR, hFEE
RELEFEL, BILMRIBEMERIGE U TE:

« X7 (YYYY-MM-DD) E% B
AR

MRERM T I ARBE, WxES URL B IZENMIER StoreFront ARIE. MREIRA TIFHKAEY
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HEA, StoreFront ZAREREIRER BEAMIER.

#i% App Config Service i &G, ¥ERUTRR:

Citrix Workspace — O b

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

R gL BNz Citrix Workspace ¥, Workspace URL #7102 Citrix Workspace BiEFES, HEKE
TEHBIEHRT. AP AUERBRINETHISFIRIERZIA=R,

N 2Rt
@it Citrix Virtual Apps and Desktops #1 Citrix DaaS Rt M BEFEN, BZERERUTARUNRERFFR:

o Web iAiaiE - IR FMITEMEE, Citrix Workspace M ABEFISREE TR REIARN BEFSEmN
IheE. AILTHNE2SIAIAER T Web 89 Workspace, LUERHERFMIENNAERF. HLHERXT, T8
EARESXREETRFANEE L,

« BIIRSEER - @iTiE StoreFront tk~ 7MNZ Citrix Workspace M A2F ¥ Citrix Workspace R
BFECENiEM StoreFront Web iR, AILEE BEIRSEN. BEIRSEXRIFEM Citrix Workspace
MRREFAFAEITRNARRF, XHLRNAFARSHBNARENERABMN. TEBRSEXT, BTN
RIEFERERS. BTN UREENARFXRTIEE,
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} =r

AR
ZINERT, Citrix Workspace R BIEF AFEERERE “FHR” REh B RHINAER,

o XiRFEARER - BEER A LU Citrix Workspace M BEFEE N BRI EIEE “FFR” XEhgEm EMEN
RAREFMEERESR. ®WES Citrix Workspace MAREFEIARZEM. FEIRES IER A FEEREN
Windows SMZEMHERFFEEAGHNNEER, ZUBEEREAEHIINBEFNIIE.

BXFMER, 5507 Citrix Virtual Apps and Desktops X#4HrBI8] 22 (T 4AER D

EEEBBRSRR

B BH#%¥% StoreFront i~ Z 0% Citrix Workspace W B#2F a3 Citrix Workspace M AEFEENIERA
StoreFront 5=, ATMUEEBERSER. BB RFAAM Citrix Workspace AP REITRANBIERF. XMiEiE
B P A58 5 %% 5h R A S S B9 3 AE B,

AE:

ZINERT, Citrix Workspace RABEFAFRAFERERE “THE” HehE RN BEF,.
EEMRSERXT, EOLRIESERRERES. BN UREENAEF XBFIRE,
BRBEHINR AR AN BEFIREMNIRAEEE:

s EREMNAREFIEABRENARER, UWELKIGEM Citrix Workspace N BR2F kR, BiEFRSH
KEYWORDS: Mandatory KiinZINBEFRAEEE. A=BAAFRERTBCEIT RGN BEFN ‘MR ik
Ijl,

« EAMAMERAPITRE N BEFNNBEE, BEFRE KEYWORDS: Auto MnELRREE. AFRES
ZNFARIER, BN AEFE BT, MEARAPFITHE.

- BmBREENARER, HEBEIE Citrix Workspace By “¥5ik” FIRPIIHEBNNAEFUEEESZ T
#%E, EEFHFE KEYWORDS: Featured Nz B2 % BEEHE,

ERARBE RIER B EX N AIEFRESANIE

1. #@dia1T gpedit.msc 77 Citrix Workspace Rz B2 4 SRBE3 T R EIRRIR,
2. EHENEBET ST, BEEEEER > Citrix £ > Citrix Workspace > BBIARSS.
3. %EEEE SelfServiceMode %5,
a) EREERAUEEEIRSHEF RE.
b) EREZBUFMITRNBRER. AT BRSHEFRE.
IR BN AEF RS RS,
RIBRERFIAT,
R AFHE,
BFEzh Citrix Workspace Rz RiEF LUER MBI E L E o

N o 0k
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&R StoreFront tk iR B BEX N AREFRIESANIE

1ZETLIM StoreFront b7 “FFiR” BEMSEm LIZBEREFEA R, FTLUE THIREFHINZ] <annotatedServices>

89 C: \inetpub\wwwroot\Citrix\Roaming $# web.config 34 :

o BRRESRKRESRAEL, 5% PutShortcutsOnDesktop, &&: true 5 false (BiAA false),

o EREARRIAE ‘TR F%rh, 35EMA PutShortcutsinStartMenu, 88: true 5% false (Bl true),

o B “TRIR” REBPFERAAFIRR, EER UseCategoryAsStartMenuPath, 1®E: true 5 false (BiAH
true).
AR
Windows 8. 8.1#1 Windows 10 RAKFE “Fia” REFBBRMAXNXHER, MERRERNAREFRERX

HRTERNBER. “‘MARER” @ Citrix Virtual Apps and Desktops #1 Citrix DaaS & X8 “351)”
FXHFA,

o B “FHR” RREFAMERESNRESNER, 5EMA StartMenuDir, RE: FHRME, BRRESR

B NEIX R EZ o
- EENRTECKYENNARER, E#A AutoReinstallModifiedApps. &&: true =% false (EkikA true),
s ERSELARERESRETENER, BEA DesktopDir, RE: FHHRME, ITREARTAIINX
FRBERo
« EXEE A “add/remove programs” LAIEEE, & AB DontCreateAddRemoveEntry, &&:
true g false (BkiAx false).
o EMFRNABEEFUFREECNERBRMENNAREFEXMAHREERS A Citrix Workspace Eltr, &R
SilentlyUninstallRemovedResources, i&&: true = false (ERikK false),

£ web.config X/, FEXRFMEIHFH XML 357, EEI BRI TARATIZER LS :
<account 1id=... name="”Store”
EEBD LR R </account> R,
WP ER D ERZ A, TERIJLTR SRS
<properties> <clear> <properties>
FILUEBMERINEILLER 28 <clear /> fRi2ZfE, ST EMS—1T, FHREBHMME, Flan:
<property name="”PutShortcutsOnDesktop”value="True”/>
AR
£ <clear /> IRZZ RIFINM B TR ATRERFER R M. HRINBMEAMAERMIER <clear /> ITiZBFIERE,
LU R UL ER 7 89¥ B fl -

<properties <property name="PutShortcutsOnDesktop”value="True”<property

name="DesktopDir”value="Citrix Applications”>
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BEE

EZIRS[/IER, F—ANER—ESRSBREXNRS[/AENAE, R Citrix StoreFront EBIEH| QKT
EHERMEREMIRSE S L1517, TlE, BENEERMBNEREZERIIRSH(E, WEEHBEHNEMRS
5. BXRIFMELR, 155 StoreFront i,

/8 Citrix Virtual Apps and Desktops 7.x FHENBEFREBEXNAEFRESRNUE

B LU Citrix Workspace AEFEE N BEHERT “FiR XRHTRLE ELRENAEFMSERESR. B,
BB S 2 airERTF Windows 89 Workspace krast8M. 182, ks 4.2.100 #5| N T A Citrix Virtual Apps
BNARFEERFINARFRESRARENDIRE, NRIMEPE—LUARFREET—RNUERT, LINEEIES

BH.

£ XenApp 7.6 BN AREFIREBEX N AREFRESRNUE

£ XenApp 7.6 FERCESNAREFAHRES .

1.

2.

3.

7 Citrix Studio #, HEITARFRERR.
EVAEFRERED, EFXM. FHERESR, JLUsENAnRR N NAERERF.
AN TR RIS HRVER. BEESUN SEIFrRERFR R E,

ENBEFZEIFES, ALUERIEEER Citrix Workspace R BIEF B RN BIEFHZER, Fig0, me
Z70 Microsoft Office BIEFRIIRIEAT, BN Microsoft Office,

EH RBRESNAMEAF RE ERIE,

. BE HE,

Studio

MBI R N AEFFIRETHFESR

ELUTERT, Citrix Workspace 2 FiRHMMEHZEHI.EXE FFRAOTIEE:

« BRERN, NAEFKERSUIER, SE
 FENNAEFFRATHFESR.

LEINRES RZ SR
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1. EEPIHITEN LN AEFTFR,

2. BNRAREFEFREFTAMMERZIHRN—MERLE.

3. NERE, BESE—MANIR (HE, BIEWLIEBRERHEITER).

4, HIGEMRILUEZERTF Windows # Workspace #E53E it MMIEHE Z SHIEFRE LI X EEFR,

MEEAT RemoveappsOnLogoff 11 RemoveAppsonExit, 3 ERFESXERNERBIIN BEFHREER,
EER TR 5 RIEITER :

1. £/ regedit &0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f§ A regedit & f0 HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER i %c4k=TF HKEY_LOCAL_MACHINE,

/J\I|:,\

AMRFEFLHESBERG, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HAVR RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA], BSBHITED.

RIFTBENEREEENSLEZE LRSI RRFRARITX S

1. HEREFIRITEN L, AFENARERFLIBERAINITXG. BEMEIBERAIRITXN, EEMERARRERM
2UfEA Citrix Workspace R RI2FRIITEMN; Citrix Workspace B REFEERATHIT .
2. M%APPDATA%\Citrix\SelfService hREFRAAITXH. BREE.exe X,
3. BXLERITXHEHIZEIMEHRE,
4. FIFEMENESNIEFHITEN, FHRE U T EMRI:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v CommonStubDirectory
Jt REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
¢) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. MR R &, &
£ HKEY_CURRENT_USER Lt #& & L F & &. HKEY_CURRENT_USER # £ % %4
HKEY_LOCAL_MACHINE.
d) BHEHEHES) Citrix Workspace 5z BIER LUFEFM B E R E

W o
H o

TRIRHG:
FTEBNET AR IRES HI A H

ATAPEZEFERER “FFR” XRFHNEAERF (BBIIRS)

MREEBR T EERETAER, BATAPERERNEIWE RN A LR EFRNEER:
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RFEAPEFRRETE “FIR” REPHNAERF,

MRFLEAFERERERT ‘TR XRPONBER,
EEHEEFRENNAEFRESIREERE L.

“FFIR” REHPFARERANAREFRESR

WMRAR

L BBRSENECE Citrix Workspace R REF.
IS, EFE ] LURIB S Z 80 S B shTRECHI A58 R

RREFXRETFIRE,

T Citrix Workspace MRBEFEREEFIER, ARG
NERBERE LN/ N AEFEREZREFLE,
RIBREE A B oh A &GS AR,

—aXANEN, BT FTFTEHAFCFERENAEFRESR. FHEFERT, REBNGEEN

Yi23iin); &% Citrix Workspace MBREFEFRRITEMESR, REMNKNEERT Web # Workspace, FaILUE
Citrix Workspace [z B#2FECE /1T BBhiARM AR RES N BEEALE,

MR ILE Citrix Workspace [ FBi2F B iR A
REFREAAMEE “Fia” XEhNEFLE:

KB BEFRES NBMMER “FFiR” RENHRE L

#3 Citrix Workspace M BiEFEE
PutShortcutsinStartMenu=False, BNE7EEBIARSS
T, Citrix Workspace R REF ARG B2
FHREBE “Fria” Red, RIERASLAERIEEHT
BB

MRAFRIBRVEEARER, BRFAEGNAEFHRET ‘AR XRFHEAEL, AEREETRKELHEIXMER

s

WNRFE Citrix Workspace R FEF BehiEFra R A
BERELNBHEE “FR” FEH,

MREFERFMENAREFRESNBRELRE L.

MRERERPMEREANBRETRE LF MK,

7 Citrix Workspace R A2 FE B
SelfServiceMode=False. Fr# AL AIEFEIE
BIRTE “FHIR” g,

71 Citrix Workspace R RiEFE B
PutShortcutsOnDesktop=true, FfifaFBHIR B
FHEERERE L,

73 Citrix Workspace RZF#2FECE DesktopDir= A
FHRENRBRREFHNREX RN E R
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£ XenApp 6.5 = 7.x RSN BIEFIRE

MREBGEBREARANUEUES AR BETHERNUERIIXLERES X, EEA XenApp BNAREFRE:

NREEIENBEFISERRENBEFNREME, B Citrix Workspace MBEFERE
MECATEMRSERXTRE “FHR” ZHEER, BHIT  PutShortcutsinStartMenu=false HERENARE
LU #21E, FIRE,

N ABREFBEELR X RFIFEX R H

MRFBLENAEFEREXHRPET, BEAUTEDR:

MREHL Citrix Workspace ZAEFHETE “Frsa” A Citrix Workspace i AiZFECE
XeEPHNARFRESNEREELXBEG (X  UseCategoryAsStartMenuPath=True,
x) Ho

NRFLE Citrix Workspace M BREFHETE “FFiR” #3 Citrix Workspace B2 FEE
BN ARFAL T E XX, StartMenuDir=“F$4” F&X#FFZ .

ESHER H B IRR R 2

MREFAFERFAEEMARAZRRNEEINARER, e UEAF EHHRHRBRNARERF.

NREHEE Citrix Workspace M BIEFEE5#HEHIBR  J9 Citrix Workspace N RiEFERE

FRER Rz RemoveAppsOnLogoff=True.
NREFH L Citrix Workspace M AEF/ER MR & E Citrix Workspace MAiER, f§
R, RemoveAppsOnExit=True,

ECE AN RERH PN AR
BN AR R TR Y

o BIEEMAER A RENN AZFTIE Citrix Workspace N B2 HIRIENN AR, EMINXEF &
KEYWORDS:prefer="pattern”, LtIhEEFRH “AHthrz RIEFFHIA",

ERFWTEN L REMARFZA, Citrix Workspace AREFIFIERIEENIRN, UAERTEAESHER
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EZNARRF. MREAEAMRE, Citrix Workspace ZBRRFRHITHZNAER, BFIERESR. AF
M Citrix Workspace R FAfEF&EOPREMZEAEFE, Citrix Workspace ZAERFRBBEMAMREN (B
%) NAERF.

R AR 7E Citrix Workspace R A IMEBENE T ENEEN ATERE, TR Citrix Workspace R Ri2F
R B BGHIT R Z M BIEF. SIRAA M Citrix Workspace N REFIHEEDEHE T EMNEEN BERF,
Citrix Workspace B2 iGBUHEITIRAZN AIEF, BREH,

} =

AR

Citrix Workspace A2 iTRIEN N ARFE, BRAXEF prefer. EITHANAEFEERNIXRBTRER
EIEMA.

BIUAEN AR ZRIEEXRT prefer, RBE—MREMEITHFILXRFHAZE NN ARF. AJUEERAEH
ERAUTEN:
o BISEMAERAMRENNBZFMIE Citrix Workspace M BiEF PRI BIER, BMINXAF &
KEYWORDS:prefer="pattern”, LtIhgERN “Aith BIZFE A",

ERPIHEN ERENBIEFZH, Citrix Workspace MEBREFBERIEENER, LAETEEEESHE
EiZNAER. NREBESRMELE, Citrix Workspace MBREFEITIRZNBRER, BRBRESR. AP
M Citrix Workspace Rz B2 3HEIEF S ohiz i AR, Citrix Workspace [ HIZF1§ B oh = 2E 0
(Bit) NAER.

R AR 7E Citrix Workspace AR IMNEBENE T ENE LN ARERF, WX Citrix Workspace R RiEF
RIFEHEBGE T2 BEF. SRAA M Citrix Workspace M BREFHEIH T E N eEEi B2, Citrix
Workspace B2 BUEITIRZN AERF, B8R,
AR
Citrix Workspace N BEFITRENNBEFN, SNAXET prefer. EITRANBEFEBRNXBEFTRER
e,
BIUAEN AR ZRIBEXRT prefer, RBE—MREMEITHGILXRFHAZENNARERF. AJUEEFRASH
fERMTELR:
+ prefer="ApplicationName”
b AR IMER S B ERES A XS ETPIEENN ARSI EARAEFELE, thRBEFRER

AUR— 18, WAUE—MEE. MREEE, WEEEASIS. TR IEIERX HREN AL,
BERKDANE, MAEFZMLEEANEERFHRITHNEEIFEER.

KEYWORDS:prefer= “Programs” TayHEA EEE

Word \Microsoft Office\Microsoft 2
Word 2010

Microsoft Word \Microsoft Office\Microsoft b3
Word 2010
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KEYWORDS:prefer=

ZHlE
Virus

BHE

“Programs” FHYIREEA T

McAfee\VirusScan Console
McAfee\VirusScan Console

McAfee\VirusScan Console

« prefer="\\Folder1\Folder2\...\ApplicationName”

=R

o A

il

HITREEERN S TENRES AN HREUAR “FFia” XETHRREAEFZMELER, “Programs” X#3k
B RBEERTHFXMGE, AHTEEESTEENEEPUREZXHRPNEIRNARER. NRE
RhETE, WEEFERASIS, RREXSANE, £3BEFETEERIIE Citrix Virtual Apps and Desktops
#0 Citrix DaaS R AN EENBEREA.

KEYWORDS:prefer=

\Programs\Microsoft
Office\Microsoft Word 2010

\Microsoft Office

\Microsoft Word 2010

\Programs\Microsoft Word
2010

“Programs” TEyUEA T

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft Word
2010

« prefer="\Folder1\Folder2\...\ApplicationName”

=LA

]

iy

all

EXREFERRS “FHR” FR TREXNRES X B EAETE, REMNENBEPLNEENAREFER,
BRILUER MBS RES AR 4R, MRREFAXFBRELIRHIBNERER, LEFIFEEER. W

RBEEHETHE, WHEBEASIS, REXSKNE, BEXMRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer=

\Microsoft Office\Microsoft
Word 2010
\Microsoft Office

\Microsoft Word 2010

\Microsoft Word

“Programs” TEyUEA

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Word 2010

=LA

=
=

£

]

iyl
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BEXHEMXBFHNES, 5SIH StoreFront 4L - A50ERSD FE “HAEIN.

EMETHE

HEINRE AT EE X N AR ERENEMSENERF[. EAUETERE LR —aFRRETSFINRS/\GERES.
BJLA7E Desktop Viewer i 2 RBHBIETFHEEEINE TR, TEMNETEP, BRIUAHIKFEARETLL
BESDWMAZSIPIEMETS. RIEFFARETRSIMRNIEEB D LRI BRR.

fEe ] A AT DPI 4814e DPI IEECR BB RE818E DPl. MAERMETRMER, BRABEAXNHENERRIE,

IEENERTE2RF. RERSRERE, FEFEMERNELAHHNAER. KEEERTSIEFHEITHMER
GiER,

BE&ER T Windows 9 Citrix Workspace 2R 2106 2, £2F. ZETREASIENIIFEMETRHR. RINE
AT, BEPMETHERLTEARS. EZETRETRF, NREUERENEHTEL/ \MENERSE, ERNENE
TRRRNAIFMERIERE TR, NREIIRE, EMETHERBRZE, FNAZEERIERTR.

ALUETIRE U T EMRMEZR %S B nasigaIEe:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

2Z#: SplitAllMonitors
7. DWORD

f&:

Nz FRtE 7 B Bh R a]

ERRIETRIRER UERNAEFES RSN RS RENRNENE, MATRAFREEMRLREE,
BRI IETBIRIE. MBHRIERERFERE Citrix Workspace N AEFB St &E7E I RIMETE (J1RA
FEER) 8IE#,

RS SEREEE T ARFNERNE, AFEEAT Windows # Citrix Workspace [z AT R H iR INF K
PEER, TR T —RIEZE, REFBERTEER. BINEZARER ctxprelaunch.exe E&IEPIETT, 8
HEARE] Wo

BXFMER, BESRATEAEEZAHMN “Citrix Virtual Apps and Desktops” —XHH&IE B SIEERE
o

BIAZBARIEMEhIEE. ERARIETMEhINGE, B7E Workspace s <478 ESH ENABLEPRELAUNCH=true,
HEREMRIN EnablePreLaunch &R true. BHAEE null RRFUSSHTIAER FREARS.
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} =r

AR

MREEE P HITENEE NXIFHAERE (SSON) BHWIE, NEEHEBTER. NREEEFERIEER (SSON)
MABB#ES, 5% EnablePreLaunch ;3fRINEIZE N
false,

AMERMERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
e HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERITRE:

o ERTER - MARETEAPNEREEISNRIIZER, MEREZNREAAESRENR, BEELEER
SNEMER. BRaLLUBEEREEN Citrix Workspace M B2t & &N TS ShIhEE,

o ITRIBTEE - B EITRETE I RIME EE RN, HRINFBHXERFIREEFBEITREESEHRIEERR.
SNRELART TR BRI RBEXM &M, RERFBH. AHZMEMRSB[BAR, ZSEREITRI
BIERREEN. g0, MRITRIBFABEHITRITE 13:45 #17, ELM R 13:15 21 13:45 ZEER). BEES
MERERER.

7£ Citrix Virtual Apps fR$5 2 LEEE TS sE1E:

o SIR. BAEMERTIRTIRAER, UKk
o ERTEHITEENAREFRNAFRIEIRE,

THefEMA receiver.admx XEEXFBGITEE, BR, BB ECIMRERELTEHERE, AIUERE
iBEAT Windows 9 Citrix Workspace BiEFHia sz BESCEMERE,

« HKEY_LOCAL_MACHINE BEEEFiHZEIEFE N,
o f&r L@ HKEY_CURRENT_USER EER—itBH LRAFRNAF RERENIRE. BFLHEEENRED
AIE HKEY_CURRENT_USER {8, &R LA RARE T ERERRZ,

HKEY_LOCAL_MACHINE J:ftsRE:

3t F 64 i Windows #2 15 & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

tF 32 i Windows 1R % : HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£#5: UserOverride
8. REG_DWORD

&:
0 - £ HKEY_LOCAL_MACHINE &, EnfEREA7EE HKEY_CURRENT_USER &t 2%01t,
1-fEA HKEY_CURRENT_USER & (#NRXLLEFEE); TNEEA HKEY_LOCAL_MACHINE &,

Z¥R: State
%A REG_DWORD
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&:

0 - Z2FFRETIEE.

1- BRENTR. R ERPNEREETSHRIEERBE.)
2 - BAETKINTRR. (FUREIThEERTER Schedule BRE/MEIEEE.)

##. Schedule
2% REG_DWORD

f&:
“SHIMTRETN” BIRtE (24 /B34l FIEABEHRUTERREN:

HH:MM M:T:W:TH:F:S:SU E& HH #0 1:0:1:0:1:0:0, Z=1&3:br7E 13:15
MM F9/)\B3 $50F0 53 05 F113:45 ZiEBnh.

M:T:W:TH:F:S:SU Z—RARMEA
mBH. B, BEEEH—. BH=
MEHF 13:45 BA “HRINFE
&7, &% Schedule 8E R
Schedule=13:45

HKEY_CURRENT_USER /Fi&1&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

x4t State #1 Schedule J#it&Rm5 HKEY_LOCAL_MACHINE BB #ERE,

REABEEM

WEHAREEARBEAFEERARAZAEFHIENMENZE G URL BEERA. RS3HEEE Studio HIgE, &P
imERBENIZE Citrix Workspace [ A2 AR R EEIERPIZE,

Citrix A% P52 URL EEMRHENTEFIHREERN AT AR, B2, HITZNEMAESN Windows
ERIREANEREEE M,

AILUERU T A EZ—BARRARETEER:
1. AAXRBER (GPO) BIEER
2. EMRRIEDS

3 =

=W
o WHAARBREERELMNAERIFRLTEARSHRIERREER,
o MAERSSMNEF I EERANEABTEER, ERSSHF G E2AY, ZIEEEE
o 84% URL B, aTLUEE— URL SS9 5RE URL 51K, TILMERES (%) fER@ERT.
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EfH GPO EEEREENENEEER, BHRITUTIRE:
BEERREERT Windows 89 Citrix Workspace R BiZFi#AA RN R EEIEIRE S,

1. @idiE T gpedit.msc #77F Citrix Workspace [ A2 F4E RIS R B IR,
2. ERFRETAT, EETEER > FLHEEER (ADM) > Citrix £ > Citrix Workspace > Bk,
3. EREWEANBTEE R K.

m Bidirectional Content Redirection Previcus Selting | | Next Sefting

O Mot Configured ~ Comment:
(® Enabled
) Dizabled

All Citrze Workspace supported platforms

Opticns: Help:

Published Application/Desktop Mame: Bidirectional Content Redirection is the feature that allews URLs
to be redirected from client to server and vice versa based on
| configuration.

Above Mame is for Published Type: -Published Application/Desktop Mame : Indicates the name of
— the published application / desktop used to launch the
|ﬁppllcmn W redirected URL. This is not used when Bidirectional Content
i Redirection is enabled on any of the active ICA sessions. Whether
Allowed URLs to be redirected to VDA its Desktop or Application is decided based on the Type specified
| below.

_ Enable URL-specific published application ar -Above Name is for Published Type : This indicates the above
v desktop overides? Mame is whether Application or Desktop,

URL-specific published application or desktop =fllowed IJF_ILs to be redirected to 1|.|'|31.|51;_.' This ir:l:ljcat!s the list of
J—— URLs that will be opened on VDA, Semi Colon ;" acts as 2
delimeter, "*" can be used as wild card. For example *xyz.com.

-Enable URL-specific published application or desktop overndes :

Allowed URLS to be redirected to Client: This indicates whether the URL-specific overrides, specified

below, are active.

-URL-specific published application or desktop overrides ; This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

b

oK || Cancel || Apply |

1. AEABHNBEFRSEZTFRTD, RUATRHHEERN URL ER&AM.
AR

4% URL BY, 82D URL USSR URL 5K, TIUERES (%) (ERBERR.
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2. NEEHRERNE.AHRES, REFEEFF RN BREFNRE.
3. ARFEEME VDA B URL FEH, MAXGMEEBHN URL. B S7MRIIR.
4. EEEEREA URL KENERGNAEFIREEN? EHLUER URL,

5. BRETRUBT—MIIR, EPESHMEASAFEEBE VDA 89 URL FERH7IHAESR URL ILE, ZEL
ME BRI AERFRIRLE,

URL-specific published application or desktop overrides:

Value name Value
hitps://www .sample.com Published Browser 1

http://* intranet net Published Browser 2

6. EAWEEMEZF K URL FE&H, BASTMRSBEEBDEZF K URL. A SORYIR.

&4 URL BY, 8 £ URL USSR URL 5IR. TILUERES (*) (EABERR.
7. BENAME.
8. Em<1TH, 51T gpupdate /force &%,
BERAIMRBEANERNBEER, BHRITUTRE:
EEANAABTEER, EM Citrix Workspace RAREFREXHX C: \Program Files (x86)\Citrix\
ICA Client) i&fT redirector.exe /ReglE &%,

BE:

o FHEREEAANFZSHHMEFEE. fla0, NRIKET VDA MNLE URL https://www.my\\
_company.com BEENEEREIZFF %K VDA, ML ERBHFEE.
« URL EEMX%HFEN URL: HINTER 5 2509thnt 1= h e AN W 28 SAT IR URL, BABURTF R
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2o

o NRETRBMERTENNBEFERZ StoreFront ik, E StoreFront tk P M ERZFIERT
BHNAEFREERIE

o FNHEEOMNE URLEEEIEF IR ER. URLEEHEE VDA R, MRHKEHEITH, EXEHN
URL BEfmam-R 1T,

o S, BFERME. PDF EXXHFRIERAEEE,

o BRNEFE—MIRSEXGEEXEK, HEFNRNBEEAERER—&SITENLIEER “BBA", Citrix
BINEERRS S/ RBXBERENANE (URL) EXAINEE, UHIA URL EEAERIET.

+ 7£ Internet Explorer 1, ##Hi&E > Internet &1 > 54, AEERNBEHO THERE=AHE
I REIRIE

[ERRE:
MREERBFRIESHEAMEY, WAREFERLENH,

EF Chromium 893528353 E URL

REABEE @R IFEERRSBHNEF HELNRES URL BEAINEFIREERIIRSBURMBRSBEEHDEE
P o

BR532855881E Delivery Controller Li&E, B imsgTE Citrix Workspace NHTEF Eig B, XLk RS LA 5RA%
318 (GPO) BEERHITIZE,

Bk 2106 &, B4 Google Chrome # Microsoft Edge #1173l URL EE M #.
WEFM:

« Citrix Virtual Apps and Desktops fz7 2106 s E Sk 8.
o NEIREE R EBIEFARE 5.0,

E3%% Google Chrome %38 MBI A URL EEM, iEM Citrix Workspace 2 REX 4K PIZITU T

A .
4

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /verbose
pE= W
7£ Chrome %588 EEAX RS, FBEM Chrome M ENAERENARARTEE BT B

ZMImE URL EERPECHEM Google Chrome %128, &M Citrix Workspace M AZFLREXHEZFIZITUT

e

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /verbose
AR
R NIRRT R TTENEIMU TSR, BEREZES:

Websocket connection to wss://... failed.
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Bx1£ Citrix Workspace i AEFHEE URL EEAMNER, BERANAEARNEEEM,
BEXNEBRNBTEETANFMEL, 155 Citrix Virtual Apps and Desktops SR HBIHI S 2R A EE Eo
51k Desktop Viewer §O%AS, EHRITUTRE:

WREAT £ Desktop Viewer &0, MEIAMERT, RFIFFHRENKEFE LR, MRAFBERNEESZ MR
E, BXXLEIENEEAIAET AR, B mEEMRRES, ERIUZRARIATAHLE Desktop Viewer &0
TR,

JINCy

AMRBEFALRSHTENG, AJEREEEMRERERS. Citrix TERIIETMRAEERERATYSHE

IR RARERB IS LURIR, BREMRFIESEF BB, EREIMRZA, BSHHITED

s FAFPKREL, RERENILRENYFIAFEEIZH SSRGS TR, EUTIRRIZ—FEIE— B

DisableDimming 9 REG_DWORD % 8. MRE#i&& LM Desktop Viewer, MEEENKE:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer
HE, ATLUBEEUTEMRIIZ —eIEERM REG_WORD £ BFRE X AKMEL, MEEEHTHE:
« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXETMERI AT, EZLER Citrix Virtual Apps and Desktops # Citrix DaaS B REEEAILINEERE
T 5REE,

RBizZBIRENETIFEME, HII0 15 true,

MRKIEEXBREFKEIRE N 0, NI Desktop Viewer 1L, MRIEET ZMEE, WIFHERUTRES.
FRANE-— N REREEHEEOSELE:

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

> w N =

Citrix Casting

Citrix Ready Workspace Hub B¥FHRRNYERRLESTE—E, ERENBETAPRINARFNHE. T8
MRSERTIRE (H—EWR), BB AREFMEREE, LeIEEEUNMmNIFE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & t#iEmik. =17 Citrix Workspace M FAZFHIZ&EFIE
%) Citrix Ready Workspace Hub, HigMAiE2F XSmRS TRANE R L, Citrix Casting {X7£ Microsoft
Windows 10 ks 1607 & EShkA<s Windows Server 2016 -3 #F,

Citrix Casting ThEE RV MISENIRE R R &M R ERN AR, HEXRELET.
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} =r

AR
« &ATF Windows 89 Citrix Casting 3z#% Citrix Ready Workspace Hub fz7x 2.40.3839 KkE=EhR 7S,

FHARRAH) Workspace Hub BTRETE R R AN E S B PR ST IR,
« &AF Windows & Citrix Workspace R 12 (RFA@IEMZA) F3z#F Citrix Casting Thig,

WEFM

s ERELBRATEFUELM Hub,

« Citrix Ready Workspace Hub #0 Citrix Workspace 5z i #B4 AL F R —M4EH,

« a¥F1EIETT Citrix Workspace R REFHII&&E S Citrix Ready Workspace Hub ziafERi#0 55555,

« 33F Citrix Casting, R1SBELEIHO 1494,

« B0 55556 #A#Ehig&E S Citrix Ready Workspace Hub zjal#y SSL EiZMBAG 0. BILL7E Raspberry
Pi Mg B E LEEE AR SSL w0, wNRELLT SSLiwO, AFR¥FES Workspace Hub Zialiaz SSL
pE:

« Citrix Casting 1%7£ Microsoft Windows 10 h4s 1607 K& E&hi4ssk Windows Server 2016 £ #

o EREHENETT /IncludeCitrixCasting &< LUBA Citrix Casting,

fZE Citrix Casting 55p
AR
A UASHE “BAERI RNLBHABHINE. BXEAEE, BSRABLRERRN” Ko
1. AREEHEMXIETH Citrix Workspace N BEFEMHERSRE X,
LB 2 R R BT IEE,
2. 3&#% Citrix Casting,

LthES % 2 R Citrix Casting XHiEHE,
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@ Citrix Casting

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save Cancel

3. ERLU TRz —!

« & - #8772 Citrix Workspace 2 EzhEtEap Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, RERzhEIEEN Citrix Casting) - 8RR 1E

Citrix Workspace R f#2F mahegEsh Citrix Casting,
%% No (&) EWMA=LX L HFIRERNRIE, ZIREXET—RES Citrix Workspace [z 28y

4. BEHEFREFUNAFEENR.

Ve

#{ai% Citrix Casting 5 Citrix Workspace N ABEFE AR

1. && Citrix Workspace MAB#iEFF, HEEZNISE EBRAES,
S 2R A Hub 7&K, %51%#& Workspace Hub 453 &289 RSSI EH .
2. ERERSFREREMN Workspace Hub, SREERUTERZ—:

. BRATENIREHBEERARRIFEEEEN Workspace Hub i&&.
o FEETE Workspace Hub & RREBEHEBRER.

} =

AR

Bt Citrix Workspace ZAiEF A~ =iRH Citrix Casting.
7£ Citrix Casting BAIHEES, M7 LUITFIEmR:

1. HaESRISERREINE.,
2. RIFET.
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3. Wi ERE, ATELYNRERTRIE

4. EREFR, BT Workspace Hub FRinEIMgE .

5. AREHBEHMXIFFH Workspace Hub EfrH %2R UM AR B RS2 IEERE, HiBE Citrix Ready
Workspace Hub,

Citrix Casting - Refresh

Current screen | Superior-Lake
casting session

Available Favorites tab

Workspace hub

raspbermypi .
set as favorite

. . a3 tes
List of available haiyang_test

workspace hubs
liangc-dev

WorkspaceHub-debao

Workspace
hub icon

BieIR
3R Citrix Workspace [ AR T AN ESEEANMEMAET A Workspace Hub # 52 #17i@E(E, BRFEEERS
SR &I

1. Citrix Workspace M A2 Citrix Ready Workspace Hub ZE#ZEIE—M4E,.

2. =B85 Citrix Workspace M BiEFMI&E BB T RF H HEFIEEIET,

3. Bz Citrix Workspace M R2F#i&#&E Citrix Ready Workspace Hub BSSEEIR (NF 10 KE&REEZ

KRB o
4. 1% Citrix Workspace M B2 F 2 sh ¥l %28, AEEAN http:
et HEERET Workspace Hub i&&8iZ4AE S,
5. 7z Citrix Ready Workspace Hub F& & RIF, HE=iXEHZERESI Workspace Hub,

B 18] Kz PR

1. %% 5 Citrix Ready Workspace Hub i&#ZIE—M% Z i, Citrix Casting REEMA,
2. MBHIMMLKEA, Workspace Hub i&& EATREEEIERERo

3. EBY B, B5h Citrix Ready Workspace MABRRFHNERBESNIFEZ R,

4. ETBRERT, FEBHBERSBGENEETRE,
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5 RELNETRELZEEIMAZAEN, FRESZENSEMNAER. fli, BEIMRLEZNK. FRARAX

ET,
6. ERERF2IEE, MRIETT Citrix Workspace M AEFIEELTHE. EBRIAKRERS, WEERNS
BREEIR,

1. A ITPRERNRIE,
8. Citrix Casting ZRMRARE S PFEN 1920 x 1440,
9. Citrix Casting %z #¥ Citrix Ready Workspace Hub ks 2.40.3839 RE=E 4. FHRAH Workspace
Hub BI8ET A R4 NS NS BUH IR T HE IR,
10. iEAF Windows B Citrix Workspace AR (RABEERE) RZHFIHINEE.
11. 7£ Windows 10 Build 1607 /1, ATAET AEMEML FH BER Citrix Casting,

& % Citrix Ready Workspace Hub #9i¥4i{s &, 35 i Citrix Virtual Apps and Desktops xx#4/#) Citrix
Ready Workspace Hub &4,

E5 USB REEEM

USB 2.1 XEEhAXZF USB E5IRENHE, BIZNFIREEIR— USB SAHZRMNERE, ERERAENE
BIrtIMEZ240EE, HP—%0S 00-ff BFMRE N Fig&E, REEBS5AEMIRIRRM USB ig&iRM
#E USB S40R AT EZM USB S4B AR,

ALREEFPRER EARMNESIRER LG ENENFNUTIRE:
s BMEAUSBgE, &
o —HHMUNTFIRE (FDIRE)

¥A84 USBiLER, BMEEENERAAIH, BARKHELENES FNAMENARERERMERILE, SERK
8 HDX izi2{a3FrsEay Citrix Workspace & i,

NFRHEMTEEH, BERERHFZIMKEM HID 238 USB BNIRE. WMRBMREEAER USB @iE#175#
%, ZigEEFEEBI ML HDX SSi@EHTEEM, BE, B MU HDX S@ELEZTMNY, TUKRNRE
3, XS5ERFNRSMENEFEDER USB ZEERLENTNAE, TAHRREN USB SHMhiNrIgESiit.
ASRENIETREBTRECEREXFAMENEMERIENESIREN -2, EhFRIIXERH, Kk
TENEGREN, ER- LARRENBRTEERLELE, ERERERIENLAREFPERI.

Efp xR, Citrix BINEIRDEGIRE, HEERREMRER USB @ENFEO. ENFITTHREMFIRE
IR E P imiG SR LN ARFEER, SRR HDX &38H Citrix Workspace R B#ERF, RBMIAIFEFER
RERRITEREHMTERIEEM,

REHN

5% USB i&&—#, EREEPIGEMIGEMNS RS EAZE % Citrix Workspace NARFEBERIEZEATELR
ME&i&E. Citrix Workspace R T2 X LEMNRTE 7 YFePE IEHLE USB & &H L FRERIE,
SMNEHBEXRT (R, EESRIES). BS (1) UWhS5HSR USB FRAFHLFEELENSIRNSNLIR
SHAMN. XEDESHWEEZTEN USB EERFRITRBSH USB k&R T oitdE.
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BREMNZSFMMNE—THHNAX, £ # FRZEEIUETR. AMNE EMTHITRAE (RIEEEFRER). KAS
REHFIROALEE—FAN, EFAEAFEIRE RO ELMNER 2B,

&N

ALLOW: vid=046D pid=0102 # &3 vid/pid A iFFEIRE

ALLOW: vid=0505 class=03 subclass=01# & subclass=01 B s iR 0505 #9EM pid
DENY: vid=0850 pid=040C # {E445Ei8% (BIEFREFILE)

DENY: class=03 subclass=01 prot=01 # B4R E T iES TERENFEIRE

CONNECT: vid=0911 pid=0C1C # #iFH B ahiEiEis € i18s

ALLOW: vid=0286 pid=0101 split=01 # F 2 L& &EH A FFRERED

ALLOW: vid=1050 pid=0407 split=01intf=00,01 # {FHH B R ¥ 2 MEO

CONNECT: vid=1050 pid=0407 split=01 intf=02 # {5 B &hiEEE0 2

DENY: vid=1050 pid=0407 split=1intf=03 # F51EiE0O 03 WiTiZikA

I LUER U MRS ES S AN N A EB R AR E

LIRS A

vid=xxxx USB & & #RzE ID (I +-7<5#HIE3)

pid=xxxx USBig&&r™& ID (mfi+7ileg)

rel=xxxx USB i&#&hRas ID (MOi+7<i#tHIRE)

class=xx USB i&&£7MRED (RAL+7EHIRED)

subclass=xx USB & FEMRED (RAL+7EHIRED)

prot=xx USB & & XA (A7 EREE)

split=1 (g split=0) EERERD (HFFD) NERRE

intf=xx [« xx. xx. ...] EFESREMFIEFEOE UESHRHMAI+S
HHILEDFIR)

BN SHERGIN BHNE USB 1%, MRKEEEFASH, ANBETEAFZSHMNEAERNIRE.

USB Implementors Forum #iFBEXZE, FRMBE ERBANETIR. USB-IF B4ipEmadtreg 1D
IR, AT EREE Windows 8BRS EMEA UsbTreeView ERE#E T ANEIFEIREMNENE. M. hads
O 1D,

LEFEN, REMIMSHGERT USB E518&E. IFNSHAEESREVIENFDRERRERFNENESR
B,

Split=1 REHFRE R RENFMEFEOFENFDIREE L,
Split=0 RRTER D EEIRE.
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} =r

AR
RS split 2%, MERERER Split=0,
intf SEERHIRHRIEN AZINE SI8ENREFED. MRRZE, ZIRERNATIS S RENAMEED.
EZERMFEHAAF=MEONES USB BENiLE:
o 0O 0 - BMKIGEIHRR
« M0 3-HID Xig&imm (BENEHTIRHE)
« OS5 - BB/FEHEO
BIAE A T IR B G SR 64E
o CONNECT: vid=047F pid=C039 split=1intf=03 # A FHE&EE HID i&&
« DENY: vid=047F pid=C039 split=1intf=00 # £S5k =
« ALLOW: vid=04T7F pid=C039 split=1intf=05 # 521 mgmt intf BFR B %
BRISE N RS
iEATF Windows #9 Citrix Workspace M BEFEIE—HIRINEEAN, XEMNELTEFERTTENIGEE, Ha
HERAEFEEBIIMNEELRT,
AIUE LT RGUEMRAIECE AT BRI EHN

o HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 i Windows) &
e HKEY_LOCAL_MACHINE\Software\WOwW6432Node\Citrix\ICA Client\GenericUSB (64
fiL Windows) , %% DeviceRules HZ =T EETF,

B2, E3EATF Windows i Citrix Workspace MZRi2FH, BTN A USB i&& MM SRS R 2= X Lo BRIAFIN,
B HERT Windows i Citrix Workspace N FTERF B AIEE NI, EHRTUTERE:

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EBIRR,

FRPRETAT, BEEIEER > Citrix A > Citrix Workspace > ini2iEiZE P inig&E > @A USB it
ik,

#%E USB i& &M SR,

EEERR.

7£ USB &N AHESR, ML (SREZRE) ZEEM USB g&HM,

BN AME.

N

o AW

Citrix VG R LRI IR B R P IRMHRFIARN , 757ERE RGN H BN LR BER T EEIT N,
Z# USB %%

HERERIER, 759 USB i&&7E Desktop Viewer REVIEE T2, tboh, BAILIMEIRT > &&HPEFKS USB
]
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= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320 3 | HID Device

Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

Audic Device
Manage Devices
=z

AR

CONNECT xs#FnifEmER USB k&, BE, MRFDES USB kELUARTER USB EXE@IYRER
CONNECT x%F, MHFM Desktop Viewer s OF ahiiFizig & LUEZA TR E,

ENARFRIER, 759 USB ie& B REEERLH,

@ Citrix Connection Center — >
Styles
Connections Session
'gjj Active Disconnect
=-{5) FTLPAT7ME0S008
™ Adobe Acrobat Reader DC - \\Remote i
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USB Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) »
Application Manage Devices
< > Teminate

1 Server used, 1 Remote Applications

Close

REIERED, BRITUTERE:

iBEATF Windows #9 Citrix Workspace R A2 2109 5| A#) CONNECT xBFAFEEER USB i&&. 0
REBRAAFSERAENZEOERIEPEhiERE, CONNECT #LUei&is ALLOW #ml,

1. @dia1T gpedit.msc 77 Citrix Workspace Rz T2 4H 5BE 3T R B IRIRR

2. TRAFPBEBET ST, REBEENR > Citrix A% > Citrix Workspace > ZigiZigE Finig& > B USB iz
EER.

3. &4 USB & & M NIERRE,
4. EERBEBR.

5. 72 USB igEMNXANEF, FINEB=NEEN USB &%,
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%130, CONNECT: vid=047F pid=C039 split=01intf=00,03 - 4 iFFHE&I&EUKZIED 00 71 03 EOH
BEnER, HRFIZKSHEMED.

6. BENAMEERFILRE,
B USB ig & B ohiEiZE k.

Citrix Workspace R B2 iRIE /) Yl R E AR B W EER B ohiEiE+ CONNECT 2/FRICH USB 1&#&, AITE
Desktop Viewer T Ef=thEXEXEM, 1 TEFT.

— N e 1 | +f ]
» 'ﬁ# b (Saae] TR
Home Ctri+ Alt+Del Preferences Devices Full-screen Keyboard Shortcuts

-:" Citro Workspace - Preferences

File Access Connections Monitor Layout

Microphones and webcams

Session Settings Global Settings

() Connect automatically Preferred Webcam
() Do not connect Automatic

@ Ask me

ni.Ji1 al cameras and scanners Relative Mouse ':u-".1'||._;~.

T Connect automatically [ use relative mouse

) Do not connect
%) Ask me
veneric USE devices

|| When a session starts, connect devices automatically

[[] When a new device is connected while a session is running, connect the device automatically

BRRESIHNHENEEEEFIEE B LT ENEELEEFERIEPFNEE. RABERT, TERAXLERE, MNRHM
BohiEEEA USB 8%, AUEREIET,

&, BERTLUEIM Citrix Workspace M AREFAEKRN R ERERBERNNERRBS BAERT, TTUE
HIPIRAR > Citrix £ > Citrix Workspace > iZiZiEiEE P imig & > @A USB imi2iEE THEHENMA P 5.
FAR AR 2 BIFRIC A “BlE USB i&&” #1 “#r USB 188"

BHIRDIRERINRE:

© 1999-2022 Citrix Systems, Inc. All rights reserved. 136



iBEAT Windows B Citrix Workspace R BiEF

BIMBERT, EATF Windows 8 Citrix Workspace R FARi2FRIF 72 EI& &MU REAFIRIE A Split=1 WE &R &,
B2, PJUERBINGHUIFRDFIE RELEIZEANSER Split=0 M2 E &i&%.

1. @idizfT gpedit.msc $T7F Citrix Workspace 7 FiEF4A SRS R EBIRR,
2. FAPBRET AT, BEEEIEER > Citrix A > Citrix Workspace > imi2iEiZE P igig#&E > @A USB it
ik,
3. RFRDIEEEE,
4. EEEBMA.
5. BEHNAMMAEFREFLRE,
AR
Citrix I ERENIREHNRIRFNFEHRDHFEIREHED, MIEBFRBINEENM, L% EXTEE R
HPF Ao
RRM:

Citrix BIWEREIFRDMEBEIBED, BRSZE: F£HRBA USBEEARBZREEEAIENMEE. BEIEM
HERtEE, BEAMIERIENEE,

Bloomberg i##

Citrix Workspace R A2 RN AR F A KRERIERER Bloomberg i, FIRHAMREGHRE, ATIU
FEREEATF Windows B Citrix Workspace [ B2 s EE R MR HmIERE A Bloomberg B2k,

S5ipggEEt, Bloomberg BEIRMHEAMINAE, BIARVFAFIHIRMSHHEBEHRITIS.
Bloomberg &R BE— M2 shell P82 USB 18 &4AR:

o B

o IELURENER

o BINRE

o ATRABEXLEIGEEETIRAM USB L4
HID #%58, BIAIESRENHE. AeZEMRARSE

BT XLRENEMINGESS, SIMNRERIFRLRGE. REFAMNEE LED,

WMEEREINREFN USB 18E, AREIEFERLTAE. KEEMAIESEMKENRIETA, ERMEIEEE
MEMSMIRE. b, TRIMERES—IRE—ERA, FRESIRIEZEHE,

FEIER Bloomberg BE# T2 N R1E, ZRBRERRIEFRPTREGER.
ficZ Bloomberg ## 5:

HRECE Bloomberg #2MEMIZEO. BEATF Windows 89 Citrix Workspace R BERF 2109 #2, SINT—1
##9 CONNECT X#F, UAWESIERHIRERANB&ERE USB 8%, HAFFE USB REJZOBMERE
B, AILAfER CONNECT x#F &, ALLOW X#F, LUTRAIEER CONNECT XEF,

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EBIRR,
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2. EHENRET ST, BESERIR > Citrix 484 > Citrix Workspace > Zi2iEEZ Fifig& > &M USB
ImAEER

3. IR IR E R

4. EEEBMA.

5. 72 USB i@ EMMNXAIEF, RMUTAY (MRFEFE).

+ CONNECT: vid=1188 pid=A101 - Bloomberg 5 £#4HFIR =R

« DENY: vid=1188 pid=A001 split=01intf=00 - Bloomberg 5 F##&

+ CONNECT: vid=1188 pid=A001 split=01 intf=01 - Bloomberg 5 $## HID

« DENY: vid=1188 pid=A301 split=01 intf=02 - Bloomberg 5 {#&2 Z @&

« CONNECT: vid=1188 pid=A301 split=01 intf=00,01 - Bloomberg 5 $##& 4% HID

6. BEHNAMEE RFLLRE,

7. AEEDMEOS, EREREDF, AREERSERREERN— IR NEEE BENEONIMREL
BEsE BRI,

i3 #24E Bloomberg $## 5 AItER, XEHBPIRRM DENY MNGES EREMFTINEE T BT ER USB EE
M|, MeEdiir@EEH#TEER. CONNECT MNAFEIEEMELHER. #E FARHRIRR UK S BEHE
REFL R,

it E Bloomberg $## 4 3% 3:
/J\IB\

AMRFEFLHLSBERG, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEEY
HAVB RS IS LURR R, EREMRIRIESTEENL, ERIEIMERZA, BSBHITED,

1. TEAMRAREI LT AR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. ITUUTREZ—:

o EFALLIIEE, XFHESH DWORD. #7575 EnableBloombergHID #9%H, EREIREN 1.
o ERRAILIRE, BREIRERN O,

EATF Windows BB 11.2 a4k~ igf Bloomberg $#5 3 &%,
Bloomberg 4 4 Z#HEMATF Windows Receiver 4.8 &RE=ARAS,
MERSEREH Bloomberg 5% 1%:

o EREBNENTESBAETY Bloomberg SR 1, 1512 Desktop Viewer tfalike Bloomberg $#
BigE. MRAKAEH Desktop Viewer, FITEEITENIALIITEN L0 E FM*R,

« MRKBAX Bloomberg ##19%2#%, Desktop Viewer ¥ &E7R:

- M&AT Bloomberg ## 3 Wi&#&, £ Bloomberg Fingerprint Scanner (Bloomberg #5
£33 1 Bloomberg Keyboard Audio (Bloomberg $#&547),

© 1999-2022 Citrix Systems, Inc. All rights reserved. 138



iBEAT Windows B Citrix Workspace R BiEF

- —MEBREEAMNIEEBT Bloomberg ## 4. 1tig#& 2<% Bloomberg LP Keyboard 2013
(Bloomberg LP $## 2013),

« MRBAT Bloomberg &M 1F, Desktop Viewer FRETRHNEE. EF—IM5S5UR—HETRA
Bloomberg Fingerprint Scanner (Bloomberg #833#1%) , 5—1 2% Bloomberg Keyboard
Features (Bloomberg $#&I8E),

« MEKRZ% Bloomberg 5T ILLE I IERF, Bloomberg 18413 & B ATRE R = 7E Desktop
Viewer 2R, MR ZFKE, Bloomberg s M NAIREREZHITEER. BMAUKRERAT
Bloomberg #2709 EHAh Bloomberg i&&# & ¥,

o ERILEEFMERFNE, LRIACEBET X!
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHID

MREREEHERN O (T), WAREA Bloomberg #RMZH, MREHN1, WIEEAZR.
/2F Bloomberg #&%i%:

=z

AR

Citrix Receiver for Windows 4.8 i&i2 SplitDevices 5BSE5| N\ T X E 518 &EMNEZ . B2, 5T Bloomberg
$E 4, WMER Bloomberg R THEE RS LLERES,

53 Bloomberg &M% FHFHNERL USB REEERTIRENS R, RMNBERTRBALLZR.
o ERLEMEBARR, BETEam<iTH ENABLE_HID_REDIRECTION E4rERRZE N TRUE, f0:

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB”
ENABLE_SSON="no”INSTALLDIR="c:\test”
ENABLE_DYNAMIC_CLIENT_NAME="Yes”
DEFAULT_NDSCONTEXT="”Contextl,Context2”
SERVER_LOCATION="http://testserver.net”ENABLE_HID_REDIRECTION="TRUE”

o BRERNEGEBASRE, BRESTRIEGNRZETRH Windows EHx:

1. 377 “EMREERE",

2. SMEIT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. WRE EnableBloombergHID 7275, E#TE, LUMEEEIER 1.

4. w1RfE EnableBloombergHID R#1E, iE8IE—1 %5 EnableBloombergHID # DWORD {&, #
REEHIE 1,

2 /A%t Bloomberg #£8%15:
A LU FRRREBA A R 2 BT Bloomberg #8115
1. EETHRNEHREN AR MR RERS.

© 1999-2022 Citrix Systems, Inc. All rights reserved. 139



iBEAT Windows B Citrix Workspace R BiEF

2. SMEILUTFEMRI:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. 3RfE EnableBloombergHID 777E, &#iTiEHK, LUEEEIER O (B,

tNR{E EnableBloombergHID R7E7E, MiERAZEY Bloomberg #RMNTF. HELHEBFRT, F1FE
EEMEMRE,
ERBAXEFNER A Bloomberg #4:

o AIEBHIEG PR E A Bloomberg RS IHHNER TEARRE. B, TEESMRIEZEHEZZ AL,
HEAIRERIBE ESM WA 5 1E N AYIa) L,

+ Bloomberg B2 Z@EZBNAIAARSERMEMBRER, FHRERITEMTHIZE,

o W% Bloomberg B2 FMgEEERFIRIET, 7 8EEAE A Bloomberg &%, IR EEHHZ Desktop
Viewer, M 2R USB g&MHIEEZMHIEEZM, HEH Bloomberg #&2E5MGHT Bloomberg $##

g &EET.
o BRI EETEME Bloomberg 1848311, 7 REEMIESURINEE. MBREARMREIELURINEMIREHIE
FF, REBREETUTARS:
- MRBBENIEHILE N BhERSE, HE
- UATRPEEESEFRE,
s, MRERIRIFZFIEER Bloomberg %, HEAMAFIEIESORINERDIZRT, IESURMBERR
Bx, HEERIERLEER.
AR
3tF Bloomberg 3, ENRIFH MRS UERIESORIES, HEXEHE, 21k Bloomberg 4 #17E%E
Mo
BERZFEME Bloomberg i :
o MREBHIEHPBA T Bloomberg BE/MLHE, BREBESIERHEZLRARRINGE, TEBIE
$irR IR R AR SRR AV IRl

« B Bloomberg ##8M & FEHEIEEE R Bloomberg #REMi&E. MEXARE—IHIEE. NRE
fEARE Desktop Viewer, Ltig&#i7 “Bloomberg Keyboard Features” (Bloomberg $g#&1h8E). &
EmLigE A AXTERELZ A Bloomberg #i#,

B H Bloomberg @& %5 ¥ Mm% A Bloomberg 12BN FiMigE, EAfASERBNESOENENHFRNERE
Bz #EEd R,

DPI 481

Citrix Workspace M B2 A% DPI BHIhEE, L3 Windows Bk LR E RO ¥R DPI Bt AhigE S =
N BEFMN K ESIEH#TTILE,
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DPI BRLLFIETBEATARYT. BONKETREE, UEBHFEMEENRIETNARERF. X4, BEMEMER TH.
BINERAT, LI TFRARS, $IE “BREEN FRE BT EF HERKIREHITRE,
AILAER T ERECE DPI 4874

1. EFEENR (GPO) BEER (BitENEE)
2. BEEED (SRAFKE)

EfFF GPO BIERIRACE DPI 487, 1EHITIUTIRIE:
1. @dis1T gpedit.msc 77 Citrix Workspace Rz B2 4H 5RBS 3T R B IRRIR
2. EIENEET ST, BEEEIREIR > Citrix £ > Citrix Workspace > DPI,
3. %= DPI %EL,

A High DPI O >
E: High DPI
(O Not Configured Comment:
(® Enabled
() Disabled
Supported 0N | )| Citrix Workspace supported platforms
Opticns: Help:
Scale the session for high resolution? Use this policy to manage session scaling.
Mo, use the native resolution e Enabling the policy makes the Citrix Workspace DPl aware along
Mo. use the native resolution with the flexibility for the session to change according to the DPI
‘r’e applied in the multi monitor session.

Enabling the pelicy provides two options
1. Yes - Scale the session
2. Mo - Use the native resolution

The policy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

e | ey

4. EER, ERFNSYRETEA DPI LR (%)
5. BHNAMHE,

6. EHSFH, BT gpupdate /force IR ABARMIER,
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BEREFAF REERRE DPI B, BERITUTERE:
AR
B AR “BREREI RNLBHEOAE, EXFAER, FSHBREERN Ko
1. ABEF@EAXiEgsH Citrix Workspace B 2R,
2. EESLEEDHREES DPI,

B3 2= DPI & B XHEE,
@ Citrix Werkspace 4

Scale the session for high resolution?

) Yes
(®) Mo, uze the native resolution

() Let the operating system scale the resolution

I Relaunch the session for the changes to take effed.

3. ERE, ERASNOYRETLUSA DPI A (%),

4. BEHERTF
5. E#AsN Citrix Workspace Rz FZF 1% BRI A E BE K.
HF =B

« DPI LEZEZE Citrix Virtual Apps and Desktops iRz 1912 LTSR s E =R,

s HRZEIERT, BWERST, FRANSME (DPI ) &8,

o RINLEAFRERABHR O YESZMA Citrix Workspace B2 8 DPI BAl. 4 Windows B %
DPI ZERitb1i& B 79 100% LASMYERIER, R SHEREM. MEXFZIHFEE AR DPI 41K
LB % & Bmes.

o 2REMFH Citrix Workspace FAEF R _ E4EM=IEE A ULEE Windows /- is EELER DPI 485t
B, XZIRARINEE, BIRTEFF iR ER DPI 45531 100% L LB E#EEIIHRR XenApp #1 XenDesktop %
BEER, RN TRE2 S BERAEM.

B3 DPI iU THEHRIE R, ESRAIRFOXE CTX230017,

BAE P IHRNEHRES (IME)
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AR

INREREARR Windows 10 2004 iiR(ERSE, NESRIEPEER IME THEERNFTRERBEI FER AR, XL
AR E=FRENERI. EXEMER, BB Microsoft X E,

ERSSITRELREBRAE i IME:

« EEAEAEF IME, &M Citrix Workspace MBREFREXMHH* C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on#%,

@ Citrix Workspace X

Enabled.

IME on the client side will be used in the terminal session.

« BEAEAEF I IME, &M Citrix Workspace MBREFREX ¥, C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off &<,

@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

AR
AILERAG<SITHX wfica32.exe /localime:on BEFERZEF I IME MEZGEEY,

« EEA@AEF I IME, &M Citrix Workspace MBREFREXMH* C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localgenericime:off <, LA EMBERS
BR%&E,

@ Citrix Workspace >

Generic IME is disabled.

L
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MRFEHAGSTEOZATEREFH IME, MALL@SEiTwfica32.exe /localgenericime:on &i$HE
N=)ERERL N

@ Citrix Workspace et

Generic IME is enabled.

iR

Citrix Workspace [ A2 FElb R AR FHIRIEE, ATLUETT wfica32.exe /localgenericime:on @
SREABEAZDE. B2, BEGBRAFILENRILRSTIIRAX, MRBBHRFEFIREAX, VIRKFEA
BAE RS IME,

ERERRF R EEEEAEF % IME:
BAZFH IME F2 VDA 7.13 St ES RS
AILBEEARERRERS REREREF W IME 18, BXFAER, BEAREHRRREY,

Citrix Workspace R F#2F A VISR B R RS ERBAZ i IME, ATLUREEMNERFAERERMXLET
TR,

1. AR &HBAMXEHH Citrix Workspace [ AiZFEARHIEZEZP O,
2. EEERTM A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

Selecting this option consumes less bandwidth with optimum performancs

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME 82X

1. BARSES IME - 2R 74 IME BERaERERSSE LIREMNIES

2. Bk IME IRENSMHERRN - EFERRVBER TERZAM IME, iR ERR%ES e,

3. ¥&tt IME REANREFREER - ALK EAFRENER TEAZM IME, hEBSBAEHERE. RIAER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =%,

fEREMRRIE B BRREE:

BRTEREFH IME B, RILGERA Shift+F4 AREERREN IME 21, IME BN FRESERERIENEG LART.
BIAMERT, BAZFIE IME WREBLTFZERARS.

EEMERFEEEDR, S M3 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

#3% AllowHotKey HEBABEERH 1,
A LUEERA Shift+F4 ARBERIFFIERETRN IME B,
fERXLEHBASHITYIEN, IME EXNRRIENMSHIMERIENEG LA,
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Local IME Off

High IME Performance

Best IME Experience

PR

o EAEF IME &3%#F Search Ul & UWP (@H Windows &) MABRFEUK Windows 10 2ER 4K
Edge 4528, RS %H: BAERIRSSS IME,

o BAEFE IME £ FERIFREH Internet Explorer 11 e 17251, fRAZ: AILUER Internet i1
BRIPER. BE2A, BFRHEReHIUEETRERFRIFER,

H.265 #44RE5

Citrix Workspace R A2 7 2 #5fE A H.265 MIN4R LR H TR ZE R MMAE A IR, &7E VDA # Citrix
Workspace R f2FHzisH E A H.265 5n4miRIDEE. RS LAY GPU R #HEMA DXVA #0O#1T H.265 #
B3, “EfZEY H265 f#tS” SRERIRBERRZ, SIERERE H.264 MR4mEES,

WEFM

1. VDA 7.16 KEShas,
2. 7£ VDA LB Rst* 3D B TIEAEM L ERER,
3. 7£ VDA LRSS AR 23 BURE 1 4RET SRR

=

AR
1 NVIDIA GPU %=#F H.265 4&i5,
FiEHTF Windows 89 Citrix Workspace MBEFS, WIHEERIAIRBNEZA,
£ Citrix A5 %R (GPO) EIEERIF Citrix Workspace N BEFEE NEA H.265 {574 :

i@dia1T gpedit.msc 77 Citrix Workspace [z B2 4H 5RBS XS R B IRIRR
HFIHENRET AT, HEEEER > Citrix Workspace > P&,
HEREFR H265 fRIDERES,

EEERH.

BN AMBE,

ok w2

fEREMKRIESSECE H.265 TIHT4RED
£ 32 (HRERFA L RIMNFEBINE B A H.265 W54 :
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1. 7 “B17” a2 HEMA regedit B RFERS.
2. & i1 8 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,
3. tlE—1%5 EnableH265 9 DWORD #H &% EMNEIRERN 1.
£ 64 (HRMERZ LARMNFHNMERZ A H.265 1545
1. £ “iB17” S S ER regedit BahiEMRRES.
2. 2% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. fE—1% AN EnableH265 & DWORD #HE1ZBIEIREN 1,
EMEmh=IEUEERER,
AR
o WNREEATF Windows 8 Citrix Workspace R RiZFA RN R BIRERDEZR T B EF RS,
Bz H265 f#RSEIIS BRI WA, HEZBEREER.
« z1T HDX Monitor 3.x TEUMERTERIEFTBA T H.265 4588, HX HDX Monitor 3.x T
BF4ER, BESRMIRFLE CTX135817,

BEARBNIESE
BETB
AR
AT LA faEh@ s X a9 Citrix Workspace M AEFETHIREN 2SS9 “SREERN K, BXFAEER,
BRI BREEN K.
REARERS AFEERPIREE LNEEREREZETR, BINMERT, WL TEARS. BEFRBRPINEE
AWEFIRERGE ARSI EINNAEFNEERIE,
EfH GPO BIEEIREERBHRBREL, BHRITUTIRE:
=
GPO BeEML k=T StoreFront #1 GUI B2 &,

1. @idiE T gpedit.msc #77F Citrix Workspace 7 2 4E SRS R B EIER,

2. HHENRENBFEET AT, EEEEERIR > FuEEER (ADM) > Citrix 8¢+ > Citrix Workspace
> P {58,

3. EEFRRICE R,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EERBEEA, ARERUTERZ—!
o ATHSEAL - NTHIRER, EERHE. BEAFFAHREFREN, BENIBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME,
AMETUER RGBS TE M HED,
o REEERRTEL - M THERBERIER TRz —!
- REP—RK - [ERHN - EREREEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. NiBHXKEERRHE Citrix Workspace AR ELE, EEFEBREIED > BEMBESE

2 = F=E =

B B R R EMIE S A= SHEE,
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@ Citrix Workspace

Keyboard layout  |anguage bar

Keyboard layout synchronization setting

Use the keyboard layout synchronization feature to synchronize the client
keyboard layout to the server.

(® Sync only once —when the session launches

() Allow dynamic sync

() Don't sync

2. EEUT®RIZ—:

o (NEF—R - ZIERHIY - ERNERIERHM VDA BE RER/ —Xo
o AFMSEY - EREREPER T FF IR BRI RER /SR D E VDA
¢ FEY - EREPIRERRS S LEFENRENR.

3. BEHRF
EHH CLIRERERR/BEY, BEHRITUTERE:
MERBTF Windows 9 Citrix Workspace M BEFREXHEPIBTUTHRS,

BEBERT, Citrix Workspace L BEEF REXH XA F C:\Program files (x86)\Citrix\ICA
Client,

« EEHA: wfica32:exe /localime:on

o BEM: wfica32:exe /localime:off
FREFIRRESREETRSEEF iR IME GaXNE%RIESR). MREAHE. PXFEFHETENRAFPRAETERRS S
IME, M#Fu@EdiEEEgiziTwiica32:exe /localime:of f REBEFAREEGEET, BPEEIT—
MREN, RIERERAITZRSJIRHENBERR.
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B, UIREFRRERREEDSIEPREER, ERRILR, EM Citrix Workspace ZAEF I HHENER.

7 Windows VDA HEERERS
AR
LU MGERTF Windows Server 2016 E SRS, £ Windows Server 2012 R2 XE Rz, ZRiNIE
R EREERTS I,

1. BohiREmiESRHSMME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
2. 6 DWORD %H DisableKeyboardSync #EEBEIKEN 0.
1 ZRARETRELINEE,
3. ENBRIEUEERES.
7£ VDA #0 Citrix Workspace i BiEF tEBE#REGRGE, VIEREGREHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

hEORTSIERERBETTIRIF A IHRERR.

7Z Linux VDA tEEERBERS
BESSRATHBTUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k ”HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar”-v ”SyncKeyboardLayout”-d ”0x00000001”

E#Enh VDA LUEERER.
A% Linux VDA EHNREHRBRSINENFRES, FSHNSEERRRED.
PR EA B IRBRINIEE:

B RERFELBAMNIEE, ERUTRIEESSEETTIREETR. RETRRANFZERD A M. [BE
BHHEES, FEFH—RIEAEFIERAAS SR HIA EBNFTRN

==
=

i

AMRFEFHSSBTEND, TRFEEMTERERSR, Citrix TERIEFETMRFEREAFISHY
IMBYRREES IS LABRR, EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

fEREMRRIE SR SRR E B IHLERN X IEE:

1. B RmERFSMEI HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. #%&#5 HideNotificationWindow 82— MNE R REEMERI,

3. % DWORD EiREN 1,

4. BPEHE.

5. ENEMSIEMEERER.
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PR

o ERRERANMIR (BN, ERB|BEXMNAEFER > WEERSMIET) BTNZENBAEFLESEF KR
BRBRY. BRSE: FoEXNRSSN (VDA) LiREAEEHEREA UAC,

« MRAPRKEFE LNRERRELNRSBIZFHNGR, HTR2RER, RERREHRENEDINE. TE
IRBIERERRRANBENRZ2EWD. ENERBTREATIE, BEHEHAERERZE.

« 72 RDP £i&, TR Alt + Shift RS XNERRERR. RS ZE: £ RDP 2EPRIES RGBSR
wmhEo

BEE
BEEETSERNERBAES. RABERT, BSEESERET.
AR
tkThierE VDA 717 RESMA LETHRIER R A
£/ GPO EERIRACEIES 12!
BEEETNARFREPNEREBNES.

1. @iz 1T gpedit.msc 77 Citrix Workspace Rz B2 4 SRBE 3T R B IRIRIR
2. HIHENEEIBRAEET AT, HEBERIR > F8EEER (ADM) > Citrix 8¢+ > Citrix Workspace
> P50,
3. EFIETEERK,
4. EEERA, AREFUTERZ—:
s B-EBRENAREFRIERERESE,
o &, REBESE - BRENAREFRETRREESE.
5. BENBMHBE,

FERERAFAEREESE:
1. AEBEHAENXESH Citrix Workspace [z BEFEIGHER SR E LT,
2. REFERENMESE,
3. EFEFEETF.
4. EEUTERZ—:

a) B-EBTEREHETRETIE

2 -
b) =, REERL - ETERERREES
5. BERE

REEF IR E R,
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@
Keyboard Language bar
Display the language bar in a session?
The language bar lists the languages that you can choose in an application
session.
@ Yes.
(O No, hide the language bar.
Save Cancel
AR

o AJLTEERRIERERIRE,
o MRNEFE—MRNES, TEESERFAERERETR.

£ “BREER” RPRREIES AR
A LUEREMRITE SR B SRR P REE S 1280,

1. BErEMREES.

2. Efn%E HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. gIE—- DWORD {&# ToggleOffLanguageBarFeature, HEHIREN 1 LUE “SREET” RHER
GBS ED,

USB & #¥

USB #2181 E 2] Citrix Virtual Apps and Desktops #0 Citrix DaaS B 5 & & #£H USB & #1TX H,
AT USB I BIENEITEN, AR ZREFRCEEREZEEMEE. A FIZEEEN USB & & aiENFIRED
25, HEEMIE. PDA. #TEIHL. HX. MP3 Bikes. L& TRITEN. Desktop Viewer BFRARILUER T A=
BV EETEHIRE A T Citrix Virtual Apps and Desktops #1 Citrix DaaS £/ USB i&#&.
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IESMERBIBRIEIRS SR LAN IRERES#F USB AF & (FIMMEEEN. ZRR. HESENEN) hHEnSE
EIhEE, BB AYRXEIREMAIEN Microsoft Office Communicator #1 Skype Hi - ai# TR,

ENNAEFNSEIEEEIFUTRENIRE, FHIEFER USB 24

o B

o Bin

o BEEF
BT A USBi&& (5190, Bloomberg %% 3-D Btr) ERENEMR USB %#f. BXAEE Bloomberg #EH1E
8, BE5H
fd& Bloomberg 2,

BXNEMER USB REEERKMANNES, BSRMIRPOXE
CTX122615,

ZNBERT, FXBELERAN USB &% @it Citrix Virtual Apps and Desktops #1 Citrix DaaS #1Tinf2iE R,
fian, BFETREEEIEAER USB EEBIR AR NIC, RESWXMIGEHFITIEREE, RABERT, FIZIFEEM
NAEFNEESERERTREMN USB 18%&:

o EFEHECES

« &M NIC

« USB 428

« USB EfZ&FCs

EREIELSEN USB IREFIRIZER, BEARESTATIEER,
BIABERT, A TYIEER USB &R T EIMNARRFRIE:

o IEPFiEECER

o SR NIC

« USB &428

« USB EIfz&Hces
o BIRE

s RBEHFMHRE
USB Sz TEAT:

BFiEN USBigE/E, RARKIRIE USB RMEEXZIREHITINE, MRAW, NESKETEERIEMKE. WRFIA
REGIELERILILE, NRREAMIEHER,

RPN USB ig&lN, AR ErEN, SHAFRRINMLE. AR UERSOERNBIEHL USB ig&iniz
ERIENSE, &, APAIMUEE USB X%, UBHERIEZAMN/HSIEREENNAE USB RE&HaBhinie
EREIR AR EN R E.
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RBEFERE

REBTFABTERFMILSE, BT USB X5, RAILLESE R R chER MR FHITIZZS R, EAILLEIERT
Windows # Citrix Workspace [ B2 HRERIBERE P IRI&E > B IRIEEhES AT XY HH1TECE, [ AL ERRS
B, ARERE, BFRIRE LNIREIEG B EIE R E ERIREERET. XEREHEE TR NE GRS IREEREFT
GBS L

AP B A E IR BRI 2 B E B X FIA0 T

Thag B P ik IR Eh 28 iR gy USB & #¥

L NINEY =) = =

AIECE RIEiARIR = £

AESERE RS & MRAF S EBNKERNT 2R

PREEMF, WA “=2”

MREFEEATEA USB MEFIHIKchR R R, HESEABRZABAXSEFMRE, BELAERTFIRRE
BRGFHITEER, AEAEREL USB STHHHTEEM. MREZEFHBZEEANZILE, WIFERER USB 25
HITEER, ARTERERTF IHIXEHEFRT,

ROIANER T AVFERRAT USB ig& K31

BAIABY USB SRBEMN 72 FEA R E XA USB i2&.

BAMLTIRPTIH T XE USB g, BEHERREXRRIBFEHTIINCERA EEEMNBEFMNKERERTRTHE
ITImAEERE, Ith3E USB IR&EXFNIM TR

o B (KR 01) - BESFMAANRE (ERX) . FHMAEHIREM MIDI £583. FXSMkEEEEA
XenDesktop 4 S ESRAZFNENEEEH. FM (X 01) FEATENNARER, BAXLERETTEMN
N ABREFRARER USB i TRiEE,

=

HreE\ngsE (fa VOIP BiE), EEHITHIMIE. BXIFMEES, BERMIAFLXE CTX123015,

o WIBIEIGE (G£3) 05) - XEEGEXRMT AFFIEOILE (HID), ER2EFERM “Si” ARG, HES
EHERRNIRIT. BHIFEMNERFRAAEE,

o BEEGR (353 06) - SIFHEIENMEEN. HEBAVEEZF5HERGAIEE, ZRXERERFREMY
(PTP) s ixfEiathil (MTP) BEGEHETENRE NG, BITATREETHABTEFHEIRSE, THEEH
LUEE RN B BiR N RER B R ERY U FERERE—3,

AR

MRBNERARBEFERE, W EREF RS, MAFE USB 2%,
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o FTENHL (%I 07) - BARKEITENNERMN IS ENMY (3 ), BERAZSEITENERNESELIERF,
ZINREITENY AT REEE AR E LB RE G 1LT. EXRMIERT, HEITRBEBZFEHITEINE, REREET
HEREME, flw, #EEGRRE,

FTENNBEERE USB ZFMER T A LUEE T
AR
g E BRI BB REINEENITENN) SEHITIIMLE, BRI, BSRFIRFLXE CTX123015,

o KBEFME (51 08) - RENNAREEZMHISE R USB NFIRENE,; HitKBEFHIESEIE USB 4 B

fIxEH2S. CD/DVD 9Ezh23#0 SD/MMC Rif£88, S ERSEEINENISSHIRHAREEZMEIED, SE R

RIEMER. BEDENAFN. ABERFMHE K 08) FERTENNAER, ANXERETEMNNAEFFRT
fEA USB is# TRtz K. BN FEEE!

01 ZRMIAFIRE

02 #2##y CD/DVD i&& (ATAPI/MMC-2)

03 BB pREH IR & (QIC-157)

04 saBIpyER A IREHEE (UFI)

05 sy ER AR IR EN2S (SFF-8070i)

06 K& A SCSI ML B AN AT EFHISE

BEERT, TLEIEFIRREERRFRIGRABTEFMILE, Bt USB SZHHARHFEN.

« AAZ2MN (X7 0d) - RERSMIRETTUMBARRE, BEATRIFTFIHEFRINER, HXTESFEMT
RIFEE,

o MR (K5 0e) - WA E A FHRIESISAMSIE XM IR &, MEBEN. FIBERAEN. SRR
25, RLBMRESRFIRE AR — L F TR EEE 8.

BE

AL L EER XenDesktop 4 HESRAZFNENFEFH, FLEMNLEE (FIINRBzmeNINEE
BIMEREGN) FEHATIINCE. BXEREA, BESHEAMRFOXE CTX123015,

o PABETRE (K7 0f) - XLRECEMEERE. OXENR. PRI BHHENSOMEETSEIAET
Ri#ILE,

o ARFMMNESE (X5 fe f1 ) - r2 RS ERMRNEIENINERE USB BXERITELRIIN, 12
WEEBEETARNEEE (K3 ),

BINE R TELEREN USB 188
FAIABY USB SRBEMNA R F AL T REX5IE USB ig&:

« BfEM CDC /I (32027 0a). ARk USB REEFAVFIERXLIRE, RAHFHN—MIETERHUSENS
[E=SEgiNpES S
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o AMEFEORE (£03), SaSMRANELIEE. RENAGFAEDRE (HID) 81F: BE. BiF. B8
&, BER. FRE8. TS, MHEMESThEE.

F 01 XHFHm “51948O7 X, sMEREMNBEAAER.

BRIABY USB KBS R Ao iF6E USB & (3£ 03, F3 01, #i¥ 1) 3t USB Bt5 (£ 03, 7201, thiX 2), X
ERNEMERE USB ¥, ABOREM BT LEBHITIRLONE, 1, ERIENKEN, BEFTET
At fERATIEEAXERE,

o USB&428 (3£209), USB &£A4BAVFRMINREERIAMITEN. TEEEHEXLERE,

o ZHEF (K 0b). BReFEFREEHENATE TR RENEMATR R RE, UREFTRARNERFEEN
SR USB <R,

I LUERE R RIZIBE RTINS sE Rk Fa8, MAFE USB X
o TEIEHEE (K e0), HP—Lig@ b RAXEIMNERR, HEEREXROMNEIRE BINEFRENESF

BAF) o
A USB REEF A FIERXEIRE, BR, BEFHRERRESHERA USB ZIHRHILIRNIR,

o HitsRKig&E (K5l ef, 72 04) - HP—LigE Rt XEMLKIHIE, RN USB BRI EREXLR
#. B, BERKRETEEAEM USB IFHRAHIARIR,

B AIHITIZIEERS USB Ig& IR

HIEERT Windows B Citrix Workspace M AR EIR 4 UEH A2 EE s K mn USB 18&8EE, tLEH
AWFEFERAFEIRTERT Windows B9 Citrix Workspace #17E M, ZXEMNTEREMNIUAT XA

\C:\Program Files\Citrix\ICA Client\Configuration\en
HE, BoREESMEPISE LMK, MR T EMRRD:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=

=2

AMRFEFERSBERG, JRFEENRERERA. Citrix TEHRIERIMRFERECATLSEE
IMBYRREERS IS LARRR, EREMTMRIBSRT BIENIL, EREIMRZAT, BSBHITED,

PR AU E R

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name="DeviceRules”
Value=

BB @A,
A* USB ig&HRIGBENIFMEE, 550 Citrix Virtual Apps and Desktops xx#4ehay USB 18 & 5L E,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 156


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/usb-devices-policy-settings.html

iBEAT Windows B Citrix Workspace R BiEF

EtE USB &4
AR

o BRAFHLEZRTF Windows B9 Citrix Workspace WABERFE, #%AmA#t GPO hHNSHNE
W3, BxEZH GPO FAMERXGIIEAES, B RARKNREERR, WTFAEL, SARN
XHERIRPRENETILE.

o ItkThEE(NTE Citrix Virtual Apps BRS38s AT A,

BECE USB SIRE, BRITUTERE:

1. @idizfT gpedit.msc $T7F Citrix Workspace R B2 4A SRS R EEIRR,

EHENREETAT, BEEERR > f£HEEER (ADM) > Citrix 434 > Citrix Workspace > B k18,
AEEFESEA USB EEEfEHE M.

WEIRE,

R AFME.

WEERABERITH cmd BRF.

BT THS:

gpupdate /force,

N

o AW

vPrefer =z

EREARRA S, ATLGESTE Citrix Studio $i&E KEYWORDS:prefer="application” E1%3##sE VDA EREHN
FRREFRISEE (RPN “Atf)”) BT eRmniAiER R,

BhRZA 4112, EWEREZR (H Citrix Workspace WARRFERERIEN VDA Li5f7) &, EIERILUES]
Citrix Workspace M Bi2F 2 & Bah:

« VDA ERENNAEFIZAMSES] (MNRAEANAMNBREFER) %
o NAEFIEELM,

vPrefer 7£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 EShkAF AT H,

BN AEFER, Citrix Workspace R FEF2FH$IRER StoreFront BRS 88 LR E M IREGEFH 1EM2ERT1RIE vprefer
IREMAI&E, Citrix Workspace 2R VDA B Windows M RFERNBEFNRERRZ, WREFE, N
B AR RAEG, BN, BEohZNBRERFRIEELM,

NRIE BRI AIEFAE VDA £, Citrix Workspace RBEFIEEHITENAIEF. Bx StoreFront i{mibiEas
HEEhEF4E R, B2 Citrix Virtual Apps and Desktops X4 rEHI B & AR S E LA At B2 Bl

MEARFEHE VDA LB AR FE M A& L 41, &1 Delivery Controller £ £ A PowerShell % Lo-
calLaunchDisabled &€& 5 True, BXi¥4s2, B2 Citrix Virtual Apps and Desktops 44,

WIhEEE BN F B IMMRE S E AR, MTIRUEMRENAF AL, AIUERAARIENR (GPO) BERERIT T
FeB, BRNMERT, vPrefer (REWK=HRPLTFEARS,
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} =r

AR

BRFARHRE Citrix Workspace R FRT2RFRY, &2zt GPO RiRNsMaviERX 4. Bxm7Ait GPO F
AMERXABIFAER, BEMAARBNRERER, NTFAEL, SHEIXANIEPRRENGIRE.

1. @idizfT gpedit.msc #T7F Citrix Workspace R BE#EF GPO EI2E1R,
2. EHENEBET ST, BEEEEEIR > Citrix A% > Citrix Workspace > BBIARSS.
3. % vPrefer %88,
4. EEEBA.

5. MR RER THIFIRF, EEUTERZ—

o AYFIENBRER: ETUEEE VDA EHFEMAEFNZELfl, Citrix Workspace B REF 612
RERENNARERF (BFCE4. HEE. 5FiR. HRTEOZEAN Windows ARER). AfE,
©%7E VDA LBz AiER, MIFERENARRF LB,

s AFBRENNAER: ETRE5) VDA LBERENNARFNAMMSEM, MRNAEFRTEE
VDA L, NGBt ENAIER. BAMERT, % vPrefer FERIZENCEAN, AFERENNAR
FELTFIEFRS, ETUIFIZEAR. iTEB/ELRN Windows &IERAR AEFHPRTEIN

o RITFMBNAER: AT BHERZERER L BN AERFRIESG.

6. BENANBAE,
7. EFESSIEUEEREK.

ERRM:
« JEATF Web 89 Workspace RZFItbIhAE,

Workspace f2&

iEAF Windows 9 Citrix Workspace A2z aTaEfEA Citrix Cloud FiR B —IMk 2 MARSHIIT R SR
& Workspace,

Citrix Workspace R 23445 aE N 2R A PRSI BVRE TIEX &R, &7 Citrix Workspace B2+
FrE#F I EXZERYA Citrix Cloud Workspace FiRARSIR AT,
ITHERBFHRFIERBRAEN—H7, BIZERARE, T EBTetREMNEAIEEHEEAEFIINEE,

IREHERTFXAREENITHEERZFAFFH—IR6. KRAEBFHENL, HANRSPITRENS, At
HAMREE LESBEMET, fli, tLREAIAEREREINIE T “StoreFront” skX&E “Workspace”,
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aa

Citrix Workspace 0o Q fxv
APPS
Apps
All (16)
Ce >
A S L >/ = 0%
Access 2016 Calculator Command Prompt Excel 2016 Notepad OneNote 2016 Outlook 2016

] >3 F S| % \ cl

Paint PowerPoint 2016 Publisher 2016 Skype for Business Snipping Tool Sound Recorder Windows Media
2016 Player

s E

Word 2016 Wordpad

Content Collaboration Service &5

LtehRZ5I N T Citrix Content Collaboration Service 5 Citrix Workspace N REFHER. &= LUFIA Citrix
Content Collaboration 21, REMAHIAY, BT B FHHFREAT I, Rt ERE = EHE IR
WnialhE=iEl, Citrix Content Collaboration 12t 7 ZMI(EAR, GIEETF Web WRE. BsiEF ik, KEMNA
EF U5 Microsoft Outlook #1 Gmail H9gE R,

BJLAfE A Citrix Workspace 2 A 12 E mE X m+ M Citrix Workspace 2 #2F 517 Citrix Content
Collaboration 158, [ 2 M Citrix Cloud =%l & i Workspace Eg&"/EH T Content Collaboration Service
B, ZREBEIINHERR,

AR
BFRERAFHNLLIETR, Windows Server 2012 #1 2016 &3 #5% Citrix Workspace Rz Citrix
Content Collaboration &%,

TEZRTH Citrix Workspace [ AiZFHX A -RHRGINE
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Home

Apps

Desktops

(] Files

Favorites
Personal Folders
Shared Folders
Network Shares

SharePoint

Feedback and Approval
People

Inbox

PR .

« E& Citrix Workspace A2 R =7 Citrix Content Collaboration,

« 1£ Citrix Workspace M Ai2F IR AmEAR =5 Citrix Content Collaboration,
fEREA R A Citrix Files FiE THNME:

1. BEFMREESFHEME HKEY_CURRENT_USER\Software\Citrix\Dazzle\o
2. #%&%5 DownloadPreference 6l “FAFRE" MR

3. ¥ Citrix Files WENE T HERF S HIFHWER “E” 5,

4. MEFBERTHREMEIRR, B “E” THgBER

BxEAELEED Ul BE2E Citrix Files THABMES, E2HERT Windows B Citrix Workspace M 2R
XN ERSREIATAE FEE,
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Saas N EER

5t SaaS MARERFHNR2FRIRMTTHAFRRXNELHM SaaS KARFNSE—AF 4L, SaaSNAEFS Single
Sign-On —i2iZift, BERMEAIURFEARNMENRELAFP RERZBERGAIRIBEENEE, EEATNED
WIEXHFE Web 5571 Web i SR BIH9 518 R SLHLLL B Y.

EATF Windows &9 Citrix Workspace B2 #5&id Citrix Secure Private Access £/ SaaS AR, &
WZARS, EERALMIREERENNZRHMAN. £/ Single Sign-On LUIRNEIRZE,

M=3Xft SaaS MAREFEBFUTME:

o BEERSR - BTIRE. BHRMNER,
+ Single Sign-on - /A Single Sign-On BMER,
o ERTAENARFINLEER - EANARFNETERNESE,

Citrix Workspace w F#2FF 1% Citrix Workspace Browser E/55h SaaS MAERF. BXEER, &SR Citrix
Workspace Browser X#%,

PR

1. BRIRATHEENAZRT THNERTNAER, ARERIHNNBEFFHRITITNG L, AR LUR
77 PDF, fER7%. BEFEERATHINGE, BRBITEHED,
2. NMAREFPERNBISAR BE R F A,

B% Workspace ERBR#E S, &2 Citrix Cloud 89 Workspace fi &,

PDF #TE[

iEAF Windows 9 Citrix Workspace M A#EF ZIERIEF#1T PDF 4760, 3&@id Citrix PDF 3@R1TENHIR=NTE
FE, fEaLUTENGERA Citrix Virtual Apps and Desktops # Citrix DaaS L1789t E R AIEF L E/E si i,

LIEMITEDSHEIEF%ESE Citrix PDF $TEDHLEINAY, $TEDHIRENIERFE RIS PDF #3551t PDF A AH#iE
o F/alt PDF 2fEMEIAR PDF EBRBMLUETESR, FHMAEUIERZEVTENITEDL,

Citrix 2 Google Chrome ii#5283¢ Adobe Acrobat Reader &%& PDF,
a1 LA7£ Delivery Controller L/ Citrix Studio = Citrix PDF $TE0,
RN

« Citrix Virtual Apps and Desktops 7 1808 S E = ks,

o BTEEBIHEN LEVRE— PDF EEE,
Z/5F PDF #TEN, iEHITIATIRME:

1. £ Delivery Controller L, A Citrix Studio, EAMIEEPIEZRIET R, DT AGIEH R, tLal4mIE
MEEK,
2. ¥ B5htliE PDF BATENNEERIEE RN “ERA7.
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E#Esn Citrix Workspace M ARRFRIEUERTMHAYERE K.
FEBRE:
+ Microsoft Edge %288 7z #¥ PDF Z&EFITENTHAE,

£ Windows Continuum 89 Windows 10 Fay1 B FEAR B s

Windows Continuum 2 Windows 10 B¥—IThiE, AILUAREF g &MNEREE. EAT Windows B Citrix
Workspace Ff#EF 321 Windows Continuum, SEsESEHRER.

ST EATMIETRENIESE, NRAEEEANER, Windows 10 VDA B LITFIRBRERER. EETEEH/MR
R, EUSEERER. EEAZAHIRE LT Surface Pro £ 84— ENRE HIFHSEERE, AETIRE
ENSEEmERzER, EXFMES, B2 Citrix Virtual Apps and Desktops X4F#9iE R Tt FFI& &R
AR BB AR o

ERATMITHRENEFImEE L, YEEEREMEETIRIEN, Windows 10 VDA B NIR BEER A RIR. 5
BESIEIEREER S BREF PR, BB TR, LINEEE VDA LRINRTFRRARS. EXALLINEE, EFER
Citrix Studio & 2Pk B Rt = LR SR BR

TiREBRREE T EETRENAFAE:

o THARIIRH,
« FeRENEENENBEFSHUERERITH.
« ES=EE RO wH,
o MESEPRIFRT BT,
SEENREEFFNAFLRE, ETUEFREMNBERN PC—HH#TRE,
AR

EATF Web 89 Workspace 7%#F Windows Continuum Ihgk,

MRBATEER

FRBABEERRMLEE VDA ImEMAFFIRPH Web TiE, thIhe=EA Citrix Workspace ZBR2FAERF
ImSRBICEN I Z2ISIE, %5IZESM URLIZERHTTP #1 HTTPS R&.

AR

B AEAELESIRIEEEEEME VDA it (URAEZFIHEER) B Web SHE,
B% Internet Explorer J55885h, REBANBEEMINAEEZFF Google Chrome HIi2s, RLBABTEEMINEER
Web JISBHRBREEAIF,IHILE, HEIEE Citrix Workspace B FEZFE PR NBIMER N 588, tLINEEE ML
£, TERENER MM DS, XEMETBENEERSN Web IiEm (EHEZ8 & HTML5 3% WebRTC
A Web tim) BRI F AR,

BEXFAER, BRI NERATEE R,
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Citrix Analytics

Citrix Workspace M AR BEZH0M, AIlZ etk AEE#mE Citrix Analytics. BAJE, #7E Citrix Analytics
RSS2 EAMEMERS. &% Citrix Analytics BiF4HE S, B2 Citrix Analytics,

B3 ERAR

18X EARTHREARTE B B DR R P RE—hiE RArE5aEE,.
X BAME MR BAITS eI Z BMNGRIEE. fId0, ERARMEAHEENNS R, ZWEEEEN. NAEFESE
HERREEARAT, FENERIE 3D WERIGRY, SHIFENTFRELFHNUETEX,

ABXS BARSTHFHR M T AT LB A MIRE 5 ARBR BRI EANET. FEAEXN RARRAMIREX RATRNBRI N A
EFEERALERE,
TRILESAFR SRR FECEIZINE, XA IERAITHITIRER =) At
pEI=
IEINRENE B AR E=IETER.

INREAFMEREERR default.ica XHEBEZINGE, WEIERIFLLRE, ZEENARA.

fEREMRRIESR I EARX BT
BEEZINGE, BERUTEMRIKENER, AREMBHIRE, UEEREN:

EFZIGeESIREM LT, BHITUUTIRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

B ZIREESAPEM EATE, EHITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

o &%k RelativeMouse

o A REG_SZ
o {&: True
AR

o TEAMREFESETIRENELLERST ICAXHIRE,
£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #igBHEXEE. FENETERS
B,
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15/ default.ica S HEI BN BT

1. $77F default.ica x4, ZXHEBEEMTF C: \inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, H sitename HERIEN HEIEENZ M. X F StoreFront &7, Bik.ica XHBEMLTF
C:\inetpub\wwwroot\Citrix\<Storename>\App_Data\default.ica, E# storename
EOIENABIENNEHIEENEM.

2. 7£ WFClient #853 /R I0— &% RelativeMouse BRI, KHEEIGENS JSON MRERANVEE,

3. IRIEREREE:

* true — BAMEX BT
+ false — 22 RIR
4. ENMBRHRIEUFERER

AR

TEAMEREESETIRENER RS T ICA XHFIRE,

M Desktop Viewer /=B84 B4R
1. &% Citrix Workspace R FB12F.
2. BHEAGHNRERIE,
3. M Desktop Viewer TR, EFEIE,
ARG R R “Citrix Workspace - EiER” 0.
4. EFERE,
5. EENBIFEET, BAGHAERNEITR.
6. BENBMHE,

=

M Desktop Viewer BEE 83 RATMUIG ZINEER BT 8<%,

P Rt

£/ Citrix Workspace FZfE#EF (W& HDX Engine 14.4) B, REHEZFFinal A, BIaIfER GPU ##1T H.264 fi2
B, AT GPU f#iy APl B DirectX MSm0E.,

E1{F /A Citrix Workspace M AR FAFKI R EEIERE BEAREN, BHITUTIRE:

@idiz1T gpedit.msc 77 Citrix Workspace N BIEFAHEIEITR EEIEIR,
AEHENEET ST, BEEEEER > Citrix Workspace > B/ {438,
EERERES IR,

EEERA, ARREENANRE.

N =
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A Hardware Acceleration for graphics

g X
E‘ Hardware Acceleration for graphics orevious Seting o
() Mot Configured Comment:
(®) Enabled
(O Disabled
Supperted on: [ Al Citrig Weorkspace supperted platforms
Opticns:

Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that deo not suppert this feature it is disabled silently,

EWERENENN ICA ZTERE T REURESER TEAINE, BREUTEMERI

JEMREREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer By{EX N 2, MNREN 1, ME
REEFERET CPU pUf#ERS,

fEFRREMHARRITHAERT, TRERLATRRE]:
« MREFIREETMD GPU, #FEEF—TERFEF - GPU EATENRES, WRER CPU f#3,

o E#3 Windows Server 2008 R2 Eiz{7#4 Citrix Virtual Apps RS 2:6, BEAEEAFH Windows i&
& L EREARE, NRBALINEE, NSHMERE TR TR FREARET,
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ZRNBEA

Citrix Workspace AR HZEFHEFRNBN. AILUERRENZR XA T !

o SSEPEDD, IR RIEBIENME RN
- RENRHBLAER, FIREERF.
o LSRRI EIARHo

Citrix Workspace L AEEFAF T AR R T BB I FREEP OREMEZEIHIGEMNZRN. Citrix Virtual
Apps and Desktops #1 Citrix DaaS A& a] LUER Citrix Virtual Apps and Desktops #0 Citrix DaaS &=&28
BRI A B CHME R XMMER S

& P im IR ah 28 BT

B P IR IREhERIRG FFFE N R P i Z B LURR L EiE. XEFRENFHEMHNMEELERMG. EEFE
FREfI AT BBV ES M TR IR IR (L AR SR,

BIANBERT, BRI,
BEAIINRE, BREUTEMERD, AREHMBMRSEE:

B%1F: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#F: DisableFullStreamWrite

2584 REG_DWORD

f&:

0x01 - 2H,

oXTH-BA

Z RN XH
REZALUE/\ N ETE5ERT Windows B Citrix Workspace M BEFL& S ER.
ZETRREETHNENTETRZBAFREBMOTNIME, T2i1EHiE, BTRUUEBRRNS RS,
KVEFTURBUTRHARBE S BRa3#HT:

« 2REBEN, 2FEPETSINERE, NARFUREARM—FEREXLERTEF,

Citrix Virtual Apps and Desktops #1 Citrix DaaS: EEAA—EEFRHTINE RS E R Desktop
Viewer &0, BEBEXLERBHNIESSFEEEONK), REBERAL.

s BORN, [EPERENETEER, NAEFFRERIZTERSEF.

Citrix Virtual Apps and Desktops #1 Citrix DaaS: YURE—42E8 (U “SEA”) PHERSEMEEE
B, BOKRERRSE, 22EsBEHERNEREER. NIRERBRELAT, N—&88& LAIUERE T EINEHE,
MRENNARFNISERIEEREE LNEETRE, ZETHRRRARIEFNEERE. T, RFPESRIWE
TR AER RS,
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BERAZEREXS, BRENTEI

s APKEMRENZIHEZI BT,
o BERGILRNEIEE SR, £ Windows &£, ERIERTRET IO, BEINLE > RAHEEE
™, RAEHIAENETRETEMET.
o WNEEREBZIE:
- Citrix Virtual Desktops: f£/ Citrix itEHKISIEE “BRAERE]” REEERRTZRE
- Citrix Virtual Apps: RIE&ZER Citrix Virtual Apps BRSS8shiias:
* {EA Citrix itEH KL E “ERAERS” REEEFREZRS,
* 7 Citrix Virtual Apps BR53 8389 Citrix EBisHI A, %17, AREESERT®EER:
- BERSEREM > BRFTE R > RS 2IAE > HDX Broadcast > 2/R5
- BEBRSEEY > BMERY > IRS[|HKIAME>ICA> BR)
* RBRTENRIENEENRART.

KRERBRTEBA (KB REM), URHEBHNERANTF. MRKRENETBKR, EGHEENINERTNAER
SIRFEITE—E D BREEA.

EN A Es 1A Citrix Virtual Desktops:
1. 3%$% Desktop Viewer H & Tk,
2. ®EEO.
3. ERNERsZEES Citrix Virtual Desktops BRE. HBEENETSTANET—F¥RE.
4. 7 Citrix Virtual Desktop TE#/, #EE2R,
BEEIERT BEIA A EEE.

B % A Citrix Virtual Apps and Desktops #1 Citrix DaaS it B2 IFHNEFAEER, BLRMIRPLNE
CTX115637,

FTENM,
BERAPIRE LRTENIRE

1. ERFi’E L, MNAREFPRHITEISREREERE S,
2. ERFHKERDF L, BE “SREMNK, HER ‘BHES M ‘BERENFEEEF S,

FRERES

FAFEM Windows FiRBAEFFIENLAIZFAAE, Citrix Workspace HBRFBENTHR FEHIR
RRRE:

- ERETXABNTREY, B

- HiGEAFIKERR A TR BRI,
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ERERE L, EREERT, Citrix Workspace MARRFLEERLNIZENER, RERRHAREERFER
HILET H I

BECHIRRRENRZILEETRERE, BHRITUTRE:

o TEHKEY\\_CURRENT\\_USER\\SOFTWARE\\Citrix\\ICA Client\\Engine\\Configuration
\\Advanced\\Modules\\MobileReceiver #€JiE REG_DWORD {& DisableKeyboardPopup,
¥

s BEKREN

AR

£ 64 {1 it & # L, ¥ 7 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #r&lEiZ A,

REALUKEAUT 3 HAFRIEI:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (22#H) (RE#ER): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
« Never popup (MAs#H) (REHER): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

BEREAN

BILUEZE Citrix Workspace M FAEF R ARG RHINGENAS R, BRRERESXEKZE, ALUEE Citrix &
s, Windows BT HURSIENRERF.

1. @idia T gpedit.msc #77F Citrix Workspace [ B2 A SRS R EEIER,
2. EHENEBET ST, BEEEEER > Citrix £ > Citrix Workspace > B {538,
3. EEREERESER,
4. EEFEERBAUNFRFENED,
5. EfEsh Citrix Workspace N RARFEIEUERIRAERE K.
Citrix Workspace [ Bi2F %3 32 (I @ET:
Citrix Workspace A2z #F 32 g2 EEIR. AT HWEENBREFRME, EREmAUTHRIEEMERE:

o EEPOIHEEPA NN BRER,

o “TRIR” TEK

. 512

/J\/|:,\

AMRBEFALISSETENDR, JEEEEMRERERA. Citrix TARIEIRFMKREEREBFEHSHE

MARIRREEB B LR R, FEREMRFIERTEENIG, ERETIMRZE, BESHETED.
ELEHERFREE, ® l7E HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences  F Il — N & K
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TWIDesiredIconColor WFAFHEEMRMAKRHEIRENFATE. EIRFTRENEEREN 4. 8. 16, 24 7 32
/R, MRMEEEEERIE, AP TUNERERRENAERE,

Desktop Viewer

AEMEVFIREREREMNEWER, EXNBFRIARESKSENSRNERFAESEAFNAEMELERNEUmR
B, EEIEMKEIAF AR RAF A UEBEZENEZEERRTERT Windows # Citrix Workspace [ F#2
FHIRE,

YHPEESHEMEERER, &#A Desktop Viewer, BFRHWENEEAIUZEAHRNEMSEE, HaU2E
ERLTHAKE, ELiARAZR+S, Desktop Viewer TEEMEEAFAAERTOPITAEMKEHEHAMKEAT
BMERIZEE. AP UERR—BFI&E EMNZA Citrix Virtual Apps and Desktops #1 Citrix DaaS &EiZERi&
EERTMERZ N RH.

AR

pZfEA Citrix Workspace MARFEREISEE LNRES MR, TEER Windows“IEHIER” BEXXRESD
R,

Desktop Viewer :p9@ 2N

7£ Desktop Viewer =i&7, Windows #i#5i# +L 5@ aithit B,

Ctrl+Alt+Delete fsmzitiit EHlo

BB, MARANIRBEEL Microsoft HBITHAEMIRIEE B ismA T Bl

¥E9 Desktop Viewer f9—TBs#BhIhAEE, #% Ctrl+Alt+Break $7£3%HH O+ 277 Desktop Viewer T 21254,

Ctrl+Esc £ Emi2 S HE,

AR

Viewer . REENMEOR, Alt+Tab BERIEIMINE O ZEYRESRED,

AEFYIZE Citrix GiTHRAEES. AEaRFY (Fim, Ctrl+F1 &%) §EM Ctrl+Alt+Delete, Shift+F2 EE2R
RAMEOER Z RN BERF.

} =

AR

Fgext Desktop Viewer FETHEMKE NEMEZARFMNKSESIE) ERARFT. B2, EEILUSHEA
FEA®HNNARER, BEMNBREFRIE.

REA SR E

AERERET, APEAEZIIR— N ENSEE. IRAFPZSHRTIHRE, BHRANESESIENEE, Bk, Citrix
i
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- BEERASRRE LNEFREENER AR —KRERER
« ARARNRIHER—XRH, FEEEENBRAFREMERINERIENIER,
o APARINRAHR-—KENER, HRRBZER

FMERIBEEMKENITENNAF MBS ZREHITER,

TEX I EIRET:
o MREHAFMENKREERIBSENNBEFRBHENNBER, HE
o RARBRMHENNBEFEER,

RERFILERMREETREMNNAEFREFHRFEE —H. EREASIEF, FHIENR[ERAMEIEEDE,
AR R B 12 RSB PR IR B 3R BRET ERES, IAB SRR,

RSHE T asiERY
ERILIER AP Boh 2GR IRSIE T8 BRI B K,
EEEBER, BERITUTSR:

1. BaEftRRmES.
2. SMEILITERE:
o 7£ 64 {i i+ B #l £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine
o 132 {iitB#HlL: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. elEIM TR
8. REG_DWORD
o ZFR: ST INACTIVE MS
o B 4 (NREFERSIERBRAPEK) .

BB EMRINET, RSETRBUESIMBELIFFER, IMTHREENZ. BERILERRSETS, BRITUTE
E:

1. BEiEMRRIERS.
2. SMEIATRE:
« 7£ 64 {i it B #H £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\
o 132 {3t EML: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. SIEMITEMRDL

o 28 REG_DWORD
« &#: NotificationDelay
o B U= NRUNERE (%, 120000)
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Workspace BRSBTS

BIERAUEBNEEBE, WEEERFBE5IM Citrix Workspace M BIEFSIETHEZ N NN EE, NRE
IR BEIMIEEIEENEERRA TSRS, TEEM Workspace fritil. NESIBR RS RNERIAEN
NMAEFEMEEsiED Citrix StoreFront MAREE.

FEHEBEIER LURBERM 1 28F) 1440 5%, BUNERT, FREREEN, BERFUER PowerShell &R
f2& inactivityTimeoutinMinutes &%, &b FHIEATF Citrix Workspace E2E# PowerShell 132,

RARFARNT:

o EEHAI=ZNW, BHSEFOFREET—FEN, BRI —TATRIIERICEHEIET.

o AEAREENFEMNEREATHET 5 2#le, BHF 2T

s BRAUBEHREEREFENASEERANARER, AXMERT, FEitHSREENEEENE. ©A
BT HER G N ARENRIE,

=3

AR

M

ERREERN Workspace (&) RIERERNENBH,

EPAREETL (CEIP)

U RIS BiER RITBEXRMAA
Fo B EFA 4R Citrix PR ET%I (CEIP) M Lh#3EATZEEN Citrix 128 Citrix
ERTF Windows 89 Citrix Workspace B BfEFHIHRE. 7]

Workspace iBi2FWEREM  FHMItEE.
ERSIE, HEBHRIBELEER
Citrix #1 Google Analytics.

HithE 2

Citrix IRIB& 5 Citrix BTN EREROIBEMNEIE, FHiwR Citrix Services Security Exhibit (Citrix fRE% £
MER) PHMENEFITERIF. “Citrix Services Security Exhibit” (Citrix REZ 24 ET) @I Citrix Trust
Center (Citrix FEF0) KB

Citrix &8 Google Analytics M Citrix Workspace 2k F L4387 CEIP —&84, i5E % Google
bR Google Analytics IERIEIE.

Zar L@ T AR ELEA Citrix #1 Google Analytics %&i% CEIP #i&:
1. AgEEHEMXIETH Citrix Workspace N FBEFE .
2. EERBREET
LB B R e R ENETIXIEE,
3. EEREUERE.
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4. EER, WEUER CEIP HERFE5,
5. BEHRF.

AR

EEILlfE LR % CEIP $E, BE = FRPLL " RRHA Google Analytics WEEMIRIER 4 Workspace [z

FahRZAERTho

BEIUERARSHSMEU NIRRT EE:

2. HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

SEMRM: Enable_CEIP
f&: False

=

—BIEEER, #150E Enable_CEIP EMRINIEE N False, BEIERIEXREM CEIP #iEtx (BNg
YER 440 Workspace M AEFARA) , HSEMAIUTEMRIFEEE:

B%f2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

MR DisableHeartbeat
f&@: True

Citrix WEmISE CEIP $uE T 815!

BIERGFhRA Workspace [ ARk~ BEENINBILE FRREOYEE
¥

Flash hkias Desktop Lock Fi2& BB RAITIhEE B RItEE

KIEBEE EFEEE Desktop Viewer it & $TEN

EEEIR BshAdial Workspace i fA#2FiE VDAEE

SSON K& REERFRS LZEEATa] EEREY

Internet Explorer ks

Google Analytics W&ryssE CEIP $uR TR EIE:

BIERGIRE ™ Workspace B REFR B RiERE Workspace N HEFE

x* Hi
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SIEBEFE ERRHIR EERRIIY VDA ER

TRiEFRE ZEEFRS B IRRERE N ABEEEE

BB EHTE LR EEROERER MRREFRIFRE BRAEIRRY R A
X E

Citrix Workspace ZA2FRIBA B HRAIRFHNXKIFRER A, HEfKF,

8 Citrix Workspace 212 2106 &2, BRI LUET “‘KIFgE” BEXKIF A, MEfBFERL, EXEIREHAR
BOEFABETBRRE, HBEFRBIRENA.

AR
IET{GE R T =EE,

BEXFAGER, BFERNKERE,

Microsoft Teams

c RRH=E
o mEDERIREMLEER
o FEEEREEHERG

RRAZ
Bz 2006.1 &2, 7£ERA HDX #itr Microsoft Teams M BIEZFEHIL HRREEZINEERSIN T FINEE,

£/ Microsoft Teams £EZHRNEXFETF Desktop Viewer EOMAZE. Desktop Viewer FOMBMKIE (&
FinAMSE. NHAEF) BERARE,
7£ Windows 10 #2F &4, LT3R %ES Desktop Viewer §OEEN A E1EIETT:

o “FFER” FRE. BT REM “ESUE",

o EESEANEREGERI=ZFE,

s HIRBTAREDPI RENZERE L, NIRFAHMTARFS 2 M FENERRES, HEHEDPIS5ASE

Desktop Viewer &O08* 27~2s DPI RILE,
o BREAMABREEESEPNEARFNER LLNSER “NARFMmE.

/miDSsERE(h 23

HdxRtcEngine.exe #NE Citrix Workspace Rz Bi2F+# WebRTC #4512, T4 Microsoft Teams
EEM, B Citrix Workspace R B#ER 1912 AEEh 4SS, HdxRtcEngine.exe AJUFfEiH =M CPU fERE
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HNER T RS HORERDHWE, TaMEN 240p. 360p. 480p. 720p #11080p.

MEETEEIE (BFRA webrtcapi.EndpointPerformance) £ HdxTeams.exe ¥ia1LEiETT, HERMALE
WE T ERRERR A URINRES R, FRESEDEEERIESNIHE, RFLESENETUENES ZEN
Wi, AR ER SRINRS SR Z B HE.

NTFAEEECHNERAIRIMERNRR, BEMERESEH:

I s M RE BRADUE SEMRIE
G 1080p (1920x108016:9 @30 3
fps)
720p (1280x720 16:9 @ 30 fps) 2
8 360p (640x36016:9 @ 30fps 1
5 640x480 4:3 @ 30 fps)
e[ 3241 240p (320x18016:9 @30fpa O
320x240 4:3 @ 30 fps)

Citrix Workspace [ B2 FHGERRERR:
SHREIEMR R HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream F &Iz LA T EARRIA

=L et (=1 WiEA

OverridePerformance  DWORD 0;1;2;3 SR KIFRAI A, B
WA F 0 E 328, B
0 RTIE, 3KRTR

A% Microsoft Teams bR 4AE R, EEIE Microsoft Teams i1k

FERAEEREAEER

AILAZA HdxRtcEngine. exe RREIERIRINEE, MRS MMtERNAHSEERNE AEC THRERINEIRERFRE
o

SinEEMKREEE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H 8 LU A RIN:

£#5: EnableAEC

A REG_DWORD

BB 0

(0 ®R"EH AEC, 1 RTREMA AEC, 1R Regkey F721E, HdxRtcEngine FMEIATTHANERE AEC, MEILINE
& BVEE M ThAEIN (A, )
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Microsoft Teams i {LAYIEIRINEE

« BiEAT Windows 9 Citrix Workspace MR 2R 2112.1 &2, UTFINEE (ZHOMRFEHINR/FREEHEIR)
{X7E Microsoft Teams &3k EHEA A,

Microsoft #H It E#BY, EAILEE CTX253754 LIRBCGEEHM A,

- @M@ Microsoft Teams MZEOMEXM =N 7 Citrix Virtual Apps and Desktops (2112 &=
k) e HDX fifbfa, EaTE Microsoft Teams ERZ M EABTIRAISN. ATUESE
MAXBEIHERRN. BXREEEONENFMAES, ESHE Microsoft Office 365 ih= EH Teams
Pop-Out Windows for Chats and Meetings (Teams AFHIRMEINABEED),

MRITIEEEITIIBMR <8 Citrix Workspace R #1255 Virtual Delivery Agent (VDA), Microsoft
BRABESFHETAORE, B2, EiZMEEATF LHENANAZH, BaIMARIZHZANED (2112
KE=HRA) B VDA 5t Citrix Workspace Rz FEFhRZS,

- BPEGHNR: JUERRTFEINEHEBHZRENEFINRRTFEMINNEMAR. Z—UE5EF
LoEd e, BRMERBANSITERMERRZNER. WAMAIUENEZRE, FETLUREK
B4

- REUZHIN: ERBHZERIEHE, TAS5EMAILLETERITERIZAERITENR. KRG, HER
BOARAILHLESIEE ZER, HEIZENG, ErRUESIHEZNER ENEEMBEREN, URER
FEHIRN S L HEZ I HIA,

RBRE:
ERAM AP Sins LiE1THZN, Microsoft Teams KEE P in LRI A Z B8 =3 Sid@iEHAE, EREHIN
EIMARI A, AR ZE: AP RIIIAR N UEREUE RITHISGEL,

- Dynamic e911: Citrix Workspace NBREFXZoh&E 2, 7 Microsoft BIEER. BEREE

MEZEBRAPERN, BiRMTATFHRITUTRIERED:

* BN E 2T

* BHIREAR
X BABKIER = £3589 Citrix Workspace M ABEFIYEINIE, MIE VDA LiziThI Microsoft
Teams &P i,
Ray Baum AR ERE 911 M EMAIABEMEZXIENN AL LN E R (PSAP), BERT
Windows # Citrix Workspace [ZF#2FF 2112.1 &2, 5/ HDX B Microsoft Teams 4@ M Ray
Baum #93&##,

- MARFHE: UE, H&7E Citrix Studio /EA 7T HDX 3D Pro &R, K%M Microsoft
Teams PN EFEHZINREAZVAERF.

BERTF Windows B9 Citrix Workspace 2R 2112.1 # Citrix Virtual Apps and Desktops 2112 i2,
RREHAZINEEATETE Microsoft Teams PHZMAERF, BA HDX 3D Pro i8S, ERIUAZNARER.

« BiEAT Windows 8 Citrix Workspace S ABTER 2109.1#2, LU TFIHEERA:
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- %# WebRTC1.0: AT Windows k9 Citrix Workspace M A 2R 2109.1 235 WebRTC 1.0, &
R FFRIA IR LU FE A

- REHZHIRINEE: S UER Microsoft Teams FHREHAZERLAZTE NN ARERF. OB
RBR. EALIhEE RS Citrix Virtual Delivery Agent 2109,

- NAERFRIrRAY: BRANARRRIFE, METLESAS HDX K188 Microsoft Teams
ZNA, (EBNLLINEE, ERIMHAEEERNKSERETHNARFEO. FALIhEER MRS Citrix Virtual
Delivery Agent 2109,

AE:

ARMEBRANARFRIPN, FZEARSEMNSEEHEE,

« iEMATF Windows # Citrix Workspace B2 2109.1 # VM RE N BIEF L& k8 Microsoft
Teams Iz #HFLATINEE:

- SR BMASUEE

- BIERY

- BEH=E

« BiEHTF Windows #9 Citrix Workspace B2 2106 #2:

- Desktop Viewer & F2REEREY, HFPETLUM Desktop Viewer B=MFIERETIERE—NREHT
H=E, #EOERT, BPAURE Desktop Viewer &0, ALEERXT, BAIUMEREDER
— M REHTHE, Desktop Viewer ERHEOER (BRAK. TRIRIML) B, REEZEEIL,

« BiEAT Windows 9 Citrix Workspace R B2 2105 i2:

- TR RS E BIEMEED,

S fn B \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream # ¢l 2 & &
NetworkPreference(REG_DWORD) BRI,

MEREREUTEZ—!

* 10 LIKH
2: Wi-Fi
* 30 FHME
5:
6:

*

*

ZNE
Efa

*

BINERT, NRKFIGEEME, WebRTC 45| BIIEZF AL AR,

- EEIUBEAEMIGEER 2 (ADM2), WUEF AR EMILEER (ADM) BFNEEERR. 2H ADM2
B TRAEERSZRNE X,

E2H ADM2, 1S5 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream}
BliE—& % DisableADM2 (REG_DWORD) #9iEM&RI, AEKEILERN 1.

« BERTF Windows i Citrix Workspace WA 2R 2103.1 2:
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- RAERT, VPO MimAREESIMEL T HEANRTS,

- BIEHER. B, BEINGIEEREIRINEE: MR Microsoft Teams Bl & 7 X tekm, Citrix
EEMAM Microsoft Teams FEBEERNE, BN, XEXTIEZRIAEERN True,

- DirectWShow MEARIAEMEE.
EENENAE IR, FHITUTRE:
1. BaEfREERS.
2. SMEILITXREAE: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,
3. EHLUTE: ”"UseDirectShowRendererAsPrimary”=dword: 00000000
HETaERI(E:

* 0: {RIAEHR
* 1: DirectShow (2tiA)

4. E#B5 Citrix Workspace MBER.
« BERAT Windows i Citrix Workspace M AB#EFF 2012 2:

- NEAMETUERBHESIEFEIRTENRIFE,
- WebRTC A5 EMEZSHER P inig & LR ERNRIERS .

« BERATF Windows i Citrix Workspace M A2 2009.6 i#2:

Microsoft Teams E&EIEIG&EFIRF ERUFIER L HINEILE,

WebRTC 845 | Z 0] LUERHM R E iR = L AT REIN R ARSI, WebRTC 1R45 | BEXH#ITE R,
AR EERB BT,

Citrix Workspace MBREFREEFES Microsoft Teams #E—ETE,

EIFEHMRCOHTINEE - SN BT =LEENZE R HERXE, EIERIBERK,

- RREZZOHINGE - YEHZREHN, NUAXYAIEERER Desktop Viewer R&E, LiE, SME
Desktop Viewer & OTREHE P inads& = LE,

« BiEHTF Windows 84 Citrix Workspace M A#EF 2002 #2:

- {#H/ Microsoft Teams £Z T EX A, Citrix Workspace M ARRFRA Y EENEMBXIGAEE
BER—1MI@iNE, EREEHLE Desktop Viewer 50, EEZHMSBHNEAAET D, &/NE
Desktop Viewer 58, REEZKEHE,

fcE %l Workspace WAEFHERER

February 9, 2022
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£/ Azure Active Directory fE S &R

AEHABNB T AEER Azure Active Directory (AAD) fER F BB EER, TERE I AAD SEM AR = P fEF
EMNFEHNITEAHRILMPSER (SSO). FEALERE, @EaUEEME AAD Mif= L&A Windows Hello 5
FIDO2 &1 Workspace #4175 3383k,

} =r

AR

nREEA Windows Hello fEAIRIZI B S HI0IE, MRTLASEIRST Citrix Workspace ZAiEFHMERER, EBE,
FEIFREABHNENNAREFHESEN, RASKRTERNAFREMNEL, BRGE. BEEEEKE S HIRIER
% (FAS).

WEFN

+ 5 Citrix Cloud #95&zh Azure Active Directory i&E#%. BXiFHEE, 1E2H% Azure Active Directory i%
3| Citrix Cloud.

 Azure Active Directory TEX S50, BXFHMEE, BBRATIEXEA Azure AD S48,

s BIFEEEEERE Azure AD &%, BXEFAER, 1B51 Getting started with Azure AD Connect using
express settings (ERRRIZEFIAEER Azure AD Connect),

+ 72 Azure AD Connect L 3UEEES KR, Lo, BRIERSERMERBEDNE Azure P LESER. B
XFMMER, ESW Azure Active Directory EXEEMIIE: HRIENTo

[y
BRITUTHRE, UEEMNgE LEEE SSO:

1. A% includeSSON &M Windows s 1722 Citrix Workspace R FR#ERF:
CitrixWorkspaceApp.exe /includeSSON

1. EFBEMNILE,

2. B@Iiz{T gpedit.msc 77 Citrix Workspace [z T2 F4H SRIE3T R EIRIER,

3. BEEIEER > Citrix A > Citrix Workspace > B B3 181 > 2t A 2063,

4. EEREREBSHRIE. RIELEMNZ2IRE, EREATNAE ICARITEESHRIDATAERBEREES
R38IIE,

5. 7£ Internet Explorer g AP BHRIEIRE, BEMUEE, BHRITUTIRME:
o M “ZHIEIR” FTFF Internet B1%,
o SMAEMEY > 4 Intranet, AFELHER.
o 74t Intanet EOF, REBR, FNFEHS, RNUTAERS, ARRHXHE:

- https://aadg.windows.net.nsatc.net
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- https://autologon.microsoftazuread-sso.com
- The name of your tenant, for example: https://xxxtenantxxx.

cloud.com

6. BIZABABH prompt=Tlogin BEZAMIMISHIIERET. BXFMES, ESIE User Prompted
for Additional Credentials on Workspace URLs When Using Federated Authentication Providers
(ERBEEHRIHRERFINIRTAFPE Workspace URL EINEMENRE) . EAIELR Citrix HARZ L
ZEMAAFM prompt=login B, URWEERSER,

7. 7£ Citrix Workspace AR & it LR AR EESHRIE. BXEMAEE, BEREEESHRIL,
8. E#Enh Citrix Workspace B FIFE R LU FEFR A i E o

f£f Okta FIBX & S HRIERSHITERER

ABIRABNBUMAER Okta (EHN SN IREER URMANIRENIEEME S FHRIERS (FAS) KLMBAER
(SSO), @I UEE, EaTLUER Okta @ Workspace #1TE50E, UERBERERHBILEHIE - XERIET.
BEISHRIENFIEER, BFBE Citrix BFa BMRIERS S Citrix Cloud £&ER. BXEFAER, BHBRE
Citrix X & 511 310iEARSSE#% ) Citrix Cloud,

M
« Cloud Connector, B*%% Cloud Connector Bi¥4{5 2, 7555 Cloud Connector &,

+ Okta {E, Bx%% Okta RIEMIFMES, 55 Install the Okta Active Directory agent (&% Okta
Active Directory f{38), Ithoh, EaTLLUE Okta IWA Web RIEBEREAMEIIAN Windows B EER. &
XF=R, 8 Install and configure the Okta IWA Web agent for Desktop single sign-on (&
MREATREESERH Okta IWA Web 2)

+ 5 Citrix Cloud #;&zN Azure Active Directory &%, BXiF4HE R, SR Azure Active Directory %
%2 Citrix Cloud.

« RESNRIERS. BXEAER, BEALEKSSHEIERS.

[ih=
BERITUTSE, UEZIEE LERE SSO:
% Citrix Cloud #EiZ 21 Okta 4840

1. FEFH =% Okta Active Directory I, BX¥MES, 551 Install the Okta Active Directory agent
(%% Okta Active Directory {38),

2. &%3 Citrix Cloud, MitR https://citrix.cloud.coms

3. 1 Citrix Cloud z#rh, #%$% Identity and Access Management (S4Hi5REE).
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4. #3%| Okta, AEMNEIESHEFIER Connect (EE),
5. 72 Okta URL &=, @ A\&rY Okta 15,
6. 7£ Okta APl Token (Okta API $48) &, A Okta AL APl S8,

7. 7 ClientID (F/i% ID) 7 Client Secret (EFI%ZME) &, BAEZHIEIEMN OIDC Web M BREFERT
HZE PG D fM1ZE, BEM Okta EH A EFIXE(E, &% Applications (MNAERE) HEIER Okta N A
2%, 7£ Client Credentials (EFiFEIR) T, WE&MEMFEH Copy to Clipboard (EFIZIEINER) .

8. #i Test and Finish (lit#52m). Citrix Cloud £I8EER Okta 3¥4015 B H ML ER,
ATEX /=S Okta HHLIE:
1. #£ Citrix Cloud Z#rh, %% Workspace Configuration (T{EX&E) > Authentication (513383E),

2. % Okta, HIERAS, 5% | understand the impact on the subscriber experience (T #3}
ITIRB AR E R o

3. BF Accept (%) EZIRHE,
BREE B RIERSS:

1. 7 Citrix Cloud &, %% Workspace Configuration (TEXEE), sA/E%#F Authentication (&
A383E)

2. #i Enable FAS (S FAS), LtEXRZAEZERS AN BIITHRERIE,
2E, BREBHMIIERSEITM Citrix Workspace BohtFrE BN AEFSEEBo

HUTREERETEXHAES FAS RSBERNZRUESIEMNARFREEN, NARFREEBEFTRTRA
FEENER T B,

AR

MRFRMUERHFAE FAS IRSBHEXAHMTHIFER, VAREFRERY, ERERERKEE. RA=
RNTREWMANE AD ZBLUA RIS AEFHEHE.

S IRE

June 8,2022

AT BRAREMZSHENRSYE, KAHR Citrix Workspace M BIEF SR & RN E R BIMNEZER S, Citrix
Workspace NAEF, SEGEESHRIE. FEFUK Kerberos EBEFHRIE, AJMREZHMAELENEHK
Ik,
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EEBSHIIE

BAERIMEEATFEEIRHITE M, HEXREMEITIMIEEIRIER Citrix Virtual Apps and Desktops #
Citrix DaaS (L{gi#rA Citrix Virtual Apps and Desktops ARS) .

L5 R Citrix Workspace M AR, R EIBEHEN ARRFSEmUL “Fria” ZpigBd—2%#3 StoreFront,
REBRAERRE, EAIMER Citrix Workspace NAEFHBHENEAEFNKERIE, MAREEMRAENE
o

Fie Web IS 838 EREFERARKEIR (GPO) BEERKEERRE R, BXERAARENR (GPO) BIEIRIRA
BRSERNEMER, BSRER Citrix Gateway BEEE SE R,

TR LA U TERETE#H T2 ML EH AR L ENEE Single Sign-On:

o BRITEO
ul

=}

(@)

HE2HREIEDEE Single Sign-On
BESHREIBETRBERAETR, BRITUTSR:

StoreFront LHEEE.

7£ Delivery Controller LEE XML AR

&% Internet Explorer i& &,

%A% Single Sign-On 19 Citrix Workspace [ A2,

>N =

7z StoreFront LERiBEH S ER

BAERAFEHIHTE MWL, HERRBMEEEA Citrix Virtual Apps and Desktops #1 Citrix DaaS, @A
FEENNS I NARFREEETIHIIE,

f£F Storebrowse SEFEF RN ARER, EHNERIEHENEKENEAREFMNSE &% Citrix Gateway
ARS5E8, BIF “FFR” RHBIRE, BEE Single Sign-On /&, AILURINRABIE. KA AEFMNSEURERFIENSA
R, MEREZRBENENERE,

#R#E Citrix Virtual Apps and Desktops &, aILERAEEEHI &7 StoreFront LELE £ SRS B RIE,

BEFRTEARNABNRESENEE:

Fafl EEFAES HtiE R

StoreFront LEEZEHRY SSON Bz Citrix Studio, RAE®ZENA 48484 Citrix Workspace 2/
s > BEESMRIESZE - NAR 2 BEFEEERERN, exB8mE
5> BREEE, BRI A ENSEEBYIE AR

ZMEE WRAA)o
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FAfY REFMAES HtiE R

FEERT Web 89 Workspace  BahZA®ENE > EHF Web 89 %3&8 7 Citrix Workspace R f8

By Workspace ih= > BESHIIE EFEEEAERN, ExEIE
FiE - NAEE > BAEER. BRRIEAENSE BB

B (NRATA).

i@id Citrix Gateway EZE Single Sign-On
fEFAASREEXT REIRIRIRRT Citrix Gateway B Single Sign-On.

1. &EidiE1T gpedit.msc $TFF Citrix Workspace R A#EF GPO EIEIRR,

2. EHENEBEET AT, BEEEER > Citrix 4AF > Citrix Workspace > BF 5 13IE, AEEF@EL
Citrix Gateway 311 Single Sign-On 8%,

3. EEEBA.

4. BENAMBAE.

5. EfEsh Citrix Workspace R BERF MUERMH A E R E .

7z Delivery Controller LEE XML =1FMRS

7£ Citrix Virtual Apps and Desktops #1 Citrix DaaS £, UWE®E R & 7 Delivery Controller L7 LT
PowerShell &%

asnp Citrix* ; Set-BrokerSite -TrustRequestsSentToTheXmlServicePort S$True

&4 Internet Explorer i &

1. £/ Internet Explorer 3 StoreFront RSS2SR MEIA bRy IR,. EHM:
a) MITHIERBE Internet 3%,
b) E&%e > Internet, ABEFIES,
LB £onZH Intranet &0,
C) ERER.
d) FINEREYA HTTP 8¢ HTTPS XA StoreFront FQDN &9 URL,
e) BEHERNAMHE,
2. 1% Internet Explorer HEXAF SHKILIEE. EEK:
a) MEEEIERES Internet £,
b) BERLETF > BEEMIER,
C) BEATENET, HEETRRLIGE - HEENBRKIEED.
d) ERAFSHRIEEES, ERERYRAFENEBEHESR.
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i«!‘ User Authentication
#2, Logon
(C) Anonymous logon
() Automatic logon only in Intranet zone

-:';'J Automatic logon with current user name and password

(_) Prompt for user name and password

e) BEHENAMHE,

ERGLTERORERRER

A /includeSSON Fx%# Citrix Workspace M AEFHEH S5 Citrix Workspace [ Ri2F LUEFIHAYE
B,

AR

L&A TF Windows # Citrix Workspace [ F#2 Bk &% Single Sign-On A8, RZ#HEH /
includeSSON FxF+4k2| Citrix Workspace W BiZ2FH &R ZS.

EA GUIRERRER

1. #3 Citrix Workspace MARFREXH (CitrixWorkspaceApp.exe),
2. Wik CitrixWorkspaceApp.exe UBBRERR,

3. EEARABRLTEASYF, ERBERESBERIE,

4. BET—F, RAERBIRTERRE,

TEMEREERNAF SRR Citrix Workspace NARFERINENARE (REE—NMHELABE) .

55EB T Web 89 Workspace FE&E Single Sign-On

A LAfEFRE R R EEEREEAT Web 89 Workspace EEZE Single Sign-On.

1. BiEIETT gpedit.msc $TFERTF Web # Workspace GPO &R,

2. EHENEETST, BEEBIEEIR > Citrix A% > Citrix Workspace > BF 51183,

3. EERAHAP BB REHREIEBERNE S,

4, BEEREESHWITE. ERAIFERT Web 89 Workspace EREHNERERETERSS L#HTEHR
ik,

5. BHAWWAE ICAEZERITERSHRIE, ETUEBLGI EMFHIRIERS, HATFEMEEE LEEEE,

6. BEHNAMAE.
7. EfFiEshERT Web 89 Workspace LRIV E R E K.

B RIS SRS RRIEREEREA Single Sign-on, Hi@&E ssonsvr.exe #HERBIEEIET.
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&/ Active Directory f2E Single Sign-On

BT T B LUGERA Active Directory (A55EE A Citrix Workspace [ AEFER B HiE B AT, EXMERT, 7
IUSLH Single Sign-On B4310iE, MEZEAELRHEHETAR, Fia0 Microsoft System Center Configuration
Manager,

1. T#; Citrix Workspace MABEFREX# (CitrixWorkspaceApp.exe) HEHRESENMELE L, HH
E=%&T Citrix Workspace R B2 8 B ARt BN TBEIS I RiZ L X .

2. MERTF Windows # Citrix Workspace M2 T2 EREX CheckAndDeployWorkspacePerMachineStart:
.bat &iR,

3. RERARLURM CitrixWorkspaceApp.exe MAIBEMARZS,

4. 7£Active Directory A%MERIEH &H, 8N CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEIIZE, BXIBRMAIFMAEE, ESI Active Directory 43

5. BEHENRET A, BEEIEER > HIN/MBRMERLAHN receiver.adml X

6. & receiver.adml #&iRE, HEITEVEE > EIEER > Citrix £ > Citrix Workspace > B &
HIIE, BXRRIMEREREAER, ESRARENREEER,

7. EFEAMARANEEREHRERENEER,
8. EREREBRSMNRIE, ARRENA,
9. EMBIHITENUEERER.

7 StoreFront FEiBEH S ER
StoreFront it &

1. 7£ StoreFront AR5588 £/ &M Citrix Studio, RAEERNARENE > EESMRIES X - NABE.
2. EEEER,

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway
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BRI
BRRIESRINBHFREREE L, S¥CRIREERAARIEZENBHNERBANZRE, Citrix Workspace
M RREFRET BTRILEARMEE FF0ES ORISR,

RTIER SN, RITMERETAEIENR (GPO) RISREE FHIRIES B,
AR
HERERIERBERER.
EEAARENR (GPO) KRR AEMEF RIS, FRITUTERIE:
1. #@dia{T gpedit.msc fTFF Citrix Workspace N FRiZFA SRS R EIREIR,
2. HIBNEETST, RESEER > Citrix A% > B8RS,
3. EEESHIIESHEERRD, EEUTERZ—:
- ERA BREHRIESHRE#EHE L. ABRT, ®EHR “BEBA
« BRA BTREORIESRAEFEEHRE L. RAHIIEFEMEHN, BFERMBNEHEE,
4. BEHENAMAE.

BRR4s 2106 &2, Citrix Workspace M REFREA TR ERMERE L EESHIRIESHNEMIETR, RTHE
GPO E&4h, eI LUER Global App Configuration Service 22 - fEAssthBii AR 17 B D IIE S,

£ Global App Configuration Service #, 3 Store Authentication Tokens BH¥i&EHN False.

BXFHMES, 15218 Global App Configuration Service X4,

B3
AILUERRERESRETIR, % Single Sign-On 2EFEHESE. ZIXEEAERNARAKNE SET, HETE
BHER,
1. AREE@ERXiEEE Citrix Workspace M BIEFEIR, AGBEEEREIET,
LB 8 a4k EHEXHEE.

2. BEECERESR.
g R Citrix EEBRZERED.
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(@ Citrix Workspace >
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] w oK
About
Version 4,13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices
3. MEEEEH%EE SSONChecker,
4. BEHBET. BETR—M#HES, ERMRXHRKE.
EEENEREOSAUTS:
1. K& ERFERERIMIRER.
« FEEFENORAZIGERNERICEIER,
o BEM ) IBTRERRERANER
o TN X IERZNENERRE R ER.
2. RiEtEF: EREE EETIIAERIEM. E4ZEMF, K Single Sign-On,
3. EfF: #ERiSevR5. Fla, L&,
4. Wi: EREITHEENHAYE R,
5. HARGE: BRHEXIHMNEMESR, aFBIfRE.
BRRBEXESMYESNENERNIFHAER,
SERL T LA :
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1. BB Single Sign-On &,

2. BREEHR.

3. MERMBEFEM: REE “Citrix Single Sign-On” 1§ B AMEIRBIZFFIRFHE—NE, HITRLERERE
FAMBNRERA RER—MREBEEIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2EHEIETTo

5. HHEE: MIMERT, WEBEEERF KL,

6. Internet WL LXIFIGE: BESHIF Store/XenApp Service URL FINZ “Internet &I gy R £ X155
=&H,

MREIARBERELR XY, KEPHREFMELN, BEESFITASREENE O EEFIMEAIEREX,
UK BRMIR Y E RS,
7. StoreFront BWERIIES .

=z

AR

o NRBEiFEERTF Web 89 Workspace, MMRERRER,

308 Citrix Workspace N AREFEBERE Z NN AREE, WSEMEERBNNARE LETEHRIES
FEMR o

o FILRMIRERREFNRS. BRINRER . txto

R “BREER” BN “RRERER B

1. #@dia1T gpedit.msc $TFF Citrix Workspace N AEF GPO BEEiER,

2. ®%Z Citrix 424 > Citrix Workspace > HBf;55 > DisableConfigChecker.

3. BEEEARREEAEEMEFNEBEREIRIET,

4. BENBAMBEE.

5. 1517 gpupdate /force &%,
FRFRME:
EEBERZEIRAEIE Citrix Virtual Apps and Desktops BR52s £ “i5E&1%5 XML Service BiER” BB E =,
(VNS

Citrix Workspace NBiEFAFEEREITNES (FHEERERLAEFN—BORME) RITEMRUR. SR
AT EEBNHIANEAR (ping.citrix.com) & diAEl, LiZETNR AT EEN R BN RIE BMEIRAAA) MENaTsE
BEz—., BnfTllid, EABEHEMXIEFH Citrix Workspace MBREFHERSHRE LN > BN TS, M
i#%5&K %R Beacon checke (EFFHESE) EHH B HITIT.

MIRERATBEA U TE—1ER:

« @iAial - Citrix Workspace R T2 8E8 B I BX 2R 54T
o AaMifE - Citrix Workspace M BiEF T A R 51T
o Ex A1 - Citrix Workspace Rz 2R a] LRI BRI Bk R (ST
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} =r

AR

o TEERAT Web #9 Workspace &, XLEENRAER TSR,
o MAERATURENIRS. IREKIAMETH . txto

#1d Kerberos LBV E& S5 RIE

®EFGERFEERT Windows # Citrix Workspace M B 2 5 StoreFront. Citrix Virtual Apps and
Desktops # Citrix DaaS 2 (a3 iiEiZ.

Citrix Workspace M A2 F 2 A E RS R E XA Kerberos #1718 B & & 143101, Kerberos &k
Windows S{33E (IWA) 8 &8 —fhSHI8IES 5.

BAE, ITE Citrix Workspace R Ff2FEZFBENAI#1T Kerberos 81458, Eitt, EHIEERAFIRE ERESR
RERZL IS RS PRAAFERAS K. AP UERTASHIIESEZERHFRNELMINER, FINESURmEEE:
YIRHE S P10 28.

FEREEEERIESE TEEFSMIIER Citrix Workspace 2. StoreFront. Citrix Virtual Apps and
Desktops #1 Citrix DaaS Y, Citrix Workspace RRiEF#:

1. 7 Single Sign-On fAiA#TRE & PIN,

2. fE/ IWA (Kerberos) @ StoreFront ik FF &14. SRS, StoreFront mf&# Workspace M BEFREE
/A Citrix Virtual Apps and Desktops #1 Citrix DaaS B 8.

=

[z/2H Kerberos LU ERIMY PIN 1278, tNR KA Kerberos #4343, Citrix Workspace Rz
FRERE R EIRER StoreFront #1TH {3 1KIE.

3. HDX Engine (Z&i#i7 ICAZFi%) KEaE+ PIN Zi4 VDA, MR &RE Citrix Workspace [
EF =&, Citrix Virtual Apps and Desktops #1 Citrix DaaS /SR EERNZ R,

3% Kerberos &1333EATF Citrix Workspace M2, EEEH Kerberos BEB 2SR AU T &M

+ Kerberos R7£ Citrix Workspace [Zf#2F 58 FHERES s Windows Server 59k S 28 2 Bl (EFH, &
EERSH/ETEIR, EILLET “Active Directory BFFITENER” TARSEZEWT,

o WTEIAD Citrix Virtual Apps and Desktops #1 Citrix DaaS LB Kerberos, A7 R &M HRERE
Fi Kerberos, &7Eig 2 AEfIE Kerberos IWA 3£,

+ Kerberos RN EATFRENERAEEASHNRIE. WBEFRAIEENERE SHALRTRAEIBNTER@EAR
FiEE.

A .
= .

i

AMRFIEREFFLTRSBE R, TRFEEMRERERR. Citrix TERIERIMRFIEREHR
HESBHMBRAEEBFURR, ERAEMRFERTEEXNR, BHEREREIMRZAHTED.
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i#id Kerberos SSMid BB SIS B RERER
EdkEREZ B, B2 Citrix Virtual Apps and Desktops X 4B RIFEFE SRS
LEFERT Windows # Citrix Workspace RBIEFE, FEES U TRSITIEm:

e /includeSSON

IHE R TR TE IO I3 893 B Al £ &= % Single Sign-On A, MMEEH TEXEE®ER IWA (Kerberos) &
StoreFront #1TH 101, LRERAMGEESEEEFE PIN 83, HDX Engine FEi8 S ae REM M ZIRITIE
%382 Citrix Virtual Apps and Desktops #1 Citrix DaaS B fEmH Itk PIN 53, Citrix Virtual Apps and
Desktops #1 Citrix DaaS Bt M B RERiEE—MERHM HDX Engine 3KEXLL PIN 83,

BINER TRA—MMAXIED ENABLE_SSON,

MRR LK LIRS B Single Sign-On, EERAERENKRERRIRAE Citrix Workspace R AR

—_

. @iiafT gpedit.msc 77 Citrix Workspace N BiEF ARSI R ERIEIR,
. EIREIRER > Citrix A > Citrix Workspace > B B3 I83F > Axth i A 21555

N

w

. EERBREBSHNIIE.
4. EFEs Citrix Workspace R T2 MUERMM A E R E o
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fd& StoreFront:

7£ StoreFront fR$3 28 FECE SHIGIEARSET, iR “HE®E” %, ZIgBIEERA%EM Windows S{9381F, TE:
BERERED, BIEETEERMANENE P iRERSEE-REET StoreFront,

BXREe AT StoreFront BN S, 15515 StoreFront MAEHRIERE S A IIEAR S

S #5 Azure Active Directory 9% 4iAia]

FfFipial Azure Active Directory safIH TR SRERFT AR TR, Workspace B &R AL AM Citrix Workspace
Nz FAFERF 1T B IE M A P ECE H a8 %IH1T Azure Active Directory £&#ihiR15EES, 21T Workspace MABEFH
Windows HE&H4HE L% Microsoft Edge WebView2 Runtime 99 siEE R4,

BXAERA Azure Active Directory Bo B & #1510 RIEHISEE ¥ 4= SHMGEA, 75818 Azure AD 4514, it
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8E(N7E Workspace (Cloud) $pEHZ R,

& Citrix Workspace #1753 IEE th 75 5%

e LLE A Citrix Workspace AR FERE U T B RIENS. AEUTSHRIENGIESREER, BT
Workspace R FZFH Windows i+ BHL% A% T Microsoft Edge WebView2 Runtime 99 siE & ks,

1. #F Windows Hello 953383 - BXEBET Windows Hello BI&#I8iEAY5 BT, ESiHECE Windows
Hello >l kR SR EKIG B - IE BSE, #uikA Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

AE:
A FEREEENET Windows Hello B9S 4 I83E,

1. EF FIDO2 22 ZHMNF ML - FIDO2 R ZHAACVRATRET —MWEFTRANAF BHEHBEA
THERTERBRIENSR. EAI A B @ Citrix Workspace #17EF FIDO2 R ZHAMN B HKRIL. ME
FERAP R FIDO2 2% fAi@idH Azure AD A [ Citrix Workspace #1T &4 I1IE, B2RBAT
FELLRAER, tiutn Docs.m/crosoft.com/zh—cn/azure/act/ve—d/rectory/authent/cat/on/hoWto—
aul‘hent‘icat‘ion-passWordless-securit‘y-keyo

2. Ibgh, EFETLMIIANT Microsoft Azure Active Directory (AAD) B AAD A B iR IEFMIT B &S
&% (SSO) =l Citrix Workspace B2, XA E Azure Active Directory BIREHNEZFHMER, &
Z7EE Azure Active Directory RS, MitH Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, Bxufa¥ Azure Active Directory i&E#Z| Citrix Cloud WE R, ESRE
Azure Active Directory ##%=| Citrix Cloud,

BEER
AT Windows 9 Citrix Workspace R AEFZ U T EEFEMI0E:

s HBBMEIE (BHER) - YAAER Citrix Workspace MARRFN, HEESMHIGIEAI XS EERE,
Citrix Workspace M AEFRIUT A X ERHRIER:

- EAEEERER Citrix Workspace R ARRFHEIMNENIEE AR TREIHT SR IRIERI RS EM
SEMNABREF.

- EERTRFEENERT, WFERMANEMNIEE LE1TH Citrix Workspace AR, AR HSIME
RBNEEA DB ENRE RN BERF.

BESMRIEREMER StoreFront A Citrix Workspace [ AR LWEEE,

o B BFMHIIE - RN B MIIEA R EEREEESBANBFR ZNBE 2B HTIER, TEFERE RN,
AEALLINEE, B, BRIEFEIH, BAASIMERERETRANAREA AFERANERSHIIE, HiE
DisableCtrlAltDel /55%i& & False LA FEREREE, WERZDIIIEE StoreFront E&E,
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BEFEANERZHIIE, StoreFront BB A] LA FHXRE—MN AR EERR P {68 89 IE Uk E
BERBPIRIE, F57AR7E StoreFront T4l & #Ti%RE, 15805 StoreFront 324,

o ZNUER - MREEFEASMES, WHAATEMEEFR. MREEEERIENERSE, WXEIEBERTFE
RPig& LETNFRE R AER, &iF Citrix Workspace MR,

o BERIREBZMHIIE - ERHEBEMRIERESER Citrix Gateway # StoreFront B2 &,

- E&d Citrix Gateway ifial StoreFront, EBREEEREEMLMEIIHITHHRIL,
- 3 Citrix Gateway SSL EcE IR EREIZ FIHIEB S M, REENRS, B2, BHEFIHILED
SIS RS HRIET RS,

o WEKRIE - MRBENH, WHEETE Citrix Workspace [ RZFMAF M EINRE Z BIRILIEE,

o LIEFERERRIN AR - IS EEEMNAEE (W Microsoft Outlook #1 Microsoft Office) aiFEFYTE
PN BREFNEESIETH X HITHREE R RN,

o IEBHMFEEERER L, MIFFEERFIEE L

« Citrix Workspace ARFRAMRERFIEREZRGER, BHERLENEZHE PIN, PIN NEAFRIEHEEEEIE
DUARER, FREFHEEEER,

o ENEREFRSE, Citrix Workspace MBREFASEMEESE,

o HNEREESMNIRIEHTRER, Citrix Workspace HARRFALIFEIME AMSE (VPN) BEERHKIEM
B5h. B VPN 5EEEEEMINIELE SR, ERE Citrix Gateway {#EfF. ERAEHEEM PIN Z2 Web ;T
H, TS RERHTEHRIE. F£A Citrix Gateway {EHF BT B @S % IRIEIR StoreFront RERTE
BERAF.

« Citrix Workspace R BiEFEFIEFS citrix.com &5, B Merchandising Server 5 Citrix Gateway
NSRRI MNIIERRS,

A
=

I

RLRBERERIEIMR, IMRFERCATIUTERSHOE, JRFEENRERIERS, Citrix TARIER
EMRRIERER T S SEE IR EEEBEURRR, BHRETEREIMRZAHITED.

BREEERMNIIEEA Single Sign-0n, EHRTUTIRME:
EREEEART Windows B Citrix Workspace R BIER, BEXEHEES U THSITER:
« ENABLE_SSON=Yes

Single Sign-On 25— 1T ATEBSHIRIENAIE, BRALIEERML Citrix Workspace FAEEFE RS
= PIN 1270

o TEEMREERETD, SMIILITRREHIE SSONCheckEnabled FRBIKEN False (MNMREHKRLERS
BERAM).

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols)\

integratedwindows\
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HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

A &R I ATFE L Citrix Workspace 2R & 41 1K0IEEE 2R ZE K Single Sign-On A4, # 73F Citrix
Workspace M B#EF A StoreFront #1753 3IE,

3 StoreFront B RS EEE S/ IIETMIE Kerberos, i5A TEMN&SITEM %L %EEAT Windows B Citrix
Workspace M HiEF:

o /includeSSON RESEQER (HR) SHEIL. BRREEFUMERAETENEESHIEIE,
« MRAFEAAMSHIIESZE BINBFRRMNED) ERiER, WHaiTh!
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No

B SR IIE R B IEE B R ER, H i Citrix Workspace M2/ Citrix Workspace R ARZFE S
HRiE7E A& PIN,

i@idiz1T gpedit.msc 77 Citrix Workspace R B2 4H SRBE3 T R S IRIRR

2. HEEEEIR > Citrix 481 > Citrix Workspace > B B{5I8iE > At~ {6,

3. EREAEESHRIE. REEENZLIRE, BEAWNAE ICA ITERSHIRIDATLNEEEEREES
I,

it & StoreFront:

- FRESMNIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront MIFAER, 155 StoreFront X#SHMECE 515 30IEARS .
BEAPIREXIHERAEER, BRITUTIRE:

1. BEPMENMIRIERSNIEENZHAE,
2. REMMEIMEZDRIEH,
3. REMAEE Citrix Workspace M ABEF.

EFEEBERAR, FRITUTRE:

BUAERT, MRS MEBEK, W Citrix Workspace [ AEFHIRRAF MFIRFIEFIER, AT Citrix
Workspace ZAEFERE AEARINES (RIBEEERIRMERE) SULHETHRIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERTS ERNET,

BROEBSIAE U TAERR:

o A EA LR S AT ETEIERE RN,

o EREQPLIER RSABZEEAKEN 1024 fi. 2048 sk 4096 1i.

o BIRRARNEESRTESR,

EREEAEMUAEIERF EEHEH (UPN),

o ERARPRAUNEEEEFERNEF SN IIESFRAEERRE.

o EPMKEHERPRIEBMENE Z —BALEIRS BT TLS IBFNRXMNAVFERNA A (DN) 2—.

ERUTHAEZ — A BUEBANERE S
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« £ Citrix Workspace NRREFmLTH, BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry I

RINEIRT. T SmartCardDefault 8 LatestExpiry, MIRESZMEBFTEEMHE, W Citrix
Workspace [ BREFERTEFP MRERE—MIES.

e BT ERMEE MR HKEY_CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY_CURRENT _USER REXMEM LSBT HKEY_LOCAL_MACHINE E{E, PIEIFHIFERNAFEFIEH,
EfEM CSP PIN £27, BHITUT#RE:

BINERT, mAF 25 PIN I2RE:ERT Windows # Citrix Workspace M AEFMARE fE FINZRS =M
12/ (CSP) 121, Citrix Workspace ZAE2FERENIRTAFEA PIN, RS PIN 224848+ CSP, MIRE
Wik SRBEREETENRLER WRAFESHIERERIEERE PIN), WaT# Citrix Workspace [ Ai2FES
BERER CSP AHLUEIE PIN £8, 8FHA PIN BT

ERUTAZEZ—ER PIN FERMLEAR:

o 1£ Citrix Workspace NAERERaG<SITHR, 8EIEM AM_SMARTCARDPINENTRY=CSP,
o ¥ LU T I {E A N B 5E M R M HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BREFIFIMBIREL

MiERER se B, Citrix Virtual Apps 2B, R Citrix Workspace M BREEFHESEEFEEE NS HIIE
7%, BEERT Windows # Citrix Workspace [z 2R £ ERE 85 ISR BS LGRS Citrix Virtual Apps &
&, MAFTE Citrix Workspace R BREFSIEFNAFRREERRS.

EBRE:

FREEEEMIRIEESR Citrix Workspace R AREFIEEM, ARPEETHEER.

LS5

i

BEF

RIEZREREXNMEET HDX PC/SC WEREREEMAIBGH, EHER WAN IERFEREEERI, ATLUREME,
1% Linux VDA =R EREFo

21 Citrix Workspace REFTREARESEEER, BRITUTERE:

ZINERT, WESERERE VDA LR FEARE, & Citrix Workspace MAREFHATEZRRS. BEARE
HEEEE R, BEXBEM StoreFront ity default. ica XHFFEEUTSE:
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copy [WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

Z7z Citrix Workspace L AEFHREAREZERER, BEHITUTERIE:

Z7£ Citrix Workspace ARZFHEARREERER, BEMXEN StoreFront is =l default. ica X
k% SmartCardCryptographicRedirection £,

BXEAER, BEAEE

mEm Citrix Workspace MR R B I8

Citrix Workspace MABEFSINT AEKITER (GPO) HErLEB@EM Citrix Workspace TR T E M, i
B&fE Citrix Workspace N BiEFEEBER AR BE1E R Citrix Workspace, XEAMANTEM9I&E £ Citrix
Workspace BEETIHEE (FRER) B, AERILLHRS,

BEMRIGE(ER, YIUREMUTHRMA:

¢ BHERARRER.
o MIMTEEMKRFIESRTIE SelfServiceMode BHIREN Of o

BRITRTENIIE:

@idiE1T gpedit.msc fTFF Citrix Workspace W BiEFHEIRI R EEER,
. EHENEETAT, BESERIR > Citrix Workspace > HBIARS.

. BEmEm Citrix Workspace LR TEMIEREHBHIZENERA,

. BENANEE.

AW N =

EA 4 Citrix Gateway EA S iRHEFIHEEE Citrix Workspace

June 13,2022
BE:
AXEMFREREBSMHRIE. MREESFRMMXIEER AP, EBkEITE Citrix Gateway FiFHEERE
HEHIIEREE .

Citrix Cloud Z#ERZHE Citrix Gateway (A SR EIEFNERIE TERMITRE #TE BRI,

@A Citrix Gateway BH3IE, EaILL:

o dg@E S IMA Citrix Gateway Xt P #THHIE, WEHAEHED Citrix Workspace ihial4sih Virtual
Apps and Desktops ZpEHHIZER,
+ % Citrix Gateway SHIIE. HNAEZINEES Citrix Workspace && M.
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- FREBHMEIE. SR RETH. FHIAEER. REFHRIEETIE, NENAFRMEED Citrix
Workspace iialFr BRI R,

1% Citrix Gateway SPIIIES U T =Mk AESER:
« Citrix Gateway 13.1.4.43 Advanced Edition S{E Sk
RN

+ Cloud Connector - 2 EEH A RS 28k %4 Citrix Cloud Connector Bt
« Active Directory, H#RZE M.
« Citrix Gateway Exk

- HTEFRALHER, BEAMMNX ERRRER.

- BEEEM X LT Citrix Workspace B9iTiH & #1TH A KIER, MX#&7 % OpenlD Connect 2.,
Citrix Cloud 5%z [El89E 25 & OIDC ¥, ZUH RIS SEHITHFER, FAlt, EUMPLEIE
PLIXLESREHITE S,

- BY$PED - i Citrix Gateway RZ 2 NTP Btjal,

BXFMER, ESA Citrix Cloud X5 Prerequisites (&% H).

7£81% OAuth IdP 5B 81, BFEE%IEE Citrix Workspace g Citrix Cloud, LU{E7E IdP fERMXIEASH
WIBET, BXMAIEERNFMEE, H5H Connect an on-premises Citrix Gateway to Citrix Cloud (¥4sith
Citrix m%iZ#%%| Citrix Cloud), ERI&ERE, ¥EMEIE OAuth |dP RERFIEMNE i ID. ZAMEER URL,

MRIEEABE Internet Explorer. Microsoft Edge. Mozilla Firefox #1 Google Chrome, N&BRERT
Web B9 Workspace Bl Ei@, XEUMIMRNEEFHN, 7BREER,

FE

MRAFEE HTMLS R inRE S ARMERZE K, WAsBERIBEBES RIS,
EN 28t B 5h StoreFront URL BY, &2 Receiver 125,
MREGEVDTHRERS, BEARBRENZAILER, MIEZATFHEEN, GXFMAER, BE5H:

« Microsoft x4y URLAllowlist,
+ Google Chrome x4y URLAllowlists

AR
Workspace W BEFERHNNVAAIZIZRE 1 receiver:, HIEHE BN A ERNESF— URL,

RPEALLUERZEEE, MU TR, UEEEFRQNRTHHEAN StoreFront URL, & S 5EHEE A
LB RIR T ISR B B
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This site is trying to open Citrix Workspace Launcher.

https://go.citrite.net wants to open this application.

D Always allow go.citrite.net to open links of this type in the associated app

Open Cancel

LT iR T d{a# Citrix Gateway & &7 IdP,

f£743h Citrix Gateway L6z OAuth IdP 5588
i OAuth |dP BHI0IESRES S R FES:

1. 8l OAuth IdP BREX .

2. 70 OAuth IdP %B&,

3. %% OAuth IdP SREE4RE 2 AR SS 25
4. 2RHPEIES.

tliZ OAuth IdP B2 & x4

1. 268/ CLI ¢ OAuth IdP BBEXf, BESGTRTE FRAUTHL!

add authentication OAuthIdPProfile <name> [-clientID <string>][-
clientSecret ]J[-redirectURL <URL>][-issuer <string>][-audience
<string>] [-skewTime <mins>] [-defaultAuthenticationGroup <
string>]

add authentication OAuthIdPPolicy <name> -rule <expression> [-
action <string> [-undefAction <string>] [-comment <string>][-
logAction <string>]

add authentication ldapAction <name> -serverIP <IP> -ldapBase ”dc=
aaa,dc=local”

ldapBindDn <administrator@aaa.local> -ldapBindDnPassword <password
> -ldapLoginName sAMAccountName

add authentication policy <name> -rule <expression> -action <
string>
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bind authentication vserver auth_vs -policy <ldap_policy_name> -
priority <integer> -gotoPriorityExpression NEXT

bind authentication vserver auth_vs -policy <OAuthIdPPolicyName> -
priority <integer> -gotoPriorityExpression END

bind vpn global - certkey <>

<!--NeedCopy-->

2. EfEA GUI 61 OAuth IdP BEE XX, EHITIATIRIE:

a) BRIEM A Citrix Gateway BEIIP, RESME Security (X%) > AAA - Application
Traffic (AAA — AEFERE) > Policies (58) > Authentication (51{,383F) > Advanced
Policies (54%m#) > OAuth IdP,

b) 72 OAuth IdP FsiE=+, % Profiles (E2Ex#) #m+, AFEE Add ().
c) E2E OAuth IdP BB&>ft
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+ M Citrix Cloud > Identity and Access Management (5 iR5IFi5REE) > Au-
thentication (BHI0IE) EM-RHEHIHMME A% ID. BPEMEER URL B, UEBILS
Citrix Cloud #9i%EiZ,

+ 1£ Issuer Name (k17& B ) =P EFRB AR X URL, 5180, https: //GatewayFQDN
. COMo

« XA LU7E Audience (Z4R) FERASHIFHMELEFE D,

« Send Password (£ix%ME): BALATMREE DB REHF, RIAMERT, EmLATFE
RIRES,

d) 7£ Create Authentication OAuth IdP Profile (8125 ¥iF OAuth IdP BE2Ex ) WEL, i&
BUTSHNE, AEET Create (BIE).

+ Name (&%) - BRRIEREXMGNER,. BAUFE. BFRTYINLFR () Fk. BMIEER
BFH. BEUREFH (). 2 (). #5 #). =% (). at 5 (@). £S5 (7). §5 (1) AT
KFR. CIEREXHE, BLEELEM.

+ ClientID (F/i% ID) - #7iR SP W —F /8, WIRSREML ID HMEFRHES, RAKE:
127,

s BPHEH - HAFRMENRSSREINBHFRB. RAKE: 239

+ Redirect URL (E%Mm URL) - #AAE LRI/ SP 8=,

o MEERBN - BERTHSHEIRSSININE. RAKE: 127, Rfl: https://GatewayFQDN.
COMo

+ Audience (ZR&) - |dP Zixp9<hERIBIRIMG A, W ARSI SR,

« Skew Time (fRZRta) - hiEBHEE Citrix ADC IEENSHE L AFHRMRE (USHRELD),
BN, MR skewTime 710, MLHEMEREAN (HF18TIE -10) 9% F (HaEEdE +10) 2%,
B3R 20 2. FIAME: 5

+ Default Authentication Group (ZI\ &K IE4H) - X IdP %R A1 nFactor 2
AMNEEXHN, NEFRNISFRNBAINRPNE ETUEEHRIEREERNRER
(AAA.USER.IS_MEMBER_OF(“xxx™)) HfEH, W#FIR5 &% 75 *x# nFactor #ifg. |&X
KE: 63

HARAMBREXHNIED, UEURBITHEIEHEIBENERR, FRTIRIEVAS, AR HIIER
THETIEEFERFINE, RAKE: 63,
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70 OAuth IdP 58

1. 7 “OAuth IdP” timEm, #i Policies (5kB), #Af%d Add (&),

2. 7z Create Authentication OAuth IdP Policy (fIiZ25#% 3% OAuth IdP 588) TiE.L, RBUTEH
KIfE, AG%E Create (8IE).

« Name (&#F) - SHIIERIZ T,

Action (12fF) - ZRiBIBRMEREXHFRIET,

Log Action (BEIR(F) - IERSILRSTANEMERANESBERIENEM. IFREIMERR.
Undefined-Result Action (REXKILERIEME) - FEIFMELERKEX (UNDEF) BN HITHIIR(E,
ERIEFEL

Expression (RiA=R) - SREEAFIRFEIERNERINEERER, B0, true.

« Comments (Fit) - IHEEHEMAITIL,
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Diatkbssgrd C ol it 820 Regadns e u PSR B sty

- Create Authentication OAuth IDP Policy

% sendPassword &7 “ON” (BRINKE AN “OFF”) bY, AR ERENZEH@L R e@EEEEE Citrix
Cloud, @idZei@EfkEAR SEAEERBLIA Citrix Virtual Apps and Desktops E/ SSO.

#% OAuthIDP :ESF0 LDAP SKBS40E B IS B IR S 28
WE, BFEER OAuth IdP Hr848E R4t Citrix Gateway EMIEIAS 1 ISIEARS 280

1. B R4 Citrix Gateway B[P, A5 S 2 Configuration (B2 E) > Security (% £) > AAA-
Application Traffic (AAA-NRI2FE) > Policies (7iZ) > Authentication (51)%3F) > Advanced
Policies (54k%m) > Actions (i2{E) > LDAP,

2. 72 LDAP Action (LDAP #&fF) B&E L, #& Add (&),

3. 7£ “Create Authentication LDAP Server” (8125 303E LDAP fR$E28) REL, REUTSHNE, A
58 Create (BI&),

« Name (&7%5) - LDAP BRSS32/EHIR T,

ServernName/serverlP (ARZ23375/ARS3: IP) - 1218 LDAP ARZ338#9 FQDN = IP,

71 Security Type (Z£2%2). Port (i%0). Server Type (BR32:2E). Time-Out (8H) %
BIEHME,

{2+ Authentication (B33

Base DN (Efii DN) - 7% LDAP i£Z=mER, $190, dc=aaa. dc=local,
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+ Administrator Bind DN (ZEZ&RE45E DN) : 453 LDAP fRSS28MAF &, FI70, adminaaa.
local,

« Administrator Password/Confirm Password (ZEXRZ6/HINE) . BT4E LDAP M3,

« B Test Connection (iXiERE) MiXEHILE.

+ Server Logon Name Attribute (FR5528&%REZEM): %8 “sSAMAccountName”,

o HtWFERABHEFE, AAILUIREEEHTTRE.

4. 2% Configuration (EZE) > Security (2£) > AAA - Application Traffic (AAA - L EEEFRE) >
Policies (%) > Authentication (5{33%iF) > Advanced Policies (Z4:%#) > Policy (58&),
5. 1£ Authentication Policies (BIIEHR) FRL, 85 Add (R,

6. 7£ Create Authentication Policy (8IS {HIIESRE) AL, REUTSHMNE, AR%ET Create (8
#).

« Name (&#5) - LDAP B{)I8iFSB8AIR o

+ Action Type (®fEXE) -i%iE “LDAP”,

+ Action (#1F) -i%#¥ LDAP 1%,

+ Expression (Fixz) - HIEA TN EIERNIINEERER. F90, true,

BirH2BH4ES VPN
BIEBeRAES VPN FE3i743# Citrix Gateway #17 CLI iAIRIRR, A Putty (28M)) 1&Bid SSH B R7AH
Citrix Gateway,
1. Behan<iTERAER, fl Putty,
2. fEF SSH B R4 Citrix Gateway.
3. BAULT®HS:
show vpn global

=

P =

REHEEAIES,

4. Z5|dacH Citrix Gateway ERNEH, BRANUTHS:

show ssl certkey
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5. EEMENAES, ARBAUTHSRIR2E4EE VPN:
bind vpn global -certkey cert_key_name
Hrh cert_key_name iEFHHIBETF,

6. BAUTHLTUREIEIREEE2BEMES VPN:

show vpn global

7£ Citrix Gateway i H@AL B N B HIIES %
seRI& Citrix Gateway &8 7 |dP &, ERITUTSELUE Citrix Gateway PR EBRE N BRI A .

BEHEBIRBE NS RIS AR, B EEER Kerberos EiEMmiEEEH#HITHHIEIL,
Citrix Gateway RSz #5EIMF Kerberos 9REik (KCD), BR, &xXNET KCD BRI, BXxFAES, &
25 CTX221696,

RENERESEU TSR

1. Kerberos AREREE
2. BEPIREE

Kerberos YR ZREE
1. 7 Active Directory #ti# KCD AR
Kerberos HEZIFE T R AHIET, UHMERRIIAFNEH, ©E5REFE. RSS[MEHS L+ 0 (KDC).

771k Kerberos IEEE1T, BFRIHHER KDCiERFEIE. FRHBSAELEREAFS. BBMEH KDC
BHITEHEIE, ARZTREIEREN AS ERNRIL
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IE

MemberOf | Dialin | Envionment | Sessions | Remote control
Remote Desktop Services Profile |  Personal Vitual Desktop |  COM=+
General | Address | Account | Profile | Telephones | Delegation | Organization |

3] keduser
First name: I Initials: |
Last name: I
Display name: [keduser
Description: |
Office: I
Telephone number:; | Ciher...
E-mail: |
Web page: I Cther...
oK Cancel Loy Helg

2. BHAP SRS EHEF (SPN) KB,
R IRERAR XA SPN #1754 31E,

o RS EHETR (SPN): BRSEARBF (SPN) RS LHIMME—ITIRAT, Kerberos SAIRIEMER SPN %
RS LG SRS B RIKF KK, WWIHREATEF RN AEFERIKFANRSSHRIE, BEEFIRLEK
F&7r0it,

SetSPN 2AF7E Windows i&#& L& SPN M AR, £/ SetSPN, RIUEE. HEFMMIER SPN .

a) £ Active Directory fR3287, ITHS SRR,
b) EHSRIEOHR, WAUTHL:

setspn -A http/<LB fqdn> <domain\Kerberos user>
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a) Efiik Kerberos BA#I SPN, EBTUTHS:

setspn -1 <Kerberos user>
The Delegation tab appears after running the setspn command.

a) % Trust this user for delegation to specified services only ((R{EEILAFRERAIEER
%) 37 Use any authentication protocol (EREMEMIGIENMY %, A0 Web IRESH

#EE HTTP RS,

koduser Properties

MemberOf | Diglin | Enviorment | Sessions | Remote control

General | Address | Accourt | Profile | Telephones Delegation | Organization

Delegation is a securty-sensitive operation, which allows services to acl on
behalf of another user.

Do not trust this user for delegation

Remate Deskiop Services Profle |  Personal Vitual Desktop | COM«

™ Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified services only
™ Use Kerberos only
{+ Use any authertication protocol
Services to which this account can present delegated credentials:

Senvice Type | User or Computer | Pod Senice
hilp WEBSERVER

ll F _FI
r Bpanded Add._ I e I

21

I 0K I Cancel Apohy Heln

3. AEFIHEIE DNS 2R UZEHM XA SPN:

7£ Active Directory #70 TXT DNS i8R,

> =

=W

Bl _Kerberos 7k, $iEMMEE B, FQDN % E R Kerberos..
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kerberos Properties

Test (TXT) Security

Record name juses parert doman § left blank

Fuly qualfed doman name (FGON
R - -3

Text

[[] Deetee this record when t becomes stale

Record trme stamp

Tmetobve (TTL) P 1 0 0 (DDDDD HH MM S5

e

HAOMSMNEHNE P iRER _kerberos.fqdn i&REiE. i3, MRFFEMAT citrite.net, BIERSFKA
LURBRESAIH *.citrite.net B9 Web ih S ZEIE, B2, MRMXIEHE gateway.citrix.com —## FHMEpiE,
EPIRIRIER IS TIAIREY Kerberos i,

Fit, #elE— DNS TXT 2R, ZicREHEEEFinERK _kerberos.gateway.com #3REX Kerberos
S LGHITR I,
4. ¥ Kerberos 2B R S A IIEEZR,
a) 7 NetScaler BFelE— KCD #F, 7EXE, HITEEFINITIIZNE, BETUIE keytab .
AR
MREFEANBERAE (WEHMHIEE) , WHAEIRS SPN i& & 5 HTTP/Pub-

licFQDN.com@InternalDomain.ext

« U - Kerberos ¢, BEEENAIHEEE.

+ User Realm (AF4R) - XZMAFHAIBRELS.

+ Enterprise Realm (2r47its) - RE7%E KDC EER W AA BMIEEEZRMEL KDC ZEH
7 B ER IR,

+ Delegated User (ZkAF) - X2E/EREAILSEHRTE AD S8l KCD # NetScaler Ak
Fo WRERDIER.
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= Configure KCD Account

READINESS.LAB

b) MRSIEEREXHERNRERK KCD kP, BiEREHBEDSHWIE. EMEZEMNIRS 2.
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MName

|m1.rss¢:|

Session Time-out (mans

Unchecked Owverride Global chieck biox indicates that the value

inherited from Global Session Parameters,

e
ALK

Detault Authonzation Acoon™

ALLOW

single Sign-on to Web Applications™

On *
Credential Index*

PRIMARY ol
single Sign-on Domain

readiness
HTTPONly Cookie™

YES r
Enable Persistent Cookie*

OFF v
Persistent Cookie Validity
|
KCD Account
|kn:|:|:_aer '-|+ |f
Home Page

= Configure Session Profile

as

override Global

L

1)

(EERIERE

C) BEHRIERBPBEINSHIIE. BINMEIRENRS 2, XLEREERTMNE P IHRINEDHN S HIIE.
BNMEZG A, FELFEER KCD. B2, i siRE UPN SXHAFR SMEES.

AR

AILUER P shikst EPA Hi#ERX 2 BIINEAIIE

LDAP fFA B IIERIEZR.

&

FRIMANIZEEIEE, FHEH Kerberos siE
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REEMH
BAFRIESERE VDA, ERITLU TSR,
MR

o BIMAEBITEN
« BAT SSO i Citrix Workspace 2112.1 {E=Hr
. EEREEERST T2 E URL

o ISIFREEFIHM AD 89 Kerberos, EFIRIRIERFAVIUEEE] AD A #EFREX Kerberos Eiff,

TERAENSSEPESEEN—E URL:

« M3 URL g FQDN
« AD FQDN
o EEETNHRIEMEEH SSO B Workspace URL,

1. WMRIREANE Internet Explorer. %k Edge SiAFUN 588,

a) BEN%es,
b) EEFR EITFA A FRRRIES,

Show Contents

Enter the rone assgnments ham

BEHATUT#RE:

OK
Value Name Value T—
hitps /201 6dc-ca-owa-w akscoud com 1 Local Group Poboy
| ] 1 Lecal Group Pobey
.
hitps //pubbcnsaks doud com 1 Local Group Pobcy

a) 3 i+EHEE > Windows At > IE ¥5525 > Internet £4IHER > L2 TH,
b) #T7F “Site to zone Assignment” (WmEIXIESE) IR, REFMFILHFAE URL, ERh—(1).
c) (Fik) iB1T Gpupdate LA SRR,

2. MREEABZ Mozilla Firefox X428, EHRITUUTRIE:

a) HIFFRIsEEs,
b) EEZR=HEAN about:configs.

C) EZNRHMHLE,
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d) EHEEFEF, %A negotiate,
e) MIEZFEMEIETIRF, 10T network.negotiate-auth.trusted-uris EFi&E A EHE,

Sarterss Segetite evth irebed wes e )

T 1+ % N N1
3

XERTER T &P iR ECE,
3. &/ Workspace R A2 %25 R 2 Workspace,
EXASRTEMANT HAIEE EMNB P 2 RED.

Kerberos #pEHb
FE

BTN EIE R 7 EE T I IS BB,
EmSIRAA® Windows PowerShell /1, 27T @< LUSIE SPN BF 8 Kerberos ZiERIiE:

KLIST get host/FQDN of AD

£/ Azure Active Directory {Eh B iRE-ZFIHEEESI Citrix Workspace

June 8, 2022

AT LUER Azure Active Directory (AAD) 1EA B3 1RF2F R CHE Citrix Workspace B8 5% R (SSO), Hea
SEMAENEHES/VM, E&iEs/VM f05EM T Azure AD B9 = /VM,

FERALEE, ZXRa LR Windows Hello i&@id5##1 7 AAD #imsxd Citrix Workspace #4178 R & R,

« ALUERA Windows Hello @ Citrix Workspace R BEF#1TH AT,
« &R Citrix Workspace [ AR #{TETF FIDO2 B FHIIE,
+ {&Bh AAD MINAT Microsoft AAD 93+ &4 (AAD fEX IdP) &#Fininlse m& R E Citrix Workspace R A

B,
BN EIN AEFESENE RS R, ERILURMNTREE FAS EE Citrix Workspace F 2R,

AR

REEFAE Windows Hello B, 7 8ExT Citrix Workspace ZHRELMERE R, B2, EHNELZMBHIEIMNN
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AREFNKER, RARRTERABRIMNENE, 2RERIRREE, ERILUE FAS # SSO BiE 2 IR A
EFMREE,

WA

1. ¥ Azure Active Directory %%l Citrix Cloud, Bx¥4E2, E&# Citrix Cloud X459 Azure
Active Directory ##%%l Citrix Cloud.

2. |BF Azure AD M RIELUA R TEX, BXEFHMES, E50H Citrix Cloud X4+ Enable Azure AD
authentication for workspaces (AI{EXEM Azure AD FHLIIE) .

BT Citrix Workspace B SE R, BERITUTRE:

1. M includeSSON & & Citrix Workspace R HiERF-
2. 1£ Citrix Cloud 2/ prompt=login B
3. {EM Azure Active Directory Connect EZ& Azure Active Directory Hif,

fcE Citrix Workspace [ HiEF Lz iF SSO
WEFH:
« Citrix Workspace hfit4s 2109 St E Sk,
AR
WMRERER FAS #17 SSO, MAEZ Citrix Workspace Bt &.
1. MFI%EIR includeSSON MWEESH$17% % Citrix Workspace M HER:
CitrixWorkspaceApp.exe /includeSSON
2. M Windows ZF i ER BN SSON ARS8,

3. BHITENEE > EEER > Citrix A > Citrix Workspace > B~ 53814 Citrix Workspace GPO
BRI P Z %D,
AR
XEEEREE T LB Active Directory #IXEIR Fimig &, XM Web x%28iA1a Citrix Workspace Bt
TRERITHSE,

4. BRIEFSEERAIZLE.
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Tha— R =
idn Bcbon  Vew Heg
e |am & BmlT

7] Loacalnme e e paszcand [Frmiess sy [ i
() Higt o ot
3 m . r y
B e | R (T e | =1
1 Softea emag ) Doeatiied L
¥ Lol ey maswer o passarord ] F e LT ——————
w ] Adweinwe el i o ] M A Prsmancn
w [ Cite Compananty pribieteg 1 Nebaron mfumbsston L
w _Cmmmuw. Raquiremantx o-hnl-luunluum [ Hakx
1 o 8 drm Werlapase veppered 3 Serghe T o et ot
! v Secoew Bamwam et £ St o bt e, 1 ]
] E-sitin P Ut bt probcy 50 it fha clamt b 1 T e ooy -
| G Weknpace Upde || ,l.n!mnwﬂr-u-ﬂv-q-l- |2 Pt arndberdigh [pait throasgh ot e e the Dl Teediog
| Cligmt hainy L Wk, ol h i Pty a8 )| oy A - themgh s st for 4l KA [
 Complianca chand o e e 1w logon i el e i S| R | . . . -
| - ,'__HMM' o [ Lt il Doy s st b ol LT L L e S ) b 4 0 T
i on uumunuun“u: rescie terves by Ciamrng the “Loabls pas-through
3 Rt ot WP Supp e thack e
|
3 el Sy ICA Whkan this pokoy i erabled That chand smgotan <astin trcton tpaclpsng shan pn-
3 m-um MMM - rd - hrtasgh wfristabn tan ot Moe detay tor {im el o
» 2 roaing can b prevanied from T e i e U] T Kot ATt b
" Pamanag ol devidi ""*'""'T"""":'::" o pine oy enrervTang ekt “Alw P Tusagh
 Seliwdcn R ——— stbastetptvon o ol I8 cormpcten” chach i 8 bype Dhe
- x"“ e “Fsbie i thrinagh b et e Pt oot bttt
T — n s e - Whri o Hirvad Deecdey Sarer grveneerard, telnctog foe
N . | ENR— —— il ek Rl [ 1y ottt bbb’ hobih e Sl i
L] ! E-w-_-.mf tha chant s tha usar's HOR crsdantsn.

gl H
_ i fad

. B GPO AL T elfEihm:

* https://aadg.windows.net.nsatc.net
* https://autologon.microsoftazuread-sso.com

o https://xxxtenantxxx.cloud.com: Workspace URL

.
A Fde Achon Viee  Faeoetes  Window  Help - ®u
o AmEE= Hm
1] sdministratosd on SWCLO00T - RS0l Swmng | Eplan Precedence |
w e Compuber Conff |
+ B mts&t:ﬂgs Show Contents =
5 0 Windews Sestings
[Enber thee hee.
w [ hdmisistrative Templeter EI o p—— =]
» [ Citeix Cosnponents g Plame Wl ¢ —
) 2 Syem Jece /st modoms e ————— ]
w ] Windows Compenents Mg o skogr mecrmacManread aac pam 1 L
» ] Basenetracy nize AT Az kel 00m 1 L
w7 Imkermat Explorer kil
s [ Intemet Conteed Py
" Fietairee
- Sewusty Puge
» 2] Windowt Defender &n
1 Etra Registry Settings:
w gl User Configraration
3 ] Software Settings |
3 ] Windews Sestings « »
Suppoted on. A st ntemrst Expiorer £ in Windigwsy iF with Serv
Prevead Someg Phes? Sefirmy
oK Carcel Aoy .
PR ———
< » 'mnwedﬁsmmf

7£ Citrix Cloud % prompt=login %k

ZNER T4 Citrix Workspace BB 7T prompt=login, BMERPERRFBERRSHEIZRZEMA Azure AD,
B RBHIAIT B I,

BB R Citrix HARZIFLUTE Citrix Workspace FZ M prompt=login 8#ULMBASER, BXFAEER, BS
i# Citrix &HRAE CTX253779,
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& Azure Active Directory Connect ficZ Azure Active Directory 5i&

o WMRIEIBERRE Azure Active Directory Connect, i57E User sign-in (BF&ER) TuHE L% Pass-
through Authentication (BB % RIE) FAERAZE. BEXEMESR, ESE Microsoft SXiEH
Azure Active Directory Pass-through Authentication: Quickstart (Azure Active Directory Ei@&{%
IE: RENITD)o

+ 308 Microsoft Azure Active Directory Connect Z7£:

1. %% Change user sign-in (EAFER) 15, AG%EE Next (T—5),
2. ##% Pass-through Authentication (B@BHIIE) FRABERA %

=

AR

MREFFIHIEEFEMAN Azure AD LEMMNES Azure AD, MEIBKSIEF B, WRIZEEMAN AD, NERA
kerberos S IIE#HITIHEE S AR,

£/ Okta fER & 1RIEIZFIEEESRI Citrix Workspace

June 8,2022
AILUER Okta fEN B3R 112 (IdP) S23st Citrix Workspace & =& R,
BEFM:
« Citrix Cloud
- Cloud Connector
AR
MREARHE Citrix Cloud, BEXZRUBHEE EZS, BNEVEEFIMERSER O IEER. &
X nfarzEE Citrix Cloud Connector 8128, 5% Cloud Connector £,
- Citrix Workspace
- BXEBMIIERS (A1)

« Citrix DaaS (Wmi#FA Citrix Virtual Apps and Desktops Azs3)

2N AD 1589 VDA S E NN AD ¥ IRi8&
o Okta 8P

- Okta IWA X2 (%58 Windows S14383iF)
- Okta 3iE (FIAMRZAERME F# Okta 3iE) (FTik)

« Active Directory

1. 82 Okta AD HIE:
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a) 1€ Okta B 1P/, #i Directory (BX) > Directory Integrations (ER%£/).
b) #i# Add Directory (Fi1E=) >Add Active Directory (70 Active Directory).
C) BRBRERBAREHNLEERNIEREEREER.,

d) # Set Up Active Directory (i&E Active Directory) #%4#, #A/5% % Download Agent (T
RIE),

e) ¥R Install the Okta Active Directory agent (%% Okta Active Directory {{32) iR{ERIRERIG
Okta AD 2% 5 Windows AR$528 L.

R
ERERBZH, BEMFHE Active Directory integration prerequisites (Active Directory
ERHESRE) PRINBER

2. BEER Windows BHIIE (IWA):

a) 7£ Okta BERAJP £, B8 Security (%), SAG% T Delegated Authentication (ZRS#H%
iE),

b) mTREI M A E LA On-prem Desktop SSO (A= SSO) 4, FAE % & Download
Agent (THMIE),

c) 7 IWA i& & Routing Rules (B&EHMN) . HxXiF¥HMiE 8, ESH Configure Identity Provider
routing rules (BB B 1RMEZFERBMM).

3. Bah Okta EFI1F,
AR

o R¥ Okta IWNA KEERSHERAR, FUMEMA Windows HHE&ER, EBEESBE
BER, HEEERAR IWA BEREHEERAF &R,

myWorkspace

o FXRNARFMEMPAIEMES, B2 Install and configure the Okta IWA Web agent for
Desktop single sign-on (REZEMEE AT RmE =5 =M Okta IWA Web K1),

4, @& Citrix Cloud (https://citrix.cloud.com)#EFA Okta fEn IdP, BX=E, &5 Citrix
Tech Zone x4y Tech Insight: Authentication - Okta (EARFZER: HHHIE - Okta),
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} =

PE =
AT LM Citrix Workspace R ARZF N KEIEER, WEIANMRIE Tech Zone SR BEBAR,

5. BN ENNBEFNSENESER, EaLERE FAS 5E & Citrix Workspace R BIERF.

=

AR
MRAKIE FAS, RAERTEWANAD BRZMNERE, EXxNABEAE FASHEER, B2 RAEEE

Workspace RARREFHESE RPN “BRKS MRS,
WNRKEA FAS, 1EEE Citrix Workspace R RIEF Lz #F SSO,

RElE

April 8,2022

ZHfF Citrix Virtual Apps and Desktops k£33 5 Citrix Workspace R REF ZBREERS, AUERIN TR
T—RFIREFARER Citrix Workspace M BAEFEE:

« Citrix Gateway: BXER, ESREETHRIERUK Citrix Gateway 1 StoreFront i,

o BRAIE: WILRBAASER] LURHE B iRtk Al O A Sk R LR B,

o TEEHET2M (TLS) 1.0 E 1.2 ik,

« ATF1£ Citrix Workspace F BiEFEZETEMEIX AN AERSS.

o ICAXHEERS

o AR LW (LSA) Rip

o XBRIEAT Citrix Virtual Apps SENRIERSSS: SOCKS RERSBHARENIERS R, RIERSHTE
BRI LRI RIFI SR B MERIAIRl, XLEARS 23R IE Citrix Workspace WAEF SRS 282 B ERE.
Citrix Workspace M B EFX1F SOCKS Mz 2B M,

o HIARE

Citrix Gateway

Citrix Gateway (LA#1#F/ Access Gateway) fRiF5 StoreFront MARENERE. LI, EAFEERRZIFMTH
PN KEME BRI EIR,

Ei@id Citrix Gateway EEREMNBER, BHRITUTIRE:
1. ERAUTHEZ—EEEERRMHEM Citrix Gateway URL:

s BEREABBRSTAFPFREN, RASIRTEERMKFIHEESHAN URL,
o EEABBRSAFR RIS, aTLUEd B EEED > P > HinEimN URL
o WMREET storebrowse S EILNERE, BEGSTRHAN URL

% URLEEMXASGERAEE (EFEREE) !
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+ EiE#3 Citrix Workspace AR BN E— M ARIE, BEFEAUTHEIH URL:
- https://gateway.company.com

o BEEINTENABE, BEAKIA (B https://gateway.company.com?<storename> #J URL.
ttzh7s URL A8 XA IEIR AR, 7% URLBEE = (F5FR) . NRE@ET storebrowse EZE4F
ENFHBEE, FTREEEE storebrowse s5$HANE| S5 URL,

1. RERERE, FRSHAFE. BENRSSHREERIZNASE (BIMX), AXESBRNFMAEE, BHE5E
Citrix Gateway 2%

SHEIETRE, BETENSEMKARER,
B AT
AL BA A3 AT AARYE B ARt i A i O A Sk PE L 3R 61385 . IR EMBAASE, i F Windows 1 Citrix Workspace

[ FRfERFRI IE P A &S Web BRE528H0 Citrix RS 28815,

#H Citrix &fZm0

el KR i | HAER

Citrix Workspace iz TCP 80/443 5 StoreFront i@fg
(5354

ICA g HDX TCP/UDP 1494 ViiEl R AR AR R E
BESEAEMMICAE  TCP/UDP 2598 ViiE) R AR AR R E
HDX

ICA g HDX over TLS TCP/UDP 443 VIEl R AR MR E

BExXHEOMNEMRES, ESHA Citrix MIRA0E CTX101810,

(£ ek
FRERLM (TLS) ¥R SSL (RLEEFR) hi¥. EBMIRIENA (IETF) /E1%E TLS AREUIRENT R E
$ShE, BREERN TLS,

TLS B R MRS B[BEHRIE. BERNBMNESTBUERE, KREHEBENT 2, FLAR (BFEXEBFNA
K) EXRER TLS RRBHEIBBENRS, XEARFEEERERLIENINE, FIMNBFHESLETE (FIPS) 140,
FIPS 140 2—MnEtnit,

WERE AP I&&M Citrix Workspace RIFETER, 8% TLS MERIEEEEN. BXFIP StoreFront #{EH915
B, 1&20% StoreFront X#4hH=2 289, BX&EP VDA KEE, 52 Citrix Virtual Apps and Desktops X
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HPmERER 2% (TLS).
BILUER LA SRR HIT LA TR AE:

o BHEIEMA TLS: HIBIWNER TLS AFFERAFRZEENME (84E Internet) MIZERE,

s&%fEA FIPS (Federal Information Processing Standards, BtfR{EE A Eim4) : BREATMINZEEE
M NIST SP 800-52 FHEIN, XLREIALFREARS.

SRR EARASEY TLS FSER TLS ZBEM: Citrix Z3F TLS1.0. TLS 1.1/ TLS 1.2 ¥
{OEERIERRS 28,

KERRE RHERSHIED.

OB E MRS 2FIEH IR I,

EERENEFHIER MRERSB[EENBEREFIHIER) o

BE:

ATEELSN, UTEEEHERFR:

o BIEMH RC4 # 3DES

o BIZRA “TLS_RSA_*” MWEZBEEH

« TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
« TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
« TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
« TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

« TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

« TLS_RSA_WITH_RC4_128_SHA (0x0005)

« TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

BEXZZFNBEEGNELR, 521 Citrix FIRH0XE CTX250104,

TLS =#F
1. @dis1T gpedit.msc 77 Citrix Workspace R B#EF GPO BIEiEiR,

2. EHBNEET ST, REBEERIR > Citrix Workspace > WM& H, AEIERE TLS SIS E RS,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLERUKINERS SR LEE, B TR
AR
Citrix BifER TLS UEMLLiEE.
a) ERERWFIEEZMER TLS L3ES) Citrix Workspace MEBREFX 5B £ H N BIEFN S maviEss
fE/ TLS,

b) MREMAMBEX THIFIRS, EFHERAYEDR:

i. - FRHHITEMER
ii. SP800-52 -3%#Z SP800-52 LiiBM NIST SP 800-52, X AR5 28k mxEM NIST SP 800-52
BN B A RO I T

=

e =

NRERE SP800-52, MIFH=NEER FIPS #t/ERME, BMEREFEER FIPS B2itt. 15,
ERBA Windows R AL IMNE: & FIPS RAEZRATME. BWAEMESR. &N, Citrix
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b)

Workspace M A#EFRIER T FEEE B RGN AEFNRE,
WNRi%EHE SP800-52, FRIEHMFNEHRIRGE R HRETLIFREEN CRL,

i%£#% SP800-52 /5, Citrix Workspace i AZFEIIERSI[IEBESEM NIST SP 800-52 HFi9iE
o WMBRSI]IEBREM, Citrix Workspace M BEFAIRET £ERE.

i. BAFIPS - & FIETGRFIERA FIPS #UEMIIE, thid, EEMIRIERSARIEDH Windows
TR RAME: & FIPS FREZATME. BEMERZ, BN, Citrix Workspace MBEF
AIRES A EE R B RN BIEFN S,

MAFE TLS RSB/ THXES, ERKOS, FRESSRBNTIRATHHEF Workspace BEFX
EEIEENRSSE. TUIEEREFMEOS, Fli, *.citrix.com: 4433 AiFfEiRO 4433 LiEE
A A L citrix.com ERMEMRS 2. ERNMAENSZTLIERFNEE2ERY, R Citrix
Workspace BEIRBIKEEMELE, ERGHIESR,

M TLS hRAR SR, EEUTETZ—:

TLS1.0. TLS1.15( TLS 1.2 - XERAIRE, XEX TLS 1.0 BRAM S EAI S ERNA RIUER
It ET5,

TLS 1.1 3¢ TLS 1.2 - AR AT iR EZER TLS 115 TLS 1.2,
TLS1.2- MR TLS 1.2 BT SER, NERINERED,

TLS o - EsaFIEAFEMN TLS BBE, HiEE ‘B’ (GOV). “&%5”(COM) g “£3”(ALL), &
KIFMER, ESE Citrix ZHRFOXE CTX250104,

MIEBBFOERESED, ERUTEREDR:

ERIFRMENERTIRE - ERMIEBRETIRICE, NERRMIEERETIREFE. IEDERHBK
2B, B4R SSL Relay/Citrix Secure Web Gateway AR$3 2812 (HEYARSS 2IE R HYIE B R #HTIxRIE
BRI,

REFEARE - ERMIEBRETIRINE, FASMIEBRHETIRFENMES RS, MRLIEBHH
HER, EERRES, EPRHETIROETRATRIEBFRSBIRENRSBEPHFIER,
FEx2HIREMN CRL - EXRMIEBREIIREE, BRIEBMRNEMRIN ERAIESRHETIRE
BB DR MRKINEBNRHEES, EEBREL, SHABLENIERRHETIRNEIEFEE
2

2EFET2HRNEN CRL - EERIERRETIRIGE, SFR CA. ERAZMIER B HETIREMEMFR
BNRR. MRRIEBNRHEESR, ERERIEL, ERMELENIERRHIIRNRIEFEEE,
FE - REEREMIEBRETIRIEE,

fEFA Y B OID 5T LU Citrix Workspace R B2 REIAIEZTIEE 7 EIEBMA RERHIARSS
28, WMBEFFERYTE OID, Citrix Workspace WEBREFENIZZ S HERY E OID MRS 2IEH,.

MERIHEMIBIERER, ERUTERED:
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BEA - RATF mS T,

BIERIERER - 18R R A EERES.

WNRETRE, WEENER - (VAT LUEEREIRARSEBR R AP

« RECE - ETRREERF RS KK,
o EAEENIES - FRE “BRIHIER” ERHMEENE P HIER.
a) EARFIHEREEIEEMRERNIEN, WEETUNEMRTAF,
b) &R AAIHAE RIFLLRER.
BXRABMIMBNEERTIRNER, EHSH Citrix FHIRF.OXE CTX250104,

BI{EARSS 28
FlfEBRSRECEMTIR Citrix Workspace R BR2FEETRNEEXRHRBERITZEEXR,

BT REMRSSRE, Citrix Workspace AR FIEEERHBE SRS BINERZ TS, HlI, MISEEERE
B (BN TLS) EREFIEMstuik (FIg0 https: ) B9 Citrix Workspace [z Fi2F#E A% AR
Sz LNENEEXE

BRATLINEER, BEEENRSSEMUT Windows WRMEIERKIFEH, BXERS I HRME Windows BRI F ik = XIE
B93BA, 1520 Internet Explorer BEMZEBA,

EFRAREN R ERENRE A SRS HREE
DB
M Citrix Workspace M AfEFAM (SFEEHL) B,

i@idiz1T gpedit.msc 77 Citrix Workspace R AB#EF GPO BEI2ER,

EHENBEET AT, BESEER > Citrix 41 > Citrix Workspace > W4ZiRH > BB EIRSH[EE.
BB ALEES Citrix Workspace M AEF#TXIEIR!,

EEREEARERSSREE, RATUSREIE A inER SRS S MITIR.

7£ Windows Internet Xig FHIS g, ERFFin-RES 8L, I§EMUERTF Windows B “Blfgib ="
Xifo

AL FERH, 1B Windows LISMIRMEIL S XIFME P imiR S 28itit. AILUERES 2 MRITIR.

7. BEBEMRA.

ok WD

o

ICA X ERIRS

ICA X E B EBMRIPE R T REDAREENN L AEFHRHE, Citrix Workspace B2 FiRIEEIEHISHIAHRT
SREMNBEFHRERE, HPEMNREERSSEITRR. SR LUEAARENREERIR StoreFront SkES
B ICAXHER. BIAERT, ICAXHERIERER.

BxN StoreFront BA ICA XHFERRSHIES, 155iH StoreFront X#EFEIEA ICA SXHFERARS,
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BE ICA XHER
AR

MK CitrixBase.admx\adml FinZEZ<ith GPO, MEA ICA XHZE R HEEAfERFTE.

1. @idizfT gpedit.msc $T7F Citrix Workspace R FZF4A SIS R ERIRR
2. EHBNEETAT, BREBERIR > Citrix A,
3. EEEH ICA XHEZREHIREREEFE P — ML
a) BEH - IBRERI UGS B IEBIELURINEI /S IEHIea M A F5IRF,
b) FEIES - BHEERAMAFTIRPHRBRAENEZIEBIEN. AIUMNEZIERBEEPEHIHIEGEZIE
Bl
C) RLWE - NRBRIEFELUTIERZ —,
i. WAFEBNERD (BLRL): NAFKEAERSBACEENNARFNKERS. FELTHES
B, stllReES, BTFREN, RERHEK.
ii. EHTREZBHNBHHRTRARF (FR2) - BHAREZRALTHEZNRIENBER—FHEBRT. A
USRS B o BUERE (BRINRE) o
4. BENBMEERTFICHRE,
5. E#Esh Citrix Workspace M FARZFRIEUEFTHAIERE K.

EEFDRKBFERIES:
ERHRFERIERN, RITENEMUTRARTIRPHITIER:

1. MAHIEBIENM (CA) BE—MBEZIER SSL EZIEH,.

2. MRENEWVEFER CA, BERZEA CAIE—MIBERIEH SSL BERIEH,
3. fEAMAR SSLEH.

4. fIE—MR CAIEH, HFER GPO BT FHLERES RARAFIRE.

FR 2 (LSA) fRiF

Citrix Workspace R #2245 Windows Zsitiz 2414 (LSA) R, ERIPRFRSAMBRLMNAEHREARXNE
Bo WXIFARERERME LSA BFIHNRFRI

B IEAR S 21 TR
RIEZRS A TRHEIMBINSEF AR, HBEEHATF Windows B Citrix Workspace M ABEF SRS 28 28]
W%, Citrix Workspace RZA#2F 2% SOCKS M1z 2R E N,

SRS a3#TEERT, Citrix Workspace MBEFHEREIEITIERT Web # Workspace #IiRS 88 EinfZB BN
BRS RIS E,

5 Web BRs528t1Ti@1=8Y, Citrix Workspace A2 B ERBEAF&&E E2IA Web 355281 Internet i&
BH{TRENAERSSHISE. HERHERE AP I18E LML Web %8849 Internet 88,

Ei@id StoreFront LY ICA X afIHITHIEIRE, ESF Citrix BRH.OXE CTX136516,
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HIL B 15
SmartControl A FEIRREEMEHERMIFRNER, Fli, ERRFERLEAFERDEMGFETERE. &5
LUfER Citrix Gateway £ SmartControl THEESCHIRIRE,

% Citrix Workspace FZA#2R#1 Citrix Gateway BF IRk B, AREEET N, EXMERT, BFiH
HFER A SmartControl ThaE, RATF RS ERFEMX, ARG, FJUERLLE ICA {32, Hih ICAREIhEER
¥ri&fER SmartControl Thik, BIfE Citrix Workspace RZA#2F# Citrix Gateway SBEEFRRMAL PIRIALL,

Citrix Workspace M Ai2F 2 #5# A NetScaler LAN REBIRIE, ERAHEAEEGRESEMHSRE, Sk
ITITE AR AR S 25
BT AT A A & kU

o BHSAE BIRHAREINRMEOSREERERSS.
o THANIE: ATLERAREES DLL Z— 1M M RIERS B HEFE 2T RIERS 8.

FILAE AL SRBEXY R E IR AR S E M R IE 2R R ECE ISR,
BXHERENFMES, BB Citrix Gateway SRR H ik ICA IR,

HILRIES S - ioE

AR
NRFENEE T HSAENNSAE, WaSRERERS.
fER GPO ERRIRECE hiuhfUHE:

1. @idiE T gpedit.msc #77F Citrix Workspace 7 2 4E SRS R EEIER,
2. HItENEETST, BESEIER > Citrix Workspace > R4 H.
3. EEUTRTIZ—:
o WFEASNE: EFEFoHECE NetScaler LAN RIENRES, EREEA, RAGRRMHENZMKEOS,
o WFohAENE: %R ER DLL &2E NetScaler LAN RIESES, EZEEA, AGRM DLL X4
12, 40, C:\Workspace\Proxy\ProxyChooser.dll,
4. BENBMWHE.

fERAMRRIESACE Hih IR
o WFEEAE:
- BEEMREFEEBHESMT HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,
- I DWORD f&I, 1 TFFiR:

”StaticProxyEnabled”=dword:00000001
?ProxyHost”="testproxyl.testdomain.com
?ProxyPort”=dword:000001bb
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o WFEEHE:

- BEEMREERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy,

- 2 DWORD f&1, $01TFFiR:
”DynamicProxyEnabled”=dword:00000001
?ProxyChooserDLL”="c:\\Workspace\\Proxy\\ProxyChooser.dl1”

Storebrowse

May 19, 2022

Storebrowse E—HERFPIRSRE B ZIEFHTREMNGSITLAEF. EATI StoreFront FRIFREIRIELIRE
Citrix Gateway #1TH 313,

EidfEA Storebrowse SLAER, BRI BEGHRITUTIRE:

o AINRZAEE.

- SIHBRENNABEFNE LGN AEFRE,

o BT FNERTAE LGN EINNLBREFFREER ICA X,
+ {£F Storebrowse & <174 ICA X+,

s BEIEATHHREER.

Storebrowse S:HiEFET Authmanager . Citrix Workspace MREEFREEME, Storebrowse 2
EFEEAMT AuthManager REXXHIH,

EfIAEEM Authmanager A#—E2R&E T Storebrowse SLAER, BERE T EMRERR:

HEER%RE Citrix Workspace M AHiZFHT:

£ 32 it &N £ [HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst
£ 64 itEN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\A

HEF (JEEER) L% Citrix Workspace W BERFA:

£ 32 it BN L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 IitEHN L [HKEY_CURRENT_USER\SOFTWARE\WOW®6432Node\Citrix\AL
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2K

« EATF Windows 89 Citrix Workspace 2% 1808 s Eshi s,
« £=/1> 530 MB #yA] BHLE (8],
« 2 GB RAM.

RAEMTIE

Storebrowse SLAEEFSUTRERARS:

1RERS

Windows 10 (32 fi1#0l 64 {irkz4)
Windows Server 2022

Windows Server 2016

Windows Server 2008 R2 (64 {ilh4x)
Windows Server 2008 R2 (64 {ilhi4x)

EiE
Storebrowse LRI IF L T HEBERE:

« HTTP A
o HTTPS Rz IS
« Citrix Gateway 11.0 B =R

AR

EHTTP NE®EIES, F£Am<STH Storebrowse SEAEFFIESEIR,

BRIRIES %
StoreFront fR523
StoreFront XRERRRNFHRIES FARNARE, BELHEHFRNER, HTREER, TIBNABME
By, RESHIIEAERIAER TLFREARS.
« BREMEE: BABHEINABERRIENEE. RABRT, EEE— M UAEEN, EXSHRIERT
BRRE,.

o WEE: SIMATIESN Windows iHEH#TEHRIES, SREMNERINAHEE. EEMIED, BERE
Citrix Workspace [z A2 B HEB S M. BXFEBNFAES, BSRALEEES M,

© 1999-2022 Citrix Systems, Inc. All rights reserved. 224


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-authentication

iBEAT Windows B Citrix Workspace R BiEF

« HTTP Basic: B HTTP Basic B41&iF, LU{E Storebrowse SLHEFEENS5 StoreFront BRSZ2#HT@E
fZFo BUNBERT, IEWiTE StoreFront AR 22 EAFERARS. BAE HTTP Basic B131IEA#.

Storebrowse LR IFES U TE—AE#TEHEIE:

o {# Ak Storebrowse SLAEF AR EBER AuthManager, & £/ Storebrowse SLHAREF, EE
StoreFront LB HTTP Basic 43iEA%. HAF A Storebrowse s <R MHEIER, LAEER.
« ALEEERT Windows 89 Citrix Workspace R RIEFIRHERISME Authmanager,

@it Citrix Gateway SLME L& R

BT #Ame Citrix Gateway #5256, BEERAILUEISEMERA Single Sign-On, ERILURIMNAEEUKRFIEE
RENRR, MERRMENHEREE.
Bxi@Ed Citrix Gateway %#5 Single Sign-On B4 8, 18z 5@ Citrix Gateway 52# Single Sign-On,

AR

X175 Citrix Gateway F2& 7 Single Sign-On A IIEREMNHBIITEN _EZiF1EThEE,

BB AHHISEBENBERF

NEJUEEMNBRERSHREIR, MAREER ICAXH.

ORI

U TE DR T HXTT LM Storebrowse SEAEFERNGSHIFARES,

-a. ——addstore

BiEA:

IR A®EIE, REMAEENE URL, MNRREXBCES, MRESER,
pE=
Storebrowse LARF S IFLNABIEILE,

StoreFront EH&<Rfl:

e

storebrowse.exe -U *username* -P *password* -D *domainx* -a *URL of Storefront

*

il
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.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway Fa<Rfl:

A

storebrowse.exe -U *username*x -P *xpassword* -D *domainx* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

/?
1R
12tH X Storebrowse S-RIEFAZMNIFAREE,

(-1). —-liststore
WieA:

HIH BB PRI R R IS o
StoreFront -rIa<nRfl:
.\storebrowse.exe -1
Citrix Gateway &< RH6l:

.\storebrowse.exe -1

(-M 0x2000 -E)
BiEA:

KA TR,

StoreFront LHy&<ReI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway E89dn<7Rfi:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>
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-q. ——quicklaunch
BiRA:

£/ Storebrowse SLBEREFAEAGHNBREFMEEmEM ICA XH, quicklaunch EMERIZH—NEED
URL fERSN AR FBEE URL, Bzt URL, aJLLE StoreFront fR$328, A LU2 Citrix Gateway URL, ICA XX
7 %LocalAppData%\Citrix\Storebrowse\cache BRF4EM.

AILUEITIA T an < RIREERE A RN BEFMKSENEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AN EEh URL SATFFRR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront Mg < RA:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway &< REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.secondexmaplestore.com>

-L. --launch
JER:

/3 Storebrowse SLREFERIAITE XN ARFMKSEAHRN ICA X, launch EMERIBHERIZ L
KR FAEE URL, &FF, AILAZ StoreFront fRS528, ATLARZ Citrix Gateway URL. ICA X#1E %LocalAppData
%\Citrix\Storebrowse\cache BRH4%M.

BITUT L LR E AN AEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
Ibas< i T

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

Z HIREH A LR A BRI B FREE launch AN S K,

StoreFront ER&<$RHI:
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.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< REI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. —-sessionlaunch
JHER:
FERtHS, EILRNMNASRE. BIFNEHELBINER. ETUISUTNRIERSEK:

. g
o ERoIMEIRNETR
« AEIE URL

BR, MRAFFREREIE, AuthManager BETENEIE, ABRBIER.
AILUETT U T a9 R E R RN AR F K ENZRI B

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
eEr LRIk

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

EzZaEE P LA BRI RRAE - S EMARNASE,
StoreFront tRI&<RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway &< REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

-f. ——filefolder

R
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FEATHNAEFMKENEEXBEREM ICA XX,

BB EX G RZMIERZMIENT Store URL B98N, RARE URL ATLLZ StoreFront fRS3 88, tHrllIE
Citrix Gateway URL,

StoreFront Ry Rl:
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &< REI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

-t. —-traceauthentication
JHER:

4R AuthManager AfFRIBEE. XY Storebrowse SCRAEFFERANE AuthManager WIERT, ASERAE
Lo BEE localappdata%\Citrix\Storebrowse\logs BRHEM,

AE:
HEMA LR AP NS THIENRE— 12,
StoreFront ER&s <R

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway E89dn<7Rfi:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

-d. ——deletestore

WieA:

MiEREL AR StoreFront =k Citrix Gateway R FAEE[E,

StoreFront &g mfi:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway &< REI:

.\storebrowse.exe -d https://my.secondexmaplestore.com
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i#@id Citrix Gateway LI B S E R F

B AERIMBEEAFENEMARITEMBIIE, HERZGRM Citrix Virtual Apps and Desktops # Citrix Daa$S
(L Fi#R 7 Citrix Virtual Apps and Desktops fRS) . ERINER, MEENE N AEFXSEEMETINR
. AINNFBBER, EHEIRIER Citrix Virtual Apps and Desktops # Citrix DaaS #1 “FFia” &g B33!
Citrix Gateway fR%5 25,

Citrix Gateway kA 11 RESRAZHFIHLIHEE,

WEFM

axinfax Citrix Gateway B E Single Sign-On M &EE M, BESRREENEES BRI

B LUEFAARIEIT R (GPO) BB &R AiEid Citrix Gateway SR S B RITAE,

1.
2.

@idiz1T gpedit.msc 77 Citrix Workspace R AB#EF GPO BIEIEIR

EHENEET ST, #HESERIR > Citrix A > Citrix Workspace > B 5413 > i@ Citrix
Gateway 3:31 Single Sign-On,

ERYIHLET S AR “Single Sign-On” ¥,

4. BEHENAMAE.

PR

E#Ezh Citrix Workspace [ i2F 2 1E MUEFT AV E R AE X

£ StoreFront AR5 28 L/ HTTP Basic S41IE/5 7%, LUE@Eid Storebrowse SLAREFHRITERENE
Eo

MREE HTTP NABIE, AR RERZIAEREEIZNABEUCERBHNE LB EHEAERMN
REH, WARZHEAGSTERRITERINRE BRAAE NREREAGIITRHESE, BEANMND
AuthManager &R,

Storebrowse AR UFIXZIFEMIAEE (£ StoreFront fR558s LEZE T Citrix Gateway),
XA Citrix Gateway BECE T 2 EHFHIIEET, AR5 Storebrowse LAEFFREIEENINEE,
Storebrowse SLREEFEMNGSITIET Username (-U). Password (-P)# Domain (-D) K& A/
5, HESMRAASHER,.

iEATF Workspace 19 Storebrowse

May 19, 2022

i& A F Windows #9 Citrix Workspace [ B #2FF 7 Citrix Workspace 7 125 1 B B) AR 55 #1 4 st 28 B 3R 12
Storebrowse %%, ©iffE Storebrowse A #EH£I41A Cloud A1 Workspace Ihge,

=W
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o IHINEE(N N B R ERIZM Storebrowse i%,
o MWHMEERABRNERMETIRINNE R M7 REFE A LLINEE,

B RE
LTS T XA LM Storebrowse SLAEFERNGSHIEHAES.
AR
o IEINEEEZHF CTX200337 FiREIME M BBIRSEHH L.
o FILEGBLRAR FHITUA TR S,
e —a 7discoveryurl”: BE&GSITHRNNARE, LHESARERBAT SSO NUERREMIIERT.
@0, AAD IEIINEE webview #THHIIENIGE, EEMIEE L, BERSHHRIHRR.

- mffl:SelfService.exe storebrowse -a ”https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery”
o —d ”discoveryurl”: BIERNAREE.

- mfil:SelfService.exe storebrowse -d ”https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery”

« —e ”discoveryurl”: Bl JSON XS HZERIFHMES. Lbd <3 resource.json X FEMEE %
LOCALAPPDATA%\citrix\selfservice BRIAfLE. Citrix Workspace [ 12 = & Ak F5E &R
SARETG<S, FERPBAER.

- Tffl:SelfService.exe storebrowse -e ”https://cwawiniwstest.cloudburrito

.com/citrix/store/discovery”
INREFE resource.json FHEERIAMLE, WATLUEE B HREZ,

- ffl: .\SelfService.exe storebrowse -e ”https://cwawiniwstest.
cloudburrito.com/citrix/store/discovery””C:\Users\<username>\
Documents\Fiddler2”, X & ¥ resource.json X ff 7 i £ C:\Users\<username>\
Documents\Fiddler2 #,

e« —q ”FriendlyName””discoveryurl”: FRILGSHITIEEERIRESI,

- Tfl:SelfService.exe storebrowse -q ”Excel 2016””https://cwawiniwstest

.cloudburrito.com/citrix/store/discovery”
+ —launch ”Tlaunchcommandline”: f§H resources.json HF# “launchcommandline” BzhE R,
AR

- Mresource.json F & “launchcommandline”,
- FERITR T ZHT, EMIE resource.json XHHIEER “launchcommandline” HiEs /o
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- R f5: SelfService.exe storebrowse -launch -s store@-5c3ec0l17 -
CitrixID store®-5c3ec0l7@@a9a8e3ac-099d-4577-b84e-e33d0695df39.
Notepad -ica ”https://cwawiniwstest.cloudburrito.com/Citrix/Store/
resources/v2/YT1LhOGUzYWMtMDk5ZCOONTc3LWI4NGUtZTMzZDA20TVKkZjM5LKk5vdGVwYWQ

-/launch/ica”-cmdline

# 97 -launch ”launchcommandline” Jg, ica X # ¥ 77 & £ %LOCALAPPDATA%\citrix\
selfservice\cache B, Wi ica XHUBHER.

« —liststore: FIHTE SSP FFRMMINAREE, MABETIRPES storelD, S NARBERNLIR URL,
- =ffl: SelfService.exe storebrowse -liststore
AR
Citrix Workspace M AEFEH A F/ENRE A BERIT - 1iststore <,
Selfservice.exe storebrowse -liststore #&%% storedetails.json X#7Zf#&1E AppData
\Local\Citrix\SelfService f,

Citrix Workspace [/ 72 Desktop Lock

May 19, 2022
FEREESHKMEmMHTREL, AJLUER Citrix Workspace [z 2R Desktop Lock. AT Desktop Viewer
(NRERBH), BR, TELEZ LNEBHEN—HE:

o Ctrl+Alt+Del

o BiEm

. &%

o BFFIERE
8% Desktop Lock 1h&ENIERTF Windows B9 Citrix Workspace R BZFEEMANZATEN LinfT, XEitE
NERTERERHEE TNARIE. 325 PNA IS, 743 Citrix Receiver for Windows 4.2 SiEEiRASGF
BX#5LET8 Desktop Lock frzs.

M /includeSSON frE&EEER T Windows 89 Citrix Workspace M B2, /A adm/admx XHR <17
B BN ABENEAER, GXF4MER, BEATE,

RAE, UEBERSMFER Citrix THIIE LRMMW CitrixWorkspaceDesktopLock.msi &% Citrix
Workspace zf#2 Desktop Lock.

 Microsoft Visual C++ 2005 Service Pack 1 AIB & 1T4AK R, AXiFHAEE, BS Microsoft FTEHTImE,
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« £ Windows 10 (E#EAFLIEH) M Windows 11 £Z5#5
o {RXPRIEI A IERES StoreFront,

o IINIERIZR R,

o APiIgHEIEES LAN 3 WAN,

A FI 2 P 8)
BE

BRSHNREEFILE A EATAMKEAR, RIFEERERBYRERIEFMRBEA T T2MWUE. BXF
{58, B2 Citrix Virtual Apps and Desktops st HIEL B At 2R 1A1RH URL EEMEB5 .

&/ Citrix Workspace 112~ Desktop Lock

« ALK Citrix Workspace R 2R Desktop Lock 5L Citrix Workspace R Bi2FIhEeE & ER:
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {23t 5 AIERF AR
- R, WESHIIESE RS HIIE
« BFFF Citrix Workspace M2 Desktop Lock SiEMEZEE HAIRIEE.
+ Flash EEm7E Windows 8 RESRATRFEARS. Flash EEEE Windows 7 L& FEBRES.
+ Desktop Viewer £33 Citrix Workspace [zf#2r Desktop Lock #4777 fhit, &8 “Fm". “BR". “&
KM “BR” B,
+ Ctrl+Alt+Del 7£ Desktop Viewer TE# L&A,
« KZ¥ Windows IRiERISERIIZERIE, 8 Windows+L BRoh,
o M%&) Desktop Viewer #TRmEE, Ctrl+F1 =ft% Ctrl+Alt+Del,
- ARERIRGN, BELXREE LRI MARREX S, BEAFIHE, REXHESREELIRREL,
HEETREXHEERERE.

AR

223 7 Desktop Lock, 3 B2 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle =
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle## LiveInDesktopDisconnectOnLo
®E False, Hinm MAIRFVIENIRER, EASERETAEE,

%4 Citrix Workspace [ 2R Desktop Lock

LR REEATF Windows B Citrix Workspace A 2R, U@ Citrix Workspace 2 Desktop
Lock B rREMFE, BXEAERFNINE, 55H

BreFo
1. FERARMBEERKFER,
2. ERVRERA T, BITUT®HL:

fign:
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CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store”
<!--NeedCopy-->

Zam< LT Citrix Workspace FBEFFREN B LA Plug-ins > Windows > Citrix Workspace app
XEh, BXHGLHMER, BESIHLZETH Citrix Workspace [ AIEFRE XY,
3. ERENFR EME—X#FEA, WE CitrixWorkspaceDesktoplLock.msi, IS 2R Desktop
Lock A%, REBIRTIH#HITIZME.
RETHE, EMBRIAFIESE. MREENLRKEHLUSAF SHER, WERA Citrix Workspace Rz
Fr Desktop Lock BRi%i&#&.
T UAFEREZ GEERAFIRE, TEMEIME Shell PHBRRE CitrixWorkspaceDesktopLock.msi Ff
B8k F, MNRZKFHEEHMNER, TETEERNERILE,
517 Citrix Workspace Desktop Lock ByEsER% %, EEAUTHST:

msiexec /i CitrixWorkspaceDesktopLock.msi /qgn

E2& Citrix Workspace [ F#2% Desktop Lock

LIEERR S EREY, Desktop Lock BB HBE S BRMNEESE.
fi5/ Active Directory SRESRI 1L B P ISR o N RBR RS o
FRARENTANEERKAEE Citrix Workspace M B2 Desktop Lock.

« 1% receiver.admx (=% receiver.adml) #1 receiver_usb.admx (.adml) XEE2EMEHZIAHERRD (LA,
RIEHIE “HENEE” IAFERE > BEIRIR > RREEER (ADMX) > Citrix A% ). .admx XHAL
F%Program Files%\Citrix\ICA Client\Configuration\ &,

« USB &iE - BFREAEAD USB ig&H, ZitEsEMTRERIENER, TERFPRE, BNEEEs)
USB & HEBRERF RET.

- B USB =BgHim,
- 7z Citrix Workspace N A2 > Zi2EEE P imig%E > @A USB iZi2iEiE+, BRAHEENME USB
R EMFRY USB 1 & K08,

 IREhESBRST - 7 Citrix Workspace N AR > Zi2EEEFIRIEET, BRAHES “FPIRRsN2EME” &
BE

+ £57 X - 7£ Citrix Workspace R A2 > mi2EER P IRSETR, BRAHEE “TrmEmX” KL,

EEBEEERLUES Windows Desktop Lock &4

1. B2E StoreFront,
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a) ¥ XML Service BEEE o DNS stuhtfigtr, LAFKEY Kerberos 3%,
b) EZ& StoreFront ihsaLU#4T HTTPS ifial. AU IS BMAENMEERSRIESH, HEKIA Web
uh AR HTTPS 487,
C) BEVUERAEITHEEEESNRIE (RIAEA)-
d) BH Kerberos,
e) B Kerberos MEREEF#TEESHIEIL,
f) £ 1IS 2RI Web i = EEBERFRHERAER Windows BHIE,
g) 1EHR 11S Bk Web HmFHEE SSL HREEE P IHIES,

2. FERARIRBEEH SICE R I8E LAt B KL,

a) M%Program Files%\Citrix\ICA Client\Configuration\ £\ Receiver.admx 1R

b) forEFEIRER > ZERER (ADMX) > Citrix £ > Citrix Workspace > FAF S48,

C) BABERSHRIL,
d) BRAKHAFEMNED,
3. =% Citrix Workspace Fzf#25 Desktop Lock Z i, BEERFIEE.

a
b

¥ Delivery Controller 8 URL #m0%) Windows Internet Explorer B EI{E s 7R H,

BHE— 13 F4EH URL &RI0E Internet Explorer a5 5 R 5 &R, R E desktop://delivery-
group-name Hi0 URL.

c) BH Internet Explorer LUERAI{EIA S B 5 E RIDEE.

— =

HAPigE ERET Citrix Workspace T2 Desktop Lock B, S3gFIHIT—HME e8RS, B0, 0
RE@EA Windows FEERZIRKRIRIGE N “RBEVERE”, WABERAFIE&E LM Windows HEERBIRKRIRIEE R
fil, APESMBAMZAFEEEH, Desktop Lock AIfRAFIEEARASAFARA—HEVRS. XMERFAF Citrix
Workspace Fzf#25 Desktop Lock BB Mg,

fik: Desktop Lock

SUBERTIHBR N A, WWTFR:

1. ERREMEE Citrix Workspace 125 Desktop Lock BYFr RSB IR Rtk &

2. EREIATHRIENRRZFR Windows IhEE
« ik Citrix Workspace [zf#2F Desktop Lock.
« MERERT Windows # Citrix Workspace M B

¥ Windows iz 5 & 2RZRIE

AZ#H Windows REBREEZFRERIE, ATERNEED ERRER,

Windows

« Win+D - /MR E EHFREED.
« Alt+Tab - BECERHED.
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« Ctrl+Alt+Delete - £/ Ctrl+F1 #1 Desktop Viewer TA#=,
« Alt+Shift+Tab

« Windows+Tab

+ Windows+Shift+Tab

Windows+ FrEF 75

Windows 8

o Win+C-“4TH” B3R,
o Win+Q -“1#%R” B4R,
o Win+H -“#=” B5IRH,
o Win+K-“1&%” BRI%RHE,
o Win+l -“i8” BRIZH,
« Win+Q - BRMAEF.

o Win+W-1##%RigE,

o Win+F - &%,

Windows 8 AR

o Win+Z - BENBERFIED.

o Win+. - ZBREFEXNTT.

« Win+Shift+. - ZBR2FAXT.

o Ctrl+Tab - BN BN ARFHEIER.
o Alt+F4 - XHIRZAER.

KH

» Win+D - {THSHE.
« Win+, - JI¥ K@,
+ Win+B - ;REIRE,

Hith

o Win+U - #TH “BIMERIZEPL.

« Ctrl+Esc - BsiRR.

« Win+Enter - 3T Windows iR A,

o WintX - {THREATRIZRER S,

« Win+PrintScrn - SlZREBRBHFREFE “BH 7.
« Win+Tab - {TF#5%&,

o Win+T - S ESI=PITHNE O,
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REFELTAE (SDK) #1 API

April 8,2022

IEBRIRARE SDK

IEP1RINARR (CID) SDK % AR RIEB M, %@ Citrix Workspace BREFFEREF RITEN LR
BIEHE StoreFront fREZ23#HITH 9. CID BAFERERIFRERRL StoreFront fRE88, MEZFHITETE
BEEM B D103,

BHXRIFMER, 5817 Certificate Identity Declaration SDK for Citrix Workspace app for Windows GEBTF
Windows #9 Citrix Workspace [z Ff2FiE A RIEHRIAERE SDK) 3244,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK {24—£4R4s#1 API, X%t API A ELURIEA N R EMMITE S RE
tt SDK AEERMTH, RATCETERT Windows 8 Citrix Workspace MABREFLREAN—E5,

=z

AE:
5BohEXMEL APl FE ICA XHREEERIMNBEFNESESIEN BT
CCM SDK mhaetusE:

o RIEBDD
- RIFERLEMR ICA XA BN BEFHRH,
o RIBEIFFER
- SERAEERORITEFERRER M. ATUNAESIEREMIER P RITE A EERE.
o RIEEH
- SEREERORITEERELRMN, FTUNMESIEHEMIERPRITERRE.
¢ REER
- RHAENGERRNEBHZIENEREXRES. RIEEEREARE. NARFRIENRETEN A
BFE

B% SDK 4 2, &2 Programmers guide to Citrix CCM SDK ({Citrix CCM SDK 2 &358)) o

Citrix Ei)i@& SDK

Citrix EEINBERHF L TEE (SDK) ZHHMER ICA YN BE S RINBERS RS 2R iHN AIEFEE P R ai2F,
IR S3 28imEEINiE i R ARFREF I T Citrix Virtual Apps and Desktops AR 88 £, MIREBNEMEF KT ERES EHIR
HMiER, BBER Citrix BRI

REINIEE SDK 12 fit:
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https://developer-docs.citrix.com/projects/workspace-app-for-windows-ccm-sdk/en/latest/
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https://developer-docs.citrix.com/projects/workspace-app-for-windows-virtual-channel-sdk/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-windows-fast-connect-api/en/latest/
https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/downloads/ica-settings-reference.pdf

iEATF Windows 89 Citrix Workspace R RiEF

© 1999-2022 Citrix Systems, Inc. All rights reserved. 239



: I- ° Locations
C | rl X n Corporate Headquarters | 851 Cypress Creek Road Fort Lauderdale, FL 33309, United States
Silicon Valley | 4988 Great America Parkway Santa Clara, CA 95054, United States

© 2022 Citrix Systems, Inc. All rights reserved. Citrix, the Citrix logo, and other marks appearing herein are property of
Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered with the U.S. Patent and Trademark Office

and in other countries. All other marks are the property of their respective owner(s).

Citrix Product Documentation | docs.citrix.com June 13,2022



	关于此版本
	系统要求和兼容性
	安装和卸载
	部署
	更新
	入门
	配置
	配置到 Workspace 应用程序的单点登录
	身份验证
	使用本地 Citrix Gateway 作为身份提供程序域直通到 Citrix Workspace
	使用 Azure Active Directory 作为身份提供程序域直通到 Citrix Workspace
	使用 Okta 作为身份提供程序域直通到 Citrix Workspace
	安全通信
	Storebrowse
	适用于 Workspace 的 Storebrowse
	Citrix Workspace 应用程序 Desktop Lock
	软件开发工具包 (SDK) 和 API
	ICA 设置参考

