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KT IbhRs

November 12,2021

2109.1 HaFTIEIhEE
% Windows 11

Windows 11 ##FR 4 IESIFHERT Windows 9 Citrix Workspace R BEF.

BXItRAHEBENRENTIER, ESR 2109.1 FEEENR-,

2109 FaYFTIEIHAE
BEN S5

ERREN SN, BEFHE VDA LEESHNRER, BENSMAINKIFRIRE, AEREFANSTMEREE,
LU = iEY A P RS,

AR
MRLNEIMNAREFEE UDP &4izc(d, MpiFiE VDA EZERBRENEM, UAFELERE UDP &5z .

BEXEAER, BERAEENS M,

Citrix Workspace Browser

Citrix Workspace Browser @& Fimit Bl LIETHANRI 2. ©AEFAF M Citrix Workspace R FARZFERLL
Z&2HNITF Web #1 SaaS RAEF.
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« X% VPN ENeTifial 3 Web 5@
o ZRNAMMBRGENZHF

o EIRIUN AL

« ZEOMNE

o AIZmiBATMMAES=

o BE

o MTATRNE EEBRESN

« AIEEXHIRE

o RESHRIEXR

o

BEATLURIES D URL LUARRERESEA Secure Workspace Access (SWA) Sl BEFRIFERRR, SERER
IR FRERHR. TH. TE0. FILRRSILAKKENTHEE,

ﬁ*ﬁémfcl Sy 1@%93”%5&0

StoreFront Z| Workspace URL i¥#%

LRALR M A StoreFront %125 Workspace BY, RZRAFBEFohiGHE Workspace URL FmEIHis g
F# Workspace M B2FH. @idLtIhaE, BERALUKEAF M StoreFront AR ELLE% S Workspace M
s, ANEAFRRERERD,
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https://docs.citrix.com/zh-cn/citrix-workspace-app/citrix-workspace-browser.html
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AxtEEEXFMER, E2F StoreFront 2] Workspace URL iF#.

SEFBEENX Web MAEE
TElthRZA T, ] L@ ERTF Windows B Citrix Workspace ARSI SRALNEEX Web BB,

BEALINEE, BEAXTEHFEENX Web MABEEZRME Global App Configuration Service #r s iFifaIK
URL 5%k, SemiltbigfEfm, aTLATE Citrix Workspace B FRIZFHIARMK A RETREBENX Web RARE URL,
BENX Web MAREEISERN Workspace M AREFEOHITH.

BXEERENX Web NABENFAEE, BESREEX Web MARE,

%#HETF Windows Hello #1 FIDO2 £ R$BMI S 45381

fEitbhRAsH, TR Windows Hello #1 FIDO2 & Z$A3¢ Citrix Workspace #1T&43831E,
BXEMEER, BB Citrix Workspace #17 B I0IER Efth 75 7%,

MIINT Microsoft Azure Active Directory (AAD) B AAD 7 B3 EI2FMH BN S S ER (SS0) Z Citrix
Workspace [ B12RF

EIbARA S, EAILUMIIANT Azure Active Directory (AAD) B AAD A S H R MEFNITEN B SE R (SSO) 2
Citrix Workspace R ABiZF.

BXRIEFEMER, BB Citrix Workspace #17 B I0IERYEfth 75 7%,

% #% Azure Active Directory FI9%i7in]

7EltthRAs, Workspace B2 R e LIAM Citrix Workspace M BIZF#1T5 5 1IEA B P B EH 25T Azure
Active Directory £&f4ihia) %S,

BXRFEMMER, BB Azure AD FEVEHIRIE,

SRS ESM

Itbhi A3z 1% Citrix Workspace Web ™ BHHIRS ES M. ATLUEERTF Google Chrome 3 Microsoft Edge 9
Workspace Web " B53i&RF Windows 2109 # Workspace M BEFLE SR, X Brl@d Google W E
Nz A ER Microsoft Edge mn#im Web iif s23KEY,

Workspace R REFEER R M3 BIANIHE S ENMMIYS Citrix Workspace Web ¥ Bi@(s. FBt, Workspace
[ FBIERFF] Workspace Web ¥ B &R Workspace &8 3 653 51 23 F P sE s fE R B HR el 5 i L i A2 R AN = o
BXFAER, BSRERSELE
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#storefront-to-workspace-url-migration
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/getting-started.html#custom-web-stores
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https://microsoftedge.microsoft.com/addons/detail/citrix-workspace-web-exte/pmdpflpcmcomdkocbehamllbfkdgnalf
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
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Microsoft Teams 3581/74E
LUFIhEE(AE Microsoft Teams #H IhEEEF/E A Ao
% Microsoft #HEHBY, EAILIEE CTX253754 LUREUHY BRI AR,
+ %#5 WebRTC: Lthr7ssz#s WebRTC 1.0, AJ{REEBEIFAIISARIIAL LUK EATEL,

- REHEZIEERINE: EOUER Microsoft Teams FHRBHEZEERAZENUAERF. BORETRER.
fERLIhaEX =% Citrix Virtual Delivery Agent 2109,

- NARFRIPRAY. BRANARRFRIPE, WERLUEIRESA HDX RAIhEER Microsoft Teams HEAR,
EENILTHRE, BRIUAZEERNKERESTHEARFE, £ALINEXF %S Citrix Virtual Delivery
Agent 2109,

Note:

Full monitor or desktop sharingis disabled when App Protection is enabled for the delivery

group.

o REYHEBNFRE: 7E Microsoft Teams BRI FRAY, AhMRAZFLEHITEEMFNAST,

Microsoft Teams i1k

LS Microsoft Teams #, IbhRASZ#:57E VM BN AR L# TR S EMAMMEE. BiEaiFES

=
ZN—=Fo

325 Bloomberg %% 5

ki A Sz #F Bloomberg 524 5. EfEf Bloomberg 52 5, 4 AREE IHERFIER. EXMERENFMEE, B
27 Bloomberg $# iy “E2E Bloomberg $#£ 5” &4,

2108 FHYFTIEINAE
BOET AR RE

AIRASINT BOHER “RINKF” R,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#bloomberg-keyboards

iBEAT Windows 9 Citrix Workspace R BiEF

@ Citrix Workspace - O X

Welcome to Citrix Workspace

Citrix Workspace &R EshEBA

BEEAURBEREEE, LUEEERPBIM Citrix Workspace MR SIETHZ AN NVEE, MRE
BEMBEEFRAEERE BIR. REFMIEIER, EEBEM Workspace FiEsH, NEDBRAREMEEIETT
i Citrix Virtual Apps and Desktops 1&g Citrix StoreFront A /E.

BXEMER, BB Workspace £1EHIRERNEE

=z

AR

BERREER Workspace (&) RiEREEREHE,

ZHFAENX Web RARE [RATYIR]

FElbhRAH, @A) LGEEER T Windows B9 Citrix Workspace MARZFSAFALNBEEX Web NABE, B
RIkIhEE, BERLIRFBEEN Web iABEEZRMNE Global App Configuration Service s iFERA URL
FIRF, STRE, ATTE Citrix Workspace M BEFMIRMIKS RETIREEENX Web AR E URL, BEX Web
N B EREDSH Workspace MREFE DT .

BXREEBEX Web WABENER, BSREEX Web MAHE
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#inactivity-timeout-for-workspace-sessions
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} =r

AR

RATAR AT E A EEIFE = IRRHEREIRRRHITUR, HAEREHZRIRNN S, Citrix REZD)
REFRMG Y SZ 152, (BXNMIRMEBOHXLThRERN R IR, Citrix ATRERRIBR R RS, KBEMEE T RIFH
1Ti81F. BINAEE Beta liAEBEBELE I HEH,

StoreFront z) Workspace URL i¥# [# AR5 AR]

Y SAL M A StoreFront #1523 Workspace BY, RZBAFPBEFohigHN Workspace URL FiNEIHix s &
L8 Workspace RBEFS,
EidtkThee, BRI ALUSAF M StoreFront AR KL% 2 Workspace MBS, REAFRXERERD,

AXILIhEEMIFME S, 5208 [StoreFront 2 Workspace URL iE# [ AR AR]](/zh-cn/citrix-workspace-
app-for-windows/configure.html#storefront-to-workspace-url-migration)

AR

RATAR AT E A EEIFE RS A REIRRRHITUE, HAEREHZRIRHN S, Citrix FEZD)
BEFRMI Y SZ 15, (BXMIRMEBOHX LR RIG, Citrix ATRERRIBR R RS, KBEMEE I RIGH
1T#F. BINAER Beta lRAEHETEIFIEH,

2107 pYFTIEINEE
EPA 1238 Ih5E

Bashiasie, Citrix Workspace BRI THFHE Workspace BB %% EPA fEff. RERHE, S&iESR
4## (Advanced Endpoint Analysis, EPA) $13#&i& & U&7 Citrix Gateway LREENHERTLER, 5T
&, 2R Citrix Workspace MBREFERE L.

FE
DEREIBHEE T nFactor BHI8ER, LtEIhEEA B,

BX EPAIHRFAESR, BEASRIG DT,

Citrix Workspace /725 Beta fRi2%

BAhRZsES, &8I Citrix Workspace A2 FHIIE REBHEH DR Beta A H#1TMiR. Beta iz
RERMBTERXFNRERAER 2RI RHBOREAERE, & Citrix Workspace MA2FEENBHEH, &
Rl B @,

2 Beta i, iEMEFIKEE OFRY M HIRE LR Beta @i&:

o W7 - TR ZFFHIR ERRA B
+ Beta - RHipEARA, UBRMANEAR S @Ak Z 5 H I B97E) =R
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https://podio.com/webforms/23781663/1719022
https://podio.com/webforms/23781663/1719022
https://docs.citrix.com/zh-cn/citrix-gateway/current-release/vpn-user-config/advanced-endpoint-analysis-policies.html
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@ Citrix Workspace .

Update Settings

Do you want to be notified when updates are available?
Yes, notify me
Mo, don't notify me
Lse administrator specified settings
l L You don't have sufficient privileges for changing above setting.

Select the Update channel :

Releaze L

Beta stable release updates.

Leam Mare

Save Cancel

AR

Beta iR ARIMEE A EHIFEFIFFEHEREFFIFEFHITNL, HAERHEZRBENNS, Citrix FER
Beta hRZAsHYZHFZRG], BB RHRIREKZHX LA, Citrix TRESRERIFHN™ENE. REUHMNERY
WRIFHITERIE BIRER Beta lRASER LIRS,

BEXREAEMBENIEMAES, EBR%E Citrix Workspace M2 Beta it#lo

T T B M IRIENS [EARTEAR]

BZ<hRASEE, ATLUERLUTHLHIRT Citrix Workspace N ARTEF#ITEHIEIE:

« Windows Hello

« ETF FIDO2 M550 F

o MIOIANT Microsoft Azure Active Directory (AAD) B AAD A B EMIEFHHEN B HER (SSO) 2
Citrix Workspace 2R
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https://podio.com/webforms/23781663/1719022
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/update.html#installing-citrix-workspace-app-beta-program
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RBER
Microsoft Edge WebView2 Runtime ik 92 s E S kR 4o
AR
HHiRZs 2107 &2, Microsoft Edge WebView2 Runtime 2427k Citrix Workspace M REEFRERFTT

B, Workspace R FAEFRIETIEH, REBFNERARESFE Microsoft Edge WebView2 Runtime,
MRIHAE, MHITRE,

ItkIh8E(7E Workspace (Cloud) SEHZ R,

BR S HIEIEN S
ERRASMEIENS, BERANTHRITUTSE:
1. BahEMRRIES.
2. SMEILTEMRERE:
« UEERAE:

- 3T 64 (#R{ER%: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
- XF 32 iR (ERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
. DIFEERAG:
- XF 64 sk 32 iRfERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. SIBRBUTREMAEMRI:
FMERBETR: EdgeChromiumEnabled
KA FRIHRE
f&: True
4. E#Esh Citrix Workspace Rz 2 LUEFH BV B4 3o
AR

BRAMGHRAIEEAEREEFRRHEREFFREHER, FAHRREZRBEONSE. Citrix FEZIHET
BRSZ RG], EXUMRMAUHX LR R R, Citrix FIRERIRIBR RN EN. ZBEMMEEEN RIFHITIER
Fo

#4574 Azure AD T4 4151 [ATEHR]

EARhRAES, NRREZENERRECERN, WAl LEAFERRFITEHEIE,
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https://podio.com/webforms/23781663/1719022
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Microsoft Edge WebView2 Runtime ik 92 s E S kR 4o
AR

Blhias 2107 &2, Microsoft Edge WebView2 Runtime 2220 Citrix Workspace MBEFREREFIT
B, Workspace M BiEF RELZH, REBFSRERAPEEEE Microsoft Edge WebView2 Runtime,
MRKAE], WHITRE,

ERFMRIRERSHIIE

ZEAET Azure AD ERFMHIHRINSMHIIE, EERBTRITUTIE:
1. BEhEMREES.
2. SMEILTEMRERE:

o X F 64 fi # £ & 4. Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\
Citrix\Dazzle

o XF 32 iIRIERL: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. SIBRBUTREMAEMRE:
FMRBETR: EdgeChromiumEnabled
KR FRHE
f&: True

4. EFEsh Citrix Workspace Rz 2 LUEFHREIE B4 o

324 Workspace A2 FRAH AI2F LI [BATYEAR]

BhR4s 2107 &2, EE A UTE Citrix Workspace A HE B A ML RN N AEF R MRS, ErILUER
Global App Configuration Service kE2EthIhkE. BXEELLINEENESE, ESH Global App Configuration
Service,
HThEEIEEER FE Kiosk R TFiE1THIIEUKRTE Citrix Workspace A EIME IR B2

AR

RATMBRAIEE P EHIEEEFIFRREREFIFRPER, HARRHEZRIFNNS, Citrix REZIEET

BHIZIFRA], BV HH XL R R, Citrix AIRERIRIBRIRA™EY. ZEMMEE MU RIFHITE
Fo
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https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://podio.com/webforms/23781663/1719022
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2106 FHIFTILIHEE
Global App Config Service

#89iERT Citrix Workspace B9 Global App Configuration Service f§ Citrix B2 R ES BT EDEIERRS IR
i Workspace Azs% URL #1 Workspace R BEFI&E.

BxXRFMER, 15217 Global App Configuration Service X#%,

BTF&it Global App Config Service 2R 5 {H18IE < RITFIERET

Citrix Workspace R AR2FHERME T MIMIA TR L EAMHEE FFESHIRIESMINET, RTHE GPO iBE
4, EETLAER Global App Configuration Service 2 11Ez itz E1768 85 HIIESHE

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BMi&EH False.

BXRFHER, 5218 Global App Configuration Service X4,

ARs3 &L

o

RS ESE R RARE R T XERSIZT I REVANG A BEERE. TIERRSHSITRRNA, BRERILL
Bt EEIAY BIEF AR .

BXFMER, 15817 Citrix Workspace SRR S IELEE 5o

Microsoft Teams 132 Ih5E

Desktop Viewer s## N\&RIEET, BPA UM DesktopViewer%iﬂ’ﬂﬁﬁﬁlﬁ%qﬂﬁf‘—/\}i% HE, FEOE
KT, APAEUHE Desktop Viewer &0, EXEERT, AP AIUMAIERBHRER— T REHITHE, Desktop
Viewer BEOEN (RAK. ERIZ/IME) B, BERERELE,

ETF Chromium #9355 882 353 m URL

REABEE @R IFEERRSBNEF E LRREE URL BEAIMNEFIREERIIRSBURMBRSBEERDEE
P

AR 285888 7E Delivery Controller LigE, B iRHRSERAASERIISR (GPO) BEERE Citrix Workspace R A
*EEF‘_J:-LXEO

fELbhRAs®, B Google Chrome # Microsoft Edge 717 W& URL EE @ .
WEFM:

« Citrix Virtual Apps and Desktops k7 2106 = E Sk Zs.
s NEBREBERY BEFRE 5.0
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https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
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% Google Chrome %28+ EIN A URL EEM, &M Citrix Workspace AR REX4EHIEITU T

A
4

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

ZMWE URL EEMFREUHEM Google Chrome 5528, 1M Citrix Workspace A2 REX HKHIEITIU

s

%ProgramfFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose

A %1 Citrix Workspace MAEFHEE URL EEEMNER, BSRANEREEE .

BEXNRBRBETANEMES, ESHA Citrix Virtual Apps and Desktops SXi4HHIHRI 2SN A ETE Ao

BT ICA XL 2 - ATREIR
ERERRA, HEESh Citrix Virtual Apps and Desktops &iERS, |CA XS TH Bt

FEItbhR s, AL Citrix Workspace BZBi2R#E Citrix Virtual Apps and Desktops &iEEshHaEIL R ICA X
TR R T RN R 2,

Citrix Workspace M RZ2FIMEAFER ICA XHERERAKNER, MIEAMEETR, WIHEESEERRERET U
RIEAMIFENATAE R ICA XHNEMEERY. LINkEhERTEERT Web # Workspace EEzn89 Citrix
Virtual Apps and Desktops &i%.

BXREMER, BB 0T ICAXHREM - AT RE .
ERMIBXILIEENRIR, A Podio &,

2105 FEvFIEThAE
@ 301 EEMZREENX URL

Citrix Workspace M AEFIEAFERMED HTTP 301 EE @M StoreFront 5 Citrix Gateway EE @ E!
Citrix Workspace #9 URL.

WMEREM StoreFront iF#£ 2l Citrix Workspace, MaTLli@is HTTP 301 &€ A4 StoreFront URL EEmZ| Citrix
Workspace URL, Hitt, #0IB# StoreFront URL BY, R#ixBhiEEEE 3 Citrix Workspace,

BEEMmRA

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJLAEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountss
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#bidirectional-content-redirection
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/bidirectional-content-redirection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#improved-ica-file-security---technical-preview
https://podio.com/webforms/25985660/1947695
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Microsoft Teams 1Z38IhAE

o WE, ERUNEEREREEEMEED,

S#n3 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream#¥#lE& s NetworkPreference
(REG_DWORD) #o3F 11,

BIBEEEERUTEZ—:

AR

Wi-Fi

FHMLE

2 E]
G20

o U1 W N

BINBERT, NRFKIZEEME, WebRTC 13145 /AR RETAIEL.

s BREDTUZRAEIMSEER 2 (ADM2), LUER BREMIZEER (ADM) BFNEEERK. XEMTFHER
BEPSE R NE X,

Z2 /| ADM2, ESA1E \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #al%
—/& A DisableADM2 (REG_DWORD) BEMRE, AREBEIEEN 1.

2103.1 Y3 ThEE

R RECERIEIRINAE

RERFREBENECERRS ST, ZEMAATFAKRERWYR (GPO) HEgH GUI B2E.
EERRSETE, FESEPERRSHREFE, HETEEPHBETRESRSBREBRRAY

BXFAER, BERRERRENESS

BT REREFMES DI RED
SHWIELHIMEHAFEERMEE |, XFERARTEERATZIEENEHREFRMANEE.

Citrix Workspace MBEFSINT BT 2 I EAiE FFES M SHANET, ATigaeet, HRINMERM
TAFEEITR (GPO) HESKERE B IIE SRR (%,

AR

B RIESZEFRIER,

BXFAER, BFERASHINIES .

Microsoft Teams 1Z38IhAE

o BIAERT, VPO 14mmREa3 e TRARTS.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#authentication-tokens
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o CIFEHE. Bl REINEEBEEEINEE: R Microsoft Teams BB TXt%kmm, Citrix EE®
B9 Microsoft Teams B EREBENE, BN, XEETUFZINZE RN True,

« DirectWShow MEARKIAZI .
EENENIAE I, FRITUTRE:
- BahEMRHFmERS.
- EMREILITXREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,
- BEHLUTE: "UseDirectShowRendererAsPrimary"=dword: 00000000
HithrAEAY(E:

* 0. IR{REGRE
* 1: DirectShow (ZkiA)

- E#E5 Citrix Workspace MR

2102 HAYERIEThEE
RIESHIEIEFF

LUE, EEETRESHBRIINEFiHITEN L, NREAREBERKZMEE Windows SiEEEeRH, MFE:m Citrix
Workspace [ Bi2F#1TEHRIE.

nE, BT RESHIRIENEFHITEN L, MEAREEEREFMEE Windows SREEERF, NERIHRIE
=R, EXRERMAREZE. A5, Citrix Workspace N BAREFERIERS R ZIBEREE Windows EIEEEEH,
XA ITELEERER, FAELELHR Citrix Workspace BZBIZF 2 8i7E Windows SR EEISSHF iR
FER.

Microsoft Teams 1Z38IhAE

o DET SR IMHR,
o e TR AT M,

2012.1 HAYERIEThEE

tEhR AR T BB T U B M REAIR E MERYIR)EL.

2012 p9FREIhEE
XFEAMIE

iEATF Windows #9 Citrix Workspace [ 2R IEREEAFIBRZAS,
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ERALES

HEWEEL T Citrix Workspace R ARFWE RSN Z, X&H TR Citrix #THEHE, HEHMERE
RARYIER T B R M 52 15

WE, BWEILER GUI EHE,

BEXFAER, FERES S

3t Citrix Workspace #1178 B @ 55 183F

AhRASINT 3T Citrix Workspace # TS E@ 543 310IEM 2 #F U K3t StoreFront B9EL A 45,

M Citrix Workspace M2 RS9 IIF

Citrix Workspace W B2F3IN T HZEE IR (GPO) B AE® Citrix Workspace LI R EHIEIE, LthEE
B&fE Citrix Workspace R 2 aEBTE RGBT BaE R Citrix Workspace, NZAMANTEA&E EH Citrix
Workspace BETHEE (ERBER) B, AEMALIKE,

ﬁ*ﬁ%fn S$) 1ﬁ%|ﬁ|9’5;£7_|__§'{ﬁg_llmo

N 2 FRIFECE AILE 5RINAE

LED, FOAMERT, BHIIEEESIMNBBRSHGNEER IR,

FRRASINT AR (GPO) HEE, ZEBAWERNASHRIIEEENBMRSEHRESHRERBRIZR
MR B EHIRIIEE.

=

pE=
Ltk GPO ZREERERTF ICA 1 SaaS =i&. ICA 1 SaaS wiEdr4ifER Delivery Controller # Citrix Gateway
BRSS #1TIE R,

BXFAER, BSANAEFRIPECENEREE

Microsoft Teams 1Z38IhAE

o WEANEAUERSHEREREIETENRIF G
o WebRTC A3 EMERFFES A inikE LI ENERS .

2010 HAYERIEThEE

LEhRAERR T ZMNA B TR B REA R E 1BV,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#log-collection
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2009.6 RV ThEE
%#5 FIDO2 H{3551E

FIDO2 B3 1IE AT AP FI A AHtin < FIDO2 Aff. MR IMER UER FIDO2 2R AHEMEMFLIRFIK
REFTEHBRIE, REXMNEABEZEENFEER (TPM) 2.0 1 Windows Hello, BXi#4E8, &2 FIDO2:
WebAuthn & CTAP,

Microsoft Teams 32 Ih5E

+ Microsoft Teams MEEEIEIRETIRP ERURIER IS INEIZE,

» WebRTC 18451 LUA Rt i i = L ATREIY R AARII D IIZE, WebRTC R4S BERH#HITEZRINE, MR
LB IEERBRIE,

+ Citrix Workspace N B2FREREFMERS Microsoft Teams ¥E—i2iTH,

EIFEHMRC#HINEE - SN AE =L REENZERHER XA, EIER7IER,

- BRSSO - IIE, YEHEREH, USHIESHIX Desktop Viewer B&E, LIgi, &N
Desktop Viewer & OTREHNE F imd#thE QR E1E,

2009 a9FHEINEE

tEhR AR T BB F o B M RERIAR E MERYIE) L,

2008 FEvFIEThAE
ATREFFBMESENARENR (GPO) EBEIREE
BRTIER GUI iEZ5h, EIMEER] UERARENR (GPO) ERERAERBHBMIESI

BXFAER, BEREERRENESS

CryptoKit =31

Citrix Workspace i A#2FIES:#F CryptoKit 14.2.1 k.

BEXHF

EATF Windows 89 Citrix Workspace M RIEFIIERMEEFIE (BFE) kR4S

B IEEsRINEE

ATRETEER, FHRIEXHEERESRERE Citrix Workspace AR+, NABEFMAEEETEERRR
Eo BMIEIELEBMEHEME, XiF, SEENMBHARAERBHRIEN, FREEEMRARE.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 17


https://fidoalliance.org/fido2/
https://fidoalliance.org/fido2/
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar

iBEAT Windows 9 Citrix Workspace R BiEF

} =r

AR

IS PIIEIRRINEENER T = EE,

N A2 fRIF T RERVLE SRINAE

Ual, HESRRRRIFEONRRREN, BN FE (BEEaPRZRIFHNARER) BELET.

0, YECRERTALRFREEN, RERRIFNENFELET. ErltIRRFRIPEDIMNIHNKENRREEE,
B2, MREMA PrtScr ###3X Windows 10 €& EHWREEE, NWAAR/IMEEFRIPHED,

IhRZASEARR T DSOH N AR RIFTIRERYIA) L,

HE WA BT EE FBIIESRINAE

- cookie IMEERIERBRAGE: REHBENEHNLEN, RATKRBTOERHNEIE.
. NEBAETR R RLES,

2006.1 RIS IhAE
Microsoft Teams FEt=188IHAE

fEAhRAS, E/A Microsoft Teams £ZMARANIETF Desktop Viewer EOHINZE. Desktop Viewer EO5+
BXIFIF RS, H A5 Desktop Viewer E2ME FIRNAMN BREFHERNER,

BXFAGER, FEAFSES,

BT Citrix Analytics 3535

Citrix Workspace ARZFZi310M, sIUMEMRIEERBE ICA RIFREMIFHIEEHE Citrix Analytics ik

5o

B Citrix Analytics tnfAEA L BIEAER, BESREEEENRSH Virtual Apps and Desktops B EBhiE

2002 p9FEIhEE
R 2 RIF
AR

[ 2R R SRBR B TR e Xy BN IR (F R PR R INEERIAR] (HRREFREHRER TAAFHIRE APLRR) KiETT.
XEHENAEFRIPREEZEEBHNEEXNETARTITARMRIP. B2, MERFRAANKE, HRES
MIERBERF A ESHI. BARNSUEHRFNMARXLEE, ERMNTERIEEREREMBEFRMT
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RHIRIFS

[ R RIF 2 —TMiNThaE, AI7EfEA Citrix Virtual Apps and Desktops F2fitigaMNT SN, ZIRERFITE
FInZREICRTNERBREEREZMNEN. NARFRIPAIBLEZERS L ERNAFRSENRRERENEE
Bo ZIEEAI ML AP R G EHINRREE UL ERBAIERBNENF ASURER,

AR

Citrix Bi&ERZ Citrix Workspace N REF B o= RIPHIRIE,
£/ Controller £ StoreFront 5 Controller ZiBlEc BN AZF &R, BXTE Controller LEEENAEFFRIFHE
B, 3&&i# Citrix Virtual Apps and Desktops X4 HIN FiZFRIP. ARG, EIFERUTE—SAREENAE
FiRIPAY, BItERER AT Citrix Workspace MR :

« GUI

o IO
AT Citrix Workspace W BREFRERIRER LR OSSN BREFRIPAN.

AR

« LkINEE(RTE Microsoft Windows Desktop ##fE%4: (40 Windows 10. Windows 8.1 #1 Windows
7) =%,
 mZRE MY (RDP) RZiFLbINEE,

H %1z Citrix Workspace NBEFHFE BN AREFRIFNER, BBRENAREFRF.

REIZFIEIRIIAE

ERERAT, MREERZRETATAR RENNARRRF LIRS T % E Citrix Workspace RA#2RF, WAMHELE
2.

TElthRA T, SESMENUEZRF REM Citrix Workspace RBIEFHIEF, HEIISSRE,

Citrix Workspace E#7#91E38ThAE
ERHARRASS, R Citrix Workspace MAREFHEERRE, NFEERAELENHE R TER.

ElthRAT, FERRATUEEERREMNIA LB Citrix Workspace HBER. ErILUB AR S H@AXIEH
# Citrix Workspace R 2 EARHERE “IOEBM RITHILRME,

AR

EEIMATIMAER AT Citrix Workspace R FB2F A R REASEFIF EIE 5 2B,

SFFHIAAE
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SmartControl A EERENXNERE, LWEMA Citrix Gateway B2 B f &% 1T Citrix Virtual Apps and
Desktops WAFIFER M. FIt0, EEIaEF BRI ERERMF R HiZiZRm, XA A Citrix Gateway £
89 SmartControl ThaesksL T,

82, ¥ Citrix Workspace MR 2F#0 Citrix Gateway BF 2l ik 6t, ARKEZET K, EXMHERT,
ERiRETER A SmartControl Thag, AR P EREFEMX, Rk, &I UER S ICA I, Hik ICA RE
AFEAGER SmartControl Th8E, BIfE Citrix Workspace FzR#2FFHN Citrix Gateway ZBEERERIALRF IR0,

Citrix Workspace A2 #5#EM Citrix ADC LAN RIBRhRIE, AIURERMESRIE, tha]UERHEIE
BHEETHEEAERS S,

BILAER AT 5 A B B tH b I

o BHSAE BIRHAEINGMEOSREERERSSE
o HANE: ATLERAREEYS DLL Z—1EE M RIERS [ EF R RIERS B

A LUE R AR R BRI R R R I E H IR,
BxXHERERIEMES, ESI Citrix Gateway SRR Hf [CA 2 #,
BXREEHARENFAER, BERHIERE,

Citrix BTV B3 28 Z 3 HI
TITERT LAHERR Citrix BRATURSS88 —# B, LISRfERItINEE,

(Ell
D

LERRASSINT — D anATF R HBR Citrix SN B 88 Tt &Ise . M Citrix Workspace ARFREME
/InstallEmbeddedBrowser=N FFxUEERARN KIS0,

IIELUTER T 7 BBk Citrix BRNTUNI S 28 IS0 14

o 2fRE
o MNFBE Citrix BRNTUX 5288 Z# HI X BIRR A #H1TH R0

nRER Citrix Workspace R AREFMARE Citrix SRAUHI R Z#EIX 4, HEBEETAHRDIRA 2002, Wik
AT BT 28 B M R TEFARARIE BB E

158 75 Microsoft Teams W= EL=THAE

f# /3 Microsoft Teams =T #£XBY, Citrix Workspace MBREFRELREZNEMNSXKISERE ~— M @i
1, EREEHZ Desktop Viewer 50, SiEHZHMSMNEAAME L, S\t Desktop Viewer O, BE

HiZo

_T

=

\|

Microsoft Teams /i = 4miges it aefL B s

Bl HdxTeams.exe #i2 (BRA7E Citrix Workspace MAZF i R4 E Microsoft Teams EE @A WebRTC
IRASIE) BY, ZHESMBERAN CPU A UERIHMNIER FERNRERD DY, aTAEMNER 240p. 360p.
720p #1 1080p.
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MEETEIEIE (BFFA webrtcapi.EndpointPerformance) 7 HdxTeams.exe #i41LEiETT, HIERAEE
WETERRERRAIUENNRES PR, AE, ENELSZEHNESS2WNRS S ZBNRFEDSEDEIEFE
BRATBEEN DR,

BEXEBRRRERNES, BESREEEEEES.
BXER, 1523 Citrix Virtual Apps and Desktops #4189 Microsoft Teams ik

Citrix Analytics RS HIIEIRINAE

fEAhR 4+, Citrix Workspace AR A UR &M RIMMEKX S LM IP ik =) Citrix Analytics BRSS.
BRSERHMEWELSEE. ©IEEE) Citrix Analytics BRE DR TIRRE S EHIEXIEEX,

BUAERT, IP#itBER%ZES Citrix Analytics BRS. B2, ErRILUERTMKRmESSE Citrix Workspace [
PR A It IR,

B2/ P it BEER, BESMEUTEMRERHE SendPublicIPAddress EMRIIZE H Off.

o 7£ 64 i Windows i+&#1 L, S#iZl HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle.
« 7£ 32 fi1 Windows i+ &# £, S#iZ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

AE:
o |PitiitEmREREB R THRHNE . RE Citrix Workspace MBREFaERBZNBREFNED
IP sthyib, {BRELEMNERTRETE.

s EHHAMNEFRWIER (FKRTE Intranet Fiz17) , BHEERB S L URL https://locus.
analytics.cloud.com/api/locateip FINARH,

B Performance Analytics SR LLE SRIFMMER, BESRMEBERS,

1911 FEFTIETIAE
HEIREThAERY Workspace

AhRAHERTF Windows 89 Citrix Workspace NBIEF#1TT b, LUIELHIFIA Workspace HaELNEE. &
KiFMEE, B Workspace Intelligence Features - Microapps (Workspace £ 8EIhEE - ) o

*#%7 Citrix Endpoint Management 155034t Windows 10 &%
AR
B EEMINEE N ARTRSAR. Citrix BIAENRIF R P E R AT MR I8,

Citrix Workspace M AEEFIEA Y Windows 10 i&&B5h7E Endpoint Management #iE#f,
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} =r

AR

o IEIHEEMRTE Windows 10 & & 2%,
o INEERER T mEbEo

1909 HavHTIEINEE

MREEFHX

BRRASINT —1BHR /forceinstall WHHREREFFX,

EUTERTBEERFAHRREMN Citrix Workspace R BREFIEMIME ERENEMRTET, HERLFFX:

o WIEEMFZZIEM Citrix Workspace B2 #1TH%K.
o REFHRFHEIN.

=W

/forceinstall AFx2 /rcu FxiIEE,

BXFAER, BERRERIPNERSN

BEEmEEA
2109.1 HEEE IR

NREWEERE Google Chrome RETHMNEY B, MITHES Citrix Workspace Browser 35835, [CTXBR-
2135]

2109 HE~EERIE)
FTEEO

RUE=FUARFRIRNEREENSE, NTEEMERHNNAREFREESS, [CVADHELP-16897]

BRRE

fFEREAT Windows # Citrix Workspace MBZFE, “FFia” XBREFAXNTEABEEIRIF. FNFHEHBRER
HEBRHET T BRI R-R, [CVADHELP-17122]

B PR E(E

/8 Citrix Workspace M R2F, AAT 9 # COM %0 S #TIEENIS SR A ERiEhmEt, [CVADHELP-
17734]
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RIE[EE
« ¥iEAT Windows B Citrix Workspace R #2F A& EIMRZA 2106 5, ARERSHEDNARFISE
ERREERRN, HETUTHRER:

THRERDRS SR, B5RGEREARAHRRUTHIZ: EiEEIE EREE Citrix XenApp k5%, (B
#F551% 10060) [CVADHELP-18137]

o 2AfEH VDA EREMERT Windows 89 Citrix Workspace N BEFEEEMEIBEIN, MERRENT
e H KRS, [HDX-28691]

o MREERSE HDX 1LIhEER Microsoft Teams FHZRE, NEXRAZERF/EERERTF Windows B
Workspace M 2R 2106 i ESMAs L, HEIMKEAKER Desktop Viewer TEZSKIEEREFA Desktop
Lock BY, REHZEMBELLHRAS N ERSE, HR, FIEETREEERET—NEEHEH,
fElthRAH, fNR7E StoreFront 5% ICA X2 AT Desktop Viewer, &R Desktop Lock [EEER
F, IBEAZETRRERERAEINE, REHZEEReE, [HDX-34200]

2108 EEERIE
BRISHWIE

N Citrix Gateway &iEHAT, Citrix Workspace RIBET A 12 /B BN FAFE IR R # 1T B A 3IE. [RFWIN-23829]

2107 PEEER
R

REVAREFRIPE, BEBMATTREREATELE HP G5 RFIEIERITEN. [RFWIN-24103]

RIE[EE
o BRTHEREEIEEN, SRABERGHNNAREFNA/ATERKK, [CVADHELP-17089]

o FRAMEREGERERTiHM VDA B, JNSIANBEEMAE Chrome %S ETRER %K, [CVADHELP-
17430]

o FRBERERN, HEMFERA UPN EEER, ARERALEXNEBRN, SERIEETEKERUTHIRE
ISW

AR E&REBARER, Fif., [CVADHELP-17620]

 7£ Microsoft Teams iV BB EHSREIERT, Desktop Viewer ATRES TSI, [HDX-32435]

2106 EEERR

RIE[EE:
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« {#/ Google Chrome. Mozilla Firefox 5% Microsoft Internet Explorer {02\ PDF &850, =idfE
A3 Citrix PDF $TEDHFTEN X AT RER KM, [CVADHELP-16662]

+ ¥EATF Windows i Citrix Workspace 2 A4 ZIMR4s 1912 LTSR CU1 5k CU2 5, RIEFAISEMATAE
2%, BAT Enlightened Data Transport (EDT) thiXes, NR&EZEI @S Citrix Gateway Eir#y, N
SHIkR#, [CVADHELP-16694]

o &E# VPN s rFERs VPN B, 2ifERiERT Windows B Citrix Workspace M BEF BN AIEF AL
25, [CVADHELP-16714]

o ENHEETET, HaEFIHRIRE T A4 Delivery Controller ¢ Director, VDA kg7 2003 RE=
M A& HE it A, [CVADHELP-16783]

o ¥ CurrentAccount EI&ERFME HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount ATREEREEK. BE—IMHEZMNAEEKFESEILLE-, [CVADHELP-17229]

s APREATETMN, ZRERERT Windows 89 Citrix Workspace N BREFRIBER%L K. [CVADHELP-
17267]

o DA THAMME BN HRIRERKK, [CVADHELP-17337]

o EHIESINEAE, & HDX R T A Microsoft Teams B, & XM A 47 649 A BE =2 R IE A TEo
[CVADHELP-17398]

o DRAFERAREATEXHRERKY, [CVADHELP-17438]

BrRRmE:

s EAPXRBABHNERER (IME) EXFEPRANXAKEN, XATERETEIRBE EANXEEZ .
[CVADHELP-15614]

« BiEATF Windows #J Citrix Receiver hitZs 4.9.6 #+4: % Citrix Workspace ARG, S MIREA
B ARERF, FERm ERREARNEMATERINGTRE. [CVADHELP-16967]

o Ei{7E ping. citrix.com EEfTEraESNid A sERA K, [RFWIN-22672]

o REELMEATRER L H Windows 1&& EE%E Unicode AP &1{E4 Citrix Workspace ik ER =R ASCII
AFREFERF. MR Unicode AR EHEEHBERYFRARLEFH, Workspace EZHAETE X
teEPE5h, [RFWIN-23040. RFWIN-23046]

2105 FEBEEAR
SiE R

« EAIEAT Windows 1 Citrix Workspace R BIEFE, NAEFFRIPNERIELEEH RIS EELEE
EERE L. RSB[EERS (B1%0 Windows Server 2019) EZR%E# Citrix Workspace MBEFSHI
ItialRt, [RFWIN-22120]

« Zi47E Git bash LifT@$rleE kM. BRTNARFRIPIIAEN Citrix Workspace A2 H LA

M, [RFWIN-22187]

ERIARAM Citrix Workspace ARG, & StoreFront B aJgESIREIF&IER. [RFWIN-22419]

iXiB Citrix Workspace R RiZFRIBER KM, YA F SRR TR E LIS EILE-, [RFWIN-22491]

i

0E W
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s NNAERFESAREAXHENBHEFAHIEERS, BRESENRESFRABHNARFIERRK. F
A< TRERE Citrix Workspace M AEFE, MIRKIEE storedescription, M ILLE-,
[RFWIN-22510]

+ M Citrix Files TH3(fbd, FLIEFENHZOTRESHIMELRS. [RFWIN-22516]

o EERATEM4ESIHERFIPH EIF HSP 5 CET IH8EMER T, 58 11 /€ Intel Core 203223401 AMD Ryzen
5000 #5I% R EN AEFATRESRINERH. [RFWIN-22592]

« Y1 “HDX BiERfEH” RENGE N “Bi&”, #EBAT “EDT MTU 2”7, NERIXBMNAEFHSEN,
TRERETRREHBERUR—FEEHE. [RFWIN-22697]

« EAF Windows # Citrix Workspace M2 FRIBE T ENE L AR, HRERBRE L. ZAERET
Intel Iris Xe B#;+. [RFWIN-22952]

+ 7£ Microsoft Teams 3¢ s MsMiEELAE, HdxRtcEngine.exe #iZRIBESTETMN. RESWEREN
ZRTRBEEPFSEMLLR-A, [HDX-28616]

+ M Outlook 1A Microsoft Teams &iXEY, & NBIRMSAAT RETIALE BiE1T. EREBEN Microsoft Teams 9
ERTIAS N B ILtE#E, [HDX-29558]

+ 1£ Microsoft Teams 2iX##ial, HBEITIEHBEEMM LN, MIRATERNERE, [HDX-29668]

FigrEiER gfxrender.dll, Wfica32.exe #iZAIBEREINEH ., [RFWIN-22446]

« 72 Citrix Workspace 2R EBRRENLS £, BRIFEERENRIAF FIREREBARIRES. BX
HAER, BH51 Citrix 1RFPOXE CTX30779%4,

2103.1 I EEERIR
BRIFHBIE:

o BIEBAT ERFRIFERIREF don’t ask again for 60 days (60 KAFHEi®E) FKKZ G, Microsoft

Azure ZE MBI FIRERIERHITR AL,
AR
BINBNAFPREENASE, MIEMENABETIHE. MRAFPER webview S350 MR AEE
A, RATRESBIERERITEMNIIE, RAELLEERT, Internet Explorer cookie £1#75
BRoe BINBERT, EEXATFEARS (77E cookie), ALUER GPO EMEZALEE, MRZEALE
8, cookie BREFME, HETHIERER.

[CVADHELP-14814]

« EMAT Azure Active Directory (AD) #i&& £, ¥ Citrix Workspace ZBREFERIARNAREE, RS
EREREREEN, APARENER. Ik, TEFEREMAFKFAER, [CVADHELP-14844]

Erae =1/

- EERETRBAMGNZ 2%, [RFWIN-20912]
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A
=

E[EE:

« @IEAF Windows #9447 Citrix Workspace M ARZFBME X I RE, Z4W Citrix Workspace [z
RiEFREEREAET. BAT “SHINAREFSR” i HBtR#, [CYADHELP-15654]

o ERERSHBAERKO 8080 HIERT, Citrix Workspace M BIEFRIAETFIEERIE £ HMN AEFHS
., HIIREMRERERTF Windows B9 Citrix Workspace M BEFRIge LA FERARBREOMAK NER
ZXiAwO 8080, [CVADHELP-15977]

« EATF Windows ) Citrix Workspace M BAiEF Al s 2R ERAIEGE, FIERIBMAEH Microsoft
Windows #ERFh=HELkA, [CVADHELP-16017]

o AP SIEHIZT ALT + Tab 8¢, AJHE=ITAERT Windows B9 Citrix Workspace HAEEFHHTAE
Mo [CVADHELP-16379]

o MERFIPNEOSR/ME, Print Screen BhrJge LA mRRBEEE, [RFWIN-16777]

o YIREE Microsoft Teams @iEhERMKZIRENFNSA, HDXrtcengine.exe ARESTEBTMN, AR
Bk ESREIRFRLE CTX296639, [HDX-29122]

o 2iAfE M IME ##5 DBCS XX ZA&R, ATRERRD TRIZ%. Windows 10 2004 i&fERZ = HIItEE, [RFWIN-
20006]

o FHEMIGE C:\ProgramData\Citrix X#EpINRATEES S5 Citrix Workspace N BEFEIMEE,
[RFWIN-22753]

+ 7£ Microsoft Teams &@iE, SiAnJseaMiki4Es:, 28 UDP REiRONSE IR, [HDX-27914]

+ 7£ Microsoft Teams MST@IE L2, BEM LA LED mJaE AR, FAMMSAAIsE={E1E, [CVADHELP-
16383]

BFRRmE:

o B RH” HIN—KAY, EATF Windows 89 Citrix Workspace R BEFAIBE T AR F. MRS ERN, EEF
PR “BH” TR EF Workspace T2, [RFWIN-21518]

2102 FEBERZR

=iE R

o YR FERBAT vPrefer Im Citrix Workspace AREFME LGS E EMREFHITFE NN AE
PR, ZNRAREFEITANTRERER— T EEEE, MEXMEERE—BEFT, WEBETHZNBER.
[CVADHELP-13237]

« B vPprefer IS, App-V R BIZF A ATLRIZIRE % ERE, MIEAIRS % LR, [CVADHELP-
15356]

o AP HIERENAEFZMES, StoreBrowse.exe BLAIRRTEEREATRNAREFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset FMRIEE RN False B, EikEF Citrix Workspace i BEF AT aERK M
HERUTHIRER:

tEIhREE R,
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[CVADHELP-16114]
o BHEUWEINEERTRET A UEE CDF 8RR, [CVADHELP-16587]
RERE:
+ Receiver.exe #IZAIBESEIMNEH, [CVADHELP-15669]

BFRRmE:

s ERAPXRHEBRNERER (IME) EXRERBAXKEN, XAAESETERBEE EANXAIEZS,
[CVADHELP-15614]

2012.1 HEELENIR
« 3% Citrix Workspace R AEF MhkZs 2012 BEhEFHEIESHRAEAY, HETUTHEIZES:
“Could not load file or assemble Newtonsoft.Json” (FAMEX#HIZFEE Newtonsoft.Json)
R 47£ Citrix Workspace M ARZFHERERREMNES LBAT BAEMR A = HIILR,
R EA, M Citrix TETUE F# Citrix Workspace R B2FiRZ 2012.1 XESARAH FohREE,

[RFWIN-21715]

2012 hE~EERIE

TE. HE. AL
o HiAEAFheIZaRES R Citrix Workspace RB#2FR, ZIREAXFTRESWBIER, RAEEMEIE,
[CVADHELP-15397]

=iE[EE:
o BEZBRBNESF, BRBAMBFRSIETRSAN. ENEFEENEENITENRSE IR, [CVADHELP-
13614]

o MITUUTIREZ—BY, ol ReEEIHEE:
- f&F Storebrowse #5$ M StoreFront #:2 ICA X5,
- A ICA X EIRBERF, MIEMKEEZEE.
[CVADHELP-15221]
s ENEKEGES, ERFERFRXETNRESRNEINBAEFTRESEAK. NREATEMNHEPA—NEFINN
FIEERF, MsHmitia®E, [CVADHELP-15576]

« ¥iEM T Windows # Citrix Workspace M B FEEE N EEILSIENEZEIFEK . MEM Citrix
Workspace NAREFIHHAENER, NABEKPIEBEEERA— M AEEWKS, MIFBRIARFREHK .
[CVADHELP-15728]
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iBEAT Windows 9 Citrix Workspace R BiEF

o E447F Microsoft Teams BIEFHELENREATAESSRER, [HDX-27041]
BR{fm:

o EXHEATF Windows B Citrix Workspace ARF#HITEMREH BN ETEARIIGHRER, BB
HRIFARERKK. RIEEHEREEEASEHNEERR L. £ Citrix Gateway URL B2 & Desktop Lock
B Lk A,

P =

B x#E A Citrix Gateway URL #1 Desktop Lock B2 & i& B F Windows 89 Citrix Workspace iz
HfEFE, 1 Desktop Lock HMZaiM— RN BN HMNER. MRERRIFRKENE, EEH
Ctrl+Alt+Delete GERTF#IEN) # Ctrl+Alt+End GERTFEHA) FHo

[CVADHELP-15334]

« MR “BDPI"RBR “R” 3 “T”, WEBHKREARIEN, CD Viewer TREEZAHELTRAIREL EZA LB
WULE IR &R KA DPIIRE. BFIg&ER DPIIREKXRT 100% BatBitiaE, [CVADHELP-15418]

« % Citrix Workspace B EF Mhias 1912 #4kEIRR4s 1912 CUL /5, MAREFKEERIE, AOTE 10
P BESER. [CVADHELP-15766]

2010 EEERIR
RE

- ERAREREEN, 2ARNRXARETASERISE EBM Microsoft Excel —i2iE1T, BATNARFR
PINRER R HLLE#, [CVADHELP-15410]

RIE[EE

« #iEATF Windows 89 Citrix Workspace 212 MhiZs 2006 A& EIRRA 2008 XESRAE, HiABEE
R AEFEI AR, TITIFRE (FIHME) HFERAMItENSHIIE®, [CVADHELP-15988]

- BATNAREFRRIPIIEER, Pause/Break i1 Num Lock $#rJAEMUETRIEH, [RFWIN-20083]

« 1E5EATF Windows B Citrix Workspace R R#2FH, FEAMNAREE URL HIN=ikFE, AleExERUTHE
RHE:

TEEEDIRS 2. 7

URL B2 AEFERREHIILR,
[RFWIN-20907]

« Microsoft Teams fiifk: EZERBIGENESS DPI WBENERED, FHRELSARTEEETI . 3
— I EAARESNANEEREE D, [RFWIN-20854]

« 7£iEAF Windows i Citrix Workspace [z 2 B0iB A1 Xig R S #EBNEY, FBYTIEE U B EFPXMmIER
BET. [RFWIN-21069]
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2009.6 FEEERIR

« fEM VPN i&E#2| Citrix Workspace R B2 F iR RIF N BIZF ST, RIFiEErTsES R ¥, [CVADHELP-
14418]

o MREZAEREE BBIRSEXHIE R TR Citrix Workspace MR, NAIGERRERE. HEMEER
BSERATARES M ENEER SN, sEIkEA, Citrix Workspace R 2R 1907-2002 A=
HEL I, [CVADHELP-14940]

s ERATAMRFEEIANERLT, WITARETRLTERBLAMNLRENIMNRT. Hit, ZRXEHKEEW.
[CVADHELP-15104]

o 2R7EE1T Microsoft Teams ME A& LAIMSIETRAMRETESKK. [RFWIN-20051]

o RESIETESESM TN EETEE. SEMRaEMgE T, HE Delivery Controller EEARIEH
BRINAERY, SHIRLLIEIAR, [RFWIN-20557]

o ¢ Citrix Workspace M BEF /G, BHAXIEPAIsE2 2R % 1 Workspace W BZFE/iR. [RFWIN-20589]
o ZXBRIMEPIHZHKE, Windows 22543 IIEHRTAIAERSEM. [RFWIN-20599]
s EHEFR, BRERANESHRIDERSINABERELAESIE. [RFWIN-20673]
o ERHEP, ZHERIMNENABETESEY, HERUTHIRER:
“TAEEEDIRS R, 7

F+4k Citrix Workspace BREFER BT, BRAZER, EB Citrix Workspace [z 312 Sl BR Rz
FABEKF HEFAIM. [RFWIN-20834]

2009 E~EE IR

EhRZAfRR T BB T U B M RERIR E MERYIR) L,

2008 EEERIR
R, HEH. AR

o 2AERBAERINEERB5hEH HDX RealTime Media Engine (RTME) LU Citrix Workspace Rz 12
FRIgEaR M. RTME &R LEISHARA. [CVADHELP-15047]

BRISHWIE

+ 3 Citrix Gateway B2& »i@id Citrix Workspace B2 L8 m &R (SSO) B, SSO algEskM, LA
FESZBEE%. =M & FRHUFHN, StBLtnE, [CVADHELP-14564]
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RIE[ R

« 1ERERE Citrix Workspace ZAEFHER TN “FFi8” XEBHER NN BEFN, AERERED
&O, "’REERE Citrix Workspace 2R, MREEMA CitrixReceiver.exe &5<4& PNA it i & 5y
STOREO, MsdiEitkia@, [CVADHELP-13916]

» 7z Citrix Workspace M2+ EA vPrefer it1fE, ZidEE) App-V ARFATRERKNH BRI THEIR
HE:

TERTH
[CVADHELP-14039]

+ 74 Citrix Workspace M RiEFE, 5EFEAMINEE HDX MediaStream for Flash (5140, Flash #1 Flash2)
HERIGEMRETEESMEMRIEE HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
ICA Client\Engine\Configuration\Advanced\Modules\ICA 3.0\VirtualDriver
FiBR. LEiRRAATRESSBUEERM,. [CVADHELP-14850]

 {EA Citrix Workspace MAEF, BHMRSEOTEIESEET—PTHRRE. [RFWIN-17563]

22Dk

« EIEATF Windows 89 Citrix Workspace R B1EF EERNARERE URL FRmikA e, m8ERBRKET a1 &8
k. HiZ URL @8&imOSE, sHtkia#, [CVADHELP-14051]

2006.1 FEEERIEHR
NEEEM

« MRBATHRBABTEER (BCR), RIFRARE, FRELEENELNBAFRPENEAXE, TESIES
HHkiaE, [CVADHELP-12922]

o« HREEMK URL BF, URL el R=EE@E| VDA, H B Redirector.exe #iEESMNEY, HEMUTERE:
INVALID_CRUNTIME_PARAMETER

[CVADHELP-13197]

RIE[EE

o BEARHREAG, SMERIERTEARTA, [CVADHELP-13297]

o MREAHNTREBIM G BEERNEERTF Windows #9 Citrix Workspace N BiERF, MIkRE
MAEEE, “BR R EA TR A®EE. [CVADHELP-13805]

o EWBkIZED, YERRABsHRIER, Citrix HDX Engine ATREsESMEH, [CVADHELP-13915]

s BRATZESHRIEHER “Windows 22”7 SHEES R, ERNARE#ITEHRIER, F=E7R Active
Directory Bt & 513383 EARSS (ADFS) 3+3%1E, [CVADHELP-14316]

- BIERATARERIP, SiltERENREREMAIAERMIN. [RFWIN-17455]
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RBRE

o HEZABINERIIRIEN, wlica32.exe #HiZRTgEaRBIMRE. EATF Windows i Citrix Workspace [
FAf2FM 1904.1 FRAs= HEtkR) R, [CVADHELP-12807]

BRRE

s NAEFITEaSRESREHAT S, RREFNNBRERF. EEESEPNERESNERE, BHAR
MAEFEIR#ANT S, [CVADHELP-13071]

o BEs/MEBE AN AR IARIBHINARERFEN, NARFNERATEsNESETRER, [CVADHELP-
13293]

o BRI ATRES ERFIMNIERT Windows B Workspace i Bi2FElfF. [RFWIN-17499]

2002 EEERR

tbisdg: i&AF Windows B9 Citrix Workspace R A2 1911

HDX MediaStream Windows Media &\

s EZERVINEF, HEERAFRIEPER Windows Media Player #&i% MP4 357BY, ZASARIREREEE
TR LEEEN, B2, HEEERBENIEMERN, FRT RBISEE DisplayLink EEi i 2/Ra8K
I RERE LAESHIER, [CVADHELP-11848]

RIE[ERE

o ZIAFERAPUESBEEM HDX RealTime Media Engine E#iZ#E5I%iE8f, HDX RealTime Media Engine
AIgERESMEH,. [CVADHELP-12605]

« BRI AREFREIF SR RN B REE SMIERE, wfiica32.exe #iZaTiERE MR E, [CVADHELP-
12855]

o REIREENG, REAESEMEH. HEZEHBRABRHRIEN, SIEBRMAENNEEIERNE, HIKN
o B EtE#E, [CVADHELP-13017]

s BATAMEARERFHRM Desktop Lock BY, Zf&Eiz Ctri+Alt+Del BERITIIRAFTHEER, AMAFRIE
AIREREMEE. B, HRSV[RIEFSAEMEEN, VDA REFEEEERCERIZANEENAR L, 2@
KIZAR=ER. [CVADHELP-13046]

o RENAREFEOTERSMABLBIIHERSEL, BREFAEEOA)ALE, [CVADHELP-13108]

« Workspace L ARRFREES AR A BN B RTRESXBGHNEELRE, NREFFAA,
Workspace M BREFISERFRIUZER. XEMEUHBERRESNERET. [RFWIN-15501]

« Z2REA ‘WARBEEA" HKE (EIHENES > BEER > 2HEERER (ADM) > Citrix 44 > Citrix
Workspace > AF A1 T) BY, RASRTERARETF URLHWKE, BMEERBARET URL WRARER
FEEEZTILL. [RFWIN-15867]
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RBRE

« 13X CDF IRERBY, Receiver.exe #i2rJaEaRIMRE. [CVADHELP-13077]

1911 EEEMR-
REEEM

s BANEABTEECHRIERE, BFI&&E LIETH Internet Explorer ATt 2 E RERF WIS . 15,
Internet Explorer 32 BORSHIET S, [LD1924]

RE. HH. AL

» R4 7 Citrix HDX RealTime Media Engine #&##1ER T, # Citrix Receiver for Windows FA4&Zhk
4 4.9 LTSR RMEH/E, TRHEABHRIF, [LD1814]

TEENO

s EEAHHNEARFTRITANEON, ERXGHNNAREFNERTESMESZHRER, [LD1868]

RIE[EE
s BRASHMYARFARNSSEMES, SHBHRIETREAN, Citrx BRFEETHER, 1B5 “FH” M “b
FER” RE—RER. Wb, BFRAELDE, ARNKELE, EEBMAEE, EHE, [LD1124]
- BERIEFIHENERE (ACR) EMEPHETRSEEMERRE, REEF HITENSHEAREREIMN AR

2%, Y DPIEAAIEE ERIGE N 100% BF, UKREERT Windows 9 Workspace N EIER > &4k
ik > 5 DPI il Lk “27 1Y, SHItEE, [LD1423]

+ 1£ Citrix Workspace BEEFHERT “Vprefer” MG, BEAMMNBIEFAIESEAMER, BT
ZIBEILUT R NA)R

- REMIERYT R, 619, %computername% ERGTITERERME iR ERF ) PC12345, &
KN RTERRYT B, FIM, %computername®% fEAHSITEHARYT BRI AT P ikt BN LA
PC12345,

- BYTBHARBEEEEF i, FIi0, €A selfservice.exe -gqlaunch [E11 http:
B, s 1TBEIER “lexplore.exe %*” %%, MAREERLIEFF i,

[LD1450]

o ZIAFERAPUEEBEEM HDX RealTime Media Engine E#iZ#%5I%i%E8f, HDX RealTime Media Engine
BJREREIMRE, [LD1655]

« EAERT Windows B9 Citrix Workspace MAEF, MNRER/IVE. RACHIBERE A/, REREA
fER5R2mEES, [LD1656]
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o #E#F USB 2.0 IO, Plantronics Blackwire 320 USB E#lalaEa M Citrix BNERBISEFIRPIEEK,
EiRBEXSERENZEREGN S HIEEZ, [LD1864]

« TERATRERERSZRN VDA EE—MRRPIET, MEATHNAREFESE - TRRPEBETHREKRAES,

ARERERMUTHIZEER:
“Citrix HDX Engine has stopped working” (Citrix HDX Engine E{Z1i&17)
Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine EF L THERE SHZIEFFLIEREET. EXAZIER.)
LR AEEEXNEINBENE= AN BRFHNTANE Fim S EMERENRANE — Ko SENS B I
18
[LD1898]

o REE=FNARFAIRETERTEAN A ERTLELAEFIET. BO#R (FI30, WS_DISABLED) FiEff
R ARt HEtkia, [LD1912]

BRANAREFANGE, FEATNKRETRRAMLENE=FNBEFN, FJIHIM TR

- /B Desktop Lock /5, MARFRIGEERRAKNS/NMEIREE LA, ERIBE 2 HESERHNA
BT RN BERF.

- ZH Desktop Lock BY, HENEO (FlI/NESHIENEEED) KA TFERMUE, B2, FEOHK
KA, BHEFORBEIEIENEH. THRERENTORAZHE, HBEBEORZHAER.

[LD1979]

TN ARFEONER 2 AN BMHFRSEE, BEIEFNAREOANAL, [LD2124]

MR SelfServiceMode #5%Ei8 & K false, 7£ Citrix Studio P2 AN AEEN, NRAREFIREAXTEENS
BRTE “FFR” starh, [LD2126]

RRRE

« 73 CtxUsbm.sys ERARMIEFRIEERRE, CtxUsbm.sys mHRETRRAIGESSREMER. s, FET
B “IRehiZFIIERER " RSEEFIRRRER, [LD1973]

1909 1 EEEHR
RIE[EE

« EERTRERFRZE VDA EE—NHRRPIET, MEATHNAREFES - THRRFBTHRERGES,

AR TRUTHIRER:

“Citrix HDX Engine has stopped working.
Exception caused the program to stop working correctly. Please close the program.” (Citrix HDX
Engine BFLLiE1T. BESHZIEFFLERETT. EXAZER.)
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HEERREEEXENEENE = ANBEFAMFRANE A RREEMERNANE— KR KEN S HIILT
i@, [LD0479]

o BEXFA—NETR, ARRNMHERUNARER, SETSBEM=TRELEED. JEsHABITIEERE
o HEEXHENNINRSEMDPURFRNIHIULLRE, i, SEEIEVEFEEEHEEITENNS
HIMUEFRR, [LD1558]

« ERERT Windows # Citrix Workspace 2R 1902 RESRAE, ZAEXENBLHBHNBIERF
SHIRm ST aERKK, [LD1972]

« {#/ HDX Optimization for Microsoft Teams B¢, ¥ Userl B5h5 User2 BISHEIE, ABS User2 £
ZRmEY, User2 alge BRI EMIEL= <M. [RFWIN-11863]

« f#F HDX Optimization for Microsoft Teams B, % Userl Bzh5 User2 Byislid@iEey, w1 EBAILL
IREIFIEEIN . BR, = Userl 345 User2 HERmEAY, User2 AlEaBRIRFEMIFHLZRE, £ AMD
E P E2IiD@EiE S HII R, [RFWIN-11866]

« A HDX Optimization for Microsoft Teams &Y, 4 Userl Bzh5 User2 MIMSRIEIE, RER User3 N
FMSTBIERT, Userl WISIREPIRERT AR E, AL, FIERFNTREHBERAEE. [RFWIN-11875]

« {#/ HDX Optimization for Microsoft Teams B, % Userl MEMNBIEFMNE R HRFIBEES User2 1
MenEiE, AES User2 HESMEET, User2 AlgEx X EFIERMIE Userl Mm@, [RFWIN-11952]

o £ £ Mt R B ¥ HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\HotKeys W,
Y EnableCtrlAlTtEnd Et#Y DWORD Ei&EH 1 BY, TEABHEAHHERE. [RFWIN-12091]

« f£/A HDX Optimization for Microsoft Teams B, Desktop Viewer B ERE O ERERINGBIELE
TIELMN, EEELLE HDXTeams.exe ##2, [RFWIN-15231]

PR

 ZPNAREFETIETREMEHBEENAEFER LR, ESEMSARNEREMNEINRE,
AR WREFFHEN Flash % Windows IAEER, ESEMKAIGEREERET. [LD1030]
o BEFEFHBMHEARFREHHETRTERTRER— AL Citrix Receiver, [LD1427]

BARIEH PRI ESRGE, [LD1486]

B 1A

2109.1 FHEH R

TEUbhR AR E R IR,
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Windows &9 Citrix Workspace R 2R

2109 FHER A

MREUBFPENRETHRAEET 2109 &9 Workspace MBERF, MEERREMMEN 21.0.9, NYELUBF S
REHERIGEN, EET Entry point not found AZINOS) HiREHE, BEHEN, ZEERKHEL, #A
Workspace B2 EEH 24 21.0.9, [RFWIN-25008]

MREHNEERE Google Chrome AL ET MY B, WHITHEY Citrix Workspace Browser # 44’5, [CTXBR-

2135]

2108 FRERN RE

AREEEREERFRARTFRN, [EFETEFHTENLERIER (RSELME) TEEBE. [RFWIN-23906]

2107 gy xNia) R

TEUbhR AR B R IR,

2106 FEYERBE

ERRTRESESMINENNARIET, EofkTEBEER. Unicode AP £BFILLRM, [RFWIN-23439]
245 A VDA EREmERT Windows B9 Citrix Workspace M BEFEE AMEIRETIA, MEIBENT
BESHIEKEE, [HDX-28691]

2105 FHERBE

2103.

IRIEHE, YEETREEMHMINTRENN, YREFRE FHMRINIEESSIH, [RFWIN-23152]

1 Ry ERNER

BERSEHEOANT, RIEBMNFTEREFRNARZER, €A Intel Xe B RESEHLLEE, X2E=AR
#l, [CVADHELP-17005]

SREABIE. PXHEBE IMEBESFRAGEEIEETE, BEEAFLERBEUE, FT2XLEMN. £H
CVAD &i&f0 SaaS N AR BTN, [RFWIN-21158]

=B Citrix Workspace R FAIEF Al RER KM, H A A EIBRR R S HIB S B IR, [RFWIN-22491]
NEAEFERERESXHENBDEFREER, BREEMNRRESRXBHNAEFTRERERK. F
A $TRERE Citrix Workspace R BI2FEY, SRKIERE storedescription, WM& ithE,
[RFWIN-22510]

M Citrix Files T#.txt >efFEt, BIEXHERTAESEIMELS, [RFWIN-22516]

£i8E/A Microsoft Teams HDX i (b #1733 @B, WR VDA hrasf 2103 KREMhRAE, HFRERT
Windows # Workspace #2574 2103 siE=ARA, FEWTIRERKM, thia@7E Virtual Delivery Agent
(VDA) 2106 HEEE,
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2102 FpERaE

o Z2REE ICA IFARERKM,. HRIERSRERRO 8080 MARHE RO, SHEL R, [CVADHELP-
15977]

s ENAREFRIEF, HEE Microsoft Paint FITHAZHERIEIGET, Microsoft Paint iZAiZFEME#SiZa
RER TSR, EROMER TERHSIENSHIMLLAR, [RFWIN-21413]

« EACE T Azure Active Directory ZE & 41IE (MFA) B9t BN L, EMEEEREREFEFREN 60 XA
FHEAER, RSB RERIRT. [RFWIN-21623]

« BN Azure Active Directory B3+ E# L&k %5 R Citrix Workspace MAREFAIfERA K. RETHH
iR RS MR, [RFWIN-21624]

s BHIEARGHNRERIEN, BERSESHESEREREF S, 1 Delivery Controller BB AR
IEREREY, SEBHLkA, [RFWIN-21629]

« £/ ALT + Tab #Xi{RE O 8Ex T3 Citrix Workspace WAEFHRNTARRE. T8 OWEXTEE
KIERNSHIRR, [RFWIN-21828]

* WMRETE Microsoft Teams BIEHERMBRENHAIA, HDXrtcengine. exe TJRERTEBTLM, R
Bk EBRAMARLE CTX296639, [HDX-29122]

2012.1 FEERBE

FEbhR A& B AR TR,

2012 FpERRE

o MRERABRZHRIPNEARFERANFIKER, WHEERUTER: “CHRNARFSFATA..” AGedE
WEN, BRERUTER: “TENMIZARER. " REIEXFREE, SRIPHNBEFBELLTIH, EX
ERE MU MIBR, [WSP-5497]

s EEATNHRBABTETAM Chrome J%EasH, TP HITHINEN-RHTEERN, ZAM-RAIRET AT, 2
R7%E7, 72 Pop-ups blocked (PELET#HEED) JHE+i%#E Always allow pop-ups and redirects
GEEAYFREEOMEEMR). [HDX-23950]

« 3% Citrix Workspace R AEFMhRZs 2012 BEhEHEIESHRAEAY, HETUTHEIZES:
“Could not load file or assemble Newtonsoft.Json” (Fi&mExHRiZFEE Newtonsoft.Json)
1 47£ Citrix Workspace M ARZFHERRREMNES LBAT BaEMR A = HI IR,
fRRAER, M Citrix TEITE FE Citrix Workspace R FE#EFMZ 2012.1 BEMAHFIRE,
[RFWIN-21715]

o MNRBEINAEFE, RBREEAT Windows B Citrix Workspace M REFHITHEZEHORE, NNA
BFERRETREREENRSE T A, [HDX-27504]

« WNRMERZEATF Windows #9 Citrix Workspace M BiEFHEEEMNES N AR, ZNBAEFEEE
= “FHR” RS RGN IR, [HDX-27505]
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2010 FERBE

FEbhR A& B R TR,

2009.6 HHEA RE

o SiRBIMEEiERA K Citrix Workspace M AREFRE A GESBRE AR, [RFWIN-20692]

2009 FEER B

TEUbhR AR H R IR,

2008 FryERAE

o BIESRIPNEOER/VE, Print Screen BT 2HRARBEE, HILLAHN, HREHEHB
Citrix Workspace B2, [RFWIN-16777]

« LIEBERMFEA FastConnect API EREY, BEIRSEONT. BASER, ERBSHEFHIEE. [RFWIN-
19804]

o BEhEFRIFH VDA 21E6, RMEIEERAEFRZHRIPE VDA LHRFEREEE. [RFWIN-19823]

2006.1 FRERN AE

« N7 Windows 2012 R2 3+ 5| EEISISARMINGE, %R F%5m Citrix Workspace RIATRRH15
ST ETIML, [RFWIN-17628]

2002 R ERN R

o YZRIPW Citrix Workspace R AEEF=IER/MMEE, Zi{ERA Print Screen #iHRARETERI KK,
[RFWIN-15155]

s YEEERHHNIEMAUIEE EB5h Microsoft Word H Mtk /- SrIFRE FARIERY, 7EA#ISE E BT A
EFNaSHIUTHEIRES:

REEEH Citrix Workspace BT 4B AERF?
[RFWIN-15884]
o ZAEBAT SSL 8 VDA LEmh=iERlaERK M. [RFWIN-16129]
s ERFRFHKEREFR, SRENFRFRIPSIENFSEETESKK, [RFWIN-16704]
o EEIREFIEMERA GUI MIBRERARIENIR (GPO) BIRIER A MM A B EF4HE S, [RFWIN-16754]

« SHBEHEFRFRIEFNETHNETRSHRIERE, [RFWIN-16784]
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1911 FRIERIER

« TAER DUO B458IEEESI StoreFront, [LD1497]

s REFOFREHAEFE. [LD2089]

s ENERGRR, RIETERITBIME, [LD2185]

s BEEEHEFHER USB EERFEAMSEGKE, RIFEFTELME, BRER. [LD2432]

s ERIEEIHAE, HEXEREMEE...HE, MIBEENNAERFZT. [LD2450]

« #EE T Dell Wyse RAM 8% 47, Citrix Workspace B FEFRELRMHAH BRI THIR:
“RATEITFHEEMIREHIXH,
[LD2480]

« BERRBGER, NAFRERERTER, [LD2484]

o EAERIERICHEREERITENN, ExTE—BREBIATMA, AGHRUTHER:
“EREEHET,
[LD2496]

o ERARBNREERBEENAATEERNE, HEUHETEA URL HENEATBNAEFIREENE
Ty, BCEARRLN, HERUTHEIR:

“REEALEFMETR, BHRES—INZEHFMEZIIR, 7
[LD2510]
 7£ Microsoft Teams £/, LEESMKERFFE, BEHSATR S ATRESSAEINIF. [RFWIN-11993]

« 7£ Windows 10 RS 6 &4/, &g UDT RBAXFHERPAAIEHCRAMEE, BAMNX MY ATRETELE
BiniT. XBRE=AMRE. RA%R, 1 DDC LEA HDX Bigr(ZH%eE, [RFWIN-15116]

o HE—HBE—NERFER, B NMARPRAN, FRBFEMIM “17. [ RFWIN-15395]
« 7£ Microsoft Teams #1, {UARKIEMFIEREINE, TG BEHAIEFER, [RFWIN-15539]

1909 FRIEXNIE

s BRATHNERBETERAG, Internet Explorer B AR HMERI S, [LD1924]

o fEA Ctri+Alt+Del AP HEHAEMERIIRIEN, RIETEZEMEEHTE/LNE, ANERUTHER:
“‘BiEEIRE”
[LD2063]

o TEEMRRIEEDE SelfServiceMode £ B False H B EHRIFEY, MAREREAXRTEM “F”
Feifips, [LD2126]

o WFEEE 2048 MFRHH URL, URL EEMRKM, [LD2210]
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E=FFEH
EATF Windows #9 Citrix Workspace [ RIEF AT e SRIBLA T SO AR E MM FOBITIF RTINS = A 3014

BT Windows 8 Citrix Workspace M RiEF 5 =778 (PDF T)

AGERMFERE

November 12, 2021

2K
+ 1% 1 GB RAM,
+ Microsoft Edge WebView2 Runtime fg7s 92 SiE S kRS,

=

AR

B iR 2107 #2, Microsoft Edge WebView2 Runtime % %42 k8 Citrix Workspace M REEF %

EEFITH, Workspace NARFRELEFR, REBFIRERKPESEE Microsoft Edge

WebView2 Runtime, fIR#HAZ, NHTRE,

MBEEAEAIEETERNIEREH AL Citrix Workspace WEBIER, RERKEK,

- BBRSHEGEE NET 4.6.2, IHEGAFEM Workspace AR RESGSITTRAMNBSINAEFMSE
H. BXEMER, BERAEAGITEH
MREERLELFARE Citrix Workspace R A2 1904 SkE A4S, 1B.NET Framework 8944#&
ks Windows R4 AR A, Citrix Workspace HBEFRERZFE THHREFRERAN.NET
Framework.

AR

NREZAFERIEETERNRREF R Citrix Workspace MBiER, BR45:%%E.NET Framework

4.6.2 AEBRAE, REFKK,

o BR¥FARAH Microsoft Visual C++ Redistributable,

AR

Citrix B & E BRI RZAH Microsoft Visual C++ Redistributable, FN, A& IIEHhATRES I

EHBHER.

B R4 1904 &2, Microsoft Visual C++ Redistributable & %12 = k& Citrix Workspace [ B2 =%t

EEIT 8, Workspace W REFLZELREH, REBFRNERHKFTEETEE Microsoft Visual C++
Redistributable 28, HEXER#ITRE,
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=

=W

2R FRIESERNREEE Microsoft Visual C++ Redistributable i & L h %3 Citrix
Workspace [ Ri2FRIAER KM,

NEEERAEBEE Microsoft Visual C++ Redistributable #2F 41,

&% .NET Framework = Microsoft Visual C++ Redistributable & aIBryEEHR, &205 Citrix £138
B E CTX250044,

REMIIE

Citrix Workspace M REF S HaiFrE =15 Citrix Virtual Apps and Desktops # Citrix Gateway IrERZ,
XeehRACTE Citrix 7= s A HIRPFIH.

iEATF Windows i Citrix Workspace R AEF ST Windows 2ERARE:
AR

+ Citrix Workspace [ f#2R 2009.5 R ESRA R B IEERZIFIRIER G Li#TRES,

« BhR7 2006 2, BFLEX Windows 7 B92#5,

« Citrix Gateway End-Point Analysis Plug-in (EPA) £ Citrix Workspace £ #f, #Ea<#l Citrix
Workspace WABEFEH, REER nFactor BRI A2, BXFMEER, B2 Citrix ADC X
PR FSHIIEN S S HI0IE EPA $358E &% nFactor SMHIIERHN— 1M ER.

1BIFRY

Windows 11

Windows 10 Enterprise (32 fifl 64 filkiiZ). BX3%AH Windows 10 FrAii¥4ES, 520 Windows
10 53EATF Windows #9 Citrix Workspace B2 HIES M.

Windows 10 Enterprise (2016 LTSB 1607. LTSC 2019)
Windows 10 (loT Enterprise*. Home edition**. Pro)
Windows 8.1 (32 fiI. 64 {ifll Embedded Edition)

Windows Server 2022

Windows Server 2019

Windows Server 2016

Windows Server 2012 R2 (Standard #1 Datacenter Edition)

* 3% Windows 10 loT Enterprise 2015 LTSB. Windows 10 loT Enterprise 2016 LTSB. B&E#H. SIEEE
. RERBEER,
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T ARBEEESHEIE. Desktop Lock. FastConnect API LUK BEMAEA Windows HEHMEE.

Windows 10 5;5&FF Windows 1 Citrix Workspace L BiZFHEA S

%% Windows 10 1#2{ERZE, Microsoft 3INT —H#rmAARME. SBEMARSS Windows: Windows BIfRS,.

MINEEI T ERIThEEE R (1703, 1709, 1803 EXEh4A), MBEEMNREEBWMEFHITEIREFTH P, Tl
A SCCM SMEEET A EXLETFR,
AR
o BRINAEIEEHAER Citrix EFhRA L E R FEREhR A,
o« —B Windows 10 fRA&ZERS AR IEIRE, ZRAEFRE B Microsoft IR S k1%, Citrix 1%
EEEEESZEHNIRERADETEIH, B% Windows 10 &R RZMELE, 5251 Microsoft B9
Windows £ &5 EHIELR 4B,

T&RET Windows 10 k&S URERTF Windows 89 Citrix Workspace N REFHEN #E B RS,

Windows 10 R4S TN Citrix Workspace M B2k
21H1 19043.928 2106 REEHRA

20H2 19042.508 2012 RESAE

2004 19041.113 2006.1 X EShRA

1909 18363.418 1911 RESHRZS

1903 18362.116 1909 &EShRES

1809 17763.107 1812 REEMRES

1803 17134.376 1808 &&= RS

AR

Windows 10 kA& 52 KH Citrix Workspace [ FRIZF AR S, 130, Windows 10 hiras 21H1 5 2106
ZHIHRRAER R

YE ] ARtk == 8]

TRIEMHETHXRE Citrix Workspace [ B2 B R B RE4HE B

(5

TR FiT b A= 18]
SRR 572 MB
R 350 MB
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Citrix Workspace AR ETEM T R RMNERTE, ZWIETESHRERARIZPHIT,

AR

o TREFNIRERLTEBEWHETERITESE.,
CHMRERTREIBPARAGNEBZTEAE, WAERZXIEE, MEE CTXInstall\\
_TrolleyExpress—\x.log FiEFEIZHEE

B, IERM S5
JEZE
o HTTP RZF™IE

o HTTPS RIS
« Citrix Gateway 10.5 RES R

AR

iEATF Windows 89 Citrix Workspace W AREFEAS#HFER, HFEETENER,. Fib, EREMEED
HEHBER.

- TH (BER) B
» Root

o BECFIEH

o FRIENEH

TH (BER) i#
WMRITEM X ERETZHIER, “AEiFE Citrix HRWAFIEE L REALHEBME ML FRIER,
AR

MREENTERIEREN XL (AAFRMEZEREFAEERIER), RASET—FES, BHZEBAH
5. MRAPERRRESHES:, WeERNRAEFBILER.

RIEH
SFMNTEHBEN, AJUERARBENREERIRD AMEE CAILES.
FRIMANERIHEN, ARALUE-TNEEXZERGBUS &H%E CAER, BS5RAEERKRURSHE.
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BECTTIES

BECTHERER—HANE MRS LER.

Citrix Workspace N BiEF X BRI, D RREALNRZSREERBEREMER. SFFE, AU ERBER
B, MEXAERESRAEAERAEM (SAN) I BHRSH[EMIIRNIER. AEIERMENBNAIERTEL
MG 1 ST A X LT EH,

HiElEH

MREHIEBEP TS PEHED, B ZFEEBH M Citrix Gateway RS 2BIEB. BEXER, BEEHA
Configuring Intermediate Certificates (E2E=EHES).

SHEIE

3t StoreFront #1757 383E

ER
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R
REHRIIE
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SMS
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Jal
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StoreFront ik
Zufm (ZH1)
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AR
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Jali
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il

ali]

]

2 (Citrix
Gateway #EHft)

Citrix
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© 1999-2021 Citrix Systems, Inc. All rights reserved.

43


https://docs.citrix.com/en-us/netscaler-gateway/12-1/install/certificate-management/configure-intermediate-cert.html

iBEAT Windows 9 Citrix Workspace R BiEF

h#) o

IERRETIR
IEHMHFIE (CRL) 2iF Citrix Workspace ARRFHRERSENIIREETERH. REIEPETFRERS BN
MEFHIIE, REBFIRESRSEZE TLS EENBER 2,

AIEZMERIEA CRLE, i, aTLUR Citrix Workspace M AEFEE A RIREEAMIERTIR, tbaT R
BENEREERMMMEERTIR, o, ETLUSERBLENFIEENRBERELIETHRE CRL ZEFRITFRFRER.

MBREEAMITENPREEIEPIRE, &EBH Citrix Workspace R AER. HF<FFTE Citrix Workspace A
(BFEEEDL)

BXFAER, FSH TLS 29

RRMEH

November 12, 2021
ATLUGEI LT AR E Citrix Workspace R FiER:

o MTHTIE FE CitrixWorkspaceApp.exe i, &
s NEREINWTHIIE MIRTA).

ES U T A ARER G

o BTETF Windows WRERLZEBS. &
o FRAGLITRAABAREREFNM4E. REGSNRERYE., BXEAGSITRERE Citrix Workspace A
BENER, BERAEAG TSN

EREEANIFEERNBHITRE:

Citrix Workspace M AR2FAILHAFMEERRE. NHEEATF Windows # Citrix Workspace A2+
FREESHEIEM Citrix Ready Workspace Hub B¢ 74 ZE &2 SR,

TRIERT UBBRARAF FHRE Citrix Workspace M HEFRNES

TEX MK REEKE
= C:\Program Files BRGIRE
(x86)\Citrix\ICA Client
R %USERPROFILE%\AppData\LocalGitrigiEA
Client
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AR

NRAAPFEETAPRENLG, BEERFTERE Citrix Workspace MAREF. RITENESCHEFMBRF
REMNLA, REBLUBEERBFMHRE Citrix Workspace R AiER.

FERAETF Windows HNLERRRE

ALLUBEER U T AZEF&EIT CitrixWorkspaceApp.exe RERFEREZEZERTF Windows # Citrix
Workspace M REF:

BINERT, REEFASMT %temp%\CTXReceiverInstallLogs*.logs,

1. BEjCitrixWorkspaceApp.exe XHBHER,

2. FEEFES EULA, ARdaRiE,

3. EAAEEENRNEMNZITEN E#HTREN, SER—MEREWEER. EXEMAER, HSREE
=g Erall

4. #REBET Windows WREREF MR,

ERBLITEHR

A LLBIE IR E R RS SITIETREE X Citrix Workspace MARFLERERF. REEFOEEERHREREFZAHR
BEIAGIRNE R, TEREREEEFXHG. BRHEURBHZ TN AREFEERNIEITE R,

ZEA Windows #3172 Citrix Workspace R 1ER, BREISHTIRRG. ARG, BE—THRARERFXH
B, REGLMLEREM. TEIIHTAIANREGSHEME:

CitrixWorkspaceApp.exe [commands] [properties]

BLTBRIIE

BRABPDRNT:

B
W
3

T a3k
P
B
s

o
<
&
o>
(aYay
W
e

o BETMAR RIS
o SMRIESE

© 1999-2021 Citrix Systems, Inc. All rights reserved. 45


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-authentication
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#common-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#install-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#hdx-features-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#preference-and-user-interface-parameters
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#authentication-parameters

iBEAT Windows 9 Citrix Workspace R BiEF

ERSH
s /2% /help-FIHFBEREGSNEML,
o /silent - EREIEPREARENEENRT.
+ /noreboot - EREDEFR I BREFBHIRT. BULEETENBINMERN, LTFEEREN USBIRET
EIRB. RBEEMRDIEEREARHE USB &%,
o /includeSSON - BREUERE R B KR, 155 Citrix Workspace A2 RE Single Sign-On A%
&, BXEAER, BFSREERESHRIL

o /rcu- EFXRNEMRZZIFNRERA AL A E K. a5 Citrix Workspace [z 2R i@d ENE A hix
BRZEF AR, /rcu AXRESERNEHIRIANILE.
FE
/rcu FFXBERA 1909 £F M. §XFMES, BSRER.
o /forceinstall - FEEZHLER Citrix Workspace MBREFHNIANEEERZEN, KFXIEEE
¥ BEUTERTERLFX:

- MARZEH#FM Citrix Workspace M HEFIRAH#ITH R

- REFARTREI.
RESH
/AutoUpdateCheck

87w Citrix Workspace [ 2 F7EA o] B BT Mo
AE:
XE2MBHEMNMSH KAMIEE S ERE /AutoUpdateStream. /DeferUpdateCount. /
AURolloutPriority EEMSE,

« Boh (RINEE) -ZAABEEIEENNEE AL EM. M, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto.

s FM-RAATEEITRENNAABLELEN, FohlEEH. HlM, CitrixWorkspaceApp.exe /
AutoUpdateCheck=manual,

- BEH - 2HBmIEH. FlE, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NREEEHAEERH, WalLUAEREEMNRERER, BXEMAER, BSREGAREREM,

o LTSR-{NBEshEHKIRSRAZEIIEHA90,CitrixWorkspaceApp.exe /AutoUpdateStream
=LTSR,
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o Y0 - BhEMIFZIMAAH Citrix Workspace A F. i, CitrixWorkspaceApp.exe /
AutoUpdateStream=Current,

/DeferUpdateCount

BT EME AN LERBAAR . EXEMER, ESE Citrix Workspace i,

o -1 (BHAE) - AVFHEIRERE B, 3, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,

c0-EBRHNEMNTRHEHLEE (N KRE—%EF. RAFBERRECEXENNEE. i,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,

o EEEMEKTF ‘N7- AFHIRBA ‘N7 R UEREBHEMER “n” R, Flwm, CitrixWorkspaceApp.
exe [/DeferUpdateCount=<n>,

/AURolloutPriority

REMRANRARFE, Citrix RTERERMEABAARNENR. fAILSE, B LUTHITER A RRAE8E =]
LUZWER

« B (BINE) - BBECitrix BEENXTEABHAKEER, Fl, CitrixWorkspaceApp.exe /
AURo1lloutPriority=Auto,
o R - IBEER N AEAFBNKEIER. fli, CitrixWorkspaceApp.exe JAURolloutPriority=

Fast,

o fh - BT (T HAE E) B ER UK EIEE SR, %0, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o B - BEERNABERNKEIEH. fli, CitrixWorkspaceApp.exe /AURolloutPriority=
Slow,

/includeappprotection
BERAIFFHEZERICRNESHRTRRGZMATEES, RN 2.
« CitrixWorkspaceApp.exe /includeappprotection

BXFAER, BEANARERFR.

/InstallEmbeddedBrowser

Hepg Citrix SRAR NS 28— I 4, 51T /InstallEmbeddedBrowser=N F* LSRN TR S 2R THAE,

INSTALLDIR

5% Citrix Workspace R AREFRENBEHENZTEBR. BINERERN C:\Program Files\Citrix. #l0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrixo
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ADDLOCAL

ZE—PREZNIEENAH MG, HW, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,AM,SELFSERVICE,DesktopViewer,Flash,Vd3d,WebHelper,BrowserEngine,
WorkspaceHub, USB.

AR

ZUANERT, ReceiverInside. ICA_Client #1 AM %% Citrix Workspace M RZF 2,

HDX 1hae 54k
ALLOW_BIDIRCONTENTREDIRECTION

BTEEFPBRSENZEUREINSERHZEERANERNETEER. BXFEAES, F2 Citrix Virtual Apps
and Desktops SCASARBIIN A A A E E 3 RIS 18 B 84

cOBRILNEB) -ETINRARNEBTEETERLTFERARKRS. B, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-iERNAARBTEERASTBERREHI0,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
:]_c

FORCE_LAA

&7 Citrix Workspace [ 2 RE% P inads i A2 Fih IR A M Rk, HAEAEERNREZE Workspace T2
F, WHRHEAEEETT. BX¥MAES, 15205 “Citrix Virtual Apps and Desktops” StA4sRRy s R T2 1710,

o 0 (BRINB) - 1B RRERMN ARERIARIEAMS, Hlg0, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1- B RRERPIRAMNBEFIARAY, Fi0, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS
EERTNSITEHIN BEFBA XA LB XX H X 4 B RET.

+ false (ZRMINIEB) - IEERTHSITWHNN BERF B8 X RB XBN X4 2 RER. #E X false B,
BRIERARNEENEEER ERMIXEER— T ER. BERARENNERER/MRENNAEFERES
BB ENRAR. B, CitrixWorkspaceApp.exe LEGACYFTAICONS=False,

o ture - EBEFRNSITMHN AR BB XA LB XN XS X4 B RER. F, CitrixWorkspaceApp
.exe LEGACYFTAICONS=True,

ALLOW_CLIENTHOSTEDAPPSURL

EAPIEE EERA URL EEEINEE. BX1IFEHMES, B2 “Citrix Virtual Apps and Desktops” St ey s iy
BEFiAR,
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0 RINB -EFHAFPRELERB URL EE A I fl o, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-EAPIRE EEAURLEERAMEEHIE,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
:lo

BREDAAR RESH%
ALLOWADDSTORE

R ERIBEENSHERENABE (HTTP & https).

« S (RiIME) - NAFERMSIMFrREMNABEE (FRA HTTPS EEE) . i, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- AFERMSMRR SN ARE (HTTPS) MIFRLNARE (HTTP). R Citrix Workspace A2
BRAPREN, NFREB. #l8, CitrixWorkspaceApp.exe ALLOWADDSTORE=A

o N-FRAFAPRNEMRE CHNABIE. i, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

R EERMREFEAEERE. LSRUERATEA Citrix Workspace R AR YBIR A RE.

o S (BINBE) - NATFREFLRELMNARENED (BEE HTTPS). i, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N- FAFREFEZE, /80, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,

o A- AFRERLNARE (HTTPS) MIFRLMAREE (HTTP) MZERB, fli, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A.

STARTMENUDIR
BRE “FHR” REPHREFRNE R,

s <Directory Name> -EBINBERT, NAERFETEHFE >MERERFT. AJUE \Programs X3k
PIEEREAAMNBNER, i, EFREAAKRER “FR>FREREE">“Workspace” &, BiEE
STARTMENUDIR=\Workspace,

DESKTOPDIR
EEREREAXNER.
AR
£/ DESKTOPDIR 35S, 5% PutShortcutsOnDesktop TIEE N True,

« <Directory Name>- BILUEERES RWEXBE, HlW, BERESIUEE FH>FHERE
F”>“Workspace” T, i&#§%E DESKTOPDIR=\Workspace,
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SELFSERVICEMODE

=534 B BhARSZ Workspace N ABEF B P RERIAE.

o True-IERAPERIFIEBBRSAFP RE. #1800, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Trueo
« False - {5 ~ARTZIARIBBIARS AP R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE

=False,

ENABLEPRELAUNCH
ERISETRR. BXFAES, BBRNERERF B E,

o True - IBETRRIEFTBINEER T BARS. Fli0, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,
« False - {5 RAEMBohINEER T EARS. H180, CitrixWorkspaceApp.exe ENABLEPRELAUNCH

=False,

DisableSetting

FRREREARNMEREHAD, FHAESREENRTETR. BXFAER, BBAE ‘SREEN RHRENER
=1

0 (BHiAE) -7 “BREEN RAPBTREARNMEMERER, §130, CitrixWorkspaceApp.exe

DisableSetting=0,

o 1V “BEEREN” RPBETEMERAT, 150, CitrixWorkspaceApp.exe DisableSetting
=1,

o 21X “BEEER” R ERRESRET, fI40, CitrixWorkspaceApp.exe DisableSetting
=2,

3-HBEAEEN RPRBRESFXNNEHREZ XD, Fl, CitrixWorkspaceApp.exe

DisableSetting=3,

EnableCEIP
BREE5EFRHARNET. BXEHAES, BB CEIP,

o True (ZRIAMRE) - EEMA Citrix R EKRKZTR (CEIP), fl#n, CitrixWorkspaceApp.exe
EnableCEIP=True,
« False - 3% Citrix PR METR (CEIP), 171, CitrixWorkspaceApp.exe EnableCEIP

=False,
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EnableTracing
=% AlwaysOn ERERINAE,

« True (BHARE) - A AlwaysOn BRERINEE. I3, CitrixWorkspaceApp.exe EnableTracing
=true,
« False - 2/ AlwaysOn IRizIhEE, 30, CitrixWorkspaceApp.exe EnableTracing=false,

CLIENT_NAME

EEMRSS 2 KRG A IR &R M,

e <ClientName> - EEERSH[/ LARIRIBFRIEEN B M. FKINB TN ¥COMPUTERNAMEY%, 140,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFPIHRBEMSHBENRMER, BB, FRRITEIEZENR.

B BRINEE - AFEBFFPHENSHENBMMER. fl, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

B -FATEFRFHEMETENBMMER. &M H CLIENT_NAME B EE — ME. W,
CitrixWorkspaceApp.exe ENABLE_DYNAMIC_CLIENT_NAME=No.

BHIIES
ENABLE_SSON
Workspace MAEF@EE /includeSSON dREMNBREAER, AXFMAEE, BSREEBESHRIE.

o 2 (BHAIEE) - #57 Single Sign-on & F B AR, g0, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes,
+ & - 187 Single Sign-on R FEZBRSE. Fl0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

ENABLE_KERBEROS

8% HDX 5|2 2E 4 AfEM Kerberos 143301, XEBMT Single Sign-on AR AIEM. BXFEMAES,
E2AER Kerberos Ml BiE & 55011,

o 2-15 R HDX 3|5 M Kerberos B4 I83EF%0,CitrixWorkspaceApp.exe ENABLE_KERBEROS
=Yes.

« & - ¥~ HDX 5| 2 3 & & A Kerberos & % 3 i, fjl &1, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=No,
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B EREMSS, EERLIEES Workspace ARFESEANRARE URL, &ZAILURMN 10 MRABE, E6E
FLUT BT IR (F

STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]"

f&:

o X-EB#H 0359, BFRRKAEIS.

+ storename - ZABENER. EXNSTE StoreFront ARS8 LEEENZH—,

+ servername.domain - BB ABEHNRS BN TLREHZ,

« lISLocation - IIS WAIN BEIERRE. MARE URL %915 StoreFront FiEEse 489 URL —3. MAE/E
URL %=L /Citrix/store/discovery, E3REX URL, M StoreFront S H— X, 7E
BEAPITH, HEH Address ;tHEFH URL,

+ [On, Off] - Off EMEEAEB XA EL AN ARIE, MTERF S SRR IHRXLEN A/E, MRNER
[EIRASKIEE, MWEINZER ON,

« storedescription - NZFRERIHAE, IS0 HR App Store.

mLITRERS

EI5E Citrix Gatewaya ZAEE URL, BT TERE:

CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com##Storename;
On;Store
Hrh, Storename 5 HREENNABEENE M.
AR
o EALLAEEREER Citrix Gateway RZAE®EE URL Az##ER Citrix Gateway B9 PNA Services =,

s EZNARIEIRES, Citrix Gateway NARE URL AR FHIRFHNE— (L RAYFERE 14 Citrix
Gateway WA E URL BEE.

TlRTREFMBAMHIEEM M ABEE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store"
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
son;Backup HR App Store"

AR

o BEEMENAEE URL 8% /discovery LUBITHITEES L,
« Citrix Gateway MA®E URL ¥ M2 EREMNAEE URL FIRFME—1EKE,
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=& Citrix Workspace M BiZF
ZE & Citrix Workspace M BIEFRHERIRINLE.
ZE Citrix Workspace ZBiZFE, UTHMEKESR:

- FTEBEERENKF MM ARE,
- BEIRSHEMHIRENNARER. EEMRFFMRTL,
o BBIIRSHEH OIS AR REL,
o FEEFHXHNRENZERD,
- BRAFPEMKRIGE.
o BiItENTENREIMRIGE,
« ZAT Citrix Workspace R A#ERFH Citrix Gateway JERISE.
ME$TRmIzTUTa< UEE Citrix Workspace NB-ERE:
C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"-

cleanUser
ERITERTER, BFERAUTHS:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"/

silent -cleanUser

AR
BESHHPERKE U
EE& Citrix Workspace M REEFAREMUTAR:

+ Citrix Workspace N BEEF iR,
« BitEWN ICA BiEIRE,
« Citrix Workspace M FRZFRIERIENR (GPO) BEEREE,

ENE

FERET Windows HEHIZR:
A LUER Windows 89 “I2FFA0ThEE” SRR (RIN=iMiBRizrs) ENE Citrix Workspace B2

AR

7 Citrix Workspace M BiEF R AE, BB —&EE Citrix HDX RTME S+ 8rR R, BTN
1=

fERAHSITEA:
AT ME ST T e < EE Citrix Workspace R B#ER:

CitrixWorkspaceApp.exe /funinstall
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I F TR EE Citrix Workspace R AERF, EBITIUTFAX:
CitrixWorkspaceApp.exe /silent /uninstall

AR

GPO HxrFEMERM AR Citrix Workspace NBIEFLZEREFES, AEHNHEERE. NRAMEMAMR
, A gpedit EMTEFhIGEMIBR.

#BE

October 12,2021
AILLEE AT A% Citrix Workspace R RTER:

« {EM Active Directory 7RI E bl Ak 2 EiEA T Windows #9 Citrix Workspace M ATEF. B% Active
Directory W&, #E5RER Active Directory FlI7RGIRIZS,

« EBERT Web #9 Workspace Z#i, BER#EAT Windows 89 Workspace AR, BXFMAEER,
ESREREERT Web #9 Workspace,

« {#/ Microsoft System Center Configuration Manager 2012 R2 Fs8EF##4 9% (ESD) T8, Bxi¥4
=8, EBAEAR System Center Configuration Manager 2012 R2,

£/ Active Directory F1;Rffizx

ATLUER Active Directory ASEBEBIAIRIEAA L LEMERE Citrix Workspace M ABIEF. Citrix EiNER#ZAmIER
EX.msi X, BXBoHENEMES, B8R Microsoft 2,

231 Active Directory FERZS, ERITUUTIRME:

1. ASMEAeIE—MER S (OU).
2. ABMHEIEN OU gl—MAKEEXIR (GPO),

YRiBRIZS

RSN XTI PHA TS HRRIEMZ

o AU BRE - EENRESBEEIRIE, BMERTFE, SBBEWFHS. FW, KE DesiredVersion
= 3.3.0.XXXX S HILEREERNMRE. MREEETMORES, FM03.3.0, ZRESHSEEZIER
(3.3.0.1111. 3.3.0.7777 %) M{EfelhRa<+EILEALD,

s RGBMUE[HEER - @RHEEFRMAHITENIENMEHE, BIRGHZXHRN R SURIEE

7 FRBAN.
« HABSIERER - EFREHTETHMAHTEORIENNELS, SUBAFRHLANEZHREFIRE
B NXRs

¢ REBREEFHIITED - XEGIITETREERREREF. BXMITIEL, BERAERAGSTEH
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I

Citrix Workspace F B2 R EEF IERTREMEE Citrix Workspace M BEEFHNEITENMNERHFP AR
Bl XEANFIERTF Windows 89 Citrix Workspace M BiEFEI F & TUmE.

EEARR TEE E:3lES

FIEN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

S1MEP CheckAndDeployWorkspacePethisekAngRetavdpirkspacePerUserLogo
.bat .bat

BARMBEMZ, FHITUTERE:

AR EIRIEH B,

ERITENEEXAFRE > %85 > Windows & > 7,
FARRERETFAaNANERSD, EFRER.

R B RX A HEEN A S 2RI K,

KHAIIENE,

ERMXRES, BEAN, ARERNSERHNNFHEZIMZ,

ok~ W+

EXEEHAT Windows 9 Citrix Workspace N2, ERITUTRE:

1. FEERRILERERN AP IREZEIEE]ER OU F,.
2. EMRMARPKREHER.
3. BWIERRENRMGEESERFMIhEERT .

EMipiERT Windows 19 Citrix Workspace B2, EHITIUTRE:

1. AR FEERN AP IRERZMEIEEIEN OU F,.
2. EfRMAPREHER.
3. BIEMRENRHEREREEZFMINEEFRTIH,

fERERT Web 9 Workspace
fEBNERT Web 89 Workspace, &aJLUfER Web Tim @il ¥ %2817 StoreFront R B&E .
EMN R EEERNBAEF 281, BERITUTRE:

1. REERTF Windows #9 Citrix Workspace M ABIER.
2. MERTF Web 89 Workspace &% Citrix Workspace B2

NRIEATF Web 89 Workspace HNEIFREERARAR Citrix Workspace MBER, RARKET—HKIET, EX
ST HFALEEAT Windows B Citrix Workspace R 2R,
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} =r

AR

AT Web 89 Workspace R3ziE F B FHBHAIKF 23,

MREAUTRE, WIRTRANRS 3L,

1.
2.
3.

¥ CitrixWorkspaceApp.exe FHEZit+ &N,

¥ CitrixWorkspaceApp.exe Ef& A CitrixWorkspaceAppWeb.exe,

EREMBES EZHEX—EmBNATHRITXMH. WREMR StoreFront, 555 StoreFront B EAED
EXHEE StoreFront,

£/ System Center Configuration Manager 2012 R2

AILUER Microsoft System Center Configuration Manager (SCCM) &8 Citrix Workspace M2

AL R4 @ SCCM 25 Citrix Workspace A2 :

> wnh e

®] SCCM EpEr7m Citrix Workspace g
NS &=

¥ Citrix Workspace [ FR2FEBEEIR 4L
PIBREES

B SCCM =pE 70 Citrix Workspace W RER

1.

¥ T#m Citrix Workspace M AigF L4245 Configuration Manager AR$5 28 R FE A0+
Bzh Configuration Manager =518,

%% Software Library (%{f%) > Application Management (B2 E1E), A%E% T Application
(WFAER) H#T Create Application (RIBZNEEER).
EEHE £ “Create Application” (BIBNABRERF) B,

7 General (E#) &i&t, #%#¥ Manually specify the application information (FapisENEE
FER), AEE2EE Next (FT—%).

72 General Information (E#E8) B, IEESHARFAEXNER, HINBR. HIEH. RERES,

7z Application Catalog (MAEFER) MSH, BEHMER, fim, B, NAREAEH. BFEIF,
RE%ETE Next (F—H),

AR

RAFRILEREELAMEERER,
7z Deployment Type (ZELH) Higth, & Add (Ri0) LUEEE Citrix Workspace [ FHIEFI&EE

EEHE 87 “Create Deployment Type” (BIEZPERE) @S,
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7. 7= General (£#) &F&H: &8 Windows Installer (*.msi <) HZEEE, %% Manually specify
the deployment type information (FpigEHBEXEER), AEEE Next (T—2),

8. 7= General Information (E#zE) EiRD: IETWBAREFMES (f0, Workspace ZE), AFH
#i Next (F—%),

9. 7 Content (RZA) ERH:

a) 1 Citrix Workspace MR REXHFITEMERR, a0 SCCM RS 23 £/ Tools,
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFRINBRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BFERIEE®E,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false ATUIEEBIARS
#{ %2 Citrix Workspace R 2R
¢) 3 Uninstall program(£1Zi#2fF)5E CitrixWorkspaceApp.exe /silent /uninstall
(BFiEE SCCM ),

10. 7£ Detection Method (#:753%) F4&: %% Configure rules to detect the presence of this
deployment type (EiERTRINZEZEFEULIERBMNNN), ASEE Add Clause (RIIFA),
AT &R “Detection Rule” (FM#M) 3HEE,

+ % Setting Type (&B%E!) 18BN “File System” (XHF%).

« 7£ Specify the file or folder to detect the application (EEZE# NN AEFNXEHXHEF)
T, RELTED:

Type (%2Y) - fF FhReH, %42 File (1),

Path (8&#2) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\

XHHXHRZIR - receiver.exe

Property (Bf) - fE FhI&ES, %% Version (hik7)

Operator (ZHfT) - E FAKSEH, %1% Greater than or equalto (KAFHETF)

Value (&) - $#A\ 4.3.0.65534

AR
AT Windows B9 Citrix Workspace R BEFAH R HERIILMNAE S

11. 7£ User Experience (BF{FL) BHigh, i&8:

« Installation behavior (%#17) - Install for system (MEZHRE)
+ Logon requirement (ZRZEXK) - Whether or not a user is logged on (BFEFEER)
« Installation program visibility (ZR&EEFETLHE) - Normal (E%)

gF Next (F—%),

AR
BN AL ERE LR BETE A E R HI,

12. 7 Summary (BE) &9, WIILBEXRENRE. 8&T—%,
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LB 2 RARIE RS

13. 72 Completion (52p%) &g, FHEBELE (Workspace #8&) ¥7f Deployment types (HEXE) F
i,

14. #& Next (F—%), RE%E Close (ki)

AN &R R

1. 7£ Configuration Manager =%l & h & 8 & Citrix Workspace M B 2%, #A/5i%£#F Distribute
Content (2&AH%A).

kBt &7 “Distribute Content” (D%K7A) B,

2. 7% “Content Distribution” (R&#%) &iEH, £ Add (%) > Distribution Points (5% ).
LB 2R “Add Distribution Points” (Fila%m) IHEE.

3. NREHRMAEH SCCM fRE28, AFRE OK ().
7z “Completion” (5EBk) EEF, BEREITEE.

4. BEHXHL

j% Citrix Workspace R 2 FEBE 2154 A

1. 7£ Configuration Manager izflashA%EE Citrix Workspace MA#ER, AGi%#F Deploy (%E),
ItEEE 2R “Deploy Software” (BEBHE) @S

2. TEHMEBENBEFNES (ATURREES, WAIUERFRES) FikiF Browse (H1), ASHE Next (T
_ﬁ)o

3. 7z Deployment Settings (BEILE) FEP, ¥ Action (1F) 8E R “Install” (&%), & Purpose
(%) %EBR “Required” (4F) (BAXTASS5RHE), 2HT—%,

4. 7z Scheduling (it%)) &&H, EEEBFRE LBBEREMITI,

5. 7 User Experience (/&%) &%, & E User notifications (BAEHM) 1T77; #%E Commit
changes at deadline or during a maintenance window (requires restart) ({ER/GHAIRa4iPRT
BRRBH (REEHNRED), AE%EE Next (F—%) LI5ER “Deploy Software” (HEHH) HR.

ERREET, BETRIES.
ENEHEMRRIRE (NELRFRRENTFERIT).

frimmig#E b, Citrix Workspace M ARFERSFLHH Available Software (FIB#H) TER. RIBFIECE
BitRl, REKBEIIME, BE, CHALREZEREITIRE#TRE. REFBE, RERSKEREFRLFER.
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ellfEba- =y

1.

B 5h Configuration Manager =&, #i Assets and Compliance GEF~=5&#1%) > Overview
(k) > Devices (I&%).

AiEE Device Collections (33&%£4) #Hi%#F Create Device Collection (BIEISEES),
It 8= Create Device Collection (8IEEEES) MS.
7 General (E#) &&H, BANILEHN Name (2#), ARRTHATIRHIESH Browse (Gil%),

XREIREEE, AIUZE SCCM gIENRINREESZ—
BETF—%,

7£ Membership Rules (RE&HHN) EEF, BHEATLIEIEEH Add Rule (FRinmn),
kA% 2% Create Direct Membership Rule (SIZEERREHHN) BF.

« 7£ Search for Resources (EHEF) TiKH, RIBELIEMNIREF LR Attribute name (B4 &
R), FHRHEMRMAELLERIEE,

BHET—H, 7£ “Select Resources” (£FRFR) BT, EREEEMIEESHN—HOHIEE.
7£ Completion () Ei&H, BETHINES.

BExRH,

. 7 “Membership rules” (FIRBHHN) EEF, BFIHHAM. 2E “Next” (F—H).

£ Completion (k) FigH, BEREINES, 2 Close (ki) LIsER “Create Device Collection”
(BIBIEEES) MF.

g EE S Device Collections (1&&5%4) H7d. 7 Deploy Software (ZE#) mSHRE
B, FgEESETFIREESHN—H59,

} =

AR

% MSIRESTARTMANAGERCONTROL E4i1& & False B, £iffEA SCCM E& Citrix Workspace [z
FREFATRER KK,

RIBEFRAIDH, EATF Windows B9 Citrix Workspace NBREFH AR SRULAKNERE, Ittih, SidaTaE
2fFEERE o

B

August 17,2021
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FuEMH

MREEREZAT Windows 1 Citrix Workspace M FA#1ER, 1M Citrix T# UE FEHREZN AREFNRHR
R0

SlmEE:D

& #m#hiAn Citrix Workspace R B2/, Citrix 27E%% T Citrix Workspace R B2FHRFKPIIEER,

AR

MRERET7THRBERER SSL, BRI Workspace BEshEHE B RS (https://
citrixupdates.cloud.com/) M FH MU E (https://downloadplugins.citrix.com
/) B4k, UM Citrix UL EH,

BHRSVTEE Internet EZEA BEIZWER,

BAERT, Citrix Workspace E#i7E VDA LA FEBRES, X&1E RDS ZHFRSRITEN. VDI
Remote PC Access it E#lo

Citrix Workspace E#ifr =22 T Desktop Lock BB L F 2RSS,

EATF Web 89 Workspace PR RBEEBI & StoreFront 55EE,

Citrix Workspace E#{XFRF LTSR F#fi.

Citrix HDX RTME for Windows Bafft £ Citrix Workspace B s, R4E @ E@ERRE £ Citrix
Workspace [z F#2FH LTSR f1Xaikik A+ a] B8y HDX RTME E#i.

Bhizs 2105 i#2, #¥f&eg Citrix Workspace B#HERZ. Workspace E#HEEETF C:\Program
Files(x86)\Citrix\Logs ., HXxAEIERNESR, BSHBEEKRES

%% Citrix Workspace B2+ Beta hRiZs

¥ Citrix Workspace ZB#2FECENBMENN, BRKEIEREH. EEENASKHTRE Beta li4, BRITUT

S

1. MRGZFAEITH Citrix Workspace MR,

2. SfMEIEREER > Citrix Workspace E3,

3. Beta hkARJ RS, MTHIFIRFER Beta, BEHFRE.
LB 2 TERE Ho
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@

@

Update Settings

Do you want to be notified when updates are available?

Yes, notifty me
Mo . .
Citrix Workspace x

sy
l 1 You are about to switch to Beta channel. 5ome features might

1 not waork as expected.
Select 1

| Do you want to continue?
Beta
r

Save

THIra Fary THOTICES

Cancel

4, BF" HE” B E Beta i,

EM Beta RAINREI AR, FRITUTTE:

1. MRGZFREITH Citrix Workspace M ABEF.
2. SfMEISREER > Citrix Workspace E5,

3. EEMRERED, M ‘BNl THIIRPEERE, AEEERT.

AR

Beta Wi AR B AR HIFEFIFIRHBREFFRFHHITUIR, HFAERHEZRIFHN S, Citrix FER

Beta hRZASHIZHFZMG, BXEEE &R HHXERMRARN KR, Citrix AT4

EMWRIFHITIEF. BINAFER Beta lRAEZBFELE IR,

HoEHMNELEE (Citrix Workspace E3)

AIUER T AEEE Citrix Workspace E5i:

B 1TiEO
B RF R
StoreFront

> w N

ARBEITR (GPO) BIRHER

b A
EZ=

RIERIGHEM, RBMNE
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fERARRN RERIEIRAE Citrix Workspace Eif

@Eidiz1T gpedit.msc #T7F Citrix Workspace R AREFA RN R EEER, RESNE “HEVEE” Ha, B3
EIRHEIR > Citrix A% > Citrix Workspace > Workspace &

A Citrix Workspace Updates

E‘ Citrix Workspace Updates

Previous Setting

ADMX Migrator encountered a policy that does not have a supportedOn value,

() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on:
Options:

Help:

Enable Citrix Weorkspace Update Policy
Auto ~
[ LTSR OMLY

Citrix—lkorkspa ce-Update-Deferllpdate-Count

=] o

Mot Configured — Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialog.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
netifications.

Enable Citrix Workspace Update Policy:
Auto = Citrix Workspace checks for updates
automatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LT5R updates will be available,

Citrix-Workspace-Update-Deferlpdate-Count:

-1: User can defer any number of times.

0 User would not see remind later option,

numkber: User would see remind later options with the
given count.

Cancel Apply

1. BRAREAEH - SEERAREERAUBAREA Workspace E#.

=

=W

EREREAN, REFEMEHEN. i

X EEREEIFRSPRE Workspace EHiEI

2. BEiEA - YEEFRAUAN, ELLERERKBMNFREEN. B Workspace Bfifg, iEMEH
Citrix Workspace B8 FhIFIRDERU TERZ—:

. @ -
. Fif-
3. #EHE(YIR LTSR LURIREY LTSR B9EH

AZREETAENMNAGRHBEN GHARE).
AAERAAEHNARELHEN,. FohiREEH.
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4. M Citrix-Workspace-Update-DeferUpdate-Count FHi5|&Rd, #EE—MNTF -1 3 30 ZiaEHE:

o -1- RAIFPERERRER (RRIAE)
¢ 0 - R NREI— N EFTE A,

BN EEHMBIEER

#hR4<H) Workspace R FEFRIAR, Citrix STERERMHREIRNEN. FERAILSE, S UEHITER SRR M
BRI Bt B BT LA BB

BRREBERTHAE, BT gpedit.msc USEHARIEREEER, £ HENEE” HAT, RESEER > Citrix
4A1% > Citrix Workspace > i B EFHHER,

M Set the Delay in Checking for Update d *
E: Set the Delay in Checking for Update Next Setting
(O Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on: | Appy Migrator encountered a policy that does not have a supportedOn value,
Options: Help:
Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad,

- (Medium)- Available updates are rolled-ocut to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad,

Medium
Slow

EEERA, ARMERATHRES, EFUTERZ—:
o 1R - ERHARBIAIEIEHE
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o B - ERAHARB PRI L ER
o 18 - TERXIHAPRAYR R tH EHo

F=3

AR

ERERAN, RAFENERBNER, XHEBEBRERMRFIZE Workspace Bk,

FERSLTRERS Citrix Workspace Ei
B ERE Workspace N BEEFIEEHRSITSEC

ar L@ 7E Citrix Workspace M A2FREHEIEEH TSR E Workspace £, BX#AEE, ESRAL

£,
@id EZRE Citrix Workspace M ARRFEFERAGSTEEK:

WEIUE R EEA T Windows B Citrix Workspace A2 /EECE Citrix Workspace 3. £/ Windows &

$178ME CitrixReceiverUpdater.exe MfIE,

wEERT, CitrixWorkspaceUpdater.exe fiiF CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, AILUBITIL IS AR 2255 B9 P HMHSITEE,

f5u4n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast

AR

/AutoUpdateCheckiXRMNEMNSE, MIUEE A EEELE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority SHES%,

ERER AP RAmEE Citrix Workspace E3f

MABPEIMUER “SRENEN” SHEEE S Citrix Workspace EffigE. XE—METHANEE, FAXLILE
VERTYURAF., AEBHEMXIEPH Citrix Workspace MBEFEIT. #EEELE%E > Workspace i,
BEEFRAERT, ARREEFRT.
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(@ Citrix Workspace >

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Save Cancel

AR

A LR EDEA X # a9 Citrix Workspace M AE2FERPIRMHINSIHIS “BREEN K, BXFHMESR,
BB BREEI” REo

£/ StoreFront &2 E Citrix Workspace i

1. FRAXAHIBERITHF web. config X, EXHBEEAMTF C: \inetpub\wwwroot\Citrix\Roaming
directory &,

2. EEZXHRRIIAFKF TR (BRHENKS ZFEA Store)
f5lgn: <account did=... name='"Store'">
£ </account> #RIEZHE, SMEZAFPHKFPNEY:

<properties>
<c'lear/>
</properties>
<!--NeedCopy-->

3. 1 <clear /> #FiBEE RN B E FHATIC,
<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"
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description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>

<c'lear />

<annotatedServiceRecord serviceRef="1__Citrix_F84Store'">

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value
="FALSE" />

<property name="Auto-Update-Rollout-Priority" value=

"fast" />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>

<metadata>
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<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>
<!--NeedCopy-->

BHERE X EARENFAESNT:

+ Auto-update-Check: #57= Citrix Workspace [ BiZ2F1EE & BEFHE B 5hi#iTial,
+ Auto-update-LTSR-Only: ERAHREMNE T LTSR,

+ Auto-update-Rollout-Priority: &R UEE EZKEFI(THAEL

+ Auto-update-DeferUpdate-Count: 35~ LIEIR & R EFHEMKREL

NI

November 12, 2021

ACEEBNEERE Citrix Workspace N AREFRIRERIENSZE X,

WEFRM:
BERBAZEZRBOPIR, WEREHEFREER,
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JOIE R AR A = 8]

BXREZAIPFMRNHETENFAER, BEATER:

RERE PR E &/ R = 8]
efRE 572 MB
FHR 350 MB

Citrix Workspace i REFHITIELURE BT E BB A E T ERTMTE, ZRIETEMRERALIER
HiTo
ERRELET, REFTHETEARREFLE, FERUTIEE,

Citrix Workspace ot

Insufficient disk space, Citrix Workspace for Windows
requires a minimum of 503 ME of free disk space to complete
the installation successfully

K

Ft4& Citrix Workspace M Ri2FH, REBEMRTERIARRHNEL, HERUTIHEE,

Citrix Workspace >

Upgrade unsuccessful due to insufficient disk space. Citrix
Workspace for Windows requires a minimum of 333 MEBE of
free disk space to complete the upgrade successfully

Ok

AR

o TREFNIRERTEGEEWHETERITES.,
CHMRERTREIBPRAGNEBTEAE, WAERZXIEE, MEE CTXInstall\\
_TrolleyExpress—\x.log FiEFEIZHE

EFFeAMER Citrix Workspace MBREFZHI, BREMUTRA:
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o AR REIRIRIR

« StoreFront

o Citrix Gateway ME&EE
o PR

o B P imIREhas e

» DNS &Rz

AR R EIEIEIR
BTN A A RN R EEEIREEE LT RAFN

o MK
RIEARSS 23
SRS BRECE
R E&ER
ZIEAFIRE

o AP,

AL receiver.admx [/ receiver . adml AR 4B TSR BEM AT BN SRES, 33 TIRH0E, BERAAR
BEEIRITHI & S NIAEIR M4, & Citrix Workspace ARRFIEBENAREN IV AZ NI FRNAFILEN, SAIE
BER. EEREMARPIGE LHTEN, BERIRE LA RKREESRS NSRS S,

Citrix ZiER Windows A1 % (GPO) EIEERECE Citrix Workspace R B1ER.

ZHEBFREIE CitrixBase.admx # CitrixBase.adml UK EEBER X HE (receiver.adml 5
receiver.admx‘receiver.adml),

AR
.admx #.adml ¢t Windows Vista. Windows Server 2008 K& EME S k289 Windows £/,
flg0: \<installation directory\>\0Online Plugin\Configuration,

MR %% Citrix Workspace R B2 Ff k%2 VDA, T admx/adml Sx#F@ENMTF C:\Program Files\
Citrix\ICA Client\Configuration B,
BB N TRIKEVE X Citrix Workspace MAREFERXERESEUENEE,

AR

Citrix B & E AR AH Citrix Workspace R FE2F1R#A9 GPO ik,

XA XfHiIE

receiver.adm <Installation Directory=>\ICA
Client\Configuration
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receiver.admx <Installation Directory=>\ICA
Client\Configuration

receiver.adml <Installation Directory=>\ICA
Client\Configuration\\[MUIculture\]

CitrixBase.admx <Installation Directory=>\ICA
Client\Configuration

CitrixBase.adml <Installation Directory=>\ICA
Client\Configuration\\[MUIculture\]

AR

« SNRFKH CitrixBase.admx\adml FmzEIZ# GPO, FA ICA XHERKIEATREER,
« F+4 Citrix Workspace R ARZFH, BB RMIERERNEIZEM GPO . SNERELFHIRE,
BXFAER, BESHUTERE:

Eit GPO 700 receiver.admx/adml x>, EHITIUTIRME:
AILEA.adm RIRXHFE B 4t GPO METIHM GPO, E&FEILAEXEE ADMX X489 Microsoft MSDN X

i

o

24 Citrix Workspace RZABR2RF/S, 1R FARRE IR A

X R SR EHIBRUE

receiver.admx Installation Directory  %systemroot%\
\ICA Client\ policyDefinitions
Configuration\receiver
.admx

CitrixBase.admx Installation Directory %systemroot%\
\ICA Client\ policyDefinitions

Configuration\

CitrixBase.admx

receiver.adml Installation Directory %systemroot%\
\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]

MUIculture]receiver.
adml
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gLt EHIRR SEHBE
CitrixBase.adml Installation Directory %systemroot%\
\ICA Client\ policyDefinitions\[
Configuration\[ MUIculture]
MUIculture]\CitrixBase
.adml
AR

3 CitrixBase.admx/CitrixBase.adml #i0 2| \PolicyDefinitions X %th, UEEEEER >
Citrix 8% > Citrix Workspace FiER 4

StoreFront

tesh, miEpmECE Citrix Gateway, MR MREBWE ZSM#1TERE (5130, M Internet SR B %),
AR
NRERERFTENABEED, ErAIsExEEIH StoreFront A RE,

BcE StoreFront:

JE#R R StoreFront X#HFTR LEFEIE StoreFront, Citrix Workspace MBEFEE HTTPS i&#&. EEET
http 89 StoreFront £, ZREBERGSITSEHDAMEE TR,

4=,
a =W

Citrix T2t 7 —M&EWR, HEBATFLIZERT Windows 89 Citrix Workspace N BEF FHub=,

Citrix Gateway WA E
BERARIE REEERTMIIEE Citrix Gateway, ERITLUUTIRIE:
1. @dia{T gpedit.msc 77 Citrix Workspace Rz B2 A R8T R BIEIER.

2. HIHENEET AT, BESEEIR > 2HEEER (ADM) > Citrix 481 > Citrix Workspace > Store-
Front.

3. #%#F Citrix Gateway URL/StoreFront i/~ %%,
4, FEIRE,

s NABER - ERETHNAEBERTR

« MAREE URL - 18R AREER URL

« #Store name - #57% Citrix Gateway JEERIN AREE B
s NABEBBIRS - ERNARENRE, FEX
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o MABEEER - RN AFENER
5. #magE Citrix Gateway URL. #N URL 9BFE (LIS S9R) :

7N f5]: CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com##
Storename;0On;Store

Hrh #Store Z#i2 Citrix Gateway EEHIN AEE R o

Bk 1808 #2, 3¢ Citrix Gateway URL/StoreFront itk 7R EEFAIMMNESSEN BEFEFEHEESE
FRE. FTREEEE.

==

AR

Citrix Workspace M B#EFhas 1808 RESHAFETEELHREFHITES, MRFAHKE 1808 HESHR
7, MHFREE Citrix Workspace 7 2R LU EFR A E i E K

PRI

« Citrix Gateway URL R/, SR StoreFront URL.
o RE#%4 Citrix Gateway URL,
« EAXME AR EN Citrix Gateway URL R8¢ F Citrix Gateway FEH PNA Services kg3,

BT EXisH SRR

TEXERIThEER AR BHA P EIRE ZaBa, it TEXEHINEE, ERNIGKRES T UERRRN IS
E#sh, MEBESMEE LEREHECHNBAERF. 3T Citrix Workspace MR, EESEMEMRERF,
i FEBTEXITS, el AERAAREAMNENE P inigEEE T IEXES.

/J\IB\

AMRFEFLEESBERG, JREBEENRERERR. Citrix TERIERIMRFEREHFLYSEE
IERRREB IS AR, EREMRRIESTEIENI, EREIMERZE, BSLHITED,

rEEEmR&es; Citrix Virtual Apps BRES25+ 612 WSCReconnectModeUser H &M A *X 5 WSCRe-
connectMode, BE.#HmivsmEa LXK Citrix Workspace MAEFHITH.

Citrix Workspace [z A#EF# WSCReconnectMode 53 RIEE

o 0= FEMEZINTAUERIE

- 1= NAREFBMNEREE

2= N REFRIFNEREE

o 3= NRREFEMERIFNEEE

« 4 =Citrix Workspace RE{TH I EHiER
« 8=Windows B RISEFIERE

« 11=3f8MWASG

BRI EXES
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ERATEXIZH, BHeIZUTEMRD
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321i)
Z#: WSCReconnectModeUser
81: REG_SZ
BEHiE: 0
R EMRTMERINE 3 BXN 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (32 1i)
Z#: WSCReconnectMode
A REG_SZ
BHUE: 0

AR

o, MRAFRIEFEMRT, HATLlE WSCReconnectAll 3RS E /9 false,

BORS e B

EOUERAFPERHRIERNRSETRRETHNEKE, EFSGENNE, 37 HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\ICA CLIENT\Engine\ FelIE—1®&7 SI INACTIVE MS# REG_DWORD &, i
REERSIETRRIREL, T REG_DWORD EIg&EH 4,

RS LTEEXNAEFRESANUE

R “TFHE” ZRERMXEEIRES NI, TUEBERHNEAEFRESNKE Windows B AR ETNEE
£ APTRMM Citrix Workspace AP REITHAMAREF. “FHE” XBRERNSmREAXNEEBNETE Bt —
BN BREFN AR ARM T TESHER,

ixER N SelfServiceMode, HERIAERTIREAN True, HEIER SelfServiceMode 17 Ei8EH False
B, B EWRBEBRSEFRE, R, BRIUM “FR” ZENEERESRIHREITRNNBIER. XA R
#EAR” B,

BRFMERRFAUERZNEMRIKERBEORERES NG .

fERRES

« BPRTERBR AT, ¥ SelfServiceMode 15518 B R false (INREAER) BY, FIERARFIYRE
R AR, MRMKEFRRRESXER, AP EFBHMXIEFH Citrix Workspace R FEZFER LHY
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RIFREY, WWERARERET.

s APRERE— INABE. WANERIHERFAATRH, XRATHLEAFEEEMEARE. BEER
UEAPEFRHENR, UATFAFREAARKNRERIEDS FHESF HitEN ERINEMRRT
(HideEditStoresDialog) RFmMZ k. MREERBAFZTUNR, APEAIUEBMNKIEHES “&
BRI IR, LB AR P B) AR NS MIRRIK o

« BATEER Windows &4 ERBIBRR B2,

o AILUEE A BE XA EMRIGERNKEREAR. BRANERTRANKERESR. FEIMRILES, BN
BEzh Citrix Workspace M RERF.

o 1T “FRR” FERPRIERES T, FHRAMINESIRE UseCategoryAsStartMenuPath,

=

AR

Windows 8/8.1 F1 Windows 10 A ¥F7E “FFis” B halRmAR Y, “MARRE" BEMERRIERY
X TR, fRTEE Citrix Virtual Apps X #9 “8)” FX#Zh 2R,

o ALATEZREGFZDZR [/[DESKTOPDIR="Dir_name”] #7&, UEEHRERESIRER B MRS, EMH
REES A ZHFRFR .

o EAFEMEKDI AutoReInstallModifiedApps AINEA “BeIEHREECHEHNEER" . B
AutoReInstallModifiedApps &, MRS LEAGHNBEFNESENE MM ERAESRIISE
EPimTEY ERBER, 2B AutoReInstallModifiedApps &, NAERFNEABREERSENR,
BHEE PG ERIBREYRES NERFERERSME, BIAERT, AutoReInstallModifiedApps &FE
PR

fEREMRRIESR B EX N BEFRESHNUE

=,
P =

o RABERT, FMRIEAFRFBEER.
o TEEBENABEZAIESEMERT. MREXETBFREE—NERESE XCEMRDT, EEIEFP%RE
& Citrix Workspace R fAfERF, BECEFIMRIN, AEEHEENAREE,

32 U EABYEAM R
AR WSCSupported
f&: True

MR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle
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FAERDT: WSCReconnectAll
f&: True
EMRINEREZ

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

FART: WSCReconnectMode
f&#: 3
EMRINERER

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FARm: WSCReconnectModeUser
fB: EREHEFCIEIME.
EMRINERER

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it BB EMRD:

FMEB: WSCSupported
f&: True
MRS

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
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- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID
+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

IR : WSCReconnectAll
E: True
EMRINERER

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FaRm: WSCReconnectMode
f&: 3
EMRINERE

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FaRm: WSCReconnectModeUser
fB: EREHERCREME.
EMRINERE

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
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2Dl v
ERILMER T A ER A PR P EMSENN BEFFBRKAER

o BEEETRFEMFRIKF LI
o TRECXF
« BAFREFEFHRANKFEER

BE

Citrix B EREEEH B Citrix Workspace LR, XHERIHFRAFEBRMK,, H# 8 Citrix
Workspace [ FAfEFEB L ME T LI BHLA T HEREH USB 1&&.

LEEHE B R —METRERINNINEIE, RABERFMNHAIIEE, MEAFAERMER Citrix Workspace MABERF,
AN SHENER R &N BB FHR Sk AR S5 a8t LUS B o

BT “ARINMKF XHIEAE

I IHEEEN AEEREEN SRR, ERABMKPIEE, &0 UGN E FopHtitsifRss 28 URL kig
& Citrix Workspace B FEF Ko

Citrix Workspace N BEFHESZ B F it xBrIRZ Citrix Gateway. StoreFront fR$5231%2 Endpoint
Management E#ig®E, AERTHFERMUIREE,

BILUE LUT 73 AR RN IN MK P XIEAE -
1. ERGERL
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@ Citrix Workspace

Add Account

Enter your work email or server address provided
by your IT department:

|:| Do not show this window automatically at logon.

Close

ERERNAEE RIS OB LEARNK P & OE# TS RE#E,
XEIRAPHTHIRE, FEERT Windows 8 Citrix Workspace ABEEFEELHEREE.

N
2
A

A+
23

g

s/__l__

—

AEE

pal

RS MERAGSITIED, BEUTHXREEZAT Windows i Citrix Workspace A2
CitrixWorkspaceApp.exe /ALLOWADDSTORE=N

XESIHENNIRE, BAitt, ZITAERTZITENNRERRF.

REENABEREZETUTHES,

(@ Citrix Workspace *

An account is not configured. Please contact your
administrator.

QK

tesh, BILURLAT 75 AR RN P X IEAE,

© 1999-2021 Citrix Systems, Inc. All rights reserved.

78




iBEAT Windows 9 Citrix Workspace R BiEF

o EME Citrix T3
¥ CitrixWorkspaceApp.exe £ 5 CitrixWorkspaceAppWeb.exe LU E X710 A 3 EERITT 0,
ERBEZXHRE, “FHE” RREPER BRI 3HEE,

o JERRIRIERS:
Z M Citrix Workspace N BREFREB S HREF MK ER, 35S M3 HKEY_CURRENT_USER
\Software\Citrix\Receiver B 12 # 3 DWORD HideAddAccountOnRestart W i& B A
00000001 &,

ECEE T FERAFAIK &I

F2& Citrix Workspace R 2R SR E F B FHBAFAIMK A R BB, BERREHAE Citrix Workspace M2
g, APEEHAECHBE TN (MIEARSES URL), Citrix Workspace M B2F1§1RIEEE 74 (DNS)
AR (SRV) iERHTE S B FHREE R BXAY 2 Citrix Gateway &2 StoreFront BR$528, AGIRTREABERLULRE
WREMZAER,

BXFAER, BFSRALEETEFEMEFIKE 2o

E A PR HTREC S

StoreFront {2EMEESCE, BB LITHX LA S 4 UEE SN BEIE.

fEe] LAGER StoreFront SREIZE A MKF AEEIFAE SMTEC X, BXLEXHRELBF, UEAFEBEMERE
Citrix Workspace [z f#2F. & Citrix Workspace L AiERFfE, AP REFTHZ 4B fi2E Citrix Workspace
AR, NREREEHT Web 89 Workspace, FFERI LM LELE RIREX Citrix Workspace [ 2Bz
o

BXREMER, 1BEM StoreFront SR A F S H R FE S A X1

mAFRESFRANKFER
EFAPEBFNEEKF,, ESH S RERIEENSENNAREFENER.
o EEi%E StoreFront AREIE, HRHZIRS 288 URL, fl0: https://servername.company.come

« 2@ Citrix Gateway &%, FAMEAFRTEFIMACEKENNASRE, EERXFZEIWHRE Citrix
Gateway BR TiZi2hRHINAEE.

- ERRFIACEENHARE: mAFEM Citrix Gateway ZL2REHZ.
- ERESENABENIGR. RUTEIXmAF R Citrix Gateway ST2REF S UK BEEZTR:
CitrixGatewayFQDN?MyStoreName:

fBlen, 0K B A SalesApps BI N B & ik xF serverl.com B A Timi2ih iR, &K HRApps B9 K A & I 3¢
server2.com BRA TiEf2iAiR, WAFXFEN serverl.com?SalesApps 7 &EiA Al SalesApps, = E A
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server2.com?HRApps F&&ifsial HRApps. ItIhaEREERERNAFEIEA URL gIB—NMKF, SSEFEBFHR
TR,

RFBNIKF B4 S8, Citrix Workspace ZA#EFEEIRIIEER. MRWIEMDI, Citrix Workspace [z
BREFBRTRARERZIK,

EEEIKF, BT Citrix Workspace MARFER, AGREME, AGREHK,.

BEMHES TN ABEKS

~
==}
=

I

AMRFIEREAFLATRSRERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HSBRHMBVRMEEBFUBR, ERAEMRRERTEIEXNN, EREIMRZA, BSCHITED,

MREBZNAREKS, NI LERTF Windows # Citrix Workspace M REFEE AT R SIEN BEE
Z2IFEKF . BEITI Citrix Workspace M BREFI BEHEEMREKS,, ERTUTERE:

£ 32 ARG

SEMERIMERR: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMRIMEF: CurrentAccount

f&: AllAccount

%A REG_SZ

F 64 URS:

SEMRBIERR: HKEY_LOCAL_MACHINE\\Software\\Wow6432Node\\Citrix\\Dazzle
EMRmEM: CurrentAccount

f&: AllAccount

A REG_SZ

& P iR ohas Bt

iEATF Windows B Citrix Workspace M A2 ZIFEAF 8% LTSS, UEXERERTUERIERER. AP
AT AT 481

o ZERMAR AR ENRS. FTENHLA] COM im0

« ERES M Windows BIMEAR 2 i81## 1T BT IFIRE NS

o RIFMSTERBREIES (REBESZ M. wav XHF)

EEREEH, Citrix Workspace RAREFRE MRS BEM AT ANEF KIEEE. COM im0 LPT 0. RiAMER
T, BB EFIRREERRG FIARSS BB ERT, HATFIHITENNICIZARSJ[BITENAAT, LUER P IRiTENYIERER
BEERERSE, XEMSEYRRIERHENIFBFATR. ENSTERPIHEEEME, HERP T —RER
N iclfe N
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AIERAEERRRISEMRGFAFIEE, TREEREEMMES. §XFHAES, 1§25 Citrix Virtual Apps and
Desktops 3%,

RRAFIRERS

A LUER Windows Server Manager T AR ERFI&EMES, HhaiFRohas. FTEIHMEOSEER, EXxAH
BRIAFAER, ESRITELERSHIEX Y,

BEEMEFFIRXHR

BRHXHREERNE T EENHRIEFIHRZAHEXENSR. HXERSR LEAEFIHIREISEMGTE, A
HENERAMERBAGEAE (UNC) SHEEDMSEIRIER, MIREERSBRLEATFHEXMGHXREER, FNAR
WEAPRE LREEFIHXGREER, FEEAAPEENS I TS,

REAFEENXHREEN UNC BHERRERIEN, MARETAFRE LNTEXHRE, MREDIMREAR
UNC 5%, BEFEXHEERIERNER MR, EXERER, SENATIAFRREEETFHXHERETE
@, &2 Citrix Virtual Apps and Desktops X4,

REFiRIRhEsIRET R EA RIS R TT

B E IR EERRET, AL NGRS RFEE AR AP I&E LRIREEs. Fig0, AT Citrix AR SiEHRH
H Ixzhasargt 2)iztTEA F Windows #9 Citrix Workspace R BIEFHAFIE LM C IREH28,

B P imIREhER A BB B BT Citrix REEEMREFH. WF “XHEER". Windows HREEBMEHIR
BEFMS, XEMRHNEERSEMEMMERGFIBE Y,

AREDEF, JLUBEEENSEMNAREFNRSSFEENTE P RIKEhas B RS B — AL NN ER. A
INRERGFTI RS M V FFIAREIF RS 2 Bcth & F iR chEsRVIRMBR 21, MMAS P EER=EFM CD-ROM IRzh2s
DE— I REhERETT. (MIRBWREBRIE T HIGREMBER.) I EERIEPRALUTIKEERRET

B IRREZRRTT BRSBTS B R EFRVRTT
A A
B B
C v
D U
ALY RS SRHTRE, ERSBENBRFTSZARRDBENFAREAR; EXMERT, RSBERDEBETS

NEBIREERER. HI, FARSSEIREEE C oo M, Bapes D ot N, XiF, BRImKEMAIUERZHRE CH
D IXzhad. XM EBERIERREIL LTINS
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B PRI ETT ARSs 88 1EIA IR A fE PR RV 15
A A
B B
C C
D D

BT E#HRSEEREE C NIREBREFEREIETEN. FrEEMEIEREEM CD-ROM RS R F9RIRFHT
i (figa, C>M. D>N. E>0), XLIRNB[EFTFEESEAIMERIMBIXEERIRGT L E AR, MRE—WKIKEH
ERIRIT R 5 AR SS SR nh R EFTEERIREDERER, WiXMKBIXEHERIRGT I BT

RPR&EEIRSSE, SENMEURTFHERS, RERATBREFRRERSN. RARAEFHREEMN, =
BHILE, BETERERS (RiRRS) BETR, o] UER KRBT TR Mg SR HNE, B XK
B¥4EE S, 1581 Citrix Virtual Apps and Desktops 3#4,

HDX Plug and Play USB & EE @

HDX Plug and Play USB i€ & EEMEI T F&igE (SIEREN. FHN BEEREM POS 8&) BISEER
FIRRSS 28, EHAPAILREIFMEIRER—LREHTEER. ETRS[LFBEREIEIAFIGE LRABAHKR, KD
BETAIRE. BXFAEE, 15285 Citrix Virtual Apps and Desktops scisgy USB & FimIkanes £ 2=,

BE

NRERS 2R HEEEPEAT Plug and Play USB i§&EEM, AFRREEBEZZERKLE,

FFEIATE Citrix Workspace AR FHRINRIRE HAE A T HELREEETMHE TS RERRSHMHITIR
o WWIRBREMERFESUIIRE Z FHEAIRE.

EREF G COM iR ORI ZEIARSS 88 COM IR0, FHMITUATIRIE:

BEEFin COM inORSY, EREMERKALUERASAFIRE COM IOEENIRE. A UGERTAHEMMKZIREY
AR 1L A X EE AR A

AIEGRRAE ORMFAEF i COM EO, wrlFAiziERE (RiHRS) BEETANERARKREREF I
COM irOMst, BXHBEMIES, 7ESH Citrix Virtual Apps and Desktops 3244,

BE

COM x5t 5 TAPI RER.

1. 33F Citrix Virtual Apps and Desktops 2&, EERE i COM mOEEARIEILE,
2. &% Citrix Workspace M HiEF,

3. EMPRETEOR, #EA:
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net use comx: \\\\\client\\comz:

Hrh, x RS2 LM COM KOS (%O 1 3 9 rTATFHUR), z AEMSMEF L COM KOS,
4. EWIAZIRE, BEGRTRTIEOREAN:

net use

o BTHIFIRPIGE SRR, LPT imOMatHy COM %0,

BEENKEINARFPERLL COM RO, BRENAFIREREZIMGIIRO. Fi, MRFEFF i LR COM1
BREYEIARSS 28 EAY COMS, BESIERIERKEN COM imigEREE COMS, fEMALLIRS COM imARt, RNETERE
RHAFigE LR COM mO—#,

DNS = iRf#H

33 F R Citrix XML Service 89iEHF Windows 9 Citrix Workspace B2, A LUEHEE B RIRS 23401
&ARsS (DNS) &#F, i3k IP #oiik,

BE.
P%3E DNS IR PAREC B ARt IEE, TN, Citrix BiNFEERS s LB A DNS & #REET.

DNS Z B ERS 238 EBUAR T2 ARE, M Citrix Workspace MBREF LA TFEBIRS. Y DNS Zi5f#
WERS S ERTERRESH, EXRIKEY DNS Z#AIEM Citrix Workspace B E2FE &M IP ik, £ Citrix
Workspace REFHARELEH DNS B#F#if.

ENREAFIZEZA DNS BT#NT, ERITUTRE:

WNRARSSEFERE (A DNS BFREEMT, NHEBEIRERFIREHINER, TLIENAIZEEEA DNS 2R,
iy
AMRFIERERTHARSHTENGE, FECERRERERS KM TMRIIEEMREFEREBTISH
BRI RRES 1S LUR R, EREMRRIERF EEN, ERIEIMERZA, BSLETED,

1. ¥FRF&HFMET xmlAddressResolutionType H#i0Z] HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\
Lockdown\Application Browsing,

2. BEIRE RN IPv4-Port,

3. WAFGENSMNRPES IR

BEX Web RS

I ThEEE R A TR MR iR, ATLGETIERTF Windows # Citrix Workspace M AEFIFRIFHALHNBETEX Web [
BElE. EFERILIEE, SERATUEEEAENX Web BAEERINE Global App Configuration Service s 4tiF
fERH URL FI&RH,

BEXARLAFRE Web MAREE URL Bi¥AES, 205 Global App Configuration Service,
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fZI1ERIUTE Citrix Workspace R FAEFBIRMKF RETREEENX Web MAKE URL, BEX Web NAEE
BEAN Workspace M AREFEOHITH,.

EMrFREENX Web RABE, BHEWKF > RNSMERKF, EFEEX Web RABE URL, REREMHR.

ficE

December 9, 2021

fERERTF Windows B9 Citrix Workspace M AEF, FRAUTEREERGRNEEENBEFEHE,

Microsoft Teams

o RIOSRMRELEE

¢« BRHA=E

REH#=
Bz 2006.1 &2, EER HDX kA Microsoft Teams M AREFHIEERBHEEZINEEFSINT #IhEE.

£/ Microsoft Teams £EMRAXIET Desktop Viewer EOMAZA. Desktop Viewer & OSMBHIKIE (%
FinAtEE. NERERF) BETHEG,

7£ Windows 10 k&4, LUTX&R%ES Desktop Viewer §O0EERAREIEETT:

o “FRIR” FEB. “BR” XM “‘E50E7,

o EESEAMNERABAZMEA,

« ZIRETAE DPIRENZETHLE, NMREAMTAREFS 2N FRANETRESE, HEHDPISAH
Desktop Viewer @O+ 272889 DPI RITE,

« BEMREEESEPNEZAREFNER LN2ER “NARFMFR",

{miDes M RE(L 28

HdxTeams.exe E#ATE Citrix Workspace [ A2+ fi 5t B Microsoft Teams EE A WebRTC #145|
Z HdxTeams.exe AIMEEIERA CPU AILIER I HMIER FARNRERID D PIR, FIEEREN 240p. 360p.
720p %1 1080p.

MEEEEIE (W#A webrtcapi.EndpointPerformance) 7 HdxTeams.exe #1841LEHE1T, HIEHRAET
WET FERSEHARIUEMNRESHE, FRISSDESERTESHSME, FRESBDEIUREES ZEN
i, BAUENERSKINRSEZENDE,

NTFEEEHCHNERAIRIHERNRR, BEFIERESH:
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iEATF Windows &9 Citrix Workspace T2

I AE

IR

XED

BRADMER

1080p
720p
360p
240p

1080p (1920x1080 16:9 @
30fps)

720p (1280x720 16:9 @ 30fps)

360p (640x360 16:9 @ 30fps
3 640x480 4:3 @ 30fps)

240p (320x180 16:9 @ 30 fps
5 320x240 4:3 @ 30fps)

FILAERRERSEEA VPO 5 H264 4RigiE2s.

AMRIE

H264 72 CPU L8, SHHNHEREES, VPO EANHERERLD, BEREEN CPU IEES,

Citrix Workspace B2 HEEMRER:

SinEEMEREE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H AL FH: \

E=Ru

DisableVP9

DisableH264

OverridePerformance

KE

DWORD

DWORD

DWORD

(=1

1;0

1;0

0;1;2;3

A% Microsoft Teams L {LAIF4E R, EZIA Microsoft Teams i1t

i
f

ERAESTEREM

il

iR

1-ZF VPO fgrg2s; O
-BHA

1 -2/ H.264 RiRiD2E;
0-=H
SRHISCHLFT R R ERE. B
BHENFO0F 3 ZiE, H
F 0 ®RIFEE, 3FT
FEH R

3T T 5iEATF Windows B9 Citrix Workspace AR ERREXNESIERE,
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EEAR S B IR

NEEFHFIEHR Citrix Workspace R REFE I, FHATATLUTE Citrix Workspace N BEF S ZHEE
MMEIHEE, BMEZINEEE XML, Alt, FKITEERNEEITE MRS A LaunchDarkly WE=ARS. FEEM
AR BT B AZEE LaunchDarkly Bk&, (BHEEE T MELEHILRERBA ARSI BRI, EXMERT,
CIRBEREREIFE URL =X IP #hitE A% E LaunchDarkly 895 &,

LGB T ANBEREEE LaunchDarkly BmEFEE:

ERERHEILLT URL B9RE

+ events.launchdarkly.com

e stream.launchdarkly.com

e clientstream.launchdarkly.com
* Firehose.launchdarkly.com

+ mobile.launchdarkly.com

ERFFIFRFPFIL IP st

MBMFUEAVFTIRBTIH IP ik, 3585 LaunchDarkly public IP list (LaunchDarkly 28 IP 5I%), FKEXY
HIFAA P #AEEERTIR, HHIRIBTFRECHHAISERE BEH, WESEMEMERFRE—B. GXEMEN
TERRSHIFMAES, 521 LaunchDarkly Statuspage T,

LaunchDarkly Z24ERk
WNREIE Citrix ADC B LU TRSMIFEDBEIRBANX, BRFENAEFEBS U TRSEE:

+ LaunchDarkly BR%.
+ APNs fiinfr28RRss

N AR RIF

AR

N R IE R R IP SRS I fEsT BERUIRER AP RINEENIAR (REERBRR THRAENRE APIEAR) FE1T.
XEFRENAREFRIPEREZEFIUHNEEXNTARETARMEFRIF. B2, MERERFENEE, BRRR
FIDRBEMNI A ETESET. BRARNSSLIRRIMBRXLERR, BRNEERIIEREEEMNBEDIR
H7E B HIRIF,

N B RIF2—IKinIhee, aIEMEA Citrix Virtual Apps and Desktops BHZ SRR £, ZINEERHITH

FinRREIERNEEHRREERGZMNEN. NAEFFRIFAUMEEERRE LETNAFARENSRERFNEE
Bo ZWEEAMHILEARPMREESNFREEUNERRRICREBWENFABERER.

[ AR RIPThRE B R EIE T AIEARSS 28 E REEMIINFATIE, &4 017F7E Citrix Virtual Desktops #aIiE, & XiFa]
BiEAEE, 5505 Citrix Virtual Apps and Desktops X#4HBIEZE SRS
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K

« Citrix Virtual Apps and Desktops k7 1912 s{E Sk s,
« StoreFront g4 1912,
« Citrix Workspace M ERF 1912 sE Sk,

B
« W7E Controller LEAMARFRIFINE, EXi¥MER, iE2H Citrix Virtual Apps and Desktops X
HREY R FAEF RIPER S
BIMERU T AEZ —BRARFRIFAGEIETE Citrix Workspace R ARi2FH:

o FEAGSTRES GUI %22 Citrix Workspace R R2FHAE], =&
s NARFEMEAE (RELHE),

AR
o EIHEENEREIRERS (H90 Windows 10. Windows 8.1) E2%i#%, F=: BHhiRas 2006.1 2,
Windows 7 &3z#F Citrix Workspace MB#EF. Hit, RAEFSRIFE Windows 7 EREIER. BX
HAMER, BERER.
o EIEEEMIY (RDP) FZiF It IhAE,
i HDX £iERIF:

ANREEEREPRET REBRZCINREREEINEE, XERELTBEE PowerShel #17RE, RETTHFERIMLL
B89 GUL,

AR

BhRrZx 2103 &2, Citrix Cloud Virtual Apps and Desktops BRZ1Xz#35%¢ StoreFront /AN BZF R,

&% Citrix Virtual Apps and Desktops EHIRN BREFFRIFEENESR, BERNAREF R,

W ABIEF R - Citrix Workspace N Bi2FHMERE
AR

o NHENEERBIETEXEMEY, TENARFRIPAGEETE Citrix Workspace AREFH.
o AN AREFRIPAG TSRS E ENFSEHERINEE.

7z Citrix Workspace iR =& 2R, AIUERU T EZ—BERNAERFRF:

« GUI

o BRTEDO

GUI

7z Citrix Workspace g R&dizd, BEEAUTEERSENARFRIPAN. ERBRANARFRF, R
EREREUSERE,
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administrator,

Install Cancel

AR

AREIEPARABANAEFRIPFESRERSZRIFNNAEFNHIER. BRRIETLENAEFRIPA
o

a5

27O

357 Citrix Workspace R AEFRE D, FABDI1THAX /includeappprotection FINKNAEFRIPAH
o

TREM#TEXRRIPVEENGES, RERRATEE:

N RREFRIFEHE RRIPHFS FRFFNER

&7z Citrix Workspace [ZfB#2  BBVRSEGMBHINIEEER/A  EEPO. &&. £ Citrix
R FIEHRHIEE Workspace [ B2 H8IRHE 8.
EFIREENIEE. RINKS
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I IR RIPERE SRIFMNEER AZFRIPFNRE
7z Controller LEE ICAIERE (NAREFRMEME) EEBO. 1&&. £ Citrix

Workspace FZAEFHEIRES.
BEFIREENEE. RNKF

ERERAYH, YERRBEZRIFEONFEREN, BMRE (BEEEHRRZRIPVEARR) BEFLET.
BiR7A 2008 &2, HEIEFEHEN, RERRIPFHNENFELET. SRR FRFEQIMNINXENFEERE.,
FHRTT A
FHRTT AEUR T A P IBRIEERRIFHIZEIRE StoreFront 8975 7%,
AR
o Citrix Bi&RERZH Citrix Workspace M REEFRBoIZRIPHIRIE,
 iEAT Web 9 Workspace #9177

iEATF Web 89 Workspace BERER XM AREFRIFAL. FHREZNAEFRIPFEBERIPFHNARZR. X
FAREENHFRIIFAES, BERAEERKR.

« Citrix Workspace A2 AR 251 A2 FRIPAITA:

7z Citrix Workspace R #2FFhiias 1911 RRERRRAH, 7 StoreFront RS ARFRIP RS RPN
Rz o

7f Controller LA E T AEFRIFIIAEN BIZFHITH:

EERE T M ARFRIFIEER Controller £, MREZRBHRRIFVWEARS, NARFRIFIESRER
o WG ER U TRHEE:

Citrix Workspace App

This app requires app protection component. Do you want to install app
protection?

Yes No

BERURENBEFRIFANG. 2E, ERUBHRRIPHNABER.
o ERAZEKENN (RDP) BIZFRIPRIENITAH

- MREZEK@NY (RDP) £iF, MWERNZRIFRIBFMFIERE,
- TEEREKENY (RDP) RiEFBIZFEIFHRTE,
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N 2T RIFECE AU SRINAE

LAE, BOAMERT, BRIEEESIMNBBRSHEHGNEER IR,

BhRZx 2012 #2, Citrix Workspace RA#2F5INTAKBEITR (GPO) 588, ZHEA T ERE A S B IIE SRR
BBIRRSS M R E D 5B E R RIS RN R FEHIRINEE.

=

=W

Itk GPO HEERER T ICA #1 SaaS =i, ICA 1 SaaS =1F4k 4=/ Delivery Controller # Citrix Gateway
ARSS#HITIE .

HBEBBRS M R ERENAEF R

BiLIE1T gpedit.msc fT7F Citrix Workspace N BIEF AR TR EEIER,
EHENRETAT, BEEEEER > Citrix A4 > Citrix Workspace.
EHEPRSEENEELERBRICRNRERBR, HEEEMRS > EENBREFRIPHRE.
EEREUTERZ —FZENERZE:

o REBEIZF: PHLLRRICRBFHRITRE,

- REEHR: BLAFEZREREENAZHRR,
5. BHNAMAE.

> wnN e

NEHWIIERSRICEN AREFRIF:

BiLiE1T gpedit.msc $7T7F Citrix Workspace M BIEFAEIEITR EERIER,
EHENRETAT, REZEER > Citrix A4 > Citrix Workspace.
ERGMHIEEEREERBELCRNRERERR, HEERAF SMHRIE > EIENARERFRIPHRE.
EFEUTERZ —FHENERZE:

- REBHEIER: MHLEREICRIJHRITRE.

- REEHR: BLAFUEZRERBENAZHRR.
5. BEMNANHBE.

> w e

NAREFRIFEIRES

BhRr7 2103 &2, MAEFFRIFESIECER Citrix Workspace MAEEFHEN—H2#ITIRE. BXBERENIFHA
5 n_. ) 1@"5@ Eiuiﬁo

BERERENEAFE=FNARFEZIRELBREFRIFASE. B2, DebugView AR LS ATF AEKE,
NMAREFFRIFAEEMENE L AL, BWEXERT, BRITUTEE:
1. M Microsoft Web 4 F#EH %% DebugView MARER.
2. BEpEBRRTAAHEBITU TSRS
Dbgview.exe /t /k /v /1 C:\logs.txt
MEEBTRBIF, EEIUEE log. txt XHHHAE,

ZaTHETUTRE:
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« /t-DebugView R AiEFEENXKIFF LURIME B B ED.
« k- BRRAEBR,

o /v - BREHARZER.

o /- FaHicREFEXHo

NS AR RIPAE M
BHHNRRRFFRIPALE, BAMRFPEE Citrix Workspace B2F. EMBMHRFAUEERES.
AR
7 FREFARIPAE MR ZS 1912 FRIAFHRBT S22 15,
ERNIE) A PR
o ItIhEETE Microsoft Server #21E&% (g0 Windows Server 2012 R2 #1 Windows Server 2016) &R
228

o MERGRAZHFILINEE,
o EfFIINAEIERIETT, 157 VDA L2 AR P mBI AR EE M5,

B T 1ICA X & 2 - ARSI AR
ERHRAS, H&B6h Citrix Virtual Apps and Desktops 2iEY, ICA X THEIAMEE,

BHhiR4s 2106 2, A1 Citrix Workspace RzR#2F7E Citrix Virtual Apps and Desktops &iEEzhiRiElsbIE ICA
XHHHRIRM T IGERNR 2,

Citrix Workspace M ARFIMEATEE ICA XHFHEERFENER, MIFAMEETR, WINEEEEHEMRRERE U
RAEAHTF BB AT RE A ICA XHFEMGER M, LIkt ERTEERT Web # Workspace Lazpsd Citrix
Virtual Apps and Desktops &i%.

ERFBXIEIEENRIR, EEA Podio &,

I ERE IR (UE A FRARTR AR
ZRH ICAXHReM, BFRITUTIRE:
1. BahEMRmES.
2. SMEIATEMREEZ:
c LEEBR B M S M \HKEY_LOCAL_MACHINE\SOFTWARE\ [WOW6432Node]\Citrix\

Dazzle,
o DEAEBER SN EAME \HKEY_CURRENT _USER\SOFTWARE\Citrix\Dazzle,
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3. SIBRBUTREMAEMRI:
FMRIEFF: EnablelcaFileInMemory
KB FHHE
f&: True
4. EFEHERT Windows B Citrix Workspace [’ FBT2 R AEFT MBI B o

@2 Web isia) Citrix Workspace ¢ StoreFront BY, th32#F ICA XtFR2M, MRTLLEE Web piRIE i, T
R imN I IEIETTHSE R M. WREMERAN LA StoreFront, NRT LAREEZ5h, 157 StoreFront
ZEEH web.config XrHBRAUTEML:

StoreFront frz Bt
2.X pluginassistant
3. protocolHandler

WIS EE B RV AREIER, ESHRERT Workspace ARERF, MRFETZIRT, EBEMNYEE cookie HE
o

INRIZ Workspace #E, MAILUBISME” thFIRE > B4 > NAREFNKERNEETRERE R IR IIgE,
FILAREVE B R B RN ERFEERARFTH ICA XEBHEE. ERUTERRE:

o BPiG ERERERITR (GPO) BIRER.
+ Global App Config Service.
« EATF Web # Workspace,

£ GPO:
ZMEIEMTFREEAMEE ER ICA XEBHEIE, BRITUTERE:

@idiE1T gpedit.msc fTFF Citrix Workspace M BIEFHFIIT R EEIER,
FEHENEET ST, BEEEER > Citrix A% > Citrix Workspace > Client Engine.
HIEEIEEE ICA XA BRI HEHIEBENEER.

R AFHE,

N

£/ Global App Config Service:

B MTERETEASHBER EHY ICA XFBRIRIE, BRITUTRIE:

¥PEIEERE ICA X REhEMHIRE R True,

&% Global App Config Service Bi¥4fs 8, &S Global App Config Service 1%,
FBERT Web £ Workspace:

EREEREAT Web #9 Workspace BYZ I EfEAIBE R E T ICA X, BRITUTIRE:
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#1117 PowerShell &, iE52@EE DisallowlCADownload,
AR

DisallowlCADownload FEE&TFERAF StoreFront &,

ERALES

BEWEEL T Citrix Workspace AR WE B EREE, XL ERER) Citrix #ITHEEH, HEHMERT
AR TR 3%

AU EREFRAFR RERERS.
WERE:
1. AREHEMXETHH Citrix Workspace BB RHIER SR E £,

2. EFATIE,
MR 2R “BERE” WEE,

@ Log collection - X
Modify log level only if requested by your administrator.

Log level

Medium N

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. BEUTHERNZ—:

. {E
.
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CRRES i
4. BEFRBERSUENNBHKESHNES.

AEWEIIZRFIA,

@ Log collection - X

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. EM&PEGE, fHFLEEERS.
6. BEREASUREFRENAE.

HDX BENEFMLE

HDX BiER &M 8 rhEd AR HXE P E et ICA RIENEERETE, RBHEFKNBERYTIZENRESHE,
X—RENEATERESVMFHECREIZF K, LERESLEENEF.

RMUEFHREMN. EROXAEE. ERPNITER. ESHNUERRNOPE, AIRARF ER,

RIFENEXERXEMURE ICA 2FFHNHEERES SN REM~ERFEM. MREMXMER, FHEKELD,
LR R EHIERN SIE=ENTIMH R IFMERE M,

REZEATF Windows #9 Citrix Workspace M AR 1811 RE=RAA ZIF I IhEE,
BE:
BIRIBIME BRI VDA, HDX BENEHE U THEETXIEE AR, Hitt, %288 CTX125027
FRETARTER P i AR B R R X S E A RIER,

BiEN

BENFRE—EUEE G, HREER, B B, SUANAREFREM, FETHEEZER WAN A Internet
ERREMER. BENERERSRSSUTBE, HAEXFATRE. ERENER, ICA EINEER LBEE

© 1999-2021 Citrix Systems, Inc. All rights reserved. 94


https://support.citrix.com/article/CTX125027

iBEAT Windows 9 Citrix Workspace R BiEF

BB BIME £, ©ITaE Citrix % (&5 Enlightened Data Transport (EDT)) 5 TCP zial%& gettht])
JEARNY, ULMREMLE. XIRE TAE ICA BiN@EE (81E Thinwire 2 izfEA 2, XHEH (BFIHIRENES
Bt . FTEDMZIRAEER) HWEHESLE. HEMNIEEZHT LAN 71 WAN &4+,

TR HRAH, Y HDXoverUDP iRENEIERS, FRATGEMEBET EDT B8RS, HERBELRE TCP,

MRBATEAEMINE, WREHENRER. EIREENERNT P KB EMERIRETHITHITEDT M
TCP, ttigseThaesEsa T EDT iREHN “BEik” BYRVIEIRRYIE), (BFFFRAYEG UDP FHArIA, HELAER TCP,

RIANBERT, ERE TCP /&, BENERIGHESERS5 g3 —nx EDT,
Zk:

« Citrix Virtual Apps and Desktops 7.12 S{E Sk <.

« StoreFront 3.8,

 1YPR IPv4 VDA, A3%2#F IPv6 BCE LUK IPV6 71 IPv4 R&FECE,

o ANINRAASERM L i@t VDA 89 UDP #%0 1494 1 2598 fZXNIERE,
AR
TCP im0 1494 71 2598 b R4 Fiw A, HEERLE VDA BEmiTH. B2, UDP ixH 1494 #1 2598 Bz
1H. BEBHEEREEA.

RSB FAERISTE VDA LERE BIEREH, A8 EAT VDA 5 Citrix Workspace R AR Z E8EE.

BIAMERT, Citrix Workspace 12 ¥ BIEREH. 82, BIAERT, X% VDA 7 Citrix Studio HB&HAC
BERNEENERE VDA ERNAZISEN, ERHASIXNERBERER,

AILAEA HDX BEN FRIRIKIRE R A BEN L. KiZmRERBENERIGR AR BENFH, HELRE TCP,

EEREEFm L 2BEBRER SR, HFERAERT Windows 89 Citrix Workspace [ B2 4H KBS R E RS R E
RriigE EDT ki,

£/ Citrix Workspace [/ BIZFASIE R (GPO) BEREIRECE BENEH
TERATEEXENIFENAIEAEES B, fii, Bt FReRRH IS ESFimRA %I,

AR

BRINMERT, BEMERLATFREARSE (X), #H TCP AL FERARS.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RBEX R EERIER.

2. EHENEET AT, BRESEREIR > Citrix Workspace > R H.

3. ¥ Citrix Workspace f9Eiathi EEIRERNE BB,

4. RIEFEEER Citrix Workspace @S i

o X -5 TCP #ITHUIEE .
* Hi% - 575 Citrix Workspace AR L= 6 UDP EERIARS %, AGTIRE TCP HUSEmRELR,
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« FF-#8EMTF Windows 9 Citrix Workspace A2 EMA UDP & 5IAR S 28, M LLIEINAY,
FELRE TCPo

5. BHNAMAE.
6. fE@mSITH, iBfT gpupdate /force @,

ks, BERBENEREREER, 5% Citrix Workspace B2 RIRS 4 RINEIRIEE X X HKH, BXEAH
GPO HAIIRIR X HFBIFAER, FSFAREN R ERER,

EWIARBIRERTEEN, BHITUTERE:

S fi ® HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Network\UDT, HIiE2%EEE HDXOverUDP Jiff
R,

BXFEMEER, E2F Citrix Virtual Apps and Desktops 4R #Y HiE RN (£ 4HER5Y o

“BREED” &

Bhiz 4.10 &2, AIUBEGERMX g8 Citrix Workspace 2B i2FEWRHA R R 2 PFEN S A E XK A A
MREAT. XHEAURRBAEBREERAFATNAEEREENRE. BEMS, APEBRITUTIRE:

o —ERE ‘BREIEN” K.
o ERTEREUTHEILE:
- HUBWE
- EERD
- REENER
- BEMESE
- % DPI
- IRER
- RESAMEREE
- Citrix Files

- Citrix Casting

EAREFEPRRE “SHRE XN EIN
AILUfER Citrix Workspace S RIEFARIEITR (GPO) EEERIEHE ‘BEEER” K:

@idiz1T gpedit.msc $T7F Citrix Workspace N AREF ARSI R EEIEIR,
HFIHENREETAT, HESEER > Citrix Workspace > HEIIRS > SR EIETUET,
EEREARRE R,

EEREREBERMXIEFH Citrix Workspace M ABEFERMNA R B TR “S&AEER” K,

> wn e
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} =r

AR

AINERT, EERRECE XD,

T “BREER” RPREFEIRE

BJLUEA Citrix Workspace M A2FARBEN R EBERESAEIENRTIRHAAIEENSEIRE, Alt, B8
=
1. &itiz1T gpedit.msc $T7F Citrix Workspace R RZF A SRS R EERIEIR,
2. HIHENEETRT, RESEER > Citrix Workspace > BEIfRS > B4R EEET,
3. BEFERTERBAISENRE,
TRIIE T o] LUERRET U S & METRI R0 ©
PR 1B
KECE BTRgE
=) =1 PRI E
BE&RA BTRgE
AILATE “BRERI RARBUATRERE:
- BEENESR
o EEHD
« = DPI
. HiRWE
o BBRMREFNE
o BEMETE
o REEHAMEIERE
. XEHER
« Citrix Files
« Citrix Casting
EREMRFIERT “ERE R RPEE “EE Workspace” 3£
AILUEREMRRIESRE “SREETN” XhiEEEE Workspace &,
1. BrhEMREERS.
2. EfEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.
3. QIB— I ERFREIMET EnableFactoryReset I HiIgE N LU FER L
« True - £ “BAENEI RHPER “EE Workspace” &M
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 False - 7 “BREEM” Rhi2E “EE Workspace” £

£ “EREER” RPFRE “Citrix Workspace E#i” &

AR

“Citrix Workspace " MRS RFR S “BSRE RN RPEFEENEMERMNEIRERERR,
@idiz1T gpedit.msc $T7F Citrix Workspace N REF ARSI R EEIEIR,
EHENRETAT, BRESEER > Citrix A4 > Citrix Workspace > Workspace Ei.

7% Workspace E35kB8,
ERERERAESREENRFRAE “Workspace E#” & 8.

> wn e

StoreFront z) Workspace URL i¥#%

IEIHEREE R AR TR M AR P12 Mt, @33 StoreFront | Workspace URL iT#%, ERIUERAFARERVHER TERELR
F* M StoreFront M A S T4%:E% 5 Workspace RIS,

BER, ENREREZBEFP#AE Workspace B BEFHHRM T —1 StoreFront R A& E storefront
.com, ERNEIER, ET LT Global App Configuration Service F1 2 & Workspace URL B §F {‘store-
front.com’’xyz.cloud.com’} 8 StoreFront URL. Global App Config Service #§ithi& & # X FFNT Store-
Front URL storefront.com BB KR EIRE _EHFTE Citrix Workspace R BEFES,

MENIE B RS, Citrix Workspace Rz B2F % msds9 Workspace URL xyz. cloud.com FiIAS—1M N BE
IE. AP BEoh# Citrix Workspace R FT2RFET, #+T7F Citrix Workspace RIS, UUEIAIMNA StoreFront k7
H®EE storefront. com iFMNEl Workspace AR, FFBLRTER Workspace [z A2 IR
PIEBIRE StoreFront RZARE storefront. com, BXERATLUER Global App Config Service Figfiti S
—INEE, EHIIMA P MR =I&E 8 Workspace R FHIEFH1#lkk StoreFront MBS storefront. coms

ERR%IEE, BRITUTSE:
1. 4%48 App Config Service Hfytaz:

“serviceURL”: {

“url”: “storefront.com”,
“migrationUrl”: [

{

“url”: “xyz.cloud.com”,
“storeFrontValidUntil”: “2023-05-01”
}

]

2. £/ Global App Config Service & StoreFront &2 & 1 Workspace 44, % % Global App Config
Service 8., &2 Global App Configuration Service,

3. 7£ serviceURL =41 StoreFront URL storefront.com £ URL BY{&E,
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4. 72 migrationUrl 35 mEE2E Workspace URL xyz.cloud. coms

5. f#/ storeFrontValidUntil FJi&E M Workspace R RZFH#IE: StoreFront R ARIERIM AR, hFER
RENEFE, AIMREBENERIGEUTE:

o =7 (YYYY-MM-DD) BB % B EA
AR
MRBEMBEELD L, WxER URL BHEIZEMMIRR StoreFront RIS, WMRBEAEER, WE
T8 BRI H EAMIBR StoreFront RS,

#ix App Config Service I8 &G, BERUTRE:

Citrix Workspace — O b

Introducing the new Citrix Workspace

Access everything you need to do your best work. You can complete most of your workflows
within Citrix Workspace.

Switch to Citrix Workspace now

Skip (3)

B gEI AN E Citrix Workspace BY, Workspace URL 302! Citrix Workspace ME2FH, HABE
TERRIEHRT. AP A UERARINETHIFFIRIERZIA=R,

R g R A
i@id Citrix Virtual Apps and Desktops Xt ARIEFEY, EEEERUTARUBREAF AR:

« Web iplal&E= - R KHITEMAERE, Citrix Workspace M AR EREE T X EaRA RN AREFEMNKEN
ThaE. RILFTFRIS SR AIEER T Web 89 Workspace, LUAZRHERMENNARERF, EIERXT, Fak
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ERARESXREETHAFANEE L,

« BIIRSEER - BT i§ StoreFront tk~ 72 Citrix Workspace M ABT2F ¥ Citrix Workspace R f
EFERE Nisr StoreFront Web 453, AILERE BEIRSER, ELERXT, &AM Citrix Workspace
RRREFAFR AEITANBER, XMERNAF AR5 HmNAEENAEREMN. EZEBRSKERXT, B
RIEFERCERF. BMTRNUANMEENBREFXREFIRE,

AR
BAERT, Citrix Workspace NBREFAFEIERER “HR” ZEhE RN AR,

o XEAREFREARER - ERERTF Windows 89 Citrix Workspace R BEFERER, &aJLU Citrix
Workspace ZRiEFEE N B EEENAEFMNSERES KB “Fris” Xedhsism L, 55 Citrix
Workspace [ FR#2F Enterprise IR E A TAEM. FEVMIREATEX A YFEEREN Windows SAnZeH
PERFBEEATHNNARER, ZUBEREFERINARFILE,

BXiEMEE, BB Citrix Virtual Apps and Desktops Xi4sr Il (G AEE S

REEBRSRER

@it %4 StoreFront w1 =I Citrix Workspace R B2FEH 3% Citrix Workspace M BiZFEEE NiEMA
StoreFront ik, AILERE BEBIARSE, EUIERT, AFRALUM Citrix Workspace [z BF A& TR A
2R, XFPIgaaaY P AL SRR A SRR AE S,

=z

AE:
ZINERT, Citrix Workspace BEFAFBAFERERH “F8” Kb ERHINBER,

EEBRSERXT, ERAUREZERERS. BN UMEENBEF XRFIRE,
RXRFHnE AR AN AEFRMHAIRAEE:

s ERENMNNARFRAREINAER, WEXEFEM Citrix Workspace B2 HifR, BRHFR SR
KEYWORDS: Mandatory MiinZIR AEFHEEE. FamAFREATICHITHESINZAREREN “His” i
T,

« ZADAMBEAPITAENNAERFNNABE, BBFE KEYWORDS: Auto MinnZRREE. AFRER
BN FAEIER, BNANAEFFBMRE, MEAFTRRFHITH.

- ZmAFPEANAER, HEEE IR Citrix Workspace  “¥git” JIRPIIHEANEBREFUFEEES T
#3, BEBFRE KEYWORDS: Featured MinnZIR AR5 RS E.

ERARENYRIERBEX N AREFRESANIE

1. &itiz1T gpedit.msc $T7F Citrix Workspace R BIZF A SRS R EERIEIR,
2. EHENEETST, BEEEEEIR > Citrix 4814+ > Citrix Workspace > BBIIRSS.
3. %EFEE SelfServiceMode %%,

a) EREERAUEEBEIRS A RE,
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4
5.
6.
7

b) #EEBRERAUFITRNBIER, LETUERE SRS AP RE.
REREIEN AEF RE S R,
RIB S ERiEIR,
B AHE.
S#EsN Citrix Workspace Rz 2R LSRRI B E Ko

£/ StoreFront ik~ i& B BEXNRAEFTEAXHUE

1ZETLAM StoreFront b7 “FFiA” HBEMEE LGB REAR. TS TFEEHRME <annotatedServices>
49 C: \inetpub\wwwroot\Citrix\Roaming ## web.config {5 :

ERHRESABESEL, BE8 PutShortcutsOnDesktop, &E: true = false (ki) false),

TR HRESNIE “FFR” F8dh, 5@/ PutShortcutsinStartMenu, i&E: true & false (BiAA true),
BIE “FHR” RERERAERIKER, EER UseCategoryAsStartMenuPath, i&&: true 5 false (ZRIAH
true),

=

AR

Windows 8. 8.1 #1 Windows 10 RAFE “Fra” HEFRIRMARNNHER, “NAERE KRmBRHEIR
XHXRFTETR, MA@ Citrix Virtual Apps and Desktops X “£3)” FxXEFHETRo

B “FHR” HEPARERESRIEERLNER, BEER StartMenuDir, i&8: FHHE, BRRESR
B NFIS B R

EEHREEBKRGEHNARER, BEA8 AutoReinstallModifiedApps. i&E: true = false (ZRIAN true),
EESHELAFAERESREREIMER, 5FA DesktopDir, RE: FHHME, ETFREARTAIINX
IH 7 FFo

EREEF I “add/remove programs” L8IES B, &M DontCreateAddRemoveEntry, &&:
true =% false (ZRiAA false)o

BRI BR 7 A R o BT IR I E A R BIRE NN B2 F R A REES A Citrix Workspace B#%, &R
SilentlyUninstallRemovedResources, i&&: true 5 false (EBik} false).

£ web.config Xfe, FEBURIMEIKFE XML 553, BB BT RRIZEIR IS :

<account id=... name="Store"

HERP IR R </account> FRig,

P EBAERZE, ERILBUBMEE D

<properties> <clear> <properties>

B BIERINEILE B <clear /> 1Rid2/E, 8TEMS—1T, HIREEBHFME, Fa0:

<property name="PutShortcutsOnDesktop"value="True"/>
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} =r

AE:
£ <clear /> tRiCZ BRI E M TE TR EHAN, FINBEMRRIENNER <clear /> #RiZB T LR
T2 EB B Rl

<properties <property name="PutShortcutsOnDesktop"value="True"<property

name="DesktopDir"value="Citrix Applications'>

BE

EZMRESBBES, BH—RVEA—ERSB[UFTHIRSB[ANEE, #R Citrix StoreFront EBITHI G RTE
HERMEREMIRS 2SS L1817, TlE, BENREFMMMNEREERIRSH(E, WEEHBEPNEMRS
2. BXIFMEE, 1d5H StoreFront X4,

& Citrix Virtual Apps and Desktops 7.x FiENBEFIRE B EXNAEFREARMGIE

Al LK Citrix Workspace M AREFEE N BMEREE ‘e REFRRE LREN AEFMKSERES . LIk
5 a1 &£A00EATF Windows B Workspace hra214, B2, ki 4.2.100 5|\ T A Citrix Virtual Apps &
[ AREFRERTIN AR A RRENIIRE. MEFEFE—LEHNAEFEEE—BNUERR, hINEEIEES
o

£/ XenApp 7.6 FHIEN BiEFREBEX N BREFREANUE

£ XenApp 7.6 FECESNAEFRHIRES
1. 7 Citrix Studio 1, HEHAEFRERE.
2. ZNAEFRERET, EFRN. ZLERES, ALUEENARARRNNAERF.
3. ANBREFERGLHER. REEN S EFRFEERFRENIE,

4. ENBREFERNFRSD, TJLUERIEEER Citrix Workspace MBEFHE RN AEFHNZER, Fia0, R
Z70 Microsoft Office BIEFHIREST, BN Microsoft Office,

5. &EH “RiREAXANIBFKE EFIE,
6. BE “HWE"

Studio
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MBI RN BEFFIRETHFESR

MRAFESRERNBBINARFREER, HENRFTENNARFFREITHFES, Citrix Workspace iz
REFRBREMNEHZES.EXE FRAITIEE.

EIhRES R Z B R

. EEPIETEN LRIENAEFER.

. B ARFEREHETMMEHRZHRN— M BRUE,

. METRE, BEE—MAWIR (HE, BIRWIEBRERHITER).

. RIEMRBULEER T Windows # Workspace #6538 it ML Z S5 R E A X EER,

A W N -

MEREAT RemoveappsOnLogoff 71 RemoveAppsonExit, 7 BAFAESRERNEBEINBEFREIER,
EER TR RIEITIER :

1. {E/ regedit #00 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. & A regedit 7 # HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER #9ft%ck&=TF HKEY_LOCAL_MACHINE,

IJ\I|:,\

AMRFEFLHESBERE, JRFEENRERERA. Citrix TEHRIEEIMRFEREHFILYSEE
HAVR RS IS LURR R, EREMRIRIESNTEENL, EREIMERZA, BSBHTED.

ARIFTBENEREFEENSLEZ LRSI RRFRARITX S

1. EEPHITEN L, AAEZARFARERANITIX . Ak, EEMERARERERMEIER Citrix
Workspace MR EN; Citrix Workspace M BREFIEE R A HRIT
2. M%APPDATA%\Citrix\SelfService RREEFRANITX M. EREE.exe X,
3. BRETHITXHERZINEHRE,
4. HFEMENESIEFHITEN, HRE U TEMRI:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
J/t REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. WM R E &, &
7£ HKEY_CURRENT_USER L #& & Bl T & &. HKEY_CURRENT_USER ® fi & %
HKEY_LOCAL_MACHINE,
d) BEHEFRES) Citrix Workspace B B2 LUEFA BB ER.

W o
4oz

TRHIRHG:
KTEBNERT AR FIRES R A H

AVBPEFFENER “FIR” RePHNBEF (BBRS)

WREEN+ (BELED) LARR, RFAVTHAFEEESEWEHRME “Fia” RehmNERER:
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NMRFLAPEREEREE ‘T REPNLAEF. UUBBRSEKEAEE Citrix Workspace AR, 1E
HRHT, EEAILRIEF EEE B s TRECHIFN5E HI N
BEFXREFIRE,

INRFLEAPERENER ‘TR REPWRARERF, KA Citrix Workspace BRRFEREBEMED, RE
EEHEEFRENNAEFRESIREERE L WNERBEERE LN/ I NAEFERSNAEFRE,
RIEFE A B SN BERF.

“FIR” SRR RRE RN AREFRES X

NEAFRE—ERATEN, BAEEEFARERFFERENARFREAR. FLEERT, RERNAEEN
$23iA0n); &% Citrix Workspace M BREFERRITEMESR, REMNKEERT Web #9 Workspace, FrILUE
Citrix Workspace Rz B2 ECE /1T BBhiAR M AR RES DR B EEALUE,

NRALEPELE Citrix Workspace A2 BahiENA A Citrix Workspace L AIZFECE

BFHREAREE “FiR” REPNEFELE: PutShortcutsinStartMenu=False. ENME7EEBNARS
#XTF, Citrix Workspace M BRI AEEMNBEIE
FHEBE “Fia” Xed, RIEASLAEFLERE
HEBEIZME,

KB BEFRESNBMER “FiR” REPRRE L

MRAFRERVRUFAEF, ETUEHELARFPNEE FFE” RETRRA L, RERBEERE LTI
s,

MR#&EE Citrix Workspace MAZFB=EFEMNA A Citrix Workspace L AiZEFECE
BERESBMERE “FiR” Feh: SelfServiceMode=False. Fr# el AN AIEFHRE
BTTE “FHR” SR,

NRFLERFENAEFRESNBUEERE L, B 7 Citrix Workspace A#ZFEE

AT THRIE: PutShortcutsOnDesktop=true, Fifa=] KRR
FHRBERERE L.

MRFERERES R ETRE LR M4RH, 71 Citrix Workspace M F#2FE & DesktopDir= A

EHRATUU T RAE: FHERNRBRREFHNREXHRHE T,
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£/ XenApp 6.5 = 7.X TSN AIEFISE

MREBGEBRESRNUEUES AR BETERNUERIXLERES X, EEH XenApp BRNAREFRE:

NMREBIENBEFIEERRENBEFNREME, B Citrix Workspace MWEBREFERE
MEICATEMRSERXER “FHR” ZHEER, EHMIT  PutShortcutsinStartMenu=false HEBENBE
LU 121E: FIRE,

N ABREFBEELR X RFIFEX R H

MRFBLENAEFEREXHRPET, BEAUTEDR:

R %L Citrix Workspace NBRZFREE “FFia” 7 Citrix Workspace MBZFERE
XePHNARFRESREREELXBNES (X#  UseCategoryAsStartMenuPath=True,
%)

N Citrix Workspace MB2FREE “FFia” #3 Citrix Workspace M RE2FEE
BN ARFEAL T E XK, StartMenuDir=“FF4” F&XHKZM,

ESHER H B IRR R 2

MRES— T HARERAZRANAREAREINARER, FJUBRERFZHENRENBFRNEER:

NR#&LE Citrix Workspace M ARZFEF#HEMIBRFT 9 Citrix Workspace L AiZFECE

BRARER: RemoveAppsOnLogoff=True,
NRFLE Citrix Workspace REFEEHAMERN B E Citrix Workspace MBERF, F
iR RemoveAppsOnExit=True,

ECE AN RERH PN AR
BN AR R TR Y

o BIEEMAER A RENN BZFTIE Citrix Workspace N B2 PR IENN AR, EMINXEF T SH
KEYWORDS:prefer="pattern”, LtIngE#RH “aitr AR,

ERFPWTEN EREMARF 2, Citrix Workspace AREFIFERIEENRN, UAERTEESHR
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EZNARRRF. NREAEARMRE, Citrix Workspace ZBRZFRHITIHZNAER, BFRIEZRESR. AF
M Citrix Workspace M fBi2F&EOPEHZMAEFE, Citrix Workspace RAERFRERHAMTERN (B
%) NAERF.

R AR 7E Citrix Workspace A IMEBENE T £ N EEN ARERE, TR Citrix Workspace RZR#2F
R B BGHIT R Z M BIEF. SIRAA M Citrix Workspace N AREFIHEEDEH T EMNEEN BERF,
Citrix Workspace B2 EUEITIRZN AR, BREH.,

} =

AR

Citrix Workspace AR ITRE N ARFE, BRAXREF prefer. EITHANAREFEERNIXBTRER
EIEMA.

AUAENLAEFEZRIEEXET prefer, AE—NEERAATELXBFNRAIENNRAER, TUET@MASH
ERUTER:
o BIEENERAMTENNBZFMIE Citrix Workspace M B2 iR MAIN BIERF, BERMXEFT A
KEYWORDS:prefer="pattern”, IIhEERRH “Athrs FAIERF AR

ERPNHEN ERENBIEFZHI, Citrix Workspace MABREFRERIEEMNER, UHTREEESHIR
EiZNAER. NREBESRMELE, Citrix Workspace MBEFEITIRZNBRER, BRBRESR. AP
M Citrix Workspace [z B2 3HEIEF S ohiz i A2, Citrix Workspace M BIZF 1§ B oh it 2L 0
(Bit) MAER.

R AR 7E Citrix Workspace R AEFIMNEBENE T ENEEN AERE, TR Citrix Workspace R R#EF
R B BUEITRZ N B 2. MR M Citrix Workspace N B2FHEE T XN EENBRER, Citrix
Workspace B2 BUHITIRZN AERF, BREEH,
AR
Citrix Workspace M AIEFITRENARFE, BRAXEF prefer. EITHANAREFEERNIXRBFRER
e,
BIUAEN AR ZRIEEXRT prefer, RBE—MREREITHFILXRFHAZENNARF. AIUEEFRASH
fERMTELR:
« prefer="ApplicationName”
I AEFRMENS AEERESAXGBPEENR BREF R A ERNAEFELE, N BREF&TR

AUR— 18, WAUE—MEE. MREEE, WEEEASIS. TR IEIERX HREN AL,
BERKDANE, MAEFZMLEEANEERFHRITHNEEIFEER.

KEYWORDS:prefer= “Programs” THyHRIEA EEE

Word \Microsoft Office\Microsoft 2
Word 2010

Microsoft Word \Microsoft Office\Microsoft b3
Word 2010
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KEYWORDS:prefer=

ZHlE
Virus

BHE

“Programs” FHyIREEA

McAfee\VirusScan Console
McAfee\VirusScan Console

McAfee\VirusScan Console

« prefer="\\Folderl\Folder2\...\ApplicationName”

=R

o A

il

HITREFERN S TENRES A HREUR “FFia” e THRREAEFZMELER. “Programs” X#3%
R RBEERTHFXMGE, AN TEEEESTEENEERUREZXHRPNEITNARER. NRE
RHhETE, WEEFEASIS, RREXSANE, £XTBETEERIIE Citrix Virtual Apps and Desktops

PLIEF AN EERER.

KEYWORDS:prefer=

\Programs\Microsoft
Office\Microsoft Word 2010

\Microsoft Office

\Microsoft Word 2010

\Programs\Microsoft Word
2010

“Programs” FHIREES

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft Word
2010

« prefer="\Folderl\Folder2\...\ApplicationName”

=LA

]

iy

all

EXREFERRS “FHR” FR TRENRES X B EAETE, REMNENBEPCNCENAREFER,
BRILUER MBS RES AR 4R, MRREFAXFBRELIRHIBNERER, LEFIFEEER. W

RBEEHETHE, WHEBEASIS, REXSKNE, BEXMRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer=

\Microsoft Office\Microsoft
Word 2010
\Microsoft Office

\Microsoft Word 2010

\Microsoft Word

“Programs” FHYIREES

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Word 2010

=LA

=
=

£

]

iyl
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BEXHEHMXBFHNER, 5SIH StoreFront XL A0ER 2 Y “ A,

EPETHE

HIEEATEE X EATEERANENETRHRE, HEEKE LR TERRERSE/LFHFINZE/\NERE.
B]LA7E Desktop Viewer R B REEMFEETN KHREEINERE. EERINERSEHD, EAIULFIKFEEREFLZIU
RESDRAZSIEMNETRS. RIEFFARERSIRNIEEBN LRI RRR.

A UG AT DPI 4555k DPI LR EINE RE1ZE DPl, NABMNERSMERE, BABENNHEREESE,

IEENERT2RF. RERSRERE, FEFEMERNELAHHNAER. KEEERTSIEFHEITHMER
SiER,

BiEATF Windows 89 Citrix Workspace MATER 2106 2, £R. 2ERREESFUIREMETTR, HER
I TFBRRS. EZETRETEF, IREMETSENEHTEEIZHNRESZ/\TMERINETRSE, EENEREMNET
HREBNARMERIEE RS, NMRBILRE, EHERERERZE, TNATERKIEETSE.

ALUBTIRE U T EMRINEZE AL B nasigoaiee:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

£ SplitAllMonitors
% DWORD

f&:
1-BEA

0-E2%£H

IAzEE = A =EmlER
FERRIEBRE R UGN AEREE R EN RS REN BNEohetE, MMRAFREEMRSEL,
BEhthaERFER P &R Citrix Workspace M BRZFRSHEITHINE (MEAFEER) IEMBHRIE,
LB RIERBEE NN BEFNEEAE. AP mEEAT Windows # Citrix Workspace B 2R S R0 # ik
PEER, ERHT—INSIEZH, SIETEHIEEETRIER. BRIARBIER ctxprelaunch.exe ExiEHisT, B
SHEARE M,
BXFAGE, BESRGENEEZHHM “Citrix Virtual Apps and Desktops” —XHHRIEFBEMSIEERE
o
BIAZBAIETR AL BRRASIEATITIEE, i57E Workspace 5 $1TH#EE 85 ENABLEPRELAUNCH=true,
HEFEMRT EnablePreLaunchi&ER true, ZIAIRE null RRFABEHIHEEL TE RS,
=W
NREBEFFIFITENREEAZIHAEE (SSON) BH1IE, NEEIERTEM. NRELFERINERE (SSON)
MABBER, &% EnablePreLaunch M ERIVEIRE N
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false,

AMRMUERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
e HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERNTEE:

o ERFER - MEETERAFPNERESSHRIEZERM, MELZNBERETAERENR. BEEERR
ERERFER, BPALESEHBR Citrix Workspace R 2 F il & R TRS SHINAE

o IRINTEE - B HINEETE T RIMES BB 5h. TRINTBMNERFPIREEFRETREISHRIEERE.
MREAI R TS BT BN K H B XA, SIERRBEI, AOBWEMRS RN, ZRIEEEITIN
RERNESRN. I, MRIHRINTSHRAE TF 1:45, ZRERMFEETHF 1:15 5 1:45 ZE/E6h. @EE
EmETER R,

7z Citrix Virtual Apps BR5338 LEEBTUSMINREMN S BREE: 1. BXREMMEmNARER, URERATIE
RN A2 AP RSB,

BEfEA receiver.admx XHFBEEXRHTHEE. B2, AILBZERZEERTF Windows # Citrix Workspace
F_‘Z}fﬁfzfﬁﬁﬂﬁzqﬂ‘Eﬁz“rﬁﬁﬁ)zﬁzﬂﬂl&ﬂﬂ%ﬁ;ﬁ@&?ﬁ)ﬁEJJEEEO

+ HKEY_LOCAL_MACHINE BEEFIHREIEZEFE N,
o f&r i@ HKEY_CURRENT_USER EER—tBH LAFRNAF RERENIRE. BFLTEEENRE
AT HKEY_CURRENT_USER {8, BILAMAF R TR IE R RRIZS,

HKEY_LOCAL_MACHINE FftR{E:

3t F 64 fii Windows # £ & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

3FF 32 it Windows $g1ER 45 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£Z#5: UserOverride
28 REG_DWORD

f&:
0 - A HKEY_LOCAL_MACHINE &, BlMERIAY7E7E HKEY_CURRENT_USER &t 201t
1- A HKEY_CURRENT_USER & (WNRxXLEEE),; SNER HKEY_LOCAL_MACHINE &,

Z 75 State
28 REG_DWORD

':

BRTERITIEE.
1- BRENTEE. (MEMERERFNEREET S HIIEREE.)
2 - BRTINTER. (FUSEIThEERIERN Schedule BEE/BTIEIRE.)
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&#r: Schedule

%A REG_DWORD

&:

“SRINTREEN” BIETE (24 /h\B3Hl) FIEEBERRUTEIEN:

HH:MM M:T:W:TH:F:S:SU & HH #0 1:0:1:0:1:0:0, ZRELFRFEFT
MM F2/)\B50H0 73 50 %R 4 1:15 BT 1:45 ZERB5h.
M:T:W:TH:F:S:SU A—REARKNEA
A8, i, EEEH—. BH=
MEBMHATF 1:45 BA “HRIHM
BEh”, 5% Schedule i&&H
Schedule=13:45

HKEY_CURRENT_USER ‘Ftk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

X4k State # Schedule ;Eft&RMS HKEY_LOCAL_MACHINE E51ERNE,

WEHNBEER
WERBETARBATFEEARZATEF R ENMENZZ G URL EE A, RSSHEEE Studio HIgE, EF
imEEEEMITE Citrix Workspace B B2 FA S R EBERPIRE.
RE Citrix Mg EENIEFREETAUNMERTEF KR URL EXAMNAMEAEFIAE, BHRITEET A
8 Windows &P imERNAANREE .
AIUERUTAEZ—EANERBEER:
1. /AEBEIIR (GPO) BEEER
2. EMRmIES
AR
o WEABEERESHNBEFHNLTERERSHSIEPREER.
s MIERSHBNEF K LEANAASEER, ERSSEHZF i D2, ZIEEEEA,
« 835 URL B, AJLUEE—1 URL S5 S 2FRM URL 51K, AILMERES (%) fERERR.
ZEA GPO BERRIRERANAASEEM, HEHITUTRE:
BEERREERT Windows 89 Citrix Workspace B2 E B A SR R EBIRIRE B,
1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.
2. ERFRETAT, BRETEER > FMEIPER (ADM) > Citrix A > Citrix Workspace > AP {1,
3. EENERBEE R,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether

its Desktop or Application is decided based on the Type specified
=

below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EEAHRNNAEFHAREZFFRT, REBTFEHEEDH URL BHEREZMR.

AR

3% URL BY, $8E % URL USSR URLFIR. RIUGERES (%) (ERBERM.

2. MEEMZIFERNE.AHERET, REFEERZFVAEFNEH,

3. EAWEEME VDA 9 URL &+, BAMSMEERK URL. BHSHRIIR.

4. EEEEER URL BENERGNAEFIK@ER? ETUUEAR URL

5. BEBTUBTR—MYIR, HHEZMUHSAFEERE VDA B9 URL FEHFIHAER URL LA, ZEHX

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEIZFF K URL FE&H, BASTAMRSBEEMEZF K URL. B S2RYIR.

&4 URL BY, #8EHE URL USSR URL 5IR. BIUGERES (%) (EABERR.
7. BENBMHE,
8. E@S1TH, iBfT gpupdate /force @<,
EfFAIMREANEAREER, FRITUTERE:

EEANARNSEEM, EM Citrix Workspace AREFREXHE C: \Program Files (x86)\Citrix\
ICA Client) izfTredirector.exe /ReglE &%,

B5E:

s FRREEAMNALSHHIBIAGLE, §0, MRIEET VDAMMELE URL https://www.my\\
_company.com BEEEAEEMIIEFinf VDA, ML EEIFEEE,

o URL EEMNZHFEI URL (HMIITENX SR 28RIbibi= Ah et E RN BE 38 SANIR R URL, BEEURTF NN
28,

o NERRBFERNENNAEFRERNFERZ A StoreFront tkF, F StoreFront ik FREY B RE R
BRATERMNAEFREERIE,

o FNKB/EFOMNE URLEEBEIFFHNET. URLEEAE VDA R, MRIKERSITH, EEEMN
URL BE#mAm-= .

o LREENAY. BFMRF. PDF ExXFhivEr N 55,
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s HRAB—FMRSBXHLEXBEMNEINNBEERERER—SIHENLIRERN “EBA". Citrix ZiY
TR RS SR LB X B IIRER ENASE (URL) EEMINEE, UHR URL EEMERIET

PR
MREERBTFRIESHEAMEY, WAREFERLENH,

ETF Chromium 893 28 753X E URL

WRAANBREERAFEERRSSBNEim LRSS URL EBEAMNE R HEEAEIRSSURMRESREETHEE
i

AR 285 M 7E Delivery Controller L&, B inHRRERAAERIR (GPO) BEERE Citrix Workspace B A
2FLigE,

BhiA 2106 &, B Google Chrome # Microsoft Edge 77 3 URL EE M.

WM

« Citrix Virtual Apps and Desktops k7 2106 s E Sk 78,
s NEBEBBERY BEFRE 5.0

Z3% Google Chrome %238 MM URL EER, iEM Citrix Workspace M FB2FREX 4K PIZITUTH

A .
< .

"%ProgramFiles (x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose"®

} =r

pE =

7£ Chrome %28 EEAX LR LB, BB M Chrome M ENAELRENEARNBTEE AT Bo
ZEMMAE URL EEAAFEGEEM Google Chrome %38, iEM Citrix Workspace FAEFRE X HIETTI
T

"%ProgramFiles (x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose"®

AR

WNRTEIHIE BT R TEN U TEIR, BRBRZES:

Websocket connection to wss://... failed.
A %1 Citrix Workspace MAEFHEE URL EEAEMNER, BESRANEAETETE .
BEXNRBRBETANFMES, ESH Citrix Virtual Apps and Desktops St HIHI 2SN A ETE Ao

Z[j1E Desktop Viewer B O, ERITUUTERE:
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WMREAT %4 Desktop Viewer &0, MEINERT, LFIEEDRENITERLE, IRAFPEANEESZ IR
H, XAREREXLERE ENEST AR, BERETMREIER, EaIUBZRABRIATRHPL Desktop Viewer
HOZE,

JINCy

AMRBEFALRSHTENG, JEREESHRERERS. Citrix TERIIEFMRAEEREHTYSHE

DRI RARERB IS LURIR, BREMRFIESEF BB, EREIMRZA, BSHHITED

« EAFPREL, REREMILSENYFIAFAETEEIZH SSRGS TR, EUTIRRIZ—FEIE— BN

DisableDimming # REG_DWORD %H. MREEi&#& LfEM Desktop Viewer, MEEENM&EB:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

FHE, ALUBEEUT MR —HeI2EERN REG_WORD & BREXAHKEE, MERIEHZE:

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXETMERI AT, 15%IEM Citrix Virtual Apps and Desktops EIEREE B ALLINEEIRE T 5K,
BzZERENERIESE, W15 true,

MRKIEEXKERBELBILEHR 0, 1) Desktop Viewer §OIK LR, MRIEETZMEEB, WEERUTMREE.
HHERPHE-—NFERHERETORE LS

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

A

Citrix Casting
Citrix Ready Workspace Hub $#FIREMYIBIRRE ST, ERENBETRPRANARFENLHIE, T
WRGERTIRE (H—LENR), GBI AEFME=RE, USRS RANMRITER,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. 57T Citrix Workspace R FH2FHIS&IFIE
% Citrix Ready Workspace Hub, HigMAiEFHSmESERANE R L, Citrix Casting 1X7£ Microsoft
Windows 10 g4 1607 &EmAR4 3 Windows Server 2016 E2%#5,

Citrix Casting 2—MAFEMBENEE R &M FREANBEFHEARE L ERMINEE.
AR

+ AT Windows # Citrix Casting z#% Citrix Ready Workspace Hub hiz4s 2.40.3839 KRB hR 7
SHARRASH Workspace Hub RIBET A R 410N S B IR IR,
« AT Windows ) Citrix Workspace NAEF (MA®EIERRDS) A% Citrix Casting Th#E.
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WEFRMG.

s EIREEBRATEFUELN Hub,

+ Citrix Ready Workspace Hub #1 Citrix Workspace [z 2 #8 0 F R —MLE S,

« £i=17 Citrix Workspace M AEFRII&E S Citrix Ready Workspace Hub Z a1~k 1EiwE 55555,

« XF Citrix Casting, REELLHO 1494,

o %0 55556 A Eh&ES Citrix Ready Workspace Hub Zial#y SSL i#E#28920iAi% 0. ATLITE Raspberry
Pi f9igBTumE LRREARA SSL w0, SNREILET SSLIwO, BP¥LES Workspace Hub Ziaj#ar SSL
pE:

+ Citrix Casting 1X7£ Microsoft Windows 10 kitZ 1607 &E=hr4sk Windows Server 2016 £ %45,

F2 & Citrix Casting 5zh

=z

AR

5] AR L@ AN XK Citrix Workspace M AR FERPIRENSIHE D “BRERM K, BXEHAES,
BEEA“BRERIN Ko

1. AEBF@EMXESH Citrix Workspace M BEF B ER SR E LT,
LEE % B R R BRI IEAE,
2. i#%#% Citrix Casting,

AT &R Citrix Casting 3HiEHE,

(@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(O) No, do not launch the Citrix Casting on startup.

Save Cancel

3. EEUT®IZ—:

& - #8772 Citrix Workspace [z f#2FEahBdEa Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, F#ERzhESESD Citrix Casting) - #E7R
7z Citrix Workspace A2 Eaned/Esh Citrix Casting.
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AR
%% No (/) EMARK YT RBERFRIE. ZREXE F—xE5 Citrix Workspace [ FRZRFER
F—\‘Z%O

4, BHEREFEUNBRAMENER.

#{a#% Citrix Casting 5 Citrix Workspace N BiE2FE AR

1. &= Citrix Workspace R R#EF, HEENILE LBRES.
EHE ERA A8 Hub 5K, 1%51%% Workspace Hub SR a9 RSSI EHF,
2. EERELHEREMN Workspace Hub, SAEERUTERZ—:

. BEATESNETREHEERABEKFEEEERN Workspace Hub i&&.
o 'EATE Workspace Hub i&&RE B FHBRER,

pE=
Bt Citrix Workspace AR ALBH Citrix Casting,
7£ Citrix Casting B3 HFED, BRET LU TED:

LTS RIE R RERS.

ek

Wi iERE, BT ELYFIRERFIRE,

ERELE, BT Workspace Hub FRinEIukiEse,

ok w e

Workspace Hub,
Citrix Casting = Refresh

Current screen | Superior-Lake
casting session

Available Favorites tab

Workspace hub
set as favorite

D raspberrypi

1 1 naiyang_tes
List of available J haiyang test

workspace hubs
D liangc-dev

c WorkspaceHub-debao

Workspace
hub icon

ARPTEHNX P Workspace Hub B HiEFRH i A R RZST 2 iEERE, HiRH Citrix Ready
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ELwRlIES

3R Citrix Workspace [ BEF LA NESEEANMEMAET A Workspace Hub # 52 #1Ti@(E, BRFEEERS
SERE A &I

1. Citrix Workspace i AB#2F#1 Citrix Ready Workspace Hub ZEZZIE—M4%,
2. f£Ezh Citrix Workspace ARG E LB T EFH HEFIEEIET.
3. Bah Citrix Workspace R AEFRHIZEE Citrix Ready Workspace Hub BSEE (hVF 10 KB&HEEZ
e EREIIEEEEY/)
4. 7£ Citrix Workspace R A2 F R B chil % 28, AEEAN http:
et RS 2R T Workspace Hub &8 AE S,
5. 7z Citrix Ready Workspace Hub s £RlF, HE=iXEHmZEREEI Workspace Hub,

B A ie) Kz PR

7£1%#&5 Citrix Ready Workspace Hub ##ZIR—mM£ 2z, Citrix Casting RiEEtER,
MRHMWL R, Workspace Hub i&& L eI IEIR 2o
R RE, B5h Citrix Ready Workspace M AREFEHNERESRNIGZ K,
T BERT, TEREDERIMEENTERS,
BEENETREREEATLN, RERNSIEHSBRMAEE, flil, BEIMXRLETK. REARR
ET,
6. ERERF2IEE, MRIETT Citrix Workspace R AREFHIEELTHE. ERIARRS, WEERNS
BREEIR,
7. AL PIREBRNRIE,
8. Citrix Casting ZIFHRAFREIPEN 1920 x 1440,
9. Citrix Casting %z#§ Citrix Ready Workspace Hub iz 2.40.3839 E SR, FHARAH Workspace
Hub BI8ET A R4 NS NS BUH IR ST HE IR,
10. &ATF Windows #J Citrix Workspace AR (MABIERE) FZHIHINEE,
11. 7 Windows 10 Build 1607 &, aJgETXIEME MM TI EEA Citrix Casting,

ok wpn =

B % Citrix Ready Workspace Hub #yi¥4i{z 8, &% Citrix Virtual Apps and Desktops xx#4s#9 Citrix
Ready Workspace Hub #B43.

E5 USB REEEM

USB 2.1 XE@hRAzHr USB E5REHS, BIZ N FiREBIRFE— USB BAHZSMER, ERERAENE
BIEHIMAZR&ERE, HPE—#E0OS 00-ff BFMRE M FigE. XE5NEMMIARR USB i&&RHEHI USB
BECRLUATERER USB 43R,

AUREREFPRER EAMNESRER LA ENENFNUTIRE:
« BMEAUSBigE, &
« —HRTNFIRE (FDIRE)
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BAEEE USBig&EN, BEMEEEWNHEARAIH, XRKELESHES ENMENARFERMERSE, SENKN
HDX izf2&3aFrER Citrix Workspace & F i,

NFHEMTEITH, BERERHZTIMREM HID 238 USB BNIRE. MRBMREEAER USB @E#174#
£, ZRERFEEIMEN HDX TINEEHITEER, B2, BIMALH HDX FIMEBLETINE, ATUKRRE
58, X5EAENKEMEIEFBIER USB iImiBERLENEMRE. XZE A USB BN E %,
AARBENIEITREETRACESENMENAMERENESREN IO, BHEIIRTXER-, ¥R
TENESKREN, AR LAGRENBRITBEER/LTELE, ATERAENNARERF TR

EfpRXERE, Citrix BIWEIRDEGIRE, HENERERER USB EENFED. XFTHERAMFIRERH

B S EMNARFER, SiERMEMAL HDX &3 Citrix Workspace A2, FBINAYFEFRENIZE
BAIZESEHEZESEER.

REHN

55 USB i&&—#, TRBPIZEMNISEMNEES EMEA G Citrix Workspace MABREFREBREEATR .
MEAiI&E, Citrix Workspace [ FFEF X AR N R E 72 4F P LEMRLE USB i& & 4% & 2iniE s,

SINEHBEXRT (R, EESHIES). BS (1) Wk5HS USB FRAFNEIMEELRENB RS MR
DA, XETESHNETET USB igEARMRBSEY USB K& MR Tz,

REMVNZESFMNE—THHAN, £ # FHZEEUEIR. MNE LM THITRE (RREREFER). LAS
REWFIEOALEEE—FAN, EFABEIREFEOANEEANIGR 2B,

iR

"ALLOW: vid=046D pid=0102 # Allow a specific device by vid/pid’

"ALLOW: vid=0505 class=03 subclass=01 # Allow any pid for vendor 0505 w
/subclass=01"

"DENY: vid=0850 pid=040C # deny a specific device (incl all child
devices)’

"DENY: class=03 subclass=01 prot=01 # deny any device that matches all
filters®

"CONNECT: vid=0911 pid=0C1C # Allow and auto-connect a specific device’

"ALLOW: vid=0286 pid=0101 split=01 # Split this device and allow all
interfaces’

ALLOW: vid=1050 pid=0407 split=01 intf=00,01 # Split and allow only 2
interfaces’

*CONNECT: vid=1050 pid=0407 split=01 intf=02 # Split and auto-connect
interface 2°

"DENY: vid=1050 pid=0407 split=1 intf=03 # Prevent interface 03 from
being remoted’

AT LA A MR S HOE AN S A 2B B AYIR &
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LIRS A

vid=xxxx USB & &M ID (Par+7#HlEs)

pid=xxxx USB i&&/™& ID (mfi+7<#le3)

rel=xxxx USB i&#&hR4s ID (E{I+7<i#HLEE)

class=xx USB ig&£7IMREE (FRL+-7#HI1XED)

subclass=xx USB ig&FEMREE (A7)

prot=xx USB & & M (Ff+7smREE)

split=1 (3t split=0) EERERD (HTFD) NERRKRE

intf=xx[,xx,xx,...] EEESKRENREFZEOSE (LLES AR
#HEREETIR)

AN SEORER AN AN USB &%, MRKIEETAEH, MUETERGZSHNEAERNIES,
USB Implementors Forum 4R BEX I, FEMBE ERBAMNETIR, USB-IF FR4ipE it 1D
HFIR, AT EEE Windows & BEEESHhgEFERH UsbTreeView SR BT ANBHFTIRENHNE. &R, RE
A 1D,
LEEN, REEIMSBGERT USB £E815&E, IRNSHAEE GRBLIEARDIEERAERFARNERIE
B,
o Split=1 RIRHITHE FRENFMHEFZROERIRDIREE K.
o Split=0 KRR ZFRDEEILE
AR
WNRZBE split 28, MREMERE Split=0,
intf BEERBIFHRIENBREINE S18ENNEFED. MR, ZIREENAIESRENFEEO,
ERFERAAE=MEONE S USB ENIGE:
o %00 - BMBRHFIESR
« #03-HID Hig{/iHR (FENFHZIRA)
« 0O 5 - BB/FEHEO
ENAE TR IG &R 64E

"CONNECT: vid=047F pid=C039 split=1 intf=03 # Allow and auto-connect
HID device’

"DENY: vid=047F pid=C039 split=1 ntf=00 # Deny audio end points’

“ALLOW: vid=047F pid=C039 split=1 intf=05 # Allow mgmt intf but don’
t auto-connect’
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BRIg &N RS :

iBEAT Windows B9 Citrix Workspace M AREFEIE—ABGAIREHN, LN it EREREENLEE, F1i
HEREFAEBIIMNIZELET,

AILATE LU T 2GR PIOE AT RN E RN

o HKEY_LOCAL_MACHINE\Software\Citrix\ICA Client\GenericUSB (32 i Windows) &§
e HKEY_LOCAL_MACHINE\Software\WOwW6432Node\Citrix\ICA Client\GenericUSB (64
il Windows), 7£%&:4 DeviceRules HZ =/ HEET,

B2, EEATF Windows & Citrix Workspace M R1EFH, BILIFZA USB i& &N SREERE 2 X L BIAFN,

EERT Windows B9 Citrix Workspace M ABiEF B AR EMNIEERE, EHRTUTERE:

1. @dis1T gpedit.msc 77 Citrix Workspace Bz 124 SR IEIT R BIRIER

2. TRAPEBETN AT, RESERIR > Citrix A > Citrix Workspace > imigiEEE Finig& > &M USB iz
EEE

3. % USB & &N 5REL,

4. EEBERA.

5. 72 USB iR &EMNIXALES, HME (HEEHFE) EHMEM USB igEMN,

6. BRENBMHE.

Citrix BiVEE IR IR R B R P IRMHREAMN, 757E R ERIREANH BN LR ERFEEXITH.

i USB 18

ERERIER, 759 USB i&&7E Desktop Viewer iyig& T2 . tboh, ERILIMEIRT > 8 &HPEFKS USB
R’

s Pad

Ctrl+Alt+Del Preferences Jevices Full-screen Disconnect Shortcuts

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320
Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

Audio Device

Manage Devices

AR

CONNECT x#EFniFEmNER USB k&, BE, MRFDES USB kELUBTEA USB EX@IYARER
CONNECT x#F, MHAM Desktop Viewer st OFahiFizig & LUEZA TS,

ENARFRIEP, 759 USB & B REEERLH,
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Citrix C tion Cent -
@ Citrix Connection Center > Styles
Connections Session
E‘Sj Active Disconnect
E-{E) FTLPA77M30S008
™ Adobe Acrobat Reader DC - \\Remott Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid1384 Pid0017)
| Plantronics PIarNonics Blackwire 320 3 | HID Device
Logitech USB Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) »
Application Manage Devices
< > Teminate

1 Server used, 1 Remote Applications

Close

BEIERED, FRITUTERE:

iEATF Windows 89 Citrix Workspace AR 2109 5| A\89 CONNECT XBF A FBmMEEMR USB i&&. 1
REBRAFREHEENROEEPENERE, CONNECT AMATLIE R ALLOW L,

1.

2.

6.

@idia1T gpedit.msc 77 Citrix Workspace B B2 FF A RIS R EIEIRR,
ERPEET ST, BEEEER > Citrix £ > Citrix Workspace > iZi2iEEE P g% > EH USB it
&,

#e#E USB g &N SRR,

ERE B M.

£ USB ig&MNIAES, FINEBEshiEZR USB ig&.

fin, CONNECT: vid=04T7F pid=C039 split=01 intf=00,03 - #iF#F5 8 &i1&& UKIED 00 #1 03 #EOM
BEh&ERE, HRFIZIRENEMED,

BN M E RTF I ERRS,

Bk USB &% B ahiE B k.

Citrix Workspace M BEFIRIEN LS EARILENE SN B sEET CONNECT #ERIEH USB i&#&. aTTE
Desktop Viewer T 2 EXEER, M TFEFT.
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=y Ty

Home Cirl+ Alt+Del Preferences Full-screen o . Keyboard

-1" Citrx Workspace - Preferences

File Access Connections Monitor Layout

Microphones and webcams

Sesmion Settings Global Setings

I} Connect automatically Preferred Webcam
() Do not connect Automatic

() Ask me

Digital cameras and scanners Relative Mouse Settings

T) Connect automatically [ use relative mouse

) Do not connect

%) Azk me

eneric USH devices

[[] When a session starts, connect devices autom atically

[[] When a new device is connected while a session is running, connect the device automatically

Cancel

ERRBHH N EEETFIRERL AN EEREREF/EIETFiIER. RAERT, FTEAXERE, MRUM
BohiEiEmA USB k&, IJUENE IR,

siE, BERTLEIEM Citrix Workspace A2 AR R ERERBERNHRIERBZ AP EET, "IUTE
BEIRRIR > Citrix A4 > Citrix Workspace > imi2iE % P ifig & > @A USB mi2iEE T I B A F 588,
MR HRBE S BIARIZ R “BLE USB i&&” M “# USB 1&& 7,

BHIRDIRERINRE:

BIABERT, EBTF Windows i Citrix Workspace R BIEF GRS EI& &N FBAHRIZ A Split=1 HE &% &,
B2, AUERRINEWLIRS A RELEIZEMNFAEER Split=0 7N E 5% &.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.

2. TAFREBETAT, HEBEER > Citrix A% > Citrix Workspace > iZi2iEiEE A g% > @A USB it
i,

3. IR IRE R,

4. ERBEBMA,
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5. B ANAEREFLRE,
AE:

Citrix 2 EAERNIREMNRIRNFTEFRDPFERERIED, MIFEXEFINRENN. HIRESTTRRIR
PF o

PRI

Citrix ZWEREIFD MK BENBED, BRSZE: F£RBA USB EEARZREEEAIENMEE. BEIEM
HERtEE, BEAMILERIENEE,

Bloomberg ##&

Citrix Workspace N A#F 2357 Citrix Virtual Apps and Desktops wiE+ /A Bloomberg %#, FrgrIALt
REI R, AILIEREERT Windows B Citrix Workspace M BiEFEI 3 & R kM &miE23E A Bloomberg
BETHRE,

SinggaEt, Bloomberg SRR EMINGE, BIAFAFIFRINSHIHHEHRITR S,
Bloomberg £ HRNBE— MR shell i9Z4 USB I&&EAM:

o B

o $ES0REER

o BIRE

« ATRAAEXEIREERIRAN USB L

« HID %4, BIIESMRENHE. AeZEMNRAKSE

BT XEIRENENIEESN, BMRERIFFELRRE. BET4MEE LED,

WMEERENREFN USB 18, AREIEFERLTAE. LEERAIEEMKENRIETA, ERMEIEES
MEMSMIRE. i, TRIMERES—IRE—ERA, FEESIRIEZEHE,

FEIWER Bloomberg BE#ITE MR, ZRENERRIEFER A REMER,
it = Bloomberg 5% 5:

KR E Bloomberg #RHEMEN, BEBT Windows B Citrix Workspace RZ#ER 2109 &2, 3IAT—1
#7189 CONNECT x#F, UATERIERMISEmNI BanElE USB 188, HAFHE USB & siE0Bmi&EE
BY, "TLAfEA CONNECT xF&Ei#. ALLOW x#=F. LUTRGIER CONNECT XBE*F.

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BEF A KRS R EEER.

2. HFAPBRET AT, HEEEER > Citrix £ > Citrix Workspace > izi2EEE A g% > @A USB it
2k,

3. EFRDIZEEE,

4. EERERMA.
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5. 72 USB i@ &MNXAIEH, FIMUATMA (IRFHFE)o
CONNECT: vid=1188 pid=A101 ## Bloomberg 5 Biometric module

DENY: vid=1188 pid=A001 split=01 intf=00 ## Bloomberg 5 Primary keyboard

CONNECT: vid=1188 pid=A001 split=01 intf=01 ## Bloomberg 5 Keyboard HID

DENY: vid=1188 pid=A301 split=01 intf=02 ## Bloomberg 5 Keyboard Audio
Channel

CONNECT: vid=1188 pid=A301 split=01 intf=00,01 ## Bloomberg 5 Keyboard
Audio HID

6. BENAMEERFILREE,

7. FEETEOR, ERERATF, AREMETSERREERN—NHRITEEE, HENENAIMEEL
BEsE BRI,

i3 #24E Bloomberg %4 5 AIEER, XESBEHRKRE DENY SNsEH FR|NSMEERELEBA USB EE
M, Meddiir@EEH#TEER. CONNECT MUAFEIEEMESIER. #E AR HRIRE UL S BEHE
KEVIZ R,

it Z Bloomberg 5% 4 % 3:
IJ\Il:,\

AMRFEFLHLSBERE, JRFBEENREBRERA. Citrix TEHRIEEIMRFEREAFLYSEE
HRVIR] RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA], BSBHITED.

1. EEMRPIRE T MR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB
2. ITUUTREZ—!

o EFHAILLINEE, XFFHREHN DWORD. &#54 EnableBloombergHID 1958, EBEIREN L.
o EXRAILLINRE, BBEIREN O,

iEATF Windows MIBEHIEM 11.2 RiG4hRA 1Rt Bloomberg ## 3 ZH5.
Bloomberg %## 4 3HEATF Windows Receiver 4.8 RE=ARs,
HmERSEREA Bloomberg #E& %1

o EREHRNIEGHHREEAT X Bloomberg #2125, &% Desktop Viewer dnfaikeE Bloomberg §#
%%, MRKMEM Desktop Viewer, BILIEEITHNEMIITEN LI0E MR,

« MRKBAX Bloomberg ##&1%#F, Desktop Viewer i Emx:

- WAMT Bloomberg %## 3 1i%%, £/ Bloomberg Fingerprint Scanner (Bloomberg 5
LAY 71 Bloomberg Keyboard Audio (Bloomberg #&35457).
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- —PMERBEETRAMNIEEET Bloomberg ##& 4, 1bi%% £/~ Bloomberg LP Keyboard 2013
(Bloomberg LP $## 2013),

« MRBAT Bloomberg &M 1F, Desktop Viewer FRETRFAMEE. EF—IMS5UR—HETRA
Bloomberg Fingerprint Scanner (Bloomberg $58i43#1%), 5—127% Bloomberg Keyboard
Features (Bloomberg 5#&108E),

« MEKXRL% Bloomberg 5T WILLE I IZRF, Bloomberg 15413 & B ATRER = 7E Desktop
Viewer 2R, MR/ ZFKE, Bloomberg is AN AIRE R EZHITEER, BMAUKRERAT
Bloomberg & 150 E M Bloomberg i&&1IE 5,

o ERILEEFMERFNE, LRIACEBRET X!
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICAClient\GenericUSB\EnableBloombergHID

MEREREERERN O (T), NWFREB* Bloomberg SBRMEZ ., MREH 1, WIEEAZR.
/2F Bloomberg ###&%%:

=z

AR

Citrix Receiver for Windows 4.8 &3¢ SplitDevices HIINTHNEFEENZIF, BE, HAN
Bloomberg %24 4 £/ Bloomberg SR ThAER A E L EREL,

5t Bloomberg M2 FHEHNERL USB REEERFIRENS R, RMINBERTRBALZR.
o ERREMEBARE, BETEm<{THR ENABLE_HID_REDIRECTION EMavEiEE  TRUE, .

CitrixOnlinePluginFull.exe /silent
ADDLOCAL="ICA_CLIENT,PN_AGENT,SSON,USB"
ENABLE_SSON="no"INSTALLDIR="c:\test"

ENABLE_DYNAMIC_CLIENT_NAME="Yes"
DEFAULT_NDSCONTEXT="Contextl,Context2"
SERVER_LOCATION="http://testserver.net" ENABLE_HID_REDIRECTION="TRUE"

o BERERNEGEBAXRE, BRESTRIEGNRZESRH Windows ExR:

1. 377 “EMREER

2. SMEILUTEMRD:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. @1R{E EnableBloombergHID =7, E#TEM, LUEERKIER Lo

4. MRE EnableBloombergHID ~#F7%, #&6IZ—1 %% EnableBloombergHID # DWORD {&, #
RIESUE Lo

2 /M5t Bloomberg #2115
Bl LRI T AR EB NG R 2 A% Bloomberg &R 5:
1. EETBNEGFRGNRAPIT M REES,
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2. SMEILUTFEMRI:
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB

3. 3NR{E EnableBloombergHID =7£, E#1TER, UEEEIERO ().

R{E EnableBloombergHID F7#1E, MiET~KEMA% Bloomberg #&1%H. ELEERT, FRE
EEMEMRE,

ERBRAXFENER TEA Bloomberg 524 :
o AIUTEBXHIE S RARE A Bloomberg BEXFHNIER TERRE, B, TEESMRIEZEHZEZHINEE,
H B TR I8 B F MR M4E 5 B M AYIR) R,
+ Bloomberg B2 Z@EZBNAIAARNSEAEMBRIER, FRERITEMTHIZE,

o« W7 Bloomberg BRFIMEEEEMEIRIER, 7 ReEA LA Bloomberg 125, R EFEAHR Desktop
Viewer, M ER USB i&&MHIEHBFAILEEH, HEH Bloomberg #&E5MGHT Bloomberg £
g &EET.

o BIRIEEETEME Bloomberg 188311, 7 REEMIESURINEE. MBREARMREIEZLURINEMIREHIE
FF, REBREETUTARS:

- MRBENIEHILE N BhERLE, HE
- UATRPERRTERLS.
s, MRERIRIFZFIEER Bloomberg 8%, HEREAMTEIELSURIBIREDIZRF, BLURMBER
287, HEAREPTEER.
AR
3tF Bloomberg 3, ENRIFH ARG UERIESORENES, HELEZHE, 21 Bloomberg 4 #17E%E
Mo
BERZFEMH Bloomberg $##:

o MREBRNIEHFHEAT X Bloomberg BRI R, BREBESIREPRZLTHBRIE. BERBIE

$irR IR R AR SRR AV IRl

« B Bloomberg #&£M & FEMEIEEE R Bloomberg #2EMigE. MEXARE—IHIEE. NRE
fEARE Desktop Viewer, Lti&&#i74 “Bloomberg Keyboard Features” (Bloomberg $g#&1h8E). &
EmLigE A AXTERELZ A Bloomberg i,

B H Bloomberg #& % # X% Mm% A Bloomberg 12BN FMigE, EAfASERBNESOENENHFRNERE
Bz #EEd R,

DPI 4&1&
Citrix Workspace [ F12F R FFRIFRAIERIRIE D P,
AILERIEF N AE DPI, EUEIEERUARTRARTS. XRTFRIEFRBEEMEEREN DR,
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AILAER T ERECE DPI 4854

1. AR (GPO) BEMER (SHENRE)
2. BREET (BAFEE)

PR

« BEMERATLLINEE, tb7E Desktop Viewer R EIZ IR &R,
o ERIED, HEEN DPIREHENRDN, SEEBANKNITESTEH, BRSGE: BBXIEFOHK.

EfE/ GPO BIEEREE DPI 4818, EHRITIUTIRE:
1. &idiz1T gpedit.msc $T7F Citrix Workspace R RIZF A SRS R E RN,
2. EHENEETAT, BRESERIR > Citrix 41 > Citrix Workspace > DPI,
3. %S DPI &R,

& High DPI O ®

=] High DPI

{7) Not Configured Comment:
(® Enabled

() Disabled

Supported on: | Al Citrix Workspace supported platforms

Opticns: Help:

Scale the sessicn for high resclution? Use this policy to manage session scaling.

Mo, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
with the flexibility for the session to change according to the DPI

Mo, use the native resolution R ) . .
applied in the multi monitor session.

Ves

Enabling the policy provides two options
1. ¥es - Scale the =ession
2. Mo - Use the native resolution

The pelicy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

s || ey

4. EELTERZ—:

a) 2 - BT ERIEFRNAS DPL,
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b) &, ERANSHE - RRHBERARBIYE,
5. BEHENBMHE,
6. EMLITH, BT gpupdate /force iU AFRMIER,
EFEAERAF REEE DPI 5, EHRITUTERE:

AR

AL pe BN X AvE AT Windows B9 Citrix Workspace R B Bfrhig i Eia “SReEEm”
®, BXRFMMER, BSRA‘BAEIEN K.

1. ABF@EAXiEgse Citrix Workspace [ HEF EliF.
2. ERSREETHEE DPIRE,

kBT 2R DPI & EXHIEE,
(@ Citrix Workspace x

Scale the session for high resolution?

(@ Yes

i) Mo, use the native resolution

() Let the operating system scale the resolution

l " Relaunch the session for the changes to take effect.

Save Cancel

3. EEUT®EIZ—:

a) 2 - IBTERIEFEAS DPl,

b) &, FERAZXNSYEE - 1577 Workspace MAEF#N VDA £ DPI H3#TM A,

c) Let the operating system scale the resolution (AIFRERFBRDYEER) - BIAERT, LER
RFiEFRE, X#¥, B Windows 12 DPI 4878, LHETUEEERE = DPI” SKERIG BN “BA”,

4. BHRE
5. E#Esn Citrix Workspace [ B2 SiE UERR A S SE K.
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DPI 48780455

Citrix Workspace R ABREFHEE=1A8eH DPI BHILE - BN, AERIRERSBR. FRIKENBHIWTER
o

)i

FEHGEETE VDA L BH A MEN AR ERERFHBREM, BEHIGETIFES DPI 178, IEBWHTF UIES
“Yes” () =t GPO REZHIGEHN “BEA” W “= DPI” 188, iEEzIH VDA B, IigEHERTES DPIi3
5. XREBTEIEFNE—AR. BHRAESSHEGIER, LEHEXA. EE2IRAR VDA (6.5, BB AERIBRR
Ef) B, MEERTREIRE., AMNAEFAE. RTOP URERAREEMMNEMIGH A IFSEKR. RIEI&IT, T4ENA
EEEERER TEE RS ZEBEE, R ERNSER.

EiEEZIFHR VDA B Windows 10 EMBAFERLIEE, ZIREXHES DPl, BEASXMRESSB/FR=EE@MEM
=AU

RIER:

FEBIRERESEPREMEETRNTEDO R, XENWRREIFER, JESSBNAEFMIKERIIXAE
EREERB/), WEEXWNTF UIIRE “No” (F) M GPO FigERN “BRBA” 1 “& DPI” #iE, ILIREFRRSHH
FHERMEIMRMEIER, EREEZSEXANEREERR). ERIKERIEN, AJLUE VDA FigE DPI, LIS
FRERNER. bR (E7E RDS KRENELNAREF LXEHNT. BRLRESSHSERETESHNIMER, NMEJEERMm
ARS3BRMEREA BT B 1.

NTFREREEGREARZREMRSHSZFNRERIE, BIERRIKE, WAIUERR AT EXANERBR)EIE
ST ER.

BRIERFHEMN:

BERARERRINEGE, HEXNNT Ul I&E “Let the operating system scale the resolution” (fRiFIZIER S
BRDYE) . EXMIERT, “B DPI” RESBIZE R “BEA”. X#¥, Windows RIERFAF AT ULIERIERN DPI 45
o VDA MIDRZET DPI#1T4HEKN, ASSBOMXRLEFIREENOIUEE/), IRBFEERTRERSE
R21&, FHEEEET 6.5 VDA REREHER IBRERM VDA RREM. LAEFRZIFES DPI - FiE B RasEisnma
BEER DPI, ENRIEREIER. FHOIERSREGRER, TEHEXA, £ Windows 10 ##ERFH, HAnA/IE
ATHEH A,

sHF Windows 7 i LR 3iEiETIIHMR VDA MAR, BIERLIIZE. NREHRS DPI, wAIL7E Windows
10 EEALIRE,

EMNETHE

HINREAFEEX ERTRERENEMETRSENE, AECERE LERENERPHEERE/LFFEINZE/\NERES.
BJLA7E Desktop Viewer AR REBFHFETFHREEINE REE. EEINERER, ERIULHIKELRNEFLIU
REBIRAZ T ENETSR. REZPHETIIWRNIEEBE D LLRIRRESR.

A ARG AT DPI 48k DPI Ligm IS Resit B DPl. MAEMNERSRMER, BRAREX NHEMEESE,
IEENERT2RF. RERSRERE, FEFEMEMNELAHHNAEER. KEEERTSIEFHEITHMER

SiER,
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WA EENERES (IME)
AR
WMREEANZE Windows 10 2004 FrigER S, NWEXTERMER IME IHEERN TTRER BRI R LT RAIRL, XLEE]
TRE=ARFEMRN, BXFHEE, ESH Microsoft THXE,
FERAGSTAEREBAEFin IME:
- EEA@EAEF I IME, &M Citrix Workspace MBEEFRENXMHF* C: \Program Files (x86)\

Citrix\ICA ClientiEfTwfica32.exe /localime:on®%,

@ Citrix Workspace x

Enabled.

IME on the client side will be used in the terminal session.

« BEEHBAEF I IME, iEM Citrix Workspace MREFLREX X C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off @<,

@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

AR
AILEAGSITHX wfica32.exe /localime:on BFERAEF I IME EEZGREREY.

- EEXA@EAEF I IME, &M Citrix Workspace BEEFLZEXMH¥* C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localgenericime:off <%, S AEMERS

BRZ’E,

@ Citrix Workspace x

Generic IME is disabled.
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MRFEHAGSTEOZATEREFH IME, MALL@SEiTwfica32.exe /localgenericime:on &i$HE
N=)ERERL N

@ Citrix Workspace et

Generic IME is enabled.

iR

Citrix Workspace M FRf2F1E LR AL FH#RIEE, ATLUETT wfica32.exe /localgenericime:on @
SREABEAZDE. B2, BEGBRAFILENRILRSTIIRAX, MRBBHRFEFIREAX, VIRKFEA
BAE RS IME,

ERERRF REEEEAEF % IME:
BAZFR IME F2 VDA 7.13 SiEShRS
AILEEEARERRERS KEREREF W IME 18, BXFHAER, BERAREHRREY,

Citrix Workspace R F#2F A VISR B R RIS ERBAZ i IME, ATLUURBENERMERERMIXLERDR
TR,

1. A H@EMXiEgsH Citrix Workspace [ BEF B HERERE D .
2. EEFERmA A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

Selecting this option consumes less bandwidth with optimum performancs

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME &3

1. BAMRSEE IME - 2R 4 IME B ReEERERSSE LIRENIES.

2. B IME RENSMHRERTN - EFRERRIER TMERZM IME, HETR 2R RIEE O IhEE.

3. ¥&tt IME RBEAREFREER - EXMKEAFARHNERTEAZM IME, hEBSAEHRE. RIABER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =i%,

fEREMRRIES B BAREE:

BRTEAZF IME B, sILGEA Shift+F4 AEEERREN IME &, IME EXHNFERERESENEG LAET.
BIAMERT, BAZFIE IME WREBLTFERARS.

EEMERFEEEDR, S M3 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

%#% AllowHotKey H#EE2INMEEHR 1,
B LUER Shift+F4 HRRESIEREEFERE IME &K,
EAXLERBASHITIRE, IMEEXHFRENSHIMAESIENEG LM
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Local IME Off

High IME Performance

Best IME Experience

PR

« BAZEF IME A% Search Ul % UWP (&M Windows F&) AR LUK Windows 10 B2{ERSR

Edge X188, AR E: BNERRS S IME,

o BAEF IME £ FFPERH Internet Explorer 11 ARE X, @AA%: ALUER Internet i

BRIFRIN. Ak, FREREHBUEETERRIPEI

H.265 14w

Citrix Workspace R #2215 A H.265 MSH4RARIS B2 3 1 TIn IR E A AN SRRV EE M IR, EMILTHAES &8, WINTE
VDA # Citrix Workspace R AR X R AILINEE, MRiHR LR GPU R4 A DXVA #O##1T H.265 f#

5, “EAY H265 ARED” AR BISH/RH, SIEREIREIEMA H.264 MITAREES.
MR

1. VDA 7.16 XE=RA,
2. 7£ VDA LB Rst*t 3D B TIEE M L3RRS,
3. 7£ VDA R PRERISNYR AR 23 BURE (1 4RET SRR,

=

AR
1 NVIDIA GPU %#F H.265 4&E,
FiEHTF Windows 89 Citrix Workspace MREFH, IINRERGAIEBENEZMA,
£ Citrix HAXEITR (GPO) BEIEIRIF Citrix Workspace N EBEFEE HER H.265 AR

@idia1T gpedit.msc 77 Citrix Workspace 5 BiEFF4H RIS R EIRIER
EHENRET AT, RESEER > Citrix Workspace > B &I,
TEEFH H265 #7358,

EEERH.

BN AMBE,

ok wn =

fEREMKRRIESSACE H.265 MSN4RED:
£ 32 (HRIFRL LRMAERNEF/E A H.265 M54RS -
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1. 71 “Bf7” a2 HEMA regedit BahiEMERFHIEDRS.
2. & f1 8/ HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,
3. 8JE—% % EnableH265 19 DWORD ##H5iZBMEIREN 1.
£ 64 (IRERF LRMNFAIME RS A H.265 F5T43 :
1. £ “iB17” Sn S fER regedit BahiEMRREIERS.
2. Mm% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. fE—1% 57 EnableH265 & DWORD #H & i%BaEIREN 1.
EMEmh=IEUEERER,
AR
o WNREEATF Windows 89 Citrix Workspace R RIZFA RN R EIEERDZR T B EF RS,
EfZHY H265 fRRISEIRISER WA, H B ZsEREER.
« z1T HDX Monitor 3.x TRAUMERTERIEFTEMA T H.265 {4588, Bx HDX Monitor 3.x T
BFEER, BESRMIRALE CTX135817,

BEMBIMEEE
RERR
AR
o] AR L@ AN XK Citrix Workspace R A2 ERRIRENSIHE D “BREXM” K, BXEAES,
BESRBREER Ko
BERBESATFEEEFIREE LNERBEEGRZER. RIAMERT, LWINELTFEARS. BEHRREEDINEE
AFEFIHERSGRBES R Virtual Apps and Desktops =i&.
2 GPO ERRIRACEREMBAEYL, HHITUTIRME:
AR
GPO BELEMILSELR ST StoreFront #1 GUI EB&.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER,

2. HIHENRESAFEET ST, BREEEER > KHEEER (ADM) > Citrix A% > Citrix Workspace
> P {538,

3. EEFRRICE R,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBRHERUTERZ —:
o ATHSEAL - NTHIRER, EERHE. BEXAFFAHREFREN, BENSBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME.
AMETUER RGBS TE M HED,
s REBERRTEL - M THERBERIERL TRz —!
- REP—RK - [ERHN - ERERSEEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. WBRIKIERRHR Citrix Workspace AR ER, EESREED > BEMESE.

LB B R FIE S = IHEE,
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@ Keyboard and Language bar >

Keyboard Language bar

Do you want to use the local keyboard
layout?

The local keyboard layout might be different from the layout configured on
the server.

() Yes.

(®) Mo, use the server keyboard layout.

Save Cancel

2. EFUTERZ—:

o (NEF—RK - ZIERTHIY - ERNERIERHM VDA BF REHRF/ —Xo
o AFMSEY - EREREPERT FF IHRRNERERRESREY 2 VDA
s FEY - EREFIREARS S LEENRERR.

3. BEH R
EHH CLIRERERARY, BFRITUTIRE:
MERTF Windows 89 Citrix Workspace M BRFREXHFFPIEITU TR,

BEBEMNRT, Citrix Workspace M A2 RE XA F C:\Program files (x86)\Citrix\ICA
Client,

« BEMA: wfica32:exe /localime:on

o XM wfica32:exe /localime:off

FEREFIHEETEETRRERE i IME GENZERESR). MREAHIE. PXFFHETENBEFRETERRSS
IME, MpFu@iEREsHizTwiica32:exe /localime:of f REARXFHBEHRRED, AP EEIT—
PMIEN, SIEBERAEERS S RENRERR.

B, VIREFSRREGREEDSIEPREER, ERRILR, M Citrix Workspace AR IHHENER.
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7 Windows VDA LB RERES
EE:
L2 ERTF Windows Server 2016 REShrZ, £ Windows Server 2012 R2 XERhrAd, ZRAE
N EREZRETS I,

1. BEEMRFEERHSMEI HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
2. 62 DWORD %H DisableKeyboardSync FHEIREN 0,

1 ZRREAGRRED N6,
3. ENMBhRIEUFEEREK.

£ VDA #0 Citrix Workspace N AfEF L EARERHRE, RBERFBIEHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEORTRIEREREEERIE P HRERR.

7z Linux VDA LEBRERS
BHEmSRRAFHEBETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-d "0x00000001"

EiEzh VDA LUEE AR
BX Linux VDA tVREHBESIEENFMRES, BEEDSEERBRD.
fRiEE S BB RN IEE

B RERREBNMNEE, ERUTRIESSEERERTR. RETRRANZTERD A ETM. BE
BAIXIEESS, TEFT—RINEAEFGRARNS LS R HIARERNFFEN.

foe el =
El=]

AMRFEFLHLSHTEND, ARFEEMTRRERR, Citrix TEHRIEEEMRFESREA T LS
AR RRE RIS LUR, EREMRFIESTEIENIG, EREIMERZE, BSLHITED,

EREM R IR R R BB IEE:

B RmiEERHSAME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
# %75 HideNotificationWindow 82— FRF B EF MR,

¥ DWORD {Ei&E&H 1.

BEHHE.

ERERSIEUEERES,

ok w e

PR
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o BERRANSIR (BIMN, ERPBEEINNHAEFER > UEERSHIET) BITNZENARFLTE5EFIHRE
BHEBREY. R E FHEKRRSHN (VDA) LHREHRFEHELA UAC,

s MRAPREFRK ENRERRHELANRS B LAZHINGR, ATR2RE, REAREFERBEIINGE - TX
RPN EHREBRANBENR 2D, BEMERZHEREATIE, FHEHEABMERSE.

« 72 RDP &i&, TAMEA Alt + Shift RS XNERRERR. RAZE: EH RDP KIEPRIES RGBSR
G

BEE
BELETRETNERBAES. RABRT, BSEESERET.
AR
ItbIhEeE VDA 7.17 REBSRA LIZTHRIEFRR A,
£/ GPO BEERIRACEIES 1
BEEETNARFRIEPNERBNIES.

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
2. EHENBEEIAFBEET AT, REEEER > £HEEER (ADM) > Citrix 41F > Citrix Workspace
> AP F%,
3. FET RS,
4. ERBEAMERUTERZ—:
¢ B -IBRENAEFRIERETESE.
, REESE - BTN ENAEFRIEFREIESE
5. BHNAMAE.

ERETRFRELEEESE
1. AEEF@EmxiEgsn Citrix Workspace B BiEF B H &R S & E %,
2. EERREEMESI=,
3. ERBEFIEETFR,

4, FEEYUTENZ—:

a) B-IETnEREPERESE,
b) &, REESE - BRESIERREES
5. BERE
REEF AL,
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@

Keyboard | Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session.

(®) Yes.

() Mo, hide the language bar.

Save Cancel

AR
o AUEESSIERERILE,
o MIRNEFE—MRANES, ZEESERFESEPET.
T “HREIRN RPREIES ISR
AILER MRS A ERIRPIREE S 2Em+R,

1. BEarEtREES.
2. SA13 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. 6J#E— " DWORD {&3# ToggleOffLanguageBarFeature, HEHIgEHN 1 U “BREER KPR
“GEEE” E,

USB = #F

USB s ErEiEiEz Citrix Virtual Apps and Desktops BY 5 & &1 USB i§&#T3H, aJLiE USBi&
EEANHITEN, ZAEZEERSTBEEREZHENEH. TR TEREEN USB & aiENFRER. SiEBiE.
PDA. #TED#. &N MP3 #mM2s. RLIGEMFRITEN. Desktop Viewer B AT LA T =R EETIE
FIRF AT LUE Citrix Virtual Apps and Desktops Ef#/A USB i&#&.
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fEEBIAYRIEIR /@R LAN IRIE 245 USB &% (FIINMEREGN. £RX. HEBNEN) PHENSSINEE, Xi¥
—3k, XEGFEEAIEN Microsoft Office Communicator #1 Skype H @ #1732 H,

Citrix Virtual Apps and Desktops £iEE 15 FHIRRMIEE, FLAMER USB

. B

o AR

o BEEFR
PI¥%EA USB &% (g, Bloomberg & 3-D Bi5) ERERNGER USB %1%, HXEE Bloomberg #BEHE
B, E5iH
fd& Bloomberg 2,

BXHEMER USB REEERKMANNES, BSRMIRPOXE
CTX122615,

ZUNBERT, FXBRLEAAR USB i&&@id Citrix Virtual Apps and Desktops #1Tmi2iEiE, 0, AFAAE
BEEAE USB EZIRAFARMMEIZOFE, RESWXMEEHITRIEEE. BIAMBERT, X% Citrix Virtual
Apps and Desktops &iEHEALTHEEM USB i&&:

o IEPFiEECER

o ERPIMLEOF
« USB &428

« USB Bz &Fcas

EEFISE 4SRN USB 8RB FIni2EE, BE4SREATTEAREEE,
ZUNERT, AHIFETHI2EM USB i&& AT Citrix Virtual Apps i&:

o IEPFiEECER

o EMPIMKEOF
« USB &428

« USB EIfz&Hces
o BIRE

s RBEHFMHRE
USB Sz TIEA:

BN USB igE/E, RARRIE USB RMEEZIREHITIRE, MRAW, NESKETEERIEMKE. WRFIA
REGIELERILILE, NRREAMIEHER,

BF#EAUSBig&EN, smAFETEMN, SMAFRRINEE, AREISAEERENIIRPIEFIEE, AR
ERHLE USB g &inigE iz f B INSE, &, AP EUERE USB X%, UEERKIEZAN/HKEREEANFIE
USB k& # 4 B ohiziEZEIR AR E IR .
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RBEFERE

% USB 5350, migipima bUmiT & F ISR ahSsReTsRaRTl, B LGESIEAF Windows B9 Citrix Workspace iz
PR ERLBEEE S HEE > BPREH R REBRDENS, XOERTFASREMEE. LALEES,
FRBREY, FFISE LN SRS EEMAE NIRRT, XL TN AERITE R R
EXHE,

AP B A E IR BRI 2 B E B X FIA0 T

Thag B P ik IR Eh 28 iR gy USB % #¥

L NINEY =) = =

AIECE RIEiARIR = £

AESERE RS & MRAF S EBNKERNT 2R

PREEMF, WA =27

WNREIYEAER USB A1E F IR IREERIRGT RIS, HEREFRZABARBTEFHILE, BELERTF HIENSE
BREDHITEREM, ARAEEEY USB FF#HITEER, MRESEFBZEBNZIRE, WKHELER USB iF#
TEER, ARZAEEREREF IHIERNRRET

RAIANER T AVFERRAT USB 18 & 31
BRI USB SRESMIN A iFEZ M USB iR&E X,

BALTIRFPIIET XL USB g&E, BEPREEXRIBFHEHTHINGEFA BT Citrix Virtual Apps and
Desktops RIFF AT HITIEIZERE. XEXI TR,

o B4 (5HI01) - @ESMMAILE (ERX) . SMAELHILEN MIDI 155128, MXBTIMEZBEFERT
XenDesktop 4 Sk EEMAZIHFHHENESEH. S (F 01) FEAT Citrix Virtual Apps, RRXEEE
£ Citrix Virtual Apps Rl USB st {TinigiE.

FE:
RLeglig# (FI30 VOIP BiE), REHITAINEE, BXEFMES, BHSRMIRFALXE CTX123015,

o YIEBIEOIEE (X5 05) - XEGERMF AKFEORE (HID), ER2@EREM ‘S AASRRE, HE8
BHERBURMT. BEEFENNERBEXNESE.

o BHSEG (£306) - EFHEANMNEREN. HEANBEFHEEGLESE, ZXEREREHMHIY
(PTP) Sl (MTP) SEGEBIITENFEMING, BNETERTARBTEFHiE, HATHE
TEN B SRR ENRERBEERTUERREPE—3%,

o =W

MRBNETARBEFERE, WEREF HIREEERE, MAFE USB 2.
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o FTEDHL (365 07) - BAFLITEMERENFFENN 3 ), BRASIITEVERNHEATELLTF,
ZINEEATENN FIRE R A NMBELBREE GI8E. EXMMERT, TEITRBEERBITEINE, AWIEET
SEAAEME, flM, FHIEEGRLE,

FTENNLBEERE USB ZFMER T A LUEE T
AR

tigE (IFHIREBRMINGENITEIN) FTEHTIINCE, AXIERETIRA, BSRMRALXE
CTX123015,

o RAREEME (3£5108) - RENHABEEMIGEE USB NERmS,; HABREEMHIGSEIE USB INBER
Ixzhag. CD/DVD IEzh2s#l SD/MMC RiEk28. FZENIBEMINENEEHREARSEMEED, QFEE
BIREs. AT, ABEEMH (3£ 08) FiEAT Citrix Virtual Apps, FERixXLEE&EE Citrix Virtual
Apps FAREIfER USB g TinigEE. BMNTFEREE:

01 ZRHNFRE

02 #2849 CD/DVD i&#& (ATAPI/MMC-2)

03 s MR HIEE (QIC-157)

04 sy Ixzhes (UFI)

05 saRI IR A IR =28 (SFF-8070i)

06 K& 2 fERA SCSI WL EFNABEFMHILE

BEERT, ALEIEFIRRESFRFRILRABTEFMILE, Bt USB SZHRHHFRLFEN.

« AAZ2MN (K3 0d) - RAREMREFTUMBRABTRE, BEATRIFFIRBFRNER, HXTEFHMS
RIFEE,

o MM (353 0e) - MUSMER| B A TSRS TR XA KL BV IR &, BISIRSIREN. HEDEMAEN. BRI
Tifgs. RLBEES, Uk—EXFMITRATEEEE.

BE

REHIITRIGEEAE XenDesktop 4 REBMAZIFNENSEEH, REWNEE (GIMNAEEHRNT)
BERIRMEIEEY) REHITMINLE, BXILABHRER, BHSRMIRALXE CTX123015,

o PABETRE K7 0f) - XEGEEFEMNEERSE. OXENE. TR HHRENRIMEETSETAET
Ri2IgE,

o MARFHNHEEEE (X3 fefl ff) - T2 REEAHUFRHENNTKRE USB RARIELBIMIN, XL
ICER BT ARNEEE (K5 ),

BINE R TELEREN USB 188k
#AIA USB SRESMMIELERZ LIT USB 1R& !

« BfEM CDC 1z (3£ 02 # 0a). FRIN USB REEFAVFERXLIRE, RARFHN—MIEJERHASENS
[E=SEgiNPESES
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o AMEFEORE (£03), BasMmANELEE, RENAGRFEEDGE (HID) 81F: BE. 85, B8
B, BERR. FRE8. TS, MHEMESThEE.

F 01 X#Fm “51948NO7 X, sIMHREMBATAER,

BRIABY USB SRERF Ao iFfEA USB 85 (£ 03, 7201, i 1) 3 USB BiF (03, F% 01, i 2),
XERNEMERE USB X, ABIREMNEMthEBHITHANNAE, FEERIENKEZE, BEF
At fERATIEEAXERE,

o USB %428 (3209), USB E&AS|AITRMMIREERT AT EN . TRTEHRXLEIRE,

o ZHEF (K 0b), BEEFIRFHROFFEMABTRFRREMNERLZEFIRRE, UREFTRARNERFEEN
SFB USB <R,

I LUERE R RIZIBE RTINS RE Rk Fa8, MAFE USB X
o TEIEHEE (K e0), HA—Lig&rTaeRMXBIMEAN, SEERXENIMG, MEFRENRT.
AL USB SREBEFVFIERX LIRS, B2, BERKRERRESHEA USB ZHRMILRNIR,

o HAWEIRE (X5 ef, 72 04) - Hh— g aReiR R B IA1E). Bk USB SIS R AP ERXLIRE,
BR, BERHKREFEERHER USB SR HILRINIR,

BT ERER USB iR& IR

Al LA 4 48E AT Windows B9 Citrix Workspace R A2 FF iR X4 R B alnfgiE 2 R may USB & &15E
H, XAFEERAREEINHERT Windows 89 Citrix Workspace #1TE R, ZXHMTFIUTBEREMNHEH:
\C:\Program Files\Citrix\ICA Client\Configuration\en

HE, BEALURES A& LAEMRR, MR T EMRD:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=

B

AMRFEFRERSBERE, JRFEEMRERERA. Citrix TEHRIIEIMRFEREHAFLESEE
BV AES IS LABRR, (EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

PN RE U E S

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name=“DeviceRules”
Value=

BNREF mAAFLI .

Bx USB & HRBIEBRIFAMELE, B2 Citrix Virtual Apps and Desktops x4ty USB 18 & 58S S,
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B E USB =47
AR

o BRAFHLEZRTF Windows B9 Citrix Workspace WRERFE, #AmA# GPO hHNSHNiE
WM. BXAEZAM GPO FFRIMERXHHIFEES, BSRNERKENREEER, MRHTHE, SH
R4 PR ERENEIRE,

o tkIhEENTE Citrix Virtual Apps BR3 88 E/T A

BECE USB SHiRE, BRITUTERME:

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,

EHENRETAT, REBEER > LHBEIEER (ADM) > Citrix 41 > Citrix Workspace > B k14,
ARGk @ ER USB EEailEi.

WEIRE,

R AFME.

WEERABERITH cmd BRF.

BT TH<

N

o oA~ W

gpupdate /force,

vPrefer E5f

EREARRA S, FJLGEETE Citrix Studio i E KEYWORDS:prefer="application” B43kigE VDA EREHN
FRREFRISEE (EANIEHPIA “Af)”) Bt T eRmiiAiER R,

BhiA 4.11 8, ENERHRF (Citrix Workspace NARFEREEHNSIEN VDA RifT) , BIEH LUIEH
Citrix Workspace 22 E5cEn VDA L RENNARFNAMES NREAEMEAEFRY), AEER
Nz AR BFEE KA,

vPrefer 1£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 BSR4 AT,

BN BEFE, Citrix Workspace R RTEF1§i2EY StoreFront AR 88 EEERE FEIEFHER A HRIE vprefer
IRER AR B, Citrix Workspace MATEFE VDA L& Windows jFtRGTEENAEFNRERE, NREE,
M Bz AREFRASEG, BN, BBz ARFHIEELM,

NREBoHNAREFRTEE VDA £, NeBitERAER. BXAEENTE StoreFront LR IEA A EH
=8, 1209 Citrix Virtual Apps and Desktops XX#rRRgIEHI B A& iy = L R AR FAE S 5o

MEARFEE VDA LB AR F M 4 # LI, & 1E Delivery Controller £ £ A PowerShell % Lo-
calLaunchDisabled i& &5 True, BXi#4ES, B2 Citrix Virtual Apps and Desktops 344,

IhEER B FEMRE B eI BIER, MMIRMHEMRSHNAFFL, FUERARIRR (GPO) BEERIE#T
BEE, BAMERT, vPrefer (VEREK SR AT BERS.

AR

BRFARIHRE Citrix Workspace R FAT2RFRY, #Zim7sit GPO iRl &fHaviEiRX . BxmaAt GPO F
AERXABIFAER, BEAARBNREREERR, WRHTHE, SHEHIXHHNIEFHRENEIRE.
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. @iiafT gpedit.msc 77 Citrix Workspace M A#ERF GPO EIERR,

. EHENEET ST, EEEEER > Citrix 484+ > Citrix Workspace > BBIRSS.
%$% vPrefer 588,

EEERA, AEMAFNARRF FHREDR, WEUTERZ—:

s AYFIBERNARERF: ETEEE VDA LB N ARFRNAEFl, Citrix Workspace M AR #1E
RERENNAERF (815254, itHE. 5FR. HSRTENZEDY Windows MARER), HER
VDA LW FER, miEBmitERMAERF.

s AFERENNARER: AT S5 VDA LERENNARFHNAMEG, NREAEFRREE
VDA L, NGBt ENBIER. BIABERT, % vPrefer SREISENECERN, AFERENNER
R FERRS. WETIFIZEAR. HEREEN Windows BIERFR ARZFHIFRTE.

o RVRMEBRARER. &S EHEHZMEH L BN ARERFEE,

5. BHNAMAE.
6. EfMESIEUEEREK.

rPw N e

PR
« iEAT Web #9 Workspace A3z#51tbIhAE,

Workspace i2&

i&AF Windows # Citrix Workspace A2 mTaeEMA Citrix Cloud SR HE—INsk 2 MARS B9ITIH B A
& Workspace,

Citrix Workspace M BREFHS N ERA P RESRNASELEXER. &7 Citrix Workspace M BREFFH
Fra#E T 1EX & FESA Citrix Cloud Workspace #R SR HIE AL,

THRBTFHFIEXBRAAREN—H9, ETZERAAE, T EBL2MREMTMILE RN BEFIIIIEE.
LtRBHEER T EXAREENITIRAEERETARFN—RE. LREAWREW, FENWSHITRAEMNS,
BHREE LEREFRE. Fli, LREAIEIEREIHER “StoreFront” kK& “Workspace”,
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Citrix Workspace 88 Q fxv

APPS

Apps
All (16)

A2 4 - g B

Access 2016 Calculator Command Prompt Excel 2016 Notepad OneNote 2016 Outlook 2016

] >3 F S| % \ cl

Paint PowerPoint 2016 Publisher 2016 Skype for Business Snipping Tool Sound Recorder Windows Media
2016 Player

s E

Word 2016 Wordpad

Content Collaboration Service &7

LtehRZ5I N T Citrix Content Collaboration Service 5 Citrix Workspace N REFNER. &= LUFIA Citrix
Content Collaboration 221, R, BT B FHFREAR XY, REMMERE=H ML ER IR
iialhE=iEl, Citrix Content Collaboration 12t 7 ZMIEAR, GIEETF Web WARE. BshEF ik, KEMNA
EF U5 Microsoft Outlook #1 Gmail B9,

BJLUfE A Citrix Workspace 2 B #2F H E B+ M Citrix Workspace 2 #2517 Citrix Content
Collaboration Thgg. 1R &M Citrix Cloud $z#I &89 Workspace BEt&" BT Content Collaboration Service
B, ZREBEIINHERR,

4=,
AR

Windows Server 2012 #1 Windows Server 2016 R3z#% Citrix Workspace 28 Citrix Content
Collaboration 558, XREMRERAPRIGE T — I RLEW,

TEERTH Citrix Workspace R ARRFHXHFETRIRGINE:

© 1999-2021 Citrix Systems, Inc. All rights reserved. 146



iBEAT Windows 9 Citrix Workspace R BiEF

Home

Apps

Desktops

(] Files

Favorites
Personal Folders
Shared Folders
Network Shares

SharePoint

Feedback and Approval
People

Inbox

PR .

+ E& Citrix Workspace i fAi2F R =2 Citrix Content Collaboration,

« 1£ Citrix Workspace A2+ N AREAR=E5H Citrix Content Collaboration.
fEREM RIS A Citrix Files BB THMUE:

1. BEFEMREESFHEME HKEY_CURRENT_USER\Software\Citrix\Dazzle\o
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3. ¥ Citrix Files WENE T HERF S HIFHLER “E” 5,
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SaaS [ AERF
st SaaS WARRFNLLIFEERET AR RMERHM SaaS LARFNSA—AF 4K, SaaS NARRFS Single
Sign-On —igieft, BERMER LB EXAFE Web th=H Web ik S285189i518], RIPALHMENRELRP
&8 LRSI RN A SR R
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o BidZiRS, BEERAILRMERRNNZIHAN. £/ Single Sign-On URATIE,
M=R(E SaaS HAEFEFUTRE:

o BEERSR - BTIRE. BHRMNER,

+ Single Sign-on - /A Single Sign-On BMER,

« ERTAENARFINILEER - EANARFNETERNEE,
MR

+ SaaS MAREFHAEZIF SAML 2.0 H3361E, #8ERA Single Sign-On Ih4E.

« 277E Citrix Secure Workspace Access £/=f Enable enhanced security (ERtaES) %M, 7
BETE 2 SaaS MAREFERARANNLEE. MRFBALED, NWEFGH SaaS ZAREFNERZF I LR
BHBRIATI ST 2R,

AR
Citrix Workspace M BERFLET MEIFEMEIFE AN BIEF. SEMXGLURE—RNAF Ek,

Citrix Workspace N BiEFE&ATEE) SaaS MARFHIANER, XESHEiHnNTEm Saas AR
WEREFNAFFE,
AR
« SFIERTF Web B9 Workspace, SaaS MAREFIFZREBEF IR ERISERERIANNESTER, A2
RSN W ksl =1
o ICARENAREFSRS SaasS NARF ZEINAFR AL R EE AR,

BRANH SRR T A, BIMER, TEN. FTERKENFRIE, XERIERZIRER Citrix Secure Workspace Access £
BYSRBRECE RAVMERI AT Citrix Workspace R AZF S,

BT LAE A ER N TUR S 2R AT TROIRIE

TEE-ENARFLEAT ITARRTN, AIUERDNNAREFFES “FR". “A” M “BIF &, s, T
AR B REESIERIRFRNEIRS,

BINGHR - FER AR LR A T BIGIRIAERY, RILFERSHMR AR ER TR RRM “SI7. “ER17 # “Ay”
E. BATREDR, “SIY)7. “SfH” 1 W7 ETR R R,
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TH - MREAT THED, ERUMBHNNBRER THX . AREGTRINNABREFHEESREFN. NKEFRE
g, RAERHTH.

AE:
THXH, F2ERHELZMUIERTHRS. BTH=M.

JKED - BATKENEDRY, BEEFHETENNARSN IP #utpKENE R RESMNNAREF, KENZFHEHAR,
TEREBURTEREMER.

£ GPO ICE&7F:
YZE AP RAR-REERUIFRRE SaaS LAREFN, ZEFERAET—MAFR, MIEARZEHRERNEES.

EfgRtin)Ra, Citrix Workspace AEFSINT MHVAKIEIIR (GPO) BIBHRE, IERIEERAYEAMIZE L
il S 2R LR TFo

1. @dia1T gpedit.msc 77 Citrix Workspace i B2 4 SRS R EIRIRR
2. HEIHENEET ST, BEEEEEIR > Citrix Workspace > Citrix Secure Browser.
3. REEFEE,
AR RINERT, WEREIEEANEEA.
4. BERHEA, BAEEER, AREEHANME,
5. EfEsh Citrix Workspace R BEF LMERM MBI E R E o
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1. MRBEATHNERHZERT THNEAXBNARER, ARERINNAEFPRITITNGS, BETHL
REZ BRI, EANAIRERERSRTF PDF. fRRTFE: BEFHRRATHINGE, BRBITEED,
2. NMAERFPERNBISAR] BE R F A,

B% Workspace ERBEM#E S, 152 Citrix Cloud 89 Workspace B &,

AxaaeER Citrix Secure Workspace Access EEZE SaaS MAREFMESR, E5iR Citrix Secure Workspace
Access 314,

PDF #TEN

iEATF Windows 89 Citrix Workspace R BiEF ZFER1EF#1T PDF #TE0, 3&@id Citrix PDF 3@ #TENH IR =N
%, A LUTENER Citrix Virtual Apps and Desktops a0 E N BIEFMSE B,

LI MITENIHEIEFR%$Z Citrix PDF TEDHIETRY, $TENHIRENIZFE 2R 5% PDF #%1tt PDF FRAEA#IE
&o FMafSLt PDF 2RI PDF EEZRBNUHITES, FHMARIEEAITENNITED

Citrix #iXfEH Google Chrome 125k Adobe Acrobat Reader &%& PDF,
a[LU7E Delivery Controller L/ Citrix Studio = Citrix PDF #TED,
WEFM

« Citrix Workspace B2 1808 s EShas.
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« Citrix Virtual Apps and Desktops 7 1808 =i &= ks,
o BAEENIHEN LEDZE— PDF &TE:E.

£/5F PDF 4TEN, BHITLUTRME:

1. 7z Delivery Controller £, A Citrix Studio, EAMEEREFRET R, PJUACIEHER, WeURE
AR,
2. ¥ Bz=tlZ PDF @AITENNEKIGER “ERA",

E# s Citrix Workspace M ARZFRIE U ERTHAYERE K.
PR :
+ Microsoft Edge %8R+ PDF Z&EMITENTHAE,

1 Windows Continuum £ Windows 10 094 R AR BB RS =X,

Windows Continuum 2 Windows 10 89—InIhaE, AILUHREFImgENERARE. &EATF Windows B Citrix
Workspace [ZR#2F 4.10 kE=ARAZHF Windows Continuum, @1EshABERRER,.

SHFBATMITIAERISE, MRKREFRANEIR, Windows 10 VDA EUFRBRIER SR, E# T REN/ME
B, EMKRERRNE, EEAEFmEE E®E Surface Pro ¥-8—188NWRE HIRESUEEER, BIEFiRE
RN S KRERN ZETHR. BX¥MES, E21 Citrix Virtual Apps and Desktops X4 HR#IE A T it 1& &1
TR EERHR o

YISEEREMEZTISIER, Windows 10 VDA E10NIB R T AIEThEENE A RIS L 2R EEREEEr. 48
SIETEEEN S BREN BN, BTN, thIhseE VDA LEARTERRS. EZRAIIHEE, BFER
Citrix Studio &4 AR FERIE R LR SRR

FIRERRIEM T EETMENRF R
o AR,
s FERENEEHIRENBEFEHUEFRITH.
o ESHEEE “RE” K,
o MEST=rFRMIFR T EliT.
SEENREERNARRE, ERUGE PC hERREN RIF—HH#TRE,

AR

i&MATF Web #9 Workspace 73z Windows Continuum Ifgg,

HEBABEER

FRBABTEERRMALETE VDA ImEMAFFIRFH Web FiE, thIhaexMEmA Citrix Workspace LEEZ2FHERF
ImSEBICEN I EIEIE, %5IZESM URLIZERHTTP A1 HTTPS B&.
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AR
AILUERRLIESIRIEEEEEAE VDA Il (URAEEZEFIHEER) B Web FimE,

FERAREEMZIF Google Chrome %35 Internet Explorer #5528, HIM2BRABEEBINEER Web 3
HRNRNAREEAIEFHEE, HEIZEE Citrix Workspace M BREFHERNBIMERN K28, LINBEEMLEMER. BT
B EMER SMEH TS XEMAT BN BEREN Web TE (XHEEE HTML5 5 WebRTC 34789
Web mi@) BYB9AEF AR,
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Citrix Analytics

Citrix Workspace M AR BE3H0N, AIlZ etk AEE#HE Citrix Analytics. BAJE, B Citrix Analytics
RS EHFEHEE S, Bx Citrix Analytics B9¥4EE, 12 Citrix Analytics,

B3 ERAR

18X RARTHRERTE B B O R R P RE—hik RAr S 58EE,
BXS BATERMR RIMEEZ BEVRRIEE, FIW, EABRMEGESENNAR, ZIEIFEER. tit, MRz
FRERREBUER, EATERE 3D NRIIRE, SHAMENTFRESLIFNUEREX,

X RAR SRR M T BT LAEX 5 XM IR 75 SRR BAT I B AL, FEEX RAFMAMIELEX RIFm AR A
EFEERALIE.
ALUESAPNSRIEEM ERRE IR XiF, BRI A BIEHTERATH.

A=

TN RE B A BN KRE=IEREA.

INREMAFMEREERR default.ica XHEEBZINGE, WEMERIFLLRE, ZEENARHA.

fEREMRRIBSR I EARX BT
BEEZIEE, BERUTEIMRIEKENER, AREMBHHRE, UEEREN:

EFZIEEESXIEEM LT, ERITUUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

B ZIGeESRAPEM ETTA, EHITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

- Name: RelativeMouse
- Type: REG_SZ
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- Value: True
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o EEMREFERFIRENERERST ICAXHEE,
+ 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #igEREX TR, EPRRMEREE

SSHHIAR,

£/ default.ica XHEZ BT BAR

1. #T7F default.ica <, ZXHEBEAMTF C:\inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, E sitename AR SR A EHIEEMNZ R, XtF StoreFront ZF, default.ica
XE@EENMT C: \1netpub\wwwroot\Citrix\<Storename>\App_Data\default.ica,
storename JEIRMABEENNEIEENETT,

2. 12 WFClient Z4 57 IN—1N3&4 RelativeMouse B3RS, HEIRENS JSON MRBRMEE.

3. IREEEIREE:

o true — EAMEX BT
+ false — 22 RIR
4. ENBMREUFEEREK.
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EEmRFESETIRENERSELAST ICAXHRE,

M Desktop Viewer /= B1Ex BT

1. &% Citrix Workspace R EF.

2. BRIBRAHNKERIE,

3. M Desktop Viewer TE# e, EFEHIER,
AT 2R “Citrix Workspace - B3ER” F0.

4. EEERE,

5. EENBIFRET, BRAEAEXYRT.

6. BRENAMHE,

AR

M Desktop Viewer BB BARMUIGZINEN AT E21E.

BB HARED

R Citrix Workspace B 1R (W& HDX Engine 14.4) B, REEZFIHAIA, BIAIER GPU i#17 H.264 fi2
B3, FTF GPU figi3# API EX DirectX 3SanNIE,
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E{EH Citrix Workspace N AEF AR R SBEREREARD, BHRTUTRE:

@3z 1T gpedit.msc 77 Citrix Workspace R Ri2F AR R EIEIER,
EHENRET AT, BEEEEER > Citrix Workspace > B &,
EEERES IR,

EEEEA, ARRENANEHE.

N

A Hardware Acceleration for graphics O x

Ei Hardware Acceleration for graphics [ i Next Setting

() Net Configured Comment:
(®) Enabled
() Dicabled

Supperted on: | Al Citrix Workspace supported platforms

Options: Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics, When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will atternpt to use the
client GPU to accelerate the remote graphics, On client devices
that do not suppert this feature it is disabled silently.

ot |

ERIEERENAZREUREE EEXER ICA SIEFERB4INE, HERUT MR

FEMREE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,
N

Graphics_GfxRender_Decoder 71 Graphics_GfxRender_Renderer B9{EN A 2, SNREHN 1, MX
TEEFERET CPU B9#RIE,

fEFRREMHAREDTHAERT, EERLATRRE]:
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« MREFHEE TR GPU, HEEP—IERBEE_ GPU LA FEDRS, WIKHER CPU 25,
+ &3 3 Windows Server 2008 R2 Eiz47#y Citrix Virtual Apps iR 2889, Citrix BiNEABERAHN
Windows i&#& EERBEHRIS. MRBALINEE, NWREMAEREERXA R THRAUKRFRRE AR

o

ETAAL TN
Citrix Workspace ZAEF 22 B P InE NN, AMRENZERXATAT:

o SERYEED, BIANEMFEBIEEBIENMNESN.
- RENRBINARER, FIIREER.
o SRR EINRHo

Citrix Workspace M AEFRAF AT AR R R EBE S FEREER OREREZEIHIGENERN, Citrix Virtual
Apps and Desktops A& LUERA Citrix Virtual Apps and Desktops Viewer B3£I A B S #93% 52 KA RILE
BB

& P iR nhas Bt

& P iR sh R BRI ST EHMF A iR Z B LR LR, X ERmEN TR CNNBELEFR . CIEFE
PRI PRI A BYERS M BE SR AN IR L FanE =R,

RINERT, BRALIIEE
REAILINEE, BREUTEMERD, AREHBHRSEE:

B%12: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#: DisableFullStreamWrite

&1 REG_DWORD

f&:

Ox01- %A,

0 s=H-BH

e SR
BEULUE/\ PN ERE5ERT Windows 8 Citrix Workspace M BiEF &SR,
ZETREETHNS M ETEEBABREBMITHNIYE, E2iEiE, ERRATUAEEFRNSHENS .
KVETLIRBUTHEMARE SN B RE3#HT:

« 2RER, [FEPETENETRE, NARFURERN—FERIXERTREF,

Citrix Virtual Apps and Desktops: Eis{Ta—i5 ERHTINE Re3E T Desktop Viewer 0, Ak
XESRBNIEBHIARTONKD, REEHRKK.
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s BORN, [EFETENETEER, NAEFFAZERIZETERSEF.

Citrix Virtual Apps and Desktops: UE—45F (WaiffH “KEA”) PHEESEMERHN, BOREXR
8, ZREA=BHRNERSEER, MRETSELHY, N—818& LAIUETREMEMSEE. MR Citrix Virtual
Apps and Desktops £iEERIEE EMNERE TR, ZETSERARIEFTINERTE. &N, KIEPESHRIDHETR
BEMAEETE.

ERAZETHEXSE, FHRBEUTEI:

s APRERBEANZIHZMNERR.
- BIFRGUTEBRVEE R TR, £ Windows Ta L, BRIERERET o, WHIRE > Rarte
HET, RAEHRINENETRETERET.
- BNHBRBLE:
- Citrix Virtual Desktops: £/ Citrix i+ ENHKIGE “ERAEFRE" KEEBF AR,
- Citrix Virtual Apps: RiIEEZRZER Citrix Virtual Apps BRZS 28k Ak :
* B/ Citrix iTEVHRIRILE “ERNERS” REEEFREZRS.
* 7£ Citrix Virtual Apps AR5 288 Citrix BRI & PiERY, EESERPREREHRRSERE
M >“BRFFERMN>RESBHIAE">“HDX Broadcast”>“25" (5 “BHRSBEML” >“BXK
FrEEM">“REBIINE>“ICA’>“BR”), HRERATFESINENEFEHNRANZ.

BHFRIRERBANE (UL KB AR, MURERBHNERAT. IRRENEFBA, ESEEANNNERHLHE
FEREIE—BIETEN.

EXR s mes LA Citrix Virtual Desktops:
1. #%4#% Desktop Viewer FH & & T#Eiko
2. ®EEO.
3. TR N2 RS zEES Citrix Virtual Desktops BR. HRENERBTANET—FFE.
4, 7£ Citrix Virtual Desktop TE#=r, #EE2R.
REDTEYT BEIH/H08.
Bx7 Citrix Virtual Apps and Desktops i+ EXIEEFAEERIES, BHSRAFLXE CTX115637,

FTENM
BERAPIKE LRITEINIRE

1. EAPKREL, MNEAREFPRHTEIREREEFERES,
2. AEPIREERIFL, BE “BRANK, HW ‘BGRER" M ‘BENFERER ST TEN.

FRRRRE

Citrix Workspace M 2R 2 EEHEX A WA F RN UK E &L TKERA S FIRBMELXN B ETRERE,
WUAFEM Windows i BB XA 15 1) 2 AR FR 2 Al = E
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EREBERTHRELRE L, Citrix Workspace MARFLEERLNIZENER, HEREREATRIETEFFE
HERNHI,

EAFHOEXEBREENZLELETFTRS B A, 5% HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver # ] & REG_DWORD f& DisableKey-
boardPopup, HEEIREN L,

=

AR

£ 64 fii it & 1 £, & 7 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #&lEZ{E,

AL EEMRIUKE N 3 HMARRIEI, WNTFFAR:

« Automatic (5zh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E23#4) (REER): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF3#H) (REHER): AlwaysKeyboardPopup =0, DisableKeyboardPopup=1

REREAN

BILUEZE Citrix Workspace 2 RN A ERHINENAS R, BRRERESXEREZE, AILUEE Citrix &
s, Windows BT AURSIENRERF.

1. #@dia{T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER.
2. EIENEET ST, BEEEIRIR > Citrix 41 > Citrix Workspace > B K4,
3. EEREERESHER,
4. EEERAUNRFIEET,
5. EfEsh Citrix Workspace M BRZF&IE U EFI A E R E K.
Citrix Workspace W AEFX%iF 32 iGEIR:

Citrix Workspace A2 #F 32 MR BEMR, HBERLUMEZEPROINHEE. “Fia” HEURES e AR
RREFEhERRERE, RHITENBER.

JINCy

AMREEFTUSHTENGD, JEEEEMLTERERS. Citrix TERIRFMRFERFEHFIYSEHH

MIRREEB R AR, FEREMREFEERTEENKG, ERETMERZ T, BSBHITED.
EREHERE, ® Ml 7&E HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences ® F il — ™ & &

TWIDesiredIconColor WFFAFREMRMHARKHIRENMEE. BERTENEEREN 4. 8. 16, 24§ 32
fii/BR. MRMEEFEERIE, AP UUNERERERENAERE,
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Desktop Viewer

FRANEVZEFROEIWER. EXXAFPHREMKSENARNNEREEBFAHREMELEROELMAE, Ex
IS EN AP AR U R AP S5 B EENEEIRATENMEEERTF Windows 89 Citrix Workspace [
BEF.

YHAPEESHEMSERERN, &R Desktop Viewer, BFHNENSETUEEAGHEMSEHE, HATUEE
ERERRA. EiiFRAESD, Desktop Viewer TEEMEEA AP AEBT ODITFE NS EHEEAMEEAF
BN ZEmE. AP AUERR—RFIEE ERZA Citrix Virtual Apps and Desktops &R I E & ik FE A
L1 RHo

=

AR

/A Citrix Workspace ZAi2F Rl BRI E LNRESPIE, TEFER Windows“I=HER” EXEED

B,

Desktop Viewer FayE&mA

£ Desktop Viewer &%, Windows #i5i# +L fg@asithit &l
Ctrl+Alt+Delete ezttt Eilo
BUERRE. MSEAYMRE (Microsoft #BNTHAE) MIRBIALIEAAHITE.
£ Desktop Viewer By—Is#BITAE, #% Ctrl+Alt+Break &3 E O+ 2 Desktop Viewer T 221k,
Ctrl+Esc XEF)iTiZ AR E.
a3~

BUAERT, MR Desktop Viewer &Kk, Alt+Tab BERIEAIBME O ZEIRESRE D, 1R Desktop
Viewer 2 REENEOR, Alt+Tab BERFININEOZEHRERE D,

AREFIRH Citrix GITHRAS, M, Ctrl+F1 #7iEENR Ctrl+Alt+Delete, Shift+F2 EELREXMEOE
HZ RN FAERF. TaExT Desktop Viewer R 2 RiVEMSEE (BD, 3t Citrix Virtual Apps and Desktops &
iE) FERAREFY, BaUNERGNNAERF (BN, 3t Citrix Virtual Apps &iE) ERHREFT.

REPASKE
EREREFR, ARPTEEERIR—ENKRE. SRATICRESEFSNERESIENERE, BAlt, Citrix 2
- EERANZERE LNEFiREENEAAX TR —SKENER
s APANMZANRAHR—KE, HEEBERENBMFRFEMERINERIENER.
s BRANEZNSEAYE—KRENER, FREHERZGER
HAER, BRAMERIBFEMKSENITEN MBS ZEmH# TER,
WNRAF MBS EEETIEA Citrix Virtual Apps AR EINEZ AR, HBEZMALAE2MM Citrix Virtual
Apps B, Citrix B SMI—ENEREXREMRS, UEESENNAREFREFNRSERERGAET—&
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M. FRASIED, FMIERERAMEIRENLE, Fik Citrix Virtual Apps B2 R4 B K IRTHAZ ST ERES, LB
EISEE

RSHE T 2B
BRI LB AP BEhRIERIRSIE T8 BRI B KA,
EENENER, BRITUTIER:

1. BapEMREE=S.
2. SMBIUTRE:

e 7£ 64 fii it & # k£: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\Engine

o 1£ 32 fiiitEH L: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. gIEIMTIEMRI

« XA REG_DWORD

o B#: ST INACTIVE MS

o B 4 (MREFERSETRBRRER)

EEBIEMRIET, RSETBUESIMELIFAER, SMTHREENZ. BERILERRSETS, BRITUTE
E:

1. BEhEMREES.
2. SMEILITEBE:

« 7 64 {3t B # L: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\
o T£ 32 it E#M L HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. QBT EMRDL

2534 REG_DWORD
o &#: NotificationDelay
o B U=ERNRunEmE (F%m, 120000)

Workspace i8I R ERNEES

BEERAAUREEEBIE, WEEERF BaM Citrix Workspace MAEFSIEFHEZAINZTNE B2, NRE
EERBTEEIFRIEE R B BT, RBENMIENEDRD, EBBM Workspace #iEH. REMBRARFMBEEET
89 Citrix Virtual Apps and Desktops 3&zk Citrix StoreFront MA@ E.

RESHEBEHER UGB AR 1 DHEIREK 1440 £, BINERT, FEEFREhEN, BEFAILUER PowerShell
RIRELE inactivityTimeoutinMinutes B, it FHERTF Citrix Workspace E2&#9 PowerShell #,

RARFAIRNT:
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o EEH=0W, SHZEFOFREET—FEN, BT —TATRIERICEHEIET.

o AEAREENFEMEREATHET 5 2#ie, BT ET.

s APAUBEREERHRENHBEERANAER, EXMERT, FNEtNBSREENERENE. HE,
A B HFHEULER LN ARENRIE,

=

AR

i

ERFAAEN Workspace (&) RI1ERERENEB,

EP&REITR (CEIP)

W ER YR BiEA BINBEXRMMTA
FEM AR Citrix P A32tE TR (CEIP) M Le¥iEaI#EEh Citrix #25 Citrix
EATF Windows # Citrix Workspace M BREFHRE. A

Workspace i RIEFIREREM  SEMMMELE,
fEREE, HEIKEIEREE
Citrix #1 Google Analytics.

Hthf5 =2

Citrix #1825 Citrix £ITHAEFROBEAEIE, HIZE Citrix Trust Center 289 Citrix Services Security
Exhibit FRETHEE 7 XS E#TRIF.
Citrix &/ Google Analytics M Citrix Workspace [z g E R L4031 CEIP —3849, & & Google
bR Google Analytics WERIEIRE.
AILGE U T AR XA CEIP #iE 423 Citrix #1 Google Analytics BIIhE (TESEZNES * 1I8RMHA Google
Analytics IREEMFMIBTTRMRIM)

1. AR EHEMXIEFH Citrix Workspace N BEFEfT.

2. EERSREET

LB B R e R EDETIXIEE,

3. EFEURWEE

4. EER, SRR CEIP ER725,

5. BH R
HE, BRIUSMIUTERRTFHEEIGEEE:
B%12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
FEMERD: Enable_CEIP

f@: False
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AR

— B EEHIBWREIHFIERERT, 15 Enable_CEIP EMRIMIAE N False, MREHFBERAAR
Google Analytics InEEMREH CEIP Btk (BMEIERSRRAH Workspace MBEFhZA) , ESME

AR R EE:

#%f2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

EMERM: DisableHeartbeat
f&: True

Citrix Wrgeav4sE CEIP B tRaE:

BIERFhRA Workspace LAk~ BEENINBLE REOYE
Zx
Flash kg7 Desktop Lock E2& EE AfiEIhEE SRR E
KIEBAE BB E Desktop Viewer i2& FTED
EEEIR BshAdial Workspace i fA#2FiE VDAEE
SSON K& TRIEFRE REERT[E] EEREY
Internet Explorer higs
Google Analytics Waser94sE CEIP BiBTREIE:
BIERGHRE ™ Workspace lBEEFHR B RiERE Workspace M HEFE
> =
RIEBEF EEEIR EREDIY VDA 52
REEFRE TRIEFRE ERImERER R FAEERE
HEhEFTE D EEPOERER B AR HRIFEEE RRA AR R A
XEHigE

Citrix Workspace [z 2RI S B ik IR E M KGR B R R B HA. BTIEfEF,
8 Citrix Workspace RA#EF 2106 RESRAEE, ERILUEE ‘RKIFE” BEXKFHA. HEMHFER. £
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XS BRI B NN B &RE, HEMBIRERA,
AE:
IETGERF EE,

BEXFEAEER, BEAKERE,

S IRiE

October 22,2021

AT BRAREMZSHENREM, KAHR Citrix Workspace R BIEF S A HMNE R BINEZER S, Citrix
Workspace B2, SFESEESHIIE. EiEUKk Kerberos BEiESMIRIE, AURESMHAREENEHE
iEo

BB S DI
B AR ERITHITEMIIE, HEXREMBITESHIIEEIAIER Citrix Virtual Apps and Desktops.

L@ ER Citrix Workspace L A2FE, BHNEREEERENNARFNSEUR “FR” XeiEE—LEET
StoreFront, EEB&#AERGE, B LUER Citrix Workspace R A#EFFH Az Citrix Virtual Apps and Desktops
RiE, MABEENRNENER,

Fig Web J58S48EREMERAHRIITR (GPO) BIEERKEERSER, EXEREARBUREEEREEEAE
FREEMER, BB Citrix Gateway BEEE 25 R,

TR LMER U TERETE#H T MR EHARLENEE Single Sign-On:

. BLIED
« GUI

EeHMREIEPEE Single Sign-On

EELWREIBTRERERER, BRITUTIE:

StoreFront EHERE,

7z Delivery Controller FEE XML 51EARS,

&2k Internet Explorer i& &,

Z# A4 Single Sign-On 1 Citrix Workspace Rz BERF.

H N

1z StoreFront FEfEE & F

Single Sign-On AWESHIHITHHIIE, HERZFRMER Citrix Virtual Apps and Desktops, MAEEEH
SHENAEFREEEITEMRIE, A Storebrowse SLREF RN BEER, EHEREHEAEKRENNBIE
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FHKRE—EZET Citrix Gateway fR$528, B1F “FFi8” XEILE. B E Single Sign-On 5, "ILURINEAREIE.
MENBREFNEEURBHFAIENER, MERZRXBANENEE,

R4 Citrix Virtual Apps and Desktops $&, aILERAEEEHIS7E StoreFront LELE 2 S B RSB RIT.

BEFRTEARNABNRESENEE:

Rl

StoreFront L2 & &/ SSON

FEEERT Web 19 Workspace
A

REFAES

B&&f Citrix Studio, RFHZENA
s > BRSNS % > BAE
Hil,

BRI FAEE > EAT Web £
Workspace 4 > EESHIIE
FiE > BREEE,

i@ Citrix Gateway & E Single Sign-On

£/ GPO EEEiRT Citrix Gateway BEAERE R,

ERE B M.
BENAME,

SAEE A A

B#B5h Citrix Workspace Bz RTERF LUERMHEIE R E o

7£ Delivery Controller L& XML E1EARSS

%857 Citrix Workspace FZf
EFEEERERN, E2B0E
BRI AENSEBYIE AR
ZMEE MRAA)o

%3457 Citrix Workspace R
BEFEEEAERN, Ex80
SRS ENSEBYIE AP
EMEE (MR

EidiB1T gpedit.msc T Citrix Workspace M B#EF GPO EI2EiR,
AEHENEET ST, BEEEEER > Citrix 4814+ > Citrix Workspace > B S5,
#FEAT Citrix Gateway £ Single Sign-On ES,

-

7£ Citrix Virtual Apps and Desktops £, UEERES#%7E Delivery Controller Lizf7 AT PowerShell &4

asnp Citrixx Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $True

&4 Internet Explorer i& &

1. £/ Internet Explorer % StoreFront lRSZ2SFINEI A hRTIR, Alt, ERE:
a) MESIERES Internet 3£,

b) E&%s > & Internet, AEETiES,
tEAHE 24t Intranet &0,

Q) HEEBR

© 1999-2021 Citrix Systems, Inc. All rights reserved.

162



iBEAT Windows 9 Citrix Workspace R BiEF

d) FINEREYA HTTP 8 HTTPS #hiY#9 StoreFront FQDN #9 URL,
e) BHENAMBE.
2. 1% Internet Explorer FEAF SHRIERE. ALk, BFEE:
a) MEHIERASH Internet 3£,
b) BERSETF > BEEMIER,
C) BEATENET, HTEETRRLILE - SEENBRKIZEED.
)

d) ERAFSHRIEEES, EERERSFAFENEBANER.
i!‘ User Authentication
2, Logon
(O) Anonymous logon
() Automatic logon only in Intranet zone

fJ Automatic logon with current user name and password

(®
() Prompt for user name and password

e) BENAMBEE.

ERGLTERORERRER
fE/ /includeSSON Fx%# Citrix Workspace R Bi2FHEH S50 Citrix Workspace [z B2 MUEFIHEIE
B
AR
MR LEEATF Windows 9 Citrix Workspace [z A2 FBS k =4 Single Sign-On A, MARZHFEH
/includeSSON FxFAHEIFRFARAH Citrix Workspace R BIER

EREFRAF REAE Single Sign-On

1. #%3 Citrix Workspace MAEFZREX#H (CitrixWorkspaceApp.exe)o
2. Wik CitrixWorkspaceApp.exe UBEHRERR,

3. TRARERERRERTH, REBARSERIET,

4. BET—F, RAERBIRTERRE,

EIELERHB A EIEEAI#ER Citrix Workspace MBREFERIMENEEE (HEE—MHNARE).

2R T Web 19 Workspace f2E Single Sign-On

B LAfEFA RIS REIEERIEEAT Web 8 Workspace LE2E Single Sign-On,

@idiz1T gpedit.msc TFEATF Web 89 Workspace GPO EEEE R,

AHENEET ST, BEEEER > Citrix 4814+ > Citrix Workspace > B S8,

R R 2B REFREIEERNESA.

BEERAEESHEIL. EMAFERT Web 89 Workspace ERENEREIRETTERS B EHTENHE
ko

> wnh e
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5. BHAYWWAE ICAEERITERBI MR, LETRBLD EMSHIRIERE, HATFEMEER LEEERE,
6. BENANBAE,
7. EFiEhERT Web 89 Workspace LSRR R E K

B B S EERRNIEEEEREHA Single Sign-on, H1ZE ssonsvr.exe #ERBIEEET.

&/ Active Directory EZE Single Sign-On

BT BLUER Active Directory 4855884 Citrix Workspace M BEFERE H@E S HIIE. EXMERT,
LUSEHE Single Sign-On SH1IE, MEAZREARLHRAETR, Fa0 Microsoft System Center Configuration
Manager.

1. F# Citrix Workspace ABEFREXH (CitrixWorkspaceApp.exe) HEEKESEMNMERLZ L, TH
ER=ET Citrix Workspace [ Bi2F 8 BIrit B RAETS 5 R1Z RES .

2. MEATF Windows i Citrix Workspace A2+ T2 EIREX CheckAndDeployWorkspacePerMachineStart
.bat &R,

3. RERNARLURM CitrixWorkspaceApp.exe MAIBMARZS,

4. 7z Active Directory A5 EIRITHIAH, N\ CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEEIHIE, BXBESHHANFMAREE, ESH Active Directory 243

5. EHENEET R, HEBEER > RIN/MBMERLURM receiver . adml X,

6. F receiver.adml #iRjg, BEHENERE > EEREIR > Citrix A > Citrix Workspace > BF &
HIIE. BXRMERERIFAES, BESRAEARENREEIZIR,

7. EERAMAR SERREHRHIZENE B,
8. EREREESHIIE, AREEHENA.
9. EFMBITENUEERE.

1z StoreFront FEfEE & F

StoreFront it &

£ StoreFront fRs388 £3T7F Citrix Studio, ASERS ML -> FIM[BIERS SIS %, ERHER,
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Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

SRRIESHE
BHRIECHRMBEHFEENNEE b, SECHAEEERARRIEEN S ENRANZRE, Citrix Workspace
N RREFRET B TR EARMEE FFES ORI hEANED,
ATEReM, RITMERETARENR (GPO) EISREE FHIRIESIEEME,
AR
HERERIEEBERER,
EERARIENR (GPO) REEEBEMBHIIESH, FHITUTERME:
1. &idiE1T gpedit.msc $TFF Citrix Workspace R FEF4A SRS R EERIRR,
2. EHBNEET AT, BEBEERIR > Citrix A4 > BBRS.
3. EEESHERIESHEKRESD, EEUTERZ—:

- BEBA: BERENRIELEEHEERE L. X2MIAETL
- BEH: BETREORIECERRTFEERE L, RANIIFENRDN, BAERBNEE.

4. BEHENAMEAE.

BHRZ 2106 &2, Citrix Workspace M ABEFIREB TR EAMEE FEHES HIITSHENEMED, RTINS
GPO EE&4h, EAILUERA Global App Configuration Service 2 EZSRER _ EEE S DTSR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens B%i&&H False.

BXEMER, ESR Global App Configuration Service i,

BT
PILMEAREREREITMIN, UHR Single Sign-On IEHRRE. ZUXEESERNTRAKERIET, HETRE
“#R
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1. A H@EMXEgSH Citrix Workspace M AEFER, RESETEHEIET,
LEE % B R R BRI EAE,

2. BERENESR.
B 2R Citrix BEEERZERT O,

(@ Citrix Workspace =
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrix Workspace Updates Data collection
I Configuration checker Rezet Citrix Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] ~ 0K
About
Version 4,13.0.569
2 2018 Citrix Systemns, Inc. All Rights Reserved.
Third Party Motices
3. MiEEEED%EE SSONChecker,
4. BEHET. BER—M#HES, ERMRHRKE.
EEENEREOSAUTS:
1. K& ERFERESNNRER.
« FESFEINCRAIZIFENRERECEIER.
 BEW I IEREXNERNER.
o o IEM X IBETRZIEEREREENER.
2. RitiEF: BERERE EETIIHERNEN. E4=MF, H Single Sign-On,
3. Ef: IERLB0EER, Flan, &Ik,
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4,

5.

Mk ETRETHEENHBZT.

FAGEE: TBIERAEY, MREEXNHNEMES,

BRREEXSMBERMBENERIIFAES.

BERTUTNIR:

1. BB Single Sign-On &%,
2. BREERHR,
3. MERMEZR M REH “Citrix Single Sign-On” & BAMLIREIZFTIRFHE—TE, FXWERER

FAMBMRER A R ER—MREEERIZ. IR Citrix Single Sign-On EREHIRFHEMEMIE, N
W MERERFIMIVRER2ER—MEEN ‘1”7, HESHMER.

4. Single Sign-On #IZIETEIETTo

ARBE: AIABERT, LREEEEEF L.

6. Internet WR2XIHIZE: HFIE Store/XenApp Service URL #NZ “Internet " iR £ KIHFIR

#,
MRETARBEELR X, REEPHMEMENRN, BFEEEFITASREENE O SEEFIMIEIERER,
UK BRMIH Y E RS,

. StoreFront BB HIEIE %,

=W

o NBEiFEERTF Web 89 Workspace, MR RRER,

+ 308 Citrix Workspace E AREFEER Z NN ARAE, WSEMEERBENNARE LETEHRIES
FEMR

o FIMIRERRENRS. BRINRER .t

PR “BREER” BOFH “EENTSR" Em

1. @17 gpedit.msc fTFF Citrix Workspace MA#EF GPO BIEiER,

2. ®Z Citrix £ > Citrix Workspace > H8f;53 > DisableConfigChecker.,

3. BEEEARREEAEEMEQFNEERERIET,

4. BEHENAMEAE.

5. i&fT gpupdate /force &%,
PRI -
B ZEIRAEIE Citrix Virtual Apps and Desktops BR$538 £ “IsE41% 5 XML Service MiER” BBEMICZE =,
SR

Citrix Workspace A F AFEEREMLEE ((FAREREREAEFN—BIRM) HITEIRNE. S5
AT A HIAERR (ping.citrix.com) 2E TR, IiZMTNIAFI EENEMERMARIE BMEHRFTA) MS A4
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RRZ—. BizfTllid, EAREHEMX P Citrix Workspace M ARFHIERSREED > LBENESR. M
RYIFR+i%E Beacon checke (EiniERR) HETHIET.
MALERATRE AU T E—1ER:

« @iAiAl - Citrix Workspace R 2 FBE I8 B TIBX R (51T
« ARa]ifia) - Citrix Workspace M REF T AR ST
« Ep43 a0 - Citrix Workspace N FRiEFaEm5ial R #hEL 2R (ST

=

AR

o 1EEAT Web #9 Workspace &, XEENAERFER,
o MIAERAILURENIRS. IREVEAEILA. It

@it Kerberos sSCIAIS B & & 4101
A F RAE A FEE R F Windows B Citrix Workspace B B #2FF 5 StoreFront. Citrix Virtual Apps and
Desktops zialzEir riEH.

Citrix Workspace M A2 F XA E RS K E XA Kerberos #1718 B & & 14103, Kerberos @&k
Windows S4IIE (IWA) REEMN—Fh S I0IES .

BRI, XTE Citrix Workspace [ AEFHEBEIR#1T Kerberos B33k, FEitt, RIUBAIEERFIRE L REE
RIREZEIF RN RS FEADS K E. BRPAIUERERSHIIEREERHFIHRELMHNRIR. Fli0, BSOS
ZEMNEMHES PRI,

FREEEERIESE TEEESMIIEM Citrix Workspace 2B 2. StoreFront. Citrix Virtual Apps and
Desktops B, Citrix Workspace M AREF#:

1. 7£ Single Sign-On HAEHAIAE #E+ PIN.

2. fER IWA (Kerberos) [ StoreFront %iEBF 514, fAKE, StoreFront mf&# Workspace M B2FREE
*aT A Citrix Virtual Apps and Desktops Bz E.
AR
B A Kerberos LUB G EiSMY PIN $27R. SNRKERR Kerberos B4303E, Citrix Workspace W12
FRERE R ERERA StoreFront #1751 183E,

3. HDX Engine (Z#iffA ICA &P iE) E58E+ PIN 53845 VDA, MiifER P ERE Citrix Workspace A
EF =&, Citrix Virtual Apps and Desktops BeEiai g ReIE R

3% Kerberos &1330EATF Citrix Workspace M2, EHREN Kerberos BB/ & LU T &M,
+ Kerberos R Citrix Workspace F B2 5B F#EEZ A1s Windows Server iR S 282 iElE21EH. AR
ESREMNTBRETERR, EILLEE “Active Directory AP ENIER” T AR B ZET,
o HAEEA Citrix Virtual Apps and Desktops LS Kerberos, A TR e HMRER Kerberos,
A1 R AEIIE Kerberos IWA £,
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+ Kerberos BRFERTFEREENERAEAFHRIE. HAFREENEREEIRLRTANTBHNITERER
S,

f==3
=]

g

AMRFIEREATLDTERSRTEND, FJRFEENRERERSA. Citrix THRIEEEMRFERERT
YSEHIMBRAAEB T LR, ERIMREIESRFEIEN, EREIMERZE, BSBEITED.

i#id Kerberos XM EE S HIIESERERESER
e iR 8, 55 Citrix Virtual Apps and Desktops XHHIRIF S ESR D hIEEEEE B,
ZE#EFEATF Windows # Citrix Workspace M HEFH, BB S U THSITER:

e /includeSSON

It T IO NI B it B AL E R % Single Sign-On A, MTEEH TEX A% A IWA (Kerberos) &
StoreFront #1758 14%3E. Single Sign-On A& E 85+ PIN, HDX Engine T8 se-ERE 4 EIRRIE
%22 Citrix Virtual Apps and Desktops Bt=fERIt PIN, Citrix Virtual Apps and Desktops Bz M%E
BEFIEE—MEBHM HDX Engine 3881tk PIN,
BIAER T BA—MEXIAI ENABLE_SSON,
NRLLHREEPELETEIR&E LB Single Sign-On, BEERAKREENRERRIREE Citrix Workspace R R1EF.
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 A RIS R EERIER
2. EREEER > Citrix A+ > Citrix Workspace > B B5I83F > At P {63
3. BERRAEBRS ML

4. E#Esh Citrix Workspace Rz LUEFMREIE S E Ko
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7z StoreFront fR55 28 LECE S IRIEARSSEY, KR “HEB” EI, ZigBZEAEMR Windows 5H10iE, TEi
BB, FRIFEEEARMNREE - GRS RiEREE StoreFront,

BXREE AT StoreFront (N5 S, 551 StoreFront MXAEHIERE S5 1IERS.

4% Azure Active Directory Fp9 458

FfFipial Azure Active Directory sl TR SRERFT AR TR, Workspace B R AR Citrix Workspace
Nz FATERF T B IIE A A P BECE HaRFIH 1T Azure Active Directory & #5158, 21T Workspace M ABEFH
Windows HE&#HME L% Microsoft Edge WebView2 Runtime 92 siE Sk,

BXMEMA Azure Active Directory BeE &4 1R) SRERV TR IFMIE SMLEA, 5SW Azure AD R HFipiaIScAY, itk
73 Docs.microsoft.com/zh-cn/azure/active-directory/conditional-access/.
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} =r

AR

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

& Citrix Workspace #1750 Efth A%

f&m] LUfE A Citrix Workspace WBREFEEUTEMRIENG. AEUTEHRIENGESEZIZEER, BT
Workspace FZR#2F# Windows i+ 84 RET Microsoft Edge WebView2 Runtime 92 i &S x4,

1. EF Windows Hello 8954 383E - B*EBET Windows Hello 95 4383ERY5BR, 155 REE Windows
Hello (il kR SR ESIG B - IE B EE, kA Docs.microsoft.com/zh-cn/windows/security/identity-
protection/hello-for-business/hello-cert-trust-policy-settings.

2. ET FIDO2 X2 ZEMBMIIE - FIDO2 ReFAARVATRET TR WARFR B EBEIAI T
BHTEMHWIENAR. ETLEEM Citrix Workspace #17EF FIDO2 22 ZFHHN B HIIE, MR
HERAP A FIDO2 2% Ai@idH Azure AD A [ Citrix Workspace #1T &4 1IE, B2RBAL
BRRLZABER, MUtk Docs.microsoft.com/zh-cn/azure/active-directory/authentication/howto-
authentication-passwordless-security-key.

3. Ibgh, EETLMIIANT Microsoft Azure Active Directory (AAD) B AAD A B3R IZF Mt B &S
& F (SSO) 2 Citrix Workspace M AB#EF. BxEE Azure Active Directory BIRSMWEZFAEE, &
27 E Azure Active Directory 15iRsS, WitH Docs.microsoft.com/en-us/azure/active-directory-
domain-services/overview, Bxifa¥& Azure Active Directory i&#2! Citrix Cloud 8928, B8RE
Azure Active Directory ##%%| Citrix Cloud,

Bhaek
iBEAF Windows # Citrix Workspace R BEFZIF U TS 8B HIIIE:

o EXESHIIE (Single Sign-0On) - YEF &R Citrix Workspace ZREFN, HEESHEIERHREEE
&8, Citrix Workspace WBEFZEUTARERBRNERE:

- FEREEEEER Citrix Workspace AEFHNEMNRIIEE AP TR ENEITR NI S EIES
KREMNAERER.

- EEREEFEENERLT, MFERINNERIEE E1TH Citrix Workspace MEEF, BRXAHE
RENERA BRI R B AR,

BEEBMIIEEEMA StoreFront 1 Citrix Workspace M AB1EF LHEE,

o WEXFHIIE - R B M IIEA TR EEREEESBANBFR BMBIE 2 B #HITIER, TEEREEEN,
AIERALLINEE, B, BRIIBETH, HANENERIREERNABEA AFERNERSZHEIE, Fi§
DisableCtrlAltDel /5418 & False LU AFERE R, WEXBHIIEEE StoreFront B2 &,

BEERNER B HIIE, StoreFront B G UATFAFPHYRE— 1 NAEEFERB P ANZE 59 I8E L
KERERBHWIE, HERTE StoreFront i=HI & TIER, S StoreFront 34,
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o ZMIER - MREARCERZSMESR, WETBTRENEEF. IREFEERFENRFES, NWXEEHERTHE

RPi&E BETHETER ATER, B8iF Citrix Workspace R FR2R.

s BEFRIEBSHIIE - FRHIEBSHIIEREZEMEA Citrix Gateway # StoreFront Bt E.

- EE Citrix Gateway fia] StoreFront, EBREEERENAEINIHITEH I,
- Y Citrix Gateway SSL E2E & B /@6 FIRIEBFHRIEN, RIEENRL, B2, BHETFIHER
SHEIESTER B HIETF RS,

o WBk=IE - MBRFEWB, WEELE Citrix Workspace M BEFHM AP HNEINEE 2 B8 IEE.

o TIEFEERNNARER - IHEEEMNATER (30 Microsoft Outlook #1 Microsoft Office) #¥FmRAA Y

PR

Citrix Virtual Apps and Desktops SiEHF AL HTHFE A HMNE,

o ERHAEFEESEEEL, MIFEEERPIEE L.
+ Citrix Workspace NAREFAMRERAFIERBIERER, BHEEENTEME PIN, PIN RERFRIEHEEEEE

DORER, FEFEEHEET.

o EANEHREERG, Citrix Workspace MBAEFAREMEESTE,
o HIHEERSHRIEHTRERS, Citrix Workspace MARFALZFHEMNEBMLE (VPN) BSERHKIEM

B, BEEER VPN 58S MIIE, 1B5RE Citrix Gateway & HiEE Web TEER, T8 —FS#HE
FE8ERM PIN #7510, /A Citrix Gateway BT BB H 15 301E1515) StoreFront RiERFEEE
*AF.

« Citrix Workspace R AEFEHEFS citrix.com &5, B Merchandising Server 5 Citrix Gateway

EREREFIHIRIERES,

R

I

[=]

RUREFTERETIMR, IMRFESCETLTESHIND, AIRRBEENTERERS. Citrix BARIEE
EMRFEREAT S SRR RGBS URR, TREIMRZE, BSHHITED.

BERNBEERFMHRIEEA Single Sign-0On, EFHRITUTIRME:

BRIEERT Windows B9 Citrix Workspace M AERF, BEREREES U TaSTikm:

« ENABLE_SSON=Yes

Single Sign-On 25— 1T ATEBSMHRIENAIE, BALIEERMEL Citrix Workspace NFAEFEZRE
7~ PIN &7,

o IEEMREIERTD, SMEIUTREZEHIE SSONCheckEnabled FHHEIGEN False (MRKATEPSEFT

Ao

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\
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MR ABE LR Citrix Workspace 2 S5 10IEE &K Single Sign-On A, HibsaiF Citrix
Workspace A2 @ StoreFront #7514 303,

& StoreFront B ASEE B/ IIETMIE Kerberos, i5R TEIMN& ST &ML EEA T Windows &9 Citrix
Workspace N HiEF:

o /includeSSON REHSER (Hif) BHWIE. BAEEEEUNEHAETEHNERES NI,
o MNEAFPFEAEREEUISMBERT Windows 8 Citrix Workspace MABRFEMHIEIEA: (QIRAAZMED)

ERR, W7o
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No
XA PRIEEERINERER, HFAFEER Citrix Workspace R ERFRT Citrix Workspace M ABiEF R PIN.

1. @dia1T gpedit.msc 77 Citrix Workspace B B2 SRS R EIRIRR

2. HEEEEIR > Citrix 4B+ > Citrix Workspace > B B3I8iF > At P {6,

3. BRERRAERSMHNIE. RIBEENZ2IGE, EEATFNE ICA RITEBS K INILATN UERBEREES
HI83E,

fid& StoreFront:

- RESMNIIERSE, HEPEEREX

]

o

BXBEEEE AT StoreFront BNi4{S 2, 15815 StoreFront XM E S5 10IEARS
EFERAPIREREREETR, BRITUTERE:

1. BEPMENEIRIERS NS ENEHRE,
2. REHMEIMEZRIEH,
3. REMAEIE Citrix Workspace W BEF.

EBEEBREREAN, BFRITIUTRE:

BUAERT, MRS MERE, W Citrix Workspace M AREFFRRAF MFIRFIEFIESR, &, AT Citrix
Workspace RZAEFEREAEARINES (RIBEMERIRMERE) SULETHRIIES. IREEENNERIES, 1
ZMEARAZLEN, HREEREMAIBERT ARNETL

BROEBHIAE U TAERR:

o A EA LR SR ETEIE R A RN,

o EREQPLIER RSABZEERKEN 1024 {iI. 2048 {5 4096 1i.

o BIRRARNEERFES,

s EREEABEMUAB AP EEHEFR (UPN).

o EBRARPRAAUNEEERFERNEF SN IESFREERRE.

o IEPMKEHESRFRIEBMENMG Z —BAMLEARS BT TLS IBFHRXM AT SE T (DN) Z2—

ERUTHEEZ — A BUEBRNERE S

« 1£ Citrix Workspace [ AEF&<1TH, 1BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry }.
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BRiIAE R T. WF SmartCardDefault 5 LatestExpiry, MIREZNERBFTEE M, W Citrix
Workspace [z B2 ~A P MARIEE—MER,

e BLLTFTIMERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY _CURRENT _USER FREXMEMRKEEESTF HKEY _LOCAL_MACHINE Hhpy{E, BJEGF#ESEBhA P ERIER,
ZFAH CSP PIN 1275, BERITUTIEE:

BIAMERT, mAF 27 PIN 127 RBiEATF Windows 89 Citrix Workspace M ARZFMARE ERINBRS R E
#2F (CSP) 121, Citrix Workspace AREFEREMETAFHA PIN, 5% PIN 58454+ CSP, MNRE
MRS R EEENRLER WAAFESHERERIEERE PIN) , WA Citrix Workspace R FAEFEC
BRfER CSP AHLIEE PIN %8, G#F&A PIN 2T,

ERUTHZEZ—ER PIN FERLESR:

« 7£ Citrix Workspace R AfZF&H <179, 15T IR AM_SMARTCARDPINENTRY=CSP,
o ¥ LTI {E 7 M0 B SE A R I HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRE R MBIREXR

FBERES BE-ERTEH Citrix Virtual Apps 21 - 3R 7 Citrix Workspace MAREFHBEIEE e ERE NS RRIES %,
4 ATEERTF Windows 89 Citrix Workspace [ 2R LB BN A SRES LIGESIEH Citrix Virtual Apps &%,
mA A7 Citrix Workspace R BREF2IEHNAREERIRS.

PR

RS EEEHNIRIEES Citrix Workspace M AREFE=, AFRFEETHEER.

S

®EE

o

+*

=

HREFEEEWMAET HDX PC/SC ME EREE RN, EEER WAN IFMEFFEREEEER, LIRS L.
1% Linux VDA ZiFHUEREEEFo
Z7£ Citrix Workspace MAEFHEAREREEEER, BRITUTIRE:

BUNERT, RELRERERE VDA LA FEARE, 7 Citrix Workspace LARRFEHRLFREARS. BERARE
BREFER, BEXEKH StoreFront ifimpy default. ica XHFHEZUTEE

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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Z7z Citrix Workspace L AR2FHEAREZERER, BHRITUTERME:

Z7£ Citrix Workspace M AZFHE2RARREAERER, EMXED StoreFront i default. ica X
k% SmartCardCryptographicRedirection £,

BXEAER, BEAEEF

&M Citrix Workspace Wiz RS HIIE

Citrix Workspace MREFSINT AEKITR (GPO) HErE LB B@EM Citrix Workspace MR T E M, It
&fE Citrix Workspace M RBEFREBER LB B5hE R Citrix Workspace, RN TIHAIEE X Citrix
Workspace BEETIHEE (FRER) B, AERILLHRS,

BEMRIGE(ER, YIUREMUTHRMA:

s MBHABRAER.
o ML EMRFIELEFIE SelfServiceMode F5AIGE R Of o

BRTRTSNIIE:

1. &idiE1T gpedit.msc $TFF Citrix Workspace R FFEF4A SRS R EERIRR
2. EHBENEETN AT, BEESERIR > Citrix Workspace > BEIERS.

3. BEmE® Citrix Workspace TR RE MR A HIRENESA,

4. RHENAMAE.

L\

May 14, 2021
BERAUTHEAEREHN Citrix Workspace MAREFERE, UERSMETEE:

« Citrix Gateway.

o BRAIE: WILERAAER] LURHE B iRt Al O A Sk fE LR B,

o AIEHYARSS 23,

« {XPR Citrix Virtual Apps #8%&: SOCKS RIEfRZ SRR L L NIERS R, RIBARSS 28T HE BN R BRI MILLHI A7)
MR BEMKEHFIE, XEPRSISELIE Citrix Workspace MABEF SRSz ialfviEE, Citrix Workspace
N AERF =1 SOCKS 1R R

LI

SmartControl &R REEEMETHERMIFRAER. FlM, ERIRFERLEAFERDEMGFIETERE, &5
LUfER Citrix Gateway £ SmartControl ThEESC IR,
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% Citrix Workspace [Zfm#2R#0 Citrix Gateway BF 2B kP B, AREAET N, EXMERT, TP
HF AR A SmartControl 1haE, RABFHIH EREEMX, G, TUERLLL ICA R, Hik ICA REIEER
¥r&fER SmartControl Thég, BfE Citrix Workspace R F#2FEH Citrix Gateway SBEERRRIAL RN,

Citrix Workspace M B2z 15E /A NetScaler LAN REEmIsiE. FRAHMRERGREESMESNHE, RE
IBITINEEAIEMRSS 2.

BILAE R AT 5 A B B tH b U

o BHSAE BIRHREINEMEOSREERIERSS.
o SHSNIE: ALERAREES DLL E— M8 MIERSBHPEFEEMIERS 2.

FILUE AR R EIRER SRR RECE H s L,
BxXHERERNFMAESR, ESA Citrix Gateway XAyt ICA KIEZF,

HusRET R - BBE

pE=
MRFENEE T EHSRENSKIE, WS RERE .
/8 GPO EIEERAE HibXIE:

1. @17 gpedit.msc 77 Citrix Workspace 5z 124 5RIEXT R EIRIER
2. EHENEET AT, BREBERIR > Citrix Workspace > R H.
3. EEUTRBIZ—:
o SHFESNE: EIFEFoHECE NetScaler LAN IR, EEERA, ARREENEMNHAS,
o WFEhEMNIE: %EFEH DLL &2 E NetScaler LAN IZEME, SiREEA, AGRM DLL XHM=E
B2, 540 C: \Workspace\Proxy\ProxyChooser.dl1,
4. BENAMEAE.

fEREMRRIESEEE HIb IR
o WTFERSHE:

- BohAMRRIERHSFME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- ¢/ DWORD &%, $0TFFi:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb

o XWFENSHIE:

- BEEMREFEERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.
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TLS

- 8% DWORD &m1, $FFrxR:
"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dl1"

FRETEM (TLS) BEHK SSL (R2EHEFR) il ERMIRZITMNA (IETF) 1218 TLS AREURENF L E
$ShE, REERN TLS,

TLS B R MRS FZ NI, HERMBAEETEMRLE, REEHIERENTS, FLAR (BEXEBNA
£) ERMER TLS KRBHEIBBEENRE, XEARTTERERERRIENME, FIINBHRESRERE (FIPS) 140,
FIPS 140 2—MIN&t5 .

WERE A FI&&EM Citrix Workspace RIFBIER, 7 8E% TLS BB IEEEEN. BXFRIP StoreFront @815
B, &7 StoreFront X#4Hm L2269,

WEFRM:

BERRGERED .

LR TENEREFRITRRENT:

SEEIER TLS: FHTRBRINER TLS AT ERRZEENNE (81 Internet) #ERE,

5% FIPS (Federal Information Processing Standards, Bt#B{s S EiRE) : BELATRMEBE
M NIST SP 800-52 F#IERIN, XLEETRRIAL FEARES.

SEHIMERSERASE TLS A4S ER TLS ZBEMH: Citrix 3% TLS 1.0. TLS 1.1 #1 TLS 1.2 ¥
EEINFERRSS 280

BEZEEmHERSSFIED.

B ERIARSS 2 UE P IN AL KL,

ERRENEFPHIED (WRERSBEENEREFHIED).

ATHERR2M, UTEEE4AEFRA:

ZHIEM RC4 #1 3DES

HIZ “TLS_RSA_*” MZEBEMH
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

Citrix Workspace AR ZIFUTHEEH:

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
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+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

33F DTLS 1.0 B, Citrix Workspace R ARZFNZIFU TEBRERF:
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

TLS &5¥

1. @idiE1T gpedit.msc #77F Citrix Workspace 2R GPO Bk,

2. EHBENEET AT, RESERIR > Citrix Workspace > MEIRH, REERE TLS MEMEXERE RS,

A TLS and Compliance Mode Configuration O x

E: TLS and Cempliance Made Configuration [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Opticns: Help:
Require TLS for all connections This opt!nn enables Citrix Workspa-_:et_o iden_tif)t secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1.
3.TLS 1.2
TLS cipher set | Commercial w
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systemns to use only FIPS-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extensicn CID | w

- 5PB00-52 - MIST 5P800-32r1 compliance is enforced.
When you select SPB00-52 from the Security Compliance Mode
drop down , the following Certificate Revocation Check Pelicy

Mot Configured “ (CRCP) is allowed:
-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All
s || oy

Client Authentication

3. EREEABAREERUNMNERSSE LENERS. RE U TE:

P =W

Citrix iR TLS UM L e,
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a) ERERWEIEEZER TLS LE&%H Citrix Workspace R A2F3 5 B AN BIEF M S mEE
A TLS,
b) MZReMAEMRA TR, EFERAYEDT:
i. - FREHRITEMER
ii. SP800-52 - % SP800-52 LUEM NIST SP 800-52, {XZiARs5235MKEM NIST SP 800-52
BB BOER IR,

AR
MR %EEFE SP800-52, MK EanfER FIPS #tARME, BENMERIEFZ A FIPS LEuWitt, &4
MEBA Windows &EMA LM 5 FIPS #EEZATME. BWENZR, &M, Citrix
Workspace W BZFAfEa T AEERIE A BN BIEF S,

WR%EF SP800-52, BRI BRERERKIZRERNEETSIHRNZEMN CRL,

% SP800-52 5, Citrix Workspace M AZFEIIERSF/IEBREEM NIST SP 800-52 ##iE
Wo WMBRESBIEPREM, Citrix Workspace R BIZF A RET HER,

i. BA FIPS - EF AT REI A FIPS #UERMME. E40ERRIERAERERHN Windows
REWEIN RAINE: & FIPS RABEZATME. BMEMEZ, TN, Citrix Workspace 2R
AR TREREER TN AREFRE,

) MAFKR TLS IREB ThiRESH, ERIEOS, HAESORHNFIRAHE Workspace REBERFR
EEIEENRSSR. TMIEERRAMKOS, FIW, *.citrix.com: 4433 #FEiRO 4433 LiEE
2R LLcitrix.com SERMERRS R, IEBNMAEMSRSIERPHIESHERM. R Citrix
Workspace BEIRBISKEEMELE, ERFHIEL,

d) MTLS hRASEH, EFUTERZ—:

¢ TLS1.0. TLS1.15( TLS 1.2 - XEHIAIRE, NZX TLS 1.0 BRAFMEHEL SE RIS A BINER
lidviAL

« TLS1.135( TLS 1.2 - AR A RERMER TLS 1.1 TLS 1.2,
¢ TLS1.2-MRTLS 1.2 BFWSER, MR IED,

a) TLS ZBE - BsatERISEN TLS ZBE, Hi%E “BUF”(GOV). “B&%5”(COM) = “£36”(ALL). 7
F Lt Citrix Gateway EEBBER T, EATAEHEEEE COM, Citrix Workspace R AEF 2 #F 1024,
2048 1 3072 {iKER RSA =, 14+, E2HF RSA BIAKER 4096 IAYIRIEH.

AR
Citrix REINER 1024 [1KER RSA %48,
o IE: IREN “EE7 N, BARERBHAFERUTEEZBEH:

a) TLS_RSA_WITH_RC4_128_MD5
b) TLS_RSA_WITH_RC4_128_SHA
c) TLS_RSA_WITH_3DES_EDE_CBC_SHA
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d) TLS_RSA_WITH_AES_128_CBC_SHA
e) TLS_RSA_WITH_AES_256_CBC_SHA
f) TLS_RSA_WITH_AES_128_GCM_SHA256
g) TLS_RSA_WITH_AES_256_GCM_SHA384

B REN ‘BR7 N, NATEAUTERES:

a) TLS_RSA_WITH_RC4_128_MD5

b) TLS_RSA_WITH_RC4_128_SHA

c) TLS_RSA_WITH_AES_128_CBC_SHA

d) TLS_RSA_WITH_AES_128_GCM_SHA256

BT RER “BRT N, NAFERUTERES:

a) TLS_RSA_WITH_AES_256_CBC_SHA

b) TLS_RSA_WITH_3DES_EDE_CBC_SHA

) TLS_RSA_WITH_AES_128_GCM_SHA256
) TLS_RSA_WITH_AES_256_GCM_SHA384

c
d

MIEB R HO BRI AR, EEFELUTERED:

ERIFRIMENIER TRE - ITIEBRBEIIREE, (ERRMIEBREIIRERE, ISR REHKZ
B, 3FFB4% SSL Relay/Citrix Secure Web Gateway BRSZ 285 HH R AR S BIE P RIEFK IR, EHIEH
mETIRHAFRE IR,

TEWHEARE - RITIEBRHETIRLE, ERFHMIEBRBEIREFENAED LR WRKEEBHHHE
B8, EEFREL, SHIEBARIEYIRHIFIEBITRS BRHEMRSF[/ELHIXE,

FEx2HIREMN CRL - ITIERBHEINREE, ERIEBIAIMAIRIN. ERAMIEBRETIREFE
MAFIBD AR MRELENEBHIFREBERS, EERBWIEL, ERFIBLENIERREIIRNBIIFEEE,

2EFET2HREEN CRL - ITIEBERIFFIRKLE, SR CA. EAESMIEERFETIREFHENFRE
DER. MRRENEPHNRIEBES, EERRIEL. ERFMELENIEBRFVIRNBIEFEEE,

Tl - FHUTEMEBRHIIRRE,

fERERY E OID 7 L& Citrix Workspace W BEF R NEREIEE T EIEPMA RRHNIRS
28, WMEREFRFERY E OID, Citrix Workspace MABRRFIEUEZESHERY E OID MRS ISIEH.

MERIHEMIIERER, ERUTETED:

BEEA - RATF RS HEIE,

BRERIERER - IR RT A EERES.

SNRATRE, WIBEENESE - (NI LUEFREIRABNERIR A,
KECE - BT AREER P RS DT,

EREENIES - AT “BRIHIER EHHARENE P IHIES,
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a) EARFIHEHEEIEEMRIERIIEN, WEETUEMRTAF,
b) fEAMMAERFILHREL,
LT FIREM T RSN AR E R B AR

Direct connections

TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Yy Y Y
CcoM Y X X Y Y
Any GOV Y Y Iy Y Y
ANY Y X KX Y
CcoM Y X KX Y
coM GOV Y X X Y
ANY Y Y X Y
coMm X X X X X
GOV GOV Y Yy X Y
External connections with Citrix Gateway
TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Y Y X
com Y X |x Y X
Any GOV Y Y 1Y Y X
ANY Y x X X
com Y X Y X
com GOV Y x X Y X
ANY Y Y i X X
com X X X X X
GOV Gov Y Y |y X X

i

P8 BA AR A LAIR 3R B ARt iE A O AV Sk FE L BUR E@E . MREBR AE, MERF Windows # Citrix
Workspace [ RIEFHMEEB LB AES Web BRZ28M Citrix RS 25i@(E,

¥ A Citrix @50
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el KR i | HAER

Citrix Workspace iz TCP 80/443 5 StoreFront &z
(5354

ICA g HDX TCP/UDP 1494 VIiE) R AR AR R E
BERFaSMM ICAst  TCP/UDP 2598 RN AREFMENRE
HDX

BEF SSLWICAZt HDX TCP/UDP 443 VIEl R AR AR R E

BEXEOMFAER, BESRMIRFOXE CTX101810,

RIEARSS 28

RIEBRS A TRHEIMBINSEFIHIEAR, HBEERTF Windows B Citrix Workspace M ABEF SRS 28
W%, Citrix Workspace 2R 2% SOCKS MR e REMNIN.

SR R#TESE, Citrix Workspace NWAERFEREEITIERT Web # Workspace #9ARS 28 Linf2f BRI
ERERLE.

£5 Web RS 28#4T7:8158Y, Citrix Workspace N BEEFBERET A I&E EBIA Web 514234 Internet &
BTRENNERSH/ILE. EXIAEMMAE AP %E EBIA Web 55238 Internet i8¢ &,

EREMRmIEREEREIZE, Lg% Citrix Workspace M ARRFEEZEIEPRARFT ARIERS S,

33

==
=

AMRFEFERSBEERG, JRFEENMRERERA. Citrix TEHRIIEIMRFERECHATLESEE
BV IRl RETS 1S LAARIR

S \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\AuthManager
2. i&E ProxyEnabled(REG_SZ),
+ True - #57% Citrix Workspace M BEFEEZ I EPEMRIERSB[/IILE,
+ False - &7 Citrix Workspace M BiEFEEESIETHEERIERSS.
3. EfiEsh Citrix Workspace R RIEF LUERMHBIE R E o

AJfEARSS 28
Fl{=AR%S 2 ERIR Citrix Workspace M BREFEZEPHEEXRHBEIRTREEXR,

BRTREMRS R, Citrix Workspace AREFRBIEEERHBESRSBINERZ TS, HlI, MISEEEE
B (g0 TLS) EsERIE ik (B0 https://\x.citrix.com) B Citrix Workspace [ Bi2F#E IR
Sz LR EERE
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BRT LI, BEENRSREEE Windows Ma{sihmXigH, BxFRSFmME Windows BIRI{SiE R X
189i%BE, 15203 Internet Explorer BHEEER,

AR REBEIRIRE A ERSSHR0EE
NEEM:
M Citrix Workspace MBEFAN (SFEZETL) BH.

1. &itiz1T gpedit.msc $T7F Citrix Workspace R A#EF GPO EIERR,

2. EIHENBEET =T, REEEERR > KHEEEIR (ADM) > Citrix 44 > Citrix Workspace > W& H
> BB SRS REE,

3. EFREEAES Citrix Workspace MBZFHRITXIZIRS,

4. EERFIEAERSSREE. XIFREITF inERERSENITIRA.

5. 72 Windows Internet Xig{ Fhistse s, ERFFIE-RS WML, B MUEATF Windows B9 “Al{Zis ="
Xigo

6. TEHUEFEEAF, 8B Windows WM RIS iA R XIRME F itk S sstthit, a1 UERIZS 2 RIITI&R.

7. BEMEMRA,

ICA XHERRRS

ICA X & BT EBMRIPE R T REDARZENN I AEFRRHE, Citrix Workspace [ B2FiRIEEIEHRISHIAHRT
SREMNAEFHRERBE, HPIEMNAEERSSEITRR. SR UEAARKEYREERIR StoreFront SKES
B ICAXHFESR. BIANERT, TEA ICAXHER,

BX7 StoreFront BA ICA XHEZINEENEE, 158H StoreFront x4y EA ICA XHERRS,

BE ICA &R
AR
WMERFK¥ CitrixBase.admx\adml FinZElzsith GPO, MEMA ICA XHE R RIS BEARETE.

1. @17 gpedit.msc $T7F Citrix Workspace Rz 2R 4A SRBE3 R BIRIRIR
2. FHENEET ST, BEESEER > Citrix A
3. #EEEH ICA XHEZREHIRIBEREEFEP—ME:
a) ERA - BRI L EZIEHIESURMEI Al S IE B A & £,
b) EEIES - EHETIMBZEPHBRMENSTRIEBIES. ATUMERIERBEEDEFHHESTRIEN
a4,
C) RLWE - NEBREZRU TR —,
i. RAFEEHNED (BRE): NAFREUERSSABEERNNBEFRRER . EELHESR
B, RENMRLES, BTREN, RIERHEK.
il. EHTARZZNEHNRTAR (FR2) - BoAZEERAETHEZNRENEET—FHEERET. o
BUERBRE B EhEUEBE (BHUNEE) .
4. BTN BT RELRE,
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5. &#Esn Citrix Workspace [ B2 SiE BRI S 2E Ko
EEREHDEABFEZIS:
EEFERFERIERN, BIBNENTEEHEFRERIRFRTIRPHITIERE:

1. MRIEEBMENAE (CA) BE—MEBESIEHR SSL FZIEH.

2. MRENEWRELH CA, FEAZETA CAIZ—MUBBERIEHE SSL R IEH.
3. ERAIARY SSLIE+H.

4. flE—MR CAIEH, HFEA GPO BZFohLERES RLAF LS.

Atz 2 (LSA) fRiF

Citrix Workspace R 2R 321 Windows ZithZ £ (LSA) R, BEPRARSE MR LNFRE HEEXNE
Bo IZHFFRITE KERM LSA RINRGFRIF,

Storebrowse

April 19,2021

Storebrowse B—HEFEF IH SRS [ ZEHTTENGSTLARER. SBT3 StoreFront EIFRAERIEUKRE
Citrix Gateway #{T &3,

@it fEA Storebrowse AR, BERAUBIHITUTIEE:

o IR AEIE,

o MECEMNBEEPREER RN AEFFSEE,

o BEIFIEFREAE LR Citrix Virtual Apps and Desktops %% ICA 3¢5,
+ &R Storebrowse <174 ICA X4,

- BHBRTHHRARER.

Storebrowse SLAEFETF Authmanager 4B, &% Citrix Workspace M B#2F/E, Storebrowse SLRiZF
fiiF AuthManager REHIH,

BHIAREM Authmanager AfF—E2%%E T Storebrowse SLRERF, BRE U T EMRERR:

FEE R %L Citrix Workspace W RTZRHT:

£ 32 it B L [HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst

£ 64 (it EHN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\A
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HmAF (EEER) K% Citrix Workspace [ Bi2RFHT:

£ 32 it EHN L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (it EHN L [HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL
BN

« iEAT Windows 9 Citrix Workspace R F#2F 1808 S E = hiias.
+ £/b 530 MB o] B =8l
« 2 GB RAM.

REMTIE

Storebrowse SLEEFS U TRIERSRE:

1BRIFRY

Windows 10 (32 1i# 64 firki7s)

Windows 8.1 (32 izl 64 firhk#)

Windows 7 SP1 (32 i#0 64 {ilkR4x)

Windows Thin PC

Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2012 Standard Edition #1 Datacenter Edition
Windows Server 2008 R2 (64 fizkzs)

Windows Server 2008 R2 (64 fizhzs)

ERE
Storebrowse SRR F T A T A0ERS

« HTTP mARE
« HTTPS K& I&
« Citrix Gateway 11.0 XEShia
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} =r

AR

EHTTP AEEES, FERH<SITE Storebrowse AR ZEZER.

BHIES %
StoreFront fRZ28

StoreFront ZIHERAFRBFHIIES ZARNBEE, BEHELELEHFRNER, HTFR2EE, FLIRNAEE
B, REFHIIETERANER TRTFRARS.

o APENEE: BABHNNAREERIINER. RABERLT, FUES—  NASEN, EXSMIRIELT
BRARS,

o WEE: WA TEN Windows itBEHI#TEMIIES, EEEHERINARE. BEFEALET, BERE
Citrix Workspace M HEFREREESMNRIE. EXEEBNIEAEE, BESREENEESHRIE.

« HTTP Basic: =/ HTTP Basic 13I8, LUE Storebrowse St BiE2F#EIES StoreFront RS 8B#ITE
5o ZINERT, LIETE StoreFront RS LA FEARS. “FEA HTTP Basic H41KIEA .

Storebrowse SLBEFX BT U T E—FEHTEHIIE:

 {#FARKE Storebrowse SLBIEFWNEM AuthManager, &: f#H Storebrowse SLBEFR, HAE
StoreFront L= HTTP Basic &3303EA7%. MR Storebrowse s $iREEMEE, LA XER,
o AILREERT Windows B9 Citrix Workspace R Bf2FIRHEEISMEE Authmanager,

@it Citrix Gateway LI B S5 F

BT #rARNEY Citrix Gateway Z#F2 4, MAEXRALUELHMER Single Sign-On, EBI IR AR E URKED
RHENER, MERRHENAFERE,
B Citrix Gateway B Single Sign-On Z#V#AMES, 1E2iA Citrix Gateway 89 Single Sign-On 4,

AR

{R7£R Citrix Gateway EZE T Single Sign-On B4I0IERBEIMNEAT BN _ X HIhIhAE,

BB A RIS EKNBERF

REAUEEMNBRERHER, MAREER ICAXH.

mLRE

UTFEDRM T HXAILUM Storebrowse SLREFFERANHSHIFMEE.
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-a. -addstore

BiEA:

ARINFZAEE. RENAEENTE URL, MREEXKHES, MWIRSEHEIR.
=
Storebrowse SLAEFXIFZNARIERE,

StoreFront i< RH1:

e

storebrowse.exe -U *username* -P *password* -D *domainx -a *URL of Storefront

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway LHa<Rfl:
LA .
< .

G

storebrowse.exe -U *username*x -P *password* -D *domain* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

/?
itz H
125 X Storebrowse SEAEFRAEMIFMAER,

(-1). -liststore

PieA:

FIH A P AR INA R AR T o
StoreFront i< RGI:
.\storebrowse.exe -1
Citrix Gateway /as<$RfAl:

.\storebrowse.exe -1
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(-M 0x2000 -E)

BiEA:

KRR

StoreFront LYEs<Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E

<https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway L& <SRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E

<https://my.secondexample.net>

-q. —quicklaunch
L

M Storebrowse SLRARFEAELGHNNAREFNSEER ICA X, quicklaunch ERMERZMH— A0 URL
ERMANURMARE URL, BEah URL, aJLLZ StoreFront BRZ588, WaILLR Citrix Gateway URL. ICA X7
%LocalAppData%\Citrix\Storebrowse\cache BREH%EmM,

AJLUETTUA T as < RIRIERE R BN BEFNKEEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AR ER) URL N TFAR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

StoreFront ERI#s <Rl

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOlmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway &< RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.secondexmaplestore.com>

-L. -launch

iz H
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/8 Storebrowse SLREFEMIFINE A HHINBIEFMEEAEN ICA X, launch ENERZHERNZIRLL
KR AERE URL, B#F, ATLIZ StoreFront fR$5 28, A LLZ Citrix Gateway URL, ICA XX#7E %LocalAppData
%\Citrix\Storebrowse\cache BRH4%mK,

BITUT L URREA TN AEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IEar<S RN T

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

EErE S LR SRR FRAECE launch EIAVEA B,
StoreFront LS RM:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway L& RHAI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. -sessionlaunch

WiRA:

ERLEHS, ERIUFINEZABE. MENRHELRHRNER, AT THRIEASH:
« BFP&

. 5
. 15
. ERDNRFENER
« RZA@E URL
B2, NRAFPFREREE, AuthManager BIRTHRNER, AERBoIER.
AILUEITU T e RN E AN BREFMIEENEIRINEIR:
.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IEas<S RN T

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

EEmREHPLEE R RO IREBIE -S MBS S
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StoreFront EMIESRHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway &< RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

-f. -filefolder
pird:lzH
EERGHWNAEFNESENBEENBERER ICA XK,

BohEMBEX 4R ZTMZEZRIENT Store URL B9%IN. MARIE URL ATLLE StoreFront fR$528, HAILLE
Citrix Gateway URL,

StoreFront ERy&<Rfl:
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &S RHI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

-t. -traceauthentication
pird:lzH

%M AuthManager AfMIAE. XY Storebrowse LAEFFEANE AuthManager WIERT, 72ERBE.
HEE localappdata%\Citrix\Storebrowse\logs BRH4K.

AR

AT RER A P e LT HHIENRE— 1S
StoreFront EMYEs<Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway L#&<7Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }
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-d. -deletestore

WiRA:

MipREIE R StoreFront =t Citrix Gateway AR E.

StoreFront LiYEs<Rfl:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway &S RHI:

.\storebrowse.exe -d https://my.secondexmaplestore.com

&g Citrix Gateway LM E S E R

Single Sign-On AFEIHFHITHHIIE, HEMZERMM Citrix Virtual Apps and Desktops, MAEREEEH
SHENAREFRKEHEITEB NI, RINKABER, SR EEERzn Citrix Virtual Apps and Desktops #
“FFia” FepigEEEE Citrix Gateway iRSS28.

Citrix Gateway hg# 11 KBS #F I,

MR

BxmfaA Citrix Gateway EEE Single Sign-On M4 &E M, BSREEHEES HKIT,
A LUEFLARBEXT R (GPO) BEiEMR/E MA@ Citrix Gateway SLIAY R SERINEE,

1. @dis1T gpedit.msc 77 Citrix Workspace R RiEF GPO EIEEIR

2. EHENEET AT, HESEEIR > Citrix 42 > Citrix Workspace > B A 54343 > 3&id Citrix
Gateway s Single Sign-On,

3. ERMRETAEAHEA “Single Sign-On” %1,

4. RPHENAMAE.

5. EfEsh Citrix Workspace M BEEFSIEUEFIRAIERE K.

PR

« 1£ StoreFront iR5328 £ /B A HTTP Basic S430EA %, LUEET Storebrowse SLARRFHITEIRENE
o

o MREE HTTP NARE, HERAERZIAEREZEIZNAGEEUKRERBEHE L% Citrix Virtual
Apps and Desktops B, EARZFHERGSITIEMMITEIRENRE A ZE: NREREAGSITRES
&, BEFEBIME AuthManager #&3R,

+ Storebrowse SRR YL RN ARENE (7 StoreFront fR$S23 LELE T Citrix Gateway),

+ XA Citrix Gateway EEBE T 2 E S 10IEET, A AER Storebrowse LAEFHPIERE T NINEE

« Storebrowse SSHEFMGHSITRT Username (-U). Password (-P)# Domain (-D) KO K/
5, HEXMERAAREHER,.
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Citrix Workspace [/ FH2F Desktop Lock

January 15,2021

FEESHAMImBHTREN, AIUEER Citrix Workspace Rz B#2R Desktop Lock, BILUfER Desktop Viewer
(WNREEBH), BR, TAEEZ LNEBHEN—HE:

« Ctrl+Alt+Del

o HiED

. %%

o BFRERE
8% Desktop Lock 1r8ERNERT Windows B9 Citrix Workspace M BEFEMAN TEAHEN LinfT, XEitE
MEAT SSON (Single Sign-On) #EE TR ARE, FX#F PNA b=, 4% Citrix Receiver for Windows
4.2 FESHRAETEZFLUER Desktop Lock ks,

HFfER /includeSSON tREREZERT Windows 89 Citrix Workspace M ABERF. %FifER adm/admx ¢t
g% cmdline EECE N AR EM Single Sign-On, BEXFAER, BERRE,

AE, UEBREMMEA Citrix THIIE ERMHM CitrixWorkspaceDesktopLock.msi & # Citrix
Workspace [zf#2F Desktop Lock.

+ Microsoft Visual C++ 2005 Service Pack 1 AiB.1T4AHE. BXFMER, ESE Microsoft FHE,
« £ Windows 7 (8% Embedded Edition). Windows 7 Thin PC. Windows 8. Windows 8.1 #1 Windows
10 (BERELSHEH) L2%H.

X PRES A %R R StoreFront,

o IONIEAYLR R,

o APIREMNIUEZZIBEM (LAN) sriEm (WAN),

AN TR I 1R)
BE

BAFHNREFIE R GEAFARMEEIAR, RIFEERESENRIERIIBURBNAT Z2YE. BXF¥
=8, 15505 Citrix Virtual Apps and Desktops X pIER & A3t B2 F151RF URL EEEZES

£ Citrix Workspace i Fi2F Desktop Lock

« AL Citrix Workspace R F#2 Desktop Lock 5LLF Citrix Workspace R R Ihaess &6 :
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 #&{#2At 5 FRTZFF A
- XPRI. WMEHERFSHRIE
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« BEFF Citrix Workspace RZF#2F Desktop Lock IERIEZIE T HLIRIZS.

+ Flash EEm7E Windows 8 REERAFLFEARS. Flash EEmE Windows 7 L FEARES.

+ Desktop Viewer 33 Citrix Workspace Rz %2 Desktop Lock #1777k, &8 “Fm’. “BR". “&
A fM“BR” B,

o Ctrl+Alt+Del ZEEEER LA LATA,

« K Windows RiEgISEEIIZERIE, Windows+L BRob,

« 2% Desktop Viewer #1TREZEERN, Ctrl+F1 2fit%k Ctrl+Alt+Del,

AR
%% 7 Desktop Lock, 3 H 3% 87 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle &

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\DazzleH# LiveInDesktopDisconnectOnLo
KRB False, Yimm MARIRINFVIEIUIRERRY, JESIS BRI IEE,

%% Citrix Workspace [ 12+ Desktop Lock

Lt 2R REERTF Windows B Citrix Workspace M 2R, U@ Citrix Workspace A 2 Desktop
Lock ETEHRmEm, BEXFEASERNIE, BHSH
BreFo
1. ERFHEERKFER.
2. EHLRTEOD, BITUTHS (UFRENFRLEM Citrix Workspace app and Plug-ins > Windows >
Citrix Workspace app X#3%H),

flgn:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->

BxHLFMER, BB Citrix Workspace R REXR, Mith ©i,

3. BERENFE ELWE—XEH, WE CitrixWorkspaceDesktoplLock.msi, IthATIE R R Desktop
Lock A%, REBIRTIHITIZE.

4, RETHN, EFNEHAFEE. MREENFEKEHLUEAF BHER, WERA Citrix Workspace [ZH#2
¢ Desktop Lock BRi%i& &,

BEEREZEATESERFILE, FEMEE Shell PHBRZE CitrixWorkspaceDesktopLock.msi FRrAR
kP, WIRFEEMEFZKF, SRTEERMERLE,

&5z17 Citrix Workspace Desktop Lock BB, BEEAUTHST:

msiexec /i CitrixWorkspaceDesktopLock.msi /qn
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f2E Citrix Workspace 12+ Desktop Lock
LEHEFER RS E R, Desktop Lock 2BmBEHENENEERIE.

5/ Active Directory SRBSRI RS LE A P RN SR o N ARBR AR TS0
FRRENTANEERKAEE Citrix Workspace M FBER Desktop Lock,

1% receiver.admx (8§ receiver.adml) # receiver_usb.admx (.adml) SxEmEEIARRRS (LAY, 5
BSHINTE “HEHNEE” ok “APEE">“SEER">“FHRERER (ADMX)”>“Citrix A #), .admx X
1 F%Program Files%\Citrix\ICA Client\Configuration\ &,

« USB Ei&I - BFHEAEDN USB &Y, ZISESETRERIEHEE; TEAFPRE, BMKEEASEE
%l USB € &HEAF AEHRERZIEE.

- B USB seegEiml,
- 1£ “Citrix Workspace MR ">“mIEEEF P ImIR&">“8A USB inf2iEE” t, ERAHEENE
USB & &M USB i& & 5K
o IRzhEserst - 75 “Citrix Workspace M AR ">“ZIERE P IHngE” B, BRAHEES F ihIXEh2s T g,
o Z7RMN - 7£ “Citrix Workspace NRREF">“ZIREEF A IHIER" b, BAHEERE P HETNXERK,

EEBREERLUES Windows Desktop Lock £4&1EMH

1. EZ& StoreFront,
a) ¥ XML Service FRE AfER DNS #hhikf#ff, WMIKEX Kerberos %%,
b) BZE StoreFront s LU T HTTPS ifial. o2 HIEERMANMEENRSI/IES, HEHIA Web
Uk AR HTTPS 457,
HBEREABIERERERSHIIE (BHABA).
B Kerberos.
5/ Kerberos MRS RHITERS BRI,
£ IS 2R3N Web ih = FBRERARIHEAER Windows H3383E.
g) HR IS BRI Web i REE SSL HREEE P IHIES,
2. FRAREEETH QISR IE&E Lt B S8R,
a) M%Program Files%\Citrix\ICA Client\Configuration\ X Receiver.admx &R,
b) XEF “EEBER">“ZHERIER (ADMX)”>“Citrix A¢£”>“Citrix Workspace”>“ B SHIIE",
C) BRESERSMHRIL
d) BRZEMAFEMER,
3. %% Citrix Workspace [Zf#2R Desktop Lock Z&i, BRBRFI&&E.
a) ¥ Delivery Controller 89 URL 702l Windows Internet Explorer BYEI {5 b s 5 & H.
b) L desktop://ZZfHARFREIGE— N3 (F4HE URL #N3 Internet Explorer AI{Ei=5I&RA,
c) BA Internet Explorer LUIERRIEIE S BEIERINEE,

LAPIgE ERET Citrix Workspace [ 2R Desktop Lock Bt, S5afliT—REVEReRBMRER, Fi, MR
KEH Windows BEERIBIRRERIREHREIEH, WAEAFIRE LK Windows BEERBIRRIIRENM, AFE
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HBAMIZAFIEETH. XETHEAFIEERT—BRS. XERATFAS Citrix Workspace 125 Desktop
Lock WA i&%.

fir: Desktop Lock

HRMER T E Y LB MR

1. ERLREMEE Citrix Workspace [ f#25 Desktop Lock BYFr B A B IR Btk P & Fo
2. FEAZMATHIREEXRZERFRN Windows Thag:

« iBx Citrix Workspace 2R Desktop Lock.

o MipRERT Windows # Citrix Workspace B2,

¥ Windows (RiZREBIZIERIE

AZ# Windows REEREEZFRERIE, ATERNEED ERRER,

Windows

* Win+D - &/ MERE EHFREE O,

+ Alt+Tab - BRCEEINE O,

o Ctrl+Alt+Delete - 2/ Ctrl+F1 #1 Desktop Viewer T&#Z,
« Alt+Shift+Tab

« Windows+Tab

« Windows+Shift+Tab

» Windows+ FrE =75

Windows 8

o Win+C -“4TH” B3R,
o Win+Q -“12%” B4R I%RH,
o Win+H -“#=” BRIZH,
o Win+K -“1&%&” 8z,
o Win+l -“188” B&IRH,
« Win+Q - BRI AEF,

o Win+W - #2%RigHE,

o Win+F - &3t

Windows 8 [ 2

o Win+Z - BEMBIZFIATL
o Win+. - ZBRRFEANT.
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+ Win+Shift+. - ZREFEATT.
o Ctrl+Tab - BHRRISEARFHEIER.
o Alt+F4 - XFRARERF,

KMH

+ Win+D - {TH £,
o Win+, - ¥ R@E,
° Win+B = i’z@%ﬁo

o Win+U - TH “BRMERIZEHL,

o Ctrl+Esc - BahRR.

+ Win+Enter - 17TF Windows #i& A,

o Win+tX -1 THRATRIZER R,

« Win+PrintScrn - SIZRBIREBHEFRES “‘BH 7.
« Win+Tab - T #5%,

o Win+T - S ESE=HITHNE O,

SDK #1 API

March 23,2021

IEBRIRAERS SDK

@ IEPARAAERR (CID) SDK, FR AR BIE—ME!, ZiEHEaiF Citrix Workspace MARRRFFEREFIFITE
N_E=EREPIT StoreFront fRSZ85#HITENIRIE, CID AP MR E-EIRRAERRLZ StoreFront RS2, MEER
TETEREENEHRIE.

i@ CID SDK, F&R ARAILIIBR—1S2/AER, Citrix Workspace MBREF A UERZERAEFBEIZFHITEN
LZREMIEHIT StoreFront BRSS 25317 H {9383

BXEMER, B2 EAT Windows B Citrix Workspace B2 FiERAIERIRINAR SDK 3X#,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK $2{t—4A7#] API, XL AP| S URIZEA N R EMPITE AR,
tt SDK AEESMTH, BATCETERT Windows i Citrix Workspace M BEF REEN—E55,
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} =r

AR
5BohtExmEL APl BE ICA xR %.#E Citrix Virtual Apps and Desktops &iEREhiZ 2.
CCM SDK ThEEB4E:

o RIEBDD
- RIFERLERME ICA XHEENBEFHRHE,
o DIEMIFFER
- SEREERORITEFEZRRELM,. TUNMERIEREMTE AP RITEFERE R,
o RIEEH
- SEREERORITEFIRELEN. FTUNMERIEHEMIERPRITERIRE
¢ REER
- RERENGERRNEBHZIENEREXER. XBEKEARE. YAEFSENRATENBEZR
=&

Bx SDK xtEmiFdE R, iE50 Citrix CCM SDK iz 55/,

Citrix E#l@i& SDK

Citrix EMBERMHF L TAE (SDK) ZiFRER ICA Y EMEDEERS RS R in L AIRFNE P inIREERF.
AR$3 28 im Rz N iBE R A2 (L F Citrix Virtual Apps and Desktops f$588 £. MREBAEME P IHTEARS IR
mhigR, EBFR Citrix A% HE,

REiNiEE SDK 12

« 7£ Citrix B3 28 API SDK (WFAPI SDK) s 5 @2 i@iEThAELE & 65 LB F R E@E R Citrix RIMIRHIZRE
R 241230 (Virtual Driver Application Programming Interface, VDAPI), VDAPI 1289 E3%3E
EZFFEN T RE BINBERITE,

« Windows %31 API, RTFEaMsiikinK3ts ICA E£MBIE=HNAEFHNZE,

o BARBETRERANENBERORFHNERRAE,

+ EINEE SDK HE WFAPI SDK 7 BE4R S e HhmiE Y AR S5 881

BXFMES, HSRA mEEAT Windows B Citrix Workspace Rz AE2FHI Citrix E2#0i@E SDKHY.

Fast Connect 3 ZiEiF N API

Fast Connect 3 &iE# A APl 121 T @ Single Sign-On (SSON) ThaEiR A A EIEMED, IMEEERT
Windows # Citrix Workspace R 2R 4.2 REShAFRE, @I AP, Citrix S1ER T LUIRE S HIRIE
% SSO =&, Zr=mfEFA StoreFront AR ERIEVEZAEFHRE, REMARRSXLERIENEE,

BXRIFMER, B8R EAT Windows 89 Citrix Workspace R B1ZRFERH Fast Connect 3 &iEHEAN APISTRY,
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https://developer-docs.citrix.com/projects/workspace-app-for-windows-ccm-sdk/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-windows-virtual-channel-sdk/en/latest/
https://developer-docs.citrix.com/projects/workspace-app-for-windows-fast-connect-api/en/latest/

iBEAT Windows 9 Citrix Workspace R BiEF

ICARESSE

February 10,2021

ICA GBS ZXMHIREFMBRIZEN ICA XHEBTIR, AFEERBEX Citrix Workspace R AREFRHITH, X
ATLUER ICA RESZ3 Citrix Workspace R BIEFHNS BT H# I THERR,

ICARES%E (PDF T#)
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https://docs.citrix.com/en-us/citrix-workspace-app-for-windows/downloads/ica-settings-reference.pdf

iEATF Windows &9 Citrix Workspace T2
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