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iBEAT Windows 9 Citrix Workspace R BiEF

KT Ibhias

September 21,2021

2108 PRYFTIEIIEE
BORT AR BRE

BIRASINT B ER “ARINKF” BR.

@ Citrix Workspace

Welcome to Citrix Workspace

Citrix Workspace &iEf A EEHHEAT

BERA U BT EEE, LUIEEERPBM Citrix Workspace MABREFSIETHZAINTNVEE, MRE
BEMBTIEEIFRAE AR B BT, BEFMIENER, EEBEM Workspace FiEiH, NEDBRAREMBEEIT
i Citrix Virtual Apps and Desktops i&zg Citrix StoreFront [ Am/E.

BXEMER, B2 Workspace £1EHIAREEDER
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EIERREEN Workspace (&) KIEEE N EBI,

ZHFBAENX Web RARBE [RATYIR]

EibhRA S, EETLGEEERTF Windows 89 Citrix Workspace M BREFHiaRALHNBEEN Web MAEK. EfF
RIkIhEE, BERXLIRFBEEN Web iABEEZRMNE Global App Configuration Service s #ERA URL
FFRSP, 5ERfa, ATE Citrix Workspace MBIk RRPREEEX Web MAREE URL, BEX Web
N B EREEDSH Workspace MRAEFEOFITH.

BXEEAEX Web MEBBENEER, BE2REEN Web NERE
AR
BAMBRAMEE A EEIEEFFEREREFIMERHTINN, FAHREREZERENN S, Citrix FEZIH

BEFRM Y SZ 152, (BB MEBOHX LR RIG. Citrix ATRERRIBR R RS, KBEMEET I RIGH
17#1F. BiIAER Beta lRAIETEIFREH,

StoreFront 2 Workspace URL 5% [RAT % kk]

L RALAMAH StoreFront i 5] Workspace B, RZLBAFPREFaRH Workspace URL RNEI HikRig &
£ Workspace MBEFH.
B LEInEE, EEERTLUEAF M StoreFront A& E X 4T 5] Workspace ABNE, RNEAFRERERD,

BXILIhEEmEAE SR, 559 [StoreFront B Workspace URL i A% AR]](/zh-cn/citrix-workspace-
app-for-windows/configure.html#storefront-to-workspace-url-migration)

AR

RAFGARAIEE A EEIEE RS REFIFRFHITUL, HAEREHZRIEHN S, Citrix FEZD
REFRUSYSZ 152, (BXNMIRMHEBOHXLEThREMN R IR, Citrix ATRERRIBR IR ES. BBEMEE I RIFH
1THE. BIRENR Beta lRASERLE=IFIEHR,

2107 FaVFTIEIHAE
EPA 1Z531)548

Bk, Citrix Workspace MBRFA M THFHE Workspace S3Eh % EPA fiff. RETRE, SH&FES
44 (Advanced Endpoint Analysis, EPA) $13##i& & Uie &7 Citrix Gateway FEEEMHESR2ER, S
&, 2R Citrix Workspace MARRFERE .

AE:
DEEMEFEE T nFactor SHIER, LtIhEEA B,

BX EPAHERIFAER, BERAERIH AT,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/getting-started.html#custom-web-stores
https://podio.com/webforms/23781663/1719022
https://podio.com/webforms/23781663/1719022
https://docs.citrix.com/en-us/citrix-gateway/current-release/vpn-user-config/advanced-endpoint-analysis-policies.html
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Citrix Workspace [V FBi2F Beta [ii2=

BAhRAsES, &EI L& Citrix Workspace ZAR2FHIIE REBHER DRI Beta hiAH#1TMiR. Beta ikas
RUERMTEEI IR ERAEN 21 KR HRSRRZS, % Citrix Workspace R FR#2FEE N BEEMRE, &
R B B @,

2EHE Beta i, iEMEFIREE OFHY MHIREFERE Beta @iE:

o hR7S - TR ZFFIIR ERR A EHT
+ Beta - 2HiARMRA, BN S @Ak Z A H I B91R) R

@ Citrix Workspace .

Update Settings
Do you want to be notified when updates are available?
Yes, notify me

Mo, don't notify me

Lse administrator specified settings
l " You don't have sufficient privileges for changing above setting.

Select the Update channel :

Releaze L

Beta stable release updates.

Leam Mare

Save Cancel

AR

Beta iR ARIMEE A EHIFEFFFEHEREFFIFFHITNL, HAERHREZRBENNS, Citrix FER
Beta hRZASHYZHFZRG], BB RHRIREKIHX LA, Citrix TRESRERIFMN™ENE. FEUENERY
WRIFHITERIE. BIVAER Beta lRASET LIRS,

EXREAEMBENIFMAES, EBR%E Citrix Workspace A2 Beta it
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SZIFUTEMIENS) [FEARFEAR]
BashRZNEE, AILAER LTSRS Citrix Workspace R BEF#TE 3L :

« Windows Hello

« ETF FIDO2 M5 1503EH S

o MBIOINT Microsoft Azure Active Directory (AAD) B AAD A B ZMIEFHTEN B EER (SSO) 3
Citrix Workspace i BiEF

Microsoft Edge WebView2 Runtime ik 92 s B S kR4,
AR
BhiZs 2107 &, Microsoft Edge WebView2 Runtime 224255 Citrix Workspace MBEFREREFIT

. Workspace MBEEFRELEH, REEFRNERFAREEER Microsoft Edge WebView2 Runtime,
MRKAE], WHITRE,

ItkIh8EIN7E Workspace (Cloud) $EHZ %%,

B RS IEIENH
ZRASMEIENE, EERMTHITUTSE:
1. BahEMREES.
2. SMEILTEMRERZ:
- UEERAE:

- XWF 64 fiigfER%: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle
- XF 32 iR fERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
« LIFEERAG:
- ¥F 64 fuzg 32 RfERY: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. SIBERUTEMA MR
FMERmER: EdgeChromiumEnabled
KA. FRBE
f&: True
4. A Citrix Workspace Rz 2R LUEFHREI BB E Ko
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AR

RATAR A A EEIFEIRRSERESIFERER, FAHRMEZRRONS, Citrix FEZINEET
WA, BVDRESIHXLEINRENRIR, Citrix JRESRIBERRIO™ELE. ZEMEMEZ N RIRNITIE
Fo

25553 Azure AD #H1T5&MRR) [FRATRLIAR]

TEARNRAR, NREFERESENEERREN, WA LUERKMEIARHITRBIEIE,

Microsoft Edge WebView2 Runtime hg4s 92 SE SR A,
AR

BlhkZs 2107 &, Microsoft Edge WebView2 Runtime %242k Citrix Workspace MBIEFRERZEFIT
1, Workspace N Bi2FRE IR, REEFSKNERATREESEE Microsoft Edge WebView2 Runtime,
MRHAE, WHITRE,

ERFMIRIRERSHEIE

EEMAET Azure AD ERFMHIHRINSHIIE, EERBITRITUTHTE:
1. BEhEMREES.
2. SMEILTEMRRERE:

o X F 64 fii ## F & 4: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\
Citrix\Dazzle

o XF 32 fiiR{ERL: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. SIBRBLUTRMREMRD:
FMERBMETR: EdgeChromiumEnabled
KB FHHE
f&: True
4. E#Esh Citrix Workspace Rz 2R LUEFH BV B E Ko

F#% Workspace N R2FHpIAMEN AEF A AT RAR]

Bhk7 2107 {2, BB LE Citrix Workspace B HEE AR ENN AEFN A MMKE, TLUER
Global App Configuration Service FR& Lt 1haE. BXELELINGENE S, ESiH Global App Configuration
Service,
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https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
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TR EIE A FIE Kiosk B TFiaiTHYIRE UK E Citrix Workspace I B IMEBIR AIER.

AR

RAFGAR A E A EEIFE RS ERESIFERER, FAHRMEZRROONS, Citrix FEZINEET
WHIZIFRA], BV M XL R R, Citrix AIRERRBERIRAM™EY. BEMMNEEMN RIFHITIE
Eo

2106 FHIFTILIhEE
Global App Config Service

#89iEAT Citrix Workspace B9 Global App Configuration Service f§ Citrix B RES BT EDEIERRS IR
f#t Workspace fgs3 URL #1 Workspace MAR#EFI&E.

BxXFMER, 5217 Global App Configuration Service X#%,

BT&t Global App Config Service 2R 5{18IE < RITFIERET

Citrix Workspace M ARZFHERME T MIMIA TR L EAMHEE FFESHIRIESHMINET, RTHE GPO iBE
4, EEILAER Global App Configuration Service 2 1E1Ez izt E1768 5 AT,

£ Global App Configuration Service 1, ¥ Store Authentication Tokens BMi&EH False,

BXRFHMER, 1E218 Global App Configuration Service 14,

oo

RS ELSRE

o

RS ESEBRRHRARE R T XERSIZTI REAG A BERERE. TIETIRSHSITRIRNA, BRERILL
Bt EEIAY BEFRHE,

BXFMER, 557 Citrix Workspace XS RIAR S IEL SRS

EF Chromium #9331 %5283 2 #5380 URL - S ARFUEAR

REABEE [ RIFEERRSBNEF HELNREE URL BEAINEFIREERIIRSBURMBRSBEEHDEE
P

AR 285Em7E Delivery Controller LigE, B iRHRRERAAERIR (GPO) BEERE Citrix Workspace R A
B LIRE,

fELthR4sH, B Google Chrome # Microsoft Edge #in7 Wi URL EE M #.
WEFM

« Citrix Virtual Apps and Desktops hixads 2106 & = Hxr7x.
s NEREEREYT BEFMRA 5.0,
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https://podio.com/webforms/23781663/1719022
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
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https://docs.citrix.com/en-us/citrix-workspace/service-continuity.html
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% Google Chrome %28+ EIN A URL EEM, &M Citrix Workspace AR REX4EHIEITU T

A
4

“%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose”®

ZMWE URL EEMFREUHEM Google Chrome 5528, 1M Citrix Workspace A2 REX HKHIEITIU

s

‘%ProgramFiles (x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose®

A %1 Citrix Workspace MAEFHEE URL EEEMNER, BSRANEREEE .

BEXNRBRBETANEMES, ESHA Citrix Virtual Apps and Desktops SXi4HHIHRI 2SN A ETE Ao

BT ICA XL 2 - ATREIR
ERERRA, HEESh Citrix Virtual Apps and Desktops &iERS, |CA XS TH Bt

FEItbhR s, AL Citrix Workspace BZBi2R#E Citrix Virtual Apps and Desktops &iEEshHaEIL R ICA X
TR R T RN R 2,

Citrix Workspace M RZ2FIMEAFER ICA XHERERAKNER, MIEAMEETR, WIHEESEERRERET U
RIEAMIFENATAE R ICA XHNEMEERY. LINkEhERTEERT Web # Workspace EEzn89 Citrix
Virtual Apps and Desktops &i%.

BXREMER, BB 0T ICAXHREM - AT RE .
ERMIBXILIEENRIR, A Podio &,

2105 FEvFIEThAE
@ 301 EEMZREENX URL

Citrix Workspace M AEFIEAFERMED HTTP 301 EE @M StoreFront 5 Citrix Gateway EE @ E!
Citrix Workspace #9 URL.

WMEREM StoreFront iF#£ 2l Citrix Workspace, MaTLli@is HTTP 301 &€ A4 StoreFront URL EEmZ| Citrix
Workspace URL, Hitt, #0IB# StoreFront URL BY, R#ixBhiEEEE 3 Citrix Workspace,

BEEMmRA

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJLAEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountss

© 1999-2021 Citrix Systems, Inc. All rights reserved. 9


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#bidirectional-content-redirection
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/bidirectional-content-redirection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#improved-ica-file-security---technical-preview
https://podio.com/webforms/25985660/1947695
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Microsoft Teams 1Z38IhAE

o WE, ERUNEEREREEEMEED,

S#n3 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream#¥#lE& s NetworkPreference
(REG_DWORD) #o3F 11,

BIBEEEERUTEZ—:

AR

Wi-Fi

FHMLE

2 E]
G20

o U1 W N

BINBERT, NRFKIZEEME, WebRTC 13145 /AR RETAIEL.

s BREDTUZRAEIMSEER 2 (ADM2), LUER BREMIZEER (ADM) BFNEEERK. XEMTFHER
BEPSE R NE X,

Z2 /| ADM2, ESA1E \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #al%
—/& A DisableADM2 (REG_DWORD) BEMRE, AREBEIEEN 1.

2103.1 Y3 ThEE

R RECERIEIRINAE

RERFREBENECERRS ST, ZEMAATFAKRERWYR (GPO) HEgH GUI B2E.
EERRSETE, FESEPERRSHREFE, HETEEPHBETRESRSBREBRRAY

BXFAER, BERRERRENESS

BT REREFMES DI RED
SHWIELHIMEHAFEERMEE |, XFERARTEERATZIEENEHREFRMANEE.

Citrix Workspace MBEFSINT BT 2 I EAiE FFES M SHANET, ATigaeet, HRINMERM
TAFEEITR (GPO) HESKERE B IIE SRR (%,

AR

B RIESZEFRIER,

BXFAER, BFERASHINIES .

Microsoft Teams 1Z38IhAE

o BIAERT, VPO 14mmREa3 e TRARTS.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 10
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iBEAT Windows 9 Citrix Workspace R BiEF

o CIFEHE. Bl REINEEBEEEINEE: R Microsoft Teams BB TXt%kmm, Citrix EE®
B9 Microsoft Teams B EREBENE, BN, XEETUFZINZE RN True,

« DirectWShow MEARKIAZI .
EENENIAE I, FRITUTRE:
- BahEMRHFmERS.
- EMREILITXREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,
- BEHLUTE: "UseDirectShowRendererAsPrimary"=dword: 00000000
HithrAEAY(E:

* 0. IR{REGRE
* 1: DirectShow (ZkiA)

- E#E5 Citrix Workspace MR

2102 HAYERIEThEE
RIESHIEIEFF

LUE, EEETRESHBRIINEFiHITEN L, NREAREBERKZMEE Windows SiEEEeRH, MFE:m Citrix
Workspace [ Bi2F#1TEHRIE.

nE, BT RESHIRIENEFHITEN L, MEAREEEREFMEE Windows SREEERF, NERIHRIE
=R, EXRERMAREZE. A5, Citrix Workspace N BAREFERIERS R ZIBEREE Windows EIEEEEH,
XA ITELEERER, FAELELHR Citrix Workspace BZBIZF 2 8i7E Windows SR EEISSHF iR
FER.

Microsoft Teams 1Z38IhAE

o DET SR IMHR,
o e TR AT M,

2012.1 HAYERIEThEE

tEhR AR T BB T U B M REAIR E MERYIR)EL.

2012 p9FREIhEE
XFEAMIE

iEATF Windows #9 Citrix Workspace [ 2R IEREEAFIBRZAS,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 11
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ERALES

HEWEEL T Citrix Workspace R ARFWE RSN Z, X&H TR Citrix #THEHE, HEHMERE
RARYIER T B R M 52 15

WE, BWEILER GUI EHE,

BEXFAER, FERES S

3t Citrix Workspace #1178 B @ 55 183F

AhRASINT 3T Citrix Workspace # TS E@ 543 310IEM 2 #F U K3t StoreFront B9EL A 45,

M Citrix Workspace M2 RS9 IIF

Citrix Workspace W B2F3IN T HZEE IR (GPO) B AE® Citrix Workspace LI R EHIEIE, LthEE
B&fE Citrix Workspace R 2 aEBTE RGBT BaE R Citrix Workspace, NZAMANTEA&E EH Citrix
Workspace BETHEE (ERBER) B, AEMALIKE,

ﬁ*ﬁ%fn S$) 1ﬁ%|ﬁ|9’5;£7_|__§'{ﬁg_llmo

N 2 FRIFECE AILE 5RINAE

LED, FOAMERT, BHIIEEESIMNBBRSHGNEER IR,

FRRASINT AR (GPO) HEE, ZEBAWERNASHRIIEEENBMRSEHRESHRERBRIZR
MR B EHIRIIEE.

=

pE=
Ltk GPO ZREERERTF ICA 1 SaaS =i&. ICA 1 SaaS wiEdr4ifER Delivery Controller # Citrix Gateway
BRSS #1TIE R,

BXFAER, BSANAEFRIPECENEREE

Microsoft Teams 1Z38IhAE

o WEANEAUERSHEREREIETENRIF G
o WebRTC A3 EMERFFES A inikE LI ENERS .

2010 HAYERIEThEE

LEhRAERR T ZMNA B TR B REA R E 1BV,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 12


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#log-collection
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iBEAT Windows 9 Citrix Workspace R BiEF

2009.6 RV ThEE
%#5 FIDO2 H{3551E

FIDO2 B3 1IE AT AP FI A AHtin < FIDO2 Aff. MR IMER UER FIDO2 2R AHEMEMFLIRFIK
REFTEHBRIE, REXMNEABEZEENFEER (TPM) 2.0 1 Windows Hello, BXi#4E8, &2 FIDO2:
WebAuthn & CTAP,

Microsoft Teams 32 Ih5E

+ Microsoft Teams MEEEIEIRETIRP ERURIER IS INEIZE,

» WebRTC 18451 LUA Rt i i = L ATREIY R AARII D IIZE, WebRTC R4S BERH#HITEZRINE, MR
LB IEERBRIE,

+ Citrix Workspace N B2FREREFMERS Microsoft Teams ¥E—i2iTH,

EIFEHMRC#HINEE - SN AE =L REENZERHER XA, EIER7IER,

- BRSSO - IIE, YEHEREH, USHIESHIX Desktop Viewer B&E, LIgi, &N
Desktop Viewer & OTREHNE F imd#thE QR E1E,

2009 a9FHEINEE

tEhR AR T BB F o B M RERIAR E MERYIE) L,

2008 FEvFIEThAE
ATREFFBMESENARENR (GPO) EBEIREE
BRTIER GUI iEZ5h, EIMEER] UERARENR (GPO) ERERAERBHBMIESI

BXFAER, BEREERRENESS

CryptoKit =31

Citrix Workspace i A#2FIES:#F CryptoKit 14.2.1 k.

BEXHF

EATF Windows 89 Citrix Workspace M RIEFIIERMEEFIE (BFE) kR4S

B IEEsRINEE

ATRETEER, FHRIEXHEERESRERE Citrix Workspace AR+, NABEFMAEEETEERRR
Eo BMIEIELEBMEHEME, XiF, SEENMBHARAERBHRIEN, FREEEMRARE.
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} =r

AR

IS PIIEIRRINEENER T = EE,

N A2 fRIF T RERVLE SRINAE

Ual, HESRRRRIFEONRRREN, BN FE (BEEaPRZRIFHNARER) BELET.

0, YECRERTALRFREEN, RERRIFNENFELET. ErltIRRFRIPEDIMNIHNKENRREEE,
B2, MREMA PrtScr ###3X Windows 10 €& EHWREEE, NWAAR/IMEEFRIPHED,

IhRZASEARR T DSOH N AR RIFTIRERYIA) L,

HE WA BT EE FBIIESRINAE

- cookie IMEERIERBRAGE: REHBENEHNLEN, RATKRBTOERHNEIE.
. NEBAETR R RLES,

2006.1 RIS IhAE
Microsoft Teams FEt=188IHAE

fEAhRAS, E/A Microsoft Teams £ZMARANIETF Desktop Viewer EOHINZE. Desktop Viewer EO5+
BXIFIF RS, H A5 Desktop Viewer E2ME FIRNAMN BREFHERNER,

BXFAGER, FEAFSES,

BT Citrix Analytics 3535

Citrix Workspace ARZFZi310M, sIUMEMRIEERBE ICA RIFREMIFHIEEHE Citrix Analytics ik

5o

B Citrix Analytics tnfAEA L BIEAER, BESREEEENRSH Virtual Apps and Desktops B EBhiE

2002 p9FEIhEE
R 2 RIF
AR

[ 2R R SRBR B TR e Xy BN IR (F R PR R INEERIAR] (HRREFREHRER TAAFHIRE APLRR) KiETT.
XEHENAEFRIPREEZEEBHNEEXNETARTITARMRIP. B2, MERFRAANKE, HRES
MIERBERF A ESHI. BARNSUEHRFNMARXLEE, ERMNTERIEEREREMBEFRMT
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#screen-sharing
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/self-service.html#select-facets-to-filter-events
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
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RHIRIFS

[ R RIF 2 —TMiNThaE, AI7EfEA Citrix Virtual Apps and Desktops F2fitigaMNT SN, ZIRERFITE
FInZREICRTNERBREEREZMNEN. NARFRIPAIBLEZERS L ERNAFRSENRRERENEE
Bo ZIEEAI ML AP R G EHINRREE UL ERBAIERBNENF ASURER,

AR

Citrix Bi&ERZ Citrix Workspace N REF B o= RIPHIRIE,
£/ Controller £ StoreFront 5 Controller ZiBlEc BN AZF &R, BXTE Controller LEEENAEFFRIFHE
B, 3&&i# Citrix Virtual Apps and Desktops X4 HIN FiZFRIP. ARG, EIFERUTE—SAREENAE
FiRIPAY, BItERER AT Citrix Workspace MR :

« GUI

o IO
AT Citrix Workspace W BREFRERIRER LR OSSN BREFRIPAN.

AR

« LkINEE(RTE Microsoft Windows Desktop ##fE%4: (40 Windows 10. Windows 8.1 #1 Windows
7) =%,
 mZRE MY (RDP) RZiFLbINEE,

H %1z Citrix Workspace NBEFHFE BN AREFRIFNER, BBRENAREFRF.

REIZFIEIRIIAE

ERERAT, MREERZRETATAR RENNARRRF LIRS T % E Citrix Workspace RA#2RF, WAMHELE
2.

TElthRA T, SESMENUEZRF REM Citrix Workspace RBIEFHIEF, HEIISSRE,

Citrix Workspace E#7#91E38ThAE
ERHARRASS, R Citrix Workspace MAREFHEERRE, NFEERAELENHE R TER.

ElthRAT, FERRATUEEERREMNIA LB Citrix Workspace HBER. ErILUB AR S H@AXIEH
# Citrix Workspace R 2 EARHERE “IOEBM RITHILRME,

AR

EEIMATIMAER AT Citrix Workspace R FB2F A R REASEFIF EIE 5 2B,

SFFHIAAE
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SmartControl A EERENXNERE, LWEMA Citrix Gateway B2 B f &% 1T Citrix Virtual Apps and
Desktops WAFIFER M. FIt0, EEIaEF BRI ERERMF R HiZiZRm, XA A Citrix Gateway £
89 SmartControl ThaesksL T,

82, ¥ Citrix Workspace MR 2F#0 Citrix Gateway BF 2l ik 6t, ARKEZET K, EXMHERT,
ERiRETER A SmartControl Thag, AR P EREFEMX, Rk, &I UER S ICA I, Hik ICA RE
AFEAGER SmartControl Th8E, BIfE Citrix Workspace FzR#2FFHN Citrix Gateway ZBEERERIALRF IR0,

Citrix Workspace A2 #5#EM Citrix ADC LAN RIBRhRIE, AIURERMESRIE, tha]UERHEIE
BHEETHEEAERS S,

BILAER AT 5 A B B tH b I

o BHSAE BIRHAEINGMEOSREERERSSE
o HANE: ATLERAREEYS DLL Z—1EE M RIERS [ EF R RIERS B

A LUE R AR R BRI R R R I E H IR,
BxXHERERIEMES, ESI Citrix Gateway SRR Hf [CA 2 #,
BXREEHARENFAER, BERHIERE,

Citrix BTV B3 28 Z 3 HI
TITERT LAHERR Citrix BRATURSS88 —# B, LISRfERItINEE,

(Ell
D

LERRASSINT — D anATF R HBR Citrix SN B 88 Tt &Ise . M Citrix Workspace ARFREME
/InstallEmbeddedBrowser=N FFxUEERARN KIS0,

IIELUTER T 7 BBk Citrix BRNTUNI S 28 IS0 14

o 2fRE
o MNFBE Citrix BRNTUX 5288 Z# HI X BIRR A #H1TH R0

nRER Citrix Workspace R AREFMARE Citrix SRAUHI R Z#EIX 4, HEBEETAHRDIRA 2002, Wik
AT BT 28 B M R TEFARARIE BB E

158 75 Microsoft Teams W= EL=THAE

f# /3 Microsoft Teams =T #£XBY, Citrix Workspace MBREFRELREZNEMNSXKISERE ~— M @i
1, EREEHZ Desktop Viewer 50, SiEHZHMSMNEAAME L, S\t Desktop Viewer O, BE

HiZo

_T

=

\|

Microsoft Teams /i = 4miges it aefL B s

Bl HdxTeams.exe #i2 (BRA7E Citrix Workspace MAZF i R4 E Microsoft Teams EE @A WebRTC
IRASIE) BY, ZHESMBERAN CPU A UERIHMNIER FERNRERD DY, aTAEMNER 240p. 360p.
720p #1 1080p.
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MEETEIEIE (BFFA webrtcapi.EndpointPerformance) 7 HdxTeams.exe #i41LEiETT, HIERAEE
WETERRERRAIUENNRES PR, AE, ENELSZEHNESS2WNRS S ZBNRFEDSEDEIEFE
BRATBEEN DR,

BEXEBRRRERNES, BESREEEEEES.
BXER, 1523 Citrix Virtual Apps and Desktops #4189 Microsoft Teams ik

Citrix Analytics RS HIIEIRINAE

fEAhR 4+, Citrix Workspace AR A UR &M RIMMEKX S LM IP ik =) Citrix Analytics BRSS.
BRSERHMEWELSEE. ©IEEE) Citrix Analytics BRE DR TIRRE S EHIEXIEEX,

BUAERT, IP#itBER%ZES Citrix Analytics BRS. B2, ErRILUERTMKRmESSE Citrix Workspace [
PR A It IR,

B2/ P it BEER, BESMEUTEMRERHE SendPublicIPAddress EMRIIZE H Off.

o 7£ 64 i Windows i+&#1 L, S#iZl HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle.
« 7£ 32 fi1 Windows i+ &# £, S#iZ HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

AE:
o |PitiitEmREREB R THRHNE . RE Citrix Workspace MBREFaERBZNBREFNED
IP sthyib, {BRELEMNERTRETE.

s EHHAMNEFRWIER (FKRTE Intranet Fiz17) , BHEERB S L URL https://locus.
analytics.cloud.com/api/locateip FINARH,

B Performance Analytics SR LLE SRIFMMER, BESRMEBERS,

1911 FEFTIETIAE
HEIREThAERY Workspace

AhRAHERTF Windows 89 Citrix Workspace NBIEF#1TT b, LUIELHIFIA Workspace HaELNEE. &
KiFMEE, B Workspace Intelligence Features - Microapps (Workspace £ 8EIhEE - ) o

*#%7 Citrix Endpoint Management 155034t Windows 10 &%
AR
B EEMINEE N ARTRSAR. Citrix BIAENRIF R P E R AT MR I8,

Citrix Workspace M AEEFIEA Y Windows 10 i&&B5h7E Endpoint Management #iE#f,
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} =r

AR

o IEIHEEMRTE Windows 10 & & 2%,
o INEERER T mEbEo

1909 AEIFTIEINEE
MREREFFX
BERASINT —1RHR /forceinstall MIIRERRFEFX,
EUTERTERRAFREN Citrix Workspace M BEFNTMMEERBFTMRINAT, EFERILFX:
o WIEEMARZZIF Citrix Workspace N AEF# 1T,
o REFHKARKI,
AR
/forceinstall F%E /rcu FxBIEIR,

BXFAER, BERARERIPNERSL

BEE /R
2108 EEERIR
BR[BHWIE

R Citrix Gateway =iEi88Y, Citrix Workspace RIS ATE B RN 2R R R#I TS 15303, [RFWIN-23829]

2107 HEEERR-

e
RENBREFRIFE, BEWMAFTERERATEL HP G5 R7IEEXITEN. [RFWIN-24103]

RIE[EE
o BRETHEREEIEN, SIRIABRERGHNAREFIA/\ATEERKK, [CVADHELP-17089]

o FRAMEREIGERERZ P iHM VDA B, JNBIANBEERAE Chrome 5 2s ETRER %K, [CVADHELP-
17430]

o FRBERERN, HEMFEA UPN EEER, ARERALEXNEBRN, SEIRIEETESERUTHIRE
ISW

AR ZREBARER, Fif., [CVADHELP-17620]

* 7£ Microsoft Teams &iVHAE B EHSREIERT, Desktop Viewer AJRES LB LM, [HDX-32435]
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2106 HEEE MR
RIE[ERE:

+ A Google Chrome. Mozilla Firefox 3¢ Microsoft Internet Explorer fE42kI\ PDF 5238, ZidfE
A Citrix PDF $TENNITENX AT BE KK, [CVADHELP-16662]

« BEMF Windows 8 Citrix Workspace R FA#EFF%&EIMAs 1912 LTSR CU1 5% CU2 f5, RiETIFEMAT4E
2%, BAT Enlightened Data Transport (EDT) #hYEd, NREZEZ @S Citrix Gateway Eizd, N
SIS, [CVADHELP-16694]

o E# VPN gilrFiERE VPN B, ZifEMiERT Windows # Citrix Workspace N Bi2F B EIR FAIZFEI8E
%M, [CVADHELP-16714]

o ENHE=ZER, HaEFIRKIRE T AL Delivery Controller = Director, VDA kg7 2003 ¥
hRzs= it e, [CVADHELP-16783]

e ¥ CurrentAccount EI&E J;3MER HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FTH
AllAccount RIRETEEK. FE—IMHZMNABEKFNSHILLE», [CVADHELP-17229]

s APRESTEERN, 2RXERERT Windows 89 Citrix Workspace R BEF A e a5k, [CVADHELP-
17267]

o SR THAMNE LIEENXHTERRK. [CVADHELP-17337]

o EHRIERIWNEAE, 7 HDX R TR Microsoft Teams BY, & XM A 1047643 & BE = R IE A TEo
[CVADHELP-17398]

o ZRAFERABNATEXHITiERKK, [CVADHELP-17438]

BFRRmE:

o FRAPXEBABRNERERS (IME) EXAEPRANKN, XEAAESETERBE LANNXEEZI
[CVADHELP-15614]

« ¥&EAT Windows B Citrix Receiver fr7x 4.9.6 7+4& %l Citrix Workspace MWAEFRE, ZRXMREAR
BN ARF, FLSmE EARES NERARERAERE. [CVADHELP-16967]

o BIRTE ping.citrix.com EBE{TERKESNMIXATRES LM, [RFWIN-22672]

2105 E~EERIEMR
RIE[EE:
 fEAIEAT Windows B Citrix Workspace N AZFE, NARFRIPNERAIGET ABHRITRELER
EERE L, RSBIBFERS (HI50 Windows Server 2019) E%#a Citrix Workspace R BEFSHI
IteiE R, [RFWIN-22120]
o 2id7E Git bash LizfT@$rIBERK M. BRATNARFRIPIIAER Citrix Workspace AR H LA
#, [RFWIN-22187]
o REBHIRAH Citrix Workspace REEFE, B StoreFront BIaIgESURBIFALKIR T, [RFWIN-22419]
« ZidiBH Citrix Workspace ZAEFATAER KK, YAF SRR TR E LN EHLE . [RFWIN-22491]
s NNAERFESAREAXHENBHEFHIEERS, BREENRESRXBHNAEFIERRK. F
HAfs<TRERE Citrix Workspace M AEFE, MIRKIEE storedescription, M HILLE-,
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[RFWIN-22510]

+ M Citrix Files FE Y, HLEETENHEATRESEIERB, [RFWIN-22516]

o EEATEARFIERFIPF B HSP 5 CET haEMER T, 5 11 4 Intel Core 4323840 AMD Ryzen
5000 #5432 LR AIRFATRER ESMEE, [RFWIN-22592]

« MR “HDX BERfFH” WIRIEE R “Bt”, HEBAT “EDT MTU ZIM”, MNESRENARFHEEN,
ARERETRRERBRUR—FESES. [RFWIN-22697]

« EATF Windows #J Citrix Workspace N BEFRIGET AN BIEF, HFEEREGREL. ZTRET
Intel Iris Xe B+, [RFWIN-22952]

+ 7£ Microsoft Teams =3¢ MsMEEAE, HdxRtcEngine.exe #iZAIRES BB TN, RREDIHERREN
ZETBIGEPFREIMLEE, [HDX-28616]

+ M Outlook A Microsoft Teams 2iXEY, & NBRUSAAIRET AIE BiE1T. TEFRBEN Microsoft Teams B9
BERTIAS N S HIL R, [HDX-29558]

* 7£ Microsoft Teams &iXHAiE], &RITIEHSEEMIA LA, MIRATEERRIFARE, [HDX-29668]

RHRE:
o BTFHPEER gfxrender.dll, Wfica32.exe #IZATAESEIMEH, [RFWIN-22446]
e 1)

« 7 Citrix Workspace M BR2FHMERRARENES L, BEIFERRANRIAF AIREREBFARINRES . BxX
BHAER, BHSEE Citrix 1RO E CTX307794,

2103.1 FEEZEREHR
BER[SHRIE:

o BMEBERAT HEHRFEFZRIREM don’t ask again for 60 days (60 XRAEigiA) HEEZE, Microsoft
Azure ZESHIIENFIEERIRTHITH BRI,

=W

BINBNAFREENASEE, MIEMENAREEREHE. MRAFPER webview S330E MR AREIE
IR, RATRSERTESTEMNIRIE, ERELEERT, Internet Explorer cookie 175
BRo BUABERT, WEELTERRES (FfE cookie), AILUER GPO EIMEZAILEE. MRZAILE
8, cookie BAR1FME, HEFHEIEFRER.

[CVADHELP-14814]

o TEMNT Azure Active Directory (AD) #9i&& £, ¥ Citrix Workspace MABEFEiIRARNARE, A5
BEIH R EREREN, APARELTNER. I, TEEREMAPKFAESR. [CVADHELP-14844]

Tea)E:
o HEERETREAHNR M, [RFWIN-20912]

RIE[EE:
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Bidi&EMAF Windows Bz Citrix Workspace AR BB A RIS EBY, 254l Citrix Workspace [
AR EERERAET. BRT “INtNARFIHE” e EItE#E, [CVADHELP-15654]
AERERSSBAEARKO 8080 MIERT, Citrix Workspace MBREF AR LA EZI B A NN BEFME
. HIRANREESERT Windows # Citrix Workspace R AERF AT A A AR O m A ER
2RiNis 0 8080, [CVADHELP-15977]

B A F Windows # Citrix Workspace 2 F A sE 2 BBERIBX RIS E, £IFRIBRAM Microsoft
Windows #ERgGH = HIltka, [CVADHELP-16017]

AP =IETRT ALT + Tab %8¢, AIBERITHAERT Windows 1 Citrix Workspace M AEFNHEE A
Mo [CVADHELP-16379]

BMESRIFME O EBR/VL, Print Screen BaJsE T A HRREEEE., [RFWIN-16777]

NRIETE Microsoft Teams E@EHERAMEIBEHN A, HDXrtcengine.exe AJHEERITETMN, R
Bk ESRERRLNE CTX296639, [HDX-29122]

A /A IME ##5 DBCS XA, AJaeft/ FiI%. Windows 10 2004 i2{FR L= HIItkiA A, [RFWIN-
20006]

$EIRIGE C: \ProgramData\Citrix XHXMRATaE=F 2 Citrix Workspace R AREFEIMNEH,
[RFWIN-22753]

£ Microsoft Teams i@iEH, SIMAIAERBIMSLE, 2/ UDP FREimO s, [HDX-27914]

BrRRmE:

g BH” EM—KEE, EBT Windows B9 Citrix Workspace MBREFRIAET A XM, BBRAER, ®F
PR “BH” BEHUIAXE Workspace B2 F. [RFWIN-21518]

2102 hEEERIE

RIE[EE:

YR ERBA T vPrefer kmay Citrix Workspace EBEFME A SE ENRE DT FE NN BIZ
B, ZMAREFEITANAESER— 1 EEEE. NEXMeREE—EEE, WEEBXITHZNBAER.
[CVADHELP-13237]

BFA vPprefer &1/, App-V R AREFRIRERTERIZRSS R LB, MIFTEAMARS 8 LB, [CVADHELP-
15356]

LR BB R ENAEFEZ M, StoreBrowse.exe sh S AIRETTE B R E A BN BIEFNETXR,
[CVADHELP-15952]

Y EnableFactoryReset FMFRIEEIGH False bY, ZiXEE Citrix Workspace M BEEFAIfEREAK
HETUTHIRER:

tEIhREEE A,
[CVADHELP-16114]

AEUEINAERTRET AU EE CDF BRER. [CVADHELP-16587]
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RERE:
+ Receiver.exe #iZAeEsEIMNEH, [CVADHELP-15669]
RAFRE:

o EAPXREABRNERER (IME) EXAEPRANXAKEN, XATERKETETIRBE EANXEEZ S,
[CVADHELP-15614]

2012.1 HEEEMRR
+ 3 Citrix Workspace R F#2F MhR4s 2012 BREFHEIESARAEK, HERUTHIZES:
“Could not load file or assemble Newtonsoft.Json” (FTi&mExHRiZFEE Newtonsoft.Json)
{R&7£ Citrix Workspace MAEFNERE R REMNLA_ EER T BshE M A = HILE T,
fRRAER, M Citrix TEIUE FE Citrix Workspace R FH#EFMZ 2012.1 BEMAHFNRE,

[RFWIN-21715]

2012 EEERR-

RE. . AL

« SN EAFeIERES LRI Citrix Workspace ARZFE, ZiREAXATsEwMIbR, REEMOIE.
[CVADHELP-15397]

RIE[EE:
« BEERBIFER, ZHAERAUBFRRIETESKN. EFREEENESITENN S HIITR, [CVADHELP-
13614]

o BUTUTREZ—BY, AJRERHIREEEIEE:

- {£F Storebrowse @< M StoreFront #:2 ICA X4
- EH ICA X EIRBER, MIEMNEEREE.

[CVADHELP-15221]

 ENHKRGEF, ZHERAFERETNRESNBHNAEFTERIRAK. IREATSMAR—1T KA
FREFRE, MsHBtkia#E, [CVADHELP-15576]

« ¥i&ABF Windows # Citrix Workspace M BiEFEEE N EELSIENEZEIFEHK . MREM Citrix
Workspace WARFIHAENER, NABEKPIEEBEERA— I NABEEWKS, MIEBRIANFREHKF.
[CVADHELP-15728]

o 2%7E Microsoft Teams BIEHFHELENREAIRESSHER, [HDX-27041]

RBF&R:
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EXHEATF Windows ) Citrix Workspace AR F#ITE MR ER R MBEREALIISMTERE, 2B
HRIETRERRK. RIERHFREETASENRERE L. /A Citrix Gateway URL E2& Desktop Lock
Bt = HEL LA,

AR

B R fE R Citrix Gateway URL #1 Desktop Lock fi2 &i& B F Windows # Citrix Workspace [z
BEFE, 1 Desktop Lock HBMI Z aiM— R BINS HIME R, MRERFRIFRENE, EEH
Ctrl+Alt+Delete GERTFHEEMN) 1 Ctrl+Alt+End GERTFEMN) E8.

[CVADHELP-15334]

MR “BDPI”gBR “R” & T, WERHKERIEN, CD Viewer TEEHAWRELTRAIGETLT EZA LR
VATLEZ IS &0 a0 DPI &, FAFIREH DPIIEEAT 100% By I Ltia, [CVADHELP-15418]

¥ Citrix Workspace M BREFMARZE 1912 A4 EIRR4s 1912 CUL /5, MAREFHEERIE, AYTE 10
P BESER. [CVADHELP-15766]

2010 E~EERIR

g

ERAREREN, 2ARNEXAREEESEARIEE EBEM Microsoft Excel —#2iE1T. BATNARFR
PThRERT = ELLtIRIRE, [CVADHELP-15410]

RIE[ R

¥3ERF Windows #9 Citrix Workspace [z 25 MAR4s 2006 #4ZIkZs 2008 kB = RAE, SiXEE
N RREFAIAERKY, BITIERE (FIMNKEIE) HFEXNITENSHMLtRM, [CVADHELP-15988]

EBRTNBAERRIFIEER, Pause/Break i1 Num Lock A sepRat R1EM, [RFWIN-20083]

EiEATF Windows # Citrix Workspace ZRBi2FH, ERMNARE URL HRINEKFE, AIERERUTHE

RHE:

“TAEETIRSS. 7

URL @& AEFIRA LI,
[RFWIN-20907]

Microsoft Teams fiit: EZERRIGEFRAES DPI BEANERER, CHRELZORELEESE T 3
— A EAARESNANEEREED, [RFWIN-20854]

£ERTF Windows 9 Citrix Workspace R Bi2FREM K e H BRI, FEEITUEIE U EAPmIERE
EET. [RFWIN-21069]
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2009.6 FEEERIR

« fEM VPN i&E#2| Citrix Workspace R B2 F iR RIF N BIZF ST, RIFiEErTsES R ¥, [CVADHELP-
14418]

o MREZAEREE BBIRSEXHIE R TR Citrix Workspace MR, NAIGERRERE. HEMEER
BSERATARES M ENEER SN, sEIkEA, Citrix Workspace R 2R 1907-2002 A=
HEL I, [CVADHELP-14940]

s ERATAMRFEEIANERLT, WITARETRLTERBLAMNLRENIMNRT. Hit, ZRXEHKEEW.
[CVADHELP-15104]

o 2R7EE1T Microsoft Teams ME A& LAIMSIETRAMRETESKK. [RFWIN-20051]

o RESIETESESM TN EETEE. SEMRaEMgE T, HE Delivery Controller EEARIEH
BRINAERY, SHIRLLIEIAR, [RFWIN-20557]

o ¢ Citrix Workspace M BEF /G, BHAXIEPAIsE2 2R % 1 Workspace W BZFE/iR. [RFWIN-20589]
o ZXBRIMEPIHZHKE, Windows 22543 IIEHRTAIAERSEM. [RFWIN-20599]
s EHEFR, BRERANESHRIDERSINABERELAESIE. [RFWIN-20673]
o ERHEP, ZHERIMNENABETESEY, HERUTHIRER:
“TAEEEDIRS R, 7

F+4k Citrix Workspace BREFER BT, BRAZER, EB Citrix Workspace [z 312 Sl BR Rz
FABEKF HEFAIM. [RFWIN-20834]

2009 E~EE IR

EhRZAfRR T BB T U B M RERIR E MERYIR) L,

2008 EEERIR
R, HEH. AR

o 2AERBAERINEERB5hEH HDX RealTime Media Engine (RTME) LU Citrix Workspace Rz 12
FRIgEaR M. RTME &R LEISHARA. [CVADHELP-15047]

BRISHWIE

+ 3 Citrix Gateway B2& »i@id Citrix Workspace B2 L8 m &R (SSO) B, SSO algEskM, LA
FESZBEE%. =M & FRHUFHN, StBLtnE, [CVADHELP-14564]
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RIE[ R

« 1ERERE Citrix Workspace ZAEFHER TN “FFi8” XEBHER NN BEFN, AERERED
&O, "’REERE Citrix Workspace 2R, MREEMA CitrixReceiver.exe &5<4& PNA it i & 5y
STOREO, MsdiEitkia@, [CVADHELP-13916]

» 7z Citrix Workspace M2+ EA vPrefer it1fE, ZidEE) App-V ARFATRERKNH BRI THEIR
HE:

TERTH
[CVADHELP-14039]

+ 74 Citrix Workspace M RiEFE, 5EFEAMINEE HDX MediaStream for Flash (5140, Flash #1 Flash2)
HERIGEMRETEESMEMRIEE HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
ICA Client\Engine\Configuration\Advanced\Modules\ICA 3.0\VirtualDriver
FiBR. LEiRRAATRESSBUEERM,. [CVADHELP-14850]

 {EA Citrix Workspace MAEF, BHMRSEOTEIESEET—PTHRRE. [RFWIN-17563]

22Dk

« EIEATF Windows 89 Citrix Workspace R B1EF EERNARERE URL FRmikA e, m8ERBRKET a1 &8
k. HiZ URL @8&imOSE, sHtkia#, [CVADHELP-14051]

2006.1 FEEERIEHR
NEEEM

« MRBATHRBABTEER (BCR), RIFRARE, FRELEENELNBAFRPENEAXE, TESIES
HHkiaE, [CVADHELP-12922]

o« HREEMK URL BF, URL el R=EE@E| VDA, H B Redirector.exe #iEESMNEY, HEMUTERE:
INVALID_CRUNTIME_PARAMETER

[CVADHELP-13197]

RIE[EE

o BEARHREAG, SMERIERTEARTA, [CVADHELP-13297]

o MREAHNTREBIM G BEERNEERTF Windows #9 Citrix Workspace N BiERF, MIkRE
MAEEE, “BR R EA TR A®EE. [CVADHELP-13805]

o EWBkIZED, YERRABsHRIER, Citrix HDX Engine ATREsESMEH, [CVADHELP-13915]

s BRATZESHRIEHER “Windows 22”7 SHEES R, ERNARE#ITEHRIER, F=E7R Active
Directory Bt & 513383 EARSS (ADFS) 3+3%1E, [CVADHELP-14316]

- BIERATARERIP, SiltERENREREMAIAERMIN. [RFWIN-17455]
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RBRE

o HEZABINERIIRIEN, wlica32.exe #HiZRTgEaRBIMRE. EATF Windows i Citrix Workspace [
FAf2FM 1904.1 FRAs= HEtkR) R, [CVADHELP-12807]

BRRE

s NAEFITEaSRESREHAT S, RREFNNBRERF. EEESEPNERESNERE, BHAR
MAEFEIR#ANT S, [CVADHELP-13071]

o BEs/MEBE AN AR IARIBHINARERFEN, NARFNERATEsNESETRER, [CVADHELP-
13293]

o BRI ATRES ERFIMNIERT Windows B Workspace i Bi2FElfF. [RFWIN-17499]

2002 EEERR

tbisdg: i&AF Windows B9 Citrix Workspace R A2 1911

HDX MediaStream Windows Media &\

s EZERVINEF, HEERAFRIEPER Windows Media Player #&i% MP4 357BY, ZASARIREREEE
TR LEEEN, B2, HEEERBENIEMERN, FRT RBISEE DisplayLink EEi i 2/Ra8K
I RERE LAESHIER, [CVADHELP-11848]

RIE[ERE

o ZIAFERAPUESBEEM HDX RealTime Media Engine E#iZ#E5I%iE8f, HDX RealTime Media Engine
AIgERESMEH,. [CVADHELP-12605]

« BRI AREFREIF SR RN B REE SMIERE, wfiica32.exe #iZaTiERE MR E, [CVADHELP-
12855]

o REIREENG, REAESEMEH. HEZEHBRABRHRIEN, SIEBRMAENNEEIERNE, HIKN
o B EtE#E, [CVADHELP-13017]

s BATAMEARERFHRM Desktop Lock BY, Zf&Eiz Ctri+Alt+Del BERITIIRAFTHEER, AMAFRIE
AIREREMEE. B, HRSV[RIEFSAEMEEN, VDA REFEEEERCERIZANEENAR L, 2@
KIZAR=ER. [CVADHELP-13046]

o RENAREFEOTERSMABLBIIHERSEL, BREFAEEOA)ALE, [CVADHELP-13108]

« Workspace L ARRFREES AR A BN B RTRESXBGHNEELRE, NREFFAA,
Workspace M BREFISERFRIUZER. XEMEUHBERRESNERET. [RFWIN-15501]

« Z2REA ‘WARBEEA" HKE (EIHENES > BEER > 2HEERER (ADM) > Citrix 44 > Citrix
Workspace > BFR&®ET) B, RARRTERAN URLIFENRE, BMEERER URL FENNARFHSE
EES /AL, [RFWIN-15867]
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RBRE

« 13X CDF IRERBY, Receiver.exe #i2rJaEaRIMRE. [CVADHELP-13077]

1911 EEEMR-
REEEM

s BANEABTEECHRIERE, BFI&&E LIETH Internet Explorer ATt 2 E RERF WIS . 15,
Internet Explorer 32 BORSHIET S, [LD1924]

RE. HH. AL

» R4 7 Citrix HDX RealTime Media Engine #&##1ER T, # Citrix Receiver for Windows FA4&Zhk
4 4.9 LTSR RMEH/E, TRHEABHRIF, [LD1814]

TEENO

s EEAHHNEARFTRITANEON, ERXGHNNAREFNERTESMESZHRER, [LD1868]

RIE[EE
s BRASHMYARFARNSSEMES, SHBHRIETREAN, Citrx BRFEETHER, 1B5 “FH” M “b
FER” RE—RER. Wb, BFRAELDE, ARNKELE, EEBMAEE, EHE, [LD1124]
- BERIEFIHENERE (ACR) EMEPHETRSEEMERRE, REEF HITENSHEAREREIMN AR

2%, Y DPIEAAIEE ERIGE N 100% BF, UKREERT Windows 9 Workspace N EIER > &4k
ik > 5 DPI il Lk “27 1Y, SHItEE, [LD1423]

+ 1£ Citrix Workspace BEEFHERT “Vprefer” MG, BEAMMNBIEFAIESEAMER, BT
ZIBEILUT R NA)R

- REMIERYT R, 619, %computername% ERGTITERERME iR ERF ) PC12345, &
KN RTERRYT B, FIM, %computername®% fEAHSITEHARYT BRI AT P ikt BN LA
PC12345,

- BYTBHARBEEEEF i, FIi0, €A selfservice.exe -gqlaunch [E11 http:
B, s 1TBEIER “lexplore.exe %*” %%, MAREERLIEFF i,

[LD1450]

o ZIAFERAPUEEBEEM HDX RealTime Media Engine E#iZ#%5I%i%E8f, HDX RealTime Media Engine
BJREREIMRE, [LD1655]

« EAERT Windows B9 Citrix Workspace MAEF, MNRER/IVE. RACHIBERE A/, REREA
fER5R2mEES, [LD1656]
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o #E#F USB 2.0 IO, Plantronics Blackwire 320 USB E#lalaEa M Citrix BNERBISEFIRPIEEK,
EiRBEXSERENZEREGN S HIEEZ, [LD1864]

« TERATRERERSZRN VDA EE—MRRPIET, MEATHNAREFESE - TRRPEBETHREKRAES,

ARERERMUTHIZEER:
“Citrix HDX Engine has stopped working” (Citrix HDX Engine E{Z1i&17)
Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine EF L THERE SHZIEFFLIEREET. EXAZIER.)
LR AEEEXNEINBENE= AN BRFHNTANE Fim S EMERENRANE — Ko SENS B I
18
[LD1898]

o REE=FNARFAIRETERTEAN A ERTLELAEFIET. BO#R (FI30, WS_DISABLED) FiEff
R ARt HEtkia, [LD1912]

BRANAREFANGE, FEATNKRETRRAMLENE=FNBEFN, FJIHIM TR

- /B Desktop Lock /5, MARFRIGEERRAKNS/NMEIREE LA, ERIBE 2 HESERHNA
BT RN BERF.

- ZH Desktop Lock BY, HENEO (FlI/NESHIENEEED) KA TFERMUE, B2, FEOHK
KA, BHEFORBEIEIENEH. THRERENTORAZHE, HBEBEORZHAER.

[LD1979]

TN ARFEONER 2 AN BMHFRSEE, BEIEFNAREOANAL, [LD2124]

MR SelfServiceMode #5%Ei8 & K false, 7£ Citrix Studio P2 AN AEEN, NRAREFIREAXTEENS
BRTE “FFR” starh, [LD2126]

RRRE

« 73 CtxUsbm.sys ERARMIEFRIEERRE, CtxUsbm.sys mHRETRRAIGESSREMER. s, FET
B “IRehiZFIIERER " RSEEFIRRRER, [LD1973]

1909 1 EEEHR
RIE[EE

« EERTRERFRZE VDA EE—NHRRPIET, MEATHNAREFES - THRRFBTHRERGES,

AR TRUTHIRER:

“Citrix HDX Engine has stopped working.
Exception caused the program to stop working correctly. Please close the program.” (Citrix HDX
Engine BFLLiE1T. BESHZIEFFLERETT. EXAZER.)
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HEERREEEXENEENE = ANBEFAMFRANE A RREEMERNANE— KR KEN S HIILT
i@, [LD0479]

o BEXA—NETR, RAERNMARAKNARES, SETRHEM=TRDEFEDS. TJESERBENEER
B, YFEEXHENNSWERSHOSBERENSHIILEM, i, EEFRECEERENEEXHENNS
HELkR, [LD1558]

« ERERT Windows # Citrix Workspace 2R 1902 RESRAE, ZAEXENBLHBHNBIERF
SHIRm ST aERKK, [LD1972]

+ f#F HDX Optimization for Microsoft Teams B¢, 2 Userl B&15 User2 B9fshi@iE, AE5 User2
ZRmEY, User2 alge BRI EMIEL= <M. [RFWIN-11863]

« f#F HDX Optimization for Microsoft Teams B, % Userl Bzh5 User2 Byislid@iEey, w1 EBAILL
IREIFIEEIN . BR, = Userl 345 User2 HERmEAY, User2 AlEaBRIRFEMIFHLZRE, £ AMD
E P E2IiD@EiE S HII R, [RFWIN-11866]

« A HDX Optimization for Microsoft Teams &Y, 4 Userl Bzh5 User2 MIMSRIEIE, RER User3 N
FMSTBIERT, Userl WISIREPIRERT AR E, AL, FIERFNTREHBERAEE. [RFWIN-11875]

« {#/ HDX Optimization for Microsoft Teams B, % Userl MEMNBIEFMNE R HRFIBEES User2 1
MenEiE, AES User2 HESMEET, User2 AlgEx X EFIERMIE Userl Mm@, [RFWIN-11952]

o £ £ Mt R B ¥ HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\HotKeys W,
Y EnableCtrlAlTtEnd Et#Y DWORD Ei&EH 1 BY, TEABHEAHHERE. [RFWIN-12091]

« f£/A HDX Optimization for Microsoft Teams B, Desktop Viewer B ERE O ERERINGBIELE
TIELMN, EEELLE HDXTeams.exe ##2, [RFWIN-15231]

PR

 ZPNAREFETIETREMEHBEENAEFER LR, ESEMSARNEREMNEINRE,
AR WREFFHEN Flash % Windows IAEER, ESEMKAIGEREERET. [LD1030]
o BEFEFHBMHEARFREHHETRTERTRER— AL Citrix Receiver, [LD1427]

BARIEH PRI ESRGE, [LD1486]

[SF3[E=
2108 gy xNialER

AREEEFEERFRARLFRE, RIEEEFHITENLERIEXTEER. [RFWIN-23906]
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2107 FEERRE

FEbhR A& B R TR,

2106 HHYERN A

 EERATRSELEIENNEBIET, EAgELAEmER. Unicode BFR=B3tkia, [RFWIN-23439]
o 2iREA VDA EREMER T Windows 8 Citrix Workspace N BIEFEE BMEIBERIET, MZIEERA
e B IMMAE, [HDX-28691]

2105 FHER A=A

o ERIEHRE, HEBHOEERHMNTHERN, YFERSE FTEMIMEESTH, [RFWIN-23152]

2103.1 FHER A

. BBIRSEGHEONT, RIERINAETEANARER. £/ Intel Xe B RNSHIMLEH, XEE=FR
%, [CVADHELP-17005]

o ZIRNFABE. PXHFHE IMERSFROUELEIEETIF. BREFOELEREMNE, TSN, FH
CVAD %iE#1 SaaS M ARFEA LR, [RFWIN-21158]

« ZidiB Citrix Workspace M BiE2FAIAER KK, YAF SRR TR E LN B HLE A, [RFWIN-22491]

s ANAEFEESAREAXHENBHEFHIEEE, BREENRESRABHNARFIERRK. F
@< iTRERE Citrix Workspace R BR2FE, IRKIEE storedescription, M&HIithia),
[RFWIN-22510]

+ M Citrix Files T#.txt <8¢, HBEXHZIgEHIER. [RFWIN-22516]

2102 FpER B

o ZXB5 ICARTBEAIRER KN, YRERSB(ERKO 8080 AR BENIHON, Sttt [CVADHELP-
15977]

s ENARFERIER, HEE Microsoft Paint PITHAEHHMERE, Microsoft Paint R EEFMAEIIZA]
REER TS LML, EROMER TRHRIENSHILLAR, [RFWIN-21413]

o EEZE T Azure Active Directory ZE 5% (MFA) B9t EH £, BIEEEREREFZFERREN 60 XK
THENER, RFALETERET. [RFWIN-21623]

« EBEM0A Azure Active Directory B3t E# ik %5 R Citrix Workspace BRI fEak K. KETHH
iR RS MR, [RFWIN-21624]

s BHEATHNRERIEN, BERSEHEEREREM S, & Delivery Controller LERA#N AZFH
mEAEEY, SHBItR@, [RFWIN-21629]

o {#F ALT + Tab #XANIRE O T st F3 Citrix Workspace MBREFHERTARRE. EFAOWER TEE
SIERS BRI, [RFWIN-21828]
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o INRETE Microsoft Teams BIEFERMERENEMIA, HDXrtcengine. exe FIREREBTME, R
Ak BBRMIRFLXE CTX296639, [HDX-29122]

2012.1 FHERRE

bR A B R TR,

2012 FHER R

o MREZHARZRIFVEARFFMIUER, WARSETUTER: “CHEARFHFIRTA..” ARRE
WEN, BETUTHEE: “TEFNEBERF. ~ IREWERRRE, RRFVZAZFRBELRLATIL, BX
ERE MR MR [WSP-5497]

s EEATNRBABTEEAM Chrome J%E28H, TP HITHIEN-RHTEEN, ZAM-RAIRET AT, f#
R75%7, 12 Pop-ups blocked (FHIET#HEN) 4 S+i%#E Always allow pop-ups and redirects
(BEAVFREEOMEEMR). [HDX-23950]

« ¥ Citrix Workspace [ f#2F MhR4s 2012 BRhEFHEIESARALK, HERUTHIZES:
“Could not load file or assemble Newtonsoft.Json” (F&m#ExH=:i2F 5% Newtonsoft.Json)
1R &7£ Citrix Workspace M A2 EE R RENELE LEA T BrhEMIN A S H IR,
fRRTER, M Citrix TEDUE T3 Citrix Workspace M2 2012.1 B SRAHF IR,
[RFWIN-21715]

o MREBENARFE, ABREERT Windows # Citrix Workspace M AREFHITHEZEFLEE, NARE
FEFARETENEH#ITHENRSR T, [HDX-27504]

o WMRMERZEAT Windows i Citrix Workspace B BiEFHEREEMBESHNARERF, ZNBAEFEEE
= “FHR” REH ARG MR, [HDX-27505]

2010 v xNiEER

TEIbhR AR H R IR,

2009.6 FHYER AR

o SRABMEE R A Citrix Workspace B2 REAIAES B AR, [RFWIN-20692]

2009 HRERN A=A

FEIbhR A B R IR,
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2008 FryER AR

o BMESRIPNEOER/VE, Print Screen B AT 2HRARBEE, HILLAHEN, HREHEHB
Citrix Workspace B2, [RFWIN-16777]

o LIEBERMEA FastConnect API EREY, BEIRSEONT. BASERN, ENBSHEF HIEE. [RFWIN-
19804]

o BEhEFRIFH VDA 21E6, RMEIEERAERZHRIFPH VDA LHRFEREEE. [RFWIN-19823]

2006.1 FHERAE

MR Windows 2012 R2 i+ #| LEIEIRAERTNAE, ZARS 2] ER4EM Citrix Workspace A2 HISE
FIE TR/ MmN, [RFWIN-17628]

2002 Ry E R aE

o YR Citrix Workspace W BIZF2IER/ MBS, 2if4H Print Screen BiERKRRBTES KK
[RFWIN-15155]

s YEEEXMHNIEMAUIEE EB5h Microsoft Word H Mtk /- SrIFRE FARIERT, 7EA#ISE E BTN A
EFNaHBUTHEIRES:

BEEH Citrix Workspace AT IS HERIR FfER?
[RFWIN-15884]
« 2IRERAT SSLH VDA LEshsiERIsEak K. [RFWIN-16129]
s ERFRFHKERER, SREERRIPSIENFSEETESKEK. [RFWIN-16704]
o EETREFAMEM GUI MIBRERAKREENTR (GPO) BIRIER A MMM A B E ¥4 5. [RFWIN-16754]
s SHBHRFRFREFNETHNERSHRIERE, [RFWIN-16784]

1911 PHYEAIIRIRA

« TEfEA DUO H4303EEH#EE StoreFront, [LD1497]

s REFBOFRHEMERE. [LD2089]

s ENFERGEP, RIETVESTSEME, [LD2185]

« BEEBEFHEA USB EEFEAMSEEAN, RIEETHEME, BRER, [LD2432]

s ERIEEHAE, #HEXERETEER.. HE, MIBEENNAERFSZMR. [LD2450]

o #EE T Dell Wyse RAM 9% 4t Citrix Workspace RBIEFRELMHA BRI THIR:
“BATEFTFEERIRERXH .
[LD2480]
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« EZRTRIZEH, XARREERTER, [LD2484]

o YEEEFICHEEEER BN, ERE—RNEIALME, AFHMUTHEIR:
“EEB T,
[LD2496]

o ERARBYREERKEENORNBTEERIE, HEUHEFEA URL GENEAGNAREFIREEHE
WY, ERERKL, FERUTHR:

“REEEZBERNETIR. BRER—NFERFNENZIIR, 7
[LD2510]
« 7£ Microsoft Teams &il#, LEFIILEE T, BEITSRFNL R RERINEINIF. [RFWIN-11993]

« 7£ Windows 10 RS 6 &4/, & UDT RBEAXFHEAPAAIE GRS RAMKE, BAMNXIMNATRETELE
BiE1T. XBE=FMRHl. IS5 EA, ®DDC LEA HDX BEREFH%E. [RFWIN-15116]

s HE—RRE—NERPEA, B MERHRAN, ZHRFBMAMM “1” [ RFWIN-15395]
« 7£ Microsoft Teams #, YARKIEMFEREME , IR BN EFNERE. [RFWIN-15539]

1909 B AIRIRE
s BATRBEABEEMAG, Internet Explorer B OFRSHIERI &, [LD1924]
o £/ Ctrl+Alt+Del it AP HEREINEEIIRIEN, RELZEMERHTELNE, ANSTUTHES:
“‘BERIEE
[LD2063]

o TEEMERGIERTIE SelfServiceMode £Iig B False H R EHRIHFEY, MAREREARTEM “FFia”
ks, [LD2126]

o WFHEE 2048 MFRH URL, URL EEAKM, [LD2210]

BE=FFEA
i&AF Windows # Citrix Workspace R B2 Al #E & & 1RIB U T )AL E X MR FOHTIFRI B = 384

BT Windows 89 Citrix Workspace R =77%588 (PDF T)

RAGERMFAM

September 10, 2021
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2R

+ &{f 1 GB RAM,

+ Microsoft Edge WebView2 Runtime fiZs 92 s E = kR4S,

+ =

AR

BHHiRZs 2107 #2, Microsoft Edge WebView2 Runtime % %42k Citrix Workspace N REEF %
#EFITH, Workspace NARRFRELEHR, REBFIRNERLKPESEE Microsoft Edge
WebView2 Runtime, R#7FE, MiHTRE,

MRERINERAIEEERNRREL AR Citrix Workspace ARERF, REFKRK.

- BEBERSHEHEEE NET 4.6.2, LLFHGHAFEM Workspace AR REHGSITIT MBI BEFHS
Eo ﬁ*ﬁéﬂﬁm SNy 1ﬁ%|m1§ﬁﬁﬁ%?j%?&o
MRE=RLEH AL Citrix Workspace R A#ERF 1904 skEmAR4s, B.NET Framework g94#&
hk#1E Windows &4 Ra] A, Citrix Workspace M BIEFLEEFE THARLEFRTEMAH.NET
Framework,

AR

NBEZAFERIEETERNRREFFAR Citrix Workspace MBiER, B5R45:%%E.NET Framework

4.6.2 WEShRE, RERFEK,

Sk AA Microsoft Visual C++ Redistributable,

AR

Citrix B E AR R4 Microsoft Visual C++ Redistributable, &M, ALSIIEFATESEIN

EHBERET.

Bk 1904 &2, Microsoft Visual C++ Redistributable % %2 i Citrix Workspace B2 F L3
EFT8. Workspace N AREFRELED, REEFSKNERS & 777£ Microsoft Visual C++
Redistributable 278, HEXEN#HITRE

AR
2R FRIESERNREEE Microsoft Visual C++ Redistributable i & L h %3 Citrix
Workspace [ Ri2FRIAER KK,

NEEERAEBRE Microsoft Visual C++ Redistributable &2x 1,

BX.NET Framework 5 Microsoft Visual C++ Redistributable L& ipFrIER SRR, &205 Citrix £138
FuE CTX250044,

REMTIE

Citrix Workspace M B1EF 5 HaiFrE = 2158 Citrix Virtual Apps and Desktops # Citrix Gateway fr&#ZA,
XUEERRACTE Citrix 7= i an A HI =APFIH,
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iEAF Windows # Citrix Workspace AF ST Windows i#MERARE:

=

AR

« Citrix Workspace R F#2F 2009.5 K EShRA A B L FE R IR R ST LI TR %

« BhRZs 2006 &2, BfFLESF Windows 7 8932,

« Citrix Gateway End-Point Analysis Plug-in (EPA) 7£ Citrix Workspace £ % #, 4 Citrix
Workspace 2R, NEMER nFactor BMIIER 42215, BXF4MEE, B2 Citrix ADC XX
HAPBRTRS DI 5 B3 EPA 13#8ECE /9 nFactor SHIIEHRM—ER,

1RFRY

Windows 10 32 {i#0l 64 1ii Enterprise Edition. HXx%Z&# Windows 10 kkA&K#4EE, ESH
Windows 10 5i&H3F Windows # Citrix Workspace W BiZFHES M,

Windows 8.1, 32 ifll 64 filkk4s (&#% Embedded Edition)
Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2019

Windows 10 Enterprise 2016 LTSB 1607

Windows 10 Enterprise LTSC 2019

Windows 10 loT Enterprise *

Windows 10 Home Edition**

Windows 10 Pro

* &35 Windows 10 loT Enterprise 2015 LTSB. Windows 10 |loT Enterprise 2016 LTSB. BEE#. tIE&EE
. BERNEEER.
AL EESHIIE. Desktop Lock. FastConnect API LUK EEMAES Windows HEHMEE.

Windows 10 55 F Windows i Citrix Workspace N AEFHFEA

%% Windows 10 2 &%E, Microsoft SIANT —HhEri A ERME. HEMKRS Windows: Windows EIRRS.
HINEEIT R ThAEE T (1703, 1709, 1803 EFXEhrA), MRIAEEMLZ LB EFHITEEREEHT, ALUE
A SCCM M EEIET ASEXLETH,

TRYE T ZHEHM Windows 10 ks,
AR

o BNABIERIAA MR Citrix RN RED FF5NE R,
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« —B Windows 10 iRAZHERS KR IERES, ZRAEABH Microsoft 2RSS X%, Citrix i
EEHEEEZENRERSTZTERYE, BxX Windows 10 £RIRESHELR, 1551 Microsoft 1y
Windows & &5 EHIEL RN 4B.

Windows 10 Enterprise

Citrix Workspace [ f#2Fh4A  Edition kr4S RERRAS
2106 XEEhRES 21H1 19043.928
2012 REEARES 20H2 19042.508
2006.1 REShrd 2004 19041.113
1911 &SRS 1909 18363.418
1909 &EShRrEs 1903 18362.116
1812 EShRZS 1809 17763.107
1808 &EShRES 1803 17134.376
303 o] FRA A =S A

TR T B X% Citrix Workspace [ B2 PR = EHIEAE S,

RERE FREHE =]
SfRE 572 MB
FHR 350 MB

Citrix Workspace M AiZFRESTR REMBNHATE. ZRIEESMRERARIEZPHIT,
AR

s RERFNEREALTEBENHETRRITRE.,
cMELRTLESEBFRENEETEARAE, WARERZWIEE, MEAE CTXInstall\\
_TrolleyExpress—-\x.log FiEFHEIZHEE

EE. IEBNSHRIE
EE

« HTTP ZA&IE
« HTTPS RZA&IE
« Citrix Gateway 10.5 &EShks
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I
pES =
iEATF Windows 89 Citrix Workspace W AREFEAS#HFER, HFEFTENER,. Fib, EREMEED
HEHBER.

- TA (BER) B
« Root

o BEFIES

o FRIENEBH

TH (BE®R) iEH

MRITEMKX ERET LIS, BAEHR Citrix RRAIAFIRE L REAFIIEBMR AR BIRIES.

AR
MREZNTTARIBTEMXAER (ABAEMZHEERRESRIER), RAKETR—FZE, BHZIERART

5. MRAPERZRESHES:, WERNRAEFBILER.

RIEH

NFINT HRTEN, B LUERA RN RERERD LFMEE CAIES,

NFRIMANERIHTEN, ARAUE—INEEXTERGBUN &H%E CAIER, BSRAEERKRURSHE.

BECTHIES
BECTHERER—HANE MRS LER.

Citrix Workspace M AEFZ#HBERFIER. HIRBARNLTSRIEERBRMIEN. Khrt, TURERBRR
I, MERAERESRAEAESEAEN (SAN) I BIRSBEMIIRIIER. AGIEBMENBAMAERME
Mg 52 SRR X LA

FRiENEH

MREHIEBEREEPEHED, KA ZFEEBHME Citrix Gateway RS 2BIEH. BEXER, BEEHA
Configuring Intermediate Certificates (E2EiEHES).

SHEIE

3t StoreFront #1757 383F
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StoreFront.
Citrix Virtual Citrix Citrix
Apps and Gateway i Gateway ZI
iEAT Web#y StoreFrontfk Desktops (&= AT WebH StoreFront iz
Workspace Zufm (FH1) ) Workspace Lufsm (FH)
ER = S
1 = = = =" 2"
E=RE] = Z =
oy aad =% = -
WE S P o 2"
(I3 + Z2<Sh)
SMS 2" i
BEEF = = = =
RIS 2 (Citrix 2 (Citrix
Gateway #&f¥) Gateway #&f¥)

* IR EREFARE Citrix Gateway 197,

P =W

Citrix Workspace M B#2FZ#ERA Citrix Gateway % StoreFront AHRSHINEZMHIIE (3 + R&%

h#) o

IERmETIE

IEBmEFIR (CRL) 51 Citrix Workspace NARFHRERSENIEBRZEERH. REIEPEETFHERSEN
MEZESHIIE, REAFIRESRSHEZE TLS EENBEZ 2.

AIEZMERIEA CRLGZE, i, T Citrix Workspace M AEFEE A RREEAMIERTIR, ol
BENEREERMMMEIERTIR, o, ETLUSERBRLENFIEENRBRERIETRE CRL ZEARTFRFER.

MBEBEAMITENHEEIIBRE, BBE Citrix Workspace MB12F. HfRXHFRAE Citrix Workspace 4Aff
(BFEEEDD)

BXIFAER, SR TLS 889
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REMENE

September 10, 2021
AT LGEE L T AR &2 Citrix Workspace M AB1ER:

o MTHTE TE CitrixWorkspaceApp.exe R¥&f, sE
s NRATWTHAE (GIRATA).

AET U T A ARER G

o IETETF Windows WX EXLERS, 5
o FAGSTRABALERFXHGR. REMSNRERM, BXERAMSTRERE Citrix Workspace R
EFNER, BRRERDSITEH

EREEANIFEERNRHITRE

Citrix Workspace L AZFAIUBAFRMERRRE. NYEERT Windows B Citrix Workspace M EEFEH
FREESMEIERM Citrix Ready Workspace Hub B¢ ZE &2 GRIR

THRERT USBRARAF F1HRE Citrix Workspace L BEFRNESR:

TR RHRAR

BIER C:\Program Files BRARE
(x86)\Citrix\ICA Client

RF %USERPROFILE%\AppData\LocatsEErigEA
Client

AR

NBRAREEAFRENLG, BEERBIIERE Citrix Workspace RAEF. BB NELHEMRERF
REMLG, REBUBEREHNRE Citrix Workspace MAB#ER.

FEAET Windows HWRERERF

AL ER U T AZEF&IEIT CitrixWorkspaceApp.exe ZERFEFRRTEER T Windows 89 Citrix
Workspace M B#ER:

s BENR
s MEH=E
« Windows ZREIES
o @RTTIEO

ot

ZRNBERT, REEFASMT ¥temp%\CTXReceiverInstallLogs*.logs,
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1. BEhCitrixWorkspaceApp.exe XH&BFER,

2. FiEHES EULA, ARH%Ee%E,

3. EAEEEENRNEMNZNITEN EHTREN, SER—TMERBWEER. EXFEMAER, HEREE
b= g Erall

4. #RBET Windows WREREFTRRE,

ERBLITEH

A LUBSIEE RRIM G STIETRBAE X Citrix Workspace 2R RERF. REBFOBERMNRERFZAE
BEIASZIRNE R, TOEREEEFXMG. BRHEURBHEZ TN AREFEEANIEITE R,

ZEA Windows #3<$17%4 Citrix Workspace RF1ER, BRISHTIRNG. A, BE—THRARERFXH
B, REGLTNLEREN. TEIIHTAIANREGSHEME:

CitrixWorkspaceApp.exe [commands] [properties]

mRITEHIIR
SHRABDRNT:

I ¥ 3
o
W W
o Mk

o
=<
g

RESER
o BEBMAFRAESE
o SMRIESE

ERSH
o /728 /help - FIHABEREHLTHEML,
o /silent - EREIEFRALEINEENRT.

« /noreboot - AREL PRI BEREFRBHRT. BUEETEMRRETE, LFHEREN USBIRET
EiRA. REEENBMEERASEE USB &&E.

« /includeSSON - BRELUBE R FHREE, 5= Citrix Workspace R 2K Single Sign-On A%
&, BXEAER, BEREEESHRIL

o /rcu - EFREMRZ ISR A AL A B 877 Citrix Workspace Rz Ff2 @58 ENE I hi
BIRLEFHR, /rcu AXBRERAERRIAILE.

AR

/rcu FFRBEMRZA 1909 BFH. BXBFEAER, BERFA.
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« /forceinstall - BERFHRER Citrix Workspace AEFHNEMNAERENFKHEN, WHAXIEEE
M REUTER T ERLFX:

- MAFZEH#FM Citrix Workspace M BZFRAH#HITH R,
- REFARTREII.

TRBH

/AutoUpdateCheck

1&7r Citrix Workspace R 274 o] B HB# TR M,
AR

XEMVEWNSH HMIKE T EBRE /AutoUpdateStream. /DeferUpdateCount. /
*

s Boh (RINEE) -ZAABETEITREHNEZ AL BN, FWM, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto.
s Foh- RAEERUAEHRNFTAZ L L BEM. FhiEEH. W, CitrixWorkspaceApp.exe /

AutoUpdateCheck=manual,
- BEH - 2HBEH. Fli, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NRECEABEH, WaILLAEREEMNRERER, BXFMAER, BSREmAHERM,

o LTSR- (X BohEFEHKIABRS A RARE#.fIa0,CitrixWorkspaceApp.exe /AutoUpdateStream

=LTSR,
o LEl - B E M BRI ARAH Citrix Workspace R BE2F. i, CitrixWorkspaceApp.exe /

AutoUpdateStream=Current,

/DeferUpdateCount
feR Al B A LURERIRR . BXIFMER, 5 Citrix Workspace &,
o -1 (BUAE) - AFHEIRERREN, 80, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,
c0-EBRHNEITNTHEFEE (N KE—%EH. RFAFSBRAREZEXEMNGEE. i,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,
o EAEMEKTF “n”- AFHRBEMN ‘N7 R, UERERENET “n” R, Hl, CitrixWorkspaceApp.

exe /[DeferUpdateCount=<n>,
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/AURolloutPriority

REMRANRARFE, Citrix RTERERMEABAARNER. fAILSE, B LUTHITER A RRAEaE ]
LUZWE R

« B (BRINE) - EBECUIXRBENZSEABRKIER, i, CitrixWorkspaceApp.exe /
AURolloutPriority=Auto,
o R - BB ER AR BEWEIEH, Flf, CitrixWorkspaceApp.exe JAURolloutPriority=

Fast,

o - EETER (S HAE BB ER UK BISE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o 12 - IEBERM AL RNKEIERH. 0, CitrixWorkspaceApp.exe JAURolloutPriority=
Slow,

/includeappprotection
BT REIEPHRZRELITNRERBERERNGEZMAEES, REBEERNT2M,
e CitrixWorkspaceApp.exe /includeappprotection

BXEFAER, BEANARERFR.

/InstallEmbeddedBrowser

HEBR Citrix SNV R8s Z B, 51T /InstallEmbeddedBrowser=N FxLUE RN SR 2R IHEE,

INSTALLDIR

$5 7€ Citrix Workspace W AREFZENBENZEB R, RIAKEHR C:\Program Files\Citrix. 0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

ADDLOCAL

ZE—DPREZNIEENAH MG, H, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,AM,SELFSERVICE,DesktopViewer,Flash,Vd3d,WebHelper,BrowserEngine,
WorkspaceHub, USB.

pE =

ZHANERT, ReceiverInside. ICA_Client #1 AM % Citrix Workspace M RZFI 2,
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HDX 1585k

ALLOW_BIDIRCONTENTREDIRECTION
ERERFPHRSENZEURENSEFHZEBERARARNBTEER. EXEMAES, E2iH Citrix Virtual Apps
and Desktops SCASARBIN A A A E 7E 7 SRS 18 B 343

0 MRINEB) -ET-NBARNEITEETEALFERARKRS H W, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-IEFRNARBTEERAMTBRREHI,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
=1,

FORCE_LAA
1&7r Citrix Workspace M FAf2FRER P in AN AI2FihaA MR, HAEREERANRRE Workspace A2
F, WAEAEERTT. BXIFMER, 521 “Citrix Virtual Apps and Desktops” x4 a 7R B2 1718,

o 0 (BUANB) - B RARRELMMNAREFIFEAM. i, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1-IERRERPIRAMNAEFARAY, Fi0, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS

EERTNSVTMHIN BEF BB XA LB XN XIS X 2 RET.

+ false (ZRMINIEB) - IEERTHSITWHN BERF B8 X RB KBNS X4 2 RER. #E X false B,
BRIERFBNEENHEE B EEMN XIS ER — T Eif. BIERGERNEMRBR/NRENNBREFERES
B EFABEIRARR. B3, CitrixWorkspaceApp.exe LEGACYFTAICONS=False,

« ture - EER A STTMRIR AR BB XA E B RBH S X B/ RER. F130, CitrixWorkspaceApp
.exe LEGACYFTAICONS=True.

ALLOW_CLIENTHOSTEDAPPSURL

EAFREEBA URL EEMmINEE. BXEMESR, E5E “Citrix Virtual Apps and Desktops” s szt
RERFiAR,
cOBMINGE - EAFPRELER URL EE @I AL fl W, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-EAPIEE EEA URLEEAMEEHIE,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
=1,

BEAMAR RESH
ALLOWADDSTORE

AFERIBEENSHEERABE (HTTP & https).
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* S (BUNBE) - RATEHFMEMRREEARE (A HTTPS B2&) . I, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RAFEHMBIMELLNEBEE (HTTPS) Mikk M ARE (HTTP), R Citrix Workspace B
BRAPRERN, NFRER. /8, CitrixWorkspaceApp.exe ALLOWADDSTORE=A.

o N-FRARAFBAFRNHMBEE SHRARIE. i, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

AT EEFMREFRABEER. SRUEATERA Citrix Workspace R AR YA RS,

+ S (RIAME) - XATFRERENA®ENE)E (BEE HTTPS), fl, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N- FAFFREEBE, 80, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,
o A- AFRERSNARE (HTTPS) MiFkeMA®EE (HTTP) MZERB, flf, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A,

STARTMENUDIR
BRE “FHR” HREPHRESRNE R,

e <Directory Name> - BIAERT, NAEFETREHFE >FFMBERERFT. AIMUE \Programs X%k
FIEEREARNNBENER, fim, EFRESXKEE “FR>FREERE">“Workspace” F, HiEE
STARTMENUDIR=\Workspace.

DESKTOPDIR
EERERESRNE R
AR
5 DESKTOPDIR #5016t , 354 PutShortcutsOnDesktop &N True,

« <Directory Name> - ATLUEERBEA XWHENERE. fl, ERRBELSAREE “FR>FER
F">“Workspace” T, 1&#&%E DESKTOPDIR=\Workspace,

SELFSERVICEMODE

=533 2 BhARSS Workspace R FERF AR REAIAIE.

o True-IERBAFPERIFINBEBMRS AP RE. #1800, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Trueo

« False - {5 ~ARTZIARIBBIARS AP R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Falseo

© 1999-2021 Citrix Systems, Inc. All rights reserved. 44



iBEAT Windows 9 Citrix Workspace R BiEF

ENABLEPRELAUNCH

ERISETRR. BXFRER, FSRLAREFBEHE

o True - IETRETEINEER FBARS. Fli0, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,
« False - {5 RAEMBohINEE FEARS. #18, CitrixWorkspaceApp.exe ENABLEPRELAUNCH

=False,

DisableSetting

FRREREA NMENERAD, FHAESREENRPETR. AXFAES, BBAE ‘SREET RHREFE
=

« 0 (BAME) - F “BEAEEDR RPETREARNNEINERED, 0, CitrixWorkspaceApp.exe
DisableSetting=0,

o 1- X “BEEER” RPEREMEEET, §I40, CitrixWorkspaceApp.exe DisableSetting
=1,

o 2—{VE “BRERN” RPETREANVET, 150, CitrixWorkspaceApp.exe DisableSetting
:2o

3-EBHREEN RPREREAXNNERERZ L. W, CitrixWorkspaceApp.exe
DisableSetting=3,

EnableCEIP

ETREES5FPHRESET. BXFEES, B2 CEIP,

o True (BRIAMRE) - EEFEMA Citrix R &KRKZTR (CEIP), fltn, CitrixWorkspaceApp.exe
EnableCEIP=True,
+ False - 3B Citrix P ALK ETR (CEIP), 31, CitrixWorkspaceApp.exe EnableCEIP

=False,

EnableTracing

=% AlwaysOn FRERINEE,

« True (BiAIgE) - EA AlwaysOn ERERINEE, i3, CitrixWorkspaceApp.exe EnableTracing
=true,

« False - 2/ AlwaysOn RERIhEE, B0, CitrixWorkspaceApp.exe EnableTracing=false,

CLIENT_NAME

EERS BAFIAF A IRERR M,
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o <ClientName> - EEERSH/ LAXRIRIBFRIEEN B M. FKINBR TN ¥COMPUTERNAMEY%, 140,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFPHREMSHBENRMER, BB, ERRIMTEIEZENR.

B BRINEE - AUEBFFPHENSHENBMMER. fl, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

B -FATEFRFHEMETENBMMER. &M A CLIENT_NAME B EE — ME. W,
CitrixWorkspaceApp.exe ENABLE_DYNAMIC_CLIENT_NAME=No.

BHIIESE
ENABLE_SSON
Workspace AEF@EE /includeSSON idREMNBREAER, BXFMAEE, BSRNEBESHRIE.

o 2 (BHAIRE) - 57 Single Sign-on & F B AR, g0, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes,
+ & - 187 Single Sign-on " FEZBRS. Fl0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

ENABLE_KERBEROS

187 HDX 5|2 2E M Kerberos 143301, XEBMT Single Sign-on AR AIEM. BXFEMAES,
E2AER Kerberos Ml EE & 53011,

o 2-15RHDX 3|5 Kerberos B4 183EF40,CitrixWorkspaceApp.exe ENABLE_KERBEROS
=Yes.

« & - ¥~ HDX 5| 2 % & & B Kerberos & % 3 i, fjl &1, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=No,

R ERBMESN, EEALIEES Workspace MAEFESFERNNARE URL, RZALURN 10 M ABE. &E
RAUTEMHRITIIRE:
STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]"
f&:

o X-E¥ 079, BFRRNARIE,
« storename - NRABEENRZF. LEXINSTE StoreFront RS 28 LEEE R FRI—.
« servername.domain - BN ABENRS BN REERZ.
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« lISLocation - IS AN A EREZE. MABE URL %05 StoreFront FfseFaHy URL —3. MAREE
URL 94§ /Citrix/store/discovery, E3REX URL, &M StoreFront S H— B4, 7
IBEADITH, HEH Address ;tEFH URL,

+ [On, Off] - Off EMEEAERE X EL AN FARIE, MTERF S ER BT IHIRXLERN ARE, NRNAR
[EIRSKIEE, MEINZES On,

« storedescription - KR ERIHAE, IS0 HR App Store.

B ITRETRG
BIZE Citrix Gatewaya A E URL, iEHITUUTRE:
CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com##Storename;
On;Store
Hrp, Storename &R EE BN AEIEHNE .
AR
o FRLLFERER Citrix Gateway RZARE URL RZ#54E /A Citrix Gateway B9 PNA Services ifisi,
s EZNABEILES, Citrix Gateway MABIE URL B FHIRPHE—(L, NAFEFE 2 1 Citrix
Gateway MA®E URL BZE.
TR TREMBAGHIEER TR AEE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store"
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store"

=

AR

o BESHENAREE URL hE3E /discovery UBIHITEES DL,
« Citrix Gateway A& URL B R EEEMRARE URL FIRPHE—IT%EB.

=& Citrix Workspace M Bi1ZF

ZEE& Citrix Workspace M BIEFHERIRINEE.
EE Citrix Workspace ZRi2F, UTHMERESR:

« FiE BECERIIKP MM AR,
BEIRSEMHRMINARERF. EERTERRDG
B BIARSS H 1+ B BI X LB KEX,
FEEFIXHNRENEE.

BRPEMRIZRE,
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s BIENREREIMRIGE,
« JZAT Citrix Workspace M A2 Citrix Gateway JERIZE.

ME2TREITU T o< UEE Citrix Workspace B!

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"-

cleanUser
EBRITLIRTER, BFERAUTHS:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"/

silent -cleanUser
AR
BESHHBERAE U
ZEE Citrix Workspace BIEF AWMU TASR:

+ Citrix Workspace N BREF Rt R,
o SitEW ICA BIEIRE,
« Citrix Workspace [ Bi2FHIASEEITR (GPO) EEEIRECE,

ENE
EREET Windows HEHIZR:
A LUER Windows 89 “I2FFA01ThEE” SRR (RINSiMiBRiErs) EN# Citrix Workspace B2

AR

7z Citrix Workspace N BiEFREE, B E—&EZ Citrix HDX RTME 81T, BT R4

izlE= 7
fERmSITEO:
AT ME ST T < E# Citrix Workspace M B2 :
CitrixWorkspaceApp.exe /funinstall
I F TR EE Citrix Workspace g, EBTIUTFHX:
CitrixWorkspaceApp.exe /silent /uninstall
AR

. HI#FH 5, receiver.adm/receiver.adml g receiver.admx gIEAEMERITSRE,
o MREEHHEEIMREBESTIRIERSEE, BFRFERBR.
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BE

August 17,2021
AT LGEE LA T 55388 Citrix Workspace M AB1ER:

« 1/ Active Directory = fl /S shil 4328 EE AT Windows #9 Citrix Workspace R F#EF. B % Active
Directory M58, &2 Active Directory Rz,

« EBEMRT Web #9 Workspace Zai, ER#EMATF Windows 89 Workspace R, BXFHMAEE,
BB FRERT Web B9 Workspace,

+ {£/ Microsoft System Center Configuration Manager 2012 R2 Es8F##9% (ESD) T8, X4
&5, B8 £/H System Center Configuration Manager 2012 R2,

£/ Active Directory Fl/xflfizs

AILUfEA Active Directory BRI HIZAIRIBA LN LEMERE Citrix Workspace A2, Citrix BiERZATIER
E.msi X, BXBoHEHNEMESR, ESE Microsoft sti,

3¢ Active Directory RIS, EHRITUTRME:

1. RS MHAeE— MRS (0U),
2. ASMHEIEN OU gl —MAKERIR (GPO),

YRABHIZ
ERS N TIPSR IR IERA

o HEIMHERE - EENRESELIRIE, BMERFE, BBELFHS, FM, RE DesiredVersion
= 3.3.0.XXXX LIEHILEIEENMA. MREBETHORES, a0 3.3.0, ZESHSRBIZAR
(3.3.0.1111. 3.3.0.7777 %) M{EfalkRas+BILEC,

c RGBUE[HEER - QARG ETAMARITENIIENMERE, KIFHZXHIN R SIRIEE

HFRBAN .
« HABSIERER - ERRERTETHMAHTEHRIENNEHRE, SURRBOANEZXHREFIRE
B NIRs

s REBREEFHIITED - RERIITRTREEIREREF, BXMITIEE, BEAERAGSTEH.

FEZ

Citrix Workspace M AR R ERF GIE R FREMEH Citrix Workspace 2 A2 FHE I+ ENNE AP 4R
ol XEANFIERTF Windows 89 Citrix Workspace M B2 T NHE,
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pEEit] TIE Z iR

FirEN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

s AR CheckAndDeployWorkspacePetlsekAngRatavdpirkspacePerUserLogo
.bat .bat

BRMNBEMZ, EHRITUTERE:

FTFARREIRITH &,

ERITENEESAFRE > % > Windows & > 7,
EARBERTRI GNENERD, ERER.

PR B R XA H AN B A 2 6B R RBI XX,

KHIIEHE,

EEMRSESD, BERN, AEERINSERFNIFHEIZAMZ,

A e

EHEEAT Windows 1 Citrix Workspace ABER, EHITUTIRME:

1. SiEEERIL B0 A P IREBEHEIEE) A OU .
2. ENRMAPREHER.
3. BEMRENRHEREEEFMINEESTIH,

EfiiERT Windows 19 Citrix Workspace WEB1ER, EHITUTRM?E:

1. BARBREIEEERN AP IRESHIIELIERN OU F,
2. ENRMAPREHER.
3. BIEMRENRHEREREEFMINEETT I,

FRERT Web 89 Workspace
fEEMERT Web 9 Workspace, &ERILER Web Timm@id v iasisia StoreFront B AREE.
TEMNEBEREIN BRFZ A, ERITUTERE:

1. REZERT Windows 84 Citrix Workspace M ABEF.
2. MiERTF Web #9 Workspace &% Citrix Workspace R RiEF

MEREMATF Web B9 Workspace #MEIRZEFRARRAE Citrix Workspace MAER, RAKER—FET, EX
T HHREEMAT Windows 89 Citrix Workspace R B2,

AE:

iEAT Web 89 Workspace A3z iFE T BB FHBHFAIMKS £ Io

MREAUTERE, WRTRANRS st
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1.
2.
3.

¥ CitrixWorkspaceApp.exe FHEZAHi+EN,

% CitrixWorkspaceApp.exe E@& A CitrixWorkspaceAppWeb.exe,

EREMEES EMEX—EmBMATHRIT S, MRERA StoreFront, 55i# StoreFront X A4HRIEAAD
EXMHFEE StoreFront,

&/ System Center Configuration Manager 2012 R2

AILUERA Microsoft System Center Configuration Manager (SCCM) &8 Citrix Workspace M2

AL RN R4 @ SCCM E8 Citrix Workspace AR :

> wnh

5] SCCM ZpErhizin Citrix Workspace N BiEF
RS K=

% Citrix Workspace M B2FHERIZR A0
BRI EERS

i SCCM =pE 7N Citrix Workspace W RZR

1.

¥ THM Citrix Workspace AR REXHEEHIF Configuration Manager AR 28 EWEAN X H
BEh Configuration Manager #z#l&,

%% Software Library (%{f%) > Application Management (B B2 &1E), A#E T Application
(WRAER) HE#T Create Application (RIEZNEIER).
EEHE £ “Create Application” (BIBNABER) B

7£ General (E#) &i&H, % Manually specify the application information (FapisENEE
FiE8), AE#RE Next (T—%).

7 General Information (E#58) EEP, IEESNARFEXNER, HINSHR. SiEH. RERAE,

7z Application Catalog (A#EZFER) MSH, BEHEMESR, fim, B, NAREEH. BFREIF,
AREE Next (T—%),

AR
BRI UEREEIEENE R

7z Deployment Type (ZELE) Higsh, & Add (F0) LUEEE Citrix Workspace [ FHEFIE D
FHR,

EEHE 27 “Create Deployment Type” (BIEZPERE) @S,

. 7£ General (E#) &EKF: &8 Windows Installer (*.msi ) B3R, %% Manually specify

the deployment type information (FahisEHEXEER), REETE Next (T—H),

7z General Information (E#M{EE) Figh: EEHEXEFMES (FlW, Workspace $E), ARE
#i Next (F—%),
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9. 7 Content (RZE) &R

a) 2t Citrix Workspace MR REXHFRIENR, flfn: SCCM irS28 LM Tools.
b) BRERFIEEAUTIHZ—:
o CitrixWorkspaceApp.exe /silent BTERINBRRE,
e CitrixWorkspaceApp.exe /silent /includeSSON BFEAEERE.
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false BT UUIEBBIARS
= =% Citrix Workspace B FB1ER.
¢) 3 Uninstall program(&1#ii2/)5E CitrixWorkspaceApp.exe /silent /uninstall
(BH&E SCCM E1#) .

10. 7z Detection Method (iaii757%) &ig: %1% Configure rules to detect the presence of this
deployment type (BLERTHRINESETLIBEXREAMN), RE2T Add Clause (FilF4a),
AT R “Detection Rule” (RMFM) 3HEE,

+ ¥ Setting Type (G&EHE!) &EXR “File System” (XHH%4).

« 7t Specify the file or folder to detect the application (5T ZE# NN AIERFNHTHXHEF)
T, REUTEIR:

Type (%%Y) - fF Fhiked, %42 File (U4,

Path (B#2) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\

XHEHXHERZIR - receiver.exe

Property (Bf) - fE Fhi&ES, %% Version (hk7)

Operator GZH7) - kg, %i¥ Greater than or equal to (KF=ET)

Value (&) - $# A\ 4.3.0.65534

AR
iEATF Windows B Citrix Workspace W RZ2F A BIER L MNAE,
11. 7£ User Experience (BFP&L8) &K, 88!

« Installation behavior (Z#475) - Install for system (ChEZZE)
+ Logon requirement (ZREX) - Whether or not a user is logged on (BPEEER)
+ Installation program visibility (Z#i2Fa0%) - Normal (IE%)
Ea.:l Next (—F_ﬂ%)o
AR
BN IERE R B E A B RAKFAIN,
12. 7 Summary (HZE) &P, BIELEHELBNGE, BE TP,
LB 2R TIE S
13. 7£ Completion (525) S8, FHIELXE (Workspace #E) 357 Deployment types (ZBE£E!) T
5o

14. #F Next (F—%), RE%E Close (ki)
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AMDE R

1.

2.

3.

£ Configuration Manager =%l & P A% % & Citrix Workspace & 12, #AJ5i%#F Distribute
Content (2AH%A).

BT 278 “Distribute Content” (9 EZHWA) MS,

7 “Content Distribution” (R&49%) &g+, #£E Add (Fi) > Distribution Points (5%5).
ItEBHE 2 “Add Distribution Points” (Filf % =) SHEE.

M EIREARER SCCM fR588, REREH OK (HE).

7 “Completion” (5Em) &P, BETHIER.

4. BEHEXH,

3% Citrix Workspace R F12FERE R B4

1.

£ Configuration Manager 54l &A% E & Citrix Workspace MABiER, AGi%R Deploy (HE),
EHE 2 “Deploy Software” (HEHH) AR

HERNZELAEFNES (AIUREEES, LAIUEAFES) FikE Browse (), AEHE Next (T
_ﬂ})o

7z Deployment Settings (ZEi&E) Hi&T, 3§ Action (£1F) 8EH “Install” (%%), ¥ Purpose
(%) &EBR “Required” (KF) (BAXTASS5RHE), 2HT—%,

£ Scheduling (it%l) &+, EEEBM&E LBEREIT,

7£ User Experience (BF{&i8) Fi&H, i&E User notifications (BF @) 179; %% Commit

changes at deadline or during a maintenance window (requires restart) (ER/SHARE4EiPRS
BRRXEN (REEHMEDH), AE%EE Next (F—#%) LI5ER “Deploy Software” (HE#H) BSR.

7z Completion (5Epk) &igh, BERRINES.

ENEHMENRERIZRE ((NELAFBRRENAFERT).

feimmig# b, Citrix Workspace M B2FERHFF 0 Available Software (FIB#F) TER. RIBFIECE
BItE, RERBEDMMK, XE, SHITURBEEFNETRE#HITRE. REFHRE, RERSBERGEROFET.

IR EES

1.

2.

Bz Configuration Manager =414, #+ Assets and Compliance G&F=54#14) > Overview
(#R) >Devices (i&%&).

A% Device Collections (18%% %) Hiki#F Create Device Collection (BIEIEEES),

I8 85~ Create Device Collection (BIEBSEES) MS.
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3. £ General (E#) BFEH, BAIEEMN Name (BF), ARBEHATREHESH Browse (X5),

XORTEIREFHEE, aTE SCCM BIEMENEEEEZ—
%EE—F_io

4. 7£ Membership Rules (I &HMN) FigP, BEBATIELER Add Rule GRIFN).
ItBH% 2= Create Direct Membership Rule (QIZEHIZERZSHHN) @AS.

 7£ Search for Resources (EZX%F) HKP, RIBELIEMIZE LI Attribute name (B4 &
F), FHRHEMRRIELLERIEE.

5. BEHT—%, 7E “Select Resources” (EFHIF) EIEH, EEEBRFARERSN—HIHIRE,
£ Completion (5ER) BigH, BETRINES.

6. BEXA,

7. 7 “Membership rules” (REZMHIMN) &g, KFIHIFAMM, #E “Next” (F—F),

8. 7£ Completion (5ER) Bi&F, BERRINER. #i Close (xiF) LU5ERL “Create Device Collection”
(BIBIEEES) BT

g B E G Device Collections (1&5%%) #5ld. 7 Deploy Software (ZEHH) mSHRE
B, fgEESETREESHN—9,
AR
% MSIRESTARTMANAGERCONTROL EM%i& &5 False B¢, ZiidfM SCCM EEE Citrix Workspace [z
FAEFIRERK K.

RIEFAIBIDH, EBTF Windows 89 Citrix Workspace M BIEFH A ESHUILAMMERE, 1thsh, ZiXrATaE
KEER .

ST

August 17,2021

FrhEH

NREBREZAT Windows # Citrix Workspace M ABTERF, 1M Citrix T& W FEHREZNBEFNRT
R 7,

BEIEH

Z k489 Citrix Workspace lfA#EF/G, Citrix &7E%%# 7 Citrix Workspace M ARFHRGHHIXEN.
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CMREBEETHRHLAEM SSL, 15 7% M Workspace BEsh BE# & & IR 5 (https://

citrixupdates.cloud.com/) M FHME (https://downloadplugins.citrix.com

/) BIBISN, LM Citrix IZUWEH,

BHRSZVTEER Internet EZEA BEIZRER.

« ZUAERT, Citrix Workspace E#i7f VDA R FERARS. X83E RDS ZAF RS EN. VDI A
Remote PC Access it+&H#l,

« Citrix Workspace E#ifr =2 T Desktop Lock BB L FEARS.

« EAT Web 89 Workspace - RaEB &I T & StoreFront 5B&.

+ Citrix Workspace E#{XRF LTSR &5,

« Citrix HDX RTME for Windows B8t 7 Citrix Workspace E#i /. R 4G EEEMBE S 7E Citrix
Workspace [z FB#2FH LTSR #1Xaikkas+a] A8y HDX RTME &5,

« Bhi7 2105 &, &k Citrix Workspace BE#iHERE, Workspace E#HEREET C:\Program
Files(x86)\Citrix\Logs . BXHEIERMERE, ESRBAEKREIDD.

%%t Citrix Workspace B2 Beta hiZs

¥ Citrix Workspace A2 ECE N BEMN, ERKEIETEN, EEENRLTLRE Beta iia, ERITUT
p

1. MERGFRITH Citrix Workspace M B2,
2. EMBISREEN > Citrix Workspace 3.

3. Beta hkARJ RS, MTHI5IRFER Beta, BEHFRE.
LB 2 TERE Ho
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@

@

Update Settings

Do you want to be notified when updates are available?

Yes, notifty me
Mo . .
Citrix Workspace x

sy
l 1 You are about to switch to Beta channel. 5ome features might

1 not waork as expected.
Select 1

| Do you want to continue?
Beta
r

Save

THIra Fary THOTICES

Cancel

4, BF" HE” B E Beta i,

EM Beta RAINREI AR, FRITUTTE:

1. MRGZFREITH Citrix Workspace M ABEF.
2. SfMEISREER > Citrix Workspace E5,

3. EEMRERED, M ‘BNl THIIRPEERE, AEEERT.

AR

Beta Wi AR B AR HIFEFIFIRHBREFFRFHHITUIR, HFAERHEZRIFHN S, Citrix FER

Beta hRZASHIZHFZMG, BXEEE &R HHXERMRARN KR, Citrix AT4

EMWRIFHITIEF. BINAFER Beta lRAEZBFELE IR,

HoEHMNELEE (Citrix Workspace E3)

AIUER T AEEE Citrix Workspace E5i:

B 1TiEO
B RF R
StoreFront

> w N

ARBEITR (GPO) BIRHER

b A
EZ=

RIERIGHEM, RBMNE
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fERARRN RERIEIRAE Citrix Workspace Eif

@Eidiz1T gpedit.msc #T7F Citrix Workspace R AREFA RN R EEER, RESNE “HEVEE” Ha, B3
EIRHEIR > Citrix A% > Citrix Workspace > Workspace &

A Citrix Workspace Updates

E‘ Citrix Workspace Updates

Previous Setting

ADMX Migrator encountered a policy that does not have a supportedOn value,

() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on:
Options:

Help:

Enable Citrix Weorkspace Update Policy
Auto ~
[ LTSR OMLY

Citrix—lkorkspa ce-Update-Deferllpdate-Count

=] o

Mot Configured — Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialog.

Disabled — Citrix Workspace Updates option is hidden from the
Advanced Preferences sheet and you will not receive any update
netifications.

Enable Citrix Workspace Update Policy:
Auto = Citrix Workspace checks for updates
automatically.

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LT5R updates will be available,

Citrix-Workspace-Update-Deferlpdate-Count:

-1: User can defer any number of times.

0 User would not see remind later option,

numkber: User would see remind later options with the
given count.

Cancel Apply

1. BRAREAEH - SEERAREERAUBAREA Workspace E#.

=

=W

EREREAN, REFEMEHEN. i

X EEREEIFRSPRE Workspace EHiEI

2. BEiEA - YEEFRAUAN, ELLERERKBMNFREEN. B Workspace Bfifg, iEMEH
Citrix Workspace B8 FhIFIRDERU TERZ—:

. @ -
. Fif-
3. #EHE(YIR LTSR LURIREY LTSR B9EH

AZREETAENMNAGRHBEN GHARE).
AAERAAEHNARELHEN,. FohiREEH.
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4. M Citrix-Workspace-Update-DeferUpdate-Count FHi5|&Rd, #EE—MNTF -1 3 30 ZiaEHE:

o -1- RAIFPERERRER (RRIAE)
¢ 0 - R NREI— N EFTE A,

BN EEHMBIEER

#hR4<H) Workspace R FEFRIAR, Citrix STERERMHREIRNEN. FERAILSE, S UEHITER SRR M
BRI Bt B BT LA BB

BRREBERTHAE, BT gpedit.msc USEHARIEREEER, £ HENEE” HAT, RESEER > Citrix
4A1% > Citrix Workspace > i B EFHHER,

M Set the Delay in Checking for Update d *
E: Set the Delay in Checking for Update Next Setting
(O Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on: | Appy Migrator encountered a policy that does not have a supportedOn value,
Options: Help:
Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users,

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad,

- (Medium)- Available updates are rolled-ocut to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery periad,

Medium
Slow

EEERA, ARMERATHRES, EFUTERZ—:
o 1R - ERHARBIAIEIEHE
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o B - ERAHARB PRI L ER
o 18 - TERXIHAPRAYR R tH EHo

F=3

AR

ERERAN, RAFENERBNER, XHEBEBRERMRFIZE Workspace Bk,

FERSLTRERS Citrix Workspace Ei
B ERE Workspace N BEEFIEEHRSITSEC

ar L@ 7E Citrix Workspace M A2FREHEIEEH TSR E Workspace £, BX#AEE, ESRAL

£,
@id EZRE Citrix Workspace M ARRFEFERAGSTEEK:

WEIUE R EEA T Windows B Citrix Workspace A2 /EECE Citrix Workspace 3. £/ Windows &

$178ME CitrixReceiverUpdater.exe MfIE,

wEERT, CitrixWorkspaceUpdater.exe fiiF CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, AILUBITIL IS AR 2255 B9 P HMHSITEE,

f5u4n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast

AR

/AutoUpdateCheckiXRMNEMNSE, MIUEE A EEELE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority SHES%,

ERER AP RAmEE Citrix Workspace E3f

MABPEIMUER “SRENEN” SHEEE S Citrix Workspace EffigE. XE—METHANEE, FAXLILE
VERTYURAF., AEBHEMXIEPH Citrix Workspace MBEFEIT. #EEELE%E > Workspace i,
BEEFRAERT, ARREEFRT.
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(@ Citrix Workspace >

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Save Cancel

AR

A LR EDEA X # a9 Citrix Workspace M AE2FERPIRMHINSIHIS “BREEN K, BXFHMESR,
BB BREEI” REo

£/ StoreFront &2 E Citrix Workspace i

1. FRAXAHIBERITHF web. config X, EXHBEEAMTF C: \inetpub\wwwroot\Citrix\Roaming
directory &,

2. EEZXHRRIIAFKF TR (BRHENKS ZFEA Store)
f5lgn: <account did=... name='"Store'">
£ </account> #RIEZHE, SMEZAFPHKFPNEY:

<properties>
<c'lear/>
</properties>
<!--NeedCopy-->

3. 1 <clear /> #FiBEE RN B E FHATIC,
<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"
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description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>

<c'lear />

<annotatedServiceRecord serviceRef="1__Citrix_F84Store'">

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nqn />

<property name="Auto-Update-LTSR-Only" value
="FALSE" />

<property name="Auto-Update-Rollout-Priority" value=

"fast" />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>

<metadata>
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<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>
<!--NeedCopy-->

BHERE X EARENFAESNT:

+ Auto-update-Check: #57= Citrix Workspace [ BiZ2F1EE & BEFHE B 5hi#iTial,
+ Auto-update-LTSR-Only: ERAHREMNE T LTSR,

+ Auto-update-Rollout-Priority: &R UEE EZKEFI(THAEL

+ Auto-update-DeferUpdate-Count: 35~ LIEIR & R EFHEMKREL

NI

September 10, 2021

ACEEBNEERE Citrix Workspace N AREFRIRERIENSZE X,

WEFRM:
BERBAZEZRBOPIR, WEREHEFREER,
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JOIE R AR A = 8]

BXREZAIPFMRNHETENFAER, BEATER:

RERE PR E &/ R = 8]
efRE 572 MB
FHR 350 MB

Citrix Workspace i REFHITIELURE BT E BB A E T ERTMTE, ZRIETEMRERALIER
HiTo
ERRELET, REFTHETEARREFLE, FERUTIEE,

Citrix Workspace ot

Insufficient disk space, Citrix Workspace for Windows
requires a minimum of 503 ME of free disk space to complete
the installation successfully

K

Ft4& Citrix Workspace M Ri2FH, REBEMRTERIARRHNEL, HERUTIHEE,

Citrix Workspace >

Upgrade unsuccessful due to insufficient disk space. Citrix
Workspace for Windows requires a minimum of 333 MEBE of
free disk space to complete the upgrade successfully

Ok

AR

o TREFNIRERTEGEEWHETERITES.,
CHMRERTREIBPRAGNEBTEAE, WAERZXIEE, MEE CTXInstall\\
_TrolleyExpress—\x.log FiEFEIZHE

EFFeAMER Citrix Workspace MBREFZHI, BREMUTRA:
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o AR REIRIRIR

« StoreFront

o Citrix Gateway ME&EE
o PR

o B P imIREhas e

» DNS &Rz

AR R EIEIEIR
BTN A A RN R EEEIREEE LT RAFN

o MK
RIEARSS 23
SRS BRECE
R E&ER
ZIEAFIRE

o AP,

AL receiver.admx [/ receiver . adml R4 BT SR BEM A H T B IERBS, X TFI105E08, BEAAR
BEEIRITHI & S NIAEIR M4, & Citrix Workspace ARRFIEBENAREN IV AZ NI FRNAFILEN, SAIE
BER. EEREMARPIGE LHTEN, BERIRE LA RKREESRS NSRS S,

Citrix ZiER Windows A1 % (GPO) EIEERECE Citrix Workspace R B1ER.

ZHEBFREIE CitrixBase.admx # CitrixBase.adml UK EEBER X HE (receiver.adml 5
receiver.admx‘receiver.adml),

AR

.adm XHERTF Windows XP Embedded &, .admx #l.adml x4t Windows Vista. Windows
Server 2008 UK EMEShAH Windows fEH.

flg0: \<installation directory\>\Online Plugin\Configuration,

MR =% Citrix Workspace A FR k%% VDA, T admx/adml sx#F@EMTF C:\Program Files\
Citrix\ICA Client\Configuration BR%,

ES I TRFEAE X Citrix Workspace MBREFERXGRESBIENER.
AR

Citrix B & ERRERIARAH Citrix Workspace R FA2F1#2#89 GPO ik,

X XHHIE
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receiver.adm \\ICA Client\Configuration R&£B % >

receiver.admx \\ICA Client\Configuration K%£B % >

receiver.adml \\ICA Client\Configuration\\\[MUIculture\] %%
B>

CitrixBase.admx \\ICA Client\Configuration ZZE % >

CitrixBase.adml \\ICA Client\Configuration\\\[MUIculture\] %%
BR>

FE

o NERFKF CitrixBase.admx\adml iFmzElZits GPO, B ICA XHEZHRIEAfEaEK,.
+ 74k Citrix Workspace M REFHY, 1B RAIERXERMEIZEM GPO 1, SANEFEELRINIZE.
BXEAER, BERUTIERE:

Z@ Attt GPO RN receiver.adm &t (1R Windows XP S NTURIER L) , ERITUUTIRME:
B 1BWEEA CitrixBase.admx # CitrixBase.adml St LU R A SRBS XS R R IE S P E AL H BT
BJLUEEA.adm iR ECE A GPO F1EFiE#) GPO,

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER.

2. TEARBREIESRNETED, EEEERERXG R,

3. TEIRMESIEA, EEFRM/MIERER,

4, EBRARMANZIERXEME \<Installation Directory>\ICA Client\Configuration

\receiver.adm,
5. EBRITFLURINER, RAEER “XF” LUREZIA RIERESS.

Citrix Workspace M B2 FERX 4 EEA M GPO B REEIRIR > LA EERR (ADM) > Citrix A4 >
Citrix Workspace Fi21it,

m7sit GPO Afl.adm BiRXHE, BETUTHES:

The following entry in the \[strings\] section is too long and has been
truncated:
Click OK to 1dgnore the message.

Em it GPO F710 receiver.admx/adml iR (BEhrar) Windows 2ERL) , EHITUTIRME:
AILMER.adm EiR X HE B A GPO F1&EFiHA GPO, EF&EItb A X EIE ADMX X4# Microsoft MSDN

=z
=,
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#4 Citrix Workspace RBEF/E, 1R TFAIREHIRIR 4
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XA

EHIRIR

EHIBRIE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

AR

3§ CitrixBase.admx/CitrixBase.adml #1012l \PolicyDefinitions X %t, UEEEEER >
Citrix A > Citrix Workspace Fayt&EiR 1,

StoreFront

Itsh, EELFERE Citrix Gateway, LSRR MABMKZM#ITER (F1, M Internet SUZRAEERE).

AR

WNREEFE BRFTE M AR ERD, Ease=E2IA StoreFront A S H,

Ed& StoreFront:

JE1RER StoreFront XA HFTRREFEE StoreFront, Citrix Workspace MAREFEE HTTPS &%, EEET

http # StoreFront £, #ER{ER

AR

LTS HPAMRRE MR,

Citrix -t 7 —M&ER, HERATRIEERT Windows 89 Citrix Workspace N BERF FEb=.
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Citrix Gateway W A& &

EERARENRERRIRAINSIEE Citrix Gateway, FHITUTERIE:
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER

2. EHENEET AT, HESEER > LHEEER (ADM) > Citrix ¢ > Citrix Workspace > Store-
Front,

3. i#%#F Citrix Gateway URL/StoreFront i/~ %%,
4, FEIRE,

s NABIER - B RETHNABERR

« MAME URL - 38R A™EIER URL

« #Store name - #57= Citrix Gateway JZERIN B EE B
s NABEBBAINRS - BTRNARENRES, Fx

o NABER - RN ARERER

5. #&msi#EE Citrix Gateway URL, A URL &R (U9 S56R) :

zR ffl: CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com##
Storename;On;Store
Hrh #Store g#52 Citrix Gateway EEBIN AEE R o

Bhr4x 1808 #2, ¥ Citrix Gateway URL/StoreFront ik 5 R BN ESEN BREFEFENEESIE
PR B, FREEE,

AR
Citrix Workspace R B#EFhas 1808 RESHMAFEEELHREFTHITES, MRFAHKE 1808 XESHR
7, MHRERE Citrix Workspace 5 FFER LU EF AT E B E

PRI

« Citrix Gateway URL R/ &#iME, SR StoreFront URL.
« RE#F%4 Citrix Gateway URL,
o EAXME AR EN Citrix Gateway URL R8¢ F Citrix Gateway [EEHI PNA Services kg3,

BT EXisH ERERE

TRXIEHIThREEN AP REB AP EIREZEB R, BT TIFXITHIThEE, ERMIRRESRIUERRNTIFLZ
B, MARES MRS LEMBHACHRARRF. T Citrix Workspace A=, EESESUEMERERTF
g EEETEXER, WAlLIERARBAMNINE A imgEEERTEXE,

IJ\Il:,\

AMRFEFCHLSHTERD, ATRFEEMTERERSR, Citrix TERIEFEIMRFEREAFISHY

DRVRRRRES S LURRR, EREMRRIESRFT BN, EREIMERZE, BSLEITED.
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X EmEAHE Citrix Virtual Apps BR$S 23+ 012 WSCReconnectModeUser H{E2iIl 5 /Eit%& 15 WSCRe-
connectMode., E%#HIVEEAILLEX Citrix Workspace R RIEFHIITH.

Citrix Workspace M A#EF WSCReconnectMode AMRILE :

« 0= AFEFMERINETAUERIE

o 1= AREF RN ENEE

o 2= RN FRREFRIFNEEE

« 3= NAREF BRI EEE

+ 4 =Citrix Workspace RETHIEFIERE
+ 8=Windows BRI EHEE

« 11=3M8MAH

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321i)
Z#: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMMEIME 3 BH 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 fi)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (32 i)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

o, WMRFEEEFEIMERDT, taTLlUE WSCReconnectAll M ERTGE K false,

BHURSERES B

BALENAFRBRHRERRSETIBETHREKE, EERNENNE, i§7 HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\ICA CLIENT\Engine\ #glE—1&J SI INACTIVE MS# REG_DWORD &,
REBERSIERBRER, ATLUE REG_DWORD &EI&EA 4.
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ERGLITEEXNAEFRESHNNLE

fEA “FHR” RBEERMXEEIREAXINEE, ALUSE LGN AR REARKE Windows WFREEFMEE
E£o APAHM Citrix Workspace AP REITRNAEF. “FHR” RBRERNSERESRNEENTE—tiAE—
AR BEFMN AP AR T T4 SEER,

irER 7 SelfServiceMode, HEIAE R TIREAN True, YEIERK SelfServiceMode 15 Ei8&H False
B, ELEBREBRSAFRE. Hk, EEIUM TR’ RENSEREAIHREITRNONBER. XN R
BA” B,

BRMERRAUERSMEMRIRERBEXRERES BTG,

ERRES

s AP TEMRN AR, % SelfServiceMode 1551 E 7 false ((RIREARER) BY, FRENAIEFIINE
FINEERF. IRMEEPRERIRESXENR, YA EREMXIgHH Citrix Workspace Rz BiEFElfR £/
RIFES, HWERESERER.

s ARPRERE—TUABE KANEETUERATH, XRATHIELAFRREEMNARE, BER
AIAAEAFPEFRHENR, UAYFRFERARENRERKELFHER P iHITEN LRINERRR
(HideEditStoresDialog) RiFmMZ k. MREERBAFZTUNR, APEAIUEEMNKIREHES ‘&
I TN, LEBS A AT LURINSIBR M o

« AP ZEAER Windows = EiR R 2R,

o AILUEE A BEXKEMRIGERNKERESA R, BRAERTRANKERESR. FEIMRILES, BN
BEzh Citrix Workspace M RERF.

o 1T FRR” FERPRIERES T, FHRAMINEIRE UseCategoryAsStartMenuPath,

AR

Windows 8/8.1 #1 Windows 10 RAFE “FFia” REFBIBRBMARN MK, “NARE" KM ERFERY
HRTER, MA@ Citrix Virtual Apps EXH “25” FXEEH BT

o AIATERELEZHARM [/DESKTOPDIR="Dir_name”] #5&, UERMERESAKER R NHKR, KE
REES A2 HFRFREZ,

o fEREMRD AutoReInstallModifiedApps AIUER “BoIEHTEEHNENNABER" Thit. B
AutoReInstallModifiedApps &, MRS LEAGHNBEFNESENEEFIMNERAESRIISE
FRIHITEN ERBREFE, 28 AutoReInstallModifiedApps /&, NARFNEEBMEERSERH, #
BEEFE RS R ERFRBAREME. BINMERT, AutoReInstallModifiedApps &FE
PR

fEREMRRIESE B EX N AREFRESNUE

=,
P =

o FNERT, EMRBUERAFFHE
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o EREBENABEIEZRIEUEMRDTL, MREHETAFREE—REREEESCEMRT, EHtRAFBNE
& Citrix Workspace R e, BEEMRIN, REEHEENARE.

32 Ut EABEM R
JEfRERI: WSCSupported
f&: True

MR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FART: WSCReconnectAll
&: True
EMRERF

- “HKEY_CURRENT_USER\Software\Citrix\Dazzle"

- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle"

- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

FART: WSCReconnectMode
f&: 3
EMRINERE:

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FAERDT: WSCReconnectModeUser
B: EREREFCIERIME.
EMRINEREZ
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HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it BRI

AR

WSCSupported

f&: True

AR E

AR

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectAll

f&: True

AR R

EMERIN
f&: 3

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

WSCReconnectMode

AR R

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
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FARm: WSCReconnectModeUser
fB: EREREFCIERIME.
EMRINEREZ

- HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

R

ERILMER LU T A EmAF R R BN R BN BEFF KA ES

o EEEETHETFH4KP LI
o TECX M
s MAFREFEFHRANKFER

BE

Citrix B EE R EEEH B Citrix Workspace LR, XHERIHHRAFEBRMK,, H#H Citrix
Workspace (A2 aEB L ME T £ BHL T EHEREH USB 1&&.

e B R —METRERINNINEIE, RS RFMNHAINEE, NEAFERMER Citrix Workspace MABERF,
RN SHENER Z R &I\ BB FHR Sk AR S5 a8 st LUS B o

PR “ANINIKF XIEAE

AIKASHEEENASERREN SR TRER, ERARNKSITIFE, 8]0 NB TRt stARS 28 URL Rig
& Citrix Workspace R BEF A,

Citrix Workspace R 22 HIE 5% B F b #it X BX 892 Citrix Gateway. StoreFront AR5528:%=2 Endpoint
Management E#ig®E, AERTHFERIREUE,

FILUE LUT 73 AR RN IN MK P XIEAE -
1. ERHEERL
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@ Citrix Workspace

Add Account

Enter your work email or server address provided
by your IT department:

|:| Do not show this window automatically at logon.

Close

ERERNAEE RIS OB LEARNK P & OE# TS RE#E,
XEIRAPHTHIRE, FEERT Windows 8 Citrix Workspace ABEEFEELHEREE.

N
2
A

A+
23

g

s/__l__

—

AEE

pal

RS MERAGSITIED, BEUTHXREEZAT Windows i Citrix Workspace A2
CitrixWorkspaceApp.exe /ALLOWADDSTORE=N

XESIHENNIRE, BAitt, ZITAERTZITENNRERRF.

REENABEREZETUTHES,

(@ Citrix Workspace *

An account is not configured. Please contact your
administrator.

QK

tesh, BILURLAT 75 AR RN P X IEAE,
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o EME Citrix T3
¥ CitrixWorkspaceApp.exe £ 5 CitrixWorkspaceAppWeb.exe LU E X710 A 3 EERITT 0,
ERBEZXHRE, “FHE” RREPER BRI 3HEE,

o JERRIRIERS:
Z M Citrix Workspace N BREFREB S HREF MK ER, 35S M3 HKEY_CURRENT_USER
\Software\Citrix\Receiver B 12 # 3 DWORD HideAddAccountOnRestart W i& B A
00000001 &,

ECEE T FERAFAIK &I

F2& Citrix Workspace R 2R SR E F B FHBAFAIMK A R BB, BERREHAE Citrix Workspace M2
g, APEEHAECHBE TN (MIEARSES URL), Citrix Workspace M B2F1§1RIEEE 74 (DNS)
AR (SRV) iERHTE S B FHREE R BXAY 2 Citrix Gateway &2 StoreFront BR$528, AGIRTREABERLULRE
WREMZAER,

BXFAER, BFSRALEETEFEMEFIKE 2o

E A PR HTREC S

StoreFront {2EMEESCE, BB LITHX LA S 4 UEE SN BEIE.

fEe] LAGER StoreFront SREIZE A MKF AEEIFAE SMTEC X, BXLEXHRELBF, UEAFEBEMERE
Citrix Workspace [z f#2F. & Citrix Workspace L AiERFfE, AP REFTHZ 4B fi2E Citrix Workspace
AR, NREREEHT Web 89 Workspace, FFERI LM LELE RIREX Citrix Workspace [ 2Bz
o

BXREMER, 1BEM StoreFront SR A F S H R FE S A X1

mAFRESFRANKFER
EFAPEBFNEEKF,, ESH S RERIEENSENNAREFENER.
o EEi%E StoreFront AREIE, HRHZIRS 288 URL, fl0: https://servername.company.come

« 2@ Citrix Gateway &%, FAMEAFRTEFIMACEKENNASRE, EERXFZEIWHRE Citrix
Gateway BR TiZi2hRHINAEE.

- ERRFIACEENHARE: mAFEM Citrix Gateway ZL2REHZ.
- ERESENABENIGR. RUTEIXmAF R Citrix Gateway ST2REF S UK BEEZTR:
CitrixGatewayFQDN?MyStoreName:

fBlen, 0K B A SalesApps BI N B & ik xF serverl.com B A Timi2ih iR, &K HRApps B9 K A & I 3¢
server2.com BRA TiEf2iAiR, WAFXFEN serverl.com?SalesApps 7 &EiA Al SalesApps, = E A
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server2.com?HRApps F&&ifsial HRApps. ItIhaEREERERNAFEIEA URL gIB—NMKF, SSEFEBFHR
TR,

RFBNIKF B4 S8, Citrix Workspace ZA#EFEEIRIIEER. MRWIEMDI, Citrix Workspace [z
BREFBRTRARERZIK,

EEEIKF, BT Citrix Workspace MARFER, AGREME, AGREHK,.

BEMHES TN ABEKS

~
==}
=

I

AMRFIEREAFLATRSRERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HSBRHMBVRMEEBFUBR, ERAEMRRERTEIEXNN, EREIMRZA, BSCHITED,

MREBZNAREKS, NI LERTF Windows # Citrix Workspace M REFEE AT R SIEN BEE
Z2IFEKF . BEITI Citrix Workspace M BREFI BEHEEMREKS,, ERTUTERE:

£ 32 ARG

SEMERIMERR: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMRIMEF: CurrentAccount

f&: AllAccount

%A REG_SZ

F 64 URS:

SEMRBIERR: HKEY_LOCAL_MACHINE\\Software\\Wow6432Node\\Citrix\\Dazzle
EMRmEM: CurrentAccount

f&: AllAccount

A REG_SZ

& P iR ohas Bt

iEATF Windows B Citrix Workspace M A2 ZIFEAF 8% LTSS, UEXERERTUERIERER. AP
AT AT 481

o ZERMAR AR ENRS. FTENHLA] COM im0

« ERES M Windows BIMEAR 2 i81## 1T BT IFIRE NS

o RIFMSTERBREIES (REBESZ M. wav XHF)

EEREEH, Citrix Workspace RAREFRE MRS BEM AT ANEF KIEEE. COM im0 LPT 0. RiAMER
T, BB EFIRREERRG FIARSS BB ERT, HATFIHITENNICIZARSJ[BITENAAT, LUER P IRiTENYIERER
BEERERSE, XEMSEYRRIERHENIFBFATR. ENSTERPIHEEEME, HERP T —RER
N iclfe N
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AIERAEERRRISEMRGFAFIEE, TREEREEMMES. §XFHAES, 1§25 Citrix Virtual Apps and
Desktops 3%,

RRAFIRERS

A LUER Windows Server Manager T AR ERFI&EMES, HhaiFRohas. FTEIHMEOSEER, EXxAH
BRIAFAER, ESRITELERSHIEX Y,

BEEMEFFIRXHR

BRHXHREERNE T EENHRIEFIHRZAHEXENSR. HXERSR LEAEFIHIREISEMGTE, A
HENERAMERBAGEAE (UNC) SHEEDMSEIRIER, MIREERSBRLEATFHEXMGHXREER, FNAR
WEAPRE LREEFIHXGREER, FEEAAPEENS I TS,

REAFEENXHREEN UNC BHERRERIEN, MARETAFRE LNTEXHRE, MREDIMREAR
UNC 5%, BEFEXHEERIERNER MR, EXERER, SENATIAFRREEETFHXHERETE
@, &2 Citrix Virtual Apps and Desktops X4,

REFiRIRhEsIRET R EA RIS R TT

B E IR EERRET, AL NGRS RFEE AR AP I&E LRIREEs. Fig0, AT Citrix AR SiEHRH
H Ixzhasargt 2)iztTEA F Windows #9 Citrix Workspace R BIEFHAFIE LM C IREH28,

B P imIREhER A BB B BT Citrix REEEMREFH. WF “XHEER". Windows HREEBMEHIR
BEFMS, XEMRHNEERSEMEMMERGFIBE Y,

AREDEF, JLUBEEENSEMNAREFNRSSFEENTE P RIKEhas B RS B — AL NN ER. A
INRERGFTI RS M V FFIAREIF RS 2 Bcth & F iR chEsRVIRMBR 21, MMAS P EER=EFM CD-ROM IRzh2s
DE— I REhERETT. (MIRBWREBRIE T HIGREMBER.) I EERIEPRALUTIKEERRET

B IRREZRRTT BRSBTS B R EFRVRTT
A A
B B
C v
D U
ALY RS SRHTRE, ERSBENBRFTSZARRDBENFAREAR; EXMERT, RSBERDEBETS

NEBIREERER. HI, FARSSEIREEE C oo M, Bapes D ot N, XiF, BRImKEMAIUERZHRE CH
D IXzhad. XM EBERIERREIL LTINS
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B PRI ETT ARSs 88 1EIA IR A fE PR RV 15
A A
B B
C C
D D

BT E#HRSEEREE C NIREBREFEREIETEN. FrEEMEIEREEM CD-ROM RS R F9RIRFHT
i (figa, C>M. D>N. E>0), XLIRNB[EFTFEESEAIMERIMBIXEERIRGT L E AR, MRE—WKIKEH
ERIRIT R 5 AR SS SR nh R EFTEERIREDERER, WiXMKBIXEHERIRGT I BT

RPR&EEIRSSE, SENMEURTFHERS, RERATBREFRRERSN. RARAEFHREEMN, =
BHILE, BETERERS (RiRRS) BETR, o] UER KRBT TR Mg SR HNE, B XK
B¥4EE S, 1581 Citrix Virtual Apps and Desktops 3#4,

HDX Plug and Play USB & EE @

HDX Plug and Play USB i€ & EEMEI T F&igE (SIEREN. FHN BEEREM POS 8&) BISEER
FIRRSS 28, EHAPAILREIFMEIRER—LREHTEER. ETRS[LFBEREIEIAFIGE LRABAHKR, KD
BETAIRE. BXFAEE, 15285 Citrix Virtual Apps and Desktops scisgy USB & FimIkanes £ 2=,

BE

NRERS 2R HEEEPEAT Plug and Play USB i§&EEM, AFRREEBEZZERKLE,

FFEIATE Citrix Workspace AR FHRINRIRE HAE A T HELREEETMHE TS RERRSHMHITIR
o WWIRBREMERFESUIIRE Z FHEAIRE.

EREF G COM iR ORI ZEIARSS 88 COM IR0, FHMITUATIRIE:

BEEFin COM inORSY, EREMERKALUERASAFIRE COM IOEENIRE. A UGERTAHEMMKZIREY
AR 1L A X EE AR A

AIEGRRAE ORMFAEF i COM EO, wrlFAiziERE (RiHRS) BEETANERARKREREF I
COM irOMst, BXHBEMIES, 7ESH Citrix Virtual Apps and Desktops 3244,

BE

COM x5t 5 TAPI RER.

1. 33F Citrix Virtual Apps and Desktops 2&, EERE i COM mOEEARIEILE,
2. &% Citrix Workspace M HiEF,

3. EMPRETEOR, #EA:
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net use comx: \\\\\client\\comz:

Hep, x AfRS2ELEHN COM %OS (%0 1 2 9 AIATFES), z ABEMSNEF K COM ixOS,
4. EWINZIRE, BESRETEORRAN:

net use

o BTMFIRPFE MG IIXEEE. LPT imOFIRSEI COM 350,

BEENREINAREFPERAL COM RO, BRENAFIREREZMIIRD. FM, MRFEF i LR COM1
BREYEIARSS 88 ERY COMS, BEZIFERIERKERN COM imikEREE COMS, fERALLIRS COM imORY, RNETERE
BAFigE LR COM wmO—#,

DNS &g

sFFERA Citrix XML Service #9iEHTF Windows # Citrix Workspace R 2R, AILUEHEE HiERIRS 23491
ZBRs5 (DNS) &%k, M3 IP ok,
BE:
PRIE DNS IR ERHAEC B AEALLINEE, BN, Citrix BIYAEERS 2R L2 A DNS 2R,
DNS Z@TERS S ERIAR T 2R, M Citrix Workspace M AREF LA TFBARS. % DNS ZRf#
WERR S 28 R FRAIRASHE, #ERIKEY DNS &#RE4Ef Citrix Workspace A2 iR IP ik, 7E Citrix
Workspace REFHABELZH DNS Z#F##if.
EXFERFIREEA DNS 2R, BHITUUTIRME:
WNRARS2REPECEA DNS 2N, NHEBIFER P IgS LR, aUSHHENAIEEZA DNS 2.
/J\/|:,\
AMREESERATERESHTENHE, FELENMTERERS. BRINFARIIEIMREESREAFESH
HINAYRIREE IS 1G LURR, (R EMRFmESRT BEXKN, ERETMRZET, BESHHITED.
1. ¥=f&HEMERT xmlAddressResolutionType 7 50Z] HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\
Lockdown\Application Browsing,

2. BEIREN IPv4-Port,
3. WHEPISENESI AR EE T2,

BEX Web [RAmEE

LEIHEEE R AT RSP IR . ATLUERIER T Windows B9 Citrix Workspace B FB2F AR SAALMNEE X Web [
BEE. BEERLIEE, SEARXTEEREEX Web RB®EERINE Global App Configuration Service FaiF
AR URL FIEH,
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BEXARLAPERE Web A®EE URL WA 8, ESiR Developer.cloud.com/citrixworkspace/server-
integration/global-app-configuration-service/docs/getting-started ## Allowed Custom Web Portal
in Citrix Workspace App (Tech Preview) (Citrix Workspace WBIEF (BEATKIR) FAFNEENX Web
IIF)

EITERTLUTE Citrix Workspace MABEFHRINNF REHIREEENX Web MARE URL, BEX Web M A®EE
BEAHN Workspace M AREFEOHTITH.

EMPFEEX Web RARRE, FREKS > FNsSBERKS, EFEEEX Web RARE URL, AEREHER.

i1

September 10, 2021

fERERTF Windows B9 Citrix Workspace M AEF, FRAUTREERGNEEENBEFISEHE,
Microsoft Teams
o REDERMRELE RS

¢« BRA=E

REH=E

it

Bhi4s 2006.1 #2, 7EfEA HDX A1LH Microsoft Teams M AREFIEHREEZINEERSINT FIhEk.

£/ Microsoft Teams £EMRAXIET Desktop Viewer EOMAZE. Desktop Viewer EOSMBMIKIE (&%
FiRAHtREE. NERERF) BETAEG,

7£ Windows 10 {2 &4, LT3R ES Desktop Viewer EOE &R AS(EIHETT:

o “FRR” X, “BR” BN “‘E50AE",

o EESEANERAEREFE.

« EIRETAE DPIRENZETHRLE, NMREAMTAREFS2IMNFRANETRES, HEHDPISAHF
Desktop Viewer @O+ 272889 DPI RITE,

s BESREEESEINEAREFNER LN ER “NARFMFRE",

e ARk

HdxTeams.exe E#ATE Citrix Workspace [z F2F+ fi 5t B Microsoft Teams EE A WebRTC #145|
Z HdxTeams.exe aJMEEIERA CPU AILIER I HMIER FARMNRERD D PR, FIEEREN 240p. 360p.
720p %1 1080p.
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MEETEEIE (BFFA webrtcapi.EndpointPerformance) £ HdxTeams.exe ¥ia1LEHETIT, HHERAE
WETFREEHRTUEMNRELHE, RFRIDENESIERAESNDHE, FREDBNERIUERNES ZEH
W, BAUENESSKINRS SR ZENDE,

NTFEEEHCHERTAIHERNIGRR, BEFIERESH:

I s M RE RADPE AMRIE
R 1080p 3
720p 2
18 360p 1
EEE 240p 0

AUEREEFREZA VPI 5 H264 FfZiS2s,
H264 72 CPU L&%2, HRAMN®ERES, m VPO FRNERKD, BEEN CPU IEES,
Citrix Workspace [ BiZFHHEMRRR:

SHESEMEERE HKEY_CURRENT _USER\SOFTWARE\CitrixX\HDXMediaStream 38Uz LIFH: \

B i) & BiEA

DisableVP9 DWORD 1;0 1- 2/ VPO 4figfs2s; 0
-BHA

DisableH264 DWORD 1;0 1- 25 H.264 4fEiD3%,
0-2H

OverridePerformance DWORD 0;1;2;3 SREISSIPRERVIERE. (B

BHENFO0F 3z, H
F 0 ®RIFEE, 3KRT
FEH R

A% Microsoft Teams i {LAiF4AE R, EZIE Microsoft Teams fi1ke

BEERESTETEM

#®iTie T 5iEATF Windows B9 Citrix Workspace M BEFHNEREREXNESIERE,
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EEAR S B IR

NEEFHFIEHR Citrix Workspace R REFE I, FHATATLUTE Citrix Workspace N BEF S ZHEE
MMEIHEE, BMEZINEEE XML, Alt, FKITEERNEEITE MRS A LaunchDarkly WE=ARS. FEEM
AR BT B AZEE LaunchDarkly Bk&, (BHEEE T MELEHILRERBA ARSI BRI, EXMERT,
CIRBEREREIFE URL =X IP #hitE A% E LaunchDarkly 895 &,

LGB T ANBEREEE LaunchDarkly BmEFEE:

ERERHEILLT URL B9RE

+ events.launchdarkly.com

e stream.launchdarkly.com

e clientstream.launchdarkly.com
* Firehose.launchdarkly.com

+ mobile.launchdarkly.com

ERFFIFRFPFIL IP st

MEHFIEAVFFIRPFIL IP sk, 3585 LaunchDarkly public IP list (LaunchDarkly 28 IP 5I%), REXY
HIFRE IP #ASEREMGIR, YR AFHREENHAISIEE BIEH, MESEMENERRET—N. BXEMEN
TERRSHIFMAES, 21 LaunchDarkly Status B,

LaunchDarkly Z24ERk
WNREIE Citrix ADC B LU TRSMIFEDBEIRBANX, BRFENAEFEBS U TRSEE:

+ LaunchDarkly BR%.
+ APNs fiinfr28RRss

N AR RIF

AR

N R IE R R IP SRS I fEsT BERUIRER AP RINEENIAR (REERBRR THRAENRE APIEAR) FE1T.
XEFRENAREFRIPEREZEFIUHNEEXNTARETARMEFRIF. B2, MERERFENEE, BRRR
FIDRBEMNI A ETESET. BRARNSSLIRRIMBRXLERR, BRNEERIIEREEEMNBEDIR
H7E B HIRIF,

N B RIF2—IKinIhee, aIEMEA Citrix Virtual Apps and Desktops BHZ SRR £, ZINEERHITH

FinRREIERNEEHRREERGZMNEN. NAEFFRIFAUMEEERRE LETNAFARENSRERFNEE
Bo ZWEEAMHILEARPMREESNFREEUNERRRICREBWENFABERER.

[ AR RIPThRE B R EIE T AIEARSS 28 E REEMIINFATIE, &4 017F7E Citrix Virtual Desktops #aIiE, & XiFa]
BiEAEE, 5505 Citrix Virtual Apps and Desktops X#4HBIEZE SRS
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K

« Citrix Virtual Apps and Desktops k7 1912 s{E Sk s,
« StoreFront g4 1912,
« Citrix Workspace M ERF 1912 sE Sk,

B
« W7E Controller LEAMARFRIFINE, EXi¥MER, iE2H Citrix Virtual Apps and Desktops X
HREY R FAEF RIPER S
BIMERU T AEZ —BRARFRIFAGEIETE Citrix Workspace R ARi2FH:

o FEAGSTRES GUI %22 Citrix Workspace R R2FHAE], =&
s NARFEMEAE (RELHE),

AR
o EIHEENEREIRERS (H90 Windows 10. Windows 8.1) E2%i#%, F=: BHhiRas 2006.1 2,
Windows 7 &3z#F Citrix Workspace MB#EF. Hit, RAEFSRIFE Windows 7 EREIER. BX
HAMER, BERER.
o EIEEEMIY (RDP) FZiF It IhAE,
i HDX £iERIF:

ANREEEREPRET REBRZCINREREEINEE, XERELTBEE PowerShel #17RE, RETTHFERIMLL
B89 GUL,

AR

BhRrZx 2103 &2, Citrix Cloud Virtual Apps and Desktops BRZ1Xz#35%¢ StoreFront /AN BZF R,

&% Citrix Virtual Apps and Desktops EHIRN BREFFRIFEENESR, BERNAREF R,

W ABIEF R - Citrix Workspace N Bi2FHMERE
AR

o NHENEERBIETEXEMEY, TENARFRIPAGEETE Citrix Workspace AREFH.
o AN AREFRIPAG TSRS E ENFSEHERINEE.

7z Citrix Workspace iR =& 2R, AIUERU T EZ—BERNAERFRF:

« GUI

o BRTEDO

GUI

7z Citrix Workspace g R&dizd, BEEAUTEERSENARFRIPAN. ERBRANARFRF, R
EREREUSERE,
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administrator,

Install Cancel

AR

AREIEPARABANAEFRIPFESRERSZRIFNNAEFNHIER. BRRIETLENAEFRIPA
o

a5

27O

357 Citrix Workspace R AEFRE D, FABDI1THAX /includeappprotection FINKNAEFRIPAH
o

TREM#TEXRRIPVEENGES, RERRATEE:

N RREFRIFEHE RRIPHFS FRFFNER

&7z Citrix Workspace [ZfB#2  BBVRSEGMBHINIEEER/A  EEPO. &&. £ Citrix
R FIEHRHIEE Workspace [ B2 H8IRHE 8.
EFIREENIEE. RINKS
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I IR RIPERE SRIFMNEER AZFRIPFNRE
7z Controller LEE ICAIERE (NAREFRMEME) EEBO. 1&&. £ Citrix

Workspace FZAEFHEIRES.
BEFIREENEE. RNKF

ERERAYH, YERRBEZRIFEONFEREN, BMRE (BEEEHRRZRIPVEARR) BEFLET.
BiR7A 2008 &2, HEIEFEHEN, RERRIPFHNENFELET. SRR FRFEQIMNINXENFEERE.,
FHRTT A
FHRTT AEUR T A P IBRIEERRIFHIZEIRE StoreFront 8975 7%,
AR
o Citrix Bi&RERZH Citrix Workspace M REEFRBoIZRIPHIRIE,
 iEAT Web 9 Workspace #9177

iEATF Web 89 Workspace BERER XM AREFRIFAL. FHREZNAEFRIPFEBERIPFHNARZR. X
FAREENHFRIIFAES, BERAEERKR.

« Citrix Workspace A2 AR 251 A2 FRIPAITA:

7z Citrix Workspace R #2FFhiias 1911 RRERRRAH, 7 StoreFront RS ARFRIP RS RPN
Rz o

7f Controller LA E T AEFRIFIIAEN BIZFHITH:

EERE T M ARFRIFIEER Controller £, MREZRBHRRIFVWEARS, NARFRIFIESRER
o WG ER U TRHEE:

Citrix Workspace App

This app requires app protection component. Do you want to install app
protection?

Yes No

BERURENBEFRIFANG. 2E, ERUBHRRIPHNABER.
o ERAZEKENN (RDP) BIZFRIPRIENITAH

- MREZEK@NY (RDP) £iF, MWERNZRIFRIBFMFIERE,
- TEEREKENY (RDP) RiEFBIZFEIFHRTE,
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N 2T RIFECE AU SRINAE

LAE, BOAMERT, BRIEEESIMNBBRSHEHGNEER IR,

BhRZx 2012 #2, Citrix Workspace RA#2F5INTAKBEITR (GPO) 588, ZHEA T ERE A S B IIE SRR
BBIRRSS M R E D 5B E R RIS RN R FEHIRINEE.

=

=W

Itk GPO HEERER T ICA #1 SaaS =i, ICA 1 SaaS =1F4k 4=/ Delivery Controller # Citrix Gateway
ARSS#HITIE .

HBEBBRS M R ERENAEF R

BiLIE1T gpedit.msc fT7F Citrix Workspace N BIEF AR TR EEIER,
EHENRETAT, BEEEEER > Citrix A4 > Citrix Workspace.
EHEPRSEENEELERBRICRNRERBR, HEEEMRS > EENBREFRIPHRE.
EEREUTERZ —FZENERZE:

o REBEIZF: PHLLRRICRBFHRITRE,

- REEHR: BLAFEZREREENAZHRR,
5. BHNAMAE.

> wnN e

NEHWIIERSRICEN AREFRIF:

BiLiE1T gpedit.msc $7T7F Citrix Workspace M BIEFAEIEITR EERIER,
EHENRETAT, REZEER > Citrix A4 > Citrix Workspace.
ERGMHIEEEREERBELCRNRERERR, HEERAF SMHRIE > EIENARERFRIPHRE.
EFEUTERZ —FHENERZE:

- REBHEIER: MHLEREICRIJHRITRE.

- REEHR: BLAFUEZRERBENAZHRR.
5. BEMNANHBE.

> w e

NAREFRIFEIRES

BhRr7 2103 &2, MAEFFRIFESIECER Citrix Workspace MAEEFHEN—H2#ITIRE. BXBERENIFHA
5 n_. ) 1@"5@ Eiuiﬁo

BERERENEAFE=FNARFEZIRELBREFRIFASE. B2, DebugView AR LS ATF AEKE,
NMAREFFRIFAEEMENE L AL, BWEXERT, BRITUTEE:
1. M Microsoft Web 4 F#EH %% DebugView MARER.
2. BEpEBRRTAAHEBITU TSRS
Dbgview.exe /t /k /v /1 C:\logs.txt
MEEBTRBIF, EEIUEE log. txt XHHHAE,

ZaTHETUTRE:
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« /t-DebugView R AiEFEENXKIFF LURIME B B ED.
« k- BRRAEBR,

o /v - BREHARZER.

o /- FaHicREFEXHo

NS AR RIPAE M
BHHNRRRFFRIPALE, BAMRFPEE Citrix Workspace B2F. EMBMHRFAUEERES.
AR
7 FREFARIPAE MR ZS 1912 FRIAFHRBT S22 15,
ERNIE) A PR
o ItIhEETE Microsoft Server #21E&% (g0 Windows Server 2012 R2 #1 Windows Server 2016) &R
228

o MERGRAZHFILINEE,
o EfFIINAEIERIETT, 157 VDA L2 AR P mBI AR EE M5,

B T 1ICA X & 2 - ARSI AR
ERHRAS, H&B6h Citrix Virtual Apps and Desktops 2iEY, ICA X THEIAMEE,

BHhiR4s 2106 2, A1 Citrix Workspace RzR#2F7E Citrix Virtual Apps and Desktops &iEEzhiRiElsbIE ICA
XHHHRIRM T IGERNR 2,

Citrix Workspace M ARFIMEATEE ICA XHFHEERFENER, MIFAMEETR, WINEEEEHEMRRERE U
RAEAHTF BB AT RE A ICA XHFEMGER M, LIkt ERTEERT Web # Workspace Lazpsd Citrix
Virtual Apps and Desktops &i%.

ERFBXIEIEENRIR, EEA Podio &,

I ERE IR (UE A FRARTR AR
ZRH ICAXHReM, BFRITUTIRE:
1. BahEMRmES.
2. SMEIATEMREEZ:
c LEEBR B M S M \HKEY_LOCAL_MACHINE\SOFTWARE\ [WOW6432Node]\Citrix\

Dazzle,
o DEAEBER SN EAME \HKEY_CURRENT _USER\SOFTWARE\Citrix\Dazzle,
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3. SIBRBUTREMAEMRI:
FMRIEFF: EnablelcaFileInMemory
KB FHHE
f&: True
4. EFEHERT Windows B Citrix Workspace [’ FBT2 R AEFT MBI B o

@2 Web isia) Citrix Workspace ¢ StoreFront BY, th32#F ICA XtFR2M, MRTLLEE Web piRIE i, T
R imN I IEIETTHSE R M. WREMERAN LA StoreFront, NRT LAREEZ5h, 157 StoreFront
ZEEH web.config XrHBRAUTEML:

StoreFront frz Bt
2.X pluginassistant
3. protocolHandler

WIS EE B RV AREIER, ESHRERT Workspace ARERF, MRFETZIRT, EBEMNYEE cookie HE
o

INRIZ Workspace #E, MAILUBISME” thFIRE > B4 > NAREFNKERNEETRERE R IR IIgE,
FILAREVE B R B RN ERFEERARFTH ICA XEBHEE. ERUTERRE:

o BPiG ERERERITR (GPO) BIRER.
+ Global App Config Service.
« EATF Web # Workspace,

£ GPO:
ZMEIEMTFREEAMEE ER ICA XEBHEIE, BRITUTERE:

@idiE1T gpedit.msc fTFF Citrix Workspace M BIEFHFIIT R EEIER,
FEHENEET ST, BEEEER > Citrix A% > Citrix Workspace > Client Engine.
HIEEIEEE ICA XA BRI HEHIEBENEER.

R AFHE,

N

£/ Global App Config Service:

B MTERETEASHBER EHY ICA XFBRIRIE, BRITUTRIE:

¥PEIEERE ICA X REhEMHIRE R True,

&% Global App Config Service Bi¥4fs 8, &S Global App Config Service 1%,
FBERT Web £ Workspace:

EREEREAT Web #9 Workspace BYZ I EfEAIBE R E T ICA X, BRITUTIRE:
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#1117 PowerShell &, iE52@EE DisallowlCADownload,
AR

DisallowlCADownload FEE&TFERAF StoreFront &,

ERALES

BEWEEL T Citrix Workspace AR WE B EREE, XL ERER) Citrix #ITHEEH, HEHMERT
AR TR 3%

AU EREFRAFR RERERS.
WERE:
1. AREHEMXETHH Citrix Workspace BB RHIER SR E £,

2. EFATIE,
MR 2R “BERE” WEE,

@ Log collection - X
Modify log level only if requested by your administrator.

Log level

Medium N

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. BEUTHERNZ—:

. {E
.
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CRRES i
4. BEFRBERSUENNBHKESHNES.

AEWEIIZRFIA,

@ Log collection - X

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. EM&PEGE, fHFLEEERS.
6. BEREASUREFRENAE.

HDX BENEFMLE

HDX BiER &M 8 rhEd AR HXE P E et ICA RIENEERETE, RBHEFKNBERYTIZENRESHE,
X—RENEATERESVMFHECREIZF K, LERESLEENEF.

RMUEFHREMN. EROXAEE. ERPNITER. ESHNUERRNOPE, AIRARF ER,

RIFENEXERXEMURE ICA 2FFHNHEERES SN REM~ERFEM. MREMXMER, FHEKELD,
LR R EHIERN SIE=ENTIMH R IFMERE M,

REZEATF Windows #9 Citrix Workspace M AR 1811 RE=RAA ZIF I IhEE,
BE:
BIRIBIME BRI VDA, HDX BENEHE U THEETXIEE AR, Hitt, %288 CTX125027
FRETARTER P i AR B R R X S E A RIER,

BiEN

BENFRE—EUEE G, HREER, B B, SUANAREFREM, FETHEEZER WAN A Internet
ERREMER. BENERERSRSSUTBE, HAEXFATRE. ERENER, ICA EINEER LBEE
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BB BIME £, ©ITaE Citrix % (&5 Enlightened Data Transport (EDT)) 5 TCP zial%& gettht])
JEARNY, ULMREMLE. XIRE TAE ICA BiN@EE (81E Thinwire 2 izfEA 2, XHEH (BFIHIRENES
Bt . FTEDMZIRAEER) HWEHESLE. HEMNIEEZHT LAN 71 WAN &4+,

TR HRAH, Y HDXoverUDP iRENEIERS, FRATGEMEBET EDT B8RS, HERBELRE TCP,

MRBATEAEMINE, WREHENRER. EIREENERNT P KB EMERIRETHITHITEDT M
TCP, ttigseThaesEsa T EDT iREHN “BEik” BYRVIEIRRYIE), (BFFFRAYEG UDP FHArIA, HELAER TCP,

RIANBERT, ERE TCP /&, BENERIGHESERS5 g3 —nx EDT,
Zk:

« Citrix Virtual Apps and Desktops 7.12 S{E Sk <.

« StoreFront 3.8,

 1YPR IPv4 VDA, A3%2#F IPv6 BCE LUK IPV6 71 IPv4 R&FECE,

o ANINRAASERM L i@t VDA 89 UDP #%0 1494 1 2598 fZXNIERE,
AR
TCP im0 1494 71 2598 b R4 Fiw A, HEERLE VDA BEmiTH. B2, UDP ixH 1494 #1 2598 Bz
1H. BEBHEEREEA.

RSB FAERISTE VDA LERE BIEREH, A8 EAT VDA 5 Citrix Workspace R AR Z E8EE.

BIAMERT, Citrix Workspace 12 ¥ BIEREH. 82, BIAERT, X% VDA 7 Citrix Studio HB&HAC
BERNEENERE VDA ERNAZISEN, ERHASIXNERBERER,

AILAEA HDX BEN FRIRIKIRE R A BEN L. KiZmRERBENERIGR AR BENFH, HELRE TCP,

EEREEFm L 2BEBRER SR, HFERAERT Windows 89 Citrix Workspace [ B2 4H KBS R E RS R E
RriigE EDT ki,

£/ Citrix Workspace [/ BIZFASIE R (GPO) BEREIRECE BENEH
TERATEEXENIFENAIEAEES B, fii, Bt FReRRH IS ESFimRA %I,

AR

BRINMERT, BEMERLATFREARSE (X), #H TCP AL FERARS.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RBEX R EERIER.

2. EHENEET AT, BRESEREIR > Citrix Workspace > R H.

3. % Receiver WfZHMINRISIRBRER A,

4. RIEFEEER Citrix Workspace @S i

o X -5 TCP #ITHUIEE .
* Hi% - 575 Citrix Workspace AR L= 6 UDP EERIARS %, AGTIRE TCP HUSEmRELR,
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« FF-#8EMTF Windows 9 Citrix Workspace A2 EMA UDP & 5IAR S 28, M LLIEINAY,
FELRE TCPo

5. BHNAMAE.
6. fE@mSITH, iBfT gpupdate /force @,

ks, BERBENEREREER, 5% Citrix Workspace B2 RIRS 4 RINEIRIEE X X HKH, BXEAH
GPO HAIIRIR X HFBIFAER, FSFAREN R ERER,

EWIARBIRERTEEN, BHITUTERE:

S fi ® HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Network\UDT, HIiE2%EEE HDXOverUDP Jiff
R,

BXFEMEER, E2F Citrix Virtual Apps and Desktops 4R #Y HiE RN (£ 4HER5Y o

“BREED” &

Bhiz 4.10 &2, AIUBEGERMX g8 Citrix Workspace 2B i2FEWRHA R R 2 PFEN S A E XK A A
MREAT. XHEAURRBAEBREERAFATNAEEREENRE. BEMS, APEBRITUTIRE:

o —ERE ‘BREIEN” K.
o ERTEREUTHEILE:
- HUBWE
- EERD
- REENER
- BEMESE
- % DPI
- IRER
- RESAMEREE
- Citrix Files

- Citrix Casting

EAREFEPRRE “SHRE XN EIN
AILUfER Citrix Workspace S RIEFARIEITR (GPO) EEERIEHE ‘BEEER” K:

@idiz1T gpedit.msc $T7F Citrix Workspace N AREF ARSI R EEIEIR,
HFIHENREETAT, HESEER > Citrix Workspace > HEIIRS > SR EIETUET,
EEREARRE R,

EEREREBERMXIEFH Citrix Workspace M ABEFERMNA R B TR “S&AEER” K,

> wn e
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} =r

AR

AINERT, EERRECE XD,

T “BREER” RPREFEIRE

BJLUEA Citrix Workspace M A2FARBEN R EBERESAEIENRTIRHAAIEENSEIRE, Alt, B8
=
1. &itiz1T gpedit.msc $T7F Citrix Workspace R RZF A SRS R EERIEIR,
2. HIHENEETRT, RESEER > Citrix Workspace > BEIfRS > B4R EEET,
3. BEFERTERBAISENRE,
TRIIE T o] LUERRET U S & METRI R0 ©
PR 1B
KECE BTRgE
=) =1 PRI E
BE&RA BTRgE
AILATE “BRERI RARBUATRERE:
- BEENESR
o EEHD
« = DPI
. HiRWE
o BBRMREFNE
o BEMETE
o REEHAMEIERE
. XEHER
« Citrix Files
« Citrix Casting
EREMRFIERT “ERE R RPEE “EE Workspace” 3£
AILUEREMRRIESRE “SREETN” XhiEEEE Workspace &,
1. BrhEMREERS.
2. EfEIHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.
3. QIB— I ERFREIMET EnableFactoryReset I HiIgE N LU FER L
« True - £ “BAENEI RHPER “EE Workspace” &M
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 False - 7 “BREEM” Rhi2E “EE Workspace” £

£ “EREER” RPFRE “Citrix Workspace E#i” &

AR

“Citrix Workspace " MRS RFR S “BSRE RN RPEFEENEMERMNEIRERERR,
@idiz1T gpedit.msc $T7F Citrix Workspace N REF ARSI R EEIEIR,
EHENRETAT, BRESEER > Citrix A4 > Citrix Workspace > Workspace Ei.

7% Workspace E35kB8,
ERERERAESREENRFRAE “Workspace E#” & 8.

> wn e

StoreFront z) Workspace URL i¥#%

IEIHEREE R AR TR M AR P12 Mt, @33 StoreFront | Workspace URL iT#%, ERIUERAFARERVHER TERELR
F* M StoreFront M A S T4%:E% 5 Workspace RIS,

BER, ENREREZBEFP#AE Workspace B BEFHHRM T —1 StoreFront R A& E storefront
.com, ERNEIER, ET LT Global App Configuration Service F1 2 & Workspace URL B §F {‘store-
front.com’’xyz.cloud.com’} 8 StoreFront URL. Global App Config Service #§ithi& & # X FFNT Store-
Front URL storefront.com BB KR EIRE _EHFTE Citrix Workspace R BEFES,

MENIE B RS, Citrix Workspace Rz B2F % msds9 Workspace URL xyz. cloud.com FiIAS—1M N BE
IE. AP BEoh# Citrix Workspace R FT2RFET, #+T7F Citrix Workspace RIS, UUEIAIMNA StoreFront k7
H®EE storefront. com iFMNEl Workspace AR, FFBLRTER Workspace [z A2 IR
PIEBIRE StoreFront RZARE storefront. com, BXERATLUER Global App Config Service Figfiti S
—INEE, EHIIMA P MR =I&E 8 Workspace R FHIEFH1#lkk StoreFront MBS storefront. coms

ERR%IEE, BRITUTSE:
1. 4%48 App Config Service Hfytaz:

“serviceURL”: {

“url”: “storefront.com”,
“migrationUrl”: [

{

“url”: “xyz.cloud.com”,
“storeFrontValidUntil”: “2023-05-01”
}

]

2. £/ Global App Config Service & StoreFront &2 & 1 Workspace 44, % % Global App Config
Service 8., &2 Global App Configuration Service,

3. 7£ serviceURL =41 StoreFront URL storefront.com £ URL BY{&E,
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4. 72 migrationUrl 35 mEE2E Workspace URL xyz.cloud. coms

5. f#/ storeFrontValidUntil FJi&E M Workspace R RZFH#IE: StoreFront R ARIERIM AR, hFER
RENEFE, AIMREBENERIGEUTE:

« XA (YYYY-MM-DD) M5B8
AR

MR BHEAER &, WiEH URL BREIZEMMIER StoreFront NAE S, NRAEATEREER, W
FigER B EMIPR StoreFront M A®IE,

Z P isicE [Required for technical preview only] (RERARTSRNKE)

ZINBEER AT AR PR, BERXAARFPHICE —LiEE,

ERAZINEE, BEREMRRFIBREE TR
1. BEhEMREES.
2. EfnF] Computer\HKEY_LOCAL_MACHINE\SOFTWARE\ [WOW6432Node]\Citrix\Dazzle,
3. EEBUTEM:

EMRME#R: AccountMigrationEnabled
KA FRH
f&: True

4. E#Es Citrix Workspace Rz 2 LUEFHREI BB E Ko

#ix App Config Service I8 &G, BERUTRE:

L

Infroducing the new Clirix Workepace

1 LT .
[y e ——

AP B AR Citrix Workspace i, Workspace URL $§7i0%! Citrix Workspace R+, HEEBE
TEMBIERT. AP AUERERINETUISFIRIERZIA=R,
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N Rt
i@ig Citrix Virtual Apps and Desktops RN FBERFE, EZEEERUTARUKRERFALR:

o Web ipia&E= - (R FMITEMEE, Citrix Workspace MBREFFIRHET N MR RNBEFNESEN
Ihk, AILUTHNISI2siARER T Web 89 Workspace, LUEERHERFABNNAER. EHERXT, =g
ERARESXREETRFANEE L,

o BBIRSER - @id¥§ StoreFront tk~ N2 Citrix Workspace R Bi2F a3 Citrix Workspace R
EFEENIER StoreFront Web i, ATMERE BHBIARSET, EUERT, EaTLUM Citrix Workspace
B ARFAPAETRNARER. XMIGENAFARSHNABENERBM. EEBRSKENXT, &l
RIEFERCERS. BMFENUAMEENBAREFXREFIRE,

AR
BINERT, Citrix Workspace AR AFEERER “FR” XEh B RINBER.
o XEAEFREARER - ERERT Windows 89 Citrix Workspace R BEFEE R, EaJ LU Citrix
Workspace ZRiEFEEE N EHEEENAEFMSERES KB “Frie” Xedhsism L, 55 Citrix

Workspace [ fR#2F Enterprise IR E A AEM. FEMVIREATERX A YFEEREN Windows SAnZEH
FERAEEAGHNARER, ZUBEREHERINBEFHNUE,

BXRFMER, 15217 Citrix Virtual Apps and Desktops XA4HhB 6l 33 (4 4B 2B 97

B BBRSRER

@it H1%4 StoreFront # A #mMEI Citrix Workspace R B2FEH 3% Citrix Workspace M BiEZFEEE NigMA
StoreFront ihsx, AILELE BEIARSER, ELERT, AP ATM Citrix Workspace Rz 2R P R ET RN A
2R, XFPIgaanY A P AL SRR B EREIRAE S,

=
ZINERT, Citrix Workspace BEFAFBAFERERH “FR” REah B RN BER,

FEBRSEXT, EALUREZERERS. BN UMEENBEF XRFIRE,.
R X g M2 AR AN BRI RS RAEE

s BEREIMNARFIENRFNARR, WELKIGEM Citrix Workspace N BR2FF kR, BiEFRS
KEYWORDS: Mandatory KtinZIf M2 AEE. FemAFRERTECEITIREIN AR “MR” &
T,

- EEMAMBRARPITRAE N AEFNNASBE, J8FRE KEYWORDS: Auto KitnEl#EBEmE. BRER
ZN RS, MBRANREFIE BT, MEERPFiTIE.

s BERRPEENARER, HEBEIE Citrix Workspace B9 “§5it” FIRPIIHEBNNAEFUEEES T
3, BEFFE KEYWORDS: Featured KNz Bi2Ri%BEE E.
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ERARIEX SRIRR B E XN BIEF RES R E

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIER.
2. EHENEBET ST, BEEEEEIR > Citrix A4+ > Citrix Workspace > BBIIRSS.
3. #EREE SelfServiceMode 51,
a) EREERANEEERSHEFRE.
b) #EEREEBRERAUFITRNBIZER, LETUERE SRS AP RE.
REEEN AR RE S R,
RIEREEIRFIET,
R AFHE.
S#EzN Citrix Workspace Rz 2R LR RAI B E Ko

Noo ook

fiEF StoreFront ik FIRBEBEX N AEFRESHUE

A LAM StoreFront ShsafE “FFia” HEME @ LB REAR. ATLUETHIEERME <annotatedServices>
Z9H C: \inetpub\wwwroot\Citrix\Roaming ## web.config {5 :

o BRREARKESAEL, 5% PutShortcutsOnDesktop, i&&: true 5 false (BkiA# false),

o ERMEARME ‘T8 FEh, 3EFERA PutShortcutsinStartMenu, &E: true =i false (FRIAH true),

o B TR REPFERAEGIREIR, BFA UseCategoryAsStartMenuPath, ®E: true 5 false (BiAH
true),

AR
Windows 8. 8.1 f1 Windows 10 RAFTE “FFia” HEHEIBMANXHR, “NARE" HFRIHERHER
XX FTETR, mAmEES Citrix Virtual Apps and Desktops EXH “Z£3)” FxXEFHETRo

o B FHR” REFAFRBEREANIGERENTER, BFEA StartMenuDir, €8: FRHEE, BRIESR
B NFIHSI B #Ro

o EENMTEECRENNARER, E#A AutoReinstallModifiedApps. &E: true 5 false (BkikA true),

s BERAELAREREARETRENER, 1EER DesktopDir, ®E: FRBEME, BTRREAXTAIINX
7 FRo

« EXREZE i “add/remove programs” L8IiE& B, A DontCreateAddRemoveEntry, €&:
true =% false (ZiAA false).

o EMiFRNABEFUFREENERBRMENNAREFEXNAHREES A Citrix Workspace Eltr, &R
SilentlyUninstallRemovedResources, i&&: true 5 false (Bik} false).

£ web.config X, KEZRMBIMKFE XML 253, IBEIEHR U T KATCER LIRS :
<account 1id=... name="Store"

HERP IR R </account> FRig,

TEWFER D AR Z A, TERIJLBURIMEERD

<properties> <clear> <properties>
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FILUEBMERINEILLER 28 <clear /> fRi2ZfE, S1MEMS—1T, FHREBHMME, Flan:
<property name="PutShortcutsOnDesktop"value="True"/>

AR

£ <clear /> IRZ ZRIFR MM BT R ATRERFERE R M. HFNBMEZMAERRER <clear /> T2 B FIER(E,
LU R U ER 5 89Y Bl :

<properties <property name="PutShortcutsOnDesktop"value="True"<property

name="DesktopDir"value="Citrix Applications'">
5

TELERS[BHER, BFREA—BRSBVBUENIRSBAMNEE, HfR Citrix StoreFront EIRITHI &R
HBEPAEREMARSSE LB1T. TilE, BRWEEEMMMANESEERIRSSEAE, UEEMIMBERNEMIRS
%go ﬁ;&l¥éﬁﬂm Sy lﬁgwﬂ StOI’eFI’OI’]t X*éo

£ Citrix Virtual Apps and Desktops 7.x 1SN AIEFIEE B EXNAEFREARNIME

BI LU Citrix Workspace AREFEREBENBEEE ‘it REFRIEm LREN AREFMISERES R, LIk
5 E1R#HENEATF Windows 89 Workspace a4, 182, kA 4.2.100 H35| N7 /A Citrix Virtual Apps &
MRAREFREEHNAEFRESIRENIIEE. MRFRHE—LNARFRET BNUERR, KEEIFEESR
Fo

£/ XenApp 7.6 FHIENABREFREBEX N AREFRESNUE

£ XenApp 7.6 FECEBNABEF A HREA:
1. 7 Citrix Studio 1, HELAEFRERE.
2. ZNAEFRERET, EEXM. ZHERES, ALUEENERARRNNAERF.
3. ANAREFEEEENEN. 2EERNSEIFRFEERPIENUE,

4, ENREFEIFEES, FATLUEFEEEE Citrix Workspace MARRFHERMNN AEFINZES, Fld0, R
N Microsoft Office WAEFIIRIEST, A Microsoft Office,

5. &EH “RRESXAFMIBFRKE” EFEE,
6. BEHE.

Studio
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MBI RN BEFFIRETHFESR

MRAFESRERNBBINARFREER, HENRFTENNARFFREITHFES, Citrix Workspace iz
REFRBREMNEHZES.EXE FRAITIEE.

EIhRES R Z B R

. EEPIETEN LRIENAEFER.

. B ARFEREHETMMEHRZHRN— M BRUE,

. METRE, BEE—MAWIR (HE, BIRWIEBRERHITER).

. RIEMRBULEER T Windows # Workspace #6538 it ML Z S5 R E A X EER,

A W N -

MEREAT RemoveappsOnLogoff 71 RemoveAppsonExit, 7 BAFAESRERNEBEINBEFREIER,
EER TR RIEITIER :

1. {E/ regedit #00 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. & A regedit 7 # HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER #9ft%ck&=TF HKEY_LOCAL_MACHINE,

IJ\I|:,\

AMRFEFLHESBERE, JRFEENRERERA. Citrix TEHRIEEIMRFEREHFILYSEE
HAVR RS IS LURR R, EREMRIRIESNTEENL, EREIMERZA, BSBHTED.

ARIFTBENEREFEENSLEZ LRSI RRFRARITX S

1. EEPHITEN L, AAEZARFARERANITIX . Ak, EEMERARERERMEIER Citrix
Workspace MR EN; Citrix Workspace M BREFIEE R A HRIT
2. M%APPDATA%\Citrix\SelfService RREEFRANITX M. EREE.exe X,
3. BRETHITXHERZINEHRE,
4. HFEMENESIEFHITEN, HRE U TEMRI:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
J/t REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. WM R E &, &
7£ HKEY_CURRENT_USER L #& & Bl T & &. HKEY_CURRENT_USER ® fi & %
HKEY_LOCAL_MACHINE,
d) BEHEFRES) Citrix Workspace B B2 LUEFA BB ER.

W o
4oz

TRHIRHG:
KTEBNERT AR FIRES R A H

AVBPEFFENER “FIR” RePHNBEF (BBRS)

WREEN+ (BELED) LARR, RFAVTHAFEEESEWEHRME “Fia” RehmNERER:
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NMRFLAPEREEREE ‘T REPNLAEF. UUBBRSEKEAEE Citrix Workspace AR, 1E
HRHT, EEAILRIEF EEE B s TRECHIFN5E HI N
BEFXREFIRE,

INRFLEAPERENER ‘TR REPWRARERF, KA Citrix Workspace BRRFEREBEMED, RE
EEHEEFRENNAEFRESIREERE L WNERBEERE LN/ I NAEFERSNAEFRE,
RIEFE A B SN BERF.

“FIR” SRR RRE RN AREFRES X

NEAFRE—ERATEN, BAEEEFARERFFERENARFREAR. FLEERT, RERNAEEN
$23iA0n); &% Citrix Workspace M BREFERRITEMESR, REMNKEERT Web #9 Workspace, FrILUE
Citrix Workspace Rz B2 ECE /1T BBhiAR M AR RES DR B EEALUE,

NRALEPELE Citrix Workspace A2 BahiENA A Citrix Workspace L AIZFECE

BFHREAREE “FiR” REPNEFELE: PutShortcutsinStartMenu=False. ENME7EEBNARS
#XTF, Citrix Workspace M BRI AEEMNBEIE
FHEBE “Fia” Xed, RIEASLAEFLERE
HEBEIZME,

KB BEFRESNBMER “FiR” REPRRE L

MRAFRERVRUFAEF, ETUEHELARFPNEE FFE” RETRRA L, RERBEERE LTI
s,

MR#&EE Citrix Workspace MAZFB=EFEMNA A Citrix Workspace L AiZEFECE
BERESBMERE “FiR” Feh: SelfServiceMode=False. Fr# el AN AIEFHRE
BTTE “FHR” SR,

NRFLERFENAEFRESNBUEERE L, B 7 Citrix Workspace A#ZFEE

AT THRIE: PutShortcutsOnDesktop=true, Fifa=] KRR
FHRBERERE L.

MRFERERES R ETRE LR M4RH, 71 Citrix Workspace M F#2FE & DesktopDir= A

EHRATUU T RAE: FHERNRBRREFHNREXHRHE T,
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£/ XenApp 6.5 = 7.X TSN AIEFISE

MREBGEBRESRNUEUES AR BETERNUERIXLERES X, EEH XenApp BRNAREFRE:

NMREBIENBEFIEERRENBEFNREME, B Citrix Workspace MWEBREFERE
MEICATEMRSERXER “FHR” ZHEER, EHMIT  PutShortcutsinStartMenu=false HEBENBE
LU 121E: FIRE,

N ABREFBEELR X RFIFEX R H

MRFBLENAEFEREXHRPET, BEAUTEDR:

R %L Citrix Workspace NBRZFREE “FFia” 7 Citrix Workspace MBZFERE
XePHNARFRESREREELXBNES (X#  UseCategoryAsStartMenuPath=True,
%)

N Citrix Workspace MB2FREE “FFia” #3 Citrix Workspace M RE2FEE
BN ARFEAL T E XK, StartMenuDir=“FF4” F&XHKZM,

ESHER H B IRR R 2

MRES— T HARERAZRANAREAREINARER, FJUBRERFZHENRENBFRNEER:

NR#&LE Citrix Workspace M ARZFEF#HEMIBRFT 9 Citrix Workspace L AiZFECE

BRARER: RemoveAppsOnLogoff=True,
NRFLE Citrix Workspace REFEEHAMERN B E Citrix Workspace MBERF, F
iR RemoveAppsOnExit=True,

ECE AN RERH PN AR
BN AR R TR Y

o BIEEMAER A RENN BZFTIE Citrix Workspace N B2 PR IENN AR, EMINXEF T SH
KEYWORDS:prefer="pattern”, LtIngE#RH “aitr AR,

ERFPWTEN EREMARF 2, Citrix Workspace AREFIFERIEENRN, UAERTEESHR
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EZNARRRF. NREAEARMRE, Citrix Workspace ZBRZFRHITIHZNAER, BFRIEZRESR. AF
M Citrix Workspace M fBi2F&EOPEHZMAEFE, Citrix Workspace RAERFRERHAMTERN (B
%) NAERF.

R AR 7E Citrix Workspace A IMEBENE T £ N EEN ARERE, TR Citrix Workspace RZR#2F
R B BGHIT R Z M BIEF. SIRAA M Citrix Workspace N AREFIHEEDEH T EMNEEN BERF,
Citrix Workspace B2 EUEITIRZN AR, BREH.,

} =

AR

Citrix Workspace AR ITRE N ARFE, BRAXREF prefer. EITHANAREFEERNIXBTRER
EIEMA.

AUAENLAEFEZRIEEXET prefer, AE—NEERAATELXBFNRAIENNRAER, TUET@MASH
ERUTER:
o BIEENERAMTENNBZFMIE Citrix Workspace M B2 iR MAIN BIERF, BERMXEFT A
KEYWORDS:prefer="pattern”, IIhEERRH “Athrs FAIERF AR

ERPNHEN ERENBIEFZHI, Citrix Workspace MABREFRERIEEMNER, UHTREEESHIR
EiZNAER. NREBESRMELE, Citrix Workspace MBEFEITIRZNBRER, BRBRESR. AP
M Citrix Workspace [z B2 3HEIEF S ohiz i A2, Citrix Workspace M BIZF 1§ B oh it 2L 0
(Bit) MAER.

R AR 7E Citrix Workspace R AEFIMNEBENE T ENEEN AERE, TR Citrix Workspace R R#EF
R B BUEITRZ N B 2. MR M Citrix Workspace N B2FHEE T XN EENBRER, Citrix
Workspace B2 BUHITIRZN AERF, BREEH,
AR
Citrix Workspace M AIEFITRENARFE, BRAXEF prefer. EITHANAREFEERNIXRBFRER
e,
BIUAEN AR ZRIEEXRT prefer, RBE—MREREITHFILXRFHAZENNARF. AIUEEFRASH
fERMTELR:
« prefer="ApplicationName”
I AEFRMENS AEERESAXGBPEENR BREF R A ERNAEFELE, N BREF&TR

AUR— 18, WAUE—MEE. MREEE, WEEEASIS. TR IEIERX HREN AL,
BERKDANE, MAEFZMLEEANEERFHRITHNEEIFEER.

KEYWORDS:prefer= “Programs” THyHRIEA EEE

Word \Microsoft Office\Microsoft 2
Word 2010

Microsoft Word \Microsoft Office\Microsoft b3
Word 2010
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KEYWORDS:prefer=

ZHlE
Virus

BHE

“Programs” FHyIREEA

McAfee\VirusScan Console
McAfee\VirusScan Console

McAfee\VirusScan Console

« prefer="\\Folderl\Folder2\...\ApplicationName”

=R

o A

il

HITREFERN S TENRES A HREUR “FFia” e THRREAEFZMELER. “Programs” X#3%
R RBEERTHFXMGE, AN TEEEESTEENEERUREZXHRPNEITNARER. NRE
RHhETE, WEEFEASIS, RREXSANE, £XTBETEERIIE Citrix Virtual Apps and Desktops

PLIEF AN EERER.

KEYWORDS:prefer=

\Programs\Microsoft
Office\Microsoft Word 2010

\Microsoft Office

\Microsoft Word 2010

\Programs\Microsoft Word
2010

“Programs” FHIREES

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft
Office\Microsoft Word 2010

\Programs\Microsoft Word
2010

« prefer="\Folderl\Folder2\...\ApplicationName”

=LA

]

iy

all

EXREFERRS “FHR” FR TRENRES X B EAETE, REMNENBEPCNCENAREFER,
BRILUER MBS RES AR 4R, MRREFAXFBRELIRHIBNERER, LEFIFEEER. W

RBEEHETHE, WHEBEASIS, REXSKNE, BEXMRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer=

\Microsoft Office\Microsoft
Word 2010
\Microsoft Office

\Microsoft Word 2010

\Microsoft Word

“Programs” FHYIREES

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Office\Microsoft
Word 2010

\Microsoft Word 2010

=LA

=
=

£

]

iyl
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BEXHEHMXBFHNER, 5SIH StoreFront XL A0ER 2 Y “ A,

EPETHE

HIEEATEE X EATEERANENETRHRE, HEEKE LR TERRERSE/LFHFINZE/\NERE.
B]LA7E Desktop Viewer R B REEMFEETN KHREEINERE. EERINERSEHD, EAIULFIKFEEREFLZIU
RESDRAZSIEMNETRS. RIEFFARERSIRNIEEBN LRI RRR.

A UG AT DPI 4555k DPI LR EINE RE1ZE DPl, NABMNERSMERE, BABENNHEREESE,

IEENERT2RF. RERSRERE, FEFEMERNELAHHNAER. KEEERTSIEFHEITHMER
SiER,

BiEATF Windows 89 Citrix Workspace MATER 2106 2, £R. 2ERREESFUIREMETTR, HER
I TFBRRS. EZETRETEF, IREMETSENEHTEEIZHNRESZ/\TMERINETRSE, EENEREMNET
HREBNARMERIEE RS, NMRBILRE, EHERERERZE, TNATERKIEETSE.

ALUBTIRE U T EMRINEZE AL B nasigoaiee:
« HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer

£ SplitAllMonitors
% DWORD

f&:
1-BEA

0-E2%£H

IAzEE = A =EmlER
FERRIEBRE R UGN AEREE R EN RS REN BNEohetE, MMRAFREEMRSEL,
BEhthaERFER P &R Citrix Workspace M BRZFRSHEITHINE (MEAFEER) IEMBHRIE,
LB RIERBEE NN BEFNEEAE. AP mEEAT Windows # Citrix Workspace B 2R S R0 # ik
PEER, ERHT—INSIEZH, SIETEHIEEETRIER. BRIARBIER ctxprelaunch.exe ExiEHisT, B
SHEARE M,
BXFAGE, BESRGENEEZHHM “Citrix Virtual Apps and Desktops” —XHHRIEFBEMSIEERE
o
BIAZBAIETR AL BRRASIEATITIEE, i57E Workspace 5 $1TH#EE 85 ENABLEPRELAUNCH=true,
HEFEMRT EnablePreLaunchi&ER true, ZIAIRE null RRFABEHIHEEL TE RS,
=W
NREBEFFIFITENREEAZIHAEE (SSON) BH1IE, NEEIERTEM. NRELFERINERE (SSON)
MABBER, &% EnablePreLaunch M ERIVEIRE N
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false,

AMRMUERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
e HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERNTEE:

o ERFER - MEETERAFPNERESSHRIEZERM, MELZNBERETAERENR. BEEERR
ERERFER, BPALESEHBR Citrix Workspace R 2 F il & R TRS SHINAE

o IRINTEE - B HINEETE T RIMES BB 5h. TRINTBMNERFPIREEFRETREISHRIEERE.
MREAI R TS BT BN K H B XA, SIERRBEI, AOBWEMRS RN, ZRIEEEITIN
RERNESRN. I, MRIHRINTSHRAE TF 1:45, ZRERMFEETHF 1:15 5 1:45 ZE/E6h. @EE
EmETER R,

7z Citrix Virtual Apps BR5338 LEEBTUSMINREMN S BREE: 1. BXREMMEmNARER, URERATIE
RN A2 AP RSB,

BEfEA receiver.admx XHFBEEXRHTHEE. B2, AILBZERZEERTF Windows # Citrix Workspace
F_‘Z}fﬁfzfﬁﬁﬂﬁzqﬂ‘Eﬁz“rﬁﬁﬁ)zﬁzﬂﬂl&ﬂﬂ%ﬁ;ﬁ@&?ﬁ)ﬁEJJEEEO

+ HKEY_LOCAL_MACHINE BEEFIHREIEZEFE N,
o f&r i@ HKEY_CURRENT_USER EER—tBH LAFRNAF RERENIRE. BFLTEEENRE
AT HKEY_CURRENT_USER {8, BILAMAF R TR IE R RRIZS,

HKEY_LOCAL_MACHINE FftR{E:

3t F 64 fii Windows # £ & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

3FF 32 it Windows $g1ER 45 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£Z#5: UserOverride
28 REG_DWORD

f&:
0 - A HKEY_LOCAL_MACHINE &, BlMERIAY7E7E HKEY_CURRENT_USER &t 201t
1- A HKEY_CURRENT_USER & (WNRxXLEEE),; SNER HKEY_LOCAL_MACHINE &,

Z 75 State
28 REG_DWORD

':

BRTERITIEE.
1- BRENTEE. (MEMERERFNEREET S HIIEREE.)
2 - BRTINTER. (FUSEIThEERIERN Schedule BEE/BTIEIRE.)
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&#r: Schedule

%A REG_DWORD

&:

“SRINTREEN” BIETE (24 /h\B3Hl) FIEEBERRUTEIEN:

HH:MM M:T:W:TH:F:S:SU & HH #0 1:0:1:0:1:0:0, ZRELFRFEFT
MM F2/)\B50H0 73 50 %R 4 1:15 BT 1:45 ZERB5h.
M:T:W:TH:F:S:SU A—REARKNEA
A8, i, EEEH—. BH=
MEBMHATF 1:45 BA “HRIHM
BEh”, 5% Schedule i&&H
Schedule=13:45

HKEY_CURRENT_USER ‘Ftk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

X4k State # Schedule ;Eft&RMS HKEY_LOCAL_MACHINE E51ERNE,

WEHNBEER
WERBETARBATFEEARZATEF R ENMENZZ G URL EE A, RSSHEEE Studio HIgE, EF
imEEEEMITE Citrix Workspace B B2 FA S R EBERPIRE.
RE Citrix Mg EENIEFREETAUNMERTEF KR URL EXAMNAMEAEFIAE, BHRITEET A
8 Windows &P imERNAANREE .
AIUERUTAEZ—EANERBEER:
1. /AEBEIIR (GPO) BEEER
2. EMRmIES
AR
o WEABEERESHNBEFHNLTERERSHSIEPREER.
s MIERSHBNEF K LEANAASEER, ERSSEHZF i D2, ZIEEEEA,
« 835 URL B, AJLUEE—1 URL S5 S 2FRM URL 51K, AILMERES (%) fERERR.
ZEA GPO BERRIRERANAASEEM, HEHITUTRE:
BEERREERT Windows 89 Citrix Workspace B2 E B A SR R EBIRIRE B,
1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER.
2. ERFRETAT, BRETEER > FMEIPER (ADM) > Citrix A > Citrix Workspace > AP {1,
3. EENERBEE R,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether

its Desktop or Application is decided based on the Type specified
=

below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EEAHRNNAEFHAREZFFRT, REBTFEHEEDH URL BHEREZMR.

AR

3% URL BY, $8E % URL USSR URLFIR. RIUGERES (%) (ERBERM.

2. MEEMZIFERNE.AHERET, REFEERZFVAEFNEH,

3. EAWEEME VDA 9 URL &+, BAMSMEERK URL. BHSHRIIR.

4. EEEEER URL BENERGNAEFIK@ER? ETUUEAR URL

5. BEBTUBTR—MYIR, HHEZMUHSAFEERE VDA B9 URL FEHFIHAER URL LA, ZEHX

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEIZFF K URL FE&H, BASTAMRSBEEMEZF K URL. B S2RYIR.

&4 URL BY, #8EHE URL USSR URL 5IR. BIUGERES (%) (EABERR.
7. BENBMHE,
8. E@S1TH, iBfT gpupdate /force @<,
EfFAIMREANEAREER, FRITUTERE:

EEANARNSEEM, EM Citrix Workspace AREFREXHE C: \Program Files (x86)\Citrix\
ICA Client) izfTredirector.exe /ReglE &%,

B5E:

s FRREEAMNALSHHIBIAGLE, §0, MRIEET VDAMMELE URL https://www.my\\
_company.com BEEEAEEMIIEFinf VDA, ML EEIFEEE,

o URL EEMNZHFEI URL (HMIITENX SR 28RIbibi= Ah et E RN BE 38 SANIR R URL, BEEURTF NN
28,

o NERRBFERNENNAEFRERNFERZ A StoreFront tkF, F StoreFront ik FREY B RE R
BRATERMNAEFREERIE,

o FNKB/EFOMNE URLEEBEIFFHNET. URLEEAE VDA R, MRIKERSITH, EEEMN
URL BE#mAm-= .

o LREENAY. BFMRF. PDF ExXFhivEr N 55,
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s BRAE-MRSBUALRBEXKNENNEEEARBERD—SIHBENLIREN “BBMA". Citrix BiX
EEARS /X HRBXEXINEEHENAZE (URL) EEMINEE, LR URL EEMERIET.

PR
MREERBTFRIESHEAMEY, WAREFERLENH,

ETF Chromium 893 28 753X E URL

WERNBEE AL FEERRSSNEF G LRSS URL EBAMNEFIHEEEARIRSSUMMBRSHREETHIE
P o

AR 285 M 7E Delivery Controller L&, B inHRRERAAERIR (GPO) BEERE Citrix Workspace B A
2R EIgE,

BhiA 2106 &, B Google Chrome # Microsoft Edge 77 3 URL EE M.

EEFM:

« Citrix Virtual Apps and Desktops k7 2106 s E Sk 78,
s NEBEBBERY BEFRE 5.0

Z3% Google Chrome %238 MM URL EER, iEM Citrix Workspace M FB2FREX 4K PIZITUTH

A .
< .

"%ProgramFiles (x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose"®

} =r

AR

7£ Chrome %533 EFERAXLEH ST, EBEM Chrome W LR AERENEARBTEE BT B.
ZMWHE URL BEEMAEUHEM Google Chrome 5528, &M Citrix Workspace M AR REX4EHIEITIL
T

"%ProgramFiles (x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose"®

AR
WERTEAIE SRRy B MmEAT I TEIR, ERAKRIZHEE:
Websocket connection to wss://... failed.

A %1 Citrix Workspace MAEFHEE URL EEAEMNER, BESRANEAETETE .
BEXNEBARTEETHANFMES, BSH Citrix Virtual Apps and Desktops SCHEFRE 2SN A EE Ao
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Bloomberg $##

Citrix Workspace R 2R ##7£ Citrix Virtual Apps and Desktops 2iE®EA Bloomberg $##., FREmA M
R R, AIELREERT Windows B9 Citrix Workspace M BEFRSE R MRAELSEA Bloomberg
BEThAE,
TEIER Bloomberg BE#ITZ IR, ZRENEERIEFER A EGER,
it E Bloomberg $#:

NN

AMRFEEFISSBEINA, AJRFEEMTERERSR, Citrix BERIEEFMRFERERFHSHY

MY RIAREIL 1S AR, EREMREIESRTEERNKG, EREIMRZE, BSHHTER,

1. EEMRPILIIUT MR

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB,
2. BATUTREZ—:
o EEMAILkINEE, WFAE N DWORD. ##9 EnableBloombergHID (95 H, EEEIRERN 1.
o EXRAILLINRE, BREIREN O,

BXECE Bloomberg BERIFMER, BHSRFIRPOXE CTX122615
Z[51E Desktop Viewer B O, HRITUUTRE:
WMREAT %4 Desktop Viewer &0, MEINERT, RFIEENRENIERLE, IRAFEANEEZ IR
H, XAREREXLESE ENEST AR, BERETMREER, EaIUZRABRIATAHPL Desktop Viewer
BHOLHE,

IJ\IE\

FAMRFBEFNERSHTERR, AEFEENLTERERS. Citrix TEFRIIERFIMREFEEREARESEE

MY RIARETB 1S AR, EREMRFIESR T BIENG, EREIMRZE, BESHHITED

- TAFIREL, RIEEZERLSENLFIAFEBEEHILESEARSTE, FUTEMRIIZ—FIE—ER
DisableDimming # REG_DWORD %H. M1REEi&& LfEMA Desktop Viewer, MEEENMEEB:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

&, ALUBEEUT MRz —PEIZHEERN REG_WORD & BREX KK, MERIEHTHE:

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEEMERI A1, E%IER Citrix Virtual Apps and Desktops EEREE B AILINAEIRE T 5K,
BZEEIGENTEIESE, FlW 1l true,

MRKIEEXERBELBILEHR 0, 1 Desktop Viewer HOK LR, MRIEETZNEEB, NWEERAUTMREE.
FRFHNE-— N REREEREEORSLE:
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HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

> wnd e

Citrix Casting

Citrix Ready Workspace Hub B#FIFZMYIBINEE ST, ERENERTRPRGHAEFMEKIE, 8
MASEETIZE (F—EWR), GINBHNARFMERSE, USRS EHHNIMRIFE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmiL. =17 Citrix Workspace M AZFHIZ&EFIE
% Citrix Ready Workspace Hub, HiNBREFHISERTRANEREE L, Citrix Casting 1X7£ Microsoft
Windows 10 ig4s 1607 RE=AR43 Windows Server 2016 3%,

Citrix Casting 2—MAFEMB N ER2MEILRIEANARFHEARE L ERIIIEE,

=

AR
« EATF Windows B9 Citrix Casting 3% Citrix Ready Workspace Hub ig7s 2.40.3839 &E = HRZN.
BHARRAH Workspace Hub FIREF A R AN EISt S B I HT IR,
« &AF Windows i Citrix Workspace 12 (RZAMIEMRA) F#F Citrix Casting Ihik.

WEFRM:

s EIRE EBATEFUELN Hub,

+ Citrix Ready Workspace Hub #1 Citrix Workspace [z &  1 F R —R/L&EH,

« 7£i=17 Citrix Workspace M AEFRI&E S Citrix Ready Workspace Hub a1~ #8p1EEwE 55555,

« ¥¢F Citrix Casting, R1GELEIRO 1494,

« %0 55556 A 5hi&E S Citrix Ready Workspace Hub Zialfy SSL #2892 iA% 0. ATLITE Raspberry
PimigEiE LEEERFER SSL w0, wNRELLT SSLixO, AFR¥FES Workspace Hub Zjali#sz SSL
pE:

« Citrix Casting 1X7£ Microsoft Windows 10 kitZ 1607 &E=hr4sk Windows Server 2016 £ %45,

F2& Citrix Casting 5zh
=

5] AR L@ AN X3 Citrix Workspace M AR FERRIRENSIHE D “BRERM” K, BXEHAES,
BEEABRERIN Ko

1. AEBF@EAMXEEH Citrix Workspace 2R B E RS & EIET,
LB % B R R BRI EE,
2. %% Citrix Casting,

LB 27 Citrix Casting YHEIE,
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@ Citrix Casting

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save Cancel

3. ERLUTERZ —!

« & - #8772 Citrix Workspace R A2 EzhEtEz Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, R#ERzhEESN Citrix Casting) - #87F

7 Citrix Workspace Rz F#2r Rz Bz Citrix Casting.

%% No (&) EWA=LXILHFIRERNRIE, ZIREXET—RES Citrix Workspace [z i2F8Y

W o
4, BHEEREUNBAMENER.

Ve

#{ai Citrix Casting 5 Citrix Workspace N B2FE AR

1. &= Citrix Workspace MRERF, HEEHNLE EERAEST.
IEEHE ERa A8 Hub 5K, %51% % Workspace Hub SR &89 RSSI EHF,
2. ERELSREREN Workspace Hub, SAEERUT®ERZ—:

. BRATENIREHBEERARRIFEEEEN Workspace Hub i&&.
o 'EAETE Workspace Hub & RREBEHEBRER.

} =

AR

Bt Citrix Workspace i A#2F =i Citrix Casting.
f£ Citrix Casting BAHFES, RET LUTEMR:

1. SaiEERHSIERREINE.,
2. RIFET.
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3. WiFERE, ATELYRERGRIE

4. EREFR, BT Workspace Hub FRinEIMiE .,

5. RPEBMXIEFH Workspace Hub BIiRH &R R B AT A RBRTSIEERE, HiBE Citrix Ready
Workspace Hub,

Citrix Casting - Refresh

Current screen | Superior-Lake
casting session

Available Favorites tab

Workspace hub

raspbermypi .
set as favorite

. . a3 tes
List of available haiyang_test

workspace hubs
liangc-dev

WorkspaceHub-debao

Workspace
hub icon

BieIR
3R Citrix Workspace [ BEF LA NESEEANMEMAET A Workspace Hub # 52 #1Ti@(E, BRFEEERS

SERR AT EIN:

1. Citrix Workspace i AB#2F#1 Citrix Ready Workspace Hub ZEZEIE—M4%.
2. f£Ezh Citrix Workspace ARG E LB T EFH B EFIEEIET.
3. Bz Citrix Workspace M BEFRI&ETE Citrix Ready Workspace Hub BSSEEIR (MF 10 K B&HEEZ
e EREIIEEEEY/)
4. 1£ Citrix Workspace B2 F S ah Xl k38, AEEAN http:
et RS 2R T Workspace Hub i &8i#4AE S,
5. 7z Citrix Ready Workspace Hub s £RlF, H=idEmZEREEI Workspace Hub,

B 18] Kz PR

1. &% 5 Citrix Ready Workspace Hub i&#2IE—M4& Z &, Citrix Casting REEMH.
2. WMERHIMMLAE, Workspace Hub i&& ERIsEEHERER.

3. EBY B, B Citrix Ready Workspace MBREFHNERBERNIFEEZ R,

4. I BEXT, TERHEMETRREENTERS.
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5 ®ELMNETRELEEATKE, RERNSEHSB0MAERE. §li, BEOIWRRETNK. BEAAX
ET,
6. ERBRFIERIE, MRiETT Citrix Workspace MAEFHIGELAFTHE. BEIKERS, WEERNS
BREEIR,
7. AL PIREBRNRIE,
8. Citrix Casting ZIFHRAFREIPEN 1920 x 1440,
9. Citrix Casting 3%z#§ Citrix Ready Workspace Hub hiz4s 2.40.3839 EEhiads. FHAkRA# Workspace
Hub FIEEEW RSN T RSB LIRS FEIR.
10. &ATF Windows #J Citrix Workspace AR (MABIERE) FZHIHINEE,
11. 72 Windows 10 Build 1607 &, mIaEFAEMEMLTFH BIERM Citrix Casting.

&% Citrix Ready Workspace Hub #i¥4i{s &, &% Citrix Virtual Apps and Desktops x#4#9 Citrix
Ready Workspace Hub 2843

E5 USBIREEEM
fRBS& USB EEM:

1. &idiz1T gpedit.msc $T7F Citrix Workspace R RIZFA SRS R EERIEIR,

2. HAPRETNSRT, BESEER > Citrix A > Citrix Workspace > izf2iZiEZ P inig#& > @H USB it
s,

3. EFIRD IR E R,

4. EEERMA.

5. BHNAMNBEFRFLIHRRE,

BAFHELEREMED, BRITUTRE:

1. &itiz1T gpedit.msc $T7F Citrix Workspace R RZF A SRS R EERIER,

2. ERFRETRT, HEBEER > Citrix A1 > Citrix Workspace > iZi2iEiEE Finig% > @A USB i
i,

3. %% USB & & HINIKRES,

4. EEEBA.

5. 12 USB i&&HMNIAER, HRMEAWFSIELERR USB &,
f5lan, ALLOW: vid=047F pid= CO39 split=01 intf=00,03-5¥F 00F1 030, RHEIEMEE
Mo

6. BENAME,

ERESIEP, 79 USB i&&7E Desktop Viewer FHIRE T EmR, Ieoh, EAIMMERT > & &EFEFRS USB
8o
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= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320
Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

Manage Devices

Audio Device

AR
FHES USBig& LI TER USB EEAAY, MM Desktop Viewer SiEZEHLERIZIZTEUEE MRS

ERNBRFRIER, 75 USB i8&E B REEEFRLH,

@ Citrix Connection Center — > Styles
Connections Session
=28 Active .
‘:JA_‘;C{ FTLPAT7M0S008 Disconnect
- Adobe Acrobat Reader DC - \\Remat¢ Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid1384 Pid0017)
| Plantronics Plarrt{onics Blackwire 320 3 | HID Device
Logitech USB Ré?ei\rer Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) 3
Application Manage Devices
< > Teminate
1 Server used, 1 Remote Applications
Close
TRIHT SR GHIELFER USB ZFORMITRIZRE XMFAES.
EAVEREMED, BRITUTERE:
i) O 121
TRUE BHHS 0-n ARIFEREEREN
TRUE BELTH RFERAEREA
FALSE FERE AVFEARIZENER USB #0
RIETE FEE AFERRIZEREA USB #0

g0, SplitDevices- true {ERFDFIEIRE.
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EIRAFAEMED, BHRITUTRE:

%) #O 121F

TRUE BXHHS 0-n B EREERO

TRUE HETH BAERREERO

FALSE EEE BAERIRERNEA USB #0O
RIEE ERE EERRIgERER USB &0

g0, SplitDevices- false {ERi&EF@EIFEEZEASIHFD
flgn: MyPlantronics Bl
BOS:

o EEOX -0
« HID #MO%-3

FF MyPlantronics EMEREIFEN :

o AF: vid=04T7F pid= CO39 split=01 intf=00,03 /Allowed 00 and 03 1interface
, restrict others
o DENY: vid=047F pid= C039 split=01 intf=00,03 / deny 00 and 03

PRI

Citrix BWEREFRDMEBEIIED, BRSZE: EHRBA USBEERARBZREEEAIEMEE. BLIEM
HERtEE, BFEAMLERENEE,

DPI 481k

Citrix Workspace 2 R#2F AR IERAIEHI RIED PR,
AIERIEFRAS DPI, BIINEERINEFERARS. XRTSIBHBOGEMRIERAN DR,
AT U TIEIACE DPI 481K

1. AR (GPO) BEER (SIHENESE)
2. BEED (BAFKE)

PRI

« BNMESATLLINEE, tb=7E Desktop Viewer IR EIZ HIRHIRI &,
o ERER, HEENDPIIREHENBDN, SEEBANA/NAIESFEH, BRSE: ARIEFOHK.

E45H GPO HIZEIRACE DPI 4558, BT TRIE:
1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
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2. EHENEET AT, BREBEREIR > Citrix 41 > Citrix Workspace > DPI,
3. #%#F% DPI KBS,

A High DPI O w
E} High DPI D e Cathimg er

() Not Configured Comment:

(® Enabled

() Disabled

Supported on: [ o)) Citrix Workspace supported platforms

Options: Help:

Scale the session for high resolution? Use this policy te manage session scaling.

Mo, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
Mo, use the native resolution with the flexibility for the session te change according to the DPI
Ye applied in the multi monitor session.

Enabling the policy provides two options
1. ¥es - Scale the =ession
2. No - Use the native resolution

The pelicy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

ones || ey

4. ERLTFERZ—!

a) - EREKEFNAS DPl,
b) &, ERAANSPE - RRHBERARBHYE,

5. BEHNMAMME,

6. EMLITH, BT gpupdate /force iU AFRMIVER,
EFERETRAFARERE DPI B, BT Tia%E:

=

Bl W LB A X IF A RERF Windows B Citrix Workspace N Ri2FEIRHIRIEN SIS “SRE X
®o BXFAER, BERABREET Ko

1. AEgH@MXiEgSH Citrix Workspace [ HEF BT,
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2. ERSREETHED DPIRE,

BTS2 T DPI I8 EXSIEHE,
(@ Citrix Workspace >

Scale the session for high resolution?

(® YVes

() Mo, use the native resolution

() Let the operating system scale the resolution

I _ Relaunch the session for the changes to take effect.

Save Cancel

3. ERU TRz —!

a) B-frrEaiEFPNAS DPIl,
b) &, FRAZXNSYE - 577 Workspace AR VDA L8 DPI H3#TM A,
c) Let the operating system scale the resolution (AIFRERABRDYEER) - BIAERT, kR
RFEFRES, X#¥, B Windows 232 DPI 48/, LETUEEHE “B5 DPI” SRERIGE R “BA”,

4. BEHEFRRF
5. E#Esh Citrix Workspace R FAZFRIEUEFHAIE R E K.

DPI 4570£I

Citrix Workspace M Ri2FHIFE=1ATAER DPI 8HURE - 461, FAEHRARIERAS R, FEIZBERBHFIM TR
To

L)y

WIS EE VDA EEMOMENAS RN SIRERAREREMN, ERIRELRFES DPI HR. EENNTF Ul 8E
“Yes” (B) = GPO HKBEhigEN “BRA” K “& DPI” Hig, HEEFHA VDA, IigEWMERTES DPI

Ro XEBEMEESIENE—FR. BRAIESSEEGIERM, THEXZ. &&Z|Hk VDA (6.5, EENEAIBMR
Ef) B, MEERTRERE. AV AREFIAE. RTOP UINERREE MMEMIGH R 2R RIBRIT, TENA
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EFRBEMEXNTER RSB, URIFERBZER.
BiGEEEH VDA 1 Windows 10 L#YRFERAILIZE, ZigBXIFRS DPl, BRSWRSBHRR-EEFEM

=8
RIER:

FEBIREREREPREME ETHRNTEDONRER, XESWRREIHEN, JESSBNAEFMNSETHXEM
EFERRR . WIZBEWMNTF UIEE “No” (F) 1 GPO HIgER “EBA” M “& DPI” &Kig., WIgBEFSSHH
FRERMBIEMIER, EREESEXANEGEERR). EEIKERIEN, AJLUE VDA RigE DPI, LSS
FRENER. LR(FE RDS KSENELENAEF L EZHNT. BRLRESSHIEREESHNIWER, NMAJRERM
ARSS R MEREM BT B 1o

WNFREREEGREBERZEMRSV[RAFNRERIE, BIVERARIRE, WAIUERFR AN EXRNERB)IE
ST ER.

IBRERFEN:

BRERABRBIINGE, HEXWNT Ul&E “Let the operating system scale the resolution” (iFi&1ERS
BRI, EXMERT, “B DPI” KERBIEER “BEA”, X, Windows RIFRFEIMAIULIERIEN DPI 45
o VDA D HRZET DPI#THERE, AESHOMRELBFIRRENIWXEN, KIRBEFEERTFRERSE
21E, HBEEET 6.5 VDA RECE AHFERIRIRER S VDA BRBEXM. I ERXFFRS DPI - i 2 R4 ME
B1HRER DPI, ENSEREER. BHRATRERSTEGEM, THRXA, £ Windows 10 #BERFZH, HirA)
ATREH I AL,

5+F Windows 7 = ER A F SRS MR VDA AR, BIEAIIRE. NREHRS DPI, thearki7s Windows
10 EfERALIRE.

EMNETHE

IR EEXERTRERENEMETRSEME, AECERELFENERHEERE/LFHFEINZE/\NERES.
BJLATE Desktop Viewer A R REBFEFETFHREEINEREE. EERINERER, BRIULHIKELREELIU
REBIRAZ T ENETRSR. REZPHETRIWRNIEEBDLLRIRRES.

A UG AT DPI 4555k DPI e EINE RE318E DPl, NABMNERSMERE, BABENNHEREESE,

IEERERTE2RF. BETHERERE, FEFEMEMNELAHHNAER. KEEERTSIEFHETHMER
GiERR,

BAE P IHRNEHmIESS (IME)

P
P )=

NREERBZE Windows 10 2004 FRIZERS, NESIEFER IME DHEER Al RE 2B LR AR, XLE(R]
AR E=FRENERN. BXEMER, BB Microsoft X E,

ERSSITRELREBRAE i IME:
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- EEA@EAEF I IME, &M Citrix Workspace MBEEFRZEXMH X C: \Program Files (x86)\

Citrix\ICA ClientigfTwfica32.exe /localime:on &%,

@ Citrix Workspace *

Enabled.

IME on the client side will be used in the terminal session.

- EEMEAEF I IME, &M Citrix Workspace MBREFREXMHF* C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off &<,

@ Citrix Workspace ot

Disabled.

IME on the server side will be used in the terminal session.

AR
AIfERG ST X wfica32.exe /localime:on BEEREF I IME MEEGREREY,

- EEABEAEF I IME, &M Citrix Workspace MBREFLREXMHF* C: \Program Files (x86)\
Citrix\ICA ClientidfTwfica32.exe /localgenericime:off &%, HSAEIHERS

BR%KRE,

@ Citrix Workspace >

Generic IME is disabled,

MREAGSTEOZATBAZFE IME, WALLGETIEITwfica32.exe /localgenericime:on ®m<H
RIBFZINEE.
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@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace [ A2 FIE IR AP L FH)IRTIRE, ATLUGTT wfica32.exe /localgenericime:on @
SREANBERA G, BR, RETBRFRENNERSTIRAX, IRBEFRRASZENX, IREFEHA
BAZFH IME,

ERERAFRAEREERE ik IME:
WAZEFE IME £% VDA 7.13 siEShR S,
AILUBT EAREMBRS RERAEREF W IME Iitk. BXFHAER, BRRAEEHRREY.

Citrix Workspace [z 12 A EECERRBGETLUEABAZ P i IME, B LURIBER R A B MIX L LR
FRFEITIE R,

1. AREHBMXIEF Citrix Workspace HBiZF B RHIEREZEF 0.

2. EFEEIM A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

Selecting this option consumes less bandwidth with optimum performancs

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME &3

1. BAMRSEE IME - 2R 4 IME B ReEERERSSE LIRENIES.

2. B IME RENSMHRERTN - EFRERRIER TMERZM IME, HETR 2R RIEE O IhEE.

3. ¥&tt IME RBEAREFREER - EXMKEAFARHNERTEAZM IME, hEBSAEHRE. RIABER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =i%,

fEREMRRIES B BAREE:

BRTEAZF IME B, sILGEA Shift+F4 AEEERREN IME &, IME EXHNFERERESENEG LAET.
BIAMERT, BAZFIE IME WREBLTFERARS.

EEMERFEEEDR, S M3 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

%#% AllowHotKey H#EE2INMEEHR 1,
B LUER Shift+F4 HRRESIEREEFERE IME &K,
EAXLERBASHITIRE, IMEEXHFRENSHIMAESIENEG LM
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Local IME Off

High IME Performance

Best IME Experience

PR

« BAZEF IME A% Search Ul % UWP (&M Windows F&) AR LUK Windows 10 B2{ERSR

Edge X188, AR E: BNERRS S IME,

o BAEF IME £ FFPERH Internet Explorer 11 ARE X, @AA%: ALUER Internet i

BRIFRIN. Ak, FREREHBUEETERRIPEI

H.265 14w

Citrix Workspace R #2215 A H.265 MSH4RARIS B2 3 1 TIn IR E A AN SRRV EE M IR, EMILTHAES &8, WINTE
VDA # Citrix Workspace R AR X R AILINEE, MRiHR LR GPU R4 A DXVA #O##1T H.265 f#

5, “EAY H265 ARED” AR BISH/RH, SIEREIREIEMA H.264 MITAREES.
MR

1. VDA 7.16 XE=RA,
2. 7£ VDA LB Rst*t 3D B TIEE M L3RRS,
3. 7£ VDA R PRERISNYR AR 23 BURE (1 4RET SRR,

=

AR
1 NVIDIA GPU %#F H.265 4&E,
FiEHTF Windows 89 Citrix Workspace MREFH, IINRERGAIEBENEZMA,
£ Citrix HAXEITR (GPO) BEIEIRIF Citrix Workspace N EBEFEE HER H.265 AR

@idia1T gpedit.msc 77 Citrix Workspace 5 BiEFF4H RIS R EIRIER
EHENRET AT, RESEER > Citrix Workspace > B &I,
TEEFH H265 #7358,

EEERH.

BN AMBE,

ok wn =

fEREMKRRIESSACE H.265 MSN4RED:
£ 32 (HRIFRL LRMAERNEF/E A H.265 M54RS -
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1. 71 “Bf7” a2 HEMA regedit BahiEMERFHIEDRS.
2. & f1 8/ HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,
3. 8JE—% % EnableH265 19 DWORD ##H5iZBMEIREN 1.
£ 64 (IRERF LRMNFAIME RS A H.265 F5T43 :
1. £ “iB17” Sn S fER regedit BahiEMRREIERS.
2. Mm% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. fE—1% 57 EnableH265 & DWORD #H & i%BaEIREN 1.
EMEmh=IEUEERER,
AR
o WNREEATF Windows 89 Citrix Workspace R RIZFA RN R EIEERDZR T B EF RS,
EfZHY H265 fRRISEIRISER WA, H B ZsEREER.
« z1T HDX Monitor 3.x TRAUMERTERIEFTEMA T H.265 {4588, Bx HDX Monitor 3.x T
BFEER, BESRMIRALE CTX135817,

BEMBIMEEE
RERR
AR
o] AR L@ AN XK Citrix Workspace R A2 ERRIRENSIHE D “BREXM” K, BXEAES,
BESRBREER Ko
BERBESATFEEEFIREE LNERBEEGRZER. RIAMERT, LWINELTFEARS. BEHRREEDINEE
AFEFIHERSGRBES R Virtual Apps and Desktops =i&.
2 GPO ERRIRACEREMBAEYL, HHITUTIRME:
AR
GPO BELEMILSELR ST StoreFront #1 GUI EB&.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER,

2. HIHENRESAFEET ST, BREEEER > KHEEER (ADM) > Citrix A% > Citrix Workspace
> P {538,

3. EEFRRICE R,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBRHERUTERZ —:
o ATHSEAL - NTHIRER, EERHE. BEXAFFAHREFREN, BENSBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME.
AMETUER RGBS TE M HED,
s REBERRTEL - M THERBERIERL TRz —!
- REP—RK - [ERHN - ERERSEEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. WBRIKIERRHR Citrix Workspace AR ER, EESREED > BEMESE.

LB B R FIE S = IHEE,
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@ Keyboard and Language bar >

Keyboard Language bar

Do you want to use the local keyboard
layout?

The local keyboard layout might be different from the layout configured on
the server.

() Yes.

(®) Mo, use the server keyboard layout.

Save Cancel

2. EFUTERZ—:

o (NEF—RK - ZIERTHIY - ERNERIERHM VDA BF REHRF/ —Xo
o AFMSEY - EREREPERT FF IHRRNERERRESREY 2 VDA
s FEY - EREFIREARS S LEENRERR.

3. BEH R
EHH CLIRERERARY, BFRITUTIRE:
MERTF Windows 89 Citrix Workspace M BRFREXHFFPIEITU TR,

BEBEMNRT, Citrix Workspace M A2 RE XA F C:\Program files (x86)\Citrix\ICA
Client,

« BEMA: wfica32:exe /localime:on

o XM wfica32:exe /localime:off

FEREFIHEETEETRRERE i IME GENZERESR). MREAHIE. PXFFHETENBEFRETERRSS
IME, MpFu@iEREsHizTwiica32:exe /localime:of f REARXFHBEHRRED, AP EEIT—
PMIEN, SIEBERAEERS S RENRERR.

B, VIREFSRREGREEDSIEPREER, ERRILR, M Citrix Workspace AR IHHENER.
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7 Windows VDA LB RERES
EE:
L2 ERTF Windows Server 2016 REShrZ, £ Windows Server 2012 R2 XERhrAd, ZRAE
N EREZRETS I,

1. BEEMRFEERHSMEI HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
2. 62 DWORD %H DisableKeyboardSync FHEIREN 0,

1 ZRREAGRRED N6,
3. ENMBhRIEUFEEREK.

£ VDA #0 Citrix Workspace N AfEF L EARERHRE, RBERFBIEHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEORTRIEREREEERIE P HRERR.

7z Linux VDA LEBRERS
BHEmSRRAFHEBETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-d "0x00000001"

EiEzh VDA LUEE AR
BX Linux VDA tVREHBESIEENFMRES, BEEDSEERBRD.
fRiEE S BB RN IEE

B RERREBNMNEE, ERUTRIESSEERERTR. RETRRANZTERD A ETM. BE
BAIXIEESS, TEFT—RINEAEFGRARNS LS R HIARERNFFEN.

foe el =
El=]

AMRFEFLHLSHTEND, ARFEEMTRRERR, Citrix TEHRIEEEMRFESREA T LS
AR RRE RIS LUR, EREMRFIESTEIENIG, EREIMERZE, BSLHITED,

EREM R IR R R BB IEE:

B RmiEERHSAME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
# %75 HideNotificationWindow 82— FRF B EF MR,

¥ DWORD {Ei&E&H 1.

BEHHE.

ERERSIEUEERES,

ok w e

PR
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o BERRANSIR (BIMN, ERPBEEINNHAEFER > UEERSHIET) BITNZENARFLTE5EFIHRE
BHEBREY. R E FHEKRRSHN (VDA) LHREHRFEHELA UAC,

s MRAPREFRK ENRERRHELANRS B LAZHINGR, ATR2RE, REAREFERBEIINGE - TX
RPN EHREBRANBENR 2D, BEMERZHEREATIE, FHEHEABMERSE.

« 72 RDP &i&, TAMEA Alt + Shift RS XNERRERR. RAZE: EH RDP KIEPRIES RGBSR
G

BEE
BELETRETNERBAES. RABRT, BSEESERET.
AR
ItbIhEeE VDA 7.17 REBSRA LIZTHRIEFRR A,
£/ GPO BEERIRACEIES 1
BEEETNARFRIEPNERBNIES.

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
2. EHENBEEIAFBEET AT, REEEER > £HEEER (ADM) > Citrix 41F > Citrix Workspace
> AP F%,
3. FET RS,
4. ERBEAMERUTERZ—:
¢ B -IBRENAEFRIERETESE.
, REESE - BTN ENAEFRIEFREIESE
5. BHNAMAE.

ERETRFRELEEESE
1. AEEF@EmxiEgsn Citrix Workspace B BiEF B H &R S & E %,
2. EERREEMESI=,
3. ERBEFIEETFR,

4, FEEYUTENZ—:

a) B-IETnEREPERESE,
b) &, REESE - BRESIERREES
5. BERE
REEF AL,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 128



iBEAT Windows 9 Citrix Workspace R BiEF

@

Keyboard | Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session.

(®) Yes.

() Mo, hide the language bar.

Save Cancel

AR
o AUEESSIERERILE,
o MIRNEFE—MRANES, ZEESERFESEPET.
T “HREIRN RPREIES ISR
AILER MRS A ERIRPIREE S 2Em+R,

1. BEarEtREES.
2. SA13 HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. 6J#E— " DWORD {&3# ToggleOffLanguageBarFeature, HEHIgEHN 1 U “BREER KPR
“GEEE” E,

USB = #F

USB s ErEiEiEz Citrix Virtual Apps and Desktops BY 5 & &1 USB i§&#T3H, aJLiE USBi&
EEANHITEN, ZAEZEERSTBEEREZHENEH. TR TEREEN USB & aiENFRER. SiEBiE.
PDA. #TED#. &N MP3 #mM2s. RLIGEMFRITEN. Desktop Viewer B AT LA T =R EETIE
FIRF AT LUE Citrix Virtual Apps and Desktops Ef#/A USB i&#&.
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fEEBIAYRIEIR /@R LAN IRIE 245 USB &% (FIINMEREGN. £RX. HEBNEN) PHENSSINEE, Xi¥
—3k, XEGFEEAIEN Microsoft Office Communicator #1 Skype H @ #1732 H,

Citrix Virtual Apps and Desktops £iEE 15 FHIRRMIEE, FLAMER USB

. B

o AR

o BEEFR
PI¥%EA USB &% (g, Bloomberg & 3-D Bi5) ERERNGER USB %1%, HXEE Bloomberg #BEHE
B, E5iH
fd& Bloomberg 2,

BXHEMER USB REEERKMANNES, BSRMIRPOXE
CTX122615,

ZUNBERT, FXBRLEAAR USB i&&@id Citrix Virtual Apps and Desktops #1Tmi2iEiE, 0, AFAAE
BEEAE USB EZIRAFARMMEIZOFE, RESWXMEEHITRIEEE. BIAMBERT, X% Citrix Virtual
Apps and Desktops &iEHEALTHEEM USB i&&:

o IEPFiEECER

o ERPIMLEOF
« USB &428

« USB Bz &Fcas

EEFISE 4SRN USB 8RB FIni2EE, BE4SREATTEAREEE,
ZUNERT, AHIFETHI2EM USB i&& AT Citrix Virtual Apps i&:

o IEPFiEECER

o EMPIMKEOF
« USB &428

« USB EIfz&Hces
o BIRE

s RBEHFMHRE
USB Sz TIEA:

BN USB igE/E, RARRIE USB RMEEZIREHITIRE, MRAW, NESKETEERIEMKE. WRFIA
REGIELERILILE, NRREAMIEHER,

BF#EAUSBig&EN, smAFETEMN, SMAFRRINEE, AREISAEERENIIRPIEFIEE, AR
ERHLE USB g &inigE iz f B INSE, &, AP EUERE USB X%, UEERKIEZAN/HKEREEANFIE
USB k& # 4 B ohiziEZEIR AR E IR .
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RBEFERE

% USB 5350, migipima bUmiT & F ISR ahSsReTsRaRTl, B LGESIEAF Windows B9 Citrix Workspace iz
PR ERLBEEE S HEE > BPREH R REBRDENS, XOERTFASREMEE. LALEES,
FRBREY, FFISE LN SRS EEMAE NIRRT, XL TN AERITE R R
EXHE,

AP B A E IR BRI 2 B E B X FIA0 T

Thag B P ik IR Eh 28 iR gy USB % #¥

L NINEY =) = =

AIECE RIEiARIR = £

AESERE RS & MRAF S EBNKERNT 2R

PREEMF, WA =27

WNREIYEAER USB A1E F IR IREERIRGT RIS, HEREFRZABARBTEFHILE, BELERTF HIENSE
BREDHITEREM, ARAEEEY USB FF#HITEER, MRESEFBZEBNZIRE, WKHELER USB iF#
TEER, ARZAEEREREF IHIERNRRET

RAIANER T AVFERRAT USB 18 & 31
BRI USB SRESMIN A iFEZ M USB iR&E X,

BALTIRFPIIET XL USB g&E, BEPREEXRIBFHEHTHINGEFA BT Citrix Virtual Apps and
Desktops RIFF AT HITIEIZERE. XEXI TR,

o B4 (5HI01) - @ESMMAILE (ERX) . SMAELHILEN MIDI 155128, MXBTIMEZBEFERT
XenDesktop 4 Sk EEMAZIHFHHENESEH. S (F 01) FEAT Citrix Virtual Apps, RRXEEE
£ Citrix Virtual Apps Rl USB st {TinigiE.

FE:
RLeglig# (FI30 VOIP BiE), REHITAINEE, BXEFMES, BHSRMIRFALXE CTX123015,

o YIEBIEOIEE (X5 05) - XEGERMF AKFEORE (HID), ER2@EREM ‘S AASRRE, HE8
BHERBURMT. BEEFENNERBEXNESE.

o BHSEG (£306) - EFHEANMNEREN. HEANBEFHEEGLESE, ZXEREREHMHIY
(PTP) Sl (MTP) SEGEBIITENFEMING, BNETERTARBTEFHiE, HATHE
TEN B SRR ENRERBEERTUERREPE—3%,

o =W

MRBNETARBEFERE, WEREF HIREEERE, MAFE USB 2.
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o FTEDHL (365 07) - BAFLITEMERENFFENN 3 ), BRASIITEVERNHEATELLTF,
ZINEEATENN FIRE R A NMBELBREE GI8E. EXMMERT, TEITRBEERBITEINE, AWIEET
SEAAEME, flM, FHIEEGRLE,

FTENNLBEERE USB ZFMER T A LUEE T
AR

tigE (IFHIREBRMINGENITEIN) FTEHTIINCE, AXIERETIRA, BSRMRALXE
CTX123015,

o RAREEME (3£5108) - RENHABEEMIGEE USB NERmS,; HABREEMHIGSEIE USB INBER
Ixzhag. CD/DVD IEzh2s#l SD/MMC RiEk28. FZENIBEMINENEEHREARSEMEED, QFEE
BIREs. AT, ABEEMH (3£ 08) FiEAT Citrix Virtual Apps, FERixXLEE&EE Citrix Virtual
Apps FAREIfER USB g TinigEE. BMNTFEREE:

01 ZRHNFRE

02 #2849 CD/DVD i&#& (ATAPI/MMC-2)

03 s MR HIEE (QIC-157)

04 sy Ixzhes (UFI)

05 saRI IR A IR =28 (SFF-8070i)

06 K& 2 fERA SCSI WL EFNABEFMHILE

BEERT, ALEIEFIRRESFRFRILRABTEFMILE, Bt USB SZHRHHFRLFEN.

« AAZ2MN (K3 0d) - RAREMREFTUMBRABTRE, BEATRIFFIRBFRNER, HXTEFHMS
RIFEE,

o MM (353 0e) - MUSMER| B A TSRS TR XA KL BV IR &, BISIRSIREN. HEDEMAEN. BRI
Tifgs. RLBEES, Uk—EXFMITRATEEEE.

BE

REHIITRIGEEAE XenDesktop 4 REBMAZIFNENSEEH, REWNEE (GIMNAEEHRNT)
BERIRMEIEEY) REHITMINLE, BXILABHRER, BHSRMIRALXE CTX123015,

o PABETRE K7 0f) - XEGEEFEMNEERSE. OXENE. TR HHRENRIMEETSETAET
Ri2IgE,

o MARFHNHEEEE (X3 fefl ff) - T2 REEAHUFRHENNTKRE USB RARIELBIMIN, XL
ICER BT ARNEEE (K5 ),

BINE R TELEREN USB 188k
#AIA USB SRESMMIELERZ LIT USB 1R& !

« BfEM CDC 1z (3£ 02 # 0a). FRIN USB REEFAVFERXLIRE, RARFHN—MIEJERHASENS
[E=SEgiNPESES
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o AMEFEORE (£03), BasMmANELEE, RENAGRFEEDGE (HID) 81F: BE. 85, B8
B, BERR. FRE8. TS, MHEMESThEE.

F 01 X#Fm “51948NO7 X, sIMHREMBATAER,

BRIABY USB SRERF Ao iFfEA USB 85 (£ 03, 7201, i 1) 3 USB BiF (03, F% 01, i 2),
XERNEMERE USB X, ABIREMNEMthEBHITHANNAE, FEERIENKEZE, BEF
At fERATIEEAXERE,

o USB %428 (3209), USB E&AS|AITRMMIREERT AT EN . TRTEHRXLEIRE,

o ZHEF (K 0b), BEEFIRFHROFFEMABTRFRREMNERLZEFIRRE, UREFTRARNERFEEN
SFB USB <R,

I LUERE R RIZIBE RTINS RE Rk Fa8, MAFE USB X
o TEIEHEE (K e0), HA—Lig&rTaeRMXBIMEAN, SEERXENIMG, MEFRENRT.
AL USB SREBEFVFIERX LIRS, B2, BERKRERRESHEA USB ZHRMILRNIR,

o HAWEIRE (X5 ef, 72 04) - Hh— g aReiR R B IA1E). Bk USB SIS R AP ERXLIRE,
BR, BERHKREFEERHER USB SR HILRINIR,

BT ERER USB iR& IR

Al LA 4 48E AT Windows B9 Citrix Workspace R A2 FF iR X4 R B alnfgiE 2 R may USB & &15E
H, XAFEERAREEINHERT Windows 89 Citrix Workspace #1TE R, ZXHMTFIUTBEREMNHEH:
\C:\Program Files\Citrix\ICA Client\Configuration\en

HE, BEALURES A& LAEMRR, MR T EMRD:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\GenericUSB Type=String Name="DeviceRules”
Value=

B

AMRFEFRERSBERE, JRFEEMRERERA. Citrix TEHRIIEIMRFEREHAFLESEE
BV AES IS LABRR, (EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

PN RE U E S

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name=“DeviceRules”
Value=

BNREF mAAFLI .

Bx USB & HRBIEBRIFAMELE, B2 Citrix Virtual Apps and Desktops x4ty USB 18 & 58S S,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 133


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/usb-devices-policy-settings.html

iBEAT Windows 9 Citrix Workspace R BiEF

B E USB =47
AR

o BRAFHLEZRTF Windows B9 Citrix Workspace WRERFE, #AmA# GPO hHNSHNiE
WM. BXAEZAM GPO FFRIMERXHHIFEES, BSRNERKENREEER, MRHTHE, SH
R4 PR ERENEIRE,

o tkIhEENTE Citrix Virtual Apps BR3 88 E/T A

BECE USB SHiRE, BRITUTERME:

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,

EHENRETAT, REBEER > LHBEIEER (ADM) > Citrix 41 > Citrix Workspace > B k14,
ARGk @ ER USB EEailEi.

WEIRE,

R AFME.

WEERABERITH cmd BRF.

BT TH<

N

o oA~ W

gpupdate /force,

vPrefer E5f

EREARRA S, FJLGEETE Citrix Studio i E KEYWORDS:prefer="application” B43kigE VDA EREHN
FRREFRISEE (EANIEHPIA “Af)”) Bt T eRmiiAiER R,

BhiA 4.11 8, ENERHRF (Citrix Workspace NARFEREEHNSIEN VDA RifT) , BIEH LUIEH
Citrix Workspace 22 E5cEn VDA L RENNARFNAMES NREAEMEAEFRY), AEER
Nz AR BFEE KA,

vPrefer 1£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 BSR4 AT,

BN BEFE, Citrix Workspace R RTEF1§i2EY StoreFront AR 88 EEERE FEIEFHER A HRIE vprefer
IRER AR B, Citrix Workspace MATEFE VDA L& Windows jFtRGTEENAEFNRERE, NREE,
M Bz AREFRASEG, BN, BBz ARFHIEELM,

NREBoHNAREFRTEE VDA £, NeBitERAER. BXAEENTE StoreFront LR IEA A EH
=8, 1209 Citrix Virtual Apps and Desktops XX#rRRgIEHI B A& iy = L R AR FAE S 5o

MEARFEE VDA LB AR F M 4 # LI, & 1E Delivery Controller £ £ A PowerShell % Lo-
calLaunchDisabled i& &5 True, BXi#4ES, B2 Citrix Virtual Apps and Desktops 344,

IhEER B FEMRE B eI BIER, MMIRMHEMRSHNAFFL, FUERARIRR (GPO) BEERIE#T
BEE, BAMERT, vPrefer (VEREK SR AT BERS.

AR

BRFARIHRE Citrix Workspace R FAT2RFRY, #Zim7sit GPO iRl &fHaviEiRX . BxmaAt GPO F
AERXABIFAER, BEAARBNREREERR, WRHTHE, SHEHIXHHNIEFHRENEIRE.
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. @iiafT gpedit.msc 77 Citrix Workspace M A#ERF GPO EIERR,

. EHENEET ST, EEEEER > Citrix 484+ > Citrix Workspace > BBIRSS.
%$% vPrefer 588,

EEERA, AEMAFNARRF FHREDR, WEUTERZ—:

s AYFIBERNARERF: ETEEE VDA LB N ARFRNAEFl, Citrix Workspace M AR #1E
RERENNAERF (815254, itHE. 5FR. HSRTENZEDY Windows MARER), HER
VDA LW FER, miEBmitERMAERF.

s AFERENNARER: AT S5 VDA LERENNARFHNAMEG, NREAEFRREE
VDA L, NGBt ENBIER. BIABERT, % vPrefer SREISENECERN, AFERENNER
R FERRS. WETIFIZEAR. HEREEN Windows BIERFR ARZFHIFRTE.

o RVRMEBRARER. &S EHEHZMEH L BN ARERFEE,

5. BHNAMAE.
6. EfMESIEUEEREK.

rPw N e

PR
« iEAT Web #9 Workspace A3z#51tbIhAE,

Workspace i2&

i&AF Windows # Citrix Workspace A2 mTaeEMA Citrix Cloud SR HE—INsk 2 MARS B9ITIH B A
& Workspace,

Citrix Workspace M BREFHS N ERA P RESRNASELEXER. &7 Citrix Workspace M BREFFH
Fra#E T 1EX & FESA Citrix Cloud Workspace #R SR HIE AL,

THRBTFHFIEXBRAAREN—H9, ETZERAAE, T EBL2MREMTMILE RN BEFIIIIEE.
LtRBHEER T EXAREENITIRAEERETARFN—RE. LREAWREW, FENWSHITRAEMNS,
BHREE LEREFRE. Fli, LREAIEIEREIHER “StoreFront” kK& “Workspace”,
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Citrix Workspace 88 Q fxv

APPS

Apps
All (16)

A2 4 - g B

Access 2016 Calculator Command Prompt Excel 2016 Notepad OneNote 2016 Outlook 2016

] >3 F S| % \ cl

Paint PowerPoint 2016 Publisher 2016 Skype for Business Snipping Tool Sound Recorder Windows Media
2016 Player

s E

Word 2016 Wordpad

Content Collaboration Service &7

LtehRZ5I N T Citrix Content Collaboration Service 5 Citrix Workspace N REFNER. &= LUFIA Citrix
Content Collaboration 221, R, BT B FHFREAR XY, REMMERE=H ML ER IR
iialhE=iEl, Citrix Content Collaboration 12t 7 ZMIEAR, GIEETF Web WARE. BshEF ik, KEMNA
EF U5 Microsoft Outlook #1 Gmail B9,

BJLUfE A Citrix Workspace 2 B #2F H E B+ M Citrix Workspace 2 #2517 Citrix Content
Collaboration Thgg. 1R &M Citrix Cloud $z#I &89 Workspace BEt&" BT Content Collaboration Service
B, ZREBEIINHERR,

4=,
AR

Windows Server 2012 #1 Windows Server 2016 R3z#% Citrix Workspace 28 Citrix Content
Collaboration 558, XREMRERAPRIGE T — I RLEW,

TEERTH Citrix Workspace R ARRFHXHFETRIRGINE:
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Home

Apps

Desktops

(] Files

Favorites
Personal Folders
Shared Folders
Network Shares

SharePoint

Feedback and Approval
People

Inbox

PR .

+ E& Citrix Workspace i fAi2F R =2 Citrix Content Collaboration,

« 1£ Citrix Workspace A2+ N AREAR=E5H Citrix Content Collaboration.
fEREM RIS A Citrix Files BB THMUE:

1. BEFEMREESFHEME HKEY_CURRENT_USER\Software\Citrix\Dazzle\o
2. #%&%5 DownloadPreference ¢l “F/RHE" FMET,

3. ¥ Citrix Files WENE T HERF S HIFHLER “E” 5,

4. MEFBERTHREMEIRTR, B “E” THgER

BxERAELEED Ul BE2E Citrix Files THABMES, E2HERT Windows 89 Citrix Workspace M 2R
XN ERSREIATAE FEE,
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SaaS [ AERF
st SaaS WARRFNLLIFEERET AR RMERHM SaaS LARFNSA—AF 4K, SaaS NARRFS Single
Sign-On —igieft, BERMER LB EXAFE Web th=H Web ik S285189i518], RIPALHMENRELRP
&8 LRSI RN A SR R
iEATF Windows # Citrix Workspace i A#2F 2 #5812 Citrix Secure Workspace Access {8 SaaS M2
o BidZiRS, BEERAILRMERRNNZIHAN. £/ Single Sign-On URATIE,
M=R(E SaaS HAEFEFUTRE:

o BEERSR - BTIRE. BHRMNER,

+ Single Sign-on - /A Single Sign-On BMER,

« ERTAENARFINILEER - EANARFNETERNEE,
MR

+ SaaS MAREFHAEZIF SAML 2.0 H3361E, #8ERA Single Sign-On Ih4E.

« 277E Citrix Secure Workspace Access £/=f Enable enhanced security (ERtaES) %M, 7
BETE 2 SaaS MAREFERARANNLEE. MRFBALED, NWEFGH SaaS ZAREFNERZF I LR
BHBRIATI ST 2R,

AR
Citrix Workspace M BERFLET MEIFEMEIFE AN BIEF. SEMXGLURE—RNAF Ek,

Citrix Workspace N BiEFE&ATEE) SaaS MARFHIANER, XESHEiHnNTEm Saas AR
WEREFNAFFE,
AR
« SFIERTF Web B9 Workspace, SaaS MAREFIFZREBEF IR ERISERERIANNESTER, A2
RSN W ksl =1
o ICARENAREFSRS SaasS NARF ZEINAFR AL R EE AR,

BRANH SRR T A, BIMER, TEN. FTERKENFRIE, XERIERZIRER Citrix Secure Workspace Access £
BYSRBRECE RAVMERI AT Citrix Workspace R AZF S,

BT LAE A ER N TUR S 2R AT TROIRIE

TEE-ENARFLEAT ITARRTN, AIUERDNNAREFFES “FR". “A” M “BIF &, s, T
AR B REESIERIRFRNEIRS,

BINGHR - FER AR LR A T BIGIRIAERY, RILFERSHMR AR ER TR RRM “SI7. “ER17 # “Ay”
E. BATREDR, “SIY)7. “SfH” 1 W7 ETR R R,

FTED - MNREA THTEMED, WA UEBHNNBEFFIETHNG<S. RAR, TEHEERERERINNABER
H,

S - IRBATSMEDR, T—FEGN L —ZERRERTERHNNAREFPITRE=F,
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TH - MREAT THED, ERUMBHNNBRER THX . AREGTRINNABREFHEESREFN. NKEFRE
g, RAERHTH.

AE:
THXH, F2ERHELZMUIERTHRS. BTH=M.

JKED - BATKENEDRY, BEEFHETENNARSN IP #utpKENE R RESMNNAREF, KENZFHEHAR,
TEREBURTEREMER.

£ GPO ICE&7F:
YZE AP RAR-REERUIFRRE SaaS LAREFN, ZEFERAET—MAFR, MIEARZEHRERNEES.

EfgRtin)Ra, Citrix Workspace AEFSINT MHVAKIEIIR (GPO) BIBHRE, IERIEERAYEAMIZE L
il S 2R LR TFo

1. @dia1T gpedit.msc 77 Citrix Workspace i B2 4 SRS R EIRIRR
2. HEIHENEET ST, BEEEEEIR > Citrix Workspace > Citrix Secure Browser.
3. REEFEE,
AR RINERT, WEREIEEANEEA.
4. BERHEA, BAEEER, AREEHANME,
5. EfEsh Citrix Workspace R BEF LMERM MBI E R E o

PR

1. MRBEATHNERHZERT THNEAXBNARER, ARERINNAEFPRITITNGS, BETHL
REZ BRI, EANAIRERERSRTF PDF. fRRTFE: BEFHRRATHINGE, BRBITEED,
2. NMAERFPERNBISAR] BE R F A,

B% Workspace ERBEM#E S, 152 Citrix Cloud 89 Workspace B &,

AxaaeER Citrix Secure Workspace Access EEZE SaaS MAREFMESR, E5iR Citrix Secure Workspace
Access 314,

PDF #TEN

iEATF Windows 89 Citrix Workspace R BiEF ZFER1EF#1T PDF #TE0, 3&@id Citrix PDF 3@ #TENH IR =N
%, A LUTENER Citrix Virtual Apps and Desktops a0 E N BIEFMSE B,

LI MITENIHEIEFR%$Z Citrix PDF TEDHIETRY, $TENHIRENIZFE 2R 5% PDF #%1tt PDF FRAEA#IE
&o FMafSLt PDF 2RI PDF EEZRBNUHITES, FHMARIEEAITENNITED

Citrix #iXfEH Google Chrome 125k Adobe Acrobat Reader &%& PDF,
a[LU7E Delivery Controller L/ Citrix Studio = Citrix PDF #TED,
WEFM

« Citrix Workspace B2 1808 s EShas.
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« Citrix Virtual Apps and Desktops 7 1808 =i &= ks,
o BAEENIHEN LEDZE— PDF &TE:E.

£/5F PDF 4TEN, BHITLUTRME:

1. 7z Delivery Controller £, A Citrix Studio, EAMEEREFRET R, PJUACIEHER, WeURE
AR,
2. ¥ Bz=tlZ PDF @AITENNEKIGER “ERA",

E# s Citrix Workspace M ARZFRIE U ERTHAYERE K.
PR :
+ Microsoft Edge %8R+ PDF Z&EMITENTHAE,

1 Windows Continuum £ Windows 10 094 R AR BB RS =X,

Windows Continuum 2 Windows 10 89—InIhaE, AILUHREFImgENERARE. &EATF Windows B Citrix
Workspace [ZR#2F 4.10 kE=ARAZHF Windows Continuum, @1EshABERRER,.

SHFBATMITIAERISE, MRKREFRANEIR, Windows 10 VDA EUFRBRIER SR, E# T REN/ME
B, EMKRERRNE, EEAEFmEE E®E Surface Pro ¥-8—188NWRE HIRESUEEER, BIEFiRE
RN S KRERN ZETHR. BX¥MES, E21 Citrix Virtual Apps and Desktops X4 HR#IE A T it 1& &1
TR EERHR o

YISEEREMEZTISIER, Windows 10 VDA E10NIB R T AIEThEENE A RIS L 2R EEREEEr. 48
SIETEEEN S BREN BN, BTN, thIhseE VDA LEARTERRS. EZRAIIHEE, BFER
Citrix Studio &4 AR FERIE R LR SRR

FIRERRIEM T EETMENRF R
o AR,
s FERENEEHIRENBEFEHUEFRITH.
o ESHEEE “RE” K,
o MEST=rFRMIFR T EliT.
SEENREERNARRE, ERUGE PC hERREN RIF—HH#TRE,

AR

i&MATF Web #9 Workspace 73z Windows Continuum Ifgg,

HEBABEER

FRBABTEERRMALETE VDA ImEMAFFIRFH Web FiE, thIhaexMEmA Citrix Workspace LEEZ2FHERF
ImSEBICEN I EIEIE, %5IZESM URLIZERHTTP A1 HTTPS B&.
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} =r

AR
AILUERRLIESIRIEEEEEAE VDA Il (URAEEZEFIHEER) B Web FimE,

FERAREEMZIF Google Chrome %35 Internet Explorer #5528, HIM2BRABEEBINEER Web 3
HRNRNAREEAIEFHEE, HEIZEE Citrix Workspace M BREFHERNBIMERN K28, LINBEEMLEMER. BT
B EMER SMEH TS XEMAT BN BEREN Web TE (XHEEE HTML5 5 WebRTC 34789
Web mi@) BYB9AEF AR,

ﬁ*ﬁémfcl S¥) 15%'*—_'/3(” %%mﬁ%ﬂir__‘o

Citrix Analytics

Citrix Workspace M AR BE3H0N, AIlZ etk AEE#HE Citrix Analytics. BAJE, B Citrix Analytics
RS EHFEHEE S, Bx Citrix Analytics B9¥4EE, 12 Citrix Analytics,

B3 ERAR

18X RARTHRERTE B B O R R P RE—hik RAr S 58EE,
BXS BATERMR RIMEEZ BEVRRIEE, FIW, EABRMEGESENNAR, ZIEIFEER. tit, MRz
FRERREBUER, EATERE 3D NRIIRE, SHAMENTFRESLIFNUEREX,

X RAR SRR M T BT LAEX 5 XM IR 75 SRR BAT I B AL, FEEX RAFMAMIELEX RIFm AR A
EFEERALIE.
ALUESAPNSRIEEM ERRE IR XiF, BRI A BIEHTERATH.

A=

TN RE B A BN KRE=IEREA.

INREMAFMEREERR default.ica XHEEBZINGE, WEMERIFLLRE, ZEENARHA.

fEREMRRIBSR I EARX BT
BEEZIEE, BERUTEIMRIEKENER, AREMBHHRE, UEEREN:

EFZIEEESXIEEM LT, ERITUUTRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

B ZIGeESRAPEM ETTA, EHITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

- Name: RelativeMouse
- Type: REG_SZ
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- Value: True

AR

o EEMREFERFIRENERERST ICAXHEE,
+ 7£ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER #igEREX TR, EPRRMEREE

SSHHIAR,

£/ default.ica XHEZ BT BAR

1. #T7F default.ica <, ZXHEBEAMTF C:\inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, E sitename AR SR A EHIEEMNZ R, XtF StoreFront ZF, default.ica
XE@EENMT C: \1netpub\wwwroot\Citrix\<Storename>\App_Data\default.ica,
storename JEIRMABEENNEIEENETT,

2. 12 WFClient Z4 57 IN—1N3&4 RelativeMouse B3RS, HEIRENS JSON MRBRMEE.

3. IREEEIREE:

o true — EAMEX BT
+ false — 22 RIR
4. ENBMREUFEEREK.

AR

EEmRFESETIRENERSELAST ICAXHRE,

M Desktop Viewer /= B1Ex BT

1. &% Citrix Workspace R EF.

2. BRIBRAHNKERIE,

3. M Desktop Viewer TE# e, EFEHIER,
AT 2R “Citrix Workspace - B3ER” F0.

4. EEERE,

5. EENBIFRET, BRAEAEXYRT.

6. BRENAMHE,

AR

M Desktop Viewer BB BARMUIGZINEN AT E21E.

BB HARED

R Citrix Workspace B 1R (W& HDX Engine 14.4) B, REEZFIHAIA, BIAIER GPU i#17 H.264 fi2
B3, FTF GPU figi3# API EX DirectX 3SanNIE,
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E{EH Citrix Workspace N AEF AR R SBEREREARD, BHRTUTRE:

@3z 1T gpedit.msc 77 Citrix Workspace R Ri2F AR R EIEIER,
EHENRET AT, BEEEEER > Citrix Workspace > B &,
EEERES IR,

EEEEA, ARRENANEHE.

N

A Hardware Acceleration for graphics O x

Ei Hardware Acceleration for graphics [ i Next Setting

() Net Configured Comment:
(®) Enabled
() Dicabled

Supperted on: | Al Citrix Workspace supported platforms

Options: Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for rermote graphics, When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs. When enabled, Citrix Workspace will atternpt to use the
client GPU to accelerate the remote graphics, On client devices
that do not suppert this feature it is disabled silently.

ot |

ERIEERENAZREUREE EEXER ICA SIEFERB4INE, HERUT MR

FEMREE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,
N

Graphics_GfxRender_Decoder 71 Graphics_GfxRender_Renderer B9{EN A 2, SNREHN 1, MX
TEEFERET CPU B9#RIE,

fEFRREMHAREDTHAERT, EERLATRRE]:

© 1999-2021 Citrix Systems, Inc. All rights reserved. 143




iBEAT Windows 9 Citrix Workspace R BiEF

« MREFHEE TR GPU, HEEP—IERBEE_ GPU LA FEDRS, WIKHER CPU 25,
+ &3 3 Windows Server 2008 R2 Eiz47#y Citrix Virtual Apps iR 2889, Citrix BiNEABERAHN
Windows i&#& EERBEHRIS. MRBALINEE, NWREMAEREERXA R THRAUKRFRRE AR

o

ETAAL TN
Citrix Workspace ZAEF 22 B P InE NN, AMRENZERXATAT:

o SERYEED, BIANEMFEBIEEBIENMNESN.
- RENRBINARER, FIIREER.
o SRR EINRHo

Citrix Workspace M AEFRAF AT AR R R EBE S FEREER OREREZEIHIGENERN, Citrix Virtual
Apps and Desktops A& LUERA Citrix Virtual Apps and Desktops Viewer B3£I A B S #93% 52 KA RILE
BB

& P iR nhas Bt

& P iR sh R BRI ST EHMF A iR Z B LR LR, X ERmEN TR CNNBELEFR . CIEFE
PRI PRI A BYERS M BE SR AN IR L FanE =R,

RINERT, BRALIIEE
REAILINEE, BREUTEMERD, AREHBHRSEE:

B%12: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#: DisableFullStreamWrite

&1 REG_DWORD

f&:

Ox01- %A,

0 s=H-BH

e SR
BEULUE/\ PN ERE5ERT Windows 8 Citrix Workspace M BiEF &SR,
ZETREETHNS M ETEEBABREBMITHNIYE, E2iEiE, ERRATUAEEFRNSHENS .
KVETLIRBUTHEMARE SN B RE3#HT:

« 2RER, [FEPETENETRE, NARFURERN—FERIXERTREF,

Citrix Virtual Apps and Desktops: Eis{Ta—i5 ERHTINE Re3E T Desktop Viewer 0, Ak
XESRBNIEBHIARTONKD, REEHRKK.
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s BORN, [EFETENETEER, NAEFFAZERIZETERSEF.

Citrix Virtual Apps and Desktops: UE—45F (WaiffH “KEA”) PHEESEMERHN, BOREXR
8, ZREA=BHRNERSEER, MRETSELHY, N—818& LAIUETREMEMSEE. MR Citrix Virtual
Apps and Desktops £iEERIEE EMNERE TR, ZETSERARIEFTINERTE. &N, KIEPESHRIDHETR
BEMAEETE.

ERAZETHEXSE, FHRBEUTEI:

s APRERBEANZIHZMNERR.
- BIFRGUTEBRVEE R TR, £ Windows Ta L, BRIERERET o, WHIRE > Rarte
HET, RAEHRINENETRETERET.
- BNHBRBLE:
- Citrix Virtual Desktops: £/ Citrix i+ ENHKIGE “ERAEFRE" KEEBF AR,
- Citrix Virtual Apps: RiIEEZRZER Citrix Virtual Apps BRZS 28k Ak :
* B/ Citrix iTEVHRIRILE “ERNERS” REEEFREZRS.
* 7£ Citrix Virtual Apps AR5 288 Citrix BRI & PiERY, EESERPREREHRRSERE
M >“BRFFERMN>RESBHIAE">“HDX Broadcast”>“25" (5 “BHRSBEML” >“BXK
FrEEM">“REBIINE>“ICA’>“BR”), HRERATFESINENEFEHNRANZ.

BHFRIRERBANE (UL KB AR, MURERBHNERAT. IRRENEFBA, ESEEANNNERHLHE
FEREIE—BIETEN.

EXR s mes LA Citrix Virtual Desktops:
1. #%4#% Desktop Viewer FH & & T#Eiko
2. ®EEO.
3. TR N2 RS zEES Citrix Virtual Desktops BR. HRENERBTANET—FFE.
4, 7£ Citrix Virtual Desktop TE#=r, #EE2R.
REDTEYT BEIH/H08.
Bx7 Citrix Virtual Apps and Desktops i+ EXIEEFAEERIES, BHSRAFLXE CTX115637,

FTENM
BERAPIKE LRITEINIRE

1. EAPKREL, MNEAREFPRHTEIREREEFERES,
2. AEPIREERIFL, BE “BRANK, HW ‘BGRER" M ‘BENFERER ST TEN.

FRRRRE

Citrix Workspace M 2R 2 EEHEX A WA F RN UK E &L TKERA S FIRBMELXN B ETRERE,
WUAFEM Windows i BB XA 15 1) 2 AR FR 2 Al = E
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EREBERTHRELRE L, Citrix Workspace MARFLEERLNIZENER, HEREREATRIETEFFE
HERNHI,

EAFHOEXEBREENZLELETFTRS B A, 5% HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver # ] & REG_DWORD f& DisableKey-
boardPopup, HEEIREN L,

=

AR

£ 64 fii it & 1 £, & 7 HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #&lEZ{E,

AL EEMRIUKE N 3 HMARRIEI, WNTFFAR:

« Automatic (5zh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E23#4) (REER): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF3#H) (REHER): AlwaysKeyboardPopup =0, DisableKeyboardPopup=1

REREAN

BILUEZE Citrix Workspace 2 RN A ERHINENAS R, BRRERESXEREZE, AILUEE Citrix &
s, Windows BT AURSIENRERF.

1. #@dia{T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER.
2. EIENEET ST, BEEEIRIR > Citrix 41 > Citrix Workspace > B K4,
3. EEREERESHER,
4. EEERAUNRFIEET,
5. EfEsh Citrix Workspace M BRZF&IE U EFI A E R E K.
Citrix Workspace W AEFX%iF 32 iGEIR:

Citrix Workspace A2 #F 32 MR BEMR, HBERLUMEZEPROINHEE. “Fia” HEURES e AR
RREFEhERRERE, RHITENBER.

JINCy

AMREEFTUSHTENGD, JEEEEMLTERERS. Citrix TERIRFMRFERFEHFIYSEHH

MIRREEB R AR, FEREMREFEERTEENKG, ERETMERZ T, BSBHITED.
EREHERE, ® Ml 7&E HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences ® F il — ™ & &

TWIDesiredIconColor WFFAFREMRMHARKHIRENMEE. BERTENEEREN 4. 8. 16, 24§ 32
fii/BR. MRMEEFEERIE, AP UUNERERERENAERE,
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Desktop Viewer

FRANEVZEFROEIWER. EXXAFPHREMKSENARNNEREEBFAHREMELEROELMAE, Ex
IS EN AP AR U R AP S5 B EENEEIRATENMEEERTF Windows 89 Citrix Workspace [
BEF.

YHAPEESHEMSERERN, &R Desktop Viewer, BFHNENSETUEEAGHEMSEHE, HATUEE
ERERRA. EiiFRAESD, Desktop Viewer TEEMEEA AP AEBT ODITFE NS EHEEAMEEAF
BN ZEmE. AP AUERR—RFIEE ERZA Citrix Virtual Apps and Desktops &R I E & ik FE A
L1 RHo

=

AR

/A Citrix Workspace ZAi2F Rl BRI E LNRESPIE, TEFER Windows“I=HER” EXEED

B,

Desktop Viewer FayE&mA

£ Desktop Viewer &%, Windows #i5i# +L fg@asithit &l
Ctrl+Alt+Delete ezttt Eilo
BUERRE. MSEAYMRE (Microsoft #BNTHAE) MIRBIALIEAAHITE.
£ Desktop Viewer By—Is#BITAE, #% Ctrl+Alt+Break &3 E O+ 2 Desktop Viewer T 221k,
Ctrl+Esc XEF)iTiZ AR E.
a3~

BUAERT, MR Desktop Viewer &Kk, Alt+Tab BERIEAIBME O ZEIRESRE D, 1R Desktop
Viewer 2 REENEOR, Alt+Tab BERFININEOZEHRERE D,

AREFIRH Citrix GITHRAS, M, Ctrl+F1 #7iEENR Ctrl+Alt+Delete, Shift+F2 EELREXMEOE
HZ RN FAERF. TaExT Desktop Viewer R 2 RiVEMSEE (BD, 3t Citrix Virtual Apps and Desktops &
iE) FERAREFY, BaUNERGNNAERF (BN, 3t Citrix Virtual Apps &iE) ERHREFT.

REPASKE
EREREFR, ARPTEEERIR—ENKRE. SRATICRESEFSNERESIENERE, BAlt, Citrix 2
- EERANZERE LNEFiREENEAAX TR —SKENER
s APANMZANRAHR—KE, HEEBERENBMFRFEMERINERIENER.
s BRANEZNSEAYE—KRENER, FREHERZGER
HAER, BRAMERIBFEMKSENITEN MBS ZEmH# TER,
WNRAF MBS EEETIEA Citrix Virtual Apps AR EINEZ AR, HBEZMALAE2MM Citrix Virtual
Apps B, Citrix B SMI—ENEREXREMRS, UEESENNAREFREFNRSERERGAET—&
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M. FRASIED, FMIERERAMEIRENLE, Fik Citrix Virtual Apps B2 R4 B K IRTHAZ ST ERES, LB
EISEE

RSHE T 2B
BRI LB AP BEhRIERIRSIE T8 BRI B KA,
EENENER, BRITUTIER:

1. BapEMREE=S.
2. SMBIUTRE:

e 7£ 64 fii it & # k£: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\Engine

o 1£ 32 fiiitEH L: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. gIEIMTIEMRI

« XA REG_DWORD

o B#: ST INACTIVE MS

o B 4 (MREFERSETRBRRER)

EEBIEMRIET, RSETBUESIMELIFAER, SMTHREENZ. BERILERRSETS, BRITUTE
E:

1. BEhEMREES.
2. SMEILITEBE:

« 7 64 {3t B # L: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\
o T£ 32 it E#M L HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\

3. QBT EMRDL

2534 REG_DWORD
o &#: NotificationDelay
o B U=ERNRunEmE (F%m, 120000)

Workspace i8I R ERNEES

BEERAAUREEEBIE, WEEERF BaM Citrix Workspace MAEFSIEFHEZAINZTNE B2, NRE
EERBTEEIFRIEE R B BT, RBENMIENEDRD, EBBM Workspace #iEH. REMBRARFMBEEET
89 Citrix Virtual Apps and Desktops 3&zk Citrix StoreFront MA@ E.

RESHEBEHER UGB AR 1 DHEIREK 1440 £, BINERT, FEEFREhEN, BEFAILUER PowerShell
RIRELE inactivityTimeoutinMinutes B, it FHERTF Citrix Workspace E2&#9 PowerShell #,

RARFAIRNT:
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o EEH=0W, SHZEFOFREET—FEN, BT —TATRIERICEHEIET.

o AEAREENFEMEREATHET 5 2#ie, BT ET.

s APAUBEREERHRENHBEERANAER, EXMERT, FNEtNBSREENERENE. HE,
A B HFHEULER LN ARENRIE,

=

AR

i

ERFAAEN Workspace (&) RI1ERERENEB,

EP&REITR (CEIP)

W ER YR BiEA BINBEXRMMTA
FEM AR Citrix P A32tE TR (CEIP) M Le¥iEaI#EEh Citrix #25 Citrix
EATF Windows # Citrix Workspace M BREFHRE. A

Workspace i RIEFIREREM  SEMMMELE,
fEREE, HEIKEIEREE
Citrix #1 Google Analytics.

Hthf5 =2

Citrix #1825 Citrix £ITHAEFROBEAEIE, HIZE Citrix Trust Center 289 Citrix Services Security
Exhibit FRETHEE 7 XS E#TRIF.
Citrix &/ Google Analytics M Citrix Workspace [z g E R L4031 CEIP —3849, & & Google
bR Google Analytics WERIEIRE.
AILGE U T AR XA CEIP #iE 423 Citrix #1 Google Analytics BIIhE (TESEZNES * 1I8RMHA Google
Analytics IREEMFMIBTTRMRIM)

1. AR EHEMXIEFH Citrix Workspace N BEFEfT.

2. EERSREET

LB B R e R EDETIXIEE,

3. EFEURWEE

4. EER, SRR CEIP ER725,

5. BH R
HE, BRIUSMIUTERRTFHEEIGEEE:
B%12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
FEMERD: Enable_CEIP

f@: False
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AR

— B EEHIBWREIHFIERERT, 15 Enable_CEIP EMRIMIAE N False, MREHFBERAAR
Google Analytics InEEMREH CEIP Btk (BMEIERSRRAH Workspace MBEFhZA) , ESME

T EMRIHZZNOR EE:

#%f2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP

EMERM: DisableHeartbeat
f&: True

Citrix Wrgeav4sE CEIP B tRaE:

BIERFhRA Workspace LAk~ BEENINBLE REOYE
Zx
Flash kg7 Desktop Lock E2& EE AfiEIhEE SRR E
KIEBAE BB E Desktop Viewer i2& FTED
EEEIR BshAdial Workspace i fA#2FiE VDAEE
SSON K& TRIEFRE REERT[E] EEREY
Internet Explorer higs
Google Analytics Waser94sE CEIP BiBTREIE:
BIERGHRE ™ Workspace lBEEFHR B RiERE Workspace M HEFE
> =
RIEBEF EEEIR EREDIY VDA 52
REEFRE TRIEFRE ERImERER R FAEERE
HEhEFTE D EEPOERER B AR HRIFEEE RRA AR R A
BRI
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AT RAREMRSHIENZ MY, HAaEF Citrix Workspace AR SERAHNRRZEMNEERS, Citrix
Workspace N2, SFHEBESHRIE. FiFEUK Kerberos BB EHIIE, AMREZHAEEENSHRK
ik,

HEBEDINIE
B SEREEATFEMIEHITRMRIE, HFEEFEEMBTEMIIERRAIER Citrix Virtual Apps and Desktops.

L% R Citrix Workspace M A2FB, BHERBEERENNBEFMESEmUK “FFia” ReigE—imRs
StoreFront, FRE® SERE, EaUER Citrix Workspace R AEFH B5h Citrix Virtual Apps and Desktops
RiE, MABEEMRNENEIR,

Fi'e Web RIS 23 ERE R EERARENR (GPO) EBRIRREBELRER, BXEAARKENREEEREELSE
FHFAMER, BEBREET Citrix Gateway E2& Single Sign-0n.

TR LMERA U TERETEH T M REHARLENEE Single Sign-On:

p

+170
ul

)

LI REITIEHEE Single Sign-On
BESHREIETRESSER, BRTUTSE:

StoreFront LWEEE.

7£ Delivery Controller LAZE XML 51EBRS.

&4 Internet Explorer i&&.

%A% Single Sign-On 19 Citrix Workspace K2R,

> wnN e

7z StoreFront tECBEHE S&F

Single Sign-On AFEIHMFHTHMBIIE, HERZHRER Citrix Virtual Apps and Desktops, MAZREEH
SN AEFRKSEEITEMRIE, A Storebrowse SR RINMNAEER, EHEREREANEKRENNBIZ
FHRE—icfziEs Citrix Gateway fR588, B1F “FFi8” X8I&E. BE Single Sign-On 5, AILURIN MRS,
MEENBARFHNSEURBHFARENZRIR, MRS RENENERE.

#R#E Citrix Virtual Apps and Desktops 28&, BILEREEEHIAE StoreFront LEREE 2 SERFHWIE,

BETRTBFRNANREZENEE:
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FAfY

StoreFront L8 EER SSON

FEEAT Web #9 Workspace
i)

REFMAES

Bzh Citrix Studio, ABHEENF
BlE > BB MINIES% > BEE
Hig,

B AEE > ERTF Web 1
Workspace ifi 52 > EES {3 IIE
Fi% > BREEE,

i@id Citrix Gateway A2 E Single Sign-On

i GPO EIE#EMRxd Citrix Gateway B2 AER.

HtfE2

%43&E R Citrix Workspace M/
BFEEERERN, ExEmE
BHRIEAENEEBYIR AP
ZMEE (WRATA) .

%:&%8 7 Citrix Workspace FZf
BFEEERERN, E2E0R
SHWIEAE NS BB AP
BFES (NRATA).

. @iTiETT gpedit.msc fTFF Citrix Workspace M AB2F GPO BEEER,
. EITENRET AT, EEEERER > Citrix A4 > Citrix Workspace > i P 531811,
. EFEMT Citrix Gateway 9 Single Sign-On %8,

1
2
3
4. EEEER.
5. BENABMHE.
6

. BfftEsh Citrix Workspace Bz LSRRI Ko

7£ Delivery Controller LFf2& XML E1EARS

7z Citrix Virtual Apps and Desktops £, &R H47E Delivery Controller LiE{7LUF PowerShell &<

asnp Citrixx Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $True

&4 Internet Explorer i&&

1. {&/ Internet Explorer % StoreFront [RE&SFIMEIAEIERTIR, Ak, EFEE:
a) MITHIERBE Internet i1,

b) #E%£ > 7 Internet, SAFEEHIES,
kB 2R Intranet 50,

C) EEEL.

d) FINEMAEZEM HTTP 3 HTTPS #iX# StoreFront FQDN 89 URL,

e) BENAMHEE,

2. 1% Internet Explorer HEEF SHRIEIRE, ALk, BFE:
a) MEHERSE Internet £,
b) BERSETF > SEEMIER,
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C) BHAEXARS. ERNEERRLZE - REENBSKEED,

d) EAFSHRIEERES, ERERAYFAFPaNEBamHER.
i!‘ User Authentication
2, Logon
(O) Anonymous logon
() Automatic logon only in Intranet zone

(O Automatic logon with current user name and password

(_) Prompt for user name and password

e) BEHERNABIHE,

FRGSTRALEERER
A /includeSSON Fx% Citrix Workspace R AEFEHEFHEE) Citrix Workspace [z FTEFF LAEFFEVE
EM.
=W
MR ZEEATF Windows B Citrix Workspace [ B2 BY R R Single Sign-On A, MARLZ 56
/includeSSON FxAHEIFRIRAH Citrix Workspace R BIER

EREFRAF REAE Single Sign-On

1. #3 Citrix Workspace MAEFZREX#H (CitrixWorkspaceApp.exe)o
2. Wik CitrixWorkspaceApp.exe UBEHRERR,

3. TRARERERRERSH, KEBARSBERIET,

4. BET—F, RAERBIRTERRE,

I RIRMAF ZBAAIGEA Citrix Workspace NBREFERINENAEE (REE—MHEAREE) -

£ EAT Web 1 Workspace FEE Single Sign-On

A LUEFRA RIS R EEEREEAT Web 89 Workspace EEZE Single Sign-On.

1. @517 gpedit.msc 3TERTF Web 89 Workspace GPO EI21EiR,

2. EHENEETST, BEEEIEER > Citrix £ > Citrix Workspace > BF 54183,

3. EEAMAF ZEEREHEEILBERNERR.

4, BEEREESHWIE. ERAIFERT Web 89 Workspace EREHNERERETERSS L#HTEHR
iFo

5. BHEAWWAE ICAEERITEESHIIE, ETRBLI EMSHRIERE, HATFEREERE LEEEE.

6. BEHNAMAE.
7. EFEERT Web 89 Workspace LRIV E R E K.

B RIS EIESRRRIEREEREA Single Sign-on, H#i@#&E ssonsvr.exe HERBIEEIET.
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&/ Active Directory fi & Single Sign-On

B T B LU Active Directory 45588 A Citrix Workspace M FAEFERE BB S AT, EXMIERT, 7
IUSEHR Single Sign-On &1H381E, MEAFREAELREIETL, FI90 Microsoft System Center Configuration

Man

1.

ager.

T#; Citrix Workspace R REX 4 (CitrixWorkspaceApp.exe) HEERESENMELE L, HH
E=%ET Citrix Workspace R RiEF 8 BRI ENS MBS I IRIZ RE X .

MiEATF Windows 89 Citrix Workspace [ F#2F FHTERE CheckAndDeployWorkspacePerMachineStart
.bat &iR,

REBRNALURM CitrixWorkspaceApp. exe MAIBE AR,

7£ Active Directory AAFBEEEIEHI A, 8N CheckAndDeployWorkspacePerMachineStartupScript
.bat fEABEIEZA, BXIBESEHHIAMNIFMER, 1ESR Active Directory 453,

EHENEET SF, BRESEERER > HIN/MERERUZR icaclient. adm X,

A0 icaclient.adm BiRfE, HEHENERE > EIBER > Citrix A% > Citrix Workspace > B 5
R3IE,

EEAMAR AR REHREIRENEER.
EREREES MK, ARRENMH.
BRI ENUEERE.

7z StoreFront tECEHE A& F

StoreFront it &

7 StoreFront fR528 LT Citrix Studio, ABEZRSMHRIE -> FM[MESHRIESZ, EHFHEB,

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway
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BRI
BRRIESRRRNBHFRERER L, SFCRIREERAAIBZENBHNERBANZRE, Citrix Workspace
M RREFRET BTRILEARMEE FF0ES ORISR,

RTER M, RITMERETAEIENR (GPO) HISRAE SHIRIESEEME,
AR
HERERIERBERER.
EERARENR (GPO) R AEMHEIHIIESHE, FHITUTERIE:
1. &d551T gpedit.msc T Citrix Workspace [ BiEF4A ST R E RN,
2. HIBNEET ST, RESEIER > Citrix A% > 8BRS,
3. EEESHIIESHERS, EEUTERZ—:
- BB BETREHRBRIELHREFEERE F. XERMINED,
« BRA BREORILESRAEFHEEHRE L. RANIEEMBN, BAEMBNEE.
4. BEHENAMAE.

BhR4s 2106 &2, Citrix Workspace M AREFRIA TR LERMME FEESHRIESEIEMED, BRTRE
GPO EZ&4h, EaJLUER Global App Configuration Service 2 1FfEAssthbiizz_E 7765 S HHIE SRR,

£ Global App Configuration Service 1, ¥ Store Authentication Tokens BMi&EH False,

BXRFHMES, 15218 Global App Configuration Service X4,

fERESS
AIUERRERERETIN, UHR Single Sign-On EMERRE, TR AESNAERERET, HEREE
#R
1. ABEE@EmxiEgse Citrix Workspace MBEFEINR, AREHEHREIET,
LB Bk B AT EE,

2. BREELENTSS.
SRR Citrix BBEXNERE O,
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(@ Citrix Workspace

Advanced Preferences s

Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar

Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace

Delete saved passwords Support information

Netscaler Gateway [Default] w oK

About

Version 4,13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices

3. MiEEEEF%EE SSONChecker,

4. BEET. RER—M#HESR, ERNEHIRKES.
RENEREOESLUTI:

1. KE: ERRERERNERER.

« FEERINCRAZBELEREELER.
o BEER D IEREXNERNER.
o BN X ETREERERERERER.

2. RIERF: ETEE EETURBMRRNER, E4KREF, K Single Sign-On,
3. B ERULRER. fla, R,
4. Wist: fERBEITRRENIHAE .
5 HARER: TitEIrEEREY, MREEXVLHEMER,
BRREEXEMERMBENERNIFAER.
BERITUTIR:
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1. BB Single Sign-On &,

2. BREIEHR.

3. MERMBEFEM: 2E%E “Citrix Single Sign-On” 1§ B AMEIRMBIZFIIRFHE—NET, HITRLERERER
FAMBNRERA RER—MREBEETIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIWMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2IEHEIETTo

5. HHEE: MIAMERT, WEBEEERF KL,

6. Internet WR2XIHIGE: HRIE Store/XenApp Service URL FHINE “Internet 3&H” MR £ XKIEFIER
#,

MREIARBEELT XY, KEPHMEFMELRN, BEESFITASREENE O 8EEPIRAIEREX,
UK BRMIR Y E RS,
7. StoreFront BWEHIIES o

=z

AR

o BB EERTF Web 89 Workspace, MR RRIER.

+ 908 Citrix Workspace E AREFEER Z NN AREE, WSEMEERBENNARE LETEHRIES
FEMR o

o ISR REFNRS. BRINRER .t

PR “BREER” BOFH “EENESR" &M

1. &idi51T gpedit.msc $TFF Citrix Workspace R B#EF GPO EIEE R,

2. #%Z Citrix 4AfF > Citrix Workspace > B85 > DisableConfigChecker.

3. BEEEARREEAEEMEFNEERERIET,

4. BENAMBEE.

5. 1517 gpupdate /force &%,
PRI
B ZEIRAEIE Citrix Virtual Apps and Desktops BR$588 £ “IsE &% 5 XML Service HiER” BBBMICZE =,
St

Citrix Workspace MREF A EEREIFCES (FAEERERLAEFN—ORME) RITEMRUR. SR
R AT EEBNHIANEAR (ping.citrix.com) & aiAE, LiZETNit AT EE BN ER R BN R XIE (BMEIRAAIA) MENaTsE
BEz—, BEnfTllid, EABBHEMXIEFH Citrix Workspace MBEFHERSHEIEN > BERNELS. M
i#%5&K %R Beacon checke (EiTieEes) HEHET.

MIRERATBEA U TE—1ER:

« @[iAial - Citrix Workspace R 2 eI B TIBX R (51T
o XA - Citrix Workspace M BEFTEB R 51T
o Ex AT - Citrix Workspace [z FBI2FFAENS B BN 4 B R 54T
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} =r

AR

o TEEAT Web #9 Workspace &, XEEMAER TSR,
o MIRERATLURFRIRSE . IREFIBIAMSHI9.txt,

1&id Kerberos LI RYIE E & & 930

®EFGER T EERTF Windows B Citrix Workspace B B2 5 StoreFront. Citrix Virtual Apps and
Desktops Z a2 HiE,

Citrix Workspace M A2 F X A E RS R E XA Kerberos #1718 B & & 14101, Kerberos @&k
Windows SHIE (IWA) P EEHN—F BB IIES .

BRARE, TFE Citrix Workspace N BI2FHNZBEIRI#1T Kerberos H3%iE, Eitt, AJLUBAIEERA &S EAES
WA EZEIF AR RN S RAS KT, AP A UERERSHRIESEBRHIFRIERHNER, Fia0, B80S
Z R EYFIE S ISR,

FREREERINERE TEERSHIIEM Citrix Workspace i B#2R. StoreFront. Citrix Virtual Apps and
Desktops B¢, Citrix Workspace M AEFE:

1. £ Single Sign-On gAiEAEREEEE PIN,

2. fE/ IWA (Kerberos) [ StoreFront iEFF 514, A%, StoreFront mf&M Workspace M BEFREE
A Citrix Virtual Apps and Desktops {5 E.

AR

[z /= H Kerberos LU= ERSMY PIN 1278, IR KA Kerberos &#4343iF, Citrix Workspace Rz
FRERE R ERER StoreFront #17Z 3 1KIE,

3. HDX Engine (Z#i#i7 ICAZFiR) REaE+ PIN i VDA, MmfERF&RE Citrix Workspace [
EF=iE, Citrix Virtual Apps and Desktops FigiRitiERIE R

3% Kerberos &14303EATF Citrix Workspace M2, EHEREN Kerberos BEBERF & LU T &M

+ Kerberos R7£ Citrix Workspace [z f#2F 58 TR Windows Server i5i9ARSS 288 > aliEfEM. AR
SBREXNABREEEK, EaLGEE “Active Directory AFFIITENER" TAREIZE,

o AFEIAN Citrix Virtual Apps and Desktops /g M Kerberos, 77T M HRER Kerberos,
EEE 2 REMAIE Kerberos IWA %R,

+ Kerberos #RFEATFREBNERAEEASHNRIE. BEFRIEENERE SHALIRTRAEIBHNTE R @R
FiEE.

==
=

i

AMRFIEREFT LIRS ERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HSBRHMBRAEEBFUBR, ERAEMRRERTEIENN, EREIMRZE, BESCHITED,
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i#id Kerberos LIS EESHIIES S EERESER
e R(EZ /I, B2 Citrix Virtual Apps and Desktops B RIF S E D PR EEEEE B
LEFERT Windows # Citrix Workspace MBEFH, BEESUTHSITER:

e /includeSSON

e E TR TE IO 893 B A £ &= % Single Sign-On A, MMEEHN TEXEESER IWA (Kerberos) &
StoreFront #1T513303E. Single Sign-On A#1&EEE£ PIN, HDX Engine TEi48 6k RREHAEIRIZIZ
%35 Citrix Virtual Apps and Desktops B¥=fER Lt PIN. Citrix Virtual Apps and Desktops BzIME
BEREER—MERHM HDX Engine $%#581tt PIN,

EINE R TBA—1MEXIEm ENABLE_SSON,
MRRLHIEPELIL1EIZE B A Single Sign-On, EEAERENREERIRAEE Citrix Workspace AR
1. &idi=1T gpedit.msc $T7F Citrix Workspace R BIZFA KRS R EEIER,
2. EFREIEER > Citrix A4 > Citrix Workspace > FiF B{383F > Zc#t i {2355

w

. EEBAEBRS B,
4. EFEs Citrix Workspace R LUEFMRAI B E Ko
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7z StoreFront fR$5 28 LACE S IRIEARSSEY, R “HEB” EIM, ZGBREAEM Windows SH18iE, THEiE
FERRED, FRIFEEEARMNREEF inE RS s FiEREE StoreFront,

BXREee AT StoreFront (NS S, 551 StoreFront XHEHIVERE S5 10IERS .

Baek
EATF Windows 89 Citrix Workspace MBEEF U TEEEBHIIE:
o EXESHWIE (Single Sign-On) - YAEAE R Citrix Workspace MAREF, BEESHEIETHRERKF
&8, Citrix Workspace MBREFZEUTARERBRNER:
- EABEERER Citrix Workspace i ARFHEMANENIE B RS 1TS B IRIERN A B ahE M)
SEMNARER.
- EEASERSENELT, SYFERMAENIEE EETTH Citrix Workspace AR, AP HME
RENERA BRI E 'S AR,
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BESMRIEREMFER StoreFront # Citrix Workspace M B#EF L WEEE,

o WIRXSHIIE - WEXSHWIEAFRAEERAEERFSRNBABIMENZE#TIER. TACREERN,
BIEALLIhEE. B, BRIEPEIH. BTN IURRETHANABIES ATFERNRASHIIE, HiF
DisableCtrlAltDel /5%i¢E % False LA FERSER, WERXFHRIEFE StoreFront B2 &,

WS ERANIR S IRIE, StoreFront EER A UA AP HYE— N AEEFERRF B8 54518050 L
FEEERBMIIE, /55217 StoreFront 5% & h#t TR, E5% StoreFront i,

o ZNIER - MREACERSMER, WETBTRENEEFR. IREFEERFENRFS, WXEEHERATHE
APFi&& LETHPRER AER, &1 Citrix Workspace A R,

o BRIRERZMHIIE - EFHIEBEMRIEREER Citrix Gateway 1 StoreFront E2&,

- EE Citrix Gateway Aial StoreFront, EBRE RGN AEITIHITE R,
- 3 Citrix Gateway SSL ECE & ERGEIEFIHIEBSHIIEN, REENRS, BR, BHEFIHIED
BSOS R B HRIETRFES.

o WEKRIE - MRBENH, WHEETE Citrix Workspace [ AIZFMAF M EINRE Z B2 EE,

o TRHERENNBER - XIFSERNNAERE (0 Microsoft Outlook #1 Microsoft Office) iR 3¢
Citrix Virtual Apps and Desktops &iEFF M ITHFERHINE,

o IEBHMIFEEERER L, MIFFEERFIEE L.

« Citrix Workspace ARZFRAMRERFIEREZFER, BHERENEE PIN. PIN (EAFRIEHREEEFEIE
DURER, FeFHEEEETR,

o EANEHREER, Citrix Workspace MAEFFAREMEERTE,

o HNEREESHNRIEHTRER, Citrix Workspace ARRFALZIFEINE AMSE (VPN) B EERHKIEM
BEh. BLEEEA VPN 5EEEEEMIIE, 1§% % Citrix Gateway & @it Web TEER, £E—S#E
FE#eRH PIN #1784 53, A Citrix Gateway #EHHER BB S B KRIEAIR StoreFront RMERTFE#E
®AF,

« Citrix Workspace R FEFEHEF S citrix.com &5, B Merchandising Server 5 Citrix Gateway
BB NIEIERRS.

==
=

33

HLREFTEREIMR. IMRFERCAFTITERSHNEE, JREFEENRERERS, Citrix TARIER
M RRESREAT S SRR REEBE URR, ERIETIMRZE, BSHHEITED.

BRNEREEIHIIEEA Single Sign-On, EHITUTEM?E:
BEEERT Windows 1 Citrix Workspace MBERF, BELTEHRGSUTHSITIER:
« ENABLE_SSON=Yes

Single Sign-On BF—1MATFEBESHRIENAE. BALIZERPELE Citrix Workspace LAREFE_ZXRE
T PIN #270
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o fEEMRBIESRT, SMEIUTEREHE SSONCheckEnabled FRHBIGEN False (MBRARRERAFR
Ao

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

tesEApRmA R LE Citrix Workspace R A2 S 13 10IEEE I EXK Single Sign-On A, HibsiF Citrix
Workspace M B#EF A StoreFront #17 &3 30IE.

=} StoreFront EAE 85K WIETMIE Kerberos, A TENGSTEMZEERT Windows & Citrix
Workspace MEER:

o /includeSSON ZEHSER (Hif) BHWIE. BASEEEUNEHAETHNERESHIIE,
o MNEAFFEAZEEEUMIERT Windows 8 Citrix Workspace MABRFE MBI : (GIRAAZMED)

BERIGE, WS TWlT:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No
X AR EEREHFER, FaFEER Citrix Workspace B2 Citrix Workspace M ABiEF7EM PIN.

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RIS R EERIER.

2. HEEEEIR > Citrix 4B+ > Citrix Workspace > B B{5I8iF > At A~ {6,

3. EREREBSHRIL. RIERENZ2IRE, ERAME ICARITEESHRIDATUAERBEREES
R8I,

EcE StoreFront:

- EEESMNIIERSE, HEPEEREIRE,
BXRIBEEERAT StoreFront MIFAER, 55 StoreFront XA E 515 I0IEARSS .
BEAPIREXIHEAEER, BRITUTRE:

1. BIERMANMERIERSNEENERAE,

2. REMMEINEDEL.

3. REMAEE Citrix Workspace M AHEF.
EEOEBRIEEA R, BRITUTERE:

BUAERT, MRS MERE, W Citrix Workspace N ARFFRRAF MFIRFIEFIER, &, AT Citrix
Workspace RZFAEFRE AEARINES (RIBEEERIRMHERE) SULETHRIES. IREEENNERIES, 1
ZMEARALEN, HREEREMAIBERT ERNET,

BRIEBUMAEUTHRARR!

o ZHthitEA_ERSHRY S AT EITEIE R A M.
o EREQRLAER RSABZEEAKEN 1024 {iI. 2048 {5 4096 i,
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o BIRRARNEERFESR,

s EREERAEMUAB AP EEHEZFR (UPN)

o ERAERRAMNEEERFERNEF SN IIISFEERRX.

o IEBMAEHERPENEBMENE Z — B ACEIRS B/ TLS BFNLEN AR SIHEFR (DN) 22—,

ERUTHEEZ — A BUEBANERE S

« 7£ Citrix Workspace M Bi2Ff<1TH, 15T XM AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry }.

BRiIAE R T. WF SmartCardDefault = LatestExpiry, MIREZMNERFE LM, W Citrix
Workspace [z B2 R~ MARIEE—MER,

e ML TFIMERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY_CURRENT_USER HE X B KELESTF HKEY _LOCAL_MACHINE fhpy{E, TIEGFHEEBHAFIEFRIEE,
ZFAH CSP PIN 1275, BRITUTIEE:

BINERT, mAF E5R8 PIN f2R8EAF Windows B Citrix Workspace M AEFMA S E - EMERSRE
#2F (CSP) 121#t, Citrix Workspace AREFEREMETAF KA PIN, /5% PIN 53454+ CSP, MNRE
MRS R R EEENRLER WAAFESHERERIEERE PIN) , WA Citrix Workspace A2 FEC
ERfER CSP AHLIEIE PIN %8, G#F8A PIN 12T,

ERUTAZEZ—EX PIN ZENMIES:

« 7£ Citrix Workspace R AfZF & <179, 15T IR AM_SMARTCARDPINENTRY=CSP,
o ¥ LTI {E 7 M0 B SE A R W HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRERFFMBIREXR

FEERES BE-ERTEH Citrix Virtual Apps &1 - 3R 7 Citrix Workspace M AREFHBEIEE e ERE NS DRIES X,
N4 ATEERTF Windows 89 Citrix Workspace [ FHiEF LB BN A SES LIGaHIEH Citrix Virtual Apps &%,
mA A7 Citrix Workspace i BREF2IEHNAREERIRS.

PR

FEREEEEHIIEESR Citrix Workspace MBREF =, BREETHBEER,

REEH

372y

+
RELZEEREXNIMEETF HDX PC/SC WEREREEMMH, ERER WAN IFRRERERFRN, ARSI,

X Linux VDA ZHREE B+,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 163



iBEAT Windows 9 Citrix Workspace R BiEF

Z7z Citrix Workspace L AR2FHEARESZERER, BRITUTERE:

ZUNBERT, WESERERE VDA LR FEARE, & Citrix Workspace R EREFHATERRS. BEEARE
HEEEE R, BEXBM StoreFront ity default. ica XEFHEEUTSEC

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

Z7z Citrix Workspace RRZFHEAREZEFER, BRITUTERME:

Z7£ Citrix Workspace M E2FHEARREERER, BEMXEH StoreFront ib =1 default. ica X
k% SmartCardCryptographicRedirection £,

BEXEAER, BEAEEF

mEE Citrix Workspace BT R S 9 503EF

Citrix Workspace MAREF3INT HEKITER (GPO) HEr LB BA@ERA Citrix Workspace TR TE M, IHEE
B&fE Citrix Workspace R 2B E RGBT BahE R Citrix Workspace, NEHAMATEREE LM Citrix
Workspace BETHER® (£RER) B, ALK,

REMRIGE(ER, YIRBUTHRA:

s WBEARAER.
o MITEEMERmIERPIE SelfServiceMode B$AIGE RN 0f o

BRITRTENIIE:

1. &Sis1T gpedit.msc 7 Citrix Workspace [ FBiEF AR R EEIEIR,
2. EItENEET AT, BEEERER > Citrix Workspace > BBIIRS.

3. #FE@E R Citrix Workspace HWERTE M HMIEREHBHIZEANEBA.

4. BEHENANHE.

ZR\BlE

May 14, 2021
EFEAUTRARERER Citrix Workspace ZAiEFiERE, UERSHHITERS:

« Citrix Gateways.
o BAIE: WEREA AR LURYE B ARtk Al O A PSR LE SR B &,
o EIER9ARSS 88,
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« xR Citrix Virtual Apps #&: SOCKS RIEfRS#BHL L RIBARS R, LIRS 28 7] BIPREIXT L HIIAIA]
MEBEMERIAR, XEARSZSELIE Citrix Workspace R ARZF SRS 2 EIMVERE, Citrix Workspace
R AR 1 SOCKS F1REREMINL

LI 5

SmartControl A &2 REEEM LR MIFIEN KL, FId0, EIEFER AP EEEMNEIHTERE. &9
LUfER Citrix Gateway £ SmartControl ThEESLIURIE,

% Citrix Workspace [ZA#2R#1 Citrix Gateway BF IRk B, ARE|AET WK, EXMERT, BFiH
HFTER A SmartControl ThaE, RATF RS ERFEMX, AR, FJUFEALLE ICA {32, Hih ICA KEIRE
¥r&MER SmartControl Thie, BfE Citrix Workspace BB 2 Citrix Gateway SBEERRRIAL R0,

Citrix Workspace MABEF %A NetScaler LAN RIBEmSIE, FAHERBEGREE2MISARE, RE
EITE AR AR S 25

AILAER LR A ARCE b U

o BHSAE BIRHAREINEMEOSREERERSS.
o SHANIE: ALUERAREES DLL Z— 1M MIERS B HPEFEE M IERS .

AL AR R SRR R E SR E 0L,
BREIERBIAES, B51 Citrix Gateway XR4eREgH s CA I,

HILRIES S - ioE
AR

NRFENEE T #HSAENNSAE, WiSHERENR.
fER GPO ERRIRACE HuhUHE:

1. @dia1T gpedit.msc 77 Citrix Workspace B B2 SRS R EIRIRR,
2. EHENEET AT, BRESEER > Citrix Workspace > R H.
3. EEUTEmZ—:
o WTFEANE: EFEFoHECE NetScaler LAN RIEERE, #EFEERH, ARRMEENEMNKAS,
o WFEHENIE: %EFEA DLL &2 E NetScaler LAN IZHRES, EREEH, SAGRME DLL XXHH5E
1%, %0 C: \Workspace\Proxy\ProxyChooser.d1l1,
4. BENBMWHE.

fEREMRRIESRME HIb IR
o WFERSHE:

- B REIERHSFME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,
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- ¢/ DWORD &5, $1TFFiR:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb

o WFEIEHE:

- BEEMREFEERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.

- 6 DWORD {1, $ATFFiR:
"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dl1"

TLS

EmEReM (TLS) BEA SSL (R2EHEFRE) Wi, ERMIEZI(ENA (IETF) 738 TLS FREUTERNF R
$hE, BEEZATLS,

TLS B EMRSZFZ M. HERMBAEETEMRLE, REREHERENR2, FLEAR (BEXEBNA
R) ERMER TLS KRBHIBBEENR S, XLEARTTEEEREARIENME, FINBHRESRERAE (FIPS) 140,
FIPS 140 2—MN&t5 .

WERE R FI&&M Citrix Workspace R F1ERF, 8% TLS MEBIEEEEN. BXFIP StoreFront B/
B, 529 StoreFront Xt % £ 5657

MR
BEBARABREBS.
BB A F E M B AT AR R

o SBEIGEA TLS: HATBIVER TLS BFEAFAREENNSE (81 Internet) HIER,
« 38%fEF FIPS (Federal Information Processing Standards, Ex#B{s SQEARE) : SEEARTAINE R &
M NIST SP 800-52 #IERIN, XLEETRRIAL FE AR,
o SREIERFERAR TLS F4FER TLS ZiEEM: Citrix 23 TLS 1.0. TLS 1.1 1 TLS 1.2 #hi¥
o UERIFERS SR,
s RERTERBERSHIED.
o MERERIRS F|IEBIMAL K,
o BEERENEFRIED NRERSBEENEREFHIED).
ATHERSY, ATEREHERFA:
« HEIBEMH RC4 # 3DES
« B8R “TLS_RSA_*” MZBEH

+ TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
+ TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
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+ TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
+ TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

+ TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

+ TLS_RSA_WITH_RC4_128_SHA (0x0005)

+ TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

Citrix Workspace MAREFNEZHUTEEES:

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

33F DTLS 1.0 B, Citrix Workspace R ARZFNZIF U TEBRERF:
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

TLS &5%

1. @idia1T gpedit.msc #77F Citrix Workspace R A#ERF GPO Bk,

2. EHBENEET AT, REEEERIR > Citrix Workspace > MR, REERE TLS MEMEXERE RS,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLEREUKINERS SR LEE, REU TR
AR
Citrix iR TLS UEMLeEE,
a) ERERWFIEEZER TLS L5EH Citrix Workspace M BIEFX 5B £ %M FAIEFN S maviEss
fE/ TLS,

b) MREMEMBEX THIFIRS, EFHERAYEDR:

i. - FRHHMITEMER
ii. SP800-52 - i%#% SP800-52 LUEM NIST SP 800-52, {NXARS2FHMKEM NIST SP 800-52
NN P Vb= dlifu A0

=

e =

Rk SP800-52, NIKFHE=NER FIPS #iErINE, BMEREREA FIPS B2k, Ei
B A Windows R AL INZE: & FIPS FEZRATME. BWAEMESR, &N, Citrix
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Workspace MR RIRER T A EZE B RGN AEFNKE,
WNRi%EHE SP800-52, BRI P MBI ERIGE R NFTETLIHEEEM CRL,

%% SP800-52 5, Citrix Workspace M A EFGIIERSF/IEHBEEEM NIST SP 800-52 #H#JiE
o WMBRSIIEBREM, Citrix Workspace R BIEF A ETEER.

i. B FIPS - &R IETIERHIER FIPS HUENNE, EXAEBRERSASERPHN Windows
TR RAME: & FIPS RREZATME. BEMESZ, BN, Citrix Workspace MBEF
AIRER A EE R B RN BIEFM S,

MAFR TLS RSB/ THXNREF, ERKOS, FRESSRBINTIRATHHF Workspace BEFX
EZIEENRSS. JUISEBERMIEOS, i, *.citrix.com: 4433 ¥R O 4433 LiEE
E2RAE LL.citrix.com £EMNEMRS 2R, EENMAZHRSLSIERTNEEMNERM, R Citrix
Workspace TXiRAIHEEMEE, EZEHIEL,

M TLS hxASzem, SR TERZ—:

TLS1.0. TLS1.15 TLS 1.2 - XRBINIRE, NEX TLS 1.0 BERAMFERI SERE A BIVER
[ligen i

TLS 1.1 5; TLS 1.2 - FA LRI AT M RiEEMER TLS 1.1 5 TLS 1.2,

TLS1.2- IR TLS 1.2 BF WS EKR, MEINERILIETR,

TLS Zi& - EsxtlERREN TLS BBE, 1H%ER ‘B’ (GOV). “B5”(COM) = “2%”(ALL). 7=
H L Citrix Gateway BEBBER T, EATAEZEEEE COM, Citrix Workspace R A#2F 2 #F 1024,
2048 #1 3072 fIKER RSA &R, Itboh, EXxFF RSA BEAKEN 4096 UAIRIEH.

=

Citrix REIER 1024 (i ER RSA %5,

o FE REN ERT N, RFRERKHATERUTERENES:

a
b

) TLS_RSA_WITH_RC4_128_MD5
) TLS_RSA_WITH_RC4_128_SHA
) TLS_RSA_WITH_3DES_EDE_CBC_SHA
d) TLS_RSA_WITH_AES_128_CBC_SHA
e)
f)

)

g

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

- BA REN “BATH, MATERUTEREMS:

TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256

a
b
c

)
)
)
d)
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o B RERN ‘BB, XATERUTERES:

a
b
c
d

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

— — —= =

a) MIEBRENETREREH, EFUTERLD:

o ERIFRMEHIER FHRE - ITIEBRETIREE, EARIERRHETIRT HE,. FEIRASHHZ
B, 3FFB4% SSL Relay/Citrix Secure Web Gateway BRSS 23 H R AR S SHE B IIERIR, BHIEH
mEETIRHAERFIEIRIE,

o TEWFARE - ITIEBRFEFIRLE, FRAFTHIEBRHEIREFENMED LR, NRRIEPHNHE
BR, EERBHRIEL, ERIEBRETIRHIFLIEBFRS SFRHIARS SHIEBAIXHE,

o FEX2IHPEEN CRL - ITIEBBHEFIRNE, ERIEBMAIRIN ERAZMIERBHTIREFMHE
MFBED KRR, MRELFEBHREER, EERIIESL, EHFMALENIERRFEIIRNBIEFEREEE.,

o 2RFETDIHENEMN CRL - RITIEBRWIIRIEE, BFR CA, EAZKMIIBRWTIREMENFAE
DER. MRRENEBHNBEBER, ERR/RIEL, EXRFMELENIEBREVIRNRIIFEEE,

o T - FRITEMEBHHEIIRLE,

a) fEFA%KBEY B OID 7y LU Citrix Workspace [ B2 FIREIANEZESIRE T FEIEBIMA REZHARS
28, MR XFHEMEY R OID, Citrix Workspace ARRFRUEZEEHEEY B OID MRS 2IEH.

b) MEFIRSHIIERSEH, HEEUTERED:
- BEEH - BFREFP RS HIIE,
o BRIEFERERS - IR AP ERIES,
o WNRFTEE, WBEER - XA LUEREIRFIBIEBRETAF.
o RECE - ETRREER PRSI,
o EAEERIES - FRE “BRIHIER” ERFHMKENE A HIER.
a) EAEFIHIEDREREEMRIEBIEN, R RUEMRRAF,
b) &R AIHERIF LIRS,
UTR5IRE M T AERFI MRS E AR S S
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Direct connections

TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Yy Y Y
CcoM Y X X Y Y
Any GOV Y Y Iy Y Y
ANY Y X KX Y
CcoM Y X KX Y
coM GOV Y X X Y
ANY Y Y i X Y
coMm X X X X X
GOV GOV Y Yy X Y
External connections with Citrix Gateway
TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Y Y X
com Y X [x Y X
Any GOV Y Y 1Y Y X
ANY Y x X X
com Y X Y X
com GOV Y x X Y X
ANY Y Y i X X
com X X D X X
GOV Gov Y Y |y X X

i

P48 BA AR A AR 3R B ARt b A s O A VSRR I BUR E@E . MREBR AE, MEAF Windows # Citrix
Workspace [ RiEFHMEEB LB AES Web BRZ28M Citrix RS 2581,

¥ A Citrix @50

R i) || EHER

Citrix Workspace A  TCP 80/443 5 StoreFront i&fE
B

ICA g% HDX TCP/UDP 1494 ARl AEF MRS E
BEESETEMMNICAs  TCP/UDP 2598 RN AEFA RIS E
HDX
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P KA %0 HHER

EF SSL®ICAzgtHDX TCP/UDP 443 IR B2 AR E

BEXHOMFAER, BESHEFMIRF0XE CTX101810,

RIBRRSS 2R

HRIRARSS 28 FA T IRGIMILE A9 N b A HukiA 1R, HAEERTF Windows B Citrix Workspace M AEF 5 RS 282 i8]
MiEHE. Citrix Workspace RZR#2F 35 SOCKS MR REMNIN.

SRS a3#1TESEY, Citrix Workspace WAEFEREIEITIERT Web i Workspace #IARS 28 EinfZBBHIMR
BRSNS,

£5 Web RS 3#Ti@(58, Citrix Workspace N RI2FRERED AP i&& LEIA Web 1412889 Internet i&
BHRTRENNERSS/ILE. EXNTAERMECE B P& EBIA Web 152389 Internet i8 &,

ERAMREESEERIEIRE, LEET Citrix Workspace M BiEFEEESEPRANFARIERS 2.

T

2 A=
[=]

AMRFEFLHELSBERG, JREBEENRERERR. Citrix TERIEEIMRFEREHFLYSEE
HLRYIR] REREBE1S LARR R

1. SM1%) \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\AuthManager
2. i&E ProxyEnabled(REG_SZ),

+ True - 157 Citrix Workspace M AR EEZRIEPEMRIERS[/HIILE,

+ False - #57= Citrix Workspace i AR EEEI BR A FERANIERS 2.
3. EfAsh Citrix Workspace R B2 LUEF BB B E Ko

BJ{EARSS 28
=R EREERIR Citrix Workspace M AREFEZEHRHNEEXRHBHRITREERR,

BRTIERSSE, Citrix Workspace MAREFRBEEERARESRSSNEERTAE. Fli, MIFEERESE
B (a0 TLS) EZEIEAE (FIg0 https://\*.citrix.com) B Citrix Workspace [z FBi2fF# E B 2R
ZREHENAEXE

BRT IR, BEEENRSHREEE Windows Mal{sikSXigH, B xRS EFME Windows BIRI{EiE =X
189i%BE, 5208 Internet Explorer BX#EE R,

PB4 SR R AR S T B AR S AR
WA

M Citrix Workspace M REFAM (BFEEHL) B,
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1. @dia1T gpedit.msc 77 Citrix Workspace B2 GPO EEiEiR,

2. EIHENBEET ST, REEEERR > KHEEER (ADM) > Citrix 44 > Citrix Workspace > W& &
> BB {=RESHREE,

3. EEBEAREE Citrix Workspace MABREFHITXIHIR,

4. EEERFIEAERSSREE. XIFREIEF imERRERSENITIRG.

5. 72 Windows Internet Xig{ FHiS e, EEEFIE-RS WML, HIEBMUEATF Windows B9 “Al{zis="
Xigo

6. 7R FEEH, 8B Windows WM RIS iA S XIRME F itk S sstthit, A1 AERIES 2RISR,

7. BEMBEMRA,

ICA XHERRRSS

ICA X 4B Z T HBERIFE R FRENREFENN N AEFREE. Citrix Workspace [ Ai2FiRIEEIRRIZHIARR
SREMNAEFHRERBE, HPIEMREERSSEITRR. SR UEAARKENRERERIR StoreFront SkES
B ICAXHER. RIMERT, FBRA ICA XHER,

BX7 StoreFront BA ICA XHEZINEENEE, 158H StoreFront X4y 24 ICA XHERRS,

EE ICA XHEZ
AR

MK CitrixBase.admx\adml FinzEI4# GPO, NIEMA ICA XHE RIS E T,

1. &idiz1T gpedit.msc $T7F Citrix Workspace R REF ARSI R BRI
2. EHBHNEBETST, BEEBEER > Citrix At
3. EFERA ICA XHE B RIEHRIERERFEEP—MED:
a) BEBA - IBREALEEZIEBIESURMEI A S IE BB & 8 H,
b) FEEIES - RHEERAMAZBPRIRMANEZIEBIEL, ATUMEZIEBBEREFIHMEILEZIES
B8
C) RLEE - MRERIEFELUTIERZ—,
i. NAUSENERN (FRL): AFREAERESSAESENYBEFREEBN,. FEEEESR
B, SHWRLES. BTFHRIEN, SIFEBHRMK.
il. TR EZNBHNRTAR (FR2) - BiAZERXTHEENRENEET—FHERT. o
USRS B EUHRR (BUAIRE) .
4. BPHNAMBERFLIRR,
5. EFEsh Citrix Workspace M BEEFSIEUEFIMAIERE K.

EEFDRKBFERIES:
ERRFERIERN, RITBRNENTEERHFRITRIRFITRPHITER:

1. MRFEBMENAE (CA) BE—MUBEZIEHR SSL FZIEH.
2. MRENEWREELH CA, FEAZETA CASIZ—MUBBERIEHEK SSL FRIEH.
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3. fERMAR SSLEH.
4. gIE—MR CAER, HMEM GPO @I FoILERENREAF RS

FrR 2 (LSA) R

Citrix Workspace 2R 3z#5 Windows AsittR 24149 (LSA) fRiF, EAPRFAPSAMBRLNFIEAERXNE
Bo IEXFAEERMEEME LSA LRI RFARF.

Storebrowse

April 19,2021

Storebrowse 2—HREEZFIHSRESB 2 EAHITRENGSTEBIEF. AT StoreFront FMFFEIRIELURE
Citrix Gateway #1753 303,

Eid A Storebrowse SLBIER, EERAUBHRITUTIRE:

o ANINRZAEIE.

MECERIR RSP E R IR AEFFRE.

o I FEBEFRTEME LM Citrix Virtual Apps and Desktops %% ICA 2,
« {E/ Storebrowse ®< 174 ICA X,

s BHBRTMRARER,

Storebrowse SLAEFET Authmanager #, R# Citrix Workspace N A1EFE, Storebrowse SLAEERF
fiIF AuthManager REX A,

BHIAZER Authmanager AfF—E%E T Storebrowse LA, BERE U T EMRER:

AEERRE Citrix Workspace M ABIEFRT:

£ 32 it EN L [HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\Ins
£ 64 (it EHN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\A

HEF (GEEER) L Citrix Workspace N2 :

£ 32 it B L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (it EHN L [HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL

© 1999-2021 Citrix Systems, Inc. All rights reserved. 174



iBEAT Windows 9 Citrix Workspace R BiEF

2K

« EATF Windows 89 Citrix Workspace N F#2F 1808 = E = hxr7s.
« £2/1> 530 MB YR REZE =8,
« 2 GB RAM.

RAEMTIE

Storebrowse SLAREFS U TRIERSZRER:

1RERS

Windows 10 (32 fi1#0l 64 fiiki7s)

Windows 8.1 (32 izl 64 firkR#s)

Windows 7 SP1 (32 {ii#0l 64 fiiki4s)

Windows Thin PC

Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2012 Standard Edition #1 Datacenter Edition
Windows Server 2008 R2 (64 {iIiRs)

Windows Server 2008 R2 (64 {iIiRs)

&
Storebrowse SLREF U TRAMIEE:

. HTTP MRS
o HTTPS RIS
« Citrix Gateway 11.0 EShk4

=z

AR

EHTTP NAB®EIES, ERm<S1TH Storebrowse S BIEFEFESER,

BRIIES %
StoreFront [R5

StoreFront SHERABN I MIIEFZNRNARE, BREEFEZAHAFERNER. LTR2EE, FLIBNABE
B, RESHIIERERANER TRFREARS.
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o APENEE: BABHNNAREERIINER RABLT, FES— NABEN, EXSHIIELT
BRARS.

o WEE: WA TIEN Windows itBEVI#TEMIIES, EEEHERINARE. BEMALET, BERE
Citrix Workspace ZAiZFNBHAEBESHRIE. AXBEBENFMEE, BESREEHEESHRIL,

« HTTP Basic: A HTTP Basic S3%3E, LUE Storebrowse S BEFREBS StoreFront RS 28#1Ti@
5o BINERT, UiEMTE StoreFront fRS8 LA FTEBRS. 4FEA HTTP Basic SH1IEA .

Storebrowse SLAREFEXFHEIT U T E—AEZHTEHIIE:

o+ {EFRKE Storebrowse SLAIEFRNEM AuthManager, *&E: £/ Storebrowse SLBEFR, HAE
StoreFront LB HTTP Basic &3303EA%. LR Storebrowse a$iREEMREE, A XER,
« ALEEERT Windows 89 Citrix Workspace R BRI2FERISME Authmanager,

@it Citrix Gateway LI B =5 F

BT FRINAY Citrix Gateway 525, MR LUETHEHEER Single Sign-On, &BI IR A B E ARKEEE
RHNER, MERRHENAF &R,

B Citrix Gateway B Single Sign-On Z#FH9¥4E S, 5218 Citrix Gateway #9 Single Sign-On %55,
AR

{X7£R Citrix Gateway EZE 7T Single Sign-On S4I0ERNBIMNIFHAY BN _ LTI INEE,

BB A RIS EBENBER

REJUEEMNBRESHER, MAREER ICAXH.

A%

AT ER R T B XBI UM Storebrowse SLEEFFERAMNGSHIFAREE,

-a. -addstore

BieA:

IR SIS, REMAEENZE URL, MNRREXBCES, NREER,
AR
Storebrowse SLAEFXIFZNARIERE,

StoreFront tiyar<$/R{l:

ANA .
m<.
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storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway &< RfAl:

e

storebrowse.exe -U *username*x -P *xpassword* -D *domainx* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

/?
WA
125 X Storebrowse SEAEFRAEIFMAER,

(-1). -liststore

BiEA:

FIH AP AN A S,
StoreFront LH&</Rfl:
.\storebrowse.exe -1
Citrix Gateway &< RfAl:

.\storebrowse.exe -1

(-M 0x2000 -E)

BieA:

KA TR,

StoreFront LHyEs<Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>
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Citrix Gateway 898 <7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

-q. -quicklaunch
PieA:

M Storebrowse SLAREFHELGHMNAEFNSEER ICA X, quicklaunch ERMERZMH— Az URL
ERMANURMAEE URL, Eah URL, aILLZ StoreFront R5528, WaILLR Citrix Gateway URL, ICA X7
%LocalAppData%\Citrix\Storebrowse\cache BRH&EmK,

AILUEIT A T ap @ RRERE X RN BRFHKENED URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AR ELD URL UM TFAR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront EHI&<$RAI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’

apps and desktops } <https://my.secondexmaplestore.com>

-L. -launch
itz H

/8 Storebrowse SLREFEMIFIRE LRI BREFMKEFERN ICA X, launch ERERIZHZRHZ L
MRS URL, &#5, RILLE StoreFront ARs328, thaTLA2 Citrix Gateway URL, ICA X##7E %LocalAppData
%\Citrix\Storebrowse\cache BFEH&%m,

BITUT L URREAGHNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery

teEr L BN T
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"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

L EMEE S LA ERINZ B launch EHMNEAS K,
StoreFront ERI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &S RHI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. -sessionlaunch
pidilzH
FEARLHS, EaLURMEARE. MENBHEARNER. IHETUE U TERIENSE:

- AFR&

.

. 15

o EEHINEIRHZ R
« WA®EE URL

BR, MRAFFREREIE, AuthManager BETHNEIE, ABRBIER.
AILEIT A T an S REE A HHINBEFMRENFE RN R

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IS RYiaH T

"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

FEmEE P LA BRI R TR - S EMAENAS .
StoreFront ERI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/
discovery >

Citrix Gateway &S RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>
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-f. -filefolder
1R
EEAGHWNAREFNESEMNBEENXBRPER ICA Xk,

BihEMEEXHFFIZMMFRZMERNT Store URL 195N, MARE URL aTLAZ StoreFront k%338, eIl
Citrix Gateway URL.

StoreFront FHI& < Rfl:
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway L& RHI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

-t. -traceauthentication
itz H

4/ AuthManager AFMIERS. X2 Storebrowse SLAEFERAE AuthManager MIERT, A2EMBE.
B localappdata®\Citrix\Storebrowse\logs BRHF %M.

AR

R RER A F e L THIIENRE— 1S,
StoreFront LyEs<Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway &< RHI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

-d. -deletestore

WiRA:

MipREI AR StoreFront =t Citrix Gateway R AR E.

StoreFront LyER<Rfl:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway &S RHI:

.\storebrowse.exe -d https://my.secondexmaplestore.com
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i#@id Citrix Gateway L& S ERTiF

Single Sign-On AW ESHIHITHMHIIE, HEMRZIFIRMH Citrix Virtual Apps and Desktops, MAEZEEH
Xa‘ﬁ/\ﬁ\‘ﬁﬁﬁfﬁiiﬁi_ﬁéﬁgﬁiﬁo I AEERN, SHERIEREKREM Citrix Virtual Apps and Desktops #
FFE” g B 583 Citrix Gateway RS 28,

Citrix Gateway hR7x 11 KBS A 75 INEE,

WEFRMY:

BxynfaA Citrix Gateway F2E Single Sign-On H&& M, ESRREHEESHINIL,
AL fERERRKITR (GPO) BRIk A MA@ Citrix Gateway LIS S E R I,

1. &@idia1T gpedit.msc #77F Citrix Workspace R 2R GPO B

2. EHENEET AT, HEETEER > Citrix 42 > Citrix Workspace > B 5 {4 143F > &2 Citrix
Gateway 523 Single Sign-On,

3. ERYISHATLUE BREEA “Single Sign-On” &1,

4. BENAMEE.

5. EfEsh Citrix Workspace M BZF&IE U EFI I E R E K.

PR

« 1£ StoreFront fR5528 L2 A HTTP Basic S{431iEA 7%, WUE@ED Storebrowse LAEFHITERENR
o

o MREHEHTTP NAEE, HERAERZEIAEFERINZNABEURERBHELRHEH Citrix Virtual
Apps and Desktops BY, EARZFRHERAHSITIEMMITEIRENRIE, RS ZE: MREREAGSITRES
&, BEAIMNB AuthManager &R,

+ Storebrowse SERREF YR RENMNAENE (7 StoreFront iR 28 EELE T Citrix Gateway),

o XY Citrix Gateway FEB T 2 EHHIIERY, A AfERA Storebrowse LRAEFFHIEIRE TN,

« Storebrowse SAEFM&HSITRT Username (-U). Password (-P)# Domain (-D) X&A/N
5, HEXIRAAEH R,

Citrix Workspace /725 Desktop Lock

January 15,2021

TRESHAMEmMHTRER, ALUER Citrix Workspace B2 Desktop Lock. ATLUfER Desktop Viewer
(WREEA), B2, TEE ENEENEN—HIEmH:

« Ctrl+Alt+Del
o HIAI

o &E

o BFFIERE
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B7% Desktop Lock 118E9iEATF Windows 89 Citrix Workspace M BREFEMAN TETHEN LinlT, XE+E
HMEAT SSON (Single Sign-On) HERE T ABEE. R PNA b=, #4% Citrix Receiver for Windows
4.2 RESRAGEABEZIFLEIR Desktop Lock k7,

HFER /includeSSON fFEREZERT Windows 89 Citrix Workspace MABERF. #FfER adm/admx 2
8 cmdline AR E M AREER Single Sign-On, BXiFAER, BBRERLE,

AE, UEBRSMMEA Citrix THII@E ERMM CitrixWorkspaceDesktopLock.msi &2 Citrix
Workspace Fzf#2R Desktop Lock,

+ Microsoft Visual C++ 2005 Service Pack 1 AIB.%1T4AHE. BXIFMER, BB Microsoft FHIE,
« £ Windows 7 (8% Embedded Edition). Windows 7 Thin PC. Windows 8. Windows 8.1 #1 Windows
10 (BEERELSHEHN) L2%H.

N PRI A i iZERE S StoreFront,

PN SES

« APIEESIEEDIFEEM (LAN) 2%/ (WAN),

AN IR IR
BE

BN A2 R A e T AR i, FRIFEFERARREY RIEREEMERNA T T2 E. AXIF
=8, 15507 Citrix Virtual Apps and Desktops x4 pIER & At B2 F151RF URL EEEZS.

1A Citrix Workspace [ f72% Desktop Lock

« ALK Citrix Workspace R 12 Desktop Lock 5LLF Citrix Workspace WBEFIEELE SR
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {4 #2<3ti FAIZF A1
- INPRIE. WMEHERERSMHIEIE
« #fFF Citrix Workspace R F#EF Desktop Lock SiEMIEZEE HAIRIER
+ Flash EFm7E Windows 8 REEMAFRFREARS. Flash EEEAE Windows 7 LA FEARS.
« Desktop Viewer 3¢ Citrix Workspace Rz %2 Desktop Lock #1777 #htt, &8 “FR". “BR". “&
A" BB,
+ Ctrl+Alt+Del ZREmEER T A= LATA,
o RZH Windows HuEgaE@EiniEsiE, Windows+L B&dk.
o ZREED Desktop Viewer #{TREIEEZR, Ctrl+F1 £fiik Ctrl+Alt+Del,

AR

2% 7 Desktop Lock, B EM FEZE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle 5
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle #fyLiveInDesktopDisconnectOnLc
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REN False, = MARBRSIFIENRERRY, SERhRIRGUIF &R

%% Citrix Workspace [ 12+ Desktop Lock

thidF2 = EER T Windows & Citrix Workspace R B#ER, WERER Citrix Workspace Rz F#2F Desktop
Lock B REMNREE. BXERATERNIE, BSH

HREFo
1. FERAFMBEERKFER,

2. EWMLRTEOD, BTUTHS (UTFRENFELEM Citrix Workspace app and Plug-ins > Windows >
Citrix Workspace app %),

flgn:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->

BExmLEMEE, 15817 Citrix Workspace M BIEFF R, With L,

3. ERENFREME—X#HFEA, WE CitrixWorkspaceDesktoplLock.msi, I3 2R Desktop
Lock A%, REBIRTH#HITIZE.

RETHE, EMBRIAFIESE. MREENGRKEHLUSAF FHER, W6EA Citrix Workspace R
¥ Desktop Lock ERi%i&%&.

BEREZEATEERAFILE, EEMNER Shell HHBRRE CitrixWorkspaceDesktoplLock.msi FrK
P, MEEERPRZIK,, EEEEERNEERLE,

Z3a17 Citrix Workspace Desktop Lock HgsE%=sE, EFERUTH ST

msiexec /i CitrixWorkspaceDesktoplLock.msi /qgn

f2E Citrix Workspace [ 12+ Desktop Lock
LIEEBR BB RS, Desktop Lock 2BHBEHENENEESIE,

5/ Active Directory SRESRI 5 LE A P RN SR i N RBRAR TS0
FRARENFTANEERKAEE Citrix Workspace M B#2ER Desktop Lock.

* HyiR receiver.admx (5% receiver.adml) #1 receiver_usb.admx (.adml) x&mn#E AR S (AT, 5
BREIE “HENEE” S “APERE">“SBEEIR">SHEEER (ADMX)”>“Citrix A% &), .admx Xt
fiiF%Program Files%\Citrix\ICA Client\Configuration\ &,
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« USB B35 - BREAEN USB ig&HY, ZIREREITEERIENSE; THEAFAXE. ENKENRE
% USB IREHEZAF REPETIZIRE.
- BF USB B,
- 7 “Citrix Workspace AR ">“IZigE R P iRigE > BA USB ixig&Ek” h, BAHEENE
USB ig&HM#HY USB 1 & HREK,
o IEzhEFBRSY - 72 “Citrix Workspace MR "> T2 ERE FIHiRE” |, BAHRES P IHIEH)3805T R,
« %X - 7£ “Citrix Workspace RAEF">“RIBEREFIHIEE" 1, BAHRERF HE XK,

FEBREERLUES Windows Desktop Lock £&1fE /A

1. EZ& StoreFront,
a) 3§ XML Service 2B 7fER DNS #thhkfi#tr, LUFKEX Kerberos %,
b) E2E StoreFront shga LT HTTPS ifia). SIEEISIEEMANMEERRS IS, FHEIA Web
b HTTPS 457,
) BFERESEEFEESMHHIE (FRINEA).
d) EH Kerberos,
) BA Kerberos M{ERE e #{TEES R WIE,
) £ IS 2RiA Web th = EEAE&FIRHERER Windows S35,
g) HR IS BN Web 42 REE SSL HREEE P IHIEH,
2. (FRAREEETH QISR IE&E DAt B 5EER,
a) M%Program Files%\Citrix\ICA Client\Configuration\ §X Receiver.admx 1R,
b) XEFF “EEBER">“FHEEIER (ADMX)”>“Citrix ¢F”>“Citrix Workspace”>“ B A SHIIE",
c) BRSRRSHRIL
d) BRZMAFEMES,
3. =%k Citrix Workspace %25 Desktop Lock 271, BRBRF &,
a) ¥ Delivery Controller 89 URL 702 Windows Internet Explorer BYEI {5 s 5 &R H.
b) L desktop://Z (BB ISR E— 3 (F4HK URL FNZE Internet Explorer Al{5i4=5&RH,
c) BH Internet Explorer LUfER RIS R B 5hE RIDEE.
LAAIEE ERET Citrix Workspace R 12 Desktop Lock B, £3g5IHIT—HME e £ ER, F0, MR
KEM Windows EREREIMRHRITIZE EEIEH, WABRAFIEE LM Windows BaEREMRERITIZE fal, AFER
DAMZAFIEEEH, XEATRERAPISELT RS, XMUEATFAS Citrix Workspace 212 Desktop
Lock MR I&&-

fik: Desktop Lock

HRIER TE LB NAM

1. ERREMEE Citrix Workspace [ 125 Desktop Lock BYFr BB A HI B IR Btk & Ro
2. FEAEIATHIRSEEXRIERFRN Windows Thag:
« Bz Citrix Workspace R A#2R Desktop Lock.
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« fipRiEATF Windows 9 Citrix Workspace [z 2.

¥ Windows tRiz5gEEFIZIERTE

RZH Windows RIBREERFITERIE, ATERNBID ERRER,

Windows

« Win+D - S/ Vb RELMFABEE .
+ Alt+Tab - EECERHED.

 Ctrl+Alt+Delete - £ Ctrl+F1 #1 Desktop Viewer TA#,

« Alt+Shift+Tab
« Windows+Tab
« Windows+Shift+Tab
« Windows+ FRE =75

Windows 8

o Win+C -“4TH” #BRIRH,
o Win+Q -“42%” BRIz,
o Win+H -“#=” BRIRH,
o Win+K-“1&%” BRI%RH,
o Win+l -“&8” BRIZH,
« Win+Q - BRMAEF.

o Win+tW-1##%RigE,

o Win+F - &,

Windows 8 2R

o Win+Z - BENBERFIED,

o Win+. - ZBREFEXNT.

+ Win+Shift+. - ZAR2FAITT.

o Ctrl+Tab - BB ARFHEIER.
o Alt+F4 - XA AER.

RE

« Win+D - {THSHE.
o Win+, - JI¥ K HE,
+ Win+B - REIR &,
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Hith

o Win+U - $TH “BIMERIZEHPL,

o Ctrl+Esc - BEIRH.

« Win+Enter - 377 Windows iR A,

o WintX - THELKTRIZERE,

« Win+PrintScrn - 8lZRBIREBHFED “BH 7
« Win+Tab - {THF#5%&,

o Win+T - S ESI=PITHNE O,

SDK 71 API

March 23,2021

IEBIRIRAERR SDK

B IEPARAAERA (CID) SDK, F&RABRSIBE—MEE, ZiEHE i Citrix Workspace MARRRFEREFIFITE
VM EREMERIT StoreFront IRSZ 28 #HITEPIIE. CID BB NEREEIRIRAERS StoreFront fRSS28, MEEHR
FETEERNS DI,

i@d CID SDK, F&ARALUBIE—2AER, Citrix Workspace MABREF AU ERZERAEFBEIFFIHITEN
2 RAEFIT StoreFront BRSZ 28 ##1T B 950

BXFMES, ESRIEAT Windows 89 Citrix Workspace R BIEFERRBERBIFRAER SDK XX,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK {2{£—£4R4s#1 API, X%t API A EURIEA N R EMHTESRE.
tt SDK AEFERMTH, RATCRETERT Windows 8 Citrix Workspace M BEFREEH—E5,

AR
SEaAxMEL APl FE ICA X %ie Citrix Virtual Apps and Desktops £iEHE 5T TE,
CCM SDK ThEEE4E:

* RIEBED

- RIFERLEMR ICA XK BN BEFHRH,
o RIBEIFFER

- SEREERORITEHERIZELEM. JUNPERIEREMIE AP RITE SRR,
o RIEFH

- SERAEERORITEERELEMN, FTUNMESEREMIERPRITEHRRE.
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¢ REER
- RHAENGERRNEBHRIENEREXES. XBERERIE. YAEFRIENRAEENBER

Y

BX SDK XHEmiFAER, 1E5 Citrix CCM SDK #2/F 555,

Citrix E#&& SDK

Citrix EINBERGF L TAEE (SDK) ZHHMER ICA il EtEINEESRS RS 2R IRN AIEFEE P imIRohi2F.
IR S3 28im i@ E M FRFEF (I T Citrix Virtual Apps and Desktops AR 28 L. MIRENEMEF KT AES EHIR
MiER, BBER Citrix BRI

REINIEE SDK 12 ft:

« 7£ Citrix fg5528 AP| SDK (WFAPI SDK) Fh 5 EHEEINAES & (A LIS e iiE:Er Citrix IMIRENiZF
R A2 4RTEEO (Virtual Driver Application Programming Interface, VDAPI), VDAPI 2 #tHIEINE
EXFFENT RS EINBERNERE,

« Windows 31 API, FBFEaiMsiikieliKksts ICA EMME = A NARFNXIE,

o ARERFEEEANEINBERGIEFNERRR,

« EINEE SDK F5E WFAPI SDK 7 §84R B R iblmiE R AR S5 28 o

BXiFMES, H8R mmERT Windows B Citrix Workspace zZAEERFEHI Citrix E2hi@iE SDK 14,

Fast Connect 3 £iEiE N API

Fast Connect 3 &iE#H N APl 2B F @ Single Sign-On (SSON) IhaEiR it B A EIEMNED, EEERT
Windows 9 Citrix Workspace M A#2R 4.2 REEMAFRM, @It API, Citrix EUET LR SR IIELL
% SSO =@, Z=mEMR StoreFront ERAFE RISV BEFREE, AGHTRFSXLESIENER.

BXEFAEER, B2 EBT Windows B Citrix Workspace i Bi2FERR Fast Connect 3 EiEiEN APISTRY,

ICARESSE

February 10,2021

ICA GBS ZXMHREFMBRIZEN ICA XHEBTIR, AFEERABTEX Citrix Workspace iBAEFRHITA, EiX
ATLUER ICA RESZ34 Citrix Workspace R BIEFHNS BT # I THERR,

ICARES% (PDF T#)
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