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iBEAT Windows 9 Citrix Workspace R BiEF

KT IbhRs

August 17,2021

2107 FHEIFTIEINRE
EPA 1%321/18E

Bk, Citrix Workspace MBR2FA L T HE Workspace S3EH R EPA fiff, RETRE, S4FS
447 (Advanced Endpoint Analysis, EPA) 13##i& & e &7 Citrix Gateway FEEMNB AT LER, 7
&, %2R Citrix Workspace MBREFERE .

AR
DEEMEFEE T nFactor SHIER, LtEIhEEA B,

BX EPA BHENGER, EERERN 22 i,

Citrix Workspace /727 Beta fRi2%

BAhRAER, &8I Citrix Workspace R AEFHIIE RE B EH DRI Beta hiiAH#1TMiR. Beta hzs
RERMBTEZXFNRERAER ZAIRHBNEEARRE, & Citrix Workspace MA2FEENBHEH, &
BRI E @,

BEHE Beta hitA, iEMEKEE OFRY T HIREFEREF Beta @i&:

o hR7 - STERZHFFHIRERRAEH
+ Beta - 2R, RN S @ARA 2815696

AR
Beta lR s al it ZE A EHIFE R EBERERESHEFHTIIE, FHERHAZRIGENN S, Citrix N EZ

Beta hRZASHYZHFERG], BYGIEE RIFRELHXLEMRANRR, Citrix ATESRIBRIRITEY. KEMNE
EMNRIFHITERIE. BIAER Beta RAZETEFIFEH,

EXREAENBENEER, E8R%RE Citrix Workspace [ A2 Beta frfEF.

Citrix Workspace £iEMFERNBH [RATIMAR]

BEF A LUEE “FENER” &, MIEEEAF BaiM Citrix Workspace B AR RIETH 2 IS N E2, R
FEIEERBYIEEIRAEE R E Bir. RENMIENED, SEEMERE. TEMHBRARFMBEEIETTH Citrix Virtual
Apps and Desktops =xi&=% Citrix StoreFront,

RECHEBEHER LUE B AR 1 DHEIREK 1440 £, BINERT, FEREEFR BN, BRI LUER PowerShell
BRI AP MREMSIEDEHNRECE inactivityTimeoutinMinutes E1%,
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AN =2, SHFEOPRER—FEXN, BRI —TATREERICEHENED. EENAFENBEEARNTH
ET 5 NHNRESETICER, JUREREEERENHUSERNARER, EXMBERT, REDITHBREEN
BEREMNE. 5E, IUBREIHUERIFNABENSE,

BxEH PowerShell iERE BN ECHBITAIFAMER, BEE bk,
AR

RATSRAMEAEEEEFIMEREREFIFRPEA, HAERMHEE IR 099 %, Citrix FERIIEE
BHXIFRA, BVBRMHXLEIRNR R, Citrix ATESRERIFN™EN. ZEMNESUN RIFHITE
=

ZRUT SR RIENS [RATRR]

BZhRZSHEE, ATLUERLITHUHIRT Citrix Workspace M ARTEF#THHIEE:

» Windows Hello

o ETF FIDO2 H95 3503 H!

« MBIOIANT Microsoft Azure Active Directory (AAD) B AAD A B RHEFHTENBESER (SSO) 2
Citrix Workspace B2

Microsoft Edge WebView2 Runtime ik 92 s E S kR4,

AR

BhRZs 2107 &2, Microsoft Edge WebView2 Runtime %42k Citrix Workspace N REFREERFTT
B, Workspace M BiEFRELZH, REBFSRERAPEEEE Microsoft Edge WebView2 Runtime,
MRKAE], WHITRE,

ItkIh8EIN7E Workspace (Cloud) SEHZ R,

BR S RIS
EEASHEIENG, EERGTHRITUTIR:
1. BElEmREES.
2. SMEILTEMRERE:
s UEERAR:

- XF 64 fiig{E&%: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Citrix\Dazzle

- WF 32 fiigERS: Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
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https://citrix.sharefile.com/d-s97f3eef13bea4b1cab43adf597ec2a56
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. DIFEERAG:
- 3F 64 fusk 32 ig1ERS: \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle
3. SIBABUTREMEMRIT:
FMmERmER: EdgeChromiumEnabled
KB FHHE
f&: True
4. EB5 Citrix Workspace M BIERF MU EFR AV E R £ 5

AR

RATSRAIMEAEEIFEFIMERARESIFRPER, HAERMEE R 9=, Citrix REZ I
BHIZIFRA], BYGRHH XL R R, Citrix ATRERIRIERIRA™EN. ZEMMEE MU RIFHITE
Fo

31533 Azure AD #H1T5MEHE) [FARTSR]

FEAhRES, MRRBEENEEREERN, WAIUERFHEHREITE NI

Microsoft Edge WebView2 Runtime iz 92 s E S x4,
AR

BhiZ 2107 &, Microsoft Edge WebView2 Runtime 2##2FH Citrix Workspace M RiEFRERFTT
1. Workspace M iZF R 2, REBFRERAPEEEE Microsoft Edge WebView2 Runtime,
INRIAE], MHTRE,

ERFMARERSHEIE

EEMAET Azure AD ERFMHIFRINSHIIE, BEERBITRITUTHE:
1. BEhEMREIES.
2. SMEITEMRER:

o« Xt F 64 i # 1F & 4. Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node)\

Citrix\Dazzle
o XF 32 IRI1ERL: Computer \HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle
3. BIZEBUTEMA MR
FMERMETR: EdgeChromiumEnabled
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XK FRHBRE

&: True
4, E#Esh Citrix Workspace R 2R LUERT A E B R,
AE:

RATSRAMEAEEIFEFIMERARESIFRPER, HARRMER RIE 9=, Citrix FERIET
BRSE RG], EXUMRMAUHX LR R R, Citrix ATRERIRIBRIRN™EY. ZBMMEEEN RIGHITIER
Fo

2106 EYFTIEINEE
Global App Config Service

¥89iEAT Citrix Workspace B9 Global App Configuration Service f§ Citrix EERfES BT EDEERRS IR
it Workspace g2 URL #1 Workspace R R2FI&E,

BXiEMER, ESR Global App Configuration Servicesti,

ABTi@d Global App Config Service 2B S HI0IES R BITEAERIETT

Citrix Workspace R AR IR M T MM A TR L E AR FFESHIRIESHIET, MRTHE GPO iBE
5, EETLAER Global App Configuration Service 2 1H1EZthlga:_E1765 5 HIIEShE,

£ Global App Configuration Service 1, ¥ Store Authentication Tokens BMi&EH False,

BEXFAES, 135 Global App Configuration Service 344,

ARS33

=4k

[
S

ARSSESNE BRI RAREM IRV T XHERS TS MEVAN A BMER&RE. TIETRSHSTTRIRNE, BFRERLL
B EEMNBEFHRHE,

BXFMER, 557 Citrix Workspace XS RIAR S IEL ISR

EF Chromium #9341288 2 35325 URL - B ARFEIAR

WEARNBEEAAFEFERRSSBMEFiE EHERRE URL EBANEPIREECARIRSSBUNMMRSBEETHE
e

k55835587 Delivery Controller B8, FFinHRmEERARIEINSR (GPO) EEERE Citrix Workspace R A
EFLIRE,
fELthR4sH, B Google Chrome # Microsoft Edge N7 MWm URL EE M #.
EEF
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« Citrix Virtual Apps and Desktops k7 2106 St E Sk,
o NEBREERY BEFRE 5.0

% Google Chrome %23 A EIN A URL EEM, &M Citrix Workspace AR REX4EHIEITU T

A
4

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

EMWHE URL EEMAFEUHEEM Google Chrome ¥%328, &M Citrix Workspace M AEFREX 4 FEFIEBEITIU

%

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /[unregChrome /
verbose

Bx7£ Citrix Workspace BREFHEE URL EEANES, BERNEABTEE M,
BEXNEBATEETENFMEL, B85 Citrix Virtual Apps and Desktops SCREFRE 2SN A EE Ao

B# T ICA XHR2M - BRATY AR
ERHRRA, HEESh Citrix Virtual Apps and Desktops &iERt, |CA XS TH B A MtRE,

fEltbhR s, A1 Citrix Workspace BZB#2F#E Citrix Virtual Apps and Desktops & B shEAiEI b2 ICA X
A IR T RN R 2,

Citrix Workspace M RZFIMEAFER ICA XHERERAKNETR, MAEAMEETR. WIHEESEHRREKET U
RIEAMFENATAE R ICA XHNEMEERY. LINkERTEERT Web # Workspace EEzn89 Citrix
Virtual Apps and Desktops &i%.

BXFAER, BSRENHT ICAXHLZLM - RATSRERS
BIRMEXILINEENRIR, A Podio &,

2105 $avFREIhEE
e 301 EEMZRFEENX URL

Citrix Workspace MR FIMEAFERME L HTTP 301 EFE @M StoreFront 5% Citrix Gateway EE @2l
Citrix Workspace #9 URL.

INREM StoreFront F# 3 Citrix Workspace, MaTbii@g HTTP 301 EE 4 StoreFront URL EEm = Citrix
Workspace URL., Rk, #inIAAY StoreFront URL BY, BB aiEEEEMEI Citrix Workspace,

BEMTA:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJLEEM
%l Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accountss
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#bidirectional-content-redirection
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/bidirectional-content-redirection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#improved-ica-file-security---technical-preview
https://podio.com/webforms/25985660/1947695
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Microsoft Teams 1Z38IhAE

o WE, ERUNEEREREEEMEED,

S#n3 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream#¥#lE& s NetworkPreference
(REG_DWORD) #o3F 11,

BIBEEEERUTEZ—:

AR

Wi-Fi

FHMLE

2 E]
G20

o U1 W N

BINBERT, NRFKIZEEME, WebRTC 13145 /AR RETAIEL.

s BREDTUZRAEIMSEER 2 (ADM2), LUER BREMIZEER (ADM) BFNEEERK. XEMTFHER
BEPSE R NE X,

Z2 /| ADM2, ESA1E \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream #al%
—/& A DisableADM2 (REG_DWORD) BEMRE, AREBEIEEN 1.

2103.1 Y3 ThEE

R RECERIEIRINAE

RERFREBENECERRS ST, ZEMAATFAKRERWYR (GPO) HEgH GUI B2E.
EERRSETE, FESEPERRSHREFE, HETEEPHBETRESRSBREBRRAY

BXFAER, FEHA REHRMIESE.

BT REREFMES DI RED
SHWIELHIMEHAFEERMEE |, XFERARTEERATZIEENEHREFRMANEE.

Citrix Workspace MBEFSINT BT 2 I EAiE FFES M SHANET, ATigaeet, HRINMERM
TAFEEITR (GPO) HESKERE B IIE SRR (%,

AR

B RIESZEFRIER,

BXFAER, BFEH SHINIESHE.

Microsoft Teams 1Z38IhAE

o BIAERT, VPO 14mmREa3 e TRARTS.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar
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o CIFEHE. Bl REINEEBEEEINEE: R Microsoft Teams BB TXt%kmm, Citrix EE®
B9 Microsoft Teams B EREBENE, BN, XEETUFZINZE RN True,

« DirectWShow MEARKIAZI .
EENENIAE I, FRITUTRE:
- BahEMRHFmERS.
- EMREILITXREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,
- BEHLUTE: "UseDirectShowRendererAsPrimary"=dword: 00000000
HithrAEAY(E:

* 0. IR{REGRE
* 1: DirectShow (ZkiA)

- E#E5 Citrix Workspace MR

2102 HAYERIEThEE
RIESHIEIEFF

LUE, EEETRESHBRIINEFiHITEN L, NREAREBERKZMEE Windows SiEEEeRH, MFE:m Citrix
Workspace [ Bi2F#1TEHRIE.

nE, BT RESHIRIENEFHITEN L, MEAREEEREFMEE Windows SREEERF, NERIHRIE
=R, EXRERMAREZE. A5, Citrix Workspace N BAREFERIERS R ZIBEREE Windows EIEEEEH,
XA ITELEERER, FAELELHR Citrix Workspace BZBIZF 2 8i7E Windows SR EEISSHF iR
FER.

Microsoft Teams 1Z38IhAE

o DET SR IMHR,
o e TR AT M,

2012.1 HAYERIEThEE

tEhR AR T BB T U B M REAIR E MERYIR)EL.

2012 p9FREIhEE
XFEAMIE

iEATF Windows #9 Citrix Workspace [ 2R IEREEAFIBRZAS,
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ERALES

HEWEEL T Citrix Workspace R ARFWE RSN Z, X&H TR Citrix #THEHE, HEHMERE
RARYIER T B R M 52 15

WE, BWEILER GUI EHE,

BXFAER, B5H BSHS.

3t Citrix Workspace #1178 B @ 55 183F

AhRASINT 3T Citrix Workspace # TS E@ 543 310IEM 2 #F U K3t StoreFront B9EL A 45,

M Citrix Workspace M2 RS9 IIF

Citrix Workspace W B2F3IN T HZEE IR (GPO) B AE® Citrix Workspace LI R EHIEIE, LthEE
B&fE Citrix Workspace R 2 aEBTE RGBT BaE R Citrix Workspace, NZAMANTEA&E EH Citrix
Workspace BETHEE (ERBER) B, AEMALIKE,

ﬁ*ﬁ%fn S$) 1ﬁ%|ﬁ| TRTE BRI,

N 2 FRIFECE AILE 5RINAE

LED, FOAMERT, BHIIEEESIMNBBRSHGNEER IR,

FRRASINT AR (GPO) HEE, ZEBAWERNASHRIIEEENBMRSEHRESHRERBRIZR
MR B EHIRIIEE.

=

pE=
Ltk GPO ZREERERTF ICA 1 SaaS =i&. ICA 1 SaaS wiEdr4ifER Delivery Controller # Citrix Gateway
BRSS #1TIE R,

BXFAER, BESHE NAEFRIPECENEREE.

Microsoft Teams 1Z38IhAE

o WEANEAUERSHEREREIETENRIF G
o WebRTC A3 EMERFFES A inikE LI ENERS .

2010 HAYERIEThEE

LEhRAERR T ZMNA B TR B REA R E 1BV,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#log-collection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#silent-authentication-for-citrix-workspace
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2009.6 RV ThEE
%#5 FIDO2 H{3551E

FIDO2 B3 3E AR F A AMiES FIDO2 A, BRMENLUGER FIDO2 K& Z AR E M EWIFEIRF
RHFTHHIIE, BEXTEEZEEMTESESR (TPM) 2.0 #1 Windows Hello, BXi¥4ER, iE%i@ FIDO2:
WebAuthn #1 CTAP,

Microsoft Teams 32 Ih5E

+ Microsoft Teams MEEEIEIRETIRP ERURIER IS INEIZE,

» WebRTC 18451 LUA Rt i i = L ATREIY R AARII D IIZE, WebRTC R4S BERH#HITEZRINE, MR
LB IEERBRIE,

+ Citrix Workspace N B2FREREFMERS Microsoft Teams ¥E—i2iTH,

EIFEHMRC#HINEE - SN AE =L REENZERHER XA, EIER7IER,

- BRSSO - IIE, YEHEREH, USHIESHIX Desktop Viewer B&E, LIgi, &N
Desktop Viewer & OTREHNE F imd#thE QR E1E,

2009 a9FHEINEE

tEhR AR T BB F o B M RERIAR E MERYIE) L,

2008 FEvFIEThAE
ATREFFBMESENARENR (GPO) EBEIREE
BRTIER GUI FiEZsh, EIMEETUERARENR (GPO) EBEIREEREHRBIESIE

BXFAER, FER RETRIIES =,

CryptoKit =31

Citrix Workspace i A#2FIES:#F CryptoKit 14.2.1 k.

BEXHF

EATF Windows 89 Citrix Workspace M RIEFIIERMEEFIE (BFE) kR4S

B IEEsRINEE

ATRETEER, FHRIEXHEERESRERE Citrix Workspace AR+, NABEFMAEEETEERRR
Eo BMIEIELEBMEHEME, XiF, SEENMBHARAERBHRIEN, FREEEMRARE.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 11


https://fidoalliance.org/fido2/
https://fidoalliance.org/fido2/
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} =r

AR

IS PIIEIRRINEENER T = EE,

N A2 fRIF T RERVLE SRINAE

Ual, HESRRRRIFEONRRREN, BN FE (BEEaPRZRIFHNARER) BELET.

0, YECRERTALRFREEN, RERRIFNENFELET. ErltIRRFRIPEDIMNIHNKENRREEE,
B2, MREMA PrtScr ###3X Windows 10 €& EHWREEE, NWAAR/IMEEFRIPHED,

IhRZASEARR T DSOH N AR RIFTIRERYIA) L,

HE WA BT EE FBIIESRINAE

- cookie IMEERIERBRAGE: REHBENEHNLEN, RATKRBTOERHNEIE.
. NEBAETR R RLES,

2006.1 RIS IhAE
Microsoft Teams FEt=188IHAE

fEAhRAS, E/A Microsoft Teams £ZMARANIETF Desktop Viewer EOHINZE. Desktop Viewer EO5+
BXIFIF RS, H A5 Desktop Viewer E2ME FIRNAMN BREFHERNER,

BXFAER, FEH FEHt=,

BT Citrix Analytics 3535

Citrix Workspace ARZFZi310M, sIUMEMRIEERBE ICA RIFREMIFHIEEHE Citrix Analytics ik

5o

A Citrix Analytics iMfAERLLE BNI¥EER, B2RMEEEBARSAVirtual Apps and Desktops HIEENEZ,

2002 FEvFRIEThAE

Iz FBAE P (R4
SRR
[ 2RI SRES B T e Xy BN IR(E R PR IEEMIAE] (BRI RER TAFIRE AP ERA) KiETT.
XEFENAEFRIPRIEEZABHNEEXNEARTIARMRI. B8, MEREFRAANKE, BRER
MIERBERNI A ESHI. BARNSBLIRFNMRAX LR, BRMNTERIEEREREMBEFRMT
RHIRIFS
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#screen-sharing
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/self-service.html#select-facets-to-filter-events
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iBEAT Windows 9 Citrix Workspace R BiEF

N BIEFERIPF 2 —IMINThaE, aI7EEA Citrix Virtual Apps and Desktops Bt {ftgsa L ett. ZIMRERFITE
FIAZREICRNBERBREERGEZ NN, NARFRIPABLEEERS LERNARSENRRERENREE
B ZIEEA ARG ESENREEE U RERBEICRESNENT ARG,

AR

Citrix B &ERZH Citrix Workspace N BIZF B MR RIPHSIE.
&/ Controller 7£ StoreFront 5 Controller ZEIECE R AIZFRIF. B*7E Controller LERREN BEFFRIPIE
B, &% Citrix Virtual Apps and Desktops X#4hiIN FiEFRIP. ARG, EIFERUTE—SAREENAE
FiRIPAY, BILEER AT Citrix Workspace MR :

« GUI
o WR1TEO
AT LUE Citrix Workspace MAEFRESRERESN OGS SN AR FIFANt.
AR

o ILINEEMRTE Microsoft Windows Desktop %4 (130 Windows 10. Windows 8.1 #1 Windows
7) 2%,
o mEEE MY (RDP) RZiFLbINEE,

Ax7£ Citrix Workspace MBREFHERENBEFRIPIES, BEANAEEF.

REIZFIEIRINAE

ERHRRAT, NREERBIATEEAP RENNAREFRLRFINASZHRE Citrix Workspace B2, MSMELE
T,

fElbhRA, BEERMEUBESHF REM Citrix Workspace R AEFHISEG, HRThA SR,

Citrix Workspace B398 THAE
ERHARAH, MR Citrix Workspace AEFHREERARE, NIFEE R AL AN EH#TER.

ElthRAT, FERRATUEEERTEMNIA_EEH Citrix Workspace HAER. ErILUBd AR S H@HXIEH
# Citrix Workspace R 2R EARHERE “OEBM” RITHItRME,

=3

AR

wEEIMAMIER AT Citrix Workspace AR AP RENLFIF SRR L HALHA,

SFFHIAAEE

SmartControl AFEEGEE XN ERR, UEER Citrix Gateway BEE#3& %I 17 Citrix Virtual Apps and
Desktops HAFFIERM, i, EREFERIEAFFRBMFARHZEREm. XA LUER Citrix Gateway £
89 SmartControl ThEESR LM,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 13


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/app-protection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#app-protection
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82, % Citrix Workspace MR 2F# Citrix Gateway B F 2 ikF e, ARSEZET K, EXMERT,
EPIRATERA SmartControl ThaE, RAZ PR EREFEMNX. HR, ELUERAE ICA R, Hik ICARE
AIFEMER SmartControl 1h8E, BIfE Citrix Workspace RzR#2FFAD Citrix Gateway ZEE AR EIAL F RN,

Citrix Workspace M Ai2F %% Citrix ADC LAN RIBSERiE, AIUEBSSMNESAIE, holFERHIERIE
EHEETREEREAERS S,

AILAER AR A BC B b I

o BHSAE BIRHREINEMEOSREERIERSS.
o ohSHE: AUERREES DLL E— 1M EES MIERSBHPEFEE MRS 2.

FILUE LA SRS R EERIERANEM R R IE R A E H IS U,
BXHLRERIFMES, 551 Citrix Gateway XAy His ICA B,
BXEBEHIEAENFAER, BSRAHLAIE,

Citrix SR SR 88 T IS i
TEINTERT LUHERR Citrix ERANTUN BT BF TS, LA R IthInaE.
LEARASSINT — N ST R HERR Citrix SRV 5288 = FIS2 . M Citrix Workspace MAEF REMBIETT
/InstallEmbeddedBrowser=N FxLUEIEBRAIUN S ESTIEE,
RIEUTIER T A 8eHRR Citrix 8RN 4128 535S
o DR
o MFEE Citrix BRI 5188 Z# SIS HFRIRR A BT TH R

MK Citrix Workspace MAEFIRAEE Citrix SRAUH S Z#EIX, FREETEHHKEINRE 2002, Nk
AT 2R Z HHIN R EFL AR B EhEH

1287 5 Microsoft Teams HI = E L ZIN4E

M Microsoft Teams £ZT fEXAY, Citrix Workspace AR REYIEZENNIBXIZEAEER—MI&H
1. EREEHE= Desktop Viewer G0, SiEEZHIMIHEMAME D, &)\t Desktop Viewer EO8, BE
HEFHE,

Microsoft Teams _t/9is 5 ZRAg 28 14 AE(h B 28

BEh HdxTeams . exe ##2 (HRATE Citrix Workspace N A2+ 524 Microsoft Teams EE A WebRTC
IRASI1E) B, Z#HERMBRAN CPU ATUERIHMNIER FERFNRERD DY, ATAEREN 240p. 360p.
720p # 1080p.

MEETEE T2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe ¥ia1LEiETT, HERMAEE
WETERARERRAIURNNRESHE, AE, ENEAFZEFINES SR INRS B ZENRFLESEDEIERE
BRATREEN DR,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14


https://docs.citrix.com/en-us/netscaler-gateway/12/outbound-ica-proxy-support.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/secure-communication.html#outbound-proxy-support
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BXEBERRFIERNER, BSRRmEELELES,
BXER, 1587 Citrix Virtual Apps and Desktops scasggMicrosoft Teams i1t

Citrix Analytics RS HIIERINAE

fEA&hR a4+, Citrix Workspace R AR Al AR EHERFMMEHK L IP #ikEia=l Citrix Analytics BRS.
EBRAEEHSURELLEEE, TR UEEE Citrix Analytics RS DTIEEER TIEBRE S E I KIEE X,

BUAERT, IP#itBER%ZES Citrix Analytics BRS. B2, ErRILUERFMKRIRmESSE Citrix Workspace [z
PR 2 A It

B2E P it AEER, ESMAIUTEMREBZHIE SendPublicIPAddress sTM&RIIEE A Off,

o 1£ 64 1 Windows it&# L, S HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle,
o £ 32 fi Windows i+8#lL, S#i% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

=

P =

o |PitiitfEm R EREB R FHRHNE 1, RE Citrix Workspace M BiEFE Bz NBEFHNED
IP shuit, {(BFLEnEPTRERIER,

s EHHMNEFRIFIER (=TT Intranet FiE17) , BEHEEH S LR URL https://locus.
analytics.cloud.com/api/locateip FINARE,

&% Performance Analytics SlfERALLE SMIFHER, BEBRMEBERS,

1911 FEYFTIETIAE
HEIREThRERY Workspace

AhRARERTF Windows 89 Citrix Workspace WBIEF#1T T 1k, MUIELHEFIA Workspace HaEN8E. &
XFMER, B2 Workspace £ EEINRE - RN o

%7 Citrix Endpoint Management F1 5507+t Windows 10 &%
AR
BEEMINBEANRARTRE R, Citrix BIURENRIFE P ER R AT hRIIEE

Citrix Workspace MAEFIEA Y Windows 10 1&& 857 Endpoint Management #5E#f,
AR

o IEINEERTE Windows 10 i&#& 2%,
o IR ER T oEbE,
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1909 FrYFTIETNAE

MREEFFX

TRRASINT —1ER /forceinstall WHRERERFHFX,

EUTERTBERGHREN Citrix Workspace i Bi2F s M AR BEFEMRINAT, BFEALFX:

o WIEEMAZZIF Citrix Workspace N AEF# 1T,
o REFAKTHI.

AR
/forceinstall %2 /rcu FxpIEIL,

BXEFAEER, BEARENSPHNERSN

BEERRE
2107 HE~EE IR
RE

REVAEFRIPE, BEMAFTREREATELE HP G5 RFIEENITEN. [RFWIN-24103]

DE[EE
o BRETHEREEIEEN, SRABRERGHNAREFIA/NTERKK, [CVADHELP-17089]

o FRAMEREGERERT iR VDA B, JNSRNBEEMAE Chrome %2 ETRER %K, [CVADHELP-
17430]

o FRBERERN, HEMFERA UPN EEER, ARTERRLENEBN, SEIRIEEURESERUTHIRE
ISW

AR &ByEBERER, Zid, [CVADHELP-17620]

/R WebkitGTK+ fEiEATF Linux B9 Citrix Workspace MREEFHFE2UREH, NRBABTETATMES
%M, [CVADHELP-17748]

£ Microsoft Teams £iVHAEIBEIMSMEIERT, Desktop Viewer Rt LB TN, [HDX-32435]

2106 EEERIR
RIE[EE:

+ R Google Chrome. Mozilla Firefox 3¢ Microsoft Internet Explorer fE2kI\ PDF 5238, ZidfE
A Citrix PDF $TEDHTENX AT RE K. [CVADHELP-16662]
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« ¥EATF Windows i Citrix Workspace RZAB#2FFE&EIRRAs 1912 LTSR CU1 5% CU2 /5, RIERSEMRTAE
2% K. BAT Enlightened Data Transport (EDT) thiXps, sNRiEER @S Citrix Gateway Eizfy, N
SHIEE, [CVADHELP-16694]

o E#E VPN girFiERE VPN B, 2ifEMiERT Windows 8 Citrix Workspace N B2F B EIR FAIZF I 8E
2%, [CVADHELP-16714]

o ENHE=ZER, HaEFIRKIRE T A4 Delivery Controller = Director, VDA kg7 2003 XE=
hRzss it ieE, [CVADHELP-16783]

e ¥ CurrentAccount EI&E JEM&R HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount RIRETEEK. FE— I HZMNABEKFNSHILLE», [CVADHELP-17229]

o« APREESTEERN, 2RXERERT Windows 89 Citrix Workspace R BEZF A e 2L, [CVADHELP-
17267]

o S THAMME BN HTRER KK, [CVADHELP-17337]

o EHIESINEAE, 7 HDX R T A Microsoft Teams B, & NI A9 37 26 99 A BE = 4K A TEo
[CVADHELP-17398]

o ERERHMNA THXFAIEERAK. [CVADHELP-17438]

BFRRmE:

o FRAPXHBIBENEHESE (IME) EXHAERRANEN, XEAAERKETERBAE LANXEEZ N
[CVADHELP-15614]

« ¥&&EAT Windows B9 Citrix Receiver fr7s 4.9.6 7+4; %l Citrix Workspace M AEFRE, ZRXMREAR
BENARF, FLSmE ErRES NERARERAERE. [CVADHELP-16967]

o BIRTE ping.citrix.com EBEfTERKESSMIXATRES LM, [RFWIN-22672]

2105 E~EERIER
RIE[EE:
« ERERT Windows # Citrix Workspace R AEFE, NAERFRIFNEZRAIGEL EZBH R RELER
EERE L, RSBBERS (HI30 Windows Server 2019) E%#89 Citrix Workspace RBEF S HI
IteiE R, [RFWIN-22120]
« 247 Git bash LizfT@$rIBERK M. BRATNARFRIPIIAER Citrix Workspace AR H LA
H, [RFWIN-22187]
o RESHIRAH Citrix Workspace R BI1EFE, &F StoreFront BIATBERMEIFRIRT. [RFWIN-22419]
« ZidiBH Citrix Workspace ZBEFAIAER KK, BAF SRR TR E LN EHLE R, [RFWIN-22491]
s NNAERFESAREAXHENBHEFHIEERS, BREENRESFXBHNAEFIERRK. F
A< iTRERE Citrix Workspace M AEFE, MIRKIEE storedescription, M HILLE-,
[RFWIN-22510]
+ M Citrix Files THs(fbed, FLIEFENHZOTRESHIMELRS. [RFWIN-22516]
o EERATEM4ESIHRFIPH EIF HSP 2 CET TH8EMER T, 58 11 4 Intel Core 2322341 AMD Ryzen
5000 &7 B LN AEFTEEREIMNEE, [RFWIN-22592]
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« MR “HDX BER(FH” WIRIEE R “B&”, HEBAT “EDT MTU ZIM”, MNESRBNARFHEEN,
AR ETRRREBERUR—FESEHES. [RFWIN-22697]

« EATF Windows # Citrix Workspace M FAEFRIBE T EEN AR, HRERBRE L. ZRIERET
Intel Iris Xe B+, [RFWIN-22952]

+ 7£ Microsoft Teams =3¢ MSMEEAE, HdxRtcEngine.exe #iZAIRES BB TN, RREDIHEREN
ZETBIGEFSEIMLEE, [HDX-28616]

+ M Outlook A Microsoft Teams 2iXEt, & NBRSAAIRET A LE BiE1T. TEFRBEN Microsoft Teams B9
BERTIAS N S HIML R, [HDX-29558]

* 7£ Microsoft Teams &iXHAiE], &RITIEHSEEMIA L, MIRAIAERRIFARE, [HDX-29668]

RHBERE:
o BTFHEEER gfxrender.dll, Wfica32.exe #IZATEESEIMNEH, [RFWIN-22446]
REn:

« 7£ Citrix Workspace M FR2FHMERRARENLA L, BEIFEERRANRIAF AIAEREBFARINIRES . BX
HAER, BH5E Citrix R0 E CTX307794,

2103.1 hEEE IR
BRISHWIE:

o BIEBAT ERERIFERIREH don’t ask again for 60 days (60 XAFHEigE) FZ G, Microsoft
Azure ZES MBI FIRESIRRHHITR AL,

+ =

P =

BINBNAFPREENASE, MIEMENABEETEHE. MRAFPER webview S350 MR S
FEHE, RATRESBRIRTEHBTEMRIE, ERELRZEERT, Internet Explorer cookie &
BRe BUANERT, WEEATERIRS (77 cookie), AILUMER GPO M2 AILES, MEZAIE
8, cookie BR7EME, HIETHIEHER,

[CVADHELP-14814]

o EMONT Azure Active Directory (AD) B9i&#& £, ¥ Citrix Workspace MWABREFZRIARNABIE, RS
iR B REREN, APARETNER. i, TEEREMAPKFESR, [CVADHELP-14844]
REn:
o HEERETREBAHNRSM, [RFWIN-20912]
KIE[EE:
« BEEERTF Windows B97# Citrix Workspace M REF BB £ EmEY, 44 Citrix Workspace [
BiEFEENERENAIET. BRET “AHNBIEFIAE IhEER ST, [CYADHELP-15654]
o ERERSBAERKO 8080 MIERT, Citrix Workspace M BIEFRIRET £IEERIE £ G HMN AREFH S

. HIRANREESEAT Windows 89 Citrix Workspace R AIERF AT & AR ER O M A ER
2Rikiw0O 8080, [CVADHELP-15977]
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+ AT Windows # Citrix Workspace B2 F Al fE S RES IR ARG E, EIFXIBRZAH Microsoft
Windows #E R g HIltka, [CVADHELP-16017]

o ERAPKIEDIET ALT + Tab $#5t, AJEITERT Windows B9 Citrix Workspace M AREFHNHEAE
M. [CVADHELP-16379]

o BIERRIPFMNBEOER/VME, Print Screen BHAIRETAHFRREEE, [RFWIN-16777]

o« WMRETE Microsoft Teams @IFPERMESRENHIIA, HDXrtcengine.exe AIBER BRI, R
Bk ESEEIAFOXE CTX296639, [HDX-29122]

o 2R EA IME 85 DBCS XAy, AIgefk/D TRI%. Windows 10 2004 12 F RSB, [RFWIN-
20006]

o FEIRHIIGE C:\ProgramData\Citrix X&#MNRETsEa S Citrix Workspace N BEFEIME o
[RFWIN-22753]

* 7£ Microsoft Teams i@iEH, SSMATAESEMLE4E, A UDP RERONSHILE®, [HDX-27914]

BFRRmE:

o BF GRH” MI—KAY, EATF Windows 89 Citrix Workspace R BIEFAIBE T £ X F. MR ERN, HEF
PR “IBH” LR Workspace R FF2F. [RFWIN-21518]

2102 FEBE R
SE[EE:
o HEERFERBAT vPrefer W Citrix Workspace MBEEFEM B . HRE EREFFITHE NN AR

PR, ZNAREFEITANATRSET - EREERE. MRXMRERE—EFE, WEEBXITHZNBRER.
[CVADHELP-13237]

 BA vPprefer £If5, App-V [ AEFRIREREIRIZIRS 8 LEs), MIFEAuARS 28 LB, [CVADHELP-
15356]

o UBEPXEHIERENARFZMES, StoreBrowse.exe MmLAIRRTERRBAHNARERFNTETIR,
[CVADHELP-15952]

« Y EnableFactoryReset FMRIEB RN False B, EiXEH Citrix Workspace M BIZF A gE Rk
HERUTHEIZES:

LtEIhEEE .
[CVADHELP-16114]
TUEIRE EUk&E CDF Rz, [CVADHELP-16587]
AGRE.
+ Receiver.exe #iZABESEIMEH, [CVADHELP-15669]
BRRE:

s ERAPXHEBRNERER (IME) EXRERBAXKEN, XAAESETEREE EANXAKIEZS,
[CVADHELP-15614]
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2012.1 HEEEMR
« ¥4 Citrix Workspace R AEF MhkZs 2012 BohEHEIESHRAEY, HETRUTHEIZER:
“Could not load file or assemble Newtonsoft.Json” (Fi&mExHHiZFE % Newtonsoft.Json)
{R&7£ Citrix Workspace M AEFNEE R REMNLA _ EER T BB MR A < HELLE -,
fRRFER, M Citrix T Ji@E & Citrix Workspace N A2 2012.1 BEEMAHFIREE,

[RFWIN-21715]

2012 PEEERR-
RE. HEH. AL

« SiXEAFeIERES R Citrix Workspace BR2FEY, ZIREAXTsEWMIbR, REEMOIE.
[CVADHELP-15397]

SIE[EE:
o« EZERBFIED, BIXEALEAFRSETESKN EFREEEHNEERITENNS B IR, [CVADHELP-
13614]
o MITUTIRIEZ—B, ARSI ReEEINEE:

- f£F Storebrowse @< M StoreFront #2 ICA x5,
- EA ICA X B AER, MIEMNEEREE.

[CVADHELP-15221]

o EXFERGRP, FAEAFAXETNRESNBINAEFTEESEAK. IREBATESMNAP— LA
FREFRE], Madmitip, [CVADHELP-15576]

« ¥i&ABF Windows 9 Citrix Workspace M B FEE B N EE I SIENEZEIMEHK . WMRM Citrix
Workspace AREFIHHAENER, NABEKFIEBERERN— M NABEKS, MIERINIFREKS,
[CVADHELP-15728]

o E447F Microsoft Teams BiEFHELEHNREATAESSRER, [HDX-27041]

P &R:
o EXHERTF Windows 8 Citrix Workspace i AREF#H T2 M LRI B M A LEARISHRER, 2idB
MRIETRERAK. RIEBMEREEEAEENEERS L. €A Citrix Gateway URL Fi2& Desktop Lock
B = HEL LA,

AR

B %A Citrix Gateway URL #1 Desktop Lock B2 & i& B F Windows #9 Citrix Workspace iz
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FA#2 8y, 1 Desktop Lock BB Z R —ER B BINRHIM B R, NRBRRFRKEE, EFEH
Ctrl+Alt+Delete GERFHEEN) M Ctrl+Alt+End GERFEHINN) EH.

[CVADHELP-15334]

« MR “BDPI"RBR “R” 3 “T”, WEBHRERIEN, CD Viewer TREEZAWELTRAIREL EZA LB
LA S &R KA DPIIRE. BFIg&ER DPIIREKXRT 100% BatittiaE, [CVADHELP-15418]

« % Citrix Workspace R f#2F Mhias 1912 #4kZIRR4s 1912 CUL /5, MAREFHEERIE, AYTE 10
DA BEEMR. [CVADHELP-15766]

2010 HE~EE IR
RE

- ERAREEEN, 2ARNEXARELASEARIEE EBEM Microsoft Excel —i2iE1T, BATNARFR
PINRER R HLLE#, [CVADHELP-15410]

RIE[EE

« FERTF Windows & Citrix Workspace R FHF2F MARZS 2006 F+4&EIRZA 2008 ESRARE, ZiAEE
R FRREFRIRERRN, TITIERIE (FIMNIKEE) HFEIXNITENSBILLR, [CVADHELP-15988]

o« BATNARERRIPIIEER, Pause/Break i1 Num Lock $#aJAERUSTRIEH, [RFWIN-20083]

« TEIEATF Windows 89 Citrix Workspace i B1EFH, ERANAREE URL FII/AE, s BRUTHE

RES:

“TRIEETIRS R, 7

URL @A FIRAHIULRR,
[RFWIN-20907]

« Microsoft Teams fiifk: EZERBIGENESS DPI WBENEREP, FHRELSARTEEETIF. 3
— M EA TR ANEEREBE D, [RFWIN-20854]

« 7£5EAF Windows i Citrix Workspace [z 27 Ri@B A1 Kig R S #EBNRY, ZEBNDIES U EARXMmIER
B2 [RFWIN-21069]

2009.6 FEEERIF

o f# VPN i&iZZ| Citrix Workspace R BEFHi%iRRIH N BIZFEMET , RIFIE/ErTse a5, [CVADHELP-
14418]

o MRERAEREE HBHRSERNNBE R TLE Citrix Workspace AB1ER, NTESLERE. YEMSH
BENETRAPIT AR A NMEMEER RN, sHItR#E, Citrix Workspace FZR#ERF 1907-2002 kA=
HIt R, [CVADHELP-14940]
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 ERATEAMREEIAENERLT, RITARETRLTERBLANRENEIMRRT. Eit, FTRBHKERW.
[CVADHELP-15104]

« 2RA7EIETT Microsoft Teams ME R G EFIMNSIEPRAMRERIEERKMK, [RFWIN-20051]

o RESIETESEISM TN EETEE. BEMREEMgE T, HE Delivery Controller EEARIEH
BRINBEET, SHILLtAE, [RFWIN-20557]

« Ft4% Citrix Workspace M FEF G, BAIXIE A sEs =% Workspace R FTEF BT, [RFWIN-20589]
o ZiXIHAMERHHEZHKE, Windows 2251 TR HM. [RFWIN-20599]
o ERHEFR, BRERARESHRIEEERTINABERETEESIE. [RFWIN-20673]
o ERHEP, ZHERINEUABETESEY, HERUTHIRER:
“TEEEDIRS SR, 7

Ft4& Citrix Workspace M AREFERBHLtR@, RA%ER, E& Citrix Workspace 12 R iR
FAEEKRFHERARM. [RFWIN-20834]

2009 EEER-

tEhR AR T BB T o R A M REAIAR E M RYIR)EL,

2008 FEBEHZR
T, HEH. AR

o 2AERAEHRINEER B EH HDX RealTime Media Engine (RTME) LU Citrix Workspace Rz 12
FrRIgER%M, RTME AR EIRH kR4, [CVADHELP-15047]

BRISHWIE

« 3% Citrix Gateway B2 &A@ Citrix Workspace WBEFZiF8 S5 F (SSO) if, SSO mliEakM, LA
FRFEFEBEE%. =M & FHHFHN, 2EBItE#, [CVADHELP-14564]

RIE[EE
« ERERE Citrix Workspace WARFHIERTM “Fia” XEBHELGHNAREFN, AEsHIEN
'O, RREERA Citrix Workspace M HEF. MEEFEH CitrixReceiver.exe < PNA #iitFRE 5
STOREOQ, N&HIittia@, [CVADHELP-13916]

« 1£ Citrix Workspace [ A#2F /S vPrefer itifE, ZidE5h App-V AREFAIAERKMH BERUTHIR
HE:

TERTH
[CVADHELP-14039]
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« 74 Citrix Workspace K EFE, 5EFAMINEE HDX MediaStream for Flash (5140, Flash #1 Flash2)
MHEXBEMRETESMIMTRIKE HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
ICA Client\Engine\Configuration\Advanced\Modules\ICA 3.0\VirtualDriver
hfifR. LbiRlRAA] eSS BUEEL K. [CVADHELP-14850]

« £/ Citrix Workspace AR, BYRSEATESEAREER—TZARE, [RFWIN-17563]

BFP#R

o EiEHTF Windows 89 Citrix Workspace M AR#EF EERNARME URL ANtk eY, aTRERER KA EA8E
5. Hiz URL B80S, SEMitkia, [CVADHELP-14051]

2006.1 FEEERIRR
REEEM

« MREATHRBABTEER (BCR), RIFRERE, ATHEEEERE LNBAFERPBNE[AXE, TERIER
HEL A, [CVADHELP-12922]

o ZREEMK URL BF, URL Al R=EEAE| VDA, B Redirector.exe #iEESMNEYE, HEMUTERE:
INVALID_CRUNTIME_PARAMETER

[CVADHELP-13197]

RIE[EE

s BEFIRERERE, SMERFEPTERTH, [CVADHELP-13297]

MBFEAT D AR AER NN BEERINZEERTF Windows B9 Citrix Workspace M ARER, NMIERE
MABER, ‘BRI AR TN AEE. [CVADHELP-13805]

ENBkES, YEEiIAEsiER, Citrix HDX Engine ATgE=ESMEH. [CVADHELP-13915]
BRTZESMRIEHER “Windows £2” MFEERN, EENBEERITEHRIIN, R8T Active
Directory Bt & B15I8IEARSS (ADFS) 5+i1E#E, [CVADHELP-14316]

BERRATNARFRP, SHERIENREHELTESMI. [RFWIN-17455]

RGRE

o HEZAEMEZISIEN, wfica32.exe #ZAESEIMNRH. EMAT Windows # Citrix Workspace [z
FB2FM 1904.1 FRAs= HEIk R, [CVADHELP-12807]

BRRE

« NAEFARSZNESREHNG G, BRRSFNNARERF. EEESEPNERRIRSAGAE, BHAR
RARF=AENA A, [CVADHELP-13071]
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o YIERMLBR AN BIRF SRS NN BEFE, NAEFNERTTES MESIZHiE%, [CVADHELP-
13293]
o BRI ATRES EREIMNIERT Windows B Workspace i Bi2FEfF. [RFWIN-17499]

2002 EEERIR

tbisdg: AT Windows B9 Citrix Workspace R 2R 1911

HDX MediaStream Windows Media &

o EZERVBINEFR, YEERAFPIEPER Windows Media Player #ik MP4 3I5RET, ZASARIEEREEE
TR LEEEN. B2, HEEERSBEMNIIHMRRE, FRAY BIS@EE DisplayLink E#Vi#E 2285k
T RERS EFTRERHIER, [CVADHELP-11848]

RIE[EE

o ZIAFERAPUESBE-EM HDX RealTime Media Engine E#iZ#%5I%iE8f, HDX RealTime Media Engine
AIgERESMEH,. [CVADHELP-12605]

« BRI AREFREIF SR EINEBREE SR, wiica32.exe #iZalitaE MR H. [CVADHELP-
12855]

o REIREENG, REAESEMEH. HEZEHBABRHREN, SIEBRMARENNEEIERNE, HIKN
LErhirEY B R, [CVADHELP-13017]

s BATAMARERFHRM Desktop Lock BY, L&z Ctri+Alt+Del BERITIIRAFIHEER, AMAFRIE
AREREMEE. B, HRSV[RITSAEMEEN, VDA REFEEERCERIZANEENAR L, 2@
KIZAR=ER. [CVADHELP-13046]

o RENAREFEOTERSMABLBIIHESEL, BEREFHAEEOA)ALE, [CVADHELP-13108]

« Workspace L ARRFREES AR A BN MBI RTRESXBGNEERE, NMREFFAA,
Workspace M BREFIGERFRIUZER. XEMEUHBERRESNERET. [RFWIN-15501]

« Z2REA ‘WARBEEHR" HKE (EIHENES > BEER > 2HEERER (ADM) > Citrix 44 > Citrix
Workspace > AFFKGT) B, RARRTERN URLFENEE, BMEZEREH URL HENKAEFRE
EES /AL, [RFWIN-15867]

RBRE

o 1%k CDF IRERBY, Receiver.exe #IZAIAESEIMNEH, [CVADHELP-13077]

1911 EEEMR

REEEM

« BEENARNBTEEBHRKE, BAFIEELETHN Internet Explorer e ERERFMESE o b5,
Internet Explorer #5838 O HIERT A, [LD1924]
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RE. HEH. AL

£ %7 Citrix HDX RealTime Media Engine #&#891& R, ¥ Citrix Receiver for Windows A4 ZIkR
A 4.9 LTSR RMEHME, BT EBHRIE, [LD1814]

TEENO

A
=

EEAHHWEARFEFITANEON, BRAHINEAREFNERRREESNESIZHRESK, [LD1868]

&

BRKMNAEFSNSKENES, SRBHRIETESAK. Citrix BERRBETER, B5 X% M ‘U
R RE—RER. Wi, FRELDE, ARNKELE, EEBMAEE, EHR, [LD1124]

BB IRENIEE (ACR) EMETHEMSIEENEER, RIEEFRITENSHERATESEIINAIA
2iF, Y DPIEAFIZE EKRIGEN 100% B, UNEERT Windows 19 Workspace M BIER > B4
EEW > = DPI fi@m Lk “27 i, SEItERL, [LD1423]

7z Citrix Workspace L A#EFHERAT “Vprefer” itjg, EXGHNAEFAIREREAMSE), BEAT4E
ZIBEILUT A Ma)E .

- REMERYT R, H19, %computername% EAGLITERERME iR LR N PC12345, &
SHBTERST R, i, %computername% (EAGLSITERAY RIS B IRITEN LD
PC12345,

- BT ARBEEET i, FIi0, €A selfservice.exe -gqlaunch [E11 http:
B, s 1T8EIEN “lexplore.exe %*” f%i#, MAREELEIEF K.
[LD1450]
S FERIRERE e M HDX RealTime Media Engine E#iE#%2IxiE6t, HDX RealTime Media Engine
AlRERRIMEH, [LD1655]
fEAERATF Windows 89 Citrix Workspace ZA#2F8Y, MRER/IMb. RANSARZRRE A/, KEREH
EnSREES, [LD1656]
3 USB 2.0 i A6Y, Plantronics Blackwire 320 USB Eflal g M Citrix BENEIRMIZ &5 R BIE K.
FEIRUERSERENZ BRSNS E IR, [LD1864]
HERTREBRERSAN VDA EE— M HRAHIETT, MEAGHNARFEE - MARPEITHNERRSERER,
AR BRI THIRER:
“Citrix HDX Engine has stopped working” (Citrix HDX Engine BE{Z1t&1T)
Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine EF L TERE SHZIEFFLLEREET. BXHZIERF.)
LIEERAEEEXEINBENE= AN AREFHNRANE PSS EMEERRANE - KR SENS BT

i),

© 1999-2021 Citrix Systems, Inc. All rights reserved. 25



iBEAT Windows 9 Citrix Workspace R BiEF

[LD1898]

o REE- SN AREFARTERTBAN A REATENBREFIET. O (Fla0, WS_DISABLED) RIEH
R FARY & LA, [LD1912]

« BRTHMNABRERFILRNE, FEATHNRKETEHAMRENE =S NAERFEN, FAIEEIHILTRER:

- B Desktop Lock /5, ARFRIRERRACNR/IMEEIREA LA, ERLBE 2 HESIZRHRN A
B ERERNBRERF.

- ZF Desktop Lock BY, HENEO (FlI/NESHIBENFEED) AR TFERMUE, B2, TEOHK
KAENS, BHEORBEEENEE. PHRERENTORIAZE], HBEBEORZHAER.

[LD1979]
o THENAEFEOREREN NS BT RSN, BREFHAREOARNALE, [LD2124]

+ N8R SelfServiceMode #5&I&E A false, 7f Citrix Studio P2 AN BERN, WEAEFRESRATLENS
BRTE “FFIR” &Edh, [LD2126]

RBRE

+ 7 CtxUsbm.sys BRREFRIEEFRE, CtxUsbm.sys FHRFHRAIESSHREMER, I, FLT
A “ReiEFRIEHER” REEEFFREPER, [LD1973]

1909 FE~ZERIEE
RIE[ERE
« BERATRERAERSGN VDA EZE— T HKAHPIET, MERBHNNARFEE - TRRPEBITHNKRARSP,
ARESETUTHIZER:
“Citrix HDX Engine has stopped working.

Exception caused the program to stop working correctly. Please close the program.” (Citrix HDX
Engine BfF1LiE17. RESHRZEFFLIERET. BEXAZER.)
HEERATEEXENEENE=ANAEFFMTRNEFIHEEEMERTRANE— KR SENSHILT
A, [LD0479]

o BEIXFA—NETR, ARRNMASAUNARER, BETREEM=TRDIHED. JESEIBINEER
B, HEEATENNIHESHODBRERENSHILAM, ki, EEFIVEERENEEXTENNS
HEtkERR, [LD1558]

« EAIERT Windows # Citrix Workspace R FB#2F 1902 RESIRASEY, ZiRXIEXEMBEAHNNBRERF
SHIRm SRR M, [LD1972]

+ f§F HDX Optimization for Microsoft Teams B¢, 2 Userl Bah5 User2 B9fshi@iE, ARG5S User2 £
Z=@EnY, User2 ATERB RIS EmMIEREZ<LmE,. [RFWIN-11863]
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« f&F HDX Optimization for Microsoft Teams B, % Userl Bzp5 User2 BAST@EIER, A ERE L
IFEIFIERIN 5. BR, & Userl 185 User2 H=RMEAE, User2 JR2ERIRFEMIFLZRME, £ AMD
FFim ERIinsiEe R HEI A, [RFWIN-11866]

« fE5MA HDX Optimization for Microsoft Teams BY, ¥ Userl Bzh5 User2 BMST&EIE, SAEH User3 &N
FSLEIER, Userl MIIRFRATRST ARG, Eit, FEAFRNITIRSHERAERE, [RFWIN-11875]

« f&f HDX Optimization for Microsoft Teams B, % Userl NEANNARFHNERHLGISES User2
TEIE, AR5 User2 £#Z=mAY, User2 alaEaNEEIZREMIE Userl B=E, [RFWIN-11952]

o T M & B& & HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\HotKeys mh,
% EnableCtr1ATtEnd Et# DWORD Ei&E AN 1 B¢, TEBHE RTINS, [RFWIN-12091]

« f&F HDX Optimization for Microsoft Teams Bt, Desktop Viewer B ER&E O sERTERINEBIFLE
TELmN, HEEKRIE HDXTeams.exe #i2, [RFWIN-15231]

2z )b ¥

s ZVMNARREITIEFREMEH ST AEFER LN, ESEMRFIRNEREHEONRE,.
AR REFmEY Flash st Windows i#AEE R, ES=MRAI8EL A ERET. [LD1030]

o BEFEPIRETINAREFERENmEETEATREEA 4K 4H Citrix Receiver, [LD1427]

+ M Internet Explorer Bz VDI SEH 1§ EATHst#%32 VDI SE@E AR, VDl SEERTIfEakEES, HE
BAMEE FREEESR G, [LD1486]

B8]
2107 pyERER

bR A B R IR,

2106 gy xNiEER

o« EEATRSELUIEENNEBIES, EaETEBHER, Unicode AR a3k, [RFWIN-23439]
o ZiAfEH VDA EREMERT Windows B Citrix Workspace R B2FEEEMEIBENN, MEREGENT
BE KPS, [HDX-28691]

2105 FHERN R

o ERIERRE, YEBHOEERHMNTHERN, YeERSE FEMAIMEESTIH, [RFWIN-23152]
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2103.1 FHERaE

- BBRSIEGEONT, RIERINAEREMAZARERF. FA Intel Xe B RNSHILAR, XRE=FR
#lo [CVADHELP-17005]

s RAFARE. PXHFHE IMERSFROUELEEETE. BEEOELEREUE, FTE2LEN. FH
CVAD £iE#1 SaaS M ARFEFA LA, [RFWIN-21158]

« ZidiR Citrix Workspace ZB2FRIRER KK, YAF SRR TRE LN E L, [RFWIN-22491]

s NNAERERAEREAXHENBEDEFHEER, BREEMNRELSRXBHNAEFTRERK. F
Am$TRERE Citrix Workspace I BI2FE, MRKIERE storedescription, WM& ithE,
[RFWIN-22510]

« M Citrix Files F&.txt 3x#Fp, HBEXHZEERHME, [RFWIN-22516]

2102 FHERN R

o ZRXEE) ICA RIFFERKRM, HRIERS2RERRHO 8080 MARHE XA, 2L R, [CVADHELP-
15977]

o ENAREFRIEF, HEE Microsoft Paint FITHZHEREEET, Microsoft Paint iz A2FEME#EiZa
RER TS LM, EROMERN TEMSIENSHIMLAM, [RFWIN-21413]

« EAECE T Azure Active Directory ZEB433E (MFA) B9 EN L, BMEEERERFFEFRIREM 60 XA
THNER, RAESERERIRTR. [RFWIN-21623]

« TEBMA Azure Active Directory 893t 8 i85 R Citrix Workspace M AREFAIfEak K. RERSH
WIFR RS HEL AR, [RFWIN-21624]

. BHBATHNEAESIER, BERSIESNEERERER S, £ Delivery Controller EEBAH#N B2
mEREEEY, SHILkEE, [RFWIN-21629]

o {£F ALT + Tab #2508 S Citrix Workspace NBEREFHNTARR. EFOWER TEE
RNERSHIERM, [RFWIN-21828]

o WRETE Microsoft Teams @IFHERMLSRENHISA, HDXrtcengine.exe AIRERBBTLIMN, R
Bk EBRERHOE CTX296639, [HDX-29122]

2012.1 FRERN AR

TEIbhR A B R IR,

2012 FpER B

o MREZHABZRIFVEARFFMIWGER, NAESETUTER: “CHEARFHFIRATA..” ARRE
WEN, BETUTHER: “TEFNEAER. ~ IREWERRERE, RRIFVZARFRBELRLTIL, BF
ERE MR MR, [WSP-5497]

s HFRATHRBRNBEEAN Chrome JTEEH, B EITHMAN-RIEEZE, ZEMRATAET AT . ##
R7%E7, 72 Pop-ups blocked (PELET#EED) JEE+i%#E Always allow pop-ups and redirects
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(GaEAYBEEOMEER). [HDX-23950]

+ 3 Citrix Workspace [ F#2F MhR4s 2012 BRhEFHEIESARALK, HERUTHIZES:
“Could not load file or assemble Newtonsoft.Json” (FTAMEX#HIZFE Newtonsoft.Json)
R 7£ Citrix Workspace MAEEFHNERERLENLS LEA T BehEHN A S HB IR,
fRRAER, M Citrix T TT@E T# Citrix Workspace RBEFRZE 2012.1 B S RAEHF iR,
[RFWIN-21715]

o MRENERFE, ABREERT Windows # Citrix Workspace B AREFHITHEZEFLEE, NARE
FEFARETENHEH#ITHENRSR T, [HDX-27504]

o WNRMERFEATF Windows i Citrix Workspace M BiEFHEREEMBES N AERFE, ZNBAEFEEE
= “FHR” RES ARG, [HDX-27505]

2010 a9y xNiEER

TEUbhR AR B R IR,

2009.6 FEYER AR

« 2RBIMEERAK Citrix Workspace M Bi2F RE I fexBtiafthER. [RFWIN-20692]

2009 FHER A=A

FElbhR A B R TR,

2008 I E RN R

EEZRIPWEOER/\VME, Print Screen BT EHRARREEHE. HIMLRAEN, EREHEHRBE
Citrix Workspace R FH#EF. [RFWIN-16777]

LIEEERFEA FastConnect API &R, BEIRSEONT. RS EN, ENBHEF HIESE. [RFWIN-
19804]

BEIZRIPE VDA 258, RELEESRERZRIPHN VDA LHiskFEEE, [RFWIN-19823]

2006.1 FRYE R AR

* $NR7E Windows 2012 R2 i+5#1_LENEIRAEMTHEE, ZARSS 88 L= Citrix Workspace R A2 HYSE
BIEEBIME, [RFWIN-17628]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 29


https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html

iBEAT Windows 9 Citrix Workspace R BiEF

2002 FpyERaE

o YZRIPH Citrix Workspace W BHEF 2IER/ MBS, 2idH Print Screen BiERXRRBTES K Ko
[RFWIN-15155]

o HIXEBERHNRIEMAMIEE LB Microsoft Word # Mk sRIBRE AR ERY, fE4siig®& BRI A
EFNSHIUTHERES:

EEEEH Citrix Workspace BT X 4HINBER?
[RFWIN-15884]
o Z2IREEAT SSL# VDA LEsIsiERfEskK. [RFWIN-16129]
s ERFRPNKERIER, 2RENEZFRIPRIENFEEETERKK. [RFWIN-16704]
o EETRETAMER GUI MIBRERARIENTR (GPO) BEERF MM ARG ¥4 S, [RFWIN-16754]

s SHBEHRFRFREFNETHNERSHAIEERE, [RFWIN-16784]

1911 BT

« TEfEA DUO S430IEEEE StoreFront, [LD1497]

s RIEFOFREHAEF S, [LD2089]

s ENERGRR, RIETERITBIME, [LD2185]

o BEEEHEFNER USB EERERMSIRGKE, RIEFTEELME, BRER. [LD2432]

s ERIEFIEAE, HEZXEREMEE...BE, MIBEENKAERFZT. [LD2450]

« #EE T Dell Wyse RAM 9% 4:m, Citrix Workspace RBEFRELMHA BRI THIR:
“RATHITFHEENIREH XY,
[LD2480]

s HZEREIGED, NAAEEERTER. [LD2484]

o HEARIERICHFEREERITENN, EsTE—BRERTMA, AFHRUATHEIR:
“EREE BT,
[LD2496]

o ERARBNREERBEENAATEERNEE, HIUHETEA URL KENEATNAEFIREENE
by, BCEARRLN, HETRUTHEIR:

“KREEAZERNETIR, BHEL—FEFMIZIIR, 7
[LD2510]

« 7£ Microsoft Teams i#, HEBMRLERFTE, BEISITE I RERIMEIRNF, [RFWIN-11993]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 30



iBEAT Windows 9 Citrix Workspace R BiEF

« 7£ Windows 10 RS 6 &4/, 1&g UDT RBAXFHERPAIE GRS RAMER, BAMNXIMNATRETELE
BiEiT. XBE=FMRHl. HIA5EHA, ®DDC LEA HDX BERFH%E. [RFWIN-15116]

o HE—RRE—NERPRA, B MERHRAN, HRFBMAMM “17 [ RFWIN-15395]

« 7£ Microsoft Teams #, YARKAEMFEREME, TR BN EFNERE. [RFWIN-15539]

1909 FHEHiaA
s BRATRBABEEMAG, Internet Explorer EOFRSHIMERI &, [LD1924]
o £/ Ctrl+Alt+Del B A HS X EIMERIRIEN, RELAETMEEHTEEWN, FANERUTHES:
“‘BEEIRE"
[LD2063]

o TEEMERGIERTIE SelfServiceMode £Iig B False H R EHRIHEY, MAREREARTEM “FFa”
Fehfips, [LD2126]

o XFiBig 2048 MFRHI URL, URL EEMALK. [LD2210]

BE=FFEA
iEAF Windows # Citrix Workspace R B2 Al fE & & 1RIB A T SR E MR FOHTIFRI I SE = A 314

BT Windows 89 Citrix Workspace M BiEF$E=57%5E (PDF T#)

RGERMFAM

August 17,2021

23X
+ &1 1 GB RAM,
+ Microsoft Edge WebView2 Runtime fg4s 92 SiE S kRS,
AR

BHHiRZs 2107 #2, Microsoft Edge WebView2 Runtime % %42k Citrix Workspace N REEF %
#EFITH. Workspace NARRFRELEFR, REBFIRNERLPESEHE Microsoft Edge
WebView2 Runtime, R#FE, MiHTRE,

MEBEE A FERIESERNRLEL A4 Citrix Workspace MBIEF, REFKM,
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- BBRSHEGEE NET 4.6.2, G AFEM Workspace AR RESGSITTRMNBSIN AEFMS
Ho BXEMER, BBN EABGTTEH
NREZIALESHFALE Citrix Workspace 2R 1904 sE=AR4S, {B.NET Framework B94&
kas7E Windows R4/ ARa] A, Citrix Workspace B AEFRERZFE THHREFRERAMN.NET
Framework.

AR
NREZAFERIEETERNRREH T Citrix Workspace MABER, BR45:%E.NET Framework
4.6.2 HEShRE, RERFEK,

o BR¥ETRRAH Microsoft Visual C++ Redistributable,
AR
Citrix B E AR HRAM Microsoft Visual C++ Redistributable, &M, A&IIEFAIGESHIN
EHBERET.

BHhR4s 1904 &2, Microsoft Visual C++ Redistributable %2 i Citrix Workspace M BiZF R &
EFIT 8, Workspace M REFLZELREH, RERFINERFKFTEETEE Microsoft Visual C++
Redistributable 2F &, HEXEN#HITRE,

AE:
2R FRIESE RNREEE Microsoft Visual C++ Redistributable i & & h %3 Citrix
Workspace [ BRI BER KM,

NEEERAEBEE Microsoft Visual C++ Redistributable #2x 41,

B %.NET Framework = Microsoft Visual C++ Redistributable &R EnytkrE kg, 5505 Citrix 138
B E CTX250044,

REMIIE

Citrix Workspace R R12F 5 HaiFiE= 2159 Citrix Virtual Apps and Desktops #0 Citrix Gateway frA&F#A,
XUEERRATE Citrix P A m AR BT,

iEAF Windows # Citrix Workspace AEF ST Windows I#ERARS:

3 =

AR

« Citrix Workspace FZf#2 2009.5 R ESIRA R B ILERZIFIVIRIER G LR TRES

« Bhxr7s 2006 2, BfF1E3F Windows 7 B9,

« Citrix Gateway End-Point Analysis Plug-in (EPA) £ Citrix Workspace £ #, 4 Citrix
Workspace WABEFES, XEER nFactor BMIIERNA X1, AXF4MEE, B2 Citrix ADC X
HEAPRE S HIIENESHIIE EPA $3f#E B 5 nFactor SHRIEPH—1MER.
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BIERSR

Windows 10 32 {i#l 64 1ii Enterprise Edition. HXx%Z&# Windows 10 kkZA&K#4EE, BB
Windows 10 5i&H3F Windows 8 Citrix Workspace W BZFHEAM

Windows 8.1, 32 ifll 64 {ilkk4 (&#E Embedded Edition)

Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition

Windows Server 2019

Windows 10 Enterprise 2016 LTSB 1607

Windows 10 Enterprise LTSC 2019

Windows 10 loT Enterprise *

Windows 10 Home Edition**

* &3 Windows 10 loT Enterprise 2015 LTSB. Windows 10 |loT Enterprise 2016 LTSB. BEE#. tIE&EE
. BERNEREER,
AL EESHIIE. Desktop Lock. FastConnect API LUK EEMMAES Windows HEHMEE.

Windows 10 5B F Windows # Citrix Workspace M BiEFHzER Y

&% Windows 10 B2ER4E, Microsoft SINT —HMiRAERE. BEMARS Windows: Windows EIARS.
MIheeFTEEIThEEERH S (1703, 1709, 1803 FEXEMA), HREEBEMREBIMEFRITEIREENR P, AL
B SCCM £ EE R TABEXLEEN,

TRIIE T Z45M Windows 10 ks,
pE=
o BATREISGRERL A Citrix iR ds L5 5 $ FSTE R s,
o« —B Windows 10 fRASZERS L IEIRE, ZRAEFRE B Microsoft IR S 8k 1%, Citrix 1%

EEEEESZEHNIRERADETEIH, % Windows 10 BREZLIEMELR, 521 Microsoft B9
Windows £ &5 EHIELRT4B,

Windows 10 Enterprise

Citrix Workspace [z F#2Fh4A  Edition kr4S MBS
2106 ME=hRES 21H1 19043.928
2012 RESHRES 20H2 19042.508
2006.1 MEShrA 2004 19041.113
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Windows 10 Enterprise

Citrix Workspace [ F#2Fh4  Edition fr4S RERRRAS S

1911 REBRAE 1909 18363.418

1909 MEShREs 1903 18362.116

1812 MEShRZS 1809 17763.107

1808 &EShREs 1803 17134.376
303 o] P kA AR =S 1A

TRIEMETHXRE Citrix Workspace [ B2 B R B RIF4E B

REAT PR
EX == 572 MB
Ttk 350 MB

Citrix Workspace M AREFHRESRRREMENHMETE, ZRITESHLERAFSIEPRIT,
AR

o RERFNERERLEBEWHETRRITOE.,
MR ERTIREIBFARAENEBTEARAE, WARERZXIEE, MEE CTXInstall\\
_TrolleyExpress—\*.log FiERHEIZHEE.

EE. IEBMSHIIE
i
. HTTP RAEE

« HTTPS R FA/@I&E
« Citrix Gateway 10.5 RE Sk

i&AF Windows B Citrix Workspace ZBiEFEEEIHFER, RFELHENER. Fit, EBAEET
Bt AR,

« THA (BER) iEH
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+ Root
 BECTHES
o HRENES

TH (BER) I

INRTIEM X ERET TRIES, GPFESR Citrix ZRHAF18E L REALQBEBMRIEMLBRIES,

AR

NREETTERIEEEMRBGES (AATMBREFARESRIED), RASEF—FES, BHZIERAH
5. MRAPERRRESHES:, WERNAEFBLER.

RAEH
SNFIMNTEHBEN, FJLUERARENRERERD LFEE CAIER.
WNFRIMANEBHEN, ARALUE-—INEEXZERGEUNAHRE CAIER, B5RAEERKAURSHE.

WECFFIES
RECAHEBER AR MRS 28 L ER.

Citrix Workspace [ A2 ZIHERAHER. HIAIRBARNR S RIEEABRMEN, £ht, sTURERERR
I, MERAERAEERBERESEHEM (SAN) I BIRSSBEMIIRIIER, AEIERMETAE AERME
Mg 52 BT LA

HiERES

NREIEPFERIEPENES, HFEZPEHEBHME Citrix Gateway RS IEH. BXER, ESRGEFE
IEH.

SHEIE

3+ StoreFront #1759 L83E

StoreFront.

Citrix Virtual Citrix Citrix

Apps and Gateway i Gateway %I
iEAT Web#y StoreFrontiz Desktops (= HT Web StoreFront
Workspace Zufm (ZH) ) Workspace Fuhm (ZH)

ER = =
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StoreFront.
Citrix Virtual Citrix Citrix
Apps and Gateway i Gateway ZI
iEAT Web#y StoreFrontfk Desktops (&= AT WebH StoreFront iz
Workspace Zufm (FH1) ) Workspace Lufsm (FH)
i = = = i 2"
IHEE = = =
RELHE o 2"
WE S P 2" 2
(15 + Z2<h)
SMS 2" i
BEEF = = = =
RFIE$ 2 (Citrix & (Citrix
Gateway #&ff) Gateway &)

* IR E EREG A LRE Citrix Gateway 397,
AE:

Citrix Workspace B2z ##EH Citrix Gateway % StoreFront AHIRSHNEZHRIE OF + &S
) o

IERmETIER
IEBmREFIE (CRL) siF Citrix Workspace NARZFHRERSENIENVREERH. REIERLETFHERSEN
MESHEIE, REAFIRESRSB[ZE TLS EENBER 2N,

AINEZ MR B CRLIaZE, flg, I Citrix Workspace MARIEFEE N RiGEHAMITRFIR, HATUED
BENEREERMMMEIERTIR, o, ETLUSEBRENFIEENRBRERIETHE CRL ZEFRITHRFER.

MREBERMITENFREIEIRRE, BB Citrix Workspace MAEF. HEXAFRE Citrix Workspace A
(EFEEERD) o

BEXFAES, BESHATLSED,

LRMEE

June 29,2021
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AILUBIE LT AR E Citrix Workspace M FER:

o M THIE F& CitrixWorkspaceApp.exe £, HE
s MRATWTHAE (GIRATA).

AET U T A RER G

o BITET Windows WRERLERAS, 3k
s FABSITRAERBATEEFXHE. REGSNTEREY, EXFEAGSITRERE Citrix Workspace A
BFHNER, BBREAGSTSH

ERBEEANIFEERNRHITRE:

Citrix Workspace AEFAIUBAFRMERRRE. NYEEHAT Windows # Citrix Workspace M EEFEH
FREESHIIER Citrix Ready Workspace Hub B¢ ZE &1 SR

TRERT UBSBRARAF F1HRE Citrix Workspace L BEFRNES

TR it

BIER C:\Program Files BRuERE
(x86)\Citrix\ICA Client

RF %USERPROFILE%\AppData\LocatsEErigRIEA
Client

AR

MRAGPEERAFARENES, BERBETERE Citrix Workspace AR, BITBINESCHERERP
REMLG), REBUEBERFHRE Citrix Workspace R AEEF,

ERAETF Windows N&LERZE

AILUEER U T AEFENET CitrixWorkspaceApp.exe RERFEFRREEH T Windows 89 Citrix
Workspace M HEF:

ZUNERT, REEFASMT %temp%\CTXReceiverInstalllLogs*.logs,

1. BEpCitrixWorkspaceApp.exe XHEBETER,

2. FERFHES EULA, AGdkERE,

3. FEAEEANRMNEMNENITEN L#TRER, sHl— 1 EREWIEER, BXFHAER, BESREE
BE I,
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BEAT

Windows &9 Citrix Workspace R 2R

4,

REBET Windows MRERF MR,

ERBLITEH

B LUBSIEE FRIM G SITIETRBE X Citrix Workspace 2R RERF. REBFOBERMNRERFZAE

fREE
2fER

AR B R, TRIEXRBEEFXMH. APHREURBHZ MY ARERF EERNIGE B R.

Windows @3<17%% Citrix Workspace AR, BRHHTRTMN. AR, BE—ITHFRAREREFXH

B, REGLTNLEREN. TEYIHTAIANREGSMEME:

CitrixWorkspaceApp.exe [commands] [properties]

mRITEHIIR

SHRABDRWT:

3
3
W

=

I W 3
ol
W0
E

o
=
g
ao>
(aYay
W
e

BRI AP R ESH
BIIESE

#®
/? 8 /help - JIHABE R EH SR,
/silent - EREIEFRALEINEENRT.

/noreboot - FREIEFRIULETERBIRET. BULEERENRRRTHN, LFEHERSH USBIRET
EiRA. REEENBRMEERASEE USB &&E.

/includeSSON - BRELUEE R F1HREE, 155 Citrix Workspace R #2FF Single Sign-On A%
£, BXEMER, BEREEESHRIL

/rcu - EFRREMRZ ZIFNRIREFRN AT ER. 185 Citrix Workspace B BEF BT AR
BIRLEFHER, /rcu AXBRERAERRIAILE.

AR
/rcu FXBEhZAE 1909 E£5H. BXiFHAESE, 55RFH.

/forceinstall - BB RFHRER Citrix Workspace AEFHNEMMAREXZ BN, WAXIEES
M BREUTER T ERLAX:

- MFZE#EM Citrix Workspace M B2 RAH#ITH R,
- RERARFEI.
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TREH

/AutoUpdateCheck

87 Citrix Workspace [z B2+ 7E7 Bl F B BT #1710 o
EF=W
XEMVEWNWSEH HMIKE T EBRE /AutoUpdateStream. /DeferUpdateCount. /
AURolloutPriority EEMSEH,

\

« Boh (BRINEE) -ZAABEEITREHNNEBE AL BN, FM, CitrixWorkspaceApp.exe /

AutoUpdateCheck=auto,
s Frl - RAEBUTRENNTRB AL BN, FHREEH, HM, CitrixWorkspaceApp.exe /

AutoUpdateCheck=manual,
- BEH - 2HBIEH. Fli, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NRECEAEEMR, WaLLEREEMIINMRARE. BX$EAEE, BSREGEREEME,

o LTSR- (X BEohEHFHEKEAIRS HrAds BARE#.fI90,CitrixWorkspaceApp.exe /AutoUpdateStream

=LTSR,
o Yg - B EM BRI A Citrix Workspace M B 2. i, CitrixWorkspaceApp.exe /

AutoUpdateStream=Current,

/DeferUpdateCount

feR BT Al B A LUIRE R . BXIFAER, ESRECitrix Workspace B,
o -1 (BHAE) - AVFHEIREE B, 3, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,
s 0-ETRHNEBNTHAEMERE (N WH—%@HN,. RAFTBRRELZEXENNER. 6,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,
o FAEMEKT “n”- AVFHREMN ‘N7 R, UGFREBRENETR “n” Ko Hi0, CitrixWorkspaceApp.

exe [/DeferUpdateCount=<n>,

/AURolloutPriority

EEMRANNARFRE, Citrix RTERERCARRBEER, FRLSH, ErILUSHIER AR E e
LUZ U T,
« B& (BINE) - BB ECitrix BEENXTEABAKEER, Fl, CitrixWorkspaceApp.exe /

AURo1lloutPriority=Auto,
o - IBEERNAEAFBNWKEIER. fli, CitrixWorkspaceApp.exe /AURolloutPriority=

Fast,
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o fh - fEIETER (S A BB ER UK BISE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o 18 - EEERM AL RNKEIERH. fli0, CitrixWorkspaceApp.exe JAURolloutPriority=
Slow,

/includeappprotection
BEREIFEFHEZERICRNAEEERSRRETMATEES, REEENR M.
e CitrixWorkspaceApp.exe /includeappprotection

BXFAER, BERNARERRI.

/InstallEmbeddedBrowser

Hepg Citrix SRAR NS 28— I 4, iz1T /InstallEmbeddedBrowser=N F*LUELEER NN S 2R THAE,

INSTALLDIR

57 Citrix Workspace R AEEFRENBENLTEE R, BIABEN C:\Program Files\Citrix. fl0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

ADDLOCAL

RE—NFENEBENAMSE, H, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,AM,SELFSERVICE,DesktopViewer,Flash,Vd3d,WebHelper,BrowserEngine,
WorkspaceHub, USB.

AR

ZNERTF, ReceiverInside. ICA_Client # AM 7% % Citrix Workspace R BIZFRY ik,

HDX ThaES#
ALLOW_BIDIRCONTENTREDIRECTION

ERERFPHRSENZEURENSEFHZEBERARARNBTEER. EXEMES, HSH Citrix Virtual Apps
and Desktops SCASFRBIN A A A E 7E 7 SRS 18 B 3840

cORINA) - ETFTNEHHANBTEETRALTFERARKRS W, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-EETRNERNAEEARTERARSH,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
:lo
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FORCE_LAA

g7 Citrix Workspace N BIEFHE P imads it BIEFARA G RE, HAFERTERNERE Workspace R FR1E
FF, WAGEAEERTT. BXFMESR, 1521 Citrix Virtual Apps and Desktops x#rhpg st i B2 F 17178653

o 0 (BRINB) - 1B RRERMN ARERIARIEAMS, Hl8, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1-f8RREZPHRAMNBARERIAFIEAM, Fi0, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS
EERDNSITEHIN BREFRA XA LB XBRI XIS X 4 B RET.

+ false (ZRINIEB) - IEERTHSITWHNBRRF B8 X LB XBN X4 2 RER. &E X false B,
BRERFBNEENHEE B EEMN XIS ER — BT, BIERGERNEMRBR/NRENNBREFERES
B EABEIRAR. B3, CitrixWorkspaceApp.exe LEGACYFTAICONS=False,

« ture - IEER A STTMHIR AR BB XA E B RBH S X B/ REfR. §130, CitrixWorkspaceApp
.exe LEGACYFTAICONS=True.

ALLOW_CLIENTHOSTEDAPPSURL

EAPI%E EEA URL EEANEE. XiFMAER, 1585 Citrix Virtual Apps and Desktops A4 er iz i 57 /2
EFIIRERS .

0 (MINB) -EFRPREEFLEZH URLEE A 6 B W, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-EAPIKE BB URLEER@NEEHII,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
:]_°

BRTAAR RESH
ALLOWADDSTORE
RTERIBEENSHEERARE (HTTP & https).

« S (RiIME) - NAFERMEMFrRENABEE (FRA HTTPSEEE) . i, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RFEHRMBIMELTLNEBBEE (HTTPS) Mikk2MARE (HTTP), W8 Citrix Workspace M B RERF
BRAPREN, NFREB. #/8, CitrixWorkspaceApp.exe ALLOWADDSTORE=A

o N-FRAFAPRNEMRE SHNABIE. i, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

R EERMREFLABEER. LSHUEATER Citrix Workspace R AR YA RS,
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+ S (RIAME) - XATRERENA®ENERE (BEE HTTPS), fl, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N- TAFFREZBE, 8, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,

o A- AFRERSNARE (HTTPS) MIFReMAREE (HTTP) MZERB, flf, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A.

STARTMENUDIR
BRE “FHR” HREPHREFRNE R,

e <Directory Name> - BIAERT, NAEFETREHFE >FFMEBERERFT. AIMUE \Programs X%k
FIEEREAXNBENER, Fim, EFRELAXKEE “FR>FREERE">“Workspace” F, &iEE
STARTMENUDIR=\Workspace.

DESKTOPDIR
EERERESRANE R
AR
5 DESKTOPDIR #I06t, 3%% PutShortcutsOnDesktop &N True,

« <Directory Name> - AJLUIEERFEAXWENER, Fl, EEREFLFAREE “FR>FMER
F”>“Workspace” F, i&f§% DESKTOPDIR=\Workspace,

SELFSERVICEMODE

=533 5 BhARSS Workspace R AERF AR REAIAIE.,

o True-IERBAFPERIFINBEMRS AP RE. #1800, CitrixWorkspaceApp.exe SELFSERVICEMODE
=Trueo
« False - {5 ~APEXIARIBBIARS AP R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE

=False,

ENABLEPRELAUNCH
IERISETRR. BXIFAES, BBRNHERERF B E,

o True - IERRIETSEITEER FEARTS. g0, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,

 False - {5 RAEMBoHINEER T EARS. #1380, CitrixWorkspaceApp.exe ENABLEPRELAUNCH
=False,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 42


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#application-launch-time

iBEAT Windows 9 Citrix Workspace R BiEF

DisableSetting

RRERESNMEERED, FEREIRRERMERPER, BXEMER, BERE ‘SAEEN RHREREIR
=

« 0 (RINME) - £ “BEEEDR kP ERREARNMNEINEREET, 80, CitrixWorkspaceApp.exe
DisableSetting=0,

o 1V “BERERN” RPETEMEREAT, 150, CitrixWorkspaceApp.exe DisableSetting
:lo

o 2V “BREED” RPETRRES LT, 80, CitrixWorkspaceApp.exe DisableSetting
=2,

B-HEBELAEETN RPRBREASAXNEREZ XD, Fl, CitrixWorkspaceApp.exe
DisableSetting=3.

EnableCEIP

ETRES5EPFREEIT. BXFAER, 55HCEIP,

o True (ZRIAIRE) - BTN Citrix ERERAE R (CEIP), %0, CitrixWorkspaceApp.exe
EnableCEIP=True,
+ False - &% Citrix P ALK& +% (CEIP), %13, CitrixWorkspaceApp.exe EnableCEIP

=False,

EnableTracing

=% AlwaysOn ERERINAE,

« True (BAIRE) - BA AlwaysOn ERERIfHE, 80, CitrixWorkspaceApp.exe EnableTracing
=true,

« False - 27 AlwaysOn RERIHEE, 0, CitrixWorkspaceApp.exe EnableTracing=false,

CLIENT_NAME
EEMRSS 28 KRG A IR &R M,

e <ClientName> - IEERSZ B[/ LARIRINBFRIREN B M. KIAB A ¥COMPUTERNAMEY%, %0,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFPREMSHBENRBMER, BB, EREITEIEZENR.

e ® BRINEE) -AWEBEPHENMESHENZMMER, HlW, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,
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B -FATEFRFHEMETENBMMMER. & MA CLIENT_NAME BHEE — ME. W,
CitrixWorkspaceApp.exe ENABLE_DYNAMIC_CLIENT_NAME=No,

BHIIES
ENABLE_SSON
Workspace WAEFET /includeSSON oL ENBREBAER, AXFAER, BRNHERS MK

o 2 (BAIRE) - 187~ Single Sign-on & FERIRE. 60, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes,
« & - 151 Single Sign-on " FEARDS. fl#0, CitrixWorkspaceApp.exe ENABLE_SSON=Noo

ENABLE_KERBEROS

E HDX 3|22 B/ AMERM Kerberos 814381, [REBAT Single Sign-on M RIERNAER. BXFMAEE,
ESRET Kerberos SIS BiE &5 Wik,

o 2-15 R HDX3IZ%EM Kerberos B3 83EF140,CitrixWorkspaceApp.exe ENABLE_KERBEROS
=Yes,

« & - 8= HDX 3| £ 3 & £ B Kerberos & 4 ¥ if. I %0, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=No,

B EREMSN, EERTIUEES Workspace MARRFEAFERANREABEE URL. RZTLURM 10 MNEABE. 15E
AU EMEHRITICRE:

STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]"

f&:

o X-E#H 059, BFRIRMAES.

+ storename - ZABENER. EXHNSTE StoreFront fRSS28 LEEERRZHR—,

+ servername.domain - REN ABEHNRSBNTELRERSZ,

« lISLocation - [IS MM AEERR. MARME URL #9515 StoreFront Bl <+ URL —%. MAEE
URL %38 /Citrix/store/discovery. E3REX URL, M StoreFront S H—M X, £
BEAPITH, HEH Address TtEHE URL,

+ [On, Off] - Off EIEZAEB R TEEANNAREIE, MMERF S ERETIHXENAEE, MRNAR
[EIRASKIEE, MBINLER ON,

« storedescription - RZFERERIHAE, HIS0HR App Store.

B ITRERSG

EiETE Citrix Gatewaya B[S URL, ERITUTRE:
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CitrixWorkspaceApp.exe STOREQ= HRStorej;https://ag.mycompany.com##Storename;
On;Store

Hrh, Storename e nEBEEENN AEIENRATR,
AR

o EALLAERER Citrix Gateway FZAEE URL RZ#3ER Citrix Gateway B9 PNA Services s,
s EZNAREIRES, Citrix Gateway MARE URL U FHIRPIE— (I, NAFETE 2 4 Citrix
Gateway MA@ E URL iEE.

TR LEFRBAFHIEER NN AERE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store"
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store"

3 =

AR

o BSEUTENABEE URL REHE /discovery LUTHITEIBS (3351,
« Citrix Gateway A& E URL 4R BEREMNARE URL FIRHME—1 KB,

E & Citrix Workspace M BiEF

E & Citrix Workspace M Ai2F X RERIANLE.
E & Citrix Workspace AR, U THEKES:

« FiE EBECERIKP M AREE.

BERSEFRMNEZARER. HERIEMRI

B BNARSS M 62 AU S B KX,

FEEFIXHNRENEE,

SRFEIMRISE,

BIHBENRERIMRIGE,

« EAT Citrix Workspace Rz Citrix Gateway JEMRIEE.

.

ML TREIBTU TS UER Citrix Workspace MBER:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"-

cleanUser
ERTLRTEER, BEAUTHS:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe"/

silent -cleanUser
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} =r

AR
BESHFERAARE U
&& Citrix Workspace R ARFEAEMUTAR:

+ Citrix Workspace N BREF R RE,
o FitEW ICA BIEIRE,
« Citrix Workspace [ BiZFHIASEEITR (GPO) EERIRECE,

ENEL

ERETF Windows HHHER:
A LUER Windows 89 “I2FFA0ThEE” SRR (RIN=iMiBRiErs) ENE Citrix Workspace B 2.
AE:

7z Citrix Workspace [z R R EHE, ERUWEI—5EF Citrix HDX RTME BR4+-BHRR. B EHEMHE:
iElE=

fERm<SITREO:

AT ME ST T e < EE Citrix Workspace M B#ER:

CitrixWorkspaceApp.exe /funinstall

3 F TR EH Citrix Workspace RBIER, BBTUTHX:

CitrixWorkspaceApp.exe /silent /uninstall
AR

o HI#HE, receiver.adm/receiver.adml g receiver.admx IEAEM RIS RE,
o MREEHHEEIMRBFBERPRIEEEE, BFEEMBR.

#BE

August 17,2021
AT L@ AT A% 88 Citrix Workspace R RTER:

« {EM Active Directory IRl EahiI 24k 2 EiEH T Windows #9 Citrix Workspace M A EF. B% Active
Directory W&, #E5RER Active Directory FI7RGIRIZS,

« EBERT Web #9 Workspace Z#i, BER#EAT Windows 89 Workspace AR, BXFMAER,

ESR ERERT Web # Workspace,
« {#/ Microsoft System Center Configuration Manager 2012 R2 Hs8EF##&9% (ESD) TR, Bxi¥4
&8, &5 /A System Center Configuration Manager 2012 R2,
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5/ Active Directory Fl/xflfizx

AILUfER Active Directory 4B SRERHIZAIRIELA LA LEMERE Citrix Workspace M AER. Citrix BiERBIZAMmIER
B.msi X, BXBHMANEMEE, E2HE Microsoft i,

3¢ Active Directory RIS, EHRITUTIRME:

1. AEMHAeE— MR (OU),
2. ABMHEIEN OU gl2—MAKEEXR (GPO),

fRAEHIZ
ERS N XTI PR A T SRR IERMA

o HEIHRHBEIRE - IEENRAS EEIRIE, BMEREFE, BBLBHELE, Fii, i&E DesiredVersion
= 3.3.0.XXXX UEHICEIEE A, MREBET BORES, 60 3.3.0, ZREASKEBEFZAEK
(3.3.0.1111. 3.3.0.7777 &) ®yEfUhrRZ<+BILED,

s REENUE[BEER - ESRGEETHMAHITHNRIENMERE, BIFHZXHIN R RRIGE

7 FRBAN .
« HARSIERER - EFREHTETHMAHTEHRIENNERZ, SUBFRHLANEZHREFIRE
B NIRs

¢ REBREEFHIITED - XEMIITETR LRI REREF. BXMITEL, BERERAGSITEH.

filz

Citrix Workspace R e REEFEER T REMEE Citrix Workspace M BAEFHNESITENMNERHFP 4R
i, XEEAMITERTF Windows #9 Citrix Workspace M ABZFH T Wim.

I Eit) TEE Z MR

FItEN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

SR CheckAndDeployWorkspacePethisekAng®atavdpirkspacePerUserLogo
.bat .bat

BRMBEMZ, BHITUTERE:

AR EIRITH B,

EFRTBENEEXAFRE > %88 > Windows & E > 7S,
FARBERITF ENENERD, ERER.

PR BT XA H ISR R A S 5 E 2R K.
KHAIEE,

o w e
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. ERMEER, BHFM, RAEEANEERHRINTOIEEZ,
EXZEHT Windows #9 Citrix Workspace B2, EHRITUTRE:

1. BEERRILERERN AP IREZHEIEEIER OU F,
2. ENRMAPREHER.
3. WIEMRRNRHEREEEFMINEFTH,

EfiiERT Windows i Citrix Workspace W12, EHRITUTR?E:

1. FambrgEEERN AP IREZHEIEEIERN OU F,
2. ENRMARPKREHER
3. BIERRENRGEREREEFMINEFRTIH,

fERERT Web #9 Workspace
EBNERAT Web 89 Workspace, &ErILIER Web Tyl 5281517 StoreFront BB S,
EMN BTSN B 28, BRITUTRE:

1. REEMTF Windows #4 Citrix Workspace M ABIERF.
2. MERTF Web 89 Workspace £ Citrix Workspace [ FHEF

WMREZATF Web 89 Workspace ®iMNEIRFER B AR Citrix Workspace AR, RARET—FIET, BX
ST EHHREEAT Windows i Citrix Workspace R 2.

AR

BT Web 89 Workspace RziFEF BB FHBHAIK S £,
MREAUTERE, NMURTRNRS S,

1. ¥ CitrixWorkspaceApp.exe FTHRA&MITEN,

2. ¥ CitrixWorkspaceApp.exe Edgy CitrixWorkspaceAppWeb.exe,

3. ERAEMBEL EFBEX—EBRIMARITM. MRER StoreFront, 555 StoreFront XYL
EXHEE StoreFront,

&/ System Center Configuration Manager 2012 R2

AILLfER Microsoft System Center Configuration Manager (SCCM) £ Citrix Workspace MR
AR RN EB43 i@d SCCM 5 Citrix Workspace MRi2R:

] SCCM EpErh7n Citrix Workspace FZFEiERF
NP R R

¥ Citrix Workspace N R2FEBE R4
PIBSEES

> w N
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B SCCM ZpE 70 Citrix Workspace W RIER

1. % THM Citrix Workspace M AR REXHEEHIF Configuration Manager AR5 28 EME AN H
& Configuration Manager %18,

2. %% Software Library (3i#+7%) > Application Management (M BiE2FER), A& S Application
(W FAER) H&#T Create Application (RIBNEER).
RS E R “Create Application” (RIERARER) BS.

3. 7 General (E#) E#&H, %EF Manually specify the application information (FahisER AR
FER), AE#ET Next (F—%).

4. 7z General Information (EM58) &igH, IBESHARFEXNES, FIMETR. SIEE. RFRAE,

5. 7z Application Catalog (LAIEFER) ASH, HEHMES, 6, B=. NARFEM. APE5IE,
AEET Next (F—%),

=

AE:
BRALUEIEEIAEENEE,

6. 7= Deployment Type (ZE£A) High, Bk Add (Fin) LUEE Citrix Workspace R FRFZ2Fi& BHIEE
BEE,

AT R R “Create Deployment Type” (RIEHEXRE) BS.

7. 7= General (E#M) F&s: 8E Windows Installer (*.msi ) HIZERE!, %% Manually specify
the deployment type information (FahisEHELEER), AEETE Next (F—H),

8. £ General Information (E#58) GKP: IEEPBEREFMES (flg0, Workspace HE), Aige
& Next (F—%),

9. 7 Content (RZA) HIZH:

a) 1= Citrix Workspace MABREFREXFREMNERR, a0 SCCM R 25 £/ Tools,
b) BRERFIEEAUTIZ—:
o CitrixWorkspaceApp.exe /silent BTFEINBRIRRE,
o CitrixWorkspaceApp.exe /silent /includeSSON BFERBIZE&E,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false AT LIIFEBIARS
® =& Citrix Workspace R R1EF.
c) 3 Uninstall program(E1#ii2F)5E CitrixWorkspaceApp.exe /silent /uninstall
(BH&E SCCM %)

10. 7z Detection Method (i&il753%) Higdh: % Configure rules to detect the presence of this
deployment type (EZERTRINZEFELIELRWAN), ASEE Add Clause (FinFa),
IBPE 2R “Detection Rule” GE&MFIN) IHEE,

+ 3% Setting Type (G&E%H!) &EAR “File System” (XHHR4).
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« 7£ Specify the file or folder to detect the application (EEZE# NN BIERFXXE R XEHE)
T, &BUT®ER:
- Type (%) - EThgH, % File Iff).
Path (2#2) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\
XEHXERZIR - receiver.exe
Property (Bf) - fE FhIRES, %% Version (hiz)
Operator GZ2ER) - T TFhisEH, %#F Greater than or equal to (KFHET)
Value (f&) - %\ 4.3.0.65534

AR
iEATF Windows 89 Citrix Workspace W REFA K BIEALLMNAE,
11. 7£ User Experience (AP {AL) &E&S, 188!

+ Installation behavior (2#177) - Install for system (HREZRE)
+ Logon requirement (ZRZEX) - Whether or not a user is logged on (BFEEER)
+ Installation program visibility (Z&E2Fa0MH) - Normal (EEE)
g Next (F—%),
=
B AL ERE R EE E A B R KHIN,
12. £ Summary (HE) &P, BIFLHFERIMEE, BET—P.
BTG B R TIE B

13. 7= Completion (528) B, FHEPEAE (Workspace #8&) 7 Deployment types (EXR) F
HlH,

14. & Next (T—¥), AGET Close (X)),

AMDER

1. 7£ Configuration Manager = #l & & 8 & Citrix Workspace M B #2F, #A/51%# Distribute
Content (DAAA).

tETE 278 “Distribute Content” (2 EZRWA) MAS,

2. 7£ “Content Distribution” (W&9%X) &+, 2 Add (FiN) > Distribution Points (%),
LB 27~ “Add Distribution Points” (Fila k=) IHEE.

3. FEIURMABH SCCM RRS328, ARRET OK (HE).
£ “Completion” (5Tt EREF, KETHEIER.

4. BEHEXH,
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3% Citrix Workspace 2 FERE 2 4 F
1. 7 Configuration Manager iz#la A% E S Citrix Workspace MABiER, AGi%E Deploy (HE),
EHE 2 “Deploy Software” (HE%HH) AR

2. TEMEBENAREFNES (ATURBREES, WIURHFES) FikiF Browse (F%5), AFH2E Next (T
_ﬂ})o

3. 12 Deployment Settings (ZEi&E) Fi&th, & Action (I&(F) 88X “Install” (&%), ¥ Purpose
(%) &EBR “Required” (KF) (BAXTASS5RHE), 2EHT—%,

4. 7z Scheduling (i+%)) &+, EEEEFRE LPBREBITL.

5. 7£ User Experience (AP {f3) H#&H, &R E User notifications (B &) 174; #%E#F Commit
changes at deadline or during a maintenance window (requires restart) (ER/SHARE4EiPRS
BRREX (REEHMEDH), AE%EE Next (F—#%) LI5ER “Deploy Software” (HE#H) BSR.

7z Completion (5Epk) &igH, BERRINES.
EFNEHENRERIZRE ((NELAFRRENAFERT).

fEimmig#E b, Citrix Workspace M BZFERHFF L Available Software (FIB#F) TER. RIBFIECE
BItE, RERBEDMMK, RE, SHITURBEEFNETRE#HITRE. REFHRE, RERSBERGEPOFET.

R EES
1. B Configuration Manager =414, # Assets and Compliance GE=54#14) > Overview
(#R) > Devices (&%),
2. £%#E Device Collections (i8&%#A) #i%4#% Create Device Collection (BIZig&EES),
1tkBi% £~ Create Device Collection (BIZE&EESE) AT,
3. 7Z General (E#l) &iEH, BAI&EHN Name (£7F), AEREATREIESH Browse (),

XREILEHEE, AIUE SCCM fIENBMNERESZ—
ga-:l—F_ﬁo

4. 7£ Membership Rules (I &%) EgP, BEBATIELEHN Add Rule GRIMFN).
kB 2= Create Direct Membership Rule (QIZEIZEREZSHHN) @S,

« 7£ Search for Resources (EXR%EF) TP, RIBELIEMNIZSE LR Attribute name (B4 &
FR), FRHBEMERFNELLERIEE,

5. BEHT—%, 7E “Select Resources” (EFHIF) EIEH, EEEBFAREREN—HIHIRE,
72 Completion (5ek) EH&H, BRTHEIIER.

6. BEXH.
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7. 7£ “Membership rules” (REZHMN) &g, KHHIFAMN, #E “Next” (F—F).

8. 7£ Completion (=B BT, BRTRHRIES, $E Close (%) LI5S “Create Device Collection”
(RIBIREES) BS.

8 EE 5157 Device Collections (8&E£4) H%|d. 7 Deploy Software (ZEHfF) EFHRK
B, fgEESBTEERESN—IH9,

AR
3% MSIRESTARTMANAGERCONTROL E41& & False BF, £i{EH SCCM & & Citrix Workspace [z
BREFARESRM.

RIEHEA D, EATF Windows B Citrix Workspace AEFHARSHULAMHRR, Lo, EidaTae
ZfEEBERS.

BT

August 17,2021

FohEH

MREBREFATF Windows 89 Citrix Workspace M 2R, iEM Citrix T U@ FHHREZNBEFNRHN
7o

BEhER

%% HhRAs89 Citrix Workspace RRTEFE, Citrix sfERET Citrix Workspace MREF N RS DHEIXEH,
AR

CWREBEEBETHKXE M AER SSL, 3B %H N Workspace Bt E# E R R S (https://
citrixupdates.cloud.com/) MTHME (https://downloadplugins.citrix.com
/) B9BIgN, UM Citrix IBUWEH

o BHRFHMMETE Internet EZEA BERER.

o BAERT, Citrix Workspace E#i7f VDA LA FERRES, X81E RDS ZAF RS2 EN. VDI
Remote PC Access it&#l.

+ Citrix Workspace E#fiff=# T Desktop Lock Byt EH L FERRES.

« EAT Web 8y Workspace AP FEEB &I T & StoreFront 8.

« Citrix Workspace E#i{XPRF LTSR &5,

+ Citrix HDX RTME for Windows B&Hi7E Citrix Workspace E# &, 4G A E@EMBE A E Citrix
Workspace FZF2FH LTSR 1Y aikka<+ra] F#9 HDX RTME E#.

« BhR7A 21052, #f&ek Citrix Workspace B HE#R&E, Workspace EfiHERETF C:\Program
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Files(x86)\Citrix\Logs . BXxBEICRINER, B2ABEREDD.

%3t Citrix Workspace 12 Beta Ri2s

3% Citrix Workspace MWBREFEENEHERN, SEKIIEHEN. EELCHNAEZKHLE Beta iz, BEHRITUT
W

1. MRGZFEITH Citrix Workspace M ABEF.
2. EfMEISREER > Citrix Workspace E3,
3. Beta hkARJ AR, MTiI5IRHAERE Beta, REHERT
A 2B E O,
4. BE” HE” B Beta hiias,
ZM Beta WRAEIMBI R hRAS, EHRITUATHSE:

1. MRGFZFEITH Citrix Workspace M ABEF.
SHEIS & E LM > Citrix Workspace Ei.
3. AEMGERRBR, N “EINEE” THYIRPEZFERE, ARRHRT.

AE:
Beta lr s al i F A EHIFEFHREBERERESHEFHTIE, FHERHEZERIFEMNNS, Citrix N ES

Beta hRZAsHyZHFZ MG, BYEEE RIRREHXEMRAN R R, Citrix ATESRIBRRA™EY. KEMMNE
EMNRIFHITIEE. BINAE Beta lRAEEELEHIRF,

BoEHREAEE (Citrix Workspace &)
AILUER T AR E Citrix Workspace E#:

AR (GPO) BIREIR
wm1TEN

ERRFRE

StoreFront

:bS“!\’!—‘

FRAREEIREEEIREE Citrix Workspace Fi1

®@idia1T gpedit.msc $T7F Citrix Workspace B2 F AR K EEER, AESME HENEE” T2, ®3
EIRIRIR > Citrix £ > Citrix Workspace > Workspace &3,

1. ERYEHEHN - R EERAREZRMEREEZER Workspace E#fi.
AR

EEERAN, RATSBHEHER, IFEEEEREEMEPIRE Workspace EFfnEL,
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2. EIEA - HEEMA AN, S0 LUER BB F TR . BA Workspace EfifE, EMEA
Citrix Workspace FE# 58 FHIFIRPER U TET 2 —:

- B - RABEETAENNAZREER (BHALE),
o Fif - RATAAEMN AL @M, FEEEH.

3. EFNR LTSR LUXIREX LTSR MEHT.
4. M Citrix-Workspace-Update-DeferUpdate-Count FHiFI&H, #EFE—NMNTF -1 2 30 ZiEkE:

o -1- RAFERERRER (RRAE)
o 0- EBRNKREI— 1 EEEA,

BB EHMIER

#hR4<H Workspace R ER2FRI AR, Citrix STERERMEEIRENEN. FALLSE, G UIEHIERGEaRg
WER B B BT LA U BB

BEER(HAE, EIE1T gpedit.msc UBTHARIEII REEIRIR, £ HENRE” TET, BESEER > Citrix
4814 > Citrix Workspace > i§ ERNEFHMIER,

EREEMA, ARMERATARSEH, ERUTERZ—!

o R - ERAHARBIAIEBE L ER
o B - ERAHARB PR L E
o 18 - TERXIHAPREIR IR 1 H.

S-== .
AR

EFERAN, RATSENERANEN, XHEBESRERMERFIZE Workspace EFiE,

FRG$ITRELRE Citrix Workspace &3
BEREE Workspace [ AREFIIEER TS

ar L@ 7E Citrix Workspace M ZFREHEIEE LTS R E Workspace E#fi. BX#AEE, BBRAL
o

‘i EL % Citrix Workspace WEBEFRHERG ST
WEI R EIEA T Windows B Citrix Workspace A2 /EECE Citrix Workspace 3. £/ Windows &

AT E

$178MM3) CitrixReceiverUpdater.exe BUE,

BEBERT, CitrixWorkspaceUpdater.exe fiiF CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, RILUGTTUILZ#HIXH UK RESH HFHHFIHNHSITEH.

fugn,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast
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AR

/AutoUpdateCheckiX2MNEMNSE, MIULE A HEELE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority SHES%,

FEREFAF REAE Citrix Workspace Eif

MBPFUER “BREER” WHEEEE Citrix Workspace BHigE, X2—FETHEANESE, HFAXEGE
ERATYRAF, AREHEMXIEPH Citrix Workspace MBEFETT. EFEHKE LN > Workspace Eif.
EEFRAERT, AREERT.

AR

AT LA pRELGEA X g R Citrix Workspace M ABEFERRIREN SRS “SREETN” K. BXFHMAEER,
BRI EREER RIS

£/ StoreFront &2 & Citrix Workspace Eii

1. ERAXAYRIERSTH web. config X, EXHBEMTF C: \inetpub\wwwroot\Citrix\Roaming
directory /.,

2. EEXHFHRIAFKF TR (ERESENKFZFEA Store)
f5lan: <account +did=... name="Store'">
£ </account> fFicz i, SMENZBAFPHKFIEM:

<properties>
<c'lear/>
</properties>
<!--NeedCopy—-->

3. 1& <clear /> FricEE RN B EhEHRIC,
<account>
<clear />

<account id="d1197d2c-ac82-4f13-9346-2ee14d4b0202" name="
F84Store"

description="" published="true" updaterType="Citrix"
remoteAccessType="None">

<annotatedServices>
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<clear />

<annotatedServiceRecord serviceRef="1__Citrix_F84Store'">

<metadata>

<plugins>

<clear />

</plugins>

<trustSettings>

<clear />

</trustSettings>

<properties>

<property name="Auto-Update-Check" value="auto" />

<property name="Auto-Update-DeferUpdate-Count" value
=nyn />

<property name="Auto-Update-LTSR-Only" value
="FALSE" />

<property name="Auto-Update-Rollout-Priority" value=

"fast" />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>

<metadata>

<plugins>

<clear />
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</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>
</account>
<!--NeedCopy-->

BHENE X REFTREERNFAERNT:

+ Auto-update-Check: 157 Citrix Workspace R BiEF1EE o] BEH Y B shi#Tiail,
+ Auto-update-LTSR-Only: 1ERAHEMNET LTSR,

+ Auto-update-Rollout-Priority: i5REIEEEHEREFHIZ(FHAEL,

+ Auto-update-DeferUpdate-Count: I5Ra]LFER A EFHEMAIRE

PSEINE

May 10, 2021

AEEBNEERE Citrix Workspace N AREFRIRERIENSZE X,

WEFRM:
BERBAZZRBOPR, WERTHEFREER,
YoER] R A = a]

BXREZAIPFMFHETENFAER, BEATR:
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prec it FRERR/ R
ES ik 572 MB
FHk 350 MB

Citrix Workspace ARFHITIREUHRE RS HE BBHN T AR ESERTERRE. ZRIEESHRERFARIER
HiTo
REIREF, REBEUBTEFERNFLLE, HETRUTIHEE,
Ft4& Citrix Workspace M A2FE, REFEHRATEIFBHELL, HERUTHIEE,
EE:
o REBFNERERRTECENHETERITRSE,

CMRELTRTLZESBEPFRENEETEARAE, WAERZWIEE, MERE CTXInstall\\
_TrolleyExpress—\x.log FiEFHEIZHE

EFFeafER Citrix Workspace RBEFZHl, BEREEUTRA:

o AR REERR

« StoreFront

o Citrix Gateway MR@EE
o HPIKF

o B imiRnhas ey

» DNS &Rz

AR R EIEIEIR
RTINS E A AR R EREEIREE LT RN :

o MILRERER

o IEEARSS2E

« AERRSGESHREE
« AFRHA

o mIZAFIRE
o AP,

TEILUE receiver.admx [ receiver . adml iR A TR A It BRI, TR, SERAE
BREIRITH B S AERX . & Citrix Workspace ARRFIEBENATEN I AFSTRNBFIZEN, SN
BEMH. EERMAPRE E#HITEY, BEMAIRE LA RIRRESR SRR o

Citrix ZiER Windows A5EEE31% (GPO) EIEERECE Citrix Workspace B 2R
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ZHEBEHFEFE CitrixBase.admx f CitrixBase.adml U R BEEER X (receiver.adml 5

receiver.admx‘receiver.adml®),
FE
.adm X ERTF Windows XP Embedded &, .admx #l.adml x4t Windows Vista. Windows
Server 2008 LM EHithESARAH Windows f£ M,

flg0: \<installation directory\>\Online Plugin\Configuration,

MR =% Citrix Workspace A FB k&% VDA, N admx/adml X#@&ENMTF C:\Program Files\
Citrix\ICA Client\Configuration B,

EB I TRFEAE X Citrix Workspace MBREFERXGRERBAIBENER.
AR

Citrix B & ERRERIARAH Citrix Workspace M FAZF#2#89 GPO ik,

pgbE it X E

receiver.adm \\ICA Client\Configuration Z&ZE= >

receiver.admx \\ICA Client\Configuration Z&ZE= >

receiver.adml \\ICA Client\Configuration\\\[MUIculture\] %%
Bx>

CitrixBase.admx \\ICA Client\Configuration R&£B % >

CitrixBase.adml \\ICA Client\Configuration\\\[MUIculture\] %%
Bx>

AR

« S0RKH CitrixBase.admx\adml FmzIZ# GPO, FA ICA XHER KIS ER,
« F+4& Citrix Workspace ARZ2FH, BB RMBVERERNEIZEM GPO . SNERELAINIRE,
BXFAER, BESHUTERE:

Z@ Attt GPO RN receiver.adm EiRst (1R Windows XP SR NTURIER L) , iERITUUTIRME:
Bl 1EWEERA CitrixBase.admx # CitrixBase.adml S2f LU R/ LA SRBS XS R RIS S P IEMALRH B
BILAGEA.adm #EiR S ECE A GPO FEFE# GPO,

1. &itiz1T gpedit.msc $T7F Citrix Workspace R BIEFA KRS R E RN,

2. TEARBRIRIESRNAETED, EEEEERG K,

3. TEIRMESIEA, EEAR/MERERR,
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4. EEFERMHARKE

\receiver.adms

5. EEITFURIER, AEEE “X#” LU FIA RIRRIER.

IR E \<Installation Directory>\ICA Client\Configuration

Citrix Workspace B2 ERX#FEAM GPO B REBRIR > LR EPER (ADM) > Citrix At >

Citrix Workspace 7z 1,

mZd GPO #fl.adm iR HE, BETUTHES:

T 3 & \[strings\]
BEHERKEILYE B,

THRBETE KK, #®&4:

E@ At GPO il receiver.admx/adml i3t (BFEhRAM Windows 1#1ER L) , BRITUTIRME:

I LAfEA.adm iR HEREAH GPO METF M GPO, ES LA EXERE ADMX X## Microsoft MSDN ¢

il

o

22 Citrix Workspace RZAR2R/S, 1R FARREHIBIRS A :

X

EHIRR

EHBRIE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]
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} =r

AR

%% CitrixBase.admx/CitrixBase.adml 0%l \PolicyDefinitions X#¥%&, UEEEERIKR >
Citrix 8¢f > Citrix Workspace FrI&EIR 4,

StoreFront

tesh, EEBAECE Citrix Gateway, MUZIFHF MRS IMETIERE (F1W0, M Internet SURiEMIBERE) .
AR
MREERBRAENABELED, Ease2E%IH StoreFront AR RE.

it & StoreFront:

JEIRER StoreFront XHHFTRRENEIE StoreFront, Citrix Workspace MREFEE HTTPS &%, EEET
HTTP 89 StoreFront £, &8 FEA&H T2 HMPMREE AR,

AR

Citrix 2t 7 —M&EIR, HERTFLIEERTF Windows B9 Citrix Workspace [ BEF FHihs.

Citrix Gateway WA E
EFERARENRERRRNFIETE Citrix Gateway, FHITUTIRIE:
1. &@idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R ERIER

2. EHENESETAT, EEEEER > KLHUEEER (ADM) > Citrix A% > Citrix Workspace > Store-
Front,

3. #%#F Citrix Gateway URL/StoreFront i/ %%,
4, RFIEIRE,

s NABIERM - B RERHNARE R

« MAREE URL - fe R AEER URL

« #Store name - #57= Citrix Gateway JSERIN B EE B
s NABEBBAINRS - BTN ARENRES, X

o NABEER - RN AREER

5. #mn=eigE Citrix Gateway URL. A URL WE#H (U S5MR):

7N f5]: CitrixWorkspaceApp.exe STOREO= HRStore;https://ag.mycompany.com##
Storename;0On;Store
Hrh #Store g#52 Citrix Gateway EEHIN AEE R o

BhRZs 1808 #2, 3¢ Citrix Gateway URL/StoreFront ik 7R ERFAIMNESSEN BEFEFEHEESE
FRE. FTREEEE.
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} =r

AR

Citrix Workspace M AR R 1808 AESRARFEESMTEPHITEE, NMEFALE 1808 HESR
I, MHREE Citrix Workspace W BIEF LR BIE R EK.

PR

« Citrix Gateway URL 51, SR StoreFront URL.
o RE#%4 Citrix Gateway URL,
o ERAXMAE AR ERN Citrix Gateway URL Rz F Citrix Gateway [FEH#I PNA Services ik,

EETRXITH SR

TEXESIThEEER AR HA P EIRE ZEBE, it TIEXIEHIINEE, ERMNIGKRESE UERRN IS
EEE, MERES ML LENRBHECHWNARER. T Citrix Workspace MBERF, imEESCEMERETF
migE TEETERIE, WaERAREAMNENE P ingEEE TEXES,

NN

AMRFEFLHRSHTEND, ARFEEMTERERR, Citrix TEHRIEEEMRFESREAF LS
IMEYERRE RIS R, EREMRFIESRTEIENG, EREIMRZE, BSLHITED.

EELEmp& S Citrix Virtual Apps Bk 255 612 WSCReconnectModeUser H &4 5 ;A& WSCRe-
connectMode, BE.miIEE A UEX Citrix Workspace MARZFHTITH.

Citrix Workspace ZA#2F# WSCReconnectMode RIS E :

o 0= FAEMERIITAMERIE

o 1= NEBREFBHMNEREE

2= N RREFRIFE EEE

o 3= NRREFEHSRIFNEEE

« 4=_Citrix Workspace RE{TFEHEE
« 8=Windows B RITEFIERE

« 11=3fM8MHE

PR TEXIEH]

EREATEXIZE, BB T MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (321i)

% WSCReconnectModeUser

A REG_SZ

EdE: ©
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BT EMRIMMERIAE 3 BR 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (321i)

Z#: WSCReconnectMode

A REG_SZ

BEHiE: 0

F=3

AR

o, WMRFEEFIMERDT, taTLlUE WSCReconnectAll ;MRS E K false,

BHURSE RSB

BOUERBRPENSENRKSETRETHNEKE, EEFNENNE, iE%E HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\ICA CLIENT\Engine\ #el@—1&J SI INACTIVE MS 8 REG_DWORD f&. 40
REBRSIERSERRER, A& REG_DWORD EIZER 4.

ERGLITEEXNARFRESNLE

B “FFIR” REERMNKERES I, TURBLAHNAREFRES URE Windows B AR PMNKE
t. BRFM Citrix Workspace AR REITHAN AR, “FR” REERNSERESNEEAFTE—BtHEN—
PO BREFHN AP AERE T TESEER,

irER 7 SelfServiceMode, HEIAE R TIREAN True, YEIERK SelfServiceMode 1558 &EH False
B, ELESREBRSAFRE. Hk, EEIUM TR RENSEREAIHREITRNNBER. X R
#EAR” B,

BFRANEERAIUERS MERTRREREEXRERES NS %o

fERRES

o BPTEMBRLN AER, % SelfServiceMode 1551 E N false ((RIREANER) B, FRENBIEFINE
HINERERF. NRMEEPRERIRESENR, SR EREMXIgHH Citrix Workspace [z B2 EfR L/
RIFRES, LEMRSBERER.

s AFRERE—TMTNAGEE. WMPANEEIERATH, XEATHLAFRFEEEMNA/RE. EER
A AP EFEHRNE, UAFEFEREARENREREES FHER P REITEN L RMNEMRR
(HideEditStoresDialog) RiAFmME M. MREBFZEAFRFUNE, BFAETUERMKIZEHES ‘5
I I, LEEY A AT LURINSIBRM o

o AP TAMER Windows &6 EiR R BIEF.

o ALUEE R HENXFEMRIEERNESERESAR. RABRTARNEERESR. FEIMKRILER, EH
Bzh Citrix Workspace R BIERF.
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o 1T FRR” FRPRIERES R, FHRAMINESIRE UseCategoryAsStartMenuPath,
AR

Windows 8/8.1 #1 Windows 10 RAHFE “FFia” R haIRImAR S, “WAEF" B8R RRERX
X FRR, TRMEER Citrix Virtual Apps X “3£81” P skrh @i,

o AJLITERERZFF [/[DESKTOPDIR="Dir_name”] #5%, UEFHAEREAXNKEBER SN XHFRP, K@
REEA 2 KGR,

o fEREMRD AutoReInstallModifiedApps AIUER “BoIEHTEEHNENNABER" Thit. BH
AutoReInstallModifiedApps &, MRS LEAGHNBEFNESENEEFAIMINERAESRIISE
FERIHTEV ERBER, 2B AutoReInstallModifiedApps &, NBAEFNEABEEERSENR,
BEE PG ERIBREYRES RERFEERRME, BUAERT, AutoReInstallModifiedApps &FE
PR

fEREMREIESE B EX N BREFRESNUE

PED=W

o BINERT, FMRIERFREEH.
o HRENABIEZAENUEMRDTL. MREHETAFREE—REREEESCEMRDT, EHItAP®INE
& Citrix Workspace N BiEF, BREIMERDN, REEFHEENAEE.

32 Ut EMBERERD
AR WSCSupported
f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FART: WSCReconnectAll
fE: True
EMRINERE

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"
- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties’
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- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’
- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

IR WSCReconnectMode
#: 3
EMRIMEREZ

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

- HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FARD: WSCReconnectModeUser
B: EREHERCBREIME.
EMRINERER

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it BB EMRD:

AR WSCSupported
f&: True

ERFERIIERR

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStoreID
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
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Fm=Rm: WSCReconnectAll
f&: True
EMRINEREZ

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID + \Properties

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FART: WSCReconnectMode
f&#: 3
EMRINERER

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FARm: WSCReconnectModeUser
fB: EREHEFCIEIME.

AR R

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store" + primaryStorelID
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

ZDali v
ERILUERU T AR AR Rt R MK BN AEFF R ES

o EEEETHETFHM4KF LI
o FECX M
s AAFREFFHHANKFER
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BEE

Citrix B fs L EEEH BN Citrix Workspace M AERF, XEFTHERF BB RMKS, # B Citrix
Workspace [ Af2FEER A ARSI EPA T EEREH USB i&&.

LR B R—METLEMINNIHEE, RABERAMNHAIHEE, MBAAERER Citrix Workspace MABER,
RN P IHERERS SR T\ BB T HR 4 Sk AR S 2R AL LIS Bk

PR “ARINMK A XHIEAE

I IHFEEN AREREEN SRR R, ERRMKFIHEE, 0] UGN EFHfhitsifR 528 URL Rig
E Citrix Workspace MBREFHKF,

Citrix Workspace M 12 ST 5% B FHB it X BXA 2 Citrix Gateway. StoreFront fR%381F2 Endpoint
Management Eilig&, AGIRTAPERLUIREES,

BILUR AT 75 AR AR AN BK P XIEAE :
1. ERBGERL

EEERNAEE RIS O U ERINK P & OE# T8RS RETEE,
XERBPHTIEE, FEERT Windows 89 Citrix Workspace MREEFEEBEMHEEE.

2. BRTRE
MEERGMERGTEOD, BEUTHXLEERT Windows 89 Citrix Workspace R A#2F.

CitrixWorkspaceApp.exe /ALLOWADDSTORE=N
XESHENIRE. FEit, ZITHERTZITENNFRERF.
REENABENZETUTHER.

Hesh, BILUZ LA 75 AR RN P X IEAE,

o EMHE Citrix LITCH:
% CitrixWorkspaceApp.exe E@& 4 CitrixXWorkspaceAppWeb.exe LU E 700 A SHEERITT .
ERBEXHE, “FR” ZEPERZTHRINKFIHEE,

o TEiAFR4RIESS:
Z M Citrix Workspace W A2 F R &M S HRERMIKFED, 1§ S M3 HKEY_CURRENT_USER
\Software\Citrix\Receiver B & # ¥ DWORD HideAddAccountOnRestart M i & A
00000001 &,

ECEETBFH KA &M

f2& Citrix Workspace M A2 USRI E F B FHRFAIMK A LB, BERLEHAE Citrix Workspace ZFAZF
Hi2th, APEBRHAECHBEFIRENIE (MIEARSES URL), Citrix Workspace M B2F151R B & 745 (DNS)
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IR (SRV) iIERMHTE S B FHRH it R EXAY 2 Citrix Gateway &2 StoreFront BR$3 88, ABIRTREABERLIANE
PRI BERF.

BXFAER, FSRALEETRFEMFRIKS 2o

B A P R FREC S

StoreFront {RMEFRACSC M, FF BJ LA FRXLEFRAD X 4 LU 2 R FR R IS

ZRILAfER StoreFront SREIZ G MK, AERFAE BN X, BXLEXHRELRF, UWERAFEBBEE
Citrix Workspace [ f#2F. & Citrix Workspace L A#ERFfE, AP REFTH 4B fi2E Citrix Workspace

B AERF. NREEEESHT Web # Workspace, BFEATBMX L, S3REX Citrix Workspace [ Rf2RFTREDX
.

BXIFMES, 55H StoreFront SR NAEF SHNAEEEE X,

AP RREEFHEMARNKAES
EEAFEBFLEKS,, BSS4SAERIEENSENNAERFMENES.
o EjE§Z7) StoreFront MABENE, BIRMHIZIRS /M URL Fli0: https://servername.company.coms

« Z@&H Citrix Gateway %%, BFAMEAFETEEIFMBEEENNASEE, ERNEEZEIIWHRE Citrix
Gateway BT IR25IAMR BEIE.

- ERTFAERENNARE: mAFRME Citrix Gateway Z2REHE.
- EREXENABEENIGR. RUTERRXmAFRE Citrix Gateway T2 REE S UK AEEZTR:
CitrixGatewayFQDN?MyStoreName:

fBlgn, s0R B A SalesApps BI N A & ik xF serverl.com B A T @42 A A, &K HRApps B9 K A & I 3¢
server2.com B R TiEfEiAiR, WAFXFEAN serverl.com?SalesApps 7 &Eif Al SalesApps, & A

server2.com?HRApps 7 &Eifia HRApps. tIhERETXERANAF@EIHA URL BIE—MKF, STET B FHE
HRE AR o

FAFBNIKFBE4E 28T, Citrix Workspace AR E=IRI0IEER. MRWIEMDI, Citrix Workspace [z
BREFRRTEFRERIZKF

EEMEKF, FTH Citrix Workspace MBEFER, AREE, REBEHK,,

BEHES N ABEKS

AMRFEREAFLTERSHERND, FRFBEMRERERSR. Citrix THRIEFEMRFERERT
HESRHMBVRAEEBFUMRR, EREMRFERTEIEXNN, EREIMERZE, BSEHITED,
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MELEZNNAREEWKS, WaTLUEERTF Windows B9 Citrix Workspace N AEFEE NEEMLKIEN B ahE
Z2FREKF . BT Citrix Workspace MARZFN BHEEMREWS, EHRITUTRE:

£ 32 RS

SEMRIERRE: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

AMRMEFF: CurrentAccount

f&: AllAccount

#H: REG_SZ

T 64 U R4:

FEMRBERR: HKEY_LOCAL_MACHINE\\Software\\Wow6432Node\\Citrix\\Dazzle
EMERmEZ#R: CurrentAccount

f&: AllAccount

#A: REG_SZ

& P iR shas Bt

iEATF Windows B9 Citrix Workspace MAEFZIFER IS LIMEHEE, UEXEIREFTTUAESEDER. B
AT T IRE:

o BEAMIGIA A IRENES. FTENHLAN COM &R0

o ESIESAM Windows BINEIR 2 (831755 LIFIKENG

o WIFMSIEBHHNEM (RAEESH.wav X&)

TEREEH, Citrix Workspace RAfF MRS BEH A AR ikiEshes. COM WO LPT 0. FIAMER
T, BB EFIRREERRG FIARSS SRWENB[ERT, HAEF IRITEINICZARSSIITENIAT, LUER P IRiTENNI AR
BEEREETISE, XERSEYAIRIEHENIFAFRTRE. ENSTERFPTHEEEMNEG, HERFRT—RER
N elFe

AIUERAEERAKRIBIEEMSEFIEE, TEESREEHME,. X¥HESE, 2@ Citrix Virtual Apps and
Desktops 3%,

RRBFIRERS

A LUER Windows Server Manager T AR ERFI&EMES, HhaiFRohas. FTEIHMEOSEER, BXxAH
BRIMAFAER, ESRITERERSMIEX Y,
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EEREFHEXMRE

ERRXHREERAE T EENHRIEFIHREFAHXENARN. SRXERSS LEAT A IRIXEHERRETE, AR
RENERFRBEARENE (UNC) HZEMMNRIIER. MREERSHE LERATFHXGXEER, FRNHF
HEAFRE LREFFEXAXREER, KFEERAFPEENSIEME,

RERAFPEENXHEXR2EAN UNC #ZEREREAN, MARBTHARE LNTEBXH RS, NRETIMRER
UNC $##%, BEPRXGHEEERIERNERAMFANIRE. EXFAEE, SENANAFREERERTFIRXHREE
i, &8 Citrix Virtual Apps and Desktops X4,

B& P imIKchas iR ey B ENUIRIKEHER R TT

B E IR ENERRET, ILUE ENIRRIREhEE R T EEMEI AP 1&E EHIREhEs, F10, BILUE Citrix AR RIERH
H IRehesigt Z5E1TER T Windows 9 Citrix Workspace M BEFMAA&E _EAY C IX5h3s,

B PRIk EhER AT IBER A B BT Citrix REEEMREF . WF “XHEER". Windows HREEBFNEHIR
BEFMS, XEMHNEERSEMEMMKZRGTIBE—HFE,

ARELEF, ATURAEENRENNBREFRSS[EENEE P nIREhEE B aRE 2l — A4 ENIRESR R, K
INRERITIIZS M V FHIAREIF RS 2 Bcth & F In IR chEsRIR RS 21, MMAS P EER#EFM CD-ROM IRxh2s
DE— M IREhERETT. (MIRBWEEIE T HIAREMBER.) WA EERIETRAL TGRS

B P IR ETT ARSS 88 1E IR A FERY R 1] -
A A
B B
C v
D u

AT RS EHITECE, FRSF|LENBREBNSEFIRRHRREFALEAR; EXMERT, RSBRoIBERFIN
NEENREDEREN. HIM, BARSB[OOREHE C B0 M, BapeE DA N, XiF, BRIHREMAIUERZ A CH
D Rzpes. XM ERERIEF R LI TIEEN2R0RET :

P IRIREN SR R ARS3BRE VT IR A E ARV TT

A A
B B
C C
D D
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BT &R EERES C NIKERENEREIEREN. FAEEMEIEREZEFM CD-ROM Rapsf R FHI9RIRFHTT
i (B, C>M. D>N. E>0), XEREpBRT RS ERMEHIMERNRIRGIT RE R, MRFE—MKIRED
2R0N5TR) 5 ARSS SR IR ThER R AT AERIRVIREER ERT, MIZMKIR B2 IGHIF B R0

BRI EEEIIRSRE, SERBURTF WIS, RIEZERTBNEPHISEHS. RINEREFRIE&SREE, &
BHILE, BETESERS (RinkRsS) BEILR, WA UUFERRERBIFIIEHIE P Im &R R A, BXEKE
BOIEARE S, 1520 Citrix Virtual Apps and Desktops 1%,

HDX Plug and Play USB & EE @

HDX Plug and Play USB i€ & EE ML TEAIEE (SIERMEN. 30 EEEREEM POS i&&) thSEER
FfRsS 2R, ERARFILUREIFMAIRER—LREHTEER, ERSHE LFERERTAFIZE ENAAKR, RO
BETMAIRE. BXFMEER, 528 Citrix Virtual Apps and Desktops 3x#H8IUSB & F ifi& & E B E T,

BE

NREARS R HBEPEAT Plug and Play USB I8 & EEM, ARRBEEBEZZEKLE.
AP R L7E Citrix Workspace R A#2F P RINRIEBENAEATHIELREEEARE TS NERREHMHITR
o WIRBRTMERFESUIIREZ FHEAIRE,
2R EFiE COM iRORGTEIARSS 88 COM IR0, FHITUATIRIE:

BEEFin COM RS, EREMERKAILUERASAFIRE COM InOERNIRE. 7 UGERTAHEMMKZIRSY
AR A X LR A

AIUESRCRAE ORBRSEF iR COM ix0, LAUFATERE (LikRsS) BETASNERRIERESZEF K
COM irOBkst, BXHBEMIES, 7B Citrix Virtual Apps and Desktops 3214,

BE
COM i OBRES 5 TAPI RE&A.
1. 33F Citrix Virtual Apps and Desktops #&, EEAEF i COM mOEERXRIKILE,
2. &% Citrix Workspace R BIEF.
3. EMPRTEOR, B
net use comx: \\\\\client\\comz:
Hrh, x RS2 LM COM KOS (%O 1 3 9 rTATFHUR), z AEMEMEF LR COM KOS,
4. BEWIAZIRE, BEGTRTIEORREAN:
net use
o BTHFIRPEESMTHIIERZE. LPT OB COM %O,

BEENKEINARFPERAL COM RO, BRENAFIREREMNIIRO. Fi, MR¥EFF i LR COM1
BREYEIARSS 88 EBY COMS, BESIERIERKEN COM iriREREE COMS, fERALLIRS COM imORY, RINETERE
RAFigE LR COM mO—,
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DNS =g

s3FEA Citrix XML Service B9iEHF Windows #9 Citrix Workspace R B1EF, AJLUGHERE HIERIRS (40T
ZhRs (DNS) &#%, mIE IP ok,

BE.
Fx3E DNS IiEWERMEC B AEALLIEE, TN, Citrix BiYAEEZRS 25 /S A DNS &R,

DNS Z B ERS 2B EBAR T 2RSS, M Citrix Workspace M BREF LA TFEBIRS. Y DNS Zi5f#
ERS B EATEARSH, ERIKE DNS Z#a9EM Citrix Workspace I B2F:&E IP sk, 7 Citrix
Workspace ZR#ZFHREEEA DNS Z#R#E,

EXRIERFIEEZA DNS S, BHRITUTIRE:
INRARSS 2R EREMEFE DNS BFREEMT, NHEBIFERFIGE BT, FJUSERAIGEEER DNS SR,
JINCy

AMRFESEATEUESETENE, FREERLERERS. RITTMRIIFETIMREESEATESH
HILBY R EES IS LARRR, EREMRRIESRT BIENIL, EREEMRZAT, BSBHITED.

1. BEFREMET xmlAddressResolutionType 7Fi1ZE HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\
Lockdown\Application Browsing,

2. KEIRENRN IPv4-Port,

3. WAFRENSMREFES ISR

i1

July 21,2021

fERERT Windows B9 Citrix Workspace FZ A28, FRAUTRERARERENBEFEE,
Microsoft Teams
o REDRRMAEILERS

s BRHA=E

REH

it

Bhk4s 2006.1 2, 7£fEA HDX {#LH Microsoft Teams M ARRFHEHRREZINEEPSINT FIhbk.

/A Microsoft Teams £ERRNEXFETF Desktop Viewer EOKIKZE. Desktop Viewer EOMINXIE (B
mAHEE. NAER) BETAEE,
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£ Windows 10 #E&RZH, LUTWRES Desktop Viewer EOEERN A RFLLIETT:

o “FHIR” e, “1BFRT RHEM “ESTE,

o EESEAMNERABRZIE.

s ZIRETAE DPIRENZE T L, MRAMUAREFS2/NMFRANETRRESE, HEHDPISAS
Desktop Viewer & O+ 22869 DPI RITEL,

s BEMAGEESEINEAREFNENR ENRER “NARFHRE,

‘miDesMERE(EEas

HdxTeams.exe 2#ATE Citrix Workspace [ B2 Ff1 54 Microsoft Teams EE @A WebRTC ##1{45|
Z HdxTeams. exe AU GEIHSAN CPU AJ LIERIEHIER TSN RERDOHE, AIEERNEN 240p. 360p.
720p #1 1080p.

MEETEIETZ2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe #¥i41LEiETT, HIERAEE
WE T ERRERRAIUEMNRES PR, FRLDENBDEERAESNIWE, REDSEDETURTES ZEN
Wi, BAIEWNERSRINRS R Z B HE.

NTFAEEHCHERTAIHERNGER, BEF LSS

45 B BASE SERETE
R 1080p 3
720p 2
12 360p 1
ExiE 240p 0

AILUERREREZA VPO 5 H264 4fi#fD2s.

H264 72 CPU L%, SEN®RES, m VP FRAMNTREKL, EHEFEN CPU IEEZ,

Citrix Workspace N AZFHHEMREEZ:

SMEFEMTRERE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream H&IE L TH: \

BTR it & BiRA

DisableVP9 DWORD 1,0 1- 2 VPO 4fi#igEs; 0
-BA

DisableH264 DWORD 1;0 1 - 2F H.264 wigioes,;
0-BHA
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BTR KA =] L]

OverridePerformance DWORD 0;1;2;3 SR SCINFR BV I RE, B
MANTFO0R 3 2iE, H
F 0 R-IERIE, 3RTE
EE B,

A% Microsoft Teams L ILAIFAER, FSFEMicrosoft Teams ko

EERESTMEREN

i1 T 5iEATF Windows B9 Citrix Workspace M BEFHNERE REXNESIERE,

IjJ ﬁb*-ﬁ/t_,\kg IE

MR EFIFIEHRB Citrix Workspace R BT IR, BT LUE Citrix Workspace MBEFHEZAZE
MMEITHEE, BMEZINEEE XML, AL, FKITEEREEITREMURE A LaunchDarkly WE=ARS. FEEM
EEfRR BRI AT B A% E LaunchDarkly B2, BHEEE 7 LB ILRENBAAE SRR, EXMERLT,
TIRIERIRERBIRE URL sk IP sttt AZH#E LaunchDarkly B9 &,

ALiE T ARBEBEHE LaunchDarkly B9REMEE:

F‘Fﬁf?&auxULﬂ‘ URL E’J/}ILE

+ events. launchdarkly.com

e stream.launchdarkly.com

+ clientstream.launchdarkly.com
* Firehose.launchdarkly.com

* mobile.launchdarkly.com

FERFFIFRFPTIL IP st

MBRHFIEAWFFIRPFISE IP ok, T4 LaunchDarkly 2/ IP 55, KEVHFIFTE P thiSEEMTIR, 15
RAATHREENHAEEE BohEN, UWESEMENENRE—X. EXEMENTENLFRSHEAES, B
2§ LaunchDarkly JAZS5E Bl.

LaunchDarkly 24 %k
NRETE Citrix ADC LIS TRSMIRMIBEIRBENX, BERENAEFERS U TRSERS:

« LaunchDarkly fR%3.
+ APNs {iinf 28RS
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N TR RIF

AR

[ 2RI SRBS B TR e Xy BN IR E R AP RIEEN AR (HRRBFREHRER TAFHINE AP ER) KiETT.
XEKRENARFRIFREEZSTUHWEEXNEARETRRRMERF, B2, MERFRAFNRE, BRES
MIERBERNF A ETRSEN. BAKNSHSIRFFBAX LR, BRMNTEREERFELEMIHNE DR
HIEEBIRIF,

N IR RIP 2 — It nThee, aIEMEA Citrix Virtual Apps and Desktops BHR RN R £, ZINEERHITE
PSRRI RINRBRREEREEENEEN. NARFFRIPABLEEERE FERNAFPSENSRELENES
B ZIEERMIEAF R GEEHNRESE MU RERBEICRSBKENF ASRES.

R 2 RIPIHAE B R IGTE 1 O IEAR S5 28 L REMIINF AT, E 4 M7FTE Citrix Virtual Desktops ¥ aliE, & XA
BB R, 583 Citrix Virtual Apps and Desktops XA4HBIACE 245

Zk:

« Citrix Virtual Apps and Desktops k7 1912 s{E S ks,
« StoreFront kigzs 1912,
« Citrix Workspace M B ERF 1912 sE Sk,

RN
 W7E Controller LA ARFERIPINE, BXi¥MER, iE2H Citrix Virtual Apps and Desktops X
AR FAE 1R,
BIAER T AAZ — BN AREFARIFAHEETE Citrix Workspace R AiEFH:
o FEAGSTRES GUI 2% Citrix Workspace R FR2FHAE], =&
. NARFBEHRE (REXE)
==
o LWINEENESERERS (B0 Windows 10. Windows 8.1) E&x%#, ¥&: Hhk4s 2006.1 iz,
Windows 7 =%#¥ Citrix Workspace A2, Hit, MARFARIFE Windows 7 EREER. Bx
HAER, BFBAFA.
o« mZRE MY (RDP) RZiFLLINEE,
Zith HDX £1ERIP:

AR RIEFRET RBRZIERTIRFERETEE, XLHRELIEBE PowerShel #{7EE, RAETATFEIRU
BaYRY GUL,

AR
B 2103 &2, Citrix Cloud Virtual Apps and Desktops BRZ1Xz#3%¢ StoreFront £ N BIZFE R,

&% Citrix Virtual Apps and Desktops EHIRN B2FFRIFEEBENER, BEFNHAREF R,
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A2 1R4P - Citrix Workspace M AHEFHHEE
AR

o NHENEERBIETEXEME, TN ARFRIPAHEETE Citrix Workspace RABTEFH.
o AN AREFRIPANG ST INLE LR FFHIRTIEE.

7z Citrix Workspace R fZF =32, AIERU T A2 —BERNARFRF:
« GUI

o IO

GUI

7 Citrix Workspace iz R&dizs, BEAUTEERGENLARFRIPAN. ERRANAREFRF, R
EREHEREUSTETR,

AR

AREIEPRBANAEFRIFSSRERSDZRIFNNAEF BT, BRRIETZENAREFRIPA

357 Citrix Workspace R AREFRER RS, FABSITHX /includeappprotection FINKNAREFRFAH
o

TREHRTEXZRIPHNERNESR, ERBRTEHE:

N RREFRIFESE RRIFNER FRFFVER

&7 Citrix Workspace AR BBIRSEGMSMHINIIEESS/BA  EEdd. 8%, £ Citrix

FHh FIERXTIEE Workspace [ AEFEIRES.
EFIREMENEE. RNKS
£ Controller LEE ICA2IERE (NARFHNSHE) BEERO. &&. & Citrix

Workspace F A2 EIRE R
EFIREENEE. RNKS

ERERAT, HESRVESHERPEONFREEN, BNRR (BEEARRZRIPNNABER) BELET
Bk 2008 i2, HEGIRRREEN, IAEZFRIPNEDFLET. SOUEZFRPEOMINKENREREEE,
FHRTT A

FHRTT AEURF AR IBRIEERRIFHZEIRA StoreFront BY75 7%,
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} =r

AR
o Citrix g E B4 Citrix Workspace NEEF BHZRIPHSIE,
« ST Web 9 Workspace Lf9174:

iEATF Web 89 Workspace BRER XM AREFRIPAN. FHREZNAEFRIPEBRIFHNNEREZR. X
FAREENZFRIIFAES, BERABEREKR,.

+ Citrix Workspace [ ik AR AR 2 155 2R RIPI9TT A :

£ Citrix Workspace [ f#2FFhiias 1911 RERRRAH, 1 StoreFront RSN ARFRIP RS RPN
AZZEEIE N

+ 72 Controller LECE TN AEFRIFINAEMIN BIZFM1TH:

EERE T M ARFRIFEER Controller £, MRERRBHZRIFNEARR, NARFRIFIEFRER
&, GRS TIHEE:

BREURENAEFRIFAG. 25, ERIUBRSHRRIPFNNARER.

ERZERENN (RDP) B2 ERIPRIFNITH

- MNRBEZRK@ENIY (RDP) =iF, WENZRIPRIEFIFESE,
- TAEniEKE Y (RDP) 21FHEHZRIPHRIE,

N FBE P RIFEC B RV IESR N RE
LAED, ROAMERT, BHRIEEESIMNBBRSHEHGNEER IR,

Bk 2012 &2, Citrix Workspace RZFB#2F5INT HHBEITR (GPO) %BE, ZHIE AT BRI A SH ISR
BERRSS M RE D 3B E R BEICRM R FEHRIEE.

AR

Itk GPO ZREERER T ICA 1 SaaS =i&. ICA 1 SaaS =iE4r4ifER Delivery Controller # Citrix Gateway
LTT}E%JO

FNE RSN REEENBEFRIP:

1. &idiE1T gpedit.msc $TFF Citrix Workspace 7 FTZ2F4A ST R EEIRIR,
2. EHENEETN AT, BEEEEIR > Citrix 414 > Citrix Workspace.
3. ENEMRSHEGTERLERBREIEINREEMR, HEEEMRS > EENBREFRIPER.
4. BEELTERZ —S R ERZE:
o REBEIZR: PHLLRRICRBFBHRITR,
- REEHR: BLAFEZRREENAZERE,
5. BHNAMAE.

NEHRIIERRICEN AREFRIF:
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BEiE1T gpedit.msc fTFF Citrix Workspace R B2 ARSI R EEIER,
EHENRETAT, BREZEER > Citrix A% > Citrix Workspace.
EASMRIEEERICERBRICRIRFERHR, HERAFSHRIE > BENARFRIPRE.
EEFEU TR Z —FHENERZE:

s REBHEIER: MLEREICRIBHRITE.

- REEHR: BLAFUEZRRBENAZHRR,
5. BEHNAMHAE.

> wnd e

MAREFRIFEIRES

BhiR4s 2103 &2, MARFEFRIPFESIEER Citrix Workspace MABEF BEN—22# 1T E. BXEERERNFHA
; 58 1ﬁ%|sﬂ Ej:”&%o

BERERENEAFE=FNAEFZIRENBREFRIFASE, B2, DebugView AR ULLATF AEKE,
NMAREFFRIFAEEMEIE L AL, BREXERTE, BRITUTERE:
1. M Microsoft Web 4 F#EH %% DebugView MARERF.
2. BEESLRTAAHEBITU TSRS
Dbgview.exe /t /k /v /1 C:\logs.txt
MEEBTRAEIF, ERIUEE log. txt XHHHAE,
EoIERUTREA:

« /t-DebugView FAEFTEEM K i+ U/ ML B ED.
o k- BRERZER,

o /v - BREARNZER,

o /- BabicREEXH.

ENE N PRI M

BHHNAREFFRPAYT, BTAMRFREF Citrix Workspace MREF. BEfBEMASKUEERES,
AR
R PR ARIPRAE AR AS 1912 FRIAFH KRBT S 15,

BB RS PRE :

o tkIhRETE Microsoft Server i&1E& 4 (190 Windows Server 2012 R2 1 Windows Server 2016) FF
ZE

o WERRIHR A ZFFIEThAEE,

o EFIIHAEIEEETT, 157 VDA L 2BE A IBEIGIREE R K,

BT ICA X R M - BORTREhR

RS, YmEs Citrix Virtual Apps and Desktops £i%Rt, ICA X#EaTHEI AR,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 78


https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#log-collection
https://docs.microsoft.com/en-us/sysinternals/downloads/debugview

iBEAT Windows 9 Citrix Workspace R BiEF

BhRZ 2106 &2, 1L Citrix Workspace pZF#ERFTE Citrix Virtual Apps and Desktops &iESahHAIE b E ICA
XHEHNARIRH T ILRNR 2,

Citrix Workspace M RZFIME A FER ICA XHEFHRERGAER, MIERMEEETR, It EEHERRERE U
RIEAMEFENATREREA ICA XHNEMEERY. LINkEERTEERT Web # Workspace EEzm89 Citrix
Virtual Apps and Desktops &i%.

ERMBEXILIIAENR IR, A Podio &,

A E IR E R FRART M.
B2RA ICA XX R, FHITUTIERE:
1. BapEMREE=S.
2. SMBILITEMRERE:
c LEERE M ME \HKEY_LOCAL_MACHINE\SOFTWARE\ [WOW6432Node]\Citrix\

Dazzle,
o AR BEMEME \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle,

3. SIBRBUTREMAEMRD:
EMEMBFR: EnableIcaFileInMemory
KA. FRHE
f&: True
4, EFEERT Windows 8 Citrix Workspace [’ T2 LAEFT BT B 5o

WNSRIEMERN 28 iA R StoreFront, MIRT LRBLE Z5h, 51E StoreFront &1 Ly web . config XHHEALL
TRE%:

StoreFront fg4s B
2.x pluginassistant
3.x protocolHandler

FJLUREXE SRR N EBEFEEREREDRH ICA X Rm&iE. ERUTERSE!

o BPG ERARIEITR (GPO) BEER,
+ Global App Config Service,
« EATF Web 89 Workspace,
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R

EH I MTFRETE AR ERY ICA XFBThaiE, BRITUUTERE:

A W N R

£

EMEIEMFRETEAEEE ER ICA XEBIRIE, BRITUTERE:

GPO:

. @TIETT gpedit.msc 77 Citrix Workspace N BiEF AR TR EEIER,
. EHENEETAT, REBIEEIR > Citrix A > Citrix Workspace > Client Engine,
. GERPEIEEE ICA X B HEKSHIRENE AR,

. BENAMAE.

Global App Config Service:

BREIEER ICA X4 ErEMIRE N True,

&% Global App Config Service Bi¥4ifs 8, ESRGlobal App Config Servicesit,

fERERT Web 1 Workspace:

BEMERERT Web #9 Workspace B EfEA R R ETH ICA X, BERITUTIRME:

#1117 PowerShell &k, E5i5 & DisallowICADownload,

A&

LE S

BEWEEK T Citrix Workspace ZAEFIE B SR IE, XA ERER) Citrix #ITHEEHR, HEHME R
AR TR R M1

AILUERER A A R EWRE R E.

WERE:

1.

2.

i =Rl e N
RS “BEWRE” WIEE,

PR FESARZ—:
'
.
. e
TR B BB R A,

BEMES IR I8,
ENzEE, BEFELEEERS.
BHEREFESUREFRENRE.

ARsHEMXIEF Citrix Workspace N BEFERHIEERESHE LT
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HDX BENFMHE

HDX BEREFMErBE R EEXE P EEtiAE ICA 2IENSEFTE, BEEARNBESTIRENRSNE,
X—RENEATERESHSHIECRIIZT K, LHEESEENSER,

RMUEFHREMN. BEROXAEE. ERTNITER. ESHNURRNDPE, AIRARFFR,

RBIEFENEZEIEMURE ICA 2FFHHIERARS SN REMFERFEM. MREAIMER, FHEFELD,
LR EARESIERN RIEENTMAARTFMERE S,

REEATF Windows i Citrix Workspace R B2 1811 REBRAA Z1FLEINEE,
BE:

B HNEIME iR VDA, HDX BENEHE UM TREEAXIEEA . Fit, %R CTX125027
FRFTRTEE i iR H A R X E R REIER,

BiEN fF 4

BENFRE—EEEEG, HEREER, BB, SCANBAREFREN, FETEEZES WAN A Internet
ERREMEER. BENERERSRSSUTBE, AERFATE. ERENER, ICA EINEER LB
R B IMILE . ENTaITE Citrix 1Y (&% Enlightened Data Transport (EDT)) 5 TCP Zial&E#Ethi]
REANIN, USRMEERRE. XIRBTFHHE ICABINEE (81 Thinwire 2 RinfR B, XHER (FF KIS
BREY) . HTENMZRAEER) NEHESELE. HENIRESHAT LAN 1 WAN &4

ERHRAH, Y HDXoverUDP iRENEIERS, FRATGEMEBET EDT p98uEL M, HERBELRE TCP,

MRBATZEARMENEE, WERHAENRER. JEEEEMEENEF iEE s ERERIEPHITHRIT EDT M
TCP, Lt¥8seThaedasE 7 EDT iR E R “Bik” BIp0EERT ), BFfFRREL UDP FaFaIA, HEHAER TCP,

RINBERT, ERE TCP /&, BENERIGHESR 5 2EI—R EDT,
R

« Citrix Virtual Apps and Desktops 7.12 st E =k <.

 StoreFront 3.8,

+ {XPR IPv4 VDA, R3z#% IPv6 EEBE LUK IPV6 1 IPv4 B&FEE,

o RIOBA AN st iFEd VDA B9 UDP %0 1494 #1 2598 ZiX NifRE.

AE:
TCP i%O 1494 #1 2598 W 2 FEix O, HEELRE VDA BYBE&FTH. B2, UDP i[O 1494 #1 2598 <H&)
T, BEEHIRENERE,

RSB  FAERIS7E VDA LRRE RIEREH, 7FEEEEAT VDA 5 Citrix Workspace R AR ZE80EE,

BIAMBERT, Citrix Workspace R FB2FAFBENEH. B2, BIAMERT, Y VDA 7 Citrix Studio HEgHE
BERNEENERE VDA ERNAZISEN, ERHA=IERBERER,

AILUEA HDX BEN P RIRIKIRE R A BEN L. Kz REeBE N RG R AR BEN T, HELREI TCP,
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EEREEF i L 2EBEEER SR, BFERERT Windows 89 Citrix Workspace [ BiZF4H KBS R E RS R AE
RriigE EDT kI,

£/ Citrix Workspace L BiEFAFEKINER (GPO) EREIRE B BiENEh
THEATEEXENHFENDERES B, Fl, EuiEHTFLeRER S ER P iR Rz,
AE:

RINERT, BENERLTFERARS (X), HEB TCP &R FEAKS.

=

. @iia1T gpedit.msc 177 Citrix Workspace R B2 5REE 3 R ERIRIR,
2. FItENEET ST, BESEER > Citrix Workspace > W,

3. % Receiver HERMINKIRIEBENER Ao

4. RIEFEERF Citrix Workspace HEE Y

o X - 1BRER TCP #1THUBE R

« Hi% - #87 Citrix Workspace M A#2F A=A E/A UDP iEi%2IiRSS 28, ABIHRE TCP LISEREIR,

« FF - #8EMTF Windows 89 Citrix Workspace A2 EMA UDP & 5IAR S 28, M LLIEINEY,
REERE| TCP,

5. gENEMRE.
6. EHLITH, BT gpupdate /force @<,

teoh, BEFRBENEREREEN, 1B Citrix Workspace [ ARFEIR 4R INEIREE XX HKP, HXEAH
GPO AR X AFEIFAER, 1BSH AN REERR,

ERIARIBIGERTEEN, BHRITUTIERE:
=3 | HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\

Lockdown Profiles\All Regions\Lockdown\Network\UDT, HIIF2EE:E HDXOverUDP i
R,

BXEMER, E2F Citrix Virtual Apps and Desktops SS9 HiE RN £ 4HER5Y .

“BREBT &

BhiZ 4.10 &2, ATMBEXGERX 8 Citrix Workspace N A2 FEIRH AR R 2 PFEN S A E XK AT A
MREAT. XHETUHRAFEBREERFATNAEEREENRE, BAMS, APEBHRITUTIRE:

o —iERE ‘BRERT Ko
o ERPREUTHERE:
- BiEE
- EEFRL
- BT
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BEMESE

= DPI

- XHER

REES NANEERE
Citrix Files

Citrix Casting

HEABFEERERE CSREEY EM
AL fER Citrix Workspace M RIEFAFIEITR (GPO) EEERIEH ‘SR EER” K:

1. @dia1T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER,

2. EHENEBET ST, BEEEEEIR > Citrix Workspace > BBIIRS > SR EETUET,

3. EEZEARRE AT,

4. ERBEAEEMXIEHH Citrix Workspace N BEFERHN AR 2 PR “SREERN £,

=

P =W

AINERT, EERARECE XD,

T “BREER” RPEREFEIRE

BJLAEA Citrix Workspace M A2FARBEN K EBERESAERNRTIHAFAAIEENSEILE, Alt, B8
=
1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIEF A KRS R EEIEIR,
2. FIHENEET ST, BEESEER > Citrix Workspace > BEIfRS > B EEIET,
3. EFERTERRILENRRE,
TRIW T A LUAER AR R &N R R0 -
BT 121F
KRECE BTIgE
=) =1 PR E
[ShE! BTIgE
BT “BREER RPREUTREIRE:
- BEERNESR
o EEHRD
. & DPI
. HiEWE
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PR IR TFHIZEED

o BEMESE
REES NAEHEE
o XHHER

« Citrix Files

« Citrix Casting

EREMRMIBIERE “ESREEN RPP2E “=E Workspace” %I
AT RRIESRE “SREET” XHEEEE Workspace iED,

1. BEarEiRmiESS.

2. Sfi% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.

3. SIBE—ERHEIMEDT EnableFactoryReset FHIiGHIGE R I TERER:
« True- £ “BREED *PER “EE Workspace” £l
+ False- £ “B&EER” RHiaE “E8 Workspace” &8

£ “BRESRI RPRaRE “Citrix Workspace B3 £
AR
“Citrix Workspace B SR RIRIRZ S “BREER" RDFENE SR KRR ETE,

1. &idi=1T gpedit.msc $T7F Citrix Workspace R BZF A KRS R EEER.

2. EHENEBET ST, BEEEEEIR > Citrix 41 > Citrix Workspace > Workspace &3,
3. %% Workspace EFi5EEK.

4. EEREERAESREETRTIRE “Workspace E#” &8,

VAL E A b

i@ Citrix Virtual Apps and Desktops IR 2R, EEEERUTARUNERFFR:

« Web iplalgE= - R KMITEMERE, Citrix Workspace R 2B R R T X1 558817 10 M A2 F M S ERY
ThaE. AILUTFRI S AIEEATF Web 89 Workspace, LUERHERMBHNNARRF, ELHERXT, T

EARESXREETRFANEE L,

« BEIIRSER - BiTIE StoreFront sk~ #mNEI Citrix Workspace M ABT2F 3 Citrix Workspace K
AR E ism StoreFront Web s, ATLIERE BEIARSER, EERXT, EAILUM Citrix Workspace
RAREFAFPAEITRANARER. XML A P AR5 HENAEENAERREMN. TEMRSEXT, B

RIEEERERGH. BRI UG LN BEFXBTIRE,
AE:

BIAERT, Citrix Workspace AR AFEIRZFEE “Fip” XEHhERHNNAER,

© 1999-2021 Citrix Systems, Inc. All rights reserved.



iBEAT Windows 9 Citrix Workspace R BiEF

o (W ABEFRESNER - ERERT Windows i Citrix Workspace M BI2EFER R, &AL Citrix
Workspace ZAZFEE N EMEEEYARFMKEREANKERE “Fia” Xedsifmt, AR5 Citrix
Workspace [ fA#2F Enterprise B E A TABM. FEVMIREA RN AYFEEREN Windows SAnZeH
PERFAEARENEZARER, ZUBEREFERINARFNLE,

BXEMEER, B2 Citrix Virtual Apps and Desktops X4 #9 6l 2 32 (F4HER 5D

EEBBRSRER

@it %4 StoreFront # A M= Citrix Workspace R B2FEH 3% Citrix Workspace M B2 EEE NigM
StoreFront k=, ATMECE BENERSES, ELEXT, BPA LM Citrix Workspace [ B2 R P R EiT RN B
B, XMIBRAAF RIS S BRI FAEERAIRAE N,

=

AR
BIAERT, Citrix Workspace NABREFAFAFEREAH “FiR” e E RN ERER.

FEBRSERNT, EAUREZERERS. BMENUMEENBEF XRFIRE,
RxRFHne n AN AREFRMHIRAEE:

c BERENNARRFIRABELARER, WEXERBEM Citrix Workspace RZE#EF F IR, EHFRH
KEYWORDS: Mandatory MiinZIR AEFHEEE. FamAFRERTICEITEESIEZ AR “Ris” i
T,

« ZADMAMBEAPITAENNAEFNNABE, BFFFE KEYWORDS: Auto MiinZRREE. AFRER
BN RIS, BNANAEFFBMRE, MEAEFTRR FHITH.

- ZmAFPEENARER, HEEE IR Citrix Workspace ) “¥giE” JIRPIIHE AN BREFUFEEES T
3, HEFrH KEYWORDS: Featured MimnZEIr 2R %A G E,

FERARIEX RIRR B E XN BIEF RESRHE

1. &idiz1T gpedit.msc $T7F Citrix Workspace R BIZF A KRS R EEIEIR,
2. EHENEET ST, BEEEEEIR > Citrix 4814+ > Citrix Workspace > BBIIRSS.
3. ®EFEE SelfServiceMode %08,
a) EREERAUEEEIRSHEF R,
b) #EEEBRERAUFITRNBIZER, LETUERE RS AP R,
REEEN AR RE S T,
RIEREIRFIET,
RN AHE.
s#EzN Citrix Workspace Rz R LUEFT A E Ko

No o ok
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&R StoreFront ik IREBEXNAEFRESHLE

1&ETLIM StoreFront 5 7E “FFi8” HEMIEE LGB REAR. TG TYI&E HNE <annotatedServices>

89 C: \inetpub\wwwroot\Citrix\Roaming $# web.config 34 :

o BRRESRKESAL, 5% PutShortcutsOnDesktop, i&&: true 5 false (Bik# false),

o ERRESRE “FFHE” g, 58 PutShortcutsinStartMenu, i&&: true  false (ERiAA true),

o B “TRR” REPFERAEFIRR, EFA UseCategoryAsStartMenuPath, 1®E: true 5 false (BiAA
true).

AR

Windows 8. 8.1 #1 Windows 10 RAFE “Fia” HEPEIBMAXXHK, “NAERF KRMERRER
XX TER, mAEES Citrix Virtual Apps and Desktops X “35)” FXHFFET.

o B AR RBEPAMBEREARZERNTER, EFEA StartMenuDir, 88 FR&EE, BRRESR
BNFIB X HRHZ o

. BEENMRESRENNAER, 5#A AutoReinstallModifiedApps. &E: true 5 false (BiAA true),

« BEERAELAFERESRERENER, EER DesktopDir, &E: FHHEME, EFREARTAINX
(G2 3 DEE

« EREEF I “add/remove programs” L8IE% B, A DontCreateAddRemoveEntry, &&:
true % false (Bkik% false),

o EMBREABERURIREENERBRENEAREFERZAREERS M Citrix Workspace EIiR, E6EHR

SilentlyUninstallRemovedResources, i&&: true g false (Eik# false),
£ web.config XX/, BHEXRFMEIHKFE XML 55, 1E@ETEHRU T LITC SRS
<account id=... name="Store"

IEERD VLR 2 </account> FRig,
WP ER DR Z A, TERIJLTUR SR
<properties> <clear> <properties>
B LU BMERINEILLE S <clear /> tRiEZ /G, STBMES—1T, FHREBHME Fa:
<property name="PutShortcutsOnDesktop"value="True"/>
AR
£ <clear /> IREZ AR INMNEM TR T REREELY. FINEERMAMENBIR <clear /> iRiZE FANEIRE,
LU R UL ER 894 il

<properties <property name="PutShortcutsOnDesktop"value="True"<property

name="DesktopDir'"value="Citrix Applications">
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BEE

EZRE[BED, B—RNERA—ERSB[BUFTKRSH[AWEE. #H1F Citrix StoreFront BIBIZH| & RTE
EHERMEREMIRSE S L1517, TlE, BENEERMBNEREZERIIRSH(E, WEEHBEHNEMRS
2%, BXRIFMELR, 155 StoreFront>atd,

& Citrix Virtual Apps and Desktops 7.x FiENBEFIZE B EXNAEFRESARHME

BJ LU Citrix Workspace BREFEBENBIEREE “FFii” RPEPRKEm LRENBEFMNSERES R, LIk
5L aIRFBHIEATF Windows B Workspace hRZs2(3, 18R, Az 4.2.100 3| NT /A Citrix Virtual Apps &
RREFIEEEHNAEFRESIRENIEE. MRRREHE—LNAEFREC—BNUERR, WERIEESE
Ho

£/ XenApp 7.6 RSN BiEFREBEXNBEFREANUE

£ XenApp 7.6 FECESNAEFRHIRES
1. 7 Citrix Studio 1, HETAEFRERR.
2. TNAEFRERET, EFEXM. ZHEES, ALUEENARARRNNAERF.
3. ANAREFEEEENEN. 25BN SRR ERPIENUE,

4, ENAEFEFIFEF, FTLUERIEEEE Citrix Workspace MBEFHTERNNBIEFMNER, fli, e
&N Microsoft Office WAEFBIIRIEST, AN Microsoft Office,

5. &EH “RiRESXAFNIBFIKE” EFE,
6. B “HE”,

G ESE R N AR FFIRAITHRFER

MRAFESRERNTBINLARFREER, HENRFENNARFFREITHFES, Citrix Workspace iz
REFFREMNEHZES].EXE FREIINEE.

HEIhEES R E N B R

EEF T EN LSIZNAEFFR,

R AREFFREHZATMRNEHEZ RN — M ERE.

WERE, FEE—MHAFIIR (HE, BIRIEBREFREITER).

AIEMRTLEIZER T Windows B Workspace 8E8%:&@id MINEHZE HIFIRREBRXLEFIR,

PS*’!\’!“

MREAT RemoveappsOnLogoff 71 RemoveAppsonExit, 7 BAFESXERNEEZINBEFKEIER,
B T RRTS A REFEIER |

1. £/ regedit #00 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,
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2. £ B regedit & 0 HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”, HKEY_CURRENT_USER #9ft%c4k=F HKEY_LOCAL_MACHINE,

/J\IB\

AMKRFEFHLSHTERDR, AIRFEEMTRRERSR, Citrix TEREEIMRFEREAFTISHY
MEYRRREB IS AR, EREMRRIBSTEIENI, EREIMERZE, BSLHITED.

AT BN ERFEEMSLE LM RNERATHRITX !

1. EEPRHITEN L, AFALARFARERANITIX . Ak, BEEMERAREREFMEIER Citrix
Workspace M AREFRIITEMN; Citrix Workspace M BIEFIEERATHITXF.
2. M%APPDATA%\Citrix\SelfService FRERFRAHITNG. BREE.exe X,
3. BRETHITXHEFZIMERE,
4. WFEUENESIEFIHITEN, HEEU T EMRI:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
Jt REG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. WM R EB B, i 7 KL
£ HKEY_CURRENT_USER Lt # & KL T % &. HKEY_CURRENT_USER I ft &t & & F
HKEY_LOCAL_MACHINE,
d) BEHEFESD Citrix Workspace B2 LUEFAMHBIE R AER.

THIRG:
TEBNAT N AREFRES BB,

AFBPEFFENER “FiR” XehHNEER (BBRS)

MREBN+H EELED) EARRF, RFAFAFEEESEWEHFMNE “FFia” RetnmEiER:

INRFLEAFPERENET ‘iR REPHNARERF, UBBRSEAEE Citrix Workspace AR, 7
HRHT, EEAILRIESFERE B s TRECRIFN5E HI N
BEFXREFIRE,

MRFLAFERENER “FR” XEPWRARERER, A Citrix Workspace ABRRFEBEMER, RE
EEHEFNENNAEFRESIRETERE L NEREERE LN/ LM NBEFERSNAEFIRE,
RIEF EER B FIN BERF.
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“Fra” RPEPRREEARAREFRES T

MEAFE—ERAITEN, EUESE2FTEERFIFERENAERREAR. ELHEBERT, RERENFEZH
wRa%inial; &% Citrix Workspace NABREFEFRRITEMER, AENKNEERT Web # Workspace, FaJ LU
Citrix Workspace M AEFEE H#TEBFRMARRESXREEEMAMLE,

WNRAHEEPELE Citrix Workspace A2 BN A A Citrix Workspace i RiZFELE

BRPREAAREE ‘T RePHNERuE: PutShortcutsinStartMenu=False. BN EBIARSS
B, Citrix Workspace M BRI AR BEIZ
FHRETE “Fria” X, RIEFERASLAREFLEERH
MEBEZAE.,

BB AEFRESNBRERE “HiR” REhRIE L

MRARRABROBNARER, BOUURFRENAREFRKRET “FR” XEHhRIEL, IEREERELNENXH
FH,

R %L Citrix Workspace lAiEFBEFRERA A Citrix Workspace lARiEZFERE
EFRIESVEREE “FFis” F&rh: SelfServiceMode=False, Fr#& = FHIN FRIZFERE
BRTE “FFR” Hgrh,

MRFEEFENBEFRESASREERE L, 5 A Citrix Workspace Ai2FERE

HATLATRE: PutShortcutsOnDesktop=true., FiERI I AETE

FEHEERERE L,
NRFERFERESNBRETEE LR 4k, 71 Citrix Workspace [z fR#2FECE DesktopDir= A
EHATLUTHRE: FHENBREFNREX TN ETT,

£/ XenApp 6.5 = 7.X FHIENAEEFIRE

MREGEBREAANUEUES A BETERNUERIXERES X, 5EH XenApp BNBEFIRE:

NRE B SN BEFIRERRENBEFNREME, 7 Citrix Workspace MBEFEE
MEELTEBRSERLRE “FFia” 2B8iER, BT PutShortcutsinStartMenu=false ¥ 2B ENFAE
LU 12(E: FigE,
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Rz FAAE P TR B TR 35! S R B E S =

MRFENAEFEREXMHRPET, BERUTER:

INRFLE Citrix Workspace M BREFHETE “FFiR” 79 Citrix Workspace M BEFEE
FEHNNARFRESNEREREXBENES (X  UseCategoryAsStartMenuPath=True,
*k)

NRELE Citrix Workspace M BEFHETE “FFiR” 7 Citrix Workspace M BEFEE
XN AR TREXHEF, StartMenuDir=“Fia" 8 X HFEM,

ETHEGR A IFRN B2

MRESZ—TRREAZRANAREAFPBIINAER, AURRERF EHENRLNRFRNAEEZRS:

NRAHEE Citrix Workspace M AR HEMIBRET 9 Citrix Workspace i RiZFECE

B AER: RemoveAppsOnLogoff=True,
NRA&EE Citrix Workspace M AZFEREAHIBRE.  BZ& Citrix Workspace AR, #
RERF: RemoveAppsOnExit=True,

BN BEFHIRN BERF
ECE AN R IR N IR

o BISEMAEREMRENNBAZFMIE Citrix Workspace B2 PRI BIERF, BMINX AT &
KEYWORDS:prefer="pattern”. LtIhaEFRH “Air AIERFIAR,

ERPIHEN ERENBIEFZH, Citrix Workspace MABREFRBERIEENER, LAEREEESHE
HZNAER. MREEARMEEE, Citrix Workspace MBRFEITIAZNBRER, EFReIRREAR. AR
M Citrix Workspace i AEFEOREshizN AR, Citrix Workspace MARRFRHEmHAMREN (§
%) RFAER,

NRAF1E Citrix Workspace M BEFINBEE 7 £ EERBER, MR Citrix Workspace [ HER
Rl BE BCHIT I Z N BEF. MERAA M Citrix Workspace M ARRFMHEEFENE T ENE %N BER,
Citrix Workspace M BiEFEBCHITIZN BIERE, BRI,

AR

Citrix Workspace AR ITRENNAEFEN, BHAXETF prefer. EITRNAREFERBFMXBFHER
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1M

AURAENLAERFZRIEEXRTF prefer, RIF—MLEMARHEILXRFNARENLAREF. AIUEEEEEH
ERUTEL:

o BiEENFRSMTENNAEREMIE Citrix Workspace M BEFHIRHEMNN BER, BN xRS
KEYWORDS:prefer="pattern”, LtIhEEFRH “Athr AI2FIAR",

ERPETEN ERENBERF AT, Citrix Workspace WBREFIFIERIEEHNER, UHERTEESME
EiZNBREF. MREBEAMEE, Citrix Workspace R BREFEITIZN AR, BFRCIEREAR. BF
M Citrix Workspace [z A2 F i B B ez AEFE, Citrix Workspace 2R Bohast =M
(B%) MAER.

MR AP E Citrix Workspace R B2FIMNBENE T EMEixRBEF, MWTK Citrix Workspace M B2
Rl BTG BGEIT R Z M AR F. WMRAA M Citrix Workspace REFAFHEH T E M EENBER, Citrix
Workspace N BEFEBCHITIRZN AR, BRHH,

AR

Citrix Workspace N B#EFITIRAEN BEFN, ENAXET prefer. EITRANBEFEBRINIXBEFTRER

E1ER.

AUAENLAERF S RIEEXRTF prefer, IF—MLEMARHELXRFNARENLAREF. AIUEEEEEH
fERLUTE:

+ prefer="ApplicationName”

N BEFRMENS B EREA AR MPIEENN BIEF 2 A ERNBEFELE, tLNBEFRTR
AUE—18E, BEUR—1MEE, MREEE, WEERMASIS. FAFNEBSINERNXFREN AT,
BEFAKDANE, MARFRMLEEANERRFHRITHNEZIFEER.

KEYWORDS:prefer= “Programs” THyBIEA EBEILA

Word \Microsoft Office\Microsoft =
Word 2010

Microsoft Word \Microsoft Office\Microsoft 2
Word 2010

=Hla McAfee\VirusScan Console =

Virus McAfee\VirusScan Console =

=HEa McAfee\VirusScan Console 2

« prefer="\\Folderl\Folder2\...\ApplicationName”

HWHERERASTENREA A HBREUR “FiR” RETHTBENAREF S METE. “Programs” Xk
B ‘TR XRARTHFXMHR, AbBIEEESEENREFUBEZX G RANERNAERF. MRE
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RhETE, WFEEFERASIS, RREXAANE, £XTBETEERIIE Citrix Virtual Apps and Desktops
PR A REENBERE M.

KEYWORDS:prefer= “Programs” THyHIEA T Ui

\Programs\Microsoft \Programs\Microsoft =

Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010

\Microsoft Word 2010 \Programs\Microsoft 5
Office\Microsoft Word 2010

\Programs\Microsoft Word \Programs\Microsoft Word b3

2010 2010

« prefer="\Folderl\Folder2\...\ApplicationName”

EXREFERRS “FHR” FR TRENRES X B EAETE, REMNENBEPSNEENAREFZR,
BRILUER MBS RES FRERXX 4R, RREAAXFBRZLIRHIBNEBRER, LEFIFEEER. W
RBEEHETHE, WHEBEASIS, REXSKNE. EXNRELEEANUIEFARAITHERIFEER.

KEYWORDS:prefer= “Programs” THyHEA T EEIE

\Microsoft Office\Microsoft \Microsoft Office\Microsoft =

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft S
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft 2
Word 2010

\Microsoft Word \Microsoft Word 2010 =

BEXHEMXBFHIES, ESIH StoreFront XS 1L - A0ER 2 FE “EAEI,

B AR e as
ETEMRIETRERREEN, IBRETEHRERSEHRE,

g ERERERBEENTAFRSEDIET. EATEEREEERNERERNFAGEE, SEETRMIER.
/mi9Es. BRI, BBRE. AR ETRSNEHRXE,

RIANERT, ErRERERETRERLTEARS, EEBRT RBRAHNETERIETRRE, ZRERIALTFEA
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Ko

EMETHR

AT EEXERTFRERENEMETRME, HEZERALERENERHEERE/LFFRINZE/\NERES.
BJLATE Desktop Viewer PR B REEMFBETN FHREEINE R, EEINERSEHR, BRIULKIKEEREFLIU
BRSDWAZITNEMETS. RIEFFARETRSIVRNIEEBD LRI RERR.

A UG AT DPI 4555k DPI e EINE RE18E DPl, NABMNERSBMERE, BABENNHEREESE,

IERENERATF2RE. BETHRIRERIE,
HEFZMERMEAHHINABERF. EESATSIEF HEITHREESRER,

VAR =N

ERRIEMEIRER UERNAEFEEIAENR RS RENRNENE, MTRAFREEMRLREE, i
BEIThEEAFERF &R Citrix Workspace M AREFBREITRINETE IRAFEER) IEWMBHRIE.

B shIE R i E N N BEF B El, AP EIERTF Windows B9 Citrix Workspace [ R1E R RN #rik
PIEER, ERBT—IMRIEZR, SETASHIEEETRER. BIARMAIER ctxprelaunch.exe fExiEHiaT, B
R I,

BXFAER, BBAMENEELZ AR “Citrix Virtual Apps and Desktops” —XX I KIETRE A1 XIEERTE
o

BIAZBAIETR AL BRASIEATITIEE, 157E Workspace 5 $17H#EE 85 ENABLEPRELAUNCH=true,
HEGFMERT EnablePreLaunch ig&H true. BIAEE null REFBNTHRER FERARS.

=z

AR

MREEREFEHTENEE NN EE (SSON) BHWIE, NEBEEBTMEE. NREEEREER (SSON)
MABREMER, 5% EnablePreLaunch ;MR IMEIEE N
false,

AMRMUERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
e HKEY_CURRENT_USER\Software\Citrix\Dazzle

BRMERITREE:

o ERTER - MAEDEEAPNEEEISHIRIEZERST, MEREZNREENESRENR. BEEEER
ENEER. ARALBIERRESD Citrix Workspace R FAEF it & & S 5hThAE.

o HRIBFRREE - FUBETHEETE I RISV R R 5. HHRIMNFBHNERFIREEABEITEEL S NRIEREBG.
RFAH RN FB BN RBEXM DM, ERTRR. AOBMBMARSB[BAH, ZRIERFEITRIN
BEEARER. BId, MRITKINFTUShRHETF 1:45, ZRIEEMREETF 1:15 5 1:45 ZiEEs. BEE

EmENERER.
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7z Citrix Virtual Apps BRS3238 LECEFTUSEIHREM S BEIE: 812, SRS RMENARER, UREHRA T
RN RiEFRI A P R B,

THEMEM receiver . admx X BEXFEINEE. B2, AILUEBEEREEATF Windows B9 Citrix Workspace
R RREFR SRR R T BB IR EREXFIEHEE,

+ HKEY_LOCAL_MACHINE BEEEFIHZREIEZEFE N,
o &R LLEE HKEY_CURRENT_USER EEFA—H BN LRFARNAFIRETENIRE, BRETREENRED
A1 HKEY_CURRENT_USER &, BIAMAF R IRERr R BRI,

HKEY_LOCAL_MACHINE ftR{E:

3t F 64 fii Windows # £ & %5: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

3FF 32 it Windows 1g1ER 45 HKEY _LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

£&#5: UserOverride
2% REG_DWORD

f&:
0 - &£ HKEY_LOCAL_MACHINE {&, BpfERIBS777E HKEY_CURRENT_USER &t 2801t
1- A HKEY_CURRENT_USER & (WNRxXLEEE); SNER HKEY_LOCAL_MACHINE &,

Z7%5:. State
28 REG_DWORD

f&:

0 - ZAfEEIThEE.

1- BRENTRE. FUBshRERERFNEREETSHRIEERR.)
2 - BRRINTER. (FEEIThAERER Schedule BZERIBYIEIEED.)

&#5: Schedule
##: REG_DWORD

&:
“URINTERN" fBdiE (24 /) FEKBEIRUTEEN:
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HH:MM M:T:W:TH:F:S:SU & HH 1 1:0:1:0:1:0:0, ZRIELFRETFT
MM F2/)\B A0 73 59 ER 4 1:15 T4 1:45 ZiElEsh.
M:T:W:TH:F:S:SU A—RARMEA
wEE. Fi, BEEEH—. 2H=
MEHRTF 1:45 BA “HRIBITR
Bzh”, &% Schedule &R
Schedule=13:45

HKEY_CURRENT_USER JFifk{&:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

XL State #1 Schedule jEft &5 HKEY_LOCAL_MACHINE EBHEFENE,

REABEEM

WERBETARBATFEEARZAEFHRENMENZZ G URL EE A, RSSHEEE Studio HIgE, EF
imEEEEMITE Citrix Workspace B B2 FA S R EEERPIZE,

RE Citrix #RREENIFFHREERUKERTFEFHE URL EEMBAMNARFHR, BRITZES NG
B Windows & F ik XX AN EE M.

AILMERMU T A EZ—BRARAREEER:

1. AR (GPO) BEIRIR
2. EAERIRESS

AR
 WHAREERELRMNAERIFRLTEBRSHRIERREER,
o MAERSSBZMNEF K LEANEABTEER. ERSSHFFin LAY, ZIEEEEA,
o 83% URL B, aTLUEE— URL (U2 S 9 URL 3R, STLUERES (*) fE@E M.
ZFH GPO EEEIREANEABTEEM, BERITUTIRE:
BREERREERT Windows 89 Citrix Workspace Bz 2 FrER AR R EBIRIRELE,

1. @dia1T gpedit.msc 77 Citrix Workspace 5z B2 A R8T R BIEIER.
2. TAFRETAT, REZIEER > FUEIPER (ADM) > Citrix A > Citrix Workspace > FF (K1,
3. ERWERBEERERE,

1. ZFEAHHNNAEFRFIEEINFEY, REATBEIEEHMN URL WEIRET.
AR

&4 URL BY, 8 URL USSR URL 5k, BIUERES (%) (ERBERR.
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2. NEEHRERNE.AHRES, REFEEFF RN BREFNRHE.
3. AAWEEME VDA 89 URL FE&H, MALAEEBH URL, A SHIRYIR.
4. EEREREA URL BENERGNARFIKEER? ETUUAENR URL

5 BEETUET—MIIR, ERESHOASAFEERE VDA 89 URL FEHFIHAER URL i, Z%EL
M5B RHHINBEZF BT,

6. EAFEERFIZFF KA URL FEHR, WABITIMRSBEERTEFHN URL. AR SRR,
AR
4% URL B, #8E S URL S S 2R URL 5K, AILMERES (%) fERBER
7. BENAMAE.
8. E@<1TH, iBfT gpupdate /force @<,
EEAIMREANERNEEER, BEHRITUTERE:
EEANARNSEEM, EM Citrix Workspace BREFREXHE C: \Program Files (x86)\Citrix\
ICA Client) iBfTredirector.exe /ReglE @<,
BE:

s FHREEEMNASSREIBIARE, i, WRIEET VDAFMMLLUE URL https: //www.my\\
_company.com BB ANEERIIEFini VDA, ML EBIFEEE,

« URL ZEEmXEHFEN URL (HITEN 3R hiEA= Rk RS2 S ML B URL, EEBURTF XK
2o

s NREREMERNHENBARFEEAERZ StoreFront #kF, x StoreFront ik~ HHE R R& R
BRTERMNARFREERIE,

o FNEEEORE URL EEEEIFF RN ST, URL ZEE@E VDA BY, MBEXNHBEITH, EEEH
URL B1EmAm£ T,

o TRGY. BFERE. PDF ExXHHER AT 8,

s MRIAE—MIRSBIXHXRBEXBENENANETEEAREERN—QITEN LIRERN “BRA", Citrix #iY
TR RRS BRI KRB ENAE (URL) EX@ETHEE, MHR URL EEAEREET.

PR
MREEMHRTRIERDARAMKY, WAEFELCENE,

EF Chromium #9345 88 235 URL - S AR

REABEE @R IFEERRSBNEF E LRREE URL BENMNEFIREERIIRSH[UARMKRSBEEEEE
F o

BR532355m&1E Delivery Controller LigE, FPinSERERARKITR (GPO) Bk Citrix Workspace
2F LIRS,
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BHhR4s 2106 &2, B3 Google Chrome # Microsoft Edge #in T W& URL EEExiF.
DB

« Citrix Virtual Apps and Desktops k7 2106 =i E =k,
s NEBREERY BEFRE 5.0

E3% Google Chrome %28 MBI A URL EEM, iEM Citrix Workspace M F2FREX 4 PIZITU T

A .
< .

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

pE=

£ Chrome 5588 EEMAXLH SR, WARBEEAYT B EEM Chrome W ENAERE.
EMWE URL EEAFEUHEM Google Chrome ¥%328, &M Citrix Workspace M AR REX 4 EFIEBITU
TR

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /[unregChrome /
verbose

AR

NRTEIAHIE BT B TEN U TEIR, BRBRZES:

Websocket connection to wss://... failed.
B x1E Citrix Workspace MAEFHEE URL EEAEMNER, BSRNEAREE .
BXNRBRBTETANFMES, ESH Citrix Virtual Apps and Desktops X HEIH 2SN A EE Ao

Bloomberg &

Citrix Workspace M A#2F %57 Citrix Virtual Apps and Desktops &iE5 /M Bloomberg %, FrErIALt
REf R, AIEREERT Windows B9 Citrix Workspace M B2 &AM KR ESEA Bloomberg
BETNRE,

FEIWER Bloomberg BE2#HITE M RIE, ZRENERRIEFER T REMER,
firZ Bloomberg 24!
IR

AMRFEFLHSSBERND, ARFEENMTERERGR, Citrix TERIEFETMRFEREAFISHY
BV EES IS LABRR, EREMRRIESRT BIENG, EREIMERZAT, BSBHITED.

1. 7EEARPHE LIRS

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB,
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2. BATUTREZ—:
« ESALkINEE, TN DWORD. &#9 EnableBloombergHID (95 H, EBEIRERN L.
o EXFILTIEE, BREIRERN O,
BXEE Bloomberg #ErI¥MESR, BESRAMIRFOXE CTX122615,
Z[51k Desktop Viewer BOTHES, BHITUTIRME:

INREEAT 24 Desktop Viewer &0, MEINMERT, LAFIFEDRSHRERLE. MRAFERNEES IR
H, XAREREXEREENESTERR, BEREIMREES, EOURBARIATAHELE Desktop Viewer &

B,
/J\Il:\
EMRFEFLRSBTERG, JHEFEEMRERERS. Citrix TERIIETMRAFEREATLYSHE
MR AREB S LR R, ERIMRBIESRTEEXG, EREIMRZE, BESLHITED
s EAFEEL, REREHILIZENYFTAF TEERHIIISERG TR, EUTIMRIZ—FRIR— &R
DisableDimming # REG_DWORD %H., f1RE#i&#& L= Desktop Viewer, MEEEMEE:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

®E, ATLUBEAEMTERRIZ —FEIEERN REG_WORD £ BXREX MK, MEAEEHITE:

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer

o« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer
ERXETMERI AT, E%ILEM Citrix Virtual Apps and Desktops EIEREE B AILINAEIRE T 5K,
BZEBKEAERIFSE, Hl0 15K true,
MBRIEEZEHEEBIREN 0, N Desktop Viewer BT, MBIEET 21K, WHEERMUTMREE. It
HIRFHNE—NFEREBEHETAZSSEMR:

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

HwnN e

Citrix Casting
Citrix Ready Workspace Hub $#FIREMYNIBIRRE S E—E, EREMNBETRPRANARFENIIE, T
MARSEETIRE (H—LEWR), BB AREFMEREE, LOIEERENmMIFER,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & E#iEmL. i&7T Citrix Workspace R F2FHI&&IFIE
3| Citrix Ready Workspace Hub, HigNBREFHSERFIRANE RS L, Citrix Casting 1X7£ Microsoft
Windows 10 g4 1607 &E=AR4 3 Windows Server 2016 £ #,

Citrix Casting 2—M AV EMB &R LMEINISRE AR ARFHEIARRE L ERIITHEE,
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} =r

AR

« &ATF Windows B Citrix Casting 3z#¥ Citrix Ready Workspace Hub fg7 2.40.3839 RE=hR 7S,
BPHARRZH) Workspace Hub RIRET A R 4t MBI 2 S 30 H TR 59 $81%
« EATF Windows i Citrix Workspace [LA#2F (RA®EERRE) F2#F Citrix Casting Thag.
WEFM:

s ERELBRATEFUELM Hub,

+ Citrix Ready Workspace Hub #1 Citrix Workspace [z Fi2F# & 0 F R —R/L&E S,

« 7£i=17 Citrix Workspace M AEFRI&E S Citrix Ready Workspace Hub Z a1~ 1EiwE 55555,

« 3¢F Citrix Casting, R1GBELEIRO 1494,

« B0 55556 A#EhigE S Citrix Ready Workspace Hub zjal#y SSL EiZMBAG O, BILL7E Raspberry
Pi Mg BEE LEEE AR SSL w0, wNRELLT SSLixO, AFR¥EES Workspace Hub Zjali#sz SSL
pE:

« Citrix Casting 1%7£ Microsoft Windows 10 h4s 1607 & E&hr4ssk Windows Server 2016 +Zx%#%,

F2& Citrix Casting 5zh
AR

B LA s @ AN X AR Citrix Workspace M AEFEITHIRMNLMEE S “BEAEERN” R, BXEMAER,

BEER BREIRI &R

1. AR @EAXiEgsr Citrix Workspace 2R B E RS & E %,
LB B R e R ENETIIEE,

2. 3&#% Citrix Casting,
LB 2R Citrix Casting JHEIE,

3. EEUTRTIZ—:

« R - #8772 Citrix Workspace R fA#2FEzhEtEz Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, ~#ERzhEdEzh Citrix Casting) - f8RF
£ Citrix Workspace A2 Eaned/Esh Citrix Casting.

AR
%% No (B) MMASKIEYRRRESIE, Z&ENET—XEH Citrix Workspace N B2zt
W o

4. BEHREFUNABFSEEN.

w1ai% Citrix Casting 5 Citrix Workspace N BREFEAER

1. &% Citrix Workspace M AR, HEEHNEE LRAET.
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2.

EAHE 2RI Hub 5%, Z51%% Workspace Hub SR &9 RSS| EHEF
HERERESREMN Workspace Hub, AEERMUT®Z—:

- BRATENIREHEERARERITIEEEN Workspace Hub i&&.
« " BATE Workspace Hub i & REREHBIRR.

} =

AR

B Citrix Workspace 22 F=iRE Citrix Casting,

7£ Citrix Casting B3 HFES, 2T LUTE:

ok wpn =

HHIRRRHNRIEE RERE,

R EAR.

Wi iERE, AT ELYFRSRFARE,

ERELR, BT Workspace Hub FRinEIukiE e,

AP EBHMXIFEPE Workspace Hub BIiRHi%ZRIE AT I A RER T REERE, FHiBE Citrix Ready
Workspace Hub,

ELoRdlES

3R Citrix Workspace [ BEF LA NESEEANMEIAET A Workspace Hub #52 #1Ti@(s, BHRFEEERS
SRR TR

1. Citrix Workspace i AB#2F#1 Citrix Ready Workspace Hub ZEiZZIRE—M4%,
2. f£Eah Citrix Workspace i AEFMiGE LBATEFHBEFEEIET.
3. Bz Citrix Workspace M AB#EFHiI&&EE Citrix Ready Workspace Hub #95EE (hF 10 K BE&EEZ

LHEAAIFEIE) o

£ Citrix Workspace L A2 F R B shixl ki 88, AEE AN http://<hub_ip>:55555/device-
details.xml LeEREET T Workspace Hub i &H¥AES,

7£ Citrix Ready Workspace Hub /& £RiF, HEiXEHiEREE Workspace Hub.

B i8] Kz PR

ok wn =

£i%%&5 Citrix Ready Workspace Hub #E#ZIR—mM& 2z i, Citrix Casting RiEEtEMR,
MEBHIMLRE, Workspace Hub i&%& ERTREFELER R

R RE, B Citrix Ready Workspace M BREFEHNERESRNIGZ K,

T BERT, TREREDETRFMEENTERS,

BEENETREREEATLN, RERNSIEHSBMAEE, flil, FEIURLETK. REARXK
ET,

ERBEFIERE, MRETT Citrix Workspace ARFIIEELTFHME. ERIAFERS, WEERNS
BrRfEiR.

FXFBETRERHRIE.
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8. Citrix Casting MR ARE PRI 1920 x 1440,
9. Citrix Casting %#¥ Citrix Ready Workspace Hub k7 2.40.3839 &kEEhi4s. Ak Workspace
Hub AIRET W RGN RSB LIRS HEIR.
10. &EATF Windows #9 Citrix Workspace R AREF (MABIERE) FZHFIHINEE,
11. #£ Windows 10 Build 1607 /1, "IaEF EEME LA FH EiEH Citrix Casting.

% % Citrix Ready Workspace Hub #9485 8, 3525 Citrix Virtual Apps and Desktops st/ #9 Citrix
Ready Workspace Hub #B43-

E5 USBIREEEM
RREEA USB EEM:

1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F LA RIS R EERIER

2. EAPRETST, HRESEER > Citrix A > Citrix Workspace > ZiZiEEF A i%i8% > @A USB iz
xR,

3. ERIRDILERE,

4. EEEBA.

5. BHNAMNBAE REFLHRRE,

EAVSIELFERAENMED, FRITUTIRE:

1. @dia1T gpedit.msc 77 Citrix Workspace B BTEFF4H RIS R EIRIRR

2. EAPRETST, HRESEER > Citrix 4 > Citrix Workspace > ZiZEEF A i%i8% > @A USB iz
xR,

3. 3% USB 18 & M 5RRS,

4. EEEBA.

5. 12 USB i&&HMNIAER, HFINEAFSHIELERR USB i,
a0, ALLOW: vid=047F pid= C039 split=01 intf=00,03- 2% 0070 03i&0, RHEIEMIE
Ho

6. BHNAMAE.

ERERIER, 79 USBi&&7E Desktop Viewer HEVIR&E TR, tboh, EAILIMEIERDT > &&EHEFRS USB
B’

AR

wNEE USBig&LU#TER USB EEMEY, %M Desktop Viewer siEEHLERIZIZEUEERILE.
ENBREFRIEFR, F9 USB & EREEET L.
TREHT S AFRIELER USB HORKITAGRE XMNIFEHAEE.
BERVERENMED, BRITUTERME:
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%) #O

TRUE BREHES 0-n
TRUE HETH
FALSE E=2E
RIEE EEE

a0, SplitDevices- true 8 RiFDFIEIEE.
EEMERAEMEO, BHRITUUTRE:

%) #O

TRUE BHHS 0-n
TRUE HETH
FALSE ERE
RIEE ERE

a0, SplitDevices- false feRig&NEIIEEZOSIKD,
fign: MyPlantronics B
®Os:

o EEOX -0
« HID#MO%-3

BT MyPlantronics BAERGIFLN:

121F

SRVFEREERO
RVFERFTAEO
RIFEARIZERER USB #0
RIFERARIZERER USB #0

121F

B EREERO
BRERFTAEO
ERERARIZERER USB #0
ERERARIZERER USB #0

o A vid=04T7F pid= CO39 split=01 intf=00,03 /Allowed 00 and 03 1interface

, restrict others

« DENY: vid=047F pid= C039 split=01 intf=00,03 / deny 00 and 03

PRI

Citrix BIWEREIFR D MK BENOED, BR75%E. £REA USB EEMAFZREEEME 2 MEE. BXRNEM

HEertEE, FEAMUENENEE,

DPI 481&

Citrix Workspace M BiE2F A FRIER AT HIRIF DR,

AILERIEFR AR DPI, BIEERIARTRARS. ZIRTIERBFENRIERAN DR,
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AILAER T ERECE DPI 4854

1. AHREENR (GPO) EBER (SiHENEE)

PRI

SREER (BRAFKE)

BMER AT LLINEE, tb7E Desktop Viewer Rl ERE R HUIEHIRIE R,
IRED, YEEN DPIREHENRN, FEFBONKNATERSRIEE, BRGE BESIEFONKN.

EEA GPO BERIRACE DPI 451, BHITUUTIRE:

1.

2.

5.

6.

®id551T gpedit.msc $TFF Citrix Workspace [z 24 RIS R BIRIEIR,
EHENBEET AT, BESEER > Citrix A% > Citrix Workspace > DPI,

%1ES DPI %K,

PR TRz —!

a) 2-#TrESiEhNAS DPI,

b) &, ERAANIHEE - RRHBERFIRBEHYEE,
BENAME,
E@m<$1TH, 81T gpupdate /force @< UM ARMAIER,

EFERERAF RELGE DPI 41, BEHRITUTERE:

=

AL pa BN XIS AYE AT Windows B9 Citrix Workspace R BiZF Bfrhig £ 28 9 “SReEEm”
R, BXFMER, BRI SHEEERN Ko

1.

2.

ARpHEMXIEHR Citrix Workspace 25 EliR.
ERBREETH RS DPIRE,

LEETIE 2R DPI g EXHEE,

PR TRz —!

a) & -IETERIEPNAS DPL,
b) &, ERAANIHE - 57~ Workspace R AEFRN VDA L8 DPI H#47R A,
c) Let the operating system scale the resolution (AIFRIERFABROYER) - BIAERT, kR
RFIEFRSE, X#¥, B Windows 432 DPI £k, HRTIERELGRE “B= DPI” SRERIEE R “%

. BHRF

=#ash Citrix Workspace R AREFSIE UEF B ESER,
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DPI 48780455

Citrix Workspace R ABREFHEE=1A8eH DPI BHILE - BN, AERIRERSBR. FRIKENBHIWTER
o

)i

FEHGEETE VDA L BH A MEN AR ERERFHBREM, BEHIGETIFES DPI 178, IEBWHTF UIES
“Yes” () =t GPO REZHIGEHN “BEA” W “= DPI” 188, iEEzIH VDA B, IigEHERTES DPIi3
5. XREBTEIEFNE—AR. BHRAESSHEGIER, LEHEXA. EE2IRAR VDA (6.5, BB AERIBRR
Ef) B, MEERTREIRE., AMNAEFAE. RTOP URERAREEMMNEMIGH A IFSEKR. RIEI&IT, T4ENA
EEEERER TEE RS ZEBEE, R ERNSER.

EiEEZIFHR VDA B Windows 10 EMBAFERLIEE, ZIREXHES DPl, BEASXMRESSB/FR=EE@MEM
=AU

RIER:

FEBIRERESEPREMEETRNTEDO R, XENWRREIFER, JESSBNAEFMIKERIIXAE
EREERB/), WEEXWNTF UIIRE “No” (F) M GPO FigERN “BRBA” 1 “& DPI” #iE, ILIREFRRSHH
FHERMEIMRMEIER, EREEZSEXANEREERR). ERIKERIEN, AJLUE VDA FigE DPI, LIS
FRERNER. bR (E7E RDS KRENELNAREF LXEHNT. BRLRESSHSERETESHNIMER, NMEJEERMm
ARS3BRMEREA BT B 1.

NTFREREEGREARZREMRSHSZFNRERIE, BIERRIKE, WAIUERR AT EXANERBR)EIE
ST ER.

BRIERFHEMN:

BERARERRINEGE, HEXNNT Ul I&E “Let the operating system scale the resolution” (fRiFIZIER S
BRDYE) . EXMIERT, “B DPI” RESBIZE R “BEA”. X#¥, Windows RIERFAF AT ULIERIERN DPI 45
o VDA MIDRZET DPI#1T4HEKN, ASSBOMXRLEFIREENOIUEE/), IRBFEERTRERSE
R21&, FHEEEET 6.5 VDA REREHER IBRERM VDA RREM. LAEFRZIFES DPI - FiE B RasEisnma
BEER DPI, ENRIEREIER. FHOIERSREGRER, TEHEXA, £ Windows 10 ##ERFH, HAnA/IE
ATHEH A,

sHF Windows 7 i LR 3iEiETIIHMR VDA MAR, BIERLIIZE. NREHRS DPI, wAIL7E Windows
10 EEALIRE,

EMNETHE

HINREAFEEX ERTRERENEMETRSENE, AECERE LERENERPHEERE/LFFEINZE/\NERES.
BJLA7E Desktop Viewer AR REBFHFETFHREEINE REE. EEINERER, ERIULHIKELRNEFLIU
REBIRAZ T ENETSR. REZPHETIIWRNIEEBE D LLRIRRESR.

A ARG AT DPI 48k DPI Ligm IS Resit B DPl. MAEMNERSRMER, BRAREX NHEMEESE,
IEENERT2RF. RERSRERE, FEFEMEMNELAHHNAEER. KEEERTSIEFHEITHMER

SiER,
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BRATFIEENERESS (IME)
AE:
MBEEANE Windows 10 2004 FRiEIER S, WESIEFER IME HEE I RES BRI R L RIAI R, XLEF]
TRE=HRENERN. BXFMER, B2 Microsoft ZIFXE,

ERGLTRELEERAEF i IME:

EERERAEF I IME, &M Citrix Workspace M BEFREN G C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:on #%,

« ERABAEF I IME, &M Citrix Workspace MBIEFREX %, C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localime:off @<,

AE:
ALERAGSTA*wfica32.exe /localime:on EREAZEFIH IME IBEGERERD,

« ERABAEF N IME, &M Citrix Workspace MBIEFREX %, C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localgenericime:off &<, HLSAEIMBRER
BR%&E,

NREARSTEOZATHEAZFE IME, MTLU@ETETwlica32.exe /localgenericime:on &<H
KB FBi%IhRE.

i

Citrix Workspace R BIZFELLAR AR L IF)IRINEE, AILUEIT wfica32.exe /localgenericime:on @
TREBREAZYEE. B, REMBRLSRENNALSTIRAX, MREEHERBEFRENX, IRETEA
BAZ P IME,

ERERRF RELCE A% IME:
BAZF IME £ VDA 7.13 AEShR A
AILLEE EARERRERS REABAEFH IME NG, BXEMAER, BERAEEFREFY,
Citrix Workspace [z B#2F AV EECERRBGETLUEABAZ P i IME, B RSB ERE R BB MIX LRI
HH TR
1. AEBE@EmXiEgsm Citrix Workspace B2 BIEF BIFRH ERIERE DO
2. EFEEIM A IME,
TEANED A ARZFAER IME &

1. BARSEE IME - R4t IME BERERERSSE LISENIES.

2. B IME REANSHRERTN - EFRERRIER MMERZM IME, HETR BR&RIES O IhEE.

3. ¥#cit IME S ENREFRRRN - EXNRERFARNER TERS IME, KEMSASHER. RIAER
T, ERATEAEF IME BER IR,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 105


https://support.microsoft.com/en-us/help/4564002/you-might-have-issues-on-windows-10-version-2004-when-using-some-micro
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar

iBEAT Windows 9 Citrix Workspace R BiEF

PRIBBYECRN BT SR =%,

fEREMRRIEREAMEERE:

BRTEREF IME B, AR Shift+F4 AREZETEMN IME 2, IME #XNREERERIENEG LARR.
BIAMERT, BAZFI IME FWRELTFERRS.

TaAMEREBEESDP 5 A 5 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

3% AllowHotKey HEEIAEEXRA Lo

LU Shift+F4 ABERIEPEZFEREN IME £,
EAXEARAAHITIING, IMEEXNFEERSHNESIENG LA,
PRI

« BRAZEF I IME A3 Search Ul % UWP (@A Windows &) RAREFEUKE Windows 10 2ERFH
Edge 528, MRFAE: BRERRS S IME,

o BAEFE IME £ FFPERH Internet Explorer 11 s ARZ 3, f@AA%: ALUER Internet i
ARIPER. Alt, ERELTSHIUEEPEARIFRI.

H.265 14w

Citrix Workspace R #2325 H.265 MSH4RARIS SR 3 1 TIT IR E AN RSRAVEE M ISR, EMILTHAES &8, WINTE
VDA # Citrix Workspace R A2 L5 RALIhEE. RS LR GPU R2#F6EA DXVA #0O#1T H.265 f#
5, “EfR H265 6D RIS BRI A, SIERELRDIEA H.264 MsnmiEDeE,

WEFRMY:

1. VDA 7.16 EEhRA,
2. 1£ VDA LER%t3t 3D B T ERHL (bR,
3. 7£ VDA LB A ERMINRARID S NEFJRID SRR,
AR
{¥ NVIDIA GPU 3z#F H.265 45f2,
HFiEHTF Windows 89 Citrix Workspace W ABEEFEH, INRERAGBENEZMA,
8 Citrix AHEITR (GPO) BEEIEIRIG Citrix Workspace N EBEFEE ER H.265 5HRID:

@Bidia1T gpedit.msc 77 Citrix Workspace 5 B2 SRS R EIRIER
EHENRETAT, HEBEER > Citrix Workspace > B &I,
EREFR H265 fREDERES,

EEERH.

B ENAMBE,

ok wn =
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fEREMKRRIESSACE H.265 MHT4RED:
£ 32 (HRERL LRMAENNEFE A H.265 M54k :

1. £ “iB17” s S EM regedit BahiEtRFmIES.

2. & f1 2 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,

3. 8lE—1% 7% EnableH265 9 DWORD MG ZBHMEILE N Lo

£ 64 (HRFRL LRMAENMNEFEA H.265 M54k :

1. £ “iB17” daSfERA regedit BohiEMRREERS.

2. Efn%E HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,

3. fE—1R&5N EnableH265 & DWORD #H iz BIEIZEN 1.

BENRBEMRIEUEERE,
AR
o MREEATF Windows 89 Citrix Workspace [ FAIZFA SRR R EEERPEA 7 ERE 4 IEEE,
EfZR H265 DRI ERIR A, HEREEREER,

1817 HDX Monitor 3.x TEUMERTESIEFREAT H.265 Mifi4miE2s, &% HDX Monitor 3.x T
BREAESR, BSRMIRG0XE CTX135817,

BEABMESE
RERF
pE=
Bl AR B X gAY Citrix Workspace R ARZFEFPIRENSIRTY “SREEN” K. BXFMES,
ESRBREEN” Ko
BREGRRS AFEEREF LT LNE SRR ZEIE. BRIMERT, LINELTFERRS, BEBREEDIEE
AFEFIEERSGRBES 2 Virtual Apps and Desktops &%,
ZFA GPO EEEIRIEERBMBRAL, BHITUTERE:
AR
GPO BEMM k=T StoreFront #1 GUI E2&,
1. @ia1T gpedit.msc 77 Citrix Workspace 5z B2 A RIS R BIRIER.
2. EHENERERAFRET ST, BREEEER > LHEEER (ADM) > Citrix £ > Citrix Workspace
> PRI,

3. ERRRIRE R,
4. EEERAF ERUTERZ—!
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o AWEHSRAY - NTHIRER, EFRHE. BEXAFFAHREMEN, LENIFEAHRETERATE
RSS2, EHfE, KETESANARTESBATF R IME,
AMLETE R R R B E T ER LD,
o REBHRREPERN - N THERBEPER TRz —!
- REZ—RK - [ERHN - ERERHNEEFAIRBERBED FRSS. EEHENETFRRER
T RFTEE R BRI ER. BENAEN, HIHAENRER.
- FRAY - EREFHERRS S LFENRERR.
5. EERNABMHE.

ECRERAFAEREREHERY, BRITUTERE:
1. MBRIXIEFRTE Citrix Workspace MABRFELT, ERERE RN > BEIES,
B 2R R IE S XHEE,
2. EEUTRTZ—:

o (NEF—RK - ZIERIY - BERNERIERHNM VDA BSRERFE Ko
o ATFMSEY - EREREPERT ZFF IR RRN R RER/HESREL E VDA,
o AEY - EREPIRERRS S LEFENRERR.

3. BERT
ZFEA CLIREREBGREY, BRITUTERME:
MERTF Windows 8 Citrix Workspace MBEEFREXHRFETUTHS.

BEBEMRT, Citrix Workspace W B2 REXHE M F C:\Program files (x86)\Citrix\ICA
Client,

« EFHH: wfica32:exe /localime:on

o BH#M: wfica32:exe /localime:off

FRAEPIREEAEETREEEF G IME GaNERESS), NREARIEB. PXHFEILENAF KR TERRSS
IME, MAFuEEERESHEITwiica3d2:exe /localime:of f REBEFIRBEAEEN, AP EEST—
PMIEN, SIEBERADEERSSRENBERR,

B, VIREFIRRERBEEDSIEPREER, BRI, M Citrix Workspace ZFRREF I HHENE R,

7 Windows VDA tFiiEBRERES
EE:
LTI UERTF Windows Server 2016 XES A4S, £ Windows Server 2012 R2 B RirA<H, ZRIAE
R EREZRETSINEE,

1. BoiifREmiESsHSME HKEY_LOCAL_MACHINE\Software\Citrix\Icalme,
2. 62 DWORD %H DisableKeyboardSync FEHEIREN 0,
1 ZHRETRERTS 6.
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3. EfETSIEUEEREK.
£ VDA 70 Citrix Workspace N A#2F L ERARRGRE, RBRERBIEHIUTED.
HEARTSIEFRERB EETRIEFIRRERR.

7 Linux VDA tEEREES
BESSRAFHETUTHS

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar"-v "SyncKeyboardLayout'"-d "0x00000001"

B2 VDA LUEEHRER.
B% Linux VDA EHNREHRBRSINENFARES, BSHNSEERBRD,
fRB B BB EE:

B REREELBAMNIEE, ERUTRSEESSETIRERETR. RETRVRANZERD A ETTM. RE
BHSHEES, FESFH—RIEZEFIERARS LB R HI A EBRNF RN

A
=

IR

AMRFEFCHRSHTERDE, ATRFEENMTERERT, Citrix TERIEFETMRFEREHAFISHY
BV RES 1S LARRR, (EFEMRRIESRTEIENG, EREIMERZAT, BESBHITED.

fEREMRRIESR SRR E R BB IEE:

B RmiEsH SMME HKEY_LOCAL_MACHINE\Software\Citrix\IcalIme,
##&7%% HideNotificationWindow 81— N5 &R {EFM TR

% DWORD Big&#H 1.

BEAE,

EMBRMRIEUEERE,

ok wph e

PR

o ERIRANNRE (FlN, GREEENNARFEN > UBEBRSMET) BITNZENAREFTESEFinE
BRBEES, BRAZ%: FoiEXRSEH (VDA) EHNBEEREHERA UAC,

s MRAFPREFHELNRERR/ESANRSBLAZFINGR, ATFR2RE, REAREFREIIEE - TE
IRBINRERBBRANEENR 2D, BMEREHRERIE, FHEEAEMERSE,

+ 7£ RDP &i&, TAEA Alt + Shift IRFASXERRERR. RAZE: £EH RDP RIEFIES=IRER
wmhR.

BEE

IK

EEEETRIEFPHEERANES. RNERT, BEEEEREPET.

Fm
I
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} =r

AR
ttIhEETE VDA 7.17 RESMRAE LIETHRRIEREI A,
£/ GPO EIERIRELEESI=Z:
BEEERNAEFRIETHNERBNES.
1. @idiE1T gpedit.msc #77F Citrix Workspace [ 2 F A RBEX R EERIER
2. HIHENRESAFEREET ST, BREEEER > KHEEER (ADM) > Citrix A% > Citrix Workspace
> AR,
3. EEFEEEERR,
4. EEEBAHEFEUTERZ—:
s B-ETNENAERRIERETRESE.
o &, RBEIESE - BN ARFSIEPREESE.
5. BEHNAMAE,
FREERAFATEEESE:
1. AREBEmEMIXIEFH Citrix Workspace M BiEFEFRH ERSHRE LD,
2. EEREMEEE.
3. EEFEEEIATR,.
4, JEEUT®EZ—:
a) B-ERESERERES
b) &, BREESH - ETRAESIERREES .
5. BHERTF.
WE BB ILANE .
AE:
o AIUTEESRIERERIEE,
o MENFE—MRNIES, ERBESEEFERIEPE T
£ “RREER RPBEIBESIZEF:
A LUER MR SR B XK FIREIE S 12ED .
1. BarEMREES.
2. Efn% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration

\Advanced\Modules\LocalIME,

3. glE— . DWORD f&3# ToggleOffLanguageBarFeature, HIiEHI®EHN 1 LUIE “BREER” KRR
“EEREET,
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USB 2 #¥

USB Z#F s iFf&7eEiZE Citrix Virtual Apps and Desktops B¥5&#&#89 USB i§&#17RXE, aTLU¥% USB i%&
SEAEITEYN, ARZEEBRTREREHENEE, JATZEEERN USB &&aENFRME. SaEBRIE.
PDA. #TED#L. 1. MP3 #Eikas. RLIGEMFRITEN. Desktop Viewer B/ a] UfER T A= PR EETIE
HIRFE AT LUE Citrix Virtual Apps and Desktops EfER USB i&#&.

TEBBVAYRAEIR /B3R LAN IRIE RS2 15 USB 1% (BIINMEBGN. £5xX. HESNEN) RHENSEEThEE, XiF
—3k, XEGRAERIBEW Microsoft Office Communicator #1 Skype B4t &#1TRE,

Citrix Virtual Apps and Desktops £iEE#X#F FHIXEMIEE, FAER USB

o B
o Bin

04k
o FEEFR

_h.

AEERA USBig&& (i, Bloomberg %22 3-D Bix) EEEAMER USB %5, BXEE Bloomberg #&1E
B, E5iH
fd& Bloomberg $##,

BXNEMETH USB IRBEERBANNES, BSRMIRPOXE
CTX122615,

ZUNERT, FXFFELEAAR USB ig&@id Citrix Virtual Apps and Desktops #Tmi2iEiE, 0, AFARE
BEEAE USB EEIRARNMEZOE, RESXWXMIGERHITRIEEE. BIAMERT, % Citrix Virtual
Apps and Desktops =iEHREAL T AR USB i&&:

o BIFEECER

o BRI EOR
» USB &428

« USB Bz &EC s

ERDIELEN USB & TRRiEE, BEAREITETEER,
BIANERT, A2 THI2RE USB i&&MATF Citrix Virtual Apps £1&:
o IEPFiEHECER
o ERMMSEOR
« USB &428
« USB Bz &FC s
o BIRE
« REBEFMHIRE
USB Z#EI TEA=:

BFiEN USB ig&EfE, RERKRE USB REEZIREHITRE, WRAW, WSRETEERIEMKE. W0REIA
RESIEAERILIRE, WREEAMKEPER.
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FHP#EAUSBig&ER, sEMAFRETEN, SMAFRLRINEE. AREIEREEEEMNTIRPIERFIRE, ATLUR
ERHL USB 8RB E R EMNKRE. NE, AFRAURE USB X, UEBAERIEZAN/HAIEMHEEANFRE
USB iR &# = B ohiz i E R IR R E MR E.

RBEFERE

Bk USB 2#545h, ImAZiA o] LUEIS & P in IR shasBsT R CH, &R LUBEIEATF Windows 89 Citrix Workspace [z
RREFRETEEETFIHIRE > TP HIEHSRRGREERNSRRG, XNEFTATEFMHRE. NALKEE,
BREREN, APIRE LRSI RN EENSE ERNIRERERT. XL ETNEEMRE ISR E TR
EXHE,

PSS B AR IR SRR 2 B E B X HIA0 T

Thae B P ik IR Eh 2SR sy USB & #¥

ENINEY =) = £

AIECE RIEiARIR b= S

AESERE RS S MRAF S EHENKERT 2R

BREEMF, WA =27

WNREREAER USB M1E F IR ERIRGTIRES, HAEREFIRZABARBTERFHIRE, BELERTF WIS
BREDATTEER, ARAEEET USB F#HITEER. MREREFRZEHNZIRE, WHELER USB #h#
TEER, ARAEREREF RERRET

ZINER T AYREER USB & &35

ZRIA USB ZRBSFIM A2 & 27 USB 1884,

BALTIRFBTIE TXLE USBigEE, BERFERIFEHRTHINGE G851 Citrix Virtual Apps and
Desktops RiEFH A FHITITIEEE, XLERMTEIT.

o BN (F£FH01) - BFESMANLE EREX) . SMEEIEEM MIDI 4188, FXSIMLEEEERT
XenDesktop 4 AEEAZHHENEEEE. S (3 01) FERT Citrix Virtual Apps, ERXLEGE
7z Citrix Virtual Apps R alfEA USB s TinigiE.

=
Rz ks (a0 VOIP BiE), EE#HTHIMNCE, GXFAEE, BESRAIRFLE CTX123015,

o YIEBIEIRE (355 05) - XEGERMTF AEFEORE (HID), ER@ERM “Ni” AASRE, HEE
BHERBEIT. BohFENNERFBEIRERE,

o BSEG (51 06) - SIFEHEEENMEAEN HBENEEZIFHEEGLESE, ZXFEHERZRMY

(PTP) Sl (MTP) SEGERIITENBEAMING, BVETEERRARSEFMEILE, HTEE
AN B SREN T ERBEERNUERRERE—%,
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} =r

AR
MRENETAKRBEFMEIRE, W FERAEF RIS, MAFE USB i,

o FTEDHL (3650 07) - BARLITEMNERAEMEHFEDN 3 ff), BRAZEITEWERNESTELLET P,
ZINREATENN FIRERANBELBREE 18T, AXBMERT, TEITRBEEMBITEINE, ARKEET
REREME, fli, #EEGME,

FTENNBEERE USB ZFMER T A LUEE T
AR

& (BB REHMINENITEIN) FEHTONEE. BEXIEATHRA, BSRMIRROXE
CTX123015,

o RBREEME (3£5108) - RENHABEEMIGEE USB NERE; HABREEMHIGSEIE USB INBER
Ixzhg. CD/DVD IEzh2s#l SD/MMC RiEke8. FEENIMEMEINENEEHREATEFEED, SFEER
FBIRES. BEAENAFN. ABEEM (3£ 08) FiEAT Citrix Virtual Apps, FERiXLEEETE Citrix Virtual
Apps FPAREIfER USB i TinizgiEik. BN TEREE:

01 ZRHNFIRE

02 #2849 CD/DVD i&#& (ATAPI/MMC-2)

03 s M HIEE (QIC-157)

04 saBYpyR R IxzhEs (UFI)

05 s8Ry IR =38 (SFF-8070i)

06 K& fEMA SCSI W TFNABTEFMHEILE

BEERT, JLUBIEFIRREERRFKILRABTEFMRE, Fit USB THRHHFRUHER.

« ABZ2MN (K3 0d) - RAZEMREFTUMBABTRY, BEATRIPIFIRBFRNER, WXE ST
RIFEE,

o MR (353 0e) - MUMER| B T IEMSAS ST XA KIBTIR &, BISIRSEREN. HEDEEN. R
THfgs. FLBiEEes, URk—EZFMITRATEEDE,

BE
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Bx Citrix Virtual Apps and Desktops i+ ERIFEFAEERMMES, BESREIRALXE CTX115637,

FTENHL
BERPIRE LRTENIRE

1. #AFPKRE L, MNARERPRHITEISREREERE S,
2. ABRFWHIGERTRL, BE “BRML, HXW ‘BHRES" N ‘BENFEREER ETHITEN.

FREREE

Citrix Workspace M B#2F 2T EEIEXAMAFERNURIEEL FKEEAREIRBREXNEHETRERE,
WA YFIE M Windows 4R B fididz 37 18] EE AR FR A2 B AL SR HL

FEREBERTHELGE E, Citrix Workspace NARFIEERLNIZENER, HERERBFRITERHFE
HEREHI,

EECRAIRBRRENBLEETRERAE, 7 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA

Client\Engine\Configuration\Advanced\Modules\MobileReceiver &t # REG_DWORD {& DisableKey-
boardPopup, HRZELER 1.
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} =r

AR

£ 64 fiI it 8 H1 £, 3F £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #&l&Z{E.,

AU X EMRITUSE R 3 MARREN, MTAR:

« Automatic (5zh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E23#4) (REER): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MF#HE) (REHER): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

BEREA

BJLUEZE Citrix Workspace [ 2R N BB RHHINENAA R, BRRERESNEKZE, AILIEE Citrix &
gakst. Windows HBMITAURRIENRERF.

1. &@idiE1T gpedit.msc #77F Citrix Workspace [ B2 F A RIS R EERIER,
2. EIENEET AT, BEEEER > Citrix 41 > Citrix Workspace > B K58,
3. EERRERES R,
4. EERERAURFHRERED,
5. E#EsN Citrix Workspace R FEF 1% BRI MAIE BE Ko
Citrix Workspace M A2F X5 32 i GEIR:

Citrix Workspace A2 #¥ 32 MR BEM, HERLUMEZEPOIHEE. “Fia” HEURES = Ra] AR
BREFEEFIERE, WRHTENBER,

/J\/E,\

AMRFBEFNLSSBTERD, JEEEEMTERERSR. Citrix TAFRIEIERFMRFEEREBFLSHE

MBRREEB IS LR, FREMREER T BIEXK, EREIMRZE, BSHHITED,
BB BE®EZEE T I HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences ® F M — ™ & A
TWIDesiredIconColor FRRAMRMHBHIGENEE. EIFIEMNEEREN 4. 8. 16, 2471 32
/B, IRMEEZEERIE, AP AUAERERRENGERE,

Desktop Viewer

FEMEVEERENEWER, EXAFHRESESENARNEREERAFNREMEWERNEUTRE. &
IEHEENNAFRRRURAF25EEEZENEERRTEMNMAIZEIERT Windows # Citrix Workspace Rz
BiERF.

LAPRESHENSEREN, 5EA Desktop Viewer, AFWENSEIURELA RN EIMERE, BWAIEH
EREARE. ELifRAERF, Desktop Viewer TEEINEEATRFEE AP A ENKEHEEAMKER T
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MERZEE. APAUERR—AFI&E ERNZA Citrix Virtual Apps and Desktops ZEiZRi& B EEMAMER %
M RHo

AR

2/ Citrix Workspace B2 R] BEMKE EMRED PR, TEER Windows“IZHIER” BRES
PR,

Desktop Viewer FaygEaaA

7£ Desktop Viewer 217, Windows #i#55# +L 5@ astthit &il.
Ctrl+Alt+Delete fgmzttsit Hilo
BUEMGHR. FARATIRE (Microsoft jHBNTHAE) BUIRBRIALIEMANHITE.
£ Desktop Viewer B9—Ts#BIThAE, 3% Ctrl+Alt+Break 3t B O 2R Desktop Viewer TE=Z#EH,
Ctrl+Esc Zx 22 EINRE,
AR
BIAERT, 98 Desktop Viewer &k, Alt+Tab BAESIFASTNEOZETIRESETO, 03 Desktop

Viewer EREEANEOR, Alt+Tab BERIFIMNINE O ZETHRERE D,

ARFIRH Citrix RITHRAS, fim, Ctrl+F1 F7EENR Ctrl+Alt+Delete, Shift+F2 EELREXMEOE
HZERN AERF. TaExT Desktop Viewer R 2 RiVEMsEE (BD, 3% Citrix Virtual Apps and Desktops &
iE) FERARERFY, BaUNERGNNAERF BN, 3t Citrix Virtual Apps &iE) ERHRREFT.

REPASKE
ERERIEFR, ARTEEEIIR—TENSEH SHRRATIHIRERASNEKESIEMNERE. Alt, Citrix ZiL:

- EERANZERE LNEFIREENEAAXHRE—SKENLER
« APANMZNRAHR—KE, HEEBERENBMFRFREMERINERIENER.
s BRANEZNSEAYE—KRENER, FREHERZER

FAER, APFHERIBEEMKSENITENSMELESZEE#TER,

INRAFRMEMSEEEZEA Citrix Virtual Apps R BHEINEZ AR, HBEZHALEHF2MM Citrix Virtual
Apps 5, Citrix BiESHII—EEREMCGEEMS, UWEETKENNARFRIETNRKEREMRTEE—H
M, ERERIEP, MR/ ERAMEIRRNEE, Fitk Citrix Virtual Apps BI2 R MM E LIRENEF ST HRES, B
BMEIRENES.

RSHETRiERY
A UE AR BMSIENRSIERESE BRI EKE,
EENENER, BRITUTIER:
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1. BapEMREES.
2. SEITEE:
« 7£ 64 i it & M k: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\Engine
o 7£ 32 fiiit&EM E: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. BB IEMRD
« ¥7I: REG_DWORD
o HZF: SI INACTIVE MS
o B 4 MREHFEERSETRBRREK)
EEIEMRTY, RSETRAIRSMBEHMIER XMTHBEEENZ. BERULERTREETSR, BRITUTER
E:

1. BahEMREES.
2. SMBEILLTEE:

« 7 64 i 3+ B # £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\

o £ 32 fiitE#H L: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\
3. SIEMTEMRDL

o £E!: REG_DWORD
« &#: NotificationDelay
o E: UEWRHRUNEEE (10, 120000)

EP&REITR (CEIP)

We SRRy SRR BiEA BINBEXRMMTA
FREM AR Citrix P A32E &I (CEIP) M Le¥siEar#EEh Citrix #25 Citrix
EATF Windows #9 Citrix Workspace M BREFHMRE. &

Workspace M AEFWEREM  SEMEMMEE
fEREE, HEREIEREE
Citrix #1 Google Analytics.

Hthf5 =2

Citrix HiRIEEZS Citrix EITHERAZ R BEMNEIE, HigM Citrix Trust Center L3R ## Citrix Services
Security Exhibit FEFEER S XX E#HITRIP,

Citrix &8 Google Analytics M Citrix Workspace [z B2 R L4038 CEIP —&845, 15EE Google
WA Google Analytics WERIEIE.
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AILGBIE LT AR XA CEIP $#iE£3%2 Citrix #1 Google Analytics HIh8E (TEREZNEH * I8THHR Google
Analytics WM EURTTRIRIM

1. AgEEHEMXIEFH Citrix Workspace M BEFEfT.
2. EERSREIE,
LB % B R Rk BRI EE,
3. EEHIRNE.
4. EER, HEUEA CEIP BRFS S,
5. BEHERF.
HE, EAUSMEIUTEMRIFZENSEE:
B%12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SFMRDT: Enable CEIP
f&: False
AR
— B EEHIEWREHFERERT, 1% Enable_CEIP EMRIMIAE N False, MNREHFBERALR
Google Analytics InEEMREH CEIP Bk (BMRIERSRRAA Workspace NBEFhZA) , ESME
TN AMRTFHIREN L EE:
%1%2: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
MR DisableHeartbeat

f&: True

Citrix WrgeavtsE CEIP B tRaE:

RIERGhRA Workspace RZFEfEFRR ~ EEERIIMBIRE REDE
PN

Flash ks Desktop Lock B2 & [RY 1)t zan B EItEE

KIEBAEE B EE Desktop Viewer & $TED

EREEIR BRI Workspace [Zf#2FiE  VDAER

SSON K7 RERFRS REERTE] RN

Internet Explorer hzs

Google Analytics Waser94sE CEIP SiBTREIE:
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BRIERGFIRE * Workspace HBEFHR B RiERE Workspace M HiEFiE
T =
RIEBHME BERETEIR ERETIX VDA R
REEFEE REEFRS BEFIRREERE N AEELE
BN ERTE L EEROERER N ARFRIFERE BRAAEIERYR
B35k

June 29,2021

AT BRABEMRSHENZ 2N, HFR Citrix Workspace M BEEFSEFRAHINERZ BMNEEZELZ S, Citrix
Workspace i R1EF, QIFHEBSMHRIE. BiEEUN Kerberos EBSHRIE, AIURESHARLENS KR
ik,

BB S IIE
PEERMEEAFEEEHITENRIE, HEXFEEMHITSMHIIERIAIEERA Citrix Virtual Apps and Desktops.

L@ ER Citrix Workspace L A2FE, BHNEREEERENNARFMNSEUR “FR” XRigE—LEET
StoreFront, BB AERGE, B LUER Citrix Workspace R A#EFFHEzN Citrix Virtual Apps and Desktops
RiE, MABEENRNENER,

Filg Web SR SB&EREHERARIENTR (GPO) BEEIRRAEEL R ER, AXEAARKENKEEEREERSF
FHEMER, BEBRED Citrix Gateway E2&E Single Sign-0n.

TR LA U TERETE# T2 ML EH AR L ENEE Single Sign-On:

p

2170
ul

(@)

EEHREIEDEE Single Sign-On
EESHTRIRTEERSRER, BRITUTSE:

StoreFront EHERE.

7z Delivery Controller LEZE XML SERS

&% Internet Explorer i& &,

%A% Single Sign-On 8 Citrix Workspace K2R,

> wn e
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7z StoreFront tECBEHE S & F

Single Sign-On AFEHFHTHMBIIE, HEMZHRER Citrix Virtual Apps and Desktops, MAZREEH
HREFITHHWIE. R Storebrowse SLREFE RN AREIER, EHVEERRENERERNRPE
FHRE—iiEs Citrix Gateway fR528, B1F “FFi8” X8I&E. BE Single Sign-On [&, AILURINZAREIE.
W ARFNKEURBHAENER,

S EFNARRF

ERZRBANEHNERE.

#R#E Citrix Virtual Apps and Desktops 288, TJEREREHIAE StoreFront LREE® S5 RS KM WIE,

BETFRTBEFARNANIREZENEE:

Faf [iRh=gEZ SN HtnE 8
StoreFront tEEER SSON &= Citrix Studio, ARHENA H&EA Citrix Workspace [
BIE > ERSMRIESE > BRE BEFEERLERN, E2EmE
Hil. BRI S ENEEBYIR AR
B (NRATA),.
BEEAT Web #9 Workspace B AEE > EAT Web 19 3887 Citrix Workspace [z
B Workspace it > EEEMIITE EFEBRSERN, ©2BhE

7% > BREER,

BRI S E NSRBI AAR

B (NRATA).

i@ Citrix Gateway fE Single Sign-On
£/ GPO B2k Citrix Gateway BREEAER.

®BEIE1T gpedit.msc $TFF Citrix Workspace R ABiEF GPO BEEER,
EHENEET ST, BEEEEEIR > Citrix 4814+ > Citrix Workspace > B/ S I83iE,
#FIEMT Citrix Gateway #9 Single Sign-On 5Eg,

EEEBH.

BN AME.

E#Eah Citrix Workspace Rz R1ERF LUERMEI B4 o

o oA S” N

7z Delivery Controller L& XML E{EARS

#£ Citrix Virtual Apps and Desktops £, WUEEREZ#%7E Delivery Controller LizfTLAF PowerShell &<:

asnp Citrixx Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $True

&4 Internet Explorer i &

1. £/ Internet Explorer 3 StoreFront lRSZ2SFINEI A s hRTIR. Alt, BRE
a) MITHIERBE Internet 5,
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b) #E%£ > 7 Internet, SAFEHILS,
kB 2R Intranet 50,
C) EEELK.
d) FEREYA HTTP 8 HTTPS #iX#9 StoreFront FQDN #9 URL,
e) BHENAMBEE.
2. 1% Internet Explorer HEEF SHRIERE, ALk, BFE:
a) MIEHIERSE Internet £,
b) BERSETF > SEEMER,
C) BEATENET, HIPEETRRSILE - FEENBRKIZEED.
d) ERAFSHRIEEES, ERERYFAFENEBAENESR.
e) BEHENAMHE.

ERMPITROEEERER

M /includeSSON Fx%# Citrix Workspace MR HEFASH Citrix Workspace R RT2RF LUEFIHBIE
B,

=3

AR

MR LEEATF Windows B Citrix Workspace [z A2 Bk &3 Single Sign-On A&, MARZHFEA
/includeSSON F*AEEIFFhRAH Citrix Workspace MBIEF,

EREFRAF REAE Single Sign-On

1. #3 Citrix Workspace MAEFZREX# (CitrixWorkspaceApp.exe)o
2. Wik CitrixWorkspaceApp.exe UBBRERR,

3. HERAESERREASYH, KEREARSERIET,

4. 8 ET—%, RAERBIRTTERTE.

EMAELHRMEAF EEEAIEA Citrix Workspace NARRFERINBENABE (HEE—MHEARERE) .

£EB T Web 19 Workspace HE2E Single Sign-On
Bl LUEFAA RIS R ERIERIEER T Web # Workspace LE2E Single Sign-On,

®Bidiz1T gpedit.msc T7EATF Web #9 Workspace GPO EE&ER.

EHENRET AT, BEEIEER > Citrix A4 > Citrix Workspace > B P 5451,

R R 2B REHREIEERESA.

BEERAEESHREIL. EMAFERT Web 89 Workspace ERENEREIRETTERS B LHTENHE
JiEo

5. BEAFWAE ICAEZERTEESHNRIL, hETUEBSEASHEIERE, HAFEREEE LEBRERE.
6. BEHNAMAE.

> wnh e
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7. EFEERT Web 89 Workspace LSRRI E L E K.

B BT S EERRMIERETE/REMA Single Sign-on, HKZE ssonsvr.exe #ERBIELEET.

&5 Active Directory B2 E Single Sign-On

BT B LR Active Directory 4B55E8 A Citrix Workspace M FAEFERE BB S HIIE. EXMERT, o
IUSCH Single Sign-On S4%1IE, MEREAELRHHETR, FIt Microsoft System Center Configuration
Manager,

1. T# Citrix Workspace M BREFEREXH (CitrixWorkspaceApp.exe) HEERESENMEBHRE L, #H
E=%7 Citrix Workspace M R2FH BiRiTBAA BB IHIRZ R34

2. MEATF Windows i Citrix Workspace A2+ T2 EIREX CheckAndDeployWorkspacePerMachineStart
.bat &R,

3. REBARLRM CitrixWorkspaceApp.exe B BMARZ,

4. 7z Active Directory M EREEH 40, BN\ CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEIIZE, BXIBRHMANEMAREE, ESH Active Directory 843

5. EIENEET R, HEBERER > RIN/MBRERLRM icaclient. adm X,

6. FM0 icaclient.admEiR/E, BEHBENERE > EIREIR > Citrix A > Citrix Workspace > BF &
I,

7. EEAAREEERBRHSERENERR,
8. EREREBSHKIE, ARRENM.
9. ENRITENUEERE.

7z StoreFront tECEHE A& F

StoreFront it &
£ StoreFront fRs588 L3T7F Citrix Studio, ABEERS ML -> FIN[BIERSHIIES %, ERHER,

SRIIEThE
BHWIECEASMBEHFHEENMEE L, SRCHATEERAASIEEN BN ERBANZR. Citrix Workspace
R FARFRME T AT R AR EF6E S 1101 S RRHIEDT,
ATHEReM, RITMERETARENR (GPO) HISREE FHIRIESEEME,
AR
WERBENERBERIEA.

EFERARENR (GPO) RIEREAEMHEFHIIESHE, EFHITUTERIE:
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1. &idiE1T gpedit.msc $TFF Citrix Workspace 7 FEF4ASREEIT R ERIR R,
2. EHENEET AT, BREBEEIR > Citrix A > B8RS,
3. EFESHRIESHEERP, EFEUTERZ—:

- BEEBA: ETRENIIELEREMEERE . XE2FINED,
- BEH: ETEMRIECERRTFEERE L. RANIIFENRDN, BAEMBNEE.

4. BEHENAMAE.

BHiRZ 2106 &2, Citrix Workspace MABEFRUEB TR EAMEE FEHES HIITSHENEMEDR, RTINS
GPO E&4h, FaJLUER Global App Configuration Service 2 1EfE A thbiER 1765 S IIE SR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens B¥i&&H False.

BXEMER, ESR Global App Configuration Service X%,

RENER

BIEARBEREREITMIR, UHR Single Sign-On EMRRE. ZUdEESERNFRAKERIET, HETRE
#R

1. ARBFEMXEHr Citrix Workspace BIEFEINR, ARRHEHE XTI,
LEBT R B R B R E A THEE,

2. BEEENESR.
LB 2R Citrix EEERZERE O,

3. MiEEEEP%EE SSONChecker,

4., BHET. BET—MHER, ERURHRS.
RRENEREOBSUTY:

1. RS ERHERESNNIIRER,

s FEERINCRAZFELERKRELER.
o EER I IEREXNERNER.
o BN X BTRRNERERERERER.

2. RtERF. EREHEETUERERNER, E£AEGF, 7 Single Sign-On,

3. Bff: ERULRER. fla, R,

4. Wi HERETHRENHNER.

5 HAER: TitE@EIrEEREY, MREEXVLHEMES.
BRREEXESMERMBENERIFAER.

SERITUUTME:
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1. BB Single Sign-On &,

2. BREIEHR.

3. MERMBEFEM: 2E%E “Citrix Single Sign-On” 1§ B AMEIRMBIZFIIRFHE—NET, HITRLERERER
FAMBNRERA RER—MREBEETIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIWMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2IEHEIETTo

5. HHEE: MIAMERT, WEBEEERF KL,

6. Internet WR2XIHIGE: HRIE Store/XenApp Service URL FHINE “Internet 3&H” MR £ XKIEFIER
#,

MREIARBEELT XY, KEPHMEFMELRN, BEESFITASREENE O 8EEPIRAIEREX,
UK BRMIR Y E RS,
7. StoreFront BWEHIIES o

=z

AR

o BB EERTF Web 89 Workspace, MR RRIER.

+ 908 Citrix Workspace E AREFEER Z NN AREE, WSEMEERBENNARE LETEHRIES
FEMR o

o ISR REFNRS. BRINRER .t

PR “BREER” BOFH “EENESR" &M

1. &idi51T gpedit.msc $TFF Citrix Workspace R B#EF GPO EIEE R,

2. #%Z Citrix 4AfF > Citrix Workspace > B85 > DisableConfigChecker.

3. BEEEARREEAEEMEFNEERERIET,

4. BENAMBEE.

5. 1517 gpupdate /force &%,
PRI
B ZEIRAEIE Citrix Virtual Apps and Desktops BR$588 £ “IsE &% 5 XML Service HiER” BBBMICZE =,
St

Citrix Workspace MREF A EEREIFCES (FAEERERLAEFN—ORME) RITEMRUR. SR
R AT EEBNHIANEAR (ping.citrix.com) & aiAE, LiZETNit AT EE BN ER R BN R XIE (BMEIRAAIA) MENaTsE
BEz—, BEnfTllid, EABBHEMXIEFH Citrix Workspace MBEFHERSHEIEN > BERNELS. M
i#%5&K %R Beacon checke (EiTieEes) HEHET.

MIRERATBEA U TE—1ER:

« @[iAial - Citrix Workspace R 2 eI B TIBX R (51T
o XA - Citrix Workspace M BEFTEB R 51T
o Ex AT - Citrix Workspace [z FBI2FFAENS B BN 4 B R 54T
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} =r

AR

o TEEAT Web #9 Workspace &, XEEMAER TSR,
o MIRERATLURFRIRSE . IREFIBIAMSHI9.txt,

1&id Kerberos LI RYIE E & & 930

®EFGER T EERTF Windows B Citrix Workspace B B2 5 StoreFront. Citrix Virtual Apps and
Desktops Z a2 HiE,

Citrix Workspace M A2 F X A E RS R E XA Kerberos #1718 B & & 14101, Kerberos @&k
Windows SHIE (IWA) P EEHN—F BB IIES .

BRARE, TFE Citrix Workspace N BI2FHNZBEIRI#1T Kerberos H3%iE, Eitt, AJLUBAIEERA &S EAES
WA EZEIF AR RN S RAS KT, AP A UERERSHRIESEBRHIFRIERHNER, Fia0, B80S
Z R EYFIE S ISR,

FREREERINERE TEERSHIIEM Citrix Workspace i B#2R. StoreFront. Citrix Virtual Apps and
Desktops B¢, Citrix Workspace M AEFE:

1. £ Single Sign-On gAiEAEREEEE PIN,

2. fE/ IWA (Kerberos) [ StoreFront iEFF 514, A%, StoreFront mf&M Workspace M BEFREE
A Citrix Virtual Apps and Desktops {5 E.

AR

[z /= H Kerberos LU= ERSMY PIN 1278, IR KA Kerberos &#4343iF, Citrix Workspace Rz
FRERE R ERER StoreFront #17Z 3 1KIE,

3. HDX Engine (Z#i#i7 ICAZFiR) REaE+ PIN i VDA, MmfERF&RE Citrix Workspace [
EF=iE, Citrix Virtual Apps and Desktops FigiRitiERIE R

3% Kerberos &14303EATF Citrix Workspace M2, EHEREN Kerberos BEBERF & LU T &M

+ Kerberos R7£ Citrix Workspace [z f#2F 58 TR Windows Server i5i9ARSS 288 > aliEfEM. AR
SBREXNABREEEK, EaLGEE “Active Directory AFFIITENER" TAREIZE,

o AFEIAN Citrix Virtual Apps and Desktops /g M Kerberos, 77T M HRER Kerberos,
EEE 2 REMAIE Kerberos IWA %R,

+ Kerberos #RFEATFREBNERAEEASHNRIE. BEFRIEENERE SHALIRTRAEIBHNTE R @R
FiEE.

==
=

i

AMRFIEREFT LIRS ERE, FTRFEEMRERERR, Citrix TERIERIMRFIEREHR
HSBRHMBRAEEBFUBR, ERAEMRRERTEIENN, EREIMRZE, BESCHITED,
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B2 Kerberos LM BB S N IRIESERERESFER
e R(EZ /I, B2 Citrix Virtual Apps and Desktops B RIF S E D PR EEEEE B
ZEEAT Windows B Citrix Workspace R ABEFRY, RS TS ITIER:

e /includeSSON

LRI/ NIRRT B AL E R % Single Sign-On A, MMEEHN TEXEE% R IWA (Kerberos)
StoreFront #1T513301E. Single Sign-On A#1z&EEE£ PIN, HDX Engine TEi48 6k REHF1ZIRIZIZ
%35 Citrix Virtual Apps and Desktops B¥=fER It PIN. Citrix Virtual Apps and Desktops BzIME
BERIEE—MEFRHM HDX Engine 3881tk PIN,

RRINER T BA—MEXIED ENABLE_SSON,
NRLLHREEPELIETEIR&E LB Single Sign-On, EERAKRIEENRERRIREE Citrix Workspace R R1EF.
1. &idi=1T gpedit.msc $T7F Citrix Workspace R B1ZF A KRS R EEER.
2. EFREIBER > Citrix A > Citrix Workspace > FiF 53383 > Zc#i i~ K 2355
3. EREREESHRIL.
4. E#Es Citrix Workspace Rz LUEFHREI BB E 3o
ficE StoreFront:

7z StoreFront fR$5 28 LECE SAIRIEARSSEY, E8F “HEB” XM, ZigBREAEM Windows SF#HI8IE, TEL
BB, FRIFEEEARMNREEF ihE RS s RiEREE StoreFront,

BXREee AT StoreFront (NS S, 5515 StoreFront XHEFHIERE S5 10IERS .

Bk
EATF Windows 89 Citrix Workspace MBEEFZF U TEEEBHIIE:
o EXESHWIE (Single Sign-0On) - YAEAER Citrix Workspace MAREFE, BEESHEIETHRERKF
&, Citrix Workspace M AREFZIUT AR ERHRIERE:
- EABEERER Citrix Workspace i ARZFHEMANENILE B P EE ST BRI A B EhE M
SEMNARER.
- EFERZSEREENERT, WFERMNENIEE BT Citrix Workspace M B 2R, AFPQXRE
RBNEREATTEMENEEREBER,

H#ESMIRIEEEFER StoreFront #1 Citrix Workspace W B2 LA B,

o WIRXSHIIE - WEXSHWIEARFRFAECRAERFSRNBABMNENZE#TIER. TACREERE,
BIfEMALLIhEE. B, BRIEPEIH. BTN NMURRETHANABIES ATERNRRSHIEIE, Hi§
DisableCtrlAltDel /5%i¢E % False LA ERAEER, WERXFHRIEFE StoreFront B2 &,

B AR HIIE, StoreFront BESAUATARHYE— N ABEERRF 2MEESHIEIEIL
NERFEMRIE, 757ARTE StoreFront =Hl & F# TiERR, B2 StoreFront i,
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o ZMIER - MREARCERZSMESR, WETBTRENEEF. IREFEERFENRFES, NWXEEHERTHE

RPi&E BETHETER ATER, B8iF Citrix Workspace R FR2R.

s BEFRIEBSHIIE - FRHIEBSHIIEREZEMEA Citrix Gateway # StoreFront Bt E.

- EE Citrix Gateway fia] StoreFront, EBREEERENAEINIHITEH I,
- Y Citrix Gateway SSL E2E & B /@6 FIRIEBFHRIEN, RIEENRL, B2, BHETFIHER
SHEIESTER B HIETF RS,

o WBk=IE - MBRFEWB, WEELE Citrix Workspace M BEFHM AP HNEINEE 2 B8 IEE.

o TIEFEERNNARER - IHEEEMNATER (30 Microsoft Outlook #1 Microsoft Office) #¥FmRAA Y

PR

Citrix Virtual Apps and Desktops SiEHF AL HTHFE A HMNE,

o ERHAEFEESEEEL, MIFEEERPIEE L.
+ Citrix Workspace NAREFAMRERAFIERBIERER, BHEEENTEME PIN, PIN RERFRIEHEEEEE

DORER, FEFEEHEET.

o EANEHREERG, Citrix Workspace MBAEFAREMEESTE,
o HIHEERSHRIEHTRERS, Citrix Workspace MARFALZFHEMNEBMLE (VPN) BSERHKIEM

B, BEEER VPN 58S MIIE, 1B5RE Citrix Gateway & HiEE Web TEER, T8 —FS#HE
FE8ERM PIN #7510, /A Citrix Gateway BT BB H 15 301E1515) StoreFront RiERFEEE
*AF.

« Citrix Workspace R AEFEHEFS citrix.com &5, B Merchandising Server 5 Citrix Gateway

EREREFIHIRIERES,

R

I

[=]

RUREFTERETIMR, IMRFESCETLTESHIND, AIRRBEENTERERS. Citrix BARIEE
EMRFEREAT S SRR RGBS URR, TREIMRZE, BSHHITED.

BERNBEERFMHRIEEA Single Sign-0On, EFHRITUTIRME:

BRIEERT Windows B9 Citrix Workspace M AERF, BEREREES U TaSTikm:

« ENABLE_SSON=Yes

Single Sign-On 25— 1T ATEBSMHRIENAIE, BALIEERMEL Citrix Workspace NFAEFEZRE
7~ PIN &7,

o IEEMREIERTD, SMEIUTREZEHIE SSONCheckEnabled FHHEIGEN False (MRKATEPSEFT

Ao

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\
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MR ABE LR Citrix Workspace 2 S5 10IEE &K Single Sign-On A, HibsaiF Citrix
Workspace A2 @ StoreFront #7514 303,

& StoreFront B ASEE B/ IIETMIE Kerberos, i5R TEIMN& ST &ML EEA T Windows &9 Citrix
Workspace N HiEF:

o /includeSSON REHSER (Hif) BHWIE. BAEEEEUNEHAETEHNERES NI,
o MNEAFPFEAEREEUISMBERT Windows 8 Citrix Workspace MABRFEMHIEIEA: (QIRAAZMED)

ERR, W7o
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No
XA PRIEEERINERER, HFAFEER Citrix Workspace R ERFRT Citrix Workspace M ABiEF R PIN.

1. @dia1T gpedit.msc 77 Citrix Workspace B B2 SRS R EIRIRR

2. HEEEEIR > Citrix 4B+ > Citrix Workspace > B B3I8iF > At P {6,

3. BRERRAERSMHNIE. RIBEENZ2IGE, EEATFNE ICA RITEBS K INILATN UERBEREES
HI83E,

fid& StoreFront:

- RESMNIIERSE, HEPEEREX

]

o

BXBEEEE AT StoreFront BNi4{S 2, 15815 StoreFront XM E S5 10IEARS
EFERAPIREREREETR, BRITUTERE:

1. BEPMENEIRIERS NS ENEHRE,
2. REHMEIMEZRIEH,
3. REMAEIE Citrix Workspace W BEF.

EBEEBREREAN, BFRITIUTRE:

BUAERT, MRS MERE, W Citrix Workspace M AREFFRRAF MFIRFIEFIESR, &, AT Citrix
Workspace RZAEFEREAEARINES (RIBEMERIRMERE) SULETHRIIES. IREEENNERIES, 1
ZMEARAZLEN, HREEREMAIBERT ARNETL

BROEBHIAE U TAERR:

o A EA LR SR ETEIE R A RN,

o EREQPLIER RSABZEERKEN 1024 {iI. 2048 {5 4096 1i.

o BIRRARNEERFES,

s EREEABEMUAB AP EEHEFR (UPN).

o EBRARPRAAUNEEERFERNEF SN IESFREERRE.

o IEPMKEHESRFRIEBMENMG Z —BAMLEARS BT TLS IBFHRXM AT SE T (DN) Z2—

ERUTHEEZ — A BUEBRNERE S

« 1£ Citrix Workspace [ AEF&<1TH, 1BEED AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry }.
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BRiIAE R T. WF SmartCardDefault 5 LatestExpiry, MIREZNERBFTEE M, W Citrix
Workspace [z B2 ~A P MARIEE—MER,

e BLLTFTIMERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY _CURRENT _USER FREXMEMRKEEESTF HKEY _LOCAL_MACHINE Hhpy{E, BJEGF#ESEBhA P ERIER,
ZFAH CSP PIN 1275, BERITUTIEE:

BIAMERT, mAF 27 PIN 127 RBiEATF Windows 89 Citrix Workspace M ARZFMARE ERINBRS R E
#2F (CSP) 121, Citrix Workspace AREFEREMETAFHA PIN, 5% PIN 58454+ CSP, MNRE
MRS R EEENRLER WAAFESHERERIEERE PIN) , WA Citrix Workspace R FAEFEC
BRfER CSP AHLIEE PIN %8, G#F&A PIN 2T,

ERUTHZEZ—ER PIN FERLESR:

« 7£ Citrix Workspace R AfZF&H <179, 15T IR AM_SMARTCARDPINENTRY=CSP,
o ¥ LTI {E 7 M0 B SE A R I HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRE R MBIREXR

FBERES BE-ERTEH Citrix Virtual Apps 21 - 3R 7 Citrix Workspace MAREFHBEIEE e ERE NS RRIES %,
4 ATEERTF Windows 89 Citrix Workspace [ 2R LB BN A SRES LIGESIEH Citrix Virtual Apps &%,
mA A7 Citrix Workspace R BREF2IEHNAREERIRS.

PR

RS EEEHNIRIEES Citrix Workspace M AREFE=, AFRFEETHEER.

S

®EE

o

+*

=

HREFEEEWMAET HDX PC/SC ME EREE RN, EEER WAN IFMEFFEREEEER, LIRS L.
1% Linux VDA ZiFHUEREEEFo
Z7£ Citrix Workspace MAEFHEAREREEEER, BRITUTIRE:

BUNERT, RELRERERE VDA LA FEARE, 7 Citrix Workspace LARRFEHRLFREARS. BERARE
BREFER, BEXEKH StoreFront ifimpy default. ica XHFHEZUTEE

copy[WFClient]
SmartCardCryptographicRedirection=0n
<!--NeedCopy-->
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Z7z Citrix Workspace L AR2FHEAREZERER, BHRITUTERME:

Z7£ Citrix Workspace M AZFHE2RARREAERER, EMXED StoreFront i default. ica X
k% SmartCardCryptographicRedirection £,

BXEAER, BEAEEF

&M Citrix Workspace Wiz RS HIIE

Citrix Workspace MREFSINT AEKITR (GPO) HErE LB B@EM Citrix Workspace MR T E M, It
&fE Citrix Workspace M RBEFREBER LB B5hE R Citrix Workspace, RN TIHAIEE X Citrix
Workspace BEETIHEE (FRER) B, AERILLHRS,

BEMRIGE(ER, YIUREMUTHRMA:

s MBHABRAER.
o ML EMRFIELEFIE SelfServiceMode F5AIGE R Of o

BRTRTSNIIE:

1. &idiE1T gpedit.msc $TFF Citrix Workspace R FFEF4A SRS R EERIRR
2. EHBENEETN AT, BEESERIR > Citrix Workspace > BEIERS.

3. BEmE® Citrix Workspace TR RE MR A HIRENESA,

4. RHENAMAE.

L\

May 14, 2021
BERAUTHEAEREHN Citrix Workspace MAREFERE, UERSMETEE:

« Citrix Gateway.

o BRAIE: WILERAAER] LURHE B iRt Al O A Sk fE LR B,

o AIEHYARSS 23,

« {XPR Citrix Virtual Apps #8%&: SOCKS RIEfRZ SRR L L NIERS R, RIBARSS 28T HE BN R BRI MILLHI A7)
MR BEMKEHFIE, XEPRSISELIE Citrix Workspace MABEF SRSz ialfviEE, Citrix Workspace
N AERF =1 SOCKS 1R R

LI

SmartControl &R REEEMETHERMIFRAER. FlM, ERIRFERLEAFERDEMGFIETERE, &5
LUfER Citrix Gateway £ SmartControl ThEESC IR,
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% Citrix Workspace [Zfm#2R#0 Citrix Gateway BF 2B kP B, AREAET N, EXMERT, TP
HF AR A SmartControl 1haE, RABFHIH EREEMX, G, TUERLLL ICA R, Hik ICA REIEER
¥r&fER SmartControl Thég, BfE Citrix Workspace R F#2FEH Citrix Gateway SBEERRRIAL RN,

Citrix Workspace M B2z 15E /A NetScaler LAN REEmIsiE. FRAHMRERGREESMESNHE, RE
IBITINEEAIEMRSS 2.

BILAE R AT 5 A B B tH b U

o BHSAE BIRHREINEMEOSREERIERSS.
o SHSNIE: ALERAREES DLL E— M8 MIERSBHPEFEEMIERS 2.

FILUE AR R EIRER SRR RECE H s L,
BxXHERERNFMAESR, ESA Citrix Gateway XAyt ICA KIEZF,

HusRET R - BBE

pE=
MRFENEE T EHSRENSKIE, WS RERE .
/8 GPO EIEERAE HibXIE:

1. @17 gpedit.msc 77 Citrix Workspace 5z 124 5RIEXT R EIRIER
2. EHENEET AT, BREBERIR > Citrix Workspace > R H.
3. EEUTRBIZ—:
o SHFESNE: EIFEFoHECE NetScaler LAN IR, EEERA, ARREENEMNHAS,
o WFEhEMNIE: %EFEH DLL &2 E NetScaler LAN IZEME, SiREEA, AGRM DLL XHM=E
B2, 540 C: \Workspace\Proxy\ProxyChooser.dl1,
4. BENAMEAE.

fEREMRRIESEEE HIb IR
o WTFERSHE:

- BohAMRRIERHSFME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,

- ¢/ DWORD &%, $0TFFi:

"StaticProxyEnabled"=dword:00000001
"ProxyHost"="testproxyl.testdomain.com
"ProxyPort"=dword:000001bb

o XWFENSHIE:

- BEEMREFEERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.
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TLS

- 8% DWORD &m1, $FFrxR:
"DynamicProxyEnabled"=dword:00000001
"ProxyChooserDLL"="c:\\Workspace\\Proxy\\ProxyChooser.dl1"

FRETEM (TLS) BEHK SSL (R2EHEFR) il ERMIRZITMNA (IETF) 1218 TLS AREURENF L E
$ShE, REERN TLS,

TLS B R MRS FZ NI, HERMBAEETEMRLE, REEHIERENTS, FLAR (BEXEBNA
£) ERMER TLS KRBHEIBBEENRE, XEARTTERERERRIENME, FIINBHRESRERE (FIPS) 140,
FIPS 140 2—MIN&t5 .

WERE A FI&&EM Citrix Workspace RIFBIER, 7 8E% TLS BB IEEEEN. BXFRIP StoreFront @815
B, &7 StoreFront X#4Hm L2269,

WEFRM:

BERRGERED .

LR TENEREFRITRRENT:

SEEIER TLS: FHTRBRINER TLS AT ERRZEENNE (81 Internet) #ERE,

5% FIPS (Federal Information Processing Standards, Bt#B{s S EiRE) : BELATRMEBE
M NIST SP 800-52 F#IERIN, XLEETRRIAL FEARES.

SEHIMERSERASE TLS A4S ER TLS ZBEMH: Citrix 3% TLS 1.0. TLS 1.1 #1 TLS 1.2 ¥
EEINFERRSS 280

BEZEEmHERSSFIED.

B ERIARSS 2 UE P IN AL KL,

ERRENEFPHIED (WRERSBEENEREFHIED).

ATHERR2M, UTEEE4AEFRA:

ZHIEM RC4 #1 3DES

HIZ “TLS_RSA_*” MZEBEMH
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

Citrix Workspace AR ZIFUTHEEH:

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)

© 1999-2021 Citrix Systems, Inc. All rights reserved. 142


https://docs.citrix.com/zh-cn/storefront/current-release/secure.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/system-requirements.html

iBEAT Windows 9 Citrix Workspace R BiEF

+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

33F DTLS 1.0 B, Citrix Workspace R ARZFNZIFU TEBRERF:
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

TLS %#%
1. @idiE1T gpedit.msc #77F Citrix Workspace 2R GPO Bk,
2. BEIHENEET AT, BEEEEER > Citrix Workspace > MK, AGEE TLS MESMERERE FK,
3. EREEARAREERUNMERSSE LANERE. RE MU TEDL:
AR
Citrix IR TLS UL MR 2iEE,

a) ERERWEIAEZMER TLS L5E4 Citrix Workspace M BIEFX 5B £ MR FAIEFN S maviEss
M TLS,

b) MZ2MEMRATILTIRSR, HEFHERAYED:

. T - FaHiTE IR
. SP800-52 - %X SP800-52 LUEM NIST SP 800-52, fNifrsz2saMxi&M NIST SP 800-52
BB INBY A R IR I TN,

P =

IR %EE SP800-52, NG BEEhER FIPS #tARMME, BENIMEXRIERZE FIPS B2k, &%
FER Windows 2k A L INER: 5 FIPS #3E 2B TFME. MEMTLZ, BN, Citrix
Workspace M BEF A g2 AEEDIE AN BEFFEH.

WNRi%EE SP800-52, FEHIEPRERNEREIGBIFARTERLIHIREFN CRL,
4% SP800-52 /5, Citrix Workspace R A#FHIIERS SIEHREEM NIST SP 800-52 a9
o INRIREZIEPTREM, Citrix Workspace R BIZFRIRET AIEE.

i. BA FIPS - R IETIERHIER FIPS HUEMMER, TSRS BRERFARKRTH Windows
REEM RFEINE: 3 FIPS FEEZATINE. BEMERZ. BN, Citrix Workspace FZBiERF
AIRES A BRI B AN BIEF NS,

C) MATFR TLS BRS 8 THIRSEH, HFIHOS. ERIES FRITIRTHR Workspace [ ERERF1X
EEFIEEMRS 8. FTLUEEBRAMIBEOS. Fld, *.citrix.com: 4433 RiF7EiKO 4433 LR
T AAA L. citrix.com BEMNEMIRS 2. IEPHMRENRS ZLIEBHNERNERE. 1R Citrix
Workspace BiEIRBIREEMEE, EERBIRIEL,

d) MTLS hRAzses, HEEUT®RIZ—:
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a)

TLS 1.0. TLS 1.1 3¢ TLS 1.2 - XZAIAIRE, XE% TLS 1.0 BREMSEAL S BRI A ZINER
lipviAui

TLS 1.1 50 TLS 1.2 - EAIEB AT HRERER TLS 1.1 8 TLS 1.2,
TLS1.2- IR TLS 1.2 BF WS ER, NENAERILES,

TLS HBE - EsgtlERSEN TLS BBE, 1B ‘B’ (GOV). “B%5”"(COM) = “2%”(ALL). 7=
KL Citrix Gateway RREBE R T, ErAlaEHRE%#E COM, Citrix Workspace R A#2F X #F 1024,
2048 1 3072 {iIKER RSA =, 14, E2HF RSA BIAKER 4096 IAYIRIEH.

=

=

Citrix F2INER 1024 K ER RSA 3R,

8 REN “ER7 N, BFEERBHATERUTESBNES:

a
b

) TLS_RSA_WITH_RC4_128_MD5
) TLS_RSA_WITH_RC4_128_SHA
c) TLS_RSA_WITH_3DES_EDE_CBC_SHA
d) TLS_RSA_WITH_AES_128_CBC_SHA
) TLS_RSA_WITH_AES_256_CBC_SHA
) TLS_RSA_WITH_AES_128_GCM_SHA256
) TLS_RSA_WITH_AES_256_GCM_SHA384

e
f

g
B BN ‘BA” N, ATERUTERES:
a) TLS_RSA_WITH_RC4_128_MD5
b) TLS_RSA_WITH_RC4_128_SHA

) TLS_RSA_WITH_AES_128_CBC_SHA

) TLS_RSA_WITH_AES_128_GCM_SHA256

c
d

BT RER “BRT N, NATERUTERES:

a) TLS_RSA_WITH_AES_256_CBC_SHA

b) TLS_RSA_WITH_3DES_EDE_CBC_SHA
c) TLS_RSA_WITH_AES_128_GCM_SHA256
d) TLS_RSA_WITH_AES_256_GCM_SHA384

MIEB R HO BRI AR, EFELUTERED:

ERFRMBNIERLTRE - RITIEBRETIREE, (MERAMIEERETIRERE. FIEHNRREKRZ
B&. 33F B+% SSL Relay/Citrix Secure Web Gateway fR$3 83 HH RAIAR S 2IE BIIEHRIR, EHRIEH
RETIRHIERE IR,

FRIFENE - RITIERRETIREE. EASIEERBEIIREFENAEN R R, NRNENEBHSHE
B8, EERFHRIEL, ERIEBRETIRHIFLIEBTRS SFRMHIARS SHIEBAIXE,

FEx2HIREM CRL - WITIERBHEIREE, ERIEBIAMRIN. ERAMIEBRETIREFME
MFFIBED AR MRELENEBHNFREBES, EEBWIEL, ERFMABLENIERREIIRNBIIFEEE,
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a)

b)

SEHFETLIHAEEN CRL - ITIEBREFIRLE, SR CA. ERAAMIESRFEIIRFHENRE
DER. MRREEBHNRBES, EERKIEL, ERMELENIEBRFVIRNRIEFREEE.

FE - FHRITEMIERRETIRILE,

ey & OID " LUK Citrix Workspace M A2 IREIANEREIAE 7 EIEHMA RIEHARSS
28, MR EFHEEY R OID, Citrix Workspace MARRFRUEZEEHEEY B OID MRS IEH.

MERIHSMHIMIEREH, ERUTERED:

BEA - RATF S I,

BRIERIERER - IR IRR AP ERIES.

SNSRATRE, WEENESE - (VAT LOE R EIRABNE B TA P,

KECE - e AREESFIRS HEIE,

EREERIES - BRE “BRIHIER” EHHRFAMEENE A IHIESR.
EAZEFIHIEBREAEEMRIEBREN, DB RFCE R TAR,
B AN E R ERER.

LIRS R A T BRSNS E AR AE S

BN E

PO 45 By (A48 B LUAR $E B AR B aE A 3 O o W SR A SR B @, SR EAR A, NWEAF Windows By Citrix
Workspace RA#EFHMAEB LR AES Web ARSS 2870 Citrix RS 3[@IE.

#H Citrix BEiE0

e KR w0 HAER

Citrix Workspace iZF8  TCP 80/443 5 StoreFront &z
353

ICA g% HDX TCP/UDP 1494 IR B2 M EIN R E
BESERSEMMICASK  TCP/UDP 2598 BB R AR F I SR
HDX

EFSSLwICAsgtHDX TCP/UDP 443 RN B2 MR INR E

BXEOMFAER, BESRFMRFOXE CTX101810,
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RIBRRSS 2R

HRIEARSS 28 FA T IRGIMILE A N b A H kAR, HAEERTF Windows B Citrix Workspace M AEF 5 RS 282 i8]
A%, Citrix Workspace MA2F %1 SOCKS MR &REHIN.

SR a3#1TESEY, Citrix Workspace WAEFEREIEITIERT Web 1 Workspace #IARS 28 EinfZEBRIMR
ERSRIRE.

£5 Web RS 8#Ti@(58, Citrix Workspace N RI2F R ERED AP i&& LEIA Web 1412889 Internet i&
BHRTRENNERSS/ILE. EXTAERMECE B P i&E EBIA Web 5238 Internet i8 &,

ERAMKREESEERIEIRE, EET Citrix Workspace M BiEFEEESEPRANFARIERS 25

[~

2 A=
[=]

FAMRBEFNERSHTERR, AEFEENLTERERS. Citrix TEFRIIERFMREFEEREARESHE
ILAY B RARE IS 1S AR R
1. SM1%) \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\AuthManager
2. i%E ProxyEnabled(REG_SZ).
+ True - 157 Citrix Workspace M AR EERIEPEMNRIERSB[/HILE,
+ False - #&7= Citrix Workspace i A2 EEI B R A FERANIERS 2.
3. EfAsh Citrix Workspace R RTEF LUEF BB B E Ko

BI{EARSS 28
=R 2R ERIR Citrix Workspace M ARRFEZERHNEEXRHBHRITREERR,

BRATIERSSE, Citrix Workspace MAREFHEEERHARESRSSMNEERTAE. Fli, MFEEES
B (a0 TLS) EZEIEAME (FIg0 https://\*.citrix.com) B Citrix Workspace [z FBi2F# E B 2R
ZRENENAEXE

BT IR, BEEMARSSREEE Windows WR{EibAXigH, BXFMRSB[AME Windows BF]{5iEm X
1}A9IRE, 1520 Internet Explorer BEM LB,

fERA R REIRIRIR S AR SRS 23 E
ANEFEM:
M Citrix Workspace MBEFAN (SIFEZETL) BH.

1. &idiz1T gpedit.msc $T7F Citrix Workspace R AEF GPO EIERR,

2. BEIHENEBEET =T, REEEERR > KHEEEIR (ADM) > Citrix 44 > Citrix Workspace > W& H
> BB SRS HREE,

3. EEREEAES Citrix Workspace MBEZFHRITXIZIRS,

4. EERFIERAERSSREE. XIFREITF inERERSENITIRE.

5. 72 Windows Internet Xigf FHit s, ERFFIE-RS WML, IEBMUEATF Windows B9 “Al{zis ="
Xigo
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6. 1EMIEFERH, RER Windows LMY RIS AR IR & A imARSS 28ttit, AT LUEAE S 2 IRITIR.
7. BEWEMRA.

ICA X+ %R BRSS

ICA X 4B Z T BERIFE R FRENREENN N AEFRKE, Citrix Workspace A2 RIEEIRRIEHHIARR
SREMNAEFNRERE, HPIEMNREERSEEITER. SR UERAARKEYRERRIR StoreFront SkES
B ICAXHESR. RINMERT, TBA ICAXHER,

BX7 StoreFront B/ ICA XHFERINEENIER, 155 StoreFront X#FEy S/ ICA XHEZRS,

& ICA XHZEZ
AR
WMERK¥ CitrixBase.admx\adml FinZElzsith GPO, MEA ICA XHE R RIS BEAR1ETE.

1. &i3i=17 gpedit.msc $77F Citrix Workspace R RIEF ARSI R EEIRIR
2. HHENEET ST, BEEEEER > Citrix A
3. E&ZEEA ICA XHB A REHRIBREEEFEP—MED:
a) EEA - BRI LKEZIEBIESURMEI A S IE B A& 2,
b) EEIES - EHETTMBRZEPHBRMENTRIEBIES. TUMERIERBEEDEFFHESTRIED
£t
C) RLWE - NEBREZRTIETZ—,
i. NAUSENERN (BRL): RAFRBAGERESRAESENYAEFIEER,. FEEEESZ
B, SHNRLES. ATREN, SIFEBHRK.
il. EHTARZZNEHNRRAR (FR2) - BoAZEERALTHEENRIENEET—FHEERET. o
LU EohREBUHERR (BRINEE) .
4. BEHENAMBEREFLRRE,
5. E#AsN Citrix Workspace N FZF 1% BRI KA E BE Ko

ERHDRBFERIESR:
ERBFERIERN, RITBNENTEERHFRIRIRFITRPHITER:

1. MRFEBMENAE (CA) BE—MEBESIERR SSL RIS,

2. MRENEIVREELH CA, FEAZETA CASIZ—MUBBERIEHK SSL FRIEH.
3. ERAIARY SSLIE+H.

4. QE—MR CAES, HEH GPO @S FohLERES LLRFIEE.

Atz 2 (LSA) R

Citrix Workspace R 3z#5 Windows Asitt2 24149 (LSA) fRiF, ERIPRFAHSEAMTLNFIEAEAXNE
Bo EXFAEERERME LSA BFINRFARI
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Storebrowse

April 19,2021

Storebrowse B—HEFF K SREB[Z EHITRENGSITLRAER. ©HATI StoreFront MR EREURE
Citrix Gateway #1753,

@it/ Storebrowse AR, BERAUBMHMITUTIEE:

o AINRIAEIE.

o MECEMRNBEEFREER MM AEFFSEE,

o MBI FEBEREME LM Citrix Virtual Apps and Desktops %% ICA 32,
« {Ef Storebrowse & 174 AL ICA U

- BHBRTHMRARER,

Storebrowse SLAEFETF Authmanager 4, &% Citrix Workspace M B#2F/E, Storebrowse SLRi2F
fiIF AuthManager REXXHFFEH,

EIAREH Authmanager AH—ER4T Storebrowse AR, BRELUTEMRERZ:

HEER %L Citrix Workspace N BIEFRT:

£ 32 it B L [HKEY_LOCAL_MACHINE\SOFTWARE\CitrixX\AuthManager\Insi
£ 64 (it EH L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\A

HmAF (EEER) R# Citrix Workspace B2 :

£ 32 iiitEN £ [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 (UitEN L [HKEY_CURRENT_USER\SOFTWARE\WOW®6432Node\Citrix\AL
K

+ iEAT Windows 89 Citrix Workspace 12+ 1808 S E =k,
/L 530 MB =] AREE =8,
« 2 GB RAM.
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REMTIE

Storebrowse SLHEFS U TRIERARS:

1BRIFRY

Windows 10 (32 fii#0l 64 fiiki7s)

Windows 8.1 (32 {izf 64 firkR#s)

Windows 7 SP1 (32 {ii#0 64 fiikii4s)

Windows Thin PC

Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2012 Standard Edition #1 Datacenter Edition
Windows Server 2008 R2 (64 fizkRs)

Windows Server 2008 R2 (64 {iIiRs)

EE
Storebrowse SEREFE U TLRARERE:

o HTTP R FEIE
o HTTPS LIS
« Citrix Gateway 11.0 EShk

AR

ZFHTTP ABEIES, EAG<S1TH Storebrowse SEBIEFFESER,

BRI %
StoreFront fR3588

StoreFront SZ#HERABNFHNIIEF ZLRNAEE, BEEFEZAHFRNER. hTR2EE, FLIBNABE
B, RESHIIERERANER TR FEARS.

- AFPENEE: MABHNNAREERIINER. RABERT, FREE—  NASEN, EXSHRIELTF
BARE.

o WEE: WIMATIEN Windows itBHI#TEMNRIEE, SEEHNERIINARE. BEFEALLER, BERE
Citrix Workspace L RiZFRNEHEESHRIE. BXBEENFMMEE, BESREEHEES DRI,

« HTTP Basic: EF HTTP Basic S{3383E, MU{E Storebrowse S2AEFAEMS S StoreFront BRSS 23 #1TiE
5o BNABERT, LETE StoreFront RSS2 LA FRARS. 45U=A HTTP Basic SHKIEA %o
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Storebrowse L RIEFXFEI U TE—E#TEHIEIE:

 {#FKE Storebrowse SLBIEFNEM AuthManager, *&: f#H Storebrowse SLBEFR, HAE
StoreFront =/ HTTP Basic B410IEA %, URBF A Storebrowse ss SR IR, AR ER.

« ALFEERTF Windows 89 Citrix Workspace R BiEFRERSME Authmanager,

@it Citrix Gateway LI B SEF

BT FARMAY Citrix Gateway #5245, MIEERLUEL EAERA Single Sign-On, & LUK A REE U RKEE

RENER, MEFREENAF R,

B % Citrix Gateway B Single Sign-On Z#FHI¥AMES, 551 Citrix Gateway #9 Single Sign-On =55

AR

{R7£A Citrix Gateway EZE T Single Sign-On B4 I0IERNBIMNEAITEN _EZ = INEE,

BEBEA RIS EKNBIERF

RAERUEEMNYBEERHER, MAREER ICA XM,

A%

UTFE DRI T HE XA LM Storebrowse SLREFFERNHSHIFMEE.

-a. -addstore

BiEA:

AN B, RERAEENTE URL, MRREXBES, NREHER,
AR
Storebrowse LBEFXIFZNARIERE,

StoreFront LH& <R 1:

e

storebrowse.exe -U *username* -P #*password* -D *domain* -a *URL

*

il

of Storefront

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://

my.firstexamplestore.net] (https://my.firstexamplestore.net)

Citrix Gateway E/as<$Rfl:
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P
M.

storebrowse.exe -U *username*x -P *password* -D *domainx* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

/?
itz N

1R{E X Storebrowse SEREFRAEMNIFEMAESR,

(-1). -liststore

PiEA:

HItH A P AR IR R AR T o
StoreFront i< RGl:
.\storebrowse.exe -1
Citrix Gateway E/as<$RfAl:

.\storebrowse.exe -1

(-M 0x2000 -E)

BieA:

KA TR,

StoreFront L&<RAl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>

Citrix Gateway &S RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>
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-q. —quicklaunch
BiRA:

/8 Storebrowse LAEFHELGHNNAEFNEEER ICA X, quicklaunch EMERZMH—E50 URL
ERMANUARNBBE URL, Bt URL, LR StoreFront BR$S28, taTLLR Citrix Gateway URL. ICA 27
%LocalAppData%\Citrix\Storebrowse\cache BRHLEHR,

AILUEITIA T an < RIREERE A HINBEFMKSENEE URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AN ELh URL AW TFAR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront LHIg< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway EM#<$RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub

apps and desktops } <https://my.secondexmaplestore.com>

-L. -launch
itz H

/A Storebrowse SLREFEMIFIRNE LRI BREFMKEFERRN ICA X, launch ERERIZHEZRZ L
KR BERE URL, &#5, ATLLZ StoreFront fRS52%, tBATLLE Citrix Gateway URL, ICA X4 %LocalAppData
%\Citrix\Storebrowse\cache BRH4%M.

BITUT L LR E AN AEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
Ibas< i T

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

L EMEE LR EERINZFREE launch ETAEAS K,

StoreFront ERI#s <R
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.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< RHI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. -sessionlaunch
iz H
FEARHS, EaLRMEARE. RENBEHEARNER, IHETIEUTRRENSE:

. 1
o ERoIMNEIRNETR
« AEIE URL

BR, MRAFFREREIE, AuthManager BETENEIE, ABRBIER.
AILUETT U T a9 R E R RN AR F K ENZRI B

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
eEr LRIk

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

FEEEPLEARRIB TR - S EMHRNAS K,
StoreFront LBy&<RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/

discovery >
Citrix Gateway EMI#<$RHI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>

-f. -filefolder

itz H
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FEATHNAEFMKENEEXBEREM ICA X,

BB EXHRZMIERZMIENT Store URL BN, RARE URL aTLLZ StoreFront fRS3 88, tHrllUIE
Citrix Gateway URL,

StoreFront ERy&n<$Rl:
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &< RHI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

-t. -traceauthentication
pitizH

4/ AuthManager AR, X2 Storebrowse LAEFERAANE AuthManager MIERT, AsEMBE.
HETE localappdata%\Citrix\Storebrowse\logs BRH 4.

AE:
HEMA LR AP NS THIENRE— 12,
StoreFront ERI#s< Rl

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway 898 < 7Rfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

-d. -deletestore

WieA:

ipRIAE R StoreFront =% Citrix Gateway N AE[E.

StoreFront L& <RI

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway &< RAI:

.\storebrowse.exe -d https://my.secondexmaplestore.com

© 1999-2021 Citrix Systems, Inc. All rights reserved. 154



iBEAT Windows 9 Citrix Workspace R BiEF

i#@id Citrix Gateway L& S ERTiF

Single Sign-On AW ESHIHITHMHIIE, HEMRZIFIRMH Citrix Virtual Apps and Desktops, MAEZEEH
Xa‘ﬁ/\ﬁ\‘ﬁﬁﬁfﬁiiﬁi_ﬁéﬁgﬁiﬁo I AEERN, SHERIEREKREM Citrix Virtual Apps and Desktops #
FFE” g B 583 Citrix Gateway RS 28,

Citrix Gateway hR7x 11 KBS A 75 INEE,

WEFRMY:

BxynfaA Citrix Gateway F2E Single Sign-On H&& M, ESRREHEESHINIL,
AL fERERRKITR (GPO) BRIk A MA@ Citrix Gateway LIS S E R I,

1. &@idia1T gpedit.msc #77F Citrix Workspace R 2R GPO B

2. EHENEET AT, HEETEER > Citrix 42 > Citrix Workspace > B 5 {4 143F > &2 Citrix
Gateway 523 Single Sign-On,

3. ERYISHATLUE BREEA “Single Sign-On” &1,

4. BENAMEE.

5. EfEsh Citrix Workspace M BZF&IE U EFI I E R E K.

PR

« 1£ StoreFront fR5528 L2 A HTTP Basic S{431iEA 7%, WUE@ED Storebrowse LAEFHITERENR
o

o MREHEHTTP NAEE, HERAERZEIAEFERINZNABEURERBHELRHEH Citrix Virtual
Apps and Desktops BY, EARZFRHERAHSITIEMMITEIRENRIE, RS ZE: MREREAGSITRES
&, BEAIMNB AuthManager &R,

+ Storebrowse SERREF YR RENMNAENE (7 StoreFront iR 28 EELE T Citrix Gateway),

o XY Citrix Gateway FEB T 2 EHHIIERY, A AfERA Storebrowse LRAEFFHIEIRE TN,

« Storebrowse SAEFM&HSITRT Username (-U). Password (-P)# Domain (-D) X&A/N
5, HEXIRAAEH R,

Citrix Workspace /725 Desktop Lock

January 15,2021

TRESHAMEmMHTRER, ALUER Citrix Workspace B2 Desktop Lock. ATLUfER Desktop Viewer
(WREEA), B2, TEE ENEENEN—HIEmH:

« Ctrl+Alt+Del
o HIAI

o &E

o BFFIERE
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B7% Desktop Lock 118E9iEATF Windows 89 Citrix Workspace M BREFEMAN TETHEN LinlT, XE+E
HMEAT SSON (Single Sign-On) HERE T ABEE. R PNA b=, #4% Citrix Receiver for Windows
4.2 RESRAGEABEZIFLEIR Desktop Lock k7,

HFER /includeSSON fFEREZERT Windows 89 Citrix Workspace MABERF. #FfER adm/admx 2
8 cmdline AR E M AREER Single Sign-On, BXiFAER, BBRERLE,

AE, UEBRSMMEA Citrix THII@E ERMM CitrixWorkspaceDesktopLock.msi &2 Citrix
Workspace Fzf#2R Desktop Lock,

+ Microsoft Visual C++ 2005 Service Pack 1 AIB.%1T4AHE. BXIFMER, BB Microsoft FHIE,
« £ Windows 7 (8% Embedded Edition). Windows 7 Thin PC. Windows 8. Windows 8.1 #1 Windows
10 (BEERELSHEHN) L2%H.

N PRI A i iZERE S StoreFront,

PN SES

« APIEESIEEDIFEEM (LAN) 2%/ (WAN),

AN IR IR
BE

BN A2 R A e T AR i, FRIFEFERARREY RIEREEMERNA T T2 E. AXIF
=8, 15507 Citrix Virtual Apps and Desktops x4 pIER & At B2 F151RF URL EEEZS.

1A Citrix Workspace [ f72% Desktop Lock

« ALK Citrix Workspace R 12 Desktop Lock 5LLF Citrix Workspace WBEFIEELE SR
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {4 #2<3ti FAIZF A1
- INPRIE. WMEHERERSMHIEIE
« #fFF Citrix Workspace R F#EF Desktop Lock SiEMIEZEE HAIRIER
+ Flash EFm7E Windows 8 REEMAFRFREARS. Flash EEEAE Windows 7 LA FEARS.
« Desktop Viewer 3¢ Citrix Workspace Rz %2 Desktop Lock #1777 #htt, &8 “FR". “BR". “&
A" BB,
+ Ctrl+Alt+Del ZREmEER T A= LATA,
o RZH Windows HuEgaE@EiniEsiE, Windows+L B&dk.
o ZREED Desktop Viewer #{TREIEEZR, Ctrl+F1 £fiik Ctrl+Alt+Del,

AR

2% 7 Desktop Lock, B EM FEZE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle 5
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle #fyLiveInDesktopDisconnectOnLc
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REN False, = MARBRSIFIENRERRY, SERhRIRGUIF &R

%% Citrix Workspace [ 12+ Desktop Lock

thidF2 = EER T Windows & Citrix Workspace R B#ER, WERER Citrix Workspace Rz F#2F Desktop
Lock B REMNREE. BXERATERNIE, BSH

HREFo
1. FERAFMBEERKFER,

2. EWMLRTEOD, BTUTHS (UTFRENFELEM Citrix Workspace app and Plug-ins > Windows >
Citrix Workspace app %),

flgn:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store"
<!--NeedCopy-->

BExmLEMEE, 15817 Citrix Workspace M BIEFF R, With L,

3. ERENFREME—X#HFEA, WE CitrixWorkspaceDesktoplLock.msi, I3 2R Desktop
Lock A%, REBIRTH#HITIZE.

RETHE, EMBRIAFIESE. MREENGRKEHLUSAF FHER, W6EA Citrix Workspace R
¥ Desktop Lock ERi%i&%&.

BEREZEATEERAFILE, EEMNER Shell HHBRRE CitrixWorkspaceDesktoplLock.msi FrK
P, MEEERPRZIK,, EEEEERNEERLE,

Z3a17 Citrix Workspace Desktop Lock HgsE%=sE, EFERUTH ST

msiexec /i CitrixWorkspaceDesktoplLock.msi /qgn

f2E Citrix Workspace [ 12+ Desktop Lock
LIEEBR BB RS, Desktop Lock 2BHBEHENENEESIE,

5/ Active Directory SRESRI 5 LE A P RN SR i N RBRAR TS0
FRARENFTANEERKAEE Citrix Workspace M B#2ER Desktop Lock.

* HyiR receiver.admx (5% receiver.adml) #1 receiver_usb.admx (.adml) x&mn#E AR S (AT, 5
BREIE “HENEE” S “APERE">“SBEEIR">SHEEER (ADMX)”>“Citrix A% &), .admx Xt
fiiF%Program Files%\Citrix\ICA Client\Configuration\ &,
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« USB B35 - BREAEN USB ig&HY, ZIREREITEERIENSE; THEAFAXE. ENKENRE
% USB IREHEZAF REPETIZIRE.
- BF USB B,
- 7 “Citrix Workspace AR ">“IZigE R P iRigE > BA USB ixig&Ek” h, BAHEENE
USB ig&HM#HY USB 1 & HREK,
o IEzhEFBRSY - 72 “Citrix Workspace MR "> T2 ERE FIHiRE” |, BAHRES P IHIEH)3805T R,
« %X - 7£ “Citrix Workspace RAEF">“RIBEREFIHIEE" 1, BAHRERF HE XK,

FEBREERLUES Windows Desktop Lock £&1fE /A

1. EZ& StoreFront,
a) 3§ XML Service 2B 7fER DNS #thhkfi#tr, LUFKEX Kerberos %,
b) E2E StoreFront shga LT HTTPS ifia). SIEEISIEEMANMEERRS IS, FHEIA Web
b HTTPS 457,
) BFERESEEFEESMHHIE (FRINEA).
d) EH Kerberos,
) BA Kerberos M{ERE e #{TEES R WIE,
) £ IS 2RiA Web th = EEAE&FIRHERER Windows S35,
g) HR IS BN Web 42 REE SSL HREEE P IHIEH,
2. (FRAREEETH QISR IE&E DAt B 5EER,
a) M%Program Files%\Citrix\ICA Client\Configuration\ §X Receiver.admx 1R,
b) XEFF “EEBER">“FHEEIER (ADMX)”>“Citrix ¢F”>“Citrix Workspace”>“ B A SHIIE",
c) BRSRRSHRIL
d) BRZMAFEMES,
3. =%k Citrix Workspace %25 Desktop Lock 271, BRBRF &,
a) ¥ Delivery Controller 89 URL 702 Windows Internet Explorer BYEI {5 s 5 &R H.
b) L desktop://Z (BB ISR E— 3 (F4HK URL FNZE Internet Explorer Al{5i4=5&RH,
c) BH Internet Explorer LUfER RIS R B 5hE RIDEE.
LAAIEE ERET Citrix Workspace R 12 Desktop Lock B, £3g5IHIT—HME e £ ER, F0, MR
KEM Windows EREREIMRHRITIZE EEIEH, WABRAFIEE LM Windows BaEREMRERITIZE fal, AFER
DAMZAFIEEEH, XEATRERAPISELT RS, XMUEATFAS Citrix Workspace 212 Desktop
Lock MR I&&-

fik: Desktop Lock

HRIER TE LB NAM

1. ERREMEE Citrix Workspace [ 125 Desktop Lock BYFr BB A HI B IR Btk & Ro
2. FEAEIATHIRSEEXRIERFRN Windows Thag:
« Bz Citrix Workspace R A#2R Desktop Lock.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 158



iBEAT Windows 9 Citrix Workspace R BiEF

« fipRiEATF Windows 9 Citrix Workspace [z 2.

¥ Windows tRiz5gEEFIZIERTE

RZH Windows RIBREERFITERIE, ATERNBID ERRER,

Windows

« Win+D - S/ Vb RELMFABEE .
+ Alt+Tab - EECERHED.

 Ctrl+Alt+Delete - £ Ctrl+F1 #1 Desktop Viewer TA#,

« Alt+Shift+Tab
« Windows+Tab
« Windows+Shift+Tab
« Windows+ FRE =75

Windows 8

o Win+C -“4TH” #BRIRH,
o Win+Q -“42%” BRIz,
o Win+H -“#=” BRIRH,
o Win+K-“1&%” BRI%RH,
o Win+l -“&8” BRIZH,
« Win+Q - BRMAEF.

o Win+tW-1##%RigE,

o Win+F - &,

Windows 8 2R

o Win+Z - BENBERFIED,

o Win+. - ZBREFEXNT.

+ Win+Shift+. - ZAR2FAITT.

o Ctrl+Tab - BB ARFHEIER.
o Alt+F4 - XA AER.

RE

« Win+D - {THSHE.
o Win+, - JI¥ K HE,
+ Win+B - REIR &,
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Hith

o Win+U - $TH “BIMERIZEHPL,

o Ctrl+Esc - BEIRH.

« Win+Enter - 377 Windows iR A,

o WintX - THELKTRIZERE,

« Win+PrintScrn - 8lZRBIREBHFED “BH 7
« Win+Tab - {THF#5%&,

o Win+T - S ESI=PITHNE O,

SDK 71 API

March 23,2021

IEBIRIRAERR SDK

B IEPARAAERA (CID) SDK, F&RABRSIBE—MEE, ZiEHE i Citrix Workspace MARRRFEREFIFITE
VM EREMERIT StoreFront IRSZ 28 #HITEPIIE. CID BB NEREEIRIRAERS StoreFront fRSS28, MEEHR
FETEERNS DI,

i@d CID SDK, F&ARALUBIE—2AER, Citrix Workspace MABREF AU ERZERAEFBEIFFIHITEN
2 RAEFIT StoreFront BRSZ 28 ##1T B 950

BXFMES, ESRIEAT Windows 89 Citrix Workspace R BIEFERRBERBIFRAER SDK XX,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK {2{£—£4R4s#1 API, X%t API A EURIEA N R EMHTESRE.
tt SDK AEFERMTH, RATCRETERT Windows 8 Citrix Workspace M BEFREEH—E5,

AR
SEaAxMEL APl FE ICA X %ie Citrix Virtual Apps and Desktops £iEHE 5T TE,
CCM SDK ThEEE4E:

* RIEBED

- RIFERLEMR ICA XK BN BEFHRH,
o RIBEIFFER

- SEREERORITEHERIZELEM. JUNPERIEREMIE AP RITE SRR,
o RIEFH

- SERAEERORITEERELEMN, FTUNMESEREMIERPRITEHRRE.
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¢ REER
- RHAENGERRNEBHRIENEREXES. XBERERIE. YAEFRIENRAEENBER

Y

BX SDK XHEmiFAER, 1E5 Citrix CCM SDK #2/F 555,

Citrix E#&& SDK

Citrix EINBERGF L TAEE (SDK) ZHHMER ICA il EtEINEESRS RS 2R IRN AIEFEE P imIRohi2F.
IR S3 28im i@ E M FRFEF (I T Citrix Virtual Apps and Desktops AR 28 L. MIRENEMEF KT AES EHIR
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