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KT Ibhias

July 21,2021

2106 HHYFTILIHAEE
Global App Config Service

#89iER T Citrix Workspace # Global App Configuration Service fi Citrix B2 RS ESEHEENIRSE
#t Workspace kS5 URL #1 Workspace R #2Fi&E.

BXFMMES, 15218 Global App Configuration Servicexx#4,

ATFiEit Global App Config Service Z A& HI0IE S hEMTEAEHYIEIRN

Citrix Workspace M BREFI/ERME T BT 2 L EARMERE FEE B HITSENEMET, RTME GPO BBES,
EaLUER Global App Configuration Service ZIEfEA R E17(E S A0TSR,

7£ Global App Configuration Service #1, ¥ Store Authentication Tokens BMi&EH False.

BxFMER, 5217 Global App Configuration Service %,

ARSSESIMEEIR R AR E R D T W ELI 2P REVAMG AT BIER&B. TIERSIBITRRNE, BPE#RAILL
BEHEENNBEFHRHE,

BXRFMER, 1521 Citrix Workspace SRR RIRSSIE L4 S8

EF Chromium #9345 88 52 15X URL - EATASAR

WRAABREERAFEERRSHBNEF i EHREEE URL EEAMNE R HEER RS BURMBESBEEHIE
o

AR5 2858 7E Delivery Controller LigE, B iR ERAERITSR (GPO) BEERE Citrix Workspace R A
*Er_J:]«XEO

bR AF, BX Google Chrome # Microsoft Edge #in T W& URL EEEXiF.

WEEMH:

« Citrix Virtual Apps and Desktops iz 2106 s E Sk,
s NEBREERY BIEFIRE 5.0,
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https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/overview
https://developer.cloud.com/citrixworkspace/server-integration/global-app-configuration-service/docs/getting-started
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% Google Chrome %28+ EIN A URL EEM, &M Citrix Workspace M ARZFREX4EHIEITU T

A
4

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

EMWE URL EEAAFEGHEM Google Chrome 3438, iEM Citrix Workspace R BIEFREXHFEPIBTUT

LA .
M.

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /unregChrome /
verbose
B x1E Citrix Workspace MAEFHEE URL EEAMNER, BESRNEARRET .
BEXNEBRATEECENFMES, 5285 Citrix Virtual Apps and Desktops SXRFREIR S 2N A EE Eo

BT ICA X2 - RATASEIR
ERHRRAS, H&/sh Citrix Virtual Apps and Desktops &i&RS, ICA XS THIIAtRE,

EitbhRase, FATLL Citrix Workspace R AB#2F7£ Citrix Virtual Apps and Desktops B ahHiEl b ICA XX
A TRE T IEEN T 2 M,

Citrix Workspace AR I A FER ICA XHEHEERFNETF, MIERBERH, HINkESEHMRREBE U
RIEAMIFMENATAE RN ICA XHNEMERRY., LINkEhERTEERT Web # Workspace EEzh89 Citrix
Virtual Apps and Desktops &i%.

BEXEMER, BEREN0AT ICAXHREM - AT RES .
ERIBXIIEENRIR, EEA Podio &,

2105 a9FTIEINAE
g 301 EEMZFFEENX URL

Citrix Workspace M B2 FIEAFERMNEL HTTP 301 EE @M StoreFront =% Citrix Gateway EE @ E!
Citrix Workspace # URL,

WMREM StoreFront iF# 2! Citrix Workspace, Ma Li&@id HTTP 301 ZE@¥% StoreFront URL EE @ %! Citrix
Workspace URL, Eitt, #0IHA StoreFront URL B, RZsBnhiEEETEEEI Citrix Workspace,

BEMmRA:

StoreFront URL https://< Citrix Storefront url>/Citrix/Roaming/Accounts AJLEEM
| Citrix Workspace URL https://<Citrix Workspace url>/Citrix/Roaming/Accounts,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#bidirectional-content-redirection
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/bidirectional-content-redirection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#improved-ica-file-security---technical-preview
https://podio.com/webforms/25985660/1947695
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Microsoft Teams 1&32Ih4E

o WE, ERIUNEEREREEEMEED,

S#n3 \HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream#¥#lE& s NetworkPreference
(REG_DWORD) Ky &R IR,

RIERERFEUTEZ—!

1 AKM
2: Wi-Fi
- 3! FHIMEK
5:
6:

N E
£

BINBERT, MRFKIGEEME, WebRTC 345 AR RETAIEL.

s BREDTURAEIMSEER 2 (ADM2), LUERRREMIZEER (ADM) BFNEEERN. XEMTFHER
BEPSE R NE X,

E 2 ADM2, i5S 13 \HKEY_CURRENT_USER\SOFTWARE\C1itrix\HDXMediaStream Az
—4NZ} DisableADM2 (REG_DWORD) BEMERI, ARISEIZEERN 1,

2103.1 FRVETETNAE

R RECERIEIRINAE

RERFRBENECERRT ST, ZAMA ATFAKRERYR (GPO) HEgH GUI B2E,
EERRSETE, FESEPERRSHREFE, HETEEPHBEETRESRSBREBRRAY

BXFAER, BERRERRENESS,

BT REREFMES DI RED
SHWIELHIMEHAFEERMEE |, XFERARTEERATZIEENEHREFRMANEE.

EAhRAs®, Citrix Workspace RZREFSIANT —MEM, BTERARMEE FEES NI, ATIEEZS
M, FANIMERMETAERTR (GPO) HEIRKEE B HIIES S,

AR

B RIESZEFRIER,

BXFAER, BFERASHINIES .

Microsoft Teams 1&32Ih4E

o BIAERT, VPO 4R AEEaRIEL TREAKS.
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#authentication-tokens
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o CIFEHE. B, REINEEEIEEINEE: R Microsoft Teams BB TXE%m, Citrix EE®
B9 Microsoft Teams ¥ EFBEEMNE, BN, XLEXTUEIRINEGE RN True,

+ DirectWShow MEARIAZI .
EENENIAE I, FRITUTRE:
- BahEMRHFmERS.
- EMEILITXREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStreams
- BEHLUTE: ”UseDirectShowRendererAsPrimary”=dword: 00000000
HithrAEAY(E:

* 0: WIRER
* 1: DirectShow (Zk3iA)

- E#E5 Citrix Workspace MBER.

2102 HRYETIE AR
RIESHIEIEFF

LUE, EEETRESHBRIINEFiHITEN L, NRAEERKEZMEE Windows SiEEEeeH, MIEEm Citrix
Workspace [ Ri2F#1TH 511,

WE, EERETRESMNIRIENZEFPHTEN L, MEREEIEREME Windows EIREERT, WSEREHIIE
=R, EXRERMAREEZE, A5, Citrix Workspace B BAEEFERIERS R ZBEREE Windows EIREEEH,
XA LITETRERAER, ERETEERE Citrix Workspace AEF 2 #i7E Windows i &2 hF iR
FER.

Microsoft Teams 1&32Ih4E

o DET SR IMAR,
o e TR AT M,

2012.1 aviRgThEE

tEhR AR T BB T U B M REAIR E MERYIR)EL.

2012 p9FTHEINEE
XFEAMIE

iBEATF Windows # Citrix Workspace [z 2 F IR EEAFIBIRZA
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ERALES

HEWEEL T Citrix Workspace ARFWERENERE, X&HA TR Citrix #THEHE, HEHMERE
RARYIER T B R M 52 15

WE, BWEILER GUI EHE,

BEXFAER, BFERESS.

1534 Citrix Workspace # 1T EHi@ S 19581

AhRASINT 3T Citrix Workspace # T EE 530 IER T :E UK S StoreFront I A 45,

Em Citrix Workspace MR 55301

Citrix Workspace M B2FSIN T HEE IR (GPO) S EAE® Citrix Workspace ML R E M I8IE, bR
B&fE Citrix Workspace R F2FaEBTE R4 B aIET BaIE R Citrix Workspace, NZAMANTERI&E £/ Citrix
Workspace BETHEE (ERBER) B, AEMAILKE,

ﬁ*ﬁ%fn S$) 1ﬁ%|ﬁ|9’5;£7_|__§'{ﬁg_llmo

N 2 FRIFECE AILE 5RINAE

LED, FOAMERT, BHIIEEESIMNBBRSHGNEER IR,

FRRASINT AR (GPO) %EE, ZEBAERNASHRIIEEENBMRSEGHRENIRERBRIZR
MR REHIRIIEE

=

pE=
Ltk GPO ZREERERTF ICA Hl SaaS =i, ICA 1 SaaS wig4r4iER Delivery Controller # Citrix Gateway
BRSS #1TIE R,

BXFAER, BSANAEFRIPECENEREE

Microsoft Teams 1&32Ih4E

o WELANEAUERESHERIEREIETRENRIFEH
o WebRTC A3 EMEFFES FinikE LEENERS .

2010 aIFTIETHAE

LEhRAERR T ZMNA B TR B REA R E 1BV,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#log-collection
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/authentication.html#silent-authentication-for-citrix-workspace
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#enhancement-to-app-protection-configuration

iBEAT Windows B Citrix Workspace R BiEF

2009.6 HRIFTIEINEE

%5 FIDO2 {330

FIDO2 B3 1IE AT AP FI A AHtin < FIDO2 Aff. BRI UER FIDO2 2R AHEMEMFILIRGIK
R#FTEHRRIE. REXNEEZEENFEER (TPM) 2.0 71 Windows Hello, BxXF4ER, ESIRAFIDO2:

WebAuthn #1 CTAP,

Microsoft Teams 1£38I8E

« Microsoft Teams MEEEEIRETRHDETRURERZHINEIR S

o WebRTC &5 | Er] LUEMMEAE IR = L FTRER R RRIZ DR, WebRTC R43|E8R#ITL RN,

LB EE R BRI,
+ Citrix Workspace N BZFREREFMERS Microsoft Teams ¥E—#EiTH,
EIFEEBRBUHTIEE - SXNENABERENZERRERNE, EERGIER.

« REHZHCATIRE - BT, HEHITEEHEZN, (USHIEREIHR Desktop Viewer F&, LUal,

£ Desktop Viewer & OTEME P in At &S iGELE,

2009 aIHIETIAE

tEhR AR T BB F o B M RERIAR E MERYIE) L,

2008 FHIHTIE AR

BTREFRMESENARENR (GPO) BEERIREE

BRTIER GUI BiEZ5h, EIMEER] UERARENR (GPO) ERERAEEREHBMIESI

BXFAER, BEREERRENESS

CryptoKit Fii

Citrix Workspace M Bi2FIMEL#F CryptoKit 14.2.1 iR,

BEXHF

BT Windows # Citrix Workspace R AREFIERERSTIE (BFA) hids.

B IEEsRINEE

D

=J)lI

ATRETEER, FHRIEXHEERESRERE Citrix Workspace AR+, NABEFAEEETEERRR

Eo BMHEIELHENEHEZME, WEEERRERBHIAREENBHNFITEENRWATRE.
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https://fidoalliance.org/fido2/
https://fidoalliance.org/fido2/
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar
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} =r

AR

IS PIIEIRRINEENER T = EE,

N A2 fRIF T RERVLE SRINAE

Ual, HESRRRRIFEONRRREN, BN FE (BEEaPRZRIFHNARER) BELET.

0, YECRERTALRFREEN, RERRIFNENFELET. ErltIRRFRIPEDIMNIHNKENRREEE,
B2, MREMA PrtScr #8#3% Windows 10 8% EWREEE, WA AR/NMEZRIPHE D,

Ltesh, EEhRASEARR T CSOE N B2 RIFTIRERYIR) R,

HE WA BT EE FBIIESRINAE

- cookie MEERIERRAGE: REHENEHNLEN, RATKRTOERHNEIE,
. NEBAETR R RGBS,

2006.1 H9ETIEIHAE
Microsoft Teams BEHLZ18RINAE

fEashiRA+, R Microsoft Teams £ZMAZERTF Desktop Viewer BOMMKE, Desktop Viewer &OFMB
WX G S, HBS5 Desktop Viewer EEMEF RN N AREFEETHEE,

BXFAGER, FEAFSES,

BT Citrix Analytics RS

Citrix Workspace L AZFZi3 100, sIUMEMRIE 2R BHE ICA RIFRSHIFHIRERH T Citrix Analytics ik

5o

A Citrix Analytics (MfAERLLE BHIFAES, B2RMEEEEBARSAVirtual Apps and Desktops FIEENEZ,

2002 FHRYFTIEINAE

Iz FBAE P (R4
SRR
[ 2RI SRBS B TR e Xy BN IR (E R PR IREMIAE] (HREFREHRER TAFIRE AP ER) KiETT.
XEFENAEFRIPRIEEZAEBHNEEXNEARTIARMR. B8, MEREFRAANLKE, BRER
FIERBERNI A ESHI. BARNSBLHRFNMRAX LR, BRMNTERIEEREREMBEFRMT
RHIRIFS
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#screen-sharing
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/self-service.html#select-facets-to-filter-events
https://docs.citrix.com/zh-cn/security-analytics/self-service-search/self-service-search-virtual-apps-desktops.html
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R REFRIFE—TMiNThaE, 7R Citrix Virtual Apps and Desktops FHRitigRMN TSN, ZINRERHITE
FIAZREICRNBERBREERGEZ NN, NARFRIPABLEEERS LERNARSENRRERENREE
Bo ZINEEAIp AP IRGEES IR REE UL ERBEIERBNENT ARG,

pES =

Citrix Bi&{ER A Citrix Workspace WBEFBEZFIFHSIE,

&/ Controller 7£ StoreFront 5 Controller ZEIECE R AIZFRIF. B*7E Controller LERE N BEFFRIPIE
B, &% Citrix Virtual Apps and Desktops X#4iIN AiZFHRIF. G, EdFERUTE—SAREENEE
FiRIPANY, BILERER AT Citrix Workspace M BER:

« GUI
o @mITIENO
ATLUTE Citrix Workspace M AR RESRERE B ESNAEFFIPAG.
=W

o ILINEEMRTE Microsoft Windows Desktop #21&% (510 Windows 10. Windows 8.1 #1 Windows
1) 2%
o mEEE MY (RDP) RZiFithIngE,

7z Citrix Workspace iR HEREN BREFFRIFNESR, BSRANEREF R,

REIZFIEIRINAE

ERERAT, NREBRZRAETEAAFR RENNARF LN FRESH%RE Citrix Workspace R A#ERF, MEMELE
2E,

ElthRAT, SESMENUEERFREMN Citrix Workspace M BEFHIES, HEINSGRE,

Citrix Workspace E#ayt83aI04E
ERHARAH, MR Citrix Workspace AEFHREERRE, NIFEE R AL A EH#TEMR.

ElthRAH, FEERAUEEERTEMNLM_EEH Citrix Workspace HAER. ErILiBd AR e H@AXEH
# Citrix Workspace B2 EARHER “OEBH” RITMILRIE,

=3

AR

wEEIMATIER AT Citrix Workspace AR AP LRENLHIMETR R LML,

SFFHIAAEE

SmartControl AFEEGE X EHR, UEER Citrix Gateway BEE#3&%IH 17 Citrix Virtual Apps and
Desktops HAFFIERM. i, ERsEFER LA BRBMFATHIZEREm. XA LUER Citrix Gateway £
B9 SmartControl THRER I,
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https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/secure/app-protection.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#app-protection
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82, ¥ Citrix Workspace B 2F# Citrix Gateway BF2M kP, ARSEZET K. EXMERT,
EPIRATERA SmartControl ThaE, RAZ PR ERFEMX. HR, ELUEREE ICA R, Hik ICARE
AIFEMER SmartControl 158k, BRE Citrix Workspace R R#2FF#D Citrix Gateway ZEEAREIAALIF RN,

Citrix Workspace MR #ER Citrix ADC LAN REEHRi1E, AUEBERNESNAE, WA llERHERE
BT RERAERS 2.

AILAER AR A BC B b U

o BHSAE BIRHREINEMEOSREERIERSS.
o ShSHE: AUERREES DLL E— 1M EE M RIERS B HEFEEMIERS .

FILUE LA SRS R EERIERANEM R R IE R A E H IS U,
BXHLRERIFMES, 551 Citrix Gateway XA 5 ICA RIEZH,
BXEBEHIEAENFAER, BSRAHLAIE,

Citrix BRATURI 5 28 — #HHS2f4F

TEINFE BT LAHERR Citrix ERATURI B 288 T HI fF, AR LtIhEE,

LEARASSINT — N ST R HEBR Citrix SRV 5588 = FIS2 . M Citrix Workspace MBI REMBIETT
/InstallEmbeddedBrowser=N FxLUEIEBRAIUN S ESTIEE,

AU ER T A 8EHERR Citrix BN TUX 38 s B

¢ BHRE
o MFREE Citrix BRNTUX 5288 —# HI XA AIRR A #HITH R

MR Citrix Workspace R AREFRRAE S Citrix BRAUN SR 2 FI 4, HEEEEARKEINRA 2002, Nk
AT 2R Z HHIN R EFL AR B EhEH

1287 5 Microsoft Teams S ELZIhAE

M Microsoft Teams £E I kXA, Citrix Workspace MARRFSAEYEENLNBXKBEARER— M I&iA
. WHRAEHE Desktop Viewer A, HELEZHMSHEMRAME O, &/IVE Desktop Viewer B0, REH
ZEHEE,

Microsoft Teams Ayl S 4RiD 284 AE(L B 28

BshHdxTeams. exe #i8 (BRNTE Citrix Workspace FfREF i =2 Microsoft Teams EE @A WebRTC
IRIAS1E) BY, ZHRREERAN CPU T UERTHMNER TSN RERIDD PIR, FTEEREN 240p. 360p.
720p #11080p.

MEETEE T2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe #ia1LEiETT, HERAEE
WETERARERRAIURNNRESHE, AE, ENEAFZEFINES SR INRS B ZENRFLESEDEIERE
BRATREERN DR,
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https://docs.citrix.com/en-us/netscaler-gateway/12/outbound-ica-proxy-support.html
https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/secure-communication.html#outbound-proxy-support
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BEXEERAEESENER, BSH FiDEEELES,

BXER, 1583 Citrix Virtual Apps and Desktops sc#sggMicrosoft Teams it

Citrix Analytics FRS3AUtE3RTHAE

£k 4+, Citrix Workspace AR Al UREHERIMMEHI S LA IP #ikEiasl Citrix Analytics BRS.
BRSERHBRWELEEE. ©EILFEEE) Citrix Analytics RS DR TIRRE SHEHIEXIEEX,

BUAERT, IP#itAER%XS Citrix Analytics BRS. B2, ErRILUERFMRIRmESSE Citrix Workspace [z
PR 2 A It

E2H P it BEER, ESMEIUTEMREEHE SendPublicIPAddress FMRIUSE S Off.

o 1£ 64 fiL Windows HE&#l L, SiiZF HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle,
o 7£ 32 fii Windows i+ 841 t, Sfi%l HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzles

=

AR

o |PithitfEm R EREB R FHRHNE 1, RE Citrix Workspace M BREFE =Bz NBEFHNED
IP shut, {(BFLEnteTaERIER.

s EHHNEFFRIFIER (=TT Intranet FiE17) , BEHREEH S LR URL https://locus.
analytics.cloud.com/api/locateip FINAR &,

Hx Performance Analytics i ERLILESHIFMEE, BESREEBDRS.

1911 FRIFTIETHAE
HE BEINEERY Workspace

AhRARERTF Windows 89 Citrix Workspace N BIEF#1TT ik, MIELHBSFIA Workspace HaEN8E. &
KIFMER, EBEWorkspace BHEEINEE - N,

% #%57 Citrix Endpoint Management 18551/t Windows 10 i&&
AR
B EEMINEE N ARTRSAR. Citrix BIAENRIFE P ER AT SRR I8,

Citrix Workspace M BEFIE A Windows 10 1&& 857 Endpoint Management &3,
AR

o LtkINBETE Windows 10 i8& t =45,
o IWINEE(NERTEE,
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/configure.html#encoder-performance-estimator
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/multimedia/opt-ms-teams.html
https://docs.citrix.com/zh-cn/performance-analytics/user-analytics/self-service.html#select-facets-to-filter-events
https://docs.citrix.com/zh-cn/tech-zone/learn/tech-briefs/workspace-microapps.html
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1909 avETIBINEE

MTEREFAX

KRRASINT —1EA /forceinstall WIHRERERFF*,

EUTERTEERSTLER Citrix Workspace M ARZFHEARAEEFNIMRIAE, EEALFX:

o WIEEMFZZIEM Citrix Workspace R BIEF# 174k,
o BEFALKAREI.

AR

/forceinstall %2 /rcu FxpEE,

BXEMER, BEH “RE BOPNERASH.

BEE /R
2106 HERBEE=E
RIE[EE:

+ R Google Chrome. Mozilla Firefox 5 Microsoft Internet Explorer fE42k3\ PDF 5236, ZidfE
A Citrix PDF $TEDHITEN X AT BE LK. [CVADHELP-16662]

« $iEMATF Windows i Citrix Workspace iARZF AR R 1912 LTSR CU1 5 CU2 [5, KiERIEMAT4E
25K, BAT Enlightened Data Transport (EDT) thiXes, snRiEER@EL Citrix Gateway 3789, N
SHIIkERE, [CVADHELP-16694]

o &% VPN SiBrFFERE VPN BY, 2iA6EAERT Windows #9 Citrix Workspace R R125 B ohii 2 Al 88
25, [CVADHELP-16714]

s ENHESTET, KRB IHEMA T A% %4 Delivery Controller 5% Director, VDA hixzs 2003 RE=
kA& H IR, [CVADHELP-16783]

e J& CurrentAccount EIigE fFME HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle FH
AllAccount AIREREEK. FE— MRS MRUABEEKF B IIEE, [CVADHELP-17229]

s APZEATEFAN, 2RERIEMRT Windows 89 Citrix Workspace M B2 Al gEs kK. [CVADHELP-
17267]

o SN THAMNE HIEENXHTERKK. [CVADHELP-17337]

o EBIESIHAE, £ HDX i T E A Microsoft Teams BY, & NIFMELSAER 5 A BE = INIE A Eo
[CVADHELP-17398]

s RRAFEABEATHXGRIRERKK, [CVADHELP-17438]

BFRRmE:

o FRAPXHBBHENEHESE (IME) EXEERRANEEN, XEAMERKETERBA LANXEEZ N
[CVADHELP-15614]

« $ERTF Windows &9 Citrix Receiver itz 4.9.6 #4; 3 Citrix Workspace B BEFE, SidMBEA
BN AR, FLSE ENTRESERAIERAERE. [CVADHELP-16967]
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https://docs.citrix.com/zh-cn/citrix-workspace-app-for-windows/install.html#common-parameters
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2IRE ping. citrix.com BB EHRAERNIRTTESAK. [RFWIN-22672]

2105 I EEE IR

RIE[EE:

ERERT Windows 8 Citrix Workspace R BiZFE, MARFRIPHERUELTEZBHHFRISFEELE
EERE L, IRSS[BERS (B2 Windows Server 2019) E& %/ Citrix Workspace M ARRFESHI
Iteim s, [RFWIN-22120]

SIR7E Git bash EiETH<LmIiERkY. BATRARERFFRIPINEER Citrix Workspace N AZF S HILLIAE
i, [RFWIN-22187]

RERIARAR Citrix Workspace R EEFfE, &= StoreFront A gE & URBIFKIRT. [RFWIN-22419]

=8B Citrix Workspace N ARFAIfEak K, HAFZERRRE HINSH IR, [RFWIN-22491]
NERREFUERAREFAHENBHEFAHKIZEE, BREEMNRESXBHIRNBEFAIERRK, F
A< iTRERE Citrix Workspace M AEFE, MIRKIEE storedescription, M= HILLE-,
[RFWIN-22510]

M Citrix Files TEX#E, FLIEREBEXHARRESHIME. [RFWIN-22516]

EE R T ERBIFER AP H B2 HSP = CET TH8EMER T, %8 11 X Intel Core 23223F0 AMD Ryzen
5000 R4 2R RN ARRFRIEER RN, [RFWIN-22592]

R “HDX BERfF5H” RISILE R “Bi%”, HEBMAT “EDT MTU X", WERRBohEARFHLEET,
AR ETRRRERUR—FEEEE. [RFWIN-22697]

EATF Windows B Citrix Workspace M Ri2F Al ReTiaM BN AiERF, HREREBRE L, RO ET
Intel Iris Xe Bk, [RFWIN-22952]

£ Microsoft Teams s smtlsfiEIEHAIE, HdXRtcEngine.exe #IEABERTE LN, RRSMEREMN
ZRTRBIEBEFSEMLRE, [HDX-28616]

M Outlook A Microsoft Teams =i¥BY, & NKIFSARIAET ALEHiE1T. EARBEN Microsoft Teams &9
R FIMAR N = HBItRE, [HDX-29558]

£ Microsoft Teams wil#fial, & FATEHEEENSALE, MIARTRESAIFEARE. [HDX-29668]

RERE:

BT HpEER gfxrender.dll, Wfica32.exe HIZARESEIMNEH. [RFWIN-22446]

Rea)E:

72 Citrix Workspace AR ERRARENES £, BEIFEBERNRNAF FIREREBHRIIRES, BX
HAESR, E2A Citrix FIRPLXE CTX307794,

2103.1 FEEZE/EER

BER/SHRIE:

BfEB AT ERRIBIEFIRSM don’t ask again for 60 days (60 XAREHR) HZ G, Microsoft
Azure ZE S BRI FIEERRTHITH BRI,
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} =

=W

BATRENAPRHENASIE, MIEMENASEFEH. NRAFER webview SHI0IE M FEBEE
FEH, RATESBRETEBTEMNIIE, FRAELEERT, Internet Explorer cookie 4§75
BB BUABRT, WEEXFEERS (7 cookie), AIUER GPO MIMZRIEE., NRZMAIE
8, cookie BAREME, HETHEIEFTER,

[CVADHELP-14814]

o TEMANT Azure Active Directory (AD) 89i&& £, ¥ Citrix Workspace MBRRF 2R RN BAREE, A5
BBIH R B REEN, APARRINER. I, TEERHMAPKFAER, [CVADHELP-14844]
Tl
. IHESRETRBAGNT 24, [RFWIN-20912]
RIE[ERE:

 EEEATF Windows #9744 Citrix Workspace M AE2FBE & RIS E, 24 Citrix Workspace [z
AR EHERERIAIET. BAT “XMNARFAR” iR S EBtta®E, [CVADHELP-15654]

o ERIERSB/AMEARED 8080 MiERT, Citrix Workspace MBEFAIAET A EEEI B AN RIEFH S
. HItRFANREESERT Windows 8 Citrix Workspace N AIERF ATRET Z AR ER O M ER
XA 8080, [CVADHELP-15977]

+ AT Windows # Citrix Workspace R B2 F Al fE R REE R IBRAIGE, EIFXIBRZEH Microsoft
Windows ##ER g HILtka#, [CVADHELP-16017]

o ERAPKIEFET ALT + Tab #8, aJ8ESITHERT Windows &9 Citrix Workspace M AIEFHHTAE
M. [CVADHELP-16379]

o BMESRIPFNEOER/VE, Print Screen BT EBREREE, [RFWIN-16777]

+ WRETE Microsoft Teams @IFPERMESBREHTIIM, HDXrtcengine.exe AIBER BRI, R
Fik: EBRRRLNE CTX296639, [HDX-29122]

o ZiA6EA IME #8285 DBCS xXA&BY, ATRERR/TFRI%. Windows 10 2004 ##ER 4= HI LRI, [RFWIN-
20006]

o SHIRHIGE C:\ProgramData\Citrix XHRMNRATEESSHK Citrix Workspace MR EIMEH,
[RFWIN-22753]

+ 7£ Microsoft Teams i@+, SSMAIAEiE4. A UDP RERONSEILRM, [HDX-27914]

BFRRmE:

o B “EH” EF—NRES, EBATF Windows 89 Citrix Workspace MBI RIRET A%, BRRAZER, &EF
PR “BE” X Workspace R BT1ERF. [RFWIN-21518]

2102 FEZERAH

RIE[1EE:
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o UEERAFERBAT vPrefer Emey Citrix Workspace M BEFME LG E EMREFHITFE N A
B, ZNRAEFEIIANTRERER— M MEEERE. NIRX M EEEE—BFE, WEEBTHZEAER.
[CVADHELP-13237]

 BA vPprefer &£If5, App-V i AEFRIRERTTInIZIRS 8 L5, MIFEAUIRS 28 LB, [CVADHELP-
15356]

o DBARP s HIBIRMENBIEFZIES, StoreBrowse.exe ssSARETE B R E A BN BIEFNETIXR,
[CVADHELP-15952]

« Y EnableFactoryReset FMRIEB RN False B, EiXEH Citrix Workspace R BEZF I gERK
HETUTHIRER:

teInEEE A,
[CVADHELP-16114]
o BEURENRETTRET AU E CDF 8B%, [CVADHELP-16587]
RERE:
+ Receiver.exe #IZATEEREIMEH, [CVADHELP-15669]
AP fRm:

s EAPXRBABRWNERER (IME) EXAEPRANXNAKE, XATERKETEIRBE EANXEEZ S,
[CVADHELP-15614]

2012.1 HEEBEHR)A
« % Citrix Workspace R B2 MhiiZs 2012 BHIEFFIESHRALK, HERUTHIZES:
“Could not load file or assemble Newtonsoft.Json” (FTxmMEX#iEFE Newtonsoft.Json)
1R 1£ Citrix Workspace MABEFHNEERLENLA EESA T BehEHMNA S HIIL A=,
fRRAER, M Citrix T @ & Citrix Workspace MBIEFHRZ 2012.1 iESREH FohLEE,

[RFWIN-21715]

2012 EEE IR
RE. HEH. ALK

o ZiXEAFheIZaRES RIF Citrix Workspace ZBRFR, ZIREAXFTRERWBIER, REEMIE.
[CVADHELP-15397]

RIE[EE:

s EZRTHRIMEH, RHEAUAFREATEREEK. EFNEFENEEXITEN S NI, [CVADHELP-
13614]
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o PUTUTRFZ—BY, AJRERHIREEEIEE:

- f#F Storebrowse &% M StoreFront 1% ICA X1,
- A ICA X EIRBER, MIEMNEEREE.

[CVADHELP-15221]

 ENERGEF, ZHERAFEREFNRESANBHINAEFTESIAK. IREATSMAR -1 KB
FREFRE], MaBmikia, [CVADHELP-15576]

« ¥&ATF Windows # Citrix Workspace AR REENERIKENEZIFAEK,, MRM Citrix
Workspace AREFIEHENER, NABEKFPREFERXN—IRABEKS, MIERANMEKF,
[CVADHELP-15728]

o 23%7E Microsoft Teams BIEFPHEENRETREESHER, [HDX-27041]
BPELE:

 E3HEAF Windows B Citrix Workspace ARF#HITEMRERFNETEARIISGHRER, ZidB
MRET LK. RIEEMEREEEAEENEERSE L. #/A Citrix Gateway URL F2& Desktop Lock
B = HEL LR,

AR

B %A Citrix Gateway URL #1 Desktop Lock B2 & i& B F Windows #9 Citrix Workspace iz
FHfEFE, 1 Desktop Lock HMZRiM— B BN HMER. MRERRIFRKEE, EEH
Ctrl+Alt+Delete GERT¥IEM) 1 Ctrl+Alt+End GERTFEMN) E8.

[CVADHELP-15334]

« MR “BDPI"RER “R” & ‘&, WiEBHKERIER, CD Viewer TREZHRMELTTRAIRET Em LY B
WACEEiS &M HaT DPIigE., BFIg&ER DPIIEEART 100% B HtkipRL, [CVADHELP-15418]

« ¥ Citrix Workspace 22 MhRs 1912 AR EIhRA 1912 CUT 5, AREFRZERIRERIE, KAFE 105
A gESEml. [CVADHELP-15766]

2010 FEZEMNIRHA
g

o FARBEREN, 2ARNEXREEESERIEE EBEM Microsoft Excel —i2iE1T. BATRNARFR
IFThRERT S HELk R, [CVADHELP-15410]

SIE[1EE
« iEMATF Windows B Citrix Workspace A2 MhiZs 2006 A4k ZIRR4s 2008 EERAE, HiXEE
R ARFAIEERRK, BTIERE (FINHeEE) HERINITEN LIRS, [CVADHELP-15988]

- BEATNARRFRIPINEER, Pause/Break #1 Num Lock s#agEmrst RIER, [RFWIN-20083]
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« EEMATF Windows B Citrix Workspace M AR+, FERAMAREIE URL RSP, K2 RUTE

RHES:

“TAEERIRS S, 7

URL 8&AEFERSHILtRR,
[RFWIN-20907]

o Microsoft Teams fifk: EZERBIEEREES DPI WBENEBRED, FHREHEOARETEAEEI . 3
— M ESARERRNEEREED, [RFWIN-20854]

« EERAT Windows B9 Citrix Workspace R FZF @M X g B 5 #5EhRY, FEBIREIS U AP X mIEE
EETR. [RFWIN-21069]

2009.6 FEEENRE

« fEM VPN &2 Citrix Workspace R BI2FFHEZ R N AIEF ST, RIFIRIERTsES R, [CVADHELP-
14418]

o MREHAEREE HHRSERNBE R TLE Citrix Workspace ABiER, NTESLERE. YEMSH
EEMRBPITFIRESXNEINEEI P, SBTRE, Citrix Workspace M ATER 1907-2002 ki As=
HItia @, [CVADHELP-14940]

s ERATAMREEIAENERLT, RITARETRLTERBLAMNRENIMRT. EBit, ZREHEEEW.
[CVADHELP-15104]

« =i{7EIET Microsoft Teams WE A HLFIMRIERRAMERATRERKK. [RFWIN-20051]

o FSESEATRERESMETIAN S EE, BSMREXETIEBE AT, & Delivery Controller LEAEIEH
FRINBERY, =HBItA, [RFWIN-20557]

o ¢ Citrix Workspace M BEF/G, BAIXKIEH e iEs B % > Workspace R B 2R E4%. [RFWIN-20589]
o ZXHRIMEPIHZMHFRE, Windows 22 5HIRIFRRATRER2HE, [RFWIN-20599]
o EHEFR, BRAERARESHRIDERSINABERELEES IE. [RFWIN-20673]
o ERHEP, ZHERINEUABETESEY, HERUTHIRER:
“THEEDIRS S, 7

Ft4% Citrix Workspace M AZFEREILt @, BRA%ER, BE Citrix Workspace 712 siipREL
FABEKF HEFHHFIM. [RFWIN-20834]

2009 FEBERE-E

EhRZAERR T BB T o B M RERIAR E MERYIR) L,
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2008 EEERR-
RE. HEH. A%

o ZAERBAEMINEERB5hEH HDX RealTime Media Engine (RTME) L& Citrix Workspace Rz 12
FrRIgEaR M. RTME TEALEISHAR4AS. [CVADHELP-15047]

BR[BHBIE

+ ¥ Citrix Gateway E2& »i@id Citrix Workspace B2 ZiF8 R %R (SSO) B, SSO mlgEakM, LA
FEEZEBEE%. =M & FR/EFHN, sHBltEE, [CVADHELP-14564]

RIE[ R

o« 1ERBERE Citrix Workspace ZBREFHER TN “Fi8” XEBHERHHNNBEFEN, AESHREN
&0, R’REERT Citrix Workspace AR, INREGEA CitrixReceiver.exe &< PNA #itfi2 &R
STOREO, MIsHIMLtiaA, [CVADHELP-13916]

« 1£ Citrix Workspace i Ri2F+ /S vPrefer itifE, ZidE5h App-V BREFAIAERKMH ERUTHIR
HE:

TERTH
[CVADHELP-14039]

« 7% Citrix Workspace MBiEFE, SEFAREE HDX MediaStream for Flash (170, Flash #1 Flash2)
MEXAEMRETEES MEMTRIZE HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
ICA Client\Engine\Configuration\Advanced\Modules\ICA 3.0\VirtualDriver
bR, LhiRRAATAE S S BUEREA K, [CVADHELP-14850]

« £/ Citrix Workspace A2FH, BYRSEATESEREER— T =ARE. [RFWIN-17563]

RBF&R

« EIEATF Windows 89 Citrix Workspace R R1ERF EERNARRE URL ARk e, aJ8ERERKET EA &8
FER. Hiz URL 881505, sEHtkRM, [CVADHELP-14051]

2006.1 FEEEREE
REEEM

« MRBATHRBABTEER (BCR), RIFRAAS, FRELREENELANRAFERPENE[AXE, TERIER
HHtkiaE, [CVADHELP-12922]

o« EREEMK URL B, URL afeeR=EE@E VDA, H A Redirector.exe #ZE/MNEE, HEMUTERE:

INVALID_CRUNTIME_PARAMETER
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[CVADHELP-13197]

RIE[EE

s BEIFIRERERE, SMERIEPTEARTMH, [CVADHELP-13297]

MRFERATmD AR IEmA N BEEFRMEEERT Windows # Citrix Workspace M AERE, MHIBRE
MARERE, “BR” AT EB THENARE. [CVADHELP-13805]

o EWBkIHET, YEEHEshR1ERN, Citrix HDX Engine AlgEsESMEH, [CVADHELP-13915]
BRTZESMRIEHER “Windows £2” MFEERN, EENBEE#HITEHRIEN, F2ET Active
Directory Bt & B1338IEARSS (ADFS) 33i%1E, [CVADHELP-14316]

s IEEATARFRP, SltERENREREMAIAERMIN, [RFWIN-17455]

RBRE

o HEZABINERTIRIEN, wlica32.exe #iZRTgERRIMRE. EATF Windows i Citrix Workspace [
FAEFER 1904.1 lRAS I, [CVADHELP-12807]

BRRE

« AERFTRESSHESEMBHNGT S, NRNHFINEARER, EEESERNERTRERARRE, BHAR
NMAEFEIR#NGIS. [CVADHELP-13071]

o BiER/MEBE AN AR IARIBEHINAREFEN, NARFNERTEsNESERER, [CVADHELP-
13293]

o BAXIEPAIRES B REIMIERT Windows B9 Workspace W B2FEl#R. [RFWIN-17499]

2002 FEE/IRZA

tbisdg: AT Windows B9 Citrix Workspace R AR 1911

HDX MediaStream Windows Media & [

s EZERBINEAR, HEEAFRIERERA Windows Media Player 3 MP4 34REY, ZASARIREREEE
mes LIEEEN, B2, YEEERBEHIEMFRN, ERY RISET DisplayLink EZHHE 2 REwR
I RERE LTS HIAER, [CVADHELP-11848]

RIE[ERE
o ZIAFERAPUREAEEM HDX RealTime Media Engine E#iZ#%5I&iE8Y, HDX RealTime Media Engine
AlgERESMEH, [CVADHELP-12605]

o ERGHNAEFWEFZEENENERIESSIEREN, wfica32.exe #iZrTsEaEIMEH, [CVADHELP-
12855]
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« REREENGE, 2EURSEMTHE,. YERHBABHKIEN, SERMMENNEETIERRE, HIMN
ErhlTRY S I, [CVADHELP-13017]

s BATAMARZFHAA Desktop Lock Y, Zf&#z Ctri+Alt+Del RERITUIRAFIHAER, AHAFRIE
AIREREMEE. B2, HRSVBIJNEFZHWEMEZN, VDA 2EEEEFEEEISENEENER L, £E
KIEARRER, [CVADHELP-13046]

o TENAREFEORERSMNEBSBETHRISERE, BREFHEAEEOK\ N1, [CVADHELP-13108]

« Workspace F HEFREESRRHFABNNERTRESXEFNEEZRE, NREFFATH,
Workspace [z A28 BROREUZEIT, XHEMETURBERRES NIERER. [RFWIN-15501]

s ZHBEHE “WARBEER” K (EHENRE > EEEIR > £HEERR (ADM) > Citrix £ > Citrix
Workspace > AF#&RT) B, RARRTERAN URL FHENEKE, BMEEREA URL BENNAEFHE
EEZA . [RFWIN-15867]

RGRE

o #%k CDF IRERAY, Receiver.exe #IZmJESEIMEH, [CVADHELP-13077]

1911 HEREREE
RNEEEM

s BEANEAREERAREGE, AFi&&E LE1TH Internet Explorer AIgt 2 EREA P NESHE Lo b5,
Internet Explorer % 88E O HIERT A, [LD1924]

RE. HEH. A%

» R4 7 Citrix HDX RealTime Media Engine #&##ER T, ¥ Citrix Receiver for Windows F4&Zhk
# 4.9 LTSR EREME, R LEEHRIE. [LD1814]

TEEN
s EELAHHNEARFEFIAREON, ERGHNARFNERTESMESEHER, [LD1868]

RIE[EE
s BRTHYARFHRNISEMES, SHBHRIETERAK. Citrix BRREETHER, B5 T8 M ‘U
FER” R —RES, I, BRWIELDH, ABRRIKELE, BEBMATEE, BHEZ. [LD1124]
- BERIEFIHENERE (ACR) EMEPHETRSEEMERRE, AT HIHENS BEATEREIN AR

Ri&. Y DPIEAFIEELKRIZEEN 100% B, LUKTE “EMF Windows 9 Workspace LR ">“H
REEI>“E DPI” TUE Lg% “27 B, SEHlttia, [LD1423]

« 1£ Citrix Workspace BEZFHERT “Vprefer” MG, BAHMNNBIEFTESELSMER, BIETHE
KIBRILUTF AN

© 1999-2021 Citrix Systems, Inc. All rights reserved. 21



iBEAT Windows B Citrix Workspace R BiEF

- ZAB{WBEFLYE, 0, %computername% fEAGLITERFcEREF KT R PC12345,
RFIMREEFRRYT B, a0, %computername% fERSHSITERARYT BEIAHE P imitET L/
PC12345,

- MRYTERRREEREFT . Fia, A selfservice’.exe -glaunch IE1T http:
B, s 1T8EER “lexplore.exe %*” f£i&, MA=HELZEF K,

[LD1450]

o SR FEARESEEEM HDX RealTime Media Engine E3miE#£5I41%m¢, HDX RealTime Media Engine
BIREREIMBRH. [LD1655]

« EAERT Windows B Citrix Workspace R RIEFE, MRER/IML. BALTARSEA), KRERER
fER5RmES, [LD1656]

o E#F USB 2.0 #5008+, Plantronics Blackwire 320 USB E#lATgE& M Citrix BEIMISEHIRPIEK,
rERuBEXSERENZE R SRS HIEZ, [LD1864]

« EFEATRERERSAN VDA EE—MRRPIET, MEATHNAREFESE - TRRPEBETHNEKRAES,

ARESETUTHIRER:

“Citrix HDX Engine has stopped working” (Citrix HDX Engine BE{Z1LiE1T)
Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine EF It TERESHZZFFLLIEREET. BEXHAZER.)

HEERAREEEXENEENE=ZANBEFAMFRANEFRREEMERNANE—RRKSEN LT

1]
[LD1898]

o REE=FNAREF RTINS ENTENAREFEIT. B0 (51, WS_DISABLED) RIEH
Rz AR = H R, [LD1912]

s BRAXMNARFILNGE, FEATHNREATEHAMRENE =S NAEFN, AU TER:

- /B Desktop Lock /&, MARFAGEERAKNR/NMEIREE LA, ERIBE B HESERHNA
BT RN ABERF.

- ZH Desktop Lock BY, HENEO (FlI/ESHIENEEED) HARTFERMUE, B2, FEOHK
KA, BHFORBEIEIEOEE. THRERENTORAZE, HBEBEORZHAER.

[LD1979]

TN ARFEONER 2 AN B HAREE, BEFNAREOA/ AL, [LD2124]

« N8R SelfServiceMode #5&i&E 7 false, 7f Citrix Studio P2 AN AR, WEARFREARATGENS
BRTE “FFA” Htarh, [LD2126]
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« 73 CtxUsbm.sys BARIEFRIEERRE, CtxUsbm.sys hHIREHRAIGESSRENER. i+, FET
B “IRhiZFEIIEER" RSEEFIFERER, [LD1973]

1909 HE~BENF)-
RIE[ERE
« TERATRERERSN VDA ZE—MRRPIET, MEATHNEAREFEE - TRRPEBETHREKRAAES,
ARERBERUTHIRER:
“Citrix HDX Engine has stopped working.
Exception caused the program to stop working correctly. Please close the program.” (Citrix HDX
Engine BFLLiETT. BRESHZIEFFLEREDT. BXAZER.)

LEERREEEXENEENE=ZANAEFAMFRANE A IRREEMERNRINE— KR KSHEN S HILT
i@, [LD0479]

o BEXH—TETRE, ARRNMMSEACEARER, BERBHEMN=TREDITD, JRESHIRTEER
B, YEEXHTENNSBESHADHERRNSHILRE, Wh, EREREUEEEENEEITETNS
HIL A, [LD1558]

« fEAERATF Windows B Citrix Workspace R AR 1902 SiEEMASE, RiXBEXEMNE LGN ARER
SHIRm R REREK, [LD1972]

« {#A HDX Optimization for Microsoft Teams B, ¥ Userl Ezh5 User2 MIMSHEIE, AR5 User2 £
ZREA, User2 alReeB SN E MIERZSHE, [RFWIN-11863]

+ f&/ HDX Optimization for Microsoft Teams B, =i Userl Ezh5 User2 BMSTEIERT, #AFEBEILL
REIFIFERIN S, B2, & Userl A5 User2 HEREE, User2 AJgesBEIREMIFLERE. £ AMD
g FEIDBIERN S IR, [RFWIN-11866]

+ {#/ HDX Optimization for Microsoft Teams B¥, ¥ User1 B&15 User2 BISMIEIE, ARG User3 7xin
FMIEIERT, Userl AR REIRERTHEE, BAlt, FIERFNIIRESBERAEE, [RFWIN-11875]

« f&F HDX Optimization for Microsoft Teams Bf, % Userl MEAMNBIEFHERHGLHIEES User2 iy
PTEIE, AR5 User2 £Z=meY, User2 aTRERNERIZREMIE Userl 895 E, [RFWIN-11952]

o 7 7 Mt R B® B HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client)\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\HotKeys H,
Y EnableCtr1AltEnd E4%# DWORD EIREN 18, TXxBHEAHEHNSEE. [RFWIN-12091]

« {#£/ HDX Optimization for Microsoft Teams B¥, Desktop Viewer HERE AR GESER N B EIIE
TEELmN, HEELKRIE HDXTeams.exe #i2, [RFWIN-15231]

RBF{&R
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s ZVMNARREITIETREMEHEFEELAREFER LN, ESEMRIRNEREHENRS,.
EE: MREFHEM Flash X Windows iRAEER, ISR AL AERET. [LD1030]

o EFEP IR BEFRENRETRETER TREER—FRMZW Citrix Receiver, [LD1427]

+ M Internet Explorer 55h VDI S EmHiEEixigH#3 VDI KEmE O, VDI KSEIERAIGERAEAER, HE
BARME T IS EIEIESREE. [LD1486]

EAr)
2106 HRERM A

o EEATRSESLEIENNEBIET, ErELABmER. unicode AP KBEILAM, [RFWIN-23439]
o SAfEE VDA LREMERT Windows B9 Citrix Workspace N BIEFEEBMEIBENN, MERENT
e HIMMAE, [HDX-28691]

2105 FRIE XA

o ERIEHRE, HEBHOREBHHMNTHRERN, YeSERSE THMRAHEESTIE, [RFWIN-23152]

2103.1 B2 HNIF)RR

. BBIRSEGHEOANT, RIERINAETEANARERF. £/ Intel Xe B RNSHIMLEH, XEE=FR
%, [CVADHELP-17005]

s ZRFABE. PXHFHE IMERSFROUELEZEETLF. BEFOELEREUE, TSN, FH
CVAD £i&#0 SaaS M AR AHItEH, [RFWIN-21158]

« ZidiBH Citrix Workspace M ARIEFRIGER KM, HAF SRR TRE LN SE LR, [RFWIN-22491]

s ANAERFEESAREAXHENBHTFAHIEEE, BREENRESFXBHNAEFIERRK. F
&< iTRERE Citrix Workspace AREFE, MRKIEE storedescription, MsHmithia),
[RFWIN-22510]

+ M Citrix Files T#.txt XY, HBEXHZAExHIEE. [RFWIN-22516]

2102 2 RNIE=H

o ZiHEE ICA RIERRERK K. HRERSRERRKO 8080 MAEHEXimA, = itia#, [CYADHELP-
15977]

s ENARERIER, HEE Microsoft Paint PITHEHMEIRE, Microsoft Paint N EEFEMAETIZA
REE TS LML, EHEOUEXN TRHRIENSEILEA, [RFWIN-21413]

o EEZE T Azure Active Directory ZE 5538 (MFA) B98N L, BMEEERERFRIFERIREN 60 XK
THONER, RFALXERERET. [RFWIN-21623]

+ TEBMA Azure Active Directory #9it 8 £ =5 R Citrix Workspace ARFAIfER. K. KERSH
iR RS MR, [RFWIN-21624]
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s BHEAGHNRERIEN, BMRSEGHNESEREREFS, 1 Delivery Controller LERaA#N AZFH
)RR, SHTLtkEM, [RFWIN-21629]

o £/ ALT + Tab BN E O AT E2 S Citrix Workspace WBRFERTARR,. EFOKER TR
KIERN S HIE, [RFWIN-21828]

o NREE Microsoft Teams @iEhERAMLEIRENEISA, HDXrtcengine.exe ARESTBTMN, AR
Bk ESREIRFILE CTX296639, [HDX-29122]

2012.1 HB9EA A

FEbhR A B R TR,

2012 gy RNiE R

o MREZHARZRIFVEARFFMIWER, WARSETUTER: “CHEARFHFIRTA..” ARRE
WEN, BETUTHEE: “TEFNEBERF. ~ IREWERRREE, RRPFOZARFRBELRLATIL, BX
ERE MR P MIER. [WSP-5497]

s EEATNRBABTEEAM Chrome J%E2sH, TP HITHINEIN-EHTEEN, ZAM-RAIRET AT, ##
R7%E7, 12 Pop-ups blocked (FALT#HENO) SEEHi%E Always allow pop-ups and redirects
(REAFRETOMEEM). [HDX-23950]

« ¥ Citrix Workspace R RT2F MRz 2012 BRI EHAESHRALK, HERUTHEIRES:
“Could not load file or assemble Newtonsoft.Json” (FE&mMEXHHiZF5E Newtonsoft.Json)
R 7£ Citrix Workspace MAEEFHNERERLENLA LER T BaEHMINA S HBIL R,
fRRTER, M Citrix T fimE 3 Citrix Workspace N B2FERZ 2012, HESRAH FohRE,
[RFWIN-21715]

o MREBNARFE, ABREERT Windows 1 Citrix Workspace M BEEFHITHEZFLRE, WA
BFEFRETENEH#ITHENRSR T, [HDX-27504]

o WMRMERFEAT Windows #9 Citrix Workspace B BEFHEREEMBES N BERF:, ZNBAEFEEE
= “FHR” e ARG TR, [HDX-27505]

2010 FrEHiE)=E

TEUbhR AR E R IR,

2009.6 HRIEHER

o SR BMEER A Citrix Workspace K BIEFREASEaBa AR, [RFWIN-20692]
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2009 FryERBE

FEbhR A& B R TR,

2008 FryEA R

o BIEZFRIPNEOBR/IVME, Print Screen BHOAIEELTEHRAREEE., HULRHMEN, HREHEHSE
Citrix Workspace R B#EF. [RFWIN-16777]

« HIFEERFEA FastConnect AP EREY, BEIRSEONT. BAFAEN, EMBTIEF Hi%%E. [RFWIN-
19804]

o BEhEMRIPE VDA 2136, RMEIEESIAERZHRIFN VDA LHRREEEE. [RFWIN-19823]

2006.1 REFNiA)H

« Y187 Windows 2012 R2 i+ &M EENE R A ERMTNEE, ZARSE 38 EREM Citrix Workspace M FBIZFHISE
BB LM, [RFWIN-17628]

2002 FRyEFEHR

o YZRIPH Citrix Workspace AR SIER/UE, ZiXERM Print Screen AR RE T ERI KM,
[RFWIN-15155]

o HIEEBERHNRIEMAMIEE LB Microsoft Word #H Mk pIBRE AR GRS, fE45iig® BRI A
EBENHIUTHEIRER:

EREEH Citrix Workspace FEFHTHFIXHNN BIER?
[RFWIN-15884]
o SIEBAT SSLK VDA LEshaiEa ek K. [RFWIN-16129]
s ERFRFHKERIEFR, SRENEEZRIPIENFEEERTERKK. [RFWIN-16704]
o EETREFAMER GUI MIBRERARIENTR (GPO) BIRERF MBI AR E#41= 5. [RFWIN-16754]

s SHBEHRFRFRIFEFNETHESSHRIEERH, [RFWIN-16784]

1911 R ER AR
« TEER DUO B1450iEi%#%) StoreFront, [LD1497]
s RFEEFOFELMEFE. [LD2089]
o EMERGRFR, RIETRSTSLMWR, [LD2185]
« BEEHBEFHEA USB EEAEANSIEEGAN, RIEETEEMN, ERER, [LD2432]

s ERIEEEIEAE, #HEFERIETER... HE, MIBEENRAERFEMR. [LD2450]
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« BB T Dell Wyse RAM B9& 47, Citrix Workspace R AREFRELRMH SR THIR:
“BATEITFHEERIREHXMH,
[LD2480]

« EZRTRIGEH, XARREERAER, [LD2484]

o YEERFFICHESEERTENN, ESE—RNEIRTME, AGHIUTHEIR:
“EEE T,
[LD2496]

o ERARBYKRERRKEENOABTEERIE, HEUHEFEA URL BENEAGNAREFIREEHE
WY, ERERKL, FERUTHR

“REEAZERMITIR, BHEE—DFKERMIZFIR, 7
[LD2510]
* 7£ Microsoft Teams &il#, LTFMILEBERNFE, BEIIRTNRATRESIAEINE. [RFWIN-11993]

+ 7£ Windows 10 RS 6 &4tH, HER UDT iREBNXHEAM A IERSEAMEN, BAMXMINETRETELE
BiE1T. XBE=AMR%l. HAH%H, 7 DDC LEA HDX BERFHIEE. [RFWIN-15116]

o HE—FRRE—NERPER, B MERHRAN, FHRFBMEMM “17. [RFWIN-15395]

o 7£ Microsoft Teams /1, MFAFRSEMEEEME, EISAMK BN ERIERE, [RFWIN-15539]

1909 FHIE|E)
s BRATWNEABREERAG, Internet Explorer B AORSHIERI . [LD1924]
o £/ Ctrl+Alt+Del )it AR HEREIMEZISIEN, SELEEMERHTELWE, FINETUTHER:
“BEZIRE’
[LD2063]

o TEEMRGRIERTIE SelfServiceMode £Ti& B False H 2 HiRINEY, MARFRESXTEM “FR”
ks, [LD2126]

o XFiBig 2048 MFRHI URL, URL EEMKRMK. [LD2210]

E=7E
&R Windows i Citrix Workspace 125 FTRE B & RIB LA T XS E X IR FOHITIFRI B = 53014

iEATF Windows 89 Citrix Workspace B $E=5%5E (PDF F#)
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RGERMFAM

June 29,2021

3R
* =ik 1GB RAM,
« .NET Framework 2{EExR

- BBRSHEGEE NET 4.6.2, IHEHAFEM Workspace B REHGSITITRMBIINAEFNS
H. BXEMER, BERAEAGITEN
MREERLELFALE Citrix Workspace ZRI2FF 1904 XESh4s, 1B.NET Framework #9#4#&
kas7E Windows R4 AR, Citrix Workspace RBRFRERZFE THHREFRERAMN.NET
Framework.

AR
MEEZ A FRIESERNRLELF Citrix Workspace MABTERF, BFR4i+3%%E .NET Framework
4.6.2 WFEERE, LEFEK.

o BHhRZAH Microsoft Visual C++ Redistributable,
AR
Citrix BV E B R R4 Microsoft Visual C++ Redistributable, &N, AE&iZIERAIAESEIN
EfRMIRET.

B ks 1904 &, Microsoft Visual C++ Redistributable %42 & Citrix Workspace M BIEF © %
BFIT8, Workspace AR RELEHR, REEFINVERSAHTESEFE Microsoft Visual C++
Redistributable 27 &, HEXEH#HITRE,

FE
LR FERIESERNREEE Microsoft Visual C++ Redistributable 4 @i & g h % 3 Citrix
Workspace [z A2 RIRER KK,

NEEERAEBEE Microsoft Visual C++ Redistributable 125,

B%X.NET Framework 5§ Microsoft Visual C++ Redistributable L3RItk rEHE, &2 Citrix &138
X E CTX250044,

REMIIE

Citrix Workspace MABEFS HaiFrE =215 Citrix Virtual Apps and Desktops # Citrix Gateway HrERZ,
XULERRATE Citrix 7= a4 m A RRPIH.

iEATF Windows 89 Citrix Workspace RREF ST Windows 1#1ERFARRE:
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AR

« Citrix Workspace R F#2F 2009.5 R EShRA A L E R IFHIRIER G LTRSS

« BhRZx 2006 &2, BfFLE3t Windows 7 8932,

« Citrix Gateway End-Point Analysis Plug-in (EPA) #£ Citrix Workspace £ #, 4 Citrix
Workspace R B#EFH, NEER nFactor AR A ZX1F. GXFMES, B2 Citrix ADC X
B TRS D IR S B30I EPA 13#8ECE 7 nFactor SHRIEHM— 1M AR,

1RIFRS

Windows 10 32 {iifll 64 i Enterprise Edition, HX%%&8 Windows 10 ki Ami#4iE S8, ESiH Windows
10 5:&ATF Windows &9 Citrix Workspace M AEFHFRAM

Windows 8.1, 32 {i#l 64 fiikk# (&2#E Embedded Edition)
Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2019

Windows 10 Enterprise 2016 LTSB 1607

Windows 10 Enterprise LTSC 2019

Windows 10 loT Enterprise *

Windows 10 Home Edition**

* ¥ Windows 10 |oT Enterprise 2015 LTSB. Windows 10 loT Enterprise 2016 LTSB. A&E#. QIEEE
. RECIBEER.
AL EBESHIIE. Desktop Lock. FastConnect APl LUK EZMAEMN Windows HEHKEE.

Windows 10 5B F Windows &9 Citrix Workspace N Bi2FH#E ¢

%% Windows 10 #2E& 45, Microsoft 3INT —M#FRmAEREE. SEBMARS Windows: Windows ENRRS.
MINEEITERIThEEE R (1703, 1709, 1803 FXERA), HEEEMREBMMEFHFITEIREFHMP, ATLUER
SCCM HH A EIET AR B XTI,

TRYE T ZHEHM Windows 10 ks,
AR

o BRNFEG RN Citrix RS LREDFFEINERR A
« —B Windows 10 i &R EIARS L IEIRES, ZhRABEREBH Microsoft 2 #ARS H = #F. Citrix 2%
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EHFEEZIFNRERAPEITERMG. Bx Windows 10 BRSLIEWER, B2 Microsoft 9
Windows & & BHBLR N .

Windows 10 Enterprise

Citrix Workspace [z f#2Fhk4  Edition fr4<S RERAS
2106 XE=HRAE 21H1 19043.928
2012 EBRAE 20H2 19042.508
2006.1 REShRA 2004 19041.113
1911 RESRRA 1909 18363.418
1909 &EBRA 1903 18362.116
1812 hE S k4 1809 17763.107
1808 MEBIRZA 1803 17134.376
Er] R =8

TRIRMETHXRE Citrix Workspace [ A2 FFr R R = 889415 B

RERE PR R
EfRE 572 MB
FH% 350 MB

Citrix Workspace M B2FRE TR REMBNHETE, ZRIETE LM RERARIIEPRIT

=

AR

o ZREFNERERTEEEWHETERITESE,
CHMRERTREIBPRAGNEEBTEAE, WAERZXIEE, MEBE CTXInstall\\
_TrolleyExpress—\x*.log FiEFEIRHE

B, IEBNSHIIE
EE

« HTTP R B&EIE
o HTTPS RZAm@IE
« Citrix Gateway 10.5 RES R4
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I
pES =
iEATF Windows 89 Citrix Workspace M AREFELE#HFE R, BFSZHENEH. Fit, IEREMEED
HEHBER.

- TA (BER) B
« Root

o BEFIEH

o FRIENEBH

TH (BE®R) iEH

MRITEFEMX ERET TRIES, BA7EiHE Citrix BRMAFI&E ERRALBNEBNRIITNE BIIRIES,

AR
MREZNTTARIBTEMXAER (ABAEMZHEERRESRIER), RAKETR—FZE, BHZIERART

5. MRAPERZRESHES:, WERNRAEFBILER.

RIEH

NFINT HRTEN, JLUERARENRERERD LFMEE CAES,

TR EN, ARAUE—INEEXTERGBUN RH%E CAIER, BSRAEERKRURSHE.

BECTHIES
BECTHERER—HANE MRS LER.

Citrix Workspace N BiEF L FhBE I, DRREALNLTSRBERBERER. SfFL, AU ERBER
IR, MEXAERESRAEAESAEM (SAN) I BHNRSH[IMIIRNIER. AEIEPMEANBNAIERTEL
A 7 ST A X EETEH,

HiElEH
MRERIEREPEEPEIES, KIRZPERERHME Citrix Gateway RSB 2IEH, BXER, BHSH REHE
IEFo

SHEIE

3t StoreFront # 17519383
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StoreFront.
Citrix Virtual Citrix Citrix
Apps and Gateway %i& Gateway |
AT Web#y  StoreFrontfg Desktops (& HBT Web® StoreFront iR
Workspace Zuhm (FH) ) Workspace Zuhm (FH)
ER = =
1 = = = =" 2"
IBEE = = =
Eoge g 2 = -
WE S P e 2"
(I3 + Z2<Sh)
SMS 2" 2"
BEEE = = = =
RFIE$ 2 (Citrix 2 (Citrix
Gateway #ff) Gateway #&f¥)

* IR EREFARE Citrix Gateway 19T,

AR

Citrix Workspace M AiEF2#5EH Citrix Gateway Z StoreFront ARSHNEZHRIE (1 + 2SS

h#) o

IERmETIE

IEBmREFIR (CRL) s0iF Citrix Workspace NARZFRERSBNIEBRZEERH. REIEPEETFHERSEN
MEBHEIE, REAFIRESRSH[ZE TLS EENBER 2N,

AIEZMERIEA CRLZE, i, aTLUk Citrix Workspace N AEFEE A RREEAMIERTIR, ol
BENEREERMMMEIERTIR. o, ETLUSERBLENFIEENRBRERIETRE CRL ZEARITFBFER.

NEBERMITENPEEIEPRE, EBH Citrix Workspace R AEF. HFXFFE Citrix Workspace A%
(BfEEERD) .

BXFAER, BBRTLSED.
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REMENE

June 29,2021
AILGEE L T AR &2 Citrix Workspace M ABER:

o M TFHTE F& CitrixWorkspaceApp.exe L&, HE
s MRATWTHAE (GIRATA).

AET U T A ARER G

o IETETF Windows WX EXLERS, 5
o FAGSTRABALERFXHGR. REMSNRERM, BXEAGITRERE Citrix Workspace R
EFNER, BRRERDSITEH

ERBEEANIFEERNRHITRE:

Citrix Workspace M EEF I LIHAFMERRRE, NHUEEAT Windows 89 Citrix Workspace B2+
REESMIIER Citrix Ready Workspace Hub A B &1 GXR,

THRERT USBRARAF FHRE Citrix Workspace R AEFRMNESR:

REX T REIERT

BER C:\Program Files BRSKRE
(x86)\Citrix\ICA Client

BF %USERPROFILE%\AppData\LocatEGriRiEA
Client

AR

NBRFAREEAFRENLG, BEERBIIERE Citrix Workspace RAEF. HiTENELHEMRERF
TENLE, REBUEERSHRE Citrix Workspace R 2R,

FERETF Windows HILEIER

ALUERER U T AZEF&EIT CitrixWorkspaceApp.exe ZERFEARRTEERTF Windows 89 Citrix
Workspace M B#ER:

JEA
N

BHE
o Windows &iRE&EE2R
o WR1TEO

it
=

k|

40

ZRNBERT, REEFASMT %¥temp%\CTXReceiverInstallLogsx*. logs,
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1. BEhCitrixWorkspaceApp.exe XH&FHER,

2. FiEHES EULA, ARH%Ee%E,

3. EAEEEENRNEMNFITTEN EHTREN, SER—MEREWEER. EXFEMAER, HSREE
b= g Erall

4. #RBET Windows WREREFTRRE,

ERBLITEH

I LUBSIEE FRIM &S STIETRBAE X Citrix Workspace AR RERF. REEFOBERMNRERFZAE
BEIASZIRNE R, TOEREEEFXMG. BRHEURBHEZ TN AREFEEANIEITE R,

ZfEA Windows f<17%% Citrix Workspace AR, ERMH LRI, AR, BE—THPRARERFXH
B, REGLTHNLEREN. TEIIHTAIANREGSHEME:

CitrixWorkspaceApp.exe [commands] [properties]

mRITEHIIR
SHRABDRNT:

I 9§ 3
o
W W
o Mk

o
=<
g

BESHR
o BEBMAFAESY
o SMHRIESE

ERSH
o /728 /help - FIHABEREHLTHEML,
o /silent - AREISEFRALREINEENRT.

« /noreboot - FREIEFRILBRENRBET. RIEETENBHRTH, RFHEKREH USBREE
EiRA. REEENBMEERASEE USB &&E.

+ /includeSSON - BRELUBEERFH L, 5= Citrix Workspace A 2K Single Sign-On A%
&, BXEMER, BEREEESHRIL

o /rcu- WFRNIEMFZZ RN REMRAFRI A EK. 187 Citrix Workspace R AR iBE HHINAE R
ETRZEHFALR. /rcu AXBSBERIERRIBIIRE.,

AR

/rcu FXBMAE 1909 EFH. BXFAER, HEHFA.
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« /forceinstall - BERZHRER Citrix Workspace ARZFHNEMNAEREN K BN, WAXIEEE
M REUTER T ERLFX:

- MAFZEH#EFM Citrix Workspace B BZFAR A #1TH R
- REFARTREIN.

TRBH

/AutoUpdateCheck

&7 Citrix Workspace [ 274 o B B# T M,
AR

XEMVEWNSH HMIKE T EBRE /AutoUpdateStream. /DeferUpdateCount. /
*

s Boh (BRINEE) -ZAABETEITREHNEZ AL BN, FWM, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto.
s Foh- RGEERUAEHRNTAZ L HBEM. FhieEEH. HlW, CitrixWorkspaceApp.exe /

AutoUpdateCheck=manual,
- BEH - 2HBEH. Fli, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NRECEAEEMR, WaLLEREEMIINMRARE. BXEAEE, BFSREGEREEME,

o LTSR- (X BohEFFKIAIRS A RIREH.fIa0,CitrixWorkspaceApp.exe /AutoUpdateStream

=LTSR,
o YEl - B E MBI R IARAH Citrix Workspace R B2, i, CitrixWorkspaceApp.exe /

AutoUpdateStream=Current,

/DeferUpdateCount
BN EH A AR A LR ERFR M. BXEAER, BESACitrix Workspace 3o
o -1 (BUANE) - AFHBREREEM, Flf0, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,
c0-EBTHWENTHERERE (V) WA —KBEH. FEAFBRREEZEXEMNGEE. §a,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,
o EAEMEKTF “n”- AFHRBEHN ‘N7 R, UERERENET “n” R, I, CitrixWorkspaceApp.

exe /[DeferUpdateCount=<n>,
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/AURolloutPriority

RERANNARERE, Citrix SERERNEARREHEN. ERLSEY, ErIUEHTERN BRI YE
LUZWE R

« B (BRINE) - EBECUiX BENZSEABRKIERH, Flw, CitrixWorkspaceApp.exe /
AURolloutPriority=Auto,
o R - EEER AR B WEIE R, Flf, CitrixWorkspaceApp.exe JAURolloutPriority=

Fast,

o - fEIETER (S HAE BB ER UK BISE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o 12 - EBERM AL RNKEIERH. fli0, CitrixWorkspaceApp.exe JAURolloutPriority=
STlow,

/includeappprotection
BT REIEPHRZRELITNRERBERERNGEZMAEES, REBEERNT2M,
e CitrixWorkspaceApp.exe /includeappprotection

BXEFAER, BEANARERFR.

/InstallEmbeddedBrowser

HEBR Citrix RNV 28 Z#EISX M, 51T /InstallEmbeddedBrowser=N FFxRLUFELEERNIR 2R IHEE,

INSTALLDIR

$5 7€ Citrix Workspace N AREFLZENBENZEB R, HIABKEHR C:\Program Files\Citrix. 0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

ADDLOCAL

ZE—DPREZNIEENAH MG, H, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,AM,SELFSERVICE,DesktopViewer,Flash,Vd3d,WebHelper,BrowserEngine,
WorkspaceHub, USB.

pE =

ZUANERT, ReceiverInside. ICA_Client #1 AM %% Citrix Workspace M ABEFI &R,
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HDX 11855k

ALLOW_BIDIRCONTENTREDIRECTION
BREEFBRSENZEMRENSEFIHZEEEANEANSEER, GXFMES, ESH Citrix Virtual Apps
and Desktops Xt4HhRINENE EE AL BT

cOBEMINE - ERVNEBRNEITEETEDRXLFERARS H W, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-fERNMANBTEEBLTBARSEHII0,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
=1,

FORCE_LAA
1&7r Citrix Workspace M FAf2FFREE P in A B2 FinadA st R, HAEREERRANPRRE Workspace A2
P, LAEAEEIRTT. BXRIFMER, 1557 Citrix Virtual Apps and Desktops X A4r a7t A2 F 17182853

o 0 (BINB) - ERATEAHNBIEFIAEAY, HI80, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1-{5RREEPIESMNAERIAREAMY, fl30, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS

EERTNSVTMHIN BEF BB XA LB XN XIS X 2 RET.

« false (ZRINIEB) - IEERTHSITWHIN BERF B8 X RB XBN X4 2 RER. #E& X false B,
BRIERFBNEENHEE B EEMN XIS ER — T Eif. BIERGERNEMRBR/NRENNBREFERES
B EABEIRARR. B3, CitrixWorkspaceApp.exe LEGACYFTAICONS=False,

* ture - IBER A STTMHIR AR BB XA E B RBH S X 4 B/ RER. §130, CitrixWorkspaceApp
.exe LEGACYFTAICONS=True.

ALLOW_CLIENTHOSTEDAPPSURL

FAF&& LBA URL EEmINEe. BXFMES, 1521 Citrix Virtual Apps and Desktops Sz Rz i [ F
EEIHEER.

0 (BMINB) -EAPKELZEHURLEE A INEE @, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-7EAFiI&E EER URLEEBINEEHIU0,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
=1,

BEAMAR RESH
ALLOWADDSTORE

RTERIBEENSHEERABEE (HTTP 3 https).
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* S (BUANBE) - RATEHFMEMRREEARE (A HTTPS B2&) . I, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RAFEHRMBIMELLNEBBE (HTTPS) Mikk M A®EE (HTTP), R Citrix Workspace MEBRERF
BRAPRERN, NFRER. /8, CitrixWorkspaceApp.exe ALLOWADDSTORE=A

o N-FRAFBAFRNHMEE SHRARIE, Fl9, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

AT EERMREFLABEER. SRUEATER Citrix Workspace R AR MY A B E.

+ S (RIAME) - XATRERENA®ENE)E (BEE HTTPS), i, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N- FAFFREEBE, 80, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,
o A- AFRERENARE (HTTPS) MR AREE (HTTP) MZERB, flf, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A,

STARTMENUDIR
BRE “FHR” FREPHREFRNE R,

« <Directory Name> - BIABERT, NBEFEREFIE >FABRERF T AILUE \Programs X%
PIEERES XA RR. fl, BRREFAREE “FR">“FIEEEF">“Workspace” F, FiEE
STARTMENUDIR=\Workspace,

DESKTOPDIR
EERERESRNE R
AR
5/ DESKTOPDIR #506t, 5% PutShortcutsOnDesktop IIEEAN True,

« <Directory Name> - AJLUIEERFEAXWENER, FlN, EEREFLFAKREE “FR>FMERE
F”>“Workspace” F, i&fg% DESKTOPDIR=\Workspace,

SELFSERVICEMODE

=533 5 BhARSS Workspace Rz FERF AR REAAIE.

o True-IERBAFPERIFINBEMRS AP RE. #1800, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Trueo

« False - {5 ~AREZIARBBIARS AP R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Falseo
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ENABLEPRELAUNCH

ERISETRR. BXFRER, FSRLAREFBEHE

o True - IETREFBINEER FEBARS. Fl90, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,
«+ False - {5 RAEMBEHINEE FEARS. #18, CitrixWorkspaceApp.exe ENABLEPRELAUNCH

=False,

DisableSetting

FRREREA NMENEHAD, FHAESREENRPETR. AXFAES, BBRE ‘SREET RHREFEE
=

¢ 0 (RiIABE) - F “BAEEM RPETHEARMERMEZEETR, Fli0, CitrixWorkspaceApp.exe
DisableSetting=0,

o 1V “BREETR” KPS REFEZET, 30, CitrixWorkspaceApp.exe DisableSetting
=1,

o 2 -V “BRERET” RPETRREA AT, 150, CitrixWorkspaceApp.exe DisableSetting
:2o

3-EBHREEN RPREREAXNNEREEZ L. W, CitrixWorkspaceApp.exe
DisableSetting=3,

EnableCEIP

ETREE5FPHRESEIT. BXEEES, BSECEIP,

o True (BRIAEE) - EEFEMA Citrix FR&EKRKZTL (CEIP), #ltn, CitrixWorkspaceApp.exe
EnableCEIP=True,
+ False - 3B Citrix ZP ALK ET% (CEIP), 31, CitrixWorkspaceApp.exe EnableCEIP

=False,

EnableTracing

=% AlwaysOn IRERIHEE,

« True (BAIRE) - B AlwaysOn IRERTBE, g0, CitrixWorkspaceApp.exe EnableTracing
=true,
« False - 2/ AlwaysOn ERizIhE, Fli0, CitrixWorkspaceApp.exe EnableTracing=false,

CLIENT_NAME

EERS BAFIAF A IRERR M,
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o <ClientName> - EEERS B[/ LARIRIBFRIEEN B . FKINBR TN ¥COMPUTERNAMEY%, 140,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFPHREMSHBENRMER, BB, ERRIMTEIEZENR.

B BRINEE - AFEBFFPHENSHENBMMER. fl, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

B -FATEFRFHEMETENBMMMER. &M A CLIENT_NAME B EE — ME. W,
CitrixWorkspaceApp.exe ENABLE_DYNAMIC_CLIENT_NAME=No.

BHIIESE
ENABLE_SSON
Workspace MAEF@EE /includeSSON iSREMNBRBEAER, BXFMAEE, BSRNEBESHRIE.

o 2 (BHAIEE) - 157 Single Sign-on & F B AR, g0, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes,
+ & - 187 Single Sign-on & F 2R, Fl0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

ENABLE_KERBEROS

187 HDX 5|2 2E 4 AEM Kerberos 143301, XEBMAT Single Sign-on MR AIEM. BXFEMES,
&

o 2-15 R HDX 3|5 M Kerberos B3 183 F%0,CitrixWorkspaceApp.exe ENABLE_KERBEROS
=Yes.

« & - ¥~ HDX 5| 23 & & A Kerberos & % 3 i, fjl &1, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=No,

R ERBIES, EXRAILIEES Workspace MREFEEERNNARE URL, REAILIHMN 10 MR ARE. EE
RAUTEMHRITIIRE:
STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]”
f&:

e X- %?Z& 0 EIJ 9’ Fﬁ:_F*/]_ﬁRF_“ZFﬁFﬁﬁEo
« storename - NABEENRZMF. LEXAINSTE StoreFront fRE 28 LECE MR FF—o
« servername.domain - EENBBEENRS BB EHS,
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« lISLocation - IS AN AR ERR. MABE URL %915 StoreFront ifdscFiy URL —%. WAREE
URL #9477 /Citrix/store/discovery, E3REX URL, &M StoreFront RSH—EX 4, 7
IBEADITH, FHEH Address ;&R URL,

+ [On, Off] - Off JEMEITRENS T E LR RIS, MTEREF SR ETIHRX LN ARE, NRNAR
[EIRSKIEE, MEINZES On,

« storedescription - RZFEREERIEE, BI80 HR App Store.

B ITRETRG
BIZE Citrix Gatewaya [ AR/E URL, BHRITUTRME:
CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com##Storename;
On;Store
Hrp, Storename &~ EEENEAEIEHNE M.
AR
o FRLLFSERER Citrix Gateway RZARE URL A% #F#H Citrix Gateway B9 PNA Services b,
s EZNAREILES, Citrix Gateway MABIE URL BTG FHIRPHE—(L, NAFEFE 2 4 Citrix
Gateway WA E URL EE.
TR TREMBAGHIEER TR AEE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store”
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store”

=

AR

o BESHENARE URL E3E /discovery UBITHITEES DL,
« Citrix Gateway FZA®E URL ¥ M2 BEBEENMNARNE URL FIRFAPHE—1KE.

=& Citrix Workspace N RiEF

&= & Citrix Workspace N BREFEERIRINEE,
EE Citrix Workspace M AiEFH, UTHEKESR:

« FiE BECERIIKP MM AR,
BEIRSEMHRMINARERF. EERTERRDG
B BIARSS H 1+ B BI X LB KEX,
FEEFIXHNRENEE.

BRPEMRIZRE,
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s BIENREREIMRIGE,
« JZAT Citrix Workspace A2 Citrix Gateway JFMRIZE.

ME2TREITU T < UEE Citrix Workspace M AR :

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe”-

cleanUser
EBRITLIRTER, BFERAUTHS:

C:\Program Files (x86)\Citrix\ICA Client\SelfServicePlugin\CleanUp.exe”/

silent -cleanUser
AR
BESHPERAKRE U
B & Citrix Workspace MAEFFAEMUTAR:

« Citrix Workspace M BREFRiEHRE,
o SitEW ICA BIEIRE,
o Citrix Workspace R FEZF8IAHEREIIR (GPO) EEEIRECE,

ENE
FERET Windows MEIHIER:
A LUER Windows 89 “I2FFA01ThEE” SRR (RINSiMiBRizrs) ENE Citrix Workspace RIFBER.

AR

7£ Citrix Workspace M RiEF R E, E=UiE—5E# Citrix HDX RTME B4 G/iRR. BEHRELE:

izlE= 7
fERmSITEO:
AT ME ST T e < EE Citrix Workspace M EER:
CitrixWorkspaceApp.exe /funinstall
T F TR EE Citrix Workspace 2R, EBITUTHX:
CitrixWorkspaceApp.exe /silent /uninstall
AR

o HI#FH 5, receiver.adm/receiver.adml g receiver.admx gIEASEMERIISRE,
o MREEHHEEIMREBESTIRIERSEE, BFRFERBR.

©1999-2021 Citrix Systems, Inc. All rights reserved.

42



iBEAT Windows B Citrix Workspace R BiEF

BE

April 12,2021
AILGEE LT A543 Citrix Workspace M ABTER:

« {£/ Active Directory F:R /S shil sk 28EE AT Windows #9 Citrix Workspace M A2, Bx Active
Directory M58, 1E8RER Active Directory FlRfIEIZ,

« EBEMRT Web #9 Workspace Zai, ER#EMATF Windows 89 Workspace R, BXFHMAEE,
BEBRAFERERT Web 89 Workspace,

« f#/ Microsoft System Center Configuration Manager 2012 R2 S8 F##H% (ESD) TR, BXi*¥4A
&5, EBRER System Center Configuration Manager 2012 R2,

M Active Directory Rz

ATLUER Active Directory (ASEBERI AR IEAA LA LEMERE Citrix Workspace M BIERF. Citrix Bl ER#ZAmIER
E.msi X, BXBoENEMESR, ESE Microsoft 2,

Z3¢ Active Directory B4, EHITUUTIRME:

1. AT HAeIR— MR (0U),
2. ASMHEIEN OU gl —MAKERNR (GPO).

YRABHIZ
ERS N TIPSR IR IERA

o HEIMHERE - EENRESELIRIE, BMERFE, BBEWFHS, FW, RE DesiredVersion
= 3.3.0.XXXX LUEHILEIEEMRA. MREEETHARES, FW03.3.0, ZRESHESEBIZAR
(3.3.0.1111 3.3.0.7777 %) HE(IARAHEILAD,

s RGAUE[HEER - QARNHCETAMAHITEHNIIENMERE, KIFHZX AN R SIRIEE

R FRBAN.
« HABSIERER - ERREBTETHMAHTEHRIENNEHRE, SURRHOANEZXHREFIRE
B NIRs

o REBREEFHIITED - RELEHIITRTREEIRERERF, BXMITIEE, BEAERAGSTEH.

FEZ

Citrix Workspace F AieFREREFOIERTREMEE Citrix Workspace M AEEFHNEIHHENMNERHFP AR
Bl XA FERTF Windows 89 Citrix Workspace B2 T IE.
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pEEit] TIE Z iR

FirEN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

s AR CheckAndDeployWorkspacePetlisekAngRatavdpirkspacePerUserLogo
.bat .bat

BRMNBEMZ, EHRITUTERE:

FTFARREIRITH &,

ERITENEESAFRE > % > Windows 88 > B,
EARBERTRI GNENERD, ERER.

PR B R XA H AN B A 2 6B R RBI XX,

KHIIEHE,

EEMRSESD, BERN, AEERINSERFNIFHEIZAMZ,

S L T o

EXZEAT Windows 19 Citrix Workspace W BIER, iBHITU Tigfk:

1. BisERWILEREN AP IREB I EE1Z2 OU &,
2. ENRMAPREHER.
3. BIEMRENRHEREEEFMINEESTH,

EfiEERT Windows # Citrix Workspace WARER, BHITIATiRM?E:

1. BARBRMEIEEERN B IREBHEELIZERN OU d,
2. ENRMAFPREHER.
3. BIEMRENRHEREREEFMINETRT I,

FRERT Web 19 Workspace
fEENERT Web 9 Workspace, &ERILER Web Tim@id v i2sisia StoreFront R AREIE.
MV EBERBINBRFZ A, ERITUTERE:

1. REEBTF Windows 84 Citrix Workspace M EBEF.
2. MiERTF Web #9 Workspace &% Citrix Workspace B2

MERERTF Web B9 Workspace #MEIREZEFRARRAE Citrix Workspace MATER, RAKER—FET, EX
T HHLEEMAT Windows 89 Citrix Workspace MABiEF.

AE:

iEAT Web 89 Workspace A3z #FEF BB FHBHFAIMKS £,

MREAUTERE, WRTRANRS st
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1.
2.
3.

¥ CitrixWorkspaceApp.exe FHEZAHi+EN,

% CitrixWorkspaceApp.exe E@& A CitrixWorkspaceAppWeb.exe,

EREMEES EMEX—EaENATHITXH, MRERA StoreFront, 55i# StoreFront X A4HRIEAED
EXMHFZE StoreFront,

£/ System Center Configuration Manager 2012 R2

AILUER Microsoft System Center Configuration Manager (SCCM) &8 Citrix Workspace M2

AL R4 @ SCCM E5 Citrix Workspace AR :

N =

5] SCCM EpErhizin Citrix Workspace N B#EF
RS K=

% Citrix Workspace [ BR2FHE R4 H0
BRI EERS

i\ SCCM ZBEh7n Citrix Workspace N EEF

1.

T #m9 Citrix Workspace R Af2F LN E4% Configuration Manager AR$528 ERIFE AU+
BEh Configuration Manager #z#18,

%% Software Library (3f%) > Application Management (B2 &1E), A& $ Application
(WAATER) HET Create Application (BIENARRR).
EEHE £ “Create Application” (BIBNAEER) B,

7£ General (£#) &%, % Manually specify the application information (FahisENBIER
=8), AEEE Next (F—%).

7z General Information (EMER) BiEH, BESNARFEXNEES, NS, SIEH. RERES,

7z Application Catalog (WAEFER) MSF, IBEEMES, flM, B, LARFEEH. BFEIE,
g Next (F—45),

AR

AREUEEELMEENER,

. 7z Deployment Type (ZFE%E) &g, BE Add (Gin) LUEE Citrix Workspace R AZFi1& B HIEP

BRE,
EEHE £ “Create Deployment Type” (BIEZPERE) @S,

7£ General (E#M) &&H: &8 Windows Installer (*.msi xxf) BIZREHE!, ¥$E Manually specify
the deployment type information (FaisEHELEER), AEHT Next (F—%).

. 1€ General Information (E#l58) FigF: IBEHELEFMES (FI1, Workspace BE), AFE

& Next (F—%),
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9. 7£ Content (RZA) ERH:

a) = Citrix Workspace MARRFREXHFIENER, Flin: SCCM fRs528 LM Tools,
b) BRERFIEEAUTRZ—:
o CitrixWorkspaceApp.exe /silent BTBRINBRRE,
e CitrixWorkspaceApp.exe /silent /includeSSON BFEAEERE.
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false BT UUIEBBIARS
= =% Citrix Workspace B R1EF.
¢) 3 Uninstall program(EN#Ei2F)5E CitrixWorkspaceApp.exe /silent /uninstall
(BH&E SCCM E1#) .

10. 7£ Detection Method (i&755%) &ig+: %% Configure rules to detect the presence of this
deployment type (BEERTHRNSEEFEUIIBELREMN) , AF%E S Add Clause GFRINFA).
LB 2R “Detection Rule” (ViMIEIN) IHEHE,

+ % Setting Type (G&E%A) &E X “File System” (XHZ&%).
« 7t Specify the file or folder to detect the application (&& &N N A4S 5<)
T, REUTEIR:
- Type (%R - TFhisesgr, %% File (X14),
Path (§81%) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver)\
XHEHXHRZIR - receiver.exe
Property (Ei%) - E FHIERES, #%iF Version (ki)
Operator (ZEF) - 7E TSR, i%iF Greater than or equalto (KF=HET)
Value (f&) - #A\ 4.3.0.65534

AR
iEATF Windows B Citrix Workspace W B2FAHFBER L MNAE .
11. 7£ User Experience (AP {FL) BEigHh, i&8:

+ Installation behavior (Z#174) - Install for system (h&E#%RE)
+ Logon requirement (ZREX) - Whether or not a user is logged on (AFEEER)
+ Installation program visibility (Z##Z2FAIIM) - Normal (%)
g Next (F—%),
AR
BN IERE R B E A B RAKFAIN,
12. 77 Summary (EE) S§igH, WIEHBPBERNLE, 2ET—F,
LB RRATIE o
13. £ Completion (5=m) Eigth, #FPEALE (Workspace 26E) 357 Deployment types (ZEHE) T
i,

14. B Next (F—¥), AF%T Close ().
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AMDE R

1.

£ Configuration Manager =%l & & % 8 & Citrix Workspace R 12, A J53%#% Distribute
Content (9 E£RNA).

AT E R “Distribute Content” (D&AHNAE) B

2. 7£ “Content Distribution” (R&ES%) @, #H Add (D) > Distribution Points (9%5),

3.

AT E5R “Add Distribution Points” GRMMAAS) XHEIE.
S EIRERNAN SCCM fRS28, AGET OK (BE),

£ “Completion” (5THt) &EEF, BETHEWEER.

4. BEHEXH,

3% Citrix Workspace N BREFREENHEH 0

1.

£ Configuration Manager izl & thA%E T Citrix Workspace MBERF, fAGi%ERE Deploy (2E),
EEHE 2 “Deploy Software” (HBEHH) AR

HERDZELAEFNES (AIUREEES, HAILZAFESR) HikE Browse (), AEHET Next (T
_ﬂ})o

72 Deployment Settings (HEi&E) &8+, 1§ Action (1F) i&E R “Install” (&%), & Purpose
(AB&) REBR “Required” (4%F) (BRAXASERE), gHT—%,

£ Scheduling (Gt%) &+, EEEBEMLE LBERGFHITRI,

7£ User Experience (AP {k38) Fi&s, i&E User notifications (BFi@x) 174; #%#&E Commit

changes at deadline or during a maintenance window (requires restart) (ER/SHARE4EiPRS
BRIRX TN (FEEHETH)), AGEE Next (T—H) LUsER “Deploy Software” (ZB#H4) @S,

7z Completion (5Em) &P, BETRITES.

EFNEHENERIZRE ((NVELAFBRRENAFERT).

fEimmig#E b, Citrix Workspace R BREFEHRFFHLAFH Available Software (IB##) TETR. RIBFIECE
BItRl, RERBME. HE, CHAUREZFEFEITHEH#HTEE, TEABRE, RERSBEREFROHET.

IR EES

1.

B0 Configuration Manager {5414, &+ Assets and Compliance G- 5&#11%) > Overview (i
i®) >Devices (i&%),

2. A% Device Collections (i8&&4) #H%# Create Device Collection (RIBISEESR)

LS 2 Create Device Collection (BIBISEES) MS.
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3. £ General (E#) &&H, BAILEN Name (8F), ARBETATRFIESEH Browse (GlH),

XORTEIREFHEE, aTE SCCM BIEMENEEEEZ—
%EE—F_io

4. 7£ Membership Rules (FRESHHN) B, BHAFITIEILEHN Add Rule GRNFM),.
ItB% 2= Create Direct Membership Rule (QIZEIZERZSHHIN) @S,

« 7 Search for Resources (E£ZFZER) Higt, BIEETIEAILEER Attribute name (B4&75),
FRMHE M RIFAELUERIG S,

5. BEHT—%, 7E “Select Resources” (EFHF) BIEH, EEEBFAREESN—HIHIRE,
7z “Completion” (5Epk) E&F, BEREIHEE.

6. BEXH.

7. 72 “Membership rules” (REFMHIMN) EigH, KFILFHHMM, 2F “Next” (F—F),

8. 1 “Completion” (52m) BigHh, BEREINER. B Close () LI5EA “Create Device Collection”
(BIBIREES) A%

Mg EESEE Device Collections (18&EE&ES) F5d. 7 Deploy Software (HEHH) MIHIE
B, HigEESRTREESHN—ED

AR

#% MSIRESTARTMANAGERCONTROL Et*i& &/ False BY, Zi{fFEH SCCM EZ& Citrix Workspace [z
BRI KM,

RIEFAIBIDH, EBTF Windows 89 Citrix Workspace M BIEFH A ESHUILAMMERE, 1thsh, ZiXrTaE
SEBER .

ST

May 14, 2021

FrhEH

NREBREZAT Windows # Citrix Workspace M ATEFF, 1M Citrix T& WE FHHREZNBAEFNRT
R 7,

BEIEH

Zm#hRa89 Citrix Workspace RZA#EFFfG, Citrix &1E&R%E T Citrix Workspace [ RiZFHM RSP HIEEH,
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cMREBEETHRHLAERN SSL, & 7% M Workspace BEsh BE# & & IR E (https://
citrixupdates.cloud.com/) M FHME (https://downloadplugins.citrix.com
/) BIBIgN, LM Citrix ZUEEH

o BHRSKVAES Internet EZEA GEZEWE

o ZUAERT, Citrix Workspace E#i7f VDA EAFERRE. X83E RDS ZAF RS8R IHEN. VDI A
Remote PC Access it &#l.

« Citrix Workspace E#iiE L% T Desktop Lock BUi+EH L4 FERRS.

« iEATF Web #9 Workspace AR REEEcH T & StoreFront 58,

« Citrix Workspace E#{XfRTF LTSR &,

« Citrix HDX RTME for Windows K8#t £ Citrix Workspace E# /. R 4G EEEMBE S 7E Citrix
Workspace [ZFE#2FH LTSR fl1 Y stk A+ a] B8y HDX RTME E#i.

« BhR7 21052, &g Citrix Workspace E#HERZ. Workspace EFHERETF C:\Program
Files(x86)\Citrix\Logs . HXHEIZRMER, ESHBEREID.

BohEHINE&ECE (Citrix Workspace )
AIUMER LT AR E Citrix Workspace E5#i:
ARIEITR (GPO) BEIER

wmeiTEN

ERAFRE

StoreFront

> w N =

fERARN REREIRAE Citrix Workspace E3f

®idis1T gpedit.msc $T7F Citrix Workspace B EFARKMN R EEER, AESME HENEE” =, &3
EIBEIR > Citrix 4814 > Citrix Workspace > Workspace &,
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A Citrix Workspace Updates

E‘ Citrix Workspace Updates

Previous Setting

ADMX Migrator encountered a policy that does not have a supportedOn value,

() Mot Cenfigured Comment:
(®) Enabled
() Disabled
Supported on:
Options:

Help:

Enable Citrix Weorkspace Update Policy
Auto w
[ LTSR OMLY

Citrix-[korkspa ce-Update-Deferllpdate-Count

=] o

Mot Configured — Citrix Workspace Updates is enabled.

Enabled — Citrix Workspace Updates is enabled with the
additional options listed in this dialog.

Disabled — Citrix Workspace Updates cption is hidden from the
Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
automatically,

Manual = User checks for updates manually.

LTSR OMLY:
True = Only LTSR updates will be available.

Citrix-Workspace-Update-Deferllpdate-Count:

-1: User can defer any number of times.

0 User would not see remind later option,

numkber: User would see remind later options with the
given count.

1. EESZEEN - SREERABZRAUBAEZEZER Workspace Ei#f.

+ =

=W

EEREEAN, RAFRBMEHEN. XETEESREEMKRRIE Workspace EfLi,

2. BIEA - HEEHMA AN, S LLER BB R FREEH. BE Workspace B#fE, EMER
Citrix Workspace E#H R T RIS RPIEFE U TERZ —:

o B - RAREEUAERNEELHBN (BHARE).
o Fof - RATAAEMN AL LB, FEEEH.

3. IR LTSR LUNIREX LTSR RYEHT,

4. M Citrix-Workspace-Update-DeferUpdate-Count FHiFl&H, EFE—NNTF -1 3 30 ZiakE:

o -1- AVFERERBMN FRIME) -
o 0- R B — N EHER
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BN EEHMBEER

#ihRA# Workspace R AZFRIAR, Citrix RTERFERMEIERMENR. FALSE, ERILUTHIFERJHRENE
TR B BT LA U B

ERIBERHAE, EB1T gpedit.msc LUBHARRREERIR. £ HENER” BTaT, HEEEER > Citrix
4814 > Citrix Workspace > & BB BHIER,

A Set the Delay in Checking for Update O >

E: Set the Delay in Checking for Update Next Setting

() Mot Cenfigured Comment:
(®) Enabled
(") Disabled
Supperted on: [ apmax Migrator encountered a policy that does not have a supportedOn value,
Options: Help:
Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users.

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad,

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery period.

EREEA, ARMERATARER, ERUTERZ—!

o 1R - TERATHAPRESHIHAYE tH B o
o B - ERAHARB PRI HE
o 18 - ERAHARBREE L ER

AR
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ERERAN, RAFENERBNERH, XEEBEBRERMRFIZE Workspace Bk,

FERM<$ITREARE Citrix Workspace Eif
\Eid7EL 2 Workspace W REFIIEEHR TS

arLL@Id7E Citrix Workspace M FAZFREHEIEE LTS HREE Workspace E#fi. BXFMAEE, BBRAL

£S5,
@id EZ% Citrix Workspace M AiEFEHERH SIS

WA UEREERATF Windows 89 Citrix Workspace M A#2FEECE Citrix Workspace E#i. A Windows &

L17E8M3 CitrixReceiverUpdater.exe BIIE,

W@EERT, CitrixWorkspaceUpdater.exe {iiF CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, RILUETTIL Z#HIXH UK ZESH B OHFIHNHSITESR.

f514n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast

AR

/AutoUpdateCheckiX2MNEMNSE, UIULE A HEELE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority EEMS,

ERER AP REAE Citrix Workspace =it

NMABREUER “SHREEDR” 3HEEES Citrix Workspace EfiRE. XE—TETHANKE, HAXERE
ERTYRAR, ARBHEMXIEFM Citrix Workspace MBEFET. ERE&EIET > Workspace Eif.
EEEMERED, AERERT.
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(@ Citrix Workspace >

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Save Cancel

} =r

AR

B AR @A X gAY Citrix Workspace R AREFERPIRENSIBRTY “SREEN” K. BXFMES,
BEBR BRERI R

&8 StoreFront E2& Citrix Workspace &3

1. FRAXASHIEBERITH web. config X, ZXHEEMTF C: \inetpub\wwwroot\Citrix\Roaming
directory &,

2. EEZXHRRIIBAFtKF TR (BREHENKSZ#EA Store)
f5lgn: <account did=... name=”Store”>

£ </account> tridz i, SMENZBFKFHNEG:

<properties>
<clear/>
</properties>

3. f£ <clear /> tricBER MBS EFH RIS,

<account>
<clear />

<account id="”d1197d2c-ac82-4f13-9346-2ee14d4b0202” name=”
F84Store”
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description="” published="true” updaterType="Citrix”
remoteAccessType="None”>

<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef=”1__Citrix_F84Store”>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="Auto-Update-Check” value="auto” />

<property name="Auto-Update-DeferUpdate-Count” value
="1” />

<property name="”Auto-Update-LTSR-Only” value
="FALSE” />

<property name="Auto-Update-Rollout-Priority” value=

?fast” />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>
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<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>

</account>

BERE X HEATRENFAESMNT:

« Auto-update-Check: #57 Citrix Workspace [ FBi2FFEE ol BE AT B T,
+ Auto-update-LTSR-Only: }sR&AREH{E T LTSR,

+ Auto-update-Rollout-Priority: 15RA]UEE EIEWE A (THAIE,

+ Auto-update-DeferUpdate-Count: &R UIER A EIHEFNAIREL

FSEINE

May 10, 2021
ACEEBNETE RS Citrix Workspace IR S8 BIFEM S 2 0hY,

WEFM:
BREASEZRBDFAR, WIERTHREFBER.
YoER] A = E]

BXREZAIFMFNHETENIFAES, BELTR:
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prec it FRERR/ R
EfRE 572 MB
FHR 350 MB

Citrix Workspace ARZFHITRENRERTH BRBN A AHETEPRTMRE, ZRIETSMRERALIEF
w17,
ERREIDIET, REFEHETEAERFLE, HFERUTIEE,

Citrix Workspace =

requires a minimum of 503 ME of free disk space to complete

@ Insufficient disk space, Citrix Workspace for Windows
the installation successfully

OK

FH4& Citrix Workspace M AEFH, REFERRTEAFRHNEL, HERUTIIEE,

Citrix Workspace X

Upgrade unsuccessful due to insufficient disk space. Citrix
Workspace for Windows requires a minimum of 328 MEBE of
free disk space to complete the upgrade successfully

OK

=r

AR

o ZREFNIRERLTEBAEWHETERITESE.,
CHMRERTREIBPRAGNEBZTEAE, WAERZXIEE, MEE CTXInstall\\
_TrolleyExpress—-\x.log FiEFEIZHE

1EFsaMER Citrix Workspace BREFEZ R, BEEUTHEA:

o AR REBIENR
« StoreFront
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o Citrix Gateway W@
o FFKF
o B UuGIREHASERET
+ DNS &gtk
AR REIEIRR

BATEWEERARBY R ERERECE LT RN :

o MILRERER
RIEARSS 28
AIEARSSHRECE
« FAFERHA

o mIERFIRE
« AP,

AL receiver.admx [ receiver. adml SRR 4 AT RN T BN RS, 3TIR%HRE, BERAR
BRERIEH A SRR 4, # Citrix Workspace MABEFIRENAIEN DI RELARNAFIZEN, SAFE
EEH. EEREMEPISE L#EITEN, BERIGE DA RIREIERS N IEIR S

Citrix 2B Windows AR (GPO) EIEEREZE Citrix Workspace B2,

ZEBFFHEIE CitrixBase.admx Ml CitrixBase.adml U R EEER X B (receiver.adml 5

receiver.admx‘receiver.adml®),
AE:

.adm X#H#GERTF Windows XP Embedded 4, .admx #l.adml &t Windows Vista. Windows
Server 2008 LU K&EMESAH Windows £/,

flg0: \<installation directory\>\Online Plugin\Configuration,

MR L% Citrix Workspace M B2 k&% VDA, N admx/adml X#@EE M F C:\Program Files\
Citrix\ICA Client\Configuration B,

BB TRIKEE X Citrix Workspace MAREFRERXGREEBUENER.
AE:

Citrix Bi&FERpERHh4H Citrix Workspace R AREFIREE GPO iR,

prg bt X E
receiver.adm \\ICA Client\Configuration ZEB % >
receiver.admx \\ICA Client\Configuration ZEB% >
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receiver.adml \\ICA Client\Configuration\\\[MUIculture\] &
B>
CitrixBase.admx \\ICA Client\Configuration ZEB % >
CitrixBase.adml \\ICA Client\Configuration\\\[MUIculture\] &
BR>
AR

« NERFKF CitrixBase.admx\adml FmzlZits GPO, B ICA XHEZEEAIfERER,
+ F+4& Citrix Workspace M REFHY, ERRMIERXERMEIZEM GPO 1, SANGHFELRINIZE.
BXEMER, EBRUTERE:

ZE Attt GPO RN receiver.adm iR (X Windows XP R ATURIERS) , EMITUTIRIE:
B 1EWEERA CitrixBase.admx # CitrixBase.adml Stf4 LU fRIEIN AR SRES XS R 4R IE 2P E AL H B o
BJLAEEA.adm iR ECE A GPO F1& T8 GPO,

1. @idiETT gpedit.msc #77F Citrix Workspace 7 2 4E SRS R EEIER,

2. TEHARRFEESNEEED, EFERERXG R,

3. TEIRMESIEA, EERM/MERER,

4, EFHRMANRIERIHEAE \<Installation Directory>\ICA Client\Configuration

\receiver.adm,
5. EBRITFLURINER, RABEER “XH” LUREIR A KIERIES.

Citrix Workspace B2 FERX 4 FED# GPO B REREEIR > KLHEIRIEIR (ADM) > Citrix A4 >
Citrix Workspace iz,

mZsit GPO Afl.adm #ikXHfE, BETUTHER:

T 5 \[strings\] T P wm B K K, # & b:
BEWERAKILYE B,

Em At GPO 70 receiver.admx/adml #ikxx st (EEhrAM Windows I#1ER L) , iHRITU TigME:
AILER.adm EiRXHFE EAH# GPO F1EFiHM GPO, E&FEItbAE X EIE ADMX X4# Microsoft MSDN

il

o

4 Citrix Workspace ARG, &I TFIREHIER 4
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XA

EHIRIR

EHIBRIE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

AR

3 CitrixBase.admx/CitrixBase.adml # 02l \PolicyDefinitions Xk, UEEEEEIR >
Citrix 481+ > Citrix Workspace FIER 4

StoreFront

teoh, EEBAECE Citrix Gateway, MUEZIFHF MRIZBMLZ IMEITERE (130, M Internet BZZMIEERE) -

AR

MREFEERPTENABEEEDR, RS

fidE StoreFront:

£33 StoreFront B R&E.

BRI StoreFront XHHFMARENEIE StoreFront, Citrix Workspace MAZFEE HTTPS &%, EEET

HTTP 89 StoreFront L, %88 &8

AR

LTS PR E MR,

Citrix {27 —MER, HEATFOIEERT Windows # Citrix Workspace M BEF T il =,
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Citrix Gateway N AEEE
EERARENREBERINHIETE Citrix Gateway, BEHITIUTIRIE:
1. #@dia1T gpedit.msc 77 Citrix Workspace R T2 4H SRBE3 T R B IRIR R

2. EHENEET ST, REEEER > L8 EEER (ADM) > Citrix 48+ > Citrix Workspace > Store-
Front,

3. i#%# Citrix Gateway URL/StoreFront ik~ %%,
4, FEIRE,

o NZFAEIERR - 187 EHIR A B IE & #R

o MAMIE URL - 38R AEIER URL

« #Store name - 157 Citrix Gateway [EEMN A& ER R
- NABEBANRES - IBREAEENRES, FExX

o MABEEER - RENAEERNER

5. #msi#E7E Citrix Gateway URL, #IN URL &R (U3 S536R) :

zR ffl: CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com##
Storename;On;Store

Hrh #Store Z#52 Citrix Gateway EERIN AEIE R o

Bhi4s 1808 iE2, X7 Citrix Gateway URL/StoreFront ik 5| R KB F MBI EBOSEN AR BRI EERIET
M. FTREEE,

AR
Citrix Workspace M A#EFhi4s 1808 REBRAAFAFEE LM REFTHITEE, WRALKE 1808 RESHR
7, MEE Citrix Workspace R BIER LUAERREYE B R

PRI

« Citrix Gateway URL RZ5\#E&7iHE, /S8R StoreFront URL,
o RE#F%A4 Citrix Gateway URL,
» EAXMA AR EN Citrix Gateway URL Fz##i F Citrix Gateway [EEH PNA Services b3,

BT EXisH ERERE

TRXIEHIThREEN AP REB AP EIREZEB R, BT TIFXITHIThEE, ERMIRRESRIUERRNTIFLZ
B, MARES MRS LEMBHACHRARRF. T Citrix Workspace AT, HEIEXEMERERF
g EEETEXER, WAlLIERARBAMNINE A imgEEERTEXE,

IJ\Il:,\

AMRFEFHRSHTERND, ATRFEEMTERERSR, Citrix TEREFETIMRFEREAFISHY

DRVRRRRES S LURRR, EREMRRIESRFT BN, EREIMERZE, BSLEITED.
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X RmBE A Citrix Virtual Apps BRS2:+ 613 WSCReconnectModeUser H &2k Il iE =1 WSCRe-
connectMode., E4#wH=EE A UEXR Citrix Workspace MARZFHITTN.

Citrix Workspace M A#EF# WSCReconnectMode JERITVEE :

o 0= FEMEZRITAMWERE

o 1= NAREFBHNERmERE

o 2= NFRREFRIFRNEEE

« 3= NAREF BRI EEE

+ 4 =Citrix Workspace REI I EFERE
+ 8 =Windows &R EFIEE

« N=3M8MASR

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 {i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (32 i)
Z#: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMERINE 3 82079 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 {i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (32 i)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

Hoh, WMRFEEFEIMERDT, taTLlUE WSCReconnectAll sTArRTUSE A false,

BHURSERES B

BALENAFRBRHRERRSETIBETHREKE, EERNENNE, i§7 HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\ICA CLIENT\Engine\ #gIE—1&J SI INACTIVE MS # REG_DWORD &,
REBRSIERBRWESR, AT REG_DWORD EI&EH 4.
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ERGLITEEXNAEFRESHNNLE

fEA “FrR” RBEERMXEEIREAXINEE, AILUEE LGN AR RESRKE Windows WFREEFMEE
E£o APAHM Citrix Workspace AP REITIRNAEF. “FR” RBRERNSERESRNEENTE—KtiAE—
AR BEFMN AP AR T T4 SEER,

AzEM R SelfServiceMode, HZABE R TIBEAN True, YEIERE SelfServiceMode #5&i8&H False
B, ELEBREBRESAFRE. Hk, EEIUM TR’ RENSEREAIHREITRNNBER. XA R
BA” B,

BRMERRAUERSMEMRIRERBEXRERES BTG,

ERRES

« BPTEMBRNARZRF, % SelfServiceMode #55i&E A false ((REFEANER) B, FrENAREFYNE
HIRZ AR, NRMSEPRERRESER, ZAFEFRBHXEHP Citrix Workspace R FA2FEIR LAY
RIFES, HWERESERER.

s APRERE— INABE. WANEEIHENAATRH, XRATHLEAFEEEMEARE. BEBR
UEAPEFRENR, UATFAFREAARKYRERIEDS FHES P HITEN ERINEM R
(HideEditStoresDialog) RFME MK, MREERABAFEFULRE, BFAETUEENXEHRES ‘G
BEIN” SEI, LB AP B) AR NS MIBRIK o

« BATEER Windows =4 ERBIBRR B2,

o AILUEE A BEXAEMRIGBERNKEREA R, RAERTRANKERESR. FEIMRIGES, BN
BEzh Citrix Workspace R B2

o 1T FRR” FERPRIERES R, FHRAMINEIRE UseCategoryAsStartMenuPath,

AR

Windows 8/8.1 #1 Windows 10 RAKFTE “Fia” ERFBIBMAR MK, “HARERF" FRIMERHERY
HETER, mAEEd Citrix Virtual Apps EXB “531” FX4FEHER.

o ALITERERZFA [/DESKTOPDIR="Dir_name”] 17, UEGFREREANKER RN XHFLP, K@
REES A2 HFRFREZ,

o EAEMKRI AutoReInstallModifiedApps AIER “BohEHLTEERNENNBER" hEE. BA
AutoReInstallModifiedApps &, MRS LEAGHNBEFNESENEEFAIMNERAESRIISE
FRIBITEN ERBREFE, 28 AutoReInstallModifiedApps /&, NARFNEEBMEERSER, #
BEEFE RS R ERFRBAREME. BINMERT, AutoReInstallModifiedApps &FE
PR

fEREMRRIESE B EX N AREFRESNUE

=,
P =

o FNERT, EMRBUERAFFHE
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32 BB ERT

FMED: WSCSupported

f&: True

EMRIURE

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FARD: WSCReconnectAll

f&: True

AR R

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"
- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +

primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’
- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

MKW : WSCReconnectMode

f&#: 3

EMRIURR

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

o EREBENABEIEZREUEMRDTL, MREHETAFREE—REREEESCEMRT, EHtRAFRBNE
& Citrix Workspace NA1ER, BEEAMED, REEHERENAEE.

©1999-2021 Citrix Systems, Inc. All rights reserved.

63



iBEAT Windows B Citrix Workspace R BiEF

FART: WSCReconnectModeUser
B: EREHERCBREIME.
EMRINEREZ

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it B BRI

FMED: WSCSupported
f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelID
+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FmRm: WSCReconnectAll
E: True

ERFRTIERE

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

-  HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID + \Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
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FART: WSCReconnectMode
f&#: 3
EMRINEREZ

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

-  HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FaRm: WSCReconnectModeUser
fB: EREHERCEREIME.
EMRINEREZ:

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

2Dl v
ERILMER U T A ER A PR R EMSENN BREFFENKAER

o ECEETEFEMFAIKS LI
o EEX M
s MAFRESFHRNNKFEE

BE
Citrix B E = EEEH B Citrix Workspace LA, X#ERIHFRAFEBRMK,, H# 8 Citrix
Workspace [ZFRfEFEB LA MR £ BHA T HEREH USB 1&&.

HEBHE BR— METRREMIINNIEE, RBERRMEKFIEE, MRAFERER Citrix Workspace R AR,
AN P XPEERS B R SN\ BB F BB S AR SS ss it LU B WK o
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PR NI SHEAE

NP NEEENAREREENS 2 RER, FRARNKAINEE, E0 UM\ BFHbAitaARsS 28 URL Kig
E Citrix Workspace MBREFKF,

Citrix Workspace M 12 SHE 5% B FHRFit X B4R 2 Citrix Gateway. StoreFront fR%381F2 Endpoint
Management Eilig&, AGIRTAPERLUIRENES,

BT LU LAT 75 AR AN MK P XY IEAE -
1. ERAERL
@ Citrix Workspace X

Add Account

Enter your work email or server address provided
by your IT department:

|:| Do not show this window automatically at logon.

Close

EEERNAEHE RSO IERNEAEOERTEES RN EH,
XA HTHIRE, HEERT Windows #9 Citrix Workspace BiEFEBHHEIEE.

N
2
A

-

A}

15
MEERGMMERGTED, BEUTHXLEERT Windows 89 Citrix Workspace A2
CitrixWorkspaceApp.exe /ALLOWADDSTORE=N
XEEIENIRE, BAitt, ZITAERTZITENNRERRF.

FEENABENSERUTER.
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(@ Citrix Workspace *

An account is not configured. Please contact your
administrator.

QK

te5h, BTLUZ LA 75 AR RN P X IEAE,

o EMHE Citrix i
% CitrixWorkspaceApp.exe £ % 5 CitrixWorkspaceAppWeb.exe LB ANtk A 3HEHERITTH.
ERBEXHRE, “FR” ZEPERETRRMNKFSTHEE,

o JERRIRIERS:
Z M Citrix Workspace WA FREM S FRERMIKFED, 15 S M HKEY_CURRENT_USER
\Software\Citrix\Receiver B & # ¥ DWORD HideAddAccountOnRestart Hi& B #
00000001 f&,

ECEETBFH KA &M

E2& Citrix Workspace M HERF MU LIMEF B FHHFRI P 2RI, EaREHEE Citrix Workspace 2R
2, APEEEHAECHE TN (TTIERRSS2S URL), Citrix Workspace R BEFE1RIEEE 24 (DNS) iR
5% (SRV) iEZME S B FHb i XERIZE Citrix Gateway iT2 StoreFront R8s, AERTAFERLUARIED
SEMNARER.

BXFAER, BESRALEETEFEMEFIIKE Mo

E A PR HTREC S

StoreFront {etFACSIf, AP BT LU THX L FRAD X 4 LUE R A/ S,

fER] LAGER StoreFront SREIZE &K P AZERIFAE SMTEC X, BXEXHRELBF, UEAFEBEMERE
Citrix Workspace 12, & Citrix Workspace 2R fE, AP RETHZ 34BN EE Citrix Workspace
RIFBTER. MREEREERT Web # Workspace, BFERI LMK S3KEX Citrix Workspace [z 125 FREEX
o

BXFAER, 1F5H StoreFront XSRS HL A RIS EE X

mAFREEFHRANKFER
EEAFPERBFHREKS, BEONKERIHENKENNABEFPIRNES.

o EjE#23) StoreFront MARENE, IHIRMIIZRS 2B/ URL, Flil: https://servername.company . coms
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« E&E Citrix Gateway %%, BAMERFEEEIMEERENTZABE, FENEEEFIIMEE Citrix
Gateway BR Tz HEMEAEE.

- ERTRFAEEEENEARE: mAFEMH Citrix Gateway TL2REHE.
- ERGINFENABENSE: RUATEAAFRE Citrix Gateway E2REE UK ARE&TR:
CitrixGatewayFQDN?MyStoreName:

g0, IR RZ A SalesApps BIR AR EST serverl.com SR TxA2iAE, &5 HRApps BN ARERT server2.com
BRTIZRAR, N AP SBFEN serverl.com?SalesApps 7 &EiAiR SalesApps, & #A server2.com?HRApps
Zreeinia HRApps. LEInaEREERFERMNAFBEZEA URL BIZ2—MKP, SMEFEFHEFNLZIRAR A,

FFRANFKF¥FAE R, Citrix Workspace ARRFEE=IRIIEERE, NR\IEMT, Citrix Workspace iz
BEFRRTBFAERIZKF

EEIEIKF, BT Citrix Workspace AR ER, AGedE E, AGREIKF,

BEHES I AEEKS

joed

I

AMKRFEREATLTERSHTERND, FRFBEMRERERA. Citrix THRIEFEMRFERERT
LSEHIMBRRAEB T LR, ERIMEREIESRFEIENG, ERIEIMERZE, BSBEITED.

MREE LN EABEEKS, WaEERTF Windows 8 Citrix Workspace A2 FEE AR KIEN BEE
EIIFAWF . Z1EiTF Citrix Workspace R AEFR BEhEBFEKS, BHRITUTIRE:

£ 32 U RS

SEMRIERR: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMRIBEF: CurrentAccount

f&: AllAccount

#H: REG_SZ

T 64 iiRG:

FEMERBERR: HKEY_LOCAL_MACHINE\\Software\\Wow6432Node\\Citrix\\Dazzle
FMRIEFF: CurrentAccount

f&: AllAccount

KA REG_SZ

& P ImIKh 23 BREY

JEF Windows & Citrix Workspace [FER2istE /M 0% LIS, MEXERETUEREPER, AR
ATLGAITLL TR
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o ZERMIAR AR ENES. FTENHLA] COM im0
« ERIES A Windows BNk 2 [E5#1T B A1 NG
o RITMSTERBREVES (RGBS M. wav XHF)

TEREEH, Citrix Workspace ARRF MRS H|EHAI AT iHEshzs. COM O LPT 0. FIAMER
T, 2SR EF IRREERRGT FIARSS SBR[ ERT, HAFF IRITEINICZARSSFITENAAT, LUER P IRiTENNI AR
BEEREETIISE, XERGEYSRIRIEHENIEFAFTRE. ENSTRAFPTHEEEMNEG, HERFRT—RER
N ielFe

AILERAEERRKISEMRGS A EE, TREERNEMMT. EXFHAES, i55F Citrix Virtual Apps and
Desktops 34,

RRAFIRERS

I LUfERA Windows Server Manager T ERELE F /A &&MET, HAEERE. TEMNMEAEET,. GXaA
EDRFRER, BSFATEREARSAIHERX S,

BEEMEFFIRXHE

BERRXHREERAE T EENHRIEFHRFAHXENGR. SIERSS LEATFIRIREHERRGIE, FAIR
RENE2FERBERAGENE (UNC) HEEMMARIRIER, NREERSE LEARTFHXGXEER, FRNHF
HEAFRELREEFGEXAXEER, FEERAFPEENRIEME,

REAPBENXHERER UNC HEERERIEN, MARERAF S LNREXHRS. NMRETIHRER
UNC $##%, BPmXHEEERIERNERAMFNIRNE, BEXFMMEE, SENANAFRSEEERTFIRXHREE
1\, &2 Citrix Virtual Apps and Desktops x4,

BEF iRk e IREST R EA IR N2 R T

B E IR EhESRET, AL MR EMSEREE AR AP I&E LHIREEs. §I30, AILURE Citrix AR SIERH
H Ixshasargt 2)iztTEA T Windows #9 Citrix Workspace M BiEFHAFI&E LM C IREH2S.

B IRIREN RIS ER N B RIAL A Citrix REEEMREFH. WTF “XHEER". Windows ZIRERSFMEHIL A
BFME, XLERGFEERSEMEMMZRGTEBE

AREDEF, JLUSEEENSEMNAREFNRSSFEENTE P RIKEhEs B RS B — AL ER RS ER. A

INRERGTI RS M V FFIAREIF RS 2 Bcth & F iR chEsRVIRMZR 21, MMAS P EER=EFM CD-ROM IRxh2s
DE— I REhERETT. (MIRBWREBRIE T HIGRIEMBER.) I EERIEPRALUTIKEERRET

Sl B R BRSBTS B R EFRVRRT .
A A
B B
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B PRI ETT ARS3 BT IR R EFBVRTT
C v
D U

RIS RS ERHITECE, FRSF|BLNBENSEFIHBHBREFAREAR; EXMERLT, RSBRoIBEF N
NEEIREERER. HII0, FARSSB[HUREE C 2o M, Bapes D2t N, XiF, BRImREMAILUERARE CH
D Rzhes. X AR ERIEF I LI TIKEN2R0RET :

B IR ETT ARS5 B8 TE AR A E R T
A A
B B
C C
D D

BT E&HRS RS C NIRREFEREIREREN. FIEEMEERZEFM CD-ROM Rt B FIIRIRFHTT
i (fign, C>M. D>N. E>0), XEIRENB[EFFFRESEAIMEHIMBIXEERIRGT L E AR, MRE—WKIKEH
2RIREY R S5 AR SS SR nh SR EFTIAERIREER R, WiXMBIXEHERIREGT R BTN

BRgEEETIRSRE, SERMBURTF IR, RIERRT BT HRERS. RINEREFPRIKERMRE. &
BHILE, BECEREERS (RiHRS) BETR, halUERREREFIEHE P mgEMRNNEHE, 5XEK
HIFAE S, 5 Citrix Virtual Apps and Desktops 324,

HDX Plug and Play USB i & EE R

HDX Plug and Play USB i€ & EERSH T IEAI&E (SIERAEN. TN BEEKREEM POS i&&) thSEER
RS2, EHRAFTTUREIFMAIRER—EGEHTEER, ERSHE LFERERTAF LS ENAAKEE, R
BETEHIRE. BXFAELR, B2 Citrix Virtual Apps and Desktops 3x#4H#IUSB A& P im& & B S,

BB
NREARS R HEEPEAT Plug and Play USB I8 EEM, ARRBEFBEZZEKLE,

PRI L7E Citrix Workspace R A#2F P RINRIEBENBREATHIELREEEARE TS NERIREHMHITR
o WWIRBRTMERFESUIIRE Z FHEAIRE,

2R EFim COM iR EIARSSE: COM im0, BEHITLATRIE:

BEE iR COM RS, EXEMERKATUERASAFIRE COM BOEENIRE. B UGREREAEMMKZIR
AR X L AR AT
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AR RAE OGRS EF K COM B0, taUFAZERE (RiHRS) BEETASERRKRESEF I
COM mOBkst, BXHBEMIEE, 152 Citrix Virtual Apps and Desktops 3244,

=2
COM i OBREY 5 TAPI R%&E,
1. 33F Citrix Virtual Apps and Desktops &, EEAEF % COM mOEEMRIKILE.
2. &% Citrix Workspace R BEF.
3. EdCiRTEAOF, #A:
net use comx: \\\\\client\\comz:
Hep, x AiRS2E LM COM %OS (%0 13 9 rTATFMEY), z AEMGFNEF K COM ikOS,
4. EWIAZIRME, BEGRTRTEOREAN:
net use
o BTRHFIRDPFEE SRR, LPT isORSsy COM %0,

BEENKERNARFRERL COM im0, BRENAFRERETIMRGIIEO. FW, WRFEF iR LR COMI
BREYEIARSS 88 EBY COMS, BESIERIERKEN COM iriREREE COMS, ARG COM imORY, RINEERE
RAFigE LR COM mO—,

DNS & #Rf#fT

sFFERA Citrix XML Service #9iEHATF Windows B Citrix Workspace R FETEF, AILUSHEIE A RIRS 23401
#RRS (DNS) &#7, Mk IP #iak,

BE.
F23E DNS IFBERFRECE NERLLIhEE, B, Citrix BiYAEERS 2R 28 DNS &RE#.

DNS Z#METEIRS 28 EBUAR F 2R, M Citrix Workspace M AREF LA FERRS. 4 DNS 2R
MTERSS 28 L FRAIRASHY, 1ERIKEY DNS Z#Rp9ESE Citrix Workspace [z A2 ([E IP #ik, £ Citrix
Workspace ZAEFHREELZA DNS Z#R#E,
EXRERAFIREZEA DNS 2T, BRITUUTIRIE:
WNRARSS2BEBBMER DNS SR, NHEEIFERFIR&E LIV, AT ERAIEEEER DNS ZR#iT.
IJ\I[\J\
AMRFIEREAFLARESHERNR, FELERRERERS. BMNFARIEEEMRFEEREFFTLESH
LI RRARE 1S AR, EREMRFIESEBIENG, EREIMRZAT, BSHHITED,

1. B=rF&EMERT xmlAddressResolutionType 702 HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\

Lockdown\Application Browsing,
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2. BEIEERN IPv4-Port,
3. WHEPIEENE AR EEITIEE

fic&d

July 21,2021

fERERT Windows B9 Citrix Workspace R REFRY, FERAUTREANERENBAEFHSEHE,

Microsoft Teams

o REDERTEREML TS

« RRH=E

RRH=E
Bhi4s 2006.1 &2, E6EA HDX 489 Microsoft Teams M ARFHE ERBHZINEEFRSINT FINEE,

£ Microsoft Teams £EZEMARENFETF Desktop Viewer ®OMIRNZE. Desktop Viewer HOMINKE, (A
mAKKE. VAREF) BETAEG,

£ Windows 10 #&ERZ%H, UTXWRIES Desktop Viewer EOEERFRIFLIETT:

o “FRIR” FEB. “BR” XM “‘E50E7,

o EAESEANEREEMEZME,

s HIKBTARDPI RENZERE L, IRFTHMYARFS 2 M FENERRES, HEHEDPIS5ASF
Desktop Viewer O F B ~25H DPI RITE,

o BEAMBREEESEINEARFNER LNSER “NAEFRMTE.

‘miDSs M RE(EEas

HdxTeams.exe E#ANTE Citrix Workspace [z A2+ fi 5t B Microsoft Teams EE A WebRTC #145|
#Z HdxTeams.exe AJUHEIH SR CPU Bl IERT HIVER T ERNRERILDHYEE, AIEEMINERN 240p. 360p.
720p #11080p.

MEE T2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe #¥i41LETiETT, HERAHE
WE T ERRERRAIUENNRES R, FRDENBHEERAIESNIHE, REDSEDETURNES ZEN
Wi, BAIUEWNEASRINRS R Z RN HE.

NTFEEEHCHERTAIHERNIRR, BEMIELESS:
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e M BE RADIE TERINE
R 1080p 3
720p 2
18 360p 1
g 240p 0

AILERRERSZA VPO 5t H264 4ighE2s.

H264 £ CPU L%, HANTREZ. m VP ERAMNTRRL, BE#EHN CPUIIHEES,

Citrix Workspace [ B2 PR RERE:

SMEEMTRERE HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream HeIZ L TIm: \

B E3it) & BiEA

DisableVP9 DWORD 1;0 1- 2K VPO 4f#f523; 0
-BHA

DisableH264 DWORD 1;0 1-2H H.264 45fEiE2s;
0-EH

OverridePerformance DWORD 0;1;2;3 SR SCINFR BRI RE, B

WHNTF 0 83 2ZiE), H
F 0 XRTIEEE, 3RT
FEH R,

A% Microsoft Teams (i kBIFAEE, ESFEMicrosoft Teams 71k,

EERESTEREM

30T T 5iEAF Windows B Citrix Workspace M AREFHEEREXNESIEERSEW,

IheEnE &8

MREFIRIEFE Citrix Workspace M AR H AR, FKiTATL7E Citrix Workspace [ RIZF oIS RS #0M
MTHEE, BIEZIhAEE RAMINALL, ALk, FKITEERAIhEEARE RS R LaunchDarkly WE=ARS. FAREMEM
FeERIRI B A& HE LaunchDarkly B9 &, (BHERE 7 MELE G RERIBA MBS AIRBIBRIN. EXFERT, &
RIERKRERE LS E URL = IP it EB%E#2 LaunchDarkly 8972,

AILGER T A BEAEEE LaunchDarkly BmEREE:
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BREREILLT URL BURE

« events.launchdarkly.com

+ stream.launchdarkly.com

+ clientstream. launchdarkly.com
e Firehose.launchdarkly.com

« mobile.launchdarkly.com

ERFFIFRFPFIL IP st

MBAXAEAYFIRDTIL IP sk, ATUZE LaunchDarkly 28 IP 713, FKEVHEIFRE IP #iSEERFIR. 1)
RAATHREEHHAEEE BohEN, UWESERENERRE—X. EXEREHTENLFRSHEAES, B
27 LaunchDarkly JAZS5iE Bf.

LaunchDarkly Z4EK
MRETE Citrix ADC LU TRSMIFRMBEIGB X, BEREANAEFEBS U TIRSEE:

+ LaunchDarkly BR%.
+ APNs fiilfr23ARSS

N TR RIF

AR

[ 2RI SRES B T e Xy BN IR (E R AP RINEENIAE] (R RER TAFIRE AP ERA) KiETT.
XEFENAEFRIPRIEEZETLUHWEEXNEARTTARMRP. B2, MERFRAANKE, HRES
MIERBERNF A ETRSEN. BARNSHEIRFFBAXLRE, BRMNTEREERFELEMIHNE DR
HIE BRI,

N RIEFRIPE—IMiNThaE, aI7EEA Citrix Virtual Apps and Desktops BHR g8 LT 2. ZIMEERFITE
FInZREICRTNERBREEREZMNEN, NARFRIPABLEZERS LERNAFRSENRRERENEE
B ZRURERI M LERARMREESNEESE UL EAREICRSBNENT BA8URER.
N AR FRIP A E R EIE AR SS 28 L REMMNIF AL, E&4 077 Citrix Virtual Desktops ¥, & XiFA]
BIiEAEE, 5505 Citrix Virtual Apps and Desktops Xt4FhBIECE 25,
KR!

« Citrix Virtual Apps and Desktops fgz 1912 SiE SRS,

« StoreFront frzs 1912,

« Citrix Workspace NB#2R 1912 RE SRS,
NEFM:

« HA7E Controller BN ARFRIPINEE. BXiFMES, 2R Citrix Virtual Apps and Desktops X
B AIEE R,
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BT A EZ — R ARFERIPAHSBIEE Citrix Workspace R TR

o FABSITRAES GUI %% Citrix Workspace R AEFHAE], =&
s NAREFEMAE (RELHE),

AR

o ILINRENNESEIRERS (Hl80 Windows 10, Windows 8.1) 2%, FE: BHhizx 2006.1 2,
Windows 7 &3z#F Citrix Workspace M REF. Hit, RAEFESRIFE Windows 7 ERRIER, BX
HFHER, HB5AFH.

o EIEREEMY (RDP) RZ#FILINAE,

7t HDX SiERIF:

A REEREPRET RBZIERTIRFREETRE, XUERELIEBE PowerShell #{TEE, RETAFEIU
B&YRY GUL,

PE= W
BhR4s 2103 &2, Citrix Cloud Virtual Apps and Desktops AR5z StoreFront BN BIEFE 1R,

&% Citrix Virtual Apps and Desktops MR BAREFEFEIFEENER, BSRNAEERF.

AR R - Citrix Workspace N AEFTHE S
AR

o RYUEHERREIETEXEMN, TEENAREFFPAGESTE Citrix Workspace MBEFEH,
o AN AR FRIPAGHITRESFIMEE ENREHIAINEE,

7 Citrix Workspace N FAfEFREEEHR, AILUERUTAEZ —BIENAEFRIP:
« GUI

. BSFED

GUI

7z Citrix Workspace M2 R&di2s, EEAUTEERGENARFRIPAY. ERERANAREFRIF, R
EREREUSERE,
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@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administrator,

Install Cancel

AR

AREIEPARABANAEFRIPFESRERSZRIFNNAEFNHIER. BRRIETLENAEFRIPA
o

a5

27O

3&1£ Citrix Workspace R BiEF R IEH, FAMLITHX /includeappprotection FIIKBREFRIPA
o

TREM#TEXRRIPVEENGES, RERRATEE:

N RREFRIFEHE RRIPHFS FRFFNER

@ &1 Citrix Workspace [Zfi2  BEBIRSEHNSHIRIEEER/A  EEHRO. &&. E[ Citrix
R FIERIHEE Workspace HRiEFHEIRHE R
EPmBEmMEERE. HRintkH
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N RREFRIFESE RRIFNES FREFHRERE

7z Controller LE2& ICASIERE (NAREFRMEMH) EEBO. 1&&. EA Citrix
Workspace HZAEFHEIRES.
B iR BohEERE. Rtk

ERERAYH, YERRBEZRIFEONFEREN, BMRE (BEEEHRRZRIPVEARR) BEFLET.
Bhik7A 2008 2, HEIEEEHEN, RERRIFNENFLIET. SUUERRFEOMSHNXKENREHE,
FHRTT A
FHRTT AEUR T A P IBRIEERRIFHZEIRE StoreFront 8975 7%,
AR
o Citrix BiE&ERZH Citrix Workspace N BEEFBohZRIPFBIRIE,
 iEAT Web #9 Workspace E891TH:

iEATF Web 89 Workspace BRBER XM ARFRIPAN. FHREZNARFRIPFEBERIPFHNEARER. X
FrREENHEREIFAESR, BERAEERKR.

« Citrix Workspace [ AEFRAPRZFNARFRIPHITA:

7z Citrix Workspace M A2 A 1911 RERhAH, £ StoreFront RSN A2 FRIP R RPN
Rz o

72 Controller LECE 7 N AREFRIFIEENIR ARRFHT .

EERE T M ARFRIFEER Controller £, MREZRBHRRIFVEARE, NARFRIFIESRER
o WG ER U TRHEE:

Citrix Workspace App

This app requires app protection component. Do you want to install app
protection?

Yes No

BERURENBEFRIFANG. 2E, ERUBHRRIPHNABER.
o ERAZEKENIN (RDP) BZRIPRIENITH

- MREZEK@MY (RDP) £iF, MWERNZRIFRIEFMFERE,
- TAmEniEKE MY (RDP) 2EFHREHZHEIPHRIE.
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N 2T RIFECE AU SRINAE

LAE, BOAMERT, BRIEEESIMNBBRSHEHGNEER IR,

BhiR7 2012 2, Citrix Workspace RZAEFESINTARIEIIR (GPO) HE8, ZFREAVFERN SIS EIEEM
HERSESRE O3 RE R BEICEN R BERHIRINEE

=

pE=
Itk GPO HEERER T ICA #1 SaaS =3, ICA 1 SaaS £1E4k4E R Delivery Controller # Citrix Gateway
ARSS#HITIE S,

HBEBBRS M R ERENAEF R

WBLIETT gpedit.msc fTFF Citrix Workspace W BiZF AR R EEIER,
HEIHENRETAT, HEZEER > Citrix A > Citrix Workspace.
EHEPRSEENEELERBRICRNRERBR, HEEEMRS > BENBREFRIPHRE.
EEREUTERZ —FZENERZE:

o REBEIZTR: PHLLRRICRBFHRITRE,

- REEHR: BLAFZREREENAZERR,
5. BHNAMAE.

>N =

NEHWIIERSRICEN AREFRIF:

BiLiE1T gpedit.msc 777 Citrix Workspace N BiEF AR R EEIER,
EHENRETAT, BRESEER > Citrix 41 > Citrix Workspace,
ERGMHRIEEEREERBELCRNRERERR, HEERAF MBI > SN ARERFRIPHRE.
EFEUTERZ —FHENERZE:

s REBHEIER: MLEREICRIBHRITE.

- REEHR: BLAFUEZRRBENAZHRR,
5. BEMANHBE.

Fal

NAREFRIFEIRES

BhRrZ 2103 &2, MAEFFRIFEEIEER Citrix Workspace R BEF BERN—E85#1TIE. BXxBERENIEH
5 n_. ) 1@"5@ Eiuiﬁo

BERERENEAFE=FNARFEZIRELBREZFRIFASE. B2, DebugView AT ULSATF AEKE,
NMAREFFRIFAEEMENE L AL, BWEXERT, BRITUTEE:
1. M Microsoft Web it R F#EH =% DebugView AR,
2. BEBLRTAAHEBITU TSRS
Dbgview.exe /t /k /v /1 C:\logs.txt
MEEBTRBIF, ERIUEE log. txt XHHHAE,

ZaTHETUTRE:
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+ /t -DebugView R FfERFEBHXIEF UR/IME A B,
« k- BRRAEBR,

o /v - BREHARZER.

o /- FaHicREEXHo

NS AR RIPAE M
BHHNRRRFFRIPAL, BAMRFFTEE Citrix Workspace MB2F. EFRRAUEEREL.
AR
R FRZ RPN MR ZS 1912 FRHAFHRETE 15,
ERNIE) A PR
« IEINEETE Microsoft Server #&ER4 (g0 Windows Server 2012 R2 #1 Windows Server 2016) 3%
=5

o WMERIRAZHFILINEE,
o EfFIINAEIERIETT, 157 VDA L2 AR P imBI AR EE M5,

B 7 ICA Xt & 2 - AT AR
ERHRAS, H&B6h Citrix Virtual Apps and Desktops 2iE8Y, ICA XA THIIAMERE,

BHhR4s 2106 &2, F{i1U Citrix Workspace R A#EF1E Citrix Virtual Apps and Desktops &iEEzhiiasbiE ICA
XHHHRIRM T IGERNR 2,

Citrix Workspace M ARZFIMEATZR ICA XHFRERZNER, MIFAMEETR, WINEEEEHEMRREREIU
RAEA BB AT RE S A ICA X EGE R, LhIhAetiEATFEERT Web #9 Workspace Lazpsd Citrix
Virtual Apps and Desktops &i%.

ERFBXILIIEENRIR, EEA Podio &,

I ERE IR (UE A FRARTR AR
ZRH ICAXHReN, BFHITUTIRE:
1. BahEMREES.
2. SMEITEMREEZ:
c LEEREMSE M \HKEY_LOCAL_MACHINE\SOFTWARE\ [WOW6432Node]\Citrix\

Dazzle,
o DEAEBER SN EAME \HKEY_CURRENT_USER\SOFTWARE\Citrix\Dazzle,
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3. BIEERUTEMR MR
FMRIEFF: EnablelcaFileInMemory
KA FRHEE
f&: True

4. EFEHERT Windows B Citrix Workspace B2 UEFT MBI E BUE K,

WREFERN E2%H1A) StoreFront, MBRT EAREEZ I, 151E StoreFront 3 LR web . config XA

TREM%:
StoreFront fg4s B
2.x pluginassistant
3. protocolHandler

FILIREVE B R B RN ERFEERAERFTH ICA XEBHEIE. ERUTERRZE:

o B ERERIER (GPO) BEER,
+ Global App Config Service,
« iEATF Web #9 Workspace,

A GPO:
ErH I MTEEE AR R EAY ICA XEBEIAIE, BHRITIUTiRME:

BiLiE1T gpedit.msc $7T7F Citrix Workspace [ BiEFHEKIEITR EEIER,
EHENEET ST, HESEER > Citrix 444 > Citrix Workspace > Client Engine,
EIRMALEERE ICA X EHREHBEHIEENERR.

BN AMBE,

>N =

£/ Global App Config Service:

BREIEMTFETEAS LR ERY ICA SXHEBEIRIE, BT TRME:

RpEIEERE ICA X EEE IR E R True,

B Global App Config Service Wi¥4ifs 8, &2 Global App Config Servicext#4,
fERIEAT Web 9 Workspace:

BEFERIEAT Web 89 Workspace BYE IEfEASHIBER ETH ICA XX, BRITUUTERE:

#1117 PowerShell #&#, 527 & DisallowlCADownload,
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SFUE S

HEUERI L T Citrix Workspace M ABRZFWEBAEMNIRE, XLAEREE) Citrix #ITHEHR, HELMEZR
AR N HRBR AT,

AIEAERRAF AERERS.
WEBRE:
1. AREEHENXEFN Citrix Workspace M EBREFEFHERSHE X,

2. EEHTIE,
IR 2R “BERE” SHEE,

@ Log collection - X

Modify log level only if requested by your administrator.

Log level

Medium v

Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.

Start collecting logs

Last tracing: 11/25/2020 12:02:54 PM

Save log

3. ERUTHESENZ—:

N
.
. ¥4

4. BEABRKEREUENREFBESRHNAS.
HERES RS,
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@ Log collection — X

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. ENMAEGE, fHFLERERS.
6. BHREFESEURERENES.

HDX BENEMLE

HDX BiER &M & L& AR HHXE P E AR ICA RIENEEFHE, RHEFKNBERITIZENREHE,
X—RENEATERESIEHIECRIET AR, LHEESEENER,

RUEFHREMN. EROXAEE. ERPNITER. ESHNUERRMNDYPER, AIRARF ER,

RIFENESERXEMURE ICA IFFHNHEERES SN REM~ERFEM. MREMXMER, FLHEFELD,
DI R R EHIERN SIE=ENTIMH RIFME R B,

REZERTF Windows i Citrix Workspace M ATEFF 1811 XE S RA A ZH#F Ik IhEE,
BE:

BT LNENEFiRTEE VDA, HDX BENEL 2 UNTMEHEFXIEEA R, FEit, &R CTX125027
RFTRTER s LR HE R X R ERAEER,

BiEN E 5

BENFRE—MERERNG, EREER, BT B, SUNARFREY, FEEmERER WAN fl Internet
ERN B ER, BENERAERSHET BYE, HEXFATR, EBRIENERE, ICA BIEER BRI
BIRBR L BIME E . ©ITATE Citrix % (&% Enlightened Data Transport (EDT)) 5 TCP zial% gettht]]
WREAMY, URMRENLE. XIS THE ICAEBUEE (815 Thinwire E/RnfZR0 8, XHH-EHE (FF RGNS
BRED) . FTENMZIRAEE M) MIIESEILE, HEMNIEESHAT LAN 1 WAN &4,

ERHRAH, L HDXoverUDP igBENEEE, HRAEMERET EDT B9¥uiEY, HERBELRE TCP,
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MRBATEAEMNIE, WREEHEMNRER. EFREENEENT P RE s EMERIREFTHITHITEDT M
TCP, ttigseThaesesa s EDT iRE N “BEik” BIRYEIERIE), (BFTFEAYER UDP FRAAA, HELAER TCP,

IANBERT, ERE TCP /&, BEREHIGHESER5 2EI—nx EDT,
ZK:

« Citrix Virtual Apps and Desktops 7.12 SiE SRS,

« StoreFront 3.8,

 1XPR IPv4 VDA, F3%z#F IPv6 Fe& UK IPv6 # IPv4 R &FRRE,

o ARONRAASERIN LA AR YFEE VDA 89 UDP %0 1494 1 2598 ZiE NI E,

=

TCP i% 1494 #1 2598 L@ Fiw O, HEME %L VDA B EhITH. B=E, UDP i%MA 1494 1 2598 FE&p
7. BERERERNERR.

HSTIBIE N FSRBETE VDA LEEB RIS, e EMAT VDA 5 Citrix Workspace M Ri2RF Z EIRI&E =,

BIAMERT, Citrix Workspace R 12 A ¥FBIEREH. B2, BIAERT, X% VDA 7£ Citrix Studio HE&HED
BEAEEI LR VDA ENAZIRERN, FREA SR ERBEN L,

AILAEA HDX BiEN P RRIRIRE R A BEN L. RiZRERBE NSRRI BENFH, HELRE TCP,

EEREE P 2R EERN SR, BFERAERT Windows 89 Citrix Workspace N BIEF4H SRS R E RS R E
RzithigE EDT 3£,

&3 Citrix Workspace [ Bi2FARIEI %R (GPO) BIRRIRAIE HER L4

TEHATEEXENIFENARLES B, G, Sl FLeRERAMFES P inRAIZIEE.
AR
RINBERT, BENERLTFEARS (X), HE TCP AR FERAKS.
1. #@dia1T gpedit.msc 77 Citrix Workspace Rz Bi2FF4H SRBE3 T R EIRIRIR,
2. EFIENEET AT, BEEEIRIR > Citrix Workspace > W& H,
3. % Receiver Bf&iahiRISIE B NERB A,
4. RIEFEERF Citrix Workspace BU@ES i

o % - ¥R MER TCP #THIRE .

+ Bi% - 1577 Citrix Workspace M AR A=A GER UDP &SRS, RETIRE TCP USERAEIR,

o FF - #ETERAT Windows B Citrix Workspace i B2FXER UDP &2 RS 2S. RIS,
RERE TCP,

5. BENAMWE.

6. E@<1TH, izfT gpupdate /force @<,
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teoh, BEFERENEREEE, 1B Citrix Workspace AR ERX 4R INEIREEX X HRP, HXEAH
GPO HAIIRIR X B AER, ESH AR R ERER.

EMIARIRISERTEER, BHMITUTERE:
F 2l HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\

Lockdown Profiles\All Regions\Lockdown\Network\UDT, HIiFE%EE HDXOverUDP it
R,

BXFMER, ESA Citrix Virtual Apps and Desktops S4B iE R (EHE9 .

“BREER” &

Bhiz 4.10 &2, "I BEXGEHKIEFH Citrix Workspace [ AEFERHARE S PEFENERE LRI A A
MREAT. XHFEAUHRBAEBREERAFATNAEEREENIRE. BEMS, APEBHRITUTIRE:

o —iERE ‘BRERI Ko
o ERPREUTHERE:
- BiEME
- EEPL
- EEENER
- REMESE
- =DPI
- XHER
- REZAMERERE
- Citrix Files
- Citrix Casting

EAERBDREE “EREET ER
ATLLfER Citrix Workspace R RIEFASRIEITR (GPO) BERIERIEE “‘BEEER" K

@diz1T gpedit.msc 77 Citrix Workspace Rz B2 4H SRBE 3T R EIRIRR
EHENRETA T, BEEEEER > Citrix Workspace > BHEIiRSS > SR EETUHET,
RERASREIRTHRE,

EREEREEMXIEFR Citrix Workspace M RiZFEIFHARE EFIEE “SRE RN £,

>N =

=

AR

AINERT, EERRECEETL

£ “BREER” RPRENEIRE

ATLUER Citrix Workspace M AEFARIN R ERRIRESRAE ENRTIEHEAFP IRENSTIRE, Ak, &F
z:
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1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R ERIRR,
2. EHENEETST, BEEEIEEIR > Citrix Workspace > HEIRS > SR EETHE,
3. EEFERTERBAISENRE,

TR T A LUEFR BRI &N E TR R2ME -

IR 12(F

RECE BRgE
=) =1 fEigE
BXA BRgE

BILATE “BRERI RPREUTHERE:

- BEWNEDS

o EERG

« = DPI

o HiEWE

o BIFRfRENET

o BEMESE

o REEFAMEIERE
¢ XHHER

« Citrix Files

« Citrix Casting

EREMRFIBRE “BREEM” RFEE “EE Workspace” 3£
AIUER M REIEST ‘BAE SN RTREESR Workspace %17,

1. BarEiRmIESS.

2. Sfii% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.

3. SIBE—ERFHEIMED EnableFactoryReset Hi§HigE NI TERER:
« True- £ “BREEN *HPER “EE Workspace” £l
+ False- £ “B&EER” RHaE “E8 Workspace” 38T

£ “BREEI” RhigE “Citrix Workspace E37” £
AR
“Citrix Workspace B#” (EMAVRES IR R S “BREER” RPEENEMERNKIERERE,

1. @idizfT gpedit.msc $T7F Citrix Workspace R B2 F4A SRS R EEIRR,
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2. HEIHENEET ST, BEEEER > Citrix £ > Citrix Workspace > Workspace E3,
3. % Workspace E#%HEg,
4. EERCERTESRERTRDIER “Workspace E#” 188,

N Rt
i@ Citrix Virtual Apps and Desktops {3 AERFET, EERERUTARUBRERFFR:

o Web iARR - SR K MITEMEE, Citrix Workspace MBEFFRHET N KER B RN AEFMEEmN
Ihk, AILUTH RIS 2siARER T Web 89 Workspace, LUEERHERFABNNAER. EHERXT, FT=i§
EARESXREETRFANEE L,

« BBIIRSEER - @iTi§ StoreFront tk~ 7INZ Citrix Workspace M ABT2F ¥ Citrix Workspace R
BFEENIEM StoreFront Web =, AIMELE BHBIARSET, EUERT, &AM Citrix Workspace
RRREFAF AEITANBER, XMERNEF AR5 HHNAEENAEREMN. ZEBRSKERXT, BT
RIEFEICERF. BMFENUNMBENBREFXREFIRE,

AR
BHAERT, Citrix Workspace NBEFAFEERERE “FFR” ZEHh BRI BER.

o XEAEFREARER - ERERTF Windows 89 Citrix Workspace R BEEFERE R, EaILli Citrix
Workspace ZRiEFEE N BEEEENAEFMNSERES KB “Fri” Xedhsism L, 55 Citrix
Workspace [ FA#2F Enterprise B E A TAEM. FEVMIREATERX A YFEEREN Windows SAnZeH
PERFBEEATHNNARER, ZUBEREFERINARFILE,

BXEFMEER, B2 Citrix Virtual Apps and Desktops S4B 6 (T LA SRS

B BBRSRN

@it %3 StoreFront #k A N EI Citrix Workspace R B2FEH 3% Citrix Workspace M B2 EEE NigMA
StoreFront iR, BILACE BEBIARSER, 7ELERT, AP ATM Citrix Workspace R 2R A RET RN A
2R, XFPIZaaaY A P AL SRR A IEREIRE S,

AR

BAERT, Citrix Workspace NBREFAFAFERERH “FR” ZRHhE RN AER.

FEBRSERNT, ERAUREFERERS. BN UMEENBEF XRFIRE,.
RXRFHnE AR AN AR FRMHAIRAEE:

c BERENNARFIRABELARR, WEXERBEM Citrix Workspace RZE#EF F IR, EHFRH
KEYWORDS: Mandatory KtinZIR AEFREEE. FamAFREATICHITRESINAREREN “His” i
i,

 EADAMBEAFPITAENNARFNNABE, BFFRFE KEYWORDS: Auto MiinZRREEE. AFRER
BN RIS, BNNAEFSBME, MEAFRR FHITH.
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- EMAFPEATARERF, HEEBI%E Citrix Workspace B9 “§5ik” SIRFIIEEANNBARFUEEEST
#3, BEBFRE KEYWORDS: Featured KiinEIr 2% PG E.

ERARBENRIERBEX N AREFRESANIUE

1. @idizfT gpedit.msc $T7F Citrix Workspace R F2F4A ST R EBIRR,
2. EHENEETST, BEEEEIR > Citrix A#% > Citrix Workspace > BBIIRSS.
3. %EFEE SelfServiceMode 5B8,
a) EREERAUEEEIRSHEARE,
b) #EECRERAUFITRNBIER, LETUERE SRS AP R,
REEIERN AEF RS R,
IRHE TR B FIRT,
N AFME,
E#asn Citrix Workspace [ 2 LUEFT M B2 3o

N o bk

£/ StoreFront tk P IR E B E XN AREFIRESNNAE

ISR LAM StoreFront ifsSi7E “FFi8” BN EE LIREREAR. ATLUE T5IREFHINZ <annotatedServices>
498 C: \inetpub\wwwroot\Citrix\Roaming Hh# web.config {4 :

 BRREARKESEL, 5%A PutShortcutsOnDesktop, &&: true = false (BiAx false),

o BRREAKE ‘TR F&h, EEA PutShortcutsinStartMenu, &E: true =X false (ERikJ true),

o B “THIR” HBEPERKFIRR, EER UseCategoryAsStartMenuPath, 1&&: true 5§ false (BiAH
true).

AR

Windows 8. 8.1#1 Windows 10 RAFTE “Fria” REPAIBHRARNNGR, “NEEF BRMmETRERX
R TER, MAEEE Citrix Virtual Apps and Desktops & X8 “251” FX 4T ER.

o BE “FHR” HEPAFERESNIZERNER, EER StartMenuDir, 88 FHHRE, BRRESR
B NFI S B R

o EEHTEECRENNAER, E#A AutoReinstallModifiedApps. i&&: true =% false (BkikA true),

. BERAELAFEREARETENER, EEMA DesktopDir, RE: FFHME, ERREARTAIINX
IH & FRo

« EXREZE i “add/remove programs” L8IE%H, &M DontCreateAddRemoveEntry, €E&:
true = false (ZRiAA false)o

o EMRRRNAEEFUEREENERBRMENNAEFEX M HREES A Citrix Workspace El#r, &R
SilentlyUninstallRemovedResources, i&&: true = false (EBikK false)

£ web.config X, EEBURIMEIKFH XML 2853, EiB & U TSRS TR IS

<account id=... name=”Store”
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ERP IR R </account> FRig,
TEMFER DR Z A, TERIJLTUR SRS+
<properties> <clear> <properties>
FILUSBMERINEILLE 28 <clear /> fRi2ZfE, S1MEMS—1T, HREBHMME, Flan:
<property name="PutShortcutsOnDesktop”value="True”/>
AR
£ <clear /> IRZ ZRIF MBI TR ATRERFERE R M. HFINBEAMAMEERER <clear /> T2 BT ERE,
LU R UL ER 7 894 B fl -

<properties <property name="”PutShortcutsOnDesktop”value="True”<property

name="DesktopDir”value="Citrix Applications”>

BE

EZREBBES, B—RVEA—ERSB[UEFRIRSF[ANEE, R Citrix StoreFront EBITHI G RTE
MERRNEMEMRS 2R LiETT. TG, EENIREMMIERZEIRSHE, UWEERSHEPNEMARS
2%, BXRIFMEER, 155 StoreFront>aid,

£/ Citrix Virtual Apps and Desktops 7.x HiENBIEFIEE B E XN AEFIRESRIME

BJ L Citrix Workspace BREFEEBENBEREE “Fii” XREPRRE LRENBREFMNSERES R, LIk
51 & #mrHEATF Windows B Workspace ka6, B2, ki 4.2.100 5| N7 /A Citrix Virtual Apps &
MAREFIEEEHNAEFRESIRENIE. MRRRHE—LNARFREC—BNUERR, WIEERIEESE
o

£ XenApp 7.6 BN AREFIREBEX N AREFRESRNUE

7£ XenApp 7.6 HEEESNAERLZHIRIES .
1. 7£ Citrix Studio 1, HEINAEFRERR,
2. AVAEFRERRES, EFRM. FHERH, FLUEENABARZNNBRER.
3. ANAREFEEEENEN. 2EENSEIFRFEERPIENUE,

4. ENBEFERNFERS, TJLUERIEEER Citrix Workspace MR 2RI BIEFNZER, Fia0, R
Z710 Microsoft Office BIEFHIRIEAS T, BN Microsoft Office,

5. &H “RiRESXAMIBFKE” EFHE,
6. BE “WE",
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Studio

BREMESEREN N ARFFRATHFE

MRAFESRERNTBINARFREER, RENREENTARFFRETHFES, Citrix Workspace [z
REFRREMNEHLZEH].EXE FREITIEE.

LIRS RZ TSR

1. EEPHITEN LN AEFTFR,

2. BNRAREFEFREFTAMMERZIHRN—MERALE.

3. NERE, BESE—MHATIR (HE, BIEWLIEBRERHEITER).

4, HIGEMRILUEZERTF Windows # Workspace #E53E it MMIEHE = S HIEFRE A X EFR,

NREAT RemoveappsOnLogoff 11 RemoveAppsonExit, H*ERBFESRE RIIERBEINBIEFNEIER,
TBER U TRRR T ERIEFGIER :

1. 1£/ regedit #"I0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f§ B regedit & M HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”s HKEY_CURRENT_USER #ft%&4k=F HKEY_LOCAL_MACHINE,

IJ\Il:,\

AMRFEFLHESBERG, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HAVR RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA, BSBHITED.

RIFTBENEREHEENSLE LRSI BRNFRAIRITX S

1. EREFPHITEN L, AFEEAEREFAURERAIKITIXNG. Ak, BEEFMELBARERFMEIGER Citrix
Workspace M ABEFHITEMN; Citrix Workspace M RBEFIEE R ATHRITXE-
2. M %APPDATA%\Citrix\SelfService FFEREFRARITNG. BREE.exe Xk,
3. BXETMRITXHEFIEINEHL=E,
4. WFEMENESNEFHITEN, HLE U TEMERI:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
JtREG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. W R RE =, & & MU
£ HKEY_CURRENT_USER t # & KL T & &. HKEY_CURRENT_USER Wt &£ & & F
HKEY_LOCAL_MACHINE,
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d) BdFHEHRAESH Citrix Workspace 5z RIERF LUFFMEEIE R E Ko

EIRA:

KTEFENRT N AREFRES BB,

ATBPEZRERER “FR” XRFHNEAERF (BBIRS)

WREEN+ (BEELED) UAERF, REFAVTRFEEESEWEIRME “Fia” RehmNBER:

MRFEAPEFERETE “FIR” REPHNAERF,

MIRFLEAFERERER ‘TR XRPONBER,
EEHEEFRENNAEFRESIREERE L

“FIR” REPARERRANAREFRESR

WMRAR

L BBRSENECE Citrix Workspace M AEF.
ST, EFE ] LURIE S E 80 S B shTRECHI A 3R R

HiEFXRTIRE,

FA Citrix Workspace MRBEFEEEFIER, ARG
NERBERE LN/ N AEFEREZREFILE,
RIBREE A B oh A &GS AR,

—aXANEN, BURT2FTFTEAFCFERENAEFRESR. FHEFERT, REBHNGEEN

WaRinie); % Citrix Workspace MABRFEFPITEMEE, AREXKREEATF Web # Workspace, R
Citrix Workspace [z B#2FECE /1T BBhiARM AR RES N BEEALE,

WMRZFEILE Citrix Workspace W Bi2F Bahig R A
REFREAAMEE “FFia” XEHhNEFRLE:

KB BEFRIES NBMMERT “FiR” RENHRE L

7 Citrix Workspace N B2 FEE
PutShortcutsinStartMenu=False, BNE7EEBIARSS
T, Citrix Workspace R REFH ARG B2
FHREE “Fia” Xed, RIEASLAEFLERE
MEBEEZAE.,

WMRAF RIABRDEEAER, EaIUBRENAREFHRET “FiR” REPRIEE L, AEREERKELOE NG

Ff,
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WNRFHE Citrix Workspace R FEF BehiEFra R A
BFREANBREE “Fria” Xed:

73 Citrix Workspace R ff2FE B
SelfServiceMode=False. Fr#a] AL AIEFEIE
BIRTE “FFHIR” R,

7 Citrix Workspace R RiEFE B
PutShortcutsOnDesktop=true, FifErIBHIR B
FEHEERERE L,

7 Citrix Workspace R F#2FEE DesktopDir= /A
FHRENBREFHNREX R,

MRFERFRENAEFREAVBREERE L, 15
AT TR

MRFERRBERESNBREERE LR,
ERITLUT 8!

58 XenApp 6.5 = 7.X HHENBIEFIRE

MREBREREAXANUEUES A BMETERNUERIIXERES, BEA XenApp BNAEFIRE:!

MREEI SV AREFRERHENAEFNRENMNE,
ML FBERSERNER “FFIR” FREX, BT

#9 Citrix Workspace M FHEFEE
PutShortcutsinStartMenu=false # = ASN AT

LUT 24!

N A2 IR ETE S5 XA R BT E S 3k R

MRFBLENAEFEREXMHRPET, BHERUTED:

INRFLE Citrix Workspace M RBIEFHETE “FFia”

REHEAWN BEFRES B RERE XN L
*k)

N2 Citrix Workspace MERZFKREE “Fia”

RPN ARFUTREXHEF,

ETHEGR B IPRAN BiZ

MRES— AR ERAERANAREAFR BN AER

FigE,

7 Citrix Workspace R ff2FE B
UseCategoryAsStartMenuPath=True,

7 Citrix Workspace R RiEFE &
StartMenuDir="F18" 8 HFEEZ T,

» AT RIE A PR EMR LA BIER N BER
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NRAEE Citrix Workspace M ARZFEFHEMIBRFT 5 Citrix Workspace i RiZFECE

B AER: RemoveAppsOnLogoff=True.
NRFE Citrix Workspace MBREFEREIMERN B E Citrix Workspace NBEER, £
RBiEF: RemoveAppsOnExit=True,

BN BERFHIRN AR
ECE AN BRI RN TR

o BIEEMAERARENNAZFTIE Citrix Workspace N BEF PR IENN AR, EMINXEF S
KEYWORDS:prefer="pattern”, LtIhgEFRH “aAsitirz AR,

ERFHEN LRENBEFZHI, Citrix Workspace MABREFRHIERIEENER, UATREEELHIT
HiZNAREF. MRBERMEE, Citrix Workspace RREFEITIRZN AR, BRAIEREAR. AP
M Citrix Workspace R fEf2F&E OB ehiZMBEZFER, Citrix Workspace MABEFIEBoIAREN (B
%) MAER.

R A 7E Citrix Workspace R RI2FMEBENE T N %M BIERE, TR Citrix Workspace R B2
RIS BGHIT I Z N AR F. MRAF M Citrix Workspace M ARRFMHEERENE T ENE %N BER,
Citrix Workspace M BEFEEBUEITIRZNBIER, BRHNEH,

AR

Citrix Workspace M B2FiTIRARE NN AEFEN, BHAXREF prefer. EITHANBREFEBRIXBFER
1M

AURAENLAERF ZRIEEXRTF prefer, RF—MLEMAAHELXRFNAZENLAREF. AIUEEEEEH
fERLITE:

o BISENFERARENNAZEFTIE Citrix Workspace MBREFRIRIENNBERF, B NXEFERFSH
KEYWORDS:prefer="pattern”, LtIhaEFRHA “Atif AIZFEARE

ERFHEN LRENBEFZHI, Citrix Workspace MABREFRHERIEENER, UATEEEELHIT
HiZNRREF. MRBEARMEE, Citrix Workspace BREFEITIRZN AR, BRAIEREAR. AP
M Citrix Workspace [z A2 F B ER BN AEFE, Citrix Workspace M RZF# BEohas#h 236
(B) NARER.

NRAF1E Citrix Workspace M EEFINBENE 7 £ EERBIER, MR Citrix Workspace [ HER
R BTG BCEIT FZ B2 F. MR M Citrix Workspace RBRFHEH T EMEEMNBIER, Citrix
Workspace A EEUEITIRIZN AERF, BREH,
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} =r

AR
Citrix Workspace MBREFITRE N BIEFN, BRAXETF prefer, EITANBREFEBRNIXBEER
R,

AURAENLARRF ZRIEEXRTF prefer, RF—MLEMAAHEILXRFNATENLAREF. AIUEEEAEH
fERLITE:

« prefer="ApplicationName”

N BEFRMENS B EREA AR MPIEENN BEF R A ERNBEFELE, tLNBEFATR
AILE—1 8, WANE—MEE. WMREEE, WEEEASIS. AR IAESRX RN A,
BEFKSANE, MARFZMLEERNEERFHRITNEZIFEER.

KEYWORDS:prefer= “Programs” THIREA BRI

Word \Microsoft Office\Microsoft 2
Word 2010

Microsoft Word \Microsoft Office\Microsoft Z
Word 2010

=HE McAfee\VirusScan Console =

Virus McAfee\VirusScan Console 5

=HG McAfee\VirusScan Console 2

 prefer="\\Folder1\Folder2\...\ApplicationName”

HEIWRERASTENRES AXHRFEUR “Fia” XETHTENAEFZFETA, “Programs” XXk
B FR FRARTHFXMER, AU MEEESELREPUREZXGXPHNEREARER. NRE
RE=E, WEEFERSIS, RREXRSANE, £xEETEERIT7E Citrix Virtual Apps and Desktops
PR SRR ENESREA,

KEYWORDS:prefer= “Programs” TayHEA EEE

\Programs\Microsoft \Programs\Microsoft Z

Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010

\Microsoft Word 2010 \Programs\Microsoft 5
Office\Microsoft Word 2010

\Programs\Microsoft Word \Programs\Microsoft Word 2

2010

2010

© 1999-2021 Citrix Systems, Inc. All rights reserved.
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« prefer="\Folder1\Folder2\...\ApplicationName”

MEXNBEERS “FHR” XRETRETRES AXHREELE. RUEMNENEEFEACENAEFRR, H
BrRIbER B S RES RN 4R, NRREFAXGBRRZLIRMOBNERRELER, LEFIFEEER. W
REREPAETE, WFEMEASIS. REXRDANE. EXNBERLEEI IR A RITHENIFEER.

KEYWORDS:prefer= “Programs” TEyHEA BETE

\Microsoft Office\Microsoft \Microsoft Office\Microsoft =

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft S
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft =
Word 2010

\Microsoft Word \Microsoft Word 2010 5

BXHEMXBFHESR, 15217 StoreFront SR L - AL ERD R “EhERI,

BRI e 28
ETEMRIETSRRBEEN, BERETIRERSHRE,

R EREEARRIETREENTAFARERET. EATEEEEEERANELERNEAEER, SERTRMRER.
mies. WHEE. BGRE. MR ETRSHEHR XA,

AIAMBRT, ERERRIETRRBOTERANRS. BT RHRRAHNETESIET SRR, ZREBRIALTEA
Ko

EMETRHE

AT EEX ERTRERENEMETRSEME, HEZERELEENERHEERE/LFHFEINZE/\NERES.
BJLA7E Desktop Viewer R 2 RBHBIETNFHEEEINE TR, TEMNETREP, BEIUAHIKFEARETLL
REBIRAZ T ENETSR. REZFPHETIIWENIEEBDLLRIRRS.

&AL AT DPI 4amis DPI IMERER RS ERE8iRE DPl, NMAEMETRMERE, BRBEXNHENEESE,

IEENERT2RF. BERSRERIE,
HEFZMERMEAHHINARERF. EEEATSIEFHEITHREESRER,

Rz FAtE 7 B mhEta]

ERRIEMBIEER UERNBEFESIRER RS RENRNENE, ATRAFREEMRLIEE,
BEIREAVFERF B R Citrix Workspace R ARZFHREITHINMNE MRAFBER) QIBMRDRIE.
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B RIER a5 E N AR EETE, AP mEEATF Windows 89 Citrix Workspace Rz 2R HR iR N#TH
PEEZEN, ERMT—IRIEZE, RIETEHEETREER. BARAER ctxprelaunch.exe ERIEFIETT, 8
SHEARA] W

BXEMER, BESRATEAEEZAHAMN “Citrix Virtual Apps and Desktops” —XHH&IE B M SIEERTE
o

NZEBSIETSEIThEE. BB ASIETBIINAE, 157 Workspace s $1THEE Sk ENABLEPRELAUNCH=true,
HEBEMEDT EnablePreLaunchi8ER true, AR E null RRTABEHINAEA FEZ RS,
AE:
MREEEEFHHENEE NN EE (SSON) B4IEIE, NE BB AMEE. NRHEEAIEERE (SSON)
MARBRMES, 151 EnablePreLaunch ;Zf&RMMNEIZEE N
false,
AMRAERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
o HKEY_CURRENT_USER\Software\Citrix\Dazzle
BFTEETEDh:

o ERTIRE - MBMIIREEAFNEREISHRIEZERR, MLLZNEERTABRENE, BEEEER
EREFER. BPALGESEHER Citrix Workspace B FREF i #ER RS 5hIhEE

o XINTEE - BRI T RIMES BB 5. T XINTBHNERFPREEFRETREEISHEIEEREM.
MREGEM R FUS BN K HEE XK, SERTBEE, IOBNEMRSS[BHE, ZRIEEEITIN
RERRET. B30, MRHINTETILTHE TF 1:45, ZSIERFRGETF 1:15 2 1:45 Zia B, BEES
mEEER,

#£ Citrix Virtual Apps R % FRETSIENS BEIE: R, EURMBRABHNARRE, UWRERHTES
TR EhE FRARRF B R SIS

THEEMA receiver . admx XHFBEXFBINEE. B2, AILUEEEREFATF Windows B9 Citrix Workspace
N RRRFR SRR R RN R EMRERERFEHEE.

« HKEY_LOCAL_MACHINE EEEFiHZEIEFE N,
o f&r i@ HKEY_CURRENT_USER EER—tEH LAFRNAF RERENIRE. AR LEEENRE
AT HKEY_CURRENT_USER (&, BIMAAF R IETT IR R T BRI,

HKEY_LOCAL_MACHINE JFit&i&:

3t F 64 i Windows #¢ £ & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

$+F 32 £ Windows 124 &%: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

&#: UserOverride
Z£A: REG_DWORD
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f&:
0 - £ HKEY_LOCAL_MACHINE f&, BMERESZ7E HKEY_CURRENT_USER &t 201t
1-1#H HKEY_CURRENT_USER & (WNRXLEFE); BNEEA HKEY_LOCAL_MACHINE &,

Z %5 State
28 REG_DWORD

&:

0 - ZAFREIThEE

1- BRENTRE. R ERPNEREETSHRIEERE.)
2 - BRETINTER. (FUSEIThEER1EA Schedule BRBEMETIEIRE, )

&#5: Schedule
28 REG_DWORD

&:
“SHRIMTREEN” BIETE (24 /\B3Hl) FEEBEBRUTEREN:

HH:MM M:T:W:TH:F:S:SU Er HH #0 1:0:1:0:1:0:0, ZREEFRFFT
MM 9/ BRI 53 55 & 1:15 T4 1:45 ZjaE5h.
M:T:W:TH:F:S:SU A—ARKE
A, i, BEEEH—. BH=
MEHATF 1:45 BA “iHRI89F
B5h”, &% Schedule i&EX
Schedule=13:45

HKEY_CURRENT_USER JEift1E:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

X4k State # Schedule ;EfEMS HKEY_LOCAL_MACHINE E51ERNE,

WEABTEEM

NEARNBEERREAFEEARZREF HRIENMENZIZF i URL EER. RSSHKEEE Studio HigE, EF
ImERBENIZE Citrix Workspace N 2 F AR R EEERDIZE,

RE Citrix RRREENIIFFHEERUKERTFEFHE URL EEMBAMNARFHR, BRITZE NG
B Windows & F ik XX AN S EE M.

AILUERU T A EZ—BARRAREEER:
1. HEBENR (GPO) BEEIR
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2. FMRmIES
AR
o WHABREERERHNBEFHDLTFEARSHSIEPREER.
o MAERSHMEF K LEANEANREER. ERSB[BIEFF G L2AN, ZIEEEEA,
« 8#% URL B, aTLUEE— URL SS9 0RA URL 5K, AILMERES (%) fE@ER.
ZEFA GPO EEFEIREANARNSTEERM, HHRITUTIRE:
BIRIEERREERT Windows B Citrix Workspace [ BiZFE A RIS R EERRIREE.

1. @iz 1T gpedit.msc 77 Citrix Workspace Rz T2 4H SRBE 3T R B IRIRIR
2. ERAPFBRETAT, BEEEEER > FUEPRER (ADM) > Citrix £ > Citrix Workspace > B P&,
3. EENAENE EE MR,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether
its Desktop or Application is decided based on the Type specified
below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ appty

1. EFEATHNNAEFARERZFFRT, REBFEHEEMH URL BHERZM.

AR

3% URL BY, $8E % URL USSR URLFIR, BIUERES (%) (ERBEERN.

2. MEEMZIFERNE.AHEREF, REFEERZFVAEFHEH.

3. AAWEEME VDA 8 URL FE&H, MALREEBHN URL, A SRR,

4. EEREREA URL KENERGNAEFIREEN? EHLUER URL,

5. BHETUBTR—MIIR, ERESHLMEAFEEBE VDA 89 URL FEEHFIHAER URL LA, ZES

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZFF K URL FE&H, BASTAMRSBEEMEZF K URL. A7 S 2MR5IR.

&3 URL BY, 8BS URL USSR URL 5IR. BILUERES () (EABERR.

7. BENRAME,

8. iEMm<1TH, iBfT gpupdate /force @4,

RERIMREANEAATEER, BHRITUTRE:

EEANARSEEH, EM Citrix Workspace AREFREXHE C: \Program Files (x86)\Citrix\
ICA Client) izfTredirector.exe /ReglE &%,

B5E:

FRREEAMNASSHHINBEIFGLE. FIW, WRIEET VDAMRNLE URL https: //www.my\\
_company.com BEEEAEEMIIEFinM VDA, N&LZEBIFEEE,

URL EEMAXEZHFEN URL (HIEN IRV AEA= AR AN e 28 S MK EIRY URL, EAEBURTF MR
28,

MRERBIFERNFENNAREFRENERZA StoreFront ik, F StoreFront tk £ REFF
BRTRIDNBEFIEERIE,

s EOMRE URL EEAEIFEFHNET. URL EE@EEI VDA B, MNRNHSEZBITH, EETHEM
URL BEfmEm-R 1T,

. BT, PDF Ex¢HrIER AT 5%,
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s BRAAE-MRSBUALBEXKNEINNEEEORBERD—QIHBENLIRERN “BRA". Citrix BiX
EEARS /X RBXEXINEEHENAZE (URL) EEMINEE, LR URL EEMERIET.

PR
MREERBFRIEBHEAAMEY, WAREFERLENH,

EF Chromium #3155 882 7530 URL - AT

NERABREEBOAFEFERARSSFBMEFF ENKRREE URLEENMMNERPIHEERZIREB[UMMRSHEEQDIE
P

AR5 28 5:m7E Delivery Controller LigE, B RHRREAAHEIIER (GPO) BEERE Citrix Workspace R A
EFLIRE.

BHhRZs 2106 &2, B3 Google Chrome #1 Microsoft Edge #in 7 W@ URL EEExiF.

W

« Citrix Virtual Apps and Desktops iz 2106 s E Sk,
o NEBREERY BIEFIRE 5.0,

% Google Chrome %23 FIN A URL EEM, iEM Citrix Workspace AREFREX4XHIEITU T

A
E4

%ProgramFiles (x86)%\Citrix\ICA Client\redirector.exe /regChrome /
verbose

==

AR
7£ Chrome %133 HERAXLEH S, WERNBEERAYT BFEIM Chrome M_ENAERSE,

ZMIE URL EEAPECHEM Google Chrome ixI%i28, &M Citrix Workspace M AREFLREXHLFITITUT

ANA .
M.

%ProgramFiles(x86)%\Citrix\ICA Client\redirector.exe /[unregChrome /
verbose
AR
WNRTEIAFIR “HERY R TENHIUTHEIR, BRRZER:
Websocket connection to wss://... failed.
B x1# Citrix Workspace MAEFHEE URL EEAMNER, BESRNEARNEET .
BXNRBRIEECENFMEE, 5255 Citrix Virtual Apps and Desktops A4AEI 5528 A A E E [Ho
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Bloomberg i

Citrix Workspace R B#2F X ##7E Citrix Virtual Apps and Desktops iE5ER Bloomberg $##. FREm4A M
FEiEM R L, AITEREEAT Windows 89 Citrix Workspace R B2 & R MK mE382H Bloomberg
BEThAE,
TEUER Bloomberg BE#ITZ MR, ZBRNEESIEINEFABEER.
ficE Bloomberg i##:
JINCy
AMRFEFIRSBEINR, AJREREEMRERERSR, Citrix BERIEEFMRFERERFTHSHY
MY RIARES 1S AR, EREMRFIESRTEENKG, EREIMRZA, BSRHTER,
1. MR IREI T AR
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB.
2. BATUTBREZ—:
« EFAILLINEE, XFFE R DWORD. &#54 EnableBloombergHID H9% 8, #EEIRERN 1.
- EXAILINEE, EREIRERN O,
BXECE Bloomberg BERIFMER, BESRFIRPLXE CTX122615,
Z[f1E Desktop Viewer HOTES, iEHITUTIZIE:

WMREAT %4 Desktop Viewer &0, WEINERT, LFIEEFDRENIERLE, IRAFEANEEZ IR
H, X EREXLERE FNEETAMNR, BERETMREES, EURAZRIATRHBLE Desktop Viewer &
AZEE,

IJ\ID\

AMRFEFLELSBERG, JRBEENRERERA. Citrix TERIEEIMREFEREHAFLYSEE

MY RIAREB 1S AR, EREMRFIESE S BIENG, EREIMRZA, BSHHITED

- TAPKREL, REREMESENYFIAF ERERMEREERS T, FUTERRIIZ—FEIE— 2N

DisableDimming 9 REG_DWORD %£B8. MRBEi&& LM Desktop Viewer, MEEEMNEE:

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

FE, ALUBEEUT MRz —HeIZEEN REG_WORD % BRE XA, MAHITHLE:

« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEIMEI A, E%IER Citrix Virtual Apps and Desktops EEREEEAILINAEIRE T R,
BZEERENTEIESE, W15 true,

MRFKIEEZEHERBILEN 0, N Desktop Viewer EOB LR, NRIEET ZMKE, WEHERUTMER. It
HIRPHE- T FEMEERET QRS LR
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HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

N =

Citrix Casting

Citrix Ready Workspace Hub $¥#FIFZEMMIBINRLE ST, ERENGRTRPRHHAEFMEIE, ¥
MASEETIZE (F—EWR), GINBHNARFMERSE, USRS EHHNIMRIFE,

Citrix Ready Workspace Hub 7£ Raspberry Pi 3 & E#9EMAL. 51T Citrix Workspace R BiEFRIE&HIE
%% Citrix Ready Workspace Hub, HigMAiE2FHSmESHTRANE R L, Citrix Casting X7 Microsoft
Windows 10 fg4s 1607 E=AR43 Windows Server 2016 E=3#,

Citrix Casting R—M A E Mg & T LB AR E R AREFHEARE L BRAITIEE.

=

AR
« EATF Windows 8 Citrix Casting 3z#F Citrix Ready Workspace Hub kg7 2.40.3839 &E=HRZN,
BPHARRAH Workspace Hub FJREF A R AL MEIS S B I FT IR,
« EAF Windows K Citrix Workspace R 2R (RARIEMZA) F32#F Citrix Casting Thig,

WEFRM:

s EIREEBATEFUELN Hub,

+ Citrix Ready Workspace Hub #0 Citrix Workspace Rz BRI E84 AL T R —MLEH.

« 7£i=17 Citrix Workspace i HEFHI&E S Citrix Ready Workspace Hub 2 8 R18/ 1E# O 55555,

« XtF Citrix Casting, REBELLIEO 1494,

« %0 55556 A 5hi&E S Citrix Ready Workspace Hub Zialfy SSL #2892 iAM% 0. ATLITE Raspberry
Pimig B E LEEERFER SSL w0, sNRELLT SSLixO, AFR¥FEES Workspace Hub Zjali#sz SSL
pE:

+ Citrix Casting X7 Microsoft Windows 10 itz 1607 &E=kz4ssk Windows Server 2016 £ %15,

fZE Citrix Casting 55p
AR

B LAs @ AN X AR Citrix Workspace M AEFEITHIRMNLMEE S “BEAEERN” K. BXEMAESR,
BB BRERIN Ko

1. ARBEH@ERXEEH Citrix Workspace 2R EIFHER SR E IR,
LB % B R R B AT EE,
2. 3%&#% Citrix Casting,

ItEAHE 27 Citrix Casting IHEIE,
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@ Citrix Casting

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

(@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save Cancel

3. ERLU TRz —!

« & - #8772 Citrix Workspace 2 EzhEtEap Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, RERzhEIEEN Citrix Casting) - 8RR 1E

Citrix Workspace R f#2F mahegEsh Citrix Casting,
%% No (&) EWMA=LX L HFIRERNRIE, ZIREXET—RES Citrix Workspace [z 28y

4. BEHEFREFUNAFEENR.

Ve

#{ai% Citrix Casting 5 Citrix Workspace N ABEFE AR

1. && Citrix Workspace MAB#iEFF, HEEZNISE EBRAES,
S 2R A Hub 7&K, %51%#& Workspace Hub 453 &289 RSSI EH .
2. ERERSFREREMN Workspace Hub, SREERUTERZ—:

. BRATENIREHBEERARRIFEEEEN Workspace Hub i&&.
o FEETE Workspace Hub & RREBEHEBRER.

} =

AR

Bt Citrix Workspace ZAiEF A~ =iRH Citrix Casting.
7£ Citrix Casting BAIHEES, M7 LUITFIEmR:

1. HaESRISERREINE.,
2. RIFET.
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3. Wi ERE, ATELYNRERTRIE

4. EREFR, BT Workspace Hub FRinEIMgE .

5. AREHBEHMXIFFH Workspace Hub EfrH %2R UM AR B RS2 IEERE, HiBE Citrix Ready
Workspace Hub,

Citrix Casting - Refresh

Current screen | Superior-Lake
casting session

Available Favorites tab

Workspace hub

raspbermypi .
set as favorite

. . a3 tes
List of available haiyang_test

workspace hubs
liangc-dev

WorkspaceHub-debao

Workspace
hub icon

BieIR
3R Citrix Workspace [ AR T AN ESEEANMEMAET A Workspace Hub # 52 #17i@E(E, BRFEEERS
SR &I

1. Citrix Workspace M A2 Citrix Ready Workspace Hub ZE#ZEIE—M4E,.

2. =B85 Citrix Workspace M BiEFMI&E BB T RF H HEFIEEIET,

3. Bz Citrix Workspace M R2F#i&#&E Citrix Ready Workspace Hub BSSEEIR (NF 10 KE&REEZ

KRB o
4. 1% Citrix Workspace M B2 F 2 sh ¥l %28, AEEAN http:
et RS 2R T Workspace Hub i&&8iZ4AE S,
5. 7z Citrix Ready Workspace Hub F& & RIF, HE=iXEHZERESI Workspace Hub,

B 18] Kz PR

1. %% 5 Citrix Ready Workspace Hub i&#ZIE—M% Z i, Citrix Casting REEMA,
2. MBHIMMLKEA, Workspace Hub i&& EATREEEIERERo

3. EBY B, B5h Citrix Ready Workspace MABRRFHNERBESNIFEZ R,

4. ETBRERT, FEBHBERSBGENEETRE,
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5 RELNETRELZEEIMAZAEN, FRESZENSEMNAER. fli, BEIMRLEZNK. FRARAX

ET,
6. ERERF2IEE, MRIETT Citrix Workspace M AEFIEELTHE. EBRIAKRERS, WEERNS
BREEIR,

1. A ITPRERNRIE,
8. Citrix Casting ZRMRARE S PFEN 1920 x 1440,
9. Citrix Casting %z #¥ Citrix Ready Workspace Hub ks 2.40.3839 RE=E 4. FHRAH Workspace
Hub BI8ET A R4 NS NS BUH IR T HE IR,
10. iEAF Windows B Citrix Workspace AR (RABEERE) RZHFIHINEE.
11. 7£ Windows 10 Build 1607 /1, ATAET AEMEML FH BER Citrix Casting,

&% Citrix Ready Workspace Hub #yi¥4i{z &, &% i Citrix Virtual Apps and Desktops xx#4/#y Citrix
Ready Workspace Hub &B43.

E48 USBIREEEM
RRESES USB EEM:

1. @idizfT gpedit.msc $T7F Citrix Workspace R FEF4A SR8 R E IR R,

2. HAPREET ST, REBEEIR > Citrix 444 > Citrix Workspace > ini2EiEE FiRi&#%& > @H USB iz
s,

3. EFIRD IR E R,

4. EEERMA.

5. BHNAMNBEFRFLIHRRE,

BAFHELEREMED, BRITUTRE:

1. @EidizfT gpedit.msc $T7F Citrix Workspace R F2F4A ST R EIRIRR,

2. HAPRETRT, BREBEERIR > Citrix 4 > Citrix Workspace > inf2iEiEZ P inig& > @A USB iz
s,

3. i%&#% USB &I NI SRES,

4. EEERA.

5. 12 USB i@ &M AER, HRMEAWIELERD USB i&&.
f5la0, ALLOW: vid=047F pid= CO39 split=01 intf=00,03- i 00#1 03iz0, REIEMEE
Ho

6. BENAMAE.

ERESIEP, 79 USB i&&7E Desktop Viewer FHIGE T EmR, Ieoh, EAIMMERT > @&FEFRS USB
8o
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= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect

Unknown Device (Vid138A Pid0017)

Plantrcrqics Plantrenics Blackwire 320
Lngitecl/PFUSB Receiver
Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) 3

Manage Devices

Audio Device

AR
FHES USBig&E T EA USB EE @AY, HHM Desktop Viewer SEZEHLERIZIFEUEE MRS,

ERNBRFRIER, 75 USB ig&E B REEERLH,

@ Citrix Connection Center — > Styles
Connections Session
=28 Active .
‘:JA_‘;C{ FTLPAT7M0S008 Disconnect
- Adobe Acrobat Reader DC - \\Remat¢ Full Screen
Log Off
Preferences
| Devices |
Unknown Device (Vid1384 Pid0017)
| Plantronics Plarrt{onics Blackwire 320 3 | HID Device
Logitech USB Ré?ei\rer Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB449) 3
Application Manage Devices
< > Teminate
1 Server used, 1 Remote Applications
Close
TRIHT SR GFHIELFER USB ZHORMITRIZRE XMFAES.
EAVEREMED, BRITUTERE:
i) O 121
TRUE BREHS 0-n ARIFEREEREN
TRUE BELTH RFERAEREA
FALSE FERE AVFEARIZENER USB #0
RIETE FEE AFERRIZEREA USB #0

g0, SplitDevices- true {ERIFDFIEIRE

© 1999-2021 Citrix Systems, Inc. All rights reserved. 106



iBEAT Windows B Citrix Workspace R BiEF

EIRAFAEMED, BHRITUTRE:

%) #O 121F

TRUE BHRS 0-n B EREERO

TRUE HETH BAERREERO

FALSE EEE BAERIRERNER USB #0O
RIEE ERE EERRIgERER USB &0

g0, SplitDevices- false #gmigEF@IIEEZEASHFD
flgn: MyPlantronics Bl
EOs:

o B4EOX-0
« HID#O%-3

FF MyPlantronics EEREIFEN :

o AF: vid=04T7F pid= CO39 split=01 intf=00,03 /Allowed 00 and 03 1interface
, restrict others
o DENY: vid=047F pid= C039 split=01 intf=00,03 / deny 00 and 03

PRI

Citrix BIWER BRI MEBEIBED, BRASE: FHRBA USBEERARBZREEEAIENMEE. BLIEM
HERtEE, BEAMLERENEE,

DPI 4&1%

Citrix Workspace [ Bi2F A FRIERAIEHIRIE DR,

BIUERIEFRRARS DPI, BHIEERINGTFREARS., XRTRIBEERIGEMRIERFEN 2P,
FAILAER LT IEECE DPI 4874

1. AWK (GPO) BEER (BitENERE)
2. BEED (BRAFKE)

PRI

« BMESATLILINEE, tb=7E Desktop Viewer IR EI R HIRHIBIE o
o ERER, HEENDPIREAENBDN, SEEBAONKNAIESFEH, BRSE: ABRIEFOHK).

BFH GPO BIEEIREE DPI Bk, EHITUTIRIE:
1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EBIRR,
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2. EHENEET ST, BREBIEEIR > Citrix 4 > Citrix Workspace > DPI,
3. #%#F% DPI 5%BS,

A High DPI O w
E} High DPI D e Cathimg er

() Not Configured Comment:

(® Enabled

() Disabled

Supported on: [ o)) Citrix Workspace supported platforms

Options: Help:

Scale the session for high resolution? Use this policy te manage session scaling.

Mo, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
Mo, use the native resolution with the flexibility for the session te change according to the DPI
Ye applied in the multi monitor session.

Enabling the policy provides two options
1. ¥es - Scale the =ession
2. No - Use the native resolution

The pelicy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

ones || ey

4. ERLTFERZ—!

a) 2 - ERERIERLAS DPL
b) &, ERANSPE - RRHBERARBIYE,

5. BENMBMME,

6. EMLITH, BT gpupdate /force iU AFFMEIVER,
EFERETRAFARERE DPI E/, EHITIUTRE:

=

B LA PR OB A X P EE A F Windows B9 Citrix Workspace i B2 FEIRFIREN S HIBH “BREIE
I Re BRIEMER, BEABREEN Ko

1. AEEHEMXiEgSH Citrix Workspace [k FBEEF BT,
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2. ERSREETHES DPIIRE,

BTS2 T DPI I8 EXIEHE,
(@ Citrix Workspace >

Scale the session for high resolution?

(® YVes

() Mo, use the native resolution

() Let the operating system scale the resolution

I _ Relaunch the session for the changes to take effect.

Save Cancel

3. ERU TRz —!

a) &-IERERIEPNAS DPL,

b) &, FEAAHIPE - 577 Workspace MABZF#M VDA £89 DPI H3#TR .

c) Let the operating system scale the resolution (AIFRERABERDYEER) - RIAMERT, LIER
RFEFRES, X#¥, B Windows &2 DPI 48/, LRTUERHKE “B= DPI” SHERIEE N “BA”.

4. BHRE
5. E#Ezn Citrix Workspace [z BIEF SiE BRI B 2E Ko

DPI 48153%£10

Citrix Workspace M BEFHEE=TFT8EH DP| 8IS E - B, TEBRNIRERSHER. FEIEENBAIGNTER
To

gEIR:

FEHIREE VDA LB OMERN AR SIRERABREM, ERIIRELRFES DPI 52, IEEWNNT Ul &E
“Yes” () = GPO HEEHIZEHN “EEH" 19 “= DPI” 588, LUiEEIFHR VDA, IHSEHERTES DPIi7

o XRERELERFENR—FH. BRAIESSHEGEY, THEXA, &#5/I8kk VDA (6.5, SECERNEAIAK
Ef) B, MEERTRERE, AV AREFIAE. RTOP LUINERREE MMEMIGH R 2R RIBRIT, TENA
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EFRBEMEXNTER RSB, URIFERBZER.
BiGEEEH VDA 1 Windows 10 EWAFERILIZE. ZIREXRES DPl, BRSWRSBHR-EEFAEM

=2\
RIER:

FERIREREREPREME ETHRNTEDONRER, XESWRREIHEN, JESSBNAEFMNSETHXEM
EFERRR . WIZBEXMNTF UIEE “No” (F) 1 GPO FIgER “ERBA” M “& DPI” %Kig, WZBEFSSHH
FHERMBIEMBIER, EREESEXAENEGEERR). EEIKERIEN, AJLUE VDA RigE DPI, LIS
FRENER. LR (FE RDS KSENELENAIEF L EZANT. BRLRESSHIEREESHIWER, NMAJRERM
ARs3 R MEREM BT B Mo

WNFREREEGREBARZEMRSV[RAFNRERIE, BiVEAKIRE, WIUERFANTEXXRNERRIE
ST ER.

IBRERFEN:

BRIERABRBRIINGE, HEWNT UlI&E “Let the operating system scale the resolution” (#iFiZ1ERS
ERAWE) . EXMERT, “B DPI” KERBIEER “BEA", X, Windows BRIFRFEM AT UL ERIEN DPI 45
o VDA BIDHRZET DPI#THEKE, AESHOMRLBRFIREENIWREN, KIRBEFEERTFRERSE
2iE, HBEEED 6.5 VDA HECENERIRRERH VDA HRBEM. A EFRXFFRES DPI - i 2 R4 ME
B1HRER DPI, EURFEFREIEH. FHRAIESSHEGEN, LERXA. 7 Windows 10 BERZH, HirA/)E
ATREH I AL,

stF Windows 7 k= ER A F T IHMR VDA AR, BIEAIIRE. NREHRS DPI, teaTki7E Windows
10 LEAIIRE.

EMNETHE

IR EEXERTRERENEMETRSEME, AECERELFENERHEERE/LFHFEINZE/\NERES.
BJLA7E Desktop Viewer R 2 RBHBIETRHEEENE TSR, TEMNETEP, BEIUAHIKFEARNEELLU
REBIRAZ T ENETRSR. REZFPHETRIWERNIEEBDLLRIRRES.

fEA] AR AT DPI 4874s DPI ILECR RSB RE8i2E DPl, MAEMETRMERE, BRBEXNNHENEESE,

IEERERTE2RF. BETHERERE, FEFEMEMNELAHHNAER. KEEERTSIEFHETHMER
GiERR,

BAE P IHRNEHRESE (IME)

P
P )=

WNREERBZE Windows 10 2004 FRIZIERS, NESIEFER IME ThEER A e RBEI LR AR, XLE(R]
AR E=FRENERN. BXEMER, BB Microsoft X E,

ERSSITRELREBRAE i IME:
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- EEA@EAEF I IME, &M Citrix Workspace MBREFRENXMH* C: \Program Files (x86)\

Citrix\ICA ClientigfTwfica32.exe /localime:on &%,

@ Citrix Workspace *

Enabled.

IME on the client side will be used in the terminal session.

- EEAEAEF I IME, &M Citrix Workspace MAREFLREXMHF* C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off &<,

@ Citrix Workspace ot

Disabled.

IME on the server side will be used in the terminal session.

AR
AIUfERG ST X wfica32.exe /localime:on BREREF I IME MEEGREREY,

- EEAEAEF I IME, &M Citrix Workspace MBREFLZENXMH* C: \Program Files (x86)\
Citrix\ICA ClientidfTwfica32.exe /localgenericime:off @, LHSAEHERS

BR%KRE,

@ Citrix Workspace >

Generic IME is disabled,

MREAGSTEOZATBAZFE IME, WAILLGETIEITwfica32.exe /localgenericime:on ®<H
RIBFZINEE.
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@ Citrix Workspace X

Generic IME is enabled.

ik

Citrix Workspace [ FAfZ2 FE IR AR FE)RTNAE. ATLUGTT wfica32.exe /localgenericime:on @
SREANBERA G, BR, RETBRFRENNERSTIRAX, IRBEFRRASZENX, IREFEHA
BAZFR IME,

ERERAFRAEREERE ik IME:
WAZ P IME £% VDA 7.13 R ERRRES,
AILUBY EARERBRS RERAEREF W IME Iitk. BXFHAER, BRRAREHRREY.

Citrix Workspace [z 2 A EECERRBETLUEABAR F i IME, 8] DURIEZ R EE SRA {1505 X LE5E TR
FRFEITIE R,

1. AR HBMXEF Citrix Workspace [ Bi2FEARHIEREZEP OO

2. EEERIA A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

Selecting this option consumes less bandwidth with optimum performancs

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME 82X

1. BARSES IME - 2R 74 IME BERaERERSSE LIREMNIES

2. Bk IME IRENSMHERRN - EFERRVBER TERZAM IME, iR ERR%ES e,

3. ¥&tt IME REANREFREER - ALK EAFRENER TEAZM IME, hEBSBAEHERE. RIAER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =%,

fEREMRRIE B BRREE:

BRTEREFH IME B, RILGERA Shift+F4 AREERREN IME 21, IME BN FRESERERIENEG LART.
BIAMERT, BAZFIE IME WREBLTFZERARS.

EEMERFEEEDR, S M3 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

#3% AllowHotKey HEBABEERH 1,
A LUEERA Shift+F4 ARBERIFFIERETRN IME B,
fERXLEHBASHITYIEN, IME EXNRRIENMSHIMERIENEG LA,
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Local IME Off

High IME Performance

Best IME Experience

PR

o EAEF IME &3%#F Search Ul & UWP (@H Windows &) MABRFEUK Windows 10 2ER 4K
Edge 4528, RS %H: BAERIRSSS IME,

o BAEFE IME £ FERIFREH Internet Explorer 11 e 17251, fRAZ: AILUER Internet i1
ARIPER. Alt, BRELT2HIUERFEBRIPE.

H.265 #44RE5

Citrix Workspace R 123245 H.265 MSH4RARIS SR 1 TITIRE AN SRRV EE M IR, EMILTHAES &, WINTE
VDA # Citrix Workspace M2 EX R B AILINEE, MRiH= LR GPU R3zH5EA DXVA #0O#1T H.265 #
B3, “EfZEY H265 f#i3” SRERIRERW /A, SiERELREIER H.264 WINRHREIDES.

WEFM

1. VDA 7.16 KEShas,
2. 7£ VDA LB Rst* 3D B TIEAEM L ERER,
3. 7£ VDA LRSS AR 23 BURE 1 4RET SRR

=

AR
1 NVIDIA GPU %=#F H.265 4&i5,
FiEHTF Windows 89 Citrix Workspace MBEFS, WIHEERIAIRBNEZA,
£ Citrix A5 %R (GPO) EIEERIF Citrix Workspace N BEFEE NEA H.265 {574 :

i@dia1T gpedit.msc 77 Citrix Workspace [z B2 4H 5RBS XS R B IRIRR
HFIHENRET AT, HEEEER > Citrix Workspace > P&,
HEREFR H265 fRIDERES,

EEERH.

BN AMBE,

ok w2

fEREMKRIESSECE H.265 TIHT4RED
£ 32 (HRERFA L RIMNFEBINE B A H.265 W54 :

© 1999-2021 Citrix Systems, Inc. All rights reserved. 14



iBEAT Windows B Citrix Workspace R BiEF

1. 7 “B17” a2 HEMA regedit B RFERS.
2. & i1 8 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,
3. tlE—1%5 EnableH265 9 DWORD #H &% EMNEIRERN 1.
£ 64 (HRMERZ LARMNFHNMERZ A H.265 1545
1. £ “iB17” S S ER regedit BahiEMRRES.
2. 2% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. fE—1% AN EnableH265 & DWORD #HE1ZBIEIREN 1,
EMEmh=IEUEERER,
AR
o WNREEATF Windows 8 Citrix Workspace R RiZFA RN R BIRERDEZR T B EF RS,
Bz H265 f#RSEIIS BRI WA, HEZBEREER.
« z1T HDX Monitor 3.x TEUMERTERIEFTBA T H.265 4588, HX HDX Monitor 3.x T
BF4ER, BESRMIRFLE CTX135817,

BEMBIMEEE
RERR
AR
o] AR L@ AN XK Citrix Workspace M B2FERRIRENSIHE D “BREXEM” K, BXEHAES,
BESRBREER Ko
BERBESATFEEEFIREE LNERBEEGRZER. RIAMERT, LWINELTFEARS. BEHRREEDINEE
AFEFHERSGRBRES R Virtual Apps and Desktops =i&.
26 GPO ERRIRABEREMBEY, BRITUTERME:
AR
GPO ECEMILSER =T StoreFront #1 GUI BR &,

1. @idiE T gpedit.msc #77F Citrix Workspace 7 2 4E SRS R B EIER,

2. HHENRENBFEET AT, EEEEERIR > FuEEER (ADM) > Citrix 8¢+ > Citrix Workspace
> P {58,

3. EEFRRICE R,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBRRAHERUTERZ—:
o ATHSEAL - NTHIRER, EERHE. BEAFFAHREFREN, BENIBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME,
AMETUER RGBS TE M HED,
o REEERRTEL - M THERBERIER TRz —!
- REP—RK - [ERHN - EREREEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. NiBHXKEERRHE Citrix Workspace AR ELE, EEFEBREIED > BEMBESE

2 = F=E =

B B R R EMIE S A= SHEE,
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@ Keyboard and Language bar >

Keyboard Language bar

Do you want to use the local keyboard
layout?

The local keyboard layout might be different from the layout configured on
the server.

() Yes.

(®) Mo, use the server keyboard layout.

Save Cancel

2. EFUTERZ—:

o (NEF—RK - ZIERTHY - ERNERIERHM VDA BE REHFB —Xo
o AFMSEY - EREREPERT FF IHRRNGRERRESRY 2 VDA
s FEY - EREFIREARS S LEENRERR.

3. BEHRT.
ZHH CLIREREHRR/EY, BEHITUTERE:
MERBTF Windows 89 Citrix Workspace MRRRFREXHFEPIBITUTRS,

BEBEMNRT, Citrix Workspace B B2 RE X M F C:\Program files (x86)\Citrix\ICA
Client,

« BEMA: wfica32:exe /localime:on

o M. wfica32:exe /localime:off

FEREFIHEETEETRRERE i IME GENZERESR). MREAHE. PXFFHETENBEFRETERRSS
IME, MpFu@iEREHizTwiica32:exe /localime:of f REARXFHBEHREED, AP EEIT—
PMIEN, SIEBERAEERS S RENRERR.

B, VIREFRREAREEDSIEPREER, ZRRLR, EM Citrix Workspace ZAEFIHHENE R,
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7£ Windows VDA HEE#ERS
EE:
L2 ERTF Windows Server 2016 XESArZs, £ Windows Server 2012 R2 KRB R kAT, ZRIAE
N EREZRETS I,

1. BEhEMRFERHSMEI HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
2. 62 DWORD %H DisableKeyboardSync FIEHEIREN 0.
1 ZHEREEGRRTS I
3. EFEHRIEUFEERER.
7£ VDA #0 Citrix Workspace R RiEF EEA#EGRE, RBEGRMEHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEORTRIEREREEERIE P HRERR.

7z Linux VDA tEERER S
BHEmSRRAFHEBETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k ”HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar”-v ”SyncKeyboardLayout”-d ”0x00000001”

EiEsh VDA LUEERER.
BX Linux VDA tVREHBESIEENFMRES, BEREDSEERBRD.
fRiEE S BB RN IEE

B RERREBNMNEE, ERUTRIESSEERERTR. RETRRANZTERD A ETM. BE
BAIXIEESS, TEFT—RINEAEFGRARNS LS R HIARERNFFEN.

foe el =
El=]

AMRFEFRLHRSHTEND, ARFEENMTERERR. Citrix TEHRIEEEMRFEREA T LS
AR RRE RIS LUR, EREMRFIESTEIENIG, EREIMERZE, BSLHITED,

EREM R IR R R BB IEE:

B RmiEERHSAME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
#& 75 HideNotificationWindow t|Z— N FRFBEF MR,

¥ DWORD fEi&EH 1,

BEHHE.

ERERSIEUEERES,

o bk w2

PR

©1999-2021 Citrix Systems, Inc. All rights reserved. 118


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/current-release/configuration/dynamic-keyboard-layout-synchronization.html

iBEAT Windows B Citrix Workspace R BiEF

o FERRANSIR (BIMN, ERPBEENNAEFER > UEERSHIET) BITNZRNARFLE5EFIHE
BHEREY. BRFE FHEKRRSHN (VDA) LHREFRREHERLA UAC,

« MRAFPREFRK ENRERRHELANRS B LAZHINGR, ATR2RE, REAREHBEIINGE - TX
RPN EHREBRANBENR 2D, BEMERZHEREATIE, FHEHEABMERSE.

« 72 RDP &i&E, TAERA Alt + Shift RS XNERREFRR. RAZE: EH RDP EPRIES RGBSR
G

BEE
BELETRETNERBAES. RABRT, BSEESERET.
AR
IkThiEe?E VDA 717 RESRAE LEITHEIER R A
£/ GPO EERIRACEIES 1=
BEEETNARFRIEPNERBNIES.

1. @idizfT gpedit.msc $T7F Citrix Workspace i FiEF4A SIS R EEIRR,
2. EHENRERAAEET AT, HESEER > ZHEEPER (ADM) > Citrix £ > Citrix Workspace
> AP %,
3. FETHEREL,
4. ERBEAMERUTERZ—:
s B -IBRENAEFRIERETESE.
, REIESE - BT ENAEFRIEFREIESE
5. BHNANAE.

FREEAFAEEEESE
1. AEEmERXiEe Citrix Workspace FBEFEIGHER SR E IR,
2. EEREEMESE,
3. EERBEFEATF,

4, FEEYUTENZ—:

a) B-IETnEREPERESE,
b) &, REESE - BRESIERREES
5. BERE
REEF AL,
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@

Keyboard | Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session.

(®) Yes.

() Mo, hide the language bar.

Save Cancel

AR

o AILEEBIRIEREIRE.
s MRREE-—MHNES, EEESERTEREPET.

£ “BREER” RPRREIES SR
AILAE A EMRIIE SR B ETR FRRRNE S 1= kTR,

1. BarEREESS.
2. SA1% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. t&—- DWORD &% ToggleOffLanguageBarFeature, 3} HigE N 1 UE “BREET” KHEHE
“EER ET,

USB 2 #F

USB ZiFairEreiEiZz Citrix Virtual Apps and Desktops Bt 5 & & #£89 USB & & #1732 H, aJLiE USBi&
EREANHITEN, ZAEZEERSTEEREZHENEH, TR TEREEN USB & aiENFR8R. SiEBiE.

PDA. #TED#. HEN. MP3 #mM2E. RLIGEMFRITEN. Desktop Viewer FF AT LA T = R EETIE
FIRFE AT LUE Citrix Virtual Apps and Desktops 1R USB i&%&.
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fEEBIAYMRIEIR /@R LAN IRIRR2 45 USB &% (FIIMEEREGEN. £RX. HEBNEN) PHENSSI6E, Xi¥
—3, XEGFEEAIEN Microsoft Office Communicator #1 Skype i &#173H,

Citrix Virtual Apps and Desktops iEE#X 15 T HIERMIEE, FHLAMER USB

o B

o Bin

o BEEF
BT A USBi&& (5190, Bloomberg %% 3-D Btr) ERENEMR USB %#f. BXAEE Bloomberg #EH1E
8, BE5H
fd& Bloomberg 2,

BXNEMER USB REEERKMANNES, BSRMIRPOXE
CTX122615,

ZUNBERT, FXBRLEAAR USB ig&i@id Citrix Virtual Apps and Desktops #1Tmi2iEE, 0, AAAAE
BEEAE USB EZIRAARMNMEIZOFE, FNESWXMEEHTRIEEE. BIAMBERT, %% Citrix Virtual
Apps and Desktops &iEHREALTHEER USB i&&:

o IEPFiEECER

o EMPIMLEOF
« USB 428

« USB EfZ&FCs

EEFISE 4SRN USB R EFIniEEE, BE4SEEATTEAREERE,
ZUNERT, AEIFIE T8 USB i&& AT Citrix Virtual Apps &3&:

o IEPFiEECER

o EMPIMKEOF
« USB &428

« USB EIfz&Hces
o BIRE

s RBEHFMHRE
USB Sz TEAT:

BFiEN USBigE/E, RARKIRIE USB RMEEXZIREHITINE, MRAW, NESKETEERIEMKE. WRFIA
REGIELERILILE, NRREAMIEHER,

BF#EAUSBig&EN, sMAFETEMN, SMAFRRINEE, AREISAEEREEMNTIRPIEFIEE, AR
ERLE USB g &inieE iz fBINSE, &, AP EUERE USB i, UEERIEZAN/HKEREEANFIE
USB k& # 4 B ohiiBEZEIR AR E IR .
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RBEFERE

B USB ziF9h, mAZIHRIA LUEIE R P inIRchaIRET sk SC, ER]LLEER T Windows #9 Citrix Workspace [z
REFRETEERRT P HILEE > BRGNS RECE RIS, XNERTFABEFEIGE. LALLKEE,
BPERN, APIEEENIEE BN E S EIREhE AR, XLEIRRNEE 2R EE N IR AR
XK,

AP B A E IR BRI 2 B E B X FIA0 T

Thag B P ik IR Eh 28 iR gy USB & #¥

L NINEY =) = =

AIECE RIEiARIR = £

AESERE RS & MRAF S EBNKERNT 2R

PREEMF, WA “=2”

WNREIYEAER USB M1E F iR ERIRGTRER, HEREFRZABARBTEEFHILE, BELERTF HIENSE
BREDHITEREM, ARAEEET USB F#HITEER, MREREMFBRZEBNZIRE, WKELER USB iF#
TEER, ARZAEREREF IHIENRRET

RAIANER T AVFERRAT USB ig& K31
#AIA USB SRESMN A FEZZ M USB iR&E X,

BALTIRFPIIETXE USBg&E, BEHPREXRIFHEHITHIINGE A E7E Citrix Virtual Apps and
Desktops iEFHAFHITITIZERE. XLEXIM T
o B4 (5101 - BESMANEE (ERN) . SMEEIEEM MIDI 24188, IXSMEHBEFERT
XenDesktop 4 RESRAZRHNERESE M, S (2 01) FERTF Citrix Virtual Apps, FERXEGE
7z Citrix Virtual Apps AR fEA USB it {TintgiEz,
FE:
Rt lig# (FI30 VOIP BiE), RE#HITAIMNEE, BXEMES, BSRMIRALXE CTX123015,
o YPEBIEOIEE (K5 05) - XEGEBMTF AGFEORE (HID), E2EERME ‘S AASRE, HEE
BHERGURMT. BEEFENNERBXNESE.

o BSEG (5 06) - BFEMIEBENMAHMN. HEBVEEXFHEEGLAES, ZXERER EEMHIY
(PTP) s iAfiainil (MTP) EGEBIITENHEMIMNG, BNETERTAXBTEFHLE, HATHE
TEN B SR ENRERBEERTIUERREPE—3%

o =W

MRBNERARBEFERE, WEREF KRR, MAFE USB ¥,
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o RAREEME (£5108) - RENHNAREEMWZEE USB NEERS, HABEEMIGEEIE USB INBER
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o ZHEF (K 0b). BReFEFREEHENATE TR RENEMATR R RE, UREFTRARNERFEEN
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HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\|CA Client\GenericUSB Type=String Name="DeviceRules”
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B

AMRFEFEHLSBERG, JRFEEMRERERSA. Citrix TEHRIIEIMRFEREAFLSEEY
BV AES IS LABRR, (EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

PN RE U E S

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name=“DeviceRules”
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B USB & HRREBRIFAMEL, B2 Citrix Virtual Apps and Desktops xi4erfy USB 18 & 5EERIZ E,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 124


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/usb-devices-policy-settings.html

iBEAT Windows B Citrix Workspace R BiEF

B E USB 47
AR

o BRAFHLEZRTF Windows B9 Citrix Workspace WABERFE, #%AmA#t GPO hHNSHNE
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=8, iE20A Citrix Virtual Apps and Desktops X#4ma9iH| B & i SmE R AZF R At E R,

MEARFLEHE VDA L Esh M AR FE M A& L Fl, & & Delivery Controller £ £ A PowerShell % Lo-
calLaunchDisabled i&E5 True, BEx#4E8, i Citrix Virtual Apps and Desktops x4,

IhEER B FEMRE B eI IR, MMIRMHEMRSHNAF L, FTUERARIRYR (GPO) BEERIE#IT
BB, IMABERT, VPrefer REXNK =72 L TFERARS.
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& Workspace,
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« 1£ Citrix Workspace M Ai2F IR AmEAR =5 Citrix Content Collaboration,
fEREA R A Citrix Files FiE THNME:

1. BEFMREESFHEME HKEY_CURRENT_USER\Software\Citrix\Dazzle\o
2. #%&%5 DownloadPreference 6l “FAFRE" MR

3. ¥ Citrix Files WENE T HERF S HIFHWER “E” 5,
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« ICARIENARFS% S SaaS MNARRF BN AP FRE 8B,
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JKED - BATKENEDRY, BE%FHTENNARSN IP #uthKENE R RESMNNAREF, KEDZFHEHRR,
TEREURTEREMER.

£ GPO ELE#E7F:
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ERASEEmERZER, EXFEMES, F21A Citrix Virtual Apps and Desktops X4 A9iE R Tt FI& &R
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& P IR a8 BRsy

&P IRIREHERIRG T N R P i Z B LURRI LR, XEFRENFAHEMHNMEELERMG. EEFE
FRET R A BRSNS B SR AN IR IR L TR R

BIANBRT, BRAILLIIEE.

BEAIINEE, BREUTEMERD, AREHBHRSES:

B%1F: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#F: DisableFullStreamWrite

284 REG_DWORD

f&:

0x01 - 2H,

oxxTH-BA

e SR
REALE/N\NERBSERTF Windows # Citrix Workspace MHAREFESFER.

ZETSEETHNETETSESEARFERFMOTHNAHER, ER1EHE, BREUUEERRNDHERMG M,
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REALIRRUTRMARNE SN BReas#T:
« 2RBERN, [FEPETSNERE, NAEFURERD—FERIXERREF,

Citrix Virtual Apps and Desktops: EEIA—H2 AT IMNE RSS2  Desktop Viewer §0, &
XESRBNIEBHARETONKD, REREHFEKK.

« BOEN, [FEPETRRENETRER, LAEFFRETIZNEREP.

Citrix Virtual Apps and Desktops: ZHFE—4%F (UEIFFAN “SEA") PHNEESEHERHN, BHEESR
2, ZEEEERANETRER. NRERSEFHT], N—88& LAIUERSMEMEE. MR Citrix Virtual
Apps and Desktops 2iEfFERIEE LNEETE, ZETBERAREPHNER TR, BN, RIEFFHESRINER
B/ERNER TR,

BRAZEREXE, BHERBREUTEI

s AP IRBERENZHEZ T ERES.
o BRERFGMAEEBIONEENTER. £ Windows F& L, BRIEETRET AN, BRIILE > R5HE
HET, AERIASITERSERTRMET.
- WNEERBZIE:
- Citrix Virtual Desktops: f£/ Citrix itBHKISILE “BRAERE]” REEERRTZRE
- Citrix Virtual Apps: RIEZZREER Citrix Virtual Apps AR5 28k 4 :
* fEA Citrix itENRIILE “BERAERS]” REEEEFNEFRE
* 7 Citrix Virtual Apps BRZ58869 Citrix Bzl aiEE, EESERPRNEREHRRSEE
% >“ERFrERML">“IRSBBIAME">“HDX Broadcast”>“ER" (8 “EHRSBEM” >“BK
FrERM >“REBIMIAE>ICA”>“BTR"), HEERTEIMRIENETNRANE.

BRFRIRERBANE (WL KB AR, UREEBHNERAT. IRRENEFBA, ESEENNNERHLHE
FEBREIE—BIETEN.

EX 428 A Citrix Virtual Desktops:
1. 3%4% Desktop Viewer #F & & Tk,
2. EEREO.
3. AR N E RSz iaEs Citrix Virtual Desktops R&. BRENERBPIAYET—HRE.
4. 7£ Citrix Virtual Desktop TE#H, #EF2R.
BREIEET BRIA 8.
&% Citrix Virtual Apps and Desktops it BERIEEFAFEERIELR, ESRFMIRFLXE CTX115637,

FTENM,
BERAPIKE LRITEINIRE

1. FAFRE L, MBREFPRHITEIREREEFERE L.
2. AREPRSEEMF L, BE “BRANK, HXW ‘BGRESR" 1 ‘BEENFERER ETHHTEN.
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FREREH

Citrix Workspace R B#2F 2T EEEXAMAFERNURIGEL FKERARTIRBEEXNEHETRERE,
BUAFEM Windows AR B2 AtiZ 15 10) 2 #A Rz FR 2 FF Al = E

EREBERTHELGE L, Citrix Workspace NARRFTEERLNIZENER, HERERBARIETERFE
HE R R,

EEFRAUEBREENZLERRBE &, 15 £ HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver & #l| # REG_DWORD {& DisableKey-
boardPopup, HEZEIEERN 1.

AR

£ 64 U it 8 #1 £, ¥ £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #r&l&Z{E,

AL X EEM RIS E N 3 MARRIE, NTFFAR:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E223#H) (RE#EE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MA3#H) (REHRE): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

BERESR

HLAECE Citrix Workspace ARFBRENEGRHRIENASGE. BRAREREANEKEZE, FATLIEE Citrix 4
#ast. Windows HBMITAURSIENRERF.

1. @idizfT gpedit.msc $T7F Citrix Workspace i FiZF4A SRS R EBRIRR,
2. EiItENEET AT, BEEEEIR > Citrix £AF > Citrix Workspace > B K5,
3. EFRERES R,
4. EEERAUKRFIENET,
5. E#EsN Citrix Workspace Rz fTEF 1% BRI HAIE SE K.
Citrix Workspace R BiEFZ 1 32 i@ EF:

Citrix Workspace R #2245 32 (g8 BENR, HERIMUAEZEROIIEE. “Fia” KB URESEZHE] RHR
RiEFEmEFIeRE, URHETENBER.
JINCy
AMRFEFNERSRTERR, AIEFEENTERERS, Citrix TERIIERIMRFEEREAFRLESHE
IMBVIE SIS LURR, EREMRRIESEHBENI, EREIMRZA, BSHEITED.

ELEHERFREE, ® l7E HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences H# & Ml — ™ & A~
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TWIDesiredIconColor WFAFHEEMRMAKRHEIRENFATE. EIRFTRENEEREN 4. 8. 16, 24 7 32
/R, MRMEEEEERIE, AP TUNERERRENAERE,

Desktop Viewer

FENEVSERENEIVER, EXAFBREHNKENSRNEREEARAFNRENEVERNEUTMAE, &
AEMKSENNAFAREUNAF25EEEZNEERATENMEEERTF Windows 8 Citrix Workspace [
FERF.

LYAPEESHEMEETER, 5% Desktop Viewer, BPHMENEEAIUZEAGHNEMSE, thAll2H
ERETRAEE. EltinEsEF, Desktop Viewer TEENEEATFAFEE AT AEHSEHTE A EEmA TR
MERZEE. BPIUERR—AFIRE EMZA Citrix Virtual Apps and Desktops i&EiEHRi& B & ERMER S
N R,

} =r

AR

/A Citrix Workspace A2 o] BERENKE EMNREDHE, TEER Windows“IZHIER” BERES

K,

Desktop Viewer HrfyEEEIN
7£ Desktop Viewer £3&#, Windows ##58% +L i5@4<3tit Bl
Ctrl+Alt+Delete fsmzitiit EHlo
BUEMGHR. FERATIRE (Microsoft jHBNTHAE) BUIRBRIALIEMANHITEN.
£ Desktop Viewer B9—TsEBITH8E, #% Ctrl+Alt+Break $E#HE O 2R Desktop Viewer TER L,
Ctrl+Esc XX F|izt2 EPARE.
AR
Viewer . REENEOF, Alt+Tab SERIEIMPNE O ZEYHRERED.

ARFFIRA Citrix i HRA S, FI, Ctrl+F1 EFIEED Ctri+Alt+Delete, Shift+F2 ELREXMEOE
RZERNAERF. Faext Desktop Viewer M2 Re9EIMsE®E (BN, ¢ Citrix Virtual Apps and Desktops &
i) ERAERY, BB AGHNEBRERE (B, 33 Citrix Virtual Apps £1&) ERAEFT.

IR E
ERERIET, ARTEERIIR— T ENKEH. SHATIHIRERETFASIEKERIENER. Alt, Citrix Zi:

- BERANZERELNEFIRERENEALXHRE—KENLER
s APANZASEARRE—KE, HFEERENBHFAFREMERINEIENER.
¢ APANZANRAHRA—KENGLR, HFRHBEMZER
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HAER, BPAMERIBFEMKENITEN MBS ZEmH# TER,

INRAF MRS EERTIER Citrix Virtual Apps KRB ARRF, HBEMARE%E 54 Citrix Virtual
Apps BIESR, Citrix BiESHI—EMEREXIRERS, UMETRKENNARFSIERNKEREMRGTEFT—H
M, ERERIEFR, AMIERNR[BRAMEIREHEE, Fik Citrix Virtual Apps B R AN BN IRNES ST SRER, S
BREIRENER,

RSHE T 2B
EA AE N AF B IERN RSIERE BRI EKE,
EENENER, BRITUTIER:

1. BoiMREERSR.
2. SMBIUTRE:

o« 7£ 64 fii it & # k£: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\Engine

o 1£32 iitEH L: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. BIEITIEMRI

« X8 REG_DWORD

o B#: ST INACTIVE MS

o B 4 IREFERSETERIVEK),

BLB I EMRIET, RSETBUAESMEL AR, SMTHREENZ. BERILERRSETS, BRITUTER
E:

1. BElEMREES.
2. SMBEIUTRE:
o £ 64 fii it & Ml £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\
o 1£32 iitEH E: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\
3. GBI EMRDL

o 281 REG_DWORD
o &#: NotificationDelay
o B UERNRUNEREE (B3, 120000)

EP{xeEtR (CEIP)
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eS¢ BieA BIBERMAA
FeEM AR Citrix P43 2tE itk (CEIP) M Le#iBaI#ERh Citrix #25 Citrix
EAF Windows #9 Citrix Workspace R A#EFHRE. 7

Workspace MREFUWREREM S
ERBYE, HEDRBEIEREE
Citrix #1 Google Analytics,

Hthf5 2

Citrix BiRIEES Citrix ZITHERZFROBENEIE, FHIRE Citrix Trust Center EiR#A Citrix Services
Security Exhibit AREFEER A RITEHBHITRIF,

Citrix & f#F Google Analytics M Citrix Workspace [z RiZFF U F 4B (ER CEIP —I43, 7EZE Google
MRS Google Analytics UEERIEIR,

AILGEE LT AR XA CEIP #3E41%3! Citrix 1 Google Analytics MTh8E (TESB=NERF * faRMHA Google
Analytics WERBIBE M IBTTRIRIM) ©

1. AEEm@EmxiEe Citrix Workspace [z Bi2FElfT.
2. EEEREET,
LB 2 a4k EEIXHEE.

3. EREURRE.

4. EER, §HgEUZR CEIP EREFESS,

5. BHR%E
FE, EOUSMIIUTEMRTFHEEIGEEE:
%1%®:. HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SFRRT: Enable CEIP
f&: False

AR

— B EEHIBWREIHEEREERET, 130 Enable_CEIP IMRINIZE N False, MBEHELZALIX
Google Analytics IEMREHR CEIP #uExEx (BMRIERZARAH Workspace MBEFIZ) , ESME
U MR IRE NS B E:

#12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SEART: DisableHeartbeat
f&: True

Citrix We&Er4FE CEIP #UB TR a4

©1999-2021 Citrix Systems, Inc. All rights reserved. 140


https://www.citrix.com/about/trust-center/privacy-compliance.html
https://www.citrix.com/buy/licensing/citrix-services-security-exhibit.html
https://www.citrix.com/buy/licensing/citrix-services-security-exhibit.html
https://support.google.com/analytics/answer/6004245

iBEAT Windows B Citrix Workspace R BiEF

BIERGRRA Workspace LAk =~ BEEINBILE BEDYE
FiN
Flash kg7 Desktop Lock E2& B/ AARIEThEE SPRIEE
KIEBAE B EE Desktop Viewer it & FTED
EREEIR ISEENIE Workspace ZA#2FiE VDAEER
SSON R TRIEFRE LEERTE] L7
Internet Explorer frzs
Google Analytics W&ryssE CEIP ¥R TR EIE:
1BIER SR Workspace lBEFR B RirkE Workspace N HiEFiE
x=* =
RIEBENF IR EEREIY VDAEE
REEFRE TREFRE ERImERAR M ABERE
B EhEFTEED EEPOERER B AR FRIFEEE R AR R A
BRI
June 29, 2021

AT BRAREMZSHENREM, KAHR Citrix Workspace M BIEF S B & RN E R BIMEZER S, Citrix
Workspace N2, SEGEESHRIE. FaEFUK Kerberos BEBESHRIE, AJMREZHMAEEENTHK

o

HEBSHIIE

B EEIMEEAFEEEHITEHNRIE, HEXFEMHITEMHIIERIAIERA Citrix Virtual Apps and Desktops.

L5 R Citrix Workspace M A2FE, BHEEEENENNAEFMESEmUK “Fia” RpigE—gFRs
StoreFront, EtBEEAERE, EAUESR Citrix Workspace BiEFFH Bz Citrix Virtual Apps and Desktops
RiE, MABREEMRBNENER.
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Fis Web 35388 EREEARARENR (GPO) BERERREERLAER, AXERAARKWNREBRERGEESLRE
FHFMMEE, EBRED Citrix Gateway F2E Single Sign-On,

FRILMERU TEREMEH T MR E R ARLENEE Single Sign-On:

. BFED
ul

=}

[0)

LI REIZPEE Single Sign-On
BEAFREIETRESSER, BRTUTSE:

StoreFront EHEEE.

7z Delivery Controller LEE XML 5EARS.

&2 Internet Explorer i& &,

Z#AH Single Sign-On 1 Citrix Workspace R AEF.

P w N =

7 StoreFront FEiERSER

Single Sign-On AFEIHFHITERIIE, HEMZEFRMM Citrix Virtual Apps and Desktops, MAEEEH
SHENAEFRKSEEITEMRIE, FA Storebrowse SLRRFRINNABERN, EHETREREANEKENEMHE
FHsE—itef#s Citrix Gateway BRE28, 8% “FiR” RRIgE, B E Single Sign-On /g, AILURMEAREIE.
MENAREFNSEURBHAENER, MERESRBNENEE,

R4 Citrix Virtual Apps and Desktops &, mILERAEEEHI &7 StoreFront LELE £ S E RSB RIE.

BEFRTEARNANRESENEE:

FafY REFAES HER

StoreFront EEEER SSON B&p Citrix Studio, RAEHREMA H&ER Citrix Workspace [z
S > EESMRIESE > BAY BEFEEERERN, ExB8mE
Hil, SRR ENEEBYIE AR

ZMEE (MRAA) o

FEEERT Web 89 Workspace BT AEE > ERT Web 89 43&HF R Citrix Workspace A8

B Workspace ifi= > EIBSMIIE EFESRERERN, ©x8hE
B> BREEE, SRR ENSEBYIE AP

i@id Citrix Gateway EZE Single Sign-On

/A GPO EEEIR3T Citrix Gateway BRESAE R,

HHEE (NRETA) -
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BiLiE1T gpedit.msc 777+ Citrix Workspace M ATEF GPO EEREIR,
AHENEET ST, BEEEER > Citrix A% > Citrix Workspace > B S5,
#FEMT Citrix Gateway #J Single Sign-On kg,

EEERMA.

R AFME,

E#E5E Citrix Workspace Rz BIER USRI E R E K

ok w2

7£ Delivery Controller tEE XML E1EMRS

7£ Citrix Virtual Apps and Desktops £, LUEERES1E Delivery Controller Lizf7U T PowerShell &%

asnp Citrixx Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $True

&4 Internet Explorer i &

1. £/ Internet Explorer 3 StoreFront RSS2 HRMEIAFihR5I&k. Alt, ERE:
a) MEHIERES Internet 319,
b) EH%e > Internet, ABEEFiES,

LB B R4 Intranet &0,

C) ERER.
d) FINEREYA HTTP 8% HTTPS #iXA9 StoreFront FQDN &9 URL,
e) BEHERNAMHE.

2. 1% Internet Explorer HEXAF BHWIEIEE, Alt, EHRE:
a) MEEEIERES Internet %I,
b) BERLETF > BEEMIER,

C) BEATENET, HEETRLILE - HEENBRKIEED.

)

d T{?Fﬁ)ﬂgfﬁgﬁiﬁ@'ﬁqﬁ RERERAT AR ANZEBRER,
2, User Authentication
2, Logon
(C) Anonymous logon

) Automatic logon only in Intranet zone

(O Automatic logon with current user name and password

) Prompt for user name and password

e) BENAMBEE,
ERGLTERORERRER

£/ /includeSSON FFx%4 Citrix Workspace R A#EFHEH B Citrix Workspace [z 2R LU EFRHAVE
B
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} =r

AR

MR LEEA T Windows B Citrix Workspace [z A2 Bk &% Single Sign-On A, MARZHFEA
/includeSSON F*AEEIRFhRAH Citrix Workspace B2,

EREFRAF AEAE Single Sign-On

1. #3 Citrix Workspace MARFZREXH (CitrixWorkspaceApp.exe),
2. Wik CitrixWorkspaceApp.exe UBEIZRERERF,

3. TRARRBERTERSH, EREARRBERET,

4. BET—F, ARKRIETRTEMRS

TIMELFREAF EEEEIMER Citrix Workspace MB2FERINENAEE (REE—MHNABEE) .

2R T Web 89 Workspace FEE Single Sign-On

Bl LAE A RIS R ERIERIEER T Web # Workspace LE2E Single Sign-On,

@dis1T gpedit.msc 3TFEARTF Web #9 Workspace GPO EI21R1R,

EHENRETST, BEEEEER > Citrix 41 > Citrix Workspace > BF 5581,
HEERAHA P 2B REHREIGBEANES A,

BEEREBSHIE. hERAFERT Web # Workspace RGNS REIEET RS/ EHTEHER
IEo

BEHEAFNFE ICA EENTEES MR, WATURBNSERS MRS, HAWEMEEE LEERE.
6. BHNAMAE.

7. EfiEshERT Web 89 Workspace LRI E R E K.

:“PJ!\’.—'

o

Y B S EERRWIERE SR Single Sign-on, HKZE ssonsvr.exe #ERBELET.

&8 Active Directory fi2Z Single Sign-On

BT B LR Active Directory A58 A Citrix Workspace FFiEFERE BB & AT, EXMERT, o
ISCH Single Sign-On S4%10iE, MEAREAELRGHETR, Fid0 Microsoft System Center Configuration
Manager,

1. T# Citrix Workspace M BiEFEREXH (CitrixWorkspaceApp.exe) HEERESENMEBHE L, #H
E=%7 Citrix Workspace M R2F8 iR BSTEERHRNZ R E X M.

2. MERATF Windows i Citrix Workspace M FA#2F T BRI CheckAndDeployWorkspacePerMachineStart
.bat &1k,

3. HEBABUEM CitrixWorkspaceApp.exe B BFMRA,

4. 7£ Active Directory {ASEmEERITH &9, %A\ CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEIIZE, BXEBRMAIFAES, 1ESIH Active Directory &4,
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5. EUHENEET R, HEBRER > RI0/MBMERLURM icaclient. adm XX,

6. FM icaclient.adm EiRGE, HEHTBENES > BEER > Citrix A1 > Citrix Workspace > i &
HIRIIE,

7. EEAAR R EEREHEERENERR.
8. EREAEESMHIE, ARRENA.
9. EMBIMITENUEEREK.

7z StoreFront FEiBE® S ER
StoreFront &2 &

7£ StoreFront fRS3 28 H#TH Citrix Studio, AFBER B ML -> HFMN[BIEEHIEIES %, EREHES,

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

BRI HE
SRRIESRRSNBHFREREE L, SFCRIREERANKIEZENBHNERBANZRE, Citrix Workspace
RARRFRET B TR F 7S A0S REREDT,
RTHERR SN, RITIMERETAEIENR (GPO) RISRAE S HIRIES G,
AR
HERERIECBERER.
EERARENR (GPO) KRR AEMEFRIIESHE, FRITUTERME:
1. #@ia{T gpedit.msc fTFF Citrix Workspace N ABiZFA SRS R EIEEIR,
2. HIBNEETST, RESEER > Citrix A% > BBIRS.

3. EEEEHIIEHRES, EREUTERZ—:
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- BEBA: ERENIIESEREMEERE . XE2IINED,
- BEH: ETEORIECHRRTFHEERE L. RANIIFENRDN, BAERBNEE.

4. BEHENAMEE.

BHiRZs 2106 2, Citrix Workspace N AEFRER TR IEEARMERE FEESHRITSHNEMER, RTINS
GPO EE&E4h, EATLUER Global App Configuration Service 2 a3 RS EEME B D IIESHE.

7£ Global App Configuration Service 1, ¥ Store Authentication Tokens BMi&EH False.

BXEMER, ESR Global App Configuration Service X%,

fEEREE
A ERRERERETIIN, UHR Single Sign-On EHERE, T2 SESNAERERET, HETRSE
“R,

1. AEBETEMXIEFH Citrix Workspace M ABEFETR, AGBHESREETR,

T B RS R B I EE,

2. BEERENESR.
A 2 Citrix BLBieERE .
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(@ Citrix Workspace

Advanced Preferences s

Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar

Citrie Workspace Updates Data collection
I Configuration checker Reset Citrix Workspace

Delete saved passwords Support information

Netscaler Gateway [Default] w oK

About

Version 4,13.0.569
2 2018 Citrix Systems, Inc, All Rights Reserved.
Third Party Motices

3. MiEEEEH%EE SSONChecker,

4. BEBET. RER—M#HESR, ERNUEHARKES.
RENEREOESLUTI:

1. RE: EREERERNERER.

« FEERINCRAZBELEREELER.
o BEER D IETREXNERNER.
o BN X ETRRNERERRERER.

2. REERF: ETEE EETURNRRNER, E4RGF, K Single Sign-On.
3. BEff: ERUARER. fla, RE.
4. Wist: FERBEITRENIHEE .
5 HAER: TitEBEIrEEREY, MREEXVLHNEMER.
BRREEXEMERMBENERNIFAER.
BERITUTIR:
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1. BB Single Sign-On &,

2. BREEHR.

3. MERMBEFEM: REE “Citrix Single Sign-On” 1§ B AMEIRBIZFFIRFHE—NE, HITRLERERE
FAMBNRERA RER—MREBEEIZ. SR Citrix Single Sign-On EREFIRFHEMEMIE, N
HIMERERF MV ERLER—NEEN ‘1”7, HESHMESR,

4. Single Sign-On #2EHEIETTo

5. HHEE: MIMERT, WEBEEERF KL,

6. Internet WL 2XIFIGE: HRIE Store/XenApp Service URL FHINE “Internet :&H” MR £ XKIFFIE
#,

MREIARBEELT XY, KEPHMEFMELRN, BEESFITASREENE O 8EEPIRAIEREX,
UK BRMIR Y E RS,
7. StoreFront BWERIIES .

=z

AR

o NRBEiFEERTF Web 89 Workspace, MMRERRER,

308 Citrix Workspace N AREFEBERE Z NN AREE, WSEMEERBNNARE LETEHRIES
FEMR o

o FILRMIRERREFNRS. BRINRER . txto

R “BREER” BN “RRERER B

1. #@dia1T gpedit.msc $TFF Citrix Workspace N AEF GPO BEEiER,

2. ®%Z Citrix 424 > Citrix Workspace > HBf;55 > DisableConfigChecker.

3. BEEEARREEAEEMEFNEBEREIRIET,

4. BENBAMBEE.

5. 1517 gpupdate /force &%,
PR -
EEBERZEIRAEIE Citrix Virtual Apps and Desktops BR52s £ “i5E&1%5 XML Service BiER” BB E =,
(VNS

Citrix Workspace NBiEFAFEEREITNES (FHEERERLAEFN—BORME) RITEMRUR. SR
AT EEBNHIANEAR (ping.citrix.com) & diAEl, LiZETNR AT EEN R BN RIE BMEIRAAA) MENaTsE
BEz—., BnfTllid, EABEHEMXIEFH Citrix Workspace MBREFHERSHRE LN > BN TS, M
%5 &K %R Beacon checke (Ei7HEs8) HEBHITEIT.

MIRERATBEA U TE—1ER:

« @iAial - Citrix Workspace R T2 8E8 B I BX 2R 54T
o AaMifE - Citrix Workspace M BiEF T A R 51T
o Ex A1 - Citrix Workspace [z FBI2FFEENS B BR M HhBX R (ST
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} =r

AR

o TEERAT Web #9 Workspace &, XLEENRAER TSR,
o MAERATURENIRS. IREKIAMETH . txto

#1d Kerberos LBV E& S5 RIE

®EFGERFEERT Windows # Citrix Workspace M B 2 5 StoreFront. Citrix Virtual Apps and
Desktops Z el HiE.

Citrix Workspace M A2 F 2 A E RS R E XA Kerberos #1718 B & & 143101, Kerberos &k
Windows SHIE (IWA) FEEHN—FS BRI .

BARE, ITE Citrix Workspace [ 2 F8IZBEIAI#1T Kerberos S48, Eitt, AILEAIEERFI&E ELER
WA EZEIF AR RN S RAS KT, AP A UERERSHRIESEBRHIFRIERHNER, Fia0, B80S
Z R EYFIE S ISR,

FEREEEERIESE TEEFSMIIER Citrix Workspace RZF#2F. StoreFront. Citrix Virtual Apps and
Desktops B, Citrix Workspace MBEFE:

1. 7 Single Sign-On fAiA#TRE & PIN,

2. fE/ IWA (Kerberos) @ StoreFront ik FF &14. SRS, StoreFront mf&# Workspace M BEFREE
A Citrix Virtual Apps and Desktops BI{E 8.

AR

[z/2H Kerberos LU ERIMY PIN 1278, tNR KA Kerberos #4343, Citrix Workspace Rz
FRERE R EIRER StoreFront #1TH {3 1KIE.

3. HDX Engine (Z&i#i7 ICAZFi%) KEaE+ PIN Zi4 VDA, MR &RE Citrix Workspace [
EF=iE, Citrix Virtual Apps and Desktops BaigtREiERIE R,

2% Kerberos &I3EAT Citrix Workspace MR, EHREHN Kerberos BB & T &M

+ Kerberos R7£ Citrix Workspace [z f#2F 58 FH#ERES1s Windows Server i5ii9AR S 28 2 Bl fEF. AR
SREXNABREEEK, EALLGEE “Active Directory BFFITENER” TAREZET,

o AFEIGAN Citrix Virtual Apps and Desktops t/EH Kerberos, A7 igmE M HRER Kerberos,
EEE 2 REMAIE Kerberos IWA %1,

+ Kerberos RN EATFRENERAEEASHNRIE. WBEFRAIEENERE SHALRTRAEIBNTER@EAR
FiEE.

==
=

i

AMRFIEREFFLTRSBE R, TRFEEMRERERR. Citrix TERIERIMRFIEREHR
HSBRHMBRAEEBFUBR, ERAEMRRERTEIENN, EREIMRZE, BESCHITED,
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i#id Kerberos SSMid BB SIS B RERER
e ER(EZ /I, 7E5iA Citrix Virtual Apps and Desktops SCHBRIFSIE S92 RIS BEEE o
LEFERT Windows # Citrix Workspace RBIEFE, FEES U TRSITIEm:

e /includeSSON

IHE R TR TE IO I3 893 B Al £ &= % Single Sign-On A, MMEEH TEXEE®ER IWA (Kerberos) &
StoreFront #1T5143303E. Single Sign-On A#1i&EEEE PIN, HDX Engine TEi48 6k RREHAEIRIZIZ
%35 Citrix Virtual Apps and Desktops B¥=fER Lt PIN. Citrix Virtual Apps and Desktops B&IME
BERIEE—MEFHHM HDX Engine 35481tk PIN,

BINER TBA—MMAXIED ENABLE_SSON,

MRR LK LIRS B Single Sign-On, EERAERENKRERRIRAE Citrix Workspace R AR

—_

. @iiafT gpedit.msc 77 Citrix Workspace N BiEF ARSI R ERIEIR,
. EIREIRER > Citrix A > Citrix Workspace > B B3 I83F > Axth i A 21555

N

w

. EERBREBSHNIIE.
4. EFEs Citrix Workspace R T2 MUERMM A E R E o
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7£ StoreFront fR3 23 LECE BHINIEARS Y, 1% “HEIB” %M. ZiEBFBAEMR Windows BHI0IE, EFIE
FERRED, FRIFEEEERMNREEF inlt RS REREE StoreFront,

BXREE AT StoreFront BN S, 15515 StoreFront MAEHEIERE S5 IIEARSS .

Baek
EATF Windows 89 Citrix Workspace AR ZF U T EEEEMHIIE:
o BXESHIIE (Single Sign-0On) - LA~ &R Citrix Workspace MABEFN, HEEBSHKIEATHREKF
&8, Citrix Workspace MBARFRUTARERBRNER:
- EABEERER Citrix Workspace M AREFHEMNENIZE AP EEEHH1TS B IRIEBN A B EhE M)
SEMNARER.
- EEASERSENERLT, SYFERMANZNIEE EIETTH Citrix Workspace AR, AP HME
RBNERA B EINRE R AEF.
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iBEAT Windows B Citrix Workspace R BiEF

BESMRIEREMFER StoreFront A Citrix Workspace iR LERE,

o WRXSHIIE - WEXSHWIEAFRAECERAERFSRNBABIMNENZE#TIER. TACREERN,
BIEALLIhEE. B, BRIEPEIH. BTN IURRETHANABIES ATFERNRASHIIE, HiF
DisableCtrlAltDel 75’%1% & 77 False AT EREER. WEXSHWIEFE StoreFront B2,

W ERANIR S IRIE, StoreFront BEIER A UAFRFHXE— N AEEFERRF B8 5451850
SRR BMIRIE, 75521 StoreFront =6 & %R, &&% StoreFront i,

o ZNIER - MREACERSMESR, WETBTRENEEF. IREFEERFENRFS, NWXEEHERATE
APi&& LETHPRER AER, &1 Citrix Workspace AR,

o BFIREBZMHIIE - FFHIEBSMRIEREER Citrix Gateway # StoreFront B2 &,

- Ei@Ed Citrix Gateway iiial StoreFront, EBMREEREEMLMEIEITH NI,
- 3 Citrix Gateway SSL EcE I B3R EIE FIHIEB S MR, REENRS, BE, BHEFIHILED
BSOS R B HRIETRFES.

o WBKAIE - MRFEWB, WFEE Citrix Workspace R FRIZFH1 B P W EINSE & 2 B2 IEE,

o TRHEERENNBER - XIFSEFRNEARERE (0 Microsoft Outlook #1 Microsoft Office) siFmE 3¢
Citrix Virtual Apps and Desktops &iEFHI S THRFEZ RN,

o IEBHUMFEEERER L, MIFFEERFIEE L.

« Citrix Workspace ARFRAMRERAFIERERZRER, BHERENEE PIN. PIN (REAFRIEHEEEFEIE
DURER, FeFHEEEETR,

o IWANEHREFEE, Citrix Workspace MAREFAREMEESE,

o AR RS HIRIEHTRER, Citrix Workspace ZARRFEALZIFEIME AMSE (VPN) BEESHSIEM
B, BEEER VPN 58 5MIIE, 1ERE Citrix Gateway #EfFHiEE Web TEER, EE8— S
% #eFH PIN #1784 3%IE. A Citrix Gateway B BB S B KRIEHIA StoreFront RMERTFE#E
®AF,

« Citrix Workspace [ A#2FE##2F 5 citrix.com i&f5, B Merchandising Server 5 Citrix Gateway t
BRI MNIIERRS,

==
=

33

HLREFTEREIMR. IMRFERCAFTITERSHOE, JREEENRERERS, Citrix TARIER
M RFESREAT S SRLIMRREEBE URR, ERETIMRZE, BSHHEITED.

EHEREEHIIEEA Single Sign-0n, EHTUTIRIE:
EREERT Windows B9 Citrix Workspace M AER, BEREREEES U TaSITiEm:
« ENABLE_SSON=Yes

Single Sign-On 25— 1MATEESHRIENAE. BRALLZERFEL Citrix Workspace LAREFE_ZRE
T PIN #270
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o fEEMREBIESRT, SMEIUTEREHE SSONCheckEnabled FRHBIGEN False (MBRRERAFR
Ao

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

teiEARmA R LE Citrix Workspace R 2R 513 10IEE B3 E XK Single Sign-On A%, Rk siF Citrix
Workspace M B#2F A StoreFront #1753 33E,

=} StoreFront EAE 8t £ &K WIEMmIE Kerberos, EFEATENGSTEMZEERT Windows B Citrix
Workspace M AER:

o /includeSSON REESER (i) SHRil. BEREZREEEURGEHETHNERSHRIL,
o MNEAFFEAZEEE-EUIMBERT Windows 8 Citrix Workspace MABRFEMHIEIEA: (QIRAZMED)

BERIGE, WS TWlT:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No
X AR EEREHFER, FaAFEER Citrix Workspace B2/ Citrix Workspace B2 7EM PIN.

1. @dia1T gpedit.msc 77 Citrix Workspace Rz B2 4H 5RBE 3T R S IRIRR

2. HEEEER > Citrix 41 > Citrix Workspace > B B5I8iE > At~ {3,

3. EEBREBSHRIE. RIERENZSIRE, EEAWNWME ICARITEESHRIDATUEEBEREES
HI83E,

EcE StoreFront:

- EEESMHIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront BYi¥4HE R, 1E5(1H StoreFront XEHHELE S5 I0IERS.
BEAPIREXIHEAEER, BRITUTRE:

1. BIERMANMRIEBSNEENERAE,

2. REMIENINEDEL.

3. REMAEE Citrix Workspace MHERF,
EEOEBRIEEA R, BRITUTERE:
BABERT, MRS MERBEM, W Citrix Workspace RBRZFERTAPN MAIRDEFIER, IE, T Citrix
Workspace M B2FEE AERABINES (IRIBEEERIRME) NG IHRIIER. MRESEERNERIES, M
SMAFRRLE, HREEREMITBERA AR,
BREBHIEEUTHRERR:

o ZHitEA_ERERY S AT EITEIE R A M.
o EREQRLIER RSABZEEAKEN 1024 . 2048 sk 4096 i,
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o BIRRARNEERFESR.

s EREERAEMUAB AP EEHEZFR (UPN),

o ERAERRAMNEEERFERNEF SN IIESFEERRX.

o IEBMAEERPENEBMENE Z — B ARG B/IE TLS BFNLEN AW SHHEFR (DN) 22—,

ERUTHEEZ — A BUEBANERE S

« 7£ Citrix Workspace B2 <178, 15T IEM AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry }.

BRiIAE R T, WF SmartCardDefault 5 LatestExpiry, MIREZMNEBFE LM, W Citrix
Workspace [ Bi2FR2 AP MARIEE—MER,

o ML T ERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY_CURRENT_USER HE X B KELESTF HKEY _LOCAL_MACHINE fhpy{E, TIEGFHEEBHAFIEFRIEE,
ZFAH CSP PIN 127, iBHITLUTIRE:

BINERT, mAF E5R8 PIN 2R8EEATF Windows B Citrix Workspace M AEFMA S HEEMERSRE
#2F (CSP) 121#t, Citrix Workspace AREFEREMBTAFHA PIN, /5% PIN 53454+ CSP, MNRE
MRS R EEENRLER WAAFESHERERIEEE PIN) , WA Citrix Workspace R FA2FET
ERfER CSP AHLIEBIE PIN %8, G#F8A PIN BT,

ERUTAZEZ—EX PIN ZENMIES:

« 7£ Citrix Workspace R RfZFf<1TH, I5EIRM AM_SMARTCARDPINENTRY=CSP,
o B LTI & 7 M0 B SE A R I HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRERFFMBIREXR

FBRRES BE-ERTEH Citrix Virtual Apps &1 - SR 7 Citrix Workspace M AEFHBEEE s EREN S BRIES X,
N4 ATEERTF Windows 89 Citrix Workspace [ FHiEF LB BN A SRES LIGRSIE Citrix Virtual Apps &%,
mA A7 Citrix Workspace R BREFSIEHPAREERIRS.

PR

FEREEEBHIIEESR Citrix Workspace NBiEF =, BREETHEER,

REEH

372y

+
REZEEREXNIMEETF HDX PC/SC WEREREEMMEH, ERER WAN IFIRHEREERE, TJLURSMEEE.

1X Linux VDA ZHFREE R+,
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Z7z Citrix Workspace [ BEFHEARESERESR, BRITUTIRE:

ZUNBERT, WESEEEERE VDA LR FTEARE, & Citrix Workspace RAREFHATERRS. BEEARE
HEEEE R, BEXEM StoreFront ity default. ica XEFEEUTESE:

copy[WFClient]
SmartCardCryptographicRedirection=0n

Z7£ Citrix Workspace L AEFH R AREZERER, BEHITUTERIE:

Z7£ Citrix Workspace N ARZFHEAREEERER, BEMXEH StoreFront ik =1 default. ica X
k% SmartCardCryptographicRedirection £,

BXEAER, BEAEE

& Citrix Workspace MR R S (9103

Citrix Workspace MABEF3INT AEK3T%R (GPO) HEr LB BA®ERA Citrix Workspace TR TE M. IhEE
B&fE Citrix Workspace R B2 REBTE R4 B aIBT BahE R Citrix Workspace, NZAMANTER&E £/ Citrix
Workspace RETHER®E (£RER) B, ZHERALLER,

REIRIGE(ER, YIURBUTHRMA:

s WIBARERER.
o MTEEMRHmIBEERFIG SelfServiceMode ZAIGE RN 0f o

BRITRTENIIE:

1. &idE1T gpedit.msc T Citrix Workspace M BEFA SR R EEEIR,
2. EIENEET AT, BEEEIRIR > Citrix Workspace > BBIiRS.

3. #&mm Citrix Workspace MERTRE DML REEH B HIZENEREA,

4. BENAMHE.

T2\

May 14, 2021
EFERAUTEAREREHN Citrix Workspace MAEFERE, UERSMHETEES:

« Citrix Gateway,
o BAIE: WEREA AR LURE B Atk Al O A F SR LE SR B &,
o AIfERARSSER.
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« %R Citrix Virtual Apps #8&: SOCKS HIEBRSHEXRLRIBARS R, LIRS 28I EEBIIREIXT L HIIAIA]
MEEMLERIAR, XEARSEELIE Citrix Workspace R ARZF SRS S 2 BEMER. Citrix Workspace
R AR 21 SOCKS F1REREMINL

LI 5

SmartControl A 1FEIREREEEMEHERMITRNER, Fli, ERRFERLEAFBRDEMRSNFIETERE. &5
LUfER Citrix Gateway £ SmartControl THEESCIRIRE,

% Citrix Workspace FZA#2R#1 Citrix Gateway BF Ik BT, ARE|EET N, EXMERT, BFiH
HFTER A SmartControl ThaE, RATF RS ERFEMX, ARG, FJUFERLLE ICA {32, Hih ICA KEIRE
¥ri&fER SmartControl Thik, BIfE Citrix Workspace RzZf#2F# Citrix Gateway SBEEFRRMIAL PIRIALL,

Citrix Workspace M BiEF = #%# A NetScaler LAN RIBEmSIE, FAHMRBEGREESMISHRE, RE
EITE AR AR S 25

AILAER LR A ABCE b U

o BHSAE BIRHAREINEMEOSREERERSS.
o ShANIE: ALERREES DLL Z— 1M M RIERS S PEFEE MRS,

AL AR S B R IR IR S RSB R R B 05 TR,
AXHIRIBIAER, BB Citrix Gateway RIS |CA RIBH,

HILRIES S - ioE
AR

NRFENEE T #HSAENNSAE, WiSHERENR.
£ GPO EIRRIRACE Hub L3R

1. @dia1T gpedit.msc 77 Citrix Workspace Rz T2 4H 5RBE 3T R S IRIRR
2. EHENEET ST, BREEEEIR > Citrix Workspace > M4 H,
3. EEUTEmZ—:
o WFEASNE: EFEFoHECE NetScaler LAN RIENRES, EREEA, RARRMHENZMKEOS,
o TFEIAMAE: EFER DLL B22 NetScaler LAN RIS, EREEMA, AERME DLL XM=
12, 530 C: \Workspace\Proxy\ProxyChooser.d1l1,
4. BENBMWHE.

fEREMRRIESRME HIb IR
o WFERSHE:

- B REIERHSFME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,
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- g% DWORD &5, $0FFi:

?StaticProxyEnabled”=dword:00000001
”ProxyHost”="testproxyl.testdomain.com
"ProxyPort”=dword:000001bb

o WFEEHE:

- BEEMREFEERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.

- ¢ DWORD {1, #1TFFiR:
”DynamicProxyEnabled”=dword: 00000001
?ProxyChooserDLL”="c:\\Workspace\\Proxy\\ProxyChooser.dl1”

TLS

EmEReM (TLS) BEA SSL (R2EHEFRE) M. ERMIRZI(ENA (IETF) 738 TLS FREUTERNF R E
$hE, BEEZATLS,

TLS B RMRSZFZ M. HERMBAEETEMRLE, RERELERENTS, FLEAR (BEXEBNA
R) EXRER TLS RRBHIBBENRE, XEARFTEEERERLIENNE, FIMBFHESLERE (FIPS) 140,
FIPS 140 — M INEtnit,

WERE R FI&&EM Citrix Workspace R FBER, 8% TLS MEBIEEREEN. BXFIP StoreFront #{EH1E
B, 529 StoreFront Xt % £ 5657

MR
BEBARABREBS.
BB A F E M B AT AR R

o SBEIGEA TLS: HATBIVER TLS BFEAFREENNSE (81 Internet) HER,
« 3g%fER FIPS (Federal Information Processing Standards, Ex#Bfs BEBARE) @ SEPARIAINE B &
M NIST SP 800-52 F#yERIN, XLERTRRIAL FREARZS,
o SREUERRFEMRAEY TLS MRFER TLS BBEM: Citrix 28 TLS 1.0, TLS1.1M TLS 1.2 $hi%
o UERIFERS SR,
s RERTERBERSHIED.
o MERERIRS J|IEBIMAL K,
o BEERENEFRIED NRERSBEENEREFHIED).
ATHERSY, ATEREHERFA:
« HEIBEMH RC4 1 3DES
« B8 “TLS_RSA_*” MZBEH

+ TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
+ TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
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+ TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
+ TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

+ TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

+ TLS_RSA_WITH_RC4_128_SHA (0x0005)

+ TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

Citrix Workspace M AEFXZIFUTEBES:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

33F DTLS 1.0 B, Citrix Workspace M AREFNZIFUTEBES:
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

TLS &#¥

1. @idiE T gpedit.msc #77F Citrix Workspace R 2R GPO BEiEiR,

2. EHENEETN ST, REEEEIR > Citrix Workspace > WM& H, AEIERE TLS MEMEXER SRS,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLERUKINERS SR LEE, B TR
AR
Citrix BifER TLS UEMLLiEE.
a) ERERWFIEEZMER TLS L3ES) Citrix Workspace MEBREFX 5B £ H N BIEFN S maviEss
fE/ TLS,

b) MREMAMBEX THIFIRS, EFHERAYEDR:

i. - FRHHITEMER
ii. SP800-52 -3%#Z SP800-52 LiiBM NIST SP 800-52, X AR5 28k mxEM NIST SP 800-52
BN B A RO I T

=

e =

Rk SP800-52, NI BzNER FIPS #t/AEMNME, BIEREFEER FIPS BEiit, &
AEA Windows ReEMALINE: & FIPS REEZRATME. BAEMESR, &N, Citrix
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Workspace M A#EFRIER T FEEE B RGN AEFNRE,
WNRi%EHE SP800-52, FRIEHMFNEHRIRGE R HRETLIFREEN CRL,

i%£#% SP800-52 /5, Citrix Workspace i AZFEIIERSI[IEBESEM NIST SP 800-52 HFi9iE
o WMBRSI]IEBREM, Citrix Workspace M BEFAIRET £ERE.

i. B FIPS - &R IETUEREIER FIPS HUEMNME, EHAEBIRIERSASERPH Windows
TR RAME: & FIPS FREZATME. BEMERZ, BN, Citrix Workspace MBEF
AIRER A EE R B LRI BIEFM S,

MAFE TLS RSB/ THXES, ERKOS, FRESSRBNTIRATHHEF Workspace BEFX
EEIEENRSSE. TUIEEREFMEOS, Fli, *.citrix.com: 4433 AiFfEiRO 4433 LiEE
A A L citrix.com ERMEMRS 2. ERNMAENSZTLIERFNEE2ERY, R Citrix
Workspace BEIRBIKEEMELE, ERGHIESR,

M TLS hRAR SR, EEUTETZ—:

TLS1.0. TLS1.15( TLS 1.2 - XERAIRE, XEX TLS 1.0 BRAM S EAI S ERNA RIUER
It ET5,

TLS 1.1 3¢ TLS 1.2 - AR AT iR EZER TLS 115 TLS 1.2,
TLS1.2- MR TLS 1.2 BT SER, NERINERED,

TLS Z5% - EsgtIERSERN TLS 0%, 1Hi%E “BR”(GOV). “B%5”(COM) gt “2%”(ALL), =%
L& Citrix Gateway EEBER T, EAEEHEE1%ERE COM, Citrix Workspace [ B#ERF 2351024, 2048
#3072 A KER RSA Zf, L5, E2HF RSA BEHKE N 4096 (IHIRIEH,

=

Citrix F2IERA 1024 K ER RSA &R,

« FE BN “ERT N, RFREXRKHARVERUTERENES:

a
b

) TLS_RSA_WITH_RC4_128_MD5
) TLS_RSA_WITH_RC4_128_SHA
) TLS_RSA_WITH_3DES_EDE_CBC_SHA
d) TLS_RSA_WITH_AES_128_CBC_SHA
e)
f)

)

g

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

- BA REN ‘BA7H, MATERUTEREMS:

TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256

a
b
c

)
)
)
d)
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a)

b)

KA. REN ‘B B, XATERUTERES:

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

a
b
c
d

— — —= =

MIEBBFOERESED, ERUTERED:

ERIFRMENIERTRE - ITIEBRETIREE, (MERAMIEBRETIRERE. FIBHSRRAEKRZ
B, 33F B4n SSL Relay/Citrix Secure Web Gateway FR$5 25 REIARSS 2HIE BIIERIR, EHIEH
MIETIRHIFRH R,

FTRIFENE - RITIERRETIREE. EASIELRBETIREFENAEN R R, NRKENEBHSH
BR, EERBHRIEL, ERIEBRETIRHIFLIEBFRS SFRHIARS SHIEBAIXHE,

FEX 2N EN CRL - JITIERREIIRILE, BIRIEBMEADIRIN, ERASHIESRHETIREFHE
MFBED KRR, MRELFEBHREER, EERIIESL, EHFMALENIERRFEIIRNBIEFEREEE.,

2EFET2HREEN CRL - ITIERABFFIRLE, BIEFR CA. EAEMIEERBBIIREFMENE
DER. MRRENEBHNBEBER, ERR/RIEL, EXRFMELENIEBREVIRNRIIFEEE,

FRE - THRITEMIEBRETIRILE,

ey B OID "L Citrix Workspace R 2RI NERFIEE 7 157 E IEHMA RIS ARSS
28, MR XFHEMY R OID, Citrix Workspace RAB#ZFRH{UEZEE5HIEY & OID MRS EIEF.

MEF IS HIIERSESR, EFUTEREDR:

BEA - RATF S I,

RRIERIERER - BRI R A EFRIES.

WNRETRE, WBEER - (VAT LU EIRARIEBERT AP

RECE - e AREERF IR HEIE,

EREERIES - FRE “BRIHIER” ERFHMEENE P HIER.
EAEFIHIEBREAEEMREBRAEYN, DB RTUERTAF.
BB N AN E (R ERER.

UTR5IRE M T AERFI MRS E AR S S
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Direct connections

TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Yy Y Y
CcoM Y X X Y Y
Any GOV Y Y Iy Y Y
ANY Y X KX Y
CcoM Y X KX Y
coM GOV Y X X Y
ANY Y Y i X Y
coMm X X X X X
GOV GOV Y Yy X Y
External connections with Citrix Gateway
TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Y Y X
com Y X [x Y X
Any GOV Y Y 1Y Y X
ANY Y x X X
com Y X Y X
com GOV Y x X Y X
ANY Y Y i X X
com X X D X X
GOV Gov Y Y |y X X

i

WA 48 B A 3 BT LUAR 4 B AR b AL AN 36 O A A L BB 6580, MREA A, WEAF Windows 89 Citrix
Workspace [z 2 A MAETBLZ BB AES Web ARZ32870 Citrix RS 88:&1=.

% H Citrix @f5iR 0

R i) || EHER

Citrix Workspace i  TCP 80/443 5 StoreFront i&fs
B

ICA g% HDX TCP/UDP 1494 ARl AEF RS E
BESETEMNICAs  TCP/UDP 2598 RN AEFA RIS E
HDX
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P KA %0 HHER

HEF SSL®ICAzstHDX TCP/UDP 443 IR B2 AR E

BXHOMFAER, BESHEFMIRFOXE CTX101810,

RIBRRSS 2R

IR 22 A FIRFIMS NG kiR, HABERF Windows B Citrix Workspace 2R SRS 38 2 i8]
HEHE, Citrix Workspace R A#EF 25 SOCKS L2 BN,

SR a3#TEEEY, Citrix Workspace BEFHEREIEITIERT Web 1 Workspace #IARSS 28 EinfZBBHIMR
BRSNS,

£5 Web BRs5 28t 1Ti@158Y, Citrix Workspace ZAR2FEERBEAF&&E E2IA Web 3552884 Internet i&
BHTRENAERSSHSE. TUIUERMERE A 18& L3Ik Web %8849 Internet i& 8,

ERAMREESEERIEIZE, USRS Citrix Workspace M BIEFEEESEPRAXFARIERS 3.

T

2 A=
[=]

AMRFEFHLSHTERNDE, ATRFREEMTERERSR, Citrix TEREFEIMRFEREAFTISHY
AR RENS 1S LARRIR

1. SM1%) \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\AuthManager
2. i&E ProxyEnabled(REG_SZ),

+ True - 157 Citrix Workspace M AR EEZRI P8 NRIEARS BZHILE.

+ False - #&7r Citrix Workspace M BiEFEEEE P HFER N ERS 3.
3. EfAsh Citrix Workspace R B2 MU EFM A E R E

AJfEARSS 2
=R 2R ERIR Citrix Workspace M AREFEZETHNEEXRHBERITZEER R,

BRTAERSSM, Citrix Workspace NBREEFBIEEERAHE SRS SBMNIEZETAE, fli0, LUSEEESE
B (a0 TLS) EZEIEAME (FIE0 https://\*.citrix.com) B Citrix Workspace [z FBi2F# E B 2R
SR ENENIEXE

BRT IR, BEEENRSREEE Windows HMal{sikSXigH, B xRS FME Windows BIRI{EiE =X
189i%BE, 5203 Internet Explorer B¥ZEBh,

PB4 SR R IR S T B AR S AR
WA

M Citrix Workspace M RfEFAMN (SFFEHL) B,
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1. @diz{T gpedit.msc 77 Citrix Workspace R AB#EF GPO BEEiER,

2. EIHENRET ST, BEEEER > LBEEER (ADM) > Citrix 4B > Citrix Workspace > W& H
> EER{=RESHREE,

3. EEBEAES Citrix Workspace M ABREFHITXEIRR,

4, EERFIEAERSSREE. XFREIEF imERRERSENITIRA.

5. 72 Windows Internet Xigi M sd, EEEFiH-ARSeSMIL, HIEBEGERTF Windows B “Blfsits”
Xifo

6. 7EdEFEEF, 8B Windows MM RIEiA S XIRME F kAR SS sstthit, a1 AERIES 2RISR,

7. BEHEBEMREA,

ICA X ERIRS

ICA X 4B Z T BERIFE R FRENREFENN N AEFRKE. Citrix Workspace A2 FiRIEEIRRIZHIARR
SREMNAEFHRERBE, HPIEMNREERSSEITRR. SR UEAARKBNRERRIR StoreFront SKES
B ICAXHER. RIMERT, FBRA ICA XHER,

BX7 StoreFront B ICA XHEZINEENEE, 158H StoreFront XAy B ICA XHERRS

EE ICA XHEE
AR

ek CitrixBase.admx\adml iFinzl4sith GPO, NIEMA ICA XHE BRI HERTEIE,

1. @idizfT gpedit.msc $T7F Citrix Workspace R 2 F4A SIS R ERIRR
2. EHBHNEBT AT, BEEBERIR > Citrix A
3. EFERA ICA XHERREHRIER SR FE R — AT
a) EBA - IBREALEEZIEBIESURMEI A S IE BB & 2 H,
b) FEEIES - RHEERAMAZBPRIRMANEZIEBIEL, ATUMEZIEBBEPESIHMEIEEZIES
B8
C) RLEE - MRERIEFEUTIERZ—,
i. NAUSENERN (BRL): AFREAERESSZAESENYBEFREEB,. TEERESR
B, SHWMRLES. BTFHRIEN, SIFEBHRK.
il. TR ENBHNRTAR (FR2) - BAZERXTHEENRENEER—FHERT. o
USRS B EUHERR (BUAIRE) .
4. BPHNAMBERFLIRRE,
5. EfEsh Citrix Workspace M REFRIE U ERIRAERE K.

EEFDRKBFERIES:
ERRFERIERN, RITBRNENTEERHFRITRIRFITRPHITER:

1. MRFEEBIMENAME (CA) BE—MEBEZIEHR SSL FZIEH.
2. MRENEWREELH CA, FEAZEA CAIZ—MUBBERIEHE SSL FRIEH.
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3. fERAMAR SSLEH.
4. QE—MR CAEH, HEH GPO ESFohLERES RLRAFIEE.

FR2MH (LSA) fRiF

Citrix Workspace 2R #5 Windows Attt 24143 (LSA) Rif, EAPRFAPSAMBRLNFIEAEARXNE
Bo IEXFAEERMIEMHE LSA LRIHRFARF.

Storebrowse

April 19, 2021

Storebrowse B—REZFHSRESB 2 EAHITRENGSTEBEF. AT StoreFront FMEFEIRIELURE
Citrix Gateway #{TB 4RI,

@it Storebrowse SLBERF, BEHAAUBEHRITUTIRE:

o ANINRZAEIE.

MECERIR RSP E R IR AEFFRE.

o I FBEFREME LM Citrix Virtual Apps and Desktops &% ICA st
« {£/ Storebrowse ®< 174 ICA X,

c BHBRTMRARER,

Storebrowse SLAEFETF Authmanager #, R# Citrix Workspace M A#EFE, Storebrowse SRR
fiIF AuthManager REX#HEH,

ERIAEER Authmanager AfF—E%E T Storebrowse SRR, BREUT EMRER:

REER RS Citrix Workspace [ FRf2F0T:

£ 32 intEN £ [HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst
£ 64 itEMN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\A

HmAF (EEER) K% Citrix Workspace W EBERA:

£ 32 it BN L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 UitEH L [HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL
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2K

« EATF Windows 89 Citrix Workspace 2% 1808 s Eshi s,
« £=/1> 530 MB #yA] BHLE (8],
« 2 GB RAM.

RAEMTIE

Storebrowse S2AREFS U TRIERSZHES:

1RERS

Windows 10 (32 fi1#0l 64 {irkz4)

Windows 8.1 (32 {ii#ll 64 firkR#s)

Windows 7 SP1 (32 i1 64 fikfii 7<)

Windows Thin PC

Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2012 Standard Edition #1 Datacenter Edition
Windows Server 2008 R2 (64 {ithRk4x)

Windows Server 2008 R2 (64 {ithik4x)

&
Storebrowse SERBEFZIF U TRAMIEE:

« HTTP RZAmIS
« HTTPS RIS
« Citrix Gateway 11.0 XEShrzs

=z

AR

EHTTP NAB®EIES, ERm<STH Storebrowse SERIEFFESER,

BRIIES %
StoreFront 5358

StoreFront SZ#HERARBN B MIIEFZLRNARE, BREEFZAHATENER, KT<2EE, FLIBNABE
B, RESHIIERERANER TRFREARS.
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o« APENEE: BABHNNAREERIINER RABELT, FES—  NABEN, EXSHIRIELT
BRARS.

o WEE: WA TIEN Windows itV TEMIIES, TEEHERINARE. BEALET, BERE
Citrix Workspace ZAiZFNBRAEESHRIE. AXPBEBENFMMEE, BSRREHEESHRIL,

« HTTP Basic: B/ HTTP Basic 84 3iE, LUE Storebrowse SLREFHEBS StoreFront RS 28 #1Ti@
5o BINERT, UiEMTE StoreFront fRS8 LA FTEBRS. HFSA HTTP Basic S310IEA %o

Storebrowse SERREFRFHEIT U T E—AFHTEHIIE:

o {EFKE Storebrowse SLAIEFNEM AuthManager, &E: f#/ Storebrowse SLBIEFR, HAE
StoreFront £/EFA HTTP Basic B1IEA*%. HAFMEA Storebrowse SR IEEREMN, b5 5ER.
o ALEEERT Windows 89 Citrix Workspace R RIEFIRHERISME Authmanager,

&t Citrix Gateway SLMESER

BT FRINAY Citrix Gateway 252 sh, AKX LUETEEER Single Sign-On, &8I IR A B E ARKEEE
RHNER, MERRHENAF &R,

B Citrix Gateway # Single Sign-On Z#FMi¥4ERE, E2 Citrix Gateway # Single Sign-On #%,
AR

{X7£A Citrix Gateway E2E T Single Sign-On S{4IIERNEMNIHAYITEN _EZH:FILINEE,

BB A RIS EBENBER

REJUEEMNBRESHER, MAREER ICA X

A%

AT ER R T B XBT UM Storebrowse LHEEREFERAMNGSIFEAEE,

-a. -addstore

BiEA:

IR SIS, REMAEENE URL, MNRREXKES, MREER,
AR
Storebrowse LAEFXIFZNARIERLE,

StoreFront Ep&<Rfl:

ANA .
m<.
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storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway &< RHl:

e

storebrowse.exe -U *username*x -P *xpassword* -D *domainx* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

/?
JER:
2HHE X Storebrowse LEEFEREMIFAE S,

(-1). -liststore

LR

FIH AP AN A S,
StoreFront -rI&<nRfl:
.\storebrowse.exe -1
Citrix Gateway &< RHl:

.\storebrowse.exe -1

(-M 0x2000 -E)

BiEA:

KA TR,

StoreFront L& <$REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>
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Citrix Gateway E89&n<7Rf:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

-q. —-quicklaunch
BieA:

/3 Storebrowse SLRAEFNELGHNNAEFNSEER ICA X, quicklaunch ERMERZMH—Ez0 URL
ERMANURRARERE URL, BEah URL, BILLZ StoreFront BR5528, taTLlR Citrix Gateway URL. ICA X7
%LocalAppData%\Citrix\Storebrowse\cache BRH 4R,

AILUEIT A T ap @ RREERE R RN BRZFHSKENED URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AR ERD URL MU TEAR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront +Hyas<$RHl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway ERI&<RHGI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’

apps and desktops } <https://my.secondexmaplestore.com>

-L. -launch
pazH

/3 Storebrowse SEREFEMIAIRE LM BREFMKEFERRN ICA X, launch ERERIZHEZRHE L
MRS URL, &#5, RILLZ StoreFront ARs328, AT A2 Citrix Gateway URL, ICA X##7E %LocalAppData
%\Citrix\Storebrowse\cache BFEH&%m,

BITUT L URREAGHNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery

teEr L BN T
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"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

LENEE S LA ERNZ B launch EHMNEAS K,
StoreFront EMI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< REGI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. -sessionlaunch
1RE:
FEARLHS, EaLURMEARE. MENBHEARNER. IHETUE U TERIENSE:

- AFR&

. HH

. 85

o EEMNEIRHZ R
« WA®EE URL

BR, MRAFFREREIE, AuthManager BETHNEIE, ABRBIER.
AILEIT A T an S REE A HHINBEFMRENFE RN R

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IS RYiaH T

"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

FEmEE P LA BRI R TR - S EMAENAS .
StoreFront EHI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/
discovery >

Citrix Gateway &< REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>
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-f. filefolder
prazH
EEAGHNNAREFNESEMNBEENXBRPER ICA Xk,

BihEMEEX SR IZMMFRZMIERNT Store URL 895N, MARE URL aTLLZ StoreFront fk$328, eI
Citrix Gateway URL,

StoreFront FHI& <Ml
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &< REI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

-t. -traceauthentication
pazH

4/ AuthManager AFMIERS. X Storebrowse SLREFERAE AuthManager MIERT, A2EMBE.
B localappdata®\Citrix\Storebrowse\logs BRHF %M.

AR

R RER A F e L THIIENRE— 1S,
StoreFront LHEs<mfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway &< REI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

-d. -deletestore

LR

MR AR StoreFront =¢ Citrix Gateway R[S,

StoreFront LHEs<mfl:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway &< REGI:

.\storebrowse.exe -d https://my.secondexmaplestore.com
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it Citrix Gateway LI 8 S ERHHF

Single Sign-On AW EHIHITHMHIIE, HEMRZFIRMH Citrix Virtual Apps and Desktops, MAEEEH
SN AEFRKEEITER0IE, RINMABER, EHEREREEER Citrix Virtual Apps and Desktops #
“FreR” e E %3 Citrix Gateway RS 25,

Citrix Gateway hk#s 11 REEIRAZ#:E L INEE,

WS

Bxi{aA Citrix Gateway E2E& Single Sign-On M &%, ESREENEESHKIE.
AT LUERAAERN SR (GPO) EIBEiR A MA@ Citrix Gateway LIAYE S B RIhEE,

1. @iz {T gpedit.msc 77 Citrix Workspace R AB#EF GPO BIEiER

2. EHENBET AT, EEEEER > Citrix 4% > Citrix Workspace > B F 54 383F > @i Citrix
Gateway 331 Single Sign-On,

3. FERYBRETMEREEZR “Single Sign-On” %17,

4. BENAMEAE.

5. EfEsh Citrix Workspace N RRZF&IE UM ER E M.

PR

« 1£ StoreFront fR5528 LB HTTP Basic S43IEA %, LUE&EE Storebrowse LRREFHITEIRENR
o

o MREHEHTTP LAEE, HEAERZIARFERIZNAEEURERBFHEL AR Citrix Virtual
Apps and Desktops BY, EARZFRHERAHGSITIEMMITEIRENRIE, BRAZE: MREREAGSITRES
&, BEAIMNE AuthManager &R,

+ Storebrowse SLFEF AN EIFE NN ABME (£ StoreFront fRS28 LFRRE T Citrix Gateway).

o XY Citrix Gateway ERB T 2 EHHWIER, 7 AER Storebrowse SLRAEFFHEIE TN

« Storebrowse SEAEFH&HSITIRT Username (-U). Password (-P)# Domain (-D) X&K/N
5, HESIRAAEH R,

Citrix Workspace 7727 Desktop Lock

January 15, 2021

TRESHMEmMMITRER, AJLUER Citrix Workspace B2 Desktop Lock. AILUfER Desktop Viewer
(WREEHA), B2, TEE ENEGNEN—HIEmH:

« Ctrl+Alt+Del
o HIAI

o &E

o WFFIERE.
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8% Desktop Lock IhaEsiERF Windows i Citrix Workspace MBREFEMATIEHNITEN LiB1T, XEHE
HMEAT SSON (Single Sign-On) HERE T ABEE. R PNA ihs=, F4 % Citrix Receiver for Windows
4.2 RESRAEABEXZIFLETR Desktop Lock k7,

HFER /includeSSON fFEREZERT Windows 89 Citrix Workspace M BERF. HFHfER adm/admx ¢
8 cmdline EBACE N AREH Single Sign-On, BXF4ER, BEBATE,

AE, UEBERSMMEA Citrix THIIE ERMMW CitrixWorkspaceDesktopLock.msi &% Citrix
Workspace [zf#2R Desktop Lock,

+ Microsoft Visual C++ 2005 Service Pack 1 AIBL1TAME, BXF4EE, ESR Microsoft FHBIE.
« £ Windows 7 (2% Embedded Edition). Windows 7 Thin PC. Windows 8. Windows 8.1 #1 Windows
10 (BIEAFLSAEN) L2,

X PRES A% R StoreFront,

PN SES

o APIEESTUEEDIFEM (LAN) %M (WAN),

AN IR IR
BE

BN A2 R A e T AR i, FRIFEFERARREY RIEREEMERNA T T2 E. AXIF
=8, 5507 Citrix Virtual Apps and Desktops X#4rpIERE At 2 F141F1 URL EEMEZED-

f#A Citrix Workspace /A2 Desktop Lock

« TTLLIE Citrix Workspace 2R Desktop Lock 5LLF Citrix Workspace M RIEFINEELE & 1ER:
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {23t 5 BIERF AR
- (PRIE. WNEHERERHMHEIE
« #fFF Citrix Workspace R 2R Desktop Lock SiEMEZE A HARIEE.
+ Flash EFm7E Windows 8 NEERAPRTFEARS. Flash EERAE Windows 7 LR FEARS.
« Desktop Viewer £t3¢ Citrix Workspace [ F#2FF Desktop Lock #4177 fifk, &F “Fm”. “BR". “&
KU “BR B,
+ Ctrl+Alt+Del ZREEER T A= LATA,
o RZ#H Windows HuEgaE@iniEsiE, Windows+L Bgdk.
o BmiEED Desktop Viewer #{TRmEE, Ctrl+F1 =ft& Ctrl+Alt+Del,

AR

Z# 7 Desktop Lock, # B M FEZE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle 5
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle #fLiveInDesktopDisconnectOnLc
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https://www.citrix.com/downloads/workspace-app/additional-client-software/workspace-app-desktop-lock-Latest2.html
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REN False, Zimm MABRSFHIETURERRY, JERIRIBIUIFERE,

%% Citrix Workspace /%2 Desktop Lock

SR EEMTF Windows 89 Citrix Workspace 2R, @R Citrix Workspace M FA#2R Desktop
Lock ETEMRE, BEXFEASERNIE, BESH

BreFo
1. ERATHERERKFAER,

2. EHLRTEOSD, BITUTHS (UTFRENFRLEM Citrix Workspace app and Plug-ins > Windows >
Citrix Workspace app X&),

flgn:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store”

Bxm$FER, B2 Citrix Workspace MBI REXR, Mith @i,

3. BERENFE LWE—XEH, WE CitrixWorkspaceDesktoplLock.msi, IthATIEE R Desktop
Lock A%, REBIRTIHITIZE,

4, RETHEN, EFEHAFEE. MREENFEKEHLUEAF FHER, WEEA Citrix Workspace 12
¢ Desktop Lock 2Ri%i&%&.

BEREZEATEERAPILE, TEME Shell FHfRRE CitrixWorkspaceDesktoplLock.msi FrAK
kP, WIREEMEFZK,, SRTEERMERGE,

&jz17 Citrix Workspace Desktop Lock ByBsER% %, EEAUTHST:

msiexec /i CitrixWorkspaceDesktopLock.msi /qn

Fd& Citrix Workspace [ Fi2F Desktop Lock
LIEEBR B E R, Desktop Lock 2BHBEHMBELENEESIE,

M Active Directory SE& AT Lk A P R AR E#E N ARBRIRZS,
ERRENFTANEERKAES Citrix Workspace R A2 Desktop Lock.

 Ha1R receiver.admx (5 receiver.adml) # receiver_usb.admx (.adml) ScEmEzIBEEmR S (A, 5
BREIE HENREE” S “‘AFERE">“SREEIR>EHEEER (ADMX)”>“Citrix A4 &), .admx Xt
i1 F%Program Files%\Citrix\ICA Client\Configuration\ &,
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« USB B35 - BRHEAEN USB ig& R, ZIREREITEERIENRSE; THEAFAXE. ENKENRE
% USB IREHEAF REPETIZIRE.
- BF USB B,
- 7 “Citrix Workspace 2R ">“ITf2E T A iRig & > 8H USB izig&Ek” b, BAHEENE
USB ig&HM#HY USB & & HREK,
o IEzhEFBRSY - 72 “Citrix Workspace MR ">“ T2 ERE FIHigE” B, BAHRES P IHIEa)380 5T R,
« %X - 7£ “Citrix Workspace RFAERF">“RiBEREFIHIEE" H, BAHRERF HE XK,

EEBEEERLUES Windows Desktop Lock &4

1. EZ& StoreFront,
a) 3§ XML Service BEE R DNS #thhkfiztr, LUIFKEX Kerberos i3,
b) E2E StoreFront shLU#4T HTTPS ifial. SIEMRISIEEMANME BRSPS, FHEIIA Web
b HTTPS 457,
) BFERESEEFEBESMHIIE (FRINEAH).
) BR Kerberos,
e) BEH Kerberos fERE R H{TERES HIIE,
) £ IS Bk Web s EERERBAFHERER Windows S5,
g) HR IS BN Web 2 REE SSL HREEE P IHIES,
2. (FRAREEETH ISR IE&E LAt B 5EER,
a) M%Program Files%\Citrix\ICA Client\Configuration\ §X\ Receiver.admx 1&g,
b) XEF “EEBER">“ZHEEIER (ADMX)”>“Citrix A”>“Citrix Workspace”>“BF B3 3iE”,
C) BRSRRSHRIL
d) BRZEMAFEMER,
3. =%k Citrix Workspace Fzf#2% Desktop Lock 2 g1, BEERF &S,
a) ¥ Delivery Controller #9 URL 702l Windows Internet Explorer Bya]{gik=5&R S,
b) Ll desktop://ZFABFENIEE— 334889 URL Fi0Z! Internet Explorer Al {5 =5I&R S,
c) BH Internet Explorer LUERRI{EMA MM B EIE RIDEE,
YAPIRE ERET Citrix Workspace A2 Desktop Lock BY, S38HIHIT—RAVE e RISERER, Fla0, MR
KEM Windows BEEREIRERIRIZE EEIEH, WABRAFIEE LM Windows BaEREMRERITIZE S, AFER
MFMZBFIEETHE. XETRFERPIZELT—BIRES. XVERTES Citrix Workspace M A2 Desktop
Lock AP I&&-

fip: Desktop Lock

HRIER TE LB NAM

1. ERREMEE Citrix Workspace FZf#2F Desktop Lock BYFr RV ZS I B TR R B R
2. FEAEIATHIRSEXRIERFRN Windows Thag:
« & Citrix Workspace R A#2~ Desktop Lock.
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« fipRiEATF Windows 9 Citrix Workspace Rz 2.

¥ Windows g5 E5RiERIE

AEH Windows RIBREERFITERIE, ATERNBID ERRER,

Windows

« Win+D - S/ VERELMFAEE .
+ Alt+Tab - EECERIED.

« Ctrl+Alt+Delete - £/ Ctrl+F1 #1 Desktop Viewer TA#,

« Alt+Shift+Tab
« Windows+Tab
« Windows+Shift+Tab
« Windows+ FRE =75

Windows 8

o Win+C -“4TF” B I%5H,
o Win+Q -“12%K” BRRH,
o Win+H -“#=” B5IRH,
o Win+K-“18%” B&I%RH,
o Win+l -“i&8” BRIZH,
« Win+Q - BRHAEF.

o Win+W - 2% HE,

o Win+F - &%,

Windows 8 AR

o Win+Z - BENBERFIED,

o Win+. - ZB#EFEXNTF.

+ Win+Shift+. - ZARFAX T,

o Ctrl+Tab - BN BN ARFHELIER.
o Alt+F4 - XHIRZAER.

RE

* Win+D - {THSHE.
« Win+, - S5 KM,
+ Win+B - ;REIR &,
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Hith

o Win+U - #TH “BIMERIZEPL.

o Ctrl+Esc - BE1RH.

« Win+Enter - 377 Windows iR A,

e WintX - {THREATRIZENE,

« Win+PrintScrn - QIZRBIREBEHFRED “BH 7
« Win+Tab - {TF#5%&,

o Win+T - S ESI=PITHNE O,

SDK #1 API

March 23, 2021

IEHHRIRERR SDK

B IEPARAAERA (CID) SDK, F&RABRSIBR—MEME, & Citrix Workspace MARRRFEREFIFITE
VM EREMIERIT StoreFront IRSZ 25 #HITEPIIE. CID BB NEREEIRIRAERS StoreFront BRSS28, MEEHR
TETERENE KR,

i@ CID SDK, AR ARAILGIE—L/AIER, Citrix Workspace MAEF I UERZSEAERETE A EN
L LRAIEFRIT StoreFront IR 225#1T B98I,

BXFMES, BESREAT Windows 89 Citrix Workspace R BiE2FERBSBERBIRIRAR SDK 324,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK {24t—£4R4s#1 API, X%t API A EURIEA N R EMRTESRE.
tt SODK AEERMTH, RATCETERT Windows 8 Citrix Workspace MBEFLREBH—EE5,

AR
SEmAxMEL APl FE ICA X %ie Citrix Virtual Apps and Desktops IEHEEhid iz,
CCM SDK ThEEE4E:

¢ RIEBED

- RIFERLEMR ICA XH BN BEFHRH,
o RIBEIFFER

- SEREERORITEHEZRIZELM. JUNPERIEREMIE AP RITE SRR,
o RIEFH

- SERAEERORITEERELEMN, FTUNMESIEHEMIERPRITEHRRE.
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¢ REER
- RHAENGERRNEBHRIENEREXES. XBERERIE. VAEFRIENRAEENBER
Y

BX SDK XHEiFAER, 1§55 Citrix CCM SDK i2/F R 158,

Citrix Eii@& SDK

Citrix EEINBERGF L TAEE (SDK) AR ICA il EMRINEERTS RS 2R InN AIEFEE P mR a2 T,
IR S3 B8 imaEiNiE E R FRFREF L T Citrix Virtual Apps and Desktops R85 £, MIRBHNEMEFIHEFEES EHIR
MiER, BBER Citrix BRI

REINIEE SDK 12 ft:

« 7£ Citrix Bg5528 AP SDK (WFAPI SDK) 15 @8 10864 & A LS e iiEEn Citrix M2
R 242320 (Virtual Driver Application Programming Interface, VDAPI), VDAPI {2 #tHIEINE
EXFENT RS EINBERN TR,

« Windows 31 API, FBFHEaM5tiikie i Ksts ICA ERME = A NARFNXIE,

o ARERFEREANEINBERGIEFNERRR,

o EINi@E SDK £ WFAPI SDK A 8RS e @ E AR S5 8816,

BXiFMES, BER maERT Windows B Citrix Workspace FZFEERFHI Citrix EHkiEiE SDK314,

Fast Connect 3 £iEiG N\ API

Fast Connect 3 EiE# A APl 2B T @ Single Sign-On (SSON) TheEiR A A EIEMNED, EEERT
Windows 9 Citrix Workspace N B2R 4.2 REEMATIRE, &Ik AP, Citrix S1Ek AT LURESHIIELL
% SSO =@, Z=m{ER StoreFront EAFERIEPHAEFREE, AGHTRPSXESIENER,

BXFAEER, B2 EAT Windows B Citrix Workspace M ABiZFZERR Fast Connect 3 EiEiEN APISTHY,

ICARESE

February 10, 2021

ICARBESEXHREEIMRIGEN ICA XHIEETIR, RAFEERBAEX Citrix Workspace RZB#2FHTH. EiE
I LUfERA ICA B SE 3T Citrix Workspace M AIEZFEH R HE1T o THEHR,

ICARES% (PDF T#)
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iEATF Windows 89 Citrix Workspace R RiEF

© 1999-2021 Citrix Systems, Inc. All rights reserved. 179



: I- ° Locations
C | rl X n Corporate Headquarters | 851 Cypress Creek Road Fort Lauderdale, FL 33309, United States
Silicon Valley | 4988 Great America Parkway Santa Clara, CA 95054, United States

© 2021 Citrix Systems, Inc. All rights reserved. Citrix, the Citrix logo, and other marks appearing herein are property of
Citrix Systems, Inc. and/or one or more of its subsidiaries, and may be registered with the U.S. Patent and Trademark Office

and in other countries. All other marks are the property of their respective owner(s).

Citrix Product Documentation | docs.citrix.com July 21,2021



	关于此版本
	系统要求和兼容性
	安装和卸载
	部署
	更新
	快速入门
	配置
	身份验证
	安全通信
	Storebrowse
	Citrix Workspace 应用程序 Desktop Lock
	SDK 和 API
	ICA 设置参考

