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iBEAT Windows B Citrix Workspace R BiEF

KT IbhRs

April 19, 2021

2103.1 FEYFTIEIhRE

REHEEICERIEIRINEE

RERBRBENELIERRS ST, ZEmaAFAKRETR (GPO) %EgH GUI i2E,
EERARPETE, RESEPERRSSFRERR, AEFREFAHRERRSRSBREFRERAD,
BXFAER, BERRERRENESS.

BTFERFMES DL ERIER
SHBIELHIMBEHEFEESEE b, XFEHARTREERRASEENBHRERBANEE.

fEARRAS, Citrix Workspace FBRRFSINT —MEN, ATFEAEAMHEE FEESHIIECH, ATHRERS
M, BOTIERME T ARIENR (GPO) ISR E S1HRIE SR,

AE:
IHERERECHEFIEH.

BXFAER, BERENINIES .

Microsoft Teams 1&321h4E

o FAMERT, VPO 4RI SR IMTEA TEARTS.

o« EFEHR. BEEEES. REMHIRENILERINEE: MR Microsoft Teams A28 7ixLi%Em, Citrix EEM
89 Teams ¥ ERECERNE. BN, XEETUFRINKENR True,

e DirectWShow BIEREINET 2.
EENEINZ IR, FRITUTIRE:
- BIEMREES.
- EMEILITXREME: HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream,
- BHLUTE: ”"UseDirectShowRendererAsPrimary”=dword: 00000000
HthrAEAY(E:

* 0 J{RER
* 1. DirectShow (2kiA)

- E#E5 Citrix Workspace M BER.
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2102 RYETIE AR
RES DS

Wal, EEETRESHRIINEAHITENL, NRARBEIRAREHEE Windows EEERRH, NFEER Citrix
Workspace [z R#2F#1T S HHIE,

Wiz, FRETRESHRIENEFHITENL, MRABEEERFEET Windows SEEERS, MR RSHBIIE
I’ EREWMAREERE, 25, Citrix Workspace AR ERIERS [ ERERFE Windows FIREEEF,
XA LITELETRELR, RAGEEEHRA Citrix Workspace R A12F 2 #ifE Windows ZiEE RSP F R
FEE.

Microsoft Teams 1&32Ih4E

o DETISRZIMHR,
7S = e

2012.1 RIS THAE

tEhR AR T BB T o A M REAR E MERYIREL,

2012 FRVETE AR
XFEAMIE

iBEAF Windows # Citrix Workspace Bz 2 FIERIEEAFIBIRA

SRALES

HEWsEEL T Citrix Workspace AR WE RSN E, XL ERER) Citrix #THEHR, HEHMERT
ARIER T B R 3%

W, EAILER GUI ERE.

BXFAER, FEREEE.

4534 Citrix Workspace #1TiE H i@ 5383

AhASINT 3¢ Citrix Workspace # TR H@ &4 30IEM 15U K34 StoreFront LA #,
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i Citrix Workspace KRR B 483

Citrix Workspace MABEF3INT AEK3T%R (GPO) HEr LB A®ERA Citrix Workspace TR TE NI, IHEE
B&fE Citrix Workspace R 2R AEBE RGBT BahE R Citrix Workspace, NEHAMATER&E L8 Citrix
Workspace RETHERE (£RER) B, AHEALERK,

BXFAER, BERLETEN NI

[ 2R RIFECE AIIE SR INAE
AT, FONMERT, SHBIEEERMN RS NEER IR,

FRRASINT AR (GPO) %KBE, ZERBAFERNASHRIIEEENEMRSEHRENIRERBRIZR
MR RERHIRIEE.

AR

Itk GPO HBEFRIERTF ICA # SaaS &i%, ICAF SaaS =iE4k4: 4/ Delivery Controller 1 Citrix Gateway
ARSS HTIEH,

BXFAER, BERNAREFRIPECER LRI

Microsoft Teams 1%32Ih4E

o WELANEAUEREHEREREIRTENRITE .
o WebRTC 45| EMERFFER IRk E LEENERS .

2010 rYFTIEThEE

LEhRZAERR T ZNE B TR B REA R E 1BV,

2009.6 RIFTIEINEE
%#5 FIDO2 H {33

FIDO2 B3k AR F A AMiER FIDO2 A, BRMERLUGER FIDO2 K& F AR E M EWREIR
RHFTHBWITE, BEMSAEESEEMNTELESR (TPM) 2.0 #1 Windows Hello, BX¥4ER, B&EFID0O2:
WebAuthn #1 CTAP,

Microsoft Teams 1&32I04E

« Microsoft Teams MEEEEIZETIR P B URIERTHIINEIR S
o WebRTC &IS58 a] LUE IR E IR = _EoTREMI R ARIZ DR, WebRTC A5 | BER#ITLRTME, MR
B EE R BRI,
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+ Citrix Workspace 2R RERFIMED S Microsoft Teams $E—ITHE,

o EIEHBRCUATNRE - S EN AE~EEEMNZESRNERXE, EIERINER.

- REHZIGAIIE - DIfE, YEHTREBREZEM, NUEHIEER#EIX Desktop Viewer R&. LIgT, &M
7z Desktop Viewer & OTNEHIE P G4 & O ELE,

2009 FavFRIEThEE

ItEhR s AR 7 B T ol B R RERN AR RE M AV 1),

2008 HHHTIE AR
BTFREFRMESENARENR (GPO) BEERIREE

BRTIER GUI £, EIEER] UERARENR (GPO) EREREERRHBMIESI
BXFAER, BERRERRENESS

CryptoKit =31

Citrix Workspace B2 IERE CryptoKit 14.2.1 iR,

BEXE

iEATF Windows & Citrix Workspace M BREFIEREEEFE (B ks,

B3GR ThAE

ATIRETREEE, BHEIEHEENESERE Citrix Workspace MBEFH. WABEFAEEETEERRER
Lo SMWIESHEENZEHEZE, UWEESERAENENHSEEN SN FTREEERNRAZEE.

AR

S HIEIEIERINENER F=HE,

[ B2 P RIF T RERYIE SR TN AE

Ui, SEZRRRRIPEONRREEN, B N FE (BEEEPRZRFRIFHNARER) BELET.

WE, HEERaEIRRFEEEN, RARRIFNEORFELLET. SRUEIRRARNEQIMINXEHNREEE.,
B2, MREMA PrtScr #8#3% Windows 10 1&& EWRBEE, WSS/ VMEZRFHNE D,

Lteoh, EhRASEARR T Bl N 2 RIFTHAE YR &,
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HR A B EERAILESRINAE

¢ cookie MAAREFRAGFE: BUEHENRNINRRN, RAFTSRTEERWNERE,
o NHBIMEFEMARES

2006.1 hA9sIETHEE
Microsoft Teams i3 = %47 (DTMF)

15 Microsoft Teams hpIEIEZR S (170 PSTN) FEBIERINAINNE Z457 (Dual-Tone Multifrequency, DTMF)
E5XRE, RINERTEALIEE.

Microsoft Teams RRELZ1E33I04E
EARRAF, EH Microsoft Teams HZMAAMNRTF Desktop Viewer EOKIKNE. Desktop Viewer BO5MB
WKW S, #F 85 Desktop Viewer EBHNEFIHNAN BEFEETHES,

BXFAGER, FEAFSES

B3 7 Citrix Analytics RS

Citrix Workspace R FA#2FE53 10, AILUMEMII BB ICA 2iER et HuRE ) Citrix Analytics iR

o

&% Citrix Analytics sfAfEALLE SRERES, BEBRIEEEBARSMVirtual Apps and Desktops FYEBNEZR,

2002 FrYFTIEIhAE

R 2 RIF
AR

[ FAE R SRS B T B AR E R AP R ThAE M AR (BIREERBEIZ TAMENETE APLER) RIE1T.
XEFRENAREFRIPEEEZSEBHNEEXNTARTTARMERIF. B2, MEREFRFANELZE, BRRER
FIERBENI A Za2E T, BARNSSEIRRIX LR D, BRNTARIIEREREMBEFIRMTE
BRI,
N AR R 2 — Ikt nThae, aIEMERA Citrix Virtual Apps and Desktops BHREIERNR £ 1. ZINEERHIT &
FIAZREICRNERBREEREZ NN, NARFRIPABELEZERS L ERNAFRSENRRERENEE
B ZIEER M AR NN GEE BN RS E U RERAREICRBRENFABRER.

AR

Citrix BiEERZAM Citrix Workspace M BEFBZFIFHISIE.
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£/ Controller 7£ StoreFront 5 Controller Z BB BN BEFRIP. BX1E Controller LEEN BIEFFRIPHE
B, 3&&i7 Citrix Virtual Apps and Desktops X#4H 8N FiZF{RIF. G, BEERUTE—SAREEMNAE
FRIPAY, BIkEER AT Citrix Workspace R AER:

« GUI

o @mTIENO
A7 Citrix Workspace M AREFRERIREREH RGOS N BIEFHFRIPAL,

AR

« LLINRERTE Microsoft Windows Desktop #1E&%t (a0 Windows 10. Windows 8.1 #1 Windows
1) 2%
 mEEEMY (RDP) RZiFLtbInEE,

B %7z Citrix Workspace AR HEEN BREFFRIFNER, BSANAREF R,

REIEFIEIRINEE

ERHRRAT, NREERBIRNTEERAPRENNAREFRRFIN RS RE Citrix Workspace R B#ERF, MSMELE
7,

fElthRA, EERRMETUBZAFREM Citrix Workspace R B2FHISES, FHRThdgiRLE,

Citrix Workspace Eia9ts8IhsE
ERHARAH, MR Citrix Workspace AEFHREERRE, NIFEE R AL A EH#TEMR.

fEitbhRAs T, FEERTTUESIERREMNSF EEH Citrix Workspace AR, EoILiEid A e B XigH
iy Citrix Workspace [z 2 EIARHIER “IOET/H” RETHILIZIE.

=

AR

wEEIMAmIER AT Citrix Workspace ARFHAF LEMNLHIMER R LML,

SFFHIGAEE

SmartControl A EERENXNERE, LUWEMHA Citrix Gateway B2 B fa&HI#17 Citrix Virtual Apps and
Desktops HRAFIFEREM. Fli, EAlsEFAER AP BRSRMARIETEREm, XA UER Citrix Gateway +
#9 SmartControl ThaEsRsL I,

82, ¥ Citrix Workspace WA 25 Citrix Gateway BF2IM kP, ARSLZET K. EXMERT,
ERIRATER A SmartControl Thag, AR FIRE EREFEMRX, Rk, EaTUERSLE ICA IR, Hik ICA K2
AIFEMER SmartControl 1hgE, BIE Citrix Workspace R R#2FFHD Citrix Gateway FEEAREIAIAL F RN,

Citrix Workspace A2 35 Citrix ADC LAN RIBEEIRiE, ATUEB S MESNAIE, WollfERHIERE
RHEEi TR AR AR S 2.
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AILAER AT A ARCE b U

o BHSAE BIRHAEINBMEOSREERERSSE.
o HANIE: ALUERREES DLL Z— 18 M RIBRSSBHEFE R RIERS 8.

AILAEFAA SRR R E BRI MR FIES A E H b3,
BXHUERERNFMES, BB Citrix Gateway XHEREH ik ICA IR,
BXEEHIEAENFAER, BSRAHILAIE,

Citrix AN 28 s
IEINTERT LUHERS Citrix SR AU S 28 &I, LGB ERLLINEE,

LERRASSINT — N ST R HEBR Citrix 8RN TN 5588 Z3#HIs2 . M Citrix Workspace N BIEF REM BIETT
/InstallEmbeddedBrowser=N FxLUSIEERATUN S 28 TEE,

RIELLTER T 7 BBk Citrix BRANTUN 88 3501

¢ BHFRE
o MNFREE Citrix BRNTUX 5288 —# HI XA RIRR A #H1TH R

nRER Citrix Workspace R F2FMAE S Citrix BRATUN I8 Z# s, HBEERALTIIRE 2002, Wik
AT BT 28 B R TEFA R AR BB E

1287 5 Microsoft Teams NS ELEZThAE

M Microsoft Teams £ETEXAS, Citrix Workspace MAREFSEHIEENBNBXKBARER— M &iA
. EREeHZ Desktop Viewer &0, HEHZHMEPMEMAME O, &/I\k Desktop Viewer BB, RRE
ERERR,

Microsoft Teams iR R0 e84 pEfL &2

Bsh HdxTeams. exe #i8 (BRNTE Citrix Workspace M fAiEF =22 Microsoft Teams EE @A WebRTC
IRIAS1E) B, Z#HRRREERKSN CPU T UERTHMNER TSN RERIDD PIR, FIEEMMEN 240p. 360p.
720p #11080p.

MRETEIEFE (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe #¥i41LETiETT, HIERAHE
WETERARERRAIUENNRES PR, AE, ENESZEFNESS2WRS & 2 BNREFEDSEDEIEFa
BRAEEMN I HE,

BEXREBRIURLERNES, B510 RHiDEEEEES,
BXER, 158 Citrix Virtual Apps and Desktops scasgMicrosoft Teams 4k
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Citrix Analytics fRSSHIE3RINEE

fEAhR a4+, Citrix Workspace R AR AIURSHERIMMEK S LA IP #ihkEia=l Citrix Analytics BRS.
BRAEEoHSWELL IR, ©RIUEEED Citrix Analytics RS DT IEEER TIRME T S IE XIS RX,

BUAERT, IP#itAER%XS Citrix Analytics BRS. B2, ErRILUERFMKRImESSE Citrix Workspace iz
PR 2 At T,

E2H P it BEER, ESMEIUTEMREEHE SendPublicIPAddress FMRIULE S Off.

o 7£ 64 if Windows HE&#M L, SMMEIHKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix
\Dazzle,
o 1232 L Windows i E#l L, S#i% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle,

AR
o Pt im R EREBR FHRHNE 1, RE Citrix Workspace M BiEFEaERBiZzNBEFNED
IP sk, {BFELEMNERTRER .

s EHHMNEFRWHIER (FRTE Intranet Fiz17) , BHEEHBS L URL https://locus.
analytics.cloud.com/api/locateip FINARE,

Hx Performance Analytics i ERLILESHI¥MEE, BESREEBDRS,

1911 HHRYFTIEThAE
HEBEINAERY Workspace

ARRARERTF Windows 89 Citrix Workspace N BIERF#1T T Mk, MIELHEFIA Workspace BaEN8E. &
XFMER, EBEWorkspace £ EELNRE - TR o

3§57 Citrix Endpoint Management #18z55E /it Windows 10 i&&
AR
BEDEMINEE AR AT R, Citrix BIURIEMNRIFE R ER R AT AR IR,

Citrix Workspace M ABEFIE A Windows 10 1&& B5h#E Endpoint Management &5,
AR

o IEINEERTE Windows 10 i&#& 2%,
o I ER T oEbE,

1909 avHTEINRE
MREREFX

IRASINT —PER /forceinstall WHRERERFHX,
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EUTERTBERFAEHRREMN Citrix Workspace M BREFIAMINE REFEMRIET, EFERLFFX:
o IWIETEMFZZE0 Citrix Workspace R BREF#HITH K.
o REFAERHEIN.

} =r

AR
/forceinstall AFx2 /rcu FxiVEE,

BXRIFMER, BHSH “RE” BOPNEAS L.

BEE R
2103.1 FEEE R

BRISHWIE:

o BIEEATHERRFIEFREM don’t ask again for 60 days (60 XARHMNRA) HKEZ G, Microsoft
Azure ZESHRIENEIRESIRTHITE KB IE,
AR
BINBNBAFREENASE, MIEMENARETEH. MRAFER webview B3 30IE MR BREE
FEH, RATESBIIRETEBTEMNIIE, RAELEERT, Internet Explorer cookie 4§75
e BRHANERT, WEELFERRES (7% cookie), AJLMER GPO MR AILEE, NRZAIE
8, cookie BAR1EME, HETHEIEFTER,

[CVADHELP-14814]

« EMMAT Azure Active Directory (AD) #i&#& £, ¥ Citrix Workspace R AREFEiRIARNAREE, RE
RRHAERERN, APAREENER. i, TEEREMAFKFER, [CVADHELP-14844]
REa:
o KEERETREBAGNR S, [RFWIN-20912]
RIE[EE:
« BESEATF Windows B97#) Citrix Workspace M AREF BB ALY, 4541 Citrix Workspace [
RiEFREEREAET. BAT “tHINBREFIAR s ItR#z, [CVADHELP-15654]
o ERERSBAERAIKD 8080 MERT, Citrix Workspace MBIEF AT AEZEI B R mNNBIEFHR
. HItRANRERESERT Windows 8 Citrix Workspace N AEF ATRET Z AR EBE O M A ER
ZXiAiE O 8080, [CVADHELP-15977]
+ AT Windows # Citrix Workspace R B2 F Al fER R R IBAX ARG E, EIERIBMRAH Microsoft
Windows &gl R, [CVADHELP-16017]
o ERAPKIEDIZT ALT + Tab $#63, AgEITERT Windows B Citrix Workspace B BEEFHNHEAE
M. [CVADHELP-16379]
o BMERFEIFNECOER/ME, Print Screen BT AHFREEHE. [RFWIN-16777]
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o FIRIEE Microsoft Teams @iEhERAMLIRENENSA, HDXrtcengine.exe ARESTEBTMN, AR
FE BHREFAFONE CTX296639, [HDX-29122]

o 2% IME 85 DBCS XAy, AIgEfk/D FRIZ%. Windows 10 2004 2 E RS H B, [RFWIN-
20006]

o EIRMIGE C:\ProgramData\Citrix XXMM RAT eSS Citrix Workspace R BEFEIMNEH,
[RFWIN-22753]

« 7£ Microsoft Teams #&iEdh, SIArIaEnblrsis:, 28 UDP RERORaHMitkia@®, [HDX-27914]

BFRRmE:

o BE “BH” ®B—KEY, EAF Windows B Citrix Workspace M BEFRIBET & X Ho BRRAEN, EF
PR “IBH” WL H Workspace R 2. [RFWIN-21518]

2102 FEEEME-
RIE[EE:
o YEERAFEBABAT vPrefer WA Citrix Workspace MBEEFEM B A S E ERURE T HITHE N AR

FE, ZNAREFEITANTRSET— M EREER. MRXMRERE—EFE, WEEBXRITHZNBERER.
[CVADHELP-13237]

 BA vPprefer £I0if5, App-V i AEFRIRERTEInIZIRS 8 LEs), MIFEAuRS 28 LB, [CVADHELP-
15356]

o BEPXEHIBRENARFZMES, StoreBrowse.exe MLAIRETLERRBAHNARERFNTETIXR,
[CVADHELP-15952]

« Y EnableFactoryReset FMRIEB RN False B, SiXEH Citrix Workspace R BZF A gERKI
HETUTHIRER:

tEIhEEE R A,
[CVADHELP-16114]
o BEUREETHRERTRETC A W% CDF BRER, [CVADHELP-16587]
RERE.
+ Receiver.exe #IZAIRESEINEH, [CVADHELP-15669]
BFRRE:

o BAPXREBRWNERER (IME) EXFEPRANXNAREN, XATEKETEIRBSE LANXEEZ S,
[CVADHELP-15614]

2012.1 fEEERRR

« 3% Citrix Workspace M BIEFMARZS 2012 Bt EHEIESRAEK, FERUTHEIZER:
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“Could not load file or assemble Newtonsoft.Json” (FTE#ExHsiEFE Newtonsoft.Json)
XY 7£ Citrix Workspace MAREFHNEERLENLA EESRAT BEEHNA S HIILLRZ,
fRAEA, M Citrix T# Tum F# Citrix Workspace R BEFhZs 2012.1 HESRAHF FohR,

[RFWIN-21715]

2012 hEEE IR
TE. HEH. AL

o HiAEAFheIZaRES R Citrix Workspace BREFR, ZIREAXFTRESWBIER, RAEEMIE.
[CVADHELP-15397]

RIE[EE:
s EZRTRIFEH, RHEAUAFRIEATEREEK. EREEENEEXITEN S H IR, [CVADHELP-
13614]

o MITUUTIRIEZ B, mlfest R EEIHEE:
- & Storebrowse @< M StoreFront 1% ICA X1k,
- E/A ICA X B AERF, MIEMNKEEZEE.
[CVADHELP-15221]

o ENFRZRP, FREAFERETNRELSRNBHINAEFTESEAN. IREATESMNAP—LAIBIRK
FREFRE, MaBmitp, [CVADHELP-15576]

« & BT Windows # Citrix Workspace L B2 FEEBE N EEUSIENEZIMEHK . MRM Citrix
Workspace NRAEFIHAERER, NABEKFIGEEBRA—IMNAEEWKS, MIFRIARFREHK .
[CVADHELP-15728]

+ 2id7E Microsoft Teams BIEHHEENRETESSHER, [HDX-27041]
BRIFLE:
o EXHERTF Windows 8 Citrix Workspace M AREF#HITEM LRI B M ELEARIENRER, 2idB
BRIEFRERRK. RIERHBEREEEASENRERR L. A Citrix Gateway URL B2 & Desktop Lock
B IR I R
AR
B R Citrix Gateway URL #1 Desktop Lock &2 &i& B F Windows # Citrix Workspace [z
FA#2 8y, 1% Desktop Lock HE Z AT — B BINR LM B R, NRBRRFRKEIE, EFEH
Ctrl+Alt+Delete GERTF#EMN) F Ctrl+Alt+tEnd GERTFEMT) EH.

[CVADHELP-15334]

« MR “BDPI"KBR “R” S “F”, WEBHKE=IEN, CD Viewer TREZFWELTTRAIRELEZR LI R
WLECIR &Ry KA1 DPIIRE. AFIR&ER DPIIREAT 100% B HiHitkia, [CVADHELP-15418]
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« % Citrix Workspace RZF#2F MARZS 1912 A& EIMRZ 1912 CUT /5, ARERFHREFIRERIE, ANFE10H
7 BEFER. [CVADHELP-15766]

2010 FEEEMEZA
e

o EAREREEN, 2ARNEXARETESEARMIEE EBM Microsoft Excel —i2iE1T. BATNARFR
FIhRERT R HLLkIRIRE, [CVADHELP-15410]

SiE[EE
« $iERATF Windows 8 Citrix Workspace [z F#2F MhiiZs 2006 4k ZIRR4s 2008 BB HRAS, HiXE®h
NRREFAIRERKY, BITIERE (FIMNKHEIE) HFEXITENSHMLtRM, [CVADHELP-15988]

o BRATNARERFRIPIHEERY, Pause/Break 1 Num Lock Sl gEirat R EHE, [RFWIN-20083]

« 1E5EATF Windows 8 Citrix Workspace 2+, ERMNAREE URL FINEikFE, oJRERERUTHE

RHE!

“TAEETIRSS. 7

URL @& AEFIRA LI,
[RFWIN-20907]

+ Microsoft Teams tifk: ELZERRSEREES DPI RN BREF, tHEEHERELTEEETIF. B
— I AEAARESNANETEREE D, [RFWIN-20854]

« 1E5EATF Windows # Citrix Workspace [z T2 9l A1 X 15 22 i #5 BhAY, BN TUES U B R XX mdEs
BET. [RFWIN-21069]

2009.6 FEBEMIEE

« {R VPN ZE$5) Citrix Workspace RZFBA2 R R RIS R FRAZ R & TAY , RS2 (ETT 8625, [CVADHELP-
14418]

o 2R7EE1T Microsoft Teams ME A& LAIMSIETRAMREREIESKK, [RFWIN-20051]

o RESIETESESM TN EETEE. SEMREETEE D, H1E Delivery Controller EEARIEH
BRINBERT, SHILLtAE, [RFWIN-20557]

« F+4 Citrix Workspace M B2/, BRI A se s B =% Workspace B2 B4R, [RFWIN-20589]
o ERIFRIMEPHEZHEE, Windows 22 54 iHERAsE RS, [RFWIN-20599]

« EEHBEH, RAEARESHIEEERNABETRETAESTIE, [RFWIN-20673]
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o EnBHEF, ZHERINENABETRESEAN, HERUTHRER:
“TEEETIRS SR, 7

Ft4& Citrix Workspace M AEFES B R@, RA%ER, BB Citrix Workspace 12 SipREL
FABEKF HERFIM. [RFWIN-20834]

2009 HEBERIFR

LEhR AR T BB F U B M RERIIR E MERYIE) L,

2008 FEEERP>
RE. HEH. A&

o 2AERAEHMINEERB5hEH HDX RealTime Media Engine (RTME) LU Citrix Workspace Rz 12
FageskM. RTME AR RIRHARA. [CVADHELP-15047]

BRIBHRIE

+ 3 Citrix Gateway E2& »i@id Citrix Workspace B2 L8 a%ER (SSO) B, SSO alfEskM, LM
FEREEEE%. =M & FHHFRE, sHtRM, [CVADHELP-14564]

RiE[EE

« ERERE Citrix Workspace WARFHIERTM “Fi8” XBBHELRGHNNAEREFN, AEEsHIBEN
'O, RREERA Citrix Workspace M EEF. MREFH CitrixReceiver.exe m$# PNA #iitFRE 5
STOREO, MisHIntkia, [CYADHELP-13916]

+ 7£ Citrix Workspace R B#2FH /S vPrefer SIS, ZiXEsh App-V MARFEAIRESAMH BRI THIR
HE:

kR
[CVADHELP-14039]

o 7+4% Citrix Workspace BiEFE, SEFARINEE HDX MediaStream for Flash (5140, Flash #1 Flash2)
MHEXECEMERETESMIMTRIZKE HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\
ICA Client\Engine\Configuration\Advanced\Modules\ICA 3.0\VirtualDriver
kR, LR RAA] eSS BUEEA K. [CVADHELP-14850]

« f5A Citrix Workspace R FBi2FR, BEIRSEORESEREET—M=HFR. [RFWIN-17563]
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BFR&R

« EiEATF Windows 89 Citrix Workspace R R1EFF LERNARE URL ARk e, aJ8ERERKET EA &8
5ERl. Hiz URL 8815058, sEHtkp, [CVADHELP-14051]

2006.1 FEBER R
RAEEEM

s MRBEATHRBABTEER (BCR), RIFRAESE, ATREEEERELNBAFERPENERAXER, TERIER
HIL A, [CVADHELP-12922]

« RAEERK URLBY, URL ATEER=EEMEI VDA, #H Redirector.exe #i2EsMRE, HHIUTRE:
INVALID_CRUNTIME_PARAMETER

[CVADHELP-13197]

RIE[EE

o BEIFIRERERE, SMERIEPEEATMH, [CVADHELP-13297]
MRFEATmD AR ISR BEERNEERT Windows # Citrix Workspace M BERFE, MHIBRE
MARER, “BR” B BTN ARE. [CVADHELP-13805]
o EWBkIHET, YEEHEsHRIERN, Citrix HDX Engine AlgEsESMEH, [CVADHELP-13915]
BRTZ2ESMRIEHER “Windows £2” 3FEEREN, EENBEE#HITEHRIEN, F2ET Active
Directory Bt & 5338 EARSS (ADFS) 3¢i%iE, [CVADHELP-14316]
EMEBRATNARFFRP, SRESENREEEDLTESEI. [RFWIN-17455]

o YEEHABMEZETIIEN, wfica32.exe #IZARESEIMEH, EATF Windows B Citrix Workspace [z
FEFH 1904.1 RSt tiE#, [CVADHELP-12807]

BRRE

s NAREFFRaERESEMENGTS, MLHIINEZAER. EEESEPNENRARSAGERE, BXAF
MAREFRER#NGIE, [CVADHELP-13071]

o HER/MLBE AN AR IARIBHNAREFER, NARFNERTEsNESERER, [CVADHELP-
13293]

o BAXIEPAIRES EREIMNIERT Windows B9 Workspace W2 E R, [RFWIN-17499]

2002 FEZEREZA

tbisdg: AT Windows B9 Citrix Workspace R 2R 1911
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HDX MediaStream Windows Media & @A

o EZETENEF, YEERAFSIEHER Windows Media Player &% MP4 f87ET, ZSARIRESEE R
TR LEEEN. B2, HTEERSENIIEMRRN, R BIS@EE DisplayLink E#Z89iHE 2285k
FEETS LS HIIER, [CVADHELP-11848]

DE[EE
o ZIAFERAPUREAEREM HDX RealTime Media Engine E#E#5 %18, HDX RealTime Media Engine
FJREREIMRE. [CVADHELP-12605]

« BRHENNAERFEEITFSERNENERERSIERN, wfica32.exe #i2riEaBESMNEH. [CVADHELP-
12855]

- RERIEBHG, EFURSADTHE. SERHBRBEHRIEN, KIEBHAMIRNNEBIERNE, LI
Erhirey = IR, [CVADHELP-13017]

« BRT A AEFHRA Desktop Lock BY, L&z Ctri+Alt+Del BEHITIHIRAF IR, AMAFRRIE
TJREREIEE. B2, YRSJFRFZXEMEEN, VDA XEZREEREERISANEENER L, K8
KZFE2ER, [CVADHELP-13046]

o TENAEFEOREREMNES BETHRSERE, BREFHAREOK/\ AL, [CVADHELP-13108]

« Workspace EAEFREEERRMABHNBLRTRESREFNEFEELE, NREFFATHA,
Workspace [ AR B RREUZERT, XHEBETABRIRES N ERETR. [RFWIN-15501]

 ZEREA “WANTEER” KB (EHENES > EEEIR > SHREEEIR (ADM) > Citrix 4 > Citrix
Workspace > BF#&1ET) B, RARRREEAN URL BENFKE, BMEEREA URL BENNAEFZS
EEZIRt. [RFWIN-15867]

« #3R CDF IRERBY, Receiver.exe #i2rJaEaEIMRE, [CVADHELP-13077]

1911 FEREREE
REEEM

« BENARNSEEBHRIE, AFIEE LETH Internet Explorer e BRERFMESE o b5,
Internet Explorer %288 E OFRSHIER &, [LD1924]

. HH. Ak

« %% 7 Citrix HDX RealTime Media Engine #&##1ER T, ¥ Citrix Receiver for Windows F4&Zhk
7 4.9 LTSR ERMEHE, BRLEBmM=IE. [LD1814]
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THEEO

s EEAHHNEARFETRITANREON, ERGHNARFNERTESMESEPER, [LD1868]

SIE[EE
s BRTHYARFHRNISEMES, SHBHRETEEAK. Citrix BRRERTHER, B5 “F#H” M ‘U
FHER” R —RER. i, BRARDH, ARAKELE, EEENATFE, BTHE. [LD1124]

« BEIEFIREMEE (ACR) ENEF G RRSIEEMEES, RATFHITENSBETESBINAEA
1%, Y DPIEAFIE& LKRIZEEHRN 100% B, LUKTE “ERF Windows 89 Workspace AR>S
HKEED>5 DPI” TUmE L3k “27 8, ftBtkia, [LD1423]

« 7£ Citrix Workspace MBRFFRERAT “Vprefer” &G, BAGHNNAREFIESESMBE, BETRE
SBE LU 8]

- RAWBRRYE, i, %computername% fEAGHLITSRARERMET R im B PC12345,
AEMEBETERST B, flg, %computername% EASSTEHARY BRAME A iHiTEN L
PC12345,

- MRYTEBRRELEREF K. Fia0, A selfservice’.exe -glaunch IE1T http:
B, s 1T8EIER “lexplore.exe %*” £i#, MAREELEF K,

[LD1450]

o ZIAFERAPUREEEEM HDX RealTime Media Engine E#iE#%5I&1E8Y, HDX RealTime Media Engine
FIREREIMRE. [LD1655]

o EAERT Windows B Citrix Workspace R RIEFE, MREH/IVE. BACTIAZEEA), KERER
EsS5REES. [LD1656]

o %33 USB 2.0 #5068, Plantronics Blackwire 320 USB E#lelaes M Citrix BNERAIEETIRFIHK,
B 5ERENzEREMRR S HIILEZE, [LD1864]

s HEATRERMERSLN VDA EE—MEKAPIET, MERHHNARFEEE - NRaPEBEITHNEXRS RSP,
ARERETRUTHIZES:
“Citrix HDX Engine has stopped working” (Citrix HDX Engine E/Z1:351T)

Exception caused the program to stop working correctly. Please close the program. (Citrix
HDX Engine EEIL TER H S EFFIEEREIBT. BEXHZIEF.)

HEERAREEEXENEENE=ZANBEFAMFRNEFmREEMERNANE—RKRKEN S HIILT

1]
[LD1898]

o REE=FNAREF RTINS ENTENBREFEIT. B0 (51, WS_DISABLED) RIEH
Rz AR = H PR, [LD1912]

« BRATMNABERFIENRE, FEATHNKEATEHAMRENE =S NAEFN, AIEESHILTRR:
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- /B Desktop Lock /&, ARFAGEERAKNR/NMEIREE LA, ERIBE 2 HESEHHNA
2 ERER N BERF.

- #H Desktop Lock BY, HENEO (FII/ESHIENEFEED) HALTFERMUE, B2, FEOHK
LKREE, WPEARBEEEARE. TREEmRENEOENZA, BPEOFIRAER.

[LD1979]
o THENAREFEOREREN NIRRT, BREFHEREOARNALL, [LD2124]

+ N8R SelfServiceMode #5&I&E 7 false, 7f Citrix Studio FE2 BN BERN, WEARFREARAILENS
BRTE “FFR” Ftarh, [LD2126]

RRRE

o 73 CtxUsbm.sys BARMEFRIIEFRE, CtxUsbm.sys hHIRETRAIGESSBEMER, s, FET
B “IRehIEF IR RSEEFIREREA, [LD1973]

1909 HEEERFR
RIE[EE
s FEATREBRFRAN VDA EE—THRRFIET, MEATHNNAEFESE - MRRPETHNRR SRS,
ARRSERUTHIRAER:
“Citrix HDX Engine has stopped working.

Exception caused the program to stop working correctly. Please close the program.” (Citrix HDX
Engine BFLLiE1T. BESHRZIEFFLERETT. EXAZER.)

YECAREEEXENEENE=SNAEFHMNTRNE P mREEMERFRANE KL RENSHILTL
i), [LD0479]

o BEXFA—NETR, ARRNMHMERUNARER, BETRBEM=ZTRLDEED. JsHABITE.eRE
o HEEXHBENNIMRSEHMDONRRFIRNIHILRE, i, EEIEVEFEENEEITENNS
HILkia, [LD1558]

o EAIERAT Windows B9 Citrix Workspace R AERF 1902 IESARARN, 2B XANELHBNNBIERF
SHIRm R aERKEK. [LD1972]

« {#A HDX Optimization for Microsoft Teams B, ¥ Userl Ezh5 User2 BIMSHEIE, AR5 User2 £
ZRmEeY, User2 ATBESBEIMSAMEmMIERZ LM, [RFWIN-11863]

« fE HDX Optimization for Microsoft Teams B, 2 Userl Ezh5 User2 BIMSTEIERT, FAAFEBEILL
REIFIBEIN S, B2, & Userl a5 User2 REREEY, User2 AJResEEIREMIEHERE. £ AMD
FPim EELBIERN S IR, [RFWIN-11866]

« {5/ HDX Optimization for Microsoft Teams B, % Userl Eah5 User2 MiSiEIE, SASH% User3 &N
FLEIER, Userl WISIRRAIRERT ARG, Eit, FIERFRNIIFSHERAERE, [RFWIN-11875]
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« f&/ HDX Optimization for Microsoft Teams Bf, % Userl MEMNZAREFHERHGLFIEENS User2 iy
MITEE, AR5 User2 HZREBY, User2 AIAERVETIRBREMIE Userl =M, [RFWIN-11952]

o 7 E Mt &R B& R HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\ICA Client)\
Engine\Lockdown Profiles\All Regions\Lockdown\Client Engine\HotKeys ®,
Y EnableCtr1AltEnd E4# DWORD EIgEN 18, TXBIEAEHNSEE. [RFWIN-12091]

« {£/ HDX Optimization for Microsoft Teams B¥, Desktop Viewer HERE AR EESERNRBIEIIE
TIEXMN, BEIELIE HDXTeams.exe ##2, [RFWIN-15231]

RF{&R

s SN ARFETEEPREMEHECENAEFER LN, E5EMNARNENENEONRNS,
AR MREFFIHEM Flash 3k Windows iRAEER, ESEREREREERET. [LD1030]

o BTEP KA AEFEENMIER e RER FREHR— KM Citrix Receiver, [LD1427]

+ M Internet Explorer 5zh VDI K& ¥ Rirtgs %% VDI KEE OB, VDI KEERAIGERAEES, HE
BARtEH I EI/EIESREE. [LD1486]

BRI
2103.1 R ERE)H

. BRRSEGHEONE, RIEBHNAETERNARERF. €A Intel Xe B RESEHLRM, X2E=AR
#l, [CVADHELP-17005]

s ZIRFABE. PXHFHE IMERSFRAUELEEETLF. BEEFOELEAKREMNE, TREEN. FH
CVAD £i&#1 SaaS AR A=HItbEM, [RFWIN-21158]

o E{IBH Citrix Workspace R BAREF I e AN, SAFEIRERRE B SHIILRE, [RFWIN-22491]

s ANAEFIERAREAXNHENBHEAHEEE, BREEMNRESFXBHNAEFITESRK. F
A <iTRERE Citrix Workspace AEFE, MNRFKIEE storedescription, M&HIMLILAEM,
[RFWIN-22510]

M Citrix Files F#.txt Xt8S, RIEXHATTERHIMERS. [RFWIN-22516]

2102 FRYERNE-R

o Z2REE ICARIFITRER KM, HHRERSFMFEARO 8080 MAREEXHON, sHItha#, [CVADHELP-
15977]

s ENAREFRIEF, HEE Microsoft Paint RITHZHERIEIGET, Microsoft Paint iZAi2FEME#SZa
RERTBLMEL, EEAMERN TRISENSHIULAA, [RFWIN-21413]

« EACE T Azure Active Directory ZEEKIIE (MFA) B8 £, BMEDERERFREFINEH 60 XA
AHEENER, RALRIERERRET. [RFWIN-21623]

« TEBMA Azure Active Directory #9it 8 £ =5 R Citrix Workspace MAREFAIfEa%k K. KERSFH
IR RS SR, [RFWIN-21624]
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s BHEAGHNRERIEN, BMRSEGHNESEREREFS, 1 Delivery Controller LERaA#N AZFH
)RR, SHTLtkEM, [RFWIN-21629]

o £/ ALT + Tab BN E O AT E2 S Citrix Workspace WBRFERTARR,. EFOKER TR
KIERN S HIE, [RFWIN-21828]

o NREE Microsoft Teams @iEhERAMLEIRENEISA, HDXrtcengine.exe ARESTBTMN, AR
Bk ESREIRFILE CTX296639, [HDX-29122]

2012.1 HB9EA A

FEbhR A B R TR,

2012 gy RNiE R

o MREZHARZRIFVEARFFMIWER, WARSETUTER: “CHEARFHFIRTA..” ARRE
WEN, BETUTHEE: “TEFNEBERF. ~ IREWERRREE, RRPFOZARFRBELRLATIL, BX
ERE MR P MIER. [WSP-5497]

s EEATNRBABTEEAM Chrome J%E2sH, TP HITHINEIN-EHTEEN, ZAM-RAIRET AT, ##
R7%E7, 12 Pop-ups blocked (FALT#HENO) SEEHi%E Always allow pop-ups and redirects
(REAFRETOMEEM). [HDX-23950]

« ¥ Citrix Workspace R RT2F MRz 2012 BRI EHAESHRALK, HERUTHEIRES:
“Could not load file or assemble Newtonsoft.Json” (FE&mMEXHHiZF5E Newtonsoft.Json)
R 7£ Citrix Workspace MAEEFHNERERLENLA LER T BaEHMINA S HBIL R,
fRRTER, M Citrix T fimE 3 Citrix Workspace N B2FERZ 2012, HESRAH FohRE,
[RFWIN-21715]

o MREBNARFE, ABREERT Windows 1 Citrix Workspace M BEEFHITHEZFLRE, WA
BFEFRETENEH#ITHENRSR T, [HDX-27504]

o WMRMERFEAT Windows #9 Citrix Workspace B BEFHEREEMBES N BERF:, ZNBAEFEEE
= “FHR” e ARG TR, [HDX-27505]

2010 FrEHiE)=E

TEUbhR AR E R IR,

2009.6 HRIEHER

o SR BMEER A Citrix Workspace K BIEFREASEaBa AR, [RFWIN-20692]
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2009 FryERBE

FEbhR A& B R TR,

2008 FryEA R

o BIEZFRIPNEOBR/IVME, Print Screen BHOAIEELTEHRAREEE., HULRHMEN, HREHEHSE
Citrix Workspace R B#EF. [RFWIN-16777]

« HIFEERFEA FastConnect AP EREY, BEIRSEONT. BAFAEN, EMBTIEF Hi%%E. [RFWIN-
19804]

o BEhEMRIPE VDA 2136, RMEIEESIAERZHRIFN VDA LHRREEEE. [RFWIN-19823]

2006.1 REFNiA)H

« Y187 Windows 2012 R2 i+ &M EENE R A ERMTNEE, ZARSE 38 EREM Citrix Workspace M FBIZFHISE
BB LM, [RFWIN-17628]

2002 FRyEFEHR

o YZRIPH Citrix Workspace AR SIER/UE, ZiXERM Print Screen AR RE T ERI KM,
[RFWIN-15155]

o HIEEBERHNRIEMAMIEE LB Microsoft Word #H Mk pIBRE AR GRS, fE45iig® BRI A
EBENHIUTHEIRER:

EREEH Citrix Workspace FEFHTHFIXHNN BIER?
[RFWIN-15884]
o SIEBAT SSLK VDA LEshaiEa ek K. [RFWIN-16129]
s ERFRFHKERIEFR, SRENEEZRIPIENFEEERTERKK. [RFWIN-16704]
o EETREFAMER GUI MIBRERARIENTR (GPO) BIRERF MBI AR E#41= 5. [RFWIN-16754]

s SHBEHRFRFRIFEFNETHESSHRIEERH, [RFWIN-16784]

1911 R ER AR
« TEER DUO B1450iEi%#%) StoreFront, [LD1497]
s RFEEFOFELMEFE. [LD2089]
o EMERGRFR, RIETRSTSLMWR, [LD2185]
« BEEHBEFHEA USB EEAEANSIEEGAN, RIEETEEMN, ERER, [LD2432]

s ERIEEEIEAE, #HEFERIETER... HE, MIBEENRAERFEMR. [LD2450]

© 1999-2021 Citrix Systems, Inc. All rights reserved. 22



iBEAT Windows B Citrix Workspace R BiEF

« BB T Dell Wyse RAM B9& 47, Citrix Workspace R AREFRELRMH SR THIR:
“BATEITFHEERIREHXMH,
[LD2480]

« EZRTRIGEH, XARREERAER, [LD2484]

o YEERFFICHESEERTENN, ESE—RNEIRTME, AGHIUTHEIR:
“EEE T,
[LD2496]

o ERARBYKRERRKEENOABTEERIE, HEUHEFEA URL BENEAGNAREFIREEHE
WY, ERERKL, FERUTHR

“REEAZERMITIR, BHEE—DFKERMIZFIR, 7
[LD2510]
* 7£ Microsoft Teams &il#, LTFMILEBERNFE, BEIIRTNRATRESIAEINE. [RFWIN-11993]

+ 7£ Windows 10 RS 6 &4tH, HER UDT iREBNXHEAM A IERSEAMEN, BAMXMINETRETELE
BiE1T. XBE=AMR%l. HAH%H, 7 DDC LEA HDX BERFHIEE. [RFWIN-15116]

o HE—FRRE—NERPER, B MERHRAN, FHRFBMEMM “17. [RFWIN-15395]

o 7£ Microsoft Teams /1, MFAFRSEMEEEME, EISAMK BN ERIERE, [RFWIN-15539]

1909 FHIE|E)
s BRATWNEABREERAG, Internet Explorer B AORSHIERI . [LD1924]
o £/ Ctrl+Alt+Del )it AR HEREIMEZISIEN, SELEEMERHTELWE, FINETUTHER:
“BEZIRE’
[LD2063]

o TEEMRGRIERTIE SelfServiceMode £Ti& B False H 2 HiRINEY, MARFRESXTEM “FR”
ks, [LD2126]

o XFiBig 2048 MFRHI URL, URL EEMKRMK. [LD2210]

E=7E
&R Windows i Citrix Workspace 125 FTRE B & RIB LA T XS E X IR FOHITIFRI B = 53014

iEATF Windows Ay Citrix Workspace [ Bi2F5E=47%88 (PDF T&#)
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RGERMFAM
May 5, 2021
2K

* =ik 1GB RAM,
« .NET Framework 2{EExR

- BBRSHEGEE NET 4.6.2, IHEHAFEM Workspace B REHGSITITRMBIINAEFNS
H. BXEMER, BERAEAGITEN
MREERLELFALE Citrix Workspace ZRI2FF 1904 XESh4s, 1B.NET Framework #9#4#&
kas7E Windows R4 AR, Citrix Workspace RBRFRERZFE THHREFRERAMN.NET
Framework.

AR
MEEZ A FRIESERNRLELF Citrix Workspace MABTERF, BFR4i+3%%E .NET Framework
4.6.2 WFEERE, LEFEK.

o BHhRZAH Microsoft Visual C++ Redistributable,
AR
Citrix BV E B R R4 Microsoft Visual C++ Redistributable, &N, AE&iZIERAIAESEIN
EfRMIRET.

B ks 1904 &, Microsoft Visual C++ Redistributable %42 & Citrix Workspace M BIEF © %
BFIT8, Workspace AR RELEHR, REEFINVERSAHTESEFE Microsoft Visual C++
Redistributable 27 &, HEXEH#HITRE,

FE
LR FERIESERNREEE Microsoft Visual C++ Redistributable 4 @i & g h % 3 Citrix
Workspace [z A2 RIRER KK,

NEEERAEBEE Microsoft Visual C++ Redistributable 125,

B%X.NET Framework 5§ Microsoft Visual C++ Redistributable L3RItk rEHE, &2 Citrix &138
X E CTX250044,

REMIIE

Citrix Workspace MABEFS HaiFrE =215 Citrix Virtual Apps and Desktops # Citrix Gateway HrERZ,
XULERRATE Citrix 7= a4 m A RRPIH.

iEATF Windows 89 Citrix Workspace RREF ST Windows 1#1ERFARRE:
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AR

« Citrix Workspace [ F#2F 2009.5 R EEhRASAI B L ER T FEVIRIE R A it TR %,

« Bhr7s 2006 2, BfEExS Windows 7 B32#,

« Citrix Gateway End-Point Analysis Plug-in (EPA) #£ Citrix Workspace £ #, 4 Citrix
Workspace BEFH, XIEfFEA nFactor SMWIERA S, GXiFMER, H28# Citrix ADC X
HEAPREMSHIIENESHRIE EPA 3B 5 nFactor SMHBRIEPH— P MHER.

1RIFRS

Windows 10 32 {iifll 64 i Enterprise Edition, HX%%&8 Windows 10 ki Ami#4iE S8, ESiH Windows
10 5:&ATF Windows &9 Citrix Workspace M AEFHFRAM

Windows 8.1, 32 {i#l 64 fiikk# (&2#E Embedded Edition)
Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2019

Windows 10 Enterprise 2016 LTSB 1607

Windows 10 Enterprise LTSC 2019

Windows 10 loT Enterprise *

* % Windows 10 loT Enterprise 2015 LTSB. Windows 10 loT Enterprise 2016 LTSB. A&EEH. SIREE
. RECIBEERN.

Windows 10 55 F Windows 89 Citrix Workspace M Bi2EH# A

%% Windows 10 #{ERZ/E, Microsoft 3INT —HEMAERME. HEMARSS Windows: Windows EIfRSS,.
MINEEITEEIThEEE M (1703, 1709, 1803 FXERA), HEEEMREEBWMEFHITEIREFHMP., ALUER
SCCM M AEIBT BN EXLEFH,

TRYIE T 259 Windows 10 kg7s,
AR
o BRNFEIG RN Citrix RS RE R FEIERRA
« —B Windows 10 fRA AR S L IERES, ZRAKEREH Microsoft IR #tARS =1 Citrix X%

EEHSEEZENRERETITITEYH, % Windows 10 REXIEMER, 551 Microsoft &Y
Windows £ &5 EHIELR A 2B.
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Windows 10 Enterprise

Citrix Workspace [ f#2Fhk4  Edition hr&S REBRR A S
2012 RESRE 20H2 19042.508
2006.1 XEERA 2004 19041.113
1911 REShRES 1909 18363.418
1909 kEShRZA 1903 18362.116
1812 REShRA 1809 17763.107
1808 MEShRA 1803 17134.376
303 o] P kA A =S A

TRIRE T HXRE Citrix Workspace [ 2R = B AV IF4HE B

REAT PR
EX == 572 MB
& 350 MB

Citrix Workspace M AREFRERRREMENHEETE, ZRITESHRERAFTIEPRIT,
AR

s RERFNERERLEBENHETRRITNE,
MR ERTZELSBEPRALANUBTEHRE, WABRZXMNIFIE, MEE CTXInstall\\
_TrolleyExpress—\*.log FiERHEIZHEE

. IEBME 5
PESE

« HTTP RZAA™@IE
« HTTPS RZFA/@IE
« Citrix Gateway 10.5 E Sk

IEH
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=

AR

i&AF Windows B Citrix Workspace 2R ESEIRFER, RFELHENEE, Fit, EBAEET
HEHER.

- TA (BER) B
» Root

o BERIER

o FRIENEH

TH (BER) IB

MRITEM X ERET ZHIEH, SEiFE Citrix FRMBFIRE L REALDHERBML LML BIRIER,
AE:

MREENTERIERRENXES (AARMEREFREERIER), RASEFT—FES, BHZEBRH
5. MRAPERBRESHYALS, WEETRNAEFELZERH.

RIEH
NFMANTEHBHEN, B LUERARIEYREERIRD ZMEE CAILES.
WFRIMAERHEN, ARAUE-PNEEXZERGEUNANRE CAIER, BSRAEERKALUIRGHE.

BECTHIES
BECTHERER—HARNE MRS 28 L ER.

Citrix Workspace [ f2F X FHBECAHER. HIIRBARNR L EIEEABRME, KL, STURERERR
I, MERAEAEERAEAEEHAEN (SAN) I BIRSBEMIIRIIESR. AEIEBMANBEFATERTIE
M 52 SR X LA B

HRiEHEH

NREHREBEP B STIEEER, HIUFZPERERMINZ Citrix Gateway RE2BIEH. BXELR, BBR EEDE
I

SHEIE

3t StoreFront #1755 503F
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StoreFront.
Citrix Virtual Citrix Citrix
Apps and Gateway %i& Gateway |
AT Web#y  StoreFrontfg Desktops (& HBT Web® StoreFront iR
Workspace Zuhm (FH) ) Workspace Zuhm (FH)
ER = =
1 = = = =" 2"
IBEE = = =
Eoge g 2 = -
WE S P e 2"
(I3 + Z2<Sh)
SMS 2" 2"
BEEE = = = =
RFIE$ 2 (Citrix 2 (Citrix
Gateway #ff) Gateway #&f¥)

* IR EREFARE Citrix Gateway 19T,

AR

Citrix Workspace M AiEF2#5EH Citrix Gateway Z StoreFront ARSHNEZHRIE (1 + 2SS

h#) o

IERmETIE

IEBmREFIR (CRL) s0iF Citrix Workspace NARZFRERSBNIEBRZEERH. REIEPEETFHERSEN
MEBHEIE, REAFIRESRSH[ZE TLS EENBER 2N,

AIEZMERIEA CRLZE, i, aTLUk Citrix Workspace N AEFEE A RREEAMIERTIR, ol
BENEREERMMMEIERTIR. o, ETLUSERBLENFIEENRBRERIETRE CRL ZEARITFBFER.

NEBERMITENPEEIEPRE, EBH Citrix Workspace R AEF. HFXFFE Citrix Workspace A%
(BfEEERD) .

BXFAER, BBRTLSED.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 28


/zh-cn/citrix-workspace-app-for-windows/secure-communication.html#tls

iBEAT Windows B Citrix Workspace R BiEF

REMENE

April 19,2021
AILGEE L T AR &E Citrix Workspace M ABTER:

o M TFHTE F& CitrixWorkspaceApp.exe L&, HE
s MRATWTHAE (GIRATA).

AET U T A ARER G

o IETETF Windows WX EXLERS, 5
o FAGSTRABALERFXHGR. REMSNRERM, BXEAGITRERE Citrix Workspace R
EFNER, BRRERDSITEH

ERBEEANIFEERNRHITRE:

Citrix Workspace M EEF I LIHAFMERRRE, NHUEEAT Windows 89 Citrix Workspace B2+
REESMIIER Citrix Ready Workspace Hub A B &1 GXR,

THRERT USBRARAF FHRE Citrix Workspace R AEFRMNESR:

REX T REIERT

BER C:\Program Files BRSKRE
(x86)\Citrix\ICA Client

BF %USERPROFILE%\AppData\LocatEGriRiEA
Client

AR

NBRFAREEAFRENLG, BEERBIIERE Citrix Workspace RAEF. HiTENELHEMRERF
TENLE, REBUEERSHRE Citrix Workspace R 2R,

FERETF Windows HILEIER

ALUERER U T AZEF&EIT CitrixWorkspaceApp.exe ZERFEARRTEERTF Windows 89 Citrix
Workspace M B#ER:

JEA
N

BHE
o Windows &iRE&EE2R
o WR1TEO

it
=

k|

40

ZRNBERT, REEFASMT %¥temp%\CTXReceiverInstallLogsx*. logs,
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1. BEhCitrixWorkspaceApp.exe XH&FHER,

2. FiEHES EULA, ARH%Ee%E,

3. EAEEEENRNEMNFITTEN EHTREN, SER—MEREWEER. EXFEMAER, HSREE
b= g Erall

4. #RBET Windows WREREFTRRE,

ERBLITEH

I LUBSIEE FRIM &S STIETRBAE X Citrix Workspace AR RERF. REEFOBERMNRERFZAE
BEIASZIRNE R, TOEREEEFXMG. BRHEURBHEZ TN AREFEEANIEITE R,

ZfEA Windows f<17%% Citrix Workspace AR, ERMH LRI, AR, BE—THPRARERFXH
B, REGLTHNLEREN. TEIIHTAIANREGSHEME:

CitrixWorkspaceApp.exe [commands] [properties]

mRITEHIIR
SHRABDRNT:

I 9§ 3
o
W W
o Mk

o
=<
g

BESHR
o BEBMAFAESY
o SMHRIESE

ERSH
o /728 /help - FIHABEREHLTHEML,
o /silent - AREISEFRALREINEENRT.

« /noreboot - FREIEFRILBRENRBET. RIEETENBHRTH, RFHEKREH USBREE
EiRA. REEENBMEERASEE USB &&E.

+ /includeSSON - BRELUBEERFH L, 5= Citrix Workspace A 2K Single Sign-On A%
&, BXEMER, BEREEESHRIL

o /rcu- WFRNIEMFZZ RN REMRAFRI A EK. 187 Citrix Workspace R AR iBE HHINAE R
ETRZEHFALR. /rcu AXBSBERIERRIBIIRE.,

AR

/rcu FXBMAE 1909 EFH. BXFAER, HEHFA.
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« /forceinstall - BERZHRER Citrix Workspace ARZFHNEMNAEREN K BN, WAXIEEE
M REUTER T ERLFX:

- MAFZEH#EFM Citrix Workspace B BZFAR A #1TH R
- REFARTREIN.

TRBH

/AutoUpdateCheck

&7 Citrix Workspace [ 274 o B B# T M,
AR

XEMVEWNSH HMIKE T EBRE /AutoUpdateStream. /DeferUpdateCount. /
*

s Boh (BRINEE) -ZAABETEITREHNEZ AL BN, FWM, CitrixWorkspaceApp.exe /
AutoUpdateCheck=auto.
s Foh- RGEERUAEHRNTAZ L HBEM. FhieEEH. HlW, CitrixWorkspaceApp.exe /

AutoUpdateCheck=manual,
- BEH - 2HBEH. Fli, CitrixWorkspaceApp.exe /AutoUpdateCheck=disabled,

/AutoUpdateStream
NRECEAEEMR, WaLLEREEMIINMRARE. BXEAEE, BFSREGEREEME,

o LTSR- (X BohEFFKIAIRS A RIREH.fIa0,CitrixWorkspaceApp.exe /AutoUpdateStream

=LTSR,
o YEl - B E MBI R IARAH Citrix Workspace R B2, i, CitrixWorkspaceApp.exe /

AutoUpdateStream=Current,

/DeferUpdateCount
BN EH A AR A LR ERFR M. BXEAER, BESACitrix Workspace 3o
o -1 (BUANE) - AFHBREREEM, Flf0, CitrixWorkspaceApp.exe /DeferUpdateCount=-1,
c0-EBTHWENTHERERE (V) WA —KBEH. FEAFBRREEZEXEMNGEE. §a,
CitrixWorkspaceApp.exe /DeferUpdateCount=0,
o EAEMEKTF “n”- AFHRBEHN ‘N7 R, UERERENET “n” R, I, CitrixWorkspaceApp.

exe /[DeferUpdateCount=<n>,
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/AURolloutPriority

RERANNARERE, Citrix SERERNEARREHEN. ERLSEY, ErIUEHTERN BRI YE
LUZWE R

« B (BRINE) - EBECUiX BENZSEABRKIERH, Flw, CitrixWorkspaceApp.exe /
AURolloutPriority=Auto,
o R - EEER AR B WEIE R, Flf, CitrixWorkspaceApp.exe JAURolloutPriority=

Fast,

o - fEIETER (S HAE BB ER UK BISE SR, 30, CitrixWorkspaceApp.exe /AURolloutPriority
=Medium,

o 12 - EBERM AL RNKEIERH. fli0, CitrixWorkspaceApp.exe JAURolloutPriority=
STlow,

/includeappprotection
BT REIEPHRZRELITNRERBERERNGEZMAEES, REBEERNT2M,
e CitrixWorkspaceApp.exe /includeappprotection

BXEFAER, BEANARERFR.

/InstallEmbeddedBrowser

HEBR Citrix RNV 28 Z#EISX M, 51T /InstallEmbeddedBrowser=N FFxRLUFELEERNIR 2R IHEE,

INSTALLDIR

$5 7€ Citrix Workspace N AREFLZENBENZEB R, HIABKEHR C:\Program Files\Citrix. 0,
CitrixWorkspaceApp.exe INSTALLDIR=C:\Program Files\Citrix.

ADDLOCAL

ZE—DPREZNIEENAH MG, H, CitrixWorkspaceapp.exe ADDLOCAL=ReceiverInside,
ICA_Client,AM,SELFSERVICE,DesktopViewer,Flash,Vd3d,WebHelper,BrowserEngine,
WorkspaceHub, USB.

pE =

ZUANERT, ReceiverInside. ICA_Client #1 AM %% Citrix Workspace M ABEFI &R,
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HDX 11855k

ALLOW_BIDIRCONTENTREDIRECTION
BREEFBRSENZEMRENSEFIHZEEEANEANSEER, GXFMES, ESH Citrix Virtual Apps
and Desktops Xt4HhRINENE EE AL BT

cOBEMINE - ERVNEBRNEITEETEDRXLFERARS H W, CitrixWorkspaceApp.exe
ALLOW_BIDIRCONTENTREDIRECTION=0,

o 1-fERNMANBTEEBLTBARSEHII0,CitrixWorkspaceApp.exe ALLOW_BIDIRCONTENTREDIRECTION
=1,

FORCE_LAA
1&7r Citrix Workspace M FAf2FFREE P in A B2 FinadA st R, HAEREERRANPRRE Workspace A2
P, LAEAEEIRTT. BXRIFMER, 1557 Citrix Virtual Apps and Desktops X A4r a7t A2 F 17182853

o 0 (BINB) - ERATEAHNBIEFIAEAY, HI80, CitrixWorkspaceApp.exe FORCE_LAA =0,
o 1-{5RREEPIESMNAERIAREAMY, fl30, CitrixWorkspaceApp.exe FORCE_LAA =1,

LEGACYFTAICONS

EERTNSVTMHIN BEF BB XA LB XN XIS X 2 RET.

« false (ZRINIEB) - IEERTHSITWHIN BERF B8 X RB XBN X4 2 RER. #E& X false B,
BRIERFBNEENHEE B EEMN XIS ER — T Eif. BIERGERNEMRBR/NRENNBREFERES
B EABEIRARR. B3, CitrixWorkspaceApp.exe LEGACYFTAICONS=False,

* ture - IBER A STTMHIR AR BB XA E B RBH S X 4 B/ RER. §130, CitrixWorkspaceApp
.exe LEGACYFTAICONS=True.

ALLOW_CLIENTHOSTEDAPPSURL

FAF&& LBA URL EEmINEe. BXFMES, 1521 Citrix Virtual Apps and Desktops Sz Rz i [ F
EEIHEER.

0 (BMINB) -EAPKELZEHURLEE A INEE @, CitrixWorkspaceApp.exe
ALLOW_CLIENTHOSTEDAPPSURL=0,

o 1-7EAFiI&E EER URLEEBINEEHIU0,CitrixWorkspaceApp.exe ALLOW_CLIENTHOSTEDAPPSURL
=1,

BEAMAR RESH
ALLOWADDSTORE

RTERIBEENSHEERABEE (HTTP 3 https).
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* S (BUANBE) - RATEHFMEMRREEARE (A HTTPS B2&) . I, CitrixWorkspaceApp.
exe ALLOWADDSTORE=S,

o A- RAFEHRMBIMELLNEBBE (HTTPS) Mikk M A®EE (HTTP), R Citrix Workspace MEBRERF
BRAPRERN, NFRER. /8, CitrixWorkspaceApp.exe ALLOWADDSTORE=A

o N-FRAFBAFRNHMEE SHRARIE, Fl9, CitrixWorkspaceApp.exe ALLOWADDSTORE=N,

ALLOWSAVEPWD

AT EERMREFLABEER. SRUEATER Citrix Workspace R AR MY A B E.

+ S (RIAME) - XATRERENA®ENE)E (BEE HTTPS), i, CitrixWorkspaceApp.exe
ALLOWSAVEPWD=S,

o N- FAFFREEBE, 80, CitrixWorkspaceApp.exe ALLOWSAVEPWD=N,
o A- AFRERENARE (HTTPS) MR AREE (HTTP) MZERB, flf, CitrixWorkspaceApp.
exe ALLOWSAVEPWD=A,

STARTMENUDIR
BRE “FHR” FREPHREFRNE R,

« <Directory Name> - BIABERT, NBEFEREFIE >FABRERF T AILUE \Programs X%
PIEERES XA RR. fl, BRREFAREE “FR">“FIEEEF">“Workspace” F, FiEE
STARTMENUDIR=\Workspace,

DESKTOPDIR
EERERESRNE R
AR
5/ DESKTOPDIR #506t, 5% PutShortcutsOnDesktop IIEEAN True,

« <Directory Name> - AJLUIEERFEAXWENER, FlN, EEREFLFAKREE “FR>FMERE
F”>“Workspace” F, i&fg% DESKTOPDIR=\Workspace,

SELFSERVICEMODE

=533 5 BhARSS Workspace Rz FERF AR REAAIE.

o True-IERBAFPERIFINBEMRS AP RE. #1800, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Trueo

« False - {5 ~AREZIARBBIARS AP R, 180, CitrixWorkspaceApp.exe SELFSERVICEMODE
:Falseo
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ENABLEPRELAUNCH

ERISETRR. BXFRER, FSRLAREFBEHE

o True - IETREFBINEER FEBARS. Fl90, CitrixWorkspaceApp.exe ENABLEPRELAUNCH=
True,
«+ False - {5 RAEMBEHINEE FEARS. #18, CitrixWorkspaceApp.exe ENABLEPRELAUNCH

=False,

DisableSetting

FRREREA NMENEHAD, FHAESREENRPETR. AXFAES, BBRE ‘SREET RHREFEE
=

¢ 0 (RiIABE) - F “BAEEM RPETHEARMERMEZEETR, Fli0, CitrixWorkspaceApp.exe
DisableSetting=0,

o 1V “BREETR” KPS REFEZET, 30, CitrixWorkspaceApp.exe DisableSetting
=1,

o 2 -V “BRERET” RPETRREA AT, 150, CitrixWorkspaceApp.exe DisableSetting
:2o

3-EBHREEN RPREREAXNNEREEZ L. W, CitrixWorkspaceApp.exe
DisableSetting=3,

EnableCEIP

ETREE5FPHRESEIT. BXEEES, BSECEIP,

o True (BRIAEE) - EEFEMA Citrix FR&EKRKZTL (CEIP), #ltn, CitrixWorkspaceApp.exe
EnableCEIP=True,
+ False - 3B Citrix ZP ALK ET% (CEIP), 31, CitrixWorkspaceApp.exe EnableCEIP

=False,

EnableTracing

=% AlwaysOn IRERIHEE,

« True (BAIRE) - B AlwaysOn IRERTBE, g0, CitrixWorkspaceApp.exe EnableTracing
=true,
« False - 2/ AlwaysOn ERizIhE, Fli0, CitrixWorkspaceApp.exe EnableTracing=false,

CLIENT_NAME

EERS BAFIAF A IRERR M,
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o <ClientName> - EEERS B[/ LARIRIBFRIEEN B . FKINBR TN ¥COMPUTERNAMEY%, 140,
CitrixReceiver.exe CLIENT_NAME=%COMPUTERNAME%,

ENABLE_DYNAMIC_CLIENT_NAME

AWFEFPHREMSHBENRMER, BB, ERRIMTEIEZENR.

B BRINEE - AFEBFFPHENSHENBMMER. fl, CitrixWorkspaceApp.exe
ENABLE_DYNAMIC_CLIENT_NAME=Yes,

B -FATEFRFHEMETENBMMMER. &M A CLIENT_NAME B EE — ME. W,
CitrixWorkspaceApp.exe ENABLE_DYNAMIC_CLIENT_NAME=No.

BHIIESE
ENABLE_SSON
Workspace MAEF@EE /includeSSON iSREMNBRBEAER, BXFMAEE, BSRNEBESHRIE.

o 2 (BHAIEE) - 157 Single Sign-on & F B AR, g0, CitrixWorkspaceApp.exe ENABLE_SSON
=Yes,
+ & - 187 Single Sign-on & F 2R, Fl0, CitrixWorkspaceApp.exe ENABLE_SSON=No,

ENABLE_KERBEROS

187 HDX 5|2 2E 4 AEM Kerberos 143301, XEBMAT Single Sign-on MR AIEM. BXFEMES,
&

o 2-15 R HDX 3|5 M Kerberos B3 183 F%0,CitrixWorkspaceApp.exe ENABLE_KERBEROS
=Yes.

« & - ¥~ HDX 5| 23 & & A Kerberos & % 3 i, fjl &1, CitrixWorkspaceApp.exe
ENABLE_KERBEROS=No,

R ERBIES, EXRAILIEES Workspace MREFEEERNNARE URL, REAILIHMN 10 MR ARE. EE
RAUTEMHRITIIRE:
STOREx=" storename;http[s]://servername.domain/IISLocation/discovery;[0On,

Off]; [storedescription]”
f&:

e X- %?Z& 0 EIJ 9’ Fﬁ:_F*/]_ﬁRF_“ZFﬁFﬁﬁEo
« storename - NABEENRZMF. LEXAINSTE StoreFront fRE 28 LECE MR FF—o
« servername.domain - EENBBEENRS BB EHS,
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« lISLocation - lIS WM HEIERR. MARE URL %915 StoreFront XAy URL —%, MABIE
URL #9477 /Citrix/store/discovery, E3REX URL, &M StoreFront RSH—EX 4, 7
IBEEFITH, HEH Address TtEFH URL,

+ [On, Off] - Off JEMEITRENS T E LR RIS, MTEREF SR ETIHRX LN ARE, NRNAR
[EREKRIEE, MEINZE R ONn,

« storedescription - RZEEEEMNAA, FIZ0HR App Store.

WITRERG
BIZE Citrix Gatewaya [ AR/E URL, BHRITUTRME:

CitrixWorkspaceApp.exe STOREQ= HRStorej;https://ag.mycompany.com##Storename;

On;Store
Hrp, Storename &R EEENNAREERNE M,
AR

o EALLAEREER Citrix Gateway RZAREE URL Rz#ERA Citrix Gateway 89 PNA Services s,
s EZNABEIRES, Citrix Gateway MARE URL I FHIRPVE— (L, NAFEE 2 1 Citrix
Gateway WA E URL EE.

TlRTREMGAMHIEER M ABERE:

CitrixWorkspaceApp.exe /silent
STOREO="AppStore;https://testserver.net/Citrix/MyStore/discovery;on;HR App
Store”
STORE1="BackUpAppStore;https://testserver.net/Citrix/MyBackupStore/discovery
;on;Backup HR App Store”

AR

o BEESWIENABEE URL 8#E /discovery URINAITEES AR,
« Citrix Gateway FZA®E URL ¥ M2 BEBEENMNARNE URL FIRFAPHE—1KE.

ENE

FERET Windows HEIHIER:

A LUER Windows 89 “I2FFA01ThEE” SRR (RINSiMiBRizrs) ENE Citrix Workspace R FB1ER.
AR

7z Citrix Workspace [ iR R, BRI —5E# Citrix HDX RTME BR+-ERIRTR. BEREHRS
izl

fERmLITEO:
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AIAMEBLTTRN L T < E% Citrix Workspace AR :

CitrixWorkspaceApp.exe /funinstall

T F TR EE Citrix Workspace R FETERF, EBITITHX:

CitrixWorkspaceApp.exe /silent /uninstall
AR

o H#H S, receiver.adm/receiver.adml 5 receiver.admx gIEAEMERIVSRE,
o MREEHHEEIMREBESFIRIERSEE, BFRFERBR.

#BE

April 12,2021
ATLLEE LU T A54ERE Citrix Workspace R BIER:

« {£/ Active Directory 'Rl /S shiil 3288 E A F Windows # Citrix Workspace M A2, B Active
Directory MfE 8, 1E&R{EMR Active Directory FIRfIfIZ,

« EEENERT Web # Workspace Z#i, i8=%ERTF Windows B Workspace R R 1EF. BXiFHAES,
BEBIRFERERT Web 89 Workspace,

« M Microsoft System Center Configuration Manager 2012 R2 E®BF## 5% (ESD) TR, BXi¥4A
&5, BEBRER System Center Configuration Manager 2012 R2,

5/ Active Directory k{2

ATLUER Active Directory (ASRBEHIASRIELALALEMERE Citrix Workspace M ABIERF. Citrix BN ER#ZAMmIER
B.msi X, BXBHIANEIEE, ESiH Microsoft i,

231 Active Directory EBiI4s, EHRITUUTIRME:

1. A HAReIE— MR (0U),
2. ASMHEIEN OU glE—MAKEEXR (GPO),

EEL (iR
RSN XTI PRA T SHRRIEM A

o HEMHBRE - EENRESBEEIRIE, BMERFE, SBBWFHS, FW, RE DesiredVersion
= 3.3.0.XXXX LUEHILEEENRE. MREEETHORES, F3.3.0, ZRESHSEFZIR
(3.3.0.1111, 3.3.0.7777 %) MYEfIRRASHEILALD,

s RGBMUE[HEER - ARG EFTAMAHITENIENMEHE, KIFHZXHRN R SUIRIEE
A FRBAN.
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« HABSIERER - EFREHTETHMZHTEORIENNEHRE, SURFHOANEZEXHRAFIRE
B NIPRs
¢ REBREZEFHIITEDN - REGIITRIREEIREREF, BXHIITIEE, BEAERAGSTEH.

e

Citrix Workspace M A2FRERF GIF R FREMEH Citrix Workspace 2 A2FHE it EHME AP 4R
ol XEANFIERTF Windows 89 Citrix Workspace MBIEFE T IE.

HEARE EHE ZMiER

FitEMN CheckAndDeployWorkspaceF CheckAndRemoveWorkspacePerMachineS
.bat .bat

S AP CheckAndDeployWorkspacePethisekAngRetavdparkspacePerUserLogo
.bat .bat

RRMBEMZ, FHITUTERE:

I AR ERERIa,

ERITENEESAFRE > %8 > Windows 88 > #i#k,
EARBERTRI GNENERD, EERER.

PR B R X H SN B4 2 B R RBI X,

ESEIPONETIEN

ERMRSES, BERN, ARERINSERHFNNFHEIZAMZ,

ok W o

EHEEAT Windows # Citrix Workspace AR, BHITIATRM?E:

1. FEEEWILEREBR AP IRE B EEIELIZER OU d,
2. ENRMAPREHER.
3. BB RN EREEREFMINEFTH,

EfiExER T Windows 9 Citrix Workspace WAER, BT TR?E:

1. BAMBMEIFEENRFIREBEEEIZ OU B,
2. ENRMAFPREHER.
3. BIEMRENRHEREREEFMINEEFRTIH,

fEREAT Web 1 Workspace
fEEMEATF Web 89 Workspace, &EaILER Web Tim@id v iesisia StoreFront R AREIE,
EMR B BERTIN ARRF 2/, BRITIUATRE:

1. REZFRTF Windows 89 Citrix Workspace W BEF.
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2.

MIEATF Web 89 Workspace #5% Citrix Workspace 2R

MEERT Web B9 Workspace #MEIFREFERERZAE Citrix Workspace MABIEF, RAKER—KET, BEX
ST HHAREEAT Windows i Citrix Workspace M AB1EF.

=

AR

BT Web 89 Workspace RZ#FEF BB FHBHAIIK S 2o

MREAUTERE, WRTRARS s3I,

1.
2.
3.

¥ CitrixWorkspaceApp.exe FHEAit+ &N,

¥ CitrixWorkspaceApp.exe Ef& A CitrixWorkspaceAppWeb.exe,

FRENNBR EHBX—EmANAIHITX 4. MRER StoreFront, 555 StoreFront S HRIERAAD
EXHEE StoreFront,

& System Center Configuration Manager 2012 R2

AILLER Microsoft System Center Configuration Manager (SCCM) 8% Citrix Workspace MBER.

A LAEER RN 243 i@ SCCM 5 Citrix Workspace R ABi2R:

>N =

m SCCM ZpErRM Citrix Workspace R RIERF
)b p-de)

$% Citrix Workspace [ FB2RFZE B4l
PIBSEES

5] SCCM =BErhiMN Citrix Workspace B2

1.

¥ THM Citrix Workspace MREFREX 4 EHF Configuration Manager iRS 28 EWEN X HH
Bzh Configuration Manager =518,

%% Software Library (3f4%) > Application Management (NAEFEE), A% T Application
(WFA1EF) H & Create Application (8IENBIER).
RS E R “Create Application” (RIZRARER) MBS

£ General (£#) &84, %% Manually specify the application information (FahisENBEF
58), AlG%E Next (T—%),

7 General Information (EffE8) BiEH, IBESHARFEXNEL, FIMBR. SIiEH. RERES,

7z Application Catalog (NAERFER) MSH, BEHMESR, Hl, B, UARFEEHR. APELIE,
AREE Next (T—#),

=

AR

AR LUEEELMEERNER,
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6. 7z Deployment Type (ZEE) Hi&, B Add (Fin) LUEE Citrix Workspace R A2 B HIEB
EXE,

EEHE £ “Create Deployment Type” (BIEZPERE) @S,

7. 7 General (£#) E&H: &8 Windows Installer (*.msi <) WEREA£A, #%iF Manually specify
the deployment type information (FahisEHEXREER), RE%EE Next (T—%).

8. £ General Information (EMEE) Figh: EEWBXEFMELS (HIE], Workspace HE), Rige
#i Next (F—%).

9. 7£ Content (RZA) ERE:

a) & Citrix Workspace M ARFREXHFIENER, Flin: SCCM frS28 LM Tools,
b) BRERFIEEAUTIHZ—:
o CitrixWorkspaceApp.exe /silent BFRINBRRLE,
o CitrixWorkspaceApp.exe /silent /includeSSON BFEAEERE,
o CitrixWorkspaceApp.exe /silent SELFSERVICEMODE=false ATUIEEBIERS
#{ %2 Citrix Workspace R B1EF.
¢) 3 Uninstall program(ENFHiEF)EE CitrixWorkspaceApp.exe /silent /uninstall
(BH&E" SCCM E#) .

10. 7 Detection Method (iM755%) High: %% Configure rules to detect the presence of this
deployment type (BEERTHRNSEEEUIIBELREAMN) , AF%E T Add Clause GFRINFA).
AT R “Detection Rule” (Hi#nl) SHEE,

+ ¥ Setting Type (&E3H!) i8N “File System” (XHRS).
« 7t Specify the file or folder to detect the application (5&E4 NN BIEF XS X4 %)
T, RELUTER:
- Type (%2 - £ TFhsgd, %8 File (X4),
Path (#&7%) - %ProgramFiles(x86)%\Citrix\ICA Client\Receiver\
XHEHXHRZIR - receiver.exe
Property (B%) - E FHIZEH, % Version (hi7)
Operator (GZH7T) - FTFHISER, % Greater than or equal to (KFEHET)
Value (f&) - ##X\ 4.3.0.65534

=

AR
AT Windows B9 Citrix Workspace R BI2FAHHtERIEANA S
11. 7£ User Experience (BPAL) &K, 88!

+ Installation behavior (Z#&174) - Install for system (BEHLRE)
+ Logon requirement (ZREX) - Whether or not a useris logged on (AFEEER)
« Installation program visibility (ZZ2FaILMH) - Normal (EF)

g% Next (F—%).
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} =

AR
B0 79t SR E SR RS TE A B SR AN ARFA I,
12. £ Summary (BE) TigH, WIELHELRBMNEE, 85 T—F,
BT IE B R IIE B

13. £ Completion () &g, FIBEALE (Workspace 26E) 157 Deployment types (ZEHE) T
5o

14. #i Next (F—¥), AF%T Close (i),

AN KRR

1. 7£ Configuration Manager #= %l & & & & Citrix Workspace R 12, #AJ53%#% Distribute
Content (9 %H%).

1B &R “Distribute Content” (9%4RZA) AF.

2. 7£ “Content Distribution” (W&4%) &+, £ Add (Fi) > Distribution Points (%55).
IthBHi &= “Add Distribution Points” (RN % =) IHEE,

3. MWERHEAEH SCCM fRS28, AERE OK (FE).
7z “Completion” (5Tt &EEF, BETEIEER.

4. BEXH,

% Citrix Workspace N Bi2F S ERIZR T
1. 7£ Configuration Manager izl & hAa%EE T Citrix Workspace MBER, fAiGi%RE Deploy (25E).
tBHE 2R “Deploy Software” (ZBBHEF) EF.

2. ZEMEBENAEFNES (AJURREES, WIURAFRES) FiEiF Browse (H%), AFH2E Next (T
_ﬁ)o

3. 7= Deployment Settings (ZEi&E) Figh, ¥ Action (2F) i&EH “Install” (R%), ¥ Purpose
(&) &8RN “Required” (&) (BRAETABE5RE), BFT—5,

4. 7z Scheduling (tXl) &igh, EEEEIFRE LBEREHITR.

5. 7£ User Experience (BF{A3E) H¥&H, & E User notifications (BF&E%) 17/; % Commit
changes at deadline or during a maintenance window (requires restart) (FERSHR=4EPET
BIRXEN (REEHEE), AGEE Next (F—2) UM “Deploy Software” (BEXRH) @S,

7z Completion (5Em) &+, BETRRITES.

ENEMENRERIZE (NVELAFRRENAFTERT).
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fEimmig#E b, Citrix Workspace R BREFEZRHFHLFH Available Software (IB#) TER. RIBFIECE
BItR, RERBDMMK, XE, SHITURBEEFNETRE#HITRE. REFHRE, TRERSBERGPOFET.

RIREES
1. /Bzh Configuration Manager 1z#l&, # Assets and Compliance (&E=5&#iM) > Overview (i
) >Devices (&#&).
2. GR2E Device Collections (i&&%S) Hi%#% Create Device Collection (BIEZIZEEES),
LthBY 27~ Create Device Collection (BIRIgEES) BSR.
3. 7Z General (E#) &EiEH, BALEHN Name (£7), RAEREATREIESH Browse (%),

XREIRENEE, FJUZE SCCM QIENBINSEESZ—
BETF—%,

4. 7£ Membership Rules (RRESHHIN) &R, BHATFITIELEHN Add Rule GRNAM) .
kB 2= Create Direct Membership Rule (QIZEIZREZSHHN) @S,

« 7£ Search for Resources (J$HZER) TP, RIFELIEMNIEE %R Attribute name (BHERR),
FHiR B R IRMELUERIEE,

5. BET—%, 1f “Select Resources” (EFZHR) EEF, BEREFEAREEEN—BINIRE,
7z “Completion” (5Epk) &&H, BEREIHEE.

6. BEXH,

7. 7 “Membership rules” (BREMHN) TS, EFIHFHFMN, gBE “Next” (F—%).

8. 7£ “Completion” (5Em) @&, BETMINES. B Close (X)) LU5erK “Create Device Collection”
(BIEEEES) MBS

Mg & E S E Device Collections (&&%&) #5ld. 7 Deploy Software (HEHH) mMSHNKE
B, FgEESEFIREESHN—HD,
AR
#% MSIRESTARTMANAGERCONTROL E%i& &/ False BY, ZifER SCCM E2& Citrix Workspace [z
BREFTERK K.

R4, EATF Windows B Citrix Workspace M AEFHARSRULAMHRR, Lo, EidaTae
SfEHERT.

ST

April 12,2021
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FohEH

MREELREZATF Windows 1 Citrix Workspace R A#ERE, 1M Citrix & A FEHHAREZN AREFNRH
R0

EFEE
& #m#hiAn Citrix Workspace R ARG, Citrix 21ER#£ 7 Citrix Workspace BRI RSLHRHIXEH,
AR
cMREBEETHRH LA ER SSL, & 7% 1 Workspace BEsh E# & & IR 5 (https://
citrixupdates.cloud.com/) M FHME (https://downloadplugins.citrix.com
/) BIBIgN, LUM Citrix IZUEH
o EHRAVAES Internet EZEA GEBEWE
o BUAERT, Citrix Workspace E#i7f VDA R FEARS. X83E RDS ZAF RS EN. VDI A
Remote PC Access it&#l.
« Citrix Workspace Efiir =2 T Desktop Lock BitEN LA FEARS.
« EAT Web 89 Workspace AR R&EE N T & StoreFront 5ES,
+ Citrix Workspace E#{XfRTF LTSR &,
« Citrix HDX RTME for Windows Bafft £ Citrix Workspace B#i s, R4E @ E@ERRE R 7 Citrix
Workspace [z 2R LTSR f1 Y aikik A+ a] B8y HDX RTME E#i.

BohEHRNEAEE (Citrix Workspace &)
AIUER T AEEE Citrix Workspace E5i:
AFBEITR (GPO) BIEIRIR

a1 7O

EfRFRE

StoreFront

> w N =

fERAERN RERIERAE Citrix Workspace E3f

#@idiEeT gpedit.msc 77 Citrix Workspace MARFAEKRN REEBER, AESME HENEE” B8, %3
EIRHEIR > Citrix 481 > Citrix Workspace > Workspace &
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A Citrix Workspace Updates

E‘ Citrix Workspace Updates

Previous Setting

ADMX Migrator encountered a policy that does not have a supportedOn value,

() Mot Cenfigured Comment:
(®) Enabled
() Disabled
Supported on:
Options: Help:

Enable Citrix Weorkspace Update Policy

Citrix-[korkspa ce-Update-Deferllpdate-Count

=] o

autom

Mot Configured — Citrix Workspace Updates is enabled.
Enabled — Citrix Workspace Updates is enabled with the

Auto w additional options listed in this dialog.
Disabled — Citrix Workspace Updates cption is hidden from the
[ LTSR OMLY Advanced Preferences sheet and you will not receive any update
notifications.

Enable Citrix Workspace Update Policy:

Auto = Citrix Workspace checks for updates
atically.
Manual = User checks for updates manually.

LTSR OMLY:

True = Only LTSR updates will be available.

Citrix-Workspace-Update-Deferllpdate-Count:

-1: User can defer any number of times.
0 User would not see remind later option,
numkber: User would see remind later options with the

given count.

1. EESZEEN - SREERABZRAUBAEZEZER Workspace Ei#f.

+ =

=W

REREZAN, RATIBREGHEN. XHTE

EadkEEmKPIERE Workspace B#iE,

2. BIEA - HEEHMA AN, S LLER BB R FREEH. BE Workspace B#fE, EMER
Citrix Workspace E#H R T RIS RPIEFE U TERZ —:

o B - RAREEUAERNEELHBN (BHARE).
o Fof - RATAAEMN AL LB, FEEEH.

3. IR LTSR LUNIREX LTSR RYEHT,

4. M Citrix-Workspace-Update-DeferUpdate-Count FHiFl&H, EFE—NNTF -1 3 30 ZiakE:

o -1- AVFERERBMN FRIME) -
o 0- R B — N EHER
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BN EEHMBEER

#ihRA# Workspace R AZFRIAR, Citrix RTERFERMEIERMENR. FALSE, ERILUTHIFERJHRENE
TR B BT LA U B

ERIBERHAE, EB1T gpedit.msc LUBHARRREERIR. £ HENER” BTaT, HEEEER > Citrix
4814 > Citrix Workspace > & BB BHIER,

A Set the Delay in Checking for Update O >

E: Set the Delay in Checking for Update Next Setting

() Mot Cenfigured Comment:
(®) Enabled
(") Disabled
Supperted on: [ apmax Migrator encountered a policy that does not have a supportedOn value,
Options: Help:
Delay Group This policy is used to set the preference when the Citrix

Workspace-update is rolled-out to the users.

- (fast)- Awvailable updates are rolled-out to the users at the
beginning of delivery periad,

- (Medium)- Available updates are rolled-out to the users at
mid-delivery period

- (Slow)- Available updates are rolled-cut to the users at the end
of delivery period.

EREEA, ARMERATARER, ERUTERZ—!

o 1R - TERATHAPRESHIHAYE tH B o
o B - ERAHARB PRI HE
o 18 - ERAHARBREE L ER

AR

© 1999-2021 Citrix Systems, Inc. All rights reserved. 46



iBEAT Windows B Citrix Workspace R BiEF

ERERAN, RAFENERBNERH, XEEBEBRERMRFIZE Workspace Bk,

FERM<$ITREARE Citrix Workspace Eif
\Eid7EL 2 Workspace W REFIIEEHR TS

arLL@Id7E Citrix Workspace M FAZFREHEIEE LTS HREE Workspace E#fi. BXFMAEE, BBRAL

£S5,
@id EZ% Citrix Workspace M AiEFEHERH SIS

WA UEREERATF Windows 89 Citrix Workspace M A#2FEECE Citrix Workspace E#i. A Windows &

L17E8M3 CitrixReceiverUpdater.exe BIIE,

W@EERT, CitrixWorkspaceUpdater.exe {iiF CitrixWorkspaceInstallLocation\Citrix\Ica
Client\Receiver, RILUETTIL Z#HIXH UK ZESH B OHFIHNHSITESR.

f514n,

CitrixReceiverUpdater.exe /AutoUpdateCheck=auto /AutoUpdateStream=Current /
DeferUpdateCount=-1 /AURolloutPriority= fast

AR

/AutoUpdateCheckiX2MNEMNSE, UIULE A HEELE /AutoUpdateStream./DeferUpdateCount
. /AURolloutPriority EEMS,

ERER AP REAE Citrix Workspace =it

NMABREUER “SHREEDR” 3HEEES Citrix Workspace EfiRE. XE—TETHANKE, HAXERE
ERTYRAR, ARBHEMXIEFM Citrix Workspace MBEFET. ERE&EIET > Workspace Eif.
EEEMERED, AERERT.
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(@ Citrix Workspace >

Do you want to be notified when updates are available?

Select your preference for update notification

(®) Yes, notify me
O Mo, don't notify me

O Use administrator specified settings

Save Cancel

} =r

AR

B AR @A X gAY Citrix Workspace R AREFERPIRENSIBRTY “SREEN” K. BXFMES,
BEBR BRERI R

&8 StoreFront E2& Citrix Workspace &3

1. FRAXASHIEBERITH web. config X, ZXHEEMTF C: \inetpub\wwwroot\Citrix\Roaming
directory &,

2. EEZXHRRIIBAFtKF TR (BREHENKSZ#EA Store)
f5lgn: <account did=... name=”Store”>

£ </account> tridz i, SMENZBFKFHNEG:

<properties>
<clear/>
</properties>

3. f£ <clear /> tricBER MBS EFH RIS,

<account>
<clear />

<account id="”d1197d2c-ac82-4f13-9346-2ee14d4b0202” name=”
F84Store”
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description="” published="true” updaterType="Citrix”
remoteAccessType="None”>

<annotatedServices>
<clear />
<annotatedServiceRecord serviceRef=”1__Citrix_F84Store”>
<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<property name="Auto-Update-Check” value="auto” />

<property name="Auto-Update-DeferUpdate-Count” value
="1” />

<property name="”Auto-Update-LTSR-Only” value
="FALSE” />

<property name="Auto-Update-Rollout-Priority” value=

?fast” />
</properties>
</metadata>

</annotatedServiceRecord>

</annotatedServices>
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<metadata>
<plugins>
<clear />
</plugins>
<trustSettings>
<clear />
</trustSettings>
<properties>
<clear />
</properties>
</metadata>

</account>

BERE X HEATRENFAESMNT:

« Auto-update-Check: #57 Citrix Workspace [ FBi2FFEE ol BE AT B T,
+ Auto-update-LTSR-Only: }sR&AREH{E T LTSR,

+ Auto-update-Rollout-Priority: 15RA]UEE EIEWE A (THAIE,

+ Auto-update-DeferUpdate-Count: &R UIER A EIHEFNAIREL

FSEINE

May 10, 2021
ACEEBNETE RS Citrix Workspace IR S8 BIFEM S 2 0hY,

WEFM:
BREASEZRBDFAR, WIERTHREFBER.
YoER] A = E]

BXREZAIFMFNHETENIFAES, BELTR:
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prec it FRERR/ R
EfRE 572 MB
FHR 350 MB

Citrix Workspace ARZFHITRENRERTH BRBN A AHETEPRTMRE, ZRIETSMRERALIEF
w17,
ERREIDIET, REFEHETEAERFLE, HFERUTIEE,

Citrix Workspace =

requires a minimum of 503 ME of free disk space to complete

@ Insufficient disk space, Citrix Workspace for Windows
the installation successfully

OK

FH4& Citrix Workspace M AEFH, REFERRTEAFRHNEL, HERUTIIEE,

Citrix Workspace X

Upgrade unsuccessful due to insufficient disk space. Citrix
Workspace for Windows requires a minimum of 328 MEBE of
free disk space to complete the upgrade successfully

OK

=r

AR

o ZREFNIRERLTEBAEWHETERITESE.,
CHMRERTREIBPRAGNEBZTEAE, WAERZXIEE, MEE CTXInstall\\
_TrolleyExpress—-\x.log FiEFEIZHE

1EFsaMER Citrix Workspace BREFEZ R, BEEUTHEA:

o AR REBIENR
« StoreFront
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o Citrix Gateway W@
o FFKF
o B UuGIREHASERET
+ DNS &gtk
AR REIEIRR

BATEWEERARBY R ERERECE LT RN :

o MILRERER
RIEARSS 28
AIEARSSHRECE
« FAFERHA

o mIERFIRE
« AP,

AL receiver.admx [ receiver. adml SRR 4 AT RN T BN RS, 3TIR%HRE, BERAR
BRERIEH A SRR 4, # Citrix Workspace MABEFIRENAIEN DI RELARNAFIZEN, SAFE
EEH. EEREMEPISE L#EITEN, BERIGE DA RIREIERS N IEIR S

Citrix 2B Windows AR (GPO) EIEEREZE Citrix Workspace B2,

ZEBFFHEIE CitrixBase.admx Ml CitrixBase.adml U R EEER X B (receiver.adml 5

receiver.admx‘receiver.adml®),
AE:

.adm X#H#GERTF Windows XP Embedded 4, .admx #l.adml &t Windows Vista. Windows
Server 2008 LU K&EMESAH Windows £/,

flg0: \<installation directory\>\Online Plugin\Configuration,

MR L% Citrix Workspace M B2 k&% VDA, N admx/adml X#@EE M F C:\Program Files\
Citrix\ICA Client\Configuration B,

BB TRIKEE X Citrix Workspace MAREFRERXGREEBUENER.
AE:

Citrix Bi&FERpERHh4H Citrix Workspace R AREFIREE GPO iR,

prg bt X E
receiver.adm \\ICA Client\Configuration ZEB % >
receiver.admx \\ICA Client\Configuration ZEB% >
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receiver.adml \\ICA Client\Configuration\\\[MUIculture\] &
B>
CitrixBase.admx \\ICA Client\Configuration ZEB % >
CitrixBase.adml \\ICA Client\Configuration\\\[MUIculture\] &
BR>
AR

« NERFKF CitrixBase.admx\adml FmzlZits GPO, B ICA XHEZEEAIfERER,
+ F+4& Citrix Workspace M REFHY, ERRMIERXERMEIZEM GPO 1, SANGHFELRINIZE.
BXEMER, EBRUTERE:

ZE Attt GPO RN receiver.adm iR (X Windows XP R ATURIERS) , EMITUTIRIE:
B 1EWEERA CitrixBase.admx # CitrixBase.adml Stf4 LU fRIEIN AR SRES XS R 4R IE 2P E AL H B o
BJLAEEA.adm iR ECE A GPO F1& T8 GPO,

1. @idiETT gpedit.msc #77F Citrix Workspace 7 2 4E SRS R EEIER,

2. TEHARRFEESNEEED, EFERERXG R,

3. TEIRMESIEA, EERM/MERER,

4, EFHRMANRIERIHEAE \<Installation Directory>\ICA Client\Configuration

\receiver.adm,
5. EBRITFLURINER, RABEER “XH” LUREIR A KIERIES.

Citrix Workspace B2 FERX 4 FED# GPO B REREEIR > KLHEIRIEIR (ADM) > Citrix A4 >
Citrix Workspace iz,

mZsit GPO Afl.adm #ikXHfE, BETUTHER:

T 5 \[strings\] T P wm B K K, # & b:
BEWERAKILYE B,

Em At GPO 70 receiver.admx/adml #ikxx st (EEhrAM Windows I#1ER L) , iHRITU TigME:
AILER.adm EiRXHFE EAH# GPO F1EFiHM GPO, E&FEItbAE X EIE ADMX X4# Microsoft MSDN

il

o

4 Citrix Workspace ARG, &I TFIREHIER 4
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XA

EHIRIR

EHIBRIE

receiver.admx

CitrixBase.admx

receiver.adml

CitrixBase.adml

Installation Directory
\ICA Client\
Configuration\receiver

.admx

Installation Directory
\ICA Client\
Configuration\

CitrixBase.admx

Installation Directory
\ICA Client\
Configuration\[
MUIculture]receiver.
adml

Installation Directory
\ICA Client\
Configuration\[
MUIculture]\CitrixBase
.adml

%systemroot%\

policyDefinitions

%systemroot%\

policyDefinitions

%systemroot%\
policyDefinitions\[
MUIculture]

%systemroot%\
policyDefinitions\[
MUIculture]

AR

& CitrixBase.admx/CitrixBase.adml %l \PolicyDefinitions X%k, UEEEEIEIR >
Citrix 481+ > Citrix Workspace 89 X4,

StoreFront

teoh, EEBAECE Citrix Gateway, MUEZIFHF MRIZBMLZ IMEITERE (130, M Internet BZZMIEERE) -

AR

MREE R RPIENAEEEDR, ErRIsE=EEIR StoreFront AR E,

fidE StoreFront:

BRI StoreFront XHHFMARENEIE StoreFront, Citrix Workspace MAZFEE HTTPS &%, EEET

HTTP 89 StoreFront L, %88 &8

AR

LTS PR E MR,

Citrix {27 —MER, HEATFOIEERT Windows # Citrix Workspace M BEF T il =,
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Citrix Gateway N AEEE
EERARENREBERINHIETE Citrix Gateway, BEHITIUTIRIE:
1. #@dia1T gpedit.msc 77 Citrix Workspace R T2 4H SRBE3 T R B IRIR R

2. EHENEET ST, REEEER > L8 EEER (ADM) > Citrix 48+ > Citrix Workspace > Store-
Front,

3. i#%# Citrix Gateway URL/StoreFront ik~ %%,
4, FEIRE,

o NZFAEIERR - 187 EHIR A B IE & #R

o MAMIE URL - 38R AEIER URL

« #Store name - 157 Citrix Gateway [EEMN A& ER R
- NABEBANRES - IBREAEENRES, FExX

o MABEEER - RENAEERNER

5. #msi#E7E Citrix Gateway URL, #IN URL &R (U3 S536R) :

zR ffl: CitrixWorkspaceApp.exe STOREO= HRStorej;https://ag.mycompany.com##
Storename;On;Store

Hrh #Store Z#52 Citrix Gateway EERIN AEIE R o

Bhi4s 1808 iE2, X7 Citrix Gateway URL/StoreFront ik 5| R KB F MBI EBOSEN AR BRI EERIET
M. FTREEE,

AR
Citrix Workspace M A#EFhi4s 1808 REBRAAFAFEE LM REFTHITEE, WRALKE 1808 RESHR
7, MEE Citrix Workspace R BIER LUAERREYE B R

PRI

« Citrix Gateway URL RZ5\#E&7iHE, /S8R StoreFront URL,
o RE#F%A4 Citrix Gateway URL,
» EAXMA AR EN Citrix Gateway URL Fz##i F Citrix Gateway [EEH PNA Services b3,

BT EXisH ERERE

TRXIEHIThREEN AP REB AP EIREZEB R, BT TIFXITHIThEE, ERMIRRESRIUERRNTIFLZ
B, MARES MRS LEMBHACHRARRF. T Citrix Workspace AT, HEIEXEMERERF
g EEETEXER, WAlLIERARBAMNINE A imgEEERTEXE,

IJ\Il:,\

AMRFEFHRSHTERND, ATRFEEMTERERSR, Citrix TEREFETIMRFEREAFISHY

DRVRRRRES S LURRR, EREMRRIESRFT BN, EREIMERZE, BSLEITED.
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X RmBE A Citrix Virtual Apps BRS2:+ 613 WSCReconnectModeUser H &2k Il iE =1 WSCRe-
connectMode., E4#wH=EE A UEXR Citrix Workspace MARZFHITTN.

Citrix Workspace M A#EF# WSCReconnectMode JERITVEE :

o 0= FEMEZRITAMWERE

o 1= NAREFBHNERmERE

o 2= NFRREFRIFRNEEE

« 3= NAREF BRI EEE

+ 4 =Citrix Workspace REI I EFERE
+ 8 =Windows &R EFIEE

« N=3M8MASR

BHTEXES
BEREATEXES, EeRUT MR
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 {i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\\Dazzle (32 i)
Z#: WSCReconnectModeUser
A REG_SZ
EIE: 0
BT EMRIMERINE 3 82079 0
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle (64 {i)
HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle (32 i)
##r: WSCReconnectMode
A REG_SZ
EHIE: 0

AR

Hoh, WMRFEEFEIMERDT, taTLlUE WSCReconnectAll sTArRTUSE A false,

BHURSERES B

BALENAFRBRHRERRSETIBETHREKE, EERNENNE, i§7 HKEY_LOCAL_MACHINE\
SOFTWARE\Citrix\ICA CLIENT\Engine\ #gIE—1&J SI INACTIVE MS # REG_DWORD &,
REBRSIERBRWESR, AT REG_DWORD EI&EH 4.
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ERGLITEEXNAEFRESHNNLE

fEA “FrR” RBEERMXEEIREAXINEE, AILUEE LGN AR RESRKE Windows WFREEFMEE
E£o APAHM Citrix Workspace AP REITIRNAEF. “FR” RBRERNSERESRNEENTE—KtiAE—
AR BEFMN AP AR T T4 SEER,

AzEM R SelfServiceMode, HZABE R TIBEAN True, YEIERE SelfServiceMode #5&i8&H False
B, ELEBREBRESAFRE. Hk, EEIUM TR’ RENSEREAIHREITRNNBER. XA R
BA” B,

BRMERRAUERSMEMRIRERBEXRERES BTG,

ERRES

« BPTEMBRNARZRF, % SelfServiceMode #55i&E A false ((REFEANER) B, FrENAREFYNE
HIRZ AR, NRMSEPRERRESER, ZAFEFRBHXEHP Citrix Workspace R FA2FEIR LAY
RIFES, HWERESERER.

s APRERE— INABE. WANEEIHENAATRH, XRATHLEAFEEEMEARE. BEBR
UEAPEFRENR, UATFAFREAARKYRERIEDS FHES P HITEN ERINEM R
(HideEditStoresDialog) RFME MK, MREERABAFEFULRE, BFAETUEENXEHRES ‘G
BEIN” SEI, LB AP B) AR NS MIBRIK o

« BATEER Windows =4 ERBIBRR B2,

o AILUEE A BEXAEMRIGBERNKEREA R, RAERTRANKERESR. FEIMRIGES, BN
BEzh Citrix Workspace R B2

o 1T FRR” FERPRIERES R, FHRAMINEIRE UseCategoryAsStartMenuPath,

AR

Windows 8/8.1 #1 Windows 10 RAKFTE “Fia” ERFBIBMAR MK, “HARERF" FRIMERHERY
HETER, mAEEd Citrix Virtual Apps EXB “531” FX4FEHER.

o ALITERERZFA [/DESKTOPDIR="Dir_name”] 17, UEGFREREANKER RN XHFLP, K@
REES A2 HFRFREZ,

o EAEMKRI AutoReInstallModifiedApps AIER “BohEHLTEERNENNBER" hEE. BA
AutoReInstallModifiedApps &, MRS LEAGHNBEFNESENEEFAIMNERAESRIISE
FRIBITEN ERBREFE, 28 AutoReInstallModifiedApps /&, NARFNEEBMEERSER, #
BEEFE RS R ERFRBAREME. BINMERT, AutoReInstallModifiedApps &FE
PR

fEREMRRIESE B EX N AREFRESNUE

=,
P =

o FNERT, EMRBUERAFFHE
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32 BB ERT

FMED: WSCSupported

f&: True

EMRIURE

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FARD: WSCReconnectAll

f&: True

AR R

- "HKEY_CURRENT_USER\Software\Citrix\Dazzle"
- "HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +

primaryStoreID + \Properties’

- "HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle’
- "HKEY_LOCAL_MACHINe\Software\Citrix\Dazzle"

MKW : WSCReconnectMode

f&#: 3

EMRIURR

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

o EREBENABEIEZREUEMRDTL, MREHETAFREE—REREEESCEMRT, EHtRAFRBNE
& Citrix Workspace NA1ER, BEEAMED, REEHERENAEE.
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FART: WSCReconnectModeUser
B: EREHERCBREIME.
EMRINEREZ

HKEY_CURRENT_USER\Software\Citrix\Dazzle

HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties

HKEY_LOCAL_MACHINE\Software\Policies\Citrix\Dazzle

HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

64 (it B BRI

FMED: WSCSupported
f&: True

AR R

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

- HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelID
+\Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FmRm: WSCReconnectAll
E: True

ERFRTIERE

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

-  HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID + \Properties

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle
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FART: WSCReconnectMode
f&#: 3
EMRINEREZ

- HKEY_CURRENT_USER\Software\Citrix\Dazzle

-  HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” +
primaryStoreID +\Properties

-  HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle

- HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

FaRm: WSCReconnectModeUser
fB: EREHERCEREIME.
EMRINEREZ:

HKEY_CURRENT_USER\Software\Citrix\Dazzle
HKEY_CURRENT_USER\Software\Citrix\Receiver\SR\Store” + primaryStorelD
+\Properties
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Policies\Citrix\Dazzle
HKEY_LOCAL_MACHINE\Software\Wow6432Node\Citrix\Dazzle

2Dl v
ERILMER U T A ER A PR R EMSENN BREFFENKAER

o ECEETEFEMFAIKS LI
o EEX M
s MAFRESFHRNNKFEE

BE
Citrix B E = EEEH B Citrix Workspace LA, X#ERIHFRAFEBRMK,, H# 8 Citrix
Workspace [ZFRfEFEB LA MR £ BHA T HEREH USB 1&&.

HEBHE BR— METRREMIINNIEE, RBERRMEKFIEE, MRAFERER Citrix Workspace R AR,
AN P XPEERS B R SN\ BB F BB S AR SS ss it LU B WK o
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PR NI SHEAE

NP NEEENAREREENS 2 RER, FRARNKAINEE, E0 UM\ BFHbAitaARsS 28 URL Kig
E Citrix Workspace MBREFKF,

Citrix Workspace M 12 SHE 5% B FHRFit X B4R 2 Citrix Gateway. StoreFront fR%381F2 Endpoint
Management Eilig&, AGIRTAPERLUIRENES,

BT LU LAT 75 AR AN MK P XY IEAE -
1. ERAERL
@ Citrix Workspace X

Add Account

Enter your work email or server address provided
by your IT department:

|:| Do not show this window automatically at logon.

Close

EEERNAEHE RSO IERNEAEOERTEES RN EH,
XA HTHIRE, HEERT Windows #9 Citrix Workspace BiEFEBHHEIEE.

N
2
A

-

A}

15
MEERGMMERGTED, BEUTHXLEERT Windows 89 Citrix Workspace A2
CitrixWorkspaceApp.exe /ALLOWADDSTORE=N
XEEIENIRE, BAitt, ZITAERTZITENNRERRF.

FEENABENSERUTER.
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(@ Citrix Workspace *

An account is not configured. Please contact your
administrator.

QK

te5h, BTLUZ LA 75 AR RN P X IEAE,

o EMHE Citrix i
% CitrixWorkspaceApp.exe £ % 5 CitrixWorkspaceAppWeb.exe LB ANtk A 3HEHERITTH.
ERBEXHRE, “FR” ZEPERETRRMNKFSTHEE,

o JERRIRIERS:
Z M Citrix Workspace WA FREM S FRERMIKFED, 15 S M HKEY_CURRENT_USER
\Software\Citrix\Receiver B & # ¥ DWORD HideAddAccountOnRestart Hi& B #
00000001 f&,

ECEETBFH KA &M

E2& Citrix Workspace M HERF MU LIMEF B FHHFRI P 2RI, EaREHEE Citrix Workspace 2R
2, APEEEHAECHE TN (TTIERRSS2S URL), Citrix Workspace R BEFE1RIEEE 24 (DNS) iR
5% (SRV) iEZME S B FHb i XERIZE Citrix Gateway iT2 StoreFront R8s, AERTAFERLUARIED
SEMNARER.

BXFAER, BESRALEETEFEMEFIIKE Mo

E A PR HTREC S

StoreFront {etFACSIf, AP BT LU THX L FRAD X 4 LUE R A/ S,

fER] LAGER StoreFront SREIZE &K P AZERIFAE SMTEC X, BXEXHRELBF, UEAFEBEMERE
Citrix Workspace 12, & Citrix Workspace 2R fE, AP RETHZ 34BN EE Citrix Workspace
RIFBTER. MREEREERT Web # Workspace, BFERI LMK S3KEX Citrix Workspace [z 125 FREEX
o

BXFAER, 1F5H StoreFront XSRS HL A RIS EE X

mAFREEFHRANKFER
EEAFPERBFHREKS, BEONKERIHENKENNABEFPIRNES.

o EjE#23) StoreFront MARENE, IHIRMIIZRS 2B/ URL, Flil: https://servername.company . coms
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« E&E Citrix Gateway %%, BAMERFEEEIMEERENTZABE, FENEEEFIIMEE Citrix
Gateway BR Tz HEMEAEE.

- ERTRFAEEEENEARE: mAFEMH Citrix Gateway TL2REHE.
- ERGINFENABENSE: RUATEAAFRE Citrix Gateway E2REE UK ARE&TR:
CitrixGatewayFQDN?MyStoreName:

g0, IR RZ A SalesApps BIR AR EST serverl.com SR TxA2iAE, &5 HRApps BN ARERT server2.com
BRTIZRAR, N AP SBFEN serverl.com?SalesApps 7 &EiAiR SalesApps, & #A server2.com?HRApps
Zreeinia HRApps. LEInaEREERFERMNAFBEZEA URL BIZ2—MKP, SMEFEFHEFNLZIRAR A,

FFRANFKF¥FAE R, Citrix Workspace ARRFEE=IRIIEERE, NR\IEMT, Citrix Workspace iz
BEFRRTBFAERIZKF

EEIEIKF, BT Citrix Workspace AR ER, AGedE E, AGREIKF,

BEHES I AEEKS

joed

I

AMKRFEREATLTERSHTERND, FRFBEMRERERA. Citrix THRIEFEMRFERERT
LSEHIMBRRAEB T LR, ERIMEREIESRFEIENG, ERIEIMERZE, BSBEITED.

MREE LN EABEEKS, WaEERTF Windows 8 Citrix Workspace A2 FEE AR KIEN BEE
EIIFAWF . Z1EiTF Citrix Workspace R AEFR BEhEBFEKS, BHRITUTIRE:

£ 32 U RS

SEMRIERR: HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle

FMRIBEF: CurrentAccount

f&: AllAccount

#H: REG_SZ

T 64 iiRG:

FEMERBERR: HKEY_LOCAL_MACHINE\\Software\\Wow6432Node\\Citrix\\Dazzle
FMRIEFF: CurrentAccount

f&: AllAccount

KA REG_SZ

& P ImIKh 23 BREY

JEF Windows & Citrix Workspace [FER2istE /M 0% LIS, MEXERETUEREPER, AR
ATLGAITLL TR
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o ZERMIAR AR ENES. FTENHLA] COM im0
« ERIES A Windows BNk 2 [E5#1T B A1 NG
o RITMSTERBREVES (RGBS M. wav XHF)

TEREEH, Citrix Workspace ARRF MRS H|EHAI AT iHEshzs. COM O LPT 0. FIAMER
T, 2SR EF IRREERRGT FIARSS SBR[ ERT, HAFF IRITEINICZARSSFITENAAT, LUER P IRiTENNI AR
BEEREETIISE, XERGEYSRIRIEHENIEFAFTRE. ENSTRAFPTHEEEMNEG, HERFRT—RER
N ielFe

AILERAEERRKISEMRGS A EE, TREERNEMMT. EXFHAES, i55F Citrix Virtual Apps and
Desktops 34,

RRAFIRERS

I LUfERA Windows Server Manager T ERELE F /A &&MET, HAEERE. TEMNMEAEET,. GXaA
EDRFRER, BSFATEREARSAIHERX S,

BEEMEFFIRXHE

BERRXHREERAE T EENHRIEFHRFAHXENGR. SIERSS LEATFIRIREHERRGIE, FAIR
RENE2FERBERAGENE (UNC) HEEMMARIRIER, NREERSE LEARTFHXGXEER, FRNHF
HEAFRELREEFGEXAXEER, FEERAFPEENRIEME,

REAPBENXHERER UNC HEERERIEN, MARERAF S LNREXHRS. NMRETIHRER
UNC $##%, BPmXHEEERIERNERAMFNIRNE, BEXFMMEE, SENANAFRSEEERTFIRXHREE
1\, &2 Citrix Virtual Apps and Desktops x4,

BEF iRk e IREST R EA IR N2 R T

B E IR EhESRET, AL MR EMSEREE AR AP I&E LHIREEs. §I30, AILURE Citrix AR SIERH
H Ixshasargt 2)iztTEA T Windows #9 Citrix Workspace M BiEFHAFI&E LM C IREH2S.

B IRIREN RIS ER N B RIAL A Citrix REEEMREFH. WTF “XHEER". Windows ZIRERSFMEHIL A
BFME, XLERGFEERSEMEMMZRGTEBE

AREDEF, JLUSEEENSEMNAREFNRSSFEENTE P RIKEhEs B RS B — AL ER RS ER. A

INRERGTI RS M V FFIAREIF RS 2 Bcth & F iR chEsRVIRMZR 21, MMAS P EER=EFM CD-ROM IRxh2s
DE— I REhERETT. (MIRBWREBRIE T HIGRIEMBER.) I EERIEPRALUTIKEERRET

Sl B R BRSBTS B R EFRVRRT .
A A
B B
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B PRI ETT ARS3 BT IR R EFBVRTT
C v
D U

RIS RS ERHITECE, FRSF|BLNBENSEFIHBHBREFAREAR; EXMERLT, RSBRoIBEF N
NEEIREERER. HII0, FARSSB[HUREE C 2o M, Bapes D2t N, XiF, BRImREMAILUERARE CH
D Rzhes. X AR ERIEF I LI TIKEN2R0RET :

B IR ETT ARS5 B8 TE AR A E R T
A A
B B
C C
D D

BT E&HRS RS C NIRREFEREIREREN. FIEEMEERZEFM CD-ROM Rt B FIIRIRFHTT
i (fign, C>M. D>N. E>0), XEIRENB[EFFFRESEAIMEHIMBIXEERIRGT L E AR, MRE—WKIKEH
2RIREY R S5 AR SS SR nh SR EFTIAERIREER R, WiXMBIXEHERIREGT R BTN

BRgEEETIRSRE, SERMBURTF IR, RIERRT BT HRERS. RINEREFPRIKERMRE. &
BHILE, BECEREERS (RiHRS) BETR, halUERREREFIEHE P mgEMRNNEHE, 5XEK
HIFAE S, 5 Citrix Virtual Apps and Desktops 324,

HDX Plug and Play USB i & EE R

HDX Plug and Play USB i€ & EERSH T IEAI&E (SIERAEN. TN BEEKREEM POS i&&) thSEER
RS2, EHRAFTTUREIFMAIRER—EGEHTEER, ERSHE LFERERTAF LS ENAAKEE, R
BETEHIRE. BXFAELR, B2 Citrix Virtual Apps and Desktops 3x#4H#IUSB A& P im& & B S,

BB
NREARS R HEEPEAT Plug and Play USB I8 EEM, ARRBEFBEZZEKLE,

PRI L7E Citrix Workspace R A#2F P RINRIEBENBREATHIELREEEARE TS NERIREHMHITR
o WWIRBRTMERFESUIIRE Z FHEAIRE,

2R EFim COM iR EIARSSE: COM im0, BEHITLATRIE:

BEE iR COM RS, EXEMERKATUERASAFIRE COM BOEENIRE. B UGREREAEMMKZIR
AR X L AR AT
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AR RAE OGRS EF K COM B0, taUFAZERE (RiHRS) BEETASERRKRESEF I
COM mOBkst, BXHBEMIEE, 152 Citrix Virtual Apps and Desktops 3244,

=2
COM i OBREY 5 TAPI R%&E,
1. 33F Citrix Virtual Apps and Desktops &, EEAEF % COM mOEEMRIKILE.
2. &% Citrix Workspace R BEF.
3. EdCiRTEAOF, #A:
net use comx: \\\\\client\\comz:
Hep, x AiRS2E LM COM %OS (%0 13 9 rTATFMEY), z AEMGFNEF K COM ikOS,
4. EWIAZIRME, BEGRTRTEOREAN:
net use
o BTRHFIRDPFEE SRR, LPT isORSsy COM %0,

BEENKERNARFRERL COM im0, BRENAFRERETIMRGIIEO. FW, WRFEF iR LR COMI
BREYEIARSS 88 EBY COMS, BESIERIERKEN COM iriREREE COMS, ARG COM imORY, RINEERE
RAFigE LR COM mO—,

DNS & #Rf#fT

sFFERA Citrix XML Service #9iEHATF Windows B Citrix Workspace R FETEF, AILUSHEIE A RIRS 23401
#RRS (DNS) &#7, Mk IP #iak,

BE.
F23E DNS IFBERFRECE NERLLIhEE, B, Citrix BiYAEERS 2R 28 DNS &RE#.

DNS Z#METEIRS 28 EBUAR F 2R, M Citrix Workspace M AREF LA FERRS. 4 DNS 2R
MTERSS 28 L FRAIRASHY, 1ERIKEY DNS Z#Rp9ESE Citrix Workspace [z A2 ([E IP #ik, £ Citrix
Workspace ZAEFHREELZA DNS Z#R#E,
EXRERAFIREZEA DNS 2T, BRITUUTIRIE:
WNRARSS2BEBBMER DNS SR, NHEEIFERFIR&E LIV, AT ERAIEEEER DNS ZR#iT.
IJ\I[\J\
AMRFIEREAFLARESHERNR, FELERRERERS. BMNFARIEEEMRFEEREFFTLESH
LI RRARE 1S AR, EREMRFIESEBIENG, EREIMRZAT, BSHHITED,

1. B=rF&EMERT xmlAddressResolutionType 702 HKEY\\_LOCAL\\_MACHINE\Software
\Wow6432Node\Citrix\ICA Client\Engine\Lockdown Profiles\All Regions\

Lockdown\Application Browsing,
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2. BEIEERN IPv4-Port,
3. WHEPIEENE AR EEITIEE

fic&d

April 19,2021

fERERT Windows B9 Citrix Workspace R REFRY, FERAUTREANERENBAEFHSEHE,

Microsoft Teams

o mEDMERELESES

« RRH=E

RRH=E
Bhi4s 2006.1 &2, E6EA HDX 489 Microsoft Teams M ARFHE ERBHZINEEFRSINT FINEE,

£ Microsoft Teams £EZEMARENFETF Desktop Viewer ®OMIRNZE. Desktop Viewer HOMINKE, (A
mAKKE. VAREF) BETAEG,

£ Windows 10 #&ERZ%H, UTXWRIES Desktop Viewer EOEERFRIFLIETT:

o “FRIR” FEB. “BR” XM “‘E50E7,

o EAESEANEREEMEZME,

s HIKBTARDPI RENZERE L, IRFTHMYARFS 2 M FENERRES, HEHEDPIS5ASF
Desktop Viewer O F B ~25H DPI RITE,

o BEAMBREEESEINEARFNER LNSER “NAEFRMTE.

‘miDSs M RE(EEas

HdxTeams.exe E#ANTE Citrix Workspace [z A2+ fi 5t B Microsoft Teams EE A WebRTC #145|
#Z HdxTeams.exe AJUHEIH SR CPU Bl IERT HIVER T ERNRERILDHYEE, AIEEMINERN 240p. 360p.
720p #11080p.

MEE T2 (BFFA webrtcapi.EndpointPerformance) # HdxTeams.exe #¥i41LETiETT, HERAHE
WE T ERRERRAIUENNRES R, FRDENBHEERAIESNIHE, REDSEDETURNES ZEN
Wi, BAIUEWNEASRINRS R Z RN HE.

NTFEEEHCHERTAIHERNIRR, BEMIELESS:
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5 e M B BASME SEMETE
R 1080p 3
720p 2
12 360p 1
EE18 240p 0

AIUEREERERA VPO 5 H264 gD,

H264 £ CPU L&, HANERES, m VP EAN®HRKD, BE#EN CPU IhEEZ,

Citrix Workspace [ B2 PR RERE:

SHnEIERRRZ HKEY_CURRENT_USER\SOFTWARE\Citrix\HDXMediaStream F&IZ LTI \

B E3it) & BiEA

DisableVP9 DWORD 1;0 1-2H VP9 4fgr32%; 0
-BHA

DisableH264 DWORD 1;0 1- 2F H.264 Ffigfa2s,;
0-EH

OverridePerformance DWORD 0;1;2;3 SR SSINFRRAYIERE, &

WHNTF 0 83 2ZiE), H
H 0 RRIFEE, 3FRR
FEER,

A% Microsoft Teams (i kBIFAEE, ESFEMicrosoft Teams 71k,

R FRFE P RIF
S REHA

N FE R RIF RSB X BRI E R AP R ThAER IR (BIREFRE R ER TARENSE APLIER) KIE1T.
XEWRENARFFRIFREEZETUHYEEXNERARETRRRMERP. B2, MERFRAZNRE, HREE
FIERBENF A ETRSEN. BARNSBLIRFIFBAX LR, BRMNTEREERFELEMIHE DT
HIERBIRIF,

N B RIF 2K nhee, aIEE R Citrix Virtual Apps and Desktops BHEHHSRMNR &1, ZINEERHI TR
PIRSERITIRTNRERRERERAEEENEEN. NARFFRIPIBLEEERE FLERNAFP SENRRELENEE
B ZIEEA AP RGBS NREEE U R ER BRI RSNENT BSURE R
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[ AR RIPTRE B R E1E T AlEARSS 28 E REEMTINFATIE, E&7F7E Citrix Virtual Desktops ¥ rIiE. B XiFa]
BIiEAEE, 5507 Citrix Virtual Apps and Desktops X#4FhBIECE 25,
R

« Citrix Virtual Apps and Desktops iz7s 1912 siES R4S,
« StoreFront kixZs 1912,
« Citrix Workspace M2 1912 RE Sk A

NEEM:
« 7 Controller AN BREFRIPTIEE. BXiFMER, B2 Citrix Virtual Apps and Desktops X
PRI AR R IF,
AIUMER T A2 — SN BEFEIPA L8R Citrix Workspace MABREFH:

o FRAMSTRER GUI L% Citrix Workspace R BIZFFHAE, SE
o NAREFEshEE (RERE).

} =

AR
o IEINRENNESEIRERS (BE0 Windows 10, Windows 8.1) 2%, FE: BHhizx 2006.1 {2,
Windows 7 =% #§ Citrix Workspace B2, Hit, NWBEFEPE Windows 7 EFREER. X
HAEER, E8RFH.
o EIZE@EMIY (RDP) RZiFtThae,
s HDX S1iERIP:

AP RBIERIEPRET RBFJIERNRFREETE, XERELITET PowerShell #17EE, #BETAFEIMIL
B89 GUL,

pES =
BHhiRr7 2103 #2, Citrix Cloud Virtual Apps and Desktops BR$5 132533 StoreFront /8N BI2F R

& Citrix Virtual Apps and Desktops LN AREFFIFEENES, BSRNBREFR.

AR R - Citrix Workspace M ABEFHHEE
AR
o NUEHNEERBIREXEME, TSN RAEFFRIPASHESTE Citrix Workspace R BEFH.
o IR AR RIPAG R RES ML E ERERRINE.
7£ Citrix Workspace M BEFRES1EH, AIUERUTAZZ —BIEN BEFFRP:

« GUI

- B3O
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GUI

7£ Citrix Workspace MAEFRESED, EERAUTNEERSENAEFFPEANT. ESRERANAREREP, A
ERERENMETE,

@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware.,

|:| Enable app protection

Warning: You cannot disable this feature, To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administrator,

Install Cancel

AR

AREIEPRBANAEFRIPFSSRERDRRIFNNAEFHIER. BRRIETZENAEFRIPA
o

%

L1710

357 Citrix Workspace M AEFRE D, FEAMIITHX /includeappprotection FINMNAEFRIFAH
o

TREMTEXZRIPVERENGES, RERRATEE:
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N RREFRIFESE RRIFNES FREFHRERE

@ &7 Citrix Workspace L1 BBIRSEHMSHIRIEEERR/A  EEHPO. &, EM Citrix

e PIEBXHEE Workspace M BEFHIZHES.
B imBohEERE. Rtk
7z Controller LB & ICA&iZRE (NARFNXEE) EED. 1&&. @ Citrix

Workspace M RIZFHEIRHES.
BFinEmENEE. RNk

ERERAF, HESHUBESFRPEONEREEN, BNER (BREEAPRZRIPNNARR) BELET.
BhRZx 2008 2, YEQIZEREREN, REZFRIPNEDFELET. EoUURZRIFEOMNKIENRESE.,
FRHEATT A
FUHATT AEUR T B R IBRIEBRRIFHIZEIRE StoreFront B9757%.
AR
o Citrix Bi&Em ) Citrix Workspace NAR2FBEZRIFHEIE,
 iEAT Web #9 Workspace E891T7:

iEATF Web 89 Workspace BRBER XM ARFRIPAN. FHREZNARFRIPFEBERIFHNARR. X
FrREENZERIIFAES, BERABERKR.

« Citrix Workspace [ A2 RA PR RN ARFRIFHITA:

7z Citrix Workspace 2k 1911 XERhAH, £ StoreFront RSN A RIFRERRIPHY
VAZZEEIE N

« 7z Controller tFZE T M AERFRIFHAEHN AEFIITA:

ERRE T M ARFRIFEER Controller £, MREZRBHZRIFNEARR, NARFRIFIEERER
o WG ER A TIHEE:

Citrix Workspace App

This app requires app protection component. Do you want to install app
protection?

Yes No

BERURENBEFRIFANG. 2E, ERAUBHRRIPHNABERF.
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o ERAZEKENN (RDP) BZRIPRIENITH

- NRBENZEKENY (RDP) =iF, WENZRIPRIEGMAES,
- TEEREKENIY (RDP) KIEFBHZFERIPHRIE,

N B2 RIFECE BILE SR INAE

Lal, BUNERT, BHEIEERENEMRS B NEERZ EIRP.

BHhRZs 2012 #2, Citrix Workspace ARSI T AKBEITR (GPO) 588, %R AT EREE N S A IE B IR EEM
BBIRRSS HM R E 2 5 ECE R RIS RN R FREHIRINEE.

AR
Itk GPO HREERERTF ICA 1 SaaS =&, ICA #l SaaS £1E4#k4ER Delivery Controller # Citrix Gateway
BRSS#HITIE R,

FNEBRSHEG RELENBEFRF:

BiLIETT gpedit.msc $7T7F Citrix Workspace [ BiEFAHKIEITR EEIER,
EHENRETAT, BEEZEER > Citrix 41 > Citrix Workspace,
EHEPRSEENEELE R BEICRNRERHER, FEREMRS > EENBREFRIPERE,
EFEUTERZ —FHENER A

o RBEICRE: BHIEERICRIFHRAIRHE,

- REEHR: BLAFUEZRERBENAZHRR,
5. BEHNAMAE.

>N =

NEHIETEIRREICEN BREFRIF:

BEiETT gpedit.msc $TFF Citrix Workspace W BIEFHEIRI R ERIER,
EHENBEET AT, BRESEER > Citrix 41 > Citrix Workspace,
BASMRIEEERIEERBRICRIRERHR, HEEAF SHRIE > BENARFFRIPRE.
EEU TR Z —FENER ZE:

s REHEIER: MHLIERRICRIJHRIRRE.

- REEHRK: BLAFERREENAZERRE,
5. BHNAMNRAE.

N =

NMAREFFRIFEIRES:

Bk 2103 &2, MARFEFIFEERER Citrix Workspace AR BEMN—I 2 #TIE. BXxHEEURENIFHA
1|:| S 1@%'% Ei”&

BERREAFERAE=ANBEEFEZ IRENBEFRIPES. B2, DebugView MAT LUM4LATHEKE.
rﬁﬁ* r%{%?FEIu\/Iﬂﬂ Uﬂﬁt&mtﬂo gu&%ﬂ‘tbﬂuy 'lﬁ#:ﬁ?LX—FEEﬂE:
1. M Microsoft Web shm F#iFH =% DebugView FBEF.
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2. RS PRTANHBEITUTHS:
Dbgview.exe /t /k /v /1 C:\logs.txt
M EERZRGIF, EAIUEE log. txt XHHHBEE,
ZBTHETUTAS:

+ /t-DebugView M BREFEEBMNXIEFUSIML AR EDH.
o [k - BRARZEIR,
o /v - BRFEHANZER.
o /1 - FhaHicREFEXH.
ENE N REFRIPAN:
BN AREFFRIPAY, BAMRFREE Citrix Workspace NAEF. EffEHRSUEEREK.
AR
N FTZFRIPINTE MARZS 1912 FHAF R 245,
BN a] =k PR :

o tkINEETE Microsoft Server &4 (90 Windows Server 2012 R2 #1 Windows Server 2016) AR5
EZEN

o WEKSH R ZIFLILINEE,

o EfFIHAEIERIETT, 57 VDA L2 AR F BB EE M5,

BESWE

BEWEELT Citrix Workspace ZAEFWERERNE R, XA ERER) Citrix #THIEHRR, HEHMER)
ARRYIER TR R S 1.

AUEREFEFRAEWERS.
WERE:
1. AEsmEMxETs Citrix Workspace M BEFERHIER SR E ET,

2. EEETE,
R 2R “BERE” SHHEE,
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@ Log collection - X
Modify log level only if requested by your administrator.
Log level
Medium v
Click Start collecting logs and then reproduce the issue to collect the
latest logs with timestamp.
Start collecting logs
Last tracing: 11/25/2020 12:02:54 PM
Save log
3. EFUTESENZ—!
o 1K
.
« ¥4
4. BEFRBERSUERNBHBESHNES.
BEWEI IR I8,
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@ Log collection — X

Logs help to diagnose and troubleshoot issues.
C Log collection in progress...

Click Stop collecting logs after the issue is reproduced.

Stop collecting logs

5. ENMAEGE, fHFLERERS.
6. BHREFESEURERENES.

HDX BENEMLE

HDX BiER &M & L& AR HHXE P E AR ICA RIENEEFHE, RHEFKNBERITIZENREHE,
X—RENEATERESIEHIECRIET AR, LHEESEENER,

RUEFHREMN. EROXAEE. ERPNITER. ESHNUERRMNDYPER, AIRARF ER,

RIFENESERXEMURE ICA IFFHNHEERES SN REM~ERFEM. MREMXMER, FLHEFELD,
DI R R EHIERN SIE=ENTIMH RIFME R B,

REZERTF Windows i Citrix Workspace M ATEFF 1811 XE S RA A ZH#F Ik IhEE,
BE:

BT LNENEFiRTEE VDA, HDX BENEL 2 UNTMEHEFXIEEA R, FEit, &R CTX125027
RFTRTER s LR HE R X R ERAEER,

BiEN E 5

BENFRE—MERERNG, EREER, BT B, SUNARFREY, FEEmERER WAN fl Internet
ERN B ER, BENERAERSHET BYE, HEXFATR, EBRIENERE, ICA BIEER BRI
BIRBR L BIME E . ©ITATE Citrix % (&% Enlightened Data Transport (EDT)) 5 TCP zial% gettht]]
WREAMY, URMRENLE. XIS THE ICAEBUEE (815 Thinwire E/RnfZR0 8, XHH-EHE (FF RGNS
BRED) . FTENMZIRAEE M) MIIESEILE, HEMNIEESHAT LAN 1 WAN &4,

ERHRAH, L HDXoverUDP igBENEEE, HRAEMERET EDT B9¥uiEY, HERBELRE TCP,

© 1999-2021 Citrix Systems, Inc. All rights reserved. 75


https://support.citrix.com/article/CTX125027

iBEAT Windows B Citrix Workspace R BiEF

MRBATEAEMNIE, WREEHEMNRER. EFREENEENT P RE s EMERIREFTHITHITEDT M
TCP, ttigseThaesesa s EDT iRE N “BEik” BIRYEIERIE), (BFTFEAYER UDP FRAAA, HELAER TCP,

IANBERT, ERE TCP /&, BEREHIGHESER5 2EI—nx EDT,
ZK:

« Citrix Virtual Apps and Desktops 7.12 SiE SRS,

« StoreFront 3.8,

 1XPR IPv4 VDA, F3%z#F IPv6 Fe& UK IPv6 # IPv4 R &FRRE,

o ARONRAASERIN LA AR YFEE VDA 89 UDP %0 1494 1 2598 ZiE NI E,

=

TCP i% 1494 #1 2598 L@ Fiw O, HEME %L VDA B EhITH. B=E, UDP i%MA 1494 1 2598 FE&p
7. BERERERNERR.

HSTIBIE N FSRBETE VDA LEEB RIS, e EMAT VDA 5 Citrix Workspace M Ri2RF Z EIRI&E =,

BIAMERT, Citrix Workspace R 12 A ¥FBIEREH. B2, BIAERT, X% VDA 7£ Citrix Studio HE&HED
BEAEEI LR VDA ENAZIRERN, FREA SR ERBEN L,

AILAEA HDX BiEN P RRIRIRE R A BEN L. RiZRERBE NSRRI BENFH, HELRE TCP,

EEREE P 2R EERN SR, BFERAERT Windows 89 Citrix Workspace N BIEF4H SRS R E RS R E
RzithigE EDT 3£,

&3 Citrix Workspace [ Bi2FARIEI %R (GPO) BIRRIRAIE HER L4

TEHATEEXENIFENARLES B, G, Sl FLeRERAMFES P inRAIZIEE.
AR
RINBERT, BENERLTFEARS (X), HE TCP AR FERAKS.
1. #@dia1T gpedit.msc 77 Citrix Workspace Rz Bi2FF4H SRBE3 T R EIRIRIR,
2. EFIENEET AT, BEEEIRIR > Citrix Workspace > W& H,
3. % Receiver Bf&iahiRISIE B NERB A,
4. RIEFEERF Citrix Workspace BU@ES i

o % - ¥R MER TCP #THIRE .

+ Bi% - 1577 Citrix Workspace M AR A=A GER UDP &SRS, RETIRE TCP USERAEIR,

o FF - #ETERAT Windows B Citrix Workspace i B2FXER UDP &2 RS 2S. RIS,
RERE TCP,

5. BENAMWE.

6. E@<1TH, izfT gpupdate /force @<,
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teoh, BEFERENEREEE, 1B Citrix Workspace AR ERX 4R INEIREEX X HRP, HXEAH
GPO HAIIRIR X B AER, ESH AR R ERER.

EMIARIRISERTEER, BHMITUTERE:
F 2l HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\

Lockdown Profiles\All Regions\Lockdown\Network\UDT, HIiFE%EE HDXOverUDP it
R,

BXFMER, ESA Citrix Virtual Apps and Desktops S4B iE R (EHE9 .

“BREER” &

Bhiz 4.10 &2, "I BEXGEHKIEFH Citrix Workspace [ AEFERHARE S PEFENERE LRI A A
MREAT. XHFEAUHRBAEBREERAFATNAEEREENIRE. BEMS, APEBHRITUTIRE:

o —iERE ‘BRERI Ko
o ERPREUTHERE:
- BiEME
- EEPL
- EEENER
- REMESE
- =DPI
- XHER
- REZAMERERE
- Citrix Files
- Citrix Casting

EAERBDREE “EREET ER
ATLLfER Citrix Workspace R RIEFASRIEITR (GPO) BERIERIEE “‘BEEER" K

@diz1T gpedit.msc 77 Citrix Workspace Rz B2 4H SRBE 3T R EIRIRR
EHENRETA T, BEEEEER > Citrix Workspace > BHEIiRSS > SR EETUHET,
RERASREIRTHRE,

EREEREEMXIEFR Citrix Workspace M RiZFEIFHARE EFIEE “SRE RN £,

>N =

=

AR

AINERT, EERRECEETL

£ “BREER” RPRENEIRE

ATLUER Citrix Workspace M AEFARIN R ERRIRESRAE ENRTIEHEAFP IRENSTIRE, Ak, &F
z:
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1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R ERIRR,
2. EHENEETST, BEEEIEEIR > Citrix Workspace > HEIRS > SR EETHE,
3. EEFERTERBAISENRE,

TR T A LUEFR BRI &N E TR R2ME -

IR 12(F

RECE BRgE
=) =1 fEigE
BXA BRgE

BILATE “BRERI RPREUTHERE:

- BEWNEDS

o EERG

« = DPI

o HiEWE

o BIFRfRENET

o BEMESE

o REEFAMEIERE
¢ XHHER

« Citrix Files

« Citrix Casting

EREMRFIBRE “BREEM” RFEE “EE Workspace” 3£
AIUER M REIEST ‘BAE SN RTREESR Workspace %17,

1. BarEiRmIESS.

2. Sfii% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle.

3. SIBE—ERFHEIMED EnableFactoryReset Hi§HigE NI TERER:
« True- £ “BREEN *HPER “EE Workspace” £l
+ False- £ “B&EER” RHaE “E8 Workspace” 38T

£ “BREEI” RhigE “Citrix Workspace E37” £
AR
“Citrix Workspace B#” (EMAVRES IR R S “BREER” RPEENEMERNKIERERE,

1. @idizfT gpedit.msc $T7F Citrix Workspace R B2 F4A SRS R EEIRR,
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2. HEIHENEET ST, BEEEER > Citrix £ > Citrix Workspace > Workspace E3,
3. % Workspace E#%HEg,
4. EERCERTESRERTRDIER “Workspace E#” 188,

N Rt
i@ Citrix Virtual Apps and Desktops {3 AERFET, EERERUTARUBRERFFR:

o Web iARR - SR K MITEMEE, Citrix Workspace MBEFFRHET N KER B RN AEFMEEmN
Ihk, AILUTH RIS 2siARER T Web 89 Workspace, LUEERHERFABNNAER. EHERXT, FT=i§
EARESXREETRFANEE L,

« BBIIRSEER - @iTi§ StoreFront tk~ 7INZ Citrix Workspace M ABT2F ¥ Citrix Workspace R
BFEENIEM StoreFront Web =, AIMELE BHBIARSET, EUERT, &AM Citrix Workspace
RRREFAF AEITANBER, XMERNEF AR5 HHNAEENAEREMN. ZEBRSKERXT, BT
RIEFEICERF. BMFENUNMBENBREFXREFIRE,

AR
BHAERT, Citrix Workspace NBEFAFEERERE “FFR” ZEHh BRI BER.

o XEAEFREARER - ERERTF Windows 89 Citrix Workspace R BEEFERE R, EaILli Citrix
Workspace ZRiEFEE N BEEEENAEFMNSERES KB “Fri” Xedhsism L, 55 Citrix
Workspace [ FA#2F Enterprise B E A TAEM. FEVMIREATERX A YFEEREN Windows SAnZeH
PERFBEEATHNNARER, ZUBEREFERINARFILE,

BXEFMEER, B2 Citrix Virtual Apps and Desktops S4B 6 (T LA SRS

B BBRSRN

@it %3 StoreFront #k A N EI Citrix Workspace R B2FEH 3% Citrix Workspace M B2 EEE NigMA
StoreFront iR, BILACE BEBIARSER, 7ELERT, AP ATM Citrix Workspace R 2R A RET RN A
2R, XFPIZaaaY A P AL SRR A IEREIRE S,

AR

BAERT, Citrix Workspace NBREFAFAFERERH “FR” ZRHhE RN AER.

FEBRSERNT, ERAUREFERERS. BN UMEENBEF XRFIRE,.
RXRFHnE AR AN AR FRMHAIRAEE:

c BERENNARFIRABELARR, WEXERBEM Citrix Workspace RZE#EF F IR, EHFRH
KEYWORDS: Mandatory KtinZIR AEFREEE. FamAFREATICHITRESINAREREN “His” i
i,

 EADAMBEAFPITAENNARFNNABE, BFFRFE KEYWORDS: Auto MiinZRREEE. AFRER
BN RIS, BNNAEFSBME, MEAFRR FHITH.
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- EMAFPEATARERF, HEEBI%E Citrix Workspace B9 “§5ik” SIRFIIEEANNBARFUEEEST
#3, BEBFRE KEYWORDS: Featured KiinEIr 2% PG E.

ERARBENRIERBEX N AREFRESANIUE

1. @idizfT gpedit.msc $T7F Citrix Workspace R F2F4A ST R EBIRR,
2. EHENEETST, BEEEEIR > Citrix A#% > Citrix Workspace > BBIIRSS.
3. %EFEE SelfServiceMode 5B8,
a) EREERAUEEEIRSHEARE,
b) #EECRERAUFITRNBIER, LETUERE SRS AP R,
REEIERN AEF RS R,
IRHE TR B FIRT,
N AFME,
E#asn Citrix Workspace [ 2 LUEFT M B2 3o

N o bk

£/ StoreFront tk P IR E B E XN AREFIRESNNAE

ISR LAM StoreFront ifsSi7E “FFi8” BN EE LIREREAR. ATLUE T5IREFHINZ <annotatedServices>
498 C: \inetpub\wwwroot\Citrix\Roaming Hh# web.config {4 :

 BRREARKESEL, 5%A PutShortcutsOnDesktop, &&: true = false (BiAx false),

o BRREAKE ‘TR F&h, EEA PutShortcutsinStartMenu, &E: true =X false (ERikJ true),

o B “THIR” HBEPERKFIRR, EER UseCategoryAsStartMenuPath, 1&&: true 5§ false (BiAH
true).

AR

Windows 8. 8.1#1 Windows 10 RAFTE “Fria” REPAIBHRARNNGR, “NEEF BRMmETRERX
R TER, MAEEE Citrix Virtual Apps and Desktops & X8 “251” FX 4T ER.

o BE “FHR” HEPAFERESNIZERNER, EER StartMenuDir, 88 FHHRE, BRRESR
B NFI S B R

o EEHTEECRENNAER, E#A AutoReinstallModifiedApps. i&&: true =% false (BkikA true),

. BERAELAFEREARETENER, EEMA DesktopDir, RE: FFHME, ERREARTAIINX
IH & FRo

« EXREZE i “add/remove programs” L8IE%H, &M DontCreateAddRemoveEntry, €E&:
true = false (ZRiAA false)o

o EMRRRNAEEFUEREENERBRMENNAEFEX M HREES A Citrix Workspace El#r, &R
SilentlyUninstallRemovedResources, i&&: true = false (EBikK false)

£ web.config X, EEBURIMEIKFH XML 2853, EiB & U TSRS TR IS

<account id=... name=”Store”
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ERP IR R </account> FRig,
TEMFER DR Z A, TERIJLTUR SRS+
<properties> <clear> <properties>
FILUSBMERINEILLE 28 <clear /> fRi2ZfE, S1MEMS—1T, HREBHMME, Flan:
<property name="PutShortcutsOnDesktop”value="True”/>
AR
£ <clear /> IRZ ZRIF MBI TR ATRERFERE R M. HFINBEAMAMEERER <clear /> T2 BT ERE,
LU R UL ER 7 894 B fl -

<properties <property name="”PutShortcutsOnDesktop”value="True”<property

name="DesktopDir”value="Citrix Applications”>

BE

EZREBBES, B—RVEA—ERSB[UEFRIRSF[ANEE, R Citrix StoreFront EBITHI G RTE
MERRNEMEMRS 2R LiETT. TG, EENIREMMIERZEIRSHE, UWEERSHEPNEMARS
2%, BXRIFMEER, 155 StoreFront>aid,

£/ Citrix Virtual Apps and Desktops 7.x HiENBIEFIEE B E XN AEFIRESRIME

BJ L Citrix Workspace BREFEEBENBEREE “Fii” XREPRRE LRENBREFMNSERES R, LIk
51 & #mrHEATF Windows B Workspace ka6, B2, ki 4.2.100 5| N7 /A Citrix Virtual Apps &
MAREFIEEEHNAEFRESIRENIE. MRRRHE—LNARFREC—BNUERR, WIEERIEESE
o

£ XenApp 7.6 BN AREFIREBEX N AREFRESRNUE

7£ XenApp 7.6 HEEESNAERLZHIRIES .
1. 7£ Citrix Studio 1, HEINAEFRERR,
2. AVAEFRERRES, EFRM. FHERH, FLUEENABARZNNBRER.
3. ANAREFEEEENEN. 2EENSEIFRFEERPIENUE,

4. ENBEFERNFERS, TJLUERIEEER Citrix Workspace MR 2RI BIEFNZER, Fia0, R
Z710 Microsoft Office BIEFHIRIEAS T, BN Microsoft Office,

5. &H “RiRESXAMIBFKE” EFHE,
6. BEME,
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Studio

BREMESEREN N ARFFRATHFE

MRAFESRERNTBINARFREER, RENREENTARFFRETHFES, Citrix Workspace [z
REFRREMNEHLZEH].EXE FREITIEE.

LIRS RZ TSR

1. EEPHITEN LN AEFTFR,

2. BNRAREFEFREFTAMMERZIHRN—MERALE.

3. NERE, BESE—MHATIR (HE, BIEWLIEBRERHEITER).

4, HIGEMRILUEZERTF Windows # Workspace #E53E it MMIEHE = S HIEFRE A X EFR,

NREAT RemoveappsOnLogoff 11 RemoveAppsonExit, H*ERBFESRE RIIERBEINBIEFNEIER,
TBER U TRRR T ERIEFGIER :

1. 1£/ regedit #"I0 HKEY_CURRENT_USER\Software\Citrix\Dazzle /v ReuseStubs /t REG_SZ
/d “true”,

2. f§ B regedit & M HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v ReuseStubs /t
REG_SZ /d “true”s HKEY_CURRENT_USER #ft%&4k=F HKEY_LOCAL_MACHINE,

IJ\Il:,\

AMRFEFLHESBERG, JRFBEENRERERA. Citrix TEHRIEEIMRFEREHFLYSEE
HAVR RS IS LURR R, EREMRIRIESTEENIL, EREIMERZA, BSBHITED.

RIFTBENEREHEENSLE LRSI BRNFRAIRITX S

1. EREFPHITEN L, AFEEAEREFAURERAIKITIXNG. Ak, BEEFMELBARERFMEIGER Citrix
Workspace M ABEFHITEMN; Citrix Workspace M RBEFIEE R ATHRITXE-
2. M %APPDATA%\Citrix\SelfService FFEREFRARITNG. BREE.exe Xk,
3. BXETMRITXHEFIEINEHL=E,
4. WFEMENESNEFHITEN, HLE U TEMERI:
a) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /vCommonStubDirectory
JtREG_SZ /d “\\ShareOne\WorkspaceStubs”
b) Regadd HKEY_LOCAL_MACHINE\Software\Citrix\Dazzle /v
c) CopyStubsFromCommonStubDirectory /t REG_SZ /d “true”. W R RE =, & & MU
£ HKEY_CURRENT_USER t # & KL T & &. HKEY_CURRENT_USER Wt &£ & & F
HKEY_LOCAL_MACHINE,
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d) BdFHEHRAESH Citrix Workspace 5z RIERF LUFFMEEIE R E Ko

EIRA:

KTEFENRT N AREFRES BB,

ATBPEZRERER “FR” XRFHNEAERF (BBIRS)

WREEN+ (BEELED) UAERF, REFAVTRFEEESEWEIRME “Fia” RehmNBER:

MRFEAPEFERETE “FIR” REPHNAERF,

MIRFLEAFERERER ‘TR XRPONBER,
EEHEEFRENNAEFRESIREERE L

“FIR” REPARERRANAREFRESR

WMRAR

L BBRSENECE Citrix Workspace M AEF.
ST, EFE ] LURIE S E 80 S B shTRECHI A 3R R

HiEFXRTIRE,

FA Citrix Workspace MRBEFEEEFIER, ARG
NERBERE LN/ N AEFEREZREFILE,
RIBREE A B oh A &GS AR,

—aXANEN, BURT2FTFTEAFCFERENAEFRESR. FHEFERT, REBHNGEEN

WaRinie); % Citrix Workspace MABRFEFPITEMEE, AREXKREEATF Web # Workspace, R
Citrix Workspace [z B#2FECE /1T BBhiARM AR RES N BEEALE,

WMRZFEILE Citrix Workspace W Bi2F Bahig R A
REFREAAMEE “FFia” XEHhNEFRLE:

KB BEFRIES NBMMERT “FiR” RENHRE L

7 Citrix Workspace N B2 FEE
PutShortcutsinStartMenu=False, BNE7EEBIARSS
T, Citrix Workspace R REFH ARG B2
FHREE “Fia” Xed, RIEASLAEFLERE
MEBEEZAE.,

WMRAF RIABRDEEAER, EaIUBRENAREFHRET “FiR” REPRIEE L, AEREERKELOE NG

Ff,
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WNRFHE Citrix Workspace R FEF BehiEFra R A
BFREANBREE “Fria” Xed:

73 Citrix Workspace R ff2FE B
SelfServiceMode=False. Fr#a] AL AIEFEIE
BIRTE “FFHIR” R,

7 Citrix Workspace R RiEFE B
PutShortcutsOnDesktop=true, FifErIBHIR B
FEHEERERE L,

7 Citrix Workspace R F#2FEE DesktopDir= /A
FHRENBREFHNREX R,

MRFERFRENAEFREAVBREERE L, 15
AT TR

MRFERRBERESNBREERE LR,
ERITLUT 8!

58 XenApp 6.5 = 7.X HHENBIEFIRE

MREBREREAXANUEUES A BMETERNUERIIXERES, BEA XenApp BNAEFIRE:!

MREEI SV AREFRERHENAEFNRENMNE,
ML FBERSERNER “FFIR” FREX, BT

#9 Citrix Workspace M FHEFEE
PutShortcutsinStartMenu=false # = ASN AT

LUT 24!

N A2 IR ETE S5 XA R BT E S 3k R

MRFBLENAEFEREXMHRPET, BHERUTED:

INRFLE Citrix Workspace M RBIEFHETE “FFia”

REHEAWN BEFRES B RERE XN L
*k)

N2 Citrix Workspace MERZFKREE “Fia”

RPN ARFUTREXHEF,

ETHEGR B IPRAN BiZ

MRES— AR ERAERANAREAFR BN AER

FigE,

7 Citrix Workspace R ff2FE B
UseCategoryAsStartMenuPath=True,

7 Citrix Workspace R RiEFE &
StartMenuDir="F18" 8 HFEEZ T,

» AT RIE A PR EMR LA BIER N BER
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NRAEE Citrix Workspace M ARZFEFHEMIBRFT 5 Citrix Workspace i RiZFECE

B AER: RemoveAppsOnLogoff=True.
NRFE Citrix Workspace MBREFEREIMERN B E Citrix Workspace NBEER, £
RBiEF: RemoveAppsOnExit=True,

BN BERFHIRN AR
ECE AN BRI RN TR

o BIEEMAERARENNAZFTIE Citrix Workspace N BEF PR IENN AR, EMINXEF S
KEYWORDS:prefer="pattern”, LtIhgEFRH “aAsitirz AR,

ERFHEN LRENBEFZHI, Citrix Workspace MABREFRHIERIEENER, UATREEELHIT
HiZNAREF. MRBERMEE, Citrix Workspace RREFEITIRZN AR, BRAIEREAR. AP
M Citrix Workspace R fEf2F&E OB ehiZMBEZFER, Citrix Workspace MABEFIEBoIAREN (B
%) MAER.

R A 7E Citrix Workspace R RI2FMEBENE T N %M BIERE, TR Citrix Workspace R B2
RIS BGHIT I Z N AR F. MRAF M Citrix Workspace M ARRFMHEERENE T ENE %N BER,
Citrix Workspace M BEFEEBUEITIRZNBIER, BRHNEH,

AR

Citrix Workspace M B2FiTIRARE NN AEFEN, BHAXREF prefer. EITHANBREFEBRIXBFER
1M

AURAENLAERF ZRIEEXRTF prefer, RF—MLEMAAHELXRFNAZENLAREF. AIUEEEEEH
fERLITE:

o BISENFERARENNAZEFTIE Citrix Workspace MBREFRIRIENNBERF, B NXEFERFSH
KEYWORDS:prefer="pattern”, LtIhaEFRHA “Atif AIZFEARE

ERFHEN LRENBEFZHI, Citrix Workspace MABREFRHERIEENER, UATEEEELHIT
HiZNRREF. MRBEARMEE, Citrix Workspace BREFEITIRZN AR, BRAIEREAR. AP
M Citrix Workspace [z A2 F B ER BN AEFE, Citrix Workspace M RZF# BEohas#h 236
(B) NARER.

NRAF1E Citrix Workspace M EEFINBENE 7 £ EERBIER, MR Citrix Workspace [ HER
R BTG BCEIT FZ B2 F. MR M Citrix Workspace RBRFHEH T EMEEMNBIER, Citrix
Workspace A EEUEITIRIZN AERF, BREH,
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} =r

AR
Citrix Workspace MBREFITRE N BIEFN, BRAXETF prefer, EITANBREFEBRNIXBEER
R,

AURAENLARRF ZRIEEXRTF prefer, RF—MLEMAAHEILXRFNATENLAREF. AIUEEEAEH
fERLITE:

« prefer="ApplicationName”

N BEFRMENS B EREA AR MPIEENN BEF R A ERNBEFELE, tLNBEFATR
AILE—1 8, WANE—MEE. WMREEE, WEEEASIS. AR IAESRX RN A,
BEFKSANE, MARFZMLEERNEERFHRITNEZIFEER.

KEYWORDS:prefer= “Programs” THIREA BRI

Word \Microsoft Office\Microsoft 2
Word 2010

Microsoft Word \Microsoft Office\Microsoft Z
Word 2010

=HE McAfee\VirusScan Console =

Virus McAfee\VirusScan Console 5

=HG McAfee\VirusScan Console 2

 prefer="\\Folder1\Folder2\...\ApplicationName”

HEIWRERASTENRES AXHRFEUR “Fia” XETHTENAEFZFETA, “Programs” XXk
B FR FRARTHFXMER, AU MEEESELREPUREZXGXPHNEREARER. NRE
RE=E, WEEFERSIS, RREXRSANE, £xEETEERIT7E Citrix Virtual Apps and Desktops
PR SRR ENESREA,

KEYWORDS:prefer= “Programs” TayHEA EEE

\Programs\Microsoft \Programs\Microsoft Z

Office\Microsoft Word 2010 Office\Microsoft Word 2010

\Microsoft Office \Programs\Microsoft =
Office\Microsoft Word 2010

\Microsoft Word 2010 \Programs\Microsoft 5
Office\Microsoft Word 2010

\Programs\Microsoft Word \Programs\Microsoft Word 2

2010

2010
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« prefer="\Folder1\Folder2\...\ApplicationName”

MEXNBEERS “FHR” XRETRETRES AXHREELE. RUEMNENEEFEACENAEFRR, H
BrRIbER B S RES RN 4R, NRREFAXGBRRZLIRMOBNERRELER, LEFIFEEER. W
REREPAETE, WFEMEASIS. REXRDANE. EXNBERLEEI IR A RITHENIFEER.

KEYWORDS:prefer= “Programs” TEyHEA BETE

\Microsoft Office\Microsoft \Microsoft Office\Microsoft =

Word 2010 Word 2010

\Microsoft Office \Microsoft Office\Microsoft S
Word 2010

\Microsoft Word 2010 \Microsoft Office\Microsoft =
Word 2010

\Microsoft Word \Microsoft Word 2010 5

BXHEMXBFHESR, 15217 StoreFront SR L - AL ERD R “EhERI,

BRI e 28
ETEMRIETSRRBEEN, BERETIRERSHRE,

R EREEARRIETREENTAFARERET. EATEEEEEERANELERNEAEER, SERTRMRER.
mies. WHEE. BGRE. MR ETRSHEHR XA,

AIAMBRT, ERERRIETRRBOTERANRS. BT RHRRAHNETESIET SRR, ZREBRIALTEA
Ko

EMETRHE

AT EEX ERTRERENEMETRSEME, HEZERELEENERHEERE/LFHFEINZE/\NERES.
BJLA7E Desktop Viewer R 2 RBHBIETNFHEEEINE TR, TEMNETREP, BEIUAHIKFEARETLL
REBIRAZ T ENETSR. REZFPHETIIWENIEEBDLLRIRRS.

&AL AT DPI 4amis DPI IMERER RS ERE8iRE DPl, NMAEMETRMERE, BRBEXNHENEESE,

IEENERT2RF. BERSRERIE,
HEFZMERMEAHHINARERF. EEEATSIEFHEITHREESRER,

Rz FAtE 7 B mhEta]

ERRIEMBIEER UERNBEFESIRER RS RENRNENE, ATRAFREEMRLIEE,
BEIREAVFERF B R Citrix Workspace R ARZFHREITHINMNE MRAFBER) QIBMRDRIE.
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B RIER a5 E N AR EETE, AP mEEATF Windows 89 Citrix Workspace Rz 2R HR iR N#TH
PEEZEN, ERMT—IRIEZE, RIETEHEETREER. BARAER ctxprelaunch.exe ERIEFIETT, 8
SHEARA] W

BXEMER, BESRATEAEEZAHAMN “Citrix Virtual Apps and Desktops” —XHH&IE B M SIEERTE
o

NZEBSIETSEIThEE. BB ASIETBIINAE, 157 Workspace s $1THEE Sk ENABLEPRELAUNCH=true,
HEBEMEDT EnablePreLaunchi8ER true, AR E null RRTABEHINAEA FEZ RS,
AE:
MREEEEFHHENEE NN EE (SSON) B4IEIE, NE BB AMEE. NRHEEAIEERE (SSON)
MARBRMES, 151 EnablePreLaunch ;Zf&RMMNEIZEE N
false,
AMRAERN:
e HKEY_LOCAL_MACHINE\Software\[Wow6432Node\]Citrix\\Dazzle
o HKEY_CURRENT_USER\Software\Citrix\Dazzle
BFTEETEDh:

o ERTIRE - MBMIIREEAFNEREISHRIEZERR, MLLZNEERTABRENE, BEEEER
EREFER. BPALGESEHER Citrix Workspace B FREF i #ER RS 5hIhEE

o XINTEE - BRI T RIMES BB 5. T XINTBHNERFPREEFRETREEISHEIEEREM.
MREGEM R FUS BN K HEE XK, SERTBEE, IOBNEMRSS[BHE, ZRIEEEITIN
RERRET. B30, MRHINTETILTHE TF 1:45, ZSIERFRGETF 1:15 2 1:45 Zia B, BEES
mEEER,

#£ Citrix Virtual Apps R % FRETSIENS BEIE: R, EURMBRABHNARRE, UWRERHTES
TR EhE FRARRF B R SIS

THEEMA receiver . admx XHFBEXFBINEE. B2, AILUEEEREFATF Windows B9 Citrix Workspace
N RRRFR SRR R RN R EMRERERFEHEE.

« HKEY_LOCAL_MACHINE EEEFiHZEIEFE N,
o f&r i@ HKEY_CURRENT_USER EER—tEH LAFRNAF RERENIRE. AR LEEENRE
AT HKEY_CURRENT_USER (&, BIMAAF R IETT IR R T BRI,

HKEY_LOCAL_MACHINE JFit&i&:

3t F 64 i Windows #¢ £ & 45: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Prelaunch

$+F 32 £ Windows 124 &%: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Prelaunch

&#: UserOverride
Z£A: REG_DWORD
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f&:
0 - £ HKEY_LOCAL_MACHINE f&, BMERESZ7E HKEY_CURRENT_USER &t 201t
1-1#H HKEY_CURRENT_USER & (WNRXLEFE); BNEEA HKEY_LOCAL_MACHINE &,

Z %5 State
28 REG_DWORD

&:

0 - ZAFREIThEE

1- BRENTRE. R ERPNEREETSHRIEERE.)
2 - BRETINTER. (FUSEIThEER1EA Schedule BRBEMETIEIRE, )

&#5: Schedule
28 REG_DWORD

&:
“SHRIMTREEN” BIETE (24 /\B3Hl) FEEBEBRUTEREN:

HH:MM M:T:W:TH:F:S:SU Er HH #0 1:0:1:0:1:0:0, ZREEFRFFT
MM 9/ BRI 53 55 & 1:15 T4 1:45 ZjaE5h.
M:T:W:TH:F:S:SU A—ARKE
A, i, BEEEH—. BH=
MEHATF 1:45 BA “iHRI89F
B5h”, &% Schedule i&EX
Schedule=13:45

HKEY_CURRENT_USER JEift1E:
HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Prelaunch

X4k State # Schedule ;EfEMS HKEY_LOCAL_MACHINE E51ERNE,

WEABTEEM

NEARNBEERREAFEEARZREF HRIENMENZIZF i URL EER. RSSHKEEE Studio HigE, EF
ImERBENIZE Citrix Workspace N 2 F AR R EEERDIZE,

RE Citrix RRREENIIFFHEERUKERTFEFHE URL EEMBAMNARFHR, BRITZE NG
B Windows & F ik XX AN S EE M.

AILUERU T A EZ—BARRAREEER:
1. HEBENR (GPO) BEEIR
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2. FMRmIES
AR
o WHABREERERHNBEFHDLTFEARSHSIEPREER.
o MAERSHMEF K LEANEANREER. ERSB[BIEFF G L2AN, ZIEEEEA,
« 8#% URL B, aTLUEE— URL SS9 0RA URL 5K, AILMERES (%) fE@ER.
ZEFA GPO EEFEIREANARNSTEERM, HHRITUTIRE:
BIRIEERREERT Windows B Citrix Workspace [ BiZFE A RIS R EERRIREE.

1. @iz 1T gpedit.msc 77 Citrix Workspace Rz T2 4H SRBE 3T R B IRIRIR
2. ERAPFBRETAT, BEEEEER > FUEPRER (ADM) > Citrix £ > Citrix Workspace > B P&,
3. EENAENE EE MR,
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E Bidirectional Content Redirection

Previcus Setting | | MNext Setting

© Mot Configured ~ Comment:
® Enabled
() Disabled

All Citrie Workspace supported platforms

Options:

Help:

Published Application/Desktop Name:

Above Mame is for Published Type:

|Applicatic|n W

Allowed URLs to be redirected to VDA:

) Enable URL-specific published application or

desktop overndes?

URL-specific published application or desktop
overides:

Allowed URLs to be redirected to Client:

Bidirectional Content Redirection is the feature that allows URLs
to be redirected from client to server and vice versa based on
configuration.

-Published Application/Desktop Mame : Indicates the name of
the published application / desktop used to launch the
redirected URL. This is not used when Bidirectional Content
Redirection is enabled on any of the active ICA sessions. Whether
its Desktop or Application is decided based on the Type specified
below.

-Above Name is for Published Type : This indicates the abowve
Mame is whether Application ar Desktop.

-Allowed URLs to be redirected to VDA : This indicates the list of
URLs that will be opened on VDA, Semi Colon " acts as &
delimeter, ™" can be used as wild card. For example *ayz.com.

-Enable URL-specific published application or desktop overrides :
This indicates whether the URL-specific overrides, specified
below, are active.

-URL-specific published application or desktop overrides : This
indicates the URL-specific overrides for Published
Application/Desktop Name. The "Value name” should exacthy
match an entry in the "Allowed URLs to be redirected to VDA"

i

OK

| [ concel | [ ooy |

1. EFEATHNNAEFARERZFFRT, REBFEHEEMH URL BHERZM.

AR

3% URL BY, $8E % URL USSR URLFIR, BIUERES (%) (ERBEERN.

2. MEEMZIFERNE.AHEREF, REFEERZFVAEFHEH.

3. AAWEEME VDA 8 URL FE&H, MALREEBHN URL, A SRR,

4. EEREREA URL KENERGNAEFIREEN? EHLUER URL,

5. BHETUBTR—MIIR, ERESHLMEAFEEBE VDA 89 URL FEEHFIHAER URL LA, ZES

M5B RHIINBEF BT,
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URL-specific published application or desktop overrides:

Value name Value
hitps://www sample com Published Browser 1

http://" intranet net Published Browser 2

6. EAWEEMEZFF K URL FE&H, BASTAMRSBEEMEZF K URL. A7 S 2MR5IR.

&3 URL BY, 8BS URL USSR URL 5IR. BILUERES () (EABERR.
7. BENAMHE,
8. iEMm<1TH, iBfT gpupdate /force @4,
EFAIMRBANENBEER, BRITUTERE:

EEANARSEEH, EM Citrix Workspace AREFREXHE C: \Program Files (x86)\Citrix\
ICA Client) izfTredirector.exe /ReglE &%,

B5E:

o EHFREETAMUFAZSHENBEIFELE. Hld0, MRIZKET VDA FMMLE URL https: //www.my\\
_company.com BEEEAEEMIIEFinM VDA, N&LZEBIFEEE,

« URLEEMIXEZIHEN URL (WILERIEIRA9AEA= ARl E AR Y 2 S MK EIRY URL, EAEEURATF R
28,

o MREREMERNHE N AIEFLENFERZ StoreFront tkF, F StoreFront ik HEY 2 RE
BRTRIDNBEFIEERIE,

o FNEESEOMNE URLEEEIEF IR ER. URLEEEE VDA R, MRHKRHREITH, EXEHN
URL BEfmEm-R 1T,

o XY, BFERME. PDF EXHRBER N iEE.
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s BRAAE-MRSBUALBEXKNEINNEEEORBERD—QIHBENLIRERN “BRA". Citrix BiX
EEARS /X RBXEXINEEHENAZE (URL) EEMINEE, LR URL EEMERIET.

PR
MREERBTFRIESHEAMEY, WAREFERLENH,

Bloomberg i##

Citrix Workspace R A2FE %57 Citrix Virtual Apps and Desktops &iE5 /M Bloomberg %4, FrErIALt
REf R, A UEREERT Windows B Citrix Workspace M B2 E AT MERIESEA Bloomberg

B ThAE,
TEIER Bloomberg BE#ITZIRIE, ZRENERERIFFERAEEGER,
fic & Bloomberg i@ :

NN

AMRFEFISSBEINM, AJRREEMTERERSR, Citrix BERIEEFMRBEREAFLSHE

MY RIAREB 1S AR, BRAMRFIESRTEENG, EREIMRZE, BSHHTER,

1. FEEMRAPIREI LT EmMRI:

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB.
2. BATUTREZ—:
« EFMAILLIEE, TS50 DWORD. &#54 EnableBloombergHID H9% B, #¥EIRERN 1.
o EXAILIIRE, HBEIREN 0o

BXEE Bloomberg BENIFMESR, BESRMIRPLXE CTX122615,
Z[51E Desktop Viewer HOTRS, iEHITUTIZIE:
MREAT % Desktop Viewer &0, MBAERT, RFIEFHRENKEHELE, NERAFPERNEEZ IR
H, XARERFEXERE FNEETERIR, BIREIMREER, EOIURABIATAFHFL Desktop Viewer &
AZEE,

JINCy

AMRFEEFRERSRTERR, AEFEENTERERS, Citrix TERIIRIMREFEEREAFLESEE

MY RAEERS 1S AR, BREMRFERTEENIG, ERETMRZE, BSHHITED

s TARREL, RIEEERLSENLFTIAFEEEEHLSEARSTRE, FUTEMRIIZ—FIE—ER
DisableDimming 9 REG_DWORD £ 8. MRBEi&& LM Desktop Viewer, MEEEMEE:!

- HKEY_CURRENT_USER\Software\Citrix\XenDesktop\DesktopViewer
- HKEY_LOCAL_MACHINE\Software\Citrix\XenDesktop\DesktopViewer

HE, ALUEEEUTEMRIZ —FOIZEEMN REG_WORD £ BXREN AR, MAREHIZEE:
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« HKEY_CURRENT_USER\Software\Policies\Citrix\XenDesktop\DesktopViewer
o« HKEY_LOCAL_MACHINE\Software\Policies\Citrix\XenDesktop\DesktopViewer

ERXEEMET A1, E%IEM Citrix Virtual Apps and Desktops BB REEEAILINAEILE T R,
BzEBEIRENEIRIESE, H1 5 true,

INRFKIBEFBHEHKBIREN 0, W Desktop Viewer BT, WREBET ZMKE, WHERAUTRESR. It
SIRPNE- N FEREEREET QS LR

HKEY_CURRENT_USER\Software\Policies\Citrix\...
HKEY_LOCAL_MACHINE\Software\Policies\Citrix\...
HKEY_CURRENT_USER\Software\Citrix\...
HKEY_LOCAL_MACHINE\Software\Citrix\...

>N =

Citrix Casting

Citrix Ready Workspace Hub S#FIREMNYBIFELE ST, ERENTHETEPITNARFNHE, T8
MAFEETIZE (F—EWR), GINBHNARFMERSE, USRS EHNImEIFE,

Citrix Ready Workspace Hub £ Raspberry Pi 3 & t#iZmirk. =17 Citrix Workspace M FARZFHIZ&EFIE
%3 Citrix Ready Workspace Hub, #i$MRAREFHEEIEHIBANETRES L, Citrix Casting {7 Microsoft
Windows 10 fg4s 1607 E=hR43 Windows Server 2016 =3,

Citrix Casting 2— M AW EMB N E R MRS REANAREFHEARE L 2RI,

} =r

AR

+ AT Windows #9 Citrix Casting 3z#¥ Citrix Ready Workspace Hub hx7s 2.40.3839 &ME = k7S,
BPHARRAH Workspace Hub FJREF A RN EIS S B I IR,
« &AF Windows K Citrix Workspace R F#2F (RFA®IEMZA) F32#F Citrix Casting Thig,

WA

s EIREEBATEFUELN Hub,

« Citrix Ready Workspace Hub #0 Citrix Workspace B BiEFARS AN TR —MLE H,

« 7£i=17 Citrix Workspace i HEFHIEE S Citrix Ready Workspace Hub 2 8 R1&/ 1E# A 55555,

« 3¢F Citrix Casting, R1SBELEIRO 1494,

« B0 55556 #A#Ehig#E S Citrix Ready Workspace Hub zjal#y SSL EiZMBAG 0. BT LL7E Raspberry
Pimig B E LEEE AR SSL w0, wNRELLET SSLiwO, AFR¥FEES Workspace Hub Ziali#az SSL
pE:

+ Citrix Casting X Microsoft Windows 10 itz 1607 &E=Hkzr4ssk Windows Server 2016 £ %45,

F2& Citrix Casting 5zh
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} =r

AR

5] AR LB AN XK Y Citrix Workspace AR FEMRIRENSEIHE D “BRERN K, BREHAER,

BEER“BRERN K.

1. AEgHBMXigTm Citrix Workspace M BiZFERHIER SR E LT,
LEBE B R m R B IETHEE,

2. 3&#% Citrix Casting,

A% % Citrix Casting 34iEHE,

@ Citrix Casting X

Do you want to launch Citrix Casting when Citrix
Workspace app starts?

Citrix Casting enables you to cast your session on a larger display.

@ Yes.

(O Mo, de not launch the Citrix Casting on startup.

Save Cancel

3. EEUT®EZ—:

* & - #8572 Citrix Workspace 22 BBy Ea Citrix Casting.
+ No, do not launch the Citrix Casting on startup (&, FERzEE Citrix Casting) - f8RF7E

Citrix Workspace [z f#2R BzhEt/Eah Citrix Casting
FE
%% No (B/) EMASKRIEYEIRERFSIE. LB XE FT—XBE5 Citrix Workspace B2z
W FHo

4. BEREFUNBFEIER.

w{ai& Citrix Casting 5 Citrix Workspace N ABREFE AR

1. &% Citrix Workspace MB#ERF, HELWILE LBREES,
EHE ERA A8 Hub 5%, %51%% Workspace Hub Etrs a9 RSSI EHEF,
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2. ERERFREREMN Workspace Hub, SREERUTERZ—:

- BRATEFNTIREHBETHNERIDEEEN Workspace Hub i&#&.
« 'EBATH Workspace Hub i&&REBFHBRER.

AR

B Citrix Workspace R AR F=iBH Citrix Casting,

7£ Citrix Casting BHIXHEEF, 1M T UTER:

1. HHIRERISIERREINE,
2. RmIETEtR.
3. WFiEE, BT ELERRENRIE,
4. EREFR, BT Workspace Hub FinEIME .,
5. GRPEHBMXIFEHH Workspace Hub EItRHiEZR B AT A REB R T R IEERE, HiBE Citrix Ready
Workspace Hub,
Citrix Casting o Refresh
Current screen | Supenor-Lake
casting session
Available Favorites tab
D respbempi Workspace hub
set as favorite
List of available & haiyang test
workspace hubs
D liangc-dev
) WorkspaceHub-debao
Workspace
hub icon
BiayI%

R Citrix Workspace M AR T NESEERMEMAI A Workspace Hub H#5 2 #1Ti@(E, EMRFEESRTF
SR T
1. Citrix Workspace B2 Citrix Ready Workspace Hub ZE#&EIE—M%,.
2. =B Citrix Workspace BREFHIgE BB T BF H HEFERIET,
3. Bz Citrix Workspace M B2F#i&#&E7E Citrix Ready Workspace Hub BSSEEIR (F 10 KE&REEZ
L EEPEIED) o
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4,

5.

£ Citrix Workspace W B2 F R Bz 5528, AFRA http:
LREREERT Workspace Hub i@ &89iF4HE S,
7z Citrix Ready Workspace Hub sr&ERIF, H=iXEHiEEE Workspace Hub.

B 1R PR

A A

£i&&5 Citrix Ready Workspace Hub E#z2IE—mM&E i, Citrix Casting REEfER.

MRHEIMML BT, Workspace Hub i&#& LRI g7 IEIR B Ro

R RE, Boh Citrix Ready Workspace R AREFHNERBRNIFZ IR,

T BERT, TEEHMERSFLENEETSR,

BEENETEEREEATLN, RRENIEVRAMAERE, Hlil, FESUELETH. REFRAXK
ETK,

ERELS=IERE, NRiE1T Citrix Workspace MARRFINISELTHME. BMIRFARRES, WEERNS

— kit
EL/—.R%E-BDEO

1. AXFEZIRERARE,
8. Citrix Casting ZRMRARESIPIEN 1920 x 1440,
9. Citrix Casting %z#§ Citrix Ready Workspace Hub higZs 2.40.3839 RE= 4. FHRAH Workspace

10.
1.

Hub BI8ETE# R AN NS BH L IR,
ERAT Windows #9 Citrix Workspace R A#EF (MAEEIRZE) FXiFttihae,
7 Windows 10 Build 1607 #, mJaeTEEME AT BEH Citrix Casting.

& % Citrix Ready Workspace Hub #i¥4{s &, &% i Citrix Virtual Apps and Desktops xx#4/ #y Citrix
Ready Workspace Hub &4,

E5 USB REEEM

EEES USB EEM:

1. @idizfT gpedit.msc $T7F Citrix Workspace R FiZF4A SRS R EEIER,

2. FAPBRET AT, BEEIEER > Citrix A > Citrix Workspace > ini2iEiZ P inig&E > @A USB it
2iEE,

3. EFIRDIGE KRR,

4. EEERMA.

5. BENBAMRERZFLLRES,

BEAFHELEAEMED, BHRITUTRE:

1. @idizfT gpedit.msc $T7F Citrix Workspace [ FiZF4A SRS R EBIRR,

EFRAPRETAT, BEEIEER > Citrix A > Citrix Workspace > ini2iEiZE P inig&E > @A USB it
2iERE,
%3 USB i& & #N 508,

4. EERBEBR.
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5. £ USB ig&MNCAHER, HMBAFHIELFEHN USB i&&F.
40, ALLOW: vid=047F pid= C039 split=01 intf=00,03- 53 00 f1 03 10, MREIHfE
o

6. BEHENBNRE.

ERERIER, 759 USB i&&7E Desktop Viewer REYIR&E T2, tboh, EAILIMEIED > &&EHEFRS USB
®’&.

= t. .

Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Sho

Unknown Device (Vid1384 Pid0017)
Plantrcrqics Plantrenics Blackwire 320 2 |
Lngitecl/PFUSB Receiver

Chicony Electronics Co., Ltd, Device (Vid(4F2 PidB443) »

Manage Devices

AR
HFHES USB RELUHTER USB EEMAY, %M Desktop Viewer siiEiEH SR iZig & UEERIR S

ENBREFRIET, k5 USB & ETREEERLH.

@ Citrix Connection Center — >
Styles
Connections Session
'gjj Active Disconnect
=-{5) FTLPATIM0S003
- Adobe Acrobat Reader DC - \\Remat¢ i
Log Off
Preferences
| Devices |
Unknown Device (Vid138A Pid0017)
| Plantronics Plarl*{onics Blackwire 320 3 | HID Device
Logitech USE Receiver Audio Device
Properties Chicony Electronics Co., Ltd. Device (Vid04F2 PidB443) 3
T Manage Devices
< > _5'“' nate
1 Server used, 1 Remote Applications
Close
TRIEHT 5AGTHIELFFER USB ZORMITRIZREXFAER.
EAVERAEMED, BRITUTERE:
i) N 121
TRUE BHHES 0-n ARIFEREEREA
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%) #O 121F

TRUE HETH SRVFERFTAEO

FALSE E=2E RIFERARIZERER USB #0
RIEE E=2E RIFERARIZERER USB #0

f5ign, SplitDevices- true 8RIFDFIEIRE
EIEAFEREEMNMED, BRITUTIRE:

%) #O 12(F

TRUE BHHS 0-n EaEREERO

TRUE HETK BRERFAEO

FALSE ERE ERERARIZERER USB #0
RIEE ERE EEFERRIGERNEA USB #0

a0, SplitDevices- false feRig&FBSIEEEOSHFD .
flgn: MyPlantronics Bl
EOs:

o BIMEOX-0

« HID #0O2%-3

FF MyPlantronics EEREIFEN :

o« AF: vid=04T7F pid= C039 split=01 intf=00,03 /Allowed 00 and 03 1interface
, restrict others
« DENY:vid=047F pid= C039 split=01 intf=00,03 / deny 00 and 03

PR

Citrix B ER BRI MBS BEYED, BRSZE: F£HRBA USBEEARZREEEAIENMEE, BEIEM
HERtEE, BEAMILERIENEE,

DPI 4&1%

Citrix Workspace R 2R A FRIER BRI RIE D P,

AILERIEFNAE DPI, EUEIhEERARTRARS. XRTRIEFRBIEEMRERAEN DR,
AILAER T ERECE DPI 4854
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1. EEBENR (GPO) BEER (SBitENERE)
2. BEED (SRAFKE)

PR

« BIERATLLINAE, tBx7E Desktop Viewer IR E ZHIEHIAIE o
o ERIER, HYEEX DPIREHENBN, [EFBONANTESRTEY, BRAE: ABRSIEEONKRN.

EFEH GPO BIREIRECE DPI 41, EHITUUTIRME:
1. @EidizfT gpedit.msc $T7F Citrix Workspace 7 F2F4A SR8 R ERIRR,
2. EItENEET AT, BEEEEIR > Citrix £AF > Citrix Workspace > DPI,
3. #%#F% DPI 5B,

& High DPI O b
E: High DPI
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Opticns: Help:
Scale the session for high resolution? Use this policy to manage session scaling.
Mo, use the native resolution v Enabling the policy makes the Citrix Workspace DPl aware along
Mo, use the native resolution with the flexibility for the session te change according to the DPI
Ye applied in the multi monitor session.

Enabling the policy provides two options
1. ¥es - Scale the =ession
2. Mo - Use the native resolution

The policy is disabled by default. Disabling the policy lets the
operating system scale the resolution.

s || ey

4, EELT®ERZ—:

/!

a) B-#BTERIEHREAS DPL,
b) &, ERAANIPE - RRHBERARBHYE,
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5. BENBMBE,

6. EMSITH, BT gpupdate /force s AFRMEIER,
BERERAF REEE DPI 48/, EHRITUTRE:

AR

B LU FafEE A0 X i3 A9iE B F Windows 9 Citrix Workspace [z Bi2F Bfr iR S92 “SREIE
I &ke BRWAER, BSR‘BREEN Ko

1. AEEmEmxiEe Citrix Workspace [z Bi2FEliT.
2. EERgEEmA LT DPIIRE,

BT 2R DPI g EXTIEE,
(@ Citrix Workspace oy

Scale the session for high resolution?

(®) Ves

() Mo, use the native resolution

() Let the operating system scale the resolution

l " Relaurnich the session for the changes to take effect.

Save Cancel

3. EEFEUTEDZ—:

a) B-#BTaERIEHREAS DPL,

b) &, ERAAHHIYEE - 57~ Workspace M ARZF#N VDA £ DPI H3#1TR .

c) Letthe operating system scale the resolution (RIFIRIERABKRIME) - BAER T, LE
RFIERRSE, X, B Windows 32 DPI 4818, thTUEERE “E= DPI” SRERIEE RN “BA”,

4. BEHERT
5. E#Esn Citrix Workspace [z BI2F SiE UEFR A B 2E K.
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DPI Z&70ETN

Citrix Workspace M BREFHEE=118H DPI BHILE - BR. FAERIIRERABR. FRIKENBHIWTFR
o

)i

IS ETE VDA L BEHR A MEN AR ERERFHBREM, BEHIGETIFES DPI 1782, IEBWHTF UIES
“Yes” (2) 3 GPO REEHIREN “BEA" 1 “= DPI” B8, LHZEE2HN VDAR, HIRBEHERTES DPI 13
5. XREBTEXEFNE—AR. BRAESSHEGIER, LEHEXA, EZEIBR VDA (6.5, EE AEAIBR
Ef) B, MEERTREIRE. AMNAEFFE. RTOP URERAREEMMNEMIGH A IFSEKR. RIEI&IT, T4ENA
EEEEER TEERSZEBEE, REERNSER.

EiEEZIFHR VDA 89 Windows 10 LR BAERINEE., ZIREZIFES DPI, BEASXNRESSB/FFE~EEMEM
=AU

AR

FERIRERESEPREMEETRNTEDO R, XENWRREIER, JESSBNAEFMIKERIXAE
EREERB/), WEEXWNTF UIRE “No” (F) M GPO FigER “BREA” 1 “& DPI” HiE, ILIREFRRSHH
FHERMEIMRMEIER, EREEZSEXEMEREERR). ERIKERIEN, FJLUE VDA FigE DPI, LIS
FRENER. LR (E7E RDS KRENELNAIEF LXZEHT. BRLRESSHSERETESHNIMER, NMEJEERMm
ARS3BRMEREA BT B 1,

NTFREREEGREARZREMRSHSZFNRERIE, BIERRIKE, WAIUERR AN EXXAMNERR) IS
ST ER.

BRIERFHEMN:

BUERARERRIINEGE, HEXNNT Ul IEE “Let the operating system scale the resolution” (fR¥FIZIER S
BRDYE), EXMERT, “S DPI” RESBIZE R “BEA”, X#¥, Windows RERFAH AT LULIERIERN DPI 45
o VDA MIDERZRET DPI#1T4MH, ASSBOMXRLEFIREENHIUEE/), IRBEFEERTRERSE
R®1&, FHEEEET 6.5 VDA i E HERIEMRER S VDA BREM. AERZIFES DPI - i ERssisuma
BHEER DPI, ZURIEREER, SFHATAERSRERIEM, LEEXA, £ Windows 10 #ER4iH, Kink/vh
ATHEH AL,

sHF Windows 7 s LRI P 30iEiEI IRk VDA MAERF, BINERLIIZE. NREHRSE DPI, wAIL7E Windows
10 EfERALLIRE,

EMNETHE

HINREAFEEX ERTRERENEMETRSENE, AECERE LERENERPHEERE/LFFEINZE/\NERES.
BJLA7E Desktop Viewer R 2 RBHBIETRHEEENE TSR, TEMNETEP, BRIUAHIKFEARETLLU
REBIRAZ T ENETSR. REZPHETIIWERNIEEB D LLRIRRESR.

fEm] A AT DPI 4814s DPI IEEEm I B RE812E DPl. MAEMETRMERE, BRABEXNHENERRIE,
IEENERT2RF. RERSRERE, FEFEMEMNELAHHNAEER. KEEERTSIEFHEITHMER

SiER,
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WA EENERES (IME)
AR
MREEANZE Windows 10 2004 igfER S, WEXITERER IME HEERN TAERIB B F LT RAIRL, XLEE]
TRE=ARFNEMRN, BXFHEE, ESH Microsoft THXE,
FERAGSTAEREBAEFin IME:
- EEA@EAEF I IME, &M Citrix Workspace MBREFRZEXMH* C: \Program Files (x86)\

Citrix\ICA ClientiEfTwfica32.exe /localime:on®%,

@ Citrix Workspace x

Enabled.

IME on the client side will be used in the terminal session.

« BEEHBEAE, I IME, iEM Citrix Workspace MBEFLZEX X C: \Program Files (x86)\

Citrix\ICA ClientizfTwfica32.exe /localime:off @<,

@ Citrix Workspace >

Disabled.

IME on the server side will be used in the terminal session.

AR
AILEAGSITHX wfica32.exe /localime:on BFERAEF I IME EEZGRERET.

- EEXHEAEF I IME, &M Citrix Workspace MBREFREXMH* C: \Program Files (x86)\
Citrix\ICA ClientizfTwfica32.exe /localgenericime:off &%, S AEMERS

BRZ’E,

@ Citrix Workspace x

Generic IME is disabled.
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MRFEHAGSTEOZATEREFH IME, MALL@SEiTwfica32.exe /localgenericime:on &i$HE
N=)ERERL N

@ Citrix Workspace et

Generic IME is enabled.

iR

Citrix Workspace [ A2 FElb R AR FHIRIEE, ATLUETT wfica32.exe /localgenericime:on @
SREABEAZDE. B2, BEGBRAFILENRILRSTIIRAX, MRBBHRFEFIREAX, VIRKFEA
BAE RS IME,

ERERRF R EEEEAEF % IME:
BAZFH IME F2 VDA 7.13 St ES RS
AILBEEARERRERS REREREF W IME 18, BXFAER, BEAREHRRREY,

Citrix Workspace R F#2F A VISR B R RS ERBAZ i IME, ATLUREEMNERFAERERMXLET
TR,

1. AR &HBAMXEHH Citrix Workspace [ AiZFEARHIEZEZP O,
2. EEERTM A IME,
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@ Citrix Workspace - Preferences -

Local IME Connections Display Flash

Cheaes meiit rrstbese
L. se Input etnod

() Enable Server IME

Salecting this option dizables the local IM|

() Set Lecal IME to High Performance made

Selecting this option consumes less bandwidth with optimum performancs

%) Set Local IME to Best Experience mode

Salecting thiz oplion consumeas rmore bandwidth with an uninterrupted IME expenence

Hat key combination: Shift+Fd

0K Cancel

TEEBED A ARZFAER IME 82X

1. BARSES IME - 2R 74 IME BERaERERSSE LIREMNIES

2. Bk IME IRENSMHERRN - EFERRVBER TERZAM IME, iR ERR%ES e,

3. ¥&tt IME REANREFREER - ALK EAFRENER TEAZM IME, hEBSBAEHERE. RIAER
T, EFRATEAEFR IME BERIED,

PRIMBYECRIN BT R =%,

fEREMRRIE B BRREE:

BRTEREFH IME B, RILGERA Shift+F4 AREERREN IME 21, IME BN FRESERERIENEG LART.
BIAMERT, BAZFIE IME WREBLTFZERARS.

EEMERFEEEDR, S M3 HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\Engine\
Lockdown Profiles\All Regions\Lockdown\Client Engine\Hot Key,

#3% AllowHotKey HEBABEERH 1,
A LUEERA Shift+F4 ARBERIFFIERETRN IME B,
fERXLEHBASHITYIEN, IME EXNRRIENMSHIMERIENEG LA,
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Local IME Off

High IME Performance

Best IME Experience

PR

o BAZFH IME A%#F Search Ul & UWP (@R Windows &) MARRUKR Windows 10 21ERZR

Edge xI%ig8. #BR7E: BNERRS S IME,

o BAEFE IME £ FERIFREH Internet Explorer 11 e 17251, fRAZ: AILUER Internet i1

BRIFRIN. Ak, FREREHBUEETERRIPEI

H.265 #44RE5

Citrix Workspace R 123245 H.265 MSH4RARIS SR 1 TITIRE AN SRRV EE M IR, EMILTHAES &, WINTE
VDA # Citrix Workspace M2 EX R B AILINEE, MRiH= LR GPU R3zH5EA DXVA #0O#1T H.265 #

B3, “EfZEY H265 f#i3” SRERIRERW /A, SiERELREIER H.264 WINRHREIDES.
WEFM:

1. VDA 7.16 KEShas,
2. 7£ VDA LB Rst* 3D B TIEAEM L ERER,
3. 7£ VDA LRSS AR 23 BURE 1 4RET SRR

=

AR
1 NVIDIA GPU %=#F H.265 4&i5,
FiEHTF Windows 89 Citrix Workspace MBEFS, WIHEERIAIRBNEZA,
£ Citrix A5 %R (GPO) EIEERIF Citrix Workspace N BEFEE NEA H.265 {574 :

i@dia1T gpedit.msc 77 Citrix Workspace [z B2 4H 5RBS XS R B IRIRR
HFIHENRET AT, HEEEER > Citrix Workspace > P&,
HEREFR H265 fRIDERES,

EEERH.

BN AMBE,

ok w2

fEREMKRIESSECE H.265 TIHT4RED
£ 32 (HRERFA L RIMNFEBINE B A H.265 W54 :
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1. 7 “B17” a2 HEMA regedit B RFERS.
2. & i1 8 HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Graphics
Engine,
3. tlE—1%5 EnableH265 9 DWORD #H &% EMNEIRERN 1.
£ 64 (HRMERZ LARMNFHNMERZ A H.265 1545
1. £ “iB17” S S ER regedit BahiEMRRES.
2. 2% HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Policies\Citrix\ICA Client
\Graphics Engine,
3. fE—1% AN EnableH265 & DWORD #HE1ZBIEIREN 1,
EMEmh=IEUEERER,
AR
o WNREEATF Windows 8 Citrix Workspace R RiZFA RN R BIRERDEZR T B EF RS,
Bz H265 f#RSEIIS BRI WA, HEZBEREER.
« z1T HDX Monitor 3.x TEUMERTERIEFTBA T H.265 4588, HX HDX Monitor 3.x T
BF4ER, BESRMIRFLE CTX135817,

BEMBIMEEE
RERR
AR
o] AR L@ AN XK Citrix Workspace M B2FERRIRENSIHE D “BREXEM” K, BXEHAES,
BESRBREER Ko
BERBESATFEEEFIREE LNERBEEGRZER. RIAMERT, LWINELTFEARS. BEHRREEDINEE
AFEFHERSGRBRES R Virtual Apps and Desktops =i&.
26 GPO ERRIRABEREMBEY, BRITUTERME:
AR
GPO ECEMILSER =T StoreFront #1 GUI BR &,

1. @idiE T gpedit.msc #77F Citrix Workspace 7 2 4E SRS R B EIER,

2. HHENRENBFEET AT, EEEEERIR > FuEEER (ADM) > Citrix 8¢+ > Citrix Workspace
> P {58,

3. EEFRRICE R,
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A Keyboard settings

O >
Ei [Ereezimg= Previcus Setting Mext Setting
(O Not Configured Comment:
(®) Enabled
() Disabled
Supported ont [ Ajj Citrix Workspace supported platforms
Opticns: Help:
Allew dynamic sync | No - The keyboard Ia)rlout synlchronigation feature Ietsylou switchlamong keyboard
layouts on the client device. This feature synchronizes the client keyboard
Sync mede on session launch layout to the server.
Sync only ence —when the session launches ~

This feature provides you with the following options:

= Allow dynamic sync - Synchronizes the client keyboard layout to the server
when you make any changes. When selected, this option also enables the client
IME for East Asian languages.

Selecting Yes for this option overrides the following two cptions,

= Sync only once — when the session launches - Synchronizes the client
keyboard layout to the server when the session launches. Any changes you
make to the client keyboard layout during the session do not take effect
immediately. To apply the changes, log off and log back on.

= Don't sync - Indicates that the client uses the keyboard layout present on
the server.

4. EEREBRRAHERUTERZ—:
o ATHSEAL - NTHIRER, EERHE. BEAFFAHREFREN, BENIBEEFHREFERALE
fRS3E8. EhfE, WETERIANFITIES BAEF i IME,
AMETUER RGBS TE M HED,
o REEERRTEL - M THERBERIER TRz —!
- REP—RK - [ERHN - EREREEFAIRRERBEDIRSR. EERENEFHRE
HREMMEERESHRASLNEN. BENAEN, HEFEHERER.

- FAEY - EREFPRERRS S LEENRERR.
5. EERNABMHE.

BERETLAFRAORERETREY, BRITUTERE:

1. NiBHXKEERRHE Citrix Workspace AR ELE, EEFEBREIED > BEMBESE

2 = F=E =

B B R R EMIE S A= SHEE,
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@ Keyboard and Language bar >

Keyboard Language bar

Do you want to use the local keyboard
layout?

The local keyboard layout might be different from the layout configured on
the server.

() Yes.

(®) Mo, use the server keyboard layout.

Save Cancel

2. EFUTERZ—:

o (NEF—RK - ZIERTHY - ERNERIERHM VDA BE REHFB —Xo
o AFMSEY - EREREPERT FF IHRRNGRERRESRY 2 VDA
s FEY - EREFIREARS S LEENRERR.

3. BEHRT.
ZHH CLIREREHRR/EY, BEHITUTERE:
MERBTF Windows 89 Citrix Workspace MRRRFREXHFEPIBITUTRS,

BEBEMNRT, Citrix Workspace B B2 RE X M F C:\Program files (x86)\Citrix\ICA
Client,

« BEMA: wfica32:exe /localime:on

o M. wfica32:exe /localime:off

FEREFIHEETEETRRERE i IME GENZERESR). MREAHE. PXFFHETENBEFRETERRSS
IME, MpFu@iEREHizTwiica32:exe /localime:of f REARXFHBEHREED, AP EEIT—
PMIEN, SIEBERAEERS S RENRERR.

B, VIREFRREAREEDSIEPREER, ZRRLR, EM Citrix Workspace ZAEFIHHENE R,
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7£ Windows VDA HEE#ERS
EE:
L2 ERTF Windows Server 2016 XESArZs, £ Windows Server 2012 R2 KRB R kAT, ZRIAE
N EREZRETS I,

1. BEhEMRFERHSMEI HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
2. 62 DWORD %H DisableKeyboardSync FIEHEIREN 0.
1 ZHEREEGRRTS I
3. EFEHRIEUFEERER.
7£ VDA #0 Citrix Workspace R RiEF EEA#EGRE, RBEGRMEHIUTED.

Switching the keyboard layout to German (Germany). Please wait...

EEORTRIEREREEERIE P HRERR.

7z Linux VDA tEERER S
BHEmSRRAFHEBETUTHS:

Jopt/Citrix/VDA/bin/ctxreg update -k ”HKEY_LOCAL_MACHINE\System\CurrentControlSet
\Control\Citrix\LanguageBar”-v ”SyncKeyboardLayout”-d ”0x00000001”

EiEsh VDA LUEERER.
BX Linux VDA tVREHBESIEENFMRES, BEREDSEERBRD.
fRiEE S BB RN IEE

B RERREBNMNEE, ERUTRIESSEERERTR. RETRRANZTERD A ETM. BE
BAIXIEESS, TEFT—RINEAEFGRARNS LS R HIARERNFFEN.

foe el =
El=]

AMRFEFRLHRSHTEND, ARFEENMTERERR. Citrix TEHRIEEEMRFEREA T LS
AR RRE RIS LUR, EREMRFIESTEIENIG, EREIMERZE, BSLHITED,

EREM R IR R R BB IEE:

B RmiEERHSAME HKEY _LOCAL_MACHINE\Software\Citrix\Icalme,
#& 75 HideNotificationWindow t|Z— N FRFBEF MR,

¥ DWORD fEi&EH 1,

BEHHE.

ERERSIEUEERES,

o bk w2

PR
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o FERRANSIR (BIMN, ERPBEENNAEFER > UEERSHIET) BITNZRNARFLE5EFIHE
BHEREY. BRFE FHEKRRSHN (VDA) LHREFRREHERLA UAC,

« MRAFPREFRK ENRERRHELANRS B LAZHINGR, ATR2RE, REAREHBEIINGE - TX
RPN EHREBRANBENR 2D, BEMERZHEREATIE, FHEHEABMERSE.

« 72 RDP &i&E, TAERA Alt + Shift RS XNERREFRR. RAZE: EH RDP EPRIES RGBSR
G

BEE
BELETRETNERBAES. RABRT, BSEESERET.
AR
IkThiEe?E VDA 717 RESRAE LEITHEIER R A
£/ GPO EERIRACEIES 1=
BEEETNARFRIEPNERBNIES.

1. @idizfT gpedit.msc $T7F Citrix Workspace i FiEF4A SIS R EEIRR,
2. EHENRERAAEET AT, HESEER > ZHEEPER (ADM) > Citrix £ > Citrix Workspace
> AP %,
3. FETHEREL,
4. ERBEAMERUTERZ—:
s B -IBRENAEFRIERETESE.
, REIESE - BT ENAEFRIEFREIESE
5. BHNANAE.

FREEAFAEEEESE
1. AEEmERXiEe Citrix Workspace FBEFEIGHER SR E IR,
2. EEREEMESE,
3. EERBEFEATF,

4, FEEYUTENZ—:

a) B-IETnEREPERESE,
b) &, REESE - BRESIERREES
5. BERE
REEF AL,
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@

Keyboard | Language bar

Display the language bar in a session?

The language bar lists the languages that you can choose in an application
session.

(®) Yes.

() Mo, hide the language bar.

Save Cancel

AR

o AILEEBIRIEREIRE.
s MRREE-—MHNES, EEESERTEREPET.

£ “BREER” RPRREIES SR
AILAE A EMRIIE SR B ETR FRRRNE S 1= kTR,

1. BarEREESS.
2. SA1% HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\Engine\Configuration
\Advanced\Modules\LocalIME,

3. t&—- DWORD &% ToggleOffLanguageBarFeature, 3} HigE N 1 UE “BREET” KHEHE
“EER ET,

USB 2 #F

USB ZiFairEreiEiZz Citrix Virtual Apps and Desktops Bt 5 & & #£89 USB & & #1732 H, aJLiE USBi&
EREANHITEN, ZAEZEERSTEEREZHENEH, TR TEREEN USB & aiENFR8R. SiEBiE.

PDA. #TED#. HEN. MP3 #mM2E. RLIGEMFRITEN. Desktop Viewer FF AT LA T = R EETIE
FIRFE AT LUE Citrix Virtual Apps and Desktops 1R USB i&%&.

© 1999-2021 Citrix Systems, Inc. All rights reserved. 112



iBEAT Windows B Citrix Workspace R BiEF

fEEBIAYMRIEIR /@R LAN IRIRR2 45 USB &% (FIIMEEREGEN. £RX. HEBNEN) PHENSSI6E, Xi¥
—3, XEGFEEAIEN Microsoft Office Communicator #1 Skype i &#173H,

Citrix Virtual Apps and Desktops iEE#X 15 T HIERMIEE, FHLAMER USB

o B

o Bin

o BEEF
BT A USBi&& (5190, Bloomberg %% 3-D Btr) ERENEMR USB %#f. BXAEE Bloomberg #EH1E
8, BE5H
fd& Bloomberg 2,

BXNEMER USB REEERKMANNES, BSRMIRPOXE
CTX122615,

ZUNBERT, FXBRLEAAR USB ig&i@id Citrix Virtual Apps and Desktops #1Tmi2iEE, 0, AAAAE
BEEAE USB EZIRAARMNMEIZOFE, FNESWXMEEHTRIEEE. BIAMBERT, %% Citrix Virtual
Apps and Desktops &iEHREALTHEER USB i&&:

o IEPFiEECER

o EMPIMLEOF
« USB 428

« USB EfZ&FCs

EEFISE 4SRN USB R EFIniEEE, BE4SEEATTEAREERE,
ZUNERT, AEIFIE T8 USB i&& AT Citrix Virtual Apps &3&:

o IEPFiEECER

o EMPIMKEOF
« USB &428

« USB EIfz&Hces
o BIRE

s RBEHFMHRE
USB Sz TEAT:

BFiEN USBigE/E, RARKIRIE USB RMEEXZIREHITINE, MRAW, NESKETEERIEMKE. WRFIA
REGIELERILILE, NRREAMIEHER,

BF#EAUSBig&EN, sMAFETEMN, SMAFRRINEE, AREISAEEREEMNTIRPIEFIEE, AR
ERLE USB g &inieE iz fBINSE, &, AP EUERE USB i, UEERIEZAN/HKEREEANFIE
USB k& # 4 B ohiiBEZEIR AR E IR .
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RBEFERE

B USB ziF9h, mAZIHRIA LUEIE R P inIRchaIRET sk SC, ER]LLEER T Windows #9 Citrix Workspace [z
REFRETEERRT P HILEE > BRGNS RECE RIS, XNERTFABEFEIGE. LALLKEE,
BPERN, APIEEENIEE BN E S EIREhE AR, XLEIRRNEE 2R EE N IR AR
XK,

AP B A E IR BRI 2 B E B X FIA0 T

Thag B P ik IR Eh 28 iR gy USB & #¥

L NINEY =) = =

AIECE RIEiARIR = £

AESERE RS & MRAF S EBNKERNT 2R

PREEMF, WA “=2”

WNREIYEAER USB M1E F iR ERIRGTRER, HEREFRZABARBTEEFHILE, BELERTF HIENSE
BREDHITEREM, ARAEEET USB F#HITEER, MREREMFBRZEBNZIRE, WKELER USB iF#
TEER, ARZAEREREF IHIENRRET

RAIANER T AVFERRAT USB ig& K31
#AIA USB SRESMN A FEZZ M USB iR&E X,

BALTIRFPIIETXE USBg&E, BEHPREXRIFHEHITHIINGE A E7E Citrix Virtual Apps and
Desktops iEFHAFHITITIZERE. XLEXIM T
o B4 (5101 - BESMANEE (ERN) . SMEEIEEM MIDI 24188, IXSMEHBEFERT
XenDesktop 4 RESRAZRHNERESE M, S (2 01) FERTF Citrix Virtual Apps, FERXEGE
7z Citrix Virtual Apps AR fEA USB it {TintgiEz,
FE:
Rt lig# (FI30 VOIP BiE), RE#HITAIMNEE, BXEMES, BSRMIRALXE CTX123015,
o YPEBIEOIEE (K5 05) - XEGEBMTF AGFEORE (HID), E2EERME ‘S AASRE, HEE
BHERGURMT. BEEFENNERBXNESE.

o BSEG (5 06) - BFEMIEBENMAHMN. HEBVEEXFHEEGLAES, ZXERER EEMHIY
(PTP) s iAfiainil (MTP) EGEBIITENHEMIMNG, BNETERTAXBTEFHLE, HATHE
TEN B SR ENRERBEERTIUERREPE—3%

o =W

MRBNERARBEFERE, WEREF KRR, MAFE USB ¥,
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o FTEDHL (365 07) - BAFLITEMERENFFENN 3 ), BRASITEVERNHESTEILLTF,
ZINEEATENN FIRE R A NMBELBREEGI8E. EXMMERT, TEITRBEERBITEINE, AWIEET
SEAAEME, flM, FHIEEGRLE,

FTENNBEERE USB ZFMER T A LUEE T
AR

tigE (IFHIREBRMINGENITEIN) FTEHTIINCE, AXIERETIRA, BSRMRALXE
CTX123015,

o RAREEME (£5108) - RENHNAREEMWZEE USB NEERS, HABEEMIGEEIE USB INBER
Ixzhas. CD/DVD IEzh2s#l SD/MMC Rifk28. FEENIBEMINENEEHIREARSEEMEED, QFEE
BEs. HBRANMNFN. ABEEMH (3£ 08) FEMT Citrix Virtual Apps, FEHixLEig#&#E Citrix Virtual
Apps FAREIfER USB g TinigEE. BN TFEREE:

01 ZRMIANFIRE

02 #2381y CD/DVD i&& (ATAPI/MMC-2)

03 BB pREH IS & (QIC-157)

04 s RIAER A IREN2S (UFI)

05 s pyER AR IR ENES (SFF-8070i)

06 K& EA SCSI M TEMABTEEFHISE

BEERT, ALEIEFIRRESFRFKILRABTEFMILE, Bt USB SZHRHHFRHFEN.

« ABZ2MN (X7 0d) - RERSMIRETUMBARRI, BEATRIFTFIHEFRINER, HXTESTEMT
RIFEE,

o MM (33 0e) - ASMERIEIEA T RIEMSASASBRMFI0IRE, FIMIMLEEN. SEDEEN. BRI
Tifgs. RLBEES, Uk—EXFMITRATEEEE.

BE

REHIIURIGEEASE XenDesktop 4 HEBMALZIFNENEEEH, FLEWNEE (GINAGEHENT)
BERIMEIEEY) FEHITIINLE, BXILABHRER, BSRMIRFAOXE CTX123015,

o PABETRE (K7 0f) - XLRECEMEFRE. OXENR. PRI BHHENSOMESTSETAET
Ri2IgE,

o MARFAHNESE (X5 fe 1 ) - F2 RS ERHRNERENINERE USB BXERITELRINNY, XLk
ICER R T ARNEEE (K5 ),

BINE R TELEREN USB 128K
#AIA USB SRESMMIELERZ LIT USB 1R& !

« BfEM CDC /I (32027 0a). ARk USB REEFAVFIERXLIRE, RAHFHN—MIETERHASENS
[E=SEgiNPES S
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o AMEFEORE (£03), SaSMRANELIEE. RENAGFAEDRE (HID) 81F: BE. BiF. B8
&, BER. FRE8. TS, MHEMESThEE.

F 01 XHFHm “51948O7 X, sMEREMNBEAAER.

BRIABY USB KBS R Ao iF6E USB & (3£ 03, F3 01, #i¥ 1) 3t USB Bt5 (£ 03, 7201, thiX 2), X
ERNEMERE USB ¥, REBHREM B BEBHITHENILNE, HEERIENREZE, BEFTEL
iEAMNTEERXEIRE.

o USB&428 (3£209), USB &£A4BAVFRMINREERIAMITEN. TEEEHEXLERE,

o ZHEF (K 0b). BReFEFREEHENATE TR RENEMATR R RE, UREFTRARNERFEEN
SR USB <R,

I LUERE R RIZIBE RTINS sE Rk Fa8, MAFE USB X
o TEIEHE (K e0). HP—ERErRiRHXRAIMATAR, REERXBHIING, WEFREHET
AL USB SREEF VFIERX LIRS, B2, FERKRERRESHEA USB HHRMILRINIR,

o HitsR&ig®E (K5 ef, 72 04) - HP— L@ maRIRMXEMLIHIE, RN USB ISR A IFERX LR
. B2, BERKKETIRESHER USB FRMiIAAMNR,

BRI TIRIEEER USB §&5IR

Al LA 4a4EE AT Windows 89 Citrix Workspace Rz A2 i8Rk X4 R B alnf2iE 2 R may USB & & 158
H, XAFEERAREEINHERT Windows 89 Citrix Workspace #1788 K. ZXHMTF AT EREMN G H:
\C:\Program Files\Citrix\ICA Client\Configuration\en

HE, BEIUEES MRS LAUEMR, MR T EMmREL:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\|CA Client\GenericUSB Type=String Name="DeviceRules”
Value=

B

AMRFEFEHLSBERG, JRFEEMRERERSA. Citrix TEHRIIEIMRFEREAFLSEEY
BV AES IS LABRR, (EREMRRIESRT BIEN, EREIMERZAT, BSBHITED.

PN RE U E S

HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA Client\GenericUSB Type=MultiSz Name=“DeviceRules”
Value=

B NRIEF mEARN,
B USB & HRREBRIFAMEL, B2 Citrix Virtual Apps and Desktops xi4erfy USB 18 & 5EERIZ E,
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B E USB 47
AR

o BRAFHLEZRTF Windows B9 Citrix Workspace WABERFE, #%AmA#t GPO hHNSHNE
R, BRMAZAH GPO RARMERNGNIFMER, 1ESH AREWREEER. MRHITHE, SH
R4 PR ERENEIRE,

o ItkThEE(NTE Citrix Virtual Apps BRS38s AT A,

BECE USB SIRE, BRITUTERE:

1. @idizfT gpedit.msc $T7F Citrix Workspace R B2 4A SRS R EEIRR,

EHENREETAT, BEEERR > f£HEEER (ADM) > Citrix 434 > Citrix Workspace > B k18,
AlEEFETE T ER USB EEaRMEF .

WEIRE,

R AFME.

WEERABERITH cmd BRF.

BT TH<

N

o AW

gpupdate /force,

vPrefer =z

EREARRA S, ATLGESTE Citrix Studio $i&E KEYWORDS:prefer="application” E1%3##sE VDA EREHN
FRREFRISEE (RPN “Atf)”) BT eRmniAiER R,

B 418, ERERmRHS (Citrix Workspace M ARZFEREEBHNSIER VDA RiE1T) , EIER LUEH
Citrix Workspace R F#2F2&5tBsh VDA LREMNM AEFIASES NRIFATEBREFRM), AEERE
Nz AR BIFEE KA,

vPrefer 1£ StoreFront 3.14 # Citrix Virtual Desktops 7.17 BSR4 AT,

BN BEFE, Citrix Workspace RZFFEFH§I5EX StoreFront BRS3 85 LR EMEREEH 1EA2EAT1RIE vprefer
IFERAIRE, Citrix Workspace M AT2F7# VDA £E89 Windows I RAIEERMN AIZFMNREREZ, MREE, N
BEhZNRRERFNAHIEG, T, BEZEAEFEESRG,

NREBHNEAREFRTEE VDA £, NKEHItERAER. BXx4AtEEn7E StoreFront LRI IEA A EH
=8, iE20A Citrix Virtual Apps and Desktops X#4ma9iH| B & i SmE R AZF R At E R,

MEARFLEHE VDA L Esh M AR FE M A& L Fl, & & Delivery Controller £ £ A PowerShell % Lo-
calLaunchDisabled i&E5 True, BEx#4E8, i Citrix Virtual Apps and Desktops x4,

IhEER B FEMRE B eI IR, MMIRMHEMRSHNAF L, FTUERARIRYR (GPO) BEERIE#IT
BB, IMABERT, VPrefer REXNK =72 L TFERARS.

AR

BRFARHRE Citrix Workspace R FRT2RFRY, #Zm7t GPO RN sfMaviEiRX 4. Bxm7Ait GPO F
AMERXABIFAER, BEH ARBNRERERR, WREITAHE, SHEHIXHHIETHRENEIRE,
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. @iiafT gpedit.msc 77+ Citrix Workspace M ATERF GPO EEER,

. EHENEET ST, EEEEER > Citrix A% > Citrix Workspace > BBIRSS.
%#%¥ vPrefer %8,

EEERA, AEMAFNARRF FHREDR, WEUTERZ—:

s AYFIERNARERF: XK EE VDA LB N ARRFRN A, Citrix Workspace M FAEF#1E
RERENNAERF (815254, itHE. 5FR. SRTENZEDY Windows MARER), HER
VDA LW FEER, MmiEBmtERMAERF.

s AFERENNARER: AT S5 VDA LERENNARFHNAMEG, NREAEFRREE
VDA L, NGBt ENBIER. RIAMERT, % vPrefer RERIGBENBERN, AFERENNERE
R TFERRS. WETIFIZEAR. HEREAN Windows BIERFR AZFHIFRTE.

o RAVRMEBRARER. &S EEHZMEH L BN ARERFEE,

5. BHNAMAE.
6. ENRIRIEUFEEREK.

»w oS o

PR
« iEAT Web #9 Workspace A3z #FItkThaE,

Workspace it &

iEATF Windows 9 Citrix Workspace B A2FE 15 0ageER Citrix Cloud shigEr—M=l 2 MRS HIT RS AR
& Workspace,

Citrix Workspace M BEFHS N ERE P RESRNASE LEXZR, &7 Citrix Workspace M ABREFHH
FrE#F I EXERYMA Citrix Cloud Workspace FIEARS IR AT,

THRBTFHFIEXBRAAREN—H9, ETZEAAE, T EBL2MREMTMILE RN BEFIIIIEE.
LtRBHEER T EXAREENITIRAEERETARFN—RE. LREAWREW, FENWSHITRAEMNS,
BHNREE LEAREFRES. Fi, LREAsERERENEET “StoreFront” K& “Workspace”,
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aa

Citrix Workspace 0o Q fxv
APPS
Apps
All (16)
Ce 3
A S L J) = 0%
Access 2016 Calculator Command Prompt Excel 2016 Notepad OneNote 2016 Outlook 2016

) 3 ? ® O N\ >

Paint PowerPoint 2016 Publisher 2016 Skype for Business Snipping Tool Sound Recorder Windows Media
2016 Player

s E

Word 2016 Wordpad

Content Collaboration Service &5

LtehRZ5I N T Citrix Content Collaboration Service 5 Citrix Workspace N REFHER. &= LUFIA Citrix
Content Collaboration 21, REMAHIAY, BT B FHHFREAT I, Rt ERE = EHE IR
WnialhE=iEl, Citrix Content Collaboration 12t 7 ZMI(EAR, GIEETF Web WRE. BsiEF ik, KEMNA
EF U5 Microsoft Outlook #1 Gmail H9gE R,

BJLAfE A Citrix Workspace 2 A 12 E mE X m+ M Citrix Workspace 2 #2F 517 Citrix Content
Collaboration 1&g, [ 2 M Citrix Cloud =%l & i Workspace E2& /2B T Content Collaboration Service
B, ZREBEIINHERR,

AR
Windows Server 2012 #1 Windows Server 2016 3235 Citrix Workspace [z F#2F# Citrix Content
Collaboration ££5%, XREMRERAPIZE T — M RLIET,

TEERTH Citrix Workspace R AR IR RHRFINS

© 1999-2021 Citrix Systems, Inc. All rights reserved. 119



iBEAT Windows B Citrix Workspace R BiEF

Home

Apps

Desktops

(] Files

Favorites
Personal Folders
Shared Folders
Network Shares

SharePoint

Feedback and Approval
People

Inbox

PR .

« E& Citrix Workspace A2 R =7 Citrix Content Collaboration,

« 1£ Citrix Workspace M Ai2F IR AmEAR =5 Citrix Content Collaboration,
fEREA R A Citrix Files FiE THNME:

1. BEFMREESFHEME HKEY_CURRENT_USER\Software\Citrix\Dazzle\o
2. #%&%5 DownloadPreference 6l “FAFRE" MR

3. ¥ Citrix Files WENE T HERF S HIFHWER “E” 5,

4. MEFBERTHREMEIRR, B “E” THgBER

BxEAELEED Ul BE2E Citrix Files THABMES, E2HERT Windows B Citrix Workspace M 2R
XN ERSREIATAE FEE,
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Saas N EER

5t SaaS MARERFHNR2FRIRMTTHAFRRXNELHM SaaS KARFNSE—AF 4L, SaaSNAEFS Single
Sign-On —ii2iRfl, BIERUIEA LUBIE S IESHFE Web ih =70 Web uhs 23891518, RIPARBIMBEMRLHF
8 & MBS B R SR TR,

i&ATF Windows B Citrix Workspace R #2RF 2 #5&@:id Citrix Secure Workspace Access £ SaaS 72
. @idiziRs, BERTUREERRNNIZIFER. £/ Single Sign-On UkARKE

M=3Xft SaaS MAREFEBFUTME:

o BEERSR - BTIRE. BHRMNER,

+ Single Sign-on - /A Single Sign-On BMER,

o ERTAENARFINLEER - EANARFNETERNESE,
MR

+ SaaS MAEFHAEZIF SAML 2.0 B4383E, Z8ERA Single Sign-On Ihkk,
« I7E Citrix Secure Workspace Access £/Z/ Enable enhanced security (BRigRES) %M, 7
BETEE I SaaS MAREFIEARANNLEE. MRFBALED, NWEBD SaaS HARFNERZF I LS
BHEINKE

AR
Citrix Workspace MR LR T MAHIREN SIS AN BIEF. SEAXGLIRE—RHNAF &R,
Citrix Workspace M BEFE&ATEE) SaaS MARFMIANNEE, XESHEiHnNTem Saas AR
BB RITFMABF KK,
AR
« JWFERTF Web # Workspace, SaaS MAEFEERBEF IR RSB NERIAN KRB, A2
R DN W AR =
« ICARIENARFS% S SaaS MNARRF BN AP FRE 8B,

BRARNH SRR T A, BIMER. TEN. FERKENFRIE, XERIERZIZER Citrix Secure Workspace Access £
BYSRBRECE RAVMERI AT Citrix Workspace B f2FH,

BT LAE A ER N TUR S 2R AT TROIRIE

TEE-ENARFLEAT TARRTN, AIUERDNNARFFES “FR". ‘A" M “BIF” &M, s, T
AR B REESERIRFRNEIRS,

BINGHR - FER FRTERE LR A T B IRIAIRIET, RIATERHMNARFPERTEERERE “BI)7. “SH” 1 kL7
E. BRATZEDR, “BIY)7. “SH” M W7 ETRR R,

FTED - MMREA THTENED, WA UEBHNNBEFFIETHNG S RAR, TEETERERERINNABER
o

S - IRBATSMEDR, T—ZEGN L —SERRERTERHNNAREFPIITREZF,
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TH - MREAT THED, ERUMBHNNBRER THX 4. AREGTRINNABREFHEEREFN. NKEFRE
g, RAERHTH.

AE:
THXH, F2ERHELZMUIERTHRS. BTH=M.

JKED - BATKENEDRY, BE%FHTENNARSN IP #uthKENE R RESMNNAREF, KEDZFHEHRR,
TEREURTEREMER.

£ GPO ELE#E7F:
YETAP AR REERUIFRIRE SaaS WAREFN, ZEFERAET—MAFR, MIEARZEHRERNEES.

EfgRtinRE, Citrix Workspace AEFSINT MIAKIEIIR (GPO) BIBHRME, ILHRIEERAYEAMIZE LF
il S 2R LR TFo

1. @idiETT gpedit.msc #77F Citrix Workspace 7 A2 4E SRS R EEIER
2. HEIHENEET AT, BEEEEER > Citrix Workspace > Citrix Secure Browser.,
3. REEFEE,
AR RINERT, WEREIEEANEEA.
4. BERHEA, BEEEER, AREEHANME,
5. EfEsh Citrix Workspace Rz BERF MU ERMH A E R E .

PR

1. MRBEEATHEERHZERT THNERXTNARR, ARERINNAREFFHRITITNGS, BETHD
REZEIMR®I, @ANRIRERERSRTF PDF. #RRT5E: BFREATHINGE, BRBITEHET,
2. MAREFPERNBISAR] SEREFA.

B% Workspace ERBEM#E S, 152 Citrix Cloud 89 Workspace fiE,

AxaaeER Citrix Secure Workspace Access E2E SaaS MAREFMESR, 15507 Citrix Secure Workspace
Access 14,

PDF #TE]

iEATF Windows 89 Citrix Workspace M2 ZFER1EF#1T PDF #7760, 3&@id Citrix PDF @R #TENH IR =0T
%, EETLTENER Citrix Virtual Apps and Desktops LizfTHIEE N BIZFA S E B 8IS,

LI MITENSHEERESE Citrix PDF $TEDHLEINAY, $TEDHIRENIER SR 3% PDF #¥%1tt PDF FAEAM#IE
&o FMafSLt PDF 2fERARIAN PDF EE[RBNHITES, FHMAHIEERITENITED,

Citrix 2R Google Chrome 55885 Adobe Acrobat Reader &% PDF,
A LU7E Delivery Controller L&/ Citrix Studio EF Citrix PDF $TE,
UAS=E- LN

« Citrix Workspace B2 1808 Sk B= iR,
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« Citrix Virtual Apps and Desktops 7 1808 s E =ik 2,
o BAEENITEN LEDRE— PDF &TE:E,

Z/FF PDFTEN, iBHITUATIRIE:

1. £ Delivery Controller k£, A Citrix Studio, EAMEEPIEZFRET R, PJUACIEMER, W URE
AR,
2. ¥ Bz=tlZ PDF BATENNEKIEER “ERA",

E# s Citrix Workspace M AREFSIEUERMHAIERE K.
PR -
+ Microsoft Edge X% 38R+ PDF Z&EFITENTHAE,

& Windows Continuum 89 Windows 10 a1 B4R B it =,

Windows Continuum 2 Windows 10 M—IL8E, AILUHAERFmg&ENERSRE, EHT Windows 1 Citrix
Workspace N2 4.10 REEM A% Windows Continuum, EiEmEERIER.

SHFBRATIEIHEEMIRE, MBREZESFHEIF, Windows 10 VDA B FIREMIEXN B, EET #BE8m/ME
T, EUEEERERN. EFAFAIHKIESE E3E Surface Pro -4 —i8&MNREE LIFHSIEEEE, BEFIRE
ERASEEmERZER, EXFEMES, F21A Citrix Virtual Apps and Desktops X4 A9iE R Tt FI& &R
AR BB AR o

YISEES EEEEIAIER, Windows 10 VDA B0 NB B T RN E A mEE LEEEEREREr. 48
SIETEEEN S BREN BN, BEBETRN, tkIhseE VDA LEEARTERRS. EZRAIIHEE, BFER

Citrix Studio &4 AR IS R UIIR 5RER

TIREBRENRE T EETARENAF RE:

o TR,
s FERENEEHNRENBEFEUEFRITH.
o ESHEEE “RE” i,
o MESST=rFRIFR T EliT.
SEENREERNARRE, ERUGE PC hERREN R —HH#TRE,

AR

i&ATF Web #9 Workspace 73z Windows Continuum Ihgg,

HEBABEER

FRBABTEERRMLETE VDA ImEMAFFIRFH Web FiE, thIhaex A Citrix Workspace EZFHERF
IRSEBICEN 2SI E, %5IZESM URLIZERHTTP #1 HTTPS R&.
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} =r

AR
AILUERRLIESIRIEEEEEAE VDA I (URAEEZEFIHEER) B Web fimE,

FRBAREEBZIF Google Chrome 535K Internet Explorer #5528, HIMBARETE@INEER Web
RBNAREECHRE,IRILE, FHolEE Citrix Workspace B2 HERNRIAEN N 538, HLINAERMLEER. .
EREMERSMHED S, XEME BN S ERSH Web ITE (EEEE & HTML5 5 WebRTC #4789
Web mi@) BIBIRA AR

BXFAER, BRI SERNTEEM,

Citrix Analytics

Citrix Workspace M AR BEZH0N, AIlZ etk AEE#HE Citrix Analytics. BAJG, B Citrix Analytics
RS EAFEHES. B Citrix Analytics BiF4EE, BB Citrix Analytics,

B3 ERAR

18X BARTHREARTE B B DR R P RE— ik RirE58EE,.
Ex BAMEBMR RIS a 2 BNGRIEE, fld, ERBMRTHEENNS R, ZIMEEEER. s, ZHE
FRERREBUR, EAEERE 3D MRIIRE, SHAMENTFRSLIFNUEREX,

ABX BARSTRFHR M T AT LA A MIREI 5 ARBR BRI EANED. FEAEAXN RARRAMIREX RATRNBI N A
EFEERALIEE.
ALUESAPMESSEEM FRRERIN. XiF, ERe] I RIhaesrl AIt#1T EREApIEHl,
pEI=
IEINRENE B AR RE=IETER.

INREAFMREERR default.ica XHEBEZINGE, WEMERIFLLRE, ZEENARA.

fEREMRRIESR I EARX BT
BEEZINGE, BERUTEMRISENER, AREMBHIRE, UEEREN:

EFZIGeESIEEM LT, BRITUUTIRE:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse

EFZIREESAFEM EATE, EHMITUTRE:
HKEY_CURRENT_USER\Software\Policies\Citrix\ICA Client\Engine\Lockdown
Profiles\All Regions\Lockdown\Virtual Channels\RelativeMouse
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- % #: RelativeMouse
- £ ®: REG_SZ
- {&: True

AR

s EEMREERPIRENENRSLLEST ICA XHIRE,

+ £ HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER =g B EXEE. EFRRBERTEE

SSBHIAR,

£/ default.ica >XHE BB BT

1. $TFF default.ica x4, ZXHEBEEMTF C: \inetpub\wwwroot\Citrix\<site name>\conf\
default.ica, He sitename AESIBRE AR AEIEEN R, *tTF StoreFront EF, default.ica
XHEBEAMTF C: \inetpub\wwwroot\Citrix\<Storename>\App_Data\default.ica, Em

storename AEIENBEBHEN HEIEENET,
2. 1 WFClient 2895 #iI—1 &5 RelativeMouse BFEARRIA, HERENS JSON WMRIEFWEE.

3. IREEEIREE:
 true — BAMEXERAR
+ false — 2B BEIR
4. ENBMSEUFEEREK.

3 =r

AR

EEMRFEESETIRENENRSRST ICAXMHRE,

M Desktop Viewer /=B84 R AR
1. & Citrix Workspace R AEF.
2. BRIEAGHNREERIE.

3. M Desktop Viewer TE#eh, EFEHIE,

AR &R “Citrix Workspace - B&ER” 0.

4. EFERE,
5. EENBIFRET, BRAGAENERT.

6. BEHNAMHE,

AR

M Desktop Viewer Bt & B3 BARMEZINEEN BT E&1E,
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B Rt

i/ Citrix Workspace [ f#2RF (L& HDX Engine 14.4) B, [SEEZFF WA, BNaER GPU #17 H.264 2
18, BT GPU &I APl B2 DirectX #sRNER,

E{FH Citrix Workspace N AEFAFEI R ERIEIRE BN, BHRITUTIRE:

@idiz1T gpedit.msc 77 Citrix Workspace N BIEF AR EEIEIR,
AHENEET ST, BEEEEER > Citrix Workspace > B {438,
EERERES IR,

HEERA, ARRENANHEE.

N =

A Hardware Acceleration for graphics

E: Hardware Acceleration for graphics e tmie Next Setting

() Not Configured Comment:
(®) Enabled
() Disabled

Supperted ont | Al Citrix Workspace supported platforms

Options: Help:

Use this policy to enable or disable the use of hardware
acceleration (GPU) for remote graphics. When not configured
the use of hardware acceleration is enabled on non-embedded
GPUs, When enabled, Citrix Workspace will attempt to use the
client GPU to accelerate the remote graphics. On client devices
that do not support this feature it is disabled silently.

o || tony

ERIFRREN AR RREEEXES ICA RIEFERBEGINE, BERUT MR

FEMREEE: HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA Client\CEIP\Data\GfxRender,
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N

Graphics_GfxRender_Decoder #1 Graphics_GfxRender_Renderer B9{&EN 7 2, SIREN 1, MERR
EEFERET CPU BRI,

fEFRREMHARRDTHAERY, HERLATRRE]:

s MIREFFIKEEETHN GPU, HEHP—NMERBAEE D GPU LR FERTE, MEEER CPU f#,
o %33 Windows Server 2008 R2 Eizf7# Citrix Virtual Apps BR$5 2889, Citrix BiVEREERF M
Windows i&#& EERBEHREE. NRBALIEE, WSEMERKERXAEN MR TERAUR BRI

o

ETAEEIDN
Citrix Workspace BEFXIFSEFIMEFRNAN, AMTENZTXNAHAT:

o SERYEDD, BIMNIRMRIEBIENNESN.
- RENRHBINLAER, FIMREER.
o AR EINRHo

Citrix Workspace L AEEFAF I AR R E BRI FREEP OREMEZEIHIGENZRN. Citrix Virtual
Apps and Desktops A& A LUER Citrix Virtual Apps and Desktops Viewer &£ A H S HZ 7= XA ML
BB

& P IR a8 BRsy

&P IRIREHERIRG T N R P i Z B LURRI LR, XEFRENFAHEMHNMEELERMG. EEFE
FRET R A BRSNS B SR AN IR IR L TR R

BIANBRT, BRAILLIIEE.

BEAIINEE, BREUTEMERD, AREHBHRSES:

B%1F: HKEY_LOCAL_MACHINE\System\Currentcontrolset\services\picadm\Parameters
Z#F: DisableFullStreamWrite

284 REG_DWORD

f&:

0x01 - 2H,

oxxTH-BA

e SR
REALE/N\NERBSERTF Windows # Citrix Workspace MHAREFESFER.

ZETSEETHNETETSESEARFERFMOTHNAHER, ER1EHE, BREUUEERRNDHERMG M,
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REALIRRUTRMARNE SN BReas#T:
« 2RBERN, [FEPETSNERE, NAEFURERD—FERIXERREF,

Citrix Virtual Apps and Desktops: EEIA—H2 AT IMNE RSS2  Desktop Viewer §0, &
XESRBNIEBHARETONKD, REREHFEKK.

« BOEN, [FEPETRRENETRER, LAEFFRETIZNEREP.

Citrix Virtual Apps and Desktops: ZHFE—4%F (UEIFFAN “SEA") PHNEESEHERHN, BHEESR
2, ZEEEERANETRER. NRERSEFHT], N—88& LAIUERSMEMEE. MR Citrix Virtual
Apps and Desktops 2iEfFERIEE LNEETE, ZETBERAREPHNER TR, BN, RIEFFHESRINER
B/ERNER TR,

BRAZEREXE, BHERBREUTEI

s AP IRBERENZHEZ T ERES.
o BRERFGMAEEBIONEENTER. £ Windows F& L, BRIEETRET AN, BRIILE > R5HE
HET, AERIASITERSERTRMET.
- WNEERBZIE:
- Citrix Virtual Desktops: f£/ Citrix itBHKISILE “BRAERE]” REEERRTZRE
- Citrix Virtual Apps: RIEZZREER Citrix Virtual Apps AR5 28k 4 :
* fEA Citrix itENRIILE “BERAERS]” REEEEFNEFRE
* 7 Citrix Virtual Apps BRZ58869 Citrix Bzl aiEE, EESERPRNEREHRRSEE
% >“ERFrERML">“IRSBBIAME">“HDX Broadcast”>“ER" (8 “EHRSBEM” >“BK
FrERM >“REBIMIAE>ICA”>“BTR"), HEERTEIMRIENETNRANE.

BRFRIRERBANE (WL KB AR, UREEBHNERAT. IRRENEFBA, ESEENNNERHLHE
FEBREIE—BIETEN.

EX 428 A Citrix Virtual Desktops:
1. 3%4% Desktop Viewer #F & & Tk,
2. EEREO.
3. AR N E RSz iaEs Citrix Virtual Desktops R&. BRENERBPIAYET—HRE.
4. 7£ Citrix Virtual Desktop TE#H, #EF2R.
BREIEET BRIA 8.
&% Citrix Virtual Apps and Desktops it BERIEEFAFEERIELR, ESRFMIRFLXE CTX115637,

FTENM,
BERAPIKE LRITEINIRE

1. FAFRE L, MBREFPRHITEIREREEFERE L.
2. AREPRSEEMF L, BE “BRANK, HXW ‘BGRESR" 1 ‘BEENFERER ETHHTEN.
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FREREH

Citrix Workspace R B#2F 2T EEEXAMAFERNURIGEL FKERARTIRBEEXNEHETRERE,
BUAFEM Windows AR B2 AtiZ 15 10) 2 #A Rz FR 2 FF Al = E

EREBERTHELGE L, Citrix Workspace NARRFTEERLNIZENER, HERERBARIETERFE
HE R R,

EEFRAUEBREENZLERRBE &, 15 £ HKEY_CURRENT_USER\SOFTWARE\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver & #l| # REG_DWORD {& DisableKey-
boardPopup, HEZEIEERN 1.

AR

£ 64 U it 8 #1 £, ¥ £ HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
Client\Engine\Configuration\Advanced\Modules\MobileReceiver #r&l&Z{E,

AL X EEM RIS E N 3 MARRIE, NTFFAR:

« Automatic (Bzh): AlwaysKeyboardPopup =0, DisableKeyboardPopup =0
« Always popup (E223#H) (RE#EE): AlwaysKeyboardPopup =1, DisableKeyboardPopup =0
+ Never popup (MA3#H) (REHRE): AlwaysKeyboardPopup =0, DisableKeyboardPopup =1

BERESR

HLAECE Citrix Workspace ARFBRENEGRHRIENASGE. BRAREREANEKEZE, FATLIEE Citrix 4
#ast. Windows HBMITAURSIENRERF.

1. @idizfT gpedit.msc $T7F Citrix Workspace i FiZF4A SRS R EBRIRR,
2. EiItENEET AT, BEEEEIR > Citrix £AF > Citrix Workspace > B K5,
3. EFRERES R,
4. EEERAUKRFIENET,
5. E#EsN Citrix Workspace Rz fTEF 1% BRI HAIE SE K.
Citrix Workspace R BiEFZ 1 32 i@ EF:

Citrix Workspace R #2245 32 (g8 BENR, HERIMUAEZEROIIEE. “Fia” KB URESEZHE] RHR
RiEFEmEFIeRE, URHETENBER.
JINCy
AMRFEFNERSRTERR, AIEFEENTERERS, Citrix TERIIERIMRFEEREAFRLESHE
IMBVIE SIS LURR, EREMRRIESEHBENI, EREIMRZA, BSHEITED.

ELEHERFREE, ® l7E HKEY\\_LOCAL\\_MACHINE\SOFTWARE\Wow6432Node\Citrix\
ICA Client\Engine\Lockdown Profiles\All Regions\Preferences H# & Ml — ™ & A~
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TWIDesiredIconColor WFAFHEEMRMAKRHEIRENFATE. EIRFTRENEEREN 4. 8. 16, 24 7 32
/R, MRMEEEEERIE, AP TUNERERRENAERE,

Desktop Viewer

FENEVSERENEIVER, EXAFBREHNKENSRNEREEARAFNRENEVERNEUTMAE, &
AEMKSENNAFAREUNAF25EEEZNEERATENMEEERTF Windows 8 Citrix Workspace [
FERF.

LYAPEESHEMEETER, 5% Desktop Viewer, BPHMENEEAIUZEAGHNEMSE, thAll2H
ERETRAEE. EltinEsEF, Desktop Viewer TEENEEATFAFEE AT AEHSEHTE A EEmA TR
MERZEE. BPIUERR—AFIRE EMZA Citrix Virtual Apps and Desktops i&EiEHRi& B & ERMER S
N R,

} =r

AR

/A Citrix Workspace A2 o] BERENKE EMNREDHE, TEER Windows“IZHIER” BERES

K,

Desktop Viewer HrfyEEEIN
7£ Desktop Viewer £3&#, Windows ##58% +L i5@4<3tit Bl
Ctrl+Alt+Delete fsmzitiit EHlo
BUEMGHR. FERATIRE (Microsoft jHBNTHAE) BUIRBRIALIEMANHITEN.
£ Desktop Viewer B9—TsEBITH8E, #% Ctrl+Alt+Break $E#HE O 2R Desktop Viewer TER L,
Ctrl+Esc XX F|izt2 EPARE.
AR
Viewer . REENEOF, Alt+Tab SERIEIMPNE O ZEYHRERED.

ARFFIRA Citrix i HRA S, FI, Ctrl+F1 EFIEED Ctri+Alt+Delete, Shift+F2 ELREXMEOE
RZERNAERF. Faext Desktop Viewer M2 Re9EIMsE®E (BN, ¢ Citrix Virtual Apps and Desktops &
i) ERAERY, BB AGHNEBRERE (B, 33 Citrix Virtual Apps £1&) ERAEFT.

IR E
ERERIET, ARTEERIIR— T ENKEH. SHATIHIRERETFASIEKERIENER. Alt, Citrix Zi:

- BERANZERELNEFIRERENEALXHRE—KENLER
s APANZASEARRE—KE, HFEERENBHFAFREMERINEIENER.
¢ APANZANRAHRA—KENGLR, HFRHBEMZER
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HAER, BPAMERIBFEMKENITEN MBS ZEmH# TER,

INRAF MRS EERTIER Citrix Virtual Apps KRB ARRF, HBEMARE%E 54 Citrix Virtual
Apps BIESR, Citrix BiESHI—EMEREXIRERS, UMETRKENNARFSIERNKEREMRGTEFT—H
M, ERERIEFR, AMIERNR[BRAMEIREHEE, Fik Citrix Virtual Apps B R AN BN IRNES ST SRER, S
BREIRENER,

RSHE T 2B
EA AE N AF B IERN RSIERE BRI EKE,
EENENER, BRITUTIER:

1. BoiMREERSR.
2. SMBIUTRE:

o« 7£ 64 fii it & # k£: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA

CLIENT\Engine

o 1£32 iitEH L: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\Engine\
3. BIEITIEMRI

« X8 REG_DWORD

o B#: ST INACTIVE MS

o B 4 IREFERSETERIVEK),

BLB I EMRIET, RSETBUAESMEL AR, SMTHREENZ. BERILERRSETS, BRITUTER
E:

1. BElEMREES.
2. SMBEIUTRE:
o £ 64 fii it & Ml £: HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA
CLIENT\
o 1£32 iitEH E: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\ICA CLIENT\
3. GBI EMRDL

o 281 REG_DWORD
o &#: NotificationDelay
o B UERNRUNEREE (B3, 120000)

EP{xeEtR (CEIP)
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eS¢ BieA BIBERMAA
FeEM AR Citrix P43 2tE itk (CEIP) M Le#iBaI#ERh Citrix #25 Citrix
EAF Windows #9 Citrix Workspace R A#EFHRE. 7

Workspace MREFUWREREM S
ERBYE, HEDRBEIEREE
Citrix #1 Google Analytics,

Hthf5 2

Citrix BiRIEES Citrix ZITHERZFROBENEIE, FHIRE Citrix Trust Center EiR#A Citrix Services
Security Exhibit AREFEER A RITEHBHITRIF,

Citrix & f#F Google Analytics M Citrix Workspace [z RiZFF U F 4B (ER CEIP —I43, 7EZE Google
MRS Google Analytics UEERIEIR,

AILGEE LT AR XA CEIP #3E41%3! Citrix 1 Google Analytics MTh8E (TESB=NERF * faRMHA Google
Analytics WERBIBE M IBTTRIRIM) ©

1. AEEm@EmxiEe Citrix Workspace [z Bi2FElfT.
2. EEEREET,
LB 2 a4k EEIXHEE.

3. EREURRE.

4. EER, §HgEUZR CEIP EREFESS,

5. BHR%E
FE, EOUSMIIUTEMRTFHEEIGEEE:
%1%®:. HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SFRRT: Enable CEIP
f&: False

AR

— B EEHIBWREIHEEREERET, 130 Enable_CEIP IMRINIZE N False, MBEHELZALIX
Google Analytics IEMREHR CEIP #uExEx (BMRIERZARAH Workspace MBEFIZ) , ESME
U MR IRE NS B E:

#12: HKEY_LOCAL_MACHINE\ SOFTWARE\Citrix\ICA Client\CEIP
SEART: DisableHeartbeat
f&: True

Citrix We&Er4FE CEIP #UB TR a4
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BRIERGFIRE Workspace LAk =~ BEEINBILE RO
¥
Flash kg7 Desktop Lock E2& B/ AARIEThEE SPRIEE
KIEBAE B EE Desktop Viewer it & FTED
EREEIR ISEENIE Workspace ZA#2FiE VDAEER
SSON R TRIEFRE LEERTE] L7
Internet Explorer frzs
Google Analytics W&ryssE CEIP ¥R TR EIE:
1BIER SR Workspace lBEFR B RirkE Workspace N HiEFiE
x=* =
RIEBENF IR EEREIY VDA 52
REEFRE TREFRE ERImERAR M ABERE
B EhEFTEED EEPOERER B AR FRIFEEE R AR R A
BRI
April 19,2021

AT BRAREMZSHENREM, KAHR Citrix Workspace M BIEF S B & RN E R BIMEZER S, Citrix
Workspace N2, SEGEESHRIE. FaEFUK Kerberos BEBESHRIE, AJMREZHMAEEENTHK

o

HEBSHIIE

B EEIMEEAFEEEHITEHNRIE, HEXFEMHITEMHIIERIAIERA Citrix Virtual Apps and Desktops.

L5 R Citrix Workspace M A2FE, BHEEEENENNAEFMESEmUK “Fia” RpigE—gFRs
StoreFront, EtBEEAERE, EAUESR Citrix Workspace BiEFFH Bz Citrix Virtual Apps and Desktops
RiE, MABREEMRBNENER.
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Fis Web 35388 EREEARARENR (GPO) BERERREERLAER, AXERAARKWNREBRERGEESLRE
FHFMMEE, EBRED Citrix Gateway F2E Single Sign-On,

FRILMERU TEREMEH T MR E R ARLENEE Single Sign-On:

. BFED
ul

=}

[0)

LI REIZPEE Single Sign-On
BEAFREIETRESSER, BRTUTSE:

StoreFront EHEEE.

7z Delivery Controller LEE XML 5EARS.

&2 Internet Explorer i& &,

Z#AH Single Sign-On 1 Citrix Workspace R AEF.

P w N =

7 StoreFront FEiERSER

Single Sign-On AFEIHFHITERIIE, HEMZEFRMM Citrix Virtual Apps and Desktops, MAEEEH
SHENAEFRKSEEITEMRIE, FA Storebrowse SLRRFRINNABERN, EHETREREANEKENEMHE
FHsE—itef#s Citrix Gateway BRE28, 8% “FiR” RRIgE, B E Single Sign-On /g, AILURMEAREIE.
MENAREFNSEURBHAENER, MERESRBNENEE,

R4 Citrix Virtual Apps and Desktops &, mILERAEEEHI &7 StoreFront LELE £ S E RSB RIE.

BEFRTEARNANRESENEE:

FafY REFAES HER

StoreFront EEEER SSON B&p Citrix Studio, RAEHREMA H&ER Citrix Workspace [z
S > EESMRIESE > BAY BEFEEERERN, ExB8mE
Hil, SRR ENEEBYIE AR

ZMEE (MRAA) o

FEEERT Web 89 Workspace BT AEE > ERT Web 89 43&HF R Citrix Workspace A8

B Workspace ifi= > EIBSMIIE EFESRERERN, ©x8hE
B> BREEE, SRR ENSEBYIE AP

i@id Citrix Gateway EZE Single Sign-On

/A GPO EEEIR3T Citrix Gateway BRESAE R,

HHEE (NRETA) -
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BiLiE1T gpedit.msc 777+ Citrix Workspace M ATEF GPO EEREIR,
AHENEET ST, BEEEER > Citrix A% > Citrix Workspace > B S5,
#FEMT Citrix Gateway #J Single Sign-On kg,

EEERMA.

R AFME,

E#E5E Citrix Workspace Rz BIER USRI E R E K

ok w2

7£ Delivery Controller tEE XML E1EMRS

7£ Citrix Virtual Apps and Desktops £, LUEERES1E Delivery Controller Lizf7U T PowerShell &%

asnp Citrixx Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $True

&4 Internet Explorer i &

1. £/ Internet Explorer 3 StoreFront RSS2 HRMEIAFihR5I&k. Alt, ERE:
a) MEHIERES Internet 319,
b) EH%e > Internet, ABEEFiES,

LB B R4 Intranet &0,

C) ERER.
d) FINEREYA HTTP 8% HTTPS #iXA9 StoreFront FQDN &9 URL,
e) BEHERNAMHE.

2. 1% Internet Explorer HEXAF BHWIEIEE, Alt, EHRE:
a) MEEEIERES Internet %I,
b) BERLETF > BEEMIER,

C) BEATENET, HEETRLILE - HEENBRKIEED.

)

d T{?Fﬁ)ﬂgfﬁgﬁiﬁ@'ﬁqﬁ RERERAT AR ANZEBRER,
2, User Authentication
2, Logon
(C) Anonymous logon

) Automatic logon only in Intranet zone

(O Automatic logon with current user name and password

) Prompt for user name and password

e) BENAMBEE,
ERGLTERORERRER

£/ /includeSSON FFx%4 Citrix Workspace R A#EFHEH B Citrix Workspace [z 2R LU EFRHAVE
B
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} =r

AR

MR LEEA T Windows B Citrix Workspace [z A2 Bk &% Single Sign-On A, MARZHFEA
/includeSSON F*AEEIRFhRAH Citrix Workspace B2,

EREFRAF AEAE Single Sign-On

1. #3 Citrix Workspace MARFZREXH (CitrixWorkspaceApp.exe),
2. Wik CitrixWorkspaceApp.exe UBEIZRERERF,

3. TRARRBERTERSH, EREARRBERET,

4. BET—F, ARKRIETRTEMRS

TIMELFREAF EEEEIMER Citrix Workspace MB2FERINENAEE (REE—MHNABEE) .

2R T Web 89 Workspace FEE Single Sign-On

Bl LAE A RIS R ERIERIEER T Web # Workspace LE2E Single Sign-On,

@dis1T gpedit.msc 3TFEARTF Web #9 Workspace GPO EI21R1R,

EHENRETST, BEEEEER > Citrix 41 > Citrix Workspace > BF 5581,
HEERAHA P 2B REHREIGBEANES A,

BEEREBSHIE. hERAFERT Web # Workspace RGNS REIEET RS/ EHTEHER
IEo

BEHEAFNFE ICA EENTEES MR, WATURBNSERS MRS, HAWEMEEE LEERE.
6. BHNAMAE.

7. EfiEshERT Web 89 Workspace LRI E R E K.

:“PJ!\’.—'

o

Y B S EERRWIERE SR Single Sign-on, HKZE ssonsvr.exe #ERBELET.

&8 Active Directory fi2Z Single Sign-On

BT B LR Active Directory A58 A Citrix Workspace FFiEFERE BB & AT, EXMERT, o
ISCH Single Sign-On S4%10iE, MEAREAELRGHETR, Fid0 Microsoft System Center Configuration
Manager,

1. T# Citrix Workspace M BiEFEREXH (CitrixWorkspaceApp.exe) HEERESENMEBHE L, #H
E=%7 Citrix Workspace M R2F8 iR BSTEERHRNZ R E X M.

2. MERATF Windows i Citrix Workspace M FA#2F T BRI CheckAndDeployWorkspacePerMachineStart
.bat &1k,

3. HEBABUEM CitrixWorkspaceApp.exe B BFMRA,

4. 7£ Active Directory {ASEmEERITH &9, %A\ CheckAndDeployWorkspacePerMachineStartupScript
.bat fERBEIIZE, BXEBRMAIFAES, 1ESIH Active Directory &4,
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5. EUHENEET R, HEBRER > RI0/MBMERLURM icaclient. adm XX,

6. FM icaclient.adm EiRGE, HEHTBENES > BEER > Citrix A1 > Citrix Workspace > i &
HIRIIE,

7. EEAAR R EEREHEERENERR.
8. EREAEESMHIE, ARRENA.
9. EMBIMITENUEEREK.

7z StoreFront FEiBE® S ER
StoreFront &2 &

7£ StoreFront fRS3 28 H#TH Citrix Studio, AFBER B ML -> HFMN[BIEEHIEIES %, EREHES,

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server.

User name and password
+| Domain pass-through £)
Smart card £
HTTP Basic

Pass-through from NetScaler Gateway

BRI HE
SRRIESRRSNBHFREREE L, SFCRIREERANKIEZENBHNERBANZRE, Citrix Workspace
RARRFRET B TR F 7S A0S REREDT,
RTHERR SN, RITIMERETAEIENR (GPO) RISRAE S HIRIES G,
AR
HERERIECBERER.
EERARENR (GPO) KRR AEMEFRIIESHE, FRITUTERME:
1. #@ia{T gpedit.msc fTFF Citrix Workspace N ABiZFA SRS R EIEEIR,
2. HIBNEETST, RESEER > Citrix A% > BBIRS.

3. EEEEHIIEHRES, EREUTERZ—:
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« BEBA: BERENBRIELEEHEERE . X2MIAETL
- BEH: ETEORIECHRRTFHEERE L. RANIIFENRDN, BAERBNEE.

4. BEHENAMEE.

REEXNERS

AIUEARBEREREITMIR, LUHR Single Sign-On EHRRE. ZUidEESERNFARANERIET, HETRE
#R

1. AEBEHAENXiEHH Citrix Workspace i ABEFER, AESEEEREIET,.
LB % B Rk BRI EE,

2. BERENESR.
tEHEER Citrix EBRZERED,

(@ Citrix Workspace — *
Advanced Preferences N
Connection center High DPI
Shortcuts and Reconnect Keyboard and Language bar
Citrix Workspace Updates Data collection
I Configuration checker Reszet Citriv Workspace
Delete saved passwords Support information
Netscaler Gateway [Default] ~ 0K
About
Version 4.13.0.569
2 2018 Citrix Systems, Inc. All Rights Reserved.
Third Party Motices

3. MiEBRERSERE SSONChecker,

4. BEHET. BRER—MHESR, ERNUEHERES.
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EENEREOESUTI
1. K& ETFBERERNEHER,

« FEERINCRAZBELERKRELER.

o BEER I IETREXNERNER,
o BN X ETRRNERERRERER.

2. RtERF. EREHEETURERNER, TARGIF, 7 Single Sign-On,
3. Bff: ERULRER. fl, R,
4. Wist: EREITEIRENILER .
5 FAER: TitEIEEREY, MREGXVLHNEMBESR.
BRREEXESMERMBENERNIFAER.
BERITUTR:

1. BHé& Single Sign-On &,

2. BREEHIRK,

3. MERMBEFEEM: REE “Citrix Single Sign-On” B AMEIRBZFIIRFHE—NE, HITRLEIRMERER
MBS RA 2 ER—MREEENIZ. 1R Citrix Single Sign-On ERENRFHNEMEMIE, N
HWWEREEFIMIVRER2ER—NEEN ‘17, HESHMESR,

4. Single Sign-On #iBIE#EETT,

5. KL RIAMERT, WEBEEERF K L.

6. Internet WL LXIHIGE: MR Store/XenApp Service URL FHNE “Internet 38" ML 2 KIFFI%
#,
MREIARBEEL XY, KEPHNEAERN, BFEESHITASLEEME O EEFIMRAIERE,
UK BRMIR R E RS,

7. StoreFront IS HIIES %o

P =

o BB ERTF Web 89 Workspace, MMIRERRIER,

908 Citrix Workspace R AR FEBEEZ N NAREE, WSEMEERBNNARE LETEHRIES
EMR o

o FILRMIRERRFNRS. BRINRERTN.txto

e “BREET” BOPH “RERER B

1. #@Hia1T gpedit.msc $IFF Citrix Workspace M A#ERF GPO BEER,

2. #%Z Citrix 4A1F > Citrix Workspace > B8fk535 > DisableConfigChecker.
3. BEEEARRESAEENE QPN ERTIRIED,

4. BENAMEE.

5

. i&fT gpupdate /force &%,
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PR -
Bt E a8 &3 Citrix Virtual Apps and Desktops AR5 28 £ “I=E%1%E XML Service BiER” BEEMINE =,

(S
Citrix Workspace M AEF A FEFEREMNER (FAEBRERTHARFN—BHRE) RITERUS, SR
AR B HINEAT (ping.citrix.com) @& RIiA1A, LLiSWTMIR AT &S B EBR 2R IXIE (BMEARARIA) BS 1 AThE
REz—, BiniTllid, EABBEHEMXEFH Citrix Workspace MBREFHERSHE LT > BENES. M
Ry&kAPi%£F Beacon checke (EixteEes) HEEHIET.
ML RATBEA U TE—1ER:

« @[iAial - Citrix Workspace R FRF2F8E 8 B T BX 2 (54T

« ARa]ifia - Citrix Workspace M RBIEF AL R E1To

o EB53AETAIE - Citrix Workspace R B2 AEf% B8R 1 B RIS 4T

AR

o 1EEAT Web #9 Workspace &, XEENXERTER,
o MIRERAUREARS. REVBIAER A

#1d Kerberos LI E@ S 5 IIE

I FFAGERFEERT Windows # Citrix Workspace B #2FF 5 StoreFront. Citrix Virtual Apps and
Desktops Z a1 iy,

Citrix Workspace A2 F ¥ N ER S E £ B E R A Kerberos # 1T EE S K, Kerberos &M
Windows S4IE (IWA) FEEHN—FHEHIIEA £,

BRfE, £%F Citrix Workspace R A2FHZERBEIRN#1T Kerberos SH%iE. Flt, aIUBALEAFIEE ERES
HIREVERDIH AR R ARSI R &, AR UERERSHRIESZERHHRERBNRIR, HIi0, fEouxins
ZENEYFIES RIS,

FRSEEERIEE TEEFEIMIIEMN Citrix Workspace M A#2F. StoreFront. Citrix Virtual Apps and
Desktops B, Citrix Workspace 2R

1. £ Single Sign-On #AiEEIRE £ PIN,

2. f£R IWA (Kerberos) [@ StoreFront %iEFRF &14. SR, StoreFront @f&# Workspace R BZFIEE
*dJ A Citrix Virtual Apps and Desktops B9 8.

} =

AR

[Z/=Z A Kerberos LUE S ERSMNY PIN 1278, SNRAKBERA Kerberos H{333E, Citrix Workspace Rz
FRERE R EHRER StoreFront #17F {3 1IE.
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3. HDX Engine (Z#iff7A ICAEF %) S5+ PIN %845 VDA, MiifER P &R 2 Citrix Workspace [
EFaiE, Citrix Virtual Apps and Desktops KGR tiERIE R,

3% Kerberos &4330EATF Citrix Workspace M FA#ER, EHREN Kerberos BEBRF & U T &M,

+ Kerberos Rz Citrix Workspace [z #2F 5 EFHHREZLAIE Windows Server iHiARSS 28 Z EEEEA. AR
ESBREMFTBREEER, EILLET “Active Directory AR BN ER” T AR BIZE,

o HATEAN Citrix Virtual Apps and Desktops L= Kerberos, AT @R HMRRER Kerberos,
EE 2 REAIE Kerberos IWA %17,

+ Kerberos BRFERFEREANEAEELFNRIE. HAFEREENEREERALIRTRNEBNITZERER

eSS

g

f==3
(=]

AMRFEREATYTESBENR, JRFEENRERERS. Citrix TERIEETMRFESIEHT
LSEHIMBRAAE BT LR, ERIMREIESFEIENG, EREIMERZE, BSBEITED.

i#Bid Kerberos LI EBEHINIESERERESER
e (EZ |, &SR Citrix Virtual Apps and Desktops SCHEMFIFEIE S RS sEEE o
ZEFERATF Windows # Citrix Workspace R HEFE, BB S U THLSITERM

e /includeSSON

It A IO NI B it B AL £ R % Single Sign-On A, MTEEH TEX A% A IWA (Kerberos) &
StoreFront #1T53301E. Single Sign-On A#1ZEEEE+ PIN, HDX Engine TEi48 sk REHFEIRIZIZ
%22 Citrix Virtual Apps and Desktops Bt=fER Lt PIN, Citrix Virtual Apps and Desktops Bz M%E
BEFIEE—MEPBHM HDX Engine 35451tk PIN,
BINER T BRE—MMAXIET ENABLE_SSON,
NRLLHREEHLIETEIR&E LB Single Sign-On, EERARENREEERIREE Citrix Workspace R B 2R,
1. @idiE(T gpedit.msc #77F Citrix Workspace [ B2 4H SRS R E IR,
2. EEREIEER > Citrix A4+ > Citrix Workspace > P 53303 > Z<ith i A 22555
EEBRAEBE M.

4. EFEsh Citrix Workspace B FFE R LU EFR A S E o
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A | ocal user name and password O *

E: Local user name and password [rorrimEair Next Setting

() Not Configured Comment:
(® Enabled
() Disabled
Supported I:‘\?: All Citrix Workspace supported platforms
Opticns: Help:
Enable pass-through authentication Usethislpolicytn instruct the clien.ttolusethe samﬁjlggon h
credentials (pass-through authentication) for the Citrix XenApp
0 Allow pass-through authentication for all ICA server as the client computer.

connections
When this policy is enabled, the client can be prevented from

Uze Movell Directory Server credentials using the current user's logon credentials to authenticate to the
¥ g g

rernote server by clearing the "Enable pass-through

authentication” check box.

The client imposes certain restrictions specifying when pass-
threugh authentication can occur (for details, see Citrix eDocs at
http://support.citric.com/proddocs/). If these restrictions are too
strict for your envirenment, select the "Allow pass-through
authentication for all ICA connections” check box to bypass the
pass-through authentication restrictions.

When run in a Novell Directory Server environment, selecting the
"Use Movell Directory Server credentials” check box requests that
the client uses the user's NDS credentials,

s || ey

fid& StoreFront:

7£ StoreFront fR3 23 LECE BHINIEARS Y, 1% “HEIB” %M. ZiEBFBAEMR Windows BHI0IE, EFIE
FERRED, FRIFEEEERMNREEF inlt RS REREE StoreFront,

BXREE AT StoreFront BN S, 15515 StoreFront MAEHEIERE S5 IIEARSS .

Baek
EATF Windows 89 Citrix Workspace AR ZF U T EEEEMHIIE:
o BXESHIIE (Single Sign-0On) - LA~ &R Citrix Workspace MABEFN, HEEBSHKIEATHREKF
&8, Citrix Workspace MBARFRUTARERBRNER:
- EABEERER Citrix Workspace M AREFHEMNENIZE AP EEEHH1TS B IRIEBN A B EhE M)
SEMNARER.
- EEASERSENERLT, SYFERMANZNIEE EIETTH Citrix Workspace AR, AP HME
RBNERA B EINRE R AEF.
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BESMRIEREMFER StoreFront A Citrix Workspace iR LERE,

o WRXSHIIE - WEXSHWIEAFRAECERAERFSRNBABIMNENZE#TIER. TACREERN,
BIEALLIhEE. B, BRIEPEIH. BTN IURRETHANABIES ATFERNRASHIIE, HiF
DisableCtrlAltDel 75’%1% & 77 False AT EREER. WEXSHWIEFE StoreFront B2,

W ERANIR S IRIE, StoreFront BEIER A UAFRFHXE— N AEEFERRF B8 5451850
SRR BMIRIE, 75521 StoreFront =6 & %R, &&% StoreFront i,

o ZNIER - MREACERSMESR, WETBTRENEEF. IREFEERFENRFS, NWXEEHERATE
APi&& LETHPRER AER, &1 Citrix Workspace AR,

o BFIREBZMHIIE - FFHIEBSMRIEREER Citrix Gateway # StoreFront B2 &,

- Ei@Ed Citrix Gateway iiial StoreFront, EBMREEREEMLMEIEITH NI,
- 3 Citrix Gateway SSL EcE I B3R EIE FIHIEB S MR, REENRS, BE, BHEFIHILED
BSOS R B HRIETRFES.

o WBKAIE - MRFEWB, WFEE Citrix Workspace R FRIZFH1 B P W EINSE & 2 B2 IEE,

o TRHEERENNBER - XIFSEFRNEARERE (0 Microsoft Outlook #1 Microsoft Office) siFmE 3¢
Citrix Virtual Apps and Desktops &iEFHI S THRFEZ RN,

o IEBHUMFEEERER L, MIFFEERFIEE L.

« Citrix Workspace ARFRAMRERAFIERERZRER, BHERENEE PIN. PIN (REAFRIEHEEEFEIE
DURER, FeFHEEEETR,

o IWANEHREFEE, Citrix Workspace MAREFAREMEESE,

o AR RS HIRIEHTRER, Citrix Workspace ZARRFEALZIFEIME AMSE (VPN) BEESHSIEM
B, BEEER VPN 58 5MIIE, 1ERE Citrix Gateway #EfFHiEE Web TEER, EE8— S
% #eFH PIN #1784 3%IE. A Citrix Gateway B BB S B KRIEHIA StoreFront RMERTFE#E
®AF,

« Citrix Workspace [ A#2FE##2F 5 citrix.com i&f5, B Merchandising Server 5 Citrix Gateway t
BRI MNIIERRS,

==
=

33

HLREFTEREIMR. IMRFERCAFTITERSHOE, JREEENRERERS, Citrix TARIER
M RFESREAT S SRLIMRREEBE URR, ERETIMRZE, BSHHEITED.

EHEREEHIIEEA Single Sign-0n, EHTUTIRIE:
EREERT Windows B9 Citrix Workspace M AER, BEREREEES U TaSITiEm:
« ENABLE_SSON=Yes

Single Sign-On 25— 1MATEESHRIENAE. BRALLZERFEL Citrix Workspace LAREFE_ZRE
T PIN #270
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o fEEMREBIESRT, SMEIUTEREHE SSONCheckEnabled FRHBIGEN False (MBRRERAFR
Ao

HKEY_CURRENT_USER\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

HKEY_LOCAL_MACHINE\Software{ Wow6432 } \Citrix\AuthManager\protocols\

integratedwindows\

teiEARmA R LE Citrix Workspace R 2R 513 10IEE B3 E XK Single Sign-On A%, Rk siF Citrix
Workspace M B#2F A StoreFront #1753 33E,

=} StoreFront EAE 8t £ &K WIEMmIE Kerberos, EFEATENGSTEMZEERT Windows B Citrix
Workspace M AER:

o /includeSSON REESER (i) SHRil. BEREZREEEURGEHETHNERSHRIL,
o MNEAFFEAZEEE-EUIMBERT Windows 8 Citrix Workspace MABRFEMHIEIEA: (QIRAZMED)

BERIGE, WS TWlT:
/includeSSON LOGON_CREDENTIAL_CAPTURE_ENABLE=No
X AR EEREHFER, FaAFEER Citrix Workspace B2/ Citrix Workspace B2 7EM PIN.

1. @dia1T gpedit.msc 77 Citrix Workspace Rz B2 4H 5RBE 3T R S IRIRR

2. HEEEER > Citrix 41 > Citrix Workspace > B B5I8iE > At~ {3,

3. EEBREBSHRIE. RIERENZSIRE, EEAWNWME ICARITEESHRIDATUEEBEREES
HI83E,

EcE StoreFront:

- EEESMHIIERSE, HEPEEREIRE,
BXBEEEFRAT StoreFront BYi¥4HE R, 1E5(1H StoreFront XEHHELE S5 I0IERS.
BEAPIREXIHEAEER, BRITUTRE:

1. BIERMANMRIEBSNEENERAE,

2. REMIENINEDEL.

3. REMAEE Citrix Workspace MHERF,
EEOEBRIEEA R, BRITUTERE:
BABERT, MRS MERBEM, W Citrix Workspace RBRZFERTAPN MAIRDEFIER, IE, T Citrix
Workspace M B2FEE AERABINES (IRIBEEERIRME) NG IHRIIER. MRESEERNERIES, M
SMAFRRLE, HREEREMITBERA AR,
BREBHIEEUTHRERR:

o ZHitEA_ERERY S AT EITEIE R A M.
o EREQRLIER RSABZEEAKEN 1024 . 2048 sk 4096 i,
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o BIRRARNEERFESR.

s EREERAEMUAB AP EEHEZFR (UPN),

o ERAERRAMNEEERFERNEF SN IIESFEERRX.

o IEBMAEERPENEBMENE Z — B ARG B/IE TLS BFNLEN AW SHHEFR (DN) 22—,

ERUTHEEZ — A BUEBANERE S

« 7£ Citrix Workspace B2 <178, 15T IEM AM_CERTIFICATESELECTIONMODE={ Prompt
| SmartCardDefault | LatestExpiry }.

BRiIAE R T, WF SmartCardDefault 5 LatestExpiry, MIREZMNEBFE LM, W Citrix
Workspace [ Bi2FR2 AP MARIEE—MER,

o ML T ERMEE MK HKEY _CURRENT_USER OR HKEY_LOCAL_MACHINE\Software\[
Wow6432Node\Citrix\AuthManager: CertificateSelectionMode={ Prompt | SmartCardDe-
fault | LatestExpiry }o

£ HKEY_CURRENT_USER HE X B KELESTF HKEY _LOCAL_MACHINE fhpy{E, TIEGFHEEBHAFIEFRIEE,
ZFAH CSP PIN 127, iBHITLUTIRE:

BINERT, mAF E5R8 PIN 2R8EEATF Windows B Citrix Workspace M AEFMA S HEEMERSRE
#2F (CSP) 121#t, Citrix Workspace AREFEREMBTAFHA PIN, /5% PIN 53454+ CSP, MNRE
MRS R EEENRLER WAAFESHERERIEEE PIN) , WA Citrix Workspace R FA2FET
ERfER CSP AHLIEBIE PIN %8, G#F8A PIN BT,

ERUTAZEZ—EX PIN ZENMIES:

« 7£ Citrix Workspace R RfZFf<1TH, I5EIRM AM_SMARTCARDPINENTRY=CSP,
o B LTI & 7 M0 B SE A R I HKEY_LOCAL_MACHINE\Software\[Wow6432Node\Citrix\
AuthManager: SmartCardPINEntry=CSP,

BRERFFMBIREXR

FBRRES BE-ERTEH Citrix Virtual Apps &1 - SR 7 Citrix Workspace M AEFHBEEE s EREN S BRIES X,
N4 ATEERTF Windows 89 Citrix Workspace [ FHiEF LB BN A SRES LIGRSIE Citrix Virtual Apps &%,
mA A7 Citrix Workspace R BREFSIEHPAREERIRS.

PR

FEREEEBHIIEESR Citrix Workspace NBiEF =, BREETHEER,

REEH

372y

+
REZEEREXNIMEETF HDX PC/SC WEREREEMMEH, ERER WAN IFIRHEREERE, TJLURSMEEE.

1X Linux VDA ZHFREE R+,
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Z7z Citrix Workspace [ BEFHEARESERESR, BRITUTIRE:

ZUNBERT, WESEEEERE VDA LR FTEARE, & Citrix Workspace RAREFHATERRS. BEEARE
HEEEE R, BEXEM StoreFront ity default. ica XEFEEUTESE:

copy[WFClient]
SmartCardCryptographicRedirection=0n

Z7£ Citrix Workspace L AEFH R AREZERER, BEHITUTERIE:

Z7£ Citrix Workspace N ARZFHEAREEERER, BEMXEH StoreFront ik =1 default. ica X
k% SmartCardCryptographicRedirection £,

BXEAER, BEAEE

& Citrix Workspace MR R S (9103

Citrix Workspace MABEF3INT AEK3T%R (GPO) HEr LB BA®ERA Citrix Workspace TR TE M. IhEE
B&fE Citrix Workspace R B2 REBTE R4 B aIBT BahE R Citrix Workspace, NZAMANTER&E £/ Citrix
Workspace RETHER®E (£RER) B, ZHERALLER,

REIRIGE(ER, YIURBUTHRMA:

s WIBARERER.
o MTEEMRHmIBEERFIG SelfServiceMode ZAIGE RN 0f o

BRITRTENIIE:

1. &idE1T gpedit.msc T Citrix Workspace M BEFA SR R EEEIR,
2. EIENEET AT, BEEEIRIR > Citrix Workspace > BBIiRS.

3. #&mm Citrix Workspace MERTRE DML REEH B HIZENEREA,

4. BENAMHE.

T2\

May 5, 2021
EFEAUTRARERER Citrix Workspace ZRiEFiERE, UWERSHHITERS:

« Citrix Gateway,
o BAIE: WEREA AR LURE B Atk Al O A F SR LE SR B &,
o AIfERARSSER.
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« %R Citrix Virtual Apps #8&: SOCKS HIEBRSHEXRLRIBARS R, LIRS 28I EEBIIREIXT L HIIAIA]
MEEMLERIAR, XEARSEELIE Citrix Workspace R ARZF SRS S 2 BEMER. Citrix Workspace
R REF%#E SOCKS MR EMN. SSL Relay fAARERFHELT M (TLS) il

LI 5

SmartControl A 1FEIREREEEMEHERMITRNER, Fli, ERRFERLEAFBRDEMRSNFIETERE. &5
LUfER Citrix Gateway £ SmartControl THEESCIRIRE,

% Citrix Workspace FZA#2R#1 Citrix Gateway BF Ik BT, ARE|EET N, EXMERT, BFiH
HFTER A SmartControl ThaE, RATF RS ERFEMX, ARG, FJUFERLLE ICA {32, Hih ICA KEIRE
¥ri&fER SmartControl Thik, BIfE Citrix Workspace RzZf#2F# Citrix Gateway SBEEFRRMIAL PIRIALL,

Citrix Workspace M BiEF = #%# A NetScaler LAN RIBEmSIE, FAHMRBEGREESMISHRE, RE
EITE AR AR S 25

AILAER LR A ABCE b U

o BHSAE BIRHAREINEMEOSREERERSS.
o ShANIE: ALERREES DLL Z— 1M M RIERS S PEFEE MRS,

AL AR S B R IR IR S RSB R R B 05 TR,
AXHIRIBIAER, BB Citrix Gateway RIS |CA RIBH,

HILRIES S - ioE
AR

NRFENEE T #HSAENNSAE, WiSHERENR.
£ GPO EIRRIRACE Hub L3R

1. @dia1T gpedit.msc 77 Citrix Workspace Rz T2 4H 5RBE 3T R S IRIRR
2. EHENEET ST, BREEEEIR > Citrix Workspace > M4 H,
3. EEUTEmZ—:
o WFEASNE: EFEFoHECE NetScaler LAN RIENRES, EREEA, RARRMHENZMKEOS,
o TFEIAMAE: EFER DLL B22 NetScaler LAN RIS, EREEMA, AERME DLL XM=
12, 530 C: \Workspace\Proxy\ProxyChooser.d1l1,
4. BENBMWHE.

fEREMRRIESRME HIb IR
o WFERSHE:

- B REIERHSFME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler,
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- g% DWORD &5, $0FFi:

?StaticProxyEnabled”=dword:00000001
”ProxyHost”="testproxyl.testdomain.com
"ProxyPort”=dword:000001bb

o WFEEHE:

- BEEMREFEERHSME HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\ICA
Client\Engine\Network Routing\Proxy\NetScaler LAN Proxy.

- ¢ DWORD {1, #1TFFiR:
”DynamicProxyEnabled”=dword: 00000001
?ProxyChooserDLL”="c:\\Workspace\\Proxy\\ProxyChooser.dl1”

TLS

EmEReM (TLS) BEA SSL (R2EHEFRE) M. ERMIRZI(ENA (IETF) 738 TLS FREUTERNF R E
$hE, BEEZATLS,

TLS B RMRSZFZ M. HERMBAEETEMRLE, RERELERENTS, FLEAR (BEXEBNA
R) EXRER TLS RRBHIBBENRE, XEARFTEEERERLIENNE, FIMBFHESLERE (FIPS) 140,
FIPS 140 — M INEtnit,

WERE R FI&&EM Citrix Workspace R FBER, 8% TLS MEBIEEREEN. BXFIP StoreFront #{EH1E
B, 529 StoreFront Xt % £ 5657

MR
BEBARABREBS.
BB A F E M B AT AR R

o SBEIGEA TLS: HATBIVER TLS BFEAFREENNSE (81 Internet) HER,
« 3g%fER FIPS (Federal Information Processing Standards, Ex#Bfs BEBARE) @ SEPARIAINE B &
M NIST SP 800-52 F#yERIN, XLERTRRIAL FREARZS,
o SREUERRFEMRAEY TLS MRFER TLS BBEM: Citrix 28 TLS 1.0, TLS1.1M TLS 1.2 $hi%
o UERIFERS SR,
s RERTERBERSHIED.
o MERERIRS J|IEBIMAL K,
o BEERENEFRIED NRERSBEENEREFHIED).
ATHERSY, ATEREHERFA:
« HEIBEMH RC4 1 3DES
« B8 “TLS_RSA_*” MZBEH

+ TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
+ TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
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+ TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
+ TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

+ TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

+ TLS_RSA_WITH_RC4_128_SHA (0x0005)

+ TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)

Citrix Workspace M AEFXZIFUTEBES:

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (0xc028)
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

33F DTLS 1.0 B, Citrix Workspace M AREFNZIFUTEBES:
o TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)

TLS &#¥

1. @idiE T gpedit.msc #77F Citrix Workspace R 2R GPO BEiEiR,

2. EHENEETN ST, REEEEIR > Citrix Workspace > WM& H, AEIERE TLS MEMEXER SRS,
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A TLS and Compliance Mode Configuration O *
E‘ TLS and Compliance Mode Configuration Previous Setting Next Setting
() Not Configured Comment:
(® Enabled
() Disabled
Supported on: [ o)) Citrix Workspace supported platforms
Options: Help:
Require TLS for all connections This opt!on enables Citrix Workspa.ce t.o ider!tifly Secure ~
connections and encrypt communication within the server.
Security Cempliance Mode  |FIPS v

Following are the type of TLS secure connection between Citrix

Allowed TLS servers Workspace and XenApp and XenDesktop that Citrix supports:

1.TLS1.0
TLSversion | TLS1.0| TLS1.1| TLS1.2 ~ 2.TL5 1
3.TLS 1.2
TLS cipher set | Commercial ~
The Security Compliance Mode values are:
Certificate Revocation Check Policy - FIPS - Enabling FIPS mode forces Windows operating system
- and its sub-systems to use only FIP5S-validated cryptographic
Check with no network access ~ algorithms.
. . - Mone - Mo compliance mode is enforced.
Policy Extension OID. | v  SPaDD-52 - NIST 5PE00.52r1 compliance is enforced.
. A When you select SPB00-52 from the Security Compliance Mode
Client Authentication drop d)cruwn . the following Certificate Revntcyation gheck Palicy
Not Configured o (CRCP) is allowed:

-Full Access Check And CRL Required. This is the default option.

Client Certificate -Full Access Check And CRL Required All

3. BFEEABRATLERUKINERS SR LEE, B TR
AR
Citrix BifER TLS UEMLLiEE.
a) ERERWFIEEZMER TLS L3ES) Citrix Workspace MEBREFX 5B £ H N BIEFN S maviEss
fE/ TLS,

b) MREMAMBEX THIFIRS, EFHERAYEDR:

i. - FRHHITEMER
ii. SP800-52 -3%#Z SP800-52 LiiBM NIST SP 800-52, X AR5 28k mxEM NIST SP 800-52
BN B A RO I T

=

e =

Rk SP800-52, NI BzNER FIPS #t/AEMNME, BIEREFEER FIPS BEiit, &
AEA Windows ReEMALINE: & FIPS REEZRATME. BAEMESR, &N, Citrix
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Workspace M A#EFRIER T FEEE B RGN AEFNRE,
WNRi%EHE SP800-52, FRIEHMFNEHRIRGE R HRETLIFREEN CRL,

i%£#% SP800-52 /5, Citrix Workspace i AZFEIIERSI[IEBESEM NIST SP 800-52 HFi9iE
o WMBRSI]IEBREM, Citrix Workspace M BEFAIRET £ERE.

i. B FIPS - &R IETUEREIER FIPS HUEMNME, EHAEBIRIERSASERPH Windows
TR RAME: & FIPS FREZATME. BEMERZ, BN, Citrix Workspace MBEF
AIRER A EE R B LRI BIEFM S,

MAFE TLS RSB/ THXES, ERKOS, FRESSRBNTIRATHHEF Workspace BEFX
EEIEENRSSE. TUIEEREFMEOS, Fli, *.citrix.com: 4433 AiFfEiRO 4433 LiEE
A A L citrix.com ERMEMRS 2. ERNMAENSZTLIERFNEE2ERY, R Citrix
Workspace BEIRBIKEEMELE, ERGHIESR,

M TLS hRAR SR, EEUTETZ—:

TLS1.0. TLS1.15( TLS 1.2 - XERAIRE, XEX TLS 1.0 BRAM S EAI S ERNA RIUER
It ET5,

TLS 1.1 3¢ TLS 1.2 - AR AT iR EZER TLS 115 TLS 1.2,
TLS1.2- MR TLS 1.2 BT SER, NERINERED,

TLS Z5% - EsgtIERSERN TLS 0%, 1Hi%E “BR”(GOV). “B%5”(COM) gt “2%”(ALL), =%
L& Citrix Gateway EEBER T, EAEEHEE1%ERE COM, Citrix Workspace [ B#ERF 2351024, 2048
#3072 A KER RSA Zf, L5, E2HF RSA BEHKE N 4096 (IHIRIEH,

=

Citrix F2IERA 1024 K ER RSA &R,

« FE BN “ERT N, RFREXRKHARVERUTERENES:

a
b

) TLS_RSA_WITH_RC4_128_MD5
) TLS_RSA_WITH_RC4_128_SHA
) TLS_RSA_WITH_3DES_EDE_CBC_SHA
d) TLS_RSA_WITH_AES_128_CBC_SHA
e)
f)

)

g

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

- BA REN ‘BA7H, MATERUTEREMS:

TLS_RSA_WITH_RC4_128_MD5
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256

a
b
c

)
)
)
d)
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o B RERN ‘BN B, MATERUTERES:

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384

a
b
c
d

— — —= =

a) MIERRERETREREH, EFUTERILD:

o ERBENENERTRE - IITIEBREFIREE, MERAHIEPRHETIRFHE. MBI RSERZ
B, 33F B4n SSL Relay/Citrix Secure Web Gateway FR$5 25 REIARSS 2HIE BIIERIR, EHIEH
MIETIRHIFRH R,

o TEVWFARE - ITIEBRFFIRLE, FRFTHIEBRHEIREFENMED KR, NRKIEPHNHE
BR, EERBHRIEL, ERIEBRETIRHIFLIEBFRS SFRHIARS SHIEBAIXHE,

o FEX2HPEEN CRL - PITIEBBWIIRLE, EBRIEBMETADERIN. ERAHIES R HTIREFHE
MFBED KRR, MRELFEBHREER, EERIIESL, EHFMALENIERRFEIIRNBIEFEREEE.,

o 2RFETDIHENEMN CRL - RITIEBRIWIIRIEE, BFR CA, RAKMIEBRBTIREMENFAE
DER. MRRENEBHNBEBER, ERR/RIEL, EXRFMELENIEBREVIRNRIIFEEE,

o T - FRITEMIEBBHEIIRLE,

a) fERAXKEY & OID LU Citrix Workspace N BREFRFIAMUEZZIRE 7 HEIEBIMA REEHIRS
2. MRIEZRHEEY B OID, Citrix Workspace MAEFEUIEZ R EKIEYT & OID MRS,

b) MEFIHSHIBIERSEHR, HEFEUTERED:
- BEEH - BFREFP RS HIIE,
o BRIEFERERS - IR AP ERIES,
o WNRFTEE, WBEER - XA LUEREIRGIBIEBRETAF.
o RECE - ETRREER P RS0,
o EAEERIES - FRE “BRIHIER” ERFHMEENE P HIER.
a) ERAEFIHIEDIREREEMRIEBIEN, BRRUEMRTAF,
b) R AAIHERIFILHRER,
UTR5IRE M T AERFI MRS E AR S S
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Direct connections

TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Yy Y Y
CcoM Y X X Y Y
Any GOV Y Y Iy Y Y
ANY Y X KX Y
CcoM Y X KX Y
coM GOV Y X X Y
ANY Y Y i X Y
coMm X X X X X
GOV GOV Y Yy X Y
External connections with Citrix Gateway
TLS DTLS v1.0 DTLS v1.2
Client cipher set VDA cipher set Open FIPS SP800-52 Open FIPS SP800-52 Open FIPS SP800-52
ANY Y Y Y X
com Y X [x Y X
Any GOV Y Y 1Y Y X
ANY Y x X X
com Y X Y X
com GOV Y x X Y X
ANY Y Y i X X
com X X D X X
GOV Gov Y Y |y X X

i

WA 48 B A 3 BT LUAR 4 B AR b AL AN 36 O A A L BB 6580, MREA A, WEAF Windows 89 Citrix
Workspace [z 2 A MAETBLZ BB AES Web ARZ32870 Citrix RS 88:&1=.

% H Citrix @f5iR 0

R i) || EHER

Citrix Workspace i  TCP 80/443 5 StoreFront i&fs
B

ICA g% HDX TCP/UDP 1494 ARl AEF RS E
BESETEMNICAs  TCP/UDP 2598 RN AEFA RIS E
HDX
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P KA %0 HHER

HEF SSL®ICAzstHDX TCP/UDP 443 IR B2 AR E

BXHOMFAER, BESHEFMIRFOXE CTX101810,

RIBRRSS 2R

IR 22 A FIRFIMS NG kiR, HABERF Windows B Citrix Workspace 2R SRS 38 2 i8]
HEHE, Citrix Workspace R A#EF 25 SOCKS L2 BN,

SR a3#TEEEY, Citrix Workspace BEFHEREIEITIERT Web 1 Workspace #IARSS 28 EinfZBBHIMR
BRSNS,

£5 Web BRs5 28t 1Ti@158Y, Citrix Workspace ZAR2FEERBEAF&&E E2IA Web 3552884 Internet i&
BHTRENAERSSHSE. TUIUERMERE A 18& L3Ik Web %8849 Internet i& 8,

ERAMREESEERIEIZE, USRS Citrix Workspace M BIEFEEESEPRAXFARIERS 3.

T

2 A=
[=]

AMRFEFHLSHTERNDE, ATRFREEMTERERSR, Citrix TEREFEIMRFEREAFTISHY
AR RENS 1S LARRIR

1. SM1%) \HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Citrix\AuthManager
2. i&E ProxyEnabled(REG_SZ),

+ True - 157 Citrix Workspace M AR EEZRI P8 NRIEARS BZHILE.

+ False - #&7r Citrix Workspace M BiEFEEEE P HFER N ERS 3.
3. EfAsh Citrix Workspace R B2 MU EFM A E R E

AJfEARSS 2
=R 2R ERIR Citrix Workspace M AREFEZETHNEEXRHBERITZEER R,

BRTAERSSM, Citrix Workspace NBREEFBIEEERAHE SRS SBMNIEZETAE, fli0, LUSEEESE
B (a0 TLS) EZEIEAME (FIE0 https://\*.citrix.com) B Citrix Workspace [z FBi2F# E B 2R
SR ENENIEXE

BRT IR, BEEENRSREEE Windows HMal{sikSXigH, B xRS FME Windows BIRI{EiE =X
189i%BE, 5203 Internet Explorer B¥ZEBh,

PB4 SR R IR S T B AR S AR
WA

M Citrix Workspace M RfEFAMN (SFFEHL) B,
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1. @diz{T gpedit.msc 77 Citrix Workspace R AB#EF GPO BEEiER,

2. EIHENRET ST, BEEEER > LBEEER (ADM) > Citrix 4B > Citrix Workspace > W& H
> EER{=RESHREE,

3. EEBEAES Citrix Workspace M ABREFHITXEIRR,

4, EERFIEAERSSREE. XFREIEF imERRERSENITIRA.

5. 72 Windows Internet Xigi M sd, EEEFiH-ARSeSMIL, HIEBEGERTF Windows B “Blfsits”
Xifo

6. 7EdEFEEF, 8B Windows MM RIEiA S XIRME F kAR SS sstthit, a1 AERIES 2RISR,

7. BEHEBEMREA,

ICA X ERIRS

ICA X 4B Z T BERIFE R FRENREFENN N AEFRKE. Citrix Workspace A2 FiRIEEIRRIZHIARR
SREMNAEFHRERBE, HPIEMNREERSSEITRR. SR UEAARKBNRERRIR StoreFront SKES
B ICAXHER. RIMERT, FBRA ICA XHER,

BX7 StoreFront B ICA XHEZINEENEE, 158H StoreFront XAy B ICA XHERRS

EE ICA XHEE
AR

ek CitrixBase.admx\adml iFinzl4sith GPO, NIEMA ICA XHE BRI HERTEIE,

1. @idizfT gpedit.msc $T7F Citrix Workspace R 2 F4A SIS R ERIRR
2. EHBHNEBT AT, BEEBERIR > Citrix A
3. EFERA ICA XHERREHRIER SR FE R — AT
a) EBA - IBREALEEZIEBIESURMEI A S IE BB & 2 H,
b) FEEIES - RHEERAMAZBPRIRMANEZIEBIEL, ATUMEZIEBBEPESIHMEIEEZIES
B8
C) RLEE - MRERIEFEUTIERZ—,
i. NAUSENERN (BRL): AFREAERESSZAESENYBEFREEB,. TEERESR
B, SHWMRLES. BTFHRIEN, SIFEBHRK.
il. TR ENBHNRTAR (FR2) - BAZERXTHEENRENEER—FHERT. o
USRS B EUHERR (BUAIRE) .
4. BPHNAMBERFLIRRE,
5. EfEsh Citrix Workspace M REFRIE U ERIRAERE K.

EEFDRKBFERIES:
ERRFERIERN, RITBRNENTEERHFRITRIRFITRPHITER:

1. MRFEEBIMENAME (CA) BE—MEBEZIEHR SSL FZIEH.
2. MRENEWREELH CA, FEAZEA CAIZ—MUBBERIEHE SSL FRIEH.
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3. fERAMAR SSLEH.
4. QE—MR CAEH, HEH GPO ESFohLERES RLRAFIEE.

FR2MH (LSA) fRiF

Citrix Workspace 2R #5 Windows Attt 24143 (LSA) Rif, EAPRFAPSAMBRLNFIEAEARXNE
Bo IEXFAEERMIEMHE LSA LRIHRFARF.

Storebrowse

April 19, 2021

Storebrowse B—REZFHSRESB 2 EAHITRENGSTEBEF. AT StoreFront FMEFEIRIELURE
Citrix Gateway #{TB 4RI,

@it Storebrowse SLBERF, BEHAAUBEHRITUTIRE:

o ANINRZAEIE.

MECERIR RSP E R IR AEFFRE.

o I FBEFREME LM Citrix Virtual Apps and Desktops &% ICA st
« {£/ Storebrowse ®< 174 ICA X,

c BHBRTMRARER,

Storebrowse SLAEFETF Authmanager #, R# Citrix Workspace M A#EFE, Storebrowse SRR
fiIF AuthManager REX#HEH,

ERIAEER Authmanager AfF—E%E T Storebrowse SRR, BREUT EMRER:

REER RS Citrix Workspace [ FRf2F0T:

£ 32 intEN £ [HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\AuthManager\Inst
£ 64 itEMN L [HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Citrix\A

HmAF (EEER) K% Citrix Workspace W EBERA:

£ 32 it BN L [HKEY_CURRENT_USER\SOFTWARE\Citrix\AuthManager\Inst:
£ 64 UitEH L [HKEY_CURRENT_USER\SOFTWARE\WOW6432Node\Citrix\AL
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2K

« EATF Windows 89 Citrix Workspace 2% 1808 s Eshi s,
« £=/1> 530 MB #yA] BHLE (8],
« 2 GB RAM.

RAEMTIE

Storebrowse S2AREFS U TRIERSZHES:

1RERS

Windows 10 (32 fi1#0l 64 {irkz4)

Windows 8.1 (32 {ii#ll 64 firkR#s)

Windows 7 SP1 (32 i1 64 fikfii 7<)

Windows Thin PC

Windows Server 2016

Windows Server 2012 R2 Standard Edition #1 Datacenter Edition
Windows Server 2012 Standard Edition #1 Datacenter Edition
Windows Server 2008 R2 (64 {ithRk4x)

Windows Server 2008 R2 (64 {ithik4x)

&
Storebrowse SERBEFZIF U TRAMIEE:

« HTTP RZAmIS
« HTTPS RIS
« Citrix Gateway 11.0 XEShrzs

=z

AR

EHTTP NAB®EIES, ERm<STH Storebrowse SERIEFFESER,

BRIIES %
StoreFront 5358

StoreFront SZ#HERARBN B MIIEFZLRNARE, BREEFZAHATENER, KT<2EE, FLIBNABE
B, RESHIIERERANER TRFREARS.
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o« APENEE: BABHNNAREERIINER RABELT, FES—  NABEN, EXSHIRIELT
BRARS.

o WEE: WA TIEN Windows itV TEMIIES, TEEHERINARE. BEALET, BERE
Citrix Workspace ZAiZFNBRAEESHRIE. AXPBEBENFMMEE, BSRREHEESHRIL,

« HTTP Basic: B/ HTTP Basic 84 3iE, LUE Storebrowse SLREFHEBS StoreFront RS 28 #1Ti@
5o BINERT, UiEMTE StoreFront fRS8 LA FTEBRS. HFSA HTTP Basic S310IEA %o

Storebrowse SERREFRFHEIT U T E—AFHTEHIIE:

o {EFKE Storebrowse SLAIEFNEM AuthManager, &E: f#/ Storebrowse SLBIEFR, HAE
StoreFront £/EFA HTTP Basic B1IEA*%. HAFMEA Storebrowse SR IEEREMN, b5 5ER.
o ALEEERT Windows 89 Citrix Workspace R RIEFIRHERISME Authmanager,

&t Citrix Gateway SLMESER

BT FRINAY Citrix Gateway 252 sh, AKX LUETEEER Single Sign-On, &8I IR A B E ARKEEE
RHNER, MERRHENAF &R,

B Citrix Gateway # Single Sign-On Z#FMi¥4ERE, E2 Citrix Gateway # Single Sign-On #%,
AR

{X7£A Citrix Gateway E2E T Single Sign-On S{4IIERNEMNIHAYITEN _EZH:FILINEE,

BB A RIS EBENBER

REJUEEMNBRESHER, MAREER ICA X

A%

AT ER R T B XBT UM Storebrowse LHEEREFERAMNGSIFEAEE,

-a. -addstore

BiEA:

IR SIS, REMAEENE URL, MNRREXKES, MREER,
AR
Storebrowse LAEFXIFZNARIERLE,

StoreFront Ep&<Rfl:

ANA .
m<.
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storebrowse.exe -U *username*x -P *password* -D *domainx -a *URL of Storefront

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a [https://
my.firstexamplestore.net] (https://my.firstexamplestore.net)
Citrix Gateway &< RHl:

e

storebrowse.exe -U *username*x -P *xpassword* -D *domainx* -a *URL of CitrixGateway

*
il

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -a <https://

mysecondexample.com>

/?
JER:
2HHE X Storebrowse LEEFEREMIFAE S,

(-1). -liststore

LR

FIH AP AN A S,
StoreFront -rI&<nRfl:
.\storebrowse.exe -1
Citrix Gateway &< RHl:

.\storebrowse.exe -1

(-M 0x2000 -E)

BiEA:

KA TR,

StoreFront L& <$REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.firstexamplestore.net/Citrix/Store/discovery>
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Citrix Gateway E89&n<7Rf:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -M 0x2000 -E
<https://my.secondexample.net>

-q. —-quicklaunch
BieA:

/3 Storebrowse SLRAEFNELGHNNAEFNSEER ICA X, quicklaunch ERMERZMH—Ez0 URL
ERMANURRARERE URL, BEah URL, BILLZ StoreFront BR5528, taTLlR Citrix Gateway URL. ICA X7
%LocalAppData%\Citrix\Storebrowse\cache BRH 4R,

AILUEIT A T ap @ RREERE R RN BRZFHSKENED URL:

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
AR ERD URL MU TEAR:

'Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1ci5DYWxjdWxhdG9y/launch/ica

StoreFront +Hyas<$RHl:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’
apps and desktops } <https://my.firstexamplestore.net/Citrix/Store/resources
/v2/Q2hJIkOTmNoPQrSTV9y/launch/ica> <https://my.firstexamplestore.net/Citrix

/Store/discovery>
Citrix Gateway ERI&<RHGI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -q { Launch_URL_of_pub’

apps and desktops } <https://my.secondexmaplestore.com>

-L. -launch
pazH

/3 Storebrowse SEREFEMIAIRE LM BREFMKEFERRN ICA X, launch ERERIZHEZRHE L
MRS URL, &#5, RILLZ StoreFront ARs328, AT A2 Citrix Gateway URL, ICA X##7E %LocalAppData
%\Citrix\Storebrowse\cache BFEH&%m,

BITUT L URREAGHNNAEFNKENE TR

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery

teEr L BN T
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"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

LENEE S LA ERNZ B launch EHMNEAS K,
StoreFront EMI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L “{

Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/discovery>
Citrix Gateway &< REGI:

<.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -L { Resource_Name

} https://my.secondexamplestore.com>

-S. -sessionlaunch
1RE:
FEARLHS, EaLURMEARE. MENBHEARNER. IHETUE U TERIENSE:

- AFR&

. HH

. 85

o EEMNEIRHZ R
« WA®EE URL

BR, MRAFFREREIE, AuthManager BETHNEIE, ABRBIER.
AILEIT A T an S REE A HHINBEFMRENFE RN R

.\storebrowse -M 0X2000 -E https://myfirstexamplestore.net/Citrix/Second/

discovery
IS RYiaH T

"Controller.Calculator''Calculator''\' ''http://abc-sf.xyz.com/Citrix/
Stress/resources/v2/Q29udHIvbGx1lci5DYWxjdWxhdG9y/launch/ica

FEmEE P LA BRI R TR - S EMAENAS .
StoreFront EHI&< R

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S “{
Friendly_Resource_Name } <https://my.firstexamplestore.net/Citrix/Store/
discovery >

Citrix Gateway &< REI:

.\storebrowse.exe -U { Username } -P { Password } -D { Domain } -S { Friendly_Resource.

} <https://my.secondexamplestore.com>
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-f. filefolder
prazH
EEAGHNNAREFNESEMNBEENXBRPER ICA Xk,

BihEMEEX SR IZMMFRZMIERNT Store URL 895N, MARE URL aTLLZ StoreFront fk$328, eI
Citrix Gateway URL,

StoreFront FHI& <Ml
.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { Store }
Citrix Gateway &< REI:

.\storebrowse.exe -f “C:\Temp\Launch.ica” -L “Resource_Name” { NSG_URL }

-t. -traceauthentication
pazH

4/ AuthManager AFMIERS. X Storebrowse SLREFERAE AuthManager MIERT, A2EMBE.
B localappdata®\Citrix\Storebrowse\logs BRHF %M.

AR

R RER A F e L THIIENRE— 1S,
StoreFront LHEs<mfl:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
StoreURL }

Citrix Gateway &< REI:

.\storebrowse.exe -t -U { UserName } -P { Password } -D { Domain } -a {
NSG_URL }

-d. -deletestore

LR

MR AR StoreFront =¢ Citrix Gateway R[S,

StoreFront LHEs<mfl:

.\storebrowse.exe -d https://my.firstexamplestore.net/Citrix/Store/discovery
Citrix Gateway &< REGI:

.\storebrowse.exe -d https://my.secondexmaplestore.com
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it Citrix Gateway LI 8 S ERHHF

Single Sign-On AW EHIHITHMHIIE, HEMRZFIRMH Citrix Virtual Apps and Desktops, MAEEEH
SN AEFRKEEITER0IE, RINMABER, EHEREREEER Citrix Virtual Apps and Desktops #
“FreR” e E %3 Citrix Gateway RS 25,

Citrix Gateway hk#s 11 REEIRAZ#:E L INEE,

WS

Bxi{aA Citrix Gateway E2E& Single Sign-On M &%, ESREENEESHKIE.
AT LUERAAERN SR (GPO) EIBEiR A MA@ Citrix Gateway LIAYE S B RIhEE,

1. @iz {T gpedit.msc 77 Citrix Workspace R AB#EF GPO BIEiER

2. EHENBET AT, EEEEER > Citrix 4% > Citrix Workspace > B F 54 383F > @i Citrix
Gateway 331 Single Sign-On,

3. FERYBRETMEREEZR “Single Sign-On” %17,

4. BENAMEAE.

5. EfEsh Citrix Workspace N RRZF&IE UM ER E M.

PR

« 1£ StoreFront fR5528 LB HTTP Basic S43IEA %, LUE&EE Storebrowse LRREFHITEIRENR
o

o MREHEHTTP LAEE, HEAERZIARFERIZNAEEURERBFHEL AR Citrix Virtual
Apps and Desktops BY, EARZFRHERAHGSITIEMMITEIRENRIE, BRAZE: MREREAGSITRES
&, BEAIMNE AuthManager &R,

+ Storebrowse SLFEF AN EIFE NN ABME (£ StoreFront fRS28 LFRRE T Citrix Gateway).

o XY Citrix Gateway ERB T 2 EHHWIER, 7 AER Storebrowse SLRAEFFHEIE TN

« Storebrowse SEAEFH&HSITIRT Username (-U). Password (-P)# Domain (-D) X&K/N
5, HESIRAAEH R,

Citrix Workspace 7727 Desktop Lock

January 15, 2021

TRESHMEmMMITRER, AJLUER Citrix Workspace B2 Desktop Lock. AILUfER Desktop Viewer
(WREEHA), B2, TEE ENEGNEN—HIEmH:

« Ctrl+Alt+Del
o HIAI

o &E

o WFFIERE.
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iBEAT Windows B Citrix Workspace R BiEF

8% Desktop Lock IhaEsiERF Windows i Citrix Workspace MBREFEMATIEHNITEN LiB1T, XEHE
HMEAT SSON (Single Sign-On) HERE T ABEE. R PNA ihs=, F4 % Citrix Receiver for Windows
4.2 RESRAEABEXZIFLETR Desktop Lock k7,

HFER /includeSSON fFEREZERT Windows 89 Citrix Workspace M BERF. HFHfER adm/admx ¢
8 cmdline EBACE N AREH Single Sign-On, BXF4ER, BEBATE,

AE, UEBERSMMEA Citrix THIIE ERMMW CitrixWorkspaceDesktopLock.msi &% Citrix
Workspace [zf#2R Desktop Lock,

+ Microsoft Visual C++ 2005 Service Pack 1 AIBL1TAME, BXF4EE, ESR Microsoft FHBIE.
« £ Windows 7 (2% Embedded Edition). Windows 7 Thin PC. Windows 8. Windows 8.1 #1 Windows
10 (BIEAFLSAEN) L2,

X PRES A% R StoreFront,

PN SES

o APIEESTUEEDIFEM (LAN) %M (WAN),

AN IR IR
BE

BN A2 R A e T AR i, FRIFEFERARREY RIEREEMERNA T T2 E. AXIF
=8, 5507 Citrix Virtual Apps and Desktops X#4rpIERE At 2 F141F1 URL EEMEZED-

f#A Citrix Workspace /A2 Desktop Lock

« TTLLIE Citrix Workspace 2R Desktop Lock 5LLF Citrix Workspace M RIEFINEELE & 1ER:
- 3Dpro. Flash. USB. HDX Insight. Microsoft Lync 2013 {23t 5 BIERF AR
- (PRIE. WNEHERERHMHEIE
« #fFF Citrix Workspace R 2R Desktop Lock SiEMEZE A HARIEE.
+ Flash EFm7E Windows 8 NEERAPRTFEARS. Flash EERAE Windows 7 LR FEARS.
« Desktop Viewer £t3¢ Citrix Workspace [ F#2FF Desktop Lock #4177 fifk, &F “Fm”. “BR". “&
KU “BR B,
+ Ctrl+Alt+Del ZREEER T A= LATA,
o RZ#H Windows HuEgaE@iniEsiE, Windows+L Bgdk.
o BmiEED Desktop Viewer #{TRmEE, Ctrl+F1 =ft& Ctrl+Alt+Del,

AR

Z# 7 Desktop Lock, # B M FEZE HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Dazzle 5
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\Dazzle #fLiveInDesktopDisconnectOnLc
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iBEAT Windows B Citrix Workspace R BiEF

REN False, Zimm MABRSFHIETURERRY, JERIRIBIUIFERE,

%% Citrix Workspace /%2 Desktop Lock

SR EEMTF Windows 89 Citrix Workspace 2R, @R Citrix Workspace M FA#2R Desktop
Lock ETEMRE, BEXFEASERNIE, BESH

BreFo
1. ERATHERERKFAER,

2. EHLRTEOSD, BITUTHS (UTFRENFRLEM Citrix Workspace app and Plug-ins > Windows >
Citrix Workspace app X&),

flgn:

CitrixWorkspaceApp.exe
/includeSSON
STOREO="DesktopStore;https://my.storefront.server/Citrix/MyStore/
discovery;on;Desktop Store”

Bxm$FER, B2 Citrix Workspace MBI REXR, Mith @i,

3. BERENFE LWE—XEH, WE CitrixWorkspaceDesktoplLock.msi, IthATIEE R Desktop
Lock A%, REBIRTIHITIZE,

4, RETHEN, EFEHAFEE. MREENFEKEHLUEAF FHER, WEEA Citrix Workspace 12
¢ Desktop Lock 2Ri%i&%&.

BEREZEATEERAPILE, TEME Shell FHfRRE CitrixWorkspaceDesktoplLock.msi FrAK
kP, WIREEMEFZK,, SRTEERMERGE,

&jz17 Citrix Workspace Desktop Lock ByBsER% %, EEAUTHST:

msiexec /i CitrixWorkspaceDesktopLock.msi /qn

Fd& Citrix Workspace [ Fi2F Desktop Lock
LIEEBR B E R, Desktop Lock 2BHBEHMBELENEESIE,

M Active Directory SE& AT Lk A P R AR E#E N ARBRIRZS,
ERRENFTANEERKAES Citrix Workspace R A2 Desktop Lock.

 Ha1R receiver.admx (5 receiver.adml) # receiver_usb.admx (.adml) ScEmEzIBEEmR S (A, 5
BREIE HENREE” S “‘AFERE">“SREEIR>EHEEER (ADMX)”>“Citrix A4 &), .admx Xt
i1 F%Program Files%\Citrix\ICA Client\Configuration\ &,
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iBEAT Windows B Citrix Workspace R BiEF

« USB B35 - BRHEAEN USB ig& R, ZIREREITEERIENRSE; THEAFAXE. ENKENRE
% USB IREHEAF REPETIZIRE.
- BF USB B,
- 7 “Citrix Workspace 2R ">“ITf2E T A iRig & > 8H USB izig&Ek” b, BAHEENE
USB ig&HM#HY USB & & HREK,
o IEzhEFBRSY - 72 “Citrix Workspace MR ">“ T2 ERE FIHigE” B, BAHRES P IHIEa)380 5T R,
« %X - 7£ “Citrix Workspace RFAERF">“RiBEREFIHIEE" H, BAHRERF HE XK,

EEBEEERLUES Windows Desktop Lock &4

1. EZ& StoreFront,
a) 3§ XML Service BEE R DNS #thhkfiztr, LUIFKEX Kerberos i3,
b) E2E StoreFront shLU#4T HTTPS ifial. SIEMRISIEEMANME BRSPS, FHEIIA Web
b HTTPS 457,
) BFERESEEFEBESMHIIE (FRINEAH).
) BR Kerberos,
e) BEH Kerberos fERE R H{TERES HIIE,
) £ IS Bk Web s EERERBAFHERER Windows S5,
g) HR IS BN Web 2 REE SSL HREEE P IHIES,
2. (FRAREEETH ISR IE&E LAt B 5EER,
a) M%Program Files%\Citrix\ICA Client\Configuration\ §X\ Receiver.admx 1&g,
b) XEF “EEBER">“ZHEEIER (ADMX)”>“Citrix A”>“Citrix Workspace”>“BF B3 3iE”,
C) BRSRRSHRIL
d) BRZEMAFEMER,
3. =%k Citrix Workspace Fzf#2% Desktop Lock 2 g1, BEERF &S,
a) ¥ Delivery Controller #9 URL 702l Windows Internet Explorer Bya]{gik=5&R S,
b) Ll desktop://ZFABFENIEE— 334889 URL Fi0Z! Internet Explorer Al {5 =5I&R S,
c) BH Internet Explorer LUERRI{EMA MM B EIE RIDEE,
YAPIRE ERET Citrix Workspace A2 Desktop Lock BY, S38HIHIT—RAVE e RISERER, Fla0, MR
KEM Windows BEEREIRERIRIZE EEIEH, WABRAFIEE LM Windows BaEREMRERITIZE S, AFER
MFMZBFIEETHE. XETRFERPIZELT—BIRES. XVERTES Citrix Workspace M A2 Desktop
Lock AP I&&-

fip: Desktop Lock

HRIER TE LB NAM

1. ERREMEE Citrix Workspace FZf#2F Desktop Lock BYFr RV ZS I B TR R B R
2. FEAEIATHIRSEXRIERFRN Windows Thag:
« & Citrix Workspace R A#2~ Desktop Lock.
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« fipRiEATF Windows 9 Citrix Workspace Rz 2.

¥ Windows g5 E5RiERIE

AEH Windows RIBREERFITERIE, ATERNBID ERRER,

Windows

« Win+D - S/ VERELMFAEE .
+ Alt+Tab - EECERIED.

« Ctrl+Alt+Delete - £/ Ctrl+F1 #1 Desktop Viewer TA#,

« Alt+Shift+Tab
« Windows+Tab
« Windows+Shift+Tab
« Windows+ FRE =75

Windows 8

o Win+C -“4TF” B I%5H,
o Win+Q -“12%K” BRRH,
o Win+H -“#=” B5IRH,
o Win+K-“18%” B&I%RH,
o Win+l -“i&8” BRIZH,
« Win+Q - BRHAEF.

o Win+W - 2% HE,

o Win+F - &%,

Windows 8 AR

o Win+Z - BENBERFIED,

o Win+. - ZB#EFEXNTF.

+ Win+Shift+. - ZARFAX T,

o Ctrl+Tab - BN BN ARFHELIER.
o Alt+F4 - XHIRZAER.

RE

* Win+D - {THSHE.
« Win+, - S5 KM,
+ Win+B - ;REIR &,
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Hith

o Win+U - #TH “BIMERIZEPL.

o Ctrl+Esc - BE1RH.

« Win+Enter - 377 Windows iR A,

e WintX - {THREATRIZENE,

« Win+PrintScrn - QIZRBIREBEHFRED “BH 7
« Win+Tab - {TF#5%&,

o Win+T - S ESI=PITHNE O,

SDK #1 API

March 23, 2021

IEHHRIRERR SDK

B IEPARAAERA (CID) SDK, F&RABRSIBR—MEME, & Citrix Workspace MARRRFEREFIFITE
VM EREMIERIT StoreFront IRSZ 25 #HITEPIIE. CID BB NEREEIRIRAERS StoreFront BRSS28, MEEHR
TETERENE KR,

i@ CID SDK, AR ARAILGIE—L/AIER, Citrix Workspace MAEF I UERZSEAERETE A EN
L LRAIEFRIT StoreFront IR 225#1T B98I,

BXFMES, BESREAT Windows 89 Citrix Workspace R BiE2FERBSBERBIRIRAR SDK 324,

Citrix Common Connection Manager SDK

Common Connection Manager (CCM) SDK {24t—£4R4s#1 API, X%t API A EURIEA N R EMRTESRE.
tt SODK AEERMTH, RATCETERT Windows 8 Citrix Workspace MBEFLREBH—EE5,

AR
SEmAxMEL APl FE ICA X %ie Citrix Virtual Apps and Desktops IEHEEhid iz,
CCM SDK ThEEE4E:

¢ RIEBED

- RIFERLEMR ICA XH BN BEFHRH,
o RIBEIFFER

- SEREERORITEHEZRIZELM. JUNPERIEREMIE AP RITE SRR,
o RIEFH

- SERAEERORITEERELEMN, FTUNMESIEHEMIERPRITEHRRE.
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iBEAT Windows B Citrix Workspace R BiEF

¢ REER
- RHAENGERRNEBHRIENEREXES. XBERERIE. VAEFRIENRAEENBER
Y

BX SDK XHEiFAER, 1§55 Citrix CCM SDK i2/F R 158,

Citrix Eii@& SDK

Citrix EEINBERGF L TAEE (SDK) AR ICA il EMRINEERTS RS 2R InN AIEFEE P mR a2 T,
IR S3 B8 imaEiNiE E R FRFREF L T Citrix Virtual Apps and Desktops R85 £, MIRBHNEMEFIHEFEES EHIR
MiER, BBER Citrix BRI

REINIEE SDK 12 ft:

« 7£ Citrix Bg5528 AP SDK (WFAPI SDK) 15 @8 10864 & A LS e iiEEn Citrix M2
R 242320 (Virtual Driver Application Programming Interface, VDAPI), VDAPI {2 #tHIEINE
EXFENT RS EINBERN TR,

« Windows 31 API, FBFHEaM5tiikie i Ksts ICA ERME = A NARFNXIE,

o ARERFEREANEINBERGIEFNERRR,

o EINi@E SDK £ WFAPI SDK A 8RS e @ E AR S5 8816,

BXiFMES, BER maERT Windows B Citrix Workspace FZFEERFHI Citrix EHkiEiE SDK314,

Fast Connect 3 £iEiG N\ API

Fast Connect 3 EiE# A APl 2B T @ Single Sign-On (SSON) TheEiR A A EIEMNED, EEERT
Windows 9 Citrix Workspace N B2R 4.2 REEMATIRE, &Ik AP, Citrix S1Ek AT LURESHIIELL
% SSO =@, Z=m{ER StoreFront EAFERIEPHAEFREE, AGHTRPSXESIENER,

BXFAEER, B2 EAT Windows B Citrix Workspace M ABiZFZERR Fast Connect 3 EiEiEN APISTHY,

ICARESE

February 10, 2021

ICARBESEXHREEIMRIGEN ICA XHIEETIR, RAFEERBAEX Citrix Workspace RZB#2FHTH. EiE
I LUfERA ICA B SE 3T Citrix Workspace M AIEZFEH R HE1T o THEHR,

ICARES%E (PDF T#)
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